
ID: 1271053
Cookbook: browseurl.jbs
Time: 17:39:27
Date: 11/07/2023
Version: 38.0.0 Beryl
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Windows Analysis Report 
http://smenet.org/ViewSwitcher/SwitchView?mobile=True&returnUrl=http://xx6v1x.caobatours.com#YXRvbC5vbmxpbmVAY2FhLmNvLnVr…

Overview

General Information
Sample URL:

smenet.org/ViewSwitch
er/SwitchView?
mobile=True&returnUrl=
http://xx6v1x.caobatour
s.com#YXRvbC5vbmxp
bmVAY2FhLmNvLnVr

Analysis ID: 1271053

Infos:

Detection

Score: 0

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

No high impact signatures.

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64native

chrome.exe (PID: 6188 cmdline: C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized "about:blank MD5: 464953824E644F10FFDC9E093FD18F94)
chrome.exe (PID: 9056 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-

handle=1676,5534151309402295221,11728340676976103501,131072 --disable-features=OptimizationGuideModelDownloading,OptimizationHints,OptimizationHintsFetching,
OptimizationTargetPrediction --lang=en-US --service-sandbox-type=none --mojo-platform-channel-handle=2024 /prefetch:8 MD5: 464953824E644F10FFDC9E093FD18F94)
chrome.exe (PID: 1876 cmdline: C:\Program Files\Google\Chrome\Application\chrome.exe" "http://smenet.org/ViewSwitcher/SwitchView?mobile=True&returnUrl=http://xx6

v1x.caobatours.com#YXRvbC5vbmxpbmVAY2FhLmNvLnVr MD5: 464953824E644F10FFDC9E093FD18F94)
cleanup

⊘ No configs have been found

⊘ No yara matches

⊘ No Sigma rule has matched

Process Tree

Malware Configuration

Yara Signatures

Sigma Signatures
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There are no malicious signatures, There are no malicious signatures, click here to show all signaturesclick here to show all signatures ..

⊘ No Snort rule has matched
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Behavior Graph
ID: 1271053

URL: http://smenet.org/ViewSwitc...

Startdate: 11/07/2023

Architecture: WINDOWS

Score: 0

yylinvaant.bureaurid.tech xx6v1x.caobatours.com 6 other IPs or domains

chrome.exe

        started       

chrome.exe

        started       

192.168.11.20, 1900, 443, 49251

unknown

unknown

239.255.255.250, 1900

unknown

Reserved

chrome.exe

        started       

yylinvaant.bureaurid.tech

199.192.25.226, 443, 50889, 51592

NAMECHEAP-NETUS

United States

smenet.org

40.69.190.41, 443, 51171, 61217

MICROSOFT-CORP-MSN-AS-BLOCKUS

United States

4 other IPs or domains

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots

Thumbnails
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Source Detection Scanner Label Link

smenet.org/ViewSwitcher/SwitchView?
mobile=True&returnUrl=http://xx6v1x.caobatours.com#YXRvbC5vbmxpbmVAY2FhLmNvLnVr

0% Virustotal Browse

smenet.org/ViewSwitcher/SwitchView?
mobile=True&returnUrl=http://xx6v1x.caobatours.com#YXRvbC5vbmxpbmVAY2FhLmNvLnVr

0% Avira URL Cloud safe

⊘ No Antivirus matches

⊘ No Antivirus matches

Source Detection Scanner Label Link

xx6v1x.caobatours.com 0% Virustotal Browse

smenet.org 0% Virustotal Browse

www.smenet.org 0% Virustotal Browse

Source Detection Scanner Label Link

www.smenet.org/ViewSwitcher/SwitchView?mobile=True&returnUrl=http://xx6v1x.caobatours.com 0% Avira URL Cloud safe

smenet.org/ViewSwitcher/SwitchView?mobile=True&returnUrl=http://xx6v1x.caobatours.com 0% Avira URL Cloud safe

https://www.smenet.org/ViewSwitcher/SwitchView?
mobile=True&returnUrl=xx6v1x.caobatours.com

0% Avira URL Cloud safe

https://yylinvaant.bureaurid.tech/favicon.ico 0% Avira URL Cloud safe

https://smenet.org/ViewSwitcher/SwitchView?mobile=True&returnUrl=xx6v1x.caobatours.com 0% Avira URL Cloud safe

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

URLs
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https://www.virustotal.com/gui/url/548eebb8bee75d77b9d1a1f0fb896577aaeffcabbd96816052eba9aae482dc96/detection/u-548eebb8bee75d77b9d1a1f0fb896577aaeffcabbd96816052eba9aae482dc96-1688821215
https://www.virustotal.com/gui/url/3d643ceab5239c7dd437293ac4c3505ce8f600b0dd299d50151ccbbdec0364b2/detection/u-3d643ceab5239c7dd437293ac4c3505ce8f600b0dd299d50151ccbbdec0364b2-1688821215
https://www.virustotal.com/gui/url/20cb83ecefbf893d1591032a969826c8e2bad52e3b2581c97d252c9ccd508d4f/detection/u-20cb83ecefbf893d1591032a969826c8e2bad52e3b2581c97d252c9ccd508d4f-1686232064
https://www.virustotal.com/gui/url/4cfee1155a77f0a4c1cebf3950801a0ca2c9459a7a6ac85b8baf1963b43a3ab3/detection/u-4cfee1155a77f0a4c1cebf3950801a0ca2c9459a7a6ac85b8baf1963b43a3ab3-1679970526


xx6v1x.caobatours.com/ 0% Avira URL Cloud safe

https://yylinvaant.bureaurid.tech/assets/style.css 0% Avira URL Cloud safe

Source Detection Scanner Label Link

Name IP Active Malicious Antivirus Detection Reputation

accounts.google.com 142.250.185.77 true false high

xx6v1x.caobatours.com 185.244.151.84 true false 0%, Virustotal, Browse unknown

yylinvaant.bureaurid.tech 199.192.25.226 true false unknown

www.google.com 142.250.186.68 true false high

clients.l.google.com 216.58.212.142 true false high

smenet.org 40.69.190.41 true false 0%, Virustotal, Browse unknown

clients2.google.com unknown unknown false high

www.smenet.org unknown unknown false 0%, Virustotal, Browse unknown

Name Malicious Antivirus Detection Reputation

https://www.smenet.org/ViewSwitcher/SwitchView?
mobile=True&returnUrl=xx6v1x.caobatours.com

false Avira URL Cloud: safe unknown

www.smenet.org/ViewSwitcher/SwitchView?
mobile=True&returnUrl=http://xx6v1x.caobatours.com

false Avira URL Cloud: safe unknown

smenet.org/ViewSwitcher/SwitchView?mobile=True&returnUrl=http://xx6v1x.caobatours.com false Avira URL Cloud: safe unknown

https://yylinvaant.bureaurid.tech/favicon.ico false Avira URL Cloud: safe unknown

https://smenet.org/ViewSwitcher/SwitchView?mobile=True&returnUrl=xx6v1x.caobatours.com false Avira URL Cloud: safe unknown

xx6v1x.caobatours.com/ false Avira URL Cloud: safe unknown

https://accounts.google.com/ListAccounts?gpsia=1&source=ChromiumBrowser&json=standard false high

https://yylinvaant.bureaurid.tech/assets/style.css false Avira URL Cloud: safe unknown

https://clients2.google.com/service/update2/crx?
os=win&arch=x64&os_arch=x86_64&nacl_arch=x86-
64&prod=chromecrx&prodchannel=&prodversion=94.0.4606.61&lang=en-
US&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgiimedpiccmgmieda%26v%3D0.0.0.0%26install
edby%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1

false high

Domains and IPs

Contacted Domains

Contacted URLs

World Map of Contacted IPs
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https://www.virustotal.com/gui/url/3d643ceab5239c7dd437293ac4c3505ce8f600b0dd299d50151ccbbdec0364b2/detection/u-3d643ceab5239c7dd437293ac4c3505ce8f600b0dd299d50151ccbbdec0364b2-1688821215
https://www.virustotal.com/gui/url/20cb83ecefbf893d1591032a969826c8e2bad52e3b2581c97d252c9ccd508d4f/detection/u-20cb83ecefbf893d1591032a969826c8e2bad52e3b2581c97d252c9ccd508d4f-1686232064
https://www.virustotal.com/gui/url/4cfee1155a77f0a4c1cebf3950801a0ca2c9459a7a6ac85b8baf1963b43a3ab3/detection/u-4cfee1155a77f0a4c1cebf3950801a0ca2c9459a7a6ac85b8baf1963b43a3ab3-1679970526


No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

142.250.185.77 accounts.google.com United States 15169 GOOGLEUS false

142.250.186.68 www.google.com United States 15169 GOOGLEUS false

216.58.212.142 clients.l.google.com United States 15169 GOOGLEUS false

40.69.190.41 smenet.org United States 8075 MICROSOFT-CORP-MSN-
AS-BLOCKUS

false

185.244.151.84 xx6v1x.caobatours.com Netherlands 60117 HSAE false

199.192.25.226 yylinvaant.bureaurid.tech United States 22612 NAMECHEAP-NETUS false

239.255.255.250 unknown Reserved unknown unknown false

IP

192.168.11.20

Joe Sandbox Version: 38.0.0 Beryl

Analysis ID: 1271053

Start date and time: 2023-07-11 17:39:27 +02:00

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 4m 24s

Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: browseurl.jbs

Sample URL: smenet.org/ViewSwitcher/SwitchView?
mobile=True&returnUrl=http://xx6v1x.caobatours.com#YXRvbC5vbmxpbmVAY2FhLmNvLnVr

Analysis system description: Windows 10 64 bit 20H2 Native physical Machine for testing VM-aware malware (Office 2019, IE 11, Chrome 93, Firefox 91, Adobe 
Reader DC 21, Java 8 Update 301

Number of analysed new started processes 
analysed:

6

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Public IPs

Private

General Information
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Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: CLEAN

Classification: clean0.win@32/0@7/8

EGA Information: Failed

HDC Information: Failed

HCA Information: Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

Exclude process from analysis (whitelisted): dllhost.exe, CompPkgSrv.exe, TextInputHost.exe
TCP Packets have been reduced to 100
Excluded IPs from analysis (wh itelisted): 142.250.74.195, 34.104.35.123, 142.250.186.170, 142.250.185.195, 172.217.23.99
Excluded domains from analysis (whitelisted): wdcpalt.microsoft.com, array507.prod.do.dsp.mp.microsoft.com, edgedl.me.gvt1.com, login.live.com, ajax.googleapis.com, update.googleap
is.com, ctldl.windowsupdate.com, clientservices.googleapis.com, www.gstatic.com
Not all processes where analyzed, report is missing behavior  information
Report size getting too big, t oo many NtSetInformationFile calls found.

⊘ No simulations

⊘ No context

⊘ No context

⊘ No context

⊘ No context

⊘ No context

⊘ No created / dropped files found

Warnings

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASNs

JA3 Fingerprints

Dropped Files

Created / dropped Files
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⊘ No static file info

Total Packets: 63

• 1900 undefined

• 53 (DNS)

• 443 (HTTPS)

Timestamp Source Port Dest Port Source IP Dest IP

Jul 11, 2023 17:41:18.212951899 CEST 50188 443 192.168.11.20 40.126.32.140

Jul 11, 2023 17:41:18.213073015 CEST 443 50188 40.126.32.140 192.168.11.20

Jul 11, 2023 17:41:18.213432074 CEST 50188 443 192.168.11.20 40.126.32.140

Jul 11, 2023 17:41:18.213809967 CEST 50188 443 192.168.11.20 40.126.32.140

Jul 11, 2023 17:41:18.213891983 CEST 443 50188 40.126.32.140 192.168.11.20

Jul 11, 2023 17:41:18.334655046 CEST 443 50188 40.126.32.140 192.168.11.20

Jul 11, 2023 17:41:18.334853888 CEST 50188 443 192.168.11.20 40.126.32.140

Jul 11, 2023 17:41:18.354479074 CEST 50188 443 192.168.11.20 40.126.32.140

Jul 11, 2023 17:41:18.354494095 CEST 443 50188 40.126.32.140 192.168.11.20

Jul 11, 2023 17:41:18.354898930 CEST 443 50188 40.126.32.140 192.168.11.20

Jul 11, 2023 17:41:18.356115103 CEST 50188 443 192.168.11.20 40.126.32.140

Jul 11, 2023 17:41:18.356116056 CEST 50188 443 192.168.11.20 40.126.32.140

Jul 11, 2023 17:41:18.356139898 CEST 50188 443 192.168.11.20 40.126.32.140

Jul 11, 2023 17:41:18.356153011 CEST 443 50188 40.126.32.140 192.168.11.20

Jul 11, 2023 17:41:18.494103909 CEST 443 50188 40.126.32.140 192.168.11.20

Jul 11, 2023 17:41:18.494210958 CEST 443 50188 40.126.32.140 192.168.11.20

Jul 11, 2023 17:41:18.494441032 CEST 50188 443 192.168.11.20 40.126.32.140

Jul 11, 2023 17:41:18.494525909 CEST 50188 443 192.168.11.20 40.126.32.140

Jul 11, 2023 17:41:18.494525909 CEST 50188 443 192.168.11.20 40.126.32.140

Jul 11, 2023 17:41:18.494539976 CEST 443 50188 40.126.32.140 192.168.11.20

Jul 11, 2023 17:41:18.494544029 CEST 443 50188 40.126.32.140 192.168.11.20

Jul 11, 2023 17:41:18.557037115 CEST 50189 443 192.168.11.20 40.126.32.140

Jul 11, 2023 17:41:18.557056904 CEST 443 50189 40.126.32.140 192.168.11.20

Jul 11, 2023 17:41:18.557267904 CEST 50189 443 192.168.11.20 40.126.32.140

Jul 11, 2023 17:41:18.557450056 CEST 50189 443 192.168.11.20 40.126.32.140

Jul 11, 2023 17:41:18.557457924 CEST 443 50189 40.126.32.140 192.168.11.20

Jul 11, 2023 17:41:18.624162912 CEST 443 50189 40.126.32.140 192.168.11.20

Jul 11, 2023 17:41:18.624444008 CEST 50189 443 192.168.11.20 40.126.32.140

Jul 11, 2023 17:41:18.625601053 CEST 50189 443 192.168.11.20 40.126.32.140

Jul 11, 2023 17:41:18.625610113 CEST 443 50189 40.126.32.140 192.168.11.20

Jul 11, 2023 17:41:18.625834942 CEST 443 50189 40.126.32.140 192.168.11.20

Static File Info

Network Behavior

Network Port Distribution

TCP Packets

Copyright Joe Security LLC 2023 Page 10 of 15



Jul 11, 2023 17:41:18.626306057 CEST 50189 443 192.168.11.20 40.126.32.140

Jul 11, 2023 17:41:18.626306057 CEST 50189 443 192.168.11.20 40.126.32.140

Jul 11, 2023 17:41:18.626322985 CEST 50189 443 192.168.11.20 40.126.32.140

Jul 11, 2023 17:41:18.626364946 CEST 443 50189 40.126.32.140 192.168.11.20

Jul 11, 2023 17:41:18.626420021 CEST 50189 443 192.168.11.20 40.126.32.140

Jul 11, 2023 17:41:18.626466036 CEST 443 50189 40.126.32.140 192.168.11.20

Jul 11, 2023 17:41:20.446650982 CEST 443 50189 40.126.32.140 192.168.11.20

Jul 11, 2023 17:41:20.446675062 CEST 443 50189 40.126.32.140 192.168.11.20

Jul 11, 2023 17:41:20.446696997 CEST 443 50189 40.126.32.140 192.168.11.20

Jul 11, 2023 17:41:20.446861982 CEST 50189 443 192.168.11.20 40.126.32.140

Jul 11, 2023 17:41:20.446878910 CEST 443 50189 40.126.32.140 192.168.11.20

Jul 11, 2023 17:41:20.447006941 CEST 50189 443 192.168.11.20 40.126.32.140

Jul 11, 2023 17:41:20.447174072 CEST 50189 443 192.168.11.20 40.126.32.140

Jul 11, 2023 17:41:20.447201967 CEST 50189 443 192.168.11.20 40.126.32.140

Jul 11, 2023 17:41:20.447201967 CEST 50189 443 192.168.11.20 40.126.32.140

Jul 11, 2023 17:41:20.447216988 CEST 443 50189 40.126.32.140 192.168.11.20

Jul 11, 2023 17:41:20.447222948 CEST 443 50189 40.126.32.140 192.168.11.20

Jul 11, 2023 17:41:20.477540016 CEST 50190 443 192.168.11.20 40.126.32.140

Jul 11, 2023 17:41:20.477612972 CEST 443 50190 40.126.32.140 192.168.11.20

Jul 11, 2023 17:41:20.477813005 CEST 50190 443 192.168.11.20 40.126.32.140

Jul 11, 2023 17:41:20.477976084 CEST 50190 443 192.168.11.20 40.126.32.140

Jul 11, 2023 17:41:20.478028059 CEST 443 50190 40.126.32.140 192.168.11.20

Jul 11, 2023 17:41:20.563316107 CEST 443 50190 40.126.32.140 192.168.11.20

Jul 11, 2023 17:41:20.563546896 CEST 50190 443 192.168.11.20 40.126.32.140

Jul 11, 2023 17:41:20.564870119 CEST 50190 443 192.168.11.20 40.126.32.140

Jul 11, 2023 17:41:20.564898968 CEST 443 50190 40.126.32.140 192.168.11.20

Jul 11, 2023 17:41:20.565570116 CEST 443 50190 40.126.32.140 192.168.11.20

Jul 11, 2023 17:41:20.566009045 CEST 50190 443 192.168.11.20 40.126.32.140

Jul 11, 2023 17:41:20.566009045 CEST 50190 443 192.168.11.20 40.126.32.140

Jul 11, 2023 17:41:20.566135883 CEST 443 50190 40.126.32.140 192.168.11.20

Jul 11, 2023 17:41:21.429580927 CEST 64991 443 192.168.11.20 142.250.185.77

Jul 11, 2023 17:41:21.429661036 CEST 443 64991 142.250.185.77 192.168.11.20

Jul 11, 2023 17:41:21.429819107 CEST 64991 443 192.168.11.20 142.250.185.77

Jul 11, 2023 17:41:21.429877996 CEST 54678 443 192.168.11.20 216.58.212.142

Jul 11, 2023 17:41:21.429939032 CEST 443 54678 216.58.212.142 192.168.11.20

Jul 11, 2023 17:41:21.429997921 CEST 64991 443 192.168.11.20 142.250.185.77

Jul 11, 2023 17:41:21.430042982 CEST 443 64991 142.250.185.77 192.168.11.20

Jul 11, 2023 17:41:21.430131912 CEST 54678 443 192.168.11.20 216.58.212.142

Jul 11, 2023 17:41:21.430231094 CEST 54678 443 192.168.11.20 216.58.212.142

Jul 11, 2023 17:41:21.430273056 CEST 443 54678 216.58.212.142 192.168.11.20

Jul 11, 2023 17:41:21.501256943 CEST 443 50190 40.126.32.140 192.168.11.20

Jul 11, 2023 17:41:21.501276016 CEST 443 50190 40.126.32.140 192.168.11.20

Jul 11, 2023 17:41:21.501391888 CEST 443 50190 40.126.32.140 192.168.11.20

Jul 11, 2023 17:41:21.501431942 CEST 443 50190 40.126.32.140 192.168.11.20

Jul 11, 2023 17:41:21.501471043 CEST 50190 443 192.168.11.20 40.126.32.140

Jul 11, 2023 17:41:21.501662970 CEST 50190 443 192.168.11.20 40.126.32.140

Jul 11, 2023 17:41:21.501853943 CEST 50190 443 192.168.11.20 40.126.32.140

Jul 11, 2023 17:41:21.502037048 CEST 50190 443 192.168.11.20 40.126.32.140

Jul 11, 2023 17:41:21.502037048 CEST 50190 443 192.168.11.20 40.126.32.140

Jul 11, 2023 17:41:21.502049923 CEST 443 50190 40.126.32.140 192.168.11.20

Jul 11, 2023 17:41:21.502055883 CEST 443 50190 40.126.32.140 192.168.11.20

Jul 11, 2023 17:41:21.523720980 CEST 54679 443 192.168.11.20 40.126.32.140

Jul 11, 2023 17:41:21.523741961 CEST 443 54679 40.126.32.140 192.168.11.20

Jul 11, 2023 17:41:21.523871899 CEST 54679 443 192.168.11.20 40.126.32.140

Jul 11, 2023 17:41:21.524036884 CEST 54679 443 192.168.11.20 40.126.32.140

Jul 11, 2023 17:41:21.524044991 CEST 443 54679 40.126.32.140 192.168.11.20

Jul 11, 2023 17:41:21.528287888 CEST 443 64991 142.250.185.77 192.168.11.20

Jul 11, 2023 17:41:21.528536081 CEST 64991 443 192.168.11.20 142.250.185.77

Timestamp Source Port Dest Port Source IP Dest IP
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Jul 11, 2023 17:41:21.528549910 CEST 443 64991 142.250.185.77 192.168.11.20

Jul 11, 2023 17:41:21.529979944 CEST 443 64991 142.250.185.77 192.168.11.20

Jul 11, 2023 17:41:21.530078888 CEST 443 54678 216.58.212.142 192.168.11.20

Jul 11, 2023 17:41:21.530154943 CEST 64991 443 192.168.11.20 142.250.185.77

Jul 11, 2023 17:41:21.531085968 CEST 54678 443 192.168.11.20 216.58.212.142

Jul 11, 2023 17:41:21.531091928 CEST 443 54678 216.58.212.142 192.168.11.20

Jul 11, 2023 17:41:21.531452894 CEST 443 54678 216.58.212.142 192.168.11.20

Jul 11, 2023 17:41:21.531666994 CEST 54678 443 192.168.11.20 216.58.212.142

Jul 11, 2023 17:41:21.532067060 CEST 443 54678 216.58.212.142 192.168.11.20

Jul 11, 2023 17:41:21.532303095 CEST 54678 443 192.168.11.20 216.58.212.142

Jul 11, 2023 17:41:21.547282934 CEST 64991 443 192.168.11.20 142.250.185.77

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source Port Dest Port Source IP Dest IP

Jul 11, 2023 17:41:21.419178963 CEST 56650 53 192.168.11.20 1.1.1.1

Jul 11, 2023 17:41:21.419770002 CEST 62189 53 192.168.11.20 1.1.1.1

Jul 11, 2023 17:41:21.428889990 CEST 53 62189 1.1.1.1 192.168.11.20

Jul 11, 2023 17:41:21.428946972 CEST 53 56650 1.1.1.1 192.168.11.20

Jul 11, 2023 17:41:21.435481071 CEST 62190 1900 192.168.11.20 239.255.255.250

Jul 11, 2023 17:41:22.439332008 CEST 62190 1900 192.168.11.20 239.255.255.250

Jul 11, 2023 17:41:23.448947906 CEST 62190 1900 192.168.11.20 239.255.255.250

Jul 11, 2023 17:41:23.470927000 CEST 54612 53 192.168.11.20 1.1.1.1

Jul 11, 2023 17:41:23.483186007 CEST 53 54612 1.1.1.1 192.168.11.20

Jul 11, 2023 17:41:24.449915886 CEST 62190 1900 192.168.11.20 239.255.255.250

Jul 11, 2023 17:41:25.262794018 CEST 49251 53 192.168.11.20 1.1.1.1

Jul 11, 2023 17:41:25.275032997 CEST 53 49251 1.1.1.1 192.168.11.20

Jul 11, 2023 17:41:26.336528063 CEST 52315 53 192.168.11.20 1.1.1.1

Jul 11, 2023 17:41:26.345886946 CEST 53 52315 1.1.1.1 192.168.11.20

Jul 11, 2023 17:41:26.536489010 CEST 51113 53 192.168.11.20 1.1.1.1

Jul 11, 2023 17:41:27.075735092 CEST 53 51113 1.1.1.1 192.168.11.20

Jul 11, 2023 17:41:27.226675987 CEST 58637 53 192.168.11.20 1.1.1.1

Jul 11, 2023 17:41:27.823784113 CEST 53 58637 1.1.1.1 192.168.11.20

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class
DNS over
HTTPS

Jul 11, 2023 17:41:21.419178963 
CEST

192.168.11.20 1.1.1.1 0xeb1 Standard query 
(0)

clients2.g
oogle.com

A (IP address) IN (0x0001) false

Jul 11, 2023 17:41:21.419770002 
CEST

192.168.11.20 1.1.1.1 0x5ada Standard query 
(0)

accounts.g
oogle.com

A (IP address) IN (0x0001) false

Jul 11, 2023 17:41:23.470927000 
CEST

192.168.11.20 1.1.1.1 0x53d7 Standard query 
(0)

smenet.org A (IP address) IN (0x0001) false

Jul 11, 2023 17:41:25.262794018 
CEST

192.168.11.20 1.1.1.1 0x1d4 Standard query 
(0)

www.smenet.org A (IP address) IN (0x0001) false

Jul 11, 2023 17:41:26.336528063 
CEST

192.168.11.20 1.1.1.1 0x4631 Standard query 
(0)

www.google.com A (IP address) IN (0x0001) false

Jul 11, 2023 17:41:26.536489010 
CEST

192.168.11.20 1.1.1.1 0x2ee1 Standard query 
(0)

xx6v1x.cao
batours.com

A (IP address) IN (0x0001) false

Jul 11, 2023 17:41:27.226675987 
CEST

192.168.11.20 1.1.1.1 0xf651 Standard query 
(0)

yylinvaant
.bureaurid.tech

A (IP address) IN (0x0001) false

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
DNS over
HTTPS

Jul 11, 2023 
17:41:21.428889990 
CEST

1.1.1.1 192.168.11.20 0x5ada No error (0) accounts.g
oogle.com

142.250.185.7
7

A (IP address) IN 
(0x0001)

false

Jul 11, 2023 
17:41:21.428946972 
CEST

1.1.1.1 192.168.11.20 0xeb1 No error (0) clients2.g
oogle.com

clients.l.google
.com

CNAME 
(Canonical 
name)

IN 
(0x0001)

false

UDP Packets

DNS Queries

DNS Answers

Copyright Joe Security LLC 2023 Page 12 of 15



Jul 11, 2023 
17:41:21.428946972 
CEST

1.1.1.1 192.168.11.20 0xeb1 No error (0) clients.l.
google.com

216.58.212.14
2

A (IP address) IN 
(0x0001)

false

Jul 11, 2023 
17:41:23.483186007 
CEST

1.1.1.1 192.168.11.20 0x53d7 No error (0) smenet.org 40.69.190.41 A (IP address) IN 
(0x0001)

false

Jul 11, 2023 
17:41:25.275032997 
CEST

1.1.1.1 192.168.11.20 0x1d4 No error (0) www.smenet
.org

smenet.org CNAME 
(Canonical 
name)

IN 
(0x0001)

false

Jul 11, 2023 
17:41:25.275032997 
CEST

1.1.1.1 192.168.11.20 0x1d4 No error (0) smenet.org 40.69.190.41 A (IP address) IN 
(0x0001)

false

Jul 11, 2023 
17:41:26.345886946 
CEST

1.1.1.1 192.168.11.20 0x4631 No error (0) www.google
.com

142.250.186.6
8

A (IP address) IN 
(0x0001)

false

Jul 11, 2023 
17:41:27.075735092 
CEST

1.1.1.1 192.168.11.20 0x2ee1 No error (0) xx6v1x.cao
batours.com

185.244.151.8
4

A (IP address) IN 
(0x0001)

false

Jul 11, 2023 
17:41:27.823784113 
CEST

1.1.1.1 192.168.11.20 0xf651 No error (0) yylinvaant
.bureaurid.tech

199.192.25.22
6

A (IP address) IN 
(0x0001)

false

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
DNS over
HTTPS

            
login.live.com

            
accounts.google.com

            
clients2.google.com

            
smenet.org

            
www.smenet.org

            
xx6v1x.caobatours.com

yylinvaant.bureaurid.tech

            
https:

            
array507.prod.do.dsp.mp.microsoft.com

         

All data are 0.

Target ID: 0

Start time: 17:41:19

HTTP Request Dependency Graph

Statistics

Behavior

System Behavior

Analysis Process: chrome.exe PID: 6188, Parent PID: 8152

General
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Start date: 11/07/2023

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: C:\Program Files\Google\Chrome\Application\chrome.exe"  --start-maximized  "about:blank

Imagebase: 0x7ff7a3a80000

File size: 2'509'656 bytes

MD5 hash: 464953824E644F10FFDC9E093FD18F94

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: low

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Completion Count Source Address Symbol

Old File Path New File Path Completion Count Source Address Symbol

Target ID: 1

Start time: 17:41:20

Start date: 11/07/2023

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=1676,55341
51309402295221,11728340676976103501,131072 --disable-features=OptimizationGuideModelDownloading,OptimizationHints,OptimizationHintsFetching,
OptimizationTargetPrediction --lang=en-US --service-sandbox-type=none --mojo-platform-channel-handle=2024 /prefetch:8

Imagebase: 0x7ff7a3a80000

File size: 2'509'656 bytes

MD5 hash: 464953824E644F10FFDC9E093FD18F94

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: low

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Completion Count Source Address Symbol

Old File Path New File Path Completion Count Source Address Symbol

Target ID: 4

Start time: 17:41:22

Start date: 11/07/2023

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: C:\Program Files\Google\Chrome\Application\chrome.exe" "http://smenet.org/ViewSwitcher/SwitchView?mobile=True&returnUrl=http://xx6v1x.caobat
ours.com#YXRvbC5vbmxpbmVAY2FhLmNvLnVr

Imagebase: 0x7ff7a3a80000

File size: 2'509'656 bytes

MD5 hash: 464953824E644F10FFDC9E093FD18F94

File Activities

Analysis Process: chrome.exe PID: 9056, Parent PID: 6188

General

File Activities

Analysis Process: chrome.exe PID: 1876, Parent PID: 8152

General
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Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: low

⊘ No disassembly

Disassembly
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