
ID: 1410648
Cookbook: browseurl.jbs
Time: 08:56:42
Date: 18/03/2024
Version: 40.0.0 Tourmaline
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Windows Analysis Report 
http://www.nbnewstar.com.cn

Overview

General Information
Sample URL:

www.nbnewstar.com.cn

Analysis ID: 1410648

Infos:

Detection

Score: 0

Range: 0 - 100

Whitelisted: false

Confidence: 80%

Signatures

HTML title does not match URL

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

chrome.exe (PID: 1072 cmdline: C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized "about:blank MD5: 45DE480806D1B5D462A7DDE4DCEFC4E4)
chrome.exe (PID: 2692 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --lang=en-US --

service-sandbox-type=none --mojo-platform-channel-handle=2304 --field-trial-handle=2156,i,3691347965485979252,9914316177754317718,262144 --disable-features=Optimizati
onGuideModelDownloading,OptimizationHints,OptimizationHintsFetching,OptimizationTargetPrediction /prefetch:8 MD5: 45DE480806D1B5D462A7DDE4DCEFC4E4)
chrome.exe (PID: 6428 cmdline: C:\Program Files\Google\Chrome\Application\chrome.exe" "http://www.nbnewstar.com.cn MD5: 45DE480806D1B5D462A7DDE4DCEFC4E4)

cleanup

⊘ No configs have been found

⊘ No yara matches

⊘ No Sigma rule has matched

Process Tree

Malware Configuration

Yara Signatures

Sigma Signatures
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There are no malicious signaturesThere are no malicious signatures

⊘ No Snort rule has matched
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Behavior Graph
ID: 1410648

URL: http://www.nbnewstar.com.cn

Startdate: 18/03/2024

Architecture: WINDOWS

Score: 0

chrome.exe

1

        started       

chrome.exe

        started       

192.168.2.4, 443, 49723, 49724

unknown

unknown

239.255.255.250

unknown

Reserved

chrome.exe

        started       

dnsus6.zzshe.site

45.201.245.75, 443, 49737, 49738

KINGCORP-KHOpenNetISPCambodiaKH

Seychelles

www.google.com

142.250.80.68, 443, 49735

GOOGLEUS

United States

5 other IPs or domains

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots

Thumbnails

Copyright Joe Security LLC 2024 Page 7 of 55



Source Detection Scanner Label Link

www.nbnewstar.com.cn 0% Avira URL Cloud safe

www.nbnewstar.com.cn 0% Virustotal Browse

⊘ No Antivirus matches

⊘ No Antivirus matches

Source Detection Scanner Label Link

hm.e.shifen.com 0% Virustotal Browse

www.nbnewstar.com.cn 0% Virustotal Browse

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

URLs
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Source Detection Scanner Label Link

https://www.nbnewstar.com.cn/xiaoyucms/images/sidebar2.jpg 0% Avira URL Cloud safe

https://www.nbnewstar.com.cn/xiaoyucms/js/jquery.magnific-popup.js 0% Avira URL Cloud safe

https://www.nbnewstar.com.cn/Uploads/pro/62a7deb4ad91f.jpg 0% Avira URL Cloud safe

https://www.nbnewstar.com.cn/Uploads/pro/62201e19e6b0e.jpg 0% Avira URL Cloud safe

https://www.nbnewstar.com.cn/Uploads/pro/62201d319ae8c.jpg 0% Avira URL Cloud safe

https://www.nbnewstar.com.cn/Uploads/flash/5a7280b1bd3a4.jpg 0% Avira URL Cloud safe

https://www.nbnewstar.com.cn/Uploads/pro/62a7de387053d.jpg 0% Avira URL Cloud safe

https://www.nbnewstar.com.cn/Uploads/image/20170713/20170713103943_85789.jpg 0% Avira URL Cloud safe

https://www.nbnewstar.com.cn/Uploads/pro/62201ce465aff.jpg 0% Avira URL Cloud safe

https://www.nbnewstar.com.cn/Uploads/pro/62201673b0ffe.jpg 0% Avira URL Cloud safe

https://www.nbnewstar.com.cn/Uploads/pro/622016cee99a4.jpg 0% Avira URL Cloud safe

https://www.nbnewstar.com.cn/Uploads/pro/62201d7560861.jpg 0% Avira URL Cloud safe

https://www.nbnewstar.com.cn/Uploads/pro/62a7de85ef012.jpg 0% Avira URL Cloud safe

https://www.nbnewstar.com.cn/Uploads/pro/62201c707b9ea.jpg 0% Avira URL Cloud safe

www.nbnewstar.com.cn/product/product-53-253.html 0% Avira URL Cloud safe

https://www.nbnewstar.com.cn/Uploads/pro/62201c707bf23.jpg 0% Avira URL Cloud safe

https://www.nbnewstar.com.cn/Uploads/pro/62a7df32839ff.jpg 0% Avira URL Cloud safe

https://www.nbnewstar.com.cn/Uploads/flash/ 0% Avira URL Cloud safe

https://www.nbnewstar.com.cn/Uploads/pro/62201e19e65bf.jpg 0% Avira URL Cloud safe

https://www.nbnewstar.com.cn/Uploads/pro/62201d319a9a7.jpg 0% Avira URL Cloud safe

https://www.nbnewstar.com.cn/Uploads/pro/62201dc6a1258.jpg 0% Avira URL Cloud safe

https://www.nbnewstar.com.cn/Uploads/pro/62201a77d2aa1.jpg 0% Avira URL Cloud safe

https://www.nbnewstar.com.cn/xiaoyucms/css/sohowp.min.css 0% Avira URL Cloud safe

https://www.nbnewstar.com.cn/Uploads/pro/62a7df6c81b60.jpg 0% Avira URL Cloud safe

https://www.nbnewstar.com.cn/xiaoyucms/js/jquery-migrate.min.js 0% Avira URL Cloud safe

https://www.nbnewstar.com.cn/xiaoyucms/js/sohowp.min.js 0% Avira URL Cloud safe

rdf.data-vocabulary.org/# 0% Avira URL Cloud safe

www.nbnewstar.com.cn/product/product-38-672.html 0% Avira URL Cloud safe

https://www.nbnewstar.com.cn/Uploads/flash/5726b05941ecb.gif 0% Avira URL Cloud safe

https://www.nbnewstar.com.cn/Uploads/pro/62201d7560d3e.jpg 0% Avira URL Cloud safe

https://www.nbnewstar.com.cn/xiaoyucms/css/zzshe.css 0% Avira URL Cloud safe

rdf.data-vocabulary.org/# 0% Virustotal Browse

www.nbnewstar.com.cn/product/product-17-662.html 0% Avira URL Cloud safe

https://www.nbnewstar.com.cn/Uploads/pro/62201dc6a1856.jpg 0% Avira URL Cloud safe

https://www.nbnewstar.com.cn/xiaoyucms/css/responsive.min.css 0% Avira URL Cloud safe

https://www.nbnewstar.com.cn/Uploads/pro/62201e657c98e.jpg 0% Avira URL Cloud safe

https://www.nbnewstar.com.cn/xiaoyucms/js/owl.carousel.min.js 0% Avira URL Cloud safe

https://www.nbnewstar.com.cn/xiaoyucms/css/style.min.css 0% Avira URL Cloud safe

https://www.nbnewstar.com.cn/xiaoyucms/images/sidebar1.jpg 0% Avira URL Cloud safe

https://www.nbnewstar.com.cn/xiaoyucms/js/jquery.js 0% Avira URL Cloud safe

https://www.nbnewstar.com.cn/Uploads/pro/62201ce4655bc.jpg 0% Avira URL Cloud safe

https://www.nbnewstar.com.cn/Uploads/pro/62201bafa7560.jpg 0% Avira URL Cloud safe

www.nbnewstar.com.cn/product/product-41-507.html 0% Avira URL Cloud safe

www.nbnewstar.com.cn/product/product-46-926.html 0% Avira URL Cloud safe

https://www.nbnewstar.com.cn/Uploads/pro/62a7dfe5889be.jpg 0% Avira URL Cloud safe

https://www.nbnewstar.com.cn/Uploads/pro/6220190863137.jpg 0% Avira URL Cloud safe

https://www.nbnewstar.com.cn/Uploads/pro/62a7dedd9e956.jpg 0% Avira URL Cloud safe

https://www.nbnewstar.com.cn/xiaoyucms/css/style.css 0% Avira URL Cloud safe

https://www.nbnewstar.com.cn/Uploads/pro/62201e657c56f.jpg 0% Avira URL Cloud safe

https://www.nbnewstar.com.cn/Uploads/image/20180201/20180201024002_39975.jpg 0% Avira URL Cloud safe

https://www.nbnewstar.com.cn/xiaoyucms/css/fontawesome-webfont.woff2?v=4.7.0 0% Avira URL Cloud safe

https://www.nbnewstar.com.cn/Uploads/pro/6220195000cc2.jpg 0% Avira URL Cloud safe

https://www.nbnewstar.com.cn/Uploads/pro/62a7df0e25e3e.jpg 0% Avira URL Cloud safe

https://www.nbnewstar.com.cn/Uploads/flash/5a430adb90c8a.jpg 0% Avira URL Cloud safe

www.nbnewstar.com.cn/product/product-40-20.html 0% Avira URL Cloud safe

https://www.nbnewstar.com.cn/Uploads/pro/622019a06914a.jpg 0% Avira URL Cloud safe

https://www.nbnewstar.com.cn/Uploads/pro/62201bebc9bef.jpg 0% Avira URL Cloud safe

www.nbnewstar.com 0% Avira URL Cloud safe

https://www.nbnewstar.com.cn/Uploads/pro/62201836f3436.jpg 0% Avira URL Cloud safe
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www.nbnewstar.com.cn/ 0% Avira URL Cloud safe

https://www.nbnewstar.com.cn/xiaoyucms/images/icon-ver-menu.png 0% Avira URL Cloud safe

https://www.nbnewstar.com.cn/Uploads/pro/622015ff1bfcc.jpg 0% Avira URL Cloud safe

Source Detection Scanner Label Link

Name IP Active Malicious Antivirus Detection Reputation

dnsus6.zzshe.site 45.201.245.75 true false unknown

www.google.com 142.250.80.68 true false high

hm.e.shifen.com 103.235.46.191 true false 0%, Virustotal, Browse unknown

s7.addthis.com unknown unknown false high

www.nbnewstar.com.cn unknown unknown false 0%, Virustotal, Browse unknown

hm.baidu.com unknown unknown false high

Name Malicious Antivirus Detection Reputation

https://www.nbnewstar.com.cn/Uploads/pro/62a7deb4ad91f.jpg false Avira URL Cloud: safe unknown

https://www.nbnewstar.com.cn/xiaoyucms/images/sidebar2.jpg false Avira URL Cloud: safe unknown

https://www.nbnewstar.com.cn/xiaoyucms/js/jquery.magnific-popup.js false Avira URL Cloud: safe unknown

https://www.nbnewstar.com.cn/Uploads/pro/62201e19e6b0e.jpg false Avira URL Cloud: safe unknown

https://hm.baidu.com/hm.gif?cc=1&ck=1&cl=24-bit&ds=1280x1024&vl=907&et=0&ja=0&ln=en-
us&lo=0<=1710748660&rnd=1618186217&si=25f937473d69b499c59a0b34fb494cc7&v=1.3.0&lv=2
&sn=23079&r=0&ww=1280&u=https%3A%2F%2Fwww.nbnewstar.com.cn%2Fproduct%2Fproduct-
41-507.html&tt=Marble%20table

false high

https://www.nbnewstar.com.cn/Uploads/pro/62201d319ae8c.jpg false Avira URL Cloud: safe unknown

https://www.nbnewstar.com.cn/Uploads/flash/5a7280b1bd3a4.jpg false Avira URL Cloud: safe unknown

https://www.nbnewstar.com.cn/Uploads/pro/62a7de387053d.jpg false Avira URL Cloud: safe unknown

https://www.nbnewstar.com.cn/Uploads/pro/62201673b0ffe.jpg false Avira URL Cloud: safe unknown

https://hm.baidu.com/hm.gif?cc=1&ck=1&cl=24-bit&ds=1280x1024&vl=907&et=0&ja=0&ln=en-
us&lo=0&rnd=1452915951&si=25f937473d69b499c59a0b34fb494cc7&v=1.3.0&lv=1&sn=23020&r=0
&ww=1280&u=https%3A%2F%2Fwww.nbnewstar.com.cn%2F&tt=Ningbo%20New%20Star%20Arts
%20Co.%2CLtd.%20-

false high

https://www.nbnewstar.com.cn/Uploads/pro/62201ce465aff.jpg false Avira URL Cloud: safe unknown

https://www.nbnewstar.com.cn/Uploads/image/20170713/20170713103943_85789.jpg false Avira URL Cloud: safe unknown

https://hm.baidu.com/hm.gif?cc=1&ck=1&cl=24-bit&ds=1280x1024&vl=907&et=0&ja=0&ln=en-
us&lo=0<=1710748660&rnd=633515083&si=25f937473d69b499c59a0b34fb494cc7&v=1.3.0&lv=2&
sn=23085&r=0&ww=1280&u=https%3A%2F%2Fwww.nbnewstar.com.cn%2Fproduct%2Fproduct-
17-662.html&tt=Clock%20table

false high

https://www.nbnewstar.com.cn/Uploads/pro/622016cee99a4.jpg false Avira URL Cloud: safe unknown

https://www.nbnewstar.com.cn/Uploads/pro/62201d7560861.jpg false Avira URL Cloud: safe unknown

https://www.nbnewstar.com.cn/Uploads/pro/62a7de85ef012.jpg false Avira URL Cloud: safe unknown

https://www.nbnewstar.com.cn/Uploads/pro/62201c707b9ea.jpg false Avira URL Cloud: safe unknown

https://www.nbnewstar.com.cn/Uploads/pro/62201c707bf23.jpg false Avira URL Cloud: safe unknown

https://www.nbnewstar.com.cn/Uploads/pro/62a7df32839ff.jpg false Avira URL Cloud: safe unknown

https://www.nbnewstar.com.cn/Uploads/pro/62201e19e65bf.jpg false Avira URL Cloud: safe unknown

https://www.nbnewstar.com.cn/product/product-72-982.html false unknown

https://www.nbnewstar.com.cn/Uploads/flash/ false Avira URL Cloud: safe unknown

https://www.nbnewstar.com.cn/Uploads/pro/62201d319a9a7.jpg false Avira URL Cloud: safe unknown

https://www.nbnewstar.com.cn/Uploads/pro/62201dc6a1258.jpg false Avira URL Cloud: safe unknown

https://www.nbnewstar.com.cn/Uploads/pro/62201a77d2aa1.jpg false Avira URL Cloud: safe unknown

https://www.nbnewstar.com.cn/xiaoyucms/css/sohowp.min.css false Avira URL Cloud: safe unknown

https://www.nbnewstar.com.cn/products.html false unknown

https://www.nbnewstar.com.cn/Uploads/pro/62a7df6c81b60.jpg false Avira URL Cloud: safe unknown

https://www.nbnewstar.com.cn/product/product-41-507.html false unknown

https://www.nbnewstar.com.cn/Contact-us.html false unknown

https://hm.baidu.com/hm.gif?cc=1&ck=1&cl=24-bit&ds=1280x1024&vl=907&et=0&ja=0&ln=en-
us&lo=0<=1710748660&rnd=1981542389&si=25f937473d69b499c59a0b34fb494cc7&v=1.3.0&lv=2
&sn=23034&r=0&ww=1280&u=https%3A%2F%2Fwww.nbnewstar.com.cn%2Fproducts.html&tt=Pro
ducts%20-%20SEO%E6%A0%87%E9%A2%98%E4%BC%98%E5%8C%96

false high

Domains and IPs

Contacted Domains

Contacted URLs
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https://www.nbnewstar.com.cn/xiaoyucms/js/jquery-migrate.min.js false Avira URL Cloud: safe unknown

https://www.nbnewstar.com.cn/product/product-46-926.html false unknown

https://www.nbnewstar.com.cn/xiaoyucms/js/sohowp.min.js false Avira URL Cloud: safe unknown

https://www.nbnewstar.com.cn/Uploads/flash/5726b05941ecb.gif false Avira URL Cloud: safe unknown

https://www.nbnewstar.com.cn/Uploads/pro/62201d7560d3e.jpg false Avira URL Cloud: safe unknown

https://www.nbnewstar.com.cn/xiaoyucms/css/zzshe.css false Avira URL Cloud: safe unknown

https://hm.baidu.com/hm.gif?cc=1&ck=1&cl=24-bit&ds=1280x1024&vl=907&et=0&ja=0&ln=en-
us&lo=0<=1710748660&rnd=1592948523&si=25f937473d69b499c59a0b34fb494cc7&v=1.3.0&lv=2
&sn=23051&r=0&ww=1280&u=https%3A%2F%2Fwww.nbnewstar.com.cn%2Fproduct%2Fproduct-
46-926.html&tt=Wooden%20Desk

false high

https://www.nbnewstar.com.cn/product/product-38-672.html false unknown

https://www.nbnewstar.com.cn/Uploads/pro/62201dc6a1856.jpg false Avira URL Cloud: safe unknown

https://www.nbnewstar.com.cn/xiaoyucms/css/responsive.min.css false Avira URL Cloud: safe unknown

https://www.nbnewstar.com.cn/Uploads/pro/62201e657c98e.jpg false Avira URL Cloud: safe unknown

https://www.nbnewstar.com.cn/product/product-40-20.html false unknown

https://www.nbnewstar.com.cn/xiaoyucms/css/style.min.css false Avira URL Cloud: safe unknown

https://www.nbnewstar.com.cn/xiaoyucms/js/owl.carousel.min.js false Avira URL Cloud: safe unknown

https://hm.baidu.com/hm.js?25f937473d69b499c59a0b34fb494cc7 false high

https://www.nbnewstar.com.cn/xiaoyucms/images/sidebar1.jpg false Avira URL Cloud: safe unknown

https://www.nbnewstar.com.cn/xiaoyucms/js/jquery.js false Avira URL Cloud: safe unknown

https://hm.baidu.com/hm.gif?cc=1&ck=1&cl=24-bit&ds=1280x1024&vl=907&et=0&ja=0&ln=en-
us&lo=0<=1710748660&rnd=640635952&si=25f937473d69b499c59a0b34fb494cc7&v=1.3.0&lv=2&
sn=23027&r=0&ww=1280&u=https%3A%2F%2Fwww.nbnewstar.com.cn%2FAbout-
us.html&tt=About%20us%20-%20SEO%E6%A0%87%E9%A2%98

false high

https://www.nbnewstar.com.cn/About-us.html false unknown

https://www.nbnewstar.com.cn/Uploads/pro/62201ce4655bc.jpg false Avira URL Cloud: safe unknown

https://www.nbnewstar.com.cn/Uploads/pro/62201bafa7560.jpg false Avira URL Cloud: safe unknown

https://www.nbnewstar.com.cn/Uploads/pro/62a7dfe5889be.jpg false Avira URL Cloud: safe unknown

https://www.nbnewstar.com.cn/Uploads/pro/6220190863137.jpg false Avira URL Cloud: safe unknown

https://www.nbnewstar.com.cn/xiaoyucms/css/style.css false Avira URL Cloud: safe unknown

https://www.nbnewstar.com.cn/Uploads/pro/62a7dedd9e956.jpg false Avira URL Cloud: safe unknown

https://www.nbnewstar.com.cn/Uploads/pro/62201e657c56f.jpg false Avira URL Cloud: safe unknown

https://www.nbnewstar.com.cn/Uploads/image/20180201/20180201024002_39975.jpg false Avira URL Cloud: safe unknown

https://www.nbnewstar.com.cn/xiaoyucms/css/fontawesome-webfont.woff2?v=4.7.0 false Avira URL Cloud: safe unknown

https://www.nbnewstar.com.cn/ false unknown

https://hm.baidu.com/hm.gif?cc=1&ck=1&cl=24-bit&ds=1280x1024&vl=907&et=0&ja=0&ln=en-
us&lo=0<=1710748660&rnd=984176187&si=25f937473d69b499c59a0b34fb494cc7&v=1.3.0&lv=2&
sn=23074&r=0&ww=1280&u=https%3A%2F%2Fwww.nbnewstar.com.cn%2Fproduct%2Fproduct-
72-982.html&tt=Wood%2Fmetal%20side%20table

false high

https://hm.baidu.com/hm.gif?cc=1&ck=1&cl=24-bit&ds=1280x1024&vl=907&et=0&ja=0&ln=en-
us&lo=0<=1710748660&rnd=1158034493&si=25f937473d69b499c59a0b34fb494cc7&v=1.3.0&lv=2
&sn=23039&r=0&ww=1280&u=https%3A%2F%2Fwww.nbnewstar.com.cn%2FInquiry%2F&tt=%2C
Online%20Inquiry%EF%BC%8C

false high

https://hm.baidu.com/hm.gif?cc=1&ck=1&cl=24-bit&ds=1280x1024&vl=907&et=0&ja=0&ln=en-
us&lo=0<=1710748660&rnd=1775517933&si=25f937473d69b499c59a0b34fb494cc7&v=1.3.0&lv=2
&sn=23045&r=0&ww=1280&u=https%3A%2F%2Fwww.nbnewstar.com.cn%2FContact-
us.html&tt=Contact%20us%20-%20SEO%E6%A0%87%E9%A2%98

false high

https://www.nbnewstar.com.cn/Uploads/pro/6220195000cc2.jpg false Avira URL Cloud: safe unknown

https://www.nbnewstar.com.cn/Uploads/pro/62a7df0e25e3e.jpg false Avira URL Cloud: safe unknown

https://www.nbnewstar.com.cn/Uploads/flash/5a430adb90c8a.jpg false Avira URL Cloud: safe unknown

https://www.nbnewstar.com.cn/Uploads/pro/622019a06914a.jpg false Avira URL Cloud: safe unknown

https://www.nbnewstar.com.cn/product/product-53-253.html false unknown

https://hm.baidu.com/hm.gif?cc=1&ck=1&cl=24-bit&ds=1280x1024&vl=907&et=0&ja=0&ln=en-
us&lo=0<=1710748660&rnd=546187987&si=25f937473d69b499c59a0b34fb494cc7&v=1.3.0&lv=2&
sn=23067&r=0&ww=1280&u=https%3A%2F%2Fwww.nbnewstar.com.cn%2Fproduct%2Fproduct-
40-20.html&tt=Metal%20tray%20table

false high

https://hm.baidu.com/hm.gif?cc=1&ck=1&cl=24-bit&ds=1280x1024&vl=907&et=0&ja=0&ln=en-
us&lo=0<=1710748660&rnd=1283857657&si=25f937473d69b499c59a0b34fb494cc7&v=1.3.0&lv=2
&sn=23061&r=0&ww=1280&u=https%3A%2F%2Fwww.nbnewstar.com.cn%2Fproduct%2Fproduct-
38-672.html&tt=Wooden%20grating%20lifting%20basket

false high

https://www.nbnewstar.com.cn/Uploads/pro/62201bebc9bef.jpg false Avira URL Cloud: safe unknown

Name Malicious Antivirus Detection Reputation
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https://hm.baidu.com/hm.gif?cc=1&ck=1&cl=24-bit&ds=1280x1024&vl=907&et=0&ja=0&ln=en-
us&lo=0<=1710748660&rnd=542787232&si=25f937473d69b499c59a0b34fb494cc7&v=1.3.0&lv=2&
sn=23057&r=0&ww=1280&u=https%3A%2F%2Fwww.nbnewstar.com.cn%2Fproduct%2Fproduct-
53-253.html&tt=Wood%20ladder

false high

https://www.nbnewstar.com.cn/Uploads/pro/62201836f3436.jpg false Avira URL Cloud: safe unknown

https://www.nbnewstar.com.cn/Inquiry/ false unknown

www.nbnewstar.com.cn/ false Avira URL Cloud: safe unknown

https://www.nbnewstar.com.cn/Uploads/pro/622015ff1bfcc.jpg false Avira URL Cloud: safe unknown

https://www.nbnewstar.com.cn/xiaoyucms/images/icon-ver-menu.png false Avira URL Cloud: safe unknown

Name Malicious Antivirus Detection Reputation

Name Source Malicious Antivirus Detection Reputation

wpa.qq.com/msgrd?
v=3&uin=1084608356&site=qq&menu=yes

chromecache_237.2.dr false high

www.opensource.org/licenses/mit-license.php chromecache_244.2.dr false high

https://schema.org/WPSideBar chromecache_243.2.dr, chromecache_147.2.dr, 
chromecache_180.2.dr, chromecache_283.2.dr, ch
romecache_260.2.dr, chromecache_234.2.dr, 
chromecache_178.2.dr, chromecache_181.2.dr, chro
mecache_241.2.dr, chromecache_187.2.dr, 
chromecache_273.2.dr

false high

www.nbnewstar.com.cn/product/product-53-
253.html

chromecache_241.2.dr false Avira URL Cloud: safe unknown

https://schema.org/Blog chromecache_243.2.dr, chromecache_147.2.dr, 
chromecache_180.2.dr, chromecache_260.2.dr, ch
romecache_178.2.dr, chromecache_181.2.dr, 
chromecache_241.2.dr, chromecache_273.2.dr, chro
mecache_237.2.dr

false high

dimsemenov.com/plugins/magnific-popup/ chromecache_203.2.dr false high

https://hmcdn.baidu.com/static/tongji/plugins/ chromecache_233.2.dr false high

https://schema.org/WPHeader chromecache_243.2.dr, chromecache_147.2.dr, 
chromecache_180.2.dr, chromecache_283.2.dr, ch
romecache_260.2.dr, chromecache_234.2.dr, 
chromecache_178.2.dr, chromecache_181.2.dr, chro
mecache_241.2.dr, chromecache_187.2.dr, 
chromecache_273.2.dr, chromecache_237.2.dr

false high

rdf.data-vocabulary.org/# chromecache_243.2.dr, chromecache_147.2.dr, 
chromecache_180.2.dr, chromecache_283.2.dr, ch
romecache_260.2.dr, chromecache_234.2.dr, 
chromecache_178.2.dr, chromecache_181.2.dr, chro
mecache_241.2.dr, chromecache_187.2.dr, 
chromecache_273.2.dr

false 0%, Virustotal, Browse
Avira URL Cloud: safe

unknown

www.nbnewstar.com.cn/product/product-38-
672.html

chromecache_260.2.dr false Avira URL Cloud: safe unknown

www.nbnewstar.com.cn/product/product-17-
662.html

chromecache_273.2.dr false Avira URL Cloud: safe unknown

https://schema.org/WPFooter chromecache_243.2.dr, chromecache_147.2.dr, 
chromecache_180.2.dr, chromecache_283.2.dr, ch
romecache_260.2.dr, chromecache_234.2.dr, 
chromecache_178.2.dr, chromecache_181.2.dr, chro
mecache_241.2.dr, chromecache_187.2.dr, 
chromecache_273.2.dr, chromecache_237.2.dr

false high

https://fclog.baidu.com/log/ocpcagl?
type=behavior&emd=euc

chromecache_233.2.dr false high

www.nbnewstar.com.cn/product/product-41-
507.html

chromecache_243.2.dr false Avira URL Cloud: safe unknown

www.nbnewstar.com.cn/product/product-46-
926.html

chromecache_181.2.dr false Avira URL Cloud: safe unknown

https://hmcdn.baidu.com/static chromecache_233.2.dr false high

https://schema.org/SiteNavigationElement chromecache_243.2.dr, chromecache_147.2.dr, 
chromecache_180.2.dr, chromecache_283.2.dr, ch
romecache_260.2.dr, chromecache_234.2.dr, 
chromecache_178.2.dr, chromecache_181.2.dr, chro
mecache_241.2.dr, chromecache_187.2.dr, 
chromecache_273.2.dr, chromecache_237.2.dr

false high

tongji.baidu.com/hm-web/welcome/ico chromecache_233.2.dr false high

https://schema.org/WebPage chromecache_243.2.dr, chromecache_147.2.dr, 
chromecache_180.2.dr, chromecache_283.2.dr, ch
romecache_260.2.dr, chromecache_234.2.dr, 
chromecache_178.2.dr, chromecache_181.2.dr, chro
mecache_241.2.dr, chromecache_187.2.dr, 
chromecache_273.2.dr, chromecache_237.2.dr

false high

https://goutong.baidu.com/site/ chromecache_233.2.dr false high

URLs from Memory and Binaries

Copyright Joe Security LLC 2024 Page 12 of 55

https://www.virustotal.com/gui/url/87c2654e45251dbc0acf4dae2713130fe914b3948ba626f8bdeda8744c275284/detection/u-87c2654e45251dbc0acf4dae2713130fe914b3948ba626f8bdeda8744c275284-1703014791


www.nbnewstar.com.cn/product/product-40-
20.html

chromecache_180.2.dr false Avira URL Cloud: safe unknown

www.nbnewstar.com chromecache_283.2.dr false Avira URL Cloud: safe unknown

https://www.youtube.com/embed/%id%?
rel=1&showinfo=0&autoplay=1&wmode=transparent

chromecache_151.2.dr false high

Name Source Malicious Antivirus Detection Reputation

No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

142.250.80.68 www.google.com United States 15169 GOOGLEUS false

103.235.46.191 hm.e.shifen.com Hong Kong 55967 BAIDUBeijingBaiduNetcom
ScienceandTechnologyCoLt
d

false

239.255.255.250 unknown Reserved unknown unknown false

45.201.245.75 dnsus6.zzshe.site Seychelles 131178 KINGCORP-
KHOpenNetISPCambodiaK
H

false

IP

192.168.2.4

Joe Sandbox version: 40.0.0 Tourmaline

Analysis ID: 1410648

Start date and time: 2024-03-18 08:56:42 +01:00

Joe Sandbox product: CloudBasic

Overall analysis duration: 0h 4m 18s

Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: browseurl.jbs

Sample URL: www.nbnewstar.com.cn

World Map of Contacted IPs

Public IPs

Private

General Information
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Analysis system description: Windows 10 x64 22H2 with Office Professional Plus 2019, Chrome 117, Firefox 118, Adobe Reader DC 23, Java 8 Update 381, 7zip 
23.01

Number of analysed new started processes 
analysed:

7

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: CLEAN

Classification: clean0.win@28/225@22/5

EGA Information: Failed

HCA Information: Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Browse: https://www.nbnewstar.com.cn/About-us.html
Browse: https://www.nbnewstar.com.cn/products.html
Browse: https://www.nbnewstar.com.cn/Inquiry/
Browse: https://www.nbnewstar.com.cn/Contact-us.html
Browse: https://www.nbnewstar.com.cn/product/product-46-926.html
Browse: https://www.nbnewstar.com.cn/product/product-53-253.html
Browse: https://www.nbnewstar.com.cn/product/product-38-672.html
Browse: https://www.nbnewstar.com.cn/product/product-40-20.html
Browse: https://www.nbnewstar.com.cn/product/product-72-982.html
Browse: https://www.nbnewstar.com.cn/product/product-41-507.html
Browse: https://www.nbnewstar.com.cn/product/product-17-662.html

Exclude process from analysis (whitelisted): MpCmdRun.exe, SIHClient.exe, conhost.exe, svchost.exe
TCP Packets have been reduced to 100
Created / dropped Files have been reduced to 100
Excluded IPs from analysis (wh itelisted): 142.250.80.35, 142 .251.163.84, 142.250.176.206, 34.104.35.123, 104.64.221.222, 142.250.80.74, 142.251.40.234, 142.250.72.106,
142.251.32.106, 142.250.65.234, 142.251.40.170, 142.250.80.42, 142.251.40.202, 142.251.40.138, 142.250.176.202, 142.250.64.74, 142.251.40.106, 142.250.65.202, 142.250.65.170,
142.251.35.170, 142.250.80.106, 23.206.121.28, 192.229.211.108, 52.165.164.15, 13.95.31.18, 142.250.80.99
Excluded domains from analysis (whitelisted): ds-s7.addthis.com.edgekey.net, fs.microsoft.com, accounts.google.com, content-autofill.googleapis.com, slscr.update.microsoft.com, e40
16.a.akamaiedge.net, ctldl.windowsupdate.com, clientservices.googleapis.com, fe3cr.delivery.mp.microsoft.com, fe3.delivery.mp.microsoft.com, clients2.google.com, ocsp.digicert.com,
edgedl.me.gvt1.com, glb.cws.prod.dcat.dsp.trafficmanager.net, update.googleapis.com, clients.l.google.com
HTTPS proxy raw data packets h ave been limited to 10 per ses sion. Please view the PCAPs fo r the complete data.
Not all processes where analyzed, report is missing behavior  information
Report size exceeded maximum capacity and may have missing n etwork information.
Report size getting too big, t oo many NtSetInformationFile calls found.

⊘ No simulations

⊘ No context

⊘ No context

⊘ No context

Warnings

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASNs
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⊘ No context

⊘ No context

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, Unicode text, UTF-8 (with BOM) text, with very long lines (4022), with CRLF, LF line terminators

Category: downloaded

Size (bytes): 55278

Entropy (8bit): 4.4056251061956

Encrypted: false

SSDEEP: 384:S7Vc52XHqEYIAgWDH9YAV70jeVakMwS0PsFAQG54c0RYZX2oAWL/X9aATFKohOci:S7Vc0XgIAjreQnQrohOGWkBeGXCJ80

MD5: B3F9E8A5A2AD2C9F8EE9E9E90C290325

SHA1: E1CEE5F22E76A60ACAC5CB58028986A7827C023C

SHA-256: 30E8F06C5D260D05206426B4A66743BF7AF36E8CBE31DC0E53C3660C8CE0180D

SHA-512: 786677931089A2082E971AD9064B520124D2701AC0D47A3E74DA8C0CCAD1D96F07D22F0598C3A095F66B8DD92FA5E9BFDD1B8B771EC4AA05834A1FE383D560C
9

Malicious: false

Reputation: low

URL: https://www.nbnewstar.com.cn/product/product-72-982.html

Preview: . <!DOCTYPE HTML>.<html class="" lang="en-US">.<head>.<meta charset="UTF-8"><script>.var _hmt = _hmt || [];.(function() {.  var hm = document.createElement("scr
ipt");.  hm.src = "https://hm.baidu.com/hm.js?25f937473d69b499c59a0b34fb494cc7";.  var s = document.getElementsByTagName("script")[0]; .  s.parentNode.insertBef
ore(hm, s);.})();.</script>.<meta name="viewport" content="width=device-width, initial-scale=1">.<title>Wood/metal  side table   </title>.<meta name="keywords" 
content="Wood/metal  side table   " />.<meta name="description" content="" />..<link rel='stylesheet' id='us-base-css' href='/xiaoyucms/css/sohowp.min.css' type='text/css' 
media='all' />.<link rel='stylesheet' id='us-style-css' href='/xiaoyucms/css/style.min.css' type='text/css' media='all' />.<link rel='stylesheet' id='us-responsive-css' href='/xi
aoyucms/css/responsive.min.css' type='text/css' media='all' />.<link rel='stylesheet' id='theme-style-css' href='/xiaoyucms/css/style.css' type='text/css' media='all' /

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: GIF image data, version 89a, 1 x 1

Category: downloaded

Size (bytes): 43

Entropy (8bit): 3.0950611313667666

Encrypted: false

SSDEEP: 3:CUMllRPQEsJ9pse:Gl3QEsJLse

MD5: AD4B0F606E0F8465BC4C4C170B37E1A3

SHA1: 50B30FD5F87C85FE5CBA2635CB83316CA71250D7

SHA-256: CF4724B2F736ED1A0AE6BC28F1EAD963D9CD2C1FD87B6EF32E7799FC1C5C8BDA

SHA-512: EBFE0C0DF4BCC167D5CB6EBDD379F9083DF62BEF63A23818E1C6ADF0F64B65467EA58B7CD4D03CF0A1B1A2B07FB7B969BF35F25F1F8538CC65CF3EEBDF8A
0910

Malicious: false

Reputation: low

URL: https://hm.baidu.com/hm.gif?cc=1&ck=1&cl=24-bit&ds=1280x1024&vl=907&et=0&ja=0&ln=en-
us&lo=0<=1710748660&rnd=633515083&si=25f937473d69b499c59a0b34fb494cc7&v=1.3.0&lv=2&sn=23085&r=0&ww=1280&u=https%3A%2F%2Fwww.nbnewstar.com.
cn%2Fproduct%2Fproduct-17-662.html&tt=Clock%20table

Preview: GIF89a.............!.......,...........L..;

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: GIF image data, version 89a, 1 x 1

Category: dropped

Size (bytes): 43

Entropy (8bit): 3.0950611313667666

JA3 Fingerprints

Dropped Files

Created / dropped Files

Chrome Cache Entry: 147

Chrome Cache Entry: 148

Chrome Cache Entry: 149
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Encrypted: false

SSDEEP: 3:CUMllRPQEsJ9pse:Gl3QEsJLse

MD5: AD4B0F606E0F8465BC4C4C170B37E1A3

SHA1: 50B30FD5F87C85FE5CBA2635CB83316CA71250D7

SHA-256: CF4724B2F736ED1A0AE6BC28F1EAD963D9CD2C1FD87B6EF32E7799FC1C5C8BDA

SHA-512: EBFE0C0DF4BCC167D5CB6EBDD379F9083DF62BEF63A23818E1C6ADF0F64B65467EA58B7CD4D03CF0A1B1A2B07FB7B969BF35F25F1F8538CC65CF3EEBDF8A
0910

Malicious: false

Reputation: low

Preview: GIF89a.............!.......,...........L..;

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 605x1313, components 3

Category: dropped

Size (bytes): 158074

Entropy (8bit): 7.979549399344958

Encrypted: false

SSDEEP: 3072:wRe2ag7uR3MQoYx31c7THsaLkAY3SMmkh0ie9gwFvWPNM2e8:wAI7uR3QWiYaLtMmkhbezOWN8

MD5: BCF7314C019499E866931F148342DBBF

SHA1: B6B73B40EEAC781E6B2BB312F1AF9F430C5FD684

SHA-256: 2C5F7761BF74C0B09DF635A73A5BA2EAAB4CC89F94AE7B4C69C9F58D31ECD508

SHA-512: 2A6182D4E6B9C10E7097F437FA479031D2D6ABCD5D33CE9EA6D0442B46668D54B856B87261AD4EB749883FB64D4B86E94100D502D6EA02442A7BEA38A8FC0CA
4

Malicious: false

Reputation: low

Preview: ......JFIF.....`.`.....C..............................................!........."$".$.......C.......................................................................!.]...........................................\.........................!.1AQ.."aq..2.
..#BRbr....$34....%CSs....5Dc...Tdt..&'6EU...u..................................:......................!1...AQ.".2Ra.Bq..#3...b...CS..$s.............?....... ........@..... ..*.D...@..................!(.P.... .
...@.......@.............b.B `..$.T.N...r.T... b..,...*....@()..........".T. a..-..{$1.......P.q@.......A}P....... ............q@.4.]......Nh.@.......j...q@...(@........T.]...@..D......"...t...P..........t....@
...1......z...n@......P..y `...T.D....0@...... ..HY.%... ....@... ........@..7 ....@...........*...... .@...........@....@.@...n...*`"@*...4@..... .r..........q@....*... .@....... .....T.4@..7...@.......
(..@.. @.b.. ..%.... ....@....,.....h....... ..d.........<P......u@.@..... ....n...@.....@...0(..@.........j.....

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (566), with CRLF line terminators

Category: downloaded

Size (bytes): 51861

Entropy (8bit): 5.456155593601831

Encrypted: false

SSDEEP: 1536:HH0Xdq/qw4mtxBI6R3whXL1Zem/fQNIPPYPELoBOK97vFK4ljI:sq/qwDH3wMvqz

MD5: 483A1A3B9AFD8051346578B1B7C40E97

SHA1: 35070F634B6E23AA15F61964F1622BA8CEB91CF4

SHA-256: 17062A08E703CC8BA965EFA2A525922D4CDB61E835ED2EA414D4A6F3F7BEAD75

SHA-512: 857467D125C5EB1A8DCB006F47E8813390C31F8B13ECD6DFE15A9D8505E7EE11BFC68295E7E278E8AFDA9EF42789591B66FE7B69E1C9E568698DB73CAB1B73
1C

Malicious: false

Reputation: low

URL: https://www.nbnewstar.com.cn/xiaoyucms/js/jquery.royalslider.min.js

Preview: // jQuery RoyalSlider plugin. Copyright Dmitry Semenov http://dimsemenov.com ..// jquery.royalslider v9.5.7..(function(n){function v(b,f){var c,a=this,e=window.navigator,
g=e.userAgent.toLowerCase();a.uid=n.rsModules.uid++;a.ns=".rs"+a.uid;var d=document.createElement("div").style,h=["webkit","Moz","ms","O"],k="",l=0,q;for(c=0;c<
h.length;c++)q=h[c],!k&&q+"Transform"in d&&(k=q),q=q.toLowerCase(),window.requestAnimationFrame||(window.requestAnimationFrame=window[q+"RequestAnimat
ionFrame"],window.cancelAnimationFrame=window[q+"CancelAnimationFrame"]||window[q+"CancelRequestAnimationFrame"]);window.requestAnimationFrame||..(win
dow.requestAnimationFrame=function(a,b){var c=(new Date).getTime(),d=Math.max(0,16-(c-l)),e=window.setTimeout(function(){a(c+d)},d);l=c+d;return e});window.canc
elAnimationFrame||(window.cancelAnimationFrame=function(a){clearTimeout(a)});a.isIPAD=g.match(/(ipad)/);a.isIOS=a.isIPAD||g.match(/(iphone|ipod)/);c=function(a)
{a=/(chrome)[ \/]([\w.]+)/.exec(a)||/(webkit)[ \/]

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JPEG image data, Exif standard: [TIFF image data, little-endian, direntries=16, height=2432, bps=206, PhotometricIntepretation=RGB, manufacturer=Canon, model=Ca
non EOS 70D, orientation=upper-left, width=3648], baseline, precision 8, 1098x1932, components 3

Category: dropped

Size (bytes): 767698

Entropy (8bit): 7.869081605983936

Chrome Cache Entry: 150

Chrome Cache Entry: 151

Chrome Cache Entry: 152
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Encrypted: false

SSDEEP: 12288:fOhTFG7jnUsml787nu6Ncv+8JMIPoHMnpz+WdiJzvV5NyHK8m0qPvTQeVVP2Od5/:Q07gRh8S66v+VrHY1+WoXMqnTHVD4vY

MD5: F34C69389BB99456846B70ACD3BEA75F

SHA1: 80E51860E42C025BC5261FFEE65065DC9343ADBB

SHA-256: 9824A21B71B53DD9E82D8E254A439FE6B63632593E8FE0FA2669A55D70BD6941

SHA-512: D9F95AE94DAA9683247CF097BAD8ED8BE6BAE0A0F956E031A53321AE0A4DED866C920D821EB85133C4F2C42EC66B8E2B0C7482C176636E9F025808BB26FFD2
D5

Malicious: false

Reputation: low

Preview: .....XExif..II*...............@...............................................................................................................(...........1...........2.......................i.......,...%.....................Canon.Canon EOS 
70D......'.......'..Adobe Photoshop 21.0 (Windows).2022:06:13 13:53:23..&........................."...........'.......d...0...........2.......d...........0230............................................2.......
....:...........B...........J...................................R...........Z...........01..........01..........01..........0100....................J...................................b...........j.....................................................
..........0...........1.......r...2...........4...........5...................}...?.......2022:06:12 12:33:12.2022:06:12 12:33:12..........`..............)...........................................................................
......................................................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 874x1535, components 3

Category: dropped

Size (bytes): 192898

Entropy (8bit): 7.962975439702901

Encrypted: false

SSDEEP: 3072:NYDF9nkn3MwD5+mdZ1WTpuvMZNtRSO9rmi4JogDZ+qmkZXBfFp09lBUj+EqCHxPJ:GDF9kn3M25+m5WVuv+tRSarmigDZX5Xb

MD5: FEBE6BCCB6BD11849C0AAB945BA9BC75

SHA1: 9B6B6A2C56884EB2F23B13394CFAEC4D0A36F78A

SHA-256: 4F619C160CC5AB3C389EF3828CF5DDA4ADA12EEFE6EECE0AF7D2E46CAEFC375A

SHA-512: B67C12AD2DEFC198BCB9E0E3A0F1D6DE34BCA8FDBD3B8053EE30C4E14338799F26614A6E3D4DC3F0FA1B4F008BA048768E144478E5444DE57B1AF5268C6BD
FB6

Malicious: false

Reputation: low

Preview: ......JFIF.....`.`.....C..............................................!........."$".$.......C.........................................................................j............................................T.......................!..1.A."Qa.q..#
2...BR...$3b.4Cr...%S...c....DTs.&5....'Ede.................................5......................!.1.A"..2Q.a#qB.3....R.$4C...............?.....J...B...*.J.........t.}.b....Lc.h..$...Lb.d..}.....`;..>..$.....
..;.@..&.H.........wHLG.C.R.....h.@..E.......H......@......@.@....@....P.t.p........z .....9@...r...;....7@... @.......... c.....T..........; `......L.)....v.x. ........0.I...f.X......tP.@.E.@#.dP....
.`..).... ..`...@....*......X.0......`.0........ ..}.\!..H.)X.....`?.V.....Y:.@....L.............h.@....... ....@....2.......4..@......H....P......e.+. .P....@.....9(....H... t4...B<.`8@..........At. ..1. ...{.
`..........E...@..H.@..../...(TG).c.Q@,.0.......l..T...@.v....2.....O.t........`>.X.. .S.).%b..c...............>A!.(.E..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JPEG image data, Exif standard: [TIFF image data, little-endian, direntries=16, height=2432, bps=206, PhotometricIntepretation=RGB, manufacturer=Canon, model=Ca
non EOS 70D, orientation=upper-left, width=3648], baseline, precision 8, 1140x1748, components 3

Category: downloaded

Size (bytes): 686850

Entropy (8bit): 7.841158000585826

Encrypted: false

SSDEEP: 12288:gOFX6/lzZXyUhxSLCU2adZd9ZaaLqlB/oK5kqmCrNjLu5B9yaDHtg8:gOR69wexSLtdZ2BwKYCrNjLUESb

MD5: 776C9A9964D937FC57A3EC77742E366E

SHA1: 1D5D2811F4F49B98DBCB33F307BF226322475300

SHA-256: AC807DFB21A1A8AEC34F26B10A36616F18DEE18B07C2722C3804A47F444ECE89

SHA-512: 529CCE58526808EF25CC2B2E83E494BA4885D3CEF18DADBBD060A5DE2784B8D784FC2222B85DD747F5A59A2A3F6758689C96D94580BEAF8E6080A0CBBE3515
10

Malicious: false

Reputation: low

URL: https://www.nbnewstar.com.cn/Uploads/pro/62a7dfe5889be.jpg

Preview: .....MExif..II*...............@...............................................................................................................(...........1...........2.......................i.......,...%.....................Canon.Canon EOS 
70D......'.......'..Adobe Photoshop 21.0 (Windows).2022:06:13 13:45:31..&........................."...........'.......d...0...........2.......d...........0230............................................2.......
....:...........B...........J...................................R...........Z...........00..........00..........00..........0100....................t...................................b...........j.....................................................
..........0...........1.......r...2...........4...........5...................}...?.......2022:06:12 12:29:50.2022:06:12 12:29:50..........`..............)...........................................................................
......................................................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JPEG image data, Exif standard: [TIFF image data, little-endian, direntries=16, height=2432, bps=206, PhotometricIntepretation=RGB, manufacturer=Canon, model=Ca
non EOS 70D, orientation=upper-left, width=3648], baseline, precision 8, 908x1527, components 3

Category: downloaded

Chrome Cache Entry: 153

Chrome Cache Entry: 154

Chrome Cache Entry: 155
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Size (bytes): 454886

Entropy (8bit): 7.809817250001909

Encrypted: false

SSDEEP: 6144:L4Dxh1XF0KyrQZrdoJrEKXyhXaa4vYfSYJ2qx3W7ugMvP5MxrE2zriIkva4rfkxp:kFq6rdoxqBYiS02gm8RWatgd

MD5: 6C4E129DC5D64D15F7135AD4A69210BA

SHA1: 709317D3BE869F5C3C53DDB8942EA65EB19CBE7F

SHA-256: 26A470EB550DC2BB7CC37F1FF61E2233313BCFEBB0A7B55172ED560F49BF367B

SHA-512: 676B17DC9D130600B68E6CCB17381FCF4D7FBEA9FFEEEC863AB4414209750C8B8A051465F8C35EB15CB727EF242737E95E6795F55E84BCDE1368247F5CDC015
9

Malicious: false

Reputation: low

URL: https://www.nbnewstar.com.cn/Uploads/pro/62a7df32839ff.jpg

Preview: .....sExif..II*...............@...............................................................................................................(...........1...........2.......................i.......,...%.....................Canon.Canon EOS 
70D......'.......'..Adobe Photoshop 21.0 (Windows).2022:06:13 13:35:43..&........................."...........'.......d...0...........2.......d...........0230............................................2.......
....:...........B...........J...................................R...........Z...........00..........00..........00..........0100........................................................b...........j.....................................................
..........0...........1.......r...2...........4...........5...................d...8.......2022:06:12 12:22:26.2022:06:12 12:22:26.........................)...........................................................................
......................................................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: PNG image data, 19 x 15, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 2828

Entropy (8bit): 7.862965575057343

Encrypted: false

SSDEEP: 48:H/6DocieftI9G9f6A+FIDOWu0lDl+gm7QyTtctIInQSy6IVpqlnBcODW4p:HSDZ/I09Da01l+gmkyTt6Hk8nTpp

MD5: 233CA2F0D4C065CCAD1C16E163E6444F

SHA1: 62DCF664236C5B7C3C4CBCB3016ABD790FB8A190

SHA-256: 2DA27D12F3F0793B6B34E84314FC39EE6D214AE195371C88569CC9A2D6C5A8FC

SHA-512: 1F56ADE69EDCC6F298A4DC92E07E8C27D4489D21AE7BC9E166291E5FF5E8373BB49E403167EDAA9CDB69CE5F2E7B0C17DC1E1FB488B37C63E5EA1DD6D8635
EDD

Malicious: false

Reputation: low

URL: https://www.nbnewstar.com.cn/xiaoyucms/images/icon-ver-menu.png

Preview: .PNG........IHDR..............D.,....pHYs................OiCCPPhotoshop ICC profile..x.SgTS..=...BK...KoR.. RB....&*!..J.!...Q..EE..........Q,......!.........{.k.......>........H3Q5...B.....
.....@..$p....d!s.#...~<<+".....x.....M..0.....B.\.....t.8K....@z.B..@F....&S....`.cb..P-.`'........{..[.!..... .e.D.h;...V.E.X0..fK.9..-.0IWfH.............0Q..)..{.`.##x.....F.W<.+...*..x..<.$9E.[.-q
.WW..(.I.+.6a.a.@..y..2.4..............x.....6..._-..."bb....p@...t~..,/...;..m..%..h^..u..f..@.....W.p.~<<E.........J.B[a.W}.g._.W.l.~<.....$.2].G......L.....b..G.......".Ib.X*..Q.q.D...2."
.B.).%..d..,..>.5..j>.{.-.]c..K'.Xt......o..(...h...w..?.G.%..fI.q..^D$.T.?....D..*.A....,.........`6.B$..B.B.d..r`)..B(...*`/.@.4.Qh..p...U..=p..a...(....A...a!..b.X#......!.H...$ ..Q"K.5H1R.T 
UH..=r.9.\F..;..2....G1...Q=...C..7..F...dt1......r..=.6...h..>C.0....3.l0...B.8,..c."......V.....c.w...E..6.wB a.AHXLXN.H. .$4...7...Q.'"..K.&.....b21.XH,#..../.{.C.7$..C2'...I..T...F.n
R#.,..4H.#...dk..9.,

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 605x1313, components 3

Category: downloaded

Size (bytes): 158074

Entropy (8bit): 7.979549399344958

Encrypted: false

SSDEEP: 3072:wRe2ag7uR3MQoYx31c7THsaLkAY3SMmkh0ie9gwFvWPNM2e8:wAI7uR3QWiYaLtMmkhbezOWN8

MD5: BCF7314C019499E866931F148342DBBF

SHA1: B6B73B40EEAC781E6B2BB312F1AF9F430C5FD684

SHA-256: 2C5F7761BF74C0B09DF635A73A5BA2EAAB4CC89F94AE7B4C69C9F58D31ECD508

SHA-512: 2A6182D4E6B9C10E7097F437FA479031D2D6ABCD5D33CE9EA6D0442B46668D54B856B87261AD4EB749883FB64D4B86E94100D502D6EA02442A7BEA38A8FC0CA
4

Malicious: false

Reputation: low

URL: https://www.nbnewstar.com.cn/Uploads/pro/62201e19e65bf.jpg

Preview: ......JFIF.....`.`.....C..............................................!........."$".$.......C.......................................................................!.]...........................................\.........................!.1AQ.."aq..2.
..#BRbr....$34....%CSs....5Dc...Tdt..&'6EU...u..................................:......................!1...AQ.".2Ra.Bq..#3...b...CS..$s.............?....... ........@..... ..*.D...@..................!(.P.... .
...@.......@.............b.B `..$.T.N...r.T... b..,...*....@()..........".T. a..-..{$1.......P.q@.......A}P....... ............q@.4.]......Nh.@.......j...q@...(@........T.]...@..D......"...t...P..........t....@
...1......z...n@......P..y `...T.D....0@...... ..HY.%... ....@... ........@..7 ....@...........*...... .@...........@....@.@...n...*`"@*...4@..... .r..........q@....*... .@....... .....T.4@..7...@.......
(..@.. @.b.. ..%.... ....@....,.....h....... ..d.........<P......u@.@..... ....n...@.....@...0(..@.........j.....

Chrome Cache Entry: 156

Chrome Cache Entry: 157

Chrome Cache Entry: 158
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: downloaded

Size (bytes): 236

Entropy (8bit): 5.183087785957725

Encrypted: false

SSDEEP: 6:ndo/uShghSLma9nS6SHPyiyo7ZqLtuUQN/xRJMrckGnTA576NrSnh:dPShCWmaojyiFELIUQNJ8ksdEIh

MD5: 4128AFF5CE5B745DE436D1B0E3D78DFA

SHA1: 3BF5EFD8711908711DD2EEF138AC8C2FD4DA2522

SHA-256: F06F841A392498AC20185C34DEF6A45D196037DA3280D04EDD3B9C567F5412A9

SHA-512: 5E64D0AC4726E7F3A627120921EA75AD3F0AE4E4EB579602750CE0C0CD9C77457E17C212175FE53304EB6A6A8B93D1FF61218F7A384D0E60AEEC59BE9957CA6
0

Malicious: false

Reputation: low

URL: https://content-
autofill.googleapis.com/v1/pages/ChVDaHJvbWUvMTE3LjAuNTkzOC4xMzISSAktWTb0aH51_hIFDSDQTJcSBQ2SBVTOEgUNJxdInxIFDeJqc8kSBQ31KTVsEgUNlFT6z
xIFDYOoWz0SBQ0C7tUGEgUNhiUlIxIQCUhz_ZSvrggiEgUNSqakURJICaZozlesQhnLEgUNo8eSwhIFDZIFVM4SBQ0nF0ifEgUN4mpzyRIFDfUpNWwSBQ2UVPrPEgUNe
G8SGRIFDQLu1QYSBQ2GJSUj?alt=proto

Preview: ClEKBw0g0EyXGgAKBw2SBVTOGgAKBw0nF0ifGgAKBw3ianPJGgAKBw31KTVsGgAKBw2UVPrPGgAKBw2DqFs9GgAKBw0C7tUGGgAKBw2GJSUjGg
AKCQoHDUqmpFEaAApRCgcNo8eSwhoACgcNkgVUzhoACgcNJxdInxoACgcN4mpzyRoACgcN9Sk1bBoACgcNlFT6zxoACgcNeG8SGRoACgcNAu7VBhoACgcNhi
UlIxoA

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: GIF image data, version 89a, 1 x 1

Category: dropped

Size (bytes): 43

Entropy (8bit): 3.0950611313667666

Encrypted: false

SSDEEP: 3:CUMllRPQEsJ9pse:Gl3QEsJLse

MD5: AD4B0F606E0F8465BC4C4C170B37E1A3

SHA1: 50B30FD5F87C85FE5CBA2635CB83316CA71250D7

SHA-256: CF4724B2F736ED1A0AE6BC28F1EAD963D9CD2C1FD87B6EF32E7799FC1C5C8BDA

SHA-512: EBFE0C0DF4BCC167D5CB6EBDD379F9083DF62BEF63A23818E1C6ADF0F64B65467EA58B7CD4D03CF0A1B1A2B07FB7B969BF35F25F1F8538CC65CF3EEBDF8A
0910

Malicious: false

Reputation: low

Preview: GIF89a.............!.......,...........L..;

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JPEG image data, JFIF standard 1.02, resolution (DPI), density 120x120, segment length 16, Exif Standard: [TIFF image data, big-endian, direntries=7, orientation=upper-
left, xresolution=98, yresolution=106, resolutionunit=2, software=Adobe Photoshop CS3 Windows, datetime=2017:12:27 22:12:53], progressive, precision 8, 5x5, compo
nents 3

Category: downloaded

Size (bytes): 10283

Entropy (8bit): 5.869399254841321

Encrypted: false

SSDEEP: 96:2c5Ehz7XQiPBsPI7Wz78knJWa9t1/v39SacttmLN26MT0D5MdtbZPAVwzVCQHrE:fMF67ckn5LRKtmGYNMtKwYx

MD5: FE9052CECE09E7C939680A785C50CC36

SHA1: 22DFA87EC8DAE193E5A86AFE77D3FAEDF79A28F9

SHA-256: BB522398AB1D8216FDC7FE415CAA2F047055D49E6CA1EE57268C427E5F036EB8

SHA-512: 1A790355D46D323C3537A03EDC0ABF72A30C21B78B3C4203A17D2FC4C855DC7D2A24691E913864B53FD52A1E083C908A20A04C5CB0A25C4345B7183719B9D2D7

Malicious: false

Reputation: low

URL: https://www.nbnewstar.com.cn/xiaoyucms/images/sidebar1.jpg

Preview: ......JFIF.....x.x....._Exif..MM.*.............................b...........j.(...........1.........r.2...........i................O...'...O...'.Adobe Photoshop CS3 Windows.2017:12:27 22:12:53...................
.................................................................&.(.................................).......H.......H..........JFIF.....H.H......Adobe_CM......Adobe.d.........................................................................
............................................................................."................?..........................................................................3......!.1.AQa."q.2.....B#$.R.b34r..C.%.S...cs5....&D.TdE.t6.
.U.e...u..F'...............Vfv........7GWgw........................5.....!1..AQaq"..2.....B#.R..3$b.r..CS.cs4.%......&5..D.T..dEU6te....u..F...............Vfv........'7GWgw.................?..T..$....
...Photoshop 3.0.8BIM.%......................8BIM.........w.V.....w.V....8BIM.&................?...8BIM...........

Chrome Cache Entry: 159

Chrome Cache Entry: 160

Chrome Cache Entry: 161
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 927x1644, components 3

Category: dropped

Size (bytes): 197465

Entropy (8bit): 7.972040364510028

Encrypted: false

SSDEEP: 3072:5JOlZURI8f2xDhPUFI1LeIcHnpsBjZW1q8ZpCeSWxQDrUiT4AIfn7bZHlmF:5JOXMI22xooqv1qcpCe/QD/cACGF

MD5: 67E25030AF0065F08011699EA6B53D0A

SHA1: 31284B6E8B24FB31237AE1E5429E8F6FDCD979D7

SHA-256: BF2E8E359007057425B96BDBF6975171E82E5F47C514C55FA6A2DF3CB8B3B63D

SHA-512: BFEFC8C948A4F0A2E16C9CD7EC6429E5284992037A59AEEFC39940454EB3939A3A2DEDC92EC9E05B338BF6C67FF2F911B055FE0274BB4B4D5638CDE2ACC7B
C53

Malicious: false

Reputation: low

Preview: ......JFIF.....`.`.....C..............................................!........."$".$.......C.......................................................................l.............................................U.......................!.1.AQ.."aq.#2..
..B.3Rb...$r...4C....%Sc...5D....&Ts'd.EU.........................................................!.1.A"Q.2.a.#3Bq.R...$............?..N.`..P.&T..D........ ....2.=..2.! 9...|.z.$h.................&.@.l.......p.
..$.Q...."...`...v. .....#....9...@....@..4. ....A...bQ@.#....9z..T..n...... .@$.@$.........@%A.@$.. 0B.N..l.6..)....$.#CD.......fPE.-.(..@'...!..C..$4...(..%@..@.'.....H....H.r......D..z. .
4@9.@.. h..<... ..S...{.H .f~..<...A0...$....6.` .$......2......@..-....@..4.J`s@....J4.J..@2..@.4.s@...."$. .....A....c..F:..l..(.&..%(.` ..@... ..A.D.@$..@.F..H.0!#.H Q@.L..f2...@0` 
....'..#..2.).'.>iz!.l..@.#.H ...{.=.J.=Q:...O@....4.a#....g.$..4..34.@.L........"..@.xH..0..&..!G$..h..9s..A........$..*.....@....... ......$.@...P..D....

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Web Open Font Format (Version 2), TrueType, length 77160, version 4.459

Category: downloaded

Size (bytes): 77160

Entropy (8bit): 7.996509451516447

Encrypted: true

SSDEEP: 1536:/MkbAPfd1vyBKwHz4kco36ZvIaBfRPlajyXUA2jVTc:L0nXnHdfRVEAS2

MD5: AF7AE505A9EED503F8B8E6982036873E

SHA1: D6F48CBA7D076FB6F2FD6BA993A75B9DC1ECBF0C

SHA-256: 2ADEFCBC041E7D18FCF2D417879DC5A09997AA64D675B7A3C4B6CE33DA13F3FE

SHA-512: 838FEFDBC14901F41EDF995A78FDAC55764CD4912CCB734B8BEA4909194582904D8F2AFDF2B6C428667912CE4D65681A1044D045D1BC6DE2B14113F0315FC892

Malicious: false

Reputation: low

URL: https://www.nbnewstar.com.cn/xiaoyucms/css/fontawesome-webfont.woff2?v=4.7.0

Preview: wOF2......-h..........-.........................?FFTM.. .`..r.....(..X.6.$..p..... .....u[R.rGa...*...'.=.:..&..=r.*.......].t..E.n.......1F...@....|....f.m.`.$..@d[BQ.$([U<+(..@P.5..`....>.P..;.(..1..l..h...).
.Yy..Ji......|%..^..G..3..n........D..p\Yr .L.P.....t.)......6R.^"S.L~.YR.CXR...4...F.y\[..7n..|.s.q..M..%K......,.....L.t.'....M.,..c..+b....O.s.^.$...z...m...h&gb...v.....'..6.:....s.m.b.1
.m0"....*V.....c.$,0ATPT.1.....<..;...`..'.H.?.s.:..ND.....I..$..T..[..b4........,....bl6...IL.i}.&.4.m,'....#....Rw..bu..,K......v....m_-...\H....HH.......?...m..9P...)9.J..$.....8......~.;.r..n.=$..
...Nddn.!'....;...8..'.N...!.-..J.........X.=.,......"`:....... {......K!'...-FH....#$~.Z_.......N5VU8F....%.P..........Cp..$.Q.......r.....k.k...3...:R.%....2{.....h%.)8..........ILK.6v.#......,;.6..N.2.hv....
.......OO..t#....xT..Bf....q^.#....?{.5b.I..%-WZ..b.A...^.1..n5.....NQ.Y'.........S.....!t" .`b3..%....35....fv;....l..9.:jgf?gr..p.x. ..|.. $. e.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 1586x1139, components 3

Category: dropped

Size (bytes): 292871

Entropy (8bit): 7.966704159724734

Encrypted: false

SSDEEP: 6144:WEWebKmYK9yUj9i/HzZ/jpJCEkvo2rEn4T4x2Sa64dMQkA5goQ0sE:WfebKI2TIEkg1Dx2B646JASo3sE

MD5: A297979DB37D548518775DA9F948723A

SHA1: 8C797AB55F178F817764076A37FEBDF9FF9EFEDC

SHA-256: A59FFDEADFDEF2319296DA913BF81486A168A8D0298B71F58381A4CEE3A8BF2F

SHA-512: A481C3B48EA3A40FF23FB55F5FD813F377888DE822C2F47358A7FFB2B2596F51D4AC5946B2179B952D2A81FA5928F09CC9F44B677DCCC753AEF5362F963F8F10

Malicious: false

Reputation: low

Preview: ......JFIF.....`.`.....C..............................................!........."$".$.......C.......................................................................s.2...........................................V.......................!.1.AQ.."aq.2...
.#B...3R..$4br...CDS.%Tcs.....5..&EU....dt.6................................2.....................!..1..AQ..."a2BRq#3.b$C................?.....:/..>.jF..":*HM..;.Sl[l..!........e.Zxa...)F..1J.$..1..Ik
I.]......3.T......F...4.bVm.mF*.9.W"#At..j#4.bc;)r4Q.P...I........(...Cc...@....?l.D..$..m..M..lza+B...=.L*.Rg...hd.[..*J.g@.....j..\8...qO..`0..Zm3a.88...}.H~.Z.'.f......d.#Y...a.
.M..@G..uG#b....b9*H.%.9..O...5...l.#/.<...T.I%h..L.`5rJ...C..&.t.a.....Z.F..l3hJ.t.....D..}3.-.k.h.9*eM.C.E...!s<3tb..h%.,6.p.....&.....H9....TE!.|..N.%.J.u!%..4.U$uS..Hm...(..J).
...Y.P..Vg....&...AVC..4..T.H.'Q.(Q.F..'.OhY4.;g`..4.$..K..N...z%Lj.(0..P......1Z....~.1.Z..X.wI.|....D.........$....@YIQpv6...7<.F.Ua.Ht...N$.`j.0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

Chrome Cache Entry: 162

Chrome Cache Entry: 163

Chrome Cache Entry: 164
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File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 823x809, components 3

Category: downloaded

Size (bytes): 78617

Entropy (8bit): 7.971438136170583

Encrypted: false

SSDEEP: 1536:u0AlQpkXftkQ/lk4SCL+2KpPPKxrvFzB3852rLesHJaYNvxTmSnzAqA:u0AlQpCpiA+2Kp6xrNzBs52rLdHDNvxK

MD5: 470513E852C847644AAAD4FAEF7EB49C

SHA1: A1449AD4E9501134F6CE5EDC0FF6937F982B3D82

SHA-256: B04E21FAF617B7598F93B4547EB0C441F6B009D8511D1368E1A8C55D65EB1836

SHA-512: E4B6450AA9D008D81DAF6B99C033FB0132FA7EA23EC70C1E869EA4E83E516B984C51F87869C95E742C11498CEDC1440D2FA441C242341205EB5871B786163941

Malicious: false

Reputation: low

URL: https://www.nbnewstar.com.cn/Uploads/pro/62201aabdb54e.jpg

Preview: ......JFIF.....`.`.....C..............................................!........."$".$.......C.......................................................................).7...........................................L.......................!..1AQ."aq.2....
..#3B..$Rb..4Cr..S....Dc.%5s...&TV...............................).....................!1..AQ.."2a.Bq.R.3............?..n.=P...*"'TQ.!........E.DA%.@...D.P.....D.QJJ"J.("*IA.DD.P...%.('..@}.O......!
(".(...jJ(..(.(.=...."..=.. ....?D..A:..".(......DD..A......"""...IA%.DA(.....@.A........(....(.@PD...a. .."....A...B...@..A........PD..  ......EEDP.....uE...D...."...%...A.D..A... .!A2.z.($..(..$..TTA.
..A%...........".."J.(.(".......($...J.......J..I..(.... ": ..@.D.Q.PQ....8DC.*u@P..... ("".P<....EN...yA..."...."....D..%...Q..A%.A.Q..D..A.IA.D.....z...PI.@e.A%...TDED.P@{" (.......PD.. ..
.......(".($...J.(.>..(..........(... .......d.".......... ..*...'.......#.Q...e...P.@.....PD....N0....@...."..p............ ..... (".. .".8@AA&B..O

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JPEG image data, Exif standard: [TIFF image data, little-endian, direntries=16, height=2432, bps=206, PhotometricIntepretation=RGB, manufacturer=Canon, model=Ca
non EOS 70D, orientation=upper-left, width=3648], baseline, precision 8, 724x1172, components 3

Category: downloaded

Size (bytes): 361170

Entropy (8bit): 7.859472119510297

Encrypted: false

SSDEEP: 6144:PaJyBgJcC/o16saJaiT9i0pEkTvd8NzD91wmoftey1WDxh4eH:PaJz2NiT9i0p9AzDEvEKw3H

MD5: 7AFD3C97C6E5DB41F7B29C3C8DCD4326

SHA1: 196CBB4D6623E46630B745351C7A288623CF0ADD

SHA-256: A2E7E3AAE3DD7052F132C35D31B7AB51F9D0CC93015B31B2FD17D1E8A8C42C6A

SHA-512: 630A25A9018D64D5AE2BDD8B7D5B803168417FC513996E6B8F52F8560A95E0F33BD76BAFF0B19EA30DF2A3EC27273F285F566D6BBFD20D473D954E87D987DF4
B

Malicious: false

Reputation: low

URL: https://www.nbnewstar.com.cn/Uploads/pro/62a7dedd9e956.jpg

Preview: ......Exif..II*...............@...............................................................................................................(...........1...........2.......................i.......,...%.....................Canon.Canon EOS 
70D......'.......'..Adobe Photoshop 21.0 (Windows).2022:06:13 13:46:30..&........................."...........'.......d...0...........2.......d...........0230............................................2.......
....:...........B...........J...................................R...........Z...........00..........00..........00..........0100........................................................b...........j.....................................................
..........0...........1.......r...2...........4...........5...................}...G.......2022:06:12 12:30:47.2022:06:12 12:30:47.........................)...........................................................................
......................................................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JPEG image data, Exif standard: [TIFF image data, big-endian, direntries=7, orientation=upper-left, xresolution=98, yresolution=106, resolutionunit=2, software=Adobe 
Photoshop CS6 (Windows), datetime=2018:02:01 10:39:16], baseline, precision 8, 916x470, components 3

Category: downloaded

Size (bytes): 162191

Entropy (8bit): 7.918144876051823

Encrypted: false

SSDEEP: 3072:5hxNceEONUicQn4/LF5Qu7id4gzZ0V8Ftq/ZoKlV9Qbu:fvNUhu4R5Qu2d4go8FtqoKz9Q6

MD5: 83D06670CAD2BEAAC523A08942142849

SHA1: 4CC240BA2454F70076F11A642D468C058927BF8C

SHA-256: CE0BDFFB9039D98FF7BF3016E6E171376A3A00A9A69E6D5AB4133AE942329073

SHA-512: E87C34BB6D29EECD02F1D0C972B55D963E5E1E8EDD97DC676CA0AE6301CFD6F2255553637028D448A6A5A7E6208E557C6FE5AAED5024E68DAEE14999484032
10

Malicious: false

Reputation: low

URL: https://www.nbnewstar.com.cn/Uploads/image/20180201/20180201024002_39975.jpg

Preview: ....".Exif..MM.*.............................b...........j.(...........1.........r.2...........i....................'.......'.Adobe Photoshop CS6 (Windows).2018:02:01 10:39:16.............................................
.....................................&.(................................ ........H.......H.........XICC_PROFILE......HLino....mntrRGB XYZ .........1..acspMSFT....IEC sRGB.......................-HP  ............
....................................cprt...P...3desc.......lwtpt........bkpt........rXYZ........gXYZ...,....bXYZ...@....dmnd...T...pdmdd........vued...L....view.......$lumi........meas.......$tech...0
....rTRC...<....gTRC...<....bTRC...<....text....Copyright (c) 1998 Hewlett-Packard Company..desc........sRGB IEC61966-2.1............sRGB IEC61966-2.1..............................
....................XYZ .......Q........XYZ ................XYZ ......o...8.....XYZ ......b.........XYZ ......$.........desc........IEC http://www.iec.ch............IEC http://www.iec.ch....

Chrome Cache Entry: 165

Chrome Cache Entry: 166
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: GIF image data, version 89a, 1 x 1

Category: downloaded

Size (bytes): 43

Entropy (8bit): 3.0950611313667666

Encrypted: false

SSDEEP: 3:CUMllRPQEsJ9pse:Gl3QEsJLse

MD5: AD4B0F606E0F8465BC4C4C170B37E1A3

SHA1: 50B30FD5F87C85FE5CBA2635CB83316CA71250D7

SHA-256: CF4724B2F736ED1A0AE6BC28F1EAD963D9CD2C1FD87B6EF32E7799FC1C5C8BDA

SHA-512: EBFE0C0DF4BCC167D5CB6EBDD379F9083DF62BEF63A23818E1C6ADF0F64B65467EA58B7CD4D03CF0A1B1A2B07FB7B969BF35F25F1F8538CC65CF3EEBDF8A
0910

Malicious: false

Reputation: low

URL: https://hm.baidu.com/hm.gif?cc=1&ck=1&cl=24-bit&ds=1280x1024&vl=907&et=0&ja=0&ln=en-
us&lo=0<=1710748660&rnd=1592948523&si=25f937473d69b499c59a0b34fb494cc7&v=1.3.0&lv=2&sn=23051&r=0&ww=1280&u=https%3A%2F%2Fwww.nbnewstar.co
m.cn%2Fproduct%2Fproduct-46-926.html&tt=Wooden%20Desk

Preview: GIF89a.............!.......,...........L..;

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 1586x1139, components 3

Category: dropped

Size (bytes): 292871

Entropy (8bit): 7.966704159724734

Encrypted: false

SSDEEP: 6144:WEWebKmYK9yUj9i/HzZ/jpJCEkvo2rEn4T4x2Sa64dMQkA5goQ0sE:WfebKI2TIEkg1Dx2B646JASo3sE

MD5: A297979DB37D548518775DA9F948723A

SHA1: 8C797AB55F178F817764076A37FEBDF9FF9EFEDC

SHA-256: A59FFDEADFDEF2319296DA913BF81486A168A8D0298B71F58381A4CEE3A8BF2F

SHA-512: A481C3B48EA3A40FF23FB55F5FD813F377888DE822C2F47358A7FFB2B2596F51D4AC5946B2179B952D2A81FA5928F09CC9F44B677DCCC753AEF5362F963F8F10

Malicious: false

Reputation: low

Preview: ......JFIF.....`.`.....C..............................................!........."$".$.......C.......................................................................s.2...........................................V.......................!.1.AQ.."aq.2...
.#B...3R..$4br...CDS.%Tcs.....5..&EU....dt.6................................2.....................!..1..AQ..."a2BRq#3.b$C................?.....:/..>.jF..":*HM..;.Sl[l..!........e.Zxa...)F..1J.$..1..Ik
I.]......3.T......F...4.bVm.mF*.9.W"#At..j#4.bc;)r4Q.P...I........(...Cc...@....?l.D..$..m..M..lza+B...=.L*.Rg...hd.[..*J.g@.....j..\8...qO..`0..Zm3a.88...}.H~.Z.'.f......d.#Y...a.
.M..@G..uG#b....b9*H.%.9..O...5...l.#/.<...T.I%h..L.`5rJ...C..&.t.a.....Z.F..l3hJ.t.....D..}3.-.k.h.9*eM.C.E...!s<3tb..h%.,6.p.....&.....H9....TE!.|..N.%.J.u!%..4.U$uS..Hm...(..J).
...Y.P..Vg....&...AVC..4..T.H.'Q.(Q.F..'.OhY4.;g`..4.$..K..N...z%Lj.(0..P......1Z....~.1.Z..X.wI.|....D.........$....@YIQpv6...7<.F.Ua.Ht...N$.`j.0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (65536), with no line terminators

Category: downloaded

Size (bytes): 129782

Entropy (8bit): 4.964941361106005

Encrypted: false

SSDEEP: 768:hPq8o9AMuUM9ybcpVpd5VF48fgFzvfds4WKVJvi/zs+51gQociraNDi16MIXiX1G:48jM2pVpQv1brsIOyd3rI

MD5: 38EAA1D478DD4D510EF879D38AABD0D9

SHA1: 063F8F4C7BFB6D921C8D46310AB2CD5766E15FBD

SHA-256: E20104F3C014EBA3D1122B6F38EA0833ED658B38FF00DA6774B544763874372F

SHA-512: B2B933A325AB6687CE8D0644164089FA0FD020EC06FA2683CB58B8121850C4CCAAF39AF6B375491E3A75164A6C1E1A616393643DB56864C3AC3D46306EFA526D

Malicious: false

Reputation: low

URL: https://www.nbnewstar.com.cn/xiaoyucms/css/style.min.css

Preview: input[type="text"],input[type="password"],input[type="email"],input[type="url"],input[type="tel"],input[type="number"],input[type="date"],input[type="search"],input[type=
"range"],textarea,select{padding:0 .8rem;width:100%;border-radius:.3rem;box-shadow:0 0 0 2px transparent,0 1px 0 rgba(0,0,0,.08) inset;transition:all 0.3s}texta
rea{padding:.6rem 1rem}input[type="text"],input[type="password"],input[type="email"],input[type="url"],input[type="tel"],input[type="number"],input[type="date"],input[typ
e="search"],input[type="range"],select{line-height:2.8rem;height:2.8rem}input[type="checkbox"],input[type="radio"]{box-shadow:none!important;margin-right:.3rem}.l-
preloader{position:fixed;top:0;left:0;right:0;height:100%;z-index:11111;overflow:hidden;transition:height 0.45s}.l-preloader.done{height:0}.l-preloader-spinner{positio
n:absolute;top:50%;left:50%;text-align:center;background-color:inherit;color:inherit;opacity:1;transition:opacity 0.3s;transform:translate3d(-50%,-50%,0)}.l-preloader.don

Chrome Cache Entry: 167

Chrome Cache Entry: 168

Chrome Cache Entry: 169
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 617x842, components 3

Category: downloaded

Size (bytes): 79652

Entropy (8bit): 7.967317703523244

Encrypted: false

SSDEEP: 1536:TMUeMUFGI3TAJsGorFRFVqcAuZdwOPfHjY7FZJ8Ce+RNwdPbhm9xiSVJnYK:TMyUFGIs2GobFVq9uZdwOXjY7FZJA+OQ

MD5: 9C132A03688C70782495CDD0EE8D8BDB

SHA1: 8536C1050258A69B3EFD71E4A22BEA615757F077

SHA-256: 8CBD77DB2194AA7D3A93648E6AEC879AE9B5E1DE530B5EFF26376A8AE2CD18B8

SHA-512: D75C104DC946D3ABFBFFA7FF8B4A85FCF9C54542CE05E9DF1A532BD79438E7BF80A78869DF6CF818D1DCF158F32106F7A250DB38B8378979C4E9AD207F1EB3
EE

Malicious: false

Reputation: low

URL: https://www.nbnewstar.com.cn/Uploads/pro/62201bafa7560.jpg

Preview: ......JFIF.....`.`.....C..............................................!........."$".$.......C.......................................................................J.i...........................................O.......................!..1A.."Qa.2q...
#R...3B..$br..4....%CS....5cTs...&DUd................................/......................!.1.A"Q.a.2.qB.#3.................?..y......!.E....   d........"..... ..D..HA!.@%.A.D..A....P2....D ..J.PL..A%.A... 
.".*FP.....A2.D....@PD....a..&.......A....A%.A.R..(....... ...@PD..( @P...A.D..A....A.@!.A.D..(.   ("....yD..uE...P.."$....(." ...D@..(..".."..u@PD....@....A.......H@2...U....A.B........ 
."..J.. .'T. ."..".. ..@...A.B.e...A.D.... ."""...(...&.r........('< ... .P@Z0....A.HA...  ..A.B...HA.@PD..@!.s... ".I@PD..@.D..A................ ..(".....@0..PBPI@%...A:..T....(...A8DN."*" 
CH.......T...!. ."..D(......"..... .".. ."..@PD.....A.D..($ .$ ..IA.D..A.@. (.@%..."....'D.PA...@.D...uDDT("..uA....IA...B....(!T..J.(............A.@....D..A.D.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JPEG image data, Exif standard: [TIFF image data, little-endian, direntries=16, height=2432, bps=206, PhotometricIntepretation=RGB, manufacturer=Canon, model=Ca
non EOS 70D, orientation=upper-left, width=3648], baseline, precision 8, 662x1148, components 3

Category: downloaded

Size (bytes): 262535

Entropy (8bit): 7.800672414587216

Encrypted: false

SSDEEP: 6144:7URuUm1iSLNjqTwrRgDdGOi2ut69KmlLk3V+RAPGc7C:9Um1iSLNjqTwyDdGZ2utav234RAD7C

MD5: 6A27CAF4FEA4F00B72846A28AF5D6C46

SHA1: 8E3A41F8357DEA0595E67335CA8723A14C696557

SHA-256: 2129C2728ABEB8C8430DF375304E8CE1138C2DCD020A76442DDEDBCF8E7D7F99

SHA-512: B52D90EBCD151CB2E5CDABA149655B11398188570A5622B7BF239668CCD1D1F072AF87955A501E99948F0E94EE32823452A75629BAF92E9525AE6C589F40ADC
A

Malicious: false

Reputation: low

URL: https://www.nbnewstar.com.cn/Uploads/pro/62a7df0e25e3e.jpg

Preview: .....bExif..II*...............@...............................................................................................................(...........1...........2.......................i.......,...%.....................Canon.Canon EOS 
70D......'.......'..Adobe Photoshop 21.0 (Windows).2022:06:13 13:39:04..&........................."...........'.......d...0...........2.......d...........0230............................................2.......
....:...........B...........J...................................R...........Z...........00..........00..........00..........0100................................|.......................b...........j.....................................................
..........0...........1.......r...2...........4...........5...................d...?.......2022:06:12 12:24:14.2022:06:12 12:24:14..........`..............)...........................................................................
......................................................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 757x245, components 3

Category: downloaded

Size (bytes): 42327

Entropy (8bit): 7.950909826396217

Encrypted: false

SSDEEP: 768:XAu6YBDwdFtWoSoGnor9Wblz0A/BD2YBiZrFdfipxQq:XAu6CDAAgrOz0eNw3f6xd

MD5: 8754060BE7564AAA4CB0AA6E516BA3FD

SHA1: 826EECE4D8A002FA93018CF2BD34CB80BE29AB79

SHA-256: 63F5C4897300265B8AC9682335A3319EEC3547B4D0D500E3BE8B03F5D2558575

SHA-512: 34429BE5FB4DCAE498CEF4AE9D1F217105C51E8DF074AD8E73196B4AA2C3A012C1118D75FB24A59A69C230D42E909FA48553C1183D40AA3B063A1558CA67B1C
2

Malicious: false

Reputation: low

URL: https://www.nbnewstar.com.cn/Uploads/image/20170713/20170713103943_85789.jpg

Chrome Cache Entry: 170

Chrome Cache Entry: 171

Chrome Cache Entry: 172
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Preview: ......JFIF.............C....................................................................C.......................................................................................................................................................................
y...zo....i....(..5.z...;....g.....$a.................................K....?.7..<7^.......u.....}..#...z.<............ ....@........A ....@...]....xv...{..i..+.8......Rjn....'...._.KjE...."..&DQ$......B..DB..DP.."H......
......$D......@.."....,..a.y.wkCe..u..>..~w....\ktz........~..?.i..e....$.@......... .A .. .....$.A .. .A .N.....A..c.x~._v...1._...(j.W......Uc...e6iZ.j.....G}G....oi.........................\l.k.l...c7..._...
1bt.u6.m.G......._A............U.}......fh._.._.F.'c.o-..E...{..........d......j.i..@..d...........G....{...).@.*.N:..W".....c..y.[+..;52..~h.......?S.....3...l.XU...Cg.iu~.....nzo2 .#...$.....D.&$..b
.f."K....2.....f... .". D..A$.A.._......cn.l%.%.'*.......y.C..w9.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: GIF image data, version 89a, 1 x 1

Category: downloaded

Size (bytes): 43

Entropy (8bit): 3.0950611313667666

Encrypted: false

SSDEEP: 3:CUMllRPQEsJ9pse:Gl3QEsJLse

MD5: AD4B0F606E0F8465BC4C4C170B37E1A3

SHA1: 50B30FD5F87C85FE5CBA2635CB83316CA71250D7

SHA-256: CF4724B2F736ED1A0AE6BC28F1EAD963D9CD2C1FD87B6EF32E7799FC1C5C8BDA

SHA-512: EBFE0C0DF4BCC167D5CB6EBDD379F9083DF62BEF63A23818E1C6ADF0F64B65467EA58B7CD4D03CF0A1B1A2B07FB7B969BF35F25F1F8538CC65CF3EEBDF8A
0910

Malicious: false

Reputation: low

URL: https://hm.baidu.com/hm.gif?cc=1&ck=1&cl=24-bit&ds=1280x1024&vl=907&et=0&ja=0&ln=en-
us&lo=0<=1710748660&rnd=1618186217&si=25f937473d69b499c59a0b34fb494cc7&v=1.3.0&lv=2&sn=23079&r=0&ww=1280&u=https%3A%2F%2Fwww.nbnewstar.co
m.cn%2Fproduct%2Fproduct-41-507.html&tt=Marble%20table

Preview: GIF89a.............!.......,...........L..;

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 1294x1351, components 3

Category: downloaded

Size (bytes): 288350

Entropy (8bit): 7.969412579128682

Encrypted: false

SSDEEP: 6144:rgI2+xzWQVvfE6i26CB01Fqeb5SGTp1gDNi6mAaqGuz5i6EuH:rJlxz1vfrYCiqeb9wNi6mZC5i6EuH

MD5: 53AD938C2B8C4C36DB134C1B9A0AA7C9

SHA1: 1980092A367AE63CE8BBB7906EE9A2886D66A339

SHA-256: 188603765DB54D8E8399150EB5CCB7E35B1E8CFC4F3E96C25499B16033355880

SHA-512: 33753B4B3F6C396D0E239F2E97B90917F315EE2CE702A7B174AAE970CAF1B6BDD33E8C6AE2544DCD2E8979761703D70059C5054F0E134847B74F07EB85919155

Malicious: false

Reputation: low

URL: https://www.nbnewstar.com.cn/Uploads/pro/62201836f3436.jpg

Preview: ......JFIF.....`.`.....C..............................................!........."$".$.......C.......................................................................G..............................................U.........................!1.AQa.."q.2.
.#B..3R...$br..C...%4S...5Ds.Tcd....&U..6.EF.................................8......................!.1.."AQ.2a.#q3B...R.....$4Cb.S.............?....t..1.@..p......L.H.....A.....\...p....$..0...]..@.@
P.T...-.+... B.@.%.%....D..(.@.@..P....D.....:...0..S.,. . ...hC.H.@0.1.....r......M....d. .....*.T..K...D.&.d..;....v@.;.&.........;.....R......0...@...&.0..*@".)(.......@P.. .'T..... ...X.... .. T..... 
:..*...`.+.......0.$.......T...!@..P&".@.. @.=..-....P ..'d.....*.....@..d.... @.t.....[.@.........$.....H...L...B...@....... ...............@.`...P...vL@......^{ .....(..B....7E..6.:....-.@........b.....L... .....
(@..../tt..d..@.$...9.`..(......B..(T.........@.y!..`.#`...7). ....@.........*.....}R.P.&...4.......&....l...6.6@..T..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JPEG image data, Exif standard: [TIFF image data, little-endian, direntries=16, height=2432, bps=206, PhotometricIntepretation=RGB, manufacturer=Canon, model=Ca
non EOS 70D, orientation=upper-left, width=3648], baseline, precision 8, 1098x1932, components 3

Category: downloaded

Size (bytes): 767698

Entropy (8bit): 7.869081605983936

Encrypted: false

SSDEEP: 12288:fOhTFG7jnUsml787nu6Ncv+8JMIPoHMnpz+WdiJzvV5NyHK8m0qPvTQeVVP2Od5/:Q07gRh8S66v+VrHY1+WoXMqnTHVD4vY

MD5: F34C69389BB99456846B70ACD3BEA75F

SHA1: 80E51860E42C025BC5261FFEE65065DC9343ADBB

SHA-256: 9824A21B71B53DD9E82D8E254A439FE6B63632593E8FE0FA2669A55D70BD6941

SHA-512: D9F95AE94DAA9683247CF097BAD8ED8BE6BAE0A0F956E031A53321AE0A4DED866C920D821EB85133C4F2C42EC66B8E2B0C7482C176636E9F025808BB26FFD2
D5

Malicious: false

Reputation: low

Chrome Cache Entry: 173

Chrome Cache Entry: 174

Chrome Cache Entry: 175
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URL: https://www.nbnewstar.com.cn/Uploads/pro/62a7de85ef012.jpg

Preview: .....XExif..II*...............@...............................................................................................................(...........1...........2.......................i.......,...%.....................Canon.Canon EOS 
70D......'.......'..Adobe Photoshop 21.0 (Windows).2022:06:13 13:53:23..&........................."...........'.......d...0...........2.......d...........0230............................................2.......
....:...........B...........J...................................R...........Z...........01..........01..........01..........0100....................J...................................b...........j.....................................................
..........0...........1.......r...2...........4...........5...................}...?.......2022:06:12 12:33:12.2022:06:12 12:33:12..........`..............)...........................................................................
......................................................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: downloaded

Size (bytes): 236

Entropy (8bit): 5.202058022308395

Encrypted: false

SSDEEP: 6:nyiyoLwS6SWPhghSLma9nSQ/uS8ZqLtuUQN/xRJMrckGnTA576NrSnh:yiFLnuCWmaonSpLIUQNJ8ksdEIh

MD5: 8818948BC39A64F8859D29C459871468

SHA1: 08C5BBAEEA89B8B8AE49C273556AF1FC8ECA7D0F

SHA-256: 775589699A6917F16A44064D99280BF0505D1194065B5F82757A1D4AA9FA345B

SHA-512: 24D2FAF87EA2E0AD4C1D9B760A0643B822242DE2FC759FBF81A08338753E3302DF054DE8CD14097DF54825183C58AD6996CD2A83337EF646A252EC3DF2DBFA6
4

Malicious: false

Reputation: low

URL: https://content-
autofill.googleapis.com/v1/pages/ChVDaHJvbWUvMTE3LjAuNTkzOC4xMzISSAllXcCjPRm72BIFDQLu1QYSBQ2jx5LCEgUNlFT6zxIFDXhvEhkSBQ0nF0ifEgUN4mpzyRI
FDfUpNWwSBQ2SBVTOEgUNhiUlIxIQCUhz_ZSvrggiEgUNSqakURJICaZozlesQhnLEgUNo8eSwhIFDZIFVM4SBQ0nF0ifEgUN4mpzyRIFDfUpNWwSBQ2UVPrPEgUNe
G8SGRIFDQLu1QYSBQ2GJSUj?alt=proto

Preview: ClEKBw0C7tUGGgAKBw2jx5LCGgAKBw2UVPrPGgAKBw14bxIZGgAKBw0nF0ifGgAKBw3ianPJGgAKBw31KTVsGgAKBw2SBVTOGgAKBw2GJSUjGgAKCQoHDUqm
pFEaAApRCgcNo8eSwhoACgcNkgVUzhoACgcNJxdInxoACgcN4mpzyRoACgcN9Sk1bBoACgcNlFT6zxoACgcNeG8SGRoACgcNAu7VBhoACgcNhiUlIxoA

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JPEG image data, JFIF standard 1.02, resolution (DPI), density 72x72, segment length 16, Exif Standard: [TIFF image data, big-endian, direntries=7, orientation=upper-
left, xresolution=98, yresolution=106, resolutionunit=2, software=Adobe Photoshop CS3 Windows, datetime=2017:12:27 10:51:58], progressive, precision 8, 440x60, 
components 3

Category: downloaded

Size (bytes): 36217

Entropy (8bit): 7.6533424910044054

Encrypted: false

SSDEEP: 768:WZy0EzYyL6nY5EuQXNfa6Pa1UVr/loeZWh:6AinPu8e1UVr/loxh

MD5: 48E099FBB9039AFD52A21E97C3C78D70

SHA1: 49F441809FFC1F7714A18C79641963610A1C3CAB

SHA-256: 28EE8A6FA6097423175F426F3D386E328E9CD8F44A6EB20DBD9446781D09AACD

SHA-512: C71CB7F4D1F362894B0E6F59AEB84E80931685E68AE4A2651B004F3EAAA897987670BAA39F61893961E4E5EB0FDB0C723F537B964F26138610BA36A5BE3D5D14

Malicious: false

Reputation: low

URL: https://www.nbnewstar.com.cn/Uploads/flash/5a430adb90c8a.jpg

Preview: ......JFIF.....H.H......Exif..MM.*.............................b...........j.(...........1.........r.2...........i....................'.......'.Adobe Photoshop CS3 Windows.2017:12:27 10:51:58...................
.....................<...........................................&.(.........................................H.......H..........JFIF.....H.H......Adobe_CM......Adobe.d.........................................................................
............................................................................."................?..........................................................................3......!.1.AQa."q.2.....B#$.R.b34r..C.%.S...cs5....&D.TdE.t6.
.U.e...u..F'...............Vfv........7GWgw........................5.....!1..AQaq"..2.....B#.R..3$b.r..CS.cs4.%......&5..D.T..dEU6te....u..F...............Vfv........'7GWgw.................?......W.m.
.+`.f^Ms....[..j...(....g...G...BvO[.....,..q....k,w.u...k=.K{.c.....hYnU.Nq.=.i..X..UUX.h~O.[...........IG..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, Unicode text, UTF-8 text, with very long lines (4022), with CRLF, LF line terminators

Category: downloaded

Size (bytes): 49236

Entropy (8bit): 4.503715211762927

Encrypted: false

SSDEEP: 768:3wMVcwXgJPP4hFFcMlBohONWkBeAXCJ80:3wM2wuPP4hFFcMlBow9o

MD5: FAF6C7441C92248AA1D1BB020DF0F330

SHA1: 1C2BC49FF428BBE7961D06B603AF1854A195BFE8

SHA-256: 6DF14DAC41E324C974060B84592653A3B12934C5980F6B8B09FB10A2035F84EC

Chrome Cache Entry: 176

Chrome Cache Entry: 177

Chrome Cache Entry: 178
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SHA-512: 00ADBDAAFA7CFCB8B9DE1BD6732CB3D4B7BD9DD9B3086579D0781E6E0A1334A4503EECCA9B277827A6636AE63019DEFAF1781574A4E897B4D2737B3850B27
A32

Malicious: false

Reputation: low

URL: https://www.nbnewstar.com.cn/products.html

Preview: <!DOCTYPE HTML>.<html class="" lang="en-US">.<head>.<meta charset="UTF-8"><script>.var _hmt = _hmt || [];.(function() {.  var hm = document.createElement("scrip
t");.  hm.src = "https://hm.baidu.com/hm.js?25f937473d69b499c59a0b34fb494cc7";.  var s = document.getElementsByTagName("script")[0]; .  s.parentNode.insertBefor
e(hm, s);.})();.</script>.<meta name="viewport" content="width=device-width, initial-scale=1, maximum-scale=1">.<title>Products - SEO....</title>.<meta name="ke
ywords" content="Products - SEO..." />.<meta name="description" content="Products - SEO.." />..<link rel='stylesheet' id='us-base-css' href='/xiaoyucms/css/soho
wp.min.css' type='text/css' media='all' />.<link rel='stylesheet' id='us-style-css' href='/xiaoyucms/css/style.min.css' type='text/css' media='all' />.<link rel='stylesheet' id='us-
responsive-css' href='/xiaoyucms/css/responsive.min.css' type='text/css' media='all' />.<link rel='stylesheet' id='theme-style-css' href='/xiaoyucms/css/style.cs

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: GIF image data, version 89a, 1 x 1

Category: downloaded

Size (bytes): 43

Entropy (8bit): 3.0950611313667666

Encrypted: false

SSDEEP: 3:CUMllRPQEsJ9pse:Gl3QEsJLse

MD5: AD4B0F606E0F8465BC4C4C170B37E1A3

SHA1: 50B30FD5F87C85FE5CBA2635CB83316CA71250D7

SHA-256: CF4724B2F736ED1A0AE6BC28F1EAD963D9CD2C1FD87B6EF32E7799FC1C5C8BDA

SHA-512: EBFE0C0DF4BCC167D5CB6EBDD379F9083DF62BEF63A23818E1C6ADF0F64B65467EA58B7CD4D03CF0A1B1A2B07FB7B969BF35F25F1F8538CC65CF3EEBDF8A
0910

Malicious: false

Reputation: low

URL: https://hm.baidu.com/hm.gif?cc=1&ck=1&cl=24-bit&ds=1280x1024&vl=907&et=0&ja=0&ln=en-
us&lo=0<=1710748660&rnd=640635952&si=25f937473d69b499c59a0b34fb494cc7&v=1.3.0&lv=2&sn=23027&r=0&ww=1280&u=https%3A%2F%2Fwww.nbnewstar.com.
cn%2FAbout-us.html&tt=About%20us%20-%20SEO%E6%A0%87%E9%A2%98

Preview: GIF89a.............!.......,...........L..;

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, Unicode text, UTF-8 (with BOM) text, with very long lines (4022), with CRLF, LF line terminators

Category: downloaded

Size (bytes): 55460

Entropy (8bit): 4.421550492427951

Encrypted: false

SSDEEP: 384:S/Vc52XHqEY5AIWAzAVQAdXT7b3wS0PsFAQG54c0RYZX2oAWL/X9aATFKohOcxkL:S/Vc0Xg5AboQRFvPohOGWkBeGXCJ80

MD5: 672353BD2A86DC300EAC53C1D6AE1370

SHA1: 3E7F1AB26BB8169213706D1766E404D1B7F2516D

SHA-256: 53B117ABBA194330AA3E26F16ED1E5664B4E1FECC6EE69D0054BF56811274594

SHA-512: 7192958563C77A77F09A3AB89C16999C42182AFEDE73718E8FBEB5616C2A55E11E1CE7CE3DE837D2B10AE0397DB60678BF50B816366E17323060A7540908136A

Malicious: false

Reputation: low

URL: https://www.nbnewstar.com.cn/product/product-40-20.html

Preview: . <!DOCTYPE HTML>.<html class="" lang="en-US">.<head>.<meta charset="UTF-8"><script>.var _hmt = _hmt || [];.(function() {.  var hm = document.createElement("scr
ipt");.  hm.src = "https://hm.baidu.com/hm.js?25f937473d69b499c59a0b34fb494cc7";.  var s = document.getElementsByTagName("script")[0]; .  s.parentNode.insertBef
ore(hm, s);.})();.</script>.<meta name="viewport" content="width=device-width, initial-scale=1">.<title>Metal tray table  </title>.<meta name="keywords" content="Metal tr
ay table  " />.<meta name="description" content="" />..<link rel='stylesheet' id='us-base-css' href='/xiaoyucms/css/sohowp.min.css' type='text/css' media='all' />.<link r
el='stylesheet' id='us-style-css' href='/xiaoyucms/css/style.min.css' type='text/css' media='all' />.<link rel='stylesheet' id='us-responsive-css' href='/xiaoyucms/css/re
sponsive.min.css' type='text/css' media='all' />.<link rel='stylesheet' id='theme-style-css' href='/xiaoyucms/css/style.css' type='text/css' media='all' />.<script type

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, Unicode text, UTF-8 (with BOM) text, with very long lines (4022), with CRLF, LF line terminators

Category: downloaded

Size (bytes): 55521

Entropy (8bit): 4.424306226083967

Encrypted: false

SSDEEP: 384:STVc52XHqEYgAlWAVDH84QAT7b3wS0PsFAQG54c0RYZX2oAWL/X9aATFKohOcxkL:STVc0XggAMQrzRvPohOGWkBeGXCJ80

MD5: 2FF817CE745EF74A6AA090114467C13F

Chrome Cache Entry: 179

Chrome Cache Entry: 180

Chrome Cache Entry: 181
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SHA1: A04DAECC4D3097A6447396DE5CE3544D1CC90A86

SHA-256: D5636146DDB207506C4F552AF22AB20F74E663DFABA9BC9BD3645E719C183143

SHA-512: 3137268F5C6F3429FAF15D52B9B797F5E8AE0A1D497AD36BEE8C4EEE1BD8C34BBF1BDD69FC28DCA0DB62487498E3B7320FFE74C4695B0E9B91EDB23EAD061
97C

Malicious: false

Reputation: low

URL: https://www.nbnewstar.com.cn/product/product-46-926.html

Preview: . <!DOCTYPE HTML>.<html class="" lang="en-US">.<head>.<meta charset="UTF-8"><script>.var _hmt = _hmt || [];.(function() {.  var hm = document.createElement("scr
ipt");.  hm.src = "https://hm.baidu.com/hm.js?25f937473d69b499c59a0b34fb494cc7";.  var s = document.getElementsByTagName("script")[0]; .  s.parentNode.insertBef
ore(hm, s);.})();.</script>.<meta name="viewport" content="width=device-width, initial-scale=1">.<title>Wooden Desk </title>.<meta name="keywords" content="Wooden 
Desk " />.<meta name="description" content="" />..<link rel='stylesheet' id='us-base-css' href='/xiaoyucms/css/sohowp.min.css' type='text/css' media='all' />.<link rel
='stylesheet' id='us-style-css' href='/xiaoyucms/css/style.min.css' type='text/css' media='all' />.<link rel='stylesheet' id='us-responsive-css' href='/xiaoyucms/css/resp
onsive.min.css' type='text/css' media='all' />.<link rel='stylesheet' id='theme-style-css' href='/xiaoyucms/css/style.css' type='text/css' media='all' />.<script type='text/javas

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JPEG image data, Exif standard: [TIFF image data, little-endian, direntries=16, height=2432, bps=206, PhotometricIntepretation=RGB, manufacturer=Canon, model=Ca
non EOS 70D, orientation=upper-left, width=3648], baseline, precision 8, 662x1148, components 3

Category: dropped

Size (bytes): 262535

Entropy (8bit): 7.800672414587216

Encrypted: false

SSDEEP: 6144:7URuUm1iSLNjqTwrRgDdGOi2ut69KmlLk3V+RAPGc7C:9Um1iSLNjqTwyDdGZ2utav234RAD7C

MD5: 6A27CAF4FEA4F00B72846A28AF5D6C46

SHA1: 8E3A41F8357DEA0595E67335CA8723A14C696557

SHA-256: 2129C2728ABEB8C8430DF375304E8CE1138C2DCD020A76442DDEDBCF8E7D7F99

SHA-512: B52D90EBCD151CB2E5CDABA149655B11398188570A5622B7BF239668CCD1D1F072AF87955A501E99948F0E94EE32823452A75629BAF92E9525AE6C589F40ADC
A

Malicious: false

Reputation: low

Preview: .....bExif..II*...............@...............................................................................................................(...........1...........2.......................i.......,...%.....................Canon.Canon EOS 
70D......'.......'..Adobe Photoshop 21.0 (Windows).2022:06:13 13:39:04..&........................."...........'.......d...0...........2.......d...........0230............................................2.......
....:...........B...........J...................................R...........Z...........00..........00..........00..........0100................................|.......................b...........j.....................................................
..........0...........1.......r...2...........4...........5...................d...?.......2022:06:12 12:24:14.2022:06:12 12:24:14..........`..............)...........................................................................
......................................................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (20979), with no line terminators

Category: downloaded

Size (bytes): 20979

Entropy (8bit): 4.915182905782198

Encrypted: false

SSDEEP: 384:ywdzDslm2rD7BWh+eFLxqU76JkUpPKYzNOvkEguHFaG22MpGLL9lpuIP:h/slm2BeFLxqU76JkCfzN6kEguHFaG28

MD5: 41275EE7C0BFB89A27546C7485BB046B

SHA1: 9A865465418BFA824B9EA509AA06B898C2E8C4B6

SHA-256: 8E5E00EC72B65994C384256B5281CEA03ADDC75217227A38FFC1D6CF1279DD01

SHA-512: 9BDB203A54B4A64D9F83FA3D6FE44B108A6C16228D5D4C848096FB40C52B18253AC414D342E4E32AA5C07EABCD2C0E7CB7D6D34D67BACCA05421B2F8182EE
C69

Malicious: false

Reputation: low

URL: https://www.nbnewstar.com.cn/xiaoyucms/css/responsive.min.css

Preview: body{overflow-x:hidden;min-width:0!important}.header_hor .l-header.pos_fixed{min-width:0!important}@media (max-width:1279px){.g-cols>.vc_col-sm-6 .w-blog[class*
="cols_"] .w-blog-post{width:100%}.w-testimonials.cols_4 .w-testimonial{width:50%}.w-testimonials.cols_5 .w-testimonial,.columns-6 .products .product,.woocommer
ce.columns-6>.products .product{width:33.3333%}.w-pricing.items_6 .w-pricing-item,.w-pricing.items_7 .w-pricing-item{flex:0 1 33.3333%}}@media (max-width:1024px){.l-
titlebar.size_large .l-titlebar-h,.l-titlebar.size_huge .l-titlebar-h,.l-sidebar,.l-section-h,.l-section.width_full .vc_col-sm-12 .w-tabs-section-content-h{padding:2.5rem 0}.l-
section.height_small .l-section-h{padding:1.5rem 0}.l-section.height_large .l-section-h{padding:4rem 0}.l-section.height_huge .l-section-h{padding:6rem 0}.l-titlebar.siz
e_large.color_default .g-nav-item,.l-titlebar.size_huge.color_default .g-nav-item{top:2.5rem}.g-cols.type_boxes>div>.vc_column-inner{padding:2.5rem}.w-logos.cols_5 .w-
log

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (32068), with CRLF line terminators

Category: downloaded

Size (bytes): 40422

Chrome Cache Entry: 182

Chrome Cache Entry: 183

Chrome Cache Entry: 185
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Entropy (8bit): 5.00745859006228

Encrypted: false

SSDEEP: 768:K9eqQHH+MzyG2prCSIliYfOjZfLqlkIIe5EVf2GKIQv1:meFHH+M7Kr69+KZ

MD5: 935DFACE573F8E72BDBF72D53465AABD

SHA1: 659ED27357B368B39F9971C47DC2524F7AF03F45

SHA-256: CCD4A2969CF183215A53AD0FC89C8C9E56F8D9962853423BA0DBF77D22533C1B

SHA-512: 768F3BB35702C810B46F498D34B66A064FE5E5CE72160C5B845677C75555ECC069B2CBE3A993A7BD8CF03F289089084877E2199F93EAADFEEACD45CB8E3BE33
6

Malicious: false

Reputation: low

URL: https://www.nbnewstar.com.cn/xiaoyucms/js/owl.carousel.min.js

Preview: !function(t,e,i,s){function n(e,i){this.settings=null,this.options=t.extend({},n.Defaults,i),this.$element=t(e),this.drag=t.extend({},p),this.state=t.extend({},u),this.e=t.extend({
},g),this._plugins={},this._supress={},this._current=null,this._speed=null,this._coordinates=[],this._breakpoint=null,this._width=null,this._items=[],this._clones=[],this
._mergers=[],this._invalidated={},this._pipe=[],t.each(n.Plugins,t.proxy(function(t,e){this._plugins[t[0].toLowerCase()+t.slice(1)]=new e(this)},this)),t.each(n.Pipe,t.pr
oxy(function(e,i){this._pipe.push({filter:i.filter,run:t.proxy(i.run,this)})},this)),this.setup(),this.initialize()}function o(t){if(t.touches!==s)return{x:t.touches[0].pageX,y:t.t
ouches[0].pageY};if(t.touches===s){if(t.pageX!==s)return{x:t.pageX,y:t.pageY};if(t.pageX===s)return{x:t.clientX,y:t.clientY}}}function r(t){var e,s,n=i.createElement("div
"),o=t;for(e in o)if(s=o[e],"undefined"!=typeof n.style[s])return n=null,[s,e];return[!1]}function a(){return r(["transition","Web

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JPEG image data, Exif standard: [TIFF image data, little-endian, direntries=16, height=2432, bps=206, PhotometricIntepretation=RGB, manufacturer=Canon, model=Ca
non EOS 70D, orientation=upper-left, width=3648], baseline, precision 8, 644x1116, components 3

Category: downloaded

Size (bytes): 314866

Entropy (8bit): 7.877152110833163

Encrypted: false

SSDEEP: 6144:oQsrE1frREcEwjhleJA5CBMEUP4nvZyGmxWQ4oMeMU4Zs5lRDB3Fz:oTElxH80APUPExZf5U35ltb

MD5: 952DFBEAD41F9EE390C76EF033B02660

SHA1: 3F578761E77C5FA086F4DAD7B34658B24184A52F

SHA-256: AA77721A1C06ABA4F72B538096D4BE586744213F0AE4703B053D61F710328732

SHA-512: 3DE815064FFE791ED766C3A1DFFEE37D6ED3EC422A001214578D92BBFF0AFE71225C613E1FB9684FCB38A6FB083C8AD0787276DB10AC21F4041E58B1A1703E
E2

Malicious: false

Reputation: low

URL: https://www.nbnewstar.com.cn/Uploads/pro/62a7df6c81b60.jpg

Preview: ......Exif..II*...............@...............................................................................................................(...........1...........2.......................i.......,...%.....................Canon.Canon EOS 
70D......'.......'..Adobe Photoshop 21.0 (Windows).2022:06:13 13:40:28..&........................."...........'.......d...0...........2.......d...........0230............................................2.......
....:...........B...........J...................................R...........Z...........00..........00..........00..........0100................................\.......................b...........j.....................................................
..........0...........1.......r...2...........4...........5...................}...?.......2022:06:12 12:24:35.2022:06:12 12:24:35..........`..............)...........................................................................
......................................................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, Unicode text, UTF-8 text, with very long lines (4129), with CRLF, LF line terminators

Category: downloaded

Size (bytes): 38267

Entropy (8bit): 4.603041422020943

Encrypted: false

SSDEEP: 384:3JVc5nmHqEYXkmxaQoywS0PsFAQG54c0RYZX2oAEL/X9xATFKohOSxkyrGWkBe9o:3JVcFmgXX+ohORWkBe9XCJ80

MD5: 8982075C9B9B2A5C1C5826E2104A63C5

SHA1: 937180EDE8DE76CEF45BCDE72B531C50913404CD

SHA-256: E78CDE0331C44547C8D0AE54F6A489651AE72456839190055E82D620931DDEE8

SHA-512: 49C4D84D82BE8756DB5AB46FF7F123E598FBAA6AD729DB0E2064F1940CFBA89BE233E8E7113965EEA3158939EB9EC0F3781DCCB19CD286E6881131B3F43CD9
BC

Malicious: false

Reputation: low

URL: https://www.nbnewstar.com.cn/Inquiry/

Preview: <!DOCTYPE HTML>.<html class="" lang="en-US">.<head>.<meta charset="UTF-8"><script>.var _hmt = _hmt || [];.(function() {.  var hm = document.createElement("scrip
t");.  hm.src = "https://hm.baidu.com/hm.js?25f937473d69b499c59a0b34fb494cc7";.  var s = document.getElementsByTagName("script")[0]; .  s.parentNode.insertBefor
e(hm, s);.})();.</script>.<meta name="viewport" content="width=device-width, initial-scale=1, maximum-scale=1">.<title>,Online Inquiry.</title>.<meta name="keywords" 
content="," />.<meta name="description" content="," />..<link rel='stylesheet' id='us-base-css' href='/xiaoyucms/css/sohowp.min.css' type='text/css' media='all' />.<link rel=
'stylesheet' id='us-style-css' href='/xiaoyucms/css/style.min.css' type='text/css' media='all' />.<link rel='stylesheet' id='us-responsive-css' href='/xiaoyucms/css/respo
nsive.min.css' type='text/css' media='all' />.<link rel='stylesheet' id='theme-style-css' href='/xiaoyucms/css/style.css' type='text/css' media='all' />.<script type='t

Chrome Cache Entry: 186

Chrome Cache Entry: 187
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 757x245, components 3

Category: dropped

Size (bytes): 42327

Entropy (8bit): 7.950909826396217

Encrypted: false

SSDEEP: 768:XAu6YBDwdFtWoSoGnor9Wblz0A/BD2YBiZrFdfipxQq:XAu6CDAAgrOz0eNw3f6xd

MD5: 8754060BE7564AAA4CB0AA6E516BA3FD

SHA1: 826EECE4D8A002FA93018CF2BD34CB80BE29AB79

SHA-256: 63F5C4897300265B8AC9682335A3319EEC3547B4D0D500E3BE8B03F5D2558575

SHA-512: 34429BE5FB4DCAE498CEF4AE9D1F217105C51E8DF074AD8E73196B4AA2C3A012C1118D75FB24A59A69C230D42E909FA48553C1183D40AA3B063A1558CA67B1C
2

Malicious: false

Reputation: low

Preview: ......JFIF.............C....................................................................C.......................................................................................................................................................................
y...zo....i....(..5.z...;....g.....$a.................................K....?.7..<7^.......u.....}..#...z.<............ ....@........A ....@...]....xv...{..i..+.8......Rjn....'...._.KjE...."..&DQ$......B..DB..DP.."H......
......$D......@.."....,..a.y.wkCe..u..>..~w....\ktz........~..?.i..e....$.@......... .A .. .....$.A .. .A .N.....A..c.x~._v...1._...(j.W......Uc...e6iZ.j.....G}G....oi.........................\l.k.l...c7..._...
1bt.u6.m.G......._A............U.}......fh._.._.F.'c.o-..E...{..........d......j.i..@..d...........G....{...).@.*.N:..W".....c..y.[+..;52..~h.......?S.....3...l.XU...Cg.iu~.....nzo2 .#...$.....D.&$..b
.f."K....2.....f... .". D..A$.A.._......cn.l%.%.'*.......y.C..w9.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 927x1403, components 3

Category: downloaded

Size (bytes): 239366

Entropy (8bit): 7.966393997912628

Encrypted: false

SSDEEP: 6144:KG1m5NjOQyVOEFNuv+u5UiA6Hsa4ffXJJW:KG1WHyNbPyUifHx4HXW

MD5: FACDBCCAC6D6747593964B2C070A450A

SHA1: 511EB5B9E6BCE53CC23A2F8301EC3B458538CB13

SHA-256: A43D6B1CAF70E4BFAEA509A9AED5DC67B28F72A33D4FCFDE04E9D988F4200D2E

SHA-512: A544E4D3E7FB5C4A796E979329E0B84DF3C5E34B687434F7FF3993D4EF5DBC9EEEDE1CCFF75691E3AA8AD83896D2B164F9F289DBE6B24D34A41A19919117EE
E3

Malicious: false

Reputation: low

URL: https://www.nbnewstar.com.cn/Uploads/pro/62201ce4655bc.jpg

Preview: ......JFIF.....`.`.....C..............................................!........."$".$.......C.......................................................................{..............................................O.........................!1..AQ."aq.2.
.#B..$3R...br.4C...S...%.&5cs..6DE.T..d................................4......................!.1.."AQ.2a.q#B..3R....$Cr..............?..!...@........(.......N.@....Y.%.P.. ......@.@..@...m..: .^...mP.t.
[.`....@.... ....@....... ....@....... ....@............@.....!P0@.P!P0@..........P&".....".T... @...............J...+.mN!=Hu.'..|......|..i..1...%.2.._.:....w...m....'P..@....VA...c..I...6x..../.q......;...
^....9...4..ic..+/OGgj42~Q..u.v.).G.X.n.Zj.N.P.... ....@....... ....@....... ......@....@. .......a.@.......: ....@.....`..t.Qt...P...P.M..t.......@.... ....@....... ....@....... ......].......P...... . .T....@
...... ....,.....".T......*........5...T.>l.G.Y..6L.#.k$/...@..7ro..}.....L>...Ye......{........./P............a.......

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 830x1179, components 3

Category: dropped

Size (bytes): 103521

Entropy (8bit): 7.973960194242546

Encrypted: false

SSDEEP: 1536:ju8PKwnFyccAPDYGEpmPZNFd28t+iSW8+PthZRKQp3shPV2ZYoN3G/NHPqXomj9:jufHA9NPZTd28wiSd+PfDVUPV2Zt2l8d

MD5: F8A6A4FDB85754591A266DC6D58E92C2

SHA1: 26AC36736ABC7501AE1DFB3D3AB508F912BC16F9

SHA-256: D43C2392DBE351CFB80F20448229A83D9951E17091822E240E6E286B8C6E6AE3

SHA-512: 762055C383EE1BC61B50937E88D1087E0600E38E92334CFB93FA1F05F172D70CC9800913D9226107ACEB257D08BEC8F6DE336FD2F41875CEA56B8F3930B97A8E

Malicious: false

Reputation: low

Preview: ......JFIF.....`.`.....C..............................................!........."$".$.......C.........................................................................>...........................................Z......................!..1A.Qa.."q..2..
.#B....3Rr.$4b.....%5CSs....&6DTct.....EUd.F..V.................................1.....................!1...AQ.."a.2Bq#R...3..b..............?...@ .......@ .......P0P2."..)....@ ."PJ......P$.@ h..P)@.!
...P)@....H...h....DB. .5..D..............7T-.4B@".......... ..(@.! p..4W.....!...D..@ .2......D... .. ..%.B....@ .......@ ......D.P$....@..g(l.E-P...(.D..Z......(. H.E...(...B)....P.@ ....B.
(.@".@...E..@.....M..t.).D..... .F..&......$@.....l.!.....@...B(..M..H..d..h...p.. .......@ ...J..J......@ .....H..E$.! ...@*...J.P.. h..P....PJ...B..&.D.%.@ .......4...@.R.....P.D....@ H..
.E.....E...F.h ....B..@....".)....$...... .m.I..@ ...@..@ ."P-...P.."...@ j..: ...@*...%.@ ....T$.P$...B..@n.J .....T...@...........n.J...... @"..... C`"..@......B..

Chrome Cache Entry: 188

Chrome Cache Entry: 189

Chrome Cache Entry: 190

Copyright Joe Security LLC 2024 Page 29 of 55



Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 927x1403, components 3

Category: dropped

Size (bytes): 239366

Entropy (8bit): 7.966393997912628

Encrypted: false

SSDEEP: 6144:KG1m5NjOQyVOEFNuv+u5UiA6Hsa4ffXJJW:KG1WHyNbPyUifHx4HXW

MD5: FACDBCCAC6D6747593964B2C070A450A

SHA1: 511EB5B9E6BCE53CC23A2F8301EC3B458538CB13

SHA-256: A43D6B1CAF70E4BFAEA509A9AED5DC67B28F72A33D4FCFDE04E9D988F4200D2E

SHA-512: A544E4D3E7FB5C4A796E979329E0B84DF3C5E34B687434F7FF3993D4EF5DBC9EEEDE1CCFF75691E3AA8AD83896D2B164F9F289DBE6B24D34A41A19919117EE
E3

Malicious: false

Reputation: low

Preview: ......JFIF.....`.`.....C..............................................!........."$".$.......C.......................................................................{..............................................O.........................!1..AQ."aq.2.
.#B..$3R...br.4C...S...%.&5cs..6DE.T..d................................4......................!.1.."AQ.2a.q#B..3R....$Cr..............?..!...@........(.......N.@....Y.%.P.. ......@.@..@...m..: .^...mP.t.
[.`....@.... ....@....... ....@....... ....@............@.....!P0@.P!P0@..........P&".....".T... @...............J...+.mN!=Hu.'..|......|..i..1...%.2.._.:....w...m....'P..@....VA...c..I...6x..../.q......;...
^....9...4..ic..+/OGgj42~Q..u.v.).G.X.n.Zj.N.P.... ....@....... ....@....... ......@....@. .......a.@.......: ....@.....`..t.Qt...P...P.M..t.......@.... ....@....... ....@....... ......].......P...... . .T....@
...... ....,.....".T......*........5...T.>l.G.Y..6L.#.k$/...@..7ro..}.....L>...Ye......{........./P............a.......

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (9959)

Category: downloaded

Size (bytes): 10056

Entropy (8bit): 5.308628526814024

Encrypted: false

SSDEEP: 192:kZrk/GNyd31svs7wkX8KzJcqSDdAcHX4YE5NLR:srhNyNO0kkMKzFSDdAcIYwLR

MD5: 7121994EEC5320FBE6586463BF9651C2

SHA1: 90532AFF6D4121954254CDF04994D834F7EC169B

SHA-256: 48EB8B500AE6A38617B5738D2B3FAEC481922A7782246E31D2755C034A45CD5D

SHA-512: B74A2F03C64E883B9A34DE43690429327DFB4AA230A7A6AFCA8150A16E3D84E98461245FF264C26368D9904562CC34FE219F71F951D364FA5C68C039B76776CD

Malicious: false

Reputation: low

URL: https://www.nbnewstar.com.cn/xiaoyucms/js/jquery-migrate.min.js

Preview: /*! jQuery Migrate v1.4.1 | (c) jQuery Foundation and other contributors | jquery.org/license */."undefined"==typeof jQuery.migrateMute&&(jQuery.migrateMute=!0),function(
a,b,c){function d(c){var d=b.console;f[c]||(f[c]=!0,a.migrateWarnings.push(c),d&&d.warn&&!a.migrateMute&&(d.warn("JQMIGRATE: "+c),a.migrateTrace&&d.trace&&d.tra
ce()))}function e(b,c,e,f){if(Object.defineProperty)try{return void Object.defineProperty(b,c,{configurable:!0,enumerable:!0,get:function(){return d(f),e},set:function(a)
{d(f),e=a}})}catch(g){}a._definePropertyBroken=!0,b[c]=e}a.migrateVersion="1.4.1";var f={};a.migrateWarnings=[],b.console&&b.console.log&&b.console.log("JQMIGRA
TE: Migrate is installed"+(a.migrateMute?"":" with logging active")+", version "+a.migrateVersion),a.migrateTrace===c&&(a.migrateTrace=!0),a.migrateReset=function(){f=
{},a.migrateWarnings.length=0},"BackCompat"===document.compatMode&&d("jQuery is not compatible with Quirks Mode");var g=a("<input/>",{size:1}).attr("size")&&a.attr
Fn,h=a.att

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 605x1313, components 3

Category: downloaded

Size (bytes): 158074

Entropy (8bit): 7.979549399344958

Encrypted: false

SSDEEP: 3072:wRe2ag7uR3MQoYx31c7THsaLkAY3SMmkh0ie9gwFvWPNM2e8:wAI7uR3QWiYaLtMmkhbezOWN8

MD5: BCF7314C019499E866931F148342DBBF

SHA1: B6B73B40EEAC781E6B2BB312F1AF9F430C5FD684

SHA-256: 2C5F7761BF74C0B09DF635A73A5BA2EAAB4CC89F94AE7B4C69C9F58D31ECD508

SHA-512: 2A6182D4E6B9C10E7097F437FA479031D2D6ABCD5D33CE9EA6D0442B46668D54B856B87261AD4EB749883FB64D4B86E94100D502D6EA02442A7BEA38A8FC0CA
4

Malicious: false

Reputation: low

URL: https://www.nbnewstar.com.cn/Uploads/pro/62201e19e6b0e.jpg

Chrome Cache Entry: 191

Chrome Cache Entry: 192

Chrome Cache Entry: 193
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Preview: ......JFIF.....`.`.....C..............................................!........."$".$.......C.......................................................................!.]...........................................\.........................!.1AQ.."aq..2.
..#BRbr....$34....%CSs....5Dc...Tdt..&'6EU...u..................................:......................!1...AQ.".2Ra.Bq..#3...b...CS..$s.............?....... ........@..... ..*.D...@..................!(.P.... .
...@.......@.............b.B `..$.T.N...r.T... b..,...*....@()..........".T. a..-..{$1.......P.q@.......A}P....... ............q@.4.]......Nh.@.......j...q@...(@........T.]...@..D......"...t...P..........t....@
...1......z...n@......P..y `...T.D....0@...... ..HY.%... ....@... ........@..7 ....@...........*...... .@...........@....@.@...n...*`"@*...4@..... .r..........q@....*... .@....... .....T.4@..7...@.......
(..@.. @.b.. ..%.... ....@....,.....h....... ..d.........<P......u@.@..... ....n...@.....@...0(..@.........j.....

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 980x1554, components 3

Category: dropped

Size (bytes): 224723

Entropy (8bit): 7.95344365922895

Encrypted: false

SSDEEP: 3072:i/hjtRTSXaSMuoyF6+kqvJJOBdtSGWr4aqCzJ+M+sERD+TYcvWjA9ARP8WLRi+qJ:ghjtZ2aCtgBdtSGWr4hFSRcEBJ

MD5: 0D661BBEA060037177B75641730A8E16

SHA1: 68B0A3B840ABDD53616B4D9E92D8CA38D5BA8AB5

SHA-256: EB9738AB6B7BBA82AD359A6D235CDAC8E0115A282489E158F7D4D6608361E9DC

SHA-512: 0EEE02CD6DFDD44715CC1BF99ED8C0FDC56059BA1DC64A94D202B2D597384B287ECA60B914FEE2A18875A8F712260273A8B885E68E53D246C4FA798C8DAAE3
0D

Malicious: false

Reputation: low

Preview: ......JFIF.....`.`.....C..............................................!........."$".$.......C......................................................................................................................T.......................!..1A.."Qaq.2..
.#.3BR....$br.4C..S....%cs.&5D...t.T..Ed....................................8......................!.1.."AQ.2a.#q.3B...R..$...4C...............?....(....5 E...@%...@.. .... ......@... ..P. ..... ...E. ..@... ..
@.....HJ.. ..h.. ......@......".! P.P..!(...@......(HJ...P...B.(H..@4......U %@........ ......P.H..j@ ...... ...h..%. . hH..B....P.H..@.@ .P.B...H...... ... . ..@.@ ..@... ......@$.@... ...H.@. 
h.. ...E. .....!...(......@...R...BA. .@.......H. H.. ...%.... P..... .P.....(!. .@.<.@... .%.......}P..@$.@... ......@.....BA.......@........@...,.@.....R.).*,.@.R.. ...........@... ......@... ...H........
R.....%.t@$ a.............e......@e. ...a...]..@... .........BBP..$..(@.! .G. ..."B....... ..P....!.(.. ..4.@4.......h.P....BA..BA...@..$..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 868x1456, components 3

Category: downloaded

Size (bytes): 186311

Entropy (8bit): 7.972223647067589

Encrypted: false

SSDEEP: 3072:qyWiprEW0n5uTWNnReGlO/hWp0CR0zs6hGP7mTFWe5uRy0CHXXXJyFRa0GaUSidl:1WiprvcITWjDQ/js07C7mxR5KFC3JyF6

MD5: 6477368A04CFABF918A595407F1921A5

SHA1: 3F5FEB7CC5B47F1BC747A4A287C4A4C75176BCCE

SHA-256: 1861445E74EB9124D497C58BA2304721756EA112D128EAE6483556FFEAA35BF2

SHA-512: 01E82E55478DC9CA461A7D783AB938884C96DCA3F61531168E79312C9D01F0EEA209EEC16B0E56D45C3D00ABDED95F6F07AF7A8556ABBA22BC56DA4B0525F6
9F

Malicious: false

Reputation: low

URL: https://www.nbnewstar.com.cn/Uploads/pro/622019a06914a.jpg

Preview: ......JFIF.....`.`.....C..............................................!........."$".$.......C.........................................................................d............................................M.......................!1..AQ.."a.q..#
2...BR...$3br..4C.....%c..DSs..E.5T.................................,......................!.1.A"Q...2a#Bq3.R.b............?..SHH(2L..$.{0.....l..t.v@..................J....~..A :&eZ.`wO`tH..l.E.. ...
..Kd>h....]w@#....Z$......@$.....:....@"..z........(.|.b{.k..........;.K.....U............r.....8..-.....t.<......S.....s...;...^.....0..)..o..|i..uxg.......n.O6......Z....[.......\#......O....~f...F3.gN..l..=...
<9.#..=.<....2.u./.........\...GyYM..;C...y?....<W.x...]..@..crZ...r....._$.M.....C..&V.<..2.H..i..Z.N]..d......#j.'9|..0..mw(..).b|.p.%g..n..Y:?... .f<r...2.Kk.4..\.u..K...xft9.? .....{.e:i........
.c.......\$3&..wq.z-x...?(..U..G.e.)=.q8..>xM.A.Y.{|.......x|Y../..u.....r...cS........fW.&.....\...q.me.2.....I

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (11038), with CRLF line terminators

Category: downloaded

Size (bytes): 130089

Entropy (8bit): 5.249196059985601

Encrypted: false

SSDEEP: 1536:LvuG8b2B7PZGqbPz8QjcEdGKiydwcob2NHcWfqPqTxOkx0AmnK/SXchdiny:Qb2BJPw4wcPX1r3/SXM

MD5: BA2D9904F29015871A0C95296B26FE68

SHA1: 82DD71D16427442069DC728EBBAB0E44DDE8C112

SHA-256: 822A0465C8CF038266E3EFC4CEBE8A2C4A236278449F162111D722B018FA1D04

SHA-512: D3FF58AA9C5E52F3DDEF5ABB324C5A3684582315AE55D012FCB2F99E9D5E2913601F0C3534595493F7169B86A933E7A85534918B641B0D938B0F6347C65B8822

Malicious: false

Reputation: low

Chrome Cache Entry: 194

Chrome Cache Entry: 195

Chrome Cache Entry: 196
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URL: https://www.nbnewstar.com.cn/xiaoyucms/js/sohowp.min.js

Preview: jQuery.easing.jswing=jQuery.easing.swing;jQuery.extend(jQuery.easing,{def:"easeOutQuad",swing:function(e,f,a,h,g){return jQuery.easing[jQuery.easing.def](e,f,a,
h,g)},easeInQuad:function(e,f,a,h,g){return h*(f/=g)*f+a},easeOutQuad:function(e,f,a,h,g){return -h*(f/=g)*(f-2)+a},easeInOutQuad:function(e,f,a,h,g){if((f/=g/2)<1){return 
h/2*f*f+a}return -h/2*((--f)*(f-2)-1)+a},easeInCubic:function(e,f,a,h,g){return h*(f/=g)*f*f+a},easeOutCubic:function(e,f,a,h,g){return h*((f=f/g-1)*f*f+1)+a},easeInOut
Cubic:function(e,f,a,h,g){if((f/=g/2)<1){return h/2*f*f*f+a}return h/2*((f-=2)*f*f+2)+a},easeInQuart:function(e,f,a,h,g){return h*(f/=g)*f*f*f+a},easeOutQuart:function(e,f,a,h,g){r
eturn -h*((f=f/g-1)*f*f*f-1)+a},easeInOutQuart:function(e,f,a,h,g){if((f/=g/2)<1){return h/2*f*f*f*f+a}return -h/2*((f-=2)*f*f*f-2)+a},easeInQuint:function(e,f,a,h,g){return h*(f/=
g)*f*f*f*f+a},easeOutQuint:function(e,f,a,h,g){return h*((f=f/g-1)*f*f*f*f+1)+a},easeInOutQuint:function(e,f,a,h,g){if((f/=g/2)<1){return h/

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JPEG image data, Exif standard: [TIFF image data, little-endian, direntries=16, height=2432, bps=206, PhotometricIntepretation=RGB, manufacturer=Canon, model=Ca
non EOS 70D, orientation=upper-left, width=3648], baseline, precision 8, 921x1364, components 3

Category: dropped

Size (bytes): 512998

Entropy (8bit): 7.892485822361196

Encrypted: false

SSDEEP: 12288:DqGjbGIJUzuCzHEZKoSalv90dBCbY47V9J3j3FF40hTio:ZRUJzNoSaLbB3JTVFthr

MD5: C70E18C678028BD56F3B085553471723

SHA1: 6B3FB3013BC3ACBEF1FCB451DFEC18B9B79964C4

SHA-256: E4138001F3E5B6C48C1919EE658A2196E1D62243D51BB928C26D16475852FEFE

SHA-512: 5427B6DB4B1C7756EF11C04B0DB094228420EB41B1006F502A57D347D845B6F5B0F226CDBCDABC4CC684B204D0BD87BAFD6F29F3B7CB90BE76A3AF93BDA6D
6EF

Malicious: false

Reputation: low

Preview: .....eExif..II*...............@...............................................................................................................(...........1...........2.......................i.......,...%.....................Canon.Canon EOS 
70D......'.......'..Adobe Photoshop 21.0 (Windows).2022:06:13 14:05:55..&........................."...........'.......d...0...........2.......d...........0230............................................2.......
....:...........B...........J...................................R...........Z...........00..........00..........00..........0100................................T.......................b...........j.....................................................
..........0...........1.......r...2...........4...........5...................2...-.......2022:06:12 12:41:25.2022:06:12 12:41:25..........`..............)...........................................................................
......................................................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 1310x1042, components 3

Category: dropped

Size (bytes): 193423

Entropy (8bit): 7.972855132501415

Encrypted: false

SSDEEP: 3072:jdZaj+GaAPjCxXhOdrlxH7ZIU4LaJp9dUqeKt2hImYtzNMU1JFAiTBUW46ez946Z:j6aKOq3HK7aJpfUqZZX+U1PAiaCeB46Z

MD5: 6F62692E8D1208163F9AA11E4FE8738A

SHA1: 238B8EF96983C9550C012EF9314932AF528D5714

SHA-256: 1C6BD59E6CCCED8D1C46996AC4D1170E401BEEFA63F106DA94F56626448DBC04

SHA-512: EFBD82CB6C85AF5656A3102095DF8EFD445EF8550D1FA89554B0CFD998DF6B752FA98A1C953B74DD6569524BB9DA6090A026B009CE43074D39392788FDE8C3A
2

Malicious: false

Reputation: low

Preview: ......JFIF.....`.`.....C..............................................!........."$".$.......C.....................................................................................................................P.......................!..1AQ.."aq...2B
..#....3R.$br...4CS...s..%5Ec..6Td..Ut.................................3......................!.1.A.Q.".2aq.#B.R.3.Cb.$..............?..S.D.%....)...2..R%D>......a.@ _T.H@ ..*.D..@"........@
.B(.Q......P...*...T(........P.*..@ ?D@9.P........A.P.@ \.C.....D.... :"...DQ..D..D.T...........p.@ H.9E...B.@..... r.......(...............@......@.@.E/.T8.J.@| ]P.Sg.TR'*../.....P....:.:..
D.T.....E..A. ...P..Q.aU....."........3. y...(..h.8D.I@ ...*....d..h.B.."......].4........P4.....3....@ ...@.......{..(@.A....T.(..]....@....P...U.@....B........E........".C.]..).@.T.......@}....QA@..
....0.....E..2....."...|.!N..D............CaP(...(..L.'...-.Z........P..|........P.%U.T...!PN.6..0P... ..@ h.. >...)"..(D... h..B...@e..P4.@......

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: GIF image data, version 89a, 1 x 1

Category: dropped

Size (bytes): 43

Entropy (8bit): 3.0950611313667666

Encrypted: false

SSDEEP: 3:CUMllRPQEsJ9pse:Gl3QEsJLse

MD5: AD4B0F606E0F8465BC4C4C170B37E1A3

SHA1: 50B30FD5F87C85FE5CBA2635CB83316CA71250D7

SHA-256: CF4724B2F736ED1A0AE6BC28F1EAD963D9CD2C1FD87B6EF32E7799FC1C5C8BDA

SHA-512: EBFE0C0DF4BCC167D5CB6EBDD379F9083DF62BEF63A23818E1C6ADF0F64B65467EA58B7CD4D03CF0A1B1A2B07FB7B969BF35F25F1F8538CC65CF3EEBDF8A
0910

Chrome Cache Entry: 197

Chrome Cache Entry: 198

Chrome Cache Entry: 199
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Malicious: false

Reputation: low

Preview: GIF89a.............!.......,...........L..;

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: downloaded

Size (bytes): 128

Entropy (8bit): 4.841820822684025

Encrypted: false

SSDEEP: 3:Ha4iCnblXEHnMzk3OVSE7UV8qY:64iu56r3OJwV8j

MD5: 5D944EC893E8C1EA9A2235DFF57A1FA3

SHA1: 346317478EA81F379E982EF01D6DE049E874F3D6

SHA-256: 0DC41A5C4D175F96649FFD2A821DC776460BE876D3355D64A2987EC1DA7E6219

SHA-512: B982280181A8010EDBD023689316E6F4DDC3964B8448D89485483E753E02749B588EC1996B0CC8AD1CEC815755149612DF0427C93B20EF6B14709D2C7BFA2977

Malicious: false

Reputation: low

URL: https://content-
autofill.googleapis.com/v1/pages/ChVDaHJvbWUvMTE3LjAuNTkzOC4xMzISEAlIc_2Ur64IIhIFDUqmpFESSAmmaM5XrEIZyxIFDaPHksISBQ2SBVTOEgUNJxdInxIFDeJq
c8kSBQ31KTVsEgUNlFT6zxIFDXhvEhkSBQ0C7tUGEgUNhiUlIw==?alt=proto

Preview: CgkKBw1KpqRRGgAKUQoHDaPHksIaAAoHDZIFVM4aAAoHDScXSJ8aAAoHDeJqc8kaAAoHDfUpNWwaAAoHDZRU+s8aAAoHDXhvEhkaAAoHDQLu1QYaAAoHDYYl
JSMaAA==

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JPEG image data, Exif standard: [TIFF image data, big-endian, direntries=7, orientation=upper-left, xresolution=98, yresolution=106, resolutionunit=2, software=Adobe 
Photoshop CS6 (Windows), datetime=2018:02:01 10:39:16], baseline, precision 8, 916x470, components 3

Category: dropped

Size (bytes): 162191

Entropy (8bit): 7.918144876051823

Encrypted: false

SSDEEP: 3072:5hxNceEONUicQn4/LF5Qu7id4gzZ0V8Ftq/ZoKlV9Qbu:fvNUhu4R5Qu2d4go8FtqoKz9Q6

MD5: 83D06670CAD2BEAAC523A08942142849

SHA1: 4CC240BA2454F70076F11A642D468C058927BF8C

SHA-256: CE0BDFFB9039D98FF7BF3016E6E171376A3A00A9A69E6D5AB4133AE942329073

SHA-512: E87C34BB6D29EECD02F1D0C972B55D963E5E1E8EDD97DC676CA0AE6301CFD6F2255553637028D448A6A5A7E6208E557C6FE5AAED5024E68DAEE14999484032
10

Malicious: false

Reputation: low

Preview: ....".Exif..MM.*.............................b...........j.(...........1.........r.2...........i....................'.......'.Adobe Photoshop CS6 (Windows).2018:02:01 10:39:16.............................................
.....................................&.(................................ ........H.......H.........XICC_PROFILE......HLino....mntrRGB XYZ .........1..acspMSFT....IEC sRGB.......................-HP  ............
....................................cprt...P...3desc.......lwtpt........bkpt........rXYZ........gXYZ...,....bXYZ...@....dmnd...T...pdmdd........vued...L....view.......$lumi........meas.......$tech...0
....rTRC...<....gTRC...<....bTRC...<....text....Copyright (c) 1998 Hewlett-Packard Company..desc........sRGB IEC61966-2.1............sRGB IEC61966-2.1..............................
....................XYZ .......Q........XYZ ................XYZ ......o...8.....XYZ ......b.........XYZ ......$.........desc........IEC http://www.iec.ch............IEC http://www.iec.ch....

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 1198x1629, components 3

Category: dropped

Size (bytes): 242576

Entropy (8bit): 7.968275722266046

Encrypted: false

SSDEEP: 6144:XJzbwYXe3I54MHGe2DGN232sTpJyvpc5w6FAsN3MRGos+/u6DP:XJzUaSA4GUD3Gs8g1SY3iGoHP

MD5: E3D4F2A095828AA93863079BC9752884

SHA1: 090FED729C11C5FA0D705A5B9FBBED3D0ED58104

SHA-256: 7AE8AC0A58DE36A8F0EE7BAF0D3BDEE79B6393B24ECD92BBE463CCC79380C6E7

SHA-512: 8F58999D07DD67F520265A44ABF00DD3A89DA56A9CEFC9F41ACB5F3B33E305CF8244CFE340C56A8CCDEE03387DC41C41BB44CB0EB935A08749B94EE147C640
51

Malicious: false

Reputation: low

Chrome Cache Entry: 200

Chrome Cache Entry: 201

Chrome Cache Entry: 202
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Preview: ......JFIF.....`.`.....C..............................................!........."$".$.......C.......................................................................]..............................................\.......................!.1.AQ.."aq.2..
..#B...3R..$br..Cc......%4Ss....&5Dt...'EUdu...6Te.7................................2......................!.1.AQ.."a.2#q3B...R..b..4............?..z....@......4...(.@"l .......P5@.@ ....@ ...P.B...@.
A.. ....(. %.@.(..T%.T.....%.(.!....!....QD..!.".P....B.QB @B..."....7E.......u...Q...h....H....@...<......@.....P..@ ..*..H....H......).O.l0S`..J.2.h...@...J...aD.P.....P..@R. j.....@.b.`FB
...J(T"..GT..!.....*.. x@|P.....@ j..................@....J...$B@..h...0.."....9 E...P..".P4.E.h......|Q.r..2.....(D..(.@.RQ...P.D...8F.&.....%4.P H.P h......@.P......T.......@ H......P.@ 9.
.9......@...@ ....!6.@..J..@ ....J..&.Jh.(j..khh.HhF....@....E".@. @ h......).J.U.@ ...Q(.J.D..........(@J.$M.H.D....((. @ ....@ ..(..|.H.A.sE......H.....Q.... .4....

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (20087), with CRLF line terminators

Category: downloaded

Size (bytes): 20219

Entropy (8bit): 5.340030935431211

Encrypted: false

SSDEEP: 384:iPhVPXQ2G2XAQyqVxRQ5giCCMLtA15h5/F6l8aZwHwztLCpmst:iPBIt8I5h5t1qkOLCMst

MD5: B37D7EDF99565D3858EAA1AD80DF3CFF

SHA1: 786A4343711E9AF5E5DFCC493E7D2331B48875BB

SHA-256: B0A45CD5AED66E27BD8EE861D0E3B782C8E79849BDE32F90F078B9F2451A36F2

SHA-512: A48797BF6796AB59E1B40003C98AC999A877C8B07ADBF317B087FF49046C943A11C3922B92F228E88C1C770B1E4D80B75240C79E9958DE50FCF1FBB9C35DBD1
A

Malicious: false

Reputation: low

URL: https://www.nbnewstar.com.cn/xiaoyucms/js/jquery.magnific-popup.js

Preview: /*! Magnific Popup - v1.1.0 - 2016-02-20..* http://dimsemenov.com/plugins/magnific-popup/..* Copyright (c) 2016 Dmitry Semenov; */..!function(a){"function"==typeof define
&&define.amd?define(["jquery"],a):a("object"==typeof exports?require("jquery"):window.jQuery||window.Zepto)}(function(a){var b,c,d,e,f,g,h="Close",i="BeforeClos
e",j="AfterClose",k="BeforeAppend",l="MarkupParse",m="Open",n="Change",o="mfp",p="."+o,q="mfp-ready",r="mfp-removing",s="mfp-prevent-close",t=function(){},u=!!w
indow.jQuery,v=a(window),w=function(a,c){b.ev.on(o+a+p,c)},x=function(b,c,d,e){var f=document.createElement("div");return f.className="mfp-"+b,d&&(f.innerHTML=d
),e?c&&c.appendChild(f):(f=a(f),c&&f.appendTo(c)),f},y=function(c,d){b.ev.triggerHandler(o+c,d),b.st.callbacks&&(c=c.charAt(0).toLowerCase()+c.slice(1),b.st.cal
lbacks[c]&&b.st.callbacks[c].apply(b,a.isArray(d)?d:[d]))},z=function(c){return c===g&&b.currTemplate.closeBtn||(b.currTemplate.closeBtn=a(b.st.closeMarkup.repl
ace("%title%",b.st.tClose)),g=

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 980x1554, components 3

Category: downloaded

Size (bytes): 224723

Entropy (8bit): 7.95344365922895

Encrypted: false

SSDEEP: 3072:i/hjtRTSXaSMuoyF6+kqvJJOBdtSGWr4aqCzJ+M+sERD+TYcvWjA9ARP8WLRi+qJ:ghjtZ2aCtgBdtSGWr4hFSRcEBJ

MD5: 0D661BBEA060037177B75641730A8E16

SHA1: 68B0A3B840ABDD53616B4D9E92D8CA38D5BA8AB5

SHA-256: EB9738AB6B7BBA82AD359A6D235CDAC8E0115A282489E158F7D4D6608361E9DC

SHA-512: 0EEE02CD6DFDD44715CC1BF99ED8C0FDC56059BA1DC64A94D202B2D597384B287ECA60B914FEE2A18875A8F712260273A8B885E68E53D246C4FA798C8DAAE3
0D

Malicious: false

Reputation: low

URL: https://www.nbnewstar.com.cn/Uploads/pro/62201c707b9ea.jpg

Preview: ......JFIF.....`.`.....C..............................................!........."$".$.......C......................................................................................................................T.......................!..1A.."Qaq.2..
.#.3BR....$br.4C..S....%cs.&5D...t.T..Ed....................................8......................!.1.."AQ.2a.#q.3B...R..$...4C...............?....(....5 E...@%...@.. .... ......@... ..P. ..... ...E. ..@... ..
@.....HJ.. ..h.. ......@......".! P.P..!(...@......(HJ...P...B.(H..@4......U %@........ ......P.H..j@ ...... ...h..%. . hH..B....P.H..@.@ .P.B...H...... ... . ..@.@ ..@... ......@$.@... ...H.@. 
h.. ...E. .....!...(......@...R...BA. .@.......H. H.. ...%.... P..... .P.....(!. .@.<.@... .%.......}P..@$.@... ......@.....BA.......@........@...,.@.....R.).*,.@.R.. ...........@... ......@... ...H........
R.....%.t@$ a.............e......@e. ...a...]..@... .........BBP..$..(@.! .G. ..."B....... ..P....!.(.. ..4.@4.......h.P....BA..BA...@..$..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 748x1406, components 3

Category: downloaded

Size (bytes): 121042

Entropy (8bit): 7.971096882008641

Encrypted: false

SSDEEP: 3072:J1liOS79rKPKeuzOAkqxWCedAoiYzRSkpVH5R8sIb0Q97S:J879rKC9z2qxXJ6lRTIb0Q97S

MD5: 1B542290D2B6DE9DB386EF3B4C23FB55

SHA1: 37D09EC974D1149DF3A1E2D6C21D5A85C3033A65

SHA-256: 541352B29AE98FB2CD8019D5A14A4DB0E72158038F843D8C14C7730AB52DB3E2

Chrome Cache Entry: 203

Chrome Cache Entry: 204

Chrome Cache Entry: 205
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SHA-512: E085A30BFADBEFEA4EC27C80DEA6A93D17C883A638A910F7EBEF387C4F444F65838ACEC690A9A5199D78D8B0155322727B795E1BA05F79BA3F2F46CF13EFB8
DD

Malicious: false

Reputation: low

URL: https://www.nbnewstar.com.cn/Uploads/pro/62201a1d0febc.jpg

Preview: ......JFIF.....`.`.....C..............................................!........."$".$.......C.......................................................................~..............................................T......................!..1A.Qa.."q...2
..#B....3Rb.$r...%CSs.....4c..&5Dd..ET.Ut..................................2......................!.1A.."Q2a..#q3B.R..$Cb...............?..n.""......"l..$ R..@A.DPDM.@..P.h..".@..........A..J.." ."*n. . 
R.....T.".(.. .i.@P...A6A.......".($..DM.K...%...D..* ..6i........P.Q......(... ..Q.h....0...l.0E...Dj!..D..@@vE*........f.DT: ...* .....&.t@...D..T.......A....D...Q.@6@. l.l." ..F.."".. ."..].@$sE
K.2("* .'...D.E.....#I... "..........A.Ke@B..h....QA.O$. (......QP.@@by.F.P!.@... . .&..(...""...P.DT..(..R.Q.......E).......6..d@......""..".(!...M.D.d..@6@P..].A,.P.P...E.(..&. ...A.B.n..D
..A"...@cd....ED. dD($ !.....@F..Q..j(.... .S"......h5..@.".PD..:......D@..@.....B.9.D.P0.J ....h......m7.(l."$Y.ED..D.. .CI.........A.MQJ...u0..DEC...

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 927x1644, components 3

Category: downloaded

Size (bytes): 197465

Entropy (8bit): 7.972040364510028

Encrypted: false

SSDEEP: 3072:5JOlZURI8f2xDhPUFI1LeIcHnpsBjZW1q8ZpCeSWxQDrUiT4AIfn7bZHlmF:5JOXMI22xooqv1qcpCe/QD/cACGF

MD5: 67E25030AF0065F08011699EA6B53D0A

SHA1: 31284B6E8B24FB31237AE1E5429E8F6FDCD979D7

SHA-256: BF2E8E359007057425B96BDBF6975171E82E5F47C514C55FA6A2DF3CB8B3B63D

SHA-512: BFEFC8C948A4F0A2E16C9CD7EC6429E5284992037A59AEEFC39940454EB3939A3A2DEDC92EC9E05B338BF6C67FF2F911B055FE0274BB4B4D5638CDE2ACC7B
C53

Malicious: false

Reputation: low

URL: https://www.nbnewstar.com.cn/Uploads/pro/62201d319ae8c.jpg

Preview: ......JFIF.....`.`.....C..............................................!........."$".$.......C.......................................................................l.............................................U.......................!.1.AQ.."aq.#2..
..B.3Rb...$r...4C....%Sc...5D....&Ts'd.EU.........................................................!.1.A"Q.2.a.#3Bq.R...$............?..N.`..P.&T..D........ ....2.=..2.! 9...|.z.$h.................&.@.l.......p.
..$.Q...."...`...v. .....#....9...@....@..4. ....A...bQ@.#....9z..T..n...... .@$.@$.........@%A.@$.. 0B.N..l.6..)....$.#CD.......fPE.-.(..@'...!..C..$4...(..%@..@.'.....H....H.r......D..z. .
4@9.@.. h..<... ..S...{.H .f~..<...A0...$....6.` .$......2......@..-....@..4.J`s@....J4.J..@2..@.4.s@...."$. .....A....c..F:..l..(.&..%(.` ..@... ..A.D.@$..@.F..H.0!#.H Q@.L..f2...@0` 
....'..#..2.).'.>iz!.l..@.#.H ...{.=.J.=Q:...O@....4.a#....g.$..4..34.@.L........"..@.xH..0..&..!G$..h..9s..A........$..*.....@....... ......$.@...P..D....

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 829x646, components 3

Category: dropped

Size (bytes): 85992

Entropy (8bit): 7.9540362828701365

Encrypted: false

SSDEEP: 1536:94b2GjJj0Zckn8ogTMtazgG5zK5namxNRbcOC0vPP026RHtJFDXaJ7Yu8Lmqa:9uJURv+BzgGVKFamLRbcjdRnRXaJ7YuD

MD5: 5FDA889A456978929C537122FD2676E2

SHA1: 80AFF9962E29EEED2D6742E5BFB6E1D79E68D815

SHA-256: F52D929798445AEEC6E0D229ECF368CB4F0A0F7796A3E0EB910D4978B8BE8C99

SHA-512: F4E3E0B537FCAA711477890E5F5358F952BAB3D9430C16DCF9B74DAE76AEFA8490EA21B0D823E1141E04631691F564F20FA3F3A8B82B38EF184A02687D9B3F85

Malicious: false

Reputation: low

Preview: ......JFIF.....`.`.....C..............................................!........."$".$.......C.........................................................................=...........................................J.......................!.1.AQ.."aq..2..
.#B...R.$3b...4Cr....%Scs..5.T................................./......................!.1.AQ.."a.2Bq#3..R................?......!J....H.L...H. ..... ......@.B.[.(H. .(.s@.......$...H..@....R..(.J.2....(.J.R..S.
J.R..P...R....(.....B.......(.J.)@.(. A........@.P!J..@.P...e....\.....P...'..$.P.......@.r......A.`..B.Cd.<......)..2..(.......YL,!..@.. L^.......(.%....m...(............ ..P......R..P..@.(...)@.P..H....P 
...@.(.%..(...)@.P...R....(.J.S..$......)@..._4....)@.. P.......I.. .......=P......$...@.....). .....(.J.S..>h.J.Z..R....(.J.2..P......P...2..P.... .NP ..)@.P!.(.J.2...!.....$.. .5....S..H.J.H.e...@......
............2..@.` .(....$.e..P......R....(.J.A.$....(.J.R..........@...(.s@.....h....$......!y b.@...@...... a.@.d.... .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 1310x1042, components 3

Category: downloaded

Size (bytes): 193423

Entropy (8bit): 7.972855132501415

Encrypted: false

SSDEEP: 3072:jdZaj+GaAPjCxXhOdrlxH7ZIU4LaJp9dUqeKt2hImYtzNMU1JFAiTBUW46ez946Z:j6aKOq3HK7aJpfUqZZX+U1PAiaCeB46Z

MD5: 6F62692E8D1208163F9AA11E4FE8738A

SHA1: 238B8EF96983C9550C012EF9314932AF528D5714

Chrome Cache Entry: 206

Chrome Cache Entry: 207

Chrome Cache Entry: 208
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SHA-256: 1C6BD59E6CCCED8D1C46996AC4D1170E401BEEFA63F106DA94F56626448DBC04

SHA-512: EFBD82CB6C85AF5656A3102095DF8EFD445EF8550D1FA89554B0CFD998DF6B752FA98A1C953B74DD6569524BB9DA6090A026B009CE43074D39392788FDE8C3A
2

Malicious: false

Reputation: low

URL: https://www.nbnewstar.com.cn/Uploads/pro/62201a77d2aa1.jpg

Preview: ......JFIF.....`.`.....C..............................................!........."$".$.......C.....................................................................................................................P.......................!..1AQ.."aq...2B
..#....3R.$br...4CS...s..%5Ec..6Td..Ut.................................3......................!.1.A.Q.".2aq.#B.R.3.Cb.$..............?..S.D.%....)...2..R%D>......a.@ _T.H@ ..*.D..@"........@
.B(.Q......P...*...T(........P.*..@ ?D@9.P........A.P.@ \.C.....D.... :"...DQ..D..D.T...........p.@ H.9E...B.@..... r.......(...............@......@.@.E/.T8.J.@| ]P.Sg.TR'*../.....P....:.:..
D.T.....E..A. ...P..Q.aU....."........3. y...(..h.8D.I@ ...*....d..h.B.."......].4........P4.....3....@ ...@.......{..(@.A....T.(..]....@....P...U.@....B........E........".C.]..).@.T.......@}....QA@..
....0.....E..2....."...|.!N..D............CaP(...(..L.'...-.Z........P..|........P.%U.T...!PN.6..0P... ..@ h.. >...)"..(D... h..B...@e..P4.@......

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 886x1378, components 3

Category: dropped

Size (bytes): 178813

Entropy (8bit): 7.966063414621669

Encrypted: false

SSDEEP: 3072:BJiCvsv6FV4eQdsV6mkXrjBu+L9OXuk+dC1PfFMsw6PAAAUP9yCAD1p/1Mta:BECvsv6jOXmurjBuwIukB1PfFMsw6Phs

MD5: 096E86A2365E4CE548136698FE8E02FD

SHA1: ABEBEEAE341828D524F3520F97716ABE49BE6430

SHA-256: AD7DF8B17C85C6AB755ECF45C86640CCAD4388AC54D9B5CDFE074DDEE9CE5A01

SHA-512: 59A6346260B618B54D972B73B09BC89DDA29E50932188B6524E180AAFFED9C7C2707441F232610244AE6D1EC2515CC6AE412DF26E0CAC5E3C38F998A23A72DD
E

Malicious: false

Reputation: low

Preview: ......JFIF.....`.`.....C..............................................!........."$".$.......C.......................................................................b.v............................................J.......................!..1AQ.."aq...2
..#B....3R$b..4r...%CS...5.c.D..................................1......................!.1.A"Q.2.a.#q3B...$CR..4............?..r;"..H...t@t@ ..tCCD.h...!... E".!..B....6....*.@............P$C.(.E.@!.x@. 
....".@ %............`...bP...r.... }P .....P.. E"r.A..... ..(..2.h....0..D...@p..K.....e..@ ........P0.{ >...9.C..hu@.... }.B..P..... >P.......@.M. ..........@....C.. ......(..D..(@B......E....GT.
D@....P..@....`.F......D..a.a."....e..@....h....".!...e.r.}.....@.....R(.>..(..@.#. ....(..R#.C0.>...D......(.E$M.......@..3.........."....^...!..0....H..@.)Cf.@ .B.".........$... .0............ .....
.4P..)D..=...@. ....(..D4R?(..".PP..9D.........@.@".Q.@u@.@...(%........@s... %....@.@. H..a.... $...{..(D...E...M.. .dP.@.............d

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 1467x1465, components 3

Category: downloaded

Size (bytes): 282570

Entropy (8bit): 7.971088155392411

Encrypted: false

SSDEEP: 6144:wrGq+SPYraZfEc32WgERpqwjczHJyjbp+BqYr9iQ5HJeo3wkNCp:w1VAraKU2VEHIcvp+Bj5XJop

MD5: 5F22B3A61E2B1762EB00364F139567CF

SHA1: FCA4525A0E39CD3DB9016FE87F530FACF8BFCFC2

SHA-256: FEECE205E5E676065BD5AE1432BA4652ABBB149249A2ACFC3D6B2DB8AFB0B5DE

SHA-512: 4D4C55E3FE99B484CECD81F7D3C728E164AF9CF390EFBEC90612A76D40EFEC5BFAB99E0971E983B6B29F0C12892E66645BB7B85D7376502141E26B49E3EDC5
4C

Malicious: false

Reputation: low

URL: https://www.nbnewstar.com.cn/Uploads/pro/62201673b0ffe.jpg

Preview: ......JFIF.....`.`.....C..............................................!........."$".$.......C.....................................................................................................................N.......................!.1A.Q."aq.....2
.#BR...3b...$4r....CS..%5Dc.&s..T.6U.................................-......................!.1.A.Q."2a.q#B.3.R..............?..FQ6...h...C......B..=...P7@ .@ h..@.....e.@.....!..2...0.cx@....@....E."
..AD..........".B@ .46H..@ ~..@#d..R..D.....L.X@ . @".T@.@J. ....S...@ .....d.....@GtP.%....B.P9@... E....fr.m.....@...a....7@B..@I@......AD..... ....8@ h..(8D".... .....P.........
O... ....I@..@ .B .... h....(.....7@. %......>....E>.$M...........(D...d....@...@=.@@..h.. r....d.@}P<".D..@.....!...>0.D*.CA..@.B!r...B..P%@..B @.......@.E..P4.....@ ..p.@ ..... .... 
n.7@r.@.d@.@.......2...(.E.t@.B @.. ......=.=./...E.J @....d.P.......4x@.............Q.t....@".C@..A@ 7@.B E......#(.......@ h......@ .@".@P, ` P.....E.D$..'......%.`.t.a.(.PP.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: GIF image data, version 89a, 1 x 1

Category: downloaded

Size (bytes): 43

Entropy (8bit): 3.0950611313667666

Encrypted: false

SSDEEP: 3:CUMllRPQEsJ9pse:Gl3QEsJLse

Chrome Cache Entry: 209

Chrome Cache Entry: 210

Chrome Cache Entry: 211
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MD5: AD4B0F606E0F8465BC4C4C170B37E1A3

SHA1: 50B30FD5F87C85FE5CBA2635CB83316CA71250D7

SHA-256: CF4724B2F736ED1A0AE6BC28F1EAD963D9CD2C1FD87B6EF32E7799FC1C5C8BDA

SHA-512: EBFE0C0DF4BCC167D5CB6EBDD379F9083DF62BEF63A23818E1C6ADF0F64B65467EA58B7CD4D03CF0A1B1A2B07FB7B969BF35F25F1F8538CC65CF3EEBDF8A
0910

Malicious: false

Reputation: low

URL: https://hm.baidu.com/hm.gif?cc=1&ck=1&cl=24-bit&ds=1280x1024&vl=907&et=0&ja=0&ln=en-
us&lo=0<=1710748660&rnd=546187987&si=25f937473d69b499c59a0b34fb494cc7&v=1.3.0&lv=2&sn=23067&r=0&ww=1280&u=https%3A%2F%2Fwww.nbnewstar.com.
cn%2Fproduct%2Fproduct-40-20.html&tt=Metal%20tray%20table

Preview: GIF89a.............!.......,...........L..;

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JPEG image data, Exif standard: [TIFF image data, little-endian, direntries=16, height=2432, bps=206, PhotometricIntepretation=RGB, manufacturer=Canon, model=Ca
non EOS 70D, orientation=upper-left, width=3648], baseline, precision 8, 921x1364, components 3

Category: downloaded

Size (bytes): 512998

Entropy (8bit): 7.892485822361196

Encrypted: false

SSDEEP: 12288:DqGjbGIJUzuCzHEZKoSalv90dBCbY47V9J3j3FF40hTio:ZRUJzNoSaLbB3JTVFthr

MD5: C70E18C678028BD56F3B085553471723

SHA1: 6B3FB3013BC3ACBEF1FCB451DFEC18B9B79964C4

SHA-256: E4138001F3E5B6C48C1919EE658A2196E1D62243D51BB928C26D16475852FEFE

SHA-512: 5427B6DB4B1C7756EF11C04B0DB094228420EB41B1006F502A57D347D845B6F5B0F226CDBCDABC4CC684B204D0BD87BAFD6F29F3B7CB90BE76A3AF93BDA6D
6EF

Malicious: false

Reputation: low

URL: https://www.nbnewstar.com.cn/Uploads/pro/62a7de387053d.jpg

Preview: .....eExif..II*...............@...............................................................................................................(...........1...........2.......................i.......,...%.....................Canon.Canon EOS 
70D......'.......'..Adobe Photoshop 21.0 (Windows).2022:06:13 14:05:55..&........................."...........'.......d...0...........2.......d...........0230............................................2.......
....:...........B...........J...................................R...........Z...........00..........00..........00..........0100................................T.......................b...........j.....................................................
..........0...........1.......r...2...........4...........5...................2...-.......2022:06:12 12:41:25.2022:06:12 12:41:25..........`..............)...........................................................................
......................................................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 874x1535, components 3

Category: dropped

Size (bytes): 192898

Entropy (8bit): 7.962975439702901

Encrypted: false

SSDEEP: 3072:NYDF9nkn3MwD5+mdZ1WTpuvMZNtRSO9rmi4JogDZ+qmkZXBfFp09lBUj+EqCHxPJ:GDF9kn3M25+m5WVuv+tRSarmigDZX5Xb

MD5: FEBE6BCCB6BD11849C0AAB945BA9BC75

SHA1: 9B6B6A2C56884EB2F23B13394CFAEC4D0A36F78A

SHA-256: 4F619C160CC5AB3C389EF3828CF5DDA4ADA12EEFE6EECE0AF7D2E46CAEFC375A

SHA-512: B67C12AD2DEFC198BCB9E0E3A0F1D6DE34BCA8FDBD3B8053EE30C4E14338799F26614A6E3D4DC3F0FA1B4F008BA048768E144478E5444DE57B1AF5268C6BD
FB6

Malicious: false

Reputation: low

Preview: ......JFIF.....`.`.....C..............................................!........."$".$.......C.........................................................................j............................................T.......................!..1.A."Qa.q..#
2...BR...$3b.4Cr...%S...c....DTs.&5....'Ede.................................5......................!.1.A"..2Q.a#qB.3....R.$4C...............?.....J...B...*.J.........t.}.b....Lc.h..$...Lb.d..}.....`;..>..$.....
..;.@..&.H.........wHLG.C.R.....h.@..E.......H......@......@.@....@....P.t.p........z .....9@...r...;....7@... @.......... c.....T..........; `......L.)....v.x. ........0.I...f.X......tP.@.E.@#.dP....
.`..).... ..`...@....*......X.0......`.0........ ..}.\!..H.)X.....`?.V.....Y:.@....L.............h.@....... ....@....2.......4..@......H....P......e.+. .P....@.....9(....H... t4...B<.`8@..........At. ..1. ...{.
`..........E...@..H.@..../...(TG).c.Q@,.0.......l..T...@.v....2.....O.t........`>.X.. .S.).%b..c...............>A!.(.E..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 927x1644, components 3

Category: downloaded

Size (bytes): 197465

Entropy (8bit): 7.972040364510028

Encrypted: false

Chrome Cache Entry: 212

Chrome Cache Entry: 213

Chrome Cache Entry: 214
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SSDEEP: 3072:5JOlZURI8f2xDhPUFI1LeIcHnpsBjZW1q8ZpCeSWxQDrUiT4AIfn7bZHlmF:5JOXMI22xooqv1qcpCe/QD/cACGF

MD5: 67E25030AF0065F08011699EA6B53D0A

SHA1: 31284B6E8B24FB31237AE1E5429E8F6FDCD979D7

SHA-256: BF2E8E359007057425B96BDBF6975171E82E5F47C514C55FA6A2DF3CB8B3B63D

SHA-512: BFEFC8C948A4F0A2E16C9CD7EC6429E5284992037A59AEEFC39940454EB3939A3A2DEDC92EC9E05B338BF6C67FF2F911B055FE0274BB4B4D5638CDE2ACC7B
C53

Malicious: false

Reputation: low

URL: https://www.nbnewstar.com.cn/Uploads/pro/62201d319a9a7.jpg

Preview: ......JFIF.....`.`.....C..............................................!........."$".$.......C.......................................................................l.............................................U.......................!.1.AQ.."aq.#2..
..B.3Rb...$r...4C....%Sc...5D....&Ts'd.EU.........................................................!.1.A"Q.2.a.#3Bq.R...$............?..N.`..P.&T..D........ ....2.=..2.! 9...|.z.$h.................&.@.l.......p.
..$.Q...."...`...v. .....#....9...@....@..4. ....A...bQ@.#....9z..T..n...... .@$.@$.........@%A.@$.. 0B.N..l.6..)....$.#CD.......fPE.-.(..@'...!..C..$4...(..%@..@.'.....H....H.r......D..z. .
4@9.@.. h..<... ..S...{.H .f~..<...A0...$....6.` .$......2......@..-....@..4.J`s@....J4.J..@2..@.4.s@...."$. .....A....c..F:..l..(.&..%(.` ..@... ..A.D.@$..@.F..H.0!#.H Q@.L..f2...@0` 
....'..#..2.).'.>iz!.l..@.#.H ...{.=.J.=Q:...O@....4.a#....g.$..4..34.@.L........"..@.xH..0..&..!G$..h..9s..A........$..*.....@....... ......$.@...P..D....

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 1586x1139, components 3

Category: downloaded

Size (bytes): 292871

Entropy (8bit): 7.966704159724734

Encrypted: false

SSDEEP: 6144:WEWebKmYK9yUj9i/HzZ/jpJCEkvo2rEn4T4x2Sa64dMQkA5goQ0sE:WfebKI2TIEkg1Dx2B646JASo3sE

MD5: A297979DB37D548518775DA9F948723A

SHA1: 8C797AB55F178F817764076A37FEBDF9FF9EFEDC

SHA-256: A59FFDEADFDEF2319296DA913BF81486A168A8D0298B71F58381A4CEE3A8BF2F

SHA-512: A481C3B48EA3A40FF23FB55F5FD813F377888DE822C2F47358A7FFB2B2596F51D4AC5946B2179B952D2A81FA5928F09CC9F44B677DCCC753AEF5362F963F8F10

Malicious: false

Reputation: low

URL: https://www.nbnewstar.com.cn/Uploads/pro/62201dc6a1856.jpg

Preview: ......JFIF.....`.`.....C..............................................!........."$".$.......C.......................................................................s.2...........................................V.......................!.1.AQ.."aq.2...
.#B...3R..$4br...CDS.%Tcs.....5..&EU....dt.6................................2.....................!..1..AQ..."a2BRq#3.b$C................?.....:/..>.jF..":*HM..;.Sl[l..!........e.Zxa...)F..1J.$..1..Ik
I.]......3.T......F...4.bVm.mF*.9.W"#At..j#4.bc;)r4Q.P...I........(...Cc...@....?l.D..$..m..M..lza+B...=.L*.Rg...hd.[..*J.g@.....j..\8...qO..`0..Zm3a.88...}.H~.Z.'.f......d.#Y...a.
.M..@G..uG#b....b9*H.%.9..O...5...l.#/.<...T.I%h..L.`5rJ...C..&.t.a.....Z.F..l3hJ.t.....D..}3.-.k.h.9*eM.C.E...!s<3tb..h%.,6.p.....&.....H9....TE!.|..N.%.J.u!%..4.U$uS..Hm...(..J).
...Y.P..Vg....&...AVC..4..T.H.'Q.(Q.F..'.OhY4.;g`..4.$..K..N...z%Lj.(0..P......1Z....~.1.Z..X.wI.|....D.........$....@YIQpv6...7<.F.Ua.Ht...N$.`j.0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: GIF image data, version 89a, 1 x 1

Category: downloaded

Size (bytes): 43

Entropy (8bit): 3.0950611313667666

Encrypted: false

SSDEEP: 3:CUMllRPQEsJ9pse:Gl3QEsJLse

MD5: AD4B0F606E0F8465BC4C4C170B37E1A3

SHA1: 50B30FD5F87C85FE5CBA2635CB83316CA71250D7

SHA-256: CF4724B2F736ED1A0AE6BC28F1EAD963D9CD2C1FD87B6EF32E7799FC1C5C8BDA

SHA-512: EBFE0C0DF4BCC167D5CB6EBDD379F9083DF62BEF63A23818E1C6ADF0F64B65467EA58B7CD4D03CF0A1B1A2B07FB7B969BF35F25F1F8538CC65CF3EEBDF8A
0910

Malicious: false

Reputation: low

URL: https://hm.baidu.com/hm.gif?cc=1&ck=1&cl=24-bit&ds=1280x1024&vl=907&et=0&ja=0&ln=en-
us&lo=0<=1710748660&rnd=1981542389&si=25f937473d69b499c59a0b34fb494cc7&v=1.3.0&lv=2&sn=23034&r=0&ww=1280&u=https%3A%2F%2Fwww.nbnewstar.co
m.cn%2Fproducts.html&tt=Products%20-%20SEO%E6%A0%87%E9%A2%98%E4%BC%98%E5%8C%96

Preview: GIF89a.............!.......,...........L..;

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JPEG image data, Exif standard: [TIFF image data, little-endian, direntries=16, height=2432, bps=206, PhotometricIntepretation=RGB, manufacturer=Canon, model=Ca
non EOS 70D, orientation=upper-left, width=3648], baseline, precision 8, 724x1172, components 3

Category: dropped

Size (bytes): 361170

Entropy (8bit): 7.859472119510297

Chrome Cache Entry: 215

Chrome Cache Entry: 216

Chrome Cache Entry: 217
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Encrypted: false

SSDEEP: 6144:PaJyBgJcC/o16saJaiT9i0pEkTvd8NzD91wmoftey1WDxh4eH:PaJz2NiT9i0p9AzDEvEKw3H

MD5: 7AFD3C97C6E5DB41F7B29C3C8DCD4326

SHA1: 196CBB4D6623E46630B745351C7A288623CF0ADD

SHA-256: A2E7E3AAE3DD7052F132C35D31B7AB51F9D0CC93015B31B2FD17D1E8A8C42C6A

SHA-512: 630A25A9018D64D5AE2BDD8B7D5B803168417FC513996E6B8F52F8560A95E0F33BD76BAFF0B19EA30DF2A3EC27273F285F566D6BBFD20D473D954E87D987DF4
B

Malicious: false

Reputation: low

Preview: ......Exif..II*...............@...............................................................................................................(...........1...........2.......................i.......,...%.....................Canon.Canon EOS 
70D......'.......'..Adobe Photoshop 21.0 (Windows).2022:06:13 13:46:30..&........................."...........'.......d...0...........2.......d...........0230............................................2.......
....:...........B...........J...................................R...........Z...........00..........00..........00..........0100........................................................b...........j.....................................................
..........0...........1.......r...2...........4...........5...................}...G.......2022:06:12 12:30:47.2022:06:12 12:30:47.........................)...........................................................................
......................................................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 874x1535, components 3

Category: downloaded

Size (bytes): 192898

Entropy (8bit): 7.962975439702901

Encrypted: false

SSDEEP: 3072:NYDF9nkn3MwD5+mdZ1WTpuvMZNtRSO9rmi4JogDZ+qmkZXBfFp09lBUj+EqCHxPJ:GDF9kn3M25+m5WVuv+tRSarmigDZX5Xb

MD5: FEBE6BCCB6BD11849C0AAB945BA9BC75

SHA1: 9B6B6A2C56884EB2F23B13394CFAEC4D0A36F78A

SHA-256: 4F619C160CC5AB3C389EF3828CF5DDA4ADA12EEFE6EECE0AF7D2E46CAEFC375A

SHA-512: B67C12AD2DEFC198BCB9E0E3A0F1D6DE34BCA8FDBD3B8053EE30C4E14338799F26614A6E3D4DC3F0FA1B4F008BA048768E144478E5444DE57B1AF5268C6BD
FB6

Malicious: false

Reputation: low

URL: https://www.nbnewstar.com.cn/Uploads/pro/62201d7560d3e.jpg

Preview: ......JFIF.....`.`.....C..............................................!........."$".$.......C.........................................................................j............................................T.......................!..1.A."Qa.q..#
2...BR...$3b.4Cr...%S...c....DTs.&5....'Ede.................................5......................!.1.A"..2Q.a#qB.3....R.$4C...............?.....J...B...*.J.........t.}.b....Lc.h..$...Lb.d..}.....`;..>..$.....
..;.@..&.H.........wHLG.C.R.....h.@..E.......H......@......@.@....@....P.t.p........z .....9@...r...;....7@... @.......... c.....T..........; `......L.)....v.x. ........0.I...f.X......tP.@.E.@#.dP....
.`..).... ..`...@....*......X.0......`.0........ ..}.\!..H.)X.....`?.V.....Y:.@....L.............h.@....... ....@....2.......4..@......H....P......e.+. .P....@.....9(....H... t4...B<.`8@..........At. ..1. ...{.
`..........E...@..H.@..../...(TG).c.Q@,.0.......l..T...@.v....2.....O.t........`>.X.. .S.).%b..c...............>A!.(.E..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 927x1403, components 3

Category: downloaded

Size (bytes): 239366

Entropy (8bit): 7.966393997912628

Encrypted: false

SSDEEP: 6144:KG1m5NjOQyVOEFNuv+u5UiA6Hsa4ffXJJW:KG1WHyNbPyUifHx4HXW

MD5: FACDBCCAC6D6747593964B2C070A450A

SHA1: 511EB5B9E6BCE53CC23A2F8301EC3B458538CB13

SHA-256: A43D6B1CAF70E4BFAEA509A9AED5DC67B28F72A33D4FCFDE04E9D988F4200D2E

SHA-512: A544E4D3E7FB5C4A796E979329E0B84DF3C5E34B687434F7FF3993D4EF5DBC9EEEDE1CCFF75691E3AA8AD83896D2B164F9F289DBE6B24D34A41A19919117EE
E3

Malicious: false

Reputation: low

URL: https://www.nbnewstar.com.cn/Uploads/pro/62201ce465aff.jpg

Preview: ......JFIF.....`.`.....C..............................................!........."$".$.......C.......................................................................{..............................................O.........................!1..AQ."aq.2.
.#B..$3R...br.4C...S...%.&5cs..6DE.T..d................................4......................!.1.."AQ.2a.q#B..3R....$Cr..............?..!...@........(.......N.@....Y.%.P.. ......@.@..@...m..: .^...mP.t.
[.`....@.... ....@....... ....@....... ....@............@.....!P0@.P!P0@..........P&".....".T... @...............J...+.mN!=Hu.'..|......|..i..1...%.2.._.:....w...m....'P..@....VA...c..I...6x..../.q......;...
^....9...4..ic..+/OGgj42~Q..u.v.).G.X.n.Zj.N.P.... ....@....... ....@....... ......@....@. .......a.@.......: ....@.....`..t.Qt...P...P.M..t.......@.... ....@....... ....@....... ......].......P...... . .T....@
...... ....,.....".T......*........5...T.>l.G.Y..6L.#.k$/...@..7ro..}.....L>...Ye......{........./P............a.......

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (32077)

Category: downloaded

Chrome Cache Entry: 218

Chrome Cache Entry: 219

Chrome Cache Entry: 220
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Size (bytes): 97184

Entropy (8bit): 5.373357406768198

Encrypted: false

SSDEEP: 1536:GYE1JVoiB9JqZdXXe2pD3PgoIiulrUdTJSFk/zkZ4HjL5o8srOaS9TwD6b7/Jp97:t4J+R3jL5TCOauTwD6FdnCVQNea98Hrm

MD5: 8610F03FE77640DEE8C4CC924E060F12

SHA1: 076524186DBBDD4C41AFBBD6B260D9E46A095811

SHA-256: FC48D1D80ECE71A79A7B39877F4104D49D3DA6C3665CF6DC203000FB7DF4447E

SHA-512: 10FE149F49675C81BDD7C9D8323E7C5C42FF587028DE0783ABD1C62CFCA8F34142A1CF34260F2C6CF601A507F599BD384C044409350EFB83D3EEF2326003F62F

Malicious: false

Reputation: low

URL: https://www.nbnewstar.com.cn/xiaoyucms/js/jquery.js

Preview: /*! jQuery v1.12.4 | (c) jQuery Foundation | jquery.org/license */.!function(a,b){"object"==typeof module&&"object"==typeof module.exports?module.exports=a.document?
b(a,!0):function(a){if(!a.document)throw new Error("jQuery requires a window with a document");return b(a)}:b(a)}("undefined"!=typeof window?window:this,function(a,b)
{var c=[],d=a.document,e=c.slice,f=c.concat,g=c.push,h=c.indexOf,i={},j=i.toString,k=i.hasOwnProperty,l={},m="1.12.4",n=function(a,b){return new n.fn.init(a,b)},o=/^[\s\
uFEFF\xA0]+|[\s\uFEFF\xA0]+$/g,p=/^-ms-/,q=/-([\da-z])/gi,r=function(a,b){return b.toUpperCase()};n.fn=n.prototype={jquery:m,constructor:n,selector:"",length:0,toArray:fu
nction(){return e.call(this)},get:function(a){return null!=a?0>a?this[a+this.length]:this[a]:e.call(this)},pushStack:function(a){var b=n.merge(this.constructor(),a);return 
b.prevObject=this,b.context=this.context,b},each:function(a){return n.each(this,a)},map:function(a){return this.pushStack(n.map(this,function(b,c){return a.ca

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: GIF image data, version 89a, 1 x 1

Category: dropped

Size (bytes): 43

Entropy (8bit): 3.0950611313667666

Encrypted: false

SSDEEP: 3:CUMllRPQEsJ9pse:Gl3QEsJLse

MD5: AD4B0F606E0F8465BC4C4C170B37E1A3

SHA1: 50B30FD5F87C85FE5CBA2635CB83316CA71250D7

SHA-256: CF4724B2F736ED1A0AE6BC28F1EAD963D9CD2C1FD87B6EF32E7799FC1C5C8BDA

SHA-512: EBFE0C0DF4BCC167D5CB6EBDD379F9083DF62BEF63A23818E1C6ADF0F64B65467EA58B7CD4D03CF0A1B1A2B07FB7B969BF35F25F1F8538CC65CF3EEBDF8A
0910

Malicious: false

Reputation: low

Preview: GIF89a.............!.......,...........L..;

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 605x1313, components 3

Category: dropped

Size (bytes): 158074

Entropy (8bit): 7.979549399344958

Encrypted: false

SSDEEP: 3072:wRe2ag7uR3MQoYx31c7THsaLkAY3SMmkh0ie9gwFvWPNM2e8:wAI7uR3QWiYaLtMmkhbezOWN8

MD5: BCF7314C019499E866931F148342DBBF

SHA1: B6B73B40EEAC781E6B2BB312F1AF9F430C5FD684

SHA-256: 2C5F7761BF74C0B09DF635A73A5BA2EAAB4CC89F94AE7B4C69C9F58D31ECD508

SHA-512: 2A6182D4E6B9C10E7097F437FA479031D2D6ABCD5D33CE9EA6D0442B46668D54B856B87261AD4EB749883FB64D4B86E94100D502D6EA02442A7BEA38A8FC0CA
4

Malicious: false

Reputation: low

Preview: ......JFIF.....`.`.....C..............................................!........."$".$.......C.......................................................................!.]...........................................\.........................!.1AQ.."aq..2.
..#BRbr....$34....%CSs....5Dc...Tdt..&'6EU...u..................................:......................!1...AQ.".2Ra.Bq..#3...b...CS..$s.............?....... ........@..... ..*.D...@..................!(.P.... .
...@.......@.............b.B `..$.T.N...r.T... b..,...*....@()..........".T. a..-..{$1.......P.q@.......A}P....... ............q@.4.]......Nh.@.......j...q@...(@........T.]...@..D......"...t...P..........t....@
...1......z...n@......P..y `...T.D....0@...... ..HY.%... ....@... ........@..7 ....@...........*...... .@...........@....@.@...n...*`"@*...4@..... .r..........q@....*... .@....... .....T.4@..7...@.......
(..@.. @.b.. ..%.... ....@....,.....h....... ..d.........<P......u@.@..... ....n...@.....@...0(..@.........j.....

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 891x986, components 3

Category: dropped

Size (bytes): 119010

Entropy (8bit): 7.975073224065439

Chrome Cache Entry: 221

Chrome Cache Entry: 222

Chrome Cache Entry: 223
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Encrypted: false

SSDEEP: 1536:iOyzdWLUKawtA5mMRMOhfsRYxydK9Nx6lUBMF27hPkqhEj0qYsySkX51et/YxkjV:G83t+MOhfkfKRBMFohPkqhEQCSX+iPt4

MD5: 9390BFC6E5F85BDE80AD405EFDBB98DE

SHA1: BAD62E93BB409E4552E3FCBBC44EDFCD1CFB04C7

SHA-256: 09A6DC657EF9601617ADDDDFAC41B561501A968EA33D4B4710B51003ECE92D9A

SHA-512: 6A99D222149E69143958678E016D56823AD329785A05AF87DEE2E620333F25468A882EB0DC6FA8E8B648C41F934B1C71940ACC8791B3887760260915520634B7

Malicious: false

Reputation: low

Preview: ......JFIF.....`.`.....C..............................................!........."$".$.......C.........................................................................{............................................S.......................!.1.AQ.."aq..2.
.#....3BR..$4br...5CSs...%DTc.......EUdt.&................................0......................!.1AQ..."a.2q#BR.....3b.............?..f....!.PQ.".. h..=.B!...@........ ...E...r@ H.........D..."....6... .". ..
......@J(......[....H.@P$..........B@...9.  P.........D"......R@ .I.a.P..P....=P...9 p.@...........H.4..,.Ab...=P4.@.....4..(D.$....0.5. ...@*...@F.....@...@ ET.h...)"....!.D.h.....H...@....
...B@s@ H... ..u@"...).!...@..B(....(...((..."B E..@..B!...y..... #(..h". .S@  .A$....>h.Q...8CD..D..>H... h...@..@.0.4.$S...H..QIP.......... 9".@.QM... h..P..@ J.H. ..".) ...D....
@........E$A(.. ...P.n...........a.(.....E..BE.....@*.&. ;".D.(@ ..$.@(.Q.H.. !.@ `!.).@...D..0.....@. h. 9...C@s@|.H(...9.............(........... ....*.B..H..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 886x1378, components 3

Category: downloaded

Size (bytes): 178813

Entropy (8bit): 7.966063414621669

Encrypted: false

SSDEEP: 3072:BJiCvsv6FV4eQdsV6mkXrjBu+L9OXuk+dC1PfFMsw6PAAAUP9yCAD1p/1Mta:BECvsv6jOXmurjBuwIukB1PfFMsw6Phs

MD5: 096E86A2365E4CE548136698FE8E02FD

SHA1: ABEBEEAE341828D524F3520F97716ABE49BE6430

SHA-256: AD7DF8B17C85C6AB755ECF45C86640CCAD4388AC54D9B5CDFE074DDEE9CE5A01

SHA-512: 59A6346260B618B54D972B73B09BC89DDA29E50932188B6524E180AAFFED9C7C2707441F232610244AE6D1EC2515CC6AE412DF26E0CAC5E3C38F998A23A72DD
E

Malicious: false

Reputation: low

URL: https://www.nbnewstar.com.cn/Uploads/pro/6220195000cc2.jpg

Preview: ......JFIF.....`.`.....C..............................................!........."$".$.......C.......................................................................b.v............................................J.......................!..1AQ.."aq...2
..#B....3R$b..4r...%CS...5.c.D..................................1......................!.1.A"Q.2.a.#q3B...$CR..4............?..r;"..H...t@t@ ..tCCD.h...!... E".!..B....6....*.@............P$C.(.E.@!.x@. 
....".@ %............`...bP...r.... }P .....P.. E"r.A..... ..(..2.h....0..D...@p..K.....e..@ ........P0.{ >...9.C..hu@.... }.B..P..... >P.......@.M. ..........@....C.. ......(..D..(@B......E....GT.
D@....P..@....`.F......D..a.a."....e..@....h....".!...e.r.}.....@.....R(.>..(..@.#. ....(..R#.C0.>...D......(.E$M.......@..3.........."....^...!..0....H..@.)Cf.@ .B.".........$... .0............ .....
.4P..)D..=...@. ....(..D4R?(..".PP..9D.........@.@".Q.@u@.@...(%........@s... %....@.@. H..a.... $...{..(D...E...M.. .dP.@.............d

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JPEG image data, Exif standard: [TIFF image data, little-endian, direntries=16, height=2432, bps=206, PhotometricIntepretation=RGB, manufacturer=Canon, model=Ca
non EOS 70D, orientation=upper-left, width=3648], baseline, precision 8, 838x1376, components 3

Category: dropped

Size (bytes): 381700

Entropy (8bit): 7.813720788802254

Encrypted: false

SSDEEP: 6144:JjpthhP7FlBWl5eyBDMF9ny86IhXnF+RG0KbnJrljqSIO:JN5BlBWl1BDMF9UIhVa+llr/

MD5: F2D959DFC3C0450CE8447CA7872C4CBE

SHA1: FFF7DC551FEF85D5339841D797B2A8E66B6418E7

SHA-256: 237FAB0F5C57A5653C2CF1005401454C7340046D764571C2E5DEAC14FDA7CCF9

SHA-512: 449C9E54E554FBE8D95E01937ABFFC0C346B315BBC94B20C1EA7EB157375E77D97637F79C4E1260D6464AE8613ED7B4AD5613C422088B2EB2DDACCDAA7641E
44

Malicious: false

Reputation: low

Preview: ......Exif..II*...............@...............................................................................................................(...........1...........2.......................i.......,...%.....................Canon.Canon EOS 
70D......'.......'..Adobe Photoshop 21.0 (Windows).2022:06:13 13:33:55..&........................."...........'.......d...0...........2.......d...........0230............................................2.......
....:...........B...........J...................................R...........Z...........00..........00..........00..........0100....................F...........`.......................b...........j.....................................................
..........0...........1.......r...2...........4...........5...................d...8.......2022:06:12 12:21:20.2022:06:12 12:21:20.........................)...........................................................................
......................................................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 927x1403, components 3

Category: dropped

Size (bytes): 239366

Chrome Cache Entry: 224

Chrome Cache Entry: 225

Chrome Cache Entry: 226
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Entropy (8bit): 7.966393997912628

Encrypted: false

SSDEEP: 6144:KG1m5NjOQyVOEFNuv+u5UiA6Hsa4ffXJJW:KG1WHyNbPyUifHx4HXW

MD5: FACDBCCAC6D6747593964B2C070A450A

SHA1: 511EB5B9E6BCE53CC23A2F8301EC3B458538CB13

SHA-256: A43D6B1CAF70E4BFAEA509A9AED5DC67B28F72A33D4FCFDE04E9D988F4200D2E

SHA-512: A544E4D3E7FB5C4A796E979329E0B84DF3C5E34B687434F7FF3993D4EF5DBC9EEEDE1CCFF75691E3AA8AD83896D2B164F9F289DBE6B24D34A41A19919117EE
E3

Malicious: false

Reputation: low

Preview: ......JFIF.....`.`.....C..............................................!........."$".$.......C.......................................................................{..............................................O.........................!1..AQ."aq.2.
.#B..$3R...br.4C...S...%.&5cs..6DE.T..d................................4......................!.1.."AQ.2a.q#B..3R....$Cr..............?..!...@........(.......N.@....Y.%.P.. ......@.@..@...m..: .^...mP.t.
[.`....@.... ....@....... ....@....... ....@............@.....!P0@.P!P0@..........P&".....".T... @...............J...+.mN!=Hu.'..|......|..i..1...%.2.._.:....w...m....'P..@....VA...c..I...6x..../.q......;...
^....9...4..ic..+/OGgj42~Q..u.v.).G.X.n.Zj.N.P.... ....@....... ....@....... ......@....@. .......a.@.......: ....@.....`..t.Qt...P...P.M..t.......@.... ....@....... ....@....... ......].......P...... . .T....@
...... ....,.....".T......*........5...T.>l.G.Y..6L.#.k$/...@..7ro..}.....L>...Ye......{........./P............a.......

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text

Category: downloaded

Size (bytes): 270

Entropy (8bit): 5.131065715752782

Encrypted: false

SSDEEP: 6:pn0+Dy9xwIgsozEr6VyF02xxdGzsQWrKRV97yUA68oD:J0+oxBgsozR4F0+dgsQoKLlP8+

MD5: 00ADFE2ED6515FF4C684E99B6250103C

SHA1: 2C0FF4DE4FCE005266E144150581EA27D18AC2A2

SHA-256: A39A2BBD1DE4B3D87C2E93066F4058FFF732CC013E7B77896596D250EC3B1F7B

SHA-512: E1A5D72E5DA994B157CDD183AB3AE212F84DB7297CE2122CDB54F52CCE620DA6C2890DC91C060C3E11ED601EADEA128C3DE8824D692B52BD57177A733A28A
80F

Malicious: false

Reputation: low

URL: https://www.nbnewstar.com.cn/Uploads/flash/

Preview: <!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">.<html><head>.<title>403 Forbidden</title>.</head><body>.<h1>Forbidden</h1>.<p>You don't have permis
sion to access this resource.</p>.<hr>.<address>Apache Server at www.nbnewstar.com.cn Port 443</address>.</body></html>.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 829x646, components 3

Category: downloaded

Size (bytes): 85992

Entropy (8bit): 7.9540362828701365

Encrypted: false

SSDEEP: 1536:94b2GjJj0Zckn8ogTMtazgG5zK5namxNRbcOC0vPP026RHtJFDXaJ7Yu8Lmqa:9uJURv+BzgGVKFamLRbcjdRnRXaJ7YuD

MD5: 5FDA889A456978929C537122FD2676E2

SHA1: 80AFF9962E29EEED2D6742E5BFB6E1D79E68D815

SHA-256: F52D929798445AEEC6E0D229ECF368CB4F0A0F7796A3E0EB910D4978B8BE8C99

SHA-512: F4E3E0B537FCAA711477890E5F5358F952BAB3D9430C16DCF9B74DAE76AEFA8490EA21B0D823E1141E04631691F564F20FA3F3A8B82B38EF184A02687D9B3F85

Malicious: false

Reputation: low

URL: https://www.nbnewstar.com.cn/Uploads/pro/622015ff1bfcc.jpg

Preview: ......JFIF.....`.`.....C..............................................!........."$".$.......C.........................................................................=...........................................J.......................!.1.AQ.."aq..2..
.#B...R.$3b...4Cr....%Scs..5.T................................./......................!.1.AQ.."a.2Bq#3..R................?......!J....H.L...H. ..... ......@.B.[.(H. .(.s@.......$...H..@....R..(.J.2....(.J.R..S.
J.R..P...R....(.....B.......(.J.)@.(. A........@.P!J..@.P...e....\.....P...'..$.P.......@.r......A.`..B.Cd.<......)..2..(.......YL,!..@.. L^.......(.%....m...(............ ..P......R..P..@.(...)@.P..H....P 
...@.(.%..(...)@.P...R....(.J.S..$......)@..._4....)@.. P.......I.. .......=P......$...@.....). .....(.J.S..>h.J.Z..R....(.J.2..P......P...2..P.... .NP ..)@.P!.(.J.2...!.....$.. .5....S..H.J.H.e...@......
............2..@.` .(....$.e..P......R....(.J.A.$....(.J.R..........@...(.s@.....h....$......!y b.@...@...... a.@.d.... .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: GIF image data, version 89a, 1 x 1

Category: downloaded

Size (bytes): 43

Entropy (8bit): 3.0950611313667666

Chrome Cache Entry: 227

Chrome Cache Entry: 228

Chrome Cache Entry: 229
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Encrypted: false

SSDEEP: 3:CUMllRPQEsJ9pse:Gl3QEsJLse

MD5: AD4B0F606E0F8465BC4C4C170B37E1A3

SHA1: 50B30FD5F87C85FE5CBA2635CB83316CA71250D7

SHA-256: CF4724B2F736ED1A0AE6BC28F1EAD963D9CD2C1FD87B6EF32E7799FC1C5C8BDA

SHA-512: EBFE0C0DF4BCC167D5CB6EBDD379F9083DF62BEF63A23818E1C6ADF0F64B65467EA58B7CD4D03CF0A1B1A2B07FB7B969BF35F25F1F8538CC65CF3EEBDF8A
0910

Malicious: false

Reputation: low

URL: https://hm.baidu.com/hm.gif?cc=1&ck=1&cl=24-bit&ds=1280x1024&vl=907&et=0&ja=0&ln=en-
us&lo=0<=1710748660&rnd=1283857657&si=25f937473d69b499c59a0b34fb494cc7&v=1.3.0&lv=2&sn=23061&r=0&ww=1280&u=https%3A%2F%2Fwww.nbnewstar.co
m.cn%2Fproduct%2Fproduct-38-672.html&tt=Wooden%20grating%20lifting%20basket

Preview: GIF89a.............!.......,...........L..;

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 1198x1629, components 3

Category: downloaded

Size (bytes): 242576

Entropy (8bit): 7.968275722266046

Encrypted: false

SSDEEP: 6144:XJzbwYXe3I54MHGe2DGN232sTpJyvpc5w6FAsN3MRGos+/u6DP:XJzUaSA4GUD3Gs8g1SY3iGoHP

MD5: E3D4F2A095828AA93863079BC9752884

SHA1: 090FED729C11C5FA0D705A5B9FBBED3D0ED58104

SHA-256: 7AE8AC0A58DE36A8F0EE7BAF0D3BDEE79B6393B24ECD92BBE463CCC79380C6E7

SHA-512: 8F58999D07DD67F520265A44ABF00DD3A89DA56A9CEFC9F41ACB5F3B33E305CF8244CFE340C56A8CCDEE03387DC41C41BB44CB0EB935A08749B94EE147C640
51

Malicious: false

Reputation: low

URL: https://www.nbnewstar.com.cn/Uploads/pro/622016cee99a4.jpg

Preview: ......JFIF.....`.`.....C..............................................!........."$".$.......C.......................................................................]..............................................\.......................!.1.AQ.."aq.2..
..#B...3R..$br..Cc......%4Ss....&5Dt...'EUdu...6Te.7................................2......................!.1.AQ.."a.2#q3B...R..b..4............?..z....@......4...(.@"l .......P5@.@ ....@ ...P.B...@.
A.. ....(. %.@.(..T%.T.....%.(.!....!....QD..!.".P....B.QB @B..."....7E.......u...Q...h....H....@...<......@.....P..@ ..*..H....H......).O.l0S`..J.2.h...@...J...aD.P.....P..@R. j.....@.b.`FB
...J(T"..GT..!.....*.. x@|P.....@ j..................@....J...$B@..h...0.."....9 E...P..".P4.E.h......|Q.r..2.....(D..(.@.RQ...P.D...8F.&.....%4.P H.P h......@.P......T.......@ H......P.@ 9.
.9......@...@ ....!6.@..J..@ ....J..&.Jh.(j..khh.HhF....@....E".@. @ h......).J.U.@ ...Q(.J.D..........(@J.$M.H.D....((. @ ....@ ..(..|.H.A.sE......H.....Q.... .4....

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 617x842, components 3

Category: dropped

Size (bytes): 79652

Entropy (8bit): 7.967317703523244

Encrypted: false

SSDEEP: 1536:TMUeMUFGI3TAJsGorFRFVqcAuZdwOPfHjY7FZJ8Ce+RNwdPbhm9xiSVJnYK:TMyUFGIs2GobFVq9uZdwOXjY7FZJA+OQ

MD5: 9C132A03688C70782495CDD0EE8D8BDB

SHA1: 8536C1050258A69B3EFD71E4A22BEA615757F077

SHA-256: 8CBD77DB2194AA7D3A93648E6AEC879AE9B5E1DE530B5EFF26376A8AE2CD18B8

SHA-512: D75C104DC946D3ABFBFFA7FF8B4A85FCF9C54542CE05E9DF1A532BD79438E7BF80A78869DF6CF818D1DCF158F32106F7A250DB38B8378979C4E9AD207F1EB3
EE

Malicious: false

Reputation: low

Preview: ......JFIF.....`.`.....C..............................................!........."$".$.......C.......................................................................J.i...........................................O.......................!..1A.."Qa.2q...
#R...3B..$br..4....%CS....5cTs...&DUd................................/......................!.1.A"Q.a.2.qB.#3.................?..y......!.E....   d........"..... ..D..HA!.@%.A.D..A....P2....D ..J.PL..A%.A... 
.".*FP.....A2.D....@PD....a..&.......A....A%.A.R..(....... ...@PD..( @P...A.D..A....A.@!.A.D..(.   ("....yD..uE...P.."$....(." ...D@..(..".."..u@PD....@....A.......H@2...U....A.B........ 
."..J.. .'T. ."..".. ..@...A.B.e...A.D.... ."""...(...&.r........('< ... .P@Z0....A.HA...  ..A.B...HA.@PD..@!.s... ".I@PD..@.D..A................ ..(".....@0..PBPI@%...A:..T....(...A8DN."*" 
CH.......T...!. ."..D(......"..... .".. ."..@PD.....A.D..($ .$ ..IA.D..A.@. (.@%..."....'D.PA...@.D...uDDT("..uA....IA...B....(!T..J.(............A.@....D..A.D.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 1586x1139, components 3

Category: downloaded

Size (bytes): 292871

Entropy (8bit): 7.966704159724734

Chrome Cache Entry: 230

Chrome Cache Entry: 231

Chrome Cache Entry: 232
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Encrypted: false

SSDEEP: 6144:WEWebKmYK9yUj9i/HzZ/jpJCEkvo2rEn4T4x2Sa64dMQkA5goQ0sE:WfebKI2TIEkg1Dx2B646JASo3sE

MD5: A297979DB37D548518775DA9F948723A

SHA1: 8C797AB55F178F817764076A37FEBDF9FF9EFEDC

SHA-256: A59FFDEADFDEF2319296DA913BF81486A168A8D0298B71F58381A4CEE3A8BF2F

SHA-512: A481C3B48EA3A40FF23FB55F5FD813F377888DE822C2F47358A7FFB2B2596F51D4AC5946B2179B952D2A81FA5928F09CC9F44B677DCCC753AEF5362F963F8F10

Malicious: false

Reputation: low

URL: https://www.nbnewstar.com.cn/Uploads/pro/62201dc6a1258.jpg

Preview: ......JFIF.....`.`.....C..............................................!........."$".$.......C.......................................................................s.2...........................................V.......................!.1.AQ.."aq.2...
.#B...3R..$4br...CDS.%Tcs.....5..&EU....dt.6................................2.....................!..1..AQ..."a2BRq#3.b$C................?.....:/..>.jF..":*HM..;.Sl[l..!........e.Zxa...)F..1J.$..1..Ik
I.]......3.T......F...4.bVm.mF*.9.W"#At..j#4.bc;)r4Q.P...I........(...Cc...@....?l.D..$..m..M..lza+B...=.L*.Rg...hd.[..*J.g@.....j..\8...qO..`0..Zm3a.88...}.H~.Z.'.f......d.#Y...a.
.M..@G..uG#b....b9*H.%.9..O...5...l.#/.<...T.I%h..L.`5rJ...C..&.t.a.....Z.F..l3hJ.t.....D..}3.-.k.h.9*eM.C.E...!s<3tb..h%.,6.p.....&.....H9....TE!.|..N.%.J.u!%..4.U$uS..Hm...(..J).
...Y.P..Vg....&...AVC..4..T.H.'Q.(Q.F..'.OhY4.;g`..4.$..K..N...z%Lj.(0..P......1Z....~.1.Z..X.wI.|....D.........$....@YIQpv6...7<.F.Ua.Ht...N$.`j.0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (626)

Category: downloaded

Size (bytes): 29786

Entropy (8bit): 5.430801463035524

Encrypted: false

SSDEEP: 768:uWI3qYG5gMdvusiPIx8SRwvuIXeWo03ov:uvG5gMdvusULvuIO03ov

MD5: 41ABD5F5A07230084E46077A55884032

SHA1: 7944B35225CE8D600EE4B8046DE715DD7F3FD17A

SHA-256: 8ADA76DE465353BA71489959384A8DBAAB8FABED367EE2173497E56E70685B31

SHA-512: 1C27279C2624BDD416B7210C7499199190C63DD67F73EE001F31C337DA3DD90B3EEAD41E084CBBB85EE4DF894D519772FB7A29CA47BF297C7031EACB68E677
D1

Malicious: false

Reputation: low

URL: https://hm.baidu.com/hm.js?25f937473d69b499c59a0b34fb494cc7

Preview: (function(){var h={},mt={},c={id:"25f937473d69b499c59a0b34fb494cc7",dm:["nbnewstar.com.cn"],js:"tongji.baidu.com/hm-web/js/",etrk:[],cetrk:[],cptrk:[],icon:'',ctrk:[],vdu
r:1800000,age:31536000000,qiao:0,pt:0,spa:0,aet:'',hca:'4F6EF62A4256DFA0',ab:'0',v:1};var s=void 0,t=!0,u=null,x=!1;mt.cookie={};mt.cookie.set=function(e,a,b){var 
k;b.C&&(k=new Date,k.setTime(k.getTime()+b.C));document.cookie=e+"="+a+(b.domain?"; domain="+b.domain:"")+(b.path?"; path="+b.path:"")+(k?"; expires="+k.toGM
TString():"")+(b.dc?"; secure":"")};mt.cookie.get=function(e){return(e=RegExp("(^| )"+e+"=([^;]*)(;|$)").exec(document.cookie))?e[2]:u};.mt.cookie.rb=function(e,a){try{var 
b="Hm_ck_"+ +new Date;mt.cookie.set(b,"42",{domain:e,path:a,C:s});var k="42"===mt.cookie.get(b)?"1":"0";mt.cookie.set(b,"",{domain:e,path:a,C:-1});return k}catch(d)
{return"0"}};mt.event={};mt.event.c=function(e,a,b,k){e.addEventListener?e.addEventListener(a,b,k||x):e.attachEvent&&e.attachEvent("on"+a,function(d){b.call(e,d)})};.
(functio

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, Unicode text, UTF-8 text, with very long lines (4019), with CRLF, LF line terminators

Category: downloaded

Size (bytes): 37367

Entropy (8bit): 4.618504015326482

Encrypted: false

SSDEEP: 384:3Q5VcLHXHqEYd8NkNvNJNRNRawS0PsFAQG54c0RYZX2oAbL/99aATFKohOlxkyrX:3Q5VczXg/HohOvWkBe9XCJ80

MD5: 1F43EA069D5C6A55E8D3AA3C34668FC0

SHA1: 47E1EFE5D7605B013CE3D3B6116B4F4C2F68FC01

SHA-256: AAB9B9D15052BB231F3B867119B38BAAA3C7D6B340059AAFA30A1C4F6E28DDBB

SHA-512: 22E1C782A2EBE1D94A7303C94D20EA5C2767CC2418109CE66732A96A6B541EF2ED128EF52D18872E30ED0CAAA3C37170ACECBC989942A5ED4CD5A9D385EE2
BD0

Malicious: false

Reputation: low

URL: https://www.nbnewstar.com.cn/About-us.html

Preview: <!DOCTYPE HTML>.<html class="" lang="en-US">.<head>.<meta charset="UTF-8"><script>.var _hmt = _hmt || [];.(function() {.  var hm = document.createElement("scrip
t");.  hm.src = "https://hm.baidu.com/hm.js?25f937473d69b499c59a0b34fb494cc7";.  var s = document.getElementsByTagName("script")[0]; .  s.parentNode.insertBefor
e(hm, s);.})();.</script>.<meta name="viewport" content="width=device-width, initial-scale=1">.<title>About us - SEO..</title>.<meta name="keywords" content="About us - 
SEO..." />.<meta name="description" content="About us - SEO.." />..<link rel='stylesheet' id='us-base-css' href='/xiaoyucms/css/sohowp.min.css' type='text/css' m
edia='all' />.<link rel='stylesheet' id='us-style-css' href='/xiaoyucms/css/style.min.css' type='text/css' media='all' />.<link rel='stylesheet' id='us-responsive-css' href='/xiaoy
ucms/css/responsive.min.css' type='text/css' media='all' />.<link rel='stylesheet' id='theme-style-css' href='/xiaoyucms/css/style.css' type='text/css' medi

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

Chrome Cache Entry: 233

Chrome Cache Entry: 234

Chrome Cache Entry: 235
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File Type: GIF image data, version 89a, 1 x 1

Category: downloaded

Size (bytes): 43

Entropy (8bit): 3.0950611313667666

Encrypted: false

SSDEEP: 3:CUMllRPQEsJ9pse:Gl3QEsJLse

MD5: AD4B0F606E0F8465BC4C4C170B37E1A3

SHA1: 50B30FD5F87C85FE5CBA2635CB83316CA71250D7

SHA-256: CF4724B2F736ED1A0AE6BC28F1EAD963D9CD2C1FD87B6EF32E7799FC1C5C8BDA

SHA-512: EBFE0C0DF4BCC167D5CB6EBDD379F9083DF62BEF63A23818E1C6ADF0F64B65467EA58B7CD4D03CF0A1B1A2B07FB7B969BF35F25F1F8538CC65CF3EEBDF8A
0910

Malicious: false

Reputation: low

URL: https://hm.baidu.com/hm.gif?cc=1&ck=1&cl=24-bit&ds=1280x1024&vl=907&et=0&ja=0&ln=en-
us&lo=0<=1710748660&rnd=1775517933&si=25f937473d69b499c59a0b34fb494cc7&v=1.3.0&lv=2&sn=23045&r=0&ww=1280&u=https%3A%2F%2Fwww.nbnewstar.co
m.cn%2FContact-us.html&tt=Contact%20us%20-%20SEO%E6%A0%87%E9%A2%98

Preview: GIF89a.............!.......,...........L..;

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JPEG image data, Exif standard: [TIFF image data, big-endian, direntries=7, orientation=upper-left, xresolution=98, yresolution=106, resolutionunit=2, software=Adobe 
Photoshop CS6 (Windows), datetime=2018:02:01 10:50:50], baseline, precision 8, 1900x872, components 3

Category: dropped

Size (bytes): 398362

Entropy (8bit): 7.944186181955722

Encrypted: false

SSDEEP: 6144:6Luwm8opuOcAy65AAvKQAkd70kzNzHcp5y9mF03UR3DzQoP06Fkrk6UZXZsHI2jy:mmZ5hNHYy9mOkdW6FqkrpZTI6Ozbmh

MD5: 0D2DD41147E6D5975D81C5F92EB56DAE

SHA1: 55567DAC24C5D4E806F95AAC78CA4EB416C7CD66

SHA-256: 46168A8AE8FB254D3FAA6DA10B5FA042D7C3CEEBF3D03BDB4E004CDA799C21FA

SHA-512: A556A7BDDA1536F384491CE27DF199D57CABFB4D49CCA7CF6E449671039D7E2A60A6A9D2D843DEAD1C132555E585B5F149CAABD63D54B824DDD770A3CEE58
402

Malicious: false

Reputation: low

Preview: .... .Exif..MM.*.............................b...........j.(...........1.........r.2...........i....................'.......'.Adobe Photoshop CS6 (Windows).2018:02:01 10:50:50..........................l...........h......
.....................................&.(.................................r.......H.......H.........XICC_PROFILE......HLino....mntrRGB XYZ .........1..acspMSFT....IEC sRGB.......................-HP  ............
....................................cprt...P...3desc.......lwtpt........bkpt........rXYZ........gXYZ...,....bXYZ...@....dmnd...T...pdmdd........vued...L....view.......$lumi........meas.......$tech...0
....rTRC...<....gTRC...<....bTRC...<....text....Copyright (c) 1998 Hewlett-Packard Company..desc........sRGB IEC61966-2.1............sRGB IEC61966-2.1..............................
....................XYZ .......Q........XYZ ................XYZ ......o...8.....XYZ ......b.........XYZ ......$.........desc........IEC http://www.iec.ch............IEC http://www.iec.ch....

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, Unicode text, UTF-8 text, with very long lines (7749), with CRLF, CR, LF line terminators

Category: downloaded

Size (bytes): 57663

Entropy (8bit): 4.626400457450037

Encrypted: false

SSDEEP: 384:Jsc6cXHqEYZ3VkJFblHaKJ5OzcdA/LAhnq9F5pa5akakaAaua901oijNFJpIkpHm:JscBXg6l6g84cMlrPOohOQWkBecXCJ80

MD5: 6927F7846B183F790A1CC62FF277BB76

SHA1: 2508DE9C10760A6178315F78D2A1121DDC2EE68D

SHA-256: 3E44E72C17D31EB0ACC9CC4A4AB99740F61A06184D3DC3C5C4EC4BA4292A87C5

SHA-512: 9B4BD0F43AB3BE8DD87033B0C932E5153A75CA893B075AA47CB98FC927149F66D06E30E262F574062293A963C4D5E6F4CD98353657945787A46D7A07B0377518

Malicious: false

Reputation: low

URL: https://www.nbnewstar.com.cn/

Preview: <!DOCTYPE HTML>.<html class="" lang="en-US">.<head>.<meta charset="UTF-8">.<script>.var _hmt = _hmt || [];.(function() {.  var hm = document.createElement("scri
pt");.  hm.src = "https://hm.baidu.com/hm.js?25f937473d69b499c59a0b34fb494cc7";.  var s = document.getElementsByTagName("script")[0]; .  s.parentNode.insertBefo
re(hm, s);.})();.</script>.<meta name="viewport" content="width=device-width, initial-scale=1">.<title>Ningbo New Star Arts Co.,Ltd. - </title>.<meta name="keywords" 
content="" />.<meta name="description" content="" />..<link rel='stylesheet' id='us-base-css' href='/xiaoyucms/css/sohowp.min.css' type='text/css' media='all' />.<link 
rel='stylesheet' id='us-style-css' href='/xiaoyucms/css/style.min.css' type='text/css' media='all' />.<link rel='stylesheet' id='us-responsive-css' href='/xiaoyucms/css/respons
ive.min.css' type='text/css' media='all' />.<link rel='stylesheet' id='theme-style-css' href='/xiaoyucms/css/style.css' type='text/css' media='all' />.<link rel='styleshe

Chrome Cache Entry: 236

Chrome Cache Entry: 237

Chrome Cache Entry: 238
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 980x1554, components 3

Category: dropped

Size (bytes): 224723

Entropy (8bit): 7.95344365922895

Encrypted: false

SSDEEP: 3072:i/hjtRTSXaSMuoyF6+kqvJJOBdtSGWr4aqCzJ+M+sERD+TYcvWjA9ARP8WLRi+qJ:ghjtZ2aCtgBdtSGWr4hFSRcEBJ

MD5: 0D661BBEA060037177B75641730A8E16

SHA1: 68B0A3B840ABDD53616B4D9E92D8CA38D5BA8AB5

SHA-256: EB9738AB6B7BBA82AD359A6D235CDAC8E0115A282489E158F7D4D6608361E9DC

SHA-512: 0EEE02CD6DFDD44715CC1BF99ED8C0FDC56059BA1DC64A94D202B2D597384B287ECA60B914FEE2A18875A8F712260273A8B885E68E53D246C4FA798C8DAAE3
0D

Malicious: false

Reputation: low

Preview: ......JFIF.....`.`.....C..............................................!........."$".$.......C......................................................................................................................T.......................!..1A.."Qaq.2..
.#.3BR....$br.4C..S....%cs.&5D...t.T..Ed....................................8......................!.1.."AQ.2a.#q.3B...R..$...4C...............?....(....5 E...@%...@.. .... ......@... ..P. ..... ...E. ..@... ..
@.....HJ.. ..h.. ......@......".! P.P..!(...@......(HJ...P...B.(H..@4......U %@........ ......P.H..j@ ...... ...h..%. . hH..B....P.H..@.@ .P.B...H...... ... . ..@.@ ..@... ......@$.@... ...H.@. 
h.. ...E. .....!...(......@...R...BA. .@.......H. H.. ...%.... P..... .P.....(!. .@.<.@... .%.......}P..@$.@... ......@.....BA.......@........@...,.@.....R.).*,.@.R.. ...........@... ......@... ...H........
R.....%.t@$ a.............e......@e. ...a...]..@... .........BBP..$..(@.! .G. ..."B....... ..P....!.(.. ..4.@4.......h.P....BA..BA...@..$..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JPEG image data, JFIF standard 1.02, resolution (DPI), density 120x120, segment length 16, Exif Standard: [TIFF image data, big-endian, direntries=7, orientation=upper-
left, xresolution=98, yresolution=106, resolutionunit=2, software=Adobe Photoshop CS3 Windows, datetime=2018:09:28 21:03:38], progressive, precision 8, 300x282, c
omponents 3

Category: downloaded

Size (bytes): 39856

Entropy (8bit): 7.6690749335857245

Encrypted: false

SSDEEP: 768:MKUu/jutUu/ju2EPYyHZ87oPwFOGIlc3bj1NWljMz2D:66uq6u2ibZhw8GIK9NWhA2D

MD5: 68561937A057C553E58165D64E8A58E2

SHA1: 8C0890A0132532851702933A9C6BB5194F3C48A8

SHA-256: 0F7AC9A1D84E5B73233566F27628991F8E85A89501C84E0790B2EDCEDFF30244

SHA-512: 65361E77E8C37EDA48385A13214DD96EC2EA469D589C6B8969BEA4944F77AA0B81FE56CD207B1498F7C65F9015D9E9A484EACA4F6987A27904D64D0B51C7CB0
0

Malicious: false

Reputation: low

URL: https://www.nbnewstar.com.cn/xiaoyucms/images/sidebar2.jpg

Preview: ......JFIF.....x.x.....zExif..MM.*.............................b...........j.(...........1.........r.2...........i................O...'...O...'.Adobe Photoshop CS3 Windows.2018:09:28 21:03:38...................
.........,.......................................................&.(.................................D.......H.......H..........JFIF.....H.H......Adobe_CM......Adobe.d.........................................................................
............................................................................."................?..........................................................................3......!.1.AQa."q.2.....B#$.R.b34r..C.%.S...cs5....&D.TdE.t6.
.U.e...u..F'...............Vfv........7GWgw........................5.....!1..AQaq"..2.....B#.R..3$b.r..CS.cs4.%......&5..D.T..dEU6te....u..F...............Vfv........'7GWgw.................?..T.I%)$.I
JI$.R.2.q0q..s(.....h.z.W..'..W..H..Y...UE-..,w..\..Y.S...e.....LL{..Y...L...e..{:.~E.6z.......+..N.Q.1.v..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (65536), with no line terminators

Category: downloaded

Size (bytes): 115095

Entropy (8bit): 5.051750995086343

Encrypted: false

SSDEEP: 1536:fS7UzoBbH7RX4mzFdbyP1IHH5Kr96CwlrniSUf2l7f9vQ1p3ZD1:CHlXCwFiS22l7pQHJJ

MD5: 165A6DF739E62A6B32325BE3C3B9C2C9

SHA1: FE63E6219C3D5585EC863601E749B1FB09D818E1

SHA-256: 78FB789C6B5E57C08FCD6E9500627D435ACA07BFDA851DF6C7B8BB6307E79BA9

SHA-512: BA26866E45104C1DE5C0C6004C876D63BF2B8FB70E18FC3F5C87F9CD8445E478383B9623BF8A4BCEC9B2912DB00A86A6BBE68917137B6B83987BEE42F66BCD
FC

Malicious: false

Reputation: low

URL: https://www.nbnewstar.com.cn/xiaoyucms/css/sohowp.min.css

Chrome Cache Entry: 239

Chrome Cache Entry: 240

Copyright Joe Security LLC 2024 Page 46 of 55



Preview: *{box-sizing:border-box}html{-ms-text-size-adjust:100%;-webkit-text-size-adjust:100%}body{margin:0;-webkit-tap-highlight-color:rgba(20,20,20,.3)}article,aside,details,fig
caption,figure,footer,header,hgroup,main,menu,nav,section{display:block}summary{display:list-item}audio,canvas,progress,video{display:inline-block;vertical-align:baseline
}audio:not([controls]){display:none;height:0}[hidden],template{display:none}a{outline:0;text-decoration:none;background-color:transparent;transition-property:background-c
olor,box-shadow,border,color,opacity,transform;transition-duration:0.3s;-webkit-text-decoration-skip:objects}b,strong{font-weight:700}dfn{font-style:italic}small{font-siz
e:80%}sub,sup{font-size:75%;line-height:0;position:relative;vertical-align:baseline}sup{top:-.5em}sub{bottom:-.25em}img{border:0;height:auto;max-width:100%}svg:
not(:root){overflow:hidden}figure{margin:1em 3em}hr{box-sizing:content-box;height:0;border-style:solid;border-width:0 0 1px}pre{overflow:auto;white-space:pre-wr

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, Unicode text, UTF-8 (with BOM) text, with very long lines (4022), with CRLF, LF line terminators

Category: downloaded

Size (bytes): 55340

Entropy (8bit): 4.414827464810329

Encrypted: false

SSDEEP: 768:SDVc0XgBAF7QoFvZyHhDCohOGWkBeGXCJ80:SD20R7QoFvZyHhDCowco

MD5: 834D2E894635E378EE3F1025DC4EFA78

SHA1: DA369AA0BF6196E806E2B9699162E6F75FCF86DD

SHA-256: 90C16B13077B92302EF48385F32EB2F62289CB84FAC1E928EB4796E8A344B667

SHA-512: 27E50F410471A360A7BA7081DBC89E7B0ECE0262D3762AD6F0CAAA565B2AB07B3428A1E18F151FC1FDC3C8E34E19CD46503E30B65BB5E12DBCF306EB7EC11
BEA

Malicious: false

Reputation: low

URL: https://www.nbnewstar.com.cn/product/product-53-253.html

Preview: . <!DOCTYPE HTML>.<html class="" lang="en-US">.<head>.<meta charset="UTF-8"><script>.var _hmt = _hmt || [];.(function() {.  var hm = document.createElement("scr
ipt");.  hm.src = "https://hm.baidu.com/hm.js?25f937473d69b499c59a0b34fb494cc7";.  var s = document.getElementsByTagName("script")[0]; .  s.parentNode.insertBef
ore(hm, s);.})();.</script>.<meta name="viewport" content="width=device-width, initial-scale=1">.<title>Wood ladder </title>.<meta name="keywords" content="Wood 
ladder " />.<meta name="description" content="" />..<link rel='stylesheet' id='us-base-css' href='/xiaoyucms/css/sohowp.min.css' type='text/css' media='all' />.<link rel
='stylesheet' id='us-style-css' href='/xiaoyucms/css/style.min.css' type='text/css' media='all' />.<link rel='stylesheet' id='us-responsive-css' href='/xiaoyucms/css/resp
onsive.min.css' type='text/css' media='all' />.<link rel='stylesheet' id='theme-style-css' href='/xiaoyucms/css/style.css' type='text/css' media='all' />.<script type='text/javas

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JPEG image data, Exif standard: [TIFF image data, little-endian, direntries=16, height=2432, bps=206, PhotometricIntepretation=RGB, manufacturer=Canon, model=Ca
non EOS 70D, orientation=upper-left, width=3648], baseline, precision 8, 1115x2123, components 3

Category: dropped

Size (bytes): 847958

Entropy (8bit): 7.861945083942733

Encrypted: false

SSDEEP: 12288:nlj5PgMYF1X7fx1c/D/G6W+0gITKCrM63ZgtcKkdKQaVSjThdrYUg1mRasiCCXuK:nlBgM2rf7c/iz+0TXrMEccBDPVRabeju

MD5: 6AA6A5732D50AFBFB1A5204068DA7E1E

SHA1: F4B84AD0B7BDF43B75A957F444324AF4DD106DED

SHA-256: DAB387C2E2EBBBAD0CF10A68A11C1A002BB34593C4C21AF0CE24DF9846A228A6

SHA-512: 03CC082ED46F1AE482E9A1D7BA6423EB9D9255AF1E677BF57E44E21FE749EFBD76FCB38CDB1D538DD0C69971CDC0DB0306CF9218F95A203BD96D471BC9D62
004

Malicious: false

Reputation: low

Preview: ......Exif..II*...............@...............................................................................................................(...........1...........2.......................i.......,...%.....................Canon.Canon EOS 
70D......'.......'..Adobe Photoshop 21.0 (Windows).2022:06:13 13:51:37..&........................."...........'.......d...0...........2.......d...........0230............................................2.......
....:...........B...........J...................................R...........Z...........00..........00..........00..........0100....................[...........K.......................b...........j.....................................................
..........0...........1.......r...2...........4...........5...................d...?.......2022:06:12 12:32:09.2022:06:12 12:32:09..........`..............)...........................................................................
......................................................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, Unicode text, UTF-8 (with BOM) text, with very long lines (4022), with CRLF, LF line terminators

Category: downloaded

Size (bytes): 54958

Entropy (8bit): 4.401865712570913

Encrypted: false

SSDEEP: 384:SNVc52XHqEY4AzWAzJxSeqhAV2QwS0PsFAQG54c0RYZX2oAWL/X9aATFKohOcxkL:SNVc0Xg4Ayof7MQhohOGWkBeGXCJ80

MD5: B250582A94FD6B0536D319ED232D7433

SHA1: CB946A9AA5E53EBBFC94782C30A6C8C41920525A

SHA-256: 9DEEA4E5056F3BDA3684624004426E16FA2EA54B17425A9DF18831FFF72EEE87

Chrome Cache Entry: 241

Chrome Cache Entry: 242

Chrome Cache Entry: 243
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SHA-512: D5F9A3BEFEECF7B804CD04C684217BFDE809602222E6F259171C657E87CC49527725950E5AC9FA1A9650EA0E033AF5F813098C7D0A7F1A832EAA6176DB2576F
D

Malicious: false

Reputation: low

URL: https://www.nbnewstar.com.cn/product/product-41-507.html

Preview: . <!DOCTYPE HTML>.<html class="" lang="en-US">.<head>.<meta charset="UTF-8"><script>.var _hmt = _hmt || [];.(function() {.  var hm = document.createElement("scr
ipt");.  hm.src = "https://hm.baidu.com/hm.js?25f937473d69b499c59a0b34fb494cc7";.  var s = document.getElementsByTagName("script")[0]; .  s.parentNode.insertBef
ore(hm, s);.})();.</script>.<meta name="viewport" content="width=device-width, initial-scale=1">.<title>Marble table </title>.<meta name="keywords" content="Marble table 
" />.<meta name="description" content="" />..<link rel='stylesheet' id='us-base-css' href='/xiaoyucms/css/sohowp.min.css' type='text/css' media='all' />.<link rel='stylesheet' 
id='us-style-css' href='/xiaoyucms/css/style.min.css' type='text/css' media='all' />.<link rel='stylesheet' id='us-responsive-css' href='/xiaoyucms/css/responsive.min.css' ty
pe='text/css' media='all' />.<link rel='stylesheet' id='theme-style-css' href='/xiaoyucms/css/style.css' type='text/css' media='all' />.<script type='text/jav

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Unicode text, UTF-8 text, with very long lines (1150)

Category: downloaded

Size (bytes): 51280

Entropy (8bit): 5.162064440878965

Encrypted: false

SSDEEP: 1536:jIZOzRglAjfTV60W6ugKH66oK2GPPDqxfI9jh:j9jf8TNv

MD5: DFC39BA8D8BD986641177FDD214E034D

SHA1: 5A25009DFEFBF7CCAE7361BE57CCF093BE500F17

SHA-256: 1E916C90EE51B08A82BA29A8B173E9678BEDF8A562EC189DB4E8A42B1D044D75

SHA-512: ECCE6E7029294BFD10CD808E81609C1E32593E2283518A501FF6A353AB022C01185CD05A2F9320F715E8D0FF48967FD56409F55701D437186D2C4D06CBF19C7E

Malicious: false

Reputation: low

URL: https://www.nbnewstar.com.cn/xiaoyucms/css/style.css

Preview: ...theme-default .nivoSlider {..position:relative;.. background: #ffffff;.    margin-bottom:0px;.}..theme-default .nivoSlider img {..position:absolute;..top:0px;..left:0px;..displa
y:none;.}..theme-default .nivoSlider a {..border:0;..display:block;.}...theme-default .nivo-controlNav {..text-align: center;..padding: 0;.}..theme-default .nivo-controlNav a {.dis
play:inline-block; .width:13px;.height:13px; .margin:0 5px; .background:#c1c1c1; .border-radius:50%;.cursor: pointer;.opacity: 0.9;.-moz-opacity: 0.9;.filter:alpha(opacit
y=90);.text-indent:-9999px;.}..theme-default .nivo-controlNav a.active {.display: inline-block;.width: 13px;.height: 13px;.margin: 0 5px;.background: #000000;.border-radius: 
50%;.opacity: 0.9;.-moz-opacity: 0.9;.filter:alpha(opacity=90);.text-indent:-9999px;.}...theme-default .nivo-directionNav a {..display:block;..width:30px;..height:30px;..backgr
ound:url(data:image/png;base64,iVBORw0KGgoAAAANSUhEUgAAADwAAAAeCAYAAABwmH1PAAAACXBIWXMAAAsTAAALEwEAmpwYAAAAIGNIUk0AAHolA

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 569x975, components 3

Category: downloaded

Size (bytes): 68140

Entropy (8bit): 7.973874383630481

Encrypted: false

SSDEEP: 1536:zZEDfCmZWH2uEYrnbyCVFu6k0lpG5uwmce7eWe3Md3:zmz0/EYrbyCVjG5ulRCWCM

MD5: FB11442278BECE14FDA93BE5781407B6

SHA1: F95ABB10B18C461623F720FA693BAD30B951C395

SHA-256: 69458CE797C6998B369E3428EA834930B054E3F0119B650CDDEC88B7FF828758

SHA-512: E4C118506D79E95285F2106CFBCDC75967FD26994F8870A0419EFBF15E7262F89702EFDFE40C5D5F2BCDB34B796306392D621A8700B93E74D967D22BE1C4A9A5

Malicious: false

Reputation: low

URL: https://www.nbnewstar.com.cn/Uploads/pro/6220190863137.jpg

Preview: ......JFIF.....`.`.....C..............................................!........."$".$.......C.........................................................................9...........................................S.......................!.1.AQ.."aq.....
.#2...BR.$3br...S...%&56CDcs.....4..'7ETdt...............................).....................!1..AQ.."a.2.q#R.B............?...i.rF.H.5BM...P.*.._.dP...7P....M..`@z*.(... ?$....T6%(j....Q..
<..V.P....M.P.8T.."...D%Z9....1.j....M...@...@.......$*.....T$hN.).@..59.d..'.Wj..UTp....!..@.AT.|P.M.CaPsD<(..y.*...4h.4!6... J..M%...*.T.d;9P......@e..B*..U.J.....9....e.@".....
@..j.9@.A@(Q.@*.@*....*..T0.2.D5..CQGD@.%.*.z.j..W@!........E!A*..A.6....(..WAK....M..h..@sM....U....D..WBP.@.@*.....f.62..=T...9D..$.@......1...a....*...4P'. !...D..."...
(.H....(. ..@OD......D......V.(*Y]........M.E...X......^.J.....I...Q.@ c..B@.C.)....M.!...@..@..Py(..j...@*.......T6'........z.B ".<..=.....T.OUA>h....0Q@(.....r....U.....5..]..@(.U@D5BE...
N<..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 868x1456, components 3

Category: dropped

Size (bytes): 186311

Entropy (8bit): 7.972223647067589

Encrypted: false

SSDEEP: 3072:qyWiprEW0n5uTWNnReGlO/hWp0CR0zs6hGP7mTFWe5uRy0CHXXXJyFRa0GaUSidl:1WiprvcITWjDQ/js07C7mxR5KFC3JyF6

Chrome Cache Entry: 244

Chrome Cache Entry: 245

Chrome Cache Entry: 246
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MD5: 6477368A04CFABF918A595407F1921A5

SHA1: 3F5FEB7CC5B47F1BC747A4A287C4A4C75176BCCE

SHA-256: 1861445E74EB9124D497C58BA2304721756EA112D128EAE6483556FFEAA35BF2

SHA-512: 01E82E55478DC9CA461A7D783AB938884C96DCA3F61531168E79312C9D01F0EEA209EEC16B0E56D45C3D00ABDED95F6F07AF7A8556ABBA22BC56DA4B0525F6
9F

Malicious: false

Reputation: low

Preview: ......JFIF.....`.`.....C..............................................!........."$".$.......C.........................................................................d............................................M.......................!1..AQ.."a.q..#
2...BR...$3br..4C.....%c..DSs..E.5T.................................,......................!.1.A"Q...2a#Bq3.R.b............?..SHH(2L..$.{0.....l..t.v@..................J....~..A :&eZ.`wO`tH..l.E.. ...
..Kd>h....]w@#....Z$......@$.....:....@"..z........(.|.b{.k..........;.K.....U............r.....8..-.....t.<......S.....s...;...^.....0..)..o..|i..uxg.......n.O6......Z....[.......\#......O....~f...F3.gN..l..=...
<9.#..=.<....2.u./.........\...GyYM..;C...y?....<W.x...]..@..crZ...r....._$.M.....C..&V.<..2.H..i..Z.N]..d......#j.'9|..0..mw(..).b|.p.%g..n..Y:?... .f<r...2.Kk.4..\.u..K...xft9.? .....{.e:i........
.c.......\$3&..wq.z-x...?(..U..G.e.)=.q8..>xM.A.Y.{|.......x|Y../..u.....r...cS........fW.&.....\...q.me.2.....I

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: PNG image data, 19 x 15, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 2828

Entropy (8bit): 7.862965575057343

Encrypted: false

SSDEEP: 48:H/6DocieftI9G9f6A+FIDOWu0lDl+gm7QyTtctIInQSy6IVpqlnBcODW4p:HSDZ/I09Da01l+gmkyTt6Hk8nTpp

MD5: 233CA2F0D4C065CCAD1C16E163E6444F

SHA1: 62DCF664236C5B7C3C4CBCB3016ABD790FB8A190

SHA-256: 2DA27D12F3F0793B6B34E84314FC39EE6D214AE195371C88569CC9A2D6C5A8FC

SHA-512: 1F56ADE69EDCC6F298A4DC92E07E8C27D4489D21AE7BC9E166291E5FF5E8373BB49E403167EDAA9CDB69CE5F2E7B0C17DC1E1FB488B37C63E5EA1DD6D8635
EDD

Malicious: false

Reputation: low

Preview: .PNG........IHDR..............D.,....pHYs................OiCCPPhotoshop ICC profile..x.SgTS..=...BK...KoR.. RB....&*!..J.!...Q..EE..........Q,......!.........{.k.......>........H3Q5...B.....
.....@..$p....d!s.#...~<<+".....x.....M..0.....B.\.....t.8K....@z.B..@F....&S....`.cb..P-.`'........{..[.!..... .e.D.h;...V.E.X0..fK.9..-.0IWfH.............0Q..)..{.`.##x.....F.W<.+...*..x..<.$9E.[.-q
.WW..(.I.+.6a.a.@..y..2.4..............x.....6..._-..."bb....p@...t~..,/...;..m..%..h^..u..f..@.....W.p.~<<E.........J.B[a.W}.g._.W.l.~<.....$.2].G......L.....b..G.......".Ib.X*..Q.q.D...2."
.B.).%..d..,..>.5..j>.{.-.]c..K'.Xt......o..(...h...w..?.G.%..fI.q..^D$.T.?....D..*.A....,.........`6.B$..B.B.d..r`)..B(...*`/.@.4.Qh..p...U..=p..a...(....A...a!..b.X#......!.H...$ ..Q"K.5H1R.T 
UH..=r.9.\F..;..2....G1...Q=...C..7..F...dt1......r..=.6...h..>C.0....3.l0...B.8,..c."......V.....c.w...E..6.wB a.AHXLXN.H. .$4...7...Q.'"..K.&.....b21.XH,#..../.{.C.7$..C2'...I..T...F.n
R#.,..4H.#...dk..9.,

⊘ No static file info

Total Packets: 53

• 80 (HTTP)

• 443 (HTTPS)

Chrome Cache Entry: 247

Static File Info

Network Behavior

Network Port Distribution
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Timestamp Source Port Dest Port Source IP Dest IP

Mar 18, 2024 08:57:23.710432053 CET 49675 443 192.168.2.4 173.222.162.32

Mar 18, 2024 08:57:24.398025036 CET 49678 443 192.168.2.4 104.46.162.224

Mar 18, 2024 08:57:33.318917036 CET 49675 443 192.168.2.4 173.222.162.32

Mar 18, 2024 08:57:33.738464117 CET 49735 443 192.168.2.4 142.250.80.68

Mar 18, 2024 08:57:33.738492966 CET 443 49735 142.250.80.68 192.168.2.4

Mar 18, 2024 08:57:33.738555908 CET 49735 443 192.168.2.4 142.250.80.68

Mar 18, 2024 08:57:33.738905907 CET 49735 443 192.168.2.4 142.250.80.68

Mar 18, 2024 08:57:33.738922119 CET 443 49735 142.250.80.68 192.168.2.4

Mar 18, 2024 08:57:33.929846048 CET 443 49735 142.250.80.68 192.168.2.4

Mar 18, 2024 08:57:33.930115938 CET 49735 443 192.168.2.4 142.250.80.68

Mar 18, 2024 08:57:33.930131912 CET 443 49735 142.250.80.68 192.168.2.4

Mar 18, 2024 08:57:33.931087017 CET 443 49735 142.250.80.68 192.168.2.4

Mar 18, 2024 08:57:33.931149960 CET 49735 443 192.168.2.4 142.250.80.68

Mar 18, 2024 08:57:33.932178020 CET 49735 443 192.168.2.4 142.250.80.68

Mar 18, 2024 08:57:33.932246923 CET 443 49735 142.250.80.68 192.168.2.4

Mar 18, 2024 08:57:33.976586103 CET 49735 443 192.168.2.4 142.250.80.68

Mar 18, 2024 08:57:33.976596117 CET 443 49735 142.250.80.68 192.168.2.4

Mar 18, 2024 08:57:34.022999048 CET 49735 443 192.168.2.4 142.250.80.68

Mar 18, 2024 08:57:34.691719055 CET 49737 80 192.168.2.4 45.201.245.75

Mar 18, 2024 08:57:34.692998886 CET 49738 80 192.168.2.4 45.201.245.75

Mar 18, 2024 08:57:34.712379932 CET 49739 80 192.168.2.4 45.201.245.75

Mar 18, 2024 08:57:34.846380949 CET 80 49737 45.201.245.75 192.168.2.4

Mar 18, 2024 08:57:34.846491098 CET 49737 80 192.168.2.4 45.201.245.75

Mar 18, 2024 08:57:34.846803904 CET 49737 80 192.168.2.4 45.201.245.75

Mar 18, 2024 08:57:34.847526073 CET 80 49738 45.201.245.75 192.168.2.4

Mar 18, 2024 08:57:34.847609997 CET 49738 80 192.168.2.4 45.201.245.75

Mar 18, 2024 08:57:34.866930008 CET 80 49739 45.201.245.75 192.168.2.4

Mar 18, 2024 08:57:34.867023945 CET 49739 80 192.168.2.4 45.201.245.75

Mar 18, 2024 08:57:35.001280069 CET 80 49737 45.201.245.75 192.168.2.4

Mar 18, 2024 08:57:35.002119064 CET 80 49737 45.201.245.75 192.168.2.4

Mar 18, 2024 08:57:35.002134085 CET 80 49737 45.201.245.75 192.168.2.4

Mar 18, 2024 08:57:35.002187014 CET 49737 80 192.168.2.4 45.201.245.75

Mar 18, 2024 08:57:35.004616022 CET 49737 80 192.168.2.4 45.201.245.75

Mar 18, 2024 08:57:35.159365892 CET 80 49737 45.201.245.75 192.168.2.4

Mar 18, 2024 08:57:36.022684097 CET 49740 443 192.168.2.4 23.51.58.94

Mar 18, 2024 08:57:36.022757053 CET 443 49740 23.51.58.94 192.168.2.4

Mar 18, 2024 08:57:36.022831917 CET 49740 443 192.168.2.4 23.51.58.94

Mar 18, 2024 08:57:36.025211096 CET 49740 443 192.168.2.4 23.51.58.94

Mar 18, 2024 08:57:36.025229931 CET 443 49740 23.51.58.94 192.168.2.4

Mar 18, 2024 08:57:36.137516022 CET 49741 443 192.168.2.4 45.201.245.75

Mar 18, 2024 08:57:36.137557983 CET 443 49741 45.201.245.75 192.168.2.4

Mar 18, 2024 08:57:36.137626886 CET 49741 443 192.168.2.4 45.201.245.75

Mar 18, 2024 08:57:36.137984991 CET 49741 443 192.168.2.4 45.201.245.75

Mar 18, 2024 08:57:36.138001919 CET 443 49741 45.201.245.75 192.168.2.4

Mar 18, 2024 08:57:36.209886074 CET 443 49740 23.51.58.94 192.168.2.4

Mar 18, 2024 08:57:36.209968090 CET 49740 443 192.168.2.4 23.51.58.94

Mar 18, 2024 08:57:36.217065096 CET 49740 443 192.168.2.4 23.51.58.94

Mar 18, 2024 08:57:36.217086077 CET 443 49740 23.51.58.94 192.168.2.4

Mar 18, 2024 08:57:36.217381001 CET 443 49740 23.51.58.94 192.168.2.4

Mar 18, 2024 08:57:36.258025885 CET 49740 443 192.168.2.4 23.51.58.94

Mar 18, 2024 08:57:36.396538973 CET 49740 443 192.168.2.4 23.51.58.94

Mar 18, 2024 08:57:36.444232941 CET 443 49740 23.51.58.94 192.168.2.4

Mar 18, 2024 08:57:36.459027052 CET 443 49741 45.201.245.75 192.168.2.4

Mar 18, 2024 08:57:36.462258101 CET 49741 443 192.168.2.4 45.201.245.75

Mar 18, 2024 08:57:36.462271929 CET 443 49741 45.201.245.75 192.168.2.4

Mar 18, 2024 08:57:36.463397026 CET 443 49741 45.201.245.75 192.168.2.4

Mar 18, 2024 08:57:36.463462114 CET 49741 443 192.168.2.4 45.201.245.75

TCP Packets
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Mar 18, 2024 08:57:36.470227957 CET 49741 443 192.168.2.4 45.201.245.75

Mar 18, 2024 08:57:36.470290899 CET 443 49741 45.201.245.75 192.168.2.4

Mar 18, 2024 08:57:36.470906973 CET 49741 443 192.168.2.4 45.201.245.75

Mar 18, 2024 08:57:36.470912933 CET 443 49741 45.201.245.75 192.168.2.4

Mar 18, 2024 08:57:36.485181093 CET 443 49740 23.51.58.94 192.168.2.4

Mar 18, 2024 08:57:36.485327959 CET 443 49740 23.51.58.94 192.168.2.4

Mar 18, 2024 08:57:36.485402107 CET 49740 443 192.168.2.4 23.51.58.94

Mar 18, 2024 08:57:36.485591888 CET 49740 443 192.168.2.4 23.51.58.94

Mar 18, 2024 08:57:36.485632896 CET 443 49740 23.51.58.94 192.168.2.4

Mar 18, 2024 08:57:36.485661030 CET 49740 443 192.168.2.4 23.51.58.94

Mar 18, 2024 08:57:36.485677004 CET 443 49740 23.51.58.94 192.168.2.4

Mar 18, 2024 08:57:36.511084080 CET 49741 443 192.168.2.4 45.201.245.75

Mar 18, 2024 08:57:36.564829111 CET 49742 443 192.168.2.4 23.51.58.94

Mar 18, 2024 08:57:36.564898968 CET 443 49742 23.51.58.94 192.168.2.4

Mar 18, 2024 08:57:36.564985991 CET 49742 443 192.168.2.4 23.51.58.94

Mar 18, 2024 08:57:36.565859079 CET 49742 443 192.168.2.4 23.51.58.94

Mar 18, 2024 08:57:36.565891027 CET 443 49742 23.51.58.94 192.168.2.4

Mar 18, 2024 08:57:36.746256113 CET 443 49742 23.51.58.94 192.168.2.4

Mar 18, 2024 08:57:36.746356964 CET 49742 443 192.168.2.4 23.51.58.94

Mar 18, 2024 08:57:36.748423100 CET 49742 443 192.168.2.4 23.51.58.94

Mar 18, 2024 08:57:36.748450041 CET 443 49742 23.51.58.94 192.168.2.4

Mar 18, 2024 08:57:36.748668909 CET 443 49742 23.51.58.94 192.168.2.4

Mar 18, 2024 08:57:36.751319885 CET 49742 443 192.168.2.4 23.51.58.94

Mar 18, 2024 08:57:36.792253017 CET 443 49742 23.51.58.94 192.168.2.4

Mar 18, 2024 08:57:36.824337959 CET 443 49741 45.201.245.75 192.168.2.4

Mar 18, 2024 08:57:36.824362040 CET 443 49741 45.201.245.75 192.168.2.4

Mar 18, 2024 08:57:36.824368954 CET 443 49741 45.201.245.75 192.168.2.4

Mar 18, 2024 08:57:36.824425936 CET 49741 443 192.168.2.4 45.201.245.75

Mar 18, 2024 08:57:36.824435949 CET 443 49741 45.201.245.75 192.168.2.4

Mar 18, 2024 08:57:36.866997957 CET 49741 443 192.168.2.4 45.201.245.75

Mar 18, 2024 08:57:36.867012024 CET 443 49741 45.201.245.75 192.168.2.4

Mar 18, 2024 08:57:36.916903973 CET 49741 443 192.168.2.4 45.201.245.75

Mar 18, 2024 08:57:36.923661947 CET 443 49742 23.51.58.94 192.168.2.4

Mar 18, 2024 08:57:36.923719883 CET 443 49742 23.51.58.94 192.168.2.4

Mar 18, 2024 08:57:36.923908949 CET 49742 443 192.168.2.4 23.51.58.94

Mar 18, 2024 08:57:36.932756901 CET 49743 443 192.168.2.4 45.201.245.75

Mar 18, 2024 08:57:36.932787895 CET 443 49743 45.201.245.75 192.168.2.4

Mar 18, 2024 08:57:36.932895899 CET 49743 443 192.168.2.4 45.201.245.75

Mar 18, 2024 08:57:36.933950901 CET 49744 443 192.168.2.4 45.201.245.75

Mar 18, 2024 08:57:36.934035063 CET 443 49744 45.201.245.75 192.168.2.4

Mar 18, 2024 08:57:36.934120893 CET 49744 443 192.168.2.4 45.201.245.75

Mar 18, 2024 08:57:36.935353041 CET 49745 443 192.168.2.4 45.201.245.75

Mar 18, 2024 08:57:36.935422897 CET 443 49745 45.201.245.75 192.168.2.4

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class
DNS over
HTTPS

Mar 18, 2024 08:57:33.433971882 
CET

192.168.2.4 1.1.1.1 0xe0bd Standard query 
(0)

www.nbnews
tar.com.cn

A (IP address) IN (0x0001) false

Mar 18, 2024 08:57:33.434129953 
CET

192.168.2.4 1.1.1.1 0x8c01 Standard query 
(0)

www.nbnews
tar.com.cn

65 IN (0x0001) false

Mar 18, 2024 08:57:33.648726940 
CET

192.168.2.4 1.1.1.1 0x2be4 Standard query 
(0)

www.google.com A (IP address) IN (0x0001) false

Mar 18, 2024 08:57:33.649302006 
CET

192.168.2.4 1.1.1.1 0xdee6 Standard query 
(0)

www.google.com 65 IN (0x0001) false

Mar 18, 2024 08:57:34.447061062 
CET

192.168.2.4 1.1.1.1 0xb5af Standard query 
(0)

www.nbnews
tar.com.cn

A (IP address) IN (0x0001) false

Mar 18, 2024 08:57:34.447740078 
CET

192.168.2.4 1.1.1.1 0x3a2f Standard query 
(0)

www.nbnews
tar.com.cn

65 IN (0x0001) false

Mar 18, 2024 08:57:35.014730930 
CET

192.168.2.4 1.1.1.1 0x4dea Standard query 
(0)

www.nbnews
tar.com.cn

A (IP address) IN (0x0001) false

DNS Queries
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Mar 18, 2024 08:57:35.015384912 
CET

192.168.2.4 1.1.1.1 0xd96e Standard query 
(0)

www.nbnews
tar.com.cn

65 IN (0x0001) false

Mar 18, 2024 08:57:36.051459074 
CET

192.168.2.4 1.1.1.1 0x175b Standard query 
(0)

www.nbnews
tar.com.cn

A (IP address) IN (0x0001) false

Mar 18, 2024 08:57:36.051783085 
CET

192.168.2.4 1.1.1.1 0xb55d Standard query 
(0)

www.nbnews
tar.com.cn

65 IN (0x0001) false

Mar 18, 2024 08:57:38.593810081 
CET

192.168.2.4 1.1.1.1 0x406 Standard query 
(0)

hm.baidu.com A (IP address) IN (0x0001) false

Mar 18, 2024 08:57:38.595698118 
CET

192.168.2.4 1.1.1.1 0x4d01 Standard query 
(0)

hm.baidu.com 65 IN (0x0001) false

Mar 18, 2024 08:57:38.619332075 
CET

192.168.2.4 1.1.1.1 0x3706 Standard query 
(0)

s7.addthis.com A (IP address) IN (0x0001) false

Mar 18, 2024 08:57:38.707263947 
CET

192.168.2.4 1.1.1.1 0x5400 Standard query 
(0)

s7.addthis.com 65 IN (0x0001) false

Mar 18, 2024 08:57:39.266028881 
CET

192.168.2.4 1.1.1.1 0x91dd Standard query 
(0)

www.nbnews
tar.com.cn

A (IP address) IN (0x0001) false

Mar 18, 2024 08:57:39.267199993 
CET

192.168.2.4 1.1.1.1 0x39d0 Standard query 
(0)

www.nbnews
tar.com.cn

65 IN (0x0001) false

Mar 18, 2024 08:57:44.022206068 
CET

192.168.2.4 1.1.1.1 0x9dc0 Standard query 
(0)

hm.baidu.com A (IP address) IN (0x0001) false

Mar 18, 2024 08:57:44.022490025 
CET

192.168.2.4 1.1.1.1 0x572b Standard query 
(0)

hm.baidu.com 65 IN (0x0001) false

Mar 18, 2024 08:58:38.855272055 
CET

192.168.2.4 1.1.1.1 0xf6a3 Standard query 
(0)

s7.addthis.com A (IP address) IN (0x0001) false

Mar 18, 2024 08:58:38.855962038 
CET

192.168.2.4 1.1.1.1 0x4997 Standard query 
(0)

s7.addthis.com 65 IN (0x0001) false

Mar 18, 2024 08:58:47.719321012 
CET

192.168.2.4 1.1.1.1 0x2506 Standard query 
(0)

hm.baidu.com A (IP address) IN (0x0001) false

Mar 18, 2024 08:58:47.719968081 
CET

192.168.2.4 1.1.1.1 0xa725 Standard query 
(0)

hm.baidu.com 65 IN (0x0001) false

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class
DNS over
HTTPS

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
DNS over
HTTPS

Mar 18, 2024 
08:57:33.736979008 
CET

1.1.1.1 192.168.2.4 0x2be4 No error (0) www.google
.com

142.250.80.68 A (IP address) IN 
(0x0001)

false

Mar 18, 2024 
08:57:33.737027884 
CET

1.1.1.1 192.168.2.4 0xdee6 No error (0) www.google
.com

65 IN 
(0x0001)

false

Mar 18, 2024 
08:57:34.453361034 
CET

1.1.1.1 192.168.2.4 0x8c01 No error (0) www.nbnews
tar.com.cn

dnsus6.zzshe.
site

CNAME 
(Canonical 
name)

IN 
(0x0001)

false

Mar 18, 2024 
08:57:34.690387964 
CET

1.1.1.1 192.168.2.4 0xe0bd No error (0) www.nbnews
tar.com.cn

dnsus6.zzshe.
site

CNAME 
(Canonical 
name)

IN 
(0x0001)

false

Mar 18, 2024 
08:57:34.690387964 
CET

1.1.1.1 192.168.2.4 0xe0bd No error (0) dnsus6.zzs
he.site

45.201.245.75 A (IP address) IN 
(0x0001)

false

Mar 18, 2024 
08:57:35.538839102 
CET

1.1.1.1 192.168.2.4 0xb5af No error (0) www.nbnews
tar.com.cn

dnsus6.zzshe.
site

CNAME 
(Canonical 
name)

IN 
(0x0001)

false

Mar 18, 2024 
08:57:35.538839102 
CET

1.1.1.1 192.168.2.4 0xb5af No error (0) dnsus6.zzs
he.site

45.201.245.75 A (IP address) IN 
(0x0001)

false

Mar 18, 2024 
08:57:35.696269035 
CET

1.1.1.1 192.168.2.4 0x3a2f No error (0) www.nbnews
tar.com.cn

dnsus6.zzshe.
site

CNAME 
(Canonical 
name)

IN 
(0x0001)

false

Mar 18, 2024 
08:57:36.083383083 
CET

1.1.1.1 192.168.2.4 0x4dea No error (0) www.nbnews
tar.com.cn

dnsus6.zzshe.
site

CNAME 
(Canonical 
name)

IN 
(0x0001)

false

Mar 18, 2024 
08:57:36.083383083 
CET

1.1.1.1 192.168.2.4 0x4dea No error (0) dnsus6.zzs
he.site

45.201.245.75 A (IP address) IN 
(0x0001)

false

Mar 18, 2024 
08:57:36.286498070 
CET

1.1.1.1 192.168.2.4 0xd96e No error (0) www.nbnews
tar.com.cn

dnsus6.zzshe.
site

CNAME 
(Canonical 
name)

IN 
(0x0001)

false

Mar 18, 2024 
08:57:36.286751986 
CET

1.1.1.1 192.168.2.4 0xb55d No error (0) www.nbnews
tar.com.cn

dnsus6.zzshe.
site

CNAME 
(Canonical 
name)

IN 
(0x0001)

false

DNS Answers
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Mar 18, 2024 
08:57:37.097584963 
CET

1.1.1.1 192.168.2.4 0x175b No error (0) www.nbnews
tar.com.cn

dnsus6.zzshe.
site

CNAME 
(Canonical 
name)

IN 
(0x0001)

false

Mar 18, 2024 
08:57:37.097584963 
CET

1.1.1.1 192.168.2.4 0x175b No error (0) dnsus6.zzs
he.site

45.201.245.75 A (IP address) IN 
(0x0001)

false

Mar 18, 2024 
08:57:38.681936026 
CET

1.1.1.1 192.168.2.4 0x406 No error (0) hm.baidu.com hm.e.shifen.co
m

CNAME 
(Canonical 
name)

IN 
(0x0001)

false

Mar 18, 2024 
08:57:38.681936026 
CET

1.1.1.1 192.168.2.4 0x406 No error (0) hm.e.shife
n.com

103.235.46.19
1

A (IP address) IN 
(0x0001)

false

Mar 18, 2024 
08:57:38.684528112 
CET

1.1.1.1 192.168.2.4 0x4d01 No error (0) hm.baidu.com hm.e.shifen.co
m

CNAME 
(Canonical 
name)

IN 
(0x0001)

false

Mar 18, 2024 
08:57:38.730952978 
CET

1.1.1.1 192.168.2.4 0x3706 No error (0) s7.addthis.com s8.addthis.com CNAME 
(Canonical 
name)

IN 
(0x0001)

false

Mar 18, 2024 
08:57:38.730952978 
CET

1.1.1.1 192.168.2.4 0x3706 No error (0) s8.addthis.com ds-
s7.addthis.com
.edgekey.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

false

Mar 18, 2024 
08:57:38.795450926 
CET

1.1.1.1 192.168.2.4 0x5400 No error (0) s7.addthis.com s8.addthis.com CNAME 
(Canonical 
name)

IN 
(0x0001)

false

Mar 18, 2024 
08:57:38.795450926 
CET

1.1.1.1 192.168.2.4 0x5400 No error (0) s8.addthis.com ds-
s7.addthis.com
.edgekey.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

false

Mar 18, 2024 
08:57:39.812246084 
CET

1.1.1.1 192.168.2.4 0x39d0 No error (0) www.nbnews
tar.com.cn

dnsus6.zzshe.
site

CNAME 
(Canonical 
name)

IN 
(0x0001)

false

Mar 18, 2024 
08:57:40.281951904 
CET

1.1.1.1 192.168.2.4 0x91dd No error (0) www.nbnews
tar.com.cn

dnsus6.zzshe.
site

CNAME 
(Canonical 
name)

IN 
(0x0001)

false

Mar 18, 2024 
08:57:40.281951904 
CET

1.1.1.1 192.168.2.4 0x91dd No error (0) dnsus6.zzs
he.site

45.201.245.75 A (IP address) IN 
(0x0001)

false

Mar 18, 2024 
08:57:44.110624075 
CET

1.1.1.1 192.168.2.4 0x572b No error (0) hm.baidu.com hm.e.shifen.co
m

CNAME 
(Canonical 
name)

IN 
(0x0001)

false

Mar 18, 2024 
08:57:44.111071110 
CET

1.1.1.1 192.168.2.4 0x9dc0 No error (0) hm.baidu.com hm.e.shifen.co
m

CNAME 
(Canonical 
name)

IN 
(0x0001)

false

Mar 18, 2024 
08:57:44.111071110 
CET

1.1.1.1 192.168.2.4 0x9dc0 No error (0) hm.e.shife
n.com

103.235.46.19
1

A (IP address) IN 
(0x0001)

false

Mar 18, 2024 
08:58:38.944284916 
CET

1.1.1.1 192.168.2.4 0x4997 No error (0) s7.addthis.com s8.addthis.com CNAME 
(Canonical 
name)

IN 
(0x0001)

false

Mar 18, 2024 
08:58:38.944284916 
CET

1.1.1.1 192.168.2.4 0x4997 No error (0) s8.addthis.com ds-
s7.addthis.com
.edgekey.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

false

Mar 18, 2024 
08:58:38.944905043 
CET

1.1.1.1 192.168.2.4 0xf6a3 No error (0) s7.addthis.com s8.addthis.com CNAME 
(Canonical 
name)

IN 
(0x0001)

false

Mar 18, 2024 
08:58:38.944905043 
CET

1.1.1.1 192.168.2.4 0xf6a3 No error (0) s8.addthis.com ds-
s7.addthis.com
.edgekey.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

false

Mar 18, 2024 
08:58:47.808303118 
CET

1.1.1.1 192.168.2.4 0x2506 No error (0) hm.baidu.com hm.e.shifen.co
m

CNAME 
(Canonical 
name)

IN 
(0x0001)

false

Mar 18, 2024 
08:58:47.808303118 
CET

1.1.1.1 192.168.2.4 0x2506 No error (0) hm.e.shife
n.com

103.235.46.19
1

A (IP address) IN 
(0x0001)

false

Mar 18, 2024 
08:58:47.809323072 
CET

1.1.1.1 192.168.2.4 0xa725 No error (0) hm.baidu.com hm.e.shifen.co
m

CNAME 
(Canonical 
name)

IN 
(0x0001)

false

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
DNS over
HTTPS

Statistics

Behavior
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All data are 0.

Target ID: 0

Start time: 08:57:27

Start date: 18/03/2024

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: C:\Program Files\Google\Chrome\Application\chrome.exe"  --start-maximized  "about:blank

Imagebase: 0x7ff76e190000

File size: 3'242'272 bytes

MD5 hash: 45DE480806D1B5D462A7DDE4DCEFC4E4

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: low

Has exited: false

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Completion Count Source Address Symbol

Old File Path New File Path Completion Count Source Address Symbol

Target ID: 2

Start time: 08:57:28

Start date: 18/03/2024

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --lang=en-US --service-sandbox-
type=none --mojo-platform-channel-handle=2304 --field-trial-handle=2156,i,3691347965485979252,9914316177754317718,262144 --disable-features=
OptimizationGuideModelDownloading,OptimizationHints,OptimizationHintsFetching,OptimizationTargetPrediction /prefetch:8

Imagebase: 0x7ff76e190000

File size: 3'242'272 bytes

MD5 hash: 45DE480806D1B5D462A7DDE4DCEFC4E4

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: low

Has exited: false

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Completion Count Source Address Symbol

System Behavior

Analysis Process: chrome.exe PID: 1072, Parent PID: 180

General

File Activities

Analysis Process: chrome.exe PID: 2692, Parent PID: 1072

General

File Activities
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Old File Path New File Path Completion Count Source Address Symbol

Target ID: 3

Start time: 08:57:32

Start date: 18/03/2024

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: C:\Program Files\Google\Chrome\Application\chrome.exe" "http://www.nbnewstar.com.cn

Imagebase: 0x7ff76e190000

File size: 3'242'272 bytes

MD5 hash: 45DE480806D1B5D462A7DDE4DCEFC4E4

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: low

Has exited: true

⊘ No disassembly

Analysis Process: chrome.exe PID: 6428, Parent PID: 180

General

Disassembly
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