
ID: 1436255
Sample Name:
LFfjUMuUFU.exe
Cookbook: default.jbs
Time: 05:51:08
Date: 04/05/2024
Version: 40.0.0 Tourmaline
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Windows Analysis Report 
LFfjUMuUFU.exe

Overview

General Information
Sample name: LFfjUMuUFU.exerenam

ed because original 
name is a hash value

Original sample 
name:

117efcf6a3a3a…

Analysis ID: 1436255

MD5: 117efcf6a3a3a…

SHA1: 876b3d74c8b5…

SHA256: 4eedc7ed6ade…

Tags: 32 exe trojan

Infos:

Detection

AsyncRAT, PureLog
Stealer, XWorm

Score: 100

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Antivirus detection for URL or domain

Antivirus detection for dropped file

Found malware configuration

Malicious sample detected (through…

Multi AV Scanner detection for dom…

Multi AV Scanner detection for drop…

Multi AV Scanner detection for subm…

Sigma detected: Scheduled temp fil…

Snort IDS alert for network traffic

Yara detected AntiVM3

Yara detected AsyncRAT

Yara detected PureLog Stealer

Yara detected Telegram RAT

Yara detected XWorm

.NET source code contains method …

.NET source code contains potentia…

Adds a directory exclusion to Windo…

Allocates memory in foreign process…

Bypasses PowerShell execution pol…

C2 URLs / IPs found in malware con…

Contains functionality to log keystro…

Injects a PE file into a foreign proce…

Loading BitLocker PowerShell Modu…

Machine Learning detection for drop…

Machine Learning detection for sam…

Protects its processes via BreakOn…

Sample uses string decryption to hid…

Sigma detected: Powershell Base64…

Tries to detect sandboxes and other…

Uses schtasks.exe or at.exe to add…

Uses the Telegram API (likely for C…

Writes to foreign memory regions

Yara detected Generic Downloader

Yara detected WebBrowserPassVie…

Allocates memory with a write watch…

Checks if Antivirus/Antispyware/Fire…

Contains long sleeps (>= 3 min)

Creates a process in suspended mo…

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

LFfjUMuUFU.exe (PID: 5844 cmdline: "C:\Users\user\Desktop\LFfjUMuUFU.exe" MD5: 117EFCF6A3A3AF167C293331A7531A46)
powershell.exe (PID: 1480 cmdline: "C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" Add-MpPreference -ExclusionPath "C:\Users\user\Desktop\LFfjU

MuUFU.exe" MD5: C32CA4ACFCC635EC1EA6ED8A34DF5FAC)
conhost.exe (PID: 4068 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: 0D698AF330FD17BEE3BF90011D49251D)

powershell.exe (PID: 1996 cmdline: "C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" Add-MpPreference -ExclusionPath "C:\Users\user\AppData\Roami
ng\AAkXVY.exe" MD5: C32CA4ACFCC635EC1EA6ED8A34DF5FAC)

conhost.exe (PID: 1496 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: 0D698AF330FD17BEE3BF90011D49251D)
schtasks.exe (PID: 2748 cmdline: "C:\Windows\System32\schtasks.exe" /Create /TN "Updates\AAkXVY" /XML "C:\Users\user\AppData\Local\Temp\tmpB10A.tmp" MD5:

48C2FE20575769DE916F48EF0676A965)
conhost.exe (PID: 1536 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: 0D698AF330FD17BEE3BF90011D49251D)

MSBuild.exe (PID: 1248 cmdline: "C:\Windows\Microsoft.NET\Framework\v4.0.30319\MSBuild.exe" MD5: 8FDF47E0FF70C40ED3A17014AEEA4232)
456.exe (PID: 6660 cmdline: "C:\Users\user\AppData\Roaming\456.exe" MD5: 35F5F5521D82617EA16D75015B3227F3)
1235.exe (PID: 6552 cmdline: "C:\Users\user\AppData\Roaming\1235.exe" MD5: 5A19A642E1FEA00A586C20EFA285094A)

powershell.exe (PID: 4124 cmdline: "C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" -ExecutionPolicy Bypass Add-MpPreference -ExclusionPath
'C:\Users\user\AppData\Roaming\1235.exe' MD5: 04029E121A0CFA5991749937DD22A1D9)

conhost.exe (PID: 3664 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: 0D698AF330FD17BEE3BF90011D49251D)
powershell.exe (PID: 3924 cmdline: "C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" -ExecutionPolicy Bypass Add-MpPreference -Exclusio

nProcess '1235.exe' MD5: 04029E121A0CFA5991749937DD22A1D9)
conhost.exe (PID: 3568 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: 0D698AF330FD17BEE3BF90011D49251D)

powershell.exe (PID: 6616 cmdline: "C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" -ExecutionPolicy Bypass Add-MpPreference -ExclusionPath
'C:\Users\user\AppData\Roaming\XClient.exe' MD5: 04029E121A0CFA5991749937DD22A1D9)

conhost.exe (PID: 1016 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: 0D698AF330FD17BEE3BF90011D49251D)
powershell.exe (PID: 4288 cmdline: "C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" -ExecutionPolicy Bypass Add-MpPreference -Exclusio

nProcess 'XClient.exe' MD5: 04029E121A0CFA5991749937DD22A1D9)
conhost.exe (PID: 5136 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: 0D698AF330FD17BEE3BF90011D49251D)

AAkXVY.exe (PID: 3996 cmdline: C:\Users\user\AppData\Roaming\AAkXVY.exe MD5: 117EFCF6A3A3AF167C293331A7531A46)
schtasks.exe (PID: 2260 cmdline: "C:\Windows\System32\schtasks.exe" /Create /TN "Updates\AAkXVY" /XML "C:\Users\user\AppData\Local\Temp\tmpE9DD.tmp" MD5:

48C2FE20575769DE916F48EF0676A965)
conhost.exe (PID: 2520 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: 0D698AF330FD17BEE3BF90011D49251D)

MSBuild.exe (PID: 4712 cmdline: "C:\Windows\Microsoft.NET\Framework\v4.0.30319\MSBuild.exe" MD5: 8FDF47E0FF70C40ED3A17014AEEA4232)

Process Tree
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456.exe (PID: 5560 cmdline: "C:\Users\user\AppData\Roaming\456.exe" MD5: 35F5F5521D82617EA16D75015B3227F3)
1235.exe (PID: 736 cmdline: "C:\Users\user\AppData\Roaming\1235.exe" MD5: 5A19A642E1FEA00A586C20EFA285094A)

cleanup

Name Description Attribution Blogpost URLs Link

AsyncRAT AsyncRAT is a Remote Access Tool (RAT) designed to remotely monitor 
and control other computers through a secure encrypted connection. It is 
an open source remote administration tool, however, it could also be used 
maliciously because it provides functionality such as keylogger, remote 
desktop control, and many other functions that may cause harm to the 
victims computer. In addition, AsyncRAT can be delivered via various 
methods such as spear-phishing, malvertising, exploit kit and other 
techniques.

No Attribution https://0xtoxin-
labs.gitbook.io/malware-
analysis/malware-
analysis/asyncrat-onenote-
dropperhttps://aidenmitchell.c
a/asyncrat-via-
vbs/https://assets.virustotal.co
m/reports/2021trends.pdfhttps
://axmahr.github.io/posts/asyn
crat-
detection/https://blog.checkpoi
nt.com/research/november-
2023s-most-wanted-malware-
new-asyncrat-campaign-
discovered-while-fakeupdates-
re-entered-the-top-ten-after-
brief-hiatus/

https://malpedia.caad.fkie.fr
aunhofer.de/details/win.asy
ncrat

Name Description Attribution Blogpost URLs Link

XWorm Malware with wide range of capabilities ranging from RAT to ransomware. No Attribution
https://any.run/cybersecurity-
blog/xworm-malware-
communication-
analysis/https://any.run/cybers
ecurity-blog/xworm-technical-
analysis-of-a-new-malware-
version/https://blog.cyble.com/
2022/08/19/evilcoder-project-
selling-multiple-dangerous-
tools-
online/https://cert.pl/en/posts/2
023/10/deworming-the-
xworm/https://embee-
research.ghost.io/infrastructur
e-analysis-with-dns-pivoting/

https://malpedia.caad.fkie.fr
aunhofer.de/details/win.xwor
m

{
  "C2 url": [
    "127.0.0.1",
    "45.61.150.201",
    "beshomandotestbesnd.run.place"
  ],
  "Port": "7000",
  "Aes key": "<123456789>",
  "SPL": "<Xwormmm>",
  "Install file": "USB.exe",
  "Version": "XWorm V5.6",
  "Telegram URL": "https://api.telegram.org/bot2128988424:AAEkYnwvOQA95riqRZwlqBxg4GV-odRNOyo/sendMessage?chat_id=966649672"
}

{
  "Server": "127.0.0.1,45.61.150.201,beshomandotestbesnd.run.place",
  "Port": "6606,7707,8808",
  "Version": "| Edit 3LOSH RAT",
  "MutexName": "AsyncMutex_6SI8OkPnk",
  "Autorun": "false",
  "Group": "true"
}

Malware Threat Intel

Malware Configuration

Threatname: Xworm

Threatname: AsyncRAT

Provided by
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Source Rule Description Author Strings

dump.pcap MALWARE_Win_
AsyncRAT

Detects AsyncRAT ditekSHen 0x258d6:$x1: AsyncRAT
0x25914:$x1: AsyncRAT

Source Rule Description Author Strings

C:\Users\user\AppData\Roaming\1235.exe JoeSecurity_XWor
m

Yara detected 
XWorm

Joe Security

C:\Users\user\AppData\Roaming\1235.exe JoeSecurity_Gene
ricDownloader_1

Yara detected 
Generic 
Downloader

Joe Security

C:\Users\user\AppData\Roaming\1235.exe MALWARE_Win_
AsyncRAT

Detects AsyncRAT ditekSHen 0x9b38:$cnc1: Mozilla/5.0 (Windows NT 6.1; Win64; x64;
rv:66.0) Gecko/20100101 Firefox/66.0
0x9bd5:$cnc2: Mozilla/5.0 (iPhone; CPU iPhone OS 11_4
_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like G
ecko) Version/11.0 Mobile/15E148 Safari/604.1
0x9cea:$cnc3: Mozilla/5.0 (Windows NT 10.0; Win64; x6
4) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/60.
0.3112.113 Safari/537.36
0x9490:$cnc4: POST / HTTP/1.1

C:\Users\user\AppData\Roaming\456.exe JoeSecurity_Async
RAT

Yara detected 
AsyncRAT

Joe Security

C:\Users\user\AppData\Roaming\456.exe JoeSecurity_Gene
ricDownloader_1

Yara detected 
Generic 
Downloader

Joe Security

Click to see the 2 entries

Source Rule Description Author Strings

0000000B.00000002.3414123856.000000000679C000.0000
0004.00000020.00020000.00000000.sdmp

MALWARE_Win_
AsyncRAT

Detects AsyncRAT ditekSHen 0x1488f:$x1: AsyncRAT
0x148cd:$x1: AsyncRAT

0000000A.00000002.2203533506.000000000342F000.0000
0004.00000800.00020000.00000000.sdmp

JoeSecurity_PureL
ogStealer

Yara detected 
PureLog Stealer

Joe Security

0000000C.00000000.2008108195.0000000000E12000.0000
0002.00000001.01000000.0000000F.sdmp

JoeSecurity_XWor
m

Yara detected 
XWorm

Joe Security

0000000C.00000000.2008108195.0000000000E12000.0000
0002.00000001.01000000.0000000F.sdmp

MALWARE_Win_
AsyncRAT

Detects AsyncRAT ditekSHen 0x9938:$cnc1: Mozilla/5.0 (Windows NT 6.1; Win64; x64;
rv:66.0) Gecko/20100101 Firefox/66.0
0x99d5:$cnc2: Mozilla/5.0 (iPhone; CPU iPhone OS 11_4
_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like G
ecko) Version/11.0 Mobile/15E148 Safari/604.1
0x9aea:$cnc3: Mozilla/5.0 (Windows NT 10.0; Win64; x6
4) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/60.
0.3112.113 Safari/537.36
0x9290:$cnc4: POST / HTTP/1.1

00000000.00000002.2062419285.00000000067F0000.0000
0004.08000000.00040000.00000000.sdmp

JoeSecurity_PureL
ogStealer

Yara detected 
PureLog Stealer

Joe Security

Click to see the 36 entries

Source Rule Description Author Strings

10.2.AAkXVY.exe.32177e0.2.unpack JoeSecurity_PureL
ogStealer

Yara detected 
PureLog Stealer

Joe Security

0.2.LFfjUMuUFU.exe.25a77c8.3.unpack JoeSecurity_PureL
ogStealer

Yara detected 
PureLog Stealer

Joe Security

0.2.LFfjUMuUFU.exe.2596b50.5.unpack JoeSecurity_PureL
ogStealer

Yara detected 
PureLog Stealer

Joe Security

9.2.MSBuild.exe.3047c50.1.unpack JoeSecurity_XWor
m

Yara detected 
XWorm

Joe Security

Yara Signatures

PCAP (Network Tra c)

Dropped Files

Memory Dumps

Unpacked PEs
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9.2.MSBuild.exe.3047c50.1.unpack MALWARE_Win_
AsyncRAT

Detects AsyncRAT ditekSHen 0x7d38:$cnc1: Mozilla/5.0 (Windows NT 6.1; Win64; x64;
rv:66.0) Gecko/20100101 Firefox/66.0
0x7dd5:$cnc2: Mozilla/5.0 (iPhone; CPU iPhone OS 11_4
_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like G
ecko) Version/11.0 Mobile/15E148 Safari/604.1
0x7eea:$cnc3: Mozilla/5.0 (Windows NT 10.0; Win64; x6
4) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/60.
0.3112.113 Safari/537.36
0x7690:$cnc4: POST / HTTP/1.1

Click to see the 54 entries

Source Rule Description Author Strings

System Summary

Persistence and Installation Behavior

Timestamp: 05/04/24-05:54:19.926233

SID: 2852870

Source Port: 7000

Destination Port: 49722

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 05/04/24-05:52:18.402434

SID: 2030673

Source Port: 8808

Destination Port: 49718

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 05/04/24-05:52:18.402434

SID: 2035595

Source Port: 8808

Destination Port: 49718

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 05/04/24-05:54:19.926233

SID: 2852874

Source Port: 7000

Sigma Signatures

Sigma detected: Powershell Base64 Encoded MpPreference Cmdlet

Sigma detected: Change PowerShell Policies to an Insecure Level

Sigma detected: Powershell Defender Exclusion

Sigma detected: Suspicious Add Scheduled Task Parent

Sigma detected: Suspicious Schtasks From Env Var Folder

Sigma detected: Non Interactive PowerShell Process Spawned

Sigma detected: Scheduled temp file as task from temp location

Snort Signatures
ETPRO TROJAN Win32/XWorm CnC Checkin - Generic Prefix Bytes - Source IP: 45.88.186.125 - Destination IP: 192.168.2.5

ET TROJAN Observed Malicious SSL Cert (AsyncRAT Server) - Source IP: 45.88.186.125 - Destination IP: 192.168.2.5

ET TROJAN Generic AsyncRAT Style SSL Cert - Source IP: 45.88.186.125 - Destination IP: 192.168.2.5

ETPRO TROJAN Win32/XWorm CnC PING Command Inbound M2 - Source IP: 45.88.186.125 - Destination IP: 192.168.2.5
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AV Detection

Networking

Key, Mouse, Clipboard, Microphone and Screen Capturing

Operating System Destruction

System Summary

Data Obfuscation

Boot Survival

Hooking and other Techniques for Hiding and Protection

Destination Port: 49722

Protocol: TCP

Classtype: A Network Trojan was detected

Joe Sandbox Signatures

Antivirus detection for URL or domain

Antivirus detection for dropped file

Found malware configuration

Multi AV Scanner detection for domain / URL

Multi AV Scanner detection for dropped file

Multi AV Scanner detection for submitted file

Machine Learning detection for dropped file

Machine Learning detection for sample

Sample uses string decryption to hide its real strings

Snort IDS alert for network traffic

C2 URLs / IPs found in malware configuration

Uses the Telegram API (likely for C&C communication)

Yara detected Generic Downloader

Yara detected AsyncRAT

Contains functionality to log keystrokes (.Net Source)

Protects its processes via BreakOnTermination flag

Malicious sample detected (through community Yara rule)

.NET source code contains method to dynamically call methods (often used by packers)

.NET source code contains potential unpacker

Yara detected AsyncRAT

Uses schtasks.exe or at.exe to add and modify task schedules

Loading BitLocker PowerShell Module
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Malware Analysis System Evasion

HIPS / PFW / Operating System Protection Evasion

Lowering of HIPS / PFW / Operating System Security Settings

Stealing of Sensitive Information

Remote Access Functionality

Reconnai…
Resource
Developm…

Initial
Access

Execution Persisten…
Privilege
Escalation

Defense
Evasion

Credential
Access

Discovery
Lateral
Movement

Collection
Command
and
Control

Exfiltration Impact

Gather
Victim
Identity
Information

Acquire
Infrastructur
e

Valid
Accounts

1
Windows
Managemen
t
Instrumentat
ion

1
DLL Side-
Loading

1
DLL Side-
Loading

1 1
Disable or
Modify
Tools

1
Input
Capture

1
File and
Directory
Discovery

Remote
Services

1 1
Archive
Collected
Data

1
Web Service

Exfiltration
Over Other
Network
Medium

Abuse
Accessibility
Features

Credentials Domains Default
Accounts

2
Command
and
Scripting
Interpreter

2
Scheduled
Task/Job

3 1 1
Process
Injection

1
Deobfuscate
/Decode
Files or
Information

LSASS
Memory

1 3
System
Information
Discovery

Remote
Desktop
Protocol

1
Input
Capture

1 2
Encrypted
Channel

Exfiltration
Over
Bluetooth

Network
Denial of
Service

Email
Addresses

DNS Server Domain
Accounts

2
Scheduled
Task/Job

Logon Script
(Windows)

2
Scheduled
Task/Job

1 3 1
Obfuscated
Files or
Information

Security
Account
Manager

2 1 1
Security
Software
Discovery

SMB/Windo
ws Admin
Shares

Data from
Network
Shared
Drive

1
Non-
Standard
Port

Automated
Exfiltration

Data
Encrypted
for Impact

Employee
Names

Virtual
Private
Server

Local
Accounts

1
PowerShell

Login Hook Login Hook 2 2
Software
Packing

NTDS 1
Process
Discovery

Distributed
Component
Object
Model

Input
Capture

1
Non-
Application
Layer
Protocol

Traffic
Duplication

Data
Destruction

Gather
Victim
Network
Information

Server Cloud
Accounts

Launchd Network
Logon Script

Network
Logon Script

1
DLL Side-
Loading

LSA Secrets 3 1
Virtualizatio
n/Sandbox
Evasion

SSH Keylogging 1 2
Application
Layer
Protocol

Scheduled
Transfer

Data
Encrypted
for Impact

Yara detected AntiVM3

Yara detected AsyncRAT

Tries to detect sandboxes and other dynamic analysis tools (process name or module or function)

Adds a directory exclusion to Windows Defender

Allocates memory in foreign processes

Bypasses PowerShell execution policy

Injects a PE file into a foreign processes

Writes to foreign memory regions

Yara detected AsyncRAT

Yara detected PureLog Stealer

Yara detected Telegram RAT

Yara detected XWorm

Yara detected WebBrowserPassView password recovery tool

Yara detected PureLog Stealer

Yara detected Telegram RAT

Yara detected XWorm

Mitre Att&ck Matrix
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Domain
Properties

Botnet Replication
Through
Removable
Media

Scheduled
Task

RC Scripts RC Scripts 1
Masqueradi
ng

Cached
Domain
Credentials

1
Application
Window
Discovery

VNC GUI Input
Capture

Multiband
Communicat
ion

Data
Transfer
Size Limits

Service Stop

DNS Web
Services

External
Remote
Services

Systemd
Timers

Startup
Items

Startup
Items

1
Modify
Registry

DCSync Remote
System
Discovery

Windows
Remote
Managemen
t

Web Portal
Capture

Commonly
Used Port

Exfiltration
Over C2
Channel
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System
Recovery

Network
Trust
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Serverless Drive-by
Compromis
e

Container
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n Job

Scheduled
Task/Job

Scheduled
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3 1
Virtualizatio
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Proc
Filesystem

System
Owner/User
Discovery

Cloud
Services

Credential
API Hooking

Application
Layer
Protocol
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Over
Alternative
Protocol

Defacement

Network
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Malvertising Exploit
Public-
Facing
Application

Command
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Scripting
Interpreter

At At 3 1 1
Process
Injection

/etc/passwd
and
/etc/shadow

Network
Sniffing

Direct Cloud
VM
Connections

Data Staged Web
Protocols

Exfiltration
Over
Symmetric
Encrypted
Non-C2
Protocol

Internal
Defacement
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Collection
Command
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Exfiltration Impact

Behavior Graph
ID: 1436255

Sample: LFfjUMuUFU.exe

Startdate: 04/05/2024

Architecture: WINDOWS

Score: 100

api.telegram.org beshomandotestbesnd.run.place

Snort IDS alert for
network traffic

Multi AV Scanner detection
for domain / URL Found malware configuration 18 other signatures

LFfjUMuUFU.exe

7

        started       

AAkXVY.exe

5

        started       

Uses the Telegram API
(likely for C&C

communication)

C:\Users\user\AppData\Roaming\AAkXVY.exe, PE32

dropped

C:\Users\user\AppData\Local\...\tmpB10A.tmp, XML

dropped

Uses schtasks.exe or
at.exe to add and modify

task schedules
Writes to foreign memory

regions
Allocates memory in

foreign processes
Adds a directory exclusion

to Windows Defender

MSBuild.exe

4

        started       

powershell.exe

23

        started       

powershell.exe

23

        started       

schtasks.exe

1

        started       

Multi AV Scanner detection
for dropped file

Machine Learning detection
for dropped file

Injects a PE file into
a foreign processes

MSBuild.exe

        started       

schtasks.exe

        started       

C:\Users\user\AppData\Roaming\456.exe, PE32

dropped

C:\Users\user\AppData\Roaming\1235.exe, PE32

dropped

Tries to detect sandboxes
and other dynamic analysis

tools (process name
or module or function)

1235.exe

        started       

456.exe

1 2

        started       

Loading BitLocker PowerShell
Module

conhost.exe

        started       

conhost.exe

        started       

conhost.exe

        started       

456.exe

        started       

1235.exe

        started       

conhost.exe

        started       

Antivirus detection
for dropped file

Multi AV Scanner detection
for dropped file

Machine Learning detection
for dropped file 2 other signatures

powershell.exe

        started       

powershell.exe

        started       

powershell.exe

        started       

powershell.exe

        started       

45.61.150.201, 49710, 7707

QUICKPACKETUS

United States

beshomandotestbesnd.run.place

45.88.186.125, 49718, 49719, 49722

ANONYMIZEEpikNetworkCH

Netherlands

127.0.0.1

unknown

unknown

Protects its processes
via BreakOnTermination

flag

Loading BitLocker PowerShell
Module

conhost.exe

        started       

conhost.exe

        started       

conhost.exe

        started       

conhost.exe

        started       

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Behavior Graph

Screenshots

Thumbnails
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Source Detection Scanner Label Link

LFfjUMuUFU.exe 37% ReversingLabs Win32.Trojan.Ama
dey

LFfjUMuUFU.exe 42% Virustotal Browse

LFfjUMuUFU.exe 100% Joe Sandbox ML

Source Detection Scanner Label Link

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files
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https://www.virustotal.com/gui/file/4eedc7ed6ade620eef8eb160d18518afc9c59eb262baf8a9fdbe758fb611b6f0/detection/f-4eedc7ed6ade620eef8eb160d18518afc9c59eb262baf8a9fdbe758fb611b6f0-1714786920


C:\Users\user\AppData\Roaming\1235.exe 100% Avira TR/Spy.Gen

C:\Users\user\AppData\Roaming\456.exe 100% Avira TR/Dropper.Gen

C:\Users\user\AppData\Roaming\1235.exe 100% Joe Sandbox ML

C:\Users\user\AppData\Roaming\456.exe 100% Joe Sandbox ML

C:\Users\user\AppData\Roaming\AAkXVY.exe 100% Joe Sandbox ML

C:\Users\user\AppData\Roaming\1235.exe 83% ReversingLabs ByteCode-
MSIL.Backdoor.X
WormRAT

C:\Users\user\AppData\Roaming\1235.exe 66% Virustotal Browse

C:\Users\user\AppData\Roaming\456.exe 83% ReversingLabs ByteCode-
MSIL.Trojan.Async
RATMarte

C:\Users\user\AppData\Roaming\456.exe 64% Virustotal Browse

C:\Users\user\AppData\Roaming\AAkXVY.exe 37% ReversingLabs Win32.Trojan.Ama
dey

C:\Users\user\AppData\Roaming\AAkXVY.exe 42% Virustotal Browse

Source Detection Scanner Label Link

⊘ No Antivirus matches

Source Detection Scanner Label Link

bg.microsoft.map.fastly.net 0% Virustotal Browse

beshomandotestbesnd.run.place 10% Virustotal Browse

fp2e7a.wpc.phicdn.net 0% Virustotal Browse

Source Detection Scanner Label Link

crl.m 0% URL Reputation safe

crl.m 0% URL Reputation safe

pesterbdd.com/images/Pester.png 100% URL Reputation malware

https://contoso.com/ 0% URL Reputation safe

https://contoso.com/ 0% URL Reputation safe

https://contoso.com/License 0% URL Reputation safe

crl.mic 0% URL Reputation safe

https://contoso.com/Icon 0% URL Reputation safe

beshomandotestbesnd.run.place 100% Avira URL Cloud malware

crl.micft.cMicRosof 0% Avira URL Cloud safe

tempuri.org/DataSetGen.xsd 0% Avira URL Cloud safe

45.61.150.201 0% Avira URL Cloud safe

www.micrm/pki/certs/MicR_2010-06-23.crt0 0% Avira URL Cloud safe

127.0.0.1 0% Avira URL Cloud safe

beshomandotestbesnd.run.place 10% Virustotal Browse

45.61.150.201 3% Virustotal Browse

tempuri.org/DataSetGen.xsd 2% Virustotal Browse

127.0.0.1 2% Virustotal Browse

Name IP Active Malicious Antivirus Detection Reputation

bg.microsoft.map.fastly.net 199.232.210.172 true false 0%, Virustotal, Browse unknown

beshomandotestbesnd.run.place 45.88.186.125 true true 10%, Virustotal, Browse unknown

api.telegram.org 149.154.167.220 true false high

fp2e7a.wpc.phicdn.net 192.229.211.108 true false 0%, Virustotal, Browse unknown

Unpacked PE Files

Domains

URLs

Domains and IPs

Contacted Domains
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https://www.virustotal.com/gui/file/43c64c73dd3c842f74cab39fa0cc143257153526bcf1082d342b49b646aa092f/detection/f-43c64c73dd3c842f74cab39fa0cc143257153526bcf1082d342b49b646aa092f-1714787851
https://www.virustotal.com/gui/file/88ed39de9e35cc70b974169312d2cce08c56f113fe617cbbd196842b9ff290c2/detection/f-88ed39de9e35cc70b974169312d2cce08c56f113fe617cbbd196842b9ff290c2-1714780867
https://www.virustotal.com/gui/file/4eedc7ed6ade620eef8eb160d18518afc9c59eb262baf8a9fdbe758fb611b6f0/detection/f-4eedc7ed6ade620eef8eb160d18518afc9c59eb262baf8a9fdbe758fb611b6f0-1714786920
https://www.virustotal.com/gui/url/f5ab3a7d072ad4e21f7d90ce013674d7a170a7f933e433ae06ce3385d9cb71fe/detection/u-f5ab3a7d072ad4e21f7d90ce013674d7a170a7f933e433ae06ce3385d9cb71fe-1714720220
https://www.virustotal.com/gui/url/14ed777ab193f87565307b330f80d5359714306b48167696c6e7e1b42d9871fa/detection/u-14ed777ab193f87565307b330f80d5359714306b48167696c6e7e1b42d9871fa-1714792215
https://www.virustotal.com/gui/url/16e6d6dc8061097a9d916a460efb673204946524d44f8e861bbbd35c3de0e392/detection/u-16e6d6dc8061097a9d916a460efb673204946524d44f8e861bbbd35c3de0e392-1714674675
https://www.virustotal.com/gui/url/14ed777ab193f87565307b330f80d5359714306b48167696c6e7e1b42d9871fa/detection/u-14ed777ab193f87565307b330f80d5359714306b48167696c6e7e1b42d9871fa-1714792215
https://www.virustotal.com/gui/url/b49e25013f657a0904917d984bd5206952fd600c90a3218df23739cd4f1267d3/detection/u-b49e25013f657a0904917d984bd5206952fd600c90a3218df23739cd4f1267d3-1714785028
https://www.virustotal.com/gui/url/fd81d6aa7c4f61e818bd28a517de462e388f5c071c25f15dddd4f2b1db99d763/detection/u-fd81d6aa7c4f61e818bd28a517de462e388f5c071c25f15dddd4f2b1db99d763-1714723509
https://www.virustotal.com/gui/url/d5541dbe8037a6433e94e9804ab331995630fa2a1794ba3b374d5e2429693891/detection/u-d5541dbe8037a6433e94e9804ab331995630fa2a1794ba3b374d5e2429693891-1714744813
https://www.virustotal.com/gui/url/f5ab3a7d072ad4e21f7d90ce013674d7a170a7f933e433ae06ce3385d9cb71fe/detection/u-f5ab3a7d072ad4e21f7d90ce013674d7a170a7f933e433ae06ce3385d9cb71fe-1714720220
https://www.virustotal.com/gui/url/14ed777ab193f87565307b330f80d5359714306b48167696c6e7e1b42d9871fa/detection/u-14ed777ab193f87565307b330f80d5359714306b48167696c6e7e1b42d9871fa-1714792215
https://www.virustotal.com/gui/url/16e6d6dc8061097a9d916a460efb673204946524d44f8e861bbbd35c3de0e392/detection/u-16e6d6dc8061097a9d916a460efb673204946524d44f8e861bbbd35c3de0e392-1714674675


Name Malicious Antivirus Detection Reputation

beshomandotestbesnd.run.place true 10%, Virustotal, Browse
Avira URL Cloud: malware

unknown

45.61.150.201 true 3%, Virustotal, Browse
Avira URL Cloud: safe

unknown

127.0.0.1 true 2%, Virustotal, Browse
Avira URL Cloud: safe

unknown

Name Source Malicious Antivirus Detection Reputation

tempuri.org/DataSetGen.xsd LFfjUMuUFU.exe, AAkXVY.exe.0.dr false 2%, Virustotal, Browse
Avira URL Cloud: safe

unknown

nuget.org/NuGet.exe powershell.exe, 0000000E.00000002.216251
8724.0000015B3253F000.00000004.00000800.
00020000.00000000.sdmp, powershell.exe, 
00000016.00000002.2445457495.000001B567A
5D000.00000004.00000800.00020000.0000000
0.sdmp, powershell.exe, 00000019.0000000
2.2788121554.000001B71F4BA000.00000004.0
0000800.00020000.00000000.sdmp, powershell.exe, 
0000001B.00000002.3261780764.0000016D10066
000.00000004.00000800.00020000.00000000.sdmp

false high

crl.m powershell.exe, 00000019.00000002.288479
4122.000001B727ACE000.00000004.00000020.
00020000.00000000.sdmp

false URL Reputation: safe
URL Reputation: safe

unknown

www.micrm/pki/certs/MicR_2010-06-23.crt0 powershell.exe, 0000001B.00000002.330934
0008.0000016D709EF000.00000004.00000020.
00020000.00000000.sdmp

false Avira URL Cloud: safe unknown

pesterbdd.com/images/Pester.png powershell.exe, 0000001B.00000002.294398
2437.0000016D00227000.00000004.00000800.
00020000.00000000.sdmp

true URL Reputation: malware unknown

https://api.telegram.org/bot MSBuild.exe, 00000009.00000002.201452735
3.0000000003031000.00000004.00000800.000
20000.00000000.sdmp, 1235.exe, 0000000C.
00000000.2008108195.0000000000E12000.000
00002.00000001.01000000.0000000F.sdmp, M
SBuild.exe, 00000012.00000002.2158028253
.0000000002E91000.00000004.00000800.0002
0000.00000000.sdmp, 1235.exe.9.dr

false high

schemas.xmlsoap.org/soap/encoding/ powershell.exe, 0000000E.00000002.211058
8680.0000015B226F9000.00000004.00000800.
00020000.00000000.sdmp, powershell.exe, 
00000016.00000002.2258279552.000001B557C
19000.00000004.00000800.00020000.0000000
0.sdmp, powershell.exe, 00000019.0000000
2.2594214487.000001B70F67A000.00000004.0
0000800.00020000.00000000.sdmp, powershell.exe, 
0000001B.00000002.2943982437.0000016D00227
000.00000004.00000800.00020000.00000000.sdmp

false high

www.apache.org/licenses/LICENSE-2.0.html powershell.exe, 0000001B.00000002.294398
2437.0000016D00227000.00000004.00000800.
00020000.00000000.sdmp

false high

schemas.xmlsoap.org/wsdl/ powershell.exe, 0000000E.00000002.211058
8680.0000015B226F9000.00000004.00000800.
00020000.00000000.sdmp, powershell.exe, 
00000016.00000002.2258279552.000001B557C
19000.00000004.00000800.00020000.0000000
0.sdmp, powershell.exe, 00000019.0000000
2.2594214487.000001B70F67A000.00000004.0
0000800.00020000.00000000.sdmp, powershell.exe, 
0000001B.00000002.2943982437.0000016D00227
000.00000004.00000800.00020000.00000000.sdmp

false high

https://contoso.com/ powershell.exe, 0000001B.00000002.326178
0764.0000016D10066000.00000004.00000800.
00020000.00000000.sdmp

false URL Reputation: safe
URL Reputation: safe

unknown

https://nuget.org/nuget.exe powershell.exe, 0000000E.00000002.216251
8724.0000015B3253F000.00000004.00000800.
00020000.00000000.sdmp, powershell.exe, 
00000016.00000002.2445457495.000001B567A
5D000.00000004.00000800.00020000.0000000
0.sdmp, powershell.exe, 00000019.0000000
2.2788121554.000001B71F4BA000.00000004.0
0000800.00020000.00000000.sdmp, powershell.exe, 
0000001B.00000002.3261780764.0000016D10066
000.00000004.00000800.00020000.00000000.sdmp

false high

Contacted URLs

URLs from Memory and Binaries
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https://contoso.com/License powershell.exe, 0000001B.00000002.326178
0764.0000016D10066000.00000004.00000800.
00020000.00000000.sdmp

false URL Reputation: safe unknown

crl.mic powershell.exe, 00000019.00000002.288479
4122.000001B727ACE000.00000004.00000020.
00020000.00000000.sdmp, powershell.exe, 
0000001B.00000002.3312242107.0000016D70D
AF000.00000004.00000020.00020000.0000000
0.sdmp

false URL Reputation: safe unknown

https://contoso.com/Icon powershell.exe, 0000001B.00000002.326178
0764.0000016D10066000.00000004.00000800.
00020000.00000000.sdmp

false URL Reputation: safe unknown

crl.micft.cMicRosof powershell.exe, 00000019.00000002.288479
4122.000001B727ACE000.00000004.00000020.
00020000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://aka.ms/pscore68 powershell.exe, 0000000E.00000002.211058
8680.0000015B224D1000.00000004.00000800.
00020000.00000000.sdmp, powershell.exe, 
00000016.00000002.2258279552.000001B5579
F1000.00000004.00000800.00020000.0000000
0.sdmp, powershell.exe, 00000019.0000000
2.2594214487.000001B70F451000.00000004.0
0000800.00020000.00000000.sdmp, powershell.exe, 
0000001B.00000002.2943982437.0000016D00001
000.00000004.00000800.00020000.00000000.sdmp

false high

www.nirsoft.net/ 456.exe, 0000000B.00000002.3419628057.00
00000007340000.00000004.08000000.0004000
0.00000000.sdmp

false high

schemas.xmlsoap.org/ws/2005/05/identity/claims/nam
e

LFfjUMuUFU.exe, 00000000.00000002.204718
1888.00000000025D8000.00000004.00000800.
00020000.00000000.sdmp, AAkXVY.exe, 0000
000A.00000002.2203533506.000000000324800
0.00000004.00000800.00020000.00000000.sdmp, 
456.exe, 0000000B.00000002.3354395323.00000000
02D61000.00000004.00000800.00020000.0000
0000.sdmp, 1235.exe, 0000000C.00000002.3
349500218.0000000003121000.00000004.0000
0800.00020000.00000000.sdmp, powershell.exe, 
0000000E.00000002.2110588680.000001
5B224D1000.00000004.00000800.00020000.00
000000.sdmp, powershell.exe, 00000016.00
000002.2258279552.000001B5579F1000.00000
004.00000800.00020000.00000000.sdmp, pow
ershell.exe, 00000019.00000002.259421448
7.000001B70F451000.00000004.00000800.000
20000.00000000.sdmp, powershell.exe, 000
0001B.00000002.2943982437.0000016D000010
00.00000004.00000800.00020000.00000000.sdmp

false high

https://github.com/Pester/Pester powershell.exe, 0000001B.00000002.294398
2437.0000016D00227000.00000004.00000800.
00020000.00000000.sdmp

false high

Name Source Malicious Antivirus Detection Reputation

World Map of Contacted IPs
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No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

45.61.150.201 unknown United States 46261 QUICKPACKETUS true

45.88.186.125 beshomandotestbesnd.ru
n.place

Netherlands 34962 ANONYMIZEEpikNetworkC
H

true

IP

127.0.0.1

Joe Sandbox version: 40.0.0 Tourmaline

Analysis ID: 1436255

Start date and time: 2024-05-04 05:51:08 +02:00

Joe Sandbox product: CloudBasic

Overall analysis duration: 0h 9m 20s

Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: default.jbs

Analysis system description: Windows 10 x64 22H2 with Office Professional Plus 2019, Chrome 117, Firefox 118, Adobe Reader DC 23, Java 8 
Update 381, 7zip 23.01

Number of analysed new started processes analysed: 29

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Sample name: LFfjUMuUFU.exerenamed because original name is a hash value

Original Sample Name: 117efcf6a3a3af167c293331a7531a46.exe

Public IPs

Private

General Information
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Detection: MAL

Classification: mal100.troj.spyw.evad.winEXE@38/36@2/3

EGA Information: Successful, ratio: 25%

HCA Information: Successful, ratio: 95%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Found application associated with file extension: .exe

Exclude process from analysis (whitelisted): dllhost.exe, WMIADAP.exe, SIHClient.exe, WmiPrvSE.exe, svchost.exe
TCP Packets have been reduced to 100
Excluded IPs from analysis (wh itelisted): 184.28.150.107, 40.68.123.157, 199.232.210.172, 192.229.211.108, 72.21.81.240, 20.3.187.198, 13.95.31.18, 13.85.23.86
Excluded domains from analysis (whitelisted): fs.microsoft.com, slscr.update.microsoft.com, ctldl.windowsupdate.com.delivery.microsoft.com, ctldl.windowsupdate.com, fs-wildcard.mic
rosoft.com.edgekey.net, fs-wildcard.microsoft.com.edgekey.net.globalredir.akadns.net, fe3cr.delivery.mp.microsoft.com, fe3.delivery.mp.microsoft.com, ocsp.digicert.com, e16604.g.ak
amaiedge.net, ocsp.edge.digicert.com, glb.cws.prod.dcat.dsp.trafficmanager.net, sls.update.microsoft.com, prod.fs.microsoft.com.akadns.net, wu-b-net.trafficmanager.net, glb.sls.pro
d.dcat.dsp.trafficmanager.net
Execution Graph export aborted for target 1235.exe, PID 6552  because it is empty
Execution Graph export aborted for target 1235.exe, PID 736 because it is empty
Execution Graph export aborted for target 456.exe, PID 5560 because it is empty
Execution Graph export aborted for target MSBuild.exe, PID 1248 because it is empty
Execution Graph export aborted for target MSBuild.exe, PID 4712 because it is empty
Execution Graph export aborted for target powershell.exe, PID 3924 because it is empty
Execution Graph export aborted for target powershell.exe, PID 4124 because it is empty
Execution Graph export aborted for target powershell.exe, PID 4288 because it is empty
Execution Graph export aborted for target powershell.exe, PID 6616 because it is empty
Not all processes where analyzed, report is missing behavior  information
Report size exceeded maximum capacity and may have missing b ehavior information.
Report size getting too big, t oo many NtCreateKey calls found.
Report size getting too big, t oo many NtOpenKeyEx calls found.
Report size getting too big, t oo many NtProtectVirtualMemory calls found.
Report size getting too big, t oo many NtQueryValueKey calls found.
Report size getting too big, t oo many NtReadVirtualMemory ca lls found.

Time Type Description

05:51:52 API Interceptor 1x Sleep call for process: LFfjUMuUFU.exe modified

05:51:55 Task Scheduler Run new task: AAkXVY path: C:\Users\user\AppData\Roaming\AAkXVY.exe 

05:51:55 API Interceptor 100x Sleep call for process: powershell.exe modified

05:52:05 API Interceptor 1x Sleep call for process: AAkXVY.exe modified

05:52:45 API Interceptor 915666x Sleep call for process: 456.exe modified

05:54:11 Autostart Run: HKCU\Software\Microsoft\Windows\CurrentVersion\Run XClient C:\Users\user\AppData\Roaming\XClien
t.exe

05:54:13 Task Scheduler Run new task: XClient path: C:\Users\user\AppData\Roaming\XClient.exe 

05:54:20 Autostart Run: HKCU64\Software\Microsoft\Windows\CurrentVersion\Run XClient C:\Users\user\AppData\Roaming\XCli
ent.exe

⊘ No context

⊘ No context

⊘ No context

Warnings

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASNs

JA3 Fingerprints

Copyright Joe Security LLC 2024 Page 17 of 66



⊘ No context

⊘ No context

Process: C:\Users\user\AppData\Roaming\1235.exe

File Type: CSV text

Category: dropped

Size (bytes): 654

Entropy (8bit): 5.380476433908377

Encrypted: false

SSDEEP: 12:Q3La/KDLI4MWuPXcp1OKbbDLI4MWuPOKfSSI6Khap+92n4MNQp3/VXM5gXu9tv:ML9E4KQwKDE4KGKZI6Kh6+84xp3/VclT

MD5: 30E4BDFC34907D0E4D11152CAEBE27FA

SHA1: 825402D6B151041BA01C5117387228EC9B7168BF

SHA-256: A7B8F7FFB4822570DB1423D61ED74D7F4B538CE73521CC8745BC6B131C18BE63

SHA-512: 89FBCBCDB0BE5AD7A95685CF9AA4330D5B0250440E67DC40C6642260E024F52A402E9381F534A9824D2541B98B02094178A15BF2320148432EDB0D09B5F972BA

Malicious: false

Preview: 1,"fusion","GAC",0..1,"WinRT","NotApp",1..3,"System, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\NativeIma
ges_v4.0.30319_64\System\b187b7f31cee3e87b56c8edca55324e0\System.ni.dll",0..3,"System.Core, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561
934e089","C:\Windows\assembly\NativeImages_v4.0.30319_64\System.Core\31326613607f69254f3284ec964796c8\System.Core.ni.dll",0..3,"Microsoft.VisualBasic, 
Version=10.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a","C:\Windows\assembly\NativeImages_v4.0.30319_64\Microsoft.V9921e851#\04de61553901
f06e2f763b6f03a6f65a\Microsoft.VisualBasic.ni.dll",0..

Process: C:\Users\user\AppData\Roaming\456.exe

File Type: CSV text

Category: dropped

Size (bytes): 425

Entropy (8bit): 5.353683843266035

Encrypted: false

SSDEEP: 12:Q3La/KDLI4MWuPTAOKbbDLI4MWuPJKAVKhav:ML9E4KlKDE4KhKiKhk

MD5: 859802284B12C59DDBB85B0AC64C08F0

SHA1: 4FDDEFC6DB9645057FEB3322BE98EF10D6A593EE

SHA-256: FB234B6DAB715ADABB23E450DADCDBCDDFF78A054BAF19B5CE7A9B4206B7492B

SHA-512: 8A371F671B962AE8AE0F58421A13E80F645FF0A9888462C1529B77289098A0EA4D6A9E2E07ABD4F96460FCC32AA87B0581CA4D747E77E69C3620BF1368BA9A67

Malicious: false

Preview: 1,"fusion","GAC",0..1,"WinRT","NotApp",1..3,"System, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\NativeIma
ges_v4.0.30319_32\System\920e3d1d70447c3c10e69e6df0766568\System.ni.dll",0..3,"System.Core, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561
934e089","C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Core\8b2c1203fd20aea8260bfbc518004720\System.Core.ni.dll",0..

Process: C:\Users\user\AppData\Roaming\AAkXVY.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 1216

Entropy (8bit): 5.34331486778365

Encrypted: false

SSDEEP: 24:MLUE4K5E4KH1qE4qXKDE4KhKiKhPKIE4oKNzKoZAE4Kze0E4x84j:MIHK5HKH1qHiYHKh3oPtHo6hAHKze0HJ

MD5: 1330C80CAAC9A0FB172F202485E9B1E8

SHA1: 86BAFDA4E4AE68C7C3012714A33D85D2B6E1A492

SHA-256: B6C63ECE799A8F7E497C2A158B1FFC2F5CB4F745A2F8E585F794572B7CF03560

SHA-512: 75A17AB129FE97BBAB36AA2BD66D59F41DB5AFF44A705EF3E4D094EC5FCD056A3ED59992A0AC96C9D0D40E490F8596B07DCA9B60E606B67223867B061D9D0E
B2

Malicious: false

Dropped Files

Created / dropped Files

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0\UsageLogs\1235.exe.log

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\UsageLogs\456.exe.log

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\UsageLogs\AAkXVY.exe.log

Copyright Joe Security LLC 2024 Page 18 of 66



Preview: 1,"fusion","GAC",0..1,"WinRT","NotApp",1..2,"System.Windows.Forms, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089",0..3,"System, Ve
rsion=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\NativeImages_v4.0.30319_32\System\920e3d1d70447c3c10e69e6df07665
68\System.ni.dll",0..2,"System.Drawing, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a",0..3,"System.Core, Version=4.0.0.0, Culture=neutral, 
PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Core\8b2c1203fd20aea8260bfbc518004720\System.Core.ni.dll",0..3
,"System.Configuration, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a","C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Conf
iguration\2192b0d5aa4aa14486ae08118d3b9fcc\System.Configuration.ni.dll",0..3,"System.Xml, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c56193
4e089","C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Xml\2062ed810929ec0e33254c02

Process: C:\Users\user\Desktop\LFfjUMuUFU.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 1216

Entropy (8bit): 5.34331486778365

Encrypted: false

SSDEEP: 24:MLUE4K5E4KH1qE4qXKDE4KhKiKhPKIE4oKNzKoZAE4Kze0E4x84j:MIHK5HKH1qHiYHKh3oPtHo6hAHKze0HJ

MD5: 1330C80CAAC9A0FB172F202485E9B1E8

SHA1: 86BAFDA4E4AE68C7C3012714A33D85D2B6E1A492

SHA-256: B6C63ECE799A8F7E497C2A158B1FFC2F5CB4F745A2F8E585F794572B7CF03560

SHA-512: 75A17AB129FE97BBAB36AA2BD66D59F41DB5AFF44A705EF3E4D094EC5FCD056A3ED59992A0AC96C9D0D40E490F8596B07DCA9B60E606B67223867B061D9D0E
B2

Malicious: false

Preview: 1,"fusion","GAC",0..1,"WinRT","NotApp",1..2,"System.Windows.Forms, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089",0..3,"System, Ve
rsion=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\NativeImages_v4.0.30319_32\System\920e3d1d70447c3c10e69e6df07665
68\System.ni.dll",0..2,"System.Drawing, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a",0..3,"System.Core, Version=4.0.0.0, Culture=neutral, 
PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Core\8b2c1203fd20aea8260bfbc518004720\System.Core.ni.dll",0..3
,"System.Configuration, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a","C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Conf
iguration\2192b0d5aa4aa14486ae08118d3b9fcc\System.Configuration.ni.dll",0..3,"System.Xml, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c56193
4e089","C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Xml\2062ed810929ec0e33254c02

Process: C:\Windows\Microsoft.NET\Framework\v4.0.30319\MSBuild.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 522

Entropy (8bit): 5.358731107079437

Encrypted: false

SSDEEP: 12:Q3La/hz92n4M9tDLI4MWuPTAOKbbDLI4MWuPJKAVKhav:MLU84qpE4KlKDE4KhKiKhk

MD5: 93E4C46884CB6EE7CDCC4AACE78CDFAC

SHA1: 29B12D9409BA9AFE4C949F02F7D232233C0B5228

SHA-256: 2690023A62F22AB7B27B09351205BA31173B50B77ACA89A5759EDF29A1FB17F7

SHA-512: E9C3E2FCEE4E13F7776665295A4F6085002913E011BEEF32C8E7065140937DDE1963182B547CC75110BF32AE5130A6686D5862076D5FFED9241F183B9217FA4D

Malicious: false

Preview: 1,"fusion","GAC",0..1,"WinRT","NotApp",1..2,"Microsoft.VisualBasic, Version=10.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a",0..3,"System, Version=4.
0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\NativeImages_v4.0.30319_32\System\920e3d1d70447c3c10e69e6df0766568\Syste
m.ni.dll",0..3,"System.Core, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\NativeImages_v4.0.30319_32\System
.Core\8b2c1203fd20aea8260bfbc518004720\System.Core.ni.dll",0..

Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

File Type: data

Category: modified

Size (bytes): 64

Entropy (8bit): 0.34726597513537405

Encrypted: false

SSDEEP: 3:Nlll:Nll

MD5: 446DD1CF97EABA21CF14D03AEBC79F27

SHA1: 36E4CC7367E0C7B40F4A8ACE272941EA46373799

SHA-256: A7DE5177C68A64BD48B36D49E2853799F4EBCFA8E4761F7CC472F333DC5F65CF

SHA-512: A6D754709F30B122112AE30E5AB22486393C5021D33DA4D1304C061863D2E1E79E8AEB029CAE61261BB77D0E7BECD53A7B0106D6EA4368B4C302464E3D941CF
7

Malicious: false

Preview: @...e...........................................................

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\UsageLogs\LFfjUMuUFU.exe.log

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\UsageLogs\MSBuild.exe.log

C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\StartupProfileData-NonInteractive
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Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 60

Entropy (8bit): 4.038920595031593

Encrypted: false

SSDEEP: 3:Si2NPqzAYMLAKVpKGOyzKtFS:SnqbKAKWGX

MD5: D17FE0A3F47BE24A6453E9EF58C94641

SHA1: 6AB83620379FC69F80C0242105DDFFD7D98D5D9D

SHA-256: 96AD1146EB96877EAB5942AE0736B82D8B5E2039A80D3D6932665C1A4C87DCF7

SHA-512: 5B592E58F26C264604F98F6AA12860758CE606D1C63220736CF0C779E4E18E3CEC8706930A16C38B20161754D1017D1657D35258E58CA22B18F5B232880DEC82

Malicious: false

Preview: # PowerShell test file to determine AppLocker lockdown mode 

Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 60

Entropy (8bit): 4.038920595031593

Encrypted: false

SSDEEP: 3:Si2NPqzAYMLAKVpKGOyzKtFS:SnqbKAKWGX

MD5: D17FE0A3F47BE24A6453E9EF58C94641

SHA1: 6AB83620379FC69F80C0242105DDFFD7D98D5D9D

SHA-256: 96AD1146EB96877EAB5942AE0736B82D8B5E2039A80D3D6932665C1A4C87DCF7

SHA-512: 5B592E58F26C264604F98F6AA12860758CE606D1C63220736CF0C779E4E18E3CEC8706930A16C38B20161754D1017D1657D35258E58CA22B18F5B232880DEC82

Malicious: false

Preview: # PowerShell test file to determine AppLocker lockdown mode 

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 60

Entropy (8bit): 4.038920595031593

Encrypted: false

SSDEEP: 3:Si2NPqzAYMLAKVpKGOyzKtFS:SnqbKAKWGX

MD5: D17FE0A3F47BE24A6453E9EF58C94641

SHA1: 6AB83620379FC69F80C0242105DDFFD7D98D5D9D

SHA-256: 96AD1146EB96877EAB5942AE0736B82D8B5E2039A80D3D6932665C1A4C87DCF7

SHA-512: 5B592E58F26C264604F98F6AA12860758CE606D1C63220736CF0C779E4E18E3CEC8706930A16C38B20161754D1017D1657D35258E58CA22B18F5B232880DEC82

Malicious: false

Preview: # PowerShell test file to determine AppLocker lockdown mode 

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 60

Entropy (8bit): 4.038920595031593

Encrypted: false

SSDEEP: 3:Si2NPqzAYMLAKVpKGOyzKtFS:SnqbKAKWGX

MD5: D17FE0A3F47BE24A6453E9EF58C94641

SHA1: 6AB83620379FC69F80C0242105DDFFD7D98D5D9D

SHA-256: 96AD1146EB96877EAB5942AE0736B82D8B5E2039A80D3D6932665C1A4C87DCF7

SHA-512: 5B592E58F26C264604F98F6AA12860758CE606D1C63220736CF0C779E4E18E3CEC8706930A16C38B20161754D1017D1657D35258E58CA22B18F5B232880DEC82

Malicious: false

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_2by1qqhr.v2o.psm1

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_2dpgkpne.mwu.ps1

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_aj0yfvw2.fxv.ps1

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_cpsiy2y2.cwq.psm1
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Preview: # PowerShell test file to determine AppLocker lockdown mode 

Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 60

Entropy (8bit): 4.038920595031593

Encrypted: false

SSDEEP: 3:Si2NPqzAYMLAKVpKGOyzKtFS:SnqbKAKWGX

MD5: D17FE0A3F47BE24A6453E9EF58C94641

SHA1: 6AB83620379FC69F80C0242105DDFFD7D98D5D9D

SHA-256: 96AD1146EB96877EAB5942AE0736B82D8B5E2039A80D3D6932665C1A4C87DCF7

SHA-512: 5B592E58F26C264604F98F6AA12860758CE606D1C63220736CF0C779E4E18E3CEC8706930A16C38B20161754D1017D1657D35258E58CA22B18F5B232880DEC82

Malicious: false

Preview: # PowerShell test file to determine AppLocker lockdown mode 

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 60

Entropy (8bit): 4.038920595031593

Encrypted: false

SSDEEP: 3:Si2NPqzAYMLAKVpKGOyzKtFS:SnqbKAKWGX

MD5: D17FE0A3F47BE24A6453E9EF58C94641

SHA1: 6AB83620379FC69F80C0242105DDFFD7D98D5D9D

SHA-256: 96AD1146EB96877EAB5942AE0736B82D8B5E2039A80D3D6932665C1A4C87DCF7

SHA-512: 5B592E58F26C264604F98F6AA12860758CE606D1C63220736CF0C779E4E18E3CEC8706930A16C38B20161754D1017D1657D35258E58CA22B18F5B232880DEC82

Malicious: false

Preview: # PowerShell test file to determine AppLocker lockdown mode 

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 60

Entropy (8bit): 4.038920595031593

Encrypted: false

SSDEEP: 3:Si2NPqzAYMLAKVpKGOyzKtFS:SnqbKAKWGX

MD5: D17FE0A3F47BE24A6453E9EF58C94641

SHA1: 6AB83620379FC69F80C0242105DDFFD7D98D5D9D

SHA-256: 96AD1146EB96877EAB5942AE0736B82D8B5E2039A80D3D6932665C1A4C87DCF7

SHA-512: 5B592E58F26C264604F98F6AA12860758CE606D1C63220736CF0C779E4E18E3CEC8706930A16C38B20161754D1017D1657D35258E58CA22B18F5B232880DEC82

Malicious: false

Preview: # PowerShell test file to determine AppLocker lockdown mode 

Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 60

Entropy (8bit): 4.038920595031593

Encrypted: false

SSDEEP: 3:Si2NPqzAYMLAKVpKGOyzKtFS:SnqbKAKWGX

MD5: D17FE0A3F47BE24A6453E9EF58C94641

SHA1: 6AB83620379FC69F80C0242105DDFFD7D98D5D9D

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_ h2uun2.mab.ps1

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_gugt5cve.car.ps1

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_hzfhgg3y.0od.ps1

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_ii3qv5fm.mzo.psm1
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SHA-256: 96AD1146EB96877EAB5942AE0736B82D8B5E2039A80D3D6932665C1A4C87DCF7

SHA-512: 5B592E58F26C264604F98F6AA12860758CE606D1C63220736CF0C779E4E18E3CEC8706930A16C38B20161754D1017D1657D35258E58CA22B18F5B232880DEC82

Malicious: false

Preview: # PowerShell test file to determine AppLocker lockdown mode 

Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 60

Entropy (8bit): 4.038920595031593

Encrypted: false

SSDEEP: 3:Si2NPqzAYMLAKVpKGOyzKtFS:SnqbKAKWGX

MD5: D17FE0A3F47BE24A6453E9EF58C94641

SHA1: 6AB83620379FC69F80C0242105DDFFD7D98D5D9D

SHA-256: 96AD1146EB96877EAB5942AE0736B82D8B5E2039A80D3D6932665C1A4C87DCF7

SHA-512: 5B592E58F26C264604F98F6AA12860758CE606D1C63220736CF0C779E4E18E3CEC8706930A16C38B20161754D1017D1657D35258E58CA22B18F5B232880DEC82

Malicious: false

Preview: # PowerShell test file to determine AppLocker lockdown mode 

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 60

Entropy (8bit): 4.038920595031593

Encrypted: false

SSDEEP: 3:Si2NPqzAYMLAKVpKGOyzKtFS:SnqbKAKWGX

MD5: D17FE0A3F47BE24A6453E9EF58C94641

SHA1: 6AB83620379FC69F80C0242105DDFFD7D98D5D9D

SHA-256: 96AD1146EB96877EAB5942AE0736B82D8B5E2039A80D3D6932665C1A4C87DCF7

SHA-512: 5B592E58F26C264604F98F6AA12860758CE606D1C63220736CF0C779E4E18E3CEC8706930A16C38B20161754D1017D1657D35258E58CA22B18F5B232880DEC82

Malicious: false

Preview: # PowerShell test file to determine AppLocker lockdown mode 

Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 60

Entropy (8bit): 4.038920595031593

Encrypted: false

SSDEEP: 3:Si2NPqzAYMLAKVpKGOyzKtFS:SnqbKAKWGX

MD5: D17FE0A3F47BE24A6453E9EF58C94641

SHA1: 6AB83620379FC69F80C0242105DDFFD7D98D5D9D

SHA-256: 96AD1146EB96877EAB5942AE0736B82D8B5E2039A80D3D6932665C1A4C87DCF7

SHA-512: 5B592E58F26C264604F98F6AA12860758CE606D1C63220736CF0C779E4E18E3CEC8706930A16C38B20161754D1017D1657D35258E58CA22B18F5B232880DEC82

Malicious: false

Preview: # PowerShell test file to determine AppLocker lockdown mode 

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 60

Entropy (8bit): 4.038920595031593

Encrypted: false

SSDEEP: 3:Si2NPqzAYMLAKVpKGOyzKtFS:SnqbKAKWGX

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_jupybj1y. c.ps1

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_lfahsoru.goy.psm1

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_nuosarsu.pwf.ps1

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_oenvilbs.svw.psm1
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MD5: D17FE0A3F47BE24A6453E9EF58C94641

SHA1: 6AB83620379FC69F80C0242105DDFFD7D98D5D9D

SHA-256: 96AD1146EB96877EAB5942AE0736B82D8B5E2039A80D3D6932665C1A4C87DCF7

SHA-512: 5B592E58F26C264604F98F6AA12860758CE606D1C63220736CF0C779E4E18E3CEC8706930A16C38B20161754D1017D1657D35258E58CA22B18F5B232880DEC82

Malicious: false

Preview: # PowerShell test file to determine AppLocker lockdown mode 

Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 60

Entropy (8bit): 4.038920595031593

Encrypted: false

SSDEEP: 3:Si2NPqzAYMLAKVpKGOyzKtFS:SnqbKAKWGX

MD5: D17FE0A3F47BE24A6453E9EF58C94641

SHA1: 6AB83620379FC69F80C0242105DDFFD7D98D5D9D

SHA-256: 96AD1146EB96877EAB5942AE0736B82D8B5E2039A80D3D6932665C1A4C87DCF7

SHA-512: 5B592E58F26C264604F98F6AA12860758CE606D1C63220736CF0C779E4E18E3CEC8706930A16C38B20161754D1017D1657D35258E58CA22B18F5B232880DEC82

Malicious: false

Preview: # PowerShell test file to determine AppLocker lockdown mode 

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 60

Entropy (8bit): 4.038920595031593

Encrypted: false

SSDEEP: 3:Si2NPqzAYMLAKVpKGOyzKtFS:SnqbKAKWGX

MD5: D17FE0A3F47BE24A6453E9EF58C94641

SHA1: 6AB83620379FC69F80C0242105DDFFD7D98D5D9D

SHA-256: 96AD1146EB96877EAB5942AE0736B82D8B5E2039A80D3D6932665C1A4C87DCF7

SHA-512: 5B592E58F26C264604F98F6AA12860758CE606D1C63220736CF0C779E4E18E3CEC8706930A16C38B20161754D1017D1657D35258E58CA22B18F5B232880DEC82

Malicious: false

Preview: # PowerShell test file to determine AppLocker lockdown mode 

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 60

Entropy (8bit): 4.038920595031593

Encrypted: false

SSDEEP: 3:Si2NPqzAYMLAKVpKGOyzKtFS:SnqbKAKWGX

MD5: D17FE0A3F47BE24A6453E9EF58C94641

SHA1: 6AB83620379FC69F80C0242105DDFFD7D98D5D9D

SHA-256: 96AD1146EB96877EAB5942AE0736B82D8B5E2039A80D3D6932665C1A4C87DCF7

SHA-512: 5B592E58F26C264604F98F6AA12860758CE606D1C63220736CF0C779E4E18E3CEC8706930A16C38B20161754D1017D1657D35258E58CA22B18F5B232880DEC82

Malicious: false

Preview: # PowerShell test file to determine AppLocker lockdown mode 

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 60

Entropy (8bit): 4.038920595031593

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_q30yhu3j.y4r.psm1

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_qaclka2h.azz.psm1

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_raxl4rxb.cvp.ps1

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_s3qk5ezd.ejw.ps1
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Encrypted: false

SSDEEP: 3:Si2NPqzAYMLAKVpKGOyzKtFS:SnqbKAKWGX

MD5: D17FE0A3F47BE24A6453E9EF58C94641

SHA1: 6AB83620379FC69F80C0242105DDFFD7D98D5D9D

SHA-256: 96AD1146EB96877EAB5942AE0736B82D8B5E2039A80D3D6932665C1A4C87DCF7

SHA-512: 5B592E58F26C264604F98F6AA12860758CE606D1C63220736CF0C779E4E18E3CEC8706930A16C38B20161754D1017D1657D35258E58CA22B18F5B232880DEC82

Malicious: false

Preview: # PowerShell test file to determine AppLocker lockdown mode 

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 60

Entropy (8bit): 4.038920595031593

Encrypted: false

SSDEEP: 3:Si2NPqzAYMLAKVpKGOyzKtFS:SnqbKAKWGX

MD5: D17FE0A3F47BE24A6453E9EF58C94641

SHA1: 6AB83620379FC69F80C0242105DDFFD7D98D5D9D

SHA-256: 96AD1146EB96877EAB5942AE0736B82D8B5E2039A80D3D6932665C1A4C87DCF7

SHA-512: 5B592E58F26C264604F98F6AA12860758CE606D1C63220736CF0C779E4E18E3CEC8706930A16C38B20161754D1017D1657D35258E58CA22B18F5B232880DEC82

Malicious: false

Preview: # PowerShell test file to determine AppLocker lockdown mode 

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 60

Entropy (8bit): 4.038920595031593

Encrypted: false

SSDEEP: 3:Si2NPqzAYMLAKVpKGOyzKtFS:SnqbKAKWGX

MD5: D17FE0A3F47BE24A6453E9EF58C94641

SHA1: 6AB83620379FC69F80C0242105DDFFD7D98D5D9D

SHA-256: 96AD1146EB96877EAB5942AE0736B82D8B5E2039A80D3D6932665C1A4C87DCF7

SHA-512: 5B592E58F26C264604F98F6AA12860758CE606D1C63220736CF0C779E4E18E3CEC8706930A16C38B20161754D1017D1657D35258E58CA22B18F5B232880DEC82

Malicious: false

Preview: # PowerShell test file to determine AppLocker lockdown mode 

Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 60

Entropy (8bit): 4.038920595031593

Encrypted: false

SSDEEP: 3:Si2NPqzAYMLAKVpKGOyzKtFS:SnqbKAKWGX

MD5: D17FE0A3F47BE24A6453E9EF58C94641

SHA1: 6AB83620379FC69F80C0242105DDFFD7D98D5D9D

SHA-256: 96AD1146EB96877EAB5942AE0736B82D8B5E2039A80D3D6932665C1A4C87DCF7

SHA-512: 5B592E58F26C264604F98F6AA12860758CE606D1C63220736CF0C779E4E18E3CEC8706930A16C38B20161754D1017D1657D35258E58CA22B18F5B232880DEC82

Malicious: false

Preview: # PowerShell test file to determine AppLocker lockdown mode 

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: ASCII text, with no line terminators

Category: dropped

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_sycmqwvg.i2z.ps1

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_tttu44pf.e0f.ps1

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_uapxnnyf.zue.psm1

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_va0kevy1.y0a.psm1
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Size (bytes): 60

Entropy (8bit): 4.038920595031593

Encrypted: false

SSDEEP: 3:Si2NPqzAYMLAKVpKGOyzKtFS:SnqbKAKWGX

MD5: D17FE0A3F47BE24A6453E9EF58C94641

SHA1: 6AB83620379FC69F80C0242105DDFFD7D98D5D9D

SHA-256: 96AD1146EB96877EAB5942AE0736B82D8B5E2039A80D3D6932665C1A4C87DCF7

SHA-512: 5B592E58F26C264604F98F6AA12860758CE606D1C63220736CF0C779E4E18E3CEC8706930A16C38B20161754D1017D1657D35258E58CA22B18F5B232880DEC82

Malicious: false

Preview: # PowerShell test file to determine AppLocker lockdown mode 

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 60

Entropy (8bit): 4.038920595031593

Encrypted: false

SSDEEP: 3:Si2NPqzAYMLAKVpKGOyzKtFS:SnqbKAKWGX

MD5: D17FE0A3F47BE24A6453E9EF58C94641

SHA1: 6AB83620379FC69F80C0242105DDFFD7D98D5D9D

SHA-256: 96AD1146EB96877EAB5942AE0736B82D8B5E2039A80D3D6932665C1A4C87DCF7

SHA-512: 5B592E58F26C264604F98F6AA12860758CE606D1C63220736CF0C779E4E18E3CEC8706930A16C38B20161754D1017D1657D35258E58CA22B18F5B232880DEC82

Malicious: false

Preview: # PowerShell test file to determine AppLocker lockdown mode 

Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 60

Entropy (8bit): 4.038920595031593

Encrypted: false

SSDEEP: 3:Si2NPqzAYMLAKVpKGOyzKtFS:SnqbKAKWGX

MD5: D17FE0A3F47BE24A6453E9EF58C94641

SHA1: 6AB83620379FC69F80C0242105DDFFD7D98D5D9D

SHA-256: 96AD1146EB96877EAB5942AE0736B82D8B5E2039A80D3D6932665C1A4C87DCF7

SHA-512: 5B592E58F26C264604F98F6AA12860758CE606D1C63220736CF0C779E4E18E3CEC8706930A16C38B20161754D1017D1657D35258E58CA22B18F5B232880DEC82

Malicious: false

Preview: # PowerShell test file to determine AppLocker lockdown mode 

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 60

Entropy (8bit): 4.038920595031593

Encrypted: false

SSDEEP: 3:Si2NPqzAYMLAKVpKGOyzKtFS:SnqbKAKWGX

MD5: D17FE0A3F47BE24A6453E9EF58C94641

SHA1: 6AB83620379FC69F80C0242105DDFFD7D98D5D9D

SHA-256: 96AD1146EB96877EAB5942AE0736B82D8B5E2039A80D3D6932665C1A4C87DCF7

SHA-512: 5B592E58F26C264604F98F6AA12860758CE606D1C63220736CF0C779E4E18E3CEC8706930A16C38B20161754D1017D1657D35258E58CA22B18F5B232880DEC82

Malicious: false

Preview: # PowerShell test file to determine AppLocker lockdown mode 

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_vnfbifjy.qzl.ps1

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_vqoumm42.idf.psm1

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_vwypdu52.oc3.psm1

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_zf1fewl2.ll4.psm1
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File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 60

Entropy (8bit): 4.038920595031593

Encrypted: false

SSDEEP: 3:Si2NPqzAYMLAKVpKGOyzKtFS:SnqbKAKWGX

MD5: D17FE0A3F47BE24A6453E9EF58C94641

SHA1: 6AB83620379FC69F80C0242105DDFFD7D98D5D9D

SHA-256: 96AD1146EB96877EAB5942AE0736B82D8B5E2039A80D3D6932665C1A4C87DCF7

SHA-512: 5B592E58F26C264604F98F6AA12860758CE606D1C63220736CF0C779E4E18E3CEC8706930A16C38B20161754D1017D1657D35258E58CA22B18F5B232880DEC82

Malicious: false

Preview: # PowerShell test file to determine AppLocker lockdown mode 

Process: C:\Users\user\Desktop\LFfjUMuUFU.exe

File Type: XML 1.0 document, ASCII text

Category: dropped

Size (bytes): 1579

Entropy (8bit): 5.108098102558861

Encrypted: false

SSDEEP: 24:2di4+S2qhlZ1Muy1my3UnrKMhEMOFGpwOzNgU3ODOiIQRvh7hwrgXuNt0Lxvn:cgergYrFdOFzOzN33ODOiDdKrsuT01v

MD5: 25A24C7829ABA456ED2F7CD73C9C9012

SHA1: F4443EDE54ED1B011AD6C696E32E77E38E65F59F

SHA-256: 1B112CB846AF629E722E36F62504552F76EBF0F345349A8F23705612B3B86AAD

SHA-512: 6E8836181483DC4B07140C59DFE0359FA9BC5167D9E50A796D630A0E929F126A6DC03A942CE8A672E912AA23C26473189E8D0AEF7B0892CD0AEF7A57FBDC78E
3

Malicious: true

Preview: <?xml version="1.0" encoding="UTF-16"?>.<Task version="1.2" xmlns="http://schemas.microsoft.com/windows/2004/02/mit/task">.  <RegistrationInfo>.    <Date>2014-1
0-25T14:27:44.8929027</Date>.    <Author>user-PC\user</Author>.  </RegistrationInfo>.  <Triggers>.    <LogonTrigger>.      <Enabled>true</Enabled>.      <UserId
>user-PC\user</UserId>.    </LogonTrigger>.    <RegistrationTrigger>.      <Enabled>false</Enabled>.    </RegistrationTrigger>.  </Triggers>.  <Principals>.    <Principal 
id="Author">.      <UserId>user-PC\user</UserId>.      <LogonType>InteractiveToken</LogonType>.      <RunLevel>LeastPrivilege</RunLevel>.    </Principal>.  </P
rincipals>.  <Settings>.    <MultipleInstancesPolicy>StopExisting</MultipleInstancesPolicy>.    <DisallowStartIfOnBatteries>false</DisallowStartIfOnBatteries>.    <StopIf
GoingOnBatteries>true</StopIfGoingOnBatteries>.    <AllowHardTerminate>false</AllowHardTerminate>.    <StartWhenAvailable>true</StartWhenAvailable>.    
<RunOnlyIfNetwor

Process: C:\Users\user\AppData\Roaming\AAkXVY.exe

File Type: XML 1.0 document, ASCII text

Category: dropped

Size (bytes): 1579

Entropy (8bit): 5.108098102558861

Encrypted: false

SSDEEP: 24:2di4+S2qhlZ1Muy1my3UnrKMhEMOFGpwOzNgU3ODOiIQRvh7hwrgXuNt0Lxvn:cgergYrFdOFzOzN33ODOiDdKrsuT01v

MD5: 25A24C7829ABA456ED2F7CD73C9C9012

SHA1: F4443EDE54ED1B011AD6C696E32E77E38E65F59F

SHA-256: 1B112CB846AF629E722E36F62504552F76EBF0F345349A8F23705612B3B86AAD

SHA-512: 6E8836181483DC4B07140C59DFE0359FA9BC5167D9E50A796D630A0E929F126A6DC03A942CE8A672E912AA23C26473189E8D0AEF7B0892CD0AEF7A57FBDC78E
3

Malicious: false

Preview: <?xml version="1.0" encoding="UTF-16"?>.<Task version="1.2" xmlns="http://schemas.microsoft.com/windows/2004/02/mit/task">.  <RegistrationInfo>.    <Date>2014-1
0-25T14:27:44.8929027</Date>.    <Author>user-PC\user</Author>.  </RegistrationInfo>.  <Triggers>.    <LogonTrigger>.      <Enabled>true</Enabled>.      <UserId
>user-PC\user</UserId>.    </LogonTrigger>.    <RegistrationTrigger>.      <Enabled>false</Enabled>.    </RegistrationTrigger>.  </Triggers>.  <Principals>.    <Principal 
id="Author">.      <UserId>user-PC\user</UserId>.      <LogonType>InteractiveToken</LogonType>.      <RunLevel>LeastPrivilege</RunLevel>.    </Principal>.  </P
rincipals>.  <Settings>.    <MultipleInstancesPolicy>StopExisting</MultipleInstancesPolicy>.    <DisallowStartIfOnBatteries>false</DisallowStartIfOnBatteries>.    <StopIf
GoingOnBatteries>true</StopIfGoingOnBatteries>.    <AllowHardTerminate>false</AllowHardTerminate>.    <StartWhenAvailable>true</StartWhenAvailable>.    
<RunOnlyIfNetwor

Process: C:\Windows\Microsoft.NET\Framework\v4.0.30319\MSBuild.exe

File Type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

Category: dropped

Size (bytes): 46080

Entropy (8bit): 5.601836098425311

C:\Users\user\AppData\Local\Temp\tmpB10A.tmp

C:\Users\user\AppData\Local\Temp\tmpE9DD.tmp

C:\Users\user\AppData\Roaming\1235.exe
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Encrypted: false

SSDEEP: 768:R3zIaUs46JKgK2imlqzoKq4rYTG4FRPa93W6POChHOiNH:td4YkI1FA93W6POChnNH

MD5: 5A19A642E1FEA00A586C20EFA285094A

SHA1: 5EC14C076F0F91957A082D6ED1164271EC6FA1EC

SHA-256: 43C64C73DD3C842F74CAB39FA0CC143257153526BCF1082D342B49B646AA092F

SHA-512: 969501EFE4F982A1268A554C4087524ACEB1EA75B4555D4AA1090CD0F86A49C150359DD6A180197C48451DD869BA29E2892C0245ACD5A93AE4781972FEDF5CA
A

Malicious: true

Yara Hits: Rule: JoeSecurity_XWorm, Description: Yara detected XWorm, Source: C:\Users\user\AppData\Roaming\1235.exe, Author: Joe Security
Rule: JoeSecurity_GenericDownloader_1, Description: Yara detected Generic Downloader, Source: C:\Users\user\AppData\Roaming\1235.exe, Author: Joe Security
Rule: MALWARE_Win_AsyncRAT, Description: Detects AsyncRAT, Source: C:\Users\user\AppData\Roaming\1235.exe, Author: ditekSHen

Antivirus: Antivirus: Avira, Detection: 100%
Antivirus: Joe Sandbox ML, Detection: 100%
Antivirus: ReversingLabs, Detection: 83%
Antivirus: Virustotal, Detection: 66%, Browse

Preview: MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......PE..L...p.4f............................>.... ........@.. ....................... ..........
..@.....................................S.................................................................................... ............... ..H............text...D.... ...................... ..`.rsrc...............................@..@.reloc........
......................@..B................ .......H........g...`............................................................(....*..(....*.s.........s.........s.........s.........*...0..........~....o.....+..*..0..........~....o.....+..*..0
..........~....o.....+..*..0..........~....o.....+..*..0............(....(.....+..*....0...........(.....+..*..0...............(.....+..*..0...........(.....+..*..0................-.(...+.+.+...+..*.0.........................*..(....*.0.. .
......~.........-.(...+.....~.....+..*..(....*.0..

Process: C:\Windows\Microsoft.NET\Framework\v4.0.30319\MSBuild.exe

File Type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

Category: dropped

Size (bytes): 64512

Entropy (8bit): 5.392647661944323

Encrypted: false

SSDEEP: 1536:1uKp04QckHGdKuvUYFjAZdy0b7AP0YiBHhd3nzrITGJx:1u004Qck4KuvUYFMTy0b7zY8TzOSx

MD5: 35F5F5521D82617EA16D75015B3227F3

SHA1: 365E2BB56285D1944A99CF79B1300AB60708DB62

SHA-256: 88ED39DE9E35CC70B974169312D2CCE08C56F113FE617CBBD196842B9FF290C2

SHA-512: 9FB1DD96DA61C07D03162D3951CA0CD2C05F0E1B011F2E40C4FAC60216B89C7822C4661B619F36CD88810555E06FB4A683904C6C92623FD600F9994095221E81

Malicious: true

Yara Hits: Rule: JoeSecurity_AsyncRAT, Description: Yara detected AsyncRAT, Source: C:\Users\user\AppData\Roaming\456.exe, Author: Joe Security
Rule: JoeSecurity_GenericDownloader_1, Description: Yara detected Generic Downloader, Source: C:\Users\user\AppData\Roaming\456.exe, Author: Joe Security
Rule: Windows_Trojan_Asyncrat_11a11ba1, Description: unknown, Source: C:\Users\user\AppData\Roaming\456.exe, Author: unknown
Rule: INDICATOR_SUSPICIOUS_EXE_ASEP_REG_Reverse, Description: Detects file containing reversed ASEP Autorun registry keys, Source: 
C:\Users\user\AppData\Roaming\456.exe, Author: ditekSHen

Antivirus: Antivirus: Avira, Detection: 100%
Antivirus: Joe Sandbox ML, Detection: 100%
Antivirus: ReversingLabs, Detection: 83%
Antivirus: Virustotal, Detection: 64%, Browse

Preview: MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......PE..L...u.4d................................. ... ....@.. .......................`..........
..`.....................................S.... .......................@....................................................... ............... ..H............text........ ...................... ..`.rsrc........ ......................@..@.reloc.......@
......................@..B........................H.......,z..l..............................................................V..;...$0.xC.=VD..b......9A../.\.....(....*.~....*.......*.~....*.......*.~....*.......*.~....*.......*.~....*.....
..*.~....*.......*.~....*.......*.~....*.~....*.......*.~....*.......*.~....*.......**.(A......*2~.....oB...*.s.........*.()...:(...(*...:....(+...:....('...:....((...9.....(y...*~..(...........(..... .....!...*V~%...(3....&...(..
..*.r.<.p(....r.<.p(r...."......4...sC....%...~.....&.....

Process: C:\Users\user\Desktop\LFfjUMuUFU.exe

File Type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

Category: dropped

Size (bytes): 731648

Entropy (8bit): 7.720705826406969

Encrypted: false

SSDEEP: 12288:gIUeoUmehPpnvcZvbEuLwhRgUjVZ6bgDkNReuXFWzPLK+V/BymbMijf6CPvwo:NFBvcoi6QRU9VZZbMijvvwo

MD5: 117EFCF6A3A3AF167C293331A7531A46

SHA1: 876B3D74C8B535F6B90455B0F8A5D79CA33362E1

SHA-256: 4EEDC7ED6ADE620EEF8EB160D18518AFC9C59EB262BAF8A9FDBE758FB611B6F0

SHA-512: 4D2E44FD2024A50F3D43AF5A003DF207A0F31CFEA02D7FBEC9792AB2B6E016F41F6912C682CDC1870B08735E6AC4B6E12817CC2469ED9A531C89EE62E55157A
8

Malicious: true

Antivirus: Antivirus: Joe Sandbox ML, Detection: 100%
Antivirus: ReversingLabs, Detection: 37%
Antivirus: Virustotal, Detection: 42%, Browse

C:\Users\user\AppData\Roaming\456.exe

C:\Users\user\AppData\Roaming\AAkXVY.exe
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https://www.virustotal.com/gui/file/43c64c73dd3c842f74cab39fa0cc143257153526bcf1082d342b49b646aa092f/detection/f-43c64c73dd3c842f74cab39fa0cc143257153526bcf1082d342b49b646aa092f-1714787851
https://www.virustotal.com/gui/file/88ed39de9e35cc70b974169312d2cce08c56f113fe617cbbd196842b9ff290c2/detection/f-88ed39de9e35cc70b974169312d2cce08c56f113fe617cbbd196842b9ff290c2-1714780867
https://www.virustotal.com/gui/file/4eedc7ed6ade620eef8eb160d18518afc9c59eb262baf8a9fdbe758fb611b6f0/detection/f-4eedc7ed6ade620eef8eb160d18518afc9c59eb262baf8a9fdbe758fb611b6f0-1714786920


Preview: MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......PE..L.....4f..............0.. ..........>?... ...@....@.. ..................................
..@..................................>..O....@.......................`......p...T............................................ ............... ..H............text...d.... ... .................. ..`.rsrc........@......."..............@..@.rel
oc.......`.......(..............@..B.................?......H............i...........M..X..........................................."..}....*..{....*"..}....*..{....*...0............(....(....o.....+..*"..}....*..{....*"..}....*..{....*"..}....*..
{....*....0..B.........(.........YE................+.r...p.+.r...p.+.r...p.+.r1..p.+..*"..}....*..{....*"..}....*..{....*"..}....*..{....*....0..c.........}.....(........(.......(......(....(.......(.......(......(....(......"....(.......(....
...}....*..0..v.........}.....(........(.......(..

Process: C:\Users\user\Desktop\LFfjUMuUFU.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 26

Entropy (8bit): 3.95006375643621

Encrypted: false

SSDEEP: 3:ggPYV:rPYV

MD5: 187F488E27DB4AF347237FE461A079AD

SHA1: 6693BA299EC1881249D59262276A0D2CB21F8E64

SHA-256: 255A65D30841AB4082BD9D0EEA79D49C5EE88F56136157D8D6156AEF11C12309

SHA-512: 89879F237C0C051EBE784D0690657A6827A312A82735DA42DAD5F744D734FC545BEC9642C19D14C05B2F01FF53BC731530C92F7327BB7DC9CDE1B60FB21CD64
E

Malicious: false

Preview: [ZoneTransfer]....ZoneId=0

File type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

Entropy (8bit): 7.720705826406969

TrID: Win32 Executable (generic) Net Framework (10011505/4) 49.80%
Win32 Executable (generic) a (10002005/4) 49.75%
Generic CIL Executable (.NET, Mono, etc.) (73296/58) 0.36%
Windows Screen Saver (13104/52) 0.07%
Generic Win/DOS Executable (2004/3) 0.01%

File name: LFfjUMuUFU.exe

File size: 731'648 bytes

MD5: 117efcf6a3a3af167c293331a7531a46

SHA1: 876b3d74c8b535f6b90455b0f8a5d79ca33362e1

SHA256: 4eedc7ed6ade620eef8eb160d18518afc9c59eb262baf8a9fdbe758fb611b6f0

SHA512: 4d2e44fd2024a50f3d43af5a003df207a0f31cfea02d7fbec9792ab2b6e016f41f6912c682cdc1870b08735e6ac4b6e12817cc2469ed9a531c89ee62e55157a8

SSDEEP: 12288:gIUeoUmehPpnvcZvbEuLwhRgUjVZ6bgDkNReuXFWzPLK+V/BymbMijf6CPvwo:NFBvcoi6QRU9VZZbMijvvwo

TLSH: 99F4D04472F82641D1BE5B35AE3AA0104B3FBD292D31D72C6ADD509F2FA3B448D25B36

File Content 
Preview:

MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......PE..L.....4f..............0.. ..........>?... ...@....@.. 
....................................@................................

Icon Hash: 00928e8e8686b000

Entrypoint: 0x4b3f3e

Entrypoint Section: .text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: EXECUTABLE_IMAGE, 32BIT_MACHINE

DLL Characteristics: DYNAMIC_BASE, NX_COMPAT, NO_SEH, TERMINAL_SERVER_AWARE

Time Stamp: 0x66349208 [Fri May  3 07:28:08 2024 UTC]

C:\Users\user\AppData\Roaming\AAkXVY.exe:Zone.Identifier

Static File Info

General

File Icon

Static PE Info

General
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TLS Callbacks:

CLR (.Net) Version:

OS Version Major: 4

OS Version Minor: 0

File Version Major: 4

File Version Minor: 0

Subsystem Version Major: 4

Subsystem Version Minor: 0

Import Hash: f34d5f2d4577ed6d9ceec516c1f5a744

Instruction

jmp dword ptr [00402000h]

cmp dword ptr [ecx], esi

xor al, 4Fh

cmp byte ptr [esi], dh

xor eax, 00004251h

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [ebx+39h], cl

cmp byte ptr [edx+eax*2], dh

push ebp

inc esp

cmp dword ptr [eax+5Ah], ecx

aaa 

cmp byte ptr [eax+eax+00h], dl

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

Entrypoint Preview
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add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

Instruction

Name Virtual Address Virtual Size Is in Section

IMAGE_DIRECTORY_ENTRY_EXPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_IMPORT 0xb3eea 0x4f .text

IMAGE_DIRECTORY_ENTRY_RESOURCE 0xb4000 0x5a4 .rsrc

IMAGE_DIRECTORY_ENTRY_EXCEPTION 0x0 0x0

IMAGE_DIRECTORY_ENTRY_SECURITY 0x0 0x0

IMAGE_DIRECTORY_ENTRY_BASERELOC 0xb6000 0xc .reloc

IMAGE_DIRECTORY_ENTRY_DEBUG 0xae670 0x54 .text

IMAGE_DIRECTORY_ENTRY_COPYRIGHT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_GLOBALPTR 0x0 0x0

Data Directories
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IMAGE_DIRECTORY_ENTRY_TLS 0x0 0x0

IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG 0x0 0x0

IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_IAT 0x2000 0x8 .text

IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR 0x2008 0x48 .text

IMAGE_DIRECTORY_ENTRY_RESERVED 0x0 0x0

Name Virtual Address Virtual Size Is in Section

Name Virtual Address Virtual Size Raw Size MD5 Xored PE ZLIB Complexity File Type Entropy Characteristics

.text 0x2000 0xb1f64 0xb2000 710a1ea946de605a6bceb1
084a7b3b15

False 0.8508890559164326 data 7.729295745157341 IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_EXEC
UTE, 
IMAGE_SCN_MEM_READ

.rsrc 0xb4000 0x5a4 0x600 d91c9b30afe4733223b6d6
a193f41852

False 0.419921875 data 4.060893208490454 IMAGE_SCN_CNT_INITIA
LIZED_DATA, 
IMAGE_SCN_MEM_READ

.reloc 0xb6000 0xc 0x200 a6f9f332acb1222611a4f6a
01532a657

False 0.044921875 data 0.10191042566270775 IMAGE_SCN_CNT_INITIA
LIZED_DATA, 
IMAGE_SCN_MEM_DISC
ARDABLE, 
IMAGE_SCN_MEM_READ

Name RVA Size Type Language Country ZLIB Complexity

RT_VERSION 0xb4090 0x314 data 0.434010152284264

RT_MANIFEST 0xb43b4 0x1ea XML 1.0 document, Unicode text, UTF-8 (with 
BOM) text, with CRLF line terminators

0.5489795918367347

DLL Import

mscoree.dll _CorExeMain

Timestamp Protocol SID Message
Source
Port

Dest
Port

Source IP Dest IP

05/04/24-
05:54:19.926233

TCP 285287
0

ETPRO TROJAN Win32/XWorm CnC Checkin - Generic Prefix Bytes 7000 49722 45.88.186.12
5

192.168.2.5

05/04/24-
05:52:18.402434

TCP 203067
3

ET TROJAN Observed Malicious SSL Cert (AsyncRAT Server) 8808 49718 45.88.186.12
5

192.168.2.5

05/04/24-
05:52:18.402434

TCP 203559
5

ET TROJAN Generic AsyncRAT Style SSL Cert 8808 49718 45.88.186.12
5

192.168.2.5

05/04/24-
05:54:19.926233

TCP 285287
4

ETPRO TROJAN Win32/XWorm CnC PING Command Inbound M2 7000 49722 45.88.186.12
5

192.168.2.5

Total Packets: 42

• 53 (DNS)

• 8808 undefined

• 7707 undefined

• 443 (HTTPS)

Sections

Resources

Imports

Network Behavior

Snort IDS Alerts

Network Port Distribution
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Timestamp Source Port Dest Port Source IP Dest IP

May 4, 2024 05:51:50.688386917 CEST 49674 443 192.168.2.5 23.1.237.91

May 4, 2024 05:51:50.688401937 CEST 49675 443 192.168.2.5 23.1.237.91

May 4, 2024 05:51:50.782161951 CEST 49673 443 192.168.2.5 23.1.237.91

May 4, 2024 05:52:00.360275030 CEST 49675 443 192.168.2.5 23.1.237.91

May 4, 2024 05:52:00.375889063 CEST 49674 443 192.168.2.5 23.1.237.91

May 4, 2024 05:52:00.547771931 CEST 49673 443 192.168.2.5 23.1.237.91

May 4, 2024 05:52:01.816066027 CEST 443 49703 23.1.237.91 192.168.2.5

May 4, 2024 05:52:01.816176891 CEST 49703 443 192.168.2.5 23.1.237.91

May 4, 2024 05:52:09.579389095 CEST 49710 7707 192.168.2.5 45.61.150.201

May 4, 2024 05:52:09.740283966 CEST 7707 49710 45.61.150.201 192.168.2.5

May 4, 2024 05:52:10.250955105 CEST 49710 7707 192.168.2.5 45.61.150.201

May 4, 2024 05:52:10.411895037 CEST 7707 49710 45.61.150.201 192.168.2.5

May 4, 2024 05:52:11.047761917 CEST 49710 7707 192.168.2.5 45.61.150.201

May 4, 2024 05:52:11.208369017 CEST 7707 49710 45.61.150.201 192.168.2.5

May 4, 2024 05:52:11.750891924 CEST 49710 7707 192.168.2.5 45.61.150.201

May 4, 2024 05:52:11.911427975 CEST 7707 49710 45.61.150.201 192.168.2.5

May 4, 2024 05:52:12.563378096 CEST 49710 7707 192.168.2.5 45.61.150.201

May 4, 2024 05:52:12.723752975 CEST 7707 49710 45.61.150.201 192.168.2.5

May 4, 2024 05:52:17.967627048 CEST 49718 8808 192.168.2.5 45.88.186.125

May 4, 2024 05:52:18.173499107 CEST 8808 49718 45.88.186.125 192.168.2.5

May 4, 2024 05:52:18.173576117 CEST 49718 8808 192.168.2.5 45.88.186.125

May 4, 2024 05:52:18.192760944 CEST 49718 8808 192.168.2.5 45.88.186.125

May 4, 2024 05:52:18.402434111 CEST 8808 49718 45.88.186.125 192.168.2.5

May 4, 2024 05:52:18.402446985 CEST 8808 49718 45.88.186.125 192.168.2.5

May 4, 2024 05:52:18.402509928 CEST 49718 8808 192.168.2.5 45.88.186.125

May 4, 2024 05:52:18.413350105 CEST 49718 8808 192.168.2.5 45.88.186.125

May 4, 2024 05:52:18.625895977 CEST 8808 49718 45.88.186.125 192.168.2.5

May 4, 2024 05:52:18.766658068 CEST 49718 8808 192.168.2.5 45.88.186.125

May 4, 2024 05:52:19.154578924 CEST 49718 8808 192.168.2.5 45.88.186.125

May 4, 2024 05:52:19.405829906 CEST 8808 49718 45.88.186.125 192.168.2.5

May 4, 2024 05:52:19.407538891 CEST 49718 8808 192.168.2.5 45.88.186.125

May 4, 2024 05:52:19.659967899 CEST 8808 49718 45.88.186.125 192.168.2.5

May 4, 2024 05:52:19.939373016 CEST 49703 443 192.168.2.5 23.1.237.91

May 4, 2024 05:52:20.092590094 CEST 443 49703 23.1.237.91 192.168.2.5

May 4, 2024 05:52:24.045186996 CEST 8808 49718 45.88.186.125 192.168.2.5

May 4, 2024 05:52:24.045376062 CEST 8808 49718 45.88.186.125 192.168.2.5

May 4, 2024 05:52:24.045391083 CEST 8808 49718 45.88.186.125 192.168.2.5

May 4, 2024 05:52:24.045432091 CEST 49718 8808 192.168.2.5 45.88.186.125

May 4, 2024 05:52:24.045440912 CEST 8808 49718 45.88.186.125 192.168.2.5

May 4, 2024 05:52:24.045455933 CEST 8808 49718 45.88.186.125 192.168.2.5

May 4, 2024 05:52:24.045468092 CEST 8808 49718 45.88.186.125 192.168.2.5

TCP Packets
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May 4, 2024 05:52:24.045481920 CEST 8808 49718 45.88.186.125 192.168.2.5

May 4, 2024 05:52:24.045481920 CEST 49718 8808 192.168.2.5 45.88.186.125

May 4, 2024 05:52:24.045506954 CEST 49718 8808 192.168.2.5 45.88.186.125

May 4, 2024 05:52:24.045528889 CEST 8808 49718 45.88.186.125 192.168.2.5

May 4, 2024 05:52:24.045552015 CEST 8808 49718 45.88.186.125 192.168.2.5

May 4, 2024 05:52:24.045569897 CEST 49718 8808 192.168.2.5 45.88.186.125

May 4, 2024 05:52:24.045644045 CEST 8808 49718 45.88.186.125 192.168.2.5

May 4, 2024 05:52:24.045658112 CEST 8808 49718 45.88.186.125 192.168.2.5

May 4, 2024 05:52:24.045669079 CEST 8808 49718 45.88.186.125 192.168.2.5

May 4, 2024 05:52:24.045681000 CEST 8808 49718 45.88.186.125 192.168.2.5

May 4, 2024 05:52:24.045691013 CEST 49718 8808 192.168.2.5 45.88.186.125

May 4, 2024 05:52:24.045711040 CEST 49718 8808 192.168.2.5 45.88.186.125

May 4, 2024 05:52:24.254591942 CEST 8808 49718 45.88.186.125 192.168.2.5

May 4, 2024 05:52:24.254637003 CEST 8808 49718 45.88.186.125 192.168.2.5

May 4, 2024 05:52:24.254647970 CEST 8808 49718 45.88.186.125 192.168.2.5

May 4, 2024 05:52:24.254659891 CEST 8808 49718 45.88.186.125 192.168.2.5

May 4, 2024 05:52:24.254672050 CEST 8808 49718 45.88.186.125 192.168.2.5

May 4, 2024 05:52:24.254684925 CEST 8808 49718 45.88.186.125 192.168.2.5

May 4, 2024 05:52:24.254695892 CEST 49718 8808 192.168.2.5 45.88.186.125

May 4, 2024 05:52:24.254729986 CEST 49718 8808 192.168.2.5 45.88.186.125

May 4, 2024 05:52:24.254746914 CEST 49718 8808 192.168.2.5 45.88.186.125

May 4, 2024 05:52:24.254760981 CEST 8808 49718 45.88.186.125 192.168.2.5

May 4, 2024 05:52:24.254771948 CEST 8808 49718 45.88.186.125 192.168.2.5

May 4, 2024 05:52:24.254779100 CEST 8808 49718 45.88.186.125 192.168.2.5

May 4, 2024 05:52:24.254789114 CEST 8808 49718 45.88.186.125 192.168.2.5

May 4, 2024 05:52:24.254793882 CEST 8808 49718 45.88.186.125 192.168.2.5

May 4, 2024 05:52:24.254806042 CEST 49718 8808 192.168.2.5 45.88.186.125

May 4, 2024 05:52:24.254808903 CEST 8808 49718 45.88.186.125 192.168.2.5

May 4, 2024 05:52:24.254822016 CEST 8808 49718 45.88.186.125 192.168.2.5

May 4, 2024 05:52:24.254832983 CEST 8808 49718 45.88.186.125 192.168.2.5

May 4, 2024 05:52:24.254838943 CEST 49718 8808 192.168.2.5 45.88.186.125

May 4, 2024 05:52:24.254863977 CEST 49718 8808 192.168.2.5 45.88.186.125

May 4, 2024 05:52:24.254880905 CEST 49718 8808 192.168.2.5 45.88.186.125

May 4, 2024 05:52:24.254897118 CEST 8808 49718 45.88.186.125 192.168.2.5

May 4, 2024 05:52:24.254909039 CEST 8808 49718 45.88.186.125 192.168.2.5

May 4, 2024 05:52:24.254920006 CEST 8808 49718 45.88.186.125 192.168.2.5

May 4, 2024 05:52:24.254930973 CEST 8808 49718 45.88.186.125 192.168.2.5

May 4, 2024 05:52:24.254944086 CEST 8808 49718 45.88.186.125 192.168.2.5

May 4, 2024 05:52:24.254954100 CEST 49718 8808 192.168.2.5 45.88.186.125

May 4, 2024 05:52:24.254956007 CEST 8808 49718 45.88.186.125 192.168.2.5

May 4, 2024 05:52:24.254966974 CEST 49718 8808 192.168.2.5 45.88.186.125

May 4, 2024 05:52:24.254970074 CEST 8808 49718 45.88.186.125 192.168.2.5

May 4, 2024 05:52:24.254987955 CEST 8808 49718 45.88.186.125 192.168.2.5

May 4, 2024 05:52:24.254997969 CEST 49718 8808 192.168.2.5 45.88.186.125

May 4, 2024 05:52:24.255000114 CEST 8808 49718 45.88.186.125 192.168.2.5

May 4, 2024 05:52:24.255040884 CEST 49718 8808 192.168.2.5 45.88.186.125

May 4, 2024 05:52:24.461648941 CEST 8808 49718 45.88.186.125 192.168.2.5

May 4, 2024 05:52:24.461811066 CEST 8808 49718 45.88.186.125 192.168.2.5

May 4, 2024 05:52:24.461822987 CEST 8808 49718 45.88.186.125 192.168.2.5

May 4, 2024 05:52:24.461833954 CEST 8808 49718 45.88.186.125 192.168.2.5

May 4, 2024 05:52:24.461846113 CEST 8808 49718 45.88.186.125 192.168.2.5

May 4, 2024 05:52:24.461857080 CEST 8808 49718 45.88.186.125 192.168.2.5

May 4, 2024 05:52:24.461868048 CEST 8808 49718 45.88.186.125 192.168.2.5

May 4, 2024 05:52:24.461874962 CEST 49718 8808 192.168.2.5 45.88.186.125

May 4, 2024 05:52:24.461879015 CEST 8808 49718 45.88.186.125 192.168.2.5

May 4, 2024 05:52:24.461898088 CEST 8808 49718 45.88.186.125 192.168.2.5

May 4, 2024 05:52:24.461909056 CEST 8808 49718 45.88.186.125 192.168.2.5

May 4, 2024 05:52:24.461911917 CEST 49718 8808 192.168.2.5 45.88.186.125

May 4, 2024 05:52:24.461920977 CEST 8808 49718 45.88.186.125 192.168.2.5

Timestamp Source Port Dest Port Source IP Dest IP

Copyright Joe Security LLC 2024 Page 33 of 66



Timestamp Source Port Dest Port Source IP Dest IP

May 4, 2024 05:52:17.760051966 CEST 55467 53 192.168.2.5 1.1.1.1

May 4, 2024 05:52:17.950922966 CEST 53 55467 1.1.1.1 192.168.2.5

May 4, 2024 05:54:11.873457909 CEST 50028 53 192.168.2.5 1.1.1.1

May 4, 2024 05:54:12.028872013 CEST 53 50028 1.1.1.1 192.168.2.5

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class
DNS over
HTTPS

May 4, 2024 05:52:17.760051966 
CEST

192.168.2.5 1.1.1.1 0x592d Standard query 
(0)

beshomando
testbesnd.
run.place

A (IP address) IN (0x0001) false

May 4, 2024 05:54:11.873457909 
CEST

192.168.2.5 1.1.1.1 0x6b63 Standard query 
(0)

api.telegram.org A (IP address) IN (0x0001) false

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
DNS over
HTTPS

May 4, 2024 
05:52:13.642573118 
CEST

1.1.1.1 192.168.2.5 0xf776 No error (0) bg.microso
ft.map.fas
tly.net

199.232.210.1
72

A (IP address) IN 
(0x0001)

false

May 4, 2024 
05:52:13.642573118 
CEST

1.1.1.1 192.168.2.5 0xf776 No error (0) bg.microso
ft.map.fas
tly.net

199.232.214.1
72

A (IP address) IN 
(0x0001)

false

May 4, 2024 
05:52:14.308481932 
CEST

1.1.1.1 192.168.2.5 0x3175 No error (0) fp2e7a.wpc
.2be4.phic
dn.net

fp2e7a.wpc.phi
cdn.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

false

May 4, 2024 
05:52:14.308481932 
CEST

1.1.1.1 192.168.2.5 0x3175 No error (0) fp2e7a.wpc
.phicdn.net

192.229.211.1
08

A (IP address) IN 
(0x0001)

false

May 4, 2024 
05:52:17.950922966 
CEST

1.1.1.1 192.168.2.5 0x592d No error (0) beshomando
testbesnd.
run.place

45.88.186.125 A (IP address) IN 
(0x0001)

false

May 4, 2024 
05:54:12.028872013 
CEST

1.1.1.1 192.168.2.5 0x6b63 No error (0) api.telegr
am.org

149.154.167.2
20

A (IP address) IN 
(0x0001)

false

• LFfjUMuUFU.exe

• powershell.exe

• conhost.exe

• powershell.exe

• schtasks.exe

• conhost.exe

• conhost.exe

• MSBuild.exe

• AAkXVY.exe

• 456.exe

• 1235.exe

• powershell.exe

• conhost.exe

• schtasks.exe

• conhost.exe

• MSBuild.exe

• 456.exe

• 1235.exe

• powershell.exe

• conhost.exe

• powershell.exe

• conhost.exe

• powershell.exe

• conhost.exe

UDP Packets

DNS Queries

DNS Answers

Statistics

Behavior
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Click to jump to process

Target ID: 0

Start time: 05:51:51

Start date: 04/05/2024

Path: C:\Users\user\Desktop\LFfjUMuUFU.exe

Wow64 process (32bit): true

Commandline: "C:\Users\user\Desktop\LFfjUMuUFU.exe"

Imagebase: 0x60000

File size: 731'648 bytes

MD5 hash: 117EFCF6A3A3AF167C293331A7531A46

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_PureLogStealer, Description: Yara detected PureLog Stealer, Source: 
00000000.00000002.2062419285.00000000067F0000.00000004.08000000.00040000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity_PureLogStealer, Description: Yara detected PureLog Stealer, Source: 
00000000.00000002.2047181888.0000000002551000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity_PureLogStealer, Description: Yara detected PureLog Stealer, Source: 
00000000.00000002.2047181888.00000000027BF000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security

Reputation: low

Has exited: true

Target ID: 3

Start time: 05:51:54

Start date: 04/05/2024

Path: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

Wow64 process (32bit): true

Commandline: "C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" Add-MpPreference -ExclusionPath "C:\Users\user\Desktop\LFfjUMuUFU.exe"

Imagebase: 0xc80000

File size: 433'152 bytes

MD5 hash: C32CA4ACFCC635EC1EA6ED8A34DF5FAC

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: high

Has exited: true

File Path Access Attributes Options Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Temp\__PSscr
iptPolicyTest_2dpgkpne.mwu.ps1

read attributes | 
synchronize | 
generic write

device sequential only | 
synchronous io 
non alert | non 
directory file | 
open no recall

success or wait 1 71AD8792 CreateFileW

System Behavior

Analysis Process: LFfjUMuUFU.exe PID: 5844, Parent PID: 1028

General

File Activities

Analysis Process: powershell.exe PID: 1480, Parent PID: 5844

General

File Activities

File Created
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C:\Users\user\AppData\Local\Temp\__PSscr
iptPolicyTest_vqoumm42.idf.psm1

read attributes | 
synchronize | 
generic write

device sequential only | 
synchronous io 
non alert | non 
directory file | 
open no recall

success or wait 1 71AD8792 CreateFileW

C:\Windows\system32\catroot read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 6BB48290 unknown

C:\Windows\system32\catroot2 read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 6BB48290 unknown

C:\Users\user read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 72C0F4C3 unknown

C:\Users\user\AppData\Roaming read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 72C0F4C3 unknown

C:\Windows\system32\catroot read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 5 6BB48290 unknown

C:\Windows\system32\catroot2 read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 5 6BB48290 unknown

C:\Users\user\AppData\Local\Temp\__PSscr
iptPolicyTest_jupybj1y.ffc.ps1

read attributes | 
synchronize | 
generic write

device sequential only | 
synchronous io 
non alert | non 
directory file | 
open no recall

success or wait 1 71AD8792 CreateFileW

C:\Users\user\AppData\Local\Temp\__PSscr
iptPolicyTest_uapxnnyf.zue.psm1

read attributes | 
synchronize | 
generic write

device sequential only | 
synchronous io 
non alert | non 
directory file | 
open no recall

success or wait 1 71AD8792 CreateFileW

C:\Windows\system32\catroot read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 6BB48290 unknown

C:\Windows\system32\catroot2 read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 6BB48290 unknown

C:\Windows\system32\catroot read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 6BB48290 unknown

C:\Windows\system32\catroot2 read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 6BB48290 unknown

C:\Windows\system32\catroot read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 6BB48290 unknown

File Path Access Attributes Options Completion Count Source Address Symbol
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C:\Windows\system32\catroot2 read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 6BB48290 unknown

C:\Windows\system32\catroot read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 6BB48290 unknown

C:\Windows\system32\catroot2 read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 6BB48290 unknown

C:\Windows\system32\catroot read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 6BB48290 unknown

C:\Windows\system32\catroot2 read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 6BB48290 unknown

C:\Windows\system32\catroot read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 8 6BB48290 unknown

C:\Windows\system32\catroot2 read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 8 6BB48290 unknown

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Temp\__PSscriptPolicyTest_2dpgkpne.mwu.ps1 success or wait 1 71ADE04E DeleteFileW

C:\Users\user\AppData\Local\Temp\__PSscriptPolicyTest_vqoumm42.idf.psm1 success or wait 1 71ADE04E DeleteFileW

C:\Users\user\AppData\Local\Temp\__PSscriptPolicyTest_jupybj1y.ffc.ps1 success or wait 1 71ADE04E DeleteFileW

C:\Users\user\AppData\Local\Temp\__PSscriptPolicyTest_uapxnnyf.zue.psm1 success or wait 1 71ADE04E DeleteFileW

File Path Offset Length Value Ascii Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Te
mp\__PSscr
iptPolicyTest_2dpgkpne.mwu.ps1

0 60 23 20 50 6f 77 65 72 53 
68 65 6c 6c 20 74 65 73 
74 20 66 69 6c 65 20 74 
6f 20 64 65 74 65 72 6d 
69 6e 65 20 41 70 70 4c 
6f 63 6b 65 72 20 6c 6f 
63 6b 64 6f 77 6e 20 6d 
6f 64 65 20 

# PowerShell test file to 
determine AppLocker 
lockdown mode 

success or wait 1 71AD9B71 WriteFile

C:\Users\user\AppData\Local\Te
mp\__PSscr
iptPolicyTest_vqoumm42.idf.psm1

0 60 23 20 50 6f 77 65 72 53 
68 65 6c 6c 20 74 65 73 
74 20 66 69 6c 65 20 74 
6f 20 64 65 74 65 72 6d 
69 6e 65 20 41 70 70 4c 
6f 63 6b 65 72 20 6c 6f 
63 6b 64 6f 77 6e 20 6d 
6f 64 65 20 

# PowerShell test file to 
determine AppLocker 
lockdown mode 

success or wait 1 71AD9B71 WriteFile

C:\Users\user\AppData\Local\Te
mp\__PSscr
iptPolicyTest_jupybj1y.ffc.ps1

0 60 23 20 50 6f 77 65 72 53 
68 65 6c 6c 20 74 65 73 
74 20 66 69 6c 65 20 74 
6f 20 64 65 74 65 72 6d 
69 6e 65 20 41 70 70 4c 
6f 63 6b 65 72 20 6c 6f 
63 6b 64 6f 77 6e 20 6d 
6f 64 65 20 

# PowerShell test file to 
determine AppLocker 
lockdown mode 

success or wait 1 71AD9B71 WriteFile

File Deleted

File Written
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C:\Users\user\AppData\Local\Te
mp\__PSscr
iptPolicyTest_uapxnnyf.zue.psm1

0 60 23 20 50 6f 77 65 72 53 
68 65 6c 6c 20 74 65 73 
74 20 66 69 6c 65 20 74 
6f 20 64 65 74 65 72 6d 
69 6e 65 20 41 70 70 4c 
6f 63 6b 65 72 20 6c 6f 
63 6b 64 6f 77 6e 20 6d 
6f 64 65 20 

# PowerShell test file to 
determine AppLocker 
lockdown mode 

success or wait 1 71AD9B71 WriteFile

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\Sta
rtupProfileData-NonInteractive

0 64 40 00 00 01 65 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 

@e success or wait 1 72FD76C2 WriteFile

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\Sta
rtupProfileData-NonInteractive

64 40 75 6e 6b 6e 6f 77 6e unknown success or wait 17 72FD76C2 WriteFile

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\Sta
rtupProfileData-NonInteractive

104 40 75 6e 6b 6e 6f 77 6e unknown success or wait 17 72FD76C2 WriteFile

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\Sta
rtupProfileData-NonInteractive

262 2 75 6e 6b 6e 6f 77 6e unknown success or wait 11 72FD76C2 WriteFile

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\Sta
rtupProfileData-NonInteractive

1168 4 75 6e 6b 6e 6f 77 6e unknown success or wait 1 72FD76C2 WriteFile

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\Sta
rtupProfileData-NonInteractive

1172 1060 75 6e 6b 6e 6f 77 6e unknown success or wait 1 72FD76C2 WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol

File Path Offset Length Completion Count Source Address Symbol

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config 0 4095 success or wait 1 72C0CBDB unknown

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config 0 8173 end of file 1 72C0CBDB unknown

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config 0 4095 success or wait 1 72C0CBDB unknown

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config 0 6135 success or wait 1 72C0CBDB unknown

C:\Windows\assembly\NativeImages_v4.0.30319_32\mscorlib\a403
a0b75e95c07da2caa7f780446a62\mscorlib.ni.dll.aux

0 176 success or wait 1 72BB0842 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config 0 4095 success or wait 1 72C2738A ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config 0 8173 end of file 1 72C2738A ReadFile

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config 0 4095 success or wait 1 72C2738A ReadFile

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config 0 6135 success or wait 1 72C2738A ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\Microsoft.Pb3
78ec07#\bc6fa6cbc82ba7e8e7f31ce87cd85b5f\Microsoft.PowerShel
l.ConsoleHost.ni.dll.aux

0 1248 success or wait 1 72BB0842 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System\920e3d
1d70447c3c10e69e6df0766568\System.ni.dll.aux

0 620 success or wait 1 72BB0842 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Core\8
b2c1203fd20aea8260bfbc518004720\System.Core.ni.dll.aux

0 900 success or wait 1 72BB0842 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Manaa5
7fc8cc#\7ae6ae69c7471e5e034a046629402c6a\System.Management.A
utomation.ni.dll.aux

0 2764 success or wait 1 72BB0842 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config 0 4095 success or wait 1 72C0CBDB unknown

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config 0 8173 end of file 1 72C0CBDB unknown

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config 0 4095 success or wait 1 72C0CBDB unknown

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config 0 8173 end of file 1 72C0CBDB unknown

C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\Sta
rtupProfileData-NonInteractive

0 64 success or wait 1 72C1B174 ReadFile

C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\Sta
rtupProfileData-NonInteractive

0 1300 success or wait 1 72C1B27D ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Config
uration\2192b0d5aa4aa14486ae08118d3b9fcc\System.Configuratio
n.ni.dll.aux

0 864 success or wait 1 72BB0842 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Xml\20
62ed810929ec0e33254c02b0c61bb4\System.Xml.ni.dll.aux

0 748 success or wait 1 72BB0842 ReadFile

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config 0 4095 success or wait 1 72C0CBDB unknown

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config 0 6135 success or wait 1 72C0CBDB unknown

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config 0 8171 end of file 1 72C0CBDB unknown

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config 0 4096 success or wait 1 71AD9B71 ReadFile

File Read
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C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config 0 4096 success or wait 1 71AD9B71 ReadFile

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config 0 4096 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config 0 4096 success or wait 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config 0 4096 end of file 1 71AD9B71 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\Microsoft.Mf4
9f6405#\ccdc87283bb430dd204d0f658bca1ec9\Microsoft.Managemen
t.Infrastructure.ni.dll.aux

0 748 success or wait 1 72BB0842 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Manage
ment\96012833bebd5f21714fc508603cda97\System.Management.ni.d
ll.aux

0 764 success or wait 1 72BB0842 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Dired1
3b18a9#\767e999045a62f3cde3ae79cf78dd4c4\System.DirectorySer
vices.ni.dll.aux

0 752 success or wait 1 72BB0842 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Numeri
cs\d06877b5a0df441a8dc4c7b8d95b5d41\System.Numerics.ni.dll.aux

0 300 success or wait 1 72BB0842 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Data\1
b8c564fd69668e6e62d136259980d9e\System.Data.ni.dll.aux

0 1540 success or wait 1 72BB0842 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\Microsoft.P6f
792626#\fa050a0a5a69ea7573ca6cbffc254e14\Microsoft.PowerShel
l.Security.ni.dll.aux

0 1268 success or wait 1 72BB0842 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Transa
ctions\e866c0216a4ad45c5b16d8bd70bd92c7\System.Transactions.
ni.dll.aux

0 924 success or wait 1 72BB0842 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\Microsoft.P
owerShell.Operation.Validation\1.0.1\Microsoft.PowerShell.Op
eration.Validation.psd1

0 4096 success or wait 1 71AD9B71 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\Microsoft.P
owerShell.Operation.Validation\1.0.1\Microsoft.PowerShell.Op
eration.Validation.psd1

0 492 end of file 1 71AD9B71 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\Microsoft.P
owerShell.Operation.Validation\1.0.1\Microsoft.PowerShell.Op
eration.Validation.psd1

0 4096 end of file 1 71AD9B71 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\PackageMana
gement\1.0.0.1\PackageManagement.psd1

0 4096 success or wait 1 71AD9B71 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\PackageMana
gement\1.0.0.1\PackageManagement.psd1

0 734 end of file 1 71AD9B71 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\PackageMana
gement\1.0.0.1\PackageManagement.psd1

0 4096 end of file 1 71AD9B71 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.
0\Pester.psd1

0 4096 success or wait 2 71AD9B71 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.
0\Pester.psd1

0 4096 end of file 1 71AD9B71 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.
0\Pester.psd1

0 4096 success or wait 2 71AD9B71 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.
0\Pester.psd1

0 4096 end of file 1 71AD9B71 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.
0\Pester.psm1

0 4096 success or wait 7 71AD9B71 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.
0\Pester.psm1

0 682 end of file 1 71AD9B71 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.
0\Pester.psm1

0 4096 end of file 1 71AD9B71 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG
et\1.0.0.1\PowerShellGet.psd1

0 4096 success or wait 1 71AD9B71 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG
et\1.0.0.1\PowerShellGet.psd1

0 289 end of file 1 71AD9B71 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG
et\1.0.0.1\PowerShellGet.psd1

0 4096 end of file 1 71AD9B71 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG
et\1.0.0.1\PowerShellGet.psd1

0 4096 success or wait 1 71AD9B71 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG
et\1.0.0.1\PowerShellGet.psd1

0 289 end of file 1 71AD9B71 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG
et\1.0.0.1\PowerShellGet.psd1

0 4096 end of file 1 71AD9B71 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG
et\1.0.0.1\PSModule.psm1

0 4096 success or wait 143 71AD9B71 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG
et\1.0.0.1\PSModule.psm1

0 993 end of file 1 71AD9B71 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG
et\1.0.0.1\PSModule.psm1

0 4096 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell.Utility.psd1

0 4096 success or wait 1 71AD9B71 ReadFile

File Path Offset Length Completion Count Source Address Symbol
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C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell.Utility.psd1

0 599 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell.Utility.psd1

0 4096 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Management\Microsoft.PowerShell.Management.psd1

0 4096 success or wait 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Management\Microsoft.PowerShell.Management.psd1

0 490 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Management\Microsoft.PowerShell.Management.psd1

0 4096 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppBackgr
oundTask\AppBackgroundTask.psd1

0 4096 success or wait 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppBackgr
oundTask\AppBackgroundTask.psd1

0 4096 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppLocker
\AppLocker.psd1

0 4096 success or wait 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppLocker
\AppLocker.psd1

0 990 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppLocker
\AppLocker.psd1

0 4096 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppLocker
\AppLocker.psd1

0 4096 success or wait 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppLocker
\AppLocker.psd1

0 990 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppLocker
\AppLocker.psd1

0 4096 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppvClien
t\AppvClient.psd1

0 4096 success or wait 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppvClien
t\AppvClient.psd1

0 4096 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppvClien
t\AppvClient.psd1

0 4096 success or wait 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppvClien
t\AppvClient.psd1

0 4096 end of file 1 71AD9B71 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Manaa5
7fc8cc#\7ae6ae69c7471e5e034a046629402c6a\System.Management.A
utomation.ni.dll.aux

0 2764 success or wait 1 72BB0842 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System\920e3d
1d70447c3c10e69e6df0766568\System.ni.dll.aux

0 620 success or wait 1 72BB0842 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Core\8
b2c1203fd20aea8260bfbc518004720\System.Core.ni.dll.aux

0 900 success or wait 1 72BB0842 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\Microsoft.Mf4
9f6405#\ccdc87283bb430dd204d0f658bca1ec9\Microsoft.Managemen
t.Infrastructure.ni.dll.aux

0 748 success or wait 1 72BB0842 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Config
uration\2192b0d5aa4aa14486ae08118d3b9fcc\System.Configuratio
n.ni.dll.aux

0 864 success or wait 1 72BB0842 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Xml\20
62ed810929ec0e33254c02b0c61bb4\System.Xml.ni.dll.aux

0 748 success or wait 1 72BB0842 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Dired1
3b18a9#\767e999045a62f3cde3ae79cf78dd4c4\System.DirectorySer
vices.ni.dll.aux

0 752 success or wait 1 72BB0842 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Manage
ment\96012833bebd5f21714fc508603cda97\System.Management.ni.d
ll.aux

0 764 success or wait 1 72BB0842 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Numeri
cs\d06877b5a0df441a8dc4c7b8d95b5d41\System.Numerics.ni.dll.aux

0 300 success or wait 1 72BB0842 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Transa
ctions\e866c0216a4ad45c5b16d8bd70bd92c7\System.Transactions.
ni.dll.aux

0 924 success or wait 1 72BB0842 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config 0 4095 success or wait 1 72C0CBDB unknown

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config 0 8173 end of file 1 72C0CBDB unknown

C:\Windows\assembly\NativeImages_v4.0.30319_32\Microsoft.A9a
caf597#\28d73b1a02dd10f20826df677fab36e2\Microsoft.AppV.Appv
ClientComConsumer.ni.dll.aux

0 712 success or wait 1 72BB0842 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Appx\Appx
.psd1

0 4096 success or wait 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Appx\Appx
.psd1

0 641 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Appx\Appx
.psd1

0 4096 end of file 1 71AD9B71 ReadFile

File Path Offset Length Completion Count Source Address Symbol
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C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AssignedA
ccess\AssignedAccess.psd1

0 4096 success or wait 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AssignedA
ccess\AssignedAccess.psd1

0 4096 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker
\BitLocker.psd1

0 4096 success or wait 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker
\BitLocker.psd1

0 278 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker
\BitLocker.psd1

0 4096 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker
\BitLocker.psd1

0 4096 success or wait 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker
\BitLocker.psd1

0 278 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker
\BitLocker.psd1

0 4096 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker\en-
US\BitLocker.psd1

0 4096 success or wait 2 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker\en-
US\BitLocker.psd1

0 768 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell.Utility.psd1

0 4096 success or wait 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell.Utility.psd1

0 599 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell.Utility.psd1

0 4096 end of file 1 71AD9B71 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\Microsoft.P52
1220ea#\ee7238e0e97151da928155502d6b496b\Microsoft.PowerShel
l.Commands.Utility.ni.dll.aux

0 2264 success or wait 1 72BB0842 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Confe6
4a9051#\48ee4ec9441351bbe4d9095c96b8ea01\System.Configuratio
n.Install.ni.dll.aux

0 1260 success or wait 1 72BB0842 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell.Utility.psm1

0 4096 success or wait 7 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell.Utility.psm1

0 128 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell.Utility.psm1

0 4096 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config 0 4095 success or wait 1 72C0CBDB unknown

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config 0 8173 end of file 1 72C0CBDB unknown

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker
\BitLocker.psd1

0 4096 success or wait 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker
\BitLocker.psd1

0 278 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker
\BitLocker.psd1

0 4096 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker\en-
US\BitLocker.psd1

0 4096 success or wait 3 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker\en-
US\BitLocker.psd1

0 768 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker\en-
US\BitLocker.psd1

0 4096 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker
\BitLocker.psm1

0 4096 success or wait 74 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker
\BitLocker.psm1

0 104 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker
\BitLocker.psm1

0 4096 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitsTrans
fer\BitsTransfer.psd1

0 4096 success or wait 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitsTrans
fer\BitsTransfer.psd1

0 444 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitsTrans
fer\BitsTransfer.psd1

0 4096 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BranchCac
he\BranchCache.psd1

0 4096 success or wait 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BranchCac
he\BranchCache.psd1

0 309 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\CimCmdlet
s\CimCmdlets.psd1

0 4096 success or wait 1 71AD9B71 ReadFile

File Path Offset Length Completion Count Source Address Symbol
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C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\CimCmdlet
s\CimCmdlets.psd1

0 160 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\CimCmdlet
s\CimCmdlets.psd1

0 4096 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\ConfigCI\
ConfigCI.psd1

0 4096 success or wait 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\ConfigCI\
ConfigCI.psd1

0 4096 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\
Defender.psd1

0 4096 success or wait 4 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\
Defender.psd1

0 767 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\
Defender.psd1

0 4096 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\
Defender.psd1

0 4096 success or wait 4 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\
Defender.psd1

0 767 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\
Defender.psd1

0 4096 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\
MSFT_MpComputerStatus.cdxml

0 4096 success or wait 4 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\
MSFT_MpComputerStatus.cdxml

0 417 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\
MSFT_MpComputerStatus.cdxml

0 4096 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\
MSFT_MpPreference.cdxml

0 4096 success or wait 20 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\
MSFT_MpPreference.cdxml

0 950 end of file 2 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\
MSFT_MpPreference.cdxml

0 4096 end of file 2 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\
MSFT_MpThreatCatalog.cdxml

0 4096 success or wait 4 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\
MSFT_MpThreatCatalog.cdxml

0 986 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\
MSFT_MpThreatCatalog.cdxml

0 4096 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\
MSFT_MpThreatDetection.cdxml

0 4096 success or wait 8 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\
MSFT_MpThreatDetection.cdxml

0 994 end of file 2 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\
MSFT_MpThreatDetection.cdxml

0 4096 end of file 2 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\
MSFT_MpSignature.cdxml

0 4096 success or wait 4 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\
MSFT_MpSignature.cdxml

0 114 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\
MSFT_MpSignature.cdxml

0 4096 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\
MSFT_MpWDOScan.cdxml

0 4096 success or wait 4 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\
MSFT_MpWDOScan.cdxml

0 191 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\
MSFT_MpWDOScan.cdxml

0 4096 end of file 1 71AD9B71 ReadFile

File Path Offset Length Completion Count Source Address Symbol

Target ID: 4

Start time: 05:51:54

Start date: 04/05/2024

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff6d64d0000

Analysis Process: conhost.exe PID: 4068, Parent PID: 1480

General
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File size: 862'208 bytes

MD5 hash: 0D698AF330FD17BEE3BF90011D49251D

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: high

Has exited: true

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Offset Length Completion Count Source Address Symbol

Target ID: 5

Start time: 05:51:54

Start date: 04/05/2024

Path: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

Wow64 process (32bit): true

Commandline: "C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" Add-MpPreference -ExclusionPath "C:\Users\user\AppData\Roaming\AAkXVY.exe"

Imagebase: 0xc80000

File size: 433'152 bytes

MD5 hash: C32CA4ACFCC635EC1EA6ED8A34DF5FAC

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: high

Has exited: true

File Path Access Attributes Options Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Temp\__PSscr
iptPolicyTest_nuosarsu.pwf.ps1

read attributes | 
synchronize | 
generic write

device sequential only | 
synchronous io 
non alert | non 
directory file | 
open no recall

success or wait 1 71AD8792 CreateFileW

C:\Users\user\AppData\Local\Temp\__PSscr
iptPolicyTest_ii3qv5fm.mzo.psm1

read attributes | 
synchronize | 
generic write

device sequential only | 
synchronous io 
non alert | non 
directory file | 
open no recall

success or wait 1 71AD8792 CreateFileW

C:\Windows\system32\catroot read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 6BB48290 unknown

C:\Windows\system32\catroot2 read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 6BB48290 unknown

C:\Users\user read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 72C0F4C3 unknown

File Activities

Analysis Process: powershell.exe PID: 1996, Parent PID: 5844

General

File Activities

File Created
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C:\Users\user\AppData\Roaming read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 72C0F4C3 unknown

C:\Windows\system32\catroot read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 5 6BB48290 unknown

C:\Windows\system32\catroot2 read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 5 6BB48290 unknown

C:\Users\user\AppData\Local\Temp\__PSscr
iptPolicyTest_ffh2uun2.mab.ps1

read attributes | 
synchronize | 
generic write

device sequential only | 
synchronous io 
non alert | non 
directory file | 
open no recall

success or wait 1 71AD8792 CreateFileW

C:\Users\user\AppData\Local\Temp\__PSscr
iptPolicyTest_q30yhu3j.y4r.psm1

read attributes | 
synchronize | 
generic write

device sequential only | 
synchronous io 
non alert | non 
directory file | 
open no recall

success or wait 1 71AD8792 CreateFileW

C:\Windows\system32\catroot read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 6BB48290 unknown

C:\Windows\system32\catroot2 read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 6BB48290 unknown

C:\Windows\system32\catroot read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 6BB48290 unknown

C:\Windows\system32\catroot2 read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 6BB48290 unknown

C:\Windows\system32\catroot read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 6BB48290 unknown

C:\Windows\system32\catroot2 read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 6BB48290 unknown

C:\Windows\system32\catroot read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 6BB48290 unknown

C:\Windows\system32\catroot2 read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 6BB48290 unknown

C:\Windows\system32\catroot read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 6BB48290 unknown

File Path Access Attributes Options Completion Count Source Address Symbol
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C:\Windows\system32\catroot2 read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 6BB48290 unknown

C:\Windows\system32\catroot read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 8 6BB48290 unknown

C:\Windows\system32\catroot2 read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 8 6BB48290 unknown

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Temp\__PSscriptPolicyTest_nuosarsu.pwf.ps1 success or wait 1 71ADE04E DeleteFileW

C:\Users\user\AppData\Local\Temp\__PSscriptPolicyTest_ii3qv5fm.mzo.psm1 success or wait 1 71ADE04E DeleteFileW

C:\Users\user\AppData\Local\Temp\__PSscriptPolicyTest_ffh2uun2.mab.ps1 success or wait 1 71ADE04E DeleteFileW

C:\Users\user\AppData\Local\Temp\__PSscriptPolicyTest_q30yhu3j.y4r.psm1 success or wait 1 71ADE04E DeleteFileW

File Path Offset Length Value Ascii Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Te
mp\__PSscr
iptPolicyTest_nuosarsu.pwf.ps1

0 60 23 20 50 6f 77 65 72 53 
68 65 6c 6c 20 74 65 73 
74 20 66 69 6c 65 20 74 
6f 20 64 65 74 65 72 6d 
69 6e 65 20 41 70 70 4c 
6f 63 6b 65 72 20 6c 6f 
63 6b 64 6f 77 6e 20 6d 
6f 64 65 20 

# PowerShell test file to 
determine AppLocker 
lockdown mode 

success or wait 1 71AD9B71 WriteFile

C:\Users\user\AppData\Local\Te
mp\__PSscr
iptPolicyTest_ii3qv5fm.mzo.psm1

0 60 23 20 50 6f 77 65 72 53 
68 65 6c 6c 20 74 65 73 
74 20 66 69 6c 65 20 74 
6f 20 64 65 74 65 72 6d 
69 6e 65 20 41 70 70 4c 
6f 63 6b 65 72 20 6c 6f 
63 6b 64 6f 77 6e 20 6d 
6f 64 65 20 

# PowerShell test file to 
determine AppLocker 
lockdown mode 

success or wait 1 71AD9B71 WriteFile

C:\Users\user\AppData\Local\Te
mp\__PSscr
iptPolicyTest_ffh2uun2.mab.ps1

0 60 23 20 50 6f 77 65 72 53 
68 65 6c 6c 20 74 65 73 
74 20 66 69 6c 65 20 74 
6f 20 64 65 74 65 72 6d 
69 6e 65 20 41 70 70 4c 
6f 63 6b 65 72 20 6c 6f 
63 6b 64 6f 77 6e 20 6d 
6f 64 65 20 

# PowerShell test file to 
determine AppLocker 
lockdown mode 

success or wait 1 71AD9B71 WriteFile

C:\Users\user\AppData\Local\Te
mp\__PSscr
iptPolicyTest_q30yhu3j.y4r.psm1

0 60 23 20 50 6f 77 65 72 53 
68 65 6c 6c 20 74 65 73 
74 20 66 69 6c 65 20 74 
6f 20 64 65 74 65 72 6d 
69 6e 65 20 41 70 70 4c 
6f 63 6b 65 72 20 6c 6f 
63 6b 64 6f 77 6e 20 6d 
6f 64 65 20 

# PowerShell test file to 
determine AppLocker 
lockdown mode 

success or wait 1 71AD9B71 WriteFile

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\Sta
rtupProfileData-NonInteractive

0 64 40 00 00 01 65 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 

@e success or wait 1 72FD76C2 WriteFile

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\Sta
rtupProfileData-NonInteractive

64 40 75 6e 6b 6e 6f 77 6e unknown success or wait 17 72FD76C2 WriteFile

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\Sta
rtupProfileData-NonInteractive

104 40 75 6e 6b 6e 6f 77 6e unknown success or wait 17 72FD76C2 WriteFile

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\Sta
rtupProfileData-NonInteractive

262 2 75 6e 6b 6e 6f 77 6e unknown success or wait 11 72FD76C2 WriteFile

File Deleted

File Written
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C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\Sta
rtupProfileData-NonInteractive

1168 4 75 6e 6b 6e 6f 77 6e unknown success or wait 1 72FD76C2 WriteFile

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\Sta
rtupProfileData-NonInteractive

1172 1060 75 6e 6b 6e 6f 77 6e unknown success or wait 1 72FD76C2 WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol

File Path Offset Length Completion Count Source Address Symbol

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config 0 4095 success or wait 1 72C0CBDB unknown

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config 0 8173 end of file 1 72C0CBDB unknown

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config 0 4095 success or wait 1 72C0CBDB unknown

C:\Windows\assembly\NativeImages_v4.0.30319_32\mscorlib\a403
a0b75e95c07da2caa7f780446a62\mscorlib.ni.dll.aux

0 176 success or wait 1 72BB0842 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config 0 4095 success or wait 1 72C2738A ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config 0 8173 end of file 1 72C2738A ReadFile

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config 0 4095 success or wait 1 72C2738A ReadFile

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config 0 6135 success or wait 1 72C2738A ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\Microsoft.Pb3
78ec07#\bc6fa6cbc82ba7e8e7f31ce87cd85b5f\Microsoft.PowerShel
l.ConsoleHost.ni.dll.aux

0 1248 success or wait 1 72BB0842 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System\920e3d
1d70447c3c10e69e6df0766568\System.ni.dll.aux

0 620 success or wait 1 72BB0842 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Core\8
b2c1203fd20aea8260bfbc518004720\System.Core.ni.dll.aux

0 900 success or wait 1 72BB0842 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Manaa5
7fc8cc#\7ae6ae69c7471e5e034a046629402c6a\System.Management.A
utomation.ni.dll.aux

0 2764 success or wait 1 72BB0842 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config 0 4095 success or wait 1 72C0CBDB unknown

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config 0 8173 end of file 1 72C0CBDB unknown

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config 0 4095 success or wait 1 72C0CBDB unknown

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config 0 8173 end of file 1 72C0CBDB unknown

C:\Windows\assembly\NativeImages_v4.0.30319_32\Microsoft.Mf4
9f6405#\ccdc87283bb430dd204d0f658bca1ec9\Microsoft.Managemen
t.Infrastructure.ni.dll.aux

0 748 success or wait 1 72BB0842 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Manage
ment\96012833bebd5f21714fc508603cda97\System.Management.ni.d
ll.aux

0 764 success or wait 1 72BB0842 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Dired1
3b18a9#\767e999045a62f3cde3ae79cf78dd4c4\System.DirectorySer
vices.ni.dll.aux

0 752 success or wait 1 72BB0842 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Xml\20
62ed810929ec0e33254c02b0c61bb4\System.Xml.ni.dll.aux

0 748 success or wait 1 72BB0842 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Numeri
cs\d06877b5a0df441a8dc4c7b8d95b5d41\System.Numerics.ni.dll.aux

0 300 success or wait 1 72BB0842 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Data\1
b8c564fd69668e6e62d136259980d9e\System.Data.ni.dll.aux

0 1540 success or wait 1 72BB0842 ReadFile

C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\Sta
rtupProfileData-NonInteractive

0 64 success or wait 1 72C1B174 ReadFile

C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\Sta
rtupProfileData-NonInteractive

0 1300 success or wait 1 72C1B27D ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Config
uration\2192b0d5aa4aa14486ae08118d3b9fcc\System.Configuratio
n.ni.dll.aux

0 864 success or wait 1 72BB0842 ReadFile

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config 0 4095 success or wait 1 72C0CBDB unknown

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config 0 6135 success or wait 1 72C0CBDB unknown

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config 0 8171 end of file 1 72C0CBDB unknown

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config 0 4096 success or wait 1 71AD9B71 ReadFile

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config 0 4096 success or wait 1 71AD9B71 ReadFile

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config 0 4096 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config 0 4096 success or wait 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config 0 4096 end of file 1 71AD9B71 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\Microsoft.P6f
792626#\fa050a0a5a69ea7573ca6cbffc254e14\Microsoft.PowerShel
l.Security.ni.dll.aux

0 1268 success or wait 1 72BB0842 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Transa
ctions\e866c0216a4ad45c5b16d8bd70bd92c7\System.Transactions.
ni.dll.aux

0 924 success or wait 1 72BB0842 ReadFile

File Read
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C:\Program Files (x86)\WindowsPowerShell\Modules\Microsoft.P
owerShell.Operation.Validation\1.0.1\Microsoft.PowerShell.Op
eration.Validation.psd1

0 4096 success or wait 1 71AD9B71 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\Microsoft.P
owerShell.Operation.Validation\1.0.1\Microsoft.PowerShell.Op
eration.Validation.psd1

0 492 end of file 1 71AD9B71 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\Microsoft.P
owerShell.Operation.Validation\1.0.1\Microsoft.PowerShell.Op
eration.Validation.psd1

0 4096 end of file 1 71AD9B71 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\PackageMana
gement\1.0.0.1\PackageManagement.psd1

0 4096 success or wait 1 71AD9B71 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\PackageMana
gement\1.0.0.1\PackageManagement.psd1

0 734 end of file 1 71AD9B71 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\PackageMana
gement\1.0.0.1\PackageManagement.psd1

0 4096 end of file 1 71AD9B71 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.
0\Pester.psd1

0 4096 success or wait 2 71AD9B71 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.
0\Pester.psd1

0 4096 end of file 1 71AD9B71 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.
0\Pester.psd1

0 4096 success or wait 2 71AD9B71 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.
0\Pester.psd1

0 4096 end of file 1 71AD9B71 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.
0\Pester.psm1

0 4096 success or wait 7 71AD9B71 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.
0\Pester.psm1

0 682 end of file 1 71AD9B71 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.
0\Pester.psm1

0 4096 end of file 1 71AD9B71 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG
et\1.0.0.1\PowerShellGet.psd1

0 4096 success or wait 1 71AD9B71 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG
et\1.0.0.1\PowerShellGet.psd1

0 289 end of file 1 71AD9B71 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG
et\1.0.0.1\PowerShellGet.psd1

0 4096 end of file 1 71AD9B71 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG
et\1.0.0.1\PowerShellGet.psd1

0 4096 success or wait 1 71AD9B71 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG
et\1.0.0.1\PowerShellGet.psd1

0 289 end of file 1 71AD9B71 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG
et\1.0.0.1\PowerShellGet.psd1

0 4096 end of file 1 71AD9B71 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG
et\1.0.0.1\PSModule.psm1

0 4096 success or wait 138 71AD9B71 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG
et\1.0.0.1\PSModule.psm1

0 993 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell.Utility.psd1

0 4096 success or wait 2 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell.Utility.psd1

0 599 end of file 2 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell.Utility.psd1

0 4096 end of file 2 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppBackgr
oundTask\AppBackgroundTask.psd1

0 4096 success or wait 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppBackgr
oundTask\AppBackgroundTask.psd1

0 4096 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppLocker
\AppLocker.psd1

0 4096 success or wait 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppLocker
\AppLocker.psd1

0 990 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppLocker
\AppLocker.psd1

0 4096 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppLocker
\AppLocker.psd1

0 4096 success or wait 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppLocker
\AppLocker.psd1

0 990 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppLocker
\AppLocker.psd1

0 4096 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppvClien
t\AppvClient.psd1

0 4096 success or wait 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppvClien
t\AppvClient.psd1

0 4096 end of file 1 71AD9B71 ReadFile

File Path Offset Length Completion Count Source Address Symbol
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C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppvClien
t\AppvClient.psd1

0 4096 success or wait 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AppvClien
t\AppvClient.psd1

0 4096 end of file 1 71AD9B71 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Manaa5
7fc8cc#\7ae6ae69c7471e5e034a046629402c6a\System.Management.A
utomation.ni.dll.aux

0 2764 success or wait 1 72BB0842 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System\920e3d
1d70447c3c10e69e6df0766568\System.ni.dll.aux

0 620 success or wait 1 72BB0842 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Core\8
b2c1203fd20aea8260bfbc518004720\System.Core.ni.dll.aux

0 900 success or wait 1 72BB0842 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\Microsoft.Mf4
9f6405#\ccdc87283bb430dd204d0f658bca1ec9\Microsoft.Managemen
t.Infrastructure.ni.dll.aux

0 748 success or wait 1 72BB0842 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Config
uration\2192b0d5aa4aa14486ae08118d3b9fcc\System.Configuratio
n.ni.dll.aux

0 864 success or wait 1 72BB0842 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Xml\20
62ed810929ec0e33254c02b0c61bb4\System.Xml.ni.dll.aux

0 748 success or wait 1 72BB0842 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Dired1
3b18a9#\767e999045a62f3cde3ae79cf78dd4c4\System.DirectorySer
vices.ni.dll.aux

0 752 success or wait 2 72BB0842 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Manage
ment\96012833bebd5f21714fc508603cda97\System.Management.ni.d
ll.aux

0 764 success or wait 2 72BB0842 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config 0 4095 success or wait 1 72C0CBDB unknown

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config 0 8173 end of file 1 72C0CBDB unknown

C:\Windows\assembly\NativeImages_v4.0.30319_32\Microsoft.A9a
caf597#\28d73b1a02dd10f20826df677fab36e2\Microsoft.AppV.Appv
ClientComConsumer.ni.dll.aux

0 712 success or wait 1 72BB0842 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Appx\Appx
.psd1

0 4096 success or wait 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Appx\Appx
.psd1

0 641 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Appx\Appx
.psd1

0 4096 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AssignedA
ccess\AssignedAccess.psd1

0 4096 success or wait 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\AssignedA
ccess\AssignedAccess.psd1

0 4096 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker
\BitLocker.psd1

0 4096 success or wait 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker
\BitLocker.psd1

0 278 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker
\BitLocker.psd1

0 4096 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker
\BitLocker.psd1

0 4096 success or wait 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker
\BitLocker.psd1

0 278 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker\en-
US\BitLocker.psd1

0 4096 success or wait 3 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker\en-
US\BitLocker.psd1

0 768 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker\en-
US\BitLocker.psd1

0 4096 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell.Utility.psd1

0 4096 success or wait 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell.Utility.psd1

0 599 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell.Utility.psd1

0 4096 end of file 1 71AD9B71 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\Microsoft.P52
1220ea#\ee7238e0e97151da928155502d6b496b\Microsoft.PowerShel
l.Commands.Utility.ni.dll.aux

0 2264 success or wait 1 72BB0842 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Confe6
4a9051#\48ee4ec9441351bbe4d9095c96b8ea01\System.Configuratio
n.Install.ni.dll.aux

0 1260 success or wait 1 72BB0842 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell.Utility.psm1

0 4096 success or wait 8 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell.Utility.psm1

0 128 end of file 1 71AD9B71 ReadFile

File Path Offset Length Completion Count Source Address Symbol
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C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell.Utility.psm1

0 4096 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config 0 4095 success or wait 1 72C0CBDB unknown

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config 0 8173 end of file 1 72C0CBDB unknown

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker
\BitLocker.psd1

0 4096 success or wait 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker
\BitLocker.psd1

0 278 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker
\BitLocker.psd1

0 4096 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker\en-
US\BitLocker.psd1

0 4096 success or wait 3 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker\en-
US\BitLocker.psd1

0 768 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker\en-
US\BitLocker.psd1

0 4096 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker
\BitLocker.psm1

0 4096 success or wait 74 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker
\BitLocker.psm1

0 104 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitLocker
\BitLocker.psm1

0 4096 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitsTrans
fer\BitsTransfer.psd1

0 4096 success or wait 2 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitsTrans
fer\BitsTransfer.psd1

0 444 end of file 2 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\BitsTrans
fer\BitsTransfer.psd1

0 4096 end of file 2 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\CimCmdlet
s\CimCmdlets.psd1

0 4096 success or wait 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\CimCmdlet
s\CimCmdlets.psd1

0 160 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\CimCmdlet
s\CimCmdlets.psd1

0 4096 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\ConfigCI\
ConfigCI.psd1

0 4096 success or wait 5 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\ConfigCI\
ConfigCI.psd1

0 4096 end of file 2 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\
Defender.psd1

0 767 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\
Defender.psd1

0 4096 success or wait 4 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\
Defender.psd1

0 767 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\
Defender.psd1

0 4096 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\
MSFT_MpComputerStatus.cdxml

0 4096 success or wait 4 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\
MSFT_MpComputerStatus.cdxml

0 417 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\
MSFT_MpComputerStatus.cdxml

0 4096 end of file 1 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\
MSFT_MpPreference.cdxml

0 4096 success or wait 24 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\
MSFT_MpPreference.cdxml

0 950 end of file 3 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\
MSFT_MpPreference.cdxml

0 4096 end of file 3 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\
MSFT_MpThreat.cdxml

0 4096 success or wait 12 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\
MSFT_MpThreat.cdxml

0 488 end of file 3 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\
MSFT_MpThreatCatalog.cdxml

0 4096 success or wait 4 71AD9B71 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Defender\
MSFT_MpThreatCatalog.cdxml

0 986 end of file 1 71AD9B71 ReadFile

File Path Offset Length Completion Count Source Address Symbol
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Target ID: 6

Start time: 05:51:54

Start date: 04/05/2024

Path: C:\Windows\SysWOW64\schtasks.exe

Wow64 process (32bit): true

Commandline: "C:\Windows\System32\schtasks.exe" /Create /TN "Updates\AAkXVY" /XML "C:\Users\user\AppData\Local\Temp\tmpB10A.tmp"

Imagebase: 0xa10000

File size: 187'904 bytes

MD5 hash: 48C2FE20575769DE916F48EF0676A965

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: high

Has exited: true

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Offset Length Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Temp\tmpB10A.tmp 0 2 success or wait 1 A1B43E ReadFile

C:\Users\user\AppData\Local\Temp\tmpB10A.tmp 0 1580 success or wait 1 A1B4E3 ReadFile

Target ID: 7

Start time: 05:51:54

Start date: 04/05/2024

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff6d64d0000

File size: 862'208 bytes

MD5 hash: 0D698AF330FD17BEE3BF90011D49251D

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: high

Has exited: true

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Offset Length Completion Count Source Address Symbol

Target ID: 8

Start time: 05:51:54

Start date: 04/05/2024

Path: C:\Windows\System32\conhost.exe

Analysis Process: schtasks.exe PID: 2748, Parent PID: 5844

General

File Activities

File Read

Analysis Process: conhost.exe PID: 1496, Parent PID: 1996

General

File Activities

Analysis Process: conhost.exe PID: 1536, Parent PID: 2748

General
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Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff6d64d0000

File size: 862'208 bytes

MD5 hash: 0D698AF330FD17BEE3BF90011D49251D

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: high

Has exited: true

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Offset Length Completion Count Source Address Symbol

Target ID: 9

Start time: 05:51:54

Start date: 04/05/2024

Path: C:\Windows\Microsoft.NET\Framework\v4.0.30319\MSBuild.exe

Wow64 process (32bit): true

Commandline: "C:\Windows\Microsoft.NET\Framework\v4.0.30319\MSBuild.exe"

Imagebase: 0xcc0000

File size: 262'432 bytes

MD5 hash: 8FDF47E0FF70C40ED3A17014AEEA4232

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_XWorm, Description: Yara detected XWorm, Source: 
00000009.00000002.2014527353.0000000003031000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity_TelegramRAT, Description: Yara detected Telegram RAT, Source: 
00000009.00000002.2014527353.0000000003031000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
Rule: Windows_Trojan_Asyncrat_11a11ba1, Description: unknown, Source: 
00000009.00000002.2014527353.0000000003031000.00000004.00000800.00020000.00000000.sdmp, Author: unknown
Rule: INDICATOR_SUSPICIOUS_EXE_ASEP_REG_Reverse, Description: Detects file containing reversed ASEP Autorun registry keys, Source: 
00000009.00000002.2014527353.0000000003031000.00000004.00000800.00020000.00000000.sdmp, Author: ditekSHen
Rule: MALWARE_Win_AsyncRAT, Description: Detects AsyncRAT, Source: 
00000009.00000002.2014527353.0000000003031000.00000004.00000800.00020000.00000000.sdmp, Author: ditekSHen

Reputation: moderate

Has exited: true

File Path Access Attributes Options Completion Count Source Address Symbol

C:\Users\user\AppData\Roaming\456.exe read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file | 
open no recall

success or wait 1 71AD8792 CreateFileW

C:\Users\user\AppData\Roaming\1235.exe read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file | 
open no recall

success or wait 1 71AD8792 CreateFileW

C:\Users\user\AppData\Local\Mi
crosoft\CLR_v4.0_32\UsageLogs\MSBuild.exe.log

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 7308A0B7 CreateFileW

File Path Offset Length Value Ascii Completion Count Source Address Symbol

File Activities

Analysis Process: MSBuild.exe PID: 1248, Parent PID: 5844

General

File Activities

File Created

File Written
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C:\Users\user\AppData\Roaming\
456.exe

0 64512 4d 5a fd 00 03 00 00 00 
04 00 00 00 fd fd 00 00 fd 
00 00 00 00 00 00 00 40 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 fd 00 00 00 0e 
1f fd 0e 00 fd 09 fd 21 fd 
01 4c fd 21 54 68 69 73 
20 70 72 6f 67 72 61 6d 
20 63 61 6e 6e 6f 74 20 
62 65 20 72 75 6e 20 69 
6e 20 44 4f 53 20 6d 6f 
64 65 2e 0d 0d 0a 24 00 
00 00 00 00 00 00 50 45 
00 00 4c 01 03 00 75 fd 
34 64 00 00 00 00 00 00 
00 00 fd 00 02 01 0b 01 
08 00 00 fd 00 00 00 0a 
00 00 00 00 00 00 fd 0e 
01 00 00 20 00 00 00 20 
01 00 00 00 40 00 00 20 
00 00 00 02 00 00 04 00 
00 00 00 00 00 00 04 00 
00 00 00 00 00 00 00 60 
01 00 00 02 00 00 00 00 
00 00 02 00 60 fd 00 00 
10 00 00 10 00 00 00 00 
10 00 00 10 00 00 00 00 
00 00 10 00 00 00 00 00 
00 00 00 00 00 

MZ@!L!This program 
cannot be run in DOS 
mode.$PELu4d  @ ``

success or wait 1 71AD9B71 WriteFile

C:\Users\user\AppData\Roaming\
1235.exe

0 46080 4d 5a fd 00 03 00 00 00 
04 00 00 00 fd fd 00 00 fd 
00 00 00 00 00 00 00 40 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 fd 00 00 00 0e 
1f fd 0e 00 fd 09 fd 21 fd 
01 4c fd 21 54 68 69 73 
20 70 72 6f 67 72 61 6d 
20 63 61 6e 6e 6f 74 20 
62 65 20 72 75 6e 20 69 
6e 20 44 4f 53 20 6d 6f 
64 65 2e 0d 0d 0a 24 00 
00 00 00 00 00 00 50 45 
00 00 4c 01 03 00 70 fd 
34 66 00 00 00 00 00 00 
00 00 fd 00 02 01 0b 01 
0b 00 00 fd 00 00 00 08 
00 00 00 00 00 00 3e fd 
00 00 00 20 00 00 00 fd 
00 00 00 00 40 00 00 20 
00 00 00 02 00 00 04 00 
00 00 00 00 00 00 04 00 
00 00 00 00 00 00 00 20 
01 00 00 02 00 00 00 00 
00 00 02 00 40 fd 00 00 
10 00 00 10 00 00 00 00 
10 00 00 10 00 00 00 00 
00 00 10 00 00 00 00 00 
00 00 00 00 00 

MZ@!L!This program 
cannot be run in DOS 
mode.$PELp4f> @  @

success or wait 1 71AD9B71 WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol

Copyright Joe Security LLC 2024 Page 52 of 66



C:\Users\user\AppData\Local\Mi
crosoft\CLR_v4.0_32\UsageLogs\
MSBuild.exe.log

0 522 31 2c 22 66 75 73 69 6f 
6e 22 2c 22 47 41 43 22 
2c 30 0d 0a 31 2c 22 57 
69 6e 52 54 22 2c 22 4e 
6f 74 41 70 70 22 2c 31 
0d 0a 32 2c 22 4d 69 63 
72 6f 73 6f 66 74 2e 56 
69 73 75 61 6c 42 61 73 
69 63 2c 20 56 65 72 73 
69 6f 6e 3d 31 30 2e 30 
2e 30 2e 30 2c 20 43 75 
6c 74 75 72 65 3d 6e 65 
75 74 72 61 6c 2c 20 50 
75 62 6c 69 63 4b 65 79 
54 6f 6b 65 6e 3d 62 30 
33 66 35 66 37 66 31 31 
64 35 30 61 33 61 22 2c 
30 0d 0a 33 2c 22 53 79 
73 74 65 6d 2c 20 56 65 
72 73 69 6f 6e 3d 34 2e 
30 2e 30 2e 30 2c 20 43 
75 6c 74 75 72 65 3d 6e 
65 75 74 72 61 6c 2c 20 
50 75 62 6c 69 63 4b 65 
79 54 6f 6b 65 6e 3d 62 
37 37 61 35 63 35 36 31 
39 33 34 65 30 38 39 22 
2c 22 43 3a 5c 57 69 6e 
64 6f 77 73 5c 61 73 73 
65 6d 62 6c 79 5c 4e 61 
74 69 76 65 49 6d 61 67 
65 73 5f 76 34 2e 30 

1,"fusion","GAC",01,"Win
RT","N
otApp",12,"Microsoft.Visu
alBasic, 
Version=10.0.0.0, 
Culture=neutral, 
PublicKeyToken=b03f5f
7f11d50a3a",03,"System, 
Version=4.0.0.0, 
Culture=neutral, Pu
blicKeyToken=b77a5c56
1934e089"
,"C:\Windows\assembly\
NativeImages_v4.0

success or wait 1 7308A147 WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol

File Path Offset Length Completion Count Source Address Symbol

C:\Windows\Microsoft.NET\Framework\v4.0.30319\msbuild.exe.config 0 4095 success or wait 1 72C0CBDB unknown

C:\Windows\Microsoft.NET\Framework\v4.0.30319\msbuild.exe.config 0 6457 end of file 1 72C0CBDB unknown

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config 0 4095 success or wait 1 72C0CBDB unknown

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config 0 6135 success or wait 1 72C0CBDB unknown

C:\Windows\assembly\NativeImages_v4.0.30319_32\mscorlib\a403
a0b75e95c07da2caa7f780446a62\mscorlib.ni.dll.aux

0 176 success or wait 1 72BB0842 ReadFile

C:\Windows\Microsoft.NET\Framework\v4.0.30319\msbuild.exe.config 0 4095 success or wait 1 72C2738A ReadFile

C:\Windows\Microsoft.NET\Framework\v4.0.30319\msbuild.exe.config 0 6457 end of file 1 72C2738A ReadFile

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config 0 4095 success or wait 1 72C2738A ReadFile

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config 0 6135 success or wait 1 72C2738A ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System\920e3d
1d70447c3c10e69e6df0766568\System.ni.dll.aux

0 620 success or wait 1 72BB0842 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Core\8
b2c1203fd20aea8260bfbc518004720\System.Core.ni.dll.aux

0 900 success or wait 1 72BB0842 ReadFile

C:\Windows\Microsoft.NET\Framework\v4.0.30319\msbuild.exe.config 0 4095 success or wait 1 72C0CBDB unknown

C:\Windows\Microsoft.NET\Framework\v4.0.30319\msbuild.exe.config 0 6457 end of file 1 72C0CBDB unknown

Target ID: 10

Start time: 05:51:55

Start date: 04/05/2024

Path: C:\Users\user\AppData\Roaming\AAkXVY.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Roaming\AAkXVY.exe

Imagebase: 0xe10000

File size: 731'648 bytes

MD5 hash: 117EFCF6A3A3AF167C293331A7531A46

Has elevated privileges: false

Has administrator 
privileges:

false

Programmed in: C, C++ or other language

File Read

Analysis Process: AAkXVY.exe PID: 3996, Parent PID: 1068

General
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Yara matches: Rule: JoeSecurity_PureLogStealer, Description: Yara detected PureLog Stealer, Source: 
0000000A.00000002.2203533506.000000000342F000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity_PureLogStealer, Description: Yara detected PureLog Stealer, Source: 
0000000A.00000002.2203533506.00000000031C1000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security

Antivirus matches: Detection: 100%, Joe Sandbox ML
Detection: 37%, ReversingLabs
Detection: 42%, Virustotal, Browse

Reputation: low

Has exited: true

File Path Access Attributes Options Completion Count Source Address Symbol

C:\Users\user read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 72C0F4C3 unknown

C:\Users\user\AppData\Roaming read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 72C0F4C3 unknown

C:\Users\user\AppData\Local\Temp\tmpE9DD.tmp read attributes | 
synchronize | 
generic read

device synchronous io 
non alert | non 
directory file

success or wait 1 7210246F GetTempFile
NameW

C:\Users\user\AppData\Local\Mi
crosoft\CLR_v4.0_32\UsageLogs\AAkXVY.exe.log

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 7308A0B7 CreateFileW

File Path Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Temp\tmpE9DD.tmp success or wait 1 71ADE04E DeleteFileW

File Path Offset Length Value Ascii Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Te
mp\tmpE9DD.tmp

0 1579 3c 3f 78 6d 6c 20 76 65 
72 73 69 6f 6e 3d 22 31 
2e 30 22 20 65 6e 63 6f 
64 69 6e 67 3d 22 55 54 
46 2d 31 36 22 3f 3e 0a 
3c 54 61 73 6b 20 76 65 
72 73 69 6f 6e 3d 22 31 
2e 32 22 20 78 6d 6c 6e 
73 3d 22 68 74 74 70 3a 
2f 2f 73 63 68 65 6d 61 
73 2e 6d 69 63 72 6f 73 
6f 66 74 2e 63 6f 6d 2f 77 
69 6e 64 6f 77 73 2f 32 
30 30 34 2f 30 32 2f 6d 
69 74 2f 74 61 73 6b 22 
3e 0a 20 20 3c 52 65 67 
69 73 74 72 61 74 69 6f 
6e 49 6e 66 6f 3e 0a 20 
20 20 20 3c 44 61 74 65 
3e 32 30 31 34 2d 31 30 
2d 32 35 54 31 34 3a 32 
37 3a 34 34 2e 38 39 32 
39 30 32 37 3c 2f 44 61 
74 65 3e 0a 20 20 20 20 
3c 41 75 74 68 6f 72 3e 
41 4c 46 4f 4e 53 2d 50 
43 5c 61 6c 66 6f 6e 73 
3c 2f 41 75 74 68 6f 72 
3e 0a 20 20 3c 2f 52 65 
67 69 73 74 72 61 74 69 
6f 6e 49 6e 66 6f 3e 0a 
20 20 3c 54 72 69 

<?xml version="1.0" 
encoding="UTF-16"?>
<Task version="1.2" x
mlns="http://schemas.mic
rosoft
.com/windows/2004/02/m
it/task">  
<RegistrationInfo>    
<Date>2014-10-
25T14:27:44.8929027</
Date>    <Author>user-
PC\user</Author>  
</RegistrationInfo>  <Tri

success or wait 1 71AD9B71 WriteFile

File Activities

File Created

File Deleted

File Written
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C:\Users\user\AppData\Local\Mi
crosoft\CLR_v4.0_32\UsageLogs\
AAkXVY.exe.log

0 1216 31 2c 22 66 75 73 69 6f 
6e 22 2c 22 47 41 43 22 
2c 30 0d 0a 31 2c 22 57 
69 6e 52 54 22 2c 22 4e 
6f 74 41 70 70 22 2c 31 
0d 0a 32 2c 22 53 79 73 
74 65 6d 2e 57 69 6e 64 
6f 77 73 2e 46 6f 72 6d 
73 2c 20 56 65 72 73 69 
6f 6e 3d 34 2e 30 2e 30 
2e 30 2c 20 43 75 6c 74 
75 72 65 3d 6e 65 75 74 
72 61 6c 2c 20 50 75 62 
6c 69 63 4b 65 79 54 6f 
6b 65 6e 3d 62 37 37 61 
35 63 35 36 31 39 33 34 
65 30 38 39 22 2c 30 0d 
0a 33 2c 22 53 79 73 74 
65 6d 2c 20 56 65 72 73 
69 6f 6e 3d 34 2e 30 2e 
30 2e 30 2c 20 43 75 6c 
74 75 72 65 3d 6e 65 75 
74 72 61 6c 2c 20 50 75 
62 6c 69 63 4b 65 79 54 
6f 6b 65 6e 3d 62 37 37 
61 35 63 35 36 31 39 33 
34 65 30 38 39 22 2c 22 
43 3a 5c 57 69 6e 64 6f 
77 73 5c 61 73 73 65 6d 
62 6c 79 5c 4e 61 74 69 
76 65 49 6d 61 67 65 73 
5f 76 34 2e 30 2e 33 

1,"fusion","GAC",01,"Win
RT","N
otApp",12,"System.Wind
ows.Forms, 
Version=4.0.0.0, 
Culture=neutral, 
PublicKeyToken=b77a5c
56
1934e089",03,"System, 
Version=4.0.0.0, 
Culture=neutral, Publ
icKeyToken=b77a5c5619
34e089","
C:\Windows\assembly\Na
tiveImages_v4.0.3

success or wait 1 7308A147 WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol

File Path Offset Length Completion Count Source Address Symbol

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config 0 4095 success or wait 1 72C0CBDB unknown

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config 0 6135 success or wait 1 72C0CBDB unknown

C:\Windows\assembly\NativeImages_v4.0.30319_32\mscorlib\a403
a0b75e95c07da2caa7f780446a62\mscorlib.ni.dll.aux

0 176 success or wait 1 72BB0842 ReadFile

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config 0 4095 success or wait 1 72C2738A ReadFile

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config 0 6135 success or wait 1 72C2738A ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System\920e3d
1d70447c3c10e69e6df0766568\System.ni.dll.aux

0 620 success or wait 1 72BB0842 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Config
uration\2192b0d5aa4aa14486ae08118d3b9fcc\System.Configuratio
n.ni.dll.aux

0 864 success or wait 1 72BB0842 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Core\8
b2c1203fd20aea8260bfbc518004720\System.Core.ni.dll.aux

0 900 success or wait 1 72BB0842 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Xml\20
62ed810929ec0e33254c02b0c61bb4\System.Xml.ni.dll.aux

0 748 success or wait 1 72BB0842 ReadFile

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config 0 4095 success or wait 1 72C0CBDB unknown

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config 0 6135 success or wait 1 72C0CBDB unknown

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config 0 8171 end of file 1 72C0CBDB unknown

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config 0 4096 success or wait 1 71AD9B71 ReadFile

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config 0 4096 success or wait 1 71AD9B71 ReadFile

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config 0 4096 end of file 1 71AD9B71 ReadFile

Target ID: 11

Start time: 05:51:55

Start date: 04/05/2024

Path: C:\Users\user\AppData\Roaming\456.exe

Wow64 process (32bit): true

Commandline: "C:\Users\user\AppData\Roaming\456.exe" 

Imagebase: 0x9a0000

File size: 64'512 bytes

MD5 hash: 35F5F5521D82617EA16D75015B3227F3

Has elevated privileges: true

File Read

Analysis Process: 456.exe PID: 6660, Parent PID: 1248

General
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Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Yara matches: Rule: MALWARE_Win_AsyncRAT, Description: Detects AsyncRAT, Source: 
0000000B.00000002.3414123856.000000000679C000.00000004.00000020.00020000.00000000.sdmp, Author: ditekSHen
Rule: JoeSecurity_AsyncRAT, Description: Yara detected AsyncRAT, Source: 
0000000B.00000000.2007187382.00000000009A2000.00000002.00000001.01000000.0000000E.sdmp, Author: Joe Security
Rule: INDICATOR_SUSPICIOUS_EXE_ASEP_REG_Reverse, Description: Detects file containing reversed ASEP Autorun registry keys, Source: 
0000000B.00000000.2007187382.00000000009A2000.00000002.00000001.01000000.0000000E.sdmp, Author: ditekSHen
Rule: MALWARE_Win_AsyncRAT, Description: Detects AsyncRAT, Source: 
0000000B.00000002.3398649290.00000000051D5000.00000004.00000020.00020000.00000000.sdmp, Author: ditekSHen
Rule: JoeSecurity_WebBrowserPassView, Description: Yara detected WebBrowserPassView password recovery tool, Source: 
0000000B.00000002.3419628057.0000000007340000.00000004.08000000.00040000.00000000.sdmp, Author: Joe Security
Rule: MALWARE_Win_AsyncRAT, Description: Detects AsyncRAT, Source: 
0000000B.00000002.3354395323.0000000002DAA000.00000004.00000800.00020000.00000000.sdmp, Author: ditekSHen
Rule: JoeSecurity_AsyncRAT, Description: Yara detected AsyncRAT, Source: 
0000000B.00000002.3354395323.0000000002D61000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
Rule: MALWARE_Win_AsyncRAT, Description: Detects AsyncRAT, Source: 
0000000B.00000002.3354395323.0000000002D61000.00000004.00000800.00020000.00000000.sdmp, Author: ditekSHen
Rule: MALWARE_Win_AsyncRAT, Description: Detects AsyncRAT, Source: 
0000000B.00000002.3398649290.0000000005278000.00000004.00000020.00020000.00000000.sdmp, Author: ditekSHen
Rule: JoeSecurity_PureLogStealer, Description: Yara detected PureLog Stealer, Source: 
0000000B.00000002.3417677870.0000000007300000.00000004.08000000.00040000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity_PureLogStealer, Description: Yara detected PureLog Stealer, Source: 
0000000B.00000002.3395591047.0000000003D61000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
Rule: MALWARE_Win_AsyncRAT, Description: Detects AsyncRAT, Source: 
0000000B.00000002.3413113784.0000000006778000.00000004.00000020.00020000.00000000.sdmp, Author: ditekSHen
Rule: JoeSecurity_AsyncRAT, Description: Yara detected AsyncRAT, Source: C:\Users\user\AppData\Roaming\456.exe, Author: Joe Security
Rule: JoeSecurity_GenericDownloader_1, Description: Yara detected Generic Downloader, Source: C:\Users\user\AppData\Roaming\456.exe, Author: Joe 
Security
Rule: Windows_Trojan_Asyncrat_11a11ba1, Description: unknown, Source: C:\Users\user\AppData\Roaming\456.exe, Author: unknown
Rule: INDICATOR_SUSPICIOUS_EXE_ASEP_REG_Reverse, Description: Detects file containing reversed ASEP Autorun registry keys, Source: 
C:\Users\user\AppData\Roaming\456.exe, Author: ditekSHen

Antivirus matches: Detection: 100%, Avira
Detection: 100%, Joe Sandbox ML
Detection: 83%, ReversingLabs
Detection: 64%, Virustotal, Browse

Reputation: low

Has exited: false

File Path Access Attributes Options Completion Count Source Address Symbol

C:\Users\user read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 72C0F4C3 unknown

C:\Users\user\AppData\Roaming read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 72C0F4C3 unknown

File Path Offset Length Completion Count Source Address Symbol

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config 0 4095 success or wait 1 72C0CBDB unknown

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config 0 6135 success or wait 1 72C0CBDB unknown

C:\Windows\assembly\NativeImages_v4.0.30319_32\mscorlib\a403
a0b75e95c07da2caa7f780446a62\mscorlib.ni.dll.aux

0 176 success or wait 1 72BB0842 ReadFile

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config 0 4095 success or wait 1 72C2738A ReadFile

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config 0 6135 success or wait 1 72C2738A ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System\920e3d
1d70447c3c10e69e6df0766568\System.ni.dll.aux

0 620 success or wait 1 72BB0842 ReadFile

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config 0 4095 success or wait 1 72C0CBDB unknown

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config 0 6135 success or wait 1 72C0CBDB unknown

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config 0 8171 end of file 1 72C0CBDB unknown

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Core\8
b2c1203fd20aea8260bfbc518004720\System.Core.ni.dll.aux

0 900 success or wait 1 72BB0842 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Config
uration\2192b0d5aa4aa14486ae08118d3b9fcc\System.Configuratio
n.ni.dll.aux

0 864 success or wait 1 72BB0842 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Xml\20
62ed810929ec0e33254c02b0c61bb4\System.Xml.ni.dll.aux

0 748 success or wait 1 72BB0842 ReadFile

File Activities

File Created

File Read
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C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config 0 4096 success or wait 1 71AD9B71 ReadFile

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config 0 4096 success or wait 1 71AD9B71 ReadFile

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config 0 4096 end of file 1 71AD9B71 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Manage
ment\96012833bebd5f21714fc508603cda97\System.Management.ni.d
ll.aux

0 764 success or wait 1 72BB0842 ReadFile

File Path Offset Length Completion Count Source Address Symbol

Key Path Completion Count Source Address Symbol

HKEY_CURRENT_USER\Software\742D0701C511376451FD success or wait 1 71ADD073 RegCreateKeyEx
W

Key Path Name Type Data Completion Count Source Address Symbol

HKEY_CURRENT_USER\SOFTW
ARE\742D0701C511376451FD

648D1D9E4AE2
F0DC8C47BA68
5FB152
3F0B37AA06CE
6AA7F4D08C04
AD7F0B55D4

binary 00 CE 01 00 1F 8B 08 00 00 00 00 00 
04 00 AC 7D 07 7C 54 C5 F6 FF DD 
92 4D 25 C9 65 C3 A6 00 D9 A5 04 
AE B1 01 B6 9B 48 09 28 A2 82 62 77 
83 28 2C 08 4A 14 82 89 E5 3D 75 03 
76 45 C1 DE 10 7D A0 62 7D F6 AE 
A8 D8 2B 8A D8 9F 14 7D 76 7A EF 
49 7E E7 7B E6 DE 99 B9 9B 0D FA 
FE 9F 7F 60 77 EF 9D 7B E6 CC 99 
99 33 67 CE 9C 39 73 EE 31 A3 6E 32 
02 86 61 04 E9 D3 DA 6A 18 2F 1B E2 
AF C6 F8 EB BF E9 F4 C9 8F BE 9A 
6F 3C 9F BD A8 DB CB BE 11 8B BA 
9D 74 F6 A4 C6 D8 D4 86 FA B3 1A 
12 93 63 E3 13 53 A6 D4 9F 1F 1B 37 
21 D6 70 C1 94 D8 A4 29 B1 C3 47 
9E 18 9B 5C 7F E6 84 FD 3A 74 C8 
E9 E9 E0 38 6E A8 61 8C F0 05 0C 
F3 D6 03 CF 74 F1 FE 68 E4 77 CB 
F5 65 19 C6 FB 3E C3 08 89 B4 81 
BF D2 75 0C 57 7E 41 5D 4C 5C 06 
9D 3C EE AF 51 E3 17 20 F4 17 30 
C6 5E 65 18 85 FC 5F FD CA 1F FE 
5B FF 8B CF 18 6E 08 BC 07 06 D2 
54 32 E6 37 F2 FE 46 5B B4 CD 67 18 
59 DA 6D 16 DD 1F A9 DD EF 77 FE 
84 7F 9C 4F BF 87 BF E7 D4 0B 75 
F5 B7 41 31 76 BF 86 C6 86 F1 74 2D 
68 73 2A FC A1 CF 03 57 43 FF F7 
6B 98 70 6E 3D 01 E6 39 34 33 AE 4F 
DB C0 0D 69 43 E6 AF 02 E6 48 C6 
9E 61 9C 19 F6 19 3D 9F 36 0C 37 E7 
B5 EF F8 8C D5 E5 86 31 8E DA 69 
FA DF A8 76 A8 D2 30 C2 7D 02 C6 
DD 06 E3 30 63 40 D4 92 6F 18 36 9E 
B6 10 79 43 51 83 63 E9 B3 17 7D 8E 
A1 4F 06 7D EC A3 E8 CB 42 77 83 
76 A3 E9 03 AA E8 25 DF D3 57 D5 
A2 D6 D6 D6 5E 8C C5 7E 9B 2E AD 
00 60 0C 09 B3 0E 30 8F 32 0C 12 
ED FB E8 B2 D2 0A 7A 81 6E A5 AF 
EA 2B 19 08 CD 68 FF B3 15 AC 6E 
94 1B D6 57 3E A2 98 7E BF C7 6F 
AF 26 B4 6F 51 8B 8F EA 50 C6 D7 
95 F4 1B E0 DF 72 FF 74 BE 28 6B 
0A BA F7 41 71 9F E1 DE 67 88 FB 
90 7B 1F 12 F7 99 EE 7D A6 B8 CF 
72 EF B3 C4 7D B6 7B 9F 2D EE 73 
DC FB 1C 71 9F EB D0 91 E7 A6 F3 
45 E7 3E 59 C6 C6 00 77 73 7B 6D 
FC 40 40 B4 ED DE F4 F9 38 80 B6 
A1 AF 46 62 F6 50 D8 9F D2 82 D5 
9F A8 16 5C 88 C6 29 29 EE D2 48 08 
73 2A 62 C6 87 D4 31 DD 28 93 73 D9 
9D 2E AD 1E 68 5F 9F 44 D1 84 4E 
28 A0 DB 5E B1 0E 40 11 64 32 7C 
C6 50 A4 25 E9 D3 4C B0 97 D3 E7 
32 22 F7 65 FA 1D 4D 9F FE DC 03 
82 C4 02 BA DF 97 7E 6F A5 5F EA 
0A E3 DF 74 3D 80 60 ED 7F 80 2D 
7A A2 C8 5E F4 55 3D 0D 83 25 07 
45 CC 23 2A ED 33 08 24 06 8E B7 
6F C1 ED C3 78 9A 8B DB 2B C0 29 
D4 DE A1 E2 46 22 21 27 52 D4 12 
EA 4C 77 8D 34 F2 73 1A 4D FA B2 
7A 7B 39 E4 25 34 C2 31 8A D5 86 00 

success or wait 1 721037C0 RegSetValueEx
W

Registry Activities

Key Created

Key Value Created
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C1 3E 04 F3 D5 4C CA E8 B3 F6 F5 
82 BF 8A 0A 97 33 38 D8 D5 0E 03 
1C 64 36 85 E9 49 7D 47 2A A1 9E 
AE 72 8A 67 12 D9 BE 8A 48 B4 FA 
5E AB 82 1E 47 1E A0 4E F6 FD 05 
50 31 03 59 45 78 DE 89 BE 62 90 23 
F6 D3 2D AD AD 54 8D 28 AA 11 A1 
D4 A2 C6 62 3C BB AB 9A EA DC E7 
02 6A A5 FD F1 24 5D 5A 09 EA 5B 
84 0A E4 33 9F F8 0C 7B 0C 21 2B 
AB B3 F6 F6 D6 EA 16 D4 EA C8 16 
C9 09 03 E8 32 52 67 ED 07 A8 6C 24 
EC 43 09 C5 56 04 F7 41 99 EB 52 34 
5D 47 CE 05 59 6D 67 D2 A5 E9 6F 
09 8D 40 D9 A5 68 F0 32 10 D0 17 B9 
32 01 F0 5B 33 35 56 17 2F 07 2D 05 
92 45 CD 72 84 BE 0D 18 0B FD CE 
9D 4F A2 22 B4 87 06 2D 8A 2D A4 
4C 11 AB 12 48 59 9C 5C 2E F3 F7 
01 14 7F CF 9A 44 ED D7 15 54 75 46 
FB D5 13 09 39 BD B4 8A CC 03 0D 
47 35 4B 1E 18 48 97 CB 6E 66 AE 56 
6D F4 22 80 0A 64 A2 C3 EA 01 63 
A8 DF 61 E5 4A C3 19 87 11 D1 50 
2A EB 0A 34 EF 57 8A C7 3E A2 CB 
65 D4 2C 86 A8 F2 91 BB D1 6E FE 
24 75 52 50 13 82 D7 A3 C0 7D 76 4B 
56 EB 46 97 54 C6 E0 2E 42 DE 9E 
48 9F 0E 94 7F 2C 3E 74 4D 8D E4 
EB 67 1D 48 25 07 AC 83 84 38 36 3A 
93 3C C6 A8 0A A4 97 15 2E E5 21 97 
F2 4A 97 76 D5 3F 6F A6 AD B6 DF 
18 0A DE AC 75 84 79 8E 4F 20 9A 
4C 9F F7 E9 73 2F 7D 7E 02 F4 49 
18 C5 55 5E E1 FE 28 30 BE AE C4 
CE B3 18 42 07 43 CE 54 71 0F 56 A4 
34 FC CF 80 9F A9 E0 2F C7 88 07 
45 D6 21 2E 3F DA 53 5A 9D 5E F7 
E0 08 49 1C 49 F4 C0 51 AA 07 06 02 
07 34 11 CB F6 56 77 31 0A 8B 31 20 
23 EA E4 8E 6F 07 71 21 23 66 6E DE 
49 EC 6E 47 F1 BC 2B C6 5E 40 E2 
78 17 38 96 B6 C8 8E FB 82 2E 97 CD 
93 A3 4B 00 BD A7 24 A7 D6 AE 24 
39 7D 4E A7 70 87 2C AB A3 6C 5A 
AE B9 C8 75 B8 1A A8 55 2D 3C 9F 
B9 3C 41 43 C4 38 9D 10 5C 41 9F 
43 1C 9E E8 DC 27 D3 F8 67 88 D5 
07 97 07 02 2E 0F 38 DC 5B 1B 72 8A 
3C 09 2D A6 A4 6E D5 30 AA 94 D6 
38 4F 28 9A 43 1E 9A C1 6B C4 37 
C6 9D 04 4B 24 1A 5F 50 BE EF E9 
29 49 08 A3 37 95 F0 31 A5 07 E9 FE 
49 FA 3C 46 CF C6 50 DA 38 7A F6 
2E FD CE A0 B4 2A 7A 7E 24 7D FE 
A0 FB 03 E8 F9 6B 74 3D 82 D2 5B 
E8 7E 03 5D 77 A7 B4 00 5D 9F 4B 
D7 57 D2 35 49 18 63 2E DD 7F 4A 
BF D1 20 F4 46 D2 27 FD 62 2C 9C 
46 F7 17 21 1F A5 6D A0 EB 4E 0E 
6F 92 DC 37 AE C6 CC 62 82 58 47 
B8 81 79 ED 01 AD 4A DA 15 21 61 
9F 56 96 B8 53 20 31 CA 21 C7 A2 90 
63 1D D0 2C 03 01 54 06 A0 4C 77 A2 
88 D4 0D 38 01 ED 64 21 75 43 4B 9A 
E9 03 D2 D7 FE 16 5C B0 29 E8 0C 
7A D1 A0 0F 80 53 DE 68 91 C2 EF 
B9 16 87 8D FD D6 A1 98 AD 0D E6 
34 01 7B 0D 60 6F 51 5C 75 0D 60 0B 
30 37 76 C4 64 C8 53 45 A3 90 EE 85 
28 94 67 C7 71 E0 D1 49 3E 4F 2F 5E 
C9 D2 8E 11 95 F0 58 00 CC B7 A8 
41 81 84 99 86 9E AE 50 A2 BD 0C 85 
55 03 2D 46 96 9D 8B 2C AD 60 4D 
85 F6 1D A0 DD C8 42 94 E7 E9 DF 
9B 55 FB CC 04 68 17 09 FA 0D 40 
3F 60 50 A6 72 01 5D DA F7 52 7B 
C6 4A 3D 30 55 0F 30 0C 74 05 FB 
2E C8 E4 E7 03 42 C5 35 EC EB E8 
D6 34 22 03 8E F1 7B EA 76 03 30 4F 
56 92 7C 1C C0 FC 91 81 A0 28 86 
F1 6E 1F D7 EC D6 A4 9B CC F5 38 
72 1D C2 B9 58 89 D8 07 30 9D D0 
B4 F5 20 BC 87 04 7C 16 80 F9 0C 
88 DA D8 01 10 15 05 51 9D 71 BB 99 
24 B4 45 EC 15 32 FD 75 71 C1 4F 
2C 9D 96 EE 76 CB 0C E3 76 D1 6E 
A7 E7 74 1E 29 E4 FE A7 27 36 D4 26 
C6 27 CA 7C 05 65 CE E6 69 00 2C 
6C DF 28 91 A9 C6 5A 05 98 0B 19 06 
72 C1 3E C7 2D 21 52 D7 7F 19 D0 

Key Path Name Type Data Completion Count Source Address Symbol
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75 42 EA C9 32 67 86 CC F9 3A 9A 
B9 FF 6E D9 60 7D 77 2B FD A0 3B 
12 62 BB 9D 6E 34 8D BA 5A 91 6E 
CA DC 6F A0 DC 96 5D C8 DD 15 C0 
9B E8 72 59 81 DF 51 D5 04 CC A7 
80 F9 CF 2E D9 B8 9F EF 52 A3 2D 
2A A1 9E 04 1D CF 33 54 47 40 3D 
BA CB 9D C6 79 D8 A1 51 27 31 19 
93 AC 01 42 8F 8D F0 5C E0 05 EB 
AF C0 3C 33 BE 35 88 2E 7B C5 20 
1E ED 91 C8 D2 81 75 03 6A AB 1C 
A7 AE 68 4B FB 40 3C EA 2F EA AA 
F5 9F A0 F0 5E D6 76 14 85 99 74 69 
4F 07 D3 A2 3D EC ED 3B F7 A8 37 
CE 62 15 60 A7 14 DC 1F D1 25 EB 
9A 2C 71 04 CC 5A 94 F0 34 C3 14 
03 66 FE 4E D5 8B B7 50 69 AC 62 
0B D0 25 40 77 15 83 B2 DE 7D B1 
0B 4A 9C E7 F4 12 EB 6D E3 28 7D 
59 13 4B 6C 35 48 2E 56 62 DC A7 
C4 78 50 CC 05 7B B9 D3 0F CF 8E 
D5 DE 5A 80 5B AA BF 56 53 F1 C7 
50 64 D0 89 1A 0C DA A9 6A FE 0E 
09 33 7B 07 AB 2D 72 8E 82 00 F9 9A 
4A D8 49 9F 31 72 8E CA 30 B2 33 
B8 60 93 C7 77 4B 7E C8 9D A3 42 
6A DD 48 CD CB BA 8A 5C 37 56 5A 
35 42 4C AA E2 59 6E 7C AC 66 FA 
37 21 DC C3 99 1A C4 53 A8 C4 23 
AA 12 10 3C 86 69 74 CC C4 62 27 27 
A5 CF DA AA 3E 19 29 53 B4 61 0D 
86 A4 F8 CC E5 7A A5 21 A1 67 20 
D7 89 46 03 95 0F 13 C8 69 F4 3B D6 
2F B2 3F 4D BF 4B 71 4D 30 FD E9 
F7 1A FA DC 89 19 AA 33 96 77 B3 
26 C5 6A 86 14 18 03 37 01 31 97 F6 
38 5A 3B 1B 3C 93 25 69 84 92 58 75 
8B 5A E0 5E 83 59 29 1B 8C 90 13 31 
73 66 4D B2 86 A0 07 59 86 9F 8B 7A 
46 C2 D9 5A 0D 6F 51 35 CC F0 70 
02 0A F8 D1 A9 E5 4E FA DC 43 9F 
C7 E8 43 63 C2 38 85 3E 57 02 FA 07 
54 9E 07 DF E1 6D 87 4A D5 CB 4C 
14 CB BF 27 E8 D2 0C 44 EA EA BB 
7B 1B 98 57 E7 37 A9 9E B8 CA D5 
E2 CC AC 88 99 2D 48 57 D0 AC 45 
8F 53 3D 7B AA AB 9A 75 2A B6 0E 
E3 F1 CD D5 AC 81 6A C7 F2 9E B5 
B4 BE 5C 36 10 66 CD 12 B2 A3 22 
9C 1D 19 F0 0E 9A 51 E9 A4 7F 00 77 
48 2D EB 76 41 EE 1F 47 53 1A 0F 
E6 70 16 37 6E 4B 7E D0 B0 97 61 1A 
BF 18 06 8E 40 15 3A 53 1B 57 0B 55 
6B 6A E3 2A 57 8C AB BD 5D 9E 81 
10 32 03 F5 3D BC 4D F1 18 F2 7E 
A9 9A E2 43 BA 5C 2A C6 F0 F3 EE 
8A A6 BE A7 37 0F 14 E9 AA 3B 9A 
65 9E EB 31 8D FE 40 5F 5A 57 B0 
F2 DC A0 A6 B6 B3 E8 D2 DF 48 63 
30 27 1C D0 C0 58 3C 0D 6F 96 3D 
56 03 B0 EA 91 86 3B DD F6 71 69 F0 
47 FC 2E 53 31 BF 15 37 CB 4E A8 
EF C5 CB AA 94 F6 D8 BA 5B D2 B7 
8A 2E 91 BB 37 4A CF D1 26 A1 F7 
79 0D C8 80 DC 67 6F EF 76 16 F1 
B2 67 F3 B8 F9 FD 86 FD 00 3D 5A 
96 21 71 8A FC CB D3 EA D2 79 ED 
2F CD 14 8D 5F A1 E8 AF 54 BB F3 
D2 6C 3E 09 5B 33 53 74 AF 2A E5 
F5 B4 E2 C0 A7 4A D9 DB 2D C5 34 
AC A1 DE 62 AE 51 DD EB 53 DD AB 
14 C1 19 78 5E B4 4B 3E CF DE 25 
F4 FA 11 C2 9C 77 06 25 1E 4D 9F 47 
E8 66 BC A1 FE 9E A1 CF 85 84 A5 
77 50 AD 01 01 7F 21 88 A0 B4 6B 82 
0A 3E DC 27 68 DC 64 38 B6 39 21 
63 F5 B5 60 C0 50 6B 41 D9 5C 95 62 
ED A6 DA E0 2A D0 B9 58 35 D7 7B 
74 D9 D8 DF 47 83 AA 81 F0 4E AD 
EF 4D 97 0D D4 46 53 AD 23 20 17 
86 E1 EB 48 6F 53 3C 9F 66 39 07 BB 
E1 1C 97 B6 40 1B DA 40 17 A6 49 
A8 FD 96 43 E7 54 E4 E5 55 E0 51 
EE F2 D2 46 03 37 12 40 CE 74 98 
CE 04 27 43 FE 5B 47 7B 6B C1 6A 
CB 43 AA 37 EE 01 CC 38 BF 07 06 
26 C8 EA CB 15 99 17 C1 BC 58 DD 
42 23 B2 25 DB 67 D4 D3 34 99 53 69 
A8 FB 4A BE DF CF 40 82 95 65 08 
DB 22 58 58 CB B3 37 C3 54 E2 BE 

Key Path Name Type Data Completion Count Source Address Symbol
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7E 1F 1D 3E C7 81 87 DC AE 14 CF 
3B F2 F3 3A 37 6F 4B B6 9F 3E 01 
FA 04 8D FA 7D F5 BC 85 4E 5E 4C 
FE 95 4E 5A BE 76 DD 11 D7 47 EB 
78 EA F7 E3 FC 94 A7 83 2C 0F F6 
22 4A EB D5 44 49 D2 0E 8A 6B 86 
CB F5 D6 A3 8F 9B 3F AC F2 F7 55 
75 B3 FA B9 CF 0F C0 05 FD 76 F1 
E6 3F D0 7D 0E AD AE 72 54 6A 1D 
EB 0F 4A 69 DB 83 F9 FE E2 74 6D 
D1 42 5A 03 9B 73 18 5F B1 D3 16 
9D D2 E3 3D 84 E1 BC 6D D1 4B EB 
93 9E 7A BB DA B8 D1 68 86 99 D8 
81 EB CB D7 0E 5C B9 53 A6 C7 9E 
1C 26 7D A6 55 0C 26 97 9F 7D 2E 
3F 93 C0 80 90 A3 15 96 F1 2E 7D 1A 
0C A1 73 D1 7A 8F 97 C4 3C 47 5C 
8C AF BE 5E F1 F3 5F 08 B9 B7 14 
43 BE D8 0A 49 5E 05 59 EA 08 E9 
07 5B D9 8E 34 08 F6 D5 14 0B 5B 
D5 B5 2A 63 92 C1 8A E3 A4 43 F3 
08 99 CC 1A 92 5F CC 9E 63 F1 D0 
68 20 D5 79 6A 13 B1 56 90 AF AC 
D1 18 C7 A7 E3 EB 0C 7C 8D 61 99 
AC E4 37 4B AF 5E 6A 3C 75 66 24 
6C B6 AB 64 1B D4 C3 FF 93 0D AA 
89 64 74 D0 1A 07 03 04 84 97 A0 D2 
63 77 FA 85 3E B7 38 19 D1 68 50 0E 
89 2B 8D D7 E8 33 08 D0 2B 20 18 26 
62 B2 AF 7E DA F0 9A 82 FE 03 62 
5F 54 16 1E 68 55 D6 A9 72 42 9B 83 
DB 5A 69 4E 84 A0 B2 C6 83 94 EF 
A0 31 F0 F4 84 4D 04 EB CC 54 63 
93 6A 70 56 7F 4E 52 0D 0E BB 93 B0 
50 4D F0 5A C2 1E 06 E0 DE AA DD 
62 D2 2A 55 ED 9D E9 3F 07 CD 7E 
85 71 1B 94 90 2F 53 2C 4A 1F FF 3D 
8B D2 1C AF 45 89 17 5E 17 2A 8B 
D2 39 B0 28 E9 F6 A4 BD 29 FB F1 
9A 3D E9 14 EB 2C AC AB 0E 05 85 
A8 8B 75 B6 21 F7 7E 1E 34 DA 9D 
5F 40 4D DC E9 E7 FD 5D 82 60 C3 
AC 6C 2A 42 77 4F F2 8A E8 2F D9 
44 A0 6A BC 80 2E 19 B0 EA D3 56 
8F D9 81 ED C7 F7 A9 36 BC 15 B6 
9B E9 80 D4 A6 57 68 41 55 FF 54 5A 
F2 14 67 CE 79 CD 68 77 AF 2A C3 
A1 91 34 46 E3 1C FA 60 81 78 AE 
DB 88 CC 11 D5 39 92 39 3F 43 E7 
D6 79 3B F7 11 10 F6 82 52 29 1F 43 
0D 14 67 A7 AC 9A 2E 03 85 D7 A8 
FA 5E 8A E9 C6 DE D9 EA E9 AB 5F 
81 72 9C AA 06 34 60 1A 5F 41 E3 77 
C3 33 BE FC 6E 3D FC 62 7C 7D E0 
B6 F7 DB 48 8E 44 22 D6 28 6F 6B 
FF D4 9E 6A E3 65 9D 2B 0C AF 65 
F6 D6 B4 D9 B4 41 BD 9F 9B 35 36 
F7 6A 9F 61 9D E3 D5 04 98 FD 53 
94 09 7B 89 B7 CA 0B 01 73 88 82 81 
69 AE D2 F0 F1 46 6E 85 31 70 BC 
71 26 78 12 7D F9 CC 5F F7 65 95 21 
74 1B C8 DB D3 65 5F 9E EB ED B7 
9B 51 E2 47 8A A1 DE E0 7D C5 C9 
D2 98 F3 24 FA 1A D2 5E A3 12 E3 
B3 EA 76 45 E5 0C 28 22 D8 91 99 5E 
E8 65 44 B6 BD 9D AB 7A 30 21 F6 
23 C5 BC D9 3F 65 DE 1B E0 BD 87 
ED D1 F3 7C 90 33 67 9B DA 9C 6D 
F2 9C ED CC 4D 35 CE FC 7B 4A 5B 
FD 62 B0 3B 67 66 3A CF 86 78 E7 
BB C3 B4 79 F1 70 17 B6 56 D3 2B 
86 3A B8 BF 77 E6 3D A8 4F 95 90 F5 
D5 D4 94 99 ED F3 62 8A AC 67 E5 
31 1C D4 96 22 77 2A 31 96 A9 98 2A 
60 0C C5 FA E5 3D 43 2C A1 E7 39 
98 BA 53 21 C4 A7 C6 C9 3E B1 5E 
A5 E5 30 0B AA 23 E8 DE 26 DE 21 
2D 98 15 53 AB 11 F3 D6 F9 30 16 F8 
B4 7E BB 1C DD F1 80 EA B7 BB C0 
81 8B 0D CF F4 89 1D BF EA 69 0A 
E6 7C 4C 6E BE 86 13 1D 25 37 A7 
EA 20 57 0C 68 38 47 B6 4A 3B E8 E1 
E0 85 A7 B1 A8 0D 5A 4F C9 C5 F8 
7E 28 E9 29 6F 49 BC 15 D9 49 CD 
4C 39 A2 A4 73 50 D2 05 90 19 58 1F 
8B 35 E1 3A 6C B5 05 FD E7 53 E6 
CE 56 83 77 58 B1 A1 EA 33 65 54 7E 
87 2E 1B 6F 11 04 DC 2C D9 F8 09 
98 70 31 3E 35 D6 BF 0D 4D 7F 1B 
E7 64 73 F2 75 80 A9 71 57 CA F6 C5 
98 75 60 38 B6 2E 44 6B 5E E4 95 21 

Key Path Name Type Data Completion Count Source Address Symbol
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6F B7 27 0C BC 32 24 DB 3B FD B0 
E5 F2 67 B5 86 FD AE 19 03 42 9F 
7F 5E A0 FC 3F F8 84 15 A5 86 C7 
7A D0 F8 67 FB 63 BD 2D 8F 69 EB 
13 66 83 86 24 AE 2E C6 FC 2D 2E 
1B D9 E0 8E 04 56 ED AC 4B BC 15 
BB 0E 24 3E A8 18 E0 6E 31 66 FF 06 
1D B5 6E CD B1 0D D6 66 99 74 9D 
22 E3 56 37 D1 CF 8A A6 75 A9 D1 
96 8C 77 D8 AE A6 C8 98 DD 2A EC 
6A 65 56 92 27 60 35 76 F7 F3 79 EF 
7B 6B BA EB 01 7C 3D D0 90 42 05 
2C EC C8 84 61 BA FE 5B 6F B0 5F 
44 47 4D B6 74 64 D9 92 AA 13 EB 
7A B0 AE 1F BB 3A 31 DA 69 2F 5F 
BB 6B 3B F4 13 4D 04 C6 15 4E 5B 
41 36 63 04 7E 81 3A DE 8F 2F CC 
5E 5A 3B F0 9E C9 7B AA 1D 5E C5 
F8 9A 81 66 CC 0F 26 CB E8 61 7E 
06 4F FF F9 A1 E9 9D F0 93 39 1D 93 
6E 7E D6 74 92 C7 C1 C0 74 EC C0 
07 2D 9A 6E 43 19 16 0D D5 50 4B E8 
7A C3 B3 5D 7D 85 5C 4E 42 17 B6 
A3 DE 21 82 D9 A1 7A 98 32 6D F5 
C7 E8 F8 83 AA 65 5D E9 AA 90 DA 
84 5E AE 06 73 98 A7 91 AB 30 8C 
B7 78 35 18 DE 61 

Key Path Name Type Data Completion Count Source Address Symbol

Target ID: 12

Start time: 05:51:55

Start date: 04/05/2024

Path: C:\Users\user\AppData\Roaming\1235.exe

Wow64 process (32bit): false

Commandline: "C:\Users\user\AppData\Roaming\1235.exe" 

Imagebase: 0xe10000

File size: 46'080 bytes

MD5 hash: 5A19A642E1FEA00A586C20EFA285094A

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_XWorm, Description: Yara detected XWorm, Source: 
0000000C.00000000.2008108195.0000000000E12000.00000002.00000001.01000000.0000000F.sdmp, Author: Joe Security
Rule: MALWARE_Win_AsyncRAT, Description: Detects AsyncRAT, Source: 
0000000C.00000000.2008108195.0000000000E12000.00000002.00000001.01000000.0000000F.sdmp, Author: ditekSHen
Rule: JoeSecurity_XWorm, Description: Yara detected XWorm, Source: C:\Users\user\AppData\Roaming\1235.exe, Author: Joe Security
Rule: JoeSecurity_GenericDownloader_1, Description: Yara detected Generic Downloader, Source: C:\Users\user\AppData\Roaming\1235.exe, Author: Joe 
Security
Rule: MALWARE_Win_AsyncRAT, Description: Detects AsyncRAT, Source: C:\Users\user\AppData\Roaming\1235.exe, Author: ditekSHen

Antivirus matches: Detection: 100%, Avira
Detection: 100%, Joe Sandbox ML
Detection: 83%, ReversingLabs
Detection: 66%, Virustotal, Browse

Reputation: low

Has exited: false

Target ID: 14

Start time: 05:51:59

Start date: 04/05/2024

Path: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Wow64 process (32bit): false

Commandline: "C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" -ExecutionPolicy Bypass Add-MpPreference -ExclusionPath 'C:\Users\user\AppData\R
oaming\1235.exe'

Imagebase: 0x7ff7be880000

File size: 452'608 bytes

Analysis Process: 1235.exe PID: 6552, Parent PID: 1248

General

Analysis Process: powershell.exe PID: 4124, Parent PID: 6552

General
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MD5 hash: 04029E121A0CFA5991749937DD22A1D9

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: high

Has exited: true

Target ID: 15

Start time: 05:51:59

Start date: 04/05/2024

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff6d64d0000

File size: 862'208 bytes

MD5 hash: 0D698AF330FD17BEE3BF90011D49251D

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: high

Has exited: true

Target ID: 16

Start time: 05:52:09

Start date: 04/05/2024

Path: C:\Windows\SysWOW64\schtasks.exe

Wow64 process (32bit): true

Commandline: "C:\Windows\System32\schtasks.exe" /Create /TN "Updates\AAkXVY" /XML "C:\Users\user\AppData\Local\Temp\tmpE9DD.tmp"

Imagebase: 0xa10000

File size: 187'904 bytes

MD5 hash: 48C2FE20575769DE916F48EF0676A965

Has elevated privileges: false

Has administrator 
privileges:

false

Programmed in: C, C++ or other language

Reputation: high

Has exited: true

Target ID: 17

Start time: 05:52:09

Start date: 04/05/2024

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff6d64d0000

File size: 862'208 bytes

MD5 hash: 0D698AF330FD17BEE3BF90011D49251D

Has elevated privileges: false

Analysis Process: conhost.exe PID: 3664, Parent PID: 4124

General

Analysis Process: schtasks.exe PID: 2260, Parent PID: 3996

General

Analysis Process: conhost.exe PID: 2520, Parent PID: 2260

General
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Has administrator 
privileges:

false

Programmed in: C, C++ or other language

Reputation: high

Has exited: true

Target ID: 18

Start time: 05:52:09

Start date: 04/05/2024

Path: C:\Windows\Microsoft.NET\Framework\v4.0.30319\MSBuild.exe

Wow64 process (32bit): true

Commandline: "C:\Windows\Microsoft.NET\Framework\v4.0.30319\MSBuild.exe"

Imagebase: 0xb50000

File size: 262'432 bytes

MD5 hash: 8FDF47E0FF70C40ED3A17014AEEA4232

Has elevated privileges: false

Has administrator 
privileges:

false

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_XWorm, Description: Yara detected XWorm, Source: 
00000012.00000002.2158028253.0000000002E91000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
Rule: MALWARE_Win_AsyncRAT, Description: Detects AsyncRAT, Source: 
00000012.00000002.2158028253.0000000002E91000.00000004.00000800.00020000.00000000.sdmp, Author: ditekSHen

Reputation: moderate

Has exited: true

Target ID: 19

Start time: 05:52:09

Start date: 04/05/2024

Path: C:\Users\user\AppData\Roaming\456.exe

Wow64 process (32bit): true

Commandline: "C:\Users\user\AppData\Roaming\456.exe" 

Imagebase: 0x9a0000

File size: 64'512 bytes

MD5 hash: 35F5F5521D82617EA16D75015B3227F3

Has elevated privileges: false

Has administrator 
privileges:

false

Programmed in: C, C++ or other language

Yara matches: Rule: MALWARE_Win_AsyncRAT, Description: Detects AsyncRAT, Source: 
00000013.00000002.2268754749.0000000002F31000.00000004.00000800.00020000.00000000.sdmp, Author: ditekSHen
Rule: MALWARE_Win_AsyncRAT, Description: Detects AsyncRAT, Source: 
00000013.00000002.2259471058.0000000000F86000.00000004.00000020.00020000.00000000.sdmp, Author: ditekSHen

Has exited: true

Target ID: 20

Start time: 05:52:09

Start date: 04/05/2024

Path: C:\Users\user\AppData\Roaming\1235.exe

Wow64 process (32bit): false

Commandline: "C:\Users\user\AppData\Roaming\1235.exe" 

Imagebase: 0x520000

Analysis Process: MSBuild.exe PID: 4712, Parent PID: 3996

General

Analysis Process: 456.exe PID: 5560, Parent PID: 4712

General

Analysis Process: 1235.exe PID: 736, Parent PID: 4712

General
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File size: 46'080 bytes

MD5 hash: 5A19A642E1FEA00A586C20EFA285094A

Has elevated privileges: false

Has administrator 
privileges:

false

Programmed in: C, C++ or other language

Has exited: true

Target ID: 22

Start time: 05:52:15

Start date: 04/05/2024

Path: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Wow64 process (32bit): false

Commandline: "C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" -ExecutionPolicy Bypass Add-MpPreference -ExclusionProcess '1235.exe'

Imagebase: 0x7ff7be880000

File size: 452'608 bytes

MD5 hash: 04029E121A0CFA5991749937DD22A1D9

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Has exited: true

Target ID: 23

Start time: 05:52:15

Start date: 04/05/2024

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff6d64d0000

File size: 862'208 bytes

MD5 hash: 0D698AF330FD17BEE3BF90011D49251D

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Has exited: true

Target ID: 25

Start time: 05:52:49

Start date: 04/05/2024

Path: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Wow64 process (32bit): false

Commandline: "C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" -ExecutionPolicy Bypass Add-MpPreference -ExclusionPath 'C:\Users\user\AppData\R
oaming\XClient.exe'

Imagebase: 0x7ff7be880000

File size: 452'608 bytes

MD5 hash: 04029E121A0CFA5991749937DD22A1D9

Has elevated privileges: true

Has administrator 
privileges:

true

Analysis Process: powershell.exe PID: 3924, Parent PID: 6552

General

Analysis Process: conhost.exe PID: 3568, Parent PID: 3924

General

Analysis Process: powershell.exe PID: 6616, Parent PID: 6552

General
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Programmed in: C, C++ or other language

Has exited: true

Target ID: 26

Start time: 05:52:49

Start date: 04/05/2024

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff6d64d0000

File size: 862'208 bytes

MD5 hash: 0D698AF330FD17BEE3BF90011D49251D

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Has exited: true

Target ID: 27

Start time: 05:53:27

Start date: 04/05/2024

Path: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Wow64 process (32bit): false

Commandline: "C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" -ExecutionPolicy Bypass Add-MpPreference -ExclusionProcess 'XClient.exe'

Imagebase: 0x7ff7be880000

File size: 452'608 bytes

MD5 hash: 04029E121A0CFA5991749937DD22A1D9

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Has exited: true

Target ID: 28

Start time: 05:53:27

Start date: 04/05/2024

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff6d64d0000

File size: 862'208 bytes

MD5 hash: 0D698AF330FD17BEE3BF90011D49251D

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Has exited: false

Analysis Process: conhost.exe PID: 1016, Parent PID: 6616

General

Analysis Process: powershell.exe PID: 4288, Parent PID: 6552

General

Analysis Process: conhost.exe PID: 5136, Parent PID: 4288

General
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⊘ No disassembly

Disassembly
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