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Analysis Report http://corona-virus.se

Overview

General Information

Sample URL: corona-virus.se

Analysis ID: 319314

Most interesting Screenshot:

Detection

Score: 0

Range: 0 - 100

Whitelisted: false

Confidence: 80%

Signatures

No high impact signatures.

Classification

Malware Configuration

Yara Overview

Sigma Overview

No Sigma rule has matched

Signature Overview

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

iexplore.exe (PID: 5552 cmdline: 'C:\Program Files\Internet Explorer\iexplore.exe' -Embedding MD5: 6465CB92B25A7BC1DF8E01D8AC5E7596)

iexplore.exe (PID: 5028 cmdline: 'C:\Program Files (x86)\Internet Explorer\IEXPLORE.EXE' SCODEF:5552 CREDAT:17410 /prefetch:2 MD5: 

071277CC2E3DF41EEEA8013E2AB58D5A)
cleanup

No configs have been found

No yara matches

Startup
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• Networking

• System Summary

Click to jump to signature section

There are no malicious signatures, There are no malicious signatures, click here to show all signaturesclick here to show all signatures ..

Mitre Att&ck Matrix
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Behavior Graph
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Behavior Graph

ID: 319314

URL: http://corona-virus.se

Startdate: 18/11/2020

Architecture: WINDOWS

Score: 0

corona-virus.se

iexplore.exe

17 58

        started       

iexplore.exe

8 300

        started       

partnerad.l.doubleclick.net

172.217.21.66, 443, 49759, 49760

GOOGLEUS

United States

216.58.198.2, 443, 49757, 49758

GOOGLEUS

United States

22 other IPs or domains

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots
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Source Detection Scanner Label Link

corona-virus.se 0% Virustotal Browse

corona-virus.se 0% Avira URL Cloud safe

No Antivirus matches

No Antivirus matches

Source Detection Scanner Label Link

corona-virus.se 0% Virustotal Browse

adservice.google.co.uk 0% Virustotal Browse

Source Detection Scanner Label Link

https://corona-virus.se/video/blandat 0% Avira URL Cloud safe

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

URLs
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https://www.virustotal.com/gui/url/d6a62fa2e7756801a8cfe009a28dfb8be9d5b5302d87f036daaf8beee627a124/detection/u-d6a62fa2e7756801a8cfe009a28dfb8be9d5b5302d87f036daaf8beee627a124-1604655071
https://www.virustotal.com/gui/url/d6a62fa2e7756801a8cfe009a28dfb8be9d5b5302d87f036daaf8beee627a124/detection/u-d6a62fa2e7756801a8cfe009a28dfb8be9d5b5302d87f036daaf8beee627a124-1604655071
https://www.virustotal.com/gui/url/a61962b7af2c901d54ece31dd242b7c9672d0c368a987f555cc34e949c7c8aa4/detection/u-a61962b7af2c901d54ece31dd242b7c9672d0c368a987f555cc34e949c7c8aa4-1605611219


https://tillsammansforkalmar.se/ 0% Avira URL Cloud safe

https://corona-virus.se/video/maloueftertio 0% Avira URL Cloud safe

https://corona-virus.se/tabellerrd 0% Avira URL Cloud safe

https://corona-virus.se/videoFCoronavirus 0% Avira URL Cloud safe

https://corona-
virus.se/hjalpgrupper2810769&adk=4272567068&adf=4283947098&pi=t.ma~as.9502810769&w=12

0% Avira URL Cloud safe

https://corona-virus.se/Root 0% Avira URL Cloud safe

https://www.dailymail.co.uk/news/article-8171301/12-year-old-infected-coronavirus-dies-
Belgium.html

0% Avira URL Cloud safe

https://corona-virus.se/assets/images/paypal.svg 0% Avira URL Cloud safe

https://corona-virus.se/thumbs/livsenergi.se/13f1694a22be95ce2cd2311f0a738290 0% Avira URL Cloud safe

https://corona-virus.se/video/tv4nyheterna 0% Avira URL Cloud safe

https://raw.githubusercontent.com/gionkunz/chartist-js/master/LICENSE-MIT 0% Avira URL Cloud safe

https://corona-virus.se/assets/images/logoicon.svg 0% Avira URL Cloud safe

https://corona-virus.se/skane 0% Avira URL Cloud safe

https://corona-virus.se/musik 0% Avira URL Cloud safe

https://corona-virus.se/video/svensk-webbtelevision 0% Avira URL Cloud safe

https://corona-virus.se/assets/images/og/regioner.png 0% Avira URL Cloud safe

https://corona-virus.se/vastragotaland 0% Avira URL Cloud safe

https://corona-virus.se/thumbs/helagotland.se/50bd801b8e3949b6be0624f183532cc0 0% Avira URL Cloud safe

https://corona-virus.se/om-oss 0% Avira URL Cloud safe

https://corona-virus.se/uppsala 0% Avira URL Cloud safe

https://corona-virus.se/thumbs/nsk.se/84535c8dc190ac55d388605f4f0c5f30 0% Avira URL Cloud safe

https://corona-virus.se/fragor-svar:Coronavirus 0% Avira URL Cloud safe

https://corona-virus.se/thumbs/svt.se/9bf7f2b05be180feee5ba35136ef66d4 0% Avira URL Cloud safe

https://corona-virus.se/vastmanland 0% Avira URL Cloud safe

https://corona-virus.se/thumbs/breakit.se/a63b6e699e05373acb0ba939cea362f8 0% Avira URL Cloud safe

https://corona-virus.se/nyheter/svd 0% Avira URL Cloud safe

https://corona-virus.se/thumbs/ekuriren.se/58558c058e206f9e1a7550bfa8efe4d2 0% Avira URL Cloud safe

https://corona-virus.se/hjalpgrupperTHj 0% Avira URL Cloud safe

https://corona-virus.se/thumbs/aftonbladet.se/21135895c6bb4838c22dad4bf3531c59 0% Avira URL Cloud safe

https://corona-virus.se/stockholm 0% Avira URL Cloud safe

https://corona-virus.se/nyheter/svt 0% Avira URL Cloud safe

https://corona-virus.se/thumbs/svd.se/c26a70e506d0b1599ab6d0c8b5324e47 0% Avira URL Cloud safe

https://corona-virus.se/jonkoping 0% Avira URL Cloud safe

https://mis.se/2020/09/29/forsaljning-i-corona-tider-sa-lyckas-du-med-nudging/ 0% Avira URL Cloud safe

https://portal.icuregswe.org/siri/report/corona.riskgrupp 0% Avira URL Cloud safe

https://corona-virus.se 0% Avira URL Cloud safe

https://corona-virus.se/assets/js/dist/script.js?t=1605682947 0% Avira URL Cloud safe

https://corona-
virus.se/videor04&adf=3025194257&lmt=1605682914&plat=1%3A32776%2C2%3A32776%2C9%3A327
7

0% Avira URL Cloud safe

https://corona-virus.se/video/illustrerad-vetenskap 0% Avira URL Cloud safe

https://karantansamverkan.se/ 0% Avira URL Cloud safe

https://corona-virus.se/assets/js/dist/script.js?t=1605682943 0% Avira URL Cloud safe

https://corona-
virus.se/tabellerrd2810769&adk=4272567068&adf=4283947098&pi=t.ma~as.9502810769&w=1200

0% Avira URL Cloud safe

https://corona-
virus.se/nyheter04&adf=3025194257&lmt=1605682914&plat=1%3A32776%2C2%3A32776%2C9%3A32
7

0% Avira URL Cloud safe

https://corona-virus.se/thumbs/aftonbladet.se/29c000f731a552ae6b0b19f48108adc5 0% Avira URL Cloud safe

https://corona-virus.se/assets/images/og/home-og-image.png 0% Avira URL Cloud safe

https://livsenergi.se/produkt/falsklarm-om-corona/ 0% Avira URL Cloud safe

https://www.aldrekontakt.se/ 0% Avira URL Cloud safe

Source Detection Scanner Label Link

Name IP Active Malicious Antivirus Detection Reputation

pagead46.l.doubleclick.net 216.58.205.66 true false high

partnerad.l.doubleclick.net 172.217.21.66 true false high

Domains and IPs

Contacted Domains
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us-u.openx.net 34.98.64.218 true false high

pugm-lhr.pubmatic.com 185.64.190.78 true false high

pagead.l.doubleclick.net 216.58.198.34 true false high

cdnjs.cloudflare.com 104.16.19.94 true false high

i.ytimg.com 216.58.209.54 true false high

match-1943069928.eu-west-1.elb.amazonaws.com 52.17.171.52 true false high

id.rlcdn.com 34.120.207.148 true false high

d2ctznuk6ro1vp.cloudfront.net 13.227.209.80 true false high

corona-virus.se 46.16.234.61 true false 0%, Virustotal, Browse unknown

www.googletagservices.com unknown unknown false high

image6.pubmatic.com unknown unknown false high

d.agkn.com unknown unknown false high

adservice.google.co.uk unknown unknown false 0%, Virustotal, Browse unknown

googleads.g.doubleclick.net unknown unknown false high

token.rubiconproject.com unknown unknown false high

cm.g.doubleclick.net unknown unknown false high

match.adsrvr.org unknown unknown false high

Name IP Active Malicious Antivirus Detection Reputation

Name Malicious Antivirus Detection Reputation

https://corona-virus.se/hjalpgrupper false unknown

Name Source Malicious Antivirus Detection Reputation

https://corona-virus.se/video/blandat video[1].htm.2.dr false Avira URL Cloud: safe unknown

https://www.dagensps.se/business/kvartalsrapporter/bolag/cor
ona-slakt-pa-disney-nastan-30-000-far-ga

nyheter[1].htm.2.dr false high

https://youtu.be/bhNol-bsy0M video[1].htm.2.dr false high

https://tillsammansforkalmar.se/ hjalpgrupper[1].htm.2.dr false Avira URL Cloud: safe unknown

https://corona-virus.se/video/maloueftertio video[1].htm.2.dr false Avira URL Cloud: safe unknown

https://corona-virus.se/video ~DF710C2A6255ED790F.TMP.1.dr, 
A3JYP0SD.htm.2.dr, video[1].htm.2.dr

false unknown

https://corona-virus.se/fragor-svar ~DF710C2A6255ED790F.TMP.1.dr, 
A3JYP0SD.htm.2.dr, fragor-svar
[1].htm.2.dr

false unknown

https://corona-virus.se/tabellerrd ~DF710C2A6255ED790F.TMP.1.dr false Avira URL Cloud: safe unknown

https://corona-virus.se/videoFCoronavirus ~DF710C2A6255ED790F.TMP.1.dr false Avira URL Cloud: safe unknown

https://corona-
virus.se/hjalpgrupper2810769&adk=4272567068&adf=428394
7098&pi=t.ma~as.9502810769&w=12

~DF710C2A6255ED790F.TMP.1.dr false Avira URL Cloud: safe unknown

https://youtu.be/nvSEh_eC51g A3JYP0SD.htm.2.dr, video[1].htm.2.dr false high

https://www.worldometers.info/coronavirus/coronavirus-
age-sex-demographics/

tabeller[1].htm.2.dr false high

https://corona-virus.se/Root {E298645A-296B-11EB-90EB-ECF4B
BEA1588}.dat.1.dr

false Avira URL Cloud: safe unknown

https://www.dailymail.co.uk/news/article-8171301/12-
year-old-infected-coronavirus-dies-Belgium.html

fragor-svar[1].htm.2.dr false Avira URL Cloud: safe unknown

https://corona-virus.se/assets/images/paypal.svg tabeller[1].htm.2.dr false Avira URL Cloud: safe unknown

https://corona-
virus.se/thumbs/livsenergi.se/13f1694a22be95ce2cd2311f0a7
38290

nyheter[1].htm.2.dr false Avira URL Cloud: safe unknown

https://corona-virus.se/video/tv4nyheterna video[1].htm.2.dr false Avira URL Cloud: safe unknown

https://raw.githubusercontent.com/gionkunz/chartist-
js/master/LICENSE-MIT

script[1].js0.2.dr false Avira URL Cloud: safe unknown

https://youtu.be/PnK0We1VWwE A3JYP0SD.htm.2.dr, video[1].htm.2.dr false high

https://corona-virus.se/assets/images/logoicon.svg tabeller[1].htm.2.dr false Avira URL Cloud: safe unknown

https://corona-virus.se/skane regioner[1].htm.2.dr false Avira URL Cloud: safe unknown

https://corona-virus.se/musik tabeller[1].htm.2.dr, A3JYP0SD.htm.2.dr false Avira URL Cloud: safe unknown

https://corona-virus.se/video/svensk-webbtelevision video[1].htm.2.dr false Avira URL Cloud: safe unknown

https://www.svd.se/dags-for-modellen-att-do nyheter[1].htm.2.dr false high

https://i.ytimg.com/vi/ytlRtMfPcVg/mqdefault.jpg video[1].htm.2.dr false high

https://ekuriren.se/artikel/nrgoqpmj A3JYP0SD.htm.2.dr false high

https://corona-virus.se/assets/images/og/regioner.png regioner[1].htm.2.dr false Avira URL Cloud: safe unknown

https://youtu.be/CBWBWPZGs9k video[1].htm.2.dr false high

https://corona-virus.se/vastragotaland regioner[1].htm.2.dr false Avira URL Cloud: safe unknown

Contacted URLs

URLs from Memory and Binaries
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https://stats.g.doubleclick.net/j/collect analytics[1].js.2.dr false high

https://cdn.ampproject.org/amp4ads-host-v0.js f[2].txt.2.dr false high

https://corona-
virus.se/thumbs/helagotland.se/50bd801b8e3949b6be0624f18
3532cc0

A3JYP0SD.htm.2.dr, nyheter[1].htm.2.dr false Avira URL Cloud: safe unknown

https://i.ytimg.com/vi/xFE1fMO2ikI/mqdefault.jpg video[1].htm.2.dr false high

https://developer.mozilla.org/en-
US/docs/Web/SVG/Element/foreignObject)

script[1].js0.2.dr false high

https://www.folkhalsomyndigheten.se/smittskydd-
beredskap/utbrott/aktuella-utbrott/covid-19/aktuellt-

prognoser[1].htm.2.dr false high

https://corona-virus.se/om-oss tabeller[1].htm.2.dr false Avira URL Cloud: safe unknown

https://i.ytimg.com/vi/2gg9U_DQv-I/mqdefault.jpg video[1].htm.2.dr false high

https://www.krisinformation.se/ risktest[1].htm.2.dr false high

https://googleads.g.doubleclick.net/pagead/images/mtad/back
_blue.png

ads[2].htm0.2.dr false high

https://googleads.g.doubleclick.net/pagead/images/mtad/x_blu
e.png

ads[2].htm0.2.dr, ads[4].htm0.2.dr, ads[
4].htm2.2.dr, ads[5].htm1.2.dr, ads[2].h
tm1.2.dr, ads[6].htm.2.dr, ads[7].htm.2.
dr, ads[1].htm2.2.dr, ads[2].htm2.2.dr, 
ads[4].htm.2.dr

false high

gionkunz.github.com/chartist-js/ct script[1].js0.2.dr false high

https://corona-virus.se/uppsala regioner[1].htm.2.dr false Avira URL Cloud: safe unknown

https://www.folkhalsomyndigheten.se/ risktest[1].htm.2.dr false high

https://corona-
virus.se/thumbs/nsk.se/84535c8dc190ac55d388605f4f0c5f30

A3JYP0SD.htm.2.dr false Avira URL Cloud: safe unknown

https://i.ytimg.com/vi/Quq2wdzIN2I/mqdefault.jpg video[1].htm.2.dr false high

https://corona-virus.se/fragor-svar:Coronavirus ~DF710C2A6255ED790F.TMP.1.dr false Avira URL Cloud: safe unknown

https://corona-
virus.se/thumbs/svt.se/9bf7f2b05be180feee5ba35136ef66d4

nyheter[1].htm.2.dr false Avira URL Cloud: safe unknown

codepen.io/gionkunz/pen/KDvLj script[1].js0.2.dr false high

https://corona-virus.se/vastmanland regioner[1].htm.2.dr false Avira URL Cloud: safe unknown

https://youtu.be/KFHvyg0U6dU video[1].htm.2.dr false high

https://i.ytimg.com/vi/BN6oTyVQs8k/mqdefault.jpg video[1].htm.2.dr false high

https://i.ytimg.com/vi/sub3ZuJwL5E/mqdefault.jpg video[1].htm.2.dr false high

https://www.livsmedelsverket.se/livsmedel-och-
innehall/bakterier-virus-parasiter-och-mogelsvampar1/v

fragor-svar[1].htm.2.dr false high

https://corona-virus.se/ ~DF710C2A6255ED790F.TMP.1.dr, 
{E298645A-296B-11EB-90EB-ECF4B
BEA1588}.dat.1.dr

false unknown

https://www.dn.se/sport/polisen-vi-kan-inte-gora-
smittskyddsbedomningar/

nyheter[1].htm.2.dr false high

https://youtu.be/ku6Dnv7QPDA video[1].htm.2.dr false high

https://corona-
virus.se/thumbs/breakit.se/a63b6e699e05373acb0ba939cea3
62f8

nyheter[1].htm.2.dr false Avira URL Cloud: safe unknown

https://corona-virus.se/nyheter/svd nyheter[1].htm.2.dr false Avira URL Cloud: safe unknown

https://www.who.int/docs/default-
source/coronaviruse/who-china-joint-mission-on-covid-19-
final-repor

tabeller[1].htm.2.dr false high

https://youtu.be/ooqYqwo_F7Q video[1].htm.2.dr false high

https://corona-
virus.se/thumbs/ekuriren.se/58558c058e206f9e1a7550bfa8efe
4d2

A3JYP0SD.htm.2.dr false Avira URL Cloud: safe unknown

https://www.folkhalsomyndigheten.se/smittskydd-
beredskap/utbrott/aktuella-utbrott/covid-19/skydda-di

risktest[1].htm.2.dr false high

https://corona-virus.se/hjalpgrupperTHj ~DF710C2A6255ED790F.TMP.1.dr false Avira URL Cloud: safe unknown

googleads.g.doubleclick.net f[2].txt.2.dr false high

https://corona-
virus.se/thumbs/aftonbladet.se/21135895c6bb4838c22dad4bf
3531c59

nyheter[1].htm.2.dr false Avira URL Cloud: safe unknown

https://corona-virus.se/stockholm regioner[1].htm.2.dr false Avira URL Cloud: safe unknown

https://youtu.be/__5QYZEm51g video[1].htm.2.dr false high

https://youtu.be/7UEf1HHd7dI video[1].htm.2.dr false high

https://youtu.be/VnBz9LtE5X4 video[1].htm.2.dr false high

https://www.svt.se/sport/handboll/gullden-det-var-valdigt-
langesen

nyheter[1].htm.2.dr false high

https://corona-virus.se/nyheter/svt nyheter[1].htm.2.dr false Avira URL Cloud: safe unknown

https://youtu.be/kSnB03u8PNo video[1].htm.2.dr false high

https://www.aftonbladet.se/nojesbladet/a/zgLoq1/coronakrisen
-pa-idol-deltagarna-testas-varje-dag

nyheter[1].htm.2.dr false high

Name Source Malicious Antivirus Detection Reputation
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https://corona-virus.se/intensivvard ~DF710C2A6255ED790F.TMP.1.dr, 
A3JYP0SD.htm.2.dr, prognoser[1
].htm.2.dr, intensivvard[1].htm.2.dr

false unknown

https://www.svt.se/nyheter/lokalt/smaland/har-utbildas-
ungdomar-till-coronaambassadorer

nyheter[1].htm.2.dr false high

https://corona-
virus.se/thumbs/svd.se/c26a70e506d0b1599ab6d0c8b5324e4
7

nyheter[1].htm.2.dr false Avira URL Cloud: safe unknown

https://i.ytimg.com/vi/7UEf1HHd7dI/mqdefault.jpg video[1].htm.2.dr false high

https://www.svt.se/nyheter/utrikes/coronavirus-kan-leva-
i-flera-dagar-utanfor-kroppen

tabeller[1].htm.2.dr, fragor-svar[1].htm
.2.dr

false high

https://corona-virus.se/jonkoping regioner[1].htm.2.dr false Avira URL Cloud: safe unknown

https://i.ytimg.com/vi/nvSEh_eC51g/mqdefault.jpg A3JYP0SD.htm.2.dr false high

https://mis.se/2020/09/29/forsaljning-i-corona-tider-sa-
lyckas-du-med-nudging/

nyheter[1].htm.2.dr false Avira URL Cloud: safe unknown

https://portal.icuregswe.org/siri/report/corona.riskgrupp risktest[1].htm.2.dr false Avira URL Cloud: safe unknown

https://corona-virus.se tabeller[1].htm.2.dr, A3JYP0SD.htm.2.dr, 
dodsfall[1].htm.2.dr, intensivvard[1].h
tm.2.dr

false Avira URL Cloud: safe unknown

https://www.paypal.me/devoneraab tabeller[1].htm.2.dr false high

https://corona-virus.se/assets/js/dist/script.js?
t=1605682947

tabeller[1].htm.2.dr false Avira URL Cloud: safe unknown

https://corona-
virus.se/videor04&adf=3025194257&lmt=1605682914&plat=1
%3A32776%2C2%3A32776%2C9%3A3277

~DF710C2A6255ED790F.TMP.1.dr false Avira URL Cloud: safe unknown

https://corona-virus.se/video/illustrerad-vetenskap video[1].htm.2.dr false Avira URL Cloud: safe unknown

https://karantansamverkan.se/ hjalpgrupper[1].htm.2.dr false Avira URL Cloud: safe unknown

https://corona-virus.se/assets/js/dist/script.js?
t=1605682943

dodsfall[1].htm.2.dr false Avira URL Cloud: safe unknown

https://corona-
virus.se/tabellerrd2810769&adk=4272567068&adf=428394709
8&pi=t.ma~as.9502810769&w=1200

~DF710C2A6255ED790F.TMP.1.dr false Avira URL Cloud: safe unknown

https://i.ytimg.com/vi/ST3gXkpeiY0/mqdefault.jpg video[1].htm.2.dr false high

https://www.di.se/analys/sven-hagstromer-borsen-ar-
galen-den-gar-pa-steroider/

nyheter[1].htm.2.dr false high

https://github.com/pomber/covid19 prognoser[1].htm.2.dr false high

https://corona-
virus.se/nyheter04&adf=3025194257&lmt=1605682914&plat=
1%3A32776%2C2%3A32776%2C9%3A327

~DF710C2A6255ED790F.TMP.1.dr false Avira URL Cloud: safe unknown

https://corona-
virus.se/thumbs/aftonbladet.se/29c000f731a552ae6b0b19f481
08adc5

nyheter[1].htm.2.dr false Avira URL Cloud: safe unknown

https://scb.se/hitta-statistik/corona/corona-i-statistiken/ dodsfall[1].htm.2.dr false high

https://corona-virus.se/assets/images/og/home-og-
image.png

A3JYP0SD.htm.2.dr false Avira URL Cloud: safe unknown

https://livsenergi.se/produkt/falsklarm-om-corona/ nyheter[1].htm.2.dr false Avira URL Cloud: safe unknown

https://www.aldrekontakt.se/ hjalpgrupper[1].htm.2.dr false Avira URL Cloud: safe unknown

Name Source Malicious Antivirus Detection Reputation

Contacted IPs
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General Information

Joe Sandbox Version: 31.0.0 Red Diamond

Analysis ID: 319314

Start date: 18.11.2020

Start time: 08:00:41

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 5m 36s

Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: browseurl.jbs

Sample URL: corona-virus.se

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 
Update 211

Number of analysed new started processes analysed: 14

No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

216.58.209.54 unknown United States 15169 GOOGLEUS false

46.16.234.61 unknown Sweden 44136 ASODERLANDSE false

216.58.206.34 unknown United States 15169 GOOGLEUS false

216.58.205.66 unknown United States 15169 GOOGLEUS false

216.58.198.2 unknown United States 15169 GOOGLEUS false

216.58.206.66 unknown United States 15169 GOOGLEUS false

185.64.190.78 unknown United Kingdom 62713 AS-PUBMATICUS false

34.120.207.148 unknown United States 15169 GOOGLEUS false

52.17.171.52 unknown United States 16509 AMAZON-02US false

34.98.64.218 unknown United States 15169 GOOGLEUS false

172.217.21.66 unknown United States 15169 GOOGLEUS false

13.227.209.80 unknown United States 16509 AMAZON-02US false

216.58.198.34 unknown United States 15169 GOOGLEUS false

104.16.19.94 unknown United States 13335 CLOUDFLARENETUS false

Public
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Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: CLEAN

Classification: clean0.win@3/186@14/14

Cookbook Comments: Adjust boot time
Enable AMSI
Browsing link: https://corona-virus.se/
Browsing link: https://corona-virus.se/nyheter
Browsing link: https://corona-virus.se/video
Browsing link: https://corona-virus.se/regioner
Browsing link: https://corona-virus.se/prognoser
Browsing link: https://corona-virus.se/fragor-svar
Browsing link: https://corona-virus.se/intensivvard
Browsing link: https://corona-virus.se/dodsfall
Browsing link: https://corona-virus.se/tabeller
Browsing link: https://corona-virus.se/hjalpgrupper
Browsing link: https://corona-virus.se/risktest

Warnings:
Exclude process from analysis (whitelisted): 
taskhostw.exe, BackgroundTransferHost.exe, 
ielowutil.exe, backgroundTaskHost.exe, 
svchost.exe
TCP Packets have been reduced to 100
Created / dropped Files have been reduced to 100
Excluded IPs from analysis (whitelisted): 
52.147.198.201, 13.64.90.137, 104.83.120.32, 
216.58.198.42, 216.58.206.40, 172.217.22.35, 
216.58.206.46, 216.58.209.33, 168.61.161.212, 
51.104.139.180, 216.58.198.35, 69.173.144.139, 
69.173.144.138, 69.173.144.165, 216.58.198.4, 
152.199.19.161, 92.122.213.194, 92.122.213.247, 
67.27.157.126, 67.26.139.254, 8.248.133.254, 
8.248.147.254, 8.253.207.120, 52.155.217.156, 
40.64.100.89
Excluded domains from analysis (whitelisted): 
gstaticadssl.l.google.com, 
mw1eap.displaycatalog.md.mp.microsoft.com.akad
ns.net, arc.msn.com.nsatc.net, 
pixel.rubiconproject.net.akadns.net, 
partner.googleadservices.com, 
adservice.google.com, a1449.dscg2.akamai.net, 
arc.msn.com, e11290.dspg.akamaiedge.net, 
iecvlist.microsoft.com, 
db5eap.displaycatalog.md.mp.microsoft.com.akadn
s.net, go.microsoft.com, 
www.googletagmanager.com, 
audownload.windowsupdate.nsatc.net, 
www.google.com, 
displaycatalog.mp.microsoft.com, 
watson.telemetry.microsoft.com, www.gstatic.com, 
img-prod-cms-rt-microsoft-com.akamaized.net, 
auto.au.download.windowsupdate.com.c.footprint.n
et, au-bg-shim.trafficmanager.net, www.google-
analytics.com, displaycatalog-
europeeap.md.mp.microsoft.com.akadns.net, 
skypedataprdcolwus17.cloudapp.net, 
fonts.googleapis.com, www-google-
analytics.l.google.com, fonts.gstatic.com, 
ie9comview.vo.msecnd.net, www-
googletagmanager.l.google.com, 
displaycatalog.md.mp.microsoft.com.akadns.net, 
skypedataprdcolcus17.cloudapp.net, 
ctldl.windowsupdate.com, 
pagead2.googlesyndication.com, displaycatalog-
uswesteap.md.mp.microsoft.com.akadns.net, 
skypedataprdcoleus16.cloudapp.net, 
umwatsonrouting.trafficmanager.net, 
tpc.googlesyndication.com, 
go.microsoft.com.edgekey.net, cs9.wpc.v0cdn.net
Report size getting too big, too many NtCreateFile 
calls found.
Report size getting too big, too many 
NtDeviceIoControlFile calls found.
Report size getting too big, too many 
NtQueryAttributesFile calls found.

Show All
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No simulations

No context

No context

No context

No context

No context

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\DOMStore\E5F0NRSV\corona-virus[1].xml
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 31746

Entropy (8bit): 4.939463750396581

Encrypted: false

SSDEEP: 192:jGGYGGGpG9999mIOIOIObbeb0vmvmOOOUUUDDDDBBmBgggg9:u990In

MD5: 6D7BDB45F5CCD6121B2432E60C63F738

SHA1: 8110D68AABA0A42844056F652E0F6B34A780584E

SHA-256: 91F703244BC13AF52F1A5EA021B5C3FDA6ED77123525539D7A241AF27A6B1382

SHA-512: 48AA3A66D3BAB8562170C94442A03EE7D7EB84C4256A36D080C2A50B421A35DB5E1EC3F1F2810B26CCFAAF7625D4AAEA1FD29906DA1B1B73CDEC2358ACD930
99

Malicious: false

Reputation: low

Preview:
<root></root><root><item name="goog_pem_mod" value="364" ltime="2789106496" htime="30850424" /></root><root><item name="goog_pem_mod" value="364" ltim
e="2789106496" htime="30850424" /><item name="google_experiment_mod47" value="374" ltime="2789106496" htime="30850424" /><item name="google_experiment
_mod51" value="579" ltime="2789106496" htime="30850424" /><item name="google_experiment_mod34" value="506" ltime="2789106496" htime="30850424" /><item 
name="google_experiment_mod36" value="712" ltime="2789106496" htime="30850424" /><item name="google_experiment_mod37" value="796" ltime="2789106496" 
htime="30850424" /><item name="google_experiment_mod44" value="228" ltime="2789106496" htime="30850424" /></root><root><item name="goog_pem_mod" value
="364" ltime="2789106496" htime="30850424" /><item name="google_experiment_mod47" value="374" ltime="2789106496" htime="30850424" /><item name="google
_experiment_mod51" value="579" ltime="2789106496" htime="30850424" /><item name="google_experiment_m

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\RecoveryStore.{E2986458-296B-11EB-90EB-ECF4BBEA1588}.dat
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 30296

Entropy (8bit): 1.8524286389119493

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASN

JA3 Fingerprints

Dropped Files

Created / dropped Files
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Encrypted: false

SSDEEP: 192:rCZpZp2C9WDktDyifDs20zMbcBXCD6sfy2pjX:r+/4CU8/dAQp/

MD5: F33561F213B568BF8EA6BE062969CACE

SHA1: E46A435FE1DDA45215F3D1BD924BD2FE112F215E

SHA-256: 599503EE39843DDDBE56925C3933266AC534BD79D1B5D807C9117D9F5261E417

SHA-512: C738E8FF78E8A466260F1E903217B13F24CF56F909DEAF5C147D3BC7E15CD2700521B2983E2A7FB402E0DE74D3F4FD2B5B87081D793A77F9EC208FA7A83717CE

Malicious: false

Reputation: low

Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................R.o.o.t. .E.n.t.r.
y.............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\RecoveryStore.{E2986458-296B-11EB-90EB-ECF4BBEA1588}.dat

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{E298645A-296B-11EB-90EB-ECF4BBEA1588}.dat
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 662098

Entropy (8bit): 3.656656785183946

Encrypted: false

SSDEEP: 1536:cp+ew+eISXSwPJPcF6CAJetH74H7i1ovUsGhEmK/VQVUKMV4KUGpGzKxwVexALAI:cp2BxSH74H76CV9xZ+f

MD5: 099B1A37D933B097EA9A0E697D80C9DD

SHA1: 3C07682D7289F58B952D8E3C9AB0707DC68EA8F9

SHA-256: 7C05A21F8079AEBFEA6C55B54C63B3BE0A68EEBD681896E53D061F0A39B124F5

SHA-512: 27BD71649A5A78D843CF453A1B7095BD1EB6E2A6102B105D516E87EBA34CA53A57E3C4A7F6C98513A700CBDC43055A5994E79950F997DA8925C6EE7A35A75E99

Malicious: false

Reputation: low

Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................R.o.o.t. .E.n.t.r.
y.............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{E298645B-296B-11EB-90EB-ECF4BBEA1588}.dat
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 16984

Entropy (8bit): 1.5655388028800747

Encrypted: false

SSDEEP: 48:IwlGcprsGwpa1G4pQFGrapbS1rGQpKDG7HpRLsTGIpG:r7ZEQn61BS1FASTL4A

MD5: 990E3348F774535C70C11AC8B2FA8698

SHA1: 3F0F65198F56BD2C963C5A9AAC89B1E92498B269

SHA-256: 3BB5D36F5FF026E74163B97BE8E56E99EEBE1BF85378CD65E71D788DC953ECB3

SHA-512: B4AF18B5F4A90A6771ED75E706ED94D9441ACB560E0EF742DFD36AE03062A1BE2465C8045BE87ED5CBC6AEA04000F74D09F31478EA48D4F913E56F4C6401DC2
A

Malicious: false

Reputation: low

Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................R.o.o.t. .E.n.t.r.
y.............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\imagestore\gee00pr\imagestore.dat
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 6693

Entropy (8bit): 7.906453585753072

Encrypted: false

SSDEEP: 96:eZQTvY6wpjpu+crOxkNWDjQmkhfRtfldW+poRYHWrJwhivyJW3UTTEgzqRduUhYc:Jv6pjug8yajJ3pyYHWrgJfA7YbFZ/3no

MD5: F0B1AEEE2730882FAC21FE6F2D667BC4

SHA1: 811A35EFEF0B646038EF8871B779D7F68C179204

SHA-256: AF3D603E74CBA24FFBA9155B58BA0498268140E4BC84902513965AE954930B48

SHA-512: ADDE0E201FBD8FE1658AE23747004D6E97BE03D0F51BB28F626FD6D0E44C0CECBB961D5924D3CC7E3078B9A585ABBCFBBE66EE354EEBC4A49336D7955ABF9
8A6
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Malicious: false

Reputation: low

Preview:
*.h.t.t.p.s.:././.c.o.r.o.n.a.-.v.i.r.u.s...s.e./.a.s.s.e.t.s./.f.a.v.i.c.o.n...p.n.g......PNG........IHDR..............$.....PLTE...g>.g>.g>.g>.g>.g>.g>.g>.g>.g>.g>.g>.g>.g>.g>.g>.g>.g>.g>.
g>.g>.g>.g>.g>.g>.g>.g>.g>.g>.g>.g>.g>.g>.g>.g>.g>.g>.g>.g>.g>.g>.g>.g>.g>.g>.g>.g>......../tRNS...........|..?..l..Z..1.U..+.K6.;P&teF...._...EM.....IDATx...r.@..`...c..
..i.HH....f..).*]y.=A&.a......i:.|?...|.-.Rn..n....H..b...R..\....(O..I>Z...f;.Y.v.T.x..g..i6P3.....H.G1....zh5p.F.T.<.q..#).F!...H.7.MV.$k6p......Iq..CJ.........`D..."5S..j. ..1.R..`..0#..7B.
<.0*.O.QZ}....$.|.D.Iw`pGJ..0x %..,f.D."...ST....H....$...V8A..j/H.&....Z...k...=...`....-....x...'K.z.p.%....N..G.T..5C0.....W)N..O........x.!..vu..1X..,S.:.~)/......=M.N........T.....`.%v...k.....
.m2.u|.UP....5.q...3.;.....p..._.....1j....E.1Y`g.[%no.j...r@..69l.vs:`.0.....]DL:....m.`...M.#q7.L...#.M.c... ..v....q.F..;.v....Bn...&....t..&)....aF......6...7.sr.w..N.....Y.[.......Y.6N...u....Z.5
U.o.;..%v.Wx.v..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\imagestore\gee00pr\imagestore.dat

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\0XIEKYMI.htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with CRLF, LF line terminators

Category: dropped

Size (bytes): 706

Entropy (8bit): 5.161056310598702

Encrypted: false

SSDEEP: 12:hYYLszHjgnbxsjJ7QCdToh50lXQoLYlJl5M6eNsJLi334VlKk:hYYIzDCejNQCRtgoLY95MI5634Vsk

MD5: 67F3A5933C17B3AB044826D3927D0BA9

SHA1: 5957076D09BACAA6DB8DDC832B4FD87ED8F05F8A

SHA-256: 97E800F4836B7030DD58FE6296294B7FF5EF1B5EB0E88353F230EA1608D2BB64

SHA-512: 03BA224055FFDBF32B7EEA30C764DC18D66CC6D8707DC5FAFAB74E155B0BB3D4D691C5788B033A68F05299547297125122778FA7E3252F93E7343D918936643E

Malicious: false

Reputation: low

Preview:
<!DOCTYPE html>.<html style="height:100%">.<head>.<meta name="viewport" content="width=device-width, initial-scale=1, shrink-to-fit=no" >.<title> 301 Moved Perm
anently..</title></head>.<body style="color: #444; margin:0;font: normal 14px/20px Arial, Helvetica, sans-serif; height:100%; background-color: #fff;">.<div style="height
:auto; min-height:100%; ">     <div style="text-align: center; width:800px; margin-left: -400px; position:absolute; top: 30%; left:50%;">.        <h1 style="margin:0; font-
size:150px; line-height:150px; font-weight:bold;">301</h1>.<h2 style="margin-top:20px;font-size: 30px;">Moved Permanently..</h2>.<p>The document has been perm
anently moved.</p>.</div></div></body></html>.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\2175[1].gif
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: GIF image data, version 89a, 1 x 1

Category: dropped

Size (bytes): 86

Entropy (8bit): 3.0950611313667666

Encrypted: false

SSDEEP: 3:CUMllRPQEsJ9psOjBMllRPQEsJ9pse:Gl3QEsJLsMal3QEsJLse

MD5: BE36F8869549C7991811C657D7D3775F

SHA1: 8A0CDEAE965A2FA569B2E8677F21D5D71FBAF8BC

SHA-256: 555F405B368AAE998B4C727B5994E0BC9F1D73FCBDBA5DD108DF004A04649A39

SHA-512: 01EE71EE2213737732BF78590F01F56FC19C38D8A48274D11AC4716547A2E13AF32C03C1A37B6FC8961DEB7968814B3C71A926AE91E3688F0E78D59761B24F4D

Malicious: false

Reputation: low

Preview:
GIF89a.............!.......,...........L..;GIF89a.............!.......,...........L..;

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\29c000f731a552ae6b0b19f48108adc5[1]
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: gd-jpeg v1.0 (using IJG JPEG v62), quality = 85", progressive, precision 8, 280x157, frames 3

Category: downloaded

Size (bytes): 15507

Entropy (8bit): 7.96049243827281

Encrypted: false

SSDEEP: 384:VVLOa9x+jddwtIOqC3Y3QGMG+nDqlXedTT4KGkdD:zir5d2nyQGtUQKvhGkdD

MD5: 1B337E8AE75D2CABE0B45E0A8F9A9E6E

SHA1: 36207A0EB85DAC5869235A96270BCFEA3EDF8DFB

SHA-256: 91C4F8A8B0780718EAE94C077B317573BD9ABEAE2F49D2E60FB6B0DFCA2212A8

SHA-512: 2BD0AFF699811445AF72369E3FD1D436128E8B0F4B5D0A1275C2ECF355D6596B19ADF38D99140D4ADC89411A5468DFEADAFEA10E1A14F1D8A5DCDB6D58A7529
F

Malicious: false

Reputation: low

IE Cache URL: https://corona-virus.se/thumbs/aftonbladet.se/29c000f731a552ae6b0b19f48108adc5
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Preview:
......JFIF.............;CREATOR: gd-jpeg v1.0 (using IJG JPEG v62), quality = 85....C..............................................!........."$".$.......C..................................................................
.........."...................................................................................=.cA.[p....j#...Dfl.vP2.Z.......y.f.X$eQ..k:Y........#.t..`..E...a...Tr..../.M.U.*...C.3..K.$.s...PzY"...VZ.CSxk..k.km.D......
r.D.?O...p.......]u.Q.9.9.Y4....N....Tp..._..<.P....-..{0.s}>.,...."o.......pB.{."..LQ....rs..ykR...n|.c.`.......].,.<8D5ri&.....v.UdG......:.N...u...u=..:....9.$!.........].. =)....W...*.}..S{.=~.X..
X.........P.y%.|p...p.).9...17..y]...1.O...D.E.!.kr,..:~C......u.e........6.sfQ.0.....8...Xo..P/f..s....O.....`6.&e....).....W..{G.G..]..LMi......A4...}..F..+.?.....A..@.B..V.h9|....&.*..Efn. 5...X...
V, V..2.u2.....l....#.*>jn.e.ioz.sQ....*Z'.:...1!.......e.:.1...}..z.E.x{.y.O..qh..`./.,[N..z&Z(l....?8......p.........XMR.U..q.....[

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\29c000f731a552ae6b0b19f48108adc5[1]

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\2af0ddec604b54f0677af3c563b06c61[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 34416

Entropy (8bit): 5.457060306349945

Encrypted: false

SSDEEP: 768:6NlkDbYKiphcoH6W16R6TdFn2OZCIAm7qqym:6NlkDVq6R6/df

MD5: 2AF0DDEC604B54F0677AF3C563B06C61

SHA1: 99758B0CABD5C3834DAAA3EC370AA0A38D3F1585

SHA-256: DEECB12B25BCC3950B8CB446359AAADBFE9F12D8DF751B0F1030E976BE1BA2A4

SHA-512: 9A49470107D059C66DCF8B175BF87E46311DF2567CB298F6BF0AEC2B003A791EDC42691DC88BAAB0FCB060055A72E47B626D60648F30D2671128C6432F16CA09

Malicious: false

Reputation: low

IE Cache URL: https://www.gstatic.com/mysidia/2af0ddec604b54f0677af3c563b06c61.js?tag=mysidia_one_click_handler_one_afma

Preview:
(function(){/*.. Copyright The Closure Library Authors.. SPDX-License-Identifier: Apache-2.0.*/.var n;function aa(a){var b=0;return function(){return b<a.length?{done:!1,
value:a[b++]}:{done:!0}}}var ba="function"==typeof Object.defineProperties?Object.defineProperty:function(a,b,c){if(a==Array.prototype||a==Object.prototype)return a;a[b]=
c.value;return a};.function ca(a){a=["object"==typeof globalThis&&globalThis,a,"object"==typeof window&&window,"object"==typeof self&&self,"object"==typeof glob
al&&global];for(var b=0;b<a.length;++b){var c=a[b];if(c&&c.Math==Math)return c}throw Error("Cannot find global object");}var r=ca(this);function t(a,b){if(b)a:{var c=r;a=
a.split(".");for(var d=0;d<a.length-1;d++){var f=a[d];if(!(f in c))break a;c=c[f]}a=a[a.length-1];d=c[a];b=b(d);b!=d&&null!=b&&ba(c,a,{configurable:!0,writable:!0,value:b
})}}.t("Symbol",function(a){function b(f){if(this instanceof b)throw new TypeError("Symbol is not a constructor");return new c("jscomp_symbol_"+(f||"")+"_"+d++,

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\32e4ee0a0ff9126c34417e8ed7965cf3[1]
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: gd-jpeg v1.0 (using IJG JPEG v62), quality = 85", progressive, precision 8, 280x157, frames 3

Category: downloaded

Size (bytes): 12876

Entropy (8bit): 7.945951394585805

Encrypted: false

SSDEEP: 192:4k6QfR2ejLED/RMMznNbHX0ocxofUBcoMyBQUM2iWNUfhLP2WNAqoTfBmtw7i+E2:CQjirwocxof5Gg4Uf5v7UfsAxEl1ca2N

MD5: F194CA051FE0D278A4934404B2B510FB

SHA1: 9239761790253C8A029EAE8DBE2F84AB24AB6718

SHA-256: BFF624A6DD73C2D1C7B0F21AB75CA8BC5CA97D4223296F350A61FE5A496AADF3

SHA-512: A6B5E0FB6C554EF81D879B94CFFCC60D955DF598C439550D38D399C89C6EECECB3A2BF94BF65E2A0F1CEA0941FF4A15CD944B4AC0A76B35CBDE4D05709CC6
A19

Malicious: false

Reputation: low

IE Cache URL: https://corona-virus.se/thumbs/dagensps.se/32e4ee0a0ff9126c34417e8ed7965cf3

Preview:
......JFIF.............;CREATOR: gd-jpeg v1.0 (using IJG JPEG v62), quality = 85....C..............................................!........."$".$.......C..................................................................
..........".............................................................................N..cp....o..v..".....(3..r.."V+y.^j...X.jJ....k...C....\.8Wu.D.:.%....;.+..d..........^bwp".....=..ME.."%kU....,.i,Kdu..P.......5>jC
...L.NR9".Y4a.dc..h*..s.j....H*..G...5.;.a.C2(..{.$.i}3.7.w....n0-......c.IX..o rr5..d..'+.....3.s.,6.o...of..s!.^.....I.>.....y.cD...R.Q.M........9Y.. ..;..=...x........,<{..C{...PW..7..6.Oo.....Q.C.
.T].l.7...CF.......f.Q[..t;o,....g..(W.o...\...;..2...h{V4.l.'O.t.:.En.ut.-."../F*...Y+n..=.%.C*..^..!.......r.?|.V......$....+.T.3....h..l...tn\...\..|......(...[...N..WjY.[....a...f.?....M..7v%<..<..~...au...
,h~.\w......:..&..A..S.e.T.../C..,=..^6T....>..........qX.'.T....2.FF.....+..u.^....-.......zh7...""..C.l-...cFk..8

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\50bd801b8e3949b6be0624f183532cc0[1]
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 280 x 147, 8-bit/color RGBA, interlaced

Category: downloaded

Size (bytes): 41219

Entropy (8bit): 7.9899299915115245

Encrypted: false

SSDEEP: 768:luTP+SD2aFcVUuBvpxl5J0Og8zn3kmpqc4H3+RnbsN5n54pzIUASSalI:laP+SXFcVUmL56OgI94H3ibsD5rBPalI

MD5: 7B639C70453BCFBCE89A7A2036F5BE49

SHA1: 3F2C044FC04E0E5307DF06BAD7C877BAD517DBCC

SHA-256: 2A4572957A00061E6B5541191DB6F118D03E1BA495C42D6CD3CA4B8A0A6CDFB6

SHA-512: F156223DB26A735989FBA2CB3D1156FE9C8C5EBC635D19BB40FCEBB3C0C7A51B962715FCE4E684F5E69FF89868C6C3808F19EE682BEB446794370C1943285DB7

Malicious: false

Reputation: low

IE Cache URL: https://corona-virus.se/thumbs/helagotland.se/50bd801b8e3949b6be0624f183532cc0
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Preview:
.PNG........IHDR.............".6... .IDATx..y.dUu.u.Su.N......'...T"......FQ.......#.!".qx..S.S^0.8$._..F#...1`....[z.SU.:u...Zk.}.{.y....t.:......a...^..`z...X^.......m..az.hA..=q.E.......=@..[.... ]
....R.9.........27....tO..)..!..vK.PVrm...G..kkpp?...h.._.Dr.. .H....E...`..}(J.p.V..A.C..(.}w.]wiCJ....0.`....tz@...xY...),,..q2.i.t ..F&.a.V......av..m.....g...u..f.`e..n.^Wj.....D..3T....dd....'...
J.....;..I..H*8..X<...!..Q...5..v.V.BC.X...~.i.I.....0.NG.&4C..%.#w../W.k.7.[...eC.~.L[:-#......lY...2...p..0.U:.....X....8.N...sB.+.:..,/B......t.....t.f..eD.BY.-.*.!.C..=..6..'..5'"I..P.Y..2......4p
.#...}kh.q"..th...e.0..v...F.......7X.?..}...g...t.T.~^V]1.-O{4.=h'..O..w..~.3..g......eD......t....N...F. ".j.#Y.D..r..`.........mWS].....k.....vb...[......;...7D-...G..~.xY..5...n.&.k........!.B...v
#.Aw..g_.~.....?}.s..._M..O..?...SP..u......u...=.(n..6~u..ml.-...<."/..D.r"...0. . .n..c.\d....2.w.....#3.Q hd}. 'q#..4.|..........ZZ..%...&.R.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\50bd801b8e3949b6be0624f183532cc0[1]

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\58558c058e206f9e1a7550bfa8efe4d2[1]
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: gd-jpeg v1.0 (using IJG JPEG v62), quality = 85", progressive, precision 8, 280x186, frames 3

Category: downloaded

Size (bytes): 19242

Entropy (8bit): 7.970671207249452

Encrypted: false

SSDEEP: 384:R9GHuWnCRuCHf4qwxiXn+ZxI3A1gE3ilUr4taZhAX5UkK8CAC5429mPeD:RsOWCRuC/4nw+ZazE3ku4szAXGkK8Cbp

MD5: C2E1F6F0B31DFB3AEC7AD66D56761B2E

SHA1: 7114AAD40EC8B5D1F6F7788AF435850F51CA09E3

SHA-256: 497435C2A92A27161DBFBE7D1EF6B73A8CB30EE661211B79A9BD76BA45BDDAA0

SHA-512: D843D8DD670B6911CC485B272CCA5F2934FEB30207B46ECE484F822CA31D5D8F3C6D05C7DACA4A903AAD16661B8F0BE0774CD6E01C0FC7F39F8E38414DEDE6
C1

Malicious: false

Reputation: low

IE Cache URL: https://corona-virus.se/thumbs/ekuriren.se/58558c058e206f9e1a7550bfa8efe4d2

Preview:
......JFIF.............;CREATOR: gd-jpeg v1.0 (using IJG JPEG v62), quality = 85....C..............................................!........."$".$.......C..................................................................
.........."....................................................................................k..}...3;.38..tF;.[-.5.VH.......I.r..o.)....B.:YN{Vr.s.G$..r1...d..K#.}..{..d.=.....l..].H..u.U....M..8.v.......n...i..ZewT.w
cL!:...b..._Qi..n. }..Ax.>..U.h..!rq.jMT...}..4....[,.YO....C..<;hO.z.....D`._E........Da.vpj......r .A.g...g..V...W.[.Q..3j..Dv(kT..v.nS.O@g.(..&Z..%.c\...y..9..hl.0M.:...e...Qw.l...L/...Y7
.t..cP....nP.cq.-.`..P....)...,.....{.#..+..*u,Z.....>.>.=....#....|d.X..p.9b.....x_ua2..a......z&.C+B..n}...TY.r..6.$..4O:.....E.......r.W.....'K.y..zNfP8.%.]X_.DK.B...`...X....gM...\..>y..
..$L.m...k*....e...]^5..9Q.E.Df.j....e......d.U2.1o..F....a.0.2X.W...S(O....{o4KB.<....,.z.\]...JutA...kn.../.9.a....I>. .H.ie.~P.W

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\KFOlCnqEu92Fr1MmWUlfBBc-[1].woff
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 20356, version 1.1

Category: downloaded

Size (bytes): 20356

Entropy (8bit): 7.972919215442608

Encrypted: false

SSDEEP: 384:of+dt1ebKR28EPpAXxR5wthZZv4B8Te/h4+ctr5NH9NwZaUp4VsEgm:of+P1eeRcU8Hqdy+UHHbEw/

MD5: ADCDE98F1D584DE52060AD7B16373DA3

SHA1: 0A9B76D81989A7A45336EBD7B48ED25803F344B9

SHA-256: 806EA46C426AF8FC24E5CF42A210228739696933D36299EB28AEE64F69FC71F1

SHA-512: 7B1D6CC0D841A9E5EFEC540387BC5F9B47E07A21FDC3DC4CE029BB0E3C74664BBC9F1BCCFD8FB575B595C2CC1FD16925C533E062C4C82EEE0C310FFD2B4C2
927

Malicious: false

Reputation: low

IE Cache URL: https://fonts.gstatic.com/s/roboto/v20/KFOlCnqEu92Fr1MmWUlfBBc-.woff

Preview:
wOFF......O.................................GDEF.......G...d....GPOS.............~..GSUB.......'......r.OS/2.......Q...`u...cmap...\..........W.cvt ...T...H...H+~..fpgm.......3...._...gasp............
....glyf......;...k....hdmx..H....m....!$..head..H....6...6...\hhea..I,.......$.&..hmtx..IL...y.....XF.loca..K.........`.C.maxp..M.... ... .(..name..M........~..9.post..N........ .m.dprep..N........)*
v60x...1..P......PB..U.=l.@..B)..w.......Y.e.u.m.C.s...x.h.~R....R...A.J.x....dK...{....?..F?.|.~.m...ms.{.Z..;......U.]7s......\.=D.=.7...>....x...D..O|.U:...|o..3.x.j.r"B.............../.)x$.'"j....
.1LGmaGxQxG....~.:'.A..hd.z,.k..KO.....^.}H|#z_.O......R..A...9..A..!.(./..."..:.Iq1.r..s..r.7r.7s..q.wr....nz..]...2..d4c..c....d....T.1...d....\....,c9k.g..Yv.#O."%...... ...t"uM..%.......
j.#^.....}\c.q.i...<jy.D...C.01.2.r.....V..z.W.7b..L.S.41]..kUs.X/6..b.........(..(...K..{.^..'........`#./..B......N+p.m`...].lQ....Drg.M..Kx.^.S.*..........h ..$.k.'Hy.I.ze..4z.-T.....

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\KFOmCnqEu92Fr1Mu4mxM[1].woff
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 20268, version 1.1

Category: downloaded

Size (bytes): 20268

Entropy (8bit): 7.970212610239314

Encrypted: false

SSDEEP: 384:LyfRPUY1e32pJd75q1DzPjsnouCrZsZtetWFNFfIP0cIWvdzNcrm:uJPb1em3dSPjKrZYtWntk0wvdzh

MD5: 60FA3C0614B8FB2F394FA29944C21540

SHA1: 42C8AE79841C592A26633F10EE9A26C75BCF9273

SHA-256: C1DC87F99C7FF228806117D58F085C6C573057FA237228081802B7D8D3CF7684

SHA-512: C921362A52F3187224849EB566E297E48842D121E88C33449A5C6C1193FD4842BBD3EF181D770ADE9707011EB6F4078947B8165FAD51C72C17F43B592439FFF4

Malicious: false

Reputation: low

IE Cache URL: https://fonts.gstatic.com/s/roboto/v20/KFOmCnqEu92Fr1Mu4mxM.woff
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Preview:
wOFF......O,.......P........................GDEF.......G...d....GPOS................GSUB.......'......r.OS/2.......P...`t...cmap...$..........W.cvt .......T...T+...fpgm...p...5....w.`.gasp............
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\KFOmCnqEu92Fr1Mu4mxM[1].woff

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\a63b6e699e05373acb0ba939cea362f8[1]
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: gd-jpeg v1.0 (using IJG JPEG v62), quality = 85", progressive, precision 8, 280x142, frames 3

Category: downloaded

Size (bytes): 10648

Entropy (8bit): 7.934035866578447

Encrypted: false

SSDEEP: 192:U/6ILop8YTw6Izs594h9bRAUiHpvSXUL1IaEzfHHwkXYAK3PVu2COj8S3:USKowQT4h9bRAzxSkL1IaEzvQkXkPVBj

MD5: FA6F0CDD4FCDA3466605DFA1DE7D8560

SHA1: C865515BC1A1CFC51A24B3C54E6FFC2698378C6F

SHA-256: 61CF4492696500E586F5015048556CC5D054A7EC3C2C0FDEB0F3DD017D026AE4

SHA-512: BB63E32AFA367A4195CBF4AEEA1E55278C3284FD68B060E87DF2B346D440412679264055B0CFF10BE7A4B816D7CF9E687D02E9FA27A7E7F7341019F813F57BE8

Malicious: false

Reputation: low

IE Cache URL: https://corona-virus.se/thumbs/breakit.se/a63b6e699e05373acb0ba939cea362f8

Preview:
......JFIF.............;CREATOR: gd-jpeg v1.0 (using IJG JPEG v62), quality = 85....C..............................................!........."$".$.......C..................................................................
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\activeview[1].gif
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: GIF image data, version 89a, 1 x 1

Category: dropped

Size (bytes): 84

Entropy (8bit): 2.9881439641616536

Encrypted: false

SSDEEP: 3:CUXPQE/xlEqjdfXPQE/xlEy:1QEoqh3QEoy

MD5: 6A3F2D147842187CD48B1546EDDD5BA0

SHA1: AB278C31189DF2939428CF81A3850A2C6DBF5E2E

SHA-256: D4990F907BCA02F02B3D41216EEA5461609D4BCBA07A3CBEE0D7CF28A6D0D864

SHA-512: 998F55BF5C3D4A71CB3C23782B788F71E7625DF83A37FE8A18F915AAA3BDE5420183A3C709816664E262069EE2FE245CA44799E3476B6DE507B5D68FC86F8960

Malicious: false

Reputation: low

Preview:
GIF89a.............!.......,...........D.;GIF89a.............!.......,...........D.;

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\ads[1].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with no line terminators

Category: downloaded

Size (bytes): 54

Entropy (8bit): 3.846525004558637

Encrypted: false

SSDEEP: 3:qTkIDZxQXbZ6iF4:qTjxO965

MD5: F315F5F2C187A05AF1ACE62D5F6AA477

SHA1: 47D77A2A1665CB6202028ECD89B50920287D9148

SHA-256: 166A4EC3CB90D525F7F744C7616C01B36BEBD6DCECD486C8F5BE14CCC0A7B3DA

SHA-512: 6A12034C64743BF5C625EE993A758561284DE5950504D61ABBD5273500DB08EFD1B2B82D71F7B378EBD4C1B3C9C22BAE645564357B96BBF4F69DE03B6214865B

Malicious: false

Reputation: low
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IE Cache URL: https://googleads.g.doubleclick.net/pagead/ads?guci=1.2.0.0.2.2.0.0&client=ca-pub-
3076083280861773&output=html&adk=1812271804&adf=3025194257&lmt=1605682918&plat=1%3A32776%2C2%3A32776%2C9%3A32776%2C10%3A32%2C11%3A32
%2C16%3A8388608%2C17%3A32%2C24%3A32%2C25%3A32%2C30%3A1081344%2C32%3A32%2C40%3A32&format=0x0&url=https%3A%2F%2Fcorona-
virus.se%2Fnyheter&ea=0&flash=29.0.0&pra=5&wgl=1&tt_state=W3siaXNzdWVyT3JpZ2luIjoiaHR0cHM6Ly9hZHNlcnZpY2UuZ29vZ2xlLmNvbSIsInN0YXRlIjowfSx7Imlzc
3Vlck9yaWdpbiI6Imh0dHBzOi8vYXR0ZXN0YXRpb24uYW5kcm9pZC5jb20iLCJzdGF0ZSI6MH1d&dt=1605682916435&bpp=46&bdt=408&idt=524&shv=r20201112&cbv=r
20190131&ptt=9&saldr=aa&abxe=1&cookie=ID%3D4f8b7da57af41cf3-
227fb07439b90080%3AT%3D1605682895%3ART%3D1605682895%3AS%3DALNI_MZ1U5C85txhLjFZEpPzhVr7zjzszQ&nras=1&correlator=5032093748092&frm=20&pv
=2&ga_vid=1300497151.1605682894&ga_sid=1605682919&ga_hid=240018822&ga_fc=1&icsg=10920&dssz=10&mdo=0&mso=0&u_tz=60&u_his=2&u_java=1&u_h=102
4&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_nplug=1&u_nmime=2&adx=-12245933&ady=-
12245933&biw=1263&bih=906&scr_x=0&scr_y=0&oid=3&pvsid=1413546890629907&pem=364&rx=0&eae=2&fc=1920&docm=11&brdim=0%2C78%2C-8%2C-
8%2C1280%2C%2C1296%2C1000%2C1280%2C906&vis=1&rsz=%7C%7Cs%7C&abl=NS&fu=8192&bc=1&ifi=0&uci=a!0&dtd=2099

Preview:
<!doctype html><html><head></head><body></body></html>

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\ads[1].htm

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\ads[2].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, UTF-8 Unicode text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 69546

Entropy (8bit): 6.116410155028337

Encrypted: false

SSDEEP: 1536:9ldwDEXytrMEyzVAclF0soqXNrrpcXVMH1xHJM9VPAV:9lHXytBKaclylCtVcS7JM9s

MD5: 3CD2E1B54321C74FC153EBFF429CCD97

SHA1: 2B204F970DF6556DD6AC121C90236FF5B47927F0

SHA-256: 74034930C129926DE3E8A313D39B74C07F355392DBBDCEDE7D7A89974C6B9745

SHA-512: AE091C072BE79B9C0D2A663B8B58EF87FEEC29EC77B904EE7BE73F29C44C6B479E56A66D36B963AA38BCBBA13AD5874DD022F842D43EA73AEFE172843FE1A
6B9

Malicious: false

Reputation: low

IE Cache URL: https://googleads.g.doubleclick.net/pagead/ads?guci=1.2.0.0.2.2.0.0&client=ca-pub-
3076083280861773&output=html&h=280&slotname=9502810769&adk=4272567068&adf=4283947098&pi=t.ma~as.9502810769&w=1200&fwrn=4&fwrnh=100&lmt=16056
82929&rafmt=1&psa=1&format=1200x280&url=https%3A%2F%2Fcorona-
virus.se%2Fprognoser&flash=29.0.0&fwr=0&fwrattr=true&rpe=1&resp_fmts=3&wgl=1&adsid=ChEIgIbO_QUQ_KfXnrjew6LSARIvAHd_FkXf6UynOjQR6DYctJO-
eKU9HWZroqJz-OMrnb1YDuaiDl1CjESP0dGHa-
4&tt_state=W3siaXNzdWVyT3JpZ2luIjoiaHR0cHM6Ly9hZHNlcnZpY2UuZ29vZ2xlLmNvbSIsInN0YXRlIjowfSx7Imlzc3Vlck9yaWdpbiI6Imh0dHBzOi8vYXR0ZXN0YXRpb24
uYW5kcm9pZC5jb20iLCJzdGF0ZSI6MH1d&dt=1605682929631&bpp=4&bdt=793&idt=26&shv=r20201112&cbv=r20190131&ptt=9&saldr=aa&abxe=1&cookie=ID%3D4f8b
7da57af41cf3-
227fb07439b90080%3AT%3D1605682895%3ART%3D1605682895%3AS%3DALNI_MZ1U5C85txhLjFZEpPzhVr7zjzszQ&prev_fmts=0x0&nras=1&correlator=4726494016
291&frm=20&pv=1&ga_vid=1300497151.1605682894&ga_sid=1605682929&ga_hid=645571292&ga_fc=0&icsg=35499&dssz=9&mdo=0&mso=0&u_tz=60&u_his=5&u_ja
va=1&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_nplug=1&u_nmime=2&adx=32&ady=80&biw=1263&bih=906&scr_x=0&scr_y=0&oid=3&pvsid=3885016
613425427&pem=364&rx=0&eae=0&fc=1920&docm=11&brdim=0%2C78%2C-8%2C-
8%2C1280%2C%2C1296%2C1000%2C1280%2C906&vis=1&rsz=%7C%7CoeE%7C&abl=CS&pfx=0&fu=8320&bc=1&ifi=1&uci=a!1&xpc=jEKYuIvcrW&p=https%3A//coro
na-virus.se&dtd=228

Preview:
<!DOCTYPE html><html lang=en><head><meta charset="UTF-8"><script>var jscVersion = 'r20201112';</script><script>var google_casm=[];</script><style>HTML
,BODY{height:100%;width:100%;margin:0;padding:0;overflow:hidden;}#mys-wrapper{height:100%;width:100%;overflow:hidden;position:absolute;top:0;left:0;align-items:
center;display:flex;justify-content:center;line-height:normal;}.mys-wrapper A,.mys-wrapper A:visited,.mys-wrapper A:hover,.mys-wrapper A:active{color:inherit;cursor:point
er;text-decoration:inherit;}[dir=rtl] .flip-on-rtl{transform:scale(-1,1);transform-origin:center;}#mys-content{flex-shrink:0;position:relative;overflow:hidden;z-index:0;}</style><s
tyle x-ns-47xuc-l="banner-large-kiss" x-phase="assemble">.ns-47xuc-l-banner-large-kiss{opacity:.01;position:absolute;display:block;top:0;left:0;width:1200px;hei
ght:280px;}.ns-47xuc-e-0{line-height:1.3;border-color:#e6e7e8;border-style:solid;box-sizing:border-box;display:-ms-flexbox;display:flex;-ms-flex-direction:column;flex-dir
ection:col

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\ads[3].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with no line terminators

Category: downloaded

Size (bytes): 54

Entropy (8bit): 3.846525004558637

Encrypted: false

SSDEEP: 3:qTkIDZxQXbZ6iF4:qTjxO965

MD5: F315F5F2C187A05AF1ACE62D5F6AA477

SHA1: 47D77A2A1665CB6202028ECD89B50920287D9148

SHA-256: 166A4EC3CB90D525F7F744C7616C01B36BEBD6DCECD486C8F5BE14CCC0A7B3DA

SHA-512: 6A12034C64743BF5C625EE993A758561284DE5950504D61ABBD5273500DB08EFD1B2B82D71F7B378EBD4C1B3C9C22BAE645564357B96BBF4F69DE03B6214865B

Malicious: false

Reputation: low
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IE Cache URL: https://googleads.g.doubleclick.net/pagead/ads?guci=1.2.0.0.2.2.0.0&client=ca-pub-
3076083280861773&output=html&adk=1812271804&adf=3025194257&lmt=1605682939&plat=1%3A32776%2C2%3A32776%2C9%3A32776%2C10%3A32%2C11%3A32
%2C16%3A8388608%2C17%3A32%2C24%3A32%2C25%3A32%2C30%3A1081344%2C32%3A32%2C40%3A32&format=0x0&url=https%3A%2F%2Fcorona-
virus.se%2Fintensivvard&ea=0&flash=29.0.0&pra=5&wgl=1&tt_state=W3siaXNzdWVyT3JpZ2luIjoiaHR0cHM6Ly9hZHNlcnZpY2UuZ29vZ2xlLmNvbSIsInN0YXRlIjowfSx7I
mlzc3Vlck9yaWdpbiI6Imh0dHBzOi8vYXR0ZXN0YXRpb24uYW5kcm9pZC5jb20iLCJzdGF0ZSI6MH1d&dt=1605682938898&bpp=84&bdt=569&idt=384&shv=r20201112&c
bv=r20190131&ptt=9&saldr=aa&abxe=1&cookie=ID%3D4f8b7da57af41cf3-
227fb07439b90080%3AT%3D1605682895%3ART%3D1605682895%3AS%3DALNI_MZ1U5C85txhLjFZEpPzhVr7zjzszQ&nras=1&correlator=3407532436636&frm=20&pv
=2&ga_vid=1300497151.1605682894&ga_sid=1605682940&ga_hid=1714678732&ga_fc=1&icsg=2731&dssz=8&mdo=0&mso=0&u_tz=60&u_his=7&u_java=1&u_h=1024
&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_nplug=1&u_nmime=2&adx=-12245933&ady=-
12245933&biw=1263&bih=906&scr_x=0&scr_y=0&eid=44719338&oid=3&pvsid=2182822499410570&pem=364&rx=0&eae=2&fc=1920&docm=11&brdim=0%2C78%2C-
8%2C-8%2C1280%2C%2C1296%2C1000%2C1280%2C906&vis=1&rsz=%7C%7Cs%7C&abl=NS&fu=8192&bc=1&ifi=0&uci=a!0&dtd=776

Preview:
<!doctype html><html><head></head><body></body></html>

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\ads[3].htm

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\ads[4].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with no line terminators

Category: downloaded

Size (bytes): 54

Entropy (8bit): 3.846525004558637

Encrypted: false

SSDEEP: 3:qTkIDZxQXbZ6iF4:qTjxO965

MD5: F315F5F2C187A05AF1ACE62D5F6AA477

SHA1: 47D77A2A1665CB6202028ECD89B50920287D9148

SHA-256: 166A4EC3CB90D525F7F744C7616C01B36BEBD6DCECD486C8F5BE14CCC0A7B3DA

SHA-512: 6A12034C64743BF5C625EE993A758561284DE5950504D61ABBD5273500DB08EFD1B2B82D71F7B378EBD4C1B3C9C22BAE645564357B96BBF4F69DE03B6214865B

Malicious: false

Reputation: low

IE Cache URL: https://googleads.g.doubleclick.net/pagead/ads?guci=1.2.0.0.2.2.0.0&client=ca-pub-
3076083280861773&output=html&adk=1812271804&adf=3025194257&lmt=1605682947&plat=1%3A32776%2C2%3A32776%2C9%3A32776%2C10%3A32%2C11%3A32
%2C16%3A8388608%2C17%3A32%2C24%3A32%2C25%3A32%2C30%3A1081344%2C32%3A32%2C40%3A32&format=0x0&url=https%3A%2F%2Fcorona-
virus.se%2Ftabeller&ea=0&flash=29.0.0&pra=5&wgl=1&tt_state=W3siaXNzdWVyT3JpZ2luIjoiaHR0cHM6Ly9hZHNlcnZpY2UuZ29vZ2xlLmNvbSIsInN0YXRlIjowfSx7Imlzc
3Vlck9yaWdpbiI6Imh0dHBzOi8vYXR0ZXN0YXRpb24uYW5kcm9pZC5jb20iLCJzdGF0ZSI6MH1d&dt=1605682947549&bpp=35&bdt=503&idt=77&shv=r20201112&cbv=r2
0190131&ptt=9&saldr=aa&abxe=1&cookie=ID%3D4f8b7da57af41cf3-
227fb07439b90080%3AT%3D1605682895%3ART%3D1605682895%3AS%3DALNI_MZ1U5C85txhLjFZEpPzhVr7zjzszQ&nras=1&correlator=1311498259302&frm=20&pv
=2&ga_vid=1300497151.1605682894&ga_sid=1605682948&ga_hid=603108004&ga_fc=1&icsg=683&dssz=6&mdo=0&mso=0&u_tz=60&u_his=9&u_java=1&u_h=1024&u
_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_nplug=1&u_nmime=2&adx=-12245933&ady=-
12245933&biw=1280&bih=906&scr_x=0&scr_y=0&oid=3&pvsid=473969884101586&pem=364&rx=0&eae=2&fc=1920&docm=11&brdim=0%2C78%2C-8%2C-
8%2C1280%2C%2C1296%2C1000%2C1280%2C906&vis=1&rsz=%7C%7Cs%7C&abl=NS&fu=8192&bc=1&ifi=0&uci=a!0&dtd=133

Preview:
<!doctype html><html><head></head><body></body></html>

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\ads[5].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with no line terminators

Category: downloaded

Size (bytes): 54

Entropy (8bit): 3.846525004558637

Encrypted: false

SSDEEP: 3:qTkIDZxQXbZ6iF4:qTjxO965

MD5: F315F5F2C187A05AF1ACE62D5F6AA477

SHA1: 47D77A2A1665CB6202028ECD89B50920287D9148

SHA-256: 166A4EC3CB90D525F7F744C7616C01B36BEBD6DCECD486C8F5BE14CCC0A7B3DA

SHA-512: 6A12034C64743BF5C625EE993A758561284DE5950504D61ABBD5273500DB08EFD1B2B82D71F7B378EBD4C1B3C9C22BAE645564357B96BBF4F69DE03B6214865B

Malicious: false

Reputation: low

IE Cache URL: https://googleads.g.doubleclick.net/pagead/ads?guci=1.2.0.0.2.2.0.0&client=ca-pub-
3076083280861773&output=html&adk=1812271804&adf=3025194257&lmt=1605682950&plat=1%3A32776%2C2%3A32776%2C9%3A32776%2C10%3A32%2C11%3A32
%2C16%3A8388608%2C17%3A32%2C24%3A32%2C25%3A32%2C30%3A1081344%2C32%3A32%2C40%3A32&format=0x0&url=https%3A%2F%2Fcorona-
virus.se%2Fhjalpgrupper&ea=0&flash=29.0.0&pra=5&wgl=1&tt_state=W3siaXNzdWVyT3JpZ2luIjoiaHR0cHM6Ly9hZHNlcnZpY2UuZ29vZ2xlLmNvbSIsInN0YXRlIjowfSx7I
mlzc3Vlck9yaWdpbiI6Imh0dHBzOi8vYXR0ZXN0YXRpb24uYW5kcm9pZC5jb20iLCJzdGF0ZSI6MH1d&dt=1605682950521&bpp=40&bdt=436&idt=166&shv=r20201112&c
bv=r20190131&ptt=9&saldr=aa&abxe=1&cookie=ID%3D4f8b7da57af41cf3-
227fb07439b90080%3AT%3D1605682895%3ART%3D1605682895%3AS%3DALNI_MZ1U5C85txhLjFZEpPzhVr7zjzszQ&nras=1&correlator=1918847819760&frm=20&pv
=2&ga_vid=1300497151.1605682894&ga_sid=1605682951&ga_hid=282355558&ga_fc=1&icsg=2728&dssz=9&mdo=0&mso=0&u_tz=60&u_his=10&u_java=1&u_h=1024
&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_nplug=1&u_nmime=2&adx=-12245933&ady=-
12245933&biw=1263&bih=906&scr_x=0&scr_y=0&eid=42530671%2C21068083&oid=3&pvsid=2977422090407705&pem=364&rx=0&eae=2&fc=1920&docm=11&brdim=0
%2C78%2C-8%2C-8%2C1280%2C%2C1296%2C1000%2C1280%2C906&vis=1&rsz=%7C%7Cs%7C&abl=NS&fu=8192&bc=1&ifi=0&uci=a!0&dtd=364

Preview:
<!doctype html><html><head></head><body></body></html>

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\analytics[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded
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Size (bytes): 47051

Entropy (8bit): 5.516264124030958

Encrypted: false

SSDEEP: 768:ryOveCSBZfsnt5XqY/yPndFTkoWY3SoavqVy2rlebYUDTJC6g0stZm:ryJNDfs5hYdFTwY3SorSg0su

MD5: 53EE95B384D866E8692BB1AEF923B763

SHA1: A82812B87B667D32A8E51514C578A5175EDD94B4

SHA-256: E441C3E2771625BA05630AB464275136A82C99650EE2145CA5AA9853BEDEB01B

SHA-512: C1F98A09A102BB1E87BFDF825A725B0E2CC1DBEDB613D1BD9E8FD9D8FD8B145104D5F4CACA44D96DB14AC20F2F51B4C653278BFC87556E7F00E48A5FA6231F
AD

Malicious: false

Reputation: low

IE Cache URL: https://www.google-analytics.com/analytics.js

Preview:
(function(){/*.. Copyright The Closure Library Authors.. SPDX-License-Identifier: Apache-2.0.*/.var l=this||self,m=function(a,b){a=a.split(".");var c=l;a[0]in c||"undefin
ed"==typeof c.execScript||c.execScript("var "+a[0]);for(var d;a.length&&(d=a.shift());)a.length||void 0===b?c=c[d]&&c[d]!==Object.prototype[d]?c[d]:c[d]={}:c[d]=b};var q=
function(a,b){for(var c in b)b.hasOwnProperty(c)&&(a[c]=b[c])},r=function(a){for(var b in a)if(a.hasOwnProperty(b))return!0;return!1};var t=/^(?:(?:https?|mailto|ftp):|[^:/?#]*(?:
[/?#]|$))/i;var u=window,v=document,w=function(a,b){v.addEventListener?v.addEventListener(a,b,!1):v.attachEvent&&v.attachEvent("on"+a,b)};var x={},y=function(){x
.TAGGING=x.TAGGING||[];x.TAGGING[1]=!0};var z=/:[0-9]+$/,A=function(a,b,c){a=a.split("&");for(var d=0;d<a.length;d++){var e=a[d].split("=");if(decodeURIComponen
t(e[0]).replace(/\+/g," ")===b)return b=e.slice(1).join("="),c?b:decodeURIComponent(b).replace(/\+/g," ")}},D=function(a,b){b&&(b=String(b).toLowerCase());if("p

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\analytics[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\cookie_push_onload[1].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with very long lines

Category: downloaded

Size (bytes): 1174

Entropy (8bit): 5.74166936214599

Encrypted: false

SSDEEP: 24:hY6t2eJJBewfHDdUg8EcvjHODQMJXeK+C6uS/MLmeK+C6uSGymWAuDSXeMzCUtVv:9V4goLHODS1CTXT1CTVyPyCM6Nu

MD5: 2FE2B1F17888E326B010A8CDA72D48D3

SHA1: 59CBBEEDE4C472024C482BAE8529144119BBBD27

SHA-256: 9A9B7FB32E01FD70747F32EFDBD0472FD681C85EEBB0C42D10C7A514820A0062

SHA-512: 30BE2E73020EB97A67709E47DED40E999D352DA9B94EDD946D1315BDA65AD616AAA3CDFCFA675D061E4ED4AE1BAE3F0D245908D44411B2425C49B4345D2F66
07

Malicious: false

Reputation: low

IE Cache URL: https://pagead2.googlesyndication.com/pagead/s/cookie_push_onload.html

Preview:
<!DOCTYPE html>.<html>.<head>.  <title></title>.  <script type="text/javascript">(function(){var f=null,g=null;function l(a){var b="";n(a,function(a){b+=String.fromCharCo
de(a)});return b}function n(a,b){function c(b){for(;e<a.length;){var c=a.charAt(e++),d=g[c];if(null!=d)return d;if(!/^[\s\xa0]*$/.test(c))throw Error("Unknown base64 encoding at 
char: "+c);}return b}p();for(var e=0;;){var d=c(-1),m=c(0),h=c(64),k=c(64);if(64===k&&-1===d)break;b(d<<2|m>>4);64!=h&&(b(m<<4&240|h>>2),64!=k&&b(h<<6&192|k))}}.f
unction p(){if(!f){f={};g={};for(var a=0;65>a;a++)f[a]="ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789+/=".charAt(a),g[f[a]]=a,62<=a&&
(g["ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789-_.".charAt(a)]=a)}};function q(){for(var a=window.location.hash.substring(1).split(
","),b=0;b<a.length;b++){var c=l(a[b]),e=window;e.google_image_requests||(e.google_image_requests=[]);var d=e.document.createElement("img");d.src=c;e.google_ima
ge_requests.push(d)}}var r=!1;

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\df571d55676155a81322e6b202720db6[1]
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: gd-jpeg v1.0 (using IJG JPEG v62), quality = 85", progressive, precision 8, 280x157, frames 3

Category: downloaded

Size (bytes): 9277

Entropy (8bit): 7.911630855373311

Encrypted: false

SSDEEP: 192:HD8zZg8SjJspZNHLiYs4UzDc/3JbK/mPXza9/qx2n/:o1QJshHLfrOknW1/

MD5: 7D122710912F099D0ABB0AB8B75D2BB9

SHA1: 0ED1CAEB7C36D8B41C6D6882195D0E47DD009C2B

SHA-256: F486F043C9C0AA0B80AA91E4328887FC2EC5A3F5D1431592997D4057A5ADB9D6

SHA-512: C1D5B077B181A3FBEFBC9787A88B00A91F718DCAD5133AA29ECF2C4B6F8659AD8ECAE226D97DEE4BC3234AA2F8473A66F1ADA5A6F14E3AB2F68694F5D51EE
0E8

Malicious: false

Reputation: low

IE Cache URL: https://corona-virus.se/thumbs/di.se/df571d55676155a81322e6b202720db6

Preview:
......JFIF.............;CREATOR: gd-jpeg v1.0 (using IJG JPEG v62), quality = 85....C..............................................!........."$".$.......C..................................................................
.........."...................................................................................D..gG .oK1t...:8...U.s...>....$.....6x.n.OF]..i$.$.$.$.$..9<.:!5DS..f...k.u...c'.u......:.V.da.8y.jI1.$4ub\...x...H.
H.H.H.H0.....R...%hA"....L.:...L.z.F..D..5...)._........,&..H.H0nb.9..2u.y..=g#.s...L.S.(....../[NZo7h35.-Fg.a.e...y...&Z%.Miau.../Zy5........fF..s.q.-GN~}-.2.L.r.7Y...4a.(-C.%..^.
._...$./u.T.o..l.F.zO.b...C...y......u.AL...*.*....heD...|..4.r.9A.5..i.9$.T..=...Q.....Z.Z.$....2.......\.._.R..]..}..5F^..1..-9.INVY|S'...*z...-...q.<.a...B.....-v...^.X.".Hx.E.Z...K[.y....ng.6p....
]]...n..R..?..X>...%}3-..d.z\.^...B",m=.A.-k#h<\9].Qc.S.g..).!..qj.....tNn...U.r.[.qm1].........e.."..b.....|.c.)^...B.D=V!...7"}\i....$~

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\downsize_200k_v1[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Copyright null 2020 Page 22 of 65



File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 600x314, frames 3

Category: downloaded

Size (bytes): 36721

Entropy (8bit): 7.977383972821759

Encrypted: false

SSDEEP: 768:ji8ukwcRTRtYzvtqYrLYikkQRVEWy+L8cA4zwG++EzHGUse30KGUXmbr0:G8uaRtYzFq4TkkRD+Lcn+w3s20m

MD5: B76964B9E919FB84E893DAC9739D8400

SHA1: 14BEE03E1FF25C4155828439FAFC5B8B6EE431E9

SHA-256: 111615A27FAE46A5E7ED80BEBCED7FC0A03F8DBAB9EB1A6FA39DA9D18588675B

SHA-512: C3759524F7A4016BE15D98AC10ECE6471CE747C98CD86B5A891108C9E4A07F93F5DD4B559A84B50E77C69EEDA08FFE580095D437119FF8B4706BC7BC1E4FA15
2

Malicious: false

Reputation: low

IE Cache URL: https://tpc.googlesyndication.com/simgad/7315676358901377046/downsize_200k_v1?w=600&h=314

Preview:
......JFIF.............C................................... $.' ",#..(7),01444.'9=82<.342...C...........2!.!22222222222222222222222222222222222222222222222222......:.X.."....................
....................K........................!.1A."Qaq..2..#B.....3Rbr..$4C....Sc.%Ds.&5FU.................................../........................!1A.Q."aq........2B..............?..{5.......k.c..U..A....po#.2.j...|M
.,.......7..v......)..HG.sR.s...L..@..;..m.;.b....9..Y............^..9.d..l..k..,..Y4.Y.(i./...KH.XnA..C.[..?.a..-4..m......2@...\kQ...3.4..G...".0.+t...I...F.........".a.s...dc...?.b....V..1......f.a
Akh...d...r..'.....m!A..5.....w.x)C...ta...D...DE.!;v....5N2.......j.b.:.3..n..1.{.."....C...d.54..S...VT.h...H..[......V\.!l.!M.,..K..9....2dK.!..!.4FI0q.X.~...|=O.]....c......r....`.w.f.$.....LUA.MD
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\downsize_200k_v1[1].jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\e73ebd1277dc71e2563ed622a4b5241d[1]
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: gd-jpeg v1.0 (using IJG JPEG v62), quality = 85", progressive, precision 8, 280x187, frames 3

Category: downloaded

Size (bytes): 18029

Entropy (8bit): 7.967506116775674

Encrypted: false

SSDEEP: 384:degc/uRiezMgYt1BPABp5cEdeYfTvCQXw+14Inl/9c+8hpql:degcOieSfABrcuzp14Gl8hpc

MD5: 1EDF8D59CD7E442C086604FFF9A03FAF

SHA1: A861921994FF4A887B66F4FF34D76438B2792745

SHA-256: 9E90AEA1AACF8B574FB3B68275C31423796008400E7EC99AA5099DFD3A775290

SHA-512: 7B0A53A332B3FE02F3197F93EACC032B9581F8D6171F4B97DA6A290AE3DEEC49870CE63CB0E4271206D5F01525554523E38041421D91B4C64600A8919A7BC59D

Malicious: false

Reputation: low

IE Cache URL: https://corona-virus.se/thumbs/dagensvimmerby.se/e73ebd1277dc71e2563ed622a4b5241d

Preview:
......JFIF.............;CREATOR: gd-jpeg v1.0 (using IJG JPEG v62), quality = 85....C..............................................!........."$".$.......C..................................................................
.........."..............................................................................Q7e.j....lM4.B.X....k..wj.y...L.L......!...e. ...N..._CM...\>....L.&z..=....4.f\ZG...oWd8..-..f.).C...l.S.3qX^.zXK........_sE......
..s....7.me.|D..;..3qz.9s6..S.h...JSj..mr.%.q.4&..T...5f.jI...X....../....2x...;1.J.r%.i./.../..W0`.>S.Z.:C....*(.Q.x..jM.].ev....W...Y.#.h.$x$&.3bo)#.....V.....gk_../.]_...p.k..}YW.Q.n(...6
.L@.I..gYh...J.1.f.<..k.s.p.Cg.. ...A...[.0.O5qK......wNt..|.Vg......P.G.wQ.,l#.+@Cc.<...Kv.m.)|.Sn.K.O$(...!..D..w.`k`...\O.*bb...z.|f..9*t.....(.O..........(... ..q..FyM.u&.....E.v^7....U.
.../...c.6....b.x.6...E..].zP....:...#m.W.,.O.N...0...f.;4.(L...t.{nA...^Rs..l....7.zo.z..T.' ...=.m......oF.n.M"t1.UT..uu..89..T.6X!...%mA

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\httpErrorPagesScripts[1]
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode (with BOM) text, with CRLF line terminators

Category: downloaded

Size (bytes): 12105

Entropy (8bit): 5.451485481468043

Encrypted: false

SSDEEP: 192:x20iniOciwd1BtvjrG8tAGGGVWnvyJVUrUiki3ayimi5ezLCvJG1gwm3z:xPini/i+1Btvjy815ZVUwiki3ayimi5f

MD5: 9234071287E637F85D721463C488704C

SHA1: CCA09B1E0FBA38BA29D3972ED8DCECEFDEF8C152

SHA-256: 65CC039890C7CEB927CE40F6F199D74E49B8058C3F8A6E22E8F916AD90EA8649

SHA-512: 87D691987E7A2F69AD8605F35F94241AB7E68AD4F55AD384F1F0D40DC59FFD1432C758123661EE39443D624C881B01DCD228A67AFB8700FE5E66FC794A6C0384

Malicious: false

Reputation: low

IE Cache URL: res://ieframe.dll/httpErrorPagesScripts.js

Preview:
...function isExternalUrlSafeForNavigation(urlStr)..{..var regEx = new RegExp("^(http(s?)|ftp|file)://", "i");..return regEx.exec(urlStr);..}..function clickRefresh()..{..var location 
= window.location.href;..var poundIndex = location.indexOf('#');..if (poundIndex != -1 && poundIndex+1 < location.length && isExternalUrlSafeForNavigation(location.su
bstring(poundIndex+1)))..{..window.location.replace(location.substring(poundIndex+1));..}..}..function navCancelInit()..{..var location = window.location.href;..var pound
Index = location.indexOf('#');..if (poundIndex != -1 && poundIndex+1 < location.length && isExternalUrlSafeForNavigation(location.substring(poundIndex+1)))..{..var 
bElement = document.createElement("A");..bElement.innerText = L_REFRESH_TEXT;..bElement.href = 'javascript:clickRefresh()';..navCancelContainer.appendChild(
bElement);..}..else..{..var textNode = document.createTextNode(L_RELOAD_TEXT);..navCancelContainer.appendChild(textNode);..}..}..function getDisplayValue(elem

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\mqdefault00RW1LRH.jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 320x180, frames 3

Copyright null 2020 Page 23 of 65



Category: downloaded

Size (bytes): 11166

Entropy (8bit): 7.947714570044543

Encrypted: false

SSDEEP: 192:Rb8ODgncACUSDP3CvUsgA5eK7KV3McE9fHbCoU2UunadjmDm3oOmQGtK4:gcACpzy8sOJMcE9ZlUunQjmq/n6

MD5: 8163F872E40892A2C2AF5FBF5E403873

SHA1: 7D89F410EEDDDED3431AD29942DDCD2B24BFE42B

SHA-256: 1405C43873DEC67136ADFD2858FC5D33ED318E7BF3FD31EA1060309E5C8A86E6

SHA-512: 17620789E78A56BD6F798769958D7F567B05AA50114E0DECB4B1B2802D5EA652279F3B183701C1B145B187E668A1FEA0EE4313A8C1253DAE72F4463A0A6405BC

Malicious: false

Reputation: low

IE Cache URL: https://i.ytimg.com/vi/2gg9U_DQv-I/mqdefault.jpg

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\mqdefault00RW1LRH.jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\mqdefaultFZ8N2267.jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 320x180, frames 3

Category: downloaded

Size (bytes): 14187

Entropy (8bit): 7.95738482040319

Encrypted: false

SSDEEP: 384:B4mC1BOsE45ccNiRjth8+A/eE7j8irJx3kOfRvKv:BW10wccNkD82EXPFiOpvKv

MD5: AD42B0CFE804699317AD208307A30596

SHA1: 05576953EAC9DC882F3DB1E13915F549501B39F4

SHA-256: 8353AE724478D2E052C5B470C5FB9ADE133D23B31252F01ECF74ED9EB0EA6C27

SHA-512: DE73C56A777171C20C52F66215BDDCA60FB7D6029BAB6E45A2020CBEB6B178B4F6D9DC96953A57ACC34F60F4B34C402CD915070F97A16165DF4665E9D0560D8
B

Malicious: false

Reputation: low

IE Cache URL: https://i.ytimg.com/vi/erDqjlV_H4c/mqdefault.jpg

Preview:
......JFIF........................................................................................................................................................@.."........................................L......................!...1..AQa.."q...2R..
..#3Br.....Sb........cs%4Ct...$.................................F........................!..1Q..."Aq...25RSar....34..#BT..%.$6Db.................?..t.H.!HJ...$.AGkQ....._N.%}...R$kg.%}...*..Q....4....
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..pB...Zo|..G.Y;.3.G...L..'I...E.>.i.l....Y#._.G.#.h.Zg.o..r%p....)..T.A.=..\.O?V.U.Gj........zA....ec`\.<..#.p.nm......K.w|.,.Z..A)T...<..E..<.))V.....K..JX.r|C....Ih..,C...T.n>...i..m.uV.i
V...../M2.J..K.().RT0.4.?..S8.....J....J..e^V..R....-.S..9@D2...y.'.]....w.-.._..%}...R=.X.v..,...t(.O....[.....w.2..pf~._..h_............

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\mqdefaultX6A9HPGG.jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 320x180, frames 3

Category: downloaded

Size (bytes): 7512

Entropy (8bit): 7.9414128743562316

Encrypted: false

SSDEEP: 192:kW9nGlvAk0jIO6p7FwfHLgSRvm3sheUFjRCpEc:kWZPRjv6p76f8SRvgTUF9Cp7

MD5: EAE6A476BC77D98D7EC62DBB64F8940D

SHA1: 0584E1B04A745356AFAD2B6479F717D8C32EB55A

SHA-256: 0CC4747D8D794446A3BE49ABE5986435065BA7BA77635D6B56277631B1CE4A98

SHA-512: B0182F81F319314B98974F8DDB5D3F6437BCC6BA187321E41C22E51A093EBAB64E09E67B7990CB16E79784C5372AE4C61D896098AC93104CBFC53FCF7DBF801B

Malicious: false

Reputation: low

IE Cache URL: https://i.ytimg.com/vi/VIMfFlb7CJA/mqdefault.jpg

Preview:
......JFIF...................................................+#..(...%5%(-/222."8=70<+12/.........../'"%//////22////////////////////5/////////////////////........@..".......................................A........................
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U.#[..(....&.I.fWIY....O.....[2...;.q\.....B...rE0..q.W;.....L..e.vT....w.0uTG+t.<s.%a.@.J.4l...._.|.h..........L

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\mqdefault[10].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 320x180, frames 3

Category: downloaded

Size (bytes): 4276
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Entropy (8bit): 7.886102803658035

Encrypted: false

SSDEEP: 96:2KdPwSBe7/JUeCeRDeS8oFbhoTHtpbdEsw9J2:Rt+NUPBS8oFb4tbbw9M

MD5: A4231A65662FF11A2CED0DF9245236C4

SHA1: 45F2951FB43D9DDEF0A47F092508C13C79567A12

SHA-256: C7D46A38F8816655863A28D25DA243F2A29C20D767D4DF33DD2A12A266004541

SHA-512: 8D54E524B75641855A359E189A4797350C876D6EF9A47DC7444E0E0CA6F543D0092A9591C2F1DE0DFFCE946A4F923441FB0B23F7365F0E1A7284C49395D25DCC

Malicious: false

Reputation: low

IE Cache URL: https://i.ytimg.com/vi/sub3ZuJwL5E/mqdefault.jpg

Preview:
......JFIF...................................................+#..(...%5%(-/222."8=70<+12/.........../...//////////////////////////////////////////////////........@..".......................................:.......................!1...AQaq."
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.3./q.=...ra.I...-[....U7...Ei.B.I:.].VXr#+.H...&...T.1..)vP..j.L.j..k1.5Y\5V.(..Z..*[....!.%J.5.,.....r!.jC..}+.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\mqdefault[10].jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\mqdefault[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 320x180, frames 3

Category: downloaded

Size (bytes): 11074

Entropy (8bit): 7.95597795229578

Encrypted: false

SSDEEP: 192:jLRXKDLXOQaRynzojT3UrOd26yI2VGuA83rtCwNrVRDwsGKCft0:jFKDLXOQXcjzcOdWI2NnRVR83f+

MD5: ECB11A3BF71B20976A91AC220F45272A

SHA1: 638D3951B8C9AFDE355CD9892FD27B697F1CE06A

SHA-256: F48F0587CDD6607E56E8C519585029C11D60D8C78A6FDB2E93A086FDAA87A501

SHA-512: D0BBA3E4E5D250E2F97AE02BB72DB4B0347BC687011CFFF08BF24A356B6189F0F7CFC02262B7C1B0DEA0E7CE011A5149CA85134251FE3666FB257B35759938B
4

Malicious: false

Reputation: low

IE Cache URL: https://i.ytimg.com/vi/IrKvNzsJOxE/mqdefault.jpg

Preview:
......JFIF........................................................................................................................................................@..".........................................N.........................!.1AQa.."q..2B..#
R..brt.......$.%35...4C...DSTcds..................................0........................!1.A.Qaq"2.......#R.B.............?..k"0.%..<.+E.........C$J...I.D..I.....\. .Z.|...2He....uo..G....Mv..3..;..r.2H.(s..
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\mqdefault[2].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 320x180, frames 3

Category: downloaded

Size (bytes): 8116

Entropy (8bit): 7.949967645705727

Encrypted: false

SSDEEP: 192:ZTRQcbNqfvAJEocORgWR1wHLXE0XrOvmn82siyes:p+Wo3AHdRgWR1wHrdbOvmn87Pes

MD5: D528165A649A5FF0DB1F9FCE33476DDA

SHA1: 8BCDFF69D2D0553E297285BA8C40437B1C4630A8

SHA-256: C7BEF0A60D66049DDAD12E4692AEE27D1A3BDF5244882A566F25FEDF87BC21F6

SHA-512: 30AC8E367373EAE3A0DB86381B7961727B707A0F7DC1DDC83FECA25D33D5E58D272A85788C26D6C20423BFFB22D8E68F32DE12E6F0F8A4A8E87CD42779176184

Malicious: false

Reputation: low

IE Cache URL: https://i.ytimg.com/vi/T8_EQcA2A9I/mqdefault.jpg

Preview:
......JFIF........................................................................................................................................................@.."........................................A.........................!1.A.."Qaq.24....$
...#3BRr..b.....C.s.................................+.......................!12q.."A..Q.a..3B.............?..8.....i..'...>..".r..p.:......eaXV....$9(.90h...#....@......,$c.seztgB.L....s.....0XK._3.>W../H`....[
ao..\_....M{y.]&.....r/.T...U..s.8..Ir.g.c{.....0H.....y...%...>?K.r.......K...lp..-`/.l...n}....&.../.`..J...nk.-......i...^......G...=.[.WO......C..t.T.............c.....N....+....$l.....[...W..h.*.\......d..
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\mqdefault[3].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 320x180, frames 3

Category: downloaded

Size (bytes): 9439

Entropy (8bit): 7.952153543433503

Encrypted: false
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SSDEEP: 192:nH3GS2ZdZV6UXMaG2LMftEJY0ThR5C2YGPx5TN:J22VaGPiy09R4Q1N

MD5: A022FC9A11D915640230F97EA9C16344

SHA1: ECC87218AE0CB4261597F4A4AAB4A27FC7C5F55A

SHA-256: 4CBE5C022259283DF96E4D92AC87714FB9565B1AEB961BB22B25889D476FCE21

SHA-512: 08BB542CFB2760B19D39D537B0A31AFDAB645FD889164F8992DF7D74BC7925FA59AF91DD5060AEB25E41DD4A2D3A8BE9A588CE6174F8AA11B8DF19C83FB3673
3

Malicious: false

Reputation: low

IE Cache URL: https://i.ytimg.com/vi/2otRE7RtHQ4/mqdefault.jpg

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\mqdefault[3].jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\mqdefault[4].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 320x180, frames 3

Category: downloaded

Size (bytes): 11694

Entropy (8bit): 7.957272657598825

Encrypted: false

SSDEEP: 192:u/ZlPmAK7vRZkrTotGdY6/VCRSGypMihHZoNk1zXI1IKitTHW4/2cXJlZkoM5biM:MPmAKlZ/kOcVSk5jJ3N24zn7M5bko

MD5: E7C9FB999531462974547749022490C6

SHA1: D77B21BB14D405A414249FE770112E876A1B285F

SHA-256: E11ADDA759C24F49A75B9494570D65F6007EA75F37EC22067B2CEA614A04E90E

SHA-512: 5FDDCF3353F9B9FE389DFB1CE577FEB2A30D985ECA535993F0501CF314FF764EE5E2A5C49EBF9E667E5DD347593E603A137EDD8ED2BA9746ECB804102FF3A0
14

Malicious: false

Reputation: low

IE Cache URL: https://i.ytimg.com/vi/7UEf1HHd7dI/mqdefault.jpg

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\mqdefault[5].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 320x180, frames 3

Category: downloaded

Size (bytes): 8717

Entropy (8bit): 7.947209629711913

Encrypted: false

SSDEEP: 192:BHx9riTtkHxtW0f8cRPHomEJHvD6Fi6ygz8EBCpKrl4w2OGBAgjuSH:BRwGxtWA82nCv2Fi6ygjrlT2OSju6

MD5: 9C2FA0DCFD7EF50B2B91D018283F50CE

SHA1: AB036BF6A7B408F7C1F53205351DF68CDF97802B

SHA-256: 0A000C92BE02A6C9813E578330BDB49BF2899DCA84788D0342667AE73539A7EB

SHA-512: F6CA0B8A4A7E2A47406B63AF91EBEC2A59F9E777231FB0151EF687460B94110F1D3C41018223499E4271A5C2F8D401E63E76F681FCF3E80926913EE8B4365417

Malicious: false

Reputation: low

IE Cache URL: https://i.ytimg.com/vi/goAr95fgNGg/mqdefault.jpg

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\mqdefault[6].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 320x180, frames 3

Category: downloaded

Size (bytes): 17749

Entropy (8bit): 7.962975428978943

Encrypted: false

SSDEEP: 384:ueYAUMO5Ah8UAmBYFXnsVD9GnDs1VuenLNSqSvTyy/s:upMO548UAkYFa9ADMpnMqwyQs
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MD5: DF1D8A49383FA04E7E37A7429F7FA14F

SHA1: D43C115050333B8D262AB14A38F9F63CA8799455

SHA-256: 8F0D34C7866B716F438B2E54AAC2FF6D41F0784F58FFE38476A6B3A1D07EBD07

SHA-512: 3F781BCB60A6202504E71B70578A7B3AF4A8E287999AF395AE39156877BEF8C23E6E405ED7B6924CB468C2396A64213C74650955D69F9D66DC724840290C208E

Malicious: false

Reputation: low

IE Cache URL: https://i.ytimg.com/vi/vANpMqKoNTk/mqdefault.jpg

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\mqdefault[6].jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\mqdefault[7].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 320x180, frames 3

Category: downloaded

Size (bytes): 19655

Entropy (8bit): 7.975016601268859

Encrypted: false

SSDEEP: 384:WwIUbWn4gEYa45UDRjP4tndD8f8/OADGFGQ4XfItATxTxt:WWJDDRj4vQE2WGFGQ4Qkt

MD5: 79405054A0599116AB2AA4FC68DF0864

SHA1: D70EB3D463E81B90F4861BC4E9C496D6E87BCC2E

SHA-256: 86A87E852AE90ECC2C3EC57A239F5043ECD8E6DFC5E34C018F46F3773E8085B0

SHA-512: 9EFF482F1558B9569701E26B557207F5BAFCA6E5DEF4468CFBA5CDE51CAD79854942EED30597C929328DF5381A705442A8387DA4A963782DBE7213DCB35D4708

Malicious: false

Reputation: low

IE Cache URL: https://i.ytimg.com/vi/6ffZj8r6ApE/mqdefault.jpg

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\mqdefault[8].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 320x180, frames 3

Category: downloaded

Size (bytes): 4483

Entropy (8bit): 7.723396829061112

Encrypted: false

SSDEEP: 96:/q92bbhbztnNUbbbbbQS4PpEyZWjm3XVrNTUoXbgIiTWaoFrZOp/sG3NZHTcE:/qUbbDnCbbbbbz4WyZWjm3lN9brQ/RNh

MD5: 44498421913DD12768417B761819BE42

SHA1: 952B80058710E2EB332ED679DD138FB1DFDE4B3E

SHA-256: 3FC8E88BBFCBBFA416203A1AD2A725A8F707B79D0883D0D13DDC2C724AFCCDB8

SHA-512: 11573DBA5D3CAE1D8E53C12F7F19B64822B0B9E57DE36E8962C640C77CDE9D60B098DB10AF312A054C7BAB69A9CD7C8DDE0E2B52D1161B678176FDAC522A87
7D

Malicious: false

Reputation: low

IE Cache URL: https://i.ytimg.com/vi/CBWBWPZGs9k/mqdefault.jpg

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\mqdefault[9].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 320x180, frames 3

Category: downloaded

Size (bytes): 17488

Entropy (8bit): 7.9680744227475655

Encrypted: false

SSDEEP: 384:iH0/XfSnYy6j91aEYokJcCF0rXrBFkmA9Yn7M2FbwXeU:wsXD3ZYrJcxrXtFjA9Y7GeU

MD5: AA9B15CB6E0F53AE68A05B623A928139

SHA1: 91EECFCFE0FAECD071DA556790559510E5E9DD4D
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SHA-256: 07FD52A85B6CF25F885945E65F4F53691FD17D533E82662C8E84060EC02C818F

SHA-512: F4B52231E43F324A1CFF5A817D1803186DC8F4F387D44224988DFC84D1E5A684899AD8DDAFE1424505753197094696B2A7CEAA9F1DA0E405BEB25C360B7E06B6

Malicious: false

Reputation: low

IE Cache URL: https://i.ytimg.com/vi/UhjLljq_sls/mqdefault.jpg

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\mqdefault[9].jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\osd[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 75108

Entropy (8bit): 5.449523247068311

Encrypted: false

SSDEEP: 1536:cSWmo6Ki9MQv4LRWri5tGa7k/qWKRWA5z2K0VxZbUk96OQWgTmnhwb:Ufera7k/qzgA5KtL2dygKeb

MD5: 2575969E1B512C0714650CBA22F3A24C

SHA1: CFFB3CBB47EDE17FCF6C3AAD59610114B57FE318

SHA-256: 7193A6AE7349709641CDD713DB8351D7361ED1EF6BED9EE8FB7631AB4C06453E

SHA-512: AB2A376804EA0588A429F26B2A9DCF0237C1792C712E734139333C941AA45C0F5876DE9BC50AD07F8058024C6FAD02F0AF0A7A33C3B6667E811F9BB05F097AA4

Malicious: false

Reputation: low

IE Cache URL: https://www.googletagservices.com/activeview/js/current/osd.js?cb=%2Fr20100101

Preview:
(function(window,document){/*.. Copyright The Closure Library Authors.. SPDX-License-Identifier: Apache-2.0.*/.var k;function aa(a){var b=0;return function(){return b<a.l
ength?{done:!1,value:a[b++]}:{done:!0}}}var ba="function"==typeof Object.defineProperties?Object.defineProperty:function(a,b,c){if(a==Array.prototype||a==Object
.prototype)return a;a[b]=c.value;return a};function ca(a){a=["object"==typeof globalThis&&globalThis,a,"object"==typeof window&&window,"object"==typeof self&&se
lf,"object"==typeof global&&global];for(var b=0;b<a.length;++b){var c=a[b];if(c&&c.Math==Math)return c}throw Error("Cannot find global object");}var da=ca(this);function 
ea(a,b){if(b)a:{var c=da;a=a.split(".");for(var d=0;d<a.length-1;d++){var e=a[d];if(!(e in c))break a;c=c[e]}a=a[a.length-1];d=c[a];b=b(d);b!=d&&null!=b&&ba(c,a,{configur
able:!0,writable:!0,value:b})}}function fa(a){var b="undefined"!=typeof Symbol&&Symbol.iterator&&a[Symbol.iterator];return b?b.call(a):{next:aa(a)}}function r(a){if(!(a i

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\osd_listener[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 77026

Entropy (8bit): 5.451091586785628

Encrypted: false

SSDEEP: 1536:YdWjKj6ZXzSL1W+5TwOd1xTCNX5tkfej7Me3HmtSWQ8GXkMl/MMJbsjuuq:byX12NX5tjj4UH8Sx87QE6sM

MD5: E53A5BF9B34B93298B1C21A73269F114

SHA1: ECA28589E57596298B7051FFF84F32A80C46D084

SHA-256: 167E7C3C736FA71524437138F82E22185F38B626B4F8F92291AE20D6FE5F0518

SHA-512: B08C376997A37E55D5B91DB7B8B17BB12042688190D1778F72B12A0A6A0EBEA1A9052B6C7C2882AF01112355FFCD5B9181194BEC46F10C707D275ACA9F22DE09

Malicious: false

Reputation: low

IE Cache URL: https://www.googletagservices.com/activeview/js/current/osd_listener.js?cache=r20110914

Preview:
(function(window,document){/*.. Copyright The Closure Library Authors.. SPDX-License-Identifier: Apache-2.0.*/.var l;function aa(a){var b=0;return function(){return b<a.l
ength?{done:!1,value:a[b++]}:{done:!0}}}var ba="function"==typeof Object.defineProperties?Object.defineProperty:function(a,b,c){if(a==Array.prototype||a==Object
.prototype)return a;a[b]=c.value;return a};function ca(a){a=["object"==typeof globalThis&&globalThis,a,"object"==typeof window&&window,"object"==typeof self&&se
lf,"object"==typeof global&&global];for(var b=0;b<a.length;++b){var c=a[b];if(c&&c.Math==Math)return c}throw Error("Cannot find global object");}var da=ca(this);function 
ea(a,b){if(b)a:{var c=da;a=a.split(".");for(var d=0;d<a.length-1;d++){var e=a[d];if(!(e in c))break a;c=c[e]}a=a[a.length-1];d=c[a];b=b(d);b!=d&&null!=b&&ba(c,a,{configur
able:!0,writable:!0,value:b})}}function fa(a){var b="undefined"!=typeof Symbol&&Symbol.iterator&&a[Symbol.iterator];return b?b.call(a):{next:aa(a)}}function ha(a){if(!(a 

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\pixel[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 1 x 1, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 340

Entropy (8bit): 5.335916817166796

Encrypted: false

SSDEEP: 6:6v/lhPfZMQC19s/6TdKXTECL6yR/iVQv/lhPfZMQC19s/6TdKXTECL6yR/iVB:6v/7CQ2s/6TdKXIMKev/7CQ2s/6TdKXS

MD5: F4CD90073BD7951FDA6290556A302D50

SHA1: 3921ABDAD56DFE9859E3A96694F9D55FBF87B489

SHA-256: 2584CB7CBFC2A125E8690B0442153E184AA75F21536FA403D3E0E31935025F57
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SHA-512: 27088B48CFD27BBD7501C451EDB8D60921A9FF9161244A412317CE9303DA8BFC1D0DB1C89BFE59894015899B7AC57DB2803F40081DBBA4025E52D7DCC350F02D

Malicious: false

Reputation: low

Preview:
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...............bKGD..............pHYs.................tIME......-Q.7n....tEXtComment.Created with The GIMP.d%n....IDAT..c.iy......+........IEND.B`..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\pixel[1].png

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\risktest[1].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, UTF-8 Unicode text, with very long lines, with CRLF line terminators

Category: downloaded

Size (bytes): 17420

Entropy (8bit): 4.735520983914956

Encrypted: false

SSDEEP: 192:/0cyR4MC0zTqAjkiEbUiNiu+QsmtLLqLLBLLNLL4LLaLLbLLCrde8WnjC91/:8FzBAtLLqLLBLLNLL4LLaLLbLLL2L/

MD5: E00CC3810A1763226A11908173876C52

SHA1: BC8FC26A6C78286813DC1BF2F60302B689B3FB6C

SHA-256: 80D323BE43ED74D3769310BD5718B42E2330D4D51D9D259BCE67918C51A00B0C

SHA-512: 7852112C6FC72743A34EBE27FCC7FB13519A95696AB3728F7F31D7CF41E59708E567E9993E167DF7E96F6D78F1A97B0B4678044FD34C8500F78AFB8E793F6A4A

Malicious: false

Reputation: low

IE Cache URL: https://corona-virus.se/risktest

Preview:
<!DOCTYPE html>..<html lang="sv-se">....<head>..  <meta charset="UTF-8">..  <meta name="viewport" content="width=device-width, initial-scale=1.0">..  <meta http-
equiv="X-UA-Compatible" content="ie=edge">....  <script data-ad-client="ca-pub-3076083280861773" async src="https://pagead2.googlesyndication.com/pagead/js/ads
bygoogle.js"></script>....      <title>.r du en riskgrupp f.r corona?</title>..          <meta name="description" content="Med det h.r formul.ret kan du f. en indikation p. om du 
.r en riskgrupp eller ej. Vi .r varken forskare eller epidemiologer. Ist.llet anv.nder vi oss av information fr.n Folkh.lsomyndigheten och SIR.">..      ..  <link href="https://font
s.googleapis.com/css?family=Roboto:300,400,700&display=swap" rel="stylesheet">....      <link rel="icon" href="https://corona-virus.se/assets/favicon.png">..  ..  <link r
el="stylesheet" href="https://corona-virus.se/assets/css/dist/style.css?t1605682953">....      <meta property="og:type" content="article">

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\s[1].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text

Category: downloaded

Size (bytes): 143

Entropy (8bit): 5.079318363208902

Encrypted: false

SSDEEP: 3:PIy9JL/ZSGKHjJMzVJu+1vK3VYrSLIzECAXhxMAFjWAEtv0Gb:TJL/sGeMRJVSOGLIoDXhxVFjWAEd0Gb

MD5: E4E31B474D3E0B577B3C8856E91F8659

SHA1: A81311F7FCFA9B6B23A24D4E5C976D5F75B1B9B7

SHA-256: 18088C10E79C926292732AF98A0CE470E90F3FBCBA4BB4896AB3310C2D94E421

SHA-512: A07961EB39C4CD4E39EE19E2C675E64E5BA5367DAA18E2F76A23772ABD62F46B002E6BE8FB0F35A70616941178FACC8DF579C4A68E5811B74313C12806AAFAE
3

Malicious: false

Reputation: low

IE Cache URL: https://googleads.g.doubleclick.net/pagead/drt/s?v=r20120211

Preview:
<!DOCTYPE HTML PUBLIC>.<html>.  <head>.    <meta http-equiv="refresh" content="0;url=https://www.google.com/pagead/drt/ui" />.  </head>.</html>

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\script[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF, LF line terminators

Category: downloaded

Size (bytes): 189266

Entropy (8bit): 4.77698241910274

Encrypted: false

SSDEEP: 3072:uRKddz/Qx5pHcQQaf3CVzKfl0p2j5zYPcwpD0BtqCYri4Qit7maex7/ExZlo/wQg:ukox5pHcQQaf3CVzKfl0p2j5zYPcwpg6

MD5: 850DEB725A2ABBB446BD64520C3E8F75

SHA1: 3324371FE0AB864D34FDA80CB7694CEFBF0EE1A3

SHA-256: 2A2CBFAFD66FC1737542554A0B74D0D72DE4E0C27AA43D3B62CC59A76CF3642D

SHA-512: 54DBC1BC000C749898A148CA010C1A0B0A5EA213CAF72809CE9AFF3B079DABC638C9A9C1DBCB8C1F944CA943BC3789AB06524EBF4B049F2C52835C3FAC79C
BAD

Malicious: false

Reputation: low

IE Cache URL: https://corona-virus.se/assets/js/dist/script.js?t=1605682914
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Preview:
(function (root, factory) {..  if (typeof define === 'function' && define.amd) {..    // AMD. Register as an anonymous module unless amdModuleId is set..    define('Chartist', [], 
function () {..      return (root['Chartist'] = factory());..    });..  } else if (typeof module === 'object' && module.exports) {..    // Node. Does not work with strict CommonJS, but..    
// only CommonJS-like environments that support module.exports,..    // like Node...    module.exports = factory();..  } else {..    root['Chartist'] = factory();..  }..}(this, function 
() {..../* Chartist.js 0.11.4.. * Copyright . 2019 Gion Kunz.. * Free to use under either the WTFPL license or the MIT license... * https://raw.githubusercontent.com/gionkunz
/chartist-js/master/LICENSE-WTFPL.. * https://raw.githubusercontent.com/gionkunz/chartist-js/master/LICENSE-MIT.. */../**.. * The core module of Chartist that is mainly p
roviding static functions and higher level functions for chart modules... *.. * @module Chartist.Co

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\script[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\script[2].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF, LF line terminators

Category: downloaded

Size (bytes): 189266

Entropy (8bit): 4.77698241910274

Encrypted: false

SSDEEP: 3072:uRKddz/Qx5pHcQQaf3CVzKfl0p2j5zYPcwpD0BtqCYri4Qit7maex7/ExZlo/wQg:ukox5pHcQQaf3CVzKfl0p2j5zYPcwpg6

MD5: 850DEB725A2ABBB446BD64520C3E8F75

SHA1: 3324371FE0AB864D34FDA80CB7694CEFBF0EE1A3

SHA-256: 2A2CBFAFD66FC1737542554A0B74D0D72DE4E0C27AA43D3B62CC59A76CF3642D

SHA-512: 54DBC1BC000C749898A148CA010C1A0B0A5EA213CAF72809CE9AFF3B079DABC638C9A9C1DBCB8C1F944CA943BC3789AB06524EBF4B049F2C52835C3FAC79C
BAD

Malicious: false

Reputation: low

IE Cache URL: https://corona-virus.se/assets/js/dist/script.js?t=1605682943

Preview:
(function (root, factory) {..  if (typeof define === 'function' && define.amd) {..    // AMD. Register as an anonymous module unless amdModuleId is set..    define('Chartist', [], 
function () {..      return (root['Chartist'] = factory());..    });..  } else if (typeof module === 'object' && module.exports) {..    // Node. Does not work with strict CommonJS, but..    
// only CommonJS-like environments that support module.exports,..    // like Node...    module.exports = factory();..  } else {..    root['Chartist'] = factory();..  }..}(this, function 
() {..../* Chartist.js 0.11.4.. * Copyright . 2019 Gion Kunz.. * Free to use under either the WTFPL license or the MIT license... * https://raw.githubusercontent.com/gionkunz
/chartist-js/master/LICENSE-WTFPL.. * https://raw.githubusercontent.com/gionkunz/chartist-js/master/LICENSE-MIT.. */../**.. * The core module of Chartist that is mainly p
roviding static functions and higher level functions for chart modules... *.. * @module Chartist.Co

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\style[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF, LF line terminators

Category: downloaded

Size (bytes): 76569

Entropy (8bit): 4.840956258455461

Encrypted: false

SSDEEP: 768:koUnjNY6Ko506LVmz147PeVKaaOQd1f7ZW2RwC3RVXNm79JBNBEWu2e:Wje6K40r1Sdn1f7ZW2SC3RVXQe

MD5: F42E37248152A3806CA5570E22ECCA4A

SHA1: 04AC63EE5E5F4120CB536082033FC55945D6E9C7

SHA-256: D9DB811677AF4B524ACC8A2C6CF314EE5C3BE17C48DE06C0613D4F50544D9FBC

SHA-512: 400ADAF5520FBA833EF327A7212DA410CA3D655C88AAAD2A78A8FF0B9C0198CC6CA6A10A248005EE48A0FA600FE57554082E251317010F77211A47B90D645549

Malicious: false

Reputation: low

IE Cache URL: https://corona-virus.se/assets/css/dist/style.css?t1605682916

Preview:
@charset "UTF-8";..apotek {.  font-family: roboto;.  padding-top: 1rem;.  padding-bottom: 1rem;.  border-top: 1px solid #ddd;.  border-bottom: 1px solid #ddd;.  background: 
#eee;.  background: #ddd; }.  .apotek h2 {.    font-family: roboto; }.  .apotek ul {.    list-style: none;.    display: inline-grid;.    grid-template-columns: 1fr 1fr;.    grid-gap: 0.5r
em;.    width: 100%; }.    @media screen and (min-width: 700px) {.      .apotek ul {.        grid-template-columns: 1fr 1fr 1fr 1fr; } }.    .apotek ul li {.      display: flex; }.      
.apotek ul li a {.        display: flex;.        justify-content: center;.        padding: 1rem;.        background: #fff;.        width: 100%;.        box-shadow: 0px 1px 4px rgba(0, 0, 0, 
0.16); }.        .apotek ul li a:hover {.          outline: 2px solid #c0afff; }.        .apotek ul li a img {.          width: 75%;.          /*@media screen and (min-width: 700px) {.
.......width: 50%;..          }*/.          max-width: 120px; }.          @media

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\style[2].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF, LF line terminators

Category: downloaded

Size (bytes): 76569

Entropy (8bit): 4.840956258455461

Encrypted: false

SSDEEP: 768:koUnjNY6Ko506LVmz147PeVKaaOQd1f7ZW2RwC3RVXNm79JBNBEWu2e:Wje6K40r1Sdn1f7ZW2SC3RVXQe

MD5: F42E37248152A3806CA5570E22ECCA4A

SHA1: 04AC63EE5E5F4120CB536082033FC55945D6E9C7

SHA-256: D9DB811677AF4B524ACC8A2C6CF314EE5C3BE17C48DE06C0613D4F50544D9FBC

SHA-512: 400ADAF5520FBA833EF327A7212DA410CA3D655C88AAAD2A78A8FF0B9C0198CC6CA6A10A248005EE48A0FA600FE57554082E251317010F77211A47B90D645549

Malicious: false

Reputation: low

IE Cache URL: https://corona-virus.se/assets/css/dist/style.css?t1605682933
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Preview:
@charset "UTF-8";..apotek {.  font-family: roboto;.  padding-top: 1rem;.  padding-bottom: 1rem;.  border-top: 1px solid #ddd;.  border-bottom: 1px solid #ddd;.  background: 
#eee;.  background: #ddd; }.  .apotek h2 {.    font-family: roboto; }.  .apotek ul {.    list-style: none;.    display: inline-grid;.    grid-template-columns: 1fr 1fr;.    grid-gap: 0.5r
em;.    width: 100%; }.    @media screen and (min-width: 700px) {.      .apotek ul {.        grid-template-columns: 1fr 1fr 1fr 1fr; } }.    .apotek ul li {.      display: flex; }.      
.apotek ul li a {.        display: flex;.        justify-content: center;.        padding: 1rem;.        background: #fff;.        width: 100%;.        box-shadow: 0px 1px 4px rgba(0, 0, 0, 
0.16); }.        .apotek ul li a:hover {.          outline: 2px solid #c0afff; }.        .apotek ul li a img {.          width: 75%;.          /*@media screen and (min-width: 700px) {.
.......width: 50%;..          }*/.          max-width: 120px; }.          @media

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\style[2].css

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\style[3].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF, LF line terminators

Category: downloaded

Size (bytes): 76569

Entropy (8bit): 4.840956258455461

Encrypted: false

SSDEEP: 768:koUnjNY6Ko506LVmz147PeVKaaOQd1f7ZW2RwC3RVXNm79JBNBEWu2e:Wje6K40r1Sdn1f7ZW2SC3RVXQe

MD5: F42E37248152A3806CA5570E22ECCA4A

SHA1: 04AC63EE5E5F4120CB536082033FC55945D6E9C7

SHA-256: D9DB811677AF4B524ACC8A2C6CF314EE5C3BE17C48DE06C0613D4F50544D9FBC

SHA-512: 400ADAF5520FBA833EF327A7212DA410CA3D655C88AAAD2A78A8FF0B9C0198CC6CA6A10A248005EE48A0FA600FE57554082E251317010F77211A47B90D645549

Malicious: false

Reputation: low

IE Cache URL: https://corona-virus.se/assets/css/dist/style.css?t1605682943

Preview:
@charset "UTF-8";..apotek {.  font-family: roboto;.  padding-top: 1rem;.  padding-bottom: 1rem;.  border-top: 1px solid #ddd;.  border-bottom: 1px solid #ddd;.  background: 
#eee;.  background: #ddd; }.  .apotek h2 {.    font-family: roboto; }.  .apotek ul {.    list-style: none;.    display: inline-grid;.    grid-template-columns: 1fr 1fr;.    grid-gap: 0.5r
em;.    width: 100%; }.    @media screen and (min-width: 700px) {.      .apotek ul {.        grid-template-columns: 1fr 1fr 1fr 1fr; } }.    .apotek ul li {.      display: flex; }.      
.apotek ul li a {.        display: flex;.        justify-content: center;.        padding: 1rem;.        background: #fff;.        width: 100%;.        box-shadow: 0px 1px 4px rgba(0, 0, 0, 
0.16); }.        .apotek ul li a:hover {.          outline: 2px solid #c0afff; }.        .apotek ul li a img {.          width: 75%;.          /*@media screen and (min-width: 700px) {.
.......width: 50%;..          }*/.          max-width: 120px; }.          @media

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\style[4].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF, LF line terminators

Category: downloaded

Size (bytes): 76569

Entropy (8bit): 4.840956258455461

Encrypted: false

SSDEEP: 768:koUnjNY6Ko506LVmz147PeVKaaOQd1f7ZW2RwC3RVXNm79JBNBEWu2e:Wje6K40r1Sdn1f7ZW2SC3RVXQe

MD5: F42E37248152A3806CA5570E22ECCA4A

SHA1: 04AC63EE5E5F4120CB536082033FC55945D6E9C7

SHA-256: D9DB811677AF4B524ACC8A2C6CF314EE5C3BE17C48DE06C0613D4F50544D9FBC

SHA-512: 400ADAF5520FBA833EF327A7212DA410CA3D655C88AAAD2A78A8FF0B9C0198CC6CA6A10A248005EE48A0FA600FE57554082E251317010F77211A47B90D645549

Malicious: false

Reputation: low

IE Cache URL: https://corona-virus.se/assets/css/dist/style.css?t1605682950

Preview:
@charset "UTF-8";..apotek {.  font-family: roboto;.  padding-top: 1rem;.  padding-bottom: 1rem;.  border-top: 1px solid #ddd;.  border-bottom: 1px solid #ddd;.  background: 
#eee;.  background: #ddd; }.  .apotek h2 {.    font-family: roboto; }.  .apotek ul {.    list-style: none;.    display: inline-grid;.    grid-template-columns: 1fr 1fr;.    grid-gap: 0.5r
em;.    width: 100%; }.    @media screen and (min-width: 700px) {.      .apotek ul {.        grid-template-columns: 1fr 1fr 1fr 1fr; } }.    .apotek ul li {.      display: flex; }.      
.apotek ul li a {.        display: flex;.        justify-content: center;.        padding: 1rem;.        background: #fff;.        width: 100%;.        box-shadow: 0px 1px 4px rgba(0, 0, 0, 
0.16); }.        .apotek ul li a:hover {.          outline: 2px solid #c0afff; }.        .apotek ul li a img {.          width: 75%;.          /*@media screen and (min-width: 700px) {.
.......width: 50%;..          }*/.          max-width: 120px; }.          @media

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\21135895c6bb4838c22dad4bf3531c59[1]
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: gd-jpeg v1.0 (using IJG JPEG v62), quality = 85", progressive, precision 8, 280x146, frames 3

Category: downloaded

Size (bytes): 14817

Entropy (8bit): 7.961846778265462

Encrypted: false

SSDEEP: 192:P6+Kyr8b/Ig2baesRT1KqW1/qrfHTBQiSFu5lRBCeTddJndp+HdlCLrZHLODMfPz:6Zb/tlJ/bHTBQi2KDTdnD+HT0rlfmtVu

MD5: E3CCE156A55007808806A6D29A757FA1

SHA1: 2D335287F4571B702E0F5B5D6086B9FBFAB5D8F0

SHA-256: 44F3C48C413871DEE9D2A012509BC3039348C9EBD100F407590FA76A85887CB1

SHA-512: AF62AF7ED1A074885BF24C3EC1B86C50F273F1450C8C949058B5A5366750D6A163345CCC55C2A136C7FA4336E6D7363E63D20EB9D6510573BCFB900ADEBE63C4

Malicious: false

Reputation: low

IE Cache URL: https://corona-virus.se/thumbs/aftonbladet.se/21135895c6bb4838c22dad4bf3531c59
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Preview:
......JFIF.............;CREATOR: gd-jpeg v1.0 (using IJG JPEG v62), quality = 85....C..............................................!........."$".$.......C..................................................................
.........."..................................................................................Vf.M*h.qi=.>....4:vPs...RO.Y...x..*...9&...m.gY"..I.!.......u3md....G.....e-R.f..%..D..^..(.8......._..RI.Z......6.3...g._.n..^
..x.8.o...3xj#....D..Gv...2%......-T..xhZ.D..{jw.......PY.:)..U.7.....uN.H.. .....*kP.y6..Mq.C.R.D..}(.^..}...1.}.k...."x........Q.nZ...Q...x..ew.........9.S.......j.......cmB.KH.jeFYP...1..
;.mXc..'.....env.x.j.......N...t.wF....6..T..u.s....Lz...Ov.fxwt.j.sEu...Z$|.W.@w*\:.C'.1G..t..^4>.Rik..juf....g........:Y......X.\.......v9.=3....RDU.).......F.K.1|.n.&....w..1..o.t.......*.+....eZ..
e...\2=..#...2J...FA{:.2m$f|..})w......]L..............9..C'[.. [.....k..I.r...G'.....=......D.....7.r.....4T..9....6@.U........'

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\21135895c6bb4838c22dad4bf3531c59[1]

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\2a21bf29c7efd15e07917370f7ae8c39[1]
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: gd-jpeg v1.0 (using IJG JPEG v62), quality = 85", progressive, precision 8, 280x157, frames 3

Category: downloaded

Size (bytes): 13807

Entropy (8bit): 7.94676085671832

Encrypted: false

SSDEEP: 384:wMdnjaJlBdtr4tlyDwCB4toAoSiLF8AlWzUQgEhJ:hVeJpSly09oNmvgEhJ

MD5: 53BF0FAC9591BAE449D727C90857D851

SHA1: 03C877BB0F7711EEC40E830FC5B9C4315179F664

SHA-256: 96EA53AA49CFC2BC0A4081E91729902BE9A12C2DBE7560594F8859A37DD688BD

SHA-512: 6FC03331F56641CEBAAFC3C928AC0D7BDEED6965F155C781E3976735E2EFD90BF7BE1DF1C5E8370F58792A9D83534A79C67247AA4C5D764D7E76ECFB46BEBE
DF

Malicious: false

Reputation: low

IE Cache URL: https://corona-virus.se/thumbs/di.se/2a21bf29c7efd15e07917370f7ae8c39

Preview:
......JFIF.............;CREATOR: gd-jpeg v1.0 (using IJG JPEG v62), quality = 85....C..............................................!........."$".$.......C..................................................................
.........."................................................................................Ti..>...U5...}..6..r...V]..>H[%F..A.o6...*..2+Z...:....G...e.xP..y...q.. .~.a]s...P<...xo;...X...cM`.6.GB)..q.....t.......^&.+M.0
..u:..I..Y....Y)/....5]d...L........_,4..i`Z.H.L.&...:....@W..%.g..........w#.c.$..".P#".vN.{....Tt....Z.7....@m...).z?8y.g.....\..R7O...ko..2w......Y...06....e.vN......J......_D.... ..o....U.h#.A....
..>..=$b.........&.... ./.......)..z...^:.k..>.......@.{..v.k...D.............s..N......[..=..9R..*.1.%.U._..s.U..9.@,T.)Fz6wW.gmg...njs.]...Fi.I.1.K..joi....)S6I{$./{...D;.....P..Y.zf,.-....[e}...F.~
..Z...6i..t.=-|........:..)...b.........@w.p............9...2.J.cy.b.Y.DDe...9..~H.%...h........^G.z.I|.F.z@d..].@.....

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\452ace6eaf7ec768a9abc006bae51c31[1]
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: gd-jpeg v1.0 (using IJG JPEG v62), quality = 85", progressive, precision 8, 280x157, frames 3

Category: downloaded

Size (bytes): 13127

Entropy (8bit): 7.954624569588739

Encrypted: false

SSDEEP: 384:KZ6yBTp/VzdB494GdgVd0gGTZ3H4XdCoxBD:LyxNVzd1Gd8nE34XIoxF

MD5: 10FD4243D7AE41AE8D9730691DBC8E0B

SHA1: E73457DC2C4EE007E9297D8B4CF718E9EBEA27B3

SHA-256: 8C7C47E3CB74D8965F0536B28B1117D5B0BDFBA5503AA9C5EE84B15171B97433

SHA-512: EF6B7FA9D70CF4799E7D2A36EE627118C82F0016B2140F65A377E1EE7E39995A60F12DFBCC46189B049B1ADBAF6373900502D815712A6473ABD7D3A9484E38EF

Malicious: false

Reputation: low

IE Cache URL: https://corona-virus.se/thumbs/expressen.se/452ace6eaf7ec768a9abc006bae51c31

Preview:
......JFIF.............;CREATOR: gd-jpeg v1.0 (using IJG JPEG v62), quality = 85....C..............................................!........."$".$.......C..................................................................
.........."................................................................................2.F.M...{._...I..M.....D/tFD.gC.k3.=.Zi...Rai..B).)....YVJ...B..Y.R.W[s.=%.$..2.a.j%.Vy..Y..W...[q#......|..Q.1.'. B..P
.|>..^.3.]s....YK.}.......N...CSI0.II.P..I..c........W..mYW....q\.3...q...6....f..+.]d.$..-$...,.K..PZ.t..{...#..R|..u....6cV.H...5|...0T....?B-].V}NW2#8./..G.V.xL2N.X..).)r...I)<.5J1.>.;.W..
[".o....?..JL......<.&..E;M.,kZK?.......SU...<...U..7+2..C.[......."^......'...c..l.,.w.o...3/.E...[.*..l.iw.a4+..X..C.F.../] 6s7Jj.J.....Nz..5...g...p..<@.-..r...`.....5'|..7.y~.V.....5.?f.+...P.. .
Z...S)^Y..9..5v..\......,...7........:..e..r.=..B.$.~.?>5-.&......Z..-|...x....r.-+....C.IFW.6!....[._w..*.F...e...>......O6........q.D..2.....B.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\5ec0204cd161f39932d1e17f11412609[1]
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 280 x 146, 8-bit/color RGBA, interlaced

Category: downloaded

Size (bytes): 40515

Entropy (8bit): 7.9857971168922175

Encrypted: false

SSDEEP: 768:cPNRdSOJ8l0+YUV2KawYxZXzOjU1pt/gAzzzzJdPJlGRv64E:cPNLS4y0+d4xxtaKtYAzzTB

MD5: 164CD497F4A0E92556F2D04CB8824849

SHA1: 2BB0564AD5BAD893C30B0DD7F5C57BE42ACA5DB8

SHA-256: E66C8099922CAE23648171CA1CE8EA79670C655ADBB13CACBA23570AB9328EE2

SHA-512: 427253947EEF35BBDEA6026BA8CAA3F44436733E073FD6BAD5569E32ABA4A6E59BEF9EAC99E5DF2E6F59B329F04FC88A34BC22E6FFC49D5CFED291F9F74C3B
E3

Malicious: false

Reputation: low

IE Cache URL: https://corona-virus.se/thumbs/mis.se/5ec0204cd161f39932d1e17f11412609
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Preview:
.PNG........IHDR................... .IDATx..y|TE........$.}.............aFG.....Y.;z.uf..s.. .;...(n.........HX......S...BF...[.W...s....y.*Q.L.E.....@..&` .F.oC{.-.}.....a9.a?q"..C..o...K.q.......3..
."..lEa.PyIje.`9...,.aGz...L.p...gr.1..v0;.`i.3..._.../..`X.&,L..2m......t...t...m.....O....0{.1n........v... +.6r......vZ...)...w..L.I.W....+JK((+...)..i..Ft.....|x.0...X>.......NB....-_M)tJn...),'_.
..L.e.......e..#%. 9..u...-.......O..3.U1.v0?X..%w.......5L.g8.d........0.........o......0....N `..]...B0,5.C..]...\..z..s..........6O..n1..<4:........b....p._.w..).....GaZ<.O.`bQ....4..Y.\..:.....Y..
,.5$j...o......G......e..!<..0.....~`..S-..mr..,.m..eA.d$.....9a...pVDY..........6a...... .l2A..(..0.....JAY...L,....W7..Y[j..Y......d:.b..4.p...l.;....C2..{..,.7V.,.M....?.....m....V._O-r9.@./...tf.2.....
{.[...8.N)./.....=k5.:.+...}....m.O0*-.5..jdJ......[.TM..h...'G.....p.BP..&03.;k......vNo........x...9r.....:i.ew..."...9.;.D.U....KI.L.8<

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\5ec0204cd161f39932d1e17f11412609[1]

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\8220dddd48b6b122e46065355716b997[1]
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: gd-jpeg v1.0 (using IJG JPEG v62), quality = 85", progressive, precision 8, 280x157, frames 3

Category: downloaded

Size (bytes): 14041

Entropy (8bit): 7.9566914933731665

Encrypted: false

SSDEEP: 384:mIntXj8ffwYgEbAzpTOdgB4GTDBe5L4vC:mIiXwbrjzTAwC

MD5: 8B2D432567E53AB247F0C88DD6B4DF03

SHA1: E5FD7ECB30B479828DB36D7B059DFDCC26EBAA55

SHA-256: 6A8E2F7F18CFBD7B670EABEE600BA54A7586BC21A61772AF237E691D94AD465F

SHA-512: 044EAE53820D6CE3E94538E96E16D28EDB39846394DBDEC30C0A20E4DEC077ECFC56567B615A83170FACAA9F09867C6BE72AFF24867E9D8E966EFB421F83063
8

Malicious: false

Reputation: low

IE Cache URL: https://corona-virus.se/thumbs/expressen.se/8220dddd48b6b122e46065355716b997

Preview:
......JFIF.............;CREATOR: gd-jpeg v1.0 (using IJG JPEG v62), quality = 85....C..............................................!........."$".$.......C..................................................................
.........."...............................................................................ybd,.V....... l..Bn.9^/.Q...<W.8.F..&..9.7K.P#.D3.d:..P$y`.E........5.....2.%..3.`0.n...p......".G/...c.r..=.l...7...fi........3kV
u>.%.ci....*.[,..<.|...:Ng;.zC....K.u.2....O...8|....t..$...U5o..'.|..J......i.x...._y*h..9...tz..;.......!.......u:M...Fp,t.._6.o...v.Z.v.....d....@...#<..Z.!....._?l.=.... .((..._u....JN`.A.K..>...7
..M./*..U.7:.K.......Z..bO5{6.sa\.`..d......9....<Cy..;..\..#C...1.f..d..2I. R..-..75..6...n_j...C..%...9...eU_7.....F..W.+l....<jZ..p.G.%...L:9N..P"Uk"....L....t[>5..i..i...Og..iL..U..T..(.
.t%.~>..kb.,[v...um...n.P.:y.p...qv.a..tZ....r.J.}.3+S.SQ..A.q.:r.<AB....@?*....&>-.tL.P...Y.[i{j...e...y.........\........!

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\Chart.min[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 172812

Entropy (8bit): 5.350101737302926

Encrypted: false

SSDEEP: 1536:/VbALpXJogqXvYOYrA7Xnu0Zz7uo4kZ1464Yaeh4SqjT9a5oFLxtvERsCc3PI6Vj:dEtowSXmeh4l7ldBEnrg+jgZ

MD5: B5C2301EB15826BF38C9BDCAA3BBE786

SHA1: 2A9DBC047084B139FD7BEE26C1C14B8D1ABC8952

SHA-256: 478A6A70E615F25B7BB27C4C40EFC749B5421513CC76B84014C1FEBEBF608982

SHA-512: B3EC60DFA8DB22E8C1D92D9529FA469A50B74F95764C5DE5638F035FBBB6AFD5F31B380FB1AEB04E939003B27D89F7EF75E04DD2AF6D2B3471571C3526F8993
E

Malicious: false

Reputation: low

IE Cache URL: https://cdnjs.cloudflare.com/ajax/libs/Chart.js/2.9.3/Chart.min.js

Preview:
/*!. * Chart.js v2.9.3. * https://www.chartjs.org. * (c) 2019 Chart.js Contributors. * Released under the MIT License. */.!function(t,e){"object"==typeof exports&&"undefi
ned"!=typeof module?module.exports=e(function(){try{return require("moment")}catch(t){}}()):"function"==typeof define&&define.amd?define(["require"],(function(t){return e
(function(){try{return t("moment")}catch(t){}}())})):(t=t||self).Chart=e(t.moment)}(this,(function(t){"use strict";t=t&&t.hasOwnProperty("default")?t.default:t;var e={aliceblue:[24
0,248,255],antiquewhite:[250,235,215],aqua:[0,255,255],aquamarine:[127,255,212],azure:[240,255,255],beige:[245,245,220],bisque:[255,228,196],black:[0,0,0],blanc
hedalmond:[255,235,205],blue:[0,0,255],blueviolet:[138,43,226],brown:[165,42,42],burlywood:[222,184,135],cadetblue:[95,158,160],chartreuse:[127,255,0],chocolate:
[210,105,30],coral:[255,127,80],cornflowerblue:[100,149,237],cornsilk:[255,248,220],crimson:[220,20,60],cyan:[0,255,255],darkblue:[0,0,139],darkcyan:[0,139,139

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\KFOlCnqEu92Fr1MmEU9fBBc-[1].woff
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 20464, version 1.1

Category: downloaded

Size (bytes): 20464

Entropy (8bit): 7.969622511404751

Encrypted: false

SSDEEP: 384:edA/1eSg82dg1kGeF2BFDEE+/adkuouo34TjkWqTExYOYg/c1iuHotcO:ey/1eSnLkGeWFQECadcLIc/TEfYr1RO

MD5: 87284894879F5B1C229CB49C8FF6DECC

SHA1: FB1BD3BAF122D5D350EB387F0536C20DA71F09DF

SHA-256: BA98F991D002C6BFAAF7B874652FFDCDE9261A86925DB87DF3ED2861EA080ADF

SHA-512: 663BA95BBBC6F7E65D7B1293E4A044C9111438A03B16664FC38A2B2F2C1A4CE96991C847B36691388AB322525A83DB2724CB4D1B9BF0440727F0B5CA7073AB8C

Malicious: false

Reputation: low

IE Cache URL: https://fonts.gstatic.com/s/roboto/v20/KFOlCnqEu92Fr1MmEU9fBBc-.woff
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Preview:
wOFF......O........D........................GDEF.......G...d....GPOS.............~..GSUB.......'......r.OS/2.......Q...`t...cmap...\..........W.cvt ...T...\...\1..Kfpgm.......2......$.gasp................glyf..
....;...l..(.4hdmx..H....l....."..head..I<...6...6...rhhea..It.......$....hmtx..I....x.....gO.loca..L........._.C|maxp..M.... ... .(..name..N...........:.post..N........ .m.dprep..O........S...)x...1.
.P......PB..U.=l.@..B)..w.......Y.e.u.m.C.s...x.h.~R....R...A.J.x....dK...{....?..F?.|.~.m...ms.{.Z..;......U.]7s......\.=D.=.7...>....x...D..O|.U:...|o..3.x.j.r"B.............../.)x$.'"j...
..1LGmaGxQxG....~.:'.A..hd.z,.k..KO.....^.}H|#z_.O......R..A...9..A..!.(./..."..:.Iq1.r..s..r.7r.7s..q.wr....nz..]...2..d4c..c....d....T.1...d....\....,c9k.g..Yv.#O."%...... ...t"uM..%......
.j.#^.....}\c.q.i...<jy.D...C.01.2.r.....V..z.W.7b..L.S.41]..kUs.X/6..b.........(..(...K..{.^..'........`#./..B......N+p.m`...].lQ....Drg.M..Kx.^.S.*..........h ..$.k.'Hy.I.ze..4z.-T.....

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\KFOlCnqEu92Fr1MmEU9fBBc-[1].woff

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\NewErrorPageTemplate[1]
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode (with BOM) text, with CRLF line terminators

Category: downloaded

Size (bytes): 1612

Entropy (8bit): 4.869554560514657

Encrypted: false

SSDEEP: 24:5Y0bQ573pHpACtUZtJD0lFBopZleqw87xTe4D8FaFJ/Doz9AtjJgbCzg:5m73jcJqQep89TEw7Uxkk

MD5: DFEABDE84792228093A5A270352395B6

SHA1: E41258C9576721025926326F76063C2305586F76

SHA-256: 77B138AB5D0A90FF04648C26ADDD5E414CC178165E3B54A4CB3739DA0F58E075

SHA-512: E256F603E67335151BB709294749794E2E3085F4063C623461A0B3DECBCCA8E620807B707EC9BCBE36DCD7D639C55753DA0495BE85B4AE5FB6BFC52AB4B284F
D

Malicious: false

Reputation: low

IE Cache URL: res://ieframe.dll/NewErrorPageTemplate.css

Preview:
.body..{..    background-repeat: repeat-x;..    background-color: white;..    font-family: "Segoe UI", "verdana", "arial";..    margin: 0em;..    color: #1f1f1f;..}.....mainContent..{..    
margin-top:80px;..    width: 700px;..    margin-left: 120px;..    margin-right: 120px;..}.....title..{..    color: #54b0f7;..    font-size: 36px;..    font-weight: 300;..    line-height: 
40px;..    margin-bottom: 24px;..    font-family: "Segoe UI", "verdana";..    position: relative;..}.....errorExplanation..{..    color: #000000;..    font-size: 12pt;..    font-family: 
"Segoe UI", "verdana", "arial";..    text-decoration: none;..}.....taskSection..{..    margin-top: 20px;..    margin-bottom: 28px;..    position: relative; ..}.....tasks..{..    color: #00
0000;..    font-family: "Segoe UI", "verdana";..    font-weight:200;..    font-size: 12pt;..}....li..{..    margin-top: 8px;..}.....diagnoseButton..{..    outline: none;..    font-size: 9pt;
..}.....launchInternetOptionsButton..{..    outline: none;

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\activeview[1].gif
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: GIF image data, version 89a, 1 x 1

Category: dropped

Size (bytes): 84

Entropy (8bit): 2.9881439641616536

Encrypted: false

SSDEEP: 3:CUXPQE/xlEqjdfXPQE/xlEy:1QEoqh3QEoy

MD5: 6A3F2D147842187CD48B1546EDDD5BA0

SHA1: AB278C31189DF2939428CF81A3850A2C6DBF5E2E

SHA-256: D4990F907BCA02F02B3D41216EEA5461609D4BCBA07A3CBEE0D7CF28A6D0D864

SHA-512: 998F55BF5C3D4A71CB3C23782B788F71E7625DF83A37FE8A18F915AAA3BDE5420183A3C709816664E262069EE2FE245CA44799E3476B6DE507B5D68FC86F8960

Malicious: false

Reputation: low

Preview:
GIF89a.............!.......,...........D.;GIF89a.............!.......,...........D.;

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\ads[1].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with no line terminators

Category: downloaded

Size (bytes): 54

Entropy (8bit): 3.846525004558637

Encrypted: false

SSDEEP: 3:qTkIDZxQXbZ6iF4:qTjxO965

MD5: F315F5F2C187A05AF1ACE62D5F6AA477

SHA1: 47D77A2A1665CB6202028ECD89B50920287D9148

SHA-256: 166A4EC3CB90D525F7F744C7616C01B36BEBD6DCECD486C8F5BE14CCC0A7B3DA

SHA-512: 6A12034C64743BF5C625EE993A758561284DE5950504D61ABBD5273500DB08EFD1B2B82D71F7B378EBD4C1B3C9C22BAE645564357B96BBF4F69DE03B6214865B

Malicious: false

Reputation: low
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IE Cache URL: https://googleads.g.doubleclick.net/pagead/ads?guci=1.2.0.0.2.2.0.0&client=ca-pub-
3076083280861773&output=html&adk=1812271804&adf=3025194257&lmt=1605682914&plat=1%3A32776%2C2%3A32776%2C9%3A32776%2C10%3A32%2C11%3A32
%2C16%3A8388608%2C17%3A32%2C24%3A32%2C25%3A32%2C30%3A1081344%2C32%3A32%2C40%3A32&format=0x0&url=https%3A%2F%2Fcorona-
virus.se%2F&ea=0&flash=29.0.0&pra=5&wgl=1&tt_state=W3siaXNzdWVyT3JpZ2luIjoiaHR0cHM6Ly9hZHNlcnZpY2UuZ29vZ2xlLmNvbSIsInN0YXRlIjowfSx7Imlzc3Vlck9y
aWdpbiI6Imh0dHBzOi8vYXR0ZXN0YXRpb24uYW5kcm9pZC5jb20iLCJzdGF0ZSI6MH1d&dt=1605682914581&bpp=25&bdt=186&idt=72&shv=r20201112&cbv=r20190131
&ptt=9&saldr=aa&abxe=1&cookie=ID%3D4f8b7da57af41cf3-
227fb07439b90080%3AT%3D1605682895%3ART%3D1605682895%3AS%3DALNI_MZ1U5C85txhLjFZEpPzhVr7zjzszQ&nras=1&correlator=7523558831924&frm=20&pv
=2&ga_vid=1300497151.1605682894&ga_sid=1605682915&ga_hid=1351890945&ga_fc=1&icsg=10892&dssz=11&mdo=0&mso=0&u_tz=60&u_his=1&u_java=1&u_h=10
24&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_nplug=1&u_nmime=2&adx=-12245933&ady=-
12245933&biw=1263&bih=906&scr_x=0&scr_y=0&oid=3&pvsid=1062618127745445&pem=364&rx=0&eae=2&fc=1920&docm=11&brdim=0%2C78%2C-8%2C-
8%2C1280%2C%2C1296%2C1000%2C1280%2C906&vis=1&rsz=%7C%7Cs%7C&abl=NS&fu=8192&bc=1&ifi=0&uci=a!0&dtd=302

Preview:
<!doctype html><html><head></head><body></body></html>

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\ads[1].htm

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\ads[2].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with no line terminators

Category: downloaded

Size (bytes): 54

Entropy (8bit): 3.846525004558637

Encrypted: false

SSDEEP: 3:qTkIDZxQXbZ6iF4:qTjxO965

MD5: F315F5F2C187A05AF1ACE62D5F6AA477

SHA1: 47D77A2A1665CB6202028ECD89B50920287D9148

SHA-256: 166A4EC3CB90D525F7F744C7616C01B36BEBD6DCECD486C8F5BE14CCC0A7B3DA

SHA-512: 6A12034C64743BF5C625EE993A758561284DE5950504D61ABBD5273500DB08EFD1B2B82D71F7B378EBD4C1B3C9C22BAE645564357B96BBF4F69DE03B6214865B

Malicious: false

Reputation: low

IE Cache URL: https://googleads.g.doubleclick.net/pagead/ads?guci=1.2.0.0.2.2.0.0&client=ca-pub-
3076083280861773&output=html&adk=1812271804&adf=3025194257&lmt=1605682921&plat=1%3A32776%2C2%3A32776%2C9%3A32776%2C10%3A32%2C11%3A32
%2C16%3A8388608%2C17%3A32%2C24%3A32%2C25%3A32%2C30%3A1081344%2C32%3A32%2C40%3A32&format=0x0&url=https%3A%2F%2Fcorona-
virus.se%2Fvideo&ea=0&flash=29.0.0&pra=5&wgl=1&tt_state=W3siaXNzdWVyT3JpZ2luIjoiaHR0cHM6Ly9hZHNlcnZpY2UuZ29vZ2xlLmNvbSIsInN0YXRlIjowfSx7Imlzc3V
lck9yaWdpbiI6Imh0dHBzOi8vYXR0ZXN0YXRpb24uYW5kcm9pZC5jb20iLCJzdGF0ZSI6MH1d&dt=1605682921754&bpp=39&bdt=524&idt=101&shv=r20201112&cbv=r20
190131&ptt=9&saldr=aa&abxe=1&cookie=ID%3D4f8b7da57af41cf3-
227fb07439b90080%3AT%3D1605682895%3ART%3D1605682895%3AS%3DALNI_MZ1U5C85txhLjFZEpPzhVr7zjzszQ&nras=1&correlator=3821001370092&frm=20&pv
=2&ga_vid=1300497151.1605682894&ga_sid=1605682922&ga_hid=1761994097&ga_fc=1&icsg=2728&dssz=9&mdo=0&mso=0&u_tz=60&u_his=3&u_java=1&u_h=1024
&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_nplug=1&u_nmime=2&adx=-12245933&ady=-
12245933&biw=1263&bih=906&scr_x=0&scr_y=0&oid=3&pvsid=1483860176786084&pem=364&rx=0&eae=2&fc=1920&docm=11&brdim=0%2C78%2C-8%2C-
8%2C1280%2C%2C1296%2C1000%2C1280%2C906&vis=1&rsz=%7C%7Cs%7C&abl=NS&fu=8192&bc=1&ifi=0&uci=a!0&dtd=250

Preview:
<!doctype html><html><head></head><body></body></html>

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\ads[3].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with no line terminators

Category: downloaded

Size (bytes): 54

Entropy (8bit): 3.846525004558637

Encrypted: false

SSDEEP: 3:qTkIDZxQXbZ6iF4:qTjxO965

MD5: F315F5F2C187A05AF1ACE62D5F6AA477

SHA1: 47D77A2A1665CB6202028ECD89B50920287D9148

SHA-256: 166A4EC3CB90D525F7F744C7616C01B36BEBD6DCECD486C8F5BE14CCC0A7B3DA

SHA-512: 6A12034C64743BF5C625EE993A758561284DE5950504D61ABBD5273500DB08EFD1B2B82D71F7B378EBD4C1B3C9C22BAE645564357B96BBF4F69DE03B6214865B

Malicious: false

Reputation: low

IE Cache URL: https://googleads.g.doubleclick.net/pagead/ads?guci=1.2.0.0.2.2.0.0&client=ca-pub-
3076083280861773&output=html&adk=1812271804&adf=3025194257&lmt=1605682927&plat=1%3A32776%2C2%3A32776%2C9%3A32776%2C10%3A32%2C11%3A32
%2C16%3A8388608%2C17%3A32%2C24%3A32%2C25%3A32%2C30%3A1081344%2C32%3A32%2C40%3A32&format=0x0&url=https%3A%2F%2Fcorona-
virus.se%2Fregioner&ea=0&flash=29.0.0&pra=5&wgl=1&tt_state=W3siaXNzdWVyT3JpZ2luIjoiaHR0cHM6Ly9hZHNlcnZpY2UuZ29vZ2xlLmNvbSIsInN0YXRlIjowfSx7Imlzc
3Vlck9yaWdpbiI6Imh0dHBzOi8vYXR0ZXN0YXRpb24uYW5kcm9pZC5jb20iLCJzdGF0ZSI6MH1d&dt=1605682923858&bpp=64&bdt=499&idt=546&shv=r20201112&cbv=r
20190131&ptt=9&saldr=aa&abxe=1&cookie=ID%3D4f8b7da57af41cf3-
227fb07439b90080%3AT%3D1605682895%3ART%3D1605682895%3AS%3DALNI_MZ1U5C85txhLjFZEpPzhVr7zjzszQ&nras=1&correlator=5930153961952&frm=20&pv
=2&ga_vid=1300497151.1605682894&ga_sid=1605682928&ga_hid=757871125&ga_fc=1&icsg=10924&dssz=10&mdo=0&mso=0&u_tz=60&u_his=4&u_java=1&u_h=102
4&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_nplug=1&u_nmime=2&adx=-12245933&ady=-
12245933&biw=1263&bih=906&scr_x=0&scr_y=0&oid=3&pvsid=21088231238505&pem=364&rx=0&eae=2&fc=1920&docm=11&brdim=0%2C78%2C-8%2C-
8%2C1280%2C%2C1296%2C1000%2C1280%2C906&vis=1&rsz=%7C%7Cs%7C&abl=NS&fu=8192&bc=1&ifi=0&uci=a!0&dtd=3775

Preview:
<!doctype html><html><head></head><body></body></html>

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\ads[4].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, UTF-8 Unicode text, with very long lines, with no line terminators

Category: downloaded
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Size (bytes): 74393

Entropy (8bit): 6.1199791216314985

Encrypted: false

SSDEEP: 768:Ded2xy4ROpggKipzKG2NeiQa5U8bWE4EKE1EXEHEbEhEEEqEWWlpO3EcAxpQfch4:4pxldwDEXy0RIrO4V/M1xPt2V

MD5: D5C929CF3BFB3E78CFB678F6DDB23C5E

SHA1: 9A54C7D5A0A8EDD96100193FF0C80A216A5CDD70

SHA-256: 9853AD42AB7C0AC15D7A23A842FE8369E8B3539E6E648FECF31D10C56B8910CB

SHA-512: 74F59A3178E156FC1D459BD2AB5F1B21F5CED411337ABE69A68646E05F460B36115B9EB257155DE76CC401F7955B2D183B21A84FD3D0F7CF0C09D377F67737AE

Malicious: false

Reputation: low

IE Cache URL: https://googleads.g.doubleclick.net/pagead/ads?guci=1.2.0.0.2.2.0.0&client=ca-pub-
3076083280861773&output=html&h=280&slotname=9502810769&adk=4272567068&adf=4283947098&pi=t.ma~as.9502810769&w=1200&fwrn=4&fwrnh=100&lmt=16056
82933&rafmt=1&psa=1&format=1200x280&url=https%3A%2F%2Fcorona-virus.se%2Ffragor-
svar&flash=29.0.0&fwr=0&fwrattr=true&rpe=1&resp_fmts=3&wgl=1&adsid=ChEIgIbO_QUQ_KfXnrjew6LSARIvAHd_FkWzHoU1Ch5BoEQ7yTfBOp9xkvXmGXEBW3QZH1
gD_sFgzRRrX8iF1AFNzW8&tt_state=W3siaXNzdWVyT3JpZ2luIjoiaHR0cHM6Ly9hZHNlcnZpY2UuZ29vZ2xlLmNvbSIsInN0YXRlIjowfSx7Imlzc3Vlck9yaWdpbiI6Imh0dHBz
Oi8vYXR0ZXN0YXRpb24uYW5kcm9pZC5jb20iLCJzdGF0ZSI6MH1d&dt=1605682933111&bpp=51&bdt=565&idt=318&shv=r20201112&cbv=r20190131&ptt=9&saldr=aa&
abxe=1&cookie=ID%3D4f8b7da57af41cf3-
227fb07439b90080%3AT%3D1605682895%3ART%3D1605682895%3AS%3DALNI_MZ1U5C85txhLjFZEpPzhVr7zjzszQ&prev_fmts=0x0&nras=1&correlator=7926439823
193&frm=20&pv=1&ga_vid=1300497151.1605682894&ga_sid=1605682933&ga_hid=329436471&ga_fc=0&icsg=35496&dssz=10&mdo=0&mso=0&u_tz=60&u_his=6&u_j
ava=1&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_nplug=1&u_nmime=2&adx=32&ady=80&biw=1263&bih=906&scr_x=0&scr_y=0&eid=21067213%2C21
068084%2C21068109&oid=3&pvsid=4239358605238033&pem=364&rx=0&eae=0&fc=1920&docm=11&brdim=0%2C78%2C-8%2C-
8%2C1280%2C%2C1296%2C1000%2C1280%2C906&vis=1&rsz=o%7Co%7CoeE%7C&abl=NS&pfx=0&fu=8320&bc=1&ifi=1&uci=a!1&xpc=gZMsvU12fL&p=https%3A//c
orona-virus.se&dtd=849

Preview:
<!DOCTYPE html><html lang=en><head><meta charset="UTF-8"><script>var jscVersion = 'r20201112';</script><script>var google_casm=[];</script><style>HTML
,BODY{height:100%;width:100%;margin:0;padding:0;overflow:hidden;}#mys-wrapper{height:100%;width:100%;overflow:hidden;position:absolute;top:0;left:0;align-items:
center;display:flex;justify-content:center;line-height:normal;}.mys-wrapper A,.mys-wrapper A:visited,.mys-wrapper A:hover,.mys-wrapper A:active{color:inherit;cursor:point
er;text-decoration:inherit;}[dir=rtl] .flip-on-rtl{transform:scale(-1,1);transform-origin:center;}#mys-content{flex-shrink:0;position:relative;overflow:hidden;z-index:0;}</style><s
tyle x-ns-twqde-l="banner" x-phase="assemble">.ns-twqde-l-banner{opacity:.01;position:absolute;display:block;top:0;left:0;width:1200px;height:280px;}.ns-twqde-e-0{box-
sizing:border-box;display:-ms-flexbox;display:flex;-ms-flex-direction:column;flex-direction:column;font-family:Google Sans,Roboto,Arial,sans-serif;font-size:10px;h
eight:100%

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\ads[4].htm

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\ads[5].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, UTF-8 Unicode text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 68648

Entropy (8bit): 6.122713546312148

Encrypted: false

SSDEEP: 768:DPlEwj20DaiEYgy5QF9Mfs80/cB/sBVmRJ9Tn1xBnr/aV:bldlDEXyhZyoeVuF1xBnDaV

MD5: 375A59A6118012300F232F921A6DE6E2

SHA1: 1E5097A4CD57CCE619F0A424F0BBF1D7DF493ED5

SHA-256: 8987D372216DEFE374D68C843F86CE50EAD36499D393ACC93E8BAB7AA01999C9

SHA-512: 33B667BCF096BCCFFD054BBB6ED13660A9BB0B36839371B226C6DCA00CAC02887006CFE8BCC417905793B09C85AF75A2DB42BC4E89FACA1E7AB71C6BDB061
555

Malicious: false

Reputation: low

IE Cache URL: https://googleads.g.doubleclick.net/pagead/ads?guci=1.2.0.0.2.2.0.0&client=ca-pub-
3076083280861773&output=html&h=280&slotname=9502810769&adk=4272567068&adf=4283947098&pi=t.ma~as.9502810769&w=1200&fwrn=4&fwrnh=100&lmt=16056
82951&rafmt=1&psa=1&format=1200x280&url=https%3A%2F%2Fcorona-
virus.se%2Fhjalpgrupper&flash=29.0.0&fwr=0&fwrattr=true&rpe=1&resp_fmts=3&wgl=1&adsid=ChEIgIbO_QUQ_KfXnrjew6LSARIvAHd_FkVeJWP1AVQdu48UOCOoxyjp
k2ZSPcQnja0jt3p1nzoRYneEn1G5LYmeKXQ&tt_state=W3siaXNzdWVyT3JpZ2luIjoiaHR0cHM6Ly9hZHNlcnZpY2UuZ29vZ2xlLmNvbSIsInN0YXRlIjowfSx7Imlzc3Vlck9ya
WdpbiI6Imh0dHBzOi8vYXR0ZXN0YXRpb24uYW5kcm9pZC5jb20iLCJzdGF0ZSI6MH1d&dt=1605682950561&bpp=33&bdt=476&idt=336&shv=r20201112&cbv=r20190131
&ptt=9&saldr=aa&abxe=1&cookie=ID%3D4f8b7da57af41cf3-
227fb07439b90080%3AT%3D1605682895%3ART%3D1605682895%3AS%3DALNI_MZ1U5C85txhLjFZEpPzhVr7zjzszQ&prev_fmts=0x0&nras=1&correlator=1918847819
760&frm=20&pv=1&ga_vid=1300497151.1605682894&ga_sid=1605682951&ga_hid=282355558&ga_fc=0&icsg=35496&dssz=10&mdo=0&mso=0&u_tz=60&u_his=10&u_
java=1&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_nplug=1&u_nmime=2&adx=32&ady=80&biw=1263&bih=906&scr_x=0&scr_y=0&eid=42530671%2C2
1068083&oid=3&pvsid=2977422090407705&pem=364&rx=0&eae=0&fc=1920&docm=11&brdim=0%2C78%2C-8%2C-
8%2C1280%2C%2C1296%2C1000%2C1280%2C906&vis=1&rsz=o%7Co%7CoeE%7C&abl=NS&pfx=0&fu=8320&bc=1&ifi=1&uci=a!1&xpc=ecdDY2wKNR&p=https%3A//
corona-virus.se&dtd=593

Preview:
<!DOCTYPE html><html lang=en><head><meta charset="UTF-8"><script>var jscVersion = 'r20201112';</script><script>var google_casm=[];</script><style>HTML
,BODY{height:100%;width:100%;margin:0;padding:0;overflow:hidden;}#mys-wrapper{height:100%;width:100%;overflow:hidden;position:absolute;top:0;left:0;align-items:
center;display:flex;justify-content:center;line-height:normal;}.mys-wrapper A,.mys-wrapper A:visited,.mys-wrapper A:hover,.mys-wrapper A:active{color:inherit;cursor:point
er;text-decoration:inherit;}[dir=rtl] .flip-on-rtl{transform:scale(-1,1);transform-origin:center;}#mys-content{flex-shrink:0;position:relative;overflow:hidden;z-index:0;}</style><s
tyle x-ns-m9qov-l="banner-large-eta-kiss" x-phase="assemble">.ns-m9qov-l-banner-large-eta-kiss{opacity:.01;position:absolute;display:block;top:0;left:0;width:12
00px;height:280px;}.ns-m9qov-e-0{line-height:1.3;border-color:#e6e7e8;border-style:solid;border-width:1px;box-sizing:border-box;display:-ms-flexbox;display:flex;-ms-flex-
direction:

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\ads[6].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with no line terminators

Category: downloaded

Size (bytes): 54

Entropy (8bit): 3.846525004558637
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Encrypted: false

SSDEEP: 3:qTkIDZxQXbZ6iF4:qTjxO965

MD5: F315F5F2C187A05AF1ACE62D5F6AA477

SHA1: 47D77A2A1665CB6202028ECD89B50920287D9148

SHA-256: 166A4EC3CB90D525F7F744C7616C01B36BEBD6DCECD486C8F5BE14CCC0A7B3DA

SHA-512: 6A12034C64743BF5C625EE993A758561284DE5950504D61ABBD5273500DB08EFD1B2B82D71F7B378EBD4C1B3C9C22BAE645564357B96BBF4F69DE03B6214865B

Malicious: false

Reputation: low

IE Cache URL: https://googleads.g.doubleclick.net/pagead/ads?guci=1.2.0.0.2.2.0.0&client=ca-pub-
3076083280861773&output=html&adk=1812271804&adf=3025194257&lmt=1605682953&plat=1%3A32776%2C2%3A32776%2C9%3A32776%2C10%3A32%2C11%3A32
%2C16%3A8388608%2C17%3A32%2C24%3A32%2C25%3A32%2C30%3A1081344%2C32%3A32%2C40%3A32&format=0x0&url=https%3A%2F%2Fcorona-
virus.se%2Frisktest&ea=0&flash=29.0.0&pra=5&wgl=1&tt_state=W3siaXNzdWVyT3JpZ2luIjoiaHR0cHM6Ly9hZHNlcnZpY2UuZ29vZ2xlLmNvbSIsInN0YXRlIjowfSx7Imlzc3
Vlck9yaWdpbiI6Imh0dHBzOi8vYXR0ZXN0YXRpb24uYW5kcm9pZC5jb20iLCJzdGF0ZSI6MH1d&dt=1605682953622&bpp=32&bdt=286&idt=163&shv=r20201112&cbv=r2
0190131&ptt=9&saldr=aa&abxe=1&cookie=ID%3D4f8b7da57af41cf3-
227fb07439b90080%3AT%3D1605682895%3ART%3D1605682895%3AS%3DALNI_MZ1U5C85txhLjFZEpPzhVr7zjzszQ&nras=1&correlator=2420754575624&frm=20&pv
=2&ga_vid=1300497151.1605682894&ga_sid=1605682954&ga_hid=2104609640&ga_fc=1&icsg=2728&dssz=10&mdo=0&mso=0&u_tz=60&u_his=11&u_java=1&u_h=10
24&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_nplug=1&u_nmime=2&adx=-12245933&ady=-
12245933&biw=1263&bih=906&scr_x=0&scr_y=0&oid=3&pvsid=3557189342708727&pem=364&rx=0&eae=2&fc=1920&docm=11&brdim=0%2C78%2C-8%2C-
8%2C1280%2C%2C1296%2C1000%2C1280%2C906&vis=1&rsz=%7C%7Cs%7C&abl=NS&fu=8192&bc=1&ifi=0&uci=a!0&dtd=231

Preview:
<!doctype html><html><head></head><body></body></html>

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\ads[6].htm

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\css[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text

Category: dropped

Size (bytes): 599

Entropy (8bit): 5.090681881355879

Encrypted: false

SSDEEP: 12:jF/iO6ZGqt6pixuOiJqF/iO6ZRoMqt6pixuGEqF/iO6ZN0qt6pixuyvJY:5/iOYGaNxBl/iOY7aNxDv/iOYN0aNxw

MD5: 5F7EFC3A93EF94020C1A32FFD5A37E92

SHA1: D43B22528303449AB5BA3A3E9300202C625E0CED

SHA-256: 0B06C999F5103A638DC021050B9CB56112C72C9F702892EFACF6E989267D01B4

SHA-512: 75B4B92D3D3804C1861861F9DE0B5F13E675EB1A971B016E82401EF8004138DE90B6ECE41B7F34C27292A77E2E70BE345A8EDA0F0A8DED6485EBBCD91654814
A

Malicious: false

Reputation: low

Preview:
@font-face {.  font-family: 'Roboto';.  font-style: normal;.  font-weight: 300;.  font-display: swap;.  src: url(https://fonts.gstatic.com/s/roboto/v20/KFOlCnqEu92Fr1MmSU
5fBBc-.woff) format('woff');.}.@font-face {.  font-family: 'Roboto';.  font-style: normal;.  font-weight: 400;.  font-display: swap;.  src: url(https://fonts.gstatic.com/s/roboto/v
20/KFOmCnqEu92Fr1Mu4mxM.woff) format('woff');.}.@font-face {.  font-family: 'Roboto';.  font-style: normal;.  font-weight: 700;.  font-display: swap;.  src: url(https://f
onts.gstatic.com/s/roboto/v20/KFOlCnqEu92Fr1MmWUlfBBc-.woff) format('woff');.}.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\e4530e3e47d23555e2c2f4ce331f6db0[1]
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: gd-jpeg v1.0 (using IJG JPEG v62), quality = 85", progressive, precision 8, 280x157, frames 3

Category: downloaded

Size (bytes): 21215

Entropy (8bit): 7.9700053978163306

Encrypted: false

SSDEEP: 384:vMq61Dkw2V2w34EgEiGP+Yzd7MjQKbiLBzM68AQzU8BO/RDAdWr:Uq6ywZwIrEVzQABAmgU55DAUr

MD5: D90697AF9AE9ACE618F994E120890A02

SHA1: EC7A9B32B14AFC144F4A6468EFA47139BEE47497

SHA-256: EBB566EF633B103E63EE0710418063C7DC38C55707217D52C39B731C1E9D0B95

SHA-512: BAC57D86B887E08B95FCF1F413999ADDB3805A55D444BD6FA0736BD8289E003F2079D8DBD7283A85A0B2C79FC972B46711E245F5FA3A2110A507FC19BA12DBF
6

Malicious: false

Reputation: low

IE Cache URL: https://corona-virus.se/thumbs/dn.se/e4530e3e47d23555e2c2f4ce331f6db0

Preview:
......JFIF.............;CREATOR: gd-jpeg v1.0 (using IJG JPEG v62), quality = 85....C..............................................!........."$".$.......C..................................................................
.........."...............................................................................Z.c..Z...hU.`.w.....c.4X.].A..S..d.ud.5o}..M.T~a~....!i..R... .}b....P..=.v...r..V.....k..K..&.[.Y.W..Eb...O...w..k..*....4i....6.
..i.?....>{.....G..?../..}..P....iV.}..g..*..../.$..Z..(....ZyW(..'.....0z+.s....}|.Q.....!...*HC)..M5O..(.s..#.4...U.aY../..t.N.E.......N...%F.v,B....... .j.t1.0>.oe.Z%.W.;.!....>9T.j6.H..?N.....6Di.
.l..|.2.Wa.......LOz.1<AomtT..Z. .pm.m..qE..=i2.'u.|....8..,.F].eN...nl......-.D\...d......].Z..P.?..Q.".......%=f..u..~.Fo..}..`4Z.l..RR.%..../.(./..).....a.@V...V..X)......4..057..pg.....w
...}_...m..rw..*.D0:W1.>.2.i.......?.................uq.._.x...+.vS.]f.L.63..V.F....S...6.2...Az.@[k4.............uZ....%.m.....T...0...Q....=

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\f[1].txt
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 133116
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Entropy (8bit): 5.523548081841254

Encrypted: false

SSDEEP: 3072:rWkhmDtqZOe19PUqzYLbG9jr7lt1MeCpTRI:wqA2YLyRr7lX7cRI

MD5: 8298B2266887DDBAC300EAB2DA259AA2

SHA1: E61F3E9CC8DC5DAFB2A9455CC76B38EB7786AD72

SHA-256: D7DC1658FA5404482186D35553779E19A7B8702071E52C2F109F1C2133A40103

SHA-512: 77F7E8DE8915ED78636AC1B53A9FEB795AA6C7D1C9BF69D5ABDAB3D7154C5DD49E9516250E1EE6F363C7276FC48BCD2F3212ECD278041EB181FCE11F876D20
C7

Malicious: false

Reputation: low

IE Cache URL: https://pagead2.googlesyndication.com/pagead/js/adsbygoogle.js

Preview:
(function(){/* . . Copyright The Closure Library Authors. . SPDX-License-Identifier: Apache-2.0 .*/ .var n;function aa(a){var b=0;return function(){return b<a.length?{don
e:!1,value:a[b++]}:{done:!0}}}var ba="function"==typeof Object.defineProperties?Object.defineProperty:function(a,b,c){if(a==Array.prototype||a==Object.prototype)return a;
a[b]=c.value;return a}; .function ca(a){a=["object"==typeof globalThis&&globalThis,a,"object"==typeof window&&window,"object"==typeof self&&self,"object"==typeof 
global&&global];for(var b=0;b<a.length;++b){var c=a[b];if(c&&c.Math==Math)return c}throw Error("Cannot find global object");}var da=ca(this),ea="function"===typeof Symb
ol&&"symbol"===typeof Symbol("x"),q={},fa={};function r(a,b){var c=fa[b];if(null==c)return a[b];c=a[c];return void 0!==c?c:a[b]} .function u(a,b,c){if(b)a:{var d=a.split(
".");a=1===d.length;var e=d[0],f;!a&&e in q?f=q:f=da;for(e=0;e<d.length-1;e++){var g=d[e];if(!(g in f))break a;f=f[g]}d=d[d.length-1];c=ea&&"es6"===c?f[d]:null;

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\f[1].txt

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\f[2].txt
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 262067

Entropy (8bit): 5.511931479243031

Encrypted: false

SSDEEP: 6144:43//YW9HbqIVDygv9xTFMWO+6rd5TXso9A9ofkx/:C/d9HbqIVDygvCX+Wd5TX69ocB

MD5: C12422CEAF8DAB58EE76F26413BE2685

SHA1: 94CE1B2C0BD7FD6B475E657783B6ED44C4F29299

SHA-256: 610B12432A4AFE01B16BF11AA095812170F9C2DFC65F4B5A73FEB5FC1743C9AC

SHA-512: 4C09C981B103283E4D9E6485F64278F5A502721AF9CE6DF5DAE1F2E4D52D87D35F70E48B3FC8CA4E6CABCF7441BD46B6D863B7EB9453AD8952A7FD8A8ABB04
28

Malicious: false

Reputation: low

IE Cache URL: https://pagead2.googlesyndication.com/pagead/js/r20201112/r20190131/show_ads_impl.js

Preview:
(function(window,document,location){/* . . Copyright The Closure Library Authors. . SPDX-License-Identifier: Apache-2.0 .*/ .var p;function aa(a){var b=0;return function()
{return b<a.length?{done:!1,value:a[b++]}:{done:!0}}}var ba="function"==typeof Object.defineProperties?Object.defineProperty:function(a,b,c){if(a==Array.prototype||a==Ob
ject.prototype)return a;a[b]=c.value;return a}; .function ca(a){a=["object"==typeof globalThis&&globalThis,a,"object"==typeof window&&window,"object"==typeof self&&self,"
object"==typeof global&&global];for(var b=0;b<a.length;++b){var c=a[b];if(c&&c.Math==Math)return c}throw Error("Cannot find global object");}var da=ca(this),ea="function"
===typeof Symbol&&"symbol"===typeof Symbol("x"),q={},fa={};function r(a,b){var c=fa[b];if(null==c)return a[b];c=a[c];return void 0!==c?c:a[b]} .function w(a,b,c){if(b)a:{var 
d=a.split(".");a=1===d.length;var e=d[0],f;!a&&e in q?f=q:f=da;for(e=0;e<d.length-1;e++){var g=d[e];if(!(g in f))break a;f=f[g]}d=d[d.length-1];c=

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\f[3].txt
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 1614

Entropy (8bit): 5.309778152693126

Encrypted: false

SSDEEP: 48:axvWazPjHa5lMFJIOA223bqRFbB6u8IGuv:idzPjH5723bIFbB6u8IZ

MD5: AA00DA7C06EF82C9A007189DDA0894C5

SHA1: 5BE67D61C1A85DD24F97014436361CD5697E8D19

SHA-256: EC99A52CB61CA96638DF3301A682779C0EF48B2BCA589D270D4E3DDB09B4C30E

SHA-512: B05369E7AD4C9827E13DF7CEE7D73B29286DFB58D20693CE04F7213B6D70EFE93109010354E18E36DB79E3B3D52AAFEFAD65DAA5B762E39C94B1C7972E503D8
9

Malicious: false

Reputation: low

IE Cache URL: https://tpc.googlesyndication.com/pagead/js/r20201112/r20110914/client/load_preloaded_resource.js

Preview:
(function(){/* . . Copyright The Closure Library Authors. . SPDX-License-Identifier: Apache-2.0 .*/ .function e(a){var b=0;return function(){return b<a.length?{done:!1,va
lue:a[b++]}:{done:!0}}};var g=[];function h(){var a=g;g=[];var b="undefined"!=typeof Symbol&&Symbol.iterator&&a[Symbol.iterator];a=b?b.call(a):{next:e(a)};for(b=a.next();
!b.done;b=a.next()){b=b.value;try{b()}catch(f){}}};var l=document;function m(){for(var a=l.head,b=a.querySelectorAll("link[data-reload-stylesheet][as=style][rel=preload]"
),f=0;f<b.length;f++){var p=b[f],c="link",k=document;c=String(c);"application/xhtml+xml"===k.contentType&&(c=c.toLowerCase());c=k.createElement(c);c.setAttribut
e("rel","stylesheet");c.setAttribute("href",p.getAttribute("href"));a.appendChild(c)}if(0<b.length){var d=void 0===d?.01:d;if(!(Math.random()>d)){a=document.currentScript;a=
(a=void 0===a?null:a)&&"26"===a.getAttribute("data-jc")?a:document.querySelector('[data-jc="26"]'); .d="https://pagead2.googlesyndication.com/pagead/gen_204?

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\f[4].txt
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines
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Category: downloaded

Size (bytes): 16892

Entropy (8bit): 5.501633460317443

Encrypted: false

SSDEEP: 192:Cj/KCW9IppyNMcEXCHTuYSDgbRjbs8CZYPt0QD6IxSKI6s8igOjzI7hatvkvgT5x:wc/EXwTuYt9bsYPtBYKI6srZAakVDc/

MD5: DFC36D4A2E544F810D0EEBAAA80097F7

SHA1: 94544F1A909559DA9A3E73823E0D4A08884762FC

SHA-256: DB5DBBA3A7BA47C6B566E39CBBC5C0C6A3D8037D3CE7BD2368AC27092F9161D8

SHA-512: 9EE42F8E3CC56E52906FADA9A5A4AC7EC7124203F9F8BD542F71330EE9694970BB8C65A1AE1AB48FC6A978662D804D4707A1F1C84CEC97BA68C0D19334AE320
D

Malicious: false

Reputation: low

IE Cache URL: https://tpc.googlesyndication.com/pagead/js/r20201112/r20110914/client/qs_click_protection.js

Preview:
(function(){/* . . Copyright The Closure Library Authors. . SPDX-License-Identifier: Apache-2.0 .*/ .function aa(a){var b=0;return function(){return b<a.length?{done:!1,v
alue:a[b++]}:{done:!0}}}var ca="function"==typeof Object.defineProperties?Object.defineProperty:function(a,b,c){if(a==Array.prototype||a==Object.prototype)return a;a[b]=c
.value;return a}; .function da(a){a=["object"==typeof globalThis&&globalThis,a,"object"==typeof window&&window,"object"==typeof self&&self,"object"==typeof glob
al&&global];for(var b=0;b<a.length;++b){var c=a[b];if(c&&c.Math==Math)return c}throw Error("Cannot find global object");}var ea=da(this);function l(a,b){if(b)a:{var c=ea;
a=a.split(".");for(var d=0;d<a.length-1;d++){var e=a[d];if(!(e in c))break a;c=c[e]}a=a[a.length-1];d=c[a];b=b(d);b!=d&&null!=b&&ca(c,a,{configurable:!0,writable:!0,value:b})}} 
.function p(a){var b="undefined"!=typeof Symbol&&Symbol.iterator&&a[Symbol.iterator];return b?b.call(a):{next:aa(a)}}function fa(a){if(!(a instanceof Arr

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\f[4].txt

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\favicon[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 512 x 512, 8-bit colormap, non-interlaced

Category: downloaded

Size (bytes): 6571

Entropy (8bit): 7.927231470652767

Encrypted: false

SSDEEP: 96:dZQTvY6wpjpu+crOxkNWDjQmkhfRtfldW+poRYHWrJwhivyJW3UTTEgzqRduUhYH:Sv6pjug8yajJ3pyYHWrgJfA7YbFZ/3nz

MD5: AB4A2B88D5BD123A17532236B38ECED3

SHA1: AE7B12D01F859C27A581C642C8CF3B514175A7A2

SHA-256: 2C526D7A8506309A5E610D0EF7109AC281104674EDE24CEF50B4CDA827D9FB2A

SHA-512: 04C26F76DA85D701916826A2C2D4939A35778BC11B7F1913D95B4E52ECA4CEEB0D744981FB6A51C82BBC372230F15CE183224AC1E07D7ABA02F06BF2DA559A9
2

Malicious: false

Reputation: low

IE Cache URL: https://corona-virus.se/assets/favicon.png

Preview:
.PNG........IHDR..............$.....PLTE...g>.g>.g>.g>.g>.g>.g>.g>.g>.g>.g>.g>.g>.g>.g>.g>.g>.g>.g>.g>.g>.g>.g>.g>.g>.g>.g>.g>.g>.g>.g>.g>.g>.g>.g>.g>.g>.g>.g>.
g>.g>.g>.g>.g>.g>.g>.g>......../tRNS...........|..?..l..Z..1.U..+.K6.;P&teF...._...EM.....IDATx...r.@..`...c....i.HH....f..).*]y.=A&.a......i:.|?...|.-.Rn..n....H..b...R..\....(O..I>Z...f;.Y
.v.T.x..g..i6P3.....H.G1....zh5p.F.T.<.q..#).F!...H.7.MV.$k6p......Iq..CJ.........`D..."5S..j. ..1.R..`..0#..7B.<.0*.O.QZ}....$.|.D.Iw`pGJ..0x %..,f.D."...ST....H....$...V8A..j/H.&....Z...k.
..=...`....-....x...'K.z.p.%....N..G.T..5C0.....W)N..O........x.!..vu..1X..,S.:.~)/......=M.N........T.....`.%v...k......m2.u|.UP....5.q...3.;.....p..._.....1j....E.1Y`g.[%no.j...r@..69l.vs:`.0.....]D
L:....m.`...M.#q7.L...#.M.c... ..v....q.F..;.v....Bn...&....t..&)....aF......6...7.sr.w..N.....Y.[.......Y.6N...u....Z.5U.o.;..%v.Wx.v....I...Bk...5....u.e....S.MA....b..*X.4v.cBG.m...%...QB
;.lM.~..2R@GkB.8fs...N.{.A]..9....

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\h-M7V3DIqUYi9kK3fFWRC5fS_RbIlX9Nvskvt3Cq0cY[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 36225

Entropy (8bit): 5.699773274850426

Encrypted: false

SSDEEP: 768:J2TEQvjyIVlWGFx/4vacQEUpTYh15XjjG30/gaHQEziRk2S1f:J2XvrV/vcfU2h15GCHQ67Z

MD5: 514E974DB968533252DD0D3694995C1B

SHA1: 6975C1BD7B4661A74BBD24BB6513BEBB10FD9EDA

SHA-256: 87E33B5770C8A94622F642B77C55910B97D2FD16C8957F4DBEC92FB770AAD1C6

SHA-512: FE01676B2124B796A2C3387FDDA48C3442F72D4620F836F2F404302989C7E569E1342BEC5F4427A09198154658904F1627FAA6C906013507FB73EEEF0EA199D5

Malicious: false

Reputation: low

IE Cache URL: https://pagead2.googlesyndication.com/bg/h-M7V3DIqUYi9kK3fFWRC5fS_RbIlX9Nvskvt3Cq0cY.js

Preview:
  (function(){var P=this||self,W=function(C,v,z,R,Z){if(!(R=(Z=P.trustedTypes,v),Z)||!Z.createPolicy)return R;try{R=Z.createPolicy(C,{createHTML:A,createScript:A,createSc
riptURL:A})}catch(B){if(P.console)P.console[z](B.message)}return R},A=function(C){return C};(0,eval)(function(C){return(C=W("bg",null,"error"))&&1===eval(C.crea
teScript("1"))?function(v){return C.createScript(v)}:function(v){return""+v}}()(Array(7824*Math.random()|0).join("\n")+'(function(){var J=function(C,v,A,R,Z,z,P,B,W,Y,D,n
,X,E,S){if(13==(C>>1&((C^943)%((31==((C|2)%(11==(C-5&(8==(C<<(((C^242)%121||R.L3&&r(0,v,R.L3,A,void 0),11==(C+2&63)&&(Z=function(){},z=void 0,R=oM(v,f
unction(k){(z=(A&&CF(A),k),Z)(),Z=void 0},!!A)[0],S={invoke:function(k,m,U,G,L,M){if(!m)return G=R(U),k&&k(G),G;L=function(){z(function(l){CF(function(){k(l)})},U)},z?L():
(M=Z,Z=function(){(M(),CF)(L)})}}),26==(C-8&59))&&(S=!!(A.M&Z)&&!!(A.L&Z)!=R&&(!(z=A.T7,(z|Z)+2+(z|~Z)+(~z|Z))||A.dispatchEvent(vS(4,16,2,v,8,Z,64,1,R)))&&!A.S
$),1)&126)&&(this.A=
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\meds[1].svg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: SVG Scalable Vector Graphics image

Category: downloaded

Size (bytes): 1213

Entropy (8bit): 4.698620246507011

Encrypted: false

SSDEEP: 24:t4Lf2JRBBzMskZlS5cGD4koxgSMHPRJI96DPvIuj1JJsb1l/Kp:+O5BbkfS5cG4qP896jvVNM0

MD5: 7552459E45FAA1B42CFA993A488E43D6

SHA1: 27704DC4733166901FC03C01E091D35B444F0996

SHA-256: 645BE20FB2663AF030E497D3FA2C16EB49D753CB6A1BCFB48C53FBEF93DAC55C

SHA-512: 0967A28ADC5D8CA4CDAED6AE85184BFEABC7D7C6897E7FD4B5ED5D8C7B55CB804DF461ECFBFF50865DFDCCBB0E99FF052EA81AF8CF4D55DE2CDC64A72D9
2368F

Malicious: false

Reputation: low

IE Cache URL: https://corona-virus.se/assets/images/apotek/meds.svg

Preview:
<svg xmlns="http://www.w3.org/2000/svg" xmlns:xlink="http://www.w3.org/1999/xlink" width="620" height="240"><use xlink:href="#A" fill="#59273e" x="-457" y="-449" 
transform="matrix(4 0 0 4 1828 1796)"/><defs><path id="A" fill-rule="evenodd" d="M30 24H20V14H10v10H0v10h10v10h10V34h10V24zm-30 34h30V48H0v10zm0-48h
30V0H0v10zM140.325 0c-7.252 0-11.775 4.055-11.775 11.54v2.496c0 5.614 1.17 10.06 5.537 14.738l6.004 6.628c3.12 3.354 3.353 4.99 3.353 9.046v1.092c0 2.807-
.858 4.2-2.573 4.2-1.794 0-2.652-1.17-2.652-3.5v-9.28h-10.215v10.45c0 7.798 3.977 12.01 11.853 12.01h2.028c8.655 0 12.632-5.614 12.632-14.348v-2.73c0-5.068-1.09-
8.967-6.316-14.894l-5.927-6.628c-2.573-2.885-3.197-4.757-3.197-7.487V12.01c0-1.95.468-3.12 2.262-3.12 1.87 0 2.26 1.17 2.26 3.042v7.252h9.982v-7.8C153.582 
3.587 150.54 0 142.43 0h-2.106zm-25.253 13.9c0-2.807-.78-3.9-2.73-3.9h-2.34v39.146h2.028c2.417 0 3.04-1.25 3.04-4.055V13.9zm10.977-1.5v32.75c0 8.345-2.886 
12.867-11.308 12.867h-14.738V0h14.738c7.798 0 11.308 3.588 11.308

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\mqdefault[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 320x180, frames 3

Category: downloaded

Size (bytes): 9894

Entropy (8bit): 7.954703247145472

Encrypted: false

SSDEEP: 192:oi3ZbJPPqFMhwJswm149WJXo+mt17OMznGmfoijzHpam2:oMNPnwat149WxoXtNGmwijzHp12

MD5: 72600323EFEB21864360BBB445AE46BC

SHA1: 20CD114896A6F70DF9CDD5D44AA00E2F52674DB4

SHA-256: 5F15546A65D51552BA399FA74D39EDCB98B7040BA235A5498672E20045A37211

SHA-512: B5A4A49E714D8339F1E145414877AC8EEDBA885290A246BB009DEE5BDD3AC263634BBEDCA9FD30BBF24F7FBE150C53C9040CA7EC9BA63EDB3375BD7A36718
5EF

Malicious: false

Reputation: low

IE Cache URL: https://i.ytimg.com/vi/ST3gXkpeiY0/mqdefault.jpg

Preview:
......JFIF........................................................................................................................................................@.."........................................B.........................!1A.Qa."q...2R...#
B..br.S.......$3c..C.................................1........................!1A.Qq.."2.a....3BR..#b............?...'e.."NakkX....n.'-...K....\....5R.K5z.O. ..!..7L.8h..J......p.x.%...Y.n..'.<..;..o....3h.U...
+%..Q/N8%i...O`q.......ZWFM..:..(T.....Qh.....G.>h5..pE.j...t)...'-.^L.6.....|.e...v.Z\@.<....dU|..dyY#I{..].L...Az..|.....%..X..2h^..Bh.U..6.D.!..r.Q".~d6jX..jQ......t."...v....q.....]U....
a.SB.Z.?)#...U4.#.Q#8.!YM..N-z.8N..).G.>...'.\....y.D.z.E...).........50bjB.p.^.4%...O..q......xP[..S.[......u5.3..+..V..+........)...KC.R69....$.6Qq.c.....PC....z.A.:..VKTi..^.Gu..A..F...d.
.C.0. .V.FPU.E`..<;A.?4.G..t%S{e.]...;`p@..x..u."De.....G..s..d..tqd.Dd....p.....b.l..]..8}B.k.q..VZ..q....w.r....91L...p.I.L.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\mqdefault[2].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 320x180, frames 3

Category: downloaded

Size (bytes): 7856

Entropy (8bit): 7.945647448313786

Encrypted: false

SSDEEP: 192:Kg/w8gLksLxpyue8ZCyy1JLMQuxHOJFhK57u48RemNdwxM:eVkKxoutfCLZuxH0DGmD0C

MD5: E6F54B216F27BFF456315634D5574AC5

SHA1: 8D1EBEF78989B342C22359E8B4626637F67CCB7D

SHA-256: 3728AEB63BA77321C231E011032395A4081DB2E06A9D87CD8DDDA218B7B7D735

SHA-512: 23D720376E2151CADDF5A6E9F24F2073F1C362E38A2412451235FD9D10345BB2322B805DAD4D2E59E15A1575BA8EB87895A0481F753705CB2A162554D219024B

Malicious: false

Reputation: low

IE Cache URL: https://i.ytimg.com/vi/KFHvyg0U6dU/mqdefault.jpg

Preview:
......JFIF........................................................................................................................................................@.."........................................E.........................!1.AQa."q....24...
..BR..#$b..3r........Cs................................).......................!1.2A."q..Q.a.B.............?...?...<.BTM..Z~'..&J.<#..$8....c.R...B.GM..~2W..,.j5..#..E....A..4d5p....;..T.J.h.P%..L....
{.?.w.P.R8.z.r9.%.oQw....pQ8....N...z.1..#..E.>.S...X.j..Z...vg.....8.z...........y\...Km.@^.L....F..Sd.*i.....7..t..O...x.!\i.~..x..v..PT...4+.l+..4...=.....$..S.\.?.j..(4H.cD2..q....[.%...
{u..u[.h..'...m.b2...h.i..O%\..X.V3=^..k..P[%....@O,t.O6..s..Ju..x0..v.].U...UO9C...;.....b't..o..C_.O.N..Q........:..+..6.M......8KgQ.:A.*..A...n.....]........Z.n.R.[ ... .....7w..mWC..M...
jY.I.....!\......y.U+E......8..M..X.j4.,Y...P(f....y...R.V+KL.*V......N(n)NCr.(C.....m..o*....Z........x.R..\....iP5_..K.....A:...e'...+K.
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\mqdefault[3].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 320x180, frames 3

Category: downloaded

Size (bytes): 17074

Entropy (8bit): 7.966215190591729

Encrypted: false

SSDEEP: 384:PEbAJIcu/BzrQVj5MSFNwvjxsuBZcPy539K6byre:PEb0GBsjCwNwvFsuB/yC

MD5: 7390783D1EDE24DFF43D79E2E7A947D0

SHA1: C60ECC643ABF80C7BE60B49FDCAB58326F98C0DA

SHA-256: 62A0891AC1114DCC12CC8D7DA6CFF114C9517CE24C3B27E5D66B621674FFB4B0

SHA-512: 15F306C47896B3840D3312FD9F55531C2F47EB94845E96CE07290E8712D0ACE9B38F60D3BFCA8E1091B8961AE3931CE5CACA58A875D0552EAEC0C160EF231593

Malicious: false

Reputation: low

IE Cache URL: https://i.ytimg.com/vi/bhNol-bsy0M/mqdefault.jpg

Preview:
......JFIF........................................................................................................................................................@.."........................................[........................!..1A.."Qaq.....#2B
R....$3brs....CST.....4D..............5Ucdt..%................................A........................!1.AQ..2aq..."#.....3R..b..BSr......$CD............?..z:...._...2"...-[..3.@.......0..C1.{*.......#..{...Di
..9.s....1.L.T.........8|......K_.K.].9.}........E.W.5..Uv.b..W...]..N....9..Hq.}...u..f6.Rdw.a..W.P......i{...E.......(}..j..F.8.3.P..`.X.n..7$....0..R.l..3..9.c....?.S...or...H.....N.C......3.p..8..
Hm..*..q&g..Gd.x.5#.i.gO...I.....:..fc(^.;.n7O.m.jO..m.|...p~k..D.m..3.....Q.~.........`..=.|5....Fu+jg6.{..._x.D..d.k.]n-u.9.?8.O=<.|&!x83...v.9f...O.<A.&.`%.E.....i...2..L.Pf..ml
.#.A...Fa.>c....U.S(..J.........g..#.$qW.-u.....\.'....Y..9.0..S........%^....*VQ....<.........e.o......`...}..7.4q..H.{..:..A ~I....

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\mqdefault[4].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 320x180, frames 3

Category: downloaded

Size (bytes): 11406

Entropy (8bit): 7.9513838789534965

Encrypted: false

SSDEEP: 192:7N5bidsL57sjz2LzEeypnlrlw1tDfefzhcRDIoOz6FJCkXy:J5+A/Xy5lrlwXfS1+g6fjXy

MD5: DF5E97A49DDB64CFC45C28E1084CCD87

SHA1: D6522839C33A98C12B27784E15C6F26FB3B956EC

SHA-256: 728DEB19A75FB1C3E9F0CCC6B8965DCC6E49555BDC01739FA8EEB0CCDB147519

SHA-512: 2C2A725AB152163CCCDCB1A9A88237C4ACA6E22842FE86475220BC3504480FE7674093C60C6BF832ACFE56216AB2C390388ED146B55FDDFB7D2CBD6B8B1B88A
2

Malicious: false

Reputation: low

IE Cache URL: https://i.ytimg.com/vi/HixvAVkLU5w/mqdefault.jpg

Preview:
......JFIF........................................................................................................................................................@..".........................................L........................!.1A..Qaq."2..#R..
..Bbr...S.....$3s..Dc....%CT.....................................3........................!.1AQa.."q..2.....BRb$...............?..x....R....(..R....(.0(.....)X...'.ziX...N(b...(..../.1@....(......N.DE.4E .t.I.....?
H..^.p...z4._...Z1..~..X../.;><DHT.2...4wkqzI?.?..+i.t...~"..?.?.....?.I.!E,..:..&.21......v..5.U.-5..........:...n........9.X.<.H ..1..B.-.H..ly..O.0>UO]...z...r.C)>.n..Xm...s.1.G...of.
Q..~..ry`o.WW.."..r2....l3..=A<...2.[L{r9#.....7.....n-`.?....(....=?...p.7=r...-.S./....7..X.YX+.....W=.q.Y...w..</.....0y.z.cmY..O...&$]08..L.....N.6..~oi..U%,.i.*..Q".Z.....AV^...........
.K.#.9-.z.Uq.r....c.Y......r.....\2.O.,T.*7.X.....D......a)Q..#...9..FJJ.Fppt.4..oF,...7...._.[.c..2<..).4j..O.".|...MC$d...A.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\mqdefault[5].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 320x180, frames 3

Category: downloaded

Size (bytes): 13586

Entropy (8bit): 7.9624129624378455

Encrypted: false

SSDEEP: 384:DSH+S1AK5XrH8a7mTZS9hkRTrZu3q4yuQ/yg0d:0+DyXrH8UeSGL4Hg0d

MD5: 9CEC54BEB61F595CEF1CECD1917F4F19

SHA1: A4B7AA5B71E52F901C8AEE69B0F4388B58912B8C

SHA-256: EF3654CFD15C0F97BE8C7A5BDE0619BBD08EFC2E338587156D9F5422FE4E7050

SHA-512: E64EACCDCDF11C9DC95760AA2B65D1BF9A5EDC49600EA0037C4F5726E26A574F91F04B7A0414572F0E34FBA2F9A0398CCDC4309CDDD08ADB1FA8FFFD2FCAF
799

Malicious: false

Reputation: low

IE Cache URL: https://i.ytimg.com/vi/xFE1fMO2ikI/mqdefault.jpg

Preview:
......JFIF........................................................................................................................................................@..".........................................L........................!1..A."Qaq.2..#B..
..Rbr.......3S.....$C....%4cs..................................2........................!1A."Qaq..2B......#3R...............?.y.K...../e..%...f.{+h.I...#S...T....i..h.#e#......]=...k.H..\....@......J..h..f\..xz
.!.kV.t...r..g...._r~+.So....#...J...t.....&c....Bn.._C..Lo.$.?..E....g..M./.G....s...../.7.i./..k.~'...=.>..+[....S;......*.....N........t...z..............+.u...:.D.V....../.....Z...q-.f........]Fl..T>....t..
..Y.2.8m.[.|.Zq*..c.h...I,...e...(|..A.w`|v.!E<'.aC.........".=B.t^.9.....S..8.J.. ...t..E3.....M&+qN.b...A.i.6.&.5..!.R....U.!o....%.c...j.&....>......4......?..i(...P.~.sR...#.4..=..i.H..>.....+.8.5
_...1.......WOX....`.I.]P5...#U.eY.}......7h....s.....a.3|:._....M..E.gA....m.A?3EX.n..$UQ...

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\prognoser[1].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
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File Type: HTML document, UTF-8 Unicode text, with very long lines, with CRLF line terminators

Category: downloaded

Size (bytes): 87491

Entropy (8bit): 4.361070219451166

Encrypted: false

SSDEEP: 768:WmYPuNAvapnWDtcnJIh2lsYQjoTEUzvapnWDtcnMTWvapnWDtcnJIh2lsYwT7KEx:WZmBTvTCT74T2TbTYTRTdT5s

MD5: C8EA6A053C33B3ECD14BE2A4DAD9BBCC

SHA1: 5004803BB4C7A681C0D8BA888C962FD7FE15CFE6

SHA-256: D19B3A5D8CDF583D96AB73AD5B4BA1184B3C70CB5652E6E9B1D870F97E2219DC

SHA-512: 042966F504A126F6E788EE234D2415515195EC1F3CFBD4EDDB2515B420FA99B2D207D63F28E90F0308943A31BBC6551100C9B0733A1817EBB8F1D5D00663E79E

Malicious: false

Reputation: low

IE Cache URL: https://corona-virus.se/prognoser

Preview:
<!DOCTYPE html>..<html lang="sv-se">....<head>..  <meta charset="UTF-8">..  <meta name="viewport" content="width=device-width, initial-scale=1.0">..  <meta http-
equiv="X-UA-Compatible" content="ie=edge">....  <script data-ad-client="ca-pub-3076083280861773" async src="https://pagead2.googlesyndication.com/pagead/js/ads
bygoogle.js"></script>....      <title>Coronavirus prognoser</title>..          <meta name="description" content="Vad h.nder om vi f.ljer samma utveckling som andra l.nde
r?">..      ..  <link href="https://fonts.googleapis.com/css?family=Roboto:300,400,700&display=swap" rel="stylesheet">....      <link rel="icon" href="https://corona-viru
s.se/assets/favicon.png">..  ..  <link rel="stylesheet" href="https://corona-virus.se/assets/css/dist/style.css?t1605682929">....      <meta property="og:type" content="a
rticle">..          <meta property="og:url" content="https://corona-virus.se/prognoser">..        <meta property="og:title" content="Coronavirus prognoser">..    <meta

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\prognoser[1].htm

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\script[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF, LF line terminators

Category: downloaded

Size (bytes): 189266

Entropy (8bit): 4.77698241910274

Encrypted: false

SSDEEP: 3072:uRKddz/Qx5pHcQQaf3CVzKfl0p2j5zYPcwpD0BtqCYri4Qit7maex7/ExZlo/wQg:ukox5pHcQQaf3CVzKfl0p2j5zYPcwpg6

MD5: 850DEB725A2ABBB446BD64520C3E8F75

SHA1: 3324371FE0AB864D34FDA80CB7694CEFBF0EE1A3

SHA-256: 2A2CBFAFD66FC1737542554A0B74D0D72DE4E0C27AA43D3B62CC59A76CF3642D

SHA-512: 54DBC1BC000C749898A148CA010C1A0B0A5EA213CAF72809CE9AFF3B079DABC638C9A9C1DBCB8C1F944CA943BC3789AB06524EBF4B049F2C52835C3FAC79C
BAD

Malicious: false

Reputation: low

IE Cache URL: https://corona-virus.se/assets/js/dist/script.js?t=1605682893

Preview:
(function (root, factory) {..  if (typeof define === 'function' && define.amd) {..    // AMD. Register as an anonymous module unless amdModuleId is set..    define('Chartist', [], 
function () {..      return (root['Chartist'] = factory());..    });..  } else if (typeof module === 'object' && module.exports) {..    // Node. Does not work with strict CommonJS, but..    
// only CommonJS-like environments that support module.exports,..    // like Node...    module.exports = factory();..  } else {..    root['Chartist'] = factory();..  }..}(this, function 
() {..../* Chartist.js 0.11.4.. * Copyright . 2019 Gion Kunz.. * Free to use under either the WTFPL license or the MIT license... * https://raw.githubusercontent.com/gionkunz
/chartist-js/master/LICENSE-WTFPL.. * https://raw.githubusercontent.com/gionkunz/chartist-js/master/LICENSE-MIT.. */../**.. * The core module of Chartist that is mainly p
roviding static functions and higher level functions for chart modules... *.. * @module Chartist.Co

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\style[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF, LF line terminators

Category: downloaded

Size (bytes): 76569

Entropy (8bit): 4.840956258455461

Encrypted: false

SSDEEP: 768:koUnjNY6Ko506LVmz147PeVKaaOQd1f7ZW2RwC3RVXNm79JBNBEWu2e:Wje6K40r1Sdn1f7ZW2SC3RVXQe

MD5: F42E37248152A3806CA5570E22ECCA4A

SHA1: 04AC63EE5E5F4120CB536082033FC55945D6E9C7

SHA-256: D9DB811677AF4B524ACC8A2C6CF314EE5C3BE17C48DE06C0613D4F50544D9FBC

SHA-512: 400ADAF5520FBA833EF327A7212DA410CA3D655C88AAAD2A78A8FF0B9C0198CC6CA6A10A248005EE48A0FA600FE57554082E251317010F77211A47B90D645549

Malicious: false

Reputation: low

IE Cache URL: https://corona-virus.se/assets/css/dist/style.css?t1605682893

Preview:
@charset "UTF-8";..apotek {.  font-family: roboto;.  padding-top: 1rem;.  padding-bottom: 1rem;.  border-top: 1px solid #ddd;.  border-bottom: 1px solid #ddd;.  background: 
#eee;.  background: #ddd; }.  .apotek h2 {.    font-family: roboto; }.  .apotek ul {.    list-style: none;.    display: inline-grid;.    grid-template-columns: 1fr 1fr;.    grid-gap: 0.5r
em;.    width: 100%; }.    @media screen and (min-width: 700px) {.      .apotek ul {.        grid-template-columns: 1fr 1fr 1fr 1fr; } }.    .apotek ul li {.      display: flex; }.      
.apotek ul li a {.        display: flex;.        justify-content: center;.        padding: 1rem;.        background: #fff;.        width: 100%;.        box-shadow: 0px 1px 4px rgba(0, 0, 0, 
0.16); }.        .apotek ul li a:hover {.          outline: 2px solid #c0afff; }.        .apotek ul li a img {.          width: 75%;.          /*@media screen and (min-width: 700px) {.
.......width: 50%;..          }*/.          max-width: 120px; }.          @media

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\style[2].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
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File Type: UTF-8 Unicode text, with very long lines, with CRLF, LF line terminators

Category: downloaded

Size (bytes): 76569

Entropy (8bit): 4.840956258455461

Encrypted: false

SSDEEP: 768:koUnjNY6Ko506LVmz147PeVKaaOQd1f7ZW2RwC3RVXNm79JBNBEWu2e:Wje6K40r1Sdn1f7ZW2SC3RVXQe

MD5: F42E37248152A3806CA5570E22ECCA4A

SHA1: 04AC63EE5E5F4120CB536082033FC55945D6E9C7

SHA-256: D9DB811677AF4B524ACC8A2C6CF314EE5C3BE17C48DE06C0613D4F50544D9FBC

SHA-512: 400ADAF5520FBA833EF327A7212DA410CA3D655C88AAAD2A78A8FF0B9C0198CC6CA6A10A248005EE48A0FA600FE57554082E251317010F77211A47B90D645549

Malicious: false

Reputation: low

IE Cache URL: https://corona-virus.se/assets/css/dist/style.css?t1605682921

Preview:
@charset "UTF-8";..apotek {.  font-family: roboto;.  padding-top: 1rem;.  padding-bottom: 1rem;.  border-top: 1px solid #ddd;.  border-bottom: 1px solid #ddd;.  background: 
#eee;.  background: #ddd; }.  .apotek h2 {.    font-family: roboto; }.  .apotek ul {.    list-style: none;.    display: inline-grid;.    grid-template-columns: 1fr 1fr;.    grid-gap: 0.5r
em;.    width: 100%; }.    @media screen and (min-width: 700px) {.      .apotek ul {.        grid-template-columns: 1fr 1fr 1fr 1fr; } }.    .apotek ul li {.      display: flex; }.      
.apotek ul li a {.        display: flex;.        justify-content: center;.        padding: 1rem;.        background: #fff;.        width: 100%;.        box-shadow: 0px 1px 4px rgba(0, 0, 0, 
0.16); }.        .apotek ul li a:hover {.          outline: 2px solid #c0afff; }.        .apotek ul li a img {.          width: 75%;.          /*@media screen and (min-width: 700px) {.
.......width: 50%;..          }*/.          max-width: 120px; }.          @media

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\style[2].css

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\style[3].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF, LF line terminators

Category: downloaded

Size (bytes): 76569

Entropy (8bit): 4.840956258455461

Encrypted: false

SSDEEP: 768:koUnjNY6Ko506LVmz147PeVKaaOQd1f7ZW2RwC3RVXNm79JBNBEWu2e:Wje6K40r1Sdn1f7ZW2SC3RVXQe

MD5: F42E37248152A3806CA5570E22ECCA4A

SHA1: 04AC63EE5E5F4120CB536082033FC55945D6E9C7

SHA-256: D9DB811677AF4B524ACC8A2C6CF314EE5C3BE17C48DE06C0613D4F50544D9FBC

SHA-512: 400ADAF5520FBA833EF327A7212DA410CA3D655C88AAAD2A78A8FF0B9C0198CC6CA6A10A248005EE48A0FA600FE57554082E251317010F77211A47B90D645549

Malicious: false

Reputation: low

IE Cache URL: https://corona-virus.se/assets/css/dist/style.css?t1605682923

Preview:
@charset "UTF-8";..apotek {.  font-family: roboto;.  padding-top: 1rem;.  padding-bottom: 1rem;.  border-top: 1px solid #ddd;.  border-bottom: 1px solid #ddd;.  background: 
#eee;.  background: #ddd; }.  .apotek h2 {.    font-family: roboto; }.  .apotek ul {.    list-style: none;.    display: inline-grid;.    grid-template-columns: 1fr 1fr;.    grid-gap: 0.5r
em;.    width: 100%; }.    @media screen and (min-width: 700px) {.      .apotek ul {.        grid-template-columns: 1fr 1fr 1fr 1fr; } }.    .apotek ul li {.      display: flex; }.      
.apotek ul li a {.        display: flex;.        justify-content: center;.        padding: 1rem;.        background: #fff;.        width: 100%;.        box-shadow: 0px 1px 4px rgba(0, 0, 0, 
0.16); }.        .apotek ul li a:hover {.          outline: 2px solid #c0afff; }.        .apotek ul li a img {.          width: 75%;.          /*@media screen and (min-width: 700px) {.
.......width: 50%;..          }*/.          max-width: 120px; }.          @media

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\style[4].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF, LF line terminators

Category: downloaded

Size (bytes): 76569

Entropy (8bit): 4.840956258455461

Encrypted: false

SSDEEP: 768:koUnjNY6Ko506LVmz147PeVKaaOQd1f7ZW2RwC3RVXNm79JBNBEWu2e:Wje6K40r1Sdn1f7ZW2SC3RVXQe

MD5: F42E37248152A3806CA5570E22ECCA4A

SHA1: 04AC63EE5E5F4120CB536082033FC55945D6E9C7

SHA-256: D9DB811677AF4B524ACC8A2C6CF314EE5C3BE17C48DE06C0613D4F50544D9FBC

SHA-512: 400ADAF5520FBA833EF327A7212DA410CA3D655C88AAAD2A78A8FF0B9C0198CC6CA6A10A248005EE48A0FA600FE57554082E251317010F77211A47B90D645549

Malicious: false

Reputation: low

IE Cache URL: https://corona-virus.se/assets/css/dist/style.css?t1605682929

Preview:
@charset "UTF-8";..apotek {.  font-family: roboto;.  padding-top: 1rem;.  padding-bottom: 1rem;.  border-top: 1px solid #ddd;.  border-bottom: 1px solid #ddd;.  background: 
#eee;.  background: #ddd; }.  .apotek h2 {.    font-family: roboto; }.  .apotek ul {.    list-style: none;.    display: inline-grid;.    grid-template-columns: 1fr 1fr;.    grid-gap: 0.5r
em;.    width: 100%; }.    @media screen and (min-width: 700px) {.      .apotek ul {.        grid-template-columns: 1fr 1fr 1fr 1fr; } }.    .apotek ul li {.      display: flex; }.      
.apotek ul li a {.        display: flex;.        justify-content: center;.        padding: 1rem;.        background: #fff;.        width: 100%;.        box-shadow: 0px 1px 4px rgba(0, 0, 0, 
0.16); }.        .apotek ul li a:hover {.          outline: 2px solid #c0afff; }.        .apotek ul li a img {.          width: 75%;.          /*@media screen and (min-width: 700px) {.
.......width: 50%;..          }*/.          max-width: 120px; }.          @media

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\style[5].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
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File Type: UTF-8 Unicode text, with very long lines, with CRLF, LF line terminators

Category: downloaded

Size (bytes): 76569

Entropy (8bit): 4.840956258455461

Encrypted: false

SSDEEP: 768:koUnjNY6Ko506LVmz147PeVKaaOQd1f7ZW2RwC3RVXNm79JBNBEWu2e:Wje6K40r1Sdn1f7ZW2SC3RVXQe

MD5: F42E37248152A3806CA5570E22ECCA4A

SHA1: 04AC63EE5E5F4120CB536082033FC55945D6E9C7

SHA-256: D9DB811677AF4B524ACC8A2C6CF314EE5C3BE17C48DE06C0613D4F50544D9FBC

SHA-512: 400ADAF5520FBA833EF327A7212DA410CA3D655C88AAAD2A78A8FF0B9C0198CC6CA6A10A248005EE48A0FA600FE57554082E251317010F77211A47B90D645549

Malicious: false

Reputation: low

IE Cache URL: https://corona-virus.se/assets/css/dist/style.css?t1605682938

Preview:
@charset "UTF-8";..apotek {.  font-family: roboto;.  padding-top: 1rem;.  padding-bottom: 1rem;.  border-top: 1px solid #ddd;.  border-bottom: 1px solid #ddd;.  background: 
#eee;.  background: #ddd; }.  .apotek h2 {.    font-family: roboto; }.  .apotek ul {.    list-style: none;.    display: inline-grid;.    grid-template-columns: 1fr 1fr;.    grid-gap: 0.5r
em;.    width: 100%; }.    @media screen and (min-width: 700px) {.      .apotek ul {.        grid-template-columns: 1fr 1fr 1fr 1fr; } }.    .apotek ul li {.      display: flex; }.      
.apotek ul li a {.        display: flex;.        justify-content: center;.        padding: 1rem;.        background: #fff;.        width: 100%;.        box-shadow: 0px 1px 4px rgba(0, 0, 0, 
0.16); }.        .apotek ul li a:hover {.          outline: 2px solid #c0afff; }.        .apotek ul li a img {.          width: 75%;.          /*@media screen and (min-width: 700px) {.
.......width: 50%;..          }*/.          max-width: 120px; }.          @media

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\style[5].css

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\style[6].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines, with CRLF, LF line terminators

Category: downloaded

Size (bytes): 76569

Entropy (8bit): 4.840956258455461

Encrypted: false

SSDEEP: 768:koUnjNY6Ko506LVmz147PeVKaaOQd1f7ZW2RwC3RVXNm79JBNBEWu2e:Wje6K40r1Sdn1f7ZW2SC3RVXQe

MD5: F42E37248152A3806CA5570E22ECCA4A

SHA1: 04AC63EE5E5F4120CB536082033FC55945D6E9C7

SHA-256: D9DB811677AF4B524ACC8A2C6CF314EE5C3BE17C48DE06C0613D4F50544D9FBC

SHA-512: 400ADAF5520FBA833EF327A7212DA410CA3D655C88AAAD2A78A8FF0B9C0198CC6CA6A10A248005EE48A0FA600FE57554082E251317010F77211A47B90D645549

Malicious: false

Reputation: low

IE Cache URL: https://corona-virus.se/assets/css/dist/style.css?t1605682947

Preview:
@charset "UTF-8";..apotek {.  font-family: roboto;.  padding-top: 1rem;.  padding-bottom: 1rem;.  border-top: 1px solid #ddd;.  border-bottom: 1px solid #ddd;.  background: 
#eee;.  background: #ddd; }.  .apotek h2 {.    font-family: roboto; }.  .apotek ul {.    list-style: none;.    display: inline-grid;.    grid-template-columns: 1fr 1fr;.    grid-gap: 0.5r
em;.    width: 100%; }.    @media screen and (min-width: 700px) {.      .apotek ul {.        grid-template-columns: 1fr 1fr 1fr 1fr; } }.    .apotek ul li {.      display: flex; }.      
.apotek ul li a {.        display: flex;.        justify-content: center;.        padding: 1rem;.        background: #fff;.        width: 100%;.        box-shadow: 0px 1px 4px rgba(0, 0, 0, 
0.16); }.        .apotek ul li a:hover {.          outline: 2px solid #c0afff; }.        .apotek ul li a img {.          width: 75%;.          /*@media screen and (min-width: 700px) {.
.......width: 50%;..          }*/.          max-width: 120px; }.          @media

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\zrt_lookup[1].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with very long lines

Category: downloaded

Size (bytes): 10339

Entropy (8bit): 5.493661169741213

Encrypted: false

SSDEEP: 192:MjhdWPTjlVQf///VEh2O0UO6wLnXf1Qp0EA92lAEyi48Or0:GdWPTwEIOLOzSp22lAEyiQ0

MD5: 85EAA403AF60F89A367CED0A1954E52D

SHA1: F182C91BAEC7B60F01474737CA83FE0E3ADE52ED

SHA-256: 9D1A2AE393E136BACB7B4E6557CC1741269E5EC26D50847BDD6736A2F166AFB1

SHA-512: C260501A940F2924F91A281746BE8A15A047B75EB6ED59C9F7A7FD8B19C1EF5E2757F86C5EC13F1A9D2124A49F8032A9E4F985C12029A91B522393BE4BC00B37

Malicious: false

Reputation: low

IE Cache URL: https://googleads.g.doubleclick.net/pagead/html/r20201112/r20190131/zrt_lookup.html

Preview:
<!DOCTYPE html><html><head></head><body><script>.(function(){/*.. Copyright The Closure Library Authors.. SPDX-License-Identifier: Apache-2.0.*/.function ba(a){var 
b=0;return function(){return b<a.length?{done:!1,value:a[b++]}:{done:!0}}}function ca(a){if(!(a instanceof Array)){var b="undefined"!=typeof Symbol&&Symbol.iterator&&
a[Symbol.iterator];a=b?b.call(a):{next:ba(a)};for(var c=[];!(b=a.next()).done;)c.push(b.value);a=c}return a}var da="function"==typeof Object.create?Object.create:function(a)
{function b(){}b.prototype=a;return new b},m;.if("function"==typeof Object.setPrototypeOf)m=Object.setPrototypeOf;else{var p;a:{var ea={i:!0},fa={};try{fa.__proto__=ea
;p=fa.i;break a}catch(a){}p=!1}m=p?function(a,b){a.__proto__=b;if(a.__proto__!==b)throw new TypeError(a+" is not extensible");return a}:null}var ha=m,r=this||self,t="clos
ure_uid_"+(1E9*Math.random()>>>0),ia=0;var ja=Array.prototype.forEach?function(a,b){Array.prototype.forEach.call(a,b,void 0)}:function(a,b){for(var c=a.length,d

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\CS6IXJW6\0c5d4d6cb3d86c49a73484d202134d6d[1]
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
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File Type: gd-jpeg v1.0 (using IJG JPEG v62), quality = 85", progressive, precision 8, 280x157, frames 3

Category: downloaded

Size (bytes): 12854

Entropy (8bit): 7.942558338843579

Encrypted: false

SSDEEP: 384:nC58czzQO+vaVlrpuEpgK3ucjEXifC1kXerix:KzYv2lu8/ucgQukz

MD5: D8F237D973A18C76E13CEBA4F9C68FC3

SHA1: 27DA3E0E9C61C27C922EC2943F56F90EA3235D12

SHA-256: A0171F7E7A3108B9C440B15062E74BEC943512581E527211CD06D37225AB2D3F

SHA-512: F197151617331EF5E4100828F32DA443DAE32089ED407CFA6B4E59E043ABC20905E05A4C7AE0A0DB5C4115101A91F6B8FC549A6CE63AF747DA560FE2D9B482E8

Malicious: false

Reputation: low

IE Cache URL: https://corona-virus.se/thumbs/dn.se/0c5d4d6cb3d86c49a73484d202134d6d

Preview:
......JFIF.............;CREATOR: gd-jpeg v1.0 (using IJG JPEG v62), quality = 85....C..............................................!........."$".$.......C..................................................................
.........."............................................................................B.6.1....$@...+/...@.)..;.k6.......u....q?%_....".8...Q2.M+5......c.Yvh._.D!9.3..5.....K.F/Uf.&.Na.},;.....%.F..k.7.A......
...:.W..!......4....~......Z.yvb..E..kk0..p..B.x...D...Zd\.C..P.....,.a.<oR.HY.....0P.n..:H.$MG..uU.E....`\.,...^,".,A.C[.\..6C8.h.@.....F...H.+.b...4...la4.b.....Y.~.O.]..U.3Asi.H...q$A..%.
...hA`B.l".'........t./....]S.. @.M:...W..}ZR.D.c....;>.u...?w.....B..%.....R.y.....:.~.....,....T...:J.T.>..+.h.T>.Z...W#T..^_.E.f{..i....kG.o[.j*.<.I..C...d..q.e.7OR....}i....Q>x_.WY.t>.Y~
;......oG.7..d.5Z....Il....ex.v.....4z...05.x...%[..d'..)E..J..!.+.<.O...n.=.h..ey\}l.[...^.p.f.'...z|3jjkR.U.S.[....;2..R.....U..fJ5..+,.+GWM....Y...=K....K={.....

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\CS6IXJW6\0c5d4d6cb3d86c49a73484d202134d6d[1]

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\CS6IXJW6\13f1694a22be95ce2cd2311f0a738290[1]
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: gd-jpeg v1.0 (using IJG JPEG v62), quality = 85", progressive, precision 8, 280x432, frames 3

Category: downloaded

Size (bytes): 28501

Entropy (8bit): 7.976762616623065

Encrypted: false

SSDEEP: 768:UjOGTpT9mf57b2Qotl9Oq9FR/KHPqqMcUSw/aPN:UfJu57Nob9OqTR/KHyTcUpaPN

MD5: B9ACA1E88076D81AA743A3E1D37A82BC

SHA1: A002A9224425BE7BE61654C695CA8044F038719A

SHA-256: DB1ED702DF7217598B242FECA2DC6C711E37D50C7956676491383C2DF83A4458

SHA-512: 6EE50FD7D50FCD4ED52816B7E3E7D8AE49F8B89B4E7ADCCBEF42BA9D0D3964E646A08410B8F21ABD07BB558C8488606452529041FD7CADDFC83101EA24087D
AD

Malicious: false

Reputation: low

IE Cache URL: https://corona-virus.se/thumbs/livsenergi.se/13f1694a22be95ce2cd2311f0a738290

Preview:
......JFIF.............;CREATOR: gd-jpeg v1.0 (using IJG JPEG v62), quality = 85....C..............................................!........."$".$.......C..................................................................
.........."................................................................................`099........J..q.......r.AHS&..l.Q..X..c\....8.........8..S._1<.?`|...!.r.{...z....T.........v>h|>.>}s.r.....1..t.......w..4.G.D.>.......c.
>fm..O.....(.....k.[....3.H.A.....'b..&..J.F..m...w.../.& $.j<!}.$y.o.....9KR=...i....W.-O./p.38~....q.?Q.1{...G.L.^.N....'.Q1...~...c...w.4$.f...O..n.....T.Qsr+.....y.F...}..h..O*.....6c..w
q.B.P...@-..h..qeX.]....-D..{.U..$.h.*....C...2qWq-..6.w....$..].T..nt..O...6+H.....y..fL;....Y.G8.....fK(...rq.CQ.Y1.Ky.......XM...%.Iy.@r..}...*.gGF.}na...2o.i...sp.D......ym..i.9..|..T...
..y<.SD.P~.../..bK.0.". i.)..]_c5e.....&o.U.n....~...*p..^U.._i.;....&..%jc.Y.t.........Vhh.).Wu5.>...i^..R..".t..!.Z."..'...'[e.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\CS6IXJW6\2175[1].gif
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: GIF image data, version 89a, 1 x 1

Category: dropped

Size (bytes): 258

Entropy (8bit): 3.0950611313667666

Encrypted: false

SSDEEP: 6:Gl3QEsJLsMal3QEsJLsMal3QEsJLsMal3QEsJLsMal3QEsJLsMal3QEsJLse:y3Zx3Zx3Zx3Zx3Zx3ZS

MD5: 211E8C6393BE3C2207A76A884A24FE55

SHA1: F562ED597CD47407229FB7B87C7AB9629523080A

SHA-256: B56B47F885710DB2F6A9705F0BE6DB44DE3BE4993F98D4D4754B18828B0D383B

SHA-512: 4C7108DBAC663F2B313F4114341615D65CDAA2E3FB24C44333AB686F7BC498884B5F6BEA79251DBB07C1180A043A65DFE349587D04C0F2DA103A3BB1E4D9BF4
5

Malicious: false

Reputation: low

Preview:
GIF89a.............!.......,...........L..;GIF89a.............!.......,...........L..;GIF89a.............!.......,...........L..;GIF89a.............!.......,...........L..;GIF89a.............!.......,...........L..;GIF89a.........
....!.......,...........L..;

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\CS6IXJW6\466606[1].gif
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: GIF image data, version 89a, 1 x 1

Category: dropped

Size (bytes): 42

Entropy (8bit): 2.9881439641616536
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Encrypted: false

SSDEEP: 3:CUXPQE/xlEy:1QEoy

MD5: D89746888DA2D9510B64A9F031EAECD5

SHA1: D5FCEB6532643D0D84FFE09C40C481ECDF59E15A

SHA-256: EF1955AE757C8B966C83248350331BD3A30F658CED11F387F8EBF05AB3368629

SHA-512: D5DA26B5D496EDB0221DF1A4057A8B0285D15592A8F8DC7016A294DF37ED335F3FDE6A2252962E0DF38B62847F8B771463A0124EF3F84299F262ED9D9D3CEE4C

Malicious: false

Reputation: low

Preview:
GIF89a.............!.......,...........D.;

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\CS6IXJW6\466606[1].gif

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\CS6IXJW6\6RYML-AXwgKXIEhuMiV2AYgQkEUD0Ei6B6ms7b7P0Jk[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 22030

Entropy (8bit): 5.607219130091125

Encrypted: false

SSDEEP: 384:Fxj+RhI3EKo9yStGTtfdv4hnitKGMyInoFK8rPoM:FR+RC3EKokSwui+kFl

MD5: 0E32A494C72100AFA8320DCF728DDE81

SHA1: F59CA0C93AA27387A59CBC8905A89F12F670E7FD

SHA-256: E9160C2FE017C2029720486E322576018810904503D048BA07A9ACEDBECFD099

SHA-512: B3E406AF3FCD50BB9501D2F993886E9D08F55BEE3F5BE778E5AE68B6B65052072158ED11BC98E1707256A88DB868FB48D35238DEA5A15C9C7D40BF37792F58C
A

Malicious: false

Reputation: low

IE Cache URL: https://pagead2.googlesyndication.com/bg/6RYML-AXwgKXIEhuMiV2AYgQkEUD0Ei6B6ms7b7P0Jk.js

Preview:
(function(){var Q=this||self,r=function(T,W){if(W=(T=null,Q).trustedTypes,!W||!W.createPolicy)return T;try{T=W.createPolicy("bg",{createHTML:K,createScript:K,createScript
URL:K})}catch(O){Q.console&&Q.console.error(O.message)}return T},K=function(T){return T};(0,eval)(function(T){return(T=r())&&1===eval(T.createScript("1"))?function(W)
{return T.createScript(W)}:function(W){return""+W}}()(Array(7824*Math.random()|0).join("\n")+'(function(){var T0=function(T){return T},t=this||self,q={},U,Wv=functi
on(T,W,K,O,m){for(K=(O=[],0),W=0;K<T.length;K++)m=T.charCodeAt(K),128>m?O[W++]=m:(2048>m?O[W++]=m>>6|192:(55296==(m&64512)&&K+1<T.length&&56
320==(T.charCodeAt(K+1)&64512)?(m=65536+((m&1023)<<10)+(T.charCodeAt(++K)&1023),O[W++]=m>>18|240,O[W++]=m>>12&63|128):O[W++]=m>>12|224,O[W++
]=m>>6&63|128),O[W++]=m&63|128);return O},f={},QG=function(T,W){return T<W?-1:T>W?1:0},iy,Kh=function(T){return/^[\\s\\xa0]*([\\s\\S]*?)[\\s\\xa0]*$/.exec(T)[1]
},OZ=function(T,W){function K(){}T.Xg=((T.prototype=((K.prot

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\CS6IXJW6\9bf7f2b05be180feee5ba35136ef66d4[1]
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: gd-jpeg v1.0 (using IJG JPEG v62), quality = 85", progressive, precision 8, 280x146, frames 3

Category: downloaded

Size (bytes): 10012

Entropy (8bit): 7.936945878671099

Encrypted: false

SSDEEP: 192:OZv81N+XSnFMGALTffoXWk2uf80Qr17v88dOYC02kt45Nj:OZk1NdnFMGAffcRt8NFyvp8kj

MD5: 263416B4A4E00BC34FD41FE84D0D04ED

SHA1: D4EEF67ABCCD549E05759DC9802FF03A58FA2BAA

SHA-256: EB84009DE546981A2304C7700B623DD431D26AF6431FBCCAC94E7F39FE610FD3

SHA-512: DA8CE5E3697C900B09E47F96332120A7D43FCE938B0F3362220168512CF6CA8F5CAC38324716F5C98C473B3EBAFCE4B857E87C59DDCFC01645D79C647CA67E81

Malicious: false

Reputation: low

IE Cache URL: https://corona-virus.se/thumbs/svt.se/9bf7f2b05be180feee5ba35136ef66d4

Preview:
......JFIF.............;CREATOR: gd-jpeg v1.0 (using IJG JPEG v62), quality = 85....C..............................................!........."$".$.......C..................................................................
.........."...............................................................................v..,.i.....n.K.y.cwT......WI....iv.*.n]zb......P..t34.,>.D..'..q.*tL...o./.W.....>..K.>....u+Ze....V.^..~.........J.]F+F.9.y.@-7..
.].].J..0.4s"...z2.....}`!$n.w...T.M.W...<2&...t35.]CB..1.z...^.T....+..2.Vp.....s...3=.=.Z<g...9#M..:....9....MAc.......m..[...iX.G.f..[n},NV.~....t'.>.$.,.4U....]I.e|.....iQ.0..GP.fu.n=.Sa
.....p...`....Y....5..$..o:A...tk@7?#...g.ai...'....A.Zz..39........Ge\...........EiYU....V...>..5H...ZW.....Y....SS..R...C.E.}...m....Y......zt......A.d.4..Z........F..9B.mx..oB^.'K2Y!|...#.9.....$.:
....o....J=.....u..x.t.<#......V.^.Ja..........Q3..]~y.y.W.. .&W..Y...$.<...Y.....1t.P.cO&.kX.....4N0S.CX.:...{....Nc.ypz..u....q.I...m

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\CS6IXJW6\QBU9PVYM.htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, UTF-8 Unicode text, with very long lines, with CRLF line terminators

Category: downloaded

Size (bytes): 45312

Entropy (8bit): 5.135921883696618

Encrypted: false

SSDEEP: 384:8yRm/5N9Nzx1BYSPx1BYSRkpHZkpHqbEO+WBbhbU1sTtgmMHKtUDMcJnlVSTymqx:z03z3WSjWSRkZknNDPllkOzbivgkBcf

MD5: B638153B16C6C8C6A5DCE198CA07E122

SHA1: 0FB961F2684E5BA8C265626490A2342205AF5509
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SHA-256: 474655697E69A065BB413CACF9F0C64E525281154E8FFACC6D935B157C472DAB

SHA-512: 9D5E6E257D3DE8DBDAC8EB25BACD4A0C2F64917B00C70558DB35C472C72A39E39EF39EC2F5807C66E3E3912A6D2527162A41D409148930E09794FA8F4BC8CE2
F

Malicious: false

Reputation: low

IE Cache URL: https://corona-virus.se/

Preview:
<!DOCTYPE html>..<html lang="sv-se">....<head>..  <meta charset="UTF-8">..  <meta name="viewport" content="width=device-width, initial-scale=1.0">..  <meta http-
equiv="X-UA-Compatible" content="ie=edge">....  <script data-ad-client="ca-pub-3076083280861773" async src="https://pagead2.googlesyndication.com/pagead/js/ads
bygoogle.js"></script>....      <title>Coronavirus - Sverige - Vaccin, symtom och d.dlighet</title>..          <meta name="description" content="Coronaviruset har kommit till 
Sverige. S. l.ng tid tar det innan ett vaccin b.rjar s.ljas och s. skyddar du dig idag.">..      ..  <link href="https://fonts.googleapis.com/css?family=Roboto:300,400,700&dis
play=swap" rel="stylesheet">....      <link rel="icon" href="https://corona-virus.se/assets/favicon.png">..  ..  <link rel="stylesheet" href="https://corona-virus.se/assets/css/dis
t/style.css?t1605682914">....      <meta property="og:type" content="article">..          <meta property="og:url" content="https://corona-virus.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\CS6IXJW6\QBU9PVYM.htm

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\CS6IXJW6\activeview[1].gif
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: GIF image data, version 89a, 1 x 1

Category: dropped

Size (bytes): 378

Entropy (8bit): 2.9881439641616536

Encrypted: false

SSDEEP: 6:1QEoqh3QEoqh3QEoqh3QEoqh3QEoqh3QEoqh3QEoqh3QEoqh3QEoy:1ZPh3ZPh3ZPh3ZPh3ZPh3ZPh3ZPh3ZPL

MD5: 88C1CBD8E7896E6A61262C9431583A60

SHA1: E254A45592B68A8C7899342295C4D92B2FEAADD7

SHA-256: 24B5668D0F130604A6ADDA21E865416FD634B781C7063118F371CB0931E72A02

SHA-512: A64637A892B5FB1C049726BA27E81E27E3CCA3F56BBB5E3C73975C56FD51FC69D5F5D178ADA14257D113A7E1608E357378258810B27016187DC0AF990ACC92DE

Malicious: false

Reputation: low

Preview:
GIF89a.............!.......,...........D.;GIF89a.............!.......,...........D.;GIF89a.............!.......,...........D.;GIF89a.............!.......,...........D.;GIF89a.............!.......,...........D.;GIF89a....
.........!.......,...........D.;GIF89a.............!.......,...........D.;GIF89a.............!.......,...........D.;GIF89a.............!.......,...........D.;

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\CS6IXJW6\ads[1].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with no line terminators

Category: downloaded

Size (bytes): 54

Entropy (8bit): 3.846525004558637

Encrypted: false

SSDEEP: 3:qTkIDZxQXbZ6iF4:qTjxO965

MD5: F315F5F2C187A05AF1ACE62D5F6AA477

SHA1: 47D77A2A1665CB6202028ECD89B50920287D9148

SHA-256: 166A4EC3CB90D525F7F744C7616C01B36BEBD6DCECD486C8F5BE14CCC0A7B3DA

SHA-512: 6A12034C64743BF5C625EE993A758561284DE5950504D61ABBD5273500DB08EFD1B2B82D71F7B378EBD4C1B3C9C22BAE645564357B96BBF4F69DE03B6214865B

Malicious: false

Reputation: low

IE Cache URL: https://googleads.g.doubleclick.net/pagead/ads?guci=1.2.0.0.2.2.0.0&client=ca-pub-
3076083280861773&output=html&adk=1812271804&adf=3025194257&lmt=1605682894&plat=1%3A8%2C2%3A8%2C9%3A32776%2C10%3A32%2C11%3A32%2C16%
3A8388608%2C17%3A32%2C24%3A32%2C25%3A32%2C30%3A1048576%2C32%3A32%2C40%3A32&format=0x0&url=https%3A%2F%2Fcorona-
virus.se%2F&ea=0&flash=29.0.0&pra=5&wgl=1&tt_state=W3siaXNzdWVyT3JpZ2luIjoiaHR0cHM6Ly9hZHNlcnZpY2UuZ29vZ2xlLmNvbSIsInN0YXRlIjowfSx7Imlzc3Vlck9y
aWdpbiI6Imh0dHBzOi8vYXR0ZXN0YXRpb24uYW5kcm9pZC5jb20iLCJzdGF0ZSI6MH1d&dt=1605682893704&bpp=44&bdt=462&idt=353&shv=r20201112&cbv=r2019013
1&ptt=9&saldr=aa&abxe=1&nras=1&correlator=3901946691362&frm=20&pv=2&ga_vid=1300497151.1605682894&ga_sid=1605682894&ga_hid=134566320&ga_fc=0&ics
g=10892&dssz=11&mdo=0&mso=0&u_tz=60&u_his=1&u_java=1&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_nplug=1&u_nmime=2&adx=-
12245933&ady=-
12245933&biw=767&bih=554&scr_x=0&scr_y=0&eid=42530671&oid=3&pvsid=2881720202222710&pem=364&rx=0&eae=2&fc=1920&docm=11&brdim=44%2C114%2C3
6%2C36%2C1280%2C%2C800%2C640%2C784%2C554&vis=1&rsz=%7C%7Cs%7C&abl=NS&fu=8192&bc=1&ifi=0&uci=a!0&dtd=721

Preview:
<!doctype html><html><head></head><body></body></html>

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\CS6IXJW6\ads[2].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, UTF-8 Unicode text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 69121

Entropy (8bit): 6.1209464380511

Encrypted: false

SSDEEP: 768:DdlEwj20DaiEYgy5QX6zFwI/+Y5G/AOBVmRYBTn1x8a+oxFV:hldlDEXyR+I4VRx1x8a+oxFV

MD5: AF278D6AA3481BAE5DD8420424F2C85D

SHA1: 5C3361D9B503E59432ACF8AD78FCF48537917C6D

SHA-256: 6DC4C87C7D749B0540B4E34B27187E3C899F0ED3A4EC3675C71C776EEE7808E7
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Static File Info

No static file info

Network Port Distribution

Total Packets: 110

SHA-512: CEA5D3ABF33FCA12F1E6E839AE364D9DE4AD5FA53C93285150EC99768B90D26AC0E92BE9966CD77B090570A70B489AC037916C567C48506F4C221E3717DD6789

Malicious: false

Reputation: low

IE Cache URL: https://googleads.g.doubleclick.net/pagead/ads?guci=1.2.0.0.2.2.0.0&client=ca-pub-
3076083280861773&output=html&h=280&slotname=9502810769&adk=4272567068&adf=4283947098&pi=t.ma~as.9502810769&w=1200&fwrn=4&fwrnh=100&lmt=16056
82922&rafmt=1&psa=1&format=1200x280&url=https%3A%2F%2Fcorona-
virus.se%2Fvideo&flash=29.0.0&fwr=0&fwrattr=true&rpe=1&resp_fmts=3&wgl=1&adsid=ChEIgIbO_QUQ_KfXnrjew6LSARIvAHd_FkVG9BkL_ZXTlNqKnSb-
YlXifcfCReKPfVpHPxDZxKPyM40Po90f1rsD1t4&tt_state=W3siaXNzdWVyT3JpZ2luIjoiaHR0cHM6Ly9hZHNlcnZpY2UuZ29vZ2xlLmNvbSIsInN0YXRlIjowfSx7Imlzc3Vlck9y
aWdpbiI6Imh0dHBzOi8vYXR0ZXN0YXRpb24uYW5kcm9pZC5jb20iLCJzdGF0ZSI6MH1d&dt=1605682921793&bpp=15&bdt=553&idt=228&shv=r20201112&cbv=r2019013
1&ptt=9&saldr=aa&abxe=1&cookie=ID%3D4f8b7da57af41cf3-
227fb07439b90080%3AT%3D1605682895%3ART%3D1605682895%3AS%3DALNI_MZ1U5C85txhLjFZEpPzhVr7zjzszQ&prev_fmts=0x0&nras=1&correlator=3821001370
092&frm=20&pv=1&ga_vid=1300497151.1605682894&ga_sid=1605682922&ga_hid=1761994097&ga_fc=0&icsg=35496&dssz=11&mdo=0&mso=0&u_tz=60&u_his=3&u_
java=1&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_nplug=1&u_nmime=2&adx=32&ady=80&biw=1263&bih=906&scr_x=0&scr_y=0&oid=3&pvsid=14838
60176786084&pem=364&rx=0&eae=0&fc=1920&docm=11&brdim=0%2C78%2C-8%2C-
8%2C1280%2C%2C1296%2C1000%2C1280%2C906&vis=1&rsz=o%7Co%7CoeE%7C&abl=NS&pfx=0&fu=8320&bc=1&ifi=1&uci=a!1&xpc=wDmw1rm81N&p=https%3A/
/corona-virus.se&dtd=304

Preview:
<!DOCTYPE html><html lang=en><head><meta charset="UTF-8"><script>var jscVersion = 'r20201112';</script><script>var google_casm=[];</script><style>HTML
,BODY{height:100%;width:100%;margin:0;padding:0;overflow:hidden;}#mys-wrapper{height:100%;width:100%;overflow:hidden;position:absolute;top:0;left:0;align-items:
center;display:flex;justify-content:center;line-height:normal;}.mys-wrapper A,.mys-wrapper A:visited,.mys-wrapper A:hover,.mys-wrapper A:active{color:inherit;cursor:point
er;text-decoration:inherit;}[dir=rtl] .flip-on-rtl{transform:scale(-1,1);transform-origin:center;}#mys-content{flex-shrink:0;position:relative;overflow:hidden;z-index:0;}</style><s
tyle x-ns-c0trw-l="banner-large-eta-kiss" x-phase="assemble">.ns-c0trw-l-banner-large-eta-kiss{opacity:.01;position:absolute;display:block;top:0;left:0;width:1200px;heigh
t:280px;}.ns-c0trw-e-0{line-height:1.3;border-color:#e6e7e8;border-style:solid;border-width:1px;box-sizing:border-box;display:-ms-flexbox;display:flex;-ms-flex-direction:

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\CS6IXJW6\ads[2].htm

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\CS6IXJW6\ads[3].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with no line terminators

Category: downloaded

Size (bytes): 54

Entropy (8bit): 3.846525004558637

Encrypted: false

SSDEEP: 3:qTkIDZxQXbZ6iF4:qTjxO965

MD5: F315F5F2C187A05AF1ACE62D5F6AA477

SHA1: 47D77A2A1665CB6202028ECD89B50920287D9148

SHA-256: 166A4EC3CB90D525F7F744C7616C01B36BEBD6DCECD486C8F5BE14CCC0A7B3DA

SHA-512: 6A12034C64743BF5C625EE993A758561284DE5950504D61ABBD5273500DB08EFD1B2B82D71F7B378EBD4C1B3C9C22BAE645564357B96BBF4F69DE03B6214865B

Malicious: false

Reputation: low

IE Cache URL: https://googleads.g.doubleclick.net/pagead/ads?guci=1.2.0.0.2.2.0.0&client=ca-pub-
3076083280861773&output=html&adk=1812271804&adf=3025194257&lmt=1605682929&plat=1%3A32776%2C2%3A32776%2C9%3A32776%2C10%3A32%2C11%3A32
%2C16%3A8388608%2C17%3A32%2C24%3A32%2C25%3A32%2C30%3A1081344%2C32%3A32%2C40%3A32&format=0x0&url=https%3A%2F%2Fcorona-
virus.se%2Fprognoser&ea=0&flash=29.0.0&pra=5&wgl=1&tt_state=W3siaXNzdWVyT3JpZ2luIjoiaHR0cHM6Ly9hZHNlcnZpY2UuZ29vZ2xlLmNvbSIsInN0YXRlIjowfSx7Iml
zc3Vlck9yaWdpbiI6Imh0dHBzOi8vYXR0ZXN0YXRpb24uYW5kcm9pZC5jb20iLCJzdGF0ZSI6MH1d&dt=1605682929241&bpp=34&bdt=406&idt=156&shv=r20201112&cbv
=r20190131&ptt=9&saldr=aa&abxe=1&cookie=ID%3D4f8b7da57af41cf3-
227fb07439b90080%3AT%3D1605682895%3ART%3D1605682895%3AS%3DALNI_MZ1U5C85txhLjFZEpPzhVr7zjzszQ&nras=1&correlator=4726494016291&frm=20&pv
=2&ga_vid=1300497151.1605682894&ga_sid=1605682929&ga_hid=645571292&ga_fc=1&icsg=682&dssz=6&mdo=0&mso=0&u_tz=60&u_his=5&u_java=1&u_h=1024&u
_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_nplug=1&u_nmime=2&adx=-12245933&ady=-
12245933&biw=1280&bih=906&scr_x=0&scr_y=0&oid=3&pvsid=3885016613425427&pem=364&rx=0&eae=2&fc=1920&docm=11&brdim=0%2C78%2C-8%2C-
8%2C1280%2C%2C1296%2C1000%2C1280%2C906&vis=1&rsz=%7C%7Cs%7C&abl=NS&fu=8192&bc=1&ifi=0&uci=a!0&dtd=234

Preview:
<!doctype html><html><head></head><body></body></html>

Network Behavior
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• 53 (DNS)

• 443 (HTTPS)

• 80 (HTTP)

Timestamp Source Port Dest Port Source IP Dest IP

Nov 18, 2020 08:01:33.333858967 CET 49736 80 192.168.2.4 46.16.234.61

Nov 18, 2020 08:01:33.334832907 CET 49737 80 192.168.2.4 46.16.234.61

Nov 18, 2020 08:01:33.377825022 CET 80 49736 46.16.234.61 192.168.2.4

Nov 18, 2020 08:01:33.377965927 CET 49736 80 192.168.2.4 46.16.234.61

Nov 18, 2020 08:01:33.378416061 CET 80 49737 46.16.234.61 192.168.2.4

Nov 18, 2020 08:01:33.378578901 CET 49737 80 192.168.2.4 46.16.234.61

Nov 18, 2020 08:01:33.379688978 CET 49736 80 192.168.2.4 46.16.234.61

Nov 18, 2020 08:01:33.423369884 CET 80 49736 46.16.234.61 192.168.2.4

Nov 18, 2020 08:01:33.423512936 CET 80 49736 46.16.234.61 192.168.2.4

Nov 18, 2020 08:01:33.423614025 CET 49736 80 192.168.2.4 46.16.234.61

Nov 18, 2020 08:01:33.430926085 CET 49739 443 192.168.2.4 46.16.234.61

Nov 18, 2020 08:01:33.473097086 CET 443 49739 46.16.234.61 192.168.2.4

Nov 18, 2020 08:01:33.473241091 CET 49739 443 192.168.2.4 46.16.234.61

Nov 18, 2020 08:01:33.483412981 CET 49739 443 192.168.2.4 46.16.234.61

Nov 18, 2020 08:01:33.525613070 CET 443 49739 46.16.234.61 192.168.2.4

Nov 18, 2020 08:01:33.526536942 CET 443 49739 46.16.234.61 192.168.2.4

Nov 18, 2020 08:01:33.526565075 CET 443 49739 46.16.234.61 192.168.2.4

Nov 18, 2020 08:01:33.526576042 CET 443 49739 46.16.234.61 192.168.2.4

Nov 18, 2020 08:01:33.526588917 CET 443 49739 46.16.234.61 192.168.2.4

Nov 18, 2020 08:01:33.526711941 CET 49739 443 192.168.2.4 46.16.234.61

Nov 18, 2020 08:01:33.526782990 CET 49739 443 192.168.2.4 46.16.234.61

Nov 18, 2020 08:01:33.607758999 CET 49739 443 192.168.2.4 46.16.234.61

Nov 18, 2020 08:01:33.615592957 CET 49739 443 192.168.2.4 46.16.234.61

Nov 18, 2020 08:01:33.615847111 CET 49739 443 192.168.2.4 46.16.234.61

Nov 18, 2020 08:01:33.650279045 CET 443 49739 46.16.234.61 192.168.2.4

Nov 18, 2020 08:01:33.650413036 CET 49739 443 192.168.2.4 46.16.234.61

Nov 18, 2020 08:01:33.657913923 CET 443 49739 46.16.234.61 192.168.2.4

Nov 18, 2020 08:01:33.658099890 CET 49739 443 192.168.2.4 46.16.234.61

Nov 18, 2020 08:01:33.658293009 CET 49739 443 192.168.2.4 46.16.234.61

Nov 18, 2020 08:01:33.692924976 CET 443 49739 46.16.234.61 192.168.2.4

Nov 18, 2020 08:01:33.692955017 CET 443 49739 46.16.234.61 192.168.2.4

Nov 18, 2020 08:01:33.692970991 CET 443 49739 46.16.234.61 192.168.2.4

Nov 18, 2020 08:01:33.692987919 CET 443 49739 46.16.234.61 192.168.2.4

Nov 18, 2020 08:01:33.693001986 CET 49739 443 192.168.2.4 46.16.234.61

Nov 18, 2020 08:01:33.693006992 CET 443 49739 46.16.234.61 192.168.2.4

Nov 18, 2020 08:01:33.693025112 CET 443 49739 46.16.234.61 192.168.2.4

Nov 18, 2020 08:01:33.693033934 CET 49739 443 192.168.2.4 46.16.234.61

Nov 18, 2020 08:01:33.693044901 CET 443 49739 46.16.234.61 192.168.2.4

Nov 18, 2020 08:01:33.693059921 CET 443 49739 46.16.234.61 192.168.2.4

Nov 18, 2020 08:01:33.693079948 CET 49739 443 192.168.2.4 46.16.234.61

Nov 18, 2020 08:01:33.693101883 CET 49739 443 192.168.2.4 46.16.234.61

Nov 18, 2020 08:01:33.700218916 CET 443 49739 46.16.234.61 192.168.2.4

Nov 18, 2020 08:01:33.700244904 CET 443 49739 46.16.234.61 192.168.2.4

Nov 18, 2020 08:01:33.700323105 CET 49739 443 192.168.2.4 46.16.234.61

TCP Packets
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Nov 18, 2020 08:01:33.740248919 CET 443 49739 46.16.234.61 192.168.2.4

Nov 18, 2020 08:01:33.768677950 CET 49739 443 192.168.2.4 46.16.234.61

Nov 18, 2020 08:01:33.804410934 CET 49739 443 192.168.2.4 46.16.234.61

Nov 18, 2020 08:01:33.804989100 CET 49739 443 192.168.2.4 46.16.234.61

Nov 18, 2020 08:01:33.810806036 CET 443 49739 46.16.234.61 192.168.2.4

Nov 18, 2020 08:01:33.812410116 CET 443 49739 46.16.234.61 192.168.2.4

Nov 18, 2020 08:01:33.812437057 CET 443 49739 46.16.234.61 192.168.2.4

Nov 18, 2020 08:01:33.812453985 CET 443 49739 46.16.234.61 192.168.2.4

Nov 18, 2020 08:01:33.812470913 CET 443 49739 46.16.234.61 192.168.2.4

Nov 18, 2020 08:01:33.812485933 CET 443 49739 46.16.234.61 192.168.2.4

Nov 18, 2020 08:01:33.812489986 CET 49739 443 192.168.2.4 46.16.234.61

Nov 18, 2020 08:01:33.812505960 CET 443 49739 46.16.234.61 192.168.2.4

Nov 18, 2020 08:01:33.812521935 CET 49739 443 192.168.2.4 46.16.234.61

Nov 18, 2020 08:01:33.812524080 CET 443 49739 46.16.234.61 192.168.2.4

Nov 18, 2020 08:01:33.812541962 CET 443 49739 46.16.234.61 192.168.2.4

Nov 18, 2020 08:01:33.812556982 CET 443 49739 46.16.234.61 192.168.2.4

Nov 18, 2020 08:01:33.812583923 CET 49739 443 192.168.2.4 46.16.234.61

Nov 18, 2020 08:01:33.812616110 CET 49739 443 192.168.2.4 46.16.234.61

Nov 18, 2020 08:01:33.824336052 CET 49742 443 192.168.2.4 216.58.205.66

Nov 18, 2020 08:01:33.825213909 CET 49743 443 192.168.2.4 216.58.205.66

Nov 18, 2020 08:01:33.830208063 CET 49739 443 192.168.2.4 46.16.234.61

Nov 18, 2020 08:01:33.833513021 CET 49739 443 192.168.2.4 46.16.234.61

Nov 18, 2020 08:01:33.834216118 CET 49739 443 192.168.2.4 46.16.234.61

Nov 18, 2020 08:01:33.834996939 CET 49739 443 192.168.2.4 46.16.234.61

Nov 18, 2020 08:01:33.847939014 CET 443 49739 46.16.234.61 192.168.2.4

Nov 18, 2020 08:01:33.847965002 CET 443 49739 46.16.234.61 192.168.2.4

Nov 18, 2020 08:01:33.848027945 CET 49739 443 192.168.2.4 46.16.234.61

Nov 18, 2020 08:01:33.848051071 CET 49739 443 192.168.2.4 46.16.234.61

Nov 18, 2020 08:01:33.848500013 CET 443 49742 216.58.205.66 192.168.2.4

Nov 18, 2020 08:01:33.848581076 CET 49742 443 192.168.2.4 216.58.205.66

Nov 18, 2020 08:01:33.848632097 CET 443 49739 46.16.234.61 192.168.2.4

Nov 18, 2020 08:01:33.848654032 CET 443 49739 46.16.234.61 192.168.2.4

Nov 18, 2020 08:01:33.848671913 CET 443 49739 46.16.234.61 192.168.2.4

Nov 18, 2020 08:01:33.848690987 CET 49739 443 192.168.2.4 46.16.234.61

Nov 18, 2020 08:01:33.848711967 CET 49739 443 192.168.2.4 46.16.234.61

Nov 18, 2020 08:01:33.848725080 CET 49739 443 192.168.2.4 46.16.234.61

Nov 18, 2020 08:01:33.849298954 CET 443 49743 216.58.205.66 192.168.2.4

Nov 18, 2020 08:01:33.849365950 CET 49743 443 192.168.2.4 216.58.205.66

Nov 18, 2020 08:01:33.852554083 CET 49743 443 192.168.2.4 216.58.205.66

Nov 18, 2020 08:01:33.861074924 CET 49742 443 192.168.2.4 216.58.205.66

Nov 18, 2020 08:01:33.862802982 CET 49744 443 192.168.2.4 104.16.19.94

Nov 18, 2020 08:01:33.863326073 CET 49745 443 192.168.2.4 104.16.19.94

Nov 18, 2020 08:01:33.873833895 CET 443 49739 46.16.234.61 192.168.2.4

Nov 18, 2020 08:01:33.873871088 CET 443 49739 46.16.234.61 192.168.2.4

Nov 18, 2020 08:01:33.873894930 CET 443 49739 46.16.234.61 192.168.2.4

Nov 18, 2020 08:01:33.873918056 CET 443 49739 46.16.234.61 192.168.2.4

Nov 18, 2020 08:01:33.873943090 CET 443 49739 46.16.234.61 192.168.2.4

Nov 18, 2020 08:01:33.873945951 CET 49739 443 192.168.2.4 46.16.234.61

Nov 18, 2020 08:01:33.873969078 CET 443 49739 46.16.234.61 192.168.2.4

Nov 18, 2020 08:01:33.873969078 CET 49739 443 192.168.2.4 46.16.234.61

Nov 18, 2020 08:01:33.873981953 CET 49739 443 192.168.2.4 46.16.234.61

Nov 18, 2020 08:01:33.873999119 CET 443 49739 46.16.234.61 192.168.2.4

Nov 18, 2020 08:01:33.874020100 CET 49739 443 192.168.2.4 46.16.234.61

Nov 18, 2020 08:01:33.874026060 CET 443 49739 46.16.234.61 192.168.2.4

Nov 18, 2020 08:01:33.874047995 CET 443 49739 46.16.234.61 192.168.2.4

Nov 18, 2020 08:01:33.874053955 CET 49739 443 192.168.2.4 46.16.234.61

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source Port Dest Port Source IP Dest IP

Nov 18, 2020 08:01:29.034910917 CET 55854 53 192.168.2.4 8.8.8.8

Nov 18, 2020 08:01:29.062107086 CET 53 55854 8.8.8.8 192.168.2.4

Nov 18, 2020 08:01:29.712651968 CET 64549 53 192.168.2.4 8.8.8.8

Nov 18, 2020 08:01:29.739881039 CET 53 64549 8.8.8.8 192.168.2.4

UDP Packets
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Nov 18, 2020 08:01:30.494533062 CET 63153 53 192.168.2.4 8.8.8.8

Nov 18, 2020 08:01:30.521702051 CET 53 63153 8.8.8.8 192.168.2.4

Nov 18, 2020 08:01:31.766670942 CET 52991 53 192.168.2.4 8.8.8.8

Nov 18, 2020 08:01:31.793812990 CET 53 52991 8.8.8.8 192.168.2.4

Nov 18, 2020 08:01:32.122539997 CET 53700 53 192.168.2.4 8.8.8.8

Nov 18, 2020 08:01:32.159605026 CET 53 53700 8.8.8.8 192.168.2.4

Nov 18, 2020 08:01:33.276352882 CET 51726 53 192.168.2.4 8.8.8.8

Nov 18, 2020 08:01:33.319422960 CET 53 51726 8.8.8.8 192.168.2.4

Nov 18, 2020 08:01:33.356743097 CET 56794 53 192.168.2.4 8.8.8.8

Nov 18, 2020 08:01:33.383924961 CET 53 56794 8.8.8.8 192.168.2.4

Nov 18, 2020 08:01:33.770253897 CET 56534 53 192.168.2.4 8.8.8.8

Nov 18, 2020 08:01:33.775259018 CET 56627 53 192.168.2.4 8.8.8.8

Nov 18, 2020 08:01:33.810729027 CET 53 56627 8.8.8.8 192.168.2.4

Nov 18, 2020 08:01:33.813399076 CET 53 56534 8.8.8.8 192.168.2.4

Nov 18, 2020 08:01:33.834076881 CET 56621 53 192.168.2.4 8.8.8.8

Nov 18, 2020 08:01:33.853686094 CET 63116 53 192.168.2.4 8.8.8.8

Nov 18, 2020 08:01:33.861088991 CET 53 56621 8.8.8.8 192.168.2.4

Nov 18, 2020 08:01:33.896878958 CET 53 63116 8.8.8.8 192.168.2.4

Nov 18, 2020 08:01:33.956372976 CET 64078 53 192.168.2.4 8.8.8.8

Nov 18, 2020 08:01:33.991653919 CET 53 64078 8.8.8.8 192.168.2.4

Nov 18, 2020 08:01:34.049951077 CET 64801 53 192.168.2.4 8.8.8.8

Nov 18, 2020 08:01:34.078051090 CET 53 64801 8.8.8.8 192.168.2.4

Nov 18, 2020 08:01:34.263168097 CET 61721 53 192.168.2.4 8.8.8.8

Nov 18, 2020 08:01:34.319643021 CET 53 61721 8.8.8.8 192.168.2.4

Nov 18, 2020 08:01:34.862430096 CET 51255 53 192.168.2.4 8.8.8.8

Nov 18, 2020 08:01:34.882617950 CET 61522 53 192.168.2.4 8.8.8.8

Nov 18, 2020 08:01:34.903640985 CET 52337 53 192.168.2.4 8.8.8.8

Nov 18, 2020 08:01:34.905925989 CET 53 51255 8.8.8.8 192.168.2.4

Nov 18, 2020 08:01:34.926117897 CET 53 61522 8.8.8.8 192.168.2.4

Nov 18, 2020 08:01:34.939007998 CET 53 52337 8.8.8.8 192.168.2.4

Nov 18, 2020 08:01:34.971225977 CET 55046 53 192.168.2.4 8.8.8.8

Nov 18, 2020 08:01:35.000175953 CET 49612 53 192.168.2.4 8.8.8.8

Nov 18, 2020 08:01:35.014504910 CET 53 55046 8.8.8.8 192.168.2.4

Nov 18, 2020 08:01:35.045880079 CET 53 49612 8.8.8.8 192.168.2.4

Nov 18, 2020 08:01:35.720289946 CET 49285 53 192.168.2.4 8.8.8.8

Nov 18, 2020 08:01:35.764329910 CET 53 49285 8.8.8.8 192.168.2.4

Nov 18, 2020 08:01:36.759279966 CET 50601 53 192.168.2.4 8.8.8.8

Nov 18, 2020 08:01:36.786361933 CET 53 50601 8.8.8.8 192.168.2.4

Nov 18, 2020 08:01:37.595567942 CET 60875 53 192.168.2.4 8.8.8.8

Nov 18, 2020 08:01:37.622679949 CET 53 60875 8.8.8.8 192.168.2.4

Nov 18, 2020 08:01:38.412676096 CET 56448 53 192.168.2.4 8.8.8.8

Nov 18, 2020 08:01:38.439754963 CET 53 56448 8.8.8.8 192.168.2.4

Nov 18, 2020 08:01:41.896522045 CET 59172 53 192.168.2.4 8.8.8.8

Nov 18, 2020 08:01:41.923492908 CET 53 59172 8.8.8.8 192.168.2.4

Nov 18, 2020 08:01:50.880916119 CET 62420 53 192.168.2.4 8.8.8.8

Nov 18, 2020 08:01:50.908071995 CET 53 62420 8.8.8.8 192.168.2.4

Nov 18, 2020 08:01:51.285352945 CET 60579 53 192.168.2.4 8.8.8.8

Nov 18, 2020 08:01:51.353203058 CET 53 60579 8.8.8.8 192.168.2.4

Nov 18, 2020 08:01:51.642304897 CET 50183 53 192.168.2.4 8.8.8.8

Nov 18, 2020 08:01:51.669377089 CET 53 50183 8.8.8.8 192.168.2.4

Nov 18, 2020 08:01:53.821290016 CET 61531 53 192.168.2.4 8.8.8.8

Nov 18, 2020 08:01:53.848532915 CET 53 61531 8.8.8.8 192.168.2.4

Nov 18, 2020 08:02:00.035599947 CET 49228 53 192.168.2.4 8.8.8.8

Nov 18, 2020 08:02:00.071099997 CET 53 49228 8.8.8.8 192.168.2.4

Nov 18, 2020 08:02:00.732105017 CET 59794 53 192.168.2.4 8.8.8.8

Nov 18, 2020 08:02:00.740011930 CET 55916 53 192.168.2.4 8.8.8.8

Nov 18, 2020 08:02:00.747454882 CET 52752 53 192.168.2.4 8.8.8.8

Nov 18, 2020 08:02:00.757617950 CET 60542 53 192.168.2.4 8.8.8.8

Nov 18, 2020 08:02:00.758755922 CET 60689 53 192.168.2.4 8.8.8.8

Nov 18, 2020 08:02:00.763807058 CET 64206 53 192.168.2.4 8.8.8.8

Nov 18, 2020 08:02:00.774617910 CET 53 52752 8.8.8.8 192.168.2.4

Nov 18, 2020 08:02:00.777376890 CET 53 55916 8.8.8.8 192.168.2.4

Nov 18, 2020 08:02:00.778610945 CET 53 59794 8.8.8.8 192.168.2.4

Nov 18, 2020 08:02:00.784754038 CET 53 60542 8.8.8.8 192.168.2.4

Timestamp Source Port Dest Port Source IP Dest IP
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Nov 18, 2020 08:02:00.807663918 CET 53 64206 8.8.8.8 192.168.2.4

Nov 18, 2020 08:02:00.811744928 CET 53 60689 8.8.8.8 192.168.2.4

Nov 18, 2020 08:02:01.153537035 CET 50904 53 192.168.2.4 8.8.8.8

Nov 18, 2020 08:02:01.189167976 CET 53 50904 8.8.8.8 192.168.2.4

Nov 18, 2020 08:02:01.529810905 CET 57525 53 192.168.2.4 8.8.8.8

Nov 18, 2020 08:02:01.565576077 CET 53 57525 8.8.8.8 192.168.2.4

Nov 18, 2020 08:02:01.970479965 CET 53814 53 192.168.2.4 8.8.8.8

Nov 18, 2020 08:02:02.006151915 CET 53 53814 8.8.8.8 192.168.2.4

Nov 18, 2020 08:02:02.134629965 CET 53418 53 192.168.2.4 8.8.8.8

Nov 18, 2020 08:02:02.169955969 CET 53 53418 8.8.8.8 192.168.2.4

Nov 18, 2020 08:02:02.824569941 CET 62833 53 192.168.2.4 8.8.8.8

Nov 18, 2020 08:02:02.851547956 CET 53 62833 8.8.8.8 192.168.2.4

Nov 18, 2020 08:02:02.915371895 CET 59260 53 192.168.2.4 8.8.8.8

Nov 18, 2020 08:02:02.942470074 CET 53 59260 8.8.8.8 192.168.2.4

Nov 18, 2020 08:02:03.126614094 CET 53418 53 192.168.2.4 8.8.8.8

Nov 18, 2020 08:02:03.153562069 CET 53 53418 8.8.8.8 192.168.2.4

Nov 18, 2020 08:02:03.876127005 CET 62833 53 192.168.2.4 8.8.8.8

Nov 18, 2020 08:02:03.911552906 CET 53 62833 8.8.8.8 192.168.2.4

Nov 18, 2020 08:02:04.147842884 CET 53418 53 192.168.2.4 8.8.8.8

Nov 18, 2020 08:02:04.174964905 CET 53 53418 8.8.8.8 192.168.2.4

Nov 18, 2020 08:02:04.887061119 CET 62833 53 192.168.2.4 8.8.8.8

Nov 18, 2020 08:02:04.914335012 CET 53 62833 8.8.8.8 192.168.2.4

Nov 18, 2020 08:02:06.978172064 CET 62833 53 192.168.2.4 8.8.8.8

Nov 18, 2020 08:02:07.005239964 CET 53 62833 8.8.8.8 192.168.2.4

Nov 18, 2020 08:02:07.161901951 CET 53418 53 192.168.2.4 8.8.8.8

Nov 18, 2020 08:02:07.189026117 CET 53 53418 8.8.8.8 192.168.2.4

Nov 18, 2020 08:02:10.987804890 CET 62833 53 192.168.2.4 8.8.8.8

Nov 18, 2020 08:02:11.014836073 CET 53 62833 8.8.8.8 192.168.2.4

Nov 18, 2020 08:02:11.061094999 CET 49944 53 192.168.2.4 8.8.8.8

Nov 18, 2020 08:02:11.088146925 CET 53 49944 8.8.8.8 192.168.2.4

Nov 18, 2020 08:02:11.159703016 CET 53418 53 192.168.2.4 8.8.8.8

Nov 18, 2020 08:02:11.166151047 CET 63300 53 192.168.2.4 8.8.8.8

Nov 18, 2020 08:02:11.195200920 CET 53 53418 8.8.8.8 192.168.2.4

Nov 18, 2020 08:02:11.202922106 CET 53 63300 8.8.8.8 192.168.2.4

Nov 18, 2020 08:02:14.742316961 CET 61449 53 192.168.2.4 8.8.8.8

Nov 18, 2020 08:02:14.769418001 CET 53 61449 8.8.8.8 192.168.2.4

Nov 18, 2020 08:02:42.924806118 CET 51275 53 192.168.2.4 8.8.8.8

Nov 18, 2020 08:02:42.963937044 CET 53 51275 8.8.8.8 192.168.2.4

Nov 18, 2020 08:02:49.361396074 CET 63492 53 192.168.2.4 8.8.8.8

Nov 18, 2020 08:02:49.401103973 CET 53 63492 8.8.8.8 192.168.2.4

Nov 18, 2020 08:02:49.760977030 CET 58945 53 192.168.2.4 8.8.8.8

Nov 18, 2020 08:02:49.798737049 CET 53 58945 8.8.8.8 192.168.2.4

Nov 18, 2020 08:02:50.194041967 CET 60779 53 192.168.2.4 8.8.8.8

Nov 18, 2020 08:02:50.239517927 CET 53 60779 8.8.8.8 192.168.2.4

Nov 18, 2020 08:02:51.356940985 CET 64014 53 192.168.2.4 8.8.8.8

Nov 18, 2020 08:02:51.392535925 CET 53 64014 8.8.8.8 192.168.2.4

Nov 18, 2020 08:02:51.682507038 CET 57091 53 192.168.2.4 8.8.8.8

Nov 18, 2020 08:02:51.718173027 CET 53 57091 8.8.8.8 192.168.2.4

Nov 18, 2020 08:02:52.020189047 CET 55904 53 192.168.2.4 8.8.8.8

Nov 18, 2020 08:02:52.055758953 CET 53 55904 8.8.8.8 192.168.2.4

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Nov 18, 2020 08:01:33.276352882 CET 192.168.2.4 8.8.8.8 0xc473 Standard query 
(0)

corona-virus.se A (IP address) IN (0x0001)

Nov 18, 2020 08:01:33.834076881 CET 192.168.2.4 8.8.8.8 0xf757 Standard query 
(0)

cdnjs.clou
dflare.com

A (IP address) IN (0x0001)

Nov 18, 2020 08:01:33.853686094 CET 192.168.2.4 8.8.8.8 0x737c Standard query 
(0)

i.ytimg.com A (IP address) IN (0x0001)

Nov 18, 2020 08:01:34.263168097 CET 192.168.2.4 8.8.8.8 0x342c Standard query 
(0)

googleads.
g.doubleclick.net

A (IP address) IN (0x0001)

Nov 18, 2020 08:01:34.882617950 CET 192.168.2.4 8.8.8.8 0xd674 Standard query 
(0)

adservice.
google.co.uk

A (IP address) IN (0x0001)

Nov 18, 2020 08:01:34.971225977 CET 192.168.2.4 8.8.8.8 0x204e Standard query 
(0)

www.google
tagservices.com

A (IP address) IN (0x0001)

DNS Queries
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Nov 18, 2020 08:01:51.285352945 CET 192.168.2.4 8.8.8.8 0x890b Standard query 
(0)

corona-virus.se A (IP address) IN (0x0001)

Nov 18, 2020 08:02:00.732105017 CET 192.168.2.4 8.8.8.8 0x157b Standard query 
(0)

d.agkn.com A (IP address) IN (0x0001)

Nov 18, 2020 08:02:00.740011930 CET 192.168.2.4 8.8.8.8 0x520d Standard query 
(0)

id.rlcdn.com A (IP address) IN (0x0001)

Nov 18, 2020 08:02:00.747454882 CET 192.168.2.4 8.8.8.8 0x3d56 Standard query 
(0)

us-u.openx.net A (IP address) IN (0x0001)

Nov 18, 2020 08:02:00.757617950 CET 192.168.2.4 8.8.8.8 0xa6ce Standard query 
(0)

image6.pub
matic.com

A (IP address) IN (0x0001)

Nov 18, 2020 08:02:00.758755922 CET 192.168.2.4 8.8.8.8 0xf5d3 Standard query 
(0)

token.rubi
conproject.com

A (IP address) IN (0x0001)

Nov 18, 2020 08:02:00.763807058 CET 192.168.2.4 8.8.8.8 0xa919 Standard query 
(0)

cm.g.doubl
eclick.net

A (IP address) IN (0x0001)

Nov 18, 2020 08:02:11.061094999 CET 192.168.2.4 8.8.8.8 0xb98f Standard query 
(0)

match.adsrvr.org A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Nov 18, 2020 
08:01:33.319422960 
CET

8.8.8.8 192.168.2.4 0xc473 No error (0) corona-virus.se 46.16.234.61 A (IP address) IN (0x0001)

Nov 18, 2020 
08:01:33.813399076 
CET

8.8.8.8 192.168.2.4 0xc4a2 No error (0) pagead46.l
.doubleclick.net

216.58.205.66 A (IP address) IN (0x0001)

Nov 18, 2020 
08:01:33.861088991 
CET

8.8.8.8 192.168.2.4 0xf757 No error (0) cdnjs.clou
dflare.com

104.16.19.94 A (IP address) IN (0x0001)

Nov 18, 2020 
08:01:33.861088991 
CET

8.8.8.8 192.168.2.4 0xf757 No error (0) cdnjs.clou
dflare.com

104.16.18.94 A (IP address) IN (0x0001)

Nov 18, 2020 
08:01:33.896878958 
CET

8.8.8.8 192.168.2.4 0x737c No error (0) i.ytimg.com 216.58.209.54 A (IP address) IN (0x0001)

Nov 18, 2020 
08:01:34.319643021 
CET

8.8.8.8 192.168.2.4 0x342c No error (0) googleads.
g.doubleclick.net

pagead46.l.doubleclick.ne
t

CNAME 
(Canonical 
name)

IN (0x0001)

Nov 18, 2020 
08:01:34.319643021 
CET

8.8.8.8 192.168.2.4 0x342c No error (0) pagead46.l
.doubleclick.net

216.58.198.2 A (IP address) IN (0x0001)

Nov 18, 2020 
08:01:34.905925989 
CET

8.8.8.8 192.168.2.4 0xa047 No error (0) partnerad.
l.doubleclick.net

172.217.21.66 A (IP address) IN (0x0001)

Nov 18, 2020 
08:01:34.926117897 
CET

8.8.8.8 192.168.2.4 0xd674 No error (0) adservice.
google.co.uk

pagead46.l.doubleclick.ne
t

CNAME 
(Canonical 
name)

IN (0x0001)

Nov 18, 2020 
08:01:34.926117897 
CET

8.8.8.8 192.168.2.4 0xd674 No error (0) pagead46.l
.doubleclick.net

172.217.21.66 A (IP address) IN (0x0001)

Nov 18, 2020 
08:01:34.939007998 
CET

8.8.8.8 192.168.2.4 0x6bd6 No error (0) pagead46.l
.doubleclick.net

216.58.206.34 A (IP address) IN (0x0001)

Nov 18, 2020 
08:01:35.014504910 
CET

8.8.8.8 192.168.2.4 0x204e No error (0) www.google
tagservices.com

pagead46.l.doubleclick.ne
t

CNAME 
(Canonical 
name)

IN (0x0001)

Nov 18, 2020 
08:01:35.014504910 
CET

8.8.8.8 192.168.2.4 0x204e No error (0) pagead46.l
.doubleclick.net

216.58.206.66 A (IP address) IN (0x0001)

Nov 18, 2020 
08:01:51.353203058 
CET

8.8.8.8 192.168.2.4 0x890b No error (0) corona-virus.se 46.16.234.61 A (IP address) IN (0x0001)

Nov 18, 2020 
08:02:00.774617910 
CET

8.8.8.8 192.168.2.4 0x3d56 No error (0) us-u.openx.net 34.98.64.218 A (IP address) IN (0x0001)

Nov 18, 2020 
08:02:00.774617910 
CET

8.8.8.8 192.168.2.4 0x3d56 No error (0) us-u.openx.net 35.244.159.8 A (IP address) IN (0x0001)

Nov 18, 2020 
08:02:00.777376890 
CET

8.8.8.8 192.168.2.4 0x520d No error (0) id.rlcdn.com 34.120.207.148 A (IP address) IN (0x0001)

Nov 18, 2020 
08:02:00.778610945 
CET

8.8.8.8 192.168.2.4 0x157b No error (0) d.agkn.com data.agkn.com CNAME 
(Canonical 
name)

IN (0x0001)

Nov 18, 2020 
08:02:00.778610945 
CET

8.8.8.8 192.168.2.4 0x157b No error (0) data.agkn.com d2ctznuk6ro1vp.cloudfron
t.net

CNAME 
(Canonical 
name)

IN (0x0001)
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Nov 18, 2020 
08:02:00.778610945 
CET

8.8.8.8 192.168.2.4 0x157b No error (0) d2ctznuk6r
o1vp.cloud
front.net

13.227.209.80 A (IP address) IN (0x0001)

Nov 18, 2020 
08:02:00.778610945 
CET

8.8.8.8 192.168.2.4 0x157b No error (0) d2ctznuk6r
o1vp.cloud
front.net

13.227.209.81 A (IP address) IN (0x0001)

Nov 18, 2020 
08:02:00.778610945 
CET

8.8.8.8 192.168.2.4 0x157b No error (0) d2ctznuk6r
o1vp.cloud
front.net

13.227.209.106 A (IP address) IN (0x0001)

Nov 18, 2020 
08:02:00.778610945 
CET

8.8.8.8 192.168.2.4 0x157b No error (0) d2ctznuk6r
o1vp.cloud
front.net

13.227.209.18 A (IP address) IN (0x0001)

Nov 18, 2020 
08:02:00.784754038 
CET

8.8.8.8 192.168.2.4 0xa6ce No error (0) image6.pub
matic.com

pugm-lhrc.pubmatic.com CNAME 
(Canonical 
name)

IN (0x0001)

Nov 18, 2020 
08:02:00.784754038 
CET

8.8.8.8 192.168.2.4 0xa6ce No error (0) pugm-lhrc.
pubmatic.com

pugm-lhr.pubmatic.com CNAME 
(Canonical 
name)

IN (0x0001)

Nov 18, 2020 
08:02:00.784754038 
CET

8.8.8.8 192.168.2.4 0xa6ce No error (0) pugm-lhr.p
ubmatic.com

185.64.190.78 A (IP address) IN (0x0001)

Nov 18, 2020 
08:02:00.807663918 
CET

8.8.8.8 192.168.2.4 0xa919 No error (0) cm.g.doubl
eclick.net

pagead.l.doubleclick.net CNAME 
(Canonical 
name)

IN (0x0001)

Nov 18, 2020 
08:02:00.807663918 
CET

8.8.8.8 192.168.2.4 0xa919 No error (0) pagead.l.d
oubleclick.net

216.58.198.34 A (IP address) IN (0x0001)

Nov 18, 2020 
08:02:00.811744928 
CET

8.8.8.8 192.168.2.4 0xf5d3 No error (0) token.rubi
conproject.com

pixel.rubiconproject.net.a
kadns.net

CNAME 
(Canonical 
name)

IN (0x0001)

Nov 18, 2020 
08:02:11.088146925 
CET

8.8.8.8 192.168.2.4 0xb98f No error (0) match.adsrvr.org match-1943069928.eu-
west-
1.elb.amazonaws.com

CNAME 
(Canonical 
name)

IN (0x0001)

Nov 18, 2020 
08:02:11.088146925 
CET

8.8.8.8 192.168.2.4 0xb98f No error (0) match-1943
069928.eu-west-
1.elb
.amazonaws
.com

52.17.171.52 A (IP address) IN (0x0001)

Nov 18, 2020 
08:02:11.088146925 
CET

8.8.8.8 192.168.2.4 0xb98f No error (0) match-1943
069928.eu-west-
1.elb
.amazonaws
.com

52.17.253.7 A (IP address) IN (0x0001)

Nov 18, 2020 
08:02:11.088146925 
CET

8.8.8.8 192.168.2.4 0xb98f No error (0) match-1943
069928.eu-west-
1.elb
.amazonaws
.com

34.246.149.44 A (IP address) IN (0x0001)

Nov 18, 2020 
08:02:11.088146925 
CET

8.8.8.8 192.168.2.4 0xb98f No error (0) match-1943
069928.eu-west-
1.elb
.amazonaws
.com

54.154.164.132 A (IP address) IN (0x0001)

Nov 18, 2020 
08:02:11.088146925 
CET

8.8.8.8 192.168.2.4 0xb98f No error (0) match-1943
069928.eu-west-
1.elb
.amazonaws
.com

52.31.46.99 A (IP address) IN (0x0001)

Nov 18, 2020 
08:02:11.088146925 
CET

8.8.8.8 192.168.2.4 0xb98f No error (0) match-1943
069928.eu-west-
1.elb
.amazonaws
.com

52.210.149.10 A (IP address) IN (0x0001)

Nov 18, 2020 
08:02:11.088146925 
CET

8.8.8.8 192.168.2.4 0xb98f No error (0) match-1943
069928.eu-west-
1.elb
.amazonaws
.com

63.34.98.13 A (IP address) IN (0x0001)

Nov 18, 2020 
08:02:11.088146925 
CET

8.8.8.8 192.168.2.4 0xb98f No error (0) match-1943
069928.eu-west-
1.elb
.amazonaws
.com

54.171.98.69 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

corona-virus.se

HTTP Request Dependency Graph

HTTP Packets
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Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.4 49736 46.16.234.61 80 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Timestamp
kBytes
transferred Direction Data

Nov 18, 2020 
08:01:33.379688978 CET

64 OUT GET / HTTP/1.1
Accept: text/html, application/xhtml+xml, image/jxr, */*
Accept-Language: en-US
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate
Host: corona-virus.se
Connection: Keep-Alive

Nov 18, 2020 
08:01:33.423512936 CET

66 IN HTTP/1.1 301 Moved Permanently
Connection: Keep-Alive
Content-Type: text/html
Content-Length: 706
Date: Wed, 18 Nov 2020 07:01:33 GMT
Server: LiteSpeed
Location: https://corona-virus.se/
Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6c 20 73 74 79 6c 65 3d 22 68 65 69 67 68 74 3a 
31 30 30 25 22 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e 
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6c 2d 73 63 61 6c 65 
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 20 3e 0a 3c 74 69 74 6c 65 3e 20 33 30 31 20 4d 6f 76 65 
64 20 50 65 72 6d 61 6e 65 6e 74 6c 79 0d 0a 3c 2f 74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74 79 
6c 65 3d 22 63 6f 6c 6f 72 3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6c 20 31 
34 70 78 2f 32 30 70 78 20 41 72 69 61 6c 2c 20 48 65 6c 76 65 74 69 63 61 2c 20 73 61 6e 73 2d 73 65 72 69 66 3b 20 6
8 65 69 67 68 74 3a 31 30 30 25 3b 20 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 20 23 66 66 66 3b 22 3e 0a 3c 6
4 69 76 20 73 74 79 6c 65 3d 22 68 65 69 67 68 74 3a 61 75 74 6f 3b 20 6d 69 6e 2d 68 65 69 67 68 74 3a 31 30 30 25 3b 
20 22 3e 20 20 20 20 20 3c 64 69 76 20 73 74 79 6c 65 3d 22 74 65 78 74 2d 61 6c 69 67 6e 3a 20 63 65 6e 74 65 72 3b 
20 77 69 64 74 68 3a 38 30 30 70 78 3b 20 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 20 2d 34 30 30 70 78 3b 20 70 6f 73 69 
74 69 6f 6e 3a 61 62 73 6f 6c 75 74 65 3b 20 74 6f 70 3a 20 33 30 25 3b 20 6c 65 66 74 3a 35 30 25 3b 22 3e 0a 20 20 20 
20 20 20 20 20 3c 68 31 20 73 74 79 6c 65 3d 22 6d 61 72 67 69 6e 3a 30 3b 20 66 6f 6e 74 2d 73 69 7a 65 3a 31 35 30 
70 78 3b 20 6c 69 6e 65 2d 68 65 69 67 68 74 3a 31 35 30 70 78 3b 20 66 6f 6e 74 2d 77 65 69 67 68 74 3a 62 6f 6c 64 3b 
22 3e 33 30 31 3c 2f 68 31 3e 0a 3c 68 32 20 73 74 79 6c 65 3d 22 6d 61 72 67 69 6e 2d 74 6f 70 3a 32 30 70 78 3b 66 6f 
6e 74 2d 73 69 7a 65 3a 20 33 30 70 78 3b 22 3e 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6c 79 0d 0a 3c 2f 68 32 3e 
0a 3c 70 3e 54 68 65 20 64 6f 63 75 6d 65 6e 74 20 68 61 73 20 62 65 65 6e 20 70 65 72 6d 61 6e 65 6e 74 6c 79 20 6d 6f 
76 65 64 2e 3c 2f 70 3e 0a 3c 2f 64 69 76 3e 3c 2f 64 69 76 3e 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6c 3e 0a 
Data Ascii: <!DOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width, 
initial-scale=1, shrink-to-fit=no" ><title> 301 Moved Permanently</title></head><body style="color: #444; margin:0;font: 
normal 14px/20px Arial, Helvetica, sans-serif; height:100%; background-color: #fff;"><div style="height:auto; min-heigh
t:100%; ">     <div style="text-align: center; width:800px; margin-left: -400px; position:absolute; top: 30%; left:50%;">        
<h1 style="margin:0; font-size:150px; line-height:150px; font-weight:bold;">301</h1><h2 style="margin-top:20px;font-size: 
30px;">Moved Permanently</h2><p>The document has been permanently moved.</p></div></div></body></html>

Timestamp Source IP
Source
Port Dest IP

Dest
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Not
Before

Not
After

JA3 SSL
Client
Fingerprint JA3 SSL Client Digest

Nov 18, 2020 
08:01:33.526588917 
CET

46.16.234.61 443 192.168.2.4 49739 CN=corona-virus.se 
CN="cPanel, Inc. 
Certification Authority", 
O="cPanel, Inc.", 
L=Houston, ST=TX, C=US 
CN=COMODO RSA 
Certification Authority, 
O=COMODO CA Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN="cPanel, Inc. 
Certification Authority", 
O="cPanel, Inc.", 
L=Houston, ST=TX, 
C=US CN=COMODO 
RSA Certification 
Authority, O=COMODO 
CA Limited, L=Salford, 
ST=Greater Manchester, 
C=GB CN=AAA 
Certificate Services, 
O=Comodo CA Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

Fri Oct 
30 
01:00:00 
CET 
2020 
Mon 
May 18 
02:00:00 
CEST 
2015 
Thu Jan 
01 
01:00:00 
CET 
2004

Fri Jan 
29 
00:59:59 
CET 
2021 
Sun May 
18 
01:59:59 
CEST 
2025 
Mon Jan 
01 
00:59:59 
CET 
2029

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN="cPanel, Inc. 
Certification Authority", 
O="cPanel, Inc.", 
L=Houston, ST=TX, C=US

CN=COMODO RSA 
Certification Authority, 
O=COMODO CA Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

Mon 
May 18 
02:00:00 
CEST 
2015

Sun May 
18 
01:59:59 
CEST 
2025

CN=COMODO RSA 
Certification Authority, 
O=COMODO CA Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

Thu Jan 
01 
01:00:00 
CET 
2004

Mon Jan 
01 
00:59:59 
CET 
2029

HTTPS Packets
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Nov 18, 2020 
08:01:33.893315077 
CET

216.58.205.66 443 192.168.2.4 49743 CN=*.g.doubleclick.net, 
O=Google LLC, L=Mountain 
View, ST=California, C=US 
CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root CA - 
R2

Tue Nov 
03 
08:33:42 
CET 
2020 
Thu Jun 
15 
02:00:42 
CEST 
2017

Tue Jan 
26 
08:33:42 
CET 
2021 
Wed 
Dec 15 
01:00:42 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root CA - 
R2

Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Dec 15 
01:00:42 
CET 
2021

Nov 18, 2020 
08:01:33.897707939 
CET

104.16.19.94 443 192.168.2.4 49744 CN=sni.cloudflaressl.com, 
O="Cloudflare, Inc.", L=San 
Francisco, ST=CA, C=US 
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", 
C=US

CN=Cloudflare Inc ECC 
CA-3, O="Cloudflare, 
Inc.", C=US 
CN=Baltimore CyberTrust 
Root, OU=CyberTrust, 
O=Baltimore, C=IE

Wed Oct 
21 
02:00:00 
CEST 
2020 
Mon Jan 
27 
13:48:08 
CET 
2020

Thu Oct 
21 
01:59:59 
CEST 
2021 
Wed 
Jan 01 
00:59:59 
CET 
2025

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", 
C=US

CN=Baltimore CyberTrust 
Root, OU=CyberTrust, 
O=Baltimore, C=IE

Mon Jan 
27 
13:48:08 
CET 
2020

Wed 
Jan 01 
00:59:59 
CET 
2025

Nov 18, 2020 
08:01:33.898197889 
CET

104.16.19.94 443 192.168.2.4 49745 CN=sni.cloudflaressl.com, 
O="Cloudflare, Inc.", L=San 
Francisco, ST=CA, C=US 
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", 
C=US

CN=Cloudflare Inc ECC 
CA-3, O="Cloudflare, 
Inc.", C=US 
CN=Baltimore CyberTrust 
Root, OU=CyberTrust, 
O=Baltimore, C=IE

Wed Oct 
21 
02:00:00 
CEST 
2020 
Mon Jan 
27 
13:48:08 
CET 
2020

Thu Oct 
21 
01:59:59 
CEST 
2021 
Wed 
Jan 01 
00:59:59 
CET 
2025

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", 
C=US

CN=Baltimore CyberTrust 
Root, OU=CyberTrust, 
O=Baltimore, C=IE

Mon Jan 
27 
13:48:08 
CET 
2020

Wed 
Jan 01 
00:59:59 
CET 
2025

Nov 18, 2020 
08:01:33.901092052 
CET

216.58.205.66 443 192.168.2.4 49742 CN=*.g.doubleclick.net, 
O=Google LLC, L=Mountain 
View, ST=California, C=US 
CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root CA - 
R2

Tue Nov 
03 
08:33:42 
CET 
2020 
Thu Jun 
15 
02:00:42 
CEST 
2017

Tue Jan 
26 
08:33:42 
CET 
2021 
Wed 
Dec 15 
01:00:42 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root CA - 
R2

Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Dec 15 
01:00:42 
CET 
2021

Nov 18, 2020 
08:01:33.993748903 
CET

216.58.209.54 443 192.168.2.4 49747 CN=edgestatic.com, 
O=Google LLC, L=Mountain 
View, ST=California, C=US 
CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root CA - 
R2

Tue Nov 
03 
08:21:55 
CET 
2020 
Thu Jun 
15 
02:00:42 
CEST 
2017

Tue Jan 
26 
08:21:55 
CET 
2021 
Wed 
Dec 15 
01:00:42 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root CA - 
R2

Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Dec 15 
01:00:42 
CET 
2021

Timestamp Source IP
Source
Port Dest IP

Dest
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Not
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Not
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Client
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Nov 18, 2020 
08:01:33.994440079 
CET

216.58.209.54 443 192.168.2.4 49748 CN=edgestatic.com, 
O=Google LLC, L=Mountain 
View, ST=California, C=US 
CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root CA - 
R2

Tue Nov 
03 
08:21:55 
CET 
2020 
Thu Jun 
15 
02:00:42 
CEST 
2017

Tue Jan 
26 
08:21:55 
CET 
2021 
Wed 
Dec 15 
01:00:42 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root CA - 
R2

Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Dec 15 
01:00:42 
CET 
2021

Nov 18, 2020 
08:01:33.994710922 
CET

216.58.209.54 443 192.168.2.4 49750 CN=edgestatic.com, 
O=Google LLC, L=Mountain 
View, ST=California, C=US 
CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root CA - 
R2

Tue Nov 
03 
08:21:55 
CET 
2020 
Thu Jun 
15 
02:00:42 
CEST 
2017

Tue Jan 
26 
08:21:55 
CET 
2021 
Wed 
Dec 15 
01:00:42 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root CA - 
R2

Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Dec 15 
01:00:42 
CET 
2021

Nov 18, 2020 
08:01:33.996253014 
CET

216.58.209.54 443 192.168.2.4 49749 CN=edgestatic.com, 
O=Google LLC, L=Mountain 
View, ST=California, C=US 
CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root CA - 
R2

Tue Nov 
03 
08:21:55 
CET 
2020 
Thu Jun 
15 
02:00:42 
CEST 
2017

Tue Jan 
26 
08:21:55 
CET 
2021 
Wed 
Dec 15 
01:00:42 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root CA - 
R2

Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Dec 15 
01:00:42 
CET 
2021

Nov 18, 2020 
08:01:33.996778965 
CET

216.58.209.54 443 192.168.2.4 49746 CN=edgestatic.com, 
O=Google LLC, L=Mountain 
View, ST=California, C=US 
CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root CA - 
R2

Tue Nov 
03 
08:21:55 
CET 
2020 
Thu Jun 
15 
02:00:42 
CEST 
2017

Tue Jan 
26 
08:21:55 
CET 
2021 
Wed 
Dec 15 
01:00:42 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root CA - 
R2

Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Dec 15 
01:00:42 
CET 
2021

Nov 18, 2020 
08:01:34.008336067 
CET

216.58.209.54 443 192.168.2.4 49751 CN=edgestatic.com, 
O=Google LLC, L=Mountain 
View, ST=California, C=US 
CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root CA - 
R2

Tue Nov 
03 
08:21:55 
CET 
2020 
Thu Jun 
15 
02:00:42 
CEST 
2017

Tue Jan 
26 
08:21:55 
CET 
2021 
Wed 
Dec 15 
01:00:42 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root CA - 
R2

Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Dec 15 
01:00:42 
CET 
2021
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Nov 18, 2020 
08:01:34.388268948 
CET

216.58.198.2 443 192.168.2.4 49757 CN=*.g.doubleclick.net, 
O=Google LLC, L=Mountain 
View, ST=California, C=US 
CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root CA - 
R2

Wed Oct 
28 
17:18:33 
CET 
2020 
Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Jan 20 
17:18:33 
CET 
2021 
Wed 
Dec 15 
01:00:42 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root CA - 
R2

Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Dec 15 
01:00:42 
CET 
2021

Nov 18, 2020 
08:01:34.388348103 
CET

216.58.198.2 443 192.168.2.4 49758 CN=*.g.doubleclick.net, 
O=Google LLC, L=Mountain 
View, ST=California, C=US 
CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root CA - 
R2

Wed Oct 
28 
17:18:33 
CET 
2020 
Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Jan 20 
17:18:33 
CET 
2021 
Wed 
Dec 15 
01:00:42 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root CA - 
R2

Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Dec 15 
01:00:42 
CET 
2021

Nov 18, 2020 
08:01:34.985188007 
CET

172.217.21.66 443 192.168.2.4 49760 CN=*.googleadservices.com
, O=Google LLC, 
L=Mountain View, 
ST=California, C=US 
CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root CA - 
R2

Wed Oct 
28 
17:21:46 
CET 
2020 
Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Jan 20 
17:21:46 
CET 
2021 
Wed 
Dec 15 
01:00:42 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root CA - 
R2

Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Dec 15 
01:00:42 
CET 
2021

Nov 18, 2020 
08:01:34.985480070 
CET

172.217.21.66 443 192.168.2.4 49759 CN=*.googleadservices.com
, O=Google LLC, 
L=Mountain View, 
ST=California, C=US 
CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root CA - 
R2

Wed Oct 
28 
17:21:46 
CET 
2020 
Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Jan 20 
17:21:46 
CET 
2021 
Wed 
Dec 15 
01:00:42 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root CA - 
R2

Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Dec 15 
01:00:42 
CET 
2021

Nov 18, 2020 
08:01:35.014264107 
CET

172.217.21.66 443 192.168.2.4 49761 CN=*.google.co.uk, 
O=Google LLC, L=Mountain 
View, ST=California, C=US 
CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root CA - 
R2

Wed Oct 
28 
17:25:22 
CET 
2020 
Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Jan 20 
17:25:22 
CET 
2021 
Wed 
Dec 15 
01:00:42 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root CA - 
R2

Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Dec 15 
01:00:42 
CET 
2021

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL
Client
Fingerprint JA3 SSL Client Digest
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Nov 18, 2020 
08:01:35.014477015 
CET

172.217.21.66 443 192.168.2.4 49762 CN=*.google.co.uk, 
O=Google LLC, L=Mountain 
View, ST=California, C=US 
CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root CA - 
R2

Wed Oct 
28 
17:25:22 
CET 
2020 
Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Jan 20 
17:25:22 
CET 
2021 
Wed 
Dec 15 
01:00:42 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root CA - 
R2

Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Dec 15 
01:00:42 
CET 
2021

Nov 18, 2020 
08:01:35.014811039 
CET

216.58.206.34 443 192.168.2.4 49763 CN=*.google.com, 
O=Google LLC, L=Mountain 
View, ST=California, C=US 
CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root CA - 
R2

Wed Oct 
28 
17:18:36 
CET 
2020 
Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Jan 20 
17:18:36 
CET 
2021 
Wed 
Dec 15 
01:00:42 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root CA - 
R2

Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Dec 15 
01:00:42 
CET 
2021

Nov 18, 2020 
08:01:35.015728951 
CET

216.58.206.34 443 192.168.2.4 49764 CN=*.google.com, 
O=Google LLC, L=Mountain 
View, ST=California, C=US 
CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root CA - 
R2

Wed Oct 
28 
17:18:36 
CET 
2020 
Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Jan 20 
17:18:36 
CET 
2021 
Wed 
Dec 15 
01:00:42 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root CA - 
R2

Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Dec 15 
01:00:42 
CET 
2021

Nov 18, 2020 
08:01:35.105742931 
CET

216.58.206.66 443 192.168.2.4 49766 CN=*.g.doubleclick.net, 
O=Google LLC, L=Mountain 
View, ST=California, C=US 
CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root CA - 
R2

Wed Oct 
28 
17:18:33 
CET 
2020 
Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Jan 20 
17:18:33 
CET 
2021 
Wed 
Dec 15 
01:00:42 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root CA - 
R2

Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Dec 15 
01:00:42 
CET 
2021

Nov 18, 2020 
08:01:35.106405973 
CET

216.58.206.66 443 192.168.2.4 49765 CN=*.g.doubleclick.net, 
O=Google LLC, L=Mountain 
View, ST=California, C=US 
CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root CA - 
R2

Wed Oct 
28 
17:18:33 
CET 
2020 
Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Jan 20 
17:18:33 
CET 
2021 
Wed 
Dec 15 
01:00:42 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root CA - 
R2

Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Dec 15 
01:00:42 
CET 
2021

Timestamp Source IP
Source
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Dest
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Not
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Client
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Nov 18, 2020 
08:01:51.449568987 
CET

46.16.234.61 443 192.168.2.4 49776 CN=corona-virus.se 
CN="cPanel, Inc. 
Certification Authority", 
O="cPanel, Inc.", 
L=Houston, ST=TX, C=US 
CN=COMODO RSA 
Certification Authority, 
O=COMODO CA Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN="cPanel, Inc. 
Certification Authority", 
O="cPanel, Inc.", 
L=Houston, ST=TX, 
C=US CN=COMODO 
RSA Certification 
Authority, O=COMODO 
CA Limited, L=Salford, 
ST=Greater Manchester, 
C=GB CN=AAA 
Certificate Services, 
O=Comodo CA Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

Fri Oct 
30 
01:00:00 
CET 
2020 
Mon 
May 18 
02:00:00 
CEST 
2015 
Thu Jan 
01 
01:00:00 
CET 
2004

Fri Jan 
29 
00:59:59 
CET 
2021 
Sun May 
18 
01:59:59 
CEST 
2025 
Mon Jan 
01 
00:59:59 
CET 
2029

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-23-
65281,29-23-
24,0

37f463bf4616ecd445d4a1
937da06e19

CN="cPanel, Inc. 
Certification Authority", 
O="cPanel, Inc.", 
L=Houston, ST=TX, C=US

CN=COMODO RSA 
Certification Authority, 
O=COMODO CA Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

Mon 
May 18 
02:00:00 
CEST 
2015

Sun May 
18 
01:59:59 
CEST 
2025

CN=COMODO RSA 
Certification Authority, 
O=COMODO CA Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

Thu Jan 
01 
01:00:00 
CET 
2004

Mon Jan 
01 
00:59:59 
CET 
2029

Nov 18, 2020 
08:02:00.837223053 
CET

34.120.207.148 443 192.168.2.4 49785 CN=*.rlcdn.com CN=Sectigo 
RSA Domain Validation 
Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

Tue Apr 
14 
02:00:00 
CEST 
2020 Fri 
Nov 02 
01:00:00 
CET 
2018 
Tue Mar 
12 
01:00:00 
CET 
2019

Sat Apr 
24 
01:59:59 
CEST 
2021 
Wed 
Jan 01 
00:59:59 
CET 
2031 
Mon Jan 
01 
00:59:59 
CET 
2029

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Fri Nov 
02 
01:00:00 
CET 
2018

Wed 
Jan 01 
00:59:59 
CET 
2031

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

Tue Mar 
12 
01:00:00 
CET 
2019

Mon Jan 
01 
00:59:59 
CET 
2029

Nov 18, 2020 
08:02:00.837276936 
CET

34.98.64.218 443 192.168.2.4 49789 CN=*.openx.net, O=OpenX 
Technologies inc., 
L=Pasadena, ST=California, 
C=US CN=GeoTrust RSA 
CA 2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=GeoTrust RSA CA 
2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Jun 
18 
02:00:00 
CEST 
2020 
Mon 
Nov 06 
13:23:45 
CET 
2017 Fri 
Nov 10 
01:00:00 
CET 
2006

Tue Aug 
17 
14:00:00 
CEST 
2021 
Sat Nov 
06 
13:23:45 
CET 
2027 
Mon 
Nov 10 
01:00:00 
CET 
2031

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GeoTrust RSA CA 
2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Mon 
Nov 06 
13:23:45 
CET 
2017

Sat Nov 
06 
13:23:45 
CET 
2027

CN=DigiCert Global Root 
CA, OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Nov 
10 
01:00:00 
CET 
2006

Mon 
Nov 10 
01:00:00 
CET 
2031

Timestamp Source IP
Source
Port Dest IP

Dest
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Not
Before

Not
After
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Nov 18, 2020 
08:02:00.837394953 
CET

34.120.207.148 443 192.168.2.4 49786 CN=*.rlcdn.com CN=Sectigo 
RSA Domain Validation 
Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

Tue Apr 
14 
02:00:00 
CEST 
2020 Fri 
Nov 02 
01:00:00 
CET 
2018 
Tue Mar 
12 
01:00:00 
CET 
2019

Sat Apr 
24 
01:59:59 
CEST 
2021 
Wed 
Jan 01 
00:59:59 
CET 
2031 
Mon Jan 
01 
00:59:59 
CET 
2029

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Sectigo RSA Domain 
Validation Secure Server 
CA, O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Fri Nov 
02 
01:00:00 
CET 
2018

Wed 
Jan 01 
00:59:59 
CET 
2031

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

Tue Mar 
12 
01:00:00 
CET 
2019

Mon Jan 
01 
00:59:59 
CET 
2029

Nov 18, 2020 
08:02:00.837630987 
CET

34.98.64.218 443 192.168.2.4 49788 CN=*.openx.net, O=OpenX 
Technologies inc., 
L=Pasadena, ST=California, 
C=US CN=GeoTrust RSA 
CA 2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=GeoTrust RSA CA 
2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Jun 
18 
02:00:00 
CEST 
2020 
Mon 
Nov 06 
13:23:45 
CET 
2017 Fri 
Nov 10 
01:00:00 
CET 
2006

Tue Aug 
17 
14:00:00 
CEST 
2021 
Sat Nov 
06 
13:23:45 
CET 
2027 
Mon 
Nov 10 
01:00:00 
CET 
2031

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GeoTrust RSA CA 
2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Mon 
Nov 06 
13:23:45 
CET 
2017

Sat Nov 
06 
13:23:45 
CET 
2027

CN=DigiCert Global Root 
CA, OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Nov 
10 
01:00:00 
CET 
2006

Mon 
Nov 10 
01:00:00 
CET 
2031

Nov 18, 2020 
08:02:00.846848965 
CET

13.227.209.80 443 192.168.2.4 49784 CN=*.agkn.com 
CN=RapidSSL RSA CA 
2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=RapidSSL RSA CA 
2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Sat Jul 
25 
02:00:00 
CEST 
2020 
Mon 
Nov 06 
13:23:33 
CET 
2017 Fri 
Nov 10 
01:00:00 
CET 
2006

Sun Sep 
18 
14:00:00 
CEST 
2022 
Sat Nov 
06 
13:23:33 
CET 
2027 
Mon 
Nov 10 
01:00:00 
CET 
2031

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=RapidSSL RSA CA 
2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Mon 
Nov 06 
13:23:33 
CET 
2017

Sat Nov 
06 
13:23:33 
CET 
2027

CN=DigiCert Global Root 
CA, OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Nov 
10 
01:00:00 
CET 
2006

Mon 
Nov 10 
01:00:00 
CET 
2031

Timestamp Source IP
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Not
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Nov 18, 2020 
08:02:00.847340107 
CET

13.227.209.80 443 192.168.2.4 49787 CN=*.agkn.com 
CN=RapidSSL RSA CA 
2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=RapidSSL RSA CA 
2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Sat Jul 
25 
02:00:00 
CEST 
2020 
Mon 
Nov 06 
13:23:33 
CET 
2017 Fri 
Nov 10 
01:00:00 
CET 
2006

Sun Sep 
18 
14:00:00 
CEST 
2022 
Sat Nov 
06 
13:23:33 
CET 
2027 
Mon 
Nov 10 
01:00:00 
CET 
2031

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=RapidSSL RSA CA 
2018, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Mon 
Nov 06 
13:23:33 
CET 
2017

Sat Nov 
06 
13:23:33 
CET 
2027

CN=DigiCert Global Root 
CA, OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert Global Root 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Nov 
10 
01:00:00 
CET 
2006

Mon 
Nov 10 
01:00:00 
CET 
2031

Nov 18, 2020 
08:02:00.851437092 
CET

185.64.190.78 443 192.168.2.4 49782 CN=*.pubmatic.com, 
OU=Enterprise SSL Pro 
Wildcard, OU=PubMatic, 
O="PubMatic, Inc.", 
STREET=305 Main St, 
L=Redwood City, ST=CA, 
OID.2.5.4.17=94063, C=US 
CN=Sectigo RSA 
Organization Validation 
Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=Sectigo RSA 
Organization Validation 
Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Fri Feb 
22 
01:00:00 
CET 
2019 Fri 
Nov 02 
01:00:00 
CET 
2018

Mon Feb 
22 
00:59:59 
CET 
2021 
Wed 
Jan 01 
00:59:59 
CET 
2031

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Sectigo RSA 
Organization Validation 
Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Fri Nov 
02 
01:00:00 
CET 
2018

Wed 
Jan 01 
00:59:59 
CET 
2031

Nov 18, 2020 
08:02:00.852418900 
CET

185.64.190.78 443 192.168.2.4 49783 CN=*.pubmatic.com, 
OU=Enterprise SSL Pro 
Wildcard, OU=PubMatic, 
O="PubMatic, Inc.", 
STREET=305 Main St, 
L=Redwood City, ST=CA, 
OID.2.5.4.17=94063, C=US 
CN=Sectigo RSA 
Organization Validation 
Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=Sectigo RSA 
Organization Validation 
Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Fri Feb 
22 
01:00:00 
CET 
2019 Fri 
Nov 02 
01:00:00 
CET 
2018

Mon Feb 
22 
00:59:59 
CET 
2021 
Wed 
Jan 01 
00:59:59 
CET 
2031

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Sectigo RSA 
Organization Validation 
Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Fri Nov 
02 
01:00:00 
CET 
2018

Wed 
Jan 01 
00:59:59 
CET 
2031

Nov 18, 2020 
08:02:00.912050009 
CET

216.58.198.34 443 192.168.2.4 49791 CN=*.g.doubleclick.net, 
O=Google LLC, L=Mountain 
View, ST=California, C=US 
CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root CA - 
R2

Wed Oct 
28 
17:18:33 
CET 
2020 
Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Jan 20 
17:18:33 
CET 
2021 
Wed 
Dec 15 
01:00:42 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root CA - 
R2

Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Dec 15 
01:00:42 
CET 
2021

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL
Client
Fingerprint JA3 SSL Client Digest
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Code Manipulations

Statistics

Behavior

• iexplore.exe

• iexplore.exe

Nov 18, 2020 
08:02:00.916565895 
CET

216.58.198.34 443 192.168.2.4 49790 CN=*.g.doubleclick.net, 
O=Google LLC, L=Mountain 
View, ST=California, C=US 
CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root CA - 
R2

Wed Oct 
28 
17:18:33 
CET 
2020 
Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Jan 20 
17:18:33 
CET 
2021 
Wed 
Dec 15 
01:00:42 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1O1, 
O=Google Trust Services, 
C=US

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root CA - 
R2

Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Dec 15 
01:00:42 
CET 
2021

Nov 18, 2020 
08:02:11.178369999 
CET

52.17.171.52 443 192.168.2.4 49802 C=US, ST=California, 
L=Ventura, O=The Trade 
Desk Inc, CN=*.adsrvr.org 
EMAILADDRESS=ca@trust
wave.com, CN="Trustwave 
Organization Validation 
SHA256 CA, Level 1", 
O="Trustwave Holdings, 
Inc.", L=Chicago, 
ST=Illinois, C=US

EMAILADDRESS=ca@tru
stwave.com, 
CN="Trustwave 
Organization Validation 
SHA256 CA, Level 1", 
O="Trustwave Holdings, 
Inc.", L=Chicago, 
ST=Illinois, C=US 
CN=SecureTrust CA, 
O=SecureTrust 
Corporation, C=US

Thu Mar 
07 
11:41:08 
CET 
2019 
Thu Sep 
01 
16:35:35 
CEST 
2016

Mon Apr 
19 
18:41:08 
CEST 
2021 
Sun Sep 
29 
16:35:35 
CEST 
2024

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

EMAILADDRESS=ca@trust
wave.com, CN="Trustwave 
Organization Validation 
SHA256 CA, Level 1", 
O="Trustwave Holdings, 
Inc.", L=Chicago, 
ST=Illinois, C=US

CN=SecureTrust CA, 
O=SecureTrust 
Corporation, C=US

Thu Sep 
01 
16:35:35 
CEST 
2016

Sun Sep 
29 
16:35:35 
CEST 
2024

Nov 18, 2020 
08:02:11.178420067 
CET

52.17.171.52 443 192.168.2.4 49801 C=US, ST=California, 
L=Ventura, O=The Trade 
Desk Inc, CN=*.adsrvr.org 
EMAILADDRESS=ca@trust
wave.com, CN="Trustwave 
Organization Validation 
SHA256 CA, Level 1", 
O="Trustwave Holdings, 
Inc.", L=Chicago, 
ST=Illinois, C=US

EMAILADDRESS=ca@tru
stwave.com, 
CN="Trustwave 
Organization Validation 
SHA256 CA, Level 1", 
O="Trustwave Holdings, 
Inc.", L=Chicago, 
ST=Illinois, C=US 
CN=SecureTrust CA, 
O=SecureTrust 
Corporation, C=US

Thu Mar 
07 
11:41:08 
CET 
2019 
Thu Sep 
01 
16:35:35 
CEST 
2016

Mon Apr 
19 
18:41:08 
CEST 
2021 
Sun Sep 
29 
16:35:35 
CEST 
2024

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

EMAILADDRESS=ca@trust
wave.com, CN="Trustwave 
Organization Validation 
SHA256 CA, Level 1", 
O="Trustwave Holdings, 
Inc.", L=Chicago, 
ST=Illinois, C=US

CN=SecureTrust CA, 
O=SecureTrust 
Corporation, C=US

Thu Sep 
01 
16:35:35 
CEST 
2016

Sun Sep 
29 
16:35:35 
CEST 
2024

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL
Client
Fingerprint JA3 SSL Client Digest
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Click to jump to process

System Behavior

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 08:01:31

Start date: 18/11/2020

Path: C:\Program Files\internet explorer\iexplore.exe

Wow64 process (32bit): false

Commandline: 'C:\Program Files\Internet Explorer\iexplore.exe' -Embedding

Imagebase: 0x7ff7ffe60000

File size: 823560 bytes

MD5 hash: 6465CB92B25A7BC1DF8E01D8AC5E7596

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

File Path Access Attributes Options Completion Count
Source
Address Symbol

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

Key Path Completion Count
Source
Address Symbol

Key Path Name Type Data Completion Count
Source
Address Symbol

Key Path Name Type Old Data New Data Completion Count
Source
Address Symbol

Analysis Process: iexplore.exe PID: 5552 Parent PID: 800Analysis Process: iexplore.exe PID: 5552 Parent PID: 800

General

Analysis Process: iexplore.exe PID: 5028 Parent PID: 5552Analysis Process: iexplore.exe PID: 5028 Parent PID: 5552
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Disassembly

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 08:01:31

Start date: 18/11/2020

Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit): true

Commandline: 'C:\Program Files (x86)\Internet Explorer\IEXPLORE.EXE' SCODEF:5552 CREDAT:17410 
/prefetch:2

Imagebase: 0x30000

File size: 822536 bytes

MD5 hash: 071277CC2E3DF41EEEA8013E2AB58D5A

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

File Path Access Attributes Options Completion Count
Source
Address Symbol

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

Key Path Completion Count
Source
Address Symbol

Key Path Name Type Data Completion Count
Source
Address Symbol

Key Path Name Type Old Data New Data Completion Count
Source
Address Symbol

General
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