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Analysis Report https://lwww.google.com/search?client=...

Overview

General Information Detection Signatures Classification

Sample URL: https://www.google.com/se
arch?client=ms-android-sp
rint-us-revc&cds=0&hl=en-
...kgs=44d93a1682d99354
&shndl=-1&source=sh/x/kp
/local&entrypoint=sh/x/kp/|
ocal

Analysis ID: 321422 I LEAN I
Most interesting Screenshot:

Score: 1

Range: 0-100
Whitelisted:  false

Confidence:  100%

Startup

= System is w10x64

. G chrome.exe (PID: 3948 cmdline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --start-maximized 'https://www.google.com/search?client=ms-android-sprint-us-revc&cd
s=0&hl=en-US&v=10.99.8.21.arm64&output=search&g=American+Signature+Furniture&ludocid=15209532359233317364&ibp=gwp;0,7&Isig=AB86z5VPw9g7heJzi-zp58GAjI2
J&kgs=44d93a1682d99354&shndI=-1&source=sh/x/kp/local&entrypoint=sh/x/kp/local' MD5: C139654B5C1438A95B321BB01AD63EF6)

. G chrome.exe (PID: 3412 cmdline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=
1504,7296235884342804738,17520152805246436840,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-handle=1892
Iprefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

. G chrome.exe (PID: 7044 cmdline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=audio.mojom.AudioService --field-trial-handle=1504
,7296235884342804738,17520152805246436840,131072 --lang=en-US --service-sandbox-type=audio --enable-audio-service-sandbox --mojo-platform-channel-handle=3568 /p
refetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

. G chrome.exe (PID: 6600 cmdline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=video_capture.mojom.VideoCaptureService --field-tr
ial-handle=1504,7296235884342804738,17520152805246436840,131072 --lang=en-US --service-sandbox-type=video_capture --enable-audio-service-sandbox --mojo-platform-
channel-handle=3876 /prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

= cleanup

Malware Configuration

No configs have been found

Yara Overview

No yara matches

Sigma Overview

No Sigma rule has matched
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Signature Overview

@

There are no malicious signatures, click here to show all signatures.

Click to jump to signature section

Mitre Att&ck Matrix

Privilege
Initial Access Execution Persistence Escalation
Drive-by Windows Path Process
Compromise Management  Interception Injection
Instrumentation
Default Scheduled Boot or Boot or
Accounts Task/Job Logon Logon
Initialization  Initialization
Scripts Scripts

Behavior Graph
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Defense
Evasion

@ Phishing
® Networking
@ System Summary

Credential
Access

Masquerading oS

Process
Injection

Credential
Dumping

LSASS
Memory

Lateral

Discovery Movement Collection

System Remote
Service Services
Discovery

Application Remote
Window Desktop
Discovery Protocol

Data from
Local
System

Data from
Removable
Media

Command
and
Exfiltration Control

Exfiltration Data
Over Other Obfuscation
Network

Medium

Exfiltration  Junk Data
Over
Bluetooth

Remote
Network Service
Effects Effects Imp
Eavesdrop on  Remotely Moc
Insecure Track Device Sys
Network Without Part
Communication Authorization
Exploit SS7 to  Remotely Dev
Redirect Phone Wipe Data  Loc
Calls/SMS Without
Authorization
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Behavior Graph

1D: 321422 MALICIOUS
URL: https://www.google.com/sear... SUSPICIOUS
Startdate: 22/11/2020

Architecture: WINDOWS

UNKENDOUN

Score: 1

started

chrome.exe #

@ EE:' 15 [ s

239.255.255.250
unknown started started
Reserved
}-

chrome.exe chrome.exe :'

G . 195

10.99.8.21 192.168.2.1

unknown unknown

unknown unknown

i W

74.208.236.86 142.250.74.206
GOOGLEUS

United States

ONEANDONE-ASBrauerstrasse48DE 39 other IPs or domains

United States

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

-
[1:]

«Q
[}
=
o

+ &0 lEOEL

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process
Number of created Registry Values
Number of created Files
Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language
Is malicious

Internet

chrome.exe :g
[]NNN:
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American Signature Furniture - fclient=ms-android-sprint-us-revc&cds=08hl=en-US8w=10.99.8.21.arm64&output=search&q=American +Signature+Furniture@ludocid=1... ¥¢ » e

Google Search
google.com

English Signin

J
B
e NV

Before you continue

Google uses cookies and other data to deliver, maintain and improve our services and
ads. If you agree, we'll personalise the content and ads that you see, based on your
activity on Google services like Search, Maps and YouTube. We also have partners that
measure how our services are used. Click 'See more’ to review your options, or visit
g.co/privacytools at any time

Waiting for www.google.co

O Type here to search

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label

hitp://https://www.google.com/search?client=ms-android-sprint-us-revc&cds=0&hl=en- 0% Avira URL Cloud safe
US&v=10.99.8.21.arm64&output=search&g=American+Signature+Furniture&ludocid=152095323592333
17364&ibp=gwp;0,7&Isig=AB86z5VPw9g7heJlzi-zp58GA|l2J&kgs=44d93a1682d99354&shndl=-

1&source=sh/x/kp/local&entrypoint=sh/x/kp/local

Dropped Files

No Antivirus matches
Unpacked PE Files
No Antivirus matches
Domains

No Antivirus matches

URLs

Source Detection Scanner Label
hitp://https://dns.google 0% URL Reputation safe
hitp://https://dns.google 0% URL Reputation safe
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Link

Link
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Source
hitp://https://dns.google
hitp://https://dns.google
hitp://hammerjs.github.io/
hitp://hammerjs.github.io/

Domains and IPs

Contacted Domains
No contacted domains info
Contacted URLs

Name

hitp://https://www.youtube.com/embed/TBR-xtJVqQ7E?

Malicious

false

rel=0&showinfo=0&theme=light&version=3&hl=en-GB&cc_lang_pref=en-

GB&cc_load_policy=1&enablejsapi=1

URLs from Memory and Binaries

Name

hitp://https://dns.google

hitp://https://g.colprivacytoolsGoogle
hitp://https://g.colprivacytools
hitp://hammerjs.github.io/

hitp://https://g.colprivacytoolsPa

http:/f
https://www.youtube.com/s/player/a3726513/player_ias.vflset/
en_GB/base.js

hitp://https://clients2.googleusercontent.com

http:/f
https://search.yahoo.com/favicon.icohttps://search.yahoo.com/
search

hitp://https://g.col/privacytoolsB

hitp://https://www.youtube.com/s/player/a3726513/www-
embed-player.vilset/www-embed-player.js

http:/f
https://www.youtube.com/s/player/a3726513/player_ias.vflset/
en_GB/remote.js

hitp://https://lyoutube.com/r
hitp://https://www.youtube.com/
hitp://https://lyoutube.com/
hitp://https://feedback.googleusercontent.com

hitp://https://www.youtube.com/embed/TBR-xtJVqQ7E?
rel=0&showinfo=0&theme=light&version=3&hl=en-
GB&cc_lang_pr

http:/f
https://www.youtube.com/s/player/a3726513/player_ias.vflset/
en_GB/embed.js

hitp://https://www.youtube.com/yts/jsbin/fetch-polyfill-
vileMZH8P/fetch-polyfill.js

hitp://https://search.yahoo.com/sugg/chrome?
output=fxjson&appid=crmas&command=

hitp://https://www.youtube.com

hitp://https://lyoutube.com/T

Contacted IPs

Copyright null 2020

Source
bf58626b-659d-41ab-9ae5-8ebd2d

7fac2c.tmp.1.dr, 5585c53e-1514-4341-
b413-6a85fd8207a3.tmp.1.dr, 1cc6f51f-

0d7a-49e2-8c69-e8e543754c15.tmp.1.dr

History-journal.0.dr
Current Session.0.dr

32c3d672ccld2ffe_0.0.dr
Current Session.0.dr

254860627ea58bfd_0.0.dr

bf58626b-659d-41ab-9ae5-8ebd2d
7fac2c.tmp.1.dr

Web Data-journal.0.dr

Favicons.0.dr

f7265c5a246ef76d_0.0.dr

454fa601ebb6d503_0.0.dr

454fa601ebb6d503_0.0.dr

QuotaManager.0.dr, 000003.10g0.0.dr

c9c88edbb2f2b0dc_0.0.dr

manifest.json0.0.dr

Current Session.0.dr

144ef21fA5f1e743_0.0.dr

c9c88edbb2f2b0dc_0.0.dr

Web Data-journal.0.dr

000003.l0g3.0.dr
24db904a44e6e21b_0.0.dr

Detection
0%
0%
0%
0%

Scanner Label
URL Reputation safe
URL Reputation safe
Virustotal

Avira URL Cloud safe

Antivirus Detection

Malicious

false

false
false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

e o o o

.

0%, Virustotal, Browse
e Avira URL Cloud: safe

Link

Browse

Reputation

high

Reputation

unknown

high
high

unknown

high

high

high

high

high

high

high

high

high

high

high
high

high

high

high

high
high
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https://www.virustotal.com/gui/url/22a81c8c181a157d5ff7bd1fe29018f6286096a71a01a05bcd533cc686953ba0/detection/u-22a81c8c181a157d5ff7bd1fe29018f6286096a71a01a05bcd533cc686953ba0-1602809481
https://www.virustotal.com/gui/url/22a81c8c181a157d5ff7bd1fe29018f6286096a71a01a05bcd533cc686953ba0/detection/u-22a81c8c181a157d5ff7bd1fe29018f6286096a71a01a05bcd533cc686953ba0-1602809481

] No. of IPs < 25%

B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%

Bl 75% <No. of IPs

Public

IP
142.250.74.206
74.208.236.86

172.217.18.14
216.58.207.46
216.58.206.14
2.20.142.210
216.58.208.36
13.224.89.61
172.217.21.238
8.8.8.8
216.58.205.226
216.58.205.227
172.217.22.46
172.217.18.99
216.58.212.174
172.217.18.110
172.217.16.142
104.83.86.111
172.217.16.202
172.217.18.173
173.194.182.74
216.58.207.74
172.217.16.129
216.58.212.134
172.217.23.118
172.217.21.206
104.83.122.17
74.125.140.157
172.217.23.163
239.255.255.250
172.217.21.194
216.58.212.162
216.58.212.163
173.194.187.8
172.217.16.193
Copyright null 2020

Domain
unknown

unknown

unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

Country
United States
United States

United States
United States
United States
European Union
United States
United States
United States
United States
United States
United States
United States
United States
United States
United States
United States
United States
United States
United States
United States
United States
United States
United States
United States
United States
United States
United States
United States
Reserved
United States
United States
United States
United States
United States

Flag

=
=

I

IR IR IR IR E IR OIRIR IR IR IR IR IR IR IR IR IR IR ERER®RRRERR

ASN
15169
8560

15169
15169
15169
20940
15169
16509
15169
15169
15169
15169
15169
15169
15169
15169
15169
16625
15169
15169
15169
15169
15169
15169
15169
15169
16625
15169
15169
unknown
15169
15169
15169
15169
15169

ASN Name
GOOGLEUS

ONEANDONE-
ASBrauerstrasse48DE

GOOGLEUS
GOOGLEUS
GOOGLEUS
AKAMAI-ASN1EU
GOOGLEUS
AMAZON-02US
GOOGLEUS
GOOGLEUS
GOOGLEUS
GOOGLEUS
GOOGLEUS
GOOGLEUS
GOOGLEUS
GOOGLEUS
GOOGLEUS
AKAMAI-ASUS
GOOGLEUS
GOOGLEUS
GOOGLEUS
GOOGLEUS
GOOGLEUS
GOOGLEUS
GOOGLEUS
GOOGLEUS
AKAMAI-ASUS
GOOGLEUS
GOOGLEUS
unknown
GOOGLEUS
GOOGLEUS
GOOGLEUS
GOOGLEUS
GOOGLEUS

Malicious
false

false

false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
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P Domain
172.217.18.104 unknown
172.217.23.161 unknown
172.217.16.130 unknown
172.217.16.174 unknown
104.79.91.108 unknown
172.217.16.131 unknown
Private

P

192.168.2.1

10.99.8.21

127.0.0.1

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Cookbook file name:

Sample URL:

Analysis system description:

Number of analysed new started processes analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

Cookbook Comments:

Copyright null 2020

Country

United States
United States
United States
United States
United States
United States

Flag

1 T

ASN

15169
15169
15169
15169
16625
15169

ASN Name Malicious
GOOGLEUS false
GOOGLEUS false
GOOGLEUS false
GOOGLEUS false
AKAMAI-ASUS false
GOOGLEUS false

31.0.0 Red Diamond
321422

22.11.2020
00:33:50
CloudBasic

Oh 6m 45s

false

light

browseurl.jbs

hitp://https://www.google.com/search?client=ms-androi
d-sprint-us-revc&cds=0&hl=en-US&v=10.99.8.21.arm64
&output=search&g=American+Signature+Furniture&lud
ocid=15209532359233317364&ibp=gwp;0,7&Isig=AB86
25VPw9g7heJzi-zp58GAj12J&kgs=44d93a1682d99354
&shndI=-1&source=sh/x/kp/local&entrypoint=sh/x/kp/loc
al

Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211

17

o O o o

e HCA enabled
e EGA enabled
e AMSI enabled

default

Timeout

CLEAN
cleanl.win@51/289@0/44

e Adjust boot time

e Enable AMSI

e Browse: https://consent.google.com/intro/?
continue=https://www.google.com/search?
client%3Dms-android-sprint-us-revc%26cd
$%3D0%26h|%3Den-US%26v%3D10.99
.8.21.arm64%260utput%3Dsearch%
26g%3DAmerican%2BSignature%2BF
urniture%26ludocid%3D152095323
59233317364%26lsig%3DAB86z5VPw9g7heJlzi-
Zp58GA|I12J%26kgs%3D44
d93a1682d99354%26shnd|%3D-1%26
source%3Dsh/x/kp/local%26entry
point%3Dsh/x/kp/local&amp;orig
in=https://www.google.com&amp;
if=1&amp;gl=GB&amp;hl=en-GB&amp;pc=/./ui/?
continue=https://www.google.com/search?
client%3Dms-android-sprint-us-revc%26cd
$%3D0%26hl|%3Den-US%26v%3D10.99
.8.21.arm64%260utput%3Dsearch%
26g%3DAmerican%2BSignature%2BF
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Copyright null 2020

urniture%26ludocid%3D152095323
59233317364%261sig%3DAB86z5VPw9g7heJzi-
Zp58GAjI2J%26kgs%3D44
d93a1682d99354%26shnd|%3D-1%26
source%3Dsh/x/kp/local%26entry
point%3Dsh/x/kp/local&amp;orig
in=https://www.google.com&amp;
if=1&amp;gl=GB&amp;hl=en-GB&amp;pc=s
Browse: https://accounts.goog|!
e.com/ServiceLogin?hl=en-GB&am
p;continue=https://www.google.com/search?
client%3Dms-android-sprint-us-
revc%26cds%3D0%26h|%3Den-
US%26v%3D10.99.8.21.arm6
4%260utput%3Dsearch%26q%3DAmer
ican%2BSignature%2BFurniture%?2
6ludocid%3D1520953235923331736
4%261sig%3DAB86z5VPw9g7helzi-z
P58GA|jI12J%26kgs%3D44d93a1682d9
9354%26shnd|%3D-1%26source%3Ds
h/x/kp/local%26entrypoint%3Dsh
Ix/kp/local&amp;gae=cb-
Browse: https://policies.goog|
e.com/technologies/cookies?hl=en-GB
Browse: https://policies.google.com/privacy/google-
partners?hl=en-GB
Browse: https://g.co/privacytools
Browse: https://www.google.com/search?
client=ms-android-sprint-us-
revc&amp;cds=0&amp;hl=en-
US&amp;v=10.99.8.21.arm64&amp
;output=search&amp;q=American+
Signature+Furniture&amp;ludoci
d=15209532359233317364&amp;lsi
g=AB86z5VPwW9g7heJzi-zp58GA|j|2J
&amp;kgs=44d93a1682d99354&amp;shnd|=-
1&amp;source=sh/x/kp/lo
cal&amp;entrypoint=sh/x/kp/loca/#
Browse: https://www.google.com/search?
client=ms-android-sprint-us-
revc&amp;cds=0&amp;hl=en-
US&amp;v=10.99.8.21.arm64&amp
;output=search&amp;q=American+
Signature+Furniture&amp;ludoci
d=15209532359233317364&amp;lsi
g=AB86z5VPw9g7heJzi-zp58GA|j|2J
&amp;kgs=44d93a1682d99354&amp;shnd|=-
1&amp;source=sh/x/kp/lo
cal&amp;entrypoint=sh/x/kp/loca/search?
g=American+Signature+Furniture&amp;client=ms-
android-sprint-us-revc&amp;cds=0&amp;hl=en-
US&amp;v=10.99.8.21.arm
64&amp;source=Inms&amp;tbm=sho
p&amp;sa=X&amp;ved=2ahUKEwiThuW-
5pTtAhVJI3gQKHY1LBicQ AU0ANOECBYQBA
Browse: https://www.google.com/search?
client=ms-android-sprint-us-
revc&amp;cds=0&amp;hl=en-
US&amp;v=10.99.8.21.arm64&amp
;output=search&amp;q=American+
Signature+Furniture&amp;ludoci
d=15209532359233317364&amp;lsi
g=AB86z5VPw9g7heJzi-zp58GA|j|2J
&amp;kgs=44d93a1682d99354&amp;shnd|=-
1&amp;source=sh/x/kp/lo
cal&amp;entrypoint=sh/x/kp/loca/search?
g=American+Signature+Furniture&amp;client=ms-
android-sprint-us-revc&amp;cds=0&amp;hl=en-
US&amp;v=10.99.8.21.arm
64&amp;source=Inms&amp;tbm=nws
&amp;sa=X&amp;ved=2ahUKEwiThuW-
5pTtAhVJI3qQKHY1LBicQ AU0A30ECBYQBQ
Browse: https://www.google.com/search?
client=ms-android-sprint-us-
revc&amp;cds=0&amp;hl=en-
US&amp;v=10.99.8.21.arm64&amp
;output=search&amp;q=American+
Signature+Furniture&amp;ludoci
d=15209532359233317364&amp;lsi
g=AB86z5VPw9g7heJzi-zp58GA|j|2J
&amp;kgs=44d93a1682d99354&amp;shnd|=-
1&amp;source=sh/x/kp/lo
cal&amp;entrypoint=sh/x/kp/loca/search?
g=American+Signature+Furniture&amp;client=ms-
android-sprint-us-revc&amp;cds=0&amp;hl=en-
US&amp;v=10.99.8.21.arm
64&amp;source=Inms&amp;tbm=isc
h&amp;sa=X&amp;ved=2ahUKEwiThuW-
5pTtAhVJ3QKHY1LBicQ AUoBHOECBYQBg
Browse: https://www.google.com/search?
client=ms-android-sprint-us-
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revc&amp;cds=0&amp;hl=en-
US&amp;v=10.99.8.21.arm64&amp
;output=search&amp;q=American+
Signature+Furniture&amp;ludoci
d=15209532359233317364&amp;lsi
g=AB86z5VPw9g7heJzi-zp58GA|jI2J
&amp;kgs=44d93a1682d99354&amp;shnd|=-
1&amp;source=sh/x/kp/lo
cal&amp;entrypoint=sh/x/kp/loca/search?
g=American+Signature+Furniture&amp;client=ms-
android-sprint-us-revc&amp;cds=0&amp;hl=en-
US&amp;v=10.99.8.21.arm
64&amp;source=Inms&amp;tbm=vid
&amp;sa=X&amp;ved=2ahUKEwiThuW-
5pTtAhVJI3qQKHY1LBicQ_AU0AHOECBYQCg
e Browse: https://www.google.com/search?
client=ms-android-sprint-us-
revc&amp;cds=0&amp;hl=en-
US&amp;v=10.99.8.21.arm64&amp
;output=search&amp;q=American+
Signature+Furniture&amp;ludoci
d=15209532359233317364&amp;lsi
g=AB86z5VPw9g7heJzi-zp58GA|j|2J
&amp;kgs=44d93a1682d99354&amp;shnd|=-
1&amp;source=sh/x/kp/lo
cal&amp;entrypoint=sh/x/kp/loca/search?
g=American+Signature+Furniture&amp;client=ms-
android-sprint-us-revc&amp;cds=0&amp;hl=en-
US&amp;v=10.99.8.21.arm
64&amp;source=Inms&amp;tbm=bks
&amp;sa=X&amp;ved=2ahUKEwiThuW-
5pTtAhVJI3qQKHY1LBicQ_AUOAXOECBYQCwW
e Browse: https://www.google.com/search?
client=ms-android-sprint-us-
revc&amp;cds=0&amp;hl=en-
US&amp;v=10.99.8.21.arm64&amp
;output=search&amp;q=American+
Signature+Furniture&amp;ludoci
d=15209532359233317364&amp;lsi
g=AB86z5VPw9g7heJzi-zp58GA|j|2J
&amp;kgs=44d93a1682d99354&amp;shnd|=-
1&amp;source=sh/x/kp/lo
cal&amp;entrypoint=sh/x/kp/loca/search?
g=American+Signature+Furniture&amp;client=ms-
android-sprint-us-revc&amp;cds=0&amp;hl=en-
US&amp;v=10.99.8.21.arm
64&amp;source=Inms&amp;tbm=fin
&amp;sa=X&amp;ved=2ahUKEwiThuW-
5pTtAhVJI3qQKHY1LBicQ_AU0A30ECBYQDQ
e Browse: https://www.google.com/search?
client=ms-android-sprint-us-
revc&amp;cds=0&amp;hl=en-
US&amp;v=10.99.8.21.arm64&amp
;output=search&amp;q=American+
Signature+Furniture&amp;ludoci
d=15209532359233317364&amp;lsi
g=AB86z5VPw9g7heJzi-zp58GA|j|2J
&amp;kgs=44d93a1682d99354&amp;shndI=-
1&amp;source=sh/x/kp/lo
cal&amp;entrypoint=sh/x/kp/loca/preferences
e Browse: https://www.google.com/search?
client=ms-android-sprint-us-
revc&amp;cds=0&amp;hl=en-
US&amp;v=10.99.8.21.arm64&amp
;output=search&amp;q=American+
Signature+Furniture&amp;ludoci
d=15209532359233317364&amp;lsi
g=AB86z5VPw9g7heJzi-zp58GA|j|2J
&amp;kgs=44d93a1682d99354&amp;shndi=-
1&amp;source=sh/x/kp/lo
cal&amp;entrypoint=sh/x/kp/loca/preferences?
hl=en&amp;prev=https://www.google.com/search?c
lient%3Dms-android-sprint-us-r
evc%26cds%3D0%26h|%3Den-US%26v
%3D10.99.8.21.arm64%260utput%3
Dsearch%26q%3DAmerican%2BSigna
ture%2BFurniture%26ludocid%3D1
5209532359233317364%26lsig%3DA
B8625VPwW9g7heJzi-zp58GA|I2J%26
kgs%3D44d93a1682d99354%26shndl%3D-
1%26source%3Dsh/x/kp/local
%26entrypoint%3Dsh/x/kp/local
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Warnings: Show All

e Exclude process from analysis (whitelisted):
BackgroundTransferHost.exe,
backgroundTaskHost.exe, SgrmBroker.exe,
svchost.exe

e Created / dropped Files have been reduced to 100

e Report size exceeded maximum capacity and may
have missing behavior information.

e Report size getting too big, too many NtCreateFile
calls found.

e Report size getting too big, too many NtOpenFile
calls found.

e Report size getting too big, too many
NtQueryVolumelnformationFile calls found.

e Report size getting too big, too many NtWriteFile
calls found.

e Report size getting too big, too many
NtWriteVirtualMemory calls found.

Simulations

Behavior and APIs

Time Type Description

00:34:45 API Interceptor 1x Sleep call for process: chrome.exe modified

Joe Sandbox View | Context

IPs

No context

Domains

No context

ASN

No context

JA3 Fingerprints

No context

Dropped Files

No context

Created | dropped Files

C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 451603

Entropy (8bit): 5.009711072558331

Encrypted: false

SSDEEP: 12288:ZHfRTyGZ6lup8Cfrvq4IJBPKh+FBIESBw4p6:NfOCzVRKhGvwJ]
MDS5: AT78AD14E77147E7DE3647E61964C0335

SHA1L: CECC3DD41F4CEA0192B24300C71E1911BD4FCE45
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C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic

SHA-256: 0D6803758FF8F87081FAFD62E90F0950DFB2DD7991E9607FE76A8F92DOESI3FA

SHA-512: DDE24D5AD50D68FC91E9E325D31E66EF8F624B6BB3A07D14FFED1104D3AB5F4EF1D7969A5CDEODFBB19CB31C506F7DE97AF67C2F244F7E7TEBE10648EA8321
01

Malicious: false

Reputation: low

Preview:
BDic.... ....6...."..Z..49....6.2..{/...3...5....AF 1363.AF nm.AF pt.AF n1.AF p.AF tc.AF SM.AF M.AF S.AF MS.AF MNR.AF GDS.AF MNT.AF MH.AF MR.AF SZMR.AF MJ.AF
MT.AF MY.AF MRZ.AF MN.AF MG.AF RM.AF N.AF MV.AF XM.AF DSM.AF SD.AF G.AF R.AF MNX.AF MRS.AF MD.AF MNRB.AF B.AF ZSMR.AF PM.AF SMNGJ.AF
SMN.AF ZMR.AF SMGB.AF MZR.AF GM.AF SMR.AF SMDG.AF RMZ.AF ZM.AF MDG.AF MDT.AF SMNXT.AF SDY.AF LSDG.AF LGDS.AF GLDS.AF UY.AF U.AF
DSGNX.AF GNDSX.AF DSG.AF Y.AF GS.AF IEMS.AF YP.AF ZGDRS.AF XGNVDS.AF UT.AF GNDS.AF GVDS.AF MYPS.AF XGNDS.AF TPRY.AF MDSG.AF ZGSDR.
AF DYSG.AF PMYTNS.AF AGDS.AF DRZGS.AF PY.AF GSPMDY.AF EGVDS.AF SL.AF GNXDS.AF DSBG.AF IM.AF |.AF MDGS.AF SMY.AF DSGN.AF DSLG.AF GM
DS.AF MDSBG.AF SGD.AF IY.AF P.AF DSMG.AF BLZGDRS.AF TR.AF AGSD.AF ZGBDRSL.AF PTRY.AF ASDGV.AF ASM.AF ICANGSD.AF ICAM.AF IKY.AF AMS.AF
PMYTRS.AF BZGVDRS.AF SDRBZG.AF GVMDS.AF PSM.AF DGLS.AF GNVXDS.AF AGDSL.AF DGS.AF XDSGNV.AF BZGDRS.AF AM.AF AS.AF A.AF LDSG.AF
AGVDS.AF SDG.AF LDSMG.AF EDSMG.AF EY.AF DRSMZG.AF PRYT.AF LZ

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriCache\Content\77EC63BDA74BD0D0E0426DC8F8008506 E

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Microsoft Cabinet archive data, 58936 bytes, 1 file

Category: dropped

Size (bytes): 58936

Entropy (8bit):  7.994797855729196

Encrypted: true

SSDEEP: 768:A2CCXehkvodpN73AJjDzh85ApA37vK5cIxQh+aLE/sSkoWYrgEHqCinmXdBDz2mi:i/LAVEZrGclxOhoWeqCLdNz2pj

MD5: E4F1E21910443409E81E5B55DC8DE774

SHA1L: EC0885660BD216D0CDD5E6762B2F595376995BD0

SHA-256: CF99E08369397577BE949FBF1E4BF06943BC8027996AE65CEB39E38DD3BD30F5

SHA-512: 2253849FADBCDF2B10B78A8B41C54E16DB7BB300AAA1ASA151EDA2A7AAG4D5250AED908C3B46AFE7262E66D957B255F6D57B6A6BBIE4F9324F2C22E9BF0882
46

Malicious: false

Reputation: low

Preview:
MSCF....8....... e I ........ S LQ.v .authroot.stl..0(/.5. CK .8T....c_.d.....(.....]-M$[v.4CH)-.%.QIR..$t)Kd...D.....3.n..U...ocerrn | =H4.U=...X..gn.+S.AJ.....y.n.v.XC...

s f+lc 9400 2s A wet LLs 0>/ pfiT ULLLLs A wz AgLY
RqB g .V=....hy}....téb.q./~ .60...eCS4.0......d..}.<,nh )....e.]...Cxj..f.8.2.&.G.....
s QX Cla;* NG x. b4, .1 Z.N.N...Uf.g">}........ o\.cD"0."Y.....SV..g...Y.....o.=....k..u.

C:\Users\luser\AppData\LocalLow\Microsoft\CryptnetUriCache\MetaData\77EC63BDA74BDOD0E0426DC8F8008506

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

326

3.123186963792904

false

6:KKGWWDN+SKQIPIEGYRMY9z+4KIDA3RUegeT6If:5kPIE99SNxAhUege T2
332E2CAAGB6EEB68CE19292576E46DBA
2159CB43670302B7DE043FBFEEADA685503278B0
061F5EA958E8D41C01CB9B947202CB51B4AAIBD30E4FC53D52E42807076C1D29

BB8C7ACDC531DE6GD87E83855FDAB8B241DCE4FC54330224D99727D79BF9D1D34DB6CCOC7634D3B2F7EC162B734EFABC890FCAS4EEEF60570F90165E7F26BA
63

false

low

Peeees e {U (s . e e Y S8 hittpa/etldlwiind.o.w.s.u.p.d.ate...c.om/ms.d.ow.nlo.a.d/u.p.date.lv.3./s
tatic/trus.te. d r/e n./.a.u. th r.0.o.t.s. tI c.a.b...".0.6.9.5.5.9.e.2.a.0.d.6.l.:.0."...

C:\Users\luser\AppData\Local\Google\Chrome\User Data\126634e6-4c56-4100-b48f-28e31dch7fab.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Copyright null 2020

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

162445

6.082668279797133

false

3072:SXsA2NNCxQM9b0g+szv+tnMIwFchXaflBOu1lGOJmAS3iuRk: SsTEXQM9b7fD+ZMlagflluUOoSiuRk
29B100B307F97AD17D07C04F92317313

9FF47CAABE6DD24F9405FDF4FCA37C3EB6B218AAC
208EE14BC4ABDBE8B1A432BCA875F6A3C75055235691996B47D9924288D6817E1

0B8818B1EE4EA75C2AE2C36537FEBOA85C366CD2628562C6EEA16E467204D627D27BCACD99AE78CDBA088A08D5118B26730981C1E14B175CEES516A909CD50F
2

false
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\126634e6-4c56-4100-b48f-28e31dch7fab.tmp

Reputation:

Preview:

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.606034080917528e+12,"network":1.606001683e+12,"ticks":97909327.0,"uncertainty":4456035.0}},"0s_crypt":{"encrypted_key":"RFB
BUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLISWKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWixhoUVdUYrYiwg8iJkppNr
2ZbBFie9QUAAAAAABAAAAAAGAAIAAAABDVAGjLA1dOS7IkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAABO450d5v4BxiFP4bdRY JjDXn4W2fxY qQj2xfYeAnS1
VvCL4JIXAsdfljw4oXIE4R7I0AAAABIt36FqChftM9b7EtaPWI8XRX5Y944rq1WsGWcOPFyX0ajfBL3GXBUhMXghJbDGbh5WCu+JEdxaxLLxaYPp4zeP"},"password_mana
ger":{"os_password_blank":true,"os_password_last_changed":"13245951016171677"},"plugins":{"metadata":{"adobe-flash-player":{"displ

C:\Users\luser\AppData\Local\Google\Chrome\User Data\lc5cf9a0-5320-410f-9959-7543e4b8559f.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

162443

6.082671449076334

false

3072:STWA2NNCxQM9b0g+szv+tnMIwFcbXaflIBOu1GOJImMASIiuRk: +WrExQM9b7fD+ZMlagfllUOoSiuRk
519A253CCFODD13BD43E80DAEB303C8C

53C8BBED95C7D0775AA9C6F7E32659CDB75A06EC
B7D87629CF4806D119A517DBEBEAE990CA2947F0008EC4E8166C58DCE2D0A294

4A669CEB42D8F7CF1A5F912B1883E8C59ED344638052949BB2337AD0BA81A0E74FF7ECD373E551DF4D6799E4580B97CCDBC3F91F027B946A45F0144A6FAD3FE
E

false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.606034080917528e+12,"network":1.606001683e+12,"ticks":97909327.0,"uncertainty":4456035.0}},"os_crypt":{"encrypted_key":"RFB
BUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLISWKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWixhoUVdUYrYiwg8iJkppNr
2ZbBFie9QUAAAAAABAAAAAAGAAIAAAABDVAGjLg1dOS7IkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAABO450d5v4BxiFP4bdRYJjDXn4W2fxY qQj2xfYeAnS1
vCL4JXAsdfljw4oXIE4R7I0AAAABIt36FqChftM9b7EtaPWI8XRX5Y944rq1WsGWcOPFyX0ajfBL3GXBUhMXghJbDGbh5WCu+JEdxaxLLxaYPp4zeP"},"password_mana
ger":{"os_password_blank":true,"os_password_last_changed":"13245951016171677"},"plugins":{"metadata":{"adobe-flash-player":{"displ

C:\Users\luser\AppData\Local\Google\Chrome\User Data\307fb4be-f8d8-4f5c-8b59-8e8170c90116.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

162442

6.0826704402628655

false
3072:ymfA2NNCxQM9b0g+szv+tnMIwFcbXaflBOu1GOJImASiuRk:virEXQM9b7fD+ZMlaqgfllUO0SiuRk
5DC7590429998CE671681705453D8F0E

3AFFFA29318571D2E2E8AA457706A9DF2FB33C9D
5B07AF4C5F9582F4128A70ED8983476D2CABBA1C6881AECI4C883789D607D560
63940BF8B269C799979E88D11FA1929EA1CE4438D7E047AE0894EF2F24B25BOFEC070BD80E419C832008F74A5CF1EBA578839D961635C5A8E31F1FEF5D4EABYI
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"network_time":
{"network_time_mapping":{"local":1.606034080917528e+12,"network":1.606001683e+12,"ticks":97909327.0,"uncertainty":4456035.0}},"0s_crypt":{"encrypted_key":"RFB
BUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLISWKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWixhoUVdUYrYiwg8iJkppNr
2ZbBFie9QUAAAAAABAAAAAAGAAIAAAABDVAGjLg1dOS7IkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAABO450d5v4BxiFP4bdRY JjDXn4W2fxY qQj2xfYeAnS1
VvCL4JIXAsdfljw4oXIE4R7I0AAAABIt36FqChftM9b7EtaPWI8XRX5Y944rq1WsGWcOPFyX0ajfBL3GXBUhMXghJbDGbh5WCu+JEdxaxLLxaYPp4zeP"},"password_mana
ger":{"os_password_blank":true,"os_password_last_changed":"13245951016607996"},"plugins":{"metadata":{"adobe-flash-player":{"displ

C:\Users\luser\AppData\Local\Google\Chrome\User Data\55990c81-895a-492c-b9cd-eadf4fb763be.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Copyright null 2020

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

92724

3.7514976510708733

false
384:3PB0O2179UgPaJNmrTv6S3xKAtHIRGNkrvs+AxhkkUnrvmmijA/c+KipOOlaNH1uvN:7+5BaY5JAeHgy4MvD2aKgy6JG
EB5274049A72F0E28F32F9CB79784B8F

9A7F3EO0EDCD5F113DACFCE669DEECEB359EES53
5F333AB5DE528CEAS56AFBD2A3C300993DEC55986D669054FA4FC2EF5A6BDBDAE

3D23C6D6C69FBCA2A2FE3A97BASBBEECE31FOE1IDSA05DFC01900674387E88085B6B8058BBA96A0C6660421D3A86D400EBA0111B7DF65F75FF1C4250419A2471
1

false
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\55990c81-895a-492c-b9cd-eadf4fb763be.tmp
Reputation: low

Preview:
0j. *...C.\.P.R.O.G.RA~1\MIC.R.O.S.~1\.0.ffic.e.l1.6\G.R.O.0.V.EEEX..D.LL.P..[)..%.p.ro.g.ram.files.%.\m..c.r.o.s.o.ft. .officeloffice
.1.6. .g.r.o.o.v.eex..dll..Micros.oft .Office..2.0.1.6..*.Micr.o.s.o.ft .O.neD.r.ive. for. .B.us.ines.s. Exte.ns.ions...16..0..47.11..10
.0.0....*...C..\P.R.0.G.RA.~1\MIC.R.O.S.~1\.0.ffic.el6\GRO.O.V.EEX..DLL...Micros.o.ft .Corp.ora.tio.n..)8.D..C:\P.ro.gram. .Files\C.o
.m.m.o.n. .F.iles\M..cr.o.s.0oft .S.hared\O.F.FICE.16\ms.0shext.dl.@...U/..%.comm.o.n.p.ro.g.ramfiles.%.\micro.s.o.ft .share.d\o.f
fic.e.l6.\...ms.oshext.dll..M.icros.oft Office.)..Micros.o.ft Office..Shell Extens.ion. Handlers....16..0..4.26.6..1.0.0.1....D..C
\.P.ro.g.ram.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\696e85e6-04be-46aa-98e6-8ebf0649362a.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 95428

Entropy (8bit): 3.752022200387417

Encrypted: false

SSDEEP: 384:RPB0O2179QzgOVz1aJNmrTv6S3xKAtHIRGNkrvs+AxhkkUnrvmmjXd/c+KipOOlaV:lg+5BaYUJAeHgy4MvD2aKgy6JX

MDS5: 30D6CC289C996E658FF386549A5ABA6A

SHA1L: 9F618198DEB2AF5E8F760979E2DD6BCBCBDCBCFA

SHA-256: 25DB5477EF61FFD49CB1782F191E5CDDD5BES16D46A45B972C4E0A165BC3ABF8

SHA-512: 494507178AB13979969814B7ECOEA3CE935056F8AFBEB84DIFI60A72EA439A23DBAEBFFA73247CDBESBE20944E954DAC67E8B2EB77B0OFB202599B1002DEABSC
7

Malicious: false

Reputation: low

Preview:

. ...C..\.P.R.0.G.RA~1\M.I.LC.R.O0.S.~.1\.0Offic.el6\G.RO.O.VEEX.DLL.PL...%.p.ro.gram.files%.\m.icro.s.o.ft .officelofficel6\..
..g.r.o.o.v.eex..dll..Micro.s.oft .Offic.e. .2.0.1.6. M.i.c.r.o.s.0.f.t. .O.n.e.D.riv.e. for. B.us.in.e.ss. .Exte.ns.ions...16..0.4.7.11.1.0.00...*
...C..\\P.R.O.G.RA~1\M.I.C.R.O.S.~.1\0O.ffice.l.6\G.RO.O.V.EEX.D.LL...Micro.s.o.ft .C.orp.oratio.n..)8.D..C.:\P.r.o.g.ram. .F.iles\C.omm.o.n.
.F.ile.s\M.i.cro.s.oft .S.hared\O.FF.ICE.1.6\ms.0os.hext.dll..@...U..%.c.omm.o.n.p.r.o.gram.files.%.\m.icro.s.o.ft shared\officel6\...
.m.s.o.s.h.ext..dll..M.icro.s.o.ft .Offic.e.)..Micro.s.oft .O.ffice..Shell Extens.io.n. Handlers....16..0..4.26.6..1.0.0.1....D..C..\.P.r.o
.g.ram.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\8c1f5310-8c21-43a6-8f76-876225d66367.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SysEx File -

Category: dropped

Size (bytes): 94708

Entropy (8bit): 3.7520501481913824

Encrypted: false

SSDEEP: 384:hPB02179Qzg0OVz1aIJNmrTv6S3xKAtHIRGNkrvs+AxhkkUnrvmmjA/c+KipOOlaNF:Vg+5BaY5JAeHgy4MvD2aKgy6J9

MDS5: 57EEDA29AC6317BEED3D18DBCBICACSE

SHA1L: A7646F0626CA04334D1C22B64E1IDCOEE21AAEBIA

SHA-256: 641161514C4D711811A626F3DCO04FAFCF1769F36235B92E6518EFBDIECS5EBIC

SHA-512: F79F5FC0O8BFE7F3A65D9EEASB1CECBB6BFEBE798509E66CA2CDIEO03E91F72986EC7335A9D6636E2CABE29CDICDED1ISEABD41D310126511A5415CDDB5306
F58

Malicious: false

Reputation: low

Preview:
[ FRTRRP *..C.\.P.R.O.G.RA~1\MIC.R.O.S.~1\.0.ffic.e.l1.6\G.R.O.0.V.EEEX..D.LL.P..[)..%.p.ro.g.ram.files.%.\m.i.c.r.o.s.o.ft. .offic.eloffice
.1.6.\.....gro.ov.eex.dll..Micros.o.ft .Office. .2.0.1.6..*.Micr.o.s.0.ft .O.n.eD.r.iv.e. .for. .B.us.ines.s. Exte.ns.ions...16..0..47.11..10
.0.0....*...C..\P.R.0.G.RA~1\M.IC.R.O.S.~1\.0.ffic.el6\GRO.O.V.EEX..DLL...Micro.s.o.ft .Corp.oratio.n..)8.D..C.:\P.ro.gram. .Files\C.o

.m.m.o.n. .F.iles\M..cr.o.s.oft .S.hared\O.F.FICE.16\ms.0shext.dl.@...U/..%.comm.o.n.p.ro.g.ramfiles.%.\mic.ro.s.o.ft share.d\o.f
fic.e.l6. .m.s.o.s.h.ext..dll..M.icro.s.o.ft Offic.e.)..Micros.oft .Office..Shell Extens.io.n. Handlers.....16..0..4.26.6..1.0.0.1...D...C
\.P.ro.g.ram.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 120

Entropy (8bit): 3.254162526001658

Encrypted: false

SSDEEP: 3:FkXftOXE1G1mstftOXE1G1mstftOXE1n:+ftIELGImkfIEIG1mkitIE1n

MDS5: E9224A19341F2979669144B01332DF59

SHA1L: F7F760C7104457DF463306A7F7BAE0142EFCEBSB

SHA-256: 47DD519C226D23F203ACAEOEC44DF9BB6208828E24F726E1602EA52F63C3E2BE
SHA-512: 4184302DEB5009D767FECFC150F580DD57D5CF9CF3BFEB7E52C9F3340E5E6499251B9FODFF37F0454411FED9046880E0A9204312D021294256372C916B8155AC
Malicious: false

Reputation: low
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\08752fa1-95c3-4b98-8852-1088a3fleaba.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5676

5.174683085111239

false

96:n787e45ucVRok0JCKL8Ik541mbOTQVuwn:n7D45ucadKekCG
B5D09644430116831751455CDFFBE5S66
34F5E02A0A51C1FBAOB1B59A0C4056AFA9ACECDO
8CEA9F6AFAB8215D2230AA3C1CDAOSD75E1E1C09121361D0EE5942301B68A430B
079F13290E3E43C9E6255D722631F1F10914EB409B6A0586847D1AB45E047C2CAD13B43CDB608F14EE05757FB20E6BC194F91475E015E20EEAFAL9AS2B4A69AA
false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13250507678410147","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"has_seen_welcom
e_page":true,"navi_onboard_group™:"","should_reset_check_default_browser":false,"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":1

0,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":
o","0","0","0","o0","0","0","0","0","0","0","0","0","0","0","0","0","0" 0","0","0 0","0","0","0","0","0' 0","0","0'
"7355378"],"daily_received_length™["0","0","0","0","0","0","0","0"," 0 ","0","

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\0c1db1c5-9328-4919-a4fd-4fbd079b16bb.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

1206

5.572416233224132

false
24:YI6HOUheR5UWcdsTG1KUerkg/HeUeXby9Uo1D7wUWDRU+HQ:YI6UUhe7UbdseKUewqPeUerEUl/wU8U7
D4D82A6ECDF545C0811662630758DC15

B53978F4BC600D8540CEC31964A9EBIF5BD064A6
F6A74F7BF29871E665D58977DFODF228C92A4934F30E2C2E3B2D6593C7B6F50B

28F78927BDFE4E4F3DADB362FFC635B74D0E92F2A47D06EA4ED94DC3F495BBEA128A78146E9F6A261B5861D914F29A988D382E67D54C1B63EE39DC491F88934
C

false

low

{"expect_ct":[],"sts":[{"expiry":1633014077.350499,"host":"OuKIWsMW1dkkbl1X/0i600Y95ZNSWnSoeal XAEY Plv4=","mode":"force-https","sts_include_subdomains"
:true,"sts_observed":1601478077.350503},{"expiry":1606034385.299987,"host":"iS1n9f5aYfkKV3hjFDVkNdfzYyDIZdgrE9xmNPR3g3k=","mode":"force-https","sts_in
clude_subdomains":false,"sts_observed":1606034085.299991},{"expiry":1633014077.22511,"host":"nAuqgR4IiEWti7SOdT3UHPI6rmZU/Dealm38P2020kgA=","mode":"for
ce-https","sts_include_subdomains":false,"sts_observed":1601478077.225114} {"expiry":1633014092.4175,"host":"0J7rAWV0ouCFYJ9XrkDiKnAO1SshXJmLJE1SS3V8k
DM=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1601478092.417504}{"expiry":1637570085.512611,"host":"5EdU0B7YUY9zZV+2DkgVXgh
08WUvp+D+6KpeUOhNQIM=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1606034085.512615},{"expiry":1637570091.93012,"host":"8/RrMm
QICD2Gspl4wUCE1P8r7B2C5+yE0+g79IPyRsc=","mode":"force-https","sts_include_subdomains":true,"sts_obse

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\0f3b92d2-78a8-4f29-91e9-e9b2f2162989.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

Copyright null 2020

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

22613

5.535924833040304

false
384:XjcItKLIVeX71kXqKf/ipUZNCgVLH2HfDprUDOHGxznTCHx/Ji4Z:znLIK71kXgKf/pUZNCgVLH2HflrUD4Gg
FDD17FE1D9356B95C712FF79A16C16DF

E89035A42FCC75AC34C665771EBDFECOBA63CC36
7A782984812BE55A2DEOB4C3430A6D3C57719DBD096AFB4COAA6DDB38D78BDDA

4635879241FB277DF2FE597467B1F0443BE4FC802143B3ADCF9353AFF1F356FBBD4E7FB4C7083C91C6A6FF7E2AAF17E4CBOEOB6ABC3162A36EFFC942BD52CF¢
A

false

low
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\0f3b92d2-78a8-4f29-91e9-e9b2f2162989.tmp

Preview:

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu","system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13250507678123985","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13tO00sjuzRsfExtD2SKxPITfuoy7AWoObysitBPVH5fE1INaAAL/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG

ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\176e587c-885h-4f36-a5e4-d46243e8b1b9.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5676

5.174886318796927

false

96:n787e45ucVuok0JCKL8Ik541mbOTQVuwn:n7D45uc/4K6kCG
FOC53421A00BFF68215D879ABDF1D802
2BE8770E68E7C5662E214E153C1CO0CE96D45B51
7BC835EDA79AEFE81095CC781D6A6D10E17906EF72F7DDF96182405B06481F05

B774E1071AED4A915C052676B3B176D1C5590CE725759750F1E8F8E1A2A9B2F2D63DF5BF6385E2A3EA9FBB5BA97DE2651B842261C9C91D0BC2B04FA1A7SEDS(
1

false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13250507678410147","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"has_seen_welcom
e_page":true,"navi_onboard_group™":"","should_reset_check_default_browser":false,"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":1
"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"daily_original_length":["0
,'o","o","o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0 'o","0","0","0","0","0","0","0","
"7355378"],"daily_received_length™["0","0","0","0","0","0","0","0"," 0 0"

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\1bb63057-5b26-4e94-a8¢3-5f468346ffal.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5066

4.972107880120472

false
48:YcroUkPKkIwHj+cYgA1RgTIYqlQuoTw0aH3CH30/s8C1Nfct/9BhUJo3KhmeSnpJQ:n7VFe4pcVmok0JCKL8Ik541mbOTQVuwn
40946FC63F1D40D19102E4377B3D9816

E813A8456A9EEBDF7E198C65B03480515FA150A0
066B41E05EA8C947F5287D75D88096E355D95DBAF23714ACAEE128C63C088DB1

93CF373EE19292AD6D0CC3CBD01357E859379AA99C1E40947BD49D502A72FA1E2A571491CFC4CBC1A0A01A77F24038C16AB010469B43D824FEFDADCC72CCF
B5

false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13250507678410147","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"has_seen_welcom
e_page":true,"navi_onboard_group™:"","should_reset_check_default_browser":false,"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":1
0,"work_area_bottom":984,"work_area_|left":0,"work_area_right":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"daily_original_length":["0","
"o","0","0","0","0","0","0","0","o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0"","0","0","0","0"","0","0","0","0","0","0","0","0","0","0","
"0","0","0","0","7355378"],"daily_received_length™:["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","

" ngr

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\31cbc1f0-33d5-43ab-8561-0dd20c39a0d5.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

Copyright null 2020

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

modified

2210

5.593879003035407

false
48:Y1luUuueUT16UUNIPU2p7UbLtSUnseKUewUfgPeUerSeUkUiXwUgWUM:muUuueUwUUPUwUbLOUN3KUtUCPeU/eUC
8F45FF1FE58F815D34201B8E17469672

43AAD5BODBF65CCA719A98BFDEB87FE4AC6559E92
08357BDB65179A75C86118F7B80A1ABC2A55A26480025F313D16DDCDCIF8A45D
13B2BDE2982D1E496E871F5F75EB03520A34F34672846890D5DC979B1E61F7785C51FC581EC1AAB8485764A81D99904496ABB842A7BEO8FID7CCOBIFCD25DDE
false

low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\31cbc1f0-33d5-43ab-8561-0dd20c39a0d5.tmp

Preview:

{"expect_ct":[],"sts":[{"expiry":1637570104.809381,"host":"ATemdfO83v8a/FjvxA3FQWwn7rRt/u+YJjUwnGTNh+s=","mode":"force-https","sts_include_subdomains"
:false,"sts_observed":1606034104.809383},{"expiry":1616920505.85421,"host":"LAZKY S46RVRcFiZAzmUJrz6 TJHBd4nwE6VxPWfPLYHs=","mode":"force-https","sts_in
clude_subdomains":true,"sts_observed":1606034105.854214},{"expiry":1633014077.350499,"host":"OuKIWsMW1dkkbl1X/0i600Y95ZNSWnSoeal XAEYPIv4=","mode":"for
ce-https","sts_include_subdomains":true,"sts_observed":1601478077.350503},{"expiry":1616920498.064815,"host":"fJjUrPghktMfiTHIX3Q0pJi/P12Q72DBgzzJqjIN
C4o=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1606034098.064819} {"expiry":1606034385.299987,"host":"iS1n9f5aYfkKV3hjFDVKNdf
zYyDIZdgrE9xmNPR3g3k=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1606034085.299991},{"expiry":1637570097.15896,"host":"kYxWDe
IDVgesBS02XkmPRTIpBOnkimBvKZESXctn8eA=","mode":"force-https","sts_include_subdomains":false,"sts_obs

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\382e228c-93be-448a-9772-e1e767a13c8f.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

very short file (no magic)

dropped

1

0.0

false

3:L:L

5058F1AF8388633F609CADB75A75DC9D
3A52CE780950D4D969792A2559CD519D7EE8C727
CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0336FC02A82E1839A8

0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CCO9EBC2A07E61F007BAF58FBF94FF9A8695BDDSCAE7CEO3BBF1E94E93613A00F2¢
F21

false

low

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\49727f2a-8c95-464e-b9e9-123716348c0f.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5676

5.17470246075874

false

96:n787e45ucV/ok0JCKL8Ik541mbOTQVuwn:n7D45ucw4K6kCG
F35D4CA583DF4F1CA2F7FA89AALA09F3
AC251328BA2B7F548164D007DF85CA4BBDA772E8
EF89E7285183EEODB10DDAC126C2DB893002E11FD9884A8DABAB38D25D93B28B

ACBCE8A2F5FD4AE262779F37D9BD7669737425302765DEDA27852FAF23F1D65EC4E413F1D0A4269063DAC3ADB0OD32EC3B6059929C8E7F15D5274BA960BFDOC
9

false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13250507678410147","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"has_seen_welcom

e_page":true,"navi_onboard_group
0,"work_area_bottom":984,

'should_reset_check_default_browser":false,"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"to|
'work_area_left":0,"work_area_right":1280,"work_area_top":0}},"countryid_at_install*:21843,"data_reduction":{"daily_original_length
"0","0"," 0","0","0","0","0","0","0' "0
,"7355378"],"daily_received_length™["0","0","0","0","0","0","0","0","0'

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\5b0fa3e4-8f59-43f3-a9fe-c595f08a3558.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

Copyright null 2020

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

2210

5.592449724436109

false
48:Y1luUuueUT16UUNIPU2p7UbLtSUnseKUewUfgPeUerSeUQUEDwUyUS:muUuueUwUUPUwUbLOUN3KUtUCPeU/eUX
8869A6E650933BBAE4523FFC808488CA

FCC4DD30390CFD4A0DE7596F48D525D04BEC4A4D
87E4A42D7884665B27403E68F35F2415A4926C6D4FA92181DE7FA093AEES6FDD

B8BC7AEBOF1EC65119677089340181E1427B59CECA1BBE4FCE6A624FES54CD2FAD39230EE2A034933D7EFCD55C56B38CCEFOFD41819A6D370BD045397E79F67
4

false

low
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\5b0fa3e4-8f59-43f3-a9fe-c595f08a3558.tmp

Preview:

{"expect_ct":[],"sts":[{"expiry":1637570104.809381,"host":"ATemdfO83v8a/FjvxA3FQWwn7rRt/u+YJjUwnGTNh+s=","mode":"force-https","sts_include_subdomains"
:false,"sts_observed":1606034104.809383},{"expiry":1616920505.85421,"host":"LAZKY S46RVRcFiZAzmUJrz6 TJHBd4nwE6VxPWfPLYHs=","mode":"force-https","sts_in
clude_subdomains":true,"sts_observed":1606034105.854214},{"expiry":1633014077.350499,"host":"OuKIWsMW1dkkbl1X/0i600Y95ZNSWnSoeal XAEYPIv4=","mode":"for
ce-https","sts_include_subdomains":true,"sts_observed":1601478077.350503},{"expiry":1616920498.064815,"host":"fJjUrPghktMfiTHIX3Q0pJi/P12Q72DBgzzJqjIN
C4o=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1606034098.064819} {"expiry":1606034385.299987,"host":"iS1n9f5aYfkKV3hjFDVKNdf
zYyDIZdgrE9xmNPR3g3k=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1606034085.299991},{"expiry":1637570097.15896,"host":"kYxWDe
IDVgesBS02XkmPRTIpBOnkimBvKZESXctn8eA=","mode":"force-https","sts_include_subdomains":false,"sts_obs

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\5daccb77-716f-4b99-a35b-ffab53481a73.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

2044

5.594732613342909

false
48:Y1luUu/eUkl6UUAIPU2p7UbLtSUnseKUeLU2gPeUerEUltwUdUJ:muUu/eUksUUPUwUbLOUN3KUBUNPeUBU9
50EB3681782CCE2510577A8C98444D43

5B9D84FAEEA5SEA4195C15D8ACB2304770BA68B30
776D87F10DD673828EF6C38C08COAF7ACTECAF1DB7AEELFB56C7922D6312E2AA

192FBAD6F249861A040B09A5765AB17CF2790526AA9789D9DB936AEF1F4FD10C59FESAE2CEF18811F67601FDODCE6C47FEEB599090E3D89DABAE2C344B29B6
4

false

low

{"expect_ct":[],"sts":[{"expiry":1637570104.809381,"host":"ATemdfO83v8a/FjvxA3FQWwn7rRt/u+YJjUwnGTNh+s=","mode":"force-https","sts_include_subdomains"
:false,"sts_observed":1606034104.809383},{"expiry":1616920498.417222,"host":"LAZkY S46RVRcFiZAzmUJrz6 TJHBd4nwEBVXPWfPLYHs=","mode":"force-https","sts_i
nclude_subdomains":true,"sts_observed":1606034098.417226},{"expiry":1633014077.350499,"host":"OuKIWsMW1dkkbl1X/0i600Y95ZNSWnSoeal XAEYPIv4=","mode":"fo
rce-https","sts_include_subdomains":true,"sts_observed":1601478077.350503},{"expiry":1616920498.064815,"host":"fJjUrPghktMfiTHIX3QO0pJi/P12Q72DBgzzJqjl
NC4o0=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1606034098.064819} {"expiry":1606034385.299987,"host":"iS1n9f5aYfkKV3hjFDVkNd
fzYyDIZdgrE9xmNPR3g3k=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1606034085.299991} {"expiry":1637570097.15896,"host":"kYxWD
elDVgesBS02XkmPRTIpBOnkimBvKZESXctn8eA=","mode":"force-https","sts_include_subdomains":false,"sts_ob

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\735eef38-99f2-4ced-aaeb-2c2998d66929.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

7749

4.8870690574322

false
192:JzhvQQd6zZlyp6rxU3pJ6VsOWSJISY3GVSc5ISmwe8mC3DvgS7QhRF30KF5A:JdvQQd6zZlyp6rxU3pJ6Vs9WSJISY3GVD
4217BAE4B10D8E3370D61D7480931B4F

FOE6BA3D618E1AD6715914CE02DC4A82663348A2
9BE63FCF4395E8B27B844F3D9562CD19D2BA977B066A3DF4374FF75A43296B6D

C7F6CO04ECAESBE12B77F5938D8F0108FF3BB347B210D24DBDAYEB22F74128F7692B785D409671787E236C57E09E227C2A7E2DBEESCSE735FF4882D4CA2F516E
B

false

low

{"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://dns.google","supports_spdy":true} {"alternative_service":[{"advertised_versions":[50],"expiration":"1
3253099682528415","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://redirector.gvtl.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":
[50],"expiration":"13253099682664824","port":443,"protocol_str":"quic"},{"advertised_versions":[50],"expiration":"13253099682664826","port":443,"protocol_str":"quic
"}],"isolation™:[],"server":"https://r3---sn-4g5e6ns6.gvtl.com"} {"isolation™[],"server":"https://se.monetate.net","supports_spdy":true},{"isolation":[],"server":"https://shopvcf.

com","supports_spdy":true} {"isolation":[],"server":"https://www.shopvcf.com","supports_spdy":true} {"isolation":[],"server":"https://asf.scene7.com","supports_spdy":true},
{"alternative_service":[{"advertised_versions":[50],"expiration":"13253099687763738","port":443,"protocol_str":"quic"}],"isolati

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\983cd2ca-7319-40d0-96ca-5b70a205883b.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

Copyright null 2020

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

2211

5.5934838864983885

false
48:Y1luUuueUT16UUNIPU2p7UbLtSUnseKUewUfgPeUerSeUCUotwUIWUM:muUuueUwUUPUwUbLOUN3KUtUCPeU/eUl
2C97E8E17ECD85E1DF9D74C8E29BDACS

1EE221D244A1A500D12B489364DDB21169E57E44
7AA98EACIDEO02F7377COED4A54690236B7D069E66374EE485DBBA5C253C44767
2182D6FA7D7826D65274B3F0C37ABE9BEBE8B169B6E7629566C3A314A2F04031BC47DA0173B4CF455F73EO0E40CBC2FD1E75357652A404A5F6E92480F495C47981
false

low
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\983cd2ca-7319-40d0-96ca-5b70a205883b.tmp

Preview:

{"expect_ct":[],"sts":[{"expiry":1637570104.809381,"host":"ATemdfO83v8a/FjvxA3FQWwn7rRt/u+YJjUwnGTNh+s=","mode":"force-https","sts_include_subdomains"
:false,"sts_observed":1606034104.809383},{"expiry":1616920505.85421,"host":"LAZKY S46RVRcFiZAzmUJrz6 TJHBd4nwE6VxPWfPLYHs=","mode":"force-https","sts_in
clude_subdomains":true,"sts_observed":1606034105.854214},{"expiry":1633014077.350499,"host":"OuKIWsMW1dkkbl1X/0i600Y95ZNSWnSoeal XAEYPIv4=","mode":"for
ce-https","sts_include_subdomains":true,"sts_observed":1601478077.350503},{"expiry":1616920498.064815,"host":"fJjUrPghktMfiTHIX3Q0pJi/P12Q72DBgzzJqjIN
C4o=","mode":"force-https","sts_include_subdomains":true,"sts_observed":1606034098.064819} {"expiry":1606034385.299987,"host":"iS1n9f5aYfkKV3hjFDVKNdf
zYyDIZdgrE9xmNPR3g3k=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1606034085.299991},{"expiry":1637570097.15896,"host":"kYxWDe
IDVgesBS02XkmPRTIpBOnkimBvKZESXctn8eA=","mode":"force-https","sts_include_subdomains":false,"sts_obs

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

334

5.197315480820338

false
6:8+PeRSOq2PWXp+N23iKKAKORXXTZIFUtwB+PeRQIrZmwyB+PeRQIhkwOWXp+N23/:8+uvasKk7XT2FUtwB+|/yB+Q5f5Kk7XH
F93AB5A8DCEDCD7CC1295A049C0E4A18

28D6A2EE6B66A42ESEOBAFECBD265F67C8E3B622
354B1BB633A0BE9F85DAD41CBEDD7F026DC5AA0472FDC5E0D806DIELS3ACDECC

D52ED16EFDFD900DF123D610E4516CD1EC59DD40ESC42604FCCB8SACS5132D743277A5AFAF3D33513435B35B55B087D6D772717A16CA70FCC4B9EGFFD27B251E
F

false

low

2020/11/22-00:34:48.540 1b04 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase/MANIFEST-000001.2020/
11/22-00:34:48.545 1b04 Recovering log #3.2020/11/22-00:34:48.545 1b04 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrik
eDatabase/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

318

5.20319451279715

false
6:8+PeFMg2PWXp+N23iKKdKyDZIFUtwB+PeY9ZmwyB+Pe/kwOWXp+N23iKKdKyJLJ:8+YMva5Kk02FUtwB+F9/yB+e5f5KkWJ
BC3E6A6FD5D3B75A12489371EC9571FB

FEBEF9E1DD26F2E6B74388825743FE651F0F1E29
CE2CB1F1623A2AC2E5592ED9594359FBFFF8035AA51A3C24EB013CACAF60F22B
2E9242796D9F18F2B150EE9842FA4AA9IBB34697BF88AF7B69DC523AFCF182FBCA76D6B94F52FA9CA7TAFTETEAS2704F0CEF424D4699D03446856EA772003B562/
false

low

2020/11/22-00:34:48.534 1b04 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase/MANIFEST-000001.2020/11/22-00
:34:48.535 1b04 Recovering log #3.2020/11/22-00:34:48.536 1b04 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatab
ase/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\0366617723c381a9_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

Copyright null 2020

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1187

6.03657164521616

false
24:pwuVY9I807BFYHVucbrVTJ7yk+gsZtusOySxTGlodgDhJ:HK937yuK7jfmtutd+g3
9568697217A545DD5D1B5CFCAC19FE47
90535C917CC4E31682F29B2998253DCDEES4ESE2
7CA11E332C26E564C69A5C171DB3D3A96E3A62CODBCB2E67A66839A67949B797
167DBEC461E5DD76F769878BC4347B45B90872FB87B4EC4BC285DF1EE4E4D807A288806801560BA5B1487D56D94BC820B50B36171FD38595D4F311139E87D94F
false

low

O\r..m. _keyhttps://www.google.com/xjs/_/js/k=xjs.s.en_GB.X69kBR15KIE.O/ck=xjs.s.71pDTcRKLKw.L.W.O/am=AAgAAAAAAIABAAAAYAns3QHJI-WBCABds
4gAAAABAArgkalQUIKEgAAQAACDLahkACIAAAAQ/d=1/exm=Adromf,AjzHGd,AoWCmc,ApBbid,Dyjjae, E2Spzb,Fao4hd,GxIAgd,HRtoVe,|ZT63,lkchZc,JghYKb
,JpM20e,KJI8Wub,Kq20Kc,LUKING,Lt3RDf,MB3mMb,N5sTy,NBZ7u,NpD4ec,0G6ZHd,0OjqEf,P6LQ7b,PrPYRd, QIhFr,Qlpzlb,QSVu4b,Qk9j1d,Rr5NOe, SF3gsd
,SXY2Kd,SvnKM,T6sTsf, T7XTS,TSg3Td, TrMQ4c, TxZWcc,URQPYc,UUJqVe,Uuupec,UxJOle,Wlrgfe, WS2nkd,WVLMce,Wd7E0e,XMgU6d,XjCeUc,YbyZt,Z8IJwGh
,ZyRBae,aCZVp,aa,abd,async,bgd,cSkPLb,cdos,csi,d,dpf,dv7Bfe,dvl,eN4qgad,eT9j9d,eeuxCf,fEVMic,fWEITb,foot,gpo5Gf,h6wiFf,hc6Ubd,hsm,iD8Yk,ip79zf,jsa,kVbf
xd,kyn,ligMgb, lli,lu,m,m6a0l,mUpTid,mkkRIf,mu,n9dI9c,nplJrc,002Jie,pB6Zqd,pfd,pg0znb,pw70Gc,qL5IKc,qik19b,qjr3nc,qzGxqf,r36a9c,r8Ivpf,rrF9vc, runuse,s3
9S4,sSWo2e,sYcebf,sb_wiz,sf,sonic,spYpfd,spch,tl,tt,uiNkee,vfuNJf,vs,wQpTuc,wft,wkrYee,wrFDyc,xEzyld,xj7LNb,xz7cCd,zbML3c/ed=1/dg=2/br=1/ct=zgms/rs=AC
T900HC-QX0
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\05242c4284e9f7a3_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

603

6.054707400869311

false
12:J0TuVIeFJ71zZZSdQ3WPXXgDGThTGwpcQPrqdufmMQ7XZGoVa:iuVY9lzZZIP/gSnTGwWJIPrX5
FFA24DC29F1D64AABBE2A282ED6973F5
AECD9F9E153EC99A927COB3EBBDC10A18B1B094C
D4122A79E4582E81BD6C973A62D943E106F6C2EDDDIF2DFD08192A7D3606921D

39A017C7FD5394C6032A9AABCF78D755192523BCCAAGICCC142BA2DB6D87F1A2D24C895E9D5746B6E2C709C469D3D5FC670AB1345781EFCO0B5C29A5F84F3/
E

false

low

OVre.Mee (...._keyhttps://www.google.com/xjs/_/js/k=xjs.s.en_GB.X69kBR15KIE.O/ck=xjs.s.71pDTcRKLKw.L.W.O/am=AAgAAAAAAIABAAAAYAns3QEJ-GBCABds
4gAAAABAArgkalJQOIKEgGAAAAACDLahEACA/d=1/exm=NBZ7u,TxZWcc,ZyRBae,aa,async,cdos,csi,d,dvl,epb,fEVMic,foot,hsm,iD8Yk,jsa,kyn,lu,m,mUpTid,mu,qik1l
9b,gjr3nc,sb,sf,sonic,spch,wQpTuc,wft,xz7cCd/ed=1/dg=2/br=1/ct=zgms/rs=ACT900G 7Y czI7nZirlEzp|PWJIBrHBgEpiQ/m=MkHyGd,NZI0Db,NpD4ec,RgxLvf, T6sT
sf,Uuupec,fWEITh,r36a9c,rHjpXd,uiNkee?xjs=s2 .https://google.com/...=D./............. e Fj.~Y.H..w.(b.19C?2...L.|tC.A..EO.....ceeurirnnnn ALEO..ccooiiinn

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\0938faa2c7382ff6_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

137320

5.8254434739904575

false
1536:2ISPH7PnAYyTR/NNn+xcuNAVI2Aj2p1biWwX9CUa7/b+9gTNUITIQECRKCYBQ+yQemp:wc22/AvISYMV/gQ5QGQ6CRXxMQ+5e8
B906A6BD723D1A94C4EA2152FEC833AC

3A3890D54A4F4A506B69DDD3A68EBOBCCD6CB732
25BFB178F9190E9F93236A39597D1404BDBFFD071AA769550248E75665400603

9CAGB58E6FB72289572DE13EBD759885CFDSEDFA73F3BF10F36FCE392011A0721EF98AFB423F09F60643AB74644F1A0ED279A30A4CFAF3D1281ECC0455152E1
C

false

low

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\0958718521ed43d6_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1864

5.9680290295270035

false

48:+lvwpWybcmHH7ycNyzAZfB9Z2hdgaRuiXpSF:kxHcm7ezAZZbcOWZS
3A9DEE9A987738E1FC87D18F299CC710
8B85C42CBDCF7340EE93B08CEB62EC257AC1E392
C89661DFA7219E8D4BE8160B1A7334A96E1FDDD97D221DFEEE81F008431D9702
C2BC74E0741FA141675A19D35CFIF0A88C792B67D5DE34EEF143203EEC0F493938240B4DAESBC29DA8677B44848298786806458844522CCD8EB5ASCDEC66207
false

low

OVecMeiiee _keyhttps://www.gstatic.com/_/mss/bog-search/_/js/k=bog-search.VisualFrontendUi.en_US.FCax_ILEE3A.es5.0/ck=bog-search.VisualFrontendUi.5
MACkH9zvFs.L.B1.0/am=IAICBO5LU0cAAAGIEECAGCNWGASIAYTAAQEAIACAQAIYAADgAWAIAAAA4AY PDgEAAAAAQEFFAAAAAMAI/d=1/exm=A7fCU,BVgq
uf,BW3n6e,BjFh9c,CBIRxf,COQbmf,CPV8xb,Caa0Rb,E7zqub,EFQ78c,EVgswe,Ewg6Fc,Fkg7bd,GFartf, GJRHN,HD2L6c,HDvRde,HLo3Ef,HU2IR,HcFEGh,Hwd
y8d,1BgLbc,IQXJIhd,|IQwU3b,1ZT63,Ips5ve,JFDJd,IN6yfc, INCIEF,INoxi,JxWeid,K3moCf,KG2eXe,KKCEyb,KUM7Z,Kx9fZb,L1AAkb,LEikZe,LdUV1b,MI6k7c,Mh20ac
,MkHyGd,MpJwZc,NgrgFf,NpD4ec,NwHOH,02Ss4b,0F7gzc,0G6ZHd,ONxwXc,0amUsd,Omgal,OvCQqge,OxmTpe,PQaYAf,PrPYRd,Q1cwAf,QDuJ2b,QIhFr,QY2Csd
,Qurx6b,R11bP,R61i4b,RGNXVc,RMhBfe,Rr5NOe,S1lavQ,SF3gsd,S14J6¢c,SM1imd,SMd5ic, SXFjXc,SdewHb, SpsfSh, T3doB, T4BAC, T6sTsf, T7XTS,T8nZfb, TNnUae, TZG3
Xc,TIXKQe, Tgk93, Tw7Glf,U0aPgd,U835zd,UBkHac,UMMWcd,USRBGf,UUJgVe,UWdB6e,UZGQG,Uas9Hd,UgAtXe,UImmrd,V3dDOb,VX3IP,Vchpic,VwDzFe,WLmh
xf,WO9ee,WVCDgf,WfOCmd,Wq6Ixf,XJI8jf, XVMNvd,XVQ52e

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\123d9cf47eb9accl 0

Process:
File Type:
Category:

Copyright null 2020

C:\Program Files\Google\Chrome\Application\chrome.exe
data
dropped
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\123d9cf47eb9accl 0

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

470

6.105812714285572

false

12:EEm80vbn9+UWJ9To0AKv4BOjUG4p+CudvxLr:Efnvbn9+UWbR20EjMNr

08458531026520C6392B1601C2211365

364939E65BB52105679703D25F93CB9796C1FAB3

5D0942BDA3035DA0E27BD0013CIDA69217D5875A87B54A640E22A2F6D324B158
38C04D81259CD234D9108A2884054B75CB888339329148BD7ED3EC18A20F9120061646690CF2ED5B7B6768563C518DAA616360D06F429C9156D37AF438D21944

false

O\r..m......R...7......_keyhttps://ssl.gstatic.com/accounts/static/_/js/k=gaia.gaiafe_glif.en_GB.-ALgbehlEd4.0/am=LwACPnABNOAHAALMAWAAAAAAAAAMIBOUZZR6
WuH7Iw/d=0/ct=zgms/rs=ABkgaxOEaMrgY ujEvDGoyKFOwtAvWmJhnQ/m=NpD4ec,SF3gsd,YLQSd,ICVo3d,002Jie,rHjpXd,pB6Zqd,QLpTOd,0WOIDb,n73qwf,Mp
JwZc,blf8i,omf10d,zbML3c,zyOvNb,KOPMbc,0tPmVb,rINAI .https://accounts.google.com/. C<D./..........ccccerunne ;o X<.skbu... ke A.Eo....... Ouevenn ALEO0....ccii

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\144ef21f45f1e743_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

232

5.645627562239481

false

6:mgiuY GLUXGBzMbPzxvBKAIESguGW1tgGl/tOSUtk4fSZbK6t: Xi5GBMbJBKTguGm9/trokiSH
ADCA90423867AED13CE627E33E52DB3B
2F65ED6123B65CFFA1CBIF5D38C5CB90CA741D9D
D65776C627254B145A7ABAF6A6AA0CT79719A9DC876F406FF4EB32F145C49F7EF
AA2437B15920CABD432DD381913EADOSAFAD3A0ABO049AE682B5BD6893ADF83880C84D4359725969BB653F5B963697AF853363EAF0D3682328459232A0B0B472
false

low

O\r..m......d....#.G...._keyhttps://www.youtube.com/s/player/a3726513/player_ias.vflset/en_GB/embed.js .https://youtube.com/..p<D./............. P CM.7.Y.lg.Z..
X.HJ.;m....A.Eo......... [ COP ALEO..cciii

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\18ea8ffbc75b74b4_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

16405

5.774008307042806

false
192:llul+cxTXvlul+cxgCeUX+Bnb7IgbSabju4VI/S5VngMamtJw25JVjGZoPFLLPk1:idsr4dsDnul7lzmL2qQmtbYoPF3PQ
68C3B28D9F548BB63519E8E9E776F6A3

9B50524AA4AAB8ECI9E4AAB7CBCEEAS9B5BI45ES
06360850311D7B2B85EFDD07312CFD94CFA06E23B00CB08024F3D9136710EALE
66DOE76F9AF2705E6EF6904A192AD1A80E095550FE63A2C80CF5B790AF62C114414E6206DDOC7FACFADB5D24939962858D17A461F715F150FC751E5F1644B1B7
false

low

O\r..m......M....6.x...._keyhttps://www.google.com/xjs/_/js/k=xjs.s.en_GB.X69kBR15KIE.O/ck=xjs.s.71pDTcRKLKw.L.W.O/am=AAgAAAAAAIABAAAAY Ans3QHJ-WBCABds
4gAAAABAArgkaQUIKEgAAQAACDLahkACIAAAAQ/d=1/exm=Adromf,AjzHGd,AoWCmc,ApBbid,DqdCgd,Dyjjae,E2Spzb,Fao4hd,FzmrPc,GxIAgd,HRtoVe,|ZT63
,IkchZc,JghYKb,JpM20e,KJ8Wub,Kg20Kc,LUKJIN,Lt3RDf, MB3mMb,N5sTy,NBZ7u,NZI0Db,NpD4ec,0G6ZHd,00jqEf,P6LQ7b,PekE8b,PrPYRd,QIhFr,Qlpzib
,QSVu4b,Qk9j1d,Rr5NOe,SF3gsd,SXY2Kd,SvnKM,T6sTsf, T7XTS,TSg3Td, TrMQ4c, TxZWcc,URQPYc,UUJqVe,Uuupec,UxJOle,Wlrgfe, WS2nkd, WVLMce, Wd7EOQ
e,XMgU6d,XjCeUc,YbyZt,Z8JwGb,ZyRBae,aCZVp,aa,abd,async,bgd,cSkPLb,cdos,csi,d,dpf,dv7Bfe,dvl,eN4gad,eT9j9d,eeuxCf,fEVMic,fWEITb,foot,gpo5Gf,h6wiFf,hc6 U
bd,hsm,iD8Yk,ip79zf,jQEJTb,jsa,kVbfxd,khSAxb,kyn,ljigMgb,lli,lu,m,m6a0l,mUpTid,mkkRIf,mu,n9dI9c,nplIrc,002Jie,pB6Zqd,pfd,pg0znb,pla,pw70Gc,qL5IKc,qik19
b,qjr3nc,qzGxqf,r36a9c,r8Ivpf,rrF9vce,runuse,s39S4,sSWo2e,sYcebf,sb_wiz,sf,sonic,spYpfd,spch,tl,tt,uiNkee, vfuNJf,vs,wQpTuc,wft,wkrYee,wrFDyc,xEzyld,xj7LNb,xz7cCd

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\lacc121542ffa875_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Copyright null 2020

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

26167

5.971092065219805

false
384:MBp+3haABkymplzXgefqD7/1d1GEEHjiMNNx5jRuvC:MB80oABkdplzwqYxdEHOMNNX5jaC
5EF73693AC2D1180913778543E86D89E
9FE029500885FFCB3103BD622009D909A40D35A3
44022C8AE000B3277773A4795A96FC5E2071284C18BBELAD613B245A7789C2ED
E431939D19446C226C4E36CA5578D9IF4E443CF9231EDA87BOD6CCE776163020DE876D8573A20F753A9296267E4D0753739CF50489BE52F509BDECD676EFA923¢
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\lacc121542ffa875_0

Malicious:
Reputation:

Preview:

false

OVecMeee, _keyhttps://www.gstatic.com/_/mss/bog-identity/_/js/k=bog-identity.ConsentUi.en_GB.kBmSBeixNb8.es5.0/ck=bog-identity.ConsentUi.o0295gl_Qo
M.L.B1.O/am=Ew/d=1/exm=A7fCU,BVgquf,CBIRxf,COQbmf,EFQ78c,GkRiKb,HDvRde,HL0o3Ef,1ZT63,IJNoxi,KG2eXe, KUM7Z,L1AAkb,LEikZe, MdUzUe,MpJwZc
,NpD4ec,NwHOH,06y8ed,Omgal,PQaYAf,PrPYRd,RMhBfe,SF3gsd,SdcwHb,SpsfSh,U0aPgd,UUJqVe,Uas9Hd,UgAtXe,UImmrd,V3dDOb,VwDzFe, WO9ee, XVMNvd
,YLQSd,ZfAoz,ZwDk9d,_b,_tp,aW3pY,aurFic,blwjVc,byfTOb,e5qFLc,fKUV3e,gychg,hc6Ubd,iTsyac,iWP1Yb,IPKSwe,IsjVmc,lwddkf,n73qwf,002Jie,pB6Zqd,pjlCDe,rE6Mgd
,FHjpXd,tfTN8c,vfuNJf,w9hDv,ws9Tlc,x60fie, xQtZb,xUdipf,xigEse,yDVVkb,zbML3c/excm=_b,_tp,displayintroui/ed=1/wt=2/ct=zgms/rs=AOaEmIFK7106zd4rEL1wCjCW_h
dg9w_VZQ/m=a9NCF,T8a0P,RXBXaf,stj98e,Negv3c,VHR|E .https://google.com/1g.;D./.. .wpZ..s....L1.A..Eo... A..Eo....

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\1b8631eb143483e6_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

610

6.026235702891801

false
12:xTuVIeFJ71zZZHQ/pTq7dQ3ugsBoXXOpAOTbTGwpcQQ7X+v3UpyIT:FuVY9lzZZHQ/dK3gs4qnTGwJIT
D9ED6C85C8C227AA13D025480010ACES

9CE1003D4B3F19CFAAABBY04FEE3D24953003101
E8D20F026697BEC2834451FB9026AAD1AF2C987204CEF10B07F882FFOD4BAB83

6E6COF94AEEB382D744BD9EAG927F6036330A85B485C204D5C92A76C08E114BC8F88CFIA9C7327FBBDE2FBC7D03AE263E74037FF4FBB7EA0052CDDDC3F0OCO
5A

false

low

O\r..m........... K......_keyhttps://www.google.com/xjs/_/js/k=xjs.s.en_GB.X69kBR15KIE.O/ck=xjs.s.71pDTcRKLKw.L.W.O/am=AAgAAAAAAIABAAAAYAns3QEJ-GB8CABds
4gAAAABAArgkalJQOIKEgGAAAAACDLahEACA/d=1/exm=MkHyGd,NBZ7u,NZI0Db,NpD4ec,RqgxLvf, T6sTsf, TxZWcc,Uuupec,ZyRBae,aa,async,cdos,csi,d,dvl,epb,fEVMic,
fWEITb,foot,hsm,iD8Yk,jsa,kyn,lu,m,mUpTid,mu,qik19b,qjr3nc,r36a9c,rHjpXd,sb,sf,sonic,spch,uiNkee, wQpTuc,wft,xz7cCd/ed=1/dg=2/br=1/ct=zgms/rs=ACT900G 7Y

czI7nZirlEzplPWJIBrHBgEpiQ/m=wkrYee?xjs=s2 .https://google.com/~..=D./............. | IO yi.2}....1.b.2.v.GC......A..Eo......t.k......... ALEO..coiii

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\24db904a44e6e21b_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

233

5.691164162034922

false

6:mmxXYGLIzjV7tZsRjguGMh2ugVtwkOrkon8nK6t:xoXVxgRjguGMh2ustRdp
3827F07E108C5122BD7EE2CE38D5BC38
9C8B3AF63E826940A78599817176E982CASE95A3
C1811B64651E4E8441565F55BC8F259E9325923BB3DBC1COE7063DBIBEGOF166

739B8CA27D010FBB82F1AA5437FA91BD61F64B4EBA95A32C1EG7F78F58B6DD2C86FF1107EF4B1CBBCO9B8FCD424131B8934C8AA7959B7522A5B63642641535DF
1

false

low

O\r.m......e..... W....._keyhttps://www.google.com/js/bg/7ACX1lI8pxmp-W5IFnwplmFbwg_vDvpxp5bFF4q7ftk.js .https://youtube.com/T.n<D./............. [CT JO{..V..#. z.UK.
.c#R+C..LG.A. Eo... Z......A.Eo...

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\254860627ea58bfd_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

Copyright null 2020

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

231

5.56590714201959

false
6:mc9YGLUXxGBzMbPzxvBKIluguGt/5X1tgSltgnNM1UBKkMhm4UK6t:bSGBMbJIBKFguGN1HTtwOwWNhm
CCFB1CD417FA327F912189072E1EBF1F

663D4543BA508DFB4290D7795DDODEF73BB542CF
6DOFC67D6CIFB25AD7A82D3573E99E626F24CD25D636086BA1C5672BCA2FFC71

4F9220031447EC18CBDE8SB5E8D52D6237D0F00AD05D6931947D72005F6A7D667C3C269BFA1DGEGYAOOE6CES26DA1801327BCDA454E580FC5E3FCEC777EA9BF
D

false

low

O\r.m......c...5..+...._keyhttps://www.youtube.com/s/player/a3726513/player_ias.vflset/en_GB/base.js .https://youtube.com/..d<D./............. Jeorenn J.|R.M?....3.P../n.z:..E
M.A.Eo....... Zoiioiiin ALEO..cciiii
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\26d197d0a9d08372_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

470

6.115852389371054

false

12:PLZOvJrdwHc5psV2vXpusyylazNCLk45ylzyyl:imvBGWOAZavzNsWj
C4C7F5F096ADFBD71E1E3CF6F738E94B
7654320C2BA38F2755F94348476DA6294A56CCC8
1D719FFC6BC76DF44BA42F5D323F8F93BF52763A22161926A2CEA76B2A163E90
4716B1CD7B98427024E12166E8F36F4C311F50709FE268EDACD2142994473B8418AEC346F3E50457D0A5A1A016246CADFDE9437BB552A8460335CCB31B87FDIZ

false

low

O\r..m.......... l......_keyhttps://apis.google.com/_/scs/abc-static/_/js/k=gapi.gapi.en.uhBKOtz6fOw.O/m=gapi_iframes,googleapis_client/rt=j/sv=1/d=1/ed=1/rs=AHp
0008GZHNTtpcfighngAHOUUZTALLzrw/ch=gapi.loaded_0 .https://google.com/..;D./.............c....... $6.+..8/F)u..}........ |T..\A.Eo....X. R ALEO...coiis :D./.

....B6DD689F3C56403FA47B30C3B33A6F6F3A9C727FA1022B55702539501984A356..$6.+..8/F)u...}........ |T..\A.Eo0......... L.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\2bd3df993c1f2c0d_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

412

5.70692371575511

false

12:57n/9IhAMRKNCoG56rmocJx7xsx9Fgkcobep:BnFOMWCmq3c9pcl
7C997289BB577DD5B4DA08D7BF74CAD3
73E7FD102224180B33C48A15FFC7C99E463994A4
7786ED9D8299E084EA42F281B0095F8555393EE1D7BF8D28364BE2CBF62ESEBL

112BOF94EEAGS5EE91C523E283DD9EG6BD49C579BA4ATA64D290A838E7EEACBICAFC12AC30D78225069946FA2B09DCA4D8182FC69645120BA4B17D985BB14DF
72

O\r..m........... +]....._keyhttps://www.gstatic.com/og/_/js/k=0g.qtm.en_US.Uy00yW1PZ_k.O/rt=j/m=q_d,q_sf,q_pc,qmd,qcwid,gmutsd,qapid/exm=gaaw,gabr,qadd,qaid,qal
0,gebr,qgein,ghaw,ghbr,ghch,ghga,ghid,ghin,ghlo,ghmn,ghpc,ghpr,ghsf,ghtb,ghtt/d=1/ed=1/rs=AA2YrTvqJb4fU1b04s4njDEmRjn4z7QgQw .https://google.com/_..<D./.........
L .Q.@<6.A...G..E(..

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\2d200e2ed6c19c84 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1318

6.1838740195622774

false
24:BuVY9I807mBYHV2c73TJ7qkG2cucaGOC5XTG/8+XRV+rTaV:IK937L2U7rG2cucJU/BV+rOV
BA4C070A5393CFBO9A6CIE7AC583D0428
DEF63EC7546EDOE3COE1B32B16F2559BE91C7DE9
CB1C67D5ED44840E062F1D5C96B8432613F6E146E3CICCA287FF9299F3E1A90B
571D4B7A5F514B6C5769C63589A7522742FF5E5F938636D3634350199CE737B8F382DA90803C36699346F18CE0661BEAC44F2E76C7FCD6CF59584A55AAC39149
false

low

O\r..m. 6....... _keyhttps://www.google.com/xjs/_/js/k=xjs.s.en_GB.X69kBR15KIE.O/ck=xjs.s.71pDTcRKLKw.L.W.O/am=AAgAAAAAAIABAAAAYAns3QHJI-WBCABds
4gAAAABAArgkaQUIKEgAAQAACDLahkACIAAAAQ/d=1/exm=Adromf,AjzHGd,AoWCmc,ApBbid,DqdCgd,Dyjjae,E2Spzb,Fao4hd,FzmrPc,GxIAgd,HRtoVe,|ZT63
,IkchZc,dghYKb,JpM20e,KJ8Wub,Kq20Kc,Lt3RDf, MB3mMb,N5sTy,NBZ7u,NZI0Db,NpD4ec,0G6ZHd,O0jqEf,P6LQ7b,PekE8b,PrPYRd,QSVu4b,Qk9j1ld,SF3gs
d,SXY2Kd,SvnKM,T6sTsf, T7XTS,TSg3Td, TrMQ4c, TxZWcc,URQPYc,UUJgVe,WS2nkd,Wd7EOe, XMgU6d,XjCeUc,YbyZt,Z8JwGb,ZyRBae,aCZVp,aa,abd,async,
bgd,cSkPLb,cdos,csi,d,dpf,dv7Bfe,dvl,eN4gad,e T9j9d,eeuxCf,fEVMic,foot,gpo5Gf,h6wiFf,hc6 Ubd,hsm,iD8YKk,ip79zf,jQEJTh,jsa,kVbfxd,khSAxb,kyn,ligMgb, li,lu
,m,m6a0l,mUpTid,mu,n9dI9c,npldrc,002Jie,pB6Zqd,pfd,pg0znb,pla,qL5IKc,qik19b,qjr3nc,qzGxgf,r8Ivpf,runuse,s39S4,sSWo2e,sb_wiz,sf,sonic,spch,tl,tt,uiNkee, vfuNJf,vs
,wQpTuc,wft,wkrYee,wrFDyc,xEzyld,xz7cCd,zbML3c/ed=1/dg=2/br=1/ct=zgms/rs=ACT900HC-QX0Qt_2Tf01lv-nFAbTs_z60WA/m=LUKJINd,QIpzlb,Rr5NOe,Uuupec,Ux
JOle,W1rgf

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cachel\js\2ded1a5cf15402f2_0

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

Encrypted:
Copyright null 2020

C:\Program Files\Google\Chrome\Application\chrome.exe
data
dropped
408
5.889829054185924
false
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\2ded1a5cf15402f2_0

SSDEEP:
MDS5:
SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

12:eTuVIeFyDDxSx71zZZd7TGwpcRRBW9/VH65:muVYyZSVIzZZZhTGWORW/k5

A1D6E9A4CD5032F0E3742881274D2369

AE331BF5E778744F2D66C9600CF15D5FFE50A5A2

C21353185A1343E4712E2F6B397F91F364C1AEC303951CD4901CADCC2B317D01
FD59346283231CE3861C0C3DAA47622903302D26E815BE73FC6EIC8AA3221CA87C609582BBOBABIA358994BF945795BDF5BC61A1A639C637E27E32DFD814C6F
false

low

O\r..m. _keyhttps://www.google.com/xjs/_/js/k=xjs.s.en_GB.X69kBR15KIE.O/ck=xjs.s.71pDTcRKLKw.L.W.O/m=sh,ZyRBae,cdos,epb,hsm,jsa,d,csi/
am=AAgAAAAAAIABAAAAY Ans3QEJ-GBCABds4gAAAABAArgkaJQOIKEgGAAAAACDLahEACA/d=1/dg=2/br=1/ct=zgms/rs=ACT900G7Y czl7nZirlEzplPWJIBrHBgEpiQ
.https://google.com/6.=D.1............. O sD..40.=.0.-7N..LY....d...(....A..E0......... P A.EO..ccoii,

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\2f792944c51bfba8_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1807

5.962307614012899

false

48:KISpW1bcm1HmktSyTA2BWIghdUa2vEHK6:fKcmQcTA6+OyKH
AS5E367BFB3DA70D951BC7743F8137C99
CC12EFCAA165E02579851CBC70731EA026DC59A5
8EE983443082CA6DCIA37E4CE0292CCF7C3893377BDB28C3E7B67929C3068C8D
42813CF6B1FOBFO00F96F666A38EDAG67382C834D674A0C6147696D718FE66B553DF537156D1F9AEBC5BFE8575ED1BF4B61D7BC6098F51D6804C9A257F7B294E
false

low

O\r..m.......... h.J...._keyhttps://www.gstatic.com/_/mss/boqg-search/_/js/k=bog-search.VisualFrontendUi.en_US.FCax_ILEE3A.es5.0/ck=bog-search.VisualFrontendUi.5M
AckH9zvFs.L.B1.0/am=|AICBO5LUocAAAGIEECAGCNWGASIAYTAAQEAIACAQAIYAADgAWAIAAAA4AY PDgEAAAAAQEFFAAAAAMAI/d=1/exm=A7fCU,BVgqu
f,BW3n6e,BjFh9c,CBIRXf,COQbmf,Caa0Rb,E7zqub,EFQ78c,Ewg6Fc,Fkg7bd,GFartf, GJRHN,HD2L6¢c,HDvRde,HLo3Ef,HU2IR,HCFEGb,Hwdy8d,IQXJhd,IQwU3b,1ZT63,J
FD9Jd,JNcJEf,JNoxi,KG2eXe , KKCEyb,KUM7Z,Kx9fZb,L1AAkb,LEikZe LdUV1b,MI6k7c,Mh20ac,MkHyGd,MpJwZc,NgrgFf,NpD4ec,NwHOH,02Ss4b,0F7gzc,0
G6ZHd,0amUsd,Omgal,OvCQqe,OxmTpe,PQaYAf,PrPYRd,Q1lcwAf,QDuJ2b,QlhFr,QY2Csd,Qurx6b,R61i4b,RMhBfe,Rr5NOe,S1avQ,SF3gsd,SM1lmd,SXFjXc,S
dcwHb,SpsfSh, T4BAC, T6sTsf, T7XTS,T8nZfb, TNnUae, TIXKQe, Tqk93, Tw7GIf,U0aPgd,U835zd,UBkHac,UMMWcd,USRBGf,UUJqVe, UWdB6e,UZGQG,Uas9Hd,Ug
AtXe,UImmrd,V3dDOb,VX3IP,Vchpic,VwDzFe,WLmhxf, WO9ee,WfOCmd,Wqg6Ixf, XVMNvd,XVQ52e, XXP8w,Xt0JT,Y9atKf,YLQSd,ZFaao,ZalnH,ZfAoz,ZwDk9d,_b,_tp,ale
7ef,aNpwlb,aW3pY,aam1T,arTwJ,aurFic,blwjVc,btdpvd

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\30f8dbaa515b59e9_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

418

5.885492224275713

false

6:mecGYGLITuVXR7eFHWonDnm7xt11zZZdggiEY TG+hPke4gulgdmloHtXeGK46DK+:+TuVleF2aDyx71zZZITGsPMIYmfF1y
60A4078562C2D308F4F8885D7DB74CE2

9DB89123A6096561EBI30C3CE83E8C23294D9B41
CDCFEOF1E525942166659D618BD56A8D4BB8861FD64168C0A3B8BB83ABOB7A65

FAQF4FF6252772E4547F85DF412B131343CE18ED81DD536B16258F25E738295F0A3A625EE78B37ECB30DA5B1CAD7E4C07DE1B251919CD2F38EAEGBAS531A9FE
1

false

low

O\r..m.......... ).C?...._keyhttps://lwww.google.com/xjs/_/js/k=xjs.s.en_GB.X69kBR15KIE.O/ck=xjs.s.71pDTcRKLKw.L.W.O/m=ZyRBae,cdos,dpf,epb,hsm,jsa,pfd,d,csi/am=AA
gAAAAAAIABAAAAY Ans3QEJ-GBCABds4gAAAABAArgkalQOIKEgAAAAACDLaAhEACAAAAAQ/d=1/dg=2/br=1/ct=zgms/rs=ACTI00EEaWgzSeQWSdwly7E7zoAMI5JrIQ
.https://google.com/VH.=D./........ccccceenne X6.kEw.q.....EE.....*2.:.0. . .e..A..Eo0....... 1U.ee A EO0..coiiin.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\328e3e7elea85c6d_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Copyright null 2020

C:\Program Files\Google\Chrome\Application\chrome.exe
data
dropped
201936
5.798123026817172
false
3072:yUxRdWKkPppdvhGmCRWgzvxWOvxrGua/NF+xPKoX+2C:yUrPpfZGpWM70XgC
E237A083EF8209D889FB1EB66CB162B2
4C9B03017EEOA9BEFFCD70960DFF1D2462F82BFD
17FO0E2639B476D3COBCAF6912EFA2AF4AD60A045286F3A81DDDAFC8301C1404AB
B67A8680AD24ADFBFB369A01E6A1F786C3926351C8222D6706AC567DA9EISA7DBAB564530EED24849306A8D47115FE1FB85EB48300330132B5804929A5536B76
false
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\328e3e7elea85c6d_0

Reputation:

Preview:

o\r.m.....@.....U.....0D2F78B154C1AD498354A435130E5536B7B7B94314A5D682FED97A58F6700131
........................................................................................................................... T

RcJ....
LA el

Qbur.....ff....Qb.A......Se....Qb.& N....Te...Qb.p,j....Xe....Qb.v.J....af....Qb...(....Ue....Qb".;:.. . jf...... Qbz....... rf....Qb.I_6....sf....QbN.).....vf....Qbv..}... xf....Qb...

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\32c3d672cc1d2ffe_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1028776

6.031319539010919

false
12288:vPx8SFHjivOVypW8dvAoZkwBIXTvnRLLkZ7Qkto3mLpxSJziw6flc:h8amv5dvA8k4z1LKFmM2NXSNIC
3F39AE6ACIC07A443D016B60BE8945AB

EFECC246DBEA8837946CF2337DAE39F9BC78E71E
38A5AA12EB4A35E4D3B96C910650D36081A0DF1EEF6921547D64AD1D91296BEE
F3CD41DC3E74AA72A8AB3010E7DBBF60EF5A71FFEB30991D2E83D865929FBC71A66C4E53FF6FOAF5D3C09BIBF779FABACIF1B52F2CC43959A2752E946804341

O\r.m...... @..cov 400B7C10F0D8B598468BB9966306ACEO39E710B854E850474A32E3D99C66EEOA.............. ".]....0....p....00..ce (o A
X(e

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\379b5dfblebafl4a 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

431

5.913439111990602

false

6:m9/jY GLKdGMwjMrasq28k6BULekHJyyFOaEGiAadKyEt+CTEculgugnLtiTVjpt5:8G9wwmJ6e+Jy26AadKroNLAtivK27
5CACCFA4A777E0C82265338EAE4411E2

3B51F3522A76DA7FCA29D0E288C5FB58912E32B4
B34B5CB28D845594CB599F555583C6D8D53511BF087B01B86956276EBODD3D25
904A8C99D4457BD252D5E642D495D066100E1C5CCB280B5EB8CB2FAS52F74976694DB26999327C032FDADCOAD1D5F627A2B5ECCAG0F93C85A0AF8784398E325!

false

O\r.m......+..."Y_....._keyhttps://www.gstatic.com/_/mss/bog-identity/_/js/k=bog-identity.AccountSettingsUi.en_US.sM9_cyDJhDM.2019.0/am=vGE5Xv5rRP2-N
UcUAfgAAAAAAAAABDetg/d=1/excm=_b,_tp,googleaccountdataandpersonalizationintroview/ed=1/dg=0/wt=2/ct=zgms/rs=AOaEmIEIqHKjsQ3T80WO0A5By8dvwuE1l
WHg/m=_b,_tp .https://google.com/.H.<D./........c.ccco. Q.Colveeene d)...H5....Z.....A..Eo.....PU......... ALEO...coii

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\3823e368f1287c79_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

Copyright null 2020

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

507

5.927788987818894

false

12:nghUkBOTQgj/3bkxk0IsfQqgkvi7mT/tiGn:n3u0Ixk0IsfQq4LTH
600A621F50B52832FB3CFF733B7149F9
EC55C41EB9A95B7253BA48E60ACSE3F073AFE20C
FOED6FA8F86335F29B45B1AA5CBFF60C8CC315184787AC55531A407C586E3435
047BO5ED90E53316F090EF55B35B1DA77A096E20F9C870F045980BD72BB8D386F5A4D0866EO0C8B7E45807DB779B501A736DB39F125FD79D5B75678BFBCAF1522
false

low

O\r..m......w...[pZ....._keyhttps://www.gstatic.com/_/mss/bog-search/_/js/k=boqg-search.VisualFrontendUi.en_US.FCax_ILEE3A.es5.0/ck=bog-search.VisualFrontendUi.5
MACkH9zvFs.L.B1.0/am=IAICBO5LU0cAAAGIEECAGCNWGASIAYTAAQEAIACAQAIYAADgAWAIAAAA4AY PDgEAAAAAQEFFAAAAAMAI/d=1/exm=_b,_tp/exc
m=_b,_tp,searchview/ed=1/wt=2/ct=zgms/rs=AH7-fg5dUTsD9S_y8zIUOkuK5Vem2MEVag/m=byfTOb,IsjVmc,LEikZe .https://google.com/e..>D./.........cccccocoueu. {d(200..1B.
NLy.ML.L.S=. . A.EO.....peceee ALEO..ccoiii
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\3b7f8d8816278017_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 50309

Entropy (8bit): 5.827926485550515

Encrypted: false

SSDEEP: 768:UMrVM70xBJYCy4Y9BedyaEsBuomsAlvfgzSproV3AhRyJHaH:U2Vg030v4kB6yXs8omsIZ9VwhRL
MD5: 502D9A6D1C7C904DE5434DC648B4E081

SHA1L: 183992519DF71ACD1A1B3D7A5F20BE919FED3CEO

SHA-256: 534DCBE4D47DC94C8D74C157120EB714E59F08D16414703C37C8A4CELE7B566F

SHA-512: 0160C5CA28EA55BB88A9415D42685FC41E2D5861D273967B572D735B5B8FE1A4CD662E5D9B5C3B8A4EA3B5E91C88BBO0E27E478809EA982600F024BD2592951+
Malicious: false

Reputation: low

Preview:

O\r..m......5.....4....._keyhttps://www.gstatic.com/_/mss/bog-identity/_/js/k=bog-identity.ConsentUi.en_GB.kBmSBeixNb8.es5.0/ck=bog-identity.ConsentUi.o0295gl_Q
oM.L.B1.0/am=Ew/d=1/exm=A7fCU,BVgquf,CBIRxf, COQbmf,EFQ78c,GkRiKb,HDvRde,HL0o3Ef,1IZT63,INoxi,KG2eXe,KUM7Z,L1AAkb,LEikZe,MdUzUe,MpJwZ
c,Negv3c,NpD4ec,NwHOH,06y8ed,Omgal,PQaYAf,PrPYRd,RMhBfe,RXBXaf,SF3gsd,SdcwHb,SpsfSbh,T8a0P,U0aPgd,UUJqVe,Uas9Hd,UgAtXe,UImmrd,V3dDO
b,VHRjE,VwDzFe,WO9ee, XVMNvd,YLQSd,ZfAoz,ZwDk9d,_b,_tp,a9NCF,aW3pY,aurFic,blwjVc,byfTOb,e5qFLc,fKUV3e,gychg,hc6Ubd,iTsyac,iWP1Yb,IPKSwe,IsjVm
c,lwddkf,n73qwf,002Jie,pB62qd,pjlCDe,rE6Mgd,rHjpXd,stj98e,tfTN8c,vfuNJf,wdhDv,ws9Tlc,x60fie,xQtZb,xUdipf, xigEse,yDVVkb,zbML3c/excm=_b,_tp,displayintro
ui/ed=1/wt=2/ct=zgms/rs=AOaEmIFK7106zd4rEL1wCjCW_hdg9w_VZQ/m=A4UTCbh,VXdfxd,F770Rc,s0BsG,EGNJFf,hZ9Bt,iSvg6e,uY3Nvd .https://google.com/..;D./...
............ &1V fCOH L [LALEO .. > ALEO 200000 Y S

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\3bd902ca2fd015c3_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 534

Entropy (8bit): 6.1304757765063655

Encrypted: false

SSDEEP: 12:27n/914MRKNCoG56rmocJx7xsrDkMwp88GyDk:XnFGMWCmq3Ms88Gy

MDS5: 6989EFB7EA95BA2CD56E6DFED6G97EL71

SHA1L: D1890EAF95D57D05881D24872785C5DC58BCBF61

SHA-256: 50E90BCIEE4A63A07FDO6FI8C54B55D5F15BC91C05AD4917675DD0090F13F291

SHA-512: 239A7BB926EA84D524C12D96B5ACE0414EFDB60CBD1F4A6099E4291FB8F884E6CAEBAG30F9B4093DB2B079B54E4F2E750B64142D00CD278F337FE716315D4B:
D

Malicious: false

Reputation: low

Preview:
O\r..m........... I......_keyhttps://lwww.gstatic.com/og/_/js/k=0g.qtm.en_US.Uy00yW1PZ_k.O/rt=j/m=q_d,gmd,qcwid,gmutsd,gapid/exm=gaaw,qabr,qadd,qaid,galo,qebr,qei

n,ghaw,ghbr,ghch,ghga,ghid,ghin,ghlo,ghmn,ghpc,ghpr,ghsf,ghtb,ghtt/d=1/ed=1/rs=AA2YrTvqJb4fU1b04s4njDEmRjn4z7QgQw .https://google.com/H.c<D./...................
H.c<D./.....097D904AAC40F118B1A588C75210D7041797EE15881E79AC3E0121F5394B3484..3.... 2....5..

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\3cd392alb2ce0ab7_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 650

Entropy (8bit): 6.088670804892802

Encrypted: false

SSDEEP: 12:3JYX6tTuVIeFJ7180nLITGkphWGz/sS/mMNSED2WWcWyLcYUIMNVQ/zWr:JYAuVY9I80NTGkphWGz/soPfxL2wLWr

MDS5: 4FF3DDF376DA0D4542ED2187F10B05CB

SHA1L: 6902412CBBB308C4FCC4F4A6902D077D153E2E9A

SHA-256: 32654BBEABDF84E74E28B816B1FC5CEECEB1D6BAA2A2B92CD56A4DEEEB926AAC

SHA-512: FC288659B98AFDAC8BF690A1FE3FOF1EE79A38D8C16AD2ECDIEL1796EF5CC19AFB014786F012CF838179ADDF47B29B5FF5D722F3597AAD3DE352D41161777568|
9

Malicious: false

Reputation: low

Preview:
O\r..m........... [K....._keyhttps://lwww.google.com/xjs/_/js/k=xjs.s.en_GB.X69kBR15KIE.O/ck=xjs.s.71pDTcRKLKw.L.W.O/am=AAgAAAAAAIABAAAAY Ans3QHJ-WBCABds

4gAAAABAArgkaQUIKEgAAQAACDLahEACA/d=1/exm=ZyRBae,cdos,csi,d,hsm,jsa,sb/ed=1/dg=2/br=1/ct=zgms/rs=ACT900EI08K_hz-qgSmN84GkOnU7TJSc
Vg/m=GxIAgd,MkHyGd,NBZ7u,NpD4ec,0G6ZHd,RgxLvf, T6sTsf, T7XTS, TxZWcc,URQPYc,aCZVp,aa,abd,async,bgd,dv7Bfe,dvl,eN4gad,fEVMic,foot,iD8Yk,kVbfxd,k
yn,lli,lum,mUpTid,mu,002Jie,pB6Zqd,qik19b,rHjpXd,sf,sonic,spch,tl,uiNkee,vs,wft,xz7cCd,zbML3c?xjs=s1 .https://google.com/.!.>D./............. FQerrenen |Ow..J=...d......... X..t...
A..Eo...... F@......... A.LEO0.ccoiieies

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\3dbe54b7c92541c6_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\3dbe54b7¢c92541c6_0

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

404

5.53384584348747

false

12:Bp7slwvUJIFxJpBLOoDp7slwvU/ulJ5pBLRr:BpglQMDtOoDpglQEHRth

9C9AF3424ADF574E0558DC03A3318D86

22DEDF356FB7760D059DF2B60BAD72163A9732C3

9D0121D39650C5F087688CFC25FA0060F40AE65923725F7D8E1D38942769A30F
22266460160C201462E372BF527C86A9465ACCO0F24B26AA153BDBEA94D1EOF7F14860A8BBOC4BI14FEC6661FE6361FACB7939546370793BE446C27C08B5E57D

false

low

O\r..m......F..W......_keyhttps://www.google-analytics.com/analytics.js .https://google.com/L.0<D./..........ccccerueens fAM.+....f.P(G....v.G.A.Eo0........ [ NN A.Eo.........
........ O\r..m......F..W......_keyhttps://www.google-analytics.com/analytics.js .https://google.com/Q.<D./.......c.cccceeerec... LA\MALLLEP(G....v..G. ALEO.... 7 ccooc. ... ALEO. et

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\3e2620275aa04276_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

504

5.92963778303547

false
6:meTnYGLKdGMwjMras7R3MrakEgx8k6BUFXsLkHJyyFdG6/60Izkvimu4PgANKS13:ZT69wwmce8m3LmsL+JyYZBkvi74P5dGU
9719CF54D870C3CC477E35D10B5AF00A

A3EA17EAA9D84715F82AFA81361041BB34127D7E
B01B96ABBESDB37C81A9161120872A5EE867D4569E78031FEDD3D859DECFIF1B
0CF01DD752D725C94558578C773D03CB8540D72F8C47AEASFD43E37625E5EB251494D34F4663BB1F4EB3206B1E77314DC0OC7C8CDDB481795B6280143E874B62
false

low

O\r..m......t.....Z....._keyhttps://www.gstatic.com/_/mss/bog-identity/_/js/k=bog-identity.AccountSettingsUi.en_US.sM9_cyDJhDM.2019.0/ck=bog-identity.AccountSet
tingsUi.k1qgBdC9JWN4.L.B1.0/am=vGE5Xv5rRP2-NUcUAfgAAAAAAAAABDetg/d=1/exm=_b,_tp/excm=_b,_tp,googleaccountdataandpersonalizationintroview/ed=
1/wt=2/ct=zgms/rs=AOaEmIHQ6guB_V20TscNwWWRjW6M2ewilmQ/m=byfTOb,IsjVmc,LEikZe .https://google.com/.t.<D./............. . $.P.E.z.g\#.B.....=|..."D/....A..Eo.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\454fa601ebb6d503_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

233

5.510160301986611

false
6:mminYGLUXxGBzMbPzxvBKsuGguGnHgos1g616X9K6t:5GBMbJBKdGguGnHzs1g5H
DD5F6A57D2DBEC5F0350893DE6D2B496
FOEDF140A4FFC856A0BB08C752F660E75C5FC108
B7C2647C88447D441431DDDE676C1190ED351F6780D28B1B6DAA8IC531DB47AS
D534A7768AA5DB42D97F49A5FCBBA21E11A76B725CFA2E43AF394264DFES6774B4F45810D565921856E127554C562B0B89A1183899612692CAEE651BE4316653

false

low

O\r.m.... e _keyhttps://www.youtube.com/s/player/a3726513/player_ias.vflset/en_GB/remote.js .https://youtube.com/r{n<D./............. Ko, j.TQ.@...{..p.#.~}s
C.*A.Eo.....0\......A..Eo...

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\47a04016281937c6_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Copyright null 2020

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

378

5.882658790508182

false
6:mrl/VYGLKdGMwjM71/ILylYukbOaEGghOjghcuutgMIR5psDnkthK6t:L9wwh/dhYuk94ckhNutDew
1711B58222267093192FDC7F04ED068C
7DCFB9DBCCDAD5D9F0D319CC093F37EAB4A73691
12AA420F03122B329591CEOBB685DB759F3C777CD321DEDBE416B8062D4E2EAE

94A26A8A780DA27621A9CD67F1B6E207AD30D76CE9253C5CDB605F89D5090BEA76EF6A20B8DCB462BACE4DF2A2194894BBCD71BC6DC3A76234565D097B353!
11

false
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\47a04016281937c6_0

Reputation:

Preview:

low

O\r..m. ...._keyhttps://lwww.gstatic.com/_/mss/bog-identity/_/js/k=bog-identity.ldentityPoliciesUi.en_GB.MBDOVIjkoZg.es5.0/am=FA/d=1/excm=_b,_tp,priv
acypartnershomeview/ed=1/dg=0/wt=2/ct=zgms/rs=AOaEmIEgnHSbh8XG4mY3dk07zr1Cly7bYA/m=_b,_ tp .https://google.com/f..<D./........cccceerurunen. ab.....b}H.........
n.$.M.A.Eo0....W............ ALEO.ciii

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\4d8df07eee7c9c72_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

7203

6.079568471245842

false
192:112ccdQqiNRMgAI2ccdgIKmpgTxzfO9AQ7PWFMlivseR:Kcgscq+Kviz6Q70FavR
E9136CBA57F10A2D5F38E7DAFFOC4A88
ED18FDD42D5F2BEE4846F4E984F0689974C0D881
DE3E195F74F0AF34481F8C714CE4308B28D243E16DE67B1FI0B735CFFB445957

D17A2889D7F3991BC989E0B471D35CE8563E45BA120628E10C8C10FEFD24C4673CF2B7EC2D5EDFF3A5978187863B714F86BCACEADEEOE461EA28780411FA72)
9

false

low

O\r..m........... =......_keyhttps://www.google.com/xjs/_/js/k=xjs.s.en_GB.X69kBR15KIE.O/ck=xjs.s.71pDTcRKLKw.L.W.O/am=AAgAAAAAAIABAAAAYAns3QHJI-WBCABds
4gAAAABAArgkaJQUIKEgAAQAACDLahkACIAAAAQ/d=1/exm=Adromf,AjzHGd,AoWCmc,ApBbid,DqdCgd,Dyjjae,E2Spzb,Fao4hd,FzmrPc,GxIAgd,HRtoVe,|ZT63
,IkchZc,dghYKb,JpM20e,KJ8Wub,Kq20Kc,Lt3RDf, MB3mMb,N5sTy,NBZ7u,NZI0Db,NpD4ec,0G6ZHd,O0jqEf,P6LQ7b,PekE8b,PrPYRd,QSVu4b,Qk9j1ld,SF3gs
d,SXY2Kd,SvnKM,T6sTsf, T7XTS,TSg3Td, TrMQ4c, TxZWcc,URQPYc,UUJgVe,WS2nkd,Wd7EOe, XMgU6d,XjCeUc,YbyZt,Z8JwGh,ZyRBae,aCZVp,aa,abd,async,
bgd,cSkPLb,cdos,csi,d,dpf,dv7Bfe,dvl,eN4qgad,e T9j9d,fEVMic,foot,gpo5Gf,h6wiFf,hc6 Ubd,hsm,iD8YKk,ip79zf,jQEJTb,jsa,kVbfxd,khSAxb,kyn,ljgMgb,lli,lu,m,m6a0
|,mUpTid,mu,n9dI9c,nplJrc,002Jie,pB6Zqd,pfd,pg0znb,pla,qL5IKc,qik19b,qjr3nc,qzGxgf,r8lIvpf,runuse,s39S4,sSWo2e,sb_wiz,sf,sonic,spch,tl,tt,uiNkee,vfuNJf,vs,wQpTuc
Jwift,wkrYee,wrFDyc,xEzyld,xz7cCd,zbML3c/ed=1/dg=2/br=1/ct=zgms/rs=ACT900HC-QX0Qt_2Tf0lv-nFAbTs_z60WA/m=eeuxCf?xjs=s2 .https://google.com/.;D./......

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\4fd513903f00e879_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

975

6.054163204671287

false

24:vww9CN38C7ptJ3HLCbQUtrjnaLHyDjKfo:vNANzzJ3BSrjn4HO
AB46A0D679A6ABD32D1BD0OD62825B61F
ECOEAF65F7A67FACABIB44E594689277735B58A0
1A4EE36D556F7EC30D24224059EBEO04E5FEA7BD6F4786A7BF9150C8C5F8DCID

CDFCFDCOE076BB66A84C26BF51A24B93F2998F788D2A0ACT C3ED6120AEAC69284B72A72D8261DFB14EBBDAY5317261808AB8E0786BDEDSE7E218A1BACT400+
F4

false

low

O\r.m......K..b....... _keyhttps://www.gstatic.com/_/mss/bog-identity/_/js/k=bog-identity.ldentityPoliciesUi.en_GB.MBDOVIjkoZg.es5.0/ck=bog-identity.IdentityPoliciesUi.W
hJQv_-hj5w.L.B1.0/am=FA/d=1/exm=LEikZe,_b,_tp,byfTOb,IsjVmc/excm=_b,_tp,techcookiesview/ed=1/wt=2/ct=zgms/rs=AOaEmIHWERMP2aqC_LCbZeChQ1CqgOu5
faw/m=n73qwf,ws9Tlc,1ZT63,e5qFLc,UUJqVe, viuNJf,xUdipf,blwjVc,fKUV3e,aurFic, COQbmf,U0aPgd,ZwDk9d,V3dDOb,C3ZV4c,p8L0ob,06y8ed,NpD4ec,PrPYRd,Mp
JwZc,SF3gsd,NwHOH,Omgal,HLo3Ef,x60fie xigEse,Y2UGcc,XVMNvd,L1AAkb,KUM7Z,rE6Mgd,duFQFc,hc6Ubd,lwddkf,gychg,w9hDv,RMhBfe,RuOPgb,SdcwHb,aW3pY,Y
LQSd,PQaYAf,iWP1Yb,SpsfSh,EFQ78c,UImmrd,ZfAoz,iCCLqd,CBIRxf,xQtZb,IPKSwe,MdUzUe,002Jie,JNoxi,rHjpXd,yDVVkb,pB6Zqd,iTsyac,zbML3c,KG2eXe,Uas9H
d,BVgquf,YTxL4,uiNkee,sfI2Ac,tfTN8c,QLpTOd, X9tL7e,VwDzFe,zyOvNb,iwumhc,HDvRde, LG Jfp,A7fCU,0WOIDb,UgAtXe,qmdT9,pjICDe .https://google.com/ate<D./......
..V&......n(BO.t..Q=....|.r3...A..Eo.... A..Eo..

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\51748015574322ed_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

Copyright null 2020

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

546

6.1961547898704605

false

12:PTuVIeF2FLyx7180e TGONXW81DuOCGMzNhYXIvzOCG6pt:7uVY1VI80e TG59zNhWvb
88C068737375B2FDCB049C33429E71B3
27954AB13C3354370604186A16A20D2342600352
E32149F1384E9D1D7B68D82A1D12EFA37951F54F4375F013581FFA24FA995B2E
3EOE786780788FF93E44B6921D16DB851036D8887199C1445B4C0513F27CA4C2551BDD1C604D8FI53CFAB5A8162CC6BA3AF586BF4587BOE0A95621A31A2BFCA!
false

low
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\51748015574322ed_0

Preview:

O\r..m...ooeeee d....._keyhttps://www.google.com/xjs/_/js/k=xjs.s.en_GB.X69kBR15KIE.O/ck=xjs.s.71pDTcRKLKw.L.W.O/m=2ZyRBae,cdos,dpf,hsm,jsa,pfd,d,csi/am=AAgAAA
AAAIABAAAAY Ans3QHJI-WBCABds4gAAAABAArgkaJQUIKEgAAQAACDLahKACIAAAAQ/d=1/dg=2/br=1/ct=zgms/rs=ACT900HC-QX0Qt_2Tf01lv-nFAbTs_z60WA .htt
ps://google.com/.:.;D./. oy [V.N.|~.z...A..EO.. D./.H9..584D64388091FD68FFDE91A5C3349281B7D81454687591047
2B3CBAE3CF902A1..f

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\52441b7e4226d391 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1339

6.0494384620039074

false
24:PwwkmZRLVImFyBBuULZk3Z8s5wPT7zG6vAznZhkXPeJ:PNkk5VImFyv3Z8Jr7zhynZhbJ
B42412B530B8B3A1511C6DABBADA7ABF
D90295A36A8F76161B166B8D2432BB5670998B7C
3F3B690C4D1CA632D3A213B059473CFF09AC622BB524F6FBB47EDEABD42F03CC
11C785378938DDDOCE7D2688D713CC221A9627F4BF16CA6216E278E90E4F829B9A77759582537CELESB265DD1D749D7B4B7526E228A6A7F78A410511D252C27¢
false

low

O\r..M.s o ~...._keyhttps://lwww.gstatic.com/_/mss/bog-identity/_/js/k=bog-identity.AccountSettingsUi.en_US.sM9_cyDJhDM.2019.0/ck=bog-identity.AccountSet
tingsUi.k1qBdC9JWN4.L.B1.0/am=vGE5Xv5rRP2-NUcUAfgAAAAAAAAABhHDetg/d=1/exm=A4UTCh,A7fCU,BVgquf,CBIRxf,COQbmf,EFQ78c,EGNJFf,HDvRde, HL
03Ef,HWEe7,1ZT63,J9VQ8d,INoxi,K99qY ,KG2eXe, KUM7Z, L1AAkb,LEikZe LFMxUb,LGJfp,LIGEX,MI6k7¢c,MISB1,MdUzUe, MpJwZc,Mq9n0c,MywJR,NODgsc,N
5qPe,NpD4ec,NwHOH,06y8ed,Ocaz6b,0gOVNe,Omgal,PQaYAf,PrPYRd,PrUyhf,QlhFr,QLpTOd,QNgBAe,RAnNnUd,RMhBfe,RMwYNc,SF3gsd,SdcwHb,SpsfSh,U0
aPgd,U4Hp0d,UUJqgVe,Uas9Hd,UgAtXe,UImmrd,V3dDOb,VYS8Le,VwDzFe, WCG2fe, WpP9Yc,X8HNme,XVMNvd,YLQSd,YTxL4,Yr4A0,ZfAoz,ZwDk9d,Zxe3i,_b,
tp,aW3pY,aurFic,b44kFe,blf8i,bXpTS,blwjVc,byfTOb,duFQFc,e5qFLc,eBKCT,fKUV3e,fjYSd,gychg,hH64kd,hKSk3e,hc6Ubd,hv5Zmd,i5dxUd,iBCuq,iSvg6e,iTs
yac,iWP1Yb,icmgKf,kjKdXe,IPKSwe,lazG7b,lsjVmc,tDFwf, lwddkf,mI3LFb,mdR7q,n73qwf,nKuFpb,002Jie,oWOIDb,pB6Zqd,pSr51d,pj|CDe,pw70Gc,qf TGrb,gmdT
9,rE6Mgd,rHjpXd,s39S4,soHxf,tf TN8c,uY3Nv

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\5b8512932e5ba73a_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1088

6.03300727784852

false

24:DuVY9I807mFYHV2c73TJ7qL2cucaGOC5xTG7SsT:aK937t2U7y2cucJuX
88AD3554COF2FEC838252EDSEE8494BA
FA7E51800CAE4979762EE88AFFD3C586D09156D8
0FA89811FCFBC3439049BDA67B45885C813B9A7EEF7FC32C4B92C811E9DOE7AL
51908E6F821CDEF2EAA1563C65F466F36928EABIES83DB4AAFC042878A669BIAG410FF111E846D362BE7ADFAA7ADF858C7D189032C33F98107374C89EE4F1FF
false

low

O\r..m.......... L'a....._keyhttps://www.google.com/xjs/_/js/k=xjs.s.en_GB.X69kBR15KIE.O/ck=xjs.s.71pDTcRKLKw.L.W.O/am=AAgAAAAAAIABAAAAYAns3QHJ-WBCABds
4gAAAABAArgkaJQUIKEgAAQAACDLahkACIAAAAQ/d=1/exm=Adromf,AjzHGd,AoWCmc,ApBbid,DgqdCgd,Dyjjae,E2Spzb,Fao4hd,GxIAgd,HRtoVe,|ZT63,lkchZc
,JghYKb,JpM20e,KJI8Wub,Kq20Kc,Lt3RDf, MB3mMb,N5sTy,NBZ7u,NZI0Db,NpD4ec,0G6ZHd,00jqEf,P6LQ7b,PekE8h,PrPYRd,QSVu4b,Qk9j1d,SF3gsd,SXY2K
d,SvnKM,T6sTsf, T7XTS,TSg3Td, TrMQ4c, TxZWcc,URQPYc,UUJgVe,WS2nkd,Wd7EOe,XMgU6d,XjCeUc, YbyZt,Z8JwGh,ZyRBae,aCZVp,aa,abd,async,bgd,cSk
PLb,cdos,csi,d,dpf,dv7Bfe,dvl,eN4gad,eT9j9d,fEVMic,foot,gpo5Gf,h6wiFf,hc6Ubd,hsm,iD8Yk,ip79zf,jQEJTh,jsa,kVbfxd,khSAxb,kyn,ljgMgb,lli,lu,m,m6a0l,mUpTid,mu,n9dI9
c,npldrc,002Jie,pB6Zqd,pfd,pg0znb,pla,qL5IKc,qik19b,qjr3nc,qzGxgf,r8lvpf,runuse,s39S4,sSWo2e,sb_wiz,sf,sonic,spch,tl tt,uiNkee, vfuNJIf,vs, wQpTuc,wft,wkrYee,wrFDy
c,xEzyld,xz7cCd,zbML3c/ed=1/dg=2/br=1/ct=zgms/rs=ACT900HC-QX0Qt_2Tf0lv-nFAbTs_z60WA/m=eeuxCf?xjs=s2 .https://google.com/..f=D./.............

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\5ce40364caal5745_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

Copyright null 2020

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1179

6.021507458082693

false
24:0swuVY9I807mFYHV2c73TJ79kG2cucaGOC5XTG/8+uaAg:jK937t2U7rG2cucJU/hAg
C165E58F4D470556F21390F75C1E582A
159F4B2E42EDBCIFC6902B36C4126848C0612BD3
A9F4A4B492303A0BCBCE486D1BFDB559F6E89382A31A5893D091E0C179E85FD4
FADOEDEB813FF23F7075075B619870571ABD1C5B057D8AC6BAB586A81B5729DE2E05130CDA1782D6A5383B2BIEBIC285222D96938CED48BAFISAC22854CCB17!
false

low
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\5ce40364caal5745_0

Preview:

O\r..m........... l....._keyhttps://lwww.google.com/xjs/_/js/k=xjs.s.en_GB.X69kBR15KIE.O/ck=xjs.s.71pDTcRKLKw.L.W.O/am=AAgAAAAAAIABAAAAYAns3QHJI-WBCABds4
gAAAABAArgkaJQUIKEgAAQAACDLahkACIAAAAQ/d=1/exm=Adromf,AjzHGd,AoWCmc,ApBbid,DqdCgd,Dyjjae,E2Spzb,Fao4hd,GxIAgd,HRtoVe,|ZT63,lkchZc,
JghYKb,JpM20e,KJI8Wub,Kq20Kc,Lt3RDf, MB3mMb,N5sTy,NBZ7u,NZI0Db,NpD4ec,0G6ZHd,00jqEf,P6LQ7h,PekE8b,PrPYRd,QSVu4b,Qk9j1d,SF3gsd,SXY2Kd
,SvnKM,T6sTsf, T7XTS,TSg3Td, TrMQ4c, TxZWcc,URQPYc,UUJqVe,WS2nkd,Wd7E0e,XMgU6d,XjCeUc,YbyZt,Z8JwGb,ZyRBae,aCZVp,aa,abd,async,bgd,cSkP
Lb,cdos,csi,d,dpf,dv7Bfe,dvl,eN4qgad,eT9j9d,eeuxCf,fEVMic,foot,gpo5Gf,h6wiFf,hc6Ubd,hsm,iD8Yk,ip79zf, jQEJITb,jsa,kVbfxd,khSAxb,kyn,ljgMgb,lli,lu,m,m6a0l
,mUpTid,mu,n9dI9c,nplJrc,002Jie,pB62qd,pfd,pg0znb,pla,qL5IKc,qik19b,qjr3nc,qzGxqf,r8lvpf,runuse,s39S4,sSWo2e,sb_wiz,sf,sonic,spch,tl,tt,uiNkee,vfuNJf,vs, wQpTuc,
wft,wkrYee,wrFDyc,xEzyld,xz7cCd,zbML3c/ed=1/dg=2/br=1/ct=zgms/rs=ACT900HC-QX0Qt_2Tf01lv-nFAbTs_z60WA/m=LUKJINd,QIpzlb,Rr5NOe,Uuupec,UxJOle,W1ir
gfe,WVLMc

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\5d1021dd1c886521_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

386

5.9285208778008505

false

12:K/Em80vbn9+UWJ9ToO0RYySGSHG+2goJ7jbeH:Efnvbn9+UWbYSmtG
5FA974A054055C5135F375BE6CB4D531
5E9AC43477A4F1B91753082E8A038160240F7494
09668DD5558533613FF4C6300113F1B07D5A88BF411F82A959D36671DB7259DE

161D398D0B43F07BC0O3B901ACD8EOFC054563A8118696C9019472CCA2D5B7314E3B3AC248D20B29D1A88E1F19EOF50BB37BAA94CC75858 AC8DA9798D53E906L
C

false

low

O\r..m........... Y .J...._keyhttps://ssl.gstatic.com/accounts/static/_/js/k=gaia.gaiafe_glif.en_GB.-ALgbehlEd4.0/am=LwACPnABNOAHAALMAWAAAAAAAAAMIBOUZZR
6WuH7Iw/d=0/ct=zgms/rs=ABkgqaxOEaMrgY ujEvDGoyKFOWtAVvWmJhnQ/m=syla,sylb,sylc,syle,sylf,sy34,pwd_view .https://accounts.google.com/.J<D./................
...... 7. fFA5C.... LQ..I7].. ALE0 ... fl  ALEO

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\5dd4ala7a333c37c_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

437

5.924672069558577

false
6:mL69YGLKdAM5N+cz5Ns4s800bajLbkxSnOwcLKeaE2JDHaSeUcu4Pvl/gtBHhfWAW:inUkB0e3bkxkOHKpZ60ONO/4VE
32FD1ADE9DE49EFDOEC913A8A51435EC

53770D15D7F382E0692071166D826A4B65D9D9D3
FOA7327DAAE940C4BD75D064E8AE13B79D1AEA4408BB1A2D90B548DB6A942C90
87D3F578EDB48DFB44B4975EF79AA86142A0B37762704A732FD5ED9BBC42873561C0F832E5821C9D2E67495E766A83743D48FDCEFIBA7DI0OCE666A0239703AF1!

false

Oo\r.m.....l......... _keyhttps://www.gstatic.com/_/mss/bog-search/_/js/k=bog-search.VisualFrontendUi.en_US.FCax_ILEE3A.es5.0/am=IAICBO5LuocAAAGIEEC
AGCNwWGASIAYTAAQEAIACAQAIYAADgAWAIAAAA4AAY PDgEAAAAAQEFFAAAAAMAI/d=1/excm=_b,_tp,searchview/ed=1/dg=0/wt=2/ct=zgms/rs=AH7-fgéwwuY9n5B
BzrDhEfjz6UnBId2jnw/m=_b,_tp .https://google.com/[/.>D./............. SRV yoedeteni(.5U.L [g.AEo........ 8ioone A.LEO0....ccii

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\5e7582dba997c456_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

Copyright null 2020

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1140

6.0174785645023405

false
24:5QUuUVY9I807BFYHV2chr3TJ7qkG2turOC5XTG/8+/N48FX:5QRK937y297rG2tu7U/IFZ
26EED40A3D855CB060CDD1B1045551E5
F84FCAOAAC3F493CAF984292281875E00EOF6EAE
AF84A0B8D73865BDD34467555F95F0F9DE90B99AD1B62C504060C82AABLEASE3

B8B3D86707C944705D5249270D0301FA872365410DDFOE2BBE1B0B3537AB6BC21C6BECB7C68E9ADFIAAD21D55B3833C6EBISA393FBDDF44A0524C834B6C1D]
95

false

low
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\5e7582dba997c456_0

Preview:

O\r..m...oeeeee ,....._keyhttps://www.google.com/xjs/_/js/k=xjs.s.en_GB.X69kBR15KIE.O/ck=xjs.s.71pDTcRKLKw.L.W.O/am=AAgAAAAAAIABAAAAYAns3QHJI-WBCABds
4gAAAABAArgkaJQUIKEgAAQAACDLahkACIAAAAQ/d=1/exm=Adromf,AjzHGd,AoWCmc,ApBbid,Dyjjae, E2Spzb,Fao4hd,GxIAgd,HRtoVe,|ZT63,lkchZc,JghYKb
,JpM20e,KJI8Wub,Kq20Kc,Lt3RDf, MB3mMb,N5sTy,NBZ7u,NpD4ec,0G6ZHd,00jqEf,P6LQ7b,PrPYRd,QSVu4b,Qk9j1d,SF3gsd,SXY2Kd,SvnKM,T6sTsf, T7XTS,
TSg3Td, TrMQ4c, TxZWcce,URQPYc,UUJqVe,WS2nkd, Wd7EOe, XMgU6d,XjCeUc,YbyZt,Z8JwGbh,ZyRBae,aCZVp,aa,abd,async,bgd,cSkPLb,cdos,csi,d,dpf,dv7Bfe,dvl,e
N4gad,eT9j9d,eeuxCf,fEVMic,foot,gpo5Gf,h6wiFf,hc6Ubd,hsm,iD8Yk,ip79zf,jsa,kVbfxd,kyn,ligMgb,lli,lu,m,m6a0l,mUpTid,mu,n9dI9c,nplrc,002Jie,pB6Zqd,pfd,p
g0znb,qL5IKc,qik19b,qjr3nc,qzGxgf,r8lvpf,runuse,s39S4,sSWo2e,sb_wiz,sf,sonic,spchitl,tt,uiNkee, vfuNJf,vs,wQpTuc,wft,wkrYee,wrFDyc,xEzyld,xz7cCd,zbML3c
led=1/dg=2/br=1/ct=zgms/rs=ACT900HC-QX0Qt_2Tf01lv-nFAbTs_z60WA/m=LUKJINd,QIpzIb,Rr5NOe,Uuupec,UxJOle,W1irgfe, WVLMce,fWEITb,mkkRIf,r36a9c,rrF9vc
,spYpfd,xj

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\632a69b50c9f7b19 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1835

5.968038468468977

false

48:ylvIpWybcmHH7ycNyzAZfB9Z2hdgaRuW00:gzHcm7ezAZZbcO
757425DAF0AF57970CA4E7D4637B374F
C6E3D722506949E3045A748E28FDC3B2A3D6BD16
32AA9F3BD12D743EC7B12F737D6D600A5564CE1BA1D1DF17B5EC7ASD103CDAS4

B5BA79B6C66389C5726EEA0515E4EE816D332B89C85AAF26A14870C56384D4926871D31FEC76F3A732D1A1F4E4D1C49BD1D96F1EBBBD4D732BD21165DCE7D(
Cc2

O\r..m.......... G......_keyhttps://www.gstatic.com/_/mss/boqg-search/_/js/k=bog-search.VisualFrontendUi.en_US.FCax_ILEE3A.es5.0/ck=bog-search.VisualFrontendUi.5M
AckH9zvFs.L.B1.0/am=IAICBO5LUocAAAGIEECAGCNWGASIAYTAAQEAIACAQAIYAADgAWAIAAAA4AY PDgEAAAAAQEFFAAAAAMAI/d=1/exm=A7fCU,BVgqu
f,BW3n6e,BjFh9c,CBIRxf,COQbmf,CPV8xb,Caa0Rb,E7zqub,EFQ78c,EVgswe,Ewg6Fc,Fkg7bd,GFartf, GJRHN,HD2L6c,HDvRde,HLo3Ef,HU2IR,HcFEGb,Hwdy8d,|BgLbc,
1QXJhd,IQwU3b,1ZT63,IJFD9Jd,IN6yfc,JNcIES,INoxi,IxWeid, K3moCf,KG2eXe, KKCEybh,KUM7Z,Kx9fZb,L1AAKb,LEikZe,LdUV1b,MI6k7c,Mh2o0ac, MkHyGd,MpJwZc,Ngr
qFf,NpD4ec,NwHOH,02Ss4b,0F7gzc,0G6ZHd,ONxwXc,0amUsd,Omgal,OvCQqge,OxmTpe,PQaYAf,PrPYRd,Q1lcwAf,QDuJ2b,QlhFr,QY2Csd,Qurx6b,R11bP,R61i
4b,RGNXVc,RMhBfe,Rr5NOe,S1avQ,SF3gsd,Sl4J6¢,SM1Imd,SMd5ic, SXFjXc,SdcwHb,SpsfSb, T3doB, TABAC, T6sTsf, T7XTS, T8nZfb, TNnUae, TZG3Xc, TIXKQe, Tgk93, Tw
7GIf,u0aPgd,U835zd,UBkHac,UMMWcd,USRBGf,UUJqVe,UWdB6e,UZGQG,Uas9Hd,UgAtXe,Uimmrd,V3dDOb,VX3IP,Vchpic,VwDzFe,WLmhxf, WO9ee, WVCDgf,Wf
0Cmd,Wq6lxf,XJI8jf, XVMNvd,XVQ52e,XXP8w,

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\6849362ce4500910_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

759

5.936520209656834

false

12:/TuVIeFJ71zZZY X+XVWHi8KyeuVMStcInYO6 TTGSPYv+sQWVC7XtjtbWOS:LuVY9IzZZK+00yeuWzJIBKTGV2yB
3EBFFE9E46FE77B623CCDD3E1C2BD578

AB9BA9BB65317D8A3C5302B38BFOEFB84525F43D
F911B17558177CE2C87E82331DD74C607E34A7E9D2494CEOE3071C4A491FB8BC
9D67AB903C4DB50474E65C64DAA6D7466099A02E547255C27B2262206C43269640874FF5A23FF16B6BBE34CEIDBCCC85354CAB53AE4D364095BE795B87F609F
false

low

O\r..m......s....-B....._keyhttps://www.google.com/xjs/_/js/k=xjs.s.en_GB.X69kBR15KIE.O/ck=xjs.s.71pDTcRKLKw.L.W.O/am=AAgAAAAAAIABAAAAYAns3QEJ-GBCABds
4gAAAABAArgkaJQOIKEgGAAAAACDLahEACAAAAAQ/d=1/exm=DqdCgd,FOr20e,NBZ7u,NZI0Db,NpD4ec, T6sTsf, TxZWcc,XjCeUc,ZyRBae,aa,async,ccss,cdos,c
si,d,dpf,dvl,eT9j9d,epb,fEVMic,foot,gxc,hsm,iD8Yk,jsa,khSAxb,kyn,lli,lovc,lu,m,mUpTid,mu,nt,otg30b,pdd,pdvp,pfd,psrpc,qik19b,qjr3nc,runuse,sb_wiz,sbub,sf,sgro,s
grod,shdr,sonic,spch,spop,stt,tl,uiNkee,wQpTuc,wft,wkrYee,xz7cCd/ed=1/dg=2/br=1/ct=zgms/rs=ACT900EEaWgzSeQWSdwly7E7zoAMI5JrlQ/m=L1AAkb,ZGiWr
c,fWEITh,i4R2Ic,jSJI6c,r36a9c,tnjwCf,y8zIvc?xjs=s2 .https://google.com/..=D./........ccccccerernenee. 0.0..C.U.. ot A.Eo....... S A.EO0..coiin,

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\69cebd24b3078263 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

Copyright null 2020

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

44805

5.721450943297384

false

768:jtgddhX8QRp85gmzrbtq9FchrOUXrN7Kesvd5pllo: ZgFYhrbtgjdUBxsS
4F6B5COFAFA0481FC848A481B2C004EA
F96FDD23E6BIFDEF1D8CE7211305532DE3312D44
786494A80BC61C3B3237F68A5F644682AE0E494C324A6D94505C492A8B55C64E

EBD7BD205340ED5621252C3DD0OFB12551DE04E9893D634B1B624244B4AD2ES9AAS9B2C18F4864E73BA29D71431591AC6D0C8FD11A5D5D01224D06DBDAC8257
1

false

low
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\69cebd24b3078263 0

Preview:
O\r..m......%.....p....._keyhttps://www.gstatic.com/_/mss/bog-identity/_/js/lk=bog-identity.ConsentUi.en_GB.kBmSBeixNb8.es5.0/ck=bog-identity. ConsentUi.0o0295gl_Q
oM.L.B1.0/am=Ew/d=1/exm=_b,_tp/excm=_b,_tp,displayintroui/ed=1/wt=2/ct=zgms/rs=AOaEmIFK7106zd4rEL1wCjCW_hdg9w_VZQ/m=byfTODb,IsjVmc,LEikZe .ht

O S.t

Qb>T... window....Qb..1.....du....Qb..zT...fu....

pu....Qb..3.....cu....Qb.h......ou....Qbr.."...ku....Qb. ...... Qw....Qb.R.....Rw....Qb.T...

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\6a0676885a5ba6a3_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 997872

Entropy (8bit): 6.117456994230132

Encrypted: false

SSDEEP: 12288:JFLURIBVHAIPTPZEJINd7S1ZcIFnQKWrbUXdzsIG26dr+dcllhMhugbhuXbgKRp:fURIAMT3EJIIFQ5WUBIEbQJIp

MDS5: F36A2F69ED5749E8E53591F505C408D6

SHA1L: 12840D4F249DB655318A9CBC330997FE1098C7B2

SHA-256: 7110563A4C16A504AB73377703BD2F364DFDDED9077F75D228E6BE4CF206652D

SHA-512: DC2C1367EDB4F624B56CE7416EB8896AE2FASEB3ACSEEIC6AB7F5E286867AB45E05DF84BACAOBI348C936E11FE720DB5F7D294E12FCE8232A43E5826B79378
31

Malicious: false

Reputation: low

Preview:

a..Qc.|D9....s_aaa.....Qb.%X2....s_ea..Qb..*..... s_da..Qc.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\6¢cc1b32ba87be0a6_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1206

Entropy (8bit): 6.029001606219132

Encrypted: false

SSDEEP: 24:buVY9I807mBYHVuc7zTJ7yk+gsZcuZaeOySxTG/qMH6:CK937LuE7jfmcuZzSvaé

MDS5: 63530CCA847793D3BE351199A3CAA66F

SHA1L: 6E7309029AB864CCCO011F66BC4B8D69EAEIOF657

SHA-256: D8982BBF68A6CF4214EFA17C5FBOC1IAFB1BF115000CF802AF3131D64A1B70938

SHA-512: 5D6F203A98D7BBD414A536989A949B8067B479FCB972CDBDEC459EB2B54D71F24273ABCESBBB44D3609E7E08D43F8C2DD2946804558914COABEDC87DAD004¢
FE

Malicious: false

Reputation: low

Preview:

O\r..m......2...>EU....._keyhttps://www.google.com/xjs/_/js/k=xjs.s.en_GB.X69kBR15KIE.O/ck=xjs.s.71pDTcRKLKw.L.W.O/am=AAgAAAAAAIABAAAAYAns3QHJ-
WB8CABds4gAAAABAArgkaJQUIKEgGAAQAACDLahkACIAAAAQ/d=1/exm=Adromf,AjzHGd,AoWCmc,ApBbid,DqdCgd,Dyjjae,E2Spzb,Fao4hd,FzmrPc,GxIAgd,HR
toVe,1ZT63,IkchZc,JghYKb,JpM20e,KI8Wub,Kq20Kc,LUKJING,Lt3RDf MB3mMb,N5sTy,NBZ7u,NZI0Db,NpD4ec,0G6ZHd,00jqEf,P6LQ7b,PekE8b,PrPYRd,QI
pzlb,QSVu4b,Qk9j1d,Rr5NOe,SF3gsd,SXY2Kd,SvnKM,T6sTsf, T7XTS,TSg3Td, TrMQ4c, TxZWce,URQPYc,UUJqVe,Uuupec,UxJOle,W1lrgfe, WS2nkd, WVLMce,W
d7EOe, XMgU6d,XjCeUc,YbyZt,Z8JwGh,ZyRBae,aCZVp,aa,abd,async,bgd,cSkPLb,cdos,csi,d,dpf,dv7Bfe,dvl,eN4gad,eT9j9d,eeuxCf,fEVMic,fWEITb,foot,gpo5Gf,h6wiFf,
hc6Ubd,hsm,iD8Yk,ip79zf,jQEJTh,jsa,kVbfxd,khSAxb,kyn,ljgMgb,lli,lu,m,m6a0l,mUpTid,mkkRIf,mu,n9dI9¢c,nplirc,002Jie,pB6Zqd,pfd,pg0znb,pla,qL5IKc,qik19b,q
jr3nc,qzGxqf,r36a9c,r8lvpf,rrF9vc,runuse,s39S4,sSWo2e,sYcebf,sb_wiz,sf,sonic,spYpfd,spch,tl,tt,uiNkee,vfuNJf,vs,wQpTuc,wft,wkrYee,wrFDyc,xEzyld,xj7LNb,xz7cCd,zb
ML3c/ed=1/

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\6e8a55a99d416521 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1346

Entropy (8bit): 6.051172211833818

Encrypted: false

SSDEEP: 24:PwwkmZRLVImFyBBuULZk3Z8s5wPT7zG6vAznZ6NBFUlF:PNkk5VImFyv3Z8Jr7zhynZ6tulF

MDS5: 3C05D1261209CAABD3CC7ADE1FEOOF06

SHA1L: 127ACCFEDD92849885A0F8977221EF960CF35295

SHA-256: FB387DE9B2C04EBB220DFE0D33328B99F0BEDE733D36836F74EA105B5E1FCO6F

SHA-512: E1835EA0D5730514C16BDA4DAF486C77COADASDE6GBA9727D27346D80069111DC487BEBF76CA2F73C1AE7723AAC03768F187EF6E2E5A67F9486C045775D09AE
E

Malicious: false

Reputation: low
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\6e8a55a99d416521 0

Preview:

O\r..m.......... e....._keyhttps://www.gstatic.com/_/mss/bog-identity/_/js/k=bog-identity.AccountSettingsUi.en_US.sM9_cyDJhDM.2019.0/ck=bog-identity.AccountSetti
ngsUi.k1gBdC9IWN4.L.B1.0/am=vGE5Xv5rRP2-NUcUAfgAAAAAAAAABhDetg/d=1/exm=A4UTCh,A7fCU,BVgquf,CBIRxf,COQbmf,EFQ78c,EGNJFf,HDvVRde,HL03
Ef,HWEe7,1ZT63,J9VQ8d,JNoxi,K99qY,KG2eXe , KUM7Z,L1AAkb,LEikZe LFMxUb,LG Jfp,LIG6X,MI6k7¢c,MISB1,MdUzUe,MpJwZc,Mg9n0c,MywJR,NODgsc,N5q
Pe,NpD4ec,NwHOH,06y8ed,Ocaz6b,0gOVNe,Omgal,PQaYAf,PrPYRd,PrUyhf,QlhFr,QLpTOd,QNgBAe,RANNUd,RMhBfe,RMwYNc,SF3gsd,SdcwHb,SpsfSh,U0aP
gd,U4Hp0d,UUJgVe,Uas9Hd,UgAtXe,UImmrd,V3dDOb,VYS8Le,VwDzFe,WCG2fe, WpP9Yc,X8HNme,XVMNvd,YLQSd,YTxL4,Yr4A0,ZfAoz,ZwDk9d,Zxe3i,_b,_tp

,aW3pY ,aurFic,b44kFe,blf8i,bXpTS,blwjVc,byfTOb,duFQFc,e5qFLc,eBKCT,fKUV3e,fjYfSd,gychg,hGou2e,hH64kd,hKSk3e,hc6Ubd,hv5Zmd,i5dxUd,iBCugq,iSvg6e,iTsyac,i
WP1Yb,icmgKf,kjKdXe,IPKSwe,lazG7b,IsjVmc,tDFwf,lwddkf,mI3LFb,mdR7q,n73qwf,nKuFpb,002Jie,0WOIDb,pB6Zqd,pSr51d,pj|CDe,pw70Gc,qf TGrb,qmdT9,rE6
Mgd,rHjpXd,s39S4,soHxf,tfTN8

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\80bd3b9deb2fc231_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

225144

6.251909718381228

false

3072:ZGuwn6pJIhXJgphM45INiltf6ufebtlU0Vy4:IdGXuXRxItf6 Tt1bV9
F5B74191F608F3E1DF7CE3751B6DADB0O
8ED4CD7C2D6654A0FAC4D978B7966F8F170854EA
DDCE195C7487E324957B492E988312ABD97D02FOBES4E790495E3DD836945EBA

ABG6A9491EF833177DA57C714488875F8F34CBD2CB467B1CFFEC8CB73E7D57C7E4194A12CDBAA5S6673C828856B1CA80021789076B704AEE099BB565DBE38BFE
9

false

low

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\84c6cec054292ece_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

611

6.04114419116414

false
12:p/oTuVIeFJ7v7HQrq7dQ3ugsBoXXSA06TTG1Vmg7X0p/XcBr:auVY9v7HQrK3gs44kTGDmjOBr
C5B061D0C3441FEE30D876D541982A5A

B5F1B3C48986FF793BD5267F39BA00200BC006D3
377667420DFABDA1E18E3FOAAAA940868FC5535B2EF4FB35EFSBFCFELBF671FB
4E9F2B7302991326CD81E7BA55B647C01C767D69341051C55418E535EA26EEF7490EF8519F46E485A60BC3F3704C42A1D8723D1BA3E42B0AFD3A6483F71D6EFE
false

low

O\r..m.......... ~K....._keyhttps://www.google.com/xjs/_/js/k=xjs.s.en_GB.X69kBR15KIE.O/ck=xjs.s.71pDTcRKLKw.L.W.O/am=AAgAAAAAAIABAAAAYANSAAEJ-GBCABds4
gAAAABAArgkaJQOIKEgAAAAACDLahEACA/d=1/exm=MkHyGd,NZI0Db,NpD4ec,RgxLvf, T6sTsf, TxZWcc,Uuupec,ZyRBae,aa,async,cdos,csi,d,dvl,epb,fEVMic,fWEITb,
foot,hsm,iD8Yk,jsa,kyn,lu,m,mUpTid,mu,qik19b,qjr3nc,rHjpXd,sb,sf,sonic,spch,uiNkee,wQpTuc,wft,wkrYee xz7cCd/ed=1/dg=2/br=1/ct=zgms/rs=ACT900EmNVw9-GEU
hFqTzRRgg4gKCaRt9g/m=RMhBfe xiqEse?xjs=s2 .https://google.com/f/.>D./............. 3Z....~. P{.LX..B.$|..+ A.Eo....Q...... ALEO....cooi

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\86386a3af2353208_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

Copyright null 2020

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

983

6.066093008306094

false

24:SZww9CNMYuk28C7ptI3HLCbQUtrjnaLHyDjKfkH:ONANgkAzJ3BSrjn4Hy
920AE5CBA6981063391F13BE7A9D4F97
2A8EE70AB2F5BEBC0C442684A5974A8B06B05200
96EC45DDB87E8D5A8A3815B23F823EB460E2F2765C8A23090399F4F90CC569F1
766D877E4BA2FC026833DEOBAFOD72441A9894A6AFDEBCS5FF73843E151D33D65FF42675397C780E00E169D7D054C4DE6707E2886099411DEEAB88AESEDD1AG3
false

low
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\86386a3af2353208_0

Preview:

O\r..m......S..wY)F...._keyhttps://www.gstatic.com/_/mss/bog-identity/_/js/k=bog-identity.ldentityPoliciesUi.en_GB.MBDOVIjkoZg.es5.0/ck=bog-identity.IdentityPoliciesUi.W
hJQv_-hj5w.L.B1.0/am=FA/d=1/exm=LEikZe,_b,_tp,byfTOb,IsjVmc/excm=_b,_tp,privacypartnershomeview/ed=1/wt=2/ct=zgms/rs=AOaEmIHWERMP2aqC_LChZeC
hQ1CqOu5faw/m=n73qwf,ws9Tlc,1ZT63,e5qFLc,UUJqVe,viuNJf,xUdipf,blwjVc,fKUV3e,aurFic, COQbmf,U0aPgd,ZwDk9d,V3dDOb,C3ZV4c,p8L0ob,06y8ed,NpD4ec,P
rPYRd,MpJwZc,SF3gsd,NwHOH,Omgal,HLo3Ef,x60fie,xigEse,Y2UGcc,XVMNvd,L1AAkb,KUM7Z,rE6Mgd,duFQFc,hc6Ubd,lwddkf,gychg,w9hDv,RMhBfe,Ru0
Pgb,SdcwHb,aW3pY,YLQSd,PQaYAf,iWP1Yb,SpsfSh,EFQ78c,Ulmmrd,ZfAoz,iCCLqd,CBIRXf,xQtZb,|IPKSwe,MdUzUe,002Jie,JNoxi,rHjpXd,yDVVkb,pB6Zqd,iTsyac,z
bML3c,KG2eXe,Uas9Hd,BVgquf,YTxL4,uiNkee,sfJ2Ac,tfTN8c,QLpTOd,X9tL7e,VwDzFe,zyOvNb,iwumhc,HDvRde,LGJfp,A7fCU,0WOIDb,UgAtXe,qmdT9,pjICDe .http
s:/lgoogle.com/...<D./.......cccccuennen. 8..0......sXQL...&......*. ... A.E0....@l!......... ALEO....ccii

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\898189f0ee53ebfd_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

685

6.07782544094218

false
12:CQTuVIeFJ7180sz/ssimNSFhCedS1WPocWy+YUFKTMnbxTGkph8MZ7XOx/ae2rj:CluVY9I80sz/soO4EtHkFKQXTGkphsxq
99013CA5A1487322415251DFDC40664F

56E9F591C06F8383BF42CC3FE7A6725520023639
160DC8EA2458E6BOE4F7556890DCAB894E7C82D0DE2CB87AED8F883F20B30BFC

EF9B793D55645E2DC650ADOC1ACB0B1972C79BFD92F4C90E39BE7287A97F027D87215DBCF7463144EE93260EDD6348AF7610CEBGEOF1D5F664BB2B8DFC1E7/
B4

false

low

O\r..m......)...<._...._keyhttps://www.google.com/xjs/_/js/k=xjs.s.en_GB.X69kBR15KIE.O/ck=xjs.s.71pDTcRKLKw.L.W.O/am=AAgAAAAAAIABAAAAYAns3QHJI-WBCABds4
gAAAABAArgkaJQUIKEgAAQAACDLahEACA/d=1/exm=GxIAgd,MkHyGd,NBZ7u,NpD4ec,0G6ZHd,RgxLvf, T6sTsf, T7XTS, TxZWcc,URQPYc,ZyRBae,aCZVp,aa,abd,
async,bgd,cdos,csi,d,dv7Bfe,dvl,eN4gad,fEVMic,foot,hsm,iD8Yk,jsa,kVbfxd,kyn,lli,lu,m,mUpTid,mu,002Jie,pB62qd,qik19b,qjr3nc,rHjpXd,sb,sf,sonic,spch,tl,uiNkee,vs,
wQpTuc,wft,xz7cCd,zbML3c/ed=1/dg=2/br=1/ct=zgms/rs=ACT900EI08K_hz-qgSmN84GkOnU7TJIScVg/m=NZI0Db,fWEITb,r36a9c?xjs=s2 .https://google.com/..>D./........
LL@L.T.A'EN.M....5........A.Eo.... A.Eo....

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8a55507a4f362365_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

363

5.752580379489398

false
6:myPYGLKdbVnlIf11J9cvINYG6BnoG8aT7pUChIXCAguTdgPXV/c7gP52k7/bK6t:vi7n/9IJORK10G5pUcIx7x50V4g5DzN
BE86E55DD28681A37393D873CAFECAFF

EBFB2C3CF391363A2B4286272479FC169E956BA0
2F0C518ADF8411D5652DC67395471CE7B532CF34956126A8D3F201F29CE4248C
CCO7EB84AE14B3400BE916A05F332565AFE9927F6F7F6E3DE7CA9150883A543664852486521935115689084E903C6E6F4783FA07C47735AESAF777FD98BOCCD31

false

low

O\r..m. ._keyhttps://lwww.gstatic.com/og/_/js/k=0g.qtm.en_US.Uy00yW1PZ_k.O/rt=j/m=qabr,q_d,qcon,qcwid,gmutsd,qgapid/exm=gaaw,qadd,gaid,qgein,ghaw,gh
br,ghch,ghga,ghid,ghin,ghpr/d=1/ed=1/rs=AA2YrTvqJb4fU1b04s4njDEmRjn4z7QgQw .https://google.com/ ..=D./.......ccccuvrerrnl f.Z(.<...lg..e<NE....... A.Eo........ =H
......... A.EO0...ccooi

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8c06c53d54ced113 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

Copyright null 2020

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

615

6.049880027546798

false
12:B4TuVIeFJ7v7HQrq7dQ3ugsBoXKWySA06TTG1Vmg7Xq3l/CWWJI7:BwuVY9v7HQrK3gsT4kTGDmx3IXWJ7
B00991DFAOBCB58BE2C4091E74D19CFD

5448D82109B3679CD498DA25C63B5F821F3ABDF2
FACABEA2E2CA14D581B3467C63D442236AAD2D73E653E89334DE6CAB049A9ES1
85E9F69E1191B861060979849372646015F71DAD00D10A56036CA084E5906F8A8112F627EFE7BACT7E11873FB8B49619FCBD155EE3365FA1E6B7594E8947A9801
false

low

O\r..m...oeeeee U....._keyhttps://www.google.com/xjs/_/js/k=xjs.s.en_GB.X69kBR15KIE.O/ck=xjs.s.71pDTcRKLKw.L.W.O/am=AAgAAAAAAIABAAAAYANSAAEJ-GBCABds
4gAAAABAArgkalJQOIKEgGAAAAACDLahEACA/d=1/exm=MkHyGd,NZI0Db,NpD4ec,RagxLvf, T6sTsf, TxZWcc,Uuupec,ZyRBae,aa,async,cdos,csi,d,dvl,epb,fEVMic,fWEITh
J[foot,hsm,iD8Yk,jsa,kyn,lli,lu,m,mUpTid,mu,qik19b,qjr3nc,rHjpXd,sb,sf,sonic,spch,uiNkee,wQpTuc,wft,wkrYee,xz7cCd/ed=1/dg=2/br=1/ct=zgms/rs=ACTI00EMNVw9-
GEUhFqTzRRgg4gKCaRt9g/m=RMhBfe,xigEse?xjs=s2 .https://google.com/..>D./............. J....(<D....S4'.Fe.Ec..P..$..f.A.Eo........ L ALEO..ccoii
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8ef6323e5b16668e_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1220

6.127344983961877

false
24:KuVY9I80BTGLMBYHV2c73TJ7fr2muKaGOCQm1IN5fw:PK93pel2U7z2muKSm14
964D353CF03AB1D872A6FDF0765BED1A
FD42E71C1616CF54263C51342CA3FAA168AFC5F9
353E42F08927F3EC23B806968B3D72D24803C6A3FC6BFC56E5A30D2316E3D55F

C0D02B145D8A936568CF6932EBBF2E05BBEB5D716D03ECBA729B175E75CB8EGEA82C2AA13923B6AA7CDE3FD5B06D8584C84F8F3E85363D6261DB3A97F5847¢
29

false

low

O\Vr..M.ent Y...._keyhttps://lwww.google.com/xjs/_/js/k=xjs.s.en_GB.X69kBR15KIE.O/ck=xjs.s.71pDTcRKLKw.L.W.O/am=AAgAAAAAAIABAAAAY Ans3QHJ-WBCABds
4gAAAABAArgkaJQUIKEgAAQAACDLahkACIAAAAQ/d=1/exm=ZyRBae,cdos,csi,d,dpf,hsm,jsa,pfd/ed=1/dg=2/br=1/ct=zgms/rs=ACT900HC-QX0Qt_2Tf01lv-nFAbTs_z60
WA/m=Adromf,AjzHGd,AoWCmc,ApBbid,DgdCgd,Dyjjae,E2Spzb,Fao4hd,FzmrPc,GxIAgd,HRtoVe,1ZT63,lkchZc,JghYKb,JpM20e,KI8Wub,Kq20Kc,Lt3RDf,
MB3mMb,N5sTy,NBZ7u,NZI0Db,NpD4ec,0G6ZHd,00jqEf,P6LQ7b,PekE8b,PrPYRd,QSVu4b,Qk9j1d,SF3gsd,SXY2Kd,SvnKM,T6sTsf, T7XTS, TSg3Td, TrMQ4c, T
xZWce,URQPYc,UUJgVe, WS2nkd,Wd7EOe,XMgU6d,XjCeUc,YbyZt,Z8JwGb,aCZVp,aa,abd,async,bgd,cSkPLb,dv7Bfe,dvl,eN4qad,e T9j9d,fEVMic,foot,gpo5Gf,h6wiF
f,hc6Ubd,iD8Yk,ip79zf,jQEJTh,kVbfxd,khSAxb,kyn,ligMgb,lli,lu,m,m6a0l,mUpTid,mu,n9dI9c,nplIrc,002Jie,pB6Zqd,pg0znb,pla,qL5IKc,qik19b,qjr3nc,qzGxgf,r8Ivpf,runuse,
$39S4,sSWo2e,sb_wiz,sf,sonic,spch,tl,tt,uiNkee, viuNJf,vs,wQpTuc,wft,wkrYee,wrFDyc,xEzyld,xz7cCd,zbML3c?xjs=s1 .https://google.com/.].;D./.............

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\9203c5646a26e49f 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1332

6.062783515415034

false
24:Fwwkm2RM54yBBuTZk3ZgsDwP97zG6ZFnZ/Lp2KK:FNk054yl3Zgh17zxnZN2KK
EC1D8356E4DE6710120DAB992B20CCE7
575D47E50EF15EC75B0D27B5A6E60D8253C2DD20
OEEECO01C5DEODBAL5EOF69575C5A1692622E81B8E80630940CA2E4D86B86FIF3
62707E23F785A50DBD1AF39B4E152FD05213FF8C3EDB5BA6D3676E9073B49D14DFB18579C14B11F1F69123F08A0227D64A1C9D2A1F1486E26492CAFFABD27E2
false

low

O\r..m...ooeeee Kk/...._keyhttps://lwww.gstatic.com/_/mss/bog-identity/_/js/k=bog-identity.AccountSettingsUi.en_US.sM9_cyDJhDM.2019.0/ck=bog-identity.AccountSet
tingsUi.k1qBdC9JWN4.L.B1.0/am=vGE5Xv5rRP2-NUcUAfgAAAAAAAAABhHDetg/d=1/exm=A7fCU,BVgquf,CBIRxf, COQbmf,EFQ78c,HDvRde,HLO3Ef,1ZT63,J9V
Q8d,JNoxi,KG2eXe, KUM7Z,L1AAkb,LEiIkZe LFMxUb,LGJfp,MI6k7c,MdUzUe,MpJwZc,Mg9n0c,MywJR,N5qPe,NpD4ec,NwHOH,06y8ed,Ocaz6b,0gOVNe,Omgal,
PQaYAf,PrPYRd,PrUyhf,QlhFr,QLpTOd,QNgBAe,RMhBfe,RMwYNc,SF3gsd,SdcwHb, SpsfSh,U0aPgd,U4Hp0d,UUJqVe,Uas9Hd,UgAtXe,UImmrd,V3dDOb,VYS8L
e,VwDzFe,WCG2fe, WpP9Yc,X8HNme, XVMNvd,YLQSd,YTxL4,ZfAoz,ZwDk9d,Zxe3i,_b,_tp,aW3pY,aurFic,blf8i,bXpTS,blwjVc,byfTOb,duFQFc,e5qFLc,eBKCT,fKUV3e
,gychg,hH64kd,hKSk3e,hc6Ubd,hv5Zmd,iBCug,iTsyac,iWP1Yb,icmgKf kjkKdXe,IPKSwe,lazG7b,IsjVmc,lwddkf,mI3LFb,mdR7q,n73qwf,002Jie,0WOIDb,pB6Zqd,pS
r51d,pjICDe,pw70Gc,gf TGrb,gqmdT9,rE6Mgd,rHjpXd,s3954,tfTN8c,w9hDv,wg3ehe,ws9Tlc,x60fie xQtZb,xUdipf,xigEse,yDVVkb,zbML3c,zkOux,zyOvNb/excm=_b,_tp,goog|
eaccountdataandperso

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\97ac745c09ac40ee_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

594

6.069537607944472

false
12:zetTuVIeFJ7v7AdQ3WPXKWygDGThTG1VMrqduSMQ7XIl/gj9w:zeRuVY9v7aPsgSnTGDMrRII
F8C741B27FD92DB5A991E8FDAC11560C
E0540F3123B33E70911F0D04DF5BB2C9EA35D83B
CE12E71BD8CA5AF29D6FA81FDD1ESEESA3DC2DDE6G651D855227F646CES53A9242

F51415BD893CDD0943CA105BBDA855AB429AFAD1C22C45C9A5B9CO0E1F45F1A1FC3A254B98E20B8A3681C65EAB6EF236FF6E2AA759A392B9F70FDSEASC38FL
96

false

low

O\r..m........... }......_keyhttps://www.google.com/xjs/_/js/k=xjs.s.en_GB.X69kBR15KIE.O/ck=xjs.s.71pDTcRKLKw.L.W.O/am=AAgAAAAAAIABAAAAYAnsSAAEJ-GBCABds
4gAAAABAArgkalJQOIKEgGAAAAACDLahEACA/d=1/exm=TxZWcc,ZyRBae,aa,async,cdos,csi,d,dvl,epb,fEVMic,foot,hsm,iD8Yk,jsa,kyn,lli,lu,m,mUpTid,mu,qik19b
,qjr3nc,sb,sf,sonic,spch,wQpTuc,wft,xz7cCd/ed=1/dg=2/br=1/ct=zgms/rs=ACT900EmNVw9-GEUhFqTzRRgg4gKCaRt9g/m=MkHyGd,NZI0Db,NpD4ec,RgxLvf, T6sTsf
,Uuupec,fWEITb,rHjpXd,uiNkee?xjs=s2 .https://google.com/%..>D./............. TJ....P..7]...S.L.C.......4. k.ALEO..... }ooee ALEO....ccis

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\9a2c6blbc5badllb_0

Process:

Copyright null 2020

C:\Program Files\Google\Chrome\Application\chrome.exe
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\9a2c6blbc5bad11lb_0

File Type: data

Category: dropped

Size (bytes): 386

Entropy (8bit): 5.93017723936421

Encrypted: false

SSDEEP: 6:mXXXYVEdCN8uVVUCIIX9308tW9qc1NYxusO8n0QoDg3Yhw+dvtgWemr9QAJK6t:akEm80vbn9+UWJI9To0QoY YK+1tOgn

MDS5: 62FDDCA2FC6599B9095FF4C2E6B542B2

SHA1L: E09485444EE4054866239F0AA48AC73CIFEBAE3C

SHA-256: F3287C7E2A2C06A32BC66180900AFF935C09FC71085866B621CA86107E20035D

SHA-512: 3387283AFE2655DBA3821A5FFF5EE692E22986B03216EF3CI995AB59AEFF345D9BEA417D87905ECFALB4ASFFCFELID67F3619D891429E1AE09094A299257BECFF
6

Malicious: false

Reputation: low

Preview:
O\r..m.......... ga......_keyhttps://ssl.gstatic.com/accounts/static/_/js/k=gaia.gaiafe_glif.en_GB.-ALgbehlEd4.0/am=LwACPnABNOAHAALMAWAAAAAAAAAMIBOUZZR
6WuH7Iw/d=0/ct=zgms/rs=ABkqaxOEaMrgY ujEvDGoyKFOWtAvWmJhnQ/m=syl,i5dxUd,RAnnUd,syi,syj,uu7UOe,soHxf .https://accounts.google.com/F.G<D./...
X..qu.. ,8..1.-T.....N.M....u.A_.Eo0.....4.......... A.EO0..ccoiiiis

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\9b5d3033ae4d205d_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 953

Entropy (8bit): 6.108211735928957

Encrypted: false

SSDEEP: 12:8cQ9wwF8shWRWpQ8csf3IwVxF3/UBgJaZzgmCJUKDeD+l4SxcRLF/gHGLgGq2ABY OW:16wwm/78N38xNmIZjCJJo+5by2AiOAN
MD5: 86BEBD14F61C4A1F6AA5B221E6C4193D

SHA1L: FDAF13741ECFBCEEF15AA1169E8A299ED683D947

SHA-256: 02F98C31940EBEA42B77FD6EBBEB86920C08D2A0467CDA3B6395FF478F61324A

SHA-512: D339729BB7695329F342ECDF497FD66A82F0D4019935C065914D81D2367F4939BB86EA2AOES83C79A502B7CD637885CD53352DD6ES2285D3BC6FFEE91303A74E
Malicious: false

Reputation: low

Preview:

O\r..m......5... .t....._keyhttps://www.gstatic.com/_/mss/bog-identity/_/js/k=bog-identity.ConsentUi.en_GB.kBmSBeixNb8.es5.0/ck=bog-identity.ConsentUi.o0295gl_Q
oM.L.B1.0/am=Ew/d=1/exm=A4UTCh,A7fCU,BVgquf,CBIRxf,COQbmf,EFQ78c,EGNJFf,F770Rc,GkRiKb,HDvRde,HL0o3Ef,1ZT63,INoxi,KG2eXe, KUM7Z, L1AAk
b,LEikZe,MdUzUe,MpJwZc,Negv3c,NpD4ec,NwHOH,06y8ed,Omgal,PQaYAf,PrPYRd,RMhBfe,RXBXaf,SF3gsd,SdcwHb,SpsfSb, T8a0P,U0aPgd,UUJqVe,Uas9H
d,UgAtXe,UImmrd,V3dDOb,VHRjE,VwDzFe,WO9ee, XVMNvd,YLQSd,ZfAoz,ZwDk9d,_b,_tp,a9NCF,aW3pY,aurFic,blwjVc,byfTOb,e5qFLc,fKUV3e,gychg,hZ9Bt,hc6Ubd
,iSvg6e,iTsyac,iWP1Yb,IPKSwe,IsjVmc,lwddkf,n73qwf,002Jie,pB6Zqd,pjICDe,rE6Mgd,rHjpXd,s0BsG,stj98e,tf TN8c,uY3Nvd,vfuNJf,wOhDv,ws9Tlc,x60fie, xQtZb,xUdip
f,xigEse,yDVVkb,zbML3c/excm=_b,_tp,displayintroui/ed=1/wt=2/ct=zgms/rs=AOaEmIFK7106zd4rEL1wCjCW_hdg9w_VZQ/m=VXdfxd .https://google.com/.?D./..........
#...$.A$S...O.NR....l.....R.A..Eo0...

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\9e2b7167df9e7c32_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 664

Entropy (8bit): 6.053303450743722

Encrypted: false

SSDEEP: 12:kTuVIeFJ7180sz/s/mNSFhCedS1WPocWyLfYUIMnbxTGkph/Y7XD/chfPnH/N:8uVY9I80sz/soO4EtHLVhXxTGkphQ+/H1

MDS5: 2E9511FBF4FDC1C1E150C6115D5FF947

SHA1L: 386BDFOA4AA1D01ED9CA47554567052B19D1F72DA

SHA-256: DOEF1F48CCOAA1A534C6165BD7570D220C1C8FDD2D9FADIE7ABSE13FA3396074

SHA-512: 6E643E53B10484E54396CD5BE93139B272D4AB14A9A5D7F8BC83FEBEIBI7B25C84722EAE2D1B3F5904D787F1E75769227359BABC4AEOEEA2BB24C2471E1258A7
B

Malicious: false

Reputation: low

Preview:
O\r..m.......... [fp....._keyhttps://www.google.com/xjs/_/js/k=xjs.s.en_GB.X69kBR15KIE.O/ck=xjs.s.71pDTcRKLKw.L.W.O/am=AAgAAAAAAIABAAAAY Ans3QHJ-WBCABds

4gAAAABAArgkaQUIKEgAAQAACDLahEACA/d=1/exm=GxIAgd,MkHyGd,NBZ7u,NpD4ec,0G6ZHd,RgxLvf, T6sTsf, T7XTS,TxZWcc,URQPYc,ZyRBae,aCZVp,aa,abd
,async,bgd,cdos,csi,d,dv7Bfe,dvl,eN4qad,fEVMic,foot,hsm,iD8Yk,jsa,kVbfxd,kyn,lli,lu,m,mUpTid,mu,002Jie,pB6Zqd,qik19b,rHjpXd,sb,sf,sonic,spch,tl,uiNkee,vs,wft,xz
7cCd,zbML3c/ed=1/dg=2/br=1/ct=zgms/rs=ACT900EI08K_hz-qgSmN84Gk0OnU7TJScVg/m=gjr3nc,wQpTuc?xjs=s2 .https://google.com/:..>D./............. g......0.;2...1.>"P
JP\....J.F. A Eo....... D.1....... ALEO.coiiiie

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\a2b8415b36b20380_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 297240

Entropy (8bit):  5.841682910636684
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\a2b8415b36b20380 0

Encrypted: false

SSDEEP: 3072:ncLBLcFsdWIXLDL1J+bUKFp6hNjAIdKSKEVuu23LBYh4mMcYhS/ghpndoMwzXUJ+:bL2WhNkWIMcYkQoMWXGRs

MDS5: 26BEOD810EB1138F2ED2D19FB6D560EB

SHA1L: 436F01E564EBB3303F9ADF46E8356FC4597B2759

SHA-256: 39B301BD24F9A098707AFA9618276E391BA6ESBBE65594415E7D6CC3B78A961E

SHA-512: A499AB9945463C4DF3E637CFD5700F5F05027703821D1E67E332E0783FDC249E64FBB2C24B06E9D21AC5F4058F803422E679A337D967A8010136259BBB7A0520
Malicious: false

Reputation: low

Preview:

T..X..

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\a70ed95b7e4d660b_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1226

Entropy (8bit): 6.005333726941785

Encrypted: false

SSDEEP: 24:MRuVY9I807mFYHVuc7VTJI7yk+gsZcuZn0ySxTGIj5Xgk:M4K937tu+7jfmcuZcINXp

MDS5: 64E46D58139A6754A846F9606741405D

SHA1L: 788B923324828539ACC85BD9401BFDC2254A169B

SHA-256: 7313D8839FC910951519E773A96F927C12DOCD7F169AEE004C7C9C4683E26A98

SHA-512: 3F58435DAB556320D10EA3ECCBC138CA851A1C5998A85AA335D2A3EECD18358C80F27A12F4AB5189A5964E943FAED1108882994439E18CC537A1ES54DA9734AL
7

Malicious: false

Reputation: low

Preview:

O\r..m......F....Ns....._keyhttps://www.google.com/xjs/_/js/k=xjs.s.en_GB.X69kBR15KIE.O/ck=xjs.s.71pDTcRKLKw.L.W.O/am=AAgAAAAAAIABAAAAYAns3QHJI-WBCABds
4gAAAABAArgkaJQUIKEgAAQAACDLahkACIAAAAQ/d=1/exm=Adromf,AjzHGd,AoWCmc,ApBbid,DqdCgd,Dyjjae,E2Spzb,Fao4hd,GxIAgd,HRtoVe,|ZT63,lkchZc
,JghYKb,JpM20e,KJI8Wub,Kq20Kc,LUKING,Lt3RDf, MB3mMb,N5sTy,NBZ7u,NZI0Db,NpD4ec,0G6ZHd,00jqEf,P6LQ7b,PekE8b,PrPYRd,QIhFr,Qlpzlb,QSVu4b
,Qk9j1d,Rr5NOe,SF3gsd,SXY2Kd,SvnKM, T6sTsf, T7XTS, TSg3Td, TrMQ4c, TxZWcc,URQPYc,UUJqgVe,Uuupec,UxJOle,Wirgfe, WS2nkd,WVLMce,Wd7EOe, XMgU6
d,XjCeUc,YbyZt,Z8JwGb,ZyRBae,aCZVp,aa,abd,async,bgd,cSkPLb,cdos,csi,d,dpf,dv7Bfe,dvl,eN4qad,e T9j9d,eeuxCf,fEVMic,fWEITb,foot,gpo5Gf,h6wiFf,hc6Ubd,hsm,
iD8Yk,ip79zf,jQEJTb,jsa,kVbfxd,khSAxb,kyn,ljgMgb,lli,lu,m,m6a0l,mUpTid,mkkRIf,mu,n9dI9c,nplJrc,002Jie,pB6Zqd,pfd,pg0znb,pla,pw70Gc,qL5IKc,qik19b,qjr3nc,qzGxqf,r
36a9c,r8lvpf,rrF9vc,runuse,s39S4,sSWo2e,sYcebf,sh_wiz,sf,sonic,spYpfd,spch,tl,it,uiNkee, viuNJf,vs,wQpTuc,wit,wkrYee ,wrFDyc,xEzyld, xj7LNb,xz7cCd,zbML3c

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\ab3124f2a7ba3894 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 370

Entropy (8bit): 5.878353847362417

Encrypted: false

SSDEEP: 6:mMXYGLKdGMwjM71/IL/6aEGghOjghcuFtgan9FsK6t:Vg9wwh/dl4ckhNFtbna

MD5: CB1496542BBD085089B5E1CA99F40A2C

SHA1L: AOD6B56B59E1E6E525F66ACEADF6881594D3CE90

SHA-256: D2424FEF8E32CFDD4F95E7A43114199D527120DBAEB722DCF828813173FA4323

SHA-512: 63360604D2A8AFECOBC6E9689929B9A7A7945D583E0D27F793860DD79560841ACIESABCAIDEEC32001CA9AFCAB8A048141360F28C5211DB17285FC63F542005!

Malicious: false

Reputation: low

Preview:
O\r..m.eees e }...._keyhttps://www.gstatic.com/_/mss/bog-identity/_/js/k=bog-identity.ldentityPoliciesUi.en_GB.MBDOVIjkoZg.es5.0/am=FA/d=1/excm=_b,_tp,tech
cookiesview/ed=1/dg=0/wt=2/ct=zgms/rs=AOaEmIEgnHSbh8XG4mY3dk07zr1C1ly7bYA/m=_b,_tp .https://google.com/..]<D./... .r.n.l6.....~xE..V.A.Eo...

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\abf50efcf5721d36_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 590

Entropy (8bit): 6.035034465336825

Encrypted: false

SSDEEP: 12:uTuVIeFJ7v7AdQ3WPXXgDGThTG1VMrqduSMQ7Xkp/w3Si7:WuVY9v7aP/gSnTGDMrZp4ii7
MDS5: B67DFE72724C4B1A20F317807688B246

SHAL: 99C936AEE2A651F44952AD7D16285A0AFFC741E7

SHA-256: BCEB5DEAABFA27BB68D7488021029FFB92D4EDOC480D5BOFC668BCI19AA23375
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\abf50efcf5721d36_0

SHA-512:
Malicious:
Reputation:

Preview:

2DABE1599BF274768EE71584520E93D7090256E8647D825FE92FES80688EFF291A4C3B52DE6G1F79544301CEA85C40E2F01EA7BD0369EF4D71B01880B38EG4F32

false

OVecMeiee _keyhttps://www.google.com/xjs/_/js/k=xjs.s.en_GB.X69kBR15KIE.O/ck=xjs.s.71pDTcRKLKw.L.W.O/am=AAgAAAAAAIABAAAAY AnsAAEJ-GBCABds
4gAAAABAArgkalJQOIKEgGAAAAACDLahEACA/d=1/exm=TxZWcc,ZyRBae,aa,async,cdos,csi,d,dvl,epb,fEVMic,foot,hsm,iD8Yk,jsa,kyn,lu,m,mUpTid,mu,qik19b,qjr

3nc,sb,sf,sonic,spch,wQpTuc,wft,xz7cCd/ed=1/dg=2/br=1/ct=zgms/rs=ACT900EmMNVw9-GEUhFgTzRRgg4gKCaRt9g/m=MkHyGd,NZI0Db,NpD4ec,RgxLvf, T6sTsf,Uuu
pec,fWEITb,rHjpXd,uiNkee?xjs=s2 .https://google.com/.0.>D./. dy.\boveRAX # LLNWILLAALEO.....<. A..Eo...

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\aca25b605b4e036e_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

540

6.077252882576351

false
12:9TuVIeFyDDxSx7v7d7TG1VDXu//27ACEkXy+j:BuVYyZSVv7hTGDD+/+7AnkJj
BED3B5FE9A7D31BE9948E0031CASEAA9
D341C946BB81CFDC7B3355ADEAE79CE2104BA787
D6B4336D449DFAE52D024D14CEA173A35011C7EDE62932D22A53D7C7E0974A61
2527D9E4FF55048857AE927CB96848C8126 CFCECOA7D8414A9660186466B79BD19D21FIF96492AE908D62B7573517C620033597084B41A6AA86054E8562B67D0
false

low

O\r..m. ..(...._keyhttps://www.google.com/xjs/_/js/k=xjs.s.en_GB.X69kBR15KIE.O/ck=xjs.s.71pDTcRKLKw.L.W.O/m=sb,ZyRBae,cdos,epb,hsm,jsa,d,csi/
am=AAgAAAAAAIABAAAAY AnsAAEJ-GBCABds4gAAAABAArgkaQOIKEgGAAAAACDLahEACA/d=1/dg=2/br=1/ct=zgms/rs=ACT900EmMNVw9-GEUhFqTzRRgq
4gKCaRt9g .https://google.com/~,.>D./............. l.....]$M....j.Ri.Ca....s.Q>_f... ~,.>D./."...9423C36F675DF07986 DF3AFA7EAF03338
97CC50B3B8FOA23D3AE328D665EA862.|$M....j.Ri.Ca.....s.Q>_f....A..Eo...

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\acf8c0290fd753c8_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1033

6.050854943799236

false
24:3ww9CNSN3TF5mzggMZkCXH+GadH7WbIETydfYukUr+QhJ7:3NANw5U9CXp67Wb7djky+CJ7
ACDAD708DC09006365E447B84838DE39

D7A5566E882F2A3A7F0261D65720FA8FA6B39B57
81F469E8A64329DEC105651A861DFBCAIF6528D720F8519DFFI0DA5C642070A0

20FBA44D836115C99763FE52E7AS5F1286E296F9BAF2DA9BE06797B85D5D7949B97B385A1B0C416C4FBDD30C1E88FBI3AAAG6044577ACABAB8092DE70AFD267!
A

false

low

OVecMecee _keyhttps://www.gstatic.com/_/mss/bog-identity/_/js/k=bog-identity.ldentityPoliciesUi.en_GB.MBDOVIjkoZg.es5.0/ck=bog-identity.IdentityPoliciesUi.W
hJQv_-hj5w.L.B1.0/am=FA/d=1/exm=A7fCU,BVgquf,C3ZV4c,CBIRxf, COQbmf,CbeRWe,EFQ78c,HDvRde,HLO3Ef,1ZT63,JNoxi,KG2eXe, KUM7Z L1AAkb,LEikZe LG Jfp,M
dUzUe,MpJwZc,NpD4ec,NwHOH,06y8ed,Omgal,PQaYAf,PrPYRd,QLpTOd,RMhBfe,RuOPgb,SF3gsd,SdcwHb,SpsfSh,U0aPgd,UUJqVe,Uas9Hd,UgAtXe,UImmrd,
V3dDOb,VwDzFe, X9tL7e,XVMNvd,Y2UGcc,YLQSd,YTxL4,ZfAoz,ZwDk9d,_b,_tp,aW3pY,aurFic,blwjVc,byfTOb,dXoSAc,duFQFc,e5qFLc,fKUV3e,gychg,hc6Ubd,iCCLq
d,iTsyac,iWP1Yb,iwumhc,IPKSwe,IsjVmc,lwddkf,n73qwf,002Jie,0WOIDb,p8L0ob,pB6Zqd,pjICDe,gqmdT9,rE6Mgd,rHjpXd,sfI2Ac,tf TN8c,uiNkee,vfuNJIf,wOhDv,wmlIPKb,ws9
Tlc,x60fie,xQtZb,xUdipf,xigEse,yDVVkb,zbML3c,zyOvNb/excm=_b, _tp,privacypartnershomeview/ed=1/wt=2/ct=zgms/rs=AOaEmIHWERMP2aqC_LCbhZeChQ1CqgOu5
faw/m=Wt6vjf,_latency,FCpbgb,WhJNk .https://google.com/7..<D./............. e 0..K.s8..,.Vi....IOK"...2.[...A..E0......0.v

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b401b77d11ec44bf 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

Copyright null 2020

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1160

6.036966087906361

false

24:DOuVY9I807BFYHVucbrzTJ7yk+gsZtu80ySxTG/vSY:DTK937yuA7jfmtudc
E44DF765908ACFDCASC17EB1C5ADEAB3
FB6C8F48FAD5SE4EDF90F12C990F73545F7D912D5
1792D764B01A37FA22F57FBFDB74302D036D37C0C44F5E1A601E2FBEFAB59551

89B61BEBEDF28E6A5A430A2FB99F441DA32F7125D5983E4B05F9D3F467793E927A8F5C2039EA23A4298A0DFDD78FEES9ES7782E7B9DF5061D8EE0972FOBABDE
F

false

low

Page 39 of 47



C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b401b77d11ec44bf 0

Preview:
OVecMeiee _keyhttps://www.google.com/xjs/_/js/k=xjs.s.en_GB.X69kBR15KIE.O/ck=xjs.s.71pDTcRKLKw.L.W.O/am=AAgAAAAAAIABAAAAYAns3QHJI-WBCABds
4gAAAABAArgkaJQUIKEgAAQAACDLahkACIAAAAQ/d=1/exm=Adromf,AjzHGd,AoWCmc,ApBbid,Dyjjae, E2Spzb,Fao4hd,GxIAgd,HRtoVe,|ZT63,lkchZc,JghYKb
,JpM20e,KJI8Wub,Kq20Kc,LUKING,Lt3RDf,MB3mMb,N5sTy,NBZ7u,NpD4ec,0G6ZHd,0OjqEf,P6LQ7b,PrPYRd, Qlpzlb,QSVu4b,Qk9j1d,Rr5NOe,SF3gsd,SXY2K
d,SvnKM,T6sTsf, T7XTS,TSg3Td, TrMQ4c, TxZWcc,URQPYc,UUJgVe,Uuupec,UxJOle, Wlrgfe, WS2nkd,WVLMce,Wd7EOe,XMgU6d,XjCeUc,YbyZt,Z8IJwGb,ZyRBa
e,aCzZVp,aa,abd,async,bgd,cSkPLb,cdos,csi,d,dpf,dv7Bfe,dvl,eN4gad,eT9j9d,eeuxCf,fEVMic,fWEITb,foot,gpo5Gf,h6wiFf,hc6Ubd,hsm,iD8YKk,ip79zf jsa,kVbfxd,kyn
JigMgb,lli,lu,m,m6a0l,mUpTid,mkkRIf,mu,n9dI9c,npldrc,002Jie,pB6Zqd,pfd,pg0znb,qL5IKc,qik19b,qjr3nc,qzGxqf,r36a9c¢,r8lvpf,rrF9ve,runuse,s39S4,sSWo2e,sYcebf,sb_wi
z,sf,sonic,spYpfd,spch,tl,tt,uiNkee,viuNJf,vs,wQpTuc,wft,wkrYee,wrFDyc, xEzyld,xj7LNb,xz7cCd,zbML3c/ed=1/dg=2/br=1/ct=zgms/rs=ACT900HC-QX0Qt_2Tf0lv-nFA

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b40c327146099004_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 517

Entropy (8bit): 5.968574101463265

Encrypted: false

SSDEEP: 12:GgtTuVIeFJ7v7HgDITG1VAEWAWYIED/N/ZE:GgRUVY9v7ITGDAXCAYI/G

MDS5: B2F914F877110A868F62E898440E9AC4

SHA1L: F2013E1D7056950C9355755225DB8193905E95C8

SHA-256: 481AA78FE68D010C13E31231DC099D912A90BFI3A2D041500EC32D2A72BBA02E

SHA-512: 5A94F0760ECOAF03096FEA4CD905A79C77DB16E499AEDC396E8AAB616CAFD020C6231C6ES53505E22AE8C7A89079F68E2202C3716EA732878023F4EG8ES5A853B,

Malicious: false

Reputation: low

Preview:
O\r..m........... D....._keyhttps://lwww.google.com/xjs/_/js/k=xjs.s.en_GB.X69kBR15KIE.O/ck=xjs.s.71pDTcRKLKw.L.W.O/am=AAgAAAAAAIABAAAAYAnsAAEJ-GBCABds4
gAAAABAArgkaJQOIKEgAAAAACDLahEACA/d=1/exm=ZyRBae,cdos,csi,d,epb,hsm,jsa,sb/ed=1/dg=2/br=1/ct=zgms/rs=ACT900EmMNVw9-GEUhFqTzRRgg4gKC
aRt9g/m=TxZWocc,aa,async,dvl,fEVMic,foot,iD8Yk,kyn,lli,lu,m,mUpTid,mu,qik19b,sf,sonic,spch,wft,xz7cCd ?xjs=s1 .https://google.com/*u.>D./............. %J.....t."U.7)..6.1("
.jug..,...t.A.Eo....... [ U A EO..ccoiiinn.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b58f7f10cc4128al 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 992

Entropy (8bit): 6.238146393669161

Encrypted: false

SSDEEP: 24:Gjwwm72Ai1B1pBbkTbQ8trighHpmyBvLAYpOX:GjNm72AilbTR8trj4JXAwu

MDS5: 11E16ACBEFADOSED68CF89AB38EF25C6

SHA1L: 0F4B8763BF00909C578699FC5120D4B76F05B9A2

SHA-256: E69677075A6ABABE2E93C1D20FA4A39624EF040BAC2DBEF434CB6E2E8B5CBI97

SHA-512: 8B7B801B2B046ACEABI73B133B23A8CE48870398EBC80D7A0B68623B8B8FB647C3E519C2C7CF7098AADE1IADDE37904734698CCA1F039B5D8BFF58450BFFB3L
F9

Malicious: false

Reputation: low

Preview:
O\r..m.......... 0..p...._keyhttps://www.gstatic.com/_/mss/bog-identity/_/js/k=bog-identity.ConsentUi.en_GB.kBmSBeixNb8.es5.0/ck=bog-identity.ConsentUi.o0295gl_Q

oM.L.B1.0/am=Ew/d=1/exm=LEikZe,_b,_tp,byfTOb,IsjVmc/excm=_b,_tp,displayintroui/ed=1/wt=2/ct=zgms/rs=AOaEmIFK7106zd4rEL1wCjCW_hdg9w_VZQ/m=n73
qwf,ws9Tlc,1ZT63,e5gFLc,GkRiKb,vfuNJf,UUJgVe,xUdipf,blwjVc,fKUV3e,aurFic, COQbmf,U0aPgd,ZwDk9d,V3dDOb,WO9ee,06y8ed,NpD4ec,PrPYRd,iWP1Yb,SF3gs
d,MpJwZc,NwHOH,Omgal,HLo3Ef,x60fie,xigEse, XVMNvd,L1AAkb,KUM7Z,rE6Mgd,hc6Ubd,lwddkf,gychg,w9hDv,RMhBfe,SdcwHb,aW3pY,YLQSd,PQaYAf,Sp
sfSb,EFQ78c,Ulmmrd,ZfAoz,CBIRxf, MdUzUe,xQtZb,IPKSwe,002Jie,JNoxi,pB6Zqd,rHjpXd,yDVVkb,zbML3c,iTsyac,Uas9Hd,BVgquf KG2eXe,tfTN8c,VwDzFe,HDvRd

e,A7fCU,UgAtXe,pjICDe .https://google.com/h.;D./............. Yoo Eld,j..e. \.=. . A.8V[. 4. A EO0. ..ccccoerrrrnn A.EO0..ccoiin. h.;D./.p...C2A2D21F487A8919B17FAA
B223656914D5BDED00433D278B1B3F05BC27F7F150ELd.j.. e.’\.=...A...8V[...+..A..Eo0.......... L

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b5df32c739bf6184_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1049

Entropy (8bit):  6.029641738785208

Encrypted: false

SSDEEP: 24:iuVY9I807BFYHV2chr3TJ7qL2tu8JH5XTGbfa:3K937y2g7y2tue/2a

MD5: OBC582FEA1CE7A09D9E3D4C266D010BE

SHA1L: A89A2E620C9929784CCD954DD226C277DADCF949

SHA-256: 697EDED343109C8EOEC306129861C9D14CBO0CCI0CE362563AF7831A199C0D69

SHA-512: A3427B345941110760A27FBDA7D79EF728BF370D5D55AA920B5D83B57B665BBC3491428A0C107B1BODCDC76CFC785B8C91D5AC654E2C7C22DA854EE4BAFB2]
8

Malicious: false

Reputation: low
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b5df32c739bf6184_0

Preview:
O\r..m...ooeeee ?W...._keyhttps://www.google.com/xjs/_/js/k=xjs.s.en_GB.X69kBR15KIE.O/ck=xjs.s.71pDTcRKLKw.L.W.O/am=AAgAAAAAAIABAAAAYAns3QHJ-WBCABds
4gAAAABAArgkaJQUIKEgAAQAACDLahkACIAAAAQ/d=1/exm=Adromf,AjzHGd,AoWCmc,ApBbid,Dyjjae, E2Spzb,Fao4hd,GxIAgd,HRtoVe,|ZT63,lkchZc,JghYKb
,JpM20e,KJI8Wub,Kq20Kc,Lt3RDf, MB3mMb,N5sTy,NBZ7u,NpD4ec,0G6ZHd,00jqEf,P6LQ7b,PrPYRd,QSVu4b,Qk9j1d,SF3gsd,SXY2Kd,SvnKM,T6sTsf, T7XTS,
TSg3Td, TrMQ4c, TxZWcce,URQPYc,UUJqVe,WS2nkd, Wd7EOe, XMgU6d,XjCeUc,YbyZt,Z8JwGbh,ZyRBae,aCZVp,aa,abd,async,bgd,cSkPLb,cdos,csi,d,dpf,dv7Bfe,dvl,e
N4gad,eT9j9d,fEVMic,foot,gpo5Gf,h6wiFf,hc6Ubd,hsm,iD8Yk,ip79zf,jsa,kVbfxd,kyn,ligMgb,lli,lu,m,m6a0l,mUpTid,mu,n9dI9c,nplIrc,002Jie,pB6Zqd,pfd,pg0znb,qL5IKc,qik1
9b,qzGxqf,r8lvpf,runuse,s39S4,sSWo2e,sh_wiz,sf,sonic,spch,tl,tt,uiNkee, vfuNJf,vs,wft,wkrYee,wrFDyc,xEzyld,xz7cCd,zbML3c/ed=1/dg=2/br=1/ct=zgms/rs=ACT900HC-
QXO0Qt_2Tf01v-nFAbTs_z60WA/m=eeuxCf,qjr3nc,wQpTuc?xjs=s2 .https://google.com/..?D./............. d....... %.s;.z..0T...JrRmD.g$.V...0|(.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b7¢992804103db90 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 533
Entropy (8bit): 6.042025511564347
Encrypted: false
SSDEEP: 12:CCTuVIeFJ71zZZSdQ3WPXX4bTGwpcsY7XEevXVimy6WbT:1uVY9IzZZIP/4ATGWCV/6W/
MDS5: 15B3C6DADA03DEIF4CI43BIASEAF7F32
SHA1L: 32B219C171E949DA7852665E2D2752B88AC1DDAS
SHA-256: FB3C4957498791434D69F030A586023ECBF4COABBEIC6A2EFOC5A1CD2A4330F1
SHA-512: D328E321458BA97B5504ACB6E9780BBE6A962B8A188516789BA75E11B7CA2613A9752668E5CB59F0C711562EF2E19DB552ECD184F61B32F4A31DB22E56397EDI
Malicious: false
Reputation: low
Preview:
O\r..m........... H.J...._keyhttps://www.google.com/xjs/_/js/k=xjs.s.en_GB.X69kBR15KIE.O/ck=xjs.s.71pDTcRKLKw.L.W.O/am=AAgAAAAAAIABAAAAYANns3QEJ-GBCABds

4gAAAABAArgkalJQOIKEgGAAAAACDLahEACA/d=1/exm=NBZ7u,TxZWcc,ZyRBae,aa,async,cdos,csi,d,dvl,epb,fEVMic,foot,hsm,iD8Yk,jsa,kyn,lu,m,mUpTid,mu,qik1
9b,sh,sf,sonic,spch,wft,xz7cCd/ed=1/dg=2/br=1/ct=zgms/rs=ACT900G7Y czl7nZirlEzp|PWJIBrHBgEpiQ/m=gjr3nc,wQpTuc?xjs=s2 .https://google.com/>..=D./..................

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cachejs\b8fc3ca04d990138_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 519

Entropy (8bit): 5.9995679665819805

Encrypted: false

SSDEEP: 12:EbTuVIeFJ71zZZHgDJTGwpcoEWIEmwuTXLidgm:E3uVY9IzZZITGwpxtAvZXLW

MDS5: 204F4C51DE83218F9AFBESBC7B5248B5

SHA1L: E2D03523012906F8DCBAE17891148EB3FCE04BFC

SHA-256: 37029F580D80EC118E61E080A19E673F3D0BI67DACIC321FB7498E4FA19148D3

SHA-512: F5DFOB2FAF86D359EDDE4F13D6225BAB6CIEE38E4BABOB984CBE4BCB58D3280E3C406D9241C651B09C536B72A19CF50B17ABE1363F6C11F1F8119A0C0845F¢
88

Malicious: false

Reputation: low

Preview:
O\r..m.......... VOO _keyhttps://www.google.com/xjs/_/js/k=xjs.s.en_GB.X69kBR15KIE.O/ck=xjs.s.71pDTcRKLKw.L.W.O/am=AAgAAAAAAIABAAAAYAns3QEJ-GBCABds
4gAAAABAArgkalJQOIKEgAAAAACDLahEACA/d=1/exm=ZyRBae,cdos,csi,d,epb,hsm,jsa,sb/ed=1/dg=2/br=1/ct=zgms/rs=ACT900G7Y czl7nZirlEzpIPWJIBrHBgEpiQ/m=N
BZ7u,TxZWcc,aa,async,dvl,fEVMic,foot,iD8Yk,kyn,lu,m,mUpTid,mu,qik19b,sf,sonic,spch,wft,xz7cCd?xjs=s1 .https://google.com/e,.=D./............. N &p:....n...._Q.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b974b23e3fadbdff 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 996

Entropy (8bit): 6.053356682481758

Encrypted: false

SSDEEP: 24:JRWWICNWN3TF5mzgqMZKkCXH+GodH7WbIETn06DgN:JRNANS5U9CXp87WhWO06D2
MD5: 8E45B8ED5FBA9IFECE45D2EB820E2490

SHA1L: 231FBED461760125D9A4FFA26C3ABCC8C169688C

SHA-256: CBA9B07AB7593620D9C2AB4FCIFAB0537D8D4CDDF70135EC0113E64F293E380E
SHA-512: 31F60446898734CCD8371637554C095475C15F5515296BF28C059E8C95B9B637A9EB1F3AFDAB23424DF9818E286450CAFA8857CACD3E77E4E2B4AAEBAF352A2F
Malicious: false

Reputation: low
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b974b23e3fadbdff 0

Preview:

Oo\r.m...... ..~ _keyhttps://www.gstatic.com/_/mss/bog-identity/_/js/k=bog-identity.ldentityPoliciesUi.en_GB.MBDOVIjkoZg.es5.0/ck=bog-identity.ldentityPoliciesUi.W
hJQv_-hj5w.L.B1.0/am=FA/d=1/exm=A7fCU,BVgquf,C3ZV4c,CBIRxf,COQbmf,EFQ78c,HDvRde,HL0o3Ef,1ZT63,INoxi,KG2eXe, KUM7Z,L1AAkb,LEikZe,LGJfp,MdUzUe,M
pJwZc,NpD4ec,NwHOH,06y8ed,Omgal,PQaYAf,PrPYRd,QLpTOd,RMhBfe,RuOPgh,SF3gsd,SdcwHb,SpsfSb,U0aPgd,UUJqVe,Uas9Hd,UgAtXe,UImmrd,V3dDOb,
VwDzFe,X9tL7e,XVMNvd,Y2UGcc,YLQSd,YTxL4,ZfAoz,ZwDk9d,_b,_tp,aW3pY ,aurFic,blwjVc,byfTOb,duFQFc,e5qFLc,fKUV3e,gychg,hc6Ubd,iCCLqd,iTsyac,iWP1Y
b,iwumhc,IPKSwe,IsjVmc,lwddkf,n73qwf,002Jie,0WOIDb,p8L0ob,pB6Zqd,pjICDe,qmdT9,rE6Mgd,rHjpXd,sfI2Ac,tf TN8c,uiNkee, vfuNJIf,wOhDv,ws9Tlc,x60fie xQtZb,xUdi
pf,xigEse,yDVVkb,zbML3c,zyOvNb/excm=_b,_tp,techcookiesview/ed=1/wt=2/ct=zgms/rs=AOaEmIHWERMP2aqC_LCbZeChQ1CqOu5faw/m=dXoSAc,CbeRWe,wmIPKb
.https://google.com/.|e<D./.........c....c...... ST Vo5l *=_ A.Eo0....NTMK......... A.EO0...ccci

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b9a421c6599725ee_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

899

6.090225084852309

false

12:3MJI9wwF8shu32ABYOyZY GvkCStaM9RHxCGnlboN8IruCgcCUUMIpYT7iXM2kAtY:3MLwwm72AilBoBbk/bQ8IruCg7gpml6
33E5A2BB161F8F589A1B48C5E19AF561

C5EA098F5AC7C4F005C2F5F0B82C62A86936BEBF
FE17C45F5922FD386A7AB0D54D180CB78DDDFCCOCI93F708831C5D2FB3A933C6E

5FF5512108COEC86DFEFD2DD48B9620852562D547373603C85D28228DDF43AA5DFEOB1F73A6C787AAE4C10761C1A9AA2D671A143E2A9B1DEC7DAELSF1998D1
5

false

low

O\r..m..oeeeee o0...._keyhttps://lwww.gstatic.com/_/mss/bog-identity/_/js/k=bog-identity.ConsentUi.en_GB.kBmSBeixNb8.es5.0/ck=bog-identity.ConsentUi.o0295gl_Qo
M.L.B1.O/am=Ew/d=1/exm=LEikZe,_b,_tp,byfTOb,IsjVmc/excm=_b,_tp,displayintroui/ed=1/wt=2/ct=zgms/rs=AOaEmIFK7106zd4rEL1wCjCW_hdg9w_VZQ/m=n73q
wf,ws9Tlc,1ZT63,e5qFLc,GkRiKb,vfuNJf,uUJqVe xUdipf,blwjVc,fKUV3e,aurFic, COQbmf,U0aPgd,ZwDk9d,V3dDOb,WO9ee,a9NCF,06y8ed,NpD4ec,PrPYRd,i\WP1Yb,
SF3gsd,MpJwZc,NwHOH,Omgal,HLo3Ef,x60fie,xigEse, XVMNvd,L1AAkb,KUM7Z,rE6Mgd, T8a0P,hc6Ubd,lwddkf,RXBXaf,gychg,w9hDv,RMhBfe,SdcwHb,aW3
pY,YLQSd,PQaYAf,stj98e,SpsfSh,EFQ78c,Negv3c,Ulmmrd,ZfAoz,CBIRxf, MdUzUe xQtZb,IPKSwe,002Jie, VHR]E,IJNoxi,pB6Zqd,rHjpXd,yDVVkb,zbML3c,iTsyac,Ua
s9Hd,BVgquf,KG2eXe,tfTN8c,VwDzFe,HDvRde,A7fCU,UgAtXe,pjICDe .https://google.com/?..72D./........ccccueuencd gQS.u......... H.7.\D!..|H.A..Eo....... Ogw......... A..Eo....

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b9ab282f6159c2d6_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

706

6.092852110453644

false
12:RQTuVIeFJ7180sz/pZmNSFhCedS1ugsBoocWyKfYUFKBknbxTGkphFg7XCh+/Rd7:SuVY9I80sz/QO4EVgsmSFKNXTGkphFvc
9E3607B69E7ED3F65E5CA43CBAB45146

E73769F64B256040AC628A9DE96A6128DE1B0740
E8AFD43FD1254F7F113222306F576FE07869F8484FB8586F67B92C91ADOAOF68
2C4ACAD26519CCE1E492B3169F3D316E86324F196BIFC04BDA2527B10A341E9205484BA0525A44F49FD152A4DDB9879963D82385A10249EB5DE3438E2DACABY
false

low

O\r..m......>....0.l...._keyhttps://www.google.com/xjs/_/js/k=xjs.s.en_GB.X69kBR15KIE.O/ck=xjs.s.71pDTcRKLKw.L.W.O/am=AAgAAAAAAIABAAAAYAns3QHJ-WBCABds
4gAAAABAArgkaQUIKEgAAQAACDLahEACA/d=1/exm=GxIAgd,MkHyGd,NBZ7u,NZI0Db,NpD4ec,0G6ZHd,RgxLvf, T6sTsf, T7XTS, TxZWcc,URQPYc,ZyRBae,aCZVp
,aa,abd,async,bgd,cdos,csi,d,dv7Bfe,dvl,eN4qad,fEVMic,fWEITb,foot,hsm,iD8Yk,jsa,kVbfxd,kyn,lli,lu,m,mUpTid,mu,002Jie,pB62qd,qik19b,qjr3nc,r36a9c,rHjpXd,sb,sf,so
nic,spch,tl,uiNkee,vs,wQpTuc,wit,wkrYee,xz7cCd,zbML3c/ed=1/dg=2/br=1/ct=zgms/rs=ACT900EI08K_hz-qgSmN84GkOnU7TJIScVg/m=RMhBfe xiqgEse?xjs=s2 .h
ttps://google.com/...>D./............. h....... J..&...KR.#KL...."\.A..Eo....... #.0. ALEO...coi

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b9d4613392b94f63_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

Copyright null 2020

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

597

6.036251249685537

false
12:k+TuVIeFJ7v7HQrq7dQ3ugsBoXXSAO0TbTG1VaQ7X6KI/HkOkG:kGuVY9v7HQrk3gs44nTGDVIs6
8BD895E92A4F4B4B10B25F29FDCD63E6

EC878DF04123EFB820BCCE2F08ED202862BEDDD7
8C5124E75229B72B7631F71D0C5FFC83734F48D48C69DD486AA85E86D087ACIA
F4D58291D628A63BB16BF29A05A368CIDF14D7689D0FFB4858D66C09006C3A16C2FA944F7173411C6589F9286DE9ESD529A8A2AEC67CC78B5D145AC04ED2F6/
false

low
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b9d4613392b94f63_0

Preview:

O\r..m.......... |..Q...._keyhttps://www.google.com/xjs/_/js/k=xjs.s.en_GB.X69kBR15KIE.O/ck=xjs.s.71pDTcRKLKw.L.W.O/am=AAgAAAAAAIABAAAAYAnsAAEJ-GBCABds
4gAAAABAArgkalJQOIKEgGAAAAACDLahEACA/d=1/exm=MkHyGd,NZI0Db,NpD4ec,RagxLvf, T6sTsf, TxZWcc,Uuupec,ZyRBae,aa,async,cdos,csi,d,dvl,epb,fEVMic,fWEITh
J[foot,hsm,iD8Yk,jsa,kyn,lu,m,mUpTid,mu,qik19b,qjr3nc,rHjpXd,sb,sf,sonic,spch,uiNkee,wQpTuc,wft,xz7cCd/ed=1/dg=2/br=1/ct=zgms/rs=ACT900EmMNVw9-GEUhFqTzR
Rgg4gKCaRt9g/m=wkrYee?xjs=s2 .https://google.com/ ..>D./.............. Y...yn<.te#fUXAL6. Jkla ALEo........ S ALEO....ccoii

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\ba76321cc144ca23_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1375

6.027295059864935

false
24:4wwkmZRLVImFyBBuULZk3Z8s5wPT7zG6vAVNZtrgFHQ:4Nkk5VImFyv3Z8Jr7zhinZZUw
D9105D582D11499ECF8608663151AE17
834A2970642DC7F516EC7F93C240A89FD426F01C
3A9BB60FB207BAD19F5BA04A80D23426C3A9F9COF60EBAC29ECOFSEN084F2BE6G

09EB37BD9C95FBCID4BC959AD6C88FC4D8B0091E212FEO3ABSE1458A01E4F023DAF4ABF6D63591BAC9496384AE305D32B5BC5C886784687000A121FA539049E
4

false

low

OVe.Meee, _keyhttps://www.gstatic.com/_/mss/bog-identity/_/js/k=bog-identity.AccountSettingsUi.en_US.sM9_cyDJhDM.2019.0/ck=bog-identity.AccountSett
ingsUi.k1qBdC9JWN4.L.B1.0/am=vGE5Xv5rRP2-NUCUAfgAAAAAAAAABhDetg/d=1/exm=A4UTCb,A7fCU,BVgquf,CBIRxf, COQbmf,EFQ78c,EGNJFf,HDvRde,HLo
3Ef,HWEe7,1ZT63,J9VQ8d,JNoxi,K99qY ,KG2eXe, KUM7Z,L1AAkb,LEikZe LFMxUb,LGJfp,LIG6X,MI6k7¢c,MISB1,MdUzUe,MpJwZc,Mq9n0c,MywJR,NODgsc,N5
qPe,NpD4ec,NwHOH,06y8ed,Ocaz6b,0gOVNe,Omgal,PQaYAf,PrPYRd,PrUyhf,QIhFr,QLpTOd,QNgBAe,RANnUd,RMhBfe,RMwYNc,SF3gsd,SdcwHb,SpsfSh,U0a
Pgd,U4Hp0d,UUJgVe,Uas9Hd,UgAtXe,UImmrd,V3dDOb,VYS8Le,VwDzFe, WCG2fe, WpP9Yc,X8HNme, XVMNvd,YLQSd,YTxL4,Yr4A0,ZfAoz,ZwDk9d,Zxe3i,_b,_t
p,aW3pY,aurFic,b44kFe,blf8i,bXpTS,blwjVc,byfTOb,duFQFc,e5qFLc,eBKCT,fKUV3e,fjYfSd,gychg,hGou2e,hH64kd,hKSk3e,hc6Ubd,hv5Zmd,i5dxUd,iBCug,iSvg6e,iTsyac,
iIWP1Yb,icmgKf,kjKdXe,IPKSwe,lazG7b,IsjVmc,tDFwf,lwddkf,mI3LFb,mdR7q,n73qwf,nKuFpb,002Jie,oWOIDb,pB6Zqd,pSr5Id,pjICDe,pw70Gc,qf TGrb,qmdT9,rE
6Mgd,rHjpXd,s39S4,soHxf,tfTN8

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\bb8deacc9f015eb5_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1081

6.030742268953644

false
24:QOuVY9IB0BTGLMFYHV2c73TJ7fr2muKaGOCK6T7:sK93pet2U7z2muK26T7
8926E5497835F70160F4D58618A62636
6BBODE695C57AFC8405E32CE7106E2DE213647F1
FE29342F9BED8DFDBD4CEF3C64FAC62070620811727139618341F64DA4C12999
BF4947FA07B06BB9ESE3B274511CD6B865137A0E40993285539D131028A437FEF5091D134A6BF547654A5455703E26 DBA8F8B1CE475631CD1796486B1D2F3F16
false

low

O\r..m. N...._keyhttps://www.google.com/xjs/_/js/k=xjs.s.en_GB.X69kBR15KIE.O/ck=xjs.s.71pDTcRKLKw.L.W.O/am=AAgAAAAAAIABAAAAYAns3QHJ-WBCABds
4gAAAABAArgkaJQUIKEgAAQAACDLahkACIAAAAQ/d=1/exm=ZyRBae,cdos,csi,d,dpf,hsm,jsa,pfd/ed=1/dg=2/br=1/ct=zgms/rs=ACT900HC-QX0Qt_2Tf01lv-nFAbTs_z60
WA/m=Adromf,AjzHGd,AoWCmc,ApBbid,DgdCgd,Dyjjae,E2Spzb,Fao4hd,GxIAgd,HRtoVe,1ZT63,lkchZc,JghYKb,JpM20e,KI8Wub,Kq20Kc,Lt3RDf, MB3mMb,
N5sTy,NBZ7u,NZI0Db,NpD4ec,0G6ZHd,00jqEf,P6LQ7b,PekE8b,PrPYRd,QSVu4b,Qk9j1d,SF3gsd,SXY2Kd,SvnKM, T6sTsf, T7XTS,TSg3Td, TrMQ4c, TxZWcce,U
RQPYc,UUJgVe,WS2nkd,Wd7E0e, XMgU6d,XjCeUc,YbyZt,Z8JwGh,aCZVp,aa,abd,async,bgd,cSkPLb,dv7Bfe,dvl,eN4qgad,eT9j9d,fEVMic,foot,gpo5Gf,h6wiFf,hc6Ub
d,iD8Yk,ip79zf,jQEJTh,kVbfxd,khSAxb,kyn,ljgMgb,lli,lu,m,m6a0l,mUpTid,mu,n9dI9c,nplrc,002Jie,pB6Zqd,pg0znb,pla,qL5IKc,qik19b,qjr3nc,qzGxgf,r8Ivpf,runuse,s39S4,s
SWo2e,sh_wiz,sf,sonic,spchitl,tt,uiNkee, vfuNJf,vs,wQpTuc,wft,wkrYee,wrFDyc,xEzyld,xz7cCd,zbML3c?xjs=s1 .https://google.com/O.b=D./...................

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\bdb3e98ddc29842d_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

Copyright null 2020

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1206

6.045269853468695

false

24:84wwkmxZRbwspbdtfMbQJIK6cbBMTHsPBeNTbk:vNkAZxnJKxaHYeNO
BD8D5D785D0D467616F9F68A4EDS4FE4
95B81B69D5CD644D07FAC5732A754B9711ECE117
B266C6C55EBD4FCE91251547D2718C0DB94D4FB568C0F228106ED585C21B4457

8308FC4FBB2133ED8A5C637E240E842E7A25EO0DEFCB7E1A65D387C2FOECD163E792146B9C77D24C1413F888223FA52198ED3B42E7D14E14EBF370F0C3B5DFC
E

false

low
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\bdb3e98ddc29842d_0

Preview:

O\r..m......2......Y...._keyhttps://www.gstatic.com/_/mss/bog-identity/_/js/k=bog-identity.AccountSettingsUi.en_US.sM9_cyDJhDM.2019.0/ck=bog-identity.AccountSet
tingsUi.k1qgBdC9JWN4.L.B1.0/am=vGE5Xv5rRP2-NUcUAfgAAAAAAAAABDetg/d=1/exm=LEikZe,_b,_tp,byfTOb,IsjVmc/excm=_b,_tp,googleaccountdataandpersona
lizationintroview/ed=1/wt=2/ct=zgms/rs=AOaEmIHQ6guB_V20TscNwWRjW6M2ewilmQ/m=n73qwf,ws9Tlc,1ZT63,e5gFLc,UUJqVe xUdipf,blwjVc,fKUV3e,aurFic,CO
Qbmf,U0aPgd,ZwDk9d,V3dDOb,mI3LFb,bXpTS,WCG2fe,U4HpOd,eBKCT,06y8ed,Mq9n0c,VYS8Le,NpD4ec,PrPYRd,MpJwZc,NwHOH,Omgal,HLo3Ef,x60fie, xiq
Ese,lazG7b,hH64kd,wg3ehe, XVMNvd,L1AAkb,KUM7Z,rEEMgd,WpP9Y c,duFQFc,s39S4,lwddkf,gychg,wOhDv,RMhBfe,mdR7qg,SdcwHb,aW3pY,YLQSd,PQaYAf,
iWP1Yb,pw70Gc,EFQ78c,Ulmmrd,ZfAoz,MI6k7c, kjKdXe,CBIRxf,xQtZb,IPKSwe,MdUzUe,QlhFr,JNoxi,hKSk3e,rHjpXd,yDVVkb,pB6Zqd,SF3gsd,iTsyac,hc6Ubd,KG2e
Xe,SpsfSh,tfTN8c,002Jie,VwDzFe,zbML3c,HDvRde,Uas9Hd,BVgquf,Y TxL4,A7fCU,QLpTOd,UgAtXe,zyOvNb,icmgKf,Ocaz6b,0gOVNe,RMwYNc,LGJIfp,hv5Zmd,Zxe3i,q
fTGrb,pSr51d,iBCuq,b

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\be2c3cb2b639cdc9_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1028

6.0480926542745514

false

24:/uVY9I80BTGLBFYHV2cbr3TJ7fr2fumJHINTzM7:2K93pey2g7z2fusoNTg7
367DCCDCFA2BF9FAGEC308D3C83DCIFC
BOF9DBEB2C8723F45C1CD665A9C5727430C028B8
2551B4B21A7D9DF841E8020E13C5639D70D247C394752A2209D0B23499E108C2

2BDF9285B79BCA4D7842E7EF67B6CBA2F97512DD106561414D79A230F4BCFI9COAE8C24C1FB78DDC1868FFB5FECF71A9066966020D0D4A2DBCFE8C76BF32A0
44

false

low

O\r..m.ee. T...._keyhttps://www.google.com/xjs/_/js/k=xjs.s.en_GB.X69kBR15KIE.O/ck=xjs.s.71pDTcRKLKw.L.W.O/am=AAgAAAAAAIABAAAAYAns3QHJI-WBCABds
4gAAAABAArgkaQUIKEgAAQAACDLahkACIAAAAQ/d=1/exm=ZyRBae,cdos,csi,d,dpf,hsm,jsa,pfd/ed=1/dg=2/br=1/ct=zgms/rs=ACT900HC-QX0Qt_2Tf01lv-nFAbTs_z60
WA/m=Adromf,AjzHGd,AoWCmc,ApBbid,Dyjjae,E2Spzb,Fao4hd,GxIAgd,HRtoVe,|ZT63,lkchZc,JghYKb,JpM20e,KI8Wub,Kq20Kc,Lt3RDf, MB3mMb,N5sTy,N
BZ7u,NpD4ec,0G6ZHd,00jqEf,P6LQ7b,PrPYRd,QSVu4b,Qk9j1d,SF3gsd,SXY2Kd,SvnKM,T6sTsf, T7XTS,TSg3Td, TrMQ4c, TxZWcc,URQPYc,UUJgVe, WS2nkd,W
d7EOe, XMgU6d,XjCeUc,YbyZt,Z8JwGh,aCZVp,aa,abd,async,bgd,cSkPLb,dv7Bfe,dvl,eN4gad,eT9j9d,fEVMic,foot,gpo5Gf,h6wiFf,hc6Ubd,iD8Yk,ip79zf,kVbfxd,kyn,ljgMq
b,lli,lu,m,m6a0l,mUpTid,mu,n9dI9c,npldrc,002Jie,pB6Zqd,pg0znb,qL5IKc,qik19b,qzGxgf,r8Ivpf,runuse,s39S4,sSWo2e,sb_wiz,sf,sonic,spch,tl,tt,uiNkee, viuNJf,vs,wft,wk
rYee,wrFDyc,xEzyld,xz7cCd,zbML3c?xjs=s1 .https://google.com/.y.?D./.......cccccvueueuees J.50..._6.,.....[Z2..%]....&U:.V.A..E0....... aq.....

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\bf64769445b058b6_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

444

5.886401402981917

false
6:mOZYGLKAGMwjM71/IdR3M7HNV+NIFXs+5G8REVAdEtkvimuytgntlCJfrc4ix0/j:Js9wwh/h8Zr5scDKkvi7myyJfrbii
ABA215AB94FD79A096D4283EDSDEFF29

C80BC50054F9B8BAOEDA4853B448D10AA4D887F5D
96E0581030E1CE5350323529965C2A3B8B447F0C7E852793DAE4ACIC24562F286

858B3D78EABC126D9AE935189E9B2AB40E989A3B659A471B2EA170466AFD1EA4EF03159086A4586EAA7E938CAB4D79700DB986F326F36F57A7B16E76DC814BC
0

false

low

O\r..m......8....W.5...._keyhttps://www.gstatic.com/_/mss/bog-identity/_/js/k=bog-identity.ldentityPoliciesUi.en_GB.MBDOVIjkoZg.es5.0/ck=bog-identity.IdentityPoliciesUi.W
hJQv_-hj5w.L.B1.0/am=FA/d=1/exm=_b,_tp/excm=_b,_tp,techcookiesview/ed=1/wt=2/ct=zgms/rs=AOaEmMIHWERMP2aqC_LCbZeChQ1CqOu5faw/m=byfTOb,IsjVmc,L
EikZe .https://google.com/.)d<D./............. Jovii Am.IQz..l..+y|...1..1@....A..Eo........ Peciein A.EO0...cccii

Static File Info

No static file info

Network Behavior

No network behavior found
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Code Manipulations

Statistics

Behavior
@ chrome.exe
@ chrome.exe
@ chrome.exe
@ chrome.exe

Click to jump to process

System Behavior

Analysis Process: chrome.exe PID: 3948 Parent PID: 996

General

Start time: 00:34:37

Start date: 22/11/2020

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: ‘C:\Program Files\Google\Chrome\Application\chrome.exe' --start-maximized ‘https://www.go
ogle.com/search?client=ms-android-sprint-us-revc&cds=0&hl=en-US&v=10.99.8.21.arm
64&output=search&g=American+Signature+Furniture&ludocid=15209532359233317364&ibp
=gwp;0,7&Isig=AB86z5VPw9g7heJzi-zp58GAjl2J&kgs=44d93a1682d99354&shndl=-
1&source=sh/x/kp/local&entrypoint=sh/x/kp/local’

Imagebase: 0x7ff77b960000

File size: 2150896 bytes

MDS5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

File Activities

Source
File Path Access Attributes Options Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
Registry Activities
Source
Key Path Completion Count Address Symbol
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Source

Key Path Name Type Data Completion Count Address Symbol
Source
Key Path Name Type Old Data New Data Completion Count Address Symbol

Analysis Process: chrome.exe PID: 3412 Parent PID: 3948

General

Start time: 00:34:38

Start date: 22/11/2020

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: ‘C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=
network.mojom.NetworkService --field-trial-handle=1504,7296235884342804738,17520
152805246436840,131072 --lang=en-US --service-sandbox-type=network --enable-audio-
service-sandbox --mojo-platform-channel-handle=1892 /prefetch:8

Imagebase: 0x7ff77b960000

File size: 2150896 bytes

MDS5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

File Activities

Source
File Path Access Attributes Options Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
Analysis Process: chrome.exe PID: 7044 Parent PID: 3948

General

Start time: 00:34:58

Start date: 22/11/2020

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: ‘C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=
audio.mojom.AudioService --field-trial-handle=1504,7296235884342804738,175201528
05246436840,131072 --lang=en-US --service-sandbox-type=audio --enable-audio-service-
sandbox --mojo-platform-channel-handle=3568 /prefetch:8

Imagebase: 0x7ff77b960000

File size: 2150896 bytes

MDS5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: false

Has administrator privileges: false

Programmed in: C, C++ or other language

Reputation: low

Analysis Process: chrome.exe PID: 6600 Parent PID: 3948

General

Start time: 00:34:59

Start date: 22/11/2020

Path: C:\Program Files\Google\Chrome\Application\chrome.exe
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Wow64 process (32bit): false

Commandline: ‘C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=
video_capture.mojom.VideoCaptureService --field-trial-handle=1504,72962358843428
04738,17520152805246436840,131072 --lang=en-US --service-sandbox-type=video_capture
--enable-audio-service-sandbox --mojo-platform-channel-handle=3876 /prefetch:8

Imagebase: 0x7ff77b960000

File size: 2150896 bytes

MDS5 hash: C139654B5C1438A95B321BB01AD63EF6
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

File Activities

Source
File Path Access Attributes Options Completion Count Address Symbol
Registry Activities
Source
Key Path Completion Count Address Symbol
Source
Key Path Name Type Data Completion Count Address Symbol

Disassembly
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