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Analysis Report gVz4ueFL8n.bin

Overview
General Information Detection Classification
Sample gVz4ueFL8n.bin (renamed
Name: file extension from bin to Antivirus / Scanner detection for sub...
exe) MALICIOUS Found malware configuration
Analysis ID: 321427
. Found ransom note / readme:
MDs: 0e285f30f30dedd..
. Multi AV Scanner detection for subm...
SHAL: 24€8a7a0b9fdf92..
SHA256: d91951bdcf3501.. Yara detected Sodinokibi Ransomwa...

Tags:

Most interesting Screenshot:

Contains functionality to detect slee...

Found Tor enion address

Machine Learning detection for samp...

Contains functionality for’execution’ ...
Whitelisted:  false

Confid 100% Contains functionality to deletelsenvi..
onfidence: Q

| ]

= Sodinokibi Madifies existing user documents (...
L} Score: 96 Checks foravailable systemidrives;...
n

= Range: 0-100

| ]

n

n

Contains functionality/te'enumerater...

w
«Q
>
2
(=
=
®
(7]

Startup

= System is w10x64

o B gVz4ueFL8n.exe (PID: 5916 cmdline: 'C:\Users\user\Desktop\gVz4ueFL8n.exe' MD5: 0E285F30F30DEDD812295D2408F4B84C)

e B unsecapp.exe (PID: 5364 cmdline: C:\Windows\system32\wbem\unsecapp.exe -Embedding MD5: 9CBD3EC8D9IE4F8CE54258B0573C66BEB)
= cleanup

Malware Configuration

Threatname: Sodinokibi

"prc": [
"firefox",
"oracle”,
"visio",
"xfssvccon"”,
"steam”,
"winword",
"mspub",
"isqlplussvc”,
"ocssd",
"ocautoupds”,
"mydesktopqos",
"outlook",
"dbeng50",
"sql,
"agntsvc”,
"tbirdconfig",
"encsvc”,
"thebat",
"synctime”,
"onenote”,
"mydesktopservice”,
"thunderbird",
"excel",
"powerpnt”,
"dbsnmp",
"sqbcoreservice",
"ocomm”,

"infopath”,
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worapaa-,
"msaccess"
1,
"sub": "5891",
"svc": [
"veeam",
"vss",
"backup”,
"sophos",
"sves”,
"mepocs”,
"memtas”,
"sql”
1,
"wht": {
"ext": [
"msc”,
"mpa”,
"hta",
"ani",
"themepack",

"com”,

ps1”,
"icl”,

"dit”,
"df",
"ocx",
"lnk",
"theme",
"nls",
"386",
"emd",
"wpx",
"diagcfg",
"cur"”,
"prf",
"ico",
"nomedia”,
"sys",
"bat",
"exe",
"deskthemepack",
"spl”,
"shs",
"hip",
"rep”,
"msp”,
"scr”,
"ics",
"key",
"msstyles”,
"mod",
"cab",
"diagcab",
"adv",
"rom",
"drv",
"bin",
"msi”,
"idx",
"cpl”,
"diagpkg",
"msu",
"icns",
"lock"

1,

"fls": [
"boot.ini",
"bootsect.bak",
"bootfont.bin",
"ntuser.ini”,
"iconcache.db",
"ntuser.dat. log",
"desktop.ini",
"autorun.inf",
"thumbs.db",
"ntuser.dat",
"ntldr"

1,

"fld": [

"system volume information”,
"program files (x86)",
"mozilla",

"application data",
"windows.old",

"msocache”,

"appdata”,

"Srecycle.bin”,
"Swindows.~ws",

"program files",

"windows",
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"programdata”,
"google”,
"tor browser”,
"perflogs”,
"boot",
"intel”,
"Swindows.~bt"
]

+

"img":
"00BsAGWAIABVAGYAIAB5AGSAdQBYACAAZGBPAGWAZQBZACAAYQBYAGUAIABLAGAAYwBYAHKACABOAGUAZAAhAAOACGANAAOARGBPAGAAZAAGAHSARQBYAFQAFQAtAHIAZBhAGQAbQBLACAAdABAAHQATABhAGAAZAAGAGYAbWB SAGWA
bwB3ACAAaQBUAHMAAABIAGMAdABPAGBAbgBZAAAA" ,

"dmn":
"notmissingout.com;emnployeesurveys.com;delchacay.conm.ar;swim.ru;sofavietxinh.com; samnewbyjax.com; pawsuppetlovers.com;panelsandwichmadrid.es; frontierweldingllc.com;antenanavi.com
;nokesvilledentistry.com;partnertaxi.sk;tomaso.gr;levihotelspa. fi;myhealth.net.au;midmohandyman.com;kirkepartner.dk;zewatchers.com; lapmangfpt.info.vn;purposeadvisorsolutions.com
;fitnessbazaar.com;brigitte-
erler.com; lescomtesdemean. be; supportsumba.nl;deltacleta.cat;mastertechengineering.com;dontpassthepepper.com;apprendrelaudit.com;whittier5k.com; ladelirante. fr;mariposapropaneaz.c
om;nsec. se; shsthepapercut.com;adoptioperheet. fi;labobit.it;retroearthstudio.com;ahouseforlease.com;greenfieldoptimaldentalcare.com;renergysolution.com;xtptrack.com;sandd.nl;euro
-trend.pl;christ-
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burkert-ideenreich.de;cleliaekiko.online;baronloan.org;slwgs.org;wolf-glas-und-kunst.de;hardinggroup.com;mousepad-
direkt.de;4youbeautysalon.com;suncrestcabinets.ca;zzyjtsgls.com;commercialboatbuilding.com;stemenstilte.nl;maasreusel.nl;bloggyboulga.net;vitavia.lt;skanah.com;autodujos.lt;leob
en.at; filmstreamingvfcomplet.be;mediaplayertest.net;travelffeine.com;ungsvenskarna.se;securityfmm.com;rushhourappliances.com;ziegler-praezisionsteile.de;drinkseed.com; live-your-
life. jp;dekodyou.at;comarenterprises.com;despedidascostablanca.es; lebellevue. fr;schraven.de;daklesa.de;musictreehouse.net;imadarchid.com;karacaoglu.nl;oneheartwarriors.at;chemin
psy. fr;dr-seleznev.con;ilcdover.com;baptisttabernacle.com;malychanieruchomoscipremium.com;tennisclubetten.nl;bigbaguettes.eu;pcprofessor.com;pcp-nc.com;berliner-
versicherungsvergleich.de;bouldercafe-wuppertal.de;rafaut.com;c-a.co.in;modamilyon.com;financescorecard.com;darnallwellbeing.org.uk;houseofplus.com;urist-
bogatyr. ru;parkcf.nl;maratonaclubedeportugal.com; launchhubl.com;anteniti.com;mirjamholleman.nl; faizanullah.com;gantungankunciakrilikbandung.com;blgr.be;sachnendoc.com; smejump.co
.th;minipara.com; lefumetdesdombes.com;arteservicefabbro.con; thee.network;walter-
lenn. de;adultgamezone. com; dubscollective.com; tongdaifpthaiphong.net;todocaracoles.com;girlillamarketing.com;abl1.net;pinkexcel.com;smartypractice.com;ravensnesthomegoods.com;uni
m. su; deepsouthclothingcompany.com; leather -

factory.co. jp;romeguidedvisit.com; leeuwardenstudentcity.nl;mymoneyforex.com; levdittliv.se;vih ssi. fi;bilde derlebnis.haus;ab dos-en-

alicante.es;nurturingwisdon.com;naturalrapids.com;micahkoleoso.de; tux-espacios.com;manifestinglab.com;effortlesspromo.com;boosthybrid.com.au;huesges-
gruppe.de;kikedeoliveira.com; simpkinsedwards.co.uk;synlab. lt;expandet.dk;acomprarseguidores.com;yourobgyn.net;kariokids.com;x-
ray.ca;serce.info.pl;rundstudy.com;seagatesthreecharters.com;dr-tremel-rednitzhembach.de;kath-kirche-

gera.de;peterstrobos.com; liikelataamo. fi; littlebird. salon;kevinjodea.com;morawe-krueger.de;ilive.lt;iwelt.de;ai-spt. jp;gemeentehetkompas.nl; foryourhealth. live;koken-voor-
baby.nl;d2marketing.co.uk;seproc.hn;porno-gringo.con;geoffreymeuli.com;camsadviser.com;garage-lecompte-

rouen. fr;mdacares. com; andersongilmour. co.uk;havecamerawilltravel2017.wordpress.com;kedak.de;uranus.nl; tandartspraktijkheesch.nl;kojima-shihou.com;pomodori-
pizzeria.de;advizewealth.com;blog. solutionsarchitect.guru;nandistribution.nl;desert-

trails.com;celeclub.org;bouncingbonanza.conm; toponlinecasinosuk.co.uk;revezlimage.com;modestmanagement.com;stoeferlehalle.de;pointos.com;wurmpower.at;marcuswhitten.site;1team.es;
abitur-undwieweiter.de;hihaho.com;brawnmediany.com;coding-marking.com;paradicepacks.com;ymca-cw.org.uk;mdk-

mediadesign.de; latestmodsapks.com; danskretursystem. dk;highimpactoutdoors.net;waynela.com;ki-lowroermond.nl;puertamatic.es;tulsawaterheaterinstallation.com;aarvorg.com;visiativ-
industry. fr;systemate.dk;calxplus.eu;profectis.de;dsl-1ip.de; fax-payday-loans.com;otsu-
bon.com;iviaggisonciliegie.it;ontrailsandboulevards.com;spacecitysisters.org;odiclinic.org;zweerscreatives.nl;entopic.com;alysonhoward.com;8449nohate.org;sporthamper.com;schmalh
orst.de;hvccfloorcare.com;danubecloud. com; gastsicht.de;corendonhotels.com; solinegraphic.com;kissit.ca;thewellnessmimi.com;presseclub-

magdeburg. de;marietteaernoudts.nl;ncid.bc.ca;myhostcloud.com;commonground-

stories.com;darrenkeslerministries.com; forskolorna.org;personalenhancementcenter.com;drinkseed.com;olejack.ru;projetlyonturin. fr;webcodingstudio.com;antonmack.de;ausbeverage.com
.au;marketingsulweb.com; xltyu.com; syndikat-asphaltfieber.de; jsfg.com;ikads.org;i-arslan.de; figura.team; themadbotter.com;international-sound-

awards . com; rebeccarisher.com;nicoleaeschbachorg.wordpress.com;parkstreetauto.net;helenekowalsky.com;bristolaeroclub.co.uk;csgospeltips.se;rerekatu.com;blood-
sports.net;spsshomeworkhelp.com;plotlinecreative.com;hhcourier.com;birnam-wood.com;zflas.com; love30-chanko.com; sportverein-

tambach. de; funjose.org.gt;oncarrot.com;cursoporcelanatoliquido.online;yamalevents.com;bimnapratica.com;schlafsack-test.net; jenniferandersonwriter.com;id-et-

d. fr;satyayoga.de;ecopro-kanto.com;xn- - fnsterputssollentuna-39b.se;vyhino-zhulebino-24.ru;spectrmash. ru;maineemploymentlawyerblog.com;cnoia.org; turkcaparbariatrics.com;zimmerei-
fl.de;nijaplay.com;montrium.com; lecantou-coworking.com; fitnessingbyjessica.com;copystar.co.uk;igrealestate.com;groupe-

frayssinet. fr;creamery201.com;mrtour. site; jusibe.com;mank.de; sportsmassoren.com;austinlchurch.com;dekkinngay.com;35-40konkatsu.net;stacyloeb.com;hkr-
reise.de;diversiapsicologia.es;norovirus-ratgeber.de;mercantedifiori.com;kmbshipping.co.uk;brevitempore.net;psnacadeny.in;2ekeus.nl;praxis-
foerderdiagnostik.de;devstyle.org;tanzschule-

kieber.de;layrshift.eu;homng.net;insigniapmg.com;mapawood.com;zenderthelender.com; smogathon.com;dramagickcom.wordpress.com; tanciu.com;clos-
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architektur-und-planung.ch;123vrachi.ru;lange.host;kingfamily.construction;petnest.ir;rota-installations.co.uk;caffeinternet.it;brandl-
blumen.de;ralister.co.uk;oceanastudios.com;hugoversichert.de;xn--rumung-bua.online;cityorchardhtx.com;extensionmaison.info;real-estate-
experts.com;wniadmin.com;abogadoengijon.es;verytycs.con; southeasternacademyofprosthodontics.org; jbbjw.com;bxdf.info;pt-arnold.de;xn--singlebrsen-vergleich-nec.com;mir-na-
iznanku.com;mindpackstudios.com; linnankellari. fi;web.ion.ag; stupbratt.no;aurum-juweliere.de;roadwarrior.app;crowd-

patch.co.uk; jadwalbolanet.info;dlc.berlin;wari.con.pe; fairfriends18.de; femxarxa.cat; thedad.com;bhwlawfirm.com;muamuadolls.com; resortmtn.com; sexandfessenjoon.wordpress.com;tanzpr
ojekt.com;epwritescom.wordpress.com;div-vertriebsforschung.de;hypozentrum.com;wwwl.proresult.no;drnice.de;ecpmedia.vn;aco-

media.nl; lusak.at;chavesdoareeiro.com;zonamovie21. net; tinyagency.com;parking.netgateway.eu;miraclediet. fun;oldschoolfun.net;smhydro.com.pl;mirkoreisser.de;starsarecircular.org;m
odelmaking.nl;corelifenutrition.com;raschlosser.de;greenko.pl;kaotikkustomz.com;paulisdogshop.de;craigvalentineacademy.com;catholicmusicfest.com;sarbatkhalsafoundation.org;miker
amirezcpa.com;eglectonk.online;simulatebrain.com;allamatberedare. se;lascuola.nl;zso-mannheinm.de;kindersitze-vergleich.de;baumkuchenexpo. jp;vermoote.de; freie-
gewerkschaften.de;cactusthebrand.com;iwelt.de; 1kbk.com.ua;mytechnoway.com;polzine.net;xn--thucmctc-13a1357egba.com;krcove-

zily.eu;bodyforwife.com; sauschneider.info;woodworkersolution.com;admos-gleitlager.de;stingraybeach.com;body-

guards.it;hotelzentral.at;compliancesolutionsstrategies.com; gopackapp.com;dutchbrewingcoffee.com;intecwi.com;nvwoodwerks.com;reddysbakery.com;directwindowco.com; liveottelut.com;
citymax-cr.com;waveneyrivercentre.co.uk;kunze-

immobilien.de;yousay.site;rocketccw.com;troegs.com;jiloc.com; friendsandbrgrs.com;castillobalduz.es;basisschooldezonnewijzer.nl;hrabritelefon.hr;calabasasdigest.con; fatfreezingma
chines.com;berlin-bamboo-

bikes.org;controldekk.com;xlarge.at;conexadpapers. trade;yassir.pro;bierensgebakkramen.nl;asiluxury.com;conasmanagement.de; joyeriaorindia.con;tetinfo.in;the-domain-
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live.de;kamahouse. net; truenyc.co; fizzl.ru;shiresresidential.com;proudground.org;carriagehousesalonvt.com; fibrofolliculoma.info;drugdevice.org;kaliber.co. jp;sagadc.com;collaborat
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sec.de;schoolofpassivewealth.com; transportesycementoshidalgo.es; jerling.de;craftleathermnl.com;bsaship.com;wychowanieprzedszkolne.pl;abogadosadomicilio.es;streamerzradiol.site;p
v-

design.de; johnsonfamilyfarmblog.wordpress.com;delawarecorporatelaw.com;herbayupro.con;irishmachineryauctions.com;macabaneaupaysflechois.com;milsing.hr;pasivect.co.uk;walkingdead
nj.com;sportiomsportfondsen.nl;durganews.com;oemands.dk;maureenbreezedancetheater.org;otto-

bollmann.de; lillegrandpalais.com;dirittosanitario.biz;naturavetal.hr;monark.com;theapifactory.com;sairaku.net;marathonerpaolo.com;abogadosaccidentetraficosevilla.es;ogdenvision.
com; thenewrejuveme. com;mooshine.com;dr-pipi.de;stallbyggen.se;handi-jack-1lc.com;babcockchurch.org; jacquin-maquettes.com; shonacox.com; siliconbeach-
realestate.com;qlog.de;blumenhof -

wegleitner.at;katketytaanet. fi;worldhealthbasicinfo.com;trackyourconstruction.com;centrospgolega.com;centuryrs.com;bayoga.co.uk;theduke.de;solerluethi-
allart.ch;strandcampingdoonbeg.com;caribdoctor.org; liliesandbeauties.org;cortec-neuro.com;kadesignandbuild.co.uk;advokathuset.dk;bouquet-de-roses.com;noesis. tech;denifl-
consulting.at;vanswigchendesign.com;uimaan. fi;dpo-as-a-service.com;igbalscientific.com;tomoiyuma.com;sahalstore.com;sotsioloogia.ee;nmiec.com;zimmerei-

deboer . de; katiekerr.co.uk;nuzech.com;corona-handles.com;crowcanyon.com;bbsmobler.se;allure-cosmetics.at; jobcenterkenya.com;edgewoodestates.org;id-

vet.com; steampluscarpetandfloors.com;microcirc.net;ostheimer.at;colorofhorses.com;eco-southafrica.com;hebkft.hu;bookspeopleplaces.com;ino-professional.ru;alfa-
stroy72.com;mank.de;cafemattmeera.com;associationanalytics.com;edrcreditservices.nl;dezatec.es;blewback.com;allentownpapershow.com;bastutunnan. se;comparatif-lave-

linge. fr;mirjamholleman.nl;bogdanpeptine.ro;kosterra.com;tsklogistik.eu;erstatningsadvokaterne.dk;chrissieperry.com;wraithco.com;idemblogs.com;homesdollar.com;completeweddingkan
sas. com; gymnasedumanagement . com; executiveairllc.com;haar-

spange. com;mrxermon.de; skiltogprint.no;candyhouseusa.com;aprepol.com;eaglemeetstiger.de; sanyue119.com; kuntokeskusrok. fi;charlottepoudroux-

photographie. fr;classycurtainsltd.co.uk;denovofoodsgroup.com;kidbucketlist.com.au;stoeberstuuv.de; faronics.com;atalent. fi;mrsfieldskc.conm; fensterbau-
ziegler.de;ruralarcoiris.com;heliomotion.com;besttechie.com;321play.com.hk;apolomarcas.com;biapi-coaching. fr;sojamindbody.com;pocket-

opera.de;bradynursery.conm; loprus.pl;plantag.de; thomas-hospital.de; ftf.or.at;insp.bi;groupe-cets.com;tarotdeseidel.com;c2e-
poitiers.com;tenacitytenfold.com;paydessays.net;rehabilitationcentersinhouston.net;shiftinspiration.com;gaian.nl;jobmap.at;buymedical.biz;bargningavesta.se;aakritpatel.com;lucid
investbank.com; nakupunafoundation.org;dushka.ua; fayrecreations.com;alsace-first.com;answerstest.ru; lmtprovisions.com;bordercollie-nim.nl; foretprivee.ca;norpol-
yachting.com;naswrrg.org;slashdb.com;webhostingsrbija.rs;evologic-technologies.com;polychromelabs.com;precisionbevel.com;hannah-fink.de;prochain-

voyage.net;milltimber.aberdeen. sch.uk;mylolis.com;DupontSellsHomes.com; tampaallen.com;piajeppesen.dk;kampotpepper.gives;limassoldriving.com;finde-deine-

marke.de;danielblum. info;cirugiauretra.es;dnepr-beskid.com.ua;101gowrie.com;officehymy.com;courteney-

cox.net;vetapharma. fr; lichencafe.com;broseller.com; fiscalsort.com;rhinosfootballacademy.com;campus2day.de;mooreslawngarden.com; sipstroysochi.ru;crediacces.com;platformier.com;am
pisolabergeggi.it;justinvieira.com;spd-ehningen.de;anthonystreetrimming.com;micro-automation.de;pier40forall.org;agence-referencement-naturel-

geneve.net; forestlakeuca.org.au;coding-

machine.com;imaginado.de; falcou. fr;ateliergamila.com;homecomingstudio.com;elpa. se;vitalyscenter.es;bricotienda.com;aniblinova.wordpress.com;ihr-news. jp;aminaboutique247.com;xn--
fn-kka.no;veybachcenter.de;ccpbroadband. com; geisterradler.de;urmasiimariiuniri.ro;easytrans.com.au;pasvenska.se; lapinvihreat. fi;lionware.de;botanicinnovations.conm; leda-
ukraine.com.ua; tradiematepro.com.au;vdberg-autoimport.nl;neuschelectrical.co.za;seminoc.com;vibethink.net;iyahayki.nl;grelot-home.com;iphoneszervizbudapest.hu;y-archive.com;sla-
paris.com;parks-nuernberg.de;newstap.com.ng; jakekozmor.com; tinkoff-mobayl.ru; ledmes.ru;teresianmedia.org;rozemondcoaching.nl;bigler-hrconsulting.ch;irinaverwer.com;wien-
mitte.co.at;symphonyenvironmental.com;body-armour.online; lenreactiv-

shop. ru;aodaichandung.com;educar.org; seitzdruck.com;eraorastudio.com;iyengaryogacharlotte.com; triactis.com;vesinhnha.com.vn;osterberg. fi;cuppacap.com;ausair.com.au;cursosgratuit
osnainternet.com;aglend.conm.au;1zz1360.com;miriamgrinm.de; readberserk.com;abuelos.com;analiticapublica.es;corola.es;psc.de;architekturbuero-

wagner . net;coffreo.biz;stampagrafica.es;sanaia.com;manutouchmassage.com; tastewilliamsburg.com;braffinjurylawfirm.com;spinheal. ru;deoudedorpskernnoordwijk.nl;klimt2012.info;galse
rwis.pl;pixelarttees.con; testcoreprohealthuk.com;edelman. jp;unetica. fr;hiddencitysecrets.com.au;grupocarvalhoerodrigues.com.br;qualitus.com;smessier.com;sinal.org; familypark40.c
om;degroenetunnel.com;croftprecision.co.uk; jeanlouissibomana.com;teknoz.net;embracinghiscall.com;evangelische-pfarrgemeinde-

tuniberg.de; shhealthlaw.com;ivivo.es; faroairporttransfers.net;werkkring.nl;villa-marrakesch.de;nestor-

swiss.ch;associacioesportivapolitg.cat;makeitcount.at; fransespiegels.nl;work2live.de;beyondmarcomdotcom.wordpress.com;drfoyle.com;promalaga.es;upnrkt.co;herbstfeststaefa.ch;ligi
ercenter-sachsen.de;pierrehale.com;artige.com;digi-

talents.com;cimanchesterescorts.co.uk; stemplusacademy.com;ctrler.cn;ceres.org.au;oneplusresource.org;toreria.es;bptdmaluku.com; ftlc.es;mooglee.com; finediningweek.pl;mountaintopt
inyhomes. com; rumahminangberdaya. com; autopfand24.de;boldcitydowntown.com; triggi.de;mrsplans.net;tuuliautio. fi;geekwork.pl;songunceliptv.com;simoneblum.de; jandaonline.com;sterling
essay.com;bargningharnosand. se; smokeysstoves. com; fundaciongregal.org;markelbroch.com; saka.gr; juneauopioidworkgroup.org;assurancesalextrespaille. fr;schoellhammer.com;verifort-
capital.de; first-2-aid-u.com;zieglerbrothers.de;vietlawconsultancy.com;rollingrockcolumbia.com;lapinlviasennus. fi;campusoutreach.org;corelifenutrition.com;mardenherefordshire-
pc.gov.uk;enovos.de;makeurvoiceheard. com; prc-services.de;onlybacklink.com;365questions.org;nancy-informatique. fr;hmsdanmark.dk;maryloutaylor.com;ncuccr.org;wsoil.com.sg; julis-
lsa.de;carlosja.com;beedwin.com; live-con-arte.de;aselbermachen.com;ivfminiua.com;webmaster-

peloton. com; blogdecachorros.com; softsproductkey.com; latribuessentielle.com;biortaggivaldelsa.com;chatizel-paysage. fr;vancouver-
print.ca;bridgeloanslenders.com;simplyblessedbykeepingitreal.com;autofolierung-lu.de;cerebralforce.net;higadograsoweb.com;cyntox.com;smale-
opticiens.nl;gonzalezfornes.es;upplandsspar.se;slimidealherbal.com;verbisonline.com;kalkulator-

oszczednosci.pl; teczowadolina.bytom.pl; shadebarandgrillorlando.com;paymybill.guru;gamesboard.info;ora-it.de;dublikator.com;lorenacarnero.conm;tstaffing.nl;datacenters-in-

europe. com; luxurytv. jp;binder-buerotechnik.at;vox-surveys.com; team-montage.dk;polymedia.dk;highlinesouthasc.com;nhadatcanho247.com;n1-

headache. com; trystana.com; bunburyfreightservices.com.au;makeflowers.ru;urclan.net;icpcnj.org;milanonotati.it;refluxreducer.com;bauertree.com;blossombeyond50.com;kisplanning.com.a
u;em-gmbh.ch;saarland-thermen-resort.com;haremnick.com;ohidesign.com;stefanpasch.me;deschl.net;beautychance.se;manijaipur.com;withahmed.com;balticdermatology.lt;heurigen-
bauer.at; logopaedie-blomberg.de;trulynolen.co.uk;ventti.com.ar;iwelt.de;extraordinaryoutdoors.com;goodgirlrecovery.com;winrace.no;qualitaetstag.de;noixdecocon. fr;schutting-

info.nl;mediaclan. info;hushavefritid.dk;no-plans.com;iwr.nl;gw2guilds.org; fitovitaforum.com;podsosnani.ru;journeybacktolife.com;you-bysia.com.au",

"dbg": false,
"pid": "$2as10ShIPnYTfL4yAd01j./DIPs. Tdwq.QURm2fbUMAPQFINKQ45takexhe",
"nbody" :

"L QAtACOAPQA9IADOATABXAGUABAB jAGSBAbQBTACAATABBAGCAYQBPAGAAL gAGADOAPQAIACOAL QALAAGACGANAAOAWWAAFOATABXAGGAYQBOAHMATABIAGEACABWAGUAGA/ ACAAWWAT AFGADQAKAABACBZAGSAdQBYACAAZGBPAGWA
ZQBzACAAYQBYAGUAIABLAGAAYwBYAHKACABBAGUAZAASACAAYQBUAGQATAB AHUACGBYAGUAbGBOAGWAEQAGAHUAbGBhAHYAYQBPAGWAYQBTAGWAZQAUACAAWQBVAHUATABTAGEAbGAGAGHAGABTAGMAaWAGAGKAAAAGACAA Y QBSAGHWAT
ABMAGKAbABTAHMATABVAGAATABSAGSAdQBYACAACWBSAHMAGABLAGOATABOAGEACWAGAGUAABOAGUAbGBZAGKAbWBUACAAWBFAF gAVABIACAADQAKAE TAe QAgAHQAGABTACAAWBhAHKAL AAGAGUAdgBAHIAQBOAGGAAQBUAGCATA
BPAHMATABWAGSACWBZAGKAYgBSAGUATABOAGSATABYAGUAYwBVAHYAZQBYACAAKABYAGUACWBOAGEACGBLACKAL AAGAGIAQBOACAAQBYAHUATABUAGUAZ QBKACAAAABYACAAZgBVAGWAbABVAHCATABVAHUACGAGAGKAbgBZAHQACGB
1AGMAdABPAG8AbgBZACAATABPAHQAGABLAHIAdWBPAHMAZQASACAAeQBYAHUATABFAGEAbBOACAACGBLAHQAdQBYAGAATABSAGEAAQBYACAAZABRAHQAYQAGACGATGBFAF YARQBSACKAL GANAAOADQAKAF SAKWBACAAVWBOAGEAdAAG
AGCAdQBhAHIAYQBUAHQAZQBLAHMAPWAGAF SAKwBdAAGACGANAAOASQBOAHNA TABGAHUACWBOACAAYQAGAGIAAQBZAGKAbGBLAHMACWAUACAAVWBTACAAY QBT AHMAbWBSAHUAJABLAGWACQAGAGQAbWAGAGAAbWBOACAAYWBhAHIAZQAGA
GEAYgBVAHUAAAGAHKAbWBIACAAYQBUAGQAIABSAGEAAQBYACAAZABAGEAABZACWATABLAHGAYWBAHAAdAAGAGCAZQBOAHQAGQBUAGCATABT AGUAbGBLAGYAQQBOAHMAL gAGAEKAZGAGAHCAZQAGAGQAbWAGAGAAbWBOACAAZABVAC
AAbWB1AHIAIAB3AGEACGBrACAAYQBUAGQATABSAGKAYQBi AGKADABPAHQAAQBLAHMATAAtACAAbGBVAGIAbWBKAHKAIAB3AGKAbABSACAAbGBVAHQAIABAGBAbWBWAGUACGBhAHQAZQAGAHCAGQBOAGATABIAHMAL gAGAEKAAABZACA
AbgBVAHQAIABPAGAATABVAHUACGAGAGKAbGBOAGUACBTAHMAABZACAADQAKAF QAbWAGAGHAGABTAGHAawAgAHQAGABTACAAY QB TAGKAbABPAHQAC QAGAGEAZgAGAHTAZ QBOAHUACGBUAGKAbGBNACAAZgBPAGWAZ QBZACWATABZAGSA
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dQAgAHMAaABVAHUADABKACAAZwBVACAAdABVACAAbWBIAHIAIAB3AGUAYgBzAGKAdABIAC4ATABUAGGAZQBYAGUAIABSAGBAdQAGAGMAYQBUACAAZABLAGMACgB5SAHAAAAAGAGEAbGBTACAAZgBpAGWAZQAGAGYAbWBYACAAZgBYAGUAZ
QAUACAAVABOAGEAdAAGAGKACWAGAGEAdQBYACAAZWBIAGEACGBhAGAAAB LAGUAL gANAAGAS QBmACAAeQBVAHUATAB3AGKAbABSACAAbgBVAHQAIABIAGEAbWBWAGUACGBhAHQAZ QAGAHCAaQBOAGGATABVAHUAC gAGAHMAZ QByAHYAGQ
BJAGUAIAAtACAAZgBVAHIAIABIAHMALAAGAGKAdABZzACAAZABVAGUACWAGAGAAbWBOACAAbQBhAHQAAAB LAHIAL gAGAEIAdQBOACAAe QBVAHUAIAB3AGKABABSACAAbABVAHMAZQAgAHKAbWBIAHIAIABOAGKAbQBTACAAYQBUAGQAIAB
KAGEAdABhACWAIABFAGEAdQBzAGUAIABGAHUACWBOACAAdWBLACAAGABhAHYAZQAGAHQAGABACAACABYAGKAdgBhAHQAZQAGAGSAZQBSACAATABIAGAATABWAHIAYQB JAHQAAQBZAGUATAAtACAAABPAGOAZQAGAGKACWAGAGOAdQB ]
AGgAIABtAG8AcgBlACAAdgBhAGWAdQBhAGIADABIACAAdABOAGEAbgAgAGOAbWBUAGUAeQAUAAGACGANAACAWWAT AFOATIABIAGEAdwAgAHQAbWAGAGCAZQBOACAAYQBFAGMAZQBzAHMATIABVAGAATAB3AGUAYgBzAGKAdABLADSAIABDA
CSAXQANAAOADQAKAFkAbwB1ACAAaABhAHYAZ QAGAHQAdwBVACAAdwBhAHKACWAGAAGACGANAACAMQAPACAAWWBSAGUAYwBVAGOAbQBLAGAAZABTAGQAXQAGAFUACWBPAGAAZWAgAGEATABUAESAUGAgAGIACgBVAHCACWBTAHIAIQANAA
0AIAAGAGEAKQAGAEQAbWB3AGAAbABVAGEAZAAGAGEAbGBKACAAGQBUAHMAJABhAGWAbAAGAFQATWBSACAAYgBYAGEAdwBZAGUACgAGAGYACgBVAGOATABOAGGAAQBZACAACWBPAHQAZ QAGACAAGABOAHQACABZADOAL WAVAHQAbWBYAHA
AcgBVAGOAZQBFAHQAL gBVAHIAZWAVAAGACGAGACAAYgAPACAA TWBWAGUAbGAGAGEAAQBYACAAdWBTAGIACWBPAHQAZQAGACAAGABOAHQACAAGACSAL wBhAHAABABLAGIAegB1ADQANWB3AGCAYQBEAGEACABKAHEAawBZADYAdgBYAGHA
dgA2AHoAYwBUAGOACABWAGSAYgB4AGIAcgA2AHcAawB1AHQAZgA1ADYAbgBmADYAY(QBXADIAbgBtAHKAbwB5AGQAL gBvAG4AaQBVAGAAL wB7AFUASQBEAHOADQAKAAGACGAYACKAIABIAGYATABUAEBAUGAGAGIADABVAGMAawBTAGQAT
ABPAG4AIAB5AGEAdQBYACAAYwWBVAHUAbgBOAHIAe QASACAAdABYAHKATABOAGSAIABIAHMAZQAgAF YAUABOACEAIABCAHUAdAAGAHKAbWBIACAAYwBhAGAATABIAHMAZQAGAGEAdQBYACAACWBLAGMAbWBUAGQAYQBYAHKATIAB3AGUAYg
BzAGKAdABLAC4ATABGAGBACgAgAHQAaABPAHMAOGANAAOATAAGAGEAKQAGAESACABLAGAATABSAGBAAQBYACAAYQBUAHKAIABTAHIAbWB3AHMAZQBYACAAKABDAGGACgBVAGOAZQASACAARGBPAHIAZQBmAGBAeAASACAATWBWAGUACGB
hACWAIABIAEUALAAGAEUAZABNAGUAKQANAACATAAGAGIAKQAGAESACABIAGAATABVAHUACgAgAHMAZ QB FAGBAbgBKAGEACGBSACAAdWBLAGIACWBPAHQAZ QA6ACAAaABOAHQACAAGACEAL wBKAGUAYwBYAHKACABOAGBACgAUAGHMAYWAV
AHSAVQBIAEQAFQANAAGADQAKAFCAYQBYAG4AaQBUAGCAOGAGAHMAZ QB FAGBAbGBKAGEACGBSACAAdWB LAGIACWBPAHQAZQAGAGMAYQBUACAAYgBLACAAYgBSAGEAYwBrAGUAZAASACAAdABOAGEAdABZACAAdwBOAHKATABmAGKACBZA
HQAIAB2AGEACcgBpAGEAbgBOACAADQBIAGMAaAAGAGIAZQBOAHQAZQBYACAAYQBUAGQAIABtAGBACGBIACAAYQB2AGEAaQBSAGEAYgBSAGUAL gANAAOADQAKAFcAaABLAG4ATABSAGBAdQAGAGEACABLAG4ATABVAHUACGAGAHCAZQBTAH
MAaQBOAGUALAAgAHAAdQBOACAAAABOAGUAIABMAGEAbABSAGBAdwWBPAGAAZWAGAGQAYQBOAGEATABPAGAATABOAGIAZQAGAGKAbgBWAHUAdAAGAGYAbWBYAGOAOGANAAOASWBTAHKAOGANAACADQAKAAOACGB7AE SARQBZAHOADQAKAAO
ACgANAAOAL QAtACOALQAtACOALQAtACOALQAtACOALQAtACOALQALACOALQAtACOALQAtACOALQAtACOALQAtACOALQAtACOALQAtACOALQALACOALQAtACOALQAtACOALQAtACOALQAtACOALQAtACOALQALACOALQALACOALQALACOA
LQAtACOALQAtACOAL QAtACOALQAtACOAL QAtACOAL QAtACOAL QAtACOAL QAtACOAL QAtAAPACGANAAOAIQAhACEATIABEAEEATgBHAEUAUGAgACEAIQAhAAGACGBEAESATgBUACAAdABYAHKATIABOAGEAIABFAGGAYQBUAGCAZQAGAGYAa
0BSAGUACWAGAGIAeQAgAHKAbWBIAHIACWBLAGWAZgASACAARABPAEAAVAAGAHUACWB LACAAYQBUAHKATABOAGGAGQBYAGQAIABWAGEACGBOAHKAIABZAGEAZgBOAHCAYQBYAGUATABmAGEACGAGAHIAZQBzAHQAbWBYAGKAbGBNACAACQ
BVAHUACGAgAGQAYQBOAGEATABVAHIAIABhAGAAdABPAHYAGQBYAHUACWAGAHMAbWB SAHUAQABPAG8AbgBzACAAL QAGAGKAdABZACAAbQBhAHKAIABLAG4AdABhAGKAbAAGAGQAYQBLAGCAZQAGAGEAZgAGAHQAGABLACAACABYAGKAdgB
hAHQAZQAgAGSAZQB5ACAAYQBUAGQALAAGAGEACWAGAHIAZQBzAHUABABOACWAIABUAGGAZQAgAEWAbWBZAHMAIABhAGWADAAGAGQAYQBOAGEAL gANAACAIQAhACEATAAhACEAIQAgACEAIQAhAAGACGBPAE4ARQAGAEOATWBSAEUAIABU
AEKATQBFADOAIABIAHQACWAGAGKAbGAGAHKAbWBIAHIAIABPAGAAdABLAHIAZ QB zAHQACWAGAHQAbWAGAGCAZQBOACAACQBVAHUACGAGAGYAAQBSAGUACWAGAGIAYQBIAGSAL gAGAEYACGBVAGOATABVAHUACGAGAHMAGQBKAGUAL AAGA
HCcAZQAgACgAdABoAGUATABTAGUACWBOACAACWBWAGUAYwBpAGEADABPAHMAGABZACKAIABtAGEAawBIACAAZQB2AGUACgB5AHQAaABPAGAAZWAGAGYAbwBYACAACgBLAHMAdABVAHIAaQBUAGCALAAGAGIAdQBOACAACABSAGUAYQBZAG
UAIABzAGgAbWB1AGWAZAAGAGAAbWBOACAAGQBUAHQAZQBYAGYAZQBYAGUAL gANAAOAIQARACEATAARACEAIQAGACEATQARAAAA",

"et": 0,

"wipe": true,

"wfld": [

"backup"

1,

"rdment": 0,

"nname": "{EXT}-readme.txt",

"pk": "PcGaG/OPoFiNzulLUC2Qhz905YYQChX9SFo+MuXEV2M=",

"net": false,

"exp": false,

"arn": false

Yara Overview

Initial Sample

Source Rule Description Author Strings

gVz4ueFL8n.exe MAL_RANSOM_REvil_Oct Detects REvil Florian Roth e 0x4d44:$opl: OF 8C 74 FF FF FF 33 CO 5F 5E 5B 8B E
20 1 ransomware 55D C38B
e 0x99c6:$0p2: 8D 85 68 FF FF FF 50 E8 2A FE FF FF 8
D 85 68 FF
e 0x9fb2:$0p3: 89 4D F4 8B 4E OC 33 4E 34 33 4E 5C 33
8E 84
e 0x91eb:$op4: 8D 85 68 FF FF FF 50 E8 05 06 00 00 8
D 85 68 FF
e 0x99b5:$0p5: 8D 85 68 FF FF FF 56 57 FF 75 0C 50 E
8 2F

Memory Dumps

Source Rule Description Author Strings
00000000.00000003.202573050.00000000031C JoeSecurity_Sodinokibi Yara detected Joe Security
F000.00000004.00000040.sdmp Sodinokibi
Ransomware
00000000.00000003.202518189.00000000031C JoeSecurity_Sodinokibi Yara detected Joe Security
F000.00000004.00000040.sdmp Sodinokibi
Ransomware
00000000.00000002.421931885.0000000000DC MAL_RANSOM_REvil_Oct Detects REvil Florian Roth e 0x4944:$opl: OF 8C 74 FF FF FF 33 CO 5F 5E 5B 8B E
1000.00000020.00020000.sdmp 20_1 ransomware 55D C38B
e 0x95c6:$0p2: 8D 85 68 FF FF FF 50 E8 2A FE FF FF 8
D 85 68 FF
e 0x9bb2:$0p3: 89 4D F4 8B 4E 0C 33 4E 34 33 4E 5C 3
38E 84
e 0x8deb:$op4: 8D 85 68 FF FF FF 50 E8 05 06 00 00 8
D 85 68 FF
e 0x95b5:$0p5: 8D 85 68 FF FF FF 56 57 FF 75 0C 50 E
8 2F
00000000.00000000.202262320.0000000000DC MAL_RANSOM_REvil_Oct Detects REvil Florian Roth e 0x4944:$opl: OF 8C 74 FF FF FF 33 CO 5F 5E 5B 8B E
1000.00000020.00020000.sdmp 20_1 ransomware 55D C38B
e 0x95c6:$0p2: 8D 85 68 FF FF FF 50 E8 2A FE FF FF 8
D 85 68 FF
e 0x9bb2:$0p3: 89 4D F4 8B 4E 0C 33 4E 34 33 4E 5C 3
38E 84
e 0x8deb:$op4: 8D 85 68 FF FF FF 50 E8 05 06 00 00 8
D 85 68 FF
e 0x95b5:$0p5: 8D 85 68 FF FF FF 56 57 FF 75 0C 50 E
8 2F
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Source

Process Memory Space: gVz4ueFL8n.exe PID: 5916

Unpacked PEs

Source

0.2.gVz4ueFL8n.exe.dc0000.1.unpack

0.0.gVz4ueFL8n.exe.dc0000.0.unpack

Sigma Overview

No Sigma rule has matched

Signature Overview

Rule

JoeSecurity_Sodinokibi

Rule

MAL_RANSOM_REvil_Oct Detects REvil

20 1

MAL_RANSOM_REvil_Oct Detects REVvil

20 1

@

AV Detection:

Click to jump to signature section

Description Author Strings

Yara detected
Sodinokibi
Ransomware

Joe Security

Description Author Strings

Florian Roth e 0x4d44:$opl: OF 8C 74 FF FF FF 33 CO 5F 5E 5B 8B E

55D C3 8B

e 0x99c6:$0p2: 8D 85 68 FF FF FF 50 E8 2A FE FF FF 8
D 8568 FF

e 0x9fb2:$0p3: 89 4D F4 8B 4E 0C 33 4E 34 33 4E 5C 33
8E 84

e 0x9leb:$op4: 8D 85 68 FF FF FF 50 E8 05 06 00 00 8
D 8568 FF

e 0x99b5:$0p5: 8D 85 68 FF FF FF 56 57 FF 75 0C 50 E
8 2F

ransomware

Florian Roth e 0x4d44:$opl: OF 8C 74 FF FF FF 33 CO 5F 5E 5B 8B E

55D C3 8B

e 0x99c6:$0p2: 8D 85 68 FF FF FF 50 E8 2A FE FF FF 8
D 8568 FF

e 0x9fb2:$0p3: 89 4D F4 8B 4E 0C 33 4E 34 33 4E 5C 33
8E 84

e 0x9leb:$op4: 8D 85 68 FF FF FF 50 E8 05 06 00 00 8
D 8568 FF

e 0x99b5:$0p5: 8D 85 68 FF FF FF 56 57 FF 75 0C 50 E
8 2F

ransomware

@ AV Detection

@ Cryptography

@ Spreading

@ Networking

@ Spam, unwanted Advertisements and Ransom Demands
@ System Summary

@ Data Obfuscation

@ Persistence and Installation Behavior

® Malware Analysis System Evasion

@ Anti Debugging

@ HIPS / PFW / Operating System Protection Evasion
@ Language, Device and Operating System Detection

Antivirus | Scanner detection for submitted sample

Copyright null 2020
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Found malware configuration

Multi AV Scanner detection for submitted file

Networking:

Spam, unwanted Advertisements and Ransom Demands:

Found ransom note / readme

Yara detected Sodinokibi Ransomware

Malware Analysis System Evasion:

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Contrc
Replication  Windows Windows Windows Masquerading oS Security Software Replication Archive Exfiltration Over Other  Encrypted
Through Management Service Service Credential ~ Discovery Through Collected  Network Medium Channel
Removable Instrumentation Dumping Removable Data
Media Media
Default Service Boot or Process Virtualization/Sandbox LSASS Virtualization/Sandbox Remote Data from  Exfiltration Over Proxy
Accounts Execution Logon Injection Evasion Memory Evasion Desktop Removable Bluetooth
Initialization Protocol Media
Scripts
Domain At (Linux) Logon Script Logon Script  Process Security Process Discovery SMB/Windows Data from  Automated Exfiltration Steganogra
Accounts (Windows)  (Windows) Injection Account Admin Shares Network
Manager Shared
Drive
Local At (Windows) Logon Script Logon Script  Obfuscated Filesor ~ NTDS Application Window  Distributed Input Scheduled Transfer Protocol
Accounts (Mac) (Mac) Information Discovery Component  Capture Impersonat
Object Model

Cloud Cron Network Network Software Packing LSA Peripheral Device SSH Keylogging Data Transfer Size Fallback
Accounts Logon Script Logon Script Secrets Discovery Limits Channels
Replication  Launchd Rc.common Rc.common  Steganography Cached Account Discovery VNC GUI Input  Exfiltration Over C2 Multiband
Through Domain Capture Channel Communice
Removable Credentials
Media
External Scheduled Task  Startup Startup Items  Compile After DCSync System Owner/User  Windows Web Portal Exfiltration Over Commonly
Remote Items Delivery Discovery Remote Capture Alternative Protocol Used Port
Services Management
Drive-by Command and Scheduled  Scheduled Indicator Removal Proc System Service Shared Credential Exfiltration Over Application
Compromise Scripting Task/Job Task/Job from Tools Filesystem Discovery Webroot API Symmetric Encrypted Layer Proto

Interpreter Hooking Non-C2 Protocol
Exploit PowerShell At (Linux) At (Linux) Masquerading letc/passwd File and Directory Software Data Exfiltration Over Web Protoc
Public- and Discovery Deployment  Staged Asymmetric Encrypted
Facing letc/shadow Tools Non-C2 Protocol
Application
Supply AppleScript At At (Windows) Invalid Code Network System Information ~ Taint Shared Local Data Exfiltration Over File Transfe
Chain (Windows) Signature Sniffing Discovery Content Staging Unencrypted/Obfuscated Protocols
Compromise Non-C2 Protocol

Behavior Graph
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ID:

Sample:
Startdate:
Architecture:

Score:

- - - o e

gVzdueFLenexe AN

Behavior Graph
321427
gVz4ueFL8n.bin
22/11/2020
WINDOWS
%

SUSPICIOUS

UNKNDUWN

-
[1:]

«Q
[}
=
o

: & OO

CLEAN

o5
HY WP
o2 o

)

i
i
=

B 2|

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process
Number of created Registry Values
Number of created Files
Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

@1 Is malicious
[CI R Internet
dropped dropped dropped dropped
C:\Users\user\Desktop\...\QNCYCDFIJJ.docx, data @ C:\Users\user\Desktop\QNCYCDFIJJ.pdf, data @ C:\Users\usen\Desktop\...EGWXUHVUG pdf, data @ 3 other files (1 malicious)
Contains functionality Modifies existing user
to detect sleep reduction documents (likely ransomware:
/ modifications behavior)

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Copyright null 2020
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All of your files are encrypted!
Find 3pp6h54-readme.txt and follow instuctions

X3 |

016

3pp6hS4-r... NV

: 246 AM
Fll O Type here to search g t H e

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
gVz4ueFL8n.exe 69% Virustotal Browse
gVz4ueFL8n.exe 49% Metadefender Browse
gVz4ueFL8n.exe 73% ReversingLabs Win32.Ransomware.Sodin

okibi
gVz4ueFL8n.exe 100% Avira TR/Crypt.XPACK.Gen
gVz4ueFL8n.exe 100% Joe Sandbox ML

Dropped Files

No Antivirus matches

Unpacked PE Files

Source Detection Scanner Label Link Download
0.0.gVz4ueFL8n.exe.dc0000.0.unpack 100% Avira TR/Crypt.XPACK.Gen Download File
0.2.gVz4ueFL8n.exe.dc0000.1.unpack 100% Avira TR/Crypt.XPACK.Gen Download File
Domains

No Antivirus matches

Copyright null 2020 Page 12 of 229


https://www.virustotal.com/gui/file/d91f951bdcf35012ac6b47c28cf32ec143e4269243d8c229f6cb326fd343df95/detection/f-d91f951bdcf35012ac6b47c28cf32ec143e4269243d8c229f6cb326fd343df95-1605967601
https://www.metadefender.com/#!/results/file/YnpJd01URXlNVzV1VW5walJ6RTBNQVRrdlZKeEFkcw/regular/analysis

URLs

Source

hitp://decryptor.cc/

hitp://decryptor.cc/
hitp://aplebzu47wgazapdgks6vrcvézenjppkbxbréwketf56nf6ag2nmyoyd.onion/44BE4AC1AA85AD2C1
hitp://aplebzu47wgazapdgks6vrcvézenjppkbxbréwketf56nféag2nmyoyd.onion/
hitp://decryptor.cc/44BE4C1AA85AD2C1

Domains and IPs

Contacted Domains

No contacted domains info

URLs from Memory and Binaries

Name Source

hitp://decryptor.cc/

gVz4ueFL8n.exe, 00000000.00000
003.377775643.00000000031EF000
.00000004.00000040.sdmp

Detection
2%
0%
0%
0%
0%

Malicious

false

Scanner Label Link
Virustotal Browse
Avira URL Cloud safe

Avira URL Cloud safe

Avira URL Cloud safe

Avira URL Cloud safe

Antivirus Detection

e 2%, Virustotal, Browse

Reputation

unknown

e Avira URL Cloud: safe

hitp://https://torproject.org/ gVz4ueFL8n.exe, 00000000.00000

003.421781625.00000000031DA000
.00000004.00000040.sdmp, 3pp6h54-
readme.txt34.0.dr

hitp://decryptor.cc/44BE4C1AA85AD2C1 gVz4ueFL8n.exe, 00000000.00000

003.421781625.00000000031DA000
.00000004.00000040.sdmp, 3pp6h54-
readme.txt34.0.dr

Contacted IPs

No contacted IP infos

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Copyright null 2020

false

e Avira URL Cloud: safe

unknown

31.0.0 Red Diamond

321427

22.11.2020

02:44:09

CloudBasic

Oh 4m 31s

false

light

gVz4ueFL8n.bin (renamed file extension from bin to

exe)

default.jbs

Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211

15
0
0
0
0
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https://www.virustotal.com/gui/url/447a6b5ec8a7824ad43588a97c8ddb914790223a630d7a48986991073f014096/detection/u-447a6b5ec8a7824ad43588a97c8ddb914790223a630d7a48986991073f014096-1604068218
https://www.virustotal.com/gui/url/447a6b5ec8a7824ad43588a97c8ddb914790223a630d7a48986991073f014096/detection/u-447a6b5ec8a7824ad43588a97c8ddb914790223a630d7a48986991073f014096-1604068218

Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal96.rans.evad.WinEXE@2/207@0/0
EGA Information: Failed
HDC Information: e Successful, ratio: 98.2% (good quality ratio 94.3%)

e Quality average: 87.1%
e Quality standard deviation: 24.9%

HCA Information: Failed

Cookbook Comments: e Adjust boot time
e Enable AMSI

Warnings: Show All

e Exclude process from analysis (whitelisted):
MpCmdRun.exe, SgrmBroker.exe, conhost.exe,
VSSVC.exe, svchost.exe, UsoClient.exe

e Created / dropped Files have been reduced to 100

* Report size getting too big, too many
NtOpenKeyEx calls found.

Simulations

Behavior and APIs

No simulations

Joe Sandbox View | Context

IPs

No context
Domains

No context

ASN

No context

JA3 Fingerprints
No context

Dropped Files

No context

Created / dropped Files

Process: C:\Users\user\Desktop\gVz4ueFL8n.exe
File Type: data

Category: dropped

Size (bytes): 6948
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Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

3.871693032483107

false
96:GL5iNsggxU3TPXWKain8tuw57fc/crXbyUMKwpo/Inifd9PrR5u:GL5I3JXWKX83IfcUHyUMsAninDW
CO00E482AD266E33CDE8467875A21772

09334CBE426B6EF9ACFECB3E1043DBEOF95DDC5B
C8CC8B8620275CD6820A92COAD6CDEBF717DES31E14669758FAA487EE9397FCC

854743420E8B26B6C87FF38D2D518949BADEA4EEA703DBOFAAEQ040F2E7E743C7AD3C32674C5DE622A3A4B9713CC40BA5698A19930A32534B621BA0D1F6CEAS
8

true

low

[ +]. Whats. Hap.p.en? [+]....Y.our files. .are. .encry.pted.,. .and curren.tly. .unav.a.il
ab.le...Y.ou. can. .check. .it:..all files..on. y.o.ur system. has..extens.io.n. 3.p.p.6.n.54...By. . the. way.. ev.ery.thing..s..p.o.s.s.ib.
l.e. .to. re.c.ov.eur. .(restore.).,. but yo.u. need. to..follow. .our. .ins.tructio.ns...Otherwis.e.,. yo.u. . cant return..your. data..(.N.
EV.ER)........[+]. W.hat .g.uarantees.? [+]....Lts. jus.t a .bus.iness.. We..abs.olutely..do..not .care..ab.o.u.t y.o.u and. yo.u.r..d
eals.,. .ex.cep.t getting. .benefits.. .Lf. .we..do..not .do..our wo.rk. .and. lLiab.ilitie.s..-..n.o.b.o.dy.

C:\Program Files (x86)\3pp6h54-readme.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\gVz4ueFL8n.exe

data

dropped

6948

3.871693032483107

false
96:GL5iNsggxU3TPXWKain8tuw57fc/crXbyUMKwpo/Inifd9PrR5u:GL5I3JXWKX83IfcUHyUMsAninDW
CO00E482AD266E33CDE8467875A21772

09334CBE426B6EF9ACFECB3E1043DBEOF95DDC5B
C8CC8B8620275CD6820A92COAD6CDEBF717DES31E14669758FAA487EE9397FCC

854743420E8B26B6C87FF38D2D518949BADEA4EEA703DBOFAAEQ40F2E7E743C7AD3C32674C5DE622A3A4B9713CC40BA5698A19930A32534B621BA0D1F6CEAS3
8

false

low

--===0 Weel.c.ome... (Again.. === [+]. W.h.ats. .Hap.p.en?. [+] Y.o.ur. files..are..encry.pted.,. .and. curren.tly. .unava.il
ab.le...Y.ou. can. .check. .it:..all files..on. y.o.ur system. has..extens.ion. 3.p.p.6.n54...By. . the. way.. ev.ery.thing..s..p.o.s.s.ib.
l.e. .to. re.cov.er. .(res.tore.).,. but yo.u. need. to..follLow. .our .ins.tructio.ns...Otherwis.e.,. yo.u. cant return..your. data..(.N.
EV.ER)........[+]. W.hat .g.uarantees.? [+]....Lts. jus.t .a .bus.iness.. We..abs.olutely..do..not .care..ab.o.u.t y.o.u and. yo.u.r..d
eals.,. .ex.cep.t .getting. .benefits...Lf. .we. .do..not .do..our wo.rk .and. lLiab.ilitie.s..-..n.o.b.o.dy.

C:\Program Files (x86)\Microsoft SQL Server\110\3pp6h54-readme.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\gVz4ueFL8n.exe

data

dropped

6948

3.871693032483107

false
96:GL5iNsggxU3TPXWKain8tuw57fc/crXbyUMKwpo/Inifd9PrR5u:GL5I3JXWKX83IfcUHyUMsAninDW
CO00E482AD266E33CDE8467875A21772

09334CBE426B6EF9ACFECB3E1043DBEOF95DDC5B
C8CC8B8620275CD6820A92COAD6CDEBF717DES31E14669758FAA487EE9397FCC

854743420E8B26B6C87FF38D2D518949BADEA4EEA703DBOFAAEQ040F2E7E743C7AD3C32674C5DE622A3A4B9713CC40BA5698A19930A32534B621BA0D1F6CEAS3
8

false

low

---=== Welcome.. Again.. ===---....[+] Whats. Hap.p.en? [+]....Y.our files. .are. .encry.pted., .and. curren.tly. .unav.a.il
ab.le...Y.ou. can. .check. .it:..all files..on. y.o.ur system. has..extens.io.n. 3.p.p.6.nh.54...By. . the. way.. ev.ery.thing..s..p.o.s.s.ib.
l.e. .to. re.c.ov.eur. .(restore.).,. but yo.u. need. to..follLow. .our .ins.tructio.ns...Otherwis.e.,. yo.u. cant return..your. data..(.N.
EV.ER)........[+]. W.hat .g.uarantees.? [+]....Lts. jus.t .a .bus.iness.. We..abs.olutely..do..not care..ab.o.u.t y.o.u and. yo.u.r..d
eals.,. .ex.cep.t .getting. .benefits.. .Lf. .we. .do..not .do..our wo.rk .and. lLiab.ilitie.s..-..n.o.b.o.dy.

C:\Program Files (x86)\Microsoft SQL Server\110\Shared\3pp6h54-readme.txt

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

Copyright null 2020

C:\Users\user\Desktop\gVz4ueFL8n.exe
data

dropped

6948

3.871693032483107

false

96:GL5iNsggxU3TPXWKain8tuw57fc/crXbyUMKwpo/Inifd9PrR5u:GL5I3JXWKX83IfcUHyUMsAninDW

Page 15 of 229



C:\Program Files (x86)\Microsoft SQL Server\110\Shared\3pp6h54-readme.txt

MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

CO00E482AD266E33CDE8467875A21772
09334CBE426B6EF9ACFECB3E1043DBEOF95DDC5B
C8CC8B8620275CD6820A92COAD6CDEBF717DE5S31E14669758FAA487EEQ397FCC

854743420E8B26B6C87FF38D2D518949BADEA4EEA703DBOFAAEQ40F2E7E743C7AD3C32674C5DE622A3A4B9713CC40BA5698A19930A32534B621BA0D1F6CEAS3
8

false

low

- W.e.l.c.om.e... Ag.a.in.. === [ +]. Wohiatts. \Haap.p.e.n?. [+]....Y.our files. .are. .encry.pted.,. .and. .curren.tly. .unav.a.i.l
a.b.le....Y.ou. .can. .check. .it:. .all files..on..y.o.ur. system. has..extens.io.n. 3.p.p.6.h.54...By..the way.,. . every.thing..is..p.o.s.s.ib.
l.e. to. .rec.ov.er. .(res.tore).,. .but yo.u .need. to. follow. .our. .instru.c.tio.ns...Otherw.is.e.,. yo.u..can.t return..yo.ur .data...N.
EV.ER)........[+]. W.h.att. .g.uarante.es.? [+]....lLts. jus.t .a .business.. .We..abs.olutely..do..not . care..ab.o.u.t yo.u. .and. .yo.ur. .d.
e.als.,. .ex.ce.p.t ge.tting. .benefits.. .lf. .we..do..no.t .do..our wo.rk .and. liab.ilitie.s..-. .nob.o.dy.

C:\Program Files (x86)\Microsoft SQL Server\3pp6h54-readme.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\gVz4ueFL8n.exe

data

dropped

6948

3.871693032483107

false
96:GL5iNsggxU3TPXWKain8tuw57fc/crXbyUMKwpo/Inifd9PrR5u:GL5I3jXWKX83lfcUHyUMsAninDW
CO00E482AD266E33CDE8467875A21772

09334CBE426B6EF9ACFECB3E1043DBEOF95DDC5B
C8CC8B8620275CD6820A92COAD6CDEBF717DES31E14669758FAA487EE9397FCC

854743420E8B26B6C87FF38D2D518949BADEA4EEA703DBOFAAEQ40F2E7E743C7AD3C32674C5DE622A3A4B9713CC40BA5698A19930A32534B621BA0D1F6CEAS
8

false

low

---=== W.elcome.. Again...= w[+]. W.hats. .Hap.p.en? [+]....Y.our files. .are..encry.pted.,. .and. .curren.tly. .unav.a.il
a.b.le....Y.o.u. .can. .check. .it:. .all files..on..y.o.ur system. has..extens.io.n. 3.p.p.6.h.54...By..the way.,. . every.thing..is..p.o.s.s.ib.
l.e. to. .rec.ov.er. .(res.tore).,. .but yo.u .need. to. follow. .our. .instru.c.tio.ns...Otherw.is.e.,. yo.u..cant .return..yo.ur .data...N.
E.V.E.R).. [+]. W.h.aat .gu.arantees.?. [+ JAts. jus.t .a. .bus.iness.. .W.e. .ab.s.olutely. .d.o..not care..ab.o.ut yo.u .and. .yo.ur. .d.
e.als.,. .ex.ce.p.t ge.tting. .benefits...Lf..we..do..no.t .do..our. w.o.rk .and. liab.ilitie.s..-..n.ob.o.dy.

C:\Program Files\3pp6h54-readme.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\gVz4ueFL8n.exe

data

dropped

6948

3.871693032483107

false
96:GL5iNsggxU3TPXWKain8tuw57fc/crXbyUMKwpo/Inifd9PrR5u:GL5I3jXWKX83lfcUHyUMsAninDW
CO00E482AD266E33CDE8467875A21772

09334CBE426B6EF9ACFECB3E1043DBEOF95DDC5B
C8CC8B8620275CD6820A92COAD6CDEBF717DES31E14669758FAA487EE9397FCC

854743420E8B26B6C87FF38D2D518949BADEA4EEA703DBOFAAEQ40F2E7E743C7AD3C32674C5DE622A3A4B9713CC40BA5698A19930A32534B621BA0D1F6CEAS
8

false

low

---=== Weelcome.. Again.. ===---....[+]. Whats. .Hap.p.en? [+]....Y.our files. .are. .encry.pted.,. .and. .curre.n.tly. .unav.a.il
a.b.le....Y.ou. .can. .check. .it:. .all files..on..y.o.ur system. has..extens.io.n. 3.p.p.6.h.54...By. .the way.,. .every.thing..is..p.o.s.s.ib.
l.e. to..rec.ov.er. .(res.tore).,. .but yo.u .need. to. follow. .our. .instru.c.tio.ns...Otherw.is.e.,. yo.u..can.t .return..yo.ur. .data...N.
EV.ER)........[+]. W.h.att. .g.uarante.es.? [+]....lts. just .a .business.. .We..abs.olutely..do..not .care..ab.o.u.t yo.u. .and. .yo.ur. .d.
e.als.,. .ex.ce.p.t ge.tting. .benefits.. .Lf..we..do..no.t .d.o..our w.o.rk .and. liab.ilitie.s..-. .nob.o.dy.

C:\Recovery\3pp6h54-readme.txt

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

Copyright null 2020

C:\Users\user\Desktop\gVz4ueFL8n.exe

data

dropped

6948

3.871693032483107

false
96:GL5iNsggxU3TPXWKain8tuw57fc/crXbyUMKwpo/Inifd9PrR5u:GL5I3jXWKX83lfcUHyUMsAninDW
CO00E482AD266E33CDE8467875A21772

09334CBE426B6EF9ACFECB3E1043DBEOF95DDC5B
C8CC8B8620275CD6820A92COAD6CDEBF717DES31E14669758FAA487EE9397FCC
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C:\Recovery\3pp6h54-readme.txt

SHA-512:

Malicious:
Reputation:

Preview:

854743420E8B26B6C87FF38D2D518949BADEA4EEA703DBOFAAEQ40F2E7E743C7AD3C32674C5DE622A3A4B9713CC40BA5698A19930A32534B621BA0D1F6CEAS3
8

false

low

---=== Weelcome.. Aga.in.. ===---....[+]. Whats. .Hap.p.en? [+]....Y.our files. .are. .encry.pted.,. .and. .curren.tly. .unav.a.i.l
a.b.le....Y.o.u. .cann. .check. .it:. .all files..on..y.o.ur. system. has..extens.io.n. 3.p.p.6.h.54...By..the way.,. .every.thing..is..p.o.s.s.ib.
l.e. to..rec.ov.er. .(res.tore).,. .but yo.u .need. to. follow. .our. .ins.tru.c.tio.ns...Otherw.is.e.,. yo.u..cant return..yo.ur. .data...N.
EV.ER)........[+]. W.h.att. .g.uarante.es.? [+]....lts. jus.t .a .business.. .W.e..abs.olutely..do..not care..ab.o.u.t yo.u .and. .yo.ur .d.
e.als.,. .ex.ce.p.t ge.tting. .benefits.. .lf. .we..do..no.t .do..our wo.rk .and. liab.ilitie.s..-. .nob.o.dy.

C:\Users\3pp6h54-readme.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\gVz4ueFL8n.exe

data

dropped

6948

3.871693032483107

false
96:GL5iNsggxU3TPXWKain8tuw57fc/crXbyUMKwpo/Inifd9PrR5u:GL5I3jXWKX83lfcUHyUMsAninDW
CO00E482AD266E33CDE8467875A21772

09334CBE426B6EF9ACFECB3E1043DBEOF95DDC5B
C8CC8B8620275CD6820A92COAD6CDEBF717DES31E14669758FAA487EE9397FCC

854743420E8B26B6C87FF38D2D518949BADEA4EEA703DBOFAAEQ40F2E7E743C7AD3C32674C5DE622A3A4B9713CC40BA5698A19930A32534B621BA0D1F6CEAS3
8

false

low

---=== Welcome.. Aga.in.. ===---....[+]. Whats. .Hap.p.en? [+]....Y.our files. .are. .en.cry.pted.,. .and. .curren.tly. .unav.a.i.l
a.b.le....Y.o.u. .cann. .check. .it:. .all files..on..y.o.ur system. has..extens.io.n. 3.p.p.6.h.54...By..the way.,. . every.thing..is..p.o.s.s.ib.
l.e. to..rec.ov.er. .(res.tore).,. .but yo.u .need. to. follow. .our. .ins.tru.c.tio.ns...Otherw.is.e.,. yo.u..can.t return..yo.ur .data...N.
EV.ER)........[+]. W.h.at. .g.uarante.es.? [+]....lts. jus.t .a .bus.iness.. .W.e..abs.olutely..do..not .care..ab.o.u.t yo.u .and. .yo.ur .d.
e.als.,. .ex.ce.p.t ge.tting. .benefits...Lf..we..do..no.t .do..our. w.o.rk .and. liab.ilitie.s..-..n.ob.o.dy.

C:\Users\Default\3pp6h54-readme.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\gVz4ueFL8n.exe

data

dropped

6948

3.871693032483107

false
96:GL5iNsggxU3TPXWKain8tuw57fc/crXbyUMKwpo/Inifd9PrR5u:GL5I3jXWKX83lfcUHyUMsAninDW
CO00E482AD266E33CDE8467875A21772

09334CBE426B6EF9ACFECB3E1043DBEOF95DDC5B
C8CC8B8620275CD6820A92COAD6CDEBF717DES31E14669758FAA487EE9397FCC

854743420E8B26B6C87FF38D2D518949BADEA4EEA703DBOFAAEQ40F2E7E743C7AD3C32674C5DE622A3A4B9713CC40BA5698A19930A32534B621BA0D1F6CEAS
8

false

low

---=== Weelcome.. Again.. ===---....[+]. Whats. .Hap.p.en? [+]....Y.our files. .are. .en.cry.pted.,. .and. .curren.tly. .unav.a..l
a.b.le....Y.o.u. .can. .check. .it:. .all files..on..y.o.ur. system. has..extens.io.n. 3.p.p.6.h.54...By..the way.,. . every.thing..is..p.o.s.s.ib.
l.e. to..rec.ov.er. .(res.tore).,. .but yo.u .need. to. follow. .our. .instru.c.tio.ns...Otherw.is.e.,. yo.u..can.t .return..yo.ur .data...N.
EV.ER)........[+]. W.h.att. .g.uarante.es.? [+]....lLts. jus.t .a .bus.iness.. .W.e..abs.olutely..do..not . care..ab.o.u.t yo.u. .and. .yo.ur. .d.
e.als.,. .ex.ce.p.t ge.tting. .benefits.. .Lf. .we..do..no.t .do..our wo.rk .and. liab.ilitie.s..-..nob.o.dy.

C:\Users\Default\Desktop\3pp6h54-readme.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Copyright null 2020

C:\Users\user\Desktop\gVz4ueFL8n.exe

data

dropped

6948

3.871693032483107

false
96:GL5iNsggxU3TPXWKain8tuw57fc/crXbyUMKwpo/Inifd9PrR5u:GL5I3jXWKX83lfcUHyUMsAninDW
CO00E482AD266E33CDE8467875A21772

09334CBE426B6EF9ACFECB3E1043DBEOF95DDC5B
C8CC8B8620275CD6820A92COAD6CDEBF717DES31E14669758FAA487EE9397FCC

854743420E8B26B6C87FF38D2D518949BADEA4EEA703DBOFAAEQ40F2E7E743C7AD3C32674C5DE622A3A4B9713CC40BA5698A19930A32534B621BA0D1F6CEAS
8

false
low
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C:\Users\Default\Desktop\3pp6h54-readme.txt

Preview:

---=== Welcome.. Aga.in.. ===---....[+]. Whats. .Hap.p.en? [+]....Y.our files. .are. .en.cry.pted.,. .and. .curre.n.tly. .unav.a.i.l
a.b.le....Y.o.u. .c.ann. .check. .it:. .all files..on..y.o.ur system. has..extens.io.n. 3.p.p.6.h.54...By. .the way.,. . every.thing..is..p.o.s.s.ib.
l.e. to..rec.ov.er. .(res.tore).,. .but yo.u .need. to. follow. .our. .ins.tru.c.tio.ns...Otherw.is.e.,. yo.u..cant .return. .yo.ur .data...N.
EV.ER).......[+]. W.h.at. .g.uarante.es.? [+]....lts. jus.t .a .business.. .W.e. .abs.olutely..do..not . care..ab.o.u.t yo.u .and. .yo.ur. .d.
e.als.,. .ex.ce.p.t ge.tting. .benefits.. .Lf. .we..do..no.t .d.o..our wo.rk .and. liab.ilitie.s..-..nob.o.dy.

C:\Users\Default\Documents\3pp6h54-readme.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\gVz4ueFL8n.exe

data

dropped

6948

3.871693032483107

false
96:GL5iNsggxU3TPXWKain8tuw57fc/crXbyUMKwpo/Inifd9PrR5u:GL5I3jXWKX83lfcUHyUMsAninDW
CO00E482AD266E33CDE8467875A21772

09334CBE426B6EF9ACFECB3E1043DBEOF95DDC5B
C8CC8B8620275CD6820A92COAD6CDEBF717DES31E14669758FAA487EE9397FCC

854743420E8B26B6C87FF38D2D518949BADEA4EEA703DBOFAAEQ40F2E7E743C7AD3C32674C5DE622A3A4B9713CC40BA5698A19930A32534B621BA0D1F6CEAS
8

false

low

---=== Weelcome.. Aga.in.. ===---....[+]. Whats. .Hap.p.en? [+]....Y.our files. .are. .en.cry.pted.,. .and. .curre.n.tly. .unav.a..l
a.b.le....Y.o.u. .can. .check. .it:. .all files..on..y.o.ur. system. has..extens.io.n. 3.p.p.6.h.54...By. .the way.,. . every.thing..is..p.o.s.s.ib.
l.e. to..rec.ov.er. .(res.tore).,. .but yo.u .need. to. follow. .our. .ins.tru.c.tio.ns...Otherw.is.e.,. yo.u..cant .retur.n..yo.ur .data...N.
EV.ER)........[+]. W.h.at. .g.uarante.es.? [+]....lts. just .a .bus.iness.. .We..abs.olutely..do..not .care..ab.o.u.t yo.u .and. .yo.ur. .d.
e.als.,. .ex.ce.p.t ge.tting. .benefits.. .lf. .we..do..no.t .do..our wo.rk .and. .liab.ilitie.s..-..nob.o.dy.

C:\Users\Default\Downloads\3pp6h54-readme.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\gVz4ueFL8n.exe

data

dropped

6948

3.871693032483107

false
96:GL5iNsggxU3TPXWKain8tuw57fc/crXbyUMKwpo/Inifd9PrR5u:GL5I3jXWKX83lfcUHyUMsAninDW
CO00E482AD266E33CDE8467875A21772

09334CBE426B6EF9ACFECB3E1043DBEOF95DDC5B
C8CC8B8620275CD6820A92COAD6CDEBF717DES31E14669758FAA487EE9397FCC

854743420E8B26B6C87FF38D2D518949BADEA4EEA703DBOFAAEQ040F2E7E743C7AD3C32674C5DE622A3A4B9713CC40BA5698A19930A32534B621BA0D1F6CEAS3
8

false

low

- \W.e.l.c.om.e... . Ag.a.in.. [ +]. Wohiats. \Haap.p.e.n?. [+]....Y.our files. .are..encry.pted.,. .and. .curren.tly. .unav.a.l
a.b.le....Y.o.u. .c.ann. .check. .it:. .all files..on..y.o.ur system. has..extens.io.n. 3.p.p.6.h.54...By..the way.,. . every.thing..is..p.o.s.s.ib.
l.e. to..rec.ov.er. .(res.tore).,. .but yo.u .need. .to. follow. .our. .instru.c.tio.ns...Otherw.is.e.,. yo.u..cant retur.n..yo.ur. .data...N.
EV.ER)........[+]. W.h.at. .g.uarante.es.? [+]....lts. jus.t .a .business.. .W.e..abs.olutely..do..not .care..ab.o.u.t yo.u .and. .yo.ur .d.
e.als.,. .ex.cep.t ge.tting. .benefits.. .lf. .we..do..no.t .do..our w.o.rk .and. .liab.ilitie.s..-. .nob.o.dy.

C:\Users\Default\Favorites\3pp6h54-readme.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

Copyright null 2020

C:\Users\user\Desktop\gVz4ueFL8n.exe

data

dropped

6948

3.871693032483107

false
96:GL5iNsggxU3TPXWKain8tuw57fc/crXbyUMKwpo/Inifd9PrR5u:GL5I3jXWKX83lfcUHyUMsAninDW
CO00E482AD266E33CDE8467875A21772

09334CBE426B6EF9ACFECB3E1043DBEOF95DDC5B
C8CC8B8620275CD6820A92COAD6CDEBF717DES31E14669758FAA487EE9397FCC

854743420E8B26B6C87FF38D2D518949BADEA4EEA703DBOFAAEQ40F2E7E743C7AD3C32674C5DE622A3A4B9713CC40BA5698A19930A32534B621BA0D1F6CEAS3
8

false

low
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C:\Users\Default\Favorites\3pp6h54-readme.txt

Preview:

---=== Welcome.. Aga.in.. ===---....[+]. Whats. .Hap.p.en? [+]....Y.our files. .are. .en.cry.pted.,. .and. .curren.tly. .unav.a.i.l
a.b.le....Y.o.u. .c.ann. .check. .it:. .all files..on..y.o.ur system. has..extens.io.n. 3.p.p.6.h.54...By. .the way.,. . every.thing..is..p.o.s.s.ib.
l.e. to..rec.ov.er. .(res.tore).,. .but yo.u .need. to. follow. .our. .ins.tru.c.tio.ns...Otherw.is.e.,. yo.u..cant .return. .yo.ur .data...N.
E.V.ER)........[+]. W.h.att. .g.uarante.es.? [+]....lts. jus.t .a .business.. .We..abs.olutely..do..not .care..ab.o.u.t yo.u. .and. .yo.ur. .d.
e.als.,. .ex.ce.p.t ge.tting. .benefits.. .Lf. .we..do..no.t .d.o..our wo.rk .and. liab.ilitie.s..-..nob.o.dy.

C:\Users\Default\Links\3pp6h54-readme.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\gVz4ueFL8n.exe

data

dropped

6948

3.871693032483107

false
96:GL5iNsggxU3TPXWKain8tuw57fc/crXbyUMKwpo/Inifd9PrR5u:GL5I3jXWKX83lfcUHyUMsAninDW
CO00E482AD266E33CDE8467875A21772

09334CBE426B6EF9ACFECB3E1043DBEOF95DDC5B
C8CC8B8620275CD6820A92COAD6CDEBF717DES31E14669758FAA487EE9397FCC

854743420E8B26B6C87FF38D2D518949BADEA4EEA703DBOFAAEQ40F2E7E743C7AD3C32674C5DE622A3A4B9713CC40BA5698A19930A32534B621BA0D1F6CEAS
8

false

low

---=== Weelcome.. Again.. ===---....[+]. Whats. .Hap.p.en? [+]....Y.our files. .are. .en.cry.pted.,. .and. .curre.n.tly. .unav.a.i.l
a.b.le....Y.o.u. .can. .check. .it:. .all files..on..y.o.ur. system. has..extens.io.n. 3.p.p.6.h.54...By. .the way.,. . every.thing..is..p.o.s.s.ib.
l.e. to..rec.ov.er. .(res.tore).,. .but yo.u .need. to. follow. .our. .ins.tru.c.tio.ns...Otherw.is.e.,. yo.u..cant .retur.n..yo.ur .data...N.
E.V.ER)........[+]. W.h.at. .g.uarante.es.? [+]....lts. just .a .business.. .W.e..abs.olutely..do..not . care..ab.o.u.t yo.u. .and. .yo.ur .d.
e.als.,. .ex.ce.p.t ge.tting. .benefits.. .lf. .we..do..no.t .do..our wo.rk .and. .liab.ilitie.s..-..nob.o.dy.

C:\Users\Default\Music\3pp6h54-readme.txt

Process: C:\Users\user\Desktop\gVz4ueFL8n.exe

File Type: data

Category: dropped

Size (bytes): 6948

Entropy (8bit):  3.871693032483107

Encrypted: false

SSDEEP: 96:GL5iNsggxU3TPXWKain8tuw57fc/crXbyUMKwpo/Inifd9PrR5u:GL5I3jXWKX83lfcUHyUMsAninDW

MD5: COO0E482AD266E33CDE8467875A21772

SHA1L: 09334CBE426B6EF9ACFECB3E1043DBEOF95DDC5B

SHA-256: C8CC8B8620275CD6820A92C0OAD6CDEBF717DES31E14669758FAA487EE9397FCC

SHA-512: 854743420E8B26B6C87FF38D2D518949BADEA4EEA703DBOFAAEQ40F2E7E743C7AD3C32674C5DEG622A3A4B9713CC40BA5698A19930A32534B621BA0D1F6CEA3
8

Malicious: false

Reputation: low

Preview:
- \W.e.l.c.om.e... . Ag.a.in.. e[ +]. Wohiats. \Haap.p.e.n?. [+]....Y.our files. .are..encry.pted.,. .and. .curren.tly. .unav.a.il
a.b.le....Y.o.u. .c.ann. .check. .it:. .all files..on..y.o.ur system. has..extens.io.n. 3.p.p.6.h.54...By..the way.,. . every.thing..is..p.o.s.s.ib.
l.e. to..rec.ov.er. .(res.tore).,. .but yo.u .need. .to. follow. .our. .instru.c.tio.ns...Otherw.is.e.,. yo.u..cant retur.n..yo.ur. .data...N.
E.V.ER)........[+]. W.h.att. .g.uarante.es.? [+]....lLts. jus.t .a .business.. .We..abs.olutely..do..not . care..ab.o.u.t yo.u .and. .yo.ur. .d.
e.als.,. .ex.cep.t ge.tting. .benefits.. .lf. .we..do..no.t .do..our w.o.rk .and. .liab.ilitie.s..-. .nob.o.dy.

C:\Users\DefaultiINTUSER.DAT.LOG1 E

Process: C:\Users\user\Desktop\gVz4ueFL8n.exe

File Type: data

Category: dropped

Size (bytes): 57576

Entropy (8bit):  7.996531053929097

Encrypted: true

SSDEEP: 1536:VNma7YrVh+hSErSIG84dBh2xbWGm9EIp90fNd:vmSYDErG84Lh9Eog

MD5: S5E6877F156E44FE35202E86DB414296A

SHA1L: 22B14F3916COA3EDA9A58453D656B073AF04B3DE

SHA-256: FO6F4AD00C1B019D3A06A24C036A1527A354A6112AFEOESAFF6CF2411DDD8995

SHA-512: 77F006BA8934701B1E2FD4C1B2F527C243556DEBD2D3CB09ESFOFOFD83F59D814EC3CF75BEOA367F2610C79301BBOELISEDAE36D927FABICS55ACCA7FEDA2A2!
35

Malicious: false

Reputation: low

Copyright null 2020
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Preview:
C(AK......-tb}d.VnljO8.. .h.7w..L....0.XT..L.v#.z...P.'0..7.W........ J..n]...CM.9b.0&.....V...%.=F.....w..+...\> . R.@PgO*N..3.k.....Y .- /. Li.....=r A& Xl O
LG20HLY LY $VL.CLH@.8W S [.3.8@. ... 6>.xmX...zNL..Sl........... A_=2..{....0.3.*Y&1.>.C"S.1M.... .T....._JbGb.y...x.Z.S 5......9D.ZX(...d.P.9...0S?..sJ.. #...0...3L
+-...D.1L.>]}..0.@.-.izf.i(..5....9.9°4.%.7..p...t"\sn-4.......T.9..v.X..bCa7 C.".w..+.@R.&0....S.. . (......... R..mj.3...]h.P..,.D.#.IN7KXB...m..IA/."..na....enj$..F._.8..u..%.\ ..
.=L..P..l...RG.66... LGA)BSL fW......+AL...CPf.4+u.nA. UG.dV (Y ..?z.*sx..Q.S..U...OcbnvN.1.Q.....{.r<.$..
" ?hLELLCAALMVLY . pmM.. V9.0 L4048 sg5 '~ HL.@. Vi -AL~Z.L. e O b~ W\c.J.0.l....Q.m......94Kz...+.....OF 9IP....'

e N Y\

Process: C:\Users\user\Desktop\gVz4ueFL8n.exe

File Type: data

Category: dropped

Size (bytes): 65768

Entropy (8bit): 7.997011115701715

Encrypted: true

SSDEEP: 1536:1xaOmBDVrQc3sv2h4tKyZ20GAKNBMEOY 7SNDkKFaHRhM2:IPmBD9Qc8vG4tF40G5NBMEOAY DKKFOM2

MD5: 14BCB6A54E547EE01F919ABCDDF69B57

SHAL: 7EA9F3B57160FD138807E42FD3252D727305AD55

SHA-256: BFB600801372BE22A497B0772B68383CE57174CEE01EC4BOASBE2B43E60C83F0

SHA-512: 373F813C8DEC06CI9DADB45308AEDFI7B439BFOCBBA03324AF8B9635272BABFEB56B8029D0C8D38CFC4A456FEB35296057A9168E5FAE97977BFFI9F39F7D188¢
3

Malicious: false

Reputation: low

Preview:

M...kJ."..s].. .MY.E.of..;n..p...v.Ps .
E-.9.W..w;7...s..... <..\w.$....u...ce.E. Tzd<KaL...r_.kNx... >j..Ry.N..3............9..]......'.0.n.@.W2d..8..YNN.z.sv.1%.i.0.:d..(...a..G.-; Tk.?...n.j.}.w./.. k....F
~H.Tevt...U.P.Ks.>.".A>-{.Z *5.6._L8..1_&..F-T7.u=/.10oF..".m6..$r.F.k.B.An/mDKn5".... X:IV&AT,....9.)P JU...).X)-.Ir=/........ -kl
.F}1...C.T.{8;.%... {."}..C0..}.]....5.0.70...bN4WR.[.i=.y...,.8."B..]..R...0.5...8W.~f.6......C,.....p....K,=(&O...t0..4e....EOY..<..K10.891M,......gX:...t...Z..Nb.|.K.w&..gu(..
(U..%..x"...[6.\..|B-<A..... Voo dK.m...u.U.8..D.2..V.}...;%....TZd.....F|9...5%0v..;...XQ.?...5;.Q..V .G...D).r.W.....hfcz}.m.g....P...w..~r5....h.Ak._OEB_.x...6

Process: C:\Users\user\Desktop\gVz4ueFL8n.exe

File Type: data

Category: dropped

Size (bytes): 524520

Entropy (8bit): 7.99963919639652

Encrypted: true

SSDEEP: 12288:uXdnKmXZrOWHY 311g5G9Xc1fdgfWHHDvMrOr601uz:YIKsZJclnufdgfEjvzbla

MD5: 1255B3F809FCABC099510FBC69DBCO5A

SHAL: 4D7ECB093A30DCCEEODE07348D46FA3EA8C4E500

SHA-256: 8DDB71A1DB6EOEC87D30140BBBCCFD77A36A6458FC95C225F25EBCBOD88D0317

SHA-512: 8B16BD9E044061A6084ACDC79D3D70D25085B2D00BADFA40B4424E72E4FEDA20480F34648228025C513F6C563DF31FEF72B9ESBFC1C8DE66CDASEBOAS97188A
C

Malicious: false

Reputation: low

Preview:

cheZas o< VALK LQUH? L ZMOY b AL _dGw....\...C....C..#5A ...
L9..#.0..b...0...&...%..h.< . AM2Q/.yoV..u#.....;.v....%...e....Vb..4
<.@.-#.6J.C....... %.h..2..(tn.. "t

HZT......"...
=..0.M.s.j.Je;.r..G...Psg.'Ajj.t.p..}.
Y(JIm...7.emsl.Q..h.....r..)

Process: C:\Users\user\Desktop\gVz4ueFL8n.exe

File Type: data

Category: dropped

Size (bytes): 524520

Entropy (8bit): 7.999629315528931

Encrypted: true

SSDEEP: 12288:BV6tyvBWK|jS/XQyzGR7HHWMEETGItTZMnA7kFb5iJ8WHoj:z6typlpyzG5Qde TGItKAa568WHoj
MD5: 1CB5FF6B9A4C5B174BFF717EE7F8A2C6

SHAL: 4BCB8C3A98325026866057E61559DE62C11BBES45

SHA-256: 5534329D5623B356C174BAE109022CE423CA7D50EAG9E1IEAABL329B785EAD481

SHA-512: 1F334D2A77D7B7AF4B2881CCFD5901936AD4297075B2E4E5BA3B059714513B74E76DD402F2B12E0687326C7008920720C6A45F8F2B29A2BBDBBFACI8E89ICB55!
Malicious: false

Reputation: low
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C:\Users\DefaultiINTUSER.DAT{8ebe95f7-3dch-11e8-a9d9-7cfe90913f50}. TMContainer00000000000000000002.regtrans-ms E

Preview:

...=.SP..6&.D8..3..(.;*.C...n..x8. n. .
...FEm#.S..&.S..(@....F6..UX......C.J}.&T....@|..0.6 KH".2.5>H.
D.dlj......0u.m...8....BH."...m..d..}&...72UL k.I..8x|M|2(.....b.yp.p..:9..u.....q&Qp+G 4... ..a.R...d-.ig...}.l....L.2.5n.1..T..*V...P.%..R..0.a0]'....4V~ .1.%R...3.u.0R

C:\Users\Default\Pictures\3pp6h54-readme.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\gVz4ueFL8n.exe

data

dropped

6948

3.871693032483107

false
96:GL5iNsggxU3TPXWKain8tuw57fc/crXbyUMKwpo/Inifd9PrR5u:GL5I3jXWKX83lfcUHyUMsAninDW
CO00E482AD266E33CDE8467875A21772

09334CBE426B6EF9ACFECB3E1043DBEOF95DDC5B
C8CC8B8620275CD6820A92COAD6CDEBF717DES31E14669758FAA487EE9397FCC

854743420E8B26B6C87FF38D2D518949BADEA4EEA703DBOFAAEQ40F2E7E743C7AD3C32674C5DE622A3A4B9713CC40BA5698A19930A32534B621BA0D1F6CEA3
8

false

low

---=== Weelcome.. Again.. ===---....[+]. Whats. .Hap.p.en? [+]....Y.our files. .are. .en.cry.pted.,. .and. .curre.n.tly. .unav.a.i.l
a.b.le...Y.ou. .c.aan. .check. .it:..all files..on..y.o.ur system. has..extens.io.n. 3.p.p.6.h.54...By..the way.,. .every.thing..is..p.o.s.s.ib.
l.e. .to. .rec.ov.er. .(res.tore).,. .b.ut yo.u .need. to. follow. .our. .instru.c.tio.ns...Otherw.is.e.,. yo.u..can.t .return..yo.ur .data...N.
E.V.ER).......[+]. W.h.at. .g.uarante.es.? [+]....lLts. jus.t .a .business.. .We..abs.olutely..do..not care..ab.o.u.t yo.u .and. .yo.ur. .d.
e.als.,. .ex.ce.p.t ge.tting. .benefits.. .Lf..we..do..no.t .do..our w.o.rk .and. liab.ilitie.s..-..n.ob.o.dy.

C:\Users\Default\Saved Games\3pp6h54-readme.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\gVz4ueFL8n.exe

data

dropped

6948

3.871693032483107

false
96:GL5iNsggxU3TPXWKain8tuw57fc/crXbyUMKwpo/Inifd9PrR5u:GL5I3jXWKX83lfcUHyUMsAninDW
CO00E482AD266E33CDE8467875A21772

09334CBE426B6EF9ACFECB3E1043DBEOF95DDC5B
C8CC8B8620275CD6820A92COAD6CDEBF717DES31E14669758FAA487EE9397FCC

854743420E8B26B6C87FF38D2D518949BADEA4EEA703DBOFAAEQ40F2E7E743C7AD3C32674C5DE622A3A4B9713CC40BA5698A19930A32534B621BA0D1F6CEAS3
8

false

low

---=== W.elcome.. Aga.in.. ===---....[+]. Whats. .Hap.p.en? [+]....Y.our files. .are. .encry.pted.,. .and. .curre.n.tly. .unav.a.i.l
a.b.le....Y.o.u. .c.an. .check. .it:. .all files..on..y.o.ur system. has..extens.io.n. 3.p.p.6.h.54...By..the way.,. .every.thing..is..p.o.s.s.ib.
l.e. to..rec.ov.er. .(res.tore).,. .but yo.u .need. to. follow. .our. .instru.c.tio.ns...Otherw.is.e.,. yo.u..cant return..yo.ur. .data...N.
E\V.ER)........[+]. W.h.att. .g.uarante.es.? [+]....lLts. just .a .business.. .W.e. .abs.olutely..do..not .care..ab.o.u.t yo.u. .and. .yo.ur .d.
e.als.,. .ex.ce.p.t ge.tting. .benefits.. .lf. .we..do..no.t .do..our w.o.rk .and. liab.ilitie.s..-..nob.o.dy.

C:\Users\Default\Videos\3pp6h54-readme.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

Copyright null 2020

C:\Users\user\Desktop\gVz4ueFL8n.exe

data

dropped

6948

3.871693032483107

false
96:GL5iNsggxU3TPXWKain8tuw57fc/crXbyUMKwpo/Inifd9PrR5u:GL5I3jXWKX83lfcUHyUMsAninDW
CO00E482AD266E33CDE8467875A21772

09334CBE426B6EF9ACFECB3E1043DBEOF95DDC5B
C8CC8B8620275CD6820A92COAD6CDEBF717DES31E14669758FAA487EE9397FCC

854743420E8B26B6C87FF38D2D518949BADEA4EEA703DBOFAAEQ40F2E7E743C7AD3C32674C5DE622A3A4B9713CC40BA5698A19930A32534B621BA0D1F6CEA3
8

false

---=== .W.elcome.. Aga.in.. === e[ +]. Wohiats. \Haap.p.e.n?. [+]....Y.our files. .are. .encry.pted.,. .and. .curren.tly. .unav.a.il
a.b.le....Y.o.u. .can. .check. .it:. .all files..on..y.o.ur system. has..extens.io.n. 3.p.p.6.h.54...By. .the way.,. . every.thing..is..p.o.s.s.ib.
l.e. to..rec.ov.er. .(res.tore).,. .but yo.u .need. .to. follow. .our. .ins.tru.c.tio.ns...Otherw.is.e.,. yo.u..cant return..yo.ur. .data...N.
EV.ER)........[+]. W.h.att. .g.uarante.es.? [+]....lLts. just .a .business.. .W.e..abs.olutely..do..not .care..ab.o.u.t yo.u .and. .yo.ur. .d.
e.als.,. .ex.ce.p.t ge.tting. .benefits.. .Lf..we..do..no.t .d.o..our w.o.rk .and. liab.ilitie.s..-..nob.o.dy.
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C:\Users\Public\3pp6h54-readme.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\gVz4ueFL8n.exe

data

dropped

6948

3.871693032483107

false
96:GL5iNsggxU3TPXWKain8tuw57fc/crXbyUMKwpo/Inifd9PrR5u:GL5I3jXWKX83lfcUHyUMsAninDW
CO00E482AD266E33CDE8467875A21772

09334CBE426B6EF9ACFECB3E1043DBEOF95DDC5B
C8CC8B8620275CD6820A92COAD6CDEBF717DES31E14669758FAA487EE9397FCC

854743420E8B26B6C87FF38D2D518949BADEA4EEA703DBOFAAEQ40F2E7E743C7AD3C32674C5DE622A3A4B9713CC40BA5698A19930A32534B621BA0D1F6CEA3
8

false

---=== Welcome.. Aga.in.. ===---....[+]. Whats. .Hap.p.en? [+]....Y.our files. .are. .encry.pted.,. .and. .curren.tly. .unav.a.il
a.b.le....Y.ou. .c.an. .check. .it:. .all files..on..y.o.ur system. has..extens.io.n. 3.p.p.6.h.54...By..the way.,. .every.thing..is..p.o.s.s.ib.
l.e. to..rec.ov.er. .(res.tore).,. .but yo.u .need. to. follow. .our. .ins.tru.c.tio.ns...Otherw.is.e.,. yo.u..cant retur.n..yo.ur. .data...N.
EV.ER)........[+]. W.h.att. .g.uarante.es.? [+]....lts. just .a .business.. .We..abs.olutely..do..not care..ab.o.u.t yo.u. .and. .yo.ur .d.
e.als.,. .ex.cep.t ge.tting. .benefits.. .Lf. .we..do..no.t .do..our wo.rk .and. liab.ilitie.s..-..nob.o.dy.

C:\Users\Public\AccountPictures\3pp6h54-readme.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\gVz4ueFL8n.exe

data

dropped

6948

3.871693032483107

false
96:GL5iNsggxU3TPXWKain8tuw57fc/crXbyUMKwpo/Inifd9PrR5u:GL5I3jXWKX83lfcUHyUMsAninDW
CO00E482AD266E33CDE8467875A21772

09334CBE426B6EF9ACFECB3E1043DBEOF95DDC5B
C8CC8B8620275CD6820A92COAD6CDEBF717DES31E14669758FAA487EE9397FCC

854743420E8B26B6C87FF38D2D518949BADEA4EEA703DBOFAAEQ40F2E7E743C7AD3C32674C5DE622A3A4B9713CC40BA5698A19930A32534B621BA0D1F6CEA3
8

false

=== W.elcome.. . Again...= w[+]. Wh.ats. .Hap.p.en? [+]....Y.our files. .are..encry.pted.,. .and. .curren.tly. .unav.a.il
a.b.le....Y.o.u. .can. .check. .it:. .all files..on..y.o.ur system. has..extens.io.n. 3.p.p.6.h.54...By..the way.,. . every.thing..is..p.o.s.s.ib.
l.e. to..rec.ov.er. .(res.tore).,. .but yo.u .need. .to. follow. .our. .ins.tru.c.tio.ns...Otherw.is.e.,. yo.u..can.t . return..yo.ur. .data...N.
E.V.ER)........[+]. W.h.ait. .g.uarante.es.? [+]....lts. jus.t .a .business...We..abs.olutely..do..not care..ab.o.u.t yo.u. .and. .yo.ur. .d.
e.als.,. .ex.cep.t ge.tting. .benefits.. .lf. .we..do..no.t .do..our wo.rk .and. liab.ilitie.s..-. .nob.o.dy.

C:\Users\Public\Desktop\3pp6h54-readme.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\gVz4ueFL8n.exe

data

dropped

6948

3.871693032483107

false
96:GL5iNsggxU3TPXWKain8tuw57fc/crXbyUMKwpo/Inifd9PrR5u:GL5I3jXWKX83lfcUHyUMsAninDW
CO00E482AD266E33CDE8467875A21772

09334CBE426B6EF9ACFECB3E1043DBEOF95DDC5B
C8CC8B8620275CD6820A92COAD6CDEBF717DES31E14669758FAA487EE9397FCC

854743420E8B26B6C87FF38D2D518949BADEA4EEA703DBOFAAEQ40F2E7E743C7AD3C32674C5DE622A3A4B9713CC40BA5698A19930A32534B621BA0D1F6CEAS
8

false

---=== Welcome.. Aga.in.. ===---....[+]. Whats. .Hap.p.en? [+]....Y.our files. .are. .encry.pted.,. .and. .curren.tly. .unav.a.i.l
a.b.le....Y.o.u. .can. .check. .it:. .all files..on..y.o.ur. system. has..extens.io.n. 3.p.p.6.h.54...By. .the way.,. . every.thing..is..p.o.s.s.ib.
l.e. to. .rec.ov.er. .(res.tore).,. .but yo.u .need. to. follow. .our. .ins.tru.c.tio.ns...Otherw.is.e.,. yo.u..cant retur.n..yo.ur. .data...N.
EV.ER)........[+]. W.h.at. .g.uarante.es.? [+]....lts. jus.t .a .business.. .We..abs.olutely..do..not .care..ab.o.u.t yo.u .and. .yo.ur .d.
e.als.,. .ex.ce.p.t ge.tting. .benefits.. .lf. .we..do..no.t .do..our wo.rk .and. liab.ilitie.s..-..nob.o.dy.

C:\Users\Public\Documents\3pp6h54-readme.txt

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

Copyright null 2020

C:\Users\user\Desktop\gVz4ueFL8n.exe
data

dropped

6948

3.871693032483107

false
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C:\Users\Public\Documents\3pp6h54-readme.txt

SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

96:GL5iNsggxU3TPXWKain8tuw57fc/crXbyUMKwpo/Inifd9PrR5u:GL5I3jXWKX83lfcUHyUMsAninDW
CO00E482AD266E33CDE8467875A21772

09334CBE426B6EF9ACFECB3E1043DBEOF95DDC5B
C8CC8B8620275CD6820A92COAD6CDEBF717DES31E14669758FAA487EE9397FCC

854743420E8B26B6C87FF38D2D518949BADEA4EEA703DBOFAAEQ40F2E7E743C7AD3C32674C5DE622A3A4B9713CC40BA5698A19930A32534B621BA0D1F6CEAS
8

false

- W.e.l.c.om.e... Ag.a.in.. === e[ +]. Wohiats. \Haap.p.e.n?. [+]....Y.our files. .are. .encry.pted.,. .and. .curren.tly. .unav.a.il
a.b.le....Y.ou. .can. .check. .it:. .all files..on..y.o.ur. system. has..extens.io.n. 3.p.p.6.h.54...By..the way.,. . every.thing..is..p.o.s.s.ib.
l.e. to. .rec.ov.er. .(res.tore).,. .but yo.u .need. to. follow. .our. .instru.c.tio.ns...Otherw.is.e.,. yo.u..can.t return..yo.ur .data...N.
EV.ER).......[+]. W.h.at. .g.uarante.es.? [+]....lts. jus.t .a .business.. .We..abs.olutely..do..not care..ab.o.u.t yo.u .and. .yo.ur. .d.
e.als.,. .ex.ce.p.t ge.tting. .benefits.. .lf. .we..do..no.t .do..our wo.rk .and. liab.ilitie.s..-. .nob.o.dy.

C:\Users\Public\Downloads\3pp6h54-readme.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\gVz4ueFL8n.exe

data

dropped

6948

3.871693032483107

false
96:GL5iNsggxU3TPXWKain8tuw57fc/crXbyUMKwpo/Inifd9PrR5u:GL5I3jXWKX83lfcUHyUMsAninDW
CO00E482AD266E33CDE8467875A21772

09334CBE426B6EF9ACFECB3E1043DBEOF95DDC5B
C8CC8B8620275CD6820A92COAD6CDEBF717DES31E14669758FAA487EE9397FCC

854743420E8B26B6C87FF38D2D518949BADEA4EEA703DBOFAAEQ40F2E7E743C7AD3C32674C5DE622A3A4B9713CC40BA5698A19930A32534B621BA0D1F6CEAS
8

false

---=== Welcome.. Aga.in.. ===---....[+]. Whats. .Hap.p.en? [+]....Y.our files. .are. .encry.pted.,. .and. .curren.tly. .unav.a..l
a.b.le....Y.o.u. .can. .check. .it:. .all files..on..y.o.ur system. has..extens.io.n. 3.p.p.6.h.54...By..the way.,. . every.thing..is..p.o.s.s.ib.
l.e. to..rec.ov.er. .(res.tore).,. .but yo.u .need. to. follow. .our. .ins.tru.c.tio.ns...Otherw.is.e.,. yo.u..can.t .return..yo.ur. .data...N.
EV.ER)........[+]. W.h.att. .g.uarante.es.? [+]....lts. jus.t .a .bus.iness.. .W.e..abs.olutely..do..not .care..ab.o.u.t yo.u .and. .yo.ur. .d.
e.als.,. .ex.ce.p.t ge.tting. .benefits...Lf..we..do..no.t .do..our. w.o.rk .and. liab.ilitie.s..-..n.ob.o.dy.

C:\Users\Public\Libraries\3pp6h54-readme.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\gVz4ueFL8n.exe

data

dropped

6948

3.871693032483107

false
96:GL5iNsggxU3TPXWKain8tuw57fc/crXbyUMKwpo/Inifd9PrR5u:GL5I3jXWKX83lfcUHyUMsAninDW
CO00E482AD266E33CDE8467875A21772

09334CBE426B6EF9ACFECB3E1043DBEOF95DDC5B
C8CC8B8620275CD6820A92COAD6CDEBF717DES31E14669758FAA487EE9397FCC

854743420E8B26B6C87FF38D2D518949BADEA4EEA703DBOFAAEQ40F2E7E743C7AD3C32674C5DE622A3A4B9713CC40BA5698A19930A32534B621BA0D1F6CEAS
8

false

---=== Weelcome.. Aga.in.. ===---....[+]. Whats. .Hap.p.en? [+]....Y.our files. .are. .en.cry.pted.,. .and. .curre.n.tly. .unav.a..l
a.b.le....Y.ou. .can. .check. .it:. .all files..on..y.o.ur system. has..extens.io.n. 3.p.p.6.h.54...By. .the way.,. .every.thing..is..p.o.s.s.ib.
l.e. to..rec.ov.er. .(res.tore).,. .but yo.u .need. to. follow. .our. .instru.c.tio.ns...Otherw.is.e.,. yo.u..can.t .return..yo.ur. .data...N.
EV.ER).......[+]. W.h.att. .g.uarante.es.? [+]....lts. jus.t .a .business.. .We..abs.olutely..do..not . care..ab.o.u.t yo.u. .and. .yo.ur. .d.
e.als.,. .ex.ce.p.t ge.tting. .benefits.. .Lf. .we..do..no.t .do..our wo.rk .and. liab.ilitie.s..-..nob.o.dy.

C:\Users\Public\Libraries\RecordedTV.library-ms

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Copyright null 2020

C:\Users\user\Desktop\gVz4ueFL8n.exe

data

dropped

1231

7.832316696220066

false

24:WIAUIUhOF1710JTEX1n8SLFkFeYLmxfwpOw5zPUhY 2i:;jPAODAQXFVLYLfpBP2Y2i
B50E2546847D61348726FC286DA47824
46B47C98D1E244EA767DD51CF8C8939A47A42E19
C4C910BED6E41E13AD528B12126ECA81EE77C4A4B0DD998995729B65DDDCF6CB
CF810A23BC8ABE59592883E1F9C0644DBBIF604267E43D0FCCC8149150255116722ACA8FCDF59701F335DEA825A009F89BF2247ADCA16840863362C506098E3C

false
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C:\Users\Public\Libraries\RecordedTV.library-ms

Preview:

&)
8N_.../[.c.
_.nK.

...... . : .. dOp.m..j.)X. A yM...L.h1(#...W.%. .@

C:\Users\Public\Music\3pp6h54-readme.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\gVz4ueFL8n.exe

data

dropped

6948

3.871693032483107

false
96:GL5iNsggxU3TPXWKain8tuw57fc/crXbyUMKwpo/Inifd9PrR5u:GL5I3jXWKX83lfcUHyUMsAninDW
CO00E482AD266E33CDE8467875A21772

09334CBE426B6EF9ACFECB3E1043DBEOF95DDC5B
C8CC8B8620275CD6820A92COAD6CDEBF717DES31E14669758FAA487EE9397FCC

854743420E8B26B6C87FF38D2D518949BADEA4EEA703DBOFAAEQ40F2E7E743C7AD3C32674C5DE622A3A4B9713CC40BA5698A19930A32534B621BA0D1F6CEAS
8

false

- \W.e.l.c.om.e... . Ag.a.in.. [ +]. Wohiatts. \Haap.p.e.n?. [+]....Y.our files. .are. .encry.pted.,. .and. .curre.n.tly. .unav.a.l
a.b.le....Y.ou. .c.an. .check. .it:. .all files..on..y.o.ur system. has..extens.io.n. 3.p.p.6.h.54...By. .the way.,. . every.thing..is..p.o.s.s.ib.
l.e. to..rec.ov.er. .(res.tore).,. .but yo.u .need. to. follow. .our. .instru.c.tio.ns...Otherw.is.e.,. yo.u..cant .return..yo.ur .data...N.
EV.ER)........[+]. W.h.at. .g.uarante.es.? [+]....lLts. jus.t .a .business.. .W.e..abs.olutely..do..not care..ab.o.u.t yo.u. .and. .yo.ur. .d.
e.als.,. .ex.ce.p.t ge.tting. .benefits.. .lf. .we..do..no.t .do..our wo.rk .and. .liab.ilitie.s..-..nob.o.dy.

C:\Users\Public\Pictures\3pp6h54-readme.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\gVz4ueFL8n.exe

data

dropped

6948

3.871693032483107

false
96:GL5iNsggxU3TPXWKain8tuw57fc/crXbyUMKwpo/Inifd9PrR5u:GL5I3jXWKX83lfcUHyUMsAninDW
CO00E482AD266E33CDE8467875A21772

09334CBE426B6EF9ACFECB3E1043DBEOF95DDC5B
C8CC8B8620275CD6820A92COAD6CDEBF717DES31E14669758FAA487EE9397FCC

854743420E8B26B6C87FF38D2D518949BADEA4EEA703DBOFAAEQ040F2E7E743C7AD3C32674C5DE622A3A4B9713CC40BA5698A19930A32534B621BA0D1F6CEAS3
8

false

= .W.el.come...Again...===---....[+]. Whats. .Hap.p.en? [+]....Y.our files..are. .en.c.ryp.ted., .and. .curren.tly. .unav.a.il
a.b.le....Y.o.u. .c.ann. .check. .it:. .all files..on..y.o.ur system. has..extens.io.n. 3.p.p.6.h.54...By..the way.,. . every.thing..is..p.o.s.s.ib.
l.e. to. .rec.ov.er. .(res.tore).,. .but yo.u .need. to. follow. .our. .instru.c.tio.ns...Otherw.is.e.,. yo.u..cant . return. .yo.ur .data...N.
EV.ER)........[+]. W.h.at .guarante.es.? [+]....lts. jus.t .a .bus.iness.. .W.e. .abs.olutely..do..not . care..ab.o.u.t yo.u. .and. .yo.ur .d.
e.als.,. .ex.cep.t ge.tting. .benefits.. .lf. .we..do..no.t .do..our w.o.rk .and. .liab.ilitie.s..-. .nob.o.dy.

C:\Users\Public\Videos\3pp6h54-readme.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

Copyright null 2020

C:\Users\user\Desktop\gVz4ueFL8n.exe

data

dropped

6948

3.871693032483107

false
96:GL5iNsggxU3TPXWKain8tuw57fc/crXbyUMKwpo/Inifd9PrR5u:GL5I3jXWKX83lfcUHyUMsAninDW
CO00E482AD266E33CDE8467875A21772

09334CBE426B6EF9ACFECB3E1043DBEOF95DDC5B
C8CC8B8620275CD6820A92COAD6CDEBF717DES31E14669758FAA487EE9397FCC

854743420E8B26B6C87FF38D2D518949BADEA4EEA703DBOFAAEQ40F2E7E743C7AD3C32674C5DE622A3A4B9713CC40BA5698A19930A32534B621BA0D1F6CEAS3
8

false

---=== Welcome.. Aga.in.. ===---....[+]. Whats. .Hap.p.en? [+]....Y.our files. .are. .en.cry.pted.,. .and. .curren.tly. .unav.a.il
a.b.le....Y.ou. .can. .check. .it:. .all files..on..y.o.ur system. has..extens.io.n. 3.p.p.6.h.54...By..the way.,. . every.thing..is..p.o.s.s.ib.
l.e. to..rec.ov.er. .(res.tore).,. .but yo.u .need. to. follow. .our. .ins.tru.c.tio.ns...Otherw.is.e.,. yo.u..cant retur.n..yo.ur .data...N.
EV.ER)........[+]. W.h.at. .g.uarante.es.? [+]....lts. jus.t .a .bus.iness.. .W.e..abs.olutely..do..not .care..ab.o.u.t yo.u. .and. .yo.ur. .d.
e.als.,. .ex.ce.p.t ge.tting. .benefits.. .lf..we..do..no.t .do..our w.o.rk .and. .liab.ilitie.s..-..nob.o.dy.
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C:\Users\user\3D Objects\3pp6h54-readme.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\gVz4ueFL8n.exe

data

dropped

6948

3.871693032483107

false
96:GL5iNsggxU3TPXWKain8tuw57fc/crXbyUMKwpo/Inifd9PrR5u:GL5I3jXWKX83lfcUHyUMsAninDW
CO00E482AD266E33CDE8467875A21772

09334CBE426B6EF9ACFECB3E1043DBEOF95DDC5B
C8CC8B8620275CD6820A92COAD6CDEBF717DES31E14669758FAA487EE9397FCC

854743420E8B26B6C87FF38D2D518949BADEA4EEA703DBOFAAEQ040F2E7E743C7AD3C32674C5DE622A3A4B9713CC40BA5698A19930A32534B621BA0D1F6CEA3
8

false

---=== Weelcome.. Aga.in.. ===---....[+]. Whats. .Hap.p.en? [+]....Y.our files. .are. .en.cry.pted.,. .and. .curre.n.tly. .unav.a.i.l
a.b.le....Y.o.u. .c.ann. .check. .it:. .all files..on..y.o.ur system. has..extens.io.n. 3.p.p.6.h.54...By. .the way.,. . every.thing..is..p.o.s.s.ib.
l.e. to..rec.ov.er. .(res.tore).,. .but yo.u .need. to. follow. .our. .instru.c.tio.ns...Otherw.is.e.,. yo.u..cant retur.n..yo.ur. .data...N.
EV.ER)........[+]. W.h.att. .g.uarante.es.? [+]....lLts. just .a .business.. .W.e..abs.olutely..do..not .care..ab.o.u.t yo.u. .and. .yo.ur. .d.
e.als.,. .ex.ce.p.t ge.tting. .benefits.. .Lf..we..do..no.t .do..our wo.rk .and. liab.ilitie.s..-..nob.o.dy.

C:\Users\user\3pp6h54-readme.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\gVz4ueFL8n.exe

data

dropped

6948

3.871693032483107

false
96:GL5iNsggxU3TPXWKain8tuw57fc/crXbyUMKwpo/Inifd9PrR5u:GL5I3jXWKX83lfcUHyUMsAninDW
CO00E482AD266E33CDE8467875A21772

09334CBE426B6EF9ACFECB3E1043DBEOF95DDC5B
C8CC8B8620275CD6820A92COAD6CDEBF717DES31E14669758FAA487EE9397FCC

854743420E8B26B6C87FF38D2D518949BADEA4EEA703DBOFAAEQ40F2E7E743C7AD3C32674C5DE622A3A4B9713CC40BA5698A19930A32534B621BA0D1F6CEA3
8

false

=== W.elcome.. . Aga.in...= w[+]. W.hats. .Hap.p.en? [+]....Y.our files. .are..encry.pted.,. .and. .curren.tly. .unav.a.il
a.b.le....Y.o.u. .cann. .check. .it:. .all files..on..y.o.ur system. has..extens.io.n. 3.p.p.6.h.54...By..the way.,. .every.thing..is..p.o.s.s.ib.
l.e. to..rec.ov.er. .(res.tore).,. .but yo.u .need. to. follow. .our. .instru.c.tio.ns...Otherw.is.e.,. yo.u..cant return..yo.ur. .data...N.
EV.ER)........[+]. W.h.att. .g.uarante.es.? [+]....lts. jus.t .a .business.. .We..abs.olutely..do..not care..ab.o.u.t yo.u. .and. .yo.ur .d.
e.als.,. .ex.ce.p.dt ge.tting. .benefits.. .Lf. .we..do..no.t .do..our wo.rk .and. .liab.ilitie.s..-..nob.o.dy.

C:\Users\user\AppData\Local\Temp\539.bmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\gVz4ueFL8n.exe

PC bitmap, Windows 3.x format, 1280 x 1024 x 32

dropped

5242934

5.581461259852313

false
49152:/0ipbwSQ+WQbjx7yXHipboMJIpBwhljd320gqeg6IKdzA+ZDQ/BlgmpybfA:cVO2tboMqURVY
2D7DA452FFFBAC16847D03F5B181A4F7
3BDE43AAAAA38FA129B032B725DB3EDEOB794203
524EB10E04D8A1790BF44C087450C83D99008610E4FD5659F000156C8B2EDFBL
6A64166BE833C7BCA9IBC2B7212BA0BD7DICE9FBF50A92C9889101478E884676A4556E2945D9B274A87AF1118BDDCF93C64A9FCE2DB3792759661C9987331D06

false

C:\Users\user\Contacts\3pp6h54-readme.txt

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

Copyright null 2020

C:\Users\user\Desktop\gVz4ueFL8n.exe
data

dropped

6948

3.871693032483107

false

96:GL5iNsggxU3TPXWKain8tuw57fc/crXbyUMKwpo/Inifd9PrR5u:GL5I3jXWKX83lfcUHyUMsAninDW
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C:\Users\user\Contacts\3pp6h54-readme.txt

MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

CO00E482AD266E33CDE8467875A21772
09334CBE426B6EF9ACFECB3E1043DBEOF95DDC5B
C8CC8B8620275CD6820A92COAD6CDEBF717DE5S31E14669758FAA487EEQ397FCC

854743420E8B26B6C87FF38D2D518949BADEA4EEA703DBOFAAEQ40F2E7E743C7AD3C32674C5DE622A3A4B9713CC40BA5698A19930A32534B621BA0D1F6CEAS3
8

false

---=== W.elcome.. . Again...= w[+]. W.hats. .Hap.p.en? [+]....Y.our files. .are..encry.pted.,. .and. .curren.tly. .unav.a.il
a.b.le....Y.ou. .can. .check. .it:. .all files..on..y.o.ur system. has..extens.io.n. 3.p.p.6.h.54...By..the way.,. . every.thing..is..p.o.s.s.ib.
l.e. to..rec.ov.er. .(res.tore).,. .but yo.u .need. to. follow. .our. .ins.tru.c.tio.ns...Otherw.is.e.,. yo.u..can.t return..yo.ur .data...N.
E.V.E.R).. [+]. W.h.at .gu.arantees.?. [+ JAts. jus.t .a. .bus.iness.. .W.e. .ab.s.olutely. .d.o..not care..ab.o.ut y.o.u .and. .yo.ur. .d.
e.als.,. .ex.ce.p.t ge.tting. .benefits.. .lf. .we..do..no.t .do..our wo.rk .and. liab.ilitie.s..-..nob.o.dy.

C:\Users\user\Desktop\3pp6h54-readme.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\gVz4ueFL8n.exe

data

dropped

6948

3.871693032483107

false
96:GL5iNsggxU3TPXWKain8tuw57fc/crXbyUMKwpo/Inifd9PrR5u:GL5I3jXWKX83lfcUHyUMsAninDW
CO00E482AD266E33CDE8467875A21772

09334CBE426B6EF9ACFECB3E1043DBEOF95DDC5B
C8CC8B8620275CD6820A92COAD6CDEBF717DES31E14669758FAA487EE9397FCC

854743420E8B26B6C87FF38D2D518949BADEA4EEA703DBOFAAEQ40F2E7E743C7AD3C32674C5DE622A3A4B9713CC40BA5698A19930A32534B621BA0D1F6CEAS3
8

false

---=== Welcome.. Aga.in.. ===---....[+]. Whats. .Hap.p.en? [+]....Y.our files. .are. .en.cry.pted.,. .and. .curren.tly. .unav.a.i.l
a.b.le....Y.o.u. .can. .check. .it:. .all files..on..y.o.ur system. .has..extens.io.n. 3.p.p.6.h.54...By..the way.,. every.thing..is..p.o.s.s.ib.
l.e. to..rec.ov.er. .(res.tore).,. .b.ut yo.u .need. to. follow. .our. .instru.c.tio.ns...Otherw.is.e.,. yo.u..cant return..yo.ur .data...N.
EV.ER)........[+]. W.h.at. .g.uarante.es.? [+]....lts. jus.t .a .bus.iness.. .W.e..abs.olutely..do..not .care..ab.o.u.t yo.u .and. .yo.ur .d.
e.als.,. .ex.ce.p.t ge.tting. .benefits...Lf..we..do..no.t .do..our. w.o.rk .and. liab.ilitie.s..-..n.ob.o.dy.

C:\Users\user\Desktop\BNAGMGSPLO\3pp6h54-readme.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\gVz4ueFL8n.exe

data

dropped

6948

3.871693032483107

false
96:GL5iNsggxU3TPXWKain8tuw57fc/crXbyUMKwpo/Inifd9PrR5u:GL5I3jXWKX83lfcUHyUMsAninDW
CO00E482AD266E33CDE8467875A21772

09334CBE426B6EF9ACFECB3E1043DBEOF95DDC5B
C8CC8B8620275CD6820A92COAD6CDEBF717DES31E14669758FAA487EE9397FCC

854743420E8B26B6C87FF38D2D518949BADEA4EEA703DBOFAAEQ40F2E7E743C7AD3C32674C5DE622A3A4B9713CC40BA5698A19930A32534B621BA0D1F6CEAS3
8

false

---=== Weelcome.. Again.. ===---....[+]. Whats. .Hap.p.en? [+]....Y.our files. .are. .en.cry.pted.,. .and. .curren.tly. .unav.a..l
a.b.le....Y.o.u. .can. .check. .it:. .all files..on..y.o.ur. system. has..extens.io.n. 3.p.p.6.h.54...By..the way.,. . every.thing..is..p.o.s.s.ib.
l.e. to..rec.ov.er. .(res.tore).,. .but yo.u .need. to. follow. .our. .instru.c.tio.ns...Otherw.is.e.,. yo.u..cant .retur.n..yo.ur .data...N.
EV.ER)........[+]. W.h.att. .g.uarante.es.? [+]....lLts. jus.t .a .bus.iness.. .W.e..abs.olutely..do..not . care..ab.o.u.t yo.u. .and. .yo.ur. .d.
e.als.,. .ex.ce.p.t ge.tting. .benefits.. .Lf. .we..do..no.t .do..our wo.rk .and. liab.ilitie.s..-..nob.o.dy.

C:\Users\user\Desktop\CZQKSDDMWR\3pp6h54-readme.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Copyright null 2020

C:\Users\user\Desktop\gVz4ueFL8n.exe

data

dropped

6948

3.871693032483107

false
96:GL5iNsggxU3TPXWKain8tuw57fc/crXbyUMKwpo/Inifd9PrR5u:GL5I3jXWKX83lfcUHyUMsAninDW
CO00E482AD266E33CDE8467875A21772

09334CBE426B6EF9ACFECB3E1043DBEOF95DDC5B
C8CC8B8620275CD6820A92COAD6CDEBF717DES31E14669758FAA487EE9397FCC

854743420E8B26B6C87FF38D2D518949BADEA4EEA703DBOFAAEQ40F2E7E743C7AD3C32674C5DE622A3A4B9713CC40BA5698A19930A32534B621BA0D1F6CEAS
8

false
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C:\Users\user\Desktop\CZQKSDDMWR\3pp6h54-readme.txt

Preview:

---=== Welcome.. Aga.in.. ===---....[+]. Whats. .Hap.p.en? [+]....Y.our files. .are. .en.cry.pted.,. .and. .curren.tly. .unav.a.i.l
a.b.le....Y.o.u. .c.ann. .check. .it:. .all files..on..y.o.ur system. has..extens.io.n. 3.p.p.6.h.54...By. .the way.,. . every.thing..is..p.o.s.s.ib.
l.e. to..rec.ov.er. .(res.tore).,. .but yo.u .need. .to. follow. .our. .instru.c.tio.ns...Otherw.is.e.,. yo.u..can.t .return..yo.ur. .data...N.
E.V.ER)........[+]. W.h.att. .g.uarante.es.? [+]....lts. jus.t .a .business.. .We..abs.olutely..do..not .care..ab.o.u.t yo.u. .and. .yo.ur. .d.
e.als.,. .ex.ce.p.t ge.tting. .benefits.. .Lf. .we..do..no.t .d.o..our wo.rk .and. liab.ilitie.s..-..nob.o.dy.

C:\Users\luser\Desktop\DUUDTUBZFW.png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\gVz4ueFL8n.exe

data

dropped

1258

7.845680765978511

false
24:grssE4TFKmx4HunK/U3s2ilFzTsnu6w5EGcyJcPUNNVY:grvVnTiU3HFzOcNcP2m
7823B69D34001AE4C3FEE84C8749EC60
ACCEC20A6C30E1B53C26F6DDB707B60CA392807C
A98068EDE474B097346E4B5ECDE322814B0150F9BDB1215C0OBB8CI40A313FF45
4414A44C819C8D77BB6637B1ED1IFEB6FA210C8140E6EC67A53E732FCBBE912045B9BE26DDA57B94387EB28954DDD482DC75CE4ABF5F412D403D1A99389B0F39

xv3.0.2.K.... .B.....0.%..Y0G.....D..SK...Gv,..p.'nt.8....)N. 5.Dil#.4....A.0: ..YB.2..?24.wl.....i..a._C.%..S.RO..AZx......[....gK.VH..2...5..P~.~>.2.82.Q(....
.1.1.U.BV.(..G..t..x.C{62.13u..l...&x..r.iuyla.l/..b..r.T@..M*.?.A...D..<.G...p.[aQ...U.U{.!..Kk..cB.p&.%.=.fOl...V....x..jH.X (e.ov. ekl
]S...N2...zx|..#1,)\eERM>.-8Mc_...RX.<.."...~(.HWM..........~....U..*IP,;y.QN.Ed-8.c.N6.
cnLe<) RA~TWALL.@ . WSsii. E*t..=.d.?.._hls.~.M."._..." . #f.w0.))...6..Z...d.)"..6.|.G.....[%.l....Y97.F....152.Q@%.b...aj.p....qQ
.CRE 44 N.rd.nF... . 4@.Y>*20&@.S.Tl.... Ui p~......a%.....J.w..6L.o....(u..".

WY..v.).z.

C:\Users\luser\Desktop\EEGWXUHVUG.pdf

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\gVz4ueFL8n.exe

data

dropped

1258

7.832066633699258

false

24:MdN8jIEAHD2qFddrExi2l6w1/i+ggDQOPUhg:Mv8jybgddo02f/ivgD/P2g
ABBC4A9ES241F9F2E7F7EADAATAD3286
E83EF54DFD79902EF70FA3CB8D78350B3C0A2F0A
A706B4BA1470B8D42B17E12A3E79C1685D132B9B916A2C8EOAD949BEDSSE49BE

8CD9EF33ECAA4556474E8E6B28AE98F2DED234FBE73BD89C4C7528A2BD7FCEAGA73B34B4AAB63A1F6D74521A1FF5F149D7874B6EES21B0384F07E329F1043F
DA

false

LT G....>2$.4. . WX...@..9.H~......... I'rKW."......<.&1..".L....~2d.TclL.u'6E8.c"Bd.4....... <..TiwR...d.E.].$....e..s.8.y...14Mc0..9.@.34.M...Ps6.~.,.?...E.h"..0.5:
K).>1..vDFQ..DT.6}p.{L.,Q.\.{=Ff......... WV...G..2p..y.BJ..4..M&W.3.G..~R..Z......"..}...0L.BU...i9L.n.U.HV /q...S.1..&K.-..7NKG .-....4n.$..x.D.0..V>_..(.{ _... Xw...R.=.5..54..
{@..mN...M.2......6.>x.1AWYK1Z...".1.F.KX.V...v.=." .y t+.0.n.A.(".ak].MS.t:0...F/2I..$uX.G..Q...w.._LYQ.....U6e....&...I....2..&y.}...WU.{..F.1)..R.."_..0.k..
T2 WLIEVUQ...5.D. > RN & 7.Q.$W)w. > Ge. 1. YYG...IgZ % x...C.{...B.. .8z...k....OX(->.......,.L.;X...0..";.2A.G .Lu....@.[|.~.$U..;a.=Hs..a?*..........Y.
.2b7..Z}. E.[.0f.2,-.b&9........ M...... S.GMH.9E.~*..H~M..t. {...%.X/.XCF1.D.e..[..dd].K..Z;..8X@....N....... Ueeoene S}....%.fq..9.5.Da.17.2#. X }.. T FF...cc..... (.9./?2..1.z..-
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C:\Users\user\Desktop\EIVQSAOTAQ.mp3

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

Copyright null 2020

C:\Users\user\Desktop\gVz4ueFL8n.exe

data

dropped

1258

7.832735885131642

false
24:ZrfgDROUZ4vh30y2rGSLLIpfDV8S3X3lg3MV1ANQIBELPUhNU7N:ZG/4vhkyQB3I9DVt3IAMmraP2A
DAS5061E2BBA216F94A60BE29BEC54EAS

CCE4B0C1F0194BDF01446921657EFB627EDFC71E
435C6DB20479A84FB6F4F83423B450ECB312E820816C8F02EE8B8F8C39507311
710D42C81F8290D7E072E4FA2456969CIEEBCI80F309FB69IE76F5D6A8954E03617857DA15E40209D587064764F78DD1C6F4D4AD1A17291D70638324858F7769C

false
HL~ZT.qULL.@Y . td )..0E"$.Bj
=9.HL: AWML sadwe ALY ] \B*.5.&.........d..y.N...i6\

h....R>.9W.V.HW.&.8Y.LQ.@.
.3...E.QA3PC..UX........ =.@...
..,]U....DLY.[...67... Akz....$...8..Fla.6"....
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C:\Users\user\Desktop\EOWRVPQCCS.jpg

Process: C:\Users\user\Desktop\gVz4ueFL8n.exe

File Type: data

Category: dropped

Size (bytes): 1258

Entropy (8bit): 7.827381185835031

Encrypted: false

SSDEEP: 24:j)LVMhRSd3gVIaAY68rDWaqyqgxhVemeKInWpWIDvaBraYPUhENL:jLVVd3gLaAY2q9hV1In78rjP2yL

MD5: 899EFB44E4B6856EBB53516C1ACA4ET78F

SHA1L: 581D49FEA335C108A4C1C5E622CC5001F1495A68

SHA-256: 33499D857763D5767474574AEFD89E3E4D54B8A7BF77C192DE05332F2F2412C8

SHA-512: 27FF1E57FAEEEA45D9450A7B49ED4326 C6FE9F64DDEBF1DEOF765E576BFIDAA1B6BDI66FBCCOBE6CE358D3C344EE92E1BIC307D365F5601399CC5AF5CB16DE
E62

Malicious: false

Preview:

..... ).$\8'mhs...F...Ul..ItAM.G...D..g@@...7..Y..X..D..}..B.H...IL.Q......@y@..T.M.b..057B.........c...0.B.H...wX|......./.5..Q.......
.X"q....q....$...R.e}..y... X..E. " 2.A=Wi..0U.?..0.6......V.....>..0....+.K\K.MF..%.00.I..|1..V.e..=.g6X.S.dZy..|psr(.$b.H...[...O..i". k. f..=e)..$..Ulg...6.0........ x.E=..{.
{H..6).....<.QI[.(#.....;.#...0."...}...9% PRUIM.G.oi R Z e VA %.TA .C..8....Z..$.)".|"840+...0....R..
(.P.8..@..0.~.A.g.|..F. m#XJl......0..00W........E2.2.Q.kRp..%".;a.L.eF..R&[e..U"...|.[-MKk./.\....G8.}..._..dZU..r....]. JKJ.0.-.IC.S..M..6.Qa.1.Fy..LWw.%iV.........L...k.sn..-
.Q./}j<.>[2S.H.(D\..1Q..r#.2.@.0.....Xe.....[...X...[cC.>y0<..H.XK j6........ (o Er.+....U .. UT.A.&Kh. .&..H.>..m>W..C.6.X1*....J.y}.;.~

C:\Users\user\Desktop\EOWRVPQCCS\3pp6h54-readme.txt

Process: C:\Users\user\Desktop\gVz4ueFL8n.exe

File Type: data

Category: dropped

Size (bytes): 6948

Entropy (8bit): 3.871693032483107

Encrypted: false

SSDEEP: 96:GL5iNsggxU3TPXWKain8tuw57fc/crXbyUMKwpo/Inifd9PrR5u:GL5I3jXWKX83lfcUHyUMsAninDW

MDS5: CO00E482AD266E33CDE8467875A21772

SHA1L: 09334CBE426B6EF9ACFECB3E1043DBEOF95DDC5B

SHA-256: C8CC8B8620275CD6820A92COAD6CDEBF717DES31E14669758FAA487EE9397FCC

SHA-512: 854743420E8B26B6C87FF38D2D518949BADEA4EEA703DBOFAAE040F2E7E743C7AD3C32674C5DE622A3A4B9713CC40BA5698A19930A32534B621BA0D1F6CEA3
8

Malicious: false

Preview:

=== W.elcome.. . Aga.in...= w[+]. W.hats. .Hap.p.en? [+]....Y.our files. .are..encry.pted.,. .and. .curren.tly. .unav.a.il
a.b.le....Y.o.u. .cann. .check. .it:. .all files..on..y.o.ur system. has..extens.io.n. 3.p.p.6.h.54...By..the way.,. .every.thing..is..p.o.s.s.ib.
l.e. to..rec.ov.er. .(res.tore).,. .but yo.u .need. to. follow. .our. .instru.c.tio.ns...Otherw.is.e.,. yo.u..cant return..yo.ur. .data...N.
EV.ER)........[+]. W.h.att. .g.uarante.es.? [+]....lts. jus.t .a .business.. .We..abs.olutely..do..not care..ab.o.u.t yo.u. .and. .yo.ur .d.
e.als.,. .ex.ce.p.dt ge.tting. .benefits.. .Lf. .we..do..no.t .do..our wo.rk .and. .liab.ilitie.s..-..nob.o.dy.

C:\Users\user\Desktop\GAOBCVIQIJ.xlIsx

Process: C:\Users\user\Desktop\gVz4ueFL8n.exe

File Type: data

Category: dropped

Size (bytes): 1258

Entropy (8bit): 7.871985549802738

Encrypted: false

SSDEEP: 24:WFVNGI39TwE2hCKtlhipsuvc+JQo/BnvioKJI33gKF/iR5PUhRXEmMOd:UQeFhOTuvc+J3viowlS5P2XEmOd
MDS5: 954EO0FDA2AE1C1AAFBB21CCI9C2C33A7A

SHA1L: 668A95C6B54D70C540799825E68CA73F6FEC86F5

SHA-256: 7C9229BACDD5D9BE1DFIE511AD872CD52B279550181617A60763355FC4D1FFBA

SHA-512: DOE13074E8D5CD3A91E7FI0AF6055C393112A0525AC1844AFFB49BIB88552228AEAT7627AF320F41D71C755E7CDA04355EB8CAA41DFE6A02C8D975A4529BF04
Malicious: false

Preview:

Ct... 1.@...@Q.W....%F...P..A.7.%a.a97....=.6.hA.0{.j.,>$?Z..vK...tw......cm.u.9.0......C..\...."879...0...E7."....K..2.4@T_>@..)!&.d."..".r.l...[..Pax%..{b.a.H...\m.y;
e..E..18..@..".X..\?0,...9]...0NK....v.zE..+.....i...&f..bwa.d. ..q.mF.p!..c#Dh9...El...7$.....]...A..V2...l.c..$lb...rE...K.VH.D&....W....... gg)<|C.$.....VN....*...Mua.bKV.a?..s.
JuBow. F.5 > )b.UL([.0..X~/"Q.. Y. .k@..#.1.'PN.U. o+}._.[w.._ G.Y.Y..... 9l...bx.tw_...0.Iv.....q....>..b...mK. #g..h{.O.....:.....S..&zB.q...]...yP....].0.....kHh

/s RO .3.d...G.A~M.aNk..v.%.tZ....?...c....h..]C5."...d.48.T.21..9.q."..w.EM...&}.u
FLLGBE3LU2L TBWIL 0 AR~y L H L to) Fv_ o [Je VX [BW-H....P..93. &R Jab...d......s.....v. }... K..=4K&)..37..M:..NX=..l. "L....

C:\Users\user\Desktop\GIGIYTFFYT.png

Process: C:\Users\user\Desktop\gVz4ueFL8n.exe

File Type: data

Category: dropped

Size (bytes): 1258

Entropy (8bit): 7.8310739327069925

Encrypted: false

SSDEEP: 24:Y0T7uy/DKKknjv3HXIrPOQ3jraqfRdyCq6x8fcxJbyOMhxDAPUf5/:Y0fKpnjvHIrba4DjJP2R/
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C:\Users\user\Desktop\GIGIYTFFYT.png

MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

9F7FE91065234A220033850F4B57678E
CE331DAB4F0982878C3FBCE9F7B713609429D340
55F78E8BAOBDEC6D2443076C7187E654F9F149CD863BAC5FA29E3EE34FDCADSE

6B8C71F75B24D3F0D0C812A4034076B17FEC0762CE55E02FE9C986E8C8CC6CE872FFC5818C5DAEG9210BEGF4EGFOABE3D2ADB43A3F8AB985920E86DF68BASH
CA

false

=L..+".[,E..yj.\

..... gE.9...g.K...s.
. ~{8)J.@.e.H..2W./m.
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C:\Users\user\Desktop\GRXZDKKVDB.jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\gVz4ueFL8n.exe

data

dropped

1258

7.814078013143221

false
24:EPBnqn4g1mDox0E0Q33T1HKASj04Eco5/L+CfaoeBgPUhc:kzEOQnT1FuOvVB+Cfj1P2c
F2AFD6EDAE0730633205CC85F53F0CDE
AC8638AE57C31E76A459FBBIA7B3BD7066F4B490
8561987CEEDD4C612D4B687EEFOCOE053C34229D969042C958DBEB12E02B2B1D
E9DAAADBBA2648B97B8153D7252DF7DB915527F88EC23BF219052C0491C33037B1502389D79BEEF8C2AFC78F419B989E60BD245E0562954E3022555E19A95CAE

false

N@..0T.iY .
H._5..WZ..:

C:\Users\luser\Desktop\GRXZDKKVDB.mp3

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\gVz4ueFL8n.exe

data

dropped

1258

7.837794979549778

false
24:tWcRFm1c19IEdWBECALCOkimBAiJIxer5KL3E7ARfXbXPUhu7:tfLILBEB/eB5JE+07AZXbXP2u7
EE4B7AD747AB8D142698E8C42CF42C01

408C02B7FCEF38108276D38AB2145FD3BDEAB3C9
ABE6DF79680B3FES5F1D6E35552CAC594AD4608328E662B5B9934C6855A81C4C

628B29853D22C4D910BAESIEE6D6635FCEDB933D78AEGECBD707188758A8C1C3588BA28833AF3337A5EE1520EFD3B3A996BEF3FCDCB69656CDDFEF41CDEFE
FA3

false
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C:\Users\user\Desktop\GRXZDKKVDB.pdf

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Copyright null 2020

C:\Users\user\Desktop\gVz4ueFL8n.exe

data

dropped

1258

7.849567925371056

false
24:alvUTFXGGVkrTmc3AameVOssOptswOhTcB+XIMDrPUhN4g:yv6F4gKac3NmIOsvVhcBqgrP2N4g
84C443EF28AC370F408FA3E681F23DD6

E344BB2C49D6160CFCEDDA9282AB35A0E86042AE
OE5CE996A3FD5D238E0AEB8521AE3912A9759E6115DD91C5DDC38324DB03AD08

2062F6291BF179A71A6EEA0660681E8B1FE4BCC4A35F460FC8F4EESEG09BO3ECC7D665C8FF174B052EC7702D7DCFAFF2E32EF430F2028692B2CDD05516AF7D!
1

false
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C:\Users\user\Desktop\GRXZDKKVDB.pdf

Preview:

LJaux..-.Z.Ofl.|o&. 4. 2 H#MA.@...4_..CZ.2.}. P%?...!....B ...... Q..S....T.&....H ......... {.Si..p.R*4.}.6."..C. q.] .a.T...Sq.. h><abD$ S#r3.N.p...

>Y—...~.A—D e xL4.0R..VV..q|X.?.Y..|
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C:\Users\user\Desktop\KLIZUSIQEN\3pp6h54-readme.txt

Process: C:\Users\user\Desktop\gVz4ueFL8n.exe

File Type: data

Category: dropped

Size (bytes): 6948

Entropy (8bit): 3.871693032483107

Encrypted: false

SSDEEP: 96:GL5iNsggxU3TPXWKain8tuw57fc/crXbyUMKwpo/Inifd9PrR5u:GL5I3jXWKX83lfcUHyUMsAninDW

MDS5: CO00E482AD266E33CDE8467875A21772

SHA1L: 09334CBE426B6EF9ACFECB3E1043DBEOF95DDC5B

SHA-256: C8CC8B8620275CD6820A92COAD6CDEBF717DES31E14669758FAA487EE9397FCC

SHA-512: 854743420E8B26B6C87FF38D2D518949BADEA4EEA703DBOFAAE040F2E7E743C7AD3C32674C5DE622A3A4B9713CC40BA5698A19930A32534B621BA0D1F6CEA3
8

Malicious: false

Preview:

. W.e.l.c.om.e... . Ag.a.in.. [ +]. Wohiats. \Haap.p.e.n?. [+]....Y.our files. .are. .encry.pted.,. .and. .curren.tly. .unav.a.l
a.b.le....Y.ou. .c.an. .check. .it:. .all files..on..y.o.ur system. has..extens.io.n. 3.p.p.6.h.54...By. .the way.,. . every.thing..is..p.o.s.s.ib.
l.e. to..rec.ov.er. .(res.tore).,. .but yo.u .need. to. follow. .our. .instru.c.tio.ns...Otherw.is.e.,. yo.u..cant .return..yo.ur .data...N.
EV.ER)........[+]. W.h.att. .g.uarante.es.? [+]....lts. jus.t .a .business.. .W.e..abs.olutely..do..not .care..ab.o.u.t yo.u. .and. .yo.ur .d.
e.als.,. .ex.ce.p.t ge.tting. .benefits.. .lf. .we..do..no.t .do..our wo.rk .and. .liab.ilitie.s..-..nob.o.dy.

C:\Users\user\Desktop\LIJDSFKJZG\3pp6h54-readme.txt

Process: C:\Users\user\Desktop\gVz4ueFL8n.exe

File Type: data

Category: dropped

Size (bytes): 6948

Entropy (8bit): 3.871693032483107

Encrypted: false

SSDEEP: 96:GL5iNsggxU3TPXWKain8tuw57fc/crXbyUMKwpo/Inifd9PrR5u:GL5I3jXWKX83lfcUHyUMsAninDW

MDS5: CO00E482AD266E33CDE8467875A21772

SHA1L: 09334CBE426B6EF9ACFECB3E1043DBEOF95DDC5B

SHA-256: C8CC8B8620275CD6820A92COAD6CDEBF717DES31E14669758FAA487EE9397FCC

SHA-512: 854743420E8B26B6C87FF38D2D518949BADEA4EEA703DBOFAAE040F2E7E743C7AD3C32674C5DE622A3A4B9713CC40BA5698A19930A32534B621BA0D1F6CEA3
8

Malicious: false

Preview:

= .W.el.come.. . Again...===---....[+]. Whats. .Hap.p.en? [+]....Y.our files. .are. .en.c.ryp.ted., .and. .curren.tly. .unav.a.il
a.b.le....Y.o.u. .c.ann. .check. .it:. .all files..on..y.o.ur system. has..extens.io.n. 3.p.p.6.h.54...By..the way.,. . every.thing..is..p.o.s.s.ib.
l.e. to. .rec.ov.er. .(res.tore).,. .but yo.u .need. to. follow. .our. .instru.c.tio.ns...Otherw.is.e.,. yo.u..cant . return. .yo.ur .data...N.
EV.ER)........[+]. W.h.at. .guarante.es.? [+]....lts. jus.t .a .bus.iness.. .We. .abs.olutely..do..not .care..ab.o.u.t yo.u. .and. .yo.ur. .d.
e.als.,. .ex.cep.t ge.tting. .benefits.. .lf. .we..do..no.t .do..our w.o.rk .and. .liab.ilitie.s..-. .nob.o.dy.

C:\Users\luser\Desktop\INVWZAPQSQL.png

Process: C:\Users\user\Desktop\gVz4ueFL8n.exe

File Type: data

Category: dropped

Size (bytes): 1258

Entropy (8bit): 7.866887978240865

Encrypted: false

SSDEEP: 24:1Bbc7J6C/XYY{3K/8mSZ/ndS+wzdf/OUfU2nxPWbMy8/uPUhjaN:1Bbc7Jp/53KzSZPdrwFLxOdP2+

MDS5: 1C61F1AD208125CE575FB93B51181269

SHA1L: 3A693ACA98C5C5E1849CFAE1470389EC712D4A7C

SHA-256: DABDICFB6351614FCEFB014C4755F80441C5D2EA74103C853881D64D48783D35

SHA-512: 0C5A7E3776CE45622A3AC28CED89IB3B7A2A7EOAFI9IEAB7006492AF6F26806FF316697EE1A49A49A0B17A53160704C9899F019176055CF777F8C303963B4CC7C0O

Malicious: false

Preview:
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........ *V%Qm.1ED.5.5C.?1.K]r"\Gl.c........y"E.O.[.n,~m. @yQ..u.......7u.......2...a..)..:. b.......fkd..... < . X#.. .g... .\O.o...wnn...VaC..hR...}Z.Fm.5..V...$...

g...>.kh.$..=w....).d......MBt(<S...6....0..ED......u.....5...." .r..re.2.~..0..pwl.BY ........ p.. . =-0...U...0..-.6 OJR+v (/9 3#.@d.=..VI..6.T..G......... YU...M>.(.%
1K.a2..g*.. ..$M. .Y.P.[.... K. {g..VFw.r8.u...e.x@EDO.Y...Qu..pecec. D@S.Ds..p...4...k57....Z7.—.Jo.W..B,.s ........ I<R*2.W..)).,.nGii.}...|...

C:\Users\user\Desktop\PALRGUCVEH\3pp6h54-readme.txt
Process: C:\Users\user\Desktop\gVz4ueFL8n.exe
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C:\Users\user\Desktop\PALRGUCVEH\3pp6h54-readme.txt

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

data

dropped

6948

3.871693032483107

false
96:GL5iNsggxU3TPXWKain8tuw57fc/crXbyUMKwpo/Inifd9PrR5u:GL5I3jXWKX83lfcUHyUMsAninDW
CO00E482AD266E33CDE8467875A21772

09334CBE426B6EF9ACFECB3E1043DBEOF95DDC5B
C8CC8B8620275CD6820A92COAD6CDEBF717DES31E14669758FAA487EE9397FCC

854743420E8B26B6C87FF38D2D518949BADEA4EEA703DBOFAAEQ40F2E7E743C7AD3C32674C5DE622A3A4B9713CC40BA5698A19930A32534B621BA0D1F6CEAS
8

false

---=== W.elcome.. . Again...= [ +]. Wohiats. \Haap.p.e.n?. [+]....Y.our files. .are. .encry.pted.,. .and. .curre.n.tly. .unav.a.i.l
a.b.le....Y.o.u. .c.ann. .check. .it:. .all files..on..y.o.ur system. has..extens.io.n. 3.p.p.6.h.54...By..the way.,. .every.thing..is..p.o.s.s.ib.
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Copyright null 2020
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C:\Users\user\Desktop\QCFWYSKMHA\GRXZDKKVDB.jpg

Process: C:\Users\user\Desktop\gVz4ueFL8n.exe

File Type: data

Category: dropped

Size (bytes): 1258

Entropy (8bit): 7.829818893039267

Encrypted: false
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SHA1L: D23FA42A2271682578BC37E74244BFB1E0O0D3973
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File Type: data

Category: dropped

Size (bytes): 1258

Entropy (8bit): 7.815595818848198

Encrypted: false

SSDEEP: 24:1trLqd0sWpguJgvBjWbw+sMVIM1kCPUTXv:ItP+0sKmv12V9SPP2T/

MDS5: AB860317AC3EAC38C810168F14363EA03

SHA1L: FOE4B9758A33F4766CCA84A739698A81B190BFF5

SHA-256: 7470E85C02FA7643E12DA813859BIC2F263E5A8B3D4FC7B7962FF72BAA693F0D

SHA-512: 59B4BC1CB2CF53DC265E7C50CFD56315DD3AC42D0C14B1BA864482171CABDAOFB332B5DE4DFADBF6FE351E13D1A5BA0B042EA27F05E9917C707CE64524159
02

Malicious: false

Preview:
G5..jceee. k.t.2-[..0.f.2.4=N.[KKAYR.....Z[e..1.T{...+.).5 k,.ad..UA..4..x.7...i..X.|.......5..p.>S.g[.ZQ._"..p>VC .K.IY...CH...1z...$.....l..x..B.S....... 9..v].s.*bTT.pypp9

6.l 02V K WK....&....C... Ti]+.W.$.WN...vS.Y.2.X..V..-.g.b...D..1F -...&..|.@.r.]Z.)@I.D..@k.G..,.y...f..F.B.T.54\....b..\\...(T..=.U.+.58.9.V....S..GX)..

.Y....AU.N.....E..D.Q...4V\..Wp..G.(..xh .k=.$[+G.s....P.55AF.EEA}N.}9.  (ut... JLO..K="p..i.2.w.s=.v.1..Z. % . .Iv.J@Y.:Rs.0.0kcu..
H..CJ...... zY M....01."..0...=@....... b o0..Qj.. . AW[.....h.p.'e@7Q..1.0...;... LI+, {.Y.%......h.d.C....EI4].a..G..|..Uv2=.. .A~..?.L.k...G*J..9.. { .F.%C*>.el},..jj..u.0....
<.q.Cly.\.W.F.2...U........ic.lPeeeee -.%Gc .1.{.kZ..K..IH.7Sl.._@.R....mj.q.%.;h_... ..c9_#WE%({..U....hS%.Mj.zm..8.&...8..\..I.....<..c.. " $K...jwv..p

C:\Users\user\Desktop\QCOILOQIKC.mp3

Process: C:\Users\user\Desktop\gVz4ueFL8n.exe
File Type: data

Category: dropped

Size (bytes): 1258

Entropy (8bit): 7.854853523176059
Encrypted: false
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C:\Users\user\Desktop\QCOILOQIKC.mp3

SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

24:Xd9ghGWOONhiej8D5e0PirPupSfiogVv6Sd/VzzG1TYPUhJoi3:+Di6CeP2Sfe6S1BG1YP2JoG

C3B33F84E48BD0224C2709A411E012B4

E6EAG65CA0609A6E83B895F6D6F7CD46CE799113D

81049214A7339C1FE02C1152B4DOCFC6DC11B95B555CC8B41E4C9C423BA3AEES
75FAF5FA40CB764043B7FF702CD1CCACA27C6D1AFF4066167B06056F1D4266BFC6548774EBY00ECFB066FD1626CF9A14C4F1CFE185905A728A7E05564A9D6D!

false

..d2.C..Z2.8B..r0..}."d.v.... T...t.m,.. . L.WIiF..&...,.v..h..2.u.K..R\..~V..Rw.5..=8......G....... *LLALMOH.T.Z.Y]S. 15+;...<a..>Ly.T., .. THL.T.P..JL].)9Y..@..[.v.&
b..0.0' ......&up..v..f.EK. #.... C(b2.....bCN1/LX.NQ#..>..nH.).A-.-.Vbi..?..[.....I?IF&....&....5e.TR..Z..... .. J....PB.ME.6.+...y.a\..q.T5..9!
. - 1.>.0.5q...\9.$..[D._T$Y A. K.9.0.2l.T...@..N.aY.. 0:...p..y8..{/i.. ..s[...| Rc...B.f.v.d...G.9......P..,.10..#. ..AMn+
M</M1}.Z) - IN.+.Z8.Ay..H..u.$9..+.Q...m.&..W._...)zN,.<. 1.F.oAw.#.3/l.R..~IR&H#E. #..T.;....4.N..U....'Bo.U...a.....uU=......... b...}Ea\..f..r].].]..5..8.F.n.7.......
=5......P..Ct.aP.U{..<H.a.a|.*....... C.J.. E*Uc..3.K....Ru.y.WL...<{4.Z.|.LB....fl......... .y9.2..d>W.w.F.B.RW.R.R..A..

C:\Users\user\Desktop\QCOILOQIKC\3pp6h54-readme.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\gVz4ueFL8n.exe

data

dropped

6948

3.871693032483107

false
96:GL5iNsggxU3TPXWKain8tuw57fc/crXbyUMKwpo/Inifd9PrR5u:GL5I3jXWKX83lfcUHyUMsAninDW
CO00E482AD266E33CDE8467875A21772

09334CBE426B6EF9ACFECB3E1043DBEOF95DDC5B
C8CC8B8620275CD6820A92COAD6CDEBF717DES31E14669758FAA487EE9397FCC

854743420E8B26B6C87FF38D2D518949BADEA4EEA703DBOFAAEQ040F2E7E743C7AD3C32674C5DE622A3A4B9713CC40BA5698A19930A32534B621BA0D1F6CEAS3
8

false

---=== Weelcome.. Again.. ===---....[+]. Whats. .Hap.p.en? [+]....Y.our files. .are. .en.cry.pted.,. .and. .curre.n.tly. .unav.a.il
a.b.le....Y.o.u. .can. .check. .it:. .all files..on..y.o.ur system. has..extens.io.n. 3.p.p.6.h.54...By. . the way.,. . every.thing..is..p.o.s.s.ib.
l.e. to. .rec.ov.er. .(res.tore).,. .but yo.u .need. to. follow. .our. .ins.tru.c.tio.ns...Otherw.is.e.,. yo.u..cant return..yo.ur. .data...N.
E.V.ER)......[+]. W.h.at. .g.uarante.es.? [+]....lts. just .a .business.. .We..abs.olutely..do..not .care..ab.o.u.t yo.u .and. .yo.ur .d.
e.als.,. .ex.ce.p.t ge.tting. .benefits.. .Lf. .we..do..no.t .do..our wo.rk .and. liab.ilitie.s..-. .nob.o.dy.

C:\Users\user\Desktop\QNCYCDFIJJ.docx

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\gVz4ueFL8n.exe

data

dropped

1258

7.846318446141036

false
24:Eyskjq2y7T8SZmdSQE62yr4IMY0q688ZqYtk+RTJI8VTugzFyPUh22SRuj5:t(LSX8gmdSQE627IME688ZqY9TOTugzYy
CAB4FB1DCFA7A79EF2378753822FAEE8

CAOB6DABAEF02AEOF76CEAED908F33A96DF69F50
3D50F5F8F67E6590DE2C0B399A65882F7DEAGA173B7DA9A0EAFOD704FCF4BESO
E83F3D0511F0648AEA33BB614BECD7C4285B1FA2E0CB62590C354270C75BCASBB18DC0072A0318C80D384AC6DD35B10126204314A6DE383D0927DF09876A87¢

false

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Copyright null 2020

C:\Users\user\Desktop\gVz4ueFL8n.exe

data

dropped

1258

7.840502706517001

false
24:62U3H6AU9VR3ZM1Eyh49PK43Mnvfoaa7acXuxPPUhjX:6jaAunayyh4Z6nYT7a6MPP2jX
A97E52F952480ABBDCO3E753CCF13EF2
OFD218D11EAAB705C888B8509952CE13EAEDF91B
1987F3542B4165403E799D5583187D279441AC104C52A951F10DF9A96C7C37F3
7268BF45B30D1060C3F35BC405E591F197C88813BE728BE312D94DA722F23BBD357B39A2641CE7A4939E4D72B3442CB73E8189DDCIDES68F3F7612A7317B7A0!

true
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Preview:
M- Yo ~CR7. VL [LALL. L PLIEBdED. . 1-w.. V0. 4jx.....".9...F...8...qu .q...,.*...zZ.2....1.T.cO...U..v.... m(.s.".=G...j.u. ....E.|.VL....... +...he E..t BQ<F..:
.l'uzé....ILD.;...O.cjUL.0./. }....z.n.T..y._..0..@ #.N..ZSm.@.. ].d....-.......g. *F.Yu g.5...+.w.t....npj....H9.|[..0.....E.2...-2]. . A MX.w [L#.6Z......(.Xlnj7...
1v.;9&.. r......#...g.k.4/..... .Ex.Lw...{B..npJE.i...\.....Utno....J....z.,...t.. T.1Im7..,1.D.OZ....K..|..%.J. ~$...Bn2tE..R..w...£D.."{u...Al2.y.@.Gw.ckz...F..5......."._.S}.?
#...c.h.”AUvad.. K IwIIYIHW.z....4q..). k..6@..4.d ....C......4K..2..v.T.8.LW. U.%.5F..r#. ... et Vo Tonx X HLC.<6R/...T.$.h+. JTA..iJ....... F}h5.j.W.
.dll.uQ.<?..nJwdV.P&e.m....... B.(.....G.c...d.H..R.[..M....0a{.cM..N.N_..).p....T...... h #X".F. #..3{3.0.{d..@..R4....b...UR.V....

C:\Users\user\Desktop\QNCYCDFIJJ\3pp6h54-readme.txt

Process: C:\Users\user\Desktop\gVz4ueFL8n.exe

File Type: data

Category: dropped

Size (bytes): 6948

Entropy (8bit): 3.871693032483107

Encrypted: false

SSDEEP: 96:GL5iNsggxU3TPXWKain8tuw57fc/crXbyUMKwpo/Inifd9PrR5u:GL5I3jXWKX83lfcUHyUMsAninDW

MDS5: CO00E482AD266E33CDE8467875A21772

SHA1L: 09334CBE426B6EF9ACFECB3E1043DBEOF95DDC5B

SHA-256: C8CC8B8620275CD6820A92COAD6CDEBF717DES31E14669758FAA487EE9397FCC

SHA-512: 854743420E8B26B6C87FF38D2D518949BADEA4EEA703DBOFAAE040F2E7E743C7AD3C32674C5DE622A3A4B9713CC40BA5698A19930A32534B621BA0D1F6CEA3
8

Malicious: false

Preview:

---=== Welcome.. Aga.in.. ===---....[+]. Whats. .Hap.p.en? [+]....Y.our files. .are. .encry.pted.,. .and. .curren.tly. .unav.a.i.l
a.b.le....Y.o.u. .c.ann. .check. .it:. .all files..on..y.o.ur. system. has..extens.io.n. 3.p.p.6.h.54...By. .the way.,. . every.thing..is..p.o.s.s.ib.
l.e. to..rec.ov.er. .(res.tore).,. .but yo.u .need. .to. follow. .our. .instru.c.tio.ns...Otherw.is.e.,. yo.u..can.t return..yo.ur. .data...N.
EV.ER)........[+]. W.h.at. .g.uarante.es.? [+]....lts. jus.t .a .bus.iness.. .We..abs.olutely..do..not care..ab.o.u.t yo.u. .and. .yo.ur. .d.
e.als.,. .ex.ce.p.t ge.tting. .benefits.. .lf. .we..do..no.t .do..our wo.rk .and. liab.ilitie.s..-..nob.o.dy.

C:\Users\user\Desktop\QNCYCDFIJJ\GRXZDKKVDB.mp3

Process: C:\Users\user\Desktop\gVz4ueFL8n.exe

File Type: data

Category: dropped

Size (bytes): 1258

Entropy (8bit): 7.8572523413214945

Encrypted: false

SSDEEP: 24:ksOhQrwMU/2g90UBeWnQFv3eX4yPYLdD4EVNNpCzxxLFm5RihSRavjOP+TPUhRa2:ksOqwMm+vF/yPGSEVNrCzx5FmcscP2s2
MDS5: 560973B0551F87DE31954B705C84237A

SHA1L: 80C685EB6EBA4F034A44DB15FD54CF4D18B84CTF

SHA-256: 8046B33437DCCBEA2B2CCCCOF893442776DC72C3E1B808ED17EE236EBC24D51E

SHA-512: EE24B961B33267D99C2A36204303436082AB3A53DE72EDBI797E89BDF6C840F34F5AC12B502DE83FBFF540034254C12E9DF476F7C6C3C4845A9F09BB75B356F(
Malicious: false

Preview:

Jd..y... Xk...... 6...mF..%.n._7.B.}A.1.z..M.|.mg=VZ. _.iy.......\n.s.v.;... r....1.sQ.m.nU.NJ..f. K. .Fri...j.2.1...|.5.,x<jC.k.18#D..?\..}..0

C:\Users\user\Desktop\QNCYCDFIJJ\NVWZAPQSQL.png

Process: C:\Users\user\Desktop\gVz4ueFL8n.exe
File Type: data
Category: dropped
Size (bytes): 1258
Entropy (8bit): 7.832750927828314
Encrypted: false
SSDEEP: 24:i+d2jN8fmDdusGLFIF50huAEIWIXiWhOMsd6l4GAttPUha6SCZ:i+d2h8fmAIX8WImMMEGADP2NZ
MDS5: 1E007A7856EEA291DACBD8AF47147C33
SHA1L: 6AF5D29383F52DCC3E23E04B3F145790EFB1C410
SHA-256: AO07CA78ABOAGE07CC5137FFE3470021E8D6FF36B1A330640D207EF354FDC7A94
SHA-512: 173B74C4C6F5E652AD7DCFIFBD7C16F4FC97378E557C3C86526B1A38C73E8468308E32829C44161313225698294712CD205D668D0395697E963C671240BCE4AB
Malicious: false
Preview:
LE3y.wk Rk AW.LEL%. M. P.mO.L..<.z..*...Y.L.V.ILB..q.}JO...Xhu.tn""L&.c.....C.z...f.f9.....n..-...)V.U"..".2..&...n.Op.f&<.w./........u....0..DX.g...>...

k..]JG.....S.....e.0a.T....S$...0\..a.$$W.()...>[..D...Hv....G...N..}.a*..".$n..Yp4.(S.=...) gr<...z\.J...S.2..
..5..Dc..P..;.C. K.8G..>..U.'u..
.rJ[=Ev.fng....@.}....0.;

5..8ROK.Z...K/..$.J.._H..C.......... B.....|.RV.3.%..3...(:S...6...t.N.ON.......€.j....F..Qoooorrn. k.2s....1.N.9.;7

ke &uUulBlKeLz e MU RX)6.

C:\Users\user\Desktop\QNCYCDFIJJ\PIVFAGEAAV.pdf

Process: C:\Users\user\Desktop\gVz4ueFL8n.exe
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C:\Users\user\Desktop\QNCYCDFIJJ\PIVFAGEAAV.pdf

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

data

dropped

1258

7.838649693733602

false
24:/SPFjJqOW6DRdhQ8K0emeJgnbjuc8mvOqtFtIKfKwZVnzT4oMSmag4mIPUhCxXe:/SdjJjW6rpVe7gnndtwKgRUEmMhmIP2p
694403EA01CFF31EECA91EB59DB70D73

1471E465D05DC752C4388CD1BESAEOEF43C5DB76
030EB5C43D5EE8E867B7D1F5686F1AOE3890B2E760A541CFFDC578BAA67DD3ES

81571B7C00BFD23529898E3007F29A88E09E2DF962722DDDEGSED291B01C6B0C70380EES9898CCD6CC3E17D02ABFAS3E90B7A1EEE4D16A69C400FB2D65ADFE
E

false

enSeBa e~ TELRAMALLLARLGHL AR UTLB.LLO.... . M7%" V.. W.).my......8..-....%...IT%..N .X.q. ... @{RI....SW..#,0.YA..l..ib...YU.*s.>T.mW........-.. )
AxL0G.mna NGB XU VELLLBNL.OALULYDX. ... [y..8..b....P.....]. #4.5..G.(.....v..2uN..CBK..F.X.L...t.f......B....X<.*...0.G.U6...76.....@.
>p.." e MAL2XALFLD9Z.OM L+ NG\ UB._Zt 5. g Z 71&~H......k'p..R.LY. 7. #. kU>u........ t>.1....,98i.1M*?7 . K"VB.$A.N.....W
..X.0>...c1..0.$"y...qY.."..;.P....S/}.=..%. . V)oE...tN...~..Z3.+WLJ....Mu./.-....JD....0.g.......qp.V.....zI..SzX.......ef. #....mY{&.....DU..V.u.m.v.wd....]|Qw1l...

...... Im.7.<..,.vM..A.DaN.{...<.Ly.H..5.2JTT{..CQL..IC.....+.%...kg6....R... B..."... _.ZM.?_d...Y.,. . #fK.O.2.... _..d_9e..u)>.r}.......[.p.,

C:\Users\user\Desktop\QNCYCDFIJJ\PWCCAWLGRE.xlIsx

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\gVz4ueFL8n.exe

data

dropped

1258

7.834694004164404

false
24:aDI5pBAI8h61RVaguU73k8G4IQb8alROMXCeBuHOf+9Q55ETpMedOWPUhXhE3RgVR:WIZAIBG1RVUTWZbf3CjHOf4k/eIWP2XT
7D7FBD23D97FFBBB897F9E1AD620C609

D3C2022D4C4496B7CB48E79AD5673A1E8556AEQS
1AB52D381421B40BDB624FEDF9366853844CC2BFA7DIEDA7EFF18D59B09F43DF
8789C41E9754F8FE2C873802FD3633D88BD360272046C9D903D025E1F099C785C80E1504240CF1DF00023A797E1ADF5764853958C746A6D2769663D0940FCOB1

false

...y..Z).DgEE{.....n....1....[2.d..Mzf.Mt....K..g>......5.#..0.9r..QZ....r..q.G........ i.Cn.A5.."..v..3..Y.2."...n..%.1.K:P.7c...M
JALblnrl XN a0 {W.._..Wg......C.Y..ab..D.fK.X]9...L.5H.|..z..0.. . L. {F....;-$..& H..m+iM.[f.w.. K.i.[..R.....k8"..G M.Q..
oo NlgXegeanr~g.. . ...H.3Z....fq..3...W.*B&mz.?.. MP.0.S.....u.l..g..a. X.RA ?....[.JC_..g...}. l....A.6 ..c.E....Q.7[....... y.d..Z. LrT=
.eObw..c........ W.......%8&.*TS .. Kt....9.={Q......... ;L5 ggkW..i...fbl.2.- ... [y0Of..YLi..O....).."... X..[....2..N.&7"gQ...N.EX\m.y..4.....nH..@...
A.Me(..[p.*AN...?@.N.g.D.{.."A.W....{...H.SD... W W...zc...K|.UL

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\gVz4ueFL8n.exe

data

dropped

1258

7.844168976176352

false

24:8/a/3F3IcRVYLIUR950ryPY 2td9RBFrw7Ff3Bw9IsKC305kPUN75:8SP38psuzJyFf3BpAkP21
AB9126EA2481F7D1BB86EF1DE7D2BA22
B6272989D176F931222458E4E540428AD5D64E4A
C7BEE94CEE92A4E9FAF89EBABDAFDCIAC229C5126ADB373A5D1757F77CASE7BC

380EB93B49532775C9F01BC242A9324D66FCE559F8081F95A8A3EDE13E0916527BEOC4CE44B7D6D9FCF8D79A79EA48F5AB80B505DF1B2A967EC61608CB95ED!
4

true

eo_endl0dse KLLL) L#LNIPLFgL . 2.4.5..8< L\ L& LAV -
.0$z.f=.CC\QC>F..)..7..>.7.D.10..e2N."..u...q.7...5.......~..... . Z UL (LomSL.
L{HWr.S$..kg.d.\J....).....0_$%....424
b.u..~'%.F.K.",.3~.0.2rE.F..\{U..h.0.}..../.z
=) v MNLHL LY 2y A LALGl6.0.& U BALY) TE.1.3~80..AL.Gh ) e XL 70,800 L CHT L. 2K XS A b.s . WULL

*..DIGLz# V... M(.n?._".n. AW X e F
KA - Z L lvawx..8.. . KLH...9

C:\Users\luser\Desktop\QNCYCDFIJJ\SQSJKEBWDT.jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

Copyright null 2020

C:\Users\user\Desktop\gVz4ueFL8n.exe

64-bit XCOFF executable or object module

dropped

1258

7.846337878834412

false

24:2SRuhrrXwrnb5MNsP50g TNt5Kj2CL3wWFkraKIJhQPUhia:NO/ghOg Tw5sWirdNP2ia
800164146C6592450703A0A57B35B3EF
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C:\Users\luser\Desktop\QNCYCDFIJJ\SQSJKEBWDT.jpg

SHA1L: 49F817E7EOF9FAA72B0O3AE72DF190F36D27D1450

SHA-256: 212CBB4981D9F93AA319F461589EE726AB4089810B4EB7BDA702E678BD52052A

SHA-512: AA9E73A53E4444FF3B607C74BC686B40CD8FA719348ACF2F09BC6COFAS51CABE2251FOCDEBI8D7354A5E00CB42A5F1E3D9740F5DAE3A878F6D543EAB6097EFE
56

Malicious: false

Preview:
..... MNpe])e_@N.LXxJALLdLLL) U B[R).LHWL)LLLCLn QS M. 4~V b 8.8 09 L L FmML @ N f=r)gn%. L. Q=L YLYGEL T {G L p. X .9 m!
L [Q e E....%-K.a.g.}..YV_*8..s..4Fs. ....2.....-... . X.9.J-.<..Z.tLVd]_|.&..S(....89.{D&......l..B.......... @6R.e.8,0..9.1.p..017...[.Y+i-.. /. .Ny...#. | ~=.
.u/.nv...%sS.....0.>.Xc.......M0O]..?22.9.....Z.c...3.G.].(%..yH.mQ.RW.h.~ .{......%.1(.+Wo./.,..|...Ljs\.....Y..L........ N...n8l...v..l.m.b_...ly..* k. jli>Y.....0op.|.-..2.J.S...
....... Qyb.0.3K!./.mL............n..C.....y. . #.E}....;.-. LRF..VK.{.".Gy..z.\.3.l. b 1\.grl./l.;0\.(..6..[.<.&.2p9..~.0t..q..>U.Si2VW.*+..ty....0t.....j..J......Db.8.(.Hf.l.

g.US.[.2.....Rb..Z..Hb..i... .....6... 3u.....

C:\Users\user\Desktop\SQSJKEBWDT.jpg

Process: C:\Users\user\Desktop\gVz4ueFL8n.exe

File Type: data

Category: dropped

Size (bytes): 1258

Entropy (8bit): 7.841857960359425

Encrypted: false

SSDEEP: 24:0yOpOLvTel60C5jTEjOjkaDNokaFmx+1h7vBYOxAHImpisJqPUhd6Q:0lelOC5jTEjOjkaDNonFm81hrSH/qP2r
MDS5: 22C99BAF18800061DB39CAA2ACALCEF8

SHA1L: F30B23503E467910B74FF3F03B7A426D722B6DCF

SHA-256: 7D4A39793D109F65EEE2CFA323FB04F94DB0C1B85115B3BB8050EA410E49483F

SHA-512: C48EAFAA30E1AEB0CCE71480620D35B212C27F749C4A8D83C02517E168A2D13523C461567684BCBOF68685549271E9E727AE3B4E1C04539E0COASAE297244512
Malicious: false

Preview:

81.Qs...J...... .~EB .
..4.cYv.5....&=.vn.0.,9.,;0s)..0.=P..r.1..K.8.WS..5.=.".....2.6(......5|B.V.RY.\a$.?. . *c.w...5.mP...[..d...O[..K.>.G].q4.Av..r....cWQ.R..vQ{.4.bmh.| X x1....|.A..].4..
iw.&....S..ct"9..@.5]....c.....r..1.." . .&. }..jc.3]>9........P..6..D.&.. ... X..8l..bgM..E..._&V.-r|w..5Ywl.&6e/...|l..re..p.q..B.w".yE._ad{ &WL..../k......a..-..e.b2T$7<.<...
U.>2.H'.3....T|.".G..Mk.s.Q.F..../4Y3..f6.\...,..nm fy....... [(...NZ]..A.&1w.0.$m....... C./l..M.>..8[..0..C......V.* . .<hE3{K.V.#.P.k.

C:\Users\luser\Desktop\SQSJKEBWDT.xIsx

Process: C:\Users\user\Desktop\gVz4ueFL8n.exe

File Type: data

Category: dropped

Size (bytes): 1258

Entropy (8bit): 7.825806861158214

Encrypted: false

SSDEEP: 24:N+PQYSPW/X5mZwD+110EI0BQH3yO0dkagGc6G/t/+VOmnZwdgPUhf8stF:N+oYSePGv1710QHIOQzKIWVLnGdgP2Uw

MDS5: B645E2E18F5BF10EFEAD8077F84FE9CL

SHA1L: 0BF60C9081E917BDD77452CDC52EAC0439AFC5D8

SHA-256: 5A38E6C7D8C5F897E7199468C2080571430159CAB654FB1DAF598F23980A2349

SHA-512: 70C53A47FEB97BDB64907C38017510BDA95D3399080E843F2BE214803A7CBD83E5AD0842EC101307E359A118E1BE041814625A4B628EBSFODCEF2930EB6968D/

Malicious: false

Preview:
.0]..z..S.[%...).|."p.6..<'g .BB.T@XD.X..|.tS..+.C.F.....7...0.....Y...x..C....|.L.x.t1.....GK......SV....KE.BC|6.aQG.&..L~.X.CG t... ........ Z{s.xll.8...3...&.Lu.k.,. . 1....F..
SN T 5. 2& #....+D..s..Q. +....B...w..aEqU........$..5Cc...7Tw..)iQ....... r.DO.3IN..L:.f.Q#..:>. . V...\..@..G..$[...c.u7........ V&..5...-.6!R;|...+5..5.#.|...e.
N.D..*V.>.Nk.7...e<.q..0...l..g\s., .Te..g...x|.A... ... ,h.w.D..aU.t..it...c...%.Bs...;. T...nw-,.A.:..[J..Q...$._.0....-D.ik....1....V..Fh)...

U6.B..LpM.N....its"..Z.~M..m.R.*.2].../...d}pR5.n ..2..P.6E
F..9.LFBE.YW..H..i*...LN]u....U.>....5.x1.[%... {HT......YI>T...

C:\Users\user\Desktop\SUAVTZKNFL.mp3

Process: C:\Users\user\Desktop\gVz4ueFL8n.exe

File Type: data

Category: dropped

Size (bytes): 1258

Entropy (8bit): 7.863058627659654

Encrypted: false

SSDEEP: 24:s5t/pzwFUh9U9qcXPgAa2x7WOmNk2Rv4Q/OvPUh606:5s5J2FUymCkk44QWP2e
MDS5: 7284802EAAC12160A81D9CC1C6D3EO0A

SHA1L: 11659644590851C654DC6013BFF3B5EC944B78BA

SHA-256: F092136E88439F8A78FE8672CD3B05E92D2D8F27005F0C5D03F8FB3EB73EBOBO
SHA-512: E755626C27B57812C2D56BE646D5E54F8D66C51400F0A9F9C44CB6F090652EC1386869C612575E408991195BCA469844C5E0D8154B2A7AD48C3712C9AAB9C87F
Malicious: false
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C:\Users\user\Desktop\SUAVTZKNFL.mp3

Preview:

o MLLKULL R.Po.H}....SL(....e.E.@.....M...f..c.V.9.\..5c*....KRO..s0..Wg...][.t...... .L.es.$.f TWC....L...C3.....y..<t.l.L..<}.yPcO-...,...Cc.Ri,.5......+..2rd" |..=
2.y...DLQ...@.0.G..c[.n/AA #.. T, z. LK\ Hrnt.<.ko../l.v... Dw...#d...&T.~\W..KI&B...=w...|.5Z...q..//..*...0.D..nD......... *S.XNn&...2CAE,..OE.....Y..L.].
s.F.b.0. W~ M....eW. ..r$.e. . W Y. LvALL L gEb...s...C3./P....h..p..x..~..P.H{..9....@5. e.zhw..|...18..1.@._Q(2u.lu.F.D).0.".$..N |...B..K.
Z..2R.P._6wW.Q.p. VT M |.).xi0O7?Lp.M.o...."h..m...+_L+.E\. LY T L7.mbwW2., AL TG f(%....C .W'E........ M.y.c9x.4";.kgE..c.../..g
.L...B5m:A.{>m3..a..0..bR>*....... X1%...~&G.YP'S......... S.HE...Z~iXLi....—-,.1,..6..1.Cz.".2.1-...9. % .7 .+ th. a. (M. $f..

C:\Users\luser\Desktop\ZQIXMVQGAH.docx

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\gVz4ueFL8n.exe

data

dropped

1258

7.845793391165351

false
24:04QyhSprWx1GOpAh17h9ljOveWs2iALHOYAPUhNLIKb:04QygBegOp2N2abRisOFP2sk
15754C59C50F6637B6405AF1EFD63836
DFA74910C886693CCEC7134982FB366F0132A7AD
ABDO034A1C2DE864C4B7C8DEE5D01AD35392FCIF36BFAC1D8DE6DO1FABB1E1195

18D27EEC9B3EBED12C066A5B1058AF6592051C250A067FFCCB7965703F13FC1EA285019C7C23ADB8CB04027FB2742EBE75B2E7A82BD92519D1216CCC6F40A0
9

false

S.9.$.0.;.....DB.t..bp..7...O.V....H.Ure.L
YB.o AFTT.LKILN....f. 9..h.& .

. >Y._3#...K..B..g%...LF.%Z.....g"\...M/.
.14.9.%)._&\NE.LW...L.E7.h.j>{Bjggnm...|.QP....S..0...gW...[..j2.cr.}.. Z.2.w...y.z.J....
F~12. B.FSO.4.W.n_...t...T.R...... cK'..)Rx8..J0......u.u....L.V._@...
_.5(.... LRX.X-1Gel&. 8 /el LT WLP.L0...h~..95G." ... {s...

C:\Users\user\Desktop\ZQIXMVQGAH\3pp6h54-readme.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\gVz4ueFL8n.exe

data

dropped

6948

3.871693032483107

false
96:GL5iNsggxU3TPXWKain8tuw57fc/crXbyUMKwpo/Inifd9PrR5u:GL5I3jXWKX83lfcUHyUMsAninDW
CO00E482AD266E33CDE8467875A21772

09334CBE426B6EF9ACFECB3E1043DBEOF95DDC5B
C8CC8B8620275CD6820A92COAD6CDEBF717DES31E14669758FAA487EE9397FCC

854743420E8B26B6C87FF38D2D518949BADEA4EEA703DBOFAAEQ040F2E7E743C7AD3C32674C5DE622A3A4B9713CC40BA5698A19930A32534B621BA0D1F6CEAS3
8

false

= .W.el.come.. . Again...===---....[+]. Whats. .Hap.p.en? [+]....Y.our files. .are. .en.c.ryp.ted., .and. .curren.tly. .unav.a.il
a.b.le....Y.o.u. .c.ann. .check. .it:. .all files..on..y.o.ur system. has..extens.io.n. 3.p.p.6.h.54...By..the way.,. . every.thing..is..p.o.s.s.ib.
l.e. to. .rec.ov.er. .(res.tore).,. .but yo.u .need. to. follow. .our. .instru.c.tio.ns...Otherw.is.e.,. yo.u..cant . return. .yo.ur .data...N.
EV.ER)........[+]. W.h.at. .guarante.es.? [+]....lts. jus.t .a .bus.iness.. .We. .abs.olutely..do..not .care..ab.o.u.t yo.u. .and. .yo.ur. .d.
e.als.,. .ex.cep.t ge.tting. .benefits.. .lf. .we..do..no.t .do..our w.o.rk .and. .liab.ilitie.s..-. .nob.o.dy.

C:\Users\user\Desktop\ZQIXMVQGAH\GAOBCVIQIJ.xlIsx

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\gVz4ueFL8n.exe

data

dropped

1258

7.865129893858218

false
24:rRZc5K/0KgUcQIP3R6RgF6iuWscJaoxMfq/iWrt3v4ZsoVmeOPUhrlzALj:r/c5mOKgv/RIUirJCf4iwBkNIeOP22S
4027FF4E8C7531055C0E825DB402FC12

F357D39595D803265F829E42E899899CD0952FF1
1970B6781F62719D4E747D324E3A676C3DD24D6F41F281CEB6BE4BABFC203E45
2858E96A7652C0A4E93250980F7772DFDDEB344B72BD417A7A48E26COB7AA2C4AFBE1193A4F74B5ACIB5F639171F74FD0280F450A848EA1BCEBD25438A90B419

false

b..PnM....../.8......6.....2| .
< LW.KXh;*%~..G....T.t....T.<+HjA$.=.m.....D6...& z.V.-yv..Ww/.R.Kj.r.C....X...p. ...d7?5...&..7.....b.|.]..|..0.U.6C...L.E.G
<8V Z.Q.E.>{Ja.$.n.kZ.y.5= . e.... Em(.....*...;....e...d.1.!f....0o.bp.+L.....;d..Z868.f . j{.NA?g|3.....E..V.v.6:5c'&0.A.N..GL3..g\.#.....F

C:\Users\user\Desktop\ZQIXMVQGAH\PWCCAWLGRE.png

Process:

Copyright null 2020

C:\Users\user\Desktop\gVz4ueFL8n.exe
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C:\Users\user\Desktop\ZQIXMVQGAH\PWCCAWLGRE.png

File Type: data
Category: dropped
Size (bytes): 1258
Entropy (8bit): 7.834369829768961
Encrypted: false
SSDEEP: 24:8v8930FDDVtHX6j2cqM4hxaig0GNKM/zCPOpdqLPUN55:8v893KDZtKBgM4hxazjzS0eP255
MDS5: D6AD80BBOOBC3A0ES8EBB8B05D39D45C
SHAL: 7BEB39E90D1COD5FBDFEF97263699AA6FDBEFFI1
SHA-256: 0286610A5294E84A45A2D352CE57BF518AB1B840A144FD30B4B3EA4D1E25CF1E
SHA-512: 1928F075BOEBI0C13FE824A55755BF3AA87833A21DDCO7F337CE3E24DC490EO0BC0810321C6A6F3A4E15AAE045385838662A5D86C7214B7B9A0B32BA6364FACO,
Malicious: false
Preview:
.G..u6>..{.|..yq:...BF....... f64.X.m.1..R.=\Rt...4........ E N Ves.a.V.R2vh;...2..7Q.8..=n........ B.&.{...7g0.A..2.l..8.V..1..F.}.. X.....a.<.V.IL.Sjl..L.@.... .1SvJ..t(..P.

.P.EE......qfJV..MR...,.D.KT:J......ay.8....... J\.0~..ON...a'Si@I...n.D_'5.~.p.L.0....... .Lj..t.vF......6./.B.2+h.....<..W/.bkH...t \...+ <. VWH. \Mf..@D.H.+4P...-.(

C:\Users\user\Desktop\ZQIXMVQGAH\QCFWYSKMHA.jpg

Process: C:\Users\user\Desktop\gVz4ueFL8n.exe

File Type: data

Category: dropped

Size (bytes): 1258

Entropy (8bit): 7.82224311309867

Encrypted: false

SSDEEP: 24:70Qx1tf8irg8y0FwtyHEF2A9x0hgLRN2JzbBxA7NN8laWPUhXJh:ftf8UgbOgAEFNqgRN29bA7TG5P2XH
MDS5: 387504F540DD4435FCEE29F9C4ACEBD6

SHA1L: 8AAB98CE47BAC450225EDC281646A58B5C3E1CIF

SHA-256: 119096B0C2D10C181593E08F6DE99D1BDE3FCAL10A339D5D5652E4EAD6D5A4738

SHA-512: AEA548F112FEC549747D8D239BFDA7D5F984933AA4FDI2A10F55893080D456 DF6A6771E5692B970D1F4ADD951FBC8F7A18304CC628454AA15D53C31F6AE3EDOA
Malicious: false

Preview:

. AU 20U K&
2uQ.Si. \t.2.1.". N #wVy...

C:\Users\user\Desktop\ZQIXMVQGAH\QNCYCDFIJJ.pdf

Process: C:\Users\user\Desktop\gVz4ueFL8n.exe

File Type: data

Category: dropped

Size (bytes): 1258

Entropy (8bit): 7.832603316028122

Encrypted: false

SSDEEP: 24:FwYPAYVIfgoR8NNgzCYjivKmJd2U0sAGzqvXR9kvyL2PUhRdpO:FrAOgFxuCyiyMrOsAGOR+vHP2g

MDS5: DBC357380E3BOC4ECOF08F1E7B4022BC

SHA1L: D24DFEOC7CF3FE52BD4FCFF8C274C5CA472D8ACA

SHA-256: 648D34D0304B303B897C3C6FFED506125E45CFBAB09FBEB1C04C5757D7268D0B

SHA-512: 3C74EB94BF4AFCA943133AF2116A2814CB3BB21D6527345CB8CICD8F020884278A64F9DEABED5356AD7F55CB51A9C0AED82FECF5AE7FIF26C70773A0E911AE
36

Malicious: false

Preview:
L XMVIDo.LLE  m %> =Y j16..0.Xv.Qt)......[5.+.=.1?..5.." =h.h.R.]..<..w...* X VL .. kX.RELVx.h.G. /Ol._ Q.[5.U..E........ _:C.h.j..&m.".8...bzB..J;.E....
woey.E..W.=2...8b.."...VC..1...qdq!0d.[A....u..0RB."9.4}I..}6..0...9M.......1M.X4....ZX2.d..-..c..B.. AN6~&.S......C.\Qht.z..Lh6.t..R...\....\>..1..I.

.D*R..3.jSKt.m.... .g.J.."...M.y=..&.....c..g.7.C..l..U...\.a.g....q... ...C. .
m..P.]..c.]}.V..I.3.N.4..0.."d..8...7G........ t..s....)H.%.2.$..C..3h.4.1[.......... X INt.R....P.Il. #.MIL."...6P.1..JX...5..HO..4fn.%l..$..F.j......8L/".-x.Kz.?,uL.
....B.2|CC{...M.N..’s......s.Q.nM ....eYF..-.....0...0y..&.NVh..1..d..Y..=..S.k]<xX....... R.+xt.S..Ilv.k..Z<\Y..l_...C+..]l.hL.g..H|...bY.:..d....0....

C:\Users\user\Desktop\ZQIXMVQGAH\SUAVTZKNFL.mp3

Process: C:\Users\user\Desktop\gVz4ueFL8n.exe

File Type: data

Category: dropped

Size (bytes): 1258

Entropy (8bit): 7.834153568684075

Encrypted: false

SSDEEP: 24:f3+omLnHi2xuxAZBLjCBWROA9NqQJb1gpuo90egYGepcJFoTIIGLiPUhHCMpM:foLC2TfrDVplldegY GGeX01liP2rM
MDS5: 25887A1F31D88F75CEC3ECEF83C5B498

SHA1L: 29B120B155B9439A7EBC55C9225D994EDO6BCAGF
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C:\Users\user\Desktop\ZQIXMVQGAH\SUAVTZKNFL.mp3

SHA-256: 8AOE6547B735B87B49195A8D277F6268A5EC61D047BD218A7F718F88A9C4B18B

SHA-512: 7EDO053FD89819A38DA1716B34456E1E8EF3AC298308B531AE8B372DF6D5BCBFB546CF810B53394795D09E08CD78DFDAO3ABDC2DE1ABD95DD5F4A439D16955¢
CE

Malicious: false

Preview:

LEiLlL"NP..2z.z....5..3.KDe<.....S..d..?2.0...a.7..JU0.K..k..J.O....K.[k4td<..t..'D...7..z.x.." X...0......<..~.[8z....).#.> HK.o.~]H.U..IQtD
nXTB.:...S.V....(.8.0...,.<.A\#£S. * *y{ @\ ..au./>LIf.0 SP.z.s..."{...q..D.?...2....dTO7Q.A>.. #>W..D...S.w...4H.b.U..f.../..w.%.UQ

...... 9b.h.(B..1."..D..2|...QaT9.J&J.._.).....43.A<9V.Y ..-IP.6>.(4..HM... x...z/.*....&...a9..i....w=X....9.A...W.PG...c\r..T...M.h.|..-a.S...34....n.
L$A.UP.%..C8.*...j.TJ.r.s...t..dOy5L1...hVX.m-}vo........ Ih.K#P. k... .z, m(..N..#.E...S*C.n."..e.7+.x..2mO."c\...{ o) PULLHPL (3] TLOL. boll&....
..H4_vgC.2..(._.RU.B-K.P. ..e.d4.$.Q..Y.Y(.q.m ..WU.=.....pm..M.;.....p.2..&....%.....U[4....R..5Q.[...9..I.......Q.2...3Qb'p. ./7..}..m..{ Xz<..SK.A..'0

C:\Users\user\Desktop\ZQIXMVQGAH\ZQIXMVQGAH.docx

Process: C:\Users\user\Desktop\gVz4ueFL8n.exe

File Type: data

Category: dropped

Size (bytes): 1258

Entropy (8bit):  7.8418945423489514

Encrypted: false

SSDEEP: 24:6kFINeCWIZvxctPWZxh7xfAIA7gEWGaSdIUMJIfEY h1WmyMO+RfXM8g4PPUhMI:Fj9ZvwWZxfJgEWGaSdldJsYh1ly2Rf8V

MD5: 271F111E5C7419B2064C8E368A9A384B

SHA1L: 4133B35CD8C6F071568173C2A3C3957A820E762C

SHA-256: 1B38F5CF2A1AABODAAAOC21C917ACACA5E87530E4D8BD2DCC67B31C247B77B97

SHA-512: EOE5EB3984CCAE96EBOA62A9C986CEEF6BF1ED253DD1522111186F2198B3DAE249190E56EA4E302ED6828DF15BFDA15B10CD15AAC8DDBB7581DF8D50A6D3/
8E6

Malicious: false

Preview:
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a..P..W.....%...Sf.=. > t.R W#..B.)....8$S.jhfP..61. .Jj.Ik.J.c2..Q.D....<.JYu.}H-B rS.MT.f.. . Y. R.2WV.ALgM.L[L UL KT X A 6.1.Y. ... g
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C:\Users\user\Documents\3pp6h54-readme.txt

Process: C:\Users\user\Desktop\gVz4ueFL8n.exe

File Type: data

Category: dropped

Size (bytes): 6948

Entropy (8bit): 3.871693032483107

Encrypted: false

SSDEEP: 96:GL5iNsggxU3TPXWKain8tuw57fc/crXbyUMKwpo/Inifd9PrR5u:GL5I3jXWKX83lfcUHyUMsAninDW

MDS5: CO00E482AD266E33CDE8467875A21772

SHA1L: 09334CBE426B6EF9ACFECB3E1043DBEOF95DDC5B

SHA-256: C8CC8B8620275CD6820A92COAD6CDEBF717DES31E14669758FAA487EE9397FCC

SHA-512: 854743420E8B26B6C87FF38D2D518949BADEA4EEA703DBOFAAE040F2E7E743C7AD3C32674C5DE622A3A4B9713CC40BA5698A19930A32534B621BA0D1F6CEA3
8

Malicious: false

Preview:

=== W.elcome...Again...= w[+]. W.hats. .Hap.p.en? [+]....Y.our files. .are..encry.pted.,. .and. .curren.tly. .unav.a.il
a.b.le....Y.ou. .can. .check. .it:. .all files..on..y.o.ur system. has..extens.io.n. 3.p.p.6.h.54...By..the way.,. .every.thing..is..p.o.s.s.ib.
l.e. to..rec.ov.er. .(res.tore).,. .but yo.u .need. to. follow. .our. .instru.c.tio.ns...Otherw.is.e.,. yo.u..cant return..yo.ur. .data...N.
EV.ER)........[+]. W.h.att. .g.uarante.es.? [+]....lLts. jus.t .a .bus.iness.. .W.e..abs.olutely..do..not . care..ab.o.u.t yo.u. .and. .yo.ur. .d.
e.als.,. .ex.ce.p.t ge.tting. .benefits...Lf..we..do..no.t .do..our w.o.rk .and. liab.ilitie.s..-..n.ob.o.dy.

C:\Users\user\Documents\BNAGMGSPLO\3pp6h54-readme.txt

Process: C:\Users\user\Desktop\gVz4ueFL8n.exe

File Type: data

Category: dropped

Size (bytes): 6948

Entropy (8bit): 3.871693032483107

Encrypted: false

SSDEEP: 96:GL5iNsggxU3TPXWKain8tuw57fc/crXbyUMKwpo/Inifd9PrR5u:GL5I3jXWKX83lfcUHyUMsAninDW

MD5: CO00E482AD266E33CDE8467875A21772

SHAL: 09334CBE426B6EF9ACFECB3E1043DBEOF95DDC5B

SHA-256: C8CC8B8620275CD6820A92COAD6CDEBF717DES31E14669758FAA487EE9397FCC

SHA-512: 854743420E8B26B6C87FF38D2D518949BADEA4EEA703DBOFAAE040F2E7E743C7AD3C32674C5DE622A3A4B9713CC40BA5698A19930A32534B621BA0D1F6CEA3
8

Malicious: false

Copyright null 2020 Page 44 of 229



C:\Users\user\Documents\BNAGMGSPLO\3pp6h54-readme.txt

Preview:

---=== Welcome.. Aga.in.. ===---....[+]. Whats. .Hap.p.en? [+]....Y.our files. .are. .en.cry.pted.,. .and. .curren.tly. .unav.a.i.l
a.b.le....Y.o.u. .c.ann. .check. .it:. .all files..on..y.o.ur system. .has..extens.io.n. 3.p.p.6.h.54...By..the way.,. . every.thing..is..p.o.s.s.ib.
l.e. to. .rec.ov.er. .(res.tore).,. .but yo.u .need. .to. follow. .our. .instru.c.tio.ns...Otherw.is.e.,. yo.u..cant return..yo.ur .data...N.
E.V.ER)........[+]. W.h.att. .g.uarante.es.? [+]....lts. jus.t .a .business.. .We..abs.olutely..do..not .care..ab.o.u.t yo.u. .and. .yo.ur. .d.
e.als.,. .ex.ce.p.t ge.tting. .benefits.. .lf. .we. .do..no.t .do..our wo.rk .and. .liab.ilitie.s..-..nob.o.dy.

C:\Users\user\Documents\CZQKSDDMWR\3pp6h54-readme.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\gVz4ueFL8n.exe

data

dropped

6948

3.871693032483107

false
96:GL5iNsggxU3TPXWKain8tuw57fc/crXbyUMKwpo/Inifd9PrR5u:GL5I3jXWKX83lfcUHyUMsAninDW
CO00E482AD266E33CDE8467875A21772

09334CBE426B6EF9ACFECB3E1043DBEOF95DDC5B
C8CC8B8620275CD6820A92COAD6CDEBF717DES31E14669758FAA487EE9397FCC

854743420E8B26B6C87FF38D2D518949BADEA4EEA703DBOFAAEQ40F2E7E743C7AD3C32674C5DE622A3A4B9713CC40BA5698A19930A32534B621BA0D1F6CEAS3
8

false

- \W.e.l.c.om.e... . Ag.a.in.. [ +]. Wohiats. \Haap.p.e.n?. [+]....Y.our files. .are. .encry.pted.,. .and. .curren.tly. .unav.a.il
a.b.le...Y.o.u. .c.an. .check. .it:. .all files..on..y.o.ur system. has..extens.io.n. 3.p.p.6.h.54...By..the way.,. .every.thing..is..p.o.s.s.ib.
l.e. to. .rec.ov.er. .(res.tore).,. .but yo.u .need. .to. follow. .our. .instru.c.tio.ns...Otherw.is.e.,. yo.u..cant return..yo.ur. .data...N.
E.V.ER)........[+]. W.h.at. .g.uarante.es.? [+]....lts. just .a .business.. .W.e..abs.olutely..do..not . care..ab.o.u.t yo.u. .and. .yo.ur .d.
e.als.,. .ex.ce.p.t ge.tting. .benefits.. .lf. .we..do..no.t .do..our wo.rk .and. .liab.ilitie.s..-..nob.o.dy.

Static File Info

General
File type: PE32 executable (GUI) Intel 80386, for MS Windows
Entropy (8bit): 6.592364626667132
TrID: e Win32 Executable (generic) a (10002005/4)
99.96%
e Generic Win/DOS Executable (2004/3) 0.02%
e DOS Executable Generic (2002/1) 0.02%
e Autodesk FLIC Image File (extensions: flc, fli, cel)
(7/3) 0.00%
File name: gVz4ueFL8n.exe
File size: 120832
MD5: 0e285f30f30dedd812295d2408f4b84c
SHA1L: 24e8a7a0b9fdf929e6cc4b52b0470bf4f7b6f244
SHA256: d91f951bdcf35012ac6b47c28cf32ec143e4269243d8c22
9f6ch326fd343df95
SHA512: 0e89d41a5bd1389d74e661e8f9d3efedf589c2e64f44497
1e349436a9b6f191f0a0d6017ale7c28d33be382600b08(
00f9496ehdfcf839943d559d1a10a8503
SSDEEP: 1536:ac790tHXciw8MfMNQuIioPIKNpVOB60OICS4AziU/
U/F20rg8sNIQoaA:EXCSK4IKvXhiU/+F20EVIQTA
File Content Preview: MZ..oooiiiiiieiies @ oo L.L!Th
is program cannot be run in DOS mode....$......... (\..F..F
..F..C..F..E..F.B. F|w..F.|w..F.G.F|w..F6B.
.F.6.D...F.Rich..F......... PE.L...%._.cceennn
File Icon

Icon Hash:

00828e8e8686b000

Static PE Info

General
Entrypoint:

Entrypoint Section:
Digitally signed:

Copyright null 2020

0x404414
text

false
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General

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: 32BIT_MACHINE, EXECUTABLE_IMAGE

DLL Characteristics: TERMINAL_SERVER_AWARE, DYNAMIC_BASE
Time Stamp: Ox5FAF25EL1 [Sat Nov 14 00:33:37 2020 UTC]

TLS Callbacks:
CLR (.Net) Version:
OS Version Major:
OS Version Minor:
File Version Major:
File Version Minor:

Subsystem Version Major:

Ll ) B N © ) B e |

Subsystem Version Minor:

Import Hash: 3eff7b78fa879bdd7bc10b8b899e0ab3

Entrypoint Preview

Instruction

push 00000000h

call 00007F0180945147h
push 00000000h

call 00007F0180945A4Ah
pop ecx

ret

push ebp

mov ebp, esp

sub esp, 2Ch

lea eax, dword ptr [ebp-2Ch]
push esi

push eax

push 00000018h

pop esi

push esi

push dword ptr [ebp+08h]
call dword ptr [00411244h]
test eax, eax

je 00007F0180945376h
mov eax, dword ptr [ebp-1Ah]
imul eax, dword ptr [ebp-1Ch]
push ebx

push edi

xor edi, edi

inc edi

movzx eax, ax

cmp ax, di

jne 00007F01809451E6h
mov ebx, edi

jmp 00007F0180945208h
push 00000004h

pop ebx

cmp ax, bx

jbe 00007F0180945200h
push 00000008h

pop ebx

cmp ax, bx

jbe 00007F01809451F8h
push 00000010h

pop ebx

cmp ax, bx

jbe 00007F01809451F0h
cmp ax, si

jnbe 00007F01809451E8h
mov ebx, esi

push 00000028h
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Instruction

jmp 00007F01809451F3h
push 00000020h

pop ebx

mov eax, edi

mov cl, bl

shl eax, cl

lea eax, dword ptr [00000028h+eax*4]
push eax

push 00000040h

call dword ptr [00411280h]
mov esi, eax

push 00000018h

mov dword ptr [esi], 00000028h
mov eax, dword ptr [ebp-28h]
mov dword ptr [esi+04h], eax
mov eax, dword ptr [ebp-24h]
mov dword ptr [esi+08h], eax
mov ax, word ptr [ebp-1Ch]
mov word ptr [esi+0Ch], ax
mov ax, word ptr [ebp-1Ah]
mov word ptr [esi+OEh], ax
pop eax

cmp bx, ax

jnc 00007F01809451E9h
mov cl, bl

shl edi, cl

mov dword ptr [esi+20h], edi
mov eax, dword ptr [esi+04h]
xor edi, edi

add eax, 07h

movzx ecx, bx

cdq

and edx, 07h

mov dword ptr [esi+00h], edi

Rich Headers

Programming Language:

Data Directories

Name

IMAGE_DIRECTORY_ENTRY_EXPORT
IMAGE_DIRECTORY_ENTRY_IMPORT
IMAGE_DIRECTORY_ENTRY_RESOURCE
IMAGE_DIRECTORY_ENTRY_EXCEPTION
IMAGE_DIRECTORY_ENTRY_SECURITY
IMAGE_DIRECTORY_ENTRY_BASERELOC
IMAGE_DIRECTORY_ENTRY_DEBUG
IMAGE_DIRECTORY_ENTRY_COPYRIGHT
IMAGE_DIRECTORY_ENTRY_GLOBALPTR
IMAGE_DIRECTORY_ENTRY_TLS
IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG
IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT
IMAGE_DIRECTORY_ENTRY_IAT
IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT
IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR
IMAGE_DIRECTORY_ENTRY_RESERVED

Sections
Name  Virtual Address Virtual Size Raw Size
text 0x1000 Oxb6a4 0xb800

Copyright null 2020

e [LNK] VS2015 UPD3.1 build 24215
e [C]VS2015 UPD3.1 build 24215

Virtual Address
0x0
0xfbd8
0x0

0x0

0x0
0x20000
0x0

0x0

0x0

0x0

0x0

0x0
0xd000
0x0

0x0

0x0

Xored PE ZLIB Complexity

False 0.57470703125

Virtual Size

0x0
0x3c
0x0
0x0
0x0
0x6¢c8
0x0
0x0
0x0
0x0
0x0
0x0
0x30
0x0
0x0
0x0

File Type

data

Is in Section

.rdata

.reloc

.rdata

Entropy Characteristics

6.55398000813 IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,

IMAGE_SCN_MEM_READ

Page 47 of 229



Name

.rdata

.data

.axh

.reloc

Imports

DLL
KERNEL3
OLEAUT3

Virtual Address Virtual Size

0xd000 0x2cd4

0x10000 0x2318

0x13000

0xc800

0x20000 0x6¢8

2.dll
2.dll

Network Behavior

No netwo

Code

rk behavior found

Manipulations

Statistics

Behavi

or

System Behavior

Click to jump to process

Raw Size

0x2e00

0x1e00

0xc800

0x800

Xored PE

False

False

False

False

Import

ZLIB Complexity
0.667629076087

0.91796875

0.57021484375

0.75146484375

File Type

data

data

data

data

Entropy
7.79698802019

7.62577900558

5.50276054743

6.10110704434

Characteristics

IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_DA
TA,
IMAGE_SCN_MEM_DISCARDABLE,
IMAGE_SCN_MEM_READ

IstrlenW, SetErrorMode, VerSetConditionMask, CloseHandle, GetExitCodeProcess, VerifyVersioninfoW, IstrcmpA

VariantClear, Variantlnit

@ gVz4ueFL8n.exe
@ unsecapp.exe

Analysis Process: gVz4ueFL8n.exe PID: 5916 Parent PID: 5632

General

Start time:

Start date:

Copyright nui

112020

02:44:57
22/11/2020
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Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Reputation:

File Activities

File Created

File Path
C:\3pp6h54-readme.txt

c:\program files\3pp6h54-readme.txt

c:\program files (x86)\3pp6h54-readme.txt

c:\recovery\3pp6h54-readme.txt

c:\users\3pp6h54-readme.txt

c:\program files (x86)\microsoft sql server\3pp6h54-readme.txt

c:\users\default\3pp6h54-readme.txt

c:\users\user\3pp6h54-readme.txt

c:\users\public\3pp6h54-readme.txt

c:\program files (x86)\microsoft sql server\110\3pp6h54-readme.txt

c:\users\default\desktop\3pp6h54-readme.txt

c:\users\default\documents\3pp6h54-readme.txt

c:\users\default\downloads\3pp6h54-readme.txt

c:\users\default\favorites\3pp6h54-readme.txt

c:\users\default\links\3pp6h54-readme.txt

Copyright null 2020

C:\Users\user\Desktop\gVz4ueFL8n.exe

true

‘C:\Users\user\Desktop\gVz4ueFL8n.exe'

0xdc0000

120832 bytes

OE285F30F30DEDD812295D2408F4B84C

true

true

C, C++ or other language

e Rule: JoeSecurity_Sodinokibi, Description: Yara detected Sodinokibi Ransomware,

Source:

00000000.00000003.202573050.00000000031CF000.00000004.00000040.sdmp, Author:

Joe Security

e Rule: JoeSecurity _Sodinokibi, Description: Yara detected Sodinokibi Ransomware,

Source:

00000000.00000003.202518189.00000000031CF000.00000004.00000040.sdmp, Author:

Joe Security

e Rule: MAL_RANSOM_REvil_Oct20_1, Description: Detects REvil ransomware, Source:
00000000.00000002.421931885.0000000000DC1000.00000020.00020000.sdmp, Author:

Florian Roth

e Rule: MAL_RANSOM_REvil_Oct20_1, Description: Detects REvil ransomware, Source:
00000000.00000000.202262320.0000000000DC1000.00000020.00020000.sdmp, Author:

Florian Roth

Access Attributes

read attributes | device
synchronize |
generic write

read attributes | device
synchronize |
generic write

read attributes | device
synchronize |
generic write

read attributes | device
synchronize |
generic write

read attributes | device
synchronize |
generic write

read attributes | device
synchronize |
generic write

read attributes | device
synchronize |
generic write

read attributes | device
synchronize |
generic write

read attributes | device
synchronize |
generic write

read attributes | device
synchronize |
generic write

read attributes | device
synchronize |
generic write

read attributes | device
synchronize |
generic write

read attributes | device
synchronize |
generic write

read attributes | device
synchronize |
generic write

read attributes | device
synchronize |
generic write

Options

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address Symbol

DC78B1 CreateFileW

DC78B1 CreateFileW

DC78B1 CreateFileW

DC78B1 CreateFileW

DC78B1 CreateFileW

DC78B1 CreateFileW

DC78B1 CreateFileW

DC78B1 CreateFileW

DC78B1 CreateFileW

DC78B1 CreateFileW

DC78B1 CreateFileW

DC78B1 CreateFileW

DC78B1 CreateFileW

DC78B1 CreateFileW

DC78B1 CreateFileW
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Source

File Path Access Attributes Options Completion Count Address Symbol

c:\users\default\music\3pp6h54-readme.txt read attributes | device synchronous io  success or wait 1 DC78B1 CreateFileW
synchronize | non alert | non
generic write directory file

c:\users\default\pictures\3pp6h54-readme.txt read attributes | device synchronous io  success or wait 1 DC78B1 CreateFileW
synchronize | non alert | non
generic write directory file

c:\users\default\saved games\3pp6h54-readme.txt read attributes | device synchronous io  success or wait 1 DC78B1 CreateFileW
synchronize | non alert | non
generic write directory file

c:\users\default\videos\3pp6h54-readme.txt read attributes | device synchronous io  success or wait 1 DC78B1 CreateFileW
synchronize | non alert | non
generic write directory file

c:\users\user\3d objects\3pp6h54-readme.txt read attributes | device synchronous io  success or wait 1 DC78B1 CreateFileW
synchronize | non alert | non
generic write directory file

c:\users\user\contacts\3pp6h54-readme.txt read attributes | device synchronous io  success or wait 1 DC78B1 CreateFileW
synchronize | non alert | non
generic write directory file

c:\users\user\desktop\3pp6h54-readme.txt read attributes | device synchronous io  success or wait 1 DC78B1 CreateFileW
synchronize | non alert | non
generic write directory file

c:\users\user\documents\3pp6h54-readme.txt read attributes | device synchronous io  success or wait 1 DC78B1 CreateFileW
synchronize | non alert | non
generic write directory file

c:\users\user\downloads\3pp6h54-readme.txt read attributes | device synchronous io  success or wait 1 DC78B1 CreateFileW
synchronize | non alert | non
generic write directory file

c:\users\user\favorites\3pp6h54-readme.txt read attributes | device synchronous io  success or wait 1 DC78B1 CreateFileW
synchronize | non alert | non
generic write directory file

c:\users\usen\links\3pp6h54-readme.txt read attributes | device synchronous io  success or wait 1 DC78B1 CreateFileW
synchronize | non alert | non
generic write directory file

c:\users\user\music\3pp6h54-readme.txt read attributes | device synchronous io  success or wait 1 DC78B1 CreateFileW
synchronize | non alert | non
generic write directory file

c:\users\user\onedrive\3pp6h54-readme.txt read attributes | device synchronous io  success or wait 1 DC78B1 CreateFileW
synchronize | non alert | non
generic write directory file

c:\users\user\pictures\3pp6h54-readme.txt read attributes | device synchronous io  success or wait 1 DC78B1 CreateFileW
synchronize | non alert | non
generic write directory file

c:\users\user\recent\3pp6h54-readme.txt read attributes | device synchronous io  success or wait 1 DC78B1 CreateFileW
synchronize | non alert | non
generic write directory file

c:\users\user\saved games\3pp6h54-readme.txt read attributes | device synchronous io  success or wait 1 DC78B1 CreateFileW
synchronize | non alert | non
generic write directory file

c:\users\user\searches\3pp6h54-readme.txt read attributes | device synchronous io  success or wait 1 DC78B1 CreateFileW
synchronize | non alert | non
generic write directory file

c:\users\user\videos\3pp6h54-readme.txt read attributes | device synchronous io  success or wait 1 DC78B1 CreateFileW
synchronize | non alert | non
generic write directory file

c:\users\public\accountpictures\3pp6h54-readme.txt read attributes | device synchronous io  success or wait 1 DC78B1 CreateFileW
synchronize | non alert | non
generic write directory file

c:\users\public\desktop\3pp6h54-readme.txt read attributes | device synchronous io  success or wait 1 DC78B1 CreateFileW
synchronize | non alert | non
generic write directory file

c:\users\public\documents\3pp6h54-readme.txt read attributes | device synchronous io  success or wait 1 DC78B1 CreateFileW
synchronize | non alert | non
generic write directory file

c:\users\public\downloads\3pp6h54-readme.txt read attributes | device synchronous io  success or wait 1 DC78B1 CreateFileW
synchronize | non alert | non
generic write directory file

c:\users\public\libraries\3pp6h54-readme.txt read attributes | device synchronous io  success or wait 1 DC78B1 CreateFileW
synchronize | non alert | non
generic write directory file

c:\users\public\music\3pp6h54-readme.txt read attributes | device synchronous io  success or wait 1 DC78B1 CreateFileW
synchronize | non alert | non
generic write directory file

c:\users\public\pictures\3pp6h54-readme.txt read attributes | device synchronous io  success or wait 1 DC78B1 CreateFileW
synchronize | non alert | non
generic write directory file

c:\users\public\videos\3pp6h54-readme.txt read attributes | device synchronous io  success or wait 1 DC78B1 CreateFileW
synchronize | non alert | non
generic write directory file
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Source

File Path Access Attributes Options Completion Count Address Symbol

c:\program files (x86)\microsoft sql server\110\shared\3pp6h54-readme.txt read attributes | device synchronous io  success or wait 1 DC78B1 CreateFileW
synchronize | non alert | non
generic write directory file

c:\users\user\desktop\bnagmgsplo\3pp6h54-readme.txt read attributes | device synchronous io  success or wait 1 DC78B1 CreateFileW
synchronize | non alert | non
generic write directory file

c:\users\user\desktop\czgksddmwr\3pp6h54-readme.txt read attributes | device synchronous io  success or wait 1 DC78B1 CreateFileW
synchronize | non alert | non
generic write directory file

c:\users\user\desktop\eowrvpgccs\3pp6h54-readme.txt read attributes | device synchronous io  success or wait 1 DC78B1 CreateFileW
synchronize | non alert | non
generic write directory file

c:\users\user\desktop\klizusigen\3pp6h54-readme.txt read attributes | device synchronous io  success or wait 1 DC78B1 CreateFileW
synchronize | non alert | non
generic write directory file

c:\users\user\desktop\lijdsfkjzg\3pp6h54-readme.txt read attributes | device synchronous io  success or wait 1 DC78B1 CreateFileW
synchronize | non alert | non
generic write directory file

c:\users\user\desktop\palrgucveh\3pp6h54-readme.txt read attributes | device synchronous io  success or wait 1 DC78B1 CreateFileW
synchronize | non alert | non
generic write directory file

c:\users\user\desktop\pivfageaav\3pp6h54-readme.txt read attributes | device synchronous io  success or wait 1 DC78B1 CreateFileW
synchronize | non alert | non
generic write directory file

c:\users\user\desktop\pwccawlgre\3pp6h54-readme.txt read attributes | device synchronous io  success or wait 1 DC78B1 CreateFileW
synchronize | non alert | non
generic write directory file

c:\users\user\desktop\qcfwyskmha\3pp6h54-readme.txt read attributes | device synchronous io  success or wait 1 DC78B1 CreateFileW
synchronize | non alert | non
generic write directory file

c:\users\user\desktop\qcoilogikc\3pp6h54-readme.txt read attributes | device synchronous io  success or wait 1 DC78B1 CreateFileW
synchronize | non alert | non
generic write directory file

c:\users\user\desktop\gncycdfijj\3pp6h54-readme.txt read attributes | device synchronous io  success or wait 1 DC78B1 CreateFileW
synchronize | non alert | non
generic write directory file

c:\users\user\desktop\zgixmvggah\3pp6h54-readme.txt read attributes | device synchronous io  success or wait 1 DC78B1 CreateFileW
synchronize | non alert | non
generic write directory file

c:\users\user\documents\bnagmgsplo\3pp6h54-readme.txt read attributes | device synchronous io  success or wait 1 DC78B1 CreateFileW
synchronize | non alert | non
generic write directory file

c:\users\user\documents\czgksddmwr\3pp6h54-readme.txt read attributes | device synchronous io  success or wait 1 DC78B1 CreateFileW
synchronize | non alert | non
generic write directory file

c:\users\user\documents\eowrvpgccs\3pp6h54-readme. txt read attributes | device synchronous io  success or wait 1 DC78B1 CreateFileW
synchronize | non alert | non
generic write directory file

c:\users\user\documents\gaobcviqij\3pp6h54-readme. txt read attributes | device synchronous io  success or wait 1 DC78B1 CreateFileW
synchronize | non alert | non
generic write directory file

c:\users\user\documents\klizusigen\3pp6h54-readme.txt read attributes | device synchronous io  success or wait 1 DC78B1 CreateFileW
synchronize | non alert | non
generic write directory file

c:\users\user\documents\lijdsfkjzg\3pp6h54-readme.txt read attributes | device synchronous io  success or wait 1 DC78B1 CreateFileW
synchronize | non alert | non
generic write directory file

c:\users\user\documents\palrgucveh\3pp6h54-readme.txt read attributes | device synchronous io  success or wait 1 DC78B1 CreateFileW
synchronize | non alert | non
generic write directory file

c:\users\user\documents\pwccawlgre\3pp6h54-readme.txt read attributes | device synchronous io  success or wait 1 DC78B1 CreateFileW
synchronize | non alert | non
generic write directory file

c:\users\user\documents\qcfwyskmha\3pp6h54-readme.txt read attributes | device synchronous io  success or wait 1 DC78B1 CreateFileW
synchronize | non alert | non
generic write directory file

c:\users\user\documents\gcoilogikc\3pp6h54-readme.txt read attributes | device synchronous io  success or wait 1 DC78B1 CreateFileW
synchronize | non alert | non
generic write directory file

c:\users\user\documents\gncycdfijj\3pp6h54-readme.txt read attributes | device synchronous io  success or wait 1 DC78B1 CreateFileW
synchronize | non alert | non
generic write directory file

c:\users\user\documents\sgsjkebwdt\3pp6h54-readme.txt read attributes | device synchronous io  success or wait 1 DC78B1 CreateFileW
synchronize | non alert | non
generic write directory file

c:\users\user\favorites\links\3pp6h54-readme. txt read attributes | device synchronous io  success or wait 1 DC78B1 CreateFileW
synchronize | non alert | non
generic write directory file
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File Path Access Attributes Options Completion Count Address Symbol
c:\users\user\pictures\camera roll\3pp6h54-readme.txt read attributes | device synchronous io  success or wait 1 DC78B1 CreateFileW

synchronize | non alert | non

generic write directory file
C:\Users\user\AppData\Local\Temp\539.bmp read attributes | device synchronous io  success or wait 1 DC4536 CreateFileW

synchronize | non alert | non

generic read | directory file

generic write

File Moved
Source
Old File Path New File Path Completion Count Address Symbol
C:\bootTel.dat c:\bootTel.dat.3pp6h54 success or wait 1 DC7999 MoveFileW
C:\Users\DefaulttNTUSER.DAT.LOG1 c:\users\defaul\NTUSER.DAT.LOG1.3pp6h54 success or wait 1 DC7999 MoveFileW
C:\Users\Default NTUSER.DAT{8ebe95f7-3dch-11e8-a9d9- c:\users\default\NTUSER.DAT{8ebe95f7-3dch-11e8-a9d9- success or wait 1 DC7999 MoveFileW
7cfe90913f50}. TM.blf 7cfe90913f50}. TM.blif.3pp6h54
C:\Users\Default\NTUSER.DAT{8ebe95f7-3dch-11e8-a9d9- c:\users\defaul\NTUSER.DAT{8ebe95f7-3dch-11e8-a9d9- success or wait 1 DC7999 MoveFileW
7cfe90913f50}. TMContainer00000000000000000001..regtrans-ms  7cfe90913f50}. TMContainer00000000000000000001..regtrans-
ms.3pp6h54
C:\Users\Default\NTUSER.DAT{8ebe95f7-3dch-11e8-a9d9- c:\users\defaul\NTUSER.DAT{8ebe95f7-3dch-11e8-a9d9- success or wait 1 DC7999 MoveFileW
7cfe90913f50}. TMContainer00000000000000000002.regtrans-ms  7cfe90913f50}. TMContainer00000000000000000002.regtrans-
ms.3pp6h54

C:\Users\user\Desktop\DUUDTUBZFW.png c:\users\user\desktop\DUUDTUBZFW.png.3pp6h54 success or wait 1 DC7999 MoveFileW
C:\Users\user\Desktop\EEGWXUHVUG.pdf c:\users\user\desktop\EEGWXUHVUG.pdf.3pp6h54 success or wait 1 DC7999 MoveFileW
C:\Users\user\Desktop\EIVQSAOTAQ.mp3 c:\users\user\desktop\EIVQSAOTAQ.mp3.3pp6h54 success or wait 1 DC7999 MoveFileW
C:\Users\user\Desktop\EOWRVPQCCS.jpg c:\users\user\desktop\EOWRVPQCCS.jpg.3pp6h54 success or wait 1 DC7999 MoveFileW
C:\Users\user\Desktop\GIGIYTFFYT.png c:\users\user\desktop\GIGIYTFFYT.png.3pp6h54 success or wait 1 DC7999 MoveFileW
C:\Users\user\Desktop\GRXZDKKVDB.jpg c:\users\user\desktop\GRXZDKKVDB.jpg.3pp6h54 success or wait 1 DC7999 MoveFileW
C:\Users\user\Desktop\GAOBCVIQIJ.xIsx c:\users\user\desktop\GAOBCVIQIJ.xIsx.3pp6h54 success or wait 1 DC7999 MoveFileW
C:\Users\user\Desktop\GRXZDKKVDB.mp3 c:\users\user\desktop\GRXZDKKVDB.mp3.3pp6h54 success or wait 1 DC7999 MoveFileW
C:\Users\user\Desktop\GRXZDKKVDB.pdf c:\users\user\desktop\GRXZDKKVDB.pdf.3pp6h54 success or wait 1 DC7999 MoveFileW
C:\Users\user\Desktop\NVWZAPQSQL.png c:\users\user\desktop\NVWZAPQSQL.png.3pp6h54 success or wait 1 DC7999 MoveFileW
C:\Users\user\Desktop\PIVFAGEAAV.pdf c:\users\user\desktop\PIVFAGEAAV .pdf.3pp6h54 success or wait 1 DC7999 MoveFileW
C:\Users\user\Desktop\PIVFAGEAAV .xlsx c:\users\user\desktop\PIVFAGEAAV .xIsx.3pp6h54 success or wait 1 DC7999 MoveFileW
C:\Users\user\Desktop\PWCCAWLGRE.docx c:\users\user\desktop\PWCCAWLGRE.docx.3pp6h54 success or wait 1 DC7999 MoveFileW
C:\Users\user\Desktop\PWCCAWLGRE.png c:\users\user\desktop\PWCCAWLGRE.png.3pp6h54 success or wait 1 DC7999 MoveFileW
C:\Users\user\Desktop\PWCCAWLGRE.xlsx c:\users\user\desktop\PWCCAWLGRE.xlsx.3pp6h54 success or wait 1 DC7999 MoveFileW
C:\Users\user\Desktop\QCFWYSKMHA.docx c:\users\user\desktop\QCFWYSKMHA.docx.3pp6h54 success or wait 1 DC7999 MoveFileW
C:\Users\user\Desktop\QCFWYSKMHA.jpg c:\users\user\desktop\QCFWYSKMHA.jpg.3pp6h54 success or wait 1 DC7999 MoveFileW
C:\Users\user\Desktop\QCOILOQIKC.mp3 c:\users\user\desktop\QCOILOQIKC.mp3.3pp6h54 success or wait 1 DC7999 MoveFileW
C:\Users\user\Desktop\QNCYCDFIJJ.docx c:\users\user\desktop\QNCYCDFIJJ.docx.3pp6h54 success or wait 1 DC7999 MoveFileW
C:\Users\user\Desktop\SQSJKEBWDT.jpg c:\users\user\desktop\SQSJKEBWDT .jpg.3pp6h54 success or wait 1 DC7999 MoveFileW
C:\Users\user\Desktop\QNCYCDFIJJ.pdf c:\users\user\desktop\QNCYCDFIJJ.pdf.3pp6h54 success or wait 1 DC7999 MoveFileW
C:\Users\user\Desktop\SQSJKEBWDT .xlsx c:\users\user\desktop\SQSJKEBWDT .xlsx.3pp6h54 success or wait 1 DC7999 MoveFileW
C:\Users\user\Desktop\SUAVTZKNFL.mp3 c:\users\user\desktop\SUAVTZKNFL.mp3.3pp6h54 success or wait 1 DC7999 MoveFileW
C:\Users\user\Desktop\ZQIXMVQGAH.docx c:\users\user\desktop\ZQIXMVQGAH.docx.3pp6h54 success or wait 1 DC7999 MoveFileW
C:\Users\user\Documents\DUUDTUBZFW.png c:\users\user\documents\DUUDTUBZFW.png.3pp6h54 success or wait 1 DC7999 MoveFileW
C:\Users\user\Documents\EEGWXUHVUG.pdf c:\users\user\documents\EEGWXUHVUG.pdf.3pp6h54 success or wait 1 DC7999 MoveFileW
C:\Users\user\Documents\EIVQSAOTAQ.mp3 c:\users\user\documents\EIVQSAOTAQ.mp3.3pp6h54 success or wait 1 DC7999 MoveFileW
C:\Users\user\Documents\EOWRVPQCCS.jpg c:\users\user\documents\EOWRVPQCCS.jpg.3pp6h54 success or wait 1 DC7999 MoveFileW
C:\Users\user\Documents\GIGIYTFFYT.png c:\users\user\documents\GIGIYTFFYT.png.3pp6h54 success or wait 1 DC7999 MoveFileW
C:\Users\user\Documents\GRXZDKKVDB.jpg c:\users\user\documents\GRXZDKKVDB.jpg.3pp6h54 success or wait 1 DC7999 MoveFileW
C:\Users\user\Documents\GRXZDKKVDB.mp3 c:\users\user\documents\GRXZDKKVDB.mp3.3pp6h54 success or wait 1 DC7999 MoveFileW
C:\Users\user\Documents\GRXZDKKVDB.pdf c:\users\user\documents\GRXZDKKVDB.pdf.3pp6h54 success or wait 1 DC7999 MoveFileW
C:\Users\user\Documents\NVWZAPQSQL.png c:\users\user\documents\NVWZAPQSQL.png.3pp6h54 success or wait 1 DC7999 MoveFileW
C:\Users\user\Documents\PIVFAGEAAV.mp3 c:\users\user\documents\PIVFAGEAAV.mp3.3pp6h54 success or wait 1 DC7999 MoveFileW
C:\Users\user\Documents\PIVFAGEAAV.pdf c:\users\user\documents\PIVFAGEAAV.pdf.3pp6h54 success or wait 1 DC7999 MoveFileW
C:\Users\user\Documents\PIVFAGEAAV .xlsx c:\users\user\documents\PIVFAGEAAV .xIsx.3pp6h54 success or wait 1 DC7999 MoveFileW
C:\Users\user\Documents\PWCCAWLGRE.docx c:\users\user\documents\PWCCAWLGRE.docx.3pp6h54 success or wait 1 DC7999 MoveFileW
C:\Users\user\Documents\PWCCAWLGRE.jpg c:\users\user\documents\PWCCAWLGRE.jpg.3pp6h54 success or wait 1 DC7999 MoveFileW
C:\Users\user\Documents\PWCCAWLGRE.xIsx c:\users\user\documents\PWCCAWLGRE.xIsx.3pp6h54 success or wait 1 DC7999 MoveFileW
C:\Users\user\Documents\QCFWYSKMHA.docx c:\users\user\documents\QCFWY SKMHA.docx.3pp6h54 success or wait 1 DC7999 MoveFileW
C:\Users\user\Documents\QCFWY SKMHA.pdf c:\users\user\documents\QCFWY SKMHA.pdf.3pp6h54 success or wait 1 DC7999 MoveFileW
C:\Users\user\Documents\QCOILOQIKC.mp3 c:\users\user\documents\QCOILOQIKC.mp3.3pp6h54 success or wait 1 DC7999 MoveFileW
C:\Users\user\Documents\QNCYCDFIJJ.docx c:\users\user\documents\QNCYCDFIJJ.docx.3pp6h54 success or wait 1 DC7999 MoveFileW
C:\Users\user\Documents\QNCYCDFIJJ.xlsx c:\users\user\documents\QNCYCDFIJJ.xIsx.3pp6h54 success or wait 1 DC7999 MoveFileW
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Old File Path

C:\Users\user\Documents\SQSJKEBWNDT.jpg
C:\Users\user\Documents\SQSJKEBWDT .xIsx
C:\Users\user\Documents\SUAVTZKNFL.png
C:\Users\user\Documents\ZQIXMVQGAH.docx
C:\Users\user\Downloads\DUUDTUBZFW.png
C:\Users\user\Downloads\EEGWXUHVUG.pdf
C:\Users\user\Downloads\EIVQSAOTAQ.mp3
C:\Users\user\Downloads\EOWRVPQCCS.jpg
C:\Users\user\Downloads\GAOBCVIQIJ.docx
C:\Users\user\Downloads\GIGIYTFFYT.png
C:\Users\user\Downloads\GRXZDKKVDB.jpg
C:\Users\user\Downloads\GRXZDKKVDB.mp3
C:\Users\user\Downloads\GRXZDKKVDB.pdf
C:\Users\user\Downloads\NVWZAPQSQL.png
C:\Users\user\Downloads\PIVFAGEAAV.mp3
C:\Users\user\Downloads\PIVFAGEAAV .pdf
C:\Users\user\Downloads\PIVFAGEAAV.xIsx
C:\Users\user\Downloads\PWCCAWLGRE.docx
C:\Users\user\Downloads\PWCCAWLGRE.jpg
C:\Users\user\Downloads\PWCCAWLGRE.xIsx
C:\Users\user\Downloads\QCFWYSKMHA.docx
C:\Users\user\Downloads\QCFWYSKMHA.pdf
C:\Users\user\Downloads\QCOILOQIKC.mp3
C:\Users\user\Downloads\QNCYCDFIJJ.docx
C:\Users\user\Downloads\QNCYCDFIJJ.xlsx
C:\Users\user\Downloads\SQSJKEBWDT.jpg
C:\Users\user\Downloads\SQSJKEBWDT .xlsx
C:\Users\user\Downloads\SUAVTZKNFL.png
C:\Users\user\Favorites\Amazon.url
C:\Users\user\Favorites\Facebook.url
C:\Users\user\Favorites\Bing.url
C:\Users\user\Favorites\Google.url
C:\Users\user\Favorites\Live.url
C:\Users\user\Favorites\NYTimes.url
C:\Users\user\Favorites\Reddit.url
C:\Users\user\Favorites\Twitter.url
C:\Users\user\Favorites\Wikipedia.url
C:\Users\user\Favorites\Youtube.url
C:\Users\user\Searches\Everywhere.search-ms
C:\Users\user\Searches\Indexed Locations.search-ms
C:\Users\Public\Libraries\RecordedTV.library-ms
C:\Users\user\Desktop\PWCCAWLGRE\EOWRVPQCCS.jpg
C:\Users\user\Desktop\PWCCAWLGRE\GRXZDKKVDB.pdf
C:\Users\user\Desktop\PWCCAWLGRE\GIGIYTFFYT.png
C:\Users\user\Desktop\PWCCAWLGRE\PWCCAWLGRE.docx
C:\Users\user\Desktop\PWCCAWLGRE\QCOILOQIKC.mp3
C:\Users\user\Desktop\PWCCAWLGRE\SQSJKEBWDT.xlsx
C:\Users\user\Desktop\QCFWYSKMHA\DUUDTUBZFW.png
C:\Users\user\Desktop\QCFWY SKMHA\EEGWXUHVUG.pdf
C:\Users\user\Desktop\QCFWYSKMHA\EIVQSAOTAQ.mp3
C:\Users\user\Desktop\QCFWYSKMHA\GRXZDKKVDB.jpg
C:\Users\user\Desktop\QCFWYSKMHA\PIVFAGEAAV .xlsx
C:\Users\user\Desktop\QCFWY SKMHA\QCFWYSKMHA.docx
C:\Users\user\Desktop\QNCYCDFIJJ\GRXZDKKVDB.mp3
C:\Users\user\Desktop\QNCYCDFIJJI\NVWZAPQSQL.png
C:\Users\user\Desktop\QNCYCDFIJJ\PIVFAGEAAV .pdf
C:\Users\user\Desktop\QNCYCDFIJJ\PWCCAWLGRE.xIsx
C:\Users\user\Desktop\QNCYCDFIJJ\QNCYCDFIJJ.docx
C:\Users\user\Desktop\ZQIXMVQGAH\GAOBCVIQIJ.xIsx
C:\Users\user\Desktop\QNCYCDFIJN\SQSJKEBWDT.jpg
C:\Users\user\Desktop\ZQIXMVQGAH\PWCCAWLGRE.png
C:\Users\user\Desktop\ZQIXMVQGAH\QCFWYSKMHA.jpg
C:\Users\user\Desktop\ZQIXMVQGAH\QNCYCDFIJJ.pdf
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New File Path
c:\users\user\documents\SQSJKEBWDT.jpg.3pp6h54
c:\users\user\documents\SQSJKEBWDT .xIsx.3pp6h54
c:\users\user\documents\SUAVTZKNFL.png.3pp6h54
c:\users\user\documents\ZQIXMVQGAH.docx.3pp6h54
c:\users\user\downloads\DUUDTUBZFW.png.3pp6h54
c:\users\user\downloads\EEGWXUHVUG.pdf.3pp6h54
c:\users\user\downloads\EIVQSAOTAQ.mp3.3pp6h54
c:\users\user\downloads\EOWRVPQCCS.jpg.3pp6h54
c:\users\user\downloads\GAOBCVIQIJ.docx.3pp6h54
c:\users\user\downloads\GIGIYTFFYT.png.3pp6h54
c:\users\user\downloads\GRXZDKKVDB.jpg.3pp6h54
c:\users\user\downloads\GRXZDKKVDB.mp3.3pp6h54
c:\users\user\downloads\GRXZDKKVDB.pdf.3pp6h54
c:\users\user\downloads\NVWZAPQSQL.png.3pp6h54
c:\users\user\downloads\PIVFAGEAAV.mp3.3pp6h54
c:\users\user\downloads\PIVFAGEAAV.pdf.3pp6h54
c:\users\user\downloads\PIVFAGEAAV .xlsx.3pp6h54
c:\users\user\downloads\PWCCAWLGRE.docx.3pp6h54
c:\users\user\downloads\PWCCAWLGRE.jpg.3pp6h54
c:\users\user\downloads\PWCCAWLGRE.xIsx.3pp6h54
c:\users\user\downloads\QCFWYSKMHA.docx.3pp6h54
c:\users\user\downloads\QCFWYSKMHA.pdf.3pp6h54
c:\users\user\downloads\QCOILOQIKC.mp3.3pp6h54
c:\users\user\downloads\QNCYCDFIJJ.docx.3pp6h54
c:\users\user\downloads\QNCYCDFIJJ.xIsx.3pp6h54
c:\users\user\downloads\SQSJKEBWNDT.jpg.3pp6h54
c:\users\user\downloads\SQSJKEBWDT .xIsx.3pp6h54
c:\users\user\downloads\SUAVTZKNFL.png.3pp6h54
c:\users\user\favorites\Amazon.url.3pp6h54
c:\users\user\favorites\Facebook.url.3pp6h54
c:\users\user\favorites\Bing.url.3pp6h54
c:\users\user\favorites\Google.url.3pp6h54
c:\users\user\favorites\Live.url.3pp6h54
c:\users\user\favorites\NYTimes.url.3pp6h54
c:\users\user\favorites\Reddit.url.3pp6h54
c:\users\user\favorites\Twitter.url.3pp6h54
c:\users\user\favorites\Wikipedia.url.3pp6h54
c:\users\user\favorites\Youtube.url.3pp6h54
c:\users\user\searches\Everywhere.search-ms.3pp6h54
c:\users\user\searches\Indexed Locations.search-ms.3pp6h54
c:\users\public\libraries\RecordedTV.library-ms.3pp6h54
c:\users\user\desktop\pwccawlgre\EOWRVPQCCS.jpg.3pp6h54
c:\users\user\desktop\pwccawlgre\GRXZDKKVDB.pdf.3pp6h54
c:\users\user\desktop\pwccawlgre\GIGIYTFFYT.png.3pp6h54
c:\users\user\desktop\pwccawlgre\PWCCAWLGRE.docx.3pp6h54
c:\users\user\desktop\pwccawlgre\QCOILOQIKC.mp3.3pp6h54
c:\users\user\desktop\pwccawlgre\SQSIKEBWDT .xIsx.3pp6h54
c:\users\user\desktop\qcfwyskmha\DUUDTUBZFW.png.3pp6h54
c:\users\user\desktop\qcfwyskmha\EEGWXUHVUG.pdf.3pp6h54
c:\users\user\desktop\qcfwyskmha\EIVQSAOTAQ.mp3.3pp6h54
c:\users\user\desktop\qcfwyskmha\GRXZDKKVDB.jpg.3pp6h54
c:\users\user\desktop\qcfwyskmha\PIVFAGEAAV .xlIsx.3pp6h54

c:\users\user\desktop\qcfwyskmha\QCFWYSKMHA.docx.3pp6h54

c:\users\user\desktop\gqncycdfijj\GRXZDKKVDB.mp3.3pp6h54
c:\users\user\desktop\gqncycdfijj\NVWZAPQSQL.png.3pp6h54
c:\users\user\desktop\qncycdfijj\PIVFAGEAAV .pdf.3pp6h54
c:\users\user\desktop\qncycdfijj\PWCCAWLGRE.xlIsx.3pp6h54
c:\users\user\desktop\gncycdfijj\QNCYCDFIJJ.docx.3pp6h54
c:\users\user\desktop\zgixmvggah\GAOBCVIQIJ.xIsx.3pp6h54
c:\users\user\desktop\qncycdfij\SQSIKEBWDT .jpg.3pp6h54
c:\users\user\desktop\zgixmvggah\PWCCAWLGRE.png.3pp6h54
c:\users\user\desktop\zgixmvggah\QCFWYSKMHA.jpg.3pp6h54
c:\users\user\desktop\zgixmvggah\QNCYCDFIJJ.pdf.3pp6h54

Completion
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Source

Address Symbol
DC7999 MoveFileW
DC7999 MoveFileW
DC7999 MoveFileW
DC7999 MoveFileW
DC7999 MoveFileW
DC7999 MoveFileW
DC7999 MoveFileW
DC7999 MoveFileW
DC7999 MoveFileW
DC7999 MoveFileW
DC7999 MoveFileW
DC7999 MoveFileW
DC7999 MoveFileW
DC7999 MoveFileW
DC7999 MoveFileW
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DC7999 MoveFileW
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DC7999 MoveFileW
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DC7999 MoveFileW
DC7999 MoveFileW
DC7999 MoveFileW
DC7999 MoveFileW
DC7999 MoveFileW
DC7999 MoveFileW
DC7999 MoveFileW
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Old File Path
C:\Users\user\Desktop\ZQIXMVQGAH\SUAVTZKNFL.mp3
C:\Users\user\Desktop\ZQIXMVQGAH\ZQIXMVQGAH.docx
C:\Users\user\Documents\GAOBCVIQIJN\GAOBCVIQIJ.docx
C:\Users\user\Documents\GAOBCVIQIJ\PIVFAGEAAV.mp3
C:\Users\user\Documents\GAOBCVIQIJ\PWCCAWLGRE.jpg
C:\Users\user\Documents\GAOBCVIQIN\QCFWYSKMHA.pdf
C:\Users\user\Documents\GAOBCVIQIJ\QNCYCDFIJJ.xlsx
C:\Users\user\Documents\GAOBCVIQIJN\SUAVTZKNFL.png
C:\Users\user\Documents\PWCCAWLGRE\EOWRVPQCCS.jpg

C:\Users\user\Documents\PWCCAWLGRE\GIGIYTFFYT.png
C:\Users\user\Documents\PWCCAWLGRE\GRXZDKKVDB.pdf

C:\Users\user\Documents\PWCCAWLGRE\PWCCAWLGRE.docx

C:\Users\user\Documents\PWCCAWLGRE\QCOILOQIKC.mp3
C:\Users\user\Documents\PWCCAWLGRE\SQSJKEBWDT.xlsx

C:\Users\user\Documents\QCFWYSKMHA\DUUDTUBZFW.png

C:\Users\user\Documents\QCFWYSKMHA\EEGWXUHVUG.pdf

C:\Users\user\Documents\QCFWYSKMHA\EIVQSAOTAQ.mp3

C:\Users\user\Documents\QCFWYSKMHA\GRXZDKKVDB.jpg

C:\Users\user\Documents\QCFWYSKMHA\PIVFAGEAAV .xlsx

C:\Users\user\Documents\QCFWYSKMHA\QCFWYSKMHA.docx

C:\Users\user\Documents\QNCYCDFIJJ\GRXZDKKVDB.mp3
C:\Users\user\Documents\QNCYCDFIJJ\NVWZAPQSQL.png
C:\Users\user\Documents\QNCYCDFIJJ\PIVFAGEAAV .pdf
C:\Users\user\Documents\QNCYCDFIJJ\PWCCAWLGRE.xIsx
C:\Users\user\Documents\QNCYCDFIJJ\QNCYCDFIJJ.docx
C:\Users\user\Documents\QNCYCDFIJN\SQSJKEBWDT.jpg

File Written

File Path
C:\3pp6h54-readme.txt
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New File Path

c:\users\user\desktop\zgixmvggah\SUAVTZKNFL.mp3.3pp6h54

c:\users\user\desktop\zgixmvggah\ZQIXMVQGAH.docx.3pp6h54

c:\users\user\documents\gaobcvigij)\ GAOBCVIQIJ.docx.3pp6h54

c:\users\user\documents\gaobcvigij\PIVFAGEAAV.mp3.3pp6h54

c:\users\user\documents\gaobcviqij\PWCCAWLGRE.jpg.3pp6h54

c:\users\user\documents\gaobcvigij\QCFWY SKMHA..pdf.3pp6h54

c:\users\user\documents\gaobcvigij)\QNCYCDFIJJ.xIsx.3pp6h54

c:\users\user\documents\gaobcvigi\ SUAVTZKNFL.png.3pp6h54

c:\users\user\documents\pwccaw
Igre\EOWRVPQCCS.jpg.3pp6h54

c:\users\user\documents\pwccawlgre\GIGIYTFFYT.png.3pp6h54

c:\users\user\documents\pwccawlgre\GRXZDKKVDB.pdf.3pp6h54

c:\users\user\documents\pwccaw
Igre\PWCCAWLGRE.docx.3pp6h54

c:\users\user\documents\pwccawlgre\QCOILOQIKC.mp3.3pp6h54

c:\users\user\documents\pwccaw
Igre\SQSJKEBWDT .xIsx.3pp6h54

c:\users\user\documents\qcfwys
kmha\DUUDTUBZFW.png.3pp6h54

c:\users\user\documents\qcfwys
kmha\EEGWXUHVUG.pdf.3pp6h54

c:\users\user\documents\qcfwys
kmha\EIVQSAOTAQ.mp3.3pp6h54

c:\users\user\documents\qcfwys
kmha\GRXZDKKVDB.jpg.3pp6h54

c:\users\user\documents\qcfwyskmha\PIVFAGEAAV .xIsx.3pp6h54

c:\users\user\documents\qcfwys
kmha\QCFWYSKMHA.docx.3pp6h54

c:\users\user\documents\gncycdfijj\GRXZDKKVDB.mp3.3pp6h54

c:\users\user\documents\gncycdfijj\NVWZAPQSQL.png.3pp6h54

c:\users\user\documents\gncycdfijj\PIVFAGEAAV.pdf.3pp6h54

c:\users\user\documents\gncycdfijj\PWCCAWLGRE.xlsx.3pp6h54

c:\users\user\documents\gncycdfij\QNCYCDFIJJ.docx.3pp6h54
c:\users\user\documents\gncycdfij\SQSIJKEBWDT .jpg.3pp6h54

Offset
unknown 6948

Length Value

2d 00 2d 00 2d 00 3d
00 3d 00 3d 00 20 00
57 00 65 00 6¢ 00 63
00 6f 00 6d 00 65 00
2e 00 20 00 41 00 67
00 61 00 69 00 6e 00
2e 00 20 00 3d 00 3d
00 3d 00 2d 00 2d 00
2d 00 0d 00 Oa 00 0Od
00 0a 00 5b 00 2b 00
5d 00 20 00 57 00 68
00 61 00 74 00 73 00
2000 48 00 61 00 70
00 70 00 65 00 6e 00
3f 00 20 00 5b 00 2b
00 5d 00 0d 00 0a 00
0d 00 0a 00 59 00 6f
00 75 00 72 00 20 00
66 00 69 00 6¢ 00 65
00 73 00 20 00 61 00
72 00 65 00 20 00 65
00 6e 00 63 00 72 00
7900 70 00 74 00 65
00 64 00 2c 00 20 00
61 00 6e 00 64 00 20
00 63 00 7500 72 00
7200 65 00 6e 00 74
00 6¢ 00 79 00 20 00
7500 6e 00 61 00 76
00 61 00 69 00 6¢ 00
61 00 62 00 6¢ 00 65
00 2e 00 20 00 59 00
6f 00 75 00 20 00 63
00 61 00 6e 00 20 00
63 00 68 00 65 00 63
00 6b 00 20 00 69 00
7400 3a

A.g.a.in...
[+]. .W.h.ats. .H.a.
p.p.e.n.?. [+]......Y.0.
ur. files. .are..en.

c.ry.p.te.d.,. .a.n.d. .cu.

rre.ntly. .unav.a.il

a.b.le....Y.o.u. .ca.n. .c.

h.e.ck. .it:

Completion

success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait

success or wait

success or wait
success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait
success or wait
success or wait
success or wait
success or wait

success or wait

Completion

success or wait

Count

P R R R R R R R R

P R R R R R

Source

Address Symbol
DC7999 MoveFileW
DC7999 MoveFileW
DC7999 MoveFileW
DC7999 MoveFileW
DC7999 MoveFileW
DC7999 MoveFileW
DC7999 MoveFileW
DC7999 MoveFileW

DC7999 MoveFileW

DC7999 MoveFileW

DC7999 MoveFileW

DC7999 MoveFileW

DC7999 MoveFileW

DC7999 MoveFileW

DC7999 MoveFileW

DC7999 MoveFileW

DC7999 MoveFileW

DC7999 MoveFileW

DC7999 MoveFileW

DC7999 MoveFileW

DC7999 MoveFileW

DC7999 MoveFileW
DC7999 MoveFileW
DC7999 MoveFileW
DC7999 MoveFileW

DC7999 MoveFileW

Source

Count Address Symbol

1

DC7904 WriteFile
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File Path
C:\Program Files\3pp6h54-readme.txt

C:\Program Files (x86)\3pp6h54-readme.txt

C:\bootTel.dat

Copyright null 2020

Offset Length Value

unknown 6948

unknown 6948

2d 00 2d 00 2d 00 3d
00 3d 00 3d 00 20 00
57 00 65 00 6¢ 00 63
00 6f 00 6d 00 65 00
2e 00 20 00 41 00 67
00 61 00 69 00 6e 00
2e 00 20 00 3d 00 3d
00 3d 00 2d 00 2d 00
2d 00 0d 00 Oa 00 Od
00 0a 00 5b 00 2b 00
5d 00 20 00 57 00 68
00 61 00 74 00 73 00
2000 48 00 61 00 70
00 70 00 65 00 6e 00
3f 00 20 00 5b 00 2b
00 5d 00 0d 00 Oa 00
0d 00 0a 00 59 00 6f
00 75 00 72 00 20 00
66 00 69 00 6¢ 00 65
00 73 00 20 00 61 00
72 00 65 00 20 00 65
00 6e 00 63 00 72 00
7900 70 00 74 00 65
00 64 00 2c 00 20 00
61 00 6e 00 64 00 20
00 63 00 7500 72 00
72 00 65 00 6e 00 74
00 6¢ 00 79 00 20 00
7500 6e 00 61 00 76
00 61 00 69 00 6¢ 00
61 00 62 00 6¢ 00 65
00 2e 00 20 00 59 00
6f 00 75 00 20 00 63
00 61 00 6e 00 20 00
63 00 68 00 65 00 63
00 6b 00 20 00 69 00
7400 3a

2d 00 2d 00 2d 00 3d
00 3d 00 3d 00 20 00
57 00 65 00 6¢ 00 63
00 6f 00 6d 00 65 00
2e 0020 00 41 00 67
00 61 00 69 00 6e 00
2e 00 20 00 3d 00 3d
00 3d 00 2d 00 2d 00
2d 00 0d 00 Oa 00 Od
00 0a 00 5b 00 2b 00
5d 00 20 00 57 00 68
00 61 00 74 00 73 00
2000 48 00 61 00 70
00 70 00 65 00 6e 00
3f 00 20 00 5b 00 2b
00 5d 00 0d 00 Oa 00
0d 00 0a 00 59 00 6f
00 75 00 72 00 20 00
66 00 69 00 6¢ 00 65
00 73 00 20 00 61 00
72 00 65 00 20 00 65
00 6e 00 63 00 72 00
7900 70 00 74 00 65
00 64 00 2c 00 20 00
61 00 6e 00 64 00 20
00 63 00 7500 72 00
7200 65 00 6e 00 74
00 6¢ 00 79 00 20 00
7500 6e 00 61 00 76
00 61 00 69 00 6¢ 00
61 00 62 00 6¢ 00 65
00 2e 00 20 00 59 00
6f 00 75 00 20 00 63
00 61 00 6e 00 20 00
63 00 68 00 65 00 63
00 6b 00 20 00 69 00
7400 3a

6b 30 c5 e6 e0 5c a2
63 b9 ef 54 6¢ 82 f0 57
1f b0 b2 97 80 08 25
7a 2458 08 f5 3b f6 ce
48 dd 48 80 c4 86 c8
de 2c €6 06 42 aa 1e
c8 00 46 7c 2f 4e f2 {7
3cfdeaaf 68 al a7 91
93 16 86 fd 2d 3f 17 2b
8194 d9 b5 3b c2 74
a3 cc 3 bd 50

Source

Ascii Completion Count Address Symbol

-.-.-.===..W.e.l.c.o.m.e... success or wait 1 DC7904 WriteFile

[+]. .W.h.ats. .H.a.
p.p.e.n.?. [+]......Y.0.
ur. files. .are..en.
c.ry.p.te.d.,. .a.n.d. .cu.
rre.ntly. .unav.a.il
a.b.le....Y.o.u. .ca.n. .c.
h.e.ck. .it:

- W.e.l.c.o.m.e... success or wait 1 DC7904 WriteFile
Ag.ain.. .= -
[+]. .W.h.ats. .H.a.
p.p.e.n.?. [+]......Y.0.
ur. files. .are..en.
c.ry.p.te.d.,. .a.n.d. .cu.
rrently. .unav.a.il
a.b.le....Y.o.u. .ca.n. .c.
h.e.ck. .it:

kO..\.c..TL.W......%z$X..;.. pending 1
H.H..

DC7668 WriteFile
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File Path
C:\bootTel.dat

C:\Recovery\3pp6h54-readme.txt

Copyright null 2020

Offset Length Value

80 232

unknown 6948

66 ab 3b 7d fc 7f c2 41
6a a8 50 cc 40 a6 e0
7e 6e 78 d9 ea a2 cd
9b ca al 52 1b 0f f3 10
2b 4e 99 ef e6 68 8 ff
726258 d2 3c 07 3d
ab 0d 7d 05 ca 3d 8a
28 cd el 01 37 €7 9b
ba 28 a6 62 bd 5d f5
4b 0d 8¢ b9 bb c9 88
56 9c ¢8 32 dc 6¢ 1b
ca 1d 60 4a 98 a8 6a
90 19 30 82 58 dd cd
11 b1 9d 8c 0d 86 67
d7 28 5d ee d5 89 56
8158 b9 7b ce bc e8
719109 bd 29 7a 56
d5 11 0b 90 1e 86 4b
90 a4 76 d9 b0 3f ca
54 9b e3 6b 52 49 da
c3 32 a0 09 ce Oe 34
63 22 d9 af af 43 36 d3
6d 77 bb 6a 99 d5 25
95 b1 f9 42 73 58 e6
56 Oa 18 e6 9d f3 36
c8b0 d6 c8 2b 70 1e
53 44 ea 07 f2 3c 69
58 ec 8b cc 57 9d 53
3b 00 7c 5f 2c d8 f1 44
e9 7ac0 79 3f e9 b9
20 €9 Oe 4a df 00 00
00 00 00 00 00 00 e7
fa d2 08

2d 00 2d 00 2d 00 3d
00 3d 00 3d 00 20 00
57 00 65 00 6¢ 00 63
00 6f 00 6d 00 65 00
2e 0020 00 41 00 67
00 61 00 69 00 6e 00
2e 00 20 00 3d 00 3d
00 3d 00 2d 00 2d 00
2d 00 0d 00 Oa 00 0Od
00 0a 00 5b 00 2b 00
5d 00 20 00 57 00 68
00 61 00 74 00 73 00
2000 48 00 61 00 70
00 70 00 65 00 6e 00
3f 00 20 00 5b 00 2b
00 5d 00 0d 00 0a 00
0d 00 0a 00 59 00 6f
00 75 00 72 00 20 00
66 00 69 00 6¢ 00 65
00 73 00 20 00 61 00
72 00 65 00 20 00 65
00 6e 00 63 00 72 00
7900 70 00 74 00 65
00 64 00 2c 00 20 00
61 00 6e 00 64 00 20
00 63 00 7500 72 00
7200 65 00 6e 00 74
00 6¢ 00 79 00 20 00
7500 6e 00 61 00 76
00 61 00 69 00 6¢ 00
61 00 62 00 6¢ 00 65
00 2e 00 20 00 59 00
6f 00 75 00 20 00 63
00 61 00 6e 00 20 00
63 00 68 00 65 00 63
00 6b 00 20 00 69 00
7400 3a

Source

Ascii Completion Count Address Symbol

f.; 1 ALP.@..~nx....... R.... pending 1
+N...h..rbX.<.=.}..=.(
(b]K....V..2..."3..j..0
X. g.(...V.X{...q...)
zV...K.v.2.T.kRI..2...4
c"...C6.mw.j..%...BsX.V.....
6...+p.SD...
<iX..W.S;.|_,..D.z.y?..
cdn

DC7668 WriteFile

-.-.-.===..W.e.l.c.o.m.e... success or wait 1 DC7904 WriteFile
A.g.a.in...
[+]. .W.h.aits. .H.a.
p.p.e.n.?. [+]......Y.0.
ur. files. .are..en.
c.ry.p.te.d.,. .a.n.d. .cu.
rre.ntly. .unav.a.il
a.b.le....Y.o.u. .ca.n. .c.
h.e.ck. .it:
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File Path
C:\Users\3pp6h54-readme.txt

Offset Length Value

unknown 6948

C:\Program Files (x86)\Microsoft SQL Server\3pp6h54-readme.t unknown 6948

xt

Copyright null 2020

2d 00 2d 00 2d 00 3d
00 3d 00 3d 00 20 00
57 00 65 00 6¢ 00 63
00 6f 00 6d 00 65 00
2e 00 20 00 41 00 67
00 61 00 69 00 6e 00
2e 00 20 00 3d 00 3d
00 3d 00 2d 00 2d 00
2d 00 0d 00 Oa 00 0Od
00 0a 00 5b 00 2b 00
5d 00 20 00 57 00 68
00 61 00 74 00 73 00
2000 48 00 61 00 70
00 70 00 65 00 6e 00
3f 00 20 00 5b 00 2b
00 5d 00 0d 00 0a 00
0d 00 0a 00 59 00 6f
00 75 00 72 00 20 00
66 00 69 00 6¢ 00 65
00 73 00 20 00 61 00
72 00 65 00 20 00 65
00 6e 00 63 00 72 00
7900 70 00 74 00 65
00 64 00 2c 00 20 00
61 00 6e 00 64 00 20
00 63 00 7500 72 00
72 00 65 00 6e 00 74
00 6¢ 00 79 00 20 00
7500 6e 00 61 00 76
00 61 00 69 00 6¢ 00
61 00 62 00 6¢ 00 65
00 2e 00 20 00 59 00
6f 00 75 00 20 00 63
00 61 00 6e 00 20 00
63 00 68 00 65 00 63
00 6b 00 20 00 69 00
7400 3a

2d 00 2d 00 2d 00 3d
00 3d 00 3d 00 20 00
57 00 65 00 6¢ 00 63
00 6f 00 6d 00 65 00
2e 00 20 00 41 00 67
00 61 00 69 00 6e 00
2e 00 20 00 3d 00 3d
00 3d 00 2d 00 2d 00
2d 00 0d 00 Oa 00 Od
00 0a 00 5b 00 2b 00
5d 00 20 00 57 00 68
00 61 00 74 00 73 00
2000 48 00 61 00 70
00 70 00 65 00 6e 00
3f 00 20 00 5b 00 2b
00 5d 00 0d 00 Oa 00
0d 00 0a 00 59 00 6f
00 75 00 72 00 20 00
66 00 69 00 6¢ 00 65
00 73 00 20 00 61 00
72 00 65 00 20 00 65
00 6e 00 63 00 72 00
7900 70 00 74 00 65
00 64 00 2c 00 20 00
61 00 6e 00 64 00 20
00 63 00 7500 72 00
7200 65 00 6e 00 74
00 6¢ 00 79 00 20 00
7500 6e 00 61 00 76
00 61 00 69 00 6¢ 00
61 00 62 00 6¢ 00 65
00 2e 00 20 00 59 00
6f 00 75 00 20 00 63
00 61 00 6e 00 20 00
63 00 68 00 65 00 63
00 6b 00 20 00 69 00
7400 3a

Source

Ascii Completion Count Address Symbol

-.-.-.===..W.e.l.c.o.m.e... success or wait 1 DC7904 WriteFile

[+]. .W.h.aits. .H.a.
p.p.e.n.?. [+]......Y.0.
ur. files. .are..e.n.
c.ry.p.te.d.,. .a.n.d. .c.u.
rre.ntly. .unav.a.il
a.b.le....Y.o.u. .ca.n. .c.
h.e.ck. .it:

- W.e.l.c.o.m.e... success or wait 1 DC7904 WriteFile
Ag.ain.. .= -
[+]. .W.h.ats. .H.a.
p.p.e.n.?. [.+]......Y.0.
ur. files. .are..en.
c.ry.p.te.d.,. .a.n.d. .cu.
rre.ntly. .unav.a.il
a.b.le....Y.o.u. .ca.n. .c.
h.e.ck. .it:
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File Path
C:\Users\Default\3pp6h54-readme.txt

C:\Users\user\3pp6h54-readme.txt

Copyright null 2020

Offset Length Value

unknown 6948

unknown 6948

2d 00 2d 00 2d 00 3d
00 3d 00 3d 00 20 00
57 00 65 00 6¢ 00 63
00 6f 00 6d 00 65 00
2e 00 20 00 41 00 67
00 61 00 69 00 6e 00
2e 00 20 00 3d 00 3d
00 3d 00 2d 00 2d 00
2d 00 0d 00 Oa 00 Od
00 0a 00 5b 00 2b 00
5d 00 20 00 57 00 68
00 61 00 74 00 73 00
2000 48 00 61 00 70
00 70 00 65 00 6e 00
3f 00 20 00 5b 00 2b
00 5d 00 0d 00 Oa 00
0d 00 0a 00 59 00 6f
00 75 00 72 00 20 00
66 00 69 00 6¢ 00 65
00 73 00 20 00 61 00
72 00 65 00 20 00 65
00 6e 00 63 00 72 00
7900 70 00 74 00 65
00 64 00 2c 00 20 00
61 00 6e 00 64 00 20
00 63 00 7500 72 00
72 00 65 00 6e 00 74
00 6¢ 00 79 00 20 00
7500 6e 00 61 00 76
00 61 00 69 00 6¢ 00
61 00 62 00 6¢ 00 65
00 2e 00 20 00 59 00
6f 00 75 00 20 00 63
00 61 00 6e 00 20 00
63 00 68 00 65 00 63
00 6b 00 20 00 69 00
7400 3a

2d 00 2d 00 2d 00 3d
00 3d 00 3d 00 20 00
57 00 65 00 6¢ 00 63
00 6f 00 6d 00 65 00
2e 0020 00 41 00 67
00 61 00 69 00 6e 00
2e 00 20 00 3d 00 3d
00 3d 00 2d 00 2d 00
2d 00 0d 00 Oa 00 Od
00 0a 00 5b 00 2b 00
5d 00 20 00 57 00 68
00 61 00 74 00 73 00
2000 48 00 61 00 70
00 70 00 65 00 6e 00
3f 00 20 00 5b 00 2b
00 5d 00 0d 00 Oa 00
0d 00 0a 00 59 00 6f
00 75 00 72 00 20 00
66 00 69 00 6¢ 00 65
00 73 00 20 00 61 00
72 00 65 00 20 00 65
00 6e 00 63 00 72 00
7900 70 00 74 00 65
00 64 00 2c 00 20 00
61 00 6e 00 64 00 20
00 63 00 7500 72 00
7200 65 00 6e 00 74
00 6¢ 00 79 00 20 00
7500 6e 00 61 00 76
00 61 00 69 00 6¢ 00
61 00 62 00 6¢ 00 65
00 2e 00 20 00 59 00
6f 00 75 00 20 00 63
00 61 00 6e 00 20 00
63 00 68 00 65 00 63
00 6b 00 20 00 69 00
7400 3a

Source

Ascii Completion Count Address Symbol

-.-.-.===..W.e.l.c.o.m.e... success or wait 1 DC7904 WriteFile

[+]. .W.h.ats. .H.a.
p.p.e.n.?. [+]......Y.0.
ur. files. .are..en.
c.ry.p.te.d.,. .a.n.d. .cu.
rre.ntly. .unav.a.il
a.b.le....Y.o.u. .ca.n. .c.
h.e.ck. .it:

- W.e.l.c.o.m.e... success or wait 1 DC7904 WriteFile
Ag.ain.. .= -
[+]. .W.h.ats. .H.a.
p.p.e.n.?. [+]......Y.0.
ur. files. .are..en.
c.ry.p.te.d.,. .a.n.d. .cu.
rrently. .unav.a.il
a.b.le....Y.o.u. .ca.n. .c.
h.e.ck. .it:
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File Path
C:\Users\Public\3pp6h54-readme.txt

Offset Length Value

unknown 6948

C:\Program Files (x86)\Microsoft SQL Server\110\3pp6h54-read unknown 6948

me.txt

Copyright null 2020

2d 00 2d 00 2d 00 3d
00 3d 00 3d 00 20 00
57 00 65 00 6¢ 00 63
00 6f 00 6d 00 65 00
2e 00 20 00 41 00 67
00 61 00 69 00 6e 00
2e 00 20 00 3d 00 3d
00 3d 00 2d 00 2d 00
2d 00 0d 00 Oa 00 Od
00 0a 00 5b 00 2b 00
5d 00 20 00 57 00 68
00 61 00 74 00 73 00
2000 48 00 61 00 70
00 70 00 65 00 6e 00
3f 00 20 00 5b 00 2b
00 5d 00 0d 00 Oa 00
0d 00 0a 00 59 00 6f
00 75 00 72 00 20 00
66 00 69 00 6¢ 00 65
00 73 00 20 00 61 00
72 00 65 00 20 00 65
00 6e 00 63 00 72 00
7900 70 00 74 00 65
00 64 00 2c 00 20 00
61 00 6e 00 64 00 20
00 63 00 7500 72 00
72 00 65 00 6e 00 74
00 6¢ 00 79 00 20 00
7500 6e 00 61 00 76
00 61 00 69 00 6¢ 00
61 00 62 00 6¢ 00 65
00 2e 00 20 00 59 00
6f 00 75 00 20 00 63
00 61 00 6e 00 20 00
63 00 68 00 65 00 63
00 6b 00 20 00 69 00
7400 3a

2d 00 2d 00 2d 00 3d
00 3d 00 3d 00 20 00
57 00 65 00 6¢ 00 63
00 6f 00 6d 00 65 00
2e 0020 00 41 00 67
00 61 00 69 00 6e 00
2e 00 20 00 3d 00 3d
00 3d 00 2d 00 2d 00
2d 00 0d 00 Oa 00 Od
00 0a 00 5b 00 2b 00
5d 00 20 00 57 00 68
00 61 00 74 00 73 00
2000 48 00 61 00 70
00 70 00 65 00 6e 00
3f 00 20 00 5b 00 2b
00 5d 00 0d 00 Oa 00
0d 00 0a 00 59 00 6f
00 75 00 72 00 20 00
66 00 69 00 6¢ 00 65
00 73 00 20 00 61 00
72 00 65 00 20 00 65
00 6e 00 63 00 72 00
7900 70 00 74 00 65
00 64 00 2c 00 20 00
61 00 6e 00 64 00 20
00 63 00 7500 72 00
7200 65 00 6e 00 74
00 6¢ 00 79 00 20 00
7500 6e 00 61 00 76
00 61 00 69 00 6¢ 00
61 00 62 00 6¢ 00 65
00 2e 00 20 00 59 00
6f 00 75 00 20 00 63
00 61 00 6e 00 20 00
63 00 68 00 65 00 63
00 6b 00 20 00 69 00
7400 3a

Source

Ascii Completion Count Address Symbol

-.-.-.===..W.e.l.c.o.m.e... success or wait 1 DC7904 WriteFile

[+]. .W.h.ats. .H.a.
p.p.e.n.?. [+]......Y.0.
ur. files. .are..e.n.
c.ry.p.te.d.,. .a.n.d. .c.u.
rre.ntly. .unav.a.il
a.b.le....Y.o.u. .ca.n. .c.
h.e.ck. .it:

- W.e.l.c.o.m.e... success or wait 1 DC7904 WriteFile
Ag.ain.. .= -
[+]. .W.h.ats. .H.a.
p.p.e.n.?. [+]......Y.0.
ur. files. .are..en.
c.ry.p.te.d.,. .a.n.d. .cu.
rre.ntly. .unav.a.il
a.b.le....Y.o.u. .ca.n. .c.
h.e.ck. .it:
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File Path
C:\Users\Default\Desktop\3pp6h54-readme.txt

C:\Users\Default\Documents\3pp6h54-readme.txt

Copyright null 2020

Offset Length Value

unknown 6948

unknown 6948

2d 00 2d 00 2d 00 3d
00 3d 00 3d 00 20 00
57 00 65 00 6¢ 00 63
00 6f 00 6d 00 65 00
2e 00 20 00 41 00 67
00 61 00 69 00 6e 00
2e 00 20 00 3d 00 3d
00 3d 00 2d 00 2d 00
2d 00 0d 00 Oa 00 0Od
00 0a 00 5b 00 2b 00
5d 00 20 00 57 00 68
00 61 00 74 00 73 00
2000 48 00 61 00 70
00 70 00 65 00 6e 00
3f 00 20 00 5b 00 2b
00 5d 00 0d 00 0a 00
0d 00 0a 00 59 00 6f
00 75 00 72 00 20 00
66 00 69 00 6¢ 00 65
00 73 00 20 00 61 00
72 00 65 00 20 00 65
00 6e 00 63 00 72 00
7900 70 00 74 00 65
00 64 00 2c 00 20 00
61 00 6e 00 64 00 20
00 63 00 7500 72 00
72 00 65 00 6e 00 74
00 6¢ 00 79 00 20 00
7500 6e 00 61 00 76
00 61 00 69 00 6¢ 00
61 00 62 00 6¢ 00 65
00 2e 00 20 00 59 00
6f 00 75 00 20 00 63
00 61 00 6e 00 20 00
63 00 68 00 65 00 63
00 6b 00 20 00 69 00
7400 3a

2d 00 2d 00 2d 00 3d
00 3d 00 3d 00 20 00
57 00 65 00 6¢ 00 63
00 6f 00 6d 00 65 00
2e 00 20 00 41 00 67
00 61 00 69 00 6e 00
2e 00 20 00 3d 00 3d
00 3d 00 2d 00 2d 00
2d 00 0d 00 Oa 00 Od
00 0a 00 5b 00 2b 00
5d 00 20 00 57 00 68
00 61 00 74 00 73 00
2000 48 00 61 00 70
00 70 00 65 00 6e 00
3f 00 20 00 5b 00 2b
00 5d 00 0d 00 Oa 00
0d 00 0a 00 59 00 6f
00 75 00 72 00 20 00
66 00 69 00 6¢ 00 65
00 73 00 20 00 61 00
72 00 65 00 20 00 65
00 6e 00 63 00 72 00
7900 70 00 74 00 65
00 64 00 2c 00 20 00
61 00 6e 00 64 00 20
00 63 00 7500 72 00
7200 65 00 6e 00 74
00 6¢ 00 79 00 20 00
7500 6e 00 61 00 76
00 61 00 69 00 6¢ 00
61 00 62 00 6¢ 00 65
00 2e 00 20 00 59 00
6f 00 75 00 20 00 63
00 61 00 6e 00 20 00
63 00 68 00 65 00 63
00 6b 00 20 00 69 00
7400 3a

Source

Ascii Completion Count Address Symbol

success or wait 1 DC7904 WriteFile

[+]. .W.h.aits. .H.a.
p.p.e.n.?. [+]......Y.0.
ur. files. .are..e.n.
c.ry.p.te.d.,. .a.n.d. .c.u.
rre.ntly. .unav.a.il
a.b.le....Y.o.u. .ca.n. .c.
h.e.ck. .it:

- W.e.l.c.o.m.e... success or wait 1 DC7904 WriteFile
Ag.ain.. .= -
[+]. .W.h.ats. .H.a.
p.p.e.n.?. [+]......Y.0.
ur. files. .are..en.
c.ry.p.te.d.,. .a.n.d. .cu.
rre.ntly. .unav.a.il
a.b.le....Y.o.u. .ca.n. .c.
h.e.ck. .it:
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File Path
C:\Users\Default\Downloads\3pp6h54-readme.txt

C:\Users\Default\Favorites\3pp6h54-readme.txt

Copyright null 2020

Offset Length Value

unknown 6948

unknown 6948

2d 00 2d 00 2d 00 3d
00 3d 00 3d 00 20 00
57 00 65 00 6¢ 00 63
00 6f 00 6d 00 65 00
2e 00 20 00 41 00 67
00 61 00 69 00 6e 00
2e 00 20 00 3d 00 3d
00 3d 00 2d 00 2d 00
2d 00 0d 00 Oa 00 0Od
00 0a 00 5b 00 2b 00
5d 00 20 00 57 00 68
00 61 00 74 00 73 00
2000 48 00 61 00 70
00 70 00 65 00 6e 00
3f 00 20 00 5b 00 2b
00 5d 00 0d 00 0a 00
0d 00 0a 00 59 00 6f
00 75 00 72 00 20 00
66 00 69 00 6¢ 00 65
00 73 00 20 00 61 00
72 00 65 00 20 00 65
00 6e 00 63 00 72 00
7900 70 00 74 00 65
00 64 00 2c 00 20 00
61 00 6e 00 64 00 20
00 63 00 7500 72 00
7200 65 00 6e 00 74
00 6¢ 00 79 00 20 00
7500 6e 00 61 00 76
00 61 00 69 00 6¢ 00
61 00 62 00 6¢ 00 65
00 2e 00 20 00 59 00
6f 00 75 00 20 00 63
00 61 00 6e 00 20 00
63 00 68 00 65 00 63
00 6b 00 20 00 69 00
7400 3a

2d 00 2d 00 2d 00 3d
00 3d 00 3d 00 20 00
57 00 65 00 6¢ 00 63
00 6f 00 6d 00 65 00
2e 00 20 00 41 00 67
00 61 00 69 00 6e 00
2e 00 20 00 3d 00 3d
00 3d 00 2d 00 2d 00
2d 00 0d 00 Oa 00 0Od
00 0a 00 5b 00 2b 00
5d 00 20 00 57 00 68
00 61 00 74 00 73 00
2000 48 00 61 00 70
00 70 00 65 00 6e 00
3f 00 20 00 5b 00 2b
00 5d 00 0d 00 0a 00
0d 00 0a 00 59 00 6f
00 75 00 72 00 20 00
66 00 69 00 6¢ 00 65
00 73 00 20 00 61 00
7200 65 00 20 00 65
00 6e 00 63 00 72 00
7900 70 00 74 00 65
00 64 00 2c 00 20 00
61 00 6e 00 64 00 20
00 63 00 7500 72 00
7200 65 00 6e 00 74
00 6¢ 00 79 00 20 00
7500 6e 00 61 00 76
00 61 00 69 00 6¢ 00
61 00 62 00 6¢ 00 65
00 2e 00 20 00 59 00
6f 00 75 00 20 00 63
00 61 00 6e 00 20 00
63 00 68 00 65 00 63
00 6b 00 20 00 69 00
7400 3a

Source

Ascii Completion Count Address Symbol

-.-.-.===..W.e.l.c.o.m.e... success or wait 1 DC7904 WriteFile

[+]. .W.h.aits. .H.a.
p.p.e.n.?. [+]......Y.0.
ur. files. .are..e.n.
c.ry.p.te.d.,. .a.n.d. .c.u.
rrently. .unav.a.il
a.b.le....Y.o.u. .ca.n. .c.
h.e.ck. .it:

- W.e.l.c.o.m.e... success or wait 1 DC7904 WriteFile
Ag.ain.. .= -
[+]. .W.h.aits. .H.a.
p.p.e.n.?. [.+]......Y.0.
ur. files. .are..en.
c.ry.p.te.d.,. .a.n.d. .cu.
rre.ntly. .unav.a.il
a.b.le....Y.o.u. .ca.n. .c.
h.e.ck. .it:
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File Path
C:\Users\Default\Links\3pp6h54-readme.txt

C:\Users\Default\Music\3pp6h54-readme.txt

Copyright null 2020

Offset Length Value

unknown 6948

unknown 6948

2d 00 2d 00 2d 00 3d
00 3d 00 3d 00 20 00
57 00 65 00 6¢ 00 63
00 6f 00 6d 00 65 00
2e 00 20 00 41 00 67
00 61 00 69 00 6e 00
2e 00 20 00 3d 00 3d
00 3d 00 2d 00 2d 00
2d 00 0d 00 Oa 00 Od
00 0a 00 5b 00 2b 00
5d 00 20 00 57 00 68
00 61 00 74 00 73 00
2000 48 00 61 00 70
00 70 00 65 00 6e 00
3f 00 20 00 5b 00 2b
00 5d 00 0d 00 Oa 00
0d 00 0a 00 59 00 6f
00 75 00 72 00 20 00
66 00 69 00 6¢ 00 65
00 73 00 20 00 61 00
72 00 65 00 20 00 65
00 6e 00 63 00 72 00
7900 70 00 74 00 65
00 64 00 2c 00 20 00
61 00 6e 00 64 00 20
00 63 00 7500 72 00
72 00 65 00 6e 00 74
00 6¢ 00 79 00 20 00
7500 6e 00 61 00 76
00 61 00 69 00 6¢ 00
61 00 62 00 6¢ 00 65
00 2e 00 20 00 59 00
6f 00 75 00 20 00 63
00 61 00 6e 00 20 00
63 00 68 00 65 00 63
00 6b 00 20 00 69 00
7400 3a

2d 00 2d 00 2d 00 3d
00 3d 00 3d 00 20 00
57 00 65 00 6¢ 00 63
00 6f 00 6d 00 65 00
2e 0020 00 41 00 67
00 61 00 69 00 6e 00
2e 00 20 00 3d 00 3d
00 3d 00 2d 00 2d 00
2d 00 0d 00 Oa 00 Od
00 0a 00 5b 00 2b 00
5d 00 20 00 57 00 68
00 61 00 74 00 73 00
2000 48 00 61 00 70
00 70 00 65 00 6e 00
3f 00 20 00 5b 00 2b
00 5d 00 0d 00 Oa 00
0d 00 0a 00 59 00 6f
00 75 00 72 00 20 00
66 00 69 00 6¢ 00 65
00 73 00 20 00 61 00
72 00 65 00 20 00 65
00 6e 00 63 00 72 00
7900 70 00 74 00 65
00 64 00 2c 00 20 00
61 00 6e 00 64 00 20
00 63 00 7500 72 00
7200 65 00 6e 00 74
00 6¢ 00 79 00 20 00
7500 6e 00 61 00 76
00 61 00 69 00 6¢ 00
61 00 62 00 6¢ 00 65
00 2e 00 20 00 59 00
6f 00 75 00 20 00 63
00 61 00 6e 00 20 00
63 00 68 00 65 00 63
00 6b 00 20 00 69 00
7400 3a

Source

Ascii Completion Count Address Symbol

-.-.-.===..W.e.l.c.o.m.e... success or wait 1 DC7904 WriteFile

[+]. .W.h.ats. .H.a.
p.p.e.n.?. [+]......Y.0.
ur. files. .are..e.n.
c.ry.p.te.d.,. .a.n.d. .c.u.
rre.ntly. .unav.a.il
a.b.le....Y.o.u. .ca.n. .c.
h.e.ck. .it:

- W.e.l.c.o.m.e... success or wait 1 DC7904 WriteFile
Ag.ain.. .= -
[+]. .W.h.ats. .H.a.
p.p.e.n.?. [+]......Y.0.
ur. files. .are..en.
c.ry.p.te.d.,. .a.n.d. .cu.
rre.ntly. .unav.a.il
a.b.le....Y.o.u. .ca.n. .c.
h.e.ck. .it:

Page 62 of 229



File Path

C:\Users\Default\NTUSER.DAT.LOG1

C:\Users\Default\NTUSER.DAT.LOG1

Copyright null 2020

Offset
0

57344

Length Value

57344

232

0a 60 28 da 41 4b e2
19 89 b7 Ob 07 €7 2d
74 9a 62 7d 64 9e 56
6e 6¢ 93 6a 4f 38 b7
01 dc 68 b9 37 77 f8
d9 4c d6 c5 df ca 30
ba c3 78 54 db 03 4c

ce7623c97a87fcfy ..

db 50 fd 27 30 b3 89
37 d0 84 57 a0 b2 1f
fc 9d 05 97 da 4a Oe 5
87 6e 5d 98 1c a3 02
43 4d a6 39 62 ff 6f 26
1d dd eb 94 3a f4 ac
56 d7 bb ¢3 09 db 25
c2 3d 46 7f ba ac d6 f8
cd ff 77 8f f3 2b d1 84
ab 1c 04 5¢ 3e 9d c9
52 7c f1 40 50 67 4f 2a
1 4e 05 8¢ 12 33 bb
a6 6b Oc e0 12 09 ef ef
9d 59 ff e9 2d d9 2f 11
e7 06 22 f3 d4 bf 69 92
12 9b 8e 6 cf 3d 72 f6
8f 9d 98 23 88 00 26
92 17 f0 78 f7 d3 9e b5
f7 9f 3824 49 05 14
€2 00 e4 b4 e9 30 f7
9a 84 dd a6 e8 a0 8a
92 3ffe 7c 2b 72 b9 95
1a 59 1b e4 d7 4a e0
03 79 e4 24 56 d4 e9
43 fc b3 c9 48 40 a0
3857 al 24 d2 f5 d9 f3
b2 c3 2f

66 ab 3b 7d fc 7f c2 41
6a a8 50 cc 40 a6 e0
7e 6e 78 d9 ea a2 cd
9b ca al 52 1b 0f f3 10

2b4e 99 ef e6 68 f8 ff zV.....K.v..2.T.kRI..2....4
c"...C6.mw.j..%...BsX.V....n

726258 d2 3c 07 3d
ab 0d 7d 05 ca 3d 8a
28 cd el 01 37 €7 9b
ba 28 a6 62 bd 5d f5
4b 0d 8¢ b9 bb c9 88
56 9c c8 32 dc 6¢ 1b
ca 1d 60 4a 98 a8 6a
90 19 30 82 58 dd cd
11 b1 9d 8c 0d 86 67
d7 28 5d ee d5 89 56
8158 b9 7b ce bc e8
7191 09 bd 29 7a 56
d5 11 0b 90 1e 86 4b
90 a4 76 d9 b0 3f ca
54 9b e3 6b 52 49 da
c3 32 a0 09 ce Oe 34
63 22 d9 af af 43 36 d3
6d 77 bb 6a 99 d5 25
95 b1 f9 42 73 58 e6
56 Oa 18 e6 dc 6e 80
30 6d 74 0f 57 63 6d
e5 3c e0 62 00 fd a4
e4 76 dd 05 22 b9 4c
b2 a6 4f 07 58 07 d2
3124 3417 89 06 98
26 8c 75 ¢9 54 3b 00
00 00 00 00 00 00 00
57 64 4e d2

Ascii

S(AK....... -t.b}d.Vnl.jO8...
h.7w..L....0.xT..L.v#.z....P.
'0..7..W........ J...n]....CM.9
b.0&......V....%.=F....... W.
A+ \>LR[.@PgO*.N...3..k

H@.8WS....../

..} .ALP.@..~nx.
+N...h..rbX.<.=.}
(b]K....V..2..."3..j..0
XKoo g.(...V.X{...q...)

.Omt.wem.
<.b...v.."L.O.X..1$4
&U.T;.oo. WdN

L20HrLY Ly $VLC

Completion

pending

pending

Source

Count Address Symbol

1

1

DC7668 WriteFile

DC7668 WriteFile
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File Path

C:\Users\Default\NTUSER.DAT{8ebe95f7-3dch-11e8-a9d9-
7cfe90913f50}. TM.blf

C:\Users\Default NTUSER.DAT{8ebe95f7-3dch-11e8-a9d9-
7cfe90913f50}. TM.blf

Copyright null 2020

Offset
0

65536

Length Value

65536

232

30 3d d9 3c 63 17 Oc
e7 fc 2e bf 77 a9 2c 03
a9 97 52 ba 93 78 d5
bd 6e 64 3a b6 47 61
10 f4 al de 80 1f 6¢ 06
47 11 7a 8a d0 c0 27
b6 32 c1 dd 67 c0 28
18 c9 df 4d 34 b0 6b
a2 71 59 b8 a7 39 46
23 6d 29 d8 66 3a al
8 36 82 4d 86 €0 16
3fc6 7a91 67 11 aa
af 57 00 b9 c5 fc 7f 4e
11 89 2d af a4 03 8e
4d f7 c6 e8 6b 4a 14
27 f9ab 73 5d c2 10
20 c3 Oe 4d 59 e5 45
a4 6f 66 da Oe 3b 6e
d6 e6 70 ef ca 09 76
Ob 50 73 f8 al 9a 16
ad 8 47 fa 1d b0 cf b9
ac 24 2f4c 29 aa al
€8 40 19 00 5d 06 de
8484 6958 41 b2 b4
b3 db ec 0d 9f 96 ba
80 f3 4b 46 df 1f ae 1f
a6 99 c4 2 ff aa 55 32
99 38 b9 8b d1 8d 5
8d 36 93 da ca c3 b3
d9 11 89 a7 7c 89 09
aa b5 e3 bb 8¢ 09 45
2d 0a 07 39 8f 04 57
11 ee b3 df 77 3b 37
ec 96 bd 98 7 bd 73
d4 d8 1a 88 00 20 de
3c d9 09 ca

66 ab 3b 7d fc 7f c2 41
6a a8 50 cc 40 a6 e0
7e 6e 78 d9 ea a2 cd
9b ca al 52 1b 0f f3 10
2b 4e 99 ef e6 68 8 ff
726258 d2 3c 07 3d
ab 0d 7d 05 ca 3d 8a
28 cd el 01 37 €7 9b
ba 28 a6 62 bd 5d f5
4b 0d 8¢ b9 bb c9 88
56 9c c8 32 dc 6¢ 1b
ca 1d 60 4a 98 a8 6a
90 19 30 82 58 dd cd
11 b1 9d 8c 0d 86 67
d7 28 5d ee d5 89 56
8158 b9 7b ce bc e8
719109 bd 29 7a 56
d5 11 0b 90 1e 86 4b
90 a4 76 d9 b0 3f ca
54 9b e3 6b 52 49 da
c3 32 a0 09 ce Oe 34
63 22 d9 af af 43 36 d3
6d 77 bb 6a 99 d5 25
95 b1 f9 42 73 58 €6
56 0a 18 e6 18 01 7d
c5 e0 fe 05 27 56 b4
1b 27 b8 2e 6a d9 5d
4f 06 36 7d a9 fa 76
do f1 b9 1f 5b a7 4b 05
34 46 94 10 f4 4b 86
46 4c eb 5d 48 00 00
00 00 00 00 00 00 56
ad 15 ac

Source

Ascii Completion Count Address Symbol

0=.<c......w.,...R..x..nd:.Ga. pending 1 DC7668 WriteFile
..... 1.G.z....2..9.(...M4.k.q

Y..9F#m).f...6.M...?.z.g..W

..... N..-...M...kJ."..s].. .MY

.E.of..;n..p...v.Ps.....G....

LBL)..@. ] XA
.U2.8....6......
E-L9.Wwi7.
Seee S

f.; 1 ALP.@..~nx....... R....
+N...h..rbX.<.=.}
(b]K....V.2....03. ..
X. g.(...V.X{...q...)
ZV....K.v.2.T.kRI..2...4
c"...C6.mw.j..%...BsX.V.....
oV

pending 1 DC7668 WriteFile
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File Path

C:\Users\Default\NTUSER.DAT{8ebe95f7-3dch-11e8-a9d9-
7cfe90913f50}. TMContainer00000000000000000001..regtrans-
ms

C:\Users\Default\Pictures\3pp6h54-readme.txt

Copyright null 2020

Offset
0

unknown 6948

Length Value
524288 13 e8a866 12 77 b5

85 f9 db d2 14 96 €9
b2 e2 c3d3e57254
85 d6 fe 5¢ b4 d5 2f a2
4e a4 2ale 7057 2b
0d 22 17 7c 9e e7 ba
db 30 b9 5e 53 98 78
bc f5 54 18 32 28 7e
25 cc 8d 54 fd 11 9e
66 33 9a 3b ef 8c c4
d5 06 27 1b a9 c9 2e
72 f2 €9 c2 8c 0a 5a
61 da Of e5 30 3c 9a
bb b5 0d 6a 87 03 a5
f19d 97 5¢c ec 1b 41 8
be 96 6b 08 f1 a8 81
8e f8 caac 13 aa 85
2209 18 ae 21 ¢4 97
b8 51 05 48 3f 8b 0f d2
1d c3e8ba3bcaa7
2d 2f aa f2 5a 4d 39 59
19 10 27 8¢ 62 12 23
5e 03 f1 80 ea c6 a5
8b c4 88 99 c6 fd 5f 64
47 77 a4 19 fb d9 d5
5c e3 7fac 43 f0 al 9a
8c e0d5dl43d1f3
ca 91 84 23 8e 35 9¢c
5e cf 6a 6a 81 ea 07
08 87 a2 8b b8 40 bd
d2 fb a4 9b 8a 1f 58 e4
el 4d 3f ff 2d 55 2a b1
30 13 b8 1a 4c 37 be
87 bd 14 a0 08 37 96
79 e7 ed 5d e0 d1 54
31d0

2d 00 2d 00 2d 00 3d
00 3d 00 3d 00 20 00
57 00 65 00 6¢ 00 63
00 6f 00 6d 00 65 00

2e 00 20 00 41 00 67
00 61 00 69 00 6e 00
2e 00 20 00 3d 00 3d
00 3d 00 2d 00 2d 00
2d 00 0d 00 Oa 00 0Od
00 0a 00 5b 00 2b 00
5d 00 20 00 57 00 68
00 61 00 74 00 73 00
2000 48 00 61 00 70
00 70 00 65 00 6e 00
3f 00 20 00 5b 00 2b

00 5d 00 0d 00 Oa 00
0d 00 0a 00 59 00 6f

00 75 00 72 00 20 00
66 00 69 00 6¢ 00 65
00 73 00 20 00 61 00
7200 65 00 20 00 65
00 6e 00 63 00 72 00
7900 70 00 74 00 65
00 64 00 2c 00 20 00
61 00 6e 00 64 00 20
00 63 00 7500 72 00
7200 65 00 6e 00 74
00 6¢ 00 79 00 20 00
7500 6e 00 61 00 76
00 61 00 69 00 6¢ 00
61 00 62 00 6¢ 00 65
00 2e 00 20 00 59 00
6f 00 75 00 20 00 63
00 61 00 6e 00 20 00
63 00 68 00 65 00 63
00 6b 00 20 00 69 00
7400 3a

Source

Ascii Completion

Lfwe T..\../.N pending 1 DC7668
K PW+."]....0.AS.X..T.2(~%

LT3 Za..0

<

Y.."b.

\...C.

e@....... X.M?.-U*.0...L7..

L7y ]l TL

-.-.-.===..W.e.l.c.o.m.e... success or wait 1 DC7904
A.g.a.i.n e

[+]. .W.h.ats. .H.a.
p.p.e.n.?. [+]......Y.0.
ur. files. .are..e.n.
c.ry.p.te.d.,. .a.n.d. .cu.
rre.ntly. .unav.a.il
a.b.le....Y.o.u. .ca.n. .c.
h.e.ck. .it:

Count Address Symbol

WriteFile

WriteFile

Page 65 of 229



File Path
C:\Users\Default\Saved Games\3pp6h54-readme.txt

C:\Users\Default\Videos\3pp6h54-readme.txt

Copyright null 2020

Offset Length Value

unknown 6948

unknown 6948

2d 00 2d 00 2d 00 3d
00 3d 00 3d 00 20 00
57 00 65 00 6¢ 00 63
00 6f 00 6d 00 65 00
2e 00 20 00 41 00 67
00 61 00 69 00 6e 00
2e 00 20 00 3d 00 3d
00 3d 00 2d 00 2d 00
2d 00 0d 00 Oa 00 Od
00 0a 00 5b 00 2b 00
5d 00 20 00 57 00 68
00 61 00 74 00 73 00
2000 48 00 61 00 70
00 70 00 65 00 6e 00
3f 00 20 00 5b 00 2b
00 5d 00 0d 00 0a 00
0d 00 0a 00 59 00 6f
00 75 00 72 00 20 00
66 00 69 00 6¢ 00 65
00 73 00 20 00 61 00
72 00 65 00 20 00 65
00 6e 00 63 00 72 00
7900 70 00 74 00 65
00 64 00 2c 00 20 00
61 00 6e 00 64 00 20
00 63 00 7500 72 00
72 00 65 00 6e 00 74
00 6¢ 00 79 00 20 00
7500 6e 00 61 00 76
00 61 00 69 00 6¢ 00
61 00 62 00 6¢ 00 65
00 2e 00 20 00 59 00
6f 00 75 00 20 00 63
00 61 00 6e 00 20 00
63 00 68 00 65 00 63
00 6b 00 20 00 69 00
7400 3a

2d 00 2d 00 2d 00 3d
00 3d 00 3d 00 20 00
57 00 65 00 6¢ 00 63
00 6f 00 6d 00 65 00
2e 00 20 00 41 00 67
00 61 00 69 00 6e 00
2e 00 20 00 3d 00 3d
00 3d 00 2d 00 2d 00
2d 00 0d 00 Oa 00 Od
00 0a 00 5b 00 2b 00
5d 00 20 00 57 00 68
00 61 00 74 00 73 00
2000 48 00 61 00 70
00 70 00 65 00 6e 00
3f 00 20 00 5b 00 2b
00 5d 00 0d 00 Oa 00
0d 00 0a 00 59 00 6f
00 75 00 72 00 20 00
66 00 69 00 6¢ 00 65
00 73 00 20 00 61 00
72 00 65 00 20 00 65
00 6e 00 63 00 72 00
7900 70 00 74 00 65
00 64 00 2c 00 20 00
61 00 6e 00 64 00 20
00 63 00 7500 72 00
7200 65 00 6e 00 74
00 6¢ 00 79 00 20 00
7500 6e 00 61 00 76
00 61 00 69 00 6¢ 00
61 00 62 00 6¢ 00 65
00 2e 00 20 00 59 00
6f 00 75 00 20 00 63
00 61 00 6e 00 20 00
63 00 68 00 65 00 63
00 6b 00 20 00 69 00
7400 3a

Source

Ascii Completion Count Address Symbol

success or wait 1 DC7904 WriteFile

[+]. .W.h.aits. .H.a.
p.p.e.n.?. [+]......Y.0.
ur. files. .are..e.n.
c.ry.p.te.d.,. .a.n.d. .c.u.
rre.ntly. .unav.a.il
a.b.le....Y.o.u. .ca.n. .c.
h.e.ck. .it:

- W.e.l.c.o.m.e... success or wait 1 DC7904 WriteFile
Ag.ain.. .= -
[+]. .W.h.ats. .H.a.
p.p.e.n.?. [+]......Y.0.
ur. files. .are..en.
c.ry.p.te.d.,. .a.n.d. .cu.
rre.ntly. .unav.a.il
a.b.le....Y.o.u. .ca.n. .c.
h.e.ck. .it:
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File Path

C:\Users\Default\NTUSER.DAT{8ebe95f7-3dch-11e8-a9d9-
7cfe90913f50}. TMContainer00000000000000000001..regtrans-

ms

C:\Users\Default\NTUSER.DAT{8ebe95f7-3dch-11e8-a9d9-
7cfe90913f50}. TMContainer00000000000000000002.regtrans-

ms

Copyright null 2020

Offset Length
524288 232
0 524288

Value

66 ab 3b 7d fc 7f c2 41
6a a8 50 cc 40 a6 e0
7e 6e 78 d9 ea a2 cd
9b ca al 52 1b 0f f3 10
2b 4e 99 ef e6 68 8 ff
726258 d2 3c 07 3d
ab 0d 7d 05 ca 3d 8a
28 cd e1 01 37 €7 9b
ba 28 a6 62 bd 5d f5
4b 0d 8¢ b9 bb c9 88
56 9c ¢8 32 dc 6¢ 1b
ca 1d 60 4a 98 a8 6a
90 19 30 82 58 dd cd
11 b1 9d 8c 0d 86 67
d7 28 5d ee d5 89 56
8158 b9 7b ce bc e8
719109 bd 29 7a 56
d5 11 0b 90 1e 86 4b
90 a4 76 d9 b0 3f ca
54 9b e3 6b 52 49 da
c3 32 a0 09 ce Oe 34
63 22 d9 af af 43 36 d3
6d 77 bb 6a 99 d5 25
95 b1 f9 42 73 58 e6
56 0a 18 e6 b2 30 cO
89 40 80 2e ee 67 24
9a 8f b1 93 25 97 1b
cl bd fe bb 58 23 74
dd 43 3e e6 da d0 78
3085 72 f3 0e 80 fa
b9 1e 61 97 12 b1 00
00 00 00 00 00 00 00
af 1c 8b e5

fe 90 04 a9 30 64 3d
8f 6b 37 87 cd 8f f5 bb
16 63 2a 13 d4 c8 f3
63 52 35 e5 1a 5¢ 6b
86 51 09 c9 aa 70 4c
63 8e 52 a0 23 43 Oe
08 34 5d 27 39 ab bb
a3 79 0c d9 21 a0 6¢

Ascii

f.; 1 ALP.@..~nx....... R....
+N...h..rbX.<.=.}..=.(
(b]K....V..2..."3..j..0

X. g.(...V.X{...q...)
zV...K.v.2.T.kRI..2...4
c"...C6.mw.j..%...BsX.V....0

@...9%....%.....X#t.C>...x0.
[SUUONT: FURRRN

....0d=k7......c*....cR5..\k.
Q...pLc.R#C..4]'9...y..LI..
..0.l....Bo..\.l..0.y...p4....
@%..R........ u.K.@.y38...>.
B.

B." .$..Jl...9..0.0d.zLy
] 2.2[G..(k.W....AS.A8..
1%A...X;.K.X.....U.....A.....

2f89f3e599 6fel 21 V%....... /... 7.0i....... ga.

b5 el a3 93 42 6f b8
dc 5¢ ba 49 a7 bf 30
la79d2 a5 le 70 34
99 00 1c ae 40 24 d6
bb 52 05 03 84 f8 ad
a2 e5 fa 75 8a 4b fc dd
40 0b 79 33 38 8a b6
Oc 3e 16 42 86 42 19
2c 22 5fd9 24 b2 91
c94a 49 eeeb1bfc
39 c0 e2 6f c3 €9 30
db 64 e8 7a 4c ff 79 a7
a2 f0 03 2f 7f 65 cd 32
5b 47 06 91 28 6b c7
5718187 11 8b 41
53 9b 41 da 38 Oc a9
6¢ 25 41 ad 8f 89 d9
58 3b fd 4b a8 78 fa 04
832 1a75dabl el
87 b2 41 dc e4 1c 1d
e3 76 25 0f f1 fe fO {7
df 03 2f d6 d5 ac cc 7f
37 a0 30 85 69 cc Oe
8598 cd 98 €6 67 61
5 0d 73 be 66 da 49
ec f6 96 bd 85 5e 3c
61 d9

sfl..<a.

Completion

pending

pending

Source

Count Address Symbol

1

1

DC7668 WriteFile

DC7668 WriteFile

Page 67 of 229



File Path

C:\Users\Default\NTUSER.DAT{8ebe95f7-3dch-11e8-a9d9-
7cfe90913f50}. TMContainer00000000000000000002.regtrans-
ms

C:\Users\user\3D Objects\3pp6h54-readme.txt

Copyright null 2020

Offset
524288 232

unknown 6948

Length Value

66 ab 3b 7d fc 7f c2 41
6a a8 50 cc 40 a6 e0
7e 6e 78 d9 ea a2 cd
9b ca al 52 1b 0f f3 10
2b 4e 99 ef e6 68 8 ff
726258 d2 3c 07 3d
ab 0d 7d 05 ca 3d 8a
28 cd el 01 37 €7 9b
ba 28 a6 62 bd 5d f5
4b 0d 8¢ b9 bb c9 88
56 9c c8 32 dc 6¢ 1b
ca 1d 60 4a 98 a8 6a
90 19 30 82 58 dd cd
11 b1 9d 8c 0d 86 67
d7 28 5d ee d5 89 56
8158 b9 7b ce bc e8
7191 09 bd 29 7a 56
d5 11 0b 90 1e 86 4b
90 a4 76 d9 b0 3f ca
54 9b e3 6b 52 49 da
c3 32 a0 09 ce Oe 34
63 22 d9 af af 43 36 d3
6d 77 bb 6a 99 d5 25
95 b1 f9 42 73 58 e6
56 Oa 18 e6 28 4e 21
65 7f Oc 1d e4 7e de
b6 69 f8 d8 e9 8f 16 ee
45 60 e5 79 ed 2b af
c4 a3 42 b4 ef 65 Ob
d3 7b b2 db 94 22 19
ab 09 65 05 c8 00 00
00 00 00 00 00 00 82
5e 05 Oc

2d 00 2d 00 2d 00 3d
00 3d 00 3d 00 20 00
57 00 65 00 6¢ 00 63
00 6f 00 6d 00 65 00
2e 0020 00 41 00 67
00 61 00 69 00 6e 00
2e 00 20 00 3d 00 3d
00 3d 00 2d 00 2d 00
2d 00 0d 00 Oa 00 0Od
00 0a 00 5b 00 2b 00
5d 00 20 00 57 00 68
00 61 00 74 00 73 00
2000 48 00 61 00 70
00 70 00 65 00 6e 00
3f 00 20 00 5b 00 2b
00 5d 00 0d 00 0a 00
0d 00 0a 00 59 00 6f
00 75 00 72 00 20 00
66 00 69 00 6¢ 00 65
00 73 00 20 00 61 00
72 00 65 00 20 00 65
00 6e 00 63 00 72 00
7900 70 00 74 00 65
00 64 00 2c 00 20 00
61 00 6e 00 64 00 20
00 63 00 7500 72 00
7200 65 00 6e 00 74
00 6¢ 00 79 00 20 00
7500 6e 00 61 00 76
00 61 00 69 00 6¢ 00
61 00 62 00 6¢ 00 65
00 2e 00 20 00 59 00
6f 00 75 00 20 00 63
00 61 00 6e 00 20 00
63 00 68 00 65 00 63
00 6b 00 20 00 69 00
7400 3a

Source

Ascii Count Address Symbol

f.; 1 ALP.@..~nx....... R...
+N...h..rbX.<.=.}..=.(
(b]K....V..2..."3..j..0

X. g.(...V.X{...q...)
ZV....K.v.2.T.kRI..2...4
c"...C6.mw.j..%...BsX.V...
(Nle. .E.y.+.B.e.
{. oot

Completion

pending 1 DC7668 WriteFile

success or wait 1 DC7904 WriteFile

[+]. .W.h.aits. .H.a.
p.p.e.n.?. [+]......Y.0.
ur. files. .are..en.
c.ry.p.te.d.,. .a.n.d. .cu.
rre.ntly. .unav.a.il
a.b.le....Y.o.u. .ca.n. .c.
h.e.ck. .it:
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File Path
C:\Users\user\Contacts\3pp6h54-readme.txt

C:\Users\user\Desktop\3pp6h54-readme.txt

Copyright null 2020

Offset Length Value

unknown 6948

unknown 6948

2d 00 2d 00 2d 00 3d
00 3d 00 3d 00 20 00
57 00 65 00 6¢ 00 63
00 6f 00 6d 00 65 00
2e 00 20 00 41 00 67
00 61 00 69 00 6e 00
2e 00 20 00 3d 00 3d
00 3d 00 2d 00 2d 00
2d 00 0d 00 Oa 00 Od
00 0a 00 5b 00 2b 00
5d 00 20 00 57 00 68
00 61 00 74 00 73 00
2000 48 00 61 00 70
00 70 00 65 00 6e 00
3f 00 20 00 5b 00 2b
00 5d 00 0d 00 0a 00
0d 00 0a 00 59 00 6f
00 75 00 72 00 20 00
66 00 69 00 6¢ 00 65
00 73 00 20 00 61 00
72 00 65 00 20 00 65
00 6e 00 63 00 72 00
7900 70 00 74 00 65
00 64 00 2c 00 20 00
61 00 6e 00 64 00 20
00 63 00 7500 72 00
72 00 65 00 6e 00 74
00 6¢ 00 79 00 20 00
7500 6e 00 61 00 76
00 61 00 69 00 6¢ 00
61 00 62 00 6¢ 00 65
00 2e 00 20 00 59 00
6f 00 75 00 20 00 63
00 61 00 6e 00 20 00
63 00 68 00 65 00 63
00 6b 00 20 00 69 00
7400 3a

2d 00 2d 00 2d 00 3d
00 3d 00 3d 00 20 00
57 00 65 00 6¢ 00 63
00 6f 00 6d 00 65 00
2e 00 20 00 41 00 67
00 61 00 69 00 6e 00
2e 00 20 00 3d 00 3d
00 3d 00 2d 00 2d 00
2d 00 0d 00 Oa 00 Od
00 0a 00 5b 00 2b 00
5d 00 20 00 57 00 68
00 61 00 74 00 73 00
2000 48 00 61 00 70
00 70 00 65 00 6e 00
3f 00 20 00 5b 00 2b
00 5d 00 0d 00 Oa 00
0d 00 0a 00 59 00 6f
00 75 00 72 00 20 00
66 00 69 00 6¢ 00 65
00 73 00 20 00 61 00
72 00 65 00 20 00 65
00 6e 00 63 00 72 00
7900 70 00 74 00 65
00 64 00 2c 00 20 00
61 00 6e 00 64 00 20
00 63 00 7500 72 00
7200 65 00 6e 00 74
00 6¢ 00 79 00 20 00
7500 6e 00 61 00 76
00 61 00 69 00 6¢ 00
61 00 62 00 6¢ 00 65
00 2e 00 20 00 59 00
6f 00 75 00 20 00 63
00 61 00 6e 00 20 00
63 00 68 00 65 00 63
00 6b 00 20 00 69 00
7400 3a

Source

Ascii Completion Count Address Symbol

-.-.-.===..W.e.l.c.o.m.e... success or wait 1 DC7904 WriteFile

[+]. .W.h.ats. .H.a.
p.p.e.n.?. [+]......Y.0.
ur. files. .are..e.n.
c.ry.p.te.d.,. .a.n.d. .c.u.
rre.ntly. .unav.a.il
a.b.le....Y.o.u. .ca.n. .c.
h.e.ck. .it:

- W.e.l.c.o.m.e... success or wait 1 DC7904 WriteFile
Ag.ain.. .= -
[+]. .W.h.ats. .H.a.
p.p.e.n.?. [+]......Y.0.
ur. files. .are..en.
c.ry.p.te.d.,. .a.n.d. .cu.
rre.ntly. .unav.a.il
a.b.le....Y.o.u. .ca.n. .c.
h.e.ck. .it:
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File Path

C:\Users\user\Documents\3pp6h54-readme.txt

C:\Users\user\Downloads\3pp6h54-readme.txt

Copyright null 2020

Offset Length Value

unknown 6948

unknown 6948

2d 00 2d 00 2d 00 3d
00 3d 00 3d 00 20 00
57 00 65 00 6¢ 00 63
00 6f 00 6d 00 65 00
2e 00 20 00 41 00 67
00 61 00 69 00 6e 00
2e 00 20 00 3d 00 3d
00 3d 00 2d 00 2d 00
2d 00 0d 00 Oa 00 0Od
00 0a 00 5b 00 2b 00
5d 00 20 00 57 00 68
00 61 00 74 00 73 00
2000 48 00 61 00 70
00 70 00 65 00 6e 00
3f 00 20 00 5b 00 2b
00 5d 00 0d 00 0a 00
0d 00 0a 00 59 00 6f
00 75 00 72 00 20 00
66 00 69 00 6¢ 00 65
00 73 00 20 00 61 00
72 00 65 00 20 00 65
00 6e 00 63 00 72 00
7900 70 00 74 00 65
00 64 00 2c 00 20 00
61 00 6e 00 64 00 20
00 63 00 7500 72 00
7200 65 00 6e 00 74
00 6¢ 00 79 00 20 00
7500 6e 00 61 00 76
00 61 00 69 00 6¢ 00
61 00 62 00 6¢ 00 65
00 2e 00 20 00 59 00
6f 00 75 00 20 00 63
00 61 00 6e 00 20 00
63 00 68 00 65 00 63
00 6b 00 20 00 69 00
7400 3a

2d 00 2d 00 2d 00 3d
00 3d 00 3d 00 20 00
57 00 65 00 6¢ 00 63
00 6f 00 6d 00 65 00
2e 00 20 00 41 00 67
00 61 00 69 00 6e 00
2e 00 20 00 3d 00 3d
00 3d 00 2d 00 2d 00
2d 00 0d 00 Oa 00 0Od
00 0a 00 5b 00 2b 00
5d 00 20 00 57 00 68
00 61 00 74 00 73 00
2000 48 00 61 00 70
00 70 00 65 00 6e 00
3f 00 20 00 5b 00 2b
00 5d 00 0d 00 0a 00
0d 00 0a 00 59 00 6f
00 75 00 72 00 20 00
66 00 69 00 6¢ 00 65
00 73 00 20 00 61 00
72 00 65 00 20 00 65
00 6e 00 63 00 72 00
7900 70 00 74 00 65
00 64 00 2c 00 20 00
61 00 6e 00 64 00 20
00 63 00 7500 72 00
7200 65 00 6e 00 74
00 6¢ 00 79 00 20 00
7500 6e 00 61 00 76
00 61 00 69 00 6¢ 00
61 00 62 00 6¢ 00 65
00 2e 00 20 00 59 00
6f 00 75 00 20 00 63
00 61 00 6e 00 20 00
63 00 68 00 65 00 63
00 6b 00 20 00 69 00
7400 3a

Source

Ascii Completion Count Address Symbol

-.-.-.===..W.e.l.c.o.m.e... success or wait 1 DC7904 WriteFile

[+]. .W.h.aits. .H.a.
p.p.e.n.?. [+]......Y.0.
ur. files. .are..e.n.
c.ry.p.te.d.,. .a.n.d. .c.u.
rre.ntly. .unav.a.il
a.b.le....Y.o.u. .ca.n. .c.
h.e.ck. .it:

- W.e.l.c.o.m.e... success or wait 1 DC7904 WriteFile
Ag.ain.. .= -
[+]. .W.h.aits. .H.a.
p.p.e.n.?. [.+]......Y.0.
ur. files. .are..en.
c.ry.p.te.d.,. .a.n.d. .cu.
rre.ntly. .unav.a.il
a.b.le....Y.o.u. .ca.n. .c.
h.e.ck. .it:
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File Path

C:\Users\user\Favorites\3pp6h54-readme.txt

C:\Users\user\Links\3pp6h54-readme.txt

Copyright null 2020

Offset Length Value

unknown 6948

unknown 6948

2d 00 2d 00 2d 00 3d
00 3d 00 3d 00 20 00
57 00 65 00 6¢ 00 63
00 6f 00 6d 00 65 00
2e 00 20 00 41 00 67
00 61 00 69 00 6e 00
2e 00 20 00 3d 00 3d
00 3d 00 2d 00 2d 00
2d 00 0d 00 Oa 00 Od
00 0a 00 5b 00 2b 00
5d 00 20 00 57 00 68
00 61 00 74 00 73 00
2000 48 00 61 00 70
00 70 00 65 00 6e 00
3f 00 20 00 5b 00 2b
00 5d 00 0d 00 Oa 00
0d 00 0a 00 59 00 6f
00 75 00 72 00 20 00
66 00 69 00 6¢ 00 65
00 73 00 20 00 61 00
72 00 65 00 20 00 65
00 6e 00 63 00 72 00
7900 70 00 74 00 65
00 64 00 2c 00 20 00
61 00 6e 00 64 00 20
00 63 00 7500 72 00
72 00 65 00 6e 00 74
00 6¢ 00 79 00 20 00
7500 6e 00 61 00 76
00 61 00 69 00 6¢ 00
61 00 62 00 6¢ 00 65
00 2e 00 20 00 59 00
6f 00 75 00 20 00 63
00 61 00 6e 00 20 00
63 00 68 00 65 00 63
00 6b 00 20 00 69 00
7400 3a

2d 00 2d 00 2d 00 3d
00 3d 00 3d 00 20 00
57 00 65 00 6¢ 00 63
00 6f 00 6d 00 65 00
2e 0020 00 41 00 67
00 61 00 69 00 6e 00
2e 00 20 00 3d 00 3d
00 3d 00 2d 00 2d 00
2d 00 0d 00 Oa 00 Od
00 0a 00 5b 00 2b 00
5d 00 20 00 57 00 68
00 61 00 74 00 73 00
2000 48 00 61 00 70
00 70 00 65 00 6e 00
3f 00 20 00 5b 00 2b
00 5d 00 0d 00 Oa 00
0d 00 0a 00 59 00 6f
00 75 00 72 00 20 00
66 00 69 00 6¢ 00 65
00 73 00 20 00 61 00
72 00 65 00 20 00 65
00 6e 00 63 00 72 00
7900 70 00 74 00 65
00 64 00 2c 00 20 00
61 00 6e 00 64 00 20
00 63 00 7500 72 00
7200 65 00 6e 00 74
00 6¢ 00 79 00 20 00
7500 6e 00 61 00 76
00 61 00 69 00 6¢ 00
61 00 62 00 6¢ 00 65
00 2e 00 20 00 59 00
6f 00 75 00 20 00 63
00 61 00 6e 00 20 00
63 00 68 00 65 00 63
00 6b 00 20 00 69 00
7400 3a

Source

Ascii Completion Count Address Symbol

-.-.-.===..W.e.l.c.o.m.e... success or wait 1 DC7904 WriteFile

[+]. .W.h.ats. .H.a.
p.p.e.n.?. [+]......Y.0.
ur. files. .are..en.
c.ry.p.te.d.,. .a.n.d. .c.u.
rre.ntly. .unav.a.il
a.b.le....Y.o.u. .ca.n. .c.
h.e.ck. .it:

- W.e.l.c.o.m.e... success or wait 1 DC7904 WriteFile
Ag.ain.. .= -
[+]. .W.h.ats. .H.a.
p.p.e.n.?. [+]......Y.0.
ur. files. .are..en.
c.ry.p.te.d.,. .a.n.d. .cu.
rre.ntly. .unav.a.il
a.b.le....Y.o.u. .ca.n. .c.
h.e.ck. .it:
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File Path
C:\Users\user\Music\3pp6h54-readme.txt

C:\Users\user\OneDrive\3pp6h54-readme.txt

Copyright null 2020

Offset Length Value

unknown 6948

unknown 6948

2d 00 2d 00 2d 00 3d
00 3d 00 3d 00 20 00
57 00 65 00 6¢ 00 63
00 6f 00 6d 00 65 00
2e 00 20 00 41 00 67
00 61 00 69 00 6e 00
2e 00 20 00 3d 00 3d
00 3d 00 2d 00 2d 00
2d 00 0d 00 Oa 00 Od
00 0a 00 5b 00 2b 00
5d 00 20 00 57 00 68
00 61 00 74 00 73 00
2000 48 00 61 00 70
00 70 00 65 00 6e 00
3f 00 20 00 5b 00 2b
00 5d 00 0d 00 0a 00
0d 00 0a 00 59 00 6f
00 75 00 72 00 20 00
66 00 69 00 6¢ 00 65
00 73 00 20 00 61 00
72 00 65 00 20 00 65
00 6e 00 63 00 72 00
7900 70 00 74 00 65
00 64 00 2c 00 20 00
61 00 6e 00 64 00 20
00 63 00 7500 72 00
72 00 65 00 6e 00 74
00 6¢ 00 79 00 20 00
7500 6e 00 61 00 76
00 61 00 69 00 6¢ 00
61 00 62 00 6¢ 00 65
00 2e 00 20 00 59 00
6f 00 75 00 20 00 63
00 61 00 6e 00 20 00
63 00 68 00 65 00 63
00 6b 00 20 00 69 00
7400 3a

2d 00 2d 00 2d 00 3d
00 3d 00 3d 00 20 00
57 00 65 00 6¢ 00 63
00 6f 00 6d 00 65 00
2e 00 20 00 41 00 67
00 61 00 69 00 6e 00
2e 00 20 00 3d 00 3d
00 3d 00 2d 00 2d 00
2d 00 0d 00 Oa 00 Od
00 0a 00 5b 00 2b 00
5d 00 20 00 57 00 68
00 61 00 74 00 73 00
2000 48 00 61 00 70
00 70 00 65 00 6e 00
3f 00 20 00 5b 00 2b
00 5d 00 0d 00 Oa 00
0d 00 0a 00 59 00 6f
00 75 00 72 00 20 00
66 00 69 00 6¢ 00 65
00 73 00 20 00 61 00
72 00 65 00 20 00 65
00 6e 00 63 00 72 00
7900 70 00 74 00 65
00 64 00 2c 00 20 00
61 00 6e 00 64 00 20
00 63 00 7500 72 00
7200 65 00 6e 00 74
00 6¢ 00 79 00 20 00
7500 6e 00 61 00 76
00 61 00 69 00 6¢ 00
61 00 62 00 6¢ 00 65
00 2e 00 20 00 59 00
6f 00 75 00 20 00 63
00 61 00 6e 00 20 00
63 00 68 00 65 00 63
00 6b 00 20 00 69 00
7400 3a

Source

Ascii Completion Count Address Symbol

-.-.-.===..W.e.l.c.o.m.e... success or wait 1 DC7904 WriteFile

[+]. .W.h.ats. .H.a.
p.p.e.n.?. [+]......Y.0.
ur. files. .are..e.n.
c.ry.p.te.d.,. .a.n.d. .c.u.
rre.ntly. .unav.a.il
a.b.le....Y.o.u. .ca.n. .c.
h.e.ck. .it:

- W.e.l.c.o.m.e... success or wait 1 DC7904 WriteFile
Ag.ain.. .= -
[+]. .W.h.ats. .H.a.
p.p.e.n.?. [+]......Y.0.
ur. files. .are..en.
c.ry.p.te.d.,. .a.n.d. .cu.
rre.ntly. .unav.a.il
a.b.le....Y.o.u. .ca.n. .c.
h.e.ck. .it:
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File Path
C:\Users\user\Pictures\3pp6h54-readme.txt

C:\Users\user\Recent\3pp6h54-readme.txt

Copyright null 2020

Offset Length Value

unknown 6948

unknown 6948

2d 00 2d 00 2d 00 3d
00 3d 00 3d 00 20 00
57 00 65 00 6¢ 00 63
00 6f 00 6d 00 65 00
2e 00 20 00 41 00 67
00 61 00 69 00 6e 00
2e 00 20 00 3d 00 3d
00 3d 00 2d 00 2d 00
2d 00 0d 00 Oa 00 0Od
00 0a 00 5b 00 2b 00
5d 00 20 00 57 00 68
00 61 00 74 00 73 00
2000 48 00 61 00 70
00 70 00 65 00 6e 00
3f 00 20 00 5b 00 2b
00 5d 00 0d 00 0a 00
0d 00 0a 00 59 00 6f
00 75 00 72 00 20 00
66 00 69 00 6¢ 00 65
00 73 00 20 00 61 00
72 00 65 00 20 00 65
00 6e 00 63 00 72 00
7900 70 00 74 00 65
00 64 00 2c 00 20 00
61 00 6e 00 64 00 20
00 63 00 7500 72 00
7200 65 00 6e 00 74
00 6¢ 00 79 00 20 00
7500 6e 00 61 00 76
00 61 00 69 00 6¢ 00
61 00 62 00 6¢ 00 65
00 2e 00 20 00 59 00
6f 00 75 00 20 00 63
00 61 00 6e 00 20 00
63 00 68 00 65 00 63
00 6b 00 20 00 69 00
7400 3a

2d 00 2d 00 2d 00 3d
00 3d 00 3d 00 20 00
57 00 65 00 6¢ 00 63
00 6f 00 6d 00 65 00
2e 00 20 00 41 00 67
00 61 00 69 00 6e 00
2e 00 20 00 3d 00 3d
00 3d 00 2d 00 2d 00
2d 00 0d 00 Oa 00 0Od
00 0a 00 5b 00 2b 00
5d 00 20 00 57 00 68
00 61 00 74 00 73 00
2000 48 00 61 00 70
00 70 00 65 00 6e 00
3f 00 20 00 5b 00 2b
00 5d 00 0d 00 0a 00
0d 00 0a 00 59 00 6f
00 75 00 72 00 20 00
66 00 69 00 6¢ 00 65
00 73 00 20 00 61 00
72 00 65 00 20 00 65
00 6e 00 63 00 72 00
7900 70 00 74 00 65
00 64 00 2c 00 20 00
61 00 6e 00 64 00 20
00 63 00 7500 72 00
7200 65 00 6e 00 74
00 6¢ 00 79 00 20 00
7500 6e 00 61 00 76
00 61 00 69 00 6¢ 00
61 00 62 00 6¢ 00 65
00 2e 00 20 00 59 00
6f 00 75 00 20 00 63
00 61 00 6e 00 20 00
63 00 68 00 65 00 63
00 6b 00 20 00 69 00
7400 3a

Source

Ascii Completion Count Address Symbol

-.-.-.===..W.e.l.c.o.m.e... success or wait 1 DC7904 WriteFile

[+]. .W.h.aits. .H.a.
p.p.e.n.?. [+]......Y.0.
ur. files. .are..e.n.
c.ry.p.te.d.,. .a.n.d. .c.u.
rre.ntly. .unav.a.il
a.b.le....Y.o.u. .ca.n. .c.
h.e.ck. .it:

- W.e.l.c.o.m.e... success or wait 1 DC7904 WriteFile
Ag.ain.. .= -
[+]. .W.h.aits. .H.a.
p.p.e.n.?. [.+]......Y.0.
ur. files. .are..en.
c.ry.p.te.d.,. .a.n.d. .cu.
rre.ntly. .unav.a.il
a.b.le....Y.o.u. .ca.n. .c.
h.e.ck. .it:
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File Path
C:\Users\user\Saved Games\3pp6h54-readme.txt

C:\Users\user\Searches\3pp6h54-readme.txt

Copyright null 2020

Offset Length Value

unknown 6948

unknown 6948

2d 00 2d 00 2d 00 3d
00 3d 00 3d 00 20 00
57 00 65 00 6¢ 00 63
00 6f 00 6d 00 65 00
2e 00 20 00 41 00 67
00 61 00 69 00 6e 00
2e 00 20 00 3d 00 3d
00 3d 00 2d 00 2d 00
2d 00 0d 00 Oa 00 Od
00 0a 00 5b 00 2b 00
5d 00 20 00 57 00 68
00 61 00 74 00 73 00
2000 48 00 61 00 70
00 70 00 65 00 6e 00
3f 00 20 00 5b 00 2b
00 5d 00 0d 00 Oa 00
0d 00 0a 00 59 00 6f
00 75 00 72 00 20 00
66 00 69 00 6¢ 00 65
00 73 00 20 00 61 00
72 00 65 00 20 00 65
00 6e 00 63 00 72 00
7900 70 00 74 00 65
00 64 00 2c 00 20 00
61 00 6e 00 64 00 20
00 63 00 7500 72 00
72 00 65 00 6e 00 74
00 6¢ 00 79 00 20 00
7500 6e 00 61 00 76
00 61 00 69 00 6¢ 00
61 00 62 00 6¢ 00 65
00 2e 00 20 00 59 00
6f 00 75 00 20 00 63
00 61 00 6e 00 20 00
63 00 68 00 65 00 63
00 6b 00 20 00 69 00
7400 3a

2d 00 2d 00 2d 00 3d
00 3d 00 3d 00 20 00
57 00 65 00 6¢ 00 63
00 6f 00 6d 00 65 00
2e 0020 00 41 00 67
00 61 00 69 00 6e 00
2e 00 20 00 3d 00 3d
00 3d 00 2d 00 2d 00
2d 00 0d 00 Oa 00 Od
00 0a 00 5b 00 2b 00
5d 00 20 00 57 00 68
00 61 00 74 00 73 00
2000 48 00 61 00 70
00 70 00 65 00 6e 00
3f 00 20 00 5b 00 2b
00 5d 00 0d 00 Oa 00
0d 00 0a 00 59 00 6f
00 75 00 72 00 20 00
66 00 69 00 6¢ 00 65
00 73 00 20 00 61 00
72 00 65 00 20 00 65
00 6e 00 63 00 72 00
7900 70 00 74 00 65
00 64 00 2c 00 20 00
61 00 6e 00 64 00 20
00 63 00 7500 72 00
7200 65 00 6e 00 74
00 6¢ 00 79 00 20 00
7500 6e 00 61 00 76
00 61 00 69 00 6¢ 00
61 00 62 00 6¢ 00 65
00 2e 00 20 00 59 00
6f 00 75 00 20 00 63
00 61 00 6e 00 20 00
63 00 68 00 65 00 63
00 6b 00 20 00 69 00
7400 3a

Source

Ascii Completion Count Address Symbol

success or wait 1 DC7904 WriteFile

[+]. .W.h.ats. .H.a.
p.p.e.n.?. [+]......Y.0.
ur. files. .are..en.
c.ry.p.te.d.,. .a.n.d. .c.u.
rre.ntly. .unav.a.il
a.b.le....Y.o.u. .ca.n. .c.
h.e.ck. .it:

- W.e.l.c.o.m.e... success or wait 1 DC7904 WriteFile
Ag.ain.. .= -
[+]. .W.h.ats. .H.a.
p.p.e.n.?. [+]......Y.0.
ur. files. .are..en.
c.ry.p.te.d.,. .a.n.d. .cu.
rre.ntly. .unav.a.il
a.b.le....Y.o.u. .ca.n. .c.
h.e.ck. .it:
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File Path
C:\Users\user\Videos\3pp6h54-readme.txt

C:\Users\Public\AccountPictures\3pp6h54-readme.txt

Copyright null 2020

Offset Length Value

unknown 6948

unknown 6948

2d 00 2d 00 2d 00 3d
00 3d 00 3d 00 20 00
57 00 65 00 6¢ 00 63
00 6f 00 6d 00 65 00
2e 00 20 00 41 00 67
00 61 00 69 00 6e 00
2e 00 20 00 3d 00 3d
00 3d 00 2d 00 2d 00
2d 00 0d 00 Oa 00 Od
00 0a 00 5b 00 2b 00
5d 00 20 00 57 00 68
00 61 00 74 00 73 00
2000 48 00 61 00 70
00 70 00 65 00 6e 00
3f 00 20 00 5b 00 2b
00 5d 00 0d 00 0a 00
0d 00 0a 00 59 00 6f
00 75 00 72 00 20 00
66 00 69 00 6¢ 00 65
00 73 00 20 00 61 00
72 00 65 00 20 00 65
00 6e 00 63 00 72 00
7900 70 00 74 00 65
00 64 00 2c 00 20 00
61 00 6e 00 64 00 20
00 63 00 7500 72 00
72 00 65 00 6e 00 74
00 6¢ 00 79 00 20 00
7500 6e 00 61 00 76
00 61 00 69 00 6¢ 00
61 00 62 00 6¢ 00 65
00 2e 00 20 00 59 00
6f 00 75 00 20 00 63
00 61 00 6e 00 20 00
63 00 68 00 65 00 63
00 6b 00 20 00 69 00
7400 3a

2d 00 2d 00 2d 00 3d
00 3d 00 3d 00 20 00
57 00 65 00 6¢ 00 63
00 6f 00 6d 00 65 00
2e 00 20 00 41 00 67
00 61 00 69 00 6e 00
2e 00 20 00 3d 00 3d
00 3d 00 2d 00 2d 00
2d 00 0d 00 Oa 00 Od
00 0a 00 5b 00 2b 00
5d 00 20 00 57 00 68
00 61 00 74 00 73 00
2000 48 00 61 00 70
00 70 00 65 00 6e 00
3f 00 20 00 5b 00 2b
00 5d 00 0d 00 Oa 00
0d 00 0a 00 59 00 6f
00 75 00 72 00 20 00
66 00 69 00 6¢ 00 65
00 73 00 20 00 61 00
72 00 65 00 20 00 65
00 6e 00 63 00 72 00
7900 70 00 74 00 65
00 64 00 2c 00 20 00
61 00 6e 00 64 00 20
00 63 00 7500 72 00
7200 65 00 6e 00 74
00 6¢ 00 79 00 20 00
7500 6e 00 61 00 76
00 61 00 69 00 6¢ 00
61 00 62 00 6¢ 00 65
00 2e 00 20 00 59 00
6f 00 75 00 20 00 63
00 61 00 6e 00 20 00
63 00 68 00 65 00 63
00 6b 00 20 00 69 00
7400 3a

Source

Ascii Completion Count Address Symbol

success or wait 1 DC7904 WriteFile

[+]. .W.h.ats. .H.a.
p.p.e.n.?. [+]......Y.0.
ur. files. .are..e.n.
c.ry.p.te.d.,. .a.n.d. .c.u.
rre.ntly. .unav.a.il
a.b.le....Y.o.u. .ca.n. .c.
h.e.ck. .it:

- W.e.l.c.o.m.e... success or wait 1 DC7904 WriteFile
Ag.ain.. .= -
[+]. .W.h.ats. .H.a.
p.p.e.n.?. [+]......Y.0.
ur. files. .are..en.
c.ry.p.te.d.,. .a.n.d. .cu.
rre.ntly. .unav.a.il
a.b.le....Y.o.u. .ca.n. .c.
h.e.ck. .it:
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File Path
C:\Users\Public\Desktop\3pp6h54-readme.txt

C:\Users\Public\Documents\3pp6h54-readme.txt

Copyright null 2020

Offset Length Value

unknown 6948

unknown 6948

2d 00 2d 00 2d 00 3d
00 3d 00 3d 00 20 00
57 00 65 00 6¢ 00 63
00 6f 00 6d 00 65 00
2e 00 20 00 41 00 67
00 61 00 69 00 6e 00
2e 00 20 00 3d 00 3d
00 3d 00 2d 00 2d 00
2d 00 0d 00 Oa 00 0Od
00 0a 00 5b 00 2b 00
5d 00 20 00 57 00 68
00 61 00 74 00 73 00
2000 48 00 61 00 70
00 70 00 65 00 6e 00
3f 00 20 00 5b 00 2b
00 5d 00 0d 00 0a 00
0d 00 0a 00 59 00 6f
00 75 00 72 00 20 00
66 00 69 00 6¢ 00 65
00 73 00 20 00 61 00
72 00 65 00 20 00 65
00 6e 00 63 00 72 00
7900 70 00 74 00 65
00 64 00 2c 00 20 00
61 00 6e 00 64 00 20
00 63 00 7500 72 00
7200 65 00 6e 00 74
00 6¢ 00 79 00 20 00
7500 6e 00 61 00 76
00 61 00 69 00 6¢ 00
61 00 62 00 6¢ 00 65
00 2e 00 20 00 59 00
6f 00 75 00 20 00 63
00 61 00 6e 00 20 00
63 00 68 00 65 00 63
00 6b 00 20 00 69 00
7400 3a

2d 00 2d 00 2d 00 3d
00 3d 00 3d 00 20 00
57 00 65 00 6¢ 00 63
00 6f 00 6d 00 65 00
2e 00 20 00 41 00 67
00 61 00 69 00 6e 00
2e 00 20 00 3d 00 3d
00 3d 00 2d 00 2d 00
2d 00 0d 00 Oa 00 Od
00 0a 00 5b 00 2b 00
5d 00 20 00 57 00 68
00 61 00 74 00 73 00
2000 48 00 61 00 70
00 70 00 65 00 6e 00
3f 00 20 00 5b 00 2b
00 5d 00 0d 00 0a 00
0d 00 0a 00 59 00 6f
00 75 00 72 00 20 00
66 00 69 00 6¢ 00 65
00 73 00 20 00 61 00
72 00 65 00 20 00 65
00 6e 00 63 00 72 00
7900 70 00 74 00 65
00 64 00 2c 00 20 00
61 00 6e 00 64 00 20
00 63 00 7500 72 00
7200 65 00 6e 00 74
00 6¢ 00 79 00 20 00
7500 6e 00 61 00 76
00 61 00 69 00 6¢ 00
61 00 62 00 6¢ 00 65
00 2e 00 20 00 59 00
6f 00 75 00 20 00 63
00 61 00 6e 00 20 00
63 00 68 00 65 00 63
00 6b 00 20 00 69 00
7400 3a

Source

Ascii Completion Count Address Symbol

-.-.-.===..W.e.l.c.o.m.e... success or wait 1 DC7904 WriteFile

[+]. .W.h.aits. .H.a.
p.p.e.n.?. [+]......Y.0.
ur. files. .are..e.n.
c.ry.p.te.d.,. .a.n.d. .c.u.
rre.ntly. .unav.a.il
a.b.le....Y.o.u. .ca.n. .c.
h.e.ck. .it:

- W.e.l.c.o.m.e... success or wait 1 DC7904 WriteFile
Ag.ain.. .= -
[+]. .W.h.aits. .H.a.
p.p.e.n.?. [.+]......Y.0.
ur. files. .are..en.
c.ry.p.te.d.,. .a.n.d. .cu.
rre.ntly. .unav.a.il
a.b.le....Y.o.u. .ca.n. .c.
h.e.ck. .it:
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File Path
C:\Users\Public\Downloads\3pp6h54-readme.txt

C:\Users\Public\Libraries\3pp6h54-readme.txt

Copyright null 2020

Offset Length Value

unknown 6948

unknown 6948

2d 00 2d 00 2d 00 3d
00 3d 00 3d 00 20 00
57 00 65 00 6¢ 00 63
00 6f 00 6d 00 65 00
2e 00 20 00 41 00 67
00 61 00 69 00 6e 00
2e 00 20 00 3d 00 3d
00 3d 00 2d 00 2d 00
2d 00 0d 00 Oa 00 Od
00 0a 00 5b 00 2b 00
5d 00 20 00 57 00 68
00 61 00 74 00 73 00
2000 48 00 61 00 70
00 70 00 65 00 6e 00
3f 00 20 00 5b 00 2b
00 5d 00 0d 00 Oa 00
0d 00 0a 00 59 00 6f
00 75 00 72 00 20 00
66 00 69 00 6¢ 00 65
00 73 00 20 00 61 00
72 00 65 00 20 00 65
00 6e 00 63 00 72 00
7900 70 00 74 00 65
00 64 00 2c 00 20 00
61 00 6e 00 64 00 20
00 63 00 7500 72 00
72 00 65 00 6e 00 74
00 6¢ 00 79 00 20 00
7500 6e 00 61 00 76
00 61 00 69 00 6¢ 00
61 00 62 00 6¢ 00 65
00 2e 00 20 00 59 00
6f 00 75 00 20 00 63
00 61 00 6e 00 20 00
63 00 68 00 65 00 63
00 6b 00 20 00 69 00
7400 3a

2d 00 2d 00 2d 00 3d
00 3d 00 3d 00 20 00
57 00 65 00 6¢ 00 63
00 6f 00 6d 00 65 00
2e 0020 00 41 00 67
00 61 00 69 00 6e 00
2e 00 20 00 3d 00 3d
00 3d 00 2d 00 2d 00
2d 00 0d 00 Oa 00 Od
00 0a 00 5b 00 2b 00
5d 00 20 00 57 00 68
00 61 00 74 00 73 00
2000 48 00 61 00 70
00 70 00 65 00 6e 00
3f 00 20 00 5b 00 2b
00 5d 00 0d 00 Oa 00
0d 00 0a 00 59 00 6f
00 75 00 72 00 20 00
66 00 69 00 6¢ 00 65
00 73 00 20 00 61 00
72 00 65 00 20 00 65
00 6e 00 63 00 72 00
7900 70 00 74 00 65
00 64 00 2c 00 20 00
61 00 6e 00 64 00 20
00 63 00 7500 72 00
7200 65 00 6e 00 74
00 6¢ 00 79 00 20 00
7500 6e 00 61 00 76
00 61 00 69 00 6¢ 00
61 00 62 00 6¢ 00 65
00 2e 00 20 00 59 00
6f 00 75 00 20 00 63
00 61 00 6e 00 20 00
63 00 68 00 65 00 63
00 6b 00 20 00 69 00
7400 3a

Source

Ascii Completion Count Address Symbol

-.-.-.===..W.e.l.c.o.m.e... success or wait 1 DC7904 WriteFile

[+]. .W.h.ats. .H.a.
p.p.e.n.?. [+]......Y.0.
ur. files. .are..en.
c.ry.p.te.d.,. .a.n.d. .c.u.
rre.ntly. .unav.a.il
a.b.le....Y.o.u. .ca.n. .c.
h.e.ck. .it:

- W.e.l.c.o.m.e... success or wait 1 DC7904 WriteFile
Ag.ain.. .= -
[+]. .W.h.ats. .H.a.
p.p.e.n.?. [+]......Y.0.
ur. files. .are..en.
c.ry.p.te.d.,. .a.n.d. .cu.
rrently. .unav.a.il
a.b.le....Y.o.u. .ca.n. .c.
h.e.ck. .it:
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File Path
C:\Users\Public\Music\3pp6h54-readme.txt

C:\Users\Public\Pictures\3pp6h54-readme.txt

Copyright null 2020

Offset Length Value

unknown 6948

unknown 6948

2d 00 2d 00 2d 00 3d
00 3d 00 3d 00 20 00
57 00 65 00 6¢ 00 63
00 6f 00 6d 00 65 00
2e 00 20 00 41 00 67
00 61 00 69 00 6e 00
2e 00 20 00 3d 00 3d
00 3d 00 2d 00 2d 00
2d 00 0d 00 Oa 00 Od
00 0a 00 5b 00 2b 00
5d 00 20 00 57 00 68
00 61 00 74 00 73 00
2000 48 00 61 00 70
00 70 00 65 00 6e 00
3f 00 20 00 5b 00 2b
00 5d 00 0d 00 Oa 00
0d 00 0a 00 59 00 6f
00 75 00 72 00 20 00
66 00 69 00 6¢ 00 65
00 73 00 20 00 61 00
72 00 65 00 20 00 65
00 6e 00 63 00 72 00
7900 70 00 74 00 65
00 64 00 2c 00 20 00
61 00 6e 00 64 00 20
00 63 00 7500 72 00
72 00 65 00 6e 00 74
00 6¢ 00 79 00 20 00
7500 6e 00 61 00 76
00 61 00 69 00 6¢ 00
61 00 62 00 6¢ 00 65
00 2e 00 20 00 59 00
6f 00 75 00 20 00 63
00 61 00 6e 00 20 00
63 00 68 00 65 00 63
00 6b 00 20 00 69 00
7400 3a

2d 00 2d 00 2d 00 3d
00 3d 00 3d 00 20 00
57 00 65 00 6¢ 00 63
00 6f 00 6d 00 65 00
2e 0020 00 41 00 67
00 61 00 69 00 6e 00
2e 00 20 00 3d 00 3d
00 3d 00 2d 00 2d 00
2d 00 0d 00 Oa 00 Od
00 0a 00 5b 00 2b 00
5d 00 20 00 57 00 68
00 61 00 74 00 73 00
2000 48 00 61 00 70
00 70 00 65 00 6e 00
3f 00 20 00 5b 00 2b
00 5d 00 0d 00 Oa 00
0d 00 0a 00 59 00 6f
00 75 00 72 00 20 00
66 00 69 00 6¢ 00 65
00 73 00 20 00 61 00
72 00 65 00 20 00 65
00 6e 00 63 00 72 00
7900 70 00 74 00 65
00 64 00 2c 00 20 00
61 00 6e 00 64 00 20
00 63 00 7500 72 00
7200 65 00 6e 00 74
00 6¢ 00 79 00 20 00
7500 6e 00 61 00 76
00 61 00 69 00 6¢ 00
61 00 62 00 6¢ 00 65
00 2e 00 20 00 59 00
6f 00 75 00 20 00 63
00 61 00 6e 00 20 00
63 00 68 00 65 00 63
00 6b 00 20 00 69 00
7400 3a

Source

Ascii Completion Count Address Symbol

-.-.-.===..W.e.l.c.o.m.e... success or wait 1 DC7904 WriteFile

[+]. .W.h.ats. .H.a.
p.p.e.n.?. [+]......Y.0.
ur. files. .are..e.n.
c.ry.p.te.d.,. .a.n.d. .c.u.
rre.ntly. .unav.a.il
a.b.le....Y.o.u. .ca.n. .c.
h.e.ck. .it:

- W.e.l.c.o.m.e... success or wait 1 DC7904 WriteFile
Ag.ain.. .= -
[+]. .W.h.ats. .H.a.
p.p.e.n.?. [+]......Y.0.
ur. files. .are..en.
c.ry.p.te.d.,. .a.n.d. .cu.
rre.ntly. .unav.a.il
a.b.le....Y.o.u. .ca.n. .c.
h.e.ck. .it:
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File Path
C:\Users\Public\Videos\3pp6h54-readme.txt

Offset Length Value

unknown 6948

C:\Program Files (x86)\Microsoft SQL Server\110\Shared\3pp6h unknown 6948

54-readme.txt

Copyright null 2020

2d 00 2d 00 2d 00 3d
00 3d 00 3d 00 20 00
57 00 65 00 6¢ 00 63
00 6f 00 6d 00 65 00
2e 00 20 00 41 00 67
00 61 00 69 00 6e 00
2e 00 20 00 3d 00 3d
00 3d 00 2d 00 2d 00
2d 00 0d 00 Oa 00 0Od
00 0a 00 5b 00 2b 00
5d 00 20 00 57 00 68
00 61 00 74 00 73 00
2000 48 00 61 00 70
00 70 00 65 00 6e 00
3f 00 20 00 5b 00 2b
00 5d 00 0d 00 0a 00
0d 00 0a 00 59 00 6f
00 75 00 72 00 20 00
66 00 69 00 6¢ 00 65
00 73 00 20 00 61 00
72 00 65 00 20 00 65
00 6e 00 63 00 72 00
7900 70 00 74 00 65
00 64 00 2c 00 20 00
61 00 6e 00 64 00 20
00 63 00 7500 72 00
7200 65 00 6e 00 74
00 6¢ 00 79 00 20 00
7500 6e 00 61 00 76
00 61 00 69 00 6¢ 00
61 00 62 00 6¢ 00 65
00 2e 00 20 00 59 00
6f 00 75 00 20 00 63
00 61 00 6e 00 20 00
63 00 68 00 65 00 63
00 6b 00 20 00 69 00
7400 3a

2d 00 2d 00 2d 00 3d
00 3d 00 3d 00 20 00
57 00 65 00 6¢ 00 63
00 6f 00 6d 00 65 00
2e 00 20 00 41 00 67
00 61 00 69 00 6e 00
2e 00 20 00 3d 00 3d
00 3d 00 2d 00 2d 00
2d 00 0d 00 Oa 00 Od
00 0a 00 5b 00 2b 00
5d 00 20 00 57 00 68
00 61 00 74 00 73 00
2000 48 00 61 00 70
00 70 00 65 00 6e 00
3f 00 20 00 5b 00 2b
00 5d 00 0d 00 0a 00
0d 00 0a 00 59 00 6f
00 75 00 72 00 20 00
66 00 69 00 6¢ 00 65
00 73 00 20 00 61 00
72 00 65 00 20 00 65
00 6e 00 63 00 72 00
7900 70 00 74 00 65
00 64 00 2c 00 20 00
61 00 6e 00 64 00 20
00 63 00 7500 72 00
7200 65 00 6e 00 74
00 6¢ 00 79 00 20 00
7500 6e 00 61 00 76
00 61 00 69 00 6¢ 00
61 00 62 00 6¢ 00 65
00 2e 00 20 00 59 00
6f 00 75 00 20 00 63
00 61 00 6e 00 20 00
63 00 68 00 65 00 63
00 6b 00 20 00 69 00
7400 3a

Source

Ascii Completion Count Address Symbol

-.-.-.===..W.e.l.c.o.m.e... success or wait 1 DC7904 WriteFile

[+]. .W.h.aits. .H.a.
p.p.e.n.?. [+]......Y.0.
ur. files. .are..e.n.
c.ry.p.te.d.,. .a.n.d. .c.u.
rre.ntly. .unav.a.il
a.b.le....Y.o.u. .ca.n. .c.
h.e.ck. .it:

- W.e.l.c.o.m.e... success or wait 1 DC7904 WriteFile
Ag.ain.. .= -
[+]. .W.h.ats. .H.a.
p.p.e.n.?. [.+]......Y.0.
ur. files. .are..en.
c.ry.p.te.d.,. .a.n.d. .cu.
rre.ntly. .unav.a.il
a.b.le....Y.o.u. .ca.n. .c.
h.e.ck. .it:
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File Path
C:\Users\user\Desktop\BNAGMGSPLO\3pp6h54-readme.txt

C:\Users\user\Desktop\CZQKSDDMWR\3pp6h54-readme.txt

Copyright null 2020

Offset
unknown 6948

unknown 6948

Length Value

2d 00 2d 00 2d 00 3d
00 3d 00 3d 00 20 00
57 00 65 00 6¢ 00 63
00 6f 00 6d 00 65 00
2e 00 20 00 41 00 67
00 61 00 69 00 6e 00
2e 00 20 00 3d 00 3d
00 3d 00 2d 00 2d 00
2d 00 0d 00 Oa 00 Od
00 0a 00 5b 00 2b 00
5d 00 20 00 57 00 68
00 61 00 74 00 73 00
2000 48 00 61 00 70
00 70 00 65 00 6e 00
3f 00 20 00 5b 00 2b
00 5d 00 0d 00 Oa 00
0d 00 0a 00 59 00 6f
00 75 00 72 00 20 00
66 00 69 00 6¢ 00 65
00 73 00 20 00 61 00
72 00 65 00 20 00 65
00 6e 00 63 00 72 00
7900 70 00 74 00 65
00 64 00 2c 00 20 00
61 00 6e 00 64 00 20
00 63 00 7500 72 00
72 00 65 00 6e 00 74
00 6¢ 00 79 00 20 00
7500 6e 00 61 00 76
00 61 00 69 00 6¢ 00
61 00 62 00 6¢ 00 65
00 2e 00 20 00 59 00
6f 00 75 00 20 00 63
00 61 00 6e 00 20 00
63 00 68 00 65 00 63
00 6b 00 20 00 69 00
7400 3a

2d 00 2d 00 2d 00 3d
00 3d 00 3d 00 20 00
57 00 65 00 6¢ 00 63
00 6f 00 6d 00 65 00
2e 0020 00 41 00 67
00 61 00 69 00 6e 00
2e 00 20 00 3d 00 3d
00 3d 00 2d 00 2d 00
2d 00 0d 00 Oa 00 Od
00 0a 00 5b 00 2b 00
5d 00 20 00 57 00 68
00 61 00 74 00 73 00
2000 48 00 61 00 70
00 70 00 65 00 6e 00
3f 00 20 00 5b 00 2b
00 5d 00 0d 00 Oa 00
0d 00 0a 00 59 00 6f
00 75 00 72 00 20 00
66 00 69 00 6¢ 00 65
00 73 00 20 00 61 00
72 00 65 00 20 00 65
00 6e 00 63 00 72 00
7900 70 00 74 00 65
00 64 00 2c 00 20 00
61 00 6e 00 64 00 20
00 63 00 7500 72 00
7200 65 00 6e 00 74
00 6¢ 00 79 00 20 00
7500 6e 00 61 00 76
00 61 00 69 00 6¢ 00
61 00 62 00 6¢ 00 65
00 2e 00 20 00 59 00
6f 00 75 00 20 00 63
00 61 00 6e 00 20 00
63 00 68 00 65 00 63
00 6b 00 20 00 69 00
7400 3a

Source

Completion Count Address Symbol

success or wait 1 DC7904 WriteFile

[+]. .W.h.ats. .H.a.
p.p.e.n.?. [+]......Y.0.
ur. files. .are..en.
c.ry.p.te.d.,. .a.n.d. .c.u.
rre.ntly. .unav.a.il
a.b.le....Y.o.u. .ca.n. .c.
h.e.ck. .it:

- W.e.l.c.o.m.e...
Ag.ain.. .= -
[+]. .W.h.ats. .H.a.
p.p.e.n.?. [+]......Y.0.
ur. files. .are..en.
c.ry.p.te.d.,. .a.n.d. .cu.
rrently. .unav.a.il
a.b.le....Y.o.u. .ca.n. .c.
h.e.ck. .it:

success or wait 1 DC7904 WriteFile
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File Path

C:\Users\user\Desktop\DUUDTUBZFW.png

C:\Users\user\Desktop\DUUDTUBZFW.png

Copyright null 2020

Offset
0

1026

Length Value

1026

232

f5 ac 7b a5 14 d4 49
3d 82 f4 cc 96 Ob 10
b6 9f 83 3b 27 d3 da

P (] R xv3.0
2.K.... .B.....0.9%..YO0G....

.D..SK...Gv,..p.'nt.8....... IN.

99e32e 10787633 5.Dil#4...A0V. J.......

8f 6f a7 32 d6 Ob 4b

12 ed Oe bd b9 30 be
2501 dd 59 30 47 f8
dc 1e 8d 1e 44 90 84
53 4b 8d fc Ob 47 76
2c 15 84 70 9e 27 6e
74853894 cce3d7
ed 95 82 29 4e 89 20
35 ba 44 69 49 23 d6
34 aa c0 86 7 41 8b 6f
3a 76 c3 ca 6a 27 08
90 fb f8 cO 96 80 06 59
42 a0 32 b5 cl e4 3f
34 85 77 49 91 dc 9f
e7 dd el 69 b5 8a 9d
61 e3 5f 43 f0 25 b9 8f
5319 52 4f 02 a2 41
5a 78 1a 8c a6 d5 d9
fc 2f 8f 89 a2 1c 18 67
4b 89 56 48 89 fa 32
d9 2e 1c 7301 b2 e4
a7 50 7e a5 7e da ba
3e 09 7a 00 38 7a cd
51 28 84 ee 88 fa 80
8b 48 b0 43 77 bb a8
5e 5a 13 89 a1 98 bb
15 32 6b 00 ef 6d 3e fe
08 6¢c ca 7d 21 a4 fa
3193318055cfeb
42 56 08 28 ca d7 47
bb 18 74 8f

66 ab 3b 7d fc 7f c2 41 f.;}...A].P.@..~nx.
+N...h..rbX.<.=.}
(b]K....V.2....03. ..
g.(...V.X{...q...)

K.v..2.T.kRI.2...4

6a a8 50 cc 40 a6 e0
7e 6e 78 d9 ea a2 cd
9b ca al 52 1b 0f f3 10
2b 4e 99 ef e6 68 8 ff
726258 d2 3c 07 3d
ab 0d 7d 05 ca 3d 8a
28 cd el 01 37 €7 9b
ba 28 a6 62 bd 5d f5
4b 0d 8c b9 bb c9 88
56 9c c8 32 dc 6¢ 1b
ca 1d 60 4a 98 a8 6a
90 19 30 82 58 dd cd
11 b1 9d 8c 0d 86 67
d7 28 5d ee d5 89 56
8158 b9 7b ce bc e8
719109 bd 29 7a 56
d5 11 0b 90 1e 86 4b
90 a4 76 d9 b0 3f ca
54 9b e3 6b 52 49 da
c3 32 a0 09 ce Oe 34
63 22 d9 af af 43 36 d3
6d 77 bb 6a 99 d5 25
95 b1 f9 42 73 58 e6
56 0a 18 e6 90 bb 78
19 8f b5 9e 67 ff 73 c7
26 15 8b 20 5b c0 13
44 b1 25 82 a4 0a fO
9d 1e 39 15 0f 62 70 fd
93 90 5e 60 19 fc 4e 6f
7219 c¢1 00 00 00 00
00 00 00 00 90 ed 8¢
fd

B Pecs
01 f0 fd 01 20 a9 19 42 .S.RO..AZx......[.....

2

?4.wl...

8. P~~.>.2.82.0Q(.....H
Cw.AZ.2kem> 1L

JLEVL

X.
zV.

(.G.t.

c"...C6.mw.j..%...BsX.V.....

X....0.S.&.. [..D.%...

A ..Nor

9..bp..

Completion

pending

pending

Source

Count Address Symbol

1

1

DC7668 WriteFile

DC7668 WriteFile
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File Path
C:\Users\user\Desktop\EEGWXUHVUG.pdf

C:\Users\user\Desktop\EEGWXUHVUG.pdf

Copyright null 2020

Offset
0

1026

Length Value

1026

232

a9 19 ae 37 27 c4 34
9d 07 Oe 8b e3 cf d8
47 13 a6 19 a2 9e b5
3e 3224 a4 34c7 ba
clc7 ff 57 8d 58 1e dc
b0 1f ae 40 9d c1 67
9a 98 48 7e c0 cd 94
ad 19 b2 a8 c4 b1 Oc
aa 49 60 72 4b 57 ab
60 9b 84 eb a3 ab c9
bf bf 89 3¢ b1 d6 26 31
9 d2 60 f3 4c ab 04 a6
05 7e 32 64 b0 54 63
6¢c 86 75 27 36 45 38
ec 63224264 9b 34
c6 06 0f 02 e4 02 91
3ce599 e9 db 0554
7d 77 52 04 e4 60 ee
64 ef 09 45 8a 99 5d
d6 c5 24 1f 05 1b f5 15
65 14 €8 13 73 9d 38
1f 7b 79 9b cd e3 02
49 34 4d 63 30 b1 9¢c
67 92 40 1e 33 34 a5
5e f1 bb bc fa e0 50 73
36 ac 7e fb 2c 95 3f cf
a4 f5 8d 45 0f 68 27 1la
bb 67 be 35 3a 4b 29
06 3e 31 89 da 76 44
46 51 9b 09 44 54 df
36 7d 70 ¢7 87 96 7b
4c 1b 2¢ 51 8c 5¢ dO
1c 7b 3d 66 Oe c5 cc
bd 1f f6 f5 1f dO c4 9b
56 56 df 7f 81 47 07 91
32

66 ab 3b 7d fc 7f c2 41
6a a8 50 cc 40 a6 e0
7e 6e 78 d9 ea a2 cd
9b ca al 52 1b 0f f3 10
2b 4e 99 ef e6 68 8 ff
726258 d2 3c 07 3d
ab 0d 7d 05 ca 3d 8a
28 cd el 01 37 €7 9b
ba 28 a6 62 bd 5d f5
4b 0d 8c b9 bb c9 88
56 9c c8 32 dc 6¢ 1b
ca 1d 60 4a 98 a8 6a
90 19 30 82 58 dd cd
11 b1 9d 8c 0d 86 67
d7 28 5d ee d5 89 56
8158 b9 7b ce bc e8
719109 bd 29 7a 56
d5 11 0b 90 1e 86 4b
90 a4 76 d9 b0 3f ca
54 9b e3 6b 52 49 da
c3 32 a0 09 ce Oe 34
63 22 d9 af af 43 36 d3
6d 77 bb 6a 99 d5 25
95 b1 f9 42 73 58 €6
56 Oa 18 e6 4f 2b 91
b5 6f 54 b6 ef Ob 7c 2c
db 39 dafb a8 c7 10
e2 b6 76 df aa 35 de
38el179d3cbcd7e
aa b7 e0 b2 66 6e 14
0Ob 98 a6 f9 6¢ 00 00
00 00 00 00 00 00 f5 f9
60 bf

rKW. ..
d.Tcl.u'6E8.c"Bd.4....... <o
TwR..".d..E.].$.....e..s.8.
{y....14Mc0..9.@.34.".....Ps
6.~.,.2....E.h"..g.5:K).>1..vD
FQ..DT.6}p..{L.,Q.\..{=f.....

f.; 1 ALP.@..~nx....... R....
+N...h..rbX.<.=.}
(b]K....V.2....03. ..
X. g.(...V.X{...q...)
ZV....K.v.2.T.kRI..2...4
c"...C6.mw.j..%...BsX.V...O

Completion

pending

pending
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2b 4e 99 ef e6 68 8 ff
726258 d2 3c 07 3d
ab 0d 7d 05 ca 3d 8a
28 cd e1 01 37 €7 9b
ba 28 a6 62 bd 5d f5
4b 0d 8¢ b9 bb c9 88
56 9c ¢8 32 dc 6¢ 1b
ca 1d 60 4a 98 a8 6a
90 19 30 82 58 dd cd
11 b1 9d 8c 0d 86 67
d7 28 5d ee d5 89 56
8158 b9 7b ce bc e8
7191 09 bd 29 7a 56
d5 11 0b 90 1e 86 4b
90 a4 76 d9 b0 3f ca
54 9b e3 6b 52 49 da
c3 32 a0 09 ce Oe 34
63 22 d9 af af 43 36 d3
6d 77 bb 6a 99 d5 25
95 b1 f9 42 73 58 e6
56 0a 18 e6 e6 48 79
de 3d b6 d2 439 78
Oc 52 bc 6d 74 31 6f
83 86 99 9d 8e fe b6
b9 07 13 e2 1e e7 b6
47 7a 3f 44 c3 81 60
14 9 4b e2 da 7e 00
00 00 00 00 00 00 00
aa 79 92 d0

2d 00 2d 00 2d 00 3d
00 3d 00 3d 00 20 00
57 00 65 00 6¢ 00 63
00 6f 00 6d 00 65 00
2e 0020 00 41 00 67
00 61 00 69 00 6e 00
2e 00 20 00 3d 00 3d
00 3d 00 2d 00 2d 00
2d 00 0d 00 Oa 00 0Od
00 0a 00 5b 00 2b 00
5d 00 20 00 57 00 68
00 61 00 74 00 73 00
2000 48 00 61 00 70
00 70 00 65 00 6e 00
3f 00 20 00 5b 00 2b
00 5d 00 0d 00 0a 00
0d 00 0a 00 59 00 6f
00 75 00 72 00 20 00
66 00 69 00 6¢ 00 65
00 73 00 20 00 61 00
72 00 65 00 20 00 65
00 6e 00 63 00 72 00
7900 70 00 74 00 65
00 64 00 2c 00 20 00
61 00 6e 00 64 00 20
00 63 00 7500 72 00
72 00 65 00 6e 00 74
00 6¢ 00 79 00 20 00
7500 6e 00 61 00 76
00 61 00 69 00 6¢ 00
61 00 62 00 6¢ 00 65
00 2e 00 20 00 59 00
6f 00 75 00 20 00 63
00 61 00 6e 00 20 00
63 00 68 00 65 00 63
00 6b 00 20 00 69 00
7400 3a

Source

Ascii Count Address Symbol

f.; 1 ALP.@..~nx....... R...
+N...h..rbX.<.=.}..=.(
(b]K....V..2..."3..j..0
X. g.(...V.X{...q...)
ZV....K.v.2.T.kRI..2...4
c"...C6.mw.j..%...BsX.V....
Hy.

Completion

pending 1 DC7668 WriteFile

success or wait 1 DC7904 WriteFile

A.g.a.in...
[+]. .W.h.aits. .H.a.
p.p.e.n.?. [+]......Y.0.
ur. files. .are..en.
c.ry.p.te.d.,. .a.n.d. .cu.
rre.ntly. .unav.a.il
a.b.le....Y.o.u. .ca.n. .c.
h.e.ck. .it:
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File Path
C:\Users\user\Desktop\LIJDSFKJZG\3pp6h54-readme.txt

C:\Users\user\Desktop\NVWZAPQSQL.png

Copyright null 2020

Offset

Length Value

unknown 6948

0

1026

2d 00 2d 00 2d 00 3d
00 3d 00 3d 00 20 00
57 00 65 00 6¢ 00 63
00 6f 00 6d 00 65 00
2e 00 20 00 41 00 67
00 61 00 69 00 6e 00
2e 00 20 00 3d 00 3d
00 3d 00 2d 00 2d 00
2d 00 0d 00 Oa 00 0Od
00 0a 00 5b 00 2b 00
5d 00 20 00 57 00 68
00 61 00 74 00 73 00
2000 48 00 61 00 70
00 70 00 65 00 6e 00
3f 00 20 00 5b 00 2b
00 5d 00 0d 00 Oa 00
0d 00 0a 00 59 00 6f
00 75 00 72 00 20 00
66 00 69 00 6¢ 00 65
00 73 00 20 00 61 00
72 00 65 00 20 00 65
00 6e 00 63 00 72 00
7900 70 00 74 00 65
00 64 00 2c 00 20 00
61 00 6e 00 64 00 20
00 63 00 7500 72 00
72 00 65 00 6e 00 74
00 6¢ 00 79 00 20 00
7500 6e 00 61 00 76
00 61 00 69 00 6¢ 00
61 00 62 00 6¢ 00 65
00 2e 00 20 00 59 00
6f 00 75 00 20 00 63
00 61 00 6e 00 20 00
63 00 68 00 65 00 63
00 6b 00 20 00 69 00
7400 3a

7 9e c0 46 ff cd bf 14
69 9a a2 c2 65 d1 9f
79830984 cbcfed
6501 5a 12 a4 el de
eb 6c ea 6e 81 2d f1
90 58 8a el 8b df 18
4146 5191 f1 c9 d5 7f
27 7b e3 ¢c6 81 8b 35
4a 5b 07 cd 29 31 20
Oe c3 82 d2 2a a4 50
25 88 6 4d e6 de 41
70 5a 4c ec ee 50 0Of
9c dd ad 8c 27 5d a2
8f 70 f8 80 ed bb 3d
1d 3a 15 3c ca d8 12
de 2ac5bc 02 11 8¢
f54b 1c 17 32 ed bc
11 73 b8 3d 8b 93 05
7d 74 9c 83 c0 d2 5f
54 fa 52 30 e5 18 bf 3b
2a2a 0860 cd a9 07
b9 8f ea fa b9 fd 75 53
42 1323 9c e2 e9 4e
fb 1b 23 bf 2e 30 13
7d cc be 75 af 56 33
0307 a6 7271 e3e3
05 e6 1la a2 aa 7e 22
ee ed 8f fe a2 64 f3 35
d7 89 87 4d 58 fa 54
7c af c7 4f 15 50 22 26
17 €9 75 Oe 61 9e e4
538 8b fc 17 a3 86
c95888ch4a7e71
7ac4 788af2 41 2f 7d
6c 57 33 3289 35 17
36 67 fd

Source

Completion Count Address Symbol

success or wait 1 DC7904 WriteFile

[+]. .W.h.ats. .H.a.
p.p.e.n.?. [+]......Y.0.
ur. files. .are..en.
c.ry.p.te.d.,. .a.n.d. .c.u.
rrently. .unav.a.il
a.b.le....Y.o.u. .ca.n. .c.
h.e.ck. .it:

LWFoieuy...eZ..ln.- DC7668 WriteFile
X AFQ.LUYLLBI[)L

....*.P%..M..ApZL..P.....

Topemi<i L KL2

Lt _T.ROL*C.L

.. .USBA.NL#..0.}..u.V3.

(s Jon ~".....d.5..MX.T]|.

.0.P"&..u.a...8......X..J~qz.

x..Al}lW3:.5.69.

pending 1
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File Path
C:\Users\user\Desktop\NVWZAPQSQL.png

C:\Users\user\Desktop\PALRGUCVEH\3pp6h54-readme.txt

Copyright null 2020

Offset
1026 232

unknown 6948

Length Value
66 ab 3b 7d fc 7f c2 41 f.;}...Aj.P.@..~nX....... R...

6a a8 50 cc 40 a6 e0
7e 6e 78 d9 ea a2 cd

9b caal 52 1b 0f 3 10 .X.
2b 4e 99 ef e6 68 {8 ff

726258 d2 3c 07 3d
ab 0d 7d 05 ca 3d 8a
28 cd e1 01 37 €7 9b
ba 28 a6 62 bd 5d f5
4b 0d 8¢ b9 bb c9 88
56 9c ¢8 32 dc 6¢ 1b
ca 1d 60 4a 98 a8 6a
90 19 30 82 58 dd cd
11 b1 9d 8c 0d 86 67
d7 28 5d ee d5 89 56
8158 b9 7b ce bc e8
719109 bd 29 7a 56
d5 11 0b 90 1e 86 4b
90 a4 76 d9 b0 3f ca
54 9b e3 6b 52 49 da
c3 32 a0 09 ce Oe 34

63 22 d9 af af 43 36 d3

6d 77 bb 6a 99 d5 25
95 b1 f9 42 73 58 e6
56 0a 18 e6 40 9a a0
9e 70 8e 68 f1 90 28
8a 2c b7 76 ¢3 56 03
55 6f 3a 97 98 96 69
80 10 f8 3d 9c d6 18

1d af 36 2c b3 fb 1d dd

aa 7d b0 54 66 00 00
00 00 00 00 00 00 10
96 2a 6e

2d 00 2d 00 2d 00 3d
00 3d 00 3d 00 20 00
57 00 65 00 6¢ 00 63
00 6f 00 6d 00 65 00
2e 0020 00 41 00 67
00 61 00 69 00 6e 00
2e 00 20 00 3d 00 3d
00 3d 00 2d 00 2d 00
2d 00 0d 00 Oa 00 0Od
00 0a 00 5b 00 2b 00
5d 00 20 00 57 00 68
00 61 00 74 00 73 00
2000 48 00 61 00 70
00 70 00 65 00 6e 00
3f 00 20 00 5b 00 2b
00 5d 00 0d 00 0a 00
0d 00 0a 00 59 00 6f
00 75 00 72 00 20 00
66 00 69 00 6¢ 00 65
00 73 00 20 00 61 00
72 00 65 00 20 00 65
00 6e 00 63 00 72 00
7900 70 00 74 00 65
00 64 00 2c 00 20 00
61 00 6e 00 64 00 20
00 63 00 7500 72 00
72 00 65 00 6e 00 74
00 6¢ 00 79 00 20 00
7500 6e 00 61 00 76
00 61 00 69 00 6¢ 00
61 00 62 00 6¢ 00 65
00 2e 00 20 00 59 00
6f 00 75 00 20 00 63
00 61 00 6e 00 20 00
63 00 68 00 65 00 63
00 6b 00 20 00 69 00
7400 3a

Source

Ascii Completion

pending 1 DC7668
+N...h..rbX.<.=.}..=.(
(b]K....V..2..."3..j..0
g.(...V.X{...q...)
ZV...K.v.2.T.kRI..2...4

c"...C6.mw.j..%...BsX.V...

success or wait 1 DC7904

A.g.a.in...
[+]. .W.h.aits. .H.a.
p.p.e.n.?. [+]......Y.0.
ur. files. .are..en.
c.ry.p.te.d.,. .a.n.d. .cu.
rre.ntly. .unav.a.il
a.b.le....Y.o.u. .ca.n. .c.
h.e.ck. .it:

Count Address Symbol

WriteFile

WriteFile
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File Path
C:\Users\user\Desktop\PIVFAGEAAV\3pp6h54-readme.txt

C:\Users\user\Desktop\PIVFAGEAAV.pdf

Copyright null 2020

Offset

Length Value

unknown 6948

0

1026

2d 00 2d 00 2d 00 3d
00 3d 00 3d 00 20 00
57 00 65 00 6¢ 00 63
00 6f 00 6d 00 65 00
2e 0020 00 41 00 67
00 61 00 69 00 6e 00
2e 00 20 00 3d 00 3d
00 3d 00 2d 00 2d 00
2d 00 0d 00 Oa 00 0Od
00 0a 00 5b 00 2b 00
5d 00 20 00 57 00 68
00 61 00 74 00 73 00
2000 48 00 61 00 70
00 70 00 65 00 6e 00
3f 00 20 00 5b 00 2b
00 5d 00 0d 00 0a 00
0d 00 0a 00 59 00 6f
00 75 00 72 00 20 00
66 00 69 00 6¢ 00 65
00 73 00 20 00 61 00
72 00 65 00 20 00 65
00 6e 00 63 00 72 00
7900 70 00 74 00 65
00 64 00 2c 00 20 00
61 00 6e 00 64 00 20
00 63 00 7500 72 00
7200 65 00 6e 00 74
00 6¢ 00 79 00 20 00
7500 6e 00 61 00 76
00 61 00 69 00 6¢ 00
61 00 62 00 6¢ 00 65
00 2e 00 20 00 59 00
6f 00 75 00 20 00 63
00 61 00 6e 00 20 00
63 00 68 00 65 00 63
00 6b 00 20 00 69 00
7400 3a

7c e8f9 7f 75 75 65 f5
08 5d 89 6b 72 89 b9
7186 9a 98 32 2b 26
f1 05 70 e4 45 98 10
55 {7 64 fd fO 1c 38 68
c8 bd 9c al df 83 2e
13fff7aca7 19 41 ea
9a e0 37 56 40 5c e6
74 83 1d c9 09 6f 68
35 1d 7e d3 01 al ef
ea 2b f6 a6 47 06 3e
00 65 Oc 3f 76 d8 dc 9f
dc 67 5b 60 67 74 fd
82 69 fd b9 62 20 8e f4
2353 cfafd2 73¢9 71
cOa8 a0 a5alb9ca
4f 3322 5a 72 37 8a
72 96 6e 48 f6 d7 89
81 3a a2 3b 05 ad cO
ea 87 a3d4 82 04 e7
9030 e3b545cle3
09 51 71 4b ed 4c 1a
9c c2 80 6a a3 2c d3
c5¢0c230c5 1432
1d 30 d2 3a 32 e8 2a
ec 7d 04 05 53 04 b9
38 aa 74 a4 25 27 1e
cc 4012317215 a6
9a dlc58ab5eal ae
8c 03 el 39 9e 86 b4
48 ab cc 4b 53 3a bd
bc ed 66 8 5 cf b7 Ob
f8 57 af 91 80 aa 55
1953 5f98 e3 a6 €3
65 aa 83 9e 78 6f 3d
fd Ob 7b

Source

Completion Count Address Symbol

success or wait 1 DC7904 WriteFile

[+]. .W.h.aits. .H.a.
p.p.e.n.?. [+]......Y.0.
ur. files. .are..en.
c.ry.p.te.d.,. .a.n.d. .c.u.
rrently. .unav.a.il
a.b.le....Y.o.u. .ca.n. .c.

h.e.ck. .it:
|...uue..].kr..q...2+&..p.E..U pending 1 DC7668 WriteFile
.d...8h....

....0h5.~.. .+

"Zr7.rnH...;

E...QgK.L..
*}.S..8.t%"..@.1r

9. H.KS:..f....W..U.S
_.e.xo={
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File Path
C:\Users\user\Desktop\PIVFAGEAAV.pdf

C:\Users\user\Desktop\PIVFAGEAAV .xlsx

Copyright null 2020

Offset
1026

0

Length Value

232

1026

66 ab 3b 7d fc 7f c2 41
6a a8 50 cc 40 a6 e0
7e 6e 78 d9 ea a2 cd
9b ca al 52 1b 0f f3 10
2b 4e 99 ef e6 68 8 ff
726258 d2 3c 07 3d
ab 0d 7d 05 ca 3d 8a
28 cd el 01 37 €7 9b
ba 28 a6 62 bd 5d f5
4b 0d 8¢ b9 bb c9 88
56 9c c8 32 dc 6¢ 1b
ca 1d 60 4a 98 a8 6a
90 19 30 82 58 dd cd
11 b1 9d 8c 0d 86 67
d7 28 5d ee d5 89 56
8158 b9 7b ce bc e8
7191 09 bd 29 7a 56
d5 11 0b 90 1e 86 4b
90 a4 76 d9 b0 3f ca
54 9b e3 6b 52 49 da
c3 32 a0 09 ce Oe 34
63 22 d9 af af 43 36 d3
6d 77 bb 6a 99 d5 25
95 b1 f9 42 73 58 €6
56 0a 18 e6 Ob 51 43
77 89 db e6 a9 93 f6
84 d4 ae 4e d6 Oc 00
f0 8b 87 4d c9 f1 da Oe
86 f2 b5 68 43 30 56
9a 06 Oc Oa 1a 6d 31
27 3a 1d c6 c9 00 00
00 00 00 00 00 00 a6
37 de 91

b7 63 71 28 69 6¢ 05
3d fc ee ba d3 00 14
95 60 a3 13 1e 7f fb
e7 a8 la dd 7f 3d 66 af
df c1 d5 52 73 5¢c 4¢
cb 47 cb 73 1c 36 06
4b 98 77 14 dd 5c 8b
44 ae 8e 68 cf 8d b7
8d 26 dd bf Of c5 2c db
b5 6d d0 99 9d 1d e6
ed d4 9b 2d 02 4e 66
1036 19 a3 ef 39 2f 71
30 7b de 1f 29 56 5b
7b e3 5d 24 f2 78 a5
61 74 4d 06 2b f6 €5
7e 1d 76 19 e5 bd 5¢
31 1b 74 4d 40 46 of
e8 1c 54 cc 0Ob 68 20
18 2 52 4e d7 25 38
74 7a 45 ea 56 23 79
31 1d Ob 6b eb ec Oa
€9 d8 36 59 62 02 93
d0 22 6d 46 dO 11 b8
fd Oe €9 50 9b 52 06
1b 94 28 35 6e 23 bc
de fc e1 59 d5 2b 85
34 40 04 6b el 36 Ob
fe ee 71 44 6a 25 Of
dd 96 8e 07 2e 31 4e
82 88 43 63 6a a8 26
fd 26 56 f9 4e c0 69 a9
fc eb bb 29 2b 27 46
29 96 a9 15 00 00 3a
38 2b bf f2 99 50 88 27
Oc 51 8d c4 2a 4b c8
304c 35 1d f4

Source

Ascii Completion Count Address Symbol

f.; 1 ALP.@..~nx....... R.... pending 1
+N...h..rbX.<.=.}..=.(
(b]K....V..2..."3..j..0
X. g.(...V.X{...q...)
ZV....K.v.2.T.kRI..2...4
c"...C6.mw.j..%...BsX.V....
QCw

DC7668 WriteFile

cq(il.=....... N =f.. DC7668 WriteFile
..Rs\L.G.s.6.K.w..\.D..h....&

m........-.Nf.6...9/q0{.

IVHI$.x.atM.+..~.v..\1.tM

@F..T..h

..RN.%8tzE.V#y1l. k...

.6Yb..."mF......P.R...(5n#...

.Y.+.4@k.6...qDj%......1IN..

Cc

pending 1

j.&.&V.N.i...)+'F)......8+...

(PO
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File Path
C:\Users\user\Desktop\PIVFAGEAAV .xlsx

C:\Users\user\Desktop\PWCCAWLGRE\3pp6h54-readme.txt

Copyright null 2020

Offset
1026 232

unknown 6948

Length Value

66 ab 3b 7d fc 7f c2 41
6a a8 50 cc 40 a6 e0
7e 6e 78 d9 ea a2 cd
9b ca al 52 1b 0f f3 10
2b 4e 99 ef e6 68 8 ff
726258 d2 3c 07 3d
ab 0d 7d 05 ca 3d 8a
28 cd el 01 37 €7 9b
ba 28 a6 62 bd 5d f5
4b 0d 8¢ b9 bb c9 88
56 9c ¢8 32 dc 6¢ 1b
ca 1d 60 4a 98 a8 6a
90 19 30 82 58 dd cd
11 b1 9d 8c 0d 86 67
d7 28 5d ee d5 89 56
8158 b9 7b ce bc e8
7191 09 bd 29 7a 56
d5 11 0b 90 1e 86 4b
90 a4 76 d9 b0 3f ca
54 9b e3 6b 52 49 da
c3 32 a0 09 ce Oe 34
63 22 d9 af af 43 36 d3
6d 77 bb 6a 99 d5 25
95 b1 f9 42 73 58 e6
56 Oa 18 e6 4c 90 07
14 90 22 48 de 6b 3c
9c 17 eb 4f e0 c4 1f 87
7e e5 4a b7 82 bb 80
7c a8 06 19 04 ef 36
cc 9d 3a32d9 8a 73
a0 do 74 2e 12 00 00
00 00 00 00 00 00 2d
57 99 ae

2d 00 2d 00 2d 00 3d
00 3d 00 3d 00 20 00
57 00 65 00 6¢ 00 63
00 6f 00 6d 00 65 00
2e 0020 00 41 00 67
00 61 00 69 00 6e 00
2e 00 20 00 3d 00 3d
00 3d 00 2d 00 2d 00
2d 00 0d 00 Oa 00 0Od
00 0a 00 5b 00 2b 00
5d 00 20 00 57 00 68
00 61 00 74 00 73 00
2000 48 00 61 00 70
00 70 00 65 00 6e 00
3f 00 20 00 5b 00 2b
00 5d 00 0d 00 0a 00
0d 00 0a 00 59 00 6f
00 75 00 72 00 20 00
66 00 69 00 6¢ 00 65
00 73 00 20 00 61 00
72 00 65 00 20 00 65
00 6e 00 63 00 72 00
7900 70 00 74 00 65
00 64 00 2c 00 20 00
61 00 6e 00 64 00 20
00 63 00 7500 72 00
72 00 65 00 6e 00 74
00 6¢ 00 79 00 20 00
7500 6e 00 61 00 76
00 61 00 69 00 6¢ 00
61 00 62 00 6¢ 00 65
00 2e 00 20 00 59 00
6f 00 75 00 20 00 63
00 61 00 6e 00 20 00
63 00 68 00 65 00 63
00 6b 00 20 00 69 00
7400 3a

Source

Ascii Completion Count Address Symbol
f.; 1 ALP.@..~nx....... R.... pending 1 DC7668 WriteFile
+N...h..rbX.<.=.}..=.(

(b]K....V..2..."3..j..0

X. g.(...V.X{...q...)

ZV....K.v.2.T.kRI..2...4

c"...C6.mw.j..%...BsX.V...L.

.."H.k<...O oo

2.8.t....

-.-.-.===..W.e.l.c.o.m.e... success or wait 1 DC7904 WriteFile

A.g.a.in...
[+]. .W.h.aits. .H.a.
p.p.e.n.?. [+]......Y.0.
ur. files. .are..en.
c.ry.p.te.d.,. .a.n.d. .cu.
rre.ntly. .unav.a.il
a.b.le....Y.o.u. .ca.n. .c.
h.e.ck. .it:
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File Path
C:\Users\user\Desktop\PWCCAWLGRE.docx

C:\Users\user\Desktop\PWCCAWLGRE.docx

Copyright null 2020

Offset
0

1026

Length Value

1026

232

9e ed a7 cd d0 e3 dO
41 c4 6aal 7b 88 cf
59 3a 92 ¢4 57 a9 d2
a0 7f 65 5¢ 40 8¢ 93
7a eb 8a 29 cc b6 32
44 ealbba186d 11
el 07 2c 83 al 19 a5
80 bc cf 80 d1 80 7d
bd 95 d6 e9 be 4a ec
d5 d1 fd e7 a5 90 5b
f3 fad2 07 72 8a de
46 89 11 f4 1c b2 67
51 d8 d3 46 fe 2e 61
63 8c f5 62 €6 81 4c
ac 81 b7 ¢c5 01 80 76
ad 11 b8 6f 97 5e 4d
a2 fc 35 74 5e 83 ef 06
28 d5 7d 63 ff €9 bb
5a 04 42 03 2d 56 bl
6a 86 6¢ 2c 9a 78 f1 fe
1197 16 d1 d1 08 c5
41 6a 35 8f 82 1b 5b
08 5a f1 f3 a1 90 9c 24
27 c0 1b ff c5 8e 20 71
24 09 e2 aa ea 05 6d
0f d9 cd 37 fc 22 4f 1b
a591e5417edb7c
a0 fe 31 81 e6 70 a4
9d 45 d2 17 45 6¢ dd
d6 38 79 99 82 c3 ea
c377 9f1c d8 32 e3
8b 56 de ab Ob 29 0a
7fbe 94 01 f1 23 cc 45
3d 8053 eb 2c bbe7
cd 4a el b9 0d 48 96
89 64 72 da

66 ab 3b 7d fc 7f c2 41
6a a8 50 cc 40 a6 e0
7e 6e 78 d9 ea a2 cd
9b ca al 52 1b 0f f3 10
2b 4e 99 ef e6 68 8 ff
726258 d2 3c 07 3d
ab 0d 7d 05 ca 3d 8a
28 cd e1 01 37 €7 9b
ba 28 a6 62 bd 5d f5
4b 0d 8¢ b9 bb c9 88
56 9c c8 32 dc 6¢ 1b
ca 1d 60 4a 98 a8 6a
90 19 30 82 58 dd cd
11 b1 9d 8c 0d 86 67
d7 28 5d ee d5 89 56
8158 b9 7b ce bc e8
719109 bd 29 7a 56
d5 11 0b 90 1e 86 4b
90 a4 76 d9 b0 3f ca
54 9b e3 6b 52 49 da
c3 32 a0 09 ce Oe 34
63 22 d9 af af 43 36 d3
6d 77 bb 6a 99 d5 25
95 b1 f9 42 73 58 €6
56 Oa 18 e6 f6 04 67
b6 71 07 7a 07 a3 6¢
75 33 9f 9b 91 cc 5a
84 c9 d3 6b 42 8a fc
a7 c6 21 eb Oa 4c ec
6f d8 36 58 13 bb ch
40 77 be 57 90 1e 00
00 00 00 00 00 00 00
33 6b ab 9e

Source

Ascii Completion Count Address Symbol
cdAj{LYW.e\@..z. pending 1 DC7668 WriteFile
)-2D M § O
Jevee [...r.F....0Q..F..

ac..b..L.....v...0AM..5t"...
(Jc..Z.B.-Vjl x........A]5...

VoW 2. V.0 #E=S
LendeHedr.

f.; 1 ALP.@..~nx....... R.... DC7668 WriteFile
+N...h..rbX.<.=.}
(b]K....V.2....03. ..
X. g.(...V.X{...q...)

ZV....K.v.2.T.kRI..2....4
c"...C6.mw.j..%...BsX.V.....
g.9.z..lu3....Z.. kB....!l..L.0.6
X...@QwW.W.

pending 1
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File Path

C:\Users\user\Desktop\PWCCAWLGRE.png

C:\Users\user\Desktop\PWCCAWLGRE.png

Copyright null 2020

Offset
0

1026

Length Value Ascii

1026

232

4d c0f6 e3638e 15 M...c..d.L.p..0...B%...J....V
64 ed 4c c4 70 2e af 6f ....... /.34..1.%...1.8...m..D
e3accd422516f8 X..K..... 4)]...Qa..."..h.
9e 4ae0 b3 9faf0256 ........... Fon..>......i.b....
eedebacsal3ad14 @2s&a..N..r.V.Q(..k80.0J
2ff0 33 34 cc 0a21dl H.p..

25 €9 c9 f3 21 8¢ 38 Ah.S.I.G..=..nV#f...
149c b7 036dc7 bc .wfY...p..A<........ A....@
4458f7a882144b $.0.#..U.i #..0.#Y./.,
d4e58cd51cebd6 [..2.-}...|

a6 34 29 5d c8 el cb

51 61 fd e5 da 60 b7

93 68 fd 84 df f3 b1 88

08 9b Oc 11 97 ea 46

39 6e a6 ba 3e 8c 9b

c0 a6 f5 ad 69 ae 62

cld8abe8403273

26 61 86 1c 4e ab 9d

72 6 95 56 ab 51 28

94 12 6b 38 6f 82 4f 4a

48 dd 70 11 9b b7 3

d9 05 0 be da 41 68

d8 53 98 6¢ 7 Oe 47 fc

a5 3d 0d d1 f5 6e 56

23 7f 66 €5 9e 9f c1 8f

77 66 59 a0 1d Ob 70

86 a7 8e 41 3c Oe a2

9 f5 e9 85 c8 Oe 5e

88 cb d7 f8 Oa cc 40

24 6 4f d0 23 fb f2 bb

b2 55 a5 69 05 2c 23

2f 14 ¢6 0a 30 05 b3

23 59 b7 c9 2f ca 14

2c 49 be d6 95 fd 3f e9

2d 7d 1188 fh el 7c

od

66 ab 3b 7d fc 7f c2 41 f.;}...Aj.P.@..~nX....... R....
6aa850cc40a6e0 +N..h.rbX.<=.}
7e6e78d9eaa2cd (b.]K...V.2l.7J.j.
9b caal 52 1b 0f f3 10 .X. g.(...V.X{...q...)
2b4e 99 ef e6 68 f8 ff zV.....K.v..2.T.kRI..2....4
726258d23c073d c"..C6.mw.j..%...BsX.V...U
ab0d7d05ca3d8a {....a.@H.z.
28cdel0137e79b <gCG..7c....[...
ba28a662bd5df5 m.l.E.u..... BP

4b 0d 8¢ b9 bb c9 88

56 9c c8 32 dc 6¢ 1b

ca 1d 60 4a 98 a8 6a

90 19 30 82 58 dd cd

11 b1 9d 8c 0d 86 67

d7 28 5d ee d5 89 56

8158 b9 7b ce bc e8

719109 bd 29 7a 56

d5 11 0b 90 1e 86 4b

90 a4 76 d9 b0 3f ca

54 9b e3 6b 52 49 da

c3 32 a0 09 ce Oe 34

63 22 d9 af af 43 36 d3

6d 77 bb 6a 99 d5 25

95 b1 f9 42 73 58 €6

56 Oa 18 e6 55 ba 7b

eb f9 b6 f8 dc 89 dd 61

a5e34048fa7ac2

3c 67 4347 d1f3 37

63 18 9f 81 be 2f 7f fc

Ob 6d 1a 49 9b Oe bc

45 27 b5 75 00 00 00

00 00 00 00 00 ea 06

42 50

Completion
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pending
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1

1

DC7668 WriteFile
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File Path
C:\Users\user\Desktop\PWCCAWLGRE.xlsx

C:\Users\user\Desktop\PWCCAWLGRE.xlsx

Copyright null 2020

Offset

0

1026

Length Value Ascii

1026

232

7a9a75256096 18 z.u%..R.g..2.C..3..b..Mu..
52fa71 1cb3fa321la ...s.j. ...\a....".1...)i-n..

43 ba ef 33 e0 81 62 voy:b8. 2. (VM....
ae b3 4d 75 ea fl 1e Of <>...#.r.s.WG....... a.H.
c50f738cal6a03 e2.Vg...Q
60dl143a5c61lab Ld....
0f 81 bc 97 60 ff 3113 ..

c88dc2e8elc51b .t]..b..Q;
ef 93 fa 0a 89 2c bf 62
38 le e3d2 5 7b 6a
32012 19 be 28 76
4d a2 93 a6 19 3c 3e
f9 a6 16 af 23 f7 72 d1
837392e277 47 a8
95 aa 12 8f 98 ch 61
cc 48 14 65 32 c6 56
67 c11d 135170 aa
b1 10 d1 56 87 04 a7
d8 dc 39 2f 31 04 ff 3a
60 fe b3 f8 4c 64 cb 1c
97 al 89 84 21 b3 ab
c30439a9ccfd71
c2 7a 86 67 62 ef a4
8308 f8 29 72 b0 d5
31 3d 89 b7 72 69 49
84 ac 29 23 7f 1d 3a
4e be a2 d3 dd ba fd
ca 6e 26 89 89 cf 3b
34 3b f7 d1 d5 19 3e
12 9c 2d f0 9c c4 05
4d 21 e3 9d 1a 75 9d
2d 4f1f9c 21 10 el ee
2e 1a 74 9b 5d 99 b9
be 62 b5 d2 8d 51 Oe
3b 20

66 ab 3b 7d fc 7f c2 41 f.;}...Aj.P.@..~nX....... R....
6aa850cc40a6e0 +N..h.rbX.<=.}
7e6e78d9eaa2cd (b.]K...V.2l.7J.j.
9b caal 52 1b 0f f3 10 .X. g.(...V.X{...q...)
2b4e 99 ef e6 68 f8 ff zV.....K.v..2.T.kRI..2....4
726258d23c073d c"..C6.mw.j..%...BSX.V.....
ab0d 7d05ca3d8a VE

28cd el 0137e79 ~5Mwy. ..uUtOU......cMe.
ba 28 a6 62 bd5df5 {]w./pl.b.&t............

4b 0d 8¢ b9 bb c9 88

56 9c c8 32 dc 6¢ 1b

ca 1d 60 4a 98 a8 6a

90 19 30 82 58 dd cd

11 b1 9d 8c 0d 86 67

d7 28 5d ee d5 89 56

8158 b9 7b ce bc e8

719109 bd 29 7a 56

d5 11 0b 90 1e 86 4b

90 a4 76 d9 b0 3f ca

54 9b e3 6b 52 49 da

c3 32 a0 09 ce Oe 34

63 22 d9 af af 43 36 d3

6d 77 bb 6a 99 d5 25

95 b1 f9 42 73 58 €6

56 0a 18 e6 db dd 76

45 5e 35 5e 98 77 79

80 5f 92 ee 7555 74

30 55 18 03 8f 8f Oe Oa

63 4d 65 92 7b a6 5d

77 fe 2f 70 49 el 62

b7 26 27 74 ad 00 00

00 00 00 00 00 00 12

a7 a3 ae

Completion
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pending
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1

1
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File Path
C:\Users\user\Desktop\QCFWYSKMHA\3pp6h54-readme.txt

C:\Users\user\Desktop\QCFWYSKMHA.docx

Copyright null 2020

Offset

Length Value

unknown 6948

0

1026

2d 00 2d 00 2d 00 3d
00 3d 00 3d 00 20 00
57 00 65 00 6¢ 00 63
00 6f 00 6d 00 65 00
2e 0020 00 41 00 67
00 61 00 69 00 6e 00
2e 00 20 00 3d 00 3d
00 3d 00 2d 00 2d 00
2d 00 0d 00 Oa 00 0Od
00 0a 00 5b 00 2b 00
5d 00 20 00 57 00 68
00 61 00 74 00 73 00
2000 48 00 61 00 70
00 70 00 65 00 6e 00
3f 00 20 00 5b 00 2b
00 5d 00 0d 00 0a 00
0d 00 0a 00 59 00 6f
00 75 00 72 00 20 00
66 00 69 00 6¢ 00 65
00 73 00 20 00 61 00
72 00 65 00 20 00 65
00 6e 00 63 00 72 00
7900 70 00 74 00 65
00 64 00 2c 00 20 00
61 00 6e 00 64 00 20
00 63 00 7500 72 00
7200 65 00 6e 00 74
00 6¢ 00 79 00 20 00
7500 6e 00 61 00 76
00 61 00 69 00 6¢ 00
61 00 62 00 6¢ 00 65
00 2e 00 20 00 59 00
6f 00 75 00 20 00 63
00 61 00 6e 00 20 00
63 00 68 00 65 00 63
00 6b 00 20 00 69 00
7400 3a

36 88 76 09 ae c2 7f
57 d2 ec 67 60 3a 92
46 1a f7 50 10 af 19 a3
36 18 4a 45 b3 28 e4
86 f8 d3 e4 b4 10 1b
82 6b 131391 69 1e
7a 2a b8 0f 28 ac 7 79
le da 20 9e 06 ad e8
5e bb 8 €9 80 05 79
2e 26 26 ee 15 d6 5f
69 67 00 dO f6 56 54
b9 68 76 50 c8 cb 1e
f9 d8 ba c0 29 e0 48
01 ee 7e 2f 71 0d a9
36 4a 84 3 be 88 f1 12
1f 39 ee ed 01 83 15
c8 b1 55 05 1d d0 47
d8 9b 09 cd 05 0d 78
cd f7 05 5b dc 8d 85
b4 39 62 {7 de 31 05
20 18 eb 50 da 4c 30
0f 44 Oe aa fa 80 d1
18 7c 1f 2c e7 aa Oe
6a le 23 94 €0 13 97
90 cc 9c 37 f4 60 6b
311cl1l7a315ae 72
a9 f7 15 94 37 04 9e
76 7397 8835 21 db
df 6¢ 28 80 65 13 12
54 a6 Oa a2 5e 8c 24
ec bf ca b6 85 e2 47 3
3070 14 f4 81 aa a4
00 03 de 9b 68 c2 4d
1363 5f 8329 1c ac
10 d4 79 fd 5a f1 cb Oc
85 ca6b 7c 5a

Source

Completion Count Address Symbol

success or wait 1 DC7904 WriteFile
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y.&&..._ig..VT.hvP.......
).H..~/q..6J......9.......U..
G....X..[...9b..1. .P.LO
#. 7.°k1.

sl 7.vs 5l(e. T...
N$.....G.0p......... h.M.c_.)
LLyZeKz

pending 1 DC7668 WriteFile
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File Path
C:\Users\user\Desktop\QCFWYSKMHA.docx

C:\Users\user\Desktop\QCFWYSKMHA.jpg

Copyright null 2020

Offset
1026

0

Length Value

232

1026

66 ab 3b 7d fc 7f c2 41
6a a8 50 cc 40 a6 e0
7e 6e 78 d9 ea a2 cd
9b ca al 52 1b 0f f3 10
2b 4e 99 ef e6 68 8 ff
726258 d2 3c 07 3d
ab 0d 7d 05 ca 3d 8a
28 cd el 01 37 €7 9b
ba 28 a6 62 bd 5d f5
4b 0d 8¢ b9 bb c9 88
56 9c c8 32 dc 6¢ 1b
ca 1d 60 4a 98 a8 6a
90 19 30 82 58 dd cd
11 b1 9d 8c 0d 86 67
d7 28 5d ee d5 89 56
8158 b9 7b ce bc e8
7191 09 bd 29 7a 56
d5 11 0b 90 1e 86 4b
90 a4 76 d9 b0 3f ca
54 9b e3 6b 52 49 da
c3 32 a0 09 ce Oe 34
63 22 d9 af af 43 36 d3
6d 77 bb 6a 99 d5 25
95 b1 f9 42 73 58 €6
56 0a 18 e6 9d d7 ee
d6 11 a9 1e19¢c1 77
b1 66 be ea a0 e0 3c
ca 77 ad 34 1b b4 6d
6b 37 22 7d 30 d4 2a
1f 2¢ 92 40 02 96 0d
b6 9c 69 94 b3 8f 00
00 00 00 00 00 00 00
2b 78 fa e8

f4 6d e9 5f 6b ac d8 ff
50 be 8b c0 34 eb b5
4d 1c 9e ca 3c 4a db
57 2b 20 fa c0 1f ee 66
03 aa 9f b5 36 cd 2a
40 6b a8 e4 56 b5 8e
al 8d b6 90 77 ad 6f
9c 07 51 a6 f9 a8 42
8e 10 b4 40 d2 fd Oe
90 9b 30 a3 8c 3d a2
c4 45 c6 7e 98 4¢ 77
Oe e5 57 13 97 dc cO
5 37 29 9e 4b 4c 69
18 20 11 a6 e6 cc ab
22 e0 ad e2 b4 63 86
1b 99 d5 Ob dO bd 78
f6 a7 9f d4 e2 83 f9 c5
1d e2 68 f8 e5 7a 62
93 7f 76 9c de 3c 6d
86 fc 72 31 0a 02 3d
d7 87 e3 4e 37 17 69
25 64 37 08 7f 03 a4
dd 17 1a 5d 39 be 6e
84 01 34 00 5e 16 36
3d 71 c9 c8 1d d5 9a
5a 1la 45 95 9e 25 55
1f 2b 7e 2b 29 1f c4
51 63 e2 1f d6 56 00
d5 Oc 61 06 1b a3 a0
e7 19 92 a0 4d 50 e5
ffc581 3acl b0 b4 11
c9 8c 64 2a 96 0f e5
38 fd 3f 15 5d 89 d1
7a 4a le 86 ef 97 42
49 23 9a 19 98 13 67
3194 61d811c0
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f.; 1 ALP.@..~nx....... R...
+N...h..rbX.<.=.}..=.(
(b]K....V..2..."3..j..0

X. g.(...V.X{...q...)

ZV....K.v.2.T.kRI..2...4
c"...C6.mw.j..%...BsX.V......
cewf<w.4.mk7'0.5 .
@.....i

pending 1 DC7668 WriteFile

.m._k...P..4.M..<J.W+ DC7668 WriteFile
f
....6.*@k..V
.@.....0.=.E.~Lw..W.
KLi. ... RN RS- Xeoen
..h.zb.v.<m.rl.=..N7.
%d7....... 19.n..4.7.6=q.....Z.
E..%U.+~+)..Qc...V...a.......
MP..........d*...8.2.]..2J...
.Bl#....9l.a...

pending 1
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File Path
C:\Users\user\Desktop\QCFWYSKMHA.jpg

C:\Users\user\Desktop\QCOILOQIKC\3pp6h54-readme.txt

Copyright null 2020

Offset
1026 232

unknown 6948

Length Value

66 ab 3b 7d fc 7f c2 41
6a a8 50 cc 40 a6 e0
7e 6e 78 d9 ea a2 cd
9b ca al 52 1b 0f f3 10
2b 4e 99 ef e6 68 8 ff
726258 d2 3c 07 3d
ab 0d 7d 05 ca 3d 8a
28 cd el 01 37 €7 9b
ba 28 a6 62 bd 5d f5
4b 0d 8¢ b9 bb c9 88
56 9c ¢8 32 dc 6¢ 1b
ca 1d 60 4a 98 a8 6a
90 19 30 82 58 dd cd
11 b1 9d 8c 0d 86 67
d7 28 5d ee d5 89 56
8158 b9 7b ce bc e8
7191 09 bd 29 7a 56
d5 11 0b 90 1e 86 4b
90 a4 76 d9 b0 3f ca
54 9b e3 6b 52 49 da
c3 32 a0 09 ce Oe 34
63 22 d9 af af 43 36 d3
6d 77 bb 6a 99 d5 25
95 b1 f9 42 73 58 e6
56 0a 18 e6 08 9c 3b
a0 7c 53 04 49 77 2f
88 €3 31d310d4 57
4a 39 23 6b 81 36 36
b7 4¢c 79 52 70 Oe 4e
113119589378 87
a6 6d e9 ee 5e f7 00
00 00 00 00 00 00 00
5c 80 de a5

2d 00 2d 00 2d 00 3d
00 3d 00 3d 00 20 00
57 00 65 00 6¢ 00 63
00 6f 00 6d 00 65 00
2e 0020 00 41 00 67
00 61 00 69 00 6e 00
2e 00 20 00 3d 00 3d
00 3d 00 2d 00 2d 00
2d 00 0d 00 Oa 00 0Od
00 0a 00 5b 00 2b 00
5d 00 20 00 57 00 68
00 61 00 74 00 73 00
2000 48 00 61 00 70
00 70 00 65 00 6e 00
3f 00 20 00 5b 00 2b
00 5d 00 0d 00 0a 00
0d 00 0a 00 59 00 6f
00 75 00 72 00 20 00
66 00 69 00 6¢ 00 65
00 73 00 20 00 61 00
72 00 65 00 20 00 65
00 6e 00 63 00 72 00
7900 70 00 74 00 65
00 64 00 2c 00 20 00
61 00 6e 00 64 00 20
00 63 00 7500 72 00
72 00 65 00 6e 00 74
00 6¢ 00 79 00 20 00
7500 6e 00 61 00 76
00 61 00 69 00 6¢ 00
61 00 62 00 6¢ 00 65
00 2e 00 20 00 59 00
6f 00 75 00 20 00 63
00 61 00 6e 00 20 00
63 00 68 00 65 00 63
00 6b 00 20 00 69 00
7400 3a

Source
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f.; 1 ALP.@..~nx....... R...
+N...h..rbX.<.=.}..=.(
(b]K....V..2..."3..j..0
X. g.(...V.X{...q...)
ZV....K.v.2.T.kRI..2...4
c"...C6.mw.j..%...BsX.V.....;

Completion

pending 1 DC7668 WriteFile

|S.Iw/..1...WJ9#k.66.LyRp.
N.LX.x.m. \...

success or wait 1 DC7904 WriteFile
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File Path Offset Length Value Ascii Completion Count Address Symbol

C:\Users\user\Desktop\QCOILOQIKC.mp3 0 1026 879f64320c43a2 ..d2.C..Z2.8B...r90...}.."d..v. pending 1 DC7668 WriteFile
01 5a bf 38 42 c9 8a
aa 7239 30 fe e9 19
7d f2 9c 22 64 d3 8b
76fc92dbed4 2ece *..A.#.0H.T.z..y]S..
54e5058ef90c74 ..}5+..<a...>Ly.T...TH
c4doe96d2cbldd 1.T.P..JLL)9Y..@./[.v.&
al60b7cd6c02d0 b..O.0'A........&up..v...f.Ek
e68b 97576946 8d .#..."U.
17 26 10 faf8 2c cb 76
91el681lac732f1
75cl4bc3 118752
87 5c 9b 17 05 7e 56
18 3a ef 52 77 8e 35 7
f4 3d bc 38 13 99 91
ce e0 99 13 18 47 bb
c3a2el12bbeb e9
2a 60 1502 80 a5 41
89a323e23048 a4
aa 54 d8 7a 06 d9 Oa
€2 79 5d 8f 53 85 Oa
a4 0b cb ¢6 Oc 7d 35
2b 3b d2 fe 8c 3c 61
91 81 94 e3 9c 3e 4c
79 aa 54 0d 2c 14 88
7f 54 48 31 ff ca 54 fO
50 a9 bf 07 4a 4c 7c
9a 29 39 59 7 8d df
ec 40 a3 0a 2f 99 9d
76 a3 26 62 03 1a 4f
a2 3027 13 5e ed ca
1d ed 12 84 d2 89 26
bd 75 70 81 9f 76 0d f2
fe 66 cd 45 6b eb 2e
23 04 1d f3 d9 c0 bd
ec 22 fb 55 1a 3b

C:\Users\user\Desktop\QCOILOQIKC.mp3 1026 232 66 ab 3b 7d fc 7f c2 41 f.;}...Aj.P.@..~nX....... R.... pending 1 DC7668 WriteFile
6aa850cc40a6e0 +N..h.rbX.<=.}
7e6e78d9eaa2cd (b.]K...V.2l.7J.j.
9b caal 52 1b 0f f3 10 .X. g.(...V.X{...q...)
2b4e 99 ef e6 68 f8 ff zV.....K.v..2.T.kRI..2....4
726258d23c073d c"..C6.mw.j..%...BSX.V......
ab 0d 7d 05 ca 3d 8a
28 cd e1 01 37 €7 9b
ba 28 a6 62 bd 5d f5
4b 0d 8¢ b9 bb c9 88
56 9c c8 32 dc 6¢ 1b
ca 1d 60 4a 98 a8 6a
90 19 30 82 58 dd cd
11 b1 9d 8c 0d 86 67
d7 28 5d ee d5 89 56
8158 b9 7b ce bc e8
719109 bd 29 7a 56
d5 11 0b 90 1e 86 4b
90 a4 76 d9 b0 3f ca
54 9b e3 6b 52 49 da
c3 32 a0 09 ce Oe 34
63 22 d9 af af 43 36 d3
6d 77 bb 6a 99 d5 25
95 b1 f9 42 73 58 €6
56 Oa 18 e6 14 9f d3
c8el 36 76 f4 85 9¢c
9d fd 43 4f 83 7f 3a 8¢
d4 9f d6 09 14 e0 3a af
3c b6 bd 2e d4 71 al
08 49 4 3e fe 3f be 7d
ee 48 86 00 00 00 00
00 00 00 00 25 be a4
25
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File Path
C:\Users\user\Desktop\QNCYCDFIJJ\3pp6h54-readme.txt

C:\Users\user\Desktop\QNCYCDFIJJ.docx

Copyright null 2020

Offset

Length Value

unknown 6948

0

1026

2d 00 2d 00 2d 00 3d
00 3d 00 3d 00 20 00
57 00 65 00 6¢ 00 63
00 6f 00 6d 00 65 00
2e 00 20 00 41 00 67
00 61 00 69 00 6e 00
2e 00 20 00 3d 00 3d
00 3d 00 2d 00 2d 00
2d 00 0d 00 Oa 00 0Od
00 0a 00 5b 00 2b 00
5d 00 20 00 57 00 68
00 61 00 74 00 73 00
2000 48 00 61 00 70
00 70 00 65 00 6e 00
3f 00 20 00 5b 00 2b
00 5d 00 0d 00 Oa 00
0d 00 0a 00 59 00 6f
00 75 00 72 00 20 00
66 00 69 00 6¢ 00 65
00 73 00 20 00 61 00
72 00 65 00 20 00 65
00 6e 00 63 00 72 00
7900 70 00 74 00 65
00 64 00 2c 00 20 00
61 00 6e 00 64 00 20
00 63 00 7500 72 00
72 00 65 00 6e 00 74
00 6¢ 00 79 00 20 00
7500 6e 00 61 00 76
00 61 00 69 00 6¢ 00
61 00 62 00 6¢ 00 65
00 2e 00 20 00 59 00
6f 00 75 00 20 00 63
00 61 00 6e 00 20 00
63 00 68 00 65 00 63
00 6b 00 20 00 69 00
7400 3a

fd 1a 60 45 72 80 31
d2 91 27 aa c0 fc c9
b9 bf Of 4c 58 Oc 45 fb
el c866e8f2e0 72
e2 de b7 82 00 7c d8
29 26 ¢8 51 01 45 95
84 97 e2 26 f7 06 c3
ba 26 d9 c6 44 0b d6
36 ee 84 b8adclcsd
51 20 a5 28 03 c2 64
6f 57 a9 a0 a8 49 20
e4 cd c7 ba 46 c8 96
6f b9 8b 76 c9 36 1c
17 95 db 60 dc 6d f4
d3 1a 77 f1 c6 c3 b9
a5 00 2a f4 c4 f4 50 80
cc e8 da9d e8 0b e5
da 08 ea 06 5d 0f 60
€3 00 09 bf c9 d3 2a
70 a0 ec 6a 68 18 b7
f8 al a2 64 66 30 6e
7080 01 28 cf 00 54
e3 0b d3 5a 09 a5 d0
d3 14 b2 16 ab 88 5f
5a 69 d6 82 09 75 c7
98 1b fc b2 2b 2¢ 9f 32
c5 af 09 4c dc ac e2
d2 e3 0a 24 3d dd 68
6e 84 cc 89 06 4d ec
54 ab 47 99 1a 0b 1c
44 a8 d4 7b f6 cb 94
8b 42 7d 82 43 8d 75
79 d6 c7 Oe 7e cd 90
2a 27 24 1b 1a 9e 94
aa 8f 19 e0 5d 28 b2
b4 bc 22 75 85 9a e6

Source

Completion Count Address Symbol

success or wait 1 DC7904 WriteFile

[+]. .W.h.ats. .H.a.
p.p.e.n.?. [+]......Y.0.
ur. files. .are..en.
c.ry.p.te.d.,. .a.n.d. .c.u.
rrently. .unav.a.il
a.b.le....Y.o.u. .ca.n. .c.
h.e.ck. .it:

DC7668 WriteFile

LERLL LX.E..f..r.
.| )&Q.E....&....&.D..6..
....Q .(..doW...| ....F..0..v.

pending 1
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File Path
C:\Users\user\Desktop\QNCYCDFIJJ.docx

C:\Users\user\Desktop\SQSJKEBWDT.jpg

Copyright null 2020

Offset
1026

0

Length Value

232

1026

66 ab 3b 7d fc 7f c2 41 f.;}...Aj.P.@..~nX....... R.... pending 1

6a a8 50 cc 40 a6 e0
7e 6e 78 d9 ea a2 cd
9b ca al 52 1b 0f f3 10
2b 4e 99 ef e6 68 8 ff
726258 d2 3c 07 3d
ab 0d 7d 05 ca 3d 8a
28 cd e1 01 37 €7 9b
ba 28 a6 62 bd 5d f5
4b 0d 8¢ b9 bb c9 88
56 9c ¢8 32 dc 6¢ 1b
ca 1d 60 4a 98 a8 6a
90 19 30 82 58 dd cd
11 b1 9d 8c 0d 86 67
d7 28 5d ee d5 89 56
8158 b9 7b ce bc e8
719109 bd 29 7a 56
d5 11 0b 90 1e 86 4b
90 a4 76 d9 b0 3f ca
54 9b e3 6b 52 49 da
c3 32 a0 09 ce Oe 34
63 22 d9 af af 43 36 d3
6d 77 bb 6a 99 d5 25
95 b1 f9 42 73 58 e6
56 0a 18 e6 f3 e5 ef d9
bf cO cf aa c4 93 88 7c
f3 a8 32 ac a3 af 3d 07
04 d7 Oc 91 a5 1f fe f4
04 2b 00 32 22 cf 8f
35 da 81 ee 85 e9 6a
06 19 00 00 00 00 00
0000 00 a7 34 7e 24

60 19 d2 b0 b0 25 2¢
3f 7d 31 c4 51 cd e9
77 49 bb d0 63 36 f8
34 1b 33 ec 47 90 31
e5 85 73 5e d5 fc 9e
cd c3 0b a2 78 d9 b2
2e 9a d0 4e 5f 76 3e
d4 bb c8 05 a8 38 a8
d8 9c 6b 59 4e b1l fd
al 93 le 20 6a 5c¢ f2
3b d9 65 2b 46 31 7 f8
37 52 b2 be 74 39 5b
€9 f1 53 60 55 1a 69
57 50 94 2 4a 29 9d
c4 6a 21 27 69 03 al
2e 533c 711463 19
5d b2 cc 86 15 6b 3d
9f 70 5¢ 2d b1 08 a8
49 cf 6f 00 41 df e6 cO
1a 78 64 Oe eb e7 74
c9 6f 1b 20 el b7 57
05 68 56 fb 39 92 7d
2a 50 7d f2 d3 ee 53
le fO fb 6b 4b 82 8 56
ff b2 2c ce cb de 03 38
Of fe 14 b8 72 cb d5
bd a0 99 12 d2 9f a6
90 90 85 b5 93 89 €9
d7 Oc c9 87 fe 8d d8
53 e23d 38319651
73 b6 e7 e5 4a c9 9d
f4 b6 1c e3 el 17 60
06 ca af ad 68 08 d4
d5 b6 74 42 6d 1c c9
5a c2 40 55 5f 82 33
4e e5d4 b2 ee 2a

Source

Ascii Completion Count Address Symbol

DC7668 WriteFile
+N...h..rbX.<.=.}..=.(
(b]K....V..2..."3..j..0

X. g.(...V.X{...q...)
ZV...K.v.2.T.kRI..2...4

"....%,7}1.Q..wl..c6.4.3.G.1 pending 1 DC7668 WriteFile
SN X....N_v>.....8..KY

N..... j\;.e+F1..7R..t9[..S'U

AWP.J).jl...S<q.c.]...k=

.p\-...L.o.A...xd...t.o. ..W.

hV.9.}P}...S..kK..V..,....8.

JO SO ..S.=

81.0Qs...J...... “....h..tBm

.Z.@U_3N...*
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File Path
C:\Users\user\Desktop\SQSJKEBWDT.jpg

C:\Users\user\Desktop\QNCYCDFIJJ.pdf

Copyright null 2020

Offset
1026

0

Length Value Ascii

232

1026

Source

Completion Count Address Symbol

66 ab 3b 7d fc 7f c2 41 f.;}...Aj.P.@..~nX....... R.... pending 1
6aa850cc40a6e0 +N..h.rbX.<.=.}.=.(
7e6e78d9eaa2cd (b]K...V.2l.7J.).0

9b caal 52 1b 0f f3 10 .X. g.(...V.X{...q...)
2b4e 99 ef e6 68 f8 ff ZzV.....K.v..2.T.kRI..2....4
726258d23c073d c"..C6.mw.j..%...BSX.V....u
ab0d 7d05ca 3d8a R;.a... ..5Q. <.
28cdel10137e79 .0...Qf... D"

ba 28 a6 62 bd 5d f5

4b 0d 8¢ b9 bb c9 88

56 9c ¢8 32 dc 6¢ 1b

ca 1d 60 4a 98 a8 6a

90 19 30 82 58 dd cd

11 b1 9d 8c 0d 86 67

d7 28 5d ee d5 89 56

8158 b9 7b ce bc e8

719109 bd 29 7a 56

d5 11 0b 90 1e 86 4b

90 a4 76 d9 b0 3f ca

54 9b e3 6b 52 49 da

c3 32 a0 09 ce Oe 34

63 22 d9 af af 43 36 d3

6d 77 bb 6a 99 d5 25

95 b1 f9 42 73 58 e6

56 Oa 18 e6 bd 75 52

3b 2e 61 c2 1a ee 8f

e7 5e c2 b4 3551 c5

0f 99 79 84 14 83 2e

b2 9b Oe 6d 5f fd 97 6¢

3c e3 82 30 bf df bc 93

d1 51 ce 66 00 00 00

00 00 00 00 00 7c 44

22 a5

DC7668 WriteFile

886da08aead2ca .m...-Y... ~€H7..0 pending 1 DC7668 WriteFile
2d 0e 59 9d {7 ee f7 7e ...fvL[..A.....5...... P.
29 74 60 6¢c 7b 37 93  .i}.8dED..1-.w..VO...4jX....."
8b 92 f1 c9 27 f8 de 27 .9...F...8...qu :.q....,.*%.
ddb6ceeab66f276 ..zZ.2...1.T.cO..U..v.
4c3a5b2712c541 .m(.s.".=G..;j.u.....E.|.
el 80 ff e0 ca a7 35 b7 Vl.......+...he..E....t..BQ<F.
fc ed e3f9 bc b2 50 €0 .: l'uzb....LLD.;..
09 69 7d b0 38 64 45 .O..cj.UL.0./..

44 1c ad 31 2d b9 77

ef d8 56 30 90 al ba

34 6a 78 ba 13 13 a3

fb 60 9d 39 fd 19 b4

46 bl d6 1c ef 38 c2

2edc8d 717520 3a

cf7lac12el912c

91 88 2a 82 ce 99 08

7a5a0c 32 a4 ebf0

00 21 ee 8a 54 c4 63

4f ed e6 05 e7 55 05

c2 a7 c9 76 10 f6 84

60 6d 28 c6 c8 73 cb

22 d4 3d 47 0a b7 dd

6a 91 75 bb 20 85 01

a0 87 ccc94594 7¢c

89 56 6¢ el da c6 d6

03 de f6 2b 9a 8c d1

68 65 00 ae 45 b4 95

e3 a5 74 ¢c586 4251

3c 46 1d a9 3a 10 cd

06 ab fb 66 b2 a2 9b 1f

2127 757a36d9 e8

01 9f db 6¢ 1f 4c 44 €0

3b cb ff 8c 4f d3 a5 63

6a a3 55 4c 83 6f f4 2f

Ob al

Page 105 of 229



File Path
C:\Users\user\Desktop\QNCYCDFIJJ.pdf

C:\Users\user\Desktop\SQSJKEBWDT .xlsx

Copyright null 2020

Offset
1026

0

Length Value

232

1026

66 ab 3b 7d fc 7f c2 41
6a a8 50 cc 40 a6 e0
7e 6e 78 d9 ea a2 cd
9b ca al 52 1b 0f f3 10
2b 4e 99 ef e6 68 8 ff
726258 d2 3c 07 3d
ab 0d 7d 05 ca 3d 8a
28 cd el 01 37 €7 9b
ba 28 a6 62 bd 5d f5
4b 0d 8¢ b9 bb c9 88
56 9c c8 32 dc 6¢ 1b
ca 1d 60 4a 98 a8 6a
90 19 30 82 58 dd cd
11 b1 9d 8c 0d 86 67
d7 28 5d ee d5 89 56
8158 b9 7b ce bc e8
7191 09 bd 29 7a 56
d5 11 0b 90 1e 86 4b
90 a4 76 d9 b0 3f ca
54 9b e3 6b 52 49 da
c3 32 a0 09 ce Oe 34
63 22 d9 af af 43 36 d3
6d 77 bb 6a 99 d5 25
95 b1 f9 42 73 58 €6
56 Oa 18 e6 ae 2a 65
b0 ef be 60 6e a6 dc
4d 3b 17 cb ff 33 b4 cc
3d a3 2f 52 af 86 5b a6
f73311db la3bed
92 62 89 f7 57 d1 cc
5a cf cd 9¢c 00 00 00
00 00 00 00 00 63 21
5376

bf 4f 5d eb Ob 7a 8e
ad 91 53 89 5b 25 0f
le d9 29 92 7c 9f 1d
5e 70 1f 36 80 ef 3c 27
67 20 8b 42 42 fa 54
4058 44 f3 ad 78 e5
d8 7c 8f 74 53 0a a2
2b ec 43 d8 46 f8 c8
83 e2c9f2fb379c17
89 c2 4f ec f1 a0 Oc bc
e0 e4 ab 59 bf e2 ed
af ed aa 78 d5 8d d9
43 f2 dd 95 f1 3 7c b9
6c 87 €6 f5 78 9b 74
31 d7 bf eb 17 c4 dO of
47 6b d2 98 c6 95 el
d2 ab ce f6 53 76 12
8e 01 e8 d6 6b 45 e4
4243 7c 36 17 61 51
47 08 26 a6 f1 4c 7e
8858 hb84347e974
e3 1e 96 60 Oc dO fd df
c101e60d5a7b73
ff 78 6¢ 6¢ €3 38 bl 1d
f9 8c 33 al e9 c0 26 9f
10 4c 75 ¢7 6b bl 2¢
Oe c431f0d7 10 e4
17 46 1281 82 14 17
d1 73 6e d6c3al 54
c4 8a 2d 66 2f cb 81 f4
04 db cf ad 35 91 6a ff
d8 9a 60 32 26 Oc da
da 14 8f 16 bc f2¢c9 1b
1b 23 f0 e4 af 8f bd 8f
6 2b 44 e5 9f

Ascii Completion

f.; 1 ALP.@..~nx....... R.... pending
+N...h..rbX.<.=.}..=.(
(b]K....V..2..."3..j..0
X. g.(...V.X{...q...)
ZV....K.v.2.T.kRI..2...4
c"...C6.mw.j..%...BsX.V....*
e..’n.M;..3.=/R..[.3...;..
b.W.Z.......... c!Sv

.0]..z...S.[%...).].."p.6..<'g  pending
.BB.T@XD. X..|.tS..+.C.F...
.0
Lt
.Sv....KE.BC|6.2QG.&..L~.
X.CG

Ao Z{s.xIl.8....3..
&.Luk.,.1....
Tl
P +D..

Source

Count Address Symbol

1

1

DC7668 WriteFile

DC7668 WriteFile
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File Path
C:\Users\user\Desktop\SQSJKEBWDT.xlsx

C:\Users\user\Desktop\SUAVTZKNFL.mp3

Copyright null 2020

Offset
1026

0

Length Value

232

1026

66 ab 3b 7d fc 7f c2 41
6a a8 50 cc 40 a6 e0
7e 6e 78 d9 ea a2 cd
9b ca al 52 1b 0f f3 10
2b 4e 99 ef e6 68 8 ff
726258 d2 3c 07 3d
ab 0d 7d 05 ca 3d 8a
28 cd el 01 37 €7 9b
ba 28 a6 62 bd 5d f5
4b 0d 8¢ b9 bb c9 88
56 9c ¢8 32 dc 6¢ 1b
ca 1d 60 4a 98 a8 6a
90 19 30 82 58 dd cd
11 b1 9d 8c 0d 86 67
d7 28 5d ee d5 89 56
8158 b9 7b ce bc e8
7191 09 bd 29 7a 56
d5 11 0b 90 1e 86 4b
90 a4 76 d9 b0 3f ca
54 9b e3 6b 52 49 da
c3 32 a0 09 ce Oe 34
63 22 d9 af af 43 36 d3
6d 77 bb 6a 99 d5 25
95 b1 f9 42 73 58 e6
56 Oa 18 e6 d9 22 b6
14 9b 61 7f 8d 27 dd
4e fc 3f 58 bc c0 ae 70
83 fc Oe a3 e0 9d 5b
d8 c0 23 e8 e2 27 5d
€2 0d 44 5e 8f 3a 74 of
f9 93 7c 08 00 00 00
00 00 00 00 00 a9 of
6f 04

ba ba 1d c9 81 2f al
4d f7 8b ae 7c 4b 55
b4 Oe 05 9d 07 9e 11
12 Oc 52 83 50 6f 09
48 7d 15 0f 07 93 10
53 4c¢ 28 dO cc 14 d1
b0 cf 65 8a 14 45 cd
4093 0d 8b f3 e3 db
4d 00 b2 94 99 66 c1
9c 63 12 56 11 39 06
c7 5c df ea b6 35 63
2a 78 1d f3 d4 b3 df
4b 52 30 1d 10 73 6f
a9 92 57 67 b3 cf 12
ea 90 5d 5b bf 74 88 1f
a9 d0 a0 9a 97 20 8c
eb 49 e5 65 73 ba 24
a6 66 20 29 74 57 43
84 a4 d7 98 05 4c aa
d4 a0 ae a8 43 33 a6
98 fa 09 d9 79 Oe dO ef
a4 3c 74 a5 49 c5 bd
8349 a5 ae 3c 7d 17
79 50 63 4f 2d 93 b4
fd 2c 2 d8 89 f7 00 63
da c7 52 69 2c 04 35
d2 le ef 85 f3 f2 e7 d1
b3 f3 2b ad fe e0 fe 3f
72 8c 34 60 ef 6¢ 95
96 7f98 3d 17 f2 3f d2
79 01 a4 e7 f6 7 44
66 9f 51 bd bf ff 8f 40
7f 6f 85 47 el ed 96
63 5b 02 6e d5 2f 34
41 9f 92 23 bd fe d4 Of
54 do

Source

Ascii Completion Count Address Symbol

f.; 1 ALP.@..~nx....... R.... pending 1
+N...h..rbX.<.=.}..=.(
(b]K....V..2..."3..j..0
X. g.(...V.X{...q...)
ZV....K.v.2.T.kRI..2...4
c"...C6.mw.j..%...BsX.V...."

DC7668 WriteFile

..... /.M...|[KU.........R.Po.H} pending 1 DC7668 WriteFile

<t.l...l.<}LyPcO-...,.....c..
Ri,.5.cc 214
.=.2.y....Df.Q...@.0.G...c[
NJAA #...T.
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File Path
C:\Users\user\Desktop\SUAVTZKNFL.mp3

C:\Users\user\Desktop\ZQIXMVQGAH\3pp6h54-readme.txt

Copyright null 2020

Offset
1026 232

unknown 6948

Length Value
66 ab 3b 7d fc 7f c2 41 f.;}...Aj.P.@..~nX....... R...

6a a8 50 cc 40 a6 e0
7e 6e 78 d9 ea a2 cd

9b caal 52 1b 0f f3 10 .X.
2b 4e 99 ef e6 68 f8 ff zV.

726258 d2 3c 07 3d
ab 0d 7d 05 ca 3d 8a
28 cd el 01 37 €7 9b
ba 28 a6 62 bd 5d f5
4b 0d 8¢ b9 bb c9 88
56 9c ¢8 32 dc 6¢ 1b
ca 1d 60 4a 98 a8 6a
90 19 30 82 58 dd cd
11 b1 9d 8c 0d 86 67
d7 28 5d ee d5 89 56
8158 b9 7b ce bc e8
7191 09 bd 29 7a 56
d5 11 0b 90 1e 86 4b
90 a4 76 d9 b0 3f ca
54 9b e3 6b 52 49 da
c3 32 a0 09 ce Oe 34

63 22 d9 af af 43 36 d3

6d 77 bb 6a 99 d5 25
95 b1 f9 42 73 58 e6
56 Oa 18 e6 3d 4e 06
3869 8¢ fc 12 a1 89

76 fe 6e 50 Oe fd 18 df
f4 ee 6b a4 cf c2 32 12

1c 2e 03 ea de 1f ad
17 47 5a c0 54 78 7b
el e6 c3 6e 00 00 00
00 00 00 00 00 1a 72
69 4f

2d 00 2d 00 2d 00 3d
00 3d 00 3d 00 20 00
57 00 65 00 6¢ 00 63
00 6f 00 6d 00 65 00
2e 0020 00 41 00 67
00 61 00 69 00 6e 00
2e 00 20 00 3d 00 3d
00 3d 00 2d 00 2d 00
2d 00 0d 00 Oa 00 0Od
00 0a 00 5b 00 2b 00
5d 00 20 00 57 00 68
00 61 00 74 00 73 00
2000 48 00 61 00 70
00 70 00 65 00 6e 00
3f 00 20 00 5b 00 2b
00 5d 00 0d 00 0a 00
0d 00 0a 00 59 00 6f
00 75 00 72 00 20 00
66 00 69 00 6¢ 00 65
00 73 00 20 00 61 00
72 00 65 00 20 00 65
00 6e 00 63 00 72 00
7900 70 00 74 00 65
00 64 00 2c 00 20 00
61 00 6e 00 64 00 20
00 63 00 7500 72 00
72 00 65 00 6e 00 74
00 6¢ 00 79 00 20 00
7500 6e 00 61 00 76
00 61 00 69 00 6¢ 00
61 00 62 00 6¢ 00 65
00 2e 00 20 00 59 00
6f 00 75 00 20 00 63
00 61 00 6e 00 20 00
63 00 68 00 65 00 63
00 6b 00 20 00 69 00
7400 3a

Source

Ascii Completion Count Address Symbol
pending 1 DC7668 WriteFile
+N...h..rbX.<.=.}..=.(
(b]K....V..2..."3..j..0
g.(...V.X{...q...)
K.v..2.T.kRI.2....4
c"...C6.mw.j..%...BsX.V...=
N.8i..
GZ.Tx{...n....
-.-.-.===..W.e.l.c.o.m.e... success or wait 1 DC7904 WriteFile

A.g.a.in...
[+]. .W.h.aits. .H.a.
p.p.e.n.?. [+]......Y.0.
ur. files. .are..en.
c.ry.p.te.d.,. .a.n.d. .cu.
rre.ntly. .unav.a.il
a.b.le....Y.o.u. .ca.n. .c.
h.e.ck. .it:
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File Path
C:\Users\user\Desktop\ZQIXMVQGAH.docx

C:\Users\user\Desktop\ZQIXMVQGAH.docx

Copyright null 2020

Offset
0

1026

Length Value Ascii Completion
1026 040887 50beecdd ..P...US.E.TsK..J..... pending
c55553c6ca458d .V.O.... Wi *2

232

5473 4b 1d df f0 4a al A....D.......E..O0..c....Xe(..
05 be f4 1bf3afc305 ....A..s..{ .zH..0...Jm".NJ=
cf56 fb b2 4f 98 ff 26 Kp..+.I[........&.8..=/..@.*
c7 dodd ae 0f 17 bf 3b .15..........5..9.$..0..;....
93ae 77153a0ad5 .DB.t..bp..7..1.0.V...H.U*
b4 ab bl f3 ef 2a 32 01 e.L1:w...zb.....J..vo..q.H..:
S5ec8ec95ced44b2 .r~-...r.@

19 f9 d3 f1 Oe 19 45 eb

92 30 el 93 63 a9 fc Of

dc 58 65 28 9d ac eb

14 ab 8f dd 41 b4 ab

7390 89 7b b3 60 ef

7a 48 fc Oc 6f c7 f1 04

4a 6d 22 af 4e 4a 3d

4b 70 01 1e 2b 86 21

5b b5 e0 c5 05 1b b2

7f d7 26 d9 b2 38 1c

b0 ae 3d 2f ae b2 40

8a 2a 14 49 fa 35 ce

d9 b8 92 3 9c f1 d2 f2

b8 53 d6 8d 39 Ob 24

eb a5 4f e8 b0 3b e0

e7 e0 98 e6 2c 44 42

e0 74 a7 2e a9 62 70

15 8d 37 c1 88 ec 49

c6 4f fc 56 cf cb fa a9

48 f0 55 5e 65 de 4c

313af4 77 ff ba e8 7a

62 bc 00 8d a7 eb 4a

8d 94 76 6f Oc 1a 71

10 48 a7 89 3a e7 a9

72 7e 95 ff 84 93 a9

9e 72 0a e3 82 40

66 ab 3b 7d fc 7f c2 41 f.;}...Aj.P.@..~nx.
6aa850cc40a6e0 +N..h.rbX.<=.}
7e6e78d9eaa2cd (b.]K...V.2l.7J.)..0
9b caal 52 1b 0ff3 10 .X..... g.(...V.X{...q...)
2b4e 99 ef e6 68 f8 ff zV.....K.v..2.T.kRI..2....4
726258d23c073d c"..C6.mw.j..%...BSX.V.....:
ab0d7d05ca3d8a .W.._ X.1..WSB..-
28cdel10137e79 ..+kR...O.P.1.. .@.}o
ba 28 a6 62 bd 5d f5

4b 0d 8c b9 bb c9 88

56 9c c8 32 dc 6¢ 1b

ca 1d 60 4a 98 a8 6a

90 19 30 82 58 dd cd

11 b1 9d 8c 0d 86 67

d7 28 5d ee d5 89 56

8158 b9 7b ce bc e8

7191 09 bd 29 7a 56

d5 11 0b 90 1e 86 4b

90 a4 76 d9 b0 3f ca

54 9b e3 6b 52 49 da

c3 32 a0 09 ce Oe 34

63 22 d9 af af 43 36 d3

6d 77 bb 6a 99 d5 25

95 b1 f9 42 73 58 e6

56 0a 18 e6 ce e6 3a

c5 e3 57 a0 10 fc 5f 00

58 17 9c 31 d8 e8 fc

d19c 57 53 42 a2 b0

1f 2d 03 08 2b 6b 52

17 0d be e6 4f fa 50 e5

31 c4 de 0d 00 00 00

00 00 00 00 00 40 87

7d 6f

pending

Source

Count Address Symbol

1

1

DC7668 WriteFile

DC7668 WriteFile
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File Path
C:\Users\user\Documents\BNAGMGSPLO\3pp6h54-readme.txt

Offset
unknown 6948

C:\Users\user\Documents\CZQKSDDMWR\3pp6h54-readme.txt unknown 6948

Copyright null 2020

Length Value

2d 00 2d 00 2d 00 3d
00 3d 00 3d 00 20 00
57 00 65 00 6¢ 00 63
00 6f 00 6d 00 65 00
2e 0020 00 41 00 67
00 61 00 69 00 6e 00
2e 00 20 00 3d 00 3d
00 3d 00 2d 00 2d 00
2d 00 0d 00 Oa 00 0Od
00 0a 00 5b 00 2b 00
5d 00 20 00 57 00 68
00 61 00 74 00 73 00
2000 48 00 61 00 70
00 70 00 65 00 6e 00
3f 00 20 00 5b 00 2b
00 5d 00 0d 00 Oa 00
0d 00 0a 00 59 00 6f
00 75 00 72 00 20 00
66 00 69 00 6¢ 00 65
00 73 00 20 00 61 00
72 00 65 00 20 00 65
00 6e 00 63 00 72 00
7900 70 00 74 00 65
00 64 00 2c 00 20 00
61 00 6e 00 64 00 20
00 63 00 7500 72 00
72 00 65 00 6e 00 74
00 6¢ 00 79 00 20 00
7500 6e 00 61 00 76
00 61 00 69 00 6¢ 00
61 00 62 00 6¢ 00 65
00 2e 00 20 00 59 00
6f 00 75 00 20 00 63
00 61 00 6e 00 20 00
63 00 68 00 65 00 63
00 6b 00 20 00 69 00
7400 3a

2d 00 2d 00 2d 00 3d
00 3d 00 3d 00 20 00
57 00 65 00 6¢ 00 63
00 6f 00 6d 00 65 00
2e 0020 00 41 00 67
00 61 00 69 00 6e 00
2e 00 20 00 3d 00 3d
00 3d 00 2d 00 2d 00
2d 00 0d 00 Oa 00 0Od
00 0a 00 5b 00 2b 00
5d 00 20 00 57 00 68
00 61 00 74 00 73 00
2000 48 00 61 00 70
00 70 00 65 00 6e 00
3f 00 20 00 5b 00 2b
00 5d 00 0d 00 Oa 00
0d 00 0a 00 59 00 6f
00 75 00 72 00 20 00
66 00 69 00 6¢ 00 65
00 73 00 20 00 61 00
7200 65 00 20 00 65
00 6e 00 63 00 72 00
7900 70 00 74 00 65
00 64 00 2c 00 20 00
61 00 6e 00 64 00 20
00 63 00 7500 72 00
7200 65 00 6e 00 74
00 6¢ 00 79 00 20 00
7500 6e 00 61 00 76
00 61 00 69 00 6¢ 00
61 00 62 00 6¢ 00 65
00 2e 00 20 00 59 00
6f 00 75 00 20 00 63
00 61 00 6e 00 20 00
63 00 68 00 65 00 63
00 6b 00 20 00 69 00
7400 3a

Source

Completion Count Address Symbol

success or wait 1 DC7904 WriteFile

[+]. .W.h.ats. .H.a.
p.p.e.n.?. [+]......Y.0.
ur. files. .are..en.
c.ry.p.te.d.,. .a.n.d. .c.u.
rrently. .unav.a.il
a.b.le....Y.o.u. .ca.n. .c.
h.e.ck. .it:

- W.e.l.c.o.m.e...
Ag.ain.. .= -
[+]. .W.h.ats. .H.a.
p.p.e.n.?. [+]......Y.0.
ur. files. .are..en.
c.ry.p.te.d.,. .a.n.d. .cu.
rre.ntly. .unav.a.il
a.b.le....Y.o.u. .ca.n. .c.
h.e.ck. .it:

success or wait 1 DC7904 WriteFile

Page 110 of 229



File Path
C:\Users\user\Documents\DUUDTUBZFW.png

C:\Users\user\Documents\DUUDTUBZFW.png

Copyright null 2020

Offset
0

1026

Length Value

1026

232

63 e8 bd 68 4f ae bd
dO c7 4a d3 54 6a c9
52 a6 14 e2 fc c8 d8
1c bf 6¢ 86 6a bf fc 4d
aa 93191045 lafb
3196 90 04 dd 70 c4
a9 90 aa 6b b3 a2 f8
91 e4 20 09 2b c1 0d
4b c6 da ad eb Ob 56
b4 4a e2 53 93 75 4f
04 7f5f d2 12 64 09 24
66 a2 85 e8 2b cd 3d
0f a6 Oc d0 92 51 5e
d5 30 d6 8f a4 60 34
3le0e3e54fel 80
61 c4 97 bd e6 b0 46
81 9f bf be 1d ce bd ff
€2 46 b8 aa b3 b9 36
50 d9 cd 9d bd ec 36
b3 €9 79 6b 99 9a 97
7 ¢7 3c e5 96 df c0 46
6f af bd 98 4e 23 25 af
do df e4 4b 8b 67 08
cee7923117 4577
bc 40 47 e8 db b9 8a
9230€9 1d 7b ac c8
b6 4a 84 8d e8 3c 63
58 49 9f f9 6a 8a 04 a6
5d 88 bc 37 bc ac da
56 7e 7c 8d 92 82 ee
7a df cb 6b 7b 6a 4d
d5 43 06 €3 36 97 30
4d 77 88 f3 95 15 86
ab 47 60 bc 06 cb 54
€901 01e929dd1b
8174 89 44

66 ab 3b 7d fc 7f c2 41 f.;}...Aj.P.@..~nX....... R....

6a a8 50 cc 40 a6 e0
7e 6e 78 d9 ea a2 cd
9b ca al 52 1b 0f f3 10
2b 4e 99 ef e6 68 8 ff
726258 d2 3c 07 3d

Source

Ascii Completion Count Address Symbol

¢.hO...JTjR.....Lji.M.
LElllpeike.s K
..VJ.S.u0.._..d.$f..+=...
.Q".0...141...0..a....F......

pending 1 DC7668 WriteFile

0,43
<cXI.j..].7..V
~|...2.k{jM.C..6.0Mw......G
T.).tD

pending 1 DC7668 WriteFile
+N...h..rbX.<.=.}
(b]K....V.2....03. ..
X. g.(...V.X{...q...)
ZV....K.v.2.T.kRI..2....4

c"...C6.mw.j..%...BsX.V....

ab0d 7d05ca3d8a AXV

28 cd el 01 37 €7 9b
ba 28 a6 62 bd 5d f5
4b 0d 8¢ b9 bb c9 88
56 9c c8 32 dc 6¢ 1b
ca 1d 60 4a 98 a8 6a
90 19 30 82 58 dd cd
11 b1 9d 8c 0d 86 67
d7 28 5d ee d5 89 56
8158 b9 7b ce bc e8
719109 bd 29 7a 56
d5 11 0b 90 1e 86 4b
90 a4 76 d9 b0 3f ca
54 9b e3 6b 52 49 da
c3 32 a0 09 ce Oe 34
63 22 d9 af af 43 36 d3
6d 77 bb 6a 99 d5 25
95 b1 f9 42 73 58 €6
56 Oa 18 e6 bf 41 58
56 d3 14 ac 8a 22 bd
04 18 89 fh 67 7e fc 37
fb 70 7d 36 07 cc 38
la8be492fbd5 26
41 2e a0 3e cf b8 82
45 el d1 68 27 00 00
00 00 00 00 00 00 1d
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b7c19dbec8798a Q.O...T.Uv.H5@r.."pU.......
a52415c53ed6 9 Pld>3..@ .
cc 4f ce 46 9c 9e 30 ¢3 ....9....&.r..8..5..Q.B?i..k..
a0e80101374fc5 SE......_..

9a 81 c6 a8 77 ac 6d

d7 46 75 01 b3 db 14

00 46 5b b0 ba b8 72

3429 c4 a3 cf 53 e6

9c 91 ef 50 1a 00 4c

6¢ 92 80 b0 94 37 ee

a3 bl c2cdce 96 de

a9307fa8f9edc8el

47 6d 9f 7f 56 Oe 01 db

d7 1f 42 8e fc 89 20 e6

de dc 10 65 bf f2 9a f5

149 14 51 83 4f 14

do f7 3b 54 ad 55 76

1a 48 3540 72 ab c9

27 7055 ¢9 00 a5 ch

05 00 84 50 49 13 64

1d 3e 7f 33 dc 81 bb 8f

db 40 20 60 8f ad 1f de

5 5d e3 84 a8 86 df f9

al 35 46 fc ae b5 f8 0d

39 bc Oe 9f a8 26 Oa

72 3a 0f 38 €5 Oe 35

d9 0d 51 ba 42 3f 69

a0 b2 6b e5 a9 73 45

f2 ce 92 cce8 e5 ea

12 d3 15 5f fd 18

66 ab 3b 7d fc 7f c2 41 f.;}...Aj.P.@..~nx. .
6aa850cc40a6e0 +N..h.rbX.<=.}
7e6e78d9eaa2cd (b.]K...V.2l.7J.)..0
9b caal 52 1b 0ff3 10 .X..... g.(...V.X{...q...)
2b4e 99 efe6 68 f8 ff zV.....K.v..2.T.kRI..2....4
726258d23c073d c"..C6.mw.j..%...BsX.V.....|
ab0d7d05ca3d8a ..,1s..r..nh.Q$.g.h........
28cdel10137e79b .sks'.. ...PL|.

ba 28 a6 62 bd 5d f5

4b 0d 8c b9 bb c9 88

56 9c c8 32 dc 6¢ 1b

ca 1d 60 4a 98 a8 6a

90 19 30 8258 dd cd

11 b1 9d 8c 0d 86 67

d7 28 5d ee d5 89 56

8158 b9 7b ce bc e8

7191 09 bd 29 7a 56

d5 11 0b 90 1e 86 4b

90 a4 76 d9 b0 3f ca

54 9b e3 6b 52 49 da

c3 32 a0 09 ce Oe 34

63 22 d9 af af 43 36 d3

6d 77 bb 6a 99 d5 25

95 bl f9 42 73 58 e6

56 0a 18 e6 2e 93 7c

0f91 14 2¢ 31 73 fb c8

12 72 d6 fb 81 Oc 6e

68 d3 51 24 b3 71 db

68 fa 07 e6 16 17 13

e88ac2fb736b73

60 0f 82 5d e7 00 00

00 00 00 00 00 00 50

4c 7c 09

Completion

pending

pending

Source

Count Address Symbol

1

1

DC7668 WriteFile

DC7668 WriteFile
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File Path
C:\Users\user\Documents\KLIZUSIQEN\3pp6h54-readme.txt

C:\Users\user\Documents\LIJDSFKJZG\3pp6h54-readme.txt

Copyright null 2020

Offset
unknown 6948

unknown 6948

Length Value

2d 00 2d 00 2d 00 3d
00 3d 00 3d 00 20 00
57 00 65 00 6¢ 00 63
00 6f 00 6d 00 65 00
2e 00 20 00 41 00 67
00 61 00 69 00 6e 00
2e 00 20 00 3d 00 3d
00 3d 00 2d 00 2d 00
2d 00 0d 00 Oa 00 0Od
00 0a 00 5b 00 2b 00
5d 00 20 00 57 00 68
00 61 00 74 00 73 00
2000 48 00 61 00 70
00 70 00 65 00 6e 00
3f 00 20 00 5b 00 2b
00 5d 00 0d 00 Oa 00
0d 00 0a 00 59 00 6f
00 75 00 72 00 20 00
66 00 69 00 6¢ 00 65
00 73 00 20 00 61 00
7200 65 00 20 00 65
00 6e 00 63 00 72 00
7900 70 00 74 00 65
00 64 00 2c 00 20 00
61 00 6e 00 64 00 20
00 63 00 7500 72 00
72 00 65 00 6e 00 74
00 6¢ 00 79 00 20 00
7500 6e 00 61 00 76
00 61 00 69 00 6¢ 00
61 00 62 00 6¢ 00 65
00 2e 00 20 00 59 00
6f 00 75 00 20 00 63
00 61 00 6e 00 20 00
63 00 68 00 65 00 63
00 6b 00 20 00 69 00
7400 3a

2d 00 2d 00 2d 00 3d
00 3d 00 3d 00 20 00
57 00 65 00 6¢ 00 63
00 6f 00 6d 00 65 00
2e 0020 00 41 00 67
00 61 00 69 00 6e 00
2e 00 20 00 3d 00 3d
00 3d 00 2d 00 2d 00
2d 00 0d 00 Oa 00 0Od
00 0a 00 5b 00 2b 00
5d 00 20 00 57 00 68
00 61 00 74 00 73 00
2000 48 00 61 00 70
00 70 00 65 00 6e 00
3f 00 20 00 5b 00 2b
00 5d 00 0d 00 Oa 00
0d 00 0a 00 59 00 6f
00 75 00 72 00 20 00
66 00 69 00 6¢ 00 65
00 73 00 20 00 61 00
72 00 65 00 20 00 65
00 6e 00 63 00 72 00
7900 70 00 74 00 65
00 64 00 2c 00 20 00
61 00 6e 00 64 00 20
00 63 00 7500 72 00
7200 65 00 6e 00 74
00 6¢ 00 79 00 20 00
7500 6e 00 61 00 76
00 61 00 69 00 6¢ 00
61 00 62 00 6¢ 00 65
00 2e 00 20 00 59 00
6f 00 75 00 20 00 63
00 61 00 6e 00 20 00
63 00 68 00 65 00 63
00 6b 00 20 00 69 00
7400 3a

Source

Completion Count Address Symbol

success or wait 1 DC7904 WriteFile

[+]. .W.h.ats. .H.a.
p.p.e.n.?. [+]......Y.0.
ur. files. .are..en.
c.ry.p.te.d.,. .a.n.d. .cu.
rre.ntly. .unav.a.il
a.b.le....Y.o.u. .ca.n. .c.
h.e.ck. .it:

- W.e.l.c.o.m.e...
Ag.ain.. .= -
[+]. .W.h.ats. .H.a.
p.p.e.n.?. [+]......Y.0.
ur. files. .are..en.
c.ry.p.te.d.,. .a.n.d. .cu.
rrently. .unav.a.il
a.b.le....Y.o.u. .ca.n. .c.
h.e.ck. .it:

success or wait 1 DC7904 WriteFile
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File Path
C:\Users\user\Documents\NVWZAPQSQL.png

C:\Users\user\Documents\NVWZAPQSQL.png

Copyright null 2020

Offset
0

1026

Length Value

1026

232

51 ad 03 d9 46 84 ee
85 69 40 94 65 d3 43
94 54 0a 9d ae 74 bf
Oe dO 4e 1b 6e f8 4c
a5 62 73 ¢4 98 50 da
27 0d b5 e8 b4 bl cd
a0 ba 6e 64 al de bf
98 90 42 4e 65 ad Oe
ac e0 36 28 5e 5d 7f
bc 38 4d 12 1e ca bb
06 1e 37 30 b3 8d d5
59 21 Oe 9d 06 c4 Oa
3f ca 50 35 37 94 Oe
cb 6f cb 6a a3 6a 96
6d e268c2f511c7
3b 06 55 21 58 49 25
fa 6a e2 20 63 31 6d
99 24 a0 fb fc c0 fc 71
b2 f8 51 6f e4 76 cd b3
42 63d748dd 92 14
3555 b0 bl ale52b
ab 31 2a 67 Oc 14 cO
25 06 9e 57 ae 32 ed
ed 36 66 6a f8 Oa fe ab
ba ae 81 e6 7 b3 4c
10 838 70 ce 2b 51
ed eedc 2e 0a 22 7e
00 e8 f4 da 06 51 15
07 da 99 bf f2 f9 a6 7
a0 0d ee 44 d1 4a bf
66 49 02 30 14 74 cb
8c 9b b9 1d 88 8d 09
64 ec df 11 63 95 41
a0 9a c0 4e 48 74 96
9b 8b 97 ¢5 91 15 b2
5502 b9 5a 1d d2

66 ab 3b 7d fc 7f c2 41
6a a8 50 cc 40 a6 e0
7e 6e 78 d9 ea a2 cd
9b ca al 52 1b 0f f3 10
2b 4e 99 ef e6 68 8 ff
726258 d2 3c 07 3d
ab 0d 7d 05 ca 3d 8a
28 cd e1 01 37 €7 9b
ba 28 a6 62 bd 5d f5
4b 0d 8¢ b9 bb c9 88
56 9c c8 32 dc 6¢ 1b
ca 1d 60 4a 98 a8 6a
90 19 30 82 58 dd cd
11 b1 9d 8c 0d 86 67
d7 28 5d ee d5 89 56
8158 b9 7b ce bc e8
719109 bd 29 7a 56
d5 11 0b 90 1e 86 4b
90 a4 76 d9 b0 3f ca
54 9b e3 6b 52 49 da
c3 32 a0 09 ce Oe 34
63 22 d9 af af 43 36 d3
6d 77 bb 6a 99 d5 25
95 b1 f9 42 73 58 €6
56 Oa 18 e6 20 4d 83
0Oa fO 2e 5f c4 8b 38 63
52 b9 7e a0 ff 23 e0
5a f9 52 95 97 bb 9a
28 29 eb d4 07 8f 16
88 fa 61 da e0 4c 90
0a f7 95 1e bd 00 00
00 00 00 00 00 00 78
54 3d 4f

Ascii

Q..F..i@.e.CT.t.NnL.

bs..P.".
A..8M.

..0.j.j.m.h....;.U'X1%.j. c1m.
$.....0..Qo.v..Bc.H...5U....+.

1*g...%..W.2..6fj. L.
p.+Q.. Q.. .
D.Jfl.Ot.......d...c.A..NH

freroera ULZ.

f.; 1 ALP.@..~nx....... R....
+N...h..rbX.<.=.}
(b]K....V.2....03. ..
X. g.(...V.X{...q...)

ZV....K.v.2.T.kRI..2....4
c"...C6.mw.j..%...BsX.V...
M...._.8BcR~.#.ZR....

()eeee@ L XxT=0

Completion

pending

pending

Source

Count Address Symbol

1

1

DC7668 WriteFile

DC7668 WriteFile
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File Path
C:\Users\user\Documents\PALRGUCVEH\3pp6h54-readme.txt

C:\Users\user\Documents\PIVFAGEAAV.mp3

Copyright null 2020

Offset

Length Value

unknown 6948

0

1026

2d 00 2d 00 2d 00 3d
00 3d 00 3d 00 20 00
57 00 65 00 6¢ 00 63
00 6f 00 6d 00 65 00

2e 0020 00 41 00 67
00 61 00 69 00 6e 00
2e 00 20 00 3d 00 3d
00 3d 00 2d 00 2d 00
2d 00 0d 00 Oa 00 0Od
00 0a 00 5b 00 2b 00
5d 00 20 00 57 00 68
00 61 00 74 00 73 00
2000 48 00 61 00 70
00 70 00 65 00 6e 00
3f 00 20 00 5b 00 2b

00 5d 00 0d 00 Oa 00
0d 00 0a 00 59 00 6f

00 75 00 72 00 20 00
66 00 69 00 6¢ 00 65
00 73 00 20 00 61 00
72 00 65 00 20 00 65
00 6e 00 63 00 72 00
7900 70 00 74 00 65
00 64 00 2c 00 20 00
61 00 6e 00 64 00 20
00 63 00 7500 72 00
72 00 65 00 6e 00 74
00 6¢ 00 79 00 20 00
7500 6e 00 61 00 76
00 61 00 69 00 6¢ 00
61 00 62 00 6¢ 00 65
00 2e 00 20 00 59 00
6f 00 75 00 20 00 63
00 61 00 6e 00 20 00
63 00 68 00 65 00 63
00 6b 00 20 00 69 00
7400 3a

55 f2 8d b8 ab 47 Oc
21 3b df 01 4b cc 68
59 9d 54 2e 75 84 92
cd 9f 20 3f 57 01 1b cc
ef 53 d5 9e b8 05 16
48 37 4c 4479 aa 91
98 d6 6f e3 86 65 23
3b 61 cO 8b 31 13 97
25 3fd9 6e 4a 39 16
66 €9 c5 12 ed 4e 14
f0 9a 85 ed 29 c1 da 3f
ae 6b 70 b2 f5 e5 fb 30
72 0a lb a5 1b 7a 68
e734c7489c4176
c0 27 e4 12 eb 46 a6
c5 a7 d4 76 29 9f 2b
dc ed a0 2c e8 e0 e2
79 1e 4e f3 c5 6d e7
b7 82 b4 7b b5 fa c6
11 fd 9b 90 d4 15 79
46 cf d3 1e 41 51 90
9b 19 4a 58 22 54 91
88 6a 79 d0 d6 f8 d8
4b 11 6d 66 6e 61 ff
65 4e 3c 32 e3 9 f3 e5
bd ca 1d 2b ea 24 3e
ec 7e 3242 15 55 82
a3 65 df cf 27 a3 93 5e
5138 3a5ff8 7a7afe
74 7575 de e5 5e 44
78 9d d9 97 ff 64 0d
46 66 a9 Ob Ob e4 85
1f 7b 62 74 ¢9 34 17
4d b2 2f f1 3d 9e 5b
ed df 50 d1 41 4b 3c
55 0d d5 fc

Source

Ascii Completion Count Address Symbol
-.-.-.===..W.e.l.c.o.m.e... success or wait 1 DC7904 WriteFile
[+]. .W.h.ats. .H.a.

p.p.e.n.?. [+]......Y.0.

ur. files. .are..en.

c.ry.p.te.d.,. .a.n.d. .c.u.

rrently. .unav.a.il

a.b.le....Y.o.u. .ca.n. .c.

h.e.ck. .it:

U...G..;..K.hY.T.u.... ?W.... pending 1 DC7668 WriteFile

S....H7LDy....0..e#;a..1..%
?.nJ9.f...N.....)..2.kp....Or..
.zhAHAV. . .F..v).+..,.
Ly Neme L yF...AQ.
LIXUT.y....Kimfna.eN<2...

.+.$>~2B.U..e...."Q8:_.zz

tuu. ADx....d.Ff.....{jt.4.M./
=.[..P.AK<U...
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File Path
C:\Users\user\Documents\PIVFAGEAAV.mp3

C:\Users\user\Documents\PIVFAGEAAV.pdf

Copyright null 2020

Offset
1026

0

Length Value

232

1026

66 ab 3b 7d fc 7f c2 41
6a a8 50 cc 40 a6 e0
7e 6e 78 d9 ea a2 cd
9b ca al 52 1b 0f f3 10
2b 4e 99 ef e6 68 8 ff
726258 d2 3c 07 3d
ab 0d 7d 05 ca 3d 8a
28 cd e1 01 37 €7 9b
ba 28 a6 62 bd 5d f5
4b 0d 8¢ b9 bb c9 88
56 9c ¢8 32 dc 6¢ 1b
ca 1d 60 4a 98 a8 6a
90 19 30 82 58 dd cd
11 b1 9d 8c 0d 86 67
d7 28 5d ee d5 89 56
8158 b9 7b ce bc e8
719109 bd 29 7a 56
d5 11 0b 90 1e 86 4b
90 a4 76 d9 b0 3f ca
54 9b e3 6b 52 49 da
c3 32 a0 09 ce Oe 34
63 22 d9 af af 43 36 d3
6d 77 bb 6a 99 d5 25
95 b1 f9 42 73 58 e6
56 Oa 18 e6 f5 65 20 2f
9f 18 6¢c 7 cd 06 61 7a
36 73 b6 7b 26 e7 27
91 bacac4f5e324
16 7d b1 57 92 55 59
32 9c ad Oc ac c3 40
d2 41 7c ec 00 00 00
00 00 00 00 00 58 ea
b3 88

2505a353¢c277 a2
ce 52 7d fc f0 17 c4 6f
8b 71 d8 25 37 23 49

lcb7a6cl25f4bafc ..

9b 05 9b 66 76 59 c2
02 cb 62 88 3d 65 d9
20 a3 el 3b 4f 8a 20
06 d6 b2 aa 5d dc 87 ff
9f 92 f3 c0 e5 53 ee 91
56 8f 64 28 3f b8 26 90
2a3a 89 be ac 27 ea
d9 8e el 7c 63 e8 de
61012 e3 7c 47 54
59 fe 2d e3 1e 87 9c fe
4c1c 10 a4 82 6b el
5 01 e8 fd Of 15 f9 7a
73 cc 12 31 bl b4 95
4f 42 43 dc 59 21 33
7c 7f 7a 89 ae 2c a8
ae 1c 44 55 97 4a be
c6 27 25 a4 95 06 10
dc c4 82 d2 7f 0a 17
4d Ob d4 ec 63 71 Oe
dc ca ff 6a 45 41 46 03
ed be ac 78 15 b6 ba
14 9c b1 f7 19 39 81
07 61 62 70 4f f0 31 2b
d9 d4 15 e6 12 0a c7
89 62 96 54 cf 3c a7
ae 82 f5 33 63 bb a2
le 7e d933b8 7d cc
c1 b0 bd 02 f2 6a Oc
55e43e 1ce3 70 84
97 d0 8e 88 34 79 50
70 aa el 9b 7e 1d 67
fo

Source

Ascii Completion Count Address Symbol

f.; 1 ALP.@..~nx....... R...
+N...h..rbX.<.=.}..=.(
(b]K....V..2..."3..j..0
X. g.(...V.X{...q...)
ZV...K.v.2.T.kRI..2...4
c"...C6.mw.j..%...BsX.V....e
/..]...az6s.
{&".....$.}W.UY2

pending 1 DC7668 WriteFile

%..S.w..R}....0.q.%7#l....% pending 1 DC7668 WriteFile

L..k.....zs
.1...0BC.Y!3|.z..,...DU.J..!
%o M...cq....[EAF....x

........ 9..abpO.1+.......b.T.
<...3c..~3}...j.U>.p.
....4yPp...~.0.
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File Path
C:\Users\user\Documents\PIVFAGEAAV.pdf

C:\Users\user\Documents\PIVFAGEAAV .xlsx

Copyright null 2020

Offset
1026

0

Length Value

232

1026

66 ab 3b 7d fc 7f c2 41
6a a8 50 cc 40 a6 e0
7e 6e 78 d9 ea a2 cd
9b ca al 52 1b 0f f3 10
2b 4e 99 ef e6 68 8 ff
726258 d2 3c 07 3d
ab 0d 7d 05 ca 3d 8a
28 cd e1 01 37 €7 9b
ba 28 a6 62 bd 5d f5
4b 0d 8¢ b9 bb c9 88
56 9c ¢8 32 dc 6¢ 1b
ca 1d 60 4a 98 a8 6a
90 19 30 82 58 dd cd
11 b1 9d 8c 0d 86 67
d7 28 5d ee d5 89 56
8158 b9 7b ce bc e8
719109 bd 29 7a 56
d5 11 0b 90 1e 86 4b
90 a4 76 d9 b0 3f ca
54 9b e3 6b 52 49 da
c3 32 a0 09 ce Oe 34
63 22 d9 af af 43 36 d3
6d 77 bb 6a 99 d5 25
95 b1 f9 42 73 58 e6
56 Oa 18 e6 08 99 fO
27 €2 97 06 24 5¢ dO
3e 827377 03 d8 90
ee 8b 5d 7e 2c 6f 51
b1 4150 95 f1 de 33
1563 64 88 10 13 a5
4c 00 e5 ff aa 64 00
00 00 00 00 00 00 00
a9 27 a9 2d

bc bb 3d a0 29 e3 03
b3 49 ea 87 7f 8f 48 1c
b4 f6 e7 51 ee 66 a7
8c d7 98 65 7c c7 cO
€09 34 7b 88 a6 Oc
c0 bc 31 62 10 6d 6¢
51 a4 07 87 08 17 b9
e0 e4 47 e0 bd 45 c1
6f 29 eb fe 33 ff 6f 0d
74 3c 8¢ 73 2¢ 80 c3
09 28 4b 91 cb aa 19
11 ce a8 5f 36 42 b6
10 c6 a3 cf 4a 01 49
d7 35 2b cd dd 91 02
d8 ee b1 d9 b8 98 e3
6b ff Oc ae ee bb 4e 18
66 €0 1c cb 9b b4 17
bd 20 0f 84 7c 65 c3
46 69 6f ba ee dO fe 18
8b 3f a0 5a f3 Ob 6b af
5a5d el ec a8 d7 ee
7f50 94 d2 f4 26 06
42 fcab c0 15 7f e3 79
dd f1 8d 99 e9 44 3 07
77 bc 46 ef el cf 10 53
86 d2 25 8c 33 b9 03
49 e7 90 ad 46 9e cb
6f 4c 65 4a 37 02 52
06 61 5b 08 82 15 35
99 fc 2e ba a5 b4 1a
19 4b 39 de 42 fe 94
5be2057ee9 1b le
e3 09 00 44 2b 38 09
cla9 61 9d cc 02 be
36 02 fd 58 d8 7f 26 aa
69

Source

Ascii Completion Count Address Symbol

f.; 1 ALP.@..~nx....... R....
+N...h..rbX.<.=.}..=.(
(b]K....V..2..."3..j..0
X. g.(...V.X{...q...)
zV....K.v..2.T.kRI..2....4
c"...C6.mw.j..%...BsX.V......
..$\.>sw....]~,0Q.AP...3.c
d..L..d.....

pending 1 DC7668 WriteFile

=)l H..Qf. . el... DC7668 WriteFile

A....1b.mlQ........ G..E.0).

pending 1

.|le.Fio.....2.Z.k.Z]...
..P..&B...y...D.w.F..
..S..%.3..I...F..oLeJ7.R.a[...
B-cencca K9.B..[..~.....D+8..
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File Path
C:\Users\user\Documents\PIVFAGEAAV .xlIsx

C:\Users\user\Documents\PWCCAWLGRE\3pp6h54-readme.txt unknown 6948

Copyright null 2020

Offset
1026

Length Value

232

66 ab 3b 7d fc 7f c2 41 f.;}...Aj.P.@..~nX....... R...

6a a8 50 cc 40 a6 e0
7e 6e 78 d9 ea a2 cd

9b caal 52 1b 0f 3 10 .X.

2b 4e 99 ef e6 68 8 ff
726258 d2 3c 07 3d
ab 0d 7d 05 ca 3d 8a
28 cd el 01 37 €7 9b
ba 28 a6 62 bd 5d f5
4b 0d 8¢ b9 bb c9 88
56 9c c8 32 dc 6¢ 1b
ca 1d 60 4a 98 a8 6a
90 19 30 82 58 dd cd
11 b1 9d 8c 0d 86 67
d7 28 5d ee d5 89 56
8158 b9 7b ce bc e8
7191 09 bd 29 7a 56
d5 11 0b 90 1e 86 4b
90 a4 76 d9 b0 3f ca
54 9b e3 6b 52 49 da
c3 32 a0 09 ce Oe 34

63 22 d9 af af 43 36 d3

6d 77 bb 6a 99 d5 25
95 b1 f9 42 73 58 e6
56 0a 18 e6 db 2c d3
d1b7 11 6a 51 e7 e4
67 cb b9 a8 1d 16 08

5d fb 75 3d fa cb d4 5a

4b dc e7 51 3a 94 59
fa f8 73 0f 16 b8 7 28
b7 23 3f 39 00 00 00
00 00 00 00 00 82 2b
1518

2d 00 2d 00 2d 00 3d
00 3d 00 3d 00 20 00
57 00 65 00 6¢ 00 63
00 6f 00 6d 00 65 00
2e 0020 00 41 00 67
00 61 00 69 00 6e 00
2e 00 20 00 3d 00 3d
00 3d 00 2d 00 2d 00
2d 00 0d 00 Oa 00 0Od
00 0a 00 5b 00 2b 00
5d 00 20 00 57 00 68
00 61 00 74 00 73 00
2000 48 00 61 00 70
00 70 00 65 00 6e 00
3f 00 20 00 5b 00 2b
00 5d 00 0d 00 0a 00
0d 00 0a 00 59 00 6f
00 75 00 72 00 20 00
66 00 69 00 6¢ 00 65
00 73 00 20 00 61 00
72 00 65 00 20 00 65
00 6e 00 63 00 72 00
7900 70 00 74 00 65
00 64 00 2c 00 20 00
61 00 6e 00 64 00 20
00 63 00 7500 72 00
72 00 65 00 6e 00 74
00 6¢ 00 79 00 20 00
7500 6e 00 61 00 76
00 61 00 69 00 6¢ 00
61 00 62 00 6¢ 00 65
00 2e 00 20 00 59 00
6f 00 75 00 20 00 63
00 61 00 6e 00 20 00
63 00 68 00 65 00 63
00 6b 00 20 00 69 00
7400 3a

Source

Ascii Completion
pending 1 DC7668

+N...h..rbX.<.=.}..=.(
(b]K....V..2..."3..j..0

g.(...V.X{...q...)
ZV....K.v.2.T.kRI..2...4
c"...C6.mw.j..%...BsX.V....,.
-.-.-.===..W.e.l.c.o.m.e... success or wait 1 DC7904

A.g.a.in...
[+]. .W.h.aits. .H.a.
p.p.e.n.?. [+]......Y.0.
ur. files. .are..en.
c.ry.p.te.d.,. .a.n.d. .cu.
rre.ntly. .unav.a.il
a.b.le....Y.o.u. .ca.n. .c.
h.e.ck. .it:

Count Address Symbol

WriteFile

WriteFile
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File Path

C:\Users\user\Documents\PWCCAWLGRE.docx

C:\Users\user\Documents\PWCCAWLGRE.docx

Copyright null 2020

Offset
0

1026

Length Value

1026

232

6a ab 35 1b 71 5b aa

Ascii

j.5.9[...7...%..d.$;....%..zd  pending

be de 37 9d Of cf b1 25 ...H.....a..y;...A.BGvf.._.v.
c91564e8243bb4 N.......4.>.Z.AQ.Sy5...
<R'%.....q.....ky.%.m[.-

f2 9a 13 25 fa 9e 7a

6419 cle548dbec
19¢c40d 6112379
3b 9d e7 18 83 5e ad

*<l.0.

Wl jorz..,.>.|.

[.Y..X.<.bd."s.oc.._n.

42 47 76 66 fb 3a 5f of { ....5Xs.ve.k.....p.(....e

76 b4 4e 09 9e 19 db
ea 06 bb 34 00 9d 3e
97 e9 5a al 41 51 Of
537935 0a 17 bd 3c
52 27 25 19 f1 {9 f2 be
67 aa d7 b7 06 a2 6b
79 87 25 de 6d 5b Oc
2d 60 3c 6¢ b0 30 b6
bd cf 05 f8 20 21 56 ed
d0 91 31 b5 dO cc 07
d0 e5 a3 8e 99 a3 90
6ac9da72 7a0ccl
2c 19 3e 8a 7c c0 09
a5 db 8f ff 02 8a 4a cc
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File Path
C:\Users\user\Documents\QNCYCDFIJJ\PIVFAGEAAV .pdf

C:\Users\user\Documents\QNCYCDFIJJ\PIVFAGEAAV .pdf
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Offset
0

1026

Length Value

1026

232
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18 aa b2 31 78 3d ba
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53 31 cc f4 85 d6 d1
6b fO f1 61 12 30 1e 47
23 6¢ c9 ea b0 6b ef
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95 6a 3c cl ff 17 a0 4b
38 65

66 ab 3b 7d fc 7f c2 41
6a a8 50 cc 40 a6 e0
7e 6e 78 d9 ea a2 cd
9b ca al 52 1b 0f f3 10
2b 4e 99 ef e6 68 8 ff
726258 d2 3c 07 3d
ab 0d 7d 05 ca 3d 8a
28 cd e1 01 37 €7 9b
ba 28 a6 62 bd 5d f5
4b 0d 8c b9 bb c9 88
56 9c c8 32 dc 6¢ 1b
ca 1d 60 4a 98 a8 6a
90 19 30 82 58 dd cd
11 b1 9d 8c 0d 86 67
d7 28 5d ee d5 89 56
8158 b9 7b ce bc e8
719109 bd 29 7a 56
d5 11 0b 90 1e 86 4b
90 a4 76 d9 b0 3f ca
54 9b e3 6b 52 49 da
c3 32 a0 09 ce Oe 34
63 22 d9 af af 43 36 d3
6d 77 bb 6a 99 d5 25
95 b1 f9 42 73 58 e6
56 0a 18 e6 89 7d 85
2b 63 06 e7 5f c4 fe 5f
86 6e f6 60 b5 b9 al
89 02 a9 a9 61 8b a3
a9 f539 01 c6 le 33
al 7afldl le 40 42
0d 52 f0 cd af 00 00 00
00 00 00 00 00 6f 44
35 f6
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W...[...7..+.je..Q..A...3u.. pending 1 DC7668 WriteFile
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C:\Users\user\Documents\QNCYCDFIJJ\PWCCAWLGRE.xIsx

C:\Users\user\Documents\QNCYCDFIJJ\PWCCAWLGRE.xIsx
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File Path
C:\Users\user\Documents\QNCYCDFIJJ\QNCYCDFIJJ.docx

C:\Users\user\Documents\QNCYCDFIJJ\QNCYCDFIJJ.docx

Copyright null 2020
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232
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File Path
C:\Users\user\Documents\QNCYCDFIJN\SQSJKEBWDT.jpg

C:\Users\user\Documents\QNCYCDFIJN\SQSJKEBWDT.jpg

C:\Users\user\AppData\Local\Temp\539.bmp
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C:\Users\user\AppData\Local\Temp\539.bmp unknown 5242880 86 Oe 17 00 ad 17 19 success or wait 1 DC45B8 WriteFile
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18 00 75 Of Ob 00 b2
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2e 17 0300 1b 1b 19

00 39 07 0a 00 0d 06

06 00 2c 03 06 00 98

0d 05 00 86 Oa 13 00

3202 0b

File Read
Source

File Path Offset Length Completion Count Address Symbol
C:\bootTel.dat 0 80 pending 2 DC7634 ReadFile
C:\Users\Default\NTUSER.DAT.LOG1 unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\DefaulttNTUSER.DAT.LOG1 0 57344 pending 1 DC7634 ReadFile
C:\Users\Default NTUSER.DAT{8ebe95f7-3dch-11e8-a9d9-7cfe90913f50}. TM.blf unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\Default NTUSER.DAT{8ebe95f7-3dch-11e8-a9d9-7cfe90913f50}. TM.blf 0 65536 pending 1 DC7634 ReadFile
C:\Users\Default\NTUSER.DAT{8ebe95f7-3dch-11e8-a9d9-7cfe9091 unknown 232 success or wait 1 DC78D2 ReadFile
3f50}. TMContainer00000000000000000001..regtrans-ms
C:\Users\Default\NTUSER.DAT{8ebe95f7-3dch-11e8-a9d9-7cfe9091 0 524288 pending 2 DC7634 ReadFile
3f50}. TMContainer00000000000000000001..regtrans-ms
C:\Users\Default\NTUSER.DAT{8ebe95f7-3dch-11e8-a9d9-7cfe9091 unknown 232 success or wait 1 DC78D2 ReadFile
3f50}. TMContainer00000000000000000002.regtrans-ms
C:\Users\Default\NTUSER.DAT{8ebe95f7-3dch-11e8-a9d9-7cfe9091 0 524288 pending 1 DC7634 ReadFile
3f50}. TMContainer00000000000000000002.regtrans-ms
C:\Users\user\Desktop\DUUDTUBZFW.png unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Desktop\EEGWXUHVUG.pdf unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Desktop\EIVQSAOTAQ.mp3 unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Desktop\DUUDTUBZFW.png 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Desktop\EEGWXUHVUG.pdf 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Desktop\EIVQSAOTAQ.mp3 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Desktop\EOWRVPQCCS.jpg unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Desktop\GAOBCVIQIJ.xIsx unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Desktop\GIGIYTFFYT.png unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Desktop\EOWRVPQCCS.jpg 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Desktop\GIGIYTFFYT.png 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Desktop\GRXZDKKVDB.jpg unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Desktop\GAOBCVIQIJ.xIsx 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Desktop\GRXZDKKVDB.jpg 0 1026 pending 1 DC7634 ReadFile
C:\Users\user\Desktop\GRXZDKKVDB.mp3 unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Desktop\GRXZDKKVDB.mp3 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Desktop\GRXZDKKVDB.pdf unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Desktop\GRXZDKKVDB.pdf 0 1026 pending 1 DC7634 ReadFile
C:\Users\user\Desktop\NVWZAPQSQL.png unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Desktop\NVWZAPQSQL.png 0 1026 pending 2 DC7634 ReadFile

Copyright null 2020 Page 222 of 229



Source

File Path Offset Length Completion Count Address Symbol

C:\Users\user\Desktop\PIVFAGEAAV.pdf unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Desktop\PIVFAGEAAV.pdf 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Desktop\PIVFAGEAAV .xlsx unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Desktop\PIVFAGEAAV .xlsx 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Desktop\PWCCAWLGRE.docx unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Desktop\PWCCAWLGRE.docx 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Desktop\PWCCAWLGRE.png unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Desktop\PWCCAWLGRE.png 0 1026 pending 1 DC7634 ReadFile
C:\Users\user\Desktop\PWCCAWLGRE.xIsx unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Desktop\PWCCAWLGRE.xIsx 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Desktop\QCFWYSKMHA.docx unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Desktop\QCFWYSKMHA.docx 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Desktop\QCFWYSKMHA.jpg unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Desktop\QCFWYSKMHA.jpg 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Desktop\QCOILOQIKC.mp3 unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Desktop\QCOILOQIKC.mp3 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Desktop\QNCYCDFIJJ.docx unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Desktop\QNCYCDFIJJ.docx 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Desktop\QNCYCDFIJJ.pdf unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Desktop\SQSJKEBWDT.jpg unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Desktop\SQSJKEBWDT.jpg 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Desktop\SQSJKEBWDT .xlsx unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Desktop\QNCYCDFIJJ.pdf 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Desktop\SQSJKEBWDT .xlsx 0 1026 pending 1 DC7634 ReadFile
C:\Users\user\Desktop\SUAVTZKNFL.mp3 unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Desktop\SUAVTZKNFL.mp3 0 1026 pending 1 DC7634 ReadFile
C:\Users\user\Desktop\ZQIXMVQGAH.docx unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Desktop\ZQIXMVQGAH.docx 0 1026 pending 1 DC7634 ReadFile
C:\Users\user\Documents\DUUDTUBZFW.png unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Documents\DUUDTUBZFW.png 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Documents\EEGWXUHVUG.pdf unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Documents\EEGWXUHVUG.pdf 0 1026 pending 1 DC7634 ReadFile
C:\Users\user\Documents\EIVQSAOTAQ.mp3 unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Documents\EIVQSAOTAQ.mp3 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Documents\EOWRVPQCCS.jpg unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Documents\EOWRVPQCCS.jpg 0 1026 pending 1 DC7634 ReadFile
C:\Users\user\Documents\GIGIYTFFYT.png unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Documents\GIGIYTFFYT.png 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Documents\GRXZDKKVDB.jpg unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Documents\GRXZDKKVDB.jpg 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Documents\GRXZDKKVDB.mp3 unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Documents\GRXZDKKVDB.mp3 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Documents\GRXZDKKVDB.pdf unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Documents\GRXZDKKVDB.pdf 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Documents\NVWZAPQSQL.png unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Documents\NVWZAPQSQL.png 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Documents\PIVFAGEAAV.mp3 unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Documents\PIVFAGEAAV.mp3 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Documents\PIVFAGEAAV.pdf unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Documents\PIVFAGEAAV.pdf 0 1026 pending 1 DC7634 ReadFile
C:\Users\user\Documents\PIVFAGEAAV .xlIsx unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Documents\PIVFAGEAAV .xlsx 0 1026 pending 1 DC7634 ReadFile
C:\Users\user\Documents\PWCCAWLGRE.docx unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Documents\PWCCAWLGRE.docx 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Documents\PWCCAWLGRE.jpg unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Documents\PWCCAWLGRE.jpg 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Documents\PWCCAWLGRE.xlsx unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Documents\PWCCAWLGRE.xIsx 0 1026 pending 1 DC7634 ReadFile
C:\Users\user\Documents\QCFWYSKMHA.docx unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Documents\QCFWYSKMHA.docx 0 1026 pending 1 DC7634 ReadFile
C:\Users\user\Documents\QCFWY SKMHA.pdf unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Documents\QCFWY SKMHA.pdf 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Documents\QCOILOQIKC.mp3 unknown 232 success or wait 1 DC78D2 ReadFile
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C:\Users\user\Documents\QCOILOQIKC.mp3 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Documents\QNCYCDFIJJ.docx unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Documents\QNCYCDFIJJ.docx 0 1026 pending 1 DC7634 ReadFile
C:\Users\user\Documents\QNCYCDFIJJ.xlsx unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Documents\QNCYCDFIJJ.xlsx 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Documents\SQSJKEBWNDT.jpg unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Documents\SQSJKEBWNDT.jpg 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Documents\SQSJKEBWDT .xIsx unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Documents\SQSJKEBWDT .xIsx 0 1026 pending 1 DC7634 ReadFile
C:\Users\user\Documents\SUAVTZKNFL.png unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Documents\SUAVTZKNFL.png 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Documents\ZQIXMVQGAH.docx unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Documents\ZQIXMVQGAH.docx 0 1026 pending 1 DC7634 ReadFile
C:\Users\user\Downloads\DUUDTUBZFW.png unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Downloads\DUUDTUBZFW.png 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Downloads\EEGWXUHVUG.pdf unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Downloads\EEGWXUHVUG.pdf 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Downloads\EIVQSAOTAQ.mp3 unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Downloads\EIVQSAOTAQ.mp3 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Downloads\EOWRVPQCCS.jpg unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Downloads\EOWRVPQCCS.jpg 0 1026 pending 1 DC7634 ReadFile
C:\Users\user\Downloads\GAOBCVIQIJ.docx unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Downloads\GAOBCVIQIJ.docx 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Downloads\GIGIYTFFYT.png unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Downloads\GIGIYTFFYT.png 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Downloads\GRXZDKKVDB.jpg unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Downloads\GRXZDKKVDB.jpg 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Downloads\GRXZDKKVDB.mp3 unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Downloads\GRXZDKKVDB.mp3 0 1026 pending 1 DC7634 ReadFile
C:\Users\user\Downloads\GRXZDKKVDB.pdf unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Downloads\GRXZDKKVDB.pdf 0 1026 pending 1 DC7634 ReadFile
C:\Users\user\Downloads\NVWZAPQSQL.png unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Downloads\NVWZAPQSQL.png 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Downloads\PIVFAGEAAV.mp3 unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Downloads\PIVFAGEAAV.mp3 0 1026 pending 1 DC7634 ReadFile
C:\Users\user\Downloads\PIVFAGEAAV .pdf unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Downloads\PIVFAGEAAV .pdf 0 1026 pending 1 DC7634 ReadFile
C:\Users\user\Downloads\PIVFAGEAAV.xIsx unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Downloads\PIVFAGEAAV .xIsx 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Downloads\PWCCAWLGRE.docx unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Downloads\PWCCAWLGRE.docx 0 1026 pending 1 DC7634 ReadFile
C:\Users\user\Downloads\PWCCAWLGRE.jpg unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Downloads\PWCCAWLGRE.jpg 0 1026 pending 1 DC7634 ReadFile
C:\Users\user\Downloads\PWCCAWLGRE.xIsx unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Downloads\PWCCAWLGRE .xIsx 0 1026 pending 1 DC7634 ReadFile
C:\Users\user\Downloads\QCFWYSKMHA.docx unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Downloads\QCFWYSKMHA.docx 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Downloads\QCFWYSKMHA.pdf unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Downloads\QCFWYSKMHA.pdf 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Downloads\QCOILOQIKC.mp3 unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Downloads\QCOILOQIKC.mp3 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Downloads\QNCYCDFIJJ.docx unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Downloads\QNCYCDFIJJ.docx 0 1026 pending 1 DC7634 ReadFile
C:\Users\user\Downloads\QNCYCDFIJJ.xIsx unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Downloads\QNCYCDFIJJ.xIsx 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Downloads\SQSJKEBWDT.jpg unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Downloads\SQSJKEBWDT.jpg 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Downloads\SQSJKEBWDT .xlsx unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Downloads\SQSJKEBWDT .xlsx 0 1026 pending 1 DC7634 ReadFile
C:\Users\user\Downloads\SUAVTZKNFL.png unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Downloads\SUAVTZKNFL.png 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Favorites\Amazon.url 0 111 pending 2 DC7634 ReadFile
C:\Users\user\Favorites\Bing.url 0 208 pending 1 DC7634 ReadFile
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C:\Users\user\Favorites\Facebook.url 0 113 pending 2 DC7634 ReadFile
C:\Users\user\Favorites\Google.url 0 111 pending 2 DC7634 ReadFile
C:\Users\user\Favorites\Live.url 0 109 pending 2 DC7634 ReadFile
C:\Users\user\Favorites\NY Times.url 0 112 pending 1 DC7634 ReadFile
C:\Users\user\Favorites\Reddit.url 0 111 pending 2 DC7634 ReadFile
C:\Users\user\Favorites\Twitter.url 0 112 pending 2 DC7634 ReadFile
C:\Users\user\Favorites\Wikipedia.url 0 114 pending 2 DC7634 ReadFile
C:\Users\user\Favorites\Youtube.url 0 112 pending 2 DC7634 ReadFile
C:\Users\user\Searches\Everywhere.search-ms unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Searches\Everywhere.search-ms 0 248 pending 2 DC7634 ReadFile
C:\Users\user\Searches\Indexed Locations.search-ms unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Searches\Indexed Locations.search-ms 0 248 pending 1 DC7634 ReadFile
C:\Users\Public\Libraries\RecordedTV.library-ms unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\Public\Libraries\RecordedTV.library-ms 0 999 pending 1 DC7634 ReadFile
C:\Users\user\Desktop\PWCCAWLGRE\EOWRVPQCCS.jpg unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Desktop\PWCCAWLGRE\EOWRVPQCCS.jpg 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Desktop\PWCCAWLGRE\GIGIYTFFYT.png unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Desktop\PWCCAWLGRE\GIGIYTFFYT.png 0 1026 pending 1 DC7634 ReadFile
C:\Users\user\Desktop\PWCCAWLGRE\GRXZDKKVDB.pdf unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Desktop\PWCCAWLGRE\GRXZDKKVDB.pdf 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Desktop\PWCCAWLGRE\PWCCAWLGRE.docx unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Desktop\PWCCAWLGRE\PWCCAWLGRE.docx 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Desktop\PWCCAWLGRE\QCOILOQIKC.mp3 unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Desktop\PWCCAWLGRE\QCOILOQIKC.mp3 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Desktop\PWCCAWLGRE\SQSJKEBWDT.xlsx unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Desktop\PWCCAWLGRE\SQSJKEBWDT.xlsx 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Desktop\QCFWYSKMHA\DUUDTUBZFW.png unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Desktop\QCFWYSKMHA\DUUDTUBZFW.png 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Desktop\QCFWY SKMHA\EEGWXUHVUG.pdf unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Desktop\QCFWY SKMHA\EEGWXUHVUG.pdf 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Desktop\QCFWYSKMHA\EIVQSAOTAQ.mp3 unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Desktop\QCFWYSKMHA\EIVQSAOTAQ.mp3 0 1026 pending 1 DC7634 ReadFile
C:\Users\user\Desktop\QCFWYSKMHA\GRXZDKKVDB.jpg unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Desktop\QCFWYSKMHA\GRXZDKKVDB.jpg 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Desktop\QCFWY SKMHA\PIVFAGEAAV .xlsx unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Desktop\QCFWY SKMHA\PIVFAGEAAV .xlsx 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Desktop\QCFWYSKMHA\QCFWYSKMHA.docx unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Desktop\QCFWYSKMHA\QCFWYSKMHA.docx 0 1026 pending 1 DC7634 ReadFile
C:\Users\user\Desktop\QNCYCDFIJJ\GRXZDKKVDB.mp3 unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Desktop\QNCYCDFIJJ\GRXZDKKVDB.mp3 0 1026 pending 1 DC7634 ReadFile
C:\Users\user\Desktop\QNCYCDFIJJI\NVWZAPQSQL.png unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Desktop\QNCYCDFIJJ\PIVFAGEAAV .pdf unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Desktop\QNCYCDFIJJI\NVWZAPQSQL.png 0 1026 pending 1 DC7634 ReadFile
C:\Users\user\Desktop\QNCYCDFIJJ\PWCCAWLGRE.xIsx unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Desktop\QNCYCDFIJJ\PIVFAGEAAV .pdf 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Desktop\QNCYCDFIJJ\PWCCAWLGRE.xIsx 0 1026 pending 1 DC7634 ReadFile
C:\Users\user\Desktop\QNCYCDFIJJ\QNCYCDFIJJ.docx unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Desktop\QNCYCDFIJJ\QNCYCDFIJJ.docx 0 1026 pending 1 DC7634 ReadFile
C:\Users\user\Desktop\QNCYCDFIJN\SQSJKEBWDT.jpg unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Desktop\QNCYCDFIJN\SQSJKEBWDT.jpg 0 1026 pending 1 DC7634 ReadFile
C:\Users\user\Desktop\ZQIXMVQGAH\GAOBCVIQIJ.xIsx unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Desktop\ZQIXMVQGAH\PWCCAWLGRE.png unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Desktop\ZQIXMVQGAH\GAOBCVIQIJ.xIsx 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Desktop\ZQIXMVQGAH\PWCCAWLGRE.png 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Desktop\ZQIXMVQGAH\QCFWYSKMHA.jpg unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Desktop\ZQIXMVQGAH\QCFWYSKMHA.jpg 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Desktop\ZQIXMVQGAH\QNCYCDFIJJ.pdf unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Desktop\ZQIXMVQGAH\QNCYCDFIJJ.pdf 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Desktop\ZQIXMVQGAH\SUAVTZKNFL.mp3 unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Desktop\ZQIXMVQGAH\SUAVTZKNFL.mp3 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Desktop\ZQIXMVQGAH\ZQIXMVQGAH.docx unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Desktop\ZQIXMVQGAH\ZQIXMVQGAH.docx 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Documents\GAOBCVIQIJN\GAOBCVIQIJ.docx unknown 232 success or wait 1 DC78D2 ReadFile
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C:\Users\user\Documents\GAOBCVIQIJ\GAOBCVIQIJ.docx 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Documents\GAOBCVIQIJ\PIVFAGEAAV.mp3 unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Documents\GAOBCVIQIJ\PIVFAGEAAV.mp3 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Documents\GAOBCVIQIJ\PWCCAWLGRE.jpg unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Documents\GAOBCVIQIJ\PWCCAWLGRE.jpg 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Documents\GAOBCVIQIN\QCFWYSKMHA.pdf unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Documents\GAOBCVIQIN\QCFWYSKMHA.pdf 0 1026 pending 1 DC7634 ReadFile
C:\Users\user\Documents\GAOBCVIQIJ\QNCYCDFIJJ.xlsx unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Documents\GAOBCVIQIJ\QNCYCDFIJJ.xlsx 0 1026 pending 1 DC7634 ReadFile
C:\Users\user\Documents\GAOBCVIQIJN\SUAVTZKNFL.png unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Documents\GAOBCVIQIJN\SUAVTZKNFL.png 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Documents\PWCCAWLGRE\EOWRVPQCCS.jpg unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Documents\PWCCAWLGRE\EOWRVPQCCS.jpg 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Documents\PWCCAWLGRE\GIGIYTFFYT.png unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Documents\PWCCAWLGRE\GIGIYTFFYT.png 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Documents\PWCCAWLGRE\GRXZDKKVDB.pdf unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Documents\PWCCAWLGRE\GRXZDKKVDB.pdf 0 1026 pending 1 DC7634 ReadFile
C:\Users\user\Documents\PWCCAWLGRE\PWCCAWLGRE.docx unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Documents\PWCCAWLGRE\PWCCAWLGRE.docx 0 1026 pending 1 DC7634 ReadFile
C:\Users\user\Documents\PWCCAWLGRE\QCOILOQIKC.mp3 unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Documents\PWCCAWLGRE\QCOILOQIKC.mp3 0 1026 pending 1 DC7634 ReadFile
C:\Users\user\Documents\PWCCAWLGRE\SQSJKEBWDT.xIsx unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Documents\PWCCAWLGRE\SQSJKEBWDT.xIsx 0 1026 pending 1 DC7634 ReadFile
C:\Users\user\Documents\QCFWYSKMHA\DUUDTUBZFW.png unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Documents\QCFWYSKMHA\DUUDTUBZFW.png 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Documents\QCFWYSKMHA\EEGWXUHVUG.pdf unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Documents\QCFWYSKMHA\EEGWXUHVUG.pdf 0 1026 pending 1 DC7634 ReadFile
C:\Users\user\Documents\QCFWYSKMHA\EIVQSAOTAQ.mp3 unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Documents\QCFWYSKMHA\EIVQSAOTAQ.mp3 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Documents\QCFWYSKMHA\GRXZDKKVDB.jpg unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Documents\QCFWYSKMHA\GRXZDKKVDB.jpg 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Documents\QCFWYSKMHA\PIVFAGEAAV .xlsx unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Documents\QCFWYSKMHA\PIVFAGEAAV .xlsx 0 1026 pending 1 DC7634 ReadFile
C:\Users\user\Documents\QCFWYSKMHA\QCFWYSKMHA.docx unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Documents\QCFWYSKMHA\QCFWYSKMHA.docx 0 1026 pending 1 DC7634 ReadFile
C:\Users\user\Documents\QNCYCDFIJJ\GRXZDKKVDB.mp3 unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Documents\QNCYCDFIJJ\GRXZDKKVDB.mp3 0 1026 pending 1 DC7634 ReadFile
C:\Users\user\Documents\QNCYCDFIJJ\NVWZAPQSQL.png unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Documents\QNCYCDFIJJ\NVWZAPQSQL.png 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Documents\QNCYCDFIJJ\PIVFAGEAAV.pdf unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Documents\QNCYCDFIJJ\PIVFAGEAAV.pdf 0 1026 pending 1 DC7634 ReadFile
C:\Users\user\Documents\QNCYCDFIJJ\PWCCAWLGRE.xIsx unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Documents\QNCYCDFIJJ\PWCCAWLGRE.xIsx 0 1026 pending 1 DC7634 ReadFile
C:\Users\user\Documents\QNCYCDFIJJ\QNCYCDFIJJ.docx unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Documents\QNCYCDFIJJ\QNCYCDFIJJ.docx 0 1026 pending 2 DC7634 ReadFile
C:\Users\user\Documents\QNCYCDFIJN\SQSJKEBWDT.jpg unknown 232 success or wait 1 DC78D2 ReadFile
C:\Users\user\Documents\QNCYCDFIJN\SQSJKEBWDT.jpg 0 1026 pending 2 DC7634 ReadFile

Registry Activities

Key Created
Source

Key Path Completion Count Address Symbol
HKEY_LOCAL_MACHINE\SOFTWARE\WOW®6432Node\BlackLivesMatter success or wait 1 DC5627 RegCreateKeyExW

Key Value Created

Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_LOCAL_MACHINE\SOFTWARE\WO BMG binary 3D C19A 1B F3 8F A0 58 8D CE ED success or wait 1 DC5641 RegSetValueExW

W6432Node\BlackLivesMatter 4B 50 2D 90 87 3F 74 E5 86 10 0A 15
FD 48 5A 3E 32 E5 C4 57 63
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Key Path

HKEY_LOCAL_MACHINE\SOFTWARE\WO
W6432Node\BlackLivesMatter

HKEY_LOCAL_MACHINE\SOFTWARE\WO
W6432Node\BlackLivesMatter

HKEY_LOCAL_MACHINE\SOFTWARE\WO
W6432Node\BlackLivesMatter

HKEY_LOCAL_MACHINE\SOFTWARE\WO
W6432Node\BlackLivesMatter

Copyright null 2020

Name

eYDb

T5m7m

mD469S

UJgWarH

Type

binary

binary

binary

unicode

Data

E9 B7 C8 C6 84 19 86 26 D9 FF EO
62 91 8C 68 65 F6 95 C4 83 22 89 FB
D6 51 53 4D 69 6A 13 F8 16

66 AB 3B 7D FC 7F C2 41 6A A8 50
CC 40 A6 EO 7E 6E 78 D9 EA A2 CD
9B CA A152 1B OF F3 10 2B 4E 99
EF E6 68 F8 FF 72 62 58 D2 3C 07
3D AB OD 7D 05 CA 3D 8A 28 CD E1
01 37 E7 9B BA 28 A6 62 BD 5D F5
4B 0D 8C B9 BB C9 88 56 9C C8 32
DC 6C 1B CA 1D 60 4A 98 A8 6A 90

19308258 DD CD 11 B1 9D 8C 0D
86 67 D7 28 5D EE D5 89 56 81 58
B9 7B CE BC E8 71 91 09 BD 29 7A
56 D5 11 0B 90 1E 86 4B 90 A4 76
D9 BO 3F CA 54 9B E3 6B 52 49 DA
C3 32 A0 09 CE OE 34 63 22 D9 AF
AF 43 36 D3 6D 77 BB 6A 99 D5 25
95 B1 F9 42 73 58 E6 56 OA 18 E6

.3pp6h54

Completion

success or wait

success or wait

success or wait

success or wait

Source

Count Address Symbol

1

1

1

1

DC5641 RegSetValueExW

DC5641 RegSetValueExW

DC5641 RegSetValueExW

DC5641 RegSetValueExW
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Key Path

HKEY_LOCAL_MACHINE\SOFTWARE\WO
W6432Node\BlackLivesMatter
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Name

Inipglhe

Type

binary

Data

44 EC 63 12 F5 01 D7 4F 08 01 BD
7AB5E2E645EF 0379 EC11 1A
BD 31 13 7E AA 86 AE 2E A5 B6 D9
86 55 59 38 B4 DD 8D F1 22 1D 66
33 B7 6F 07 BE CD 8C AD A7 F7 F3
3D FF 30 DD 01 91 A0 48 62 45 B4
F8 A7 1E 44 3B E3 A7 52 2517 1E
4B 8F A6 2C 4B FO EA DF 3B D8 1F
B4 02 66 07 E1 5D FD 84 09 FB 14
D4 C4 2A C4 86 B7 E7 EF D8 85 73
78 E6 8F AB AD 83 86 9D 5B B2 75
EF 7D 85 76 B8 B3 F6 5C OF 98 C3
F3 E8 9C 7A 13 03 A8 9E 16 B2 D7
3F FD CF A0 3F DB FB E3 39 B4 C5
1830 B4 1B 04 FB 8A 01 17 EE 47
90 F2 E2 BB 1A 1F A1 9E F4 F7 8D
44 57 BB 25 F4 41 7A 56 8E E1 B9
8B E8 19 44 AB 815562 1A 93 7B
D3 OF E8 58 6A 68 08 0C 8E D8 6C
B8 69 6E 57 E2 AB 27 BD CO 6E F5
E4 A7 9C B8 C4 CA 37 D4 78 7F 97
2F 05 CB 95 77 08 55 A2 A1 74 E3
E6 90 OF 5C B9 DE 0D 45 C5 6E 75
6A 5F B3 6F F3 69 09 6E 89 AD 97
44 BD 8E A9 A9 A7 74 04 4C 6D A9
9C AA 58 5B E2 4B 95 D9 13 EE 39
97 78 24 BE 10 E6 41 B2 37 58 75 38
A5 02 8F 92 14 33 87 18 DA 4D 13
3E 00 94 9B 27 3E 73 C6 36 19 A5
OE 4D 63 D1 86 46 73 OF OF 77 CE
82 0C 5F 6D 61 EB 8D 3E B6 2E 30
D8 23 F4 6A CF 1AEC 82 04 AD 12
9B 2B 84 EA DB 53 33 5C 0B EE OE
0A 37 49 0D 71 50 C1 EC 69 96 B2
72 8E 29 68 0D 6D A3 C8 47 4D 48
0D 44 F4 OF 9F 17 26 8F 96 8D FC
59 61 5C C7 3B 0B CE 6D B5 64 7D
8E 12 0C 3A 11 F2 12 17 FE 5E B4
CA 82 FO A7 7A AQ 1E 4C A4 39 FO
67 FC 81 A498 12 8F 73 C2 4A D1
0D 28 B5 70 93 BF 7B AQ FB 45 86
F6 9E 32 98 69 CA F3 67 20 E7 Al
8A E9 56 5D 14 07 49 B8 E6 10 27
B3 E9 5A 30 D2 FE 74 78 41 5C 57
B5 F9 EA B2 FE 13 E5 83 59 6D A0
D4 8E A5 57 2A 69 6C 60 4A C0 92
D1 05 5A 52 B4 66 05 F9 30 2F 12 22
2E 36 84 1C 25 07 60 34 6F FB AD
57 BA 8D 72 21 FA 56 66 1E A4 B3
B0 7C 29 B7 C0O OE EB 7E 92 B3 B2
C7 C6 B5 BE 93 F6 75 18 BA D7 3A
23 OF D3 2C 87 81 90 B6 35 91 98
FA CO ED C3 70 D4 D2 3D 8C D5 E6
F6 1E 98 45 85 D5 23 A9 2C A9 52
8C 7A 27 42 3F 80 24 1E 09 51 5A
DO EB FF A3 0C 4F DC 55 F4 7F EB
CE C32D 810C F2B6 98 41 7D 81
3C 4D E9 E7 94 F8 13 B5 85 DA 26
92 FD D4 D8 37 9B 48 ED B7 F3 A3
9C C4 5F 7B D1 46 01 71 A2 38 C5
BO F5 24 9F FE 2E 4C B9 3F 73 E2
43 77 6F 82 F9 4E 3D 16 79 C3 86 5F
D2 46 C4 BF 66 CO F6 38 61 D2 35
D5 B7 2F BB 80 C4 CF 24 OE 40 53
3A CC 29 92 10 52 OE 26 D9 80 A3
90 FE 38 B9 CE 27 F8 61 51 FB E4
DC 2F 18 BES5EBA 11 FE 75 ED F1
1C2B 7219 2E 2D 61 6C 03 EA 11
DC 9D F9 13 2C 05 C1 F6 AF E4 AF
D7 35 19 48 0D 8A 2C F3 A5 F9 4A
43 4E219A7C9F 7C B8 12 0B 19
3D DF OF 1E 06 50 75 25 AE 16 22
D8 F4 OF 55 0A 4E 3B C6 55 2B 45
7F DD 56 D3 E1 DC 05 AB 64 23 3B
B1 AF 8F 1E A7 0A 26 74 07 54 91
39 F4 A4 76 D2 F1 63 90 5C 5A 31
7C 5E C8 E5 09 7E 5D 60 2E 64 03
02 2F D1 D7 52 3B 7B 7D 47 04 D3
53 D6 2F 6D C3 FC 31 24 B8 EE EB
07 50 02 1F EF 21 FE BC A7 90 E6
68 F4 5A 55 A2 CB 9E 30 F7 1C 56
B2 78 84 95 C6 39 15 CB 3B 91 D4
86 4C B3 60 A8 85 F8 C5 8F 9B 2C
5C 80 8F 64 C8 D5 06 35 84 25 AA
AB F5 79 A2 2B D9 6A DC 64 97 36
BD ED 41 FA A3 D4 92 B1 09 49 77
45 C0 DO 61 A7 D8 99 4A E6 2B BA
3C 72 18 FE 80 58 6F 6A 3D AD OF

Completion

success or wait

Source

Count Address Symbol

1

DC5641 RegSetValueExW
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7059 99 46 BD CD 62 25 A9 42 82 Source

Key Path Name Type 4146 3A 17 6E 6C Completion Count Address Symbol
HKEY_LOCAL_MACHINE\SYSTEM\Cont PendingFileRenameOper unicode array \??\C:\Users\user\Desktop\gVz4 success or wait 1 DC389A MoveFileExW
rolSet001\Control\Session Manager ations ueFL8n.exe

Analysis Process: unsecapp.exe PID: 5364 Parent PID: 792

General

Start time: 02:46:19

Start date: 22/11/2020

Path: C:\Windows\System32\wbem\unsecapp.exe
Wow64 process (32bit): false

Commandline: C:\Windows\system32\wbem\unsecapp.exe -Embedding
Imagebase: 0x7ff705c00000

File size: 48640 bytes

MDS5 hash: 9CBD3EC8D9E4F8CE54258B0573C66BEB
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

Disassembly
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