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Analysis Report https://itsfoss.com/save-command-out...

Overview

General Information

Sample URL: hitp://https://itsfoss.com/sa
ve-command-output-to-file-
linux/

Analysis ID: 321439

Most interesting Screenshot:

Startup

= System is w10x64

. @ iexplore.exe (PID: 4952 cmdline: 'C:\Program Files\Internet Exploreniexplore.exe' -Embedding MD5: 6465CB92B25A7BC1DF8E01D8AC5E7596)
. @ iexplore.exe (PID: 5640 cmdline: 'C:\Program Files (x86)\Internet ExplorelEXPLORE.EXE' SCODEF:4952 CREDAT:17410 /prefetch:2 MD5:

Detection

I CEAN ]

Score:

Range:

Whitelisted:

Confidence:

071277CC2E3DFA1EEEA8013E2AB58D5A)

. @ iexplore.exe (PID: 7896 cmdline: 'C:\Program Files (x86)\Internet ExplorelIEXPLORE.EXE' SCODEF:4952 CREDAT:82962 /prefetch:2 MD5:

071277CC2E3DFA1EEEA8013E2AB58D5A)

. @ iexplore.exe (PID: 8024 cmdline: 'C:\Program Files (x86)\Internet ExplorelEXPLORE.EXE' SCODEF:4952 CREDAT:17424 /prefetch:2 MD5:

071277CC2E3DFA1EEEA8013E2AB58D5A)

. @ iexplore.exe (PID: 8152 cmdline: 'C:\Program Files (x86)\Internet ExplorelEXPLORE.EXE' SCODEF:4952 CREDAT:82970 /prefetch:2 MD5:

071277CC2E3DFA1EEEA8013E2AB58D5A)

= cleanup

Malware Configuration

No configs have been found

Yara Overview

No yara matches

Sigma Overview

No Sigma rule has matched

Signature Overview
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@

There are no malicious signatures, click here to show all signatures.

Click to jump to signature section

Mitre Att&ck Matrix

Privilege  Defense
Initial Access Execution Persistence Escalation Evasion
Drive-by Windows Path Process Masquerading
Compromise g Management  Interception Injection
Instrumentation
Default Scheduled Boot or Boot or Process
Accounts Task/Job Logon Logon Injection
Initialization  Initialization
Scripts Scripts
Domain At (Linux) Logon Script Logon Obfuscated Files
Accounts (Windows)  Script or Information
(Windows)

Behavior Graph

Copyright null 2020
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This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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# How to Save the Command... % |

0 This website uses cookies
p—g

We use cookies to personalise content and ads, to provide social media features and to analyse our
traffic. We also share information about your use of our site with our social media, advertising and
analytics partners who may combine it with other information that you've provided to them or that
they've collected from your use of their services,

Use necessary cookies only Allow selection Allow all cookies

Necessary & Preferences Statistics Marketing Show details v

—TEEEmrer=TiE]

Follow us on Facebook

How to Save the Output of a Command to a File in Linux
Terminal [Beginner’s Tip]

Follow us on YouTube

Last updated November 21, 2020 By Abhishek Prakash — Leave a Comment IFery e iy Followers

23.1K

Followers

When you run a command or script in the Linux terminal, it prints the output on the screen for Follow us on Instagram

your immediate viewing.
480

Follow us on Reddit
Followers

There will be times when you need to save the output to afile for future references. Now, vou

can surely copy and paste in Linux terminal but there are better ways to save the output of a

shell script or command in Linux command line. Let me show them to you.

ok o Weekly Linux
Method 1: Use redirection to save command output to file in Newsletter
Linux Join 75,000 other Linux users and get the

. L . N . R R latest Linux news and tips in your inbox for
You can use redirection in Linux for this purpose, With redirection operator, instead of FREE.

showing the output on the screen, it goes to the provided file,

» The = redirects the command output to afile replacing any existing content on the file.
+ The >> redirects adds the command output at the end of the existing content (if any) of

the file.
™

I'm not a robot Bt
Use the STDOUT redirection operator > for redirecting the output to a file like this: Privacy - Terms

O Type here to search

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
hitp://https://itsfoss.com/save-command-output-to-file-linux/ 0% Virustotal Browse
hitp://https://itsfoss.com/save-command-output-to-file-linux/ 0% Avira URL Cloud safe

Dropped Files

No Antivirus matches

Unpacked PE Files

No Antivirus matches

Domains

Source Detection Scanner Label Link
acuityplatform.com 0% Virustotal Browse
tls13.taboola.map.fastly.net 0% Virustotal Browse
pub.searchig.co 0% Virustotal Browse
URLs
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https://www.virustotal.com/gui/url/bf65136338e0374297c15ad3a4761bb951437e3a6c18f1e870da5187e7d3cda2/detection/u-bf65136338e0374297c15ad3a4761bb951437e3a6c18f1e870da5187e7d3cda2-1606020357
https://www.virustotal.com/gui/url/01baa5244dc605e5cdb33ec556a2d3e6889ceef1376898c377fcdd11abf0dc35/detection/u-01baa5244dc605e5cdb33ec556a2d3e6889ceef1376898c377fcdd11abf0dc35-1604949065
https://www.virustotal.com/gui/url/34d7a5628cd38966e8a7512b50ed594ea59c1e81eb029dde41d339efc420d112/detection/u-34d7a5628cd38966e8a7512b50ed594ea59c1e81eb029dde41d339efc420d112-1605715950
https://www.virustotal.com/gui/url/44da1bd4dd5d4490a8011067d396c1d441be2003482216daabdb23818a35e801/detection/u-44da1bd4dd5d4490a8011067d396c1d441be2003482216daabdb23818a35e801-1598764582

Source

hitp://https://ssp.programattik.com/hb
hitp://polymer.github.io/AUTHORS.txt
hitp://https://www.internalfb.com/intern/invariant/
hitp://https://www.internalfb.com/intern/invariant/

hitp://https://www.internalfb.com/intern/invariant/

hitp://https://itsfoss.cd-choices-opt-out/interest-based-advertising-policy-and-opt-out/xt/htm|$

hitp://fontello.comdashiconsRegulardashiconsdashiconsVersion

hitp://https://linuxhandbook.com/redirection-linux/

hitp://polymer.github.io/PATENTS.txt
hitp://https://ssp.programattik.com/sync
hitp://https://a.omappapi.com/app/js/api.min.js

hitp://https://www.internedservices.nl/disclaimer-privacy-policy/tising-policy-and-opt-out/

hitp://https://itsfoss.c/privacy-policyt/interest-based-advertising-policy-and-opt-out/xt/html$

hitp://https://id5-sync.com/g/ivl/
hitp://https://wa.me/?text=
hitp://https://www.google.%/ads/ga-audiences?
hitp://https://www.google.%/ads/ga-audiences?
hitp://https://www.google.%/ads/ga-audiences?

hitp://https://itsfoss.cRoot

Domains and IPs

Contacted Domains

Name

stats.wp.com

um.simpli.fi
acuityplatform.com
lga-bh-bgp.contextweb.com
tls13.taboola.map.fastly.net
global.px.quantserve.com
pixel-a.sitescout.com
pub.searchig.co

omappapi.awesomemotive.netdna-cdn.com

ads-1460635594.eu-central-1.elb.amazonaws.com

facebook.com

match-1943069928.eu-west-1.elb.amazonaws.com

csync.loopme.me
eu2-ice.360yield.com
cs510.wpc.edgecastcdn.net
match.prod.bidr.io
static.am5.vip.prod.criteo.net

ssp-ats-prod-eu-central-1.one-mobile-
prod.aws.oath.cloud

uip.semasio.net
gum.par.vip.prod.criteo.com
i0.wp.com

pixel.onaudience.com

i2.wp.com
d1ykf07e75w7ss.cloudfront.net
fbsbx.com
pugm-lhr.pubmatic.com
www.google.co.uk
googlehosted.l.googleusercontent.com
r5.sn-4g5e6nz7.googlevideo.com
spug-lhr.pubmatic.com
dlazclqln24ryf.cloudfront.net
hb-api-fra02.omnitagjs.com
naeu.geo.cloudwm-cdn.com
static.apester.com
api.searchig.co

itx5.smartadserver.com

Copyright null 2020

IP

192.0.76.3
159.253.128.188
154.59.122.74
198.148.27.140
151.101.1.44
91.228.74.133
66.155.71.150
172.67.156.77
23.111.11.71
18.185.216.221
185.60.216.35
52.50.156.162
116.202.114.114
52.58.204.249
152.199.21.141
54.171.14.147
178.250.2.130
18.156.195.47

77.243.60.138
178.250.0.157
192.0.77.2
51.210.112.66
192.0.77.2
13.224.103.105
185.60.216.35
185.64.190.78
172.217.21.227
172.217.21.193
173.194.187.170
185.64.190.81
13.224.89.144
185.255.84.151
185.127.17.52
35.190.72.53
172.67.156.77
185.86.138.32

Active
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true

true

true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true

true

Detection
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%

Malicious
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false

false

false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false

false

Scanner

Avira URL Cloud
Avira URL Cloud
URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud

Antivirus Detection

e 0%, Virustotal, Browse

e 0%, Virustotal, Browse

e 0%, Virustotal, Browse

Label
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe

safe

Link

Reputation
high

high
unknown
high
unknown
high

high
unknown
high

high

high

high

high

high

high
unknown
high

unknown

high
high
high
unknown
high
high
high
high
unknown
high
high
high
high
high
unknown
high
unknown
high
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https://www.virustotal.com/gui/url/01baa5244dc605e5cdb33ec556a2d3e6889ceef1376898c377fcdd11abf0dc35/detection/u-01baa5244dc605e5cdb33ec556a2d3e6889ceef1376898c377fcdd11abf0dc35-1604949065
https://www.virustotal.com/gui/url/34d7a5628cd38966e8a7512b50ed594ea59c1e81eb029dde41d339efc420d112/detection/u-34d7a5628cd38966e8a7512b50ed594ea59c1e81eb029dde41d339efc420d112-1605715950
https://www.virustotal.com/gui/url/44da1bd4dd5d4490a8011067d396c1d441be2003482216daabdb23818a35e801/detection/u-44da1bd4dd5d4490a8011067d396c1d441be2003482216daabdb23818a35e801-1598764582

Name P Active Malicious Antivirus Detection Reputation

scontent.xx.fbcdn.net 185.60.216.19 true false high
load-ams1.exelator.com 147.75.102.200 true false high
tag.1rx.io 213.19.147.210 true false high
d5p.del7a.com 213.155.156.181 true false high
pixel.tapad.com 35.227.248.159 true false high
pagead46.l.doubleclick.net 172.217.23.130 true false high
twitter.com 104.244.42.65 true false high
il.wp.com 192.0.77.2 true false high
fbcdn.net 185.60.216.35 true false high
dxedge-prod-lb-404808087.eu-central- 35.158.49.68 true false high
1.elb.amazonaws.com

jita-rtk-io-dmyt03fgsksh5xx.stackpathdns.com 151.139.240.35 true false high
match.adsby.bidtheatre.com 174.138.12.104 true false unknown
ib.anycast.adnxs.com 185.33.220.243 true false high
prod.ups-ats.eu-central-1.aolp-ds- 3.126.56.137 true false unknown

prd.aws.oath.cloud

static.mailerlite.com 104.18.2.159 true false high
btlr-ecs-eu-central-1.sharethrough.com 52.28.154.93 true false high
pug-lhr.pubmatic.com 185.64.190.80 true false high
i.ytimg.com 216.58.212.150 true false high
eu-u.openx.net 34.98.64.218 true false high
a.pub.network 104.26.0.139 true false unknown
hbopenbid22000nf.pubmatic.com 185.64.189.112 true false high
tpop-api.twitter.com 104.244.42.66 true false high
c0.wp.com 192.0.77.37 true false high
elb-aws-fr-verona-1711955695.eu-central- 18.159.79.175 true false high
1.elb.amazonaws.com

widget.par.vip.prod.criteo.com 178.250.0.163 true false high
pagead.l.doubleclick.net 216.58.212.130 true false high
tagr-gcp-odr-euw4.mookiel.com 34.98.67.61 true false high
sync.crwdcntrl.net 52.49.190.28 true false high
photos-ugc.l.googleusercontent.com 172.217.23.161 true false high
renderer.apester.com 35.186.220.219 true false high
ds-pr-bh.ybp.gysm.yahoodns.net 212.82.100.176 true false unknown
sync.1rx.io 213.19.147.150 true false high
track.mailerlite.com 104.18.2.159 true false high
ads.playground.xyz 52.57.47.66 true false unknown
d1lpgznael530s.cloudfront.net 13.224.102.94 true false high
33xchange-1576862511.us-east- 54.165.26.185 true false high
1.elb.amazonaws.com

star-mini.c10r.facebook.com 185.60.216.35 true false high
bidder.par.vip.prod.criteo.com 178.250.0.165 true false high
itsfoss.com 104.26.8.105 true false high
us-u.openx.net 35.244.159.8 true false high
dsp.adfarm1.adition.com 85.114.159.118 true false high
bucket.rtk.io 147.75.84.99 true false high
ams01.sync.search.spotxchange.com 185.94.180.125 true false high
a.tribalfusion.com 104.18.12.5 true false high
live-eu-am.sekindo.com 185.220.204.220 true false high
sync.audiencepixel.com 45.61.136.49 true false unknown
pixel-origin.mathtag.com 185.29.133.199 true false high
s.tribalfusion.com 104.18.12.5 true false high
secure.gravatar.com 192.0.73.2 true false high
cs45.wac.edgecastcdn.net 93.184.220.70 true false high
u.openx.net 34.98.64.218 true false high
alb-aws-fr-bswx-3-1125904451.eu-central- 52.57.142.16 true false high
1.elb.amazonaws.com

geolocation-db.com 46.101.248.169 true false unknown
apester-d.openx.net 35.244.159.8 true false high
inv-nets-eu.admixer.net 146.0.227.110 true false high
events.apester.com 35.190.63.234 true false high
rtb.gumgum.com 108.129.8.178 true false high
pixel.33across.com 67.202.110.21 true false high
org-481-0bf84-dmyt03fgsksh5xx.stackpathdns.com 151.139.240.22 true false high
prod.ups-eu-central-1.aolp-ds-prd.aws.oath.cloud ~ 35.156.106.231 true false unknown
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Name P Active Malicious Antivirus Detection Reputation
static.searchig.co 104.18.53.245 true false unknown
pug22000nf.pubmatic.com 185.64.189.110 true false high
spug22000nf.pubmatic.com 185.64.189.114 true false high
partnerad.l.doubleclick.net 172.217.21.226 true false high
Contacted URLs
Name Malicious Antivirus Detection Reputation
hitp://https://smartstream.tv/de/datenschutz false unknown
hitp:/fwww.bidswitch.com/privacy-policy/ false high
hitp://https://www.admedo.com/privacy-policy false high
URLs from Memory and Binaries
Name Source Malicious Antivirus Detection Reputation
hitp://https://itsfoss.com/wp-content/plugins/socialsnap- save-command-output-to-file-linux[1].htm false high
plus/assets/css/socialsnap.css?ver=1.1.13 .2.dr
hitp://https://mobile.twitter.com/i/nojs_router? itsfoss2[1].htm.17.dr false high
path=%2Fitsfoss2%2F
hitp://33across.com/privacy-policy/put-to-file- ~DFCF7A576 ABFFB8BAA.TMP.1.dr false high
linux/rop4294967295
hitp://https://live.sekindo.com/live/liveView.php? liveVideo[1].htm.2.dr false high
njs=1&ito=1&vid_event=42&serverTime=1606021930&vid_pla
yer
hitp://https://twitter.com/itsfoss2/?lang=fa itsfoss2[1].htm.17.dr false high
hitp://https://itsfoss.com/bootable-windows-usb-linux/ liveVideo[1].htm.2.dr false high
hitp://https://itsfoss.com/save-command-output-to-file-linux/?  liveVideo[1].htm.2.dr false high
primis_content=embed4e69akmqnlur
hitp://https://ssp.programattik.com/hb prebidVid.3.19.0_10.min[1].js.2.dr false e Avira URL Cloud: safe unknown
hitp://https://twitter.com/itsfoss2/?lang=fi itsfoss2[1].htm.17.dr false high
hitp://https://abs.twimg.com/responsive-web/client-web- itsfoss2[1].htm.17.dr false high
legacy/icon-svg.9e211f65.svg
hitp://https://itsfoss.com/favicon.ico imagestore.dat.2.dr false high
hitp://https://itsfoss.com/wp-content/themes/genesis/lib/js/skip- save-command-output-to-file-linux[1].htm false high
links.min.js?ver=3.3.3 .2.dr
hitp://www.optomaton.com/privacy.html {B2129D5D-2CCC-11EB-90E4-ECF4B false high
B862DED}.dat.1.dr
hitp://https://twitter.com/itsfoss2/?lang=fr itsfoss2[1].htm.17.dr false high
hitp://https://abs.twimg.com/responsive-web/client-web- itsfoss2[1].htm.17.dr false high
legacy/vendors~main.68b1d365.js
hitp://https://itsfoss.com/save-command-output-to-file-linux/?  liveVideo[1].htm.2.dr false high
primis_content=embed73642xyvqthg
hitp://https://live.sekindo.com/live/liveView.php? liveVideo[1].htm.2.dr false high
njs=1&ito=1&vid_event=35&serverTime=1606021930&vid_pla
yer
hitp://https://live.sekindo.com/live/liveView.php? liveVideo[1].htm.2.dr false high
njs=1&ito=1&vid_event=31&serverTime=1606021930&vid_pla
yer
hitp://polymer.github.io/AUTHORS.txt desktop_polymer_inlined_html_p false e Avira URL Cloud: safe unknown
olymer_flags_legacy_browsers[1
1.js.16.dr
hitp://https://itsfoss.com/sa {B2129D5D-2CCC-11EB-90E4-ECF4B false high
B862DED}.dat.1.dr
hitp://https://cm.g.doubleclick.net/pixel? pd[1].htm.2.dr false high
google_nid=openx&google_cm&google_sc
hitp://https://ton.twitter.com/responsive-web- polyfills.78d11e15[1].js.17.dr false high
internal/sourcemaps/client-web-legacy/polyfills.78d11e15.js.m
hitp://https://www.internalfb.com/intern/invariant/ m3riRLHGxZh[1].js.15.dr false e URL Reputation: safe unknown
e URL Reputation: safe
e URL Reputation: safe
hitp://www.opensource.org/licenses/mit-license.php superfish.min[1].js.2.dr false high
hitp://https://schema.org/WPSideBar save-command-output-to-file-linux[1].htm false high
.2.dr
hitp://https://i2.wp.com/itsfoss.com/wp- save-command-output-to-file-linux[1].htm false high
content/uploads/2020/02/ask-here.jpg? .2.dr
resize=300%2C86&ssl=1
hitp://https://twitter.com/itsfoss2/?lang=ga itsfoss2[1].htm.17.dr false high
hitp://https://itsfoss.com/wp-json/ save-command-output-to-file-linux[1].htm false high
.2.dr
hitp://https://itsfoss.cd-choices-opt-out/interest-based- {B2129D5D-2CCC-11EB-90E4-ECF4B  false e Avira URL Cloud: safe unknown
advertising-policy-and-opt-out/xt/htm|$ B862DED}.dat.1.dr
hitp://https://www.cookiebot.com cc[1].js.2.dr false high
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Name Source Malicious Antivirus Detection Reputation

hitp://https://twitter.com/itsfoss2/?lang=g| itsfoss2[1].htm.17.dr false high
hitp://https://i2.wp.com/itsfoss.com/wp- save-command-output-to-file-linux[1].htm false high
content/uploads/2020/02/ask-here.jpg?w=350&ssl=1 .2.dr

hitp://https://secure.gravatar.com/images/grav-share- jetpack[1].css.2.dr false high

sprite.png);background-repeat:no-repeat;width:16px;hei

hitp://https://dlazclqln24ryf.cloudfront.net 5cda8d66e3665c¢12b2113301[1].htm.2.dr false high
hitp://https://live.sekindo.com/live/liveView.php? liveVideo[1].htm.2.dr false high
njs=1&ito=1&vid_event=24&serverTime=1606021930&vid_pla

yer

hitp://https://twitter.com/itsfoss2/?lang=gu itsfoss2[1].htm.17.dr false high
hitp://https://live.sekindo.com/live/liveView.php? liveVideo[1].htm.2.dr false high
njs=1&ito=1&vid_event=20&serverTime=1606021930&vid_pla

yer

hitp:/fiwww.reddit.com/ msapplication.xml4.1.dr false high
hitp://https://ton.twitter.com/responsive-web- bundle.NetworkInstrument.e3ff3b25[1].js. false high
internal/sourcemaps/client-web- 17.dr

legacy/bundle.NetworkInstrumen

hitp://https://static.xx.focdn.net/rsrc.php/v3/y6/1/0 Its-FOSS-Linux-Blog--184328509 false high
9062669[1].htm.15.dr

hitp://https://itsfoss.com/save-command-output-to-file- save-command-output-to-file-linux[1].htm false high

linux/redirecting_command_output_to_file/ .2.dr

hitp://https://twitter.com/itsfoss2/?lang=de itsfoss2[1].htm.17.dr false high

hitp:// dashicons[1].eot.2.dr false e Avira URL Cloud: safe unknown

fontello.comdashiconsRegulardashiconsdashiconsVersion

hitp:/ 5cda8d66e3665c¢12b2113301[1].htm.2.dr false high
https://renderer.apester.com/v2/static/main.0e32b39aad0081b
2af83.bundle.js

hitp://https://twitter.com/itsfoss2/?lang=da itsfoss2[1].htm.17.dr false high

hitp:/ liveVideo[1].htm.2.dr false high
https://video.sekindo.com/uploads/cn19/video/users/converted
/25204/video_5b5845c36cf6d068557072/vid5

hitp://https://itsfoss.com/save-command-output-to-file- {B2129D5D-2CCC-11EB-90E4-ECF4B  false high
linux/tHow B862DED}.dat.1.dr
hitp://https://itsfoss.com/save-command-output-to-file-linux/?  liveVideo[1].htm.2.dr false high

primis_content=embed4ed92gxjypls

hitp://https://linuxhandbook.com/redirection-linux/ save-command-output-to-file-linux[1].htm false e Avira URL Cloud: safe unknown
.2.dr
hitp://https://live.sekindo.com/live/liveJsonVid.php?vidUrl= liveVideo[1].htm.2.dr false high
hitp://polymer.github.io/PATENTS.txt desktop_polymer_inlined_html_p false e Avira URL Cloud: safe unknown
olymer_flags_legacy_browsers[1
].js.16.dr
hitp://https://www.primis.tech?utm_source=promoted liveVideo[1].htm.2.dr false high
hitp:/ liveVideo[1].htm.2.dr false high

https://video.sekindo.com/uploads/cn21/video/users/converted
/25204/video_5b5845c36cf6d068557072/vid5

hitp://https://display.apester.com 5cda8d66e3665c¢12b2113301[1].htm.2.dr false high

hitp://https://ssp.programattik.com/sync prebidVid.3.19.0_10.min[1].js.2.dr false e Avira URL Cloud: safe unknown

hitp://https://www.beeswax.com/cookies/zyly/i.aspxicy/ ~DFCF7A576 ABFFB8BAA.TMP.1.dr false high

hitp:// UCEU9D6KIShdLe TRyH3IdSvw[1].ht false high

https://www.youtube.com/channel/UCEU9D6KIShdLeTRyH3Id m.16.dr

Svw

hitp://https://a.omappapi.com/app/js/api.min.js save-command-output-to-file-linux[1].htm false e Avira URL Cloud: safe unknown
.2.dr

hitp://schema.org/ImageObject UCEU9D6KIShdLeTRyH3IdSvw[1].ht false high
m.16.dr

hitp://https://schema.org/Listitem save-command-output-to-file-linux[1].htm false high
.2.dr

hitp://https://c0.wp.com/c/5.5.3/wp-includes/css/dist/block- save-command-output-to-file-linux[1].htm false high

library/style.min.css .2.dr

hitp://https://pixel.tapad.com/idsync/ex/receive/check? {B2129D5D-2CCC-11EB-90E4-ECF4B false high

partner_id=PUBMATIC_RTB B862DED}.dat.1.dr

hitp://https://www.internedservices.nl/disclaimer-privacy- ~DFCF7A576 ABFFB8BAA.TMP.1.dr false e Avira URL Cloud: safe unknown

policy/tising-policy-and-opt-out/

hitp://https://schema.org/WPHeader save-command-output-to-file-linux[1].htm false high
.2.dr

hitp://www.opensource.org/licenses/mit-license.php) ml_jQuery.inputmask.bundle.min false high
[1].js.2.dr

hitp://https://itsfoss.c/privacy-policyt/interest-based- {B2129D5D-2CCC-11EB-90E4-ECF4B  false e Avira URL Cloud: safe unknown

advertising-policy-and-opt-out/xt/htm|$ B862DED}.dat.1.dr

hitp://https://itsfoss.com/wp-content/plugins/wp- save-command-output-to-file-linux[1].htm false high

coupons/css/style.min.css?ver=1.7.4 .2.dr

hitp://https://stats.g.doubleclick.net/j/collect? ga[l].js.2.dr false high

hitp://https://www.youtube.com/ads/ UCEU9D6KIShdLeTRyH3IdSvw[1].ht false high
m.16.dr
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Name Source Malicious Antivirus Detection Reputation

hitp://https://ads.pubmatic.com/AdServer/js/showad.js {B2129D5D-2CCC-11EB-90E4-ECF4B false high
B862DED}.dat.1.dr

hitp://https://itsfoss.com/save-command-output-to-file- ~DFCF7A576 ABFFB8BAA.TMP.1.dr false high
linux/rop4294967295

hitp://https://interaction.apester.com 5cda8d66e3665c¢12b2113301[1].htm.2.dr false high
hitp://https://twitter.com/itsfoss2/?lang=en itsfoss2[1].htm.17.dr false high
hitp://https://twitter.com/itsfoss2/?lang=el itsfoss2[1].htm.17.dr false high
hitp://https://id5-sync.com/g/vl/ prebidVid.3.19.0_10.min[1].js.2.dr false e Avira URL Cloud: safe unknown
hitp://https://ssc-cms.33across.com/ps/? {B2129D5D-2CCC-11EB-90E4-ECF4B  false high

m=xché&rt=html&ru=deb&id=dyh8gwOhar6jXyakkv7mNO&gdp B862DED}.dat.1.dr
r_consent=undefin

hitp://https://twitter.com/itsfoss2/?lang=eu itsfoss2[1].htm.17.dr false high

hitp://https://wa.me/?text= liveVideo[1].htm.2.dr false e Avira URL Cloud: safe unknown

hitp://https://twitter.com/itsfoss2/?lang=es itsfoss2[1].htm.17.dr false high

hitp:/ imagestore.dat.15.dr false high

https://static.xx.fbcdn.net/rsrc.php/v3/ya/r/O2aKM2iSbhOw.png

hitp://https://itsfoss.com/wp-content/plugins/stackable- save-command-output-to-file-linux[1].htm false high

ultimate-gutenberg-blocks-premium/dist/frontend_blo .2.dr

hitp://https://itsfoss.com/feedback/ save-command-output-to-file-linux[1].htm false high
.2.dr

hitp://https://itsfoss.com/wp-content/plugins/atomic- save-command-output-to-file-linux[1].htm false high

blocks/dist/assets/js/dismiss.js?ver=1603943004 .2.dr

hitp:/ style-cf[1].css.2.dr false high

https://d1lazclqln24ryf.cloudfront.net/124741/ApesterPlayer/A
pester-Font.eot?u8cl7e

hitp://https://i0.wp.com/itsfoss.com/wp- save-command-output-to-file-linux[1].htm false high

content/uploads/2020/11/pipe-output-to-file-linux.png? .2.dr

resize=150%2C

hitp://https://www.instagram.com/itsfoss/ save-command-output-to-file-linux[1].htm false high
.2.dr

hitp://https://www.linkedin.com/cws/share save-command-output-to-file-linux[1].htm false high
.2.dr

hitp://https://itsfoss.com/wp- save-command-output-to-file-linux[1].htm false high

content/plugins/searchig/assets/3.5/css/frontend/stylesheet.cs .2.dr
s?ver=160599932

hitp:/fiwww.twitter.com/ msapplication.xml5.1.dr false high

hitp://https://static.mailerlite.com/js/w/webforms.min.js? save-command-output-to-file-linux[1].htm false high

v5c5d99c28cfe49b41fe82455507d7558 2.dr

hitp://https://mastodon.social/ save-command-output-to-file-linux[1].htm false high
.2.dr

hitp://https://www.youtube.com/error_204? UCEU9D6KIShdLeTRyH3IdSvw[1].ht false high

t=jserror&level=ERROR m.16.dr

hitp://https://www.bannerflow.com/privacy {B2129D5D-2CCC-11EB-90E4-ECF4B false high

B862DED}.dat.1.dr

hitp://https://www.google.%/ads/ga-audiences? ga[l].js.2.dr false e URL Reputation: safe low
URL Reputation: safe
e URL Reputation: safe

3

hitp://https://platform.twitter.com/widgets.js configuration[1].js.2.dr false high

hitp://https://itsfoss.cRoot {B2129D5D-2CCC-11EB-90E4-ECF4B  false e Avira URL Cloud: safe unknown
B862DED}.dat.1.dr

hitp://https://twitter.com/itsfoss2/?lang=ko itsfoss2[1].htm.17.dr false high

Contacted IPs
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] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% < No. of IPs

Public

P Domain Country Flag ASN ASN Name Malicious
178.250.0.157 unknown France [T} 44788 ASN-CRITEO-EUROPEFR  false
46.101.248.169 unknown Netherlands - 14061 DIGITALOCEAN-ASNUS false
87.98.128.108 unknown France [T} 16276 OVHFR false
185.220.204.220 unknown Israel = 41436 CLOUDWEBMANAGE- false

EUGB

172.67.156.77 unknown United States = 13335 CLOUDFLARENETUS false
185.64.190.80 unknown United Kingdom =] 62713 AS-PUBMATICUS false
185.64.190.81 unknown United Kingdom =] 62713 AS-PUBMATICUS false
52.50.156.162 unknown United States = 16509 AMAZON-02US false
216.58.212.150 unknown United States = 15169 GOOGLEUS false
35.227.248.159 unknown United States = 15169 GOOGLEUS false
185.33.220.244 unknown Netherlands - 29990 ASN-APPNEXUS false
185.33.220.243 unknown Netherlands - 29990 ASN-APPNEXUS false
35.158.49.68 unknown United States = 16509 AMAZON-02US false
192.0.77.2 unknown United States = 2635 AUTOMATTICUS false
213.19.147.151 unknown United Kingdom =] 26120 RHYTHMONEUS false
178.250.0.163 unknown France [T} 44788 ASN-CRITEO-EUROPEFR  false
213.19.147.150 unknown United Kingdom =] 26120 RHYTHMONEUS false
192.0.73.2 unknown United States = 2635 AUTOMATTICUS false
178.250.0.165 unknown France [T} 44788 ASN-CRITEO-EUROPEFR  false
185.60.216.35 unknown Ireland [T} 32934 FACEBOOKUS false
151.101.1.44 unknown United States = 54113 FASTLYUS false
18.185.216.221 unknown United States = 16509 AMAZON-02US false
216.58.212.162 unknown United States = 15169 GOOGLEUS false
104.18.12.5 unknown United States = 13335 CLOUDFLARENETUS false
185.86.138.32 unknown France [T} 201081 SMARTADSERVERFR false
147.75.84.99 unknown Switzerland 54825 PACKETUS false
54.171.14.147 unknown United States = 16509 AMAZON-02US false
185.255.84.151 unknown France [T} 200271 IGUANE-FR false
185.29.133.199 unknown United Kingdom =] 30419 MEDIAMATH-INCUS false
172.217.21.226 unknown United States = 15169 GOOGLEUS false
185.64.189.110 unknown United Kingdom =] 62713 AS-PUBMATICUS false
185.64.189.112 unknown United Kingdom =] 62713 AS-PUBMATICUS false
185.64.189.114 unknown United Kingdom =] 62713 AS-PUBMATICUS false
152.199.21.141 unknown United States = 15133 EDGECASTUS false
151.139.240.22 unknown United States = 33438 HIGHWINDS2US false
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IP
178.250.2.130
91.228.74.133
213.19.147.210
192.0.76.3
185.64.190.78
35.190.72.53
146.0.227.110

147.75.102.200
66.155.71.150
67.202.110.21
52.57.47.66
13.224.103.105
52.49.190.28
85.114.159.118

52.28.154.93
77.243.60.138
172.217.23.130
212.82.100.176
35.156.106.231
104.26.0.139
213.155.156.181
52.57.142.16
13.224.89.144
104.26.8.105
35.186.220.219
108.129.8.178
192.0.77.37
18.159.79.175
3.126.56.137
151.139.240.35
34.98.67.61
154.59.122.74
51.210.112.66
52.58.204.249
13.224.102.94
45.61.136.49
104.18.53.245
159.253.128.188
104.18.2.159
116.202.114.114
35.244.159.8
185.94.180.125
54.165.26.185
104.26.12.50
216.58.212.130
172.217.16.162
23.111.11.71
104.244.42.66
89.207.16.140
104.244.42.65
198.148.27.140
174.138.12.104
35.190.63.234
185.60.216.19
34.98.64.218
93.184.220.70
185.127.17.52

18.156.195.47

Private

Copyright null 2020

Domain

unknown
unknown
unknown
unknown
unknown
unknown

unknown

unknown
unknown
unknown
unknown
unknown
unknown

unknown

unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

unknown

Country
France

United Kingdom
United Kingdom
United States
United Kingdom
United States

Germany

Switzerland
Canada
United States
United States
United States
United States

Germany

United States
Denmark
United States
United Kingdom
United States
United States
European Union
United States
United States
United States
United States
United States
United States
United States
United States
United States
United States
United States
France
United States
United States
United States
United States
Netherlands
United States
Germany
United States
Netherlands
United States
United States
United States
United States
United States
United States
Sweden
United States
United States
United States
United States
Ireland
United States
European Union

Israel

United States

Ed

W R R R

Bl R KRB G W ERGRGRRIDGDENLDRRRRZ®ERKRRRRBRRRSDRR

ASN

44788
27281
26120
2635

62713
15169
29066

54825
13768
32748
16509
16509
16509
24961

16509
42697
15169
34010
16509
13335
1299
16509
16509
13335
15169
16509
2635
16509
16509
33438
15169
174
16276
16509
16509
40676
13335
36351
13335
24940
15169
35220
14618
13335
15169
15169
33438
13414
25751
13414
19189
14061
15169
32934
15169
15133
210329

16509

ASN Name
ASN-CRITEO-EUROPEFR
QUANTCASTUS
RHYTHMONEUS
AUTOMATTICUS
AS-PUBMATICUS
GOOGLEUS

VELIANET-
ASvelianetinternetdiensteG
mbHDE

PACKETUS
COGECO-PEERI1CA
STEADFASTUS
AMAZON-02US
AMAZON-02US
AMAZON-02US

MYLOC-
ASIPBackboneofmyLocman
agedITAGDE

AMAZON-02US
NETIC-ASDK
GOOGLEUS
YAHOO-IRDGB
AMAZON-02US
CLOUDFLARENETUS
TELIANETTeliaCarrierEU
AMAZON-02US
AMAZON-02US
CLOUDFLARENETUS
GOOGLEUS
AMAZON-02US
AUTOMATTICUS
AMAZON-02US
AMAZON-02US
HIGHWINDS2US
GOOGLEUS
COGENT-174US
OVHFR
AMAZON-02US
AMAZON-02US
AS40676US
CLOUDFLARENETUS
SOFTLAYERUS
CLOUDFLARENETUS
HETZNER-ASDE
GOOGLEUS
SPOTX-AMSNL
AMAZON-AESUS
CLOUDFLARENETUS
GOOGLEUS
GOOGLEUS
HIGHWINDS2US
TWITTERUS
VALUECLICKUS
TWITTERUS
PULSEPOINTUS
DIGITALOCEAN-ASNUS
GOOGLEUS
FACEBOOKUS
GOOGLEUS
EDGECASTUS

CLOUDWEBMANAGE-UK-
1GB

AMAZON-02US

Malicious
false
false
false
false
false
false

false

false
false
false
false
false
false

false

false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false

false

false
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IP
192.168.2.1

General Information

Joe Sandbox Version: 31.0.0 Red Diamond

Analysis ID: 321439

Start date: 22.11.2020

Start time: 06:11:18

Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 6m 30s

Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: browseurl.jbs

Sample URL: hitp://https://itsfoss.com/save-command-output-to-file-li
nux/

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211

Number of analysed new started processes analysed: 22

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: e HCA enabled

e EGA enabled
e AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: CLEAN

Classification: clean2.win@9/345@123/94

Cookbook Comments: Adjust boot time

Enable AMSI

Browsing link: http://33across.com/privacy-policy/

Browsing link: https://4finance.com/ad-choices-opt-

out/interest-based-advertising-policy-and-opt-out/

e Browsing link: https://www.admedo.com/privacy-
policy

e Browsing link: https://www.int
ernedservices.nl/disclaimer-privacy-policy/

e Browsing link: http://www.programattik.com/gizlilik-
politikasi.aspx

e Browsing link: https://www.sportradar.com/about-
us/privacy/

e Browsing link: http://www.opto
maton.com/privacy.html

e Browsing link: http://www.bidswitch.com/privacy-
policy/

e Browsing link: https://smartst
ream.tv/de/datenschutz

e Browsing link: https://www.bannerflow.com/privacy

e Browsing link: https://www.beeswax.com/cookies/

e o o o

Warnings: Show All

e Exclude process from analysis (whitelisted):
taskhostw.exe, dllhost.exe,
BackgroundTransferHost.exe, ielowutil.exe,
backgroundTaskHost.exe, SgrmBroker.exe,
svchost.exe

e TCP Packets have been reduced to 100

e Created / dropped Files have been reduced to 100

e Excluded IPs from analysis (whitelisted):
104.43.193.48, 104.43.139.144, 104.83.120.32,
95.101.20.192, 95.101.20.161, 216.58.210.4,
172.217.18.106, 92.123.45.62, 216.58.205.227,
151.101.2.217, 151.101.66.217, 151.101.130.217,
151.101.194.217, 172.217.18.168, 172.217.18.99,
2.20.85.92, 2.20.85.164, 2.20.142.210,
2.20.142.209, 40.88.32.150, 172.217.22.74,
172.217.23.142, 172.217.23.161, 172.217.23.97,
69.173.144.140, 69.173.144.141, 69.173.144.143,
151.101.2.49, 151.101.66.49, 151.101.130.49,
151.101.194.49, 2.20.85.83, 104.83.125.139,
37.157.4.23, 37.157.6.246, 37.157.2.236,
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Simulations

Behavior and APIs

No simulations

Copyright null 2020

37.157.4.28, 37.157.6.242, 37.157.2.237,
37.157.4.41, 37.157.6.252, 46.228.164.11,
173.231.180.197, 51.104.139.180, 152.199.19.161,
2.20.84.85, 20.54.26.129, 172.217.21.238,
216.58.205.238, 216.58.207.78, 216.58.206.14,
172.217.16.174, 216.58.210.14, 172.217.23.110,
216.58.212.142, 172.217.22.46, 172.217.18.110,
172.217.22.110, 216.58.212.174, 142.250.74.206,
172.217.23.174,172.217.22.78, 172.217.18.173,
92.122.213.247,92.122.213.194

Excluded domains from analysis (whitelisted):
gstaticadssl.l.google.com,
consent.cookiebot.com.edgekey.net,
uipglob.trafficmanager.net, arc.msn.com.nsatc.net,
fs-wildcard.microsoft.com.edgekey.net,
e€11290.dspg.akamaiedge.net,
skypedataprdcoleus15.cloudapp.net,
audownload.windowsupdate.nsatc.net,
afp.dotomi.weighted.com.akadns.net,
www.google.com, ssl-google-
analytics.l.google.com,
watson.telemetry.microsoft.com, www.gstatic.com,
au-bg-shim.trafficmanager.net, secure-
adnxs.edgekey.net, www.google-analytics.com,
fonts.googleapis.com, pagead-
googlehosted.l.google.com,
e8960.b.akamaiedge.net, fs.microsoft.com,
ajax.googleapis.com, 2-01-275d-
0028.cdx.cedexis.net, ris-prod.trafficmanager.net,
skypedataprdcolcus16.cloudapp.net,
pagead2.googlesyndication.com,
skypedataprdcolcus15.cloudapp.net,
e34372.dsca.akamaiedge.net,
ris.api.iris.microsoft.com, youtube-ui.l.google.com,
rtb.adgrx.com.tech.akadns.net,
blobcollector.events.data.trafficmanager.net,
e€6603.g.akamaiedge.net,
eus.rubiconproject.com.edgekey.net,
h2.shared.global.fastly.net, cs9.wpc.vOcdn.net,
au.download.windowsupdate.com.edgesuite.net,
cs2-wac.apr-8315.edgecastdns.net,
t2.shared.global.fastly.net, adservice.google.com,
track.adformnet.akadns.net, fs-
wildcard.microsoft.com.edgekey.net.globalredir.aka
dns.net, a1449.dscg2.akamai.net, tagged-
by.rubiconproject.net.akadns.net, arc.msn.com,
iecvlist.microsoft.com, go.microsoft.com,
e8037.g.akamaiedge.net,
1e853f314c0997eb2ba831bbd90178d3.safeframe.c
ooglesyndication.com, pubmatic.edgekey.net, img-
prod-cms-rt-microsoft-com.akamaized.net,
prod.fs.microsoft.com.akadns.net,
consentcdn.cookiebot.com-v1.edgekey.net,
e3849.dsca.akamaiedge.net, www-google-
analytics.l.google.com, accounts.google.com,
fonts.gstatic.com, ie9comview.vo.msecnd.net,
ctldl.windowsupdate.com,
e1723.g.akamaiedge.net, a767.dscg3.akamai.net,
ad.turn.com.akadns.net, sync.search-
gtm.spotxchange.com.akadns.net, ssl.google-
analytics.com, as-
sec.casalemedia.com.edgekey.net,
tpc.googlesyndication.com,
go.microsoft.com.edgekey.net, ssum-
sec.casalemedia.com.edgekey.net,
e6115.g.akamaiedge.net

Report size exceeded maximum capacity and may
have missing behavior information.

Report size exceeded maximum capacity and may
have missing network information.

Report size getting too big, too many NtCreateFile
calls found.

Report size getting too big, too many
NtDeviceloControlFile calls found.
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Joe Sandbox View | Context

IPs

No context

Domains

No context

ASN

No context

JA3 Fingerprints

No context

Dropped Files

No context

Created | dropped Files

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriCache\Content\77EC63BDA74BD0D0E0426DC8F8008506 E

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Microsoft Cabinet archive data, 58936 bytes, 1 file

Category: dropped

Size (bytes): 117872

Entropy (8bit):  7.994797855729196

Encrypted: true

SSDEEP: 1536:i/LAVEZrGcelx0hoW6qCLANz2p+/LAVEZrGelx0hoW6qCLANz2pj:UcMgZVCp8pwcMgZVCp8pj

MD5: DB381E85D86EA4484D20078E9EC667A6

SHA1L: 4871FDAFOC2EEC8183FC3CE7710B18FD3C647CEA

SHA-256: C3520E3AGEB43F6D416852C454414C5D7823A96FB9070BC30301ADDEBB334D4D

SHA-512: D9E03A617D1D9505D3ADA3C41FC8A53504F4F1C44F92AF00869F2FE150D6677FD4450E85EB1E3D920D32BA01F190E7F14BF130F8CC69EB47D834CCE43CAAT6!
0

Malicious: false

Reputation: low

Preview:

S LQ.v .authroot.stl..0(/.5..CK..8T....c_.d....(.....]. M$[v.4CH)-.%.QIR..$t)Kd...D.....3.n..u..... =H4.U=...X..gqn.+S.AJ.....y.n.v.XC...
f..+..c.9+[]0.".2ls...a w.t.Lls... O # . pfi7.U...s. M wz ALY
..... hy}....téb.q./~.p........60...eCS4.0......d..}.<,nh.;.....)....e..]...CX]...f.8.Z..&.G.....

0.0V TU?.Z.r..0.. >R .Z8Q...dn.0.<...0.K....|....Q..."...X..C....a;.*..Ng.x.b4.. 1 }."...... z.N.N...Uf.g" >}........ o\.cD"0."Y.....SV..g...Y.....o.=....k..u.

.b....0GQ.V..q..Y....
.s.kV?@...M...S.n":G....U.ev..>...q."..$.)3..T....m.....6...1IH.B <.ht..8.s..u[.N.dL.%...q....g..;T..L.5..\....g...

C:\Users\luser\AppData\LocalLow\Microsoft\CryptnetUriCache\MetaData\77EC63BDA74BDOD0E0426DC8F8008506

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

data

dropped

652

3.120749303734162

false
12:skvkPIE99SNxAhUegeTQawvkPIE99SNxAhUegeT2:skvkPcUQU76MvkPcUQU762
32068917B454BCO5FEA93CB95B00B423
347F873C2FBCD49BEC2EF561F945EC61545D1B09
A13D809D332449459B7E6CDCED4F7BE770539E92ACD24E5FB6BABAB479C0466D
65807806EC129A81826B7D01DDF72455C4794C55713553FDD043984AEE2E83DB7CF582B4B95B4FBCF0146A46C7ES533CBA04763461DFA114B6CDAE9CESD9237E
false

low
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C:\Users\luser\AppData\LocalLow\Microsoft\CryptnetUriCache\MetaData\77EC63BDA74BDOD0E0426DC8F8008506

Preview:
Peeeies e UXeea (e s Y. S 8..h.ttp..//ctldl.window.s.up.date..com/ms.dow.nlo.ad/up.date./v.3/s.
tatic./truste.d.r/en/authro.o.ts.tl.cab.."0.6.9559.6.2a.0.d6.1.500." P oS Xuues (et e Yoo S 8...h.ttp../
J.ctldl..w.ind.ow.s.u.p.date..com/ms.dow.n.lo.ad/up.date/v3d/static/truste.d.r/en/authro.o.ts.tl 0.6.9.5.5.9.e.2.2.0.d.6.1.

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\DOMStore\9JTW3P5P\ads.pubmatic[1].xml

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 594

Entropy (8bit): 4.964415277428922

Encrypted: false

SSDEEP: 12:JsrUHVIgP4CSMRIT69J4NOrUHVIgP4CRORIT69GNOrUHVII4VRITXP4CRORIT69q:WUy4RQITEKIUY4EorTEGIUU4JrTt4Eor

MD5: 49EB982EB4FE4EA2D02B1ED243781B3F

SHA1L: 966358310CEOEBCDOBB2F39BFF4E252A5C17C4DF

SHA-256: F1FCBFD6C97B3893B4EB680321FFACIFB620CDC2610289947FA15D6C23734B2A

SHA-512: 4DDE274DF84BC5F382534B8D88875BF57F6D7834DB9A00ABESF1F99490A6EF1394ECC0717FB4865340C40A5CD27DADB53FAC311C8D4BAD12324E99E682C35E
3

Malicious: false

Reputation: low

Preview:

<root></root><root><item name="PubMatic_USP" value="{&quot;159196&quot;:{&quot;t&quot;:1606054338794,&quot;c&quot;:&quot; 1---&quot;}}" ltime="2093515456"
htime="30851289" /></root><root><item name="PubMatic_USP" value="{&quot;159196&quot;:{&quot;t&quot;:1606054338803,&quot;c&quot;:&quot;1---&quot;}" ltime="2
093555456" htime="30851289" /></root><root><item name="PubMatic_USP" value="{&quot;156559&quot;:{&quot;t&quot;:1606054346909,&quot;c&quot;:&quot;1---&
quot;},&quot;159196&quot;:{&quot;t&quot;:1606054338803,&quot;c&quot;:&quot; 1---&quot;}}" Itime="2174675456" htime="30851289" /></root>

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\DOMStore\9JTW3P5P\www.youtube[1].xml

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 238

Entropy (8bit): 4.447817208801295

Encrypted: false

SSDEEP: 6:JFK1rFK1rUFWcqa/m2liSyiz1rFK1rFK1rFK1rUFWcqga/I51iSyiz1rFKb:JsrsrUua/cNOrsrsrsrUua/I5ScNOrS

MDS5: 20840F163F3CD5D214DDF48569518820

SHA1L: EB8DD12D5B02CD6F21CBDDF090F9793A38EC0455

SHA-256: 16A7CAB398D949C6C8F4B3B26B6B4ESD19A6A8EF7A470D19F7CDC364568D7CFF

SHA-512: CC635317DB38983DEE969DC53A7E2EBD121DC68D2530A57C6CBBBFD8320C7D7A24F4B677E0588D976BIDEC7A5A14659BF6ED589363C1C30AB52FC4CCC686¢
76

Malicious: false

Reputation: low

Preview:

<root></root><root></root><root><item name="__sak" value="1" Itime="2614345456" htime="30851289" /></root><root></root><root></root><root></root><root><item
name="__sak" value="1" ltime="2670025456" htime="30851289" /></root><root></root>

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\DOMStore\BDVTOSXC\www.google[1].xml

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 108

Entropy (8bit): 4.905454290645922

Encrypted: false

SSDEEP: 3:D90aK1ryRtFwsW+pEeAgKJIthFI580XRIAGSSUNclbaKb:JFK1rUFy+pEeAqKJ5/iSyizb
MDS5: 05577E0673A502D5D3DA2129B681162E

SHA1L: A1A60632E133B571825CBE444EF7DB343684DC3A

SHA-256: 731DD009D2A99EOFF97B1CA4C41039280288380D06D4B3488B1670E96944CEA7
SHA-512: 01E974BA442579571019CE724DD6FA9ADI3E991DFCI568844A7B69BD20FOFB0A2828833F527974F15938C27DBC30C5A8089F9867D008C07CC4927F44A332204B
Malicious: false

Reputation: low

Preview:

<root></root><root><item name="rc::a" value="YndmMjE3dHJrbXJI" Itime="2131435456" htime="30851289" /></root>

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\DOMStore\BFUVPUHP\consentcdn.cookiebot[1].xml

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 13

Entropy (8bit):  2.469670487371862
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C:\Users\user\AppData\Local\Microsoft\internet Explorer\DOMStore\BFUVPUHP\consentcdn.cookiebot[1].xml

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

false

3:D90aKh:JFKb

C1DDEA3EF6BBEF3E7060A1A9AD89E4CS
35E3224FCBD3E1AF306F2B6A2C6BBEAIB0O867966
B71E4D17274636B97179BA2D97C742735B6510EB54F22893D3A2DAFF2CEB28DB

6BESCEC7C862AFAESB37AA32DC5BB45912881A3276606DA41BF808A4EF92C318B355E616BF45A257B995520D72B7C08752C0BE445DCEADESCF79F73480910FE
D

false

low

<root></root>

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\DOMStore\BFUVPUHP\twitter[1].xml|

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with no line terminators

dropped

105

4.401104944461469

false
3:D90aK1ryRtFwsDAQvI97RQNRJIAGSSUNCclbaK1r0aKb:JFK1rUFvAQyV8iSyiz1rFKb
AAT2E22C4285BACCAE2ASFECT726821C5
7D67E3D33945B7668375BC7EEA4056B021820E14
34EEFFEOD4281E02342955CCOE23E11EA23D131295FB862569F61E5024D35E06

83CC78C5BA147CCC73D46AC219F9DB308CC304DECDF2BDA7483F21A1E24831E9895BCDFFOFAC94C8E3C9934E0F464A252D7B02824F70DFOF045EAEB489BF9
82

false

low

<root></root><root><item name="test" value="a" Itime="2557995456" htime="30851289" /></root><root></root>

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\DOMStore\NF31Q40M\itsfoss[1].xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

dropped

244790

5.614276760130006

false
3072:VmHKk93ZG/1GclP7Bgjn3mHk93ZG/1GclP7BgjnX:Gk93ZG/8cl+jnsk93ZG/8cl+jnX
FA438237ABB8131D8ECAE960652F5E9B
1E3B29E742766FB67143FAE01A3357E20CAC867F
A4CB97BB016E05F6BC526C59C114C3CBAD2F63EB1EC8002BF66C5662A0561834

37D129C2B0267A9B27627216DA33F504EC7CE29D2E3D397D5E72CB429CFEE038D47D2422ACFEF277A79883E888C04E143DF2B4FE04C6653F6D8C88CBOD6ECD(
E

false

low

<root></root><root><item name="__sync_id" value="approved" ltime="1997115456" htime="30851289" /></root><root><item name="__sync_id" value="approved"
Itime="1997115456" htime="30851289" /></root><root><item name="__sync_id" value="approved" ltime="1997115456" htime="30851289" /></root><root><item na
me="__sync_id" value="approved" [time="1997115456" htime="30851289" /><item name="omVisitsFirst" value="{&quot;path&quot;:&quot;save-command-output-to-file-
linux&quot;,&quot;queryArgs&quot;:{},&quot;timestamp&quot;:1606054329,&quot;referrer&quot;:&quot;&quot;}" Itime="1997585456" htime="30851289" /></root><root>
<item name="__sync_id" value="approved" ltime="1997115456" htime="30851289" /><item name="omVisitsFirst" value="{&quot;path&quot;:&quot;save-command-output-t
o-file-linux&quot;,&quot;queryArgs&quot;:{},&quot;timestamp&quot;: 1606054 329,&quot;referrer&quot;:&quot;&quot;}" ltime="1997585456" htime="30851289" /><item nam
e="prebid.cookieTest" value="1" Itime="2006165456" htime="30851289" />

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\DOMStore\NF31Q40M\m.facebook[1].xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with no line terminators

dropped

13

2.469670487371862

false

3:D90aKh:JFKb

C1DDEA3EF6BBEF3E7060A1A9AD89E4CS
35E3224FCBD3E1AF306F2B6A2C6BBEAIBO867966
B71E4D17274636B97179BA2D97C742735B6510EB54F22893D3A2DAFF2CEB28DB

6BESCEC7C862AFAESB37AA32DC5BB45912881A3276606DA41BF808A4EF92C318B355E616BF45A257B995520D72B7C08752C0BE445DCEADESCF79F73480910F
D

false
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C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\DOMStore\NF31Q40M\m.facebook[1].xml

Reputation:

Preview:

low

<root></root>

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\RecoveryStore.{B2129D5B-2CCC-11EB-90E4-ECF4BB862DED}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

dropped

98664

2.4893330690002253

false

384:r4xepULyryu7P8hgClswgOl61+insGsjRaPm:mal
D2FC91D4F4F587E3972638C966AC423E
46C490C00417417BDB158012EC7889713F567B01
DCA2C57496AFE51B622F7C681FF2D11FBF9A0D097AD05BBB89D8698234906303

314CEB318E521214A4C6B3ED66A218201834AA899A51A1554014D02E86CCF02D1E3ADEO7D2588AEB64C37F40F07EBBB59C5058DB5CD2FA13E49723A21BD7FC
8

false

low

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\{B2129D5D-2CCC-11EB-90E4-ECF4BB862DED}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet exploren\iexplore.exe

Microsoft Word Document

dropped

1295884

3.7628853209744486

false
6144:pvXouuvXogjvXoyrsvXoaWvXoeFxvXou7:pvXouuvXogjvXoyVvXoaWvXoePvXou7
54CF582EBDFBF38E1AEGIFEB776BBFC1
19F25894BCC5323149CDCAAD1E6558C13D7370B5
5C65D3300A1FBDC5EBB7B590DF83922A0B38A710CDA99F797F518AD7BASFD607
86B6772511504DCD1C008501B82F146EB6B1A21976BE79231E9A46F278A2A74EF1A3C7326E6E56987E396269784F8374BB095851319CFC2C3D953ABD521C8FA2

false

low

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\{B2129D5E-2CCC-11EB-90E4-ECF4BB862DED}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

dropped

16984

1.5643736114934617

false
48:lwpZGcpriGwpaMZG4pQKGraphS95rGQpKOG7HpRISTGIpG:rp/ZvQM768BSTFA/TI4A
19875A5BA57184C282272FBB4AB66FOF
A11528151A111E6CEOEA37053A78A23E4E31A791
200434A613295737E7AD165FA1382C8F68F48DESOFAE23F93980A66DE3DBBC04

6A8E076A4FBA61505D91E3B0O05SEEF22114E28C197552CECC4883C9EFFDAB5C0B44B137DD67FB69257C709ACC26DA72DCFFAGA2394F7E73C1E707EEEEIEDAS
6C

false

low

C:\Users\user\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\{D0936BEF-2CCC-11EB-90E4-ECF4BB862DED}.dat

Process:

File Type:

Copyright null 2020

C:\Program Files\internet exploren\iexplore.exe

Microsoft Word Document
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C:\Users\user\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\{D0936BEF-2CCC-11EB-90E4-ECF4BB862DED}.dat

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

dropped

30240

1.902925692160542

false

96:r3/Z1Q2769BSFFjy2ykWgMLY Xs4BUhYBWGPhsMoqVoB0o+93Xkh:rvZIQW69kFFjy2ykWgMLY Xs4yhYgK8h
A961396FD4A3924765451C5B4A33D3B7

99EE3AC1F277CODC883F99F173D921C2E17175E0
4C71C1D59BAEBD7DA028485067DFIEAE8E897800986744F9754A68438C6DF055

5AA43759666DC5FO0FEAF77252B84B5502EC5AC8BCAABBEEDY021AC804B5F8767B45C3C796DB5014A89B2EB7BESOD41A97E3817581E718642A8038CEBA30ESC
9

false

low

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{D0936BF1-2CCC-11EB-90E4-ECF4BB862DED}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet exploren\iexplore.exe

Microsoft Word Document

dropped

24224

1.6411510505014455

false

96:rK/Z8Q676ABSQF|lf2IskWIsMIQY73uzg:r+Z8QK6AKQFjx2gkWaMaY7Cg
30CD6066B3F83418169514B88D329A68
3DFE30268B70C43B7186C46851707E3A22359927
7FF55972AA1A3E498B728F98558A4B3F1F433CC95A252BB19DA95585DC92D375

3531C67953CE50939720FBFB114EF5AFF446EDD62D24667DC4FF7D3F84E7AG3FEB14CA9CCFE1312C30BFD63DCF17F35CE215A7330DF726070CCODFC14C8A3!
D

false

low

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{D0936BF3-2CCC-11EB-90E4-ECF4BB862DED}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

dropped

27628

1.805725943364365

false
96:rX/ZYQsE76+8BShFjx2hkW+MyYkDvXD52QLO0Ix3or:rPZYQR6XkhFjx2hkW+MyYkDvXD5cr
51388399C9BCESCAC1C77D0OF4048F0C4
9E909D1FEE58BB69305689B38736DC22CC33B645
800BOE4FB35ADCDC35D28A3963861467B791530B6EA974AE1B3D612A8971A5AE
7BF05A009665C816EE48A37DA3F366C4F13A55CC995D1258C34957E4BFB88ES56878C6EFC02E64884F9A30A4C0320E8A760BASD3D507A774CE947DFE9D4913BF

false

low

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-17529550060\msapplication.xml

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

Copyright null 2020

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

656

5.086581427337948

false

12: TMHdNMNXOEAsiPsFnWimI002EtM3MHANMNxXOEAsiPSFnWimI000bVbkEtMb:2d6NxOVsKsFSZHKA6NXOVsKsFSZ76b
9DAA963C4D0948D96559408A8C5B165C
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C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-17529550060\msapplication.xml

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

4A50D05ED5D502E87EADD4DD1DF7163CD7120E7F
CF5DC94EE618213D24AFC7AE44616173F293AC59D3AF6DDEB45B73F2A34EC2F3

63AC6A2D1B05DB5EEGF02C461816B9445C1EG6EB80B3FOEF26E3D16470A5649D9BE9BBD6F7C6398040A951D82F71F4FBFE7EGFA4ACS5E617F460572BCCOEFDSF
6

false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.twitter.com/"/><date>0x87f863fc,0x01d6c0d9</date><accdate>0x
87f863fc,0x01d6c0d9</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?xml ver
sion="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.twitter.com/"/><date>0x87f863fc,0x01d6c0d9</date><accdate>0x87{863fc,
0x01d6c0d9</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Twitter.url"/></tile></msappli
cation></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-18270793970\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

653

5.110845705631094

false

12: TMHdNMNxe2k6wui9wuFnWiml002EtM3MHANMNxe2k6wui9srFnWiml000bkak6Es:2d6Nxr7NKNFSZHKd6Nxr7NksrFSZ7Aan
EF512033BOF6FBC5C40C8FC200415F68

EB98FF2DA81DDB628715D9D8CAD2B0OF7296B2781
5658301057AAB1CA4FB7D11C32366ABABCIDC51E399BB7712C52641D7EGEL7AB
BA74A2A2E98D3287A6E291DF874D8D600258C8F1563601A978799E9E1EES818497624FFE3F2549D4E246E05CEOBBDB0096F686D6ADACAA7519ECBC390C95E83
false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.amazon.com/"/><date>0x87ef3c4f,0x01d6c0d9</date><a
ccdate>0x87ef3c4f,0x01d6c0d9</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.amazon.com/"/><date>0x87ef3c4f,0x01d6c0d9</date><a
ccdate>0x87efd883,0x01d6c0d9</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Am
azon.url"/></tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\internet Explorer\Tiles\pin-21706820\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

662

5.118022676028228

false

12: TMHANMNXxVLEi7FnWimI002EtM3MHdNMNXxVLEiyFFnWimI00ObmZEtMb:2d6NxvQCFSZHKd6NxVQtFSZ7mb
7178AE7491C7979F3C5CD59FF5C5B52D

22C5BC97636027FBC7491CE635A7B6A48011B545
7F23683FE5394A7A35623A2F9C1BA90OFF8FE3ABSE046035CC0O9F84A040538917
37394B499B787D7D25AE8C244DE8F3FC2307ADB0OSAEFB56B8BCEISF04A0C83E0483E0E43F6D492D2F8460D69F902998FD9I6C596BC92076ACD4478039DD30158
false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.wikipedia.com/"/><date>0x87f9004b,0x01d6c0d9</date>
<accdate>0x87f9004b,0x01d6c0d9</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.wikipedia.com/"/><date>0x87f9004b,0x01d6c0d9</date><accda
te>0x87f99c89,0x01d6c0d9</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Wikipe
dia.url"/></tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin-4759708130\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

Copyright null 2020

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

647

5.109944961320645

false

12: TMHdNMNXxinlielFnWimI002EtM3MHANMNXinliBFnWimI00Obd5EtMb: 2d6NxfCFSZHKA6NXfQFSZ7Jjb
18757D4A9A1F174638B30EC3BES95E7C

86F1A8D9EF3E1F857AC29FF358C6AB69CFF49713
5A697206DD741E6DE4657C5BF343B88E04AD836F4AC76027B7EC14C5ABA03A43
04DD739B60526B211806A8A814FFBFOC3D8B7D47C131C47994D2729D25DC99CA5045B5539A9B2DD26BAFE2F53441973F758F79E3E5A36B0C801259942397AECE
false

low
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C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin-4759708130\msapplication.xml

Preview:

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.live.com/"/><date>0x87f5f310,0x01d6c0d9</date><acc
date>0x87f5f310,0x01d6c0d9</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?xml
version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.live.com/"/><date>0x875f310,0x01d6c0d9</date><accdate>0x87f68
f4e,0x01d6c0d9</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Live.url"/></tile>
</msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-6757900\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet exploren\iexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

656

5.123989840906497

false

12: TMHANMNxhGw5FiyFFnWiml002EtM3MHdNMNxhGw5FieuFnWiml000b8K075EtMb:2d6NxQOtFSZHKdENXQOgFSZ7YKajb
37F1975A6B8BBADA793E89AAE3938863

6BD67171767DFD8E4F50BEE2A1CC5367A9607922
4F5DE510FBFE59426835BCB6908D259F0D52251D5312F1F5B36B4FD8D850C8C8
5D9F74D6354CAC71FDCOOFDEFF30D16B7A7493781B8B283915290A9734B02E43B244687389EBI6AB75C95A4B02020DED3E1BESD32F293F7D7A43015FDIAAEB3
false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.youtube.com/"/><date>0x87f99c89,0x01d6c0d9</date><
accdate>0x87f99c89,0x01d6c0d9</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.youtube.com/"/><date>0x87f99c89,0x01d6c0d9</date><accdate>0
x87fa38c6,0x01d6c0d9</accdate></config><tile><wide310x150logo/><square310x310logo/><square 70x70logo/><favorite src="C:\Users\user\Favorites\Youtube.url"/>
</tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin-8760897390\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

653

5.0707621445537985

false

12: TMHdNMNXO0NIJri4JIrEnWiml002EtM3MHANMNX0NIJri4JrFnWimI00ObxEtMb: 2d6NXOHr9rFSZHKd6NXOHr9rFSZ7nb
ECD59C0B4EBBOBB3F6222090D13E9F8B

B44D916DA94CA33246F5341C1683F3ACE84D331B
B258CADA266EOEDF987277C05A38F04F40C421D4FB18FE0918FF10B7A46F4B80

7E45B89B957BEA57F93EDF4739EBS2EF9BB7CC31AB4C6719BB888DF63B4C64B642C2A0B4C614C1EEAQF771210105A6F0B5E8F81DD37D865D29F15D544095F8:
8

false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.reddit.com/'/><date>0x87f7c7c8,0x01d6c0d9</date><a
ccdate>0x87f7c7c8,0x01d6c0d9</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.reddit.com/"/><date>0x87f7c7c8,0x01d6c0d9</date><accdate>0x8
7f7c7c8,0x01d6c0d9</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Reddit.url"/></tile>
</msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20259167780\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

Copyright null 2020

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

656

5.1528989679548625

false

12: TMHANMNxxRIKFnWimI002EtM3MHANMNxXRiIKFnWimI000Ob6Kg5EtMb:2d6NxPNFSZHKd6NXPnFSZ70b
568C751AD32FBD132D751D0EBB863418

ACO060COFCBA4C98117D2911C1C7C1A84DAEIFI7E
559EA324568865117884BE6367B8B298B5E031564D24A0E80024D1DFA29EC378

D888F41FE11C7E56FC39A3379A9A1E0D929D00B977ABCF48146B33EB4AA9833EC33FD22D4197C9FBOCOE3231884DF4BCCF3C8E96EIFEC62956D47AA93A62DE
E

false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.nytimes.com/"/><date>0x87f72b81,0x01d6c0d9</date><
accdate>0x87f72b81,0x01d6c0d9</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.nytimes.com/"/><date>0x87f72b81,0x01d6c0d9</date><accdate>0
x87f72b81,0x01d6c0d9</accdate></config><tile><wide310x150logo/><square310x310logo/><square 70x70logo/><favorite src="C:\Users\user\Favorites\NY Times.url"/>
</tile></msapplication></browserconfig>..
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C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20332743330\msapplication.xml

Process: C:\Program Files\internet exploreniexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 659

Entropy (8bit): 5.098996422680809

Encrypted: false

SSDEEP: 12: TMHANMNxcVuuikuuFnWiml002EtM3MHANMNxcVuuikuuFnWiml00ObVEtMb:2d6NxOuuDuuFSZHKd6NxOuuDuuFSZ7Db
MDS5: 44F4F8AAFC458D09C1290809CEBF1299

SHA1L: 80FDE24422DA39648F689AD8A65461E89CIBESEF

SHA-256: D47E30D13D9FBABA20FBC38C74456A10E5221F02C1089CEAE8010D2EOBESCODE

SHA-512: 48A86CA2ED3E5E04129568EB1D6FE4F61C44BC923B93BCCCCO1A52CA6BC6A10892130EF8F2733AA15C42D49F20A8390539310271BD686674BA6D3C245C393BE
Malicious: false

Reputation: low

Preview:

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.facebook.com/"/><date>0x87f1lad4d,0x01d6c0d9</date>
<accdate>0x87flad4d,0x01d6c0d9</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.facebook.com/"/><date>0x87flad4d,0x01d6c0d9</date><accdate
>0x87flad4d,0x01d6c0d9</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Facebook
.url"/></tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\internet Explorer\Tiles\pin8215062560\msapplication.xml

Process: C:\Program Files\internet exploreniexplore.exe

File Type: XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 653

Entropy (8bit): 5.139235224222256

Encrypted: false

SSDEEP: 12: TMHdNMNXxfn6c/iZc/FnWiml002EtM3MHANMNXxfn6c/inuFnWiml00Obe5EtMb: 2d6Nxf/J/FSZHKdBNXf/iuFSZ 7ijb

MD5: 703C553C042DFDB7ACBAD2DFC25A06D8

SHAL: 91FEA4B7C2248A7FB4C3455A7C4760B6C7ADAELD

SHA-256: 5BD1FCDFCBC758D889DADD32A8A43D3A2B92CFF8CC823A89ECB6ATAE409E36D0A

SHA-512: AF49CA98DFB95861B8DE3A75FF43E8DB9913BEB77056D3B96F3AD56D1B79D3COES5B91813D7BFE3F9482000CBDA3218F0440FE095A5FFE0913AAF36176A32EE(
A

Malicious: false

Reputation: low

Preview:

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.google.com/"/><date>0x87f24998,0x01d6c0d9</date><a
ccdate>0x87f24998,0x01d6c0d9</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.google.com/"/><date>0x87f24998,0x01d6c0d9</date><accdate>0x8
7f556f4,0x01d6c0d9</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Google.url"/></tile>
</msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\internet Exploreriimagestorelynfz0jx\imagestore.dat

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: data

Category: modified

Size (bytes): 1034

Entropy (8bit): 7.458329119735551

Encrypted: false

SSDEEP: 24:pqCYBWexLZs78de/zl4gBabzeiqYMfD91MVnfkHU:pxYBRkode/kdyamiqYMfZbo

MD5: 3F863E3081976F5DF3F1664D88344000

SHA1L: 485167860C010C806BED7542EAF8914278E51109

SHA-256: B84ADFOBOF798D788DF07DF8E02548815A2320213E73B94F9EF664944C526741

SHA-512: FA2DDD2197503B3CE67FA473FE23COFF4CCB36DAEG711A0E9D5CBADCA58163DA37FD83EF45669743565E00AE7EA00F932D8BFEFB56DDFD50C54FBOF8D8794
10

Malicious: false

Reputation: low

Preview:
*h.ttp.s..//a.b.s..twim.g..c.om./fav.ic.o.ns/twitter..ic.o...PNG..... =L ALAA
.C.DEEOV*T.,m..L.R...LL..U7...<... 72 \...@t3.#. . HP.H_.r.p..*.J.0/&.&.? LS.VK....

c&.#.,.S...e.Re..W...Y96.{I....ZN}..oD3....W?..J.T.6....Nk.4...{ . : &
=.@z.S.B!j.hj...-.vs...s.[.......[}.*bF.By<......0.\.E.8..80...0....&...c8(..r&..)......>d..[... E..Q.6S..N...0....17.".(7...%....X..h\.hF..*8S+.|/.6..l.e_
f.s.P.mM.t.[...H6.....L.]i8x...9..2F...".....X..P.WO..e...$u..wS.N..@....9C.....No.D.s.,6..."._..w2tR.O.eH5r.w.#b...U<|.@8.y."z.[5..Q....... +.....3.....1.x*....IEND.B

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\408081[1].json

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCI!I text, with very long lines, with no line terminators
Category: downloaded

Size (bytes): 30868
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\408081[1].json

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

5.195795851277327

false

768:py7XH08pXS7AR0OqRYSOtDYsXx3RJINcuy7Rw5:2X18pH+BJ4C5

3D5603ADEF47DFDCO0164CE394E26EE04

DA22F91CA4ED2E680A10C8C223755185A4F95CBB

3AD6833F1AA76890389CC1B3B939120D818709FA9D92C7C49D398D096C0O18BE7
92A481A9C4D38A2F2FF6973B6F4EC84A077BO0EFD685AA1738556F062AA978C01815AD1E1D501D91F2CD1D4455D5F70DDF7047F5D234869A8D915F3D5AA7734!
false

low

hitp://https://api.omappapi.com/v1/optin/447/408081

{"408081"{"type":"lightbox","theme":"metro","builderv3":1,"namespace":"dallas","ga_account":"55a587ch9c57e","cookie":30,"cookie_success":365,"automatic_toggle"
:0,"yesno"{"theme":"default","privacy":{"show":false},"backlink":{"show":false}},"content_lock":false,"rules_engine":{"rulesets":"[{\"name\":\"Default Ruleset\",\"rules\":[{\"rule
\":\"time-delay\",\"active\":false,\"conditions\":[[{\"type\":\"page-time\",\"operator\":\"more-than-equal-to\",\"value\":5,\"unit\":0}]]},{\"rule\":\"exit-intent\" \"active\":false,\"condit
ions\":[[{\"type\":\"exit-sensitivity\",\"value\":1}]]},{\"rule\":\"scroll\"\"active\":false,\"conditions\":[[{\"type\":\"scroll\" \"operator\":\"more-than-equal-to\" \"value\":50,\"unit\": 0}]]},
{\"rule\":\"monsterlink\",\"active\":true,\"conditions\":[[{\"type\":\"monsterlink\",\"operator\":\"wildcard\"\"value\":false}]]},{\"rule\":\"datetime\" \"active\":false,\"conditions\":[[{\"typ
e\":\"time\"\"operator\":\"on-before\",\"value\":false}][},{\"rule\":\"url-path

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\470037[1].json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCI!I text, with very long lines, with no line terminators

downloaded

30891

5.198823380427105

false

768:9y7hFUGDXUV2faY5IwOtDYsX83RhyuuymhwT:yh6GDTtBh4yT
C885FB16COE13C0529BEC8B59ED55372
5D67B6DBDF6C4BF7BOF7EF3A81F31EC43511B6F0
70709C7EOD5B2D2EBDA1DOE46EAD1FB55F1FBB14FDBDOF4F2283207DDCE3B3E2

2D0D5D27250BFA4529D7674DEC569DDB3ADC4A8A9B7FA05D8761FOCBOE2C3972605FB5BA7A9018B920827919EAD2703E33A29BEBDFDD1BE46EDF4C69DB68C
CA8

false
low

hitp://https://api.omappapi.com/v1/optin/447/470037

{"470037"{"type":"lightbox","theme":"metro","builderv3":1,"namespace":"dallas","ga_account":"55a587ch9c57e","cookie":30,"cookie_success":365,"automatic_toggle"
:0,"yesno"{"theme":"default","privacy":{"show":false},"backlink":{"show":false}},"content_lock":false,"rules_engine":{"rulesets":"[{\"name\":\"Default Ruleset\",\"rules\":[{\"rule
\":\"time-delay\",\"active\":false,\"conditions\":[[{\"type\":\"page-time\",\"operator\":\"more-than-equal-to\",\"value\":5,\"unit\":0}]]},{\"rule\":\"exit-intent\" \"active\":false,\"condit
ions\":[{\"type\":\"exit-sensitivity\",\"value\":1}]]},{\"rule\":\"scroll\"\"active\":false,\"conditions\":[[{\"type\":\"scroll\" \"operator\":\"more-than-equal-to\",\"value\":50,\"unit\": 0}]1},
{\"rule\":\"monsterlink\",\"active\":true,\"conditions\":[[{\"type\":\"monsterlink\",\"operator\":\"wildcard\"\"value\":false}]]},{\"rule\":\"datetime\" \"active\":false,\"conditions\":[[{\"typ
e\":\"time\"\"operator\":\"on-before\",\"value\":false}][},{\"rule\":\"url-path

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\6xK1dSBYKcSV-LCoeQqfX1RYO03qPZ7nsDdB9cmel[1].ttf

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

TrueType Font data, 14 tables, 1st "GDEF", 8 names, Microsoft, language 0x409, Copyright 2010, 2012, 2014 Adobe Systems Incorporated (http://www.adobe.com/), with
Reserved Fo

downloaded

27548

5.880007332186799

false

768:jgLCql3xYdv8LHXTaPIt0VyZ1lImt+IDX3HA3:jgOC3xRrOVQImt4DX34
AA3461AE48B9B6248D21E792F206DF1E
BCF70EF7812400325834AE410654005D77BB7F9F
B222CB8AOE93E7DOD2AD5B2C986A67B205F38711B6BB871FAB7B672A2D8104FAC
038EDDE925D66724A8850C107B3665958A4D345AA1F2702D19B99D8121937CIECADIOD62BD16A4F53A7ABEF8C6EFAC16776B5641AF8AD35B0994FA928AD5734
false

low

hitp://https://itsfoss.com/fonts.gstatic.com/s/sourcesanspro/v14/6xK1dSBYKcSV-LCoeQqfX1RYOo03gPZ7nsDdB9cme.ttf
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\6xK3dSBYKcSV-LCoeQqfX1RYO003qOK7gujVjow[1].ttf

Process:

File Type:

Category:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

TrueType Font data, 14 tables, 1st "GDEF", 8 names, Microsoft, language 0x409, Copyright 2010, 2012, 2014 Adobe Systems Incorporated (http://www.adobe.com/), with
Reserved Fo

downloaded
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\6xK3dSBYKcSV-LCoeQqfX1RYO03qOK7gujVjow[1].ttf
Size (bytes): 29808
Entropy (8bit):  5.770209350186367

Encrypted: false

SSDEEP: 768:CtHEby3GL9016CJqdyQJ8z2SLSApJIHCeqor/FX:6EbzuQgq2SLNp9/rdX

MDS5: F10CD8E2AC6BF3E3FD1F17144121CEF7

SHAL: 1B538D196AB46D29C05DBA1DC240AC07A0145AEC

SHA-256: EECCAB635520EAFAD0017505B523EEOE884D91EAE3C1700D5E6C503B1C2C24E8

SHA-512: FICFD4105EDF45926072CD251CC34B44EBB6BAIF55E78D6FDB6A4D0OBC37CABES8F721D851283E8288EBDE61ABFD8AB38308DFF358C36843437512DCDC4FES
8D

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://itsfoss.com/fonts.gstatic.com/s/sourcesanspro/v14/6xK3dSBYKcSV-LCoeQqfX1RYO03qOK7gujVjow.ttf

Preview:

........... "GDEF......V....FGPOS .x{..V....fGSUBJ.c...qP... OS/2[.t....h..."cmap..3 ...6hhea......$..$hmtx.=)........Plocaa.Rl...(...*max

p.3.z...H... name[.s...N.....post.SF...Q..........". Sk <, ?\..:...0 ........ Ouieiireiniieneeieeiesee Vi Se XKL XL A2 4 "vieee....ADB
0.@. .... Yoo LZ5492.2..2i04..2..2...C2..2..2..Z.. 462 4977 L8 RLCLLLRLR=R#R...+R+./
[R....R... K. . v6..4.2..2.2..Z.....M.. ..C...
JR#R...... G..@.R. K. K. K. K JB+RALR.0..2Ra. ...

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\OW10PBUV\6xKydSBYKcSV-LCoeQqfX1RYOo03i54rwixdr3cOWxw[1].ttf

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: TrueType Font data, 14 tables, 1st "GDEF", 8 names, Microsoft, language 0x409, Copyright 2010, 2012, 2014 Adobe Systems Incorporated (http://www.adobe.com/), with
Reserved Fo

Category: downloaded

Size (bytes): 29508

Entropy (8bit): 5.770873847089662

Encrypted: false

SSDEEP: 768:Z23+HEbaclu6+E3Dj4EJ7]D6vyIAHUPKbIfUtSHIQUOPJ/BQ+iFX:ZAEb3vDBEJID6qIKpTQ+sX

MDS5: 47BOE1F0585C9B8ABDALBEEFEC79B254

SHA1L: 4A32BBD43AABA006C4ACB9297D95081D2F745A6F

SHA-256: AE9E9BA146E2AE878C8D5CAG690D0032F5DC8739ACI6581A61A96675CI7BBI06C

SHA-512: 89138D2BD3262FA0A645AC94A1FIF27BC42C22B51BB2639233672F5ECAALGE7FFFF347A7F24ED3051256BF7F83E23B6B4CAA626C2A80E3DB6B1BACA2BISEOD
30

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://itsfoss.com/fonts.gstatic.com/s/sourcesanspro/v14/6xKydSBYKcSV-LCoeQqfX1RYOo03i54rwixdr3cOWxw. ttf

Preview:
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\6xKydSBYKcSV-LCoeQqfX1RYOo3ig4vwixdr3cOWxw[1].ttf

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: TrueType Font data, 14 tables, 1st "GDEF", 8 names, Microsoft, language 0x409, Copyright 2010, 2012, 2014 Adobe Systems Incorporated (http://www.adobe.com/), with
Reserved Fo

Category: downloaded

Size (bytes): 29536

Entropy (8bit): 5.769341103623475

Encrypted: false

SSDEEP: 768:INIHEbffdWBdXUxPZ4cXC+9BFnKpJvX1bRFX:INZEbtU8BhdIpTX

MDS5: DE7AB4B12A803FD2A0A868BD8F2F460E

SHA1L: AEFA766F5DF7ED8C33748BDB56AES8EBF3A2DC21

SHA-256: FAB6464A1FD029592C65A116891480C02E46509088884BF044BC0O5E0C79CD8752

SHA-512: 3E1BF71B2A27946E1B913BD11355F1E173A0584D272AFA15880303EDF625375A7196DFC7C9A45615DB15941D9CBB30ED9360560C7305B0300CC52B1C481F3D1¢

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://itsfoss.com/fonts.gstatic.com/s/sourcesanspro/v14/6xKydSBYKcSV-LCoeQgfX1RYOo3ig4vwixdr3cOWxw.tf

Preview:
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\836 AED64-FCB7-4098-8161-8F980A7BAC3E[1].gif

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: GIF image data, version 89a, 1 x 1
Category: downloaded

Copyright null 2020 Page 26 of 93



C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\836 AED64-FCB7-4098-8161-8F980A7BAC3E[1].gif

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

43

3.5257351171929923

false

3:CUEIHN/:i4/

13E1C7A2184E36D7AE519E99B1AA226F
355CCAD4EAC39838E1CC76FDOB670FD2EALESAA3
48A33CA9F42B91902D57ADBAC52E1CE32B92C8C10C732F2DBB6FE960EBFDI438

B1A6CFA7B21DBB0B281D241AF609F3BA7F3A63E5668095BBA912BF7CFD7F0320BAF7C3B0BFABDOF8609448F39902BAEB145BA7A2D8177FE22A6FCEA03DD29
BE1l

false
low

hitp://https://pr-bh.ybp.yahoo.com/sync/pubmatic/836 AED64-FCB7-4098-8161-8F980A7BAC3E?gdpr=0&gdpr_consent=

GIF89a............. | I R D..;

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\DetectGDPR2.v1.1[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text

downloaded

8795

5.338001034916449

false
192:0IGwJeGYWmLgSeap0XzcpV0O8YFYLH6phH2pYaLCLPCLYCrc0jZo6Yx35YgYuKt3T:0sdHgy0XzWVeGLH6nH2pYaLCLPCLyOcm
3DE79992D0CEF104B76350C3B21BB251

A5291BC84F1274976B2C40EOE79EC92FE2211EEC
OCF25ABE73B03E246C0A820C825A1F433E36949C2CF456CEB89D86ESDDIECA27

E443D2FAAFAFAF77E82AA6D32E6CE35E4A58282526D6CBE33B8292321BDBB8BOAAC2C4B39A1E3E6B860C1514F45781DAF1F671B6A084A70E4FC2D1865F7D46
BE

false
low

hitp://https://live.sekindo.com/content/ClientDetections/DetectGDPR2.v1.1.js

/* CMP v2 Implementation - TCF 2.0 */.var SekindoClientDetections_ GDPR_v2 = function (isDebug, globalTimeout, onConsentAvail) {...this. CONSENT_SDK_NOT
_AVAILABLE = -100;..this. CONSENT_STILL_RUNNING = -2;..this. CONSENT_REJECTED = 0;..this. CONSENT_APPROVED = 1;..this. CONSENT_NOT_APPLY = 2;..t
his. CONSENT_ANOTHER_VER = 3;...this.VERSION = 2;...this.PRIVACY_DETECTION_TIMEOUT_STEP_MS = 50;....this. VENDOR_ID = 228;..this. PURPOSES = [1
,2,5,6,7,8];...this.isCmpLoaded = false;..this.cmpVersion = ";..this.consentState = this. CONSENT_STILL_RUNNING;..this.consentRawData = null;..this.debug = isDe
bug;..this.requestTimeout = globalTimeout;..this.isListeningStarted = false;...this.startTs = new Date().getTime();...if (onConsentAvail && typeof onConsentAvail == 'func
tion")...this.onConsentAvail = onConsentAvail;..else...this.onConsentAvail = null;...this.tcfCallsList = {};...if (typeof window.Sekindo == 'undefined’)...window.Sekindo = {};..if
(typeof window.Sekindo.clientConsentEncoded == ‘undefined’).

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\its-FOSS-Linux-Blog--1843285099062669[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text, with very long lines

dropped

132768

5.235611382840236

false
3072:tTSmQR4ah70SacG8LSy09R/eiQ26VfOyAi2ixa4IJWy:tAR7h70SacG8LSyUR/eiQ268YQS
228A26517D3026FA3F69931D097B84F3
2451A1876F25AA102DF00471EDF04D8AED1ICFDAA
70DCDBADCBD9B077F5B452DFAF686CCEO03C83C2A5DABD5C1867487F830E7F38

78072A65553902D8C4CF1B58FEFEE2116FD18B3ADIEA28E05F662BBEB8B4EC09B65768F2245C3B4967D8C7B5DB19BC0448D18A3196AC8E0858D88A89C46DF3(
7

false

low

<IDOCTYPE html><html><head><title>Content Not Found</title><meta name="viewport" content="user-scalable=no,initial-scale=1,maximum-scale=1" /><link href="https:
IIstatic.xx.fbcdn.net/rsrc.php/v3/ya/r/O2aKM2iSbOw.png" rel="shortcut icon" sizes="196x196" /><meta name="referrer" content="default" id="meta_referrer" /><link
type="text/css" rel="stylesheet" href="https://static.xx.fbcdn.net/rsrc.php/v3/yn/l/0,cross/V2KLVLHMzX-.css?_nc_x=Ij3Wp8Ig5Kz" data-bootloader-hash="wiObt" data-
nonblocking="1" /><link type="text/css" rel="stylesheet" href="https://static.xx.fbcdn.net/rsrc.php/v3/yl/l/0,cross/ZCcUn0Z7yEy.css?_nc_x=1j3Wp8lg5Kz" data-bootloader-h
ash="13s9d" /><link type="text/css" rel="stylesheet" href="https://static.xx.fbocdn.net/rsrc.php/v3/y6/l/0,cross/7U_-wuTAXEq.css?_nc_x=1j3Wp8lg5Kz" data-bootloader-
hash="vu/4d" /><script id="u_0_8" nonce="nkkCQSk7">function envFlush(a){function b(b){for(var c in a)b[c]=a[c]}window.requireLazy?window.requireLazy(["Env"],b):
(window.Env=window.Env/|{},

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\KFOjCngEu92FriMu51S7ACc6Csl[1].woff

Process:
File Type:
Category:
Size (bytes):

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe
Web Open Font Format, TrueType, length 21564, version 1.1
downloaded

21564
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Copyright null 2020

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\KFOjCngEu92FriMu51S7ACc6Csl[1].woff
Entropy (8bit):  7.9688026243536

Encrypted: false

SSDEEP: 384:bc6bX9TFqgFUVXQiOW1jHYHwnSthN/yiJsMw52R50BAVhPFx466gfwu5:bcCV4aUlxHSw8ZyixnFP3N6US

MDS5: FFCC050B2D92D4B14A4FCB527EEOBCCS

SHA1L: DE3033F27DB6BBDABIAOE6F16EC51E8C877739AB

SHA-256: C8912EBD82B4DF2EB87E37B1F66432FA2186182E08BB8A533BA4C2DF6CEG7FBA

SHA-512: 7D517BB33DE3D088B8EE4ECI250AB1645CF76B35B25F57C004BF82B5A9A30C15252C865765EFFD4679A68ACDF6EFB89E4B0319283914880935D8D1AC823FEGS
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://fonts.gstatic.com/s/roboto/v18/KFOjCngEu92FriMu51S7ACc6Csl.woff

Preview:
WOFF ... T< e GDEF....... G...d....GPOS................ GSUB............ 7b..0S/2....... Q... ’t#ycmap...4....... L...cvt....... \..\1.Mfpgm...@...2......%.gasp...t........
glyf.....@...p.N..Hhdmx..M(..f........ head..M....6...6...vhhea..M...."..$...hmtx..M... k......3.loca..PX........ G.*"maxp..R4... ... ...name..RT..........>gpost..SO....... . a.dprep..
SH....... X9..x...1.P.....PB.U.=L.@..B)..w......Y.e.um.C.s..x.h.~R...R....2.x..pfK.G...1.c>.."9..m<+;..m.x...bg.M.T...O.... XU W.c. 72 Mz 4 Fo & &
e T]....K=.K2S....q..d..xf.$~i..$?.d..dU..... @R-/LMO-J6...[]..Z..0.C_."If..d...fS...$d.G>eL ... Tfl....... 9.c>.."1.TR.x./d-.. el v 1.QG=.4.D3- F;=
AVgrw..9..el...Q...f...qV.n.h.V.Z]. B..C.[B...V.....v..ow.{..w..zRO.i=..._....-.m...].=...[..(1.(:#.....00/.0?..04rL.G.9.....i6. 1$,..{|&]....YJ..x.e8B.#..t;R8.{+...\=.....

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\KFOkCnqEu92Fr1Mu51xl1zQ[1].woff

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 21528, version 1.1

Category: downloaded

Size (bytes): 21528

Entropy (8bit): 7.973887568128485

Encrypted: false

SSDEEP: 384:uy/NCb8EbjU+Fos6gaUFZ3qR474EAqAG3w/Qpt/uxMsucMgwtDw031F:7/4zb706XqR4+3QptcuLgOw031F
MDS5: 9680D5A0C32D2FD084E07BBC4C8B2923

SHA1L: 8020B21E3DB55FF7A02100FAEBD92C2305E7156E

SHA-256: 2CFE69657C55133DAC6EA017B4452EFFF2131422ABD9E90500A072DF7CA5A9C8

SHA-512: E19A498866F69F3D8136A65A5AB4E92CC047170673EDO0B506E325165A84216267BIFEF1ESCFD66458E85ED820C12E9C345CECIBEE4ADE4BE1C2E2B1A784F179
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://fonts.gstatic.com/s/roboto/v18/KFOkCngEu92Fr1Mu51xI1zQ.woff

Preview:
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\NewErrorPageTemplate[1]

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode (with BOM) text, with CRLF line terminators

Category: dropped

Size (bytes): 3224

Entropy (8bit): 4.869554560514657

Encrypted: false

SSDEEP: 48:5m73jcJgQep89TEW7UxkZCm73jcJqQep89TEW7Uxkk:5ngrehEw7U6ZCngrehEw7U6Bk

MDS5: 3A35614D9A6156057F7D30CI1CIEDAF2

SHA1L: 7DDE5D14A15F465C9BFDOB0OCOB3416175E69D1BC

SHA-256: D544FAC44B7B2CD937726C401B5C9C726F900CEF22980A7B39F8756581901B73

SHA-512: 8A31COC90EF443E3B7AC5B930466CD8CEF1D540D2D436A7DC4D12F38686368303882A9610A57B2A1CF9ABI73DB684FDAOB1831B116EAEBAD86BE816FDD627C
8

Malicious: false

Reputation: low

Preview:
.body.{.. background-repeat: repeat-x;.. background-color: white;.. font-family: "Segoe UI", "verdana", "arial";.. margin: Oem;.. color: #1f1fif;..}.....mainContent..{..
margin-top:80px;.. width: 700px;.. margin-left: 120px;.. margin-right: 120px;..}.....title.{.. ~ color: #54b0f7;.. font-size: 36px;.. font-weight: 300;.. line-height:
40px;.. margin-bottom: 24px;.. font-family: "Segoe UI", "verdana";.. position: relative; errorExplanation..{.. color: #000000;.. font-size: 12pt;.. font-family:
"Segoe UlI", "verdana", "arial";.. text-decoration: none;..}.....taskSection..{.. margin-top: 20px;.. margin-bottom: 28px;.. position: relative; ..}.....tasks..{.. color: #00

0000;.. font-family: "Segoe UI", "verdana";.. font-weight:200;.. font-size: 12pt;..}....li..{.. margin-top: 8px;..}.....diagnoseButton..{.. outline: none;.. font-size: 9pt;
..}.....launchinternetOptionsButton..{.. ~outline: none;

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\02aKM2iSbOw[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 196 x 196, 8-bit colormap, non-interlaced
Category: downloaded

Size (bytes): 6787

Entropy (8bit): 7.92313117554656
Encrypted: false
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\02aKM2iSbOw[1].png

SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

192:CTErdfzZHKZ1NCr7aOs6U7velH5rIJKVeugr:JsjNg+ZfvU51gtK
AEBBF2D6313BBC20D85BA08F39A2C6BC
B27B7590E678293FEBE8B845D02804C637677C8A
CCB2EOACFEB57DA9AB6AA6BD3CCE09BFB2F8DFDA8979D89A0CED773D5B3948A1

C7E5DCD750667FAE1E73DDC377590A6F092A66D8C5554997E2DFEDDD98BAC4946504200CE262B2A3C62389BBF0070FFOBFE3FBE7176EC84FE3B0136872C1BE
A4

false

low

hitp://https://static.xx.fbcdn.net/rsrc.php/v3/ya/r/O2aKM2iSbOw.png

Gh.Jk.lj.Ln.
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....N.ec...[IDATx..0.n.0..,[....<..L.v(...:
St.<.D...|.nZ*60.K....3{4...WP..D...Jufm.E&%.\..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\O5P04DWH.gif

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

GIF image data, version 89a, 1 x 1

downloaded

35

2.9302005337813077

false

3:CUkrlIHh/:qd/

C2196DE8BA412C60C22AB491AF7B1409
5FBDA472222FEB8A22CF5B8AASDC5BBE13AF88E2B
6ADC3D4C1056996E4E8B765A62604C78B1F867CCEB3B15D0BIBEDB7C4857F992

84E24A70B78E9DE9CODODFEB49F3F4247DBC1C715D8844471EE40669270682E199D48F5FBEC62BD984C9C0270534B407C4D2561DD6CO5ADEC3C83C1534F32D
C

false
low

hitp://https://pixel.onaudience.com/?partner=161&icm&mapped=16e1612ed06391c52bd2a0c9dd9ceccl

GIF89a............. e D..;

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\Pug[1].gif

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

GIF image data, version 89a, 1 x 1

dropped

84

2.9881439641616536

false

3:CUXPQE/XIEqjdfXPQE/xIEy:1QEogh3QEoy
6A3F2D147842187CD48B1546EDDD5BAO
AB278C31189DF2939428CF81A3850A2C6DBF5E2E
D4990F907BCA02F02B3D41216EEA5461609D4BCBA07A3CBEEOD7CF28A6D0D864
998F55BF5C3D4A71CB3C23782B788F71E7625DF83A37FE8A18F915AAA3BDES420183A3C709816664E262069EE2FE245CA44799E3476B6DES07B5D68FC86F8960
false

low

GIF89a............. | I R D.;GIF89a............. L. R D.;

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\S6u9w4BMUTPHh50XSwiPHw[1].woff

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Web Open Font Format, TrueType, length 27524, version 1.1

downloaded

27524

7.981057931878512

false
768:2zAIDCpYbY5aqoCp71Q19fHbgjljgBGBRNwjK+5qmsQCns:zz715ltp7U9fHbgjMBeRnwmAqgB/s
AB2FF6AC9208656F9A21A65DFACBCAE3

80F8216F458F74EBB649641FA617195DFC8BF836
7831E273F41FEF8485564286F3578D2847754DB375BEFDB48B8CE37E1E1F3A57
F119CD55C01A595D216E61F7CCBE77E1D28190E383457E089347161D0E6B97A33958E290D974B9COF016E05A767559FD59CFOFE25F297248B7A873EE11FF5A1D
false

low

hitp://https://fonts.gstatic.com/s/lato/v17/S6u9w4BMUTPHh50XSwiPHw.woff
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\S6u9w4BMUTPHh50XSwiPHw[1].woff

Preview:

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\S6uSw4BMUTPHh6UVSwiPHw[1].woff

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Web Open Font Format, TrueType, length 28052, version 1.1

downloaded

28052

7.983868615364949

false

384:n2zorz2U1leBym14fE/b3/DcgriaY WTS1XrXUI44Eap54pSptB1Xg7a+:2krz22eYmAE/trmY+C14Eekexea+
874BBE7BC7E8D1507B50F56BC6CIB536

B7AC18BD6D3ACECDFA5931FA4A59C005ADB02F38
9F5A6FB49257579436C7BD8D42FA5D052336132B6F9F8972A7CI9CO0DI3ED18B4
C8771C91135DD24E6345DAF39728DC4986FAEDED05161CF4428360D538C3E7984FBBF416FA7B8B6F3956AEBF10817C604231EAA37EE3174B82B7BD16E52368D
false

low

hitp://https://fonts.gstatic.com/s/lato/v17/S6u9w4BMUTPHh6UVSwiPHw.woff

V[.....b.head..f(.
..6...6...Ghhea. Soohmtxfo v..BWloca..h......... %..1maxp..j\... ... ...name..j|...1....8.P.post. k........ EW...prep..mH...K..K...x.L..$Q.EO....m.m.. k.....1.a..g....... p..2j..
LP7.A-ZXx..RH%.U..pkI3[df...90.f.1%W. X..w...jod.=.Buf#|_.|....... W=y Ut Twehe by T =bl LN LA TEL,..&4.9.C[:.Nt.+..N.Z..../...0.3
.l.c<..d.3..b.+Y.j...Ib3....vs....0G8.q.p..\."...U.qQ....w..=..<..0y.s...| #..0~..D.C,q.@"1$.J.. #.FwFa...]..G...C#.v.2....> hiY..Q...JD:K-& j,...Y... ...E.SQY.-a).a.
XG..0.(5....8.~L.l.>..... =.elL7=.G?2.,.....0...$."...g<gW}.~. A LL<..g![..Cn.$.S@!E\.7..f. kB(9....C9.TQMM.......2.7...&f.X9...].P.).

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\S6uyw4BMUTPHjx4wWA[1].woff

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Web Open Font Format, TrueType, length 28660, version 1.1

downloaded

28660

7.986798426962959

false
768:Rr8uuUMtVCqVsUnrZAT9vaxw9pid5vSVe+Dfpy:R9uZVI9VnndAJvaCGPvwDhy
BBEE546ACD6CCOC49F42AD3D48EF244F
7D8BFF4143A36AA9CC1C2801F60FAOE99969E3F6
04050BAE4CC3B9CCD20D3C7F57F5B1BA249D4A54D6EFF75A1E4DF504362E8C00
700D04F4CAF24A20919C2136DD3700BBE07F509F5BD0045084063B78EA8B6FD72BFEAG6BBF2A94A5865A75CD6C7197DAB500B809122AA5A3910F46E1D9816D00
false

low

hitp://https://fonts.gstatic.com/s/lato/v17/S6uyw4BMUTPHjx4wWA.woff

Le. . .HFL.Lf. 1Oy, KY.rV..b7{..p..,.8..r.+.>x#..%x[..|.
.32.PJ)K) .7.9.\s...7dL...K.>..0H.L.Y.v.U.Xg...m.-..a.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\V2KLVLHMzX-[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

dropped

5469

5.151316310535322

false
48:V5hleP3I5NkFWcU+Fb1/t9LmQIdUsZ0QMEEbDt6a7xigPcaTWZwNQ4lijo:n/P3I3kYcvIIUsZOQMbbEaQACp8o
75BD3CED9D1B7BI9DE99A4911A0EFFO6F

BBA4BB94E59F0E2756444378059DB6CB34F832E8
2A63065F67DE1CAF285C129DF3ABES701FE2B1494F1B866375283B456ABABD4B

7866B87FB06FB360D1C7B22C1B590E7F8741FF098970C10C2CD2D6C0141A3DF879F38D5D5D053CFC4B32B5E74EC66CDDC3ED67AAG7EQ9E3B994DCEY512272!
D

false

low
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\V2KLVLHMzX-[1].css

Preview:

.sp_kTPczrznksk{background-image:url(/rsrc.php/v3/yf/r/-Y LipmEFntl.png);background-size:auto;background-repeat:no-repeat;display:inline-block;height: 16 px;width:
16px}.sp_kTPczrZnksk.sx_0bb90f{width:12px;height:12px;background-position:-105px -244px}.sp_kTPczrZnksk.sx_6539bf{width:20px;height:20px;background-position:-
50px -143px}.sp_kTPczrZnksk.sx_0fch28{width:24px;height:24px;background-position:-47px -110px}.sp_kTPczrZnksk.sx_34ec04{width:24px;height:24px;background-
position:-72px -110px}.sp_kTPczrZnksk.sx_b98d02{width:24px;height:24px;background-position:-97px -110px}.sp_kTPczrZnksk.sx_303210{width:20px;height:20px;backg
round-position:-71px -143px}.sp_kTPczrZnksk.sx_0eelfd{width:12px;height:12px;background-position:0 -259px}.sp_kTPczrZnksk.sx_f770dc{width:12px;height:12px;backg
round-position:-13px -259px}.sp_kTPczrZnksk.sx_2d6bda{width:20px;height:20px;background-position:-92px -143px}.sp_kTPczrZnksk.sx_5df003{width:24px;hei
ght:24px;background-position:0 -143px}.sp_kTPczrZnksk.sx_222

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\adsbygoogle.0e32b39aad0081b2af83.bundle[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with no line terminators

downloaded

98

4.871587268794003

false

3:ID30RZy/LBdORZzZqVRNxhCJEZLDHEYqYSL9J:ID3r1daZurCJiEZ3EyqF9J
ODE025C4E10577505D4BE7D018A2EAF7
AE91AFDBEOA2DC7567F174189C21E67B63F937DB
D6B87189F2250EAODCDBB2DDACE715469013A7F2C2B5D3861DF3FB449839C621

C90EBD0B4921979AA928EAC98224FE2FF5ESFEEOFB89BE1DFF561777C05CESEF461DB1FE17906A77C3E17A621CE3121913A8BOCFC91699592DE1589BEOD3231
D

false
low

hitp://https://renderer.apester.com/v2/static/adsbygoogle.0e32b39aad0081b2af83.bundle.js

(window.webpackJsonp=window.webpackJsonpl|[]).push([["adsbygoogle"],{"1b6bf":function(o,n,w){}}]);

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\anchor[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text, with very long lines

dropped

14417

5.9457725099366145

false
384:3/ShzedieogFAxcQCBdwQT91840punhVa7dEsSRQpKA:3/Sh64iWuCQC7FEunhORQpKA
1CE5FD64CBA82894026FD5BBE6A82212
C3A78EEF07905224CE4ABFAC88BEF26807B237D3
71B4FCACAB169AEEC45E26EAOE84667085B6B787311D503DD61BC1DCAB428EFA
9C680094BE4D5DIFFDF713CB485A510801CF23DC59A6C1D53E79D8A803DFADIB6E01C35B2E10F9C340056F95DB48F20A28134E41FBF802BIC521A81F0762944
false

low

<IDOCTYPE HTML><html dir="Itr" lang="en"><head><meta http-equiv="Content-Type" content="text/html; charset=UTF-8">.<meta http-equiv="X-UA-Compatible"
content="IE=edge">.<style type="text/css">.@font-face {. font-family: 'Roboto’;. font-style: normal;. font-weight: 400;. src: url(/fonts.gstatic.com/s/roboto/v18/KFO
mCngEu92Fr1Mu4mxP.ttf) format(‘truetype’);.}. @font-face {. font-family: 'Roboto’;. font-style: normal;. font-weight: 500;. src: url(//fonts.gstatic.com/s/roboto/v18/K
FOICNngEu92FriMmEU9fBBCc9.1tf) format(‘truetype');.}.@font-face {. font-family: 'Roboto’;. font-style: normal;. font-weight: 900;. src: url(/fonts.gstatic.com/s/roboto
Iv18/KFOICnhgEU92FriMmY UtfBBc9.ttf) format(‘truetype');.}..</style>.<link rel="stylesheet" type="text/css" href="https://www.gstatic.com/recaptcha/releases/UFwvo
DBMic8LiYc1DKXiAomK/styles__ltr.css" nonce="svx06S03FVvPIAgp6jXMu4g">.<script nonce="svxo6S03FVvPIAgp6jXMu4g" type="text/javascript">window['__recaptcha
_api'] = 'https://www.google.c

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\apester-javascript-sdk.min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines

downloaded

238907

5.336658946777202

false
3072:gl11QuKGnUuRaVrZcpQAzy92P5kbAtoQ66UCNZV5PoLySSYmM8URSEJN:gl1QuK/V+rP5kooQ66UCNnZVdoaYu
1378D122C8C5D1496CFC5A8D6691B545

CA989945BCF9C01BC11EF3195429C0465D6F98C5
BB2D19AFD24ACB7BC6FB2D1CA57BB3D857254FC7D936034D57E10C67DF688887
FB0679CF9D98CF63B3892794AEB9F38DE14D5AC6753EE68CBEDE12F90F13664BC931E8E7C4D0CC241F20B61458365297B496BFC684B544F74873DABIDAGAA2E
false

low

hitp://https://static.apester.com/js/sdk/latest/apester-javascript-sdk.min.js?ver=5.5.3
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\apester-javascript-sdk.min[1].js

Preview:

try {.(function(){.. 'function(e){function t(i){if(n[i])return n[i].exports;var r=n[i]={i:i,l:!1,exports:{}};return e[i].call(r.exports,r,r.exports,t),r.I=!0,r.exportsjvar n={};t.m=e,t.c=n,t
.i=function(e){return e},t.d=function(e,n,i){t.o(e,n)||Object.defineProperty(e,n,{configurable:!1,enumerable:!0,get:i})},t.n=function(e){var n=e&&e.__esModule?function(){
return e.default}:function(){return e};return t.d(n,"a",n),n},t.o=function(e,t){return Object.prototype.hasOwnProperty.call(e,t)},t.p="https://static.apester.com/",t(t.s=158)}([fun
ction(e,t,n){(function(t,n){!function(t,n){e.exports=n()}(0,function(){"use strict";function e(e){var t=typeof e;return null'==e&&("object"===t||"function"===t)}function i(e){retur
n"function"==typeof e}function r(e){U=e}function o(e){F=e}function a(){return void 0!==j?function(){j(1)}:s()}function s(){var e=setTimeout;return function(){return e(l,1
)Hunction I(){for(var e=0;e<V;e+=2){(0,G[e])(G[e+1]),G[e]=void 0,G[e+1]=void 0}V=0}unction c(e,t){var n=thi

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\bidRequest[1].json

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with no line terminators

downloaded

62

4.518397116698908

false

3:YMb+dAO9el4nEuHY:YMbiRgeEuHY

A06756314BF6D3DF08DDA148B93EAE2D
6D23CA032F0BD7A4BBB998269BEF2EF927059977
FAEB9F05F942445D14BF91CDAFD1A6B5C5865F80E13B8636E83DFOB61E4AB2AG
582457E2D9D4231B677BB76E1C3ACD430F31AECDIB802F1D8EFAC55131972966585060AB7F0589BIFA9E7EFFD608AF052462F4D25D780DBABCBIS3FEA205621
false

low

hitp://https://c2shb.ssp.yahoo.com/bidRequest?dcn=8a96945901757509a7550d8502ed01c1&pos=8a96945901757509a7550d88005e01c7&cmd=bid&secure=1

{"id":"a705542f6ceb4ffa83cbaf125cc96331","nbr":1,"seathid":[]}

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\bid[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with no line terminators

downloaded

23

3.914866303883101

false

3:8WiCLViemVh:8WilUemf

EAESEE6C7E3134A287AA23FCD63D64F0
3B17DC8EB29B01BD80C12C7D64159D0434EDFDAC
745A085B52B8371EC6705413FCA70A28C6D8BFFODB480E6B124BD0O8C54E95EF8
3A534A5E4557ACC431634EBA78950183078C2F78816C6E156679F3A8753C4C6514353111E6CE3F52C91219D036351D090970E8097CB4D41D65A1EC39DOE4S0EF
false

low

hitp://https://c.amazon-adsystem.com/e/dtb/bid?src=600&u=https%3A%2F%2Fitsfoss.com%2Fsave-command-output-to-file-
linux%2F&pid=4tAqxu3C2LHDH&ch=0&ws=300x150&v=7.57.00&t=1600&slots=%5B%7B%22sd%22%3A%220%22%2C%225%22%3A%5B%22300x250%22%2C%2230
0x100%22%2C%22300%250%22%2C%22300x50%22%2C%22300X75%22%2C%22320x50%22%2C%22300x300%22%5D%2C%225n%22%3A%22%2F57806026%2F It
sFoss_DT_Dis%22%7D%5D&pubid=f67fb912-2d88-4326-8009-bd2154299562&gdprl=%7B%22status%22%3A%22n0-cmp%22%7D

apstag.punt({"cb":"0"})

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\blocks.style.build[1].css

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

45111

4.9499604069953715

false
768:K50LIfDTZ+/S2elfSLpKnBo2yVY7gQiTFkjoFw:Fm+/S2elfSLony2yVY7gQiTFkjoS
30F0C5757823F9CF82D4549D9A3F65D2
77EC180E6A59771EC49030FCB2975B15DD767CCB
030452EBBF37A3EA0014F9E22A179DC31A3EF4D82D5E804864A208B75FDIA85B
0612E6803F4059EE8D50833D1B49DF53E5B96745A51CC6591CE929F507902E5CDODAA7F7F61FC55731CF7253D317A84EC71759973B1E955CE3CAAF7CC9060FC
false

low

hitp://https://itsfoss.com/wp-content/plugins/genesis-blocks/dist/blocks.style.build.css?ver=1604544077

.gb-block-testimonial{background:#f2f2f2;color:#293038;margin:0 auto;padding:5%;border-radius:5px;margin-bottom:1.2em}.gb-block-testimonial .gb-testimonial-info
{position:relative;display:inline-block;width:100%;margin-top: 15px;min-height:55px;padding-top:5px;line-height:1.4}.gb-block-testimonial .gb-testimonial-info .blocks-edit
able{padding-left:0}.gb-block-testimonial .gb-testimonial-info .gb-testimonial-avatar-wrap{position:absolute;left:0;top:0}.gb-block-testimonial .gb-testimonial-avatar-wra
p+.gb-testimonial-name,.gb-block-testimonial .gb-testimonial-avatar-wrap+.gb-testimonial-name+.gb-testimonial-title,.gb-block-testimonial .gb-testimonial-avatar-wrap+.gb-
testimonial-title,.gb-block-testimonial .gb-testimonial-avatar-wrap+.editor-rich-text,.gb-block-testimonial .gb-testimonial-avatar-wrap+.editor-rich-text+.editor-rich-tex
t{margin-left:70px;padding-left:0}.gb-block-testimonial .gb-testimonial-text p{line-height:1.6}.gb-block-testimonial .gb-testimonial-text a{color:inherit;box-sh
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\bundle.Networkinstrument.e3ff3b25[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

6220

5.241394376522417

false
96:97In7xuigJ071fbdoDRVSHyXuRjONHhn6R/odFWgmUfUNREY:fn7E01zdoDRsH2E/sEUa6y
EEB47C646221A975BED130F207912F7D
FB46F36A96FF9ASFOEA6D434370BOED866C6EBCH
C3DAES5F44A1E3755EE97222E63DA9AFF2E92C485F343E3A5E006B21D6883D9FD
435D292EEFC14AD918C086507202C0F847C5FEBD56424D02AE3C05A0AC6362FFE7305D4149BFDC251C6F240E5E5591868FCD2A92D2A08A207D42B93C3704E0L
false

low

hitp://https://abs.twimg.com/responsive-web/client-web-legacy/bundle.NetworklInstrument.e3ff3b25.js

(window.webpackJsonp=window.webpackJsonpl|[]).push([[57].{ujth:function(e,t,r){"use strict";r.r(t),r.d(t,"default",(function(){return b}));r("1t7P"),r("LWOh"),r("jwue"),r
("vrRf"),r("ITEL"),r("z841"),r("Ee2X"),r("ho0z"),r("daRM"),r("FtHn"),r("+KXO"),r("7x/C"),r ("87if"),r("+oxZ"),r("kYxP"),r("Cm4o");var n=r("m3Bd"),o=r.n(n),i=r("VrFO"),s=r.
n(i),a=r("Y9LI"),u=r.n(a),c=r("KEM+"),p=r.n(c),_=r("pXBW"),d=r("k49u"),f=r("ZjLa"),h=r("Myq3"),m=r("EhiH"),I=r("/NUQ");function v(e,t){var r=Object.keys(e);if(Object.getO
wnPropertySymbols){var n=Object.getOwnPropertySymbols(e);t&&(n=n.filter((function(t){return Object.getOwnPropertyDescriptor(e,t).enumerable}))),r.push.apply(r,n
)}return r}function w(e){for(var t=1;t<arguments.length;t++){var r=null!=arguments[t] 7arguments|t]:{};1%2?v(Object(r),!0).forEach((function(t){p()(e,t,r[t])})): Object.get
OwnPropertyDescriptors?Object.defineProperties(e,Object.getOwnPropertyDescriptors(r)):v(Object(r)).forEach((function(t){Object.defineProperty(e,t,Object.getOwnP

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\c[1].gif

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

GIF image data, version 89a, 6 x 5

downloaded

50

3.8488255736198

false

3:CN+ItRPQEsJen2sSX:xvQEsJ42sSX

E4D673A55C5656F19EF81563FB10884C
1F2D8ED221D39329251AD3A6FF1EDB20B7219443
F3A8992ACB9AB911EOFA4AE12F4AB85EF8E61008619F13EES51C7AL121FF87F63B1

EOB03411282A979CF772F700D9E5634B0C25C612E380AD33C0D59059B1B479D027016D5BEB148403EF185430DB35F5FAED362F36CE2C8ECADOEG6DSE30CEA97E
4

false
low

hitp://https://pixel.wp.com/c.gif?
s=2&u=https%3A%2F%2Fwww.youtube.com%2Fchannel%2FUCEU9D6KIShdLe TRyH3IdSvw&r=nofollow%20noopener&b=37237282&p=85345&rand=0.8329526349966
203

GIF89a..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\css[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text

dropped

750

5.167270294510424

false
12:jFMY3Q6ZRoT6pncqFMY3Q6ZN76p6qFMO6ZRoTEpIFgFMOB6ZN76pYnJY:5MY3QYsONMY3QYN7YMOYsiIMOYN7M
D7427F8811D90D07D2E2D4D5D863011F

B83F4B0212E90A1DBB49A3718A399253AEA8B093
36DE425207CB62C32B2D559BA2938034E15A9FDAA5434BA58CBF756940A1B5F9
E5B82F682143D05E5D5CF8DC1631540FFCFB96968E86824198D891E27700A72A67052256A14DCD3A1AFC54E6E1CBF526C3069F112D67D3D977775D682C6FCOE
false

low

@font-face {. font-family: 'Open Sans';. font-style: italic;. font-weight: 400;. src: url(https://fonts.gstatic.com/s/opensans/v18/mem6YaGs126MiZpBA-UFUKO0Zdcs.woff) f
ormat(‘'woff');.}.@font-face {. font-family: 'Open Sans';. font-style: italic;. font-weight: 700;. src: url(https://fonts.gstatic.com/s/opensans/v18/memnYaGs126MiZpBA-
UFUKWIiUNhrlgU.woff) format('woff');.}. @font-face {. font-family: 'Open Sans';. font-style: normal;. font-weight: 400;. src: url(https://fonts.gstatic.com/s/opensans/v
18/mem8YaGs126MiZpBA-UFVZ0d.woff) format(‘'woff');.}. @font-face {. font-family: '‘Open Sans'’;. font-style: normal;. font-weight: 700;. src: url(https:/fonts.gstatic.co
m/s/opensans/v18/mem5YaGs126MiZpBA-UN7rgOUuhv.woff) format(‘'woff');.}.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\custom[1].css

Process:

File Type:

Category:

Size (bytes):
Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe
ASCII text, with very long lines
downloaded
6943
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\custom[1].css

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

4.9204326849344895

false

192:0DH31/INBY49HLB4C1BSje8PuOFfOhyzq3tX7XyXDw+IPz:OplA

1FAF543DEC78A6B9C6267750B9F30CCO

FEO3B7A22FB83C8AA3D9C21A1F2717EB3DCDIC92

EB7FAC32CAFBB4D2568C5ECFAFE71F2F2A8E3147EA7CB24D81COCB7C766E63FF
8A9419EC5E5CDF1EE1297F677829FC40D2644FA591A2BB4835D0E23C41EBD5F2500550F6653D1041192A207708E21EABI9E0032A6A52E95D0A2930DFE8F57825
false

low

hitp://https://api.searchiq.co/api/css/f72c700ach39b7cb641df8a9ef845ffc/custom.css?v=2.2.56&chb=6270431

body #siq_search_results .siq_searchForm .siq_searchWrapper .siq_searchTop .siq_searchinner .siq_searchBox{background-color:#FFFFFF;color:#323232}.body
#sig_search_results .srch-poweredbysiq div, body #siq_search_results .srch-poweredbysiq a{color: #AAAAAA}.body #siq_search_results .search-results-row, body #
siq_search_results .search-sponsored-row,#siq_search_results div.sig-prodfacet-contR div.sig-prdrslts-row div.sig-prdrslts-box{background-color:#FFFFFF}.body #s
ig_search_results .search-results-R div.search-results-title a, body #siq_search_results .sig-ads h2.srch-sponsored-title a, #siq_search_results div.sig-prodfacet-contR d
iv.sig-prdrslts-row div.sig-prdrslts-box a.sig-prdbx div.sig-prdtls h3{font-size:20px;line-height:24px;color:#000000}.body #siq_search_results .search-results-R div.sr-R-
author{font-size:13px;line-height:15px;color:#959595}.body #siq_search_results .search-results-R .sr-R-cont div, body #siq_search_results .sig-ads .srch-sponsored-R-
cont p{font-size:15px;lin

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\dashicons.min[1].css

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

59009

6.036875180346838

false
768:0ey/Z24B3P3aX0hUzSv16CAyLquqSfurldUMbs73K0O08QSJ2BQH02CRgxMWs5HJq:0x/ZvB/qPWMiqugioMUXQSJYIMW+HJq
D2678BBFDB083928CABB16F0B85DOF1C

087B89DC6890740318D68DFF5550B0E624D254CF
DC1A3A3BF97EADA084F65B5D87085DDB8D3A76A9E450C6A41211E1698048DEIL
888217472B406413F5FA4F69823E87B04B9B76828C97902C52C8D96B1DCBO9DE43AAFE26BCD38131733C74C8FBD23608362DCOFBIBC2FF87EA8A5B64205C087
false

low

hitp://https://c0.wp.com/c/5.5.3/wp-includes/css/dashicons.min.css

/*! This file is auto-generated */.@font-face{font-family:dashicons;src:url(../fonts/dashicons.eot?99ac726223c749443b642ce33df8b800);src:url(../fonts/dashicons.eot?
99ac726223c749443b642ce33df8b800#iefix) format("embedded-opentype"),url("data:application/x-font-woff;charset=utf-8;base64,d09GRgABAAAAAHVWAASAAAA
A3EgAAQAAAAAAAAAAAAAAAAAAAAAAAAAAAABHULV CAAABCAAAADMAAABCSP627U9TLZIAAAEBAAAAQAAAAFZAUKEIY21hcAAAAXWAAAK/AAAUYI+BPsxnbHI
MAAAKVAAAY WIAAKIACWTMRWhHIYWQAAG3AAAAALWAAADY XkmaRaGhlY QAABfAAAAAFAAAAIAQ3AOhobXRAAABUEAAAACUAAAVQPGT/IMXVY2EAA
G44AAACqgAAAGPSSEEYbWFACAAACOQAAAATAAAAIAIVAKBUYWI1IAABXBAAAATAAAALwYtF8NBvc3QAAHIOAAAIVAAAENOjMIZ2eJxjY GRgY OBIkGPQYWBOC
fMJIYeBgYGGAAJAMY05meiJQDMoDyrGAaQ4gZoOIAgCKIWNPAHicY2Bk/Mc4gYGVgYOBhzGNgYHBHUp/ZZBkaGFgY GJgZWbACYLSXFMYHD4yfHVnAnH1IMBgZG
IEOCDMAAI/zCGIl4nN3Y93/eVRNG8c/9JE2bstLdQIFON8X0t8wOpSMtOBZKS5mI7F32IrL3hIKmCXEQtzjJAhRQMRRCEJijhQQWV4vgNBGV4nI3+B/mbTd8+reeVJvuc859z
nvgLOA5pkO2nW3xcJ8qee02ej7/NNDOz7fHPTw/r/LnTo60ale400Wov20rOYXXQXPWVr2V52IrPL3gg3WImtglZXx

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\desktop_polymer_inlined_html_polymer_flags legacy browsers[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text, with very long lines

downloaded

6551638

5.500427929871944

false
49152:5fECLwgkjsXPc2saVtk++UIzIDAMmMEMNnS1asGYKcO4CznZ0TzZplua///PAcmwAi:zMgZZcm6
59F5B2EFBEAD1096DA8C31E71D733955

0462BE120D5B3A697C4AC81FE844DAABB883ED21
7DB3B7AB19616817198C1718702A028BBB82708F4DC986A3561195988757D3E4
96F9FF45F56252027CA4AF63098000E9B450ACB0O75EADO8BBCF7DCIE1F11580D97E3F3C727B50A4EDIC33C58549461097FCBLAOFDAEEB11FFB0EB35EC59F7B2B
false

low

http:/f
https://www.youtube.com/s/desktop/a386e432/jshin/desktop_polymer_inlined_html|_polymer_flags_legacy_browsers.vflset/desktop_polymer_inlined_html_polymer_flags_|
egacy_browsers.js

if(ytcsi){ytesi.tick("rses_dpj")}.(function(){./* HTML content inlined from HTML import */.const d=document.createElement("div");.d.setAttribute("inlined-html","");.d.inn
erHTML=" \n@license\nCopyright (c) 2016 The Polymer Project Authors. All rights reserved.\nThis code may only be used under the BSD style license found at http
:/lpolymer.github.io/LICENSE.txt\nThe complete set of authors may be found at http://polymer.github.io/AUTHORS.txt\nThe complete set of contributors may be found at
http://polymer.github.io/ CONTRIBUTORS.txt\nCode distributed by Google as part of the polymer project is also\nsubject to an additional IP rights grant found at http:
/lpolymer.github.io/PATENTS.txt\n--> \n@license\nCopyright (c) 2015 The Polymer Project Authors. All rights reserved.\nThis code may only be used under the BSD style
license found at http://polymer.github.io/LICENSE.txt\nThe complete set of authors may be found at http://polymer.github.io/AUTHORS.txt\nThe complete set of contri
butors
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\dnserror[1]

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, UTF-8 Unicode (with BOM) text, with CRLF line terminators

dropped

5994

4.4885437940628465

false
48:u7u5V4VyhhV2IFUW29vjORKpNc7KpAP8RIN7UuSV4VyhhV2IFUW29vjORKkpNc7KpS:vIlI6G7A08RIIlJI6G7A08Ra
713ADDOE98C772CE39C7B2452806602B

7888DEB6275AE869D6E82EE4D392C71EBIBCCD25
6DE0370BA485689D411FF66EEAGEBCC577A1D19CFD489FA4ADC7E22BD91F65806

ABFB3EF6B1EA2A12B9A1E425BD94F807A4CE1C8FCE8SCC618FBC700222CES73CFAB47BA9FCDCDE7157142F43CD3349014AAD1DC720EB8C327000B9211BAB3!
39F

false

low

<IDOCTYPE HTML>..<html>.. <head>.. <link rel="stylesheet" type="text/css" href="NewErrorPageTemplate.css" >.. <meta http-equiv="Content-Type"

content="text/html; charset=UTF-8">.. <title>Can&rsquo;t reach this page</title>.. <script src="errorPageStrings.js" language="javascript" type="text/javascript">..
</script>.. <script src="httpErrorPagesScripts.js" language="javascript" type="text/javascript">.. </script>.. </head>.... <body onLoad="getInfo(); initMo

relnfo('infoBlockID);">.. <div id="contentContainer" class="mainContent">.. <div id="mainTitle" class="title">Can&rsquo;t reach this page</div>.. <div

class="taskSection" id="taskSection">.. <ul id="cantDisplayTasks" class="tasks">.. <li id="task1-1">Make sure the web address <span id=

"webpage" class="webpageURL"></span>is correct</li>.. <li id="task1-2">Search for this site on Bing</li>..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\down[1]

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 15 x 15, 8-bit colormap, non-interlaced

dropped

748

7.249606135668305

false
12:6v/7/2QeZ7HVJI606yiqlpa4tSQfAVFcm6R2HkZuU4fB4CsY4NJIrvMezoW2uONroc:GeZ6oLigkbDuU4fqzTrvMeBBIE
C4F558C4C8B56858F15C09037CD6625A

EE497CCO061D6A7A59BB66DEFEA65F9A8145BA240
39E7DEB47C9F731EAA72338AD9053217B957859DE27B50B6474EC42971530781
D60353D3FBEA2992D96795BA30B20727B022B9164B2094B922921D33CA7CE1634713693AC191F8F5708954544F7648F4840BCD5B62CB6A032EF292A8B0ES2A44
false

low

PNG........ IHDR......coe ex....PLTE... W.W.W.W.W.W.W.W.W.W.W.W.W.U........ W WY HZ.B\.<r.=5.P..Q. Q..U .00 Pl X Ze™ e
......... $..s...7tRNS.a.0(,.S....e......0*%.......
+....1.z..... ksC...X<.+..J>....%3BmqgaV

.F.Z....IDATX"%.S..@.C..m.mTk...m.?|;.y..S....F.t.
.heZ_<Y_jG..WNA<>Nu.u@.....M....7...1D.m~)s8..&....IEND.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\e-202047[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

8972

5.193120646441914

false
192:SOfIRSCXT3FYSXv/r8Bo6NAAWOTALpWYNOIDGWXWVE6LYHXTD:SOflzwSIENAADALpWYJTQ2RN
BA6F15831404DC46DA2DDE617BDA1653

1F356C00C142ACAB972807BAEE47FD3F54C9CB11
OEBBC7FBA9A50D36EF5422345F624431710DB4528F25749D1D438C2C10BB69F2

001FED834A366D386F9FC60FD30DB3505AEDA99B27FF4C683BED599F4534051EDDF7C36DBDAE1C39810BCB140757D9AF01CD46522E12ED029648A673CEQ7DE
1

false
low

hitp://https://stats.wp.com/e-202047.js

window.wpcom=window.wpcom||{};window._stq=window._stq||[];function st_go(a){window._stq.push(['view',a]);};function linktracker_init(b,p){window._stq.push(['cli
ckTrackerlnit',b,p]);};window.wpcom.stats=(function(){var _clickTracker=(function(){var _blog,_post;var _addEvent=function(el,t,cb){if(‘function'===typeof el.addEventList
ener){el.addEventListener(t,cb);}else if('object'===typeof el.attachEvent){el.attachEvent(‘on'+t,cb);}};var _getClickTarget=function(e){if('object'===typeof e&&e.target){return
e.target;}else{return window.event.srcElement;}};var _clickTrack=function(e){var d=0;if(‘object'===typeof InstallTrigger)d=100;if(7===_getIEVer())d=100;_processLin
k(_getClickTarget(e),d);};var _contextTrack=function(e){_processLink(_getClickTarget(e),0);};var _isSameHost=function(a){var I=document.location;if(l.host===a.h
ost)return true;if("===a.host)return true;if(l.protocol===a.protocol&&l.host===a.hostname}){if(*http:'===I.protocol&&I.host+':80'===a.host)return true;if(‘https:'===I.pro

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\errorPageStrings[1]

Process:

File Type:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode (with BOM) text, with CRLF line terminators
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\errorPageStrings[1]

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

downloaded

9440

5.164796203267696

false
192:JsUOG1yNIX6ZzWpHOWLial6Ch7b4sUOG1yNIX6ZzWpHOWLial6Ch7bk:JsDhpNOWLilb7b4sDhpNOWLilb7bk
9FDEEB38E7C036092E81A4E7CC949643

364FC6C36972FFD803E5999AD501F3D7A2216FDF
C6BF586821E13F7F6D6EF75AA82E69BD5E3E1336615C85AE513C70704F5C0787

622BC3BD9F0615C191B03F2E8D018867CIDIADCF1015DA5FB4D3462D71512B72558B32CA9F74A925C150B57FD232ABD48AFFC8D32128C50540DF02FCABECBE
B

false
low

res://ieframe.dll/errorPageStrings.js

/ISplit out for localization...var L_GOBACK_TEXT = "Go back to the previous page.";..var L_REFRESH_TEXT = "Refresh the page.";..var L_MOREINFO_TEXT = "More
information”;..var L_OFFLINE_USERS_TEXT = "For offline users";..var L_RELOAD_TEXT = "Retype the address.";..var L_HIDE_HOTKEYS_TEXT = "Hide tab shortcuts
";..var L_SHOW_HOTKEYS_TEXT = "Show more tab shortcuts";..var L_CONNECTION_OFF_TEXT = "You are not connected to the Internet. Check your Internet conn
ection.";..var L_CONNECTION_ON_TEXT = "It appears you are connected to the Internet, but you might want to try to reconnect to the Internet.";....//used by invalidcert.js
and hstscerterror.js..var L_CertUnknownCA_TEXT = "Your PC doesn\u2019t trust this website\u2019s security certificate.";..var L_CertExpired_TEXT = "The website
\u2019s security certificate is not yet valid or has expired.";..var L_CertCNMismatch_TEXT = "The hostname in the website\u2019s security certificate differs from the web
site you are trying to visit.";..var L

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OW10PBUV\f[1].txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

9700

6.017814501214815

false

192:z1 UVB44di8DWNE+wFVNgjHgYoEjDPcaGgO50/qGzT2uei8rDMA3fy/+2J:+B4ai8DwOFJIMbWgO56qRDNPY/+ZJ
F1E28DA8053BA8532595151AF4393BD6

27F34B366867AD2C66D61506AA631823BDCD8538
1984345F00DF435B623A7F59BC216A6DADF199138C064CBDFC5DC7EE4610A48F

D52F7942A5F646A32C72AABFDEOFDE46C4C8BE28F310ABBDC3F431D53215D04375ED2CEO02ED8195EFFDFBA9899B1FSELIC8CFEA2CIOF1A4911079ECC7631C38
CD2

false
low

hitp://https://pagead2.googlesyndication.com/getconfig/sodar?sv=200&tid=gpt&tv=2020111701&st=env

{"sodar_query_id":"MPO5X4_KC_rl7_UP5M-HmAOQ","injector_basename":"sodar2","bg_hash_basename":"h-M7V3DIqUYi9kK3fFWRC5fS_RbIIX9Nvskvt3CqOcY","b
g_binary":"RzRk6tQZhAMVonEHnN/co3amr+amVqghJVIdj8AwkzhbjHpzhjrTOonV57uxjTTE2bZ9sdgvz933DpEEsMjsDZAa216mEfT+wrMHAVHaGC5GcVUrnaChyYr31
0jNNRALJ2YI8ayE4KbOs72UiluviVCIX1ileCIPCFDOQk3HuukOol7fMAGEz86XxMMupCJyp7lY9XRnSZv+d1VhKjtUcdS7xNk8QQh4oxUQwhb3Uj0z4A1Xa2p760c3owaFz
gAP4DmME6W1sMsZdQBAhxwS8ZpRstad+rjMpyiDAbhTILrhdTmrLNScuCw2TRmbB4ArQBeFtLGIFMr+wwcNdCHopbEUWaZhUTNXX2ZCqxcJ7vCI TEw6x4dFS
xIHedkPvfv7eHI2mOEjXATWppWy2bEPkIXFPKBBk1RRQSzgXhjPEQNSglyfkee6e/gAEenfcRPtVNo6xhXDXXXUj7G+bfPD4fsFhifrsoREIUScDp4e9DgWAjpngwj+mhC
sFHfk7IFoyrc/5j/BaltHNIHTLdUwcUgU3rHON2WKICLFUrkCY pcks5dpVLz5PX4bnfmAY Daujnb50poDmkaMKtVmmmIOXZtIMNSzr4A6alUQLGcYqZqCA6v3U8aczf58U
gf+UUEiIRaXccqC9aeOtrdZdBxluuXNA1EPg7MmNNop50p9w+ALXqlJ1IvHcQkXt20K9dchFiGI/INRS1PRR0oSBgsqsQr4pMO0lofs9DuWolsdehNpNecnm TKEr508kThodrvp
ve6NnxIbh7p/vkovYcTNEL7+Q3rdM7/VzRGj/IKFUgOKNTIVYhIxsRHIMa6rhvFIR3hV4SMFbbwL2Xtg0aCOc+Ww2st

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\fetch-polyfill[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Pascal source, ASCII text, with very long lines

downloaded

8543

5.238064281324506

false
192:0QHdiEs|Zc0rsNYNU5mSJHqI03aej6tZ0aMLQO/x5/P80+HcW:ocHsILsP5muHQl0Jj6tZcUO/x5+V
04E3CCB8A9641B3F9F9C9370F4E9B5BDD

9602A891F583094BB04FD407B253ABCAFFB8C8D0O
DE6C4FFA2BDIFD283610E28DODB2EC48607AAB39D213A51AEF248673A0A7E980
58942BCCOF39D620A475B65C1AEBAF18872F68F22C89DEC0O76906A0DB8BC2B7CCA9357710A7824A0FAT404FF73F41013AECA34609CAACD2187414F7BD0OD490L
false

low

hitp://https://www.youtube.com/s/desktop/a386e432/jshin/fetch-polyfill.vflset/fetch-polyfill.js

/*.. Copyright (c) 2014-2016 GitHub, Inc... Permission is hereby granted, free of charge, to any person obtaining. a copy of this software and associated documentation fi
les (the. "Software"), to deal in the Software without restriction, including. without limitation the rights to use, copy, modify, merge, publish,. distribute, sublicense, and/or s
ell copies of the Software, and to. permit persons to whom the Software is furnished to do so, subject to. the following conditions:.. The above copyright notice and this
permission notice shall be. included in all copies or substantial portions of the Software... THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY
KIND,. EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF. MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND.
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE. LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETH
ER IN AN ACTION. OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\frontend_blocks[1].css

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

91946

4.858685059719977

false

1536:18cA1ICNtOjdfXH+P5eD7LfnNWHPIBKLCu:vO1XH+P5eD78kv
B18AD10A66E254BC46C9986232B6F565
DE9DEDF17B2A8A45F46B35C0C4398C087CC4A4DA
AODCCC63C1C808FF164AF14F7D3722217C4C4DDCOA06BBF00153DA7F3B2B0371
4120FFB080DA3B2B870927A6C0O0F8AF1D521071CA164CB017FD303C1EODOF1D2D5E378367B53C400F9A5930A0D954B5706E5FF1264957460F193D1B080A9020F
false

low

hitp://https://itsfoss.com/wp-content/plugins/stackable-ultimate-gutenberg-blocks-premium/dist/frontend_blocks.css?ver=2.12.2

.ugb-accordion.ugb-accordion--v2.ugb-accordion--open .ugb-accordion__heading .ugb-accordion__arrow{transform:rotate(180deg)}.ugb-accordion.ugb-accordion--v2.ugb-
accordion.ugb-accordion--design-basic .ugbh-accordion__heading{box-shadow:0 5px 5px 0 rgha(18,63,82,.035),0 0 0 1px rgha(176,181,193,.2);background-color:#fff;b
order-radius:12px;overflow:hidden;padding:17.5px 35px}.ugb-accordion.ugb-accordion--v2 .ugb-accordion__heading{margin:0;display:flex;align-items:center;justify-
content:space-between;cursor:pointer;transition:margin .3s ease-in-out;will-change:margin}.ugb-accordion.ugb-accordion--v2 .ugb-accordion__heading .ugb-accordio
n__title{flex:1;margin:0!important;order:1}.ugb-accordion.ugb-accordion--v2 .ugb-accordion__heading .ugh-accordion__arrow{flex-shrink:0;order:3;transition:transform .3s
ease-in-out;transform:rotate(0deg)}.ugb-accordion.ugb-accordion--v2 .ugbh-accordion__heading:after{content:"";width:26.25px;display:block;order:2;flex-shrink:0}.ugb-
accordion.ugb-accordion--v2

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\frontend_blocks__premium_only[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

94800

4.8581756950628945

false

1536:xYeloRFFOytpoQIrdgleMTu3ENRgNalruVj47xz8r:WeljGz8r
E28E830F5FFCF5E08D51C9E90BADO362
4A311E2A90CF0D550231080EABAICFFO3D3608E8
90503602FF019C16204AFD8063F2BFD01826ADD168E7F6E181B55E0DF21AB09B

940D04D31342FF15745A945E1BE2CEGBAE4B7B9802FA3AC149274AEE4942FEG90CDD923AEB4E68FDAAGD46COAG4E2D3F7582A208FE80032F387D4B89F82E4FE
5

false
low

hitp://https://itsfoss.com/wp-content/plugins/stackable-ultimate-gutenberg-blocks-premium/dist/frontend_blocks__premium_only.css?ver=2.12.2

.ugb--hover-lift,.ugbh--hover-lift-more,.ugb--hover-lift-shadow,.ugb--hover-lift-shadow-staggered,.ugbh--hover-lift-staggered,.ugb--hover-lower,.ugb--hover-lower-more,.ugb--
hover-scale,.ugb--hover-scale-more,.ugbh--hover-scale-shadow,.ugb--hover-shadow{transition:all .3s cubic-bezier(.84,.12,.59,.83)!important}.ugb--hover-lift-shadow-stagger
ed,.ugb--hover-lift-staggered{transition-delay:.15s!important}.ugb--hover-lift-shadow-staggered h1,.ugbh--hover-lift-shadow-staggered h2,.ugb--hover-lift-shadow-staggered
h3,.ugb--hover-lift-shadow-staggered h4,.ugb--hover-lift-shadow-staggered h5,.ugb--hover-lift-shadow-staggered img,.ugb--hover-lift-staggered h1,.ugb--hover-lift-staggere
d h2,.ugb--hover-lift-staggered h3,.ugb--hover-lift-staggered h4,.ugb--hover-lift-staggered h5,.ugb--hover-lift-staggered img{transition:all .3s cubic-bezier(.84,.12,.59,
.83)limportant}.ugb--hover-lift-shadow-staggered:hover,.ugb--hover-lift-staggered:hover{transform:translate Y (-10px)}.ugb--hover-lift-shadow-staggered:

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\ga[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

46274

5.48786904450865

false
768:aqNVrKn0VGhn+K7U1r2p/Y60fyy3/g30MZht1z1prkfwl+9NZ5VA:RHrLVGhnplwp/Y7cnz1RKLL5m
E9372F0EBBCF71F851E3D321EF2A8E5A

2C7D19D1AF7D97085C977D1B69DCB8B84483D87C
1259EA99BD76596239BFD3102C679EB0A5052578DC526B0452F4D42F8BCDD45F
C3A1C74AC968FC2FA366D9C25442162773DBIAF1289ADFB165FC71E7750A7E62BD22F424F241730F3C2427AFFF8A540C214B3B97219A360A231D4875E6DDEEG
false

low

hitp://https://ssl.google-analytics.com/ga.js

(function(){var E;var g=window,n=document,p=function(a){var b=g._gaUserPrefs;if(b&&b.ioo&&b.ioo()||a&&!0===g["ga-disable-"+a])return!0;try{var c=g.external;if(c
&&c._gaUserPrefs&&"00"==c._gaUserPrefs)return!0}catch(f){}a=[];b=n.cookie.split(";");c=/"\s*AMP_TOKEN=\s*(.*?)\s*$/;for(var d=0;d<b.length;d++){var e=b[d].match
(c);e&&a.push(e[1])}for(b=0;b<a.length;b++)if("$OPT_OUT"==decodeURIComponent(a[b]))return!O;return!1};var q=function(a){return encodeURIComponent?enco
deURIComponent(a).replace(/\(/g,"%28").replace(/\)/g,"%29"):a},r=/"(www\.) ?google(\.com?)?(\.[a-z]{2}) ?$/,u=/("|\.)doubleclick\.net$/i;function Aa(a,b){switch(b){case 0:r
eturn""+a;case l:return 1*a;case 2:return!la;case 3:return 1E3*a}return a}function Ba(a){return"function"==typeof a}function Ca(a){return void 0!=a&&-1<(a.constructor+"")
.indexOf("String")}function F(a,b){return void 0==a||"-"==a&&!b||"'==a}function Da(a){if('a||""==a)return"";for(;a&&-1<" \n\r\t".indexOf(a.charAt(0));)a=a.substring(1);for(;a&&-
1<"\n\r\t".i
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\hsts-pixel[1].gif

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

GIF image data, version 89a, 1 x 1

downloaded

43

2.7374910194847146

false

3:CU9yltxIHh/:m/

DF3E567D6F16D040326C7AOEA29A4F41
EA7DF583983133B62712B5E73BFFBCD45CC53736
548F2D6F4D0D820C6C5FFBEFFCBD7FOE73193E2932EEFES42ACCC84762DEEC87

B2CA25A3311DC42942E046EB1A27038B71D689925B7D6B3EBB4D7CD2C7B9A0C7DE3D10175790AC060DC3F8ACF3C1708C336626BE06879097FADOECAATF567C
1

false
low

hitp://https://fbsbx.com/security/hsts-pixel.gif

GIF89a............. | I R D..;

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\OW10PBUV\httpErrorPagesScripts[1]

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode (with BOM) text, with CRLF line terminators

dropped

12105

5.451485481468043

false
192:x20iniOciwd1BtvjrG8tAGGGVWnvyJVUrUiki3ayimi5ezL CvJG 1gwm3z:xPini/i+1Btvjy815ZVUwiki3ayimi5f
9234071287E637F85D721463C488704C

CCAO09B1EOFBA38BA29D3972ED8DCECEFDEF8C152
65CC039890C7CEB927CE40F6F199D74E49B8058C3F8AGE22E8F916AD90EAB649
87D691987E7A2F69AD8605F35F94241AB7E68AD4F55AD384F1FOD40DC59FFD1432C758123661EE39443D624C881B01DCD228A67AFB8700FESE66FC794A6C038¢
false

low

...function isExternalUrlSafeForNavigation(urlStr)..{..var regEx = new RegExp("*(http(s?)|ftp[file)://", "i");..return regEx.exec(urlStr);..}..function clickRefresh(). {..var location
= window.location.href;..var poundindex = location.indexOf('#);..if (poundindex != -1 && poundindex+1 < location.length && isExternalUrlSafeForNavigation(location.su
bstring(poundindex+1)))..{..window.location.replace(location.substring(poundindex+1));..}..}..function navCancellnit()..{..var location = window.location.href;..var pound
Index = location.indexOf('#');..if (poundindex != -1 && poundindex+1 < location.length && isExternalUrlSafeForNavigation(location.substring(poundindex+1)))..{..var
bElement = document.createElement("A");..bElement.innerText = L_ REFRESH_TEXT;..bElement.href = ‘javascript:clickRefresh()';..navCancelContainer.appendChild(
bElement);..}..else..{..var textNode = document.createTextNode(L_RELOAD_TEXT);..navCancelContainer.appendChild(textNode);..}..}..function getDisplayValue(elem

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\iePolyfills.0e32b39aad0081b2af83.bundle[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines, with NEL line terminators

downloaded

92117

5.36225991231486

false

1536:BGsc/xM6y6j3gLjsm3arBobjMxqv85Ew7+:xP83qL2aybjEL+
5F84E1E8D9E4B502168F1B6D338A9103
4ED8D3A222C87EA7651CEOFA45C50E59B64857C4
5192F051646C02416AB929F7A3ECOAB7EE6A423FFCOEEEDFA4C7F8C3221C9B3B
FFFDOBCD945576 CCFBIF1846AAA3C625F83D57C7DEGB761F460CB1CE114525322272B01BF59DA2C525E840CE901D99DDOF160931AC18C943EF8F6060B30A93I
false

low

hitp://https://renderer.apester.com/v2/static/iePolyfills.0e32b39aad0081b2af83.bundle.js

(window.webpackJsonp=window.webpackJsonpl|[]).push([["iePolyfills"],{"000d 7":function(t,n,e){var r=Date.prototype,i=r.toString,0=r.getTime;new Date(NaN)+""!="Invalid
Date"&&e("e3856")(r,"toString",(function(){var t=o.call(this);return t==t?i.call(this):"Invalid Date"}))},"009d1":function(t,n,e){var r=e("ef372"),i=e("a97ab")(!1);r(r.S,"Object",
{values:function(t){return i(t)}})},"00a5a":function(t,n,e){var r=e("402c0"),i=e("904aa"),0=e("25a61"),c=e("ef372"),f=e("194e2"),u=e("8c7ed");c(c.S,"Reflect",{get:function t(n
,e){var c,a,s=arguments.length<3?n:arguments[2];return u(n)===s?n[e]:(c=r.f(n,e))?o(c,"value")?c.value:void 0!==c.get?c.get.call(s):void 0:f(a=i(n))?t(a,e,s):void 0}})},"
0139b":function(t,n,e){var r=e("ef372");r(r.S,"Number" {MIN_SAFE_INTEGER:-9007199254740991})},"01b06":function(t,n){t.exports=Object.is||function(t,n){return t===n?
0!==t||L/t==1/n:t!=t&&n!=n}},"03d8d":function(t,n,e){var r=e("e3856");t.exports=function(t,n,e){for(var i in n)r(t,i,n[i],e);return t}},"04027":fu

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\jetpack[1].css

Process:
File Type:
Category:
Size (bytes):

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe
ASCII text, with very long lines
downloaded

76995
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\jetpack[1].css

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

5.035269893158372

false

1536:aMSPAMZp08I2V9aW0kPQtV09/0J70zeA2J3nQJtQZ+:DV0Z0J7Y2I3nQItQZ+

F61C4B029FC7B95F4203B65093D4908C

66B3FD56EB72F845068A414DA04F45D7C165B0BB

7772A9CC35FC902COCCCB8871670EC3E45E4695E1BC6941AEE1C24DB3DEBC544
2C676A5E3320D36AE7AC20FE1E2806DD7E3AAE410871B7ECOC5817C9C4364251741E7F8720116C52A8COED43354EC51A5090F66EOE7B5AAD6D243DB3559BB8¢
false

low

hitp://https://c0.wp.com/pljetpack/9.1/css/jetpack.css

/*1.* Do not modify this file directly. Itis concatenated from individual module CSS files..*/.[data-carousel-extral{cursor:pointer}.jp-carousel-wrap *{line-height:inherit}.jp-ca
rousel-overlay{background:#000}div.jp-carousel-fadeaway{background:-moz-linear-gradient(bottom,rgba(0,0,0,.5),rgba(0,0,0,0));background:-webkit-gradient(linear, left
bottom,left top,from(rgba(0,0,0,.5)),to(rgha(0,0,0,0)));position:fixed;bottom:0;z-index:2147483647;width:100%;height:15px}.jp-carousel-next-button span,.jp-carousel-
previous-button span{background:url(../modules/carousel/images/arrows.png) no-repeat center center;background-size:200px 126px}.jp-carousel-msg{font-family:"Open
Sans",sans-serif;font-style:normal;display:inline-block;line-height: 19px;padding:11px 15px;font-size:14px;text-align:center;margin:25px 20px 0 2px;background-color:#fff
;border-left:4px solid #ffba00;box-shadow:0 1px 1px 0 rgba(0,0,0,.1)}@media only screen and (-webkit-min-device-pixel-ratio:1.5),only screen and (-o-min-device-

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUVjita[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines

downloaded

409283

5.41525009209989

false

6144:uWyxInKW9ilV906D6iHPbth4GAQ1hkZiwQLh:u6P43062TYKZBQV
CD050645B5DB5D9AFA88FCDE7DC662E4
AB432E5ABE3ACD7997B1B0693C9FE478D5E659ED
ABB3B499EB71C4A4F36CDOA9EOOEB471462EA24ED16301EA87D0450DA4C54A1E

179FE1138F06957CDEA641C83DEOAB2821AB9164845EFBA90E26A42E69DB80ABCOCCA4E2CFAFD24438B75CCF93F88B24979E5E436EB91613A95A6964398D45E
6

false
low

hitp://https://481.hostedprebid.com/k8Esljita.js?dfp=1

if ('window.JITA || 'window.JITA.init).{.// prebid-core.js./* prebid.js v2.44.5.Updated : 2020-04-06 */.!function(u){var s=window.JITAPBChunk;window.JITAPBChunk
=function(e,t,n){for(var r,i,0,a=0,c=[];a<e.length;a++)i=e[a],d[i]&&c.push(d[i][0]),d[i]=0;for(r in t)Object.prototype.hasOwnProperty.call(t,r)&&(u[r]=t[r]);for(s&&s(e,t,n);c.lengt
h;)c.shift()();if(n)for(a=0;a<n.length;a++)o=f(f.s=n[a]);return o};var n={},d={293:0};function f(e){if(n[e])return n[e].exports;var t=n[e]={i:e,l:!1,exports:{}};return u[e].call(t.
exports,tt.exports,f),t.I=10,t.exports}f.m=u,f.c=n,f.d=function(e,t,n){f.o(e,t)| | Object.defineProperty(e,t,{configurable:!1,enumerable:!0,get:n})},f.n=function(e){var t=
e&&e.__esModule?function(){return e.default}:function(){return e};return f.d(t,"a" t),t},f.o=function(e,t){return Object.prototype.hasOwnProperty.call(e,t)},f.p="",f.oe=f
unction(e){throw console.error(e),e},f(f.s=720)}({0:function(e,t,n){"use strict";Object.defineProperty(t,” __esModule" {value:!0}),n.d(t,"int

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\jquery[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

96873

5.372169393547772

false
1536:HYE1fGBiByJsbfXXeRJ/shgWCelLccJdZVHk0O4ssx+/mvaSIFSet43tpXJIGVyp3:fsAgOpsxTva/FSeKy2bDD5a98Hrq
49EDCCEA2E7BA985CADC9BA0531CBED1

F8747F8EE704D9AF31D0950015E01D3F9635B070
1DB21D816296E6939BA1F42962496E4134AE2B0081E26970864C40C6D02BB1DF
F766DF685B673657BDF57551354C149BE2024385102854D2CA351E976684BB88361EAE848F11F714E6E5973C061440831EA6F5BE995B89FD5BD2D4559A0DC4A6
false

low

hitp://https://c0.wp.com/c/5.5.3/wp-includes/js/jquery/jquery.js

/*1jQuery v1.12.4 | (c) jQuery Foundation | jquery.org/license | WordPress 2019-05-16 */.!function(a,b){"object"==typeof module&&"object"==typeof module.exports?
module.exports=a.document?b(a,!0):function(a){if(!a.document)throw new Error("jQuery requires a window with a document");return b(a)}:b(a)}("undefined"!=typeof
window?window:this,function(a,b){var c=[],d=a.document,e=c.slice,f=c.concat,g=c.push,h=c.indexOf,i={},j=i.toString,k=i.hasOwnProperty,|={},m="1.12.4" n=function(a,b){re
turn new n.fn.init(a,b)},0=/"\s\uUFEFF\xAO0]+|[\s\uFEFF\xAO0]+$/g,p=/"-ms-/,q=/-([\da-z])/gi,r=function(a,b){return b.toUpperCase()};n.fn=n.prototype={jquery:m,constructor:
n,selector:"" length:0,toArray:function(){return e.call(this)},get:function(a){return null'=a?a<0?this[a+this.length]:this[a]:e.call(this)},pushStack:function(a){var b=n.merge(this
.constructor(),a);return b.prevObject=this,b.context=this.context,b},each:function(a){return n.each(this,a)},map:function(a){return this.pushStack(n.map(this,fu

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\libs-frontend.min[1].js

Process:

File Type:

Category:

Size (bytes):
Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe
ASCII text, with very long lines
downloaded

65422
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\libs-frontend.min[1].js

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

5.395908851931914

false

1536:xVTddVkOLbvFWkuwF+Zs733vAB0EpBAzxL3mDU: 7nVkOXbfF+22zB3D
8DCEE1C0C95911B2C8510710865ECDEA
EFC3ABFB8FCBIACB688848E0B3505B3C491EBF98
F04025594BF92A417ECFF83BB70B8D0122100892D7192D529BB5E3EOBC20D14E

780F6FE72DEC9E53C5B15AF4D782D9A978DDF3E8830D4C98B25E315622E9A3C1E3B1BA7307610D3F12D1EC25E7197E86D6B9EBBICEOB38A9C4089B53197CDL
93

false
low

hitp://https://itsfoss.com/wp-content/plugins/thrive-comments/assets/js/libs-frontend.min.js?ver=1.4.10

/*! Thrive Comments - 2020-11-04.* http://www.thrivethemes.com/.* Copyright (c) 2020 Thrive Themes */..!function(a,b,c,d){"use strict";function e(a,b,c){return setTimeout
(k(a,c),b)}Hunction f(a,b,c){return!!Array.isArray(a)&&(g(a,c[b],c),!0)}function g(a,b,c){var e;if(a)if(a.forEach)a.forEach(b,c);else if(a.length!==d)for(e=0;e<a.length;)b.call(c,a
[e],e,a),e++;else for(e in a)a.hasOwnProperty(e)&&b.call(c,ale],e,a)}function h(a,b,c){for(var e=Object.keys(b),f=0;f<e.length;)(!c||c&&ale[f]]===d)&&(ale[f]]=b[e[f]]),f+
+;return a}function i(a,b){return h(a,b,!0)}function j(a,b,c){var d,e=b.prototype;d=a.prototype=Object.create(e),d.constructor=a,d._super=e,c&&h(d,c)}function k(a,b){return
function(){return a.apply(b,arguments)}}function I(a,b){return typeof a==ka?a.apply(b?b[0]||d:d,b):a}function m(a,b){return a===d?b:a}function n(a,b,c){g(r(b),function(b)
{a.addEventListener(b,c,!1)})}unction o(a,b,c){g(r(b),function(b){a.removeEventListener(b,c,'1)})}function p(a,b){for(;a;){if(a==b)retur

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\live[1].htm

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 1 x 1, 8-bit gray+alpha, non-interlaced

downloaded

68

4.3336655487943405

false

3:yionv//thPIE+tJ8/V+5Gfjul2glp:6v/IhPfA/UY7ulVp
978C1BEE49D7AD5FC1A4D81099B13E18
AFCB011CFE6B924F202EE9544F17F631B32A01B1
93AE7D494FADOFB30CBF3AE746A39C4BC7A0F8BBF87FBB587A3F3C01F3C5CE20
81F251D1CA407945457425B681A96D1E7743706FAFA4A7TACE26F5F569E69337E9AAF726BFF1A854B1A5A47A22E55C4BD285A4D21F695D126DA631A1C891D10F48
false

low

hitp://https://api.searchiq.co/live?engineKey=f72c700acb39b7cb641df8a9ef845ffc

PNG........ IHDR.......ccoois IDATX.C.......... 1q....IEND.B".

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\logo-white[1].svg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

SVG Scalable Vector Graphics image

downloaded

3343

3.7402451696991013

false

96:yJICEa/7LWWZmmKZZX55z23JCVsssKetmD3xxKa:yJLdoSxxB
CE8CA0460F4CDC30DE7E89B83A5D9529
ABE709BOF4D0D320553707FEDACB32EFD568722A
C4A0FB4DA7F6DB6EA3BE9B26968272FD292B94084B4F85652C21A91E106613FF

8FEFC805538C79D1EACF255FA00AC1D4B6F262E5C5660E12C099F720B84B60399D625ECE2F35CE0600D3ACAFEGACDA4E1292D1FACDF23914381EE9C507B71F4E
D

false
low

hitp://https://static.apester.com/js/assets/logo-white.svg

<svg xmins="http://www.w3.0rg/2000/svg" preserveAspectRatio="xMidYMid" viewBox="0 0 221 43">. <defs>. <style>.  .cls-2{. fill: #ffffff;.  }.  </style>. </def
s>, <path d="M212.4 27C212.4 27 212.9 27.7 213.8 29.3 213.8 29.3 221 42.4 221 42.4 221 42.4 210.9 42.4 210.9 42.4 210.9 42.4 204.4 29.8 204.4 29.8 204.4 29.8 2
00.1 29.8 200.1 29.8 200.1 29.8 200.1 42.4 200.1 42.4 200.1 42.4 191.1 42.4 191.1 42.4 191.1 42.4 191.1 4.9 191.1 4.9 191.1 4.9 204 4.9 204 4.9 207.7 4.9 209.5 5.2
211.15.8215.37.5218 11.3 218 16.7 218 20.7 216.1 25 212.4 26.9 212.4 26.9 212.4 27 212.4 27ZM203.2 12.8C203.2 12.8 200.1 12.8 200.1 12.8 200.1 12.8 200.1 21.9
200.1 21.9 200.1 21.9 204.1 21.9 204.1 21.9 207 21.9 208.8 20.3 208.8 17.3 208.8 14.5 207.7 12.8 203.2 12.8ZM162.6 4.9C162.6 4.9 185.7 4.9 185.7 4.9 185.7 4.9 185.7
12.8185.7 12.8185.7 12.8171.6 12.8 171.6 12.8171.6 12.8 171.6 19.6 171.6 19.6 171.6 19.6 182.8 19.6 182.8 19.6 182.8 19.6 182.8 27.5 182.8 27.5 182.8 27.5171.6
27.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\logo_48[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 48 x 48, 8-bit/color RGBA, non-interlaced
downloaded

2228

7.82817506159911

false
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\logo_48[1].png

SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

48:4/6MuQu6DYYEcBDIBVzgawiHI10upgl8m7NCnagQJFknwD:4SabhtXqMHyCI8m7N0ag6D

EF9941290C50CD3866E2BA6B793F010D

4736508C795667DCEA21F8D864233031223B7832

1B9EFB22C938500971AAC2B2130A475FA23684DD69E43103894968DF83145B8A
A0C69C70117C5713CAF8B12F3B6ESBBBBICDAF72768E5DBIDB5831A3C37541B87613C6B020DD2FIB8760064A8C7337F175E7234BFE776EEESE3588DC5662419C
false

low

hitp://https://www.gstatic.com/recaptcha/api2/logo_48.png

PNG.......IHDR...0...0.
0.L.i.l.1fl..4. ujL&6S.

).AJDf.3V....0..
5..5..$".X9....Ex.=.u*iJ........... k.. L l$L%.20 Uy 8L TR.0.p+.@<.0. e -Mo @ (s @....
W T.L0S.. T@RV..;.....9....56< X ..o 2.k1l..dd.V...m.y5./4[..G.p.V.....6..}..B....5.&.v.yTd.6../mK..(.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\m3riRLHGxZh[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

234418

5.393302773231366

false
3072:inEIRZsMROhHPINhNIRxdx3JVDCuvw4lm+gSUrBmAP2TxNB7fXDUH:0EdSEBMAPGXNNY
E53C10DBE24C541A9DCBOE6G998F1F69E
D3462F883828CC5FC7B360667CFOC119E7E8C438
BDCC597C5B5C39BE39EFEO0E019F397E2D58F2FA58160A44CI9FFCAGE1CDFE3F7

0C4FDC24AF6D92662013CD5A25B5DF0E91150758BEF5C41D15F60042ECDD60FEO8CCABICAB5A3AD439FACOA7A386DACT7555B2425D459C86A90740D0C3ESBL
71

false
low

hitp://https://static.xx.focdn.net/rsrc.php/v3/yV/r/m3riRLHGxZh.js?_nc_x=1j3Wp8lg5Kz

if (self.CavalryLogger) { CavalryLogger.start_js(["QPGh+"]); }..self.__DEV__=self._ DEV__||0,self.emptyFunction=function(){};."use strict";.Array.from||(Array.from=functi
on(a){if(@a==null)throw new TypeError("Object is null or undefined");var b=arguments[1],c=arguments[2],d=this,e=Object(a),f=typeof Symbol==="function"?typeof Sym
bol==="function"?Symbol.iterator:"@ @iterator":"@ @iterator",g=typeof b==="function",h=typeof e[f]==="function",i=0,j,k;if(h){j=typeof d==="function"?new d():[];var I=e[f](
),m;while(!(m=Il.next()).done)k=m.value,g&&(k=b.call(c k,i)),jli]=k,i+=1;j.length=i;return jjvar n=e.length;(isNaN(n)||n<0)&&(n=0);j=typeof d==="function"?new d(n):new Arr
ay(n);while(i<n)k=eli],g&&(k=b.call(c,k,i)),jli]=k,i+=1;j.length=i;return j});.Array.isArray||(Array.isArray=function(a){return Object.prototype.toString.call(a)=="[object Array]"});.
(function(){var a=Object.prototype.toString,b=0Object("a"),c=b[0]!="a";function d(a){a=+a;al==a?a=0:al==0&&a!==1/0&&a!==-(1/0)&&(a=(a>0||-1)*Math.fl

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OW10PBUV\nuNGGHVvpr7[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 144 x 142, 8-bit/color RGBA, non-interlaced

downloaded

13062

7.975072357529135

false
384:gV/ulMVXsCAvfXr2adAxgu6xVmdpALloR10XN7Q:plpLvPZA5GUdO10R1MQ
D186B6092C3FF6D63D46439344509A98
A18BD5DA3C3A409F6E2DD8BEC64CI5B81EB790A9
B5887504C28947A2526772B2FA00652E438A3E43F3C0174F6A65E105A424F2E8
8D8F5B65F5D345C7F4363E157C71F8935D6F416C0C20B4C094FEB7463A200686B322C5D5BBC2BF03606F7E95812D774A087A08E1CDA655F732F3987C4C1ABE9:
false

low

hitp://https://static.xx.focdn.net/rsrc.php/v3/yp/rIuNGGHVvpr7.png

PNG........ IHDR.....cveee S...sRGB......... pPHYS..cooiis YiTXtXML:com.adobe.xmp.....<x:xmpmeta xmIns:x="adobe:ns:meta/" x:xmptk="XMP Core 5.4.0">. <rdf:RDF
xmins:rdf="http://www.w3.0rg/1999/02/22-rdf-syntax-ns#">.  <rdf:Description rdf:about="". xmins:tiff="http://ns.adobe.com/tiff/1.0/">. <tiff:Orientation>1</t
iff:Orientation>.  </rdf:Description>. </rdf:RDF>.</x:xmpmeta>.L."Y..1FIDATX..}. T...y...{.$.."aU..E.VDM..n.Z.Kj..|m.......... V..QAK. ....1&.6....3.,j..Lf.d..}...g..].+

P ... $Cggg.....0.IF.+p....(Quceeee S....."S)YQ5...Uwl. > K. T[[...0....jb. ;@ A8 ,...FB...0. .l..0...8p. >U.T...H..Ca.../t.t.0..S.."....8Q
..a@.00<..@..Rn..?>..1.x.F...C I
OBJ....r..9.U(fp.-....e.Q..E....

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\OW10PBUV\openx[1].gif

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe
GIF image data, version 89a, 1 x 1

dropped

70

3.577769619550495

false

Page 41 of 93



C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\OW10PBUV\openx[1].gif

SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

3:CUul/Re/FemxhkYltxlzeze:EQ7ize

58A7930CD4577FC33C35828C271EABSF
406E57F86DC101E10F3A57BELE2F7B93C4580474
8D70B3E6BADB6973663B398D297BB32EAEDD08826A1AF98DOA1CFCES324FFCEOD

F7A5F748F4C0OD3096A3CA972886FE9AODFFSDCE7792779EC6FFC42FA880B3815E2E4C3BDEA452352F3844B81864C9BFB7861F66AC961CFAG6CBICBAFEBES6G8
8

false

low

GIF89a.........c.cc.... L.NETSCAPE2.0....l....... R ;

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\placeHolder[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 350 x 350, 8-bit/color RGBA, non-interlaced

downloaded

23999

7.97611219512239

false
384:vzygszDch26IMhpEXEipWpIDWWO0bUbHgKXma2M3acwpOov5FeJk6rL+Co3N+gJbp:vzygs5cplDPXmS3cOQelkyXo3ICx
FA4F469E45876F0B6A017C2F58A053F2

DDD9FC1E6C62D4BFC7BD93BF306E6FF6821EF3A0
76102878C1198DEB58725194952BA1C6B35BDEEOF870CC6A124E93D17385E64E

DFADB61AEFE925CE7A3F4466B449E0A13A3358A0835D35277CEBE1F9B1B18540568E4685ECCF70C99CB6A15CF6A1CBBBA31CE36F9DBF3BC315E97A8576A735
4E

false
low

hitp://https://live.sekindo.com/content/video/splayer/assets/placeHolder.png

PNG.......IHDR..A..A
O[.T...u...AU]].s..
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\polyfills.78d11e15[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines

downloaded

47894

5.272665851348083

false
768:zj11Qh/eA43auGkR+5sPLNngJEG+A1KEQBfeVoVEsmiGrv4:VIQX++5k7gJ3b1tQBfeyVEYGj4
2DC41A564D5B69185F0DF8D7A7727DB7
230568855C28EB48306244DABIDCB97E90D479FB
BEB8196C90ECOE1775ABE8BAC52860D9B76755035166B128 ADD385EB81ACAGBS58

90B6FA9CBOCC7ABCB30DB484628C2FF1A64A362DCOFESES2556C38907954C3E3FAFC2B04139046CE4F87158BABA157766B09672D991F99CFOFD8AA76ACBA5D
9

false
low

hitp://https://abs.twimg.com/responsive-web/client-web-legacy/polyfills.78d11e15.js

window.__ SCRIPTS_LOADED__.runtime&&((window.webpackJsonp=window.webpackJsonp||[]).push([[283].{"+kY7":function(t,e,n){var r=n("q9+I").fo=n("8aeu"),i=
n("fVMg")("toStringTag");t.exports=function(t,e,n){t&&!o(t=n?t:t.prototype,i)&&r(t,i,{configurable:!0,value:e})}},"/4m8":function(t,e,n){"use strict";var r,0,i,c=n("DjIN"),u=n("WxK
w"),a=n("8aeu"),f=n("fVMg"),s=n("DpO5"),I=f("iterator"),p=!1;[]. keys&&("next"in(i=[].keys()) ?(o=c(c(i)))!==Object.prototype&&(r=0):p='0),null==r&&(r=4),s||a(r,l)||u(r,I,
(function(){return this})),t.exports={IteratorPrototype:r, BUGGY_SAFARI_ITERATORS:p}},"OFSu":function(t,e,n){var r=n("IRf+"),0=n("g6a+"),i=n("N9G2"),c=n("tVve"),
u=n("aoZ+"),a=[].push,f=function(t){var e=1==t,n=2==t,f=3==t,s=4==t,I=6==t,p=5==t||l;return function(h,v,d,y){for(var g,m,b=i(h),w=0(b),x=r(v,d,3),0=c(w.length),_=0,j=y||
u,S=e?j(h,0):n?j(h,0):void 0;0>_;_++)if((p||_ in w)&&m=x(g=w[_],_,b).1))if(e)S[_]=m;else if(m)switch(t){case 3:return!0;case 5:return g;case 6:return _;case 2:a.call(S,g

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\prebidVid.3.19.0_10.min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe
UTF-8 Unicode text, with very long lines
downloaded
309454
5.3672905890657665
false
3072:3rWwvxyY7ARAHNELT3w40EA2cAMMW1FE7QqWWW!iIWn471i6wx2TOO0fyd:Jxjs/SUEhI/EQfIWKI162y0f0
ODFB6D5A5670264C233DFEEED920283D
F1630906AF735463CAA83B5F95572A4B77427E1C
C1A7ABF4985379F74AF7244DB4954A0305C8F73C2F64F4F80A09D86DC3AES596
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\prebidVid.3.19.0_10.min[1].js

SHA-512: 98C46D0F825CC56F6635DF3B55C5AF0B470252C9D40383E5A68357094A4A1EC92B5027AC254EBC4E8886A5CF79D481ADDDOB2DFOE422A044C1CAF528BCBB3E
B

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://live.sekindo.com/content/prebid/prebidVid.3.19.0_10.min.js

Preview:
/* prebid.js v3.19.0.Updated : 2020-09-13 */.!function(u){var s=window.SKpbjsChunk;window.SKpbjsChunk=function(e,t,r){for(var n,o0,i,a=0,c=[];a<e.length;a++)o=e[
a),d[0]&&c.push(d[o][0]),d[0]=0;for(n in t)Object.prototype.hasOwnProperty.call(t,n)&&(u[n]=t[n]);for(s&&s(e,t,r);c.length;)c.shift()();if(r)for(a=0;a<r.length;a++)i=f(f.s=r[a]);re
turn i};var r={},d={305:0};function f(e){if(r[e])return r[e].exports;var t=r[e]={i:e,l:!1,exports:{}};return u[e].call(t.exports,t,t.exports,f),t.I=!0,t.exports}f.m=u,f.c=r,f.d=function(e,t,r)
{f.o(e,t)||Object.defineProperty(e,t,{configurable:!1,enumerable:!0,get:r})},f.n=function(e){var t=e&&e.__esModule?function(){return e.default}:function(){return e};return f.d(t,
"a" t),t},f.o=function(e,t){return Object.prototype.hasOwnProperty.call(e,t)},f.p="",f.oe=function(e){throw console.error(e),e},f(f.s=815)}([function(e,t,r){"use strict";Object.def
ineProperty(t,"__esModule",{value:!0}),r.d(t,"internal",function(){return k}),r.d(t,"bind",function(){return N

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\primisslate[1].css

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 17864

Entropy (8bit): 4.912183002285288

Encrypted: false

SSDEEP: 192:QnbtHDNzpr8XrYDxM66IZL6GP/LYFB8Rz+D43Iryl5N8j4Ywzxe2fXHoja7GNIcg:8HzMrYDxM66DsD43RmXbcfY
MDS5: AE75067760956DE94B97B90B253712FE

SHA1L: B2372CD932B7513BA538D078BF062EAFEBC50335

SHA-256: 4F7CD55655BAFCA4DB9B67255125ED52CD91D21B1727E9F28F71219AA1341DES

SHA-512: 2200CEE7FC194FC7D8281ADAD5E298166AC04F6C9999086B65F6D77152B07AC7AE4528071AA47552066273C7B49294C69CD329CBAIFE70BE3CF85302C67EE20
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://live.sekindo.com/content/video/css/primisslate.css

Preview:
[*1.* primisslate.* github.com/premasagar/primisslate.*.*//*. An extreme CSS reset stylesheet, for normalising the styling of a container element and its children... by
Premasagar Rose. dharmafly.com.. license. opensource.org/licenses/mit-license.php..  **.. v0.10.1..*/.. /*==BLANKET RESET RULES ==*/.. /[*HTML

4.01 */..primissl .primisslate h1, .primisslate h2, .primisslate h3, .primisslate h4, .primisslate h5, .primisslate h6, .primisslate p, .primisslate td, .primisslate dI, .primissl
tr, .primisslate dt, .primisslate ol, .primisslate form, .primisslate select, .primisslate option, .primisslate pre, .primisslate div, .primisslate table, .primisslate th, .primi
tbody, .primisslate tfoot, .primisslate caption, .primisslate thead, .primisslate ul, .primisslate li, .primisslate address, .primisslate blockquote, .primisslate dd, .primi
fieldset, .primisslate li, .primisslate iframe, .primisslate strong, .primisslate legend, .primi

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\red_x[1]

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 48 x 48, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 4692

Entropy (8bit): 7.929034471918412

Encrypted: false

SSDEEP: 96:Sn/2mON/mv8Z7QuHy9TZhjR0ZmegAmURrkxeDIOyMX:SnO8i7QhVTvUbDIq

MDS5: 5F3C13A459A72438E42B2289C7AF2034

SHA1L: F43551BE102CD1EBOB2E87DC24F980720194A56B

SHA-256: A7AB3CA1370CD6FC3470FA81BB1DCB21BCE31B0048A36E5BCE8914EEB8SDAABL

SHA-512: 14E82E281DC91ED57EAB780279D167413185DB3FA7BE49FBDB4942888E7F4E30B1A0536B269258FB8C3975BCF2BC189B51AACAF70BF44887BC17506DF6ECBS5(C
7

Malicious: false

Reputation: low

|IE Cache URL: res://ieframe.dll/red_x.png

Preview:
PNG........ IHDR...0...0.....W.
6. 0XMNV2 TV
t...0=...c..h.M,((w..._qg.."..G..._....7.>u..h{ .
..g?/.0..s.)b... U.../Y2..._z..GB...B.$i.L.#..+5. .AbX @7.)'@.'M.G.EzQ..u... kj.>"L.#?a.E./..b.7m.UWB!.?....
..... @.Kh..7/"<..Q.~=..N....;..D4ZD%i...B....00 f.....uala5(........~.>. #.i.&|.(....H~."...pE..Ekx.Yd"r.0'O"~..RHDe..P...n...

.UUp...4D...z{;....7T..Z0M.2.g....t)..a
..$*.1.0. m).8"..P.h.k@...]..C.{*L..gqm9..W_.yX
YlA....ab FiX.a...i..fq.7="[.L

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\runner[1].htm

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with very long lines

Category: downloaded

Size (bytes): 12318

Entropy (8bit): 5.314366444111888

Encrypted: false

SSDEEP: 192:17UTGaZMNZU5mFCD+hgnFGzb90VzsiKvWJ9jky688:y4AFcZn8F0VzseJd8
MDS5: 689ECOB5962F97BB6F4BOEDDC7247179

SHAL: BBAEE6499B776B9E5133F184B4B8F5453592984D

SHA-256: 15A6E70E27BBE74B154C0A5281BE1774D648BEC1B24F18E92FD072FOBC51E55B
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\runner[1].htm

SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

DEFA96B7A645F7073AE3EE88B6CC5C92DDBC73A59DFA2E11AEE2CF27D4CF77A8D3A6D21A466ED5C03D5B537821B8ECAS573FEFBDEFBOFE6AO045A1A0087A8E
C768

false
low

hitp://https://tpc.googlesyndication.com/sodar/sodar2/219/runner.html

<IDOCTYPE html>.<meta charset=utf-8><script>.(function(){/*.. Copyright The Closure Library Authors.. SPDX-License-Identifier: Apache-2.0.*/.'use strict’;function m(a)
{var b=0;return function(){return b<a.length?{done:!1,value:a[b++]}:{done:!0}}}function p(a){var b="undefined"!=typeof t.Symbol&&u(t.Symbol,"iterator")&&afu(t. Symb
ol,"iterator")];return b?b.call(a):{next:m(a)}}var aa="function"==typeof Object.create?Object.create:function(a){function b(){}b.prototype=a;return new b},v="function"==t
ypeof Object.defineProperties?Object.defineProperty:function(a,b,d){if(a==Array.prototype||a==Object.prototype)return a;a[b]=d.value;return a};.function ba(a){a=["object"
==typeof globalThis&&globalThis,a,"object"==typeof window&&window,"object"==typeof self&&self,"object"==typeof global&&global];for(var b=0;b<a.length;++b){var d
=a[b];if(d&&d.Math==Math)return d}throw Error("Cannot find global object");}var w=ba(this),x="function"===typeof Symbol&&"symbol"===typeof Symbol("x"),t={},y={}
;function

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\sd[1].gif

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

GIF image data, version 89a, 1 x 1

dropped

43

2.9889835948335506

false

3:CUkxI7/IHh/:slf/

B4491705564909DA7F9EAF749DBBFBB1
279315D507855C6A4351E1E2C2F39DDICD2FCCD8
4E0705327480AD2323CB03D9C450FFCAE4A98BF3A5382FA0C7882145ED620E49
B8D82D64EC656C63570B82215564929ADAD167E61643FD72283B94F3E448EF8ABOAD42202F3537A0DA89960BBDC69498608FC6EC89502C6C338B6226C8BF5E L
false

low

GIF89a............. | I R D..;

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\state[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with no line terminators

downloaded

30

3.764735178725505

false

3:ADKLMRsXhUe:AMMRG

8FABFD3BB9B067B11AD664181B30FA66
0F93D4D0300C0C736A8C18DBD91ECCDB4DBEBD4B
B97BABIBF4FCABD386EF5FC83CD58B492F2132E2D28053ADE2F212A8B151B0C4
D5DFC67915A2ED567667FCF04BC807A3771F4938198CC7297FE9E37B5550AB57B7386017A6E9A6DAS56DB68CE92B2876BE2514525B6EOB8CI4DAS3F4EB584758!
false

low

hitp://https://consentcdn.cookiebot.com/consentconfig/21a90315-060b-44e5-9a12-6df9da9c40f8/state.js

CookieConsent.latestVersion=1;

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\style.min[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

|IE Cache URL:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

53907

4.940786840491388

false
384:F5Tku7HBZDO/KRUEgXMXRLrO+AwIVHI+vg7LKclyyNSX2GVX5Ttfr:0RXMXRLrO+AwlxI+vg7LKNcF5Bfr
2E7E1D1C1D4D446A1B6B63295757D859

27A1D9DCBDC4AFF486016B5CIF3ECE6ADOC028C1
8C626F0F9B5C109539B256B73E72C02B300A184F46B4535C2EB86599215C78AF

7526BOADCE5SC1751D3ES55BA5077C4BB5F334FAE6A73CB519E2BE07AAGO02ED25C307A8462AF380DA0550F56AE29C871A663FI9A01E523462DFBOA378E8F26888A
3

false
low

hitp://https://c0.wp.com/c/5.5.3/wp-includes/css/dist/block-library/style.min.css
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\style.min[1].css

Preview:

:root{--wp-admin-theme-color:#007cba;--wp-admin-theme-color-darker-10:#006bal;--wp-admin-theme-color-darker-20:#005a87 }#start-resizable-editor-section{display:n
one}.wp-block-audio figcaption{margin-top:.5em;margin-bottom:1em}.wp-block-audio audio{width:100%;min-width:300px}.wp-block-button__link{color:#fff;background-c
olor:#32373c;border:none;border-radius:28px;box-shadow:none;cursor:pointer;display:inline-block;font-size:18px;padding:12px 24px;text-align:center;text-decorati
on:none;overflow-wrap:break-word}.wp-block-button__link:active,.wp-block-button__link:focus,.wp-block-button__link:hover,.wp-block-button__link:visited{color:#fff}.wp-blo
ck-button__link.aligncenter{text-align:center}.wp-block-button__link.alignright{text-align:right}.wp-block-button.is-style-squared,.wp-block-button__link.wp-block-button.is-
style-squared{border-radius:0}.wp-block-button.no-border-radius,.wp-block-button__link.no-border-radius{border-radius:0'important}.is-style-outline .wp-block-button__|
ink,.wp-bl

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\stylesheet[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

7903

4.832084717773727

false

192:0HI4c2BEhs4asitnQVaE7rY8zdUlY XPnyYwVzwt5wkAwNPxxVWyI TW6EbtQDOReHg:H0240q2D9tr
3393B3AB29229EC4E39CF7FAC895EC69

78FBBEB5BA7069AC97A8FE91775DCDD3B5BES0CT
FA46821BA001DB4BEFE9OADAEED1C68E868EA952C8417C7BEDB876E4B4190AA6

27AFC627C3CEBD8CB445B5924E2E890D04611800B6EF65A9F9F9308E75A0CAC22A8F3B2A45C0E6C247522AAESB3AF9EFB0343E557120D726AA359659CDADSS!
4

false
low

hitp://https://itsfoss.com/wp-content/plugins/searchig/assets/3.5/css/frontend/stylesheet.css?ver=1605999323

#menu-item-sig-selectbox,.sig-icon-item-sig-selectbox{position:relative!limportant;width:40px!important; height:46px;left:auto;right:auto}.sig-icon-item-sig-selectbox{heigh
t:auto;clear:both}#menu-item-sig-selectbox.move ToExtremeRight{position:absolute!important;right:0;height:auto;left:auto}.sig-icon-item-sig-selectbox.move ToExtre
meRight{float:right; height:46px}.sig-icon-item-sig-selectbox.move ToExtremeRight .sig-icon-searchbox-wrap{position:absolute;right:0}#menu-item-sig-selectbox a,.sig-icon-
item-sig-selectbox a{outline:none}#sig-menu-searchbox-wrap{position:absolute;right:0;z-index:9}.sig-icon-item-sig-selectbox .sig-icon-searchbox-wrap{}#sig-menu-se
archbox-wrap.sig-search-open,.sig-icon-item-sig-selectbox .sig-icon-searchbox-wrap.sig-search-open{width:300px}#sig-menu-searchbox-wrap #sig-expsearch-cont{}#sig-
menu-searchbox-wrap #sig-expsearch-cont .sig-expsearch,.sig-icon-searchbox-wrap .sig-expsearch-cont .sig-expsearch{position:relative;min-width:50px;width:50px
;height:46px;float:r

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\t1h9m7[1].gif

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

GIF image data, version 89a, 1 x 1

downloaded

43

2.7374910194847146

false

3:CUNl/7yltxIHh/:/+/

07FFF40B5DD495ACA2AC4E1C3FBC60AA
EBAC224BA9EE97E87670ED6F3A2F0128B7AFIFE4
A065920DF8CC4016D67C3A464BE90099CID28FFE7CIEGEE3AL8F257EFC58CBD7

49B8DAF1F5BA868BC8C6B224C787A75025CA36513EF8633D1D8F34E48EEOB578F466FCC104A7BED553404DDC5FIFAFF3FEF5F894B31CD57F32245E550FADGS!
A

false
low

hitp://https://track.mailerlite.com/webforms/0/2516912/t1h9m7?v1597657573

GIF89a............. | I R D..;

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\uc[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

72833

5.195088836600577

false
1536:1zuFfSDfTBgSqdCInODofztv/smLaYr5Lo7d8M3ufl7mgRj+3:efTpcdVGPufl7mgR63
316DB25309CEA526D38998E3BAISDOSE
4DC376DFA9E459DBF3004D66504D80BD582298C9
8EOD2AB4F0A4A7ESA6C1755ABFID48ACT795A9AB41C35802BBDAIS6E4338FF50F
5FAF29FFFE920BEC21E60EDB68FEC89503CFC471719965F7F5903D309756600D3A3D87C323E9FCA1273618CE3450C7CC06976FB7F27AAAF7DB15B6DD702585E
false

low

hitp://https://consent.cookiebot.com/uc.js
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\uc[1].js

Preview:

function __uspapi(e,t,0){var n=null,i=!0,s=!0;CookieConsent&&""!'=CookieConsent.userCountry&&-1==CookieConsent.regulationRegions.ccpa.indexOf(CookieCon
sent.userCountry.toLowerCase())&&(s=!1),1==t&&"getUSPData"==e?n=s?(s=1..toString(),s+="Y",CookieConsent&&CookieConsent.hasResponse?CookieConsent.conse
nt.marketing?s+="N":s+="Y":CookieConsent&&!CookieConsent.hasResponse?s+="N":s+="Y" {version:1,uspString:s+="Y"}):{version:1,uspString:1..toString()+"---"}:i=!1,
0&&o(n,i)}function addUspapiLocatorFrame(){var e;window.frames.__uspapiLocator||(document.body?((e=document.createElement("iframe")).style.cssText="display:none
;position:absolute;width:1px;height: 1px;top:-9999px;",e.name="__uspapiLocator",e.tablndex=-1,e.setAttribute("role","presentation"),e.setAttribute("aria-hidden","true"),e.
setAttribute("title","Blank"),document.body.appendChild(e)):setTimeout(addUspapiLocatorFrame,5))}function __handleUspapiMessage(o){var n=0&&o.data&&o.data.__usp

apiCall;n&&"function"==typeof window.__uspapi&&win

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\user_sync[1].htm

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text, with very long lines, with no line terminators

downloaded

8056

5.471697420871033

false
96:mYtUQ3cAlynMRkPpcZpNb5UcTCZpdRFu+Zuj6ZuwBLGKaKnles2gYAGN2hCV79kT:mYtUQhynWk1clrlc/KCV7ykHbSP
3C021FDAIBICA3BFE0925363556460BE

59C717D8DAAA5400650B500688D88B146EE130D6
23371B5319A53A0A2D3C59D738D679C384822C244EA4ET91EF87A4110B8A291E
72D76C61C1B300641C5A189BF733000B199BF9433B8C03297B2A825358923369F87EB441C415DB2C4A337CD5F13359278800E6CEES04EB97F31DD1B8D4188582
false

low

hitp://https://ads.pubmatic.com/AdServer/js/user_sync.html?p=156578&predirect=

<html><body><script type="text/javascript">(function(){var n={},h,e=location.href.slice(location.href.indexOf("?")+1).split("&"),y,z=e.length,0="https://ads.pubmatic.com/
AdServer/js/showad.js#PIX&kdntuid=1&SPug=true";var g=window,a=function(i){return typeof i==="function"},C=console.log.bind(console,"PubMatic:"),s=function(K,J){var
H=0,G=K.length,|=false;for(;H<G;H++)if(K[H]===J){I=true;break}}return I},u=function(){return"https:"},d=function(G){var H="";for(var i in G){if(G.hasOwnProperty(i)){
H+=i+"="+encodeURIComponent(G[i])+"&"}}return H},w=function(G){var i=g.document.createElement("iframe");i.src=G;i.style.height="0px";i.style.width="0px";i.style
.display="none";i.height=0;i.width=0;i.border="0px";i.hspace="0";i.vspace="0";i.marginWidth="0";i.marginHeight="0";i.style.border="0";i.scrolling="no";i.frameBorder:
.document.getElementsByTagName("script")[0].parentNode.appendChild(i)},p=function(i,){var H=document.createElement("script");H.type="text/javascript";H.src=i;if(a(l))
{H.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\vendors~main.68b1d365[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines, with LF, NEL line terminators

downloaded

439928

5.4559761027348594

false

6144:YFOcmyU3pwv301LQfEAeUSo/YzAITWBV6S:Yo5M301LQfluzjb
EDBCCAA9067E2FA872B6E7206CA16AFB
DDAB4AFF563BB455A9D0D07186451703A1547377
45E82FB2AAB9EFECBF43E1401B0C6208BF32D35E6CFE94B421B964AA361599E2
BCB9B81029574BA3872E5623754E6A0FC1A7CAC5B6A7A9711C4AFF613CABFFI8A777D060377664A98F910DEC8B559433CABFF7B8C20AF6448AA148F10C30578FF
false

low

hitp://https://abs.twimg.com/responsive-web/client-web-legacy/vendors~main.68b1d365.js

window.__ SCRIPTS_LOADED__.polyfills&&((window.webpackJsonp=window.webpackJsonpl|[]).push([[2] {"+/1j":function(e,t,n){"use strict";var r=n("ERkP"),u=n("k/Ka"),0
=n("9MNK"),i=n("QAgE"),a=n("Nw+a"),c=n("Nfwf"),I=n("r3Qg"),s=n("CYzn"),f=n("vISS"),d=n("zCvs"),p={accessibilityLabel:!0,accessibilityLiveRegion:!0,accessibility
Role:!0,accessibilityState:!0,accessibilityValue:!0,accessible:!0,children:!0,classList:!0,dir:!0,importantForAccessibility:!0,lang:!0,nativelD:!0,0nBlur:!0,onClick:!0,0n
ClickCapture:!0,onContextMenu:!0,onFocus:!0,onKeyDown:!0,0nKeyUp:!0,onTouchCancel:!0,onTouchCancelCapture:!0,onTouchEnd:!0,onTouchEndCapture:!0,onTouc
hMove:!0,onTouchMoveCapture:!0,onTouchStart:!0,onTouchStartCapture:!0,pointerEvents:!0,ref:!0,style:!0,testID:!0,dataSet:!0,onMouseDown:!0,onMouseEnter:!0,onMou
seLeave:!0,onMouseMove:!0,onMouseOver:!0,onMouseOut:!0,onMouseUp:!0,onScroll:!0,onWheel:!0,href:!0,rel:!0,target:!0},h=0bject(r.forwardRef)((function(e,t){var n
=e.dir,o=e.numberOfLines,f=e.onClick,h=e

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\vid5c7ea78307296482649144[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

"Lavc58.47.100", baseline, precision 8, 640x360, frames 3

downloaded

13103

7.63044585743299

false
192:SsSTrbm6ynHQIZoPA+sRofAMrjWuMxpMNbykLjK4fDTIwUsVb2QpHdGZ+b:SsB284IRorjWdxpMNb/jPfT7V6QXGZW
12F918DDCB869C5DC0B7D527F1ADB754

497A392FBIEE392B7EED60EOFDFBC074AFFB71D3
DED5D4E74DD4EABO4E868C9A58E64DB54100BBBF0204D5D54AE0C6807E2585FF

03EF4072D931B73CCA57BCDAG3DD7908B8C22D68A716503B3D4477FFB64DDD58BEO90ESDE7199A6335B3BADF29B8F40050FDF55FEQCBEOB0927DD443864C5%
1

false
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\vid5c7ea78307296482649144[1].jpg

Reputation:
|IE Cache URL:

Preview:

low

hitp://https://video.sekindo.com/uploads/cn10/video/users/converted/25204/video_5b5845c36cf6d068557072/vid5¢c7ea78307296482649144.jpg?cbuster=1591786229

Lavc58.47.100....C...cvunee mn ”'$$$***$$$H$$((**/++*+I/222<<99FFHVVg 1.IR.4ArQ.q.a.."3.2..S.
....................... 1..1AR"aqQ23.B.4#..C.r.S.b..c...h i 2
Lw...c.n. M KF@.yv.......... G..Dd.7.n. . Ar. . K.~F@.yv.......... G..Dd.7.n.Ar. K.~F@.yv.......... G..Dd.7.n. . Ar.. K.~F@.yv.......... G.

. G..DA.7.n. Ar. K.~F@.yv.......... G..Dd.7.n. Ar. . K.~F@.yv.......... G..Dd.7.n. . Ar... K.~F@.yv.......... G..Dd.7.n.Ar. K.~F@.yv.......
LK~ F@oyv G..Dd.7.n. . Ar. K.~F@.\yv.......... G..Dd.7.n...

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\vid5c91ee7d09143568428664[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

"Lavc58.47.100", baseline, precision 8, 640x360, frames 3

downloaded

11201

7.744169145349814

false
192:ffgED5KeSQ1k80q5QXXvzD5JVazN8wBu4olBmMPtwWiECYyJegWIMXx1NLUeOrV:ff3DfRk8J5wzt]VazNxBGnmzfkJtnXFO
E7243CA7EB0E37A3506F8A7E84D3A1C5

6E39DOE717597D415C3F4CF8FCD33EBD22179CB7
A1FA081EAC1DOB14B60BDFABBC62EAG6DF208202B6ADD5A548ADF8801D8ADASCL
083838110D3BE178E03000D104FCO0E3E45185636E6CE2E975166A671E392682041EC5AE76815046D2F9A14A58078615EB5EBBOBB516EFAD4E3B337A0BEF2B2F
false

low

hitp://https://video.sekindo.com/uploads/cn19/video/users/converted/25204/video_5b5845c36cf6d068557072/vid5¢c91ee7d09143568428664.jpg?cbuster=1591786229

\ .lLgis..)s..L...)s.R..&....R....*"M3.L....9K.T.g..79K.r.0.4.-0nr.0..aRi.Z a\ .8
0.4.- or.0..aRi.A..]h9K..I...... )s.R.ARl.A..]hQK..I ...... )u ..... &.[KD ...... T.ym .or.Z.R.ARl.A..]hQK..I l.gi.s...)s..L...)s.R..&....R....*M3.L.0...)s..L.-@m.0..aRi.....R
LAMBLLALLVL6.K 04 )s RL&.Z...a\ KP.[..9K. T gjj.0...)s..L.-@m.0..aRi.....R....

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\vid5c93817e6f424092606247[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

"Lavc58.47.100", baseline, precision 8, 640x360, frames 3

downloaded

11201

7.744169145349814

false
192:ffgED5KeSQ1k80q5QXXvzD5JVazN8wBu4olBmMPtwWIECYyJegWIMXx1NLUeOrV:ff3DfRk8J5wzt]VazNxBGnmzfkJtnXFO
E7243CA7EB0E37A3506F8A7E84D3A1C5

6E39DOE717597D415C3F4CF8FCD33EBD22179CB7
A1FA081EAC1D0B14B60BDFABBC62EAG6DF208202B6ADD5A548ADF8801D8ADASCL
083838110D3BE178E03000D104FCO0E3E45185636E6CE2E975166A671E392682041EC5AE76815046D2F9A14A58078615EB5EBBOBB516EFAD4E3B337A0BEF2B2F
false

low

hitp://https://video.sekindo.com/uploads/cn22/video/users/converted/25204/video_5b5845c36cf6d068557072/vid5¢93817e6f424092606247.jpg?cbuster=1591786229

.Lavc58.47.100....C. N NSSSHHSFBNUSS((**./.++*+//222<<99FFHV Vg
$.4..S.36R.#.Bb.C.E.D...cceerrrnnn a.Q...R1gA.2.B"......... h
...................... R...n.L...)s.R.&....R...*M3.L....9K.T.g..79K.r.0.4.-0nr.0..aRi.Z"...a.\..8....\...l.gi.s...)s..L....)s.R..&....R...*M3.L....9K.T.g..79K.r.0.4.-Onr.0..aRi.Z"...a.\..8....\..
0.4.- or.0..aRi.A..]h9K..I......)s.R.ARi.A..]n9K. I..... )u.....&[KD......T.ym-.0or.Z.R.ARi.A..]h9K..I......)s..\..8....\...L.gi.s...)s..L....)s.R..&....R...*M3.L.0...)s..L.-@m.0..aRi.....R

LAMBLLALLVLE.KR04. L )s RL&.Z.a )\ KPL9K. T gij.0...)s..L.-@M.0..aRi.....R...*M3.....oo e

11.2.Q...0AU.Tr..2.."5

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\vid5caf37df7a6ec897857758[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

"Lavc58.47.100", baseline, precision 8, 640x360, frames 3

downloaded

8482

7.1222394764524

false

192:bB+BYHULVj60Z6u7kGFz4gTkQO3dnPQIX:UmOL760LKkGFNkQCdno9X
3088D498A98E03E5D1574276FA9DSEFD
F6E18EODDDC4072CBFBC1903C4CC83F857EF99D7
60F7072277F66EBOCECED773BE07468FDAC1CEBA0106CC1244956933ADABOEED
79DB53C79AA0A26F34F55EF9D80DF72096C94280C45BC05F21C7AD3B7F201557E74A7E42E0005C766AE529F5AED303FC385BE4658F994A8B504A1CA8263C641!
false

low

hitp://https://video.sekindo.com/uploads/cn19/video/users/converted/25204/video_5b5845c36cf6d068557072/vid5caf37df7a6ec897857758.jpg?cbuster=1591786229
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\vid5caf37df7a6ec897857758[1].jpg

Preview:
Lavc58.47.100....C...cvvnee S SEBUSS((**./.++*+//222<<OIFFHVV....iiii s 11.rQA..aR.gs...42"5..B.3T.
...balRQ2B.AqQ".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\webcomponents-lite-noPatch[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 123591

Entropy (8bit): 5.416605148511316

Encrypted: false

SSDEEP: 1536:YDIZVg/ZyIWUGUP+dYjOKhjFBNb/Awg+SHYHVB6REX0FPaYK4jJ/n4E41Kj:mt8riGAz4HsU2b4y

MDS5: 01CF271DACDE4B1D5CDB1FFOE4D5D4EF

SHA1L: EC60121EB520C8BBAA460FA468D3E72A222F537E

SHA-256: 8AACCTE7A47BAT45A302AEC5CBA50B3F50FC1145A31D99F6A04C87E6BSE7CDEQ

SHA-512: 9CCF7B23049A9880CCB0O8BACICF634BDDC5225DE3527B58009655DCE17044C657D7C7EDDO68C6A594EDFC043D9ADB5D078AF25E3834C163930DBA670COAEFZ
62

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://www.youtube.com/s/desktop/a386e432/jshin/webcomponents-lite-noPatch.vflset/webcomponents-lite-noPatch.js

Preview:
(function(){/*.. Copyright The Closure Library Authors.. SPDX-License-ldentifier: Apache-2.0.*/.var n;function ba(a){var b=0;return function(){return b<a.length?{done:!1,
value:a[b++]}:{done:!0}}}function ca(a){var b="undefined"!=typeof Symbol&&Symbol.iterator&&a[Symbol.iterator];return b?b.call(a):{next:ba(a)}}function y(a){if(!(a instanc
eof Array)){a=ca(a);for(var b,c=[];!(b=a.next()).done;)c.push(b.value);a=c}return a}.function da(a){a=["object"==typeof globalThis&&globalThis,a,"object"==typeof window&&
window,"object"==typeof self&&self,"object"==typeof global&&global];for(var b=0;b<a.length;++b){var c=a[b];if(c&&c.Math==Math)return c}throw Error("Cannot find global
object");}var fa=da(this);/*.. Copyright (c) 2016 The Polymer Project Authors. All rights reserved.. This code may only be used under the BSD style license found at http://p
olymer.github.io/LICENSE.txt. The complete set of authors may be found at http://polymer.github.io/AUTHORS.txt. The complete set of contributors may b

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\webfont[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 16587

Entropy (8bit): 5.527990125851192

Encrypted: false

SSDEEP: 384:N1+8TmpUiz+NX+gFObMuhR/bfgN4TVI7KW2b4t6FbGI2TAL8Z/VIOT2m:N9Tmpx+h+qFObMuhRzfgN4TVdtQi8VOr

MDS5: 593E60AD549E46F8CA9A60755336C7DF

SHA1L: 9C030800712C832F2A15040CF02F546884A99808

SHA-256: CE261EB163FCAEE6953CEDC35059732A133766AB824DC512BBDF9424D48601E4

SHA-512: 7EBCAB12AE8B469723BE43224A1DA8A4AFOCE7B455505014116274671A5787E5BEBD7A7D170CEOFCBB283382D4B44CCO5E4E0CCOCA9D50A728C32CFF0393AE
c7

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://ajax.googleapis.com/ajax/libs/webfont/1.5.18/webfont.js

Preview:
/*. * Copyright 2015 Small Batch, Inc.. *. * Licensed under the Apache License, Version 2.0 (the "License"); you may not. * use this file except in compliance with the Li
cense. You may obtain a copy of. * the License at. *. * http://www.apache.org/licenses/LICENSE-2.0. *. * Unless required by applicable law or agreed to in writing, softwa
re. * distributed under the License is distributed on an "AS IS" BASIS, WITHOUT. * WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied. See the. *
License for the specific language governing permissions and limitations under. * the License.. */./* Web Font Loader v1.5.18 - (c) Adobe Systems, Google. License:
Apache 2.0 */.;(function(window,document,undefined){function aa(a,b,c){return a.call.apply(a.bind,arguments)}function ba(a,b,c){if('a)throw Error();if(2<arguments.length)
{var d=Array.prototype.slice.call(arguments,2);return function(){var c=Array.prototype.slice.call(arguments);Array.prototype.unshift.apply(c,d);return a.apply(b,c)}}ret

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\wp-auth-check.min[1].css

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 1915

Entropy (8bit): 5.0526640641102

Encrypted: false

SSDEEP: 24:Q77AgH6YVZvpXALMVon10FRukOM+pJOcil9N555WpJIkBk5tG4qXhDg5KteFzGzW:Q78CjVZBXAIVCQ064gii755hZ52xDEKIW
MDS5: AAD4FC708866D04DBD758E16AC9293C1

SHA1L: 737F3DB1D732B2D030A5D8DF87520BA4E832C11C

SHA-256: 3076557D91DB6D6217E358C687C914060B1BOSEOC3EC416C39941BACCABA0898

SHA-512: E9EBA56C2614749B7C2E1969758A2A3374C8A5FFES85EDOAAD44C89D2A6257613525D26FACD1B5AES9488CD96EB32034F152BA72447576E13F018F5FD39C191F
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://c0.wp.com/c/5.5.3/wp-includes/css/wp-auth-check.min.css
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\wp-auth-check.min[1].css

Preview:

/*! This file is auto-generated */.#wp-auth-check-wrap.hidden{display:none}#wp-auth-check-wrap #wp-auth-check-bg{position:fixed;top:0;bottom:0;left:0;right:0;ba
ckground:#000;0pacity:.7;z-index:1000010}#wp-auth-check-wrap #wp-auth-check{position:fixed;left:50%;overflow:hidden;top:40px;bottom:20px;max-height:415px;width:
380px;margin:0 0 0 -190px;padding:30px 0 0;background-color:#f1f1f1;z-index:1000011;box-shadow:0 3px 6px rgba(0,0,0,.3)}@media screen and (max-width:380px)
{#wp-auth-check-wrap #wp-auth-check{left:0;width:100%;margin:0}}#wp-auth-check-wrap.fallback #wp-auth-check{max-height:180px;overflow:auto}#wp-auth-check-wrap
#wp-auth-check-form{height:100%;position:relative;overflow:auto;-webkit-overflow-scrolling:touch }#wp-auth-check-form.loading:before{content:"";display:block;width:20p
x;height:20px;position:absolute;left:50%;top:50%;margin:-10px 0 0 -10px;background:url(../images/spinner.gif) no-repeat center;background-size:20px 20px;transfo

rm:translateZ(0)}@media print,(-webkit-m

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\HSI8ex4j-0G[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text

Category: downloaded

Size (bytes): 231

Entropy (8bit): 5.431470415321234

Encrypted: false

SSDEEP: 6:C3HpTvL4nviLo4dfu6AV9yEwDyCHyEJyEJdyDpVQVHf:wDBfdfuJVQXWCJy6wDpVQJ

MD5: FD7E886B420B3DB45D6431FC991D8842

SHAL: A922F1976C93E99F551FDE3447A85432273272F0

SHA-256: DEBE37C7E68B02B31B47249B674336B63AA71FE8458AD9EDB33A98145DA290EB

SHA-512: 66B24B9AF4F107AAB4D904A08DEF63B893ADD8920612F291B37CF7ACE34ACB12C0402737FDIBAF3E87DB559C937153253783A33BA6F587A34ECBA3DD7C2358,
F

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://static.xx.focdn.net/rsrc.php/v3/ye/r/HSI8ex4j-0G.js?_nc_x=1j3Wp8lg5Kz

Preview:

if (self.CavalryLogger) { CavalryLogger.start_js(["GwiMv"]); }..__d("ODS",["ODSWithBanzailmpl","ODSWithFalcolmpl","gkx"],(function(a,b,c,d,e,f){a=b("gkx")("1836351")?
b("ODSWithFalcolmpl“):b("ODSWithBanzailmpl“);e.exports=a}),null);

Static File Info

No static file info

Network Behavior

Network Port Distribution

TCP Packets

Timestamp

Nov 22, 2020 06:12:06.183444023 CET
Nov 22, 2020 06:12:06.183593988 CET
Nov 22, 2020 06:12:06.200278044 CET
Nov 22, 2020 06:12:06.200309992 CET

Copyright null 2020

Total Packets: 236

® 53 (DNS)
@ 443 (HTTPS)

Source Port
49717
49716

443

443

Dest Port
443

443
49717
49716

Source IP
192.168.2.3
192.168.2.3
104.26.8.105
104.26.8.105

Dest IP
104.26.8.105
104.26.8.105
192.168.2.3
192.168.2.3
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Timestamp Source Port Dest Port Source IP Dest IP

Nov 22, 2020 06:12:06.200400114 CET 49717 443 192.168.2.3 104.26.8.105
Nov 22, 2020 06:12:06.200437069 CET 49716 443 192.168.2.3 104.26.8.105
Nov 22, 2020 06:12:06.204916954 CET 49717 443 192.168.2.3 104.26.8.105
Nov 22, 2020 06:12:06.204946995 CET 49716 443 192.168.2.3 104.26.8.105
Nov 22, 2020 06:12:06.221601963 CET 443 49717 104.26.8.105 192.168.2.3
Nov 22, 2020 06:12:06.221632957 CET 443 49716 104.26.8.105 192.168.2.3
Nov 22, 2020 06:12:06.224165916 CET 443 49717 104.26.8.105 192.168.2.3
Nov 22, 2020 06:12:06.224256992 CET 443 49717 104.26.8.105 192.168.2.3
Nov 22, 2020 06:12:06.224967003 CET 49717 443 192.168.2.3 104.26.8.105
Nov 22, 2020 06:12:06.225112915 CET 443 49716 104.26.8.105 192.168.2.3
Nov 22, 2020 06:12:06.225138903 CET 443 49716 104.26.8.105 192.168.2.3
Nov 22, 2020 06:12:06.225203037 CET 49716 443 192.168.2.3 104.26.8.105
Nov 22, 2020 06:12:06.225229025 CET 49716 443 192.168.2.3 104.26.8.105
Nov 22, 2020 06:12:06.283983946 CET 49716 443 192.168.2.3 104.26.8.105
Nov 22, 2020 06:12:06.285300970 CET 49717 443 192.168.2.3 104.26.8.105
Nov 22, 2020 06:12:06.290127993 CET 49716 443 192.168.2.3 104.26.8.105
Nov 22, 2020 06:12:06.290287018 CET 49716 443 192.168.2.3 104.26.8.105
Nov 22, 2020 06:12:06.296155930 CET 49717 443 192.168.2.3 104.26.8.105
Nov 22, 2020 06:12:06.300539970 CET 443 49716 104.26.8.105 192.168.2.3
Nov 22, 2020 06:12:06.300707102 CET 443 49716 104.26.8.105 192.168.2.3
Nov 22, 2020 06:12:06.300726891 CET 443 49716 104.26.8.105 192.168.2.3
Nov 22, 2020 06:12:06.300791979 CET 49716 443 192.168.2.3 104.26.8.105
Nov 22, 2020 06:12:06.300817013 CET 49716 443 192.168.2.3 104.26.8.105
Nov 22, 2020 06:12:06.301390886 CET 49716 443 192.168.2.3 104.26.8.105
Nov 22, 2020 06:12:06.301701069 CET 443 49717 104.26.8.105 192.168.2.3
Nov 22, 2020 06:12:06.302037954 CET 443 49717 104.26.8.105 192.168.2.3
Nov 22, 2020 06:12:06.302057981 CET 443 49717 104.26.8.105 192.168.2.3
Nov 22, 2020 06:12:06.302104950 CET 49717 443 192.168.2.3 104.26.8.105
Nov 22, 2020 06:12:06.302129984 CET 49717 443 192.168.2.3 104.26.8.105
Nov 22, 2020 06:12:06.302596092 CET 49717 443 192.168.2.3 104.26.8.105
Nov 22, 2020 06:12:06.306586981 CET 443 49716 104.26.8.105 192.168.2.3
Nov 22, 2020 06:12:06.306612015 CET 443 49716 104.26.8.105 192.168.2.3
Nov 22, 2020 06:12:06.307159901 CET 443 49716 104.26.8.105 192.168.2.3
Nov 22, 2020 06:12:06.307240963 CET 49716 443 192.168.2.3 104.26.8.105
Nov 22, 2020 06:12:06.313133955 CET 443 49717 104.26.8.105 192.168.2.3
Nov 22, 2020 06:12:06.313468933 CET 443 49717 104.26.8.105 192.168.2.3
Nov 22, 2020 06:12:06.313534021 CET 49717 443 192.168.2.3 104.26.8.105
Nov 22, 2020 06:12:06.321584940 CET 443 49716 104.26.8.105 192.168.2.3
Nov 22, 2020 06:12:06.321611881 CET 443 49716 104.26.8.105 192.168.2.3
Nov 22, 2020 06:12:06.321629047 CET 443 49716 104.26.8.105 192.168.2.3
Nov 22, 2020 06:12:06.321646929 CET 443 49716 104.26.8.105 192.168.2.3
Nov 22, 2020 06:12:06.321708918 CET 49716 443 192.168.2.3 104.26.8.105
Nov 22, 2020 06:12:06.321723938 CET 443 49716 104.26.8.105 192.168.2.3
Nov 22, 2020 06:12:06.321746111 CET 443 49716 104.26.8.105 192.168.2.3
Nov 22, 2020 06:12:06.321753025 CET 49716 443 192.168.2.3 104.26.8.105
Nov 22, 2020 06:12:06.321780920 CET 49716 443 192.168.2.3 104.26.8.105
Nov 22, 2020 06:12:06.321856022 CET 49716 443 192.168.2.3 104.26.8.105
Nov 22, 2020 06:12:06.321904898 CET 443 49716 104.26.8.105 192.168.2.3
Nov 22, 2020 06:12:06.321927071 CET 443 49716 104.26.8.105 192.168.2.3
Nov 22, 2020 06:12:06.321943045 CET 443 49716 104.26.8.105 192.168.2.3
Nov 22, 2020 06:12:06.321959972 CET 443 49716 104.26.8.105 192.168.2.3
Nov 22, 2020 06:12:06.321970940 CET 49716 443 192.168.2.3 104.26.8.105
Nov 22, 2020 06:12:06.321976900 CET 443 49716 104.26.8.105 192.168.2.3
Nov 22, 2020 06:12:06.321983099 CET 49716 443 192.168.2.3 104.26.8.105
Nov 22, 2020 06:12:06.321997881 CET 443 49716 104.26.8.105 192.168.2.3
Nov 22, 2020 06:12:06.322017908 CET 443 49716 104.26.8.105 192.168.2.3
Nov 22, 2020 06:12:06.322026014 CET 49716 443 192.168.2.3 104.26.8.105
Nov 22, 2020 06:12:06.322035074 CET 443 49716 104.26.8.105 192.168.2.3
Nov 22, 2020 06:12:06.322043896 CET 49716 443 192.168.2.3 104.26.8.105
Nov 22, 2020 06:12:06.322051048 CET 49716 443 192.168.2.3 104.26.8.105
Nov 22, 2020 06:12:06.322165966 CET 49716 443 192.168.2.3 104.26.8.105
Nov 22, 2020 06:12:06.322392941 CET 443 49716 104.26.8.105 192.168.2.3
Nov 22, 2020 06:12:06.322467089 CET 443 49716 104.26.8.105 192.168.2.3
Nov 22, 2020 06:12:06.322468996 CET 49716 443 192.168.2.3 104.26.8.105
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Timestamp Source Port Dest Port Source IP Dest IP

Nov 22, 2020 06:12:06.322531939 CET 49716 443 192.168.2.3 104.26.8.105
Nov 22, 2020 06:12:06.322575092 CET 443 49716 104.26.8.105 192.168.2.3
Nov 22, 2020 06:12:06.322597027 CET 443 49716 104.26.8.105 192.168.2.3
Nov 22, 2020 06:12:06.322627068 CET 443 49716 104.26.8.105 192.168.2.3
Nov 22, 2020 06:12:06.322638988 CET 49716 443 192.168.2.3 104.26.8.105
Nov 22, 2020 06:12:06.322643995 CET 443 49716 104.26.8.105 192.168.2.3
Nov 22, 2020 06:12:06.322659016 CET 49716 443 192.168.2.3 104.26.8.105
Nov 22, 2020 06:12:06.322663069 CET 443 49716 104.26.8.105 192.168.2.3
Nov 22, 2020 06:12:06.322678089 CET 49716 443 192.168.2.3 104.26.8.105
Nov 22, 2020 06:12:06.322680950 CET 443 49716 104.26.8.105 192.168.2.3
Nov 22, 2020 06:12:06.322699070 CET 443 49716 104.26.8.105 192.168.2.3
Nov 22, 2020 06:12:06.322699070 CET 49716 443 192.168.2.3 104.26.8.105
Nov 22, 2020 06:12:06.322721004 CET 49716 443 192.168.2.3 104.26.8.105
Nov 22, 2020 06:12:06.322765112 CET 49716 443 192.168.2.3 104.26.8.105
Nov 22, 2020 06:12:06.327292919 CET 443 49716 104.26.8.105 192.168.2.3
Nov 22, 2020 06:12:06.327318907 CET 443 49716 104.26.8.105 192.168.2.3
Nov 22, 2020 06:12:06.327368975 CET 49716 443 192.168.2.3 104.26.8.105
Nov 22, 2020 06:12:06.327392101 CET 49716 443 192.168.2.3 104.26.8.105
Nov 22, 2020 06:12:06.327413082 CET 443 49716 104.26.8.105 192.168.2.3
Nov 22, 2020 06:12:06.327435017 CET 443 49716 104.26.8.105 192.168.2.3
Nov 22, 2020 06:12:06.327452898 CET 443 49716 104.26.8.105 192.168.2.3
Nov 22, 2020 06:12:06.327464104 CET 49716 443 192.168.2.3 104.26.8.105
Nov 22, 2020 06:12:06.327471018 CET 443 49716 104.26.8.105 192.168.2.3
Nov 22, 2020 06:12:06.327471972 CET 49716 443 192.168.2.3 104.26.8.105
Nov 22, 2020 06:12:06.327491045 CET 443 49716 104.26.8.105 192.168.2.3
Nov 22, 2020 06:12:06.327505112 CET 49716 443 192.168.2.3 104.26.8.105
Nov 22, 2020 06:12:06.327514887 CET 443 49716 104.26.8.105 192.168.2.3
Nov 22, 2020 06:12:06.327527046 CET 49716 443 192.168.2.3 104.26.8.105
Nov 22, 2020 06:12:06.327533007 CET 443 49716 104.26.8.105 192.168.2.3
Nov 22, 2020 06:12:06.327547073 CET 49716 443 192.168.2.3 104.26.8.105
Nov 22, 2020 06:12:06.327574968 CET 49716 443 192.168.2.3 104.26.8.105
Nov 22, 2020 06:12:06.327584982 CET 443 49716 104.26.8.105 192.168.2.3

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP
Nov 22, 2020 06:12:00.917187929 CET 65110 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:00.944695950 CET 53 65110 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:01.858819008 CET 58361 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:01.886099100 CET 53 58361 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:02.658834934 CET 63492 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:02.686028004 CET 53 63492 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:03.552192926 CET 60831 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:03.579657078 CET 53 60831 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:04.352276087 CET 60100 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:04.379609108 CET 53 60100 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:05.067082882 CET 53195 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:05.104640007 CET 53 53195 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:05.355942965 CET 50141 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:05.391976118 CET 53 50141 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:06.129188061 CET 53023 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:06.170231104 CET 53 53023 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:06.303973913 CET 49563 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:06.331181049 CET 53 49563 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:06.389081955 CET 51352 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:06.399183989 CET 59349 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:06.426244020 CET 53 51352 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:06.426280022 CET 53 59349 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:06.481060028 CET 57084 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:06.516652107 CET 53 57084 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:06.577085972 CET 58823 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:06.596986055 CET 57568 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:06.601452112 CET 50540 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:06.612188101 CET 53 58823 8.8.8.8 192.168.2.3
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Nov 22, 2020 06:12:06.620753050 CET 54366 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:06.628361940 CET 53 50540 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:06.632113934 CET 53 57568 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:06.634130955 CET 53034 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:06.647664070 CET 53 54366 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:06.661079884 CET 53 53034 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:06.840351105 CET 57762 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:06.840981007 CET 55435 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:06.841466904 CET 50713 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:06.847115993 CET 56132 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:06.859896898 CET 58987 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:06.867302895 CET 53 57762 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:06.876995087 CET 53 50713 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:06.882385969 CET 53 56132 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:06.884254932 CET 53 55435 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:06.896846056 CET 53 58987 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:06.969696045 CET 56579 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:06.996932030 CET 53 56579 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:07.037676096 CET 60633 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:07.075359106 CET 53 60633 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:07.211818933 CET 61292 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:07.247412920 CET 53 61292 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:08.860379934 CET 63619 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:08.886759996 CET 64938 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:08.887500048 CET 53 63619 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:08.923837900 CET 53 64938 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:08.983109951 CET 61946 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:08.994898081 CET 64910 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:09.021362066 CET 53 61946 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:09.030380964 CET 53 64910 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:09.097843885 CET 52123 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:09.141298056 CET 56130 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:09.148123980 CET 53 52123 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:09.157989979 CET 56338 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:09.185215950 CET 53 56130 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:09.193581104 CET 53 56338 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:09.310430050 CET 59420 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:09.351239920 CET 53 59420 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:09.364732027 CET 58784 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:09.400331974 CET 53 58784 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:09.422523975 CET 63978 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:09.468852997 CET 53 63978 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:09.696050882 CET 62938 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:09.723165989 CET 53 62938 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:09.821326971 CET 55708 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:09.848319054 CET 53 55708 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:10.348678112 CET 56803 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:10.358035088 CET 57145 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:10.384469986 CET 53 56803 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:10.402674913 CET 53 57145 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:10.657289028 CET 55359 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:10.695648909 CET 53 55359 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:10.715389967 CET 58306 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:10.742641926 CET 53 58306 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:10.814120054 CET 64124 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:10.857980013 CET 53 64124 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:11.208477020 CET 49361 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:11.217349052 CET 63150 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:11.231887102 CET 53279 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:11.235769033 CET 53 49361 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:11.240427971 CET 56881 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:11.247555017 CET 53642 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:11.254376888 CET 53 63150 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:11.254833937 CET 55667 53 192.168.2.3 8.8.8.8
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Nov 22, 2020 06:12:11.267374992 CET 53 53279 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:11.274632931 CET 53 53642 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:11.277482033 CET 53 56881 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:11.281833887 CET 53 55667 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:11.426523924 CET 54833 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:11.452760935 CET 62476 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:11.465425968 CET 53 54833 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:11.496635914 CET 53 62476 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:11.854813099 CET 49705 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:11.856966019 CET 61477 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:11.892364025 CET 53 49705 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:11.892605066 CET 53 61477 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:13.210822105 CET 61633 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:13.238115072 CET 53 61633 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:13.484766960 CET 55949 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:13.530416012 CET 53 55949 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:14.395206928 CET 57601 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:14.431018114 CET 53 57601 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:14.502192974 CET 49342 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:14.546222925 CET 53 49342 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:14.839124918 CET 56253 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:14.866734982 CET 53 56253 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:14.966521025 CET 49667 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:14.975447893 CET 55439 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:15.010947943 CET 53 49667 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:15.019546986 CET 53 55439 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:15.535901070 CET 57069 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:15.571515083 CET 53 57069 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:15.585438013 CET 57659 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:15.629432917 CET 53 57659 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:16.078434944 CET 54717 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:16.123420954 CET 53 54717 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:16.155411005 CET 63975 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:16.182430983 CET 53 63975 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:16.244689941 CET 56639 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:16.250194073 CET 51856 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:16.283154964 CET 53 56639 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:16.288022995 CET 53 51856 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:16.365772009 CET 56546 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:16.392872095 CET 53 56546 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:17.251874924 CET 62152 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:17.279043913 CET 53 62152 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:17.659326077 CET 53470 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:17.715848923 CET 53 53470 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:18.276891947 CET 56446 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:18.284344912 CET 59631 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:18.289539099 CET 55515 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:18.301157951 CET 64547 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:18.304846048 CET 51759 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:18.313879013 CET 59207 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:18.316605091 CET 53 56446 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:18.322630882 CET 54269 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:18.324038029 CET 53 59631 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:18.326438904 CET 54856 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:18.327599049 CET 53 55515 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:18.331916094 CET 53 51759 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:18.334166050 CET 64140 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:18.337635040 CET 62271 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:18.341104984 CET 53 59207 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:18.356861115 CET 57404 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:18.358002901 CET 53 54269 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:18.360367060 CET 53 64547 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:18.362129927 CET 62997 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:18.363966942 CET 53 54856 8.8.8.8 192.168.2.3
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Nov 22, 2020 06:12:18.373542070 CET 53 64140 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:18.375050068 CET 53 62271 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:18.383774042 CET 53 57404 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:18.397624969 CET 53 62997 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:18.515788078 CET 57712 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:18.533792019 CET 60065 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:18.551419973 CET 53 57712 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:18.581639051 CET 53 60065 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:19.640008926 CET 55068 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:19.677923918 CET 53 55068 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:19.720757961 CET 64700 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:19.726722956 CET 61998 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:19.733285904 CET 53724 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:19.748099089 CET 53 64700 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:19.754164934 CET 53 61998 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:19.764703989 CET 52328 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:19.777168989 CET 53 53724 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:19.804461002 CET 53 52328 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:21.396285057 CET 58051 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:21.423571110 CET 53 58051 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:21.805772066 CET 64130 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:21.832881927 CET 53 64130 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:22.041951895 CET 50491 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:22.085942984 CET 53 50491 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:22.195914984 CET 53004 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:22.223018885 CET 53 53004 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:24.888170004 CET 52529 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:24.909200907 CET 53656 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:24.927825928 CET 53 52529 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:24.932646036 CET 62724 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:24.943927050 CET 56059 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:24.944967985 CET 53 53656 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:24.957751036 CET 63060 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:24.959669113 CET 53 62724 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:24.971118927 CET 53 56059 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:24.996651888 CET 53 63060 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:25.537240982 CET 51498 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:25.545393944 CET 59943 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:25.562064886 CET 50118 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:25.564335108 CET 53 51498 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:25.572412014 CET 53 59943 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:25.579137087 CET 58357 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:25.589045048 CET 53 50118 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:25.591768026 CET 55804 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:25.616000891 CET 53 58357 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:25.618824959 CET 53 55804 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:25.662695885 CET 58079 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:25.666506052 CET 52080 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:25.686574936 CET 55238 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:25.689728022 CET 53 58079 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:25.693528891 CET 53 52080 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:25.713685036 CET 53 55238 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:25.868326902 CET 49289 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:25.916671991 CET 53 49289 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:25.924417973 CET 61034 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:25.937812090 CET 51964 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:25.940541029 CET 58241 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:25.959439039 CET 59571 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:25.961321115 CET 53 61034 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:25.962651014 CET 51708 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:25.967587948 CET 53 58241 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:25.973644018 CET 60709 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:25.974994898 CET 53 51964 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:25.996500969 CET 53 59571 8.8.8.8 192.168.2.3
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Nov 22, 2020 06:12:26.005753040 CET 53 51708 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:26.013334036 CET 53 60709 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:26.032418966 CET 63643 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:26.059250116 CET 53 63643 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:26.257164001 CET 62823 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:26.284157991 CET 53 62823 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:26.429636002 CET 63750 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:26.439207077 CET 61959 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:26.443269968 CET 63554 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:26.452785969 CET 57723 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:26.454159021 CET 58663 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:26.458759069 CET 50980 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:26.459785938 CET 50067 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:26.461064100 CET 52992 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:26.469073057 CET 53 63750 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:26.470351934 CET 53 63554 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:26.477459908 CET 55129 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:26.479840040 CET 53 57723 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:26.486720085 CET 53 50067 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:26.488176107 CET 53 61959 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:26.491595030 CET 53 58663 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:26.496150970 CET 53 50980 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:26.507817984 CET 53 52992 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:26.515645027 CET 53 55129 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:26.524844885 CET 60959 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:26.538399935 CET 58319 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:26.566313982 CET 53 60959 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:26.578867912 CET 53 58319 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:26.594142914 CET 64785 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:26.597229004 CET 50208 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:26.617685080 CET 62477 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:26.632822037 CET 53 50208 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:26.637465000 CET 53 64785 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:26.663953066 CET 53 62477 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:26.775423050 CET 54467 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:26.782362938 CET 60548 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:26.790491104 CET 59623 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:26.802341938 CET 53 54467 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:26.809231997 CET 53 60548 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:26.829673052 CET 53 59623 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:26.847923994 CET 51689 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:26.885437965 CET 53 51689 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:26.966417074 CET 64806 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:26.975300074 CET 49686 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:26.993470907 CET 53 64806 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:27.002202988 CET 53 49686 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:28.576905012 CET 56195 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:28.604115963 CET 53 56195 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:31.139811993 CET 62241 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:31.167316914 CET 53 62241 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:35.062856913 CET 50543 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:35.102758884 CET 53 50543 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:35.425415993 CET 56445 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:35.463237047 CET 53 56445 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:35.756087065 CET 56709 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:35.791795015 CET 53 56709 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:36.067682028 CET 50543 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:36.103401899 CET 53 50543 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:36.753952026 CET 56709 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:36.789721966 CET 53 56709 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:37.139489889 CET 50543 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:37.166810036 CET 53 50543 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:37.757925034 CET 56709 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:37.793978930 CET 53 56709 8.8.8.8 192.168.2.3
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Nov 22, 2020 06:12:39.580116034 CET 50543 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:39.615925074 CET 53 50543 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:39.762026072 CET 56709 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:39.800081015 CET 53 56709 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:43.582571030 CET 50543 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:43.618515015 CET 53 50543 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:43.766328096 CET 56709 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:43.803136110 CET 53 56709 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:50.097028971 CET 51248 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:50.134308100 CET 53 51248 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:50.301484108 CET 49679 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:50.345416069 CET 53 49679 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:56.933294058 CET 50263 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:56.971002102 CET 53 50263 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:57.120764017 CET 49215 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:57.158099890 CET 53 49215 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:57.385808945 CET 64372 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:57.422029972 CET 53 64372 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:57.443068027 CET 50016 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:57.480936050 CET 53 50016 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:57.591173887 CET 61325 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:57.628443003 CET 53 61325 8.8.8.8 192.168.2.3
Nov 22, 2020 06:12:58.953318119 CET 49160 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:12:58.980429888 CET 53 49160 8.8.8.8 192.168.2.3
Nov 22, 2020 06:13:00.137408972 CET 51265 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:13:00.164752007 CET 53 51265 8.8.8.8 192.168.2.3
Nov 22, 2020 06:13:00.642067909 CET 52006 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:13:00.682306051 CET 58697 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:13:00.688498974 CET 53 52006 8.8.8.8 192.168.2.3
Nov 22, 2020 06:13:00.725655079 CET 53 58697 8.8.8.8 192.168.2.3
Nov 22, 2020 06:13:00.771722078 CET 51530 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:13:00.807012081 CET 53 51530 8.8.8.8 192.168.2.3
Nov 22, 2020 06:13:00.843389988 CET 50989 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:13:00.878998041 CET 53 50989 8.8.8.8 192.168.2.3
Nov 22, 2020 06:13:03.155175924 CET 53323 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:13:03.182440996 CET 53 53323 8.8.8.8 192.168.2.3
Nov 22, 2020 06:13:04.888030052 CET 59034 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:13:04.923911095 CET 53 59034 8.8.8.8 192.168.2.3
Nov 22, 2020 06:13:07.327308893 CET 53106 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:13:07.357321024 CET 62132 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:13:07.364917994 CET 53 53106 8.8.8.8 192.168.2.3
Nov 22, 2020 06:13:07.384556055 CET 53 62132 8.8.8.8 192.168.2.3
Nov 22, 2020 06:13:09.305939913 CET 54489 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:13:09.333358049 CET 53 54489 8.8.8.8 192.168.2.3
Nov 22, 2020 06:13:20.455199957 CET 64390 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:13:20.492981911 CET 53 64390 8.8.8.8 192.168.2.3
Nov 22, 2020 06:13:26.289179087 CET 58369 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:13:26.327419996 CET 53 58369 8.8.8.8 192.168.2.3
Nov 22, 2020 06:13:26.334598064 CET 64203 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:13:26.370449066 CET 53 64203 8.8.8.8 192.168.2.3
Nov 22, 2020 06:13:27.304158926 CET 49232 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:13:27.338598013 CET 64203 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:13:27.348834038 CET 53 49232 8.8.8.8 192.168.2.3
Nov 22, 2020 06:13:27.374440908 CET 53 64203 8.8.8.8 192.168.2.3
Nov 22, 2020 06:13:27.464507103 CET 52558 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:13:27.508265972 CET 53 52558 8.8.8.8 192.168.2.3
Nov 22, 2020 06:13:28.807427883 CET 64203 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:13:28.843564034 CET 53 64203 8.8.8.8 192.168.2.3
Nov 22, 2020 06:13:30.999537945 CET 64203 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:13:31.035947084 CET 53 64203 8.8.8.8 192.168.2.3
Nov 22, 2020 06:13:31.051238060 CET 53555 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:13:31.078792095 CET 53 53555 8.8.8.8 192.168.2.3
Nov 22, 2020 06:13:32.096388102 CET 53555 53 192.168.2.3 8.8.8.8
Nov 22, 2020 06:13:32.132657051 CET 53 53555 8.8.8.8 192.168.2.3
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Nov 22, 2020 06:13:32.734368086 CET 50083 53 192.168.2.3 8.8.8.8

Nov 22, 2020 06:13:32.770534992 CET 53 50083 8.8.8.8 192.168.2.3

Nov 22, 2020 06:13:33.007829905 CET 49804 53 192.168.2.3 8.8.8.8

Nov 22, 2020 06:13:33.054316998 CET 53 49804 8.8.8.8 192.168.2.3

Nov 22, 2020 06:13:33.100167036 CET 53555 53 192.168.2.3 8.8.8.8

Nov 22, 2020 06:13:33.138070107 CET 53 53555 8.8.8.8 192.168.2.3

Nov 22, 2020 06:13:33.874336958 CET 50083 53 192.168.2.3 8.8.8.8

Nov 22, 2020 06:13:33.901806116 CET 53 50083 8.8.8.8 192.168.2.3

Nov 22, 2020 06:13:34.924274921 CET 50083 53 192.168.2.3 8.8.8.8

Nov 22, 2020 06:13:34.951669931 CET 53 50083 8.8.8.8 192.168.2.3

Nov 22, 2020 06:13:35.016796112 CET 64203 53 192.168.2.3 8.8.8.8

Nov 22, 2020 06:13:35.044337988 CET 53 64203 8.8.8.8 192.168.2.3

Nov 22, 2020 06:13:35.110446930 CET 53555 53 192.168.2.3 8.8.8.8

Nov 22, 2020 06:13:35.146452904 CET 53 53555 8.8.8.8 192.168.2.3

Nov 22, 2020 06:13:37.001909018 CET 50083 53 192.168.2.3 8.8.8.8

Nov 22, 2020 06:13:37.029306889 CET 53 50083 8.8.8.8 192.168.2.3

Nov 22, 2020 06:13:38.270092010 CET 62963 53 192.168.2.3 8.8.8.8

Nov 22, 2020 06:13:38.295181990 CET 63695 53 192.168.2.3 8.8.8.8

Nov 22, 2020 06:13:38.314400911 CET 53 62963 8.8.8.8 192.168.2.3

Nov 22, 2020 06:13:38.331439972 CET 53 63695 8.8.8.8 192.168.2.3

Nov 22, 2020 06:13:39.133964062 CET 53555 53 192.168.2.3 8.8.8.8

Nov 22, 2020 06:13:39.161417007 CET 53 53555 8.8.8.8 192.168.2.3

Nov 22, 2020 06:13:41.012118101 CET 50083 53 192.168.2.3 8.8.8.8

Nov 22, 2020 06:13:41.039664984 CET 53 50083 8.8.8.8 192.168.2.3

Nov 22, 2020 06:13:51.200110912 CET 64296 53 192.168.2.3 8.8.8.8

Nov 22, 2020 06:13:51.227638960 CET 53 64296 8.8.8.8 192.168.2.3

Nov 22, 2020 06:13:52.938924074 CET 60844 53 192.168.2.3 8.8.8.8

Nov 22, 2020 06:13:52.985243082 CET 53 60844 8.8.8.8 192.168.2.3

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Nov 22, 2020 06:12:06.129188061 CET 192.168.2.3 8.8.8.8 Ox7cfe Standard query  itsfoss.com A (IP address) IN (0x0001)
(0)

Nov 22, 2020 06:12:06.389081955 CET 192.168.2.3 8.8.8.8 0xb4b5 Standard query  consent.co A (IP address) IN (0x0001)
(0) okiebot.com

Nov 22, 2020 06:12:06.399183989 CET 192.168.2.3 8.8.8.8 0x33a4 Standard query  c0.wp.com A (IP address) IN (0x0001)
(0)

Nov 22, 2020 06:12:06.481060028 CET 192.168.2.3 8.8.8.8 0x46c8 Standard query  static.ape A (IP address) IN (0x0001)
(0) ster.com

Nov 22, 2020 06:12:06.577085972 CET 192.168.2.3 8.8.8.8 Oxad8e Standard query  a.pub.network A (IP address) IN (0x0001)
(0)

Nov 22, 2020 06:12:06.596986055 CET 192.168.2.3 8.8.8.8 0x399 Standard query  live.sekindo.com A (IP address) IN (0x0001)
(0)

Nov 22, 2020 06:12:06.601452112 CET 192.168.2.3 8.8.8.8 Oxfb2c Standard query  il.wp.com A (IP address) IN (0x0001)
(0)

Nov 22, 2020 06:12:06.620753050 CET 192.168.2.3 8.8.8.8 Oxfb11 Standard query  i2.wp.com A (IP address) IN (0x0001)
(0)

Nov 22, 2020 06:12:06.634130955 CET 192.168.2.3 8.8.8.8 0x7e37 Standard query  i0.wp.com A (IP address) IN (0x0001)
(0)

Nov 22, 2020 06:12:06.840351105 CET 192.168.2.3 8.8.8.8 Oxaa08 Standard query  secure.gra A (IP address) IN (0x0001)
0) vatar.com

Nov 22, 2020 06:12:06.847115993 CET 192.168.2.3 8.8.8.8 0xdd63 Standard query  track.mail A (IP address) IN (0x0001)
0) erlite.com

Nov 22, 2020 06:12:06.859896898 CET 192.168.2.3 8.8.8.8 0x1fbl Standard query  consentcdn A (IP address) IN (0x0001)
(0) .cookiebot.com

Nov 22, 2020 06:12:06.969696045 CET 192.168.2.3 8.8.8.8 0x57de Standard query  static.mailerlite.co A (IP address) IN (0x0001)
(0) m

Nov 22, 2020 06:12:07.037676096 CET 192.168.2.3 8.8.8.8 0x4894 Standard query  stats.wp.com A (IP address) IN (0x0001)
(0)

Nov 22, 2020 06:12:08.860379934 CET 192.168.2.3 8.8.8.8 0x74ab Standard query  events.ape A (IP address) IN (0x0001)
0) ster.com

Nov 22, 2020 06:12:08.886759996 CET 192.168.2.3 8.8.8.8 Oxdel6 Standard query  display.ap A (IP address) IN (0x0001)
0) ester.com

Nov 22, 2020 06:12:08.983109951 CET 192.168.2.3 8.8.8.8 0x1541 Standard query  pub.searchig.co A (IP address) IN (0x0001)
(0)

Nov 22, 2020 06:12:09.097843885 CET 192.168.2.3 8.8.8.8 Oxce76 Standard query ~ a.omappapi.com A (IP address) IN (0x0001)

©)
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Nov 22, 2020 06:12:09.157989979 CET 192.168.2.3 8.8.8.8 0x7ba Standard query  api.searchig.co A (IP address) IN (0x0001)
(0)
Nov 22, 2020 06:12:09.310430050 CET 192.168.2.3 8.8.8.8 0x8171 Standard query  static.searchiq.co A (IP address) IN (0x0001)
(0)
Nov 22, 2020 06:12:09.364732027 CET 192.168.2.3 8.8.8.8 Oxd2ca Standard query  sync.audie A (IP address) IN (0x0001)
0) ncepixel.com
Nov 22, 2020 06:12:09.422523975 CET 192.168.2.3 8.8.8.8 0xb9f4 Standard query  api.omappa A (IP address) IN (0x0001)
0) pi.com
Nov 22, 2020 06:12:09.821326971 CET 192.168.2.3 8.8.8.8 0x88f2 Standard query  pixel.wp.com A (IP address) IN (0x0001)
(0)
Nov 22, 2020 06:12:10.348678112 CET 192.168.2.3 8.8.8.8 Oxbfca Standard query  renderer.a A (IP address) IN (0x0001)
0) pester.com
Nov 22, 2020 06:12:10.358035088 CET 192.168.2.3 8.8.8.8 0x7215 Standard query  www.google A (IP address) IN (0x0001)
(0) tagservices.com
Nov 22, 2020 06:12:10.657289028 CET 192.168.2.3 8.8.8.8 0x85fc Standard query  c.amazon-a A (IP address) IN (0x0001)
(0) dsystem.com
Nov 22, 2020 06:12:10.814120054 CET 192.168.2.3 8.8.8.8 Oxebc Standard query  video.seki A (IP address) IN (0x0001)
0) ndo.com
Nov 22, 2020 06:12:11.208477020 CET 192.168.2.3 8.8.8.8 0x496 Standard query  x.bidswitch.net A (IP address) IN (0x0001)
(0)
Nov 22, 2020 06:12:11.217349052 CET 192.168.2.3 8.8.8.8 0x8064 Standard query  ads.pubmat A (IP address) IN (0x0001)
0) ic.com
Nov 22, 2020 06:12:11.231887102 CET 192.168.2.3 8.8.8.8 OxabOe Standard query  csync.loopme.me A (IP address) IN (0x0001)
(0)
Nov 22, 2020 06:12:11.240427971 CET 192.168.2.3 8.8.8.8 0xf5¢c2 Standard query  ssum-sec.c A (IP address) IN (0x0001)
(0) asalemedia.com
Nov 22, 2020 06:12:11.247555017 CET 192.168.2.3 8.8.8.8 0xd704 Standard query  sync.searc A (IP address) IN (0x0001)
0) h.spotxcha
nge.com
Nov 22, 2020 06:12:11.254833937 CET 192.168.2.3 8.8.8.8 0x5441 Standard query  u.openx.net A (IP address) IN (0x0001)
(0)
Nov 22, 2020 06:12:11.426523924 CET 192.168.2.3 8.8.8.8 0xf898 Standard query  481.hosted A (IP address) IN (0x0001)
(0) prebid.com
Nov 22, 2020 06:12:11.452760935 CET 192.168.2.3 8.8.8.8 0x879 Standard query  securepuba A (IP address) IN (0x0001)
0) ds.g.doubl
eclick.net
Nov 22, 2020 06:12:13.210822105 CET 192.168.2.3 8.8.8.8 Oxc6a Standard query  geolocation- A (IP address) IN (0x0001)
0) db.com
Nov 22, 2020 06:12:14.395206928 CET 192.168.2.3 8.8.8.8 0x730f Standard query  jita.rtk.io A (IP address) IN (0x0001)
(0)
Nov 22, 2020 06:12:14.966521025 CET 192.168.2.3 8.8.8.8 0x3954 Standard query  adservice. A (IP address) IN (0x0001)
(0) google.co.uk
Nov 22, 2020 06:12:16.155411005 CET 192.168.2.3 8.8.8.8 0x446b Standard query  image6.pub A (IP address) IN (0x0001)
0) matic.com
Nov 22, 2020 06:12:16.244689941 CET 192.168.2.3 8.8.8.8 0x4e22 Standard query  ads.adaptv A (IP address) IN (0x0001)
(0) .advertising.com
Nov 22, 2020 06:12:16.250194073 CET 192.168.2.3 8.8.8.8 Oxe7c6 Standard query  dlazclgin2 A (IP address) IN (0x0001)
(0) 4ryf.cloud
front.net
Nov 22, 2020 06:12:18.276891947 CET 192.168.2.3 8.8.8.8 0x46b1 Standard query  prg.smarta A (IP address) IN (0x0001)
0) dserver.com
Nov 22, 2020 06:12:18.284344912 CET 192.168.2.3 8.8.8.8 0x2243 Standard query  hb-api.omn A (IP address) IN (0x0001)
0) itagjs.com
Nov 22, 2020 06:12:18.289539099 CET 192.168.2.3 8.8.8.8 0x25ef Standard query  c2shb.ssp. A (IP address) IN (0x0001)
(0) yahoo.com
Nov 22, 2020 06:12:18.301157951 CET 192.168.2.3 8.8.8.8 0xa052 Standard query  grid.bidswitch.net A (IP address) IN (0x0001)
(0)
Nov 22, 2020 06:12:18.304846048 CET 192.168.2.3 8.8.8.8 Oxf2fc Standard query  ib.adnxs.com A (IP address) IN (0x0001)
(0)
Nov 22, 2020 06:12:18.313879013 CET 192.168.2.3 8.8.8.8 0x15d Standard query  bidder.criteo.com A (IP address) IN (0x0001)
(0)
Nov 22, 2020 06:12:18.322630882 CET 192.168.2.3 8.8.8.8 0x2af9 Standard query  btlr.share A (IP address) IN (0x0001)
(0) through.com
Nov 22, 2020 06:12:18.326438904 CET 192.168.2.3 8.8.8.8 0x325b Standard query  tag.1lrx.io A (IP address) IN (0x0001)
(0)
Nov 22, 2020 06:12:18.334166050 CET 192.168.2.3 8.8.8.8 0x2f93 Standard query  as-sec.cas A (IP address) IN (0x0001)
0) alemedia.com
Nov 22, 2020 06:12:18.337635040 CET 192.168.2.3 8.8.8.8 Oxféaf Standard query  ice.360yield.com A (IP address) IN (0x0001)
(0)
Nov 22, 2020 06:12:18.356861115 CET 192.168.2.3 8.8.8.8 0x6d59 Standard query  hbopenbid. A (IP address) IN (0x0001)
(0) pubmatic.com
Nov 22, 2020 06:12:18.362129927 CET 192.168.2.3 8.8.8.8 0x98c7 Standard query  apester-d. A (IP address) IN (0x0001)
(0) openx.net
Nov 22, 2020 06:12:18.515788078 CET 192.168.2.3 8.8.8.8 0x3b6a Standard query  ssc.33acro A (IP address) IN (0x0001)
0) ss.com
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Nov 22, 2020 06:12:18.533792019 CET 192.168.2.3 8.8.8.8 0x234b Standard query  fastlane.r A (IP address) IN (0x0001)

0) ubiconproj
ect.com

Nov 22, 2020 06:12:19.640008926 CET 192.168.2.3 8.8.8.8 0x474d Standard query  bucket.rtk.io A (IP address) IN (0x0001)
(0)

Nov 22, 2020 06:12:19.720757961 CET 192.168.2.3 8.8.8.8 0xa92e Standard query  match.adsrvr.org A (IP address) IN (0x0001)
(0)

Nov 22, 2020 06:12:19.726722956 CET 192.168.2.3 8.8.8.8 Oxe76e Standard query  pr-bh.ybp. A (IP address) IN (0x0001)
(0) yahoo.com

Nov 22, 2020 06:12:19.733285904 CET 192.168.2.3 8.8.8.8 0x5707 Standard query  cm.g.doubl A (IP address) IN (0x0001)
(0) eclick.net

Nov 22, 2020 06:12:19.764703989 CET 192.168.2.3 8.8.8.8 Oxb2e2 Standard query  sync-tm.ev A (IP address) IN (0x0001)
(0) eresttech.net

Nov 22, 2020 06:12:21.396285057 CET 192.168.2.3 8.8.8.8 Oxd4c4 Standard query  pixel.adve A (IP address) IN (0x0001)
(0) rtising.com

Nov 22, 2020 06:12:21.805772066 CET 192.168.2.3 8.8.8.8 0x64e4 Standard query  static.criteo.net A (IP address) IN (0x0001)
(0)

Nov 22, 2020 06:12:22.041951895 CET 192.168.2.3 8.8.8.8 0x420e Standard query  ups.analyt A (IP address) IN (0x0001)
0) ics.yahoo.com

Nov 22, 2020 06:12:22.195914984 CET 192.168.2.3 8.8.8.8 Oxbaaa Standard query  gum.criteo.com A (IP address) IN (0x0001)
(0)

Nov 22, 2020 06:12:24.888170004 CET 192.168.2.3 8.8.8.8 0x83ce Standard query  acdn.adnxs.com A (IP address) IN (0x0001)
(0)

Nov 22, 2020 06:12:24.909200907 CET 192.168.2.3 8.8.8.8 0x73b9 Standard query  ssc-cms.33 A (IP address) IN (0x0001)
(0) across.com

Nov 22, 2020 06:12:24.932646036 CET 192.168.2.3 8.8.8.8 Oxd3el Standard query  odr.mookiel.com A (IP address) IN (0x0001)
(0)

Nov 22, 2020 06:12:24.943927050 CET 192.168.2.3 8.8.8.8 0x87d8 Standard query  eu-u.openx.net A (IP address) IN (0x0001)
(0)

Nov 22, 2020 06:12:24.957751036 CET 192.168.2.3 8.8.8.8 Oxaa2f Standard query  eus.rubico A (IP address) IN (0x0001)
0) nproject.com

Nov 22, 2020 06:12:25.537240982 CET 192.168.2.3 8.8.8.8 0xf838 Standard query  uipglob.se A (IP address) IN (0x0001)
(0) masio.net

Nov 22, 2020 06:12:25.545393944 CET 192.168.2.3 8.8.8.8 0xb5bb Standard query  visitor.fiftyt.com A (IP address) IN (0x0001)
(0)

Nov 22, 2020 06:12:25.562064886 CET 192.168.2.3 8.8.8.8 0x849 Standard query  pixel.onau A (IP address) IN (0x0001)
0) dience.com

Nov 22, 2020 06:12:25.579137087 CET 192.168.2.3 8.8.8.8 0x9fc5 Standard query  um.simpli fi A (IP address) IN (0x0001)
(0)

Nov 22, 2020 06:12:25.591768026 CET 192.168.2.3 8.8.8.8 0xf712 Standard query  image2.pub A (IP address) IN (0x0001)
0) matic.com

Nov 22, 2020 06:12:25.662695885 CET 192.168.2.3 8.8.8.8 0x4831 Standard query  simage2.pu A (IP address) IN (0x0001)
(0) bmatic.com

Nov 22, 2020 06:12:25.666506052 CET 192.168.2.3 8.8.8.8 Ox14de Standard query  d5p.del7a.com A (IP address) IN (0x0001)
(0)

Nov 22, 2020 06:12:25.686574936 CET 192.168.2.3 8.8.8.8 Oxd6ac Standard query  dis.criteo.com A (IP address) IN (0x0001)
(0)

Nov 22, 2020 06:12:25.868326902 CET 192.168.2.3 8.8.8.8 Ox4aae Standard query  cl.adform.net A (IP address) IN (0x0001)
(0)

Nov 22, 2020 06:12:25.924417973 CET 192.168.2.3 8.8.8.8 Oxebcd Standard query  ad.turn.com A (IP address) IN (0x0001)
(0)

Nov 22, 2020 06:12:25.937812090 CET 192.168.2.3 8.8.8.8 0x8d19 Standard query  pixel.quan A (IP address) IN (0x0001)
0) tserve.com

Nov 22, 2020 06:12:25.940541029 CET 192.168.2.3 8.8.8.8 0xf558 Standard query  sync.matht A (IP address) IN (0x0001)
0) ag.com

Nov 22, 2020 06:12:25.959439039 CET 192.168.2.3 8.8.8.8 0xa8e6 Standard query  pubmatic-m A (IP address) IN (0x0001)
(0) atch.dotomi.com

Nov 22, 2020 06:12:25.962651014 CET 192.168.2.3 8.8.8.8 0x38f0 Standard query  sync.crwdc A (IP address) IN (0x0001)
(0) ntrl.net

Nov 22, 2020 06:12:25.973644018 CET 192.168.2.3 8.8.8.8 0x3990 Standard query  acuityplat A (IP address) IN (0x0001)
(0) form.com

Nov 22, 2020 06:12:26.032418966 CET 192.168.2.3 8.8.8.8 Oxbe63 Standard query  image4.pub A (IP address) IN (0x0001)
(0) matic.com

Nov 22, 2020 06:12:26.257164001 CET 192.168.2.3 8.8.8.8 0xdf81 Standard query  dsp.adfarm A (IP address) IN (0x0001)
(0) 1.adition.com

Nov 22, 2020 06:12:26.429636002 CET 192.168.2.3 8.8.8.8 Oxc3de Standard query  pixel-sync A (IP address) IN (0x0001)
0) .sitescout.com

Nov 22, 2020 06:12:26.439207077 CET 192.168.2.3 8.8.8.8 0x8e37 Standard query  match.prod A (IP address) IN (0x0001)
0) .bidr.io

Nov 22, 2020 06:12:26.443269968 CET 192.168.2.3 8.8.8.8 0xe0d9 Standard query  match.adsbh A (IP address) IN (0x0001)
0) y.bidtheatre.com

Nov 22, 2020 06:12:26.452785969 CET 192.168.2.3 8.8.8.8 0xb484 Standard query  green.erne.co A (IP address) IN (0x0001)
(0)

Nov 22, 2020 06:12:26.454159021 CET 192.168.2.3 8.8.8.8 0x26al Standard query  sync.1lrx.io A (IP address) IN (0x0001)

(0)
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Nov 22, 2020 06:12:26.458759069 CET 192.168.2.3 8.8.8.8 Ox16el Standard query  ads.playgr A (IP address) IN (0x0001)
0) ound.xyz

Nov 22, 2020 06:12:26.459785938 CET 192.168.2.3 8.8.8.8 0xc32 Standard query  a.tribalfusion.com A (IP address) IN (0x0001)
(0)

Nov 22, 2020 06:12:26.461064100 CET 192.168.2.3 8.8.8.8 0x3c28 Standard query  bh.context A (IP address) IN (0x0001)
(0) web.com

Nov 22, 2020 06:12:26.477459908 CET 192.168.2.3 8.8.8.8 Oxea34 Standard query  rtb.gumgum.com A (IP address) IN (0x0001)
(0)

Nov 22, 2020 06:12:26.524844885 CET 192.168.2.3 8.8.8.8 0x6ef6 Standard query  cm.adgrx.com A (IP address) IN (0x0001)
(0)

Nov 22, 2020 06:12:26.538399935 CET 192.168.2.3 8.8.8.8 0x4911 Standard query  trc.taboola.com A (IP address) IN (0x0001)
(0)

Nov 22, 2020 06:12:26.594142914 CET 192.168.2.3 8.8.8.8 Oxdfa4 Standard query  loada.exel A (IP address) IN (0x0001)
(0) ator.com

Nov 22, 2020 06:12:26.597229004 CET 192.168.2.3 8.8.8.8 0x89fb Standard query  pm.w55c.net A (IP address) IN (0x0001)
(0)

Nov 22, 2020 06:12:26.617685080 CET 192.168.2.3 8.8.8.8 Oxabf6 Standard query  pixel.tapad.com A (IP address) IN (0x0001)
(0)

Nov 22, 2020 06:12:26.775423050 CET 192.168.2.3 8.8.8.8 0xe3d7 Standard query  secure.adn A (IP address) IN (0x0001)
(0) Xs.com

Nov 22, 2020 06:12:26.782362938 CET 192.168.2.3 8.8.8.8 0xf86d Standard query  s.tribalfusion.com A (IP address) IN (0x0001)
(0)

Nov 22, 2020 06:12:26.790491104 CET 192.168.2.3 8.8.8.8 0xfb25 Standard query  match.tabo A (IP address) IN (0x0001)
0) ola.com

Nov 22, 2020 06:12:26.847923994 CET 192.168.2.3 8.8.8.8 Oxb51f Standard query  sync.targe A (IP address) IN (0x0001)
(0) ting.unrul

ymedia.com

Nov 22, 2020 06:12:26.966417074 CET 192.168.2.3 8.8.8.8 0Oxbd49 Standard query  inv-nets.a A (IP address) IN (0x0001)
0) dmixer.net

Nov 22, 2020 06:12:26.975300074 CET 192.168.2.3 8.8.8.8 0x8b3f Standard query  us-u.openx.net A (IP address) IN (0x0001)
(0)

Nov 22, 2020 06:12:28.576905012 CET 192.168.2.3 8.8.8.8 0xfc5b Standard query  simage4.pu A (IP address) IN (0x0001)
0) bmatic.com

Nov 22, 2020 06:12:56.933294058 CET 192.168.2.3 8.8.8.8 0x8fcl Standard query  facebook.com A (IP address) IN (0x0001)
(0)

Nov 22, 2020 06:12:57.120764017 CET 192.168.2.3 8.8.8.8 0xfc02 Standard query  m.facebook.com A (IP address) IN (0x0001)
(0)

Nov 22, 2020 06:12:57.385808945 CET 192.168.2.3 8.8.8.8 0Oxd6f1 Standard query  static.xx. A (IP address) IN (0x0001)
0) fbedn.net

Nov 22, 2020 06:12:57.443068027 CET 192.168.2.3 8.8.8.8 0x304c Standard query  fbcdn.net A (IP address) IN (0x0001)
(0)

Nov 22, 2020 06:12:57.591173887 CET 192.168.2.3 8.8.8.8 Ox6cdc Standard query  fbsbx.com A (IP address) IN (0x0001)
(0)

Nov 22, 2020 06:12:58.953318119 CET 192.168.2.3 8.8.8.8 0x7e0b Standard query  il.wp.com A (IP address) IN (0x0001)
(0)

Nov 22, 2020 06:13:00.137408972 CET 192.168.2.3 8.8.8.8 0x9e08 Standard query  www.youtub A (IP address) IN (0x0001)
(0) e.com

Nov 22, 2020 06:13:00.682306051 CET 192.168.2.3 8.8.8.8 0xdb76 Standard query  i.ytimg.com A (IP address) IN (0x0001)
(0)

Nov 22, 2020 06:13:03.155175924 CET 192.168.2.3 8.8.8.8 Oxca57 Standard query  twitter.com A (IP address) IN (0x0001)
(0)

Nov 22, 2020 06:13:04.888030052 CET 192.168.2.3 8.8.8.8 0x17a7 Standard query  abs.twimg.com A (IP address) IN (0x0001)
(0)

Nov 22, 2020 06:13:07.327308893 CET 192.168.2.3 8.8.8.8 0xe231 Standard query  pbs.twimg.com A (IP address) IN (0x0001)
(0)

Nov 22, 2020 06:13:07.357321024 CET 192.168.2.3 8.8.8.8 Ox54fa Standard query  api.twitter.com A (IP address) IN (0x0001)
(0)

Nov 22, 2020 06:13:27.304158926 CET 192.168.2.3 8.8.8.8 0x6f43 Standard query  yt3.ggpht.com A (IP address) IN (0x0001)
(0)

Nov 22, 2020 06:13:27.464507103 CET 192.168.2.3 8.8.8.8 Oxbd7c Standard query  s2.googleu A (IP address) IN (0x0001)
0) sercontent.com

Nov 22, 2020 06:13:33.007829905 CET 192.168.2.3 8.8.8.8 0x9a2 Standard query  r5---sn-4g A (IP address) IN (0x0001)
(0) 5e6nz7.goo

glevideo.com

Nov 22, 2020 06:13:38.270092010 CET 192.168.2.3 8.8.8.8 0x6448 Standard query ~ www.google A (IP address) IN (0x0001)
(0) .co.uk

DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Nov 22, 2020 8.8.8.8 192.168.2.3 Ox7cfe No error (0) itsfoss.com 104.26.8.105 A (IP address)  IN (0x0001)

06:12:06.170231104

CET

Copyright null 2020 Page 60 of 93



Timestamp

Nov 22, 2020
06:12:06.170231104
CET

Nov 22, 2020
06:12:06.170231104
CET

Nov 22, 2020
06:12:06.426244020
CET

Nov 22, 2020
06:12:06.426280022
CET

Nov 22, 2020
06:12:06.516652107
CET

Nov 22, 2020
06:12:06.612188101
CET

Nov 22, 2020
06:12:06.612188101
CET

Nov 22, 2020
06:12:06.612188101
CET

Nov 22, 2020
06:12:06.628361940
CET

Nov 22, 2020
06:12:06.632113934
CET

Nov 22, 2020
06:12:06.632113934
CET

Nov 22, 2020
06:12:06.632113934
CET

Nov 22, 2020
06:12:06.632113934
CET

Nov 22, 2020
06:12:06.632113934
CET

Nov 22, 2020
06:12:06.632113934
CET

Nov 22, 2020
06:12:06.632113934
CET

Nov 22, 2020
06:12:06.632113934
CET

Nov 22, 2020
06:12:06.632113934
CET

Nov 22, 2020
06:12:06.647664070
CET

Nov 22, 2020
06:12:06.661079884
CET

Nov 22, 2020
06:12:06.867302895
CET

Nov 22, 2020
06:12:06.882385969
CET

Nov 22, 2020
06:12:06.882385969
CET

Nov 22, 2020
06:12:06.896846056
CET

Nov 22, 2020
06:12:06.996932030
CET

Nov 22, 2020
06:12:06.996932030
CET

Copyright null 2020

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

Ox7cfe

Ox7cfe

0xb4b5

0x33a4

0x46¢8

Oxad8e

Oxad8e

Oxad8e

Oxfb2c

0x399

0x399

0x399

0x399

0x399

0x399

0x399

0x399

0x399

Oxfb11l

0x7e37

Oxaa08

0xdd63

0xdd63

Ox1fbl

0x57de

0x57de

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName

itsfoss.com

itsfoss.com

consent.co consent.cookiebot.com.e
okiebot.com dgekey.net

cO0.wp.com

static.ape
ster.com

a.pub.network

a.pub.network

a.pub.network

il.wp.com

live.sekindo.com live-eu-am.sekindo.com

live-eu-am
.sekindo.com

live-eu-am
.sekindo.com

live-eu-am
.sekindo.com

live-eu-am
.sekindo.com

live-eu-am
.sekindo.com

live-eu-am
.sekindo.com

live-eu-am
.sekindo.com

live-eu-am
.sekindo.com

i2.wp.com

i0.wp.com

secure.gra
vatar.com

track.mail
erlite.com

track.mail
erlite.com

consentcdn consentcdn.cookiebot.co
.cookiebot.com  m-vl.edgekey.net

static.mai
lerlite.com

static.mai
lerlite.com

Address
172.67.75.102

104.26.9.105

192.0.77.37

35.190.72.53

104.26.0.139

104.26.1.139

172.67.68.60

192.0.77.2

185.220.204.220

63.250.56.23

185.220.204.204

185.220.205.205

63.250.56.119

194.146.38.23

185.220.205.220

194.146.38.205

192.0.77.2

192.0.77.2

192.0.73.2

104.18.2.159

104.18.3.159

104.18.2.159

104.18.3.159

Type
A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Page 61 of 93



Timestamp

Nov 22, 2020
06:12:07.075359106
CET

Nov 22, 2020
06:12:08.887500048
CET

Nov 22, 2020
06:12:08.923837900
CET

Nov 22, 2020
06:12:09.021362066
CET

Nov 22, 2020
06:12:09.021362066
CET

Nov 22, 2020
06:12:09.021362066
CET

Nov 22, 2020
06:12:09.148123980
CET

Nov 22, 2020
06:12:09.148123980
CET

Nov 22, 2020
06:12:09.193581104
CET

Nov 22, 2020
06:12:09.193581104
CET

Nov 22, 2020
06:12:09.193581104
CET

Nov 22, 2020
06:12:09.351239920
CET

Nov 22, 2020
06:12:09.351239920
CET

Nov 22, 2020
06:12:09.351239920
CET

Nov 22, 2020
06:12:09.400331974
CET

Nov 22, 2020
06:12:09.468852997
CET

Nov 22, 2020
06:12:09.468852997
CET

Nov 22, 2020
06:12:09.468852997
CET

Nov 22, 2020
06:12:09.468852997
CET

Nov 22, 2020
06:12:09.468852997
CET

Nov 22, 2020
06:12:09.848319054
CET

Nov 22, 2020
06:12:10.384469986
CET

Nov 22, 2020
06:12:10.402674913
CET

Nov 22, 2020
06:12:10.402674913
CET

Nov 22, 2020
06:12:10.695648909
CET

Nov 22, 2020
06:12:10.695648909
CET

Copyright null 2020

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

0x4894

0x74ab

Oxdel6

0x1541

0x1541

0x1541

Oxce76

Oxce76

Ox7ba

Ox7ba

Ox7ba

0x8171

0x8171

0x8171

Oxd2ca

0xb9f4

0xb9f4

0xb9f4

0xb9f4

0xb9f4

0x88f2

Oxbfca

0x7215

0x7215

0x85fc

0x85fc

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName

stats.wp.com

events.ape
ster.com

display.ap t2.shared.global.fastly.net
ester.com

pub.searchig.co

pub.searchig.co

pub.searchig.co

a.omappapi.com omappapi.awesomemotiv
e.netdna-cdn.com

omappapi.a
wesomemoti
ve.netdna-
cdn.com

api.searchig.co

api.searchig.co

api.searchig.co

static.sea
rchig.co

static.sea
rchig.co

static.sea
rchig.co

sync.audie
ncepixel.com

api.omappa d1lpgznael530s.cloudfro
pi.com nt.net

dllpgznael
530s.cloud
front.net

dllpgznael
530s.cloud
front.net

dllpgznael
530s.cloud
front.net

dllpgznael
530s.cloud
front.net

pixel.wp.com

renderer.a
pester.com

www.google pagead46.l.doubleclick.ne
tagservices.com t

pagead46.1
.doubleclick.net

c.amazon-a d1ykf07e75w7ss.cloudfro
dsystem.com nt.net

d1ykf07e75
w7ss.cloud
front.net

Address
192.0.76.3

35.190.63.234

172.67.156.77

104.18.52.245

104.18.53.245

23.111.11.71

172.67.156.77

104.18.52.245

104.18.53.245

104.18.53.245

104.18.52.245

172.67.156.77

45.61.136.49

13.224.102.94

13.224.102.47

13.224.102.46

13.224.102.10

192.0.76.3

35.186.220.219

172.217.23.130

13.224.103.105

Type
A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Nov 22, 2020
06:12:10.857980013
CET

Nov 22, 2020
06:12:10.857980013
CET

Nov 22, 2020
06:12:10.857980013
CET

Nov 22, 2020
06:12:10.857980013
CET

Nov 22, 2020
06:12:10.857980013
CET

Nov 22, 2020
06:12:10.857980013
CET

Nov 22, 2020
06:12:10.857980013
CET

Nov 22, 2020
06:12:10.857980013
CET

Nov 22, 2020
06:12:10.857980013
CET

Nov 22, 2020
06:12:10.857980013
CET

Nov 22, 2020
06:12:10.857980013
CET

Nov 22, 2020
06:12:10.857980013
CET

Nov 22, 2020
06:12:10.857980013
CET

Nov 22, 2020
06:12:11.235769033
CET

Nov 22, 2020
06:12:11.235769033
CET

Nov 22, 2020
06:12:11.235769033
CET

Nov 22, 2020
06:12:11.235769033
CET

Nov 22, 2020
06:12:11.235769033
CET

Nov 22, 2020
06:12:11.235769033
CET

Nov 22, 2020
06:12:11.235769033
CET

Nov 22, 2020
06:12:11.235769033
CET

Copyright null 2020

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

Oxebc

Oxebc

Oxebc

Oxebc

Oxebc

Oxebc

Oxebc

Oxebc

Oxebc

Oxebc

Oxebc

Oxebc

Oxebc

0x496

0x496

0x496

0x496

0x496

0x496

0x496

0x496

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

video.seki
ndo.com

naeu.geo.c
loudwm-cdn.com

naeu.geo.c
loudwm-cdn.com

naeu.geo.c
loudwm-cdn.com

naeu.geo.c
loudwm-cdn.com

naeu.geo.c
loudwm-cdn.com

naeu.geo.c
loudwm-cdn.com

naeu.geo.c
loudwm-cdn.com

naeu.geo.c
loudwm-cdn.com

naeu.geo.c
loudwm-cdn.com

naeu.geo.c
loudwm-cdn.com

naeu.geo.c
loudwm-cdn.com

naeu.geo.c
loudwm-cdn.com

x.bidswitch.net

alb-aws-fr-bswx-
3-1125904451.e
u-central-
1.elb.amaz
onaws.com

alb-aws-fr-bswx-
3-1125904451.e
u-central-
1.elb.amaz
onaws.com

alb-aws-fr-bswx-
3-1125904451.e
u-central-
1.elb.amaz
onaws.com

alb-aws-fr-bswx-
3-1125904451.e
u-central-
1.elb.amaz
onaws.com

alb-aws-fr-bswx-
3-1125904451.e
u-central-
1.elb.amaz
onaws.com

alb-aws-fr-bswx-
3-1125904451.e
u-central-
1.elb.amaz
onaws.com

alb-aws-fr-bswx-
3-1125904451.e
u-central-
1.elb.amaz
onaws.com

CName

naeu.geo.cloudwm-
cdn.com

alb-aws-fr-bswx-3-
1125904451.eu-central-
1.elb.amazonaws.com

Address

185.127.17.52

185.167.96.211

185.127.16.51

185.167.97.84

45.83.41.218

63.250.60.138

185.127.17.54

185.167.96.10

212.115.110.216

45.83.41.102

185.167.98.14

185.127.16.53

52.57.142.16

35.158.172.137

18.158.221.94

52.29.191.126

52.28.21.247

35.157.13.31

52.28.120.199

Type
CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Nov 22, 2020
06:12:11.235769033
CET

Nov 22, 2020
06:12:11.254376888
CET

Nov 22, 2020
06:12:11.267374992
CET

Nov 22, 2020
06:12:11.267374992
CET

Nov 22, 2020
06:12:11.267374992
CET

Nov 22, 2020
06:12:11.274632931
CET

Nov 22, 2020
06:12:11.274632931
CET

Nov 22, 2020
06:12:11.274632931
CET

Nov 22, 2020
06:12:11.277482033
CET

Nov 22, 2020
06:12:11.281833887
CET

Nov 22, 2020
06:12:11.281833887
CET

Nov 22, 2020
06:12:11.465425968
CET

Nov 22, 2020
06:12:11.465425968
CET

Nov 22, 2020
06:12:11.496635914
CET

Nov 22, 2020
06:12:11.496635914
CET

Nov 22, 2020
06:12:13.238115072
CET

Nov 22, 2020
06:12:14.431018114
CET

Nov 22, 2020
06:12:14.431018114
CET

Nov 22, 2020
06:12:15.010947943
CET

Nov 22, 2020
06:12:15.010947943
CET

Nov 22, 2020
06:12:15.019546986
CET

Nov 22, 2020
06:12:16.123420954
CET

Nov 22, 2020
06:12:16.182430983
CET

Nov 22, 2020
06:12:16.182430983
CET

Copyright null 2020

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

0x496

0x8064

OxabOe

OxabOe

OxabOe

0xd704

0xd704

0xd704

0xf5¢2

0x5441

0x5441

0xf898

0xf898

0x879

0x879

Oxc6a

0x730f

0x730f

0x3954

0x3954

0x9846

Oxdebd

0x446b

0x446b

Reply Code

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

alb-aws-fr-bswx-

3-1125904451.e
u-central-
1.elb.amaz
onaws.com

ads.pubmat
ic.com

csync.loop
me.me

csync.loop
me.me

csync.loop
me.me

sync.searc
h.spotxcha
nge.com

ams01.sync
.search.sp
otxchange.com

ams01.sync
.search.sp
otxchange.com

ssum-sec.c
asalemedia.com

u.openx.net

u.openx.net

481.hosted
prebid.com

org-481-0bf84-
dmyt03
fgsksh5xx.
stackpathd
ns.com

securepuba
ds.g.doubl
eclick.net

partnerad.
|.doubleclick.net

geolocation-
db.com

jita.rtk.io

jita-rtk-io-
dmyt03fg
sksh5xx.st
ackpathdns.com

adservice.
google.co.uk

pagead46.1
.doubleclick.net

pagead46.
.doubleclick.net

pagead46.1
.doubleclick.net

image6.pub
matic.com

pugm-lhrc.
pubmatic.com

CName

pubmatic.edgekey.net

sync.search-
gtm.spotxchange.com.ak
adns.net

ssum-
sec.casalemedia.com.edg
ekey.net

org-481-0bf84-
dmyt03fgsksh5xx.stackpa
thdns.com

partnerad.l.doubleclick.ne
t

jita-rtk-io-
dmyt03fgsksh5xx.stackpa
thdns.com

pagead46.l.doubleclick.ne
t

pugm-lhrc.pubmatic.com

pugm-lhr.pubmatic.com

Address
35.156.158.150

116.202.114.114

116.202.172.174

116.202.161.117

185.94.180.125

185.94.180.126

34.98.64.218

35.244.159.8

151.139.240.22

172.217.21.226

46.101.248.169

151.139.240.35

172.217.16.162

216.58.212.162

172.217.21.226

Type
A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Nov 22, 2020
06:12:16.182430983
CET

Nov 22, 2020
06:12:16.283154964
CET

Nov 22, 2020
06:12:16.283154964
CET

Nov 22, 2020
06:12:16.283154964
CET

Nov 22, 2020
06:12:16.283154964
CET

Nov 22, 2020
06:12:16.283154964
CET

Nov 22, 2020
06:12:16.283154964
CET

Nov 22, 2020
06:12:16.283154964
CET

Nov 22, 2020
06:12:16.283154964
CET

Nov 22, 2020
06:12:16.283154964
CET

Nov 22, 2020
06:12:16.283154964
CET

Nov 22, 2020
06:12:16.288022995
CET

Nov 22, 2020
06:12:16.288022995
CET

Nov 22, 2020
06:12:16.288022995
CET

Nov 22, 2020
06:12:16.288022995
CET

Nov 22, 2020
06:12:18.316605091
CET

Nov 22, 2020
06:12:18.316605091
CET

Nov 22, 2020
06:12:18.316605091
CET

Nov 22, 2020
06:12:18.316605091
CET

Nov 22, 2020
06:12:18.316605091
CET

Nov 22, 2020
06:12:18.316605091
CET

Nov 22, 2020
06:12:18.324038029
CET

Nov 22, 2020
06:12:18.324038029
CET

Nov 22, 2020
06:12:18.324038029
CET

Copyright null 2020

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

0x446b

0x4e22

0x4e22

Ox4e22

Ox4e22

0x4e22

0x4e22

0x4e22

0x4e22

0x4e22

0x4e22

Oxe7c6

Oxe7c6

Oxe7c6

Oxe7c6

0x46b1

0x46b1

0x46b1

0x46b1

0x46b1

0x46b1

0x2243

0x2243

0x2243

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName

pugm-lhr.p

ubmatic.com

ads.adaptv control-geo.adap.tv

.advertising.com

control-ge ads-1460635594.eu-
o.adap.tv central-

1.elb.amazonaws.com
ads-146063

5594.eu-central-
1.elb.amazonaw
s.com

ads-146063
5594.eu-central-
1.elb.amazonaw
s.com

ads-146063
5594.eu-central-
1.elb.amazonaw
s.com

ads-146063
5594.eu-central-
1.elb.amazonaw
s.com

ads-146063
5594.eu-central-
1.elb.amazonaw
s.com

ads-146063
5594.eu-central-
1.elb.amazonaw
s.com

ads-146063
5594.eu-central-
1.elb.amazonaw
s.com

ads-146063
5594.eu-central-
1.elb.amazonaw
s.com

dlazclqln2
4ryf.cloud
front.net

dlazclqln2
4ryf.cloud
front.net
dlazclqln2
4ryf.cloud
front.net
dlazclqln2
4ryf.cloud
front.net

prg.smarta
dserver.com

2-01-275d-
0028.cdx.cedexis.net

prga.smart
adserver.com

itx5.smart
adserver.com

itx5.smart
adserver.com

itx5.smart
adserver.com

itx5.smart
adserver.com

hb-api.omn
itagjs.com

hb-api-
fra02.omnitagjs.com

hb-api-fra
02.omnitag
js.com

hb-api-fra
02.omnitag
js.com

prga.smartadserver.com

Address
185.64.190.78

18.185.216.221

18.185.185.10

18.185.141.152

3.123.45.128

52.28.38.201

18.197.185.70

18.197.37.94

18.196.202.129

13.224.89.144

13.224.89.57

13.224.89.149

13.224.89.207

185.86.138.32

185.86.138.16

185.86.138.121

185.86.138.122

185.255.84.151

185.255.84.150

Type
A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Nov 22, 2020
06:12:18.327599049
CET

Nov 22, 2020
06:12:18.327599049
CET

Nov 22, 2020
06:12:18.327599049
CET

Nov 22, 2020
06:12:18.327599049
CET

Nov 22, 2020
06:12:18.327599049
CET

Nov 22, 2020
06:12:18.331916094
CET

Nov 22, 2020
06:12:18.331916094
CET

Nov 22, 2020
06:12:18.331916094
CET

Nov 22, 2020
06:12:18.331916094
CET

Nov 22, 2020
06:12:18.331916094
CET

Nov 22, 2020
06:12:18.331916094
CET

Nov 22, 2020
06:12:18.331916094
CET

Nov 22, 2020
06:12:18.331916094
CET

Nov 22, 2020
06:12:18.331916094
CET

Nov 22, 2020
06:12:18.331916094
CET

Nov 22, 2020
06:12:18.341104984
CET

Nov 22, 2020
06:12:18.341104984
CET

Nov 22, 2020
06:12:18.358002901
CET

Nov 22, 2020
06:12:18.358002901
CET

Nov 22, 2020
06:12:18.358002901
CET

Nov 22, 2020
06:12:18.358002901
CET

Nov 22, 2020
06:12:18.358002901
CET

Nov 22, 2020
06:12:18.358002901
CET

Copyright null 2020

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

0x25ef

0x25ef

0x25ef

0x25ef

0x25ef

oxf2fc

oxf2fc

oxf2fc

oxf2fc

oxf2fc

oxf2fc

oxf2fc

oxf2fc

oxf2fc

oxf2fc

0x15d

0x15d

0x2af9

0x2af9

0x2af9

0x2af9

0x2af9

0x2af9

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

c2shb.ssp.
yahoo.com

c2shb.one-
mobile-pro
d.aws.oath.cloud

ssp-ats-prod-eu-
central-1.one-
mobile-pro
d.aws.oath.cloud

ssp-ats-prod-eu-
central-1.one-
mobile-pro
d.aws.oath.cloud

ssp-ats-prod-eu-
central-1.one-
mobile-pro
d.aws.oath.cloud

ib.adnxs.com

g.geogslb.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

bidder.cri
teo.com

bidder.par
.vip.prod.
criteo.com

btlr.share
through.com

btlr-ecs-eu-
central-
1.sharethr
ough.com

btlr-ecs-eu-
central-
1.sharethr
ough.com

btlr-ecs-eu-
central-
1.sharethr
ough.com

btlr-ecs-eu-
central-
1.sharethr
ough.com

btlr-ecs-eu-
central-
1.sharethr
ough.com

CName

c2shb.one-mobile-
prod.aws.oath.cloud

ssp-ats-prod-eu-central-
1.one-mobile-
prod.aws.oath.cloud

g.geogslb.com

ib.anycast.adnxs.com

bidder.par.vip.prod.criteo.

com

btlr-ecs-eu-central-
1.sharethrough.com

Address

18.156.195.47

35.157.246.167

52.28.203.152

185.33.220.243

185.33.221.13

185.33.220.240

185.33.220.242

185.33.221.88

185.33.220.145

185.33.221.53

185.33.221.15

178.250.0.165

52.28.154.93

35.158.189.107

3.127.95.92

52.59.41.102

3.126.224.165

Type
CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Nov 22, 2020
06:12:18.358002901
CET

Nov 22, 2020
06:12:18.360367060
CET

Nov 22, 2020
06:12:18.360367060
CET

Nov 22, 2020
06:12:18.360367060
CET

Nov 22, 2020
06:12:18.360367060
CET

Nov 22, 2020
06:12:18.360367060
CET

Nov 22, 2020
06:12:18.360367060
CET

Nov 22, 2020
06:12:18.363966942
CET

Nov 22, 2020
06:12:18.373542070
CET

Nov 22, 2020
06:12:18.375050068
CET

Nov 22, 2020
06:12:18.375050068
CET

Nov 22, 2020
06:12:18.375050068
CET

Nov 22, 2020
06:12:18.375050068
CET

Nov 22, 2020
06:12:18.375050068
CET

Nov 22, 2020
06:12:18.375050068
CET

Nov 22, 2020
06:12:18.375050068
CET

Nov 22, 2020
06:12:18.375050068
CET

Nov 22, 2020
06:12:18.375050068
CET

Nov 22, 2020
06:12:18.383774042
CET

Nov 22, 2020
06:12:18.383774042
CET

Nov 22, 2020
06:12:18.383774042
CET

Nov 22, 2020
06:12:18.397624969
CET

Copyright null 2020

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

0x2af9

0xa052

0xa052

0xa052

0xa052

0xa052

0xa052

0x325b

0x2f93

Oxféaf

Oxféaf

Oxféaf

Oxféaf

Oxféaf

Oxféaf

Oxféaf

Oxféaf

Oxféaf

0x6d59

0x6d59

0x6d59

0x98c7

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

btlr-ecs-eu-
central-
1.sharethr
ough.com

grid.bidsw
itch.net

pool-aws-f
r.verona.i
ponweb.net

elb-aws-fr-
verona-17
11955695.eu-
central-
1.elb.amaz
onaws.com

elb-aws-fr-
verona-17
11955695.eu-
central-
1.elb.amaz
onaws.com

elb-aws-fr-
verona-17
11955695.eu-
central-
1.elb.amaz
onaws.com

elb-aws-fr-
verona-17
11955695.eu-
central-
1.elb.amaz
onaws.com

tag.1rx.io

as-sec.cas
alemedia.com

CName

pool-aws-
fr.verona.iponweb.net

elb-aws-fr-verona-
1711955695.eu-central-
1.elb.amazonaws.com

as-
sec.casalemedia.com.edg
ekey.net

ice.360yield.com eu2-ice.360yield.com

eu2-ice.36
Oyield.com

eu2-ice.36
Oyield.com

eu2-ice.36
Oyield.com

eu2-ice.36
Oyield.com

eu2-ice.36
Oyield.com

eu2-ice.36
Oyield.com

eu2-ice.36
Oyield.com

eu2-ice.36
Oyield.com

hbopenbid.
pubmatic.com

hbopenbid2
2000nfc.pu
bmatic.com

hbopenbid2
2000nf.pub
matic.com

apester-d.
openx.net

hbopenbid22000nfc.pubm
atic.com

hbopenbid22000nf.pubma
tic.com

Address
52.58.195.54

18.159.79.175

18.193.182.58

18.185.195.81

3.123.125.171

213.19.147.210

52.58.204.249

52.57.46.37

18.194.102.50

35.157.156.128

35.157.249.55

52.29.14.143

18.197.249.149

35.157.238.72

185.64.189.112

35.244.159.8

Type
A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Nov 22, 2020
06:12:18.397624969
CET

Nov 22, 2020
06:12:18.551419973
CET

Nov 22, 2020
06:12:18.551419973
CET

Nov 22, 2020
06:12:18.551419973
CET

Nov 22, 2020
06:12:18.551419973
CET

Nov 22, 2020
06:12:18.551419973
CET

Nov 22, 2020
06:12:18.581639051
CET

Nov 22, 2020
06:12:19.677923918
CET

Nov 22, 2020
06:12:19.748099089
CET

Nov 22, 2020
06:12:19.748099089
CET

Nov 22, 2020
06:12:19.748099089
CET

Nov 22, 2020
06:12:19.748099089
CET

Nov 22, 2020
06:12:19.748099089
CET

Nov 22, 2020
06:12:19.748099089
CET

Nov 22, 2020
06:12:19.748099089
CET

Nov 22, 2020
06:12:19.748099089
CET

Nov 22, 2020
06:12:19.748099089
CET

Nov 22, 2020
06:12:19.754164934
CET

Nov 22, 2020
06:12:19.754164934
CET

Copyright null 2020

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

0x98c7

0x3b6a

0x3b6a

0x3b6a

0x3b6a

0x3b6a

0x234b

0x474d

0xa92e

0xa92e

0xa92e

0xa92e

0xa92e

0xa92e

0xa92e

0xa92e

0xa92e

Oxe76e

Oxe76e

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName

apester-d.
openx.net

ssc.33acro
ss.com

33xchange-
1576862511.us-east-
1.elb.amazonaws.com

33xchange-
1576862511.us-
east-1
.elb.amazo
naws.com

33xchange-
1576862511.us-
east-1
.elb.amazo
naws.com

33xchange-
1576862511.us-
east-1
.elb.amazo
naws.com

33xchange-
1576862511.us-
east-1
.elb.amazo
naws.com

fastlane.r
ubiconproj
ect.com

tagged-
by.rubiconproject.net.aka
dns.net

bucket.rtk.io

match.adsrvr.org match-1943069928.eu-
west-
1.elb.amazonaws.com

match-1943
069928.eu-west-
lelb
.amazonaws
.com

match-1943
069928.eu-west-
lelb
.amazonaws
.com

match-1943
069928.eu-west-
lelb
.amazonaws
.com

match-1943
069928.eu-west-
lelb
.amazonaws
.com

match-1943
069928.eu-west-
lelb
.amazonaws
.com

match-1943
069928.eu-west-
lelb
.amazonaws
.com

match-1943
069928.eu-west-
lelb
.amazonaws
.com

match-1943
069928.eu-west-
lelb
.amazonaws
.com

pr-bh.ybp.
yahoo.com

ds-pr-
bh.ybp.gysm.yahoodns.n
et

ds-pr-bh.y

bp.gysm.ya
hoodns.net

Address
34.98.64.218

54.165.26.185

52.45.248.59

34.200.78.134

54.210.38.109

147.75.84.99

52.50.156.162

63.33.218.134

52.210.149.10

34.246.127.166

18.203.78.129

54.154.164.132

54.195.113.118

52.210.128.165

212.82.100.176

Type
A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Nov 22, 2020
06:12:19.777168989
CET

Nov 22, 2020
06:12:19.777168989
CET

Nov 22, 2020
06:12:19.804461002
CET

Nov 22, 2020
06:12:19.804461002
CET

Nov 22, 2020
06:12:19.804461002
CET

Nov 22, 2020
06:12:21.423571110
CET

Nov 22, 2020
06:12:21.423571110
CET

Nov 22, 2020
06:12:21.423571110
CET

Nov 22, 2020
06:12:21.423571110
CET

Nov 22, 2020
06:12:21.423571110
CET

Nov 22, 2020
06:12:21.423571110
CET

Nov 22, 2020
06:12:21.423571110
CET

Nov 22, 2020
06:12:21.423571110
CET

Nov 22, 2020
06:12:21.423571110
CET

Nov 22, 2020
06:12:21.423571110
CET

Nov 22, 2020
06:12:21.832881927
CET

Nov 22, 2020
06:12:21.832881927
CET

Nov 22, 2020
06:12:22.085942984
CET

Nov 22, 2020
06:12:22.085942984
CET

Nov 22, 2020
06:12:22.085942984
CET

Nov 22, 2020
06:12:22.085942984
CET

Nov 22, 2020
06:12:22.223018885
CET

Copyright null 2020

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

0x5707

0x5707

0xb2e2

0xb2e2

0xb2e2

Oxd4c4

Oxd4c4

Oxd4c4

Oxd4c4

Oxd4c4

Oxd4c4

Oxd4c4

Oxd4c4

Oxd4c4

Oxd4c4

0x64e4

0x64e4

0x420e

0x420e

0x420e

0x420e

Oxbaaa

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName

cm.g.doubl pagead.l.doubleclick.net
eclick.net

pagead.l.d

oubleclick.net

sync-tm.ev
eresttech.net

sync.tubemogul.com

sync.tubem syncf.tubemogul.com
ogul.com

syncf.tube h2.shared.global.fastly.ne
mogul.com t

pixel.adve prod.ups-adcom.aolp-ds-
rtising.com prd.aws.oath.cloud
prod.ups-a prod.ups-eu-central-
dcom.aolp-ds- 1.aolp-ds-

prd.aws prd.aws.oath.cloud
.oath.cloud

prod.ups-eu-

central-1.aolp-
ds-prd.aws.oa
th.cloud

prod.ups-eu-
central-1.aolp-
ds-prd.aws.oa
th.cloud

prod.ups-eu-
central-1.aolp-
ds-prd.aws.oa
th.cloud

prod.ups-eu-
central-1.aolp-
ds-prd.aws.oa
th.cloud

prod.ups-eu-
central-1.aolp-
ds-prd.aws.oa
th.cloud

prod.ups-eu-
central-1.aolp-
ds-prd.aws.oa
th.cloud

prod.ups-eu-
central-1.aolp-
ds-prd.aws.oa
th.cloud

prod.ups-eu-
central-1.aolp-
ds-prd.aws.oa
th.cloud

static.criteo.net  static.am5.vip.prod.criteo.

net

static.am5
.vip.prod.
criteo.net

ups.analyt
ics.yahoo.com

prod.ups-ats.aolp-ds-
prd.aws.oath.cloud

prod.ups-a prod.ups-ats.eu-central-
ts.aolp-ds- 1.aolp-ds-

prd.aws.o prd.aws.oath.cloud
ath.cloud

prod.ups-ats.eu-
central-1.aolp-
ds-prd.aw
s.oath.cloud

prod.ups-ats.eu-
central-1.aolp-
ds-prd.aw
s.oath.cloud

gum.criteo.com  gum.par.vip.prod.criteo.co
m

Address

216.58.212.130

35.156.106.231

35.156.153.71

18.197.47.23

18.197.99.6

3.124.119.192

3.126.63.176

52.28.239.147

52.28.254.214

178.250.2.130

3.126.56.137

18.156.0.31

Type
CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)
CNAME
(Canonical
name)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Nov 22, 2020
06:12:22.223018885
CET

Nov 22, 2020
06:12:24.927825928
CET

Nov 22, 2020
06:12:24.944967985
CET

Nov 22, 2020
06:12:24.944967985
CET

Nov 22, 2020
06:12:24.959669113
CET

Nov 22, 2020
06:12:24.959669113
CET

Nov 22, 2020
06:12:24.971118927
CET

Nov 22, 2020
06:12:24.971118927
CET

Nov 22, 2020
06:12:24.996651888
CET

Nov 22, 2020
06:12:25.564335108
CET

Nov 22, 2020
06:12:25.564335108
CET

Nov 22, 2020
06:12:25.572412014
CET

Nov 22, 2020
06:12:25.572412014
CET

Nov 22, 2020
06:12:25.572412014
CET

Nov 22, 2020
06:12:25.589045048
CET

Nov 22, 2020
06:12:25.589045048
CET

Nov 22, 2020
06:12:25.589045048
CET

Nov 22, 2020
06:12:25.589045048
CET

Nov 22, 2020
06:12:25.616000891
CET

Nov 22, 2020
06:12:25.616000891
CET

Nov 22, 2020
06:12:25.616000891
CET

Nov 22, 2020
06:12:25.618824959
CET

Nov 22, 2020
06:12:25.618824959
CET

Nov 22, 2020
06:12:25.618824959
CET

Nov 22, 2020
06:12:25.689728022
CET

Nov 22, 2020
06:12:25.689728022
CET

Copyright null 2020

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

Oxbaaa

0x83ce

0x73b9

0x73b9

Oxd3el

Oxd3el

0x87d8

0x87d8

Oxaa2f

0xf838

0xf838

0xb5bb

0xb5bb

0xb5bb

0x849

0x849

0x849

0x849

0x9fch

0x9fch

0x9fch

0xf712

0xf712

0xf712

0x4831

0x4831

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

gum.par.vi
p.prod.cri
teo.com

acdn.adnxs.com

ssc-cms.33
across.com

pixel.33ac
ross.com

odr.mookie
1.com

tagr-gcp-odr-
euw4.mo
okiel.com

eu-u.openx.net

eu-u.openx.net

eus.rubico
nproject.com

uipglob.se
masio.net

uip.semasio.net

visitor.fiftyt.com

visitor.fiftyt.com

visitor.fiftyt.com

pixel.onau
dience.com

pixel.onau
dience.com

pixel.onau
dience.com

pixel.onau
dience.com

um.simpli.fi

um.simpli.fi

um.simpli.fi

image2.pub
matic.com

pug-lhrc.p
ubmatic.com

pug-lhr.pu
bmatic.com

simage2.pu
bmatic.com

pug22000nf
c.pubmatic.com

CName Address
178.250.0.157

secure-

adnxs.edgekey.net

pixel.33across.com

67.202.110.21

tagr-gcp-odr-

euw4.mookiel.com

34.98.67.61

34.98.64.218

35.244.159.8

eus.rubiconproject.com.e

dgekey.net

uipglob.trafficmanager.net

77.243.60.138

104.26.12.50

104.26.13.50

172.67.73.8

51.210.112.66

51.210.112.63

51.210.112.236

51.210.112.64

159.253.128.188

159.253.128.183

169.50.137.190

pug-lhrc.pubmatic.com

pug-lhr.pubmatic.com

185.64.190.80

pug22000nfc.pubmatic.co

m

pug22000nf.pubmatic.co
m

Type
A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)
CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Nov 22, 2020
06:12:25.689728022
CET

Nov 22, 2020
06:12:25.693528891
CET

Nov 22, 2020
06:12:25.693528891
CET

Nov 22, 2020
06:12:25.693528891
CET

Nov 22, 2020
06:12:25.693528891
CET

Nov 22, 2020
06:12:25.693528891
CET

Nov 22, 2020
06:12:25.693528891
CET

Nov 22, 2020
06:12:25.693528891
CET

Nov 22, 2020
06:12:25.693528891
CET

Nov 22, 2020
06:12:25.693528891
CET

Nov 22, 2020
06:12:25.693528891
CET

Nov 22, 2020
06:12:25.693528891
CET

Nov 22, 2020
06:12:25.693528891
CET

Nov 22, 2020
06:12:25.713685036
CET

Nov 22, 2020
06:12:25.713685036
CET

Nov 22, 2020
06:12:25.916671991
CET

Nov 22, 2020
06:12:25.961321115
CET

Nov 22, 2020
06:12:25.967587948
CET

Nov 22, 2020
06:12:25.967587948
CET

Nov 22, 2020
06:12:25.967587948
CET

Nov 22, 2020
06:12:25.967587948
CET

Nov 22, 2020
06:12:25.967587948
CET

Nov 22, 2020
06:12:25.974994898
CET

Nov 22, 2020
06:12:25.974994898
CET

Nov 22, 2020
06:12:25.974994898
CET

Nov 22, 2020
06:12:25.974994898
CET

Copyright null 2020

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

0x4831

Ox14de

Ox14de

Ox14de

Ox14de

Ox14de

Ox14de

Ox14de

Ox14de

Ox14de

Ox14de

Ox14de

Ox14de

Oxd6ac

Oxdéac

Ox4aae

Oxebcd

0xf558

0xf558

0xf558

0xf558

0xf558

0x8d19

0x8d19

0x8d19

0x8d19

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name
pug22000nf
.pubmatic.com

d5p.del7a.com

d5p.del7a.com

d5p.del7a.com

d5p.del7a.com

d5p.del7a.com

d5p.del7a.com

d5p.del7a.com

d5p.del7a.com

d5p.del7a.com

d5p.del7a.com

d5p.del7a.com

d5p.del7a.com

dis.criteo.com

widget.par
.vip.prod.
criteo.com

cl.adform.net

ad.turn.com

sync.matht
ag.com

pixel-orig
in.mathtag.com

pixel-orig
in.mathtag.com

pixel-orig
in.mathtag.com

pixel-orig
in.mathtag.com

pixel.quan
tserve.com

global.px.
guantserve.com

global.px.
guantserve.com

global.px.
quantserve.com

CName

widget.par.vip.prod.criteo.
com

track.adformnet.akadns.n
et

ad.turn.com.akadns.net

pixel-origin.mathtag.com

global.px.quantserve.com

Address
185.64.189.110

213.155.156.181

213.155.156.169

213.155.156.183

213.155.156.166

213.155.156.168

213.155.156.165

213.155.156.180

213.155.156.184

213.155.156.167

213.155.156.182

213.155.156.164

213.155.156.185

178.250.0.163

185.29.133.199

185.29.135.190

185.29.133.208

185.29.135.233

91.228.74.133

91.228.74.226

91.228.74.189

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Nov 22, 2020
06:12:25.974994898
CET

Nov 22, 2020
06:12:25.974994898
CET

Nov 22, 2020
06:12:25.996500969
CET

Nov 22, 2020
06:12:25.996500969
CET

Nov 22, 2020
06:12:26.005753040
CET

Nov 22, 2020
06:12:26.005753040
CET

Nov 22, 2020
06:12:26.005753040
CET

Nov 22, 2020
06:12:26.005753040
CET

Nov 22, 2020
06:12:26.005753040
CET

Nov 22, 2020
06:12:26.005753040
CET

Nov 22, 2020
06:12:26.005753040
CET

Nov 22, 2020
06:12:26.005753040
CET

Nov 22, 2020
06:12:26.013334036
CET

Nov 22, 2020
06:12:26.059250116
CET

Nov 22, 2020
06:12:26.059250116
CET

Nov 22, 2020
06:12:26.059250116
CET

Nov 22, 2020
06:12:26.284157991
CET

Nov 22, 2020
06:12:26.284157991
CET

Nov 22, 2020
06:12:26.469073057
CET

Nov 22, 2020
06:12:26.469073057
CET

Nov 22, 2020
06:12:26.470351934
CET

Nov 22, 2020
06:12:26.470351934
CET

Nov 22, 2020
06:12:26.479840040
CET

Nov 22, 2020
06:12:26.479840040
CET

Nov 22, 2020
06:12:26.479840040
CET

Nov 22, 2020
06:12:26.479840040
CET

Copyright null 2020

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

0x8d19

0x8d19

Oxa8e6

Oxa8e6

0x38f0

0x38f0

0x38f0

0x38f0

0x38f0

0x38f0

0x38f0

0x38f0

0x3990

0xbe63

0xbe63

0xbe63

Oxdf81

Oxdf81

Oxc3de

Oxc3de

0xe0d9

0xe0d9

0xb484

0xb484

0xb484

0xb484

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName

global.px.
quantserve.com

global.px.
guantserve.com

pubmatic-m
atch.dotomi.com akadns.net

ams03-login-
ds.dotomi.com

sync.crwdc
ntrl.net

sync.crwdc
ntrl.net

sync.crwdc
ntrl.net

sync.crwdc
ntrl.net

sync.crwdc
ntrl.net

sync.crwdc
ntrl.net

sync.crwdc
ntrl.net

sync.crwdc
ntrl.net

acuityplat
form.com

image4.pub
matic.com om

spug22000n
fc.pubmatic.com m

spug22000n
f.pubmatic.com

dsp.adfarm
1.adition.com

dsp.adfarm
1.adition.com

pixel-sync
.sitescout.com

pixel-a.sitescout.com

pixel-a.si
tescout.com

match.adsb
y.bidtheatre.com

match.adsb

y.bidtheatre.com

green.erne.co

green.erne.co

green.erne.co

green.erne.co

afp.dotomi.weighted.com.

spug22000nfc.pubmatic.c

spug22000nf.pubmatic.co

Address
91.228.74.198

91.228.74.134

89.207.16.140

52.49.190.28

34.245.253.34

52.30.140.199

52.48.248.240

34.253.109.165

52.48.137.92

52.210.253.186

99.80.128.92

154.59.122.74

185.64.189.114

85.114.159.118

85.114.159.93

66.155.71.150

174.138.12.104

167.99.220.155

87.98.128.108

188.165.4.142

188.165.27.173

87.98.252.5

Type
A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Nov 22, 2020
06:12:26.479840040
CET

Nov 22, 2020
06:12:26.479840040
CET

Nov 22, 2020
06:12:26.479840040
CET

Nov 22, 2020
06:12:26.479840040
CET

Nov 22, 2020
06:12:26.479840040
CET

Nov 22, 2020
06:12:26.479840040
CET

Nov 22, 2020
06:12:26.486720085
CET

Nov 22, 2020
06:12:26.486720085
CET

Nov 22, 2020
06:12:26.488176107
CET

Nov 22, 2020
06:12:26.488176107
CET

Nov 22, 2020
06:12:26.488176107
CET

Nov 22, 2020
06:12:26.488176107
CET

Nov 22, 2020
06:12:26.488176107
CET

Nov 22, 2020
06:12:26.488176107
CET

Nov 22, 2020
06:12:26.491595030
CET

Nov 22, 2020
06:12:26.496150970
CET

Nov 22, 2020
06:12:26.496150970
CET

Nov 22, 2020
06:12:26.496150970
CET

Nov 22, 2020
06:12:26.507817984
CET

Nov 22, 2020
06:12:26.507817984
CET

Nov 22, 2020
06:12:26.507817984
CET

Nov 22, 2020
06:12:26.507817984
CET

Nov 22, 2020
06:12:26.515645027
CET

Nov 22, 2020
06:12:26.515645027
CET

Nov 22, 2020
06:12:26.515645027
CET

Nov 22, 2020
06:12:26.515645027
CET

Copyright null 2020

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

0xb484

0xb484

0xb484

0xb484

0xb484

0xb484

0xc32

0xc32

0x8e37

0x8e37

0x8e37

0x8e37

0x8e37

0x8e37

0x26al

Ox16el

Ox16el

Ox16el

0x3c28

0x3c28

0x3c28

0x3c28

Oxea34

Oxea34

Oxea34

Oxea34

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

green.erne.co

green.erne.co

green.erne.co

green.erne.co

green.erne.co

green.erne.co

a.tribalfu
sion.com

a.tribalfu
sion.com

match.prod
.bidr.io

match.prod
.bidr.io

match.prod
.bidr.io

match.prod
.bidr.io

match.prod
.bidr.io

match.prod
.bidr.io

sync.1rx.io

ads.playgr
ound.xyz

ads.playgr
ound.xyz

ads.playgr
ound.xyz

bh.context
web.com

Iga-bh.con
textweb.com

lga-bh-bgp
.contextweb.com

lga-bh-bgp

.contextweb.com

rtb.gumgum.com

rtb.gumgum.com

rtb.gumgum.com

rtb.gumgum.com

CName

Iga-bh.contextweb.com

lga-bh-
bgp.contextweb.com

Address
94.23.73.243

94.23.144.220

87.98.242.60

87.98.228.78

94.23.171.206

188.165.137.78

104.18.12.5

104.18.13.5

54.171.14.147

52.214.70.9

52.31.242.159

52.49.193.31

54.72.203.0

54.228.192.197

213.19.147.150

52.57.47.66

3.125.132.240

3.121.163.163

198.148.27.140

198.148.27.139

108.129.8.178

108.128.209.152

34.250.108.63

54.171.43.242

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Nov 22, 2020
06:12:26.515645027
CET

Nov 22, 2020
06:12:26.515645027
CET

Nov 22, 2020
06:12:26.515645027
CET

Nov 22, 2020
06:12:26.515645027
CET

Nov 22, 2020
06:12:26.566313982
CET

Nov 22, 2020
06:12:26.566313982
CET

Nov 22, 2020
06:12:26.578867912
CET

Nov 22, 2020
06:12:26.578867912
CET

Nov 22, 2020
06:12:26.578867912
CET

Nov 22, 2020
06:12:26.578867912
CET

Nov 22, 2020
06:12:26.578867912
CET

Nov 22, 2020
06:12:26.632822037
CET

Nov 22, 2020
06:12:26.632822037
CET

Nov 22, 2020
06:12:26.632822037
CET

Nov 22, 2020
06:12:26.632822037
CET

Nov 22, 2020
06:12:26.632822037
CET

Nov 22, 2020
06:12:26.632822037
CET

Nov 22, 2020
06:12:26.632822037
CET

Nov 22, 2020
06:12:26.632822037
CET

Nov 22, 2020
06:12:26.632822037
CET

Nov 22, 2020
06:12:26.637465000
CET

Copyright null 2020

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

Oxea34

Oxea34

Oxea34

Oxea34

0x6ef6

0x6ef6

0x4911

0x4911

0x4911

0x4911

0x4911

0x89fb

0x89fb

0x89fb

0x89fb

0x89fb

0x89fb

0x89fb

0x89fb

0x89fb

Oxdfa4

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

rtb.gumgum.com

rtb.gumgum.com

rtb.gumgum.com

rtb.gumgum.com

cm.adgrx.com

rtb.adgrx.com

trc.taboola.com

tls13.tabo
ola.map.fa
stly.net

tls13.tabo
ola.map.fa
stly.net

tls13.tabo
ola.map.fa
stly.net

tls13.tabo
ola.map.fa
stly.net

pm.w55c.net

dxedge-prod-Ib-
404808087.eu-
central-1.el
b.amazonaw
s.com

dxedge-prod-Ib-
404808087.eu-
central-1.el
b.amazonaw
s.com

dxedge-prod-Ib-
404808087.eu-
central-1.el
b.amazonaw
s.com

dxedge-prod-Ib-
404808087.eu-
central-1.el
b.amazonaw
s.com

dxedge-prod-Ib-
404808087.eu-
central-1.el
b.amazonaw
s.com

dxedge-prod-Ib-
404808087.eu-
central-1.el
b.amazonaw
s.com

dxedge-prod-Ib-
404808087.eu-
central-1.el
b.amazonaw
s.com

dxedge-prod-Ib-
404808087.eu-
central-1.el
b.amazonaw
s.com

loada.exel
ator.com

CName

rtb.adgrx.com

rtb.adgrx.com.tech.akadn
s.net

tls13.taboola.map.fastly.n
et

dxedge-prod-lb-
404808087.eu-central-
1.elb.amazonaws.com

eu-
west.load.exelator.com

Address
54.154.144.178

52.215.241.211

34.250.244.32

52.31.234.119

151.101.1.44

151.101.65.44

151.101.129.44

151.101.193.44

35.158.49.68

3.125.82.176

3.125.99.7

35.157.48.14

3.127.88.255

18.158.113.188

3.123.192.108

52.59.61.242

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Nov 22, 2020
06:12:26.637465000
CET

Nov 22, 2020
06:12:26.637465000
CET

Nov 22, 2020
06:12:26.663953066
CET

Nov 22, 2020
06:12:26.802341938
CET

Nov 22, 2020
06:12:26.802341938
CET

Nov 22, 2020
06:12:26.802341938
CET

Nov 22, 2020
06:12:26.802341938
CET

Nov 22, 2020
06:12:26.802341938
CET

Nov 22, 2020
06:12:26.802341938
CET

Nov 22, 2020
06:12:26.802341938
CET

Nov 22, 2020
06:12:26.802341938
CET

Nov 22, 2020
06:12:26.802341938
CET

Nov 22, 2020
06:12:26.802341938
CET

Nov 22, 2020
06:12:26.809231997
CET

Nov 22, 2020
06:12:26.809231997
CET

Nov 22, 2020
06:12:26.829673052
CET

Nov 22, 2020
06:12:26.829673052
CET

Nov 22, 2020
06:12:26.829673052
CET

Nov 22, 2020
06:12:26.829673052
CET

Nov 22, 2020
06:12:26.829673052
CET

Nov 22, 2020
06:12:26.885437965
CET

Nov 22, 2020
06:12:26.885437965
CET

Nov 22, 2020
06:12:26.993470907
CET

Nov 22, 2020
06:12:26.993470907
CET

Nov 22, 2020
06:12:27.002202988
CET

Nov 22, 2020
06:12:27.002202988
CET

Copyright null 2020

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

Oxdfa4

Oxdfa4

Oxabf6

0Oxe3d7

0Oxe3d7

Oxe3d7

0Oxe3d7

Oxe3d7

Oxe3d7

0Oxe3d7

0xe3d7

Oxe3d7

Oxe3d7

0xf86d

0xf86d

0xfb25

0xfb25

0xfb25

0xfb25

0xfb25

0xb51f

0xb51f

0xbd49

0xbd49

0x8b3f

0x8b3f

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

eu-west.lo
ad.exelator.com

load-ams1.
exelator.com

pixel.tapad.com

secure.adn
XS.com

g.geogslb.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

s.tribalfu
sion.com

s.tribalfu
sion.com

match.tabo
ola.com

tls13.tabo
ola.map.fa
stly.net
tls13.tabo
ola.map.fa
stly.net
tls13.tabo
ola.map.fa
stly.net
tls13.tabo
ola.map.fa
stly.net

sync.targe
ting.unrul
ymedia.com

sync.1rx.io

inv-nets.a
dmixer.net

inv-nets-e
u.admixer.net

us-u.openx.net

us-u.openx.net

CName

load-ams1.exelator.com

g.geogslb.com

ib.anycast.adnxs.com

tls13.taboola.map.fastly.n
et

sync.1rx.io

inv-nets-eu.admixer.net

Address

147.75.102.200

35.227.248.159

185.33.220.244

185.33.221.91

185.33.221.14

185.33.220.240

185.33.221.53

185.33.220.243

185.33.221.50

185.33.220.242

104.18.12.5

104.18.13.5

151.101.1.44

151.101.65.44

151.101.129.44

151.101.193.44

213.19.147.151

146.0.227.110

35.244.159.8

34.98.64.218

Type
CNAME
(Canonical
name)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Nov 22, 2020
06:12:28.604115963
CET

Nov 22, 2020
06:12:28.604115963
CET

Nov 22, 2020
06:12:28.604115963
CET

Nov 22, 2020
06:12:56.971002102
CET

Nov 22, 2020
06:12:57.158099890
CET

Nov 22, 2020
06:12:57.158099890
CET

Nov 22, 2020
06:12:57.422029972
CET

Nov 22, 2020
06:12:57.422029972
CET

Nov 22, 2020
06:12:57.480936050
CET

Nov 22, 2020
06:12:57.628443003
CET

Nov 22, 2020
06:12:58.980429888
CET

Nov 22, 2020
06:13:00.164752007
CET

Nov 22, 2020
06:13:00.725655079
CET

Nov 22, 2020
06:13:03.182440996
CET

Nov 22, 2020
06:13:03.182440996
CET

Nov 22, 2020
06:13:04.923911095
CET

Nov 22, 2020
06:13:04.923911095
CET

Nov 22, 2020
06:13:07.364917994
CET

Nov 22, 2020
06:13:07.364917994
CET

Nov 22, 2020
06:13:07.364917994
CET

Nov 22, 2020
06:13:07.364917994
CET

Nov 22, 2020
06:13:07.384556055
CET

Nov 22, 2020
06:13:07.384556055
CET

Nov 22, 2020
06:13:07.384556055
CET

Nov 22, 2020
06:13:07.384556055
CET

Nov 22, 2020
06:13:07.384556055
CET

Copyright null 2020

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

Oxfc5b

Oxfc5b

Oxfc5b

0x8fcl

0xfc02

0xfc02

Oxd6fl

Oxd6fl

0x304c

Ox6cdc

0x7e0b

0x9e08

0xdb76

Oxca57

Oxca57

Ox17a7

Ox17a7

Oxe231

Oxe231

Oxe231

Oxe231

0x54fa

0x54fa

0x54fa

0x54fa

0x54fa

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName

simage4.pu spug-lhrc.pubmatic.com
bmatic.com

spug-lhrc. spug-lhr.pubmatic.com

pubmatic.com

spug-lhr.p
ubmatic.com

facebook.com

m.facebook.com star-
mini.c10r.facebook.com

star-mini.
clor.faceb
ook.com

static.xx. scontent.xx.fbcdn.net

fbcdn.net

scontent.x

x.fbcdn.net

fbcdn.net

fbsbx.com

il.wp.com

www.youtub
e.com

youtube-ui.l.google.com

i.ytimg.com

twitter.com

twitter.com

abs.twimg.com  ¢s510.wpc.edgecastcdn.n

et

cs510.wpc.
edgecastcdn.net

pbs.twimg.com  cs196.wac.edgecastcdn.n
et
csl96.wac. cs2-wac.apr-

edgecastcdn.net 8315.edgecastdns.net

cs2-wac-eu cs45.wac.edgecastcdn.ne
.8315.ecdns.net t

cs45.wac.e
dgecastcdn.net

api.twitter.com  tpop-api.twitter.com

tpop-api.t
witter.com

tpop-api.t
witter.com

tpop-api.t
witter.com

tpop-api.t
witter.com

Address

185.64.190.81

185.60.216.35

185.60.216.35

185.60.216.19

185.60.216.35

185.60.216.35

192.0.77.2

216.58.212.150

104.244.42.65

104.244.42.1

152.199.21.141

93.184.220.70

104.244.42.66

104.244.42.194

104.244.42.2

104.244.42.130

Type
CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Nov 22, 2020
06:13:27.348834038
CET

Nov 22, 2020
06:13:27.348834038
CET

Nov 22, 2020
06:13:27.508265972
CET

Nov 22, 2020
06:13:27.508265972
CET

Nov 22, 2020
06:13:33.054316998
CET

Nov 22, 2020
06:13:33.054316998
CET

Nov 22, 2020
06:13:38.314400911
CET

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

HTTPS Packets

Timestamp

Nov 22, 2020
06:12:06.224256992
CET

Nov 22, 2020
06:12:06.225138903
CET

Nov 22, 2020
06:12:06.485809088
CET

Copyright null 2020

Source IP

104.26.8.105

104.26.8.105

192.0.77.37

Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Source
Port

443

443

443

Dest IP

Trans ID

0x6f43

0x6f43

Oxbd7c

Oxbd7c

0x9a2

0x9a2

0x6448

Dest
Port

192.168.2.3 49717

192.168.2.3 49716

192.168.2.3 49719

Reply Code Name CName
No error (0) yt3.ggpht.com photos-
ugc.l.googleusercontent.c
om
No error (0) photos-ugc
.l.googleu

sercontent.com

No error (0)

s2.googleu
sercontent.com

rcontent.com

googlehosted.l.googleuse

No error (0) googlehost
ed.l.googl!
euserconte
nt.com
No error (0) r5---sn-4g r5.sn-
5e6nz7.goo 4g5e6nz7.googlevideo.co
glevideo.com m
No error (0) r5.sn-4g5e
6nz7.goog|
evideo.com
No error (0) www.google
.co.uk
Not
Subject Issuer Before
CN-=sni.cloudflaressl.com, CN=Cloudflare Inc ECC ~ Wed
O="Cloudflare, Inc.", L=San CA-3, O="Cloudflare, Aug 12
Francisco, ST=CA, C=US Inc.", C=US 02:00:00
CN=Cloudflare Inc ECC CA- CN=Baltimore CyberTrust CEST
3, O="Cloudflare, Inc.", Root, OU=CyberTrust, 2020
C=Us O=Baltimore, C=IE Mon Jan
27
13:48:08
CET
2020
CN=Cloudflare Inc ECC CA- CN=Baltimore CyberTrust Mon Jan
3, O="Cloudflare, Inc.", Root, OU=CyberTrust, 27
C=Us O=Baltimore, C=IE 13:48:08
CET
2020
CN-=sni.cloudflaressl.com, CN=Cloudflare Inc ECC  Wed
O="Cloudflare, Inc.", L=San CA-3, O="Cloudflare, Aug 12
Francisco, ST=CA, C=US Inc.", C=US 02:00:00
CN=Cloudflare Inc ECC CA- CN=Baltimore CyberTrust CEST
3, O="Cloudflare, Inc.", Root, OU=CyberTrust, 2020
C=Us O=Baltimore, C=IE Mon Jan
27
13:48:08
CET
2020
CN=Cloudflare Inc ECC CA- CN=Baltimore CyberTrust Mon Jan
3, O="Cloudflare, Inc.", Root, OU=CyberTrust, 27
C=Us O=Baltimore, C=IE 13:48:08
CET
2020
CN=*.wp.com CN=Sectigo CN=Sectigo RSA Domain Thu Apr
RSA Domain Validation Validation Secure Server 02
Secure Server CA, CA, O=Sectigo Limited, 02:00:00
O=Sectigo Limited, L=Salford, ST=Greater CEST
L=Salford, ST=Greater Manchester, C=GB 2020 Fri
Manchester, C=GB CN=USERTrust RSA Nov 02
CN=USERTrust RSA Certification Authority, 01:00:00
Certification Authority, O=The USERTRUST CET
O=The USERTRUST Network, L=Jersey City, 2018
Network, L=Jersey City, ST=New Jersey, C=US Tue Mar
ST=New Jersey, C=US CN=AAA Certificate 12
Services, O=Comodo CA 01:00:00
Limited, L=Salford, CET
ST=Greater Manchester, 2019
C=GB
CN=Sectigo RSA Domain  CN=USERTrust RSA Fri Nov
Validation Secure Server Certification Authority, 02
CA, O=Sectigo Limited, O=The USERTRUST 01:00:00
L=Salford, ST=Greater Network, L=Jersey City, CET
Manchester, C=GB ST=New Jersey, C=US 2018

Address

172.217.23.161

172.217.21.193

173.194.187.170

172.217.21.227

Not
After

Thu Aug
12
14:00:00
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Thu Aug
12
14:00:00
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Tue Jul
05
02:00:00
CEST
2022
Wed
Jan 01
00:59:59
CET
2031
Mon Jan
01
00:59:59
CET
2029

Wed

Jan 01
00:59:59
CET
2031

Type Class
CNAME IN (0x0001)
(Canonical

name)

A (IP address)  IN (0x0001)
CNAME IN (0x0001)
(Canonical

name)

A (IP address)  IN (0x0001)
CNAME IN (0x0001)
(Canonical

name)

A (IP address)  IN (0x0001)
A (IP address)  IN (0x0001)

JA3 SSL
Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11
13-35-16-23-
24-65281,29-
23-24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11
13-35-16-23-
24-65281,29-
23-24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11
13-35-16-23-
24-65281,29-
23-24,0

JA3 SSL Client Digest

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c
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Timestamp Source IP

Nov 22, 2020
06:12:06.486282110
CET

192.0.77.37

Nov 22, 2020
06:12:06.496866941
CET

192.0.77.37

Nov 22, 2020
06:12:06.604460955
CET

35.190.72.53

Nov 22, 2020
06:12:06.604646921
CET

35.190.72.53

Copyright null 2020

Source
Port

443

443

443

443

Dest
Dest IP Port
192.168.2.3 49718

192.168.2.3 49724

192.168.2.3 49725

192.168.2.3 49726

Subject

CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=*.wp.com CN=Sectigo
RSA Domain Validation
Secure Server CA,
O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB
CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=Sectigo RSA Domain
Validation Secure Server
CA, O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB

CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=*.wp.com CN=Sectigo
RSA Domain Validation
Secure Server CA,
O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB
CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=Sectigo RSA Domain
Validation Secure Server
CA, O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB

CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=static.apester.com
CN=Let's Encrypt Authority
X3, O=Let's Encrypt, C=US

CN=Let's Encrypt Authority
X3, O=Let's Encrypt, C=US

CN=static.apester.com
CN=Let's Encrypt Authority
X3, O=Let's Encrypt, C=US

Issuer

CN=AAA Certificate
Services, O=Comodo CA
Limited, L=Salford,
ST=Greater Manchester,
C=GB

CN=Sectigo RSA Domain
Validation Secure Server
CA, O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB
CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US
CN=AAA Certificate
Services, O=Comodo CA
Limited, L=Salford,
ST=Greater Manchester,
C=GB

CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=AAA Certificate
Services, O=Comodo CA
Limited, L=Salford,
ST=Greater Manchester,
C=GB

CN=Sectigo RSA Domain
Validation Secure Server
CA, O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB
CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US
CN=AAA Certificate
Services, O=Comodo CA
Limited, L=Salford,
ST=Greater Manchester,
C=GB

CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=AAA Certificate
Services, O=Comodo CA
Limited, L=Salford,
ST=Greater Manchester,
C=GB

CN-=Let's Encrypt
Authority X3, O=Let's
Encrypt, C=US CN=DST
Root CA X3, O=Digital
Signature Trust Co.

CN=DST Root CA X3,
O=Digital Signature Trust
Co.

CN-=Let's Encrypt
Authority X3, O=Let's
Encrypt, C=US CN=DST
Root CA X3, O=Digital
Signature Trust Co.

Not
Before

Tue Mar
12
01:00:00
CET
2019

Thu Apr
02
02:00:00
CEST
2020 Fri
Nov 02
01:00:00
CET
2018
Tue Mar
12
01:00:00
CET
2019

Fri Nov
02
01:00:00
CET
2018

Tue Mar
12
01:00:00
CET
2019

Thu Apr
02
02:00:00
CEST
2020 Fri
Nov 02
01:00:00
CET
2018
Tue Mar
12
01:00:00
CET
2019

Fri Nov
02
01:00:00
CET
2018

Tue Mar
12
01:00:00
CET
2019

Tue Oct
20
07:41:35
CEST
2020
Thu Mar
17
17:40:46
CET
2016

Thu Mar
17
17:40:46
CET
2016

Tue Oct
20
07:41:35
CEST
2020
Thu Mar
17
17:40:46
CET
2016

Not
After

Mon Jan
01
00:59:59
CET
2029

Tue Jul
05
02:00:00
CEST
2022
Wed
Jan 01
00:59:59
CET
2031
Mon Jan
01
00:59:59
CET
2029

Wed

Jan 01
00:59:59
CET
2031

Mon Jan
01
00:59:59
CET
2029

Tue Jul
05
02:00:00
CEST
2022
Wed
Jan 01
00:59:59
CET
2031
Mon Jan
01
00:59:59
CET
2029

Wed

Jan 01
00:59:59
CET
2031

Mon Jan
01
00:59:59
CET
2029

Mon Jan
18
06:41:35
CET
2021
Wed
Mar 17
17:40:46
CET
2021

Wed
Mar 17
17:40:46
CET
2021

Mon Jan
18
06:41:35
CET
2021
Wed
Mar 17
17:40:46
CET
2021

JA3 SSL
Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

JA3 SSL Client Digest

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c
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Timestamp Source IP

Nov 22, 2020
06:12:06.607798100
CET

192.0.77.37

Nov 22, 2020
06:12:06.607836962
CET

192.0.77.37

Nov 22, 2020
06:12:06.656094074
CET

104.26.0.139

Nov 22, 2020
06:12:06.656414986
CET

104.26.0.139

Copyright null 2020

Source
Port

443

443

443

443

Dest
Dest IP Port
192.168.2.3 49720

192.168.2.3 49721

192.168.2.3 49727

192.168.2.3 49728

Subject

CN=Let's Encrypt Authority
X3, O=Let's Encrypt, C=US

CN=*.wp.com CN=Sectigo
RSA Domain Validation
Secure Server CA,
O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB
CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=Sectigo RSA Domain
Validation Secure Server
CA, O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB

CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=*.wp.com CN=Sectigo
RSA Domain Validation
Secure Server CA,
O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB
CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=Sectigo RSA Domain
Validation Secure Server
CA, O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB

CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN-=sni.cloudflaressl.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=CA, C=US

CN=Cloudflare Inc ECC CA-

3, O="Cloudflare, Inc.",
C=USs

CN=Cloudflare Inc ECC CA-

3, O="Cloudflare, Inc.",
C=USs

CN-=sni.cloudflaressl.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=CA, C=US

CN=Cloudflare Inc ECC CA-

3, O="Cloudflare, Inc.",
C=US

Issuer

CN=DST Root CA X3,
O=Digital Signature Trust
Co.

CN=Sectigo RSA Domain
Validation Secure Server
CA, O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB
CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US
CN=AAA Certificate
Services, O=Comodo CA
Limited, L=Salford,
ST=Greater Manchester,
C=GB

CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=AAA Certificate
Services, O=Comodo CA
Limited, L=Salford,
ST=Greater Manchester,
C=GB

CN=Sectigo RSA Domain
Validation Secure Server
CA, O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB
CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US
CN=AAA Certificate
Services, O=Comodo CA
Limited, L=Salford,
ST=Greater Manchester,
C=GB

CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=AAA Certificate
Services, O=Comodo CA
Limited, L=Salford,
ST=Greater Manchester,
C=GB

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore CyberTrust
Root, OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore CyberTrust
Root, OU=CyberTrust,
O=Baltimore, C=IE

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore CyberTrust
Root, OU=CyberTrust,
O=Baltimore, C=IE

Not
Before

Thu Mar
17
17:40:46
CET
2016

Thu Apr
02
02:00:00
CEST
2020 Fri
Nov 02
01:00:00
CET
2018
Tue Mar
12
01:00:00
CET
2019

Fri Nov
02
01:00:00
CET
2018

Tue Mar
12
01:00:00
CET
2019

Thu Apr
02
02:00:00
CEST
2020 Fri
Nov 02
01:00:00
CET
2018
Tue Mar
12
01:00:00
CET
2019

Fri Nov
02
01:00:00
CET
2018

Tue Mar
12
01:00:00
CET
2019

Fri Jul
17
02:00:00
CEST
2020
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Fri Jul
17
02:00:00
CEST
2020
Mon Jan
27
13:48:08
CET
2020

Not
After

Wed
Mar 17
17:40:46
CET
2021

Tue Jul
05
02:00:00
CEST
2022
Wed
Jan 01
00:59:59
CET
2031
Mon Jan
01
00:59:59
CET
2029

Wed

Jan 01
00:59:59
CET
2031

Mon Jan
01
00:59:59
CET
2029

Tue Jul
05
02:00:00
CEST
2022
Wed
Jan 01
00:59:59
CET
2031
Mon Jan
01
00:59:59
CET
2029

Wed

Jan 01
00:59:59
CET
2031

Mon Jan
01
00:59:59
CET
2029

Sat Jul
17
14:00:00
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Sat Jul
17
14:00:00
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

JA3 SSL
Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

JA3 SSL Client Digest

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c
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Timestamp

Nov 22, 2020
06:12:06.669528961
CET

Nov 22, 2020
06:12:06.821223021
CET

Nov 22, 2020
06:12:06.845958948
CET

Copyright null 2020

Source IP

192.0.77.2

192.0.77.2

192.0.77.2

Source
Port

443

443

443

Dest
Dest IP Port
192.168.2.3 49730

192.168.2.3 49729

192.168.2.3 49734

Subject

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=*.wp.com CN=Sectigo
RSA Domain Validation
Secure Server CA,
O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB
CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=Sectigo RSA Domain
Validation Secure Server
CA, O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB

CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=*.wp.com CN=Sectigo
RSA Domain Validation
Secure Server CA,
O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB
CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=Sectigo RSA Domain
Validation Secure Server
CA, O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB

CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=*.wp.com CN=Sectigo
RSA Domain Validation
Secure Server CA,
O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB
CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=Sectigo RSA Domain
Validation Secure Server
CA, O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB

CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

Issuer

CN=Baltimore CyberTrust
Root, OU=CyberTrust,
O=Baltimore, C=IE

CN=Sectigo RSA Domain
Validation Secure Server
CA, O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB
CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US
CN=AAA Certificate
Services, O=Comodo CA
Limited, L=Salford,
ST=Greater Manchester,
C=GB

CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=AAA Certificate
Services, O=Comodo CA
Limited, L=Salford,
ST=Greater Manchester,
C=GB

CN=Sectigo RSA Domain
Validation Secure Server
CA, O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB
CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US
CN=AAA Certificate
Services, O=Comodo CA
Limited, L=Salford,
ST=Greater Manchester,
C=GB

CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=AAA Certificate
Services, O=Comodo CA
Limited, L=Salford,
ST=Greater Manchester,
C=GB

CN=Sectigo RSA Domain
Validation Secure Server
CA, O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB
CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US
CN=AAA Certificate
Services, O=Comodo CA
Limited, L=Salford,
ST=Greater Manchester,
C=GB

CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=AAA Certificate
Services, O=Comodo CA
Limited, L=Salford,
ST=Greater Manchester,
C=GB

Not
Before

Mon Jan
27
13:48:08
CET
2020

Thu Apr
02
02:00:00
CEST
2020 Fri
Nov 02
01:00:00
CET
2018
Tue Mar
12
01:00:00
CET
2019

Fri Nov
02
01:00:00
CET
2018

Tue Mar
12
01:00:00
CET
2019

Thu Apr
02
02:00:00
CEST
2020 Fri
Nov 02
01:00:00
CET
2018
Tue Mar
12
01:00:00
CET
2019

Fri Nov
02
01:00:00
CET
2018

Tue Mar
12
01:00:00
CET
2019

Thu Apr
02
02:00:00
CEST
2020 Fri
Nov 02
01:00:00
CET
2018
Tue Mar
12
01:00:00
CET
2019

Fri Nov
02
01:00:00
CET
2018

Tue Mar
12
01:00:00
CET
2019

Not
After

Wed

Jan 01
00:59:59
CET
2025

Tue Jul
05
02:00:00
CEST
2022
Wed
Jan 01
00:59:59
CET
2031
Mon Jan
01
00:59:59
CET
2029

Wed

Jan 01
00:59:59
CET
2031

Mon Jan
01
00:59:59
CET
2029

Tue Jul
05
02:00:00
CEST
2022
Wed
Jan 01
00:59:59
CET
2031
Mon Jan
01
00:59:59
CET
2029

Wed

Jan 01
00:59:59
CET
2031

Mon Jan
01
00:59:59
CET
2029

Tue Jul
05
02:00:00
CEST
2022
Wed
Jan 01
00:59:59
CET
2031
Mon Jan
01
00:59:59
CET
2029

Wed

Jan 01
00:59:59
CET
2031

Mon Jan
01
00:59:59
CET
2029

JA3 SSL

Client
Fingerprint JA3 SSL Client Digest
771,49196- 9e10692f1b7f78228b2d4e

49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228h2d4e
424db3a98c

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0
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Timestamp

Nov 22, 2020
06:12:06.846010923
CET

Nov 22, 2020
06:12:06.859474897
CET

Nov 22, 2020
06:12:06.859977007
CET

Copyright null 2020

Source
Source IP Port
192.0.77.2 443

185.220.204.220 443

185.220.204.220 443

Dest
Dest IP Port
192.168.2.3 49733

192.168.2.3 49732

192.168.2.3 49731

Subject

CN=*.wp.com CN=Sectigo
RSA Domain Validation
Secure Server CA,
O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB
CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=Sectigo RSA Domain
Validation Secure Server
CA, O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB

CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=www.sekindo.com,
OU=Domain Control
Validated CN=Go Daddy
Secure Certificate Authority
-G2,
OU=http://certs.godaddy.co
m/repository/,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=US CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=US OU=Go Daddy Class
2 Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

CN=Go Daddy Secure
Certificate Authority - G2,
OU=http://certs.godaddy.co
m/repository/,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=USs

CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=USs

OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

CN=www.sekindo.com,
OU=Domain Control
Validated CN=Go Daddy
Secure Certificate Authority
-G2,
OU=http://certs.godaddy.co
m/repository/,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=US CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=US OU=Go Daddy Class
2 Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

Issuer

CN=Sectigo RSA Domain
Validation Secure Server
CA, O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB
CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US
CN=AAA Certificate
Services, O=Comodo CA
Limited, L=Salford,
ST=Greater Manchester,
C=GB

CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=AAA Certificate
Services, O=Comodo CA
Limited, L=Salford,
ST=Greater Manchester,
C=GB

CN=Go Daddy Secure
Certificate Authority - G2,
OU=http://certs.godaddy.c
om/repository/,
O="GoDaddy.com, Inc.",
L=Scottsdale,
ST=Arizona, C=US
CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale,
ST=Arizona, C=US
OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US OU=Go
Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale,
ST=Arizona, C=US

OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

CN=Go Daddy Secure
Certificate Authority - G2,
OU=http://certs.godaddy.c
om/repository/,
O="GoDaddy.com, Inc.",
L=Scottsdale,
ST=Arizona, C=US
CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale,
ST=Arizona, C=US
OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US OU=Go
Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

Not
Before

Thu Apr
02
02:00:00
CEST
2020 Fri
Nov 02
01:00:00
CET
2018
Tue Mar
12
01:00:00
CET
2019

Fri Nov
02
01:00:00
CET
2018

Tue Mar
12
01:00:00
CET
2019

Tue Oct
27
13:28:25
CET
2020
Tue May
03
09:00:00
CEST
2011
Wed
Jan 01
08:00:00
CET
2014
Tue Jun
29
19:06:20
CEST
2004

Tue May
03
09:00:00
CEST
2011

Wed

Jan 01
08:00:00
CET
2014

Tue Jun
29
19:06:20
CEST
2004

Tue Oct
27
13:28:25
CET
2020
Tue May
03
09:00:00
CEST
2011
Wed
Jan 01
08:00:00
CET
2014
Tue Jun
29
19:06:20
CEST
2004

Not
After

Tue Jul
05
02:00:00
CEST
2022
Wed
Jan 01
00:59:59
CET
2031
Mon Jan
01
00:59:59
CET
2029

Wed

Jan 01
00:59:59
CET
2031

Mon Jan
01
00:59:59
CET
2029

Sun Nov
28
13:28:25
CET
2021
Sat May
03
09:00:00
CEST
2031 Fri
May 30
09:00:00
CEST
2031
Thu Jun
29
19:06:20
CEST
2034

Sat May
03
09:00:00
CEST
2031

Fri May
30
09:00:00
CEST
2031

Thu Jun
29
19:06:20
CEST
2034

Sun Nov
28
13:28:25
CET
2021
Sat May
03
09:00:00
CEST
2031 Fri
May 30
09:00:00
CEST
2031
Thu Jun
29
19:06:20
CEST
2034

JA3 SSL

Client
Fingerprint JA3 SSL Client Digest
771,49196- 9e10692f1b7f78228b2d4e

49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0
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Timestamp

Nov 22, 2020
06:12:06.874066114
CET

Nov 22, 2020
06:12:06.874792099
CET

Nov 22, 2020
06:12:06.914875984
CET

Copyright null 2020

Source IP

192.0.77.2

192.0.77.2

192.0.73.2

Source
Port

443

443

443

Dest
Dest IP Port
192.168.2.3 49736

192.168.2.3 49737

192.168.2.3 49739

Subject

CN=Go Daddy Secure
Certificate Authority - G2,
OU=http://certs.godaddy.co
m/repository/,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=USs

CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=USs

OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

CN=*.wp.com CN=Sectigo
RSA Domain Validation
Secure Server CA,
O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB
CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=Sectigo RSA Domain
Validation Secure Server
CA, O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB

CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=*.wp.com CN=Sectigo
RSA Domain Validation
Secure Server CA,
O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB
CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=Sectigo RSA Domain
Validation Secure Server
CA, O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB

CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=*.gravatar.com
CN=Sectigo RSA Domain
Validation Secure Server
CA, O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB
CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

Issuer

CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale,
ST=Arizona, C=US

OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

CN=Sectigo RSA Domain
Validation Secure Server
CA, O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB
CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US
CN=AAA Certificate
Services, O=Comodo CA
Limited, L=Salford,
ST=Greater Manchester,
C=GB

CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=AAA Certificate
Services, O=Comodo CA
Limited, L=Salford,
ST=Greater Manchester,
C=GB

CN=Sectigo RSA Domain
Validation Secure Server
CA, O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB
CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US
CN=AAA Certificate
Services, O=Comodo CA
Limited, L=Salford,
ST=Greater Manchester,
C=GB

CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=AAA Certificate
Services, O=Comodo CA
Limited, L=Salford,
ST=Greater Manchester,
C=GB

CN=Sectigo RSA Domain
Validation Secure Server
CA, O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB
CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US
CN=AAA Certificate
Services, O=Comodo CA
Limited, L=Salford,
ST=Greater Manchester,
C=GB

Not
Before

Tue May
03
09:00:00
CEST
2011

Wed

Jan 01
08:00:00
CET
2014

Tue Jun
29
19:06:20
CEST
2004

Thu Apr
02
02:00:00
CEST
2020 Fri
Nov 02
01:00:00
CET
2018
Tue Mar
12
01:00:00
CET
2019

Fri Nov
02
01:00:00
CET
2018

Tue Mar
12
01:00:00
CET
2019

Thu Apr
02
02:00:00
CEST
2020 Fri
Nov 02
01:00:00
CET
2018
Tue Mar
12
01:00:00
CET
2019

Fri Nov
02
01:00:00
CET
2018

Tue Mar
12
01:00:00
CET
2019

Fri Aug
14
02:00:00
CEST
2020 Fri
Nov 02
01:00:00
CET
2018
Tue Mar
12
01:00:00
CET
2019

Not
After

Sat May
03
09:00:00
CEST
2031

Fri May
30
09:00:00
CEST
2031

Thu Jun
29
19:06:20
CEST
2034

Tue Jul
05
02:00:00
CEST
2022
Wed
Jan 01
00:59:59
CET
2031
Mon Jan
01
00:59:59
CET
2029

Wed

Jan 01
00:59:59
CET
2031

Mon Jan
01
00:59:59
CET
2029

Tue Jul
05
02:00:00
CEST
2022
Wed
Jan 01
00:59:59
CET
2031
Mon Jan
01
00:59:59
CET
2029

Wed

Jan 01
00:59:59
CET
2031

Mon Jan
01
00:59:59
CET
2029

Wed
Nov 16
01:00:00
CET
2022
Wed
Jan 01
00:59:59
CET
2031
Mon Jan
01
00:59:59
CET
2029

JA3 SSL
Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

JA3 SSL Client Digest

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c
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Timestamp Source IP

Nov 22, 2020
06:12:06.915673018
CET

192.0.73.2

Nov 22, 2020
06:12:06.944160938
CET

Nov 22, 2020
06:12:06.947066069
CET

Nov 22, 2020
06:12:07.056785107
CET

Copyright null 2020

104.18.2.159

104.18.2.159

104.18.2.159

Source
Port

443

443

443

443

Dest
Dest IP Port
192.168.2.3 49738

192.168.2.3 49742

192.168.2.3 49743

192.168.2.3 49748

Subject

CN=Sectigo RSA Domain
Validation Secure Server
CA, O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB

CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=*.gravatar.com
CN=Sectigo RSA Domain
Validation Secure Server
CA, O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB
CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=Sectigo RSA Domain
Validation Secure Server
CA, O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB

CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=mailerlite.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=CA, C=US
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=mailerlite.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=CA, C=US
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=mailerlite.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=CA, C=US
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

Issuer

CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=AAA Certificate
Services, O=Comodo CA
Limited, L=Salford,
ST=Greater Manchester,
C=GB

CN=Sectigo RSA Domain
Validation Secure Server
CA, O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB
CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US
CN=AAA Certificate
Services, O=Comodo CA
Limited, L=Salford,
ST=Greater Manchester,
C=GB

CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=AAA Certificate
Services, O=Comodo CA
Limited, L=Salford,
ST=Greater Manchester,
C=GB

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore CyberTrust
Root, OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore CyberTrust
Root, OU=CyberTrust,
O=Baltimore, C=IE

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore CyberTrust
Root, OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore CyberTrust
Root, OU=CyberTrust,
O=Baltimore, C=IE

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore CyberTrust
Root, OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore CyberTrust
Root, OU=CyberTrust,
O=Baltimore, C=IE

Not
Before

Fri Nov
02
01:00:00
CET
2018

Tue Mar
12
01:00:00
CET
2019

Fri Aug
14
02:00:00
CEST
2020 Fri
Nov 02
01:00:00
CET
2018
Tue Mar
12
01:00:00
CET
2019

Fri Nov
02
01:00:00
CET
2018

Tue Mar
12
01:00:00
CET
2019

Fri Aug
28
02:00:00
CEST
2020
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Fri Aug
28
02:00:00
CEST
2020
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Fri Aug
28
02:00:00
CEST
2020
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Not
After

Wed

Jan 01
00:59:59
CET
2031

Mon Jan
01
00:59:59
CET
2029

Wed
Nov 16
01:00:00
CET
2022
Wed
Jan 01
00:59:59
CET
2031
Mon Jan
01
00:59:59
CET
2029

Wed

Jan 01
00:59:59
CET
2031

Mon Jan
01
00:59:59
CET
2029

Sat Aug
28
14:00:00
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Sat Aug
28
14:00:00
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Sat Aug
28
14:00:00
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

JA3 SSL
Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11
13-35-16-23-
24-65281,29-
23-24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11
13-35-16-23-
24-65281,29-
23-24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11
13-35-16-23-
24-65281,29-
23-24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11
13-35-16-23-
24-65281,29-
23-24,0

JA3 SSL Client Digest

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c
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Timestamp

Nov 22, 2020
06:12:07.058556080
CET

Nov 22, 2020
06:12:07.112881899
CET

Nov 22, 2020
06:12:07.112921000
CET

Nov 22, 2020
06:12:08.928440094
CET

Copyright null 2020

Source IP

104.18.2.159

192.0.76.3

192.0.76.3

35.190.63.234

Source
Port

443

443

443

443

Dest
Dest IP Port
192.168.2.3 49749

192.168.2.3 49751

192.168.2.3 49750

192.168.2.3 49756

Subject

CN=mailerlite.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=CA, C=US

CN=Cloudflare Inc ECC CA-

3, O="Cloudflare, Inc.",
C=US

CN=Cloudflare Inc ECC CA-

3, O="Cloudflare, Inc.",
C=US

CN=*.wp.com CN=Sectigo
RSA Domain Validation
Secure Server CA,
O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB
CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=Sectigo RSA Domain
Validation Secure Server
CA, O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB

CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=*.wp.com CN=Sectigo
RSA Domain Validation
Secure Server CA,
O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB
CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=Sectigo RSA Domain
Validation Secure Server
CA, O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB

CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=events.apester.com
CN=Let's Encrypt Authority
X3, O=Let's Encrypt, C=US

CN=Let's Encrypt Authority
X3, O=Let's Encrypt, C=US

Issuer

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore CyberTrust
Root, OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore CyberTrust
Root, OU=CyberTrust,
O=Baltimore, C=IE

CN=Sectigo RSA Domain
Validation Secure Server
CA, O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB
CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US
CN=AAA Certificate
Services, O=Comodo CA
Limited, L=Salford,
ST=Greater Manchester,
C=GB

CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=AAA Certificate
Services, O=Comodo CA
Limited, L=Salford,
ST=Greater Manchester,
C=GB

CN=Sectigo RSA Domain
Validation Secure Server
CA, O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB
CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US
CN=AAA Certificate
Services, O=Comodo CA
Limited, L=Salford,
ST=Greater Manchester,
C=GB

CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=AAA Certificate
Services, O=Comodo CA
Limited, L=Salford,
ST=Greater Manchester,
C=GB

CN-=Let's Encrypt
Authority X3, O=Let's
Encrypt, C=US CN=DST
Root CA X3, O=Digital
Signature Trust Co.

CN=DST Root CA X3,
O=Digital Signature Trust
Co.

Not
Before

Fri Aug
28
02:00:00
CEST
2020
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Thu Apr
02
02:00:00
CEST
2020 Fri
Nov 02
01:00:00
CET
2018
Tue Mar
12
01:00:00
CET
2019

Fri Nov
02
01:00:00
CET
2018

Tue Mar
12
01:00:00
CET
2019

Thu Apr
02
02:00:00
CEST
2020 Fri
Nov 02
01:00:00
CET
2018
Tue Mar
12
01:00:00
CET
2019

Fri Nov
02
01:00:00
CET
2018

Tue Mar
12
01:00:00
CET
2019

Tue Oct
20
07:39:18
CEST
2020
Thu Mar
17
17:40:46
CET
2016

Thu Mar
17
17:40:46
CET
2016

Not
After

Sat Aug
28
14:00:00
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Tue Jul
05
02:00:00
CEST
2022
Wed
Jan 01
00:59:59
CET
2031
Mon Jan
01
00:59:59
CET
2029

Wed

Jan 01
00:59:59
CET
2031

Mon Jan
01
00:59:59
CET
2029

Tue Jul
05
02:00:00
CEST
2022
Wed
Jan 01
00:59:59
CET
2031
Mon Jan
01
00:59:59
CET
2029

Wed

Jan 01
00:59:59
CET
2031

Mon Jan
01
00:59:59
CET
2029

Mon Jan
18
06:39:18
CET
2021
Wed
Mar 17
17:40:46
CET
2021

Wed
Mar 17
17:40:46
CET
2021

JA3 SSL
Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

JA3 SSL Client Digest

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c
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Timestamp Source IP

Nov 22, 2020
06:12:08.928565025
CET

Nov 22, 2020
06:12:09.081449032
CET

Nov 22, 2020
06:12:09.105983019
CET

Nov 22, 2020
06:12:09.197608948
CET

Copyright null 2020

35.190.63.234

172.67.156.77

172.67.156.77

23.111.11.71

Source
Port

443

443

443

443

Dest
Dest IP Port
192.168.2.3 49757

192.168.2.3 49760

192.168.2.3 49761

192.168.2.3 49765

Subject

CN=events.apester.com
CN=Let's Encrypt Authority
X3, O=Let's Encrypt, C=US

CN=Let's Encrypt Authority
X3, O=Let's Encrypt, C=US

CN=searchig.co,
O="Cloudflare, Inc.", L=San
Francisco, ST=CA, C=US
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=searchig.co,
O="Cloudflare, Inc.", L=San
Francisco, ST=CA, C=US
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=*.omappapi.com,
OU=Domain Control
Validated CN=Go Daddy
Secure Certificate Authority
-G2,
OU=http://certs.godaddy.co
m/repository/,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=US CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=US OU=Go Daddy Class
2 Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

CN=Go Daddy Secure
Certificate Authority - G2,
OU=http://certs.godaddy.co
m/repository/,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=USs

CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=USs

OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

Issuer

CN=Let's Encrypt
Authority X3, O=Let's
Encrypt, C=US CN=DST
Root CA X3, O=Digital
Signature Trust Co.

CN=DST Root CA X3,
O=Digital Signature Trust
Co.

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore CyberTrust
Root, OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore CyberTrust
Root, OU=CyberTrust,
O=Baltimore, C=IE

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore CyberTrust
Root, OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore CyberTrust
Root, OU=CyberTrust,
O=Baltimore, C=IE

CN=Go Daddy Secure
Certificate Authority - G2,
OU=http://certs.godaddy.c
om/repository/,
O="GoDaddy.com, Inc.",
L=Scottsdale,
ST=Arizona, C=US
CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale,
ST=Arizona, C=US
OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US OU=Go
Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale,
ST=Arizona, C=US

OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

Not
Before

Tue Oct
20
07:39:18
CEST
2020
Thu Mar
17
17:40:46
CET
2016

Thu Mar
17
17:40:46
CET
2016

Thu Jul
02
02:00:00
CEST
2020
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Thu Jul
02
02:00:00
CEST
2020
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Mon Mar
16
17:48:27
CET
2020
Tue May
03
09:00:00
CEST
2011
Wed
Jan 01
08:00:00
CET
2014
Tue Jun
29
19:06:20
CEST
2004

Tue May
03
09:00:00
CEST
2011

Wed

Jan 01
08:00:00
CET
2014

Tue Jun
29
19:06:20
CEST
2004

Not
After

Mon Jan
18
06:39:18
CET
2021
Wed
Mar 17
17:40:46
CET
2021

Wed
Mar 17
17:40:46
CET
2021

Fri Jul
02
14:00:00
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Fri Jul
02
14:00:00
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Wed
Mar 16
17:48:27
CET
2022
Sat May
03
09:00:00
CEST
2031 Fri
May 30
09:00:00
CEST
2031
Thu Jun
29
19:06:20
CEST
2034

Sat May
03
09:00:00
CEST
2031

Fri May
30
09:00:00
CEST
2031

Thu Jun
29
19:06:20
CEST
2034

JA3 SSL
Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11
13-35-16-23-
24-65281,29-
23-24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11
13-35-16-23-
24-65281,29-
23-24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11
13-35-16-23-
24-65281,29-
23-24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11
13-35-16-23-
24-65281,29-
23-24,0

JA3 SSL Client Digest

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c
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Timestamp Source IP

Nov 22, 2020
06:12:09.198219061
CET

23.111.11.71

Nov 22, 2020
06:12:09.241817951
CET

172.67.156.77

Nov 22, 2020
06:12:09.242363930
CET

172.67.156.77

Nov 22, 2020
06:12:09.401140928
CET

104.18.53.245

Copyright null 2020

Source
Port

443

443

443

443

Dest
Dest IP Port
192.168.2.3 49764

192.168.2.3 49768

192.168.2.3 49769

192.168.2.3 49771

Subject

CN=*.omappapi.com,
OU=Domain Control
Validated CN=Go Daddy
Secure Certificate Authority
-G2,
OU=http://certs.godaddy.co
m/repository/,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=US CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=US OU=Go Daddy Class
2 Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

CN=Go Daddy Secure
Certificate Authority - G2,
OU=http://certs.godaddy.co
m/repository/,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=USs

CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale, ST=Arizona,
C=USs

OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

CN=searchig.co,
O="Cloudflare, Inc.", L=San
Francisco, ST=CA, C=US
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=searchig.co,
O="Cloudflare, Inc.", L=San
Francisco, ST=CA, C=US
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=US

CN=searchig.co,
O="Cloudflare, Inc.", L=San
Francisco, ST=CA, C=US
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

Issuer

CN=Go Daddy Secure
Certificate Authority - G2,
OU=http://certs.godaddy.c
om/repository/,
O="GoDaddy.com, Inc.",
L=Scottsdale,
ST=Arizona, C=US
CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale,
ST=Arizona, C=US
OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US OU=Go
Daddy Class 2
Certification Authority,
0O="The Go Daddy Group,
Inc.", C=US

CN=Go Daddy Root
Certificate Authority - G2,
O="GoDaddy.com, Inc.",
L=Scottsdale,
ST=Arizona, C=US

OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

OU=Go Daddy Class 2
Certification Authority,
O="The Go Daddy Group,
Inc.", C=US

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore CyberTrust
Root, OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore CyberTrust
Root, OU=CyberTrust,
O=Baltimore, C=IE

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore CyberTrust
Root, OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore CyberTrust
Root, OU=CyberTrust,
O=Baltimore, C=IE

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore CyberTrust
Root, OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore CyberTrust
Root, OU=CyberTrust,
O=Baltimore, C=IE

Not
Before

Mon Mar
16
17:48:27
CET
2020
Tue May
03
09:00:00
CEST
2011
Wed
Jan 01
08:00:00
CET
2014
Tue Jun
29
19:06:20
CEST
2004

Tue May
03
09:00:00
CEST
2011

Wed

Jan 01
08:00:00
CET
2014

Tue Jun
29
19:06:20
CEST
2004

Thu Jul
02
02:00:00
CEST
2020
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Thu Jul
02
02:00:00
CEST
2020
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Thu Jul
02
02:00:00
CEST
2020
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Not
After

Wed
Mar 16
17:48:27
CET
2022
Sat May
03
09:00:00
CEST
2031 Fri
May 30
09:00:00
CEST
2031
Thu Jun
29
19:06:20
CEST
2034

Sat May
03
09:00:00
CEST
2031

Fri May
30
09:00:00
CEST
2031

Thu Jun
29
19:06:20
CEST
2034

Fri Jul
02
14:00:00
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Fri Jul
02
14:00:00
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Fri Jul
02
14:00:00
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

JA3 SSL

Client
Fingerprint JA3 SSL Client Digest
771,49196- 9e10692f1b7f78228b2d4e

49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0
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Timestamp Source IP

Nov 22, 2020
06:12:09.402446032
CET

104.18.53.245

Nov 22, 2020 13.224.102.94
06:12:09.507849932

CET

Nov 22, 2020
06:12:09.511323929
CET

13.224.102.94

Copyright null 2020

Source
Port

443

443

443

Dest
Dest IP Port
192.168.2.3 49770

192.168.2.3 49774

192.168.2.3 49775

Subject

CN=searchig.co,
O="Cloudflare, Inc.", L=San
Francisco, ST=CA, C=US
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=api.opmnstr.com
CN=Amazon, OU=Server
CA 1B, O=Amazon, C=US
CN=Amazon Root CA 1,
O=Amazon, C=US
CN=Starfield Services Root
Certificate Authority - G2,
O="Starfield Technologies,
Inc.", L=Scottsdale,
ST=Arizona, C=US

CN=Amazon, OU=Server
CA 1B, O=Amazon, C=US

CN=Amazon Root CA 1,
O=Amazon, C=US

CN=Starfield Services Root
Certificate Authority - G2,
O="Starfield Technologies,
Inc.", L=Scottsdale,
ST=Arizona, C=US

CN=api.opmnstr.com
CN=Amazon, OU=Server
CA 1B, O=Amazon, C=US
CN=Amazon Root CA 1,
O=Amazon, C=US
CN=Starfield Services Root
Certificate Authority - G2,
O="Starfield Technologies,
Inc.", L=Scottsdale,
ST=Arizona, C=US

CN=Amazon, OU=Server
CA 1B, O=Amazon, C=US

CN=Amazon Root CA 1,
O=Amazon, C=US

Issuer

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore CyberTrust
Root, OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore CyberTrust
Root, OU=CyberTrust,
O=Baltimore, C=IE

CN=Amazon, OU=Server
CA 1B, O=Amazon,
C=US CN=Amazon Root
CA 1, O=Amazon, C=US
CN=Starfield Services
Root Certificate Authority -
G2, O="Starfield
Technologies, Inc.",
L=Scottsdale,
ST=Arizona, C=US
OuU=Starfield Class 2
Certification Authority,
O="Starfield
Technologies, Inc.",
C=USs

CN=Amazon Root CA 1,
O=Amazon, C=US

CN=Starfield Services
Root Certificate Authority -
G2, O="Starfield
Technologies, Inc.",
L=Scottsdale,
ST=Arizona, C=US

OuU=starfield Class 2
Certification Authority,
O="Starfield
Technologies, Inc.",
C=USs

CN=Amazon, OU=Server
CA 1B, O=Amazon,
C=US CN=Amazon Root
CA 1, O=Amazon, C=US
CN=Starfield Services
Root Certificate Authority -
G2, O="Starfield
Technologies, Inc.",
L=Scottsdale,
ST=Arizona, C=US
OuU=starfield Class 2
Certification Authority,
O="Starfield
Technologies, Inc.",
C=USs

CN=Amazon Root CA 1,
O=Amazon, C=US

CN=Starfield Services
Root Certificate Authority -
G2, O="Starfield
Technologies, Inc.",
L=Scottsdale,
ST=Arizona, C=US

Not
Before

Thu Jul
02
02:00:00
CEST
2020
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Thu Apr
09
02:00:00
CEST
2020
Thu Oct
22
02:00:00
CEST
2015
Mon
May 25
14:00:00
CEST
2015
Wed
Sep 02
02:00:00
CEST
2009

Thu Oct
22
02:00:00
CEST
2015

Mon
May 25
14:00:00
CEST
2015

Wed
Sep 02
02:00:00
CEST
2009

Thu Apr
09
02:00:00
CEST
2020
Thu Oct
22
02:00:00
CEST
2015
Mon
May 25
14:00:00
CEST
2015
Wed
Sep 02
02:00:00
CEST
2009

Thu Oct
22
02:00:00
CEST
2015

Mon
May 25
14:00:00
CEST
2015

Not
After

Fri Jul
02
14:00:00
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Sun May
09
14:00:00
CEST
2021
Sun Oct
19
02:00:00
CEST
2025
Thu Dec
31
02:00:00
CET
2037
Wed
Jun 28
19:39:16
CEST
2034

Sun Oct
19
02:00:00
CEST
2025

Thu Dec
31
02:00:00
CET
2037

Wed

Jun 28
19:39:16
CEST
2034

Sun May
09
14:00:00
CEST
2021
Sun Oct
19
02:00:00
CEST
2025
Thu Dec
31
02:00:00
CET
2037
Wed
Jun 28
19:39:16
CEST
2034

Sun Oct
19
02:00:00
CEST
2025

Thu Dec
31
02:00:00
CET
2037

JA3 SSL

Client
Fingerprint JA3 SSL Client Digest
771,49196- 9e10692f1b7f78228b2d4e

49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

9e10692f1b7f78228b2d4e
424db3a98c

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0
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Timestamp Source IP

Nov 22, 2020
06:12:09.748271942
CET

45.61.136.49

Nov 22, 2020
06:12:09.750237942
CET

45.61.136.49

Nov 22, 2020
06:12:09.883539915
CET

192.0.76.3

Nov 22, 2020
06:12:09.889218092
CET

192.0.76.3

Copyright null 2020

Source
Port

443

443

443

443

Dest
Dest IP Port
192.168.2.3 49772

192.168.2.3 49773

192.168.2.3 49777

192.168.2.3 49778

Subject

CN=Starfield Services Root
Certificate Authority - G2,
O="Starfield Technologies,
Inc.", L=Scottsdale,
ST=Arizona, C=US

CN=sync.audiencepixel.co
m CN=Let's Encrypt
Authority X3, O=Let's
Encrypt, C=US

CN=Let's Encrypt Authority
X3, O=Let's Encrypt, C=US

CN=sync.audiencepixel.co
m CN=Let's Encrypt
Authority X3, O=Let's
Encrypt, C=US

CN=Let's Encrypt Authority
X3, O=Let's Encrypt, C=US

CN=*.wp.com CN=Sectigo
RSA Domain Validation
Secure Server CA,
O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB
CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=Sectigo RSA Domain
Validation Secure Server
CA, O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB

CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=*.wp.com CN=Sectigo
RSA Domain Validation
Secure Server CA,
O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB
CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=Sectigo RSA Domain
Validation Secure Server
CA, O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB

Issuer

OuU=Starfield Class 2
Certification Authority,
O="Starfield
Technologies, Inc.",
C=USs

CN=Let's Encrypt
Authority X3, O=Let's
Encrypt, C=US CN=DST
Root CA X3, O=Digital
Signature Trust Co.

CN=DST Root CA X3,
O=Digital Signature Trust
Co.

CN-=Let's Encrypt
Authority X3, O=Let's
Encrypt, C=US CN=DST
Root CA X3, O=Digital
Signature Trust Co.

CN=DST Root CA X3,
O=Digital Signature Trust
Co.

CN=Sectigo RSA Domain
Validation Secure Server
CA, O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB
CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US
CN=AAA Certificate
Services, O=Comodo CA
Limited, L=Salford,
ST=Greater Manchester,
C=GB

CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=AAA Certificate
Services, O=Comodo CA
Limited, L=Salford,
ST=Greater Manchester,
C=GB

CN=Sectigo RSA Domain
Validation Secure Server
CA, O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB
CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US
CN=AAA Certificate
Services, O=Comodo CA
Limited, L=Salford,
ST=Greater Manchester,
C=GB

CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

Not
Before

Wed
Sep 02
02:00:00
CEST
2009

Sun Sep
06
07:16:02
CEST
2020
Thu Mar
17
17:40:46
CET
2016

Thu Mar
17
17:40:46
CET
2016

Sun Sep
06
07:16:02
CEST
2020
Thu Mar
17
17:40:46
CET
2016

Thu Mar
17
17:40:46
CET
2016

Thu Apr
02
02:00:00
CEST
2020 Fri
Nov 02
01:00:00
CET
2018
Tue Mar
12
01:00:00
CET
2019

Fri Nov
02
01:00:00
CET
2018

Tue Mar
12
01:00:00
CET
2019

Thu Apr
02
02:00:00
CEST
2020 Fri
Nov 02
01:00:00
CET
2018
Tue Mar
12
01:00:00
CET
2019

Fri Nov
02
01:00:00
CET
2018

Not
After

Wed

Jun 28
19:39:16
CEST
2034

Sat Dec
05
06:16:02
CET
2020
Wed
Mar 17
17:40:46
CET
2021

Wed
Mar 17
17:40:46
CET
2021

Sat Dec
05
06:16:02
CET
2020
Wed
Mar 17
17:40:46
CET
2021

Wed
Mar 17
17:40:46
CET
2021

Tue Jul
05
02:00:00
CEST
2022
Wed
Jan 01
00:59:59
CET
2031
Mon Jan
01
00:59:59
CET
2029

Wed

Jan 01
00:59:59
CET
2031

Mon Jan
01
00:59:59
CET
2029

Tue Jul
05
02:00:00
CEST
2022
Wed
Jan 01
00:59:59
CET
2031
Mon Jan
01
00:59:59
CET
2029

Wed

Jan 01
00:59:59
CET
2031

JA3 SSL
Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11-
13-35-16-23-
24-65281,29-
23-24,0

JA3 SSL Client Digest

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c
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Source

Timestamp Source IP Port

Nov 22, 2020
06:12:10.424612045
CET

35.186.220.219 443

Nov 22, 2020
06:12:10.425523996
CET

35.186.220.219 443

Nov 22, 2020
06:12:10.447633982
CET

172.217.23.130 443

Code Manipulations

Statistics

Behavior

Copyright null 2020

Dest

Dest IP Port

192.168.2.3 49779

192.168.2.3 49780

192.168.2.3 49782

Subject

CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=renderer.apester.com
CN=Let's Encrypt Authority
X3, O=Let's Encrypt, C=US

CN=Let's Encrypt Authority
X3, O=Let's Encrypt, C=US

CN=renderer.apester.com
CN=Let's Encrypt Authority
X3, O=Let's Encrypt, C=US

CN=Let's Encrypt Authority
X3, O=Let's Encrypt, C=US

CN=*.g.doubleclick.net,
0O=Google LLC, L=Mountain
View, ST=California, C=US
CN=GTS CA 101,
0O=Google Trust Services,
C=USs

CN=GTS CA 101,
0O=Google Trust Services,
C=USs

Issuer

CN=AAA Certificate
Services, O=Comodo CA
Limited, L=Salford,
ST=Greater Manchester,
C=GB

CN=Let's Encrypt
Authority X3, O=Let's
Encrypt, C=US CN=DST
Root CA X3, O=Digital
Signature Trust Co.

CN=DST Root CA X3,
O=Digital Signature Trust
Co.

CN-=Let's Encrypt
Authority X3, O=Let's
Encrypt, C=US CN=DST
Root CA X3, O=Digital
Signature Trust Co.

CN=DST Root CA X3,
O=Digital Signature Trust
Co.

CN=GTS CA 101,
0O=Google Trust Services,
C=US CN=GlobalSign,
O=GlobalSign,
OU=GlobalSign Root CA -
R2

CN=GlobalSign,
O=GlobalSign,
OU=GlobalSign Root CA -
R2

@ iexplore.exe
@ iexplore.exe
@ iexplore.exe
@ iexplore.exe
@ iexplore.exe

Not
Before

Tue Mar
12
01:00:00
CET
2019

Mon Oct
26
02:56:42
CET
2020
Thu Mar
17
17:40:46
CET
2016

Thu Mar
17
17:40:46
CET
2016

Mon Oct
26
02:56:42
CET
2020
Thu Mar
17
17:40:46
CET
2016

Thu Mar
17
17:40:46
CET
2016

Tue Nov
03
08:33:42
CET
2020
Thu Jun
15
02:00:42
CEST
2017

Thu Jun
15
02:00:42
CEST
2017

Not
After

Mon Jan
01
00:59:59
CET
2029

Sun Jan
24
02:56:42
CET
2021
Wed
Mar 17
17:40:46
CET
2021

Wed
Mar 17
17:40:46
CET
2021

Sun Jan
24
02:56:42
CET
2021
Wed
Mar 17
17:40:46
CET
2021

Wed
Mar 17
17:40:46
CET
2021

Tue Jan
26
08:33:42
CET
2021
Wed
Dec 15
01:00:42
CET
2021

Wed
Dec 15
01:00:42
CET
2021

JA3 SSL
Client
Fingerprint

771,49196-

49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-

156-61-60-53-

47-10,0-10-11-

13-35-16-23-
24-65281,29-
23-24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11
13-35-16-23-
24-65281,29-
23-24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-
156-61-60-53-
47-10,0-10-11
13-35-16-23-
24-65281,29-
23-24,0

JA3 SSL Client Digest

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c
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System Behavior

Click to jump to process

Analysis Process: iex

plore.exe PID: 4952 Parent PID: 792

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Path

File Path

File Path

Registry Activities

Key Path

Key Path

Key Path

Access

Offset Length Value

Name Type

Name Type Old Data

06:12:04
22/11/2020

C:\Program Files\internet exploreniexplore.exe

false

‘C:\Program Files\Internet Exploreniexplore.exe' -Embedding

0x7ff67c8c0000
823560 bytes

6465CB92B25A7BC1DF8E01D8ACSE7596

true
true

C, C++ or other language

low
Attributes Options
Ascii
Offset Length
Data
New Data

Completion

Completion

Completion

Completion

Completion

Completion

Count

Count

Count

Count

Count

Count

Source
Address Symbol

Source
Address Symbol

Source
Address Symbol

Source
Address Symbol

Source
Address Symbol

Source
Address Symbol

Analysis Process: iexplore.exe PID: 5640 Parent PID: 4952

Copyright null 2020

Page 90 of 93



General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

06:12:05

22/11/2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe
true

'‘C:\Program Files (x86)\Internet Explore'\lIEXPLORE.EXE' SCODEF:4952 CREDAT:17410
Iprefetch:2

0x910000

822536 bytes
071277CC2E3DF41EEEA8013E2AB58D5A
true

true

C, C++ or other language

Reputation: low
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Registry Activities
Source
Key Path Completion Count Address Symbol
Source
Key Path Name Type Data Completion Count Address Symbol
Source
Key Path Name Type Old Data New Data Completion Count Address Symbol
Analysis Process: iexplore.exe PID: 7896 Parent PID: 4952
General
Start time: 06:12:55
Start date: 22/11/2020
Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Path

File Path

File Path

Copyright null 2020

Offset

Access

Length Value

true

‘C:\Program Files (x86)\Internet Explore'\lIEXPLORE.EXE' SCODEF:4952 CREDAT:82962
Iprefetch:2

0x910000

822536 bytes
071277CC2E3DF41EEEA8013E2AB58D5A
true

true

C, C++ or other language

low

Source

Attributes Options Completion Count Address Symbol
Source

Ascii Completion Count Address Symbol
Source

Offset Length Completion Count Address Symbol

Page 91 of 93



Registry Activities

Source

Key Path Completion Count Address Symbol
Source

Key Path Name Type Data Completion Count Address Symbol

Analysis Process: iexplore.exe PID: 8024 Parent PID: 4952

General

Start time: 06:12:58

Start date: 22/11/2020

Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

true

'‘C:\Program Files (x86)\Internet Explore'\lEXPLORE.EXE' SCODEF:4952 CREDAT:17424
Iprefetch:2

0x910000

822536 bytes
071277CC2E3DF41EEEA8013E2AB58D5A
true

true

C, C++ or other language

Reputation: low
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Registry Activities
Source
Key Path Completion Count Address Symbol
Source
Key Path Name Type Data Completion Count Address Symbol
Source
Key Path Name Type Old Data New Data Completion Count Address Symbol
Analysis Process: iexplore.exe PID: 8152 Parent PID: 4952
General
Start time: 06:13:01
Start date: 22/11/2020
Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright null 2020

true

'‘C:\Program Files (x86)\Internet Explore'\lEXPLORE.EXE' SCODEF:4952 CREDAT:82970
Iprefetch:2

0x910000

822536 bytes
071277CC2E3DF41EEEA8013E2AB58D5A
true

true

C, C++ or other language
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Reputation: low

File Activities

Source

File Path Access Attributes Options Completion Count Address Symbol
Source

File Path Offset Length Value Ascii Completion Count Address Symbol
Source

File Path Offset Length Completion Count Address Symbol

Disassembly

Copyright null 2020 Page 93 of 93
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