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Analysis Report cOnnectlon.dll

Overview
General Information Detection Signatures Classification
Sample cOnnectlon.dll
Name: Found malware configuration
Analysis ID: 321539 MALICIOUS Multi AV Scanner. detection for subm...
MDS: d2784b2347ff026.. Yara detected Ursnif
SHA1L:
3a055800dfd69d. Creates a COM Internet Explorer ob...
SHA256: 25fadb4lfdldcce.. " ; "
Machine Learning detection for samp...
Tags:
Writes or reads registry. keys via WMI
Most interesting Screenshot: Writes registry values via WMI

Antivirusier-Machine! Learning detec...

Contains functionality/te callinative fi..
80

Contains functionality/to'guery, CPUI..:

Score:
Range: 0-100 Contains functionality te read the PEB
Whitelisted:  false
) Creates alprocess|inisuspendedimo...
Confidence:  100%

Detected potentiallcryptolfunction

Startup

= System is w10x64
e B loaddli32.exe (PID: 7100 cmdline: loaddll32.exe 'C:\Users\user\Desktop\cOnnectlon.dll' MD5: 62442CB29236B024E992A556DA72B97A)
o B regsvr32.exe (PID: 7108 cmdline: regsvr32.exe /s C:\Users\user\Desktop\cOnnectlon.dll MD5: 426E7499F6A7346F0410DEAD0805586B)
cmd.exe (PID: 7116 cmdline: C:\Windows\system32\cmd.exe /c 'C:\Program Files\Internet Explorer\iexplore.exe' MD5: F3BDBE3BB6F734E357235F4D5898582D)
. @ iexplore.exe (PID: 7136 cmdline: C:\Program Files\Internet Exploreniexplore.exe MD5: 6465CB92B25A7BC1DF8E01D8SAC5E7596)
. @ iexplore.exe (PID: 4460 cmdline: 'C:\Program Files (x86)\Internet ExplorelEXPLORE.EXE' SCODEF:7136 CREDAT:17410 /prefetch:2 MD5:
071277CC2E3DF41EEEA8013E2AB58D5A)
. @ iexplore.exe (PID: 6676 cmdline: 'C:\Program Files (x86)\Internet ExplorelEXPLORE.EXE' SCODEF:7136 CREDAT:82952 /prefetch:2 MD5:
071277CC2E3DF41EEEA8013E2AB58D5A)
. @ iexplore.exe (PID: 6880 cmdline: 'C:\Program Files (x86)\Internet ExplorelEXPLORE.EXE' SCODEF:7136 CREDAT:82956 /prefetch:2 MD5:
071277CC2E3DF41EEEA8013E2AB58D5A)

= cleanup

Malware Configuration

Threatname: Ursnif

"server": "12",
"version": "250162",
"uptime": "354cel{",

"crc": 1",

"id": "7240",

"user": "4229768108f8d2d8cdc8873a0d052934",
"soft": "3"

Yara Overview

Memory Dumps
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Source Rule Description Author Strings

00000001.00000003.717378645.0000000005128000.00000  JoeSecurity_Ursnif ~ Yara detected Joe Security
004.00000040.sdmp Ursnif
00000001.00000003.717497664.0000000005128000.00000  JoeSecurity_Ursnif ~ Yara detected Joe Security
004.00000040.sdmp Ursnif
00000001.00000003.717409363.0000000005128000.00000  JoeSecurity_Ursnif ~ Yara detected Joe Security
004.00000040.sdmp Ursnif
00000001.00000003.717508835.0000000005128000.00000  JoeSecurity_Ursnif  Yara detected Joe Security
004.00000040.sdmp Ursnif
00000001.00000003.717332190.0000000005128000.00000  JoeSecurity_Ursnif ~ Yara detected Joe Security
004.00000040.sdmp Ursnif

Click to see the 5 entries

Sigma Overview

No Sigma rule has matched

Signature Overview

@ AV Detection

@ Spreading

@ Networking

@ Key, Mouse, Clipboard, Microphone and Screen Capturing
@ E-Banking Fraud

@ System Summary

@ Data Obfuscation

@ Hooking and other Techniques for Hiding and Protection
® Malware Analysis System Evasion

@ Anti Debugging

@ HIPS / PFW / Operating System Protection Evasion

@ Language, Device and Operating System Detection

@ Stealing of Sensitive Information

@ Remote Access Functionality

@

AV Detection:

Click to jump to signature section

Found malware configuration

Multi AV Scanner detection for submitted file

Networking:

j‘

Key, Mouse, Clipboard, Microphone and Screen Capturing:

Yara detected Ursnif

E-Banking Fraud:

Yara detected Ursnif

System Summary: _ |
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Hooking and other Techniques for Hiding and Protection:

:

Yara detected Ursnif

Stealing of Sensitive Information: | | |

Yara detected Ursnif

Remote Access Functionality:

=

Yara detected Ursnif

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command Network
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control Effects
Valid Windows DLL Side-  Process Masquerading oS System Time Remote Archive Exfiltration Encrypted Eavesdro|
Accounts  Management Loading Injection Credential Discovery Services Collected  Over Other Channel Insecure
Instrumentation Dumping Data Network Network
Medium Communi
Default Scheduled Boot or DLL Side- Virtualization/Sandbox LSASS Virtualization/Sandbox Remote Data from  Exfiltration Ingress Tool Exploit S¢
Accounts  Task/Job Logon Loading Evasion Memory  Evasion Desktop Removable Over Transfer Redirect F
Initialization Protocol Media Bluetooth Calls/SM¢
Scripts
Domain At (Linux) Logon Script Logon Script  Process Security Process Discovery SMB/Windows Data from Automated Non- Exploit S¢
Accounts (Windows)  (Windows) Injection Account Admin Shares Network Exfiltration Application Track De\
Manager Shared Layer Location
Drive Protocol
Local At (Windows) Logon Script Logon Script  Obfuscated Filesor ~ NTDS Account Discovery Distributed Input Scheduled Application SIM Card
Accounts (Mac) (Mac) Information Component  Capture Transfer Layer Swap
Object Model Protocol
Cloud Cron Network Network Regsvr32 LSA System Owner/User  SSH Keylogging Data Fallback Manipulat
Accounts Logon Script Logon Script Secrets Discovery Transfer Channels Device
Size Limits Communi
Replication Launchd Rc.common Rc.common  Software Packing Cached File and Directory VNC GUI Input  Exfiltration  Multiband Jamming
Through Domain Discovery Capture Over C2 Communication Denial of
Removable Credentials Channel Service
Media
External Scheduled Task  Startup Startup Items DLL Side-Loading DCSync System Information ~ Windows Web Portal Exfiltration Commonly Rogue Wi
Remote Items Discovery Remote Capture Over Used Port Access Pt
Services Management Alternative
Protocol

Behavior Graph
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Behavior Graph

ID: 321539
sample: connectlon.dll SUSRICIOUS
Startdate: 23/11/2020 CLEAN
Architecture:  WINDOWS ORRNOw
Score: 80

Machine Learning detection
for sample

started

loaddiI32.exe
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repevaz ene

(NN [ ]
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‘Writes or reads registry Writes registry values
keys via WMI via WMI

=
“) iexplore.exe }g

(T T
G | G

tis13.taboola.map fastly.net CA

151.101.1.44, 443, 49761, 49762
FASTLYUS
United States B

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

R

\ started

cmd.exe

7 other IPs or domains

-
[1:]

«Q
[}
=
o

Process
Signature
Created File
DNS/IP Info
Is Dropped

Is Windows Process

T mnEDEC]

s Number of created Registry Values

Number of created Files

Y

Visual Basic

g5
2z
oz

)

Delphi

i
i
=

Java

D@ 2 i~

.Net C# or VB.NET

@
[

C, C++ or other language

Is malicious
Creates a COM Internet
S - Internet
@ iexplore.exe ,'g
1 &
started started started

a a
©  ievlreee © ieveee

(T T (/NN
@ B = @ | K2

ocsp.scalb.amazontrust.com @

13.224.89.175, 49790, 49791, 80
AMAZON-02US
United States ES
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Gerat speichern

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source
cOnnectlon.dll
cOnnectlon.dll

cOnnectlon.dll

Dropped Files

No Antivirus matches

Unpacked PE Files

Source
1.2.regsvr32.exe.d90000.3.unpack
1.2.regsvr32.exe.400000.0.unpack

Domains

Source
tls13.taboola.map.fastly.net
ocsp.scalb.amazontrust.com

img.img-taboola.com

Copyright null 2020

s

View and track your downloads

Name

G5.avi 5 bytes

ocsp.scalb.amazontrust.com

Search...

Search downioads

Lacation

Do you want to open or
save this file?

[® Windows Defender SmartScreen is tumned off.

Opticns

Turn on

Clear list

Detection

100%
100%

Detection
17%

10%
100%

Scanner

Avira

Avira

Detection
0%
0%
0%

Scanner Label
Virustotal

ReversingLabs

Joe Sandbox ML

Label Link
HEUR/AGEN.1108168

TR/Crypt.XPACK.Gen8
Scanner Label
Virustotal
Virustotal
Virustotal

Link

Browse

Download
Download File

Download File

Link
Browse
Browse

Browse
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https://www.virustotal.com/gui/file/25fa4b41fd1dcce52bc1cc097a454b7aa2a9ce67afbfe70e8128a71690fbd41d/detection/f-25fa4b41fd1dcce52bc1cc097a454b7aa2a9ce67afbfe70e8128a71690fbd41d-1606120577
https://www.virustotal.com/gui/url/34d7a5628cd38966e8a7512b50ed594ea59c1e81eb029dde41d339efc420d112/detection/u-34d7a5628cd38966e8a7512b50ed594ea59c1e81eb029dde41d339efc420d112-1605715950
https://www.virustotal.com/gui/url/4ce98eefc688a70eb0069fb1b5be9e88a563a89268f55c647624d9c49cd5dc7b/detection/u-4ce98eefc688a70eb0069fb1b5be9e88a563a89268f55c647624d9c49cd5dc7b-1606046014
https://www.virustotal.com/gui/url/98e5377999130bb0b8ff8905a4828ca4dfa539c112e65f1692c2046b0fa0a714/detection/u-98e5377999130bb0b8ff8905a4828ca4dfa539c112e65f1692c2046b0fa0a714-1605973230

URLs

Source Detection Scanner Label Link

http:/f 0% Avira URL Cloud safe
ocsp.scalb.amazontrust.com/images/GuXZuSyr/qiCcchB8lgLHHj49hWafdYz/LB64K9jUDp/8p_2FncgGG
EA79BCT/CP47tNagoDEG/YzkaBzL6Stk/90RKRRsKhghpCO/IXOg256EQPDIjtjSk_2FS/WHKTAMoIAWI

n7X9Q/V7cpOXz5y/c18qkfKKZaP/G5.avi

hitp://https://www.remixd.com/privacy_policy.html 0% Avira URL Cloud safe
hitp://https://onedrive.live.com;Fotos 0% Avira URL Cloud safe
hitp://https://img.img- 0% URL Reputation safe
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ce_sharpen%2Ch_311%2Cw_207%2Cc_fill%

hitp://https://img.img- 0% URL Reputation safe
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ce_sharpen%2Ch_311%2Cw_207%2Cc_fill%

hitp://https://img.img- 0% URL Reputation safe
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ce_sharpen%2Ch_311%2Cw_207%2Cc_fill%
hitp://https://www.blackfridaydeals.ch/neuste-angebote?utm_source=ms&utm_campaign=shop-gross 0% Avira URL Cloud safe
hitp://https://bealion.com/politica-de-cookies 0% Avira URL Cloud safe
hitp://https://www.gadsme.com/privacy-policy/ 0% Avira URL Cloud safe
hitp://https://portal.eu.numbereight. me/policies-license#software-privacy-notice 0% Avira URL Cloud safe
http:/f 0% URL Reputation safe
https://www.stroeer.de/fileadmin/de/Konvergenz_und_Konzepte/Daten_und_Technologien/Stroeer_SSP/

Downl

http:/f 0% URL Reputation safe
https://www.stroeer.de/fileadmin/de/Konvergenz_und_Konzepte/Daten_und_Technologien/Stroeer_SSP/

Downl

http:/f 0% URL Reputation safe
https://www.stroeer.de/fileadmin/de/Konvergenz_und_Konzepte/Daten_und_Technologien/Stroeer_SSP/

Downl

hitp://https://www.blackfridaydeals.ch/?utm_source=ms&utm_campaign=topnav 0% Avira URL Cloud safe
hitp://https://channelpilot.co.uk/privacy-policy 0% Avira URL Cloud safe
hitp://https://onedrive.live.com;OneDrive-App 0% Avira URL Cloud safe
hitp://https://www.admo.tv/en/privacy-policy 0% Avira URL Cloud safe
hitp://https://mem.gfx.ms/meversion/?partner=msn&market=de-ch" 0% URL Reputation safe
hitp://https://mem.gfx.ms/meversion/?partner=msn&market=de-ch" 0% URL Reputation safe
hitp://https://mem.gfx.ms/meversion/?partner=msn&market=de-ch" 0% URL Reputation safe
hitp://https://www.blackfridaydeals.ch/?utm_source=ms&utm_campaign=mestripe 0% Avira URL Cloud safe
hitp://https://www.bidstack.com/privacy-policy/ 0% URL Reputation safe
hitp://https://www.bidstack.com/privacy-policy/ 0% URL Reputation safe
hitp://https://www.bidstack.com/privacy-policy/ 0% URL Reputation safe
hitp://https://listonic.com/privacy/ 0% Avira URL Cloud safe
hitp://https://quantyoo.de/datenschutz 0% Avira URL Cloud safe
hitp://https://img.img- 0% URL Reputation safe
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:au

hitp://https://img.img- 0% URL Reputation safe
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:au

hitp://https://img.img- 0% URL Reputation safe
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:au
hitp://https://www.blackfridaydeals.ch/neuste-angebote?utm_source=ms&utm_campaign=shop-trends 0% Avira URL Cloud safe
hitp://https://www.vidstart.com/wp-content/uploads/2018/09/PrivacyPolicyPDF-Vidstart.pdf 0% Avira URL Cloud safe
hitp://https://related.hu/adatkezeles/ 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation
contextual.media.net 104.84.56.24 true false high
tls13.taboola.map.fastly.net 151.101.1.44 true false e 0%, Virustotal, Browse unknown
ocsp.scalb.amazontrust.com 13.224.89.175 true false e 0%, Virustotal, Browse unknown
hblg.media.net 104.84.56.24 true false high
Ig3.media.net 104.84.56.24 true false high
web.vortex.data.msn.com unknown unknown false high
WWwW.msn.com unknown unknown false high
srtb.msn.com unknown unknown false high
img.img-taboola.com unknown unknown false e 0%, Virustotal, Browse unknown
cvision.media.net unknown unknown false high
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https://www.virustotal.com/gui/url/34d7a5628cd38966e8a7512b50ed594ea59c1e81eb029dde41d339efc420d112/detection/u-34d7a5628cd38966e8a7512b50ed594ea59c1e81eb029dde41d339efc420d112-1605715950
https://www.virustotal.com/gui/url/4ce98eefc688a70eb0069fb1b5be9e88a563a89268f55c647624d9c49cd5dc7b/detection/u-4ce98eefc688a70eb0069fb1b5be9e88a563a89268f55c647624d9c49cd5dc7b-1606046014
https://www.virustotal.com/gui/url/98e5377999130bb0b8ff8905a4828ca4dfa539c112e65f1692c2046b0fa0a714/detection/u-98e5377999130bb0b8ff8905a4828ca4dfa539c112e65f1692c2046b0fa0a714-1605973230

Contacted URLs

Name

http:/f

Malicious

false

ocsp.scalb.amazontrust.com/images/GuXZuSyr/qiCcchB8lqLHHj49hWafdYz/LB64K9jUDp/8p
_2FncgGGEAT79BCT/CP47tNagoDEG/YzkaBzL6Stk/90RKRRsKhghpCO/IXOg256 EQPD)tjSk

_2FS/WHKTAMOIAWIN7X9Q/NV7cpOXz5y/c18akiKKZaP/G5.avi

URLs from Memory and Binaries

Name

hitp://searchads.msn.net/.cfm?&&kp=1&

hitp://https://contextual.media.net/medianet.php?
cid=8CU157172

hitp://https://www.msn.com/de-ch/nachrichten/coronareisen
hitp://https://www.remixd.com/privacy_policy.html
hitp://https://onedrive.live.com;Fotos

hitp://https://www.onenote.com/notebooks?
WT.mc_id=MSN_OneNote_TopMenu&auth=1&wdorigin=msn

hitp://https://office.live.com/start/Word.aspx?
WT.mc_id=MSN_site;Excel

hitp://fogp.me/ns/fb#

hitp://https://www.msn.com/de-ch/news/other/f%c3%bcr-
immer-fr%c3%b6hlich-pessimistisch/ar-BB1bcZ3l?ocid=hpl

hitp://https://www.msn.com/de-ch/news/other/dieser-weisse-
spatz-lebt-wohl-weniger-lang-als-seine-artgenosse

hitp://https://outlook.live.com/mail/deeplink/compose;Kalender

hitp://https://res-
a.akamaihd.net/__media__/pics/8000/72/941/fallbackl.jpg

hitp://https://www.skyscanner.net/g/referrals/vl/cars/home?
associateid=API_B2B_19305_00002

hitp://https://www.onenote.com/notebooks?
WT.mc_id=MSN_OneNote_Recent&auth=1&wdorigin=msn

hitp://https://www.office.com/?omkt=de-
ch%26WT.mc_id=MSN_site

hitp://https://www.skype.com/

hitp://https://img.img-
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ce_shar
pen%2Ch_311%2Cw_207%2Cc_fill%

hitp://https://www.blackfridaydeals.ch/neuste-angebote?
utm_source=ms&utm_campaign=shop-gross

hitp://https://sp.booking.com/index.html?
aid=1589774&label=travelnavlink

hitp://https://www.msn.com/de-ch/nachrichten/regional
hitp://https://onedrive.live.com/?qt=allmyphotos;Aktuelle
hitp://https://amzn.to/2TTxhNg

hitp://https://www.skype.com/go/onedrivepromo.download?
cm_mmc=MSFT_2390_MSN-com

hitp://https://client-s.gateway.messenger.live.com
hitp://https://www.brightcom.com/privacy-policy/
hitp://https://www.msn.com/de-ch/

hitp://https://office.live.com/start/PowerPoint.aspx?
WT.mc_id=MSN_site

hitp://https://contextual.media.net/medianet.php?
cid=8CU157172&crid=858412214&size=306x271&https=1

hitp://https://www.awinl.com/cread.php?
awinmid=15168&awinaffid=696593&clickref=de-ch-edge-dhp-
river

hitp://https://bealion.com/politica-de-cookies
hitp://https://www.msn.com/de-ch

hitp://https://sp.booking.com/index.html?
aid=1589774&label=dech-prime-verticals-shoppinghub

hitp://https://twitter.com/i/notifications;lch

hitp://https://www.awinl.com/cread.php?
awinmid=11518&awinaffid=696593&clickref=dech-edge-dhp-
infopa

hitp://https://www.gadsme.com/privacy-policy/

hitp://https://portal.eu.numbereight. me/policies-
licensettsoftware-privacy-notice

hitp://https://contextual.media.net/medianet.php?
cid=8CU157172&crid=722878611&size=306x271&http
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Source

{E82FEE6A-2D67-11EB-90EB-ECF4B
BEA1588}.dat.3.dr

de-ch[1].htm.4.dr

de-ch[1].htm.4.dr
iab2Data[1].json.4.dr
85-0f8009-68ddb2ab[1].js.4.dr
de-ch[1].htm.4.dr

85-0f8009-68ddb2abl[1].js.4.dr

de-ch[1].htm.4.dr
de-ch[1].htm.4.dr

de-ch[1].htm.4.dr

85-0f8009-68ddb2abl[1].js.4.dr

{E82FEE6A-2D67-11EB-90EB-ECF4B
BEA1588}.dat.3.dr

de-ch[1].htm.4.dr

85-0f8009-68ddb2abl[1].js.4.dr

de-ch[1].htm.4.dr

de-ch[1].htm.4.dr
auction[1].htm.4.dr

de-ch[1].htm.4.dr

de-ch[1].htm.4.dr

de-ch[1].htm.4.dr
85-0f8009-68ddb2ab[1].js.4.dr
de-ch[1].htm.4.dr
85-0f8009-68ddb2ab[1].js.4.dr

85-0f8009-68ddb2ab[1].js.4.dr
iab2Data[1].json.4.dr
de-ch[1].htm.4.dr
85-0f8009-68ddb2ab[1].js.4.dr

{E82FEE6A-2D67-11EB-90EB-ECF4B
BEA1588}.dat.3.dr

de-ch[1].htm.4.dr

iab2Data[1].json.4.dr
de-ch[1].htm.4.dr
de-ch[1].htm.4.dr

85-0f8009-68ddb2abl[1].js.4.dr

de-ch[1].htm.4.dr

iab2Data[1].json.4.dr

iab2Data[1].json.4.dr

de-ch[1].htm.4.dr

Malicious

false

false

false
false
false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false
false
false

false

false
false
false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

e Avira URL Cloud: safe

Antivirus Detection

e Avira URL Cloud: safe
e Avira URL Cloud: safe

e URL Reputation: safe
URL Reputation: safe
e URL Reputation: safe

.

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe
e Avira URL Cloud: safe

Reputation

unknown

Reputation

high
high
high
unknown

low

high

high

high
high

high

high
high

high
high
high
high
unknown
unknown
high
high
high
high
high
high
high
high
high
high
high
unknown
high
high
high
high
unknown

unknown

high
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Name

hitp://https://www.msn.com/de-ch/news/other/der-fc-
z%c3%bcrich-punktet-weiter-doch-etwas-fehlt/ar-BB1bfNaz?

hitp://https://www.sway.com/?

WT.mc_id=MSN_site&utm_source=MSN&utm_medium=Topn

av&utm_campaign=link;PowerPoin

hitp://https://www.msn.com/de-ch/?

ocid=iehp&item=deferred_page%3al&ignorejs=webcore%2fm

odules%2fjsh
hitp:/fogp.me/ns#
hitp://https://docs.prebid.org/privacy.html

hitp://https://onedrive.live.com/?qt=mru;OneDrive-App

hitp://https://www.skype.com/de

hitp://https://www.msn.com/de-ch/news/other/19-
j%c3%adhriger-lernfahrer-stirbt-nach-unfall-mit-t%c3%hb6ff/ar

hitp://https://sp.booking.com/index.html?
aid=1589774&label=dech-prime-hp-me

hitp://https://www.skype.com/de/download-skype

http:/f

https://www.stroeer.de/fileadmin/de/Konvergenz_und_Konzept
e/Daten_und_Technologien/Stroeer_SSP/Downl

hitp://https://www.msn.com/de-ch/?ocid=iehpt

hitp://https://onedrive.live.com/?

wt.mc_id=0o_msn_msnhomepage_header

hitp://https://www.blackfridaydeals.ch/?
utm_source=ms&utm_campaign=topnav

hitp://www.hotmail.msn.com/pii/ReadOutlookEmail/
hitp://https://channelpilot.co.uk/privacy-policy

hitp://https://www.msn.com/de-ch/news/other/sind-die-badis-
in-z%c3%bcrich-bald-gratis-f%c3%bcr-alle/ar-BB1b

hitp://https://onedrive.live.com;OneDrive-App

hitp://https://www.msn.com/de-ch/news/other/ein-markantes-
warenhaus-beim-z%c3%bcrcher-bellevue-erh%c3%a4lt-

http:/f

https://geolocation.onetrust.com/cookieconsentpub/v1/geo/loc

ation

hitp://https://www.onenote.com/notebooks?
WT.mc_id=MSN_OneNote_QuickNote&auth=1

hitp://https://office.live.com/start/Excel.aspx?

WT.mc_id=MSN_site;Sway

hitp://https://www.admo.tv/en/privacy-policy

http:/f

https://www.bet365affiliates.com/Ul/Pages/Affiliates/Affiliates.a

spx?ContentPath

hitp://https://cdn.cookielaw.org/vendorlist/googleData.json

hitp://https://outlook.com/

hitp://https://rover.ebay.com/rover/1/5222-53480-19255-0/1?
mpre=https%3A%2F%2Fwww.ebay.ch&campid=533862

hitp://https://contextual.media.net/checksync.php?
&vsSync=1&cs=1&hb=1&cv=37&ndec=1&cid=8HBI57XIG&prv

id=77%2

hitp://https://cdn.cookielaw.org/vendorlist/iabData.json

hitp://https://www.msn.com/de-
ch/homepage/api/pdp/updatepdpdata”

hitp://https://cdn.cookielaw.org/vendorlist/iab2Data.json

hitp://https://onedrive.live.com/?qt=mru;Aktuelle

hitp://https://www.msn.com/de-ch/?ocid=iehp

hitp://https://www.msn.com/de-
ch/homepage/api/modules/fetch”

hitp://https://mem.gfx.ms/meversion/?
partner=msn&market=de-ch"

hitp://https://www.blackfridaydeals.ch/?

utm_source=ms&utm_campaign=mestripe

hitp://https://web.vortex.data.msn.com/collect/v1/t.gif?
name=%27Ms.Webi.PageView%27&ver=%272.1%27&a

hitp://https://www.bidstack.com/privacy-policy/

hitp://https://onedrive.live.com/about/en/download/

Copyright null 2020

Source

de-ch[1].htm.4.dr

85-0f8009-68ddb2abl[1].js.4.dr

de-ch[1].htm.4.dr

de-ch[1].htm.4.dr
iab2Data[1].json.4.dr
85-0f8009-68ddb2ab[1].js.4.dr
85-0f8009-68ddb2ab[1].js.4.dr
de-ch[1].htm.4.dr

de-ch[1].htm.4.dr

85-0f8009-68ddb2abl[1].js.4.dr

iab2Data[1].json.4.dr

{E82FEE6A-2D67-11EB-90EB-ECF4B
BEA1588}.dat.3.dr

de-ch[1].htm.4.dr

de-ch[1].htm.4.dr

85-0f8009-68ddb2ab[1].js.4.dr
iab2Data[1].json.4.dr
de-ch[1].htm.4.dr

85-0f8009-68ddb2ab[1].js.4.dr
de-ch[1].htm.4.dr

55a804ab-e5¢c6-4h97-9319-86263d
365d28[1].json.4.dr

85-0f8009-68ddb2abl[1].js.4.dr

85-0f8009-68ddb2abl[1].js.4.dr

iab2Data[1].json.4.dr

iab2Data[1].json.4.dr

55a804ab-e5¢c6-4h97-9319-86263d
365d28[1].json.4.dr

de-ch[1].htm.4.dr
de-ch[1].htm.4.dr

{E82FEE6A-2D67-11EB-90EB-ECF4B
BEA1588}.dat.3.dr

55a804ab-e5¢c6-4h97-9319-86263d
365d28[1].json.4.dr
de-ch[1].htm.4.dr
55a804ab-e5c6-4h97-9319-86263d
365d28[1].json.4.dr

85-0f8009-68ddb2abl[1].js.4.dr

{EB2FEE6A-2D67-11EB-90EB-ECF4B
BEA1588}.dat.3.dr
de-ch[1].htm.4.dr

de-ch[1].htm.4.dr

de-ch[1].htm.4.dr

de-ch[1].htm.4.dr

iab2Data[1].json.4.dr

85-0f8009-68ddb2abl[1].js.4.dr

Malicious

false

false

false

false
false
false
false

false

false

false

false

false

false

false

false
false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

e Avira URL Cloud: safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

Avira URL Cloud: safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

Reputation

high

high

high

high
high
high
high
high
high
high
unknown
high
high
unknown
high
unknown

high

low

high

high

high

high

unknown

high

high

high
high

high

high

high

high

high
high

high

unknown

unknown

high

unknown

high
Page 11 of 66



Name Source Malicious Antivirus Detection Reputation

hitp://popup.taboola.com/german auction[1].htm.4.dr false high
hitp://https://listonic.com/privacy/ iab2Data[1].json.4.dr false e Avira URL Cloud: safe unknown
hitp://https://www.ricardo.ch/? de-ch[1].htm.4.dr false high

utm_source=msn&utm_medium=affiliate&utm_campaign=msn

_mestripe_logo_d

hitp://https://www.msn.com/de- de-ch[1].htm.4.dr false high
ch/news/other/gesundheitsdirektorin-natalie-rickli-zu-den-

problemen-am-z%c3%b

hitp://https://twitter.com/ de-ch[1].htm.4.dr false high
hitp://https://quantyoo.de/datenschutz iab2Data[1].json.4.dr false e Avira URL Cloud: safe unknown
hitp://https://outlook.live.com/calendar 85-0f8009-68ddb2ab[1].js.4.dr false high
hitp://https://img.img- auction[1].htm.4.dr false e URL Reputation: safe unknown
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311 e URL Reputation: safe
%2Cw_207%2Cc_fill%2Cg_faces:au e URL Reputation: safe
hitp://https://www.blackfridaydeals.ch/neuste-angebote? de-ch[1].htm.4.dr false e Avira URL Cloud: safe unknown
utm_source=ms&utm_campaign=shop-trends

hitp://https://onedrive.live.com/#qt=mru 85-0f8009-68ddb2ab[1].js.4.dr false high
hitp://https://api.taboola.com/2.0/json/msn-ch-de- auction[1].htm.4.dr false high
home/recommendations.notify-click?app.type=desktop&ap

hitp://https://www.msn.com?form=MY0104&0CID=MY0104  de-ch[1].htm.4.dr false high
hitp://https://www.vidstart.com/wp- iab2Data[1].json.4.dr false e Avira URL Cloud: safe unknown
content/uploads/2018/09/PrivacyPolicyPDF-Vidstart.pdf

hitp://https://support.skype.com 85-0f8009-68ddb2ab[1].js.4.dr false high
hitp://https://www.skyscanner.net/flights? de-ch[1].htm.4.dr false high
associateid=API_B2B_19305_00001&vertical=custom&pageT

ype=

hitp://https://contextual.media.net/medianet.php? {EB2FEE6A-2D67-11EB-90EB-ECF4B  false high

cid=8CU157172&crid=722878611&size=306x271&https=1 BEA1588}.dat.3.dr

hitp://https://clk.tradedoubler.com/click? de-ch[1].htm.4.dr false high
p=245744&a=3064090&9=21863656

hitp://https://contextual.media.net/medianet.php? de-ch[1].htm.4.dr false high
cid=8CU157172&crid=858412214&size=306x271&http

hitp://https://www.ricardo.ch/? de-ch[1].htm.4.dr false high
utm_source=msn&utm_medium=affiliate&utm_campaign=msn
_shop_de&utm

hitp://https://related.hu/adatkezeles/ iab2Data[1].json.4.dr false e Avira URL Cloud: safe unknown

hitp://https://login.skype.com/login/oauth/microsoft? 85-0f8009-68ddb2ab[1].js.4.dr false high
client_id=738133

hitp://https://onedrive.live.com? 85-0f8009-68ddb2ab[1].js.4.dr false high
wt.mc_id=00_msn_msnhomepage_header

Contacted IPs

] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% < No. of IPs
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Public

P Domain
13.224.89.175 unknown
151.101.1.44 unknown

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

Copyright null 2020

Country
United States
United States

ASN Name Malicious
AMAZON-02US false
FASTLYUS false

31.0.0 Red Diamond
321539

23.11.2020
09:42:07
CloudBasic

Oh 6m 25s

false

light

cOnnectlon.dll
default.jbs

Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211

20
0
0
0
0

e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled

default

Timeout

MAL
mal80.bank.troj.winDLL@13/136@9/2
Failed

e Successful, ratio: 79.5% (good quality ratio 76.8%)
e Quality average: 80.7%
e Quality standard deviation: 27.1%

e Successful, ratio: 100%
e Number of executed functions: 0
e Number of non-executed functions: 0

e Adjust boot time

e Enable AMSI

e Found application associated with file extension:
il
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Warnings:

Simulations

Behavior and APIs

No simulations

Joe Sandbox View | Context

IPs

Match Associated Sample Name / URL

Copyright null 2020

SHA 256

Show All
e Exclude process from analysis (whitelisted):

Detection

BackgroundTransferHost.exe, ielowutil.exe,
backgroundTaskHost.exe, WmiPrvSE.exe,
svchost.exe, wuapihost.exe

TCP Packets have been reduced to 100

Created / dropped Files have been reduced to 100
Excluded IPs from analysis (whitelisted):
104.108.39.131, 131.253.33.203, 204.79.197.200,
13.107.21.200, 92.122.213.187, 92.122.213.231,
65.55.44.109, 104.84.56.24, 104.42.151.234,
51.11.168.160, 168.61.161.212, 152.199.19.161,
52.155.217.156, 20.54.26.129, 205.185.216.42,
205.185.216.10, 104.43.139.144, 51.104.139.180,
92.122.213.194, 92.122.213.247

Excluded domains from analysis (whitelisted):
arc.msn.com.nsatc.net, a-0003.dc-msedge.net,
al449.dscg2.akamai.net, arc.msn.com,
e11290.dspg.akamaiedge.net,
iecvlist.microsoft.com,
db5eap.displaycatalog.md.mp.microsoft.com.akadn
s.net, go.microsoft.com, www-bing-com.dual-a-
0001.a-msedge.net,
audownload.windowsupdate.nsatc.net,
au.download.windowsupdate.com.hwcdn.net,
displaycatalog.mp.microsoft.com,
watson.telemetry.microsoft.com, img-prod-cms-rt-
microsoft-com.akamaized.net, au-bg-
shim.trafficmanager.net, www.bing.com,
displaycatalog-
europeeap.md.mp.microsoft.com.akadns.net, dual-
a-0001.a-msedge.net, ie9comview.vo.msecnd.net,
db3p-ris-pf-prod-atm.trafficmanager.net,
global.vortex.data.trafficmanager.net,
cvision.media.net.edgekey.net,
displaycatalog.md.mp.microsoft.com.akadns.net,
ris-prod.trafficmanager.net,
skypedataprdcolcus17.cloudapp.net,
ctldl.windowsupdate.com, www-msn-com.a-0003.a-
msedge.net, cds.d2s7g6s2.hwcdn.net,
skypedataprdcolcus16.cloudapp.net,
al1999.dscg2.akamai.net,
web.vortex.data.trafficmanager.net,
e607.d.akamaiedge.net,
web.vortex.data.microsoft.com,
ris.api.iris.microsoft.com, a-0001.a-
afdentry.net.trafficmanager.net, icePrime.a-
0003.dc-msedge.net,
go.microsoft.com.edgekey.net,
blobcollector.events.data.trafficmanager.net, static-
global-s-msn-com.akamaized.net,
skypedataprdcolwus16.cloudapp.net,
cs9.wpc.vOcdn.net

Report size exceeded maximum capacity and may
have missing behavior information.

Report size getting too big, too many
NtDeviceloControlFile calls found.

Report size getting too big, too many
NtOpenKeyEx calls found.

Report size getting too big, too many
NtQueryAttributesFile calls found.

Link Context
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Match
13.224.89.175

151.101.1.44

Domains

Match

contextual.media.net

tls13.taboola.map.fastly.net

Copyright null 2020

Associated Sample Name / URL SHA 256
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

p

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Detection

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

ocsp.scal
b.amazontr
ust.com/MF
EwTzBNMEsw
STAJBgUrDg
MCGgUABBQz
9arGHWbnBV
ODFzpNHz4Y
cTiIFDQQUWa
RmMBIKge5WS
PKOUByeWdF
V5PdACEAUF
CW3g9RmmmO
ZgfDr5470%3D

Context

2.18.68.31
104.84.56.24
92.122.146.68
92.122.146.68
2.18.68.31
2.18.68.31
23.54.113.52
23.54.113.52
23.54.113.52
2.18.68.31

104.84.56.24
104.84.56.24
92.122.146.68
2.18.68.31
2.18.68.31
104.84.56.24
92.122.146.68
92.122.146.68
2.20.86.97
104.84.56.24
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
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https://view.joesandbox.com/analysis/185484/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/185484/html/none?idtype=webid
https://view.joesandbox.com/analysis/239554/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239554/html/none?idtype=webid
https://view.joesandbox.com/analysis/239406/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239406/html/none?idtype=webid
https://view.joesandbox.com/analysis/239309/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239309/html/none?idtype=webid
https://view.joesandbox.com/analysis/239304/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239304/html/none?idtype=webid
https://view.joesandbox.com/analysis/239046/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239046/html/none?idtype=webid
https://view.joesandbox.com/analysis/238957/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238957/html/none?idtype=webid
https://view.joesandbox.com/analysis/238714/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238714/html/none?idtype=webid
https://view.joesandbox.com/analysis/238605/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238605/html/none?idtype=webid
https://view.joesandbox.com/analysis/238595/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238595/html/none?idtype=webid
https://view.joesandbox.com/analysis/238347/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238347/html/none?idtype=webid
https://view.joesandbox.com/analysis/237760/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237760/html/none?idtype=webid
https://view.joesandbox.com/analysis/237758/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237758/html/none?idtype=webid
https://view.joesandbox.com/analysis/237642/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237642/html/none?idtype=webid
https://view.joesandbox.com/analysis/237206/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237206/html/none?idtype=webid
https://view.joesandbox.com/analysis/237163/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237163/html/none?idtype=webid
https://view.joesandbox.com/analysis/237022/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237022/html/none?idtype=webid
https://view.joesandbox.com/analysis/236979/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236979/html/none?idtype=webid
https://view.joesandbox.com/analysis/236707/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236707/html/none?idtype=webid
https://view.joesandbox.com/analysis/236683/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236683/html/none?idtype=webid
https://view.joesandbox.com/analysis/236678/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236678/html/none?idtype=webid
https://view.joesandbox.com/analysis/239554/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239554/html/none?idtype=webid
https://view.joesandbox.com/analysis/239406/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239406/html/none?idtype=webid
https://view.joesandbox.com/analysis/239309/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239309/html/none?idtype=webid
https://view.joesandbox.com/analysis/239304/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239304/html/none?idtype=webid
https://view.joesandbox.com/analysis/239046/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239046/html/none?idtype=webid
https://view.joesandbox.com/analysis/238957/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238957/html/none?idtype=webid
https://view.joesandbox.com/analysis/238714/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238714/html/none?idtype=webid
https://view.joesandbox.com/analysis/238605/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238605/html/none?idtype=webid
https://view.joesandbox.com/analysis/238595/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238595/html/none?idtype=webid
https://view.joesandbox.com/analysis/238347/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238347/html/none?idtype=webid
https://view.joesandbox.com/analysis/237760/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237760/html/none?idtype=webid
https://view.joesandbox.com/analysis/237758/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237758/html/none?idtype=webid
https://view.joesandbox.com/analysis/237642/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237642/html/none?idtype=webid
https://view.joesandbox.com/analysis/237306/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237306/html/none?idtype=webid
https://view.joesandbox.com/analysis/237206/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237206/html/none?idtype=webid
https://view.joesandbox.com/analysis/237163/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237163/html/none?idtype=webid
https://view.joesandbox.com/analysis/237022/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237022/html/none?idtype=webid
https://view.joesandbox.com/analysis/236979/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236979/html/none?idtype=webid
https://view.joesandbox.com/analysis/236770/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236770/html/none?idtype=webid
https://view.joesandbox.com/analysis/236707/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236707/html/none?idtype=webid
https://view.joesandbox.com/analysis/239554/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239554/html/none?idtype=webid
https://view.joesandbox.com/analysis/239406/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239406/html/none?idtype=webid
https://view.joesandbox.com/analysis/239309/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239309/html/none?idtype=webid
https://view.joesandbox.com/analysis/239304/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239304/html/none?idtype=webid
https://view.joesandbox.com/analysis/239046/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239046/html/none?idtype=webid

Match

ocsp.scalb.amazontrust.com

ASN

Match
FASTLYUS

Copyright null 2020

Associated Sample Name /| URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

_

Get hash

hitp/;

Get hash
Get hash
Get hash

Get hash

E

Get hash
Get hash

E

Get hash
Get hash

Get hash
Get hash

=

Get hash

Associated Sample Name /| URL SHA 256
F Get hash

Get hash

=

Get hash

Detection
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious

malicious

malicious

Detection

malicious

malicious

malicious

Link

Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse

Browse

Browse

Link

Browse

Browse

Browse

Context

151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44

151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
143.204.15.36
143.204.15.203
54.230.104.94
13.224.89.175
65.9.23.43
13.224.89.194
13.224.89.175
13.32.182.145
13.32.177.52
143.204.10.85
13.32.177.193
13.32.177.194
52.85.69.88
54.230.14.183
52.85.177.12
13.32.210.149
52.85.245.41

13.32.16.140
54.192.185.212

13.33.23.161

Context

151.101.2.110

151.101.1.195

151.101.1.195

Page 16 of 66


https://view.joesandbox.com/analysis/238957/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238957/html/none?idtype=webid
https://view.joesandbox.com/analysis/238714/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238714/html/none?idtype=webid
https://view.joesandbox.com/analysis/238605/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238605/html/none?idtype=webid
https://view.joesandbox.com/analysis/238595/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238595/html/none?idtype=webid
https://view.joesandbox.com/analysis/238347/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238347/html/none?idtype=webid
https://view.joesandbox.com/analysis/237760/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237760/html/none?idtype=webid
https://view.joesandbox.com/analysis/237758/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237758/html/none?idtype=webid
https://view.joesandbox.com/analysis/237642/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237642/html/none?idtype=webid
https://view.joesandbox.com/analysis/237206/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237206/html/none?idtype=webid
https://view.joesandbox.com/analysis/237022/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237022/html/none?idtype=webid
https://view.joesandbox.com/analysis/236979/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236979/html/none?idtype=webid
https://view.joesandbox.com/analysis/236707/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236707/html/none?idtype=webid
https://view.joesandbox.com/analysis/236683/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236683/html/none?idtype=webid
https://view.joesandbox.com/analysis/236678/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236678/html/none?idtype=webid
https://view.joesandbox.com/analysis/236411/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236411/html/none?idtype=webid
https://view.joesandbox.com/analysis/238745/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238745/html/none?idtype=webid
https://view.joesandbox.com/analysis/238714/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238714/html/none?idtype=webid
https://view.joesandbox.com/analysis/238595/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238595/html/none?idtype=webid
https://view.joesandbox.com/analysis/237022/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237022/html/none?idtype=webid
https://view.joesandbox.com/analysis/233940/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/233940/html/none?idtype=webid
https://view.joesandbox.com/analysis/205241/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/205241/html/none?idtype=webid
https://view.joesandbox.com/analysis/185484/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/185484/html/none?idtype=webid
https://view.joesandbox.com/analysis/126807/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/126807/html/none?idtype=webid
https://view.joesandbox.com/analysis/125927/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/125927/html/none?idtype=webid
https://view.joesandbox.com/analysis/124499/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/124499/html/none?idtype=webid
https://view.joesandbox.com/analysis/124387/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/124387/html/none?idtype=webid
https://view.joesandbox.com/analysis/124201/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/124201/html/none?idtype=webid
https://view.joesandbox.com/analysis/123864/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/123864/html/none?idtype=webid
https://view.joesandbox.com/analysis/123547/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/123547/html/none?idtype=webid
https://view.joesandbox.com/analysis/121563/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/121563/html/none?idtype=webid
https://view.joesandbox.com/analysis/121402/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/121402/html/none?idtype=webid
https://view.joesandbox.com/analysis/120976/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/120976/html/none?idtype=webid
https://view.joesandbox.com/analysis/120803/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/120803/html/none?idtype=webid
https://view.joesandbox.com/analysis/119442/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/119442/html/none?idtype=webid
https://view.joesandbox.com/analysis/119170/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/119170/html/none?idtype=webid
https://view.joesandbox.com/analysis/239726/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239726/html/none?idtype=webid
https://view.joesandbox.com/analysis/239651/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239651/html/none?idtype=webid
https://view.joesandbox.com/analysis/239650/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239650/html/none?idtype=webid

Match

AMAZON-02US

JA3 Fingerprints

Match
9e10692f1b7f78228b2d4e424db3a98c
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Associated Sample Name /| URL SHA 256
Get hash

-

Get hash

E

Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash

Get hash

E

Get hash

Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

E

Get hash

Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

-

Get hash
Get hash

E

Get hash

E

Get hash

Get hash
Get hash
Get hash

Get hash

Associated Sample Name /| URL SHA 256
Get hash

Detection

malicious

malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious

malicious

malicious

malicious

malicious
malicious
malicious
malicious

malicious

malicious

malicious

malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious

malicious

Detection

malicious

Link

Browse

Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse

Browse

Browse

Browse

Browse
Browse
Browse
Browse

Browse

Browse

Browse

Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse

Browse

Link

Browse

Context

e 185.199.10
8.153

e 151.101.1.192
e 151.101.12.159
e 151.101.1.46

e 151.101.1.44

e 151.101.1.44

e 151.101.12.158

e 151.101.1.44
e 151.101.1.44
e 151.101.1.46
e 151.101.2.109

e 151.101.13
0.109

e 151.101.2.133

e 151.101.0.238
e 151.101.14.109
e 151.101.1.16

e 151.101.1.44

e 13.224.198.53

e 35.156.29.60

e 35.156.174.8

e 13.224.93.48
e 13.248.196.204
e 52.12.33.145

e 52.217.4.102

e 13.224.93.99

e 52.217.43.14

e 13.224.93.76

e 13.224.93.99

e 34.255.187.247
e 13.224.93.52

e 52.210.174.128
e 13.224.93.121
e 52.12.33.145

e 3.138.72.189
e 35.163.165.143
e 52.33.162.26
e 143.204.201.83

Context

e 151.101.1.44
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https://view.joesandbox.com/analysis/239609/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239609/html/none?idtype=webid
https://view.joesandbox.com/analysis/239596/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239596/html/none?idtype=webid
https://view.joesandbox.com/analysis/239576/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239576/html/none?idtype=webid
https://view.joesandbox.com/analysis/239559/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239559/html/none?idtype=webid
https://view.joesandbox.com/analysis/239554/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239554/html/none?idtype=webid
https://view.joesandbox.com/analysis/239406/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239406/html/none?idtype=webid
https://view.joesandbox.com/analysis/239311/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239311/html/none?idtype=webid
https://view.joesandbox.com/analysis/239309/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239309/html/none?idtype=webid
https://view.joesandbox.com/analysis/239304/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239304/html/none?idtype=webid
https://view.joesandbox.com/analysis/239282/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239282/html/none?idtype=webid
https://view.joesandbox.com/analysis/239122/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239122/html/none?idtype=webid
https://view.joesandbox.com/analysis/239102/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239102/html/none?idtype=webid
https://view.joesandbox.com/analysis/239098/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239098/html/none?idtype=webid
https://view.joesandbox.com/analysis/239081/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239081/html/none?idtype=webid
https://view.joesandbox.com/analysis/239072/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239072/html/none?idtype=webid
https://view.joesandbox.com/analysis/239070/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239070/html/none?idtype=webid
https://view.joesandbox.com/analysis/239046/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239046/html/none?idtype=webid
https://view.joesandbox.com/analysis/239726/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239726/html/none?idtype=webid
https://view.joesandbox.com/analysis/239694/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239694/html/none?idtype=webid
https://view.joesandbox.com/analysis/239692/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239692/html/none?idtype=webid
https://view.joesandbox.com/analysis/239632/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239632/html/none?idtype=webid
https://view.joesandbox.com/analysis/239631/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239631/html/none?idtype=webid
https://view.joesandbox.com/analysis/239618/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239618/html/none?idtype=webid
https://view.joesandbox.com/analysis/239616/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239616/html/none?idtype=webid
https://view.joesandbox.com/analysis/239614/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239614/html/none?idtype=webid
https://view.joesandbox.com/analysis/239611/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239611/html/none?idtype=webid
https://view.joesandbox.com/analysis/239600/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239600/html/none?idtype=webid
https://view.joesandbox.com/analysis/239599/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239599/html/none?idtype=webid
https://view.joesandbox.com/analysis/239597/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239597/html/none?idtype=webid
https://view.joesandbox.com/analysis/239596/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239596/html/none?idtype=webid
https://view.joesandbox.com/analysis/239579/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239579/html/none?idtype=webid
https://view.joesandbox.com/analysis/239576/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239576/html/none?idtype=webid
https://view.joesandbox.com/analysis/239568/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239568/html/none?idtype=webid
https://view.joesandbox.com/analysis/239566/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239566/html/none?idtype=webid
https://view.joesandbox.com/analysis/239559/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239559/html/none?idtype=webid
https://view.joesandbox.com/analysis/239555/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239555/html/none?idtype=webid
https://view.joesandbox.com/analysis/239548/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239548/html/none?idtype=webid
https://view.joesandbox.com/analysis/239731/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239731/html/none?idtype=webid

Match Associated Sample Name /| URL SHA 256 Detection Link Context
Get hash malicious Browse e 151.101.1.44

Get hash malicious Browse e 151.101.1.44

Get hash malicious Browse e 151.101.1.44

=

Get hash malicious Browse e 151.101.1.44

=

Get hash malicious Browse e 151.101.1.44

Get hash malicious Browse e 151.101.1.44

Get hash malicious Browse e 151.101.1.44
Get hash malicious Browse e 151.101.1.44
Get hash malicious Browse e 151.101.1.44
Get hash malicious Browse e 151.101.1.44
Get hash malicious Browse e 151.101.1.44

Get hash malicious Browse e 151.101.1.44
Get hash malicious Browse e 151.101.1.44

Get hash malicious Browse e 151.101.1.44
Get hash malicious Browse e 151.101.1.44

E

Get hash malicious Browse e 151.101.1.44

Get hash malicious Browse e 151.101.1.44
Get hash malicious Browse e 151.101.1.44
Get hash malicious Browse e 151.101.1.44

Dropped Files

No context

Created / dropped Files

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\DOMStore\E5FONRSV\www.msn[2].xml

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 13

Entropy (8bit): 2.469670487371862

Encrypted: false

SSDEEP: 3:D90aKb:JFKb

MD5: C1DDEA3EF6BBEF3E7060A1A9AD89E4CS

SHAL: 35E3224FCBD3E1AF306F2B6A2C6BBEAIB0867966

SHA-256: B71E4D17274636B97179BA2D97C742735B6510EB54F22893D3A2DAFF2CEB28DB

SHA-512: 6BESCEC7C862AFAE5B37AA32DC5BB45912881A3276606DA41BF808A4EF92C318B355E616BF45A257B995520D72B7C08752C0BE445DCEADESCF79F73480910Ft
D
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https://view.joesandbox.com/analysis/239694/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239694/html/none?idtype=webid
https://view.joesandbox.com/analysis/239692/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239692/html/none?idtype=webid
https://view.joesandbox.com/analysis/239685/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239685/html/none?idtype=webid
https://view.joesandbox.com/analysis/239651/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239651/html/none?idtype=webid
https://view.joesandbox.com/analysis/239650/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239650/html/none?idtype=webid
https://view.joesandbox.com/analysis/239618/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239618/html/none?idtype=webid
https://view.joesandbox.com/analysis/239616/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239616/html/none?idtype=webid
https://view.joesandbox.com/analysis/239613/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239613/html/none?idtype=webid
https://view.joesandbox.com/analysis/239612/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239612/html/none?idtype=webid
https://view.joesandbox.com/analysis/239600/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239600/html/none?idtype=webid
https://view.joesandbox.com/analysis/239598/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239598/html/none?idtype=webid
https://view.joesandbox.com/analysis/239596/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239596/html/none?idtype=webid
https://view.joesandbox.com/analysis/239595/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239595/html/none?idtype=webid
https://view.joesandbox.com/analysis/239579/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239579/html/none?idtype=webid
https://view.joesandbox.com/analysis/239574/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239574/html/none?idtype=webid
https://view.joesandbox.com/analysis/239568/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239568/html/none?idtype=webid
https://view.joesandbox.com/analysis/239559/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239559/html/none?idtype=webid
https://view.joesandbox.com/analysis/239555/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239555/html/none?idtype=webid
https://view.joesandbox.com/analysis/239554/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239554/html/none?idtype=webid

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\DOMStore\E5FONRSV\www.msn[2].xml

Malicious:
Reputation:

Preview:

false

high, very likely benign file

<root></root>

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\DOMStore\URWO0GA4Q\contextual.media[1].xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

dropped

3060

4.940859135053863

false
48:LHEMH6mMHEKmMHBmMbmbmbmb8mbm9m9dm9m9gmzmzmzYPMcmzYPMcmzYPMcmzYPMcmc:GhhKh888888eedeeqYYYYP3YYP3YYP3f
625105B01812FBB30EE18205721A2E51

849601F305D41488DFOE02AFDC7D495EE2CC610F

6B0OD39D8C5F67B7C195E4D188276A0E99856A95C95DASCCC1BA4E297AEFCBELF
Al1474C21B2D584157CE56A17BFE67AC18E791EA4802FE190E4E7DFDOD589CASF09A2C5311CA9E4B2172FFF609121064A91A81345A63EC5ACDA6366919047900!
false

low

<root></root><root><item name="HBCM_BIDS" value="{}" Itime="2905504576" htime="30851444" /></root><root><item name="HBCM_BIDS" value="{}" Itime="29055
04576" htime="30851444" /></root><root><item name="HBCM_BIDS" value="{}" ltime="2905504576" htime="30851444" /><item name="mntest" value="mntest" Itim
e="2905624576" htime="30851444" /></root><root><item name="HBCM_BIDS" value="{}" Itime="2905504576" htime="30851444" /></root><root><item name="HBCM_B
IDS" value="{}" Itime="2905664576" htime="30851444" /></root><root><item name="HBCM_BIDS" value="{}" Itime="2905664576" htime="30851444" /></root><root>
<item name="HBCM_BIDS" value="{}" Itime="2905664576" htime="30851444" /></root><root><item name="HBCM_BIDS" value="{}" ltime="2905664576" htime="308
51444" [><item name="mntest" value="mntest" Iltime="2908184576" htime="30851444" /></root><root><item name="HBCM_BIDS" value="{}" time="2905664576" ht
ime="30851444" /></root><root><item name="HBCM_BIDS" value="{}" ltime="2911384576" htime="30851444"

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\RecoveryStore.{E82FEE68-2D67-11EB-90EB-ECF4BBEA1588}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

dropped

66280

2.0896882609125336

false
192:rpZSZL2a9WctdfqCtxeyzWZaDzaBKfAcYxrVOWxrrVvxrH+WPerHGCDxCH/WuwCg:rfOCaUoVRoee2blWEc6DeKO
B502D6885CE6F1785504F51CB8C87ABL

7AB16BD663E6BSDCA304F07E1BA116853C76985D
057608FB69E2867FB21FFBE0C997818FAF394B190B6BB668E17DC2CB8ES3A5C4
711314891059BB5C479888007C0529AD0F9364B017A7CD86EF4B972C731AB3158D963AD4AD28B7F80958267E7F8F92FD2920EBF726DD9471943B53E2BBE4E94D

false

low

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\{015BA94B-2D68-11EB-90EB-ECF4BBEA1588}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

Copyright null 2020

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

dropped

19032

1.5982025797501733

false
48:lwGGcprvGwpaMG4pQwGrapbSUrGQpBKGHHpcssTGUpQeoGepm:raZZQM60BSUFjR2sk6Hg
1D30EB08C14F48A381E90685E1B544A3

F4340923D4BE2B1467035B887123C8CF8A8075BA
AD5623F756091DEDCBC76C7E4BC4CDC4C1B9012F1E613EC4F9C41FOCEG63197E
2667A3A8EEESEF8A44FFAB91A54FAF4632460339B128F8197B293BE40E78A685F1D5C04F672B91852FDIC4D8FIC5ED16DF7307ADFI8C6373936F8EE23FAEEB7)

false

low
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C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{E82FEE6A-2D67-11EB-90EB-ECF4ABBEA1588}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

dropped

193798

3.601947293611561

false

3072:Phiqz/2Bfc6rusrXfVStliqz/2BfcIrusrXfVSth:oWG
A29C4A067582772F59F07CFD885B8597
FFA1F29F14483549C81AF2E1DOB68BE739AA47C71
CCA7B3C2729D00A99E4148DA4FAAE220687E2F2B3COAF9AL12C36CEE429CC064

EO05AA3F59C6643255A1FEA297C76AC41C348DEFF3CDC50E311587FF403B8D8EC521B9D54EC77AA6C49BB973EC2261D9579065BD8F15D4B7A51D21677E6030C
9

false

low

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{E82FEE6C-2D67-11EB-90EB-ECF4ABBEA1588}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

dropped

27292

1.8157575598026305

false
96:rAZIQO60BS/Fjx2ykWsMrYuJa8qVRJa8qP5mA:rAZIQO60k/Fjx2ykWsMrYuORgmA
0710C531275B3544A8979EBCBCBB3E3D
7CEC92389F20DAA7955E2F116D1474095D9BE9CC
068F019762B67D41B982AE9C2BF8E27F616F0B1FFF30FC1A9A8A9D375D3042DA
FB4826A281CA207058F967DFE6F3207C7BDA457AE051D9E3A13C2FEC81CA7EB87A6093D16EF1547F3C01A5945D74361FBAE037E3F00BF6D175F01DE205702C8

false

low

C:\Users\luser\AppData\Local\Microsoft\Internet Explorerlimagestore\gee00Opriimagestore.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

data

dropped

934

7.031105933906562

false
24:u6tWaF/6easyD/iICHLSWWqyCoTTdTc+yhaX4b9upGC:u6tWu/6symC+PTCq5TcBUX4bg
F163C3538A2A2DA653DE9CI5D2CFD87C
028FA5E4C6055A67F92FA2AC90354040A6F7902A
B97175D9CC204DC2CCDA62E1207D5D48758C8C4C95334C48C29A711556D5EB15

30ABAA91B89977193495D70B34B3C6A3ES0A9EDD2F93B440F515AF5E7613A3A843EDECDB27A4C564841391A0BOB568A9A2A47566C90COBCB3126AC154E3B46€
2

false

low

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\755{86[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

Encrypted:
Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe
PNG image data, 24 x 24, 8-bit/color RGBA, non-interlaced
downloaded
390
7.173321974089694
false
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\755{86[1].png

SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

6:6V/IhPZ/SIKR7+RGjVjKM4H56b6269eG3AXGXQm+cISWADBOwWIaqOTp:6v/71IKR7ZjKHHIr8GxQJcISwyOW9
D43625E0C97B3D1E78B90C664EF38ACT

27807FBFB316CF79C4293DF6BC3B3DE7F3CFC896
EF651D3C65005CEE34513EBD2CD420B16D45F2611E9818738FDEBF33D1DA7246

F2D153F11DC523E5F031B9AA16AAO0AB1ICCABBB7267E8BFAFFECFBA333E1F42A044654762404AA135BD50BC7C01826AFA9B7B6F28C24FD797C4F609823FA457E
1

false

hitp://https://static-global-s-msn-com.akamaized.net/hp-neu/sc/11/755f86.png

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\AA3DGHWI[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

downloaded

333

6.647426416998792

false
6:6v/IhPkR/CnFKEV6PO0qrT/VTPB0g/HIk9LzZSVGYONmMQIVp:6v/78/kFKm6PnrT/VTPBdHgpkPGmQI7
2A78BFF8D94971DE2E0B7493BD2E58D0

DEASA084EEF82B783ABECDAES5DF8E144B332325
A13C6AB254FD9BF77F7A7053FD35C67714833C6763FDE7968F53C5AE62E85A0A
73B3F784B2437205677F1DEE806F16AA32BOACF34C658D9654DC875CABA14308CAFC14E91F50CD94045A74DC9154BFDDB2F3B32ECE6GAEAS42782709613742AF
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/AA3DGHW.img?h=16&w=16&m=6&0=60&u=t&o=t&|=f&f=png

_8...+(./,..>}..p..50....5...1.<q.*.{....5

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\2WF3MMUU\AA7XCQ3[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

downloaded

635

7.5281021853172385

false
12:6v/78/kFN1fjRk9S+T8yippKCX50dDjyKGIJI3VzvTw6tWT8eXVDUIrE:uPkQpBJoljyKGIIVzvTwétylKE
82E16951C5D3565E8CA2288F10B00309

0B3FBF20644A622A8FA93ADDFD1A099374F385B9
6FACB5CD23CDB4FA13FDA23FE2F2A057FF7501E50B4CBE4342F5D0302366D314

5C6424DC541A201A3360C0B0006992FBCIEEC2A88192748BE3DB93B2D0F2CF83145DBF656CC79524929A6D473E9A087F340C5A94CDC8E4FO0D08BDEC2546BD
4

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/AA7XCQ3.img?h=16&w=16&m=6&9=60&u=t&o=t&I=f&f=png

.IEND.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\BB1aVZTM[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 72x72, segment length 16, baseline, precision 8, 622x368, frames 3
downloaded

43726

7.968398506871565

false

768:rUtweLpleabYU0QuhUjxJS6QhP7b2BRjwmL8VwJaVclOLbag4agDNUaW:rGDLH1bJjuMztQh3CjCVwllabag4aOiP
EF01B5B1039C4639B13FA4F7D8381F14

1BC954CEEF03A3F8764CF231DEEB01A217441873
3DCB3C949E8FA91AC2C7F6ES589D47D5E9B48BES09D0380EECCBIF8CD6E498DAFF

8FE8946B443F78B39A9F74A4A0C19B06983AFCB760815D54C9D99ADD09C76C86FAC334BAF9D2F02B1DA84938C9B1F052BF2676DB3A35FEBC1FD9220B8100B6!
1

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1aVZTM.img?h=368&w=6228&m=6&q=60&u=t&0=t&I=f&f=jpg&x=400&y=202
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\BB1aVZTM[1].jpg

Preview:

tUVWXYZ.
.CLO.&JI(\... X..._.2\.*.&$.....ni.f.atdw.....2.v)ien2. . W...zwzT..2.1../.U*. #x...d...#.IN.n/..L.LF.R2H.....I...ZV.sGp...ep....5.R..$"..t.t.Y+. li...[...d...0 Mctn....5
e4K.bzV.v...pJ1_h.NMj3....\.x\.......

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\BB1b7QJq[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 622x368, frames 3
downloaded

30504

7.959699282378299

false

768:7DVAUCQATjhgzbuR380V27WC9IX93qf6Ck4InRu:7DVAUCfWVUR0996U4JA

7CCC5E934AFOFSECDD80BCALFACIC525

0A95E71C34CD53C639B6EESICF3343CFF0B54183
6DBA5252BE28410AAAADIBES282B986409C1BAEEA7898D26BB6ABE337ACBASF6

ESAFCF8CO05A13EF9D30662EBO4E6BCDAFE4AD2B74C42D001A3A62CD90ED8BE471549BE6906A7AF04A6B78AEE863CBD60BAD5419C8C7ADC3C9E8491B172C31!
E33

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1b7QJq.img?h=368&w=622&m=6&q=60&u=t&o=t&I=f&f=jpg

...... JFIF i Cooiorrrceeens v )10.)-,3:0>36F7,-@WAFLNRSR2>ZaZP JQRO...C.......&..&05-500000000000000000000000000000000
[e]o]ololololeleleleTeleTaTolo o o 0 NNt X s b J1A.QaG 2. #B. R..$3DT........ %8/ ()456789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz
.......... W......11..AQ.aq."2...B.... #3R..br...$4.%. .. & ()*56789:CDEFGHIJSTUVWXY Zcdefghijs

?...9.P

tuvwxyz. -1.y.s'Vk..<.X..Qr.bFl. j...+ ..U[........... ),...nul...Md.u#L..Us.U.h.P.E2 . .In.. +.YwW.."n.Vy.V.f....
3r9..wzV. lu4RL.e..=8.=X}....oNsL..\.T.&L.WH£Y.\W,.../[...h.C.Ctu....f...>.z. .05 .= .<|w.... iF_U$..)n.V.g.."...5z.d.y*Qm..P.\..4
m....k..JUl

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\BB1bfBvf[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3
downloaded

9752

7.924680773827072

false
192:BY/hmDynyC8ak1YVPVglsbHFK+WFk10iaDbjMY2JjHjjaBy9C8YOvEA3JPDVSkd:e/yynyik1lYJDFKcCaJXjaBy08nvLNDDd
DE4635B50552AA7B61CDC03B11A617C7

290B630F9D786567C9545B53A59B34BD73E759BD
46E3E0C630DD4005A73A51212BD19C63666953231B5A48DC8D7D02C41EC163FA

60F1F79D2A24B080B4F05C33239EE3D17553709992CC5A5D4E963AF1D18308B0E0777BAF659C60B788BC7FDOFD67A5B311BEDOAAD76FDB4B149EC86EF1DAFA
5

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB 1bfBvf.img?h=333&w=311&m=6&0=60&u=t&o=t&I=f&f=jpg&x=652&y=474

...... JFIF.... 0 Criiis e )100)-,3:3>36F7,-@WAFLNRSR2>ZazP JQRO...C.......&..&05-500000000000000000000000000000000
000000000000000000......M.7.." } 11A..Qa."q.2...#B..R..$3br........ %&'()*456789:CDEFGHIISTUVWXYZcdefgh
jjstuvwxyz. W 11..AQ.aq."2...B....#3R..br...$4.%.....&'()*56 789: CDEFGHIJSTUVWXY
Zcdefghijstuvwxyz cU..&.j..Y..QE."....b.4.Z(.QE/z.J.=#gI($..V...}?.al...l.. 1. jC.y..E....
o..Fo...=Lj.|V..0..b_.R28E..R..q.Y*@).9...NXY.c..Gz.4.ph|C..QP.1R..D.R.m(..G..J.cAH.N.Vg.M#u...1.L.(....$..t.|i...Z...hk#.VP.a|.Bj...b....N..(.z....R.h..p.."..v@ul..L..&Z.n
....e.QR.).IE..P(.VS".,0.X.@z...#;,.E,0@.t.0.f.I.....K{l.....8.r9r:}+Sh..B...

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\BB1bfF6j[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 72x72, segment length 16, baseline, precision 8, 310x166, frames 3
downloaded

5553

7.887704512441359

false

96:xGEEQqy3K7e0pG34ZoLIJHUGHQ+20cTsvCIGveX9iiPdbVkbShfQcRIXXRx:xFOBiI6KOGHQ+2JQvvveXHPfkbUQKIi3x
D48CA48EA9553BEB5C88E25438E87071

8EF7CC3FD8C689198A6906A52AA5473E82A3CD2D
38617F5B2CBF99B05CE1D21C70F7E606C98D01CAFB13F5ADF6297E62AB2ACIC3
0805545F043AB38BAEC6855E773FBO7AEC2ES5FBCC3AF358D0E36C3DC8112157F225FAC2902FDCB84156C0B75287459490C158100BA487B95A52264BD71DF675!
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB 1bfF6j.img?h=166&w=310&m=6&q=60&u=t&o=t&I=f&f=jpg&x=538&y=318
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\BB1bfF6j[1].jpg

Preview:

...... JFIF...HH....C............. ...."... )10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP"JQRO...C.......&..&05-500000000000000000000000000000000
00000000000 OO0O00O0.. 11A.Qa."q.2... #B..R..$3br........ %&'()*456789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz

11..AQ.aq."2...B....#3R..br...$4.%.....&'()*56 789: CDEFGHIJSTUVWXY Zcdefghijs
tuvwxyz. ?.0ja.....8..\.T..d.I"..gmk..,a.=..1..0%..R...P.Z.$N.U..b8 s........... Jem{ 44U 2T KX F.s.N..p.......
mp..2,....2..qE..u.#..N;4..,.Pp.0.%...C...q....2%. K...0ZZ0+.Z$..V~;...n.$xx..cZ#.6H.U..b........ SL&IXhLL (LR pGtH._<\.&L.V6...9..;...0.y...0z..N.[...b(n..S.....y.n....5

J.GW-..Q...OW' LRW...2Z...w......
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Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 310x166, frames 3
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C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 228x228, segment length 16, baseline, precision 8, 311x333, frames 3
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SHA1L:
SHA-256:
SHA-512:
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|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 72x72, segment length 16, baseline, precision 8, 311x333, frames 3
downloaded
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7.941371335999959

false

384:0ir4tgigEEZSTBITI3vK90iFz1LvZI8HtF:Ou4N23TI3iRdV6tF

74B2120306BEC817BE7DC568AB1532AE

68BEAC887FEBE4A3472035B7D74329BCEEA57656
75D542B01639146DDA0159402181264E14C081063940A8EFCC79A18D47CDEA2A

C6717E3B73DBED2272A5050B59EC7EBD20F8FC7D1B6EA1B49C429CBCAB387486BD16F53E55BE070827B9883B6A0FF618FD37F4974C4ED4765A786CECOAL4AZ
B8

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bgE4r.img?h=333&w=311&m=6&q=60&u=t&o=t&I=f&f=jpg

... )10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP JQRO...C....... &..&05-500000000000000000000000000000000
000000000000000000......M.7.."..
ijstuvwxyz

Zcdefghijstuvwxyz.

HL&2~ )L O AdX .10 X.D.
LJQY.L3 [ MrA._..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\BB1bgEEr[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
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Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 100x75, frames 3
downloaded
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Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 300x250, frames 3
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C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 311x333, frames 3
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C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 311x333, frames 3
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Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3
downloaded

9853

7.853026556027869

false

192:BYYKYGVRNXyz0rL4QbVIU4Lx6zyfUYX+f{JPfOSeYRHHWzku4LRbkLIpJIbfG:e YKYmfXyzOn4sp4whBPfb/p2gjY93bu
97696107E224EEEF74F6E4FC6D16AF37

E3B1643FAF4D42EBB78C06E446B5962ADA4DCB8F
759C493FBDD43734EFAF02D503968FDF13369A629BC72EC02AA4F24B61AD4ABA
FBY9AB5AD362178BF800CE0495187231826485D7555AC5C9C04B2DCO01F37763C07D0481E2537DF8939FD32D6825AC371196EF9052E149B65F100AE05F9265F19A
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bh1yV.img?h=333&w=311&m=6&q=60&u=t&o=t&I=f&f=jpg

Page 25 of 66



C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\BB1bh1yV[1].jpg

Preview:

ijstuvwxyz....
Zcdefghijstuvwxyz. .Q@..3IE..h.%.......2))s@...f...3Fh.....(...KI.3@.E%...RQ@.E%...f...ZJ(...QE..QE..QE..QE..Q.(.
(o GG GGG NG G G G (- 4Q@. LEE.. % \ (- %......(..-%...RR..E&IS@....4..Rf....IE..h.%..f.(......Z)3E..h.%...RQ@...P..IE.-..P..(..C.h..
..nihh.4..nh.;4..&h..4..n...7.27.2.~h.G.2.7...3Fi.b..<.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\BB7hg4[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:
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a....sRGB. .gAMA......a.....pHYs..
,5+.].BP.5.>R....IJ.0.7|2....r\-Ca..

...IDAT80...P...3....v.."0.}.

. XD, 5.3, ).
IEND.B".

..d.g.mSC.i..%.8.}...m.$IOM..u.. ...,9....

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\2WF3MMUU\cfdbd9[1].png

Process:

File Type:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 27 x 27, 8-bit/color RGBA, non-interlaced
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\2WF3MMUU\cfdbd9[1].png

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

downloaded

740

7.552939906140702

false

12:6v/70MpfkExg1JOT5FINRIYX1TEdLh8vI542irJQ5nnXZkCa0j0cMgL17jXGW:HMuXk5RWT TEovnOAXZMitL9aw

FE5E6684967766FF6A8AC57500502910

3F660AA0433C4DBB33C2C13872AA5A95BC6D377B

3B6770482AF6DA488BD797AD2682C8D204ED536D0D173EE7BB6CEBOD479A2EAT
AF9F1BABF872CBF76FC8C6B497E70F07DF1677BB17A92F54DC837BC2158423B5BF1480FF20553927ECA2E3F57D5E23341E88573A1823F3774BFF8871746FFA51
false

hitp://https://static-global-s-msn-com.akamaized.net/hp-neu/sc/c6/cfdbd9.png

........... ~....tEXtSoftware.Adobe Fireworks CS6......tEXtCreation Time.07/21/16.~y....<IDATH..;k.Q....;.;..&. .#..4..2...
L& $.mlLLSMF3W,e.%. .x.,..C..0.*V...W.=0.uv.X...C....3"....8....Cueure 2]EO....M.. M. [..]5.&...9.25]H....df....I...
. P D........ M..9...ek.kP.A."2....k..D.}\...V%.\.VIM..3.t....8.S.P.........0....y1.<..9...
LRel.-@........ +.a.*x..0....Y.m.1.N.l..V."..;.V..a.3.U....,.1c.-.J<..q.m-1..d.A.d.".4.k..i.......SL.....IEND.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\checksync[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCI!I text, with very long lines

dropped

20537

5.298547753062415

false
384:kUAG360IID7XFe0uvg2f5vzBgF30ZOHQWWY4RXrqt:R93D5GY2RMF30sHQWwWY4RXrqt
9035460F3A44E92B0670F4105921E66A
157D1CC115C076C1EODA980926C09473E609FF63
79CEF44713FB67E6D4B10CB6BA674A5C63709ECDED021CA62AF58EB30C2BF8C6

856CA4744502E26BDASED8S03ACEFS8CAFCF60370B2AABF7D34F72DF46D98BFD3AD35BD6D5396D1E676DAB6226B4ACBCE1DA1F0953EF768548A5E4123FGEDACE
89A

false

<html> <head></head> <body> <script type="text/javascript">try{.var cookieSyncConfig = {"datalen":72,"visitor":{"vsCk":"visitor-id","vsDaCk":"data","sepVal":"|","sepTime"
" "sepCs":"~~","vsDaTime":31536000,"cc":"CH","zone":"d"},"cs":"1","lookup":{"g":{"name":"g","cookie":"data-g","isBI":1,"g":1,"cocs":0},"vzn":{"name":"vzn","cookie":"data-
V", "isBI":1,"g"0,"cocs":0},"brx":{"name":"brx","cookie":"data-br","isBI":1,"g":0,"cocs": ‘cookie":"data-Ir","isBI":1,"g":1,"cocs":0}},"hasSameSiteSupport":"

0","batch":{"gGroups":["apx","csm","ppt","rbcn","son","bdt","con","opx","tIx s","sov" r1","g","pb","dxu","rkt","trx","wds","crt","ayl","bs","ui","shr","lvr","y
Id","msn","zem" "dmx","pm","som","adb" "tdd" "soc” “adp","vm","spx","nat","ob" “adt""got" "mf" "emx" "sy" "Ir" “ttd"],"bSize":2, "time":30000,"ngGroups":[J}, "log":{"succe

ssLper":10,"failLper":10,"logUrl":{"cl":"https:\/Vhblg.media.netVlog?logid=kfk&evtid=chlog"}},"csloggerUrl":"https:\\Vcslogger.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\checksync[2].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text, with very long lines

dropped

20537

5.298547753062415

false
384:kUAG360IID7XFe0uvg2f5vzBgF30ZOHQWWY4RXrqt:R93D5GY2RMF30sHQWwWY4RXrqt
9035460F3A44E92B0670F4105921E66A
157D1CC115C076C1EODA980926C09473E609FF63
79CEF44713FB67E6D4B10CB6BA674A5C63709ECDED021CA62AF58EB30C2BF8C6

856CA4744502E26BDASED8S03ACEFS8CAFCF60370B2AABF7D34F72DF46D98BFD3AD35BD6D5396D1E676DAB6226B4ACBCE1DA1F0953EF768548A5E4123FGEDACE
89A

false
<html> <head></head> <body> <script type="text/javascript">try{.var cookieSyncConfig = {"datalen":72,"visitor":{"vsCk":"visitor-id","vsDaCk":"data","sepVal":"|","sepTime"
" "sepCs "vsDaTime":31536000,"cc":"CH","zone":"d"},"cs' ookup™:{"g":{"nam cookie":"data-g' g":1,"cocs™:0},"vzn":{"name":"vzn","cookie":"data-

V" "isBI":1,"g"0,"cocs":0},"brx":{"name":"brx","cookie":"data-br","isBI":1,"g":0,"cocs":0},"Ir":{"name":"Ir","cookie":"data-Ir","isBI":1,"g":1,"cocs":0}},"hasSameSite Support":"
0" "batch"{"gGroups":["apx" "csm" “ppt", “rbcn” "son",“bdt", "con” "opx","th", "mma, " 1x" ys" "sov", "fb" 11" g™, "pl” dxu® Tkt o Mwids” et "ay T Mos® Uit "shi” vy
Id","msn","zem" "dmx","pm","som","adb" "tdd" "soc” "adp","vm","spx","nat","ob" "adt","got" "mf" "emx" "sy" "Ir" “ttd"],"bSize":2, "time":30000,"ngGroups":[J}, "log":{"succe

ssLper":10,"failLper":10,"logUrl":{"cl":"https:\/Vhblg.media.netVlog?logid=kfk&evtid=chlog"}},"csloggerUrl":"https:\\Vcslogger.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\down[1]

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe
PNG image data, 15 x 15, 8-bit colormap, non-interlaced
downloaded

748

7.249606135668305

false

12:6v/7/2QeZ7HVJI606yiqlpa4tSQfAVFcm6R2HkZuU4fB4CsY4NJIrvMezoW2uONroc:GeZ6oLigkbDuU4fqzTrvMeBBIE
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\down[1]

MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C4F558C4C8B56858F15C09037CD6625A

EE497CCO061D6A7A59BB66DEFEA65F9A8145BA240

39E7DE8B47C9F731EAA72338AD9053217B957859DE27B50B6474EC42971530781
D60353D3FBEA2992D96795BA30B20727B022B9164B2094B922921D33CA7CE1634713693AC191F8F5708954544F7648F4840BCD5B62CB6A032EF292A8B0ES2A44
false

res://lieframe.dll/down.png

PNG........ IHDR......coe ex....PLTE... W.W.W.W.W.W.W.W.W.W.W.W.W.U........ W WY HZ.B\.<r.=5.P..Q..Q. U .00 Pl X Ze™ e
RS $..s...7tRNS.a.0(,.S....e......0*%.......
=xy[h. 7.7 <gkH.  #+ Lz ksCLL X< +..0>.%3BmgaV

.F.Z...IDATX"%.S..@.C..jm.mTk..m.?[;.y..S....F.t
Y_jG..vNA.<>.Nu.u@.....M....?...1D.m~)s8..&....END.B".

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\fcmain[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCI!I text, with very long lines, with no line terminators

downloaded

36958

5.133876687351625

false
768:Blavo7Ub8Dn/ebW94hvDIvYXfOwOBEZNn3SQN3GFI2950HDI31/njlrs8d: TQ+UbOKWmhvDIvY XfOwOBEZN3SQN3GFT
398238B8A64DF5AD171225D3652372C3

DF14A4BF859E1D59709A0045A61DFODEEF316FA2
491EE3F9CD83B8BCA84DCBI926681E74D366432957EF3FD187975CC35A7897294

7916A3A1293EA11DO8SE02C58ECCD36C8F562EDA54689B096CBBFB51C6B434A8495081FESF5CE2F83DFF216A0C96FABGEBE2B6D117AAQE207B1B2725D8A4543
A

false

hitp://https://contextual. media.net/803288796/fcmain.js?
&gdpr=0&cid=8CU157172&cpcd=pC3IHgSCqY8UHihgrvGroA%3D%3D&crid=8584122148&size=306x271&cc=CH&https=1&vif=2&requrl=https%3A%2F%2Fwww.msn.co
m%2Fde-ch%2F%3Focid%3Diehp&nse=5&vi=1606120990849139217&ugd=4&rtbs=1&nb=1&ch=window._mNDetails.initAd

;window._mNDetails.initAd({"vi":"1606120990849139217","s":{"_mNL2":{"size":"306x271","viComp":"1606120026571984053","hide AdUnitABP":true,"abpl
""3" "custHt":"™","setL3100":"1"},"Ihp":{"I2wsip":"2886927335","I2ac":""},"_mNe":{"pid":"8PO8WH20T","requrl":"https://www.msn.com/de-ch/?ocid=iehp#mnetcrid=8584
122144#"}," md"[],"ac":{"content":"<!DOCTYPE HTML PUBLIC \"-\WW3C\WW/DTD HTML 4.01 TransitionalV\VEN\" \"http:\/\/www.w3.org\/TRVhtml4Vloose.dtd\">\r\n<html
xmins=\"http:\V\V\www.w3.0rg\/1999VxhtmI\">\r\n<head><meta http-equiv=\"x-dns-prefetch-control\" content=\"on\"><style type=\"text\/css\">body{background-color: transpa
rent;}<V/style><meta name=\"tids\" content=\"a='800072941' b="803767816' c="msn.com’ d="entity type'\" \/><script type=\"textVjavascript\">try{window.locHash = (parent._
mNDetails && parent._mNDetails.getLocHash && parent._mNDetails.getLocHash(\"858412214\" \"1606120990849139217\")) || (parent._mNDetails[\"locHash\"] &&
parent._mNDetails[\"locHash\

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\http___cdn.taboola.com_libtrc_static_thumbnails_79793cd9f96cf50bf5141f09

cca82e02[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 207x311, frames 3

Category: downloaded

Size (bytes): 14129

Entropy (8bit):  7.96246575820355

Encrypted: false

SSDEEP: 384:d9DunrVqOMW1s0/jsBFIV4fZphnICQMn2njy23NrTLV/pjLp:OnrVghWKcjgT8nlU2nGGNITZpjl

MD5: 5050FD115884430BB479A465F42269C6

SHA1L: C5649C4715FEEDEC5F98C406951762EC876CE43F

SHA-256: 7BDB20AE1AF2B296D3192FE853DCAEG2E4E772CF2970558308C177F532443AD7

SHA-512: 798A999953A04C9EDAEFD51B11C1D42D984C78D67E4DBBC8BF6E3ASEF1D4EB3754A335872BAAA48DB235D881067A0642C31D4E7B570A682BD05DB2A8B8557%
EA

Malicious: false

|IE Cache URL: hitp://https://img.img-
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ce_sharpen%2Ch_311%2Cw_207%2Cc_fill%2Cg_xy_center%2Cx_588%2Cy_329/http%3A%2F%2Fcdn.taboola.co
m%2Flibtrc%2Fstatic%2Fthumbnails%2F79793cd9f96cf50bf5141f09cca82e02.png

Preview:

1.1.)1(%(1)19339ITGCGT[[f.z....... B
JL AL $.1...L.pG..B8! . ..G...#...8l.a.m.. .G?
H..|..queeee. k.J#{..Zf..2B..t]....[...CG.h.C.bQ.HIN8..~Y ... }... M., Y. BIN (oo X 4G H[ V. 1.0%.
{V["=..7.B..G..{.<3.M.vT7.... e X..G2..}.u{.C.q.J.8Y #H..P....55.~?2w..M... x....G,.5t2..p...g.) k....w...J....[.Kz.-..}..x....c.[6]r.....=...P.9vo/n....#.0.~..}.G2..a.
TBk.,.9.].....+0)..Wbsu...A_;V[U...B 3........).8.0.#..>....~N..M.Nvy.|:i..MmOm.|..T!....<9...#...9..95....

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\http___cdn.taboola.com_libtrc_static_thumbnails GETTY_IMAGES _|
BK_542734683__clsfzCtG[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 207x311, frames 3
downloaded

10756

7.874559132162376

false
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\http___cdn.taboola.com_libtrc_static_thumbnails GETTY_IMAGES _|
BK_542734683__clsfzCtG[1].jpg

SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

192:7GTO3wp9l40l11TRI+K1M7FVm5jlzvosOFhWTD91+yiqFx3k3F7HZqTrf8j: KTOAp39I1T++G0QI8smgDfpFG3x56fO

530961F46738BB75E8A8C20EF3AC7B8B

55700ED468D4224871D9A0036CFEAOA82BFEAB2C

6B99E6FDA79FFB376A6933803895517BFALIECCCC159F7DIABACODIE300CFO6E4
487F1A8AC644944E5AD87768743955FFACO5DE23A4FIF6C3COD6BF28EBB601695407112C55386418DBFBE1C554828E981B32AA58AF7190D9DAE1363D0D3B015¢
false

hitp://https://img.img-
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2Ce_sharpen/http%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic
%2Fthumbnails%2FGETTY_IMAGES%2FIBK%2F542734683__clsfZCtG.jpg

%!(LI(;));E:7:ESIISICi........7..."
.)e.8{.DCS$.".npOL..&...ib6..R.\M%..." #-.d"3.7r.1Q..H.......6..

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\http___cdn.taboola.com_libtrc_static_thumbnails_c91bc07c6be7ff
feld2bd23b341a2875[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 207x311, frames 3
downloaded

17990

7.972974624886051

false

384:fquKIx1fAezDgrROKKXUXTSKHIiRjwhVH3dvyovQpnkX0:PKOuDUwEGKHIiRjwhVxNopkE
51D0C0590192D868459D1286ED151227

FCDA5348FB125315B851ECC70472779F5A8381A1
72792CA6FB5F109E2CD4AD7COC6E2D084DBAF13F07059BFABIC5BFAAEFC2E08B

E76E88DCC0205E4E00DDBC61D15568201545C2F067005695EDO05CODB3BA5S3EB8975E71D09A51C8D3803DDDACE26370C53B57D89E630BF6DCD5C4077DF23F3!
4

false

hitp://https://img.img-
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2Ce_sharpen/http%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic
%2Fthumbnails%2Fc91bc07c6be7fffeld2bd23b341a2875.jpg

LVILUE.LUJ)Z* (WYL X ....k"1...).5Qn.0.0.KS).f.i-..U...dF%......._B.z<.v7..X...0.cWjl.F...Il.......w.S.D...[ &.......[*.Ii#....S.].i.D(.rcl?.;..-.WD.y.0.1
0.:VO.QSfS.B.J3CY.3.n&..>,q7.......%Ns..;.....03......E..q.. \..a....S.+..v.B...f.+Y..&6.:.. E{Zt.DK......Y ..|.(..%..bs.... qu..n.w.".&27..z .x. Wda..u.l.w...l ......;L.(.L
h~S$LX VL =Fn.i! #g.{..... x.|IA.N.y...eq...si..h.YE\s467.V..y..'v.....b.> ~. "%..2g...jm..y....4Q......m.~ W..[.. ..v.. ... pP.M...Q.../k.2..e.r.{ . }.Qk. ... V[#k.[.
NQ...., AL X.Coo Pt 8pCp.2.-YHL.r........P..x.f..1Lf0.P.n,.,..0...w...t..2_..CR...i. 0.....Y.Ly..5

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\jquery-2.1.1.min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with CRLF line terminators

downloaded

84249

5.369991369254365

false
1536:DPEKjP+iADIOr/NEe876nmBu3HvF38NdTuJO1z6/A4TqAubOR4ULvguEhjzXpa9r:oNM2Jiz60AFKP5a98HrY
9A094379D98C6458D480AD5A51C4AA27

3FE9DBACAAEC99FCBA3FOE9OED66D5057DA2DE4E
B2CE8462D173FC92B60F98701F45443710E423AF1B11525A762008FF2C1A0204

4BBB1CCB1C9712ACE14220D79A16CAD01B56A4175A0DD837A90CA4D6EC262EBFOFC20E6FA1E19DB593F3D593DDD90CFDFFE492EF17A356A1756F27F903768B
50

false

hitp://https://static-global-s-msn-com.akamaized.net/hp-neu/_h/975a7d20/webcore/externalscripts/jquery/jquery-2.1.1.min.js

/*1'jQuery v2.1.1 | (c) 2005, 2014 jQuery Foundation, Inc. | jguery.org/license */..!Ifunction(a,b){"object"==typeof module&&"object"==typeof module.exports?module.exports
=a.document?b(a,!0):function(a){if('a.document)throw new Error("jQuery requires a window with a document");return b(a)}:b(a)}("undefined"!=typeof window?window:
this,function(a,b){var c=[],d=c.slice,e=c.concat,f=c.push,g=c.indexOf,h={},i=h.toString,j=h.hasOwnProperty,k={} I=a.document,m="2.1.1",n=function(a,b){return new n.fn.ini
t(a,b)},0=/"[\s\UFEFF\XAQ]+|[\s\uFEFF\xAQ]+$/g,p=/"-ms-/,q=/-([\da-z])/gi,r=function(a,b){return b.toUpperCase()};n.fn=n.prototype={jquery:m,constructor:n,selector:"" len
gth:0,toArray:function(){return d.call(this)},get:function(a){return null'=a?0>a?this[a+this.length]:this[a]:d.call(this)},pushStack:function(a){var b=n.merge(this.constructor(),a)
;return b.prevObject=this,b.context=this.context,b},each:function(a,b){return n.each(this,a,b)},map:function(a){return this.pushStack(n.map(this,funct

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\nrrV97497[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe
ASCII text, with very long lines

downloaded

91720

5.417918168381897
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\nrrV97497[1].js

Encrypted: false

SSDEEP: 1536:Ght5EFuQkZu/ePhX08InqFS0FkxcK+uLIXsDOvoBZeTFuQNgaCpLf4LfcVFS:GhoghXZFpyEuLSkoLeTRCw

MDS5: 87940B215EBED321358F0B3A40E7E821

SHA1L: B412235B3BF3229069D487ABFEEF28AA06811193

SHA-256: 4412C168BF8CFC076BD23DC69129CDD7EAA61ADSCCFF8828FB3BF84FD67FA8DO

SHA-512: 2ED8189A2B97DEE4042E8CB2BC063F4F7594C2EE6975F2EED7DEB7BCE3C5F9F8ED4B1BC2D6F984E0841CC940963CFFB5D595000E1514A42CE496034CF8036€
E

Malicious: false

|IE Cache URL: hitp://https://contextual.media.net/48/nrr\V97497 js

Preview:
var _mNRequire,_mNDefine;!function(){"use strict";function n(n){return"[object Array]"===0bject.prototype.toString.call(n)}function e(n){return void 0!==n&&""'==n&&null'=
=n}function t(n){return"function"==typeof n}function r(r,i,0){return t(i)&&(o=i,i=[]),!!(e(r)&&n(i)&&t(0))&&void(u[r]={deps:i,callback:o})}unction i(n,e){var r,c=[];for(var f in n
)if(n.hasOwnProperty(f) {if(r=n[f],"object"==typeof r||"undefined"==typeof r){c.push(r);continue}void 0!==0[r]?c.push(o[r]):(o[r]=i(u[r].deps,u[r].callback),c.push(o[r]))}return t(
e)?e.apply(this,c):civar o={},u={};_mNRequire=i,_mNDefine=r}();_mNDefine("modulefactory",[],function(){"use strict";function r(r){var e=!0,0={};try{o=_mNRequire([r])[0]}c
atch(i){e=!1}return o.isResolved=function(){return e},o}function e(){o=r("conversionpixelcontroller"),i=r("browserhinter"),n=r("kwdClickTargetModifier"),t=r("hover"),a=r(
"mraidDelayedLogging"),c=r("macrokeywords"),d=r("tcfdatamanager")}var o={},i={},n={},t={},a={},c={},d={};return e(),{conversionPix

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\otSDKStub[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 12814

Entropy (8bit): 5.302802185296012

Encrypted: false

SSDEEP: 192:pQp/Oc/tyWoclgjgh7kjj3uz5BpHfkmZqWov:+RbJgjjjaXHfkmvov

MDS5: EACEA3C30F1EDAD40E3653FD20EC3053

SHA1L: 3B4B08F838365110B74350EBC1BEE69712209A3B

SHA-256: 58B01E9997EA3202D807141C4C682BCCC2063379D42414A9EBCCA0545DC97918
SHA-512: 6E30018933A65EE19E0C5479A76053DE91ESCI05DAB00DFA7DODB2475C9766B632F91DESCCIBD6BIOC2FBCA861B50879811EE43D465E5C5434943586B1CCA7F
Malicious: false

|IE Cache URL: hitp://https://www.msn.com/_h/511e4956/webcore/externalscripts/oneTrustV2/scripttemplates/otSDKStub.js

Preview:
var OneTrustStub=function(t){"use strict";var I=new function(){this.optanonCookieName="OptanonConsent" this.optanonHtm|GroupData=[],this.optanonHostData=[],this
.IABCookieValue="" this.oneTrustlABCookieName="eupubconsent",this.oneTrustlsIABCrossConsentEnableParam="islABGlobal",this.isStubReady=!0,this.geolocat
ionCookiesParam="geolocation",this. EUCOUNTRIES=["BE","BG","CZ","DK","DE","EE","IE","GR","ES","FR","IT","CY","LV","LT","LU","HU","M T","NL","AT","PL","P
T""RO","SI","SK","FI","SE","GB","HR","LI","NO","IS"],this.stubFileName="otSDKStub",this. DATAFILEATTRIBUTE="data-domain-script" this.bannerScriptName=
"otBannerSdk.js",this.mobileOnlineURL=[] this.isMigratedURL=!1,this.migratedCCTID="[[OIdCCTID]]",this.migratedDomainld="[[NewDomainld]]",this.userLocation={coun
try:"",state:""}},e=(i.prototype.initConsentSDK=function(){this.initCustomEventPolyfill(),this.ensureHtmIGroupDatalnitialised(),this.update GtmMacros() . this.fetchBannerSDK
Dependency()},i.prototype.fetchBannerSDKDependency=function(

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\9026IKNJ\AA42pjY[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 594

Entropy (8bit): 7.458137053766356

Encrypted: false

SSDEEP: 12:6v/78/4z7wpY Pcle1DblwOkuKJ4rL2o0kUWCsNJ9bOSq9:ke6XuZolg9

MDS5: D83C57DFA4A01E35D7C7795085573A08

SHA1L: 7D6B10E4B5C8947AAACS5E87F430B309E8BBF8000

SHA-256: B917A109CADO5CEF5D65F4FB104AF91863572347CDED744232B3911A9028A38B

SHA-512: E29A186B3130464127F49BD75C5B6D326D3E0528CB1B83DC49EAAD797F97A1205CBE34EAD35219355953E07D47F0FOFEA2FEC1ABO820EE276DB10276CECOBB
E

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/AA42pjY .img?h=16&w=16&m=6&0=60&u=t&o=t&|=f&f=png

Preview:
PNG........ IHDR...coovrvin a...sRGB......... gAMA.....a....pHYs.......... 0.d....IDAT805.Mn.1....A Jr... %3..6.=..l.+..6.W.i.c._*i/.V...r\.-b.. X-f|.D......N..L.g..")./b..bP@dA2
X...@..ABcp.X36..hH$.....-v.20...w...?}..V-....... m. ML gxe=. Q...V.$8.f . #w.V..4m. f.20f.&A..@....]..%./..._9...-+t.5p.....2. e.l....B.H.})....i. \....8..x.neuf t$....."..._..S-
st X XCL 9.8 BLUP A NAM..L.._..0.16%..b.yS.....C> B Q... $+(.Enen. }o..my.... ..V#.KFA.C.. ...[END.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\BB1aUdAO[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 206x250, frames 3
Category: downloaded

Size (bytes): 5926

Entropy (8bit): 7.895805917938551

Encrypted: false

SSDEEP: 96:BGAaE/cdqiT600cfDckew9oc5hLIKYG6eicPXoymFs9xyo2nh+iwDXu290uBW:BCeqqi+biP9BhIKY G6XwmFkqUiQXu29k
MD5: DFD722A8102EBD20F63516AD387955E3

Copyright null 2020 Page 30 of 66



C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\BB1aUdAO[1].jpg

SHA1L: 5F57E8C098A65688FCOF0CA3206019EB2FDB5352

SHA-256: 36DB69D63DFF98EDB6195ADD7628F1206EDGED320127FFB90BCCOD2B10A7FB8D

SHA-512: 15470213A7D6119B88FD553B84994E07440556384BBD73C4EBBC8FA5B966CFB881C4AB223B5B0B28934D01C43CFCCDA458809C6E2BES2E7DF92413947AB5D5€
Malicious: false

IE Cache URL:  hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1aUdAO.img?h=250&w=206&m=6&0=60&u=t&0=t&I=f&f=jpg&x=453&y=444

Preview:

<..MTf....Q\...n+...Bp.:5tA...N.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\BBlaUuFe[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3
Category: downloaded

Size (bytes): 20842

Entropy (8bit): 7.944622047451491

Encrypted: false

SSDEEP: 384:75yE9kyvydz4jEwZtfl4j7J739a3942T4gmSGXt3i7Lygy5KS1CdGJIIZXxnRuo4S0O: 75nVytdgw/VXILG2vm3XtSHygTS1CcJk

MDS5: 20AC9CDDA81BCF49AEB9E442AA7D7D18

SHA1L: F60E289D6CDBEB5FEB57FAC76CA1D1645425ED2B

SHA-256: 160F6B213DEB35DED836D05D02C4CDDF658DFE7298780BF6D59546E3CB1BCD69

SHA-512: F781BB1A4566B34AFA28A93DA70CEDODF684A062E3733493B3B209845026E9684155A229528E2EA66FF8159EE18BC61618D070F1742743C30F6562819F3C886B
Malicious: false

IE Cache URL:  hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBlaUuFe.img?h=368&w=622&m=6&q=60&u=t&o=t&I=f&f=jpg

Preview:
...... JFIF...0 i Crie )10) 3:J>36F7,-@WAFLNRSR2>ZaZP JQRO...C.......&..&05-500000000000000000000000000000000
000000000000000000.. }oJ1ALQag 2. #B..R..$3br........ %&()*456789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz
...11.AQ.aq."2...B....#3R..br...$4.%.....&'()*56789: CDEFGHIJSTUVWXY Zcdefghijs

W.
................... 2..h....QELPi(....E....S..6...04IUw.m...FjwL.p.QH)h...(.)..i...V.JZTF. 4.E.(...Z)(.RQ@...J -&I3HZ..f.4.

tUVWXYZ...
"b..S..V U.0.5S.IR. Z.2))i.QE..JCKE ..X.[j.5B.7.QVb..1tlv.C..Q...h.F...&.V....R)..B.)K3AI(..Cicccoo...... F.O.R.b....J)h..E..RQ@.IE...
R..QE.%.(. QK@ Q@EPIE% M:.R27..0..0W.HWA4.....Z.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachel\lE\9026IKNJ\BB1bcZKd[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 311x333, frames 3
Category: downloaded

Size (bytes): 21089

Entropy (8bit): 7.861527804379907

Encrypted: false

SSDEEP: 384:eiGL+6Q3zCX05M60sxe082L8XWwg5BoR+YuSVwIC6x6V8I/FP5BRE3:epLXZYOtWwgHzScV8I36

MDS5: 7DE8336A2D112AA0B322CCD19B6A70E7

SHA1L: 480A51600C2DBE7CAAEBEE92894CCC89F7F5DI6E

SHA-256: 581D04668D4A3D372B9653CCFE37C436171044E70EEA142E7DC3198B201EBO4E

SHA-512: 85F027A8562F6398DD28210C4EF11CE9E46807FE67C4A6415B2177FODASDESB2BB1CE38117A734A1A58BF850B6153DB637E6780631EB3379C03B38A82B955CFL
Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bcZKd.img?h=333&w=311&m=6&0=60&u=t&0=t&|=f&f=jpg&x=2032&y=1032

Preview:
...... JFIF...cpeeeCriiie e 0)10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP  JQRO...C.......&..&05-500000000000000000000000000000000
0000000000000 00000 ..M. 7. o Food 11A..Qa."q.2...#B..R..$3br........ %&'()*456789:CDEFGHIISTUVWXYZcdefgh
jjstuvwxyz. 11..AQ.aq."2...B....#3R..br...$4.%.....&'()*56789:CDEFGHIJSTUVWXY

Zcdefghijstuvwxyz.
.N.@q.09..Y.HB....#.riz..
......... [l Z W,

0.>U.E...y...j1..vs..-2..G_.v...J0.&..V8.}..M).3.&.1.Q.].s..g..z1.;...i..j..
xf...\.E..v.s......5..-2..G_.q...(..B.X..}..M)

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\BB1beVgF[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 240x240, segment length 16, baseline, precision 8, 311x333, frames 3

Category: downloaded

Size (bytes): 16716

Entropy (8bit): 7.954294415022809

Encrypted: false

SSDEEP: 384:ePZ5Dvz9LyeW?2ilfeFi6HS5GIbFFUA9Q7x2qWPH:ex5Dvm2hFi6y5rbbVV/

MD5: C05602D380AD5CB8329A6524BE687FEA

SHAL: 0035F194B99FBIA059C9140C97F70BIF8CB5C644

SHA-256: FOFC2F0F1536E6AA44309D1D2DBD627DD08833EE5F2D27F325CD5B2B6A289B72

SHA-512: C184BOOEAAEEC4681C93235D2F3A18A560F2487E9BF1CD13DBE1D527BC3B9D9412C47DDFF33D3593A2FCBE158B579387644CBEG0B3E358D6D69FB1D6F8ASC,
C6
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\BB1beVgF[1].jpg
Malicious: false

IE Cache URL:  hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1beVgF.img?h=333&w=311&m=6&0q=60&u=t&0=t&I=f&f=jpg

Preview:
...... JFIF....cccce..Criiii 10 ) 100)-,3:3>36F7,-@WAFLNRSR2>ZaZP ' JQRO...C.......&..&05-500000000000000000000000000000000
000000000000 000000...... M7 e § TP 11A..Qa."q.2...#B..R..$3br........ %&'()*456789:CDEFGHIISTUVWXYZcdefgh
ijstuvwxyz 11..AQ.aq."2...B....#3R..br...$4.%.....&'()*56 789:CDEFGHIJSTUVWXY
Zcdefghijstuvwxyz. \w.=d.U..F.v.m*=j..P..... (s.&F.j.rP.iA'8G.l........ VAT JTQp._...1Z..w
T 3.D3hv.d.69. H....MAT.-QN..L@...0../.1@...R+RI..H...P.....a.i8..I.,...)8...&jviv.)...l. )H#. fi2jc..cl...h...1L@*D..R. R 'K..B1T...Iu..)...4..C.dU.... *............. J.F}.
.@."....K.SKTE.i..v..f.FgA4.i.1l.R...LB.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\9026IKNJ\BB1bg43i[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 72x72, segment length 16, baseline, precision 8, 206x250, frames 3

Category: downloaded

Size (bytes): 8563

Entropy (8bit):  7.92936837065374

Encrypted: false

SSDEEP: 192:xCkXbqTW?7ljohPY4fXF1VhqtUje09SIXmoz:UkWxhzVhqtEeES1F

MD5: D9C2E1D5466E6D501F5D36906 DDDAB99

SHA1L: 45FB3430852434DC03AE5F89A85BBEFD8AGF09D2

SHA-256: 9945A27C317834CAC99058F6B3BB2849E00CC338CB97C91D5F3CB266B85E4171

SHA-512: 5119F98211FEDDOE275D482FOEEC8DE97AED7499F0459346D6DCBBFE4B20B803982D79B2CEDO077CBAADGIEF1ASBA22E78B67AF6AF47D790FA4BA17C8D673
7F

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bg43i.img?h=250&w=206&m=6&q=60&u=t&o=t&I=f&f=jpg&x=441&y=163

Preview:
...... JFIF....HH....C...eoeern o )100)-,3:3>36F7,-@WAFLNRSR2>ZaZP  JQRO...C.......&..&05-500000000000000000000000000000000
000000000000000000.. " } 11A..Qa."q.2...#B..R..$3br........ %&()*456789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz
....11.AQ.aq."2...B....#3R..br...$4.%.....&'()*56789: CDEFGHIJSTUVWXY Zcdefghijs
............. ?.X..=(.BOLY.G...._Z.h.p$.J.....D..C.@..1....I.;HMU..5:5.>.G.....X..=>..q. XG..s.UE.MI.&. /... . XW.* ..
e. tOX#E.Cly=.2.#....s...L.Ym.Y. . 1?2.z. 4. P.[..* . e[X[...MU.T.?.-Zy.@.<..s.=..+.d.0..$X-....)#..SS..3[.0.."....K|A;

O\ G.2.Q4M/....b..v.2y.....%.+..9+\...$.u
(comb. 7 W.j...z+.1Ig.......WO.....5.X/..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\BB1bgBn9[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 72x72, segment length 16, baseline, precision 8, 311x333, frames 3

Category: downloaded

Size (bytes): 11779

Entropy (8bit): 7.936196344457169

Encrypted: false

SSDEEP: 192:xYxMJIqVdKxUZkMhZTzOB3E1/J9Y JI1k9vCcdOEPOD19wS/WXmQgvdMgQITGIz/9N:OxAqVdKxunTzOBU1x9ynkPdOdHFojx5N

MDS5: D87B3CD6757210FC263198BCAA591F18

SHA1L: 8B04FA33CD68234ADCEB86040981C7EDDEE7A3FOB

SHA-256: 7CDB41094537E0D110898C8A94F250A2544000D962E02EE2D2C9618F4532DE69

SHA-512: B636204EO0EC0A48F071E7C41AD516D8BB20E6F33B67D3D0086063F21A6D4CD86F25A5F707AE7BODC79AB6DAE7E958CFDFF84BDA9ID7A47C0026A8180C871E9F
B3

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bgBn9.img?h=333&w=311&m=6&0=60&u=t&0o=t&|=f&f=jpg&x=650&y=434

Preview:

...... JFIF....H.H....C....
000000000000000000
ijstuvwxyz
Zcdefghijstuvwxyz.
$th.A"C....q../...c.hz...)..... D..L.Rv.w.f....M..*iS[.AD..GI?....g.X.*..T........
LU[g\Qw.#.zMUX.......... S

..)10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP'JQRO...C....... &..&05-500000000000000000000000O0OO0O000

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\BB1bgFkw[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 310x166, frames 3

Category: downloaded

Size (bytes): 12774

Entropy (8bit): 7.959308609907969

Encrypted: false

SSDEEP: 384:v8i0v91vm+MFirjSFBXcvZJIZPiBIB7jjo:vqvaFiXSFBcvTnBlhc

MD5: 12FABA8F8982CBAB7DOF40A5915E9E0E

SHA1L: 6671A9BOE318217DBF3FE9ECB364294296A96906

SHA-256: 476E77A19BEAFB74708481425B3C5DC2E1CBD30707F068AFDAIFC66EB3451C09

SHA-512: E3180F2545A4183006750281E13862C730E4C1E91A18EBE002A191B4CEE1186F8E2422A3CA94C7ES576DF5C3DEACE4EBB407ABEDIED519F869FD964BADDC326
5

Malicious: false
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCachel\lE\9026IKNJ\BB1bgFkw[1].jpg

|IE Cache URL:

Preview:

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bgFkw.img?h=166&w=310&m=6&q=60&u=t&o=t&I=f&f=jpg&x=557&y=481

... )10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP JQRO...C.......&..&05-500000000000000000000000000000000
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Voiny.%...999. 0t $9#.F. XL ...

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\BB1bgGxp[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 206x250, frames 3
downloaded

6215

7.908822451856445

false

96:BGAaEFNnFfJJdgpmo+A3pkzjBwLj97lysBZIlyTrM3yuhDKb4oeNtY+Uj:BC6nFBJIxoH3iBU7lysBDMCuKb/iY+Uj
F2C6F40F59736C56BD934401797EEE37

00B90BD28E865DC84CF1DA7E39E5D7B5D817C996
DCEDFC10E1D96441DD80A06E6131114C94043184E96CE16F4B0C87578COAAISF
9062730AD17CABAB06D87D3C68344A55B945258F9013C7D380EA6809905E1A64A00E9A6DFC449DD1439F23C86CC7D81D370C8941A3095D5A0E077BA4F12CCO(
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bgGxp.img?h=250&w=206&m=6&q=60&u=t&o=t&I=f&f=jpg&x=624&y=330

...... JFIF...0 i Crie )10) 3:J>36F7,-@WAFLNRSR2>ZaZP JQRO...C.......&..&05-500000000000000000000000000000000
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B)...3.Eg\.\.*. k....0....$J....Y.(......t@...f.....0 .H>P..bx.n......G..h.5u4......Of.......... ,enbean_ 8lhjlll [ b%c......S+.iw ...e<O..u......].F. k&.$..*Y...np4.... ]
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\BB1bgHob[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3
downloaded

15608

7.95343294819862

false

384:e7yx5j36BUyuXRvWJIdNyeJ6V3LD2Gk22v8vv38:ekuBiROJHye83v2Cvv38

2BA9EDCA8BA2F1B79C9B5BBESB58EB3D6

5DC65BDOC7E7628C777CCDF55A3A8B2CFC091648
F599D98A858648909EDD6EFCF4C5DA595B3D19C5545F2C8914CBDD8169DCAL77D
2FC32E44001D8BB2FCF7EADAA683F371A875E99F4138CDDA068B1C102D3E106F84F71BE11A197617AFEB2100987D5DD9421DC73EBD8235EF667604E79D7173%
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bgHob.img?h=333&w=311&m=6&q=60&u=t&o=t&I=f&f=jpg&x=2467&y=950

...... JFIF.... ..Coins 1 )100)-,3:0>36F7,-@WAFLNRSR2>ZaZP  JQRO...C.......&..&05-500000000000000000000000000000000
0O0000000000O000000.....M.7." } 11A..Qa."q.2...#B...R..$3br........ %&'()*456789:CDEFGHIJSTUVWXYZcdefgh

TISTUVVVXYZ. .ttt bbbttt W !1..AQ ag."2...B....#3R..br..$4.%.....&'()*56789:CDEFGHIJSTUVWXY
Zcdefghijstuvwxyz. 2.7 2..&N(...Q (~k..t.. Tm9.}h.J.|.=l.d/....y.}*a.. .=.K.>... <sINp=.....
.Z.1.UozX.....>.... 1%....3..R..S@.G..iXf[.J... X....@}/,...... CB....... LAY XS L ZAZ0 gMe..CS.vu.n.S..#.#j...y....G

p..+...10..Z..)c.2..8..>C.. N\thy V...Z4AN..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachel\lE\9026IKNJ\BB1bgMG8[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 206x250, frames 3
downloaded

9725

7.94859007022434

false

192:BCVraSrZK3XpQtBC9IrCHjk50vpxp0jDgfMIkwS2nRgNdT6Iflij:kVraSrO5r9GH60v+DXkwS2nRgNIJIO
4F871AEF5FDF117CBD44A5BFFC3E7237

F7D0D48B5B1E88BDB2A58B003557AB0951F95591
2BBCEOC728E6913083AFB067D2838A45885CES5A79811D97F3242A22C143A3FB8

1C4E4E5D5A6957E9139F6CCC4C2D60FF40DADDEO1D124A6AE2ACEOS6ECA35CFDFB62B6D9A32D7D2685B38FFOFOEB8D037F6265BEB7759351A3F413533345F:
10

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bgMG8.img?h=250&w=206&m=6&q=60&u=t&0=t&I=f&f=jpg&x=724&y=236
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCachel\lE\9026IKNJ\BB1bgMG8[1].jpg

Preview:
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\BB1bgNkK[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 72x72, segment length 16, baseline, precision 8, 206x250, frames 3
Category: downloaded

Size (bytes): 6657

Entropy (8bit): 7.903586232457953

Encrypted: false

SSDEEP: 192:xCfppLheUja98sbgqpPMQCAIRb3VX/INTsplZtMQfH:U7rsh8PDCAKVx/DTsR2QfH

MDS5: O0C7AAFF008B3A1F06F774EA99CBE4E28

SHA1L: E9F988435DA7EO00BESDASDE3C230284AF8EA3D6GF

SHA-256: 2F4B9A98662E4BID50F3CFABFF6DFAS58A7FCD5699381AAA0F6C2A6F616499740

SHA-512: A24A79B694359757D84AC0101065D25432D5C3FB2CAD2711D043EC8688A05F738COEA05B86F096012AF33313CFE461CD11BICD6209E11C6B20F4DCAAB3FF5BC
Malicious: false

IE Cache URL:  hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bgNkK.img?h=250&w=206&m=6&q=60&u=t&0=t&I=f&f=jpg

Preview:

tuvwxyz .NOGJ.o<..;. d{U5..)
.0j...d.......E6./..92.RV..RH...s.H.3vr)...F{.". G.d...z..8l#+.6..
1..d0.<m.@.P.... . T.qi N (W>).

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\BB1bgaKd[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 72x72, segment length 16, baseline, precision 8, 310x166, frames 3

Category: downloaded

Size (bytes): 8399

Entropy (8bit):  7.916441479783733

Encrypted: false

SSDEEP: 192:xFweEV(qSjfQCKALleqf4/T0ehIn3FxfrFWzzVivi8XCbVhv:fwegqJtkq0ehJ1xhWp8G3

MD5: A1679BC4C7F0A64835D4D1C0ODCD99C7D

SHA1: 53871D2C34FDD142FEC9954A0E2C7932D371D5CD

SHA-256: ACBE2CFAF93ECDA265F9673E4CB8B29250C77E5450F5B2C057D5F816AD70ECS7

SHA-512: A2D147FB05281B150CF7D9B9544486C744F83D6B4EOFID53E6851E71AS55E7182067A9141B44A93157FF13D64E181A2DF09DB15AFC31F1FCBF8F56C1F342CA825

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bgaKd.img?h=166&w=310&m=6&0=60&u=t&0=t&I=f&f=jpg&x=587&y=626

Preview:

.)10.)-,3:J>36F7,-@QWAFLNRSR2>ZaZP JQRO...C....... &..&05-500000000000000000000000000000000
11A..Qa."q.2... #B...R..$3br........%&'()*456789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz
...11.AQ.aq."2...B....#3R..br...$4.%.....&'()*56789:CDEFGHIJSTUVWXY Zcdefghijs
L2eeceDaAyLlu/ldaM fLL S w).c....<30...0.7..... 7.0, zV$YIq]....YKn.$\g......D..F.G..i..G.9....*H#.
J.n5.y..Z . \.5.[..Fx..r..z.);U_W.m.n..L".j2.4~L.t*mWZ..K.@. .. c.".B.f.N..&!..8E9....;D....p.<..
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\BB1bgpUC[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 300x250, frames 3

Category: downloaded

Size (bytes): 9814

Entropy (8bit): 7.857312198704337

Encrypted: false

SSDEEP: 192:BbWH/3zy7rqqwyrigHbpoXDS8I3Eb8I+FQFpsx2pulNDWOb2/Pougk581W:ZWH/Dy/qqegpSt3Eb8IbEqOIPou/V

MDS5: 85A20BOF6E20A107A631242DE16CD41C

SHAL: BDEB9F700A66CDOE8703A96F8CC66D13CC1A483F

SHA-256: CB252A6B9927FA8F50CD21EC1E7D285D6C28CD399226B05400EDBE21F979CCDF

SHA-512: 8EE6BI91F74C7FF472B7311FDBBIF288A5431F6C38765EEC75DB440A62DCB3D736EFFEB39D8B1BBBD29807E4C745D4175A5FDC38B554E05C34BF066178340B1!
6

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bgpUC.img?h=250&w=300&m=6&0q=60&u=t&o=t&|=f&f=jpg
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCachel\lE\9026IKNJ\BB1bgpUC[1].jpg

Preview:

11..AQ.aq."2...B.... #3R..br...$4.%.....&'()*56789:CDEFGHIJSTUVWXY Zcdefghijs
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\9026IKNJ\BB1bgv3t[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 206x250, frames 3
downloaded

5875

7.8593624287211705

false
96:BGAaEVPhLszFL75W5ItNGOkvQ5ABsqBOKEEU0Yjm3ujglm71y5Q3a0lQ9/vIQi:BC+ZL+Fn54ly00QGBsgMcrYjm+U71/Kf
E2855C5D8CD529809000B96CDIOAFC49

5FB922CBC45C374720B156796BCE19EEE6071F66
34DC754F1BAC9B7835F48E8A61647E3CCF3E2D4ACAAAB7F5EC6053B5BDCI0DAB6G
E8425CF6D377C35FC60D107018310A42CEC930C3F5C01D86956F1EF8D73BBCCF1E368B14EF23E94736178FA601343409073422147AD230E9C679E2BB840ACO1E

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bgv3t.img?h=250&w=206&m=6&q=60&u=t&o=t&I=f&f=jpg&x=604&y=197

tuvwxyz
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\BBO5Geh[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

downloaded

463

7.261982315142806

false

12:6v/78/W/6T+syMxsngO/gISwEIxclfcwbKMG4Ssc:U/6engigHDm7kNGhsc
527B3C815E8761F51A39A3EA44063E12
531701A0181E9687103C6290FBE9CCE4AA4388E3
B2596783193588A39F9C74A23EE6CA2A1B81F54B735354483216B2EDF1E72584

0A3E25D472A00FF882F780E7DF1083E4348BCE4B6058DA1B72A0B2903DBC2C53CED08D8247CDAS53CES08807FD034ABD8BC5BBF2331D7CE899D4FOF11FD199k
OE

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBO5Geh.img?h=16&w=16&m=6&q=60&u=t&o=t&I=f&f=png

PNG.......IHDR. .a...SRGB.........gAMA.....a....pHYs.. dIDAT80.J.A :X.6..J.AD.h:EL.FIT.DSe.#.$i..3..0.6.3gf..+.\....7.X..1..=.
n...<.8..}..8.Rt..D..C).)..$...P...i".Qy...FL3...@...yAD...C \;06.2.D|..n.~.h....G2i....J.Zd.c.SA... *..|"P.{..$\..BO.b km.A.... ..]].0_X". .b.Ci.l.e2....[*.]7. %PGle P
..@.00....,.v..=.0.0.U....@.F....IENDB".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\9026IKNJ\BBPfCZL[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

GIF image data, version 89a, 50 x 50

downloaded

2313

7.594679301225926

false
48:5Zvh217t5SkY33fS+PuSsgSrrVi7X3ZgMjkCqBn9VKg3dPnRd:vkrrS333g+PagKk7X3Zgal9kMpRd
59DAB7927838DE6A39856EED1495701B

AB0734C857BFF8FF159C1879A041C6EA2329A1FA
544BA9B5585B12B62B01C095633EFC953A7732A29CB1E941FDESAD62AD462D57
7D3FB1A5CC782E3C5047A6C5F14BF26DD39B8974962550193464B84A9B83B4C42FB38B19BDOCEF8247B78E3674F0C26F499DAFCF9AF780710221259D2625DB8¢
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBPfCZL.img?h=27&w=27&m=6&q=60&u=t&o=t&I=f&f=png
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\BBRUBOd[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

downloaded

489

7.174224311105167

false

12:6v/78/aKTthjwzd6pQNfgQkdXhSL/KAWE3VUndkJInBI:bTt25hkuSMoGd6
315026432C2A8A31BF9B523357AE51E0
BD4062E4467347ED175DB124AF56FC042801F782
3CC29B2E08310486079BDIDDO3FC3043F2973311CE117228D73B3E7242812F4F

3C8BCF1C8A1DB94F006278AC678A587BCDE39FE2CFD3D30A9CDA2296975425EA114FCB67C47B738B7746C7046B955DCC92E5F7611C6416F27DA3ESEAEDS75¢
E

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBRUBOd.img?h=16&w=16&m=6&q=60&u=t&o=t&I=f&f=png

I
gcO0..

) SR g......0.T.>n8....0(..P..L.b..e..+....w@5 ..L.{...._0.@1.C_.L;u.L3.03....{2....GC..a....eec..Burrrerire e i2...e.l..P.?li.2. p..... P.x;e...go.....|FvV..
*+.5)...20>fx", ] 4 ...[IEND.B".

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\BBUZVvV[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

downloaded

408

7.013801387688906

false
6:6v/IhPKR/C+XLngtToKewFWST/5VM+1SMQN3hjZOw/dGONdulRTyp:6v/78/DDgiKHWUXQNRjZO7G4
BA89787B3DB1D63B59C40540E0A57F88

B1298A6DC9779B617E21A93B3D962C5E0AEAT3BA
2C7B2655591F2C4C17F2B3C642893493B780D9406DC79EE7F421296C3D1A32B5
948A211B47C5B2194E11CD418657D09B412246CCDB451BIAE764366246DB8B40A14FASA6B3ESADD252107E19D06483F76C45F359B656A6768DE56160C6CA3518
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBUZVvV.img?h=16&w=16&m=6&0=60&u=t&o=t&I=f&f=png

PNG........ IHDR.....covee a...sRGB......... gAMA......a.....pHYs......... 0.d...-IDAT8Oc].(.......... T @.(|.....'....-..8.-0d.gb/ P 10p..3.u.Cy....Br...6....L...<y.L.m..
R...UO....l...~P....5..7x.h. . Pr.. .. . F....... @2 W WX LA T.Z 'm.P.v.wo3.*.BE...ed.,.... [...nf.. T..v....(......=(..ed.".... 0.3...X:...l.;....IEND.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\BBnYSFZ[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

downloaded

560

7.425950711006173

false
12:6v/78/+m8H/Ji+Vncvt7xBkVqzZ5F8FFl4hzuegQZ+26gkalFUx:6H/XVA7BkQZL8OhzueD+ikalY
CA188779452FF7790C6D312829EEE284
076DF7DE6D49A434BBCB5D88B88468255A739F53
D30AB7B54AA074DESE221FE11531FD7528D9EEEAA870A3551F36CB652821292F
2CA81A25769BFB642A0BFAB8F473C034BFD122C4A44E5452D79ECIDCIE483869256500E266CE26302810690374BF36E838511C38F5A36A2BF71ACF5445AA2436
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBnY SFZ.img?h=16&w=16&m=6&q=60&u=t&o=t&l=f&f=png

.0.d....IDAT80.S.KbQ..zf.j...?@ z..EA3P....AH...Y..3......|6.6}.....{.n. ..b.......... ".h4b.z.&.p8".
J%.x<....|..b.h4."0.EQP.. v.q....f.9.H8..\...[N&...X,2...<.B.v[.(.NS6..|>..n4...2.57 *......f.Q&a-..v..z.{P.V...
rx...b..vp...b.l.Pa.W.r..aK..9&...>.5..."..'W......IEND.B".

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\9026I1KNJ\a5ea21[1].ico

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 32 x 32, 8-bit/color RGB, non-interlaced

downloaded

758

7.432323547387593

false

12:6v/792/6 TCfasyRmQ/iyzH48qyNkWCj7ev50C5qABOTo+CGB++yg43gX4b9uTmMI:F/6easyD/iCHLSWWqyCoTTdTc+yhaX4v
84CC977D0OEB148166481B01D8418E375

00E2461BCD67D7BA511DB230415000AEFBD30D2D
BBF8DA37D92138CCO8FFEEC8E3379C334988D5AE99F4415579999BFBBB57A66C
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\9026I1KNJ\a5ea21[1].ico

SHA-512:
Malicious:
|IE Cache URL:

Preview:

F47A507077F9173FB07EC200C2677BA5F783D645BE100F12EFE71F701A74272A98E853C4FAB63740D685853935D545730992D0004CID2FESE1965445CAB509C3
false

hitp://https://static-global-s-msn-com.akamaized.net/hp-neu/sc/2b/a5ea21.ico
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.CB...)ewBx 2} . >WL.%B. {.d...LCgz..j.7D.* M. *............. "HK..j%.!DOf7......C.]._Z.f+.1.1+.;.Mf...L:Vhg.[.. ..O0:..1.a....F..S.D...8<n.V.7M....cY@....... 4.D..kn%.e. A.@
IA,>\.Q|.N.P........ <l..p..y.U...J..9..R.mgp}wn.f4$. . X.E.1.T...2.....wz..U..../[..Z..(DB.B(....m........ B.=m.3....X..p..Y.....w.<......8..3..0...(.l.A.6f.g.xF..7Th.Gmq
|e0Z_Z. . X.OF ... X =Y} T R.....72W/...Bh..5..C...2.06 ........8@A..."zZT XtSoftware..x.sL.OJU..MLO.JML.../.....M....[END.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\90261KNJ\de-ch[1].json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines, with no line terminators

downloaded

74702

5.345294167813595

false
768:hVAYLXfhINb6yvz6Ix1wTpCUVkhB1Ct4AityQINEDEEVCDCcRiZfWUcUS5Jfoc:hVhEvxaEC+biAEV3RiEkz
754F6C92A735B47A2CC5E7D03C2102D1

71DDB35ED5E57812B895A939C77A0196B538AF40
491BF15460B5FEF7B972E48841BACADA7549A01CA52E46297E9F91B2E978132D

D3A859DBB25BA28D0401428A6C68B87FOBE3825DAA773B161A86D33164846FF67ADD99FD4A1CF3CA4613293DD2F629C5CE2E9A3EGE8SA7C796A361F02CEFA3C
8

false

hitp://https://www.msn.com/_h/511e4956/webcore/externalscripts/oneTrustV2/consent/55a804ab-e5c6-4b97-9319-86263d365d28/6f0cca92-2dda-4588-a757-
0e009f333603/de-ch.json

{"DomainData":{"cctld":"55a804ab-e5c6-4b97-9319-86263d365d28","MainText":"lhre Privatsph.re","MainInfoText":"Wir verarbeiten Ihre Daten, um Inhalte oder Anzeigen
bereitzustellen, und analysieren die Bereitstellung solcher Inhalte oder Anzeigen, um Erkenntnisse .ber unsere Website zu gewinnen. Wir teilen diese Informationen mit u
nseren Partnern auf der Grundlage einer Einwilligung und berechtigter Interessen. Sie k.nnen lhr Recht auf Einwilligung oder Widerspruch gegen ein berechtigtes
Interesse aus.ben, und zwar auf der Grundlage eines der folgenden bestimmten Zwecke oder auf Partnerebene .ber den Link unter jedem Zweck. Diese Entscheidungen
werden an unsere Anbieter, die am Transparency and Consent Framework teilnehmen, signalisiert.”,"AboutText":"Weitere Informationen”,"AboutCookiesText":"lhre Pri
vatsph.re","ConfirmText":"Alle zulassen","AllowAll Text":"Einstellungen speichern”,"CookiesUsedText":"Verwendete Cookies","AboutLink":"https://go.microsoft.com/fwlink/?
Linkld=521839","H

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachel\lE\90261KNJ\dnserror[1]

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, UTF-8 Unicode (with BOM) text, with CRLF line terminators
downloaded

2997

4.4885437940628465

false

48:u7u5V4VyhhV2IFUW29vjORkpNc7KpAP8Rra:vIlJ6G7A08Ra
2DC61EB461DA1436F5D22BCE51425660
E1B79BCABOF073868079D807FAEC669596DC46C1
ACDEB4966289B6CE46ECC879531F85E9C6F94B718AAB521D38E2E00F7F7F7993

A88BECB4FBDDC5AFC55E4DC0135AF714A3EEC4A63810AE5A989F2CECB824A686165D3CEDBSCBD8F35C7ESBIF4136C29DEA32736AABB451FE8088B978B493
AC6D

false

res://ieframe.dll/dnserror.htm?ErrorStatus=0x800C0005&DNSError=0

<IDOCTYPE HTML>..<html>.. <head>.. <link rel="stylesheet" type="text/css" href="NewErrorPageTemplate.css" >.. <meta http-equiv="Content-Type"
content="text/html; charset=UTF-8">.. <title>Can&rsquo;t reach this page</title>.. <script src="errorPageStrings.js" language="javascript" type="text/javascript">..

</script>.. <script src="httpErrorPagesScripts.js" language="javascript" type="text/javascript">.. </script>.. </head>.... <body onLoad="getInfo(); initMo
relnfo('infoBlockID");">.. <div id="contentContainer" class="mainContent">.. <div id="mainTitle" class="title">Can&rsquo;t reach this page</div>.. <div
class="taskSection" id="taskSection">.. <ul id="cantDisplayTasks" class="tasks">.. <li id="task1-1">Make sure the web address <span id=
"webpage" class="webpageURL"></span>is correct</li>.. <li id="task1-2">Search for this site on Bing</li>..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachel\lE\90261KNJ\e151e5[1].gif

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

GIF image data, version 89a, 1 x 1

downloaded

43

3.122191481864228

false

3:CUTxIs/1h/:7IU/

F8614595FBA50D96389708A4135776E4
D456164972B508172CEE9D1CC06D1EA35CA15C21
7122DE322879A654121EA250AEAC94BD9993F914909F786C98988ADBD0A25D5D
299A7712B27C726C681E42A8246F8116205133DBE15D549F8419049DF3FCFDAB143E9A29212A2615F73E31A1EF34D1F6CEOEC093ECEADO37083FA40A075819D2

false
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\90261KNJ\e151e5[1].gif

|IE Cache URL:

Preview:

hitp://https://static-global-s-msn-com.akamaized.net/hp-neu/sc/9b/e151e5.gif

GIF89a..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\errorPageStrings[1]

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode (with BOM) text, with CRLF line terminators

downloaded

4720

5.164796203267696

false
96:z9UUigRxqH211CUIRgRLNRynjZbRXkRPRK6C87Apsat/5/+mhPcF+5g+mOQb7A90:JsUOG1yNIX6ZzWpHOWLial6Cb7bk
D65EC06F21C379C87040B83CCLABACEB

208D0A0BB775661758394BE7E4AFB18357E46C8B
A1270E90CEA31B46432EC44731BF4400D22B38EB2855326BF934FE8F1B169A4F
8A166D26B49A5DI5AEA49BCE49ESEA58786A2191F4AD2ADACEF5FBB7523940CE4482D6A2502AA870A931224F215CB2010A8C9B99A2C1820150E4D365CAB28299
false

res://ieframe.dll/errorPageStrings.js

/ISplit out for localization...var L_GOBACK_TEXT = "Go back to the previous page.";..var L_ REFRESH_TEXT = "Refresh the page.";..var L_MOREINFO_TEXT = "More
information”;..var L_OFFLINE_USERS_TEXT = "For offline users";..var L_RELOAD_TEXT = "Retype the address.";..var L_HIDE_HOTKEYS_TEXT = "Hide tab shortcuts
"..var L_SHOW_HOTKEYS_TEXT = "Show more tab shortcuts";..var L_CONNECTION_OFF_TEXT = "You are not connected to the Internet. Check your Internet conn
ection.";..var L_CONNECTION_ON_TEXT = "It appears you are connected to the Internet, but you might want to try to reconnect to the Internet.";....//used by invalidcert.js
and hstscerterror.js..var L_CertUnknownCA_TEXT = "Your PC doesn\u2019t trust this website\u2019s security certificate.";..var L_CertExpired_TEXT = "The website
\u2019s security certificate is not yet valid or has expired.";..var L_CertCNMismatch_TEXT = "The hostname in the website\u2019s security certificate differs from the web
site you are trying to visit.";..var L

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\90261KNJ\http__ cdn.taboola.com_libtrc_static_thumbnails_ GETTY_IMAGES |
BK_606910635__VqZNjsRU[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 207x311, frames 3
downloaded

8977

7.947479110101718

false

192:6WrMcvUSzHVTwhK1b1vf9ZZXIZ/IXFYMWUsH/WEQfkNGEy4Yr:6HcvTzsKd19/XI9l]3WEVGEy4q
C4931E6BBCB5E90ESEC143703BD2F152

E4125F6F6032BDD229222C7C906EE1DCF8EAFE48
F559E194A2F4A3AABF0882D74E5B3B253065FF4C40CC029D11A0F1157382BA2F

76A79AE3BCEC3F764AFB31020819CF464F4531416D11BC60CB406CC996985E23D7416A29C8398D5CEA7770B20EBFF673E97DC3FBDCOFID94EEDF22EOE780EL
1

false

hitp://https://img.img-
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2Ce_sharpen/http%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic
%2Fthumbnails%2FGETTY_IMAGES%2FIBK%2F606910635__VgZNjsRU.jpg

.elyd..qQ."}e.y\..<
..... r.>V:N...2.R.Ev.<..s\{|X
1~.}3.g....i<.._.bJ=<..Nb...x$..A..b...k.me... LIr..A~qO.,j....... $. 7 yee.OF0. L ) kAL LI2r.T~L.@...8)9r..<

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\90261KNJ\http___cdn.taboola.com_libtrc_static_thumbnails_cf8d835be50e067fd9c7aalc
cf061c77[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 207x311, frames 3
downloaded

7623

7.918843521387039

false

96:IHzvotEMNGcSTxq8FGBXxy1VHi20thq7i29Sk8z9fUh5I1g8iZi3iBO8GcA06KI8:uvec8eyl1Vp7i29LvD/3idb6a7VIEe
18F6FDE9DBD44DB173ECF1DB9E4849ED

C8280DD586797CDE57703B764FD5135B4DEAEBF8
3414CAD4F5A801EC71732AE020EA4ACDE38F11A1E078692D03DE3A660EA76C58

BBB26C1AFBOE2C6B191BE72E07ED7677F95DFD9A2F2A8C0202AA9772AF2BF3C8E50814C703B0F639091B6B463D799E88B557071841E223262D24A4EF87BE91C
C

false

hitp://https://img.img-
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2Ce_sharpen/http%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic
%2Fthumbnails%2Fcf8d835be50e067fd9c7aalccf061c77.png
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\90261KNJ\http___cdn.taboola.com_libtrc_static_thumbnails_cf8d835be50e067fd9c7aalc
cf061c77[1].jpg

Preview:

W....mt..4.]~4. A a. [>Q.
K}..v|..8.f=..5<./..0_.....e..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\90261KNJ\http___cdn.taboola.com_libtrc_static_thumbnails_db92f4e5a7e205448607a65d
fb875f45[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 207x311, frames 3
Category: downloaded

Size (bytes): 21912

Entropy (8bit): 7.973264527361435

Encrypted: false

SSDEEP: 384:FtLZGdRdVgqNg30yHsMOJurOtSR2bKcTxol2AIC+HIa9PsUI5E:FQzJyHDi3SR/cte2AlCeVxxii

MD5: F5ED94E00616B5568996D86C441DE6D5

SHA1L: B86979EB2544D41E8CBDEC119BD998E6193293BA

SHA-256: D1FED49ADBD1B953681A133B8791E5B31F2B5A01A7CF52EC74723E08DAFI6CCE

SHA-512: 331C8B55AE4279672A7DBAC7ESEBIAG7CA73E283EC3D8CDA0546134071BC3353731A66310583C393B414E6BDOF54AEBE74434A557171D2DB33FD525FA36F071:
Malicious: false

|IE Cache URL: hitp://https://img.img-
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2Ce_sharpen/http%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic
%2Fthumbnails%2Fdb92f4e5a7e205448607a65dfb875f45.jpg

Preview:

&"&0-0>>T.... 7. e Bttt
LdiHlol Gl witu=L S w U X)L HO T Sy { Ho Lt KL L it )eO<c. S X v,
Lhok f.T.Z."FS.du{d.b..U...EeF..4f*@..u..RF....l.S.h.s. KB..=+.L1 k.$..2.<.J#.y. /. LUY .= U....JS.Z".

7Fy hM..tG&EJ.../..uTq...i....?>.p..4......... 2...B.X..}z0..[{....-.b.L.h...<_.T.

2&.6z%\.X...~x}.<#....J{.~u..2.7. t-
-..0V.}.....0.0" K..FEj..Ky.yI'Mp..q:.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\9026IKNJ\iab2Data[1].json

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 180232

Entropy (8bit): 5.115010741936028

Encrypted: false

SSDEEP: 768:13JqIWIR2TryukPPnLLUAIGpWAowa8A5NbNQ8NnYHv:I13JqIcATDELLXGpEwW7Aq8YP
MD5: EC3D53697497B516D3A5764E2C2D2355

SHA1L: OCDAOF66188EBF363F945341A4F3AA2E6CFE78D3

SHA-256: 2ABD991DABD5977796DB6AE4AD44BD600768062D69EE192A4AF2ACB038E13D843
SHA-512: CC35834574EF3062CCE45792F9755F1FB4B63DDD399A5B44C40555D191411F0B8924E5C2FEFCDO8BACEIELIE6D6275E121CABB4A84005288A7452922F94BES65!
Malicious: false

|IE Cache URL: hitp://https://www.msn.com/_h/511e4956/webcore/externalscripts/oneTrustV2/consent/55a804ab-e5c6-4b97-9319-86263d365d28/iab2Data.json

Preview:
{"gvISpecificationVersion":2,"tcfPolicyVersion":2,"features":{"1":{"descriptionLegal":"Vendors can:\n* Combine data obtained offline with data collected online in support of
one or more Purposes or Special Purposes.”,"id":1,"name":"Match and combine offline data sources","description":"Data from offline data sources can be combined with y
our online activity in support of one or more purposes"},"2":{"descriptionLegal":"Vendors can:\n* Deterministically determine that two or more devices belong to the same
user or household\n* Probabilistically determine that two or more devices belong to the same user or household\n* Actively scan device characteristics for identification for

probabilistic identification if users have allowed vendors to actively scan device characteristics for identification (Special Feature 2)","id":2,"name":"Link different devices
" "description":"Different devices can be determined as belonging to you or your household in support of one or more of purposes."},"3"{"de

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\90261KNJ\otFlat[1].json

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with CRLF line terminators

Category: downloaded

Size (bytes): 12588

Entropy (8bit): 5.376121346695897

Encrypted: false

SSDEEP: 192:RtmLMzybpgtNs5YdGgDaRBYw6Q3gRUJ+g5iwJILd+IJmMgEb5SmfPPenUpoQuQJ/Qq:Rgl14jbK3e85csXf+oHBIAHYP1IMJIAKk
MD5: AF6480CC2AD894E536028F3FDB3633D7

SHA1L: EA42290413E2E9E0B2647284C4BC03742C9F9048

SHA-256: CA4F7CEOB724E12425B84184E4F5B554F10F642EE7C4BE4D58468D8DED312183

SHA-512: A970B401FE569BF10288E1BCDAA1AF163E827258EDOD7C60E25E2D095C6A5363ECAE37505316CF22716D02C180CB13995FA808000A5BD462252F872197F4CE9E
Malicious: false

|IE Cache URL: hitp://https://www.msn.com/_h/511e4956/webcore/externalscripts/oneTrustV2/scripttemplates/6.4.0/assets/otFlat.json
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\90261KNJ\otFlat[1].json

Preview:

{. "name": "otFlat",.. "html": "PGRpdiBpZD0ib25ldHJ1c3QtYmFubmVyLXNkaylgY2xhc3MIIm90RmxhdCl+PGRpdiBjbGFzcz0ib3Qtc2R
rLWvanRhaWSIcn+PGdelBJbGcmzOlethZRrLXJvdyI+PGde|BpZDO|b25IdHJ1c3QtZSJvdXAtY29udGprmVyI|B]bGcmzOlethZRrLWVpZZhOIGQOLXNka
y1jb2x1bW5z1j48ZGI2IGNsYXNzPSJiYW5uzZXJfbG9nbyl+PC9kaXY+PGRpdiBpZD0ib25/dHJ1c3QtcG9saWN51j48aDMgaWQ9Im9uZXRydXNOLXBvbGljeS10aXRsZSI
+VGhpcyBzaXRIIHVzZXMgY29va2llczwvaDM+PCEtLSBNb2JpbGUgQ2xvc2UgQnV0dG9ul COtPjxkaXYgaWQ9Im9uZXRydXNOLWNsh3NILWJO0biljb250YWIuZXItbW9ia
WxliBjbGFzcz0ib3QtaGlkZS1sYXJInZSI+PGJ1dHRVbiBjbGFzcz0ib25ldHI1c3QtY 2xve2UtY nRuLWhhbmRsZXIgbh25ldHJ1c3QtY 2xve2UtY nRuLXVplGJhbm5icil
jbG9zZS1idXR0b24gh3QthW9iaWxIIGIOLWNsbh3NILWIjb24ilGFyaWEtbGFiZWw9lkNsb3NIIEJhbm5IcilgdGFiaw5kZ Xg9ljAiPjwvY nVOdGOuPjwvZGI2PjwhLSOgT
W9iaWXxIIENsb3NIIEJ1dHRVbiBFTKQtLT48cCBpZD0ib251dHJ1c3QtcG9saWN5LXRIeHQIiPIdIIHVzZ SBjb29rawVzIHRVIGItcHIvdmUgeW91ciBleHBlcmllbmNILCB
0ObyByZW1IbWJIciBsb2ctaW4gZGVOYWIscywgcHIvdmlkZSBzZWN1cmUghG9

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\9026IKNJ\otTCF-ie[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators

downloaded

102879

5.311489377663803

false
768:0NKWTOmM7r8N1gpPVsjvB6z4Y|3RCjnugKtLEdT8XJORONTMC5GkkJOXcIGK58:8kunecpujSQRCjnrkKxJg0TMC5ZW8
52F29FAC6C1D2BOBAC8FESDOAA2F7ALS

D66C777DA4B6D1FEE86180B2B45A3954AE7EOAED
E497A9E7A9620236A9A67F77D2CDALCC9615F508A392ECCAS3F63D2C8283DCOE

DF33C49B063AEFD719B47F9335A4A7CE38FA391B2ADF5ACFDOC3FE891ASD0ADDF1C3295E6FF44EEO8E729F96EO0DS26FFD773DC272E57C3B247696B79EE116¢
BA

false

hitp://https://www.msn.com/_h/511e4956/webcore/externalscripts/oneTrustV2/scripttemplates/6.4.0/0tTCF-ie.js

Ifunction(){"use strict";var c="undefined"!=typeof window?window:"undefined"!=typeof global?global:"undefined"!=typeof self?self:{};function e(e){return e&&e.__
esModule&&Obiject.prototype.hasOwnProperty.call(e,"default”)?e.default:e}function t(e,t){return e(t={exports:{}},t.exports),t.exports}unction n(e){return e&&e.Math==Math&
&elfunction p(e){try{return!!e()}catch(e){return!0}}function E(e,t){return{enumerable:!(1&e),configurable:!(2&e),writable:!(4&e),value:t}}function o(e){return w.call(e).slice(8,-
1)Hunction u(e){if(null==e)throw TypeError("Can't call method on "+e);return e}function I(e){return I(u(e))}function f(e){return"object"==typeof e?null!==e:"function"==typeof
elfunction i(e,t){if(!f(e))return e;var n,r;if(t&&"function"==typeof(n=e.toString)&&!f(r=n.call(e)))return r;if("function"==typeof(n=e.valueOf)&&!f(r=n.call(e)))return r;if(!t&
&"function"==typeof(n=e.toString)&&!f(r=n.call(e)))return r;throw TypeError("Can't convert object to primitive value")}function y(e,t){retur

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\CS61XJW6\41-Obee62-68ddb2ab[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators
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24:HWwAaHZRRIYfOeXPmMHUKg6GGigllQCQ6cQflgKioUInJagzrQJ:HWwAabuYfO8HTqOxB6XfyNoUiJaD
7ADA9104CCDE3FDFB92233C8D389C582

4E5BA29703A7329EC3B63192DE30451272348E0D
F2945E416DDD2A188D0E64D44332F349B56C49AC13036B0B4FCI46A2EBF87D99

2967FBCE4E1C6A69058FDE4C3DC2E269557F7FAD71146F3CCD6FC9085A439B7D067D5D1F8BD2C7EC9124B7E760FBC7F25F30DF21F9B3F61D1443EC3C214E3k
F

false

define("meOffice",["jquery","jqBehavior","mediator","refreshModules","headData","webStorage","window"],function(n,t,i,r,u,f,e){function o(t,0){function v(n){var r=e.local
Storage,i,t,u;if(r&&r.deferLoadedltems)for(i=r.deferLoadedltems.split(","),t=0,u=i.length;t<u;t++)if(i[t] &&i[t].indexOf(n)!==-1){f.removeltem(i[t]);break}}function a(){var i=t.find
("section li time");i.each(function(){var t=new Date(n(this).attr("datetime"));t&&n(this).html(t.toLocaleString())})}unction p(){c=t.find("[data-module-id]").eq(0);c.length&&(h=c.
data("moduleld"),h&&(I="moduleRefreshed-"+h,i.sub(l,a)))}function y(){i.unsub(o.eventName,y);r(s).done(function(){a();p()})}var s,c,h,l;return u.signedin||(t.hasClass("of
fice")?v("meOffice"):t.hasClass("onenote")&&v("meOneNote")),{setup:function(){s=t.find("[data-module-deferred-hover], [data-module-deferred]").not("[data-sso-de
pendent]");s.length&&s.data("module-deferred-hover")&&s.html("<p class="meloading><\V/p>");i.sub(o.eventName,y)},teardown:function(){h&&i.un
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3072:jaBMUzTAHEKmM80OUdvUVRZkrlwapjs4tQH:ja+UzTAHLOUdvyZkrlwapjs4tQH
4B82406D47F2F085AE9C11BCAG69DE1AG
72A1EB84C902BF469FAD93F4AD77E48DE8F508844
07E23BC8BF921AE76F6C3923EFF10F53AFC3C4F6AF06A4FD57C86E6856D527E2
7BAA96CBF5E41D51AD3A0D96C1458C7714366240CB6C27446D96E67190CD972ED402197A566C7D3BE225CF36DC082958E7D964D9C747586A2276DE74FF58625

false
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@charset "UTF-8";div.adcontainer iframe[width="1'}{display:none}span.nativead{font-weight:600;font-size:1.1rem;line-height:1.364}div:not(.ip) span.nativead{color:#333}.to
daymodule .smalla span.nativead,.todaystripe .smalla span.nativead{bottom:2rem;display:block;position:absolute}.todaymodule .smalla a.nativead .title,.todaystripe .smalla
a.nativead .title{max-height:4.7rem}.todaymodule .smalla a.nativead .caption,.todaystripe .smalla a.nativead .caption{padding:0;position:relative;margin-left:11.2rem}.to
daymodule .mediuma span.nativead,.todaystripe .mediuma span.nativead{bottom:1.3rem}.ip a.nativead span:not(.title):not(.adslabel),.mip a.nativead span:not(_titl
e):not(.adslabel){display:block;vertical-align:top;color:#a0a0a0}.ip a.nativead .caption span.nativead,.mip a.nativead .caption span.nativead{display:block;margin:.9rem 0
.1lrem}.ip a.nativead .caption span.sourcename,.mip a.nativead .caption span.sourcename{margin:.5rem 0 .1rem;max-width:100%}.todaymodule.mediuminfopanehero .ip_
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6144:RrkPd/mHSg/1xeMg3hmnid3WGqljHSjaujiSBgxO0Dvg4FcR6E1x2K:yV/mAQnid3WGqljHdy6tHCRB3
ED72DBE7A655C451B1420C64539E5ACA

AO0B01F313B809BCIFDD2349867A28404B8D57AF
2C4AF76A959F21D41E8476526870AA52E8AF85BE700848E54C2BECFD249CC637

06D2E4825A5E17B5AF07338C12297D6521D82B3D1EF8DB5168716C744DDA0D039420754F3720742F91CECFBODDC68137FFBFEAECOAC87E1F9CI5C88F7EAD3A
0

false

var awa,behaviorKey,Perf,globalLeft, Gemini, Telemetry,utils,data, MSANTracker,deferredCanary,g_ashsC,g_hsSetup,canary;window._perfMarker&&window._perfMa
rker("TimeToJsBundleExecutionStart");define("jgBehavior",["jquery","viewport"],function(n){return function(t,i,r){function u(n){var t=n.length;return t>1?function(){for(var
i=0;i<t;i++)n[i]()}:t?n[0]:ffunction f(){}if(typeof t'="function")throw"Behavior constructor must be a function";if(i&&typeof i'="object")throw"Defaults must be an object or nu
II;if(r&&typeof r'="object")throw"Exclude must be an object or null*;return r=r||{},function(f,e,0){function c(n){n&&(typeof n.setup=="function"&&l.push(n.setup),typeof
n.teardown=="function"&&a.push(n.teardown),typeof n.update=="function"&&v.push(n.update))}var h;if(o&&typeof o!="object")throw"Options must be an object or null";var

s=n.extend(!0,{},i,0),I=[],a=[],v=[],y=!0;if(r.query){if(typeof f!="string")throw"Selector must be a string";c(t(f,s))}else h=n(f,e),r.each?c(t(h,s)):(y=h.length>0,
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12:6v/78/W/6TKob359YEwQsQP+0aNwGzr5jI39HLOH7YM7:U/6pbJPgQP+bVRt9rOH8G
D675AB16BA50C28F1D9D637BBEC7ECFF
C5420141C02C83C3B3A3D3CD0418D3BCEABB306A
E11816F8F2BBC3DC8B2BEB84323D6B781B654E80318DC8D02C35C8D7D81CB7848

DA3C25D7C998F60291BF94F97A75DE6820C708AE2DF80279F3DA96CCOE647EOEB46E94ES4EFFACAF72BA027D8FB1E16E22FB17CFOAE3E069C2CASA22F5CC7:
A4

false
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...HIDAT80.KK.Q.....v...me...H.}.D
?...Wz}h...8.+<.T._..D.P.p&.0.v....+r8.tg..g .C..a18G...Q.l.

.H..;qof?.M........ ?..09.j*.X.."/e8.10...T..
.V1.....k...po.+D[*..3SJ.X. . X..."..@4. }..1X"h.V.

....h.\?..7)gq8.MB..u.- .
...3..48.{$BZW.z.>...w4~."..m....IEND.B".

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellIE\CS61XJW6\BB10MkbM[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe
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965

7.720280784612809
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24:T2PqcKHsgioKpXR3TnVUVPkKWSsvIos6z8XYy8xcvnla:5PZK335UXkJsglyScfla
569B24D6D28091EALF76257B76653A4E
21B929E4CD215212572753F22E2A534A699F34BE
85A236938E00293C63276F2E4949CD51DFF8F37DE95466AD1A571AC8954DB571
AE49823EDC6AE98EE814B099A3508BA1EF26A44D0OD0O8E1CCF30CAB0O09655A7D7A64955A194E5E6240F6806BCOD17E74BD3C4C9998248234CA53104776CCO0A(
false
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7800

7.926551212820947
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192:BCmtu4PPCfmAJqoxbP3Z54DP8RZ0JUH4ie50HSaSeHQ1:kuVpAJqoxN5YPAWE4wkeHQ1
5DB9980D2AA9EBDFF6BEEAE71F0AD316

251F66000D32002F831ACD205F8BD76C20AF1DBC
E174E5328F8F0339D98E634CD8FF6B4087B13E292CE4917DF9A93A0DAELD95F8
EF35057B870964E218131B4E5530448947401805F39F8499775A1B33FA916FB471A95F58F6EE80BOCOB6B3EF5C6506B5021B48F65C9D790F056977A9ACFBBI2E
false
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10550

7.951748041500229
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192:BCSFb+9n50+rbxrSnaZimhFJLu4aeASEPIMwuUjY QaplVP7rivVV:kSFbWn5hvxrSnaZiUDWEPW2Y 1p1VXV
42B6476806570DF5906DDC8DF619936F

23D4117034C62A2CE1FB642A9E74D0217A3676C3
CB8A1FF20992E1C9E2B1DFB8811694B51BCF10B85B46FBA02C610C614DF39D310

2B16646BEBFAD52B6EB04CCC1B42CE4F116F8FA0357C0D8B6B3B7762375CEB5137665630F9B7AFFCACFDD84F54B327384AFD468FD618CAFASDES4B85306AB!
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7.921868032963791
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5B
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Preview:
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downloaded

2025

7.769387688987225

false
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...... JFIF.....Co 0 )100)-,3:0>36F 7 -@WAFLNRSR2>ZaZP  JQRO....C.......&..&05-500000000000000000000000000000000
0O0000000OO0O00O00O0..

b J1A.QaG.2.. #B. R..$3DT........ %8/ ()456789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz
.M1.AQ.aq."2...B.... #3R..br...$4.%.....&()*56789: CDEFGHIJSTUVWXY Zcdefghijs
..2..Q5..j..C, AD..A.D1..p)..8..(.0.~j@>aR..0@.... <.-..| <C..x...).D2h..SF8.F>Z.1.Q#..0.~..ZW....*T X..*T...*?

=*{{9..H.=.qJSv.q..q...=...A.EADA.OC. }H+Mt.uFR....M..Y.J H.k.u9Q.\.i..|.Ct.V..x..v#....+C.AY%H.Py.z..$.2.

W.

tuvwxyz
F8.TTq..Eq
N SVGH%.L. S /zE XS k.4

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\CS61XJW6\BB1bg03i[1].jpg

Process:
File Type:
Category:
Size (bytes):

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe
JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 206x250, frames 3
downloaded

8548
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\CS61XJW6\BB1bg03i[1].jpg
Entropy (8bit):  7.940433942492513

Encrypted: false

SSDEEP: 192:BCLN7j+D/HOOM50qW5u0BiVAGCliwpgRr4MegidnVQ+W/D1QX:KLIBPdv5USqAGOSUMWNV7WxI

MDS5: B2360C40DFD8B6DFAB4AB72FD7EB765C

SHA1L: D97B4181DAEF2BB756CEDAGF659BCA4EFB5F3E82F

SHA-256: 13D0DA62392FF6EBAB7039086D2C9150BF8DCAE4F58445DBDD19DDOCICEDDELL

SHA-512: B788589D6039F7C9CIEA4D2308EBADEIB016413C5F7C7246DF5599337070A678A6474A3C310204753BDECAAIF6598DB7A77CB60BICB66CO39EAIDI22F3824B8
Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bg03i.img?h=250&w=206&m=6&q=60&u=t&o=t&I=f&f=jpg&x=643&y=114

Preview:

tUVWXYZ....
LWT{.B..4Ax. LWL
z.{Q.Fw.."r..*g..n..Q."U).s0.......

i T3 U+ L VL2 ALT. 7YY <% (.0~ #.&.Gg. * G.t.... ... %H.V....0.&. #5...fFK
<PLZ.J.h.g.i.U..G:...S.5Y0..gPN.)2...1..4..C.~*....(.ss..)..~....4.0..3k.q....Z...I.qL.O...(.d~.+%...BV.<....... R'jk~(k[e6!...y

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\CS61XJW6\BB1bgAem[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 310x166, frames 3

Category: downloaded

Size (bytes): 7145

Entropy (8bit): 7.9239771214995445

Encrypted: false

SSDEEP: 192:BFdtfV5Zsku5nGLbjtdKS3Gf41Z20CIAReeFOMMw:vdtV5GKIGLbjtdkJ20re6Mw

MDS5: 37C0BB2851DF595B7D2C492ACC45A6D8

SHA1L: 05F572BD049689C8C6E4103A3611CD847FA34FD9

SHA-256: DAD2D2BBC64F112379ED0C82066DD6CB89098F7B54F600163091A6DDA8340763

SHA-512: 5EEF8D47C5A635CCF2D41AB79AA940AC2FD3F68D1EDOFCI3EBIDA5CICAB7088D5666F60CD23E33773C1BD836C3EAA2DIDI5118BDB187C32010717152FF7F3
58

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bgAem.img?h=166&w=310&m=6&q=60&u=t&o=t&I=f&f=jpg&x=307&y=387

Preview:

tuvwxyz....
. .052.7:..
...10..0.hgh...%.

V1. .w..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\CS61XJW6\BB1bgjc3[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 72x72, segment length 16, baseline, precision 8, 311x333, frames 3
Category: downloaded

Size (bytes): 12361

Entropy (8bit): 7.947776937797577

Encrypted: false

SSDEEP: 384:0bwzkyDKHh0j6mNkQOyOxgnjKczJz402sC:0b4kdh020v0YnH49

MDS5: 487A7D5B22F34BFC93BB961D283ECCES

SHA1L: CDD114C6BEB42BCC896A19A11155057878E15109

SHA-256: BCC6FA38BAB2D3FB196F42F6941BE430FB7AC7E15D17D0A7C3CDDC4485738A9C

SHA-512: BEOBE1C59284ED3ECD17F321E541315D04CB9632D97D5B228EFB84F343D7E8CAE851629E806E3967E250F183B027273281F04AC01C685C418F3D1967004A9FAL
Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bgjc3.img?h=333&w=311&m=6&q=60&u=t&o=t&I=f&f=jpg

Preview:
...... JFIF....HH....C...ooeerrn o )100)-,3:3>36F 7,-@WAFLNRSR2>ZaZP JQRO...C.......&..&05-500000000000000000000000000000000
000000000000000000 11A..Qa."q.2...#B..R..$3br........ %&'()*456789:CDEFGHIISTUVWXYZcdefgh
TISTUVVVXYZ. .ottt bbbttt W 11..AQ.aq."2...B....#3R..br...$4.%.....&'()*56 789: CDEFGHIJSTUVWXY

Zcdefghijstuvwxyz.... ANV > Z#CUMPS...gL.. £T..S..eC....7..Rm].....S.U.@YX.....{...6G..X.6..Z=.t.M....L.
- .OMH6..h. . +.iWm..Qys.H. .zwH..s@..C wil.2.Hyrl.zz.T..5.<fXLA.FW.VEL..yF..T..y.. K. # ...."..EHJ.QQ........s.Lyc.N;t....pA.)...#
v.0.@ .E.."cco..ZW) e +...k.X...Eni+.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\CS61XJW6\BB1bgnoy[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 72x72, segment length 16, baseline, precision 8, 206x250, frames 3
Category: downloaded

Size (bytes): 7881

Entropy (8bit): 7.92741270808179

Encrypted: false

SSDEEP: 192:xCSXoixjYbZo5PoVVpdF7kbNaeTd+OGIUIMmY3ZIm:UQocYUPoNby0Od+DC5mgE
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\CS61XJW6\BB1bgnoy[1].jpg

MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

0FC0278051A7A8B8CD62604132E90A37
05C6AA4210B3C57F1203F2FB5098AF0706891873
1913A5A1C15120EBDSAE1C1F55C7F8B0568768A7BAA3B1C6D9947EDFEFAGAC23

75351E485F6087D8EQ01AF93DB5DDE1SBFEB8629FAD2426FCBD444C2B219ED4A73EC909E186ESEB132A430357BD848B28ACC3D20F8B62D341E092A0F6C48A8
7

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bgnoy.img?h=250&w=206&m=6&q=60&u=t&o=t&I=f&f=jpg&x=513&y=276

)10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP JQRO...C.......&.&05-500000000000000000000000000000000
11A..Qa."q.2... #B...R..$3br....... %&'()*456 789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz
.M1.AQ.aq."2...B.... #3R..br...$4.%.....&()*56789: CDEFGHIJSTUVWXY Zcdefghijs
Jed)en@e 2T 20 q@Cl S < FG.&2.. Al.e.$.=H N{. {..5.....)..QE..mO.BSd..
3...E.=Du.Z..s.....Y..4#3A.....{S1.8.>...AQ...HO8 .< Ah...>.

tuvwxyz
..WB......u.2.S..FA,
..... Xey..j6....S.].8....X...

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\CS61XJW6\BB1bgqeu[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 310x166, frames 3
downloaded

6361

7.915073567549622

false

192:BFe6a70dQMMLudMBsvjzn6Plu/dy5cabR:vza70dYaMBK3n6ms5F

A1276AC789FE7DFA2E2A5291E46AD006

826D5C0D88B5133784459B4CBA590EESEBBIS0AB
B492A811AE2A13642BAB3ECOCBEBCF5B9B232BC44E3396D5022DCBBE4D700E2D

0196F70C6D98F804516B7AFB5F84D0A1D1E62B4E05C1330002FE071C121BA3AB6BI9D88D18A8BBF0080458E24E77E855604EDC6B25C6A351CAF4A29DBCDCOFE
A

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bggeu.img?h=166&w=310&m=6&0=60&u=t&0=t&|=f&f=jpg&x=2071&y=1423

...... JFIF.... 0 Criiiis e )100)-,3:3>36F7,-@WAFLNRSR2>ZaZP  JQRO...C.......&..&05-500000000000000000000000000000000
J1A.Qa"q.2... #B...R..$3br........ %&()*456789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz
11..AQ.aq."2...B....#3R..br...$4.%.....&'()*56789: CDEFGHIJSTUVWXY Zcdefghijs
T./..P*&E*...\.0..5.N.0.$/.G.9..04.](....... Hwg5...K..](....... p9...z_..s].)gG.f2.S
..2..3dg.0..7.q..0b.yU.#..,a.>...*) P..l.g+..8\.......... s..r8..]..4.w..k2k8.+.Q....... S H.FA#LLA) L

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\CS61XJW6\BB1bgyAZ[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 311x333, frames 3
downloaded

11608

7.9256199607978415

false
192:BYK4AQOZ3ZFmOqlyiVdimg5qnUgOICILMR/FmgNkiQiZd6yY4OLBtROD+hZbn:etAQOinbimWgjQ4R/HNkiQuUyYL1nYkp
F69A15FDC492EA414E58D8F8DE66DASB

30FBESEEE69F38BEF441698D52EE6EA4A57AAOOE
E8980AD6612C6D05169791503DDE85B6D46392DE572A8D9B8D8494684E51A3CB
27C52D4325D89284DE1C1C1A37F7C859DCE7331E8F02490C6E85A6C49F8054CECC4923FEBF4479FEE94149EE77D4CB722EF607B46F9F292E91165CCA402F347
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bgyAZ.img?h=333&w=311&m=6&0=60&u=t&0=t&I=f&f=jpg&x=537&y=261
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50uV..cdn.T6s.DQ..gi...7...C...8

ijstuvwxyz
Zcdefghijstuvwxyz.
L.r.*8Kk[O.V......JC.K..Q...}(..2.0.d.S..n.Ov. .
X-.KE.W..0......- .4.7..c...f{..n..q.180.j...K..c.",zf.9Y"e..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellIE\CS61XJW6\BB1kc8s[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 30 x 30, 8-bit/color RGBA, non-interlaced

downloaded

799

7.616735751178749

false
12:6v/7eell6FAU+ZPhOPNAgOydY9vYyfS1Y+0yGo0VtgzKkchqeGOrlkTR+aleXGyl:QGp+Zpajd4/ObGPngzKkcOSNGLT
2C55F358C8213245D8DE540D89B76EDO

413A0EAO00DBB2A54C6A3933B8864E1847D795124
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellIE\CS61XJW6\BB1kc8s[1].png

SHA-256:
SHA-512:
Malicious:
|IE Cache URL:

Preview:

D11901D46370D97173C94754B69E90D7540FAF1F5C571C5E521E3A062FBFOA77
0385C2FE61CFFF69EE6A85D13003B4729B93132007294DF3407DAABI7318157C421940D689E01B6CES360A57029393FEAB949A83647DF22D43DF5064E7B82DD0
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1kc8s.img?m=6&o=true&u=true&n=true&w=30&h=30

PNG........ IHDR....c.coven ;0......sRGB......... gAMA.....a....pHYs.......... 0.d....IDATHK .kZQ...W.Vc.-m,..&"...."."...b...%...E2...& R*..*...AO......d. e >04..~0.9..22.1C
J.bmmMR.V_.D......P(.j.*.Z-]..2..uV_...>.0.e.0..a.d21....[>.mh4.J..... LguHLLCRL J....Q.9.1.......8>??0.20.Z.h4.N...r9...)....... >R.9...Kz.W.T....J.w.3fee..*a;
et X )20 WLRENL p...CIN.Y....I.)......d2.,5..1.3d...\'s....6...nQ..Q...E..d.......[.BI2...G".H&. ag5..ZR"..0.p....... 4.\2..6...)0 Xj.Ex.n....&Z.d.X.#V.b..|

Mol & X *8 W3 = AL E M. T 18... Q.. L6). T A > yj 9 fot ] &0 HA <R 7.Y.N...... 2.5, 2. . #AS... [END.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellIE\CS61XJW6\BB6Ma4a[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

downloaded

396

6.789155851158018

false

6:6v/IhPkR/CnFPFaUSs1venewS8cJY 1pXVhk5Ywr+hrYYg5Y2dFSkjhTSuME|jrTp:6v/78/kFPFnXleeH8YY9yEMpyk3Tc
6D4A6F49A9B752ED252A81E201B7DB38

765E36638581717C254DB61456060B5A3103863A
500064FB54947219AB4D34F963068E2DE52647CF74A03943A63DC5A51847F588
34E44D7ECB99193427AA5F93EFC27ABC1D552CA58A391506ACA0B166D3831908675F764F25A698A064A8DA01E1F7F58FE7A6A40C924B99706EC9135540968F1A

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB6Ma4a.img?h=16&w=16&m=6&0=60&u=t&o=t&|=f&f=png

>1..p...0.EA.A...0..cC/...0
..... IEND.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\CS61XJW6\BBSAFEK][1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

downloaded

229

6.32582687955373

false

6:6v/IhPKR/EhINKXiuYkCo/Vzj94mmJSUVp:6v/78/1kXiuYNMVjCdSu
9464877AC3BEFD45D26A2C6B47FE193C
AO4A44EALIFE78980E1423755071FF18AD6CE1208
9089566EE7142F457AB4D29ED695CDC887A063D1ACECB6C69627F199AFBASC1C

4E58A99FAF309FD60F75AE348D1CEAFDASES668AECB3CDBC55E241C98405DC421374B365E4A620632950F9142F8D7A559C15100BD4DE9SFAC5A88A11B0C244!
7

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBSAFEK.img?h=16&w=16&m=6&0=60&u=t&o=t&|=f&f=png

PNG..
00....-.

IHDR.....cves a...sRGB......... gAMA......a.....pHYs.......... \.r...zIDAT80cd8s.?....J..P\"... ... a....e...f.55{M(;8..3.[P.c. P bX..-....08..p..w...(...TO".3...
.IEND.B".

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\CS61XJW6\NewErrorPageTemplate[1]

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode (with BOM) text, with CRLF line terminators

downloaded

1612

4.869554560514657

false
24:5Y0bQ573pHpACtUZtIDOIFBopZleqw87xTe4D8FaFJ/Doz9AtjJgbCzg:5m73jcIqQep89TEwW7Uxkk
DFEABDE84792228093A5A270352395B6

E41258C9576721025926326F76063C2305586F76
77B138AB5D0A90FF04648C26ADDD5E414CC178165E3B54A4CB3739DA0F58E075

E256F603E67335151BB709294749794E2E3085F4063C623461A0B3DECBCCA8E620807B707EC9BCBE36DCD7D639C55753DA0495BESSB4AESFB6BFC52AB4B284F
D

false

res://ieframe.dll/NewErrorPageTemplate.css

.body.{.. background-repeat: repeat-x;.. background-color: white;.. font-family: "Segoe UI", "verdana", "arial";.. margin: Oem;.. color: #1f1fif;..}.....mainContent..{..
margin-top:80px;.. width: 700px;.. margin-left: 120px;.. margin-right: 120px;..}.....title.{.. ~ color: #54b0f7;.. font-size: 36px;.. font-weight: 300;.. line-height:
40px;.. margin-bottom: 24px;.. font-family: "Segoe UI", "verdana";.. ~position: relative;..}.....errorExplanation..{.. color: #000000;.. font-size: 12pt;.. font-family:
"Segoe UI", "verdana", "arial";.. text-decoration: none;..}.....taskSection..{.. margin-top: 20px;.. margin-bottom: 28px;.. position: relative; ..}.....tasks..{.. color: #00

0000;.. font-family: "Segoe UI", "verdana";.. font-weight:200;.. font-size: 12pt;..}....li..{.. margin-top: 8px;..}.....diagnoseButton..{.. outline: none;.. font-size: 9pt;
..}.....launchinternetOptionsButton..{.. ~outline: none;
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\CS61XJW6\a8a064[1].gif

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

GIF image data, version 89a, 28 x 28

downloaded

16360

7.019403238999426

false
384:92SEiHys4AeP/6ygbkUZp72i+ccys4AeP/6yghkUZaoGBm:g2Tjs4Ae36kOpgi+c/s4Ae36kOaoGm
3CC1C4952C8DC47B76BE62DCO76CE3EB

65F5CE29BBC6EOCO7C6FECIBI6884E38A14A5979
10E48837F429E208A5714D7290A44CD704DD08BF4690F1ABA93C318A30C802D9

5CC1E6F9DACA9CEABS6BD2ECEEB7A523272A664FESEE4BBOADASAF983BA98DBASECF3848390DF65DA929A954AC211FF87CE4DBFDC11F5DFOCGE3FEABAST
40EF7

false

hitp://https://static-global-s-msn-com.akamaized.net/hp-neu/sc/64/a8a064.gif

B%.di.h.Lp,gS...
LEB.#. Nl

C..0.)QutuLitder o T.%...@.UH..20co L. dbd..............

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\CS6IXJW6\checksync[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCI!I text, with very long lines

dropped

20537

5.298547753062415

false
384:kUAG360IID7XFe0uvg2f5vzBgF30ZOHQWWY4RXrqt:R93D5GY2RMF30sHQWwWY4RXrqt
9035460F3A44E92B0670F4105921E66A
157D1CC115C076C1EODA980926C09473E609FF63
79CEF44713FB67E6D4B10CB6BA674A5C63709ECDED021CA62AF58EB30C2BF8C6

856CA4744502E26BDASED8S03ACEFS8CAFCF60370B2AABF7D34F72DF46D98BFD3AD35BD6D5396D1E676DAB6226BACBCE1DA1F0953EF768548A5E4123FGEDACE
89A

false

<html> <head></head> <body> <script type="text/javascript">try{.var cookieSyncConfig = {"datalen":72,"visitor":{"vsCk":"visitor-id","vsDaCk":"data","sepVal":"|","sepTime"
: ~","vsDaTime":31536000,"cc":"CH","zone":"d"},"cs' lookup™:{"g":{"nam: " "cookie":"data-g","isBI":1,"g' 0},"vzn":{"name":"vzn","cookie":"data-
{"name":"brx","cookie":"data-br","isBI":1,"g":0,"cocs":0},"Ir" cocs":0}},"hasSameSiteSupport":"
0","batch™{"gGroups":["apx","csm","ppt","rbcn","son","bdt","con”,"opx","tIx","mma","c1x","ys","sov", g","pb","dxu","rkt","trx","wds","crt","ayl","bs","ui","shr","lvr","y
Id","msn","zem","dmx","pm","som","adb","tdd","soc","adp”,"vm","spx","nat","ob","adt","got","mf","emx", r',"ttd"],"bSize":2,"time":30000,"'ngGroups™"[]},"log":{"succe
ssLper":10,"failLper":10,"logUrl":{"cl":"https:\/Vhblg.media.netVlog?logid=kfk&evtid=chlog"}},"csloggerUrl":"https:\\Vcslogger.

:1,"cocs"

,"cocs":0},"brx"

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\CS6IXJW6\checksync[2].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text, with very long lines

dropped

20537

5.298547753062415

false
384:kUAG360IID7XFe0uvg2f5vzBgF30ZOHQWWY4RXrqt:R93D5GY2RMF30sHQWwWY4RXrqt
9035460F3A44E92B0670F4105921E66A
157D1CC115C076C1EODA980926C09473E609FF63
79CEF44713FB67E6D4B10CB6BA674A5C63709ECDED021CA62AF58EB30C2BF8C6

856CA4744502E26BDASED8S03ACEFS8CAFCF60370B2AABF7D34F72DF46D98BFD3AD35BD6D5396D1E676DAB6226B4ACBCE1DA1F0953EF768548A5E4123FGEDACE
89A

false

<html> <head></head> <body> <script type="text/javascript">try{.var cookieSyncConfig = {"datalen":72,"visitor":{"vsCk":"visitor-id","vsDaCk":"data","sepVal s

" "sepCs":"~~","vsDaTime":31536000,"cc":"CH","zone":"d"},"cs":"1","lookup™":{"g":{"name":"g","cookie":"data-g","isBI":1,"g":1,"cocs":0},"vzn":{"name":"vzn","cookie":"data-

‘cookie":"data-Ir","isBI":1,"g":1,"cocs":0}},"hasSameSiteSupport":"
"Ly s Msov” T T g b dxu® rk ftrx wds” et May b Ui, "shi vy
pm”, " me spx” nat "ob” "adt’ "got”,"mf" "emx” "sy" “Ir" "ttd"], "bSize":2, "time":30000, "ngGroups":[J},"log"{"succe

ssLper":10,"failLper":10,"logUrl":{"cl":"https:\/Vhblg.media.netVlog?logid=kfk&evtid=chlog"}},"csloggerUrl":"https:V\Vcslogger.

Vv","isBI":1,"g":0,"cocs":0},"brx":{"name":"brx","cookie":"data-br","isBI":1,"g":0,"cocs":0},"Ir":{"name":"|
0" "batch™{"gGroups":["apx","csm","ppt",“tbcn” "son","bdt", "con” "opx","tlx", "mma
Id","msn","zem","dmx" "pm" "som","adb" "tdd" "soc" "adp

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\CS61XJW6\fcmain[1].js

Process:
File Type:
Category:
Size (bytes):

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe
HTML document, ASCI!I text, with very long lines, with no line terminators
downloaded

39334
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\CS61XJW6\fcmain[1].js

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

5.0721224628118735

false
768:k1lav1Ub8Dn/e2W94h+10R6/YXfOWOBEZN3SQN3GFI2950hYIpDrBZYIpjsk+:0Q1UbO3Wmh+10R6/YXfOwOBEZNn3SQN3L
00237C19062CA03454DFA7BABF25EF9B

F8571B69C4440A644101CBCFAFOAD4C3E7513355
7E972691B21393FE54627DB851F3380743BAC5108282481AD1E65036CD34A9BD

321ABDDCBC217FA948F974CC57A81B9A6ADBBCACFAE3AA755C5FC2B7F463E3D7B9A46B8205C64102F26ED59579009A339B4CD0D41DBC4401085926776E584(
F

false

hitp://https://contextual. media.net/803288796/fcmain.js?
&gdpr=0&cid=8CU157172&cpcd=pC3IHgSCqY8UHihgrvGroA%3D%3D&crid=722878611&size=306x271&cc=CH&https=1&vif=2&requrl=https%3A%2F%2Fwww.msn.co
m%2Fde-ch%2F%3Focid%3Diehp&nse=5&vi=1606120990824774985&ugd=4&rtbs=1&nb=1&ch=window._mNDetails.initAd

;window._mNDetails.initAd({"vi":"1606120990824774985","
":"3","custHt":"","setL3100":"1"},"lhp":{"I2wsip":"2887305235","I2ac"

s"{"_mNL2"{"size":"306x271","viComp":"1606119033206054882","hide AdUnitABP":true,"abpl

mNe":{"pid":"8P0O641UYD","requrl":"https://www.msn.com/de-ch/?ocid=iehp#mnetcrid=7228

78611#"},"_md":[],"ac":{"content":"<IDOCTYPE HTML PUBLIC \"-\WW3CWDTD HTML 4.01 TransitionalV\W/EN\" \"http:\V\/\www.w3.orgV/TRVhtml4Vloose.dtd\">\r\n<html
xmins=\"http:\V\Vwww.w3.0rg\/1999VxhtmI\">\r\n<head><meta http-equiv=\"x-dns-prefetch-control\" content=\"on\"><style type=\"text\/css\">body{background-color: transpa
rent;}<\/style><meta name=\"tids\" content=\"a='"800072941' b="803767816' c="msn.com' d="entity type'\" \/><script type=\"textVjavascript\">try{window.locHash = (parent._
mNDetails && parent._mNDetails.getLocHash && parent._mNDetails.getLocHash(\"722878611\"\"1606120990824774985\")) || (parent._mNDetails[\"locHash\"] &&
parent._mNDetails|\"locHash\

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\CS6IXJW6\httpErrorPagesScripts[1]

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode (with BOM) text, with CRLF line terminators

downloaded

12105

5.451485481468043

false
192:x20iniOciwd1BtvjrG8tAGGGVWnvyJVUrUiki3ayimi5ezL CvJG 1gwm3z:xPini/i+1Btvjy815ZVUwiki3ayimi5f
9234071287E637F85D721463C488704C

CCAO09B1EOFBA38BA29D3972ED8DCECEFDEF8C152
65CC039890C7CEB927CE40F6F199D74E49B8058C3F8AGE22E8F916ADI0EAB649
87D691987E7A2F69AD8605F35F94241AB7E68AD4F55AD384F1FOD40DC59FFD1432C758123661EE39443D624C881B01DCD228A67AFB8700FESE66FC794A6C038¢
false

res://ieframe.dll/httpErrorPagesScripts.js

...function isExternalUrlSafeForNavigation(urlStr)..{..var regEx = new RegExp(“*(http(s?)|ftp[file)://", "i");..return regEx.exec(urlStr);..}..function clickRefresh(). {..var location
= window.location.href;..var poundindex = location.indexOf('#);..if (poundindex != -1 && poundindex+1 < location.length && isExternalUrlSafeForNavigation(location.su
bstring(poundindex+1)))..{..window.location.replace(location.substring(poundindex+1));..}..}..function navCancellnit()..{..var location = window.location.href;..var pound
Index = location.indexOf('#');..if (poundindex != -1 && poundindex+1 < location.length && isExternalUrlSafeForNavigation(location.substring(poundindex+1)))..{..var
bElement = document.createElement("A");..bElement.innerText = L_ REFRESH_TEXT;..bElement.href = ‘javascript:clickRefresh()';..navCancelContainer.appendChild(
bElement);..}..else..{..var textNode = document.createTextNode(L_RELOAD_TEXT);..navCancelContainer.appendChild(textNode);..}..}..function getDisplayValue(elem

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\CS6I1XJW6\http___cdn.taboola.com_libtrc_static_thumbnails_7c7df659809b36e5a4e0e9f1

85974ee0[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 207x311, frames 3

Category: downloaded

Size (bytes): 18277

Entropy (8bit):  7.887389894623972

Encrypted: false

SSDEEP: 384:BYNg7Dvdk4Mc7dmb2KY3X/QHHDEMaiSjl4pTms9uwFDL52A5XvDr:BYynvdAKMgn/MHIdiSjIJYBL5TJvDr

MD5: 7DACOB6A1803FA6D4D3C7F12AF906479

SHA1L: 52E45E128E9291B7F3E1B1A1A024BD515CED634F

SHA-256: D8AE305469627909AF92EF30ED977774D47697ED4760916C3ACF43F2DE750C21

SHA-512: 2CFB92D0A5AB39E74F2EA9C98C5BDEDACBDA5740724D3AF9C95606CAB69F1600D16E1BC7BB1C5E3FFADEG65A167437ACFBC8FD2084E299A6EB143ABC62ES
085

Malicious: false

|IE Cache URL: hitp://https://img.img-
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2Ce_sharpen/http%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic
%2Fthumbnails%2F7c7df659809b36e5a4e0e9f185974ee0.jpg

Preview:

0.8 XYZ L b XYZ ... 8.........desc........|EC http:/www.iec.ch............
colour space - sRGB............|EC 61966-2.1 Default RGB colour space - SRGB..
iewing Condition in IEC61966-2.1........

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\CS61XJW6\http___cdn.taboola.com_libtrc_static_thumbnails_ab037ed0334e360839055473
d1d3062e[1].jpg

Process:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\CS61XJW6\http___cdn.taboola.com_libtrc_static_thumbnails_ab037ed0334e360839055473

d1d3062e[1].jpg

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 207x311, frames 3

Category: downloaded

Size (bytes): 17057

Entropy (8bit):  7.969888438449072

Encrypted: false

SSDEEP: 384:jRwvJVtspPCiAv28SwXpBOQF2qccFMzKZ TIKIKEKFYfI18wgXq2D2gPK/0f+:jlls1CiAu8xXpBOQFaghcl1kfSaXgm2R

MD5: 4EA32374AF5B392FDA1E5B571E365B37

SHA1: 5305E8193A5AB41BC0543ECD58D16BAB5CB78811

SHA-256: F51AC57B9A00934046CC2DFID56EA4D65A5CAE91F3C5F98E44401FBC44C1976B

SHA-512: 251A4390F2335709C4452663837E804E30E9CE116CF851789933F56BCDEO558DEA137B2AD291B822FEC83C47FC186FC61907F9F95B2DFF4D9894E9623FBE35A8

Malicious: false

|IE Cache URL: hitp://https://img.img-
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2Ce_sharpen/http%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic
%2Fthumbnails%2Fab037ed0334e360839055473d1d3062e.jpg

Preview:

...... JFIF e Y00 O (LU (D) GESTEESJISICH <%+ %%+ %<5@404@5_IBBI_MWAMLWV. e T B
...q.Dr..n..8.-C.hD3M.R.M.....c. LK..8.b.R ... #RIH9*..JM...B.0.hp88...J@.Gi...... .. m.="M...H....... g.@..N....88.8..8.......... F..@"u2........... ..@.
.84 M.H. k.4~ V. I ALV S& U NV W pT.b.p.(..D.c....m.[R.z.<.Z.v... @A ... z., rU.B.lL&. . }..6]JA...$. > > K./
JALMLp.=Y L ha-2A0 8 <0~ 2. g8e.. ?'a.....0...].).&.8.1. ._2u.ru..W=.vUg.....@....y{..0...nu....%..Q... K/.@..="....TW..@!b.,..._J;.u
2,Pp”F..ON.t.N...vs..n..O..~vl>..S4.. Q ...5B.....3..188.0.....k...0:.{..Z]..D..j3.

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\CS6I1XJW6\http___cdn.taboola.com_libtrc_static_thumbnails_cf4d537aaf8d1a7be3eaac9e

354¢5338[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 207x311, frames 3

Category: downloaded

Size (bytes): 17172

Entropy (8bit): 7.965367282743104

Encrypted: false

SSDEEP: 384:rniYReqlf6oFdHG3gmE1lvnYxJ+pR5C1IE/u2hHbSsXL:rnzFdHG6mME1g7+j5C1Ibh7L7

MDS5: 2FCD74AD9F4A4D360B6E6D78BBE6C619

SHA1L: F370D6BD35D3183EC0770A047CED096BO3ACOD1D

SHA-256: E833B4327EA576E7614F32A456E98D2931D4F71E45B6320E325B1B5D412093C3

SHA-512: 36BA9EB4658FE804ECC3F1DCCOEIFDD57D86374EC31B1E46A6CCB369DIBAFF125A93C5A1F4A537008D0OCF183208D16C8083ADB8F48905B4256E8A33F707C87
2

Malicious: false

|IE Cache URL: hitp://https://img.img-
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ce_sharpen%2Ch_311%2Cw_207%2Cc_fill%2Cg_xy_center%2Cx_557%2Cy_313/http%3A%2F%2Fcdn.taboola.co
m%2Flibtrc%2Fstatic%2Fthumbnails%2Fcf4d537aaf8d1a7be3eaac9e354c5338.png

Preview:

MLCl. .IB. n.<.C..G.L.B.#.8l.OEz";j.alWD.....;.5{.y..UA.B...LE.RD>i!=k.x$!.t......q.w.G.pD.EL.)
[..#c75....... z :..7Qv EY -.nJ. . tLB..s. O 5 OO S TP z........0X..6y..Rbg...i..5..L.]].m.i.\..SK{..]. G.K.>Kd.....s.<.K..N...Y..s6.q.>.. ..F...2[]
.=6,.%.1...0'#%...%.. I—Cpl [M5bu.~.,...;].....;...L..Smg...F...[-N.uXP. .....ov*...._...lW.{MZ..u.i.7..{M>...).V.LN..l;..Im......U. A...z37>.=N..1k.9.&~..h0.=..,j..."...9.W....3.".%.
Q...[....0L.D.G..}.=..... T.Q(D>.u............ K.....LO3........ ).W.q:....... hUEX..(B.J.z..%q...iIA.J...F..c...z.F.+y.n..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachell[E\CS61XJW6\otPcCenter[1].json

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with CRLF line terminators

downloaded

46394

5.58113620851811

false
384:0j+X+jzgBCL2RAAaRKXWSUB8zVrX0eQna4lwFpWgeObRApQZInjatWLGuD3eWrwAs:4zgEFAIXWeNelpW4lzZInuWjlHoQthl
145CAF593D1A355E3ECD5450B51B1527

18F98698FC79BA278C4853D0DF2AEEB0F61E15A2
0914915E9870A4ED422DB68057A450DF6923A0FA824B1BE11ACA75C99C2DA9C2
D02D8D4F9C894ADABBAOB476D223653F69273B6A8B0476980CD567B7D7C217495401326B14FCBE632DA67C0CB897C158AFCB7125179728A6B679B5F81CADEB!
false

hitp://https://www.msn.com/_h/511e4956/webcore/externalscripts/oneTrustV2/scripttemplates/6.4.0/assets/v2/otPcCenter.json

{. "name": "otPcCenter", "html": "PGRpdiBpZD0ib25IdHJ1c3QtcGMtc2RrliBjbGFzcz0ib3RQYONIbnRIciBvdC1loaWRIIGI90LWZhZGUta
W4|IGFyaWEthQkYWWQInRydWUlIHvaGU9ImeYvaZngYXJpYSleWJIbeIZGJSPSJdeleleaXRsZSI+PCEtLSBDbGQzZSBCdXR0b24gLSO+PGde
iBjbGFzcz0ib3QtcGMtaGVhZGVylj48IS0tIExvZ28gVGFnICOtPjxkaXYgY 2xhc3M9Im9OLXBjLWxvZ28ilHIvbGU9ImItZylgY XJpY S1sYWJIbD0iQ29tcGFueSBMb2d
VIj48L2Rpdj48YnV0dGOuIGIKPSJjbG9zZS1wYylidG4AtaGFuZGxicilgY 2xhc3MIIM9OLWNsh3NILWIjb24ilGFyaWEthGFiZWw9lkNsb3NIIj48L2J1dHRvVbj48L2Rpdj48ISOtIEN
sh3NIIEJ1dHRVbIAtLT48ZGI2IGIKPSIvdC1wYy1jh250ZW50I1iBjbGFzcz0ib3QtcGMtc2Nyb2xsY mFylj48aDMgaWQ9Im90LXBjLXRpdGxI1j5Zb3VyIFByaXZhY3k8L
2gzPjxkaXYgawQ9Im90LXBjLWRIc2MiPjwvZGI2PjxidXR0Ob24gaWQ9ImFjY2VwdC1yZWNvbW1lIbmRIZC1lidG4taGFuZGxIcil+QWxsh3cgY WxsPC9idXR0b24+PHNIY3R
pb24gY2xhc3M9Im90LXNkaylyb3cgb3QtY2FOLWdycCl+PGgzIGIkPSJIvdC1jYXRIZ29ye S10aXRsZSI+TWFuYWdIIENvb2tpZSBQcmVmzZXJlbmNIczwvaDM+PGRpdiBjb
GFzcz0ib3QtcGxpLWhkcil+PHNwYW4gY 2xhc3M9IIm90LWxpLXRpdGxlIj5Db25zZW50PC9
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\1de3b0ac-147a-4f9e-95f2-7224a50782df[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 300x300, frames 3

Category: downloaded

Size (bytes): 71202

Entropy (8bit): 7.97630481025125

Encrypted: false

SSDEEP: 1536:M09tpcat6hZuhXjOocTVfLoumu28IVOCvGZh48M9FzuzB:Htp5t6hklcBdb28IBGZKIlk

MD5: OF09C2F74A9396AEB71690C3A9124265

SHA1L: 1880824E6C83717C04C8FAFEA797A4DD3F03A3D0

SHA-256: 35C34AE6DB33B7C4E60C464E60CB4291EEC4802442BEF617F2F6EA8655328DFE

SHA-512: 02D652722EE8F4BDB01248868713CFEA3D59CCBDC33B1E2EA63CB2860FF93858CCF8CB852F92A41C41B1E365C1BCABEFCCI58A36B3B7DB780798FC88E78AF!
06

Malicious: false

|IE Cache URL: hitp://https://cvision.media.net/new/300x300/3/178/51/67/1de3b0ac-147a-4f9e-95f2-7224a50782df.jpg ?2v=9

Preview:

2q...#...B....$3...CRb.%4.Sr&6
.S.>:N,..P.Z.frMb-5..K...Af..+D,4u..ko..
<.LM.O-. >, Cr. As.nO.W.be...B})......... w+.MYy.y.S...SX.V.M.E.:
[..CH#........Q.e.2iX)... 4. . xJ A ..d.y<........Z..4]:0..d..U..5.{....1..6...+.c..DN;...s).[..[ .*RV.N...n...|.#.UWp...20"...

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\OROWKIO1\39ab3103-8560-4a55-bfc4-401f897cf6f2[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 300x300, frames 3
Category: downloaded

Size (bytes): 64434

Entropy (8bit): 7.97602698071344

Encrypted: false

SSDEEP: 1536:uvrPk/qeS+g/vzqMMWi/shpcnsdHRpkZRF+wL7NK2cc8d55:uvrsSh7XzB0shpOWpkThLRyc8J

MDS5: F7E694704782A95060AC87471FOACTEA

SHA1L: F3925E2B2246A931CB81A96EE94331126DEDB9I09

SHA-256: DEEBF748D8EBEB50F9DFF0503606483CBD028D255A888E0006F219450AABCAAE

SHA-512: 02FEFF294B6AECDDA9CC9E2289710898675ED8D53B15E6FFOBB090F78BD784381E4F626A6605A8590665E71BFEED7AC703800BA018E6FEOD49946A7A3F431D7
Malicious: false

|IE Cache URL: hitp://https://cvision.media.net/new/300x300/3/167/174/27/39ab3103-8560-4a55-bfc4-401f897cf6f2.jpg?v=9

Preview:

. . . F. 1..AQ"aq.2....BR....#3..Cb....$Sr..&FTc Nem L& L. . Uw.Wm...i..VK.KWQH.9.
@xT.%.D.?...}Nm.;&.....y.qt8..x.2.uTT.=TT..k........ 2.jJ..BS..@"a....6..5/0.1,.J.r...,<3~.. A V.G..*..5]...p. #&Yb.K.nI'n.w.{o..._......1.L.).(.L.4....z[}.Z...
.D.z..W...Q..rt.6]... U;m..A.:*k.Z0O9...#...q2

...mMTu..Ej....6.)Se.<.*...U.@...K.g\D.../.S...~.3 ....hN.."..n..v.?E",.R<-.Y")..M."a.0.R.D...;y0.~.x;u..H.....-.%.....].*%.

Static File Info

General
File type: MS-DOS executable, MZ for MS-DOS
Entropy (8bit): 6.579175537012834
TrID: e Win32 Dynamic Link Library (generic) (1002004/3)
99.60%
e Generic Win/DOS Executable (2004/3) 0.20%
e DOS Executable Generic (2002/1) 0.20%
e VXD Driver (31/22) 0.00%
e Autodesk FLIC Image File (extensions: flc, fli, cel)
(7/3) 0.00%
File name: cOnnectlon.dll
File size: 186952
MD5: d2784b2347ff0a6cc3d4e398a7e9e416
SHA1L: 3a05e5800dfd69d7c94e1755557¢36032f73b31a
SHA256: 25fadb41fdldcce52bclcc097a454b7aa2a9ce67afbfe70
e8128a71690fbd41d
SHA512: 5cf7db9a7373b57b583a758c4168bafdc3fd116f8830fa24
945a629942c1c7440e72d350febbdedla5a78bfce58924¢
d05fc6a7bd1fd581354c6al2ec381d944
SSDEEP: 3072:0SDaBjjR5p8m9voFUIMDPQikg0b5jM9xVioR3qgL

vOUM+0g:0SDkjfovrimMiTwI9/JallF
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General

File Content Preview:

File Icon

Icon Hash:

Static PE Info

General
Entrypoint:
Entrypoint Section:
Digitally signed:
Imagebase:
Subsystem:

Image File Characteristics:

DLL Characteristics:

Time Stamp:

TLS Callbacks:

CLR (.Net) Version:

OS Version Major:

OS Version Minor:

File Version Major:

File Version Minor:
Subsystem Version Major:
Subsystem Version Minor:

Import Hash:

Authenticode Signature

Signature Valid:

Signature Issuer:
Signature Validation Error:
Error Number:

Not Before, Not After
Subject Chain

Version:

Thumbprint MD5:
Thumbprint SHA-1:
Thumbprint SHA-256:

Serial:

Entrypoint Preview

Instruction
push ebp
mov ebp, esp
sub esp, 48h
push esi

call dword ptr [004069BCh]

mov dword ptr [ebp-40h], eax

test eax, eax

je 00007FOD98CD6F30h

mov dword ptr [ebp-40h], eax

push 00000022h

push dword ptr [0041B37Ch]

push 0000007Fh
call 00007FOD98CD8FF2h

mov dword ptr [0041B3A0h], eax

mov edx, 00000063h
Copyright null 2020

MZ. e 1.L.IThis
program cannot be run in DOS mode....$.......PE..L..

74f0edecccdceOed

0x402f16
text

true
0x400000
windows gui

LOCAL_SYMS_STRIPPED, 32BIT_MACHINE, EXECUTABLE_IMAGE, DLL,
LINE_NUMS_STRIPPED, RELOCS_STRIPPED

0x0 [Thu Jan 1 00:00:00 1970 UTC]

o~ O b O »

83b9d5f89794af8f1c2bf9be0bb3865d

false
CN=GlobalSign ObjectSign CA, OU=0bjectSign CA, O=GlobalSign nv-sa, C=BE
The digital signature of the object did not verify
-2146869232

e 11/16/2007 10:28:47 AM 11/16/2010 10:28:47 AM

e E=sign@gdata.de, CN=G DATA Software AG, O=G DATA Software AG, C=DE
3
56BAA2B4B4D2EODFE97B2BEDEQ9E9ATA
BF623C6F13CE36256DC1AF8E3329E2C0401BE3A3
C73F1036ADF9436179E8A04619A47C13452854054EAAEBEFFAD30C85967435C7
0100000000011647C9FABE
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Instruction

xor edx, dword ptr [0041B39Ch]
sub edx, FFFFFFD8h

add edx, dword ptr [0041B37Ch]
mov dword ptr [0041B37Ch], edx
push 00000054h

push dword ptr [0041B3A0h]
push dword ptr [0041B39Ch]
push 0000002Dh

push 00000027h

push 0000004Dh

call 00007FOD98CD7ABOh

add esp, 18h

mov dword ptr [ebp-34h], eax
mov ebx, edx

mov dword ptr [0041B37Ch], ebx
push ebx

push 0000005Bh

call 00007FOD98CD7B36h

add esp, 08h

mov dword ptr [0041B3A0h], eax
mov edi, 00000003h

mov dword ptr [ebp-28h], edi
push 00000060h

push 0000000Dh

push 00000022h

push FFFFFF9Bh

push edi

push 0000006Dh

push 00000044h

call 00007FOD98CD63DFh

add esp, 1Ch

jmp 00007FOD98CD737Eh

add ecx, edx

push ebp

mov ebp, esp

sub esp, 2Ch

push 0000001Bh

push 00000001h

push dword ptr [ebp+0Ch]

push 0000006Fh

push dword ptr [ebp+10h]

push dword ptr [0041AC58h]
push 0000002Eh

call 00007FOD98CD92E7h

add esp, 1Ch

Data Directories

Name Virtual Address Virtual Size Is in Section
IMAGE_DIRECTORY_ENTRY_EXPORT 0x6988 Oxaaf
IMAGE_DIRECTORY_ENTRY_IMPORT 0x37128 0x64 .data
IMAGE_DIRECTORY_ENTRY_RESOURCE 0x0 0x0
IMAGE_DIRECTORY_ENTRY_EXCEPTION 0x0 0x0
IMAGE_DIRECTORY_ENTRY_SECURITY 0x2c400 0x1648 .unparge
IMAGE_DIRECTORY_ENTRY_BASERELOC 0x38000 0x654 .reloc
IMAGE_DIRECTORY_ENTRY_DEBUG 0x1490 0x70 text
IMAGE_DIRECTORY_ENTRY_COPYRIGHT 0x0 0x0
IMAGE_DIRECTORY_ENTRY_GLOBALPTR 0x0 0x0

IMAGE_DIRECTORY_ENTRY_TLS 0x0 0x0
IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG 0x0 0x0
IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_IAT 0x69b0 0ox44 text
IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT 0x0 0x0
IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR 0x0 0x0
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Name

IMAGE_DIRECTORY_ENTRY_RESERVED

Sections

Name Virtual Address
text 0x1000

.rdata 0x7000

u 0x25000

.unparge 0x2b000

.scanda 0x31000

.data 0x37000

.reloc 0x38000

Imports

DLL
kernel32.dll
scrrun.dil
snmpapi.dil

user32.dll

Exports

Name
DlIRegisterServer
Composer
Discomfortableness
Journeywoman
Overinclined
Casuarinales
Ahush
Semiorganized
Reperformance
Poligarship
Piscatology
Angiopoietic
Musterdevillers
Dipteros
Excommunicative
Pensioner
Ophthalmorrhexis
Raphia

Spondias
DlICanUnloadNow
Reappraise
Placentalia
Lipopoda

Banky
Surrenderee
Fellable
Summerite
Henbit
Anabolism
Skeletonic
Placoganoidei

Ati

Blinky

Copyright null 2020

Virtual Size

0x5a72

0x1d337

0x53e4

0x5b5d

0x584c

0x1do

0x654

Virtual Address

0x0
Raw Size Xored PE
0x5c00 False
0x14400 False
0x5400 False
0x5c00 False
0x5a00 False
0x200 False
0x800 False
Import

ZLIB Complexity
0.65378736413

0.668933256173

0.664574032738

0.657566236413

0.650217013889

0.57421875

0.70556640625

Virtual Size
0x0
File Type Entropy
data 6.6869025802

data

data

data

data

data

data

5.51242630831

6.4296131574

6.41007705668

6.3766131096

4.2389325387

5.97731879693

Is in Section

Characteristics

IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA,
IMAGE_SCN_MEM_DISCARDABL
E, IMAGE_SCN_MEM_READ

GetTickCount, QueryPerformanceCounter, VirtualProtect, GetVersion, GetCurrentProcessld, GetCurrentThreadld

DoOpenPipeStream

SnmpUtilOidAppend, SnmpULtilOidCpy, SnmpUtilOidCmp, SnmpUtilOidFree

CreateWindowExW, SetWindowPos

Ordinal

© 00 N o o B~ W N

W oW W WNNNRNNNNRNNNE R R B R R e
@W N PO © ® N o s ®WN P O © o N o b~ 0w NP O

Address

0x402160
0x402199
0x4022e2
0x402479
0x402565
0x4025bd
0x402621
0x40269d
0x4026d2
0x402732
0x402788
0x4027ca
0x40280d
0x4028ch
0x4029d2
0x402ad8
0x402bb4
0x402c0d
0x402c3b
0x402c8c
0x402cac
0x402cfc

0x402d6a
0x402d91
0x402de6
0x402e3f

0x402e63
0x402f16

0x402fbc

0x40308c
0x4030d0
0x40313d
0x4031c6
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Name Ordinal Address

Bulkily 34 0x403215
Flugelman 35 0x40326b
Cacogastric 36 0x403372
Dudleyite 37 0x4033b0
DlIGetClassObject 38 0x403445
Hencote 39 0x40351b
Dysmetria 40 0x403575
Quercitin 41 0x4035f5
Demeritoriously 42 0x40366b
Wirehaired 43 0x403768
Transcortical 44 0x4038a8
Muslined 45 0x40390a
Temulence 46 0x403999
Unideaed 47 0x4039be
Unpassionateness 48 0x403b57
Prodigiosity 49 0x403ba7
DllUnregisterServer 50 0x403be5
Nostrificate 51 0x403c0c
Rebeg 52 0x403c68
Inexplosive 53 0x403cc5
Demihearse 54 0x403d35
Naturopathist 55 0x403e26
Reclassification 56 0x403e9b
Corban 57 0x403ee7
Mannide 58 0x403f7d
Equerryship 59 0x403ff0

Bluewing 60 0x4040cd
Eurite 61 0x40412e
Sciatheric 62 0x4041eb
Turbantop 63 0x40427d
Relume 64 0x4042e5
Precommissural 65 0x4043ba
Commentatorship 66 0x404459
Athletism 67 0x4044ca
Minaean 68 0x4045be
Polonius 69 0x4045dd
Albication 70 0x40462b
Beshout 71 0x404654
Dissolutionism 72 0x404690
Rankless 73 0x4046f0
Daulias 74 0x4047f5
Churching 75 0x404858
Deblateration 76 0x4048ab
Incriminator 77 0x40490c
Oleron 78 0x404957
Abrook 79 0x4049be
Squdge 80 0x404a46
Meak 81 0x404a7b
Crystalliform 82 0x404ad0
Anan 83 0x404b50
Vacuolization 84 0x404bbb
Bromus 85 0x404c91
Symbolizer 86 0x404cf5
Uriniferous 87 0x404d4b
Grahamite 88 0x404d7f
Proving 89 0x404e30
Avoidless 90 0x404e96
Babyishly 91 0x404ecc
Uninjuring 92 0x404f2d
Purificative 93 0x40501f
Saucebox 94 0x4050al
Interproglottidal 95 0x4051f1
Tetrapneumona 96 0x405251
Ptinid 97 0x4053a6

Copyright null 2020 Page 54 of 66



Name
Prepollex
Phalangidea
Misaunter
Passionwort
Overrudeness
Antejudiciary
Peridinieae
Unexcludable
Morphinist
Scleretinite
Typotelegraphy
Atropamine
Hydracoral
Weekly

Fluitant
Dapperness
Demitint
Emigratory
Tutorially
Metatype
Rheeboc
Princify
Abdominocentesis
Monochlorinated
Isander

Alochia
Slumberousness
Disensoul
Biradiated
Spectacled
Monography

Counterpaned

Network Behavior

Network Port Distribution

TCP Packets

Timestamp

Nov 23, 2020 09:43:14.990916014 CET
Nov 23, 2020 09:43:14.990932941 CET
Nov 23, 2020 09:43:14.991044998 CET
Nov 23, 2020 09:43:14.991112947 CET

Copyright null 2020

Total Packets: 113

Ordinal
98
99
100
101
102
103
104
105
106
107
108
109
110
111
112
113
114
115
116
117
118
119
120
121
122
123
124
125
126
127
128
129

® 53 (DNS)
® 443 (HTTPS)

Source Port
49761
49762
49763
49765

Dest Port
443
443
443
443

Source IP

192.168.2.4
192.168.2.4
192.168.2.4
192.168.2.4

Address
0x4053fc
0x40548e
0x4054f0
0x405523
0x40556d
0x4055cf
0x405635
0x405675
0x4056e2
0x405778
0x4057a2
0x4057e5
0x405873
0x4058de
0x40593e
0x4059e2
0x405a46
0x405a8f
0x405afl
0x405b5d
0x405baf
0x405c4f
0x405cc5
0x405d2c
0x405e14
0x405eed
0x405f3b
0x405feb
0x40608b
0x4060f3
0x40614f
0x40618d

Dest IP

151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44

Page 55 of 66



Timestamp Source Port Dest Port Source IP Dest IP

Nov 23, 2020 09:43:14.993629932 CET 49766 443 192.168.2.4 151.101.1.44
Nov 23, 2020 09:43:14.994937897 CET 49764 443 192.168.2.4 151.101.1.44
Nov 23, 2020 09:43:15.009953976 CET 443 49762 151.101.1.44 192.168.2.4
Nov 23, 2020 09:43:15.009987116 CET 443 49763 151.101.1.44 192.168.2.4
Nov 23, 2020 09:43:15.010082006 CET 443 49761 151.101.1.44 192.168.2.4
Nov 23, 2020 09:43:15.010107040 CET 443 49765 151.101.1.44 192.168.2.4
Nov 23, 2020 09:43:15.010164976 CET 49762 443 192.168.2.4 151.101.1.44
Nov 23, 2020 09:43:15.010169983 CET 49763 443 192.168.2.4 151.101.1.44
Nov 23, 2020 09:43:15.010212898 CET 49761 443 192.168.2.4 151.101.1.44
Nov 23, 2020 09:43:15.010220051 CET 49765 443 192.168.2.4 151.101.1.44
Nov 23, 2020 09:43:15.012152910 CET 49763 443 192.168.2.4 151.101.1.44
Nov 23, 2020 09:43:15.013053894 CET 443 49766 151.101.1.44 192.168.2.4
Nov 23, 2020 09:43:15.013202906 CET 49766 443 192.168.2.4 151.101.1.44
Nov 23, 2020 09:43:15.013709068 CET 49761 443 192.168.2.4 151.101.1.44
Nov 23, 2020 09:43:15.013982058 CET 443 49764 151.101.1.44 192.168.2.4
Nov 23, 2020 09:43:15.014062881 CET 49764 443 192.168.2.4 151.101.1.44
Nov 23, 2020 09:43:15.014322042 CET 49765 443 192.168.2.4 151.101.1.44
Nov 23, 2020 09:43:15.014950991 CET 49766 443 192.168.2.4 151.101.1.44
Nov 23, 2020 09:43:15.015110970 CET 49764 443 192.168.2.4 151.101.1.44
Nov 23, 2020 09:43:15.015769958 CET 49762 443 192.168.2.4 151.101.1.44
Nov 23, 2020 09:43:15.031191111 CET 443 49763 151.101.1.44 192.168.2.4
Nov 23, 2020 09:43:15.032387972 CET 443 49763 151.101.1.44 192.168.2.4
Nov 23, 2020 09:43:15.032426119 CET 443 49763 151.101.1.44 192.168.2.4
Nov 23, 2020 09:43:15.032459021 CET 443 49763 151.101.1.44 192.168.2.4
Nov 23, 2020 09:43:15.032516956 CET 49763 443 192.168.2.4 151.101.1.44
Nov 23, 2020 09:43:15.032545090 CET 49763 443 192.168.2.4 151.101.1.44
Nov 23, 2020 09:43:15.032746077 CET 443 49761 151.101.1.44 192.168.2.4
Nov 23, 2020 09:43:15.033279896 CET 443 49765 151.101.1.44 192.168.2.4
Nov 23, 2020 09:43:15.033977032 CET 443 49761 151.101.1.44 192.168.2.4
Nov 23, 2020 09:43:15.034014940 CET 443 49761 151.101.1.44 192.168.2.4
Nov 23, 2020 09:43:15.034040928 CET 443 49766 151.101.1.44 192.168.2.4
Nov 23, 2020 09:43:15.034059048 CET 49761 443 192.168.2.4 151.101.1.44
Nov 23, 2020 09:43:15.034070015 CET 443 49761 151.101.1.44 192.168.2.4
Nov 23, 2020 09:43:15.034095049 CET 49761 443 192.168.2.4 151.101.1.44
Nov 23, 2020 09:43:15.034097910 CET 443 49764 151.101.1.44 192.168.2.4
Nov 23, 2020 09:43:15.034117937 CET 49761 443 192.168.2.4 151.101.1.44
Nov 23, 2020 09:43:15.034275055 CET 443 49765 151.101.1.44 192.168.2.4
Nov 23, 2020 09:43:15.034312963 CET 443 49765 151.101.1.44 192.168.2.4
Nov 23, 2020 09:43:15.034513950 CET 443 49765 151.101.1.44 192.168.2.4
Nov 23, 2020 09:43:15.034579039 CET 443 49762 151.101.1.44 192.168.2.4
Nov 23, 2020 09:43:15.034904957 CET 49765 443 192.168.2.4 151.101.1.44
Nov 23, 2020 09:43:15.035263062 CET 443 49764 151.101.1.44 192.168.2.4
Nov 23, 2020 09:43:15.035300970 CET 443 49764 151.101.1.44 192.168.2.4
Nov 23, 2020 09:43:15.035326958 CET 49764 443 192.168.2.4 151.101.1.44
Nov 23, 2020 09:43:15.035327911 CET 443 49764 151.101.1.44 192.168.2.4
Nov 23, 2020 09:43:15.035356045 CET 49764 443 192.168.2.4 151.101.1.44
Nov 23, 2020 09:43:15.035377979 CET 49764 443 192.168.2.4 151.101.1.44
Nov 23, 2020 09:43:15.035391092 CET 443 49766 151.101.1.44 192.168.2.4
Nov 23, 2020 09:43:15.035430908 CET 443 49766 151.101.1.44 192.168.2.4
Nov 23, 2020 09:43:15.035454988 CET 49766 443 192.168.2.4 151.101.1.44
Nov 23, 2020 09:43:15.035460949 CET 443 49766 151.101.1.44 192.168.2.4
Nov 23, 2020 09:43:15.035484076 CET 49766 443 192.168.2.4 151.101.1.44
Nov 23, 2020 09:43:15.035501003 CET 49766 443 192.168.2.4 151.101.1.44
Nov 23, 2020 09:43:15.035671949 CET 443 49762 151.101.1.44 192.168.2.4
Nov 23, 2020 09:43:15.035708904 CET 443 49762 151.101.1.44 192.168.2.4
Nov 23, 2020 09:43:15.035731077 CET 49762 443 192.168.2.4 151.101.1.44
Nov 23, 2020 09:43:15.035748959 CET 49762 443 192.168.2.4 151.101.1.44
Nov 23, 2020 09:43:15.035784960 CET 443 49762 151.101.1.44 192.168.2.4
Nov 23, 2020 09:43:15.035825014 CET 49762 443 192.168.2.4 151.101.1.44
Nov 23, 2020 09:43:15.053766012 CET 49766 443 192.168.2.4 151.101.1.44
Nov 23, 2020 09:43:15.055633068 CET 49761 443 192.168.2.4 151.101.1.44
Nov 23, 2020 09:43:15.056036949 CET 49766 443 192.168.2.4 151.101.1.44
Nov 23, 2020 09:43:15.056365967 CET 49766 443 192.168.2.4 151.101.1.44
Nov 23, 2020 09:43:15.056480885 CET 49766 443 192.168.2.4 151.101.1.44
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Timestamp Source Port Dest Port Source IP Dest IP

Nov 23, 2020 09:43:15.056591034 CET 49766 443 192.168.2.4 151.101.1.44
Nov 23, 2020 09:43:15.056695938 CET 49766 443 192.168.2.4 151.101.1.44
Nov 23, 2020 09:43:15.056801081 CET 49766 443 192.168.2.4 151.101.1.44
Nov 23, 2020 09:43:15.056910038 CET 49766 443 192.168.2.4 151.101.1.44
Nov 23, 2020 09:43:15.057045937 CET 49766 443 192.168.2.4 151.101.1.44
Nov 23, 2020 09:43:15.057156086 CET 49766 443 192.168.2.4 151.101.1.44
Nov 23, 2020 09:43:15.057255983 CET 49766 443 192.168.2.4 151.101.1.44
Nov 23, 2020 09:43:15.057431936 CET 49761 443 192.168.2.4 151.101.1.44
Nov 23, 2020 09:43:15.061364889 CET 49762 443 192.168.2.4 151.101.1.44
Nov 23, 2020 09:43:15.061784029 CET 49762 443 192.168.2.4 151.101.1.44
Nov 23, 2020 09:43:15.075026035 CET 443 49766 151.101.1.44 192.168.2.4
Nov 23, 2020 09:43:15.075082064 CET 443 49761 151.101.1.44 192.168.2.4
Nov 23, 2020 09:43:15.075109005 CET 443 49766 151.101.1.44 192.168.2.4
Nov 23, 2020 09:43:15.075437069 CET 443 49766 151.101.1.44 192.168.2.4
Nov 23, 2020 09:43:15.075659037 CET 443 49766 151.101.1.44 192.168.2.4
Nov 23, 2020 09:43:15.075833082 CET 443 49766 151.101.1.44 192.168.2.4
Nov 23, 2020 09:43:15.076010942 CET 443 49766 151.101.1.44 192.168.2.4
Nov 23, 2020 09:43:15.076041937 CET 443 49766 151.101.1.44 192.168.2.4
Nov 23, 2020 09:43:15.076070070 CET 443 49766 151.101.1.44 192.168.2.4
Nov 23, 2020 09:43:15.076102018 CET 443 49766 151.101.1.44 192.168.2.4
Nov 23, 2020 09:43:15.076131105 CET 443 49766 151.101.1.44 192.168.2.4
Nov 23, 2020 09:43:15.076158047 CET 443 49766 151.101.1.44 192.168.2.4
Nov 23, 2020 09:43:15.076184988 CET 443 49766 151.101.1.44 192.168.2.4
Nov 23, 2020 09:43:15.076208115 CET 443 49766 151.101.1.44 192.168.2.4
Nov 23, 2020 09:43:15.076258898 CET 443 49766 151.101.1.44 192.168.2.4
Nov 23, 2020 09:43:15.076494932 CET 443 49766 151.101.1.44 192.168.2.4
Nov 23, 2020 09:43:15.076524973 CET 443 49766 151.101.1.44 192.168.2.4
Nov 23, 2020 09:43:15.076551914 CET 443 49766 151.101.1.44 192.168.2.4
Nov 23, 2020 09:43:15.076579094 CET 443 49766 151.101.1.44 192.168.2.4
Nov 23, 2020 09:43:15.076598883 CET 443 49761 151.101.1.44 192.168.2.4
Nov 23, 2020 09:43:15.078938007 CET 443 49766 151.101.1.44 192.168.2.4
Nov 23, 2020 09:43:15.078974009 CET 443 49766 151.101.1.44 192.168.2.4

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP
Nov 23, 2020 09:43:07.435561895 CET 63153 53 192.168.2.4 8.8.8.8
Nov 23, 2020 09:43:07.472691059 CET 53 63153 8.8.8.8 192.168.2.4
Nov 23, 2020 09:43:08.464620113 CET 52991 53 192.168.2.4 8.8.8.8
Nov 23, 2020 09:43:08.500051022 CET 53 52991 8.8.8.8 192.168.2.4
Nov 23, 2020 09:43:08.662564039 CET 53700 53 192.168.2.4 8.8.8.8
Nov 23, 2020 09:43:08.689866066 CET 53 53700 8.8.8.8 192.168.2.4
Nov 23, 2020 09:43:09.033436060 CET 51726 53 192.168.2.4 8.8.8.8
Nov 23, 2020 09:43:09.045804977 CET 56794 53 192.168.2.4 8.8.8.8
Nov 23, 2020 09:43:09.060709000 CET 53 51726 8.8.8.8 192.168.2.4
Nov 23, 2020 09:43:09.085155964 CET 53 56794 8.8.8.8 192.168.2.4
Nov 23, 2020 09:43:10.435034990 CET 56534 53 192.168.2.4 8.8.8.8
Nov 23, 2020 09:43:10.478655100 CET 53 56534 8.8.8.8 192.168.2.4
Nov 23, 2020 09:43:10.831474066 CET 56627 53 192.168.2.4 8.8.8.8
Nov 23, 2020 09:43:10.877680063 CET 53 56627 8.8.8.8 192.168.2.4
Nov 23, 2020 09:43:12.459273100 CET 56621 53 192.168.2.4 8.8.8.8
Nov 23, 2020 09:43:12.504734039 CET 53 56621 8.8.8.8 192.168.2.4
Nov 23, 2020 09:43:12.808650017 CET 63116 53 192.168.2.4 8.8.8.8
Nov 23, 2020 09:43:12.851106882 CET 53 63116 8.8.8.8 192.168.2.4
Nov 23, 2020 09:43:13.183814049 CET 64078 53 192.168.2.4 8.8.8.8
Nov 23, 2020 09:43:13.228939056 CET 53 64078 8.8.8.8 192.168.2.4
Nov 23, 2020 09:43:13.404510975 CET 64801 53 192.168.2.4 8.8.8.8
Nov 23, 2020 09:43:13.441231966 CET 53 64801 8.8.8.8 192.168.2.4
Nov 23, 2020 09:43:13.914419889 CET 61721 53 192.168.2.4 8.8.8.8
Nov 23, 2020 09:43:13.941442966 CET 53 61721 8.8.8.8 192.168.2.4
Nov 23, 2020 09:43:14.353094101 CET 51255 53 192.168.2.4 8.8.8.8
Nov 23, 2020 09:43:14.388629913 CET 53 51255 8.8.8.8 192.168.2.4
Nov 23, 2020 09:43:14.841272116 CET 61522 53 192.168.2.4 8.8.8.8
Nov 23, 2020 09:43:14.878133059 CET 53 61522 8.8.8.8 192.168.2.4
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Timestamp Source Port Dest Port Source IP Dest IP

Nov 23, 2020 09:43:19.678307056 CET 52337 53 192.168.2.4 8.8.8.8
Nov 23, 2020 09:43:19.705519915 CET 53 52337 8.8.8.8 192.168.2.4
Nov 23, 2020 09:43:20.803719997 CET 55046 53 192.168.2.4 8.8.8.8
Nov 23, 2020 09:43:20.830899954 CET 53 55046 8.8.8.8 192.168.2.4
Nov 23, 2020 09:43:26.741405010 CET 49612 53 192.168.2.4 8.8.8.8
Nov 23, 2020 09:43:27.757102966 CET 49612 53 192.168.2.4 8.8.8.8
Nov 23, 2020 09:43:27.793071985 CET 53 49612 8.8.8.8 192.168.2.4
Nov 23, 2020 09:43:28.458642960 CET 49285 53 192.168.2.4 8.8.8.8
Nov 23, 2020 09:43:28.485745907 CET 53 49285 8.8.8.8 192.168.2.4
Nov 23, 2020 09:43:31.537873983 CET 50601 53 192.168.2.4 8.8.8.8
Nov 23, 2020 09:43:31.565231085 CET 53 50601 8.8.8.8 192.168.2.4
Nov 23, 2020 09:43:37.415565968 CET 60875 53 192.168.2.4 8.8.8.8
Nov 23, 2020 09:43:37.453665018 CET 53 60875 8.8.8.8 192.168.2.4
Nov 23, 2020 09:43:38.238456964 CET 56448 53 192.168.2.4 8.8.8.8
Nov 23, 2020 09:43:38.265501022 CET 53 56448 8.8.8.8 192.168.2.4
Nov 23, 2020 09:43:38.416616917 CET 60875 53 192.168.2.4 8.8.8.8
Nov 23, 2020 09:43:38.452446938 CET 53 60875 8.8.8.8 192.168.2.4
Nov 23, 2020 09:43:39.245496988 CET 56448 53 192.168.2.4 8.8.8.8
Nov 23, 2020 09:43:39.281284094 CET 53 56448 8.8.8.8 192.168.2.4
Nov 23, 2020 09:43:39.430691957 CET 60875 53 192.168.2.4 8.8.8.8
Nov 23, 2020 09:43:39.457909107 CET 53 60875 8.8.8.8 192.168.2.4
Nov 23, 2020 09:43:40.252675056 CET 56448 53 192.168.2.4 8.8.8.8
Nov 23, 2020 09:43:40.279980898 CET 53 56448 8.8.8.8 192.168.2.4
Nov 23, 2020 09:43:41.440823078 CET 60875 53 192.168.2.4 8.8.8.8
Nov 23, 2020 09:43:41.476778030 CET 53 60875 8.8.8.8 192.168.2.4
Nov 23, 2020 09:43:42.267299891 CET 56448 53 192.168.2.4 8.8.8.8
Nov 23, 2020 09:43:42.294572115 CET 53 56448 8.8.8.8 192.168.2.4
Nov 23, 2020 09:43:43.550378084 CET 59172 53 192.168.2.4 8.8.8.8
Nov 23, 2020 09:43:43.633555889 CET 53 59172 8.8.8.8 192.168.2.4
Nov 23, 2020 09:43:44.027425051 CET 62420 53 192.168.2.4 8.8.8.8
Nov 23, 2020 09:43:44.063234091 CET 53 62420 8.8.8.8 192.168.2.4
Nov 23, 2020 09:43:44.455638885 CET 60579 53 192.168.2.4 8.8.8.8
Nov 23, 2020 09:43:44.491415024 CET 53 60579 8.8.8.8 192.168.2.4
Nov 23, 2020 09:43:44.562694073 CET 50183 53 192.168.2.4 8.8.8.8
Nov 23, 2020 09:43:44.589728117 CET 53 50183 8.8.8.8 192.168.2.4
Nov 23, 2020 09:43:44.788981915 CET 61531 53 192.168.2.4 8.8.8.8
Nov 23, 2020 09:43:44.824855089 CET 53 61531 8.8.8.8 192.168.2.4
Nov 23, 2020 09:43:45.156963110 CET 49228 53 192.168.2.4 8.8.8.8
Nov 23, 2020 09:43:45.192289114 CET 53 49228 8.8.8.8 192.168.2.4
Nov 23, 2020 09:43:45.343018055 CET 59794 53 192.168.2.4 8.8.8.8
Nov 23, 2020 09:43:45.370136976 CET 53 59794 8.8.8.8 192.168.2.4
Nov 23, 2020 09:43:45.449590921 CET 60875 53 192.168.2.4 8.8.8.8
Nov 23, 2020 09:43:45.485193968 CET 53 60875 8.8.8.8 192.168.2.4
Nov 23, 2020 09:43:45.576509953 CET 55916 53 192.168.2.4 8.8.8.8
Nov 23, 2020 09:43:45.611921072 CET 53 55916 8.8.8.8 192.168.2.4
Nov 23, 2020 09:43:46.170353889 CET 52752 53 192.168.2.4 8.8.8.8
Nov 23, 2020 09:43:46.208278894 CET 53 52752 8.8.8.8 192.168.2.4
Nov 23, 2020 09:43:46.275685072 CET 56448 53 192.168.2.4 8.8.8.8
Nov 23, 2020 09:43:46.302751064 CET 53 56448 8.8.8.8 192.168.2.4
Nov 23, 2020 09:43:46.351030111 CET 60542 53 192.168.2.4 8.8.8.8
Nov 23, 2020 09:43:46.378010035 CET 53 60542 8.8.8.8 192.168.2.4
Nov 23, 2020 09:43:46.867712021 CET 60689 53 192.168.2.4 8.8.8.8
Nov 23, 2020 09:43:46.903527021 CET 53 60689 8.8.8.8 192.168.2.4
Nov 23, 2020 09:43:47.632540941 CET 64206 53 192.168.2.4 8.8.8.8
Nov 23, 2020 09:43:47.668201923 CET 53 64206 8.8.8.8 192.168.2.4
Nov 23, 2020 09:43:48.156652927 CET 50904 53 192.168.2.4 8.8.8.8
Nov 23, 2020 09:43:48.183789968 CET 53 50904 8.8.8.8 192.168.2.4
Nov 23, 2020 09:43:48.702941895 CET 57525 53 192.168.2.4 8.8.8.8
Nov 23, 2020 09:43:48.730007887 CET 53 57525 8.8.8.8 192.168.2.4
Nov 23, 2020 09:43:49.789248943 CET 53814 53 192.168.2.4 8.8.8.8
Nov 23, 2020 09:43:49.816284895 CET 53 53814 8.8.8.8 192.168.2.4
Nov 23, 2020 09:43:50.046899080 CET 53418 53 192.168.2.4 8.8.8.8
Nov 23, 2020 09:43:50.085508108 CET 53 53418 8.8.8.8 192.168.2.4
Nov 23, 2020 09:43:50.621625900 CET 62833 53 192.168.2.4 8.8.8.8
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Nov 23, 2020 09:43:50.648739100 CET 53 62833 8.8.8.8 192.168.2.4

Nov 23, 2020 09:43:51.000622034 CET 59260 53 192.168.2.4 8.8.8.8

Nov 23, 2020 09:43:51.027733088 CET 53 59260 8.8.8.8 192.168.2.4

Nov 23, 2020 09:43:51.825087070 CET 49944 53 192.168.2.4 8.8.8.8

Nov 23, 2020 09:43:51.852205038 CET 53 49944 8.8.8.8 192.168.2.4

Nov 23, 2020 09:44:02.585535049 CET 63300 53 192.168.2.4 8.8.8.8

Nov 23, 2020 09:44:02.612759113 CET 53 63300 8.8.8.8 192.168.2.4

Nov 23, 2020 09:44:03.312722921 CET 61449 53 192.168.2.4 8.8.8.8

Nov 23, 2020 09:44:03.340019941 CET 53 61449 8.8.8.8 192.168.2.4

Nov 23, 2020 09:44:03.498184919 CET 51275 53 192.168.2.4 8.8.8.8

Nov 23, 2020 09:44:03.525193930 CET 53 51275 8.8.8.8 192.168.2.4

Nov 23, 2020 09:44:03.782444954 CET 63492 53 192.168.2.4 8.8.8.8

Nov 23, 2020 09:44:03.809757948 CET 53 63492 8.8.8.8 192.168.2.4

Nov 23, 2020 09:44:04.969669104 CET 58945 53 192.168.2.4 8.8.8.8

Nov 23, 2020 09:44:04.996903896 CET 53 58945 8.8.8.8 192.168.2.4

Nov 23, 2020 09:44:06.845160007 CET 60779 53 192.168.2.4 8.8.8.8

Nov 23, 2020 09:44:06.880712986 CET 53 60779 8.8.8.8 192.168.2.4

Nov 23, 2020 09:44:10.531131983 CET 64014 53 192.168.2.4 8.8.8.8

Nov 23, 2020 09:44:10.569073915 CET 53 64014 8.8.8.8 192.168.2.4

Nov 23, 2020 09:44:13.304301977 CET 57091 53 192.168.2.4 8.8.8.8

Nov 23, 2020 09:44:13.342267036 CET 53 57091 8.8.8.8 192.168.2.4

Nov 23, 2020 09:44:16.621557951 CET 55904 53 192.168.2.4 8.8.8.8

Nov 23, 2020 09:44:16.648788929 CET 53 55904 8.8.8.8 192.168.2.4

Nov 23, 2020 09:44:19.767245054 CET 52109 53 192.168.2.4 8.8.8.8

Nov 23, 2020 09:44:19.803040028 CET 53 52109 8.8.8.8 192.168.2.4

Nov 23, 2020 09:44:20.761887074 CET 52109 53 192.168.2.4 8.8.8.8

Nov 23, 2020 09:44:20.797593117 CET 53 52109 8.8.8.8 192.168.2.4

Nov 23, 2020 09:44:21.777014971 CET 52109 53 192.168.2.4 8.8.8.8

Nov 23, 2020 09:44:21.813215971 CET 53 52109 8.8.8.8 192.168.2.4

Nov 23, 2020 09:44:23.777683020 CET 52109 53 192.168.2.4 8.8.8.8

Nov 23, 2020 09:44:23.813666105 CET 53 52109 8.8.8.8 192.168.2.4

Nov 23, 2020 09:44:27.787802935 CET 52109 53 192.168.2.4 8.8.8.8

Nov 23, 2020 09:44:27.823596954 CET 53 52109 8.8.8.8 192.168.2.4

Nov 23, 2020 09:44:37.915443897 CET 54450 53 192.168.2.4 8.8.8.8

Nov 23, 2020 09:44:37.942466974 CET 53 54450 8.8.8.8 192.168.2.4

Nov 23, 2020 09:44:39.517410994 CET 49374 53 192.168.2.4 8.8.8.8

Nov 23, 2020 09:44:39.544333935 CET 53 49374 8.8.8.8 192.168.2.4

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Nov 23, 2020 09:43:08.662564039 CET 192.168.2.4 8.8.8.8 0x6f7e Standard query  www.msn.com A (IP address) IN (0x0001)
(0)

Nov 23, 2020 09:43:10.435034990 CET 192.168.2.4 8.8.8.8 0xc9e6 Standard query  web.vortex A (IP address) IN (0x0001)
(0) .data.msn.com

Nov 23, 2020 09:43:10.831474066 CET 192.168.2.4 8.8.8.8 Oxdca6 Standard query  contextual A (IP address) IN (0x0001)
(0) .media.net

Nov 23, 2020 09:43:12.808650017 CET 192.168.2.4 8.8.8.8 0x8236 Standard query  hblg.media.net A (IP address) IN (0x0001)
(0)

Nov 23, 2020 09:43:13.183814049 CET 192.168.2.4 8.8.8.8 0x8785 Standard query  lg3.media.net A (IP address) IN (0x0001)
(0)

Nov 23, 2020 09:43:13.404510975 CET 192.168.2.4 8.8.8.8 0xf036 Standard query  cvision.media.net A (IP address) IN (0x0001)
(0)

Nov 23, 2020 09:43:13.914419889 CET 192.168.2.4 8.8.8.8 0x8131 Standard query  srtb.msn.com A (IP address) IN (0x0001)
(0)

Nov 23, 2020 09:43:14.841272116 CET 192.168.2.4 8.8.8.8 0xc29e Standard query  img.img-ta A (IP address) IN (0x0001)
0) boola.com

Nov 23, 2020 09:43:50.046899080 CET 192.168.2.4 8.8.8.8 0xf3ed Standard query  ocsp.scalb A (IP address) IN (0x0001)
(0) .amazontrust.com

DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Nov 23, 2020 8.8.8.8 192.168.2.4 0x6f7e No error (0) www.msh.com  www-msn-com.a-0003.a- CNAME IN (0x0001)

09:43:08.689866066 msedge.net (Canonical

CET name)
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Timestamp Source IP Dest IP

Nov 23, 2020 8.8.8.8
09:43:10.478655100
CET

Nov 23, 2020 8.8.8.8
09:43:10.877680063
CET

Nov 23, 2020 8.8.8.8
09:43:12.851106882
CET

Nov 23, 2020 8.8.8.8
09:43:13.228939056
CET

Nov 23, 2020 8.8.8.8
09:43:13.441231966
CET

Nov 23, 2020 8.8.8.8
09:43:13.941442966
CET

Nov 23, 2020 8.8.8.8
09:43:13.941442966
CET

Nov 23, 2020 8.8.8.8
09:43:14.878133059
CET

Nov 23, 2020 8.8.8.8
09:43:14.878133059
CET

Nov 23, 2020 8.8.8.8
09:43:14.878133059
CET

Nov 23, 2020 8.8.8.8
09:43:14.878133059
CET

Nov 23, 2020 8.8.8.8
09:43:14.878133059
CET

Nov 23, 2020 8.8.8.8
09:43:50.085508108
CET

Nov 23, 2020 8.8.8.8
09:43:50.085508108
CET

Nov 23, 2020 8.8.8.8
09:43:50.085508108
CET

Nov 23, 2020 8.8.8.8
09:43:50.085508108
CET

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

HTTP Request Dependency Graph

e ocsp.scalb.amazontrust.com

HTTP Packets

Session ID

0

Timestamp

Nov 23, 2020
09:43:50.114164114 CET

Copyright null 2020

Trans ID

0xc9e6

Oxdca6

0x8236

0x8785

0xf036

0x8131

0x8131

0xc29e

0xc29e

0xc29e

0xc29e

0xc29e

0xf3ed

0xf3ed

0xf3ed

0xf3ed

Source IP Source Port

192.168.2.4 49791

kBytes
transferred

3193 ouT

Direction

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

web.vortex
.data.msn.com

contextual
.media.net

hblg.media.net

Ig3.media.net

cvision.me
dia.net

srth.msn.com

www.msn.com

img.img-ta
boola.com

tls13.tabo
ola.map.fa
stly.net

tls13.tabo
ola.map.fa
stly.net

tls13.tabo
ola.map.fa
stly.net

tls13.tabo
ola.map.fa
stly.net

ocsp.scalb
.amazontru
st.com

ocsp.scalb
.amazontru
st.com

ocsp.scalb
.amazontru
st.com

ocsp.scalb
.amazontru
st.com

CName

web.vortex.data.microsoft

.com

cvision.media.net.edgeke
y.net

www.msn.com

www-msn-com.a-0003.a-
msedge.net

tls13.taboola.map.fastly.n
et

Destination IP Destination Port Process

13.224.89.175 80

Data

Address

104.84.56.24

104.84.56.24

104.84.56.24

151.101.1.44

151.101.65.44

151.101.129.44

151.101.193.44

13.224.89.175

13.224.89.194

13.224.89.96

13.224.89.213

Type
CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

GET /images/GuXZuSyr/qiCcchB8IqLHHj49hWafdYz/LB64K9jUDp/8p_2FncgGGEA79BCT/CP47tNagoDEG/Yzk
aBzL6Stk/90RKRRsKhghpCO/IXOg256EQPD]tjSk_2FS/WHKTAMoIAWIN7X9Q/V7cpOXz5y/c18qkfKKZaP/G5.avi

HTTP/1.1

Accept: text/html, application/xhtml+xml, image/jxr, */*
Accept-Language: en-US
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: ocsp.scalb.amazontrust.com

Connection: Keep-Alive

Page 60 of 66



kBytes

Timestamp transferred

Nov 23, 2020
09:43:50.305488110 CET

3238

HTTPS Packets

Source

Timestamp Source IP Port

Nov 23, 2020
09:43:15.032459021
CET

151.101.1.44 443

Nov 23, 2020
09:43:15.034070015
CET

151.101.1.44 443

Nov 23, 2020 151.101.1.44 443
09:43:15.034513950

CET

Nov 23, 2020
09:43:15.035327911
CET

151.101.1.44 443

Copyright null 2020

Direction
IN
Dest
Dest IP Port

192.168.2.4 49763

192.168.2.4 49761

192.168.2.4 49765

192.168.2.4 49764

Data
HTTP/1.1 200 OK

Content-Type: application/ocsp-response

Content-Length: 5
Connection: keep-alive
Accept-Ranges: bytes

Cache-Control: public, max-age=300
Date: Mon, 23 Nov 2020 08:43:50 GMT

ETag: "5f4e9af2-5"

Last-Modified: Tue, 01 Sep 2020 19:03:14 GMT

Server: nginx

X-Cache: Miss from cloudfront

Via: 1.1 d92debab8d9ca0518390aebaec8733a7.cloudfront.net (CloudFront)

X-Amz-Cf-Pop: ZRH50-C1

X-Amz-Cf-1d: OEGHXLmFySEILX28BLzINmMK1_EFWKWuMCKWZ7vIzBh-w2q3esfLSmw==

Data Raw: 30 03 Oa 01 06
Data Ascii: 0

Subject

CN=*.taboola.com,
O="Taboola, Inc", L=New
York, ST=New York, C=US
CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=*.taboola.com,
O="Taboola, Inc", L=New
York, ST=New York, C=US
CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=*.taboola.com,
O="Taboola, Inc", L=New
York, ST=New York, C=US
CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=*.taboola.com,
O="Taboola, Inc", L=New
York, ST=New York, C=US
CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

Issuer

CN=DigiCert SHA2
Secure Server CA,
O=DigiCert Inc, C=US
CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2
Secure Server CA,
O=DigiCert Inc, C=US
CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2
Secure Server CA,
O=DigiCert Inc, C=US
CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2
Secure Server CA,
O=DigiCert Inc, C=US
CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

Not
Before

Mon
Aug 10
02:00:00
CEST
2020 Fri
Mar 08
13:00:00
CET
2013

Fri Mar
08
13:00:00
CET
2013

Mon
Aug 10
02:00:00
CEST
2020 Fri
Mar 08
13:00:00
CET
2013

Fri Mar
08
13:00:00
CET
2013

Mon
Aug 10
02:00:00
CEST
2020 Fri
Mar 08
13:00:00
CET
2013

Fri Mar
08
13:00:00
CET
2013

Mon
Aug 10
02:00:00
CEST
2020 Fri
Mar 08
13:00:00
CET
2013

Fri Mar
08
13:00:00
CET
2013

Not
After

Fri Dec
31
13:00:00
CET
2021
Wed
Mar 08
13:00:00
CET
2023

Wed
Mar 08
13:00:00
CET
2023

Fri Dec
31
13:00:00
CET
2021
Wed
Mar 08
13:00:00
CET
2023

Wed
Mar 08
13:00:00
CET
2023

Fri Dec
31
13:00:00
CET
2021
Wed
Mar 08
13:00:00
CET
2023

Wed
Mar 08
13:00:00
CET
2023

Fri Dec
31
13:00:00
CET
2021
Wed
Mar 08
13:00:00
CET
2023

Wed
Mar 08
13:00:00
CET
2023

JA3 SSL Client
Fingerprint

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

JA3 SSL Client Digest

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c
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Timestamp

Nov 23, 2020
09:43:15.035460949
CET

Nov 23, 2020
09:43:15.035784960
CET

Source

Source IP Port

151.101.1.44 443

151.101.1.44 443

Code Manipulations

Statistics

Behavior

)

System Behavior

Dest

Dest IP Port

192.168.2.4 49766

192.168.2.4 49762

Click to jump to process

Subject

CN=*.taboola.com,
O="Taboola, Inc", L=New
York, ST=New York, C=US
CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=*.taboola.com,
O="Taboola, Inc", L=New
York, ST=New York, C=US
CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

Issuer

CN=DigiCert SHA2
Secure Server CA,
O=DigiCert Inc, C=US
CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2
Secure Server CA,
O=DigiCert Inc, C=US
CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

@ loaddII32.exe
@ regsvr32.exe
@ cmd.exe

@ iexplore.exe
@ iexplore.exe
@ iexplore.exe
@ iexplore.exe

Not
Before

Mon
Aug 10
02:00:00
CEST
2020 Fri
Mar 08
13:00:00
CET
2013

Fri Mar
08
13:00:00
CET
2013

Mon
Aug 10
02:00:00
CEST
2020 Fri
Mar 08
13:00:00
CET
2013

Fri Mar
08
13:00:00
CET
2013

Not
After

Fri Dec
31
13:00:00
CET
2021
Wed
Mar 08
13:00:00
CET
2023

Wed
Mar 08
13:00:00
CET
2023

Fri Dec
31
13:00:00
CET
2021
Wed
Mar 08
13:00:00
CET
2023

Wed
Mar 08
13:00:00
CET
2023

JA3 SSL Client
Fingerprint

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

JA3 SSL Client Digest

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

Analysis Process: loaddll32.exe PID: 7100 Parent PID: 6040

General
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Start time: 09:43:06

Start date: 23/11/2020

Path: C:\Windows\System32\loaddlI32.exe
Wow64 process (32bit): true

Commandline: loaddlI32.exe 'C:\Users\user\Desktop\cOnnectlon.dll'
Imagebase: 0xe70000

File size: 119808 bytes

MDS5 hash: 62442CB29236B024E992A556DA72B97A
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

File Activities

File Path Access

Source
Attributes Options Completion Count Address Symbol

Analysis Process: regsvr32.exe PID: 7108 Parent PID: 7100

General

Start time: 09:43:06

Start date: 23/1

1/2020

Path: C:\Windows\SysWOW64\regsvr32.exe

Wow64 process (32bit): true

Commandline: regsvr32.exe /s C:\Users\user\Desktop\cOnnectlon.dll

Imagebase: 0x1230000

File size: 20992 bytes
MDS5 hash: 426E7499F6A7346F0410DEAD0805586B

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: .

Reputation: high

File Activities

Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000001.00000003.717378645.0000000005128000.00000004.00000040.sdmp, Author:
Joe Security

Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000001.00000003.717497664.0000000005128000.00000004.00000040.sdmp, Author:
Joe Security

Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000001.00000003.717409363.0000000005128000.00000004.00000040.sdmp, Author:
Joe Security

Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000001.00000003.717508835.0000000005128000.00000004.00000040.sdmp, Author:
Joe Security

Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000001.00000003.717332190.0000000005128000.00000004.00000040.sdmp, Author:
Joe Security

Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000001.00000003.717482023.0000000005128000.00000004.00000040.sdmp, Author:
Joe Security

Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000001.00000003.717357089.0000000005128000.00000004.00000040.sdmp, Author:
Joe Security

Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000001.00000003.717306400.0000000005128000.00000004.00000040.sdmp, Author:
Joe Security

Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000001.00000002.934032338.0000000005128000.00000004.00000040.sdmp, Author:
Joe Security

Source
File Path Offset Length Completion Count Address Symbol
Analysis Process: cmd.exe PID: 7116 Parent PID: 7100
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General

Start time: 09:43:06

Start date: 23/11/2020

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Commandline: C:\Windows\system32\cmd.exe /c 'C:\Program Files\Internet Exploreniexplore.exe'
Imagebase: 0x11d0000

File size: 232960 bytes

MDS5 hash: F3BDBE3BB6F734E357235F4D5898582D
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Activities

Source
File Path Access Attributes Options Completion Count Address Symbol
Analysis Process: iexplore.exe PID: 7136 Parent PID: 7116
General
Start time: 09:43:07
Start date: 23/11/2020
Path: C:\Program Files\internet exploreniexplore.exe
Wow64 process (32bit): false
Commandline: C:\Program Files\Internet Exploreniexplore.exe
Imagebase: 0x7ff6cdfd0000
File size: 823560 bytes
MDS5 hash: 6465CB92B25A7BC1DF8E01DBAC5E7596
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: high
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Registry Activities
Source
Key Path Name Type Data Completion Count Address Symbol
Source
Key Path Name Type Old Data New Data Completion Count Address Symbol

Analysis Process: iexplore.exe PID: 4460 Parent PID: 7136

General
Start time: 09:43:07
Start date: 23/11/2020
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Path:
Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

C:\Program Files (x86)\Internet Explorer\iexplore.exe
true

'C:\Program Files (x86)\Internet Explore'\lIEXPLORE.EXE' SCODEF:7136 CREDAT:17410
Iprefetch:2

0xc10000

822536 bytes
071277CC2E3DF41EEEA8013E2AB58D5A
true

true

C, C++ or other language

Reputation: high
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Registry Activities
Source
Key Path Name Type Old Data New Data Completion Count Address Symbol
Analysis Process: iexplore.exe PID: 6676 Parent PID: 7136
General
Start time: 09:43:11
Start date: 23/11/2020
Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

true

'C:\Program Files (x86)\Internet Explore'\lIEXPLORE.EXE' SCODEF:7136 CREDAT:82952
Iprefetch:2

0xc10000

822536 bytes
071277CC2E3DF41EEEA8013E2AB58D5A
true

true

C, C++ or other language

Reputation: high
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Analysis Process: iexplore.exe PID: 6880 Parent PID: 7136
General
Start time: 09:43:49
Start date: 23/11/2020
Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe
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Wow64 process (32bit): true

Commandline: ‘C:\Program Files (x86)\Internet Explore'\lIEXPLORE.EXE' SCODEF:7136 CREDAT:82956
Iprefetch:2

Imagebase: 0xc10000

File size: 822536 bytes

MD5 hash: 071277CC2E3DF41EEEA8013E2AB58D5A

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Activities

Source

File Path Access Attributes Options Completion Count Address Symbol
Source

File Path Offset Length Value Ascii Completion Count Address Symbol
Source

File Path Offset Length Completion Count Address Symbol

Disassembly

Code Analysis
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