
ID: 321970
Cookbook: browseurl.jbs
Time: 08:35:35
Date: 24/11/2020
Version: 31.0.0 Red Diamond
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Analysis Report https://localcoronavirus.com/

Overview

General Information

Sample URL: https://localcoronavir
us.com/

Analysis ID: 321970

Most interesting Screenshot:

Detection

Score: 1

Range: 0 - 100

Whitelisted: false

Confidence: 80%

Signatures

Contains capabilities to detect virtua

Contains capabilities to detect virtua

Contains capabilities to detect virtua

Contains capabilities to detect virtua

Contains capabilities to detect virtua

Contains capabilities to detect virtua

Contains capabilities to detect virtuaContains capabilities to detect virtua……

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valuMonitors certain registry keys / valu……

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (namQueries the volume information (nam……

Classification

Malware Configuration

Yara Overview

Sigma Overview

No Sigma rule has matched

Signature Overview

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

iexplore.exe (PID: 4080 cmdline: 'C:\Program Files\Internet Explorer\iexplore.exe' -Embedding MD5: 6465CB92B25A7BC1DF8E01D8AC5E7596)

iexplore.exe (PID: 3396 cmdline: 'C:\Program Files (x86)\Internet Explorer\IEXPLORE.EXE' SCODEF:4080 CREDAT:17410 /prefetch:2 MD5: 

071277CC2E3DF41EEEA8013E2AB58D5A)
OpenWith.exe (PID: 3112 cmdline: C:\Windows\system32\OpenWith.exe -Embedding MD5: D179D03728E95E040A889F760C1FC402)

cleanup

No configs have been found

No yara matches

Startup
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• Networking

• System Summary

• Hooking and other Techniques for Hiding and Protection

• Malware Analysis System Evasion

• Language, Device and Operating System Detection

Click to jump to signature section

There are no malicious signatures, There are no malicious signatures, click here to show all signaturesclick here to show all signatures ..

Mitre Att&ck Matrix

Initial
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and Control

Network
Effects

Remote
Service
Effects
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Windows
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Process
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Data from
Local
System
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Over Other
Network
Medium

Encrypted
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Eavesdrop on
Insecure
Network
Communication

Remotely
Track Device
Without
Authorization

Default
Accounts

Scheduled
Task/Job

Boot or
Logon
Initialization
Scripts

Boot or
Logon
Initialization
Scripts

Virtualization/Sandbox
Evasion 1

LSASS
Memory

Security Software
Discovery 1

Remote
Desktop
Protocol

Data from
Removable
Media

Exfiltration
Over
Bluetooth

Non-
Application
Layer
Protocol 1

Exploit SS7 to
Redirect Phone
Calls/SMS

Remotely
Wipe Data
Without
Authorization

Domain
Accounts

At (Linux) Logon Script
(Windows)

Logon
Script
(Windows)

Process Injection 1 Security
Account
Manager

Virtualization/Sandbox
Evasion 1

SMB/Windows
Admin Shares

Data from
Network
Shared
Drive

Automated
Exfiltration

Application
Layer
Protocol 2

Exploit SS7 to
Track Device
Location

Obtain
Device
Cloud
Backups

Local
Accounts

At (Windows) Logon Script
(Mac)

Logon
Script
(Mac)

Binary Padding NTDS File and Directory
Discovery 1

Distributed
Component
Object Model

Input
Capture

Scheduled
Transfer

Protocol
Impersonation

SIM Card
Swap

Cloud
Accounts

Cron Network
Logon Script

Network
Logon
Script

Software Packing LSA
Secrets

System Information
Discovery 1 1

SSH Keylogging Data
Transfer
Size Limits

Fallback
Channels

Manipulate
Device
Communication

Behavior Graph
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Behavior Graph

ID: 321970

URL: https://localcoronavirus.com/

Startdate: 24/11/2020

Architecture: WINDOWS

Score: 1

pagead.l.doubleclick.net localcoronavirus.com

iexplore.exe

14 69

        started       

OpenWith.exe

16

        started       

iexplore.exe

8 370

        started       

edge.gycpi.b.yahoodns.net

87.248.118.23, 443, 49925, 49926

YAHOO-DEBDE

United Kingdom

ams01.sync.search.spotxchange.com

185.94.180.126, 443, 49921, 49922

SPOTX-AMSNL

Netherlands

120 other IPs or domains

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots
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Source Detection Scanner Label Link

https://localcoronavirus.com/ 1% Virustotal Browse

https://localcoronavirus.com/ 0% Avira URL Cloud safe

No Antivirus matches

No Antivirus matches

Source Detection Scanner Label Link

platform.twitter.map.fastly.net 0% Virustotal Browse

cs491300.wpc.mucdn.net 0% Virustotal Browse

Source Detection Scanner Label Link

https://www.hotjarconsent.com/sv.html 0% URL Reputation safe

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

URLs
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https://www.hotjarconsent.com/sv.html 0% URL Reputation safe

https://www.hotjarconsent.com/sv.html 0% URL Reputation safe

https://help.narrativa.com/ 0% Avira URL Cloud safe

https://fontawesome.comhttps://fontawesome.comFont 0% Avira URL Cloud safe

polymer.github.io/AUTHORS.txt 0% Avira URL Cloud safe

https://covid19tracking.narrativa.com/vProyecto 0% Avira URL Cloud safe

getbootstrap.com) 0% Avira URL Cloud safe

https://covid19tracking.narrativa.com/img/infobae.png 0% Avira URL Cloud safe

https://pagofx.com 0% Avira URL Cloud safe

https://www.facebus.com/a-coruna-coronavirusRoot 0% Avira URL Cloud safe

https://www.nwc10.com/politica-privacidad 0% Avira URL Cloud safe

https://covid19tracking.narrativa.com/img/carto.png 0% Avira URL Cloud safe

https://www.hotjarconsent.com/pl.html 0% URL Reputation safe

https://www.hotjarconsent.com/pl.html 0% URL Reputation safe

https://www.hotjarconsent.com/pl.html 0% URL Reputation safe

sonspring.com/journal/clearing-floats 0% Avira URL Cloud safe

https://www.hotjarconsent.com/fr.html 0% URL Reputation safe

https://www.hotjarconsent.com/fr.html 0% URL Reputation safe

https://www.hotjarconsent.com/fr.html 0% URL Reputation safe

https://www.narrativa.com 0% Avira URL Cloud safe

labs.skinkers.com/touchSwipe/ 0% URL Reputation safe

labs.skinkers.com/touchSwipe/ 0% URL Reputation safe

labs.skinkers.com/touchSwipe/ 0% URL Reputation safe

polymer.github.io/PATENTS.txt 0% Avira URL Cloud safe

https://covid19tracking.narrativa.com/v2/bootstrap-4.4.1-dist/css/custom.css 0% Avira URL Cloud safe

https://www.hotjarconsent.com/el.html 0% URL Reputation safe

https://www.hotjarconsent.com/el.html 0% URL Reputation safe

https://www.hotjarconsent.com/el.html 0% URL Reputation safe

https://proteccion10.net/compras.html 0% Avira URL Cloud safe

www.fontsmith.comhttp://www.fontsmith.comEND 0% Avira URL Cloud safe

https://www.hotjarconsent.com/zh.html 0% URL Reputation safe

https://www.hotjarconsent.com/zh.html 0% URL Reputation safe

https://www.hotjarconsent.com/zh.html 0% URL Reputation safe

https://www.hotjarconsent.com/fi.html 0% URL Reputation safe

https://www.hotjarconsent.com/fi.html 0% URL Reputation safe

https://www.hotjarconsent.com/fi.html 0% URL Reputation safe

https://www.hotjarconsent.com/sq.html 0% URL Reputation safe

https://www.hotjarconsent.com/sq.html 0% URL Reputation safe

https://www.hotjarconsent.com/sq.html 0% URL Reputation safe

https://narrativa.com 0% Avira URL Cloud safe

https://www.hotjarconsent.com/it.html 0% URL Reputation safe

https://www.hotjarconsent.com/it.html 0% URL Reputation safe

https://www.hotjarconsent.com/it.html 0% URL Reputation safe

https://www.hotjarconsent.com 0% URL Reputation safe

https://www.hotjarconsent.com 0% URL Reputation safe

https://www.hotjarconsent.com 0% URL Reputation safe

Source Detection Scanner Label Link

Name IP Active Malicious Antivirus Detection Reputation

aec01.esc.rtve.edgetcdn.net 51.195.62.229 true false unknown

global.px.quantserve.com 91.228.74.133 true false high

eu-u.openx.net 34.98.64.218 true false high

dbpabf0off7y1.cloudfront.net 13.224.198.81 true false high

elb-aws-fr-visualiq-1583280815.eu-central-
1.elb.amazonaws.com

18.192.184.23 true false high

rtb.openx.net 35.227.252.103 true false high

platform.twitter.map.fastly.net 151.101.12.157 true false 0%, Virustotal, Browse unknown

googlecm.hit.gemius.pl 217.182.200.19 true false high

Domains and IPs

Contacted Domains
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ac2409ed291e04841b424223a3ec4991-
926974307.us-west-2.elb.amazonaws.com

52.38.55.154 true false high

pagead.l.doubleclick.net 172.217.18.2 true false high

tagr-gcp-odr-euw4.mookie1.com 34.98.67.61 true false high

facebook.com 185.60.216.35 true false high

match-1943069928.eu-west-1.elb.amazonaws.com 34.246.127.166 true false high

id.rlcdn.com 34.120.207.148 true false high

static-cdn.hotjar.com 13.225.73.63 true false high

star-mini.c10r.facebook.com 185.60.216.35 true false high

pugm22000nf.pubmatic.com 185.64.189.115 true false high

us-u.openx.net 34.98.64.218 true false high

cs491300.wpc.mucdn.net 192.229.220.196 true false 0%, Virustotal, Browse unknown

stats.l.doubleclick.net 108.177.15.157 true false high

akavozpr-galicia-1149308574.eu-west-
1.elb.amazonaws.com

34.253.173.247 true false high

d2ctznuk6ro1vp.cloudfront.net 13.224.198.114 true false high

firewall-external-2134955858.eu-west-
1.elb.amazonaws.com

52.30.209.197 true false high

d162h6x3rxav67.cloudfront.net 143.204.90.49 true false high

proteccion10.net 217.67.162.199 true false unknown

ams01.sync.search.spotxchange.com 185.94.180.126 true false high

j.adlooxtracking.com 37.187.28.21 true false unknown

www.google.co.uk 172.217.21.195 true false unknown

dart.l.doubleclick.net 172.217.18.102 true false high

data36.adlooxtracking.com 137.74.93.130 true false unknown

static.cloudflareinsights.com 104.16.95.65 true false unknown

cec01.euc.edgetcdn.com 51.255.81.138 true false unknown

scontent.xx.fbcdn.net 185.60.216.19 true false high

script.hotjar.com 13.224.198.63 true false high

localcoronavirus.com 104.28.5.168 true false unknown

www.animalpolitico.com 104.28.15.243 true false high

d2dzdx91mh5kpx.cloudfront.net 143.204.90.70 true false high

wwwhatsnew.com 167.71.73.131 true false high

pagead46.l.doubleclick.net 216.58.205.226 true false high

d2jcax5o6gwtn6.cloudfront.net 143.204.90.100 true false high

sjedt.adsafeprotected.com 104.244.38.20 true false high

insights-in-1202607485.eu-west-
1.elb.amazonaws.com

54.74.233.68 true false high

4i2g925ohj.execute-api.eu-west-3.amazonaws.com 143.204.90.60 true false high

vars.hotjar.com 13.224.198.43 true false high

partnerad.l.doubleclick.net 172.217.21.194 true false high

d1gubrkaoxki64.cloudfront.net 13.225.73.126 true false high

ib.anycast.adnxs.com 185.33.221.91 true false high

aragornapp-v2-prod-uk-lbj.inbake.com 18.132.236.238 true false unknown

edge.gycpi.b.yahoodns.net 87.248.118.23 true false unknown

ag.innovid.com unknown unknown false high

securepubads.g.doubleclick.net unknown unknown false high

m.facebook.com unknown unknown false high

ka-f.fontawesome.com unknown unknown false high

img.europapress.es unknown unknown false high

ficheracos.publico.es unknown unknown false high

pixel.everesttech.net unknown unknown false high

pixel.adsafeprotected.com unknown unknown false high

stats.g.doubleclick.net unknown unknown false high

token.rubiconproject.com unknown unknown false high

static.hotjar.com unknown unknown false high

cm.g.doubleclick.net unknown unknown false high

www.lavozdegalicia.es unknown unknown false high

static3.abc.es unknown unknown false high

platform.twitter.com unknown unknown false high

static2.abc.es unknown unknown false high

static4.abc.es unknown unknown false high

match.adsrvr.org unknown unknown false high

www.ecestaticos.com unknown unknown false high

covid19tracking.narrativa.com unknown unknown false unknown

Name IP Active Malicious Antivirus Detection Reputation
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odr.mookie1.com unknown unknown false high

googleads4.g.doubleclick.net unknown unknown false high

kit.fontawesome.com unknown unknown false high

pixel.rubiconproject.com unknown unknown false high

c1.adform.net unknown unknown false high

connect.facebook.net unknown unknown false high

ssum-sec.casalemedia.com unknown unknown false high

googleads.g.doubleclick.net unknown unknown false high

phantom-elmundo.unidadeditorial.es unknown unknown false high

t.myvisualiq.net unknown unknown false high

s0.2mdn.net unknown unknown false high

sync.teads.tv unknown unknown false high

www.googletagservices.com unknown unknown false high

cdn.jsdelivr.net unknown unknown false high

in.hotjar.com unknown unknown false high

image6.pubmatic.com unknown unknown false high

s1.eestatic.com unknown unknown false high

d.agkn.com unknown unknown false high

adservice.google.co.uk unknown unknown false unknown

fw.adsafeprotected.com unknown unknown false high

ads.yahoo.com unknown unknown false high

dt.adsafeprotected.com unknown unknown false high

e.dlx.addthis.com unknown unknown false high

s01.europapress.net unknown unknown false high

www.facebook.com unknown unknown false high

ad.doubleclick.net unknown unknown false high

img.huffingtonpost.com unknown unknown false high

img2.rtve.es unknown unknown false high

dsum-sec.casalemedia.com unknown unknown false high

cms.quantserve.com unknown unknown false high

ib.adnxs.com unknown unknown false high

Name IP Active Malicious Antivirus Detection Reputation

Name Source Malicious Antivirus Detection Reputation

https://www.santepubliquefrance.fr/maladies-et-
traumatismes/maladies-et-infections-respiratoires/inf

1CILUTMC.htm.2.dr false high

https://stats.g.doubleclick.net/g/collect js[2].js.2.dr false high

https://www.hotjarconsent.com/sv.html modules.96677cf12de4f92c1764[1
].js.2.dr

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://static3.abc.es/media/espana/2020/11/23/image-
U28871200845FQR-620x349

a-coruna-coronavirus[1].htm.2.dr false high

s0.2mdn.net/ads/studio/close.png Enabler_01_245[1].js.2.dr, Ena
bler_01_244[1].js.2.dr

false high

https://www.abc.es/economia/abci-vino-sube-carro-
digitalizacion-202011240311_noticia.html

ORLC1KG9.htm.2.dr false high

https://help.narrativa.com/ 1CILUTMC.htm.2.dr false Avira URL Cloud: safe unknown

https://fontawesome.comhttps://fontawesome.comFont free-fa-brands-400[1].eot.2.dr, free-fa-
solid-900[1].eot.2.dr, free-fa-regular-4
00[1].eot.2.dr

false Avira URL Cloud: safe unknown

https://googleads.g.doubleclick.net/dbm/clk?
sa=L&ai=CxwpfRri8X-7RHIH1-
ga8lr_gCpCP46Rgq9OjzYkK8C4QASD

~DFF7F5992F54637533.TMP.1.dr false high

polymer.github.io/AUTHORS.txt index[1].htm.2.dr false Avira URL Cloud: safe unknown

https://fontawesome.com free.min[1].css.2.dr, free-fa-brands-400
[1].eot.2.dr

false high

https://www.rtve.es/noticias/20201123/mapa-
confinamientos-espana-coronavirus-restricciones/2041269.s

a-coruna-coronavirus[1].htm.2.dr false high

https://covid19tracking.narrativa.com/vProyecto ~DFF7F5992F54637533.TMP.1.dr false Avira URL Cloud: safe unknown

https://googleads.g.doubleclick.net/pagead/conversion/%3Fai
%3DCwixZQ7i8X9i-Jo7j-gaL_KXADa6nrqVg-NX24

ads[2].htm.2.dr, ~DFF7F5992F54
637533.TMP.1.dr

false high

https://www.lavozdegalicia.es/noticia/galicia/2020/11/23/galicia
-destinara-371-millones-euros-politi

a-coruna-coronavirus[1].htm.2.dr false high

https://s1.eestatic.com/2019/09/20/invertia/empresas/empresa
s_430717150_165863300_600x315.jpg

ORLC1KG9.htm.2.dr false high

URLs from Memory and Binaries
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ad.doubleclick.net/viewad/817-grey.gif html_inpage_rendering_lib_200_
271[1].js.2.dr

false high

getbootstrap.com/javascript/#tooltip bootstrap[1].js.2.dr false high

https://www.lavozdegalicia.es/default/2020/11/23/0012160612
2241030361417/Foto/ON24C8F1_1.jpg

ORLC1KG9.htm.2.dr false high

getbootstrap.com) bootstrap[1].js.2.dr false Avira URL Cloud: safe low

https://www.ecestaticos.com/imagestatic/clipping/677/bf6/677b
f68304fb40fab0d348bd3e71a82b.jpg

a-coruna-coronavirus[1].htm.2.dr false high

https://www.lavozdegalicia.es/default/2020/11/21/0012160598
9162469174838/Foto/XN22C5F1_21416.jpg

a-coruna-coronavirus[1].htm.2.dr false high

https://stats.g.doubleclick.net/j/collect analytics[1].js.2.dr false high

https://cdn.ampproject.org/amp4ads-host-v0.js impl_v66[1].js.2.dr, f[1].txt0.2.dr false high

https://covid19tracking.narrativa.com/img/infobae.png 1CILUTMC.htm.2.dr false Avira URL Cloud: safe unknown

https://googleads.g.doubleclick.net/pagead/conversion/%3Fai
%3DCy_aqDLi8X_q8Hpuv3gOHiafQD42Q_59gqta94

ads[1].htm1.2.dr, ~DFF7F5992F5
4637533.TMP.1.dr

false high

https://pagofx.com ads[1].htm1.2.dr false Avira URL Cloud: safe unknown

https://www.elespanol.com/invertia/empresas/tecnologia/2020
1124/fusion-vodafone-masmovil-fuerza-avan

ORLC1KG9.htm.2.dr false high

https://s0.2mdn.net/ads/richmedia/studio/pv2/61126275/20200
902081857585/Equifax_UKLifeMoments_160x60

~DFF7F5992F54637533.TMP.1.dr false high

https://www.facebus.com/a-coruna-coronavirusRoot {2D8F17C9-2E73-11EB-90E4-ECF4B
B862DED}.dat.1.dr

false Avira URL Cloud: safe unknown

https://www.nwc10.com/politica-privacidad ORLC1KG9.htm.2.dr false Avira URL Cloud: safe unknown

https://covid19tracking.narrativa.com/img/carto.png 1CILUTMC.htm.2.dr false Avira URL Cloud: safe unknown

https://www.rtve.es/ 1CILUTMC.htm.2.dr false high

https://googleads.g.doubleclick.net/pagead/conversion/?
ai=CAkBORri8X4SRKIqs7gOG9rHoDqCVusJdlc3bt-YM4

ads[2].htm0.2.dr false high

https://www.lavozdegalicia.es/noticia/amarina/2020/11/23/cuar
entena-bordo-pesquero-burela-decision-d

a-coruna-coronavirus[1].htm.2.dr false high

https://cdn.jsdelivr.net/npm/chart.js ORLC1KG9.htm.2.dr, a-coruna-co
ronavirus[1].htm.2.dr

false high

https://www.hotjarconsent.com/pl.html modules.96677cf12de4f92c1764[1
].js.2.dr

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://wwwhatsnew.com/wp-
content/uploads/2020/11/captura134-1-730x315.jpg

a-coruna-coronavirus[1].htm.2.dr false high

sonspring.com/journal/clearing-floats global[1].css.2.dr false Avira URL Cloud: safe unknown

https://googleads.g.doubleclick.net/pagead/images/mtad/back
_blue.png

ads[2].htm.2.dr, ads[2].htm0.2.dr false high

https://www.hotjarconsent.com/fr.html modules.96677cf12de4f92c1764[1
].js.2.dr

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://www.narrativa.com 1CILUTMC.htm.2.dr false Avira URL Cloud: safe unknown

https://googleads.g.doubleclick.net/pagead/images/mtad/x_blu
e.png

~DFF7F5992F54637533.TMP.1.dr, 
ads[3].htm0.2.dr

false high

labs.skinkers.com/touchSwipe/ jquery.themepunch.tools.min[1].js.2.dr false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.modernizr.com/) bootstrap[1].js.2.dr false high

polymer.github.io/PATENTS.txt index[1].htm.2.dr false Avira URL Cloud: safe unknown

https://www.elconfidencial.com/tecnologia/2020-11-
24/vacunas-pfizer-oxford-astrazeneca-biontech-mode

ORLC1KG9.htm.2.dr false high

https://systems.jhu.edu/research/public-health/ncov/ 1CILUTMC.htm.2.dr false high

https://sync.teads.tv/um?
eid=3&uid=&fb=https%3A%2F%2Fcm.g.doubleclick.net%2Fpi
xel%3Fgoogle_nid%3Dtea

pixel[2].htm.2.dr false high

https://www.lavozdegalicia.es/default/2020/11/23/0012160614
3181115853161/Foto/BARALLA5_155226.jpg

a-coruna-coronavirus[1].htm.2.dr false high

https://www.elconfidencial.com/espana/2020-11-
24/covid19-datos-mejoria-espana_2845199/

ORLC1KG9.htm.2.dr false high

https://cm.g.doubleclick.net/pixel?
google_nid=appnexus&google_cm&google_sc&google_dbm

pixel[1].htm.2.dr false high

https://covid19tracking.narrativa.com/v2/bootstrap-4.4.1-
dist/css/custom.css

1CILUTMC.htm.2.dr false Avira URL Cloud: safe unknown

Name Source Malicious Antivirus Detection Reputation
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https://github.com/pcm-dpc/COVID-19 1CILUTMC.htm.2.dr false high

https://www.elmundo.es/espana/2020/11/23/5fbb90c2fdddfff86
88b4598.html

a-coruna-coronavirus[1].htm.2.dr false high

https://www.lavozdegalicia.es/noticia/lugo/2020/11/23/xunta-
diversifica-inversiones-lugo-2021/000316

a-coruna-coronavirus[1].htm.2.dr false high

https://img.europapress.es/fotoweb/fotonoticia_202011231423
09_1024.jpg

a-coruna-coronavirus[1].htm.2.dr false high

https://img.europapress.es/fotoweb/fotonoticia_202011231346
35_1024.jpg

a-coruna-coronavirus[1].htm.2.dr false high

https://www.hotjarconsent.com/el.html modules.96677cf12de4f92c1764[1
].js.2.dr

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://googleads.g.doubleclick.net/pagead/conversion/%3Fai
%3DCAkBORri8X4SRKIqs7gOG9rHoDqCVusJdlc3bt

ads[2].htm0.2.dr false high

https://www.europapress.es/galicia/noticia-usuarios-
residencias-afectados-bajan-481-30-altas-ningun-

a-coruna-coronavirus[1].htm.2.dr false high

https://dsum-sec.casalemedia.com/rrum?
ixi=0&cm_dsp_id=85&cb=https%3A%2F%2Fcm.g.doubleclick.
net%2Fpix

pixel[1].htm.2.dr false high

https://proteccion10.net/compras.html ORLC1KG9.htm.2.dr, ~DFF7F5992F
54637533.TMP.1.dr

false Avira URL Cloud: safe unknown

www.fontsmith.comhttp://www.fontsmith.comEND iberia-headlineNEW2[1].ttf.2.dr false Avira URL Cloud: safe unknown

https://github.com/twbs/bootstrap/blob/master/LICENSE) bootstrap[1].js.2.dr false high

https://stats.g.doubleclick.net/g/collect?v=2& js[2].js.2.dr false high

https://www.lavozdegalicia.es/default/2020/11/23/0012160614
4861479579854/Foto/GN24P16F22_161956.jpg

ORLC1KG9.htm.2.dr false high

googleads.g.doubleclick.net f[3].txt.2.dr, f[1].txt0.2.dr false high

validator.w3.org site[1].js.2.dr false high

carto.com/ 1CILUTMC.htm.2.dr false high

https://s1.eestatic.com/2017/03/11/actualidad/actualidad_1999
90068_165857353_600x315.jpg

ORLC1KG9.htm.2.dr false high

https://www.lavozdegalicia.es/noticia/educacion/2020/11/23/pr
esentan-curso-linea-cinco-modulos-forma

a-coruna-coronavirus[1].htm.2.dr false high

https://phantom-
elmundo.unidadeditorial.es/a6636c03e86c828c7618ccc412fc7
7c3/crop/0x0/2044x1363/resiz

a-coruna-coronavirus[1].htm.2.dr false high

https://twitter.com/in {2D8F17C9-2E73-11EB-90E4-ECF4B
B862DED}.dat.1.dr

false high

https://www.elmundo.es/espana/2020/11/23/5fbb8c0cfdddff6d
178b4605.html

a-coruna-coronavirus[1].htm.2.dr false high

https://www.hotjarconsent.com/zh.html modules.96677cf12de4f92c1764[1
].js.2.dr

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://www.animalpolitico.com/wp-
content/uploads/2020/11/mexico-muertes-covid-19-aumenta-
positivida

ORLC1KG9.htm.2.dr false high

https://stats.uptimerobot.com/Q6NlpspLQ 1CILUTMC.htm.2.dr false high

https://www.hotjar.com box-469cf41adb11dc78be68c1ae7f
9457a4[1].htm.2.dr

false high

https://www.ecestaticos.com/imagestatic/clipping/687/5a7/687
5a739b487c02e3ecdfed92cd56743.jpg

ORLC1KG9.htm.2.dr false high

https://www.hotjarconsent.com/fi.html modules.96677cf12de4f92c1764[1
].js.2.dr

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://www.elconfidencial.com/empresas/2020-11-
24/innovacion-transformacion-digital-applus-bra_2836

ORLC1KG9.htm.2.dr false high

https://www.elconfidencial.com/espana/2020-11-
23/cuando-es-puente-constitucion-diciembre-festivos_28

a-coruna-coronavirus[1].htm.2.dr false high

https://platzi.com/r/nwc10/ a-coruna-coronavirus[1].htm.2.dr false high

https://sync.search.spotxchange.com/partner?
adv_id=7025&redir=https%3A%2F%2Fcm.g.doubleclick.net%
2Fp

pixel[3].htm.2.dr false high

https://ka-f.fontawesome.com b745858f50[1].js.2.dr false high

www.greensock.com/club/ jquery.themepunch.tools.min[1].js.2.dr false high

https://github.com/blueimp/JavaScript-MD5 sca.17.4.114[1].js.2.dr false high

Name Source Malicious Antivirus Detection Reputation
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getbootstrap.com/javascript/#collapse bootstrap[1].js.2.dr false high

https://www.lavozdegalicia.es/default/2020/11/20/0012160587
0603229893348/Foto/GN20P11F1_12857.jpg

a-coruna-coronavirus[1].htm.2.dr false high

getbootstrap.com/javascript/#modals bootstrap[1].js.2.dr false high

https://www.abc.es/recreo/abci-higiene-limpieza-aguas-
202011240106_noticia.html

ORLC1KG9.htm.2.dr false high

https://fontawesome.com/license/free free.min[1].css.2.dr false high

https://www.hotjarconsent.com/sq.html modules.96677cf12de4f92c1764[1
].js.2.dr

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://narrativa.com 1CILUTMC.htm.2.dr false Avira URL Cloud: safe unknown

https://www.hotjarconsent.com/it.html modules.96677cf12de4f92c1764[1
].js.2.dr

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://platform.twitter.com/widgets.js ORLC1KG9.htm.2.dr false high

https://www.hotjarconsent.com modules.96677cf12de4f92c1764[1
].js.2.dr

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://googleads.g.doubleclick.net/pagead/ads?
guci=1.2.0.0.2.2.0.0&client=ca-pub-4607443575710795&o

~DFF7F5992F54637533.TMP.1.dr false high

https://www.elconfidencial.com/empresas/2020-11-
24/impagos-empresas-despidos-bra_2780568/

ORLC1KG9.htm.2.dr false high

Name Source Malicious Antivirus Detection Reputation

No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

34.246.127.166 unknown United States 16509 AMAZON-02US false

185.33.221.91 unknown Netherlands 29990 ASN-APPNEXUS false

54.77.207.73 unknown United States 16509 AMAZON-02US false

52.38.55.154 unknown United States 16509 AMAZON-02US false

108.177.15.157 unknown United States 15169 GOOGLEUS false

217.182.200.19 unknown France 16276 OVHFR false

18.132.236.238 unknown United States 16509 AMAZON-02US false

13.225.73.126 unknown United States 16509 AMAZON-02US false

216.58.205.226 unknown United States 15169 GOOGLEUS false

18.192.184.23 unknown United States 16509 AMAZON-02US false

34.253.173.247 unknown United States 16509 AMAZON-02US false

137.74.93.130 unknown France 16276 OVHFR false

Contacted IPs

Public
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General Information

Joe Sandbox Version: 31.0.0 Red Diamond

Analysis ID: 321970

Start date: 24.11.2020

Start time: 08:35:35

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 6m 11s

Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: browseurl.jbs

Sample URL: https://localcoronavirus.com/

51.255.81.138 unknown France 16276 OVHFR false

13.224.198.43 unknown United States 16509 AMAZON-02US false

13.224.198.81 unknown United States 16509 AMAZON-02US false

104.244.38.20 unknown United States 7415 ADSAFE-1US false

217.67.162.199 unknown Spain 48958 PRSZ-ASES false

143.204.90.70 unknown United States 16509 AMAZON-02US false

51.195.62.229 unknown France 16276 OVHFR false

13.224.198.114 unknown United States 16509 AMAZON-02US false

192.229.220.196 unknown United States 15133 EDGECASTUS false

185.60.216.35 unknown Ireland 32934 FACEBOOKUS false

172.217.18.2 unknown United States 15169 GOOGLEUS false

54.74.233.68 unknown United States 16509 AMAZON-02US false

172.217.21.195 unknown United States 15169 GOOGLEUS false

172.217.18.102 unknown United States 15169 GOOGLEUS false

216.58.212.162 unknown United States 15169 GOOGLEUS false

172.217.21.194 unknown United States 15169 GOOGLEUS false

37.187.28.21 unknown France 16276 OVHFR false

34.98.67.61 unknown United States 15169 GOOGLEUS false

151.101.12.157 unknown United States 54113 FASTLYUS false

143.204.90.100 unknown United States 16509 AMAZON-02US false

143.204.90.60 unknown United States 16509 AMAZON-02US false

52.30.209.197 unknown United States 16509 AMAZON-02US false

172.217.21.226 unknown United States 15169 GOOGLEUS false

185.94.180.126 unknown Netherlands 35220 SPOTX-AMSNL false

142.250.74.194 unknown United States 15169 GOOGLEUS false

185.64.189.115 unknown United Kingdom 62713 AS-PUBMATICUS false

167.71.73.131 unknown United States 14061 DIGITALOCEAN-ASNUS false

104.28.5.168 unknown United States 13335 CLOUDFLARENETUS false

172.217.18.98 unknown United States 15169 GOOGLEUS false

13.224.198.63 unknown United States 16509 AMAZON-02US false

104.16.95.65 unknown United States 13335 CLOUDFLARENETUS false

91.228.74.133 unknown United Kingdom 27281 QUANTCASTUS false

13.225.73.63 unknown United States 16509 AMAZON-02US false

34.120.207.148 unknown United States 15169 GOOGLEUS false

87.248.118.23 unknown United Kingdom 203220 YAHOO-DEBDE false

104.28.15.243 unknown United States 13335 CLOUDFLARENETUS false

185.60.216.19 unknown Ireland 32934 FACEBOOKUS false

35.227.252.103 unknown United States 15169 GOOGLEUS false

34.98.64.218 unknown United States 15169 GOOGLEUS false

143.204.90.49 unknown United States 16509 AMAZON-02US false

IP Domain Country Flag ASN ASN Name Malicious

IP

192.168.2.1

Private
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Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 
Update 211

Number of analysed new started processes analysed: 19

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: CLEAN

Classification: clean1.win@4/274@71/53

EGA Information: Failed

HCA Information: Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI
Browsing link: https://localcoronavirus.com/
Browsing link: https://faceboo
k.com/sharer/sharer.php?u=http
s%3A%2F%2Flocalcoronavirus.com
Browsing link: https://twitter.com/intent/tweet/?
text=Local%20information%20from%20COVID%2
019&amp;url=https%3A%2F%2Floca
lcoronavirus.com
Browsing link: https://www.lin
kedin.com/shareArticle?mini=tr
ue&amp;url=https%3A%2F%2Flocal
coronavirus.com&amp;title=Loca
l%20information%20from%20COVID
%2019&amp;summary=Local%20info
rmation%20from%20COVID%2019&am
p;source=https%3A%2F%2Flocalcoronavirus.com
Browsing link: whatsapp://send/?
text=Local%20information%20f
rom%20COVID%2019%20https%3A%2F
%2Flocalcoronavirus.com
Browsing link: https://covid19
tracking.narrativa.com/
Browsing link: https://localcoronavirus.com/a-
coruna-coronavirus

Warnings:
Exclude process from analysis (whitelisted): 
dllhost.exe, BackgroundTransferHost.exe, 
ielowutil.exe, backgroundTaskHost.exe, 
SgrmBroker.exe, svchost.exe
TCP Packets have been reduced to 100
Created / dropped Files have been reduced to 100
Excluded IPs from analysis (whitelisted): 
13.64.90.137, 104.43.193.48, 104.108.39.131, 
172.217.18.106, 172.217.23.168, 172.217.23.174, 
95.101.20.176, 95.101.20.195, 151.101.2.109, 
151.101.66.109, 151.101.130.109, 
151.101.194.109, 172.217.16.142, 216.58.205.227, 
216.58.208.36, 172.217.18.99, 172.217.23.97, 
69.173.144.139, 69.173.144.138, 69.173.144.165, 
2.18.69.96, 152.199.19.161, 2.18.68.82, 
104.43.139.144, 51.11.168.160, 2.20.142.209, 
2.20.142.210, 20.54.26.129, 104.18.22.52, 
104.18.23.52, 172.64.203.28, 172.64.202.28, 
51.104.139.180, 95.101.20.209, 95.101.20.170, 
99.80.199.35, 34.246.227.69, 63.33.127.66, 
216.58.208.38, 23.50.104.83, 216.58.201.131, 
37.157.6.253, 37.157.4.24, 37.157.2.239, 
37.157.3.29, 37.157.6.241, 37.157.2.238, 
37.157.4.25, 37.157.6.247, 92.122.213.247, 
92.122.213.194
Excluded domains from analysis (whitelisted): 
gstaticadssl.l.google.com, arc.msn.com.nsatc.net, 
ka-f.fontawesome.com.cdn.cloudflare.net, 
www.publico.es.edgekey.net, 
partner.googleadservices.com, fs-
wildcard.microsoft.com.edgekey.net, 
e11290.dspg.akamaiedge.net, 
audownload.windowsupdate.nsatc.net, 
www.google.com, tp00.everesttech.net.akadns.net, 
watson.telemetry.microsoft.com, www.gstatic.com, 
au-bg-shim.trafficmanager.net, www.google-
analytics.com, e9957.e4.akamaiedge.net, 
fonts.googleapis.com, fs.microsoft.com, ag-5-
split.ag.innovid.com.akadns.net, db3p-ris-pf-prod-

Show All
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atm.trafficmanager.net, ris-prod.trafficmanager.net, 
skypedataprdcolcus16.cloudapp.net, 
pagead2.googlesyndication.com, 
e15414.a.akamaiedge.net, 
skypedataprdcolcus15.cloudapp.net, 
ris.api.iris.microsoft.com, s0-2mdn-
net.l.google.com, www3.l.google.com, 
blobcollector.events.data.trafficmanager.net, dsum-
sec.casalemedia.com.edgekey.net, csi.gstatic.com, 
cs9.wpc.v0cdn.net, 
au.download.windowsupdate.com.edgesuite.net, 
pixel.rubiconproject.net.akadns.net, 
adservice.google.com, fs-
wildcard.microsoft.com.edgekey.net.globalredir.aka
dns.net, track.adformnet.akadns.net, 
a1449.dscg2.akamai.net, arc.msn.com, 
iecvlist.microsoft.com, go.microsoft.com, 
e8037.g.akamaiedge.net, 
ade.googlesyndication.com, 
www.googletagmanager.com, img-prod-cms-rt-
microsoft-com.akamaized.net, 
prod.fs.microsoft.com.akadns.net, 
dualstack.f3.shared.global.fastly.net, 
kit.fontawesome.com.cdn.cloudflare.net, 
skypedataprdcolwus17.cloudapp.net, 
e30101.b.akamaiedge.net, www-google-
analytics.l.google.com, sync.teads.tv.edgekey.net, 
fonts.gstatic.com, ie9comview.vo.msecnd.net, 
www-googletagmanager.l.google.com, 
e1723.g.akamaiedge.net, 
ctldl.windowsupdate.com, a767.dscg3.akamai.net, 
static.es.edgekey.net, sync.search-
gtm.spotxchange.com.akadns.net, 
tpc.googlesyndication.com, 
go.microsoft.com.edgekey.net, 
analytics.google.com, ssum-
sec.casalemedia.com.edgekey.net, aws-uk-neb-
virg-oh-oreg.ag.innovid.com.akadns.net
Report size exceeded maximum capacity and may 
have missing behavior information.
Report size exceeded maximum capacity and may 
have missing network information.
Report size getting too big, too many NtCreateFile 
calls found.
Report size getting too big, too many 
NtDeviceIoControlFile calls found.
Report size getting too big, too many 
NtOpenKeyEx calls found.
Report size getting too big, too many 
NtProtectVirtualMemory calls found.
Report size getting too big, too many 
NtQueryValueKey calls found.

Time Type Description

08:37:34 API Interceptor 1x Sleep call for process: OpenWith.exe modified

No context

No context

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASN
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No context

No context

No context

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\DOMStore\D8H1WV0O\googleads.g.doubleclick[1].xml
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 13

Entropy (8bit): 2.469670487371862

Encrypted: false

SSDEEP: 3:D90aKb:JFKb

MD5: C1DDEA3EF6BBEF3E7060A1A9AD89E4C5

SHA1: 35E3224FCBD3E1AF306F2B6A2C6BBEA9B0867966

SHA-256: B71E4D17274636B97179BA2D97C742735B6510EB54F22893D3A2DAFF2CEB28DB

SHA-512: 6BE8CEC7C862AFAE5B37AA32DC5BB45912881A3276606DA41BF808A4EF92C318B355E616BF45A257B995520D72B7C08752C0BE445DCEADE5CF79F73480910FE
D

Malicious: false

Reputation: low

Preview:
<root></root>

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\DOMStore\LJ0JATCZ\localcoronavirus[1].xml
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 342486

Entropy (8bit): 5.335001417364387

Encrypted: false

SSDEEP: 768:pgQ3em9O5kggQ3em9O5kPP9gQ3em9O5kPP9gQ3em9O5kPP9gQ3em9O5kPPhgQ3ef:kTTT33yyy5FAAAmaSatDDEkkBe8e3Q

MD5: B0F7B8F71877FA1A99338AE45D71D993

SHA1: D2F5A0B429AE7E8DD96A7B2238E65E72DC5C58A9

SHA-256: 4A6749923CE3A836F26FCBD297B1D8A6EAB70BA9B97CD6BF784554D651518EC5

SHA-512: 959571E9029226BB3A666A3855CDDBEF8CFA24D55E27B3A841E819A067EDE5ADDCCC14BAD09DED7F85594E4F7CAF6AB94CD0227F40EEB61D830FC2E10EA08
27F

Malicious: false

Reputation: low

Preview:
<root></root><root><item name="goog_pem_mod" value="730" ltime="4053816544" htime="30851711" /><item name="google_experiment_mod47" value="766" ltime=
"4053966544" htime="30851711" /><item name="google_experiment_mod34" value="750" ltime="4053966544" htime="30851711" /><item name="google_experiment_m
od36" value="368" ltime="4053966544" htime="30851711" /><item name="google_experiment_mod37" value="121" ltime="4053966544" htime="30851711" /><item n
ame="google_experiment_mod44" value="678" ltime="4053966544" htime="30851711" /></root><root><item name="goog_pem_mod" value="730" ltime="4053816544" 
htime="30851711" /><item name="google_experiment_mod47" value="766" ltime="4053966544" htime="30851711" /><item name="google_experiment_mod34" value="
750" ltime="4053966544" htime="30851711" /><item name="google_experiment_mod36" value="368" ltime="4053966544" htime="30851711" /><item name="google_e
xperiment_mod37" value="121" ltime="4053966544" htime="30851711" /><item name="google_experiment_mod

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\DOMStore\XZ7PS9WT\vars.hotjar[1].xml
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 13

Entropy (8bit): 2.469670487371862

Encrypted: false

SSDEEP: 3:D90aKb:JFKb

MD5: C1DDEA3EF6BBEF3E7060A1A9AD89E4C5

SHA1: 35E3224FCBD3E1AF306F2B6A2C6BBEA9B0867966

SHA-256: B71E4D17274636B97179BA2D97C742735B6510EB54F22893D3A2DAFF2CEB28DB

JA3 Fingerprints

Dropped Files

Created / dropped Files
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SHA-512: 6BE8CEC7C862AFAE5B37AA32DC5BB45912881A3276606DA41BF808A4EF92C318B355E616BF45A257B995520D72B7C08752C0BE445DCEADE5CF79F73480910FE
D

Malicious: false

Reputation: low

Preview:
<root></root>

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\DOMStore\XZ7PS9WT\vars.hotjar[1].xml

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\RecoveryStore.{2D8F17C7-2E73-11EB-90E4-ECF4BB862DED}.dat
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 36440

Entropy (8bit): 1.903243318993531

Encrypted: false

SSDEEP: 96:rsZHZW269Wu5tu+fugdMuouCquCKfuC6MruUun:rsZHZW269Wutdf5dMN3q3Kf36MrNw

MD5: D0CE8B4E69433DA84F6066A5BFD32084

SHA1: 7E147470EA74919C2BE26B1A04EAF8B092C4A849

SHA-256: 6C3B3D5E8ABB704D6FB4E8CB6C54D354DBCE82A733991B4F3EE5AB0DF51C2314

SHA-512: 25F18780DD5F6B65C8F66F56876DC5366C61DDDD37F942BD9548A85E3D6046608703809BE1B1FCE2C571D103E53EF877351E9E1EF193243B9DCBF6C612B85D3D

Malicious: false

Reputation: low

Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................R.o.o.t. .E.n.t.r.
y.............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{2D8F17C9-2E73-11EB-90E4-ECF4BB862DED}.dat
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 1497476

Entropy (8bit): 4.049560051420993

Encrypted: false

SSDEEP: 12288:5N9GcSN9GcKFPIyvOGSHSdSkLALiLA2cKq53PKtBj4j9j1kyk8kK:TgwP32yPiPseBV

MD5: 598C1D7CEA9C0B0B4C59F9CBC1CB0FA7

SHA1: 0E0431473ABFE5E0F0043255C4E2ECAC60ACEE7F

SHA-256: 8F4DFFB9D7C27EABD81C28508FFB4964E05802A4490D2ABC0A8B1222203B609F

SHA-512: 5FFD96545583607A8D10FE050797899243D4C0E1697DAFEC6C6C57B3ECBA18F21D7C7092D74B9E50B401FF465848770D92106224C3FB572768418293E7636D91

Malicious: false

Reputation: low

Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................R.o.o.t. .E.n.t.r.
y.............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{34A5C482-2E73-11EB-90E4-ECF4BB862DED}.dat
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 16984

Entropy (8bit): 1.56471356839741

Encrypted: false

SSDEEP: 48:Iw8Gcpr5Gwpa0G4pQUGrapbSzrGQpKzG7HpRHsTGIpG:rgZzQE6iBSzFACTH4A

MD5: 6C8A7F2EDAC0598534EAC994E5000033

SHA1: 15BD9B2894C9433B74950C85F443D5B11526E0A6

SHA-256: 0047B5A728F12953D6CCB69EDF08E2DF9CB75743537720C7285F0E99B0C59221

SHA-512: C9EA65DEC69F20FC87650039EA083EAE5D31D7FE4746D60668E8B14372FEA9E9384DB18104E15A1DD53568817B24170C04F35373F44EA75753EDD96F87094EE7

Malicious: false

Reputation: low

Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................R.o.o.t. .E.n.t.r.
y.............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\imagestore\ynfz0jx\imagestore.dat
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 5893

Entropy (8bit): 7.724869001116374

Encrypted: false

SSDEEP: 96:ohuQ5Vo7FhknmWpYOxYbOLMHfmH0mgzdtsfNFeC933ktunIOys60yiiLEgY4yJVp:oEQ07FhknOuM/muPs1Fqmd9nyiiZqb

MD5: CD3874D5A833CFD146184F3C426F74DE

SHA1: A9F2565BB0D1743260D506D81C69A7D520CE0E9F

SHA-256: E670E3B25879D4F404F702CB2B53F9D8DDCC4D9B7189645A312B9F82F38ADE63

SHA-512: 647953496FEE3469A5C82EF4A68A464F2AA8C803D874060757C77DEFD00ED847F7B0A38337B473FEA61E9A9BC4C63B0BCAFC16E5A8F35EA5D72B5DCCC7BCF7
8A

Malicious: false

Reputation: low

Preview:
(.h.t.t.p.s.:././.l.o.c.a.l.c.o.r.o.n.a.v.i.r.u.s...c.o.m./.f.a.v.i.c.o.n...p.n.g......PNG........IHDR...@...A.....a5.{...7iCCPAdobe RGB (1998)..(....J.P....E.V...p'QPl...I[. X.C..IC.b.n....
.n.\.}.'G.A..|...C........9....b..Q..X.v......f...N..v.u..'q.......M..4...2..J.#`..e!.....1...j....N.5.O@....P.r..J..|._..s=..9..r_.L.]k.Z...Y.T.eY..&A$.....3....J...Q....`1.l7..V......=...en.G.@,=.YA
x...U.;..b.p...azTd.7p....E.Z...<.....O..S?.....pHYs...#...#.x.?v....iTXtXML:com.adobe.xmp.....<?xpacket begin="." id="W5M0MpCehiHzreSzNTczkc9d"?> <x:xmpmeta xm
lns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.6-c142 79.160924, 2017/07/13-01:06:39        "> <rdf:RDF xmlns:rdf="http://www.w3.org/1999/02/22-rdf-syntax-ns#"> 
<rdf:Description rdf:about="" xmlns:xmp="http://ns.adobe.com/xap/1.0/" xmlns:xmpMM="http://ns.adobe.com/xap/1.0/mm/" xmlns:stEvt="http://ns.adobe.com/xap/1.0
/sType/ResourceEvent#" xmlns:dc="http://purl.org/dc/elements/1.1/" xmlns:photoshop="http://ns.adobe.com/photoshop/1.0/" 

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\imagestore\ynfz0jx\imagestore.dat

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\1CILUTMC.htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, UTF-8 Unicode text, with very long lines

Category: downloaded

Size (bytes): 19141

Entropy (8bit): 4.882322898340575

Encrypted: false

SSDEEP: 384:SmkkAw8HZCo9m+RM7v2kjH0rka9yd63q1OOigM:NkkCIDjra9yo3O+D

MD5: B4434DEE41B9A7C3A76E95E3D4B73001

SHA1: 067A3BEFAED5BB7022B88A60691C15FEE0A6FA12

SHA-256: A4A4F8926C1F6CEAE410C2F7929CE2887B464FEA546487DDC48EC06E8A19F2CC

SHA-512: 988746A6303ECFDD40FF8EE8EBC45C63AD2873C06BBF9BCEA3F88B949749DE6490E0E81BDEB186D7541DC13E5123D9E9CFA5B9DC8E0244F4241FCF452D3231
7D

Malicious: false

Reputation: low

IE Cache URL: https://covid19tracking.narrativa.com/

Preview:
<!doctype html>.<html lang="en">..<head>.    <meta charset="utf-8">.    <meta name="viewport" content="width=device-width, initial-scale=1, shrink-to-fit=no">.    <meta 
name="description" content="Proyecto de seguimiento del COVID19. Narrativa">.    <meta name="author" content="Narrativa">..    <title>Proyecto de Seguimiento del 
Coronavrius COVID-19. Narrativa</title>..    <link rel="canonical" href="https://covid19tracking.narrativa.com">..       Bootstrap core CSS -->.    <link rel="stylesheet" 
href="https://fonts.googleapis.com/css?family=IBM+Plex+Mono">.    <link rel="stylesheet" href="https://fonts.googleapis.com/css?family=IBM+Plex+Sans">.    <link rel="st
ylesheet" href="https://covid19tracking.narrativa.com/v2/bootstrap-4.4.1-dist/css/bootstrap.css">.    <link rel="stylesheet" href="https://covid19tracking.narrativa.com/v
2/bootstrap-4.4.1-dist/css/custom.css">.       <link rel="stylesheet" href="bootstrap-4.4.1-dist/css/custom.css"> -->...    <script src="https://kit.fontawe

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\2175[1].gif
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: GIF image data, version 89a, 1 x 1

Category: dropped

Size (bytes): 172

Entropy (8bit): 3.0950611313667666

Encrypted: false

SSDEEP: 3:CUMllRPQEsJ9psOjBMllRPQEsJ9psOjBMllRPQEsJ9psOjBMllRPQEsJ9pse:Gl3QEsJLsMal3QEsJLsMal3QEsJLsMau

MD5: AB1E51050CC2E3C17BD8E71A8FFD587A

SHA1: 4B677E20789BBAC33A94E39848EC542AC106B814

SHA-256: 514501FDA253E79516E30A5731FB8DD60C3618EBE3970083D9C38C559137E5D3

SHA-512: AB4956D9CCDF7B77A3F062A332CA3884A9CD2107256844A007518386EE7C069B770FEA04A593B14C4A8006B8C90F3285B63F84DF452A0C284309F9C7A4B21684

Malicious: false

Reputation: low

Preview:
GIF89a.............!.......,...........L..;GIF89a.............!.......,...........L..;GIF89a.............!.......,...........L..;GIF89a.............!.......,...........L..;

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\466606[1].gif
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: GIF image data, version 89a, 1 x 1

Category: dropped

Size (bytes): 84

Entropy (8bit): 2.9881439641616536

Copyright null 2020 Page 19 of 85



Encrypted: false

SSDEEP: 3:CUXPQE/xlEqjdfXPQE/xlEy:1QEoqh3QEoy

MD5: 6A3F2D147842187CD48B1546EDDD5BA0

SHA1: AB278C31189DF2939428CF81A3850A2C6DBF5E2E

SHA-256: D4990F907BCA02F02B3D41216EEA5461609D4BCBA07A3CBEE0D7CF28A6D0D864

SHA-512: 998F55BF5C3D4A71CB3C23782B788F71E7625DF83A37FE8A18F915AAA3BDE5420183A3C709816664E262069EE2FE245CA44799E3476B6DE507B5D68FC86F8960

Malicious: false

Reputation: low

Preview:
GIF89a.............!.......,...........D.;GIF89a.............!.......,...........D.;

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\466606[1].gif

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\4a8bb55dda82323199b50a71e33f60af[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 34559

Entropy (8bit): 5.4577967373165

Encrypted: false

SSDEEP: 768:kDlWbbOyqQWMzIm/p2P9mcnPRX6Iw6jTa3:kDlWbWQp2PNxg

MD5: 4A8BB55DDA82323199B50A71E33F60AF

SHA1: E67330E0F42D39174A8F0F3F9241A4EE64487D17

SHA-256: 8E81081B01CCDF8FC2ED2E16768E9CE06A5035D81F7018915D6DACD9630F6D8B

SHA-512: F4119AFF0F1AAA0A193ADDAF043288E5840335C7264F5DAB3DAC67D4A939B249C111ED64B674AAE50FCD0ABDCE8D618CF3D9408B35160EFA93FE888CBFD5B2
E6

Malicious: false

Reputation: low

IE Cache URL: https://www.gstatic.com/mysidia/4a8bb55dda82323199b50a71e33f60af.js?tag=mysidia_one_click_handler_one_afma

Preview:
(function(){/*.. Copyright The Closure Library Authors.. SPDX-License-Identifier: Apache-2.0.*/.var n;function aa(a){var b=0;return function(){return b<a.length?{done:!1,
value:a[b++]}:{done:!0}}}var ba="function"==typeof Object.defineProperties?Object.defineProperty:function(a,b,c){if(a==Array.prototype||a==Object.prototype)return a;a[b]=
c.value;return a};.function ca(a){a=["object"==typeof globalThis&&globalThis,a,"object"==typeof window&&window,"object"==typeof self&&self,"object"==typeof glob
al&&global];for(var b=0;b<a.length;++b){var c=a[b];if(c&&c.Math==Math)return c}throw Error("Cannot find global object");}var r=ca(this);function t(a,b){if(b)a:{var c=r;a=
a.split(".");for(var d=0;d<a.length-1;d++){var f=a[d];if(!(f in c))break a;c=c[f]}a=a[a.length-1];d=c[a];b=b(d);b!=d&&null!=b&&ba(c,a,{configurable:!0,writable:!0,value:b
})}}.t("Symbol",function(a){function b(f){if(this instanceof b)throw new TypeError("Symbol is not a constructor");return new c("jscomp_symbol_"+(f||"")+"_"+d++,

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\5fbbbdcf1f0000e504769aff[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, baseline, precision 8, 1200x630, frames 3

Category: downloaded

Size (bytes): 197052

Entropy (8bit): 7.979021008361167

Encrypted: false

SSDEEP: 6144:QGQpLyftQ361A1JL5owc/qyymY9iiiUI6:PQpLym61Oloz/BymY9AE

MD5: 43F764A152915D653C3B56CB41DB507E

SHA1: BD63669A0B7A87DD6D56B8AE405BE1FD8C81E212

SHA-256: 9D0420493B9D7983759AAB948BEAB427AA36AECFAC693FEFDAA7D6224B119E2D

SHA-512: 9EFE0FC18AC36670CF03E8CC3A65BD71FB0863E7058337A87929F00F08F59260EB9AA25AE4021299A4E78EC82A5C2D7480308AD7CE57E169BD872B277D197D7F

Malicious: false

Reputation: low

IE Cache URL: https://img.huffingtonpost.com/asset/5fbbbdcf1f0000e504769aff.jpeg?ops=1200_630

Preview:
.....C.....................................%...#... , #&')*)..-0-(0%()(...C...........(...((((((((((((((((((((((((((((((((((((((((((((((((((......v...."........................................S.........................!1A.."Qa.q.2
..#B...R..$3b...r..%4CS...&56...'DTcds.t...................................2.......................!1.A."Qa2q........#...B3.............?..w.ApV6..i:...bi^.o....&.$...|..|vD..W.R.ovf.J.MO..6..4.s..f..
.`.O.PRkn&...@...bq..).V.].v.w.(......8 .Ztj..3(u.J...SXHF2...c....?Z4K...2`0.....<...~(..f.f|o..^#mP..c.,..L..X.d..tL...\........I.,M.....S.`w;B-T&].Z..`c..%.JK...2!.+..ZA.[...b...6e.%:.K..
...l7J?H.U...5h.X&.a......Df.i.U.6."1.....V/.j.QM.ma..N&.2d....^.8..J"1K.YK.".1..#.......0.z.....F..Dk.X.R......e.[U.......2F....kt"N=...z..)z.*.kj....].4.q.qbT.o'.U.F.....QV.{...h..9.:..A..
^.T....d..(.L+#....>(..<..d..C.......O\w....:e.6.r.Z.....e..X.sY....u...s.j.6.X..j..M.X.T.....0Hn#l.......*..g.S.L/...5.&..h...v.Rm....2..*....6..O.z..$~{d

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\Enabler_01_244[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 111893

Entropy (8bit): 5.4238735442252715

Encrypted: false

SSDEEP: 1536:yfe0rJU1/2I8dpGWvvLVUU7NQr+1YW+fUlTGP3dBY0EF4rj:Ogcp+U+Uly4bFWj

MD5: 2BB6A2A6E63FD29511C2866E95499517

SHA1: 1785A447EBE2705FFDD665843388ACD709603EC8

SHA-256: E7052EE7E4FA3D19FA953957B23D6CD29B2311739EC0932D6E570577D19F2503
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SHA-512: 404956EF38E0588214B144E4D2A17BA1323EF452C9C5BCADC6019F8F607B24B22607E17DBDC46D8441968001687A37DB961CA6B9DB3AFB1FA2F168207145032B

Malicious: false

Reputation: low

IE Cache URL: https://s0.2mdn.net/879366/Enabler_01_244.js

Preview:
(function(){var DEPS_GRAPH={'enablermodule':[],'configurablemodule':['enablermodule'],'gdnmodule':['enablermodule'],'layoutsmodule':['enablermodule'],'videomodule':
['enablermodule'],'configurablefillermodule':['configurablemodule'],'layoutsfillermodule':['layoutsmodule'],'rad_ui_videomodule':['videomodule'],'$weak$':['configurablefillermo
dule','configurablemodule','enablermodule','gdnmodule','layoutsfillermodule','layoutsmodule','rad_ui_videomodule','videomodule']};window.STUDIO_SDK_START=+new D
ate();/*.. Copyright The Closure Library Authors.. SPDX-License-Identifier: Apache-2.0.*/.var g,aa=function(a){var b=0;return function(){return b<a.length?{done:!1,value:
a[b++]}:{done:!0}}},ba="function"==typeof Object.defineProperties?Object.defineProperty:function(a,b,c){if(a==Array.prototype||a==Object.prototype)return a;a[b]=c.value;r
eturn a},ca=function(a){a=["object"==typeof globalThis&&globalThis,a,"object"==typeof window&&window,"object"==typeof self&&self,"object"==typeof global&&global

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\Enabler_01_244[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\Enqz_20U[1].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with very long lines

Category: dropped

Size (bytes): 22890

Entropy (8bit): 5.352954815912644

Encrypted: false

SSDEEP: 384:6Xt2C0jTHCyLFKFvv8FQNIeJf4sKstMS2rUIFkM598yu0:6ujLFJKFvUe0kMjzu0

MD5: 7B91DFBB559BD82525073FCA6E583603

SHA1: 21371B95714CCA2FFDB8D1EA0BBAF6C66962B9D1

SHA-256: 127AB3FF6D14112AE6AA40B68D9D3144748EDA08EFBC60A48A5BE0555CF8622B

SHA-512: 3FC3A7067E09E898C6BF2268AF165806226BB85847A91C1C2FBE9F606FE686FA8061ABBC151DE052441C5245D8B3A0DF796F0D28567E5473F28E0C2BBAF21CEA

Malicious: false

Reputation: low

Preview:
<!DOCTYPE html>.<meta charset=utf-8><script>.(function(){var h,aa="function"==typeof Object.defineProperties?Object.defineProperty:function(a,b,c){a!=Array.prot
otype&&a!=Object.prototype&&(a[b]=c.value)},k="undefined"!=typeof window&&window===this?this:"undefined"!=typeof global&&null!=global?global:this,ba=function(){
ba=function(){};k.Symbol||(k.Symbol=ca)},ca=function(){var a=0;return function(b){return"jscomp_symbol_"+(b||"")+a++}}(),m=function(){ba();var a=k.Symbol.iterator;a||
(a=k.Symbol.iterator=k.Symbol("iterator"));"function"!=typeof Array.prototype[a]&&.aa(Array.prototype,a,{configurable:!0,writable:!0,value:function(){return da(this)}});m=fun
ction(){}},da=function(a){var b=0;return ea(function(){return b<a.length?{done:!1,value:a[b++]}:{done:!0}})},ea=function(a){m();a={next:a};a[k.Symbol.iterator]=function()
{return this};return a},fa="function"==typeof Object.create?Object.create:function(a){var b=function(){};b.prototype=a;return new b},n;.if("function"==typeof Object.setPr

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\Enqz_20U[2].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with very long lines

Category: downloaded

Size (bytes): 22890

Entropy (8bit): 5.352954815912644

Encrypted: false

SSDEEP: 384:6Xt2C0jTHCyLFKFvv8FQNIeJf4sKstMS2rUIFkM598yu0:6ujLFJKFvUe0kMjzu0

MD5: 7B91DFBB559BD82525073FCA6E583603

SHA1: 21371B95714CCA2FFDB8D1EA0BBAF6C66962B9D1

SHA-256: 127AB3FF6D14112AE6AA40B68D9D3144748EDA08EFBC60A48A5BE0555CF8622B

SHA-512: 3FC3A7067E09E898C6BF2268AF165806226BB85847A91C1C2FBE9F606FE686FA8061ABBC151DE052441C5245D8B3A0DF796F0D28567E5473F28E0C2BBAF21CEA

Malicious: false

Reputation: low

IE Cache URL: https://tpc.googlesyndication.com/sodar/Enqz_20U.html

Preview:
<!DOCTYPE html>.<meta charset=utf-8><script>.(function(){var h,aa="function"==typeof Object.defineProperties?Object.defineProperty:function(a,b,c){a!=Array.prot
otype&&a!=Object.prototype&&(a[b]=c.value)},k="undefined"!=typeof window&&window===this?this:"undefined"!=typeof global&&null!=global?global:this,ba=function(){
ba=function(){};k.Symbol||(k.Symbol=ca)},ca=function(){var a=0;return function(b){return"jscomp_symbol_"+(b||"")+a++}}(),m=function(){ba();var a=k.Symbol.iterator;a||
(a=k.Symbol.iterator=k.Symbol("iterator"));"function"!=typeof Array.prototype[a]&&.aa(Array.prototype,a,{configurable:!0,writable:!0,value:function(){return da(this)}});m=fun
ction(){}},da=function(a){var b=0;return ea(function(){return b<a.length?{done:!1,value:a[b++]}:{done:!0}})},ea=function(a){m();a={next:a};a[k.Symbol.iterator]=function()
{return this};return a},fa="function"==typeof Object.create?Object.create:function(a){var b=function(){};b.prototype=a;return new b},n;.if("function"==typeof Object.setPr

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\KFOmCnqEu92Fr1Mu4mxM[1].woff
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 20268, version 1.1

Category: downloaded

Size (bytes): 20268

Entropy (8bit): 7.970212610239314

Encrypted: false

SSDEEP: 384:LyfRPUY1e32pJd75q1DzPjsnouCrZsZtetWFNFfIP0cIWvdzNcrm:uJPb1em3dSPjKrZYtWntk0wvdzh

MD5: 60FA3C0614B8FB2F394FA29944C21540

SHA1: 42C8AE79841C592A26633F10EE9A26C75BCF9273

SHA-256: C1DC87F99C7FF228806117D58F085C6C573057FA237228081802B7D8D3CF7684

SHA-512: C921362A52F3187224849EB566E297E48842D121E88C33449A5C6C1193FD4842BBD3EF181D770ADE9707011EB6F4078947B8165FAD51C72C17F43B592439FFF4
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Malicious: false

Reputation: low

IE Cache URL: https://fonts.gstatic.com/s/roboto/v20/KFOmCnqEu92Fr1Mu4mxM.woff

Preview:
wOFF......O,.......P........................GDEF.......G...d....GPOS................GSUB.......'......r.OS/2.......P...`t...cmap...$..........W.cvt .......T...T+...fpgm...p...5....w.`.gasp............
....glyf......;Q..lD..&0hdmx..H....n..... ..head..Hx...6...6.j.zhhea..H........$....hmtx..H....t......Xdloca..KD........BC%.maxp..M0... ... .(..name..MP.......t.U9.post..N ....... .m.dprep..
N4.......I.f..x...1..P......PB..U.=l.@..B)..w.......Y.e.u.m.C.s...x.h.~R....R...A.J.x.l..h.a........l.m.6.1+.X....i...y....&...._..63..5....2>...x|D...ct.Kx..H@b.3..l..#u.....L.*.....^.*.4.....rP..{.*
......Q...JT.:Xu>..T./>...oq...........~..@.....lq../.... ..#..".&.8.H$..r...J)..jj...&..f.=.9..N9.....'F..8.4.....m...m...m.m..n..&.X..}....S.|.....n........PHaE...J*...4..MjJ.*..nW)..rn3'/.....ks5zY
5c...Mgg.5..p..rR{c...p..t\.8.c=..p...X.(.......7....=.........!...H ........(.0...(.q.JT?.b..z].'T...m..vNi.....t....:P.R..H....t.........&?.:.j.51+.S.":j.SK'I.^....}S.i.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\KFOmCnqEu92Fr1Mu4mxM[1].woff

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\Linkedin_local_coronavirus[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 240 x 240, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 8490

Entropy (8bit): 7.8374960513554734

Encrypted: false

SSDEEP: 192:4dgy7F8kn2UUU3XY9ItI5rhKcmhot/N2u6zd1IwFy20Yb9Xck6CAsPoOw2FEKIo+:uvNnf8D5scmQ/4ucWS06pck8sPUumz

MD5: 670E81FF5535F02CF68C7DBEAE9DB63A

SHA1: 3D64392FD3CC3AEE67D0ABFF1C408F8C6F175B63

SHA-256: 0690916EEBD0789A828A8119952B6AC354FE3C025EAF4141E1F991CEE2FAB2B6

SHA-512: 67D156F9E7C708BD27E96FA48492615CAE9B6ACE6C6E690DD62A72B9359A4FD0C88B39D718F7CD51BFD474F3D1464A563513C486C0CB079E24BC460307A73CE
C

Malicious: false

Reputation: low

IE Cache URL: https://localcoronavirus.com/assets/images/Linkedin_local_coronavirus.png

Preview:
.PNG........IHDR.............>U....&iCCPAdobe RGB (1998)..(.c``2ptqre.``..+).rwR...R`?..............> v^~^*...v...D_....@..J.(*.....(%.8......../)..3...E..... vQH.3.}...K.....I........ ..H}:
....6....KR+@.28..T.e.g.(.ZZZ*8..'.*.W.....+x.%.....%.....B..........j..d.2.....9....bg.b..\ZT.e22...#.#.......B...a.....T...!...>..9...O..:6\....pHYs..........+......iTXtXML:com.adobe.xmp.....
<?xpacket begin="." id="W5M0MpCehiHzreSzNTczkc9d"?> <x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.6-c142 79.160924, 2017/07/13-01:06:39      
  "> <rdf:RDF xmlns:rdf="http://www.w3.org/1999/02/22-rdf-syntax-ns#"> <rdf:Description rdf:about="" xmlns:xmp="http://ns.adobe.com/xap/1.0/" xmlns:dc="http://p
url.org/dc/elements/1.1/" xmlns:photoshop="http://ns.adobe.com/photoshop/1.0/" xmlns:xmpMM="http://ns.adobe.com/xap/1.0/mm/" xmlns:stEvt="http://ns.adobe.com/xa
p/1.0/sType/ResourceEvent#" xmp:CreatorTool="Adobe Photoshop CC 2018 (Windows)" xmp:CreateDate="2020-08-24T14:35:41+02:00" xmp:Modi

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\NarrativaLogoBlancoOnlyLogo[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 83 x 86, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 1616

Entropy (8bit): 7.786782588316121

Encrypted: false

SSDEEP: 24:5W2OYbSUEtMd5FjZu4aCkZ/YxczlylXhc9X9OJvcFaJtyp7INBY1466gWvgwwr+N:5+Yb1J5hk4MBYxDXkAJwDoeFVhaN

MD5: 66C7E78AAFF8202A6C8ED6E6AA08AD24

SHA1: EBDABE808FCCE99A59F3BBD98F195FCEC8CE3D64

SHA-256: 422D01C20525BD018E94DF7DF4DAC522A2F584856B9DCFACD8BE853E73B772B3

SHA-512: C1A7AA678F31C61F760BAA08F8F538530374158EC02FB9E37F8B9C9F20AD43A50F0089F807E756D8B0AD1AEDE2BE325508FF8C224B6A60C67BB4264FF94894D1

Malicious: false

Reputation: low

IE Cache URL: https://covid19tracking.narrativa.com/img/NarrativaLogoBlancoOnlyLogo.png

Preview:
.PNG........IHDR...S...V.............bKGD..............pHYs...........~.....tIME.....,...:!....IDATx..Oh\E......H.K/9..=X.J....E....K/.%...I.C....C..z.Rz.RZ(x....JAH,.1X,jw..i.........{o6.`.o7...o....
.f2%"...yGyx...........|.l.1.m....z....2.-...k..sw..l.W........U.3`F_.\.l....'..y.......@............"...p5.H.&p.hL..k#@.......d.....0P..3I..G...m.t.F....L....j^.$........L........L.Le.y..H#s..Y.9..7.
...=.7=5..m.5..G.S.L. .|.F#..MPf-..s.3H..7z..aD..Y..y.....G+ .N..l.F.+..[.....^.P......A.......S..}..KDa.2@:..l........x.O...`..6.^.@..=<{.x...O2.a...Jd.......vJD..O..p8.0.....^&...]N...Ty..
.Y..?k.....2Q.&...T...{..@F.4.S...g.]=2{D..P.....eY....c..2@....M...i.Q\....M...."Qz6.9....|T..<%"]...;..;(.Z.b.y.g...........F.4B../.kz./MFE.....b`@....Ke.U.Dm:..m....J...6.@..:......=.V...
|....k..5...Q...h..d<......1.M.n.0..+.zx....P.C.l.R.3KT.i".......BPy.x[6g-...L|1....b..U.........=....t%.<..v....C.i.v7D.......)"2....6..4..<.*].;....}.....].E....r.e+...^..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\NarrativaLogoBlanco[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 567 x 86, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 5084

Entropy (8bit): 7.911339423539868

Encrypted: false

SSDEEP: 96:6ot/W6rR4FxRHM2ADN73NwGfqQ5NPFsccywiN1ikV8fk:6H6arAt9w+qQ/PFshtIM7fk

MD5: 477C5F83E5EC496E56F0854DB15EC9A5

SHA1: 59D2A67DFC56B0FCD58CAE1FF712283EEAFA4AB2

SHA-256: 2A9F97B6171759250773AEFBE1CA73963E9CB5C55ABF7E472E7C0D0B53CF3BF5

SHA-512: 43D8F000C1B4CE97926E0C27BF74E9C1EBD8F86513ABD91E1A3C2BD3D9DF57549FCF6C72765C366F2DFE3B60E0700832ADADBEB5A58662EC6825787419DFF43
7

Copyright null 2020 Page 22 of 85



Malicious: false

Reputation: low

IE Cache URL: https://covid19tracking.narrativa.com/img/NarrativaLogoBlanco.png

Preview:
.PNG........IHDR...7...V.....3..x....bKGD..............pHYs...........~.....tIME.....$.8.:....iIDATx..Q.\.y.....(,.D...u..!.Si.)u...n.%...}.Go.....(M..+.S.^..B.4z0.B.Z..CZ.X....].....,h1.k.(uQ,...\v..
....{.9...AZi..w....=.;.wd4.!...z..B.!D.4.8.r....pMr.B.!.37/......Y..KNB.!DZ..y..`.8]..."...Q.s....#...hV|M...V..B....9..=pl..R78/Z3w,.6-.].Z.!.....%.0..R58..hl2....!..27..f...9.|L..%..4K...."..-
s....Y.~q...8..N.....b.,UH..V%o!..27...M.3....^..'..:.I{..3[&...U..!.47M._.7{.8.a.7.i..Bc.-O.!...l...qG...M.....y<2.3..[h.........6....p!.47>.......N....I.B..t1.5+.."fs..>.dl2..f).r...Y..;^B.o..~
h...2Z.....&f...|.qk B38.qE!...B.B.<.0..o..&!.77.1;..b!0...,..O.{Vp..".x..>...r.T......q...]IUw..1Kf...\...Sr..WsY.B.dn..d....`.[Wep|.L..:.}#.8..f...h.J$fn.66........&..2..!.....D.....'..i.x..n...6i.E
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\NarrativaLogoBlanco[1].png

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\NewErrorPageTemplate[1]
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode (with BOM) text, with CRLF line terminators

Category: downloaded

Size (bytes): 1612

Entropy (8bit): 4.869554560514657

Encrypted: false

SSDEEP: 24:5Y0bQ573pHpACtUZtJD0lFBopZleqw87xTe4D8FaFJ/Doz9AtjJgbCzg:5m73jcJqQep89TEw7Uxkk

MD5: DFEABDE84792228093A5A270352395B6

SHA1: E41258C9576721025926326F76063C2305586F76

SHA-256: 77B138AB5D0A90FF04648C26ADDD5E414CC178165E3B54A4CB3739DA0F58E075

SHA-512: E256F603E67335151BB709294749794E2E3085F4063C623461A0B3DECBCCA8E620807B707EC9BCBE36DCD7D639C55753DA0495BE85B4AE5FB6BFC52AB4B284F
D

Malicious: false

Reputation: low

IE Cache URL: res://ieframe.dll/NewErrorPageTemplate.css

Preview:
.body..{..    background-repeat: repeat-x;..    background-color: white;..    font-family: "Segoe UI", "verdana", "arial";..    margin: 0em;..    color: #1f1f1f;..}.....mainContent..{..    
margin-top:80px;..    width: 700px;..    margin-left: 120px;..    margin-right: 120px;..}.....title..{..    color: #54b0f7;..    font-size: 36px;..    font-weight: 300;..    line-height: 
40px;..    margin-bottom: 24px;..    font-family: "Segoe UI", "verdana";..    position: relative;..}.....errorExplanation..{..    color: #000000;..    font-size: 12pt;..    font-family: 
"Segoe UI", "verdana", "arial";..    text-decoration: none;..}.....taskSection..{..    margin-top: 20px;..    margin-bottom: 28px;..    position: relative; ..}.....tasks..{..    color: #00
0000;..    font-family: "Segoe UI", "verdana";..    font-weight:200;..    font-size: 12pt;..}....li..{..    margin-top: 8px;..}.....diagnoseButton..{..    outline: none;..    font-size: 9pt;
..}.....launchInternetOptionsButton..{..    outline: none;

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\OpenGraph_EP_1024x512[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: [TIFF image data, big-endian, direntries=7, orientation=upper-left, xresolution=98, yresolution=106, resolutionunit=2, software=Adobe Photoshop CS6 (Windows), d
atetime=2016:02:08 14:29:41], baseline, precision 8, 1024x512, frames 3

Category: downloaded

Size (bytes): 74328

Entropy (8bit): 7.845383000016866

Encrypted: false

SSDEEP: 1536:2ujS0WapwPoPLeEC2lD5Rr2mivOJmV3UoNcm5OtFA:k7apXPLeEh5B2mimJGUkP5Ok

MD5: 9822CF2166091AF83CD844DE78186FD8

SHA1: 9695C76926E7D5B23315E0FFDE22B0A4E36BBFBD

SHA-256: 6DE1769729B44995A08673850B8C7E1B342551B30553A43388F3479D1F98267D

SHA-512: 76CEC0A7878C84E9347DD9B6B0E044531418C00D2E10BB2ADA4488DB6D6B4000060EC5C1AD96A15D209E4470337321D1FCF80DA98E5DA5411338A50A288A8246

Malicious: false

Reputation: low

IE Cache URL: https://s01.europapress.net/imagenes/estaticos/OpenGraph_EP_1024x512.jpg

Preview:
......JFIF.....H.H......Exif..MM.*.............................b...........j.(...........1.........r.2...........i....................'.......'.Adobe Photoshop CS6 (Windows).2016:02:08 14:29:41.................
.................................................................&.(.........................................H.......H.........C................................... $.' ",#..(7),01444.'9=82<.342...C...........2!.!22222222
222222222222222222222222222222222222222222......P....!............................................................}........!1A..Qa."q.2....#B...R..$3br........%&'()*456789:CDEFGHIJ
STUVWXYZcdefghijstuvwxyz..............................................................................................................................w.......!1..AQ.aq."2...B.....#3R..br...$4.%.....&'()*56789:C
DEFGHIJSTUVWXYZcdefghijstuvwxyz....................................................................................?..T}.C8....}..H'.jeb......y.......fcU.......;.xTQ.5Dz..f]...}.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\XN22C5F1_21416[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 72x72, segment length 16, baseline, precision 8, 1280x720, frames 3

Category: downloaded

Size (bytes): 103174

Entropy (8bit): 7.9535950909695785

Encrypted: false

SSDEEP: 3072:jt8PHMF2ipETljphzN3Wndbym9qeSzlar:jt8vMFwZtBR0dbyeqlhs

MD5: 53E1C3A944CCCDB9FA6E1EE732B48F42

SHA1: E636FB07FD029A57FB0EBA1140EDD546C1FE1B6B

SHA-256: 6AB1CF5FF967BCE0296CF362CECCE4C04F4A4099085BFCBA7C9BE9FCDAF769A5

SHA-512: 45A6141E9DCD37557B15DE829445EC2C2D613A5CE4E1426E9110D09E98AE4A039999BDC6A3B84CB35681E425886BEEF41684DE881A15C4927A0DB409EBB1413
D
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Malicious: false

Reputation: low

IE Cache URL: https://www.lavozdegalicia.es/default/2020/11/21/00121605989162469174838/Foto/XN22C5F1_21416.jpg

Preview:
......JFIF.....H.H.....@ICC_PROFILE......0ADBE....mntrRGB XYZ ............acspAPPL....none...........................-ADBE................................................cprt.......2desc...0...kwtpt..
......bkpt........rTRC........gTRC........bTRC........rXYZ........gXYZ........bXYZ........text....Copyright 1999 Adobe Systems Incorporated...desc........Adobe RGB (1998)..........
......................................................................XYZ .......Q........XYZ ................curv.........3..curv.........3..curv.........3..XYZ ..........O.....XYZ ......4....,....XYZ ......&1.../.......C........
.............................%...#... , #&')*)..-0-(0%()(...C...........(...((((((((((((((((((((((((((((((((((((((((((((((((((..........."............................................................}........!1A..Qa."q.2....#B...R.
.$3br........%&'()*456789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz......................................................................................................

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\XN22C5F1_21416[1].jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\activeview[1].gif
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: GIF image data, version 89a, 1 x 1

Category: dropped

Size (bytes): 126

Entropy (8bit): 2.9881439641616536

Encrypted: false

SSDEEP: 3:CUXPQE/xlEqjdfXPQE/xlEqjdfXPQE/xlEy:1QEoqh3QEoqh3QEoy

MD5: 7EDD19F8419144CEA07BFBE8887B944E

SHA1: 49D47C4F9EAFC111ED241D743F09D73C3A12F5C4

SHA-256: 605627E07A397426E1FDB473A8B69F252EB192CC953C266199DE9E5E63629F68

SHA-512: 19034777E93BFAAF0A80256EDFAED658D544E8EF9139C24C7FBBDE8CEAA9FFA5319558D33897DC692233784C147CAE7A9A5D80335A9206407ED0F15077BCE95
A

Malicious: false

Reputation: low

Preview:
GIF89a.............!.......,...........D.;GIF89a.............!.......,...........D.;GIF89a.............!.......,...........D.;

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\actualidad_199990068_165857353_600x315[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 72x72, segment length 16, baseline, precision 8, 600x315, frames 3

Category: downloaded

Size (bytes): 35096

Entropy (8bit): 7.977258165468636

Encrypted: false

SSDEEP: 768:62ohOl4fuD/ocqJYrfLW3lONS+R33xPeDRs4WEZrSEFVitbCj/1R4:6dWD/1jDW3F8HN0cptbCj/1+

MD5: 201C994A8E4DB0951ED486A2E2CF2261

SHA1: A0D911FA75DD79875DFAC169B8B409482EC60D00

SHA-256: ADA4BBD4AD82317AB803240198E680C9DE5BF17A173C70E77B6F9A9F04629A41

SHA-512: 26A36DC15F27919EBA3D88628A3036BA6AA36CA5E232AEA28541F9E9D19FC5DDEF67FB68C87C493E3D5ACF5DA4794B82087E29FD809E122BC99819A55A8EB8
B3

Malicious: false

Reputation: low

IE Cache URL: https://s1.eestatic.com/2017/03/11/actualidad/actualidad_199990068_165857353_600x315.jpg

Preview:
......JFIF.....H.H.....C.....................................%...#... , #&')*)..-0-(0%()(...C...........(...((((((((((((((((((((((((((((((((((((((((((((((((((......;.X..".........................................Q..................
......!.1A..Qaq"2....#B...Rb....3r...$ce..%CDES..45.....&Ts.................................5........................!1..AQ..."R.2a.Bq.....$3b..............?..j....U{... ......:..%..olA.....*.k.8a.W.....z.Z.}kM
..7..H.Kn.v.o.v8.<....eE.0....C-.8....~"..mG....;.L1..._.M.XD...N.qg..I..T.<R1I#T.<..{.e..k.=.\7.".es..kky.)m.lx...t=qH.Oz......o...~.....k~....!;..>..5d.uH.,R.B..../...j.9E.&......N.(.E...)
2{J?..[{xg.......m..*T=..|.V.|...||.4....{............I<..~J..I..91O.3.z....j.....g..E".>9.|+Wi .....l.k._......`..n-.(W.y..+ZN).Fs.>..7hx...8... ..S6].K...F.3....Z.fn4.7..nl..l{......K7tVS.N....^...H
.8.....Yu.`...9.....Q.T.......D..d.m.<>..#8..LA.......X...<n.@.).8.}hVM=..".#V.2e.9..E6.....jn(xmC..u.?...K.Y.....,.+..O..6.R.6...t....e[-

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\ads[1].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, UTF-8 Unicode text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 163233

Entropy (8bit): 5.763853244550137

Encrypted: false

SSDEEP: 1536:DX0xzfsqVP95WfOBeWF25/STmVTgG2wxwcgZvdEpIqMauys4zUWMfhuJm22OvKa2:DqLdLwfpSTq4zZvSpIqhCdTadVvCxXZ

MD5: 3307978318A83781CE8BAD0B3E84B77C

SHA1: 7F1C036FA2770D43CA217EFDE73A1953AF6A30D8

SHA-256: 6BB75A0053D88BD88111268579CBD0F0C8AB85B8E0AA3BD884A8F700B646B8EC

SHA-512: 66BBE1CC3B75288B05DD98BC1924BF6A3C722B8AB1B4DCAE936F5CEF826F9AF038EF9E7602C277AEE2A7D922E44F731178F1142C66CCA17684D44C103585712
C

Malicious: false

Reputation: low
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IE Cache URL: https://googleads.g.doubleclick.net/pagead/ads?guci=1.2.0.0.2.2.0.0&client=ca-pub-
4607443575710795&output=html&adk=1812271804&adf=3025194257&lmt=1606235804&plat=1%3A32776%2C2%3A32776%2C9%3A32776%2C10%3A32%2C11%3A32
%2C16%3A8388608%2C17%3A32%2C24%3A32%2C25%3A32%2C30%3A1081344%2C32%3A32%2C40%3A32&format=0x0&url=https%3A%2F%2Flocalcoronavirus.c
om%2F&ea=0&flash=29.0.0&pra=5&wgl=1&tt_state=W3siaXNzdWVyT3JpZ2luIjoiaHR0cHM6Ly9hZHNlcnZpY2UuZ29vZ2xlLmNvbSIsInN0YXRlIjowfSx7Imlzc3Vlck9yaWd
pbiI6Imh0dHBzOi8vYXR0ZXN0YXRpb24uYW5kcm9pZC5jb20iLCJzdGF0ZSI6MH1d&dt=1606235803963&bpp=154&bdt=725&idt=392&shv=r20201112&cbv=r20190131&
ptt=9&saldr=aa&abxe=1&cookie=ID%3Dc0f52a14e1758f93-
2287bb9f41b90054%3AT%3D1606203383%3ART%3D1606203383%3AS%3DALNI_MY1LqFcqbuMFFca2hl7QJVbxcpNHw&nras=1&correlator=4889331463802&frm=20&
pv=2&ga_vid=266735161.1606235782&ga_sid=1606235805&ga_hid=861854238&ga_fc=0&icsg=2097674&dssz=19&mdo=0&mso=0&u_tz=-
480&u_his=1&u_java=1&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_nplug=1&u_nmime=2&adx=-12245933&ady=-
12245933&biw=1280&bih=906&scr_x=0&scr_y=0&oid=3&pvsid=3938217431351784&pem=730&rx=0&eae=2&fc=1920&docm=11&brdim=0%2C78%2C-8%2C-
8%2C1280%2C%2C1296%2C1000%2C1280%2C906&vis=1&rsz=%7C%7Cs%7C&abl=NS&fu=8192&bc=1&ifi=0&uci=a!0&dtd=923

Preview:
<script>window.sra_later_blocks = [];</script><script>window.sra_later_blocks.push({creative:'\x3c!doctype html\x3e\x3chtml \x3e\x3chead\x3e\x3clink href\x3d\x2
7//fonts.googleapis.com/css?family\x3dRoboto\x27 rel\x3d\x27stylesheet\x27 type\x3d\x27text/css\x27\x3e\x3cstyle\x3e* {margin: 0;padding: 0;outline: none;}body 
{background: rgba(52, 58, 65, 0.7);backdrop-filter: blur(15px); /*potential issue: minimal browser support*/height: 100%;}#ad_iframe {box-shadow: 0px 0px 5px 0 
rgba(0,0,0,0.2);display: block;left: auto;margin: 0 auto;position: relative;top: auto;}.creative {transition: opacity 1s;-webkit-transition: opacity 1s;position: relative;box-shado
w: 0px 10px 22px rgba(0,0,0,0.65);}#card {background-color: #fff;border-radius: 8px;padding-left: 24px;padding-right: 24px;padding-bottom: 26px;position: relative;}html {
height: 100%;}.toprow {width: 100%;font-family: \x27Roboto\x27, arial, sans-serif;display: table;height: 24px;font-size: 18px;background-color: #fff;}.btn {display: table

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\ads[1].htm

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\ads[2].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, UTF-8 Unicode text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 168348

Entropy (8bit): 5.762733278308848

Encrypted: false

SSDEEP: 1536:lX0xzfsqVP95WfOBNWF25/STmVTgG2wxwcgZvdEpIqYMew3G7WnGjTm22OvKamR6:lqLdLwfISTq4zZvSpIq6ITadP1XmKxXZ

MD5: 853341B16DDBD600632296D3EB9AF896

SHA1: D6065171071E0D807DD9FC72E2B19FDD3981D410

SHA-256: 29D0AAF75553E004104CCBFF67E0D8967441EA595E5B8D6002D8D20D1C68E60E

SHA-512: A1B0D4351B6AE03A470D5749D934052ED031B88C5AE066C2B4B016162D4087971B46292D589D1EB1C0904050A89EC450F90F113EFF76F3BF715CF50773C0995D

Malicious: false

Reputation: low

IE Cache URL: https://googleads.g.doubleclick.net/pagead/ads?guci=1.2.0.0.2.2.0.0&client=ca-pub-
4607443575710795&output=html&adk=1812271804&adf=3025194257&lmt=1606235859&plat=1%3A32776%2C2%3A32776%2C9%3A32776%2C10%3A32%2C11%3A32
%2C16%3A8388608%2C17%3A32%2C24%3A32%2C25%3A32%2C30%3A1081344%2C32%3A32%2C40%3A32&format=0x0&url=https%3A%2F%2Flocalcoronavirus.c
om%2Fa-coruna-
coronavirus&ea=0&flash=29.0.0&pra=5&wgl=1&tt_state=W3siaXNzdWVyT3JpZ2luIjoiaHR0cHM6Ly9hZHNlcnZpY2UuZ29vZ2xlLmNvbSIsInN0YXRlIjowfSx7Imlzc3Vlck9ya
WdpbiI6Imh0dHBzOi8vYXR0ZXN0YXRpb24uYW5kcm9pZC5jb20iLCJzdGF0ZSI6MH1d&dt=1606235859446&bpp=147&bdt=411&idt=148&shv=r20201112&cbv=r2019013
1&ptt=9&saldr=aa&abxe=1&cookie=ID%3Dc0f52a14e1758f93-
2287bb9f41b90054%3AT%3D1606203383%3ART%3D1606203383%3AS%3DALNI_MY1LqFcqbuMFFca2hl7QJVbxcpNHw&nras=1&correlator=2065632369118&frm=20&
pv=2&ga_vid=266735161.1606235782&ga_sid=1606235860&ga_hid=1277034370&ga_fc=0&icsg=8390666&dssz=21&mdo=0&mso=0&u_tz=-
480&u_his=8&u_java=1&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_nplug=1&u_nmime=2&adx=-12245933&ady=-
12245933&biw=1280&bih=906&scr_x=0&scr_y=0&eid=42530672%2C21067981%2C21066705&oid=3&pvsid=833714079633737&pem=730&rx=0&eae=2&fc=1920&docm
=11&brdim=0%2C78%2C-8%2C-8%2C1280%2C%2C1296%2C1000%2C1280%2C906&vis=1&rsz=%7C%7Cs%7C&abl=NS&fu=8192&bc=1&ifi=0&uci=a!0&dtd=489

Preview:
<script>window.sra_later_blocks = [];</script><script>window.sra_later_blocks.push({creative:'\x3c!doctype html\x3e\x3chtml \x3e\x3chead\x3e\x3clink href\x3d\x2
7//fonts.googleapis.com/css?family\x3dRoboto\x27 rel\x3d\x27stylesheet\x27 type\x3d\x27text/css\x27\x3e\x3cstyle\x3e* {margin: 0;padding: 0;outline: none;}body 
{background: rgba(52, 58, 65, 0.7);backdrop-filter: blur(15px); /*potential issue: minimal browser support*/height: 100%;}#ad_iframe {box-shadow: 0px 0px 5px 0 
rgba(0,0,0,0.2);display: block;left: auto;margin: 0 auto;position: relative;top: auto;}.creative {transition: opacity 1s;-webkit-transition: opacity 1s;position: relative;box-shado
w: 0px 10px 22px rgba(0,0,0,0.65);}#card {background-color: #fff;border-radius: 8px;padding-left: 24px;padding-right: 24px;padding-bottom: 26px;position: relative;}html {
height: 100%;}.toprow {width: 100%;font-family: \x27Roboto\x27, arial, sans-serif;display: table;height: 24px;font-size: 18px;background-color: #fff;}.btn {display: table

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\ads[3].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 20156

Entropy (8bit): 6.016956263218955

Encrypted: false

SSDEEP: 384:pw0g52579L4FUxLCLU4NzebFkbhk3LzN+cmtttIg2aY5WYym:pwD5a9L4FUxMh/hAPN+cmRICY5WQ

MD5: FDC5E2B4F6FDB792024E1564951C4F3E

SHA1: F7179F0831295E7B037B3B8B409A7E7FFD66B0A3

SHA-256: 96291B6EDE4883BA1DF51EBBE041B91B77F9992EA062EE71BCFBC6F2DD122CFC

SHA-512: 8E2641E79D10D441DEF7655DF172330CDF975470CC08F6E8AF68B7FCAEC875BAF7E1ABE83993624A9ED3EC37B01CE8E6A48C778DC9E3E7B385F4F4F5D0D8E0
D0

Malicious: false

Reputation: low

Copyright null 2020 Page 25 of 85



IE Cache URL: https://googleads.g.doubleclick.net/pagead/ads?guci=1.2.0.0.2.2.0.0&client=ca-pub-
4607443575710795&output=html&h=600&adk=2325579370&adf=1572976528&pi=t.aa~a.3655020510~rp.4&w=263&fwrn=4&fwrnh=100&lmt=1606235862&rafmt=1&to=qs
&pwprc=4903144676&psa=1&format=263x600&url=https%3A%2F%2Flocalcoronavirus.com%2Fa-coruna-
coronavirus&flash=29.0.0&fwr=0&rpe=1&resp_fmts=4&wgl=1&adsid=NT&tt_state=W3siaXNzdWVyT3JpZ2luIjoiaHR0cHM6Ly9hZHNlcnZpY2UuZ29vZ2xlLmNvbSIsInN0Y
XRlIjowfSx7Imlzc3Vlck9yaWdpbiI6Imh0dHBzOi8vYXR0ZXN0YXRpb24uYW5kcm9pZC5jb20iLCJzdGF0ZSI6MH1d&dt=1606235862677&bpp=4&bdt=3644&idt=-
M&shv=r20201112&cbv=r20190131&ptt=9&saldr=aa&abxe=1&cookie=ID%3Dc0f52a14e1758f93-
2287bb9f41b90054%3AT%3D1606203383%3ART%3D1606203383%3AS%3DALNI_MY1LqFcqbuMFFca2hl7QJVbxcpNHw&prev_fmts=0x0%2C379x280%2C379x280&nr
as=3&correlator=2065632369118&frm=20&pv=1&ga_vid=266735161.1606235782&ga_sid=1606235860&ga_hid=1277034370&ga_fc=0&icsg=140772020060156&dssz=39
&mdo=0&mso=0&u_tz=-
480&u_his=8&u_java=1&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_nplug=1&u_nmime=2&adx=948&ady=1012&biw=1280&bih=906&scr_x=0&scr_y=0&
eid=42530672%2C21067981%2C21066705&oid=3&pvsid=833714079633737&pem=730&rx=0&eae=0&fc=1920&docm=11&brdim=0%2C78%2C-8%2C-
8%2C1280%2C%2C1296%2C1000%2C1280%2C906&vis=1&rsz=%7C%7CoeEbr%7C&abl=CS&pfx=0&fu=8320&bc=1&ifi=3&uci=a!3&btvi=3&xpc=zta31NRUXw&p=http
s%3A//localcoronavirus.com&dtd=180

Preview:
<!doctype html><html><head><script>var jscVersion = 'r20201112';</script><script>var google_casm=[];</script><style>body {margin: 0;padding: 0;}#ad_iframe {border: 
0px;vertical-align: bottom;width: 160px;height: 600px;position: absolute;left: 50%;margin-left: -80px;top: 0;margin-top: 0px;}</style></head><body><script></script><iframe 
title="Blank"id="ad_iframe" name="ad_iframe" scrolling="no" src="about:blank"frameborder="0"width="160px" height="600px"></iframe><script>var doc = docume
nt.getElementById('ad_iframe').contentWindow.document;doc.open('text/html', 'replace');doc.write('\x3c!doctype html\x3e\x3chtml\x3e\x3chead\x3e\x3cscript\x3evar 
jscVersion \x3d \x27r20201112\x27;\x3c/script\x3e\x3cscript\x3evar google_casm\x3d[];\x3c/script\x3e\x3c/head\x3e\x3cbody leftMargin\x3d\x220\x22 topMargin\x3d
\x220\x22 marginwidth\x3d\x220\x22 marginheight\x3d\x220\x22\x3e\x3cdiv class\x3d\x22GoogleActiveViewInnerContainer\x22style\x3d\x22left:0px;top:0px;width:100%;
height:100%;position:fixed;poi

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\ads[3].htm

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\ads[4].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 14496

Entropy (8bit): 6.186059861045208

Encrypted: false

SSDEEP: 384:Hig1+jK3sswd1V5B6rrAhJMg72Smqg2ae4zm:35ssi1vWcLmqCe5

MD5: C6E34D9227103CF039C77B68AAAA733B

SHA1: 80CCB43CF41C60157C10590A5E130C4AD350B7F0

SHA-256: 4DC52730A462D031704A405EEF589FFB131791F659E4FDA5509E2A9CF1CFEA6D

SHA-512: A9EF87D021378FBDEA56D3F42881D66324C882421D4421F5AE5D5BBEDA619C3D4FA737A77F489AEDA81135777142DB2B38CBAEB490E2C4E0851B8C76B3F54BF
2

Malicious: false

Reputation: low

IE Cache URL: https://googleads.g.doubleclick.net/pagead/ads?guci=1.2.0.0.2.2.0.0&client=ca-pub-
4607443575710795&output=html&h=600&adk=2325579370&adf=543082386&pi=t.aa~a.2521325055~rp.4&w=263&fwrn=4&fwrnh=100&lmt=1606235862&rafmt=1&to=qs&
pwprc=4903144676&psa=1&format=263x600&url=https%3A%2F%2Flocalcoronavirus.com%2Fa-coruna-
coronavirus&flash=29.0.0&fwr=0&rpe=1&resp_fmts=4&wgl=1&adsid=NT&tt_state=W3siaXNzdWVyT3JpZ2luIjoiaHR0cHM6Ly9hZHNlcnZpY2UuZ29vZ2xlLmNvbSIsInN0Y
XRlIjowfSx7Imlzc3Vlck9yaWdpbiI6Imh0dHBzOi8vYXR0ZXN0YXRpb24uYW5kcm9pZC5jb20iLCJzdGF0ZSI6MH1d&dt=1606235862677&bpp=2&bdt=3642&idt=-
M&shv=r20201112&cbv=r20190131&ptt=9&saldr=aa&abxe=1&cookie=ID%3Dc0f52a14e1758f93-
2287bb9f41b90054%3AT%3D1606203383%3ART%3D1606203383%3AS%3DALNI_MY1LqFcqbuMFFca2hl7QJVbxcpNHw&prev_fmts=0x0%2C379x280%2C379x280%2
C263x600%2C263x600&nras=3&correlator=2065632369118&frm=20&pv=1&ga_vid=266735161.1606235782&ga_sid=1606235860&ga_hid=1277034370&ga_fc=0&icsg=1
40772020060156&dssz=39&mdo=0&mso=0&u_tz=-
480&u_his=8&u_java=1&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_nplug=1&u_nmime=2&adx=948&ady=3051&biw=1280&bih=906&scr_x=0&scr_y=0&
eid=42530672%2C21067981%2C21066705&oid=3&pvsid=833714079633737&pem=730&rx=0&eae=0&fc=1920&docm=11&brdim=0%2C78%2C-8%2C-
8%2C1280%2C%2C1296%2C1000%2C1280%2C906&vis=1&rsz=%7C%7CoeEbr%7C&abl=CS&pfx=0&fu=8320&bc=1&ifi=5&uci=a!5&btvi=5&xpc=9JcT9qBbdu&p=https
%3A//localcoronavirus.com&dtd=312

Preview:
<!doctype html><html><head><script>var jscVersion = 'r20201112';</script><script>var google_casm=[];</script></head><body leftMargin="0" topMargin="0" marginwid
th="0" marginheight="0"><div class="GoogleActiveViewInnerContainer"style="left:0px;top:0px;width:100%;height:100%;position:fixed;pointer-events:none;z-index:-9999;">
</div><div style="display:inline"class="GoogleActiveViewElement"data-google-av-cxn="https://pagead2.googlesyndication.com/pcs/activeview?xai=AKAOjsugfZKwGD
_RFqExGFb_u8kzPW31VbxLNGtdzADdpKtdTvKXk_hACMG2LlOUaicPzpuI0BudJ8pRfmW-fK8r03vmMpJzVoQC2eMTDiMVghNjDbfWerjDuoH822pIaQ&amp;sai=AMfl-
YT_SjQ49UFBe55fKcHdwvccpqga9NpnPt-rMD-DQnrT7sr5Cc9d6YPIXMkcTHZkZUTPV9WkV0WkFvdgmNfgh34eFF-0WxBLicHXcFEh5z_CDozeBcHXCEvqZi-V&amp;si
g=Cg0ArKJSzJKdA0exrQN_EAE&amp;cid=CAASEuRo5Dgh5tY4AbqL9npdVujyCg"data-google-av-adk="2325579370"data-google-av-metadata="la=0&amp;xdi=0&amp;
"data-google-av-override="-1"data-google-av-dm="2"data-google-av-immediate data-google-av-aid="0"data-google-av-naid="1"

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\ads[5].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 15142

Entropy (8bit): 6.19130976790469

Encrypted: false

SSDEEP: 192:Hgtt0SC8oC+PPa8zAwnEHI34eM6I3yki6g+jx8mpDmfm9te9g2aYRoAED+5MS:H2L/sswOIwEWxHmfm9tsg2aYSOMS

MD5: F80217FFBA8FDC4C6C1FEA03075B7FA5

SHA1: A4602A4E7034145C2F8840A47976902AAA04EA66

SHA-256: A1FFC441E380C38B0A6ADE51A5FF57BE09968493F7658EA12881B5928C8C2660

SHA-512: 209A6BE6E73240789C57AE9045A864C103293A7FD3641443CDDFFF9BEBDBC4B853064A4CD2DF8DA74DE2D147580F7FB1A4E4AA9D23482937C490AC0C03E6DC
A3

Malicious: false

Reputation: low

Copyright null 2020 Page 26 of 85



IE Cache URL: https://googleads.g.doubleclick.net/pagead/ads?guci=1.2.0.0.2.2.0.0&client=ca-pub-
4607443575710795&output=html&h=600&adk=2325579370&adf=1526419059&pi=t.aa~a.2521325828~rp.4&w=263&fwrn=4&fwrnh=100&lmt=1606235862&rafmt=1&to=qs
&pwprc=4903144676&psa=1&format=263x600&url=https%3A%2F%2Flocalcoronavirus.com%2Fa-coruna-
coronavirus&flash=29.0.0&fwr=0&rpe=1&resp_fmts=4&wgl=1&adsid=NT&tt_state=W3siaXNzdWVyT3JpZ2luIjoiaHR0cHM6Ly9hZHNlcnZpY2UuZ29vZ2xlLmNvbSIsInN0Y
XRlIjowfSx7Imlzc3Vlck9yaWdpbiI6Imh0dHBzOi8vYXR0ZXN0YXRpb24uYW5kcm9pZC5jb20iLCJzdGF0ZSI6MH1d&dt=1606235862677&bpp=5&bdt=3642&idt=-
M&shv=r20201112&cbv=r20190131&ptt=9&saldr=aa&abxe=1&cookie=ID%3Dc0f52a14e1758f93-
2287bb9f41b90054%3AT%3D1606203383%3ART%3D1606203383%3AS%3DALNI_MY1LqFcqbuMFFca2hl7QJVbxcpNHw&prev_fmts=0x0%2C379x280%2C379x280%2
C263x600&nras=3&correlator=2065632369118&frm=20&pv=1&ga_vid=266735161.1606235782&ga_sid=1606235860&ga_hid=1277034370&ga_fc=0&icsg=140772020060
156&dssz=39&mdo=0&mso=0&u_tz=-
480&u_his=8&u_java=1&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_nplug=1&u_nmime=2&adx=948&ady=2165&biw=1280&bih=906&scr_x=0&scr_y=0&
eid=42530672%2C21067981%2C21066705&oid=3&pvsid=833714079633737&pem=730&rx=0&eae=0&fc=1920&docm=11&brdim=0%2C78%2C-8%2C-
8%2C1280%2C%2C1296%2C1000%2C1280%2C906&vis=1&rsz=%7C%7CoeEbr%7C&abl=CS&pfx=0&fu=8320&bc=1&ifi=4&uci=a!4&btvi=4&xpc=3KNbQzsxwt&p=https
%3A//localcoronavirus.com&dtd=246

Preview:
<!doctype html><html><head><script>var jscVersion = 'r20201112';</script><script>var google_casm=[];</script></head><body leftMargin="0" topMargin="0" marginwid
th="0" marginheight="0"><div class="GoogleActiveViewInnerContainer"style="left:0px;top:0px;width:100%;height:100%;position:fixed;pointer-events:none;z-index:-9999;">
</div><div style="display:inline"class="GoogleActiveViewElement"data-google-av-cxn="https://pagead2.googlesyndication.com/pcs/activeview?xai=AKAOjsv12RZpkz
nj3HBsG1DbS1lkX3y1WdOQmMeLGtibQ32dxtC8lraRygyyvXpP2jABdUR9ZKyJiE1lH7JHP4SkuYP_kc1wamBHr895s1lW_7dDIAIydCRsjr5CvfENjA&amp;sai=AMfl-
YQkMW6Sbp7JpSnoyc9321NuaJRcMVrrJlxax9-vAgVJi0TukHs01YTUsKHXPfETk2zwyFsua0SLj5zPKOHmdtWUcM9AYaUeCJZHM3AromoFxX9m_XSYx5_Dn
kv4&amp;sig=Cg0ArKJSzF2LBDGzQlECEAE&amp;cid=CAASEuRo5Z3mNKwrlvmcCp12vLwIDQ"data-google-av-adk="2325579370"data-google-av-metadata=
"la=0&amp;xdi=0&amp;"data-google-av-override="-1"data-google-av-dm="2"data-google-av-immediate data-google-av-aid="0"data-google-av-naid="1"

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\ads[5].htm

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\bounce[1].gif
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: GIF image data, version 89a, 1 x 1

Category: dropped

Size (bytes): 43

Entropy (8bit): 3.2226627197680635

Encrypted: false

SSDEEP: 3:CUMllRPQEsJQEn:Gl3QEsJQEn

MD5: 592EBEFC7104D681D57852665E9AD514

SHA1: 15CDF8DF32AA251DD6DD590A60BF9CF74474E7C5

SHA-256: 4B5B6B15C6255109E06720CCE42A06D3AEAD8B7874423D9C52CB0303212C25EF

SHA-512: 71DB01662075FAC031DEA18B2C766826C77DBAB01400A8642CDC7059394841D5DF9020076554C3BECA6F808187D42E1A1ACC98FAD9A0E1AD32AE869145F53746

Malicious: false

Reputation: low

Preview:
GIF89a.............!.......,........@..L..;

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\box-469cf41adb11dc78be68c1ae7f9457a4[1].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with very long lines

Category: downloaded

Size (bytes): 2063

Entropy (8bit): 5.436376937609834

Encrypted: false

SSDEEP: 48:v0zLZFaTlO5WLpCyYxfoR8OpWNNAc++JRJC62Cgr3ONu:xE5WLpCyYXOczrcriu

MD5: 469CF41ADB11DC78BE68C1AE7F9457A4

SHA1: 063CF0F9171176CF86ADAF36E88558472F6E1001

SHA-256: 66F396314193BFE4809457B6C8004D026E3C503BEFE550E29EA068667F84CE39

SHA-512: DA8C219B6CD560605D9035575EBE64E7BF85E7AB095C6F3F4BC36FDFCFC75EC0F480970FF7259312FAA75A47D060512C9DC5B25F53E7E6DCB1B7C7BC04B21D
88

Malicious: false

Reputation: low

IE Cache URL: https://vars.hotjar.com/box-469cf41adb11dc78be68c1ae7f9457a4.html

Preview:
<!DOCTYPE html>..<html lang="en">.<head>.<meta charset="utf-8"/>.<script>(function(){function h(a){return{get:function(b){var c=JSON.parse(a.getItem(b));return!
c||Date.parse(c.expires)<=(new Date).getTime()?(a.removeItem(b),null):c.value},set:function(b,c,m){c={value:c,expires:m.toUTCString()};a.setItem(b,JSON.stringif
y(c))},remove:function(b){a.removeItem(b)}}}function d(a,b,c,m,d){this.parseCommand=function(e,g){function h(){var a=JSON.stringify({messageId:k,value:n||!1});w
indow.parent.postMessage(a,"*")}var p=s[a],q=e.action,r=e.key,k=e.messageId,f=e.siteId,f=m?r:r+.":"+f,n=e.value,l=e.expiresMinutes||1440*(e.expiresDays||365),t=
function(){var a=new Date;a.setTime(a.getTime()+6E4*l);return a}();if(!function(){var a={_hjSet:c,_hjGet:b,_hjRemove:c}[q]||[];return 0<=a.indexOf("*")||0<=a.indexOf(g)}(
))throw Error("Command "+q+" not allowed on key: "+r);switch(q){case "_hjSet":p.set(f,n,t,d);break;case "_hjGet":n=p.get(f);h();break;case "_hjRemove":p.remove(f)}}}funct
ion k(a){try{var b=J

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\chart.js@2.8[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 156721

Entropy (8bit): 5.3437462807874025

Encrypted: false

SSDEEP: 3072:9IqGk57miKaxSUE879VE7CjWX1gLQmZ23M:9IqG67miKaxSUE879VEXO3
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MD5: B235B564DE9C2C1D61D7EF07FCF2B93B

SHA1: 2EBF900E0386749373E9887026590FE7DAFC30AE

SHA-256: 52FF41341B9CBC23E2A4A436352F706292668BC0D33847D303F9C7D9AA0900BC

SHA-512: 99FEFC2AE914FDAF2B8EBEDA051BC26B657083FAB4B548C984BB5C2B9DCF1C46C5C0212A43976EAE5CEF55381080AA6FF9FC8D313E99413D40ABAB6936A7F5
9A

Malicious: false

Reputation: low

IE Cache URL: https://cdn.jsdelivr.net/npm/chart.js@2.8.0

Preview:
/*!. * Chart.js v2.8.0. * https://www.chartjs.org. * (c) 2019 Chart.js Contributors. * Released under the MIT License. */.!function(t,e){"object"==typeof exports&&"undefi
ned"!=typeof module?module.exports=e(function(){try{return require("moment")}catch(t){}}()):"function"==typeof define&&define.amd?define(["require"],function(t){return e(
function(){try{return t("moment")}catch(t){}}())}):t.Chart=e(t.moment)}(this,function(t){"use strict";t=t&&t.hasOwnProperty("default")?t.default:t;var e={rgb2hsl:i,rgb2hs
v:n,rgb2hwb:a,rgb2cmyk:o,rgb2keyword:s,rgb2xyz:l,rgb2lab:d,rgb2lch:function(t){return x(d(t))},hsl2rgb:u,hsl2hsv:function(t){var e=t[0],i=t[1]/100,n=t[2]/100;if(0===n)ret
urn[0,0,0];return[e,100*(2*(i*=(n*=2)<=1?n:2-n)/(n+i)),100*((n+i)/2)]},hsl2hwb:function(t){return a(u(t))},hsl2cmyk:function(t){return o(u(t))},hsl2keyword:function(t){return 
s(u(t))},hsv2rgb:h,hsv2hsl:function(t){var e,i,n=t[0],a=t[1]/100,o=t[2]/100;return e=a*o,[n,100*(e=(e/=(i=(2-a)*o)<=1?i:2-i)||0),100*(i/=2)]},hsv

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\chart.js@2.8[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\compras[1].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, UTF-8 Unicode text

Category: downloaded

Size (bytes): 1127

Entropy (8bit): 4.673598119786123

Encrypted: false

SSDEEP: 24:hYJpLm8t0ieVF1osUt6RPj9e0OUEiJXEdYjUAAFqOyLCm:2eVS0BQiJXPjZA7wf

MD5: 56DB3B2D0D375442DECCDF74B4A7BB3B

SHA1: 54EAF367D6737497D9257D72A0558A15C0D3C325

SHA-256: FF44A9D345DED7E7372A580DC4E030CC2A9CE5BFF12959AE0F264D3F65469FB7

SHA-512: 09C503F9545C7FB5CFB8B8095E738026D33FFF1707D605878230A383DD4A061EF813A48E4AC8646AB6DA240FAD364CFA69DDF8B52DE0A5F985890BDA55593F47

Malicious: false

Reputation: low

IE Cache URL: https://proteccion10.net/compras.html

Preview:
<!DOCTYPE html>.<html lang="es">.  <head>.    <meta charset="utf-8" />.    <title>Localcoronavirus</title>.    <meta name="viewport" content="width=device-width, 
initial-scale=1.0" />.    <style>.      a.btn {.        text-decoration: none;.        background: #3b9dff;.        color: #fff;.        font-weight: 600;.        font-family: Arial;.        width: 
45%;.        display: inline-grid;.        text-align: center;.        margin: 5px 1%;.        padding: 5px 0px;.        border: 1px solid #3b9dff;.      }.      a.btn:hover {.        backgr
ound: #fff;.        color: #3b9dff;.      }.    </style>.  </head>.  <body>.    <div>.      <a.        href="https://www.primevideo.com/?&tag=nwc10-21".        class="btn".        
target="_blank".        >Entretenimiento</a.      >..      <a href="https://amzn.to/31GOUWE" target="_blank" class="btn".        >Mascarillas</a.      >..      <a href="h
ttps://amzn.to/2XQwbGR" target="_blank" class="btn".        >Gel Hidroalc.holico</a.      >..      

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\coronavirus[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 2562 x 1000, 8-bit/color RGB, non-interlaced

Category: downloaded

Size (bytes): 128846

Entropy (8bit): 7.745361949493596

Encrypted: false

SSDEEP: 3072:ALSOweD+napy9Vf150/BC3j5cO1mUAU11QGJx/cjXwHT:ALSRLnHVf1uBC3N1mUAUsGncjXy

MD5: 555DA34F29FBD24AFB3C55B0EF35CFE6

SHA1: E65DC6FF60E8B983B421A75DCFF97742A94B70EE

SHA-256: 7578AB39E9CA57D5D6B05EF9AB911272E204D81B83F9E809D6F33E0738E9FD73

SHA-512: FC3BA9656159B2B4C143C28643D7138EF1752F0BA5BA0C187FBF68659F781A1A241161704756EFA5DBAE295609169376E2E94A27ABC19973C3DBC06583D80CB5

Malicious: false

Reputation: low

IE Cache URL: https://4i2g925ohj.execute-api.eu-west-3.amazonaws.com/pro/coronavirus?
confirmed_num=59.168.869&actives_num=19.965.864&recovered_num=37.806.646&deaths_num=1.396.359®ion_confirmed_num=1.582.616®ion_confirmed_today_num
=25.886®ion_deaths_today_num=512®ion_deaths_num=43.131&date=24%20de%20nomviembre%20del%202020&top_paises1=EE.UU.&top_paises2=India&top_paises
3=Brasil&top_paises1_num=12.416.039&top_paises2_num=9.177.840&top_paises3_num=6.087.608&top_comunidades1=Madrid&top_comunidades2=Catalu%C3%B1a&
top_comunidades3=Andaluc%C3%ADa&top_comunidades1_num=341.790&top_comunidades2_num=295.906&top_comunidades3_num=218.279&gen_date=2020/11/24
&gen_time=07%3A25&client=default_web®ion=world

Preview:
.PNG........IHDR..............L......IDATx...w`..........z...(...RE..*(..+X.a.z..(..#.J......H....5...}.?...]w6.-..&|?.8.=.gfg&.>{f.........................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
................................................................................................................)...*...n....s.=Q2k............dVcnu.GK...%.j.............H.X.7.....|.q...X5..........\gJ..lJ........X/..........\..%.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\coronavirus_mapa_localcoronavirus_slide_1[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: [TIFF image data, big-endian, direntries=7, orientation=upper-left, xresolution=98, yresolution=106, resolutionunit=2, software=Adobe Photoshop CC 2018 (Windows), 
datetime=2020:03:11 15:06:00], baseline, precision 8, 1920x300, frames 3

Category: downloaded

Size (bytes): 206887
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Entropy (8bit): 7.89260750102466

Encrypted: false

SSDEEP: 3072:VdN9qam4QnzkdaxCkPVOGsHEE8jq59GZgvLfE8u1zXp9xQf7agf3Muf99qVhV:VNqaCpxCC4E/q5mi48uxNQz/hf992

MD5: 2AC5010CB1563099923B56C3476EA347

SHA1: C56091141290A054F57C52FAE3C18C56F967F0A6

SHA-256: D21E2127BFF9C55CFE6ED2EE9C702C506938210341D3719C6601961745F1C2B0

SHA-512: D1BB0351916F52A47F08B5B18FC9489DEAAC3A33C6D8DBA7726DE016841BCDB38D15970DB1692995B6AC39E522113C1ACDD23F4657CFA950C1A9414754011F1
D

Malicious: false

Reputation: low

IE Cache URL: https://localcoronavirus.com/assets/images/coronavirus_mapa_localcoronavirus_slide_1.jpg

Preview:
......Exif..MM.*.............................b...........j.(...........1....."...r.2...........i...............-....'..-....'.Adobe Photoshop CC 2018 (Windows).2020:03:11 15:06:00......................................,..
............................."...........*.(.....................2...................H.......H..........Adobe_CM......Adobe.d.............................................................................................................................
........................."................?..........................................................................3......!.1.AQa."q.2.....B#$.R.b34r..C.%.S...cs5....&D.TdE.t6..U.e...u..F'...............Vfv........7GWg
w........................5.....!1..AQaq"..2.....B#.R..3$b.r..CS.cs4.%......&5..D.T..dEU6te....u..F...............Vfv........'7GWgw.................?..{......u7z^.-i.:..>....kE..;...iR5V@.D...."'....1.
.I.g..e..9......=...(0.8....f>^.....$...f..qq....y.,.$.F@..H....K.: .x..v.W..NST...?..~.F:.k....

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\coronavirus_mapa_localcoronavirus_slide_1[1].jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\cta_arrow[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 320 x 1200, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 2088

Entropy (8bit): 3.0617612120571907

Encrypted: false

SSDEEP: 12:6v/7XxBA4B4chcN0+nkABguO1ZsoXTlWg4Wx2LyPkkinyWiXetGazOnZVec:iDGNhkAeuaeoXTJ92LVxnyooNnHz

MD5: 889DE4A11D4ED204CE2FB936694E2947

SHA1: 349AB9F963B75EB6D0309832AD611059EC4A2AC8

SHA-256: F0A385309F514FF3178E82A1437997532C2E5074925FC20747B3F0A28590F0C7

SHA-512: 20874E9CE5F52F99F39E5894E758DB96323B4FCDA977B9C8D95145084F8C8EACA78A4C321025337A43285F46A7B9A287F7EAEC222635AD30B4300F85821BA2E0

Malicious: false

Reputation: low

IE Cache URL: https://s0.2mdn.net/ads/richmedia/studio/pv2/61126275/20200902081857585/Equifax_UKLifeMoments_160x600/images/cta_arrow.png

Preview:
.PNG........IHDR...@..........:......IDATx.....i........H:;.b.wa!.ea!...&2.fJ)).WJ.B...df..f1...).c..l...".............s..sz..........................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
......................................................................................................................................................................................................T3..o.(kn$.. .$...|b8.}

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\custom[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text

Category: downloaded

Size (bytes): 5209

Entropy (8bit): 4.969455472999731

Encrypted: false

SSDEEP: 96:IuFhjV0cr3zjXdvFAitNY7mSrZvAxSRJMDUYJEEWI/:ycbZVYSS9+UYJEEWO

MD5: 870C56C370E5EB5D1CF4BD0DBBE27A8C

SHA1: 48D7EBC5E56098E182893E22E98691FF7129470A

SHA-256: E8E3352CA8A8A30EE44DC73C5569D52A7679F377951F47E44BBE63DC95AE3949

SHA-512: DA178EAB9CC0DA8CFB0C6695249E59C6C75CAF90A2B664FAB11C3B2C922D767C2E438E5BFB1FC8600169BB26DB031A50C834FFD9EACD7DEB191C9E62A2A73
2B2

Malicious: false

Reputation: low

IE Cache URL: https://covid19tracking.narrativa.com/v2/bootstrap-4.4.1-dist/css/custom.css

Preview:
#language_links a{.    color:white;.}..#language_links a.active{.    text-decoration: underline;.}...font-sans{.    font-family: "IBM Plex Sans";.}..#title-project-description{.    
font-family: "IBM Plex Sans";.    font-style: normal;.    font-weight: normal;.    font-size: 32px;.    line-height: 50px;..}..#header-disclaimer{.    background: #FEDD4E;.    font-
family: "IBM Plex Sans";.    text-align: center;.   .font-style: normal;.font-weight: normal;.font-size: 16px;.line-height: 21px;..}..#under-banner-disclaimer{.    background: #F
EDD4E;.    font-family: "IBM Plex Sans";.    text-align: center;.   .font-style: normal;.font-weight: normal;.font-size: 16px;.line-height: 21px;.}..#status-image{.    background-
color: black;.}...#triangle-down {.    width: 0;.    height: 0;.    border-left: 20px solid transparent;.    border-right: 20px solid transparent;.    border-top: 20px solid #fedd4d;.    
display: inline-block;.}..#inform-header.{.    font-family: "IBM Plex Mono";.    margin-top:4e

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\dcmads[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 4889

Entropy (8bit): 5.509424198515953
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Encrypted: false

SSDEEP: 96:g+Vv8gyPAEcy5dfeDO7q9P/Ja3cX/b1neZD6J6iI8qGF:b8gEZTEArMXpnE6JzpBF

MD5: DF817A85CC6EE128F96F59B203256F9D

SHA1: 3BFD560E3F82FD421AEA4C29215FDD770F053A1A

SHA-256: 6B12BB715457DF01FA8B72B9FEFC294FEC56B5108B37A209788E5621B011B5AF

SHA-512: 6286E3C36DBC95208CADC75D069B6DE27F595F09859FB485785D819E0B803107A94878FD62BA2D7990DD578706A6EF44FE116F57E15D2D98DD11D96ACDE32CD6

Malicious: false

Reputation: low

IE Cache URL: https://www.googletagservices.com/dcm/dcmads.js

Preview:
(function(){/*.. Copyright The Closure Library Authors.. SPDX-License-Identifier: Apache-2.0.*/.var aa="function"==typeof Object.defineProperties?Object.defineProperty:fu
nction(a,b,c){if(a==Array.prototype||a==Object.prototype)return a;a[b]=c.value;return a},ba=function(a){a=["object"==typeof globalThis&&globalThis,a,"object"==typeof wind
ow&&window,"object"==typeof self&&self,"object"==typeof global&&global];for(var b=0;b<a.length;++b){var c=a[b];if(c&&c.Math==Math)return c}throw Error("Cannot find 
global object");},ca=ba(this),da=function(a,b){if(b)a:{var c=ca;a=a.split(".");for(var e=0;e<.a.length-1;e++){var f=a[e];if(!(f in c))break a;c=c[f]}a=a[a.length-1];e=c[a];b=b(
e);b!=e&&null!=b&&aa(c,a,{configurable:!0,writable:!0,value:b})}};da("Array.from",function(a){return a?a:function(b,c,e){c=null!=c?c:function(fa){return fa};var f=[],l="u
ndefined"!=typeof Symbol&&Symbol.iterator&&b[Symbol.iterator];if("function"==typeof l){b=l.call(b);for(var m=0;!(l=b.next()).done;)f.push(c.call(e,l.v

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\dcmads[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\dial_160x600[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 124 x 51, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 3797

Entropy (8bit): 7.9418764103004085

Encrypted: false

SSDEEP: 96:TY1DVEQ/WuOsOjExi3w+gtYmdZM4laK8zHU2xI7DT:KJ/WD3w+g/dZM4lF8zH8L

MD5: B8459011F0B7E28EFDEE551F181F6541

SHA1: 179412DE04027ECE2089C07BEA42486E58F08CA0

SHA-256: D1C65A35A1E4B04C278828D96B637580B05B92696097ADD143249CD6D1795FFA

SHA-512: 118BC35573D8BAF0C86FB0216A41EB2012459B0C89D4F1E9F9423969A1AAA8A87C40A8480B6AAB78EBDDDCC73D4BFDE8CE0BABB7ED19D122CF5063FD21D8F
401

Malicious: false

Reputation: low

IE Cache URL: https://s0.2mdn.net/ads/richmedia/studio/pv2/61126275/20200902081857585/Equifax_UKLifeMoments_160x600/images/dial_160x600.png

Preview:
.PNG........IHDR...|...3.....U.l.....IDATx...tT....o&!.I......D..U..ZT..."......-..nv..X.mm]pk.T\..J{."H.R..%.".2. ..2..sgx3.f.$.8.sF&...w.....o.W.4Mb.G[[...e<.w...#.;..?F..4..n.T..0(2..H3!.
.V....e.N`-..h.5`...6..3B"...iA.0......<.C................S.p....t.n.$=P:CJ..w=..1..u.x.x.X}2=w.I.s...x...0....h.b2d.3.......Y....7....e...-..7O1a...u.....<d......J#.1.`.j....'.M..b....*m.#.sp....Q..]
D.....Y.%.}#....s#=.f..:...)w..~<jb[[.8...#G}.P...:7HN.NjJ......0-.C.o...K...Uz..E..0..ES....P_._Z\.x.+.d}.`8<.....8p. Y..T...o.rJ..... >>...V\....}L..ml.VCcc#...df...H.|..A>~2....1.h....a.t
:.._...,%%%.7.z.3....A..C..6p8..5.8t.0.....k&2../2......!...|...7.d.....'k.oR...L.n.....*$....@c`..H[....g..C?._E../...4..oQ..L...--.l..s..e....{.(.'.&9.....W.....g.........t..m9py.A.3.".....{.m..8...
..M<d..Q........v...8.7...;.....d.x.U._..q7S....MM8.!...e.w.?.Ix.H<}.{Y...JK.hw.{..%..=..8'...E./.~.I....>.i.<......FfF:...!.k@/`.....!*u.[.[.....%`..Z.^....>.x.y...k..e}ZP............

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\dnserror[1]
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, UTF-8 Unicode (with BOM) text, with CRLF line terminators

Category: dropped

Size (bytes): 2997

Entropy (8bit): 4.4885437940628465

Encrypted: false

SSDEEP: 48:u7u5V4VyhhV2lFUW29vj0RkpNc7KpAP8Rra:vIlJ6G7Ao8Ra

MD5: 2DC61EB461DA1436F5D22BCE51425660

SHA1: E1B79BCAB0F073868079D807FAEC669596DC46C1

SHA-256: ACDEB4966289B6CE46ECC879531F85E9C6F94B718AAB521D38E2E00F7F7F7993

SHA-512: A88BECB4FBDDC5AFC55E4DC0135AF714A3EEC4A63810AE5A989F2CECB824A686165D3CEDB8CBD8F35C7E5B9F4136C29DEA32736AABB451FE8088B978B493
AC6D

Malicious: false

Reputation: low

Preview:
.<!DOCTYPE HTML>..<html>..    <head>..        <link rel="stylesheet" type="text/css" href="NewErrorPageTemplate.css" >..        <meta http-equiv="Content-Type" 
content="text/html; charset=UTF-8">..        <title>Can&rsquo;t reach this page</title>..        <script src="errorPageStrings.js" language="javascript" type="text/javascript">..  
      </script>..        <script src="httpErrorPagesScripts.js" language="javascript" type="text/javascript">..        </script>..    </head>....    <body onLoad="getInfo(); initMo
reInfo('infoBlockID');">..        <div id="contentContainer" class="mainContent">..            <div id="mainTitle" class="title">Can&rsquo;t reach this page</div>..            <div 
class="taskSection" id="taskSection">..                <ul id="cantDisplayTasks" class="tasks">..                    <li id="task1-1">Make sure the web address <span id=
"webpage" class="webpageURL"></span>is correct</li>..                    <li id="task1-2">Search for this site on Bing</li>..   

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\down[1]
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 15 x 15, 8-bit colormap, non-interlaced

Category: dropped

Size (bytes): 748

Entropy (8bit): 7.249606135668305

Encrypted: false
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SSDEEP: 12:6v/7/2QeZ7HVJ6o6yiq1p4tSQfAVFcm6R2HkZuU4fB4CsY4NJlrvMezoW2uONroc:GeZ6oLiqkbDuU4fqzTrvMeBBlE

MD5: C4F558C4C8B56858F15C09037CD6625A

SHA1: EE497CC061D6A7A59BB66DEFEA65F9A8145BA240

SHA-256: 39E7DE847C9F731EAA72338AD9053217B957859DE27B50B6474EC42971530781

SHA-512: D60353D3FBEA2992D96795BA30B20727B022B9164B2094B922921D33CA7CE1634713693AC191F8F5708954544F7648F4840BCD5B62CB6A032EF292A8B0E52A44

Malicious: false

Reputation: low

Preview:
.PNG........IHDR...............ex....PLTE....W..W..W..W..W..W..W..W..W..W..W..W..W.U..............W..W.!Y.#Z.$\.'].<r.=s.P..Q..Q..U..o..p..r..x..z..~.........................................
....b.............................................................................................................................................................................................................$..s...7tRNS.a.o(,.s....e......q*.......
............................F.Z....IDATx^%.S..@.C..jm.mTk...m.?|;.y..S....F.t...,.......D.>..LpX=f.M...H4........=...=..xy.[h..7....7.....<.q.kH....#+....I..z.....'.ksC...X<.+..J>....%3BmqaV
...h..Z._.:<.Y_jG...vN^.<>.Nu.u@.....M....?...1D.m~)s8..&....IEND.B`.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\down[1]

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\es_local_coronavirus_LOGO[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 1461 x 613, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 47133

Entropy (8bit): 7.86994529869928

Encrypted: false

SSDEEP: 768:BtjJNt7Z6lzbFEsJINbPHJoSkmDUeNfqTLDSlDug3ueBdv5Cs6uSosJD/:LjboZEocbPH7kSUTSlDZ3ueH09PJD/

MD5: 646A7700594372DFC4D540A23B0D1CF5

SHA1: EAA92CC75083639D88EC1C29084F553B4D6654F8

SHA-256: 4C87E0BBD9D09B0A036C07FBA7FB374530379C3BF92AFE8F49C0B6AAF7DB9FC9

SHA-512: 127E4FBF9C334438A2CCCC3C0B75EF1773D5B8BFFD1AEE0DB3EE7A688881884C452E117E7E8BECC1AA1384331BBA5906ED265C4A754AE48020DFAF19C8310D
C1

Malicious: false

Reputation: low

IE Cache URL: https://localcoronavirus.com/assets/images/es_local_coronavirus_LOGO.png

Preview:
.PNG........IHDR.......e............pHYs..........&.?.. .IDATx..._lUu...O...&.0$..L........$.h.8..........&"\1...&..W &x.....b..wG.PM...3V<.../5.09.[K....o..f6]...|>.....|$.]...k...Z...4( .r.m.J..Y.|.
m..QJ...N.....1........Bm$F...Y)U.K<S..:<x........:...&.........A....Z.:.4.LU.F..&&.}3.../.....|X........0.P.^.. .:.~f..u......:.f.........A.....[&......5!...A..z..n......$..6...5..]O`.`.S...D..............`..6
.*...)..........#..........P...Z.... !. ...........6.km...R........~..'.......+Bm.D/........S..~_Oq..$.......@....Z..u..Av....A.n.......P.........,R..........!.F...~.j.,.nEI.............0.P.E..F.bK...^A.&t..V..
..;.........j.\...C/...}.cF$.........6.j......S....R=..Lo........B..)[...l.6..z.s|t.=.......z.j.@......}..M.j...I......P.B.*[.q..#....,,.......j.j'...w.......a..m......T.P;!r.m.e.?.f#DC:..........`>...a.>..D..n......`^..
".F..n...... .P;0tf#.$...9>:..........v .............v.r.m.j.9...PJ...v.........>.....u(............}=r.........P.Cz.H..;./.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\fbevents[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 91541

Entropy (8bit): 5.392815074748715

Encrypted: false

SSDEEP: 1536:uM+OWt6w6aiSTxeosWXPwShThe7qv0a9sIOU1jaMu5Qm2B+SNSMngUSZYSlIUiGu:uOF+j5SVBYDGE

MD5: 9E0662842A501206D741C8B57826BCFA

SHA1: 3B6E7981C1DF69CD22FB0B43A765196BCDF465DF

SHA-256: 0E49C2B4E86D3FDA1DDA93EB1210A47712F7B091181B4E7C6DA2B3E6F8E86396

SHA-512: B341E60A1D0ED8B654BACD3A99AF62EA535EB875EA12086E7F5F198E42D38D278B628E24BF87CC6283C10EBE7F2EDFA7A978A9EA4ED2C98C2B31276DA9A864
A0

Malicious: false

Reputation: low

Preview:
/**.* Copyright (c) 2017-present, Facebook, Inc. All rights reserved..*.* You are hereby granted a non-exclusive, worldwide, royalty-free license to use,.* copy, modify, and 
distribute this software in source code or binary form for use.* in connection with the web services and APIs provided by Facebook..*.* As with any software that integrates 
with the Facebook platform, your use of.* this software is subject to the Facebook Platform Policy.* [http://developers.facebook.com/policy/]. This copyright notice shall be.* 
included in all copies or substantial portions of the software..*.* THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR.* IM
PLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS.* FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN 
NO EVENT SHALL THE AUTHORS OR.* COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER.* IN AN ACTION OF C
ONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN.* CONNECTION WI

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\feedback_grey600_24dp[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 48 x 48, 8-bit gray+alpha, non-interlaced

Category: downloaded

Size (bytes): 205

Entropy (8bit): 6.471232950817362

Encrypted: false

SSDEEP: 6:6v/lhPmvbPM6ArwrgPowQka3cQhWb8i4NI1Q/2up:6v/7OvzZ6IRwIcQEb7461Q2c

MD5: 4087858E2C9DB9AA8F6A840AEDCFB533
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SHA1: D1FFE861DA6BD0E95FD1A365B0C3D3CEB6CD58A3

SHA-256: 4D45982F2DC34F36C9045EE46A75A1943666BB7FD64E103CAC8C7429E7012840

SHA-512: 541228667C513266FFAC017AA43CCACEA410E20BF27D30599276E9984FAC2C433AC58288C19F7A5BFEB1C9B4074B8C9C472080BF1C706303F97B2CE73DBD634F

Malicious: false

Reputation: low

IE Cache URL: https://www.gstatic.com/images/icons/material/system/2x/feedback_grey600_24dp.png

Preview:
.PNG........IHDR...0...0.......1.....IDATx...1..1.DQ.f....@H.....%`..j.M&"....5....;...;.......\.....\..U.4..pe.<.P.....%... ...@....p.....@...X...5..{.$.x^....y=..z.......|.......+.........IEND.B`.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\feedback_grey600_24dp[1].png

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\fontawesome-webfont[1].eot
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Embedded OpenType (EOT), FontAwesome family

Category: downloaded

Size (bytes): 68875

Entropy (8bit): 7.983346521768067

Encrypted: false

SSDEEP: 1536:snQ7kmhONxJ4LAZVYamTFvefF35ZP5DwSieQX3wXSBxPQ:sRmafwVamliF/uZeoFx

MD5: 45C73723862C6FC5EB3D6961DB2D71FB

SHA1: B3C2F08E73320135B69C23A3908B87A12053A2F6

SHA-256: D4F5A99224154F2A808E42A441DDC9248FFE78B7A4083684CE159270B30B912A

SHA-512: 299BF41DA0CA937F4F5A0BC3FDD65EF7B53DF30E10554841004F9EB10C97B25BE1D4E21B6D00B2A405693D5ABAF87CF6A16A5AF2C680C09B25E5F5490D88EB
E5

Malicious: false

Reputation: low

IE Cache URL: https://localcoronavirus.com/assets/fonts/fontawesome-webfont.eot?

Preview:
....%.............................LP.........................^ >....................F.o.n.t.A.w.e.s.o.m.e.....R.e.g.u.l.a.r...$.V.e.r.s.i.o.n. .4...4...0. .2.0.1.5...&.F.o.n.t.A.w.e.s.o.m.e. .R.e.g.u.l.a.r.....
BSGP.........................!.........Y.D.M.F..x...>........)Y.....h..D....pj....K.....*....0....~.71.^..{.+rAP..u;..3.K.?]..:..y..f..`..o.......&.d:.e.DgK...R..%......q..H...:.......<Bt....]....Nbf..JH.%....~
..S...G...8.I.a.U.-&..q..1...#`U.....W.L.g.E. q...y..:..g$8..eAV..3.e....u.j...z..i.@......a.=%.0..O.\O... "3..ef.0c..@...$.....*...qD..E.".(./.Jv.....,^&N?.'c....-.1f*.}............)..k\eL...e......8
6Qp...f.vX...*X..C.;Ve..P CKW.a.Z..d....?.pK.U.<T......l.....RT......$*.Q.......YE...........e...OI....!.........FE].CE..r>.s..d.W....*0#....Q.T......:...b....#...@Ym...{..D.t.......!..Z.....d......S.
.........Qv'...x...U.L.89......96.....,.Be.....r.R...+5....XW......N.J.._;.J.....%.$...-n.pr..t....pL...V..{..@....L....."7....B...|..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\free-v4-shims.min[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 26701

Entropy (8bit): 4.829785000026929

Encrypted: false

SSDEEP: 192:bP6hT1bIl4w0QUmQ10PwKLaAu5CwWavpHo4O6wgLPbJVR8XD7mycP:Ohal4w0QK+PwK05eavpmgPPeXD7mycP

MD5: 2E4C3DA4EAE1C876A281D6CA5A7A5B4C

SHA1: 92AD084AAB53B7AA8C761CD66BDFB1F79B9CAED7

SHA-256: CFFF9EA502195A7B96FE38DECA9188A59B758DEEECC2CD4E78AEA7D911E638C6

SHA-512: F324F308649F47E3C25BF021C1776A4326750D04D9392B7F200331E806514B69E7579FB23D7B2107A3B30CB96926554C0DE13F45FD1397BDAE89938DD52A7EBF

Malicious: false

Reputation: low

IE Cache URL: https://ka-f.fontawesome.com/releases/v5.15.1/css/free-v4-shims.min.css

Preview:
/*!. * Font Awesome Free 5.15.1 by @fontawesome - https://fontawesome.com. * License - https://fontawesome.com/license/free (Icons: CC BY 4.0, Fonts: SIL OFL 1.1, 
Code: MIT License). */.fa.fa-glass:before{content:"\f000"}.fa.fa-meetup{font-family:"Font Awesome 5 Brands";font-weight:400}.fa.fa-star-o{font-family:"Font Awesome 5 F
ree";font-weight:400}.fa.fa-star-o:before{content:"\f005"}.fa.fa-close:before,.fa.fa-remove:before{content:"\f00d"}.fa.fa-gear:before{content:"\f013"}.fa.fa-trash-o{font-
family:"Font Awesome 5 Free";font-weight:400}.fa.fa-trash-o:before{content:"\f2ed"}.fa.fa-file-o{font-family:"Font Awesome 5 Free";font-weight:400}.fa.fa-file-o:before{co
ntent:"\f15b"}.fa.fa-clock-o{font-family:"Font Awesome 5 Free";font-weight:400}.fa.fa-clock-o:before{content:"\f017"}.fa.fa-arrow-circle-o-down{font-family:"Font Awesome 5 
Free";font-weight:400}.fa.fa-arrow-circle-o-down:before{content:"\f358"}.fa.fa-arrow-circle-o-up{font-family:"Font Awesome 5 Free";font-weight:400}.fa.fa-arro

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\global[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text

Category: downloaded

Size (bytes): 27678

Entropy (8bit): 4.960447788030861

Encrypted: false

SSDEEP: 768:k4epkA33EEofDGGCeTDFhky6Fqrip6FHnNsoTvOFReZoYU:k4eK63hMnBOWHpOFRCU

MD5: 19AFF4B4D0DE568AC95E830BDB2972F0

SHA1: 0EA58E0C3E1EE2EEED6764791EEE7BC3BEF7190F

SHA-256: C0DEC830DE740E9A4157C338A59CECE2D0D9743B81728B75B7DFFDE84103D8CA

SHA-512: 166B1C4B7AD2D72D0460295523910E0FD57DE569B2A8D5518656408D85FC2D354E2B5951B149790CFE2CC1759EF579793043C39CD3F10045BAEA80B6EB234C94

Malicious: false
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Reputation: low

IE Cache URL: https://localcoronavirus.com/assets/css/global.css

Preview:
/*. Table Of Contents. 1.) Eric Meyer's Reset. 2.) Global Typography. 2.0.2) Global Headings. 2.0.3) Form Elements. 2.0.4) List styles. 2.0.5) General Text Formatting. 2.
0.6) Link elements. 2.0.7) Table Elements. 2.0.8) Button Styles. 2.0.9) Sprite Icons. 3.) Site Wide Content. 4.) Header Style. 5.) Footer Style. ===============
================================*/../*. 1.) Eric Meyer's Reset. ----------------------------------------*/./**. * Eric Meyer's Reset CSS v2.0 (http://meyerweb.com/eric/to
ols/css/reset/). * http://cssreset.com. */.html,.body,.div,.span,.applet,.object,.iframe,.h1,.h2,.h3,.h4,.h5,.h6,.p,.blockquote,.pre,.a,.abbr,.acronym,.address,.big,.cite,.code,.de
l,.dfn,.em,.img,.ins,.kbd,.q,.s,.samp,.small,.strike,.strong,.sub,.sup,.tt,.var,.b,.u,.i,.center,.dl,.dt,.dd,.ol,.ul,.li,.fieldset,.form,.label,.legend,.table,.caption,.tbody,.tfoot,.thead,.
tr,.th,.td,.article,.aside,.canvas,.details,.embed,.figure,.figcaption,.footer,.header,.hgroup,.menu,.nav,.output,.ruby,.section,.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\global[1].css

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\hotjar-2075733[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 3420

Entropy (8bit): 5.272948880926377

Encrypted: false

SSDEEP: 48:+r71f+BPr4DinCpDuMY6wRQAQl07kRGMfr4U4R5UETledeHtwWNxsTnOFX3oC:+UEGnsnIQoa4U4bU4qO00z

MD5: 3152F2E1067B803E85878788848CF284

SHA1: 1EB356BD5306F51AC54B2A18B623C8C5644BEF88

SHA-256: DDADFB56430E4E5DBD6AF69AC8EF46621B79EB88A15896C38908C1F079EC10A7

SHA-512: 138D17550EC38189B53E38B63DB3FEA5DAF56752F723A6470DB75A48534A4C40EF4849EC6F50669F6C429405F710A43204BD3CEBDBCD860E482B1734536518B5

Malicious: false

Reputation: low

IE Cache URL: https://static.hotjar.com/c/hotjar-2075733.js?sv=6

Preview:
window.hjSiteSettings = window.hjSiteSettings || {"site_id":2075733,"r":1.0,"rec_value":0.1511363636363635,"state_change_listen_mode":"automatic","record":true,
"continuous_capture_enabled":true,"recording_capture_keystrokes":false,"anonymize_digits":true,"anonymize_emails":true,"suppress_all":false,"suppress_text":fals
e,"suppress_location":false,"user_attributes_enabled":false,"legal_name":null,"privacy_policy_url":null,"deferred_page_contents":[],"record_targeting_rules":[],"feedback_
widgets":[],"forms":[],"heatmaps":[],"polls":[],"integrations":{"optimizely":{"tag_recordings":false}},"features":["settings.billing_v2","heatmap.continuous_capture"]};..!function(
e){var t={};function n(o){if(t[o])return t[o].exports;var r=t[o]={i:o,l:!1,exports:{}};return e[o].call(r.exports,r,r.exports,n),r.l=!0,r.exports}n.m=e,n.c=t,n.d=function(e,t,o){n.
o(e,t)||Object.defineProperty(e,t,{enumerable:!0,get:o})},n.r=function(e){"undefined"!=typeof Symbol&&Symbol.toStringTag&&Object.defineProperty(e,Symb

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\hv-TlzNxIFoO84YddfA2KTdYVA[1].woff
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 17452, version 1.1

Category: downloaded

Size (bytes): 17452

Entropy (8bit): 7.963048526344423

Encrypted: false

SSDEEP: 384:nE7Drq08zgZOpLfciwkwG5dHDmHq3AHLf/:iS0juLfbBwGjwqQr3

MD5: F3282A5C9CB8C73995B392A74B69B9D8

SHA1: 12E340ED681729E7379696827934F1427C7FC517

SHA-256: 25B69C5B471B053EA73D301F519C3417CCED96CF1DF84EFA1CED66CAA483A688

SHA-512: 2A80AFFECA27004321E3BF96A65FED8801C60F1B77682B30599DEBF6AD166494323BC21F4F72CBEC1F46F74DFB4ACF4B67BA0593D1F54CE00A1C57CC7328D95
4

Malicious: false

Reputation: low

IE Cache URL: https://fonts.gstatic.com/s/biryani/v6/hv-TlzNxIFoO84YddfA2KTdYVA.woff

Preview:
wOFF......D,......x.........................GDEF....... ..."...xGPOS....... ... DvLuGSUB......./......eOS/2.......N...`{}.9cmap...@.......V.. .cvt .......I...d ...fpgm... ...g...a.._.gasp.............
...glyf......2)..[Pwj[.head..<....6...6.\..hhea..<........$.J.Yhmtx..=..........[4.loca..>.........Q.:xmaxp..@.... ... .A.wname..@........8+2H.post..A........}}d..prep..C....~.....la.x..........\}M.f.
D0.e.%..\O>................DFLT................x..3Cpa.....k...F.m.....e755555...t.3w.{n<..N.a.b.........<...kiVm9.....0....../39.s._........|......+.>.;........X.Qdas..(...WP..y...c\...9.E....\..7.r.
?..E.Y....R..\.kr]n...<&....!Miq..$...,...&'y...2o1<..vHA.n.z......)..8.Ec..^k....g..b...5.....I'..7wF.<M.&.z.....:.2..N.R..".{.l.7.ru.x.c`f.g....................c.........@I~Z.......K......P......ArL
.L....+..B....x.].3.\....Y.c;?{.m.m.nc.m...i.*6..A.....B..py...J".<..m..n{...j.>...~.......X._P<..l...%{.....*n..v..^..,..i...E.o..s...m.7.^.}...........lz.M..Q.uO...&4.......6

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\jquery-1.11.3.min[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 95957

Entropy (8bit): 5.39099763946861

Encrypted: false

SSDEEP: 1536:OP10iSi65U/dXXeyhzeBuG+HYE0WEeLDFoNqLTW8+S5VRZIVI6xSb8xh2ZbQnRmc:R+41ZqLTW8xRrqSb8qGH77da98Hrf

MD5: 895323ED2F7258AF4FAE2C738C8AEA49

SHA1: 276C87FF3E1E3155679C318938E74E5C1B76D809

SHA-256: ECB916133A9376911F10BC5C659952EB0031E457F5DF367CDE560EDBFBA38FB8

SHA-512: C40111C3CC0754E90CF71F72F7F16F43B835B7E808423DFD99F90DD5177538B702E64FF1D9EE8D3BC86AEAA11B6F7A0EF826184E354B162158839FFB75D174CC

Malicious: false
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Reputation: low

IE Cache URL: https://localcoronavirus.com/assets/js/jquery-1.11.3.min.js

Preview:
/*! jQuery v1.11.3 | (c) 2005, 2015 jQuery Foundation, Inc. | jquery.org/license */.!function(a,b){"object"==typeof module&&"object"==typeof module.exports?module.exports
=a.document?b(a,!0):function(a){if(!a.document)throw new Error("jQuery requires a window with a document");return b(a)}:b(a)}("undefined"!=typeof window?window:
this,function(a,b){var c=[],d=c.slice,e=c.concat,f=c.push,g=c.indexOf,h={},i=h.toString,j=h.hasOwnProperty,k={},l="1.11.3",m=function(a,b){return new m.fn.init(a,b)},n=/^
[\s\uFEFF\xA0]+|[\s\uFEFF\xA0]+$/g,o=/^-ms-/,p=/-([\da-z])/gi,q=function(a,b){return b.toUpperCase()};m.fn=m.prototype={jquery:l,constructor:m,selector:"",length:0,toArra
y:function(){return d.call(this)},get:function(a){return null!=a?0>a?this[a+this.length]:this[a]:d.call(this)},pushStack:function(a){var b=m.merge(this.constructor(),a);return b.pr
evObject=this,b.context=this.context,b},each:function(a,b){return m.each(this,a,b)},map:function(a){return this.pushStack(m.map(this,function(b,c){ret

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\jquery-1.11.3.min[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\js[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 270702

Entropy (8bit): 5.544014578021101

Encrypted: false

SSDEEP: 3072:EJxcI8X1bt8rWk0R6BjrHgvl/Aea1hQaJxcI8X1bt8aWk0R6BjrHgvl/Ata1hQz:SbgXSFz11zbgXHFzQ1a

MD5: 026B44AEF5955BE304A739C0F71D05CE

SHA1: D58F0389356D8C473111548222DC912954833811

SHA-256: 40CEF16B2DC597D3C7B57E38CF51CEB505D111B4BAD0BFFA0FB4E2B1D941CBA0

SHA-512: 62CE33F2F5F4FFFA4CED6D2B058F7C08E9819411CDB2778F8D63A3480DC91F234F085A30A59A0BD5E27DAC8E10986214170F697040FB4F479A66230E92F69C0A

Malicious: false

Reputation: low

IE Cache URL: https://www.googletagmanager.com/gtag/js?id=G-4HNKTZ3GH8&l=dataLayer&cx=c

Preview:
.// Copyright 2012 Google Inc. All rights reserved..(function(){..var data = {."resource": {.  "version":"1",.  .  "macros":[{.      "function":"__e".    },{.      "vtp_signal":1,.      "fun
ction":"__c",.      "vtp_value":1.    },{.      "function":"__c",.      "vtp_value":"google.co.uk".    },{.      "function":"__c",.      "vtp_value":false.    },{.      "function":"__aev",.      
"vtp_varType":"URL",.      "vtp_component":"IS_OUTBOUND",.      "vtp_affiliatedDomains":["list"].    },{.      "function":"__v",.      "vtp_name":"gtm.triggers",.      "vtp_da
taLayerVersion":2,.      "vtp_setDefaultValue":true,.      "vtp_defaultValue":"".    },{.      "function":"__v",.      "vtp_name":"gtm.elementId",.      "vtp_dataLayerVersion":1.    },
{.      "function":"__v",.      "vtp_name":"gtm.elementClasses",.      "vtp_dataLayerVersion":1.    },{.      "function":"__aev",.      "vtp_varType":"URL",.      "vtp_componen
t":"URL_NO_FRAGMENT".    },{.      "function":"__aev",.      "vtp_varType":"URL"

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\los-impagos-la-razon-de-los-despidos-en-cuatro-de-cada-10-empresas-espan
olas[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPCM), density 118x118, segment length 16, progressive, precision 8, 600x315, frames 3

Category: downloaded

Size (bytes): 24819

Entropy (8bit): 7.970785475346995

Encrypted: false

SSDEEP: 384:ufozFhNd9JANqsa8HsDa8TFJeg72fRd3cO4bFu2L1sU1454E:ufoXEqAHD0FMg6XL4bFu2LW1SE

MD5: B7BFEF1335E9797F9F72D55B9698F604

SHA1: 34CCCC6406DA521C1F44CF62EC907CFA52F79874

SHA-256: 7D90A6FEED08F7DBAF5A711F6E5498ADBB7E82D4B7DDDBB4BE33707F9D4C02B3

SHA-512: 9577C30A183FFBED6DCC043CB2E6DA1BEAB622AC19036B2B07B0B0BD2C80553521429D483C802621AC6968A2DB789E2EA02B5CF1C3A72CF5DCFAE9472DB8B2
5E

Malicious: false

Reputation: low

IE Cache URL: https://www.ecestaticos.com/imagestatic/clipping/a86/4bb/a864bbff51a27523a4847f309ffa583d/los-impagos-la-razon-de-los-despidos-en-cuatro-de-cada-10-
empresas-espanolas.jpg?mtime=1606153812

Preview:
......JFIF.....v.v.....C...........................#.%$"."!&+7/&)4)!"0A149;>>>%.DIC<H7=>;...C...........;("(;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;......;.X.."............................................................
................S....$E:.:.:.:.;.RDT..$E..2.2..e...10....7P.=..q...sA.......].I!$.i0.........H.."...").....G .~}&.rj)`PE....<\...J....n*vV5s...Q..&....:.J#;@..n...:..)Y.;..2..$h.R...=...[F.@..^.k.....
.YdeA&.J..ZP..U...;.....0RiX..Rg..AQ\..J.c,...j.O...9FXxVC............3G.Jn...."u.e....UX....{v.... mcW-...>j."...S....t....[]rj...@.W....a.3...:...wg.....4wg..wg...9...e...:.Ky.b...6.....G..?
a.\.Q:.X..........?.....gE..i.v>.......\...3..}c........I..C.;l$....g...s..:...*.%e2.u9.(,.g..vv.M..J.e..(b..r........N.E...,N]1...s.f....Km...i..s.)..*...j.].K;X*1Y.k.liSlJ%le..`..l..k....=.2.Y[......"QY."..
..+....<]..S.....E.R.8u+\.Z.sy.h...U.V.P.S...C&..[..f..].d.S3.f.....i....3!.e.R..\....LAM...X2.GM2/*.)=A.D..*iH...Q..Z...>..8.*....

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\more_vert_white_48dp[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 96 x 96, 8-bit gray+alpha, non-interlaced

Category: downloaded

Size (bytes): 233

Entropy (8bit): 6.66066908308459

Encrypted: false

SSDEEP: 6:6v/lhP2HPr8XzFTBS7wmJymSMvgPeO8DLHTkHsWIhAblVp:6v/7coTBS7wmJhFvQt0HTx1hAB7

MD5: 8BBCFD6FD59DF71682723841BFD0B533

SHA1: 0826F7230D57DEF27AE74BE14DDC76C1478457AE

SHA-256: B68D6252E63C5207F080A8969AA75600D5D252F67D454FD9A0A8A7E3E89D0686

SHA-512: A0EEAAE90590B852681C38F14FB328F2707C9A623953B16CE937363655044D3168C3D8E8F200722C1E42BF71189165E602C697316CC8F4ADBBA399C83392E56B
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Malicious: false

Reputation: low

IE Cache URL: https://www.gstatic.com/images/icons/material/system/2x/more_vert_white_48dp.png

Preview:
.PNG........IHDR...`...`.....H.......IDATx...m.0....4.68L3.')^..h.GK.M........-]..|.3%K....-c~..'c....5....!c.....?9...%5.........>S.i......k.CV...-..a/..y....C........*...r.z..B.4.x..BwH/tyz!....\..2
..8.....'..........IEND.B`.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\more_vert_white_48dp[1].png

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\o-0bIpQoyXQa2RxT7-5B6Ryxs2E_6n1iPHjd5a7dvQ[1].woff
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 11096, version 1.1

Category: downloaded

Size (bytes): 11096

Entropy (8bit): 7.939409750897002

Encrypted: false

SSDEEP: 192:NrmD2qmi8yGZcrvvgjaMNuQVtyEr/KteRUDogZuDQNx36eV72pjxxX:FmDCirGSrvvjMVUW/KvuDGxKeA3

MD5: 8BCDDA1C25FA0D6CF1B9850FEED8F825

SHA1: 6773E6F8423AAE3E84FFE843B36B7898CB38F224

SHA-256: 93CB9F9E27E784804103A8167DFD28450016B3CB6537A846AAFE99820665DBA5

SHA-512: A0E72603678585C66ED2B59463653C0DA7DB2ECDA9FAF608A0695F84173959F1811CF60397959C5CE5475174DE2B11F9980BB9F6D804C053457CB8C367AAA5CE

Malicious: false

Reputation: low

IE Cache URL: https://fonts.gstatic.com/s/catamaran/v7/o-0bIpQoyXQa2RxT7-5B6Ryxs2E_6n1iPHjd5a7dvQ.woff

Preview:
wOFF......+X......E.........................GDEF...l...4...F....GPOS....... ... DvLuGSUB....... ... ....OS/2.......O...`e...STAT...0...*....y.l.cmap...\...^.....+.Agasp................glyf......"c..9:
C..Shead..&(...6...6.#..hhea..&`.......$....hmtx..&............(loca..(`........3-$.maxp..*........ ....name..*,.......Z:.SApost..+<....... ...2prep..+P........h...x......@...y......f]c..F..&.\c..Zc.q
.8]....'~].!...............DFLT............................taml..tml2..........x.c`arg.......................@...:H......f8...$..............d...S..@J.........x.c`.B. f`...2.L...% &...3.dda....00..9b.U..x......
....m.w.5f{...m.mM.m.C.|;...;.@(.E.......5....*.....l....ObB.4.=..0.q.%...."."A..N00.\ 22Sd..$.@9...N.#.q.u.|.ch..9...I`...CH...$.41G!f.1..)A......o~..|.....<...z<..l..cO...U..].]_..kB......
.t.F[l..)........w.Z.l..v..U..{..@.U.Zd.%.z..[...yn..........K...k.[...:...i..^z.~.h.....d.&Z.b.a..a.6Z.l....n...i.(....\.................x..{.x.....B$......Eo.`...X4. ....l"

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\o-0bIpQoyXQa2RxT7-5B6Ryxs2E_6n1iPJ_a5a7dvQ[1].woff
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 11140, version 1.1

Category: downloaded

Size (bytes): 11140

Entropy (8bit): 7.9365127721984186

Encrypted: false

SSDEEP: 192:ulh2j9ljtagwpQ39NMEzZLtYRzYS8+BlFM6hiF/107TQDZnYDB8NjofYN74:QhG9lJyaAALtCYSJDVE/107TQxY9GjJG

MD5: 985C98626E6B276F158BA66B2594336C

SHA1: 0096B2319BDD21D452CF5567575925CCFFAC8405

SHA-256: 0465E68D2A7E8DC18BA52B61081F15D42D06736B2CF9F1981AC4A171F2614B2B

SHA-512: D266CB0D2FDDEC95145B30495274F281FF760503ACC21FAE0F6F6B745A902A9AFA397863A0942112D572818A06117614C85923157E3E1B1B2DB77755C9DA11F2

Malicious: false

Reputation: low

IE Cache URL: https://fonts.gstatic.com/s/catamaran/v7/o-0bIpQoyXQa2RxT7-5B6Ryxs2E_6n1iPJ_a5a7dvQ.woff

Preview:
wOFF......+.......E.........................GDEF...l...4...F....GPOS....... ... DvLuGSUB....... ... ....OS/2.......O...`f...STAT...0...&...*y.kIcmap...X...^.....+.Agasp................glyf......"...9"
...head..&T...6...6.$..hhea..&........$....hmtx..&..........q."loca..(........./.!.maxp..*8....... ....name..*T.......B6.Q{post..+h....... ...2prep..+|........h...x......@...y......f]c..F..&.\c..Zc.q.
8]....'~].!...............DFLT............................taml..tml2..........x.c`arg.......................@...:H......fX...$..............d...S..@J.........x.c`.B. f`...2.L...% &....bdg.....-=....x..........m.w.5f{...m
.mM.m.C.|;...;.@(.E.......5....*.....l....ObB.4.=..0.q.%...."."A..N00.\ 22Sd..$.@9...N.#.q.u.|.ch..9...I`...CH...$.41G!f.1..)A......o~..|.....<...z<..l..cO...U..].]_..kB.......t.F[l..)......
..w.Z.l..v..U..{..@.U.Zd.%.z..[...yn..........K...k.[...:...i..^z.~.h.....d.&Z.b.a..a.6Z.l....n...i.(....\.................x..{.|.G...(..ei..VL+i-f.-.l...8.8.$NR7

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\o-0bIpQoyXQa2RxT7-5B6Ryxs2E_6n1iPKba5a7dvQ[1].woff
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 11144, version 1.1

Category: downloaded

Size (bytes): 11144

Entropy (8bit): 7.935980679489796

Encrypted: false

SSDEEP: 192:ofyiX2/SfrNgKBlRTUemLC/XSuFniOlrBeYOga6TCevG:8yiX7jmKbmm/XJdlfOV

MD5: ADB84AD27051A8609A6F06024749DFAE

SHA1: B8032F09901CCBE6C330254E6E81DA53C4A846EA

SHA-256: 4792B076D086A708C1D229F46E17A9C1514DD331EC47333A5AE74B8D9C3F064C

SHA-512: 63D17E38A5EB71200C7F149BDE9821D1F0FCD8157494AA93F351A04CF285E9A21EFA5B541397FC95C9563AC6B8CAB8A8ACE6520445D24FB40693888DC9493AF8

Malicious: false

Reputation: low

IE Cache URL: https://fonts.gstatic.com/s/catamaran/v7/o-0bIpQoyXQa2RxT7-5B6Ryxs2E_6n1iPKba5a7dvQ.woff
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Preview:
wOFF......+.......E.........................GDEF...l...4...F....GPOS....... ... DvLuGSUB....... ... ....OS/2.......M...`fb..STAT...0...&...*y.j.cmap...X...^.....+.Agasp................glyf......"...9.
5..%head..&H...6...6.#..hhea..&........$....hmtx..&..........m..loca..(|........0.![maxp..*,....... ....name..*H..."....>|_Wpost..+l....... ...2prep..+.........h...x......@...y......f]c..F..&.\c..Zc.q
.8]....'~].!...............DFLT............................taml..tml2..........x.c`arg.``e``........1...Q...400...a...`....J.,>..00..0.(00L..1>eZ....X..@.....x.c`.B. f`...2.L...% &....bdc.``..,..^..x..........m
.w.5f{...m.mM.m.C.|;...;.@(.E.......5....*.....l....ObB.4.=..0.q.%...."."A..N00.\ 22Sd..$.@9...N.#.q.u.|.ch..9...I`...CH...$.41G!f.1..)A......o~..|.....<...z<..l..cO...U..].]_..kB.......t.F[
l..)........w.Z.l..v..U..{..@.U.Zd.%.z..[...yn..........K...k.[...:...i..^z.~.h.....d.&Z.b.a..a.6Z.l....n...i.(....\.................x..{.x.G...(..-i..V.X+i.Ek..$.1..N.I..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\o-0bIpQoyXQa2RxT7-5B6Ryxs2E_6n1iPKba5a7dvQ[1].woff

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\o-0bIpQoyXQa2RxT7-5B6Ryxs2E_6n1iPNHa5a7dvQ[1].woff
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 10612, version 1.1

Category: downloaded

Size (bytes): 10612

Entropy (8bit): 7.938455554680479

Encrypted: false

SSDEEP: 192:0C4O2KXDBwUlVFdKZsFm6uxeOW5vfESQUOcJ+8OMfwyF98+Gpp1:UORBwSqCmzx/WpfEncA8h4gJi

MD5: 3C73EA4821E43477B4A2EC54D945B677

SHA1: E854ADA0CDBC7A7E64D9F062A670EDA996CD89D2

SHA-256: 47B4AF9BD262AAD5CBD54D94E4FB36A3FA2CCF2B557762265BA0F671173B1039

SHA-512: C6C9355597FF16D01DD22417A698B57C8708C263859A31B9FB7BC8DCD14C4D5B4D95B1AC5616E6F98E2362115E8CF0CA35797FE4D036AB9C194527BD307896A9

Malicious: false

Reputation: low

IE Cache URL: https://fonts.gstatic.com/s/catamaran/v7/o-0bIpQoyXQa2RxT7-5B6Ryxs2E_6n1iPNHa5a7dvQ.woff

Preview:
wOFF......)t......E.........................GDEF...l...4...F....GPOS....... ... DvLuGSUB....... ... ....OS/2.......O...`g...STAT...0...&...*y.l.cmap...X...^.....+.Agasp................glyf...... ...9.
....head..$D...6...6.#..hhea..$|.......$....hmtx..$..........#..loca..&l........)../maxp..(........ ....name..(8.......p<.[~post..)X....... ...2prep..)l........h...x......@...y......f]c..F..&.\c..Zc.q
.8]....'~].!...............DFLT............................taml..tml2..........x.c`argna`e``.b.```...q.F...H...A.$...D..3.``P.e.......IF..a2H..).. ......@...x.c`.B. f`...2.L...% &....b.dna`..,.....x..........m.
w.5f{...m.mM.m.C.|;...;.@(.E.......5....*.....l....ObB.4.=..0.q.%...."."A..N00.\ 22Sd..$.@9...N.#.q.u.|.ch..9...I`...CH...$.41G!f.1..)A......o~..|.....<...z<..l..cO...U..].]_..kB.......t.F[l
..)........w.Z.l..v..U..{..@.U.Zd.%.z..[...yn..........K...k.[...:...i..^z.~.h.....d.&Z.b.a..a.6Z.l....n...i.(....\.................x..{.`.G.......bYZ.k..$[f.c....,$...B

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\o-0bIpQoyXQa2RxT7-5B6Ryxs2E_6n1iPPja5a7dvQ[1].woff
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 11184, version 1.1

Category: downloaded

Size (bytes): 11184

Entropy (8bit): 7.936608839823961

Encrypted: false

SSDEEP: 192:56ycO2M2Ibf3F6XluiPR4fjkWwhPtYD6SqTQU5ZBcgiM4Wn4IKWK:5+OZb3F61uc42hPtYYjNiM41IKWK

MD5: 9758E98D63DF6BBEE294A60102B2FDB9

SHA1: 4EF75C7911A130C698E45C964C5BFC36C3EA9A52

SHA-256: 499DC5BEFFABF8399DA0CF2F35FEB9CE0C7523C4F8B284732A8F6F4B2D80F9B8

SHA-512: EA1B66A155727752559C8C1BC643C0A196C518EC782CC82D3C906D8EA7E0328CD75A18E46A213D629CC9FB09237404E20AEA5D1F10CDBA6E9B8CA7C526220BA
B

Malicious: false

Reputation: low

IE Cache URL: https://fonts.gstatic.com/s/catamaran/v7/o-0bIpQoyXQa2RxT7-5B6Ryxs2E_6n1iPPja5a7dvQ.woff

Preview:
wOFF......+.......E.........................GDEF...l...4...F....GPOS....... ... DvLuGSUB....... ... ....OS/2.......O...`g*..STAT...0...&...*y.k.cmap...X...^.....+.Agasp................glyf......"...9$
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\partner[1].gif
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: GIF image data, version 89a, 1 x 1

Category: dropped

Size (bytes): 43

Entropy (8bit): 3.292508224289396

Encrypted: false

SSDEEP: 3:CUmExltxlSle:JAle

MD5: 55FADE2068E7503EAE8D7DDF5EB6BD09

SHA1: 317496A096D6C86486A71D4521994BCD171A6BB3

SHA-256: E586A84D8523747F42E510D78E141015B6424CF67D612854E892A7BCEDC8EC9E

SHA-512: A9ADB9FEEA4BC14B9C34ED17CD30F8CB36DC686E9F69A292FE65BEBC195BE4714391FD98EC7B67BFD363FBBB6089C41A0B7CAB5130B50B461748E668CAC75
621

Malicious: false

Reputation: low

Preview:
GIF89a.............!.......,........@..D..;
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\pixel[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 1 x 1, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 3230

Entropy (8bit): 5.335916817166796

Encrypted: false

SSDEEP: 96:WSRuSRuSRuSRuSRuSRuSRuSRuSRuSRuSRuSRuSRuSRuSRuSRuSRuSRuSRf:WSRuSRuSRuSRuSRuSRuSRuSRuSRuSRuM

MD5: B945FF8F5678F727FBB644ED962E1B6C

SHA1: 93CD8AB9B4FC17F2125A3D9FFC77422D524A6594

SHA-256: FFB087146E42B20948A34762D6B1CEAD73995C213311DE0C5767EC1442319833

SHA-512: B83D569E9A1258F999975976BD3BCA751EE88D22DFE6A9179ADF7D640CF4AE89BCCF0E6B14305DD17DE5A6399C89F24ADFA39BE176FCA73DB9A9BA888A6B11
CC

Malicious: false

Reputation: low

Preview:
.PNG........IHDR....................bKGD..............pHYs.................tIME......-Q.7n....tEXtComment.Created with The GIMP.d%n....IDAT..c.iy......+........IEND.B`...PNG........IHDR.....
...............bKGD..............pHYs.................tIME......-Q.7n....tEXtComment.Created with The GIMP.d%n....IDAT..c.iy......+........IEND.B`...PNG........IHDR....................bKGD..
............pHYs.................tIME......-Q.7n....tEXtComment.Created with The GIMP.d%n....IDAT..c.iy......+........IEND.B`...PNG........IHDR....................bKGD..............pHYs.....
............tIME......-Q.7n....tEXtComment.Created with The GIMP.d%n....IDAT..c.iy......+........IEND.B`...PNG........IHDR....................bKGD..............pHYs.................tIME......-
Q.7n....tEXtComment.Created with The GIMP.d%n....IDAT..c.iy......+........IEND.B`...PNG........IHDR....................bKGD..............pHYs.................tIME......-Q.7n....t
EXtComment.Created with The GIMP.d%n....IDAT..c.iy....

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\pixel[2].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 1 x 1, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 170

Entropy (8bit): 5.335916817166796

Encrypted: false

SSDEEP: 3:yionv//thPlE+tnM5OCAadCmy42/uDlhlbGlo+4/iRXTECLrlxyxtyaC/tIlsg1B:6v/lhPfZMQC19s/6TdKXTECL6yR/iVB

MD5: E7673C60AF825466F83D46DA72CA1635

SHA1: FC0FCBEE0835709BA2D28798A612BFD687903FB5

SHA-256: 0B8A20373C6DD04E091902226D922B3688143A8938AFB9D283D889DE7B55CEB5

SHA-512: F1C33E72643CE366FD578E3B5D393799E8C9EA27B180987826AF43B4FC00B65A4EAAE5E6426A23448956FEE99E3108C6A86F32FB4896C156E24AF0571A11C498

Malicious: false

Reputation: low

Preview:
.PNG........IHDR....................bKGD..............pHYs.................tIME......-Q.7n....tEXtComment.Created with The GIMP.d%n....IDAT..c.iy......+........IEND.B`..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\pixel[3].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 1 x 1, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 170

Entropy (8bit): 5.335916817166796

Encrypted: false

SSDEEP: 3:yionv//thPlE+tnM5OCAadCmy42/uDlhlbGlo+4/iRXTECLrlxyxtyaC/tIlsg1B:6v/lhPfZMQC19s/6TdKXTECL6yR/iVB

MD5: E7673C60AF825466F83D46DA72CA1635

SHA1: FC0FCBEE0835709BA2D28798A612BFD687903FB5

SHA-256: 0B8A20373C6DD04E091902226D922B3688143A8938AFB9D283D889DE7B55CEB5

SHA-512: F1C33E72643CE366FD578E3B5D393799E8C9EA27B180987826AF43B4FC00B65A4EAAE5E6426A23448956FEE99E3108C6A86F32FB4896C156E24AF0571A11C498

Malicious: false

Reputation: low

Preview:
.PNG........IHDR....................bKGD..............pHYs.................tIME......-Q.7n....tEXtComment.Created with The GIMP.d%n....IDAT..c.iy......+........IEND.B`..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\pixel[4].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 1 x 1, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 170

Entropy (8bit): 5.335916817166796

Encrypted: false

SSDEEP: 3:yionv//thPlE+tnM5OCAadCmy42/uDlhlbGlo+4/iRXTECLrlxyxtyaC/tIlsg1B:6v/lhPfZMQC19s/6TdKXTECL6yR/iVB

MD5: E7673C60AF825466F83D46DA72CA1635

SHA1: FC0FCBEE0835709BA2D28798A612BFD687903FB5

SHA-256: 0B8A20373C6DD04E091902226D922B3688143A8938AFB9D283D889DE7B55CEB5
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SHA-512: F1C33E72643CE366FD578E3B5D393799E8C9EA27B180987826AF43B4FC00B65A4EAAE5E6426A23448956FEE99E3108C6A86F32FB4896C156E24AF0571A11C498

Malicious: false

Reputation: low

Preview:
.PNG........IHDR....................bKGD..............pHYs.................tIME......-Q.7n....tEXtComment.Created with The GIMP.d%n....IDAT..c.iy......+........IEND.B`..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\pixel[4].png

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\recaptcha__en[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 343493

Entropy (8bit): 5.689500475116669

Encrypted: false

SSDEEP: 6144:LD7O+JwNJ16l1rwc30d+FODzS77l5UkR6tmx:LLQ1EMrdpSHl5U3tmx

MD5: E28E6938C382A88686493D368DE3F7F6

SHA1: B268A8EAF2BF2BACA9D0E5AA816FF63970AEEA6A

SHA-256: 14A2806A256579773A3680E21459DEA7827D002104C6336856E0BEF9A39BE0C9

SHA-512: 93FEF84110208359642D1FD5B6FDB4E5792B79F27C40FCCD64AFC304E85520C6868F7220522F2F54876749CC1978560A1E7157318BD9206BD27871F8E243604A

Malicious: false

Reputation: low

IE Cache URL: https://www.gstatic.com/recaptcha/releases/UFwvoDBMjc8LiYc1DKXiAomK/recaptcha__en.js

Preview:
(function(){/*.. Copyright The Closure Library Authors.. SPDX-License-Identifier: Apache-2.0.*/.var T=function(){return[function(Q,n,y,p,N,H){return(Q-1)%(((Q-(N=[11,33,7
],N[2]))%N[0]||(yR.call(this),this.C=[]),(Q+N[2])%10)||!n.l||(n.F=y,n.l.onmessage=M(n.S,n)),N[0])||!p||(y.K?K[21](N[1],y.K,p)||y.K.push(p):y.K=[p],K[23](13,"7",n,y,p)),H}
,function(Q,n,y,p,N,H,k,c){if(!(((c=[null,11,43],Q)>>2)%c[1])){if((this.C=(this.P=(jx.call(this),n)||0,y)||10,this.P)>this.C)throw Error("[goog.structs.Pool] Min can not be greater 
than max");this.D=((this.F=new (this.l=new nj,pj),this).delay=0,c)[0],this.FR()}if(!((Q<<.((Q>>(3==((Q|2)&15)&&(N={},p=void 0===p?{}:p,w(T[5](c[2],n,Na),function(X,D,V){
D=Na[X],D.zb&&(V=p[D.Z()]||this.get(D))&&(N[D.zb]=V)},y),k=N),1))%5||(N=r[37](57,n)(),k=q[27](13,y,p,N)),2))%14))a:{if((H=g[0](90,9,y),H).defaultView&&H.default
View.getComputedStyle&&(N=H.defaultView.getComputedStyle(y,c[0]))){k=N[p]||N.getPropertyValue(p)||n;break a}k=n}return k},function(Q,n,y,p,N,H,k,c,X,D

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\revicons[1].eot
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Embedded OpenType (EOT), revicons family

Category: downloaded

Size (bytes): 12136

Entropy (8bit): 6.261379703810077

Encrypted: false

SSDEEP: 192:xfDmzu+lqpPKvoZj2rpsD+lcsvDfM9A5sXa/MdMeHso478aumzNKzxgBm+G:xfDmFGyvoZSaDwvDfM9MYjMeHs5fg/

MD5: 2FEB69CCB596730C72920C6BA3E37EF8

SHA1: F3A83BC4ABD0D4F968FC45EC14DA4636A8159B38

SHA-256: 9E4D4C6813568FDF70C61ECA9446D1BB80F84E79E8F2E5ED177365B6D5DE5FBF

SHA-512: F88E5F714D87FC7C45FC4CC8DFA7C2B5452662ECF4FEA27C45DD5315D3D0F4850985C470486EC34FB97031411F76E80BF2A13791DEDD67DA9EBC053C1EFB3D7
3

Malicious: false

Reputation: low

IE Cache URL: https://localcoronavirus.com/assets/fonts/revicons/revicons.eot?5510888

Preview:
h/................................LP................................................r.e.v.i.c.o.n.s.....R.e.g.u.l.a.r.....V.e.r.s.i.o.n. .1...0.....r.e.v.i.c.o.n.s................`OS/2>(H........Vcmap...&...D....cvt ....
..$.....fpgm..x;..$.....gasp......$.....glyf.!T........jhead.j=....4...6hhea.......l...$hmtx|c..........loca......@...Zmaxp.[.|....... name.+!........post..O..."....!prep.......h...V...........z.......z.......1
..............................PfEd.@...;.R.j.Z.R...............................|...........`................... ./.4.6.;...............".1.6.:............................................................................................................
...............................................................................................................................................................................................................B.....&.B@?%$#! .....B...@.....j.....j.....
.M.....T....H.....&.&......"...+.#'.#"....&7%6..2.....#!"&5.463.5'..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\rum[1].gif
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: GIF image data, version 89a, 1 x 1

Category: dropped

Size (bytes): 86

Entropy (8bit): 3.0314906788435274

Encrypted: false

SSDEEP: 3:CUkwltxlHhqwkwltxlHh/:Pqw/

MD5: 863FD9BDBD047FCB20A2123389FC0E88

SHA1: 00AF66F8505D7C39A33B7CBF3D1DDDC710D5BDA1

SHA-256: DCF947AA1A918152A620F6CFE960A66C1BA0A6D301E6CBFCCC9212D3E69DA761

SHA-512: 8433EB5D59C38880A2470F7545112815E733B0B21E65F9902BEDE06A4C849EF02C2C78074C063A72474930DFE8FF8CBB02DFCE929DDFE592B49B01CA64D2D0C8

Malicious: false

Reputation: low

Preview:
GIF89a.............!.......,...........D..;GIF89a.............!.......,...........D..;
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\script[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text

Category: downloaded

Size (bytes): 9708

Entropy (8bit): 5.214752931256216

Encrypted: false

SSDEEP: 96:s3zYMTo2b4evcV6mYcBDfmwAmw43RvCHk7pSBtDoUcmllfKJP/feWNSAiM2lZsO9:7MT7xcBDf4m7RaqYBt0XmllfKJ6Aitlb

MD5: 755F8D66893A006077C04C3948CAA1AE

SHA1: 54AD9CCEB4FA23D8ACAE4A0F4FCE150A21185684

SHA-256: 4D15BB829E791ECD9ECDEB1A387D278104F68F24A2B53EE7390925E41DC4EB25

SHA-512: D68A19E2D30856B8E5F1E585D5B69CEAB873FD816D7CF2089BF62C84239395697F01FE7B6E8DAD1BDB2ABA5296B3670C9D47CA7DADBADB6F8707108CD28FAB
1F

Malicious: false

Reputation: low

IE Cache URL: https://s0.2mdn.net/ads/richmedia/studio/pv2/61126275/20200902081857585/Equifax_UKLifeMoments_160x600/script.js

Preview:
// --------------- Variables ---------------//..var Banner = Banner || {},.    maxLoops = 3,.    curLoop = 0,.    bWidth = document.getElementById('banner').getBoundingClientRect()
.width,.    bHeight = document.getElementById('banner').getBoundingClientRect().height,.    slideContainer = document.getElementById('slideContainer'),.    fadeSpeed = 
0.3,.    revealSpeed = 0.5,.    tl, .    maxScore = 680,.    scoreTotal = 383, // Used when no value supplied (UK Average).    locationName,.    image1_X_Start,.    image1_
Y_Start,.    image1_X_End,.    image1_Y_End,.    image1_Zoom_Start,.    image1_Zoom_End;...// --------------- DC Studio Dynamic Variables ---------------//..function setD
ynamicVars() {.    Enabler.setProfileId(10447115);.    var devDynamicContent = {};..    devDynamicContent.Equifax_Geo_Targeting_Feed_GeoData = [{}];.    devDyna
micContent.Equifax_Geo_Targeting_Feed_GeoData[0]._id = 0;.    devDynamicContent.Equifax_Geo_Targeting_Feed_GeoData[0].Name = "Birmingham";.    devDyna

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\sd[1].gif
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: GIF image data, version 89a, 1 x 1

Category: dropped

Size (bytes): 43

Entropy (8bit): 2.9889835948335506

Encrypted: false

SSDEEP: 3:CUkxl7/lHh/:slf/

MD5: B4491705564909DA7F9EAF749DBBFBB1

SHA1: 279315D507855C6A4351E1E2C2F39DD9CD2FCCD8

SHA-256: 4E0705327480AD2323CB03D9C450FFCAE4A98BF3A5382FA0C7882145ED620E49

SHA-512: B8D82D64EC656C63570B82215564929ADAD167E61643FD72283B94F3E448EF8AB0AD42202F3537A0DA89960BBDC69498608FC6EC89502C6C338B6226C8BF5E14

Malicious: false

Reputation: low

Preview:
GIF89a.............!.......,...........D..;

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\settings_grey600_24dp[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 48 x 48, 8-bit gray+alpha, non-interlaced

Category: downloaded

Size (bytes): 604

Entropy (8bit): 7.573620174038291

Encrypted: false

SSDEEP: 12:6v/7dkfFQPHl09Kor6EHz1g+WVmObBbBbaLPIpTIiVojx5cF8NonhstcAzhu1:CkEl0nr6EHz1VWV33ePIpTzVojx5p6nH

MD5: 7BD42E5A35B5FB3FF852D6EA9191CA83

SHA1: 8A141EB392A05A2DEA3DCD83B97940EF70A81EBC

SHA-256: 5C4A713EE4250851232BE9F9F68D41586BE39B299528CFC7266E0B0E7E582E1B

SHA-512: 6FF31ACB937D6944570A837BB77AED92DAE41D71681440DC4765758FC40585F55999F2CDD78C4CE76A5AB414331BA9959BAFCFEF7E85B756AAB899C247F02890

Malicious: false

Reputation: low

IE Cache URL: https://www.gstatic.com/images/icons/material/system/2x/settings_grey600_24dp.png

Preview:
.PNG........IHDR...0...0.......1....#IDATx...MKTQ...3...K...gP.Eo.Z$..6......"0..."..E-Z...C....+..E.T...JH/.HC.$d...y..."..W...w.3..3..9... ^..Fr4R.Q.....H<...\...V.[...v.L.D...y.wYQ....]..
..w&...|F...iz8..b.s.r..[.H..5..5D..[@.ed.-...O..=..G..lpD.R.F".J....... .. y*..$>.)V.`..quuP4.W9.}....*..y......~E}.7....IU.~.!.Ak.>....A..o..._.....7.4...{.K..6o.O..5.0n.`..z...V."^. 0.x=.
.^M...*t...H..9.B.(UD..>heD......."....W..T.E..0D.fYfI..3.-.G".....#.p....q.......Bv..{5.!u.F.i.......[.s.)....I....v.....Y.P.5?...n.'.......;...T......f......Q...~...8.....h.......T3<........IEND.B`.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\sharer[1].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 51503

Entropy (8bit): 5.4528263658044125

Encrypted: false
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SSDEEP: 1536:f2CUtAmJi9M/sC9VzGOJg/ZwMF4M912flcGT5aG2F:w6

MD5: 2F57F3414B36A4F1F2CF13FD77F2820D

SHA1: D6AB0F3541A27D9B3953341BF67E29B7B968E450

SHA-256: 386C501BED36C0DC1117E0B4CB0E30635E25AE05891A050FD4343F1012A32ED2

SHA-512: B355B3414259C12E9B4F86A5204FABE62B930F7FB3558AECDDFB6D9B4D5D8465514CA1347F720C1140B90BDAD27784F0F9F5DB9285DFCDAD5BC25FA25B63E42
3

Malicious: false

Reputation: low

Preview:
<html><head><title>Redirecting...</title><script type="text/javascript" nonce="ATcP0HS8">/*<![CDATA[*/(function(){function si_cj(m){setTimeout(function(){new Im
age().src="https:\/\/error.facebook.com\/common\/scribe_endpoint.php?c=si_clickjacking&t=2083"+"&m="+m;},5000);}if(top!=self){try{if(parent!=top){throw 1;}var si_cj_d=["a
pps.facebook.com","apps.beta.facebook.com"];var href=top.location.href.toLowerCase();for(var i=0;i<si_cj_d.length;i++){if (href.indexOf(si_cj_d[i])>=0){throw 1;}}si_cj("3 
");}catch(e){si_cj("1 \t");window.document.write("\u003Cstyle nonce=\"ATcP0HS8\">body * {display:none !important;}\u003C\/style>\u003Ca href=\"#\" onclick=\"top.location
.href=window.location.href\" style=\"display:block !important;padding:10px\">Go to Facebook.com\u003C\/a>");/*BncxD8kg*/}}}())/*  */</script><script nonce="ATcP
0HS8">window.location.replace("https:\/\/m.facebook.com\/sharer\/sharer.php?u=https\u00253A\u00252F\u00252Flocalcoronavirus.com");</script><meta http-equiv="ref
resh" con

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\sharer[1].htm

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\sharer[2].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 51708

Entropy (8bit): 5.452594894918569

Encrypted: false

SSDEEP: 1536:fiqg4LArCC1SSC5UB/G5JnigKORBnstO2KonNo20a:A

MD5: BCABD37B51EB9EE0E9A779BE109F9886

SHA1: CADD41B4E58B6C7AB0D386508466EE4BAC221B64

SHA-256: DCBA45E152F00106284DC07980FFC3730C7395970A2F7D547C8064DCC4C5F6AA

SHA-512: F6C6696FEDBBD6DE8962E637BBAC9C2DC416D7EB6B7155A7DDD14F69652C3D8941FA981158FEC3E4B13D107277FA74A4DC7ECAB261F8950358F162F85CA466
A5

Malicious: false

Reputation: low

Preview:
<html><head><title>Redirecting...</title><script type="text/javascript" nonce="fae1Y2l3">/*<![CDATA[*/(function(){function si_cj(m){setTimeout(function(){new Image().src=
"https:\/\/error.facebook.com\/common\/scribe_endpoint.php?c=si_clickjacking&t=7177"+"&m="+m;},5000);}if(top!=self){try{if(parent!=top){throw 1;}var si_cj_d=["a
pps.facebook.com","apps.beta.facebook.com"];var href=top.location.href.toLowerCase();for(var i=0;i<si_cj_d.length;i++){if (href.indexOf(si_cj_d[i])>=0){throw 1;}}si_cj("3 
https:\/\/www.facebook.com\/sharer\/sharer.php?u=https\u00253A\u00252F\u00252Flocalcoronavirus.com&_rdr");}catch(e){si_cj("1 \thttps:\/\/www.facebook.com\/shar
er\/sharer.php?u=https\u00253A\u00252F\u00252Flocalcoronavirus.com&_rdr");window.document.write("\u003Cstyle nonce=\"fae1Y2l3\">body * {display:none !important;
}\u003C\/style>\u003Ca href=\"#\" onclick=\"top.location.href=window.location.href\" style=\"display:block !important;padding:10px\">Go to Facebook.com\u003C\/a
>");/*xi3CACU4*/}}}(

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\simple-line-icons[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 15535

Entropy (8bit): 5.0367299710031705

Encrypted: false

SSDEEP: 192:ZC9nALW8XntCsL6buDi0+P46zzReMwsnGLA99d3iMm:8FQt+zzzRn3G

MD5: E6BFBCFB86EBFA8586B19F313A4271B0

SHA1: 348D84D1611F6DECFE826C88B3F15561040E065E

SHA-256: 21C108BCBDAA7BE10991C2322588045A42BF193B03D7B63488043FACF1631264

SHA-512: ABD9C4AEA0B43005C97E748F0817AE96E0E0ED5A5B8A29F2BAAF9F4ADAF55947BA9BC2F2FDFA38E3877B25DC787FCA588A399744AF3907669BEE30C8FB455A
EF

Malicious: false

Reputation: low

IE Cache URL: https://localcoronavirus.com/assets/css/simple-line-icons.css

Preview:
@font-face {..font-family: 'Simple-Line-Icons';..src:url('../fonts/Simple-Line-Icons.eot');..src:url('../fonts/Simple-Line-Icons.eot?#iefix') format('embedded-opentype'),...url('..
/fonts/Simple-Line-Icons.woff') format('woff'),...url('../fonts/Simple-Line-Icons.ttf') format('truetype'),...url('../fonts/Simple-Line-Icons.svg#Simple-Line-Icons') format('svg');
..font-weight: normal;..font-style: normal;.}../* Use the following CSS code if you want to use data attributes for inserting your icons */.[data-icon]:before {..font-family: 'Simp
le-Line-Icons';..content: attr(data-icon);..speak: none;..font-weight: normal;..font-variant: normal;..text-transform: none;..line-height: 1;..-webkit-font-smoothing: antialiased;..-
moz-osx-font-smoothing: grayscale;.}../* Use the following CSS code if you want to have a class per icon */./*.Instead of a list of all class selectors,.you can use the generic 
selector below, but it's slower:.[class*="icon-"] {.*/..icon-user-female, .icon-user-follow, .icon-us

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\site[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text

Category: downloaded

Size (bytes): 4858

Entropy (8bit): 5.261133118436834
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Encrypted: false

SSDEEP: 96:/9hsRKY516RRo51tIgxWque+PLTu1HDHEBS8i60wPszwWh:lhUFMSjvbeLTutTWi60wP0wS

MD5: 8326E193EFC45F1F76D7201FF281C6A2

SHA1: 53144F3CDFD5F58E4F82A81598136BD7B879DC07

SHA-256: 07DC5FEC34F290971BE521C866D4675D6B9C1D1661883451E671E79C1C496899

SHA-512: 19F8E12F2FFAB537E2B1EE876C4C12D9D58D7F01A76C6F49ED5DE9BA03145ADDB98E2CF30D887AD492B96BA3A94B008AF5C041648C242281A404878E2AC90E3
7

Malicious: false

Reputation: low

IE Cache URL: https://localcoronavirus.com/assets/js/site.js

Preview:
$(function() {.."use strict";..var stickOnScroll;..var header_top = $('.header-three-margin').height() - 96;..//Header Option..$('#header').addClass('normal');//Choose Here 
Class Name (normal or fixed or intelligent);...$(window).scroll(function() {...if ($('#header').length) {....var scroll_t = $(window).scrollTop();....if (header_top < scroll_t) 
{.....$('#header').addClass('bg_color');....} else {.....$('#header').removeClass('bg_color');....}...}......if(scroll_t == 0){....$('#header').removeClass('bg_color');...}..})..if ($('#owl-
slider').length) {....$("#owl-slider").owlCarousel({.....autoPlay : 3000, //Set AutoPlay to 3 seconds.....items : 3,....itemsDesktop : [1199, 3],....itemsDesktopSmall : [979, 2],..
..itemsMobile : [600, 1]....});..}..if ($('#owl-slider-clients').length) {....$("#owl-slider-clients").owlCarousel({.....autoPlay : 3000, //Set AutoPlay to 3 seconds.....items : 6,
....itemsDesktop : [1199, 6],....itemsDesktopSmall : [979, 6],....itemsTablet : [768, 3]....});..}..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\site[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\sync[1].gif
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: GIF image data, version 89a, 1 x 1

Category: dropped

Size (bytes): 172

Entropy (8bit): 2.7374910194847146

Encrypted: false

SSDEEP: 3:CUnl/7yltxlHhqwnl/7yltxlHhqwnl/7yltxlHhqwnl/7yltxlHh/:/+qA+qA+qA+/

MD5: 4DA5C7F22D411F38ECD6E647F8710BF4

SHA1: 410492D6648728F1D448948C9D1825BD093F4CD7

SHA-256: 61977CF3DF818AC48050DB88031334F4025B7EDA58BE23C994E8A660711BEFC2

SHA-512: AB403647CB23A4D515C47072F9388876A76558BF3D9F3D1EA715F49D7E4F8F9B737232CE031DEE55DA81F9190FBAC98C017BEF3A9588FF332C1EB69EA02537DA

Malicious: false

Reputation: low

Preview:
GIF89a.............!.......,...........D..;GIF89a.............!.......,...........D..;GIF89a.............!.......,...........D..;GIF89a.............!.......,...........D..;

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\tfav_adl_186[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 46674

Entropy (8bit): 5.697995853808138

Encrypted: false

SSDEEP: 768:Ja4xcEZXwAakV8FUaFFlM597SLgcz1ZMLkIlpisBl+CkWMJZr57xqaFVpRAsZHjg:JRxPww87FOuL9z1XIlpisBlHkWMJZr5o

MD5: 67BB8B299E881B5CAC95CD5ECA256E50

SHA1: BCCABF7A7BB228D071579C0D83B19C277CB90547

SHA-256: 1FEB6DBEA2C48DD294C47E433D491602DDC14497F798D5708C511C1C9E7C51A6

SHA-512: CBBA090ACF73692F2BEDCA347BEEED282C3498EB0190C3E63C1DBB71A8B41A9DBA95131F01E929F46CF05AD138B29CD6182F4F997F6DBEC508794D50F6CBD9
79

Malicious: false

Reputation: low

IE Cache URL: https://j.adlooxtracking.com/ads/js/tfav_adl_186.js

Preview:
(function(I){function Ja(a){a.ownerDocument&&(a=Ka(a));try{return a.frameElement}catch(b){return null}}function Ka(a){a=a.ownerDocument;return a.defaultView||a.
parentWindow}function tb(a){var b=a.document;b=b.documentElement||b.body.parentNode||b.body;var c=a.pageXOffset!==I;return{x:C(c?a.pageXOffset:b.scrollLeft),y:C
(c?a.pageYOffset:b.scrollTop)}}function ub(a,b){function c(a,b,e){var d=e[a];if(b(d,e))return d;e=e.frames;for(d=e.length;0<d--;)try{var k=c(a,b,e[d]);if(k)return k}catch(hc)
{}}var d=.h,e=c(a,b,d);if(e)return e;do try{var l=d[a];if(b(l,d))return l}catch(k){}while(d!=W&&(d=d.parent));return null}function C(a){return parseInt(a,10)}function La(a){var 
b=b||901;return a.split("[ADL_SID]").join(R).split("[ADL_VW]").join(Z.B&&Z.B.vwb[0]?1:0).split("[ADL_FW]").join(~~ia).split("[ERRORCODE]").join(b).split(/(?:\[|$\{|%%)CA
CHEBUST[A-Z]*(?:\]|\}|%%)/i).join(Math.floor(99E6*Math.random()+1E6)).split(/\[TIMESTAMP\]/i).join(z((new Date).toISOString()))}function vb(a){var b=b||null;var

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\um[1].gif
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: GIF image data, version 89a, 1 x 1

Category: dropped

Size (bytes): 23

Entropy (8bit): 2.3053206513329316

Encrypted: false

SSDEEP: 3:CUXJ/lH:Dd

MD5: DA5B449FFF36752A93779FA4067CD2EB

SHA1: 71A96EEA77F21AB5F1819B96C4CEDD5CD34476CA
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SHA-256: 328E90A318268AEA96180CC31666AE6D6F79D90D078C123BC3D98EE08A192FB7

SHA-512: 5E5D764A6B91884EEC42982917D94822E6E1B1525575DDBD917F6959488C7D1D72AF2F2DD2A5BFD881533C6D44CCCC67D336FB7E6B08E15A7951FF36F359A3A9

Malicious: false

Reputation: low

Preview:
GIF89a.......,.........

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\um[1].gif

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\widgets[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines

Category: downloaded

Size (bytes): 97262

Entropy (8bit): 5.182491779406178

Encrypted: false

SSDEEP: 1536:NozBP1pLwRHDuNqLEbUnLSAuDFUDkcspONcBoN7WKnu8ryML1SEW/:21uRj2vAJkk0wp/W/

MD5: A671D4D584EF50954E5CEBB21DA17065

SHA1: 8525273807BC78582911A112FEB6DA77E93BEFA0

SHA-256: 2B418A10BA4680C77FA07FB0E736EEC6306CBA0DBBBC8DEAC94A25E679178E15

SHA-512: D73938A1C661B5F3528973A3B141F8DA25335CE93A3DF7A0BF8200D7B6EB4B6DCD89331E0EC1B19FF9A1838973F8BAEB86EFCF60DE763570A2D59578F10D5D1
3

Malicious: false

Reputation: low

IE Cache URL: https://platform.twitter.com/widgets.js

Preview:
Function&&Function.prototype&&Function.prototype.bind&&(/(MSIE ([6789]|10|11))|Trident/.test(navigator.userAgent)||(window.__twttr&&window.__twttr.widgets&&wind
ow.__twttr.widgets.loaded&&window.twttr.widgets.load&&window.twttr.widgets.load(),window.__twttr&&window.__twttr.widgets&&window.__twttr.widgets.init||function(t)
{function e(e){for(var n,i,o=e[0],s=e[1],a=0,c=[];a<o.length;a++)i=o[a],r[i]&&c.push(r[i][0]),r[i]=0;for(n in s)Object.prototype.hasOwnProperty.call(s,n)&&(t[n]=s[n]);for(u&&u(e)
;c.length;)c.shift()()}var n={},r={1:0};function i(e){if(n[e])return n[e].exports;var r=n[e]={i:e,l:!1,exports:{}};return t[e].call(r.exports,r,r.exports,i),r.l=!0,r.exports}i.e=function(t){
var e=[],n=r[t];if(0!==n)if(n)e.push(n[2]);else{var o=new Promise(function(e,i){n=r[t]=[e,i]});e.push(n[2]=o);var s,a=document.getElementsByTagName("head")[0],u
=document.createElement("script");u.charset="utf-8",u.timeout=120,i.nc&&u.setAttribute("nonce",i.nc),u.src=function(t){return i.p+"js/"+({0:"moment~ti

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\0W10PBUV\zYXgKVElMYYaJe8bpLHnCwDKhdHeEw[1].woff
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 22620, version 1.1

Category: downloaded

Size (bytes): 22620

Entropy (8bit): 7.9761014161385395

Encrypted: false

SSDEEP: 384:2VQcYOB3hkUVFLXB9e+TBzbgby0n2u86NWx754v9PIU4t7uSzOS2xC9Jrmj+lGzI:2VQcYOBpVtXB9e+T2OMw6NWx754VgfbH

MD5: A2C56F946488A9A267BA6BA21471A217

SHA1: 05124DD70199CD052531A4FDF3FEFC34B99D6AB4

SHA-256: ED561C5D042D08481AF8CB1D52EF6B0365FF6B982F17983CC0E0778C1611AFC1

SHA-512: E242BE2965AB97080EFC258D5FC6E440FA8ACAF0DFC1E2449AAA13E2997ECED0673918E0AC75738B30DDAC595D30DC9DB77CAC167893B5FD96C54064F4405F
82

Malicious: false

Reputation: low

IE Cache URL: https://fonts.gstatic.com/s/ibmplexsans/v8/zYXgKVElMYYaJe8bpLHnCwDKhdHeEw.woff

Preview:
wOFF......X\................................GDEF.......9...@....GPOS..........56.n*.GSUB............>.,GOS/2.......Y...`i. ecmap............?.=.cvt .......>...>.m..fpgm...........s.Y.7gasp............
...!glyf......:d..~.....head..P8...6...6.*.ohhea..Pp.......$....hmtx..P..........';oloca..R.........v,..maxp..T.... ... ....name..T........p.F8.post..Ux.......5.=..prep..Wp............x......@....O..u
..@.Ah....n.....P.&U,V......K.....I....;...x.d...Q.E.:..b..Q.Il.?.ylc.m.....P....#....0....Yy..[l.}..]. ...(..j....Dn]yx..c.P...@.hw.....o.pQ{...S1.A..........0}.\...f.....L...Z.....i.)W..... a.#u.E{.
..0_.....)...k...r..[....6...c.j{n{m......sQ..`.s..".....b5...F...mlg.;....r./.........u.q..|.3..$.x.H$..RI#....&.\...".)..2...*....:..k... ..c.33....}8}......p.&.4af..|.`f..xu.T....O.U/.1.a.b..T.9^.+q...g...\.
.....d..S.X'f..B\.E..Q.f.@Kv;.=:r....}v...F........f......*.U...:..Y.....u.7`A.%<.}K.X......2*........s]\aw.n..q.uw.j..%.(.......4..T:.mk........

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\16061235896650[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: RIFF (little-endian) data, Web/P image

Category: downloaded

Size (bytes): 58978

Entropy (8bit): 7.992053510967186

Encrypted: true

SSDEEP: 1536:IZ84oRbrhnvkLu01xzuLRIxi0WiBLWUKFZrsj9YG5kO:Ii4oRtvOu01SRIxtNLnGrsj9YmT

MD5: 5C80F83A6E58FBC27F6E6F355B7B2641

SHA1: FC3FC74769FFF2A6A0957F70BF112C03EA4AE558

SHA-256: CD0E4113FAAA46BF77AEF876925200B89EF7A3CD7204410FD33E5E9A74749423

SHA-512: 7C1616B49C5E40A037D17C19328733ADCEE368F5D921A898B6426705D8BA1A47A74F3E30EC273692CAA4BBF6E26EAC27A00F6DBFB4CCA3B061BB78103894F2E
E

Malicious: false
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Reputation: low

IE Cache URL: https://phantom-
elmundo.unidadeditorial.es/a6636c03e86c828c7618ccc412fc77c3/crop/0x0/2044x1363/resize/1200/f/webp/assets/multimedia/imagenes/2020/11/23/16061235896650.jpg

Preview:
RIFFZ...WEBPVP8X.... .........ICCP0......0ADBE....mntrRGB XYZ .........3.;acspAPPL....none...........................-ADBE................................................cprt.......2desc...0...kwtpt..
......bkpt........rTRC........gTRC........bTRC........rXYZ........gXYZ........bXYZ........text....Copyright 2000 Adobe Systems Incorporated...desc........Adobe RGB (1998)..........
......................................................................XYZ .......Q........XYZ ................curv.........3..curv.........3..curv.........3..XYZ ..........O.....XYZ ......4....,....XYZ ......&1.../....VP8 
....0....*.. .>i(.E.+..2......gm.u..3.f...p....NB+..K9..>....o..........U......[..?.......|.st...g.O....2r..W..YsL...7...<?q.Q.g...;.._.....}f..zf..a.............?.......|.._.......E.5....,............c.......C....p_..
......w......m.....~...k.........H}}....._.....?..u{8.\....A.1G!.u.....2<]%..Y[..T!....H>.....<a..".\..^.........Of..C.<.l.!h]...._......~..2.-...-.T5.Wj.._.^.!T5

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\16061235896650[1].jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\16061277446223[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: RIFF (little-endian) data, Web/P image

Category: dropped

Size (bytes): 16384

Entropy (8bit): 7.794572311330079

Encrypted: false

SSDEEP: 384:cOsXKYNg7k9tyMQSyxM6chsiCQjCs3NA2qGq+wJPmMaV:hYywPyMOfIM+zK93aV

MD5: 4B04E53C4ECEDD671714A9C85D645C05

SHA1: 7C0F5799E0A3815356E37ABA165269F3C9C2FAF7

SHA-256: C9FED9B583863F271870F1481F8DA3E677FF6F2383A665553B3277A715C06E61

SHA-512: B51D7E525DE55781F79B3DEF6BE027FFD5CBF19A79343632F0FCAD168E1A7B14E3166922B7B284EB9C778C45664223C1F377BBD9B1C867FA7BF9B82405517164

Malicious: false

Reputation: low

Preview:
RIFF.7..WEBPVP8X.... .........ICCP........appl....mntrRGB XYZ ...........1acspAPPL....APPL...........................-appl................................................desc...\...bdscm........cprt..
.D...#wtpt...h....rXYZ...|....gXYZ........bXYZ........rTRC........aarg....... vcgt.......0ndin.......>chad...T...,mmod.......(vcgp.......8bTRC........gTRC........aabg....... aagg....... desc
........Display.................................................................................mluc.......&....hrHR........koKR........nbNO........id..........huHU........csCZ.......0daDK.......FnlNL.......bfiFI.......x
itIT........esES........roRO........frCA........ar..........ukUA........heIL........zhTW........viVN........skSK......."zhCN........ruRU...$...8enGB.......\frFR.......pms..........hiIN........thTH....
....caES........enAU.......\esXL........deDE........enUS........ptBR........plPL........elGR..."....svSE.......<trTR.......LptPT.......`jaJP.......v.L.C.D. .u. .b.o.j.i.... .L.C.D.F.a.r.g.e

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\6875a739b487c02e3ecdfed92cd56743[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, progressive, precision 8, 600x315, frames 3

Category: downloaded

Size (bytes): 16981

Entropy (8bit): 7.957666928368928

Encrypted: false

SSDEEP: 384:JuO/Bg0iWOrSYEP8YWyr5Cq56HFLI4RV7H6ZSGHBR+1cqHWHFV:JucvibSl0Y/58m4r6Z7PYHYFV

MD5: ED929DC53BA634B5CAFA99863ABCD22E

SHA1: 1A2A2060FF98816E9FF59257EF73FAE562432017

SHA-256: 07595754F36183FD5344A3BE3BB99EC8C4770A94E1D1C35223E301799181F3A6

SHA-512: 2FC1601D440ACE12941FD65DD5FDD428B53FE8DD220661B658A2AD792ED7E7062683D527D2706459DA96AFC1C19D1BF6A65256B970DF5780F949E0DB8E376E82

Malicious: false

Reputation: low

IE Cache URL: https://www.ecestaticos.com/imagestatic/clipping/687/5a7/6875a739b487c02e3ecdfed92cd56743.jpg

Preview:
......JFIF.....,.,.....C...........................#.%$"."!&+7/&)4)!"0A149;>>>%.DIC<H7=>;...C...........;("(;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;......;.X..!............................................................
.............................L...(..B..*J.M[..5C..bf.D...>.u...t......4...~.=jy.....f..."T.*.RUL$..J9]..M[.j.H.q...Z.......v.f.X....*We...)...J.2.e...R..&........'3.&..G..)..c.VU..ie......V6.P"RQ.3*...jiA.K..
[bj.Q....'8...yf.....m..6.uv.Y.....(L.P4.+A"..jTNmg9....c....gA..:...X......*.iLb0l...M-t.......%t.TD......f.$.FSr.*..li.}..':......GERSJ...%].hie.lp..C..R...b&\.T.D ..e.F..Y..M..ur...n~..<O..
.U%R0m.[K....B.8..AA..Yg..bU..% ...G.X.4<.s.nog..k..P.No..\.}.uC.l...v..hY]3......9...MJ.DX.(..I.v.z;........<..:....s.8m....G.z.?nm...A.../D...9zb"s\..e.&........:z...@A3..pg.6.w}
>.......%.\9g.R.....#......K.h...9s.\s..%.e#`..z......E0%.2DDfG#w.....<....yy.n.....t]..iw:..|...5..Ye5.T.3Z.<w]..Yw-.Ku-0%.3..fF.XS}:.R...y1..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\6RYML-AXwgKXIEhuMiV2AYgQkEUD0Ei6B6ms7b7P0Jk[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 22030

Entropy (8bit): 5.607219130091125

Encrypted: false

SSDEEP: 384:Fxj+RhI3EKo9yStGTtfdv4hnitKGMyInoFK8rPoM:FR+RC3EKokSwui+kFl

MD5: 0E32A494C72100AFA8320DCF728DDE81

SHA1: F59CA0C93AA27387A59CBC8905A89F12F670E7FD

SHA-256: E9160C2FE017C2029720486E322576018810904503D048BA07A9ACEDBECFD099

SHA-512: B3E406AF3FCD50BB9501D2F993886E9D08F55BEE3F5BE778E5AE68B6B65052072158ED11BC98E1707256A88DB868FB48D35238DEA5A15C9C7D40BF37792F58C
A

Malicious: false

Reputation: low

IE Cache URL: https://pagead2.googlesyndication.com/bg/6RYML-AXwgKXIEhuMiV2AYgQkEUD0Ei6B6ms7b7P0Jk.js
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Preview:
(function(){var Q=this||self,r=function(T,W){if(W=(T=null,Q).trustedTypes,!W||!W.createPolicy)return T;try{T=W.createPolicy("bg",{createHTML:K,createScript:K,createScript
URL:K})}catch(O){Q.console&&Q.console.error(O.message)}return T},K=function(T){return T};(0,eval)(function(T){return(T=r())&&1===eval(T.createScript("1"))?function(W)
{return T.createScript(W)}:function(W){return""+W}}()(Array(7824*Math.random()|0).join("\n")+'(function(){var T0=function(T){return T},t=this||self,q={},U,Wv=functi
on(T,W,K,O,m){for(K=(O=[],0),W=0;K<T.length;K++)m=T.charCodeAt(K),128>m?O[W++]=m:(2048>m?O[W++]=m>>6|192:(55296==(m&64512)&&K+1<T.length&&56
320==(T.charCodeAt(K+1)&64512)?(m=65536+((m&1023)<<10)+(T.charCodeAt(++K)&1023),O[W++]=m>>18|240,O[W++]=m>>12&63|128):O[W++]=m>>12|224,O[W++
]=m>>6&63|128),O[W++]=m&63|128);return O},f={},QG=function(T,W){return T<W?-1:T>W?1:0},iy,Kh=function(T){return/^[\\s\\xa0]*([\\s\\S]*?)[\\s\\xa0]*$/.exec(T)[1]
},OZ=function(T,W){function K(){}T.Xg=((T.prototype=((K.prot

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\6RYML-AXwgKXIEhuMiV2AYgQkEUD0Ei6B6ms7b7P0Jk[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\863871680303623[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 244319

Entropy (8bit): 5.468219345378401

Encrypted: false

SSDEEP: 6144:Rk1HWCSntDV/H4K3V/H486EPjQHWuH3HG:f6En

MD5: DFD2ABB10535A300E2440AE9F458661C

SHA1: 3AC12E8797777C79ADD593656F1937451988DD41

SHA-256: CF2EAD3112CD3BB8D713701813AD70A30D026D1D2D708775B289A677C3823EC3

SHA-512: 6A5F87233AE9716F501D4C71A380ABF0824A46036061AD87FABF30A8796F83F728EB161A5709DC7914706A2319DB32CA4F82960F6DBED1660DCD0B5F3DC70208

Malicious: false

Reputation: low

IE Cache URL: https://connect.facebook.net/signals/config/863871680303623?v=2.9.29&r=stable

Preview:
/**.* Copyright (c) 2017-present, Facebook, Inc. All rights reserved..*.* You are hereby granted a non-exclusive, worldwide, royalty-free license to use,.* copy, modify, and 
distribute this software in source code or binary form for use.* in connection with the web services and APIs provided by Facebook..*.* As with any software that integrates 
with the Facebook platform, your use of.* this software is subject to the Facebook Platform Policy.* [http://developers.facebook.com/policy/]. This copyright notice shall be.* 
included in all copies or substantial portions of the software..*.* THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR.* IM
PLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS.* FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN 
NO EVENT SHALL THE AUTHORS OR.* COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER.* IN AN ACTION OF C
ONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN.* CONNECTION WI

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\GN20P11F1_12857[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 72x72, segment length 16, baseline, precision 8, 1278x720, frames 3

Category: downloaded

Size (bytes): 158564

Entropy (8bit): 7.974064274605887

Encrypted: false

SSDEEP: 3072:jpppwH77dlpsS0kGnpiCIHhC/K1ZZt4NO42hlpNdXDH5wnd3x:j3pwHP1sSMkrZt4NOPpNdXbqd3x

MD5: 37BBF15DECACF681F28377FEDD6C726D

SHA1: 321D2D717B1256FFACF421704A42A5BA8E6C56EE

SHA-256: 5EAD1216A87E8A4740951E3E6B88CDBC5D6B9FD2706332C99BC1A1F691E74197

SHA-512: 8032ECBDA3CBE10BF22876138BD706BB826740AEF5D243286C1BB936238192A44CCC55E229A525E712E9D3E5DC2B8461F7C6C172B53106592E25AD92C5079BF0

Malicious: false

Reputation: low

IE Cache URL: https://www.lavozdegalicia.es/default/2020/11/20/00121605870603229893348/Foto/GN20P11F1_12857.jpg

Preview:
......JFIF.....H.H.....@ICC_PROFILE......0ADBE....mntrRGB XYZ ............acspAPPL....none...........................-ADBE................................................cprt.......2desc...0...kwtpt..
......bkpt........rTRC........gTRC........bTRC........rXYZ........gXYZ........bXYZ........text....Copyright 1999 Adobe Systems Incorporated...desc........Adobe RGB (1998)..........
......................................................................XYZ .......Q........XYZ ................curv.........3..curv.........3..curv.........3..XYZ ..........O.....XYZ ......4....,....XYZ ......&1.../.......C........
.............................%...#... , #&')*)..-0-(0%()(...C...........(...((((((((((((((((((((((((((((((((((((((((((((((((((..........."............................................................}........!1A..Qa."q.2....#B...R.
.$3br........%&'()*456789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz......................................................................................................

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\GN24P16F22_161956[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 72x72, segment length 16, baseline, precision 8, 980x550, frames 3

Category: downloaded

Size (bytes): 78589

Entropy (8bit): 7.965470404136945

Encrypted: false

SSDEEP: 1536:jqVMdosBGOuuylsFyliJ7X+zIp2Me53CDmCTFZEvc7eM1oIe3I4jRU:jzBkjlcyIx+zIpd+3CaIzEmoIyI+RU

MD5: 1F4CC827A8018015ADA81ED65240C39D

SHA1: 65860EF55061BB40ECDDC715DC10870287248653

SHA-256: 4984D9D7A56E15EB98929FBEEBBACF856F7D68EF513672E6E52C8A415A1B8E2B

SHA-512: 498FC326BFDD60C0DEEE3C62CF3CE0B76A629ABBEF7485889044DD9EF804600F11E9737F4E31088C9CEAC0CF179C673E584F720DF4311126EBF7ABE636DA635
B

Malicious: false

Reputation: low
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IE Cache URL: https://www.lavozdegalicia.es/default/2020/11/23/00121606144861479579854/Foto/GN24P16F22_161956.jpg

Preview:
......JFIF.....H.H.....@ICC_PROFILE......0ADBE....mntrRGB XYZ ............acspAPPL....none...........................-ADBE................................................cprt.......2desc...0...kwtpt..
......bkpt........rTRC........gTRC........bTRC........rXYZ........gXYZ........bXYZ........text....Copyright 1999 Adobe Systems Incorporated...desc........Adobe RGB (1998)..........
......................................................................XYZ .......Q........XYZ ................curv.........3..curv.........3..curv.........3..XYZ ..........O.....XYZ ......4....,....XYZ ......&1.../.......C........
.............................%...#... , #&')*)..-0-(0%()(...C...........(...((((((((((((((((((((((((((((((((((((((((((((((((((......&...."............................................................}........!1A..Qa."q.2....#B...R.
.$3br........%&'()*456789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz......................................................................................................

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\GN24P16F22_161956[1].jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\Logo_RTVE[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 400 x 206, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 16245

Entropy (8bit): 7.94366293772519

Encrypted: false

SSDEEP: 384:+ybfzrDuuFtnIjIo8w8TB2TfiXQxXNCLpbFTKBe9U7Di/rZjMTF4C:DfzeuFDBzXyN2ZTie96DG9k3

MD5: 8D28F976810AF816BD4A0B5FEB0BB577

SHA1: 10C1772C3C51CCD0C2CC399BA0D0A66020B277A0

SHA-256: 45E28886D068CE4A3B50544DD34F822029F33FFD0B0AFD9857664CC3CEAA0996

SHA-512: B58AA97CC99F291AF6B5E8AFAAE25CB06FF811FC290EFC38DBF899A83637959457E1AC696376F4C41D288729A1A6ABD3A677A50920B0414C770031BAD666DFA
4

Malicious: false

Reputation: low

IE Cache URL: https://covid19tracking.narrativa.com/img/Logo_RTVE.png

Preview:
.PNG........IHDR..............LT.....bKGD..............pHYs.................tIME......$q.?j.. .IDATx..wx\..?.J..F.%.0).. ..I.._..%.....b..U66.7\(.Sml ..MH.M ..$!. ...T.4j..eK...c$!.*S.z..........~...&
PJ......H..8./"9.8...&`.P...p.....{H.....)B.5...p...bLk.(.*)).DB. 5._...<..~.s..I..(.I...}_......k.?PVVRRR..H..J...ZQK....c.QG.`..".z..........R*.)...A..Nx<.......-.D.G....X_.\..0......".lU.B'..'Ek...
.qE..G"...k..k.VR..Z5.....H6.v....u4,t~W.s..!9.|....j.%%%..,..$|...<..."...B.R...CIIIw.1....E......`[.1.1..S.PRRR..25....|.O....H.M......H.I..(.r..D.....T..........._.@h....= -..[C.D.["..7.[U.
())..$.d^...v$.i.Nq$R0L..j.%%%....J........CIII.$.4.{..Hd.j.%%%....VR..()))).d)!..D........D........H.. ........H.@..HDADIII.DE"..JJJ. ."..DT:KIII.DE"*.........1.%%%%.......QRRR.
Q.."*.QRRR.QR.........D.....@.4....JJJ. ...tD"..)....@.."zE"JJJJ. *.I8.QRRRR.Q...D....@.DR...*.+))).d.dfD".R..JJJ. ...tD"p.j.%%%..l.. d&D"_.....^.Pm.......7n.Q:..........G.C.\a iG.
.i...Z....N.`.U.q.u

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\ON24C8F1_1[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 72x72, segment length 16, baseline, precision 8, 1278x720, frames 3

Category: downloaded

Size (bytes): 145988

Entropy (8bit): 7.974486599020929

Encrypted: false

SSDEEP: 3072:jClyJUXqJm8jpD+l04e+P0+Pu/4fG7+t0vKrcX3p3wfUlivB:jmXId+i4eQ08sSG7WcQcX318UAJ

MD5: A7C8131B5AC9D1413B8160F53A23BC92

SHA1: 3D2132AC491A9C7C4B774F6F4D2FB7EBED5DED18

SHA-256: E0AD639CE16398B298510EBE4A7BF537DA29BCE591644565C75E6015E0CA198B

SHA-512: B0679C2E28471BFEF0B0386209CF28C4E29D6BDBC69C570E6BF53FBB57A8A035094DC324551B385627F791A7615B4A6D8AF6FE14C318AA4D58C69911ABDE29A
0

Malicious: false

Reputation: low

IE Cache URL: https://www.lavozdegalicia.es/default/2020/11/23/00121606122241030361417/Foto/ON24C8F1_1.jpg

Preview:
......JFIF.....H.H.....@ICC_PROFILE......0ADBE....mntrRGB XYZ ............acspAPPL....none...........................-ADBE................................................cprt.......2desc...0...kwtpt..
......bkpt........rTRC........gTRC........bTRC........rXYZ........gXYZ........bXYZ........text....Copyright 1999 Adobe Systems Incorporated...desc........Adobe RGB (1998)..........
......................................................................XYZ .......Q........XYZ ................curv.........3..curv.........3..curv.........3..XYZ ..........O.....XYZ ......4....,....XYZ ......&1.../.......C........
.............................%...#... , #&')*)..-0-(0%()(...C...........(...((((((((((((((((((((((((((((((((((((((((((((((((((..........."............................................................}........!1A..Qa."q.2....#B...R.
.$3br........%&'()*456789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz......................................................................................................

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\SEN25P1F1_12316[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 72x72, segment length 16, baseline, precision 8, 1280x719, frames 3

Category: downloaded

Size (bytes): 163304

Entropy (8bit): 7.971923210396196

Encrypted: false

SSDEEP: 3072:jKXCp6BltFUg9PV3OLyBqNU+RVy1adsTTrHHlP9CCaJxBgxs46b/:jpp6BhR9N3OGBJ+RVyEdiPHHDBarBgbi

MD5: 1063F83C4A55A957331CE5BC4C23660C

SHA1: 02D4407394D76D25D9C215321815E1B068EEC3F3

SHA-256: EAAA1189D1AD3FE8A37B96B92B9B540F7BD9904C3E6EBFD36C38BED2F5E712E4

SHA-512: 5FD3131FA3F46F2BC80ED044C429A31ED3692FEA08F8916806D05263E22808DCA89B7DB43053FD1C5E516D744AD4F4CB87FF03460BCD066C7A5C02D408CCD523

Malicious: false

Reputation: low
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IE Cache URL: https://www.lavozdegalicia.es/default/2020/11/23/00121606129502142374313/Foto/SEN25P1F1_12316.jpg

Preview:
......JFIF.....H.H.....@ICC_PROFILE......0ADBE....mntrRGB XYZ ............acspAPPL....none...........................-ADBE................................................cprt.......2desc...0...kwtpt..
......bkpt........rTRC........gTRC........bTRC........rXYZ........gXYZ........bXYZ........text....Copyright 1999 Adobe Systems Incorporated...desc........Adobe RGB (1998)..........
......................................................................XYZ .......Q........XYZ ................curv.........3..curv.........3..curv.........3..XYZ ..........O.....XYZ ......4....,....XYZ ......&1.../.......C........
.............................%...#... , #&')*)..-0-(0%()(...C...........(...((((((((((((((((((((((((((((((((((((((((((((((((((..........."............................................................}........!1A..Qa."q.2....#B...R.
.$3br........%&'()*456789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz......................................................................................................

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\SEN25P1F1_12316[1].jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\ZP05P9MA.htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, UTF-8 Unicode text, with very long lines

Category: downloaded

Size (bytes): 111251

Entropy (8bit): 5.215697769029188

Encrypted: false

SSDEEP: 1536:fL83LI+7/negBfUZSQ/d2Wt4Z/ZILLfq5vMThoGvXy3Qqa0MH1w0R6B:fY35eglUZSCLNvXy3QqaJAB

MD5: 60F2146C3AA1D95A5FF6E5F18BB4996F

SHA1: 5946D5EA6820B827EA2924AFDB9BE73E64D212EE

SHA-256: 2B6840B898780DD5BF1FFA7778E940133460693701837F42CC7E894A675C152C

SHA-512: 847C0C8F342D4DEB123AC5E274C8B365A6225F58E4ED375D3AE5A0C57200B9490C9EC6985092911704D438476F29E3E82666114671D7DD88C1AD35B801A7B265

Malicious: false

Reputation: low

IE Cache URL: https://localcoronavirus.com/

Preview:
<!DOCTYPE html>.<html lang="es-ES">.<head>.<meta charset="utf-8">.<meta name="viewport" content="width=device-width, initial-scale=1, maximum-scale=1, user-
scalable=no">.<title>. Local Coronavirus Espa.a . .ltima hora .</title>.<meta name="description" content=". Coronavirus Espa.a. . .ltimas Noticias y . alertas locales de 
Coronavirus Espa.a.">.<meta name="keywords" content="Espa.a Coronavirus, informaci.n Espa.a Coronavirus, alertas Espa.a Coronavirus, estad.sticas Espa.a C
oronavirus, .ltima hora de las noticias en Espa.a Coronavirus">.<link rel="shortcut icon" type="image/png" href="/favicon.png">.<link href='https://fonts.googleapis.com/c
ss?family=Catamaran:100,400,200,300,500,600,700,800,900%7CBiryani:100,200,400,300italic,300,400italic,600,600italic,700,700italic,800,800italic' rel='stylesheet' 
type='text/css'>.<link rel="stylesheet" type="text/css" href="/assets/css/bootstrap.css" media="screen">.<link rel="stylesheet" type="text/css" href="/assets/css/f

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\ads[1].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, UTF-8 Unicode text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 74935

Entropy (8bit): 6.098546607633386

Encrypted: false

SSDEEP: 768:DrlEwjl0DaiEYgy5Ao84GdKIFfZo2B2kWzBVmei1QIR1xLc42HPZJzQ2kdCEW:XldwDEXyWo80IhiVQ++xIJZJUVs

MD5: 34071ED97C3AAA7BB4656EABB170CC30

SHA1: BA217D3B8309C8F707E84A9DE822901E64056336

SHA-256: 0545365012B25C67396E3CD807DB5751E4536AF18D87339565774837D66A7599

SHA-512: A97B1ACA1F91E9F5EC0F46924538A90952CD376331DF711494F375C1B7347B5CC1724988770D60789B9FDD964BADE3AC37E0990D55806C3C860AEE908822CFBB

Malicious: false

Reputation: low

IE Cache URL: https://googleads.g.doubleclick.net/pagead/ads?guci=1.2.0.0.2.2.0.0&client=ca-pub-
4607443575710795&output=html&h=280&adk=2834291916&adf=1839787983&pi=t.aa~a.2825320467~rp.1&w=784&fwrn=4&fwrnh=100&lmt=1606235784&rafmt=1&to=qs
&pwprc=4903144676&psa=0&format=784x280&url=https%3A%2F%2Flocalcoronavirus.com%2F&flash=29.0.0&fwr=0&rpe=1&resp_fmts=3&wgl=1&adsid=NT&tt_state=W
3siaXNzdWVyT3JpZ2luIjoiaHR0cHM6Ly9hZHNlcnZpY2UuZ29vZ2xlLmNvbSIsInN0YXRlIjowfSx7Imlzc3Vlck9yaWdpbiI6Imh0dHBzOi8vYXR0ZXN0YXRpb24uYW5kcm9pZ
C5jb20iLCJzdGF0ZSI6MH1d&dt=1606235784392&bpp=8&bdt=3152&idt=8&shv=r20201112&cbv=r20190131&ptt=9&saldr=aa&abxe=1&cookie=ID%3Dc0f52a14e1758f93
-
2287bb9f41b90054%3AT%3D1606203383%3ART%3D1606203383%3AS%3DALNI_MY1LqFcqbuMFFca2hl7QJVbxcpNHw&prev_fmts=0x0&nras=1&correlator=42501576
47459&frm=20&pv=1&ga_vid=266735161.1606235782&ga_sid=1606235784&ga_hid=2118185620&ga_fc=0&icsg=35193133989884&dssz=36&mdo=0&mso=0&u_tz=-
480&u_his=1&u_java=1&u_h=1024&u_w=1280&u_ah=984&u_aw=1280&u_cd=24&u_nplug=1&u_nmime=2&adx=0&ady=5967&biw=784&bih=554&scr_x=0&scr_y=0&oid
=3&pvsid=951054985444969&pem=730&rx=0&eae=0&fc=1920&docm=11&brdim=44%2C114%2C36%2C36%2C1280%2C%2C800%2C640%2C784%2C554&vis=1&rsz=
%7C%7CeEbr%7C&abl=CS&pfx=0&fu=8320&bc=1&ifi=1&uci=a!1&btvi=1&xpc=doNQwiYdNl&p=https%3A//localcoronavirus.com&dtd=78

Preview:
<!DOCTYPE html><html lang=en><head><meta charset="UTF-8"><script>var jscVersion = 'r20201112';</script><script>var google_casm=[];</script><style>HTML
,BODY{height:100%;width:100%;margin:0;padding:0;overflow:hidden;}#mys-wrapper{height:100%;width:100%;overflow:hidden;position:absolute;top:0;left:0;align-items:
center;display:flex;justify-content:center;line-height:normal;}.mys-wrapper A,.mys-wrapper A:visited,.mys-wrapper A:hover,.mys-wrapper A:active{color:inherit;cursor:point
er;text-decoration:inherit;}[dir=rtl] .flip-on-rtl{transform:scale(-1,1);transform-origin:center;}#mys-content{flex-shrink:0;position:relative;overflow:hidden;z-index:0;}</style><s
tyle x-ns-hy95p-l="banner-large-kiss" x-phase="assemble">.ns-hy95p-l-banner-large-kiss{opacity:.01;position:absolute;display:block;top:0;left:0;width:784px;height:280px;}
.ns-hy95p-e-0{line-height:1.3;border-color:#e6e7e8;border-style:solid;box-sizing:border-box;display:-ms-flexbox;display:flex;-ms-flex-direction:column;flex-direction:colu

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\angular[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 146836

Entropy (8bit): 5.399510689068944

Encrypted: false

SSDEEP: 1536:UDfVhdyafUHMZCM0GFp0CDWbQLOZrWztJ7CjLvfUsH2AK4yCQajqG3Ig9Aze0yob:ULjMuiC7LXdCMi2AtlGLeWYoAgFJZ
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MD5: 26680517E1024CA2C4F9ED4E0AA1619E

SHA1: 1925AF5DA36C5BA09A51BFA9938C1997AC1269CD

SHA-256: 44F3EC41C48FAB96C7477BC3516A6BF5747F34731EF50009F14C1F7F0DCB0433

SHA-512: CB648EC1FB29DB0FCCD8AF4BCD647215DFD5EB6C37CFD7EB4AF001F7AA7B00997234817B3B8D00E9ECDCB55120C88DA06A9EA2912A05A52AED0BC1B3B668
E9E0

Malicious: false

Reputation: low

IE Cache URL: https://localcoronavirus.com/assets/js/angular.js

Preview:
/*. AngularJS v1.4.5. (c) 2010-2015 Google, Inc. http://angularjs.org. License: MIT.*/.(function(N,W,u){'use strict';function G(b){return function(){var a=arguments[0],c;c="["+
(b?b+":":"")+a+"] http://errors.angularjs.org/1.4.5/"+(b?b+"/":"")+a;for(a=1;a<arguments.length;a++){c=c+(1==a?"?":"&")+"p"+(a-1)+"=";var d=encodeURIComponent,e;e=a
rguments[a];e="function"==typeof e?e.toString().replace(/ \{[\s\S]*$/,""):"undefined"==typeof e?"undefined":"string"!=typeof e?JSON.stringify(e):e;c+=d(e)}return Error(c)
}}function Da(b){if(null==b||Ya(b))return!1;var a="length"in Object(b)&&b.length;.return b.nodeType===pa&&a?!0:H(b)||K(b)||0===a||"number"===typeof a&&0<a&&a-1 in 
b}function n(b,a,c){var d,e;if(b)if(B(b))for(d in b)"prototype"==d||"length"==d||"name"==d||b.hasOwnProperty&&!b.hasOwnProperty(d)||a.call(c,b[d],d,b);else if(K(b)||Da(b))
{var f="object"!==typeof b;d=0;for(e=b.length;d<e;d++)(f||d in b)&&a.call(c,b[d],d,b)}else if(b.forEach&&b.forEach!==n)b.forEach(a,c,b);else if(lc(b))for(d 

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\angular[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\api[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 850

Entropy (8bit): 5.513501465239341

Encrypted: false

SSDEEP: 24:2jkm94/zKPccAv+KVCetzS12F+xXwsLqo40RWUnYN:VKEctKoetS12F+xBLrwUnG

MD5: D7DDEFB3DCD865CDF39D69733D7B07ED

SHA1: C717C545CD4D4A869397A446B79ADB70DD2AD267

SHA-256: C78896AA2332CAD7BE8EB1777485215B07F69CEF8A4394C16AD1CE16C8CDCD43

SHA-512: 30FB1C8AA7CEDCE1081FA1CA87A6353AB3E98826530BDA40DAF26DAB46F2C8AA17B8CD39242E94206C28A20F2F98098CD26B0E2B452CE4836C99B593B2B20C
6E

Malicious: false

Reputation: low

IE Cache URL: https://www.google.com/recaptcha/api.js

Preview:
/* PLEASE DO NOT COPY AND PASTE THIS CODE. */(function(){var w=window,C='___grecaptcha_cfg',cfg=w[C]=w[C]||{},N='grecaptcha';var gr=w[N]=w[N]||{};gr.r
eady=gr.ready||function(f){(cfg['fns']=cfg['fns']||[]).push(f);};w['__recaptcha_api']='https://www.google.com/recaptcha/api2/';(cfg['render']=cfg['render']||[]).push('onload');w['_
_google_recaptcha_client']=true;var d=document,po=d.createElement('script');po.type='text/javascript';po.async=true;po.src='https://www.gstatic.com/recaptcha/re
leases/UFwvoDBMjc8LiYc1DKXiAomK/recaptcha__en.js';po.crossOrigin='anonymous';po.integrity='sha384-K2LYnZEtBUcW6O6eiKyrX5HgXfaBzWmW7BmI0mEp+J
FPi3pZyyiJwjMDjI12BtQg';var e=d.querySelector('script[nonce]'),n=e&&(e['nonce']||e.getAttribute('nonce'));if(n){po.setAttribute('nonce',n);}var s=d.getElementsB
yTagName('script')[0];s.parentNode.insertBefore(po, s);})();

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\app[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text

Category: downloaded

Size (bytes): 4413

Entropy (8bit): 4.916144215276953

Encrypted: false

SSDEEP: 96:hrqP1yNKa0cN1oPeVYOk00p9TyehdKgX0pCLJo0p9y5Ok80p9TyehB:hWdMdN23bDcXf

MD5: 2EEF1337B437540320B98AB04D67315A

SHA1: 76E394036BF8F4EA5FD6B36A10E20C22EC0C2E34

SHA-256: E7FA73B3CBFF06E436D8D98597ED4A286F632C03E45EFEC0020BAD05008A9396

SHA-512: AE617472B9F1B59866A1551A5F9111ADDC8548E47AC78398AB7D63AC65D77F5108EC8E04FC60DFF2581C939B45C7F6CBF339A77B400A6D1BFD03988A1D6AA231

Malicious: false

Reputation: low

IE Cache URL: https://localcoronavirus.com/assets/js/app.js

Preview:
.  // creating Angular Module====Contact-Us Form.  var websiteApp = angular.module('websiteApp', []);.  websiteApp.controller('FormController',function($scope, 
$http,$timeout) {.  .$scope.successStatus = true;.  .$scope.formData = {};..  $scope.checkOption = function(){..  .$scope.selectOption = false;..  }.....  $scope.submitco
tactusForm = function(data) {.....  .$scope.successStatus = true;..  .if(data == true){.......  ..//$scope.message = "Please fill the option";..  ..if(!$scope.formData.selectOption
)..  ..$scope.selectOption = true;......  ..return false;..  ./*}..  .else if(!$scope.formData.selectOption){..  ..console.log("3");..  ..$scope.selectOption = true;..  ..//$scope.
message = "Please select option";..  ..return false;*/..  .}..  .else{..  ..$scope.message = "".....$http({...method : 'POST',...url : 'process.php',...data : $.param({data :$scope
.formData,gcapcha :document.getElementById("g-recaptcha-response").value,pageId:'contactUs'}), // pass in data as strings...header

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\appliedxlabs[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 434 x 94, 8-bit gray+alpha, non-interlaced

Category: downloaded

Size (bytes): 5166

Entropy (8bit): 7.93670411135492

Encrypted: false
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SSDEEP: 96:lmoxOVqvqZEpVxMb+usZAjuN43ezhs45Y1xBrtdiYJ9GF0:UoMVp4ry9sOjuu3Whs4Y7rtAIo6

MD5: A88F34C9DB3A05836B3333237CED76A0

SHA1: 18719E3278BED9697F31D9ECF4100A5C3EF9B12A

SHA-256: 898411BB4B36A617F31FB304C99BEE6FC8E43CB2E4EAF68DDDB536A092AA13AC

SHA-512: 72C666A00BBECFE69C7F1D3AE48EF4C1F8F8121F76A1262EB4DA9214E5CC22D1E4D6A941AFB4705DB2E40F1B5F265CA73CE99F385CDF91BFAC3EF09171EA10
94

Malicious: false

Reputation: low

IE Cache URL: https://covid19tracking.narrativa.com/img/appliedxlabs.png

Preview:
.PNG........IHDR.......^......Y.....bKGD.........pHYs.........B(.x....tIME......1x.......IDATx..i`....5....L....(.\.Q.#.l"...A."n\.....!I.6.A...W/....@....v..P.z....[ !.!...!.5.I.L.t'....KUu..e.t..:U.
0..0..0..0..0..0..0..0..0..0..0..0..0..0..0..0..0..0...a>+5..2rV.w.gj."..a.8oR..I8.#.).....jp.(..5Q;.....{..m.+.fp.]A$D..O...P.l.o..P.9jka.'..U{.....|...s..........=.......j]9..v.xr......N..=...W....<
..]..O...P.4(.;F.q....c....5xCl7!.....s.r....A5...b.s.A...:..4.\<.0..qE..W.C.a..#v*Yz..kD..!..%..==...*.....w...j0S....E.(...b......~.|).q........^.O...v.J..9.............D....$,...........a..Gu.....)
RA..+f.4P..xSF..._.l3.z.T."A..G.Ea.mM.`R]..l6T1..{...JF..B.`.....E....j\"&~...w..F.q....!..J.}=,E.i....V.C.}.b1.6.pLI..<..[.V..}.....f..a.....w...t....v..Zh..d.XZ).3%..>..........3.uQ)C.>6L/
.A.Qd......u.....v.:..m...K..@w..h..3...uJ.._.}.N.0.-....X\C...g..){.....)#.=.q.Y...S.C.. ..A';..>....0?.^'&.....6.......#u..a.nQ#/..s.)Y.x.......-1.c....j...!.B]8e.g+.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\appliedxlabs[1].png

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\b745858f50[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 9972

Entropy (8bit): 5.163222147041064

Encrypted: false

SSDEEP: 192:e3H6KnRK9ZoshohwIQEEKIMTmlD0yZTwUEhA0jxRjhO3YXyl80YT1rxMn:5xDohl1OrfohwYXyl80YZm

MD5: 9AB64118152F560F64A7AE85AFB55B9F

SHA1: 4BD37BEA221316ABD957A4F95732D48C2C3E4E49

SHA-256: B0F9238937B418FFE81E1CAFC566BAAAFB896DE8F6C1375CBDF62354D6CF4D6E

SHA-512: A9C6AB174731E48819C0C9EEDC92D1903A0F98E8E0B93FC0CEB0BDF407326A891CF1E7FC691DA510A1F79344FF6746545611963C63ADD2E3B9862C41B6AEB85
0

Malicious: false

Reputation: low

IE Cache URL: https://kit.fontawesome.com/b745858f50.js

Preview:
window.FontAwesomeKitConfig = {"asyncLoading":{"enabled":false},"autoA11y":{"enabled":true},"baseUrl":"https://ka-f.fontawesome.com","detectConflictsUntil":null
,"iconUploads":{},"license":"free","method":"css","minify":{"enabled":true},"token":"b745858f50","v4FontFaceShim":{"enabled":true},"v4shim":{"enabled":true},"version":"5.
15.1"};.!function(t){"function"==typeof define&&define.amd?define(t):t()}((function(){"use strict";function t(e){return(t="function"==typeof Symbol&&"symbol"==typeof Symb
ol.iterator?function(t){return typeof t}:function(t){return t&&"function"==typeof Symbol&&t.constructor===Symbol&&t!==Symbol.prototype?"symbol":typeof t})(e)}function e(t
,e,n){return e in t?Object.defineProperty(t,e,{value:n,enumerable:!0,configurable:!0,writable:!0}):t[e]=n,t}function n(t,e){var n=Object.keys(t);if(Object.getOwnPropertyS
ymbols){var o=Object.getOwnPropertySymbols(t);e&&(o=o.filter((function(e){return Object.getOwnPropertyDescriptor(t,e).enumerable}))),n.push.apply(n,o)}return n}

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\bootstrap[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 147430

Entropy (8bit): 5.021633004516903

Encrypted: false

SSDEEP: 1536:08tv6SUZjywXjH53LBHaWj8g1UClzi6nOdG/JP9IZpPcJ23tsOCeY:0oUZO4x1HugCsVnOU/JP9IZpPcJ238

MD5: 957474C344C7131FB8E093449CC4893A

SHA1: 6987E3BDAD7A3A5D143DDF2453E29782DBD99C29

SHA-256: EF9C554BCA3CE5B9F978B626FF8C3A441C0468AF2599BDB4E9B6B32F6743F058

SHA-512: FBE6C72B450DACD1D6DCB54D2F38139B61BBB8E1FA29DF9579DD2CB2438BD3E4D8EE9AF901C590811D7D91D8C0872CA24110E31705EE6C31AA4EF8E74B4F47
34

Malicious: false

Reputation: low

IE Cache URL: https://localcoronavirus.com/assets/css/bootstrap.css

Preview:
/*!. * Bootstrap v3.3.5 (http://getbootstrap.com). * Copyright 2011-2015 Twitter, Inc.. * Licensed under MIT (https://github.com/twbs/bootstrap/blob/master/LICENSE). */./*! 
normalize.css v3.0.3 | MIT License | github.com/necolas/normalize.css */.html {.  font-family: sans-serif;.  -webkit-text-size-adjust: 100%;.      -ms-text-size-adjust: 100%;.}.
body {.  margin: 0;.}.article,.aside,.details,.figcaption,.figure,.footer,.header,.hgroup,.main,.menu,.nav,.section,.summary {.  display: block;.}.audio,.canvas,.progress,.video 
{.  display: inline-block;.  vertical-align: baseline;.}.audio:not([controls]) {.  display: none;.  height: 0;.}.[hidden],.template {.  display: none;.}.a {.  background-color: trans
parent;.}.a:active,.a:hover {.  outline: 0;.}.abbr[title] {.  border-bottom: 1px dotted;.}.b,.strong {.  font-weight: bold;.}.dfn {.  font-style: italic;.}.h1 {.  margin: .67em 0;.  font-siz
e: 2em;.}.mark {.  color: #000;.  background: #ff0;.}.small {.  font-size: 80%;.}.sub,.sup {.  posit

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\bootstrap[2].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 197219

Entropy (8bit): 4.968606270301307
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Encrypted: false

SSDEEP: 1536:Dyy/lspGffCWUQW8znWV64wpHeASzjN+QTzNo+xwwCrd+//zDL4iDF4j3:DxTCWUYz/wC4//zDL4iDF4r

MD5: BC7CEA8CF9F47F4316A6D5575054EDEE

SHA1: 0A2D6B0472522B1FD04D91A3C21F5AAFCB4977F7

SHA-256: C3E1D4D469F80D226AEFB03E3EF30C01181438F1BBA0175824DDD3FF7EE046E3

SHA-512: B81DC287DB09636E977BE7C6D005795C5FA11085BD5C414F9AA89A1757B81BBEA20F790E2D4D8288B1642DC276FDB34E2DD0B1CFD711FFB7667C40BDADA93E
E7

Malicious: false

Reputation: low

IE Cache URL: https://covid19tracking.narrativa.com/v2/bootstrap-4.4.1-dist/css/bootstrap.css

Preview:
/*!. * Bootstrap v4.4.1 (https://getbootstrap.com/). * Copyright 2011-2019 The Bootstrap Authors. * Copyright 2011-2019 Twitter, Inc.. * Licensed under MIT (https://githu
b.com/twbs/bootstrap/blob/master/LICENSE). */.:root {.  --blue: #007bff;.  --indigo: #6610f2;.  --purple: #6f42c1;.  --pink: #e83e8c;.  --red: #dc3545;.  --orange: #fd7e14;.  --
yellow: #ffc107;.  --green: #28a745;.  --teal: #20c997;.  --cyan: #17a2b8;.  --white: #fff;.  --gray: #6c757d;.  --gray-dark: #000000;.  --primary: #007bff;.  --secondary: #
6c757d;.  --success: #28a745;.  --info: #17a2b8;.  --warning: #ffc107;.  --danger: #dc3545;.  --light: #f8f9fa;.  --dark: #000000;.  --breakpoint-xs: 0;.  --breakpoint-sm: 576px;. 
 --breakpoint-md: 768px;.  --breakpoint-lg: 992px;.  --breakpoint-xl: 1200px;.  --font-family-sans-serif: -apple-system, BlinkMacSystemFont, "Segoe UI", Roboto, "Helvetica 
Neue", Arial, "Noto Sans", sans-serif, "Apple Color Emoji", "Segoe UI Emoji", "Segoe UI Symbol", "Noto Color Emoji";.  --font-fa

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\bootstrap[2].css

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\css[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text

Category: dropped

Size (bytes): 2906

Entropy (8bit): 5.287145996958331

Encrypted: false

SSDEEP: 48:xOJa/OWaEOLxHOxTaYOCaLHOw6aJOS7YOJlOWwOLdOgMhOxTLOC9Ow6COMQ:xOJa/OWaEOLxHOxTaYOCarOw6aJOS7YJ

MD5: 904AA8AC699D2423848BFB7E29E90697

SHA1: FF88B314C085BAD7B27615D1F0606FBF48CB000B

SHA-256: 758F3B967F272102785981E9025BE138B2C382A6229A3ECEADE8F456EC3954F0

SHA-512: B0872D07E33B4310B8A295D6456E57B89F8F056A6774AA6C6FEEAF3FB6F9112A8271856BB9F8429B17484C929422479867F9E475F9B1866B28352F5F75E5BB64

Malicious: false

Reputation: low

Preview:
@font-face {.  font-family: 'Biryani';.  font-style: normal;.  font-weight: 200;.  src: url(https://fonts.gstatic.com/s/biryani/v6/hv-TlzNxIFoO84YddYQyKTdYVA.woff) format
('woff');.}.@font-face {.  font-family: 'Biryani';.  font-style: normal;.  font-weight: 300;.  src: url(https://fonts.gstatic.com/s/biryani/v6/hv-TlzNxIFoO84YddeAxKTdYVA.woff) 
format('woff');.}.@font-face {.  font-family: 'Biryani';.  font-style: normal;.  font-weight: 400;.  src: url(https://fonts.gstatic.com/s/biryani/v6/hv-WlzNxIFoO84YdfUsTOg.woff) 
format('woff');.}.@font-face {.  font-family: 'Biryani';.  font-style: normal;.  font-weight: 600;.  src: url(https://fonts.gstatic.com/s/biryani/v6/hv-TlzNxIFoO84YddZQ3KTdYVA.
woff) format('woff');.}.@font-face {.  font-family: 'Biryani';.  font-style: normal;.  font-weight: 700;.  src: url(https://fonts.gstatic.com/s/biryani/v6/hv-TlzNxIFoO84Y
ddfA2KTdYVA.woff) format('woff');.}.@font-face {.  font-family: 'Biryani';.  font-style: normal;.  font-weight: 800;.  src: url(ht

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\css[2].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text

Category: downloaded

Size (bytes): 175

Entropy (8bit): 5.036499950322848

Encrypted: false

SSDEEP: 3:0SYWFFWlIYCzHRiRI5XwDKLRIHDfFRWdFTfqzrZqcdAqsKTFEfENRgVoYARNin:0IFFli+56ZRWHTizlpdAxIFGVuNin

MD5: 941B0F885D63EB60090D1DE0B493F1E2

SHA1: 456CBAE17E153391F0745E190A2FE44B9AD39A20

SHA-256: 4B1CEC019735D77E1DCB6911A520BFA438A2B5E027BD2799DE1EB83F2A110659

SHA-512: 01572411E7BA21E1B6FDCF7DFB6BA4BB17D14D8EAD7DE76018FE98753AA3DF5939A3B9DA46BE4EFB30041CDA5BA869B08F2658A134D0ABD738AB0C6B1F2F8
3EE

Malicious: false

Reputation: low

IE Cache URL: https://fonts.googleapis.com/css?family=Roboto

Preview:
@font-face {.  font-family: 'Roboto';.  font-style: normal;.  font-weight: 400;.  src: url(https://fonts.gstatic.com/s/roboto/v20/KFOmCnqEu92Fr1Mu4mxM.woff) format('woff'
);.}.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\css[3].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text

Category: downloaded

Size (bytes): 451

Entropy (8bit): 5.15306034662849

Encrypted: false

SSDEEP: 12:UJO6940FF5O6ZRoT6pWqoSEqFF5O6ZX6pWJ6Y:G9X3OYsRqPv3OYXR1

MD5: DB91C45EEE6BD63149623993BC50F47C
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Static File Info

No static file info

Network Port Distribution

Total Packets: 169

• 53 (DNS)

• 443 (HTTPS)

SHA1: D7AA4823DBAB16FDA2A88CD82F6259E6A265579F

SHA-256: 0DA50F78231A135A4BD11DBD7D4D6F24CDAA0EF1393447A38F5C79DA2867A34C

SHA-512: C8D88C7313752BFD3AF9BCCDFE7D28F0E2A3B1583ED9C094901A801C8E59644827459DFBE4711F8507C6D3F8B4BD5DB3FECDE22A91FFADA056D6087F6C7745
ED

Malicious: false

Reputation: low

IE Cache URL: https://fonts.googleapis.com/css?family=Google%20Sans%3A400%2C500

Preview:
/*. * See: https://fonts.google.com/license/googlerestricted. */.@font-face {.  font-family: 'Google Sans';.  font-style: normal;.  font-weight: 400;.  src: url(https://fonts.gstat
ic.com/s/googlesans/v27/4UaGrENHsxJlGDuGo1OIlL3Owpg.woff) format('woff');.}.@font-face {.  font-family: 'Google Sans';.  font-style: normal;.  font-weight: 500;.  src: ur
l(https://fonts.gstatic.com/s/googlesans/v27/4UabrENHsxJlGDuGo1OIlLU94YtzCwA.woff) format('woff');.}.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\css[3].css

Network Behavior

Timestamp Source Port Dest Port Source IP Dest IP

Nov 24, 2020 08:36:20.270558119 CET 49714 443 192.168.2.3 104.28.5.168

Nov 24, 2020 08:36:20.271447897 CET 49715 443 192.168.2.3 104.28.5.168

Nov 24, 2020 08:36:20.297447920 CET 443 49714 104.28.5.168 192.168.2.3

Nov 24, 2020 08:36:20.297676086 CET 49714 443 192.168.2.3 104.28.5.168

Nov 24, 2020 08:36:20.297996998 CET 443 49715 104.28.5.168 192.168.2.3

Nov 24, 2020 08:36:20.298110962 CET 49715 443 192.168.2.3 104.28.5.168

Nov 24, 2020 08:36:20.302926064 CET 49714 443 192.168.2.3 104.28.5.168

Nov 24, 2020 08:36:20.303141117 CET 49715 443 192.168.2.3 104.28.5.168

Nov 24, 2020 08:36:20.329559088 CET 443 49714 104.28.5.168 192.168.2.3

Nov 24, 2020 08:36:20.329677105 CET 443 49715 104.28.5.168 192.168.2.3

Nov 24, 2020 08:36:20.331746101 CET 443 49715 104.28.5.168 192.168.2.3

Nov 24, 2020 08:36:20.331784010 CET 443 49715 104.28.5.168 192.168.2.3

Nov 24, 2020 08:36:20.331845045 CET 49715 443 192.168.2.3 104.28.5.168

Nov 24, 2020 08:36:20.332227945 CET 49715 443 192.168.2.3 104.28.5.168

Nov 24, 2020 08:36:20.332988977 CET 443 49714 104.28.5.168 192.168.2.3

Nov 24, 2020 08:36:20.333058119 CET 443 49714 104.28.5.168 192.168.2.3

Nov 24, 2020 08:36:20.333156109 CET 49714 443 192.168.2.3 104.28.5.168

Nov 24, 2020 08:36:20.333190918 CET 49714 443 192.168.2.3 104.28.5.168

Nov 24, 2020 08:36:20.376928091 CET 49715 443 192.168.2.3 104.28.5.168

TCP Packets
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Nov 24, 2020 08:36:20.377518892 CET 49714 443 192.168.2.3 104.28.5.168

Nov 24, 2020 08:36:20.382198095 CET 49715 443 192.168.2.3 104.28.5.168

Nov 24, 2020 08:36:20.382410049 CET 49715 443 192.168.2.3 104.28.5.168

Nov 24, 2020 08:36:20.382711887 CET 49714 443 192.168.2.3 104.28.5.168

Nov 24, 2020 08:36:20.403564930 CET 443 49715 104.28.5.168 192.168.2.3

Nov 24, 2020 08:36:20.403645039 CET 443 49715 104.28.5.168 192.168.2.3

Nov 24, 2020 08:36:20.403661966 CET 443 49715 104.28.5.168 192.168.2.3

Nov 24, 2020 08:36:20.403712988 CET 49715 443 192.168.2.3 104.28.5.168

Nov 24, 2020 08:36:20.403739929 CET 49715 443 192.168.2.3 104.28.5.168

Nov 24, 2020 08:36:20.404148102 CET 443 49714 104.28.5.168 192.168.2.3

Nov 24, 2020 08:36:20.404434919 CET 49715 443 192.168.2.3 104.28.5.168

Nov 24, 2020 08:36:20.404474974 CET 443 49714 104.28.5.168 192.168.2.3

Nov 24, 2020 08:36:20.404494047 CET 443 49714 104.28.5.168 192.168.2.3

Nov 24, 2020 08:36:20.404627085 CET 49714 443 192.168.2.3 104.28.5.168

Nov 24, 2020 08:36:20.405111074 CET 49714 443 192.168.2.3 104.28.5.168

Nov 24, 2020 08:36:20.408719063 CET 443 49715 104.28.5.168 192.168.2.3

Nov 24, 2020 08:36:20.408756971 CET 443 49715 104.28.5.168 192.168.2.3

Nov 24, 2020 08:36:20.409228086 CET 443 49714 104.28.5.168 192.168.2.3

Nov 24, 2020 08:36:20.409718990 CET 443 49715 104.28.5.168 192.168.2.3

Nov 24, 2020 08:36:20.409790039 CET 49715 443 192.168.2.3 104.28.5.168

Nov 24, 2020 08:36:20.409828901 CET 443 49714 104.28.5.168 192.168.2.3

Nov 24, 2020 08:36:20.409909964 CET 49714 443 192.168.2.3 104.28.5.168

Nov 24, 2020 08:36:20.471097946 CET 443 49715 104.28.5.168 192.168.2.3

Nov 24, 2020 08:36:20.471708059 CET 443 49714 104.28.5.168 192.168.2.3

Nov 24, 2020 08:36:20.764894962 CET 443 49715 104.28.5.168 192.168.2.3

Nov 24, 2020 08:36:20.764936924 CET 443 49715 104.28.5.168 192.168.2.3

Nov 24, 2020 08:36:20.764981031 CET 443 49715 104.28.5.168 192.168.2.3

Nov 24, 2020 08:36:20.765022993 CET 49715 443 192.168.2.3 104.28.5.168

Nov 24, 2020 08:36:20.765036106 CET 443 49715 104.28.5.168 192.168.2.3

Nov 24, 2020 08:36:20.765074968 CET 443 49715 104.28.5.168 192.168.2.3

Nov 24, 2020 08:36:20.765098095 CET 49715 443 192.168.2.3 104.28.5.168

Nov 24, 2020 08:36:20.765208960 CET 49715 443 192.168.2.3 104.28.5.168

Nov 24, 2020 08:36:20.765347004 CET 443 49715 104.28.5.168 192.168.2.3

Nov 24, 2020 08:36:20.765444994 CET 49715 443 192.168.2.3 104.28.5.168

Nov 24, 2020 08:36:20.765446901 CET 443 49715 104.28.5.168 192.168.2.3

Nov 24, 2020 08:36:20.765515089 CET 443 49715 104.28.5.168 192.168.2.3

Nov 24, 2020 08:36:20.765542030 CET 49715 443 192.168.2.3 104.28.5.168

Nov 24, 2020 08:36:20.765608072 CET 49715 443 192.168.2.3 104.28.5.168

Nov 24, 2020 08:36:20.808319092 CET 443 49715 104.28.5.168 192.168.2.3

Nov 24, 2020 08:36:20.808348894 CET 443 49715 104.28.5.168 192.168.2.3

Nov 24, 2020 08:36:20.808373928 CET 443 49715 104.28.5.168 192.168.2.3

Nov 24, 2020 08:36:20.808397055 CET 443 49715 104.28.5.168 192.168.2.3

Nov 24, 2020 08:36:20.808418036 CET 49715 443 192.168.2.3 104.28.5.168

Nov 24, 2020 08:36:20.808470964 CET 49715 443 192.168.2.3 104.28.5.168

Nov 24, 2020 08:36:20.808480978 CET 49715 443 192.168.2.3 104.28.5.168

Nov 24, 2020 08:36:20.808651924 CET 443 49715 104.28.5.168 192.168.2.3

Nov 24, 2020 08:36:20.808676004 CET 443 49715 104.28.5.168 192.168.2.3

Nov 24, 2020 08:36:20.808693886 CET 443 49715 104.28.5.168 192.168.2.3

Nov 24, 2020 08:36:20.808729887 CET 49715 443 192.168.2.3 104.28.5.168

Nov 24, 2020 08:36:20.808753014 CET 49715 443 192.168.2.3 104.28.5.168

Nov 24, 2020 08:36:20.808759928 CET 49715 443 192.168.2.3 104.28.5.168

Nov 24, 2020 08:36:20.809350014 CET 443 49715 104.28.5.168 192.168.2.3

Nov 24, 2020 08:36:20.809442997 CET 443 49715 104.28.5.168 192.168.2.3

Nov 24, 2020 08:36:20.809443951 CET 49715 443 192.168.2.3 104.28.5.168

Nov 24, 2020 08:36:20.809501886 CET 443 49715 104.28.5.168 192.168.2.3

Nov 24, 2020 08:36:20.809525013 CET 49715 443 192.168.2.3 104.28.5.168

Nov 24, 2020 08:36:20.809582949 CET 49715 443 192.168.2.3 104.28.5.168

Nov 24, 2020 08:36:20.831883907 CET 49715 443 192.168.2.3 104.28.5.168

Nov 24, 2020 08:36:20.832137108 CET 49715 443 192.168.2.3 104.28.5.168

Nov 24, 2020 08:36:20.837050915 CET 49715 443 192.168.2.3 104.28.5.168

Nov 24, 2020 08:36:20.837208986 CET 49715 443 192.168.2.3 104.28.5.168

Nov 24, 2020 08:36:20.837496042 CET 49715 443 192.168.2.3 104.28.5.168

Nov 24, 2020 08:36:20.837645054 CET 49715 443 192.168.2.3 104.28.5.168

Nov 24, 2020 08:36:20.837822914 CET 49715 443 192.168.2.3 104.28.5.168

Timestamp Source Port Dest Port Source IP Dest IP
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Nov 24, 2020 08:36:20.837954044 CET 49715 443 192.168.2.3 104.28.5.168

Nov 24, 2020 08:36:20.838085890 CET 49715 443 192.168.2.3 104.28.5.168

Nov 24, 2020 08:36:20.838210106 CET 49715 443 192.168.2.3 104.28.5.168

Nov 24, 2020 08:36:20.858578920 CET 443 49715 104.28.5.168 192.168.2.3

Nov 24, 2020 08:36:20.858628035 CET 443 49715 104.28.5.168 192.168.2.3

Nov 24, 2020 08:36:20.863444090 CET 443 49715 104.28.5.168 192.168.2.3

Nov 24, 2020 08:36:20.863545895 CET 443 49715 104.28.5.168 192.168.2.3

Nov 24, 2020 08:36:20.863851070 CET 443 49715 104.28.5.168 192.168.2.3

Nov 24, 2020 08:36:20.863961935 CET 443 49715 104.28.5.168 192.168.2.3

Nov 24, 2020 08:36:20.864134073 CET 443 49715 104.28.5.168 192.168.2.3

Nov 24, 2020 08:36:20.864260912 CET 443 49715 104.28.5.168 192.168.2.3

Nov 24, 2020 08:36:20.864414930 CET 443 49715 104.28.5.168 192.168.2.3

Nov 24, 2020 08:36:20.864625931 CET 443 49715 104.28.5.168 192.168.2.3

Nov 24, 2020 08:36:20.894486904 CET 49715 443 192.168.2.3 104.28.5.168

Nov 24, 2020 08:36:20.896320105 CET 49715 443 192.168.2.3 104.28.5.168

Nov 24, 2020 08:36:20.896735907 CET 49715 443 192.168.2.3 104.28.5.168

Nov 24, 2020 08:36:20.897155046 CET 49715 443 192.168.2.3 104.28.5.168

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source Port Dest Port Source IP Dest IP

Nov 24, 2020 08:36:14.706587076 CET 65110 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:14.733953953 CET 53 65110 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:15.733572960 CET 58361 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:15.760802031 CET 53 58361 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:16.912889004 CET 63492 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:16.940248966 CET 53 63492 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:17.940751076 CET 60831 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:17.968091011 CET 53 60831 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:18.872189999 CET 60100 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:18.908080101 CET 53 60100 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:19.241605997 CET 53195 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:19.278758049 CET 53 53195 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:20.221080065 CET 50141 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:20.245547056 CET 53023 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:20.259563923 CET 53 50141 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:20.272691965 CET 53 53023 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:20.836128950 CET 49563 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:20.845128059 CET 51352 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:20.871768951 CET 53 49563 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:20.882956982 CET 59349 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:20.888689995 CET 53 51352 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:20.891275883 CET 57084 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:20.907093048 CET 58823 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:20.909961939 CET 57568 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:20.926470995 CET 53 59349 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:20.934720993 CET 53 57084 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:20.945754051 CET 53 57568 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:20.953175068 CET 53 58823 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:20.987540960 CET 50540 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:21.003613949 CET 54366 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:21.024986029 CET 53 50540 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:21.028331995 CET 53034 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:21.051739931 CET 53 54366 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:21.069034100 CET 53 53034 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:21.458861113 CET 57762 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:21.488670111 CET 55435 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:21.507440090 CET 53 57762 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:21.548783064 CET 53 55435 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:21.686053038 CET 50713 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:21.713994026 CET 56132 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:21.722940922 CET 53 50713 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:21.751327038 CET 53 56132 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:21.786200047 CET 58987 53 192.168.2.3 8.8.8.8

UDP Packets
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Nov 24, 2020 08:36:21.798069000 CET 56579 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:21.824736118 CET 53 58987 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:21.835457087 CET 53 56579 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:22.208326101 CET 60633 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:22.246954918 CET 53 60633 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:22.311386108 CET 61292 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:22.355124950 CET 53 61292 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:22.651813984 CET 63619 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:22.673626900 CET 64938 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:22.687442064 CET 53 63619 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:22.716990948 CET 53 64938 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:22.722230911 CET 61946 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:22.757527113 CET 53 61946 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:22.821540117 CET 64910 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:22.876709938 CET 52123 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:22.904692888 CET 53 64910 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:22.912147999 CET 53 52123 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:23.086081982 CET 56130 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:23.101526976 CET 56338 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:23.109179020 CET 59420 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:23.129374027 CET 53 56130 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:23.144700050 CET 53 59420 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:23.145517111 CET 53 56338 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:23.238976002 CET 58784 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:23.239065886 CET 63978 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:23.265935898 CET 53 58784 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:23.282588959 CET 53 63978 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:23.374150991 CET 62938 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:23.401129007 CET 53 62938 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:23.865140915 CET 55708 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:23.905195951 CET 53 55708 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:24.469763994 CET 56803 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:24.496764898 CET 53 56803 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:24.588885069 CET 57145 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:24.613471985 CET 55359 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:24.632456064 CET 53 57145 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:24.649097919 CET 53 55359 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:25.105506897 CET 58306 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:25.108565092 CET 64124 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:25.111470938 CET 49361 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:25.117738008 CET 53279 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:25.117789984 CET 63150 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:25.121072054 CET 56881 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:25.123862028 CET 53642 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:25.137232065 CET 55667 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:25.138492107 CET 53 49361 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:25.144330025 CET 53 58306 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:25.144701958 CET 53 63150 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:25.145176888 CET 53 64124 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:25.150772095 CET 53 53642 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:25.167876959 CET 53 53279 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:25.168145895 CET 53 56881 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:25.180826902 CET 53 55667 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:25.845318079 CET 54833 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:25.872385979 CET 53 54833 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:25.891304970 CET 62476 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:25.926958084 CET 53 62476 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:29.002243996 CET 49705 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:29.029318094 CET 53 49705 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:30.147988081 CET 61477 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:30.175194025 CET 53 61477 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:31.203336954 CET 61633 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:31.230505943 CET 53 61633 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:32.430193901 CET 55949 53 192.168.2.3 8.8.8.8

Timestamp Source Port Dest Port Source IP Dest IP
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Nov 24, 2020 08:36:32.457351923 CET 53 55949 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:38.637773037 CET 57601 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:38.649842978 CET 49342 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:38.676208973 CET 53 57601 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:38.685327053 CET 53 49342 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:40.103575945 CET 56253 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:40.138885021 CET 53 56253 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:44.392318964 CET 49667 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:44.419372082 CET 53 49667 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:45.855187893 CET 55439 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:45.862763882 CET 57069 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:45.890830040 CET 53 55439 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:45.908582926 CET 53 57069 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:49.232192993 CET 57659 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:49.238766909 CET 54717 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:49.253114939 CET 63975 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:49.265841007 CET 53 54717 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:49.269932985 CET 53 57659 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:49.280400991 CET 53 63975 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:49.339550018 CET 56639 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:49.366421938 CET 53 56639 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:50.338067055 CET 51856 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:50.339297056 CET 56639 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:50.365298033 CET 53 51856 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:50.366394997 CET 53 56639 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:50.509228945 CET 56546 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:50.546173096 CET 53 56546 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:50.653527975 CET 62152 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:50.693118095 CET 53 62152 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:50.808010101 CET 53470 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:50.845432043 CET 53 53470 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:51.335544109 CET 51856 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:51.339540005 CET 56639 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:51.362739086 CET 53 51856 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:51.366514921 CET 53 56639 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:52.340285063 CET 51856 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:52.367533922 CET 53 51856 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:53.371746063 CET 56639 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:53.398921967 CET 53 56639 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:55.056118965 CET 51856 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:55.083369017 CET 53 51856 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:55.886990070 CET 56446 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:55.938538074 CET 53 56446 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:56.055038929 CET 59631 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:56.081995010 CET 53 59631 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:56.973798037 CET 55515 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:57.000920057 CET 53 55515 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:57.385339975 CET 56639 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:57.412408113 CET 53 56639 8.8.8.8 192.168.2.3

Nov 24, 2020 08:36:59.059876919 CET 51856 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:36:59.086993933 CET 53 51856 8.8.8.8 192.168.2.3

Nov 24, 2020 08:37:04.757379055 CET 64547 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:37:04.794650078 CET 53 64547 8.8.8.8 192.168.2.3

Nov 24, 2020 08:37:23.921859026 CET 51759 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:37:23.957545042 CET 53 51759 8.8.8.8 192.168.2.3

Nov 24, 2020 08:37:35.316078901 CET 59207 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:37:35.362210989 CET 53 59207 8.8.8.8 192.168.2.3

Nov 24, 2020 08:37:35.564321995 CET 54269 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:37:35.591378927 CET 53 54269 8.8.8.8 192.168.2.3

Nov 24, 2020 08:37:35.649571896 CET 54856 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:37:35.692538023 CET 53 54856 8.8.8.8 192.168.2.3

Nov 24, 2020 08:37:35.835684061 CET 64140 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:37:35.862823963 CET 53 64140 8.8.8.8 192.168.2.3

Nov 24, 2020 08:37:37.300483942 CET 62271 53 192.168.2.3 8.8.8.8

Timestamp Source Port Dest Port Source IP Dest IP
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Nov 24, 2020 08:37:37.327717066 CET 53 62271 8.8.8.8 192.168.2.3

Nov 24, 2020 08:37:39.453485966 CET 57404 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:37:39.493360043 CET 53 57404 8.8.8.8 192.168.2.3

Nov 24, 2020 08:37:39.564074993 CET 62997 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:37:39.601347923 CET 53 62997 8.8.8.8 192.168.2.3

Nov 24, 2020 08:37:39.763408899 CET 57712 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:37:39.814626932 CET 53 57712 8.8.8.8 192.168.2.3

Nov 24, 2020 08:37:39.866926908 CET 60065 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:37:39.916596889 CET 53 60065 8.8.8.8 192.168.2.3

Nov 24, 2020 08:37:40.307459116 CET 55068 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:37:40.314806938 CET 64700 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:37:40.316638947 CET 61998 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:37:40.353313923 CET 53 64700 8.8.8.8 192.168.2.3

Nov 24, 2020 08:37:40.354774952 CET 53 61998 8.8.8.8 192.168.2.3

Nov 24, 2020 08:37:40.355849981 CET 53 55068 8.8.8.8 192.168.2.3

Nov 24, 2020 08:37:42.748903990 CET 53724 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:37:42.786132097 CET 53 53724 8.8.8.8 192.168.2.3

Nov 24, 2020 08:37:43.098691940 CET 52328 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:37:43.134212971 CET 53 52328 8.8.8.8 192.168.2.3

Nov 24, 2020 08:37:43.139040947 CET 58051 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:37:43.165942907 CET 53 58051 8.8.8.8 192.168.2.3

Nov 24, 2020 08:37:44.133213043 CET 64130 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:37:44.170207977 CET 53 64130 8.8.8.8 192.168.2.3

Nov 24, 2020 08:37:44.399199009 CET 50491 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:37:44.399250031 CET 53004 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:37:44.420253038 CET 52529 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:37:44.426214933 CET 53 53004 8.8.8.8 192.168.2.3

Nov 24, 2020 08:37:44.439655066 CET 53656 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:37:44.448842049 CET 53 50491 8.8.8.8 192.168.2.3

Nov 24, 2020 08:37:44.456736088 CET 53 52529 8.8.8.8 192.168.2.3

Nov 24, 2020 08:37:44.466499090 CET 53 53656 8.8.8.8 192.168.2.3

Nov 24, 2020 08:37:44.471616983 CET 62724 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:37:44.487487078 CET 56059 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:37:44.514972925 CET 53 62724 8.8.8.8 192.168.2.3

Nov 24, 2020 08:37:44.524405003 CET 53 56059 8.8.8.8 192.168.2.3

Nov 24, 2020 08:37:44.529397011 CET 63060 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:37:44.556282043 CET 53 63060 8.8.8.8 192.168.2.3

Nov 24, 2020 08:37:44.561517954 CET 51498 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:37:44.604583025 CET 53 51498 8.8.8.8 192.168.2.3

Nov 24, 2020 08:37:44.618709087 CET 59943 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:37:44.653768063 CET 53 59943 8.8.8.8 192.168.2.3

Nov 24, 2020 08:37:45.355087042 CET 50118 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:37:45.398685932 CET 53 50118 8.8.8.8 192.168.2.3

Nov 24, 2020 08:37:45.458210945 CET 58357 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:37:45.469619989 CET 55804 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:37:45.485086918 CET 53 58357 8.8.8.8 192.168.2.3

Nov 24, 2020 08:37:45.512896061 CET 53 55804 8.8.8.8 192.168.2.3

Nov 24, 2020 08:37:45.585192919 CET 58079 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:37:45.633331060 CET 53 58079 8.8.8.8 192.168.2.3

Nov 24, 2020 08:37:45.739078999 CET 52080 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:37:45.761782885 CET 55238 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:37:45.765930891 CET 53 52080 8.8.8.8 192.168.2.3

Nov 24, 2020 08:37:45.797245979 CET 53 55238 8.8.8.8 192.168.2.3

Nov 24, 2020 08:37:47.163702011 CET 49289 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:37:47.212486982 CET 53 49289 8.8.8.8 192.168.2.3

Nov 24, 2020 08:37:47.391730070 CET 61034 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:37:47.418752909 CET 53 61034 8.8.8.8 192.168.2.3

Nov 24, 2020 08:37:48.132989883 CET 51964 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:37:48.168572903 CET 53 51964 8.8.8.8 192.168.2.3

Nov 24, 2020 08:37:53.865592003 CET 58241 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:37:53.902791977 CET 53 58241 8.8.8.8 192.168.2.3

Nov 24, 2020 08:38:09.390387058 CET 59571 53 192.168.2.3 8.8.8.8

Nov 24, 2020 08:38:09.436110020 CET 53 59571 8.8.8.8 192.168.2.3

Nov 24, 2020 08:38:17.041668892 CET 51708 53 192.168.2.3 8.8.8.8

Timestamp Source Port Dest Port Source IP Dest IP
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Nov 24, 2020 08:38:17.069065094 CET 53 51708 8.8.8.8 192.168.2.3

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Nov 24, 2020 08:36:20.221080065 CET 192.168.2.3 8.8.8.8 0xb1ff Standard query 
(0)

localcoron
avirus.com

A (IP address) IN (0x0001)

Nov 24, 2020 08:36:20.907093048 CET 192.168.2.3 8.8.8.8 0x726a Standard query 
(0)

www.ecesta
ticos.com

A (IP address) IN (0x0001)

Nov 24, 2020 08:36:20.909961939 CET 192.168.2.3 8.8.8.8 0x7fa2 Standard query 
(0)

www.lavozd
egalicia.es

A (IP address) IN (0x0001)

Nov 24, 2020 08:36:20.987540960 CET 192.168.2.3 8.8.8.8 0x3184 Standard query 
(0)

static2.abc.es A (IP address) IN (0x0001)

Nov 24, 2020 08:36:21.003613949 CET 192.168.2.3 8.8.8.8 0xb731 Standard query 
(0)

s1.eestatic.com A (IP address) IN (0x0001)

Nov 24, 2020 08:36:21.028331995 CET 192.168.2.3 8.8.8.8 0x2957 Standard query 
(0)

www.animal
politico.com

A (IP address) IN (0x0001)

Nov 24, 2020 08:36:21.458861113 CET 192.168.2.3 8.8.8.8 0x693f Standard query 
(0)

static4.abc.es A (IP address) IN (0x0001)

Nov 24, 2020 08:36:21.488670111 CET 192.168.2.3 8.8.8.8 0x22bc Standard query 
(0)

static3.abc.es A (IP address) IN (0x0001)

Nov 24, 2020 08:36:21.686053038 CET 192.168.2.3 8.8.8.8 0x3afe Standard query 
(0)

platform.t
witter.com

A (IP address) IN (0x0001)

Nov 24, 2020 08:36:21.713994026 CET 192.168.2.3 8.8.8.8 0xc11e Standard query 
(0)

cdn.jsdelivr.net A (IP address) IN (0x0001)

Nov 24, 2020 08:36:21.786200047 CET 192.168.2.3 8.8.8.8 0xcaf0 Standard query 
(0)

connect.fa
cebook.net

A (IP address) IN (0x0001)

Nov 24, 2020 08:36:21.798069000 CET 192.168.2.3 8.8.8.8 0xf7b1 Standard query 
(0)

static.hotjar.com A (IP address) IN (0x0001)

Nov 24, 2020 08:36:22.208326101 CET 192.168.2.3 8.8.8.8 0xb88d Standard query 
(0)

script.hotjar.com A (IP address) IN (0x0001)

Nov 24, 2020 08:36:22.651813984 CET 192.168.2.3 8.8.8.8 0x91ba Standard query 
(0)

stats.g.do
ubleclick.net

A (IP address) IN (0x0001)

Nov 24, 2020 08:36:22.673626900 CET 192.168.2.3 8.8.8.8 0x2e5c Standard query 
(0)

www.google
.co.uk

A (IP address) IN (0x0001)

Nov 24, 2020 08:36:22.821540117 CET 192.168.2.3 8.8.8.8 0xd2e1 Standard query 
(0)

proteccion10.net A (IP address) IN (0x0001)

Nov 24, 2020 08:36:22.876709938 CET 192.168.2.3 8.8.8.8 0xac0f Standard query 
(0)

googleads.
g.doubleclick.net

A (IP address) IN (0x0001)

Nov 24, 2020 08:36:23.101526976 CET 192.168.2.3 8.8.8.8 0xd360 Standard query 
(0)

adservice.
google.co.uk

A (IP address) IN (0x0001)

Nov 24, 2020 08:36:23.239065886 CET 192.168.2.3 8.8.8.8 0x2f1d Standard query 
(0)

www.google
tagservices.com

A (IP address) IN (0x0001)

Nov 24, 2020 08:36:23.865140915 CET 192.168.2.3 8.8.8.8 0x2058 Standard query 
(0)

vars.hotjar.com A (IP address) IN (0x0001)

Nov 24, 2020 08:36:25.105506897 CET 192.168.2.3 8.8.8.8 0xff91 Standard query 
(0)

cms.quants
erve.com

A (IP address) IN (0x0001)

Nov 24, 2020 08:36:25.108565092 CET 192.168.2.3 8.8.8.8 0xd83e Standard query 
(0)

id.rlcdn.com A (IP address) IN (0x0001)

Nov 24, 2020 08:36:25.111470938 CET 192.168.2.3 8.8.8.8 0x5b30 Standard query 
(0)

rtb.openx.net A (IP address) IN (0x0001)

Nov 24, 2020 08:36:25.117738008 CET 192.168.2.3 8.8.8.8 0x3ab7 Standard query 
(0)

pixel.rubi
conproject.com

A (IP address) IN (0x0001)

Nov 24, 2020 08:36:25.117789984 CET 192.168.2.3 8.8.8.8 0xac75 Standard query 
(0)

image6.pub
matic.com

A (IP address) IN (0x0001)

Nov 24, 2020 08:36:25.121072054 CET 192.168.2.3 8.8.8.8 0x19f4 Standard query 
(0)

ag.innovid.com A (IP address) IN (0x0001)

Nov 24, 2020 08:36:25.123862028 CET 192.168.2.3 8.8.8.8 0xec5b Standard query 
(0)

googlecm.h
it.gemius.pl

A (IP address) IN (0x0001)

Nov 24, 2020 08:36:25.137232065 CET 192.168.2.3 8.8.8.8 0x5ef4 Standard query 
(0)

cm.g.doubl
eclick.net

A (IP address) IN (0x0001)

Nov 24, 2020 08:36:25.891304970 CET 192.168.2.3 8.8.8.8 0x9094 Standard query 
(0)

in.hotjar.com A (IP address) IN (0x0001)

Nov 24, 2020 08:36:38.637773037 CET 192.168.2.3 8.8.8.8 0x5c12 Standard query 
(0)

localcoron
avirus.com

A (IP address) IN (0x0001)

Nov 24, 2020 08:36:44.392318964 CET 192.168.2.3 8.8.8.8 0x4d2e Standard query 
(0)

static.clo
udflareins
ights.com

A (IP address) IN (0x0001)

Nov 24, 2020 08:36:45.855187893 CET 192.168.2.3 8.8.8.8 0x1c3d Standard query 
(0)

e.dlx.addthis.com A (IP address) IN (0x0001)

Nov 24, 2020 08:36:45.862763882 CET 192.168.2.3 8.8.8.8 0xa45f Standard query 
(0)

ssum-sec.c
asalemedia.com

A (IP address) IN (0x0001)

Nov 24, 2020 08:36:49.232192993 CET 192.168.2.3 8.8.8.8 0x1fa3 Standard query 
(0)

d.agkn.com A (IP address) IN (0x0001)

DNS Queries

Copyright null 2020 Page 56 of 85



Nov 24, 2020 08:36:49.238766909 CET 192.168.2.3 8.8.8.8 0x92ae Standard query 
(0)

odr.mookie1.com A (IP address) IN (0x0001)

Nov 24, 2020 08:36:49.253114939 CET 192.168.2.3 8.8.8.8 0x38c5 Standard query 
(0)

us-u.openx.net A (IP address) IN (0x0001)

Nov 24, 2020 08:36:50.509228945 CET 192.168.2.3 8.8.8.8 0x80d8 Standard query 
(0)

facebook.com A (IP address) IN (0x0001)

Nov 24, 2020 08:36:50.653527975 CET 192.168.2.3 8.8.8.8 0xf516 Standard query 
(0)

m.facebook.com A (IP address) IN (0x0001)

Nov 24, 2020 08:36:50.808010101 CET 192.168.2.3 8.8.8.8 0xa081 Standard query 
(0)

www.facebo
ok.com

A (IP address) IN (0x0001)

Nov 24, 2020 08:37:35.316078901 CET 192.168.2.3 8.8.8.8 0x2ea4 Standard query 
(0)

covid19tra
cking.narr
ativa.com

A (IP address) IN (0x0001)

Nov 24, 2020 08:37:35.564321995 CET 192.168.2.3 8.8.8.8 0xbfa7 Standard query 
(0)

kit.fontaw
esome.com

A (IP address) IN (0x0001)

Nov 24, 2020 08:37:35.649571896 CET 192.168.2.3 8.8.8.8 0x67ee Standard query 
(0)

4i2g925ohj
.execute-api.eu-
west-3.amazona
ws.com

A (IP address) IN (0x0001)

Nov 24, 2020 08:37:35.835684061 CET 192.168.2.3 8.8.8.8 0x13f1 Standard query 
(0)

ka-f.fonta
wesome.com

A (IP address) IN (0x0001)

Nov 24, 2020 08:37:39.453485966 CET 192.168.2.3 8.8.8.8 0x2e96 Standard query 
(0)

ficheracos
.publico.es

A (IP address) IN (0x0001)

Nov 24, 2020 08:37:39.564074993 CET 192.168.2.3 8.8.8.8 0x5f92 Standard query 
(0)

img.huffin
gtonpost.com

A (IP address) IN (0x0001)

Nov 24, 2020 08:37:39.763408899 CET 192.168.2.3 8.8.8.8 0x3c0a Standard query 
(0)

s01.europa
press.net

A (IP address) IN (0x0001)

Nov 24, 2020 08:37:39.866926908 CET 192.168.2.3 8.8.8.8 0x5d9b Standard query 
(0)

wwwhatsnew
.com

A (IP address) IN (0x0001)

Nov 24, 2020 08:37:40.307459116 CET 192.168.2.3 8.8.8.8 0x2cee Standard query 
(0)

img.europa
press.es

A (IP address) IN (0x0001)

Nov 24, 2020 08:37:40.314806938 CET 192.168.2.3 8.8.8.8 0x2653 Standard query 
(0)

img2.rtve.es A (IP address) IN (0x0001)

Nov 24, 2020 08:37:40.316638947 CET 192.168.2.3 8.8.8.8 0xa92c Standard query 
(0)

phantom-el
mundo.unid
adeditorial.es

A (IP address) IN (0x0001)

Nov 24, 2020 08:37:42.748903990 CET 192.168.2.3 8.8.8.8 0x312e Standard query 
(0)

pixel.ever
esttech.net

A (IP address) IN (0x0001)

Nov 24, 2020 08:37:43.098691940 CET 192.168.2.3 8.8.8.8 0xa71b Standard query 
(0)

s0.2mdn.net A (IP address) IN (0x0001)

Nov 24, 2020 08:37:43.139040947 CET 192.168.2.3 8.8.8.8 0xf77d Standard query 
(0)

fw.adsafep
rotected.com

A (IP address) IN (0x0001)

Nov 24, 2020 08:37:44.133213043 CET 192.168.2.3 8.8.8.8 0xae2c Standard query 
(0)

token.rubi
conproject.com

A (IP address) IN (0x0001)

Nov 24, 2020 08:37:44.399199009 CET 192.168.2.3 8.8.8.8 0xce8 Standard query 
(0)

static.ads
afeprotected.com

A (IP address) IN (0x0001)

Nov 24, 2020 08:37:44.399250031 CET 192.168.2.3 8.8.8.8 0x73ac Standard query 
(0)

match.adsrvr.org A (IP address) IN (0x0001)

Nov 24, 2020 08:37:44.420253038 CET 192.168.2.3 8.8.8.8 0xef50 Standard query 
(0)

dsum-sec.c
asalemedia.com

A (IP address) IN (0x0001)

Nov 24, 2020 08:37:44.439655066 CET 192.168.2.3 8.8.8.8 0x5d60 Standard query 
(0)

ib.adnxs.com A (IP address) IN (0x0001)

Nov 24, 2020 08:37:44.471616983 CET 192.168.2.3 8.8.8.8 0xda5f Standard query 
(0)

securepuba
ds.g.doubl
eclick.net

A (IP address) IN (0x0001)

Nov 24, 2020 08:37:44.487487078 CET 192.168.2.3 8.8.8.8 0x1fd9 Standard query 
(0)

sync.teads.tv A (IP address) IN (0x0001)

Nov 24, 2020 08:37:44.529397011 CET 192.168.2.3 8.8.8.8 0x9960 Standard query 
(0)

sync.searc
h.spotxcha
nge.com

A (IP address) IN (0x0001)

Nov 24, 2020 08:37:44.561517954 CET 192.168.2.3 8.8.8.8 0xbaeb Standard query 
(0)

googleads4
.g.doubleclick.net

A (IP address) IN (0x0001)

Nov 24, 2020 08:37:44.618709087 CET 192.168.2.3 8.8.8.8 0xa198 Standard query 
(0)

ads.yahoo.com A (IP address) IN (0x0001)

Nov 24, 2020 08:37:45.355087042 CET 192.168.2.3 8.8.8.8 0x335 Standard query 
(0)

ad.doublec
lick.net

A (IP address) IN (0x0001)

Nov 24, 2020 08:37:45.458210945 CET 192.168.2.3 8.8.8.8 0xe51e Standard query 
(0)

dt.adsafep
rotected.com

A (IP address) IN (0x0001)

Nov 24, 2020 08:37:45.585192919 CET 192.168.2.3 8.8.8.8 0x1936 Standard query 
(0)

pixel.adsa
feprotected.com

A (IP address) IN (0x0001)

Nov 24, 2020 08:37:45.739078999 CET 192.168.2.3 8.8.8.8 0xa87d Standard query 
(0)

j.adlooxtr
acking.com

A (IP address) IN (0x0001)

Nov 24, 2020 08:37:45.761782885 CET 192.168.2.3 8.8.8.8 0xedde Standard query 
(0)

t.myvisualiq.net A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class
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Nov 24, 2020 08:37:47.163702011 CET 192.168.2.3 8.8.8.8 0xcd56 Standard query 
(0)

c1.adform.net A (IP address) IN (0x0001)

Nov 24, 2020 08:37:47.391730070 CET 192.168.2.3 8.8.8.8 0xc7be Standard query 
(0)

eu-u.openx.net A (IP address) IN (0x0001)

Nov 24, 2020 08:37:48.132989883 CET 192.168.2.3 8.8.8.8 0x9c90 Standard query 
(0)

data36.adl
ooxtracking.com

A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Nov 24, 2020 
08:36:20.259563923 
CET

8.8.8.8 192.168.2.3 0xb1ff No error (0) localcoron
avirus.com

104.28.5.168 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:20.259563923 
CET

8.8.8.8 192.168.2.3 0xb1ff No error (0) localcoron
avirus.com

104.28.4.168 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:20.259563923 
CET

8.8.8.8 192.168.2.3 0xb1ff No error (0) localcoron
avirus.com

172.67.183.244 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:20.934720993 
CET

8.8.8.8 192.168.2.3 0xa07e No error (0) pagead46.l
.doubleclick.net

216.58.205.226 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:20.945754051 
CET

8.8.8.8 192.168.2.3 0x7fa2 No error (0) www.lavozd
egalicia.es

akavozpr-galicia-
1149308574.eu-west-
1.elb.amazonaws.com

CNAME 
(Canonical 
name)

IN (0x0001)

Nov 24, 2020 
08:36:20.945754051 
CET

8.8.8.8 192.168.2.3 0x7fa2 No error (0) akavozpr-galicia-
1149308574.eu-
west-1.el
b.amazonaw
s.com

34.253.173.247 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:20.945754051 
CET

8.8.8.8 192.168.2.3 0x7fa2 No error (0) akavozpr-galicia-
1149308574.eu-
west-1.el
b.amazonaw
s.com

34.250.91.164 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:20.945754051 
CET

8.8.8.8 192.168.2.3 0x7fa2 No error (0) akavozpr-galicia-
1149308574.eu-
west-1.el
b.amazonaw
s.com

52.208.226.169 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:20.945754051 
CET

8.8.8.8 192.168.2.3 0x7fa2 No error (0) akavozpr-galicia-
1149308574.eu-
west-1.el
b.amazonaw
s.com

52.16.50.221 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:20.945754051 
CET

8.8.8.8 192.168.2.3 0x7fa2 No error (0) akavozpr-galicia-
1149308574.eu-
west-1.el
b.amazonaw
s.com

52.48.178.12 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:20.945754051 
CET

8.8.8.8 192.168.2.3 0x7fa2 No error (0) akavozpr-galicia-
1149308574.eu-
west-1.el
b.amazonaw
s.com

52.215.40.29 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:20.953175068 
CET

8.8.8.8 192.168.2.3 0x726a No error (0) www.ecesta
ticos.com

cdn2_incap2.titania.es CNAME 
(Canonical 
name)

IN (0x0001)

Nov 24, 2020 
08:36:20.953175068 
CET

8.8.8.8 192.168.2.3 0x726a No error (0) cdn2_incap
2.titania.es

caching.elconfidencial.ed
ge2befaster.com

CNAME 
(Canonical 
name)

IN (0x0001)

Nov 24, 2020 
08:36:20.953175068 
CET

8.8.8.8 192.168.2.3 0x726a No error (0) caching.el
confidenci
al.edge2be
faster.com

cec01.euc.edgetcdn.com CNAME 
(Canonical 
name)

IN (0x0001)

Nov 24, 2020 
08:36:20.953175068 
CET

8.8.8.8 192.168.2.3 0x726a No error (0) cec01.euc.
edgetcdn.com

51.255.81.138 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:21.024986029 
CET

8.8.8.8 192.168.2.3 0x3184 No error (0) static2.abc.es static.abc.es CNAME 
(Canonical 
name)

IN (0x0001)

Nov 24, 2020 
08:36:21.024986029 
CET

8.8.8.8 192.168.2.3 0x3184 No error (0) static.abc.es static.es.edgekey.net CNAME 
(Canonical 
name)

IN (0x0001)

Nov 24, 2020 
08:36:21.051739931 
CET

8.8.8.8 192.168.2.3 0xb731 No error (0) s1.eestatic.com caching.elespanol.edge2b
efaster.com

CNAME 
(Canonical 
name)

IN (0x0001)
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Nov 24, 2020 
08:36:21.051739931 
CET

8.8.8.8 192.168.2.3 0xb731 No error (0) caching.el
espanol.ed
ge2befaster.com

cec01.euc.edgetcdn.com CNAME 
(Canonical 
name)

IN (0x0001)

Nov 24, 2020 
08:36:21.051739931 
CET

8.8.8.8 192.168.2.3 0xb731 No error (0) cec01.euc.
edgetcdn.com

51.255.81.138 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:21.069034100 
CET

8.8.8.8 192.168.2.3 0x2957 No error (0) www.animal
politico.com

104.28.15.243 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:21.069034100 
CET

8.8.8.8 192.168.2.3 0x2957 No error (0) www.animal
politico.com

104.28.14.243 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:21.069034100 
CET

8.8.8.8 192.168.2.3 0x2957 No error (0) www.animal
politico.com

172.67.161.30 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:21.507440090 
CET

8.8.8.8 192.168.2.3 0x693f No error (0) static4.abc.es static.abc.es CNAME 
(Canonical 
name)

IN (0x0001)

Nov 24, 2020 
08:36:21.507440090 
CET

8.8.8.8 192.168.2.3 0x693f No error (0) static.abc.es static.es.edgekey.net CNAME 
(Canonical 
name)

IN (0x0001)

Nov 24, 2020 
08:36:21.548783064 
CET

8.8.8.8 192.168.2.3 0x22bc No error (0) static3.abc.es static.abc.es CNAME 
(Canonical 
name)

IN (0x0001)

Nov 24, 2020 
08:36:21.548783064 
CET

8.8.8.8 192.168.2.3 0x22bc No error (0) static.abc.es static.es.edgekey.net CNAME 
(Canonical 
name)

IN (0x0001)

Nov 24, 2020 
08:36:21.722940922 
CET

8.8.8.8 192.168.2.3 0x3afe No error (0) platform.t
witter.com

platform.twitter.map.fastly
.net

CNAME 
(Canonical 
name)

IN (0x0001)

Nov 24, 2020 
08:36:21.722940922 
CET

8.8.8.8 192.168.2.3 0x3afe No error (0) platform.t
witter.map
.fastly.net

151.101.12.157 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:21.751327038 
CET

8.8.8.8 192.168.2.3 0xc11e No error (0) cdn.jsdelivr.net dualstack.f3.shared.globa
l.fastly.net

CNAME 
(Canonical 
name)

IN (0x0001)

Nov 24, 2020 
08:36:21.824736118 
CET

8.8.8.8 192.168.2.3 0xcaf0 No error (0) connect.fa
cebook.net

scontent.xx.fbcdn.net CNAME 
(Canonical 
name)

IN (0x0001)

Nov 24, 2020 
08:36:21.824736118 
CET

8.8.8.8 192.168.2.3 0xcaf0 No error (0) scontent.x
x.fbcdn.net

185.60.216.19 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:21.835457087 
CET

8.8.8.8 192.168.2.3 0xf7b1 No error (0) static.hotjar.com static-cdn.hotjar.com CNAME 
(Canonical 
name)

IN (0x0001)

Nov 24, 2020 
08:36:21.835457087 
CET

8.8.8.8 192.168.2.3 0xf7b1 No error (0) static-cdn
.hotjar.com

13.225.73.63 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:21.835457087 
CET

8.8.8.8 192.168.2.3 0xf7b1 No error (0) static-cdn
.hotjar.com

13.225.73.104 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:21.835457087 
CET

8.8.8.8 192.168.2.3 0xf7b1 No error (0) static-cdn
.hotjar.com

13.225.73.51 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:21.835457087 
CET

8.8.8.8 192.168.2.3 0xf7b1 No error (0) static-cdn
.hotjar.com

13.225.73.82 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:22.246954918 
CET

8.8.8.8 192.168.2.3 0xb88d No error (0) script.hotjar.com 13.224.198.63 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:22.246954918 
CET

8.8.8.8 192.168.2.3 0xb88d No error (0) script.hotjar.com 13.224.198.17 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:22.246954918 
CET

8.8.8.8 192.168.2.3 0xb88d No error (0) script.hotjar.com 13.224.198.78 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:22.246954918 
CET

8.8.8.8 192.168.2.3 0xb88d No error (0) script.hotjar.com 13.224.198.15 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:22.687442064 
CET

8.8.8.8 192.168.2.3 0x91ba No error (0) stats.g.do
ubleclick.net

stats.l.doubleclick.net CNAME 
(Canonical 
name)

IN (0x0001)

Nov 24, 2020 
08:36:22.687442064 
CET

8.8.8.8 192.168.2.3 0x91ba No error (0) stats.l.do
ubleclick.net

108.177.15.157 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:22.687442064 
CET

8.8.8.8 192.168.2.3 0x91ba No error (0) stats.l.do
ubleclick.net

108.177.15.155 A (IP address) IN (0x0001)
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Nov 24, 2020 
08:36:22.687442064 
CET

8.8.8.8 192.168.2.3 0x91ba No error (0) stats.l.do
ubleclick.net

108.177.15.154 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:22.687442064 
CET

8.8.8.8 192.168.2.3 0x91ba No error (0) stats.l.do
ubleclick.net

108.177.15.156 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:22.716990948 
CET

8.8.8.8 192.168.2.3 0x2e5c No error (0) www.google
.co.uk

172.217.21.195 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:22.904692888 
CET

8.8.8.8 192.168.2.3 0xd2e1 No error (0) proteccion10.net 217.67.162.199 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:22.912147999 
CET

8.8.8.8 192.168.2.3 0xac0f No error (0) googleads.
g.doubleclick.net

pagead46.l.doubleclick.ne
t

CNAME 
(Canonical 
name)

IN (0x0001)

Nov 24, 2020 
08:36:22.912147999 
CET

8.8.8.8 192.168.2.3 0xac0f No error (0) pagead46.l
.doubleclick.net

216.58.212.162 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:23.129374027 
CET

8.8.8.8 192.168.2.3 0x15f No error (0) partnerad.
l.doubleclick.net

172.217.21.194 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:23.144700050 
CET

8.8.8.8 192.168.2.3 0x6032 No error (0) pagead46.l
.doubleclick.net

172.217.21.226 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:23.145517111 
CET

8.8.8.8 192.168.2.3 0xd360 No error (0) adservice.
google.co.uk

pagead46.l.doubleclick.ne
t

CNAME 
(Canonical 
name)

IN (0x0001)

Nov 24, 2020 
08:36:23.145517111 
CET

8.8.8.8 192.168.2.3 0xd360 No error (0) pagead46.l
.doubleclick.net

142.250.74.194 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:23.282588959 
CET

8.8.8.8 192.168.2.3 0x2f1d No error (0) www.google
tagservices.com

pagead46.l.doubleclick.ne
t

CNAME 
(Canonical 
name)

IN (0x0001)

Nov 24, 2020 
08:36:23.282588959 
CET

8.8.8.8 192.168.2.3 0x2f1d No error (0) pagead46.l
.doubleclick.net

172.217.18.2 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:23.905195951 
CET

8.8.8.8 192.168.2.3 0x2058 No error (0) vars.hotjar.com 13.224.198.43 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:23.905195951 
CET

8.8.8.8 192.168.2.3 0x2058 No error (0) vars.hotjar.com 13.224.198.73 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:23.905195951 
CET

8.8.8.8 192.168.2.3 0x2058 No error (0) vars.hotjar.com 13.224.198.35 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:23.905195951 
CET

8.8.8.8 192.168.2.3 0x2058 No error (0) vars.hotjar.com 13.224.198.52 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:25.138492107 
CET

8.8.8.8 192.168.2.3 0x5b30 No error (0) rtb.openx.net 35.227.252.103 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:25.138492107 
CET

8.8.8.8 192.168.2.3 0x5b30 No error (0) rtb.openx.net 35.186.253.211 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:25.144330025 
CET

8.8.8.8 192.168.2.3 0xff91 No error (0) cms.quants
erve.com

2kpixel.quantserve.com CNAME 
(Canonical 
name)

IN (0x0001)

Nov 24, 2020 
08:36:25.144330025 
CET

8.8.8.8 192.168.2.3 0xff91 No error (0) 2kpixel.qu
antserve.com

global.px.quantserve.com CNAME 
(Canonical 
name)

IN (0x0001)

Nov 24, 2020 
08:36:25.144330025 
CET

8.8.8.8 192.168.2.3 0xff91 No error (0) global.px.
quantserve.com

91.228.74.133 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:25.144330025 
CET

8.8.8.8 192.168.2.3 0xff91 No error (0) global.px.
quantserve.com

91.228.74.134 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:25.144330025 
CET

8.8.8.8 192.168.2.3 0xff91 No error (0) global.px.
quantserve.com

91.228.74.189 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:25.144330025 
CET

8.8.8.8 192.168.2.3 0xff91 No error (0) global.px.
quantserve.com

91.228.74.198 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:25.144330025 
CET

8.8.8.8 192.168.2.3 0xff91 No error (0) global.px.
quantserve.com

91.228.74.226 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:25.144701958 
CET

8.8.8.8 192.168.2.3 0xac75 No error (0) image6.pub
matic.com

pugm22000nfc.pubmatic.
com

CNAME 
(Canonical 
name)

IN (0x0001)
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Nov 24, 2020 
08:36:25.144701958 
CET

8.8.8.8 192.168.2.3 0xac75 No error (0) pugm22000n
fc.pubmatic.com

pugm22000nf.pubmatic.c
om

CNAME 
(Canonical 
name)

IN (0x0001)

Nov 24, 2020 
08:36:25.144701958 
CET

8.8.8.8 192.168.2.3 0xac75 No error (0) pugm22000n
f.pubmatic.com

185.64.189.115 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:25.145176888 
CET

8.8.8.8 192.168.2.3 0xd83e No error (0) id.rlcdn.com 34.120.207.148 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:25.150772095 
CET

8.8.8.8 192.168.2.3 0xec5b No error (0) googlecm.h
it.gemius.pl

217.182.200.19 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:25.150772095 
CET

8.8.8.8 192.168.2.3 0xec5b No error (0) googlecm.h
it.gemius.pl

79.137.69.91 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:25.150772095 
CET

8.8.8.8 192.168.2.3 0xec5b No error (0) googlecm.h
it.gemius.pl

79.137.69.120 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:25.150772095 
CET

8.8.8.8 192.168.2.3 0xec5b No error (0) googlecm.h
it.gemius.pl

79.137.68.187 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:25.150772095 
CET

8.8.8.8 192.168.2.3 0xec5b No error (0) googlecm.h
it.gemius.pl

217.182.200.29 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:25.150772095 
CET

8.8.8.8 192.168.2.3 0xec5b No error (0) googlecm.h
it.gemius.pl

217.182.200.41 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:25.150772095 
CET

8.8.8.8 192.168.2.3 0xec5b No error (0) googlecm.h
it.gemius.pl

217.182.200.20 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:25.167876959 
CET

8.8.8.8 192.168.2.3 0x3ab7 No error (0) pixel.rubi
conproject.com

pixel.rubiconproject.net.a
kadns.net

CNAME 
(Canonical 
name)

IN (0x0001)

Nov 24, 2020 
08:36:25.168145895 
CET

8.8.8.8 192.168.2.3 0x19f4 No error (0) ag.innovid.com ag-5-
split.ag.innovid.com.akad
ns.net

CNAME 
(Canonical 
name)

IN (0x0001)

Nov 24, 2020 
08:36:25.168145895 
CET

8.8.8.8 192.168.2.3 0x19f4 No error (0) aragorn-uk-
prod.inbake.com

aragornapp-v2-prod-uk-
lbj.inbake.com

CNAME 
(Canonical 
name)

IN (0x0001)

Nov 24, 2020 
08:36:25.168145895 
CET

8.8.8.8 192.168.2.3 0x19f4 No error (0) aragornapp-v2-
prod-uk-lbj.inba
ke.com

18.132.236.238 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:25.168145895 
CET

8.8.8.8 192.168.2.3 0x19f4 No error (0) aragornapp-v2-
prod-uk-lbj.inba
ke.com

35.177.140.113 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:25.168145895 
CET

8.8.8.8 192.168.2.3 0x19f4 No error (0) aragornapp-v2-
prod-uk-lbj.inba
ke.com

35.178.131.166 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:25.180826902 
CET

8.8.8.8 192.168.2.3 0x5ef4 No error (0) cm.g.doubl
eclick.net

pagead.l.doubleclick.net CNAME 
(Canonical 
name)

IN (0x0001)

Nov 24, 2020 
08:36:25.180826902 
CET

8.8.8.8 192.168.2.3 0x5ef4 No error (0) pagead.l.d
oubleclick.net

172.217.18.2 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:25.926958084 
CET

8.8.8.8 192.168.2.3 0x9094 No error (0) in.hotjar.com insights-in-
1202607485.eu-west-
1.elb.amazonaws.com

CNAME 
(Canonical 
name)

IN (0x0001)

Nov 24, 2020 
08:36:25.926958084 
CET

8.8.8.8 192.168.2.3 0x9094 No error (0) insights-in-
1202607485.eu-
west-1.elb.ama
zonaws.com

54.74.233.68 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:25.926958084 
CET

8.8.8.8 192.168.2.3 0x9094 No error (0) insights-in-
1202607485.eu-
west-1.elb.ama
zonaws.com

52.31.241.82 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:25.926958084 
CET

8.8.8.8 192.168.2.3 0x9094 No error (0) insights-in-
1202607485.eu-
west-1.elb.ama
zonaws.com

52.51.24.70 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:25.926958084 
CET

8.8.8.8 192.168.2.3 0x9094 No error (0) insights-in-
1202607485.eu-
west-1.elb.ama
zonaws.com

34.251.150.2 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:25.926958084 
CET

8.8.8.8 192.168.2.3 0x9094 No error (0) insights-in-
1202607485.eu-
west-1.elb.ama
zonaws.com

34.252.113.162 A (IP address) IN (0x0001)
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Nov 24, 2020 
08:36:25.926958084 
CET

8.8.8.8 192.168.2.3 0x9094 No error (0) insights-in-
1202607485.eu-
west-1.elb.ama
zonaws.com

52.212.107.231 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:25.926958084 
CET

8.8.8.8 192.168.2.3 0x9094 No error (0) insights-in-
1202607485.eu-
west-1.elb.ama
zonaws.com

52.31.127.7 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:25.926958084 
CET

8.8.8.8 192.168.2.3 0x9094 No error (0) insights-in-
1202607485.eu-
west-1.elb.ama
zonaws.com

54.246.211.3 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:38.676208973 
CET

8.8.8.8 192.168.2.3 0x5c12 No error (0) localcoron
avirus.com

104.28.4.168 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:38.676208973 
CET

8.8.8.8 192.168.2.3 0x5c12 No error (0) localcoron
avirus.com

104.28.5.168 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:38.676208973 
CET

8.8.8.8 192.168.2.3 0x5c12 No error (0) localcoron
avirus.com

172.67.183.244 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:44.419372082 
CET

8.8.8.8 192.168.2.3 0x4d2e No error (0) static.clo
udflareins
ights.com

104.16.95.65 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:44.419372082 
CET

8.8.8.8 192.168.2.3 0x4d2e No error (0) static.clo
udflareins
ights.com

104.16.94.65 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:45.890830040 
CET

8.8.8.8 192.168.2.3 0x1c3d No error (0) e.dlx.addt
his.com

gtm08.nexac.com CNAME 
(Canonical 
name)

IN (0x0001)

Nov 24, 2020 
08:36:45.890830040 
CET

8.8.8.8 192.168.2.3 0x1c3d No error (0) gtm08.nexa
c.com

ac2409ed291e04841b424
223a3ec4991-
926974307.us-west-
2.elb.amazonaws.com

CNAME 
(Canonical 
name)

IN (0x0001)

Nov 24, 2020 
08:36:45.890830040 
CET

8.8.8.8 192.168.2.3 0x1c3d No error (0) ac2409ed29
1e04841b42
4223a3ec4991-
926974307.us-
west-2.elb.ama
zonaws.com

52.38.55.154 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:45.890830040 
CET

8.8.8.8 192.168.2.3 0x1c3d No error (0) ac2409ed29
1e04841b42
4223a3ec4991-
926974307.us-
west-2.elb.ama
zonaws.com

54.149.220.116 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:45.890830040 
CET

8.8.8.8 192.168.2.3 0x1c3d No error (0) ac2409ed29
1e04841b42
4223a3ec4991-
926974307.us-
west-2.elb.ama
zonaws.com

52.35.2.64 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:45.890830040 
CET

8.8.8.8 192.168.2.3 0x1c3d No error (0) ac2409ed29
1e04841b42
4223a3ec4991-
926974307.us-
west-2.elb.ama
zonaws.com

54.186.82.216 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:45.890830040 
CET

8.8.8.8 192.168.2.3 0x1c3d No error (0) ac2409ed29
1e04841b42
4223a3ec4991-
926974307.us-
west-2.elb.ama
zonaws.com

54.187.134.73 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:45.908582926 
CET

8.8.8.8 192.168.2.3 0xa45f No error (0) ssum-sec.c
asalemedia.com

ssum-
sec.casalemedia.com.edg
ekey.net

CNAME 
(Canonical 
name)

IN (0x0001)

Nov 24, 2020 
08:36:49.265841007 
CET

8.8.8.8 192.168.2.3 0x92ae No error (0) odr.mookie
1.com

tagr-gcp-odr-
euw4.mookie1.com

CNAME 
(Canonical 
name)

IN (0x0001)

Nov 24, 2020 
08:36:49.265841007 
CET

8.8.8.8 192.168.2.3 0x92ae No error (0) tagr-gcp-odr-
euw4.mo
okie1.com

34.98.67.61 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:49.269932985 
CET

8.8.8.8 192.168.2.3 0x1fa3 No error (0) d.agkn.com data.agkn.com CNAME 
(Canonical 
name)

IN (0x0001)

Nov 24, 2020 
08:36:49.269932985 
CET

8.8.8.8 192.168.2.3 0x1fa3 No error (0) data.agkn.com d2ctznuk6ro1vp.cloudfron
t.net

CNAME 
(Canonical 
name)

IN (0x0001)
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Nov 24, 2020 
08:36:49.269932985 
CET

8.8.8.8 192.168.2.3 0x1fa3 No error (0) d2ctznuk6r
o1vp.cloud
front.net

13.224.198.114 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:49.269932985 
CET

8.8.8.8 192.168.2.3 0x1fa3 No error (0) d2ctznuk6r
o1vp.cloud
front.net

13.224.198.22 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:49.269932985 
CET

8.8.8.8 192.168.2.3 0x1fa3 No error (0) d2ctznuk6r
o1vp.cloud
front.net

13.224.198.78 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:49.269932985 
CET

8.8.8.8 192.168.2.3 0x1fa3 No error (0) d2ctznuk6r
o1vp.cloud
front.net

13.224.198.124 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:49.280400991 
CET

8.8.8.8 192.168.2.3 0x38c5 No error (0) us-u.openx.net 34.98.64.218 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:49.280400991 
CET

8.8.8.8 192.168.2.3 0x38c5 No error (0) us-u.openx.net 35.244.159.8 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:50.546173096 
CET

8.8.8.8 192.168.2.3 0x80d8 No error (0) facebook.com 185.60.216.35 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:50.693118095 
CET

8.8.8.8 192.168.2.3 0xf516 No error (0) m.facebook.com star-
mini.c10r.facebook.com

CNAME 
(Canonical 
name)

IN (0x0001)

Nov 24, 2020 
08:36:50.693118095 
CET

8.8.8.8 192.168.2.3 0xf516 No error (0) star-mini.
c10r.faceb
ook.com

185.60.216.35 A (IP address) IN (0x0001)

Nov 24, 2020 
08:36:50.845432043 
CET

8.8.8.8 192.168.2.3 0xa081 No error (0) www.facebo
ok.com

star-
mini.c10r.facebook.com

CNAME 
(Canonical 
name)

IN (0x0001)

Nov 24, 2020 
08:36:50.845432043 
CET

8.8.8.8 192.168.2.3 0xa081 No error (0) star-mini.
c10r.faceb
ook.com

185.60.216.35 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:35.362210989 
CET

8.8.8.8 192.168.2.3 0x2ea4 No error (0) covid19tra
cking.narr
ativa.com

d2jcax5o6gwtn6.cloudfron
t.net

CNAME 
(Canonical 
name)

IN (0x0001)

Nov 24, 2020 
08:37:35.362210989 
CET

8.8.8.8 192.168.2.3 0x2ea4 No error (0) d2jcax5o6g
wtn6.cloud
front.net

143.204.90.100 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:35.362210989 
CET

8.8.8.8 192.168.2.3 0x2ea4 No error (0) d2jcax5o6g
wtn6.cloud
front.net

143.204.90.30 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:35.362210989 
CET

8.8.8.8 192.168.2.3 0x2ea4 No error (0) d2jcax5o6g
wtn6.cloud
front.net

143.204.90.124 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:35.362210989 
CET

8.8.8.8 192.168.2.3 0x2ea4 No error (0) d2jcax5o6g
wtn6.cloud
front.net

143.204.90.73 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:35.591378927 
CET

8.8.8.8 192.168.2.3 0xbfa7 No error (0) kit.fontaw
esome.com

kit.fontawesome.com.cdn.
cloudflare.net

CNAME 
(Canonical 
name)

IN (0x0001)

Nov 24, 2020 
08:37:35.692538023 
CET

8.8.8.8 192.168.2.3 0x67ee No error (0) 4i2g925ohj
.execute-api.eu-
west-3.amazona
ws.com

143.204.90.60 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:35.692538023 
CET

8.8.8.8 192.168.2.3 0x67ee No error (0) 4i2g925ohj
.execute-api.eu-
west-3.amazona
ws.com

143.204.90.22 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:35.692538023 
CET

8.8.8.8 192.168.2.3 0x67ee No error (0) 4i2g925ohj
.execute-api.eu-
west-3.amazona
ws.com

143.204.90.94 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:35.692538023 
CET

8.8.8.8 192.168.2.3 0x67ee No error (0) 4i2g925ohj
.execute-api.eu-
west-3.amazona
ws.com

143.204.90.121 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:35.862823963 
CET

8.8.8.8 192.168.2.3 0x13f1 No error (0) ka-f.fonta
wesome.com

ka-
f.fontawesome.com.cdn.cl
oudflare.net

CNAME 
(Canonical 
name)

IN (0x0001)

Nov 24, 2020 
08:37:39.493360043 
CET

8.8.8.8 192.168.2.3 0x2e96 No error (0) ficheracos
.publico.es

www.publico.es.edgekey.
net

CNAME 
(Canonical 
name)

IN (0x0001)

Nov 24, 2020 
08:37:39.601347923 
CET

8.8.8.8 192.168.2.3 0x5f92 No error (0) img.huffin
gtonpost.com

cs491300.wpc.mucdn.net CNAME 
(Canonical 
name)

IN (0x0001)

Nov 24, 2020 
08:37:39.601347923 
CET

8.8.8.8 192.168.2.3 0x5f92 No error (0) cs491300.w
pc.mucdn.net

192.229.220.196 A (IP address) IN (0x0001)
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Nov 24, 2020 
08:37:39.814626932 
CET

8.8.8.8 192.168.2.3 0x3c0a No error (0) s01.europa
press.net

d1gubrkaoxki64.cloudfron
t.net

CNAME 
(Canonical 
name)

IN (0x0001)

Nov 24, 2020 
08:37:39.814626932 
CET

8.8.8.8 192.168.2.3 0x3c0a No error (0) d1gubrkaox
ki64.cloud
front.net

13.225.73.126 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:39.814626932 
CET

8.8.8.8 192.168.2.3 0x3c0a No error (0) d1gubrkaox
ki64.cloud
front.net

13.225.73.58 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:39.814626932 
CET

8.8.8.8 192.168.2.3 0x3c0a No error (0) d1gubrkaox
ki64.cloud
front.net

13.225.73.97 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:39.814626932 
CET

8.8.8.8 192.168.2.3 0x3c0a No error (0) d1gubrkaox
ki64.cloud
front.net

13.225.73.33 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:39.916596889 
CET

8.8.8.8 192.168.2.3 0x5d9b No error (0) wwwhatsnew
.com

167.71.73.131 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:40.353313923 
CET

8.8.8.8 192.168.2.3 0x2653 No error (0) img2.rtve.es caching.c251.edge2befas
ter.net

CNAME 
(Canonical 
name)

IN (0x0001)

Nov 24, 2020 
08:37:40.353313923 
CET

8.8.8.8 192.168.2.3 0x2653 No error (0) caching.c2
51.edge2be
faster.net

aec01.esc.rtve.edgetcdn.
net

CNAME 
(Canonical 
name)

IN (0x0001)

Nov 24, 2020 
08:37:40.353313923 
CET

8.8.8.8 192.168.2.3 0x2653 No error (0) aec01.esc.
rtve.edget
cdn.net

51.195.62.229 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:40.353313923 
CET

8.8.8.8 192.168.2.3 0x2653 No error (0) aec01.esc.
rtve.edget
cdn.net

51.210.220.38 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:40.353313923 
CET

8.8.8.8 192.168.2.3 0x2653 No error (0) aec01.esc.
rtve.edget
cdn.net

185.57.173.173 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:40.353313923 
CET

8.8.8.8 192.168.2.3 0x2653 No error (0) aec01.esc.
rtve.edget
cdn.net

51.89.235.72 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:40.353313923 
CET

8.8.8.8 192.168.2.3 0x2653 No error (0) aec01.esc.
rtve.edget
cdn.net

31.170.100.122 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:40.354774952 
CET

8.8.8.8 192.168.2.3 0xa92c No error (0) phantom-el
mundo.unid
adeditorial.es

dbpabf0off7y1.cloudfront.
net

CNAME 
(Canonical 
name)

IN (0x0001)

Nov 24, 2020 
08:37:40.354774952 
CET

8.8.8.8 192.168.2.3 0xa92c No error (0) dbpabf0off
7y1.cloudf
ront.net

13.224.198.81 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:40.354774952 
CET

8.8.8.8 192.168.2.3 0xa92c No error (0) dbpabf0off
7y1.cloudf
ront.net

13.224.198.70 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:40.354774952 
CET

8.8.8.8 192.168.2.3 0xa92c No error (0) dbpabf0off
7y1.cloudf
ront.net

13.224.198.69 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:40.354774952 
CET

8.8.8.8 192.168.2.3 0xa92c No error (0) dbpabf0off
7y1.cloudf
ront.net

13.224.198.8 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:40.355849981 
CET

8.8.8.8 192.168.2.3 0x2cee No error (0) img.europa
press.es

d2dzdx91mh5kpx.cloudfr
ont.net

CNAME 
(Canonical 
name)

IN (0x0001)

Nov 24, 2020 
08:37:40.355849981 
CET

8.8.8.8 192.168.2.3 0x2cee No error (0) d2dzdx91mh
5kpx.cloud
front.net

143.204.90.70 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:40.355849981 
CET

8.8.8.8 192.168.2.3 0x2cee No error (0) d2dzdx91mh
5kpx.cloud
front.net

143.204.90.114 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:40.355849981 
CET

8.8.8.8 192.168.2.3 0x2cee No error (0) d2dzdx91mh
5kpx.cloud
front.net

143.204.90.56 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:40.355849981 
CET

8.8.8.8 192.168.2.3 0x2cee No error (0) d2dzdx91mh
5kpx.cloud
front.net

143.204.90.91 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:42.786132097 
CET

8.8.8.8 192.168.2.3 0x312e No error (0) pixel.ever
esttech.net

tp00.everesttech.net.akad
ns.net

CNAME 
(Canonical 
name)

IN (0x0001)

Nov 24, 2020 
08:37:43.134212971 
CET

8.8.8.8 192.168.2.3 0xa71b No error (0) s0.2mdn.net s0-2mdn-net.l.google.com CNAME 
(Canonical 
name)

IN (0x0001)

Nov 24, 2020 
08:37:43.165942907 
CET

8.8.8.8 192.168.2.3 0xf77d No error (0) fw.adsafep
rotected.com

iefw.adsafeprotected.com CNAME 
(Canonical 
name)

IN (0x0001)
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Nov 24, 2020 
08:37:43.165942907 
CET

8.8.8.8 192.168.2.3 0xf77d No error (0) iefw.adsaf
eprotected.com

firewall-external-
2134955858.eu-west-
1.elb.amazonaws.com

CNAME 
(Canonical 
name)

IN (0x0001)

Nov 24, 2020 
08:37:43.165942907 
CET

8.8.8.8 192.168.2.3 0xf77d No error (0) firewall-external-
2134955858.eu-
west-1.e
lb.amazona
ws.com

52.30.209.197 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:43.165942907 
CET

8.8.8.8 192.168.2.3 0xf77d No error (0) firewall-external-
2134955858.eu-
west-1.e
lb.amazona
ws.com

52.49.15.202 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:43.165942907 
CET

8.8.8.8 192.168.2.3 0xf77d No error (0) firewall-external-
2134955858.eu-
west-1.e
lb.amazona
ws.com

54.171.14.14 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:43.165942907 
CET

8.8.8.8 192.168.2.3 0xf77d No error (0) firewall-external-
2134955858.eu-
west-1.e
lb.amazona
ws.com

52.215.102.72 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:43.165942907 
CET

8.8.8.8 192.168.2.3 0xf77d No error (0) firewall-external-
2134955858.eu-
west-1.e
lb.amazona
ws.com

52.211.96.94 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:43.165942907 
CET

8.8.8.8 192.168.2.3 0xf77d No error (0) firewall-external-
2134955858.eu-
west-1.e
lb.amazona
ws.com

34.254.6.162 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:43.165942907 
CET

8.8.8.8 192.168.2.3 0xf77d No error (0) firewall-external-
2134955858.eu-
west-1.e
lb.amazona
ws.com

34.250.51.184 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:43.165942907 
CET

8.8.8.8 192.168.2.3 0xf77d No error (0) firewall-external-
2134955858.eu-
west-1.e
lb.amazona
ws.com

63.32.41.216 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:44.170207977 
CET

8.8.8.8 192.168.2.3 0xae2c No error (0) token.rubi
conproject.com

pixel.rubiconproject.net.a
kadns.net

CNAME 
(Canonical 
name)

IN (0x0001)

Nov 24, 2020 
08:37:44.426214933 
CET

8.8.8.8 192.168.2.3 0x73ac No error (0) match.adsrvr.org match-1943069928.eu-
west-
1.elb.amazonaws.com

CNAME 
(Canonical 
name)

IN (0x0001)

Nov 24, 2020 
08:37:44.426214933 
CET

8.8.8.8 192.168.2.3 0x73ac No error (0) match-1943
069928.eu-west-
1.elb
.amazonaws
.com

34.246.127.166 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:44.426214933 
CET

8.8.8.8 192.168.2.3 0x73ac No error (0) match-1943
069928.eu-west-
1.elb
.amazonaws
.com

52.31.46.99 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:44.426214933 
CET

8.8.8.8 192.168.2.3 0x73ac No error (0) match-1943
069928.eu-west-
1.elb
.amazonaws
.com

54.216.123.169 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:44.426214933 
CET

8.8.8.8 192.168.2.3 0x73ac No error (0) match-1943
069928.eu-west-
1.elb
.amazonaws
.com

52.210.149.10 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:44.426214933 
CET

8.8.8.8 192.168.2.3 0x73ac No error (0) match-1943
069928.eu-west-
1.elb
.amazonaws
.com

54.171.98.69 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:44.426214933 
CET

8.8.8.8 192.168.2.3 0x73ac No error (0) match-1943
069928.eu-west-
1.elb
.amazonaws
.com

54.216.86.107 A (IP address) IN (0x0001)
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Nov 24, 2020 
08:37:44.426214933 
CET

8.8.8.8 192.168.2.3 0x73ac No error (0) match-1943
069928.eu-west-
1.elb
.amazonaws
.com

52.50.156.162 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:44.426214933 
CET

8.8.8.8 192.168.2.3 0x73ac No error (0) match-1943
069928.eu-west-
1.elb
.amazonaws
.com

99.80.71.186 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:44.448842049 
CET

8.8.8.8 192.168.2.3 0xce8 No error (0) static.ads
afeprotect
ed.com

d162h6x3rxav67.cloudfro
nt.net

CNAME 
(Canonical 
name)

IN (0x0001)

Nov 24, 2020 
08:37:44.448842049 
CET

8.8.8.8 192.168.2.3 0xce8 No error (0) d162h6x3rx
av67.cloud
front.net

143.204.90.49 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:44.448842049 
CET

8.8.8.8 192.168.2.3 0xce8 No error (0) d162h6x3rx
av67.cloud
front.net

143.204.90.10 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:44.448842049 
CET

8.8.8.8 192.168.2.3 0xce8 No error (0) d162h6x3rx
av67.cloud
front.net

143.204.90.44 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:44.448842049 
CET

8.8.8.8 192.168.2.3 0xce8 No error (0) d162h6x3rx
av67.cloud
front.net

143.204.90.58 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:44.456736088 
CET

8.8.8.8 192.168.2.3 0xef50 No error (0) dsum-sec.c
asalemedia.com

dsum-
sec.casalemedia.com.edg
ekey.net

CNAME 
(Canonical 
name)

IN (0x0001)

Nov 24, 2020 
08:37:44.466499090 
CET

8.8.8.8 192.168.2.3 0x5d60 No error (0) ib.adnxs.com g.geogslb.com CNAME 
(Canonical 
name)

IN (0x0001)

Nov 24, 2020 
08:37:44.466499090 
CET

8.8.8.8 192.168.2.3 0x5d60 No error (0) g.geogslb.com ib.anycast.adnxs.com CNAME 
(Canonical 
name)

IN (0x0001)

Nov 24, 2020 
08:37:44.466499090 
CET

8.8.8.8 192.168.2.3 0x5d60 No error (0) ib.anycast
.adnxs.com

185.33.221.91 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:44.466499090 
CET

8.8.8.8 192.168.2.3 0x5d60 No error (0) ib.anycast
.adnxs.com

185.33.221.14 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:44.466499090 
CET

8.8.8.8 192.168.2.3 0x5d60 No error (0) ib.anycast
.adnxs.com

185.33.221.11 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:44.466499090 
CET

8.8.8.8 192.168.2.3 0x5d60 No error (0) ib.anycast
.adnxs.com

185.33.221.13 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:44.466499090 
CET

8.8.8.8 192.168.2.3 0x5d60 No error (0) ib.anycast
.adnxs.com

185.33.221.89 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:44.466499090 
CET

8.8.8.8 192.168.2.3 0x5d60 No error (0) ib.anycast
.adnxs.com

185.33.221.50 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:44.466499090 
CET

8.8.8.8 192.168.2.3 0x5d60 No error (0) ib.anycast
.adnxs.com

185.33.221.90 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:44.466499090 
CET

8.8.8.8 192.168.2.3 0x5d60 No error (0) ib.anycast
.adnxs.com

185.33.221.88 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:44.514972925 
CET

8.8.8.8 192.168.2.3 0xda5f No error (0) securepuba
ds.g.doubl
eclick.net

partnerad.l.doubleclick.ne
t

CNAME 
(Canonical 
name)

IN (0x0001)

Nov 24, 2020 
08:37:44.514972925 
CET

8.8.8.8 192.168.2.3 0xda5f No error (0) partnerad.
l.doubleclick.net

172.217.21.194 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:44.524405003 
CET

8.8.8.8 192.168.2.3 0x1fd9 No error (0) sync.teads.tv sync.teads.tv.edgekey.net CNAME 
(Canonical 
name)

IN (0x0001)

Nov 24, 2020 
08:37:44.556282043 
CET

8.8.8.8 192.168.2.3 0x9960 No error (0) sync.searc
h.spotxcha
nge.com

sync.search-
gtm.spotxchange.com.ak
adns.net

CNAME 
(Canonical 
name)

IN (0x0001)

Nov 24, 2020 
08:37:44.556282043 
CET

8.8.8.8 192.168.2.3 0x9960 No error (0) ams01.sync
.search.sp
otxchange.com

185.94.180.126 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:44.556282043 
CET

8.8.8.8 192.168.2.3 0x9960 No error (0) ams01.sync
.search.sp
otxchange.com

185.94.180.125 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:44.604583025 
CET

8.8.8.8 192.168.2.3 0xbaeb No error (0) googleads4
.g.doublec
lick.net

pagead.l.doubleclick.net CNAME 
(Canonical 
name)

IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
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Nov 24, 2020 
08:37:44.604583025 
CET

8.8.8.8 192.168.2.3 0xbaeb No error (0) pagead.l.d
oubleclick.net

172.217.18.98 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:44.653768063 
CET

8.8.8.8 192.168.2.3 0xa198 No error (0) ads.yahoo.com edge.gycpi.b.yahoodns.n
et

CNAME 
(Canonical 
name)

IN (0x0001)

Nov 24, 2020 
08:37:44.653768063 
CET

8.8.8.8 192.168.2.3 0xa198 No error (0) edge.gycpi
.b.yahoodns.net

87.248.118.23 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:44.653768063 
CET

8.8.8.8 192.168.2.3 0xa198 No error (0) edge.gycpi
.b.yahoodns.net

87.248.118.22 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:45.398685932 
CET

8.8.8.8 192.168.2.3 0x335 No error (0) ad.doublec
lick.net

dart.l.doubleclick.net CNAME 
(Canonical 
name)

IN (0x0001)

Nov 24, 2020 
08:37:45.398685932 
CET

8.8.8.8 192.168.2.3 0x335 No error (0) dart.l.dou
bleclick.net

172.217.18.102 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:45.485086918 
CET

8.8.8.8 192.168.2.3 0xe51e No error (0) dt.adsafep
rotected.com

sjedt.adsafeprotected.co
m

CNAME 
(Canonical 
name)

IN (0x0001)

Nov 24, 2020 
08:37:45.485086918 
CET

8.8.8.8 192.168.2.3 0xe51e No error (0) sjedt.adsa
feprotected.com

104.244.38.20 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:45.633331060 
CET

8.8.8.8 192.168.2.3 0x1936 No error (0) pixel.adsa
feprotected.com

iepixel.adsafeprotected.c
om

CNAME 
(Canonical 
name)

IN (0x0001)

Nov 24, 2020 
08:37:45.633331060 
CET

8.8.8.8 192.168.2.3 0x1936 No error (0) iepixel.ad
safeprotec
ted.com

firewall-external-
2134955858.eu-west-
1.elb.amazonaws.com

CNAME 
(Canonical 
name)

IN (0x0001)

Nov 24, 2020 
08:37:45.633331060 
CET

8.8.8.8 192.168.2.3 0x1936 No error (0) firewall-external-
2134955858.eu-
west-1.e
lb.amazona
ws.com

54.77.207.73 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:45.633331060 
CET

8.8.8.8 192.168.2.3 0x1936 No error (0) firewall-external-
2134955858.eu-
west-1.e
lb.amazona
ws.com

34.246.59.179 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:45.633331060 
CET

8.8.8.8 192.168.2.3 0x1936 No error (0) firewall-external-
2134955858.eu-
west-1.e
lb.amazona
ws.com

34.252.163.210 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:45.633331060 
CET

8.8.8.8 192.168.2.3 0x1936 No error (0) firewall-external-
2134955858.eu-
west-1.e
lb.amazona
ws.com

54.246.208.255 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:45.633331060 
CET

8.8.8.8 192.168.2.3 0x1936 No error (0) firewall-external-
2134955858.eu-
west-1.e
lb.amazona
ws.com

52.50.154.233 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:45.633331060 
CET

8.8.8.8 192.168.2.3 0x1936 No error (0) firewall-external-
2134955858.eu-
west-1.e
lb.amazona
ws.com

34.248.164.240 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:45.633331060 
CET

8.8.8.8 192.168.2.3 0x1936 No error (0) firewall-external-
2134955858.eu-
west-1.e
lb.amazona
ws.com

34.240.178.152 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:45.633331060 
CET

8.8.8.8 192.168.2.3 0x1936 No error (0) firewall-external-
2134955858.eu-
west-1.e
lb.amazona
ws.com

52.215.102.72 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:45.765930891 
CET

8.8.8.8 192.168.2.3 0xa87d No error (0) j.adlooxtr
acking.com

37.187.28.21 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:45.765930891 
CET

8.8.8.8 192.168.2.3 0xa87d No error (0) j.adlooxtr
acking.com

37.187.27.147 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:45.765930891 
CET

8.8.8.8 192.168.2.3 0xa87d No error (0) j.adlooxtr
acking.com

54.38.81.63 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
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Nov 24, 2020 
08:37:45.765930891 
CET

8.8.8.8 192.168.2.3 0xa87d No error (0) j.adlooxtr
acking.com

5.135.142.36 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:45.765930891 
CET

8.8.8.8 192.168.2.3 0xa87d No error (0) j.adlooxtr
acking.com

37.59.21.193 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:45.765930891 
CET

8.8.8.8 192.168.2.3 0xa87d No error (0) j.adlooxtr
acking.com

5.135.142.37 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:45.765930891 
CET

8.8.8.8 192.168.2.3 0xa87d No error (0) j.adlooxtr
acking.com

37.59.24.120 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:45.765930891 
CET

8.8.8.8 192.168.2.3 0xa87d No error (0) j.adlooxtr
acking.com

37.187.24.88 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:45.765930891 
CET

8.8.8.8 192.168.2.3 0xa87d No error (0) j.adlooxtr
acking.com

37.187.148.39 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:45.797245979 
CET

8.8.8.8 192.168.2.3 0xedde No error (0) t.myvisualiq.net pool-
eu.visualiq.iponweb.net

CNAME 
(Canonical 
name)

IN (0x0001)

Nov 24, 2020 
08:37:45.797245979 
CET

8.8.8.8 192.168.2.3 0xedde No error (0) pool-eu.vi
sualiq.ipo
nweb.net

elb-aws-fr-visualiq-
1583280815.eu-central-
1.elb.amazonaws.com

CNAME 
(Canonical 
name)

IN (0x0001)

Nov 24, 2020 
08:37:45.797245979 
CET

8.8.8.8 192.168.2.3 0xedde No error (0) elb-aws-fr-
visualiq-
1583280815.eu-
central-1.elb.am
azonaws.com

18.192.184.23 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:45.797245979 
CET

8.8.8.8 192.168.2.3 0xedde No error (0) elb-aws-fr-
visualiq-
1583280815.eu-
central-1.elb.am
azonaws.com

18.156.27.198 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:45.797245979 
CET

8.8.8.8 192.168.2.3 0xedde No error (0) elb-aws-fr-
visualiq-
1583280815.eu-
central-1.elb.am
azonaws.com

18.194.78.147 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:45.797245979 
CET

8.8.8.8 192.168.2.3 0xedde No error (0) elb-aws-fr-
visualiq-
1583280815.eu-
central-1.elb.am
azonaws.com

3.121.142.0 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:45.797245979 
CET

8.8.8.8 192.168.2.3 0xedde No error (0) elb-aws-fr-
visualiq-
1583280815.eu-
central-1.elb.am
azonaws.com

18.158.250.144 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:45.797245979 
CET

8.8.8.8 192.168.2.3 0xedde No error (0) elb-aws-fr-
visualiq-
1583280815.eu-
central-1.elb.am
azonaws.com

18.159.189.30 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:45.797245979 
CET

8.8.8.8 192.168.2.3 0xedde No error (0) elb-aws-fr-
visualiq-
1583280815.eu-
central-1.elb.am
azonaws.com

3.120.165.244 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:45.797245979 
CET

8.8.8.8 192.168.2.3 0xedde No error (0) elb-aws-fr-
visualiq-
1583280815.eu-
central-1.elb.am
azonaws.com

3.125.14.21 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:47.212486982 
CET

8.8.8.8 192.168.2.3 0xcd56 No error (0) c1.adform.net track.adformnet.akadns.n
et

CNAME 
(Canonical 
name)

IN (0x0001)

Nov 24, 2020 
08:37:47.418752909 
CET

8.8.8.8 192.168.2.3 0xc7be No error (0) eu-u.openx.net 34.98.64.218 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:47.418752909 
CET

8.8.8.8 192.168.2.3 0xc7be No error (0) eu-u.openx.net 35.244.159.8 A (IP address) IN (0x0001)

Nov 24, 2020 
08:37:48.168572903 
CET

8.8.8.8 192.168.2.3 0x9c90 No error (0) data36.adl
ooxtracking.com

137.74.93.130 A (IP address) IN (0x0001)

Nov 24, 2020 
08:38:09.436110020 
CET

8.8.8.8 192.168.2.3 0xa1bf No error (0) pagead.l.d
oubleclick.net

216.58.210.2 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
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Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL Client
Fingerprint JA3 SSL Client Digest

Nov 24, 2020 
08:36:20.331784010 
CET

104.28.5.168 443 192.168.2.3 49715 CN=sni.cloudflaressl.com, 
O="Cloudflare, Inc.", L=San 
Francisco, ST=CA, C=US 
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", 
C=US

CN=Cloudflare Inc ECC 
CA-3, O="Cloudflare, 
Inc.", C=US 
CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Mon Oct 
26 
01:00:00 
CET 
2020 
Mon Jan 
27 
13:48:08 
CET 
2020

Tue Oct 
26 
01:59:59 
CEST 
2021 
Wed 
Jan 01 
00:59:59 
CET 
2025

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", 
C=US

CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Mon Jan 
27 
13:48:08 
CET 
2020

Wed 
Jan 01 
00:59:59 
CET 
2025

Nov 24, 2020 
08:36:20.333058119 
CET

104.28.5.168 443 192.168.2.3 49714 CN=sni.cloudflaressl.com, 
O="Cloudflare, Inc.", L=San 
Francisco, ST=CA, C=US 
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", 
C=US

CN=Cloudflare Inc ECC 
CA-3, O="Cloudflare, 
Inc.", C=US 
CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Mon Oct 
26 
01:00:00 
CET 
2020 
Mon Jan 
27 
13:48:08 
CET 
2020

Tue Oct 
26 
01:59:59 
CEST 
2021 
Wed 
Jan 01 
00:59:59 
CET 
2025

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", 
C=US

CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Mon Jan 
27 
13:48:08 
CET 
2020

Wed 
Jan 01 
00:59:59 
CET 
2025

Nov 24, 2020 
08:36:21.025556087 
CET

216.58.205.226 443 192.168.2.3 49729 CN=*.g.doubleclick.net, 
O=Google LLC, L=Mountain 
View, ST=California, C=US 
CN=GTS CA 1O1, O=Google 
Trust Services, C=US

CN=GTS CA 1O1, 
O=Google Trust 
Services, C=US 
CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root 
CA - R2

Tue Nov 
03 
08:33:42 
CET 
2020 
Thu Jun 
15 
02:00:42 
CEST 
2017

Tue Jan 
26 
08:33:42 
CET 
2021 
Wed 
Dec 15 
01:00:42 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1O1, O=Google 
Trust Services, C=US

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root 
CA - R2

Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Dec 15 
01:00:42 
CET 
2021

Nov 24, 2020 
08:36:21.025825024 
CET

216.58.205.226 443 192.168.2.3 49730 CN=*.g.doubleclick.net, 
O=Google LLC, L=Mountain 
View, ST=California, C=US 
CN=GTS CA 1O1, O=Google 
Trust Services, C=US

CN=GTS CA 1O1, 
O=Google Trust 
Services, C=US 
CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root 
CA - R2

Tue Nov 
03 
08:33:42 
CET 
2020 
Thu Jun 
15 
02:00:42 
CEST 
2017

Tue Jan 
26 
08:33:42 
CET 
2021 
Wed 
Dec 15 
01:00:42 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1O1, O=Google 
Trust Services, C=US

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root 
CA - R2

Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Dec 15 
01:00:42 
CET 
2021

Nov 24, 2020 
08:36:21.031558037 
CET

34.253.173.247 443 192.168.2.3 49721 CN=*.lavozdegalicia.es, 
OU=PremiumSSL Legacy 
Wildcard, O=LA VOZ DE 
GALICIA S.A., 
STREET="RONDA DE 
OUTEIRO, 1 - 3 BAJO", L=A 
CORUNA, ST=La Corua, 
OID.2.5.4.17=15006, C=ES 
CN=Sectigo RSA 
Organization Validation 
Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=Sectigo RSA 
Organization Validation 
Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Thu Oct 
17 
02:00:00 
CEST 
2019 Fri 
Nov 02 
01:00:00 
CET 
2018

Tue Jan 
18 
01:00:00 
CET 
2022 
Wed 
Jan 01 
00:59:59 
CET 
2031

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Sectigo RSA 
Organization Validation 
Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Fri Nov 
02 
01:00:00 
CET 
2018

Wed 
Jan 01 
00:59:59 
CET 
2031

HTTPS Packets
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Nov 24, 2020 
08:36:21.034085035 
CET

51.255.81.138 443 192.168.2.3 49726 CN=*.elconfidencial.com, 
OU=Dept. Tecnico, 
O=Titania Compaia Editorial 
SL, L=Pozuelo de Alarcon, 
ST=Madrid, C=ES 
CN=DigiCert SHA2 Secure 
Server CA, O=DigiCert Inc, 
C=US

CN=DigiCert SHA2 
Secure Server CA, 
O=DigiCert Inc, C=US 
CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Wed 
Mar 25 
01:00:00 
CET 
2020 Fri 
Mar 08 
13:00:00 
CET 
2013

Fri May 
14 
14:00:00 
CEST 
2021 
Wed 
Mar 08 
13:00:00 
CET 
2023

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 Secure 
Server CA, O=DigiCert Inc, 
C=US

CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Mar 
08 
13:00:00 
CET 
2013

Wed 
Mar 08 
13:00:00 
CET 
2023

Nov 24, 2020 
08:36:21.034938097 
CET

51.255.81.138 443 192.168.2.3 49728 CN=*.elconfidencial.com, 
OU=Dept. Tecnico, 
O=Titania Compaia Editorial 
SL, L=Pozuelo de Alarcon, 
ST=Madrid, C=ES 
CN=DigiCert SHA2 Secure 
Server CA, O=DigiCert Inc, 
C=US

CN=DigiCert SHA2 
Secure Server CA, 
O=DigiCert Inc, C=US 
CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Wed 
Mar 25 
01:00:00 
CET 
2020 Fri 
Mar 08 
13:00:00 
CET 
2013

Fri May 
14 
14:00:00 
CEST 
2021 
Wed 
Mar 08 
13:00:00 
CET 
2023

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 Secure 
Server CA, O=DigiCert Inc, 
C=US

CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Mar 
08 
13:00:00 
CET 
2013

Wed 
Mar 08 
13:00:00 
CET 
2023

Nov 24, 2020 
08:36:21.035681963 
CET

51.255.81.138 443 192.168.2.3 49724 CN=*.elconfidencial.com, 
OU=Dept. Tecnico, 
O=Titania Compaia Editorial 
SL, L=Pozuelo de Alarcon, 
ST=Madrid, C=ES 
CN=DigiCert SHA2 Secure 
Server CA, O=DigiCert Inc, 
C=US

CN=DigiCert SHA2 
Secure Server CA, 
O=DigiCert Inc, C=US 
CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Wed 
Mar 25 
01:00:00 
CET 
2020 Fri 
Mar 08 
13:00:00 
CET 
2013

Fri May 
14 
14:00:00 
CEST 
2021 
Wed 
Mar 08 
13:00:00 
CET 
2023

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 Secure 
Server CA, O=DigiCert Inc, 
C=US

CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Mar 
08 
13:00:00 
CET 
2013

Wed 
Mar 08 
13:00:00 
CET 
2023

Nov 24, 2020 
08:36:21.036393881 
CET

51.255.81.138 443 192.168.2.3 49725 CN=*.elconfidencial.com, 
OU=Dept. Tecnico, 
O=Titania Compaia Editorial 
SL, L=Pozuelo de Alarcon, 
ST=Madrid, C=ES 
CN=DigiCert SHA2 Secure 
Server CA, O=DigiCert Inc, 
C=US

CN=DigiCert SHA2 
Secure Server CA, 
O=DigiCert Inc, C=US 
CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Wed 
Mar 25 
01:00:00 
CET 
2020 Fri 
Mar 08 
13:00:00 
CET 
2013

Fri May 
14 
14:00:00 
CEST 
2021 
Wed 
Mar 08 
13:00:00 
CET 
2023

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 Secure 
Server CA, O=DigiCert Inc, 
C=US

CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Mar 
08 
13:00:00 
CET 
2013

Wed 
Mar 08 
13:00:00 
CET 
2023

Nov 24, 2020 
08:36:21.037019014 
CET

51.255.81.138 443 192.168.2.3 49727 CN=*.elconfidencial.com, 
OU=Dept. Tecnico, 
O=Titania Compaia Editorial 
SL, L=Pozuelo de Alarcon, 
ST=Madrid, C=ES 
CN=DigiCert SHA2 Secure 
Server CA, O=DigiCert Inc, 
C=US

CN=DigiCert SHA2 
Secure Server CA, 
O=DigiCert Inc, C=US 
CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Wed 
Mar 25 
01:00:00 
CET 
2020 Fri 
Mar 08 
13:00:00 
CET 
2013

Fri May 
14 
14:00:00 
CEST 
2021 
Wed 
Mar 08 
13:00:00 
CET 
2023

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 Secure 
Server CA, O=DigiCert Inc, 
C=US

CN=DigiCert Global 
Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Mar 
08 
13:00:00 
CET 
2013

Wed 
Mar 08 
13:00:00 
CET 
2023

Timestamp Source IP
Source
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Dest
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Not
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JA3 SSL Client
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Nov 24, 2020 
08:36:21.057229996 
CET

34.253.173.247 443 192.168.2.3 49722 CN=*.lavozdegalicia.es, 
OU=PremiumSSL Legacy 
Wildcard, O=LA VOZ DE 
GALICIA S.A., 
STREET="RONDA DE 
OUTEIRO, 1 - 3 BAJO", L=A 
CORUNA, ST=La Corua, 
OID.2.5.4.17=15006, C=ES 
CN=Sectigo RSA 
Organization Validation 
Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=Sectigo RSA 
Organization Validation 
Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Thu Oct 
17 
02:00:00 
CEST 
2019 Fri 
Nov 02 
01:00:00 
CET 
2018

Tue Jan 
18 
01:00:00 
CET 
2022 
Wed 
Jan 01 
00:59:59 
CET 
2031

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Sectigo RSA 
Organization Validation 
Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Fri Nov 
02 
01:00:00 
CET 
2018

Wed 
Jan 01 
00:59:59 
CET 
2031

Nov 24, 2020 
08:36:21.057375908 
CET

34.253.173.247 443 192.168.2.3 49723 CN=*.lavozdegalicia.es, 
OU=PremiumSSL Legacy 
Wildcard, O=LA VOZ DE 
GALICIA S.A., 
STREET="RONDA DE 
OUTEIRO, 1 - 3 BAJO", L=A 
CORUNA, ST=La Corua, 
OID.2.5.4.17=15006, C=ES 
CN=Sectigo RSA 
Organization Validation 
Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=Sectigo RSA 
Organization Validation 
Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Thu Oct 
17 
02:00:00 
CEST 
2019 Fri 
Nov 02 
01:00:00 
CET 
2018

Tue Jan 
18 
01:00:00 
CET 
2022 
Wed 
Jan 01 
00:59:59 
CET 
2031

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Sectigo RSA 
Organization Validation 
Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Fri Nov 
02 
01:00:00 
CET 
2018

Wed 
Jan 01 
00:59:59 
CET 
2031

Nov 24, 2020 
08:36:21.313083887 
CET

51.255.81.138 443 192.168.2.3 49741 CN=*.elespanol.com 
CN=Sectigo RSA Domain 
Validation Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

CN=Sectigo RSA 
Domain Validation 
Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB 
CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Wed 
Nov 18 
01:00:00 
CET 
2020 Fri 
Nov 02 
01:00:00 
CET 
2018 
Tue Mar 
12 
01:00:00 
CET 
2019 
Thu Jan 
01 
01:00:00 
CET 
2004

Sun Dec 
19 
00:59:59 
CET 
2021 
Wed 
Jan 01 
00:59:59 
CET 
2031 
Mon Jan 
01 
00:59:59 
CET 
2029 
Mon Jan 
01 
00:59:59 
CET 
2029

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Sectigo RSA Domain 
Validation Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Fri Nov 
02 
01:00:00 
CET 
2018

Wed 
Jan 01 
00:59:59 
CET 
2031

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Tue Mar 
12 
01:00:00 
CET 
2019

Mon Jan 
01 
00:59:59 
CET 
2029

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Thu Jan 
01 
01:00:00 
CET 
2004

Mon Jan 
01 
00:59:59 
CET 
2029

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL Client
Fingerprint JA3 SSL Client Digest
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Nov 24, 2020 
08:36:21.315947056 
CET

51.255.81.138 443 192.168.2.3 49740 CN=*.elespanol.com 
CN=Sectigo RSA Domain 
Validation Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

CN=Sectigo RSA 
Domain Validation 
Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB 
CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Wed 
Nov 18 
01:00:00 
CET 
2020 Fri 
Nov 02 
01:00:00 
CET 
2018 
Tue Mar 
12 
01:00:00 
CET 
2019 
Thu Jan 
01 
01:00:00 
CET 
2004

Sun Dec 
19 
00:59:59 
CET 
2021 
Wed 
Jan 01 
00:59:59 
CET 
2031 
Mon Jan 
01 
00:59:59 
CET 
2029 
Mon Jan 
01 
00:59:59 
CET 
2029

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Sectigo RSA Domain 
Validation Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Fri Nov 
02 
01:00:00 
CET 
2018

Wed 
Jan 01 
00:59:59 
CET 
2031

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Tue Mar 
12 
01:00:00 
CET 
2019

Mon Jan 
01 
00:59:59 
CET 
2029

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Thu Jan 
01 
01:00:00 
CET 
2004

Mon Jan 
01 
00:59:59 
CET 
2029

Nov 24, 2020 
08:36:21.321003914 
CET

51.255.81.138 443 192.168.2.3 49737 CN=*.elespanol.com 
CN=Sectigo RSA Domain 
Validation Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

CN=Sectigo RSA 
Domain Validation 
Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB 
CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Wed 
Nov 18 
01:00:00 
CET 
2020 Fri 
Nov 02 
01:00:00 
CET 
2018 
Tue Mar 
12 
01:00:00 
CET 
2019 
Thu Jan 
01 
01:00:00 
CET 
2004

Sun Dec 
19 
00:59:59 
CET 
2021 
Wed 
Jan 01 
00:59:59 
CET 
2031 
Mon Jan 
01 
00:59:59 
CET 
2029 
Mon Jan 
01 
00:59:59 
CET 
2029

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Sectigo RSA Domain 
Validation Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Fri Nov 
02 
01:00:00 
CET 
2018

Wed 
Jan 01 
00:59:59 
CET 
2031

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Tue Mar 
12 
01:00:00 
CET 
2019

Mon Jan 
01 
00:59:59 
CET 
2029

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Thu Jan 
01 
01:00:00 
CET 
2004

Mon Jan 
01 
00:59:59 
CET 
2029

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL Client
Fingerprint JA3 SSL Client Digest
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Nov 24, 2020 
08:36:21.327325106 
CET

51.255.81.138 443 192.168.2.3 49739 CN=*.elespanol.com 
CN=Sectigo RSA Domain 
Validation Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

CN=Sectigo RSA 
Domain Validation 
Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB 
CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Wed 
Nov 18 
01:00:00 
CET 
2020 Fri 
Nov 02 
01:00:00 
CET 
2018 
Tue Mar 
12 
01:00:00 
CET 
2019 
Thu Jan 
01 
01:00:00 
CET 
2004

Sun Dec 
19 
00:59:59 
CET 
2021 
Wed 
Jan 01 
00:59:59 
CET 
2031 
Mon Jan 
01 
00:59:59 
CET 
2029 
Mon Jan 
01 
00:59:59 
CET 
2029

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Sectigo RSA Domain 
Validation Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Fri Nov 
02 
01:00:00 
CET 
2018

Wed 
Jan 01 
00:59:59 
CET 
2031

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Tue Mar 
12 
01:00:00 
CET 
2019

Mon Jan 
01 
00:59:59 
CET 
2029

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Thu Jan 
01 
01:00:00 
CET 
2004

Mon Jan 
01 
00:59:59 
CET 
2029

Nov 24, 2020 
08:36:21.328263998 
CET

51.255.81.138 443 192.168.2.3 49738 CN=*.elespanol.com 
CN=Sectigo RSA Domain 
Validation Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

CN=Sectigo RSA 
Domain Validation 
Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB 
CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Wed 
Nov 18 
01:00:00 
CET 
2020 Fri 
Nov 02 
01:00:00 
CET 
2018 
Tue Mar 
12 
01:00:00 
CET 
2019 
Thu Jan 
01 
01:00:00 
CET 
2004

Sun Dec 
19 
00:59:59 
CET 
2021 
Wed 
Jan 01 
00:59:59 
CET 
2031 
Mon Jan 
01 
00:59:59 
CET 
2029 
Mon Jan 
01 
00:59:59 
CET 
2029

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Sectigo RSA Domain 
Validation Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Fri Nov 
02 
01:00:00 
CET 
2018

Wed 
Jan 01 
00:59:59 
CET 
2031

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Tue Mar 
12 
01:00:00 
CET 
2019

Mon Jan 
01 
00:59:59 
CET 
2029

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Thu Jan 
01 
01:00:00 
CET 
2004

Mon Jan 
01 
00:59:59 
CET 
2029

Timestamp Source IP
Source
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After

JA3 SSL Client
Fingerprint JA3 SSL Client Digest

Copyright null 2020 Page 73 of 85



Nov 24, 2020 
08:36:21.328912973 
CET

51.255.81.138 443 192.168.2.3 49742 CN=*.elespanol.com 
CN=Sectigo RSA Domain 
Validation Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

CN=Sectigo RSA 
Domain Validation 
Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB 
CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Wed 
Nov 18 
01:00:00 
CET 
2020 Fri 
Nov 02 
01:00:00 
CET 
2018 
Tue Mar 
12 
01:00:00 
CET 
2019 
Thu Jan 
01 
01:00:00 
CET 
2004

Sun Dec 
19 
00:59:59 
CET 
2021 
Wed 
Jan 01 
00:59:59 
CET 
2031 
Mon Jan 
01 
00:59:59 
CET 
2029 
Mon Jan 
01 
00:59:59 
CET 
2029

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Sectigo RSA Domain 
Validation Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Fri Nov 
02 
01:00:00 
CET 
2018

Wed 
Jan 01 
00:59:59 
CET 
2031

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Tue Mar 
12 
01:00:00 
CET 
2019

Mon Jan 
01 
00:59:59 
CET 
2029

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Thu Jan 
01 
01:00:00 
CET 
2004

Mon Jan 
01 
00:59:59 
CET 
2029

Nov 24, 2020 
08:36:21.329029083 
CET

104.28.15.243 443 192.168.2.3 49736 CN=sni.cloudflaressl.com, 
O="Cloudflare, Inc.", L=San 
Francisco, ST=CA, C=US 
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", 
C=US

CN=Cloudflare Inc ECC 
CA-3, O="Cloudflare, 
Inc.", C=US 
CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Thu Jul 
09 
02:00:00 
CEST 
2020 
Mon Jan 
27 
13:48:08 
CET 
2020

Fri Jul 
09 
14:00:00 
CEST 
2021 
Wed 
Jan 01 
00:59:59 
CET 
2025

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", 
C=US

CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Mon Jan 
27 
13:48:08 
CET 
2020

Wed 
Jan 01 
00:59:59 
CET 
2025

Nov 24, 2020 
08:36:21.329469919 
CET

104.28.15.243 443 192.168.2.3 49735 CN=sni.cloudflaressl.com, 
O="Cloudflare, Inc.", L=San 
Francisco, ST=CA, C=US 
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", 
C=US

CN=Cloudflare Inc ECC 
CA-3, O="Cloudflare, 
Inc.", C=US 
CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Thu Jul 
09 
02:00:00 
CEST 
2020 
Mon Jan 
27 
13:48:08 
CET 
2020

Fri Jul 
09 
14:00:00 
CEST 
2021 
Wed 
Jan 01 
00:59:59 
CET 
2025

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", 
C=US

CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Mon Jan 
27 
13:48:08 
CET 
2020

Wed 
Jan 01 
00:59:59 
CET 
2025

Timestamp Source IP
Source
Port Dest IP
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Not
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Nov 24, 2020 
08:36:21.733062983 
CET

51.255.81.138 443 192.168.2.3 49748 CN=*.elespanol.com 
CN=Sectigo RSA Domain 
Validation Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

CN=Sectigo RSA 
Domain Validation 
Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB 
CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Wed 
Nov 18 
01:00:00 
CET 
2020 Fri 
Nov 02 
01:00:00 
CET 
2018 
Tue Mar 
12 
01:00:00 
CET 
2019 
Thu Jan 
01 
01:00:00 
CET 
2004

Sun Dec 
19 
00:59:59 
CET 
2021 
Wed 
Jan 01 
00:59:59 
CET 
2031 
Mon Jan 
01 
00:59:59 
CET 
2029 
Mon Jan 
01 
00:59:59 
CET 
2029

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Sectigo RSA Domain 
Validation Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Fri Nov 
02 
01:00:00 
CET 
2018

Wed 
Jan 01 
00:59:59 
CET 
2031

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Tue Mar 
12 
01:00:00 
CET 
2019

Mon Jan 
01 
00:59:59 
CET 
2029

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Thu Jan 
01 
01:00:00 
CET 
2004

Mon Jan 
01 
00:59:59 
CET 
2029

Nov 24, 2020 
08:36:21.733134985 
CET

51.255.81.138 443 192.168.2.3 49747 CN=*.elespanol.com 
CN=Sectigo RSA Domain 
Validation Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

CN=Sectigo RSA 
Domain Validation 
Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB 
CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Wed 
Nov 18 
01:00:00 
CET 
2020 Fri 
Nov 02 
01:00:00 
CET 
2018 
Tue Mar 
12 
01:00:00 
CET 
2019 
Thu Jan 
01 
01:00:00 
CET 
2004

Sun Dec 
19 
00:59:59 
CET 
2021 
Wed 
Jan 01 
00:59:59 
CET 
2031 
Mon Jan 
01 
00:59:59 
CET 
2029 
Mon Jan 
01 
00:59:59 
CET 
2029

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Sectigo RSA Domain 
Validation Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Fri Nov 
02 
01:00:00 
CET 
2018

Wed 
Jan 01 
00:59:59 
CET 
2031

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Tue Mar 
12 
01:00:00 
CET 
2019

Mon Jan 
01 
00:59:59 
CET 
2029

CN=AAA Certificate 
Services, O=Comodo CA 
Limited, L=Salford, 
ST=Greater Manchester, 
C=GB

CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Thu Jan 
01 
01:00:00 
CET 
2004

Mon Jan 
01 
00:59:59 
CET 
2029

Nov 24, 2020 
08:36:21.783678055 
CET

151.101.12.157 443 192.168.2.3 49750 CN=platform.twitter.com, 
OU=Twitter Security, 
O="Twitter, Inc.", L=San 
Francisco, ST=California, 
C=US CN=DigiCert SHA2 
High Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 
High Assurance Server 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Aug 
13 
02:00:00 
CEST 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Wed 
Aug 18 
14:00:00 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

Timestamp Source IP
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CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Nov 24, 2020 
08:36:21.784467936 
CET

151.101.12.157 443 192.168.2.3 49749 CN=platform.twitter.com, 
OU=Twitter Security, 
O="Twitter, Inc.", L=San 
Francisco, ST=California, 
C=US CN=DigiCert SHA2 
High Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 
High Assurance Server 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Thu Aug 
13 
02:00:00 
CEST 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Wed 
Aug 18 
14:00:00 
CEST 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Nov 24, 2020 
08:36:21.882678032 
CET

185.60.216.19 443 192.168.2.3 49754 CN=*.facebook.com, 
O="Facebook, Inc.", L=Menlo 
Park, ST=California, C=US 
CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 
High Assurance Server 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Mon 
Nov 02 
01:00:00 
CET 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Jan 
31 
00:59:59 
CET 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Nov 24, 2020 
08:36:21.883898020 
CET

13.225.73.63 443 192.168.2.3 49753 CN=*.hotjar.com 
CN=Amazon, OU=Server CA 
1B, O=Amazon, C=US 
CN=Amazon Root CA 1, 
O=Amazon, C=US 
CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

CN=Amazon, 
OU=Server CA 1B, 
O=Amazon, C=US 
CN=Amazon Root CA 
1, O=Amazon, C=US 
CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Jan 22 
01:00:00 
CET 
2020 
Thu Oct 
22 
02:00:00 
CEST 
2015 
Mon 
May 25 
14:00:00 
CEST 
2015 
Wed 
Sep 02 
02:00:00 
CEST 
2009

Mon Feb 
22 
13:00:00 
CET 
2021 
Sun Oct 
19 
02:00:00 
CEST 
2025 
Thu Dec 
31 
02:00:00 
CET 
2037 
Wed 
Jun 28 
19:39:16 
CEST 
2034

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Amazon, OU=Server CA 
1B, O=Amazon, C=US

CN=Amazon Root CA 
1, O=Amazon, C=US

Thu Oct 
22 
02:00:00 
CEST 
2015

Sun Oct 
19 
02:00:00 
CEST 
2025

CN=Amazon Root CA 1, 
O=Amazon, C=US

CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US

Mon 
May 25 
14:00:00 
CEST 
2015

Thu Dec 
31 
02:00:00 
CET 
2037

CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Sep 02 
02:00:00 
CEST 
2009

Wed 
Jun 28 
19:39:16 
CEST 
2034

Timestamp Source IP
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Port Dest IP

Dest
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Not
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Nov 24, 2020 
08:36:21.884814024 
CET

13.225.73.63 443 192.168.2.3 49755 CN=*.hotjar.com 
CN=Amazon, OU=Server CA 
1B, O=Amazon, C=US 
CN=Amazon Root CA 1, 
O=Amazon, C=US 
CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

CN=Amazon, 
OU=Server CA 1B, 
O=Amazon, C=US 
CN=Amazon Root CA 
1, O=Amazon, C=US 
CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Jan 22 
01:00:00 
CET 
2020 
Thu Oct 
22 
02:00:00 
CEST 
2015 
Mon 
May 25 
14:00:00 
CEST 
2015 
Wed 
Sep 02 
02:00:00 
CEST 
2009

Mon Feb 
22 
13:00:00 
CET 
2021 
Sun Oct 
19 
02:00:00 
CEST 
2025 
Thu Dec 
31 
02:00:00 
CET 
2037 
Wed 
Jun 28 
19:39:16 
CEST 
2034

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Amazon, OU=Server CA 
1B, O=Amazon, C=US

CN=Amazon Root CA 
1, O=Amazon, C=US

Thu Oct 
22 
02:00:00 
CEST 
2015

Sun Oct 
19 
02:00:00 
CEST 
2025

CN=Amazon Root CA 1, 
O=Amazon, C=US

CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US

Mon 
May 25 
14:00:00 
CEST 
2015

Thu Dec 
31 
02:00:00 
CET 
2037

CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Sep 02 
02:00:00 
CEST 
2009

Wed 
Jun 28 
19:39:16 
CEST 
2034

Nov 24, 2020 
08:36:21.885236025 
CET

185.60.216.19 443 192.168.2.3 49756 CN=*.facebook.com, 
O="Facebook, Inc.", L=Menlo 
Park, ST=California, C=US 
CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 
High Assurance Server 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Mon 
Nov 02 
01:00:00 
CET 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Jan 
31 
00:59:59 
CET 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Nov 24, 2020 
08:36:22.291006088 
CET

13.224.198.63 443 192.168.2.3 49758 CN=*.hotjar.com 
CN=Amazon, OU=Server CA 
1B, O=Amazon, C=US 
CN=Amazon Root CA 1, 
O=Amazon, C=US 
CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

CN=Amazon, 
OU=Server CA 1B, 
O=Amazon, C=US 
CN=Amazon Root CA 
1, O=Amazon, C=US 
CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Jan 22 
01:00:00 
CET 
2020 
Thu Oct 
22 
02:00:00 
CEST 
2015 
Mon 
May 25 
14:00:00 
CEST 
2015 
Wed 
Sep 02 
02:00:00 
CEST 
2009

Mon Feb 
22 
13:00:00 
CET 
2021 
Sun Oct 
19 
02:00:00 
CEST 
2025 
Thu Dec 
31 
02:00:00 
CET 
2037 
Wed 
Jun 28 
19:39:16 
CEST 
2034

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Amazon, OU=Server CA 
1B, O=Amazon, C=US

CN=Amazon Root CA 
1, O=Amazon, C=US

Thu Oct 
22 
02:00:00 
CEST 
2015

Sun Oct 
19 
02:00:00 
CEST 
2025

CN=Amazon Root CA 1, 
O=Amazon, C=US

CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US

Mon 
May 25 
14:00:00 
CEST 
2015

Thu Dec 
31 
02:00:00 
CET 
2037
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CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Sep 02 
02:00:00 
CEST 
2009

Wed 
Jun 28 
19:39:16 
CEST 
2034

Nov 24, 2020 
08:36:22.291471004 
CET

13.224.198.63 443 192.168.2.3 49757 CN=*.hotjar.com 
CN=Amazon, OU=Server CA 
1B, O=Amazon, C=US 
CN=Amazon Root CA 1, 
O=Amazon, C=US 
CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

CN=Amazon, 
OU=Server CA 1B, 
O=Amazon, C=US 
CN=Amazon Root CA 
1, O=Amazon, C=US 
CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Jan 22 
01:00:00 
CET 
2020 
Thu Oct 
22 
02:00:00 
CEST 
2015 
Mon 
May 25 
14:00:00 
CEST 
2015 
Wed 
Sep 02 
02:00:00 
CEST 
2009

Mon Feb 
22 
13:00:00 
CET 
2021 
Sun Oct 
19 
02:00:00 
CEST 
2025 
Thu Dec 
31 
02:00:00 
CET 
2037 
Wed 
Jun 28 
19:39:16 
CEST 
2034

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Amazon, OU=Server CA 
1B, O=Amazon, C=US

CN=Amazon Root CA 
1, O=Amazon, C=US

Thu Oct 
22 
02:00:00 
CEST 
2015

Sun Oct 
19 
02:00:00 
CEST 
2025

CN=Amazon Root CA 1, 
O=Amazon, C=US

CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US

Mon 
May 25 
14:00:00 
CEST 
2015

Thu Dec 
31 
02:00:00 
CET 
2037

CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Sep 02 
02:00:00 
CEST 
2009

Wed 
Jun 28 
19:39:16 
CEST 
2034

Nov 24, 2020 
08:36:22.777477026 
CET

172.217.21.195 443 192.168.2.3 49763 CN=www.google.co.uk, 
O=Google LLC, L=Mountain 
View, ST=California, C=US 
CN=GTS CA 1O1, O=Google 
Trust Services, C=US

CN=GTS CA 1O1, 
O=Google Trust 
Services, C=US 
CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root 
CA - R2

Tue Nov 
03 
08:38:15 
CET 
2020 
Thu Jun 
15 
02:00:42 
CEST 
2017

Tue Jan 
26 
08:38:15 
CET 
2021 
Wed 
Dec 15 
01:00:42 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1O1, O=Google 
Trust Services, C=US

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root 
CA - R2

Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Dec 15 
01:00:42 
CET 
2021

Nov 24, 2020 
08:36:22.777650118 
CET

172.217.21.195 443 192.168.2.3 49764 CN=www.google.co.uk, 
O=Google LLC, L=Mountain 
View, ST=California, C=US 
CN=GTS CA 1O1, O=Google 
Trust Services, C=US

CN=GTS CA 1O1, 
O=Google Trust 
Services, C=US 
CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root 
CA - R2

Tue Nov 
03 
08:38:15 
CET 
2020 
Thu Jun 
15 
02:00:42 
CEST 
2017

Tue Jan 
26 
08:38:15 
CET 
2021 
Wed 
Dec 15 
01:00:42 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1O1, O=Google 
Trust Services, C=US

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root 
CA - R2

Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Dec 15 
01:00:42 
CET 
2021

Nov 24, 2020 
08:36:22.782700062 
CET

108.177.15.157 443 192.168.2.3 49761 CN=*.g.doubleclick.net, 
O=Google LLC, L=Mountain 
View, ST=California, C=US 
CN=GTS CA 1O1, O=Google 
Trust Services, C=US

CN=GTS CA 1O1, 
O=Google Trust 
Services, C=US 
CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root 
CA - R2

Tue Nov 
03 
08:33:42 
CET 
2020 
Thu Jun 
15 
02:00:42 
CEST 
2017

Tue Jan 
26 
08:33:42 
CET 
2021 
Wed 
Dec 15 
01:00:42 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c
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CN=GTS CA 1O1, O=Google 
Trust Services, C=US

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root 
CA - R2

Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Dec 15 
01:00:42 
CET 
2021

Nov 24, 2020 
08:36:22.784272909 
CET

108.177.15.157 443 192.168.2.3 49762 CN=*.g.doubleclick.net, 
O=Google LLC, L=Mountain 
View, ST=California, C=US 
CN=GTS CA 1O1, O=Google 
Trust Services, C=US

CN=GTS CA 1O1, 
O=Google Trust 
Services, C=US 
CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root 
CA - R2

Tue Nov 
03 
08:33:42 
CET 
2020 
Thu Jun 
15 
02:00:42 
CEST 
2017

Tue Jan 
26 
08:33:42 
CET 
2021 
Wed 
Dec 15 
01:00:42 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1O1, O=Google 
Trust Services, C=US

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root 
CA - R2

Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Dec 15 
01:00:42 
CET 
2021

Nov 24, 2020 
08:36:22.965958118 
CET

216.58.212.162 443 192.168.2.3 49774 CN=*.g.doubleclick.net, 
O=Google LLC, L=Mountain 
View, ST=California, C=US 
CN=GTS CA 1O1, O=Google 
Trust Services, C=US

CN=GTS CA 1O1, 
O=Google Trust 
Services, C=US 
CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root 
CA - R2

Tue Nov 
03 
08:33:42 
CET 
2020 
Thu Jun 
15 
02:00:42 
CEST 
2017

Tue Jan 
26 
08:33:42 
CET 
2021 
Wed 
Dec 15 
01:00:42 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1O1, O=Google 
Trust Services, C=US

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root 
CA - R2

Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Dec 15 
01:00:42 
CET 
2021

Nov 24, 2020 
08:36:22.968009949 
CET

216.58.212.162 443 192.168.2.3 49773 CN=*.g.doubleclick.net, 
O=Google LLC, L=Mountain 
View, ST=California, C=US 
CN=GTS CA 1O1, O=Google 
Trust Services, C=US

CN=GTS CA 1O1, 
O=Google Trust 
Services, C=US 
CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root 
CA - R2

Tue Nov 
03 
08:33:42 
CET 
2020 
Thu Jun 
15 
02:00:42 
CEST 
2017

Tue Jan 
26 
08:33:42 
CET 
2021 
Wed 
Dec 15 
01:00:42 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1O1, O=Google 
Trust Services, C=US

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root 
CA - R2

Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Dec 15 
01:00:42 
CET 
2021

Nov 24, 2020 
08:36:23.247646093 
CET

172.217.21.194 443 192.168.2.3 49775 CN=*.googleadservices.com, 
O=Google LLC, L=Mountain 
View, ST=California, C=US 
CN=GTS CA 1O1, O=Google 
Trust Services, C=US

CN=GTS CA 1O1, 
O=Google Trust 
Services, C=US 
CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root 
CA - R2

Tue Nov 
03 
08:37:19 
CET 
2020 
Thu Jun 
15 
02:00:42 
CEST 
2017

Tue Jan 
26 
08:37:19 
CET 
2021 
Wed 
Dec 15 
01:00:42 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1O1, O=Google 
Trust Services, C=US

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root 
CA - R2

Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Dec 15 
01:00:42 
CET 
2021

Nov 24, 2020 
08:36:23.257469893 
CET

172.217.21.226 443 192.168.2.3 49778 CN=*.google.com, O=Google 
LLC, L=Mountain View, 
ST=California, C=US 
CN=GTS CA 1O1, O=Google 
Trust Services, C=US

CN=GTS CA 1O1, 
O=Google Trust 
Services, C=US 
CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root 
CA - R2

Tue Nov 
03 
08:33:42 
CET 
2020 
Thu Jun 
15 
02:00:42 
CEST 
2017

Tue Jan 
26 
08:33:42 
CET 
2021 
Wed 
Dec 15 
01:00:42 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1O1, O=Google 
Trust Services, C=US

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root 
CA - R2

Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Dec 15 
01:00:42 
CET 
2021
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Nov 24, 2020 
08:36:23.257914066 
CET

172.217.21.194 443 192.168.2.3 49776 CN=*.googleadservices.com, 
O=Google LLC, L=Mountain 
View, ST=California, C=US 
CN=GTS CA 1O1, O=Google 
Trust Services, C=US

CN=GTS CA 1O1, 
O=Google Trust 
Services, C=US 
CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root 
CA - R2

Tue Nov 
03 
08:37:19 
CET 
2020 
Thu Jun 
15 
02:00:42 
CEST 
2017

Tue Jan 
26 
08:37:19 
CET 
2021 
Wed 
Dec 15 
01:00:42 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1O1, O=Google 
Trust Services, C=US

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root 
CA - R2

Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Dec 15 
01:00:42 
CET 
2021

Nov 24, 2020 
08:36:23.259383917 
CET

172.217.21.226 443 192.168.2.3 49777 CN=*.google.com, O=Google 
LLC, L=Mountain View, 
ST=California, C=US 
CN=GTS CA 1O1, O=Google 
Trust Services, C=US

CN=GTS CA 1O1, 
O=Google Trust 
Services, C=US 
CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root 
CA - R2

Tue Nov 
03 
08:33:42 
CET 
2020 
Thu Jun 
15 
02:00:42 
CEST 
2017

Tue Jan 
26 
08:33:42 
CET 
2021 
Wed 
Dec 15 
01:00:42 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1O1, O=Google 
Trust Services, C=US

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root 
CA - R2

Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Dec 15 
01:00:42 
CET 
2021

Nov 24, 2020 
08:36:23.265433073 
CET

142.250.74.194 443 192.168.2.3 49780 CN=*.google.co.uk, 
O=Google LLC, L=Mountain 
View, ST=California, C=US 
CN=GTS CA 1O1, O=Google 
Trust Services, C=US

CN=GTS CA 1O1, 
O=Google Trust 
Services, C=US 
CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root 
CA - R2

Tue Nov 
03 
08:41:07 
CET 
2020 
Thu Jun 
15 
02:00:42 
CEST 
2017

Tue Jan 
26 
08:41:07 
CET 
2021 
Wed 
Dec 15 
01:00:42 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1O1, O=Google 
Trust Services, C=US

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root 
CA - R2

Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Dec 15 
01:00:42 
CET 
2021

Nov 24, 2020 
08:36:23.296422958 
CET

142.250.74.194 443 192.168.2.3 49779 CN=*.google.co.uk, 
O=Google LLC, L=Mountain 
View, ST=California, C=US 
CN=GTS CA 1O1, O=Google 
Trust Services, C=US

CN=GTS CA 1O1, 
O=Google Trust 
Services, C=US 
CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root 
CA - R2

Tue Nov 
03 
08:41:07 
CET 
2020 
Thu Jun 
15 
02:00:42 
CEST 
2017

Tue Jan 
26 
08:41:07 
CET 
2021 
Wed 
Dec 15 
01:00:42 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1O1, O=Google 
Trust Services, C=US

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root 
CA - R2

Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Dec 15 
01:00:42 
CET 
2021

Nov 24, 2020 
08:36:23.324982882 
CET

172.217.18.2 443 192.168.2.3 49784 CN=*.g.doubleclick.net, 
O=Google LLC, L=Mountain 
View, ST=California, C=US 
CN=GTS CA 1O1, O=Google 
Trust Services, C=US

CN=GTS CA 1O1, 
O=Google Trust 
Services, C=US 
CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root 
CA - R2

Tue Nov 
03 
08:33:42 
CET 
2020 
Thu Jun 
15 
02:00:42 
CEST 
2017

Tue Jan 
26 
08:33:42 
CET 
2021 
Wed 
Dec 15 
01:00:42 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1O1, O=Google 
Trust Services, C=US

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root 
CA - R2

Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Dec 15 
01:00:42 
CET 
2021

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL Client
Fingerprint JA3 SSL Client Digest
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Nov 24, 2020 
08:36:23.325095892 
CET

172.217.18.2 443 192.168.2.3 49783 CN=*.g.doubleclick.net, 
O=Google LLC, L=Mountain 
View, ST=California, C=US 
CN=GTS CA 1O1, O=Google 
Trust Services, C=US

CN=GTS CA 1O1, 
O=Google Trust 
Services, C=US 
CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root 
CA - R2

Tue Nov 
03 
08:33:42 
CET 
2020 
Thu Jun 
15 
02:00:42 
CEST 
2017

Tue Jan 
26 
08:33:42 
CET 
2021 
Wed 
Dec 15 
01:00:42 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1O1, O=Google 
Trust Services, C=US

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root 
CA - R2

Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Dec 15 
01:00:42 
CET 
2021

Nov 24, 2020 
08:36:23.894714117 
CET

217.67.162.199 443 192.168.2.3 49772 CN=proteccion10.net 
CN=Let's Encrypt Authority 
X3, O=Let's Encrypt, C=US

CN=Let's Encrypt 
Authority X3, O=Let's 
Encrypt, C=US 
CN=DST Root CA X3, 
O=Digital Signature 
Trust Co.

Mon 
Nov 23 
02:04:01 
CET 
2020 
Thu Mar 
17 
17:40:46 
CET 
2016

Sun Feb 
21 
02:04:01 
CET 
2021 
Wed 
Mar 17 
17:40:46 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Let's Encrypt Authority 
X3, O=Let's Encrypt, C=US

CN=DST Root CA X3, 
O=Digital Signature 
Trust Co.

Thu Mar 
17 
17:40:46 
CET 
2016

Wed 
Mar 17 
17:40:46 
CET 
2021

Nov 24, 2020 
08:36:23.955147982 
CET

13.224.198.43 443 192.168.2.3 49786 CN=*.hotjar.com 
CN=Amazon, OU=Server CA 
1B, O=Amazon, C=US 
CN=Amazon Root CA 1, 
O=Amazon, C=US 
CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

CN=Amazon, 
OU=Server CA 1B, 
O=Amazon, C=US 
CN=Amazon Root CA 
1, O=Amazon, C=US 
CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Jan 22 
01:00:00 
CET 
2020 
Thu Oct 
22 
02:00:00 
CEST 
2015 
Mon 
May 25 
14:00:00 
CEST 
2015 
Wed 
Sep 02 
02:00:00 
CEST 
2009

Mon Feb 
22 
13:00:00 
CET 
2021 
Sun Oct 
19 
02:00:00 
CEST 
2025 
Thu Dec 
31 
02:00:00 
CET 
2037 
Wed 
Jun 28 
19:39:16 
CEST 
2034

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Amazon, OU=Server CA 
1B, O=Amazon, C=US

CN=Amazon Root CA 
1, O=Amazon, C=US

Thu Oct 
22 
02:00:00 
CEST 
2015

Sun Oct 
19 
02:00:00 
CEST 
2025

CN=Amazon Root CA 1, 
O=Amazon, C=US

CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US

Mon 
May 25 
14:00:00 
CEST 
2015

Thu Dec 
31 
02:00:00 
CET 
2037

CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Sep 02 
02:00:00 
CEST 
2009

Wed 
Jun 28 
19:39:16 
CEST 
2034

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL Client
Fingerprint JA3 SSL Client Digest
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Nov 24, 2020 
08:36:23.956120968 
CET

13.224.198.43 443 192.168.2.3 49787 CN=*.hotjar.com 
CN=Amazon, OU=Server CA 
1B, O=Amazon, C=US 
CN=Amazon Root CA 1, 
O=Amazon, C=US 
CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

CN=Amazon, 
OU=Server CA 1B, 
O=Amazon, C=US 
CN=Amazon Root CA 
1, O=Amazon, C=US 
CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Jan 22 
01:00:00 
CET 
2020 
Thu Oct 
22 
02:00:00 
CEST 
2015 
Mon 
May 25 
14:00:00 
CEST 
2015 
Wed 
Sep 02 
02:00:00 
CEST 
2009

Mon Feb 
22 
13:00:00 
CET 
2021 
Sun Oct 
19 
02:00:00 
CEST 
2025 
Thu Dec 
31 
02:00:00 
CET 
2037 
Wed 
Jun 28 
19:39:16 
CEST 
2034

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Amazon, OU=Server CA 
1B, O=Amazon, C=US

CN=Amazon Root CA 
1, O=Amazon, C=US

Thu Oct 
22 
02:00:00 
CEST 
2015

Sun Oct 
19 
02:00:00 
CEST 
2025

CN=Amazon Root CA 1, 
O=Amazon, C=US

CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US

Mon 
May 25 
14:00:00 
CEST 
2015

Thu Dec 
31 
02:00:00 
CET 
2037

CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Sep 02 
02:00:00 
CEST 
2009

Wed 
Jun 28 
19:39:16 
CEST 
2034

Nov 24, 2020 
08:36:24.389694929 
CET

217.67.162.199 443 192.168.2.3 49771 CN=proteccion10.net 
CN=Let's Encrypt Authority 
X3, O=Let's Encrypt, C=US

CN=Let's Encrypt 
Authority X3, O=Let's 
Encrypt, C=US 
CN=DST Root CA X3, 
O=Digital Signature 
Trust Co.

Mon 
Nov 23 
02:04:01 
CET 
2020 
Thu Mar 
17 
17:40:46 
CET 
2016

Sun Feb 
21 
02:04:01 
CET 
2021 
Wed 
Mar 17 
17:40:46 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Let's Encrypt Authority 
X3, O=Let's Encrypt, C=US

CN=DST Root CA X3, 
O=Digital Signature 
Trust Co.

Thu Mar 
17 
17:40:46 
CET 
2016

Wed 
Mar 17 
17:40:46 
CET 
2021

Nov 24, 2020 
08:36:25.183727980 
CET

34.120.207.148 443 192.168.2.3 49804 CN=*.rlcdn.com CN=Sectigo 
RSA Domain Validation 
Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=Sectigo RSA 
Domain Validation 
Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Tue Apr 
14 
02:00:00 
CEST 
2020 Fri 
Nov 02 
01:00:00 
CET 
2018 
Tue Mar 
12 
01:00:00 
CET 
2019

Sat Apr 
24 
01:59:59 
CEST 
2021 
Wed 
Jan 01 
00:59:59 
CET 
2031 
Mon Jan 
01 
00:59:59 
CET 
2029

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Sectigo RSA Domain 
Validation Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Fri Nov 
02 
01:00:00 
CET 
2018

Wed 
Jan 01 
00:59:59 
CET 
2031

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Tue Mar 
12 
01:00:00 
CET 
2019

Mon Jan 
01 
00:59:59 
CET 
2029

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL Client
Fingerprint JA3 SSL Client Digest
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Code Manipulations

Statistics

Behavior

• iexplore.exe

• iexplore.exe

• OpenWith.exe

Click to jump to process

System Behavior

Nov 24, 2020 
08:36:25.184504032 
CET

34.120.207.148 443 192.168.2.3 49803 CN=*.rlcdn.com CN=Sectigo 
RSA Domain Validation 
Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=Sectigo RSA 
Domain Validation 
Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Tue Apr 
14 
02:00:00 
CEST 
2020 Fri 
Nov 02 
01:00:00 
CET 
2018 
Tue Mar 
12 
01:00:00 
CET 
2019

Sat Apr 
24 
01:59:59 
CEST 
2021 
Wed 
Jan 01 
00:59:59 
CET 
2031 
Mon Jan 
01 
00:59:59 
CET 
2029

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Sectigo RSA Domain 
Validation Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Fri Nov 
02 
01:00:00 
CET 
2018

Wed 
Jan 01 
00:59:59 
CET 
2031

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=AAA Certificate 
Services, O=Comodo 
CA Limited, L=Salford, 
ST=Greater 
Manchester, C=GB

Tue Mar 
12 
01:00:00 
CET 
2019

Mon Jan 
01 
00:59:59 
CET 
2029

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL Client
Fingerprint JA3 SSL Client Digest

Start time: 08:36:19

Start date: 24/11/2020

Path: C:\Program Files\internet explorer\iexplore.exe

Wow64 process (32bit): false

Analysis Process: iexplore.exe PID: 4080 Parent PID: 792Analysis Process: iexplore.exe PID: 4080 Parent PID: 792

General
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File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Commandline: 'C:\Program Files\Internet Explorer\iexplore.exe' -Embedding

Imagebase: 0x7ff601640000

File size: 823560 bytes

MD5 hash: 6465CB92B25A7BC1DF8E01D8AC5E7596

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

File Path Access Attributes Options Completion Count
Source
Address Symbol

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

Key Path Completion Count
Source
Address Symbol

Key Path Name Type Data Completion Count
Source
Address Symbol

Key Path Name Type Old Data New Data Completion Count
Source
Address Symbol

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 08:36:19

Start date: 24/11/2020

Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit): true

Commandline: 'C:\Program Files (x86)\Internet Explorer\IEXPLORE.EXE' SCODEF:4080 CREDAT:17410 
/prefetch:2

Imagebase: 0xd80000

File size: 822536 bytes

MD5 hash: 071277CC2E3DF41EEEA8013E2AB58D5A

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

File Path Access Attributes Options Completion Count
Source
Address Symbol

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

Key Path Completion Count
Source
Address Symbol

Key Path Name Type Data Completion Count
Source
Address Symbol

Analysis Process: iexplore.exe PID: 3396 Parent PID: 4080Analysis Process: iexplore.exe PID: 3396 Parent PID: 4080

General
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Disassembly

Code Analysis

Key Path Name Type Old Data New Data Completion Count
Source
Address Symbol

File ActivitiesFile Activities

Start time: 08:37:33

Start date: 24/11/2020

Path: C:\Windows\System32\OpenWith.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\OpenWith.exe -Embedding

Imagebase: 0x7ff7ca4e0000

File size: 111120 bytes

MD5 hash: D179D03728E95E040A889F760C1FC402

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

File Path Access Attributes Options Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

Analysis Process: OpenWith.exe PID: 3112 Parent PID: 792Analysis Process: OpenWith.exe PID: 3112 Parent PID: 792

General
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