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Analysis Report 31.exe

Overview
General Information Detection Classification
Sample 3l.exe

Name: Antivirus / Scanner detection for sub...

Analysis ID: 321991 MALICIOUS Antivirus detection for dropped file

MDS: af8e86c5d419854. Detected unpacking (changes PE se...

SHA1L:

7ah5ed449b891b.. Detected unpacking (ovenwrites its o...
SHA256: 7570a7a6830ade...

Most interesting Screenshot:

Startup

Malicious sample detected (through ...
Multi AV Scanner detection for dropp...

Multi AV Scanner detection for subm...

Sigma detected: Add file from suspi...

Ursnif AgentTesla

Yara detected Ursnif

FormBook Wadhrama

Yara detected AgentTesla
Range: 0-100 Yara detected FormBook
Whitelisted:  false

Confid 100% Yara detected Wadhrama Ransomw...
onfidence: Q)

2
«Q
>
2
(=
=
®
(7]

= System is w10x64
. 31.exe (PID: 6020 cmdline: 'C:\Users\user\Desktop\31.exe' MD5: AFBE86C5D4198549F6375DF9378F983C)

4E2ACF4F8A396486AB4268C94A6A245F)

conhost.exe (PID: 4388 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1l MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
javaw.exe (PID: 4656 cmdline: 'C:\Program Files (x86)\Java\jre1.8.0_211\bin\javaw.exe' -jar 'C:\Users\user\AppData\Roaming\1.jar' MD5:

4BFEB2F64685DA09DEBB95FB981D4F65)

.

.

.

- &

.

‘M

-
o

o mi

B icacls.exe (PID: 6180 cmdline: C:\Windows\system32\icacls.exe C:\ProgramData\Oracle\Java\.oracle_jre_usage /grant 'everyone':(Ol)(Cl)M MDS5:

FFOD1D4317A44C951240FAE75075D501)

. conhost.exe (PID: 6212 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1l MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
2.exe (PID: 5612 cmdline: C:\Users\user\AppData\Roaming\2.exe MD5: 715C838E413A37AA8DF1EF490B586AFD)
B 2.exe (PID: 6760 cmdline: C:\Users\user\AppData\Roaming\2.exe MD5: 715C838E413A37AA8DF1EF490B586AFD)

3.exe (PID: 6188 cmdline: C:\Users\user\AppData\Roaming\3.exe MD5: D2E2C65FC9098A1C6A4C00F9036AA095)
71 3.exe (PID: 6888 cmdline: C:\Users\user\AppData\Roaming\3.exe MD5: D2E2C65FC9098A1C6A4CO0F9036AA095)

4.exe (PID: 6220 cmdline: C:\Users\user\AppData\Roaming\4.exe MD5: EC7506C2B6460DF44C18E61D39D5B1C0)
conhost.exe (PID: 6272 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
5.exe (PID: 6264 cmdline: C:\Users\user\AppData\Roaming\5.exe MD5: 4FCC5DB607DBD9E1AFB6667AB040310E)
conhost.exe (PID: 6280 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
6.exe (PID: 6288 cmdline: C:\Users\user\AppData\Roaming\6.exe MD5: CF04C482D91C7174616FB8E83288065A)
7.exe (PID: 6352 cmdline: C:\Users\user\AppData\Roaming\7.exe MD5: 42D1CAF715D4BD2EA1FADESDFFB95682)
8.exe (PID: 6556 cmdline: C:\Users\user\AppData\Roaming\8.exe MD5: DEA5598AAF3E9DCC3073BA73D972AB17)

cmd.exe (PID: 6028 cmdline: 'C:\Windows\sysnative\cmd.exe' /c 'C:\Users\user\AppData\Local\Temp\F93E.tmp\FI3F.tmp\F940.bat C:\Users\user\Desktop\31.exe' MD5:

. cmd.exe (PID: 6928 cmdline: 'cmd.exe’ /c REG ADD HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run /f /v feeed /t REG_SZ /d C:\Windows
\system32\pcalua.exe' -a C:\Users\user\AppData\Roaming\feeed.exe' MD5: F3ABDBE3BB6F734E357235F4D5898582D)

o [m]
. cmd.exe (PID: 6608 cmdline: C:\Windows\system32\cmd.exe MD5: 4E2ACF4F8A396486AB4268C94A6A245F)

N |
-3

= cleanup
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. conhost.exe (PID: 6964 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

e W] reg.exe (PID: 7140 cmdline: REG ADD HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run /f /v feeed /t REG_SZ /d C:\Windows\sy

stem32\pcalua.exe' -a C:\Users\user\AppData\Roaming\feeed.exe' MD5: CEE2A7E57DF2A159A065A34913A055C2)
9.exe (PID: 6772 cmdline: C:\Users\user\AppData\Roaming\9.exe MD5: EA88F31D6CC55D8F7A9260245988DAB6)

10.exe (PID: 6808 cmdline: C:\Users\user\AppData\Roaming\10.exe MD5: 68F96DA1FC809DCCDA4235955CA508B0)
11.exe (PID: 6848 cmdline: C:\Users\user\AppData\Roaming\11.exe MD5: 9D4DA0OE623BB9BB818BE455B4C5E97D8)
12.exe (PID: 6868 cmdline: C:\Users\user\AppData\Roaming\12.exe MD5: 192830B3974FA27116C067F019747B38)
13.exe (PID: 6900 cmdline: C:\Users\user\AppData\Roaming\13.exe MD5: 349F49BE2B024C5F7232F77F3ACDAFF6)

B 13.exe (PID: 6412 cmdline: C:\Users\user\AppData\Roaming\13.exe MD5: 349F49BE2B024C5F7232F77F3ACDA4FF6)
14.exe (PID: 7032 cmdline: C:\Users\user\AppData\Roaming\14.exe MD5: 9ACD34BCFF86E2C01BF5E6675F013B17)
15.exe (PID: 7120 cmdline: C:\Users\user\AppData\Roaming\15.exe MD5: D43D9558D37CDAC1690FDEECOAF1B38D)
16.exe (PID: 6240 cmdline: C:\Users\user\AppData\Roaming\16.exe MD5: 56BA37144BD63D39F23D25DAE471054E)

conhost.exe (PID: 4440 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
e [ mode.com (PID: 3228 cmdline: mode con cp select=1251 MD5: 1A3D2D975EB4A5AF22768F1E23C9A83C)

17.exe (PID: 4568 cmdline: C:\Users\user\AppData\Roaming\17.exe MD5: 15A05615D617394AFC0231FC47444394)

18.exe (PID: 3620 cmdline: C:\Users\user\AppData\Roaming\18.exe MD5: BF15960DD7174427DF765FD9F9203521)
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Malware Configuration

No configs have been found

Yara Overview

Dropped Files

Source Rule Description Author Strings
C:\Users\user\AppData\Roaming\1.jar JoeSecurity_Allatori_JAR Yara detected Joe Security
_Obfuscator Allatori_JAR_Obfuscator

C:\ProgramData\Microsoft\Windows\Start Menu\Progra  MAL_Ransomware_Wadhr Detects Wadhrama Florian Roth
ms\StartUp\16.exe ama Ransomware via

Imphash
C:\ProgramData\Microsoft\Windows\Start Menu\Progra  JoeSecurity Wadhrama  Yara detected Joe Security
ms\StartUp\16.exe Wadhrama Ransomware
C:\ProgramData\Microsoft\Windows\Start Menu\Progra  MAL_Ransomware_Wadhr Detects Wadhrama Florian Roth
ms\StartUp\16.exe ama Ransomware via

Imphash
C:\ProgramData\Microsoft\Windows\Start Menu\Progra  JoeSecurity Wadhrama  Yara detected Joe Security
ms\StartUp\16.exe Wadhrama Ransomware

Click to see the 6 entries

Memory Dumps

Source Rule Description Author Strings
0000000C.00000003.275324672.000000000343 JoeSecurity_Ursnif Yara detected Ursnif Joe Security
0000.00000004.00000040.sdmp

0000000C.00000003.263458830.000000000343 JoeSecurity_Ursnif Yara detected Ursnif Joe Security
0000.00000004.00000040.sdmp

0000000C.00000003.265066076.000000000343 JoeSecurity_Ursnif Yara detected Ursnif Joe Security
0000.00000004.00000040.sdmp

00000003.00000003.277524584.000000000217 JoeSecurity_Allatori_JAR Yara detected Joe Security
8000.00000004.00000001.sdmp _Obfuscator Allatori_JAR_Obfuscator
0000000C.00000003.287963750.000000000343 JoeSecurity_Ursnif Yara detected Ursnif Joe Security

0000.00000004.00000040.sdmp

Click to see the 58 entries

Unpacked PEs

Source Rule Description Author Strings
4.2.2.exe.23f0000.2.unpack JoeSecurity_FormBook  Yara detected Joe Security
FormBook
4.2.2.exe.23f0000.2.unpack Formbook_1 autogenerated rule Felix Bilstein - e 0x8ab8:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
brought to you by  yara-signator at e 0x8d22:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
yara-signator cocacoding dot e 0x149b5:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
com 7494
e Oxl44al:$sequence_2: 3B 4F 14 73 9585 C9 74 91
e Oxl4ab7:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
e 0Ox14c2f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
e 0x989a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02

83 E3 OF C1 EA 06

0x1371c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xa593:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x19d27:$sequence_8: 3C 54 74 04 3C 74 75 F4
Oxlad2a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

e o o o

4.2.2.exe.23f0000.2.unpack Formbook detect Formbook in JPCERT/CC
memory Incident Response
Group

0x17639:$sqlite3step: 68 34 1C 7B E1
0x1774c:$sqlite3step: 68 34 1C 7B E1
0x17668:$sqlite3text: 68 38 2A 90 C5
0x1778d:$sqlite3text: 68 38 2A 90 C5
0x1767b:$sqlite3blob: 68 53 D8 7F 8C
0x177a3:$sqlite3blob: 68 53 D8 7F 8C

e o o o o o

4.2.2.exe.26d0000.3.unpack JoeSecurity_FormBook Yara detected Joe Security
FormBook

Copyright null 2020 Page 6 of 361



Source Rule Description Author Strings

4.2.2.exe.26d0000.3.unpack Formbook_1 autogenerated rule Felix Bilstein - e 0x8ab8:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
brought to you by  yara-signator at e 0x8d22:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
yara-signator cocacoding dot e 0x149b5:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
com 7494

e Oxl44al:$sequence_2: 3B 4F 14 73 9585 C9 74 91

e Oxl4ab7:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF

e 0x14c2f:$sequence_4: 5D C3 8D 50 7C 80 FA 07

e 0x989a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02

83 E3 OF C1 EA 06

0x1371c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xa593:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x19d27:$sequence_8: 3C 54 74 04 3C 74 75 F4
Oxlad2a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

e o o o

Click to see the 25 entries

Sigma Overview

System Summary:

Sigma detected: Add file from suspicious location to autostart registry

Signature Overview

@ AV Detection

@ Spreading

@ Software Vulnerabilities

@ Networking

@ Key, Mouse, Clipboard, Microphone and Screen Capturing
@ E-Banking Fraud

® Spam, unwanted Advertisements and Ransom Demands
@ System Summary

©® Data Obfuscation

@ Persistence and Installation Behavior

@ Boot Survival

@ Hooking and other Techniques for Hiding and Protection
@ Malware Analysis System Evasion

@ Anti Debugging

@ HIPS / PFW / Operating System Protection Evasion

@ Language, Device and Operating System Detection

® Lowering of HIPS / PFW / Operating System Security Settings
@ Stealing of Sensitive Information

® Remote Access Functionality

@ Click to jump to signature section

AV Detection:

Antivirus | Scanner detection for submitted sample
Antivirus detection for dropped file

Multi AV Scanner detection for dropped file

Multi AV Scanner detection for submitted file

Yara detected FormBook

Key, Mouse, Clipboard, Microphone and Screen Capturing: -||

Yara detected Ursnif

E-Banking Fraud: | |
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Yara detected Ursnif

Yara detected FormBook

Spam, unwanted Advertisements and Ransom Demands:

=

Yara detected Wadhrama Ransomware

]

System Summary:

Malicious sample detected (through community Yara rule)

Data Obfuscation:

]

Detected unpacking (changes PE section rights)

Detected unpacking (overwrites its own PE header)

Boot Survival:

Hooking and other Techniques for Hiding and Protection:

Yara detected Ursnif

Malware Analysis System Evasion:

]

Anti Debugging:

]‘

HIPS | PFW | Operating System Protection Evasion:

]‘

Stealing of Sensitive Information:

Yara detected Ursnif

Yara detected AgentTesla

Copyright null 2020 Page 8 of 361



Yara detected FormBook

Remote Access Functionality:

Yara detected Ursnif
Yara detected AgentTesla

Yara detected FormBook

Mitre Att&ck Matrix

Initial Access Execution

Valid
Accounts

Default
Accounts

Domain
Accounts

Local
Accounts

Cloud
Accounts

Replication
Through
Removable
Media

External
Remote
Services

Drive-by
Compromise

Exploit Public- PowerShell

Facing
Application

Supply Chain
Compromise

Compromise
Software
Dependencies
and
Development
Tools

Behavior Graph
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Windows Management

Instrumentation

Scripting

Native API

At (Windows)

Cron

Launchd

Scheduled Task

Command and Scripting
Interpreter

AppleScript

Windows Command
Shell

Persistence

Startup

Items

Application
Shimming

Registry Run
Keys / Startup

Folder

Services File
Permissions
Weakness

Network Logon
Script

Rc.common

Startup ltems

Scheduled
Task/Job

At (Linux)

At (Windows)

Cron

Privilege
Escalation

Startup

Items

Application
Shimming

Process

Injection

Registry Run
Keys / Startup
Folder

Services File
Permissions
Weakness

Rc.common

Startup ltems

Scheduled
Task/Job

At (Linux)

At (Windows)

Cron

Defense Evasion

Disable or Modify

Tools

Deobfuscate/Decode
Files or

Information

Scripting

Obfuscated Files or
Information

Software

Packing

Masquerading

Modify Registry

Virtualization/Sandbox

Evasion

Process

Injection

Hidden Files and
Directories

Services File
Permissions
Weakness

Credential
Access

Input

Capture

LSASS Memory

Security Account
Manager

NTDS

LSA Secrets

Cached Domain
Credentials

DCSync

Proc Filesystem

letc/passwd and
letc/shadow

Network Sniffing

Input Capture

Discovery

System Time

Discovery

File and Directory
Discovery

System Information

Discovery

Security Software

Discovery B

Virtualization/Sandbox

Evasion

Process Discovery

Application Window

Discovery

Network Service
Scanning

System Network
Connections
Discovery

Process Discovery

Permission Groups
Discovery

Lateral
Movement

Remote
Services

Remote
Desktop
Protocol

SMB/Windows
Admin Shares

Distributed
Component
Object Model

SSH

VNC

Windows
Remote
Management

Shared
Webroot

Software
Deployment
Tools

Taint Shared
Content

Replication
Through
Removable
Media

Collection

Archive
Collected

Data

Input

Capture

Clipboard

Data

Input Capture

Keylogging

GUI Input
Capture

Web Portal
Capture

Credential API
Hooking

Data Staged

Local Data
Staging

Remote Data
Staging

Exfiltration

Exfiltration Ow:
Network Medit

Exfiltration Ow:
Bluetooth

Automated Ex

Scheduled Tre

Data Transfer
Limits

Exfiltration Ow:
Channel

Exfiltration Ow:
Alternative Prc

Exfiltration Ow:
Symmetric En
Non-C2 Protoc

Exfiltration Ow:
Asymmetric EI
Non-C2 Protoc

Exfiltration Ow:
Unencrypted/C
Non-C2 Protoc

Exfiltration Ow:
Physical Medii
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[1:]

«Q
[}
=
o

Process
Signature
Created File
DNS/IP Info

*EEOEC

Is Dropped

Is Windows Process

*
id

Number of created Registry Values

Number of created Files

>

Visual Basic

254
i
B

)

Delphi

i
i
=

Java
.Net C# or VB.NET

C, C++ or other language

D@ 2 i~

Y T YT Is malicious
Internet
[ e u
(= 2]
Screenshots
Thumbnails

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

No bigger version

No bigger version No bigger version No bigger version No bigger version No bigger version No bigger version No bigger version
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Microsoft  QCOILO .
Edge LWin
R

Liin
R
LWin
R

TQDFHPUIU  GRXZDKK .
Luin

B E 8 Windows cannot find "C:\Users\alfons\AppData\Local\ Temp\Dibromob\PRECONCE.vbs'.

JZFPPWAPT  JDDHMPC Make sure you typed the name correctly, and then try again.

|

EEGWXUH

=

Type the name of 2 program, folder, document, o Internet
resource, and Windows will open it for you.

[IEAWindowssystem32\pealua exe -2 CAUsers\alfons\Ay

®) This task will be created with administrative privileges.

Ganca | [ Browsen

: . A 927 M
- L " 5
F-l O Type here to search g £ ) 41727200

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
3l.exe 74% Virustotal Browse
3l.exe 24% Metadefender Browse
3l.exe 7% ReversingLabs Win32.Infostealer.Racealer

3l.exe 100% Avira TR/AD.Crysis.slaiv

Dropped Files

Source Detection Scanner Label Link
C:\Users\user\AppData\Roaming\10.exe 100% Avira TR/Kryptik.pwjxv
C:\Users\user\AppData\Roaming\2.exe 100% Avira DR/Delphi.vmrvj
C:\Users\user\AppData\Roaming\21.exe 100% Avira TR/AD.AgentTesla.vbfpc
C:\Users\user\AppData\Roaming\12.exe 100% Avira TR/Crypt.XPACK.Gen7
C:\Users\user\AppData\Roaming\17.exe 100% Avira TR/AD.StellarStealer.cqjpr
C:\Users\user\AppData\Roaming\20.exe 100% Avira TR/AD.VBCryptor.fggod
C:\Users\user\AppData\Roaming\22.exe 100% Avira TR/Dropper.MSIL.nkkbi
C:\Users\user\AppData\Roaming\19.exe 100% Avira TR/AD.VBCryptor.dplvu
C:\Users\user\AppData\Roaming\14.exe 100% Avira TR/Crypt.ZPACK.zbsyd
C:\Users\user\AppData\Roaming\13.exe 100% Avira TR/AD.VBCryptor.zlvmk
C:\Users\user\AppData\Roaming\18.exe 100% Avira TR/AD.Swotter.pxvkb
C:\Users\user\AppData\Local\Temp\Trainbandanigon6\Styltendeschris.exe 100% Avira TR/AD.VBCryptor.zlvmk
C:\Users\user\AppData\Roaming\16.exe 100% Avira TR/Dropper.Gen
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https://www.virustotal.com/gui/file/7570a7a6830ade05dcf862d5862f12f12445dbd3c0ad7433d90872849e11c267/detection/f-7570a7a6830ade05dcf862d5862f12f12445dbd3c0ad7433d90872849e11c267-1605624253
https://www.metadefender.com/#!/results/file/YnpJd01EVXpNWFZDUTJ4dVEwbE9TeTAxVE9BUWdUTnh4/regular/analysis

Detection Scanner

C:\Users\user\AppData\Local\Temp\InstallUtil.exe Metadefender Browse

C:\Users\user\AppData\Local\Temp\InstallUtil.exe ReversingLabs

Unpacked PE Files

Source Detection Scanner Download
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https://www.metadefender.com/#!/results/file/YnpJd01EWXdNalZ1UjJoblFtSmhUVFlpWU9JLXk3NTJM/regular/analysis
https://www.metadefender.com/#!/results/file/YnpFNU1EVXlOa2g1VFhoUGRUVmZWRFFIeXhtVFIwMVVI/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJd01EVXpNWFZDUTJ4dVEwbE9TeTBVS0gxZTVWMWI/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJd01EVXpNWFZDUTJ4dVEwbE9TeTA0OFJqdlJlYk5V/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJd01Ea3hOM2xpT0dKeE9ITk5SZ0FKMWt2TUdvcQ/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJd01EVXpNWFZDUTJ4dVEwbE9TeTA1OUREZnEzaHJv/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJd01EVXpNWFZDUTJ4dVEwbE9TeTBVS0gxZTVWMWI/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJd01EVXpNWFZDUTJ4dVEwbE9TeTBEeUF6dXpZRHNW/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJd01EVXpNWFZDUTJ4dVEwbE9TeTBFMWp1ZkNmcDlF/regular/analysis

Source Detection Scanner Label Link Download

Domains
Source Detection Scanner Label Link
N = o e T I ===
runeurotoolz.hopto.org 1% Virustotal Browse
telete.in 4% Virustotal Browse
sensomaticloadcell.com 0% Virustotal Browse
URLs
Source Detection Scanner Label Link
hitp://https://sectigo.com/CPS0O 0% URL Reputation safe
hitp://https://sectigo.com/CPS0O 0% URL Reputation safe
hitp://https://sectigo.com/CPS0O 0% URL Reputation safe
hitp://ocsp.sectigo.com0 0% URL Reputation safe
hitp://ocsp.sectigo.com0 0% URL Reputation safe
hitp://ocsp.sectigo.com0 0% URL Reputation safe
hitp://thebigredapple.net/wp-content/uploads/2009/07/scott_reeder_american_dick.jpg 0% Avira URL Cloud safe
hitp:/f/www.xnview.comJ 0% Avira URL Cloud safe
hitp://https://sibelikinciel.xyz 0% Avira URL Cloud safe
hitp://crl.sectigo.com/COMODOTimeStampingCA_2.crlOr 0% Avira URL Cloud safe
hitp://crl.sectigo.com/SectigopRSACodeSigningCA.crl0s 0% URL Reputation safe
hitp://crl.sectigo.com/SectigopRSACodeSigningCA.crl0s 0% URL Reputation safe
hitp://crl.sectigo.com/SectigopRSACodeSigningCA.crl0s 0% URL Reputation safe
hitp://crt.sectigo.com/SectigoRSACodeSigningCA.crtO# 0% URL Reputation safe
hitp://crt.sectigo.com/SectigoRSACodeSigningCA.crtO# 0% URL Reputation safe
hitp://crt.sectigo.com/SectigoRSACodeSigningCA.crtO# 0% URL Reputation safe
hitp://https://sectigo.com/CPS0B 0% Avira URL Cloud safe
hitp:// 0% Avira URL Cloud safe
www.photosez.com/images/challenges/answers/1853/f41ee1953a2d72b1d9fdda355e3405d9_00000000-
000
hitp://crt.sectigo.com/COMODOTimeStampingCA_2.crt0# 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation
shawcnl.sytes.net 0.0.0.0 true false e 5%, Virustotal, Browse unknown
nodejs.org 104.20.22.46 true false high
smtp.yandex.ru 77.88.21.158 true false high
HDRedirect-LB7-5a03e1c2772elc9c.elb.us-east-  3.223.115.185 true false high
1.amazonaws.com

runeurotoolz.hopto.org 0.0.0.0 true false e 1%, Virustotal, Browse unknown
telete.in 195.201.225.248 true false e 4%, Virustotal, Browse unknown
sensomaticloadcell.com 148.66.138.171 true false e 0%, Virustotal, Browse unknown
www.bestmedicationstore.com unknown unknown false unknown
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https://www.virustotal.com/gui/url/146f72bdb7425f8a0744d9819df98935c39b32b74d689bdfa15a476aaeaa8269/detection/u-146f72bdb7425f8a0744d9819df98935c39b32b74d689bdfa15a476aaeaa8269-1593616005
https://www.virustotal.com/gui/url/eda0ee71a58308e0210a8e7713b85061a32069e8db9e43a83cf955513dc53bfb/detection/u-eda0ee71a58308e0210a8e7713b85061a32069e8db9e43a83cf955513dc53bfb-1594191706
https://www.virustotal.com/gui/url/46e095c35d83e2dd0b98df4b5844d3d87948de0c930a618600121020a514c801/detection/u-46e095c35d83e2dd0b98df4b5844d3d87948de0c930a618600121020a514c801-1606101481
https://www.virustotal.com/gui/url/03741d8b92d915c8365e1a785cfe9387f8ce49820f6bdc035951917220ccd991/detection/u-03741d8b92d915c8365e1a785cfe9387f8ce49820f6bdc035951917220ccd991-1545583520
https://www.virustotal.com/gui/url/146f72bdb7425f8a0744d9819df98935c39b32b74d689bdfa15a476aaeaa8269/detection/u-146f72bdb7425f8a0744d9819df98935c39b32b74d689bdfa15a476aaeaa8269-1593616005
https://www.virustotal.com/gui/url/eda0ee71a58308e0210a8e7713b85061a32069e8db9e43a83cf955513dc53bfb/detection/u-eda0ee71a58308e0210a8e7713b85061a32069e8db9e43a83cf955513dc53bfb-1594191706
https://www.virustotal.com/gui/url/46e095c35d83e2dd0b98df4b5844d3d87948de0c930a618600121020a514c801/detection/u-46e095c35d83e2dd0b98df4b5844d3d87948de0c930a618600121020a514c801-1606101481
https://www.virustotal.com/gui/url/03741d8b92d915c8365e1a785cfe9387f8ce49820f6bdc035951917220ccd991/detection/u-03741d8b92d915c8365e1a785cfe9387f8ce49820f6bdc035951917220ccd991-1545583520

Name P

ffvgdsv.ug unknown
www.fisioservice.com unknown
smtp.ecojett.co unknown
smtp.yandex.com unknown
tdaztq.by.files.1drv.com unknown
onedrive.live.com unknown
www.sensomaticloadcell.com unknown
sibelikinciel.xyz unknown

URLs from Memory and Binaries

Name

hitp://b.vimeocdn.com/ts/433/181/433181005_640.jpg

http:/f
www.genitalsurgerybelgrade.com/admin/uploads/Outcome_aft
er_penile_reconstruction.jpg

hitp://origin-ars.els-cdn.com/content/image/1-s2.0-
S019096220501488X-gr5.jpg

http:/f
xaf.xanga.com/54be253506d37284803879/z227269259.jpg

hitp://https://sectigo.com/CPS0O

http:/f
upload.wikimedia.org/wikipedia/commons/1/14/Erect_penis3.p
ng

hitp://ocsp.sectigo.com0

hitp://thebigredapple.net/wp-
content/uploads/2009/07/scott_reeder_american_dick.jpg

hitp:/f/www.xnview.comJ

hitp://https://sibelikinciel.xyz
hitp://i.imgur.com/MXfKOl.jpg

hitp:/fiwww.pegym.com/forums/members/vikingman-albums-
my-penis-before-i-start-jp90-picture17193-still

http:/f
www.genitalsurgerybelgrade.com/admin/uploads/Penile_carcin
oma3_001.jpg

http:/f
25.media.tumblr.com/75120c9da3c7b904df34a194c3e2743alt
umblr_mi5079TNHE1qktt9501_500.jpg

hitp://crl.sectigo.com/COMODOTimeStampingCA_2.crlOr

hitp://crl.sectigo.com/SectigopRSACodeSigningCA.crl0s

http:/f
upload.wikimedia.org/wikipedia/commons/c/cd/Human_Penis.
png

hitp://crt.sectigo.com/SectigoRSACodeSigningCA.crt0#

hitp:/fiwww.pegym.com/wp-
content/uploads/2013/05/HappyPenisl.jpg

http:/f
upload.wikimedia.org/wikipedia/commons/2/2c/Normal_erect_
penis.JPG

hitp://https://sectigo.com/CPS0B

http:/f
www.photosez.com/images/challenges/answers/1853/f41eel9
53a2d72b1d9fdda355e3405d9_00000000-000
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Active

unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

Source

31.exe, 00000000.00000003.2444
98242.0000000003BDB000.0000000
4.00000001.sdmp

31.exe, 00000000.00000003.2444
98242.0000000003BDB000.0000000
4.00000001.sdmp

31.exe, 00000000.00000003.2444
98242.0000000003BDB000.0000000
4.00000001.sdmp

31.exe, 00000000.00000003.2444
98242.0000000003BDB000.0000000
4.00000001.sdmp

31.exe, 00000000.00000003.2439
98554.00000000037F3000.0000000
4.00000001.sdmp

31.exe, 00000000.00000003.2444
98242.0000000003BDB000.0000000
4.00000001.sdmp

31.exe, 00000000.00000003.2439
98554.00000000037F3000.0000000
4.00000001.sdmp

31.exe, 00000000.00000003.2444
98242.0000000003BDB000.0000000
4.00000001.sdmp

31.exe, 00000000.00000003.2439
98554.00000000037F3000.0000000
4.00000001.sdmp

6.exe

31.exe, 00000000.00000003.2444
98242.0000000003BDB000.0000000
4.00000001.sdmp

31.exe, 00000000.00000003.2444
98242.0000000003BDB000.0000000
4.00000001.sdmp

31.exe, 00000000.00000003.2444
98242.0000000003BDB000.0000000
4.00000001.sdmp

31.exe, 00000000.00000003.2444
98242.0000000003BDB000.0000000
4.00000001.sdmp

31.exe, 00000000.00000003.2439
98554.00000000037F3000.0000000
4.00000001.sdmp

31.exe, 00000000.00000003.2439
98554.00000000037F3000.0000000
4.00000001.sdmp

31.exe, 00000000.00000003.2444
98242.0000000003BDB000.0000000
4.00000001.sdmp

31.exe, 00000000.00000003.2439
98554.00000000037F3000.0000000
4.00000001.sdmp

31.exe, 00000000.00000003.2444
98242.0000000003BDB000.0000000
4.00000001.sdmp

31.exe, 00000000.00000003.2444
98242.0000000003BDB000.0000000
4.00000001.sdmp

31.exe, 00000000.00000003.2439
98554.00000000037F3000.0000000
4.00000001.sdmp

31.exe, 00000000.00000003.2444
98242.0000000003BDB000.0000000
4.00000001.sdmp

Malicious
false
false
false
false
false
false
false

false

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

Antivirus Detection

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

Reputation
unknown
unknown
unknown
high

high

high
unknown

unknown

Reputation

high

high

high

high

unknown

high

unknown

unknown

unknown

unknown

high

high

high

high

unknown

unknown

high

unknown

high

high

unknown

unknown
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Name Source Malicious Antivirus Detection Reputation
hitp:/fiwww.meatspin.com 31.exe, 00000000.00000003.2444 false high

98242.0000000003BDB000.0000000
4.00000001.sdmp

http:d/f 31.exe, 00000000.00000003.2444 false high
i845.photobucket.com/albums/ab17/mtgman123/Herpes-On-  98242.0000000003BDB000.0000000
Penis-6_zpsfd9dc212.jpg 4.00000001.sdmp
hitp://www.dermnet.com/dn2/allJPG3/Lichen-Sclerosus-Penis- 31.exe, 00000000.00000003.2444 false high
37.jpg 98242.0000000003BDB000.0000000

4.00000001.sdmp
http:d/f 31.exe, 00000000.00000003.2444 false high
upload.wikimedia.org/wikipedia/commons/0/0d/Penis_ultra06.j 98242.0000000003BDB000.0000000
pg 4.00000001.sdmp
hitp://i.imgur.com/tbng3.jpg 31.exe, 00000000.00000003.2444 false high

98242.0000000003BDB000.0000000
4.00000001.sdmp

http:d/f 31.exe, 00000000.00000003.2444 false high
www.genitalsurgerybelgrade.com/admin/uploads/Penile_carcin 98242.0000000003BDB000.0000000

omal_001.jpg 4.00000001.sdmp

http:d/f 31.exe, 00000000.00000003.2444 false high
www.genitalsurgerybelgrade.com/admin/uploads/Penile_carcin 98242.0000000003BDB000.0000000

oma2_001.jpg 4.00000001.sdmp

http:d/f 31.exe, 00000000.00000003.2444 false high
thi.uloz.to/a/9/1/a91a3952080abe8277h7e881d9651ff5.640x36 98242.0000000003BDB000.0000000

0.jpg 4.00000001.sdmp

hitp://crt.sectigo.com/COMODOTimeStampingCA_2.crt0# 31.exe, 00000000.00000003.2439 false e Avira URL Cloud: safe unknown

98554.00000000037F3000.0000000
4.00000001.sdmp

Contacted IPs

] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% < No. of IPs

Public

P Domain Country Flag ASN ASN Name Malicious
195.201.225.248 unknown Germany = 24940 HETZNER-ASDE false
104.20.22.46 unknown United States = 13335 CLOUDFLARENETUS false

General Information
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Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:

Classification:

EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

Copyright null 2020

31.0.0 Red Diamond
321991

24.11.2020
09:24:22
CloudBasic

Oh 17m 43s

false

light

3l.exe

default.jbs

Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211

40
0
0
0
0

e HCA enabled
e EGA enabled
e HDC enabled
* AMSI enabled
default

Timeout

MAL

mal100.rans.troj.adwa.spyw.evad.WinEXE@79/168@12
0/2

Failed

e Successful, ratio: 94.1% (good quality ratio 84.8%)
e Quality average: 76.6%
e Quality standard deviation: 32.3%

Failed

e Adjust boot time

e Enable AMSI

e Found application associated with file extension:
.exe
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Warnings:

Simulations

Behavior and APIs

Time
09:25:45
09:25:48

09:26:01

09:26:07
09:26:13

09:26:28
09:26:29

09:26:49
09:27:03

09:27:24
09:27:51
09:28:09

Copyright null 2020

Type
API Interceptor

Autostart

Autostart

API Interceptor

Autostart

API Interceptor

Autostart

Task Scheduler

Autostart

Autostart
Autostart

Autostart

Show All

.

Description

42x Sleep call for process: 8.exe modified

Exclude process from analysis (whitelisted):
audiodg.exe, backgroundTaskHost.exe,
svchost.exe

TCP Packets have been reduced to 100

Created / dropped Files have been reduced to 100
Excluded IPs from analysis (whitelisted):
40.88.32.150, 2.18.68.82, 51.103.5.186,
104.108.39.131, 152.199.19.161, 104.43.193.48,
13.107.42.13, 13.107.42.12, 52.255.188.83
Excluded domains from analysis (whitelisted): odc-
web-brs.onedrive.akadns.net, fs-
wildcard.microsoft.com.edgekey.net, fs-
wildcard.microsoft.com.edgekey.net.globalredir.aka
dns.net, wns.notify.windows.com.akadns.net,
e11290.dspg.akamaiedge.net,
iecvlist.microsoft.com, 1-0004.I-msedge.net,
skypedataprdcoleus15.cloudapp.net,
par02p.wns.notify.windows.com.akadns.net,
odwebpl.trafficmanager.net.I-0004.dc-msedge.net.l-
0004.I-msedge.net, go.microsoft.com, I-0003.1-
msedge.net,
emeal.notify.windows.com.akadns.net,
watson.telemetry.microsoft.com,
prod.fs.microsoft.com.akadns.net,
client.wns.windows.com, fs.microsoft.com, odc-by-
files-brs.onedrive.akadns.net, odc-web-
geo.onedrive.akadns.net,
ie9comview.vo.msecnd.net,
e1723.g.akamaiedge.net, odc-by-
files.onedrive.akadns.net.I-0003.dc-msedge.net.l-
0003.I-msedge.net,
skypedataprdcolcus15.cloudapp.net,
skypedataprdcoleus17.cloudapp.net,
blobcollector.events.data.trafficmanager.net,
go.microsoft.com.edgekey.net, odc-by-files-
geo.onedrive.akadns.net, cs9.wpc.vOcdn.net
Report creation exceeded maximum time and may
have missing disassembly code information.
Report size exceeded maximum capacity and may
have missing behavior information.

Report size exceeded maximum capacity and may
have missing network information.

Report size getting too big, too many
NtDeviceloControlFile calls found.

Report size getting too big, too many
NtOpenKeyEx calls found.

Report size getting too big, too many
NtQueryValueKey calls found.

Report size getting too big, too many
NtReadVirtualMemory calls found.

Report size getting too big, too many
NtSetInformationFile calls found.

Report size getting too big, too many NtWriteFile
calls found.

Run: HKCU\Software\Microsoft\Windows\CurrentVersion\RunOnce Dokumen4 C:\Users\user\AppData

\Local\Temp\Dibromob\PRECONCE.vbs

Run: HKCU\Software\Microsoft\Windows\CurrentVersion\Run
sers\user\AppData\Roaming\feeed.exe

7x Sleep call for process: 10.exe modified

feeed C:\Windows\system32\pcalua.exe -a C:\U

Run: HKCU64\Software\Microsoft\Windows\CurrentVersion\RunOnce Dokumen4 C:\Users\user\AppData\Local\T

emp\Dibromob\PRECONCE.vbs

4x Sleep call for process: 14.exe modified

Run: HKCU64\Software\Microsoft\Windows\CurrentVersion\RunOnce PANOREREDEOPTIM C:\Users\use

nAppData\Local\Temp\Trainbandanigon6\Styltendeschris.vbs

Run new task: hgstrnee path: "C:\Users\user\AppData\Roaming\27.exe" s>/I hgstrnee

Run: HKCU64\Software\Microsoft\Windows\CurrentVersion\Run feeed C:\Windows\system32\pcalua.exe -a C:

\Users\user\AppData\Roaming\feeed.exe

Run: HKLM64\Software\Microsoft\Windows\CurrentVersion\Run 16.exe C:\Windows\System32\16.exe

Run: C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\16.exe

Run: C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\PickerHost.url
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Time

09:28:40

09:29:08

Autostart

Autostart

Type Description
Run: HKCU\Software\Microsoft\Windows\CurrentVersion\RunOnce PANOREREDEOPTIM C:\Users\user\

AppData\Local\Temp\Trainbandanigon6\Styltendeschris.vbs

\CpSnJ.exe

Joe Sandbox View | Context

IPs

Match
195.201.225.248
104.20.22.46

Domains

Match

HDRedirect-LB7-
5a03elc2772elc9c.elb.us-east-
1.amazonaws.com

smtp.yandex.ru

Copyright null 2020

SHA 256
Get hash

=

4 E z
7] 7]
o ~8 O
3, 3,
) )
1] 1]
o (=%
[72] [72]
1) o
E E
= =
(1] (1]
2 2
o o
E E
] ]
Cc Cc
A A
r r

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse

Browse

Run: HKCU\Software\Microsoft\Windows\CurrentVersion\Run CpSnJ C:\Users\user\AppData\Local\Temp\CpSnJ

Context

telete.in/

Context

3.223.115.185
3.223.115.185
3.223.115.185
3.223.115.185
3.223.115.185
3.223.115.185
3.223.115.185
3.223.115.185
3.223.115.185
3.223.115.185
3.223.115.185
77.88.21.158

77.88.21.158

77.88.21.158

77.88.21.158

77.88.21.158
77.88.21.158
77.88.21.158

77.88.21.158
77.88.21.158
77.88.21.158
77.88.21.158
77.88.21.158
77.88.21.158
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https://view.joesandbox.com/analysis/214915/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/214915/html/none?idtype=webid
https://view.joesandbox.com/analysis/239402/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239402/html/none?idtype=webid
https://view.joesandbox.com/analysis/238914/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238914/html/none?idtype=webid
https://view.joesandbox.com/analysis/238841/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238841/html/none?idtype=webid
https://view.joesandbox.com/analysis/238706/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238706/html/none?idtype=webid
https://view.joesandbox.com/analysis/234471/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/234471/html/none?idtype=webid
https://view.joesandbox.com/analysis/234466/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/234466/html/none?idtype=webid
https://view.joesandbox.com/analysis/232229/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/232229/html/none?idtype=webid
https://view.joesandbox.com/analysis/231869/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/231869/html/none?idtype=webid
https://view.joesandbox.com/analysis/231261/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/231261/html/none?idtype=webid
https://view.joesandbox.com/analysis/231212/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/231212/html/none?idtype=webid
https://view.joesandbox.com/analysis/231200/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/231200/html/none?idtype=webid
https://view.joesandbox.com/analysis/229888/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/229888/html/none?idtype=webid
https://view.joesandbox.com/analysis/229223/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/229223/html/none?idtype=webid
https://view.joesandbox.com/analysis/229220/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/229220/html/none?idtype=webid
https://view.joesandbox.com/analysis/229157/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/229157/html/none?idtype=webid
https://view.joesandbox.com/analysis/229153/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/229153/html/none?idtype=webid
https://view.joesandbox.com/analysis/229110/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/229110/html/none?idtype=webid
https://view.joesandbox.com/analysis/229107/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/229107/html/none?idtype=webid
https://view.joesandbox.com/analysis/228991/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/228991/html/none?idtype=webid
https://view.joesandbox.com/analysis/228979/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/228979/html/none?idtype=webid
https://view.joesandbox.com/analysis/239337/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239337/html/none?idtype=webid
https://view.joesandbox.com/analysis/231286/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/231286/html/none?idtype=webid
https://view.joesandbox.com/analysis/231269/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/231269/html/none?idtype=webid
https://view.joesandbox.com/analysis/229835/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/229835/html/none?idtype=webid
https://view.joesandbox.com/analysis/228974/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/228974/html/none?idtype=webid
https://view.joesandbox.com/analysis/225510/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/225510/html/none?idtype=webid
https://view.joesandbox.com/analysis/225019/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/225019/html/none?idtype=webid
https://view.joesandbox.com/analysis/223606/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/223606/html/none?idtype=webid
https://view.joesandbox.com/analysis/223552/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/223552/html/none?idtype=webid
https://view.joesandbox.com/analysis/221819/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/221819/html/none?idtype=webid
https://view.joesandbox.com/analysis/221569/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/221569/html/none?idtype=webid
https://view.joesandbox.com/analysis/240034/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240034/html/none?idtype=webid
https://view.joesandbox.com/analysis/239925/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239925/html/none?idtype=webid
https://view.joesandbox.com/analysis/239815/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239815/html/none?idtype=webid
https://view.joesandbox.com/analysis/239745/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239745/html/none?idtype=webid
https://view.joesandbox.com/analysis/239552/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239552/html/none?idtype=webid
https://view.joesandbox.com/analysis/239320/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239320/html/none?idtype=webid
https://view.joesandbox.com/analysis/239317/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239317/html/none?idtype=webid
https://view.joesandbox.com/analysis/239316/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239316/html/none?idtype=webid
https://view.joesandbox.com/analysis/238994/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238994/html/none?idtype=webid
https://view.joesandbox.com/analysis/238946/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238946/html/none?idtype=webid
https://view.joesandbox.com/analysis/238943/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238943/html/none?idtype=webid
https://view.joesandbox.com/analysis/238150/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238150/html/none?idtype=webid
https://view.joesandbox.com/analysis/238087/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238087/html/none?idtype=webid
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https://view.joesandbox.com/analysis/237408/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237408/html/none?idtype=webid
https://view.joesandbox.com/analysis/237165/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237165/html/none?idtype=webid
https://view.joesandbox.com/analysis/237067/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237067/html/none?idtype=webid
https://view.joesandbox.com/analysis/236485/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236485/html/none?idtype=webid
https://view.joesandbox.com/analysis/236476/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236476/html/none?idtype=webid
https://view.joesandbox.com/analysis/236464/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236464/html/none?idtype=webid
https://view.joesandbox.com/analysis/236398/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236398/html/none?idtype=webid
https://view.joesandbox.com/analysis/240079/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240079/html/none?idtype=webid
https://view.joesandbox.com/analysis/240068/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240068/html/none?idtype=webid
https://view.joesandbox.com/analysis/239415/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239415/html/none?idtype=webid
https://view.joesandbox.com/analysis/239402/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239402/html/none?idtype=webid
https://view.joesandbox.com/analysis/238914/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238914/html/none?idtype=webid
https://view.joesandbox.com/analysis/238841/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238841/html/none?idtype=webid
https://view.joesandbox.com/analysis/238706/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238706/html/none?idtype=webid
https://view.joesandbox.com/analysis/238689/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238689/html/none?idtype=webid
https://view.joesandbox.com/analysis/238081/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238081/html/none?idtype=webid
https://view.joesandbox.com/analysis/238068/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238068/html/none?idtype=webid
https://view.joesandbox.com/analysis/234471/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/234471/html/none?idtype=webid
https://view.joesandbox.com/analysis/234466/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/234466/html/none?idtype=webid
https://view.joesandbox.com/analysis/232241/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/232241/html/none?idtype=webid
https://view.joesandbox.com/analysis/232229/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/232229/html/none?idtype=webid
https://view.joesandbox.com/analysis/231869/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/231869/html/none?idtype=webid
https://view.joesandbox.com/analysis/231863/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/231863/html/none?idtype=webid
https://view.joesandbox.com/analysis/231295/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/231295/html/none?idtype=webid
https://view.joesandbox.com/analysis/231280/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/231280/html/none?idtype=webid
https://view.joesandbox.com/analysis/231278/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/231278/html/none?idtype=webid
https://view.joesandbox.com/analysis/231261/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/231261/html/none?idtype=webid
https://view.joesandbox.com/analysis/240103/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240103/html/none?idtype=webid
https://view.joesandbox.com/analysis/240099/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240099/html/none?idtype=webid
https://view.joesandbox.com/analysis/240014/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240014/html/none?idtype=webid
https://view.joesandbox.com/analysis/239968/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239968/html/none?idtype=webid
https://view.joesandbox.com/analysis/239727/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239727/html/none?idtype=webid
https://view.joesandbox.com/analysis/239595/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239595/html/none?idtype=webid
https://view.joesandbox.com/analysis/239547/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239547/html/none?idtype=webid
https://view.joesandbox.com/analysis/239546/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239546/html/none?idtype=webid
https://view.joesandbox.com/analysis/239398/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239398/html/none?idtype=webid
https://view.joesandbox.com/analysis/239342/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239342/html/none?idtype=webid
https://view.joesandbox.com/analysis/239311/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239311/html/none?idtype=webid
https://view.joesandbox.com/analysis/238938/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238938/html/none?idtype=webid
https://view.joesandbox.com/analysis/238892/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238892/html/none?idtype=webid
https://view.joesandbox.com/analysis/238623/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238623/html/none?idtype=webid
https://view.joesandbox.com/analysis/238618/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238618/html/none?idtype=webid
https://view.joesandbox.com/analysis/238608/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238608/html/none?idtype=webid
https://view.joesandbox.com/analysis/238598/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238598/html/none?idtype=webid
https://view.joesandbox.com/analysis/238534/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238534/html/none?idtype=webid
https://view.joesandbox.com/analysis/238484/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238484/html/none?idtype=webid
https://view.joesandbox.com/analysis/237897/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237897/html/none?idtype=webid
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https://view.joesandbox.com/analysis/240106/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240106/html/none?idtype=webid
https://view.joesandbox.com/analysis/240105/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240105/html/none?idtype=webid
https://view.joesandbox.com/analysis/240100/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240100/html/none?idtype=webid
https://view.joesandbox.com/analysis/240099/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240099/html/none?idtype=webid
https://view.joesandbox.com/analysis/240096/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240096/html/none?idtype=webid
https://view.joesandbox.com/analysis/240086/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240086/html/none?idtype=webid
https://view.joesandbox.com/analysis/240079/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240079/html/none?idtype=webid
https://view.joesandbox.com/analysis/240071/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240071/html/none?idtype=webid
https://view.joesandbox.com/analysis/240068/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240068/html/none?idtype=webid
https://view.joesandbox.com/analysis/240065/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240065/html/none?idtype=webid
https://view.joesandbox.com/analysis/240061/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240061/html/none?idtype=webid
https://view.joesandbox.com/analysis/240058/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240058/html/none?idtype=webid
https://view.joesandbox.com/analysis/240057/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240057/html/none?idtype=webid
https://view.joesandbox.com/analysis/240048/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240048/html/none?idtype=webid
https://view.joesandbox.com/analysis/240045/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240045/html/none?idtype=webid
https://view.joesandbox.com/analysis/240036/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240036/html/none?idtype=webid
https://view.joesandbox.com/analysis/240035/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240035/html/none?idtype=webid
https://view.joesandbox.com/analysis/240031/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240031/html/none?idtype=webid
https://view.joesandbox.com/analysis/240028/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240028/html/none?idtype=webid
https://view.joesandbox.com/analysis/240025/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240025/html/none?idtype=webid
https://view.joesandbox.com/analysis/240058/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240058/html/none?idtype=webid
https://view.joesandbox.com/analysis/239893/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239893/html/none?idtype=webid
https://view.joesandbox.com/analysis/239714/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239714/html/none?idtype=webid
https://view.joesandbox.com/analysis/239535/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239535/html/none?idtype=webid
https://view.joesandbox.com/analysis/239398/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239398/html/none?idtype=webid
https://view.joesandbox.com/analysis/239342/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239342/html/none?idtype=webid
https://view.joesandbox.com/analysis/239309/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239309/html/none?idtype=webid
https://view.joesandbox.com/analysis/238703/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238703/html/none?idtype=webid
https://view.joesandbox.com/analysis/238683/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238683/html/none?idtype=webid
https://view.joesandbox.com/analysis/238608/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238608/html/none?idtype=webid
https://view.joesandbox.com/analysis/238598/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238598/html/none?idtype=webid
https://view.joesandbox.com/analysis/238592/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238592/html/none?idtype=webid
https://view.joesandbox.com/analysis/238580/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238580/html/none?idtype=webid
https://view.joesandbox.com/analysis/238578/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238578/html/none?idtype=webid
https://view.joesandbox.com/analysis/238534/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238534/html/none?idtype=webid
https://view.joesandbox.com/analysis/238144/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238144/html/none?idtype=webid
https://view.joesandbox.com/analysis/238101/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238101/html/none?idtype=webid
https://view.joesandbox.com/analysis/237702/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237702/html/none?idtype=webid
https://view.joesandbox.com/analysis/237581/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237581/html/none?idtype=webid
https://view.joesandbox.com/analysis/237578/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237578/html/none?idtype=webid
https://view.joesandbox.com/analysis/238113/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238113/html/none?idtype=webid
https://view.joesandbox.com/analysis/230938/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/230938/html/none?idtype=webid
https://view.joesandbox.com/analysis/228489/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/228489/html/none?idtype=webid

Match Associated Sample Name /| URL SHA 256 Detection Link Context

Get hash malicious Browse e 104.20.22.46

Get hash malicious Browse e 104.20.22.46
Get hash malicious Browse e 104.20.22.46
Get hash malicious Browse e 104.20.22.46
Get hash malicious Browse e 104.20.22.46
Get hash malicious Browse e 104.20.22.46
Get hash malicious Browse e 104.20.22.46
Get hash malicious Browse e 104.20.22.46
Get hash malicious Browse e 104.20.22.46
Get hash malicious Browse e 104.20.22.46
Get hash malicious Browse e 104.20.22.46
Get hash malicious Browse e 104.20.22.46
Get hash malicious Browse e 104.20.22.46
Get hash malicious Browse e 104.20.22.46
Get hash malicious Browse e 104.20.22.46
Get hash malicious Browse e 104.20.22.46

Get hash malicious Browse e 104.20.22.46

Dropped Files

Match Associated Sample Name /| URL SHA 256 Detection Link Context

C:\ProgramData\Microsoft\Windows\Start Get hash malicious Browse

Menu\Programs\StartUp\16.exe

C:\Users\user\AppData\Local\Temp\Insta Get hash malicious Browse

Hutil.exe Get hash malicious Browse
Get hash malicious Browse
Get hash malicious Browse
Get hash malicious Browse
Get hash malicious Browse
Get hash malicious Browse
Get hash malicious Browse
Get hash malicious Browse
Get hash malicious Browse
Get hash malicious Browse

Get hash malicious Browse

Get hash malicious Browse

Get hash malicious Browse
Get hash malicious Browse
Get hash malicious Browse
Get hash malicious Browse
Get hash malicious Browse
Get hash malicious Browse

Get hash malicious Browse

Created / dropped Files

C:\$Recycle.Bin\S-1-5-18\desktop.ini.id-63AF7DE9.[Bit_decrypt@protonmail.com].BOMBO

Process: C:\Users\user\AppData\Roaming\16.exe

File Type: data

Category: dropped

Size (bytes): 378

Entropy (8bit): 6.962927020736794

Encrypted: false

SSDEEP: 6:Fk5uihM56ssuOEphKvISGWKkH1TI8Y TnRsVc6WCaZ2EHIDECVr+YXTGNykC+VMxKy:W57qwBwYve3H1TrROG2pDEBOKzC+VMxt
MD5: CBA6B40EAOFD1AF5191B33ECA7305851
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https://view.joesandbox.com/analysis/214931/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/214931/html/none?idtype=webid
https://view.joesandbox.com/analysis/213968/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/213968/html/none?idtype=webid
https://view.joesandbox.com/analysis/213904/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/213904/html/none?idtype=webid
https://view.joesandbox.com/analysis/212997/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/212997/html/none?idtype=webid
https://view.joesandbox.com/analysis/203376/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/203376/html/none?idtype=webid
https://view.joesandbox.com/analysis/203246/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/203246/html/none?idtype=webid
https://view.joesandbox.com/analysis/194877/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/194877/html/none?idtype=webid
https://view.joesandbox.com/analysis/194871/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/194871/html/none?idtype=webid
https://view.joesandbox.com/analysis/193508/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/193508/html/none?idtype=webid
https://view.joesandbox.com/analysis/193500/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/193500/html/none?idtype=webid
https://view.joesandbox.com/analysis/192337/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/192337/html/none?idtype=webid
https://view.joesandbox.com/analysis/192329/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/192329/html/none?idtype=webid
https://view.joesandbox.com/analysis/184531/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/184531/html/none?idtype=webid
https://view.joesandbox.com/analysis/184520/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/184520/html/none?idtype=webid
https://view.joesandbox.com/analysis/184051/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/184051/html/none?idtype=webid
https://view.joesandbox.com/analysis/183450/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/183450/html/none?idtype=webid
https://view.joesandbox.com/analysis/181666/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/181666/html/none?idtype=webid
https://view.joesandbox.com/analysis/169140/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/169140/html/none?idtype=webid
https://view.joesandbox.com/analysis/239294/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239294/html/none?idtype=webid
https://view.joesandbox.com/analysis/238812/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238812/html/none?idtype=webid
https://view.joesandbox.com/analysis/238800/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238800/html/none?idtype=webid
https://view.joesandbox.com/analysis/238799/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238799/html/none?idtype=webid
https://view.joesandbox.com/analysis/238107/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238107/html/none?idtype=webid
https://view.joesandbox.com/analysis/238085/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238085/html/none?idtype=webid
https://view.joesandbox.com/analysis/237982/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237982/html/none?idtype=webid
https://view.joesandbox.com/analysis/237962/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237962/html/none?idtype=webid
https://view.joesandbox.com/analysis/237958/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237958/html/none?idtype=webid
https://view.joesandbox.com/analysis/234935/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/234935/html/none?idtype=webid
https://view.joesandbox.com/analysis/233952/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/233952/html/none?idtype=webid
https://view.joesandbox.com/analysis/233929/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/233929/html/none?idtype=webid
https://view.joesandbox.com/analysis/233792/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/233792/html/none?idtype=webid
https://view.joesandbox.com/analysis/233700/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/233700/html/none?idtype=webid
https://view.joesandbox.com/analysis/232946/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/232946/html/none?idtype=webid
https://view.joesandbox.com/analysis/232557/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/232557/html/none?idtype=webid
https://view.joesandbox.com/analysis/232486/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/232486/html/none?idtype=webid
https://view.joesandbox.com/analysis/232263/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/232263/html/none?idtype=webid
https://view.joesandbox.com/analysis/232076/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/232076/html/none?idtype=webid
https://view.joesandbox.com/analysis/231511/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/231511/html/none?idtype=webid

C:\$Recycle.Bin\S-1-5-18\desktop.ini.id-63AF7DE9.[Bit_decrypt@protonmail.com].BOMBO

SHAL: 9D962C84FFABBBE9SA30FCI30CE82793B363F763

SHA-256: 04C74A4568792C06BEC52004E2A54FE705730A8B8DAFODD2ACB168FF571A6076

SHA-512: 8576BA2BDE62E4E5F1800E0082168377B80DESGAIADOBC8269ACF5B6BA316DF010C7F6993E05916355AFD689C27CCAE2C45B13CEF0288D7164C7FE3D38B4636

Malicious: false

Preview:
YW ALNPY.LLDLrL SDL L 8.h- LN A~ e j.b)...\.v}B..i..5...P.j.9".m?...4.8..6.. ~...C........... ZA......ccee. wdesskto.p..ini. .YR3GUF..aj. ".t.
.Y.b.>).b..l.....v;](-3 k..;BH..3.M....OSF.S...>..DL.)...[sz.=.SR~.N5.......q.t. B.)J#0...q[..... ..Al._f~/.RalT.AC.&t..?.....Y8...

e U R

Process: C:\Users\user\AppData\Roaming\16.exe

File Type: data

Category: dropped

Size (bytes): 378

Entropy (8bit): 6.922775523979601

Encrypted: false

SSDEEP: 6:u+5cxNhL6PZals20r03RFMNz56WCaz2UT1ellVr+YXTGNykC+VMxKtHI/HmI:fqjL6RZpolL 2sG2AeBOKzC+VMXxK//HmI

MD5: FBO5DOCBBEO1EA29AD020004CBB14064

SHAL: 23B2528714E3E82D71E0A5B6C12B1B50FADFBIED

SHA-256: 3CB564AE2FC7C3B886F8D28D0E2484D6D32FC2496F91C7137FAF4C966D1236A6

SHA-512: 6193F8407AA7TAT841E3EB62440D6D927377EFD540EE6925E6D966DDE23C85680EC57AE76E071DB1740BFF734DDAE4212FE2DCA7A3102BAC143DC17BCD7D1AL
4B

Malicious: true

Preview:
e (GAQ9...v.QLL 81 0. V7SV S\ p3. b.vX] LM .+ 2. FPLRUL W LL.15<6.<...S=.1.J.G.I  (es.........o ZA.....ceo. .deesktop..ini. YR3GUF..aj. ".t.

Y.b.>)F. 4 LoV v;.])(-3.k..;5H..3.M....OSF.S...>..DL.)...[sz.=.SR~.N5.......q.t.B.)#0...q]..... ... Al._f~/.RalT.N"C&t.2....Y8...

C:\$Recycle.Bin\S-1-5-21-3853321935-2125563209-4053062332-1001\desktop.ini.id-63AF7DE9.[Bit_decrypt@protonmail.com].BOMBO

Process: C:\Users\user\AppData\Roaming\16.exe

File Type: data

Category: dropped

Size (bytes): 378

Entropy (8bit): 7.003625639745402

Encrypted: false

SSDEEP: 6:vg5yS0Sog3rCp52y0dRHWe6/by6WCazZ2GZc/3FVr+YXTGNykC+VMxKtHI/HmI:vP43YqWqeC5G2GZ03a0KzC+VMxK//HmI
MD5: 13EDOC831CCDFFOF8A8FAA029C890DF3

SHAL: EF99CEABDACCOF3A64E861421BEF5E29ED6EBDC1

SHA-256: 3D59B6F70219EAE015F97D00E373E32FA3D9672F180699907B71278071603071

SHA-512: 26D4A9EF829786FAB5BC07D5D69A97B6AA2234FB6078D785DD685C8963F29881COEAES5222896D9717B5F8C1113673801975E9CC2EBA7EA0593DDCA3AEC162(
Malicious: false

Preview:

N.y..t)ra?..ClJ.B.z..
“t.Y.b.>). %l

LUT...g8.1 Q... *s. . Rg:>..<Fz"...S$x.w.0. X j..e......_....W.$.V2.y.?.CKl..eZ #.@.......... ZA....cccouer diesktop..inii. YR3GUF..aj.
V;](-3k..;5H..3.M....OSF.S...>..DL.)...[sz.=.SR~.N5......q.t.B)#0...q|..... ... Al._f~/.RalT.AC&t.2....Y8..

C:\$Recycle.Bin\S-1-5-21-3853321935-2125563209-4053062332-1002\desktop.ini.id-63AF7DE9.[Bit_decrypt@protonmail.com].BOMBO

Process: C:\Users\user\AppData\Roaming\16.exe

File Type: data

Category: dropped

Size (bytes): 378

Entropy (8bit): 6.970497864586424

Encrypted: false

SSDEEP: 6:20kXqex68h1Rj0OfQTVADMII2+BRV3DUUBWCaZ2AmXVr+YXTGNykC+VMxKtHI/HmI:LAJhgEMO2TG2jQ0KzC+VMxK//HmI

MD5: B8D426C1B2FC3F1EB4694FDB212F0C74

SHAL: FEA9C3FC78BE21733D92503E4F21D4933A864C49

SHA-256: E550471F7513A422475F28870C9B5A5AAF107232901F096DD3263B55F89AB8BD

SHA-512: D3B7D24DAE1EB1AE66576705322BE73C7B8229E450696F2A097B1C8CCEID84AAGBD35092F9471D83B6412579DFC8BE67308243916B1A0B1DAE33F3BE26812EL
2

Malicious: false

Preview:

Z.E....VUO_:st.p..hw.d.......... H
t.Y.b..>).0M...2Ad.i..q....v;.](-3 k..;5H..3.M....OSF.S...>..DL.)...[sz.=.SR~.N5.......q.t.B.)#0...q|..... ... Al

....d.esskto.p..i.ni..YR3GUF.aj.
Y8...

Process: C:\Users\user\AppData\Roaming\16.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows
Category: dropped

Size (bytes): 94720

Entropy (8bit):  7.440949090833539
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Encrypted: false

SSDEEP: 1536:mBwl+KXpsgN5viwWYyhY9S4A40fMnvzbBb3b2wKbs1V3Mr:Qw+asqN5aW/hLdMvzbMIUK

MDS5: 56BA37144BD63D39F23D25DAE471054E

SHA1L: 088E2AFF607981DFE5249CE58121CEAEOD1DB577

SHA-256: 307077D1A3FD2B53B94D88268E31B0B8IB8COC2EEIDBB46041D3E2395243F1B3

SHA-512: 6E086BEA3389412F6A9FA11E2CAA2887DB5128C2AD1030685E6841D7D199B63C6D9A76FBID1IEDI116AFD851485501843F72AF8366537A8283DE2F9AB7F3D56F(
Malicious: true

Yara Hits: e Rule: MAL_Ransomware_Wadhrama, Description: Detects Wadhrama Ransomware via Imphash, Source: C:\ProgramData\Microsoft\Windows\Start

Menu\Programs\StartUp\16.exe, Author: Florian Roth

e Rule: JoeSecurity_Wadhrama, Description: Yara detected Wadhrama Ransomware, Source: C:\ProgramData\Microsoft\Windows\Start
Menu\Programs\StartUp\16.exe, Author: Joe Security

e Rule: MAL_Ransomware_Wadhrama, Description: Detects Wadhrama Ransomware via Imphash, Source: C:\ProgramData\Microsoft\Windows\Start
Menu\Programs\StartUp\16.exe, Author: Florian Roth

e Rule: JoeSecurity_Wadhrama, Description: Yara detected Wadhrama Ransomware, Source: C:\ProgramData\Microsoft\Windows\Start
Menu\Programs\StartUp\16.exe, Author: Joe Security

e Rule: MAL_Ransomware_Wadhrama, Description: Detects Wadhrama Ransomware via Imphash, Source: C:\ProgramData\Microsoft\Windows\Start
Menu\Programs\StartUp\16.exe, Author: Florian Roth

e Rule: JoeSecurity_Wadhrama, Description: Yara detected Wadhrama Ransomware, Source: C:\ProgramData\Microsoft\Windows\Start
Menu\Programs\StartUp\16.exe, Author: Joe Security

Antivirus: e Antivirus: Avira, Detection: 100%
e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: Metadefender, Detection: 84%, Browse
e Antivirus: ReversingLabs, Detection: 96%
Joe Sandbox e Filename: payload.exe, Detection: malicious, Browse
View:
Preview:

L.!IThis program cannot be run in DOS mode....$

C:\ProgramData\Oracle\Javal.oracle_jre_usage\cce3fe3b0d8d83e2.timestamp

Process: C:\Program Files (x86)\Java\jre1.8.0_211\bin\javaw.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 57

Entropy (8bit): 4.777820444210045

Encrypted: false

SSDEEP: 3:0Fj415vpN6yUZbWdSG5U0v:0J5X6yO0SGKy

MD5: C77E788COFF29146F379B21A77F2ED20

SHA1L: C7A306BA79328DB2020EE65B30E8233C5782F3B3

SHA-256: OEE3F13A72AE3E364B14D9F949097DA6A1C3712F175F53DC3A1639E515ECA7D7
SHA-512: E1017A8CCF5052C81B74A2495B00A61F81D5509A97BFF7173911FDF478D010535EE17D9E12A0E3F7FC307B6B113EA758058F0AA372DA5D23CADA360AB3B3585!
Malicious: false

Preview:

C:\Program Files (x86)\Java\jre1.8.0_211..1606238723061..

C:\Users\user\3D Objects\desktop.ini.id-63AF7DE9.[Bit_decrypt@protonmail.com].BOMBO

Process: C:\Users\user\AppData\Roaming\16.exe
File Type: data
Category: dropped
Size (bytes): 538
Entropy (8bit): 7.331069458432567
Encrypted: false
SSDEEP: 12:ledYomsCfu9/n9pDSHI0y39PrYo+YwOkHG21gZB0OKzC+VMxK//HmI:BOoms++FpDON5UswX1qcez/Gl
MDS5: 9DA61B5D703AA7461C2FD804A7D7116F
SHA1L: 0062809D8D1E957676A6DC8BCCEF77275F261A55
SHA-256: 96B501E441C87704E65A245A5840BEB717FA1951EB326969EE40D1B211FBIDBC
SHA-512: F17F4CC73E85CE0370E33DF014CE61CIF38055EC3CD6CCI2B1222A12DFB067C846A4FBDEEOB8243390BA62212DA374B298D7423D9FDF93AC47DFADBA7AFIB
35
Malicious: false
Preview:
/2"@Q.D...kN.l.=
O [ 2e 7...\.Fl.gwW.d..,..8.2.%..1...0.#M.#e..W"..Z-.0....+..2......... ZA.

.3.M....OSF.S...>.DL.)...[sz.=.SR=.N5......q.t.B)#0...q..... ...AlL_f~/.RalT..A\.C&t.2....Y8...

C:\Users\luser\AppData\Local\Adobe\Acrobat\DC\AdobeCMapFnt19.Ist.id-63AF7DE9.[Bit_decrypt@protonmail.com].BOMBO

Process: C:\Users\user\AppData\Roaming\16.exe
File Type: data
Category: dropped
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https://www.metadefender.com/#!/results/file/YnpJd01EWXdNalZ1UjJoblFtSmhUVFlpWU9JLXk3NTJM/regular/analysis
https://view.joesandbox.com/analysis/169140/html/none

C:\Users\luser\AppData\Local\Adobe\Acrobat\DC\AdobeCMapFnt19.Ist.id-63AF7DE9.[Bit_decrypt@protonmail.com].BOMBO

Size (bytes): 1288

Entropy (8bit):  7.750090548257741

Encrypted: false

SSDEEP: 24:06Lyio+of TIXmH/IFNaMDAmMPDe0AjOgicvROWIkkxjkm7RfoL/QOCLmHLyspkdd0:JLhBONGY gi2exxkt4mryXdd5i

MD5: A362D8345BE09921CF69D62EA4644BEO

SHA1L: 0305983F40DA3A02A09374ED7461DDC52E490DD1

SHA-256: D4311755265B4AD8169C2B506E3D399745E7FB90203AFFDEL17037D77E16F1A6C

SHA-512: 24347F11DE91063534BD2D2E50CFB3E4EF2F7043C902E14585C92BB53B1294FB42824320F5881591B2388E1CEF41B942F979DF50A05C375D9D72910B0159139F

Malicious: false

Preview:

LAlyn ) @..&...... X
. R . r.Y?N.}./..V....D.Z7....&M.z..V. X...~.OVW!G.U.
N...S...8. u.Nua.m...0.2..=Es... TT....J..A...1........ hw.@-.;......: @...B....].....0.92)<...d.;.|.7.._E~d.h~.dJ...=.{...;d
.n-ltla$l /3 Zuk......eidQ.?4c .u>j.vG LoAL0uf3.<zIC. . Cl HLL 707 NmA T 2Gg.>. .. }5h.
M..*..em.(e.y..=l... \....~n.Mfq}.z..;z.\.fW..A[..Q.8.....P.g..V...D.Go.5........ W...Y.ks.)..t.<T .W.P[.SjN.(..\.......

C:\Users\user\AppData\Local\Adobe\Acrobat\DC\AdobeSysFnt19.Ist.id-63AF7DE9.[Bit_decrypt@protonmail.com].BOMBO E

Process: C:\Users\user\AppData\Roaming\16.exe

File Type: data

Category: dropped

Size (bytes): 80646

Entropy (8bit):  7.997462012307578

Encrypted: true

SSDEEP: 1536:CIOLZVKW1E8rzYmUKtervyv9jDosyRg2alMiOmOekRssdycH65TSkeXFK:CIOLF71PPYuer8VDCA2YOJRnF6reVK

MD5: 46FBA69D55BED34EEC37ACD07B149CEA

SHA1L: E33B01389017DE95ECBE230EAC16EFCF2F09F330

SHA-256: E9950755D18DA2B4CC7DD2CBAC5C7129776682F9936B36547AF6A5B9094726AA

SHA-512: E115C968F6B4527809EEC554504B1F66BBACIDD5001970ECI9B5CDB2B86D44B5A32D1FOEED5219494D945F3CE4B81B235B8A19CBBBOEFDDB40844131DA127D(
0B

Malicious: false

Preview:

. +<l (9. dR....L3LL"DL U L e . B,W..m..9......
Y% W...-X.R...LgnPNgH..Y \.F{3.M.#.........Y/.y.W..M.O...."Vh.....Mp3..m.~..&.0.,..Z= Vonxcftvz.Ll......](.:LE. k..L.5Judz.l.....Vb#.&+.Lh.Cd..r.
[.X.K?.tp..p..6..Q......0..$3.n..S...(..Y...0.,Ha.%.L.gqf.N..h).U.t.J. A.....~....+..1V.g-|.th;,...0..T.7:.0.d...B.B..*)@.0.w....cp,..a....Jh.n\.

C:\Users\luser\AppData\Local\Adobe\Acrobat\DC\Cache\AcroFnt19.Ist.id-63AF7DE9.[Bit_decrypt@protonmail.com].BOMBO

Process: C:\Users\user\AppData\Roaming\16.exe

File Type: data

Category: dropped

Size (bytes): 9806

Entropy (8bit):  7.976235931622355

Encrypted: false

SSDEEP: 192:wyCZ6hHEU7RI67/uC5nCnJz39SscxUM77z4UL3ZjfrDccFw5bL7pfFi:wyhEu7RIGjuCUJztSscGu5jrDcQOPNFi

MD5: FOC731B4455E75E2A29E881BFE440634

SHA1L: 8CBC3CE3A8BEA7AF8979CD3C5179BC5D57829F5AD

SHA-256: BB53E809B92E1A2F0C497691BB37EA3743394F14B58E4BCC274BC7204E644973

SHA-512: 0CF4D6442FA26B70A501258ECB817AD666B53ADEE3DEBE1CDE6B3FBOBE912E07D1903CD8F63B0F751435F574EAESF7A9299E59A91F7B05CDOE42F8076CA2F8
8C

Malicious: false

Preview:
L2 NXer P @ G o T H VLY (2. D> 56K K. 7. $%0.A2XB ) U, J.W..... { .9b’9._.d.....P..E.u3=..Y.8...9=..K..KiC....GXK 9.#
Xn.Li# .. @..T..... U (y.U....<*L<f..c.XY.Y.p{{L&T}AV}...F..e.y.C....;F.K.. ]Ja.QD..[.|..<./l.xYV/ r.+.t.:%e.a.(6.nr.k..*..7.... 2.LNR.X........ B....
~H.I9T..Yh.).)..6L;.....04..D.N..f.P.:.C?i.*@...m....d...2...2.. f[..Z..WSB.*......... X..M.....f....6.4X0...6(HT...6#3w.&.*..m...C.4....... u-P....

C:\Users\user\AppData\Local\Adobe\Acrobat\DC\IconCacheRdr65536.dat.id-63AF7DE9.[Bit_decrypt@protonmail.com].BOMBO E

Process: C:\Users\user\AppData\Roaming\16.exe

File Type: data

Category: modified

Size (bytes): 252254

Entropy (8bit):  7.999286145706664

Encrypted: true

SSDEEP: 6144:eCrsiivN4fmVoCaS+DjxMI6XRDNwwiLSNjY:FligGfmVP3+DjgwiLSm

MD5: 228679B6049CC66F8DBEESDF418AF987

SHA1L: 946FADF54DB14A8EAC2FBI9D7331A0A482FD76FA8

SHA-256: B837DE52566E17FFA93EF79D48A3A5B7EB4CFIES1F9048DEA61AB732DBAD13B2
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C:\Users\user\AppData\Local\Adobe\Acrobat\DC\IconCacheRdr65536.dat.id-63AF7DE9.[Bit_decrypt@protonmail.com].BOMBO E

SHA-512: D840524B9A7622701698BEDF632F4B90496969570BE20C986FF50D7AFE35AF536DB4F87A77C9461F170356F270C97152E8336C799C4D4CAC8D64645949617394
Malicious: false
Preview:

C:\Users\luser\AppData\Local\Adobe\Acrobat\DC\SharedDataEvents.id-63AF7DE9.[Bit_decrypt@protonmail.com].BOMBO

Process: C:\Users\user\AppData\Roaming\16.exe

File Type: data

Category: dropped

Size (bytes): 12548

Entropy (8bit): 7.981632746417613

Encrypted: false

SSDEEP: 384:X50vTcvi8h8e760gqSB7+otfpiLDSNgIXPfFwGul1l:X500i817jgqS+ShASNHxvcl
MDS5: 7307BA2F8609180D52D8D3B24D387FC5

SHA1L: EC1F9BE231F0099348C929EE313A878BDA8345F5

SHA-256: 09A0F30145BB68A8518E3A43D952EB59C56B7B85757E5E14216DF9D7707DES72
SHA-512: 7563EC0211F2A7AB7C864C5EC275F58947CD00447C88F8D878B5957469BB7CB5981E2A05541F70BD3657FD4268CC067E67DDF5FCI0EAG695FCAB00824EA3D41LC
Malicious: false

Preview:

.|D.@N..V.<ET..%.U7.a..... V.eh[...... VE.OV..G>*R.[..~*..(+?u..*".0a(....p%F.$.<.h.f.p#. }#a. .WEje.b. .H..B..-#. . y..s{m6t..JKy.|.I2]...r./H..8.?2.A
...... R.X..4;.y.E.3..mU20|.6s]...r..RNe.+... ) jH~y 1.0MUfF@....-.R....._.E...X..ed..Q=c...".<.".....v[..OW.VW.34..Lz....Lk.L _.v].%...B.~q.rd.....z.{...M.I-..~... ot.
=.Uw.....f/A.e<y./5W..0.@...&.L.Y 9.C. .6.....Rc.Jm6#.).a..l...D...J.v_9...9Dk.6..K.q.G|z.._]....i..2.8......... k...M}..LR..O...J..h.l...Im.P..0.k:do....y<h.v..(K[.ZX[c.UF.
....83...Y8L.A2.0{.(N_.....@|.2.c..}.%..ct+....Z..*+. .b.T...G8..p
L'XJ.,....8F.EF.W...J...

B L@.3iwM".$1.3{ t.i\.r2...$.-{.g....<.E.R.Y-em....6....9.50.U.....7...|.0.

C:\Users\user\AppData\Local\Adobe\Acrobat\DC\UserCache.bin.id-63AF7DE9.[Bit_decrypt@protonmail.com].BOMBO E
Process: C:\Users\user\AppData\Roaming\16.exe

File Type: data

Category: dropped

Size (bytes): 32894

Entropy (8bit):  7.993880713370895

Encrypted: true

SSDEEP: 768:twKfSSfAO6e9gEJIBtE71EptUekQ+LcuM29emPJCoDWqlcbL:LN76eietW1zesj9emRCk/L

MD5: 8A6B0C1D87B43218812EABE9FD7536CF

SHA1L: EE10675FA528AE1B3B5545A57687E66BAESE26C4

SHA-256: E0337CD2D046FD6B608DF57AACB263D0C3E8BC65CE28033A9F00C365F3B11902

SHA-512: 5905CC87EBFF09168BA9E71CDB07331CB3118709A3111D0D701EA952976044564B7BA0C28BI9CELIE9ASEES7652FDF28504C40F714C577CC888337B103002735B0
Malicious: false

Preview:

Fx1.,@...@A.sRL\...R..[S;....E...0.(5.....iI..R.L....bE...6...B;..;.H..A}..W

C:\Users\luser\AppData\Local\Adobe\Color\ACECachel1l.Ist.id-63AF7DE9.[Bit_decrypt@protonmail.com].BOMBO

Process: C:\Users\user\AppData\Roaming\16.exe

File Type: data

Category: dropped

Size (bytes): 848

Entropy (8bit): 7.5889277520535225

Encrypted: false

SSDEEP: 12:Ghyir2VRc8esmtTz6TalQHkgMI1y8CYNdxrzHCh7JFnSEwZ+E50Q0BtExbSd0qd9:wyRczFWkeAwycFjiNFpgxxbx8SNbdd5K
MDS5: E8947BFB70053331FA6B0O0CF24B146F1

SHA1L: BB2C61FA5540915A281A7660FBD0D22B02028518

SHA-256: B59F06BA029ECAFCEBBB11DD5937B1F719D7ED230225AD327C944686534583E8

SHA-512: 231DF7B8CA2F45A192485E71181306979FCD51CC1CIF54B44AD22F675D22E3EE3681720AAA324D090B5624E90F78F50FE04E11668BEB787EFOA40E38E11BAED]
Malicious: false

Preview:

b+H..m... . JH.._%...# KO.. .E.lx+&qg7%,.M....Gm..3..F.. ...cla../.B.d%.8.z.0...nPM.TOL)NL [t....n{'u:......(EMe"ge.G".u.....G....-.s.9...[.*$..l... .ND.W.;..C...
Xt O...b..6.~.Z.zvx..._5.[IMR_..|.. y.W,./...0.9..40$..&.C)."..2..;.h..t-Jr..o.l;...Y_..wrJgp.@...<A... ..R..[......h.6.2.%..1%.89.|.w....b"..euv..m...
ndes.Quch VA Z\mov.. > 2wWILM..r {r.#.{...8..y.......06....u.l1.,.....t.m-.. sfeK(..$....NSH...K....bp..q..g...h.bZ."t.h.....R?....n e e /AlCLE.Cac
.h.e.1.1..ls.t..YR3GUF..a]. ".t..Y.b.>). .l SW5..G$x9".E..G..p...U..2C[......\.R...... 0q.L......_mijQl....2.2n..A). e 0.'8.1D....Av.3...>n.G."M.0.f.>...

C:\Users\luser\AppData\Local\Temp\F93E.tmp\F93F.tmp\F940.bat
Process: C:\Users\user\Desktop\31.exe
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C:\Users\luser\AppData\Local\Temp\F93E.tmp\F93F.tmp\F940.bat

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 755

Entropy (8bit): 4.0481947856997875

Encrypted: false

SSDEEP: 12:NSFFCGcuE9BaEBJElueZNgFhuFnBFUPFpBFt6pFftFOFNFJuFJ30BALNE/yBzKEO:QFgGCcUuE9BaEBq3eZwTubQ/BypfkNLUTU
MDS5: BA36077AF307D88636545BC8F585D208

SHA1L: EAFA5626810541319C01F14674199AB1F38C110C

SHA-256: BEC099C24451B843D1B5331686D5F4A2BEFF7630D5CD88819446F288983BDA10

SHA-512: 933C2E5DE3BC180DB447E6864D7FOFA01E796D065FCD8F3D714086F49EC2F3AE8964C94695959BEACF07D5785B569FD4365B7E999502D4AFA060F4B833B68D8
Malicious: false

Preview:

@shift /0..@echo off..start %appdata%!\1.jar..start %appdata%\2.exe..start %appdata%\3.exe..start Y%oappdata%\4.exe..start %appdata%\5.exe..start %appdata%\6.exe..
start %appdata%\7.exe..start %appdata%\8.exe..start %appdata%\9.exe..start %oappdata%\10.exe..start %appdata%\11l.exe..start %appdata%\12.exe..start %ap
pdata%\13.exe..start %appdata%\14.exe..start %appdata%\15.exe..start %appdata%\16.exe..start %appdata%\17.exe..start %appdata%\18.exe..start %oappdata%
\19.exe..start %appdata%\20.exe..start %appdata%\21.exe..start %appdata%\22.exe..start %appdata%\23.exe..start Y%oappdata%\24.exe..start %appdata%\25.exe..start %
appdata%)\26.exe..start %appdata%\27.exe..start %appdata%\28.exe..start %appdata%\29.exe..start %appdata%\30.exe..start %appdata%\31.exe

C:\Users\luser\AppData\Local\TemplinstallUtil.exe v
Process: C:\Users\user\AppData\Roaming\8.exe

File Type: PE32 executable (console) Intel 80386 Mono/.Net assembly, for MS Windows

Category: dropped

Size (bytes): 41064

Entropy (8bit):  6.164873449128079

Encrypted: false

SSDEEP: 384:FtpFVLKOMsihB9VKS7xdgE7KJ9YI6dnPU3SERztmbgCJstdMardz/JikPZ+sPZTd:ZBMs2SqdD861g8gZZFyViML3an

MD5: EFEC8C379D165E3F33B536739AEE26A3

SHA1L: C875908ACBASCAC1EOB40F06A83FOF156A2640FA

SHA-256: 46DEE184523A584E56DF93389F81992911A1BA6B1FO5AD7D803C6AB1450E18CB

SHA-512: 497847EC115D9AF78899E6DC20EC32A60B16954F83CF5169A23DD3F1459CB632DAC95417BD898FD1895CIFE2262FCBF7838FCF6919FB3B851A0557FBEO7CCFF
Malicious: false

Antivirus: e Antivirus: Metadefender, Detection: 0%, Browse

.

Antivirus: ReversingLabs, Detection: 0%

Joe Sandbox e Filename: ORDER FORM DENK.exe, Detection: malicious, Browse
View: o Filename: niMONOdcTZ.exe, Detection: malicious, Browse
o Filename: XiCfDFLACR.exe, Detection: malicious, Browse
e Filename: Q7kSO3iJN3.exe, Detection: malicious, Browse
e Filename: BL, Invoices.exe, Detection: malicious, Browse
e Filename: crypt.exe, Detection: malicious, Browse
e Filename: IEcYhddAMD.exe, Detection: malicious, Browse
e Filename: FRI5A2QZI7.exe, Detection: malicious, Browse
e Filename: kM16LOVybr.exe, Detection: malicious, Browse
e Filename: Securitelnfo.com.Generic.mg.e1df690a980825ac.exe, Detection: malicious, Browse
e Filename: 9SI15dPQJ7G.exe, Detection: malicious, Browse
e Filename: FH11m70Scj.exe, Detection: malicious, Browse
o Filename: , Detection: malicious, Browse
e Filename: bKs9QjrX1g.exe, Detection: malicious, Browse
e Filename: Y7ET38qc5y.exe, Detection: malicious, Browse
e Filename: IIOCxnnlho.exe, Detection: malicious, Browse
o Filename: Jn3wr6uaNK.exe, Detection: malicious, Browse
e Filename: ODoXtvoj7j.exe, Detection: malicious, Browse
e Filename: jG1KyDSHKK.exe, Detection: malicious, Browse
o Filename: 1w7eJazhPu.exe, Detection: malicious, Browse
Preview:
1..L.IThis program cannot be run in DOS mode....$....... PE.L..ZZ....... 0. T Fe s @
H Ltext..R... LT “rsre....
*r..p(...AVrK.p(....s. S 0 SOOI (VO ¢ O !
(%....0&....1y..p....%.1..p.%.(ccoe. (oo (v (e 0)een(Cee P (LR {Q (Foloona G (™=
Process: C:\Users\user\AppData\Roaming\13.exe
File Type: PE32 executable (GUI) Intel 80386, for MS Windows
Category: dropped
Size (bytes): 69632
Entropy (8bit): 5.1890463495811465
Encrypted: false
SSDEEP: 768:BBA20uzTe5mP/OZQ/MTmfP7dilw7hAd7035XyUKLhgmgwHS+IBb+6XNE1lzZW:BbKO0/t/VL8q7hAdM8tpnNXNEN
MDS5: 349F49BE2B024C5F7232F77F3ACD4FF6
SHAL: 515721802486ABD76F29EE6ED5B4481579AB88ES
SHA-256: 262D38348A745517600ABE0719345C6D17C8705DD3B4D67E7A545A94B9388B60
SHA-512: ABCIAI6C7738F6408C28B1579009167136CEID3D68DEB4C02F57324D800BCE284F5D63A9D589651E8AB37B2AC17BFI4E9BD59CE3AAA3B66F0891E55BA7D6464
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https://www.metadefender.com/#!/results/file/YnpFNU1EVXlOa2g1VFhoUGRUVmZWRFFIeXhtVFIwMVVI/regular/analysis
https://view.joesandbox.com/analysis/239294/html/none
https://view.joesandbox.com/analysis/238812/html/none
https://view.joesandbox.com/analysis/238800/html/none
https://view.joesandbox.com/analysis/238799/html/none
https://view.joesandbox.com/analysis/238107/html/none
https://view.joesandbox.com/analysis/238085/html/none
https://view.joesandbox.com/analysis/237982/html/none
https://view.joesandbox.com/analysis/237962/html/none
https://view.joesandbox.com/analysis/237958/html/none
https://view.joesandbox.com/analysis/234935/html/none
https://view.joesandbox.com/analysis/233952/html/none
https://view.joesandbox.com/analysis/233929/html/none
https://view.joesandbox.com/analysis/233792/html/none
https://view.joesandbox.com/analysis/233700/html/none
https://view.joesandbox.com/analysis/232946/html/none
https://view.joesandbox.com/analysis/232557/html/none
https://view.joesandbox.com/analysis/232486/html/none
https://view.joesandbox.com/analysis/232263/html/none
https://view.joesandbox.com/analysis/232076/html/none
https://view.joesandbox.com/analysis/231511/html/none

Malicious: true

Antivirus: e Antivirus: Avira, Detection: 100%
e Antivirus: Metadefender, Detection: 19%, Browse
e Antivirus: ReversingLabs, Detection: 71%

Preview:

[
MSVBVM60.DLL...

(

Process: C:\Users\user\Desktop\31.exe

File Type: Java archive data (JAR)

Category: dropped

Size (bytes): 9900

Entropy (8bit): 7.508567751520895

Encrypted: false

SSDEEP: 192:GXxfTBcDFG4RQT1vTObaQhpN2d0ZtavZgr\WseU5P:sx7BcD84+vAbaQDN2d0ziZLUI

MD5: A5D6701073DBE43510A41E667AABA464

SHAL: E3163114E4E9F85FFD41554AC07030CE84238D8C

SHA-256: 1D635C49289D43E71E2B10B10FBBI9EA849AS9EACEDFDB035E25526043351831C

SHA-512: 52F711D102CB50FAFEFC2A9F2097660B950564FF8E9324471B9BD6B7355321D60152C78F74827B05B6332D140362BD2C638B8CICDBI61431AB5114E01851FBE4
Malicious: true

Yara Hits: e Rule: JoeSecurity_Allatori_JAR_Obfuscator, Description: Yara detected Allatori_JAR_Obfuscator, Source: C:\Users\user\AppData\Roaming\1.jar, Author: Joe Security
Preview:

....META-INF/MANIFEST.MF.M..LK-...K-*...R0.3..M...u.1,..R(...d " PK...<-.....PK......3.P....
.G..{...P~Q.Is.K.aSU.....IRRM......"..~.m.R@m....g:.,....3.+0..X #.0..ru.G)....H.9......V..y.B..7Y...qS.
.N"S.E.s...;.T..D.(.c..~9....34... Ala=. .<"...X...)E..G...U..c.r.b.u\B"b..%.._jE.GV.h......... r...m.**Xd.L..9.d...Y8.... @..2&$.R}.b..<...%....7 v... X 0. {._R.1l..
H.7.H..0$.2$.p".x.#.G...G..7d... j..Rh..&]...... .?)VL...<>.>_ #$.7...y. K. ..n ... Z+..3B.&pP....c..c..... .}@.a.(.D.n(..y%,.t.G,Y..i....7\..IN.n.1.I8> Am.T.(..eq.&
.?]..U@E.TLruu.D.iU4.:.Cd...’hy.F..8.M..].;"xwx..@..u.F...4."......Dw.....;_.Av.}M.s.8n......0Pe...bnNda...j.2.E{.~6..._.. K]...$...3.".J.P.LE.za.la..j..Z....(

Process: C:\Users\user\Desktop\31.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 421888

Entropy (8bit): 7.763407095558549

Encrypted: false

SSDEEP: 6144:TmtgBpgmAJEKKoHNOMIWPK40AELUhTVOVRhyf8T+2+XHajW/hHWPYVGYECXS7/:Rj0/rAPK40AsulGvRcaaHajW53QCY
MD5: 68F96DALFCB09DCCDA4235955CA508B0

SHAL: F182543199600E029747ABB84C4448ACACAFEF82

SHA-256: 34B63AA5D2CFF68264891F11E8D6875A38FF28854E9723B1DBIC154A5ABES80C

SHA-512: 8512AA47D9D2062A8943239ABI1A533ADOFA2757AAC8DBA53D240285069DDBBFF8456DF20C58E063661F7E245CB99CCBB49C6F9A81788D46072D5C8674DA40F
Malicious: true

Antivirus: e Antivirus: Avira, Detection: 100%

e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: Metadefender, Detection: 27%, Browse
e Antivirus: ReversingLabs, Detection: 87%

Preview:

MZ.ooiiiiiiis @i 1..L.IThis program cannot be run in DOS mode....$..........S5.9.5.9.5.9.<..Z.g.<..Z.g.<.k.g.Z..V.g.S.f..g.<.R.g.<..R.g.<.
.. (.@

Process: C:\Users\user\Desktop\31.exe

File Type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

Category: dropped

Size (bytes): 367104

Entropy (8bit): 7.58761853923235

Encrypted: false

SSDEEP: 6144:e63vySINg574S80Dv6Z/pkBjOXB7Y/DgLCXOPgURtZhVpk7VFsxHfGn+9WnBsgs2:e63gPNWMh8vWGgmmvP/TZTe7oxHfG+9+
MD5: 9D4DA0OE623BBI9BB818BE455B4C5E97D8

SHAL: 9BC2079B5DD2355F4D98A2FE9879B5DB3F2575B0

SHA-256: 091FF5F5BAB1CBB2D27A32FEDAFF1F64DD4004E4A68665E8D606E28585D928A8

SHA-512: 6E6FAB5F4A045349717762FF782527E778B40C5F41CE32428C63AEAODD6ESB73BFDAF3AC55474275F716E9F84632906196EDAFC4337D816055A69B2EA0904E37
Malicious: true
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https://www.metadefender.com/#!/results/file/YnpJd01EVXpNWFZDUTJ4dVEwbE9TeTBVS0gxZTVWMWI/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJd01EVXpNWFZDUTJ4dVEwbE9TeTA0OFJqdlJlYk5V/regular/analysis

Antivirus:

Preview:

Antivirus: Avira, Detection: 100%

Antivirus: Joe Sandbox ML, Detection: 100%
Antivirus: Metadefender, Detection: 66%, Browse
Antivirus: ReversingLabs, Detection: 84%

@.B..coooi H
..... 9..W.L..9.PB8...T.Tdj...k.
*.Xs....T..e.]d.gKO.....-. z.. .U....B...@.TTy..R$..3..Z.1.= . NZi.>.......

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Antivirus:

Preview:

C:\Users\user\Desktop\31.exe

PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

dropped

207872

5.367604357829135

false

3072:DNWEVgmcebG4mZw4l4mZmET3N60YKEFP2TWAmMZ:DLgMObGjZw4ljZmETXajZ

192830B3974FA27116C067F019747B38

469FD8A31D9F82438AB37413DAESB1EB25D275804

116E5F36546B2EC14ABA42FF69F2CO9E18ECDE3B64ABB44797ACIEFC6C6472BFF
74EBE5ADB71C6669BC39FC9C8359CC6BCIBB1A77F5DE8556A1730DE23104FE9SEC7A086C19F39706286B486314DEAFD7E043109414FD5CE0584F2FBBC6D065

Antivirus: Avira, Detection: 100%

Antivirus: Joe Sandbox ML, Detection: 100%
Antivirus: Metadefender, Detection: 57%, Browse
Antivirus: ReversingLabs, Detection: 71%

CIsrc...
I..po...&. sl
D r.p.....ol..... r.p...0"...E... r..

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Antivirus:

Preview:

C:\Users\user\Desktop\31.exe

PE32 executable (GUI) Intel 80386, for MS Windows

dropped

69632

5.1890463495811465

false
768:BBA20uzTe5mP/OZQ/MTmfP7dilw7hAd7035XyUKLhgmgwHS+IBb+6XNE1IzZW:BbKO0/t/VL8q7hAdM8tpnNXNEN
349F49BE2B024C5F7232F77F3ACD4FF6

515721802486ABD76F29EE6ED5B4481579AB88ES
262D38348A745517600ABE0719345C6D17C8705DD3B4D67E7A545A94B9388B60
ABCIA96C7738F6408C28B1579009167136CEID3DE8DEB4C02F57324D800BCE284F5D63A9D589651E8AB37B2AC17BFI4E9BD59C63AAA3B66F0891E55BA7D646/
true

e Antivirus: Avira, Detection: 100%
e Antivirus: Metadefender, Detection: 19%, Browse
e Antivirus: ReversingLabs, Detection: 71%

..0...Rich1

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:
Copyright null 2020

C:\Users\user\Desktop\31.exe

PE32 executable (GUI) Intel 80386, for MS Windows

dropped

507904

7.12875324490502

false

6144:CEAi+nC7ByjfdrPriUféy5DnySic/O/IFaQoBxly5HfKklai720YsjNp:L+Cwrdl+hgqc/OQFWxIoTIR72rs

9ACD34BCFF86E2C01BF5E6675F013B17

59BC42D62FBD99DDOF17DEC175EAG6C2A168F217A

384FEF8417014B298DCASAE9E16226348BDA61198065973537F4907AC2AA1AG0

9DE65BECDFC9AAAB9710651376684EE697015F3A8D3695A5664535D9DFC34F2343CE4209549CBF09080A0B527E78A253F19169D9C6EB6E4D4A03D1B31DED893
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https://www.metadefender.com/#!/results/file/YnpJd01Ea3hOM2xpT0dKeE9ITk5SZ0FKMWt2TUdvcQ/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJd01EVXpNWFZDUTJ4dVEwbE9TeTA1OUREZnEzaHJv/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJd01EVXpNWFZDUTJ4dVEwbE9TeTBVS0gxZTVWMWI/regular/analysis

Malicious:

Antivirus:

Preview:

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Antivirus:

Preview:

true

Antivirus: Avira, Detection: 100%

Antivirus: Joe Sandbox ML, Detection: 100%
Antivirus: Metadefender, Detection: 22%, Browse
Antivirus: ReversingLabs, Detection: 81%

1..L.IThis program cannot be run in DOS mode....$

e [, \t(..

C:\Users\user\Desktop\31.exe

PE32 executable (GUI) Intel 80386, for MS Windows

dropped

65536

5.375534679376702

false
768:RjXuaPRsPVidQh3avLQdvd7JHFIGhCDouQ+3ev09R8gEyFaX5Y3VKd:9+9PVidQmstHlou/3evOHEyFax2
D43D9558D37CDAC1690FDEECOAF1B38D

98E6DFDD79F43F0971COEAA58F18BCEOE8CBF555
501C921311164470CA8CB02E66146D8E3F36BAA54BFC3ECB3A1A0ED3186ECBCS
9A357C1BBC153DDC017DA08C691730A47ABOFF50834CDC69540EDE093D17D432789586D8074A4A8816FB1928A511F2A899362BBO3FEAB16CA231ADFDCO004A(
A

true

e Antivirus: Avira, Detection: 100%
e Antivirus: Metadefender, Detection: 16%, Browse
e Antivirus: ReversingLabs, Detection: 86%

VI O (

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Yara Hits:

Antivirus:

Preview:

C:\Users\user\Desktop\31.exe

PE32 executable (GUI) Intel 80386, for MS Windows

dropped

94720

7.440949090833539

false
1536:mBwl+KXpsgN5viwWYyhY9S4A40fMnvzbBb3b2wKbs1V3Mr:Qw+asqN5aW/hLdMvzbMIUK
56BA37144BD63D39F23D25DAE471054E
088E2AFF607981DFE5249CE58121CEAEOD1DB577
307077D1A3FD2B53B94D88268E31B0B89B8COC2EEIDBB46041D3E2395243F1B3
6E086BEA3389412F6A9FA11E2CAA2887DB5128C2AD1030685E6841D7D199B63C6D9A76FBID1EDI116AFD851485501843F72AF8366537A8283DE2F9AB7F3D56F(
true

e Rule: MAL_Ransomware_Wadhrama, Description: Detects Wadhrama Ransomware via Imphash, Source: C:\Users\user\AppData\Roaming\16.exe, Author: Florian
Roth
e Rule: JoeSecurity_Wadhrama, Description: Yara detected Wadhrama Ransomware, Source: C:\Users\user\AppData\Roaming\16.exe, Author: Joe Security

e Antivirus: Avira, Detection: 100%
e Antivirus: Joe Sandbox ML, Detection: 100%

1..L.IThis program cannot be run in DOS mode....$
.............................. TP o OO
.@.

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

Copyright null 2020

C:\Users\user\Desktop\31.exe

PE32 executable (GUI) Intel 80386, for MS Windows

dropped

508416

7.130192674029213

false
6144:U5AsPB11nhnbsG6rvCXkYvs+88VFrbCRESudmcg98yxQsNDSYC49mEmstDip:GPBPnhbsRKXv588pSCmd8yx93Vmjs
15A05615D617394AFC0231FC47444394

D1253F7C5B10E7A46E084329C36F7692B41C6D59
596566F6CB70D55B1B0978A0FAB4ACFFD5049559545FE7EE2FA3897CCBC46C013
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https://www.metadefender.com/#!/results/file/YnpJd01EVXpNWFZDUTJ4dVEwbE9TeTBEeUF6dXpZRHNW/regular/analysis
https://www.metadefender.com/#!/results/file/YnpJd01EVXpNWFZDUTJ4dVEwbE9TeTBFMWp1ZkNmcDlF/regular/analysis

SHA-512: 6DEEA7CO0C3795DE7360B11FA04384E0956520A3A7BF5405D411B58487A35BBA51EACA51C1E2DDA910D4159C22179A9161D84DA52193E376DFDF6BDFBESESFO
1

Malicious: true
Antivirus: e Antivirus: Avira, Detection: 100%
e Antivirus: Joe Sandbox ML, Detection: 100%

Preview:
MZ.ooiiiiiis @i 1..L.IThis program cannot be run in DOS MOGE....$..........coiviiiiiiiiic s
..PE..L..N.m] | RO v..( 0 .PL.@..

Process: C:\Users\user\Desktop\31.exe

File Type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

Category: dropped

Size (bytes): 420864

Entropy (8bit): 7.505859957698974

Encrypted: false

SSDEEP: 12288:/Xi2sbRksUhd4cEw+o0mvbYdAcfOnRba7qoOu:620RUNXXtFqOt/u

MD5: BF15960DD7174427DF765FD9F9203521

SHAL: CB1DE1DFOC3B1A1CC70A28629AC51D67901B17AA

SHA-256: 9187706072F008A27C26421791F57EC33A59B44B012500B2DB3EEB48136FB2DA
SHA-512: 7E8B9907233234440135F27AD813DB97E20790BAF8CB92949AE9185FA09CB4B7BODA35B6DA2B33F3AC64A33545F32F959D90D73F7A6A4F14988C8AC3FD005074
Malicious: true

Antivirus: e Antivirus: Avira, Detection: 100%

e Antivirus: Joe Sandbox ML, Detection: 100%

Preview:

Process: C:\Users\user\Desktop\31.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 65536

Entropy (8bit): 5.138662248263347

Encrypted: false

SSDEEP: 1536:MI+AtwHKZA+ZeDFWR90J8F7AS7BWdIPjQQn:ZtevZORMJI8SDVHN

MD5: FF96CD537ECDEDGE76C83BODA2A6D03C

SHAL: EC05B49DA2F8D74B95560602B39DB3943DE414CB

SHA-256: 7897571671717742304ACDE430E5959C09FDIC29FBBE808105F00A1F663927AC

SHA-512: 24A827FDA9DB76C030852EF2DB73C6B75913C9EES5E130A3C9A7C6FF7AFFOFB7192FF1C47CD266B91500A04657B2DA61A5FCO0E48E7FBC27A6CBCIB7DI1DA
4B

Malicious: true

Antivirus: e Antivirus: Avira, Detection: 100%

Preview:

.@....rsrc.

Process: C:\Users\user\Desktop\31.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 696320

Entropy (8bit): 7.111401427922594

Encrypted: false

SSDEEP: 12288:ImAkV+u+nTM8IC9iz3ZflICyaf2CFbnbIAXOM7PV1B2sC2eqn9AEWwsUKVy:1UFTM814hadJ8ddeqn9D

MD5: 715C838E413A37AA8DF1EF490B586AFD

SHAL: 4AEF3A0036F9D2290F7A6FA5306228ABDBCIEGEL

SHA-256: 4C21A70DBC6BIBC5E1EE1E7506EE205EECDB14CC45571423E6BCC86DBE4001E7

SHA-512: AF13COEFB1552BBFBB517E27FF70A00CBA5C230E3D2E707BD28A9CCCE40E0402793C4ECC32BA1418F19A3744B78B89ES5C8709EAE3ADSF883C474832C182DES
61

Malicious: true
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Antivirus: e Antivirus: Avira, Detection: 100%
e Antivirus: Joe Sandbox ML, Detection: 100%

Preview:

Process: C:\Users\user\Desktop\31.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 65536

Entropy (8bit): 5.3400070147634775

Encrypted: false

SSDEEP: 768:7FrtXu91DBzpwNtlyWv77zehpl9CX6/0BBWNqYK7Cf7MYil:pJ+L817v77t0X6/0zYKk7CI7il
MD5: DDCDC714BEDFFB59133570C3A2B7913F

SHAL: D21953FA497A541F185ED87553A7C24FFC8A67CE

SHA-256: BE3E6008DDE30CB959B90A332A79931B889216A9483944DC5COD958DEC1B8E46
SHA-512: A1D728751490C6CF21F9597C6DF6F8DB857C28D224B2D03E6D25CE8F17557ACCBD8EF2972369337B9D3305D5B9029001E5300825C23CE826884DCEES5B37562)
Malicious: true

Antivirus: e Antivirus: Avira, Detection: 100%

Preview:

1..L.IThis program cannot be run in DOS mode....$ - ......B...d..B..Rich.B.......... PE..L..}L#W..

Process: C:\Users\user\Desktop\31.exe

File Type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

Category: dropped

Size (bytes): 397312

Entropy (8bit): 7.906199800781096

Encrypted: false

SSDEEP: 6144:QQk968UNAhzFt52TIEK2rinDB1noNx1ymJqy4VwSplgxxqrRgkLDnUIQ:GK6ptOWDkvJqy4bc/L7U

MD5: 9A7F746E51775CA001EFD6ECD6CAS7EA

SHAL: 7EA50DE8DD8C82A7673B97BB7CCD665D98DE2300

SHA-256: C4C308629A06CIA4AF9I3FBD747ED2421E2FF2460347352366E51B91D19737400

SHA-512: 20CD6AFA7A92B396AE565E0A21D3ACAAOD3A74BCDCCC1506A55DEA891DA912B03256BA9900C2C089FE44D71210E3C100BA4601CF4D6CIB492A2CEOD323D4(
F

Malicious: true

Antivirus: e Antivirus: Avira, Detection: 100%

Preview:

Process: C:\Users\user\Desktop\31.exe

File Type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

Category: dropped

Size (bytes): 1547264

Entropy (8bit): 7.985837033002535

Encrypted: false

SSDEEP: 24576:Btfzn830ZdOpSOKnnnBC12uacGlgsFWSTIO0JUAMekzSjS9mmCJad18IfWK4EGou:Pzn83wdkSIBW1GIqsFITIfIrzkAS99Hv
MD5: 48E9DF7A479E3FD63064ECE6E2283A45

SHAL: ABDCCE44DE655A97A3448758B397A37D1F7DB549

SHA-256: C7D8C3C379DCC42FA796B07B6A9155826D39CBD2F264BC68D22A63B17C8EF7DF

SHA-512: 6CC839F118CAD9982EC998665B409DC297A8CFFIB23EC2A9105D15CF58D9ADBF46D0048DDA76C8E1574F6288D901912B7DE373920B68B53DBDA43D60756110
Malicious: true

Antivirus: e Antivirus: Avira, Detection: 100%

e Antivirus: Joe Sandbox ML, Detection: 100%
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Preview:

C:\Users\user\AppData\Roaming\23.exe

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\31.exe

PE32 executable (GUI) Intel 80386, for MS Windows

dropped

131072

5.1340602045868575

false
3072:YeraZCkz8+a92rT2pNeZB0b7nx0RGs7GgaD1UA2n3KH23vIWvTVIVWZT+8Y6:7vkLaxm
ODCA3348A8B579A1BFA93B4F5B25CDDD
1EE1BCFD80CD7713093F9C053EF2D8C2CD673CD7
C430A15C1712A571BOCD3EDOESDFEEFA7E78865A91BDC12E66666CD37COE9654
FOA17A940DD1C956F2578ED852E94631A9762FDD825ED5160B3758E427E8EFA2FFOBFC83F239976B1D2765FEFC8F9182E41C2DA8F5746B36D4B7D189CB14A1B

false

C:\Users\user\AppData\Roaming\24.exe

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\31.exe

PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

dropped

409088

7.909073259736735

false
12288:sSyQ1uMC1uBQM8gX3x6n8GnCc+mlqgGm6/aCMX:sS3YbMhRK8GNPTIOgaC
43728C30A355702A47C8189C08F84661
790873601F3D12522873F86CA1A87BF922F83205
CECDF155DB1D228BC153EBE762D7970BD6A64E81CF5F977343F906A1E1D56E44

B2D0882D5392007364E5F605C405B98A375E34DEC63BESD16D9FAE374313336FA13EDBB6B8894334AFB409833FFCODBBCIBE3D7B4263BDF5B77DBFFIF2182E!
E

false

C:\Users\user\AppData\Roaming\25.exe

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\31.exe

PE32 executable (GUI) Intel 80386, for MS Windows

dropped

65536

5.422072243293651

false

1536:+/L+n111QWMVNOpJInxYLMaRO0rznXX7Hw9T:IMkJInybOrznnLwB
4BBCDF7F9DEB1025CA56FA728D1FFF48
BDC80DFB759C221A850AC29664A27EFD8D718A89
D2C49CE7E49109214A98EAA2D39F0749C1E779BD139AF1CADAES5E1CCB55753B
EA78C4935864DCDDBF6F0516E1D5C095C4814AC988CCC038DODC11C1FAB7127DED45FF35B12BAD845422C20F45311101706F0EF14CB1D629277AE276A25353!

false

(.

C:\Users\user\AppData\Roaming\26.exe

Process:

Copyright null 2020

C:\Users\user\Desktop\31.exe
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C:\Users\user\AppData\Roaming\26.exe

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

dropped

590336

7.801581282705874

false
12288:GVEiV50LAedu+cxfduwNBtfM50dK4SOXZjZcaRW7sDciN8tUDzMh8FlyDZA:Gco50xu+ofdji5OY 4t
C3DA5CB8E079024E6D554BE1732C51CF

E8F4499366FE67CIAE6FD1F5ACBF56A9B956D4C3
D7479A2F9F080742D17077FB4CCFC24583FA7A35842BA505CD43ED266734CELF

2395E084AEF01C2A3F18524EE2C860F21E785849CES88A6AC7F58B45B6F7BA6DD25C052C49CC41DD72B3EBB7D476D88787AA273AF82AFC6FELI7EBIEOADAD7(
43

false

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\31.exe

PE32 executable (GUI) Intel 80386, for MS Windows

dropped

642560

5.512456581925804

false
6144:6Wua+lbn2rqMO+4ykMJIGXQIPV77s3fBHeg487ebTkOEe:6VaF2rqP+4k0V7oPOE
3D2C6861B6D0899004F8ABE7362F45B7
33855B9A9A52F9183788B169CC5D57E6ADIDA9I4
DBE95B94656EB0173998737FB5E733D3714C8E3B58226A1A038CA85257C8B064

19B28A05D6EO0D6026FB47A20E2FF43BFDF32387EE823053DCD4878123B20730C0EAG5D01FF25080C484F67EEEDB2CAA45B4BSEBO1A3A3BB2D3BC5246CC73AA
6E

true

2d..f....e
... .. .rdata..

.@..@.data....8....

C:\Users\user\AppData\Roaming\28.exe

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\31.exe

PE32 executable (GUI) Intel 80386, for MS Windows

dropped

65536

5.396260265860007

false
768:0XudKRIhdO0PoZChnzyva07/9fZLWhiwYVEZPeDIDj/PAafbrRTIR:0+dWfdOOPa4ziaGZZGZPeq/PAa3R
2EF457653D8AEB241637C8358B39863F

578ED06D6C32C44F69A2C2454F289FB0OA5591F30
DCFFE599C886878ED4BED045140BD13D7BC9BD5085163EA00857AA09A93F4060

16F98C1D29B8CFAAF3003C5264CA6B4363764C351D5106919EAF2C3BFAB26E0FB189DDOEOB82B4D294BA5F3FES35D71CD25C93C2BFOFD27D84C2DD0A2BCI9
69

false

C:\Users\user\AppData\Roaming\29.exe

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

Copyright null 2020

C:\Users\user\Desktop\31.exe

PE32 executable (console) Intel 80386, for MS Windows

dropped

2768896

7.920440146277786

false
49152:Nn9ISFGECc34bOIUILWnOkjPURdstK/RIBNkSoKdo3Rd9YReAmYnnLnl1k:NnTEGEch3LWnOkjPUX0sRJIBNfHa3/W8w
0009EFE13EAF4DD3D091BC6E9ICA7CLE7

Page 33 of 361



C:\Users\user\AppData\Roaming\29.exe

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

F2BE84149784DB1D1B7746AFDE07D781805BD35F
DE30D86CFF3D838162AA88112A946DFB3AF84005DDA6BBC70CEELSES8DFF70BA3

CF96410D5A528B52D92C37FAC77FF3A8326AD6C2B3BBE00B44D55C758C5521870B9149B2FE8F743EGE7D90259EABSB3D19ED253ABB8BEA7660530C9BOEAT704!
5

false

1..L.IThis program cannot be run in DOS mode....$
.............. Setiiiiiieenee LB
s, .@....

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\31.exe

PE32 executable (GUI) Intel 80386, for MS Windows

dropped

65536

5.437755318915183

false

768:IPqTXu0Ee0J9PL8LNOR4YK7NgghGiZRYPPCI/YzZHC2munTDWXQeYJurR:9T+0wH8Lnej597Yhw5TDWXQ3u

D2E2C65FC9098A1C6A4CO0F9036AA095

C61B31C7DBEBDD57A216A03A3DC490A3EAIF5ABD

4D7421E6D0AC81E2292BCFF52F7432639C4F434519DBICF2985B46A0069B2BES
B5BD047CA4EE73965719669B29478A9D33665752E1DBEOF575A2DA759B90819E64125675DA749624B2D8C580707FD6A932685AB3962B5B88353981E857FE9793

true

L.IThis program cannot be run in DOS mode....$ - ... ...B.d

C:\Users\user\AppData\Roaming\30.exe

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\31.exe

PE32 executable (GUI) Intel 80386, for MS Windows

dropped

1470976

7.292646421548412

false
24576:Kth20pkaCqT5TBWgNQ7aW32hGJIOYETC+11w7qiJJVHCZz496A:3Vg5tQ7aW32hOIETFTGxJVH2I5
FC44B935B0188657684C40113F7AB81C

76C4A1262EB49DAAS55A24AADD7E3A48F2C22ABD2
F5B2489109D68B6AC83B453B8DF1C7E1E9EC2636E162EFDBAAB4D27C1CE2DD69

95CDF42503A546B8C3DE9C1DOFOFFC5FCA9955739591E011EC1DFD8B5C83492BC14261BBB042275F281CC12B59EDB071E3DD72DAD64C11481D118910A6052F
A

false

1..L.IThis program cannot be run in DOS mode....$ ta.Hk. Hh.. Hi.]}%..]}5.

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Copyright null 2020

C:\Users\user\Desktop\31.exe

PE32 executable (GUI) Intel 80386, for MS Windows

dropped

65536

5.20163705563317

false

1536:V3+qSYG80/4+ZeDpMVVMJIBhP4SjZOBd7nUy6:DSGrZ2VKJI8CThm
4C4F3C4C8145B2BB3F79DC1A79F013A9
9B1D80F6F950D30D134537F16F1F24FB66A41543
FOF9B4E7ABF29743486AEB210D474FEE24B38A0E2F97D082ABOFE3DABC14B47B

7C842577871A8BDF80A3SDA9DADI1DEA92DCE764C00C874C821CBE2998A0A9D9921FOEFB28BD5465DEEF02A6A6FDCB682A75B25976D7FAC421FADSBF39D1C¢
C37

true
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Preview:

C:\Users\luser\AppData\Roaming\4.dll

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\AppData\Roaming\4.exe

PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

dropped

2485264

6.646979581093372

false
24576:yqUUcYHghhW1bCY09mvn9YDg+0as+MqYrtaBwSbx3jMUAIZSVV4VHa4k3NkZpyM4:yImFyqC4aeSN3oRIZyA/o713fOis
986D769A639A877A9BBF4FB3C8616911

BA1CC29D845D958BD60CI8IEAA36FDAFIDB7EA4L
C94374155DDED12D9F90D16F03470B12B14C4DF109A9CF8DBF26E9CD66850457
3A1E2A6B57278071906EE2D7B1F9CA6D1ED9I8084C80512DA854E5C1F73E480B92F2B1CCECCF87523184BF34250E3CB6A0EL1172D7F5478777570F807820D9A187

false

1..L.1.This program must be run under Win32..$7

@ &ttt
Cdata.. Ve LXK

C:\Users\user\AppData\Roaming\4.exe

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\Desktop\31.exe

PE32 executable (console) Intel 80386, for MS Windows

dropped

2700800

7.985150041592273

false

49152:kBAXF8n3cdlgjGgwrHzdszaZ5E6UKB5xipj6qKBIgX:kBECaNTdvzI61BIg
EC7506C2B6460DF44C18E61D39D5B1C0
7C3E46CD7C93F3D9D783888F04F1607F6E487783
4E36DCOD37EAD94CBD7797668C3C240DDCO0FBB45C18140D370C868915B8469D

CF16F6E5F90701A985F2A2B7AD782E6E1CO5A7B6DCOEG44F7BDD0350F717BB4C9E819A8E9F383DA0324B92F354C74C11B2D5827BE42E33F861C233F3BAAB6GST
E

false

C:\Users\user\AppData\Roaming\5.exe

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\31.exe

PE32 executable (console) Intel 80386 Mono/.Net assembly, for MS Windows

dropped

11776

5.173456967793414

false

192:hdNCR3+MNrJfGz90t3a0ajY TeSDy4amDTWG11h508zCd2TYaKldWD:hdkNtOQqgOajY TelPLO0308GccaKldW
4FCC5DB607DBD9E1AFB6667AB040310E

48AF3F2D0755F0FA644FB4B7F9A1378E1D318AB9
6FBOEACC8A7ABAAB53B60C064B464D7E87B02EF33D52BOE9A928622F4E4F37C7
A46DED4552FEBD7983E09069D26AB2885A8087A9D43904ADOFEDCC94A5C65FE0124BBFOA7D3E7283CB3459883E53C95F07FAG724B45F3A9488B147DE42221A2

false

(... &*0..... e
9..p("...0#.....~....0$....rE..prc..p(%...s&.

Process:

Copyright null 2020

C:\Users\user\Desktop\31.exe
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File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

PE32 executable (GUI) Intel 80386, for MS Windows

dropped

232605

5.423718212124099

false

1536:JVS+N3WyTgsvrHb2lcMenJQcwtNvjfélypSr205X+mz2dixxXlogPwFE4e5:3VpRItHPxeCZ6Fj+mzqlx9vg

CF04C482D91C7174616FB8E83288065A

6444EB10EC9092826D712C1EFAD73E74C2ADAE14

7B01D36ACI9A77ABFAGAODDBF27D630EFFAES55AACIAE75B051C6EEDAF18D1DCF
3ECA1E17E698C427BC916465526F61CAEE356D7586836B022F573C33A6533CE4B4BOF3FBD05CC2B7B44568E814121854FDF82480757F02D925E293F7D92A2AF6

true

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\Desktop\31.exe

PE32 executable (GUI) Intel 80386, for MS Windows

dropped

65536

5.354591933878196

false

768:pQZXuayX7rznPVKY lcubrDJahVAJUVx4b/yYBHHoPBeLjQ20MYOYul:G+a+7fF1c3DniVHGN93Q20MYk

42D1CAF715D4BD2EALFADESDFFB95682

C26CFF675630CBC11207056D4708666A9C80DABS

8EA389EE2875CC95C5CD2CA62BA8A515B15AB07DODD7D85841884CBB2A1FCEEA
B21A0C4B19FFBAFB3CAC7FAD299617CA5221E61CC8DODCA6D091D26C31338878B8D24FE98A52397E909AAADA385769AEEB63038F8C30663130718D577587527

true

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Yara Hits:

Preview:

C:\Users\user\Desktop\31.exe

PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

dropped

682496

5.467275757816082

false
12288:M5GS7AGzH76VEt6fXEmT6JTn/unkZyNjcpKax:MoSUGzH76NMmT6/89qtx
DEA5598AAF3E9DCC3073BA73D972AB17
51DA8356E81C5ACFF3C876DFFBF52195FE87D97F
8EC9516AC0A765C28ADFE04C132619170E986DF07B1EA541426BE124FB7CFD2C
AB6C674BA3D510120A1D163BE7E7638F616EEDB15AF5653B0952E63B7FD4C2672FAFC9638AB7795E76B7F07D995196437D6C35E5B8814E9AD866EAIO3F620E81E
true

e Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source: C:\Users\user\AppData\Roaming\8.exe, Author: Joe Security

D..@...
-.p%...L.([..e..

C:\Users\user\AppData\Roaming\9.exe

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

Copyright null 2020

C:\Users\user\Desktop\31.exe
PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows
dropped
762368
7.389863526799688
false
12288:9r5TpNI9E96cWBX2FqwaHIRZ3EW7Wsv8kixXW3pFMcmyuWp7pPmTppppppppppppy:zTN9fBmdapHEaW0iUuyq8a9
EA88F31D6CC55D8F7A9260245988DAB6
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C:\Users\user\AppData\Roaming\9.exe

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

9E725BAE655C21772C10F2D64A5831B98F7D93DD
33F77B1BCA36469DD734AF67950223A7B1BABD62A25CB5F0848025F2A68B9447

5952C4540B1AESF2DB48AAAE404E89FB477D233D9B67458DD5CECC2EDFED711509D2E968E6AF2DBB3BD2099C10A4556F7612FC0055DF798E99F9850796A832,
D

false

C:\Users\user\AppData\Roaming\Microsoft\Crypto\RSA\S-1-5-21-3853321935-2125563209-4053062332-1002\83aa4cc77f591dfc2374580bbd95f6ba
_d06ed635-68f6-4e9a-955c-4899f5f57b9a

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Java\jre1.8.0_211\bin\javaw.exe

data

dropped

45

0.9111711733157262

false

3:/lwlt7n:WNn

CB8366AE350E7019AEFCID1EGE6A498C6
5731D8A3E6568A5F2DFBBC87E3DB9637DF280B61
11E6ACABE682C046C83B721EEB5C72C5EF03CB5936C60DF6F4993511DDC61238
33C980D5A638BFC791DE291EBF4B6D263B384247AB27F261A54025108F2F85374B579A026E545F81395736DD40FA4696F2163CA17640DD47F1C42BC9971B18CD

false

C:\Users\user\AppData\Roaming\16.exe

PE32 executable (GUI) Intel 80386, for MS Windows

dropped

94720

7.440949090833539

false
1536:mBwl+KXpsgN5viwWYyhY9S4A40fMnvzbBb3b2wKbs1V3Mr:Qw+asqN5aW/hLdMvzbMIUK
56BA37144BD63D39F23D25DAE471054E
088E2AFF607981DFE5249CE58121CEAEOD1DB577
307077D1A3FD2B53B94D88268E31B0B89B8COC2EEIDBB46041D3E2395243F1B3
6E086BEA3389412F6A9FA11E2CAA2887DB5128C2AD1030685E6841D7D199B63C6D9A76FBID1EDI116AFD851485501843F72AF8366537A8283DE2F9AB7F3D56F(

true

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Yara Hits:

Preview:

Copyright null 2020

C:\Users\user\AppData\Roaming\8.exe

PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

dropped

682496

5.467275757816082

false

12288:M5GS7AGzH76VEt6fXEmT6JTn/unkZyNjcpKax:MoSUGzH76NMmT6/89qtx

DEA5598AAF3E9DCC3073BA73D972AB17

51DA8356E81C5ACFF3C876DFFBF52195FE87D97F

8EC9516AC0A765C28ADFE04C132619170E986DF07B1EA541426BE124FB7CFD2C
A6C674BA3D510120A1D163BE7E7638F616EEDB15AF5653B0952E63B7FD4C2672FAFC9638AB7795E76B7F07D995196437D6C35E5B8814E9AD866EAIO3F620E81E

true

e Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source: C:\Users\user\AppData\Roaming\feeed.exe, Author: Joe Security
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C:\Users\user\gqnodejs-node-v13.13.0-win-x64.tmp130965438539\node-v13.13.0-win-x64\CHANGELOG.md

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Java\jre1.8.0_211\bin\javaw.exe

HTML document, ASCII text, with CRLF line terminators

dropped

55641

5.48429304075906

false
384:j04mhhDVuShnZvkuW9brH68EvgHRHkyv2urnuAcRE667TISO0zKdLTQga+nkQUBuUS5:8HDVuSh9gq9brH60HR7HXW
4B4151CB6CA2A9CD66238FBSEEC003A3

D0142FB715466BOB8FF0572DB972263128ABAE6D
271FCB46F0552F847E6E5B88CDDD03168ED11E6E354B1C15FA92ED553B92EF5B
22A3975B3809BB723A4FAF4E985BFE0394394183DC394726C5C007CD4F67FFA39AC02712ACA54B974E498D4AECC1BCEE6C3631AC50868B15C7A7673F41317D9E

false

# Node.js Changelog....Select a Node.js version below to view the changelog history:....* [Node.js 13](doc/changelogs/CHANGELOG_V13.md) **Current**..* [Node.js 12]
(doc/changelogs/CHANGELOG_V12.md) **Long Term Support**..* [Node.js 11](doc/changelogs/CHANGELOG_V11.md) End-of-Life..* [Node.js 10](doc/changelogs
/CHANGELOG_V10.md) Long Term Support..* [Node.js 9](doc/changelogs/CHANGELOG_V9.md) End-of-Life..* [Node.js 8](doc/changelogs/CHANGELOG_V8.md) End-
of-Life..* [Node.js 7](doc/changelogs/CHANGELOG_V7.md) End-of-Life..* [Node.js 6](doc/changelogs/CHANGELOG_V6.md) End-of-Life..* [Node.js 5](doc/changelo
gs/CHANGELOG_V5.md) End-of-Life..* [Node.js 4](doc/changelogs/CHANGELOG_V4.md) End-of-Life..* [io.js](doc/changelogs/CHANGELOG_I0JS.md) End-of-Life..*
[Node.js 0.12](doc/changelogs/CHANGELOG_V012.md) End-of-Life..* [Node.js 0.10](doc/changelogs/CHANGELOG_V010.md) End-of-Life..* [Archive](doc/changel
0gs/CHANGELOG_ARCHIVE.md)....Please use the following table to find the changelog for a sp

C:\Usersl\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-v13.13.0-win-x64\LICENSE

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Java\jre1.8.0_211\bin\javaw.exe

UTF-8 Unicode text, with CRLF line terminators

dropped

78660

5.037214645673343

false
1536:agCpHUbDXgE6gQTO98VIKTRjIPzgzOY6Z21JALGUEYVzOCDSIEBvaSYUkwoELbq:gObrgjgQa9k9Aj8Pkz91J4zal2vxYURq
698CF46FBBD1EF7145D1D4F4977E9743

03AB233704C529B1AFA63E800E7A98D97FE86D76
EAC4065F78A73669E3058A72CB936D5C79E7CE766C6ACF87A6AB37CF8D702064
D235B25020921937B204FC85D66642681CF973D4B2351CE066CICFA2CIB347D3C8A9AD2714E05FC343F1930F1E2F73A5C95550E06C84998402BDE8A207C33764

false

Node.js is licensed for use as follows:....""..Copyright Node.js contributors. All rights reserved.....Permission is hereby granted, free of charge, to any person obtaining a
copy..of this software and associated documentation files (the "Software"), to..deal in the Software without restriction, including without limitation the..rights to use, copy,
modify, merge, publish, distribute, sublicense, and/or..sell copies of the Software, and to permit persons to whom the Software is..furnished to do so, subject to the following
conditions:....The above copyright notice and this permission notice shall be included in..all copies or substantial portions of the Software.... THE SOFTWARE IS
PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR..IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABIL
ITY,..FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE..AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY
CLAIM, DAMAGES OR OTHER..LIABILITY, WHETHER IN AN

C:\Users\user\gqnodejs-node-v13.13.0-win-x64.tmp130965438539\node-v13.13.0-win-x64\install_tools.bat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Java\jre1.8.0_211\bin\javaw.exe

DOS batch file, ASCII text, with very long lines, with CRLF line terminators

dropped

2951

4.919691691684371

false
48:nBE1+R7TbX7+hhRhQZ6PjAHRsnQ5hpWj54qIBygylwHnEpKmrZw:BDR/SWQARsnCfgexhr2
4E46AD93BAC466280DED1D0C19863A26

F4B635A74081CC34A02365404B3FE99FB03B6129
4B1E875422E7A3BA28DC1A618E7569A27E2A491C161E0ADB742434B14F773BED

D840B3B60BB549DDD8D7E488B74B56EAF12D749C05994C56FD33BC53B88B4C150E3917705837B4F6F72DAB46197697A8B3B6F7ABF94DE0145FCAAFED7F83461
9

false
@echo off....setlocal..title Install Additional Tools for Node.js....cls....echo ..echo Tools for Node.js Na
tive Modules Installation Script..echo ..echo...echo This script will install Python and the Visual Studio

Build Tools, necessary..echo to compile Node.js native modules. Note that Chocolatey and required Windows..echo updates will also be installed...echo...echo This will
require about 3 Gb of free disk space, plus any space necessary to..echo install Windows updates. This will take a while to run...echo...echo Please close all open
programs for the duration of the installation. If the..echo installation fails, please ensure Windows is fully updated, reboot your..echo computer and try to run this again. This
script can be found in the..echo Start menu under Node.js...echo...echo You can close this window to stop now. Detailed instructions to install these..echo tools manually

C:\Users\user\gqnodejs-node-v13.13.0-win-x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Process:
File Type:
Category:
Size (bytes):

Copyright null 2020

C:\Program Files (x86)\Java\jre1.8.0_211\bin\javaw.exe
PE32+ executable (console) x86-64, for MS Windows
dropped

54795416
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C:\Usersl\user\gqnodejs-node-v13.13.0-win-x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

6.5671628029108815

false
393216:GINNOp9TIpTE0zFCcAts7q8hiDRXM5Giiy5d5wYE9jrBTOF03SHWCGKP8PB2FAdU:GQDb1I8WCGKKE3FQI
18A6630DB8040AB7389D17783E306020

754149EB115CF889025AA1116F23742E231D9FF7
C61B9279BE8B701A3F66C482A166C4FFFOBA43DA64403158E4C4F82E271F309FA

EC2D89E4262D42997993DBAB070FD2705F4F51CC282BACA98EDAS8A4555856999E880F39ADA0C50AB3473A32FABFE99BE3FAF41C02E40F674E4ACBD539D1D3
3

false

MZ.oiiiiiiiiiieee @B 1..L.IThis program cannot be run in DOS mode....$......9. A} L LY+ Sl x o dwd Ll L+ Y L Y e
PE..d..." " X @ diD...” [5) FUURUNO: HUR k.pE...

C:\Users\user\gqnodejs-node-v13.13.0-win-x64.tmp130965438539\node-v13.13.0-win-x64\node_etw_provider.man

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Java\jre1.8.0_211\bin\javaw.exe

ASCII text, with CRLF line terminators

dropped

10630

4.42501285375615

false
96:Y55SUaOHITT3ycIGnDJopeSd/82w9GhLN7ig2GbLN7+g2YGbLN7CSkThMz200Qlc:4SjH/895kt+Nm1l4LI
1D51E18A7247F47245B0751F16119498

78F5D95DD07COFCEE43C6D4FEAB12D802D194D95
1975AA34C1050B8364491394CEBF6E668E2337C3107712E3EECA311262C7C46F
1ECCBE4DDAE3D941B36616A202E5BD1B21D8E181810430A1C390513060AE9E3F12CD23F5B66AE0630FD6496B3139E2CC313381B5506465040E5A7A3543444E7¢

false

<instrumentationManifest..  xmlns="http://schemas.microsoft.com/win/2004/08/events".. xmIns:win="http://manifests.microsoft.com/win/2004/08/windows/events"..

xmins:xs="http://www.w3.0rg/2001/XMLSchema">.. ~<instrumentation>.. <events>.. <provider name="NodeJS-ETW-provider".. guid="{77754E9B-
264B-4D8D-B981-E4135C1ECBOC}".. symbol="NODE_ETW_PROVIDER".. message="$(string.NodeJS-ETW-provider.name)".. re
sourceFileName="node.exe".. messageFileName="node.exe">.... <tasks>.. <task name="MethodRuntime" value: . sym
bol="JSCRIPT_METHOD_RUNTIME_TASK">.. <opcodes>.. <opcode name="MethodLoad" value="10".. symbol=
"JSCRIPT_METHOD_METHODLOAD_OPCODE"/>.. </opcodes>.. <[task>.. <[tasks>.... <opcodes>..

C:\Users\user\gqnodejs-node-v13.13.0-win-x64.tmp130965438539\node-v13.13.0-win-x64\node_modules\npm\.licensee.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Java\jre1.8.0_211\bin\javaw.exe

ASCII text, with CRLF line terminators

dropped

260

4.556869783583283

false
6:3HCkN2Vr/zMgAgHWL1VTXWDIORNmMQ6u2U+sQAHfgo+MEJ1CxS/r:kLvgVIW+W6uvLf6PCxC
B133415ABE39E5C1865AAD84712B3941
E988C32BFFOFC1F72D27EFCE28B01A32E7A4914E
66218BC67A524799BA7CCAD7C493A8D24EEED81C07BED24E0C3034ABA6014061

C41C9C99308CD61E8428AD445A145966248AA98E7F778EDCEE32F7AAEB5B9B5F1ES58F73D6FE0502A6B666F1A914CA9555F96EC5DB05FO03A28410076EO0ABLE]
D

false

{.. "licenses": {.. ‘"spdx":[.. "CC-BY-3.0".. 1],.. "blueOak": "bronze".. },.. “corrections": true,.. "packages": {.. "config-chain":"1.1.12",.. ‘“cyclist":"0.2.2",..
"json-schema": "0.2.3",..  "grcode-terminal™: "0.12.0".. }..}..

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-v13.13.0-win-x64\node_modules\npm\.mailmap

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Copyright null 2020

C:\Program Files (x86)\Java\jre1.8.0_211\bin\javaw.exe

UTF-8 Unicode text, with CRLF line terminators

dropped

3351

5.018239056625139

false

96:0VU0zaj2NomzBHkj2RuiEfvb14VURRmMU1:v0203828XN1
50FF5F4745B5210D1DDC6CB3AD21216B
298B624905B72D60D7613780E9COFAOCEF9361E3
EC219650D5ED44D58B1F6CDEESCCC116E118D7569E09ED19E9B8BOF5C8BE87D5B

93F9A8D02C80C651D8BD5535F96D74AF48A6F14B5AFA9040809D9ESDBCO6CODA76165D34CESAGBE78F04E12E44B5582730EAF904E048F5B3D322F7EB7C81B8¢
E

false
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C:\Usersluser\gqnodejs-node-v13.13.0-win-x64.tmp130965438539\node-v13.13.0-win-x64\node_modules\npm\.mailmap

Preview:
Alex K. Wolfe <alexkwolfe@gmail.com>..Andrew Bradley <cspotcode@gmail.com>..Andrew Lunny <alunny@gmail.com>..Arlo Breault <arlolra@gmail.com>..Ashley
Williams <ashley@npmijs.com> <ashley666ashley@gmail.com>..Ashley Williams <ashley@npmjs.com> <ashley@bocoup.com>..Benjamin Coe <bencoe@gmail.
com>..Benjamin Coe <bencoe@gmail.com> <ben@npmijs.com>..Brian White <mscdex@mscdex.net> <mscdex@gmail.com>..Cedric Nelson <cedric.nelson@gmai
|.com>..Charlie Robbins <charlie.robbins@gmail.com>..Claudia Hern.ndez <cghr1990@gmail.com>..Dalmais Maxence <root@ip-10-195-202-5.ec2.internal>..Danila
Gerasimov <danila.gerasimov@gmail.com>..Dave Galbraith <dave@jut.io>..David Beitey <david@davidjb.com>..David Rousselie <guido.dassori@gmail.com>..Domenic
Denicola <domenic@domenicdenicola.com>..Einar Otto Stangvik <einaros@gmail.com>..Emma Ramirez <ramirez.emma.g@gmail.com>..Erik Wienhold <git@e
wie.name>..Evan Lucas <evan@btc.com> <evan.lucas@hattiesburgclinic.com>..Evan Lucas <evan@btc.com> <evanlucas@me.com>..

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-v13.13.0-win-x64\node_modules\npm\.npmignore

Process: C:\Program Files (x86)\Java\jre1.8.0_211\bin\javaw.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 385

Entropy (8bit): 4.623052803400193

Encrypted: false

SSDEEP: 6:URChGWoGB/egBe7TaVscKsMNJciot307vZ4VoVUEIOvgwQIiSWhV/NLLix59:URC5BegBe7TeUsK1oW7vuoMQeilTReV
MDS5: 4416DF8582A08A4C3297F4DD5DE3908B

SHA1L: 81878E227181476B36DICOADIDDOBFA766COA4CL

SHA-256: F885519DB536EC02B192521A48D63E2EE9B849092905D117E07A862DBB6C73B1

SHA-512: 4D08EOFB3983D614558F7744745C3963A9E8CODIACIA2AE3595D898ABI5167B87DCECD2A4B7B2C877AABLFC0057317D1A3C5116A5575973A570BD429B2132AB
Malicious: false

Preview:

*.swp...*.swp..netlify.toml..npm-debug.log../.github../test..node_modules/marked..node_modules/marked-man..node_modules/tap..tap-snapshots..node_modules/.bin..n
ode_modules/npm-registry-mock../npmrc../release/....# don't need these in the npm package...html/*.png....# don't ignore .npmignore files..# these are used in some tests.
..L.Lnpmignore..../npm-*.tgz....*.pyc....... nyc_output..

C:\Users\user\gnodejs-node-v13.13.0-win-x64.tmp130965438539\node-v13.13.0-win-x64\node_modules\npm\.travis.yml

Process: C:\Program Files (x86)\Java\jre1.8.0_211\bin\javaw.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 344

Entropy (8bit): 4.981689273342171

Encrypted: false

SSDEEP: 6:SIWTCER44SmP26aWKwvLKNVPp2108TIMFc52WbWilUrop6kHoxIx9v:cER4GxaWKAKNVR2108Tq3TAHODxN
MDS5: 7A15CCC612A136E7096930734D633B21

SHA1L: C310FB614C1E93072C2725E103D71F2A493FDAOD

SHA-256: 471E07C40FA3588317141FC1E43BDE68F5FCA7511724852E9CD5588470C5C1A4

SHA-512: D6378402793B2821AC515ED6064E63144155AEED603902A381D8318683F9687884652ECB04D16A17F6EIBCB3585D0C763D4DE24F60775045EFFC741426D1745C
Malicious: false

Preview:

# need to declare the language as well as the matrix below..language: node_js....os:.. - windows....node_js:.. - 12.. - 10.. - 8.. - 6....env: "DEPLOY_VERSION=testin
g"....natifications:..  slack: npm-inc:kRgQjto7YbINgHPb1X6nS3g8....install:.. - "node . install"....script:.. - "node . run tap -- \"test/tap/*.js\" -t600 -Rclassic -c"..

C:\Usersluser\gnodejs-node-v13.13.0-win-x64.tmp130965438539\node-v13.13.0-win-x64\node_modules\npm\AUTHORS

Process: C:\Program Files (x86)\Java\jre1.8.0_211\bin\javaw.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 27043

Entropy (8bit): 5.097925208214625

Encrypted: false

SSDEEP: 384:Ca96DcCOzIYcol059s49M54NiIPHT8OA00PYW+SET2XYy80KIMBEOsISASFsUU:80go+49033A0sVfyXyJKIQsISdF
MDS5: 8E0621AA4B3C6AF29CD281BE18AD666D

SHA1L: 41F83E9A0F1564050897C88F4A025DBODESD4F54

SHA-256: 41E1395C2082DA627E8C08033FF12BE6261F52B03C22B55ED8B4E623AE24B099

SHA-512: E6FF47D487A39F6ACA3C51A18951D5B70BD3479C367EF321925E12197D8C0175503F8662A2A1FF7B3FA2DD82DFDA4ABC33A890FDF552687E9025192BB331012:
Malicious: false

Preview:

# Authors sorted by whether or not they're me..isaacs <i@izs.me>..Steve Steiner <ssteinerX@gmail.com>..Mikeal Rogers <mikeal.rogers@gmail.com>..Aaron Blohowiak
<aaron.blohowiak@gmail.com>..Martyn Smith <martyn@dollyfish.net.nz>..Charlie Robbins <charlie.robbins@gmail.com>..Francisco Treacy <francisco.treacy@g
mail.com>..Cliffano Subagio <cliffano@gmail.com>..Christian Eager <christian.eager@nokia.com>..Dav Glass <davglass@gmail.com>..Alex K. Wolfe <alexkwol
fe@gmail.com>..James Sanders <jimmyjazz14@gmail.com>..Reid Burke <me@reidburke.com>..Arlo Breault <arlolra@gmail.com>..Timo Derstappen <teemow@gmail.c
om>..Bart Teeuwisse <bart.teeuwisse @thecodemill.biz>..Ben Noordhuis <info@bnoordhuis.nl>..Tor Valamo <tor.valamo@gmail.com>..Whyme.Lyu <5longluna@gmai
|.com>..Olivier Melcher <olivier.melcher@gmail.com>..Toma. Muraus <kami@k5-storitve.net>..Evan Meagher <evan.meagher@gmail.com>..Orlando Vazquez <ovaz
quez@gmail.com>..Kai Chen <kaichenxyz@gmail.com>..George Miroshnykov <gmiroshnykov@Iohika

C:\Users\user\gqnodejs-node-v13.13.0-win-x64.tmp130965438539\node-v13.13.0-win-x64\node_modules\npm\CHANGELOG.md
Process: C:\Program Files (x86)\Java\jre1.8.0_211\bin\javaw.exe
File Type: UTF-8 Unicode text, with very long lines, with CRLF line terminators

Category: dropped
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C:\Users\user\gqnodejs-node-v13.13.0-win-x64.tmp130965438539\node-v13.13.0-win-x64\node_modules\npm\CHANGELOG.md

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

154564

5.400081439502239

false
1536:Ccnzb93jTA3dSKcPmUOreatL4ysHOfC5ueKp+PCgwYvH8zwCp:Cqe3tZN5tMnHxUueKYagwYvS
193A6E48AC2037C9B26994225BEBFEOC

46D52878A982071CB0462A1CIFA95EC28CA79BFE
0DB395F19A78AAAADO81609A93635BED43BA99B28F20ED7F636ED386C76ED1B7

EBA11DBB80OEAGFIF7F8A0371A788A67062BF4376E4DOBE61B09F2544DD2D6019119911DDEC1F04A4A4E2AAB7624A7TFICCI56F7FD2C955843E71BED4298B654(
4

false

## 6.14.4 (2020-03-24)....### DEPENDENCIES....* Bump “minimist@1.2.5" transitive dep to resolve security issue.. * ['9c554fd8c](https://github.com/npm/cli/com
mit/9c554fd8cdle9aeb8ebl22ccfa3c78d12af4097a) "update-notifier@2.5.0°.. * bump “deep-extend@1.2.5".. * bump “deep-extend@0.6.0".. * bump ‘is-ci@1.2.1".. *b
ump “is-retry-allowed@1.2.0°.. * bump ‘rc@1.2.8".. * bump ‘registry-auth-token@3.4.0".. * bump ‘widest-line@2.0.1"..* ['136832dca’](https://github.com/npm/cl
ilcommit/136832dcae13ch5518b1fe17bd63ea9b2a195f92) ‘mkdirp@0.5.4"..* [ 8bf99b2b5](https://github.com/npm/cli/commit/8bf99b2b58c14d45dc6739fce77de051e
bc8ffb7) [#1053](https://github.com/npm/cli/pull/1053) deps: updates term-size to use signed binary.. * ['d2f08albdb](https://github.com/nodejs/node/commit/d2
f08albdh78655c4a3fc49825986¢148d14117¢e) ([@rvagg](https://github.com/rvagg))... ## 6.14.3 (2020-03-19)....### DOCUMENTATION....* [ '4ad221487"](https:/
/github.com/npm/cli/commit4ad2214873cddfd4a0eff1bd188516b08f

C:\Users\user\gqnodejs-node-v13.13.0-win-x64.tmp130965438539\node-v13.13.0-win-x64\node_modules\npm\CONTRIBUTING.md

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Java\jre1.8.0_211\bin\javaw.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators

dropped

9707

4.991870031745418

false
96:MWyeYnQgwQDgGNROhuG/gEQ9d3bVmLfRF++D9z+obrv+i4R6hU7vMe+XuqJdY36lk:MWyeiDNROhuL9d3bk7R1QoMz7vMW30u
7620DBDAE466562DDAFBFFS8EA58F9DB9

F72A305F16FAF50C4943B5D869AB57226852E753
D775C5277D1699828B08288419A0D23B41A02F450B2ADAA7CEIE44B2A10DD242
D215E0B2E97E35961E0A2E5FB5705E68257D6737113DF21C1397BC3513C2872F2819AC0A273E27E070DOACAA3143F9054DB1EB058E765C8CB749CC11843973F6

false

# npm CLI Contributor Roles and Responsibilities....## Table of Contents....* [Introduction](#introduction)..* [Code Structure](#code-structure)..* [Running Tests](#running-
tests)..* [Debugging](#debugging)..* [Coverage](#coverage)..* [Benchmarking](#benchmarking)..* [Types of Contributions](#types-of-contributions).. * [Contributing an
Issue?](#contributing-an-issue).. * [Contributing a Question?](#contributing-a-question).. * [Contributing a Bug Fix?](#contributing-a-bug-fix).. * [Contributing a Feature?]
(#contributing-a-bug-feature)..* [Development Dependencies](#development-dependencies)..* [Dependencies](#dependencies)....## Introduction....Welcome to the npm
CLI Contributor Guide! This document outlines the npm CLI repository's process for community interaction and contribution. This includes the issue tracker, pull requests,
wiki pages, and, to a certain extent, outside communication in the context of the npm CLI. This is an entry point for anyone wishing to contribute their

C:\Users\user\gqnodejs-node-v13.13.0-win-x64.tmp130965438539\node-v13.13.0-win-x64\node_modules\npm\bin\node-gyp-bin\node-gyp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Java\jre1.8.0_211\bin\javaw.exe

a /usr/bin/env sh script, ASCII text executable, with CRLF line terminators

dropped

178

4.80854872781414

false

3: TKQWaHMPhMZ6jLitQXxVC/Ifnl6X1+CM/zM++w8v3AWFH3IGXxVdBIlvNn:HWaHjg3ioclfK 16R+Nv3n940BBqvN
6E25816F1EC43CA4D9DF43634F4AFDC74

34DFF6B10E03A33507FBOAD9131304EE036381CC
EE2C0CD004287093A3767C0A31D9A0A3C4B00C0517CC974473E2B483EEF438E7
55D1A85AB49A293A7787A7TA223977E8472B8204A447135DE7E01EBEB2566485A268508497BD81FA9D5CA454D23541035E9D7A75AD5521F82C84BD4065D1EA76B

false

#!/usr/bin/env sh..if [ "x$npm_config_node_gyp" = "x"]; then.. node "“dirname "$0"/../../.node_modules/node-gyp/bin/node-gyp.js" "$@"..else.. "$npm_config_node_gyp"
"$@"..fi..

C:\Usersluser\gnodejs-node-v13.13.0-win-x64.tmp130965438539\node-v13.13.0-win-x64\node_modules\npm\bin\node-gyp-bin\node-gyp.cmd

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:

Copyright null 2020

C:\Program Files (x86)\Java\jre1.8.0_211\bin\javaw.exe

ASCII text, with CRLF line terminators

dropped

149

4.537198857842976

false
3:CxK7mbzL4KLXXxVCDKIiKVVNx+26M8jMNNgaXodFLKisLXxVikK:Cxe4HT9q26 T68amFuTGkK
BB78133F243EC53A16C89C436AB54216
E6071DD04DBEOB3560C3279DEDSE44E1DOAOCEDE
8CB8B915E6F433F7F8994EAEQ4E74595D5A169D1E593833BB4A5F2CBE213F02D
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C:\Users\user\gnodejs-node-v13.13.0-win-x64.tmp130965438539\node-v13.13.0-win-x64\node_modules\npm\bin\node-gyp-bin\node-gyp.cmd

SHA-512:

Malicious:

Preview:

8A94C4AD3CD4B414D5C6788083B801A6273C970A173461DDEF7EC48626FDBA8040C9A8F4D1D848BF05240A36AEOEEC40DB2C779D1A5C3CB04C99EFSBDADDF
B59

false

if not defined npm_config_node_gyp (.. node "%~dpO0\..\..\node_modules\node-gyp\bin\node-gyp.js" %*..) else (.. node "%npm_config_node_gyp%" %*..)..

C:\Users\user\gqnodejs-node-v13.13.0-win-x64.tmp130965438539\node-v13.13.0-win-x64\node_modules\npm\bin\npm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Java\jre1.8.0_211\bin\javaw.exe

POSIX shell script, ASCII text executable, with CRLF line terminators

dropped

930

5.311699175313889

false
24:P1qg4gg4puY1n+rf7gNwY9L3j+B3IwNYIL3IwZBK7gNwYIL3j+B3IwNY9L3lwZxHh:calYS7guY9IL3S3WNYIL3WZ47guY9IL3So
BA553D663CD364A71842375B7613DED2

DA664DD6249D3CFBB858BA67234E213B526497D8
C7326730E2E51652DC605BCA7CEE7199E6362DD6AE97C8352586E8E96D2CDID1

E01A1D83FAG52A010BB97B50FCC12EDB0950C868DFF28923D976517243B52BB591AEB162516752F0A1AD29ADB787A2E7210BD776581D3ACE886F4B4C3EBBDD
A

false

#l/bin/sh..(set -o igncr) 2>/dev/null && set -o igncr; # cygwin encoding fix....basedir="dirname "$0""....case ‘uname’ in.. *CYGWIN*) basedir="cygpath -w "$basedir"’;;
..esac...NODE_EXE="$basedir/node.exe"..if ! [ -x "$NODE_EXE" ]; then.. NODE_EXE="$basedir/node"..fi..if ! [ -x "$NODE_EXE" |; then.. NODE_EXE=node..fi....NPM
_CLI_JS="$basedir/node_modules/npm/bin/npm-cli.js"....case ‘uname" in.. *MINGW*).. NPM_PREFIX=""$NODE_EXE" "$NPM_CLI_JS" prefix -g".. NPM_PREFI
X_NPM_CLI_JS="$NPM_PREFIX/node_modules/npm/bin/npm-clijs".. if [ -f "$NPM_PREFIX_NPM_CLI_JS"]; then..  NPM_CLI_JS="$NPM_PREFIX_NPM_
CLI_JS".. fi.. .. *CYGWIN¥).. NPM_PREFIX="$NODE_EXE""$NPM_CLI_JS" prefix -g".. NPM_PREFIX_NPM_CLI_JS="$NPM_PREFIX/node_modules/npm/bi
n/npm-clijs".. if [-f "$NPM_PREFIX_NPM_CLI_JS"]; then..  NPM_CLI_JS="$NPM_PREFIX_NPM_CLI_JS".. fi. ;..esac..."$NODE_EXE""$NPM_CLI_JS""$@"..

C:\Users\user\gqnodejs-node-v13.13.0-win-x64.tmp130965438539\node-v13.13.0-win-x64\node_modules\npm\bin\npm-cli.js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Java\jre1.8.0_211\bin\javaw.exe

a /usr/bin/env node script, UTF-8 Unicode text executable, with CRLF line terminators

dropped

4768

4.6995051799240315

false
96:aQpdCf2RDeV4S64+dajuZbYcuYi5GhJZjH3]3jejlGj2LnxQOAXTOx4Vv9:aQpdk2a4S64+dcUJYchiErTzEIMa+VV
FEE55245473B64B1D48A1EF54983F65E

F21AE5A56BBECE2679220552AF96BCOFE6BOF57D
0212F0919888EF1A830C2537044EC2CA987705A5945784B3A3FD18CB2AB7EFCB
BE421306CFOF116761C1CAS64AA6FF751F9677B9317540534C976A1E9AA3F824A99B7ABFIBCC6959682B33A240A5FCI058737257A7F34E7A40F49E4DD3D1BE6GL

false

#!/usr/bin/env node..;(function () { // wrapper in case we're in module_context mode.. // windows: running "npm blah" in this folder will invoke WSH, not node... /* global
WScript */.. if (typeof WScript !=="undefined’) {. WScript.echo(..  'npm does not work when run\n' +.. ‘with the Windows Scripting Host\n\n" +.. "cd' to a differ
ent directory,\n" +.. "or type 'npm.cmd <args>'\n" +.. "or type ‘'node npm <args>'.".. ).. WScript.quit(1).. return.. }.... process.title = 'npm'.... var unsupporte
d = require("../lib/utils/unsupported.js').. unsupported.checkForBrokenNode().... var log = require('npmlog’).. log.pause() // will be unpaused when config is loaded...
log.info('it worked if it ends with', 'ok’).... unsupported.checkForUnsupportedNode().... var npm = require("../lib/npm.js).. var npmconf = require("../lib/config/core.js').. var
errorHandler = require("../lib/utils/error-handler.js").... var configDefs = npmconf.defs..

C:\Users\user\gnodejs-node-v13.13.0-win-x64.tmp130965438539\node-v13.13.0-win-x64\node_modules\npm\bin\npm.cmd

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Java\jre1.8.0_211\bin\javaw.exe

ASCII text, with CRLF line terminators

dropped

483

5.282027163722619

false
12:n5aE4YBYU9AfGOAD7PIwYzAO9ewA05YjiwAIQAZ:cEFBYu+hAfNwYsO9ewAo5YewAlQAZ
D5B5ACB61C9BF69FB8BFC65EBA28C6AB
EEBDD696F7F1AAEA15AC4E10F5A6E5AASA6ACASC
AFA68B96334EAB8493BCBI08743AF3DBD619CF26BE7B44460179ABD4D75D849D2
69483D7C5E49EFDCDF054B3C5D96D9D315E436F60EF3059DD6A80472445D79068655A8A27D868E907F2EBAFC49B8F638947B2FB49D42E4A9F427FECT74FB5882

false

:: Created by npm, please don't edit manually... @ECHO OFF....SETLOCAL....SET "NODE_EXE=%~dp0\node.exe"..IF NOT EXIST "%NODE_EXE%" (.. SET"
NODE_EXE=node"..)....SET "NPM_CLI_JS=%~dp0\node_modules\npm\bin\npm-cli.js"..FOR /F "delims=" %%F IN ('CALL "%NODE_EXE%" "%NPM_CLI_JS%" prefix -g")
DO (.. SET "NPM_PREFIX_NPM_CLI_JS=%%F\node_modules\npm\bin\npm-cli.js"..)..IF EXIST "%NPM_PREFIX_NPM_CLI_JS%" (.. SET "NPM_CLI_JS=
%NPM_PREFIX_NPM_CLI_JS%"..)...."%NODE_EXE%" "%NPM_CLI_JS%" %*..

C:\Users\user\gqnodejs-node-v13.13.0-win-x64.tmp130965438539\node-v13.13.0-win-x64\node_modules\npm\bin\npx

Process:

Copyright null 2020

C:\Program Files (x86)\Java\jre1.8.0_211\bin\javaw.exe
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C:\Users\user\gqnodejs-node-v13.13.0-win-x64.tmp130965438539\node-v13.13.0-win-x64\node_modules\npm\bin\npx

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

POSIX shell script, ASCII text executable, with CRLF line terminators

dropped

922

5.333666314300635

false

24:P1g4puY1n+TY1njrf7g9Y9IL3jiB3leYIL3IZBK7g9YIL3|iB3leYIL3IZxHgcon:c1YUYB7g9Y9L3h3leYIL3IZ47g9YIL3C

F3AC8B0OBCC82456D9C702DD17C232796

C1292E0207DDE6F295B02B6C87C79554174F783F

99911D9C4BEBA98143FE160A55999331DD5C80038E48F23EE517A0EODADABFB3
8C842301E40DF13175E03C57A7C7DAF9EE41C811908068BACE14FE78CCA445F191D047FC8949ED8F18BFE2BD84E248FB14857F338D8E19D53A6B4F3578197FE

false

#l/bin/sh..(set -o igncr) 2>/dev/null && set -o igncr; # cygwin encoding fix....basedir="dirname "$0""....case ‘uname’ in.. *CYGWIN*) basedir="cygpath -w "$basedir"’;;
..esac....NODE_EXE="$basedir/node.exe"..if ! [ -x "SNODE_EXE" ]; then.. NODE_EXE=node..fi....NPM_CLI_JS="$basedir/node_modules/npm/bin/npm-cli.js"..N
PX_CLI_JS="$basedir/node_modules/npm/bin/npx-cli.js"....case ‘uname” in.. *MINGW¥*).. NPM_PREFIX=""$NODE_EXE" "$NPM_CLI_JS" prefix -g".. NPM_PRE
FIX_NPX_CLI_JS="$NPM_PREFIX/node_modules/npm/bin/npx-cli.js".. if [ -f "$SNPM_PREFIX_NPX_CLI_JS"]; then.. ~ NPX_CLI_JS="$NPM_PREFIX_NPX_CLI_JS".

fi.. ;.. *CYGWIN*).. NPM_PREFIX=""$NODE_EXE" "$NPM_CLI_JS" prefix -g".. NPM_PREFIX_NPX_CLI_JS="$NPM_PREFIX/node_modules/npm/bin/npx-cl
i.js".. if [-f"$NPM_PREFIX_NPX_CLI_JS"]; then..  NPX_CLI_JS="$NPM_PREFIX_NPX_CLI_JS".. fi. ;..esac..."$NODE_EXE" "$NPX_CLI_JS""$@"..

C:\Usersl\user\gnodejs-node-v13.13.0-win-x64.tmp130965438539\node-v13.13.0-win-x64\node_modules\npm\bin\npx-cli.js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Java\jre1.8.0_211\bin\javaw.exe

a /usr/bin/env node script, ASCII text executable, with CRLF line terminators

dropped

185

5.039941343359361

false
3:TKQWaHMPM2rGDHFKjhGL6Fyp9AP8U00XzBMEI/NV1eUWCevhP/RAWMPFAEvVN:HWaH68HKGIcHJoaEWdWDV5JzMtv
69A0449C521A0E31A33C40913D14091A

9826B461B059FDA91CF79F0744128AB366B89D5F
FC4100FB911676666A322A3932CF110D097A60ADDC1356E7EE6483CEB2B9BCDB
7D7E60347935BEDB1131DA097EEDBEOBC2842D1792B3E391B555215C30D4111DE1474770FA7706 CDF8A2EF126F258A49814A873487A33D7FFB5B6A556983FD9:

false

#!/usr/bin/env node....const npx = require('libnpx’)..const path = require('path’)....const NPM_PATH = path.join(__dirname, 'npm-cli.js")....npx(npx.parseArgs(process.argv,
NPM_PATH))..

C:\Users\user\gnodejs-node-v13.13.0-win-x64.tmp130965438539\node-v13.13.0-win-x64\node_modules\npm\bin\npx.cmd

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Java\jre1.8.0_211\bin\javaw.exe

ASCII text, with CRLF line terminators

dropped

539

5.311229339197417

false
12:n5aE4YBYU9AJYUjfGoAD7PxeCYpO9geCA0iYjEeCAIDeCAZ:cEFBYuU+JYujhAf9YpO90A0iYOAIDeCAZ
D679D19CFAB093D75D4B75672A0BA98A

515C2954D10D4C27B564A11631AD29B553531731
B6004636A98CBB9814FDFC98BB7365E78AB48B3208F60AC5B2F17794C5285F26
26EEBBE686470C0BF036C50BCIE05635D1EC28D278290C201111F431771E9AFAEOBESAF3D69993736FE1712AE8CD1173F9E07F54422F7289A128D7EA6275BC97

false

:: Created by npm, please don't edit manually... @ECHO OFF....SETLOCAL....SET "NODE_EXE=%~dp0\node.exe"..IF NOT EXIST "%NODE_EXE%" (.. SET"
NODE_EXE=node"..)....SET "NPM_CLI_JS=%~dp0\node_modules\npm\bin\npm-cli.js"..SET "NPX_CLI_JS=%~dp0\node_modules\npm\bin\npx-cli.js"..FOR /F "delims="
%%F IN ('CALL "%NODE_EXE%" "%NPM_CLI_JS%" prefix -g') DO (.. SET "NPM_PREFIX_NPX_CLI_JS=%%F\node_modules\npm\bin\npx-cli.js"..)..IF EXIST "
%NPM_PREFIX_NPX_CLI_JS%" (.. SET "NPX_CLI_JS=%NPM_PREFIX_NPX_CLI_JS%"..)...."%NODE_EXE%" "%NPX_CLI_JS%" %*..

C:\Usersluser\gqnodejs-node-v13.13.0-win-x64.tmp130965438539\node-v13.13.0-win-x64\node_modules\npm\changelogs\CHANGELOG-1.md

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Copyright null 2020

C:\Program Files (x86)\Java\jre1.8.0_211\bin\javaw.exe

ASCII text, with CRLF line terminators

dropped

38997

5.329444677067971

false
384:evwmSRHCXMKnXpnTV5FGQDGW61zIZBWuCjNefiwrM2QAF6GbuuCO22Wj+FDsji6M:lyBXiQDGW61uffY UATHC+ZsjijyQd
BOD864C09FDEA56FF8E6BIACS5688A0C2

1AE29F1D0472C74578F61C0OA79ECFBC80F88D925
6AABEB9D12842077BD772A6A794FOBCOA96615BAADDD36D75ADFAL9F274893DD
12595CCD92D8FE9IDCIA698C24790BDI5CI46AD4D672CDFA7I9C8B5FCEB821E24ED203F9B3F1ES5D10621BA47D1593567B5FC2E6FC4E6EB399155177B53A2A9D/
B
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C:\Usersluser\gnodejs-node-v13.13.0-win-x64.tmp130965438539\node-v13.13.0-win-x64\node_modules\npm\changelogs\CHANGELOG-1.md

Malicious:

Preview:

false

npm..npm WARN deprecated registry. Consider upgrading to at least npm@?2, if not the..npm WARN deprecated latest stable version. To upgrade to npm@2, run:..npm W
ARN deprecated..npm WARN deprecated npm -g install npm@latest-2..npm WARN deprecated..npm WARN deprecated To upgrade to the latest stable version, r
un:..npm WARN deprecated..npm WARN deprecated npm -g install npm@latest..npm WARN deprecated..npm WARN deprecated (Depending on how Node.js was inst
alled on your system, you..npm WARN depr

C:\Usersluser\gqnodejs-node-v13.13.0-win-x64.tmp130965438539\node-v13.13.0-win-x64\node_modules\npm\changelogs\CHANGELOG-2.md

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Java\jre1.8.0_211\bin\javaw.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators

dropped

304000

5.399062442201225

false
3072:WbkEcahg+LjXdX++GGJs7zZWHJIR+BQbcSj4gNKD/+pDcOiot+yDrhg:WoGjXh+tGJIKzyJE2kgNCAws+yHY
0017BE359776784C54D71C7BBE874334

3E5BF46828148E5FDAG83DBE65B013563665FE46
61735EEEEE27C15263E56261305C18BBA36C54891909D4881406F367EBODFO3A

7F36777ECOCA5A0B80BES37DOBCE9BCOEF123809A33275B4AB8B8D0538D750027C45D5B9B6A098D0203E0SA0AADAA2876C13AA417A11A815AF67AD2FFF178Al
7

false

### v2.15.12 (2017-03-24):....This version brings the latest ‘node-gyp" to a soon to be released Node.js..4.x. The ‘node-gyp" update is particularly important to Windows
folks due to..its addition of Visual Studio 2017 support.....* ['cdd60e733"](https://github.com/npm/npm/commit/cdd60e733905a9994e1d6d832996bfdd12abeaee).. ‘node-
gyp@3.6.0:.. Improvements to how Python is located. New “--devdir flag... Support for VS2017... Chakracore support on ARM... Remove path-array dependency,
reducing size significantly... ([@bnoordhuis](https://github.com/bnoordhuis)).. ([(@mhart](https://github.com/mhart)).. ([@refack](https://github.com/refack)).. ([
@kunalspathak](https://github.com/kunalspathak))....### v2.15.11 (2016-09-08):....0n we go with our monthly release cadence! This week is pretty much all..dependency
updates and some documentation changes, as can be expected by now.....Note that ‘'npm@4" will almost certainly be released next month! It's not final..what we'll end up
doing

C:\Usersluser\gnodejs-node-v13.13.0-win-x64.tmp130965438539\node-v13.13.0-win-x64\node_modules\npm\changelogs\CHANGELOG-3.md

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Java\jre1.8.0_211\bin\javaw.exe

UTF-8 Unicode text, with CRLF line terminators

dropped

258246

5.336825368573546

false
3072:E08Sn22t1ScaBIJHUEfvnGDKgDIoWxK/IEQWHHES6KqP85pZVIyr/bgROfZpfik3:E0882e1P6nBIEY EXwbM+yrjKOnKK1
C9BFE2D06607ED17EB8EDA7A306EF52F4

6D33962D4937A3310314A232C5C77757F312FBDC
2E9003EA236EBFOF0A20A69C77AD19E30D78D616F4FD85D99C46DE498D2A7188
CAA43F83B437C4DE251A8EAE375D6BA4372E11D98433D9F4972021402B310AEEA2EA54268B27210B6F79536962B74561CDB8C18842E953DE6080722BB59FA227

false

### v3.10.10 (2016-11-04)....See the discussion on [#14042](https://github.com/npm/npm/issues/14042) for..more context on this release, which is intended to address a
serious regression..in shrinkwrap behavior in the version of the CLI currently bundled with Node.js..6 LTS "Boron". You should never install this version directly; instead u
pdate..to ‘"npm@4°, which has everything in this release and more.....#### REGRESSION FIX....* ['9aebe98](https://github.com/npm/npm/commit/9aebe98211
4ea2107f46baaldch11713b4aaad04).. [#14117](https://github.com/npm/npm/pull/14117).. Fixes a bug where installing a shrinkwrapped package would fail if the..
platform failed to install an optional dependency included in the shrinkwrap... ([@watilde](https://github.com/watilde))....#### UPDATE SUPPORT MATRIX....With the
advent of the second official Node.js LTS release, Node 6.x..'Boron’, the Node.js project has now officially dropped versions 0.10..and 0.12 out of the maintenance phase of
LTS. (Also, N

C:\Users\user\gnodejs-node-v13.13.0-win-x64.tmp130965438539\node-v13.13.0-win-x64\node_modules\npm\changelogs\CHANGELOG-4.md

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Copyright null 2020

C:\Program Files (x86)\Java\jre1.8.0_211\bin\javaw.exe

UTF-8 Unicode text, with very long lines, with CR, LF line terminators

dropped

81175

5.310518604356336

false

768:1cqr2N7CCLNCRXMR4BNa7I0NOt 14JykIKUHOKgKYHLLPYYp7ZhwJJvH/OQzF6Jh:x0XfBS2rsgpnyYp0zH64BQIOAC16V
C7082B57E90D8D70115E20FACIB5D636

860C1FD23F929C1695263FD3703F6BODA26D06B6
8964772A33A347AC22FBC536EBABEES25F33EDBEFE4633746B444E1A2041A132
032C5F372C22450EEESFAB84F97C67452F401FA214E267A39487B7E824AB003C286AEB5233D7AC3369717E7938EBIF084C63E548E6E2BOD773B24475F047BDC5

false
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C:\Usersluser\gqnodejs-node-v13.13.0-win-x64.tmp130965438539\node-v13.13.0-win-x64\node_modules\npm\changelogs\CHANGELOG-4.md

Preview:

## v4.6.1 (2017-04-21)..A little release to tide you over while we hammer out the last bits for npm@5...### FEATURES..* [ d13c9b2f2"](https://github.com/npm/npm
/commit/d13c9b2f24b6380427f359b6e430b149ac8aaa79). ‘init-package-json@1.10.0°:. The ‘name:” prompt is now ‘package name:” to make this less ambiguous for
new users... The default package name is now a valid package name. For example: If your package directory. has mixed case, the default package name will be all lower
case..* ['f08c66323°](https://github.com/npm/npm/commit/f08c663231099f7036eb82b92770806a3a79cdfl). [#16213](https://github.com/npm/npm/pull/16213). Add "--
allow-same-version™ option to ‘npm version so that you can use ‘'npm version® to run. your version lifecycles and tag your git repo without actually changing the version
number in. your “package.json’.. ([@lucastheisen](https://github.com/lucastheisen)).* [ f5e8becd0](https://github.com/npm/npm/commit/f5e8becd05e0426379eb0c
999abdbc8e87a7f6f2). Timing h

C:\Usersluser\gqnodejs-node-v13.13.0-win-x64.tmp130965438539\node-v13.13.0-win-x64\node_modules\npm\changelogs\CHANGELOG-5.md

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Java\jre1.8.0_211\bin\javaw.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators

dropped

134900

5.330350691462

false

1536:TFcVNLfal7Hh7vLa5CXAHqIWvwgwsHTgW2i9HNO: TuVNDPjh7vLc+Ug8orsHTgW2i9H8
4235B14FFF7FODD8CB614A6024DC5CB7
A177D68E9A610193F96D4D811CB4ED393812879F
67C7BF6281E3500DF52C4BB8E65C632B6F5382D5E9CAAE39F641AC20FFEF4452
9538530668B39CDAB59EDIDD91BD25B69D270A2A1E99D8FEBGE7709E23DCCI86301A3071B813DDESD1C4FAD890081908991223666705387EC1BAE44F491AD37

false

## v5.10.0 (2018-05-10):....### AUDIT SHOULDN'T WAIT FOREVER....This will likely be reduced further with the goal that the audit process..shouldn't noticibly slow down
your builds regardless of your network..situation.....* ['3dcc240db"](https://github.com/npm/npm/commit/3dcc240dba5258532990534f1bd8a25d1698b0bf).. Timeout audit
requests eventually... ([@iarna](https://github.com/iarna))......## v5.10.0-next.1 (2018-05-07):....### EXTENDED "npm init' SCAFFOLDING....Thanks to the wonderful
efforts of [@]dalton](https://github.com/jdalton) of..lodash fame, "npm init" can now be used to invoke custom scaffolding tools!....You can now do things like "npm init react-
app’ or ‘npm init esm" to scaffold an..npm package by running “create-react-app” and “create-esm’, respectively. This..also adds an ‘npm create" alias, to correspond to
Yarn's “yarn create” feature,..which inspired this.....* [[adc009ed4 ](https://github.com/npm/npm/commit/adc009ed4114ed1e692f8ef15123af6040615cee).. [f363edd0

C:\Users\user\gnodejs-node-v13.13.0-win-x64.tmp130965438539\node-v13.13.0-win-x64\node_modules\npm\configure

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Java\jre1.8.0_211\bin\javaw.exe

Bourne-Again shell script, ASCII text executable, with CRLF line terminators
dropped

562

5.026226094344221

false
12:HEo0a+sG4AVAREXCnU5xkvONDZsbzoRGfszd2ApCfbKZ3F:R4AROIwoRGfaluxF
505C5D03B2435A06B1DE505A1FAEDAF4
B2E899F8A4DB963F93ABE383D82B15EEOFA47224
D319C4521702CE5COF8F317679E0704287A012D47754B07F483570279258C5E3
A778C9673D8F356B984036F4A8216894F3B8F061DAEESE92820699B67B250C718723A52386DE3503CA8D8F3617B68E9FAC30E4B1C20FDAF75A51144C6E3E4F17

false

#!/usr/bin/env bash....# set configurations that will be "sticky" on this system,..# surviving npm self-updates.....CONFIGS=()..i=0....# get the location of this file...unset
CDPATH..CONFFILE=$(cd $(dirname "$0"); pwd -P)/npmrc....while [ $# -gt 0 ]; do.. conf="$1".. case $confin.. --help)..  echo "./configure --param=value ..."..  exit
0.. ;.. -%.. CONFIGS[$i]="${conf:2}".. ;.. *).. CONFIGS[$i]="$conf".. ;.. esac.. leti++.. shift..done....for c in "${CONFIGS[@]}"; do.. echo "$c" >>
"$CONFFILE"..done..

C:\Users\user\gqnodejs-node-v13.13.0-win-x64.tmp130965438539\node-v13.13.0-win-x64\node_modules\npm\docs\LICENSE

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

Copyright null 2020

C:\Program Files (x86)\Java\jre1.8.0_211\bin\javaw.exe

ASCII text, with CRLF line terminators

dropped

1098

5.146640036217327

false
24:DrzJHkHOyw3gt3DQJq1hBE9QHbsUv4fOk4/+8/3oqaFE:DHIMIUE/BGQHbs5JK/30DFE
ACF493D5FCF4AA73CD99CCB09DBCF59B
A973DA683163CE137B53AF4B88C41482B6449177
00FOF93605A19F32A7251A9629F84A8C6102F9469141DA66DF83757C42AEA497
B5DBF516A41A2D653B13773E78BC83AAF19A2230BDIDC74E813361505363ABF3689545884914204E27376BB86B27D8299AA1D504C444C4F5CE3A3477167D3FAT

false

The MIT License (MIT)....Copyright (c) 2015 gatsbyjs....Permission is hereby granted, free of charge, to any person obtaining a copy..of this software and associated docu
mentation files (the "Software"), to deal..in the Software without restriction, including without limitation the rights..to use, copy, modify, merge, publish, distribute, sublicens
e, and/or sell..copies of the Software, and to permit persons to whom the Software is..furnished to do so, subject to the following conditions:....The above copyright notice
and this permission notice shall be included in all..copies or substantial portions of the Software..... THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF
ANY KIND, EXPRESS OR..IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,..FITNESS FOR A PARTICULAR PURPOSE
AND NONINFRINGEMENT. IN NO EVENT SHALL THE..AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER..LIABILITY, WH
ETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING F
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C:\Users\user\gqnodejs-node-v13.13.0-win-x64.tmp130965438539\node-v13.13.0-win-x64\node_modules\npm\docs\content\cli-commands\npm-access.md

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Java\jre1.8.0_211\bin\javaw.exe

ASCII text, with CRLF line terminators

dropped

3021

4.767111532296895

false
48:0kZg5ZsWHCE49cGWya/6+0A1W6EBCcfPetT/nzCOYZZelL+eE+KfgGYOv:XZsZswHbnZBcHaT/69eA7v
163782FCEF710B73BA0BC7496E09A45D

78FBBDD814581CBAAF1EFAB50F4A143E54C1364A
8DCAB8233C11FF62524134AC8C18C1BE7A38AE46AEDIEACA7TAEDC329AF8D1A18B
BFE9A85D3A7E5D7D7045611A2205B22B81BC6178966B5607D3A2E87E58FA3932B00FIA9F318A6C36C597AF465C14B34FF9D4271B5044E45107C618CDOFDF295C

false

---..section: cli-commands..title: npm-access..description: Set access level on published packages..---....# npm-access(1)....## Set access level on published packages...
{### Synopsis...."bash..npm access public [<package>]..npm access restricted [<package>]....npm access grant <read-only|read-write> <scope:team> [<package>]..npm
access revoke <scope:team> [<package>]....npm access 2fa-required [<package>]..npm access 2fa-not-required [<package>]....npm access Is-packages [<user>|<sc
ope>|<scope:team>]..npm access Is-collaborators [<package> [<user>]]..npm access edit [<package>]..""....### Description....Used to set access controls on private
packages.....For all of the subcommands, "npm access" will perform actions on the packages..in the current working directory if no package name is passed to the..subc
ommand.....* public / restricted:.. Set a package to be either publicly accessible or restricted.....* grant / revoke:.. Add or remove the ability of users and teams to have
read
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508

false
---..section: cli-commands..title: npm-adduser..description: Set access level on published packages..---....# npm-adduser(1)....## Add a registry user account....### Syn
opsis...." “bash..npm adduser [--registry=url] [--scope=@orgname] [--always-auth] [--auth-type=legacy]....aliases: login, add-user..”*"....### Description....Create or verify a

user named “<username>" in the specified registry, and..save the credentials to the “.npmrc” file. If no registry is specified,..the default registry will be used (see ['config]
(/using-npm/config)).....The username, password, and email are read in from prompts.....To reset your password, go to <https://www.npmjs.com/forgot>....To change your
email address, go to <https://www.npmjs.com/email-edit>....You may use this command multiple times with the same user account to..authorize on a new machine. When
authenticating on a new machine,..the username, password and email address must all match with..your existing record....."npm login" is an alias
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---..section: cli-commands ..title: npm-audit..description: Run a security audit..---....# npm-audit(1)....## Run a security audit....### Synopsis....""bash..npm audit [--json|--p
arseable|--audit-level=(low|moderate|high|critical)]..npm audit fix [--force|--package-lock-only|--dry-run]....common options: [--production] [--only=(dev|prod)].."""....###
Examples....Scan your project for vulnerabilities and automatically install any compatible..updates to vulnerable dependencies:..”"bash..$ npm audit fix..”....Run “audit fix"
without modifying "node_modules’, but still updating the..pkglock:..”*bash..$ npm audit fix --package-lock-only.."....Skip updating ‘devDependencies’:..” "bash..$ npm
audit fix --only=prod.."”"....Have “audit fix" install semver-major updates to toplevel dependencies, not just..semver-compatible ones:..”*bash..$ npm audit fix --force..” ...
Do a dry run to get an idea of what “audit fix” will do, and _also_ output..install information in JSON format:..”bash
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---..section: cli-commands .title: npm-bin..description: Display npm bin folder..---....# npm-bin(1)....## Display npm bin folder... ### Synopsis..”bash..npm bin [-g|--global]..
... ### Description....Print the folder where npm will install executables.... ### See Also....* [npm prefix](/cli-commands/prefix)..* [npm root](/cli-commands/root)..* [npm
folders](/configuring-npm/folders)..* [npm config](/cli-commands/config)..* [npmrc](/configuring-npm/npmrc)..
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---..section: cli-commands ..title: npm-bugs..description: Bugs for a package in a web browser maybe..---....# npm-bugs(1)....## Bugs for a package in a web browser
maybe....### Synopsis..”bash..npm bugs [<pkgname>]....aliases: issues.."""....### Description....This command tries to guess at the likely location of a package's..bug

tracker URL, and then tries to open it using the “--browser"..config param. If no package name is provided, it will search for..a “package.json" in the current folder and use
the "‘name’ property..... ### Configuration....#### browser....* Default: OS X: ™open"", Windows: "start"", Others: "xdg-open"..* Type: String....The browser that is called
by the ‘npm bugs® command to open websites.....#### registry....* Default: https://registry.npmjs.org/..* Type: url....The base URL of the npm package registry....... #it# See
Also....* [npm docs](/cli-commands/docs)..* [npm view](/cli-commands/view)..* [npm publish](/cli-commands/publish)..* [npm registry](/using-n
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---..section: cli-commands ..title: npm-build..description: Build a package..---....# npm-build(1)....## Build a package....### Synopsis.." shell..npm build [<package-fo
Ider>].."""....* "<package-folder>":.. A folder containing a “package.json" file in its root.....### Description....This is the plumbing command called by ‘npm link™ and "npm
install".....It should generally be called during installation, but if you need to run it..directly, run:..” *bash.. npm run-script build..”™"....### See Also....* [npm install](/cli-

commands/install)..* [npm link](/cli-commands/link)..* [npm scripts](/using-npm/scripts)..* [package.json](/configuring-npm/package-json)..
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Preview:
---..section: cli-commands ..title: npm-bundle..description: REMOVED..---....# npm-bundle(1)....## REMOVED....### Description....The ‘npm bundle’ command has been
removed in 1.0, for the simple reason..that it is no longer necessary, as the default behavior is now to..install packages into the local space.....Just use "npm install’ now to
do what ‘npm bundle” used to do.....### See Also....* [npm install](/cli-commands/install)..
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Preview:
---..section: cli-commands ..title: npm-cache..description: Manipulates packages cache..---....# npm-cache(1)....## Manipulates packages cache....### Synopsis....”bash.
.npm cache add <tarball file>..npm cache add <folder>..npm cache add <tarball url>..npm cache add <name>@<version>....npm cache clean [<path>]..aliases: npm cache
clear, npm cache rm....npm cache verify..”""....### Description....Used to add, list, or clean the npm cache folder.....* add:.. Add the specified package to the local cache.

This command is primarily.. intended to be used internally by npm, but it can provide a way to.. add data to the local installation cache explicitly.....* clean:.. Delete all da
ta out of the cache folder.....* verify:.. Verify the contents of the cache folder, garbage collecting any unneeded data,.. and verifying the integrity of the cache index and all
cached data.... ### Details....npm stores cache data in an opaque directory within the configured “cache’,..named "_cacache". Thi
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Process: C:\Program Files (x86)\Java\jre1.8.0_211\bin\javaw.exe
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Preview:
---..section: cli-commands ..title: npm-ci..description: Install a project with a clean slate..---....# npm-ci(1)....## Install a project with a clean slate... ### Synopsis..”"bas
h..npmci..” .. ““bash..$ cd ./my/npm/project..$ npm install..added 154 packages in 10s..$
Is | grep package-lock..”....Run "npm ci’ in that project....”"bash..$ npm ci..added 154 packages in 5s..”""....Configure Travis to build using ‘npm ci’ instead of ‘npm insta
II':....""bash..# .travis.yml..install:..- npm ci..# keep the npm cache around to speed up installs..cache:.. directories:.. - "SHOME/.npm"..”""....### Description....This comma

nd is similar to ['npm install’](/cli-commands/install), except it's meant to be used in..automated environments such as test platforms, continuous integration, and..depl
oyment -- or any situation where you want to make sure you're doing a clean..install of your dependencies. It can be sig
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Preview:
---..section: cli-commands ..title: npm-completion..description: Tab Completion for npm..---....# npm-completion(1)....## Tab Completion for npm....### Synopsis.." bash.
.source <(npm completion)..””....### Description....Enables tab-completion in all npm commands.....The synopsis above..loads the completions into your current shell. Ad

ding it to..your ~/.bashrc or ~/.zshrc will make the completions available..everywhere: “bash..npm completion >> ~/.bashrc..npm completion >> ~/.zshrc..”™....You may
of course also pipe the output of ‘npm completion” to a file..such as “/usr/local/etc/bash_completion.d/npm’ or .."/etc/bash_completion.d/npm" if you have a system that will
read ..that file for you.....When "COMP_CWORD", "COMP_LINE", and ‘COMP_POINT" are defined in the..environment, "npm completion™ acts in "plumbing mode", and
outputs..completions based on the arguments.....### See Also....* [npm developers](/using-npm/developers)..* [npm](/cli-commands/npm)..
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---..section: cli-commands ..title: npm-config..description: Manage the npm configuration files..---....# npm-config(1)....## Manage the npm configuration files... ### Sy
nopsis..”“bash..npm config set <key> <value> [-g|--global]..npm config get <key>..npm config delete <key>..npm config list [-]] [--json]..npm config edit..npm get <key>.
.npm set <key> <value> [-g|--global]....aliases: c..”....### Description....npm gets its config settings from the command line, environment..variables, ‘npmrc’ files, and in
some cases, the “package.json’ file.....See [npmrc](/configuring-npm/npmrc) for more information about the npmrc files.....See [config](/using-npm/config) for a more
thorough discussion of the mechanisms..involved.....The "npm config- command can be used to update and edit the contents..of the user and global npmrec files.....### Sub
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---..section: cli-commands ..title: npm-dedupe..description: Reduce duplication..---....# npm-dedupe(1)....## Reduce duplication....### Synopsis..”“bash..npm dedupe..npm
ddp....aliases: find-dupes, ddp..”"....### Description....Searches the local package tree and attempts to simplify the overall..structure by moving dependencies further up
the tree, where they can..be more effectively shared by multiple dependent packages.....For example, consider this dependency graph:...."bash..a..+-- b <-- depends on
c@1.0.x..| *--c@1.0.3.."-- d <-- depends on c@~1.0.9.. --c@1.0.10.."....In this case, ‘'npm dedupe” will transform the tree to:...."bash..a..+-- b..+-- d..”-- c@1.0.1
0.."""....Because of the hierarchical nature of node's module lookup, b and d..will both get their dependency met by the single ¢ package at the root..level of the tree.....The
deduplication algorithm walks the tree, moving each dependency as far..up in the tree as possible, even if duplicates are not found.
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---..section: cli-commands ..title: npm-deprecate..description: Deprecate a version of a package..---..# npm-deprecate(1)....## Deprecate a version of a package... ### Sy
nopsis..” “bash..npm deprecate <pkg>[@<version>] <message>.."""....### Description....This command will update the npm registry entry for a package, providing..a
deprecation warning to all who attempt to install it.....It works on [version ranges](https://semver.npmjs.com/) as well as specific ..versions, so you can do something like
this:..”“bash..npm deprecate my-thing@"< 0.2.3" “critical bug fixed in v0.2.3".."*"....Note that you must be the package owner to deprecate something. See the.."owner"
and “adduser" help topics.....To un-deprecate a package, specify an empty string (") for the ‘message" ..argument. Note that you must use double quotes with no space
between them to ..format an empty string.....### See Also....* [npm publish](/cli-commands/publish)..* [npm registry](/using-npm/registry)..
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---..section: cli-commands ..title: npm-dist-tag..description: Modify package distribution tags..---....# npm-dist-tag(1)....## Modify package distribution tags......### Synopsis.
*....### Description....Add, remove, and
*add:.. Tags the specified version of the package with the specified tag, or the.. “--tag" config if not specified. If you have two
-factor authentication on.. auth-and-writes then you.ll need to include a one-time password on the.. command line with --otp <one-time password>".....* rm:.. Clear a tag
that is no longer in use from the package.....* Is:.. Show all of the dist-tags for a package, defaulting to the package in.. the current prefix. This is the default action if none
is specified.....A tag can be used when installing packages as a reference to a version instead..of using a spe
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---..section: cli-commands ..title: npm-docs..description: Docs for a package in a web browser maybe..---....# npm-docs(1) ....## Docs for a package in a web browser mayb
e...### Synopsis....""bash..npm docs [<pkgname> [<pkgname> ...]]..npm docs ...npm home [<pkgname> [<pkgname> ...]|..npm home ..."""....### Description....This

command tries to guess at the likely location of a package's..documentation URL, and then tries to open it using the “--browser"..config param. You can pass multiple pac
kage names at once. If no..package name is provided, it will search for a “package.json’ in..the current folder and use the ‘name" property.....### Configuration... ####
browser....* Default: OS X: ™open™, Windows: ™start"", Others: “"xdg-open""..* Type: String....The browser that is called by the ‘'npm docs® command to open websites...
. HHH registry....* Default: https://registry.npmjs.org/..* Type: url....The base URL of the npm package registry....... ### See Also....* [npm view](/cli-comma

C:\Users\user\gnodejs-node-v13.13.0-win-x64.tmp130965438539\node-v13.13.0-win-x64\node_modules\npm\docs\content\cli-commands\npm-doctor.md

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Java\jre1.8.0_211\bin\javaw.exe

UTF-8 Unicode text, with CRLF line terminators

dropped

4864

4.689107814650677

false
96:pk9cQFiUHU}j9ZdJoBOmM/8z0lkwa5D3v4Y42K8g3ZIB95bLf++D6k1zITCQ:pk9cQP0JZd8//8Alkwa5D3w6K5LBfThi
66F73AB77E7A119D665AE93207D85694

76A85BBAB5A9BAC4E493422C0F367C612F6D8AF2
1E68270C3323D6A9A0E4D67D2DF53CIF777964E340FD84F6213627CF359A2115

D97C6541206B2AD4830BEGECAB28AFO083CDEE3641E28436E91575CC51855447238FEDC2B4A8F5863018A8FCFESBCB3D354D5A2F30FD723AB28CD67D26F9313)
D
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---..section: cli-commands ..title: npm-doctor..description: Check your environments..---....# npm-doctor(1)....## Check your environments....### Synopsis....” bash..npm
doctor..” ... ### Description....'npm doctor™ runs a set of checks to ensure that your npm installation has..what it needs to manage your JavaScript packages. npm is mo

stly a standalone tool, but it does..have some basic requirements that must be met:....+ Node.js and git must be executable by npm...+ The primary npm registry, ‘registry
.npmjs.com’, or another service that uses.. the registry API, is available...+ The directories that npm uses, "node_modules™ (both locally and globally),.. exist and can be

written by the current user...+ The npm cache exists, and the package tarballs within it aren't corrupt.....Without all of these working properly, npm may not work properly.

Many issues..are often attributable to things that are outside npm's code base, so ‘npm..doctor™ confirms that the npm installation is in a
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---..section: cli-commands ..title: npm-edit..description: Edit an installed package..---....# npm-edit(1)....## Edit an installed package....### Synopsis....” bash..npm edit <pkg
>[/<subpkg>...].." ... ### Description....Selects a (sub)dependency in the current..working directory and opens the package folder in the default editor..(or whatever you've

configured as the npm “editor” config -- see..['npm-config J(npm-config).)....After it has been edited, the package is rebuilt so as to pick up any..changes in compiled packag
es.....For instance, you can do ‘npm install connect’ to install connect..into your package, and then "'npm edit connect™ to make a few..changes to your locally installed
copy.....### Configuration....#### editor....* Default: "EDITOR" environment variable if set, or ™vi"* on Posix,.. or "notepad™ on Windows...* Type: path....The command to
run for “npm edit” or "npm config edit".... ### See Also....* [npm folders](/configuring-npm/folders)..* [npm explore](/cli-
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---..section: cli-commands ..title: npm-explore..description: Browse an installed package..---....# npm-explore(1)....## Browse an installed package....### Synopsis...."
““bash..npm explore <pkg> [ -- <command>]..”™"... ### Description....Spawn a subshell in the directory of the installed package specified.....If a command is specified, then
itis run in the subshell, which then..immediately terminates.....This is particularly handy in the case of git submodules in the.."node_modules" folder:...."*bash..npm explor
e some-dependency -- git pull origin master..” "....Note that the package is *not* automatically rebuilt afterwards, so be..sure to use ‘npm rebuild <pkg>" if you make any
changes.... ### Configuration... #### shell....* Default: SHELL environment variable, or "bash" on Posix, or "cmd" on.. Windows..* Type: path....The shell to run for the
‘npm explore’ command.....### See Also....* [npm folders](/configuring-npm/folders)..* [npm edit](/cli-commands/edit)..* [npm rebuild](/c
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---..section: cli-commands ..title: npm-fund..description: Retrieve funding information..---....# npm-fund(1)....## Retrieve funding information....### Synopsis...." "bash..
npm fund [<pkg>].."""....### Description....This command retrieves information on how to fund the dependencies of..a given project. If no package name is provided, it will |

ist all..dependencies that are looking for funding in a tree-structure in which..are listed the type of funding and the url to visit. If a package name..is provided then it tries to
open its funding url using the “--browser..config param; if there are multiple funding sources for the package, the..user will be instructed to pass the “--which® command to
disambiguate.....The list will avoid duplicated entries and will stack all packages..that share the same type/url as a single entry. Given this nature the..list is not going to
have the same shape of the output from “npm Is’.....### Configuration....#### browser....* Default: OS X: ™open™,
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---..section: cli-commands ..title: npm-help-search..description: Search npm help documentation..---....# npm-help-search(1)....## Search npm help documentation....### Sy
nopsis...." “bash..npm help-search <text>..""....### Description....This command will search the npm markdown documentation files for the..terms provided, and then list
the results, sorted by relevance.....If only one result is found, then it will show that help topic.....If the argument to "npm help” is not a known help topic, then it will..call
“help-search’. lItis rarely if ever necessary to call this..command directly.... ### Configuration....#### long....* Type: Boolean..* Default: false....If true, the "long" flag will
cause help-search to output context around..where the terms were found in the documentation.....If false, then help-search will just list out the help topics found.....### See
Also....* [npm](/cli-commands/npm)..* [npm help](/cli-commands/help)..
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---..section: cli-commands ..title: npm-help..description: Get help on npm..---....# npm-help(1)....## Get help on npm....### Synopsis....” bash..npm help <term> [<terms
.>]. L ##4 Description....If supplied a topic, then show the appropriate documentation page.....If the topic does not exist, or if multiple terms are provided, then run..the
“help-search’ command to find a match. Note that, if "help-search’..finds a single subject, then it will run “help” on that topic, so unique..matches are equivalent to s
pecifying a topic name.....### Configuration....#### viewer....* Default: "man" on Posix, "browser" on Windows..* Type: path....The program to use to view help content...
..Set to ™browser"" to view html help content in the default web browser.... ### See Also....* [npm](/cli-commands/npm)..* [npm folders](/configuring-npm/folders)..* [npm
config](/cli-commands/config)..* [npmrc](/configuring-npm/npmrc)..* [package.json](/configuring-npm/package-json)..* [npm help-search](/cl

Static File Info

General
File type: PE32 executable (GUI) Intel 80386, for MS Windows
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e Win16/32 Executable Delphi generic (2074/23)
0.02%
e Generic Win/DOS Executable (2004/3) 0.02%
e DOS Executable Generic (2002/1) 0.02%
e VXD Driver (31/22) 0.00%
File name: 3l.exe
File size: 13128192
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General
Entrypoint:
Entrypoint Section:
Digitally signed:
Imagebase:
Subsystem:

Image File Characteristics:

DLL Characteristics:

Time Stamp:

TLS Callbacks:

CLR (.Net) Version:

OS Version Major:

OS Version Minor:

File Version Major:

File Version Minor:
Subsystem Version Major:
Subsystem Version Minor:

Import Hash:

Entrypoint Preview

Instruction

push 000000ACh

push 00000000h

push 00417008h

call 00007F7870974C61h

add esp, 0Ch

push 00000000h

call 00007F7870974C5Ah

mov dword ptr [0041700Ch], eax

push 00000000h

push 00001000h

push 00000000h

call 00007F7870974C47h

mov dword ptr [00417008h], eax

call 00007F7870974BC1h

mov eax, 00416084h

mov dword ptr [0041702Ch], eax

call 00007F787097D982h

call 00007F787097D6EEh

call 00007F787097A5E8h

call 00007F7870979E6Ch

call 00007F78709798FFh

call 00007F7870979679h

call 00007F787097919Dh

call 00007F787097891Dh

call 00007F7870974F45h

call 00007F787097C268h

call 00007F787097AD10h

mov edx, 0041602Ah

lea ecx, dword ptr [00417014h]

call 00007F7870974BD8h

push FFFFFFF5h

call 00007F7870974BE8h

mov dword ptr [00417034h], eax

mov eax, 00000200h

push eax

lea eax, dword ptr [004170B0h]

push eax

XOr eax, eax

push eax

push 00000015h

push 00000004h

call 00007F78709798C2h

push dword ptr [00417098h]
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Data Directories

Name

IMAGE_DIRECTORY_ENTRY_EXPORT
IMAGE_DIRECTORY_ENTRY_IMPORT
IMAGE_DIRECTORY_ENTRY_RESOURCE
IMAGE_DIRECTORY_ENTRY_EXCEPTION
IMAGE_DIRECTORY_ENTRY_SECURITY
IMAGE_DIRECTORY_ENTRY_BASERELOC
IMAGE_DIRECTORY_ENTRY_DEBUG
IMAGE_DIRECTORY_ENTRY_COPYRIGHT
IMAGE_DIRECTORY_ENTRY_GLOBALPTR
IMAGE_DIRECTORY_ENTRY_TLS
IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG
IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT
IMAGE_DIRECTORY_ENTRY_IAT
IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT
IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR
IMAGE_DIRECTORY_ENTRY_RESERVED

Sections

Name Virtual Address Virtual Size
.code 0x1000 0x37f0

text 0x5000 Oxcfa2

.rdata 0x12000 0x33a0

.data 0x16000 0x1724

.rsrc 0x18000 0xc6ff08
Resources

Name RVA
RT_ICON 0x19324
RT_RCDATA Ox1e2d0
RT_RCDATA 0x7e900
RT_RCDATA 0x30714c
RT_RCDATA 0x30dclc
RT_RCDATA 0x3147a4
RT_RCDATA 0x370bfc
RT_RCDATA 0x4641b4
RT_RCDATA 0x469d48
RT_RCDATA 0x47c6¢c8
RT_RCDATA 0x4da0d8
RT_RCDATA 0x4dcOdc
RT_RCDATA 0x55bd34
RT_RCDATA 0x5a2bd8
RT_RCDATA 0x82b224
RT_RCDATA 0x831b9c
RT_RCDATA 0x83875¢c
RT_RCDATA 0x838a48
RT_RCDATA 0x9a9eb4
RT_RCDATA 0x9b4630
RT_RCDATA 0x9bblec
RT_RCDATA 0xa27568
RT_RCDATA Oxa27abc
RT_RCDATA Oxa27ac4
RT_RCDATA Oxa2e380
RT_RCDATA 0xa2f980
RT_RCDATA 0xa36778
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Raw Size

0x3800
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0x0
0x0
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0x0
0x0
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0x0
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Xored PE

False

False

False

False

unknown

Size

Ox4faa
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0x28884c
Ox6ace
0x6h86
0x5c456
0xf35b8
0x5h92
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0x2001
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0x6977
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0x2e9
0x17146a
Oxa77a
0x6bbb
0x6¢37¢
0x552
0x6
0x68bb
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0x6df8
Ox10eda

ZLIB Complexity
0.472307477679

0.513502854567

0.804612379808

0.390625

unknown

Type

Virtual Size

0x0
0xc8
0xc6ff08
0x0
0x0
0x0
0x0
0x0
0x0
0x0
0x0
0x0
0x22c
0x0
0x0
0x0

File Type

data

data

data

data

unknown

Entropy
5.61235572875

6.58582031604

7.1102355063

4.93818143768

unknown

PNG image data, 128 x 128, 8-bit/color RGBA, non-

interlaced
data
data
data
data
data
data
data
data
data
SysEx File - Twister
data
data
data
data
data
data
data
data
data
data
data
data
data
data
data

data

Is in Section

.data

.rsrc

.data

Characteristics

IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

Language

Country
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Name
RT_RCDATA
RT_RCDATA
RT_RCDATA
RT_RCDATA
RT_RCDATA
RT_RCDATA
RT_RCDATA
RT_RCDATA
RT_RCDATA
RT_RCDATA
RT_GROUP_ICON
RT_VERSION
RT_MANIFEST

Imports

DLL
MSVCRT.dIl

KERNEL32.dll

USER32.DLL

GDI32.DLL
COMCTL32.DLL
SHELL32.DLL
WINMM.DLL
OLE32.DLL
SHLWAPI.DLL

Version Infos

Description
LegalCopyright
InternalName
FileVersion
CompanyName
PrivateBuild
LegalTrademarks
Comments
ProductName
SpecialBuild
ProductVersion
FileDescription
OriginalFilename

Translation

Network Behavior

TCP Packets

Copyright null 2020

RVA
0xa47654
0xa47658
Oxadela8
Oxa5d624
Oxaa5174
Oxaa518c
0xb34234
0xb83278
Oxbcc3b4
0xc270f8
0xc87950
0xc87964
0xc87c68

Size

Ox1
0x6b4f
0xf479
0x47b4d
0x15
0x8f0a6
0x4f041
0x4913a
0x5ad44
0x60856
0x14
0x304
0x2a0

Type Language Country
very short file (no magic)
data

data

data

zlib compressed data
PGP\011Secret Sub-key -
data

data

data

data

data

data

XML 1.0 document, ASCII text, with very long lines,
with no line terminators

Import

memset, wecsncmp, memmove, wesnepy, wesstr, _wesnicmp, _wesdup, free, _wesicmp, weslen, wesepy, wesemp,
memcpy, tolower, wcscat, malloc

GetModuleHandleW, HeapCreate, GetStdHandle, HeapDestroy, ExitProcess, WriteFile, GetTempFileNameW,
LoadLibraryExW, EnumResourceTypesW, FreeLibrary, RemoveDirectoryW, GetExitCodeProcess,
EnumResourceNamesW, GetCommandLineW, LoadResource, SizeofResource, FreeResource, FindResourceW,
GetNativeSysteminfo, GetShortPathNameW, GetWindowsDirectoryW, GetSystemDirectoryW,
EnterCriticalSection, CloseHandle, LeaveCriticalSection, InitializeCriticalSection, WaitForSingleObject,
TerminateThread, CreateThread, Sleep, GetProcAddress, GetVersionExW, WideCharToMultiByte, HeapAlloc,
HeapFree, LoadLibraryW, GetCurrentProcessld, GetCurrentThreadld, GetModuleFileNameW,
GetEnvironmentVariableW, SetEnvironmentVariableW, GetCurrentProcess, TerminateProcess,
SetUnhandledExceptionFilter, HeapSize, MultiByteToWideChar, CreateDirectoryW, SetFileAttributesW,
GetTempPathW, DeleteFileW, GetCurrentDirectoryW, SetCurrentDirectoryW, CreateFileW, SetFilePointer,
TlsFree, TIsGetValue, TIsSetValue, TIsAlloc, HeapReAlloc, DeleteCriticalSection, InterlockedCompareExchange,
InterlockedExchange, GetLastError, SetLastError, UnregisterWait, GetCurrentThread, DuplicateHandle,
RegisterWaitForSingleObject

CharUpperW, CharLowerW, MessageBoxW, DefWindowProcW, DestroyWindow, GetWindowLongW,
GetWindowTextLengthW, GetWindowTextW, UnregisterClassW, LoadlconW, LoadCursorW, RegisterClassExW,
IswindowEnabled, EnableWindow, GetSystemMetrics, CreateWindowExW, SetWindowLongW, SendMessageW,
SetFocus, CreateAcceleratorTableW, SetForegroundWindow, BringWindowToTop, GetMessageW,
TranslateAcceleratorW, TranslateM ge, DispatchM jeW, DestroyAcceleratorTable, PostMessageW,
GetForegroundWindow, GetWindowThreadProcessld, IsWindowVisible, EnumWindows, SetWindowPos

GetStockObject

InitCommonControlsEx

ShellExecuteExW, SHGetFolderLocation, SHGetPathFromIDListW
timeBeginPeriod

Colnitialize, CoTaskMemFree

PathAddBackslashW, PathRenameExtensionW, PathQuoteSpacesW, PathRemoveArgsW,
PathRemoveBackslashwW

Data
fuck
fuck
fuck
fuck
fuck
fuck
fuck
fuck
fuck
fuck
fuck
fuck
0x0000 0x04e4
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Timestamp Source Port Dest Port Source IP Dest IP

Nov 24, 2020 09:25:39.331079006 CET 49712 443 192.168.2.5 104.20.22.46
Nov 24, 2020 09:25:39.347402096 CET 443 49712 104.20.22.46 192.168.2.5
Nov 24, 2020 09:25:39.347546101 CET 49712 443 192.168.2.5 104.20.22.46
Nov 24, 2020 09:25:39.393194914 CET 49712 443 192.168.2.5 104.20.22.46
Nov 24, 2020 09:25:39.409611940 CET 443 49712 104.20.22.46 192.168.2.5
Nov 24, 2020 09:25:39.421662092 CET 443 49712 104.20.22.46 192.168.2.5
Nov 24, 2020 09:25:39.421751976 CET 443 49712 104.20.22.46 192.168.2.5
Nov 24, 2020 09:25:39.421811104 CET 443 49712 104.20.22.46 192.168.2.5
Nov 24, 2020 09:25:39.421832085 CET 49712 443 192.168.2.5 104.20.22.46
Nov 24, 2020 09:25:39.421870947 CET 443 49712 104.20.22.46 192.168.2.5
Nov 24, 2020 09:25:39.421921968 CET 443 49712 104.20.22.46 192.168.2.5
Nov 24, 2020 09:25:39.421937943 CET 49712 443 192.168.2.5 104.20.22.46
Nov 24, 2020 09:25:39.470537901 CET 49712 443 192.168.2.5 104.20.22.46
Nov 24, 2020 09:25:39.486962080 CET 443 49712 104.20.22.46 192.168.2.5
Nov 24, 2020 09:25:39.487144947 CET 49712 443 192.168.2.5 104.20.22.46
Nov 24, 2020 09:25:39.491512060 CET 49712 443 192.168.2.5 104.20.22.46
Nov 24, 2020 09:25:39.503360033 CET 443 49712 104.20.22.46 192.168.2.5
Nov 24, 2020 09:25:39.507705927 CET 443 49712 104.20.22.46 192.168.2.5
Nov 24, 2020 09:25:39.510195971 CET 443 49712 104.20.22.46 192.168.2.5
Nov 24, 2020 09:25:39.515719891 CET 49712 443 192.168.2.5 104.20.22.46
Nov 24, 2020 09:25:39.532095909 CET 443 49712 104.20.22.46 192.168.2.5
Nov 24, 2020 09:25:39.654489994 CET 443 49712 104.20.22.46 192.168.2.5
Nov 24, 2020 09:25:39.654521942 CET 443 49712 104.20.22.46 192.168.2.5
Nov 24, 2020 09:25:39.654535055 CET 443 49712 104.20.22.46 192.168.2.5
Nov 24, 2020 09:25:39.654546976 CET 443 49712 104.20.22.46 192.168.2.5
Nov 24, 2020 09:25:39.654558897 CET 443 49712 104.20.22.46 192.168.2.5
Nov 24, 2020 09:25:39.654572964 CET 443 49712 104.20.22.46 192.168.2.5
Nov 24, 2020 09:25:39.654581070 CET 443 49712 104.20.22.46 192.168.2.5
Nov 24, 2020 09:25:39.654593945 CET 443 49712 104.20.22.46 192.168.2.5
Nov 24, 2020 09:25:39.654608011 CET 443 49712 104.20.22.46 192.168.2.5
Nov 24, 2020 09:25:39.654620886 CET 443 49712 104.20.22.46 192.168.2.5
Nov 24, 2020 09:25:39.654639006 CET 443 49712 104.20.22.46 192.168.2.5
Nov 24, 2020 09:25:39.654654980 CET 443 49712 104.20.22.46 192.168.2.5
Nov 24, 2020 09:25:39.654668093 CET 443 49712 104.20.22.46 192.168.2.5
Nov 24, 2020 09:25:39.654685020 CET 443 49712 104.20.22.46 192.168.2.5
Nov 24, 2020 09:25:39.654704094 CET 443 49712 104.20.22.46 192.168.2.5
Nov 24, 2020 09:25:39.654721975 CET 443 49712 104.20.22.46 192.168.2.5
Nov 24, 2020 09:25:39.654741049 CET 443 49712 104.20.22.46 192.168.2.5
Nov 24, 2020 09:25:39.654751062 CET 49712 443 192.168.2.5 104.20.22.46
Nov 24, 2020 09:25:39.654757977 CET 443 49712 104.20.22.46 192.168.2.5
Nov 24, 2020 09:25:39.654772043 CET 443 49712 104.20.22.46 192.168.2.5
Nov 24, 2020 09:25:39.654788971 CET 443 49712 104.20.22.46 192.168.2.5
Nov 24, 2020 09:25:39.654802084 CET 443 49712 104.20.22.46 192.168.2.5
Nov 24, 2020 09:25:39.654814005 CET 443 49712 104.20.22.46 192.168.2.5
Nov 24, 2020 09:25:39.654823065 CET 49712 443 192.168.2.5 104.20.22.46
Nov 24, 2020 09:25:39.654834032 CET 443 49712 104.20.22.46 192.168.2.5
Nov 24, 2020 09:25:39.654850006 CET 443 49712 104.20.22.46 192.168.2.5
Nov 24, 2020 09:25:39.654866934 CET 49712 443 192.168.2.5 104.20.22.46
Nov 24, 2020 09:25:39.654870987 CET 443 49712 104.20.22.46 192.168.2.5
Nov 24, 2020 09:25:39.654890060 CET 443 49712 104.20.22.46 192.168.2.5
Nov 24, 2020 09:25:39.654898882 CET 49712 443 192.168.2.5 104.20.22.46
Nov 24, 2020 09:25:39.654906988 CET 443 49712 104.20.22.46 192.168.2.5
Nov 24, 2020 09:25:39.654921055 CET 443 49712 104.20.22.46 192.168.2.5
Nov 24, 2020 09:25:39.654938936 CET 443 49712 104.20.22.46 192.168.2.5
Nov 24, 2020 09:25:39.654953957 CET 443 49712 104.20.22.46 192.168.2.5
Nov 24, 2020 09:25:39.654968977 CET 49712 443 192.168.2.5 104.20.22.46
Nov 24, 2020 09:25:39.654970884 CET 443 49712 104.20.22.46 192.168.2.5
Nov 24, 2020 09:25:39.654983997 CET 443 49712 104.20.22.46 192.168.2.5
Nov 24, 2020 09:25:39.654998064 CET 443 49712 104.20.22.46 192.168.2.5
Nov 24, 2020 09:25:39.655011892 CET 443 49712 104.20.22.46 192.168.2.5
Nov 24, 2020 09:25:39.655014992 CET 49712 443 192.168.2.5 104.20.22.46
Nov 24, 2020 09:25:39.655025959 CET 443 49712 104.20.22.46 192.168.2.5
Nov 24, 2020 09:25:39.655038118 CET 443 49712 104.20.22.46 192.168.2.5
Nov 24, 2020 09:25:39.655044079 CET 49712 443 192.168.2.5 104.20.22.46
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Nov 24, 2020 09:25:39.655055046 CET 443 49712 104.20.22.46 192.168.2.5

Nov 24, 2020 09:25:39.655073881 CET 443 49712 104.20.22.46 192.168.2.5

Nov 24, 2020 09:25:39.655095100 CET 443 49712 104.20.22.46 192.168.2.5

Nov 24, 2020 09:25:39.655116081 CET 443 49712 104.20.22.46 192.168.2.5

Nov 24, 2020 09:25:39.655117989 CET 49712 443 192.168.2.5 104.20.22.46

Nov 24, 2020 09:25:39.655134916 CET 443 49712 104.20.22.46 192.168.2.5

Nov 24, 2020 09:25:39.655150890 CET 49712 443 192.168.2.5 104.20.22.46

Nov 24, 2020 09:25:39.655152082 CET 443 49712 104.20.22.46 192.168.2.5

Nov 24, 2020 09:25:39.655168056 CET 443 49712 104.20.22.46 192.168.2.5

Nov 24, 2020 09:25:39.655177116 CET 49712 443 192.168.2.5 104.20.22.46

Nov 24, 2020 09:25:39.655179977 CET 443 49712 104.20.22.46 192.168.2.5

Nov 24, 2020 09:25:39.655217886 CET 49712 443 192.168.2.5 104.20.22.46

Nov 24, 2020 09:25:39.655256987 CET 49712 443 192.168.2.5 104.20.22.46

Nov 24, 2020 09:25:39.656661987 CET 443 49712 104.20.22.46 192.168.2.5

Nov 24, 2020 09:25:39.656687975 CET 443 49712 104.20.22.46 192.168.2.5

Nov 24, 2020 09:25:39.656698942 CET 443 49712 104.20.22.46 192.168.2.5

Nov 24, 2020 09:25:39.656708002 CET 443 49712 104.20.22.46 192.168.2.5

Nov 24, 2020 09:25:39.656721115 CET 443 49712 104.20.22.46 192.168.2.5

Nov 24, 2020 09:25:39.656737089 CET 443 49712 104.20.22.46 192.168.2.5

Nov 24, 2020 09:25:39.656749964 CET 443 49712 104.20.22.46 192.168.2.5

Nov 24, 2020 09:25:39.656765938 CET 443 49712 104.20.22.46 192.168.2.5

Nov 24, 2020 09:25:39.656781912 CET 443 49712 104.20.22.46 192.168.2.5

Nov 24, 2020 09:25:39.656795025 CET 49712 443 192.168.2.5 104.20.22.46

Nov 24, 2020 09:25:39.656799078 CET 443 49712 104.20.22.46 192.168.2.5

Nov 24, 2020 09:25:39.656819105 CET 443 49712 104.20.22.46 192.168.2.5

Nov 24, 2020 09:25:39.656836987 CET 443 49712 104.20.22.46 192.168.2.5

Nov 24, 2020 09:25:39.656842947 CET 49712 443 192.168.2.5 104.20.22.46

Nov 24, 2020 09:25:39.656851053 CET 443 49712 104.20.22.46 192.168.2.5

Nov 24, 2020 09:25:39.656867027 CET 443 49712 104.20.22.46 192.168.2.5

Nov 24, 2020 09:25:39.656883955 CET 443 49712 104.20.22.46 192.168.2.5

Nov 24, 2020 09:25:39.656898022 CET 49712 443 192.168.2.5 104.20.22.46

Nov 24, 2020 09:25:39.656899929 CET 443 49712 104.20.22.46 192.168.2.5

Nov 24, 2020 09:25:39.656930923 CET 49712 443 192.168.2.5 104.20.22.46

Nov 24, 2020 09:25:39.656960964 CET 49712 443 192.168.2.5 104.20.22.46

Nov 24, 2020 09:25:39.671416044 CET 443 49712 104.20.22.46 192.168.2.5

Nov 24, 2020 09:25:39.671451092 CET 443 49712 104.20.22.46 192.168.2.5

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Nov 24, 2020 09:25:39.268326044 CET 192.168.2.5 8.8.8.8 0x7a43 Standard query  nodejs.org A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:26:05.682933092 CET 192.168.2.5 8.8.8.8 Oxac3a Standard query  telete.in A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:26:10.383198977 CET 192.168.2.5 8.8.8.8 0x9cef Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:26:11.446753025 CET 192.168.2.5 8.8.8.8 0x9cef Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:26:12.714274883 CET 192.168.2.5 8.8.8.8 0x9cef Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:26:16.073544025 CET 192.168.2.5 8.8.8.8 0x6425 Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:26:17.327871084 CET 192.168.2.5 8.8.8.8 0x6425 Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:26:18.498929024 CET 192.168.2.5 8.8.8.8 0x6425 Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:26:20.614865065 CET 192.168.2.5 8.8.8.8 0x6425 Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:26:23.047736883 CET 192.168.2.5 8.8.8.8 0xf79 Standard query  telete.in A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:26:40.964576006 CET 192.168.2.5 8.8.8.8 Oxcaf9 Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:26:42.157048941 CET 192.168.2.5 8.8.8.8 Oxcaf9 Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:26:42.776110888 CET 192.168.2.5 8.8.8.8 0x77al Standard query  smtp.yandex.com A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:26:43.324320078 CET 192.168.2.5 8.8.8.8 Oxcaf9 Standard query  ffvgdsv.ug A (IP address) IN (0x0001)

(0)
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Nov 24, 2020 09:26:45.512393951 CET 192.168.2.5 8.8.8.8 Oxcaf9 Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:26:50.880844116 CET 192.168.2.5 8.8.8.8 0x89a2 Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:26:52.081027031 CET 192.168.2.5 8.8.8.8 0x89a2 Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:26:53.299964905 CET 192.168.2.5 8.8.8.8 0x89a2 Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:26:55.513952971 CET 192.168.2.5 8.8.8.8 0x89a2 Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:27:02.638164043 CET 192.168.2.5 8.8.8.8 0x439f Standard query  sibelikinciel.xyz A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:27:02.842159033 CET 192.168.2.5 8.8.8.8 0x87f6 Standard query  sibelikinciel.xyz A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:27:03.055341959 CET 192.168.2.5 8.8.8.8 0x120d Standard query  sibelikinciel.xyz A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:27:10.056058884 CET 192.168.2.5 8.8.8.8 0x633c Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:27:11.165030003 CET 192.168.2.5 8.8.8.8 0x5e9e Standard query  telete.in A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:27:11.214669943 CET 192.168.2.5 8.8.8.8 0x633c Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:27:12.330944061 CET 192.168.2.5 8.8.8.8 0x633c Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:27:15.018429041 CET 192.168.2.5 8.8.8.8 0x633c Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:27:17.776218891 CET 192.168.2.5 8.8.8.8 0xc7c3 Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:27:18.185502052 CET 192.168.2.5 8.8.8.8 Oxch81 Standard query  telete.in A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:27:18.962304115 CET 192.168.2.5 8.8.8.8 0xc7c3 Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:27:20.128969908 CET 192.168.2.5 8.8.8.8 0xc7c3 Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:27:22.327970982 CET 192.168.2.5 8.8.8.8 0xc7c3 Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:27:25.212737083 CET 192.168.2.5 8.8.8.8 0x1700 Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:27:26.493582010 CET 192.168.2.5 8.8.8.8 0x1700 Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:27:27.696723938 CET 192.168.2.5 8.8.8.8 0x1700 Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:27:29.950222969 CET 192.168.2.5 8.8.8.8 0x1700 Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:27:32.425625086 CET 192.168.2.5 8.8.8.8 Oxec4dc Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:27:33.802175999 CET 192.168.2.5 8.8.8.8 Oxec4c Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:27:35.039921999 CET 192.168.2.5 8.8.8.8 Oxec4c Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:27:37.347503901 CET 192.168.2.5 8.8.8.8 Oxec4c Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:27:39.392579079 CET 192.168.2.5 8.8.8.8 0x3e Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:27:40.725584984 CET 192.168.2.5 8.8.8.8 0x3e Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:27:41.896480083 CET 192.168.2.5 8.8.8.8 0x3e Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:27:44.082806110 CET 192.168.2.5 8.8.8.8 0x3e Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:27:46.634996891 CET 192.168.2.5 8.8.8.8 0x6a28 Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:27:48.173460960 CET 192.168.2.5 8.8.8.8 0x6a28 Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:27:49.390487909 CET 192.168.2.5 8.8.8.8 0x6a28 Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:27:51.604049921 CET 192.168.2.5 8.8.8.8 0x6a28 Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:27:51.900012016 CET 192.168.2.5 8.8.8.8 0x13f7 Standard query  smtp.ecojett.co A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:27:53.557974100 CET 192.168.2.5 8.8.8.8 Oxbfc4 Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:27:54.753536940 CET 192.168.2.5 8.8.8.8 Oxbfc4 Standard query  ffvgdsv.ug A (IP address) IN (0x0001)

)
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Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Nov 24, 2020 09:27:56.085397005 CET 192.168.2.5 8.8.8.8 Oxbfc4 Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:27:56.141482115 CET 192.168.2.5 8.8.8.8 0x799d Standard query  runeurotoo A (IP address) IN (0x0001)
(0) Iz.hopto.org

Nov 24, 2020 09:27:58.361831903 CET 192.168.2.5 8.8.8.8 Oxbfc4 Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:27:58.934884071 CET 192.168.2.5 8.8.8.8 Oxcfb2 Standard query  www.sensom A (IP address) IN (0x0001)
0) aticloadcell.com

Nov 24, 2020 09:28:00.486381054 CET 192.168.2.5 8.8.8.8 Oxdae Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:28:01.075553894 CET 192.168.2.5 8.8.8.8 Oxbc2a Standard query  smtp.yandex.com A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:28:01.340651989 CET 192.168.2.5 8.8.8.8 0x2947 Standard query  smtp.yandex.com A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:28:01.729120970 CET 192.168.2.5 8.8.8.8 Oxdae Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:28:02.975703955 CET 192.168.2.5 8.8.8.8 Oxdae Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:28:05.293260098 CET 192.168.2.5 8.8.8.8 Oxdae Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:28:06.482104063 CET 192.168.2.5 8.8.8.8 0x1209 Standard query  runeurotoo A (IP address) IN (0x0001)
0) 1z.hopto.org

Nov 24, 2020 09:28:07.663281918 CET 192.168.2.5 8.8.8.8 0x99a5 Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:28:08.902590036 CET 192.168.2.5 8.8.8.8 0x99a5 Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:28:10.162061930 CET 192.168.2.5 8.8.8.8 0x99a5 Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:28:12.384720087 CET 192.168.2.5 8.8.8.8 0x99a5 Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:28:14.337162971 CET 192.168.2.5 8.8.8.8 0xe89e Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:28:15.640055895 CET 192.168.2.5 8.8.8.8 0xe89e Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:28:16.870069027 CET 192.168.2.5 8.8.8.8 0xe89e Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:28:17.543220043 CET 192.168.2.5 8.8.8.8 0x8c38 Standard query  runeurotoo A (IP address) IN (0x0001)
0) 1z.hopto.org

Nov 24, 2020 09:28:19.121113062 CET 192.168.2.5 8.8.8.8 0xe89e Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:28:21.929404974 CET 192.168.2.5 8.8.8.8 0xb99d Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:28:23.174340963 CET 192.168.2.5 8.8.8.8 0xb99d Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:28:24.421922922 CET 192.168.2.5 8.8.8.8 0xb99d Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:28:26.729981899 CET 192.168.2.5 8.8.8.8 0xb99d Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:28:28.311961889 CET 192.168.2.5 8.8.8.8 0xd9a9 Standard query  onedrive.live.com A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:28:28.911278009 CET 192.168.2.5 8.8.8.8 0x29a4 Standard query  runeurotoo A (IP address) IN (0x0001)
0) 1z.hopto.org

Nov 24, 2020 09:28:29.467081070 CET 192.168.2.5 8.8.8.8 0x73ce Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:28:30.005181074 CET 192.168.2.5 8.8.8.8 0x8036 Standard query  www.fisios A (IP address) IN (0x0001)
0) ervice.com

Nov 24, 2020 09:28:30.538712978 CET 192.168.2.5 8.8.8.8 0x8a0d Standard query  tdaztq.by. A (IP address) IN (0x0001)
0) files.1drv.com

Nov 24, 2020 09:28:30.795193911 CET 192.168.2.5 8.8.8.8 0x73ce Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:28:32.060585976 CET 192.168.2.5 8.8.8.8 0x73ce Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:28:34.367872953 CET 192.168.2.5 8.8.8.8 0x73ce Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:28:34.375983953 CET 192.168.2.5 8.8.8.8 0xa783 Standard query  shawcnl.sy A (IP address) IN (0x0001)
0) tes.net

Nov 24, 2020 09:28:36.250082016 CET 192.168.2.5 8.8.8.8 0x10a0 Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:28:38.061779976 CET 192.168.2.5 8.8.8.8 0x10a0 Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:28:39.287987947 CET 192.168.2.5 8.8.8.8 0x10a0 Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:28:39.924760103 CET 192.168.2.5 8.8.8.8 0x8c40 Standard query  shawcnl.sy A (IP address) IN (0x0001)
0) tes.net
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Nov 24, 2020 09:28:40.062524080 CET 192.168.2.5 8.8.8.8 0xf67 Standard query  runeurotoo A (IP address) IN (0x0001)
0) 1z.hopto.org

Nov 24, 2020 09:28:43.079086065 CET 192.168.2.5 8.8.8.8 0x4e48 Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:28:44.331168890 CET 192.168.2.5 8.8.8.8 0x4e48 Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:28:45.565404892 CET 192.168.2.5 8.8.8.8 0x4e48 Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:28:45.692405939 CET 192.168.2.5 8.8.8.8 0x427d Standard query  shawcnl.sy A (IP address) IN (0x0001)
(0) tes.net

Nov 24, 2020 09:28:47.844793081 CET 192.168.2.5 8.8.8.8 0x4e48 Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:28:50.235812902 CET 192.168.2.5 8.8.8.8 0xa039 Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:28:50.816322088 CET 192.168.2.5 8.8.8.8 0x56¢8 Standard query  runeurotoo A (IP address) IN (0x0001)
(0) 1z.hopto.org

Nov 24, 2020 09:28:51.158057928 CET 192.168.2.5 8.8.8.8 OxeOfa Standard query  shawcnl.sy A (IP address) IN (0x0001)
0) tes.net

Nov 24, 2020 09:28:51.453821898 CET 192.168.2.5 8.8.8.8 0xa039 Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:28:52.674376011 CET 192.168.2.5 8.8.8.8 0xa039 Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:28:54.954263926 CET 192.168.2.5 8.8.8.8 0xa039 Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:28:56.660072088 CET 192.168.2.5 8.8.8.8 0xb50d Standard query  shawcnl.sy A (IP address) IN (0x0001)
(0) tes.net

Nov 24, 2020 09:28:57.190537930 CET 192.168.2.5 8.8.8.8 Oxec03 Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:28:58.429991961 CET 192.168.2.5 8.8.8.8 Oxec03 Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:28:59.750230074 CET 192.168.2.5 8.8.8.8 Oxec03 Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:29:01.723103046 CET 192.168.2.5 8.8.8.8 0xbfb2 Standard query  runeurotoo A (IP address) IN (0x0001)
(0) 1z.hopto.org

Nov 24, 2020 09:29:02.095407963 CET 192.168.2.5 8.8.8.8 Oxec03 Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:29:03.071640968 CET 192.168.2.5 8.8.8.8 0x4731 Standard query  shawcnl.sy A (IP address) IN (0x0001)
0) tes.net

Nov 24, 2020 09:29:04.166924000 CET 192.168.2.5 8.8.8.8 Oxcc3 Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:29:05.454869986 CET 192.168.2.5 8.8.8.8 Oxcc3 Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:29:06.751894951 CET 192.168.2.5 8.8.8.8 Oxcc3 Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:29:08.647159100 CET 192.168.2.5 8.8.8.8 0x5a45 Standard query  www.bestme A (IP address) IN (0x0001)
0) dicationstore.com

Nov 24, 2020 09:29:08.783937931 CET 192.168.2.5 8.8.8.8 0x8a95 Standard query  shawcnl.sy A (IP address) IN (0x0001)
0) tes.net

Nov 24, 2020 09:29:09.070981979 CET 192.168.2.5 8.8.8.8 Oxcc3 Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:29:11.545669079 CET 192.168.2.5 8.8.8.8 0x7a85 Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:29:12.271002054 CET 192.168.2.5 8.8.8.8 Oxeff8 Standard query  runeurotoo A (IP address) IN (0x0001)
0) 1z.hopto.org

Nov 24, 2020 09:29:12.761178970 CET 192.168.2.5 8.8.8.8 0x7a85 Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:29:14.024912119 CET 192.168.2.5 8.8.8.8 0x7a85 Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:29:14.362282991 CET 192.168.2.5 8.8.8.8 0x5bbf Standard query  shawcnl.sy A (IP address) IN (0x0001)
0) tes.net

Nov 24, 2020 09:29:16.214539051 CET 192.168.2.5 8.8.8.8 0x7a85 Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

Nov 24, 2020 09:29:18.253427029 CET 192.168.2.5 8.8.8.8 0x8f49 Standard query  ffvgdsv.ug A (IP address) IN (0x0001)
(0)

DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Nov 24, 2020 8.8.8.8 192.168.2.5 0x7a43 No error (0) nodejs.org 104.20.22.46 A (IP address)  IN (0x0001)

09:25:39.303608894

CET

Nov 24, 2020 8.8.8.8 192.168.2.5 0x7a43 No error (0) nodejs.org 104.20.23.46 A (IP address)  IN (0x0001)

09:25:39.303608894

CET
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Timestamp

Nov 24, 2020
09:26:05.718705893
CET

Nov 24, 2020
09:26:14.513211966
CET

Nov 24, 2020
09:26:16.474240065
CET

Nov 24, 2020
09:26:17.741775036
CET

Nov 24, 2020
09:26:21.101612091
CET

Nov 24, 2020
09:26:22.356010914
CET

Nov 24, 2020
09:26:23.083214998
CET

Nov 24, 2020
09:26:23.527312994
CET

Nov 24, 2020
09:26:25.643265009
CET

Nov 24, 2020
09:26:42.811624050
CET

Nov 24, 2020
09:26:42.811624050
CET

Nov 24, 2020
09:26:45.992312908
CET

Nov 24, 2020
09:26:47.185269117
CET

Nov 24, 2020
09:26:48.352252960
CET

Nov 24, 2020
09:26:50.540637970
CET

Nov 24, 2020
09:26:55.908505917
CET

Nov 24, 2020
09:26:57.108644962
CET

Nov 24, 2020
09:26:58.328376055
CET

Nov 24, 2020
09:27:00.542273045
CET

Nov 24, 2020
09:27:02.677773952
CET

Nov 24, 2020
09:27:02.881159067
CET

Nov 24, 2020
09:27:03.090917110
CET

Nov 24, 2020
09:27:11.200496912
CET

Nov 24, 2020
09:27:15.084676981
CET

Nov 24, 2020
09:27:16.242604017
CET

Nov 24, 2020
09:27:17.358505964
CET

Copyright null 2020

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

Trans ID

Oxac3a

0x9cef

0x9cef

0x9cef

0x6425

0x6425

0xf79

0x6425

0x6425

0x77al

0x77al

Oxcaf9

Oxcaf9

Oxcaf9

Oxcaf9

0x89a2

0x89a2

0x89a2

0x89a2

0x439f

0x87f6

0x120d

0x5e9e

0x633c

0x633c

0x633c

Reply Code
No error (0)

Server failure

(@)

Server failure

(@)

Server failure

(@)

Server failure

(@)

Server failure

(@)

No error (0)

Server failure

(@)

Server failure

(@)

No error (0)

No error (0)

Server failure

(@)

Server failure

(@)

Server failure

(@)

Server failure

(@)

Server failure

(@)

Server failure

(@)

Server failure

(@)

Server failure

(@)

Name error (3)

Name error (3)

Name error (3)

No error (0)

Server failure

(@)

Server failure

(@)

Server failure

(@)

Name

telete.in

ffvgdsv.ug

ffvgdsv.ug

ffvgdsv.ug

ffvgdsv.ug

ffvgdsv.ug

telete.in

ffvgdsv.ug

ffvgdsv.ug

smtp.yande

X.com

smtp.yandex.ru

ffvgdsv.ug

ffvgdsv.ug

ffvgdsv.ug

ffvgdsv.ug

ffvgdsv.ug

ffvgdsv.ug

ffvgdsv.ug

ffvgdsv.ug

sibelikinciel.xyz

sibelikinciel.xyz

sibelikinciel.xyz

telete.in

ffvgdsv.ug

ffvgdsv.ug

ffvgdsv.ug

CName

none

none

none

none

none

none

none

smtp.yandex.ru

none

none

none

none

none

none

none

none

none

none

none

none

none

none

Address
195.201.225.248

none

none

none

none

none

195.201.225.248

none

none

77.88.21.158

none

none

none

none

none

none

none

none

none

none

none

195.201.225.248

none

none

none

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Nov 24, 2020
09:27:18.221434116
CET

Nov 24, 2020
09:27:20.046510935
CET

Nov 24, 2020
09:27:22.804486990
CET

Nov 24, 2020
09:27:23.990577936
CET

Nov 24, 2020
09:27:25.156625032
CET

Nov 24, 2020
09:27:27.356040001
CET

Nov 24, 2020
09:27:30.240842104
CET

Nov 24, 2020
09:27:31.521162033
CET

Nov 24, 2020
09:27:31.739120007
CET

Nov 24, 2020
09:27:34.978370905
CET

Nov 24, 2020
09:27:37.453357935
CET

Nov 24, 2020
09:27:38.831001043
CET

Nov 24, 2020
09:27:40.067775965
CET

Nov 24, 2020
09:27:42.375525951
CET

Nov 24, 2020
09:27:44.420334101
CET

Nov 24, 2020
09:27:45.753943920
CET

Nov 24, 2020
09:27:46.924758911
CET

Nov 24, 2020
09:27:49.110797882
CET

Nov 24, 2020
09:27:51.662632942
CET

Nov 24, 2020
09:27:51.938966990
CET

Nov 24, 2020
09:27:53.201354027
CET

Nov 24, 2020
09:27:54.418663979
CET

Nov 24, 2020
09:27:56.179025888
CET

Nov 24, 2020
09:27:56.632179022
CET

Nov 24, 2020
09:27:58.585724115
CET

Nov 24, 2020
09:27:58.974898100
CET
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Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

Trans ID

0xch81

0x633c

0xc7c3

0xc7c3

0xc7c3

0xc7c3

0x1700

0x1700

0x1700

0x1700

Oxec4c

Oxec4c

Oxec4c

Oxec4c

0x3e

0x3e

0x3e

0x3e

0x6a28

0x13f7

0x6a28

0x6a28

0x799d

0x6a28

Oxbfc4

Oxcfb2

Reply Code
No error (0)

Server failure

(@)

Server failure

(@)

Server failure

(@)

Server failure

(@)

Server failure

(@)

Server failure

(@)

Server failure

(@)

Server failure

(@)

Server failure

(@)

Server failure

(@)

Server failure

(@)

Server failure

(@)

Server failure

(@)

Server failure

(@)

Server failure

(@)

Server failure

(@)

Server failure

(@)

Server failure

(@)

Name error (3)

Server failure

(@)

Server failure

(@)

No error (0)

Server failure

(@)

Server failure

(@)

No error (0)

Name

telete.in

ffvgdsv.ug

ffvgdsv.ug

ffvgdsv.ug

ffvgdsv.ug

ffvgdsv.ug

ffvgdsv.ug

ffvgdsv.ug

ffvgdsv.ug

ffvgdsv.ug

ffvgdsv.ug

ffvgdsv.ug

ffvgdsv.ug

ffvgdsv.ug

ffvgdsv.ug

ffvgdsv.ug

ffvgdsv.ug

ffvgdsv.ug

ffvgdsv.ug

smtp.ecojett.co

ffvgdsv.ug

ffvgdsv.ug

runeurotoo

1z.hopto.org

ffvgdsv.ug

ffvgdsv.ug

WwWWw.sensom
aticloadcell.com

CName

none

none

none

none

none

none

none

none

none

none

none

none

none

none

none

none

none

none

none

none

none

none

none

sensomaticloadcell.com

Address
195.201.225.248

none

none

none

none

none

none

none

none

none

none

none

none

none

none

none

none

none

none

none

none

none

0.0.0.0

none

none

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Nov 24, 2020
09:27:58.974898100
CET

Nov 24, 2020
09:27:59.781841993
CET

Nov 24, 2020
09:28:01.111572981
CET

Nov 24, 2020
09:28:01.111572981
CET

Nov 24, 2020
09:28:01.113132000
CET

Nov 24, 2020
09:28:01.378854990
CET

Nov 24, 2020
09:28:01.378854990
CET

Nov 24, 2020
09:28:03.390284061
CET

Nov 24, 2020
09:28:05.514338970
CET

Nov 24, 2020
09:28:06.518193960
CET

Nov 24, 2020
09:28:06.756386042
CET

Nov 24, 2020
09:28:08.003633976
CET

Nov 24, 2020
09:28:10.320811033
CET

Nov 24, 2020
09:28:12.691405058
CET

Nov 24, 2020
09:28:13.930882931
CET

Nov 24, 2020
09:28:15.190160990
CET

Nov 24, 2020
09:28:17.412256956
CET

Nov 24, 2020
09:28:17.582700968
CET

Nov 24, 2020
09:28:19.365319014
CET

Nov 24, 2020
09:28:20.667649984
CET

Nov 24, 2020
09:28:21.898422003
CET

Nov 24, 2020
09:28:24.149513960
CET

Nov 24, 2020
09:28:26.957573891
CET

Nov 24, 2020
09:28:28.202641964
CET

Nov 24, 2020
09:28:28.339346886
CET

Nov 24, 2020
09:28:28.948890924
CET

Copyright null 2020

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

Trans ID

Oxcfb2

Oxbfc4

Oxbc2a

Oxbc2a

Oxbfc4

0x2947

0x2947

Oxbfc4

Oxdae

0x1209

Oxdae

Oxdae

Oxdae

0x99a5

0x99a5

0x99a5

0x99a5

0x8c38

0xe89e

0xe89e

0xe89e

0xe89e

0xb99d

0xb99d

0xd9a9

0x29a4

Reply Code
No error (0)

Server failure

(@)

No error (0)

No error (0)

Server failure

(@)

No error (0)

No error (0)

Server failure

(@)

Server failure

(@)

No error (0)

Server failure

(@)

Server failure

(@)

Server failure

(@)

Server failure

(@)

Server failure

(@)

Server failure

(@)

Server failure

(@)

No error (0)

Server failure

(@)

Server failure

(@)

Server failure

(@)

Server failure

(@)

Server failure

(@)

Server failure

(@)

No error (0)

No error (0)

Name

sensomatic

loadcell.com

ffvgdsv.ug

smtp.yande

X.com

smtp.yandex.ru

ffvgdsv.ug

smtp.yande

X.com

smtp.yandex.ru

ffvgdsv.ug

ffvgdsv.ug

runeurotoo

1z.hopto.org

ffvgdsv.ug

ffvgdsv.ug

ffvgdsv.ug

ffvgdsv.ug

ffvgdsv.ug

ffvgdsv.ug

ffvgdsv.ug

runeurotoo

1z.hopto.org

ffvgdsv.ug

ffvgdsv.ug

ffvgdsv.ug

ffvgdsv.ug

ffvgdsv.ug

ffvgdsv.ug

onedrive.|

ive.com

runeurotoo
1z.hopto.org

CName

none

smtp.yandex.ru

none

smtp.yandex.ru

none

none

none

none

none

none

none

none

none

none

none

none

none

none

none

odc-web-
geo.onedrive.akadns.net

Address
148.66.138.171

none

77.88.21.158

none

77.88.21.158

none

none

0.0.0.0

none

none

none

none

none

none

none

0.0.0.0

none

none

none

none

none

none

0.0.0.0

Type
A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Nov 24, 2020
09:28:29.450057983
CET

Nov 24, 2020
09:28:30.130388021
CET

Nov 24, 2020
09:28:30.130388021
CET

Nov 24, 2020
09:28:30.623635054
CET

Nov 24, 2020
09:28:30.623635054
CET

Nov 24, 2020
09:28:31.757539034
CET

Nov 24, 2020
09:28:34.413445950
CET

Nov 24, 2020
09:28:34.495026112
CET

Nov 24, 2020
09:28:35.822901011
CET

Nov 24, 2020
09:28:37.088732958
CET

Nov 24, 2020
09:28:39.395796061
CET

Nov 24, 2020
09:28:39.962738991
CET

Nov 24, 2020
09:28:40.098014116
CET

Nov 24, 2020
09:28:41.278275967
CET

Nov 24, 2020
09:28:43.089540958
CET

Nov 24, 2020
09:28:44.315501928
CET

Nov 24, 2020
09:28:45.730535030
CET

Nov 24, 2020
09:28:48.106796026
CET

Nov 24, 2020
09:28:49.359690905
CET

Nov 24, 2020
09:28:50.593556881
CET

Nov 24, 2020
09:28:50.852030993
CET

Nov 24, 2020
09:28:51.193794012
CET

Nov 24, 2020
09:28:52.872883081
CET

Nov 24, 2020
09:28:55.263794899
CET

Nov 24, 2020
09:28:56.481632948
CET

Copyright null 2020

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

Trans ID

0xb99d

0x8036

0x8036

0x8a0d

0x8a0d

0xb99d

0xa783

0x73ce

0x73ce

0x73ce

0x73ce

0x8c40

0xf67

0x10a0

0x10a0

0x10a0

0x427d

Ox4e48

0x4e48

0x4e48

0x56¢8

OxeOfa

Ox4e48

0xa039

0xa039

Reply Code

Server failure

(@)

No error (0)

No error (0)

No error (0)

No error (0)

Server failure

(@)

No error (0)

Server failure

(@)

Server failure

(@)

Server failure

(@)

Server failure

(@)

No error (0)

No error (0)

Server failure

(@)

Server failure

(@)

Server failure

(@)

No error (0)

Server failure

(@)

Server failure

(@)

Server failure

(@)

No error (0)

No error (0)

Server failure

(@)

Server failure

(@)

Server failure

(@)

Name

ffvgdsv.ug

www.fisios
ervice.com

HDRedirect-LB7-
5a03e
1c2772e1c9
c.elb.us-east-
l.amaz
onaws.com

tdaztq.by.
files.1drv.com

by-files.f
e.ldrv.com

ffvgdsv.ug

shawcnl.sy

tes.net

ffvgdsv.ug

ffvgdsv.ug

ffvgdsv.ug

ffvgdsv.ug

shawcnl.sy

tes.net

runeurotoo

1z.hopto.org

ffvgdsv.ug

ffvgdsv.ug

ffvgdsv.ug

shawcnl.sy

tes.net

ffvgdsv.ug

ffvgdsv.ug

ffvgdsv.ug

runeurotoo

1z.hopto.org

shawcnl.sy

tes.net

ffvgdsv.ug

ffvgdsv.ug

ffvgdsv.ug

CName Address

none none

HDRedirect-LB7-
5a03elc2772elc9c.elb.u
s-east-1.amazonaws.com

3.223.115.185

by-files.fe.1drv.com

odc-by-files-
geo.onedrive.akadns.net

none none
0.0.0.0
none none
none none
none none
none none
0.0.0.0
0.0.0.0
none none
none none
none none
0.0.0.0
none none
none none
none none
0.0.0.0
0.0.0.0
none none
none none
none none

Type
A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

Nov 24, 2020 8.8.8.8
09:28:56.697802067
CET

Nov 24, 2020 8.8.8.8
09:28:57.702299118
CET

Nov 24, 2020 8.8.8.8
09:28:59.982451916
CET

Nov 24, 2020 8.8.8.8
09:29:01.758682013
CET

Nov 24, 2020 8.8.8.8
09:29:02.218291044
CET

Nov 24, 2020 8.8.8.8
09:29:03.107014894
CET

Nov 24, 2020 8.8.8.8
09:29:03.457192898
CET

Nov 24, 2020 8.8.8.8
09:29:04.777878046
CET

Nov 24, 2020 8.8.8.8
09:29:07.122875929
CET

Nov 24, 2020 8.8.8.8
09:29:08.694153070
CET

Nov 24, 2020 8.8.8.8
09:29:08.819622040
CET

Nov 24, 2020 8.8.8.8
09:29:09.194823027
CET

Nov 24, 2020 8.8.8.8
09:29:10.482996941
CET

Nov 24, 2020 8.8.8.8
09:29:11.779402018
CET

Nov 24, 2020 8.8.8.8
09:29:12.306396961
CET

Nov 24, 2020 8.8.8.8
09:29:14.989147902
CET

Nov 24, 2020 8.8.8.8
09:29:15.014022112
CET

Nov 24, 2020 8.8.8.8
09:29:16.573693991
CET

Nov 24, 2020 8.8.8.8
09:29:17.789237022
CET

Dest IP
192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

Code Manipulations

Statistics

Behavior

Copyright null 2020

Trans ID

0xb50d

0xa039

0xa039

0xbfb2

Oxec03

0x4731

Oxec03

Oxec03

Oxec03

0x5a45

0x8a95

Oxcc3

Oxcc3

Oxcc3

Oxeff8

Oxcc3

0x5bbf

0x7a85

0x7a85

Reply Code Name
No error (0) shawcnl.sy
tes.net
Server failure  ffvgdsv.ug
@)
Server failure  ffvgdsv.ug
(2
No error (0) runeurotoo
1z.hopto.org
Server failure  ffvgdsv.ug
@)
No error (0) shawcnl.sy
tes.net
Server failure  ffvgdsv.ug
@)
Server failure  ffvgdsv.ug
@)
Server failure  ffvgdsv.ug
(2
Name error (3) www.bestme
dicationst
ore.com
No error (0) shawcnl.sy
tes.net
Server failure  ffvgdsv.ug
@)
Server failure  ffvgdsv.ug
2
Server failure  ffvgdsv.ug
@)
No error (0) runeurotoo
1z.hopto.org
Server failure  ffvgdsv.ug
@)
No error (0) shawcnl.sy
tes.net
Server failure  ffvgdsv.ug
@)
Server failure  ffvgdsv.ug
@)
@ 3l.exe
® cmd.exe
@ conhost.exe
@ javaw.exe
® 2.exe
@ icacls.exe
® 3.exe

CName

none

none

none

none

none

none

none

none

none

none

none

none

none

Address
0.0.0.0

none

none

0.0.0.0

none

0.0.0.0

none

none

none

none

0.0.0.0

none

none

none

0.0.0.0

none

0.0.0.0

none

none

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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@ conhost.exe
©® 4.exe
® 5.exe
@ conhost.exe
@ conhost.exe

@ 6.exe
@ 7.exe
@ 8.exe
@ 2.exe
® 9.exe
® 10.exe
©® ll.exe
® 12.exe
@ 3.exe
® 13.exe
@ cmd.exe
@ conhost.exe
® l4.exe
@ 15.exe
® reg.exe
® 16.exe
® 17.exe
® cmd.exe
@ conhost.exe
® 13.exe
@ mode.com
@ 18.exe
@ Click to jump to process
System Behavior
Analysis Process: 31.exe PID: 6020 Parent PID: 5760
General
Start time: 09:25:17
Start date: 24/11/2020
Path: C:\Users\user\Desktop\31.exe
Wow64 process (32bit): true
Commandline: ‘C:\Users\user\Desktop\31.exe'
Imagebase: 0x400000
File size: 13128192 bytes
MDS5 hash: AFBE86C5D4198549F6375DF9378F983C
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Yara matches: e Rule: LokiBot_Dropper_Packed_R11_Feb18, Description: Auto-generated rule - file scan
copy.pdf.ril, Source:
00000000.00000003.244904275.00000000037FB000.00000004.00000001.sdmp, Author:
Florian Roth
e Rule: LokiBot_Dropper_Packed_R11_Feb18, Description: Auto-generated rule - file scan
copy.pdf.ril, Source:
00000000.00000003.245364175.0000000003820000.00000004.00000001.sdmp, Author:
Florian Roth
e Rule: LokiBot_Dropper_Packed_R11_Feb18, Description: Auto-generated rule - file scan
copy.pdf.ril, Source:
00000000.00000003.243963950.00000000037E6000.00000004.00000001.sdmp, Author:
Florian Roth
Reputation: low
File Activities
File Created
Source
File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\F93E.tmp read attributes | device synchronous io  success or wait 1 401A2F GetTempFileNameW
synchronize | non alert | non
generic read directory file
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Source

File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\F93E.tmp read data or list device directory file | success or wait 1 40A6DB CreateDirectoryW
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\F93E.tmp\F93F.tmp read attributes | device synchronous io  success or wait 1 401A84 GetTempFileNameW
synchronize | non alert | non
generic read directory file
C:\Users\user\AppData\Local\Temp\F93E.tmp\F93F.tmp read data or list device directory file | success or wait 1 40A6DB CreateDirectoryW
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\F93E.tmp\F93F.tmp\F940.tmp read attributes | device synchronous io  success or wait 1 401AD9 GetTempFileNameW
synchronize | non alert | non
generic read directory file
C:\Users\user\AppData\Local\Temp\F93E.tmp\F93F.tmp\F941.tmp read attributes | device synchronous io  success or wait 1 401B3D GetTempFileNameW
synchronize | non alert | non
generic read directory file
C:\Users\user\AppData\Local\Temp\F93E.tmp\F93F.tmp\F940.bat read attributes | device synchronous io  success or wait 1 40AB62 CreateFileW
synchronize | non alert | non
generic read | directory file
generic write
C:\Users\user\AppData\Roaming\1.jar read attributes | device synchronous io  success or wait 1 40ACA9 CreateFileW
synchronize | non alert | non
generic read | directory file
generic write
C:\Users\user\AppData\Roaming\2.exe read attributes | device synchronous io  success or wait 1 40ACA9 CreateFileW
synchronize | non alert | non
generic read | directory file
generic write
C:\Users\user\AppData\Roaming\3.exe read attributes | device synchronous io  success or wait 1 40ACA9 CreateFileW
synchronize | non alert | non
generic read | directory file
generic write
C:\Users\user\AppData\Roaming\4.exe read attributes | device synchronous io  success or wait 1 40ACA9 CreateFileW
synchronize | non alert | non
generic read | directory file
generic write
C:\Users\user\AppData\Roaming\5.exe read attributes | device synchronous io  success or wait 1 40ACA9 CreateFileW
synchronize | non alert | non
generic read | directory file
generic write
C:\Users\user\AppData\Roaming\6.exe read attributes | device synchronous io  success or wait 1 40ACA9 CreateFileW
synchronize | non alert | non
generic read | directory file
generic write
C:\Users\user\AppData\Roaming\7.exe read attributes | device synchronous io  success or wait 1 40ACA9 CreateFileW
synchronize | non alert | non
generic read | directory file
generic write
C:\Users\user\AppData\Roaming\8.exe read attributes | device synchronous io  success or wait 1 40ACA9 CreateFileW
synchronize | non alert | non
generic read | directory file
generic write
C:\Users\user\AppData\Roaming\9.exe read attributes | device synchronous io  success or wait 1 40ACA9 CreateFileW
synchronize | non alert | non
generic read | directory file
generic write
C:\Users\user\AppData\Roaming\10.exe read attributes | device synchronous io  success or wait 1 40ACA9 CreateFileW
synchronize | non alert | non
generic read | directory file
generic write
C:\Users\user\AppData\Roaming\11.exe read attributes | device synchronous io  success or wait 1 40ACA9 CreateFileW
synchronize | non alert | non
generic read | directory file
generic write
C:\Users\user\AppData\Roaming\12.exe read attributes | device synchronous io  success or wait 1 40ACA9 CreateFileW
synchronize | non alert | non
generic read | directory file
generic write
C:\Users\user\AppData\Roaming\13.exe read attributes | device synchronous io  success or wait 1 40ACA9 CreateFileW
synchronize | non alert | non
generic read | directory file

generic write
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Source

File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Roaming\14.exe read attributes | device synchronous io  success or wait 1 40ACA9 CreateFileW
synchronize | non alert | non
generic read | directory file

generic write

C:\Users\user\AppData\Roaming\15.exe read attributes | device synchronous io  success or wait 1 40ACA9 CreateFilewW
synchronize | non alert | non
generic read | directory file

generic write

C:\Users\user\AppData\Roaming\16.exe read attributes | device synchronous io  success or wait 1 40ACA9 CreateFileW
synchronize | non alert | non
generic read | directory file

generic write

C:\Users\user\AppData\Roaming\17.exe read attributes | device synchronous io  success or wait 1 40ACA9 CreateFileW
synchronize | non alert | non
generic read | directory file

generic write

C:\Users\user\AppData\Roaming\18.exe read attributes | device synchronous io  success or wait 1 40ACA9 CreateFileW
synchronize | non alert | non
generic read | directory file

generic write

C:\Users\user\AppData\Roaming\19.exe read attributes | device synchronous io  success or wait 1 40ACA9 CreateFileW
synchronize | non alert | non
generic read | directory file

generic write

C:\Users\user\AppData\Roaming\20.exe read attributes | device synchronous io  success or wait 1 40ACA9 CreateFileW
synchronize | non alert | non
generic read | directory file

generic write

C:\Users\user\AppData\Roaming\21.exe read attributes | device synchronous io  success or wait 1 40ACA9 CreateFileW
synchronize | non alert | non
generic read | directory file

generic write

C:\Users\user\AppData\Roaming\22.exe read attributes | device synchronous io  success or wait 1 40ACA9 CreateFileW
synchronize | non alert | non
generic read | directory file

generic write

C:\Users\user\AppData\Roaming\23.exe read attributes | device synchronous io  success or wait 1 40ACA9 CreateFileW
synchronize | non alert | non
generic read | directory file

generic write

C:\Users\user\AppData\Roaming\24.exe read attributes | device synchronous io  success or wait 1 40ACA9 CreateFileW
synchronize | non alert | non
generic read | directory file

generic write

C:\Users\user\AppData\Roaming\25.exe read attributes | device synchronous io  success or wait 1 40ACA9 CreateFileW
synchronize | non alert | non
generic read | directory file

generic write

C:\Users\user\AppData\Roaming\26.exe read attributes | device synchronous io  success or wait 1 40ACA9 CreateFileW
synchronize | non alert | non
generic read | directory file

generic write

C:\Users\user\AppData\Roaming\27.exe read attributes | device synchronous io  success or wait 1 40ACA9 CreateFileW
synchronize | non alert | non
generic read | directory file

generic write

C:\Users\user\AppData\Roaming\28.exe read attributes | device synchronous io  success or wait 1 40ACA9 CreateFilewW
synchronize | non alert | non
generic read | directory file

generic write

C:\Users\user\AppData\Roaming\29.exe read attributes | device synchronous io  success or wait 1 40ACA9 CreateFileW
synchronize | non alert | non
generic read | directory file

generic write

C:\Users\user\AppData\Roaming\30.exe read attributes | device synchronous io  success or wait 1 40ACA9 CreateFileW
synchronize | non alert | non
generic read | directory file

generic write

C:\Users\user\AppData\Roaming\31.exe read attributes | device synchronous io  success or wait 1 40ACA9 CreateFileW
synchronize | non alert | non
generic read | directory file

generic write

File Deleted
Source
File Path Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\F93E.tmp success or wait 1 40A780 DeleteFilew
C:\Users\user\AppData\Local\Temp\F93E.tmp\F93F.tmp success or wait 1 40A780 DeleteFilew
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Source

File Path Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\F93E.tmp\F93F.tmp\F940.tmp success or wait 1 40A780 DeleteFilew
C:\Users\user\AppData\Local\Temp\F93E.tmp\F93F.tmp\F941.tmp success or wait 1 40A780 DeleteFilew
C:\Users\user\AppData\Local\Temp\F93E.tmp\F93F.tmp\F940.bat success or wait 1 40A780 DeleteFilew
File Written
Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\Users\user\AppData\Local\Te unknown 755 40 73 68 69 66 74 20  @shift /0..@echo off..start success or wait 1 40AAOD WriteFile
mp\F93E.tmp\F93F.tmp\F940.bat 2f300d 0a 40 65 63 %appdata%)\1.jar..start

68 6f 20 6f 66 66 0d Oa Y%appdata%\2.exe..start
73746172742025 %appdata%\3.exe..start
61707064 617461 %appdata%\4.exe..start
255c312e6a6172 %appdata%\5.exe..start
0d0a 7374617274 %appdata%\6.exe..start
202561707064 61 %appdata%\7.exe..start
74 61 25 5c 32 2e 65 %appdata%\8.exe..start
78650d0a 737461 %appdata%\9.exe..start
72742025617070 %appdata%\10.exe..st
64 61 74 61 25 5¢ 33

2e 65 78 65 0d 0a 73

74 617274202561

7070 64 61 74 61 25

5c 34 2e 65 78 65 0d

0a 7374 61 72 74 20

2561707064 6174

61 25 5¢ 35 2e 65 78

65 0d 0a 73 74 61 72

742025617070 64

61 74 61 25 5c 36 2e

65 78 65 0d 0a 73 74

6172 74 20 25 61 70

7064 61 74 61 25 5¢

37 2e 65 78 65 0d Oa

73 746172742025

617070 64 61 74 61

25 5¢ 38 2e 65 78 65

0d 0a 7374617274

2025617070 64 61

74 61 25 5¢c 39 2e 65

78 65 0d 0a 73 74 61

727420256170 70

64 61 74 61 25 5¢ 31

30 2e 65 78 65 0d Oa

7374

C:\Users\user\AppData\Roaming\1.jar unknown 0 success or wait 2 40AA0D WriteFile

C:\Users\user\AppData\Roaming\1.jar unknown 9900 50 4b 03 04 14 00 08
08 08 00 Oc 33 be 50
00 00 00 00 00 00 00
00 000000000900 .META-

04 004d 4554 412d INF/MANIFEST.MF.M..LK-
49 4e 46 2f fe ca 00 00 ...K-*....R0.3...M...u.1,..R(...
0300504b 070800 dMA.PK...<
00000002000000 ...3.P
00000000504b03 ...W]...[.P...E)x. .rZ..)[H
04140008 080800 S..M~..8..xjh.

Oc 33 be 50 00 00 00

00 00 00 00 00 00 00

00 00 14 00 00 00 4d

45 54 41 2d 49 4e 46

2f 4d 41 4e 49 46 45

53 54 2e 4d 46 3 4d

cc cb 4c 4b 2d 2e d1

0d 4b 2d 2a ce cc cf

b3 52 30 d4 33 e0 e5

f2 4d cc cc d3 75 ce

49 2c 2e b6 52 28 d3

03 cl 64 5e 2e 5e 2e

00 50 4b 07 08 be 3c

e2 8e 2d 00 00 00 2e

00 00 00 50 4b 03 04

14 00 08 08 08 00 Oc

33 be 50 00 00 00 00

00 00 00 00 00 00 00

00 07 00 00 00 31 32

37 342e 3137010

07 1f f8 57 5d e3 c1 93

2f11 05 50 fd dO f5 Od

4529 78 fc 20 92 72

5a 88 c8 29 5b 48 53

a7 a7 4d 5e 5 Oe 38

a5 8e a2 78 6a 68 f5

success or wait 1 40BOA9 WriteFile

C:\Users\user\AppData\Roaming\2.exe unknown 0 success or wait 2 40AA0D WriteFile
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File Path
C:\Users\user\AppData\Roaming\2.exe

C:\Users\user\AppData\Roaming\3.exe
C:\Users\user\AppData\Roaming\3.exe

C:\Users\user\AppData\Roaming\4.exe

Copyright null 2020

Offset Length Value

unknown 696320 4d 5a 50 00 02 00 00

unknown O

unknown 65536

unknown O

00 04 00 0f 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 1a 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 01 00 00
ba 10 00 Oe 1f b4 09
cd 21 b8 01 4c cd 21
90 90 54 68 69 73 20
7072 6f 67 72 61 6d
20 6d 75 73 74 20 62
6520 72 75 6e 20 75
6e 64 65 72 20 57 69
6e 33 32 0d Oa 24 37
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 b8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d Oa 24
00 00 00 00 00 00 00
8b 23 c4 db cf 42 aa
88 cf 42 aa 88 cf 42 aa
88 4c 5e a4 88 ce 42
aa 88 80 60 a3 88 cd
42 aa 889 64 a7 88
ce 42 aa 88 52 69 63
68 cf 42 aa 88 00 00
00 00 00 00 00 00 50
45 00 00 4c 01 03 00
be 90 35 50 00 00 00
00 00 00 00 00 €0 00
0f 01 Ob 01 06 00 00
c0 00 00 00 30 00 00
00 00 00 00 b0 15 00
00 00 10 00 00 00 dO
00 00 00 00 40 00 00
10 00 00 00 10 00 00
04 00 00 00 02 00 07

Source

Ascii Completion Count Address Symbol

MZP....coeveeeen. @..... success or wait 1 40B0OA9 WriteFile

.L.1..This program
must be run under
Win32..$7

success or wait 2 40AAOD WriteFile
success or wait 1 40BOA9 WriteFile
............ 1..L.IThis program
cannot be run in DOS
mode....
.#..B..B..B.L"..B
B...d...B..Rich.B......
success or wait 2 40AAOD WriteFile
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File Path
C:\Users\user\AppData\Roaming\4.exe

C:\Users\user\AppData\Roaming\5.exe
C:\Users\user\AppData\Roaming\5.exe

C:\Users\user\AppData\Roaming\6.exe

Copyright null 2020

Offset Length Value

unknown 2700800 4d 5a 90 00 03 00 00

unknown O

unknown 11776

unknown O

00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 e8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d Oa 24
00 00 00 00 00 00 00
17 03 07 f2 53 62 69
al 5362 69 al 53 62
69 al 3c 14 c2 al 5a
6269 al 3c 14 f7 al
5a 62 69 al 3c 14 c3
al 6b 62 69 al 5a la
faal 56 62 69 al 53
62 68 al 32 62 69 al
3c 14 c6 al 52 62 69
al 3c 14 f3 al 52 62
69 al 3c 14 f4 al 52
62 69 al 52 69 63 68
5362 69 al 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 50
45 00 00 4c 01 04 00
2b 3d e4 5d 00 00 00
00 00 00 00 00 €0 00
03

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 80 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 732070 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24
00 00 00 00 00 00 00
50 45 00 00 4c 01 03
00 fd 43 ac 57 00 00
00 00 00 00 00 00 e0
00 02 01 Ob 01 Ob 00
00 24 00 00 00 08 00
00 00 00 00 00 be 43
00 00 00 20 00 00 00
60 00 00 00 00 40 00
00 20 00 00 00 02 00
00 04 00 00 00 00 00
00 00 04 00 00 00 00
00 00 00 00 a0 00 00
00 02 00 00 00 00 00
00 03 00 40 85 00 00
10 00 00 10 00 00 00
00 10 00 00 10 00 00
00 00 00 00 10 00 00
00 00 00 00 00 00 00
00

Source

Ascii Completion Count Address Symbol

success or wait 1 40BOA9 WriteFile

.L.!This program

cannot be run in DOS
mode....

S Sbi.Sbi.Shi.<...Zbi.
<...Zbi.<...kbi.Z...Vbi.Sbh.
2bi.<...Rbi.<...Rbi.
<...Rbi.Ri

success or wait 2 40AAOD WriteFile
success or wait 1 40BOA9 WriteFile
............ 1..L.IThis program
cannot be run in DOS
success or wait 2 40AAOD WriteFile
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File Path

C:\Users\user\AppData\Roaming\6.exe

C:\Users\user\AppData\Roaming\7.exe
C:\Users\user\AppData\Roaming\7.exe

C:\Users\user\AppData\Roaming\8.exe

Copyright null 2020

Offset Length Value

unknown 232605 4d 5a 90 00 03 00 00

unknown O

unknown 65536

unknown O

00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 80 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 732070 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24
00 00 00 00 00 00 00
50 45 00 00 4c 01 04
00 81 e0 cf 5e 00 00
00 00 00 00 00 00 e0
00 0f 01 Ob 01 02 32
00 36 00 00 00 28 03
00 00 00 00 00 b0 1a
00 00 00 10 00 00 00
50 00 00 00 00 40 00
00 10 00 00 00 02 00
00 04 00 00 00 00 00
00 00 04 00 00 00 00
00 00 00 00 90 03 00
00 04 00 00 85 ef 03
00 02 00 00 00 00 00
10 00 00 10 00 00 00
00 10 00 00 10 00 00
00 00 00 00 10 00 00
00 00 00 00 00 00 00
00

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 b8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d Oa 24
00 00 00 00 00 00 00
8b 23 c4 db cf 42 aa
88 cf 42 aa 88 cf 42 aa
88 4c 5e a4 88 ce 42
aa 88 80 60 a3 88 cd
42 aa 889 64 a7 88
ce 42 aa 88 52 69 63
68 cf 42 aa 88 00 00
00 00 00 00 00 00 50
45 00 00 4c 01 03 00
eb 6d 4f 4c 00 00 00
00 00 00 00 00 €0 00
0f 01 Ob 01 06 00 00
c0 00 00 00 30 00 00
00 00 00 00 b0 15 00
00 00 10 00 00 00 dO
00 00 00 00 40 00 00
10 00 00 00 10 00 00
04 00 00 00 02 00 03

cannot be run in DOS

............ 1..L.IThis program

cannot be run in DOS
mode....

......B...d...B..Rich.B......
N 2 [N B 1 (©) |

.L.!This program

st Bood Boe Bl L sesl =3

Completion

success or wait

success or wait

success or wait

success or wait

Source

Count Address Symbol

1

2
1

2

40BOA9 WriteFile

40AAOD WriteFile
40B0OA9 WriteFile

40AAOD WriteFile
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File Path
C:\Users\user\AppData\Roaming\8.exe

C:\Users\user\AppData\Roaming\9.exe
C:\Users\user\AppData\Roaming\9.exe

C:\Users\user\AppData\Roaming\10.exe

Copyright null 2020

Offset Length
unknown 682496

unknown O

unknown 762368

unknown O

Value

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 80 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 732070 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24
00 00 00 00 00 00 00
5045 00 00 4c 01 03
00 d9 63 82 5e 00 00
00 00 00 00 00 00 e0
00 02 01 Ob 01 08 00
00 54 0a 00 00 14 00
00 00 00 00 00 9e 73
0a 00 00 20 00 00 00
80 0a 00 00 00 40 00
00 20 00 00 00 02 00
00 04 00 00 00 00 00
00 00 04 00 00 00 00
00 00 00 00 c0 0a 00
00 02 00 00 00 00 00
00 02 00 60 85 00 00
10 00 00 10 00 00 00
00 10 00 00 10 00 00
00 00 00 00 10 00 00
00 00 00 00 00 00 00
00

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 80 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 732070 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24
00 00 00 00 00 00 00
50 45 00 00 4c 01 03
00 37 c6 9c d5 00 00
00 00 00 00 00 00 e0
00 02 01 Ob 01 30 00
00 be 06 00 00 e2 04
00 00 00 00 00 a2 ce
06 00 00 20 00 00 00
€0 06 00 00 00 40 00
00 20 00 00 00 02 00
00 04 00 00 00 00 00
00 00 04 00 00 00 00
00 00 00 00 e0 Ob 00
00 02 00 00 00 00 00
00 02 00 40 85 00 00
10 00 00 10 00 00 00
00 10 00 00 10 00 00
00 00 00 00 10 00 00
00 00 00 00 00 00 00
00

Source

Ascii Completion Count Address Symbol

success or wait 1 40BOA9 WriteFile

.L.!This program
cannot be run in DOS
mode....

[ | B T

success or wait 2 40AAOD WriteFile
success or wait 1 40BOA9 WriteFile
............ 1..L.IThis program
cannot be run in DOS
mode....
$......PE..L..7.
success or wait 2 40AAOD WriteFile
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File Path
C:\Users\user\AppData\Roaming\10.exe

C:\Users\user\AppData\Roaming\11.exe
C:\Users\user\AppData\Roaming\11.exe

C:\Users\user\AppData\Roaming\12.exe

Copyright null 2020

Offset Length
unknown 421888

unknown O

unknown 367104

unknown O

Value

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 e8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d Oa 24
00 00 00 00 00 00 00
17 83 09 f2 53 2 67
al 53 e2 67 al 53 e2
67 al 3c 94 cc al 5a
e267al3c94f9al
5ae2 67 al3c94cd
al 6b e2 67 al 5a 9a
f4 al 56 e2 67 al 53
e2 66 al Oc e2 67 al
3c 94 c8al52e267
al3c 94 fdal52e2
67 al 3c 94 faal 52
e2 67 al 52 69 63 68
53 e2 67 al 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 50
45 00 00 4c 01 03 00
66 7 1e 5d 00 00 00
00 00 00 00 00 €0 00
03

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 80 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d Oa 24
00 00 00 00 00 00 00
50 45 00 00 4c 01 03
00 f2 03 13 ff 00 00 00
00 00 00 00 00 €0 00
02 01 Ob 01 30 00 00
90 05 00 00 08 00 00
00 00 00 00 ee ae 05
00 00 20 00 00 00 cO
05 00 00 00 40 00 00
20 00 00 00 02 00 00
04 00 00 00 00 00 00
00 04 00 00 00 00 00
00 00 00 00 06 00 00
02 00 00 00 00 00 00
02 00 40 85 00 00 10
00 00 10 00 00 00 00
10 00 00 10 00 00 00
00 00 00 10 00 00 00
00 00 00 00 00 00 00

Source

Ascii Completion Count Address Symbol

success or wait 1 40BOA9 WriteFile

.L.!This program

cannot be run in DOS
mode....
$..........5.0.5.9.S.9.<..Z.
g.<..Z.g.<..k.g.Z..V.g.Sf.
.g<..R.g.<.R.g<..RgRi
chS.g..cccocevienne PE..L...
foloen

success or wait 2 40AAOD WriteFile
success or wait 1 40BOA9 WriteFile
............ 1..L.IThis program
cannot be run in DOS
mode....
$...
success or wait 2 40AAOD WriteFile
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File Path
C:\Users\user\AppData\Roaming\12.exe

C:\Users\user\AppData\Roaming\13.exe
C:\Users\user\AppData\Roaming\13.exe

C:\Users\user\AppData\Roaming\14.exe

Copyright null 2020

Offset Length Value

unknown 207872 4d 5a 90 00 03 00 00

unknown O

unknown 69632

unknown O

00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 80 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 732070 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24
00 00 00 00 00 00 00
5045 00 00 4c 01 03
00 12 44 ac 57 00 00
00 00 00 00 00 00 e0
00 02 01 Ob 01 Ob 00
00 a4 02 00 00 86 00
00 00 00 00 00 Oe c3
02 00 00 20 00 00 00
€0 02 00 00 00 40 00
00 20 00 00 00 02 00
00 04 00 00 00 00 00
00 00 04 00 00 00 00
00 00 00 00 a0 03 00
00 02 00 00 00 00 00
00 02 00 40 85 00 00
10 00 00 10 00 00 00
00 10 00 00 10 00 00
00 00 00 00 10 00 00
00 00 00 00 00 00 00
00

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 b8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d Oa 24
00 00 00 00 00 00 00
75 9ff9 db 31 fe 97 88
31 fe 97 88 31 fe 97 88
b2 e2 99 88 30 fe 97
88 7e dc 9e 88 30 fe
97 88 07 d8 9a 88 30
fe 97 88 52 69 63 68
31 fe 97 88 00 00 00
00 00 00 00 00 50 45
00 00 4c 01 03 00 de
b5 6a 52 00 00 00 00
00 00 00 00 €0 00 Of
01 0b 01 06 00 00 €0
00 00 00 20 00 00 00
00 00 00 b4 15 00 00
00 10 00 00 00 fo 00
00 00 00 40 00 00 10
00 00 00 10 00 00 04
00 00 00 01 00 00

Source

Ascii Completion Count Address Symbol

success or wait 1 40BOA9 WriteFile

.L.!This program
cannot be run in DOS
mode....
$......PE..L..D.W.

success or wait 2 40AAOD WriteFile
success or wait 1 40BOA9 WriteFile

............ 1..L.IThis program

cannot be run in DOS

mode....

$....... u..1.1..1....0.

..~...0.......0...Rich1.......

.PE..L....JR...

success or wait 2 40AAOD WriteFile
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File Path
C:\Users\user\AppData\Roaming\14.exe

C:\Users\user\AppData\Roaming\15.exe
C:\Users\user\AppData\Roaming\15.exe

C:\Users\user\AppData\Roaming\16.exe

Copyright null 2020

Offset Length Value

unknown 507904 4d 5a 90 00 03 00 00

unknown O

unknown 65536

unknown O

00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 f0 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 732070 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
50 45 00 00 4c 01 03
00 7e 88 80 5¢ 00 00
00

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 b8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d Oa 24
00 00 00 00 00 00 00
8b 23 c4 db cf 42 aa
88 cf 42 aa 88 cf 42 aa
88 4c 5e a4 88 ce 42
aa 88 80 60 a3 88 cd
42 aa 889 64 a7 88
ce 42 aa 88 52 69 63
68 cf 42 aa 88 00 00
00 00 00 00 00 00 50
45 00 00 4c 01 03 00
87 d5 0b 51 00 00 00
00 00 00 00 00 €0 00
0f 01 Ob 01 06 00 00
c0 00 00 00 30 00 00
00 00 00 00 84 15 00
00 00 10 00 00 00 dO
00 00 00 00 40 00 00
10 00 00 00 10 00 00
04 00 00 00 02 00 04

Source

Ascii Completion Count Address Symbol

success or wait 1 40BOA9 WriteFile

. .L.!This program
cannot be run in DOS
mode....

success or wait 2 40AAOD WriteFile
success or wait 1 40BOA9 WriteFile
............ 1..L.IThis program
cannot be run in DOS
mode....
$......#.B..B..B.L"..B
......B...d...B..Rich.B......
....PE..L.
success or wait 2 40AAOD WriteFile
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File Path
C:\Users\user\AppData\Roaming\16.exe

C:\Users\user\AppData\Roaming\17.exe
C:\Users\user\AppData\Roaming\17.exe

C:\Users\user\AppData\Roaming\18.exe

Copyright null 2020

Offset Length
unknown 94720

unknown O

unknown 508416

unknown O

Value

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 c8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d Oa 24
00 00 00 00 00 00 00
€0 67 61 54 a4 06 Of
07 a4 06 0f 07 a4 06 Of
07 ad 7e 9c 07 a7 06
0f 07 a4 06 Oe 07 ae
06 0f 07 bf 9b a1 07 af
06 0f 07 bf 9b 92 07 a5
06 0f 07 52 69 63 68
a4 06 0f 07 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 50
45 00 00 4c 01 03 00
72 af b8 58 00 00 00
00 00 00 00 00 e0 00
03 01 Ob 01 0Oa 00 00
9e 00 00 00 d4 00 00
00 00 00 00 dO a9 00
00 00 10 00 00 00 bO
00 00 00 00 40

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 f0 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 732070 72
6f67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
5045 00 00 4c 01 03
00 4e ea 6d 5d 00 00
00

Source

Ascii Completion Count Address Symbol

success or wait 1 40BOA9 WriteFile

. .L.!This program
cannot be run in DOS
mode....

success or wait 2 40AAOD WriteFile
MZ..oooiiiiiiiiiens @..... success or wait 1 40B0OA9 WriteFile
. .L.!This program
cannot be run in DOS
mode..
B

success or wait 2 40AAOD WriteFile
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File Path
C:\Users\user\AppData\Roaming\18.exe

C:\Users\user\AppData\Roaming\19.exe
C:\Users\user\AppData\Roaming\19.exe

C:\Users\user\AppData\Roaming\20.exe

Copyright null 2020

Offset Length Value

unknown 420864 4d 5a 90 00 03 00 00

unknown O

unknown 65536

unknown O

00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 80 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 732070 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24
00 00 00 00 00 00 00
5045 00 00 4c 01 03
00 aa 19 d0 5e 00 00
00 00 00 00 00 00 e0
00 Oe 01 Ob 01 06 00
00 e2 05 00 00 88 00
00 00 00 00 00 96 01
06 00 00 20 00 00 00
20 06 00 00 00 40 00
00 20 00 00 00 02 00
00 04 00 00 00 00 00
00 00 04 00 00 00 00
00 00 00 00 e0 06 00
00 02 00 00 00 00 00
00 02 00 40 85 00 00
10 00 00 10 00 00 00
00 10 00 00 10 00 00
00 00 00 00 10 00 00
00 00 00 00 00 00 00
00

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 b8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d Oa 24
00 00 00 00 00 00 00
8b 23 c4 db cf 42 aa
88 cf 42 aa 88 cf 42 aa
88 4c 5e a4 88 ce 42
aa 88 80 60 a3 88 cd
42 aa 889 64 a7 88
ce 42 aa 88 52 69 63
68 cf 42 aa 88 00 00
00 00 00 00 00 00 50
45 00 00 4c 01 03 00
73 bb ec 59 00 00 00
00 00 00 00 00 €0 00
0f 01 Ob 01 06 00 00
c0 00 00 00 30 00 00
00 00 00 00 1c 15 00
00 00 10 00 00 00 dO
00 00 00 00 40 00 00
10 00 00 00 10 00 00
04 00 00 00 02 00 04

Source

Ascii Completion Count Address Symbol

success or wait 1 40BOA9 WriteFile

.L.!This program
cannot be run in DOS
mode....
$.....PE..L

success or wait 2 40AAOD WriteFile
success or wait 1 40BOA9 WriteFile
............ 1..L.IThis program
cannot be run in DOS
mode....
$.....#.B..B..B.L"..B
......B...d...B..Rich.B......
....PE.L..s.Y..
success or wait 2 40AAOD WriteFile
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File Path
C:\Users\user\AppData\Roaming\20.exe

C:\Users\user\AppData\Roaming\21.exe
C:\Users\user\AppData\Roaming\21.exe

C:\Users\user\AppData\Roaming\22.exe

Copyright null 2020

Offset Length
unknown 65536

unknown O

unknown 397312

unknown O

Value

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 b8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d Oa 24
00 00 00 00 00 00 00
8b 23 c4 db cf 42 aa
88 cf 42 aa 88 cf 42 aa
88 4c 5e a4 88 ce 42
aa 88 80 60 a3 88 cd
42 aa 889 64 a7 88
ce 42 aa 88 52 69 63
68 cf 42 aa 88 00 00
00 00 00 00 00 00 50
45 00 00 4c 01 03 00
7d f7 23 57 00 00 00
00 00 00 00 00 €0 00
0f 01 Ob 01 06 00 00
c0 00 00 00 30 00 00
00 00 00 00 94 15 00
00 00 10 00 00 00 dO
00 00 00 00 40 00 00
10 00 00 00 10 00 00
04 00 00 00 02 00 02

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 80 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 732070 72
6f67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24
00 00 00 00 00 00 00
50 45 00 00 4c 01 03
00 ae 87 d2 5e 00 00
00 00 00 00 00 00 e0
00 02 01 Ob 01 30 00
00 04 06 00 00 0a 00
00 00 00 00 00 9e 22
06 00 00 20 00 00 00
40 06 00 00 00 40 00
00 20 00 00 00 02 00
00 04 00 00 00 00 00
00 00 04 00 00 00 00
00 00 00 00 80 06 00
00 02 00 00 00 00 00
00 02 00 40 85 00 00
10 00 00 10 00 00 00
00 10 00 00 10 00 00
00 00 00 00 10 00 00
00 00 00 00 00 00 00
00

Source

Ascii Completion Count Address Symbol

success or wait 1 40BOA9 WriteFile

.L.!This program
cannot be run in DOS
mode....
$......#.B..B..B.L"..B
B...d...B..Rich.B.

success or wait 2 40AAOD WriteFile
MZ..oooiiiiiiiiiens @..... success or wait 1 40B0OA9 WriteFile
. .L.!This program
cannot be run in DOS

success or wait 2 40AAOD WriteFile
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File Path
C:\Users\user\AppData\Roaming\22.exe

C:\Users\user\AppData\Roaming\23.exe
C:\Users\user\AppData\Roaming\23.exe

C:\Users\user\AppData\Roaming\24.exe

Copyright null 2020

Offset Length

Value

unknown 1547264 4d 5a 90 00 03 00 00

unknown O

unknown 131072

unknown O

00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 80 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d Oa 24
00 00 00 00 00 00 00
50 45 00 00 4c 01 05
00 93 cb cb 5e 00 00
00 00 00 00 00 00 e0
00 02 01 Ob 01 Ob 00
00 ac 00 00 00 ec 16
00 00 00 00 00 Oa 20
18 00 00 00 17 00 00
20 00 00 00 00 40 00
00 20 00 00 00 02 00
00 04 00 00 00 00 00
00 00 04 00 00 00 00
00 00 00 00 40 18 00
00 04 00 00 00 00 00
00 02 00 40 85 00 00
10 00 00 10 00 00 00
00 10 00 00 10 00 00
00 00 00 00 10 00 00
00 00 00 00 00 00 00
00

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 b8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d Oa 24
00 00 00 00 00 00 00
8b 23 c4 db cf 42 aa
88 cf 42 aa 88 cf 42 aa
88 4c 5e a4 88 ce 42
aa 88 80 60 a3 88 cd
42 aa 889 64 a7 88
ce 42 aa 88 52 69 63
68 cf 42 aa 88 00 00
00 00 00 00 00 00 50
45 00 00 4c 01 03 00
03 a2 1e 5a 00 00 00
00 00 00 00 00 €0 00
0f 01 Ob 01 06 00 00
c0 00 00 00 30 01 00
00 00 00 00 14 15 00
00 00 10 00 00 00 dO
00 00 00 00 40 00 00
10 00 00 00 10 00 00
04 00 00 00 02 00 01

Source

Ascii Completion Count Address Symbol

success or wait 1 40BOA9 WriteFile

.L.!This program
cannot be run in DOS
mode....
$.....PE..L

success or wait 2 40AAOD WriteFile
success or wait 1 40BOA9 WriteFile
............ 1..L.IThis program
cannot be run in DOS
mode....
$......#.B..B..B.L"..B
......B...d...B..Rich.B......
....PE..L.
success or wait 2 40AAOD WriteFile
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File Path
C:\Users\user\AppData\Roaming\24.exe

C:\Users\user\AppData\Roaming\25.exe
C:\Users\user\AppData\Roaming\25.exe

C:\Users\user\AppData\Roaming\26.exe

Copyright null 2020

Offset Length Value

unknown 409088 4d 5a 90 00 03 00 00

unknown O

unknown 65536

unknown O

00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 80 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 732070 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24
00 00 00 00 00 00 00
5045 00 00 4c 01 03
00 7c 71 d2 5e 00 00
00 00 00 00 00 00 e0
00 02 01 Ob 01 30 00
00 32 06 00 00 0a 00
00 00 00 00 00 12 50
06 00 00 20 00 00 00
60 06 00 00 00 40 00
00 20 00 00 00 02 00
00 04 00 00 00 00 00
00 00 04 00 00 00 00
00 00 00 00 a0 06 00
00 02 00 00 00 00 00
00 02 00 40 85 00 00
10 00 00 10 00 00 00
00 10 00 00 10 00 00
00 00 00 00 10 00 00
00 00 00 00 00 00 00
00

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 b8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d Oa 24
00 00 00 00 00 00 00
8b 23 c4 db cf 42 aa
88 cf 42 aa 88 cf 42 aa
88 4c 5e a4 88 ce 42
aa 88 80 60 a3 88 cd
42 aa 889 64 a7 88
ce 42 aa 88 52 69 63
68 cf 42 aa 88 00 00
00 00 00 00 00 00 50
45 00 00 4c 01 03 00
6¢ 9b fa 57 00 00 00
00 00 00 00 00 €0 00
0f 01 Ob 01 06 00 00
c0 00 00 00 30 00 00
00 00 00 00 90 15 00
00 00 10 00 00 00 dO
00 00 00 00 40 00 00
10 00 00 00 10 00 00
04 00 00 00 02 00 08

Source

Ascii Completion Count Address Symbol

success or wait 1 40BOA9 WriteFile

.L.!This program
cannot be run in DOS
mode....

$

success or wait 2 40AAOD WriteFile
success or wait 1 40BOA9 WriteFile
............ 1..L.IThis program
cannot be run in DOS
mode....
$.....#.B..B..B.L"..B
......B...d...B..Rich.B......
....PE..L.
success or wait 2 40AAOD WriteFile
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File Path
C:\Users\user\AppData\Roaming\26.exe

C:\Users\user\AppData\Roaming\27.exe
C:\Users\user\AppData\Roaming\27.exe

C:\Users\user\AppData\Roaming\28.exe

Copyright null 2020

Offset Length
unknown 590336

unknown O

unknown 642560

unknown O

Value

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 80 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d Oa 24
00 00 00 00 00 00 00
50 45 00 00 4c 01 05
00 ce 31 36 ca 00 00
00 00 00 00 00 00 e0
00 02 01 Ob 01 30 00
00 7a 01 00 00 84 07
00 00 00 00 00 Oa 60
09 00 00 a0 07 00 00
20 00 00 00 00 40 00
00 20 00 00 00 02 00
00 04 00 00 00 00 00
00 00 04 00 00 00 00
00 00 00 00 80 09 00
00 04 00 00 00 00 00
00 02 00 40 85 00 00
10 00 00 10 00 00 00
00 10 00 00 10 00 00
00 00 00 00 10 00 00
00 00 00 00 00 00 00
00

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 80 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 732070 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24
00 00 00 00 00 00 00
50 45 00 00 4c 01 04
00 Of 1f d2 5e 00 00 00
00 00 00 00 00 e0 00
0f 01 Ob 01 02 32 00
64 07 00 00 66 02 00
00 00 00 00 10 65 07
00 00 10 00 00 00 80
07 00 00 00 40 00 00
10 00 00 00 02 00 00
04 00 00 00 00 00 00
00 04 00 00 00 00 00
00 00 00 00 0a 00 00
04 00 00 00 00 00 00
02 00 00 00 00 00 10
00 00 10 00 00 00 00
10 00 00 10 00 00 00
00 00 00 10 00 00 00
00 00 00 00 00 00 00

Source

Ascii Completion Count Address Symbol

success or wait 1 40BOA9 WriteFile

.L.!This program
cannot be run in DOS
mode....

$

success or wait 2 40AAOD WriteFile
success or wait 1 40BOA9 WriteFile
............ 1..L.IThis program
cannot be run in DOS
mode....
success or wait 2 40AAOD WriteFile
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File Path
C:\Users\user\AppData\Roaming\28.exe

C:\Users\user\AppData\Roaming\29.exe
C:\Users\user\AppData\Roaming\29.exe

C:\Users\user\AppData\Roaming\30.exe

Copyright null 2020

Offset Length
unknown 65536

unknown O

unknown 2768896

unknown O

Value

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 b8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d Oa 24
00 00 00 00 00 00 00
8b 23 c4 db cf 42 aa
88 cf 42 aa 88 cf 42 aa
88 4c 5e a4 88 ce 42
aa 88 80 60 a3 88 cd
42 aa 889 64 a7 88
ce 42 aa 88 52 69 63
68 cf 42 aa 88 00 00
00 00 00 00 00 00 50
45 00 00 4c 01 03 00
d4 86 54 4d 00 00 00
00 00 00 00 00 €0 00
0f 01 Ob 01 06 00 00
c0 00 00 00 30 00 00
00 00 00 00 ac 15 00
00 00 10 00 00 00 dO
00 00 00 00 40 00 00
10 00 00 00 10 00 00
04 00 00 00 02 00 02

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 e8 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 732070 72
6f67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 50
4500 00 4c 01 04 00
47 da 80 5c 00 00 00
00 00 00 00 00 e0 00
03

Source

Ascii Completion Count Address Symbol

success or wait 1 40BOA9 WriteFile

.L.!This program
cannot be run in DOS
mode....
$......#.B..B..B.L"..B
B...d...B..Rich.B.

success or wait 2 40AAOD WriteFile
MZ..oooiiiiiiiiiens @..... success or wait 1 40B0OA9 WriteFile
. .L.!This program
cannot be run in DOS
mode..
B

success or wait 2 40AAOD WriteFile

Page 83 of 361



File Path
C:\Users\user\AppData\Roaming\30.exe

C:\Users\user\AppData\Roaming\31.exe
C:\Users\user\AppData\Roaming\31.exe

File Path

Offset Length Value

unknown 1470976 4d 5a 90 00 03 00 00

unknown 0

unknown 65536

00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 08 01 00 00
Oe 1f ba Oe 00 b4 09

cd 21 b8 01 4c cd 21

54 68 69 732070 72
6f 67 72 61 6d 20 63

61 6e 6e 6f 74 20 62

6520 72 75 6e 20 69

6e 20 44 4f 53 20 6d 6f

64 65 2e 0d 0d Oa 24
00 00 00 00 00 00 00
fd 64 c8 9e b9 05 a6
cd b9 05 a6 cd b9 05
a6 cd 27 a5 61 cd b8
05 a6 cd 48 c3 6b cd
8a 05 a6 cd 48 c3 68
cd 17 05 a6 cd 48 c3
69 cd 8b 05 a6 cd b0
7d 25 cd b0 05 a6 cd
b0 7d 35 cd 9c 05 a6
cd b9 05 a7 cd ad 07

a6 cd df eb 7e cd f4 05

a6 cd df eb 6b cd bb

05 a6 cd df eb 6f cd b8

05 a6 cd b9 05 31 cd
b8 05 a6 cd df eb 6a
cd b8 05 a6 cd 52 69
63 68 b9 05 a6 cd 00
00 00 00 00 00 00

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 b8 00 00 00
Oe 1f ba Oe 00 b4 09

cd 21 b8 01 4c cd 21

54 68 69 732070 72
6f 67 72 61 6d 20 63

61 6e 6e 6f 74 20 62

6520 72 75 6e 20 69

6e 20 44 4f 53 20 6d 6f

64 65 2e 0d 0d Oa 24
00 00 00 00 00 00 00
8b 23 c4 db cf 42 aa

88 cf 42 aa 88 cf 42 aa

88 4c 5e a4 88 ce 42
aa 88 80 60 a3 88 cd
42 aa 889 64 a7 88
ce 42 aa 88 52 69 63
68 cf 42 aa 88 00 00
00 00 00 00 00 00 50
45 00 00 4c 01 03 00
2a a9 67 51 00 00 00
00 00 00 00 00 €0 00
0f 01 Ob 01 06 00 00
c0 00 00 00 30 00 00
00 00 00 00 1c 15 00
00 00 10 00 00 00 dO
00 00 00 00 40 00 00
10 00 00 00 10 00 00
04 00 00 00 03 00 00

Offset

Source

Ascii Completion Count Address Symbol

success or wait 1 40BOA9 WriteFile

. .L.!This program
cannot be run in DOS
mode....

success or wait 2 40AAOD WriteFile
MZ..oooiiiiiiiiien, @..... success or wait 1 40B0OA9 WriteFile
. .L.!This program
cannot be run in DOS
mode....
$......#.B..B..B.L"..B
......B...d...B..Rich.B......
wPE.LL.50Qu e
Source
Length Completion Count Address Symbol

Analysis Process: cmd.exe PID: 6028 Parent PID: 6020

General
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Start time: 09:25:21

Start date: 24/11/2020

Path: C:\Windows\System32\cmd.exe

Wow64 process (32bit): false

Commandline: ‘C:\Windows\sysnative\cmd.exe' /c 'C:\Users\user\AppData\Local\Temp\F93E.tmp\F93
F.tmp\F940.bat C:\Users\user\Desktop\31.exe'

Imagebase: 0x7ff7eef80000

File size: 273920 bytes

MD5 hash: 4E2ACF4F8A396486AB4268C94A6A245F

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Activities

Source
File Path Access Attributes Options Completion Count Address Symbol
File Read
Source
File Path Offset Length Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\F93E.tmp\F93F.tmp\F940.bat unknown 8191 success or wait 33 7TFF7EEF8F404 ReadFile
C:\Users\user\AppData\Local\Temp\F93E.tmp\F93F.tmp\F940.bat unknown 8191 end of file 1 7TFF7EEF8F404 ReadFile
C:\Users\user\AppData\Local\Temp\F93E.tmp\F93F.tmp\F940.bat unknown 8191 end of file 1 7TFF7EEF8F404 ReadFile
C:\Users\user\AppData\Local\Temp\F93E.tmp\F93F.tmp\F940.bat unknown 8191 end of file 1 7TFF7EEF8F404 ReadFile
Registry Activities
Source
Key Path Name Type Data Completion Count Address Symbol
Analysis Process: conhost.exe PID: 4388 Parent PID: 6028
General
Start time: 09:25:21
Start date: 24/11/2020
Path: C:\Windows\System32\conhost.exe
Wow64 process (32bit): false
Commandline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
Imagebase: 0x7ff7ecfc0000
File size: 625664 bytes
MDS5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: high
Analysis Process: javaw.exe PID: 4656 Parent PID: 6028
General
Start time: 09:25:22
Start date: 24/11/2020
Path: C:\Program Files (x86)\Java\jre1.8.0_211\bin\javaw.exe
Wow64 process (32bit): true
Commandline: 'C:\Program Files (x86)\Java\jre1.8.0_211\bin\javaw.exe' -jar 'C:\Users\user\AppData\Roami
ng\l.jar'
Imagebase: 0xe0000
File size: 192376 bytes
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MDS5 hash: 4BFEB2F64685DA09DEBB95FB981D4F65

Has elevated privileges: true
Has administrator privileges: true
Programmed in: Java
Yara matches: e Rule: JoeSecurity_Allatori_JAR_Obfuscator, Description: Yara detected

Allatori_JAR_Obfuscator, Source:
00000003.00000003.277524584.0000000002178000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Allatori_JAR_Obfuscator, Description: Yara detected
Allatori_JAR_Obfuscator, Source:
00000003.00000003.262372271.0000000002178000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Allatori_JAR_Obfuscator, Description: Yara detected
Allatori_JAR_Obfuscator, Source:
00000003.00000003.250295715.0000000002091000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Allatori_JAR_Obfuscator, Description: Yara detected
Allatori_JAR_Obfuscator, Source:
00000003.00000002.649277074.0000000002178000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Allatori_JAR_Obfuscator, Description: Yara detected
Allatori_JAR_Obfuscator, Source:
00000003.00000003.289049530.0000000002178000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Allatori_JAR_Obfuscator, Description: Yara detected
Allatori_JAR_Obfuscator, Source:
00000003.00000003.334171362.0000000002178000.00000004.00000001.sdmp, Author:
Joe Security

Reputation: moderate

File Activities

File Created
Source
File Path Access Attributes Options Completion Count Address  Symbol
C:\Users\user\AppData\Local\Temp\hsperfdata_user read data or list device directory file | success or wait 1 6DDA8C5B CreateDirectoryA
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local\Temp\hsperfdata_user\4656 read attributes | device synchronous io  success or wait 1 6DDA8D58 CreateFileA
delete | syn non alert | non
chronize | directory file |
generic read | delete on close
generic write
C:\ProgramData\Oracle\Java\.oracle_jre_usage read data or list device directory file | success or wait 1 6DBB845C CreateDirectoryW
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\ProgramData\Oracle\Java\.oracle_jre_usage\cce3fe3b0d8d83e read attributes | device synchronous io  success or wait 1 6DBB8OCF CreateFileW
2.timestamp synchronize | non alert | non
generic read | directory file |
generic write open reparse
point
C:\Users\user\AppData\Roaming\Microsoft read data or list device directory file | object name collision 1 6DBB7663 unknown
directory | synchronous io
synchronize non alert | open
for backup ident
C:\Users\user\AppData\Roaming\Microsoft\Crypto read data or list device directory file | success or wait 1 6DBB7663 unknown
directory | synchronous io
synchronize non alert | open
for backup ident
C:\Users\user\AppData\Roaming\Microsoft\Crypto\RSA read data or list device directory file | success or wait 1 6DBB7663 unknown
directory | synchronous io
synchronize non alert | open
for backup ident
C:\Users\user\AppData\Roaming\Microsoft\Crypto\RSA\S-1-5-21- read data or list device directory file | success or wait 1 6DBB7663 unknown
3853321935-2125563209-4053062332-1002 directory | synchronous io
synchronize non alert | open
for backup ident
C:\Users\user\AppData\Roaming\Microsoft read data or list device directory file | object name collision 1 6DBB7673 unknown
directory | synchronous io
synchronize non alert | open

for backup ident
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Source

File Path Access Attributes Options Completion Count Address  Symbol
C:\Users\user\AppData\Roaming\Microsoft\Crypto read data or list device directory file | object name collision 1 6DBB7673 unknown
directory | synchronous io
synchronize non alert | open

for backup ident

C:\Users\user\AppData\Roaming\Microsoft\Crypto\RSA read data or list device directory file | object name collision 1 6DBB7673 unknown
directory | synchronous io
synchronize non alert | open

for backup ident

C:\Users\user\AppData\Roaming\Microsoft\Crypto\RSA\S-1-5-21- read data or list device directory file | object name collision 1 6DBB7673 unknown
3853321935-2125563209-4053062332-1002 directory | synchronous io
synchronize non alert | open

for backup ident

C:\Users\user\AppData\Roaming\Microsoft read data or list device directory file | object name collision 1 6DBB7673 unknown
directory | synchronous io
synchronize non alert | open

for backup ident

C:\Users\user\AppData\Roaming\Microsoft\Crypto read data or list device directory file | object name collision 1 6DBB7673 unknown
directory | synchronous io
synchronize non alert | open

for backup ident

C:\Users\user\AppData\Roaming\Microsoft\Crypto\RSA read data or list device directory file | object name collision 1 6DBB7673 unknown
directory | synchronous io
synchronize non alert | open

for backup ident

C:\Users\user\AppData\Roaming\Microsoft\Crypto\RSA\S-1-5-21- read data or list device directory file | object name collision 1 6DBB7673 unknown
3853321935-2125563209-4053062332-1002 directory | synchronous io
synchronize non alert | open

for backup ident

C:\Users\user\AppData\Roaming\Microsoft\Crypto\RSA\S-1-5-21- read attributes | device sequential only | success or wait 1 6DBB7673 unknown
3853321935-2125563209-4053062332-1002\83aa4cc77f591dfc237458 synchronize | synchronous io
0Obbd95f6ba_d06ed635-68f6-4e9a-955¢c-4899f5f57h9a generic write non alert | non
directory file
C:\Users\user\AppData\Roaming\Microsoft read data or list device directory file | object name collision 1 6DBB7663 unknown
directory | synchronous io
synchronize non alert | open

for backup ident

C:\Users\user\AppData\Roaming\Microsoft\Crypto read data or list device directory file | object name collision 1 6DBB7663 unknown
directory | synchronous io
synchronize non alert | open

for backup ident

C:\Users\user\AppData\Roaming\Microsoft\Crypto\RSA read data or list device directory file | object name collision 1 6DBB7663 unknown
directory | synchronous io
synchronize non alert | open

for backup ident

C:\Users\user\AppData\Roaming\Microsoft\Crypto\RSA\S-1-5-21- read data or list device directory file | object name collision 1 6DBB7663 unknown
3853321935-2125563209-4053062332-1002 directory | synchronous io
synchronize non alert | open

for backup ident

C:\Users\user\qnodejs-node-v13.13.0-win-x64.lock read attributes | device synchronous io  success or wait 1 6DBB9D3D CreateFileW

synchronize | non alert | non

generic write directory file
C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node- read data or list device directory file | object path not found 1 6DBB845C CreateDirectoryW
v13.13.0-win-x64 directory | synchronous io

synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539 read data or list device directory file | success or wait 1 6DBB845C CreateDirectoryW
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\gqnodejs-node-v13.13.0-win-x64.tmp130965438539\node- read data or list device directory file | success or wait 1 6DBB845C CreateDirectoryW
v13.13.0-win-x64 directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point

C:\Users\user\gqnodejs-node-v13.13.0-win-x64.tmp130965438539\node- read attributes | device synchronous io  success or wait 1 6DBB9D3D CreateFileW
v13.13.0-win-x64\CHANGELOG.md synchronize | non alert | non

generic write directory file
C:\Users\user\gqnodejs-node-v13.13.0-win-x64.tmp130965438539\node- read attributes | device synchronous io  success or wait 1 6DBB9D3D CreateFileW
v13.13.0-win-x64\install_tools.bat synchronize | non alert | non

generic write directory file
C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node- read attributes | device synchronous io  success or wait 1 6DBB9D3D CreateFileW
v13.13.0-win-x64\LICENSE synchronize | non alert | non

generic write directory file
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\nodevars.bat

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_etw_provider.man

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\.licensee.json

C:\Users\user\gqnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\.mailmap

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\.npmignore

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\.npmrc

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\.travis.yml

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\AUTHORS

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\bin\node-gyp-bin

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\bin

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\bin\node-gyp-bin

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\bin\node-gyp-bin\node-gyp

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\bin\node-gyp-bin\node-gyp.cmd

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\bin\npm

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\bin\npm-cli.js

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\bin\npm.cmd
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Access

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

Attributes

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

Options

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

Completion

success or wait

success or wait

success or wait

object path not found

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

object path not found

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

6DBB9D3D

6DBB9D3D

6DBB9D3D

6DBB845C

6DBB845C

6DBB845C

6DBB9D3D

6DBB9D3D

6DBB9D3D

6DBB9D3D

6DBB9D3D

6DBB9D3D

6DBB845C

6DBB845C

6DBB845C

6DBB9D3D

6DBB9D3D

6DBB9D3D

6DBB9D3D

6DBB9D3D

Symbol
CreateFileWw

CreateFileWw

CreateFileWw

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateFileWw

CreateFilew

CreateFileWw

CreateFileWw

CreateFileWw

CreateFileWw

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateFileWw

CreateFileWw

CreateFileWw

CreateFileWw

CreateFileWw
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File Path

C:\Users\user\gqnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\bin\npx

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\bin\npx-cli.js

C:\Users\user\gqnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\bin\npx.cmd

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\CHANGELOG.md

C:\Users\user\gqnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\changelogs

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\changelogs\CHANGELOG-1.md

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\changelogs\CHANGELOG-2.md

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\changelogs\CHANGELOG-3.md

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\changelogs\CHANGELOG-4.md

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\changelogs\CHANGELOG-5.md

C:\Users\user\gqnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\configure

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\CONTRIBUTING.md

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\content\cli-commands

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\content

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\content

C:\Users\user\gqnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\content\cli-commands

C:\Users\user\gqnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\content\cli-commands\npm-
access.md

C:\Users\user\gqnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\content\cli-commands\npm-
adduser.md

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\content\cli-commands\npm-
audit.md
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Access

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

Attributes

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

Options

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

object path not found

object path not found

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Source
Count Address

1 6DBB9D3D
1 6DBB9D3D
1 6DBB9D3D
1 6DBB9D3D
1 6DBB845C
1 6DBB9D3D
1 6DBB9D3D
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File Path

C:\Users\user\gqnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\content\cli-commands\npm-
bin.md

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\content\cli-commands\npm-
bugs.md

C:\Users\user\gqnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\content\cli-commands\npm-
build.md

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\content\cli-commands\npm-
bundle.md

C:\Users\user\gqnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\content\cli-commands\npm-
cache.md

C:\Users\user\gqnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\content\cli-commands\npm-
ci.md

C:\Users\user\gqnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\content\cli-commands\npm-
completion.md

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\content\cli-commands\npm-
config.md

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\content\cli-commands\npm-
dedupe.md

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\content\cli-commands\npm-
deprecate.md

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\content\cli-commands\npm-
dist-tag.md
C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\content\cli-commands\npm-
docs.md

C:\Users\user\gqnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\content\cli-commands\npm-
doctor.md

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\content\cli-commands\npm-
edit.md

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\content\cli-commands\npm-
explore.md

C:\Users\user\gqnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\content\cli-commands\npm-
fund.md

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\content\cli-commands\npm-
help-search.md

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\content\cli-commands\npm-
help.md

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\content\cli-commands\npm-
hook.md

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\content\cli-commands\npm-
init. md
C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\content\cli-commands\npm-
install-ci-test.md

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\content\cli-commands\npm-
install-test.md

C:\Users\user\gqnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\content\cli-commands\npm-
install.md

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\content\cli-commands\npm-
link.md

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\content\cli-commands\npm-
logout.md

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\content\cli-commands\npm-
Is.md

Copyright null 2020
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generic write
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generic write
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generic write
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generic write
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generic write

read attributes |
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generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

Attributes

device

device
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device
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device

device

device

device

device
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device
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device
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synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file
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non alert | non
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synchronous io
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non alert | non
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non alert | non
directory file
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synchronous io
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synchronous io
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directory file

synchronous io
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synchronous io
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directory file

synchronous io
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directory file

synchronous io
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directory file

synchronous io
non alert | non
directory file
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File Path

C:\Users\user\gqnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\content\cli-commands\npm-
org.md

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\content\cli-commands\npm-
outdated.md

C:\Users\user\gqnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\content\cli-commands\npm-
owner.md

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\content\cli-commands\npm-
pack.md

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\content\cli-commands\npm-
ping.md
C:\Users\user\gqnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\content\cli-commands\npm-
prefix.md

C:\Users\user\gqnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\content\cli-commands\npm-
profile.md

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\content\cli-commands\npm-
prune.md

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\content\cli-commands\npm-
publish.md

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\content\cli-commands\npm-
rebuild.md

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\content\cli-commands\npm-
repo.md

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\content\cli-commands\npm-
restart.md

C:\Users\user\gqnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\content\cli-commands\npm-
root.md

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\content\cli-commands\npm-
run-script.md

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\content\cli-commands\npm-
search.md

C:\Users\user\gqnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\content\cli-commands\npm-
shrinkwrap.md

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\content\cli-commands\npm-
star.md

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\content\cli-commands\npm-
stars.md

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\content\cli-commands\npm-
start.md

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\content\cli-commands\npm-
stop.md

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\content\cli-commands\npm-
team.md

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\content\cli-commands\npm-
test.md

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\content\cli-commands\npm-
token.md

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\content\cli-commands\npm-
uninstall.md

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\content\cli-commands\npm-
unpublish.md

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\content\cli-commands\npm-
update.md

Copyright null 2020
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read attributes |
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synchronous io
non alert | non
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synchronous io
non alert | non
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non alert | non
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Source

File Path Access Attributes Options Completion Count Address  Symbol
C:\Users\user\gqnodejs-node-v13.13.0-win-x64.tmp130965438539\node- read attributes | device synchronous io  success or wait 1 6DBB9D3D CreateFileW
v13.13.0-win-x64\node_modules\npm\docs\content\cli-commands\npm- synchronize | non alert | non
version.md generic write directory file
C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node- read attributes | device synchronous io  success or wait 1 6DBB9D3D CreateFileW
v13.13.0-win-x64\node_modules\npm\docs\content\cli-commands\npm- synchronize | non alert | non
view.md generic write directory file
C:\Users\user\gqnodejs-node-v13.13.0-win-x64.tmp130965438539\node- read attributes | device synchronous io  success or wait 1 6DBB9D3D CreateFileW
v13.13.0-win-x64\node_modules\npm\docs\content\cli-commands\npm- synchronize | non alert | non
whoami.md generic write directory file
C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node- read attributes | device synchronous io  success or wait 1 6DBB9D3D CreateFileW
v13.13.0-win-x64\node_modules\npm\docs\content\cli-commands\npm.md synchronize | non alert | non

generic write directory file
C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node- read data or list device directory file | success or wait 1 6DBB845C CreateDirectoryW
v13.13.0-win-x64\node_modules\npm\docs\content\configuring-npm directory | synchronous io

synchronize non alert | open

for backup ident
| open reparse

point

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node- read attributes | device synchronous io  success or wait 1 6DBB9D3D CreateFileW
v13.13.0-win-x64\node_modules\npm\docs\content\configuring- synchronize | non alert | non
npm\folders.md generic write directory file
C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node- read attributes | device synchronous io  success or wait 1 6DBB9D3D CreateFileW
v13.13.0-win-x64\node_modules\npm\docs\content\configuring- synchronize | non alert | non
npmlinstall.md generic write directory file
C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node- read attributes | device synchronous io  success or wait 1 6DBB9D3D CreateFileW
v13.13.0-win-x64\node_modules\npm\docs\content\configuring- synchronize | non alert | non
npm\npmrc.md generic write directory file
C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node- read attributes | device synchronous io  success or wait 1 6DBB9D3D CreateFileW
v13.13.0-win-x64\node_modules\npm\docs\content\configuring- synchronize | non alert | non
npm\package-json.md generic write directory file
C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node- read attributes | device synchronous io  success or wait 1 6DBB9D3D CreateFileW
v13.13.0-win-x64\node_modules\npm\docs\content\configuring- synchronize | non alert | non
npm\package-lock-json.md generic write directory file
C:\Users\user\gqnodejs-node-v13.13.0-win-x64.tmp130965438539\node- read attributes | device synchronous io  success or wait 1 6DBB9D3D CreateFileW
v13.13.0-win-x64\node_modules\npm\docs\content\configuring- synchronize | non alert | non
npm\package-locks.md generic write directory file
C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node- read attributes | device synchronous io  success or wait 1 6DBB9D3D CreateFileW
v13.13.0-win-x64\node_modules\npm\docs\content\configuring- synchronize | non alert | non
npm\shrinkwrap-json.md generic write directory file
C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node- read data or list device directory file | success or wait 1 6DBB845C CreateDirectoryW
v13.13.0-win-x64\node_modules\npm\docs\content\using-npm directory | synchronous io

synchronize non alert | open

for backup ident
| open reparse

point

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node- read attributes | device synchronous io  success or wait 1 6DBB9D3D CreateFileW
v13.13.0-win-x64\node_modules\npm\docs\content\using-npm\config.md  synchronize | non alert | non

generic write directory file
C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node- read attributes | device synchronous io  success or wait 1 6DBB9D3D CreateFileW
v13.13.0-win-x64\node_modules\npm\docs\content\using-np synchronize | non alert | non
m\developers.md generic write directory file
C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node- read attributes | device synchronous io  success or wait 1 6DBB9D3D CreateFileW
v13.13.0-win-x64\node_modules\npm\docs\content\using-np synchronize | non alert | non
m\disputes.md generic write directory file
C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node- read attributes | device synchronous io  success or wait 1 6DBB9D3D CreateFileW
v13.13.0-win-x64\node_modules\npm\docs\content\using-npm\orgs.md synchronize | non alert | non

generic write directory file
C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node- read attributes | device synchronous io  success or wait 1 6DBB9D3D CreateFileW
v13.13.0-win-x64\node_modules\npm\docs\content\using-npm\registry.md synchronize | non alert | non

generic write directory file
C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node- read attributes | device synchronous io  success or wait 1 6DBB9D3D CreateFileW
v13.13.0-win-x64\node_modules\npm\docs\content\using-npm\removal.md synchronize | non alert | non

generic write directory file
C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node- read attributes | device synchronous io  success or wait 1 6DBB9D3D CreateFileW
v13.13.0-win-x64\node_modules\npm\docs\content\using-npm\scope.md  synchronize | non alert | non

generic write directory file
C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node- read attributes | device synchronous io  success or wait 1 6DBB9D3D CreateFileW
v13.13.0-win-x64\node_modules\npm\docs\content\using-npm\scripts.md  synchronize | non alert | non

generic write directory file
C:\Users\user\gqnodejs-node-v13.13.0-win-x64.tmp130965438539\node- read attributes | device synchronous io  success or wait 1 6DBB9D3D CreateFileW
v13.13.0-win-x64\node_modules\npm\docs\content\using-npm\semver.md synchronize | non alert | non

generic write directory file
C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node- read attributes | device synchronous io  success or wait 1 6DBB9D3D CreateFileW
v13.13.0-win-x64\node_modules\npm\docs\gatsby-browser.js synchronize | non alert | non

generic write directory file
C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node- read attributes | device synchronous io  success or wait 1 6DBB9D3D CreateFileW
v13.13.0-win-x64\node_modules\npm\docs\gatsby-config.js synchronize | non alert | non

generic write directory file
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File Path

C:\Users\user\gqnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\gatsbhy-node.js

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\gatshy-ssr.js

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\LICENSE

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\package-lock.json

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\package.json

C:\Users\user\gqnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\public\cli-commands\npm-
access

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\public\cli-commands

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\public

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\public\cli-commands

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\public\cli-commands\npm-
access

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\public\cli-commands\npm-
access\index.html

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\public\cli-commands\npm-
adduser

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\public\cli-commands\npm-
addusen\index.html

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\public\cli-commands\npm-audit

C:\Users\user\gqnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\public\cli-commands\npm-
audit\index.html

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\public\cli-commands\npm-bin

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\public\cli-commands\npm-
bin\index.html

C:\Users\user\qnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\public\cli-commands\npm-bugs

Copyright null 2020

Access

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

read data or list
directory |
synchronize

Attributes

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

Options

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

object path not found

object path not found

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

6DBB9D3D

6DBB9D3D

6DBB9D3D

6DBB9D3D

6DBB9D3D

6DBB845C

6DBB845C

6DBB845C

6DBB845C

6DBB845C

6DBB9D3D

6DBB845C

6DBB9D3D

6DBB845C

6DBB9D3D

6DBB845C

6DBB9D3D

6DBB845C

Symbol
CreateFileWw

CreateFileWw

CreateFileWw

CreateFileWw

CreateFileWw

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateDirectoryW

CreateFileWw

CreateDirectoryW

CreateFileWw

CreateDirectoryW

CreateFileWw

CreateDirectoryW

CreateFileWw

CreateDirectoryW
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File Path

C:\Users\user\gqnodejs-node-v13.13.0-win-x64.tmp130965438539\node-
v13.13.0-win-x64\node_modules\npm\docs\public\cli-commands\npm-
bugs\index.html

Access Attributes

read attributes | device
synchronize |
generic write

File Written
File Path Offset Length Value
C:\ProgramData\Oracle\Java\.or unknown 57 43 3a 5¢ 50 72 6f 67
acle_jre_usage\cce3fe3b0d8d83e2.timestamp 72 61 6d 20 46 69 6¢
65 73 20 28 78 38 36
29 5c 4a 61 76 61 5¢
6a 72 65 31 2e 38 2e
30 5f 32 31 31 0d Oa
3136 30 36 32 33 38
3732333036310d
Oa
C:\Users\user\AppData\Roaming\Microsoft\Crypto\RSA\S-1-5- unknown 45 02 00 00 00 00 00 00
21-3853321935-2125563209-4053062332- 00 05 00 00 00 00 00
1002\83aa4cc77f591dfc2374580bbd95f6ba_d06ed635-68f6- 00 00 00 00 00 00 00
4e9a-955c-4899f5f57b9%a 00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 4a 32
534500

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\CHANGELO
G.md
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unknown 1982

23 20 4e 6f 64 65 2e
6a 73 20 43 68 61 6e
67 65 6¢ 6f 67 0d Oa
0d 0a 53 65 6¢ 65 63
74 20 61 20 4e 6f 64
65 2e 6a 73 20 76 65
72 73 69 6f 6e 20 62
65 6¢ 6f 77 20 74 6f
2076 69 65 77 20 74
68 65 20 63 68 61 6e
67 65 6¢ 6f 67 20 68
69 73 74 6f 72 79 3a
0d Oa 0d Oa 2a 20 5b
4e 6f 64 65 2e 6a 73
20 31 33 5d 28 64 6f
63 2f 63 68 61 6e 67
65 6¢ 6f 67 73 2f 43
48 41 4e 47 45 4Ac 4f
47 5f 56 31 33 2e 6d
6429 20 2a2a 4375
7272 65 6e 74 2a 2a
0d 0a 2a 20 5b 4e 6f
64 65 2e 6a 73 20 31
32 5d 28 64 6f 63 2f
63 68 61 6e 67 65 6C
6f 67 73 2f 43 48 41
4e 47 45 Ac 4f 47 5F
56 31 32 2e 6d 64 29
20 2a 2a 4c 6f 6e 67
2054 65 72 6d 20 53
757070 6f7274 2a
2a 0d Oa 2a 20 5b 4e
6f 64 65 2e 6a 73 20
31 31 5d 28 64 6f 63
2f 63 68 61 6e 67 65
6¢ 6f 67 73 2f 43 48
41 4e 47

Options Completion
synchronous io  success or wait 1
non alert | non
directory file

Ascii Completion

C:\Program Files
(x86)\Java\jr
€1.8.0_211..160623872306
1.

# Node.js
Changelog....Select a
Node.js version below to
view the changelog
history:....* [Node.js 13]
(doc/changelogs/CH
ANGELOG_V13.md)
**Current**..* [Node.js 12]
(doc/changelogs/C
HANGELOG_V12.md)
**Long Term Support**..*
[Node.js 11](doc/c
hangelogs/CHANG

success or wait

success or wait

success or wait

Count Address

Source
Symbol

6DBB9D3D CreateFileW

Source
Count Address  Symbol
1 6DBB9FBC WriteFile
1 6DBB7673 unknown
1 6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\CHANGELO

G.md

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\CHANGELO

G.md
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Offset Length Value

unknown 1303

unknown 728

2e 30 3c 2f 61 3e 3¢
62 72 2f 3e 0d Oa 3c
61 20 68 72 65 66 3d
22 64 6f 63 2f 63 68
61 6e 67 65 6¢ 6f 67
73 2f 43 48 41 4e 47
45 4c 4f 47 5f 56 31
33 2e 6d 64 23 31 33
2e 372e 3022 3e31
33 2e 37 2e 30 3c 2f
61 3e 3c 62 72 2f 3e
0d 0a 3c 61 20 68 72
65 66 3d 22 64 6f 63
2f 63 68 61 6e 67 65
6¢ 6f 67 73 2f 43 48
41 4e A7 45 4c 4f 47
5f 56 31 33 2e 6d 64
233133 2e 36 2e 30
22 3e 3133 2e 36 2e
30 3c 2f 61 3e 3c 62
72 2f 3e 0d Oa 3c 61
20 68 72 65 66 3d 22
64 6f 63 2f 63 68 61
6e 67 65 6¢ 6f 67 73
2f 43 48 41 4e 47 45
4c 4f 47 5f 56 31 33
2e 6d 64 23 31 33 2e
352e 3022 3e 3133
2e 35 2e 30 3c 2f 61
3e 3¢ 62 72 2f 3e 0d
0a 3c 61 20 68 72 65
66 3d 22 64 6f 63 2f
63 68 61 6e 67 65 6C
6f 67 73 2f 43 48 41
4e 47 45 4c 4Af 47 5f
56 31 33 2e 6d 64 23
31332

2f 3e 0d Oa 3c 61 20
68 72 65 66 3d 22 64
6f 63 2f 63 68 61 6e
67 65 6c 6f 67 73 2f
43 48 41 4e 47 45 4c
4f 47 5f 56 38 2e 6d
64 23 38 2e 32 2e 31
22 3e 382e322e31
3c 2f613e3c 6272
2f 3e 0d Oa 3c 61 20
68 72 65 66 3d 22 64
6f 63 2f 63 68 61 6e
67 65 6¢ 6f 67 73 2f
43 48 41 4e 47 45 4c
4f 47 5f 56 38 2e 6d
64 23 38 2e 32 2e 30
22 3e 38 2e 32 2e 30
3c 2f 61 3e 3¢ 62 72
2f 3e 0d Oa 3c 61 20
68 72 65 66 3d 22 64
6f 63 2f 63 68 61 6e
67 65 6c 6f 67 73 2f
43 48 41 4e 47 45 4c
4f 47 5f 56 38 2e 6d
64 23 38 2e 31 2e 34
22 3e 38 2e 31 2e 34
3c 2f 61 3e 3¢ 62 72
2f3e 0d Oa 3c 61 20
68 72 65 66 3d 22 64
6f 63 2f 63 68 61 6e
67 65 6¢ 6f 67 73 2f
43 48 41 4e 47 45 4c
4f 47 5f 56 38 2e 6d
64 23 38 2e 31 2e 33
22 3e 38 2e 31 2e 33
3c 2f 61 3e 3¢ 62 72
2f 3e 0d

Ascii

.0</a><br/>..<a
href="doc/chan
gelogs/ICHANGELOG_V13
.md#13.7.0">13.7.0</a>
<br/>..<a href="do
c/changelogs/CHANGELO
G_V13.md#
13.6.0">13.6.0</a><br/>..
<ahr
ef="doc/changelogs/CHAN
GELOG_V
13.md#13.5.0">13.5.0</a>
<br/>..<a
href="doc/changelogs/CH
ANGELOG_V13.md#13.

/>.<a
href="doc/changelogs/CH
ANGELOG_V8.md#8.2.1"
>8.2.1</a><br/>..<a
href="doc/changelogs
/CHANGELOG_V8.md#8.2
.0">8.2.0</a><br/>..<a
href="doc/changel
0gs/CHANGELOG_V8.md
#8.1.4">8.1.4</a><br/>..<a
href="doc/chan
gelogs/ICHANGELOG_Vs8.
md#8.1.3">8.1.3</a><br/>.

Completion

success or wait

success or wait

Source

Count Address  Symbol

2

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\CHANGELO

G.md

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\CHANGELO

G.md
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Offset Length Value

unknown 4096

unknown 629

2d 2d 2d 2d 0d Oa 2d
2d 2d 2d 0d Oa 0d Oa
23232032 303136
2d 30 35 2d 30 36 2¢
2056 65 72 73 69 6f
6e 20 30 2e 31 32 2e
3134 20 28 4d 61 69
6e 74 65 6e 61 6e 63
6529 2¢ 20407276
61 67 67 0d Oa 0d Oa
3c 61 20 68 72 65 66
3d 22 64 6f 63 2f 63
68 61 6e 67 65 6¢ 6f
67 73 2f 43 48 41 4e
47 45 Ac 4f 47 5f 56
30 31 32 2e 6d 64 23
302e 3132 2e 3134
22 3e 4d 6f 76 65 64
20 74 6f 20 64 6f 63 2f
63 68 61 6e 67 65 6¢
6f 67 73 2f 43 48 41
4e 47 45 4c Af 47 5f
56 30 31 32 2e 6d 64
23302e31322e31
34 3c 2f 61 3e 2e 0d
Oa 0d 0Oa 23 23 20 32
3031 36 2d 30 35 2d
30 36 2¢ 20 56 65 72
73 69 6f 6e 20 30 2e
3130 2e 34 35 20 28
4d 61 69 6e 74 65 6e
61 6e 63 65 29 2c 20
407276 61 67 67 0d
Oa 0d Oa 3c 61 20 68
72 65 66 3d 22 64 6f
63 2f 63 68 61 6e 67
65 6¢

65 6¢ 6f 67 73 2f 43
48 41 4e 47 45 4Ac 4f
47 556 30 31 32 2e
6d 64 23 30 2e 31 32
2e 3130 3c 2f 61 3e
2e 0d 0a 0d Oa 23 23
203230 31 36 2d 30
32 2d 30 39 2c¢ 20 56
65 72 73 69 6f 6e 20
30 2e 31 30 2e 34 32
20 28 4d 61 69 6e 74
65 6e 61 6e 63 65 29
2c 20 40 6a 61 73 6e
65 6¢ 6¢ 0d Oa 0d Oa
3c 61 20 68 72 65 66
3d 22 64 6f 63 2f 63
68 61 6e 67 65 6¢ 6f
67 73 2f 43 48 41 4e
47 45 Ac 4f 47 5f 56
30 31 30 2e 6d 64 23
30 2e 31 30 2e 34 32
22 3e 4d 6f 76 65 64
20 74 6f 20 64 6f 63 2f
63 68 61 6e 67 65 6C
6f 67 73 2f 43 48 41
4e 47 45 4c 4f 47 5f
56 30 31 30 2e 6d 64
2330 2e 3130 2e 34
32 3c 2f 61 3e 2e 0d
0a 0d 0a 23 23 20 32
3031 36 2d 30 31 2d
3231 2c 20566572
73 69 6f 6e 20 34 2e
3223620274172
67 6f 6e 27 20 28 4c
54 53 29 2¢ 20 40 54
68 65

Ascii Completion

----..----....## 2016-05-06, V success or wait
ersion 0.12.14
(Maintenance), @rvagg....
<a href="doc/changel
0gs/CHANGELOG_V012.
md#0.12.14">Moved to
doc/changelogs/CHANG
ELOG_V012.md#0.12.14<
[a>.....## 2016-05-06,
Version 0.10.45
(Maintenance), @rvagg....
<a href="doc/changel

elogs/CHANGELOG_V012 success or wait
.md#0.12.10</a>.... ##
2016-02-09, Version
0.10.42 (Maintenance),
@jasnell....<a
href="doc/changelog
S/ICHANGELOG_V010.md
#0.10.42">Moved to
doc/changelogs/CHANGE
L
OG_V010.md#0.10.42</a>
..... ## 2016-01-21, Version
4.2.6 'Argon’ (LTS), @The

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\CHANGELO

G.md

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\CHANGELO

G.md

Copyright null 2020

Offset Length Value

unknown 3456

unknown 4096

22 3e 4d 6f 76 65 64

Ascii

">Moved to

20 74 6f 20 64 6f 63 2f doc/changelogs/CHAN

63 68 61 6e 67 65 6C
6f 67 73 2f 43 48 41
4e 47 45 4c 4Af 47 5f
56 34 2e 6d 64 23 34
2e 32 2e 35 3c 2f 61
3e 2e 0d 0a 0d Oa 23
2320323031 362d
3031 2d 3132 2c 20
56 65 72 73 69 6f 6e
20 352e 34 2e 3120
2853 74 61 62 6¢ 65
29 2¢ 20 40 54 68 65
41 6¢ 70 68 61 4e 65
72 64 0d 0a 0d Oa 3c
61 20 68 72 65 66 3d
22 64 6f 63 2f 63 68
61 6e 67 65 6¢ 6f 67
73 2f 43 48 41 4e 47
45 4c 4f 47 5f 56 35
2e 6d 64 23 35 2e 34
2e 31 22 3e 4d 6f 76
65 64 20 74 6f 20 64
6f 63 2f 63 68 61 6e
67 65 6¢ 6f 67 73 2f
43 48 41 4e 47 45 4c
4f 47 5f 56 35 2e 6d
64 23 35 2e 34 2e 31
3c 2f 61 3e 2e 0d Oa
0d 0a 23 23 20 32 30
3136 2d 30 31 2d 30
36 2¢ 20 56 65 72 73
69 6f 6e 20 35 2e 34
2e 302028537461
62 6¢ 65 29 2c 20 40
46 69

2c 20 40 46 69 73 68
72 6f 63 6b 31 32 33
0d Oa 0d Oa 3c 61 20
68 72 65 66 3d 22 64
6f 63 2f 63 68 61 6e
67 65 6¢ 6f 67 73 2f
43 48 41 4e 47 45 4¢c
Af 47 5f 49 4f 4a 53 2e
6d 64 23 33 2e 31 2e
30 22 3e 4d 6f 76 65
64 20 74 6f 20 64 6f
63 2f 63 68 61 6e 67
65 6¢ 6f 67 73 2f 43
48 41 4e 47 45 4c 4f
47 5f 49 4f 4a 53 2e
6d 64 23 33 2e 31 2e
30 3c 2f 61 3e 2e 0d
Oa 0d 0Oa 23 23 20 32
30 31 35 2d 30 38 2d
3034 2¢ 20 56 65 72
73 69 6f 6e 20 33 2e
30 2e 30 2c 204072
76 61 67 67 0d Oa Od
Oa 3c 61 20 68 72 65
66 3d 22 64 6f 63 2f
63 68 61 6e 67 65 6¢
6f 67 73 2f 43 48 41
4e 47 45 4c Af 47 5f
49 4f 4a 53 2e 6d 64
23 33 2e 30 2e 30 22
3e 4d 6f 76 65 64 20
74 6f 20 64 6f 63 2f 63
68 61 6e 67 65 6¢c 6f
67 73 2f 43 48 41 4e
47 45 Ac 4f 47 5f 49 4f
4a 53 2e 6d 64 23 33

GELOG_V4.md#4.2.5</a>
..... ## 2016-01-12, Version
5.4.1 (Stable),
@TheAlphaNerd....<a
href=
"doc/changelogs/CHANGE
LOG_V5.m
d#5.4.1">Moved to
doc/changelo
gs/CHANGELOG_V5.md#
5.4.1</a>.... ## 2016-01-
06, Version 5.4.0 (Stable),
@Fi

, @Fishrock123....<a
href="doc
/changelogs/CHANGELOG
_10JS.md#3.1.0">Moved
to doc/changelogs
/CHANGELOG_I0JS.md#
3.1.0</a>.....## 2015-08-
04, Version 3.0.0,
@rvagg....<a
href="doc/chan
gelogs/ICHANGELOG_10J
S.md#3.0.0">Moved to
doc/changelogs/CHAN
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47 5f 56 30 31 30 2e
6d 64 23 30 2e 31 30
2e 353c 2f 61 3e 2e
0d 0a 0d 0a 23 23 20
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4d 6f 76 65 64 20 74
6f 20 64 6f 63 2f 63
68 61 6e 67 65 6¢ 6f
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67 73 2f 43 48 41 4e
47 45

22 3e 4d 6f 76 65 64
20 74 6f 20 64 6f 63 2f
63 68 61 6e 67 65 6¢
6f 67 73 2f 43 48 41
4e 47 45 4c Af 47 5f
4152 43 48 49 56 45
2e 6d 64 23 30 2e 38
2e 3134 3c 2f613e
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29 0d 0Oa 0d Oa 3c 61
20 68 72 65 66 3d 22
64 6f 63 2f 63 68 61
6e 67 65 6¢ 6f 67 73
2f 43 48 41 4e 47 45
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73 74 65 6d 33 32 5¢
57 69 6e 64 6f 77 73
50 6f 77 65 72 53 68
65 6¢ 6¢ 5¢ 76 31 2e
30 5¢ 70 6f 77 65 72
73 68 65 6¢ 6C 2e 65
78 65 22 20 2d 4e 6f
50 72 6f 66 69 6¢ 65
20 2d 49 6e 70 75 74
46 6f 72 6d 61 74 20
4e 6f 6e 65 20 2d 45
78 65 63 75 74 69 6f
6e 50 6f 6¢ 69 63 79
2042797061 7373
20 2d 43 6f 6d 6d 61
6e 64 2053 74 61 72
74 2d 50 72 6f 63 65
73732027 255379
73 74 65 6d 52 6f 6f
74255c53797374
65 6d 33 32 5¢ 57 69
6e 64 6f 77 73 50 6f
77 65 72 53 68 65 6C
6¢ 5¢ 76 31 2e 30 5¢
70 6f 77 65 72 73 68
65 6¢ 6¢ 2e 65 78 65
27202d 41726775
6d 65 6e 74 4c 69 73
74 20 27 2d 4e 6f 50
72 6f 66

Ascii

pted from
https://github.com/M
icrosoft/windows-dev-box-
setup-scr
ipts/blob/79bbe5bdc48670
88b3e0

7419610932f8e4e192c2/RE

ADME.md#legal..echo
Using this scr<wbr>ipt
downloads third party so

This scr

ntained...echo...pause....cl
s.
..."%SystemRo00t%\System
32\wind
owsPowerShell\v1.0\power
shell.exe" -NoProfile -
InputFormat None -
ExecutionPolicy Bypass -C
ommand Start-Process
'%SystemR
00t%\System32\WindowsP
owerShel
I\v1.0\powershell.exe' -
ArgumentList -NoProf
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4e 6f 64 65 2e 6a 73
2069 73 20 6¢ 69 63
65 6e 73 65 64 20 66
6f 72 20 75 73 65 20
61 73 20 66 6f 6¢ 6C
6f 77 73 3a 0d Oa 0d
Oa 22 22 22 0d 0a 43
67079 72 69 67 68
74 20 4e 6f 64 65 2e
6a 73 20 63 6f 6e 74
7269 627574 6f 72
73 2e 20 41 6¢ 6¢ 20
7269 67 68 74 73 20
726573657276 65
64 2e 0d Oa 0d 0a 50
65 72 6d 69 73 73 69
6f 6e 20 69 73 20 68
6572 656279 20 67
72 61 6e 74 65 64 2c
20 66 72 65 65 20 6f
66 20 63 68 61 72 67
65 2c 20 74 6f 20 61
6e 792070657273
6f 6e 20 6f 62 74 61
69 6e 69 6e 67 20 61
20 63 6f 70 79 0d Oa
6f 66 20 74 68 69 73
20 73 6f 66 74 77 61
72 65 20 61 6e 64 20
61 73 73 6f 63 69 61
74 65 64 20 64 6f 63
75 6d 65 6e 74 61 74
69 6f 6e 20 66 69 6¢
6573 20 28 74 68 65
202253 6f66 74 77
6172 65 22 29 2c 20
74 6f 0d

44 49 4e 47 20 42 55
54 20 4e 4f 54 20 4c
49 4d 49 54 45 44 20
54 4f 20 54 48 45 20
57 4152 52 41 4e 54
49 45 53 20 4f 46 20
4d 45 52 43 48 41 4e
54 41 42 49 4c 49 54
59 2c 0d Oa 46 49 54
4e 45 53 53 20 46 4f
522041 20 50 41 52
54 49 43 55 4c 41 52
20 50 55 52 50 4f 53
4520 41 4e 44 20 4e
4f 4e 49 4e 46 52 49
4e 47 45 4d 45 4e 54
2e 20 49 4e 20 4e 4f
20 45 56 45 4e 54 20
53 48 41 4c 4c 20 54
48 45 0d Oa 41 55 54
48 4f 52 53 20 4f 52
20 43 4f 50 59 52 49
47 48 54 20 48 4f 4c
44 45 52 53 20 42 45
204c 49 41 42 4c 45
20 46 4f 52 20 41 4e
59 20 43 4c 41 49 4d
2c 20 44 41 4d 41 47
45 53 20 4f 52 20 4f
54 48 45 52 0d Oa 4c
49 41 42 49 4c 49 54
59 2¢ 2057 48 4554
48 45 52 20 49 4e 20
41 4e 20 41 43 54 49
4f 4e 20 4f 46 20 43 4f
4e 54 52 4143 54 2¢
2054

Ascii

Node.js is licensed for use

as follows:...."""..Copyright
Node.js contributors. All
rights

reserved.....Permission is
hereby granted, free of
charge, to any person
obtaining a copy..of this
software and associated
documentation files (the "
Software"), to.

DING BUT NOT LIMITED
TO THE WARRANTIES

OF MERCHANTABILITY,..

FITNESS FOR A
PARTICULAR PURPOSE
AND
NONINFRINGEMENT. IN
NO EVENT SHALL
THE..AUTHORS OR CO
PYRIGHT HOLDERS BE
LIABLE FOR ANY CLAIM,
DAMAGES OR OTHER..L
IABILITY, WHETHER IN
AN ACTION OF
CONTRACT, T
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0d 0a 20 20 22 22 22
0d Oa 0d Oa 2d 20 41
63 6f 72 6e 20 70 6¢
75 67 69 6e 73 2c 20
6¢ 6f 63 61 74 65 64
206174206465 70
73 2f 61 63 6f 72 6e
2d 70 6¢ 75 67 69 6e
73 2¢ 20 69 73 20 6¢
69 63 65 6e 73 65 64
20 61 73 20 66 6f 6¢
6¢ 6f 77 73 3a 0d Oa
202022 22 22 0d Oa
20 20 20 20 43 6f 70
797269 6768 74 20
28 43 29 20 3230 31
37 2d 32 30 31 38 20
6279204164 7269
61 6e 20 48 65 69 6e
65 0d 0a 0d Oa 20 20
202050 65 72 6d 69
73 73 69 6f 6e 20 69
7320 68 65 72 65 62
792067 7261 6e 74
65 64 2¢ 20 66 72 65
65 20 6f 66 20 63 68
617267 652c2074
6f 20 61 6e 79 20 70
65 72 73 6f 6e 20 6f
62 74 61 69 6e 69 6e
67 20 61 20 63 6f 70
79 0d 0a 20 20 20 20
6f 66 20 74 68 69 73
20 73 6f 66 74 77 61
72 65 20 61 6e 64 20
61 73 73 6f 63 69 61
74 65 64

6973747269 62 75
74 65 64 20 75 6e 64
6572 20 74 68 65 20
54 65 72 6d 73 20 6f
66 20 55 73 65 20 69
6e 2068 747470 73
3a 2f 2f 77 77 77 2e

75 6e 69 63 6f 64 65

Ascii

. ""....- Acorn plugins, lo

cated at deps/acorn-
plugins, is licensed as

follows:.. "™".. Copyright
(C) 2017-2018 by Adrian

Heine.... Permission is
hereby granted, free of
charge, to any person

obtaining a copy.. of this

software and associated

Completion
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istributed under the Terms success or wait

of Use in
https://www.unicode.org
[copyright.html.....
Permission is hereby

granted, free of charge, to

any person obtaining..

copy of the Unicode data

2e 6f 72 67 2f 63 6f 70 files and any associated

797269 67 68 74 2e
68 74 6d 6¢ 2e 0d Oa
0d 0a 20 20 20 20 50
65 72 6d 69 73 73 69
6f 6e 20 69 73 20 68
6572656279 20 67
72 61 6e 74 65 64 2c
20 66 72 65 65 20 6f
66 20 63 68 61 72 67
65 2c 20 74 6f 20 61
6e 792070657273
6f 6e 20 6f 62 74 61
69 6e 69 6e 67 0d Oa
202020 20 61 20 63
6f 70 79 20 6f 66 20
74 68 65 20 55 6e 69
63 6f 64 65 20 64 61
74 61 20 66 69 6¢ 65
73 20 61 6e 64 20 61
6e 79 20 61 73 73 6f
63 69 61 74 65 64 20
64 6f 63 75 6d 65 6e
74 61 74 69 6f 6e 0d
0a 20 20 20 20 28 74
68 65 20 22 44 61 74
61 20 46 69 6¢ 65 73
22 29 20 6f 72 20 55
6e 69

documentation.. (the
"Data Files") or Uni
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0a 20 20 20 20 31 2e
20 49 43 55 20 4c 69
63 65 6e 73 65 20 2d
2049 435520 31 2e
38 2e 31 20 74 6f 20
49 43 55 20 35 37 2e
31 0d 0Oa 0d Oa 20 20
20 20 43 4f 50 59 52
49 47 48 54 20 41 4e
44 20 50 45 52 4d 49
53 53 49 4f 4e 20 4e
4f 54 49 43 45 0d Oa
0d 0a 20 20 20 20 43
6f 70 79 72 69 67 68
742028 63 29 20 31
3939 352d323031
36 20 49 6e 74 65 72
6e 61 74 69 6f 6e 61
6C 20 42 75 73 69 6e
65 73 73 20 4d 61 63
68 69 6e 65 73 20 43
6f 72 70 6f 72 61 74
69 6f 6e 20 61 6e 64
20 6f 7468657273
0d 0a 20 20 20 20 41
6C 6¢ 20 72 69 67 68
7473207265 73 65
72 76 65 64 2e 0d Oa
0d 0a 20 20 20 20 50
65 72 6d 69 73 73 69
6f 6e 20 69 73 20 68
6572656279 20 67
72 61 6e 74 65 64 2c
20 66 72 65 65 20 6f
66 20 63 68 61 72 67
65 2c 20 74 6f 20 61
6e 79 20

74 61 69 6e 20 74 68
65 20 61 62 6f 76 65
2063 6f 70 79 72 69
67 68 74 20 6e 6f 74
69 63 65 2c 0d Oa 20
202020202320 74
68 69 73 20 6¢ 69 73
74 20 6f 66 20 63 6f
6e 64 69 74 69 6f 6e
7320 61 6e 64 20 74
68 65 20 66 6f 6¢ 6C
6f 77 69 6e 67 20 64
69 73 63 6¢ 61 69 6d
65 72 2e 0d Oa 20 20
2020 20 23 20 20 52
6564 69 73 7472 69
62 75 74 69 6f 6e 73
20 69 6e 20 62 69 6e
61 72 79 20 66 6f 72
6d 20 6d 75 73 74 20
72 657072 6f 64 75
63 65 20 74 68 65 20
61 62 6f 76 65 0d Oa
2020 20 20 20 23 20
63 6f70 79 72 69 67
68 74 20 6e 6f 74 69
63 65 2¢ 20 74 68 69
7320 6¢ 69 73 74 20
6f 66 20 63 6f 6e 64
69 74 69 6f 6e 73 20
61 6e 64 20 74 68 65
20 66 6f 6¢ 6¢ 6f 77
69 6e 67 0d Oa 20 20
20 20 20 23 20 64 69
73 63 6¢ 61 69 6d 65
72 20 69 6e 20 74 68
65 20 64

Ascii

1. ICU License - ICU
1.8.1t0 ICU57.1....
COPYRIGHT AND

PERMISSION NOTICE..

Copyright (c) 1995-2016
International Business

Machines Corporation and

others.. All rights
reserved..... Permissio
is hereby granted, free o
charge, to any

tain the above copyright
notice,..  # this list of
conditions and the
following disclaimer...
Redistributions in binary

form must reproduce the

n
f

#

above.. # copyright no
tice, this list of conditions

and the following.. #
disclaimer in the d
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4e 45 47 Ac 49 47 45
4e 43 45 20 4f 52 20
4f 54 48 45 52 57 49
53 45 29 20 41 52 49
53 49 4e 47 20 49 4e
2041 4e 59 2057 41
59 20 4f 55 54 20 4f
46 20 54 48 45 20 55
53 45 20 4f 46 20 54
48 49 53 0d Oa 20 20
20 20 20 23 20 53 4f
46 54 57 41 52 45 2¢
20 45 56 45 4e 20 49
46 20 41 44 56 49 53
45 44 20 4f 46 20 54
48 45 20 50 4f 53 53
49 42 49 4c 49 54 59
20 4f 46 20 53 55 43
48 20 44 41 4d 41 47
45 2e 0d 0a 20 20 20
20 20 23 0d Oa 20 20
2020 20 23 0d 0a 20
202020 20 23 20 20
54 68 65 20 77 6f 72
64 20 6¢ 69 73 74 20
69 6e 20 63 6a 64 69
6374 2e 7478 74 20
61 72 65 20 67 65 6e
6572 61 74 65 64 20
62 79 20 63 6f 6d 62
69 6e 69 6e 67 20 74
68 72 65 65 20 77 6f
7264 206c6973 74
73 0d 0a 20 20 20 20
2023206¢c 697374
65 64 20 62 65 6¢ 6f
772077

20 4c 61 62 2c 0d Oa
20202020 20 23 20
20 20 2a 20 20 20 20
2020 20 20 20 20 20
202020 20 20 20 20
20 20 49 6e 73 74 69
74 75 74 65 20 6f 66
20 49 6e 66 6f 72 6d
61 74 69 6f 6e 20 53
63 69 65 6e 63 65 2c
204163 61 64 65 6d
69 61 0d Oa 20 20 20
2020 23 20 20 20 20
20 20 20 2a 20 20 20
2020 20 20 20 20 20
202020 20 20 20 20
20 20 20 53 69 6e 69
63 61 2e 20 41 6¢ 6C
2072696768 7473
20726573657276
65 64 2e 0d Oa 20 20
2020 20 23 20 20 20
2a 0d 0a 20 20 20 20
20 23 20 20 20 2a 20
52656469 737472
69 62 75 74 69 6f 6e
2061 6e 64207573
65 20 69 6e 20 73 6f
7572 63 65 20 61 6e
64 20 62 69 6e 61 72
79 20 66 6f 72 6d 73
2c 20 77 69 74 68 20
6f 7220 77 69 74 68
6f 75 74 0d Oa 20 20
2020 20 23 20 20 20
2a 20 6d 6f 64 69 66
69 63 61

Ascii

NEGLIGENCE OR

OTHERWISE) ARISING

IN ANY WAY OUT OF
THE USE OF THIS..
SOFTWARE, EVEN IF
ADVISED OF THE

#

POSSIBILITY OF SUCH

DAMAGE... #. #.

# The word list in cjdict.txt

are generated by comb
ining three word lists..
listed below w

Lab,.. # *
Institute of Information
Science, Academia..

* Sinica.

#

All rights reserved... #

*. # *Redistribution
and use in source and
binary forms, with or

without.. # * modifica

#
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67 6¢ 69 67 65 6e 63
65 20 6f 72 20 6f 74
68 65 72 20 74 6f 72
7475 6f 75 73 20 61
63 74 69 6f 6e 2c 20
6172 69 73 69 6e 67
20 6f 75 74 0d Oa 20
2020 20 20 23 20 20
6f 66 20 6f 72 20 69
6e 20 63 6f 6e 6e 65
63 74 69 6f 6e 20 77
69 74 68 20 74 68 65
20 75 73 65 20 6f 72
20 70 65 72 66 6f 72
6d 61 6e 63 65 20 6f
66 20 74 68 69 73 20
73 6f66 74 77 61 72
65 2e 0d 0a 20 20 20
20 20 23 0d Oa 20 20
20202023 20 20 41
20 6¢ 61 72 67 65 20
70 6f 72 74 69 6f 6e
20 6f 66 20 74 68 65
20 64 69 63 74 69 6f
6e 61 72 79 20 65 6e
7472 69 65 73 0d Oa
2020 20 20 20 23 20
20 6f 72 69 67 69 6e
61 74 65 20 66 72 6f
6d 20 49 43 4f 54 20
46 72 65 65 20 53 6f
66 74 77 61 72 65 2e
20 20 54 68 65 20 66
6f 6¢ 6C 6f 77 69 6e
67 20 63 6f 6e 64 69
74 69 6f 6e 73 20 66
6f 72 20

2065 78 70 65 72 69
6d 65 6e 74 61 6¢ 20
62 61 73 69 73 20 69
6e 20 74 68 65 20 63
6f 75 72 73 65 20 6f
66 20 74 68 65 0d Oa
2020 20 20 20 23 20
207265736561 72
63 68 20 61 6e 64 20
64 65 76 65 6¢ 6f 70
6d 65 6e 74 20 63 6f
6e 64 75 63 74 65 64
2064 75 72 69 6e 67
2074 6865207072
6f 6a 65 63 74 20 61
6e 64 20 69 73 20 70
72 6f 76 69 64 65 64
0d 0a 20 20 20 20 20
23202074 6f20 75
73657273206173
20 73 6f 20 70 72 6f
64 75 63 65 64 20 6f
6e 20 61 6e 20 65 78
70 65 72 69 6d 65 6e
74 61 6¢ 20626173
69 73 2e 20 20 41 63
63 6f 72 64 69 6e 67
6¢ 79 2¢ 20 74 68 65
0d 0a 20 20 20 20 20
2320207072 6f 67
72 61 6d 20 69 73 20
70 72 6f 76 69 64 65
64 20 77 69 74 68 6f
7574 20 61 6e 79 20
77617272616e 74
79207768617473
6f 65 76

Ascii

gligence or other tortuous
action, arising out..  # of

or in connection with the

use or performance of this

software... #. # A
large portion of the
dictionary entries.. #

originate from ICOT Free

Software. The following
conditions for

experimental basis in the

course of the.. #

research and development

conducted during the
project and is provided..

# to users as so produced
on an experimental basis.

Accordingly, the.. #
program is provided
without any warranty
whatsoev
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2073 75 63 68 20 64
61 6d 61 67 65 73 20
6174 20 61 6e 79 20
74 69 6d 65 20 64 75
72 69 6e 67 20 74 68
65 0d 0a 20 20 20 20
20232020 70 72 6f
6a 65 63 74 20 6f 72
2074 68 6572 65 61
66 74 65 72 2e 20 20
45616368 207573
657220 77 69 6¢ 6C
20 62 65 20 64 65 65
6d 65 64 20 74 6f 20
68 61 76 65 20 61 67
72 65 65 64 20 74 6f
20 74 68 65 0d 0a 20
2020 20 20 23 20 20
66 6f 72 65 67 6f 69
6e 67 20 62 79 20 68
69 73 20 6f 72 20 68
65 72 20 63 6f 6d 6d
65 6e 63 65 6d 65 6e
74 20 6f66 20 75 73
65 20 6f 66 20 74 68
652070 72 6f 67 72
61 6d 2e 20 20 54 68
65 20 74 65 72 6d 0d
0a 20 20 20 20 20 23
202022757365 22
206173207573 65
64 20 68 65 72 65 69
6e 20 69 6e 63 6¢ 75
64 65 73 2¢ 20 62 75
74 20 69 73 20 6e 6f
74 20 6¢ 69 6d 69 74
65 64 20

20 28 49 4e 43 4c 55
44 49 4e 47 2¢ 20 42
55 54 20 4e 4f 54 20
4c 49 4d 49 54 45 44
20 54 4f 2¢ 20 50 52
4f 43 55 52 45 4d 45
4e 54 20 4f 46 20 53
55 42 53 54 49 54 55
54 45 20 47 4f 4f 44
53 20 4f 52 0d Oa 20
2020 20 20 23 20 53
4552 56 49 43 45 53
3b 20 4c 4f 53 53 20
4f 46 20 55 53 45 2¢
2044 4154 41 2c 20
4f 52 20 50 52 4f 46
49 54 53 3b 20 4f 52
2042 5553 49 4e 45
53 53 20 49 4e 54 45
52 52 55 50 54 49 4f
4e 29 0d 0a 20 20 20
20 20 23 20 48 4f 57
4556 4552 2043 41
5553 45 44 20 41 4e
44 20 4f 4e 20 41 4e
59 20 54 48 45 4f 52
59 20 4f 46 20 4c 49
41 42 49 4c 49 54 59
2c 2057 48 45 54 48
4552 20 49 4e 20 43
4f 4e 54 52 41 43 54
2c¢ 0d 0a 20 20 20 20
20232053 545249
4354 204c 4941 42
49 4¢ 49 54 59 2¢ 20
4f 52 20 54 4f 52 54
2028 49

Ascii
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during the.. # project or
thereafter. Each user will
be deemed to have agreed
tothe.. # foregoing by
his or her commencement

of use of the program.
The term.. # "use" as

used herein includes, but

is not limited

(INCLUDING, BUT NOT

LIMITED TO,
PROCUREMENT OF
SUBSTITUTE GOODS
OR.. # SERVICES;

LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS

INTERRUPTION).. #

HOWEVER CAUSED AND

ON ANY THEORY OF

LIABILITY, WHETHER IN

CONTRACT,.. #
STRICT LIABILITY, OR
TORT (I
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72 65 20 66 6f 72 20
4d 61 69 6e 74 61 69
6e 69 6e 67 20 74 68
65 20 54 69 6d 65 20
5a 6f 6e 65 0d Oa 20
202020446174 61
62 61 73 65 20 73 65
63 74 69 6f 6e 20 37
2e 0d 0Oa 0d Oa 20 20
2020 20 23 20 37 2e
202044 61746162
61 73 65 20 4f 77 6e
65 72 73 68 69 70 0d
0a 20 20 20 20 20 23
0d 0a 20 20 20 20 20
2320 20 20 20 54 68
65 20 54 5a 20 64 61
74 6162 61 73 65 20
69 74 73 65 6¢ 66 20
69 73 20 6e 6f 74 20
61 6e 20 49 45 54 46
20 43 6f 6e 74 72 69
62 75 74 69 6f 6e 20
6f 72 20 61 6e 20 49
45 54 46 0d Oa 20 20
2020 20 23 20 20 20
20 64 6f 63 75 6d 65
6e 74 2e 20 20 52 61
74 68 65722069 74
2069 73 20 61 20 70
72 65 2d 65 78 69 73
74 69 6e 67 20 61 6e
64 20 72 65 67 75 6¢C
61726¢79207570
64 61 74 6564 20 77
6f 72 6b 0d Oa 20 20
202020

20 41 4e 59 0d 0a 20
20 20 20 54 48 45 4f
52 59 20 4f 46 20 4c
49 41 42 49 4c 49 54
59 2¢ 20 57 48 4554
48 45 52 20 49 4e 20
43 4f 4e 54 52 41 43
54 2¢ 20 53 54 52 49
43 54 20 4c 49 41 42
49 4¢ 49 54 59 2¢ 20
4f 52 20 54 4f 52 54
0d 0a 20 20 20 20 28
49 4e 43 4c 55 44 49
4e 47 20 4e 45 47 4c
49 47 45 4e 43 45 20
4f 52 20 4f 54 48 45
52 57 49 53 45 29 20
4152 49 53 49 4e 47
20 49 4e 20 41 4e 59
20 57 41 59 20 4f 55
54 20 4f 46 20 54 48
45 20 55 53 45 0d Oa
20 20 20 20 4f 46 20
54 48 49 53 20 53 4f
46 54 57 41 52 45 2¢
20 45 56 45 4e 20 49
46 20 41 44 56 49 53
45 44 20 4f 46 20 54
48 45 20 50 4f 53 53
49 42 49 4c 49 54 59
20 4f 46 20 53 55 43
48 20 44 41 4d 41 47
45 2e 0d 0a 20 20 22
22 22 0d 0a 0d Oa 2d
20 6¢ 69 62 75 76 2¢
20 6¢ 6f 63 61 74 65
64 20 61

Ascii
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7..... #7. Database
Ownership.. #.. #

The TZ database itself is
not an IETF Contribution or
an I[ETF.. # document.
Rather it is a pre-existing

and regularly updated
work..

ANY.. THEORY OF

LIABILITY, WHETHER IN

CONTRACT, STRICT L
IABILITY, OR TORT..
(INCLUDING
NEGLIGENCE OR
OTHERWISE) ARISING
IN ANY WAY OUT OF
THE USE.. OF THIS
SOFTWARE, EVEN IF
ADVISED OF THE
POSSIBILITY OF SUCH
DAMAGE... ""....- libuy,
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38 39 30 31 36 29 2e
2054 68 72 65 65 20
63 6¢ 61 75 73 65 20
42 53 44 20 6¢ 69 63
65 6e 73 65 2e 0d Oa
202022 22 22 0d Oa
0d Oa 2d 20 6¢ 6¢ 68
74 74 70 2c 20 6¢ 6f
63 61 74 65 64 20 61
74 20 64 65 70 73 2f
6¢ 6C 68 74 74 70 2¢
2069 73 20 6¢ 69 63
65 6e 73 65 64 20 61
73 20 66 6f 6¢ 6¢ 6f
77 73 3a 0d Oa 20 20
22 22 22 0d 0a 20 20
2020 54 68 69 73 20
73 6f66 7477 61 72
65 20 69 73 20 6¢ 69
63 65 6e 73 65 64 20
75 6e 64 657220 74
68 65 20 4d 49 54 20
4c 69 63 65 6e 73 65
2e 0d 0Oa 0d Oa 20 20
2020436f7079 72
69 67 68 74 20 46 65
64 6f 72 20 49 6e 64
7574 6e 79 2c 20 32
30 31 38 2e 0d Oa 0d
0a 20 20 20 20 50 65
72 6d 69 73 73 69 6f
6e 20 69 73 20 68 65
726562792067 72
61 6e 74 65 64 2c 20
66 72 65 65 20 6f 66
2063 68 61 7267 65
2c 2074

22 0d 0a 20 20 20 20
6e 6f 72 20 6d 61 79
20 22 4f 70 65 6e 53
53 4¢ 2220617070
65 61 72 20 69 6e 20
74 68 65 69 72 20 6e
61 6d 65 73 20 77 69
74 68 6f 75 74 20 70
7269 6f72207772
69 74 74 65 6e 0d Oa
202020207065 72
6d 69 73 73 69 6f 6e
20 6f 66 20 74 68 65
20 4f 70 65 6e 53 53
4c 20 50 72 6f 6a 65
63 74 2e 0d Oa 0d Oa
20 20 20 20 36 2e 20
52656469 737472
69 62 75 74 69 6f 6e
73 20 6f 66 20 61 6e
79 20 66 6f 72 6d 20
77 68 61 74 73 6f 65
76 657220 6d 7573
742072 65 74 61 69
6e 20 74 68 65 20 66
6f 6¢ 6¢ 6f 77 69 6e
67 0d 0a 20 20 20 20
61 63 6b 6e 6f 77 6¢
65 64 67 6d 65 6e 74
3a 0d 0a 20 20 20 20
2254 68 69 73 20 70
72 6f 64 75 63 74 20
69 6e 63 6¢ 75 64 65
732073 6f66 7477
6172 65 20 64 65 76
65 6¢ 6f 70 65 64 20
6279 20

Ascii
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89016). Three clause BSD success or wait

license... ""....- lhttp,
located at deps/lihttp, is

licensed as follows:.. "™..
This software is licensed
under the MIT License.....
Copyright Fedor Indutny,

2018..... Permission is
hereby granted, free of
charge, t

appear in their names

without prior written..
permission of the

OpenSSL Project..... 6.
Redistributions of any form

whatsoever must retain
the following..

acknowledgment:.. "This
product includes software

developed by

nor may "OpenSSL"
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65 72 2c 20 74 68 65
2062617369 73 20
6f 66 20 74 68 65 20
66 69 6¢ 65 73 20 61
73 73 65 6d 62 6¢ 65
72 2d 61 72 6d 2d 69
6e 6¢ 2e 68 2c 0d Oa
2020 20 20 20 20 20
2061 73 73 65 6d 62
6¢ 65 72 2d 61 72 6d
2e 63632c 206173
73 65 6d 62 6¢ 65 72
2d 61 72 6d 2e 68 2c
2061 73 73 65 6d 62
6¢ 65 72 2d 69 61 33
32 2d 69 6e 6¢ 2e 68
2c 0d 0a 20 20 20 20
2020202061 7373
65 6d 62 6¢ 65 72 2d
69 61 33 32 2e 63 63
2c 20 61 73 73 65 6d
62 6¢ 65 72 2d 69 61
3332 2e682c2061
73 73 65 6d 62 6¢ 65
72 2d 78 36 34 2d 69
6e 6¢ 2e 68 2c 0d Oa
20 20 20 20 20 20 20
2061 73 73 65 6d 62
6¢ 65 72 2d 78 36 34
2e 63632c 206173
73 65 6d 62 6¢C 65 72
2d 78 36 34 2e 68 2c
2061 73 73 65 6d 62
6¢ 65 72 2d 6d 69 70
73 2d 69 6e 6¢ 2e 68
2c 0d Oa 20 20 20 20
2020 20

2069 73 20 6¢ 69 63
65 6e 73 65 64 20 61
73 20 66 6f 6¢ 6¢ 6f
77 73 3a 0d Oa 20 20
22 2222 0d 0a 20 20
2020 7a 6c 69 62 2e
68 20 2d 2d 20 69 6e
74 6572 66 61 63 65
20 6f 66 20 74 68 65
20 27 7a 6c 69 62 27
20 67 65 6e 65 72 61
6¢ 20 70 75 72 70 6f
73 65 20 63 6f 6d 70
72 65 73 73 69 6f 6e
20 6¢ 69 627261 72
79 0d 0a 20 20 20 20
76 65 72 73 69 6f 6e
20312e322e3131
2c 20 4a 61 6e 75 61
7279 2031357468
2¢ 2032303137 0d
0Oa 0d 0a 20 20 20 20
43 6f7079 7269 67
68 74 20 28 43 29 20
31393935 2d 3230
3137 20 4a 65 61 6e
2d 6¢ 6f 75 70 20 47
61 69 6¢ 6¢ 79 20 61
6e 64 20 4d 61 72 6b
2041 64 6¢ 65 72 0d
0Oa 0d 0a 20 20 20 20
54 68 69 73 20 73 6f
66 74 77 61 72 65 20
69 73 20 70 72 6f 76
69 64 65 64 20 27 61
73 2d 69 73 27 2¢ 20
776974

Ascii

er, the basis of the files
assembler-arm-inl.h,..
assembler-arm.cc,
assembler-arm.h,
assembler-ia32-inl.h,..
assembler-ia32.cc,
assembler-ia32.h,
assembler-x64-inl.h,..
assembler-x64.cc, as

sembler-x64.h, assembler-

mips-inl.h,..

is licensed as follows:..
".. zlib.h -- interface of

the 'zlib' general purpose

compression library..
version 1.2.11, January

15th, 2017.... Copyright
(C) 1995-2017 Jean-loup

Gailly and Mark Adler....

This software is provided

‘as-is', wit
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66 72 6f 6d 20 61 6e

79 20 73 6f 75 72 63

65206469 737472
69 62 75 74 69 6f 6e

2e 0d 0Oa 0d Oa 20 20
20 20 4a 65 61 6e 2d
6¢ 6f 75 70 20 47 61

69 6¢ 6¢ 79 20 20 20
2020202020 4d 61
72 6b 20 41 64 6¢ 65
72 0d 0a 20 20 20 20
6a 6¢ 6f 75 70 40 67

7a 69 70 2e 6f 72 67

2020 20 20 20 20 20
20 20 20 6d 61 64 6¢
65 72 40 61 6¢ 75 6d
6e 69 2e 63 61 6¢ 74
65 63 68 2e 65 64 75
0d 0a 20 20 22 22 22
0d 0a 0d Oa 2d 20 6e
70 6d 2c 20 6¢ 6f 63

6174 6564206174
20 64 65 70 73 2f 6e
70 6d 2c 20 69 73 20
6¢ 69 63 65 6e 73 65
64 20 61 73 20 66 6f
6¢ 6¢ 6f 77 73 3a 0d

0a 20 20 22 22 22 0d
0a 20 20 20 20 54 68
65 20 6e 70 6d 20 61
7070 6¢ 69 63 61 74
69 6f 6e 0d 0a 20 20
2020436f7079 72
69 67 68 74 20 28 63
29 20 6e 70 6d 2c 20
49 6e 63 2e 20 61 6e
64 20 43

65 65 70 69 6e 67 20
74 68 65 0d Oa 20 20
20205061 63 6b 61
67 65 20 61 76 61 69
6¢ 61 62 6¢ 65 20 61
73 20 6f 70 65 6e 20
73 6f 75 72 63 65 20

61 6e 64 20 66 72 65
65 20 73 6f 66 74 77
61 72 65 2e 0d Oa 0d
0Oa 20 20 20 20 59 6f
7520617265 2061
6¢c 776179732070
65 72 6d 69 74 74 65
64 20 74 6f 20 6d 61

6b 6520 61 72 72 61
6e 67 65 6d 65 6e 74
7320 77 68 6f 6¢ 6C

79 20 6f 75 74 73 69
64 65 20 6f 66 20 74
68 69 73 0d Oa 20 20
20 20 6¢ 69 63 65 6e
73 65 20 64 69 72 65
6374 6¢ 7920 77 69
74 68 20 74 68 65 20
43 6f7079 7269 67
68 74 20 48 6f 6¢ 64

65 72 20 6f 66 20 61

20 67 69 76 65 6e 20
50 61 63 6b 61 67 65
2e 20 20 49 66 20 74
68 65 0d Oa 20 20 20
2074 6572 6d 73 20
6f 66 20 74 68 69 73

20 6¢ 69 63 65 6e 73
65 20 64 6f 20 6e 6f

742070

Ascii

from any source

distribution..... Jean-loup

Gailly Mark Adler..
jloup@gzip.org
madler@alumni.calte
ch.edu.. "™

as follows:.. "™.. The
npm application..
Copyright (c) npm, Inc.
and C

eeping the.. Package

.- npm, locate
d at deps/npm, is licensed

available as open source

and free software.....

You are always permitted

to make arrangements
wholly outside of this..
icense directly with the
Copyright Holder of a

given Package. If the..

terms of this license do not

p
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22 20 6d 65 61 6e 73
20 74 68 65 20 50 61
63 6b 61 67 65 2c 20
69 66 20 69 74 20 68
61 73 20 62 65 65 6e
20 63 68 61 6e 67 65
64 2c 20 61 6e 64 0d
0a 20 20 20 20 20 20
202073 7563 68 20
63 68 61 6e 67 65 73
2077 65 72 65 20 6e
6f 74 20 65 78 70 6¢
69 63 69 74 6¢ 79 20
726571756573 74
6564 20 62 79 20 74
68 65 20 43 6f 70 79
72 69 67 68 74 0d Oa
2020 20 20 20 20 20
20 48 6f 6¢c 64 65 72
2e 0d 0Oa 0d Oa 20 20
2020 20 20 20 20 22
4f 72 69 67 69 6e 61
6¢ 20 4c 69 63 65 6e
73 65 22 20 6d 65 61
6e 73 20 74 68 69 73
204172746973 74
69 63 20 4c 69 63 65
6e 73 6520 61 73 20
44 69 73 7472 69 62
7574 6564 20 77 69
74 68 0d 0Oa 20 20 20
20202020 20 74 68
65 20 53 74 61 6e 64
6172 64 20 56 65 72
73 69 6f 6e 20 6f 66
20 74 68 65 20 50 61
63 6b 61

20 66 6f 72 6d 20 6f
66 20 74 68 65 20 50
61 63 6b 61 67 65 2e
0d 0a 0d Oa 20 20 20
20 28 33 29 20 20 59
6f 75 20 6d 61 79 20
617070 6¢c 79 20 61
6e 79 20 62 75 67 20
66 69 78 65 73 2¢ 20
70 6f 72 74 61 62 69
6¢ 69 74 79 20 63 68
61 6e 67 65 73 2c 20
61 6e 64 20 6f 74 68
65 72 0d 0a 20 20 20
20 6d 6f 64 69 66 69
63 61 74 69 6f 6e 73
20 6d 61 64 65 20 61
76 61 69 6¢ 61 62 6C
65 20 66 72 6f 6d 20
74 68 65 20 43 6f 70
797269 67 68 74 20
48 6f 6¢ 64 65 72 2e
202054 68 65 20 72
6573 75 6¢c 74 69 6e
67 0d 0a 20 20 20 20
50 61 63 6b 61 67 65
2077 69 6¢ 6¢ 20 73
74 69 6¢ 6¢€ 20 62 65
20 63 6f 6e 73 69 64
6572 65 64 20 74 68
65 20 53 74 61 6e 64
6172 64 20 56 65 72
73 69 6f 6e 2¢c 20 61
6e 64 20 61 7320 73
75 63 68 0d Oa 20 20
2020 77 69 6¢ 6¢ 20
62 65 20

Ascii

" means the Package, if it
has been changed, and..
such changes were not
explicitly requested by the
Copyright.. Holder.....
"Original License" means
this Artistic License as
Distributed with.. the
Standard Version of the
Packa

form of the Package.....
(3) You may apply any
bug fixes, portability
changes, and other..
modifications made av
ailable from the Copyright
Holder. The resulting..
Package will still be
considered the Standard
Version, and as such..
will be
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20 63 6f 6d 70 6¢ 65
74 652069 6e 73 74
72 75 63 74 69 6f 6e
73 20 6f 6e 20 68 6f
77 20 74 6f 0d Oa 20
20202067 6574 20
74 68 65 20 53 6f 75
72 63 65 20 6f 66 20
74 68 652053 74 61
6e 64 61 72 64 20 56
65 72 73 69 6f 6e 2e
2020537563 68 20
69 6e 7374 7275 63
74 69 6f 6e 73 20 6d
7573 74 20 62 65 0d
0a 20 20 20 20 76 61
6¢ 69 64 20 61 74 20
74 68 65 20 74 69 6d
65 20 6f 66 20 79 6f
7572206469 73 74
72 69 62 75 74 69 6f
6e 2e 20 20 49 66 20
74 68 65 73 65 20 69
6e 7374727563 74
69 6f 6e 73 2c 20 61
74 20 61 6e 79 0d Oa
2020 20 20 74 69 6d
6520 77 68 69 6¢ 65
2079 6f 75206172
65206361727279
69 6e 67 20 6f 75 74
2073 75 63 68 20 64
6973747269 62 75
74 69 6f 6e 2c 20 62
65 63 6f 6d 65 20 69
6e 76 61 6¢ 69 64 2c
20 79 6f

2073756368 20 77
6f 72 6b 73 20 61 72
65 20 6e 6f 74 0d Oa
20 20 20 20 63 6f 6e
73 69 64 65 72 65 64
207061727473 20
6f 66 20 74 68 65 20
50 61 63 6b 61 67 65
2069 74 73 65 6¢ 66
2c 20 61 6e 64 20 61
72 65 20 6e 6f 74 20
7375 62 6a 6563 74
20 74 6f 20 74 68 65
0d 0a 20 20 20 20 74
65 72 6d 73 20 6f 66
2074 68 69 73 20 6¢
69 63 65 6e 73 65 2e
0d 0a 0d Oa 20 20 20
20 47 65 6e 65 72 61
6¢ 20 50 72 6f 76 69
73 69 6f 6e 73 0d Oa
0d 0a 20 20 20 20 28
3130 29 20 20 41 6e
79207573 65 2¢ 20
6d 6f 64 69 66 69 63
61 74 69 6f 6e 2c 20
61 6e 64 20 64 69 73
7472696275 74 69
6f 6e 20 6f 66 20 74
68 65 20 53 74 61 6e
64 61 72 64 20 6f 72
0d 0a 20 20 20 20 4d
6f 64 69 66 69 65 64
20 56 65 72 73 69 6f
6e 73 20 69 73 20 67
6f 76 65 72 6e 65 64
206279

Ascii

complete instructions on
how to.. getthe Source
of the Standard Version.

Such instructions must be..

valid at the time of your
distribution. If these
instructions, at any.. time

while

you are carrying out

such distribution, become
invalid, yo

such

works are not..

considered parts of the
Package itself, and are not
subject to the.. terms of
this license..... General
Provisions.... (10) Any
use, modification, and
distribution of the Standard

or..

Modified Versions is

governed by
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67 20 61 20 63 72 6f
7373 2d 63 6¢ 61 69
6d 20 6f 72 20 63 6f
75 6e 74 65 72 63 6¢
61 69 6d 29 20 61 67
61 69 6e 73 74 20 61
6e 792070617274
79 20 61 6¢ 6C 65 67
69 6e 67 0d Oa 20 20
202074 68 61 74 20
74 68 65 20 50 61 63
6b 61 67 65 20 63 6f
6e 737469 747574
6573 20 64 69 72 65
63 74 20 6f 72 20 63
6f 6e 74 72 69 62 75
74 6f72792070 61
74 65 6e 74 0d 0a 20
20 20 20 69 6e 66 72
69 6e 67 65 6d 65 6e
74 2¢ 20 74 68 65 6e
20746869 73 20 41
727469 73 74 69 63
20 4c 69 63 65 6e 73
65 20 74 6f 20 79 6f
7520 73 68 61 6¢ 6C
20 74 65 72 6d 69 6e
61 74 65 20 6f 6e 20
74 68 65 0d Oa 20 20
2020 64 61 74 65 20
7468 6174207375
63 68 20 6¢ 69 74 69
67 61 74 69 6f 6e 20
69 73 20 66 69 6¢ 65
64 2e 0d Oa 0d Oa 20
20202028 313429
2020 44

4c 49 41 42 49 4c 49
54 59 2¢ 20 57 48 45
54 48 45 52 20 49 4e
20 43 4f 4e 54 52 41
4354 2¢ 205354 52
49 43 54 20 4c 49 41
42 49 4c 49 54 59 2¢
20 4f 52 20 54 4f 52
54 0d 0a 20 20 20 20
2f 2f 20 28 49 4e 43
4c 55 44 49 4e 47 20
4e 45 A7 4c 49 47 45
4e 43 45 20 4f 52 20
4f 54 48 45 52 57 49
53 4529 20 41 52 49
53 49 4e 47 20 49 4e
2041 4e 59 20 57 41
59 20 4f 55 54 20 4f
46 20 54 48 45 20 55
53 45 0d 0a 20 20 20
20 2f 2f 20 4f 46 20 54
48 49 53 20 53 4f 46
54 57 41 52 45 2¢ 20
45 56 45 4e 20 49 46
20 41 44 56 49 53 45
44 20 4f 46 20 54 48
45 20 50 4f 53 53 49
42 49 4c 49 54 59 20
4f 46 20 53 55 43 48
2044 41 4d 41 47 45
2e 0d 0a 20 20 22 22
22 0d 0a 0d Oa 2d 20
6a 69 6e 6a 61 32 2¢c
20 6¢ 6f 63 61 74 65
64 20 61 74 20 74 6f
6f 6¢ 73 2f 69 6e 73
70 65

Ascii

g a cross-claim or
counterclaim) against any
party alleging.. that the
Package constitutes direct
or contributory patent..
infringement, then this
Artistic License to you sha
Il terminate on the.. date
that such litigation is filed.
(14) D

LIABILITY, WHETHER IN
CONTRACT, STRICT
LIABILITY, OR TORT.. //
(INCLUDING
NEGLIGENCE OR
OTHERWISE) ARISING
IN ANY WAY OUT OF
THE USE.. // OF THIS
SOFTWARE, EVEN IF
ADVISED OF THE
POSSIBILITY OF SUCH
DAMAGE... ""....- jinja2,
located at tools/inspe
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20 6f 66 20 74 68 65
20 63 6f 6e 74 72 69
62 75 74 6f 72 73 20
6d 61 79 20 6e 6f 74
2062 6520 75 73 65
64 20 74 6f 20 65 6e
64 6f 72 73 65 20 6f
72 0d 0a 20 20 20 20
20202020202070
72 6f 6d 6f 74 65 20
7072 6f 64 75 63 74
732064657269 76
65 64 20 66 72 6f 6d
20746869 732073
6f 66 74 77 61 72 65
20 77 69 74 68 6f 75
7420 73 70 65 63 69
66 69 63 0d Oa 20 20
2020202020 20 20
2070 72 69 6f 72 20
777269 74 74 65 6e
20706572 6d 69 73
73 69 6f 6e 2e 0d Oa
0d 0a 20 20 20 20 54
48 49 53 20 53 4f 46
54 57 41 52 45 20 49
53 20 50 52 4f 56 49
44 45 44 20 42 59 20
54 48 45 20 43 4f 50
5952 49 47 48 54 20
48 4f 4c 44 4552 53
20 41 4e 44 20 43 4f
4e 54 52 49 42 55 54
4f 52 53 0d 0Oa 20 20
2020224153 2049
532220414e 4420
41 4e 59

4e 47 2¢ 20 42 55 54
20 4e 4f 54 0d 0a 20
20 20 20 4c 49 4d 49
54 45 44 20 54 4f 2¢
20 50 52 4f 43 55 52
45 4d 45 4e 54 20 4f
46 20 53 55 42 53 54
49 54 55 54 45 20 47
4f 4f 44 53 20 4f 52 20
53 45 52 56 49 43 45
53 3b 20 4c 4f 53 53
20 4f 46 20 55 53 45
2c¢ 0d Oa 20 20 20 20
44 41 54 41 2¢ 20 4f
52 20 50 52 4f 46 49
54 53 3b 20 4f 52 20
42 55 53 49 4e 45 53
53 20 49 4e 54 45 52
52 55 50 54 49 4f 4e
29 20 48 4f 57 45 56
4552 2043 41 55 53
45442041 4e 44 20
4f 4e 20 41 4e 59 0d
0a 20 20 20 20 54 48
45 4f 52 59 20 4f 46
204c 494142 49 4c
4954 59 2¢ 20 57 48
4554 48 45 52 20 49
4e 20 43 4f 4e 54 52
41 43 54 2¢ 20 53 54
52 49 43 54 20 4c 49
41 42 49 4c 49 54 59
2c 20 4f 52 20 54 4f
52 54 0d 0a 20 20 20
20 28 49 4e 43 4c 55
44 49 4e 47 20 4e 45
47 4c

Ascii

of the contributors may

not be used to endorse or..
promote products derived
from this software without

specific.. prior

written permission.....
THIS SOFTWARE IS
PROVIDED BY THE

COPYRIGHT HOLDERS
AND CONTRIBUTORS..

"AS IS" AND ANY

NG, BUT NOT..
LIMITED TO, P
ROCUREMENT OF

SUBSTITUTE GOODS OR

SERVICES; LOSS OF
USE,.. DATA, OR

PROFITS; OR BUSINESS

INTERRUPTION)

HOWEVER CAUSED AND
ON ANY.. THEORY OF
LIABILITY, WHETHER IN

CONTRACT, STRICT
LIABILITY, OR TORT..
(INCLUDING NEGL
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54 48 45 20 43 4f 50
59 52 49 47 48 54 0d
0Oa 20 20 20 20 4f 57
4e 45 52 20 4f 52 20
43 4f4e 54 52 49 42
55 54 4f 52 53 20 42
4520 4c 494142 4c
45 20 46 4f 52 20 41
4e 59 20 44 49 52 45
43 54 2¢ 20 49 4e 44
49 52 45 43 54 2¢ 20
49 4e 43 49 44 45 4e
54 41 4c 2c 0d Oa 20
2020 20 53 50 45 43
49 41 4c 2¢ 20 45 58
45 4d 50 4c 41 52 59
2c 20 4f 52 20 43 4f
4e 53 45 51 55 45 4e
54 49 41 4c 20 44 41
4d 41 47 45 53 20 28
49 4e 43 4c 55 44 49
4e 47 2¢ 20 42 55 54
20 4e 4f 54 0d Oa 20
20 20 20 4c 49 4d 49
54 45 44 20 54 4f 2¢
20 50 52 4f 43 55 52
45 4d 45 4e 54 20 4f
46 20 53 55 42 53 54
49 54 55 54 45 20 47
4f 4f 44 53 20 4f 52 20
53 45 52 56 49 43 45
53 3b 20 4c 4f 53 53
20 4f 46 20 55 53 45
2c¢ 0d Oa 20 20 20 20
44 41 54 41 2c 20 4f
52 20 50 52 4f 46 49
5453

2043 6f 7079 72 69
67 68 74 20 28 63 29
20323031322c20
32303134 2c2032
3031 352¢ 203230
31362054617473
75 68 69 72 6f 20 54
7375 6a 69 6b 61 77
61 0d 0a 20 20 20 20
43 6f 70797269 67
68 74 20 28 63 29 20
323031322c2032
3031342c203230
31352¢ 20323031
36 20 6e 67 68 74 74
70 32 20 63 6f 6e 74
7269 627574 6f72
73 0d 0Oa 0d Oa 20 20
202050 65 72 6d 69
73 73 69 6f 6e 20 69
73 20 68 65 72 65 62
792067 72616e 74
65 64 2¢ 20 66 72 65
65 20 6f 66 20 63 68
617267 652c2074
6f 20 61 6e 79 20 70
65 72 73 6f 6e 20 6f
62 74 61 69 6e 69 6e
67 0d 0a 20 20 20 20
61 20 63 6f 70 79 20
6f 66 20 74 68 69 73
20 73 6f 66 74 77 61
72 65 20 61 6e 64 20
61 73 73 6f 63 69 61
74 65 64 20 64 6f 63
75 6d 65 6e 74 61 74
69 6f 6e

74 0d 0Oa 0d Oa 20 20
20202068 7474 70
3a 2f 2f 77 77 77 2e
61 70 61 63 68 65

Ascii

THE COPYRIGHT..
OWNER OR CO

NTRIBUTORS BE LIABLE

FOR ANY DIRECT,
INDIRECT,
INCIDENTAL,..

SPECIAL, EXEMPLARY,

OR CONSEQUENTIAL

DAMAGES (INCLUDING,

BUT NOT.. LIMITED TO,

PROCUREMENT OF

SUBSTITUTE GOODS OR

SERVICES; LOSS OF
USE,.. DATA, OR
PROFITS

Copyright (c) 2012, 2014,

2015, 2016 Tatsuhiro

Tsujikawa.. Copyright (c)

2012, 2014, 2015, 2016
nghttp2 contributors....
Permission is hereby g

ranted, free of charge, to

any person obtaining..

a

copy of this software and
associated documentation

t....  http://www.apache
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success or wait
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\LICENSE

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\LICENSE

Copyright null 2020

Offset Length Value

unknown 2645

unknown 4096

2e 6f 72 67 2f 6¢ 69
63 65 6e 73 65 73 2f
4c 49 43 45 4e 53 45
2d 32 2e 30 0d Oa 0d
0a 20 20 20 20 20 55
6e 6¢ 65 73 73 20 72
65717569 72 65 64
2062 7920617070
6C 69 63 61 62 6C 65
20 6¢ 61 77 20 6f 72
20 61 67 72 65 65 64
20 74 6f 20 69 6e 20
777269 74 69 6e 67
2c 2073 6f 66 74 77
61 72 65 0d Oa 20 20
202020646973 74
7269 62 75 74 65 64
2075 6e 64 65 72 20
74 68 65 20 4c 69 63
65 6e 73 65 20 69 73
2064 69 73 74 72 69
62 75 74 65 64 20 6f
6e 20 61 6e 20 22 41
53 20 49 53 22 20 42
41 53 49 53 2¢ 0d Oa
202020 20 20 57 49
54 48 4f 55 54 20 57
41525241 4e 54 49
45 53 20 4f 52 20 43
4f 4e 44 49 54 49 4f
4e 53 20 4f 46 20 41
4e 59 20 4b 49 4e 44
2c 20 65 69 74 68 65
72206578 707265
73 73 20 6f 72 20 69
6d 70 6¢ 69 65 64 2e
0d 0a 20

2020 20 20 41 6¢ 6C
2072696768 7473
20726573657276
65 64 2e 0d Oa 0d Oa
2020 20 20 20 52 65
64 69 73 74 72 69 62
75 74 69 6f 6e 20 61
6e 64 20 75 73 65 20
69 6e 20 73 6f 75 72
63 65 20 61 6e 64 20
62 69 6e 61 7279 20
66 6f 72 6d 73 2¢c 20
77 69 74 68 20 6f 72
20 77 69 74 68 6f 75
74 0d 0a 20 20 20 20
20 6d 6f 64 69 66 69
63 61 74 69 6f 6e 2
2061 72 65 20 70 65
72 6d 69 74 74 65 64
20 70 72 6f 76 69 64
6564 20 74 68 61 74
20 74 68 65 20 66 6f
6¢ 6¢C 6f 77 69 6e 67
20 63 6f 6e 64 69 74
69 6f 6e 73 20 61 72
65 20 6d 65 74 3a 0d
0Oa 0d 0a 20 20 20 20
20 31 2e 20 52 65 64
6973747269 6275
74 69 6f 6e 73 20 6f
66 20 73 6f 75 72 63
65 20 63 6f 64 65 20
6d 75 73 74 20 72 65
74 61 69 6e 20 74 68
65 20 61 62 6f 76 65
2063 6f 70 79 72 69
67 68 74

Ascii

.org/licenses/LICENSE-
2.0....  Unless required
by applicable law or
agreed to in writing,
software..  distributed
under the License is
distributed on an "AS 1S"
BASIS,.. WITHOUT
WARRANTIES OR
CONDITIONS OF ANY
KIND, either express or
implied...

All rights reserved.....
Redistribution and use in s
ource and binary forms,
with or without..
modification, are permitted
provided that the following
conditions are met:.... 1.
Redistributions of source
code must retain the
above copyright
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\LICENSE

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1235

unknown 335

63 61 74 65 64 20 61
74 20 64 65 70 73 2f
7576 77 61 73 69 2c
2069 73 20 6¢ 69 63
65 6e 73 65 64 20 61
73 20 66 6f 6¢ 6¢ 6f
77 73 3a 0d Oa 20 20
22 22 22 0d 0a 20 20
20 20 4d 49 54 20 4c
69 63 65 6e 73 65 0d
0Oa 0d 0a 20 20 20 20
43 6f70 79 72 69 67
68 74 20 28 63 29 20
32 30 31 39 20 43 6f
6¢C 69 6e 20 49 68 72
69 67 20 61 6e 64 20
43 6f 6e 74 72 69 62
75 74 6f 72 73 0d Oa
0d 0a 20 20 20 20 50
65 72 6d 69 73 73 69
6f 6e 20 69 73 20 68
6572656279 20 67
72 61 6e 74 65 64 2c
20 66 72 65 65 20 6f
66 20 63 68 61 72 67
65 2c 20 74 6f 20 61
6e 792070657273
6f 6e 20 6f 62 74 61
69 6e 69 6e 67 20 61
2063 6f 70 79 0d Oa
20 20 20 20 6f 66 20
74 68 69 73 20 73 6f
66 74 77 61 72 65 20
61 6e 64 2061 73 73
6f 6369 61 74 65 64
20 64 6f 63 75 6d 65
6e 74 61

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 38 01 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
0039 a5 41 e5 7d c4
2f b6 7d c4 2f b6 7d
c4 2f b6 18 a2 2b b7
53 c4 2f b6 18 a2 2c
b7 6a c4 2f b6 18 a2
2a b7 b2 c4 2f b6 e3
64 e8 b6 77 c4 2f b6
2f ac 2c b7 74 c4 2f
b6 2f ac 2a b7 fe c4 2f
b6 2f ac 2b b7 59 c4
2f b6 e3 ad 2c b7 7c
c4 2f b6 7d c4 2f b6
63 c4 2f b6 e3 ad 2a
b7 96 c7 2f b6 e3 ad
2b b7 47 c¢7 2f b6 18
a2 2e b7 6a c4 2f b6
7d c4 2e b6 05 c5 2f
b6 e3 ad 26 b7 79 c4
2f

Ascii

cated at deps/uvwasi, is

licensed as follows:.. "™"..
MIT License.... Copyright

(c) 2019 Caolin lhrig and
Contributors....
Permission is hereby

granted, free of charge, to

any person obtaining a
copy.. of this software

and associated documenta

8 1..L.IThis program

cannot be run in DOS
mode....

$ 9.ALLLLYL.+.S.
Loy g * o dowll .
tLlx LAY
led. k). +.G....j..
Yo &y
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1405

unknown 1505

00 Ob 02 Oe 10 00 a6
6 00 00 1a 78 02 00
00 00 00 58 8d f0 00
00 10 00 00 00 00 00
4001 0000000010
00 00 00 02 00 00 06
00 00 00 00 00 00 00
06 00 00 00 00 00 00
00 00 00 6f 03 00 04
00 00 64 69 44 03 03
00 60 81 00 00 10 00
00 00 00 00 00 10 00
00 00 00 00 00 00 00
10 00 00 00 00 00 00
10 00 00 00 00 00 00
00 00 00 00 10 00 00
007029 18 03 14 90
19 00 84 b9 31 03 fO
00 00 00 00 10 6b 03
70 45 02 00 00 20 5f
03 d8 eb Ob 00 00 04
44 03 98 18 00 00 00
60 6d 03 50 9b 01 00
90 6f 0a 03 70 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 71 0a 03
28 00 00 00 00 70 Da
03 00 01 00 00 00 00
00 00 00 00 00 00 00
c0 f6 00 f0 Ob 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 2e 74 65 78
7400 00 00 b4 a4 f6
0000 10

08 48 8b 74 24 10 3
€390 90 90 90 90 90
90 90 90 90 90 90 48
89 7c 24 08 48 89 74
2410 48 89 €0 48 89
cf 48 89 d6 4c 89 c2
48 89 d1 48 89 fa 0f
10 07 48 81 ec 88 00
00 00 Of 10 4f 10 0f 10
57 20 0f 10 5f 30 Of 29
04 24 48 89 e7 0f 29
4c 2410 0f29 54 24
20 0f 29 5c¢ 24 30 3 0f
a6 e0 Of 28 04 24 of
28 4c 24 10 0f 28 54
24 20 0f 28 5¢c 24 30
48 81 c4 88 00 00 00
0f 11 02 Of 11 4a 10 of
11 52 20 0f 11 5a 30
48 8b 7c 24 08 48 8b
74 24 10 3 ¢3 90 90
90 90 90 90 90 90 90
90 90 90 90 90 90 48
89 7c 24 08 48 89 74
2410 48 89 €0 48 89
cf 48 89 d6 4c 89 c2
4c¢ 89 ¢9 55 53 31 c0
48 7 c2 0f 00 00 00 Of
8507 02 00 00 48 7
c1 0f 00 00 00 0f 85 fa
01 00 00 48 8d 05 02
4e 3203 9c fc e8 fb fc
ff ff 48 8d 52 10 31 cO
31 db f7 02 20 00 00
00 0f 85 67 01 00 00
48 {7

ool AEconancos

Hit$eoeoreee H.[$.H.13.
H.H.H.L.H.H...H.......
0..W .._0).$H..)L$.)T$
S0 ($.(LS..(TS .

(\SOH........... J.R

. ZOH.[$.H.15....
.............. H.|$.H.A$.H..H..
H..L.L.US1.H

......... TN B - o7

..... g...H.
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1672

unknown 792

90 90 90 48 39 cb 48
0f 47 d9 49 89 8 49

89 f1 49 89 ca 48 89
d9 49 89 db 48 7 c7

48 7 c6 0f 00 00 00
741048 c1 €9 03 f3
48 a5 48 29 df 48 89
d9 48 89 fe 48 8d 42
f0O 48 8d 5a 10 48 c1
€9 04 f3 0f a7 e0 66 Of
6f 00 66 Of 7f 42 fO 4c
89 c7 4c 89 db 48 f7
c7 0f 00 00 00 74 11
4889 d9 48 8d 34 24
48 c1e9 03348 a5
48 29 df 4c 89 ce 4c
89 d1 48 01 df 48 01
de 48 29 d9 bb 00 02
00 00 Of 85 73 ff ff ff
48 39 ec 74 14 66 Of
ef c0 48 8d 04 24 Of
29 00 48 8d 40 10 48
39 ¢5 77 f4 48 8d 65
00 eb 1d 90 90 90 90
48 8d 42 f0 48 8d 5a
10 48 c1 €9 04 3 Of
a7 e0 66 0f 6f 00 66 Of
7f 42 f0 b8 01 00 00
00 48 8d 64 24 08 5b
5d 48 8b 7c 24 08 48
8b 74 24 10 f3 ¢3 90
90 90 90 90 90 90 90
90 90 90 90 90 90 90
48 89 7c 24 08 48 89
74 24 10 48 89

84 87 00 00 00 81 fb
41 75 74 68 0f 95 cO
41 89 c2 81 fa 65 6e
74 69 0f 95 c0 41 09
€2 8196341 4d 44
0f 95 c0 41 09 c2 75
61 b8 00 00 00 80 Of
a2 3d 01 00 00 80 72
53 41 89 c2 b8 01 00
00 80 0Of a2 41 09 c9
4181 el 01 08 00 00
41 81 fa 08 00 00 80
72 36 b8 08 00 00 80
0f a2 4c Of b6 d1 49 ff
c2 b8 01 00 00 00 Of
a2 0f ba e2 1c 0f 83
ac 00 00 00 c1 eb 10
44 38 d3 0f 87 a0 00
00 00 81 e2 ff ff ff ef
€9 95 00 00 00 41 83
fb 04 41 ba ff ff ff ff 72
1a b8 04 00 00 00 b9
00 00 00 00 0f a2 41
89 c2 41 cl eaOe 41
81 e2 ff 0f 00 00 b8 01
00 00 00 0f a2 66 0f
6e c0 81 e2 ff ff ef bf
4183900753281
ca 00 00 00 40 80 e4
0f 80 fc Of 75 06 81 ca
00 00 10 00 80 fc 06
75 19 25 f0 Of ff Of 3d
70 06 05 00 74 07 3d
50 06 08 00 75 06 81
el ff ff ff fb Of ba e2 1c

[foooo

Ascii

I ] O R (G 1 ]
WHEH....tH..HH).H.H.
HB.HZH...fof.BL.L
SHe L tHOHA$H. H.H).L.
0f 00 00 00 48 0f 45 fc .L..H..H..H)........ s..Ho.tf

...H.$.).H.@.H9.w.H.e.
H.B.H.ZH......fo.f.B
Ld$.[[H.|$.H.t$..
HI$H$.H.

.....Auth..A...enti..A..
ISA..

.CAMD...A..ua..

....... ALALALLTB..
|

D8....
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1314

unknown 1318

08 0f 31 41 89 c0 41
b9 00 00 00 00 41 0f
ae 3a f0 45 01 Oa Of
3189 c24429c041
89 d0 41 89 c1 41 0f
ae 3af04101 0249
83 eb 0174 21 0f 31
89 ¢c2 44 29 c0 41 89
d0 44 39 c841 89 cl
ba 00 00 00 00 Of 95
€2 4829 d1 4d 8d 14
92 75d1488b 44 24
08 48 29 c8 f3 c3 90
90 90 90 90 90 90 90
90 48 31 c0 48 83 fa
00 74 4a 41 bb 08 00
00 00 49 0f c7 f2 72
Ob 49 ff cb 75 5 eb 37
90 90 90 90 48 83 fa
08 72 1a 4c 89 11 48
8d 49 08 48 83 c0 08
4883 ea 0874 1c 41
bb 08 00 00 00 eb dO
90 44 88 11 48 8d 49
0148 ffcO049 clea
08 48 ff ca 75 ed 4d
31 d2 f3 ¢3 90 90 90
90 90 90 90 90 48 31
c0 48 83 fa 00 74 4a
41 bb 08 00 00 00 49
0f c7 fa 72 Ob 49 ff cb
75 f5 eb 37 90 90 90
9048 83fa 0872 1a
4c 89 11 48 8d 49 08
48 83 c0 08 48 83 ea
08 74 1c 41 bb 08 00
00

48 8d 34 09 0f b6 c8
48 8d 3c 12 0f b6 d4
4c 33 64 f5 02 4c 33
6¢c fd 01 c1 e8 10 48
8d 34 09 Of b6 c8 48
8d 3c 12 0f b6 d4 4c
33 7c f5 00 4c 33 44
fd 07 8b 44 24 40 48
8d 34 09 Of b6 cb 48
8d 3c 12 0f b6 d7 4c
33 4c f5 06 4c 33 54
fd 05 c1 eb 10 48 8d
34 09 0f b6 cb 48 8d
3c 12 0f b6 d7 4c 33
5c f5 04 4c 33 64 fd
03 8b 5c 24 44 48 8d
34 09 0f b6 c8 48 8d
3c 12 0f b6 d4 4c 33
6c f5 02 4c 33 74 fd
01 4c 89 04 24 4c 89
4c 24 08 4c 89 54 24
10 4c 89 5¢ 24 18 4c
89 64 24 20 4c 89 6¢
24 28 4c 89 74 24 30
4c897c2438cle8
10 48 8d 34 09 0f b6
¢8 48 8d 3c 12 0f b6
d4 4c 33 44 5 00 4c
33 4cfd 07 8b 44 24
48 48 8d 34 09 0f b6
cb 48 8d 3c 12 0f b6
d7 4c 3354 15 06 4c
33 5c fd 05 c1 eb 10
48 8d 34 09 0f b6 cb
48 8d 3c 12 0f b6 d7
4c 33 64 f5 04 4c 33
6c fd 03

Ascii
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.1A.A...A...E..1.D).A.. success or wait
A.A.LA.l.1.1.D).A..D9.
A H).M...u.H.D$.H)...

......... HLH..QA....l.

odJo

[ 20 O O | N1 o WA
drks

N1/ ) M - | A

L.rl.u.7.  H.rL.HL
H..H..tA...

H.4...H.<..L3d..L3l
sozcll

H.4 success or wait

<....L3|..L3D...D$@H.4..
ol Beed LEIL L o kol )
.<....L3\..L3d..\$DH.4...H.

<

. L3LL3t.L.SLLS.LTS.L.

\$.L.d$

L.I$(L.t$OL.|$8...H.4....H.
<....L3D..L3L..D$HH4...
H.<..L3T.L3\...HA4..H.

<...L3d..L3l..
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-

x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-

x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 631

unknown 879

f1fle3fldb12ff2a
f1fle3fldb12ff2a
7373 d1 73 bf a2 e6
cc 7373 d1 73 bf a2
e6 cc 12 12 48 12 90
5a24 8212124812
90 5a 24 82 40 40 1d
40 3a 5d 80 7a 40 40
1d 40 3a 5d 80 7a 08
08 20 08 40 28 10 48
08 08 20 08 40 28 10
48 c3 c32b c3 56 e8
9b 95 c3 ¢3 2b c3 56
e89b 95 ec ec 97 ec
33 7b c5 df ec ec 97
ec 33 7b c5 df db db
4b db 96 90 ab 4d db
db 4b db 96 90 ab 4d
al al be al 61 1f 5f
c0 al al be al 61 1f
5f c0 8d 8d Oe 8d 1c
8307 91 8d 8d Oe 8d
1c 8307 91 3d 3d f4
3d 5 c9 7a c8 3d 3d
4 3d f5 c9 7a c8 97
97 66 97 cc f1 33 5b
97 97 66 97 cc f1 33
5b 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 cf cf 1b cf 36
d4 83 f9 cf cf 1b cf 36
d4 839 2b 2b ac 2b
45 87 56 6e 2b 2b ac
2b 45 87 56 6e 76 76
c576 97 b3 ecel 76
76 ¢5 76 97 b3 ec

7692927292 e4 e0
3976 7575 ¢9 75 8f
bceafa7575c9 75
8f bc ea fa 06 06 18
06 30 1e Oc 36 06 06
18 06 30 1e Oc 36 8a
8a 12 8a 24 98 09 ae
8a 8a 12 8a 24 98 09
ae b2 b2 f2 b2 f9 40
79 4b b2 b2 2 b2 9
40 79 4b e6 €6 bf e6
63 59 d1 85 €6 e6 bf
€6 63 59 d1 85 Oe Oe
38 0e 70 36 1c 7e Oe
Oe 38 Oe 70 36 1c 7e
1f 1f 7c 1f f8 63 3e e7
1f 1f 7c 1f f8 63 e e7
62629562 37 f7 c4
55 62 62 95 62 37 f7
c4 55 d4 d4 77 d4 ee
a3 b53ad4 d4 77 d4
ee a3 b5 3a a8 a8 9a
a8 29 32 4d 81 a8 a8
9a a8 29 32 4d 81 96
96 62 96 c4 f4 31 52
96 96 62 96 c4 f4 31
52 f9f9 c3 f9 9b 3a ef
62 f9 f9 3 f9 9b 3a ef
62 c5 c5 33 ¢5 66 f6
97 a3 ¢5 ¢5 33 ¢5 66
f6 97 a3 25 25 94 25
35 bl 4a 10 25 25 94
25 35 bl 4a 10 59 59
79 59 f2 20 b2 ab 59
59 79 59 f2 20 b2 ab
84 84 2a 84 54 ae

....... *......XsS.S....58.5..
..H.Z$..H.7$.0@.@].z
@@.@:]z... @(H..
L@(H..+.V.....

6. 6...+++E.Vn++.+E.
VNww.v...W.v...

V..r..9vuu.u....uu.u........ 0
.6...0..6..%....%......
.@yK.....@yK....cY.....cY..
..8.p6.~..8.p6.~..|..c>...|..c>
.bb.b7..Ubb.b7..U..w......w
ien)2M.0)2M.L b IR D
b3
.3.£...9%%.905.3.9%%.%5.J.Y
YyY. . .YYyY. .. .*xT.
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1336

unknown 3229

8b 5f 08 48 8b 4f 10
48 8b 57 18 4c 8b 47
20 4c 8b 4f 28 4c 8b
57 30 4c 8b 5f 38 eb
08 90 90 90 90 90 90
90 90 48 89 df 48 8d
2d a6 11 00 00 48 31
cf 4c 8b 26 4d 89 c5
49 89 c6 49 0f cc 49
clcd 17 4d 89 cf 4d
31 c549 cl ce 05 4d
31d7 4c 8924 24 49
31c64d21c749cl
cd 04 4d 01 dc 4d 31
d7 49 c1 ce 06 4d 31
c5 4d 01 fc 49 89 c7
4c 03 65 00 49 31 c6
49 31 df 49 c1 cd Oe
49 89 db 4c 21 ff 49
clce lc4d 01 ec 49
31fb4c01e24d01
e3 48 8d 6d 08 4d 01
3 4c 8b 66 08 49 89
d5 4d 89 de 49 0f cc
49 clcd 17 4¢c 89 c7
49 31 d5 49 cl ce 05
4c31cf4c89 6424
08 4d 31 de 48 21 d7
49 cl cd 04 4d 01 d4
4c 31 cf 49 c1 ce 06
49 31 d5 49 01 fc 4c
89 df 4c 03 65 00 4d
31de4831c749cl
cd Oe 49 89 c2 49 21
ff 49 cl ce 1c 4d 01
ec4d 31fadc0lel
4d 01 e2

49 89 c5 4d 89 c6 49
Of cc 49 c1 cd 17 49
89 df 49 31 c5 49 c1
ce 05 49 31 cf 4c 89
64 24 60 4d 31 c6 49
21c749clcd 0449
01 d4 49 31 cf49 c1
ce 06 49 31 c5 4d 01
fc 4d 89 c7 4c 03 65
00 4d 31 c6 4d 31 cf
49 c1 cd Oe 4c 89 ca
4c21ff49 clce lc
4d 01 ec 48 31 fa 4d
01 e3 4c 01 e2 48 8d
6d 08 4c 01 2 4c 8b
66 68 4d 89 dd 49 89
d6 49 Of cc 49 c1 cd
17 48 89 ¢7 4d 31 dd
49 c1 ce 05 48 31 df
4c 89 64 24 68 49 31
d6 4c 21 df 49 c1 cd
04 49 01 cc 48 31 df
49 c1 ce 06 4d 31 dd
49 01 fc 48 89 d7 4c
03 65 00 49 31 d6 4c
31c7 49 clcd Oe 4c
89c14921ff49cl
ce 1c 4d 01 ec 4c 31
f94d 01 e2 4c 01 el
48 8d 6d 18 4c 01 f1
4c 8b 66 70 4d 89 d5
49 89 ce 49 0f cc 49
clcd 17 4d 89 df 4d
31d5 49 cl ce 05 49
31¢74c 89 64 24 70
49 31 ce 4d 21 d7 49
clcd 04

Ascii

_HOHW.LG

L.O(L.WOL._8......... H..H.-

~HLL&M..I.I

.M. ML .M1.L$$I1.ML

-..M.M1IL.M1M..l.Le.lll
LLLLMLILL.M. H.

il
m.M..LEL.M.L.IL.L.I1.L

LL1L.d$.MLHLL.M..L1.1.
[ 08 T o X

-.M.M1.L.M..
LML L.d$
"MLILLLLILL LM M.

LeM1M1l.L.LLIL.M.H

1

M..L.H.m.L.LfhM..L.L.1...
H.M1.1..H1.L.d$hi1.LLI...]
T 7 8 1 T
) V0 1 1 8 ' B 1
L.fpM..L.1.L.M..M1.I...11.

L.d$pl1.MLI...

Completion

success or wait

success or wait
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1061

unknown 708

ca 06 70 6e Oe Oa 67
29 29 14 6f 82 03 e0
51 63 ca 06 70 6e Oe
0a 67 29 29 14 fc 2f
d2 46 85 0a b7 27 26
€9 26 5¢ 38 21 1b 2e
fc 2f d2 46 85 Oa b7
27 26 ¢9 26 5c 38 21
1b 2e ed 2a c4 5a fc
6d 2c 4d df b3 95 9d
13 0d 38 53 ed 2a c4
5a fc 6d 2c 4d df b3
95 9d 13 0d 38 53 de
63 af 8b 54 73 0a 65
a8 b2 77 3c bb 0Oa 6a
76 de 63 af 8b 54 73
0a 65 a8 b2 77 3c bb
Oa 6a 76 e6 ae ed 47
2e c9c2813b3582
14 85 2c 72 92 e6 ae
ed 47 2e c9c2 81 3b
35821485 2c 72 92
64 03 f1 4c al e8 bf
a2 01 30 42 bc 4b 66
laa86403fl4cal
e8 bf a2 01 30 42 bc
4b 66 1a a8 91 97 f8
d0 70 8b 4b c2 30 be
54 06 a3 51 6¢ c7 91
97 f8 d0 70 8b 4b c2
30 be 54 06 a3 51 6¢
c7 18 52 ef d6 19 e8
92 d1 10 a9 65 55 24
06 99 d6 18 52 ef d6
19 892 d1 10 a9 65
55 24 06 99 d6 2a 20
7157 85

8 77 48 8b 07 48 8b
5f 08 48 8b 4f 10 48
8b 57 18 4c 8b 47 20
4c 8b 4f 28 4¢ 8b 57
30 4c 8b 5f 38 eb 02
90 90 c5 79 6f 1d c8
fe ff ff c5 fa 6f 06 48
8d 2d 3d fa ff ff c5 fa

6f 4e 10 c5 fa 6 56 20 .U@.y.\$0.A] y.D$@I...y.

c4c27900c3c5fa
6f 5e 30 ¢4 c2 71 00

Ascii

Completion

..pn..g)).0...Qc..pn..g))../.F success or wait

..'&.&\8!...[.F..'&.&\8!..*

PZA V]IS S S 7AT 1] N

S|

.c..Ts.e.w<..jv.c..Ts.e..w<.

JV...G...;5.. 1G5
Lrd.L..

....eUs..* qW.

WH.H_H.OHW.LG
L.O(L.WOL

._8....y0....... 0.H.-=.....oN
...0V ..y....0"0..q....of @..i.
...onP.a....ov"..Y....0~p..Q.

Ly.E.

LY.$.Y.E.y.L$.Q.M .y.T$

L$PH

LY TS HLLYA$pM.........

cb c5 fa 6f 66 40 c4 c2 ..... H....... cq

69 00 d3 c5 fa 6f 6e
50 ¢4 c2 61 00 db c5
fa 6f 76 60 c4 c2 59
00 e3 c5 fa 6f 7e 70
c4c25100ebc579
d4 45 80 c4 c2 49 00
3¢5 71 d4 4d a0 c4
€2 41 00 fb c5 69 d4
55 0 c5 61 d4 5d e0
c5 79 7f 04 24 ¢5 59
d4 4500 c5 79 7f 4c
2410 c5 51 d4 4d 20
¢5 79 7f 54 24 20 c5
49 d4 55 40 ¢5 79 7f
5¢ 24 30 ¢5 41 d4 5d
60 c5 79 7f 44 24 40
4989 c6 ¢c5 79 7f 4c
24 50 48 89 df c5 79
7f 54 24 60 48 31 cf
¢579 7f 5¢c 24 70 4d
89 ¢5 eb 0d 90 90 90
90 90 90 90 90 90 90
90 90 90 48 81 c5 00
010000 c4 6371

0B.Kf.d..L....0
B.Kf.....p.KO.T..Ql...p.K.
0.T.QLR......eUs$..R....

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1008

unknown 2754

4931ddc4cl71d4
cb 4c 03 44 24 18 4c
89 cf 49 31 d4 49 c1
ce 06 c5 71 d4 55 a0
4c 31d7 4d 01 e0 49
cl cd Oe 49 21 ff 4d
31 ce 4d 01 e8 4d 31
d7 49 c1 ce 1c 4c 01
c0 4d 01 f8 49 89 c5
4d 01 c6 ¢5 79 7f 54
2410 c4 63 61 0f c2
08 49 clcd 17 4d 89
fO c4 63 41 Of de 08
49 89 dc 49 cl ce 05
8f 48 78 c3 c8 38 49
31c54931lcccacl
3973d00749clcd
04 4d 31 c6 c4 c1 69
d4 d3 49 21 c4 49 31
c5 48 03 54 24 20 4d
89 c7 8f 48 78 c3 d1
074931 cc49clce
06 c4 41 39 ef c1 4d
31lcf4c01e249cl
cd Oe 4c 21 ff 8f 68 78
€3d9 03 4d 31 c6 4c
01 eacd 41 39 ef c2
4c 31 cf49 clce 1c
c5a9 73 d1 06 49 01
d3 48 01 fa c4 c1 69
d4 do 4d 89 dd 49 01
d6 8f48 78 c3 cb 2a
49 clcd 17 4c 89 f2
c4 41 21 ef da 49 89
c4 49 cl ce 05 4d 31
dd 49 31dcc4 4121
ef d9

49 89 dd 4d 01 ce 8f
4878 c3ch 2a 49 cl
cd 17 4d 89 f1 c4 41
21 ef da 49 89 cc 49
clce 0549 31dd 49
31d4 c4 41 21 ef d9
49 clcd 04 4d 31 ce
4921 dc4931ddc4
c151d4eb4c 0344
24 58 4c 89 cf 49 31
d4 49 c1 ce 06 c5 51
d4 55 20 4c 31 d7 4d
01 e0 49 c1 cd Oe 49
21 ff 4d 31 ce 4d 01
e84d 31d749clce
1c 4c 01 c04d 01 f8
49 89 c5 4d 01 c6 c5
79 7f 54 24 50 c4 63
41 0f c6 08 49 c1 cd
17 4d 89 fO c4 63 61
0f da 08 49 89 dc 49
clce 05 8f48 78 ¢c3
c8384931c549 31
ccc4 c13973d0 07
49 clcd 04 4d 31 c6
c4cl49d434921
c4 49 31 ¢5 48 03 54
24 60 4d 89 c7 8f 48
78¢3d1074931cc
49 cl ce 06 c4 41 39
ef c1 4d 31 cf 4c 01
e2 49 clcd Oe 4c 21
ff 8f 68 78 c3 dd 03 4d
31c64c01eacs sl
39 ef c2 4c 31 cf 49
clcelcc5a9 73d5
06 49

Ascii

Completion

11...q..L.D$.L..I1.I1....q.U.L1 success or wait

ML ILM1.M..M1.l...L..M..
l.M...y.T$..ca...l..M...cA..

I O 8 3 0 1 ) S

ML LT H.T$ M...Hx...I11
.hx..M

BBS/\ O 108 e [ T
ST [/ W 6T | O
iLM.LLHXCKLLLLALLLL
l..M1.I1. AL.

L.M..Hx..*L..M...ALL.I.
ST T /N 0 111 B O ) 8
L.D$XL..I1.1...Q.U
L1M..I..

IM1.M..M1.l...L.M..l.M...
y.T$P.cA

M...ca.
Hx..811.11...9s..I..M1...

sl Ll oSl

[l
ILILH.T$M...Hx...11.1....A9
~M1.L.I.LL.hx..M1L..A9

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 2397

unknown 2065

4931 c64d0lebcs
41 39 ef c2 48 31 df

4d Of ac f6 1c c5 al 73 ..M......s..I1.M1..AL.M...M1

d7 06 4c 01 da 49 01
fbc4 41 39 ef c1 49
89 d5 4d 01 de c5 a9
73 7 03 4d 0Of ac ed
17 4d 893 c4cl 79
d4 c0 4d 89 c4 4d of
ac f6 05 ¢5 b1 73 d7
134931 d54d 31 cc
c4 41 21 ef da 4d Of
ac ed 04 4d 31 de c4
c12973f22a4921
d44931d5c44121
ef d9 4c 03 54 24 08
4c89dfc4cl13173
d1 2a 4d 31 cc 4d 0Of
ac f6 06 c4 41 21 ef
da 4831 c74d 01 e2
c4 41 21 ef d9 4d Of
ac ed Oe 49 21 ff c4
c179d4 c34d 31 de
4d 01 ea c5 79 d4 55
80 49 31 c7 4d Of ac
6 1c 4c 01 d1 4d 01
fa 49 89 cd 4d 01 d6
c579 7f 14 24 c4 63
69 0f c1 08 4d 0f ac
ed 17 4d 89 f2 c4 63
49 0f dd 08 49 89 d4
4d Of ac f6 05 c4 c1
2973d0014931cd
4d31c4cdcl71d4
cb 4d Of ac ed 04 4d
31d6 c4 cl 2173 d0
07 49

c541d455604931 .AUILM...I.L.M.I..y.T$ success or wait

cf 4d Of ac f6 1c 49 01
c0 4c 01 f8 4d 89 c5
49 01 c6 ¢c5 79 7f 54
24 70 80 bd 87 00 00
00 00 Of 85 f6 f5 ff ff
4d Of ac ed 17 4c 89

f0 4d 89 cc 4d Of ac f6 .I1.MIM...ML.ILIT.L.TS.L..

05 4d 31 c5 4d 31 d4
4d Of ac ed 04 49 31
c6 4d 21 c4 4d 31 c5
4c 03 1c 24 4989 c7
4d 31 d4 4d 0f ac f6
06 49 31 df 4d 01 e3
4d Of ac ed Oe 4c 21 ff
4931 c64d01eb 48
31 df 4d Of ac f6 1c 4c
01 da 49 01 fb 49 89
d5 4d 01 de 4d Of ac
ed 17 4d 89 f3 4d 89
c4 4d 0Of ac f6 05 49
31 d5 4d 31 cc 4d of
ac ed 04 4d 31 de 49
21 d4 49 31 d5 4c 03
54 24 08 4c 89 df 4d
31 cc 4d Of ac f6 06
4831 c74d01e24d
Of ac ed Oe 49 21 ff 4d
31 de 4d 01 ea 49 31
c7 4d Of ac f6 1c 4c 01
d1 4d 01 fa 49 89 cd
4d 01 d6 4d Of ac ed
17 4d 89 f2 49 89 d4
4d Of ac f6 05 49 31
cd 4d 31 c4 4d 0f ac
ed 04 4d

Ascii

178 1T/ Y 1 M N U
A9.LLM...s.M..M....y.M

L)SHILILLALLLTS.L....1s
AML1M...ALHLM..ALM.

ALy . MLM..y.U.I1M...L.

Do M...L.M..M....
MLMLM...I1.M.ML.L. $I..
M1.
M...11.M..M....LLI1.M..H1.
M.

L MM MM M...

M

1M...HILM. M...I.M1.M..I
i
M...L.M..LM..M...M..l.M.
-.11.M1.M...M

Source
Count Address  Symbol

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 838

unknown 2837

01 c4 c2 6d 00 d2 c4
c35d 38 64 24 40 01
c4c26500dac4c3
55 38 6¢ 24 50 01 c4
c25d 00 e2 c4 c3 4d
38 74 24 60 01 c4 c2
5500 ea c4 c3 45 38
7¢247001c57d d4
45 80 c4 c2 4d 00 f2
c5 75 d4 4d a0 c4 c2
45 00 fa c5 6d d4 55
c0 c5 65 d4 5d e0 c5
7d 7f 04 24 c5 5d d4
4500 c5 7d 7f 4c 24
20 ¢5 55 d4 4d 20 c5
7d 7f 54 24 40 c5 4d
d4 55 40 ¢5 7d 7f 5¢
24 60 48 8d 64 24 80
c5 45 d4 5d 60 c5 7d
7f 04 24 4d 31 16 c5
7d 7f 4c 24 20 48 89
df ¢5 7d 7f 54 24 40
48 31 cf ¢5 7d 7f 5¢
24 60 4d 89 cc 48 81
¢5 00 01 00 00 eb 02
90 90 48 8d 64 24 80
c4 63 75 0f c0 08 4c
03 9c 24 00 01 00 00
4d 21 c4 c4 43 fb fO
e8 29 c4 63 55 0f dc
08 c4 43 fb fO f8 12 4a
8d 04 30 4f 8d 1c 23
c4cl2d73d001c4
42 b8 f2 e2 4d 31 fd
c4 43 fb fO fO Oe c4 c1
7dd4c3c4cl2573
do

41 21 ff 41 c1 ce 02
4501 ec 45 31 f8 44
01 e0 45 01 e0 48 8d
6d 14 45 01 f0 44 8b
66 10 41 89 c5 45 89
c6 41 0fcc4lclcd
Oe 41 89 df 41 31 ¢5
41 clce 0941 31 cf
44 89 64 24 10 45 31
c64121c741clcd
054101 d4 41 31 cf
41 clceOb4131ch5
45 01 fc 45 89 c7 44
03 65 00 45 31 ¢c6 45
31 cf41clcd 0644
89ca4421ff4lcl
ce 024501 ec 31 fa
4501 e3 44 01 e2 48
8d 6d 04 44 01 f2 44
8b 66 14 45 89 dd 41
89 d6 41 0Of cc 41 c1
cd Oe 89 c7 45 31 dd
41 clce 09 31 df 44
89 64 24 14 41 31 d6
44 21 df 41 c1 cd 05
4101cc31df41cl
ce Ob 45 31 dd 41 01
fc 89 d7 44 03 65 00
4131d64431c741
clcd 064489 cl41
21 ff 41 c1 ce 02 45
01 ec 44 31 f9 45 01
€244 01 el 48 8d 6d
04 44 01 f1 44 8b 66
18 4589 d5 41 89 ce
41 0f cc 41 c1 cd Oe
45 89 df

Ascii

...m....]8d$@...e....UBI$P... success or wait
]...M8t$"...U....E8|$p. }.E...
M..u.M...E..m.U..e].}..$.]

E.}L$ .UM
1T$@.M.U@}\$
“H.d$.E] }.SM1.}L$
H..}

TS@HL.}\$'M..H.......... H.
d$..cu...L.$...ML..C...).cU..
..C...J..00.#..-s...B..M1..

ALA..E..E1.D..E.H.m.E..D success or wait

f

A.E.A.A._A.A1LA..ALD.

ds

.E1LALA..A.A1A.ALE.

E.

D.e.E1.E1.A..D.D!A..E..

1E

.D.Hm.D.DfE.A.A.A..

.E1.A..1.D.d$.ALDI.A.A..

1.

A..E1.A..D.e.A1.D1.A..D

LA

lA...E.D1.E.D.H.m.D..D.f

.E.ALA A.E.

Completion

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1254

unknown 1014

4531 de21d741cl
cd 054501 d4 44 31
cf4lclceOb4131
d5 41 01 fc 44 89 df
44 03 65 00 45 31 de
31c741clcd0641
89c24121ff4lcl
ce 02 4501 ec 45 31
fa44 01 el 4501 e2
48 8d 6d 04 44 8b 6¢
24 2c 44 8b 7c 24 20
4589 ec41 clcdOb
45 01 f2 45 89 fe 41
clcf024531e541
clec0341clcdO07
453117 41 cl ee Oa
41clcfl14531ec
45317 44 03 64 24
Oc 44 03 64 24 28 41
89 cd 45 01 fc 45 89
d6 41 c1 cd Oe 41 89
d74131cd4lclce
09 4531 c7 44 89 64
2428 4531 d6 41 21
cf 41 cl cd 05 45 01
cc4531c741clce
Ob 41 31 cd 45 01 fc
45 89 d7 44 03 65 00
45 31 d6 45 31 df 41
clcd 06 45 89 d9 44
21 ff 41 c1 ce 02 45
01 ec 41 31 f9 44 01
e34501 el 48 8d 6d
04 44 8b 6¢ 24 30 8b
7c 2424 4589 ec 41
clcdOb 4501141
89 fecl

Ascii

E1.LA..E..D1.A.A1A.D.

D.

eE11A.A.ALA.E.EL
D..E..H.m.D.I$,D.|$

E.A.

E

IEME®
A.E1A.A.ELA.A.E1l

1.D.d$.D.d$(A..E.E.A..A.

Al

A..E1.D.d$(E1.ALA..E.E

1A

..Al1.E.E..D.e.E1L.E1A..E

.D

LA...E..A1.D..E..H.m.D.I$0.

|$$E..A...E.A...

Completion

success or wait

bl 66 0f 70 f9 1b 66 Of .f.p..f.p..fm.f.o.......... W..(p.. success or wait
(x.D.(@.D.(H.D.(P.H..H.|$

70 c9 b1 66 Of 6d ca

66 0f 3a 0f d7 08 f3 Of .H.t$.

7f of f3 Of 7f 57 10 Of
28 70 a8 0f 28 78 b8
44 0f 28 40 c8 44 of

28 48 d8 44 0f 28 50
e84889c4488b7c
2408 48 8b 74 24 10
3 ¢3 90 90 90 90 90

90 90 90 90 90 90 90
90 90 90 90 90 90 90
90 90 90 90 90 90 90
90 90 90 90 90 90 90
90 90 90 90 90 90 90
90 90 90 90 90 90 48
89 7c 24 08 48 89 74
2410 48 89 0 48 89
cf 48 89 d6 4c 89 c2

4889 e0 53554154
4155 41 56 41 57 48
cle2 044881 ecald
00 00 00 48 8d 14 96
4883 e4c04889 7c
24 4048 89 74 24 48
48 89 54 24 50 48 89
44 24 58 0f 29 74 24
60 0Of 29 7c 24 70 44

0f 29 84 24 80 00 00

00 44 0f 29 8¢ 24 90

00 00 00 8b 07 8b 5f
04 8b 4f 08 8b 57 Oc

44 8b 47 10 44 8b 4f
14 44 8b 57 18 44 8b
5f 1c eb 0d 90 90 90

90 90 90 90 90 90 90

$.H..H..H..L..H..SUATAU

AVAWH
Heo Ho H. H.|$@H.t$H
H.
T$PH.D$X.)t$".)|$pD.).$....
D.)
$......_..0.W.D.G.D.O.D.
W.D

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 2144

unknown 1605

4131c64501eb31
df 41 c1 ce 02 44 01
da 4101 fb 41 89 d5
4501 de 41 cl cd Oe
45 89 3 45 89 c4 41
clce094131d545
3lcc4lclcdO0545
31de4121d44131
d5 44 03 54 24 04 44
89 df4531cc4lcl
ce Ob 31 ¢c7 4501 e2
41 cl cd 06 41 21 ff
45 31 de 45 01 ea 41
31c741clce0244
01 d1 45 01 fa 41 89
cd 45 01 d6 41 c1 cd
Oe 45 89 2 41 89 d4
41clce094131cd
4531 c441clcd05
4531 d6 41 21 cc 41
31 cd 44 03 4c 24 08
4589 d7 4531 c4 41
clce Ob 45 31 df 45
01 el4lclcdO0644
21 ff 45 31 d6 45 01
e94431df4lclce
0244 01cb4101f9
4189 dd 45 01 ce 41
clcd Oe 45 89 f1 41
89 cc4lclce0941
31dd4131d441cl
cd 054531 ce 4121
dc 41 31 dd 44 03 44
24 0c 44 89 cf 41 31
d4 41 c1 ce Ob 44 31
d74501e041clcd
06 41 21

41 31 c4 45 0Of ac ed
05 41 31 ce 45 21 d4
4531 d5 03 5¢ 24 18
41 89 cf 41 31 c4 45
Of ac f6 Ob 41 31 d7
4401 e3 45 0f ac ed
06 44 21 ff 41 31 ce
44 01 eb 31 d7 45 of
ac f6 02 41 01 d9 01
fb 45 89 cd 41 01 de
45 0f ac ed Oe 44 89

Ascii
AlE.1.A.D.A.A.E.A..
E.
.E.A..ALE1A.ELALAL
D.T
$.D..E1LA...1.E.A..ALEL.
E..
AlLA..D.E.A.E.A.E.A.
A
..A1L.E1.A..ELALAL1D.L$.
E..
E1.A..E1.E.A..DL.E1E..D
1A
..D.ALALE.A.E.AA.A
1.A1.A..E1.ALA1.D.D$.D..
ALA..D1E.A. Al

AlE..ALELEL\$.A Al
=

o AILD). [ Z o JDIAILD), LIS o
A

N EN AN D NENEME ]
1.E...ALE.E1.D$..E1E..

1D.E...ALA1D.ALE...A

DEASE D= EL[E
1E...ALELE1D.\$

34589 d4 45 Of ac f6 A..EL.E...

09 45 31 cd 45 31 dc
45 0f ac ed 05 41 31
de 45 21 cc 45 31 cd
03 44 24 1c 89 df 45
31 dc 45 0f ac f6 Ob
31 cf 44 01 €0 45 Of
ac ed 06 41 21 ff 41
31de 4401e84131
cf 45 0f ac f6 02 41 01
c0 44 01 f8 45 89 c5
41 01 c6 45 0f ac ed
Oe 44 89 f0 45 89 cc
45 0f ac f6 09 45 31
c5 45 31 d4 45 0f ac
ed 0541 31 c6 45 21
c4 45 31 ¢5 44 03 5¢
24204189 c7 45 31
d4 45 0Of ac f6 Ob 41
31 df 45 01 e3 45 0f
aced 06 44 21 ff41
31 ¢6 45 01 eb 31 df
45 0f ac f6 02 44 01
da 4101 fb 41 89 d5
45 01 de 45 Of ac ed
Oe

LNLE (B DIAILE LS
DFAWARENE=S.

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 842

unknown 4096

ff ff 4c 39 d3 72 14 48
8d 76 60 49 8d b8 00
02 00 00 b9 08 00 00
00 fc f3 48 a5 48 8b

78 08 48 8b 70 10 49
89 80 98 00 00 00 49
89 b0 a8 00 00 00 49
89 b8 b0 00 00 00 49
8b 79 28 4c 89 c6 b9
9a 00 00 00 fc f3 48

a54c89ce4831c9 9. A.Hpl...... H..(

48 8b 56 08 4c 8b 06
4c 8b 4e 10 4c 8b 56
28 4c 8d 5e 38 4c &d
66 18 4c 89 54 24 20
4c 89 5¢ 24 28 4c 89
64 24 30 48 89 4c 24
38 ff 15 3f ea f5 00 b8
01 00 00 00 48 83 c4
40 9d 41 5f 41 5e 41
5d 41 5¢ 5d 5b 5f 5e
3 .¢3 90 90 90 90 90
90 90 56 57 53 55 41
54 41 55 41 56 41 57
9c 48 83 ec 40 49 8b
40 78 49 8b 98 f8 00
00 00 4c 8d 15 df c7 ff
ff 4c 39 d3 Of 82 51 ff
ff ff 4c 8d 15 23 cb ff ff
4c 39 d3 0f 83 41 ff ff
ff 48 8d 70 a8 49 8d
b8 00 02 00 00 b9 Oa
00 00 00 fc f3 48 a5
e9 28 ff ff ff cc cc cc
e EE 66 68 6F 66 @8
EelGe

66 Of 72 f2 0a 66 41 Of f.r.fA.. .fr.f. f. fr.f.
ot fEofrff

66 Of ef ca 66 Of fe €8 D...fD...f..fD...fD..H......
66 0f 72 f2 09 66 Of db fA.nh fA.nA fA.nJ fA.nS
dc 66 0Of ef cf 66 0f 72 f.b.f.
b.f.b.fA.0.f.8..fA.0.f.r.fA.0
45 0f 6f c2 66 0f 72 2 fr.f.(fA.. .fr.
.m.f. fr.fAof.fAofr
ef c3 66 44 0f fe e5 66 ..fA...fA..f. fA.0.f. fA.0.

ef e1 66 0f 72 d7 Od

d7 09 66 0Of ef ca 66

0b 66 Of ef f9 66 44 Of

Of ef fa 66 44 0f fe c5
66 44 0f fe c7 48 8d
ad 00 01 00 00 66 41
0Of 6e 68 20 66 41 0f
6e 41 20 66 41 0Of 6e
4a 20 66 41 0f 6e 53
20 66 Of 62 €9 66 0f
62 c2 66 0f 62 €8 66
41 0f 6f fc 66 Of 38 00
ee 66 41 0f 6f d4 66 Of
72 d7 06 66 41 Of 6f
cc 66 0f 72 f2 07 66 Of
7f 28 66 41 0f fe ef 66
0f 72 d1 Ob 66 Of ef fa
66 0f 72 f2 Oe 66 Of fe
6d 80 66 Of ef f9 66 Of
72 d1 Oe 66 41 Of 6f
c4 66 0Of ef fa 66 41 Of
6f dc 66 Of 72 f2 05 66
41 0f df c6 66 41 0f db
dd 66 Of ef f9 66 41 Of
6f c8 66 Of ef fa 66 41
0f 6f d0 66 Of 72 d1 02
66 0Of fe ef 66 Of ef c3
66 41

LL9rHWV L H.H.x

Hop oy (
| I H.L.H1H.V.L..L.N.

8.2....H.@.A_AAJAY

VWSUATAUAVAW.H

Source
Count Address  Symbol

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 3311

unknown 1175

Ascii

Of 6f 28 66 Of fe 70 80 .o(f..p.f.o.f.o.f.r.f.o.fr..
fo@.fr.f. fr.fof. . .fr
66 Of 72 d7 03 66 Of 6f ..f...f.r.fo.fr. f.. fr.f
ottt fff

66 0f 6f fd 66 0f 6f cd

d5 66 0f 72 d1 07 66
Of 6f 40 dO 66 Of 72 f2

AL

o.fA.o.fr.fA.0.fr. f.

Oe 66 Of ef f9 66 Of 72 .p.fA..fr.f. fr.f.u'f.
d1 0b 66 Of 6f e0 66 Of .f.r.fA.o.f..fA.0.f.r fA...
ef fa 66 0f 722 0b 66 fA..f..fA.0.f..fA.0.fr.f.
f.fA.0.fA.0

Of ef f9 66 Of 72 dO Oa
66 Of 6f cc 66 Of 72 d4
11 66 Of ef fa 66 Of 72
1 0d 66 Of fe 7 66 Of
ef c4 66 0Of 72 d4 02
66 Of ef c1 66 Of 72 f1
02 66 Of ef c4 66 0Of ef
c1 66 Of fe f0 66 41 Of
6f fd 66 41 0Of 6f d5 66
0f 72 d7 06 66 41 Of
6f cd 66 Of 72 f2 07 66
0f 7f 70 fO 66 41 Of fe
f0 66 Of 72 d1 Ob 66 Of
ef fa 66 0f 72 f2 Oe 66
0Of fe 75 60 66 Of ef f9
66 0f 72 d1 Oe 66 41
0Of 6f c5 66 Of ef fa 66
41 0f 6f e5 66 0Of 72 f2
05 66 41 0f df c7 66
41 0f db e6 66 Of ef f9
66 41 0f 6f c9 66 Of ef
fa 66 41 Of 6f d1 66 Of
72 d1 02 66 0f fe 7 66
Of ef c4 66 41 0f 6f e2
66 41 Of 6f

66 0f 7f 3b 66 Of 6f 35
f1 57 00 00 ff ca Of 85
49 d9 ff ff 8b 94 24 18
01 00 00 48 8d 7f 10
48 8d 76 40 ff ca 0f 85
72 d8 ff ff 48 8b 84 24
10 01 00 00 Of 28 b0
48 ff ff ff Of 28 b8 58 ff
ff ff 44 Of 28 80 68 ff ff
ff 44 0f 28 88 78 ff ff ff
44 0f 28 50 88 44 0f
28 58 98 44 0f 28 60
a8 44 0f 28 68 b8 44
0f 28 70 c8 44 0f 28
78 d8 48 8b 68 f0 48
8b 58 8 48 8d 20 48
8b 7c 24 08 48 8b 74
2410 f3 ¢3 90 90 90
90 90 90 90 90 90 90
90 90 90 90 90 90 90
90 90 90 90 90 90 48
89 7c 24 08 48 89 74
2410 48 89 e0 48 89
cf 48 89 d6 4c 89 c2
48 89 e0 53 55 48 8d
a4 24 58 ff ff ff Of 29
3424 0f29 7c 24 10
44 0f29 44 24 20 44
0f 29 4c 24 30 44 of
29 50 88 44 0f 29 58
98 44 0f 29 60 a8 44
0f 29 68 b8 44 0f 29
70844 0f29 78 d8
48 81 ec 20 01 00 00
dle24881e4

f.if.o5.W.....l....$...H..
Hv@...r. H.$....(H....(

X...D.(h...D.(x...D.(P.D.(X

.D.C
(x.H

.SU
D)

.D.(h.D.(p.D.

h.H.XH.
H.I3.

(R
H.|$.H.t$.H..H..H..L.H
H.$X...)4$.)$.D.)D$

L$0D.)P.D.)X.D.)".D.)h.D.)
p.D)x.H.. ....H..

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 681

unknown 1217

24 00 00 48 8d bf 80
00 00 00 89 94 24 28
02 00 00 31 d2 48 8d
9c 24 00 02 00 00 4c
8b 26 8b 4e 08 39 d1
Of 4f d1 85 c9 89 Ob
4c Of 4e e5 4c 8b 6e
10 8b 4e 18 39 d1 0Of
4f d1 85 ¢9 89 4b 04
4c Of 4e ed 4c 8b 76
20 8b 4e 28 39 d1 Of
4f d1 85 c9 89 4b 08
4c 0f 4e f5 4c 8b 7e
30 8b 4e 38 39 d1 Of
4f d1 85 c9 89 4b Oc
4c Of 4e fd 4c 8b 46
40 8b 4e 48 39 d1 Of
4fd1 85 c9 89 4b 10
4c 0Of 4e c5 4c 8b 4e
50 8b 4e 58 39 d1 Of
4fd185¢9 89 4b 14
4c 0f 4e cd 4c 8b 56
60 8b 4e 68 39 d1 Of
4f d1 85¢9 89 4b 18
4c 0Of 4e d5 4c 8b 5e
70 8b 4e 78 39 d1 Of
4f d1 85 ¢9 89 4b 1c
4c Of 4e dd c5 7e 6f
47 80 48 8d 84 24 80
00 00 00 c5 7e 6f 4f
a0 48 8d 9c 24 80 01
00 00 c5 7e 6f 57 cO
c5 7e 6f 5f e0 c5 7e 6f
27 c5 7e 6f 6f 20 c5
7e 6f 77 40 c5 7e 6f 7f
60 c5 fe 6f 35 26 2b
00

0d ef f1 ¢5 d5 fe ef c4
c17572d70dc4 cl
6d 72 f7 13 c5 d5 fe
e8 c5 e5 db dc c5 8d
effdc4 cl 7572 d7
16 c5 c5 ef fa c4 c1 6d

72f70ac53deffdcs ...

2d fe d5 c5 c5 ef f9 c5
c5 ef fa c5 0d fe f5 c5
0d fe f7 c4 c1 79 6e
6c 24 08 c4 c1 79 6e
4008 c4 c1 79 6e 4d
08 c4 c1 79 6e 51 08
c4 c3 51 22 6e 08 01
c4c37922420801
c4 c3 7122 4f 08 01
c5d5 62 e9 c4 c3 69
22530801 c5 fd 62
c2 c4 e35538e801
c4e25500eec4cl
4572 d2 06 c4 cl 6d
72 f2 1a c5 fe 7f 68 cO
c4clb5feedcdcl
75 72 d2 Ob c5 c5 ef
fac4 cl6éd72f215
c5 d5 fe 6d cO c5 c5 ef
f9c4cl7572d219
c5c5effacdcl 6d
72207 c4 cl 2d df
c4 c4cl2ddbdbcs
c5eff9cdcl 1572
d6 02 c5 c5 ef facd cl
7572 f6 1e c5 fd ef c3
c4 c1 05 efdec5 15
efe9 c5d5 feefcdcl

Ascii

$.Ho B 1H.S. L&
.N.9..0.....L.N.L.n..N.9..0..
.K.LIN.L.v
.N(9..0....K.L.N.L.
~0.N89..0...K.L.N.L.F@.N
H9..0
....K.L.N.L.NP.NX9..0....K.
L.N
.L.V".Nh9..0....K.L.N.L."p.
Nx9
..0...K.L.N..~0G.H..$.....~
00
.H..$....~oW..~0_..~0'.~00
~OW@.~0."..05&+.

L FE .
mr...

............. yni$..yn@...ynM.
.ynQ...Q"n...y"B....q"0....b
."S.b..UB....U....Er...

.mr.

......... [TRRRRER || [ ——

Completion

success or wait

success or wait

1

1

Source

Count Address  Symbol

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 2722

unknown 2249

f2lec5fdefc3cdcl ...

25 efda c5 35 ef c9 c5

dsfeefcdcl7572 %.. .
d20dc4cl6d72f2 .yn@...yn
13c5d5fee8c5dd y'B

dbe3c5b5eff9cdcl ....q"0....b...i"S....b...U8..
7572d216c5c5ef  .U..Er...

fa c4 cl 6d 72 f2 0a
c5 25 ef cc ¢5 15 fe

edc5c5effdcscsef ...

fa c5 35 fe cd c5 35 fe
cfcd cl179 6e 6¢c 24
lcc4 cl 79 6e 40 1c
c4cl796e4dlccd
c1796e511cc4c3
5122 6e 1c 01 c4 c3
792242 1c01c4c3
71 22 4f 1¢ 01 c5 d5
62 €9 c4 c3 69 22 53
1c 01 c5fd 62 c2c4
e3 5538 e801c4e2
5500 ee c4 cl 4572
d5 06 c4 cl 6d 72 f5
lachfe 768 60 c4 c1
55fe e8c4cl 7572
d5 0b c5 c5 ef facd c1
6d 72 f5 15 c5 d5 fe
6d 60 c5 c5 ef f9 c4 c1
75 72 d5 19 c5 c5 ef
facd cl6d 72507
c4cl15dfc7cdcl
15 db e6 c5 c5 ef f9
c4c13d72d102c5
c5effacdcl 75721
lec5fdefcdcdclad

c5 fe 6f 68 80 c5 cd fe ..
7380c5c572d503
c5f5 72 d5 07 c5 ed
72f519c5c5effach r.

f572d512c5c5effa s'..M....ur
c5ed 72 f5 Oe c5 fe 6f ....ur.

43 20 c5 dd 72 dO Oa
c5c5effdc5f572d0 ..

11 c5c5effac5ed 72 .ur.

0 Of c5 cd fe 7 c5 dd
ef f9 ¢5 5 72 d0 13 c5
c5 ef fach ed 72 f0 Od
c5c5ef f c5c5 ef fa
c5cdfef7cd4clas72
d5 06 c4 cl 6d 72 f5
lac5fe 7f 7360 c4 cl
4dfef0c4cl 7572
d5 0b c5 c5 ef facd c1
6d 72 f5 15 c5 cd fe
7560 c5 c5 ef f9 c4 c1
75 72 d5 19 c5 c5 ef
fac4 cl6d 72507
c4cl15dfc7c4cl
15 db e6 c5 c5 ef f9
c4c13d72d102c5
c5effacdcl 75721
lec5fdefcdcdclad
efelc53defclchs
cdfef7c4cl 7572
d10dc4cl6d72fl
13 c5 cd fe fO c5 e5
db dc c5 bd ef f9 c4 c1
7572 d1 16 c5 c5 ef
fac4 cl6d 72 f10a

Source
Count Address  Symbol

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1445

unknown 863

35 Oe f4 85 35 Oe f4
85 35 Oe f4 85 35 Oe
4 85 35 Oe f4 85 35
Oe f4 85 35 Oe f4 85
35 Oe f4 70 a0 6a 10
70 a0 6a 10 70 a0 6a
10 70 a0 6a 10 70 a0
6a 10 70 a0 6a 10 70
a0 6a 10 70 a0 6a 10
16 cl a4 1916 cl a4
1916cla41916cl
a41916cl a4 1916
clad 1916 cl a4 19
16 c1 a4 19 08 6¢ 37
1le 08 6¢ 37 1e 08 6¢
37 1e 08 6¢ 37 1e 08
6c 37 1e 08 6¢ 37 1e
08 6¢ 37 1le 08 6¢ 37
le 4c 77 48 27 4c 77
48 27 Ac 77 48 27 4c
77 48 27 4c 77 48 27
4c 77 48 27 4c 77 48
27 4c 77 48 27 b5 be
b0 34 b5 bc b0 34 b5
bc b0 34 b5 be b0 34
b5 bc b0 34 b5 bc b0
34 b5 bc b0 34 b5 be
b0 34 b3 Oc 1c 39 b3
Oc 1c 39 b3 Oc 1c 39
b3 0c 1c 39 b3 Oc 1c
39 b3 0c 1c 39 b3 Oc
1c 39 b3 0c 1c 39 4a
aa d8 4e 4a aa d8 4e
4a aa d8 4e 4a aa d8
4e 4a aa d8 4e 4a aa
d8 4e 4a aa d8 4e 4a
aa d8 4e

31184101 ccclcé
le 4101 c4 41d1c6
335424 3c4489 €8
44 89 74 24 38 44 89
el 33542404318
clcl053354241c
47 8d 9c 1le d6 c1 62
ca31f04101ch4l
clc51e4101c3dl
€2 33 2c 24 44 89 e0
89 54 24 3c 44 89 d9
336c240831f0cl
c1 05 33 6¢ 24 20 8d
bc 3a d6 cl 62 ca 44
31e801cf4lclcd
le 01 c7dlc54433
74 24 04 44 89 d8 89
2c 248919443374
240c4431le8clcl
05 44 3374 24 24 8d
b4 35 d6 c1 62 ca 44
31e00lcedlclc3
le 01 c641dlc6 33
54 24 08 89 f8 44 89
7424048913354
24104431e0clcl
05 33 54 24 28 47 8d
ac 2e d6 cl1 62 ca 44
31d84101cdclc?
le4101c5d1c233
6c 24 Oc 89 f0 89 54
2408 44 89 €9 33 6¢C
2414 4431d8clcl
05 33 6¢ 24 2c 46 8d
a4 22 d6 cl 62 ca 31
f8 4101 ccclcé le
4101c4

Ascii
5..5..5...5..5...5..5..5.
P.j.-pj-p-j-pj-p-j-pJ-p-i-p
Jooroereereerennn

...... 17.07.07.07.07..17..

1717 LWH'LWH'LWH'LWH'Lw

H'LwH

‘LWwH'LWH'...4..4..4..4..4.

ool et e e e Shed S

9...9...9...9J..NJ..NJ..NJ..N

J..NJ..NJ..NJ..N

Completion

success or wait

1.A....A.A.3T$<D..D.t$8D success or wait

3

T$.1...3T$.G....b.1.A.A...

A

....3,$D...T$<D..31$.1....3I$
.D3t$.D...,
$..D3t$.D1....D3t$$..5..b.D

..... b.D1..A

1

ALLLAL3TS..D.t$...3T$.D

1.

..3T$(G....b.D1.A....A...3
1$....T$.D..31$.D1... 3I$,F.."

Wb.LALLAL

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1152

unknown 690

60 Oc 45 03 68 10 41
89 3041 89 78 04 45
89 58 08 45 89 60 Oc
4589 68 10 49 83 ea
01 4d 8d 49 40 0f 85
43 f0 ff ff 48 8b 74 24
40 4c 8b 76 d8 4c 8b
6e e0 4c 8b 66 €8 48
8b 6e fO 48 8b 5e 8
48 8d 26 48 8b 7c 24
08 48 8b 74 24 10 3
€390 90 90 90 90 90
90 90 90 90 90 90 90
90 90 90 90 90 90 90
90 90 90 90 90 90 90
48 89 7c 24 08 48 89
7424 10 48 89 €0 48
89 cf 48 89 d6 4c 89
€2 48 8d 64 24 b8 0f
29 70 b8 0f 29 78 c8
44 0f 29 40 d8 44 0of
29 48 e8 f3 0Of 6f 07 66
0Of 6e 4f 10 66 Of 6f 1d
62 39 00 00 f3 Of 6f 26
66 0f 70 cO 1b 3 Of 6f
6e 10 66 0f 70 c9 1b
3 Of 6f 76 20 66 Of 38
00 e3 3 Of 6f 7e 30 66
0f 38 00 eb 66 0f 38
00 f3 66 44 Of 6f c9 66
0f 38 00 fb eb 0a 90
90 90 90 90 90 90 90
90 90 48 ff ca 4c 8d
46 40 66 0f fe cc 49 of
45 f0 66 44 0f 6f cO Of

fa 31 de 66 44 0f 7f 04
24 ¢c1c807 01 ea 03
4c 2418 66 Of 72 f1
02 31 c6 89 d7 66 41
0f 72d2 1e c1 c2 05
01f131c7clcd07
66 41 Of eb ca 01 d1
03 5c 24 1c 66 44 Of
70 c0 ee 31 ef 89 ce
clcl0501fb3lee
¢l ca 07 01 cb 66 Of
ef d6 03 44 24 20 31
d6 66 44 0f 6¢ c1 89
df c1 c3 05 66 0f ef d3
01 f0 31 d7 66 45 0f 6f
16 c1 c9 07 66 44 0f
fe c9 01 d8 66 41 0f ef
d0 03 6¢ 24 24 31 cf
89 ¢c6 c1 c0 05 66 44
0f 6f c2 01 fd 31 ce 66
440f 7f4c2410cl cb
07 01 c5 03 54 24 28
66 0f 72 f2 02 31 de
89 ef 66 41 0f 72 dO
leclc50501f231
df c1 c8 07 66 41 0f
eb d0 01 ea 03 4c 24
2c 66 44 0f 70 c9 ee
31¢789d6 cl c2 05
01931 c6clcdO7
01 d1 66 Of ef df 03 5¢
24 30 31 ee 66 44 0f
6¢ ca 89 cfcl c1 05
66 Of ef dc 01 f3 31 ef
66 45 0f 6f c2 c1 ca
07 66

Ascii

“.E.h.A.OAx.E.X.E.".E.h.l... success or wait

M
1@..C..Ht$@L.v.L.n.L.fH
.n.

HAH&EH.|$HAS oo
................ H.|$.H.t$.H..H
..H..L.H.d$..)p..)x.D.)@.D.
H
...0.f.n0.f.0.b9....0&f.p....0
n.f.p...ovf.8...0~0f.8..f£.8

.fD.o.f8........H..L.LF
@f...LE.fD.o..
DS LS fr 1 A

| U 1

Source
Count Address  Symbol

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset

unknown 152

unknown 1208

Length Value Ascii

31 cf89c6 clcO05
01fd3lceclch07 ... L$.1........ 1. M9..
01c50354240831 ... fA.ov@fE.oN..A.0..A.0l.
de89efclc50501 .A.0Q

f2 31 df c1 c8 07 01 \A.0Y0f.8..1.@.\$.1...1.8
ea034c240c31c7 ... 1..fA...D$.1..f.$
89 d6 c1 c2 05 01 f9

31c6clcd0701dl

4d 39 d1 0f 84 8f 01

00 00 66 41 0f 6f 76

40 66 45 0f 6f 4e c0 3

41 0f 6f 01 f3 41 Of 6f

49 10 f3 41 0f 6f 51 20

3 41 0f 6f 59 30 66 Of

38 00 c6 49 83 cl 40

03 5c 24 10 31 ee 89

cf 66 0f 38 00 ce c1 c1

0501 f3 31 efclca

07 66 41 0f fe c1 01

cb 0344 24 14 31d7

89 de 66 0Of 7f 04 24

c1c30501831d6
clc9 07 66 41 0f fa
c1 01 d8 03 6c 24 18
31 ce89c7clcO05
01531 cfclch07
01 ¢c5 03 54 24 1c 31
df 89 ee c1 ¢5 05 01
fa31 de clc807 01
ea 03 4c 24 20 31 c6
89 d7 66 0f 38 00 d6
clc20501f131c7
cl cd 07 66 41 0f fe
c9 01 d1 03 5c 24 24
31 ef 89 ce 66 Of 7f 4c
2410c1c10501fb
31 eeclca07 6641
0Of fa c9 01 cb 03 44
24 28 31 d6 89 df c1
€305 01f031d7cl
c9 07 01 d8 03 6¢ 24
2c 31 cf89c6 clco
0501fd31ceclch
07 01 c5 03 54 24 30
31 de 89 ef 66 0f 38
00 de c1 ¢5 05 01 f2
31dfclc807 66 41
Of fe d1 01 ea 03 4c
24 34 31 c7 89 d6 66
Of 7f 54 24 20 c1 c2
0501 f9 31 c6 cl cd
07 66 41 0f fa d1 01
d1 03 5c 24 38 31 ee
89 cfclcl 05013
3lefclca0701ch
03 44 24 3c 31 d7 89
de cl1c30501f8cl
c9 07

Completion

success or wait

success or wait

Count Address

1

1

Source
Symbol

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1097

unknown 2974

7 c4 63 7b f0 €0 1b
c4 e37bf0e8 02 31
d8 c4 cl 4d ef f0 44
01 e6 31 c8 41 03 55
6c 4d 8d ad 00 01 00
00 c5 bd 72 d6 le c5
cd 72 6 02 8d 14 02
c4 63 7b fO €6 1b c4
e3 7b f0 c6 02 31 ee
4401e23ldec4dcl
4d eb f0 41 03 4d 80
8d Oc 31 ¢4 63 7b fO
e2 1b c4 e3 7b f0 f2
02 c4 41 4d fe cb 31
c24401el3leadl
03 5d 84 c5 7e 7f 8¢
24 ¢0 01 00 00 8d 1c
13c4637bf0el 1b
c4 e3 7b f0 d1 02 31
f14401e331cl4l
03 6d 88 8d 2c 29 c4
63 7b fO e3 1b c4 e3
7b fO cb 02 31 d3 44
01 e5 31 f3 ¢4 63 4d
0f ¢5 08 c5 c5 ef fb 41
03 45 8¢ 8d 04 18 c5
c5 ef f8 c4 41 7e 6f 5e
20 ¢4 63 7b fO €5 1b
c4 e37b f0dd 02 31
cd c4 cl 45 ef f8 44
01e031d5410375
a0 c5 bd 72 d7 1e c5
c5 72702 8d 34 2e
c4 63 7b f0 €0 1b c4
e3 7b f0 e8 02 31 d8
4401e631c8c4cl
45

4431 c2c57e 7f8c
24 60 02 00 00 89 7
31c78d 1c 13 ¢4 63
7bf0el 1bc4 e37b
fOd1 02 31 f1 44 01
e321f9 4103 6d 48
31f189d7 317 8d
2c 29 ¢4 63 7b fO 3
1b c4 e3 7b fO cb 02
31d34401e521fb
41 03 45 4c 31 d3 8d
04 18 c4 63 7b f0 e5
1b c4 e3 7b fO dd 02
31 cd 44 01 e031d5
4103 75 60 8d 34 2e
c4 63 7b f0 €0 1b c4
e3 7b f0 €8 02 31 d8
4401 e6 31 c8 41 03
55 64 8d 14 02 c4 63
7bf0 e6 1b c4 e3 7b
fO c6 02 31 ee 44 01
e2 31 de 41 03 4d 68
8d Oc 31 ¢4 63 7b fO
e2 1b c4 e3 7b f0 f2
0231c24401el31
ea 41 03 5d 6¢ 4d 8d
ad 00 01 00 00 8d 1c
13c4637bf0el 1b
c4 e3 7b f0 d1 02 31
f14401e331cl4l
03 6d 80 8d 2c 29 c4
63 7b f0 e3 1b c4 e3
7b fO cb 02 31 d3 44
01 e5 31 f3 41 03 45
848d 04 18c4637b
foe51bc4 e3 7b fO
dd 02 31

Ascii

Completion

..c{...{...1..M..D..1.A.UIM success or wait

I

ro...cl...{.

1.D.1.M.AM..1c{...{
..AM..1.D..1A].~.$.....
.c{...{..1.D..1.Am..).c{
{..1.D..1.cM.....AE..

{.1D.1.E

D1.~.%...1..c{..{.
.1.D.LAmHL...1..).c{...
..1.D.LAELL..c{
1.D..1.Au 4.cf.

1.

D

L1LAUd...c{..{.1.D.1.

AMh..1.c{...{..1.D..1.A
M. cf...{.1.D.1.A
.m..,).c{....{...1.D..1.AE.
cfn {1

]l

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1750

unknown 757

31 cd 4401 e031d5

c5cdeff2c53defcd ..

4103 75 88 8d 34 2e
c4 cl 4d ef f0 c4 63
7bf0e0 1b c4 e3 7b
fO e8 02 31 d8 44 01
€6 ¢c5 bd 72 d6 1f 31
c841 03 55 8c 8d 14
02 c5 ad 73 fe Oc c5
cd fe f6 c4 63 7b fO e6
1b c4 e3 7b fO c6 02
c4cl3572d21lecd
cl4deb f0 31 ee 44
0le2c4clad72f2
02 c4 cl 4d ef f1 31
de 4103 4d a0 c4 c1
4d ef f2 8d Oc 31 c4
63 7b f0 e2 1b c4 e3
7b f0 f2 02 c4 41 4d fe
ch31c24401el31
each 7e 7f 8c 24 cO
00 00 00 41 03 5d a4
8d 1c 13 ¢4 63 7b fO
el 1bc4 e3 7b fO d1
02 31f14401e331
c1 c4 e3 5d 0f fb 08
41 03 6d a8 8d 2c 29
c4 63 7b f0 e3 1b c4
e3 7b f0 cb 02 c5 bd
73 de 04 31d3 4401
e5 31 f3 c5c5 ef fb c5
3d efc541 0345 ac
8d 04 18 c4 c1 45 ef
f8 c4 63 7b f0 e5 1b
c4 e3 7b fO dd 02 31
cd 44 01 e0 c5 bd

4d 8d 49 40 66 41 of
6e 1la 4d 8d 52 40 66
41 0f 6e 23 4d 8d 5b
40 66 0f 62 c3 66 41
Of 6e 48 c4 66 0f 62
d4 66 45 0f 6e 49 c4
66 0f 62 c2 66 45 Of
6e 42 c4 66 0f 38 00
c5 66 41 0f 6e 7b c4
66 41 0f 62 c8 66 45
0Of 6f c2 66 45 0f fe {7
66 44 0f 62 cf 66 41 Of
6f fb 66 41 Of 6f f3 66
41 0f 72 f0 05 66 41 Of
df fd 66 41 0f db f4 66
41 0f 62 9 66 45 0f 6f
ca 66 0f 7f 40 80 66
44 0f fe f0 66 41 Of 6e
50 ¢c8 66 41 0f 72 d1
1b 66 Of ef 7 66 41 Of
6f fb 66 45 Of eb c1 66
45 0f 6e 49 c8 66 0f
72 7 1e 66 44 0f fe f6
66 41 0f 72 d3 02 66
45 0f fe f0 66 0f 38 00
cd 66 45 0f 6e 42 c8
66 44 0f eb df 66 41 Of
6e 7b c8 66 41 0f 62
d0 66 45 0f 6f c6 66
45 0f fe ef 66 44 0f 62
cf 66 41 Of 6f fa 66 41
Of 6f f2 66 41 0f 72 fO
05 66 41 0f df fc 66 41
0f db f3 66 41 0f 62 d1

Source

Ascii Completion Count Address  Symbol
1.D.1.....=.Au.4..M...c{f success or wait 1 6DBBOFBC WriteFile
{..1.D..r.1AU....

.AM..1.D..1..~.$.
LAlcf..{..1.D..1.
JAm).cf..
.D.1...=.AE....E.c{..
{..1.D....

M.I@fA.n.M.R@fA.n#M. success or wait 1 6DBBI9FBC WriteFile
[@f.b.fA.n

H.f.b.fE.nl.f.b.fE.nB.f.8..fA.

n{.fA.b.fE.o.fE...fD.b.fA.0.f

A.ofAr fA. fA. fAb.fE.o.f

..@.fD...fA.nP.fA.r. f...fA.0.

fE...fE.nLf.r.fD. fAr. fE.

..f.8.fE.nB.fD...fA.n{.fA.b.f

E.o.fE...fD.b.fA.0.fA.0.fAr..

fA...fA..fA.b.
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 2528

unknown 4096

66 44 0f eb e7 66 41
0f 6e 7b d8 66 41 Of
62 c8 66 45 0f 6f c2
66 45 0f fe 7 66 44 Of
62 cf 66 41 0f 6f fb 66

41 0f 6f f3 66 41 0f 72 {.fA.b.fE.0.fE...fD.b.fA.0.fA.

f0 05 66 41 Of df fd 66
41 0f db f4 66 41 Of 62
€9 66 45 0f 6f ca 66 Of
7f 40 d0 66 44 0f fe fO
66 41 Of 6e 50 dc 66
41 0f 72 d1 1b 66 Of ef
7 66 41 0Of 6f fb 66 45
0Of eb c1 66 45 Of 6e
49 dc 66 0f 72 {7 1e
66 44 0f fe 6 66 41 Of
72 d3 02 66 45 0f fe fO
66 0f 38 00 cd 66 45
Of 6e 42 dc 66 44 0f
eb df 66 41 0f 6e 7b
dc 66 41 0f 62 d0 66
45 0f 6f c6 66 45 Of fe
ef 66 44 0f 62 cf 66 41
Of 6f fa 66 41 Of 6f f2
66 41 0f 72 f0 05 66
41 0f df fc 66 41 0f db
366 41 0f 62 d1 66
45 0f 6f ce 66 Of 7f 48
€0 66 44 0f fe e9 66
41 0f 6e 58 e0 66 41
0f 72 d1 1b 66 Of ef {7
66 41 Of 6f fa 66 45 Of
eb c1 66 45 0f 6e 49
€0 66 0f 72 f7 1e

6 66 41 Of 6f fd 66 Of
72 7 1e 66 Of 6f ec 66
45 0f eb c1 66 0f 72
d5 1f 66 44 Of fe de 66
0Of fe e4 66 41 0f 72 d5
02 66 45 0f fe d8 66 Of
eb e5 66 44 Of eb ef
66 Of ef c2 66 Of 6f 50
30 66 45 0f 6f c3 66
41 0f 6f f6 66 Of ef 40
90 66 45 0f fe d7 66
41 0f 72 f0 05 66 41 Of
ef f4 66 45 0f 6f cb 66
of 7f 20 66 44 Of fe d4
66 Of ef c2 66 41 Of 72
d1 1b 66 41 0Of ef f5 66
41 0f 6f fc 66 Of 72 f7
1le 66 Of 6f €8 66 45 Of
eb c1 66 0f 72 d5 1f
66 44 0f fe d6 66 Of fe
c0 66 41 0f 72 d4 02
66 45 0f fe dO 66 Of eb
c5 66 44 0f eb e7 66
0of ef cb 66 Of 6f 58 40
66 45 0f 6f c2 66 41 Of
6f f5 66 Of ef 48 a0 66
45 0f fe f7 66 41 0f 72
f0 05 66 41 Of ef {3 66
45 0f 6f ca 66 Of 7f 40
10 66 44 0f fe f0 66 Of
ef cb 66 41 0f 72 d1
1b 66 41 0f ef f4 66 41
of 6f fb 66 Of 72 f7

Ascii

Completion

fD...fA.n{.fA.b.fE.0.fE...fD.b success or wait

fA.0.fA.0fAr fATATA.

b.fE.0.f.@.fD...fA.nP.fAr..f

.fA.ofE..fE.nlfr.fD..f
Ar. fE..f.8.fE.nB.fD...fA.n

o.fA.r.fA..fA..fA.b.fE.0.f.
H.fD..fA.nX.fA.r.f..fA.0.f
E..fE.nLfr..

fA.o.fr.fofE. fr.fD..
f. fAr fE..f.fD..f.f.

oPOfE.o.fA.0.f..@.fE...fA.I..

fA..fE.o.f.. fD..f. fAr. fA
..fA.ofr.fofE.. fr.fD.
ffArfELfLD.f

f.oX@fE.o.fA.0.f..H.fE...fA.
r.fA..fE.0.f..@.fD...f...fA.r.

fA.fA.0.fr.

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-

x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-

x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value Ascii

unknown 740

unknown 2587

66 Of 6f 58 20 66 45 0f f.oX fE.o.fA.0.f..H.f...fE...f
6f c2 66 41 0f 6f fd 66 A.r..fE.o0.fA...fA.0.f.0.fAr.

66 45 Of fe f7 66 41 0f fA...fA.0.f.r.f. fD..fAr.
72 f0 05 66 45 0f 6f ca fE...f...fD...f...f.0°0fE.0.fA
66 41 0f db fc 66 41 Of .o.f..P.f..fE..fA.r.fE.0.fA
6f f5 66 Of 6f €9 66 41 ...fA.0.f.0.fA.r.fD.. fA.. f.
0f 72 d1 1b 66 44 0f fe ..fD...fE..f.r.fA..fA.0.f.r

7 66 41 0Of ef f4 66 Of
7f 40 f0 66 44 Of fe fO
66 45 0f eb c1 66 Of
72 d5 1f 66 41 0f db f3
66 41 0f 6f fb 66 Of 72
7 1e 66 Of fe c9 66 44
0Of fe f6 66 41 0f 72 d3
02 66 45 0f fe f0 66 Of
eb cd 66 44 0f eb df
66 Of ef d4 66 Of 6f 60
30 66 45 0f 6f c6 66
41 0f 6f fc 66 Of ef 50
90 66 Of ef d4 66 45 Of
fe ef 66 41 0f 72 fO 05
66 45 Of 6f ce 66 41 Of
db fb 66 41 Of 6f f4 66
0Of 6f ea 66 41 0f 72

d1 1b 66 44 0f fe ef 66
41 0f ef f3 66 Of 7f 08
66 44 0f fe e9 66 45 Of
eb c1 66 0f 72 d5 1f
66 41 0f db f2 66 41 Of
6f fa 66 0Of 72 7 1e 66
Of fe d2 66 44 0f fe ee
66 41 0f 72

40 66 44 0f fe f0 66 Of
ef cb 66 41 0f 72 d1
1b 66 41 0f ef f4 66 41
of 6f fb 66 Of 72 f7 1e
66 Of 6f €9 66 45 Of eb
c1 66 0f 72 d5 1f 66
44 0f fe 6 66 0f fe c9
66 41 0f 72 d3 02 66
45 0f fe f0 66 Of eb cd
66 44 0f eb df 66 Of ef
d4 66 Of 6f 60 80 66
45 0f 6f c6 66 41 Of 6f
4 66 Of ef 50 e0 66 45
0of fe ef 66 41 0f 72 fO
05 66 41 0f ef f2 66 45
0of 6f ce 66 Of 7f 48 50
66 44 0f fe €9 66 Of ef
d4 66 41 0f 72 d1 1b
66 41 Of ef f3 66 41 Of
6f fa 66 0Of 72 f7 1e 66
Of 6f ea 66 45 Of eb c1
66 Of 72 d5 1f 66 44 Of
fe ee 66 Of fe d2 66 41
0f 72 d2 02 66 45 0f fe
€8 66 Of eb d5 66 44
0f eb d7 66 Of ef d8 66
Of 6f 40 90 66 45 Of 6f
c5 66 41 0f 6f f3 66 Of
ef 58 f0 66 45 0f fe e7
66 41 0Of 72 f0 05 66
41 0f ef f6 66 45 Of 6f
cd 66 Of 7f 50 60 66
44 0f fe e2 66 Of ef

f D fAT

@fD...f..fA.r.fA..fA.0.f.r.
fofE. fr.fD. f. fAr.
fE...f..fD...f..f.0 .fE.0.fA
.o.f.PfE..fAr. fA..fE.0.f
HPD..f..fAr. fA..fA.0.f
r.fofE. fr.fD.. f. fA.
r.fE..f..fD..f..f.o@.fE.0
fA.0.f. XIE...fAr fA.. fE.
o.f.P'fD..f..

Completion

success or wait

success or wait

Count Address

1

1

Source
Symbol

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1697

unknown 3353

88 44 0f 28 58 98 44
0f 28 60 a8 44 0f 28
68 b8 44 0f 28 70 c8
44 0f 28 78 d8 48 8b
68 f0 48 8b 58 f8 48
8d 20 48 8b 7c 24 08
48 8b 74 24 10 f3 c3
90 90 90 90 90 90 90
90 90 90 90 90 90 48
89 7c 24 08 48 89 74
2410 48 89 €0 48 89
cf 48 89 d6 4c 89 c2
48 89 e0 53 55 48 8d
a4 24 58 ff f ff Of 29
34 24 0f 29 7c 24 10
44 0f 29 44 24 20 44
0f 29 4c 24 30 44 of
29 50 88 44 0f 29 58
98 44 0f 29 60 a8 44
0f 29 68 b8 44 0f 29
70 c8 44 0f 29 78 d8
48 81 ec 20 01 00 00
d1 e2 48 81 e4 00 ff ff
ff 48 8d 7f 40 48 89 84
2410 01 00 00 48 &d
9c 24 00 01 00 00 66
0Of 6f 1d be 4d 00 00
89 94 24 18 01 00 00
31 d2 4c 8b 06 8b 4e
08 39 d1 Of 4f d1 85
c9 89 0b 4c Of 4e c4
4c 8b 4e 10 8b 4e 18
39 d1 Of 4f d1 85 c9
89 4b 04 4c Of 4e cc
85 d2 0f 84 ba 05 00
00 f3 Of 7e 47 c0 3

c5 11 fe e9 c4 41 39
ebclc5dl72d21f
c4cl149dbf2c5e9
fed2c4c14172f2
lec511lfeeec4dcl
2972d202c4 4111
fe e8 c5e9 eb d5 c5
29ebd7c5elefd8
c5 f9 6f 40 fO c4 41 19
fee7c4cl1397215
05c4cl21ldbfacs
el ef 58 50 c5 19 fe
e7c4cl13172d51b
c4cl2leff2cselef
d8 c5 fa 7f 50 c0 c5 19
fee2c44139ebcl
c5d172d31fc4cl
49 db f6 c5 el fe db
c4cl417216 1lech5
19 fe e6 c4 c1 09 72
d6 02 c4 41 19 fe e0
c5 el ebdd c509 eb
7 ¢5 d9 ef el c5 f9 6f
08 c4 41 21 fe df c4
c13972f405c4cl
29 db fe c5 d9 ef 60
60 c5 21 fe df c4 cl
3172d4 1bc4cl 29
ef f6 c5d9 ef el c5 fa
7f58 d0 c5 21 fe db
c44139ebclc5dl
72 d4 1f c4 c1 49 db
f5c5d9feed cdcl
4172 f5 1le c5 21 fe
de c4cl1172d502
c4 41 21 fe d8

Ascii

.D.(X.D.(.D.(h.D.(p.D.
(x.H.h.H.XH.

CHI$H.S.H.H.H.L.H.S
UH..$X....)4$.)|$.D.)D$
D.)L$OD.
)P.D.)X.D.)".D.)h.D.)p.D.)x.
H..

..... H....H.@H.$..H.$
. £.0.M...$... 1.L..N.9..
0....LN.LIN..N.9..0... K.L.

RIS AT

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 445

unknown 1756

Ascii

1c 4c Of 4e dd c5 fe 6f .L.N...0.H..$.....00 H..$....

07 48 8d 84 24 80 00
00 00 c5 fe 6f 4f 20 48

.0W@..0_"..0......~0M"
............... Jo}..Ayn.$M.d

8d9c 2480010000 $@.Ayn

c5 fe 6f 57 40 c5 fe 6f M.@@..yn}.M.m@..yn1M.I
5f 60 c5 fe 6f a7 80 00 @
.C)"..M.v@.C.".M.R@..A"

00 00 c5 7e 6f 4d 60

eb 159090909090 ?.M..@.-b...I"3.M.
[@..b..Ayn\$..C-8.
LAyn@..B-

...yn}...ynq..C!".

90 90 90 90 90 90 90
90 90 90 90 90 90 90
90 90 c5 7d 6f 7d e0
c4 4179 6e 14 24 4d
8d 64 24 40 c4 4179
6e 20 4d 8d 40 40 c4
c1 79 6e 7d 00 4d 8d
6d 40 c4 c1 79 6e 31
4d 8d 49 40 c4 43 29
2216 01 4d 8d 76 40
€4 4319222201 4d
8d 52 40 c4 c3 41 22
3f 01 4d 8d 7f 40 c5
2d 62 d7 c4 c3 49 22
3301 4d 8d 5b 40 c5
1d 62 e6 c4 41 79 6e
5c 24 c4 c4 43 2d 38
d4 01 c4 41 79 6e 40
c4 c4422d 00 d1 c4
cl796e7dc4cdcl
796e 71c4c4 4321
22 5e c401c4 4339
2242c401c4c341
22 7fc4 01 ¢5 25 62
df c4c3492273c4
01 c53d 62 c6 c4 cl
5d fe e7 ¢5 ¢5 72 fO
05 c5 f5 df f3 c5

dd c5 fd 72 d0 02 c5
e5 fe df c4 42 1d 00
elc5fdebc6cd cl
796e 7dcccdcl 79
6e 71 cccd 4311 22
6e cc 01 c4 43 39 22
42 cc 01 c4 c341 22
7fcc 01 c5 15 62 ef
c4c349 22 73 cc 01
c53d 62 c6 c4 cl 6d
fe d7 c¢5 c5 72 f3 05
c5 dd df f1 c5 dd db
e8c5 7d 7f 60 cO c4
cl 6d fe d4 c4 43 15
38e801c5hd72d3
1b c5 d5 ef ee c4 41
79 6e 74 24 dO c5 cd
72f4 lecdcl45eb
8 c4 41 79 6e 40 dO
c5 ed fe d5 c5 dd 72
d4 02 c5 ed fe d7 c4
421500 €9 c5 dd eb
e6 c4 cl 79 6e 7d dO
c4cl796e71d0c4
4309 22 76 dO 01 c4
433922 42d001c4
€341 22 7fd0 01 c5
0d 62 f7 c4 c3 49 22
73 d0 01 c5 3d 62 c6
c4 cl75fecfc5ch 72
f2 05 c5 e5 df f0 c5 e5
db ec c5 7d 7f 68 e0
c4cl75fecdc4 43
0d 38 f0 01 c5 bd 72
d2 1b c5 d5 ef ee c4
4179 6e 54 24 d4 c5
cd

..C9"B...A"....%b...I"s...=b.

e

J O B......... yn}...ynq

RERNMCOLEM o

S..=b.m...r.....

b..I"

.m...C.8...I....... Aynt$...r

...ELAYN@..

P O B..
..yn}...yng..C."v...C9"B.

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 3279

unknown 1973

c5bd 72 d4 1b c5 ed
efe9 c4 41 1d ef e6
c57e 7f5b a0 c4 cl
65 fe db c4 c1 45 eb
8 c4 c1 35 72 d4 1f
c5d5db e8 c4 41 1d
feed c5cd 7210 1le
c5e5 fe dd c5 fd 72
d0 02 c5 e5 fe df c4
41 1debelc5fdeb
c6c4 41 15 efeacs
7d 6f 53 20 c4 c1 6d
fe d7 c¢5 ¢c5 72 f3 05
c5 5 db fO c5 15 ef 68
e0 c5 ed fe d6 c5 bd
72d3 1bc5f5 ef e8
c4 4115 efeach 7e
7f63 cOc4 cledfe
d4 c4cl45ebf8ch
c13572d5 1f c5d5
db ec c4 41 15 fe ed
c5cd 724 1ec5 ed
fe d5 c5 dd 72 d4 02
c5 ed fe d7 c4 41 15
eb e9c5ddebebcs
41 0d ef 3 ¢5 7d 6f 5b
40c4cl75fecfc5ch
722 05 c5 fd db f4 c5
0d ef 30 ¢5 f5 fe ce ¢5
bd 72 d2 1b c5 fd ef
ecc4 410d ef f3 ¢c5
7e 7f6b el c4 c1 75
fecdc4cl45ebf8
c4c13572d6 1f c5
d5 db eb c4 41 0d fe
f6 ¢5cd 72 f3

20c5¢c572f105c4
cl7dfe c7 c5dd ef
eac4 cl 7d fe c6 c5
2d ef 50 €0 ¢5 bd 72
dl1bc5d5efebcd
41 2d ef d4 c5 cd 72
f2lec4cla5ebf8
c5fd fe c5 c4 c1 35
72 d2 1f c4 41 2d fe
d2 c5ed 72d2 02 c5
fdfec7c4412deb
dlc5edebd6c4 41
25 ef dd c5 7d 6f 6b
40 c5c5 720 05 c4
cl5dfe e7 c5e5 ef
e9c4clbdfee2chs
25 ef 18 ¢5 bd 72 dO
1b c5d5 ef ea c4 41
25 efdd c5cd 72 f1
lec4cl45ebf8ch5
dd fe e5 c4 c1 35 72
d3 1f c4 41 25 fe db
c5f5 72 d1 02 c5 dd
fe e7 c4 41 25 eb d9
c5f5 ebcecd 41 1d
ef e6 c5 7d 6f 73 60
c5c572f405c4 cl
65 fe df c5 ed ef e8 c4
c1 65 fe db c5 1d ef
60 20 c5 bd 72 d4 1b
c5d5 ef e9 c4 41 1d
efe6c5cd 72 f0 1e
c4cl4a5ebf8c5e5
feddc4 cl13572d4
1fc4 41 1dfeed c5fd
72 d0 02 c5 e5 fe df
c4

Y U oo P A-

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 795

unknown 1244

€6 4d 21 dc 4c 89 4e
9c 4d 31 d4 49 {7 d2
4c 89 66 ac 4d 09 da
4c 8b 67 4c 4d 31 ea
4c 8956 a4 4d 21 c5
4c 8b 4fe4 4d 31 f5

4c 8b 57 ec 4c 89 6e
bc 4d 09 c6 4c 8b 47
b4 4d 31 de 4c 8b 5f
1c 4c 89 76 b4 49 31
€849 31.d4 49 cl1 cO
1c4931ch4931cl
49clc43d49clc3
2d4931da49clcl
14 4d 89 c5 4d 09 e0
49 ¢clc2034d 31d8
4c 89 46 dc 4d 89 ce
4d 21 €9 4c 8b 47 a4
4d 31 el 497 d4 4c
89 4e e4 4d 09 dc 4c
8b 4f d4 4d 31 d4 4c
89 66 d4 4d 21 d3 4c
8b 67 3c 4d 31 f3 4¢
89 5e cc 4d 09 d6 4c
8b 57 04 4d 31 ee 4c
8b 5f 34 4¢ 89 76 c4
49 31 ea 49 31 ¢c3 49
clc2194931d149
clc3 0849 31 dc 49
clcl064931c849
clc4 12 4d 89 d5 4d
21 da 49 d1 c0 49 f7
d3 4d 31 ca 4c 89 56
f4 4d 89 e6 4d 21 dc
4c 8b 57 f4 4d 31 ec

4c 89 66 fc 4d 09 cd

4c 8b 67

fc ff ff 4c 8b 4e 64 48
8b 56 6¢ 48 8b 4e 74
eb bc 90 90 90 48 89
d0 48 f7 57 a4 48 {7
57 ac 48 f7 57 dc 48
7 57 fc 48 f7 57 24
48 f7 57 3c 48 81 c4
€8 00 00 00 41 5f 41
5e 41 5d 41 5¢ 5d 5b
48 8b 7c 24 08 48 8b
74 24 10 3 ¢3 90 90
90 90 90 90 90 90 48
89 7c 24 08 48 89 74
2410 48 89 €0 48 89
cf 48 89 d6 4c 89 c2
4c 89 c9 41 54 41 55
4156 48 c1 €9 03 49
89 f8 49 89 4 49 89
d5 49 89 ce eb 0f 90
90 90 90 90 90 90 90
90 90 90 90 90 90 90
49 83 fd 08 72 29 49
8b 00 4d 8d 40 08 49
89 04 24 4d 8d 64 24
08 49 83 ed 08 74 1e
4883 €901 75 de e8
39 fe ff ff 49 89 8 4c
89 f1 eb d1 4c 89 c6
4c 89 e7 4c 89 e9f3
a4 41 5e 41 5d 41 5¢
48 8b 7c 24 08 48 8b
74 24 10 f3 ¢3 90 90
90 90 90 90 90 90 90
90 90 90 90 90 90 90
90 90 90 90 90 90 90
90 90 90 90 90 90 90
90

Ascii

.MLL.N.M1.I.L.f.M..L.gLM success or wait

AL,
V.MLL.O.M1.LW.L.n.M
G.M1.

[ /A 1M | S [ W R

11.I..M..M..L.M1.L.F.M.

L.

.M

L.L.G.M1.I.L.N.M..L.O.M1.

L.f.

MLL.g<M1.LAM..LW.M1.

L. AL
VLI L

~.M.MLL.LLM1.LV.M. ML

LW.M1.LfM..L.g

...L.NdH.VIH.Nt.....H..H.W. success or wait

H.W
HW.H.W.H.W$H.W<H
A_AAJAY

[HI$.HAS........... H.[$.H

A$.H.H..H..L.L.ATAUAV

[k bl bl bl bercerneromorneces |

JDLM.@.1.$M.d$.1.. t.H...
W9, L Lol L. AMA]

AH[SHS. oo

Completion

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 423

unknown 1474

00 d0 8b 5e 24 41 81
c0 d8 98 80 69 45 31
dc Of b6 c0 89 56 20
4501 e0 00 d9 41 c1
c0 07 45 89 d4 66 Of
c4 04 87 04 45 01 c8
8b 14 8f 45 31 cc 89
1c 8f 4521 c4 4503
5f 24 00 d3 8b 46 28
4181 c3 af f7 44 8b
45 31 d4 0f b6 db 89
56 24 45 01 e3 00 c1
41 c1¢c30c 45 89 cc
66 Of c4 Oc 9f 04 45
01 c3 8b 14 8f 45 31
c4 89 04 8f 45 21 dc
45 03 57 28 00 dO 8b
5e 2¢ 41 81 c2 bl 5b
ff ff 45 31 cc Of b6 cO
89 56 28 45 01 €2 00
d9 41 clc2 114589
c4 66 0f c4 04 87 05
45 01 da 8b 14 8f 45
31dc 89 1c 8f 45 21
d4 45 03 4f 2c 00 d3
8b 46 30 41 81 c1 be
d7 5c 89 45 31 c4 of
b6 db 89 56 2c 45 01
el00cl4lclcli16
45 89 dc 66 0f c4 Oc
9f 05 45 01 d1 8b 14
8f 45 31 d4 89 04 8f
45 21 cc 45 03 47 30
00 d0 8b 5e 34 41 81
c022 1190 6b 45 31
dc Of b6 c0 89 56 30
4501

49 45 31 c4 0f b6 db
89 56 3¢ 45 01 el 00
cl41clcli64589
d4 66 0f c4 Oc 9f 07
4501 d1 66 0f 73 f1

Ascii

E.f...E...E1..ELE._$..
F(A...D.E1....VSE...A..E
B ELELEW(.A
A.[.ELl.. V(E.. A. E.f
..... E....El...ELE.O,..FOA

.E1...VE..A.E.f.

sod Booecd Blloc A EE0LAEYA

"..kE1.....VOE.

IE1....V<E...A..E.f...E.

fs.ff.f. . El..EL

E.G...”DA..b%..E1....V@

E..

A.E.fn.E.f.. . . El..E!

08 66 Of ef d0 66 Of ef .E._...FHA.@.@.E1.....
d1 66 Of ef cO 8b 14 8f E...

45 31 cc 89 04 8f 45

dO 8b 5e 44 41 81 cO
62 25 le f6 45 31 d4
0f b6 cO 89 56 40 45
01 e000d9 41 clco
05 45 89 cc 66 0Of 6e
04 87 45 01 ¢8 66 0f
ef c9 8b 14 8f 45 31
c4 89 1c 8f 45 21 d4
45 03 5f 18 00 d3 8b
46 48 41 81 ¢3 40 b3
40 c0 45 31 cc 0f b6
db 89 56 44 45 01 e3
00c141clc30945
89 c4 66 0f 6e Oc 9f
4501 c3 8b 14 8f 45
31 dc 89 04 8f 45 21
cc 45 03 57 2¢c 00 dO
8b 5e 4c 41 81 c2 51
5a 5e 26 45 31 c4 0f
b6 c0 89 56 48 45 01
€200d941clc20e
45 89 dc 66 Of c4 04
8701 4501 da 8b 14
8f 45 31 d4 89 1c 8f
45 21 c4 45 03 0f 00
d3 8b 46 50 41 81 c1
aac7 b6 e9 45 31 dc
of

A.E.fn.E...El...ELE.
21dc4503470400 W,..~LA.QZ"&EL1....VHE.

A
WE.f...E...El..ELE..

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1184

unknown 1141

6f f8 89 4f fc 4c 8b 7c
24 28 4c 8b 74 24 30
4c 8b 6¢ 24 38 4c 8b
64 24 40 48 8b 6¢ 24
48 48 8b 5c 24 50 48
8d 64 24 58 48 8b 7c
2408 48 8b 74 24 10
3 ¢3 90 90 90 90 90
90 90 90 90 90 56 57
53 554154 415541
56 41 57 9c 48 83 ec
40 49 8b 40 78 49 8b
98 f8 00 00 00 4c 8d
15 c8 ef ff ff 4c 39 d3
72 59 49 8b 80 98 00
00 00 4c 8d 15 b4 ff ff
ff 4c 39 d3 73 46 4c
8b 78 28 4c 8b 70 30
4c 8b 68 38 4c 8b 60
40 48 8b 68 48 48 8b
58 50 48 8d 40 58 49
89 98 90 00 00 00 49
89 a8 a0 00 00 00 4d
89 a0 d8 00 00 00 4d
89 a8 e0 00 00 00 4d
89 b0 e8 00 00 00 4d
89 b8 f0 00 00 00 48
8b 78 08 48 8b 70 10
49 89 80 98 00 00 00
49 89 b0 a8 00 00 00
49 89 b8 b0 00 00 00
49 8b 79 28 4c 89 c6
b9 9a 00 00 00 fc 3
48 a5 4c 89 ce 48 31
c9 48 8b 56 08 4c 8b
06 4c 8b 4e 10 4c 8b

09 c0 4c 09 ca 25 ff ff
ff 03 81 e2 ff ff ff 03
89 47 f0 8d 04 80 89
57 f4 8d 14 92 89 07
49 89 d8 89 57 04 4d
89 el b8 ff ff ff 03 ba
ff ff ff 03 49 c1 e8 Oe
49 cl e9 0e 44 21 cO
44 21 ca 89 47 10 8d
04808957 14 8d 14
9289472049 cle8
1a 8957 24 49 c1 €9
1a 4889 e8 48 cl el
18 49 09 c0 44 89 47
30 4f 8d 04 80 44 89
4f 34 4f 8d Oc 89 44
89 47 40 44 89 4f 44
4c 89 e0 e8 8b fe ff ff
b8 ff ff ff 03 4d 89 fO
4421f049cle8la
89 47 cc ba ff ff ff 03
44 21 c2 89 57 dc 8d
1492 49 cl e8 1a 89
57 ec 48 89 d8 48 c1
€0 Oc 4c 09 c0 25 ff ff
ff 03 89 47 fc 8d 04 80
49 89 d8 89 47 Oc ba
ff ff ff 03 49 c1 e8 Oe
44 21 ¢c2 8957 1c 8d
1492 49 cl e8 1a 89
57 2c 48 89 e8 48 c1
€0 18 49 09 c0 44 89
47 3c 4f 8d 04 80 44
89 47 4c 4c 89 e0 e8
12 fe ff ff b8 ff ff

Ascii

Completion

0..0.L.|$(L.tSOL.I$8L.d$@ success or wait

H.I$H

HASPH.A$XH.|$.H.A$........

.VWSUATAUAVAW.H..@I

XPH.@XI

DL.G...W...G |..W$I..H
..H...1..D.G0O...D.040...D.

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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Source

File Path Offset Length Value Ascii Completion Count Address  Symbol
C:\Users\user\qnodejs-node-v13.13.0-win- unknown 996 20c4c179d403c4 .y...q.K..i.S.a[0..Y.c@ success or wait 1 6DBBOFBC WriteFile
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe cl171d44b10c4cl H.F

69d45320c4cl61 HV@H.@H.B.......... )..!
d4 5b 30 c4 c1 59 d4
63 40 48 8d 46 20 48
8d 76 40 48 83 ea 40 ..
48 0f 42 f0 c5 b1 f4 e8
c5 bl f4 f1c529 d4
d5 c5 21 d4 de c4 cl
79 6f 7b 80 c5 b1 f4
eac5 bl f4 3¢5 19
d4 e5c511d4 eech
31 f4 cc c4 c1 59 f4 6b
90 ¢4 41 09 d4 f1 c5
29 d4 d5c5cl f4f2 c5
clf4debc511d4ee
c4 4179 6f 43 a0 c5
09 d4 5 c5 cl f4 f1 c5
clf4f8c519 d4 e6
c521d4dfca 4179
6f 4b b0 c5 b9 f4 ea
c5 b9 f4 f1 ¢5 09 d4 f5
c511d4eecdcl79
6f 7b c0 ¢5 39 f4 cO c5
blf4ecc4 4119d4
e0c521d4ddc4 41
79 6f43d0 c531f4
chc5clf4flcddl

29 d4 d1 c4 41 79 6f
4b fO c5 09 d4 6 c5
c1 4 f8 c5 b9 f4 ec c5
11 d4 ef c5 19 d4 e5
c5 fa 6f 6e 20 c5 b9 f4
fb c5 39 f4 c2 c5 21

d4 df c5 fa 6f 76 30 c4

41
C:\Users\user\qnodejs-node-v13.13.0-win- unknown 751 4c 033648 135e 08 L.6H.AH.v.H..l........L..1..?  success or wait 1 6DBBOFBC WriteFile
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe 488d 76104811 cd ..u.L.L..l.4l.1.H...H%...

4983 ef 10 e8 d4 ee ff .I...H.....H..M..H...l......I..
ff 4c 89 e0 49 f7 ¢7 3f (H.....L...n..n..yn...n
00000075dd4c89 ..n.G......L.D. \A...L.
f04c89f249clee  <$L.t$.L.IS.L.dS.H.I$ H.\
344989d84989d9 $(H.D$OH.d$0. D..L\.
48 cleala4825ffff ..n..nO..nW...n_...ng.H.....
ff0349c1e00c48 .rELA...

81 e2 ff ff ff 03 48 c1

eb Oe 4d 09 c6 48 cl1

e5 18 49 81 e6 ff ff ff

0349 cle9 284881

e3 ff ff ff 03 4c 09 cd

c5 f9 6e c0 c5 f9 6e ca

c4 ¢l 79 6e d6 c5f9

6e db c5 f9 6e e5 c7

47 14 01 00 00 00 €8

e2 ee ff ff 4c 89 fa 44

8b 15 60 ae 5c 03 41

bb 00 00 01 c0 4c 8b

3c 24 4c 8b 74 24 08

4c 8b 6¢ 24 10 4c 8b

64 24 18 48 8b 6¢ 24

20 48 8b 5c 24 28 48

8d 44 24 30 48 8d 64

24 30 eb 28 90 90 90

90 90 90 90 90 90 44

8b 15 21 ae 5¢ 03 c5

9 6e 07 c5 f9 6e 4f 04

c5f9 6e 57 08 c5 f9

6e 5f Oc c5 f9 6e 67

10 48 81 fa 00 02 00

0072 10 45 21 da 41

7 c2 00 00 01 00 Of

85
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 836

unknown 1366

43 c2 4d 85 c0 49 of
49 c2 48 21 d0 0f 84
9d 01 00 00 48 29 c2
41 ba 07 00 00 00 41
bb 01 00 00 00 c4 c1
7892 fa 4c 8d 15 d7
1000 00 c4 c1 78 92
ch 62 el fd 08 6e e9
62 c1 fd 28 6f 1a 62
cl fd 28 6f 62 01 62
a3 fd 28 00 ed cf 62
cl fd 28 6f 72 02 62
el fe af 6f 07 62 f1 fe
af 6f 9f 28 00 00 00 62
f1 fe af 6f 67 01 62 f1
fe af 6f af 18 00 00 00
62 c1 fd 28 6f 7a 03
62 41 fd 28 6f 42 04
eb 00 62 el 7e 08 6f
16 48 8d 76 10 62 a2
65 20 36 d2 62 a2 ed
2045 d4 62 al ed 20
db d6 62 al ed 20 eb
d5 62 al fd 20 d4 c2
62 b3 fd af 00 cO 00
62 b3 fd af 00 c8 55
62 b3 fd af 00 dO aa
62 al 7d 20 ef c0 62
al 7520 ef c9 62 e2
fd 28 b4 c3 62 e2 fd
28 b5 ch 62 e2 f5 28
b4 c4 62 e2 f5 28 b5
cc 62 e2 ed 28 b4 c5
62 e2 ed 28 b5 cd 62
a2 fd 20 45 d7 62 82
520 47 c8 62 al

fb 08 66 Of eb d3 66 Of
db 2d 23 13 00 00 66
Of ef d5 66 0f 70 f2 4e
66 Of 6f c2 66 Of ef f2
66 Of 6f c8 66 0Of 70 d8
4e 66 Of ef d8 66 Of 3a
44 c2 00 66 0f 3a 44
ca 11 66 0f 3a 44 de
00 66 Of ef d8 66 Of ef
d9 66 Of 6f 3 66 Of 73
db 08 66 0f 73 fc 08
66 Of ef cb 66 Of ef c4
66 Of 6f e0 66 Of 6f d8
66 0f 73 fO 05 66 Of ef
d8 66 Of 73 f0 01 66 Of
ef c3 66 0f 73 f0 39 66
0of 6f d8 66 0f 73 f8 08
66 0f 73 db 08 66 0Of ef
c4 66 0f ef cb 66 Of 6f
€0 66 0f 73 d0 01 66
Of ef cc 66 Of ef e0 66
0f 73 d0 05 66 Of ef c4
66 0f 73 d0 01 66 Of ef
c1 66 0Of 70 da 4e 66
0f 70 e0 4e 66 Of ef da
3 Of 7f 11 66 Of ef 0
3 Of 7f 41 10 66 Of 3a
0f e3 08 f3 0f 7f 61 20
66 Of 6f c8 66 Of 70 d8
4e 66 Of ef d8 66 Of 3a
44 ¢2 00 66 Of 3a 44
ca 11 66 0f 3a 44 de
00 66 Of ef d8 66 Of

Ascii

C.M..LLH!.....H).A...._A.

ceXeLee X b.nib.(0.b..

(ob.b..(...b..(or.b...0.b...0.

(...b...0g.b...0.....b..(0z.bA.

(oB...b.~.0.H.v.b.e 6.b..
E.b.. .b.. .b.. .b......b

(b..(.b.(b.(.b.(.b..
E.b.. G.b.

fof# L fp.Nfof.
f.o.fp.Nf..f.:D..f:D..f..D
foffofs. fs.ff
.fofofs.f. fs.f.f
s.9f.ofs. fs.f.f. fo.f
sofffs ffs f.
f.p.Nf.p.Nf......f..... Af:
...... af.o.f.p.Nf..f.:.D..f.:
D..f.D.f..f.

b} .b.u.b.(.b.

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1063

unknown 1081

c4 6221 dcdacdcl
7a 6f 59 f0 49 {7 dc c4
62 19 dc e2 c5 c9 ef
5 c4 €3 79 44 eb 00
c539efcdcd 62 11
dc ea c5 f1 ef 5 49
83 e460c5 781079
a0 c4 e37944cb 10
c4 62 09 dc f2 c4 e3
79 44 d3 01 4f 8d 34
26 c44231dccfch
39ef44 2418 c4e3
79 44 db 11 c5 fa 6f
44 24 48 c4 42 29 dc
d7 4d 0f 38 fO 6e 58
c4 42 21 dc df 4d of
380 66 50 c4 42 19
dc e7 4c 89 6¢ 24 28
c4 42 11 dc ef 4c 89
64 24 30 c4 cl 7a 6f
69 10 c4 42 09 dc 7
¢5 78 10 79 b0 c5 c9
ef f1 c4 e3 79 44 cd
00 c4 42 31 dc cf c5
c9eff2cd e3 7944
d5 10 c4 42 29 dc d7
c5cleffbcd e3 79
44 dd 01 c4 42 21 dc
dfc4e37944ed 11
c5 fa 6f 44 24 58 c4
4219dce7c44211
dcefc5d9efelcd
cl 7a 6f 49 20 c4 42
09 dc f7 ¢5 78 10 79
cOc5c9eff2cdeld
7944 d100c4 42 31
dc cf

47 30 c4 42 11 dc ef
c5 el ef 57 40 c4 42
09 dc 7 c5 el ef 5f 50
48 8d 7f 60 c4 62 31
dd cc c4 62 29 dd d5
c4 62 21 dd de c4 42
19 dd e0 c4 62 11 dd
eac4 62 09 dd f3 c5
78 11 Oe c5 78 11 56
10 c5 78 11 5e 20 c5
781166 30c57811
6e 40 c5 78 11 76 50
48 8d 76 60 f3 c3 90
90 90 90 90 90 90 90
90909090 c4e2 71
00 f0O c4 c1 7a 6f 6b
30 c4 41 49 fe 53 40
c5 49 fe dd c5 29 fe
e5 ¢4 62 29 00 dO c5
21 fe ed c4 62 21 00
d8 c5 29 ef d4 c5 19
fe f5 ¢4 62 19 00 e0
c5 21 ef dc c¢5 91 fe cd
c4 6211 00 e8 c5 19
ef e4 ¢4 62 09 00 fO
c51lefeccde271
00 c8 c5 09 ef f4 e9
e4 fe ff ff 90 90 90 90
48 89 7c 24 08 48 89
74 24 10 48 89 €0 48
89 cf 48 89 d6 4c 89
c24c 89c94c 8b 44
24 28 4c 8b 4c 24 30
4d 31 d2 48 81 fa 20
01 00 00 Of 82 aa 04
00 00 48 8d 04 24 53

Ascii

.bl...zoY.l..b......... yD...
9..b....L.. . xy...yD...b.

...yD..0.4&.B1...9.D$...yD.

.0D$H.B)..M.8.nX.B!..M.8.f

RIBY

..L.I$(.B...L.d$0..z0i..B....x

GO.B.....W@.B....._PH..".
bl..b)...bl...B...b...b...x..

XVoxA
X.f0.X.n@.X.VPH.v".

b
oG H.[$.H.t$.H

SH.H.L.L.LD$(L.L$OM1.

1 p— H..$S

g....zok0.ALS@

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 398

unknown 1617

cbc4 4119 efe5c5
c057 7c 24 10 c4 43
3144 cf 00 c5 31 ef
cac4 433944 43 10
10 c4 413857 c6 c4
e32144e800c4cl
7a 6f 59 40 c5 d1 ef
eccdcl 29 6dd2c4

Ascii

Completion

ZA....W[$..C1D...1...C9DC success or wait

A8W...ID....zoY@......)m..c!

D.
...i...C9
.g....W.
.Z0

....Al..qD...Azoy".
.C9DC...ABW...)D...

632144d811c4cl iD.... 9D....9D........ 1D
69 efd2c443390ff0 Ao S....Z0[...s
08c44121efdccd .Q..... 9...c9D...9...9.
c37144cf10c441  ..cOD....... 9.

7a6f7960c4cl71
ef c9 c5 08 57 {7 c4
433944 431010c4
413857 c6c4 e3 29
44 e300 c4 cl 7a 6f
4150c5d9efe5c4
41 39 6d c8 c4 63 29
44 d3 11 c4 41 31 ef
c8c4 4129 efd3 c4
€3 6944 d7 00 c5 e9
efdlc4 e33944e8
00c4e339441811
c5dlefeccdc33l
441710 c4 cl 41 ef fa
c5c9eff2csclefes
c5c9effacsfl73fe
08 c4 cl 7a 6f 5b 10
c5c9 73 de 08 c5 51
efclc5cleffecdc3d
39 0f d0 08 c4 63 39
44 c3 10 c5 39 ef c2
c4 ¢339 0f d0 08 c4
63 39 44 ¢3 10 c5 €9
ef d7 c5 39 ef

0f Oe 0d Oc Ob 0a 09
08 07 06 05 04 03 02
01 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 c2 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 01 02
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 01 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 41 45 53 2d
4e 49 20 47 43 4d 20
6d 6f 64 75 6¢ 65 20
66 6f 72 20 78 38 36
5f 36 34 2¢ 20 43 52
59 50 54 4f 47 41 4d
53206279 20 3c 61
70 70 72 6f 40 6f 70
65 6e 73 73 6¢ 2e 6f
72 67 3e 00 90 90 90
90 90 90 90 90 90 90
90 90 90 90 90 90 90
90 90 90 90 90 90 90
90 90 90 90 90 90 90
90 90 90 90 90 90 90
90 90 90 90 90 90 90
90 90 90 56 57 53 55
4154 41554156 41
57 9c 48 83 ec 40 49
8b 40 78 49 8b 98 f8
00000049 8b 71 08
4d 8b 59 38 45 8b 13
4e 8d 14 16 4c 39 d3
72 71 49 8b 80 98 00
00 00 45 8b 53 04 4e
8d 14 16

AES-NI GCM

module for x86_64,
CRYPTOGAMS by

<appro

H.@I
.@xl....
ql......E

@openssl.org>.......
VWSUATAUAVAW

..l.g.M.Y8E..N...L9.r
SNk

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1589

unknown 1143

41 21 db 44 8b 56 1c
4509 dc 41 89 db 44
01e24189dcclc2
09 01 c2 41 f7 d3 41
21 d4 42 8d 8c 11 d9
02 6f 67 41 21 c3 44
8b 56 30 45 09 dc 41
89344 01el4189
c4clclOe01d141
7 d3 41 21 cc 42 8d
9c 13 8a 4c 2a 8d 41
21 d3 44 8b 56 14 45
09 dc 41 89 d3 44 01
e34189d4clc314
01 cb 4189 ch 42 8d
84 10 42 39 fa ff 41 31
d3 44 8b 56 20 41 31
db 44 01 d8 41 89 db
c1c00401d8428d
9412 8116 71 87 41
31 cb 44 8b 56 2c 41
31c34401daclc2
Ob 4189 c3 01 c2 42
8d 8c 11 22 61 9d 6d
41 31 db 44 8b 56 38
4131 d3 44 01d9 41
89d3clcl1001d1l
42 8d 9c 13 Oc 38 e5
fd 41 31 c3 44 8b 56
04 41 31 cb 44 01 db
clc3174189ch01
cb 428d 84 10 44 ea
be a4 41 31 d3 44 8b
56 10 41 31 db 44 01
d8 4189 db c1cO 04
01 d8 42 8d 94 12 a9
cf de

4c 89 1c 24 48 89 ¢c3
48 89 8 48 89 d1 49
7 e4 4c 89 64 24 08
49 89 c0 48 89 f8 4f
8d 3c f6 49 89 d1 49
7 e5 4c 89 6¢ 24 10
49 89 c2 48 89 f8 4b
8d 3c 7e 49 89 d3 48
7 €549 89 c4 48 8b
06 49 89 d5 49 7 e6
49 89 c6 48 8b 46 08
49 89 d7 48 {7 e7 48
01 c3 48 8b 46 10 48
11d148f7e7 4901
c0488b 46 18 49 11
d1 487 e7 49 01 c2
48 8b 46 20 49 11 d3
487 e7 48 6b fd 13
49 01 c4 48 8b 46 08
49 11 d5 48 {7 e5 48
8b 6¢ 24 10 49 01 c6
48 8b 46 10 49 11 d7
487 e7 4801 c348
8b 46 18 48 11 d1 48
f7 €749 01 c0 48 8b
46 20 49 11 d1 48 7
e7 48 6b fd 13 49 01
c2488b 46 08 49 11
d3 487 e54901 c4
48 8b 46 10 49 11 d5
48 f7 e5 48 8b 6¢ 24
08 49 01 c6 48 8b 46
184911 d7 4817 e7
48 01 c3 48 8b 46 20
48 11 d1 48 {7 e7 49
01 cO 48 8b 46 08 49
11d148

Ascii

ALD.V.E.A.D.A....... A..Al success or wait

B....0ogAL.D.VOE.. A.D.A...

.A.ALB...L*AlLD.V.E..A..
[N/ \— A..B...B9..A1.D.V
Al
.D.A.
D....A...B..."a.mA1.D.V8A
1D

.AA......B...8..A1.D.V.A1.D.

sooeed Boce Do/ LD /AL[D),
Y/ — [Bhoeces

L.$H..H..H..Il.L.d$.I..H..O. success or wait

<I.LLI$.ILH.K<~l.H.L

B X M M AR

et S S o A T e R S [
SHK.L.HF.LH.HI$.I.HF
B A A T Ry
H.HK.lL.H.F.LLH.lLH.F.I.
H.H.I$.I.H.F.I.LH.H.H.F

] 8 M 8 N M

B....q.A1.D.V,Al.

Completion

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 512

unknown 507

97 47 8a 77 de ab ef
64 f4 ad 79 70 Oa 17
42 20 80 fb c6 Ob 65
0Ob 8b 80 6b 2e fe 3f
75 e0 82 58 49 f5 83
2c 7c 2f ef d5 23 b7
03 91 80 3c d6 54 9b
3fa2 52 d6 1b f1 f2 87
65 0b 4b 19 ¢3 70 36
9e Oe 58 b1 3b 62 c4
55 20 e2 ef 01 b2 {7
ed 64 9d 5c 3c d5 cb
1d 09 97 7b 17 Oa ac
b6 24 76 f1 ff 2d fe 2c
75 39 f1 b0 4e 57 7a
6¢ Oa 5¢c a3 c1 87 99
e7 9346 31 7d 22 Oe
b8 9c e8 30 bf 75 05
bb 83 18 0d 7f 24 4e
2fd0 c3 74 32 26 12
d5 eb 7a a9 ad 56 c8
51 3e 5f 3e 40 8b 8f
4d 96 fc 4a 79 29 2e
41 ab 47 f2 a6 da eb
80 6f 1b bd 5a 67 1d
5a 48 5e 72 bd a2 66
3c Ob 4f 8f af 5¢ 2a 4b
ba 7b 84 1b 7f 92 26
26 4d 39 02 05 d9 c7
6f 6¢ 8 9a 65 a5 ba
12 a9 fe 6e al el 25
ba 3a 36 68 ac 41 2c
75 77 22 84 b8 fc c3
97 28 28 5¢ 54 fe 6b
69 4c dc e7 e9 36 2d
c5 77 a9 fb 4a 24 06

71 2fac 7113 8e 06
48 6f 66 77 90 7b 68
d0 83 19 28 d0 15 b2
83 38 6d 35 9a dd 40
50 75 0d 6d 9f 46 2b
1d f9 cb d7 61 15 31

4b b2 50 d7 51 a5 56
e3al 884949 eall
01 75 cb 93 31 f0 69
76 8a 7b 73 ca 5e c5
5d 59 9f 87 37 d8 ac
19 a3 a4 b0 67 6b ed
9e b4 c1 6f af f3 f1 32
3399 95 e3 2e 2a 43
65 eb 42 67 96 28 62
96 b4 fe c9 8d 4b 50
3944312 63 cc 96
ee 31 b7 c9 59 88 06
12 68 99 f7 56 c3 8d
94 7b 08 80 1f ed 32
ad e4 61 38 75 b1 d8
7a 26 c9 e6 fb f6 7f 85
eb c5c7 1a 10 fb f2
55 a8 aa 4b 99 18 80
24 1d el 14 cf 84 08
c5 8a 62 8b 89 39 5a
5 44 a9 5f 7b e9 fd 14
c7 5a2e d1 308017
ed b4 fe e2 97 f4 2a
2c 04 13 73 bf ae d7
42 6a d3 d7 fd 4f 08
eb c9d2 49 6a c7 {7
2e 4b a5 8a 9f 70 5e
89 09 ba b7 00 92 58
fb b7 dd 6f c6 dO

Ascii

.G.w...d..yp..B ....e..k.?u.
XL L #. <T2R....eK
..p6..X;b.U ...... d\<...{.
$v..- u9. . NWzl\..... .F1}"
...0.U.....$N/..12&...2.V.Q
> >@..M..Jy).A.G.....0..Zg.

ZHAr.£<.0. K.
{....&&M9....0l..

e....n..%.:6h.A,uw".....(\T.

kiL...6-.w..J$.

g/.g...Hofw.{h...
(....8m5..@Pu
.m.F+..al./#
{.K.P.Q.V...Il...u..1.iv.
{sAlY.7...9

k....0...23....*Ce.Bg.(b.....
fc2e 223 7bf9c7cb P9.C.c...1..Y..h.V..{...2.

.a8U..2&.....ccu. U.K..$.
....... b..92.D. {....Z..0....
.*.5..Bj...0...

ph.....X...0..

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 512

unknown 512

74 15 3f 76 4f 60 09 f9
c4 63 2f c3 03 43 6¢
bl d33c a2 7c 14 20

abb69d 8491 a3c6 >#d.t..4A.l..B.d.j...e
RxT.0<1.z#k..$.z.b..+..1..

a5 a7 ca948d67 75

a373065b643e30 X
ddd4dd82c971f9 7= nWW......=J.lei5:...
b6 5d 0b 00 7b fd 92  ...... oo Nbo Qoo S Mcodriko

6f 87 6f 1f cb a2 bb 26 ..{F.U....E6..w...t....... s
<}.D+.P. 0>..

9456 3c a3 32 73 c7
8 74 0d 57 Oc 10 59
al f5 7e c6 de 7f 84
16 fd b7 76 3e 23 64
e4 2e 74 c8 b4 c2 ef
34 41 8e Ob 21 e5 a3
42 86 Ob 64 ca a9 6a
eb 8¢ 90 01 3a 65 d5
52 78 54 0c 30 3c 31
f7 7a23 6b 12 ab e4
248 7a b4 8b 62 01
a9 2b b7 9b 21 a8 d6
58 5e 3d 7f c5 06 1b
bd d0 91 c6 6e 57 57
d2 10 cb e4 Oa c3 3d
4a d5 6¢ 65 69 35 3a
a0 cd 94 bd ae eb e5
13 fe 2b 16 d3 82 4e
93 c6 a0 51 e2 ba cO
0a 45 26 a5 6d dd 11
9e Ob 48 b5 08 ce 8c
¢5 7b 46 00 55 8d 17
7f 8¢ 45 36 b6 06 d8
77 a6 ae 8b 74 c5 eb
94 a3 df 87 a3 63 27
b6 eb 3c 7d 8a 44 2b
al 50 d8 20 6f 3e da
ad

d8 8e 81 7921578
4d 36 fa 47 f2 7e 07
94 d3 1a 17 8c 48 dO
c2 b9 0f 78 52 68 13
aa fb 8b a7 6afabl
d5 68 e2 fb ed a7 ab
7e 2b db b8 ce 0d 10
b7 e2 9a 89 80 9e bf
96 9c 44 a4 e6 7a de
ef 46 3a 14 cc 6b 71
b7 4313 8¢ 62 c3 94
41 d3 d7 c9 64 3f 3b
1c ec 8c 50 3f df 5e
le ba cO0Obe2d4 18
43 2f85 eb 1d da 43
a4 3f 5¢ 0d be Oe d2
a3 le 24 73 a7 4e Ob
37 65 5f 1la 5e 1c 51
f161 62 1c 68 82 3d
e2a599 2d 4cf5 a2
83e331d7 0459 44
83 6e f3 92 26 c0 f9
45 af 69 c4 Oe 2e b7
28 75 c6 01 32 5a 90
42 e5 e5do0 34 7f {7
88 7c 68 64 58 29 8d
7a 6 62 35 df 22 ae
2e b9 23 9e c3 be 9b
4b 01 27 5c 8d 0f of
9c 26 f2 f2 7e 8d 4d
6¢c 54 38 96 35 97 79
46 f2 92 c4 3f 9c 5f d9
ac c8 a8 ed 8b 2e 91
b0 34 66 30 8d 31 3a
ec 64 b2 1c c3 41 7f
16 80 f2 13 21 52 6f 2f
b8

Ascii

t.2vO"...c/..CL.<.. .......

....gu.s.[d>0.....q..]..{..0.0

& V< 2s EWLY L

e_/.Q.ab.h.=..-
L...1.YD.n..&. E.i...
(u..2Z.B...4...|hdX

).z.b5.". . #..K\...&.~.M
IT8.5.yF..2. _......... 4f0.1:.

d..A.....IRo/.

...C.2\....$s.N.7

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 512

unknown 512

fe 45 13 68 5e 04 87
bd 7f 89 2f 58 b1 fe 8e
7f59 3392 d5 e5 f1
cb e8 b0 9f 9b 53 9d
ea Oc db 98 9b 85 49
cf 34 5b Oc ¢6 3c 40
a4 56 3c 58 5e b7 85
81 d4 2d 1a fc 11 87
17 52 6e 7e bc 3f c9
8b 5b 10 05 58 a0 e7
47 c8 60 82 db 58 4d
4d 7b 2a 84 eb 46 b0
3039 e3 6d e5da 7b
9a 4a 84 8e fc fd f7 13
9e 3aef 3476 al 6¢
63 82 8f 76 b3 1c e6
09 4e e0 4 21 28 dc
cdc7 a0 al c34d 41
cd 5f 94 54 37 94 37
d5 f1 5f 55 b3 ef 6e 1b
1583 ¢039 63 13 d6
1b b3 01 47 b6 df 55
81 ff 39 ab 04 96 e2
d2 8833 7c 4204 bl
a6 4b 08 19 1e ef 47
cd ec c0 54 cf 17 30
fb 5d 4a 85 33 69 89
6 9 da 47 fb 23 d0 69
59 d9 91 7d Ob 84 22
92 62 ac 3b 80 f5 08
91 43 5f d4 9b 37 1d
d9 7d Ob 81 c5 63 ca
27 €851 d6 4f 10 9c
50 f6 75 5d 5¢ 08 c3
2d 1f 38 ¢7 5f 7d be
54 84 d9 bf a7 fa

ff ec bl a0 c8 c9 6e
49 05 40 28 cc d6 6e

Ascii

E.hrXLLY3 S.
oL A[L<@.VXA..-
=P

[.X..G.". XMM{*..F.09.m..
{J......dvlc.v....N..|(

:....C_..7..}:..c.'.Q.O..P.

8. LT.....
...... nl.@(..n.s.0.{.......

a......2{...Bqg..#.7.a....

u\

W.

ee738d4flbae 7b G=.g.....x.5x.5.T.A6.s_..

ad b5 b9 aa 0a e0 1d
f1 b4 61 d7 f2 ef d4 9b
d6 32 7b Of b6 88 42
7167 ae 88 23 e7 al
37 b4 61 94 15 8c ae
0a 57 89 47 3d 1f da
7198 7f c0 18 91 86
78 2 35 f6 78 da fb
35ac 1d 54 el 41 36
8f 73 5f e4 da c0 3a
b1 94 67 17 09 cc 09
ac 64 50 06 fd 40 85
c62937c5277176
22 ef 8e 4c 2d 0d 04
5a 78 al 80 9f 3a d2
59 03 65 52 28 95 c5
98 ad ac al 74 01 ad
09 fa 5¢ bf 55 0b 29
5a 2d 08 84 80 9b 41
67 1c Of a4 70 87 c1
dc 2e 75 5¢c 3a a5 c3
25 88 2f 1f af 4b ed 53
bl 21 74 3fd6 eb 23
47 f6 b2 47 3e 38 a2
9a d1 46 26 0a 62 bf
e7 fd 3f c8 03 ec 44
cb 56 f1 e9 6b 4f c9
67 72 af €9 b5 6b cO
7b fd 2d 8b c7 c5 72
a6 f2 72 70 b8 e2 c5
53 0d c8 11 cb ea 32
59 43 ff 9d c2 da 22
3c 69 08 44 9d b9 bd
37

ZX.

LdP..@.)7.qv"..L-..
Y.eR(.....t..\.U)Z-

....Ag...p....u\:...%./.K.S.!t

?.#G..G>8...F&b

kO.gr..k{.-...r.rp...S..

YC..."<i.D...7

B DAVA
o2

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 512

unknown 512

fe 60 37 15 16 c5 18
13 6c 6¢ fO bf €6 96
7a71d0 a2 Oe 10 04
7a 4d ce a5 e2 Ob 9b
4e 91 alcfcsa3d8
57 €326 57 13 2b bb
2ac3ec97 11 dd 88
ae 31 7f 7f 0d 6c fe 3e
bb fd 1a 0d b2 15 39
40 58 70 26 aa 06 cd
47 97 dc a7 69 c9 77
2215 d8 55 78 87 95
a6 bc 2a b3 88 51 38
a2 9e 899d 1c Oc 76
8b 22 d9 37 da 18 5¢
9b 11 bb ef c7 c¢5 db
6 19 ¢8 1b 0d 7f 5b
90 e6 07 4b 38 75 48
86 cd a8 3b aa Ob c5
c7 e0 5d 90 c2 fb 40
ce b05219237a73
06 84 70 26 de 43 cf
62 a2 12 a9 cl 76 5b
eb cc dd 38 9c b4 Oa
fc 26 85 52 6f 74 9f 26
2c d6 50 3a a6 52 21
86 45 99 55 9c 04 60
9e 7c 2f 3c 82 8f f4 7
f35¢ 7d 91 43 90 d9
6b 69 f4 01 87 a8 17
13 eb e0 9f 44 9a ed
e2 3fbd 36 3d ef 12
ca79le42dea57e
3e 6¢ c3 e3 9e 7 36 ff
cd b5 98 81 e4 28 22
b8 c6 67 f9 f4 af

b9 97 8c d3 95 ad 13
62 75 5¢c 4e 1a 56 09
46 89 7f 73 f2 ae a4
94 9e b6 78 1c 37 c6
94 755 e3 9e 77 e3
fc 65 01 Of 9e 5d 49
bd 9d 7f Oe e0 7a 4e
28 20 a2 ef a4 1f 19
62 ac 47 de ba 64 45
8e 8e 70 c4 2a 31 e6
90 df 9a 1e a7 fb 25
57 4f 9f 4b 68 3d ae
55 5fe9 15 b4 94 1e
bl cc 7 47 81 65 94
8d 1b 8522 73 12 a0
f4 bd 33 31 d1 f0 e
da 84 65 69 0f 51 a3
6d 6¢c 9f 3c 71 c1 a7
03 1a 38 75 e4 38 7f
€9 5b 34 3382 85 22
a4 1b cada 7d el Ob
c7 c5 3c f8 0f 8c 91
Ob 94 14 8b 15 69 6b
2e52e5773adal8
6¢ cd bb ¢3 08 c9 69
56 fd 24 d9 48 9e 1b
1f f7 b3 4b aa 36 4e
c6 37 7d 8d 47 ee df
db 4f 5a a0 f7 93 01
bc ¢8 75 ba df 16 cd
56 84 le bc 84 51 d1
fa 46 08 8f b0 1f 30 9of
2e 84 f9 ab 7c 8a af
83 ab 5e bf d4 31 a3
6a 2a 7f 01 ba cf 72
d2 e3 a0 ab 83 bc Oa
56 27

.9@Xp&...G...iw".UX...%.

.Q8.....v. T\
...K8uUH...;.....]..@..R.#zs..
p&.C.b....v[...8....& Rot.&,.
P:RLE.U.."|/<....\}..C..ki..
....... D..?.6=..y.B..~>l....
6......("..Q...

....... bu\N.V.F..s.....x.7..u
w..e.]l...zN(....b.G.

dE..pL......%WO.Kh=.U_

....G.e..."s...31.....ei.Q.ml.

<q....8u.8..[43.."...}.... <
ik.R.w:

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 512

unknown 133

1d 9b 97 a6 8 6e 00
26 8d 78 97 1c 8a 90
60 c0 ee 6f 26 5b f9
08 6e 4e c9 e8 22 c2
27 84 61 65 5a 14 59
393361 3d 37 63 40
fa 68 c3 9b cd a0 52
8a 2d e3 1b d1 82 90
c5al 97 27 7b 87 f6
25dbcb f5 9b 81 7a
8349 02 09 de d8 d1
4f 2a 5f Oe 99 74 e7
7d 2a 62 1b 51 4579
a0 a5 0f 84 2d 84 58
65 be 74 b9 30 a6 dO
3 17 64 8c df 70 6d
e4 4275203580 7c
23 c8ece4 7ffe 51
72 9a ac 9a 5e cb 34
91 e5 71 5d 04 f0 34
09 bb 11 4e 1d cb db
b5 d9 e5 53 91 fc de
92 05 a9 97 8d f9 d3
4679 27 93 28 fe 73
224707 24 bd 32 el
86 ae b6 1e Oc 51 eb
ee 67 50 59 f0 c¢5 08
7777 9e 0297 12 cd
c8 e2 18 5e 30 f9 bb
5c 09 61 2c d9 d6 85
6b 58 c2 66 e4 30 a5
le da 36 6¢ cO 8a 68
46 30 al 39 dc 65 a3
06 96 f8 07 85 c8 a9
e4 8d 22 c7 ac 8f 89
a4 65 03 83 ca 84 ff
47 23 3e

bf 1f ¢5 30 3b 00 7a
25 b2 68 ee 91 09 94
d8 73 41 0f 1c b7 a7
Oa 5b 53 71 0a a2 c9
97 5797 77 3d 53 e3
07 8c €0 26 99 1c 34
2e 6a 2e 22d7 ed c4
2d 8d 3d ec 60 9d f8
6c 47 7c 8f 0d fe bd
05 66 05 1d b6 9a e5
1f 1f 55 a8 86 f6 9d ea
a9 8c 8d fb 47 1e 94
89 84 10 1b 7f 4a eb
74 b8 fe 8f d9 e0 7e
86 ea 5f fe 64 18 f6 db
4b d3 1a 20 d4 31 c0
37 47 fe d8 45 22 08
5f 79 ae 9f f4 d5 Oc a4
f4c7 91 b2

Ascii

ceN& XL 0&[.NNL"

aeZ.Y93a=7c@.h....R.-

{.%.....z.l....0*_..t.}*b.QE
y....-.Xe.t.0....d..pm.Bu 5.|#
..... Qr..A4.ql.4..N......

S FY'.(S"G.$.2......
Q..gPY..ww........ "0.\.a,...
kX.f.0...6l..hF0.9.e..........
"..e..G#>

...0;.z%.h.....sA....[Sq...W
W=S....&. 4. G|

J .._.d..K..1.7G..E"
Ve

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 512

unknown 512

48 f3 d5 d0 82 ba 1f
95 11 f4 ab 95 88 61
be 75 ee 27 14 ab 8a
6d d4 60 e0 ea c2 4d
b5 7f 73 df e1 9a 49
36 96 25 1b 39 3e 1f
8150 05 fe 2a c3 2e
24 bd c9 91 84 ef 50
d4 5b 89 b3 1e 98 67
fc 7e 36 d5 50 05 3a
2819 7e ed 5¢c e7 3c
ab 6b 77 2e 36 23 c5
24 1f 08 €3 90 e8 76
ef cc fe 82 b6 61 b9
92 6d ba 8b f5 11 8e
8b c4 75 23 2b 4c cc
2c 8f fa 6¢ f8 €2 52 7a
7f 0d 33 56 fe 9e Oa
d3 94 fd 34 f9 51 54
6b 24 8d 2d 00 6a 4e
24 e3c6 34 22 50 8c
ec dd 0d 5b 2b de 5b
6f 77 bf 5a 3c e5 2¢
05 7b 35 60 71 40 72
6f 7a 3f bf 71 17 37 59
b2 9f 4a Oc 44 1c 50
d2 87 40 53 b0 87 el
52 0544 32 4c 62 21
c8 7c¢ bf b7 db cd fa
22 ce a6 55 41 ef 37
9888 ch 28 42 5a 71
d6 4f fd d6 d6 87 ef Oe
al dac2 7e 68 33 a2
96 eb c0 03 44 22 62
75 €6 9b f1 8b 84 d1
32 76 f4 5f 73 40 €9

db 27 09 7b 68 15 34
34 3a9ba9 20 ec 51
61 64 ba 0d 7c 18 28

ff 7f db 93 ec dd 8b e4 ..8..y...2..k.Km.F....n#6.".sh
..mC..v.... L2 (Mr.M...

66 24 8c ff 00 8e d7
cc 11 f9 f2 14 25 03
06 25 el 4f 1f al eb
56 al 3f 24 41 cd 22
8a c6 e4 83 b2 f4 8d
e5 a4 3f 78 39 8b 59
98 c2 78 09 98 25 a5
e2 ae 3552 dd 27 02
Oe b5 84 62 c1 0d 83
381316 79f5a5 ca
3f 12 d2 6b 8a 4b 6d
8 46 c5 f9 8a a6 6e
23 36 8d 60 fa 73 68
d3 c1 13 6d 43 8d 95
e4 76 cd af 80 b0 8f
21 c2 d9 d4 b5 3f ad
€828 17 5c 66 e0 72
d5 b3 4d be le cf 20
5e 4c 58 6a 74 a8 a7
3570dc b9 al 4e 7e
26 9b 8c 54 b9 cf 15
3a 59 f3 12 d0 4b 35
21 6e 5e 6e 93 8f 8c
6a cc 31 df dc 41 c2
b5 04 4d f8 8a 86 fb
5e 34 6f 0a 99 63 cb
62 b9 b9 61 4e ef 6f
08 26 72 25 09 8f 36
6 c6 f5 1c 13 db 60
12 13 ac f7 b4 fa 3b
35 eb 40 29 e8 ee 37
80 88 c7 85 4e f2 bd
c3 ff

Ascii

H........a.u'.m. ..M.
S...16.%.9>..P.*.$....P[..
.0.~6.P.:(~\.<kw.6#S$.....
Vo...@.M....... u#+l.,..l..Rz

.3V.....4.QTkS.-
NS..4"P...[+.Jow.Z<.,.
{5'q@ro0z?.q.7Y..J

{h.44:.. .Qad..|.(.c..f
$...

ALXjt..5p...N~&..T...:Y..
K5!In"n...j.1.A...M
.b..aN.0.&r%..6...
.@)..7...N....

...9%..%.0..V.2$A."...

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value Ascii

unknown 133

unknown 512

Source

Completion Count Address  Symbol

dl1de 6064 75b950 .. du.P..W.}..... N.?S...  success or wait 1
c880c55781a47d .m#N.tis.W..P....$...a#.H

a4 c2eeaeh387c5 s;l1M.i@c...MX.."/..
82 7f 4e Ob 3f 53 9¢ f1 ...+"...1.2...fO~..8.*.....s.E
a9e86d1c234ee3 7....F.W.

7469 73 bd 17 57 a9

8f50 f1 16 d2 el d9

24 aldada612311

9f 48 73 3b 82 31 5e

14 80 69 40 63 ac d5

fO d8 4d 58 c2 97 22

c7 2fd8e3 31 74 ee

9c ee cf 6f 27 a9 ae

c0 2b 5e 1b b6 8e 31

94 32 de d5 8f 66 4f

7e b8 e4 38 bl 2a a3

03 0b ef d0 73 17 45

37 el 83 c9 3a 85 e6

7 46 1a 57 8a e7

6DBB9FBC WriteFile

682efdbdc3dléd h
a9 2e 8507 f2 ac 60 .
8463f1b94906 a1l ~I...T.).PL.(.Q..Q|..2&....
ed bb 9f 87 0b 9f 36 f2 <....|UG e /.
69189dda86aef0 V.f.3+.7.........
0f 45 6f 76 56 59 d7  .3..5.h@.:?ca...x.8B.....*..<
5152fcd0e82bcO .\t.~....H.....K0.08.|.X<
d88449f00810d2 Z.5)

a695cc7e491cla (...}.y.y;w9.@.n.873..].L
3aa054bd 29350 ..#..5.4..

6c d2 c528 98 ab 51

d2 d0 51 7c 08 c0 32

26 db 1c Oc e6 3c ac

9b 05 a2 7c 55 47 d9

94 cd cd fd b1 9d 98

d5 1b 1b 49 b1 d8 a3

08 01 da Oe cc 2f 15

56 10 66 06 95 33 2b

19 e7 e6 37 f0 c2 a4

05 2e c9 1a b4 ff de

2e c6 f6 c2 c2 {6 05 11

3c9133870035e7

68 40 dc 3a 3f 63 61

e8cce9 78 a2 38 42

a9 07 f4 92 12 b2 2a

9d 1b 3c d1 5c¢ cf 74

lcc7 7e ed 93 b4 c1

a4 f1 48 dc 87 88 f1

11 3a 4b 30 ff 30 38

b6 7c 93 58 3¢ 5a 8¢

3529280289 04 c4

7d 0279 8f 79 3b 77

39 €9 40 ad 6e be 38

37 33 ad 90 5d 0a 4c

3 bc f6 23 9¢ bb d8 ff

fb 35 1a 71 d1 dd d3

success or wait 1 6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 512

unknown 512

5ac8dd2b90ec4b Z.+.K..... %....x#.. VI:.K{
g...[b...3.a...C...

96 86 b3 cc c1 07 01
8325b6 cfeafd 78
23 08 f9 56 49 3a df
4b 7b 77 1d 74 80 50
0f ba 60 f7 8b f3 ¢3 71
1d 09 02 5b 62 9b Of
d5 33 96 61 de c9 b8
43 b7 ec 03 20 47 e7
5d 54 12 75 b4 b2 1c
ce 74 c9 ef 9d 9f ef 32
bd 00 6a 4f 4a 77 22
8f 84 73 f7 85 a3 ac
8e 55 f8 f3 16 d7 da
539 71 c4 93 b0 34
7b ab c7 4b 64 19 69
€0 30 f5 1a d3 59 dd ff
b1 9f 3d 95 a7 da 08
df e0 82 43 d7 88 cc
d5 4b 6f 5¢ 16 00 c9
18 4a d592 a3 ea ee
24 80 64 67 3c 20 94
cd ab 2f 8¢ f2 63 87
18 35 c8 ae bb ac 87
0f a8 54 8d 9d f2 e0
96 2c 63 5e a9 00 4c
Oe a6 b0 29 fa e9 11
€0 40 7ff1 2e 23 72
b7 15 d1 el c0 f6 32
4e b0 14 62 2c ec aa
8c e5 84 3d d8 88 56
d3 db 71 85 95 4c 09
f5 2a a6 82 06 76 19
7e ff 4f 7c 40 9a e3 77
70 b2 4c 21 e3 f0 4f
47 ¢5 59 0f ff c8

a9 1a 4d Ob 60 a0 6e
43 52 44 9f 5¢ ¢3 1b
75 70 a3 39 Oa fe 96
38 6a 63 7f 36 07 4f
4c cb d5 76 Oe b7 3f
94 9f 8b 8b b6 a8 ba
10 35 b0 1f 7a dO 9e
Oa 78 46 c2 c2 9f 54
6d 15 14 05 3c ca 81
7760313f95c213
54 d9 d8 69 2c 5e 95
€382 d2 7b dc fa 00
b3 9f 18 €9 87 50 7b
fe 8127 da 2d f4 5¢
37 17 db 04 59 Oa cf
96 d8 f7 22 e6 48 €3
eb 5a 7c e5 a0 80 3c
Oe f4 d3 11 10 a6 c5
05 b7 8d 21 93 18 bl
c3 de fe 50 9e 30 d9
4e 1d 5¢c 6d 4d 10 4a
f1 dc 42 13 69 55 5b
26 6¢ 05 c7 9d 04 91
04 85 e0 e8 Oa e2 ba
c9f529 1313 b4 cd
dc d9 e8 b3 c8 96 b4
e6 4e fb 38 8 5f 8¢ fO
cc e84l eb9abafc
¢6 50 e0 fa 64 b7 17
74 80 20 45 00 d7 c3
53 09 e8 e7 df 38 82
26 37 21 4b 9d b7 2b
157e4lea2dcfe?
76 1c 1f 64 59 cc cf
Ob ea 59 30 1e 27 bd
ec 53 72 fd 7d 4c 62
86 61

Ascii

w.tP..".
G.]T.u..

. 2.JOJW". S,

..U....S.q..4{.Kd.i.0...Y

.C...Ko\....J.....
$.dg< ../.c.5....... T.....,

cMN.L..)...@.. #r.....2N..b
o=l VoQL LV ~0|@.

wp.LL.OG.Y...

..M.".nCRD.\..up.9...8jc.6.

OL.
V2. 5lze xFLTmL.
< W12 T e P
{ -\ YL HLZ)L <

.Y0."..Sr.}Lb.a

.P.0.N.\mM.J..B

_..A.ZP.dLtE.
S...8.8TK. +.~A-.\..dY...

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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Source

File Path Offset Length Value Ascii Completion Count Address  Symbol
C:\Users\user\qnodejs-node-v13.13.0-win- unknown 512 5a33f6 70 06 88 3f Z3.p..?..g7.F.,.P..H..QGA.. success or wait 1 6DBBOFBC WriteFile
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe cc 1567 37e€246 8f (.r.&..cc...... X...S..Y..ac

2cc750fa0c48 1b ...Dkb.r.d.".a....~>..ja
9a514741028628 .jnX..9....._w..z.e.P>.T
20f072b3 26 ac le ..u.a.1G....We....b.>.h.%
98d0c8eb85a7ca ..TCA..{.%R.}\.....a
a7d4a9e958dfdb 5t...oMNnO.4.....&h.d.....
0d c5 53 d9 8f 0f 59 fd .2...#.i..".9...}.f#9i.....mj|
cc61639d17c9e6 .W..f...$O

44 6b 62 €9 72 cf 64

eb 22 10 61 d9 7 f3

88 b2 9e 7e bb 3e 86

e7 8e ca 6a 61 b7 6a

6e 58 03 b4 d7 39 Ob

d1 97 0d eb 5f 1e 77

d3 87 16 7a a2 65 82

e4 50 3e c8 13 b3 54

c9 fe a9 75 8f 61 1f 0d

31 47 8f 2e cc e0 dO

57 65 c5 81 ba f5 07

62 af 3e Oc 68 f9 25

0Ob 08 54 43 09 66 5¢

9 1c fe f2 7b a5 bf 25

52 fa 98 7d 5¢c e2 04

c0 c5 60 af 9a 01 1c

bf 61 35 74 14 15 ba

17 9f 6f 5e ca 6e 4f b0

34 f9 c2 de le cb 9a

26 al 68 €3 64 93 a4

dd Oc e4 d9 32 13 05

de 23 df 69 cf d6 60

a0 399300 a2 7d d1

66 23 39 69 Oa 85 c9

ca 9f 6d 6a 7c ed fc

57 fO bc 2¢ 66 b5 fO c5

c8 c5 c3 24 4f

C:\Users\user\qnodejs-node-v13.13.0-win- unknown 512 79d9cd4c 46072 y.LF.rZ1VwG{5..%q.uk.... success or wait 1 6DBBOFBC WriteFile
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe 5a3156 77476635 B...
9c902571dd756b ..k.R~P2T..e....... qg..F..
bc 07 1c 8d 42 a0 87 ..M8$.R9 .AT..}N......
97 bcc6 b4 9d6beb (fn.+7"u
fd52ce 7€ 503254 .g...N4..u.....H..F.=N=K
c9b21265a5fc06 n
bde8d08171d915 n..ml.CL.V...._ >TD......
ea46bbc617d34d .v.3..P.(.....5.w.u...i.Q..
3824b6523920ea ..|..1<.@.._.QLlH...<.
4154fbc27d4eee ~J....q.R.u..O.I........ ==
0d f7 bcc3e82866 ..U.*D...}0.
6e 01 2b 37 22 75 0a
b6 67 d6 a0 07 e2 4e
34 0a 1b 7505 cfec
de 8b 11 48 9a c0 Oe
46 ce 3d d8 4e 3d 4b
6e 6e fc d2 99 6d 31
a6 43 4c 04 cf 56 89
89 9d a9 b7 5f 3e ae
54 44 7f 7c 92 be ab
fb 21 b1 e6 b2 76 00
33 el fb 50 18 28 15
00 89 97 ec 81 35 09
5 77 ff 75 ed dd b1
69 05 51 10 ab 8f b1
fO 7c ef cf 9c a8 31 ed
3c 95 09 40 91 eb 5f
f8 51 31 ad 48 ed 88
87 1b 9f 3ccb ad 7e
4aalalabc9cf71
2e 520175 8e 92 83
4f 2e 3a 27 e7 ed ea
d3 bbe31cdl107e
46 f0 dc 55 b9 c3 2a
44327 e5d5d3 7d
3096
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 512

unknown 512

08 le 7a 76 75 c1 f2
52 1b 87 99 59 1a Oe
66 05 93 46 3c 6d 62
17 0f 6b ea 7b ed 37
27 d6 e7 f0 6d 22 5b
b7 ¢7 58 17 c5 3b 61
91 1f 28 86 a8 40 e0
8c b3 bb a7 ba 9d 88
81 ad dc bd 65 4b 40
e0 1f 67 c9 8b 3a cd
bc fe 75 53 1f ee 57
a3 f9 fb 98 33 {3 28 b0
69 c1 5d 65 Of e9 72
1d cl 7e b0 bl 1e ab
fa4a 3b 7f ae 8a 53
17 5f 5e 19 70 d9 40
€6 81 01 be 5¢ b0 52
3d 31 43 26 62 bd de
5 82 1f 3 5d 54 81
14 76 ¢5 13 9e 3a 33
3b e0 23 1f Oc de 4f
49 89 75 ff 20 ec b6
e5 be 1a 8a bf 6¢c db
el 87 fb 78 22 70 8f
65 ed 35 7a ad 47 c4
f2 cc d0 03 38 aa d4
48 03 7c 9a 81 38 b3
ac 80 cc ce 17 6e 9e
c8¢7 9b 82 1d be 03
8b 6b 73 46 96 2f 43
c0 60 7b 5d d6 2f 44
b5 de a3 e7 eb dd a2
69 ff 7d 07 53 a2 79
22 31 cf 02 94 6d a5
37 0a 0d 352 ed 8a
ab 8b 9a 0d 7b 03 76
f2¢c3

ae 45 22 ee 3e b7 6e
3efl 11 ea 1le 06 a4
bc 5d 1f b0 30 1d 42
77 b52c 152e 78 24
8b 68 aa ba 02 35 bd
71 8e 60 67 a0 75 de
b4 24 1f f4 4e e5 25
61 fd 5e de 8d b0 3f
54 09 a4 25 48 48 de
95 22 cc 65 98 8d 19
1f a2 df Oe 6e 71 37
8a 42 c7 5ff3 ad a2
97 96 4f c7 c3 ca f7
79 3c a4 01 9a 65 d3
0f 59 70 5d b0 9a 2d
7f bb Oc f3 27 89 d3
84 f9 8c ac d1 23 40
45 7a 89 02 d3 5e 12
32054241 3d ad 2d
57 fb a9 82 fa e3 f2 Oe
00 73 81 55 0a f1 €9
68 08 4c a5 3c 0b 6b
67 fc 61 5b Oc 44 ae
7c5b 8d 25 ¢l 31 75
2b 4041 8b c021 21
2393 de 55 89 1a f6
af 08 14 2d f8 fa 68 35
5b 96 cf 9e 99 5e bl
71 6f27 17 €9 48 d2
4e fl1e2f9 0c 82 al
caf4c6 7e 3cd8 18
b2 20 1b 68 20 11 cO
c6 8d 73 de 6¢ db e0
70 ae 1308 db 71 8¢
el af 74 44 06 fc 95
e7 2b 9e 12 53 90 61
34

Ascii

..zvu..R...Y..f.F<mb..k.{.7". success or wait

.m"[.X.;a.(.@

eK@..g..:...uS..W....3.(.i.Je.
T~ J.S. Mp.@...\.R
=1C&b.....]T..v...:3;#...0L

.E">.n>......]..0.Bw.,.x$.h success or wait
...5.0.°g.u..$..N.%a."...?
T.%

L.<kg.a[.D.|
[.%.1u+@A..!1#..U......-
..h5[...A.go"..H.N....
.h.sl.p...q.
.tD....+..S.a4

Completion

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 512

unknown 512

4478 f7 a7 e8 e2 be
e6 2f de 29 f1 2b b4
3b 6f bb 03 30 al 86
ed cb f6 cd 81 d7 6¢
8e 91 d3f1 0351 9a
71 32 ee 4b 06 ac Oe
5 c6 ef 4352 19 c1
dc 6a cb 22 el b8 08
Oa b8 c0 84 aa 7f 1b
8c dO fc 6d bd d1 c3
32 de 27 e4 Ob 4e ec
9d 12 83 3c 26 1d 9¢
67 ab 98 ff 4e {6 ce b7
3c c8 af 76 be a6 2f
88 60 eb 85 fe cb 28
13 fb 85 25 89 da 8d
61 cf ed d3 54 c1 6e
f2 ba 3a 1b 60 4f c4 fd
fd e1 2b Ob 7d 5 7b
ee 7f13 21 2d bd 33
a8 a8 91 b5 2d 36 af
5393 56 a0 62 55 dc
26 6f ¢7 51 5a df 3f 7d
e4 87 1d b0 ca c9 55
93 5f fb 7a 6e 58 €0
89 8f f5 bb 91 09 37
84 0d 18 c0 72 7c dc
c3 b5 99 fb aa a5 a9
b0 ae 44 38 1d 0f 8a
a4 82 e4 67 b6 dd b7
78 71 9a a5 23 6e e9
85 39 45 d8 5d b2 01
60 c8 54 4a 8a 7c 89
fb 48 7f d3 0d d9 Oc
a9 Oe 10 a6 8a 5f 0d
83 d5 16 68 2c 89 c8

fe d1 da 37 78 6¢ fO
b0 a0 41 54 a9 57 al
6050 75 d4 e2 €9 70
497020 90 1b 27 53
d5 2b cd Ob 4a e2 33
2f f8 57 ff 79 50 56 f2
3f e2 be 9c 25 58 5f
eb 27 34 35 16 62 d6
48 e9 c4 ee 6f 27 2b
03 10 da c6 2b b6 d1
53 2a e7 f0 dd 51 83
71 bae7 20247620
4593 8d 11 00 3a ff 8f
36 96 e4 49 Oa 15 26
2d ce 00 6b 70 04 3f
36 b6 28 Oc d0 96 bl
58 46 5a d6 ba 7c 8b
9f ec fc 55 84 6¢ 7e
86 71 2d 5f 89 Oc e9
8c f3f9 ed 1b e3 Ob
5c 04 ec f6 d8 5e al
37 2a5152d8 8c e7
39 96 23 6b 4c 7c 9c
15 53 97 d8 f7 9a 40
d7 c0 a3 3a 60 fb 32
71 00 Oc 3d d5 b8 38
92 84 a6 7 2a d1 68
79 92 5d bf €7 07 06
be ce 74 da aa 55 00
a5 9acb 8c 7e ba cb
79 10 e8 5e ff f4 a5 d1
71 0c 61 93 70 a0 5a
a7 el 2e 9e 7c a4 5d
a7 4b 0084 ca 01 54
e7 3d 51 39 4d 07 92
15 31 bb 56 f7 38 f9

Ascii
Dx......l.).+.;0..0........ ..
..Q.02K.....CR..,j."

<.Vl ..(..%..a.T.n
L0+ 3 1-38...-6.S

.V.bU.&0.QZ.7}......U._.zn

Completion

success or wait

L IX|...AT.W. Pu...plp ..'S.+ success or wait

J.3LW.yPV.2..%X_.'45.b.

H...0'+...+.5*.Q.q.. $v
E......6..l..&..kp.?6.
(- XFZ.|...Ul~.g-
e W77
*QR...9.#kL|..S...@
=.8...%hy]..t.U....~
Ly AgapZ.] ] K
T.=Q9M...1.V.8.

I.2q.

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile

Page 165 of 361



File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 512

unknown 512

b398 95 1d 42 2d 3e
b4 2a 41 67 9c a4 65
e812 a9 c3 1c 25 8a
99 d2 5d d6 74 Oc 08
28 09 5d 7a 56 88 40
08 59 f4 73 61 4a 21
1f Oe 28 6b eb 3d c1
0 ca 34 dc 9a 8c 80
fb 61 f5 38 29 d1 39
b4 df 6e bc 5e 3a dc
b2 Oe 21 4d fe bl bl
85 74 72 ae 86 e1 00
04 2e 06 88 3b eb 6e
5c 2d e3 91 24 92 e5
4b d7 74 15 6d f3 55
6d 71 cc 8c c8 eb 33
ed d6 ca dO e6 c2 26
108b 3e 0d 7d 1e e2
c6 bb 36 cc 5b Oe 84
c5 2c 69 4f a7 7d 5e
4492 92 a8 93 51 4e
21 d3 e88b 13 64 fO
8d 29 36 c2 3e fa de
34 b1 85aee9 c7 75
d4 b2 1b d0 bl 73 60
0d c0 63 28 5e 61 ad
b9 c4 4a 5f 52 3d 49
29 9e 4f cf 9a 4e ea
1d 2b ¢3 8d b8 0d a5
c8 01 1f 3e 6¢ 91 da
04 ea 70 5d b0 3e 80
65 d8 0a 0d 4b 71 5e
cb 20 99 fc 93 d4 4b
ac a3 c792f7 bl 44
5b 3592 ec bc 93 72
a7 a2 53 8537 cd 87
6e e0 5e

17 1af0 7e b8 da 1c
3b 06 10 e7 c4 7af3
2193 81 fc 42 76 56
6¢ 5a 5¢ 01 a6 56 70
3e 75f4 44 0a5b al
5e 79 0f 02 58 a9 58
89 d7 c8 37 8f b5 75
b6 a4 9b e8 b7 63 ea
1a c3 0f Oc Oc fb b4
2e 1f ffa7 39 e6 95 ed
fb 14 96 61 a3 f5 80
98 ab 51 71 94 02 ff
b6 de db dc 68 a8 8c
11 c55b a5 ce 20 4c
55 20 da d8 9a d6 c4
14 6e 77 c2 ca 9b 59
2d 62 c1 22 cb cc 50
bb a9 68 53 b6 dd a4
b4 41 49 1b 51 f1 4f
2c 88 a5 fb 6e b4 19 ff
ele04583c46343
03 35 c4 df 29 1e 3d
2e 54 45 ed 7a 9f 34
91 cb 97 f1 20 84 ca
8f 00 5a 2b 3b d8 f6
aa 23 e85e 17 7c b6
32 af 35 21 f4 dc 54
le 56 d6 27 07 43 al
Ob e2 bl 75 d1 e4 5e
9d 87 b5 7d 80 99 73
36 c4 c7 cd 5b d5 9¢
55 44 a5 77 72 c0 05
0113 ffc2e6 a4 7d
da 8d 9f a9 7 18 c1
35 2d Oe 20 18 30 4c
82 6¢ cc d9 a0 3c a5
06

Ascii

....B->*Ag..e....%...].t..(.

lzv.@.Y.sal!..
(k.=..4....a8
)-9.n.AL

.$.Ktm.Umg....3.....&.

>}...6.[..i0.}"D....QN!..

.d.)6.>.4....u....s"..c(®

a..J_R=1).0.N..+.....>L.
..p].>.e...Kg". ...K.....D[5

L.r.8.7.n7

v~z L BWIZ\..Vp>u

.D.[Ny.X.X...7..U....C.....

.hS...AL.Q.O,..
5.).=TE.z4

Al.25L.T.V. C..u. .}

.S6...[..UD.wr........ § S 5-.

OL.L.<.

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-

x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-

x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value Ascii

unknown 512

unknown 133

fd 0fOb 6124 63 al ..a$c.VY5[;0..$.$BS..[*.w.
5659355b3b6ffl  {N....ur{l..)z.g..<..U..xJ
al24ec2442538d ...v.m.X...7_b]..... ... -4
145b2a0177f97b }....L.C\.7wN.0...C]g..).r
4e83dcbc9dc6 b2 ... +..B{K...q.|... >J..G
75 5e fc 7b 6¢ da c3
0329 7a a7 3a 7102 JRPR: JOO o1
91ca3cf00dde55 wu.&e..Jm....... f.dl..a.c@.
dc 06 78 4acad5cb 0...Pp....3.(

cb 76 b4 6d 07 58 ca

el le a3 37 5f 62 5d

el fd 16 f4 1af4 20 f5

9af4 b5 2d 34 7d b1

c5c596 9b eb 4c eb

b7 43 5¢ 15 1a 37 77

4e 10 30 99 2e af 43

5d 67 da 87 29 1d 72

fd 99 85 c0 c1 2b ef

b2 f6 42 93 7b 4b 89

96 f0 71 8e 7c f2 ad

1e 20 fc 3e 1f 4a 9f 9d

47304 97 2a 70 42

a7 f8 e0 Oc a4 eb b3

b6 44 fd ea d0 e0 c1

c1 29 9f 73 f9 5e 50

9d 61 1a 47 91 00 3e

26 7¢ 9d 96 9c 5f cl

33 be af 838572 e4

5b 92 e0 f1 04 af d6

b6 a3 11 9d 1a 75 b9

26 65 e7 d2 e4 4a 9a

6d b2 c5 2e 8d fb f6

02 d9 f4 66 eb 64 21

91 96 61 c5 63 40 00

30 ef 80 ¢1 50 70 eb

fO b3 a5 ea 33 1c 8d

28

e37d9d810c47f3 }.G..b.%...."5...5A1
9ccf62208625f0 OK."*..[...=.c..l.h..
edbOed10cO0fa22 .R.Sr...,...8d+X.C.n....}
35f4aeblagd 1335 ... 3Gt.2m.X4..79|Q@...._
4131304bb922db ee/?P...DnRv..~..
2ae092c75b a4 ea

al e9 8a3d99 63 1c

le cd d3 6¢c ad 8a 8a

68 ce c5 a7 9c 52 89

53 a2 72 e5aae3ce

2c fb 1e a2 02 38 64

2b e0 58 03 43 c9 6e

1b 09 a7 04 b5 7d 9d

fabl d1 06 33 47 74

c4 32 6d 84 58 34 9e

9f 37 71 7¢ 51 40 ca

6 Oe 13 5f 65 65 2f 3f

50 f3 f1 88 44 6e 52

76 a9 e4 7e 17 bd

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 512

unknown 512

2f7252 77 dc 17 99

bf 7b 46 62 a0 76 00
1 50 c6 35 f4 Ob a5

b3 4339 15 ffc9 bc ef m....X..".....].b.7.h.}J@3-.[
GC..>.yn.
@/.E..x.. KA.T.u..l..X..6.
cc94a%94e7d9al7 5...v.b.O.7(v.jF.{D....
@7.H...Z.j2wE.....Tl...S..t

53 1a0c 1332 71 b7
¢5 b0 {7 63 e0 bf 31

b0 5b 45 5f ¢8 b3 64
d0 12 62 00 6e 8f 28
932547 d9 d6 75 b8
0Ob 59 4e f6 c7 bc 92
ad 25 62 dd 22 6d bd
c3 b9 8e 03 58 b6 c8
27 ba fb d6 b0 cd 00
5d c4 62 10 37 13 68
Oc 7d 40 33 2d 8c 5b
51 d8 cf 5e bb 8c 9e
69 8f cb d8 d7 08 c6
8 47 43 8c db 00 3e
bb 0a 85 11 2¢ 19 9d
b4 ec fd da a8 20 40
2f ee 45 80 14 78 bd
cf 60 6b 41 af 54 e3
75 c4 a8 49 8d al 58
Ob de 36 95 35 fa e2
94 Oe e4 76 cd ac 62
9f a5 4f bd 37 28 76
8c 6a 46 cf 05 7b 27
8c 44 99 da ab b5 40
37 b1 48 bf 01 9e 5a
8d ad 6a 32 98 77 45
9d e7 f7 96 c3 54 49
ef bd 92 e2 53 c2 a2
74 b2 6f e7 53 fe 1c
0Oa bf 00 28 d4 8f 43
44 31

40 fa 15 bd 06 2 e6
3b 99 31 8¢ 9f c1 14
9b 26 49 89 57 23 d9
a9 72 8d 46 21 ec 06
c5 a4 83 c5chb 2¢c 97
feac d188d1 7e 95
a2 ae f112 33 d8 ae
8b 2d 36 25 83 b4 6¢
2a ef 43 5¢ 19 8e 42
de 0d 13 c6 50 60 Oe
5a 02 42 c8 5d 6a 68
08 a7 72 a9 2d a8 b4
08 e5 al 99 29 b5 bd
a8 a5 10 b9 90 fo d9
da 64 68 09 49 d2 91
cacl db 67 3f be 93
6a 8e 4c 76 f4 f5 ba 6f
ae ac a0 11 14 d2 e0
c6 63 15 d8 4a Oa da
7f 78 fa 28 30 80 8¢
90 1c 49 24 d5 07 5f
79 4c Oe ba 57 12 54
97 cace 67 91 f4 83
a0 39 79 4b f6 2c 6d
42 bf d0 3f 72 55 €3
55 25 e2 44 f1 c4 06
6d 6e a9 61 Oe 88 87
dd a8 68 47 d5 e4 08
e5 153854 15 15 5e
b6 bl 72 e7 d7 09 a0
2f 30 ac d6 9d 43 63
c2 35 4e c1 2f 80 3f
b9 3c 33 41 43 7c 5b
73 71 62 f3 d4 16 04
51 a2 03 8e 3c 43 bf
9b 06 4d 3f 7c 5a 8f {7
01

Ascii

(.%G..u..YN.....%b."

Q. i

0.S....(.CD1

- &LWH.ILFL...

..3...-6%..1*.C\
.B...P".ZBJh.r.-....).
......... dh.l.....g?7.,j.Lv...0
........ c.J..x.(0....1$.._yL
.W.T...g....9yK.,mB..?
ru.u%.D

..mn.a...hG....8T. .r...

./0...Cc.5N./.?.<3AC]|
[sgb....Q...<C...M?|Z...

Completion

IrRw...*(....Z.{Fb.v..P.5....C success or wait
2a289489ee855a 9...S..2q...c..1.N}L.[E
_..d.b.n.

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-

x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-

x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 512

unknown 512

€6 39 04 5b fa d4 bd
40 44 4d b8 7e be 34
6e 78 18 54 bc 59 72
9d 21 e5 80 63 10 d7
98 d5 51 03 ac 20 a4
4d 3achb 66 41 2c 27
1f de 71 ca 1a fe 82

db 0f 4b f5 d8 f2 79 6e ...d.8<.E1....zcl.O.{

74 9b 3e 57 4b 36 c7

7f 6e 40 50 4b fd 46 3f .5..F.

d0 75 7b d8 98 Ob 6d
c3 1c 5c al 2d 47 1f
f1 a3 3b 51 dd 77 bl
ab 26 af d0 79 64 d5
91 78 68 b5 2a f8 73
212372a9 68 67 2b
19 66 1f 8¢ b0 3b bb
ef 58 83 d1 a6 db 11
9c b2 3a 6d 91 b0 97
27 9e 5190 e2 88 91
f0 18 dc d4 7f ca b0
98 €3 86 8e 64 b5 38
3c 98 45 31 9d 85 8b
bc 7a 63 6¢ 17 4f bl
e6 7b ff ca 9d fb 93 27
5a 6a a6 35 5f a5 e5
eb 59 dc 87 9f cd 1d
ec 7¢ 60 f5 db fb d3
5¢ 59 7¢ 57 32 eb 26
22 3b 54 5b fd 35 c9
c4 46 06 08 69 e3 ed
€9 81 03 44 2e 7f 0a
df f6 ca 94 38 3c 24
11 3b 07 1c b1 5b 60
7c 62 4a 6a ba 41 a5
06 cd e5 e2 d4 49 49

58 f6 50 d5 62 b4 01
1b 7f 1c 3e 76 1b 12
5e 1b 1b ea cf 93 4b
96 16 53 1d 38 52 34
b9 69 de cd 88 00 1c
2057 c7 af 86 9a 51
22 e9dd a8 ce 35 bd
95 38 04 €3 0d 97 55
85 el cl 08 76 5e 93
35 25 a9 df 67 82 8b
a3 2e 3257 0a c6 d4
b5 8 4e 80 77 79 bf
e0 e4 ec 6f c0 28 ab
0d 1a 9d b4 e7 94 1e
99 05 d4 28 ab 6d 70
d2 b6 42 c5 fb 18 16
a9 a38d22cbhealc
7d 10 64 41 4e 22 f1
d8 f5 d0 b3 da 9f eb
cd 41 6e 0d 86 a3 2b
c0 46 71 1f 9b c5 72
6a 67 Ob b0 6¢ 4d 98
dd dé ff 7c 8d 2e de
cac5f9ce 3679 1c
64 d7 f5 bb al 2e 77
8f ee 30 b2 95 1b bl
25 ac e8 2e a9 65 7
c6 b7 18 3a fc 4c b0
ce 66 89 cc Oa ef 4c
94 27 04 10 4c 43 57
c9 b3 cb 3c f9 3f a4
al 7199 9c a9 58 e3
al 17 db c2 5b 82 be
d9 a8 2e 86 b4 45 52
€001 22 fb fb eb 70
91 15 87 92 7 64 df
af 19 02

Ascii Completion

9. success or wait
[...@DM.~.4nx.T.Yr.l..c....
Q.. .M:fA".g......K..ynt.>
WK6..n@PK.F?.u{...m..\.-

G...Q
W..&..yd..xh.*.sl#r.hg+.1...;
X m...".Q..

Zj
LAY W2.8T]
D....... 8<$.;..[
‘[bJjA..... 1N

5_..Y.

X.P.b....>v.A...K..S.8R4.i success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 512

unknown 512

Ocfal131158e2ea
d8 30 45 Oa de b9 ea
41 6b df 85 cd 0f 5e
b5 db 94 c0 68 ea 33
62 10 d4 68 d9 2e 06
7d b7 2d 00 b3 58 bc
9b 71 3e 58 9d c4 3d
3d dd e7 68 58 5e 3a
014057 82 8d 1b 3c
9e3c47173121ab
b6 99 7c a7 a2 b0 Oc
f2 88 f8 c2 b3 a3 48
5c 32417 99 91 3e
91 ¢7 86 d6 cb 39 9c
79 da 5e le fc d4 63
€7 95 b5 dd 54 ed 4f
ac Ob b8 63 6b 16 b5
5f 7e 69 fc a0 6e 64
c9 f1 d0 ba 08 77 73
a5 2ca9 11 5f 74 28
96 7a 96 86 9a 58 79
f3 61 72 50 66 aa 2c
9b f3 9a ef 24 d3 ef a4
23278 31 bd 27 c3
94 33 15 3d b0 da 29
3171f2d581f527
80 f4 42 Oc 2e c7 17
€7 36 85 bc cd 40 aa
0f 9d 36 2d 7a 65 5a
f4 e6 74 7f ea c4 bf 3b
b0 ed 8d 73 0d 18 c4
a8 46 29 57 de €0 b0
5b la 6f 75 16 a8 8b
b9 30 02 f1 d4 33 2b
11 Oc f3 ¢6 32 62 fb ff
d8 9d 12 59 75 05 bf

53 cb db b3 fa 71 38
f1 6e b3 f4 5d 40 49
5a8d 08 cb e9 f4 f1
1d 3f b3 66 d3 24 cd
9b c0 45 e4 5c 20 b8
97 3b 61 ff 93 ba 49
6592 e2 16 €6 af 4d
ce 41 c3 d9 f3 b6 ef
16 6e a7 30 fb 3c 95
5b 60 ca b8 24 df 9f fb
ff c2 fe 2a d5 8b 96 Ob
9d el 7 5f ac bb cd fc
9a 45 87 1b c0 43 52
26 43 b7 43 51 d4 6b
8e d7 b5 55 30 45 73
84 7d ba 54 15 db 8f
08 81 75 93 26 le 2c
a5 a0 ad 10 ec c5 2d
¢4 37 f0 f9 11 bc bf 94
07 06 66 c0 2f 0d c4
c9 bb 30 a6 c0 le c3
64 ab 7e 79 fc 5e 44
7150 74 ab 1d db ff
Oc 79 a6 1c 87 42 12
6 bf f1 9b €6 81 9d 60
€9 c9 4f d2 00 95 85
89 db 17 b4 1f e5 33
03 75 9c de bb {7 fe
91 0a 83 51 5c¢ 58 5f
94 c8 7d e6 Oc 50 eb
63 47 d4 Oe 73 9a 66
0d abcl21e2a024
3 48 87 64 93 63 3b
64 91 62 3c 6d al da
82 19 49 55 bc 8b {7
a9 00 6f 4e 38

Ascii

...X...0E...AKk.... ....h.3b.

h.}-

LXLg>X. ==L hXN L @W...<.

<Gl | H\.$...

>...9yA.c..T.O.ck._

...B....6..@...6-zeZ..t...
e.S..F)W...[.ou....0...3+

S...g8.n.]J@1Z......2.f$...
E\.a..le...MA...n.0<

[k, E

..CR&C.CQ.k...UDES }.T...

U&ym 7 L0

.d.~y."DgPt...
.0. 3.u..

Q\X_..

}.P.cG.sf..1.$.H.d.cid.b<

m....IU.....oN8

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 512

unknown 512

3f723e 36 3b 81 75
13 9b 2e a5 e6 88 bb
20 68 6a d5 75 d8 70
69 7f 7e bf f6 fb 51 ac
a9 a0 d6 12 3c 08 a3
90 87 ba 54 64 eb e7
6a 3d b2 ae eb 7a 90
9a b9 3a 5c 68 a8 Ob
f4 6b 02 50 45 e7 f1
9e cd 02 c8 27 a0 73
7b 35 46 ef 4f 7c 92
8a9a 241219 08 Oc
6 b6 el 91 cO 4e de
bb 6e 12 c4 84 8d e3
4adc f4 df el 85 f9 2e
4f db 57 3f de dd al
46 d4 37 43 96 34 6
77 9e 85a0 17 f2 7b
5 13 1d 8e 27 05 f1 8f
27 ae ee 74 03 ef 04
a3 5a fa 9d d1 47 5e
6f fc 2b 98 ad 7f e3 7d
00 db 5 15 37 61 d1
5a 20 28 9e 52 89 78
29 67 1le 25 78 8e €9
1a 84517072 32ac
1c 27 7d 5318 f8 f5
10 f4 b7 7e 5b al c8
93 23 f6 81 6f 35 74
c4 6b 3142 c25adc
db 92 {5 af f4 db ac 60
e0 ab c6 8e 9a 90 fe
38 8c 6e 94 cb 16 61
e5 14 e5 439 84 d7
07 38 fa 78 20 57 b3
b5 f4 80 a8 61

73 02 c5 b8 4a bb dd
59 le 4e f3 3c df 12
c6 03 a0 c5 b6 04 15
cab9 84 a3 e3f0 18
39 6f 21 35 00 6¢ 98
bd bc d2 c2 3e fe 28
92 d1 d9 46 f5 8b c3
23 d6 4c a4 55 c6 d1
5a 8e 2b 50 18 e7 6¢
36 e7 bf a0 ee b4 84
fc 2c 8e 3e 44 cfee
5c 1d e0 f8 20 65 03
d9 45 c0 8e 98 Oe d4
92 d1 c3 b3 df 04 9a
55 cc ce 4c ac Ob b1
a6 Oe 24 e5 ca ec 35
ac a0 a5 f8 db 32 Ob
18 00 97 69 eb a5 72
79 54 a0 bc 26 ca 01
58 76 a3 5a f2 47 a6
Oe 9d e0 57 cc 23 dd
2f 0e 97 56 b9 71 e9
82 56 bc 88 02 b8 bc
6e e8 9a le d9 e6 e6
39 19 9f 8¢ 3f c8 64
05 68 03 56 39 a2 32
19 55 e2 28 9¢c 04 2b
7593 e8 c3 58 al a6
e5 ce 03 0b 63 42 96
04 6b 65 2d el 1d bc
e3 63 4e 55 47 4b 7
4f 04 45 a2 b6 19 c7
07 aa 8d e4 0a d3 24
4f c3 ed cl c8 56 75
f3 a3 60 d3 00 07 76
bf 47 9a e2 e4 2a 82
2418 la

Ascii

S LY N 90
5.1..>(.F.#LU.Z+P
6. ,>D.\..e.E...

YT & XV.Z.G...W.#./..
V.g..V....N......9...2.d.h.v9
22.U.(..+u..X......cB. ke-...

.cNUGK.O.E.......... $0....V
u...v.G..x$..

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-

x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-

x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value Ascii

unknown 133

unknown 512

92547f8dadd55¢c .T..\..tB.L._;|fb...R

a6 94 e2ba 749342 .7D.)r{..O...p....X.INdK..8.
d421c4i1c5f3beb .u.Y8...cPc.z..cAM.. ..K.
7c 9166 62 2e 87 ce ..BG..k.~.a{.'*5pB...d...}
ea52ae 3744205 B.6...P._5"

29 72 7b 08 bb 4f {7

6a le 86 70 07 12 ea

ed 58 10 49 4e 64 4b

1d ca 38 b6 €3 10 75

82 1c 59 38 60 04 b7

f2 8¢ 63 50 63 fe 7a

b4 c8 ff 63 5e 4d 1b

€6 20 e2 3a 4b 1b 96

9d 42 47 86 bd ed 6b

d1 9b 7e 10 Oc 61 7b

142711 2a 3570 42

Oe c5 cf 64 e6 ff 17 7d

42 cb 36 1e 1a e0 de

50 9a 5f dc 35 22

63e37a37651361 c.z7e.aGw.4*..M.0..; ..

do 5e fbo b2 0d 4f2e ... J.10..[._~A#?D....C.../
0491 3bfd5e5fcaf8 ... T...s.jr-rd.H.W..v.
70 ed c6 fd 4f 8c cc a9 f<>28.=..k;..s...<.|1T...D.qg.
2db50b5d 64 e4 1f R......@...1B9.gj8(.1D..T
1d00c98bf596 95 %$.].B...2..... M..q......+....:
0572114ebcf0c8 ..3.
52 84 a0 98 e3 d2 a0
4a fd de 49 4f 10 3a fe
5b 81 5f 5e 88 23 3f
44 e5 97 ab 3a 43 8
99 8f 2f f7 04 6 d4 e4
54 b1 00 bd ff 73 el
e5 6a 5e b3 do 2d 72
64 91 48 a0 b2 57 c8
le 76 88 5b 66 3c 3e
3238 a83d97 13 dd
6b 3b fe da 73 1e 1a
8b 3cac 7c 31 54 e6
ac 97 44 b3 71 17 52
b9 0a 60 be b8 e8 df
b0 9e 40 2e b4 0f 31
42 39 d7 67 6a 38 28
cc 31 44 8d 8d 54 25
24 ¢55d 98 42 f1 cf
a732bec493alfs
60 4d el c6 71 d0 c8
d5 eb 83 0b 2b fd b1
a7 80 3abae833ec
5b 96 d3 3a 9b b3 3f
7479 61 8d 86 b3 fa
62 b4 fd fc 69 d1 cf af
a6 e0 9c d7 99 b4 d3
8 3f 2d e4 f1 1c dc 55
b2 el c3 c6

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 512

unknown 512

Ascii

Completion

76 bb 32 b7 4b 3f ff b8 v.2.K?....3-...["MRX..}......Q success or wait

14 8f 33 2d 9a ab d7
6a 22 4d 52 58 €9 fa
7d 0d 09 00 9c c2 d8
5187 39 f5 a5 Ob 2d
26 b8 3a dd bc fc 8a
3b 04 9d €9 29 27 39
57 3a 94 bc ae 3b 26
51 ef 35 29 86 20 93
ce ea 9f 7b 81 6¢ b0
03 fc 9e 63 7a be b4
66 b3 54 €0 1f 1e 7a
a3 84 de a9 25 3f d9
5c d7 78 ad f1 9e f3
b5 c1 62 50 49 8f b5
d7 36 34 56 ff a9 f9 74
6f e7 51 af e8 29 ff 18
f7 ec 7fe9 15 13 d3
3452 0a 1c 2f 29 bl
e2 a8 b6cl12077 32
a8 3af5 a7 c8 2c 09
ba 22 a3 6¢ 95 4d 6¢
74 28 4a d6 03 8f 92
d3d0 66 82 17 fe 51
80 2c 83 3c db 34 9b
d1 b4 e3 a2 6d 5c cc
dc 60 cc 4c 10 Oa 2e
d6 5d 24 fd 21 Ob 62
el 1d ab a7 23 d1 93
380bae 93 b2 1ce7
5e b1 8357 b7 f7 8b
46 a9 42 14 c6 a3 5a
44 d7 15 db 3c 12 86
d6 16 41 ab a7 91 68
61 8c 59 a4 e6 a4 c8
72 cd 6fd7 fae5 77

94c25281f2e421
0f 69 72 40 72 60 ff
02 cf 07 e6 36 dc 8c
d9 8a a9 2c 7d a4 09
66 f5 f5 1e 1d 47 bf a0
ad 64 f2 23 66 8 bc
b6 5c 9e aa 87 06 Oc
b7 6¢c 1c 40 17 f2 24
81 c9 35 14 a6 d4 5f
63 89 81 a6 8e d9 a9
af b8 8f d2 f8 51 c2 40
2a 7c a6 b9 be 44 da
a2 87 5d cd 88 23 54
9b e0 96 eb 7d 43 c1
7d 28 64 db 67 04 15
39 b8 ab cd bb de 61
el 3e 9a 8314297
9e a7 2b 20 2d 65 c2
d3 8d bb 96 7d f9 e9
7 67 3e 7b c9 6a cb
b1 8f d7 a5 5a 45 0d
1d ca 8e 3e al ff 95 bf
a5 2b dd 95 92 36 5e
f0 af 39 f8 d1 8b d6 f2
83 d7 26 9 86 0d af
cl af 3a fc b3 59 3a
54 7c a9 7d 7b d2 81
cf 3f 46 ee 5d d2 56
a0 90 c9 2c ce 9¢c 51
b8 75 67 3e 63 d8 13
ae 1f f7 9a fc 5¢ 60 c1
47 6f 4a 4a 77 e8 05
d2 2f 45 42 ba 46 4d
52 fd d3 a4 ee 6f a0
c2acel 6d414672
le 42 2b 4e 33

9.-&
Loflcz £ T 2. %

2.\X......bPI...64V..10.Q..)

AR W20
SLMIEQ.... Q. <4
.m\. L. ]$.Lb...#.8

ha.Y...ro..w

WR.Lir@r'.....6.....}.f.
L.G..d#. )\ 1l@.$.5
[ Q.@*|...D...].

#T..}C}d.g.9...a>.B

Lt el

LY 2F)V.L,.Quug
>C....... \".GoJJw.../EB.FMR

....0....MAFr.B+N3

L.)OW:...;.&Q.5).

success or wait

1

1

Source

Count Address  Symbol

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 512

unknown 512

08 f0 35 e2 8b al a9
d3 Oe b0 ba 0f b3 a5
be f8 cd 73 74 13 c6
34 97 67 c5 ab 46 5f
5c 2c e2 8a 2a b8 3d

58

*=\hA=)=)\E=.

g

............. st.4.9..F_\,

DGQT...2.NJ..6.k..

BE.cirn_ $LWN..~=.. ]

0.v

sl el A P hoced BES,

f9 ec 5¢ fO fb 68 a9 41 u/.50y.k5.Q@.y..Je:...i&.JQ

be 3d 7d 3d 7f 5¢ 1a

W<

83453d d2c7a987 PJA.S77..x0u.sF.?.%alwV
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-

x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-

x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020
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6cede7 12 83 e0 38
4b d5 6b 12 56 7a a3
d0 69 04 7e c0 73 4b
32 3ffb 67 72 da

Ascii

... 4. A R7IWLQ*
0ZE.K.H%.@._.Q.

hd.f...
G.[.9

{3..[.x}...,....04..k..O
19..K|oT.?
u"$.6b."....e..Cx....L-
@V.stLDp..B.<.. . .h..[
Cal=_..*.

v.Q.....ti.....9pq.3."... 2\
KV.T.....m.(W*..a;Tg..-
.@F

g2k.....$<A.......
[..._..g..F9+

e VoLE.0....dx_LVO..
Lwe WL Quhuyl

e.m.*.2+5. FtO.cm...]..
(&F

15..=1...Q<..2..l....8K.k.V

z..i.~.sK2?2.gr.

Source
Count Address  Symbol

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 512

unknown 512

69 d3 d5 3d bl f1 d5
94 01 8f f6 65 dc 55
8230d21087cd f4
9d dc 88 19 8c 13 0f
€253 3401 ef a6 89
c0 8d f9 9a 85 df 57
98 f0 ¢3 bc 4d 24 d9
la5c 0156 80 34 46
3049 d0 a5 8d 44 40
e2 43 e3 4e 6d 92 29
f6 01 a3 €8 90 bd f1
43 63 3f 5b 81 40 91
34 c9 ef fb 66 8f de 23
a4 82 f8 57 9f db e7 f4
d5 12 3a 27 4c 38 3¢
8a a3 fb 7d bl 60 c6
6f fd 4b 90 7a 1c b2
73 27 b3 5d 6¢ eb 49
e0 df 1c 66 ee 50 c3
29 0f 54 44 ce c0 aa
9b ad 6a ec a5 ab b6
57 bc aa 1b 7c Oa c3
e8 7¢ 16 56 2b fb 53
a5 03 3a b2 78 7f 05
4e e7 41 el 6¢ d9 90
e4 89 c3 256579 75
7e 1la a3 2557 c9 Ob
06 fd 20 12 91 67 c5
le d6 Ob 8b 40 3c 3a
6e 71 a9 ebebe8f7
6b cd 31 70 b6 e6 be
a6 6¢ 32 a7 43 Oc 09
cd 1c 85 9f 3d 88 39
2c f1 13 8f 1e 56 e4
7b 4b 90 6a Ob 49 50
7b 73 10 04 el Oc 69
61

e39321cfe7 6aed
97 4d 445 el a4 €9
60 ed 38 ff 00 96 4e
59 e7 02 Of Oe Oa 2f
4d d8 43 21 8a 39 ee
41 b1 6d 8b be c5 bc
e3 ae 56 8a b8 ea 60
34 37 2f a5 1a 0a 9b
b1 Ob 16 56 la da 20
84 03 bf 65 9d 99 54
fb Oe 18 5a 5d 24 4d
al71047b73217b
db 44 bc 92 8e dd 01
18 cb 4f d8 79 b4 44
fa 7b 93 de 80 4f fd 98
5c 99 54 50 53 27 87
f0 28 ab 12 db 1e 53
ef f3 a5 82 b5 58 4c
46 f2 27 83 d8 36 b2
bf 20 f3 7d 4d aa bf
a3 c3 224 60 b9 59
6c d9 ec 33 04 4e 7f
53 3a 29 fc 10 6e cf
5a 2b 35 41 53 ¢3 52
e6 af fd 43 03 ¢5 7f 7a
57 18 2d 79 f3 4a 3d
8216 af 17 c6 a4 el
0a 5d 42 33 cd d0 26
9b 7fc4 7b 9b ed 99
63 30 Ob b2 6b 70 33
2f 79 2a 55 10 11 98
1496 21318bd2f5
87 64 c0 4e 86 fd 77
2296 91 2d 39 11 5f
ed 6a bb 42 79 aa b5
d9 99 e7 47 dc 94 00
08

VR W....M$..\.V.4F0l..
.D@.C.Nm.)....... Cc?
[@.4..1.

{K.j.IP{s....ia

L1Lj.MD.... .8..NY...../IM.
CLO.AmM...V..47/....... /8

..e.T..Z]$M.q.{s{.D....

..0.y.D{..0.\TPS"(...S

..... XLF."..6.. JM....$".YL

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 512

unknown 512

8290 72 e6 bf f9 82
ab 44 51 9d 2b 59 c4
35 2f b4 f4 9¢ 37 4f 73
52 c4 dd 60 8c e7 55
ac 6b f6 a0 de 94 le
8lcdb5a3cl8cel
e4 ca 9e 25 f8 60 e6
15 6e 83 Oe 6a f2 bf
02 Oe a6 9e 63 6¢ fd
26 10 7e cb b8 21 87
4219 26 63 Ob b5 73
9e a3 1d f0 77 74 09
c7 b8 7f f5 68 82 a6
€6 39 18 05 b8 50 51
1594 1b 57 97 70 2¢
f9 9e 38 92 18 95 4b
08 4a 8e c1 69 8d 5¢
49 5b be 12 ¢5 14 70
3c 52 07 1b 36 db 80
47 fa 64 1c 2c ce 19
62 2f 5a 10 2c 60 b0
81 8b c3 60 e3 c8 5d
20 4f 4f ab d2 62 7d cf
82 ¢9 d3 20 50 81 ba
23 9d e2 36 1f 9e 3f
76 92 fO Ob ae 48 07
70 3a 1d 6b 7e 52 7a
e3 85 1a 58 97 90 a8
b4 e5 8b 15 dc 0f 52
la 1f6e 72 7d 16 7d
b3 8d f9 62 e8 13 11
6e 78 02 88 b0 9a fO
36 9e 14 b2 ef 5b bb
10 4a ca 63 f1 03 98
09 e2 06 45 70 29 dO
ab 3b 5a 1b 00 af f0
56

28 a5d9 38 74 9d 7d
9439 f5 cae9 a0 bl
e8 7c 98 19 Oe fe e5
d6 dd 9d 05 Ob 19 03
df b8 ac 9f 12 00 83
323a7053fd 3bc4
68 62 76 63 1f 51 40
€500 13 19 bd bc c5
a8 f5 7b 62 cc 2f 81
da 85 fb 29 5f 9d 96 3f
e8 59 47 69 0a e0 f4
72 b7 26 07 79 52 6e
6b 42 09 b2 db 3b 87
bc 7b 61 17 e3 ae 97
b9 8b 1f 51 a8 36 15
€8 96 40 2a 81 9b 9b
c03a59fe 7d 13 7a
9a 8c ba 8f 23 82 06
bd b4 cc ae d6 ea 72
70 33 a6 2b 69 aa e9
34 6a 33 9d ff 6f c2 ae
2e c8622b4d 1d 12
3575 fb ab ad 7a 1d ff
45 04 1a 7c a6 6 d5
60 82 d3 65 6f b2 cf
91 08 fb 62 6e d6 91
7d 5c a5 0f 1e ef cd
72 db 33 ba c7 e7 47
b2 74 7c fa 09 bc 7¢c
01 3¢ 50 0a f5 90 15
93 3c 42 aa 6b 61 60
4f ¢5 ca Of 9f 36 b2 80
d3 6c9b 51 61 c7 23
0d a7 d3 97 c6 a9 62
98 fc d6 9d 5f 51 2f 31
12 b2 4a 4c 04

Ascii

.I....DQ.+Y.5/..70sR.."..U success or wait

k...
.cl.&.
.9..PQ..\W.p,..8..K.J.
I[....p<R..6..G.d.,..b/Z.,

96700

KA

.] 00..b}.... P.#.6..2v..

nr}

72

~H.p:.k~Rz...X. .R..
}...b..nx.....6....[.0.c
Ep)..;Z...V

(-8t19 |

..... 2:pS.;.hbvc.Q@......
J....)_.2.YGi...r.&yRnkB...
;- {a. Y
JOOE SO rp3.+i..4j3..0...

.b+M..5u...z..E.
bn.\...r3..Gt..|.<P
<B.ka'O....6....Qa #.....
.b...._Q/1..JL.

Completion

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 512

unknown 512

bd 29 37 19 8b 64 42
6f c2 79 f4 64 91 9d
19 e5 da 64 73 c2 65
02 10 23 5a d8 bl e2
07 4b5d dd 73 71 21
a2 9e 8dcbc4 44 d1
14 ab 05 11 a4 4e b0
e8 f1 d8 80 fe 42 a5
dd 92 e6 dc 03 cf a8
2f 98 e9 fc cf 22 1a 65
a9 5e 8b c4 88 ad 3f
7f eaf4 7 5c a9 5b 6a
3e 77 db 62 67 45 f2
93 fb 02 0f d2 ca 57
52 31 9a c6 46 fd 87
b9 ca 8b c7 4c c7 Oa
f5a2 ec 5¢ 01 1c 3
46 9e 21 8b 88 59 db
ae 40 02 cd fc el 37
cc Oe e5 6¢ 81 1f91
ad 9d cd 1b Oc b0 b9
8d ec c1 3c 58 11 bf
83 a4 66 2e cd f3 69
cl b2 bl f5 a6 08 fa
28 fae9 4b 45 e2 75
f3 1f 01 6d 5b ec ff a7
99 da 62 ae c4 db bd
3e 6a 5d ef 4a 37 ae
00 ea 6¢ bc 05 4d 9d
8d b9 5f ab 52 f2 60
d5 23 14 ba 7c de 90
842021 cc b2 4979
28 fb bc ¢3 6e a6 1c
6f bl 6f 1b b7 66 11 7f
b3 5d fe 65 08 3e f6 ff
be 10 26 8b be

2c 2b c6 82 b8 a3 53
24 e4 e0d5 62 01 a5
a3 7044 852aa6 17
7078 74 15 08 c7 57
03 82 b4 3f bd 18 ad
58 14 6f ae 39 20 99
al 4a b4 25 c5 3 1d
9a 8152 3d ed 57 03
78 2d d4 d4 7a c7 4d
7e cf 58 c4 4f df f9 98
79 9a d4 5e 20 71 1d
b5 a8 65 44 aa 54 92
64 a6 Oe ee a0 71 d7
7b ab cf ee 5e 4b b9
62 c2 35 73 30 87 6¢
e7 61 9d 3c 48 d6 5b
dc d2 60 14 32 54 6d
3d 23 cc 5b 19 fc 26
56 Oc d2 63 8b d7 04
58 59 44 25 {3 8e ec
17 3d cb 3f e0 81 {7
b8 46 d1 90 b6 54 46
06 23 21 8a 2c fa 82
8c 41 4f 08 b9 ab 1a
543 ba 30 1a cl be
Af ff £7 9d 3c 74 73 cf
5a 6a d5 b4 35 d6 57
b3 a2 1d dacl d5ec
dd 68 de c3 dd f0 1a
d6 0b 08 89 a6 99 bf
65 d6 8a 93 a5 de 94
72 63 fe 1a d7 31 02
d8 1c a8 a5 a6 8a 96
01 b5 63 8e 04 50 2d
2511 €9 07 a0 6¢ 52
bc 46 c4 4b 13 d6 96
a6

Ascii

Completion

.)7..dBo.y.d.....ds.e..#Z...K success or wait

,+....S$...b...pD.*..pxt..W..
.?2..X.0.9 .J.%.....R=.W.x-
.ZM~X.0..y.»
g...eD.T.d....q.
{..."K.b.5s0.l.a.<H.[..".2Tm
=#.
[..&V..c..XYD%....=.2....F
.TF#.,..AO....C.0..0...
<ts.Zj.5.W....

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 512

unknown 512

3c bc 2f e0 42 ed a6
48 d7 ee 08 cd 74 d4
Oa 93 Of e7 df 4a f2 ff
ec a6 4e 77 4a 0d 48
f3 1c de e2 03 la cf
8a bc c7 ed d8 f0 9c
5a 29 68 03 33 3e f2
7d a9 46 c5 68 5f dd
fa bl ac f8 96 ad 97
5589 e2 da 1b 67 d5
49 dd bd f4 43 dd 21
28 d5 fc 16 1a 14 19
66 12 54 a4 a5 5a e2
60 c3 bf b6 €9 8¢ 78
la5a 07 9551 42 e6
f4 32 17 48 a8 56 c7
9d 7a b5 32 54 0f 44
c0 83 1f 28 20 d7 f1
b3 70 c6 51 €0 35 d1
0e 91 05 22 e7 2b 05
db Oe 4b d1 de 39 ea
68 ¢5 27 3d 7b 69 ed
9 3f fb 9a 9b 59 2e 5¢
51617 ab e0 c2 28
49 a4 4d 47 fd e4 be
1c 52 44 36 4f a4 79
12 07 55 e8 fb 01 66 ff
ab 97 c4 51 da 5f e8
94 e3 3e Ob 7¢ 59 67
f6 8503 19 4b e3 7e
a2 c6 cc 9f 6e bb 2e
09 14 93 de 89 0b Oc
24 8e 42 bd 56 72 f1
64 f0 d2 93 f3 a7 89 cf
14 3bedel le 8457
4f 55 d8 08 e7 05

0a 35 61 3d 5a c7 25
a3 e5e59e 1a 4168
7f 50 ba 74 c5 70 4f
59 c1 1f58 10 a9 24
eb 80 70 85 e2 60 fd
Oc 8e 48 4d fb ed 7b
b8 cd 59 c2 d7 bb 1e
72 a9 90 63 bc 55 a8
0d 0b 70 4c 31 de db
04 4d 2b 46 e8 32 6¢
be 1f bf cd 9e fc 62 bl
ab 3e 8333 b7 3add
b0 8b b4 39 99 8c 9c
Oc cb a7 98 aa 5a 5¢
37 ¢4 81 305f10 75
0f c9 f1 5e 57 50 ee
ce bf 17 3a c2 5f 06
le b3 5a d4 b6 d4 75
d2 64 53 96 89 ec 62
ad f3 63 d3 5b c6 91
4339 12 d2 b5 47 1b
b4 eb 65 47 56 84 78
7c 10 37 cc 8e d1 20
66 2a Oc 57 6b 3b ff
ac 45 d8 d0 9b d9 75
f9 22 a0 8f 17 ba 46
Oc Oa ef 8e 02 b6 76
5196 41 1a d4 12 86
24 74 c6 9e c4 55 af
38 73 f2 c4 6a 5b 36
5a ee 7b 62 5e 14 06
b5 46 57 e7 07 5d e9
33 be 78 Oc c4 6d 1f
le lce2 f8 2f 22 ef 33
78 96 ad 80 91 b4 6a
cf ed 4b 8a 4c 7a 3d
cl

Ascii

<./B.H...t...J..NwJH.

.Z)h3>}Fh ..
UG CA( £ T

Z. ... XZ..QB..2.H.V..z.2T.
D...(...p.Q.5..."+..K..9.h.
'={i..?..Y\Q.....(LIMG....RD
60.y..U..f..Q._..>Yg....

K~..n....
ey WOUL...

Completion

success or wait

.5a=7.%.....Ah.P.t.pOY..X.. success or wait

$.p.."...HM..

{.Y...r.c.U...pL
1.M+F.2l...b.>3.:.
....... Z\7..0_.u.."WP..

.Z..u.dS...b..c[..C9..G...
eGV.x|.7... f*Wk;..E....u."..
LWFo VQALLS$..US8s. |
6Z.{b"...FW..].3.x..m...../".3

X.oooj..KiLZ=.

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 512

unknown 512

eb 22 c4 87 4e 7c 08
bc 4b e4 ef 9a de 0d
6e 08 21 41 45 43 4f
13 ff 9¢ 6b 8e b9 Oe
1b 71 1f 2¢c 89 96 54
b9 0a 78 ¢8 2 05 b9
db 92 07 a2 09 63 e2
ac 26 el 84 06 b3 c9
8a ec 47 24 0a b4 b6
d8 6a 48 24 fb e3 9f
¢l 1f 12 60 3f 3b 8e
lacf fc 26 56 94 f3 d1
6a 22 86 56 4e al a5
6a 19 0d ae 7adafb
b5 41 10 77 8c df e0
b7 18 b3 26 d9 65 14
45 €9 36 bl 7a 55 6e
9b c2 63 84 14 71 8b
b4 2a 2c 76 4a 45 64
e38d 73 b5 e4 ab 03
5a a0 f9 cc 54 8e d5
27 04 96 02 7c 37 1f
9c b3 2b b9 f0 f5 73
c5 d8 08 e6 2c 3f 37
14 05 b8 fb 00 14 d3
bf dc fb dc af 83 20 fb
18 df 3f 52 b3 42 42 7f
a5 81 fb 50 f6 87 2d
5358 €9 7c 7d Oa 8b
b6 c8 8d aa be 66 01
15 b7 df 75 1b 13 14
7d 2d c9 f7 e4 90 97
5 34 98 b5 d6 e2 67
e8 ¢c3 08 a8 f9 f4 d4 4f
cl1e 28 d5 e0 37 82
af ee 7c 68 84 dc

83 2b ffc1 81 76 d2
d8 2a ac 97 32 38 82
9 89 ba 2f 12 01 30
48 e4 18 67 be 94 d7
el 13 6e 3e 7c 82 14
6c 24 ef b5 26 5d f8
6e 64 56 dd 9c 06 88
le 09 f5 80 38 dd 4b
72 2f2e 99 c5 c7 e8
7184 b4 15 €9 02 a9
f2 0f 0d Oa 32 ff 96 a0
d1 84 43 87 64 88 bf
d6 72 3fc9 a6 e6 el
bb ea 00 d8 ca 12 5d
f7d5 17 f1 ac e7 9f a0
40 fa 55 a3 81 75 d5
cd c83299c4 2370
9219227401 39 ec
38 d7 e5 af a8 f0 83
Oe a9 cb af 91 56 ac
8e 8f Ob 03 aa bc 41
d5 68 26 8d f9 5f 8b
e36519d8 7a 1la 28
1507 11 ce c6 03 7c
fc ¢8 1b 36 04 65 8b
e2 e6 be cb 08 98 db
Oc e8 0f b0 06 15 d3
3e fe 66 e0 d6 17 18
50 0b 4d c6 38 9d 2e
ef ca 4d 84 56 fd 8b
ab 8b ed 3a 51 59 4a
89 42 7a d0 4b 31 6d
3b 7f f7 82 b5 42 8e 8f
cb de bb e6 0f 39 d2
a8 2f Oe f1 01 f2 a2 62
22 50 b9 ef b0 32

Ascii

MUNJ..K....n.!JAECO.. k....q success or wait

e TX
L jHS..

.c.&.....G$

L&V..j" VN

ez Aw......&.e.E.6.zUn

..c..q.*VJEd..s...Z..T..".

LTS P

R.BB....P..-SX.[}..

foul}-4..0......0..

(7oh..

A+..v.*.28.../..0H..g.....

n>|..1$..&].ndVv........ 8.Krl..

PN IOUROR 2...Cd..r2.
Joorrn @.\U..u..2.#

p.."t.9.8. e V....A.
h&.._..e.z.(.....]..6.e....

?

Completion

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset

unknown 512

unknown 512

Length Value

Oc 1d d4 44 61 03 78
9a 2a 81 45 4c 46 30
89 15 3e 1f 37 3d dO
Ob 39 f3 bl f2 d7 76
c6 72 12 b6 a5 8c 1b
7a9fa9 27 el c2 c9
bf be 4e bf 97 d9 5d
Oc 50 02 46 0f 23 11
47 1c 77 09 7f c1 09
0f 02 7c b3 8e 05 8b
e3 e5 fe 4b 3d 69 ab
c0 cb 53 46 1f eb 89
92 f5 9¢ 1b d5 ab 46
cf be af 21 01 9f 02 9¢
aa d2 74 c2 0d e9 d2
7 aa 36 3c 5a b9 48
a0 4e 9e 90 db db 32
6f 96 04 b7 e6 3e Ob
03 8b a0 88 21 67 €2
17 b6 cf b3 e5 ff ee 9e
7082 7c de 47 €9 87
a7 57017 39 2b 4d
a4 82 eb 44 0e 91 d7
d4 e4 2a 71 69 3f le
9d e6 42 Oe 82 6a ac
d6 c4 11 bf 4c 22 c4
42 e5f3e7b51c 94
9d 44 1c e8 b4 d6 78
€850 54 16 bd 72 5d
54 ac 25 ee 8a e2 61
6a 95 cd f1 e6 94 20
27 33 3f67 18 0d 0d
312 75 64 14 fc 5a
caa4f7327b97 bb
6b 56 56 09 2f 00 62
22 a8 ca 47 6f 58 69
73

bc 8d b5 40 dc 83 56
8511 cb 5f 17 de ec
380392 15 92 74 37
56 a0 f9 31 9d bb b9
1d 26 f1 b4 59 54 9c
4e b7 29 14 55 53 1f
a7 6e 6f 2e 18 be 73
05 c5 df 7c b0 a3 d3
44 8d be 62 da af al
9b d3 65 ab 52 cb d2
cf 9b 02 18 57 a9 47
d5 11 df 4a 40 a2 02
ee 0394 09 71 8a 08
21406 7449 71 ae
04 50 09 94 47 99 62
€312 a8 78 20 b4 bd
428482 d8 0f a3 72
2b 1c ed b5 fc 27 dd
3a 28 15 00 a4 66 00
e2 c0 f7 ef 95 b2 08
41 e6 3b 3e 75 a6 38
e0cl 7d 12 ac 20 63
5c 8¢ f3 ef 9d 72 53
2c 0d a9 d4 8f df b7
d3 7c 1le 68 ec b0 74
9b e5 07 b4 da 23 a6
b5 5c ¢6 40 b3 76 15
36 bd cd 2c 39 28 7d
5a 41 84 al 30 78 6f
e9.d8cl 84 cl0f a8
d3 81 19 4f 20 ¢3 32
24 e0c841cB8e0fd
cle049813e3b20
78 73 3a 05 08 bb bd
04 59 05 68 1b 10 d1
1d fc 30 49 6d aa 49
bc 23 c2

Source

Ascii Completion Count Address  Symbol
...Da.x.*.ELF0..>.7=..9....v. success or wait 1 6DBB9FBC WriteFile
r..z....N..]P.F#G.w.
K=i...SF.......

D...x.PT..1NT.%..
.aj..... '3?g.....ud..Z..2{..
kVV./.b"..GoXis
..@..V..._..8...t7V..1....& success or wait 1 6DBBI9FBC WriteFile

.YT.N.).US..no...s...|...D..b

JA.tlg..P..G.b..x .B....1+

.h....0Im.L.#.
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value Ascii

unknown 512

unknown 512

87c6f7fd9d2af40a ... *.A...U=l.h.."

a7 5e 01 Ob a3 92 f2 : . X?2(...k"5..i.).tB5.-
553dab21cdb268 ...:ga.O.u....[%.#T.
e48992d393¢c322 *.l.gh'X. #.... YU:.s(.3
f0o04e5f93a0la5 1.GK.Ov.5..

22f6358bf369 1le ... i.l.QA..R.2~
290e744235e82d ..O..Mm.&%M...
16 Oc b2 15 3a 67 61
be bd 4f b0 75 dc 01
c117 d6 5b 25 c2 b4
238354 91 2a 6¢ 93
96 96 6¢ 87 93 67 62
60 58 e6 c6 23 8e c8
b8 Oc db 01 8e 59 55
3a89 7328 c4 3349
el a3 47 4b f0 30 76
8 35 cf dd 05 08 d8
b5 32 e7 df 77 80 a0
2c 58 a0 94 18 Ob el
56 71 2c c0 68 1c d8
014003 92 b5 15 bl
€8 00 5d 22 ed f2 07
b9 83 22 9¢ 7f 23 c0
e2 70 44 2f f3 a2 Oe
95 4e be 58 c1 7 25
b7 63 54 ae bl fa ca
1d 0f 04 fc a2 1b 87
51 ed 59 4d 5d 11 dO
16 f3 e0 f6 99 15 69
d3 2f b1 80 51 41 Oa
7f52¢9 32 7e 15 cO
ec e0 a8 1d 08 Ob 7b
dO 0d 4f bf 8a aa ba
6d 96 26 25 4d c7 89
b2

61d43a90fe26d9 a...&..D....~.i..-.L4uGv~
iclb44caca8fe3 ;6.m...h.... I<..@9...12.$
89 7e d4 69 cf fae5
2d f8 f0 4c 34 75 47
76 7e 3b 36 04 6d e3 “ldg...5hcr.C....C.e5....Juh.
b2 1239468 a5c9 a.$v.Bo
d1 11 fe b4 6c 3c f2
€1 08 40 39 c3 d9 85
6c 32 9f 24 ea 85 9a
5e 06 5e 8c 67 Oa c6
35 dc a9 fb 86 9f 4f 94
8b c0 Of 1f f7 89 2¢ cO
40 de c0 a3 3d ff 31
3e 8f ad ed 5d 12 42
6b 09 a5 3e 83 91 37
a7 bf 9c 87 13 0b 6a
30 6b a5 14 47 6f 5e
6c 64 67 a6 2e 9c 35
68 63 72 07 43 89 cf
fa le 43 ff 65 35 89

a5 07 b0 4a 75 68 d1
61 d6 24 76 9a 42 6f
1d ce 1f 80 69 e7 8c
a5 5f a8 68 c0 2b ca
5e 5d 54 5¢c c3 ed d1
60 f6 a3 6f 27 31 ea
67 71 fc b8 be 4e 18
a0 ae b0 8d 1d 1a f2
20 0f 12 5e ¢3 56 5f
09 6d d9 5b a2 c2 f8
b5 02 f4 ed b6 04 92
05 b9 72 b7 1b 4c e3
b4 19 e2 ea cb 50 5a
84 a0 3f 80 9d 10 93
b5 9f f5 8e 7 cc f7 54
63 09 07 88 e2 8f 43

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 512

unknown 512

dc fd 2a c7 bc ee 07
e8 bf 77 25 f4 6d 33
d3 07 25 09 e2 bf 44
c2 a8 62 67 e8 dc 8f
c39acl91637038
dd d5 a5 96 5a f6 24
d3 21 d4 87 d5 61 ea
7371a3a27376e8
65 8b 77 53 08 80 84
23 3e b4 ba 05 1e 44
8 10 be ef 21 46 12 fe
11 fa 7b 5d 68 81 2e
77 7b 04 76 a9 34 bf
81 7d f2 23 ef 48 5f 91
€208 76 c2c3d5 21
a5 fa 43 Ob 3b 84 72
ca 6326 fb 13 76 37
b8 4d 1d b4 29 57 7f
6b 52 3b 58 98 48 bl
87 d1 d3 ad bb a6 32
b7 00 96 €3 48 20 26
f4 02 8e e4 9d 3d 38
b6 50 6b 43 ad 85 1e
47 81 34 8d f7 d6 c8
05 d0 6a ea 01 8b 07
5c 01 97 ee af c7 d3
ae a2 3b4ea9flcd
46 d2 al d3 83 01 e5
42 7a f4 df 41 b5 68
52 4b d5 bc €9 23 4e
30 cf 24 3f 24 36 6e
12 16 f8 87 43 61 6d
Ob 3b 03 6a a4 26 7c
77 2d 8b 45 ¢8 1b af
9c e7 7d 52 ba 01 c4
25 b6 bb 61 42 d4 46
13

3290 67 65 1c 27 53
6e ce 7242 f1 44 64
20 67 34 58 33 b2 a3
34 7 c0 60 68 ef 90
5a 20 26 95 0d bb e2
04 17 e7 8b cb fa 83
f3 02 1e 87 18 24 57
c18240817617d7
7300 c2 29 d0 4a 91
cc28e787e5ebcl
86 f1 fd d5 bc 61 22
3c db 6f €9 f8 9 f2 a6
14 d0 30 d2 49 ec 4f
23 ce 3e 96 d9 a8 05
96 ¢5 25 20 86 9a 92
8 19 45 44 87 39 6a
47 bf 12 65 ff b6 01 91
7d cf 09 d8 64 8a 59
ca 56 be 9349 77 ec
d7 15 36 b3 cb 85 97
89 10 ad e3 ee 02 fd
92 a0 b8 70 52 14 30
35 3d 6b a8 75 b6 12
85 ¢6 98 3d 32 0f b4
eb 62 85 c7 8b 4b de
9c 3f 41 54 1f 30 7d
64 56 ab 2b 4f fb e4
a5 23 ec bf 1c 2d 25
2b 1d 0d 12 77 el bb
76 d5 fc 34 1a 73 83
3e 7d 42 04 8e 6e 83
ed 8e 02 b9 2b 7c ca
12 b6 f8 cf 6a b3 3a
c7 d9 d3 ef e5 8f b8
b3 4e ea ed c6 6b 2a
be 77 ec 8e 48 33 31
b9

Ascii

..cp8....Z.$.!...a.sq..sv.e.w
S..#>..D...IF.. {Jh.w{v.
4.} #H_..v..\.C.;.rc&.v
7.M..)W.kR;X.H....... 2...H
&....=8.PKC...G.4.....j...\..
ceNLLF Bz..A.hRK...
#N0.$?$6n....Cam.;.j.&|w-
E...}JR..%..aB.F.

2.ge.'Sn.rB.Dd
g4X3..4..°h..Z
LSW.@.v..s.)
a"'<.0....... 0.1

..pR.05=k.u..
AT.0}dV.+O.
%+..w..v..4.
S>1B.n. i
N..k*.w..H31.

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value
4e 67 fd d3 f2 db dd 2f Ng.....[........ pl..Q..Q......

unknown 512

unknown 512

e5e3d0 99 ee f6 b8
bb 70 2f ae cb 51 06
b9 51 eb a8 aa 93 05
bc c4 ef 99 f4 1d dd
89 86 cd 8e a5 67 f3
22 a8 99 ee lac574
82 ae b9 85 d4 95 9c
b3 30 7d 45 d4 14 6¢
81 ef cl bc Ob a9 fe
ba ed a2 59 a4 7a 31
5f 7c 27 42 f4 4e 75
10 21 01 96 f4 20 dc
6e ed 7b al cd 53 98
81 24 e4 df Oc e7 2¢
1e f7 98327913 7b
30 be db 78 30 1f 3¢
36 99 ee 76 Oe c2 d1
6d 20 aa 3c 42 57 4b
ee 23 Oe 84 fb 8e 3b
79 c3 4a a0 8c 1f ed
eb 38 44 93 a2 25 bb
4e 58 66 54 3e 6f 89
69 c0 Oe af 15 c4 3d
a4 5a 9a b0 dd 3e c1
6 b8 9e d4 4f 20 04
7a 70 16 4f d7 fc bd
d5 d0 58 05 fc 56 86
e2 97 36 de ba ce 01
717320 10 2b a8 47
06 90 e6 87 5f 4f 05
40 8f d4 Oe 8e 90 03
3885 79 d4 33 f6 a9
52 b2 28 4a 9a 3c d1
8e 64 0f 46 1f 76 f6 2e
3e 36 63 d0 36 9b Ob
93

7110 47 b0 b6 c4 d3
6b cf 9b 00 77 51 30
22 a8 38 26 2a bf 5b
64 41 df 59 1d d5 c0
a3a7c0fd42 11 a8
ee 63 70 4c 6d ca 7e
al ec dc d9 60 ed 87
b8 Ob 55 24 ad 20 51
8e d2 d6 ba 02 71 a6
08 63 ed eb 08 a4 ff
8b 14 31 2c 04 30 8e
a6 8a c59a 09 fd 3e
5183 14 7c 3d 6a 7a
Oc 8f 2d ba 75 6b cc ff
54 b9 78 1e 96 cf da
54 89 af a9 a4 6f 69
45 f6 ec 98 ac 06 40
19 41 3a 20 7a a6 22
6 b3 b8 41 26 c6 de
99 0f 1e Ob 2d e8 34
be 40 92 91 ¢8 27 35
79091 37 2b 16 c7
2b 70 56 a9 c1 8e 18
90 9c 76 93 df 7d 2f
13 ca b4 25 20 Oe f9
44 ce 3e 4c f1 62 Oc
69 ec aa 67 11 cc e3
2218 14 74 ad Oe a5
f9 7f c3 75 9b cf 72 82
34 4d 16 2b fa 02 6d
d5 59 99 1a d6 99 bd
16 29 76 18 db 19 4f
bc 80 ac c1 49 50 ce
7c cc 83 bd 46 d8 aa
eb 59 4d 49 28 20 a9
dc a9 75 87 a9 4c 1f
6e

Ascii

<BWK#....;y.J..
D..%.NXfT>0

O .zp.O....X..V...6....gs .+.
G..._0.@......8.y.3.R.(J.

<..d.F.v..>6cC.6...

0.G... k..wQO".8&*.
[dA.Y.....

.Q..Coceneee 1,.0.......
.UK..Tx....T....0IE
z.".. A&

T+.+pV....v.}..% ..D.>L

bi.g.. it urAM .
M.Y.....)V...0..IP.|..F..
YMI( ...u..L.n

@.A:

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 512

unknown 512

be 47 74 92 c0 4e 3a
f1 1c 9d 3e e6 a6 80
f3 53 e4 03 16 c2 37
14 9b 31 e4 86 Ob Oa

6129 ef 27341 7af7 ........ |.X]..UQO....y...fP;y.

57 3d f0 a7 29 a7 8f
7e 21 9c 6¢ 6e 6f 18
3e 24959191 79 30
1d be b1 4f 3d 15 70
2a a6 92 71 2f 8c d6
34 3e ed 32 b7 a8 bl
9e 7f02 85 d7 e8 2f
b2 c5 77 eb 37 bc 91
al dé6 b9 f0 34 6b 46
16 f8 05 9a af 89 8a
00 0acl427d fb 28
b0 19 b8 f6 b3 49 2f
c9 e8 7fe3 ad a0 a5
c0 7¢ 90 58 7c 1a 9d
55 51 4f 15 b3 d6 Oe
79 d9 b6 ef 66 50 3b
79 aa a6 bc Oc 7a a7
2e 04 3e 22 3¢ 5f 91
la 4b 87 c5 69 04 ef
5d 1c dacl b6 73 78
00 83 Oe 7a 55 d8 fc
d2 85 cf 55 b1 f3 60
04 76 7c 7c 0f 63 80
e5 46 cb 2a 05 87 66
ae 7e 90 80 2b 21 09
89 1c 72 4d e0 68 b0
3c lcac45dd ae 41
79 a8 bb 0d aa 0d 0d
5c 8d de 6e 2e 50 e3
dc 1f 42 da 84 a0 89
4d 01 42 94 c8 fb 4b
c2f0

73 fc da el 8c 93 06
82 42 8 d7 3e 06 46
05 Oe 3c Ob ae c6 ab
61 5d b2 dc ba 7f 00
c4 9a 36 c9 a2 d7 d5
Oc d1 67 ae 09 8d 97
ab ac ea 85 4f le 21
0f29 81 c6 cafa dl
2a le e6 cd 84 83 38
2552 12 ae 0f e3 fd
cce9 68 fba7c2ds
ae 3d 36 b9 59 7a 89
7 06 26 40 aa a9 80
Oa d9 a6 f6 a5 1e Oc
b4 8558 4d 51 d3 64
8394 8251 98 70 60
bc 2e 06 95 08 31 33
Oe 5b db a6 5 c2 29
e37521al 64 7e23
ea 90 d2 5b f2 ¢5 23
4c 0a 2d 24 c5 15 79
52 cc b3 6b e4 26 5d
eb 92 2c 9e c0 16 91
9a 36 f8 2c 18 cf 92 7f
52 0c ac e0 ed 2a 38
19 59 9e 39 49 c3 6¢
0822 92 b2 61 43 a3
99 62 89 9d 3c eb 5f
90 c1 6d 83 81 3c 5a
ec 01 a0 7f b5 fe 4b
ba 5d dc a0 bb f5 93
€980 13 4a 72 09 41
88 47 04 9a fe 32 ab
69 03 8a b8 7d 92 8¢
60 8d 06 ea 41 57 65
94 cf 37 5f bf ea c7 b6
04

Ascii

.Gt.N:...>...S...7..1....a)
..SAz.W=..)..~1.Ino.>$...y0..
.O=.p*..q/..4>.2......... l.w.7

22> KL
U....U.v||.c.F.x

...IM.h.<_E..Ay....\.n.P..
.B...M.B..K..

K.&l..

LI."..aC..b.<._.m..<Z.....

K] JLAG...2.0 0.

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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Source

File Path Offset Length Value Ascii Completion Count Address  Symbol
C:\Users\user\qnodejs-node-v13.13.0-win- unknown 512 c3b2234a35d632 .#J5.25....,...0)0.0p.._..k success or wait 1 6DBBOFBC WriteFile
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe 3596823a182c19 S...... MY LA

ab 1f 90 4f 29 4f 16 30 ....}T1..c.R.X...L.L.~.T

70fecb5fecab 6b  .b.....ik-.....e..[B¥W.{.
24e2b7fce2e20c .H...C.y....'06n.n#l....
lala22b3887cle .[R3.m.&.LU..... 6*1$.$.R u.
¢588 2d c9 93 dd c7 f}.....P.N[iY ...
7259fb 06 11 8e 14 ,0...2VBH;....j.U...V.......
c241140ff6 a0 f5 d4 ,*..J...4D...yD

7d 54 31 0f 96 63 b2

52 9b ed 58 b3 a5 b0

eb 49 83 6¢ d6 2e 7e

9e c2 c5 54 bl db 62

a4 ed cf ec d5 ca 69

6b €6 2d e4 db d6 f2

b2 e5 65 86 f3 ed 6a

42 23 57 7f 7b 13 85

8a 48 86 b3 cb 8b b3

43 cc 1579d8 91 d7

f3 0a ad 27 4f 36 6e

84 6e 23 6¢ cl1 a0 Oc

a5 de 7c 52 33 7f 6d

b8 26 09 75 07 81 c4

Oc e7 98 05 09 36 2a

6c 24 €9 24 f0 52 5e

75 a6 ca af b4 9d a4

07 fae0 90 17 83 66

7d ce c3 15 d6 b0 cb

a6 50 f3 4e 5b 69 59

20 b6 c4 af 4a 2c 4f

85 c7 f6 02 3f 56 42

48 3b 98 1d d5 ce 6a

01 55 97 94 99 d8 56

b3 fe d7 9b a3 d1 81

2c 2a8c e9 4a 93 e6

0f 34 44 8f da 04 79

44
C:\Users\user\qnodejs-node-v13.13.0-win- unknown 512 faf4 7d 3f 76 97 3a bf .}?v....XB'i|.7...8%J,....&. success or wait 1 6DBBOFBC WriteFile
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe cl1f5584260697c ...{A .t..... WQ.-/G.

fl37afa5de 3825 ....0.1.&.p.\6Sp....K(...z...

4a2ca2chbd40026 .0...U%D.g...-.....p5... AX.c
a49e95hb91c 2189 kM."qVS.+Y.w...F........ LL.+

9806 7b 415f10cd _

74 1eb8dd 19 cfel .vz.b+.bOM%..U.>._..6.R.n
blcab85751892d ..~

2f4785b89d ee 08 =....U.v1.g.c..G..8.%...#G

b0 6f 08 31 d1 26 Of 5.....nb.H.....d[kHy ........ q.
70d55c 36 53 70 be  .X......Cc...@.
a2 bb 02 4b 28 d6 a6
b9 7a c6 f7 bb dc 30
a5 f7 20 9¢ 55 25 44
c8 67 87 18 fa 2d 1f
96 ¢4 80 dc 70 35 94
fd e2 20 41 78 f0 63
6b 4d 10 22 71 56 53
cl2b 59 7f 77 ad 88
6 46 12 be f6 €9 dd
15 Of 05 4c 21 05 82
2b 5f0d a8 76 7a a4
62 2b e8 62 30 4d 25
bb ee 55 c9 3e e0 5f
a0 11 36 9b 52 9d 6e
4 af 7e f6 3d 9e 8f 01
13 ab 55 98 76 31 99
71 e3 63 c4 ad 47 da
cc 38 14 25 fd ea 95
d6 23 47 35 9c ca b5
89 e5 16 6e 62 ce 48
86 d0 87 b1 c7 64 5b
6b 48 79 20 b2 94 17
2e d0 1d 11 98 71 8f
€958 8b cc c3f9 dc
05 63 ca 90 b0 89 40
3
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 512

unknown 512

209 50 f7 da df c5 fe ..P.....)<.h..Rg....02V8][...

f8 29 3c c4 68 ae eb
8f52 67 90 21 ba c5
303256 385b ec 1a
dd 1f 19 f1 0d 54 78
4c ba cf 5b 82 37 cf
54 14 b1 be 80 f9 ef
77 66 b0 c1 60 91 a9
al 40 c7 al 89 f8 80
8901 e8e04bc276
€9 2a c5 b9 f4 Oe 65
45 ce be fb 05 ¢7 9a
a2 8a 10 0f 00 ae 70
c4 04 4f72 71 4b 88
25 5c bb 19 e2 fd d4
7c 69 08 84 e8 2a b2
77 64 86 06 bd 5f 59
88 86 a8 ba df 16 11
2ec03cf276777d
d8 3f 56 cd 76 bf 2a
d8 a9 98 75 a3 e2f5
70 c1 e6 cb 8c 18 5f
87 b0 66 50 00 22 68
81 dab5a15c7 12 c2
22 da 79 b4 dd fb 3a
5d 1e 1599 5b 71 6d
84 6b 60 4b 2e cb 97
9 4b b5 73 4a 66 8b
cd 3e 43 fe 1b 9a 8a
d4 67 2a 09 28 31 1c
e2 a9 1f 03 1e 67 6a
cd 4a a3 43 Oe 2a 31
c3 be d3 47 ef 55 39
56 93 1d ea 73 ea 8f
89 24 a0 5e b2 af 35
a0 64 b3 47 82 4c b5
65 52

aa Of af 9a d7 21 b3
5c 1f 6e 53 ea e4 04
5c 3a 91 b9 d3 13 15
1 d6 fe dc 49 d5 94
1d fd 79 f5 7b 22 ee
67 2c 3f b4 ee af 35 9f
53 4f 31 f1 24 8d 63
d2 22 d8 bc ca 48 f9
ba 62 b0 8d f4 4e 29
de 42 55 b2 6b 5f fc
04 6a eb b3 6a el 08
12 ae 10 c1 23 24 3e
36 f8 b5 15 4d 1a Ob
€0 4b 16 44 68 71 30
0d 69 4 f6 24 48 e2
a8 cf 70 b1 90 a2 73
87 54491f14231f3
be al 97 aa 47 92 dO
18 f4 70 47 91 be 48
8e 02 06 ea 4e 89 fb
db f3 22 31 el 18 4b
27 ce f6 79 9b be df
aa 58 caeb9d a4 85
517348 1158 77 95
2499 90 93 bb 61 ef
1d 11 94 36 d1 26 4a
97 6a 1d 3b 25 fc d3
ce b4 74 44 5e bl 5d
4c e6 85 14 3a b4 15
7c 14 b4 67 96 e7 01
13 ¢c6 7b 3b 55 4f e3
81430917 f8 80 2b
03 21 aa 3e 72 fd ba
d8 55 4e e7 c0 f1 95
79 98 5a 9c 28 ba eb
2e 29 9b 5a 51 82 4c
eb

e TXLL 7T WE . @.

........ K.v.*...eE....

.p..0rgK.%\.....Ji...*.wd..._

......... <WVWE?V.v.ALu...p.
e fPMRLZMY]

[gm.k’K....K.sJf..>C
(@8

+n0j.J.C*1..G.UIV...5..
$..5.d.G.LeR

..... t\nS..\ily.

{.9,2..5.501.$.c."..H..b.

g*

Y

"N).BUK_.j.j..... #$>6..M
...K.Dhq0.i..$H...p...s.T...B
1....G...pG..H...N...."1.K'

LYo X QsHXw.S....a
DAL

(.)-ZQ.L.

{;UO..C...+.1.>r..UN....y.Z.

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 512

unknown 512

87 5¢ 7d 00 37 b1 62
49 3c c6 el 1f 53 80
25 db 1f 98 89 1e 54
50 6b 2b 4c fd al 91
12 dcca4fdf a6 17
3a69c003f21701
4e 60 c4 b2 dO b8 99
0a 63 19 5f 24 44 2¢
21 c6 aa 20 dc ae a8
52 0f 52 56 4e ed bl
e3 7b 54 f8 75 f5 48 fe
98 5fe4 a9 cd 33 70
0a 00 01 c5 18 a9 d3
45 4b da 41 1d a6 6a
cd a6 b2 6b 3c 93 57
5 b4 bb 60 fc 7f 0d 2b
bd 8e 53 a7 b6 26 d6
8c 8d ab a3 9e 5a 62
01 36 84 a4 73 82 08
e5 68 01 45 98 85 88
bd 4a a9 99 b2 9b bc
8c 71 a6 b0 fa 92 c7
3a 71 fc bf 9e 6¢ 19
5b 99 a3 52 el 39 12
8e 66 11 e7 f4 df b8
bb 58 25 89 56 63 79
f1 db ab 7d fc 8b 53
12 de b3 5a fe 59 5b
ae f7 a9 34 eb 20 33
7e e4 ef 51 d7 72 cf
e8 e5 37 2f be d9 bc
03 a0 7e 7 8e c0 b6
a0 51 5 c0 25 67 8f
03 68 62 60 56 b6 d3
92 6d 35 8e d3 1d 86
dé cb c3 7c ce df 07
a8

a0 07 f6 3d Oe 9 34
e0 e2 43 eb 5d 0a 5d
aa 24 40 44 34 5a fb
53 7f 9f Oc 6b 68 8¢
62 a8 56 36 56 ac 9c
€2 69 9c b6 47 ce ba
eb 1f 23 5a ec a2 a5
9e 89 02 ce bd 3e 85
63 94 ac 1f da 05 aa
78 9e 50 52 2c 81 96
9216 1557 71 57 fb
d3 44 1c 8e d9 f8 21
27 eb el 9b 39 32 87
60 50 cO b8 d8 79 d9
11 55 5a da 80 67 f5
c6 5d d5 7e 73 f4 a7
c7 0d 04 30 0d e2 03
1a 94 f5 01 73 ce 02
3a 830 ed 15 52 ef
91 5f d8 92 40 c1 7f
72 28 1la e4 49 5c c6
23d2 72 81 4d 6a ba
a2 30 cfa7 7d d8 30
b0 09 62 08 7c 09 8b
58 fc 7d 4c 84 04 b0
bb 74 58 99 d4 8¢ 72
9504 4c e8 ee 81 12
cc 8f 95 31 ec ba b5
69 07 71 24 9c f9 8b
22 5¢ 66 10 bl 1e 19
1b al d8 2 24 70 6d
d3 94 f4 94 45 al 25
cb cd 8b ed 2d 48 85
48 dd da d8 a9 58 c9
47 b5 d2 f1 7e 47 04
70 50 5 Oa 2a ef f6 45
0a 51

Ascii

A\L7.bI<...S.%.... TPKk+L.....

.0...i....N"......c._$D,!..
..RRVN..{T.uH
LEK.A.j..k<W...
...... Zb.6..s..h.E...J......
L[LR.9. o X%

.m5....... ..

..Q..%g..hbV..

Completion

success or wait

...=..4..C.].1.3@D4Z.S...kh. success or wait

b.VEV...i.G... #Z........ >.C...

.8.00LR._.@..r(..\#r
Mj..0.3.0..b.|.X}L...tX..
el lig$
...$pm...E.%....-

H.H...X.G..~G.pP.*.E.Q

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 512

unknown 512

95 99 aa 8a e9 f2 ab
6a d1 8a f8 b0 96 a0
8b cd 90 6a 02 54 c1
82 47 7f 95 d2 56 af
523407 ee 54 7a 14
b4 45 54 9e 8 bc 6¢
8152 9a 21 2f 10 3d
77 2e b6 39 7e 51 08
68 d8 9a 16 69 21 54
€292 588560 bb 71
d8 21 d7 9b ff d4 f6 ae
ebe4 60 3e 76 f2 41
1908 al Ob 47 32 ee
51 be 45 2e ca 5f 7a
fd 2b ec 72 d1 66 2d
b1 d0 74 2f 8f 8a 52
dc 70 be da 38 1e 7f
el 3c 9893 9f 16 73
5d 1d 31 3e 42 df 4a
18 b2 5110 ladb ae
91 72 41 cb b9 ca 5b
62 93 ca 54 20 f0 98
89 a9 60 68 39 54 7e
e5 4a a5 c4 f6 53 4e
9d 8e 64 ee 90 b5 fe
Of be f6 fa 6a dc aa bd
fb 8a fb 3b aa 96 e7
8a f8 d9 9e 35 d2 44
1d 9f 20 e2 4¢ 54 13
03 dd 68 ac 69 e5 51
fd 47 da 78 3 97 00
c82c 60 d8abel 3a
6e 3b 34 d9 18 ca 23
ae 1b Oa b4 e8 97 07
48 67 3e 3f 5317 c7
f0 d1 fc cd e6 06 70
69

€3 41 43 bc 3f 80 f9
6e 14 4e ed 5e 5b 80
2c9f351d e4 8274
4e 74 35 9f c2 24 b2
f3 ec c3 9a 9a ae 50
fc 91 fe a6 6191 7c fa

13c66bc6ecc895a  VENy~.. u.n.N.$......
f132¢7148b2689 d...V.P.~.sw...y..J{zi
v..[tht....r...

03 ed 67 b4 e2 f4 d6
7c Oe b4 56 ce 69 98
7 fb 98 de 2d c0 4c
09 3e f9 d7 2c ee ed
a8 c3 e0 ef 42 fd 68
b2 cO ff 3 90 ed 1a 24
08 56 fd a7 81 e8 af
b1 00 d8 7a ab 95 52
0d 31 3e 56 70 12 40
43 fc d9 09 bl de ff d3
94 85 1a d1 91 5¢ f8
c8 b8 6d cf 31 58 d2
74 2e dO df b5 02 a3
7c 9c 82 86 3c 14 69
be cf 89 e3d8 68 17
94 05 64 1b dO 5d 82
bf 03 95 39 10 45 e2
17 cd 56 66 el 4e cc
79 7e 03 ba 83 c2 a3
be 20 75 a4 d9 6e cO
la4e 04 24 85 af aa
18 fe fb 8a 64 87 80
e2 f8 15 56 d9 50 d1
b9 7e e4 01 73 77 b9
99 b2 dd f9 f9 79 14
83 b7 a5 7b 7a 69 76
€790 7c 7d 68 74 d6
10 b5 10 72 93 03 fe

Ascii

....... join T.G..V.R4

Tz .ET..LR.[/.=w..9~Q.h..
.. >V.ALG

2.Q.E.._z.+rf-.t/.R.p.8..
<....s].1>B.J..Q....rA...[b..T

AIT.X.q.0

... h9T~J..SN..d........

AC.2.n.N.ALL,.5. NS, $...

...P..al.k.zZ2.&.9
e Vi- > B

hel$ V. z.R1>Vp.
\.m.IXt....]...

@c..

<

h..d.]..9.E

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 512

unknown 512

66 ca fO bc bd 88 b8
81 d9 9f 9e 27 df a6
5d 5f d7 34 €9 54 70
24 bf 8b 12 4b 13 db
81 e5 f6 6f 3c e4 26
7d 04 f4 7c 5b 79 37
ec 49 50 b8 f7 70 3 af

bc 42 56 09 ec b5 30
df 6e 24 96 48 62 4c
03 9b d1 bb 90 ee 16
c05256 73 db fe 87
6f 63 38 eb 13 a6 35
01 47 f8 32 5e 83 3¢
93 cf 12 b3 03 07 e6
47 7f 1a 6e b7 5b dO
15 24 9c 94 Oc 4f 5e
82 f8 d6 50 72 22 56
9e 56 3e 01 68 65 3a
eb e9 bb fc 43 f2 22 3f
20 bd 8d 4a 73 42 b3
94 76 bd 9d 84 a9 af
46 f8 12 6d 8f 29 de
eac9 a2 1086 b9 18
0f dd 47 23 f3 b4 ba
46 0d 1c 67 7b 73 79
57 2a a4 e0 d3 c6 a7
b6 10 1c b4 35 30 f3
dd 19 fb 95 58 c4 99
3f34 36 d3 e557 c8
54 38 49 fe 61 d5 57
4e ae be 06 d5 c4 75
3fc3 bb cb c8d8 3c
7d c7 62 92 8a f0 81
722328 1afl a6 4e
3f 08 33 2e ba 9f 1le
04

69 56 c2 5e 01 eb 3b
4c 06 2e 4d af 56 a5
ce 7ad0 232185 7a
48 83 f7 fa 70 94 Oe
eb b3 64 56 04 ea a7
75 ba e4 98 67 35 8f
d7 4a 91 e0 dO c7 e5
€6 14 92 03 04 29 bl
88 b4 20 c4 49 57 29
fc Oa 9e 04 64 1f 84
€9 3a f1 5a ef 03 a6
62 b6 b0 19 ca e4 db
58 34 45 fa 5f 5¢ 84
46 22 67 b6 10 19 bf
da f8 3b 79 e2 cc aa
f0 50 b6 c1 47 ec c5
le 85db 71 a9 4f 23
3b 3e 8f b7 3e ce 06
01 fc 35 0f c6 b0 bd
ad 4e 7721714205
63 38 32 ce af 7f 36
2576 69 08 cd c9 b5
41 75 d1 7a 50 dc e2
69 fO 4f 67 €6 76 87
56 52 14 74 b5 6b 3c
b2 2c 14 76 6e 87 8a
3a1lb 12 07 f3 db 36
08 45 98 3e 36 e7 60
80 6d 36 b7 Oe 45 41
57 df db 37 48 ca 14
ee e4 6f 31 d4 69 9b
eb 65 a7 25 38 f4 8e
ca8d 54 04 eb 88 e8
5a 4c 4e 9f 9c 99 ac
€9 56 51 bb 3a 73 29
c0 6a ba 20 3c ad da
8e e3 a3

.0<.&}..|[y7.IP..p..E..M-
q..BV
...0.n$.HbL.

..JsB..
45d9ce4d2d71c6 v...F.m.)....... G#..F..

ofsyWr........ 50.....X..746..

W.T8l.a.WN.....u?.....
<}b...r#(.N2.3....

iVALGL.MV..z#.zH..p....

dV...u...g5.J.......... e

IW)....d.....Z..b....X4E._\
F'g...... 3y....P..G.....q.0#;
>.>...5....Nw!gB.c82...6%

Vi

....Au.zP..i.0g.v.VR.t.k<.,.v

n

.5....6.E.>6.".m6..EAW..7

H

..01.i..e.%8...T...ZLN.....V

....RVs...oc8..

Completion

success or wait

success or wait

Source

Count Address  Symbol

2

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 512

unknown 512

22 68 c9 0f 8d c6 f1
66 87 75 23 41 0d 6¢
47 fb e3 6d fc 10 90
5d 1f 84 79 b5 b6 f8
4a f4 24 fa 6¢ 44 a8
2b 75 99 4a ef 20 b9
37 a2 5f 43 30 23 04
60 bb 60 b5 e7 b7 cf
5a ab f4 d6 91 53 43
8397 50 ac b2 67 ea
d1 b0 2f ee 36 f0 30
62 c5 74 6a9a 77 ae
€6 8a 83 ab c8 f8 bf
59 f0 e6 38 9b 99 ca
83 cdd3 ee 3d e3 f5
be 27 bb a8 92 18 00
6f 6f 35 e6 3e bd df 7a
cc e6 3b bf 9d ac d1
33 1c c8cb ae dc 61
e8 e6 09 b9 fe e4 01
8 f5 53 a4 47 a2 90
57 6e 34 27 cb Oa c5
01 1b cc 1a 46 2e 24
29 ce 91 8a 99 2f 4a
21 dd 04 7b f2 ba d4
bl e9 le 27 22 67 c2
e8d1 27 30 7e e5 dc
20 18 5¢c 64 d1 21 9¢c
770175 2c 24 6f 08
09 80 Oe fa 07 14 06
f0 29 71 18 60 77 e4
3c f2 d0 9b de 0Of db
de bb 05 73 84 d9 25
32 48 2f 68 27 84 65
5c 85 fe 07 f2 al ff 66
41 ba d7 fd b6 9d 79
ed

31 b9 85 b9 f9 36 bf
96 ab d3 92 a5 df 51
df bb d5 be 2d 01 7d
17 6c¢ df c0 63 79 a5
cf 29 ca 87 69 c8 Oe
01 ff 6d 92 bf f6 00 17
ba c2 6b bf f4 d1 db 9f
7c 511 da 64 8f dc
18 dc 75 ae 38 d9 7a
4b 07 a6 a4 44 4f e8
66 00 27 14 4e 95 7b
d2 38 8d 99 99 9a 8e
f3 b4 b2 8a be c1 16
10 c0 15 bf 5b b5 8b
30ab a2 0e b4 72 34
7 dd 68 3d f7 40 a3
65d3 ebelc21968
711ac019 17 06 34
37 9e f4 32 d6 b4 d8
01 f1 57 3c b7 00 77
b4 26 3c 42 c8 03 6a
82 d8 a4 c8 0b 1d 32
38 €6 c04b 3c 21 04
608166 cOclal 64
8c f7 50 8e 01 ef 6f al
€0 16 b3 b2 42 db 91
df cb 31 58 6f d3 e0
ce ff f4 f8 e0 e3 c5 4c
cd 71 cc cd e0 e3 29
al fa7c5cd5flch
b2 0f a0 6b db cc cb
e3 bc ¢4 05 00 ba 6a
c4 cf32d230db 1c
50 ef 3c 8a d5 2e f1
dc 9d 49 91 e0 87 9¢
cf d2 02 57 62 97

Ascii

"h.... fu#AlG.m..]..y...J.
$.ID.+u.J. .7._CO#.". ... Z...
.SC..P..g.../.6.0b.tj.w.......

.Y.8. ....005.>..Z2
.a.........S.G.Wn
4. F$). '
"g...'0~.. \d.L.w.u,$0..

)0 WS s..%2H/h'.e\

1...6....... Q....-}l.cy.)
M. [ d....

u.8.zK...DO.f..N.{8.........

....... [..0...r4.h=.@.e.....
hg....47..2....W<.w.&
<B..j.

..... 28..K<'f..d..P...0...
..B....1Xo
\.
JRP IO Wh.

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 512

unknown 133

87 03 fa a6 d0 c6 44
2856 5d 7f ed 7d 47
a2 03 9b cf 33 c6 d6
21 37 2d 40 5¢ be f6
€6 68 fd e9 b7 2e 31
afel 7c 41 e7d2 92
2724 f5e70e 97 71
bc 42 ff 1e a4 67 5¢
6d dc f4 1f 58 2a 88
20 7b 9b 70 77 2¢c 7f
21 be 1d 7354 35 77
21 b75bcd a8 f22a
59 d0 1d 59 69 e7 ee
58 77 64 ba 4b c9 30
29 bb fc Oc 93 7d 47
€0 3e 86 f4 d1 6f 39
dl 2a 26 4c el f7 9a
03 c8 5b 76 f4 f6 04
al5b 4b 8319 2561
f9 05 d1 4c 1b d6 7c
54 ca 3b d6 a5 5d 41
a5 7c fl al 88 a0 80
82 77 2c 512923 49
8996 c4 7a aacd ce
26 914a17 7b 24 13
Ob Oe 7e 8c fc c4 cl
84 34d210c1293b
fc 1d 83 57 87 eb f8
52 74 06 c0 12 02 2f
02 6¢ 92 9b 7b ee 69
6f 3f f4 da 42 ef a0 2d
03 09 e4 0d f8 83 de
0a f0 79 97 6¢ 23 81
71 db 10 62 1f 78 €0
3e 5b 6877472 13
e4 a3 7b da 7 4d 3e
55al

72 df 74 c7 1c 2e bd
d3 f6 e9 cc 5d dO fe

5d a8 20 da 30 eb c4
09 ed d3 bb f5 d7 5e

...d.U..z.-x.\?+u..T.g"{C"

Ascii

...... D(V]..}G....3..17-@\...h
LLLUALS..g.BLg\mLL X
{.pw,.l..sSTSWL[...*Y..Yi.
Xwd.K.0)....}G.>...09.%&L..
Ve [Kl%a.. LT, A

W Rt
0?.B.-.... y.1#.9..b.x.>
[h.tr..{..M>U.

A \B)

bdcla9825ca342 k.6Mu.T....

7d 2d 27 90 98 95 €9
3d cf103a 71 3e 2a
43375 b8 2782 e2
9f 47 13 5e c8 cd fa fe
a9 le 56 b8 fd aa 32
83 a0 97 a2 a6 62 9b
80 73 b5 8b 0d 9b 6f
03 63 Oc fd 1c fa d2
a8 bd 64 bd 55 eb 16
7adc 2d e6 78 {6 f5
5c 3f 2b 75 fd 07 54
c4 67 22 be 7b 43 5e
6b 1b 36 5e 75 €0 54
8301 95 c5 95 d9

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 512

unknown 512

54 b2 f2 85 5f 72 ec

4e2bb52c7d614b g...<.N.L"p..%....0}[......8.d

84 b5 5f 42 cf f5 54 85
ed 12 f3 f9 2a 3e 70
67 ab 83 82 f4 3c c1
4e c3 4c 5e 70 8a 9c
25 aa 9d b0 84 4f 7d
5b d0 d0 e9 d1 9d 92
38 db 64 ef f6 4d 46
ba 21 aa 63 07 6b el
fb 8 93 a2 78 d1 bl
c6 bf aa 20 d5 02 b6
5 Of 7a 39 39 ¢3 bd
71 d6 94 fa 92 57 4f cf
98 7d 7¢ 61 52 21 11
67 0d 5e 7c d4 a6 c5
a7 31 a6 19 9b 4d 27
45 7a 62 1a 51 c8 99
0d a6 a5 1c 62 16 Oc
ch 48 5e cf 88 ab fb {7
08 ee dd f7 a2 6¢ 1le
ab 3c 7f 86 e7 ce 08
bd 83 27 3e c1 2a 8a
8e e4 7 f5 a9 b1l 4e df
6 94 44 62 0a 1f 98
eb 84 bf ed f0 38 64
5332 dcba49 7175
4f 00 41 a5 be 50 ee
94 1c df 10 7d c6 ba
31 bc 27 b7 al 73 3d
25 28 6e 68 30 f2 1c
d0 b3 8b 0b fd 55 1b
7b b7 51 73 31 ec fe
83 d1 99 a0 b7 72 Oe
67 b7 1f 2b 20 5f 63
el a8338bc8ad

be ef 28 81 dc 53 ce
e5a6 2683 7ce7 74
Oc 63 9a 8e b8 d2 e0
04 36 48 22 dc 13 ca
8f b3 ba 1e 3f 0a 5¢
c8 e8 d6 8e 7f c3 87
7c 92 24 ad bc 8d b7
e3 9e bb 62 fb fd 46
bace cb 77 e4 a8 eb
4b de ae ee b0 8c d3
37 b6 de 76 79 €8 98
c4 0b fb 47 61 6b 04
4c 94 b2 09 96 1f f7
35 3f 12 8b 24 dc 79
de c7 dc 55 al cd 69
8f 55 32 8a 16 f1 df
50 18 0d 95 15 c2 ba
48 ¢8 04 b2 5b 29 c8
15 ff 84 81 7d 36 aa
61 f6 db 7b 44 30 8e
22 96 c3 9e a5 e4 bd
4351 cd 11 e6 b5 ea
6b 3b 6e a2 e3 d0 b9
02 14 3fal b3 d3 63
c8 7b 2c c3 41 34 57
6e 3e 8¢ 57 c4 1e 30
4b 7e f5 da Oa c4 c9
6fc2 a3 ce 93 74 fd
1b e7 96 56 14 f8 1a
3f 4b 5d d0 8f 60 8¢
6a 8a 2a ca da 76 b2
25 07 f6 07 ef 53 56 fc
2478 d2 fb a5 07 77
90 28 13 18 52 67 34
49 83 c4 e0 d5 9f f6
5b 75 78 aa b6 d3 dd
13 a6

Ascii

Completion

T..._r.N+., }aK.._B..T....*>p success or wait

~MFELck... X ol z99

..g...WO.}]aRLg."....1..M

'Ezb.Q......b..HA .
<ont>*....N..Db...

....8dS2..IquO.A..P....}..1.
..5=%(nho0....... U{Qs1......

r.g..+_c..3...

5?2.8.y...U..i.U2...P.....H
...).....}6.a.{D0."......CQ.
?...c.{,.AAWn>.W.

kin...
.OK~.....0

V2K

j-*.v.%....SV.$x...w.(..Rg4l

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile

Page 198 of 361



File Path

C:\Users\user\qnodejs-node-v13.13.0-win-

x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-

x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value Ascii

unknown 512

unknown 512

957c241ad62fce .[$./.R.s.Y..c.Zl.}.Ud
cabe 52d1 73 09 a5
59 d4 16 a7 63 11 5a
83 6¢ cfed 7d 18 ed

55 64 c2 e7 89 ce 49
e0 36 5 27 b5 Oc 89

cc39859018al2a .$../[.
3cd8ab098930d3 x_.3.X.....
3bb71la2b14d3ec k..].=i.f./Q.
84 ab f5 b3 59 bf 85

6a c6 a4 be f2 68 0a

32 3c 1f 54 a4 6d 38

c58d ad 86 11 c4 b7

b0 4e f3 eac4 97 7c

97 29 01 78 1c fa b9

7e c5 eb be f9 5f 78

c4 22 c8 24 05 4d a2

15d4 1c 46 2a ec 8e

fd 8c 45 27 fO 4e 19

de fb 15 el 1b 1d 19

53 ff b4 f4 d6 66 48 d9

74 8 63 c9 dO 1a b2

1550 c7 35d2 49 ac

46 d6 c9 b5 a6 a9 7a

1383 0b 7c c7 42 38

5a 22 68 fc 00 d0 24

07 e9 el 2f c8 cf 63 Of

95 1f 44 c6 1b b0 d1

22 8f 44 8e ec 19 7

38 7d ba bl 7f 78 5f fa

339b df 58 01 19 al

fd dc 94 09 4a 6d 5f

39 b3 7c c4 26 b8 52

ee 5c 35 4f 6b 0a 93

1b 5 5d Of 10 3d 69 8f

66 9f ac 2f 51 f4

e2cc80a66l3bed ..a;..z~..C......... Y
f58e 7a7e 1c Ifba  +.w.k...#h.0i..D.[..f...qOy*
4380 efes5da8d 15 o..m......|..Y.Q>* ...

18 17 82 ea 16 f9 fO Of ..xW.w=Zk....tdAW..g?..T..
59 2b 8a 77 01 6b fc

0481d723a968f3 E.O...F8.k.H7..1w

4f 69 da df 44 fa 5b 12 9.%..
7t66 f7 db 99 71 4f 79 ....m....8...k.@..}....c...
2a 6f e4 f6 8f 6d c0 1d ..,*.80.nN.w..P....er.%..F.I..
13f8e9addeb508 ....../4's

7c ce b4 ab 59 9a 51

02 3e ec 2a b4 bc 10

7 c4 1ae4 bd 78 57

b0 77 3d 5a 6b 18 b4

80 bf 74 64 41 57 c6

88 67 3f8b 04 54 c1

c7 03 de 19 45 c6 4f

cc df Oe 46 38 07 df

6b aa f1 48 37 a7 9a

31 77 9f 90 ca 02 8a

9f 8b ef bf 80 75 39 81

2590 19 27 c2 c0 ca

d3 bf d8 1e 15 ca c9

e4 09 02 c69c a6 al

d9 b5 4a 74 7a 8f 7f

93 14 8b 04 e5 6d 04

ac15e1d83819 17

d2 16 6b 1c 40 09 {7

7d e7 94 8e 7f 63 b6

ae a6 94 f0 2c 2a 8e

3830 cl 6e 4e f5 77

84 be 50 18 e5 0f d6

65 72 8a 25 9f d6 46

91 6¢ c0 fO 7f ff Ob 83

3a e6 90 af 9a 03 2f

34609473

Source
Count Address  Symbol

1 6DBB9FBC WriteFile

1 6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 512

unknown 512

39 e4 8c 1d 1f 43 4d
4221 ed a7 80 a6 al
37 6b af 1a d0 96 56
37 bf 66 ab 3a e6 54
Oc 1c aa 40 09 d8 4e
8b 36 14 30 dd ce 6f
7a 56 d0 e6 67 9f 57
97 ca 49 8c 20 7c f6
97 35a2 81 7a 3d fe
e2 6a 09 7e 02 32 20
5e 66 93 b3 24 e7 el
3 b1 fc df dc 2f f3 26
da 26 83 be 97 60 1d
2f 42 79 81 b3 b3 9d
fb 2c 3a 26 4b Oa df
d4 ee 2d 3a 9c 1f e6
04 7d €9 06 8d 72 25
93 44 42 be df 1a 8b
1b 3a 05 7e 39 d9 cl
6e 07 f7 da 66 c7 e5
2beeabc70a8l 14
le ba 80 74 f1 30 f5
78 e7 2a dd 8b 9d 5b
20 7ad9 35 04 d4 56
67 05 64 fO b8 6e Oe
21 f8 b6 8b 8a e8 d5
ea d9 9f ec 2d f1 Oe
07 6a 87 cc 3b 05 95
84 4d e3 4c 40 a7 38
53 a7 12 5e db al b8
el 49 2b d2 ad a5 bf
14 51 20 1f ec 36 8f
82 b6 79 eb ba ad 9e
5b bd 01 58 02 7a 9d
Oc 4b 84 1e 0d 1e a0
ed c9 df 7e 88 75 51
62 4b

34 46 d8 c2 bb fc a8
6¢ 47 be 3f f7 b3 b2
d1 c0 43 f4 c8 b7 05
d0 21 9c¢ 13 c0 40 67
2e 8f51 c1 5f d7 06
8c 6e 03 56 9f a8 49
32 b7 7b cf 2d dd e7
45 e2 3d 1d dd 81 a7
e2 d6é eb 4b dc 78 f5
a0 e7 2c df 03 89 02
4c ac af 39 9c 88 62
e3aeab 04641431
7c 84 dc 18 78 €9 a4
d8 c0 04 63 91 67 1f
a9 a2 dc 51 ae fc 9e
aa 9b 90 41 be 2acl
7a9c 55 f4 e2 d2 d9
3a 77 9f fc 51 4b 2f e8
1ce8734027 3071
a7 fc 96 b5 fb ac 6f 27
c0 Oc 7 84 a6 c9 9f
81 1d e0 b1 f7 c9 dd
7f b4 29 40 19 9b 45
03 el 8d 3593 3e 01
5b 59 1c 88 ec d3 2a
53 49 93 4c 57 51 de
46 7b b3 45 d4 bl 2d
d8 of 23 df 87 5b 44
c6 ee 24 1d 15 75 af
18 c7 59 62 3c f4 a4
c4 al ae f7 02 be 70
d7 e5c0 40 f2 33 1b
72 f4 90 45 6a ea 04
df fe fb f1 24 21 e7 ef
45 97 de 3c e5 8 d9
46 f0 65 32 04 el e7

Ascii

9...CMBL...7K...V7 f..T..

.@..N.6.0..0zV..g.W..I.

|..5.z=..j.~.2
M.$... ) &&...
“IBy.....:&K. ... ) 1%

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 512

unknown 133

cc f5 8f 06 1b 66 74 f4 .

a4 b8 Oe 9f 38 6b 02
24 8c 84 58 a4 21 6b
53 b0 72 dc 81 ec f8
5b 2e ac 6a 88 ad dO
87 ¢1 03 45hb6 71 b7
8a 87 16 5¢c ab 45 40
c7 6f fc 7d b0 ed ca
00 78 bf 60 63 2c a3
72 ¢c9 b9 b5 5b 29 24
ba 6d 9a 7c 8e f8 e6
c9 a6 9a a7 92 24 bf ff
90 c2 6a c2 41 Oa d5
29 de e6 cb 09 d3 83
4 0a 9f 4f ed bc e0 8a
0d 02 5b €3 23 80 b3
6d 98 6e 60 33 69 bc
1a 9d 2c 8f ad 93 Oe
40 e7 1d 2e 29 19 4d
5e be 52 a9 18 3e fe
bf 80 06 2e 1d 77 €9
e8 63 b0 4d c598 ec
5b 8c 1f 5d a5 74 2a
66 f9 2a d8 66 6f 04 8f
f2 fb €3 94 47 dc d4
b4 2a a7 a3d8 2d 7c
5c 45 9f 77 09 8d 9d
d1 c3 af bd 93 d8 df
a6 d6 57 94 50 a7 d5
55 62 2e 95 f9 fe f8 8¢
ff 8a 9a dafb 7c a6 3d
cd 0d 16 2c 2a f6 23
4c ef ea 90 8f e3 c5
e6 34 5a5d a6 a9 19
55 86 35 3d 8a d3 8f
ae 8ac4 07

el a5 8e 75 8f a3 82
9f bd 7c d8 b9 40 da
8b 01 c6 8f 2d 5e e7
65 9e b3 90 56 a3 74
5f 51 3d ac e5 79 da
4f cf 4a 53 5f 21 30 86
3a 3b b8 68 6e 75 85
d0 2e 8b 74 5¢c b2 7c
d3 e55872 31 b0 c4
c2ccchla84 3567
69 50 9d 3d 6b c9 7d
7d bd 54 17 fd 10 e4
47 al d5 dd 99 d3 94
6e 29 65 bc a5 8f be
d0 b2 b5 6 7b 27 Oc
50 67 ad 5e 8a 5d 8a
a0 df e6 25 46 21 47
f0 9c 95 dc fe fd 51 32
ca 9f 28 0b 43

ot 8k$LXUIKS L[
...E.q...\.E@.0.}...x.
c,.r.Dgm.......$...J.

sl ].@.. el Vi Q
=..y.0.JS_10.;;.hnu....t\.|..X

....... 5giP.=k }}.T....G....

.n)e........ {.Pg. ... %F!G

Completion

success or wait

success or wait

1

1

Source

Count Address  Symbol

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value Ascii

unknown 512

unknown 512

5a149a47 7b 58 d7 Z..G{X.b8<......J../>..M..&.

62383cedd0dc 01l 3..7..2J0@..Z.t......;..N..
a3 88 4a 9f 1f 2fal 3e .}.3k3..h.._.J.E..iC.b{.=.\%
efb7a24d 8ee4 26 M...\q....#. [t%G........
bl133aee7f837e2 atR.f_.g..."g...0=..C.l..
94f4320b4a40db ...2.xp."
cabac574cd4eadb ..?,.8.6...
d99feccb3bcfes .. 2v.wn)*T$4?
4ec3c8f37db933 5z.B..q.1.j..}..Q.wT.....
6b 33 fd 08 68 b7 e3

5f 90 bd 6a cl 45 aa

81 69 43 8f 62 7b d2

3d fa 5b 5c 25 4d 9b

dd c3 bf 5¢ 96 71 87

8a 06 fc bf ed 23 ce

9b 02 5b 74 25 47 8d

b7 bd d9 fd ce 13 07

61 74 52 bf 66 12 5f {7

16 71 b6 9b e4 18 22

67 04 02 3 19 6f 3d

of df 43 df 2f cb 85 e6

d0c7 1bef32c4 78

70 cl1 27 db cd b7 ed

7f b7 9c 1b 96 el 70

0529 c2 5c 2f dc 1le

86 d8 cb 19 ca ef 3f

2c 9a 38 af c2 36 Oa

88 cf ea 1c a7 bd fd

10 c6 96 63 84 aa 32

a9 77 39 f0 Oa d9 86

85 3f 76 b7 8e 77 6e

29 2a 54 24 34 3f 35

7a 83428386 71c8

31 c7 09 6a 90 10 c7

7d db 16 b8 51 fb 8f

77 54 fd de 06 af ec

216593701e4b8f lep.K.Y.8...0..1...

caf559 ae 380308 .Ny$.z...C:...0*:TJ&..\.h8*,.

1bflef6fc6ad 9ca2 .

f631da0al5c2a2 9.@97....r..q....5..B\X...n..
94b64e7924bd7a ... P..X..0..x.m[|.N.V
a505ab433ad8fe ... s.*...~".Rtl..N*y.cm
89 6f 2a 3a 54 4a 26 .6.=.-@..8.=G
c2c75edd68382a .!$..L..\un-H....a.c
2cb2d93984 4039 Oy.me.;..on.S...3.dA..Q@.jt
37d3111fcd0a72 Vv2@......... 1%.".

a6 5e 71 19 cc e6 e7

35 d2 c1 42 5¢ 58 90

b9 96 6e ce 81 bd c7

09 d8 e0 df e5 04 ab

50 10 8f Oc 58 b2 d7

6f 17 a4 d8 78 ad 91

6d 7c 89 2e 4e ee 56

f5 0aac e0 1d 92 73

8b 2a 16 00 84 a7 7e

22 9c ac 52 74 21 ce

ef ea 4e 2a ee 79 7f

63 6d 4e 84 61 be 3b

289a 78 bc f1 91 04

f4 36 08 88 3d ac d3

72 2d 40 e5 88 a3 5e

lcaa3d47ccd521

2419 1b ac 4c c8 9d

98 99 0b 5¢ b8 75 6e

9c 2d 48 a8 b0 e2 1c

19 3ad0 61 99 63 30

79 83 6d 65 c8 3b da

8f 6f 6e 05 53 06 99

caa7 33d164411c

86 84 40 be 6a 74 76

32408b 03 e3f8eb

la d5 b4 b7 5d 25 0a

2211

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 512

unknown 512

8b a0 le d3 7d 8b 86

Ascii

bbb N%9..

a20ba374cale99 >x..L..... DN\R.Z&..i)K.e

Oe a9 Ob d7 b9 c2 62
e7 2c 14 4e 09 25 39
9f 97 3e 78 1d b8 a7
89 4c af 0a 13 fd 1e fa
7 1b fd 44 21 5¢ 52
9e 5a 26 1b 04 69 29
4b b6 65 db b9 34 96
8e ed 8a 9d 59 03 32
2e ¢8 35 f3 63 35 40
4f a5 a7 da ab 38 2c
02 ad 88 f0 9d 0a d3
3f bb 66 b0 cf e5 4e
35 f0 ef da 69 91 42
6c e3 24 3552 f8 9c
80 1d be 55 01 b3 4f
6f 13 12 a7 bb 1f 01 af
26 48 al al 6b 50 b4
f0 fO 6e 3e a7 ae 77
318b92d9 4e 24 aa
5e 2 6a bf e2 4b b6
37 42 12 4f 08 8d 07
fd ec e3 99 be 8e 68
d8 5d 84 f6 Oc a7 b8
57 25 a3 a4 5d 9c c5
8f 80 62 58 58 a3 2b
2b 03 a9 86 93 f2 ed
d5 25 68 b6 9b c2 1e
43 db a8 a5 b5 c8 8d
le 3298 3a 14 bb 1b
38 ae 12 ce 94 ee 35
90 da cc 86 6¢ 17 7f
3a caea 06 46 7e 65
3a c6 df 04 cd 43 80
a3 e59a46 1b 25 ed
15

b0 Of 6b 2a fb e3 d5
a7 b3 68 1d 8592 3a
7d 09 88 a7 13 49 6f
€9 8a 7f 0e 06 bc 93
3ala73beee82la
dc 1a a2 65 f4 bb 42
fd Oe 03 ef a4 6f Ob c1
bb 97 b0 87 c7 a4 7a
24 da 77 Oc 6 32 c6
8d 8b 3e 52 23 c2 6a
c2 fb 6f cf 79 45 34 11
ff f6 a4 f6 50 02 98 3c
65 25 58 b9 a2 la bc
7e 09 dd b2 3a 33 a0
3793938807 38 db
a0 37 71 5e f5 1c 13
16 2c 79 7 48 48 26
61 f2 ce 3f 36 13 dO
da 29 f1 ab Oe 1d c8
3962 e2 6b 27 9d de
61 e7 8e d3 6ada le
34 7a 6a 40 31 3b 49
4a ba 67 f3 4b 26 f0 {7
9b 52 0a f2 54 4b 91
95 97 62 €0 96 b6 ac
36 f2 8b 6d b9 da cd
13 ea 25 ed Oa c7 f2
4f e7 bb cb 81 eb 09
1d fa c5 44 85 46 87
8c fc 88 17 33 6b 69
0d 67 7a 84 26 b6 bc
64 le 42 33 f1 b5 €0
de 26 c8 38 a6 ae 6¢
34 10 b3 0b 68 e7 d6
d3 ce d4 d5 97 40 6f
e00b a3 12 75 52

.4....Y.2.5.c5@0....8,.
.2.f..N5...i.BL.$5R.....U.

.0

O...... &H..kP...n>.wl...N$.

7j.K.7B.O....

.%h....C.
EESE

Lk*...h..}..lo...

.2..>R#.,..0.yE4.....P..
<e%X
37,8700y H

H&a..?26...)....9b.K".a
47j@1;10.9.K&..R..TK...
6.m....%....0....... D.F

R W9%.

b...

.3ki.gz.&..d.B3....&.8..14..h

....... @o0....uR

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 512

unknown 512

b1 9c 21 7c 49 6a 4b
26 d0 bd 96 6¢ 54 8c
14 35 09 fc 2a f4 db
79 fa 47 a9 58 d7 d6
cc 49 4e 8d b4 c0 80
55 bd 88 2c b0 8f ff b2
73d4 07 e93552c7
f38a18 a2 c5laab
4f c0 6e 57 97 bc a3
0f 03 2f 7d 7e Ob e8
46 c9 e8 00 56 30 70
cc c9 a5 40 b4 13 b0
c8 a9 60 82 6d 5¢c a8
bb 70 4f 30 68 03 11
d3 a0 a4 al 0d 09 ad
clee152470e8 70
7147 ea 61 84 fe 35
ba bf 38 19 e9 c1 9a
01 79 62 5f 41 fc 1a f3
38 76 a4 0f Oe ba bc
bb 5c c6 36 48 2c 4e
03 fb Oe 16 02 e4 d9
5c 61 73 10 c5 e6 06
3c 24 f1 47 c0 8e 49
8c 3d 7b b1 09 88 5a
3e f1 65 c5 0c 61 9e
d9 5c fe da 51 78 df
12e381e26190a7
ba 5 56 f1 Oe 59 Oc
88 71 2b d6 80 al fa
39 0a 6f 74 c9 be 7a
1fed c8 cl a9 98 1d
f2 5f 1d a8 b5 3b e4
09 4a 79 a0 0d 68 Of
f0O d5 36 a8 1a 66 d9
50 20 41 40 7e 74 90
de

67 5d ad 21 c0 08 0d
92 60 a5 81 4d 72 46
57 9f 22 99 32 ba 5b
92 b8 ff b7 32 30 41

de al 51 8¢ 51 4c d9

913139e2cdcbal
ad d6 d3 16 3e 09 43
06 96 76 58 3 79 45
18 5¢c 62 36 d2 b3 a8
94 2c 8e 7d 43 5¢c c0
b9 22 69 8 3 d9 d8
23 e4 4a3d a2 90 70
2e c1 31 2c f7 bd 55
6a d7 f3 f5 c3 4a 91 f9
6a 6b fc 08 25 34 bd
eb 5¢ 1b 00 71 52 0d
d7 0d 44 dd do 40 47
b8 fd 62 01 78 41 f8
8e 74 fb fa c6 df Oe fe
db a8 27 0f 30 7 05 df
df ea c9 4e ba fe 5f 55
06 7d 97 fa 25 9e 83
6f c5 12 34 8c 9b d3
03 428 77 db ed 25
31e6 1b8bedc59d
e3 f6 41 24 bf 5b 8a
67 5d 6a e6 6e Of b0
99 ea d0 57 cf 6e 45
ba 43 6¢ e0 17 58 Of
ae dc aa 4b 5b Of e4
3d 64 01 be b9 61 d1
414332 2c 68 d4 26
el 55 7f 17 80 09 8e
74 76 1f 5f 32 ed c2
bd a9 cf 4a 00

Ascii

IK&.IT. 5. *.y.G.X...|

\..pOO0h............ $p.pgG.a..5
..8....yb_A..8v.....\.6H,N.
={..Z>.e

...... \as....<$.G..

.6.fP A@~t.N

.>.C.v
X.yE\bG....,.}C\."... #.J=.
.p..1,..Uj....J..jk..%4.\..qR
2f3c 77fe9b2afdf4 ...N.._U.}.%..0..4...B.w..

...D.@G..b.xA.t.

[.glj.n....W.nE.C

I.X...K[..=d...a.AC2,h.&.U.

Ltve_2...0.

Completion

success or wait

success or wait

Source

Count Address  Symbol

2

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value Ascii

unknown 512

unknown 512

8876bce891e098 .v....... \X.. gz.[s.RIr.E.>.
dcd8a2c35c58fe .Uk...\{..2........
af20717af95b 73  .g..ZW..

ed 5249728145b3 [.3&m.
3edce781557de5 ..Nid.,j....
2e e5 2 f4 bf 5¢ 7b cc {S.Pj@...z..d K....
d8 87 0e 0a328dd0 ..w-g2./)
80d2flf3a7ea9 .e.._..c...lY..f.-.
04c7ee9 71950b .AY....)|..sH\..W...B4. ...
7a57 00 7f5b 2e 33  m...e.W..b.Qi..

26 91 6d bd d3 8e b4

clfb 0124 eb45d9

12 2c bb 3555 e2 8a

9a 4e 69 04 64 b3 bf

6a 8d ec 2e 09 b6 65

88 05 cc 3f 14 76 4d

22 99 24 6e f2 5a 0a

7b 53 d3 50 6a 40 94

ef 8a 7a e0 fO 64 cc

4b 1e el fa 90 4a al

3a 99 72 44 d4 51 Oc

ba Oc e2 06 77 2d 67

3215 2f29 03 f4 82

938221 fa3b57 52

83 db 5b 3b a9 b6 7b

6a 18 23 a7 a4 c0 65

da 08 5f 06 eb 63 aa

22 8dc585d6 15 1b

6c 5917 17 8b d8 66

b2 d0 fO 2d 11 5a 94

4159 97 ae 88 f6 ac

2c297c e3 86 7348

5c 98 d6 57 0d b5 f3

42 34 fc 90 6a 98 f9

a4 6d 8d 8a ca 65 d3

57 f2 ¢8 62 f7 51 69

caab

3c5debcd 16 76 cd  <]...v....jV*d90.d.4TD..o.
db Oc 8¢c 80 6a 56 2a (....

64 39 4f d6 64 00 34
54 44 b7 02 6f fa 28
O5caadbbfab60b ...
fc d34c 07 c3e4 19
d2 96 b7 b0 b8 2¢ b3
d9 1d 74 34 4f5fe9  .v.-
c3f5f6ed682521 ;f
2187 8echh9a2esd

ae 03 7aaa 89 3af5

76 c3 d3 0c dc 28 8a

94 b1 f9 8a 0d 4f b0

2a 90 f4 a3 86 cf 2d

00 42 7f 2a b6 ac 8a

52 fd 2f f6 eb 85 69 10
10 bf 97 57 4e b5 70

e6 ef 0a e3 c5 09 52

40 4b €9 b5 65 43 20
7ac912 93 20 e3 1f

ce 46 46 10 c9 a8 07

39 f6 4f cb 13 6b 72

6e d4 d1 30 9f 8b 99

f4 a0 ab 21 5e 98 el

cd 30 a2 10 a9 de 73

¢5 47 f9 30 cd 93 6a

f4 24 0a 01 e2 ab cf

3f 62 f2 4f Oe f0 73 b2
8c 27 3f eb 20 b9 50

7d c6 55 ed 71 05 76

8e 2d 9a cb f1 09 b7
9508 09 d1 50 7c 69

43 0d 19 07 cf 07 42

el 7f12 c4 81 7e 02

3b 66 c5 e9 3a ad b9

f8 a9 a5 bb bf ac 51

08

PliC....B...~.
Q.

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset

unknown 512

unknown 512

Length Value

ef f5al 54 3b 4c 1le
40 d7 ba a2 bc 6f 83
99 01 19 4b fc bf 8f 93
32 ad 46 40 bf 86 37
f6 d3 42 a1 fc 39 70
b6 26 bc 5¢ eb 79 d4
2b 25 6c ae b0 9c 8f
84 b5 12 8a f8 e0 05
63 76 c9 a5 b2 d2 f6
78 5c 2262 cl9b 14
6e 6f 89 1a 60 de 5¢c
2302 e6 1f be 73 3
98 be 7b d1 27 18 47
a85b9af4dcal6al
aa 18 85 0a l1a 7e c3
80 05 27 96 31 83 6¢C
14 8a c9 f1 39 38 23
le a5 e0 34 ae b4 7
b2 67 89 72 ce d8 45
87 ac 47 67 d4 0d 10
9a 77 74 2b 09 0d e5
4e 37 43 4a 27 c9 8b
60 83 13 cf 3d 60 88
83 9e c8 c3 a6 9d cd
ac 16 51 35 9f 19 60
26 ed 8e d1 b6 59 bb
38 cc 71 c0 4b 2f 1 f3
75 30 7e c5 5d 26 7f
45 74 97 bb 88 db c6
c8 a9 a6 06 04 8e c9
4e 7fd0 29 64 8b aa
ec 05 7b e5 05 8d 7b
ea 72 78 b1 40 f1 20
93 46 49 ca 09 0f 8¢
df 09 e9 52 f2 20 a0
d3 48 12 4b b1 57 af
29

95ad32c97be2el
ca 8e 7052 54 48 f6
0d 1b 69 42 ac 9d bc
b8 cd df Oc 3f 3e 23
74 0154 ec df cc ce
€6 81 11 08 95 5e 84
0d bd d5 55 93 69 20
79 8acc a8 75 b3 c3
6d Of 1c 11 dc e0 51
fd 6b bc 95 fd 3a 52
88 68 26 6a 10 4a 6d
a0 01 cb d6 2b 14 4d
97 b3 b9 ad 89 d2 bf
79 14 39 86 €9 94 fb
db 0b a6 6 60 16 29
a2 d8 29 2d 04 1c 55
d6é bc 6a 7f e8 ff c3 Oa
eb 9d 03 13 fb 23 85
ec 28 e6 1b a0 28 c3
al Oc 03 41 a3 6e 8e
92 03 b9 bd 14 41 c7
b0 44 91 9e 4e ff a4
8a 17 4b 9a 7f 1f 09
6470c4f247e421
5 f4 a3 f0 91 42 60
7a da b8 81 de 26 59
7d 46 bc 80 d6 2f 20
al 34 d5 1f f2 84 d8 f3
9d 4e 81 31 1e 1d 34
8d ab 39 1a 86 a4 1c
4a aa 19 5b ec de 9d
80 66 93 32 4d 7e 2f
f7 59 87 50 6d 38 41
3f f9 a2 4f d6 67 dd 9c
73 bf 40 58 21 70 66
054249 b4 78 el bl

Source

Ascii Completion Count Address  Symbol

..T,L.@....0...K...2.F@..7. success or wait 1 6DBBI9FBC WriteFile
.B..9p.&.\.y.+%I...
. X\"b...no.." ... .{.".G.
[ S1....98#
4..9r.E.Gg..wt+..N7
(] .
.Y.8.9.K/..u0~.]&.Et
WNL)d{L @ CFL
..R. .HK.W.)

.2{...pRTH...IB....... ?>#t.  success or wait 1 6DBB9FBC WriteFile
To... Al Udyu.m...

.Qk...R.h&j.IJm...+.M......

Y9 ) ) U

(o’ An... ALD

.N...K...dp.G.l....B'z...

&YIF.. 4. N.1..4.9..

J

[...f.2M~/.Y.Pm8A?..0.g.

.S.@X!pf.BIl.x..
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 512

unknown 512

16 77 c1 66 e0 c4 43
28 41 c1 5b 5e bf b5
7e b9 17 48 ac d5 c7

95 Oc 45 54 af f8 c0 c5 ..);.a[.x/OA..Jt8...=.....

06 84 31 a0 3f 1b c9
f8 97 9d ab Oa 34 Oc
36 11 d6 a2 90 07 bd
57 fb e5 f7 a6 a6 3c
ae 394310 8a eb 2f
2acd 1f9c 32 74 ea
c7 a9 cc 2b 97 f6 76
80 30 4c 92 0b 1b a5
4c 5b 2a 4a 81 b2 80
29 3b ef 61 5b 5 78 2f
4f418acl4a7438
8 86 0a 3d 90 ae ea
11 c6 55 3f 45 2a 16
bc da 94 79 b2 ef 14
da e3 f2 e6 3c dc 20
9317 60 7a 5b a4 b5
6 8d 2f 38 2e 69 90 fa
40 2d e0 15 5e 3f 18
d3 3d 64 ae 83 78 c8
74 47 54 53 e4 53 10
51 bc a2 db 3a cc Oe
4d 83 f5 71 e3 ba f7
d7 15 42 bc 63 86 6¢
bf 57 fd fc 1d 1b 90 d6
3d 38 d2 de c3 7d 58
b5 b4 fb 49 3b 62 5f
62 07 8d a0 44 fd 62
b7 €9 9d 5b d6 e4 3e
fad1630d 7d 13 e5
64 9f d8 a9 02 52 c0
8f 65 09 63 43 50 74
48 89 48 61 da 98

da 9c 08 00 db a3 38

bd71a0d39125hb9 4..bZ.B|.5.8......... E...mk.F
72 ef cO 7f a9 4e 75 df ...s.....EUx.t..@. .. X.fp..
.*.9.Cll....W.K...0%.L2.q

3e ea 5b c1 9f Oc d3
8e 34 a4 cd 97 62 5a
d4 42 7c ce 35 ab 38
0d 10 ab fe 82 ef 93
d4 9f 45 1b 11 82 6d
6b 05 46 c3 c5 ef 73
el dalldafba7 45
55 78 02 74 dc e6 07
d5 40 1c 60 b2 bd 58
fa 66 70 eb fe 1d 12
2a 8c ae 39 a8 69 43
21 6¢ 95 €0 06 cb 09
57 19 4b d3 Oc 01 4f
259d 4c 32 a5 71 04
f7 13 1e f5 4d 05 73
1e91679dele3 7b
5c db 28 a6 02 f7 05
de 4d b2 18 12 14 c7
2e 2e 9bf23c 2318
dc ba 2d 34 85 e8 d1
6b 3a 8¢ 89 11 b3 a0
7f 74 3f 65 ac Oe cd
e472 a2 e2bcdo 14
f9 51 58 ba 4b €3 3e
a4 c4 60 96 1a 7a e9
cdc8alce 67 a3 eb
e3ab 7172 a9 8b95
9d cd 15 16 3d b6 7e
ff f3 b0 20 ae f5 ce 0d
28 a2 47 01 64 cf cl
a5 db 56 18 d1 83 5e
3d 2e 5aeallc524
da 6d 6b cd 04 14 d2
54

Ascii

] P REZ1 6 W/ S

LFL 28+ v OLLLL L[}

oY <..'z[...[8..@-

.AM?..=d.xtGTS.S.Q......M.

.q.....B.c.LW.....=8.. }X...
I;b_b..D.b...[..>..c.}..d....
R..e.cCPtH.Ha..

...... 8.9...%.r...Nu>[.....

<#..-4.k...tPe..r.
LLQXK>CLzegegr.
=~ ...(G.d... VA
=Z.$mk...T

U?E*

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 379

unknown 512

13 87 7c 7 90 9f 7f fa
8391 56 94 ad 07 97
8c4caae7f2a3c9
c1 26 ba c9 d2 ce 07
75 19 40 96 fe 09 91
1cfe ad e9 a9 68 e8
9a bb 39 4e 31 3d 40
84 39 8f 37 fe f2 20 57
87 b5 28 a6 44 ba e0
01f9 33 8¢ 43 52 36
fe2511eaObf2dl
9d e6 c4 9e ae bd 7f
bf be 9e 0d 74 1e 9¢c
e7 db 42 dc 3d bd 6d
76 67 d3 ed ec 2a 08
623990 85 €9 78 c4
12 f6 65 70 2f 03 01
b2 93 a4 11 b2 f9 4f f2
d8 d4 eb 32 cb c4 aa
aa a0 23 3f 05 40 ed
15 b7 ad 3a ea 63 7e
a2 af a4 7e fl ac 6¢
d6 1f c1 1a 5¢ 12 56
dc f8 94 37 a4 44 63
26 36 5c 3c 48 3a 92
cadc a0 10 9d 3f bf
6b 6b 2d f3 bd d9 81
ca c5 20 b3 95 0a b5
47 ff 28 Oe 62 71 33 fO
ce 01 3b 3e 9353 01
10 99 85 bf 81 f0 d6
c8a8c3ale9 3b18
4d e2 bb d6 5a dc 3d
4e 95 37 84 53 30 46
c7 c6 4c 2d ec 65 d7
3d 19 78 b2 89 3¢

83 d5 0d Oc cf cc b9
b9 b5 50 8a e 4e 8e
ee aa 7c fd da 69 62
7b 90 2e 46 c6 91 e7
fb e9 ce d5 6e 90 07
43 ed 59 32 ca 68 88
ba b5 13 f2 bd 72 2b
c4 Oa ef 35 8a 4c 29
60 08 9b b9 19 ed 30
32 9c aa 89 25 6¢ 17
ff Of 56 74 03 77 d6 87
84 2b 55 85 f6 56 9a
2d 20 73 a3 d9 75 f1
4507 f9 e7 d3 10 d8
80 d0 5f 31 2f 3c e8
2095 7b dd €9 30 11
b5 37 f0 0a e2 f9 78
c04c 10 9c 1le c7 2e
cd 38 92 fe 72 c4 68
43 68 Of ef e7 47 62
ed b5 f1 d3 21 fe 6d
39 a9 332d b3 c2 a2
9a 4af4 9cf546 41
7e Of ff 68 51 cd 69 da
34 32 4b 0f da 59 3f
be 9e 57 b4 35 02 Ob
cf c7 76 24 6d 25 bb
1c 6d 08 Of c3 9d e6
37 08 4f 98 6e 6f 90
bb 75 40 9a d1 e7 61
c7 34 b4 3b 25 10 af
73 6e 5f 64 2e de 1c
13 5f Oc 60 40 9a b8
7f 03 cc b8 c5 40 28
d1 47 bb 05 74 5b 3a
09 3d b8 48 63 20 53
c2

t....B.=.mvg...*.b9...x.

ooV L&l

@......... h..9N1=@.9.7..
W..

2k G.(.bg3..;
>S.. :M..Z=N.7.S
OF..L-.e.=x..<

......... P..N...|.ib{..F.....

.n.C.Y2.h....r+.5.L)"...
..02...%l..Vtw...+U..V.- s..

3-
......FA~.hQ.i.42K..Y?2.W
.5...v$m%..m.....7.0.no..u
Q..
.a4;%..sn_d..._. @.......
@(.G..tf[:.=.Hc S.

..epl.

Completion

success or wait

success or wait

1

1

Source

Count Address  Symbol

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 512

unknown 512

ce 77 6e 2b b0 a6 63
23 c3 4d c6 36 dc be
4f 28 02 61 ae el a7
31 le c8 86 4a d9 09
b9 e5 ¢7 76 25 b0 2b
8b 81 02 7d 6f 8b 8a
a3fa 56 07 ed a3 ec
54 bb 05 93 6¢ Oe 79
a36130c7 7b daee
84 d7 14 06 d5 6d 69
d3 56 bd a9 8a 9a 22
49 59 57 d6 28 ec 95
45 47 8f ca dc e6 4f
ab 06 c1 05 43 81 16
3f f4 24 68 97 c3 c8
36 2b 3f 52 36 5f a4
€2 bb 93 0d 92 93 64
5¢ 99 2b 63 f1 90 b7
da af f8 54 59 29 1c
cd be eb 79 48 2f 59
79 db 3d bb c7 98 €9
88 5f 7b 6a 21 67 3e
19 01 bc 8b 09 1f d9
fc 83 db bl a5 28 d9
f700f691e9 17 84
e3 5534298129 3e
11 91 2a de 3b b1 06
48 d6 c9 cb 44 ff 55
07 ac b6 11 b0 13 c6
5e 04 18 b5 4c 6f 0a
935 ¢2 31 2d 2d 52
de 652e 38 afelca
5a 6f 96 bc 27 67 30
64 57 f0 93 71 1c 5d
70 12 5e 8e 85 €8 3b
47 2f 3 f0 c7 df c6 96
7d 3d

724082 15dc 1b 74
ad e2 cf 3c 04 54 df
a6 e3 0e b3 12 44 d8
9b 47 ff 16 fO 8a c9 df
e0 4e c7 f6 fb d2 fc 52
9f 16 8a a7 €9 30 c9
99 46 87 ae d8 a5 17
el 49 58 e8 33 1d 9f
75 24 66 b4 fc 81 75
1d c0 ed 5b 4f 64 50
de 5e 15 f3 ca 00 5d
ec be 5fe7 73 bc ac
66 2d 67 db 01 Ob 27
c6 d8 b9 86 79 5b f5
50 83 ef 49 d2 e3 8f
97 73 d4 d6 31 61 al
00 4b 75 42 45 4e cc
e9 cf df 57 05 df 05 4e
f0 6b ef 51 dd 9c b2
94 f2 ed c7 9b ff Oc 53
e4 {3 65 da d3 fd 36
c2 8a 48 Ob eb c8 5f
7d af 0f 39 b0 Oe 66
4c el 2d 4d 54 Oe 43
60 a7 bb 06 c0 ab 89
32 da d6 do a2 10 59
9c 97 d7 5d 7a 03 9c
44 d9 16 al d3 f3 d1
04 cd 83 09 8a 73 24
f2 9f bb ca 83 c8 38
5b e2 28 95 89 a5 47
a5 db 68 e9 df eb 4e
77 05 b5 80 2c eb 3b
95 4a 71 3b 76 ee f6
e7 42 16 3f 22 2e 50
22 e7 d5 61 41 b6

Source
Ascii Completion Count Address  Symbol

.wn+..c#.M.6..0(.a...1...J.... success or wait 1 6DBB9FBC WriteFile
V%.+...}0....V...T...L.y.a0.

Lo mi.V...."IYW.(..EG....

0...C..2.%h...6+?

r@...t..<T.....D..G....... success or wait 1 6DBBOFBC WriteFile
N....R...0..F....IX.3..u$
f..u..[OdP.A...].._.s..f-g.
Lyl Pals..la..KuBEN
W WLNKQ. S.e..
6..H..._}..9.fL-MT.C’
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 512

unknown 512

a0 e7 ac 52 70 9b bc
ch 18 76 98 cd el a5
4c 60 5a fd 06 4f 33
el bd 6d ca 14 af 90
64 32 8a 94 22 43 fe
la 6¢c 2c 4b c4 a6 2¢
0d a7 fe 7d f8 Oe 99
67 72 ab 77 63 69 2e
dc 64 0f 31 a0 26 81
4c 68 2e b4 49 76 bl
a0 ce c3 44 a4 Oe 82
91 26 cb f7 dd a8 53
cb 9d ba bb eb 74 e6
333 9d 66 d8 a8 78
28 0d a3 b6 19 d0 d5
35 b9 04 46 1e 6f 40
8e f8 5¢c bb 11 c1 57
5b 16 2d 91 a1 78 fd
eb 19 21 fc 03 98 a9
64 77 cO 9e 1c 23 4f
55 d0 5b b7 ee 86 32
d9 de c9 e6 8e 7d 45
a9 83 90 ec 87 60 15
59 69 04 46 cd d6 58
8a dd c6 14 d2 34 66
8e b5 33 b6 9c 28 c3
1b f8 47 50 30 c1 €5
77al26e2e0ed12
4f 6f 5a 06 62 ca 2c
33 7b 48 be 67 cd 7e
a4 c3 1c ed 47 0f 87
bl 1e 74 14 8b 59 e7
58 6e e6 99 12 ff dO
63 ca 44 05 6f 5f a0
10 b6 84 c7 ef e5 47
7b ad 7c b1 17 29 f7
c0 cO0 ca

1 62 f8 2f €3 56 55 b0 .b./.VU....,..g4.....7..VAj}..

.6.=t.&wW.~.r.f7..N&..y..E.;.
">|VG.......y.Iv.3.Er....7aN
.N.NA....e.$..~".*n...~J
....90D..FT$.v.VI*Y.T'....C

85 f9 88 2c 1e 08 67
34 8e 0596 cd ea 37
c6 ed 76 41 6a 7d dc
acab 3609 3d 74 el
26 77 b3 7ee2 72 fd
66 37 a0 81 14 4e 26

fa {7 79 aa f4 45 de 3b +l.v...%:_...K.+..M.,...4bP.\
]. ...330....0.8.B.3...;...g0..-

bd 9f 22 3e 7c 76 47
01 leede2 abe7 82
799 21 76 f8 33 f6 45
72 dc ee 19 3a bf 37
61 5e 15 9b e6 4e €9
4e 41 ce 13 ad a0 la
65 Oe 1c 24 d5 e3 93
7e 22 ce 02 2a 6e la
ab ca 7e b2 4a 97 17
af e7 39 4f 44 bd de
46 54 24 13 76 c0 56
21 2a e2 59 98 54 27
4 ce af de 43 46 09 fd
67 cb 4c 83 10 df 6e
40 47 e5 41 58 a7 3d
c9 0a 7b 77 a6 d6 eb
d7 e0f5780d 7b e3
a6 2b 49 f5 76 96 cO
16 25 3a 5f c0 9a 88
8 4b 1e 2b ba f0 4d
€0 2c b4 cd 1b 34 62
50 fd 5¢ 5d 93 20 ac
ac 82 33 33 30 8a Oe
b0 98 51 c4 38 94 42
fa 33 9d 04 c9 3b 08
1d ff 67 6f 94 da 2d b8
58 a3 d6 al 67 b8 2d
3e ac c8aa 98

Ascii

...Rp...v....L"Z..03..m....d2 success or wait

L"CLLK,. b grwei..d 1
&Lh.lv...D...&....S....t

.3.f.x(......5..F.0o@..\... W[.-

JEOYiFLX.L 43

(...GPO..W.&....00Z.b.,3{H.

g.~

...G...t.Y.Xn....c.D.o_...

G

F..g.L..n@G.AX.=..
{w....x{..

X..g->o

Completion

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 512

unknown 512

lal5eb 7c a8 eb cl
5b d0 66 6b bd bf 07
0f 09 cb ce 70 ec 89
7593 7d ed 44 06 27
fe cc 1d 5f 3d 1a 9e
ee d2 98 5b 74 84 0a
d4 b0 40 ed 56 25 21
9a 42 da b9 8c 14 85
ed ec 76 f6 36 89 d1
de Oc d4 22 5a ce a4
e8 70 e5h9 c4 3b 79
03 ae 9e 5b 44 d1 bf
7e d4 0Ob 1a Oc 2c 3f
f2 315584 el 31 bb
c0 a9 6b 3f 4c 0a 60
4d dc 9d 44 ef 15 2¢
79 ad fa bd cc 4a 48
7f 36 a2 55 ce 15 1f
5b 05 a7 3c 65 08 a3
7388532487 fa2e
e7c7 el ac 5d 9e 29
09 ba 32 e3 ad 66 ab
af 07 b7 71 dd 92 f6
fd el 9b 1c b1 58 57
59 5d 9b a4 40 4f 65
c89328850b 4794
37 52 f4 f6 3e b6 Oc
69 5e 10 29 7d 95 d4
b0 59 65 64 63 43 48
7d 8e 8a 78 49 3c 27
a8 f4 a9 54 ce 34 b8
6¢ 40 ee 9b da 6f f8 Of
26 1c 1le 81 4a 6a cf
28 e250el 7287 48
1b a3 b6 a3 1f 5b c1
a9 c5 10 f1 6f 1e 47
aa dé

80 7b 48 7d 79 71 Oe
dd 37 ba 89 40 11 18
04 b4 91 01 f8 45 a5
7b 74 98 58 10 3e 1c
92 e5 1a 6e 3a el c4
98 9e 9f 2c e8 €6 36
46 d4 43103ac3 7c
b8 1d 71 05 ec 8a aa
63 12 43 6f aa a4 44
270d 12 ff 43 9b 77
77 ae 2f 89 bd d3 82
9f dc 8c ¢9 Oc fe fO bc
bl c5 f1 e6 7f 5f ca 72
9a 92 44 82 a6 63 cc
9a el db 09 Oc ba ea
c7 c2 73 5¢ 6b ad 85
35 2f 30 Oc e5 0a 4b
92 b8 8a ba 30 8b 63
7a d2 fc 17 a5 d5 b3
10 34 4d 41 af f1 cc
9a2ad2 07 c1 0942
62 6a 94 9f c4 da 15
42 d6 07 d7 2a df c3
ae e0 4a 89 3f b7 92
24 2c ce 18 5f b7 e5
3 9d 5 dO ca 53 8f d2
40 b7 7¢c 94 12 fO c4
fb 85 b5 3e 17 f7 c7
3286 Oc da 17 4c 3f
94 af 5b 79 8c eb d2
51 7c f6 b5 3f e2 4e
4999 8868 75 75 18
ef 8b 16 89 03 b2 bd
b4 a6 03 7d 57 ea 58
d2 ec c4 82 30 74 55
2b 78 63 3a cd 08 2f

Ascii

e[ fkeecpu}.DL
. t...@.V%!.B.
6..."Z...p...;y...[D..
?.1U..1..k?
L M..D..y...JH.6.U...[..
<e..s.S$...... 1)..2

<.T41@...0.&.Jj.
(.P.r.H....[.....0.G..

{H}yq..7.@......E{t X>...

.ni.....,..6F.C...]..q....c.Co
.D...Cww./..

BLF D28
8@ > 2. L2y

...Q|..2.Nl..huu........... w.

X....0tU+xc:../

. XWY]..@0e..(..
G.7R..>..i")}...YedcCH}..xI

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value Ascii

unknown 512

unknown 512

Source

Completion Count Address  Symbol

91chb6989che887 .i...CAD.D....S.-.0.. success or wait 1 6DBB9FBC WriteFile

8 2d c8 b0 4f c5 f6 b0 J....6....
49 cf cc f7 ad 15 bec R RWATAR
d975b0elaldfdé ..s..?1Vo.d...|H.[&
e5a3817ecl9% 24 ... si#.....&1.F..oT..mW..
44e4398c43fda7 $.eyBH_..6........ cak...9.X..{
8eb2cc7df312ba 8wl..Jw>.We_

7f90 73 48 65 da 04

29 37 4a da a6 da 35

c5 a6 83 62 c6 cf 64

05 bf 95 93 4a f6 a4 of

d0 36 9a bl ae c9 9e

8e 68 b4 bf bf c7 ce f1

13 d9 a6 fac2 61 3c

9a 7b 79 12 9c Oa 6a

ec 9b 97 2f ec 79 96

35 0f 9d 96 b5 60 04

9b 07 3d 52 cf eb 70

b8 fa 10 08 00 6b fd

9c a3 7393 da dc 2e

3f 3184 56 6f a7 f9 64

0d 8c 89 f8 02 7c c2

48 f8 d5 5b Ob 26 el

ad 18 f4 e8 de 73 69

23e3f3cldd85cl

26 9c 31 €9 46 c4 Oa

6f 54 d8 b7 85 6d 57

9d 7f 24 f2 65 79 42

48 5f 03 b0 36 b6 19

b5 9c d5 87 ab a9 63

61 6b 11 aaca 39 c3

58 of ff 7b 38 77 31 de

9c c34af9 77 3e 87

c2 57 65 5f

a2 1fe64ba9b228 ..K..(3"B.?.+K7..3b..6....... success or wait 1 6DBB9FBC WriteFile
33224206 3fel2b Av.m.FM...bj...IN..Zpwz.-.

4b 37 8d 0d 3362d0 (....r].... .
d63605a08ch21e .. £- ] (RO }'6M:Q...a
Oe f85e8e 76 16 6d  'v..}...U RDn...H....0.....c..

99464d 17 17f28b ./N..m.....a..h.M|.....

15945a70777a99 (M@<&......._=..@..p..
2d8d28dd 96 9d c4 ..0)........ 2TAL9,..
725dced8d9e277 .&6.°.J.h[.
4f 71 1c c1 a4 c5 06

9d 3e a0 e4 79 36 51

aa 02 8b f2 0f 03 c2

b3 86 13 61 3f 28 fb

a6 e882fefbc3abf3

e5 03 f2 7d 22 36 4d

3a 51 c3c7 ee 61 27

76 df bf 7d d1 f7 f0 55

20 52 44 6e 95 c3 db

48 a7 8f db 12 30 de

14 cc 1d bf 63 cb 9f

ca 3a 2f 4e be cf 9d

6d a5 c2 c9 ce 8b b6

86 61 b8 06 9f Ob 68

9 4d f2 7¢ 81 92 d2

c0 ea 45 6b c4 12 Oe

b1 07 c5 2b f4 ff 27 94

28 4d 40 3c 26 12 c4

8e 84 b4 99 18 5f 3d

Oc 80 40 d0 10 70 f9

11 20 eb 0f 30 29 f5

c5 b4 cb fd 94 de 8f 3f

54 cc 5e f0 c2 c7 39 7

6a e9 el 92 26 88 36

00 5e aa e9 4a 0d 95

68 5b c7 09
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 512

unknown 512

58 69 c9 84 8 22 29
63 09 69 35 94 fa 32
7c 61 00 a0 ea 7c 66
7f2d 5¢ 36 47 35 17
7c af ea 58 2d 03 87
46 de b4 1e e0 79 2¢
5e 83 3d 4f c5 23 ef
04 5d f4 8d 81 07 b4
41 3d 67 c8 a9 fa 55
55 53 b9 89 6f 4f d6
ce 84 5c 41 b7 ea d2
60 48 d3 ba Oe 05 d2
9b db 5f bf a5 85 66
cc e053db9365eb
9f 310 30 b8 17 ff cc
6a 10 f3 87 dd 10 5¢
55 9f ab eb 03 23 65
70 7e 28 95 36 60 94
8c 35832ec31183
8 78 01 fb ee b4 d9
8d 50 52 86 ba 2d 06
37 a2 7c e5 ab 47 00
a3c5aa62hb3a7le
8b a0 d2 61 9a 85 14
8b ae 63 ab 95 d4 99
2f 05 87 84 0f 74 38
ea 4e 97 b2 5b be 8e
17 7f d1 36 5b ca bc
Ob 03 ea 6e f8 aa e3
cc e4 b5 e0 e9 f8 68
2002 1la b5 75 3e eb
09 96 87 34 a4 52 a7
f1 ee 09 23 59 be ed
al 2a 6fd7 62 71 5d
d2 7d 00 Of ed b5 bf
ae 22 dd 9e c8 b2 14
5e 25

67 53 b5 1d cf 2e e2
8b 06 9e 1a 97 d8 3d
01c509 79 8ach 11
f4 17 06 d5 1d 86 98
ac 57 57 bb 5a 93 1e
0d 1f de 85 7a e3 4d
15 b4 10 fd de b5 eb
9c 36 92 3 d9 b8 be
241376 9b ef d5 54
26 7e f1 74 ba 41 63
4d e4 dd c1 78 c8 e3
a0 cO fd 18 d9 87 81
75 d7 a6 13 3a ca 02
15 60 87 66 fO 58 66
f3 9c 3e 31 c7 7e 05
f8 71 1c ef 33 ¢4 5a
83 6a 1b 46 62 32 85
4c 39 86 7c 98 53 fO
c8 al c4 83 e9 df 8¢
39 ff 31 b9 b7 03 62
81 5e bf 5b 04 b9 b7
46 3¢ 1993 6b e4 a6
a4 5d bf 4e 1e e7 4f
a2 43 60 2a 94 f9 2b
49 b3 ff 1e 19 c1 29
05 de 2f 90 49 24 66
9f 2d c3 13 67 ac a7
92 ¢7 2¢c 98 37 b7 d8
8a d8 2f e3 60 le a2
19 03 3a 7e 1a 59 83
73 44 de b0 09 56 a4
1083 ee41f16d71
f4 d6 e6 39 a0 c1 ae
2e d1 98 11 0f ba b2
14 ac e5 ee 3a 60 al
cl eb ce 64 b9 e0 36
48 1f 40

Ascii

Xi...")c.i5..2]a...|f.\6G5.|.

X-.F...yA=04.]
UUS..00..\A... 'H.

f..S..e.1.0...

(6.5......

|..G....b...

8.N..[L
LU>LLARLH#Y . F0.bg).
%

gS.... = W
W.Z.....zM ICAYA

.T&~tACM.. X......... u....
LCfXf>1.~.9..3.Z.).Fb2.L
9..S.....9.1 . .bA[.F<.

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 512

unknown 512

€9 c2 13 95 4f Ob ed
2a f2 cf b5 b0 dO 6a

11 ac d1 67 b9 6¢ 7b
77 cf c6 6b ac 8d 59
19 6d 4c bd bd 62 00
85 cc f5 0e b5 71 da
53 4f f1 06 40 7d 2c
01 07 0d 80 47 ac 62
f9 17 46 75 ed 02 c1
2b 5f 36 53 d3 c9 b8
4acb ef 22 b4 c9 31
af 34 6b b2 5¢ 19 ce
c4 f2 05 29 6e 92 3a
6¢ 96 56 98 cb de 2b
bd 15 70 52 85 3a ab
16 5d 31 c2 86 44 9e
60 81 9f 02 00 35 da
2c 6b b9 d8 36 7d 1b
fa 90 46 05 bd bc 79
1d e7 5 eb 90 dc 4e
4e 96 08 f9 b6 41 f2
4c cd e3 2f 43 86 83
7c 3c 63 bc b4 cb 3a
f3 €0 1f 9f 13 3d ec ec
a9 b4 49 1f 4a dc cd
69 ce 05 af 8a f9 f5 16
1b 9d al ef e0 23 6f
d6 71 bb 45 d3 fd cd
46 cd 9f 78 33 ca 40
e0 ce 78 29 8e 9b 28
68 0a ae 46 b2 69 9c
aad5 78 70 24 3d 53
ba db fb b4 7b c0 42
2e 7a 5c 38 35 70 9a
87 b4 cf 5b 70 81 32
Ob

15 cf 42 af d2 23 cb
88 42 bf cfal e4 32
b6 c9 64 aa f3 08 a2
c8 a8 07 8c ee 3f 39
€8 6f99 49 0d el 32

0% )%, g.{w.

k..Y.mL..b......q.SO..@},...
dd 8825b0d5dcd0 G.b..Fu...+_6S...J.."..1.4k.\

.@..%)..(h..F.i..xp$=S...{B

.z\85p....[p.2.

.B.#.B..2.d........?9.0
1.2:.2....cl.m.a=.uWb..(..
R I PV..F..OG"..

3a 1fe9 3f9a 80 0f c8 ..

63 2f 80 1c 6d 09 61
3d 0d 75 57 62 14 9e
28 eafe 89 98 7e 16
06 ed 09 39 99 e0 e2
c0 c9 d5 c6 8a 50 56
d8 a0 fc 46 83 8e 1b
4f 47 60 82 91 51 27
4a 9a 7a 87 2c 4f ad
fee6ca7200bd 71
41 19 aa 06 cc 8d df
38 a8 ea be 63 4c 4b
07 5aedc8cecl 34
59 d6 d6 bd 03 bc aa
9e b4 ec a6 15 84 8a
de c2 91 de aa e0 36
11 69 df ef b0 cf 95 34
ab 23 ee 45 af 11 3d
46 77 Ob 88 df 32 al
f4 06 5d 81 5¢c c1 23
89 36 a4 61 0d f5 b3
ce c3 dabl 8f e8 1d
2952 af 7921 a1l 1d
7479 05 ea 20 7 fe
d2 8c 21 d7 b0 45 88
1d 8e ¢9 99 08 6¢ d7
da 2d 7504 75 15 98
97 8a a6 al 4f d7 Ob
d6 99 fb 58 f6 a9 a3
47 70 e4 11 85 5f d6
86 5d 1f 88 6d 5a 4b
42

a.
E...
Gp..._..]..mZKB

Completion

success or wait

success or wait
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1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 512

unknown 512

8031e9c287a2la
89 bf cd 71 0f 85 8d
3d ec 75 9b b8 al Oc
cd d3 1c 5e aa 43 6¢
51 28 7c 88 9a 08 78
39 89 9f 1f ea dd 99
c6 59 00 f7 68 68 8e
fad6 37 77 4b 52 f1
60 6a 74 93 6d a7 2a
05 ba 55 5e 98 36 a5
3e92ed22d3bl4l
11 2a 8525 9f 75 29
34 41 9f 2e 09 c3 6e
ca be bd 6b 25 62 66
8c 233a7d 48 ad 70
ea 5829 d8 93 0d 61
65 f9 aa c8 4a b0 ca
4c 5e b1 01 al 3ffb
4b el 9d 2 30 f4 9b
9d 89 31 65 c6 5c Of
al 7d el 8c ea fb 05
00 59 b6 4c 54 24 2f
9137 c4e3c29ad7
lab7 8799 12 a2 58
c0 dd d9 e3 13 06 96
de d2 ac 5a 07 00 69
83 ac 6¢ 8b 50 ab 80
89 6¢ 4f f5 €7 2b 84
87 a4 32 c5 6b 3d 66
ad a7 c81b a9 78 e7
3d 8167 397242c3
ce 61 cb 5d d9 34 69
c5 f0 7c 3¢ 5f 91 15
19 e3fb e0 79 cO a7
ad 1a b0 bd 96 08 e4
5f d2 92 04 91 67 46
8d 76 82

63 cc 22 10 7e 6¢ 06
cc 6¢ 05 b6 da 3b 00
f9 ed b2 44 bl cb 33
d2 157 7a71 64 17
c4 96 4a 13 d0 94 f5
7 €2 56 c9 1le a4 ef
73182c 04138277
f6 b4 e7 e4 4a 37 d5
88 97 ff c8 e5 5b 3d
8280 63 5e 91 2b e2
8f ee b2 55 c7 6b ea
5126 11 e7 4c 62 57
66 ca 5a ce da 01 f1
7a1567 a2 a6 11 f2
be fd c4 09 86 9c c4
40 f3 dd da 65 4a 60
€9 52 9fe4 97 d5 2a
7€9390e7 e89b f1
17 6e 32 08 25 6e 84
dc c0 bb Ob 7a 00 38
3fd6 16 le bl 3f 60
03 cf d5 f1 42 74 e0
00 f8 d6 ab e3 e0 66
d1 07 56 47 47 40 c6
b7 16 7f 80 82 3d 88
49 a7 e3 e1 58 88 10
ee 3182 0b 12 59 58
ce le 8a 63 eb e7 80
1b a4 73 aa c6 5a 52
72 cb ac 23 44 84 3d
eacda7 38 7c ae f8
07 c0 d0 5e 92 01 74
3d 5¢ 7a b0 6d b3 6d
e3 5f 2a 9c 5e be 46
50 €9 76 7a d5 b9 d5
f2 20 ba 8e e7 32 ac
54 52 a3

Ascii
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n...k%Dbf #:}H.p.X)...ae...J..

L7..2.K..0....1e.\.
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LAlYXe.. s ZRr #D.=

f.VGG@..
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Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
X64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 512

unknown 133

5b 76 8a d8 ca 68 9e
f0 58 6b a6 c5 80 ac
7e 12 f6 51 d4 53 e7
5 c6 Oe 5b al 74 4b
c4 b8 b2 89 52 e4 of
98 47 73 fc d6 58 84

7b c0 0f a2 73 f4 35
4cf4 7321 2c ed ca
9d cc 9a 9d 14 56 8a
f4 e0 c6 9a 81 78 f1
98 ed b5 13 a4 af de

0f 36 fd b0 00 a3 f4 b8

2506 d3 22 32 5b 6a

d7 f4 f1 b8 76 7f 58 09

51 6f 9d b5 fd 17 23

8d e0 4e 8b 95 b0 68
8c b7 9b 08 88 b9 d9
08 58 9a 0e 57 95 e7
3a d3 35 6fc3 95 a3
94 5a bb 50 23 al Oe
20 4b e8 af Ob bd 89
€7 20 6a 27 19 09 2d
f53e24 33 e2 3ae2
77 ¢5 34 39 ec d1 60
a4 af 07 38 b9 a4 76
faf8 bl 53 2ab7 91

44 ca c3 b0 4c 91 d8
2226 b4 3f94 84 12
2e d5 07 09 50 ac 00
27 3b 63 ec 95 1a 09

fb 70 3 bd df b6 31 e2
0Ob 3 f8 15 5f e5 69 d2

f8 b2 f2 €9 23

6d 98 1b43ddbeaa m..C..4....9.8...Y*<i..
.Gy.G...pY...Uf.{..~d"..x.
b7398424blde84 .2...Y."|.;

3418 abaec4cd fc

98 59 2a 3c 69 f1 96
87 0d 19 47 79 b4 47
929b 14 70 59 11 a5
d9 b9 55 ee 66 15 7b
0d d7 9d 7e 64 5e cd
cb f7 78 ad 94 32 cO
d4 9b 17 ac 59 03 ae
22 c2 7c afba 11 3b
12 e8 78 ba 84 e2 a6
a6 a0 al ce 24 3f 05
928391 14 62 33 4a
ce 7b c9 e9 9e 39 35
34db bl 7edllae8
ec ef 78 3f 47 0d 3d

3d f6 e0 2f d7 41 fc 62

ab af 80 b8 20 e6

.R...Gs.X.._t.p..0*6.A......
.Q.c{..s.5L.sl,...... V...

Source

Count Address  Symbol

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 512

unknown 512

8383 15 93 c9 6b 09
92 6¢ 6f 89 8f 57 13
a24labfcdcc?fa
e2 5e 1b 07 e0 46 95
de cf 0a 65 07 2e b0
b1 49 b7 81 c0 3d a0
ec f9 a0 41 9e da ab
54 5a 17 27 a7 3b 01
10 8d 5d ea 90 d1 Oc
ca a9 96 fd 95 c0 52
ea 85 40 39 5¢ bc 9f
1b 59 2c 5f 4d ad 2b
e4 d4 b4 6f 9b 05 fO fe
90 35 4c fa 94 22 12
5 8a 21 10 6a d1 51
57 a8 1la a8 78 9a e7
84 8e a9 79 05 f2 04
b5 €5 97 49 c0 42 12
feed el 21 ca3b27
7ae79d 93 11 94 ef
b1 c8 fc 7a 48 d0 92
02 a3 Oe e2 fe 91 4b
29 ec db 42 14 8f Oe
6b bb fe 4a 7a 1f 18
€389 68 74 ef 00 17
62 fc f1 70 c3 ff bb f5
ca 9c c7 69 b6 d4 31
3b 0d 34 f6 a7 ab 2a
bc e8 0a el 25 a7 b4
8a b0 b0 50 00 34 ae
01 57 f0 44 69 c5 fO
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el fb 83 9f a2 5a 2e
75 1d b7 28 d4 9e 1b
5 19 48 eb 4e e5 66
16 5b b7 18 9e ed df
6c

15 d3 fd 80 9c a2 4f
e2 ad 99 74 d8 03 cd
4a2c a6 9b 5a 3b 17
75 af ba 51 1a e5 12
f6 el cb b9 97 48 15
5e e3 da 8e d8 a0 6¢
b6 77 3c 9c 30 e4 46
37 7f f6 05 58 55 f5 ff
01 64 a3 ba 37 fc 85
53 9a 49 d9 ca e2 86
df 5b 95 bc ec a3 b2
7062 3b d34a 97 f5
64 ae af f1 2d 7b fe 77
59 d8 04 73 3f b0 4a ff
b3 3d 2a 0a 74 02 87
8a 87 87 0b 32 17 06
5a 01 3f 26 6d 01 19
2aa3ce3054c218
50 15 db 3d ab eb 7
8e b7 a9 63 93 f6 86
3a 04 38 9f da 68 e3
9a349c 3464 alfe
07 0f 47 a5 ba 62 85
c9 4c 2f d5 f3 0d 29
2b 86 9e 4ac7 24 la
4743 35aaald3 11
45 19 b8 be 46 94 23
4d d4 dc 81 00 dd c2
be 2d c8 2a c4 0f 7f
3d ca 20 45 af fd 85
b0 3d 1f f2 da 49 45
80 3e 6d bb 42 5¢c ad
19 8a9d 96 f5 11 15
fd db 3d b1 52 70 60
90 2b 68 1b 0d 89 11
2c 45 34 ac 83 38 1d
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Completion

success or wait

success or wait
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 512

unknown 512

44 39 3e 26 be fc 28
64 34 74 38 1c d5 28
18 clff12 4b 3e el
4b d0 3c 7c 66 88 2d
f9 d9 aa c3 cf 20 81
24 f8 dc 2d ¢5 32 95
38 2a 2e 89 5a 98 a0
5f b8 3b 1b b2 b4 fb
69 62 fc 8d e0 75 53
f9 ea ac e2 7e 6¢ b0
4f fb 1f 4d 9c 30 6e 42
85 67 47 b1 ce d8 c8
17 9b 65 54 55 0a b7
ee 9e 64 9b 34 c6 6b
ac b5 a0 7f 6b 2f 73
6e 1d c7 e2 9f d9 a2
bb 3a 8d 62 e7 e6 30
99 b7 97 a7 e7 e6 fe
18 4d 46 96 c6 0d 36
9d 5c 12 de bf 27 48
eb ba e3 d5 06 32 f2
47 db 5 2b 52 01 26
1d 20 34 6d 2f 9a f8 8f
3f53 76 b8 17 58 a4
8f 37 Oc c3 57 51 36
b9 4f 2d ¢5 ¢5 17 75
dc 8c 51 e6 ac 7 22
ef 64 7a 84 bf 6 83
b4 de 89 fa e0 92 58
45 08 f5 d4 04 73 df
d8 59 96 ab 8e Oe 21
ff 1b cf 1b b7 60 bd 3f
d7 8b 43 a2 a9 de b4
11 5d 1f cd 95 45 9d
85 35 48 9a 32 0d 9c
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33 eceb5 6e 20 1e a2
62 3d 47 33 a6 49 8¢
80 74 e2 f1 c3 b2 f6
€9 6¢ 95 ab 87 ea 06
b6 62 48 0b 83 61 5f
81 8e e7 46 68 cd 67
2a 08 02 4c 9f 13 40
fe 65 c3 2e 95 cb bf
bb 52 ab 36 98 6b 42
16 c1 74 19 f0 8d 55
9e 4351 9f27 2b 71
ac ba a4 0d 23 24 5a
18 55 e3 19 89 51 50
8f b7 84 dd fc ce 4d
5a 4c 7d a4 b2 0f d9
a7 9e 00 Oe b3 bf 9a
ac 55 73 d2 ee 74 59
c3 2f fd af 8f ea db 4c
82 2d b7 cae2 1345
74 1a 72 ce 2c Ob 24
3812 86 41 0b 50 a4
ba d5 68 99 19 05 25
8c Oe 2b ed 57 17 eb
d5 c6 fa 3d 28 3e bc
6e f5 37 a2 48 2e le
43
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Completion
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success or wait
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6DBB9FBC WriteFile

Page 218 of 361



File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
X64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value Ascii

unknown 512

unknown 133

Completion

33d31529e66e90 3.).n[..t..M/[..h'Z
5babf0fl1961274 r/B.F.>."..L..F...
aB8f4 c2f4824dav 2f .b........ Yd...ro..vJ.1....k
b8 b6 b3 ef 04 68 60 .....V*..|...S...W...qE7.
5a72905e42c3ad 8.."et]....6.R.B..... A
46 ec 82 bc 3e 84 87
27 81 05 b8 b7 4c c7
1f dd 1c d9 46 df c4
a6 83 e7ch 62 1cdc
ba cb 04 1a f3 b9 d1
59 64 07 e4 95 72 6f
7fd8 76 4a 7f 31 cl cf
b4 02 ce 6b 03 91 eb
03 27 8d 56 2a e7 a5
c6 6¢ 20 98 0f fb 53 cf
d1 9e be 57 ac 17 Ob
ef 71 4537 09 38 1b
18 d9 5e 65 b2 74 Oe
5d 93 89 a8 Oe 8 c8
36 99 52 91 42 €9 d9
c0 e5 e0 84 1e 41 60
68 19 93 4c a3 ae d3
84 dba532a7 7370
19 bb d5 f9 c0 d7 cf
6b 56 fe d2 b8 fa 82
eb f3 36 5f 77 45 58
8b ff fd cc Oc b2 8c 10
c174 83 5fb6 59 16
9a 78 Oc 33 22 a4 b4
b8 8b 20 e8 6f ea c3
e3 75 fe 78 6e 28 e4
b9 74 bd 1a 3a d9 d7
1b e8 e2 Ob ae 5a Oa
dd 27 6e dO 7e 00 b8
e8 6b 58 5a 1f 72 28
db 46 d8 d1 99 82

success or wait

f59d 5569 af 28 be  ..Ui.(.DO.A.[.@ .47....... .. success or wait
4430bf419ded5b 75[..Se.w.....1S...v)..Q...z
b6 40 20 €534 37 a4 ;Y."..+.d..!1$....\..ig}a.x
f28bd9badc9b20 e ...T;&)........ X.Ew......B
e3bb3a5e355b94 ..Y.y...D

bc 53 65 ¢c7 77 aa 14

ef ¢6 93 c0 31 53 80

Oc b6 76 29 fe 8f 51 f8

16 ce 7a3b 59 85 22

84 97 2b be cc 64 1f

ab b6 21 24 ab d9 cO

f2 e85c 06 df c1 74

71 7d 61 fa 78 65 5f

ab b5 ee af a8 54 3b

26 29 13 ff 16 e3 dc

90 ¢9 08 58 c5 45 77

clc8eccOb6ead2

aa ec 82 59 b5 a9 9e

79 8e ef 07 b6 44
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1

1
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6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 512

unknown 512

17 a0 3f c6 97 f1 ca
4a 7c 76 b2 9f ae db
ae 87 ff 25 c9 54 0a
88 36 b9 Oe af 7d 71
Oe 4d 9c f5 dd 84 92

f58c 6f 3193 cf 81 15 ..Gyc.Y....)...R@.."&..rkqg.

52 f4 c13a87 a8 ec
3efe ef 6afh e9 fc 17
b4 c3 8d fb ee 46 80
91 a5 00 94 20 02 ac
18 d3 73 €593 86 72
0f 40 00 e8 ed 27 99
334b 81 7d €8 10 99
ea 57 3b 4d e9 93 69
fb 45 22 b6 35 8a ff
34 0d 20 7f d7 53 38
04 el 3c 65 0f 68 1e
0f 47 79 63 a0 59 bd
05 ac 81 29 0c 93 03
€25240al97 27 bc
26 b5 fa 72 6b 71 67
199 16 0d 67 13 d1
48 3e 1e 52 00 17 00
78 f6 ad b7 01 e4 8f
97 d4 5d 1c d4 92 fb
ec 55 a5 7d b2 c7 47
e2 f8 5f 06 b6 3f 01 72
82 51 e7 3c 7a 54 2f
e5d7 68 57 5f 7a 01
60 a3 ea 24 bb 9b ce
64 9c e4 e6 18 6b 07
de 3d 10 55 ¢6 25 c2
ea f7 92 75 ae 72 36
fcal 8362 d0 77 ad
06 96 99 9d d5 e4 50
c6 2f 54 c2 e7 40 2a
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success or wait

4b 67 b1l ff 23 25 f5 6e Kg..#%.n....x...5.k.&......d.s success or wait

af 9f 8e 8b 78 85 9a
da 35 a5 6b d4 26 06
bd ae 03 1f d2 64 dc
73 e8 47 8c 9f 09 7e
c9 8e 01 4d 56 a8 cd
8c c6 92 de 5c 7a 8d
3ec43c3273al35
e0 78 7c ff 80 f8 75 62
f2 3e aa ed 3e 27 ff
3d ee a4 8 18 4e af
07 358258 28 f3 72
06 b5 c9 7e 96 86 31
9d 55 d9 19 ed 9d 9c
e3 dc 6¢ de b3 2a 5e
df 26 c2 11 4d 6e ad
ab 14 30 72 87 43 3f
789 19 57 88 1a cf
a0 49 9a bf 9d da 90
5a l1a Oc fc ac 92 1d
57 49 ec ba 8b 7f 51
92 46 fe 85 9e 56 af
a4 4e al 14 b0 33 83
ad c5 e5 12 2f a6 f2
3285 9b d8 06 3a ce
€298 08 7a f7 2f aa
4107 b9 a2 95 f7 01
fc de 30 25 99 c1 b3
84 0b ba e5 d6 36 c9
e41251848e7d7b
el Ob bd 7d 9f 41 ae
c9 2b 26 22 8c fc 83
a5 bd e2 bf 91 c7 2a
84 6b 27 68 0d 44 €9
f4 ce 33 14 fb 81 ef de
f4 69 5f 92 bb 4f 23

.G..~..MV.....\z.>.<2s.5.X|
sub> > = NLEX( .~
|.*A.&..Mn...0r.C?
Q.

{.}A.+&" ... *KhD.
3o .O#

Source
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 512

unknown 512

7090 1d de e0 db 4f
97 1d 42 2c 2f bec 2e

Ascii
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5f eb c2 82 e6 9f 87
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ebclag8eff3f80334 ....... 4.S<.>H..-

d6 b7 53 3¢ 11 07 3e
48 0d c4 2d ae 63 8b
7d 39 5d 4a 6e 2b 4c
68 79 4b a9 82 55 6¢
a2 2d 62 d4 33 2b 93

.c.}9]In+LhyK..Ul.-

b.3+....Q.4.R:.d...I..
[.....XU..h...)"q.5F)..?".H..
.rt..V.s.9]zv

x.1.....a9..p.]q.-

8d fO bb 0d 51 6 34 f5 .rX.]...u\.;"..gH..[.p=.e.,

523ac264c9071d >.hDA.I1..A'|.0...|s(H..m.

21 9b dc 5b ee Of ce
ee Oe 58 55 01 f7 68
8117 df 29 22 71 0a
35 46 29 d4 8c 3f 27
09 48 e4 ch 93 83 bc
13 8f ef 95 b0 00 8c
97 9887 7219 74 bb
e7 e6 db 56 a2 09 73
9d ec 39 5d 5a 56 ec
78 €531 9a 1f 85 1b
15 61 39 b4 9e 70 e5
5d 71 a7 2d fO ab df
5317 30 7f 86 59 92
e3b878208d 7258
99 5d 81 cd a0 75 5¢
el 3b 60 16 a6 67 48
8 1c 5b €3 70 3d b1
65 c8 2c 3e b0 19 68
4441022131 1f ac
da 41 60 e4 7c 8a 02
6fad 17 90 7c 73 28
48 0a €9 6d c9 ab d4
54 7e b7 b1 d6 65 42
e7887d a5 79 8e c3
68 e3 2d e8 9c 66 d7
61 d4 89 e4 a7 64 c5
9e 7a 81 f2 f5 de a0
cd 75 56 cc 4e 49 5d
98

.T~...eB.}y..h.-.fa..d.
.Z.....uV.NIJ.

SIM/AY

Source
Count Address  Symbol

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset

unknown 512

unknown 512

Length Value

0a 90 82 9a 8d 05 72
2b 26 91 92 22 e0 65

42 68 20 fe c8 59 fa
5c 20 a7 af 5e 04 70
03 f6 96 dd d7 18 9e
69 30 5f 95 24 ab cb
8287 1e 3849 €9 8b
dd 46 9b 66 91 ef €8
aa 26 f5 06 06 b4 a4
51 67 fc 39 b8 12 28
ef 00 a8 fb 14 62 19
16 75 28 1a 4c ca d5
98 43 49 83 3d 65 ee
00 Oc 72 7c 00 20 d8
b0 9e 69 c2 25 58 9b
a3 60 e6 Oe 88 84 69
1f 47 94 46 69 70 9a
a9 dd e3 a8 6e d1 7
239a51c0b275d6
28 e3 52 69 4f fe 94 bf
9e 8a 4a 29 a2 67 b7
8b f2 f5 3 0a fe 4d 2b
51 85 0d 6a b1 99 a8
8b 95 18 a7 48 75 ba
Oc 43 ¢2 95 15 e6 6b
al 10 1b 0d b3 4c b7
bf 85 97 bb eb e3 db
9f 54 18 fe 3c 27 a3
92 b7 cd 4f bf 00 e2 f6
6c a5 ab 83 18 6e a7
54 a2 6a ef 89 f6 66
ec 7305 a3 b9 d1 d7
ad 17 8d 9d 1b ae b7
b9 ¢5 59 a9 4a 09 cc
6b 22 35 64 88 b9

1c 90 71 28 ce 36 12
9c 0d el 28 b0 83 c6
d3 33 2f03 a2 ba 73
7558 1b a3 67 f6 bl
a9 87 12 ae ff f4 1a d1
3e fd 8e 74 b2 Oc 9a
aa dc 83 16 df 6f 5d
18 f0 39 82 41 39 75
72 9c b4 67 ba 36 cb
21c355c4 ee2bce
84 8b 3f 06 56 01 88
6f c8 38 8d 83 70 41
76 dd 53 89 59 a7 1c
4f 05 29 74 8e 4e 10
el 39 c9 2f 4f 91 5a
b3 c2 1a 9b 9c 8f 4b
e7 d3 5e e3 39 b0 2f
1b 78 b2 bd de d0 a2
7b 99 2d 8f 63 85 15
99 ce 2f 9e 6e 64 4b
9c 7f 85 80 1le 81 10
a2 68 2a b5 43 36 44
4e d5 06 43 b8 8e 0d
63 6d 8d de Oa 6a 14
42 631532702236
aa 5e f2 26 a8 8b 87
87 13 86 bd 58 7a 22
37 1d 28 10 3c c0 b6
43 39 de 4d b5 bb af
26 63 5f 2d 6f db 8a
5e 4e 74 e1 58 f1 cf
9a a9 b2 48 8f 91 87
ef a0 8f 3c a9 5¢ 8¢
05 de 56 f9 82 21 7a
9e 6f 93 d2 35 62 21
67 1le e3 d2 db cO e0
ac e’

Source

Ascii Completion Count Address  Symbol
...... r+&.".e....$..Bh .Y.\  success or wait 1 6DBB9FBC WriteFile
By i0_.$....8l..F.

f....&....Q0.9..(.....b..u(.L

..Cl=e..r|. ..i.%X.."....i

.G.Fip.....n.#.Q..u.(.RiO....

J).0ene M+Q..j

..q(-6....(....3/...suX..g.... success or wait 1 6DBBOFBC WriteFile

...... >..t........0]..9.A9ur..
g.6.1.U..+..?2.V..0.8..pAV.S.
Y..0)tN..9./0.Z.....K.A.9./

Xeooofem.Co.l.ndK. h

* C6DN..C...cm...j.Bc.2p"6.
A& XZ'7 (.
<..C9.M...&c_-o0.
ANEX.LHe< VL z

0..5blg........
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 512

unknown 512

aa 67 7d 06 2e fa 11
of 5f 3e 7f 2a d9 b6
8e 3bcb d6 3a 15 fe
9a bd 00 f8 dd d7 6d
la4d 19 7e fl cacO
3c cl f6 ee c3 5f 32
8e ¢5 f6 15 b2 ¢3 1d
a3 005409 71 e7 d3
a3 af 07 7c 8e 16 2d
ae c7 94 al 17 84 3f
0d 23 3b 81 72 47 23
ec 27 44 34 17 5f of
4d 63 6a c5 7fd7 bl
8a 54 11 77 af 06 ce
50 17 ab 7f 83 4f 7c 4f
a7 10 2c b6 d9 67 Oa
22 c4 ed d2 a7 a0 09
1292 70 41 40 1c fO
59 ce fa a0 15 98 Ob
€340 95 31 9b 58 42
28 f8 d6 83 a2 59 0f
49 18 cb 9f ae da 84
1f 73 a2 a0 3b 68 c3
60 d9 b6 3d 69 10 61
14 bb 63 5¢ ¢8 05 bf
88 07 af 36 94 b1 d2
60 74 34 df 59 54 90
bl 7d 1a el 94 e0 f6
73 37 7f 35 b6 8e 93
7f dc 62 aa d8 2b 79
0f d0 c5 fc 79 a9 2c
b9 dc 78 ¢8 99 3a 02
eb d9 3e e8 37 3d bf
60 15 73 e2 23 6b 61
ae 0f 1d 59 e4 86 10
bd 14 94 9a 16 83 24
78 al

€899 74 lacd fd 98
60 55 b9 8b 17 43 70
86 38 1c 80 df a1 90
40 12 b9 67 9b ff 00
98 75 c8 20 26 23 04
03 5c 3e caee dc 70
4b 3c 9d 4b 8e 64 1f
18 15 3c 2d bb 5¢ 34
336e37d881f9 7a
29 f2 Oc 9b 28 26 b6
cf bd ae 8b 59 c6 6a
76 €5 01 df 75 09 ae
28 1a d8 76 58 37 da
8312 b7 00 98 7b 60
6d a9 65 48 b2 36 79
23 cd 1b dd 25 94 74
41 60 4b 4f 2f 33 47
21 0a 37 68 3d 92 dO
03 22 84 dc fb 5d 7f
49 0f 5e be 32 bd 4c
€79d 75 13 a0 17 b7
bc 75 74 b1 72 d8 50
c97784433dd6 el
ff 79 78 c6 ce 70 8c
57 d8 14 60 00 9b 8b
6b bb 78 a8 99 ad c9
06 38 fb 11 8e 00 99
67 b3 ca44cd 35 14
e8 cf 44 b3 4f 2f 82 15
ee a2 eb a6 3f 48 50
34 82 b8 49 77 2c 65
3d 32 2d 62 5b al b0
be 98 4a 47 d8 d0 00
1c 5d 4d 15 3c e4 ac
7a 3e Oe d9 81 d5 7f
8 dd 25 25 19 c6 44
2b 39

.t...’U..Cp.8....@..g....u.
&#.\>...pK<.K.d...<-\43n7.
.Z)e (& Yojveun (L VXT

. JAZIL U,
rP.w.C=..yx.p.W.."..kX..
...8....9..D.5..D.0I......7
P4..lw,e=2-p[....JG....
<.Z>. %%..D+9

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

2

6DBB9FBC WriteFile

6DBB9FBC WriteFile

Page 223 of 361



File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset

unknown 512

unknown 512

Length Value

c4 47 74 81 d5 01 85
e2 7d 6b eb 2a 9e 78
70 1d 6f c2 53 7a f6 f4
9f 2b ba c3 ef 9d df 67
37 96 36 2c 02 38 0d
d3 ee 9d 47 8 31 86
3a 9b b8 ed d2 46 37
21 7ade55e88d 11
5f Oc b0 b7 6¢ 05 b2
e4 859b 2c dO fb ae
de 2d 89 50 d1 8d 9a
f303 85 79 8b 21 86
46 b8 37 1a 5f 37 b7
d8 6d 29 36 8e 89 8e
b7 bl d4 2c 47 e9 5d
f0 €9 51 f6 df 15 a9
8b €9 2c 69 50 04 d4
4c 02 38 9b ae a7 66
84 ef b5 a6 e5 00 e7
10 b9 0d 8f aa b3 ea
56 1c ae a6 74 ee 7e
07 a5 b2 ba 20 46 4c
4be2 11 ca0d f4 d1
47 4c 2e 6e 89 fd 93
bd 8f 30 53 ae 45 eb
da 6f c3 02 2e 5a cd
46 85 83 a4 ba 90 4e
3d 6a 60 99 be 9d 2e
e655dd e7 ed 81 2a
a0 6a 40 al a7 4e 27
9 14 dd 60 68 86 4f
41 80 c2 b0 dc cf 27
4392210 0b 41 ff 7b
46 ad 49 38 cc 33 5a
f1 35 73 0a 6¢ 8b b4
ef 60 a3 53 bl a4 54

09 5b 2f be 3a f1 c3
59 d9 e5 0a e4 20 25
95 f1 a4 al 4a a2 07
€389 07 32 bc b2 92
73 27 69 9e 25 8b 66
18 19 67 c6 6 58 8b
2d 5d c5 bb b2 1d ce
56 ca f6 f4 b7 8b d5
41 14 76 87 8f 80 b6
50 76 ed 49 c3 f4 ba
16 5e 90 ac ac 61 f6
4051 41 ed af 70 22
cbh f0 84 87 3b ba 2¢
40 8a ac 80 c2 3b 1la
92 37 09 46 71 3f d5
83 1le 68 e5 e5 8e 3¢
c0 4a 9e ac f6 05 61
12 62 38 1a 6b 93 3f
a5 03 95 bd ec 2f 78
d4 e2 45 3d 98 ae e8
76 39 c4 a5 69 Oe b0
b4 bf eb 2e 3b b5 89
6c 387212 47 67 f1
e4 bc 68 42 a2 34 ca
3030 17 34 78 6¢ d8
le 7f 48 2 25 b5 b8
be 5 8e 38 bf 4f b7 fd
89 ¢4 bb 82 b3 a0 91
Oe 2a a9 38 cf 3c 43
22 3fba 77 7a a9 05
9f a2 d6 62 83 de fc
9a 18 61 ea 30 6a 7f
4f 11 ef 59 05 55 3b
69 al 97 17 cd c0 6b
26 50 2d af b7 f4 7e
b4 17 ea 3e 48 f9 3d
5c 02

Source

Ascii Completion Count Address  Symbol
.Gt....}k.*xp.0.Sz...+.....g  success or wait 1 6DBB9FBC WriteFile
7.6,8...G.1.....F7'z.U

e Py LET.

_7..m)

N'...'h.OA.....'C."..A{F.18.3

Z.5sl..".S.T

JYel %...3....2..8" success or wait 1 6DBBOFBC WriteFile

i.%.f.g..X-]....V.....A.v.
Pyl /la@QA.p....
,@....;.7.Fg?..h..<J....a.
b8.k.2..../x..E=...v9..i.....
.;..18r.Gg...hB.4.00.4xl...H.

%.....8.0....
<C"?.wz.

k&P-
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 507

unknown 512

8c 47 20 55 9 2c 8b

Ascii

.G U.,.F+.2>h#T./.

46 b5 2b 0f f9 3f 88 3e {.w(.V..

...4.SR../.g5}6.~.......7.0.

.H..s4.N..u.l.yJ;Bf...D.T=....
L1038k {

68 ce 23 54 0a 2f df
7b 94 77 28 €3 56 ed
8b b2 al do ac 34 01
c2 53 52 e3 ae 2f 96
67 35 7d 36 98 7e fb
bf 88 81 1f d6 9e 37
al 30 f1 fa 48 a3 bb
7334 d7 4690 el 75
1f 6¢ fc 79 4a 3b 42
66 95 18 93 44 ef 54
3dc80bf2alecll
91 5d 42 6d 83 cf 8d
9a 00 18 c3 b5 e5 c5
1b 22 13 5d b2 60 33
f7 ea 3e 6b d2 aa 7b
70 al 95 3a 74 d8 9e
27 d7 9f 80 9e 96 75
a8 50 74 8f 33 d0 e5
53 bd b6 32 bc 3b 88
2b af f7 77 1e dO ec
63 10 cc 12 da 90 47
be 15 ¢3 58 7b 69 e2
34 d585dabd a5 71
27 ea Oe 98 ff 1f 8c e7
53 e7 85 03 90 84 cf
f1 ad 62 7b 38 c9 f6
14 3b 7d d2 2b 8f cb
b0 74 Oe 17 93 a9 7f
82 86 b4 50 2d ab 2b
3 f6 9a 8¢ be cd b8
3a b9 c3 b0 06 9 55
d1 80 e2 8f fc 22 7f 74
ab 14 el b2 e5 0d 8e
cd b0 68 0b el eb db

83 €9 8a 2894 4c 35
€6 65 80 ce c1 7f 48
59 36 bb b8 b3 7a 3d
b1 20 41 5e 85 3e df
a5 de 44 02 eb 85 73
85al b9 a3 elcfa7
a3 8e 1b 1a 7c 86 b0
67 19 71 83 3b 20 45
36 9d 08 0d 5e 8d e3
f0 30 d9 1e cc dc 52
af bb 20 bf c7 ce bb ef
10 ad 63 02 ab fc cf
99 8a 8f d1 fc 6d 9e
19 d8 17 06 f1 e9 3f
77 €2 64 48 48 70 08
e1e87900832234
8a 9f 98 69 11 e6 12
30 a8 9c 79 97 80 01
90 6a 8ach 66 €9 ec
fc c7 2a 07 ef af b3 93
ba d5 b3 2d 2a 3a 89
€6 dc 4f bf 89 62 c4
3d 26 73 66 39 €0 c9
df 52 88 b6 62 f3 3a
95 08 c7 7a 2b 34 2f
5c 4d ce 9c bb ae 7a
2d b5 7a 90 80 bf dO
bc 61 21 cd d3 f3 97
4d 74 62 09 34 08 5b
b2 da 1d 3a 6¢ a5 8e
bl c517 23¢9 06 eb
c7 4e fe fe 4a 1c ad
90 b8 87 b7 1a 80 de
Oe 92 9a cd dc 1f da
58 db da dd c6 9a ee
e6 ca b8 2f c1 bb 22
43

...(.L5.e....HY6...z=. Ar>...

D..s....

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 512

unknown 512

c6 df 41 3d e2 02 65
36 3c e0 8e 04 e8 35

f8 a0 da 1a 8f 11 8b 3f ...

5a lace 84 453bec
28 b8 46 66 2c 6e cc
ca e8 0f e4 dO db 85
d1 43 13 8c 35 aaca
4418 d7 e5 2a 18 24
99 e4 b7 1d 1a 9a 5d
87 9c 2d d4 4c d6 c8
ee 2e 04 5f 51 7b b3
be 5f 16 7b 09 d4 4d
4d 3 ef 06 e2 d9 2e
32 fc 7e el b7 59 02
41 ee 7d 00 ca 36 82
c0 81 a4 55 75 c9 3f
€2 125388 8c 7b 29
d6 05 06 58 71 15 39
dd 8e f7 8e 86 78 a0
52 5e ¢4 03 e0 31 6b
95 a6 33 7b ff d5 75
02 47 3f 67 7e Oc 3a
dc d5 c8 98 25 2f 7e
b4 27 92 41 75 a9 14
4c 34 b6 37 8b 8¢ 88
11 8b d6 7e 66 dO dc
25 3e 80 3e 8c Oe 5e
4a a2 87 b9 dc d0 e5
34230392 ae 3b ac
40 9f 3a f6 €0 34 95
de 63 54 f9 28 63 6b
92 bf 28 al b7 f1 64
da 7c cd 1c 49 35 de
7b c4 27 ec f1 7e 37
27 6a a3 0f 24 57 a8
cl1b 62 63 66 13 dc
3597

7a02c276 2091 7d
17 c8 93 e3 14 47 f3
84 6¢ 37 c2 15 5d ef
37 83 a7 1a 3d 59 b6
1583 90 2a 85 ef 84
c4 75 3a d4 6b 08 16
8a c5 a0 Ob 48 6d 9a
52 7a 8d 68 29 03 92
1 c2 0d 25 7f 9c 9 2d
2e 68 fb 42 30 12 be
2181 ade787752b
65 2a 18 e0 33 02 fc
308a12 el e387cf
2e b8 8f 09 fb 93 61
28 68 71 a7 e6 €9 85
ae 21 3e 04 ea 34 c8
66 d6 49 5b ab 87 42
4147 18 3e e4 3b 47
2a9a 2159 b8 0f f4
3c df 58 cc e9 59 65
Oe b4 15 66 Oc 8e fe
1d fe 70 9d 45 56 fd
c8 ab 14 86 03 de 05
8e fa el 7b 7c 5¢ 03
€9 68 ef 63 8e 91 1e
b3 53 b4 01 64 11 d8
b4 36 44 d4 7a ba Oc
66 fd 7a 10 a0 f9 51
91 c4 e4 Oe 1f d0 a8
ac af 1c 76 e9 9e 1d
5c fe 75 8f 58 c0 fO 6b
al 97 34 4c 80 04 03
bd be e2 3e b9 90 c9
c2609afba8 14 11
25 39 fe 32 4d d1 66
33 ¢7 ca bc 25 bf 36
5¢c

Ascii
.A=..e6<..5.....72Z...E;
Ffn.......C.5.D..%$...

Lo Qf_{.MM...
.2.~.Y.A}S6..Uu.2.S.

...Xq.9....x.R"...1k..3{..u.G
?29~....%/~"Au..L4.7.....~

f.%>>.N.... 4#..;.@
CT.(ck..(...d.|.15.{.".~7"
j..$W...bcf..5.

z.v }...G.7.].7..=Y...
Feunke....Hm.Rz.h).....
..-.h.BO..I....u+e*..3..0...
........ a(hg.....!>.4.fI[..B

AG.>;G*lY..<X.Ye..f...

p.EV. A\..h.c....S..
d...6D.z.f.z..Q.........V..
AuXokdl....>.0
%9.2M.f3...%.6\

(

D

4

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 512

unknown 507

ce a2 17 37 70 dc 94
4181 403ch9 1379
36 96 €8 1f 93 45 92
04 a6 34 88 {7 3f 44
98 7b al a5 14 51 01
ab c6 11 4c 5f ba ff 83
b3 de 60 e6 82 a9 01
c6 54 aa 4c 26 cd 91
34 11 5e d3 1d 05 6b
bd 7c 5f 31 3¢ 97 24
47 49 52 75 07 b0 ca
5a el 65 65 1f 9b 65
04 26 b0 8f 8¢ 29 f5
30 bf 37 de a0 a8 1b
64 21 fc 14 51 5e fa
66 a3 c7 €9 d8 3a fO
52 a5 9c 84 db c0 35
4e 02 e9 db e8 c7 89
c7 c3cfachbba2al
622 26 9c 7d 3e 73
bf 23 48 44 b8 5 fb 2f
88 3b 48 f8 6b 88 4e
22 b7 40 f6 be 65 8b
3b 02 53 cd f8 d5 d4
91 ec bf aa bd al 9e
07 10 15 Oe a4 26 5d
5d d0 dc ad d9 1a 4f
8d e6 13 ab 2e 3f db
3f 80 0f 64 e2 1a ff 1c
17 el ce d4 49 b7 e7
€0 09 d9 36 40 5b 27
9f 8e 38 4c 4d 8f 1d
e3 34 ce fc 30 51 d7
69 7f b3 22 04 46 01
b4 fd f1 e0 83 78 50
418919 99 ce a8 fe

ac 1c 8b 3e f0 67 7c
46 65 57 Ob 01 8c d8
cb ad f5 9¢ 55 9a f1

8c22alcl7e711f
20 89 6e 32 00 b8 bc
70 04 28 31 4f 5¢ 2¢
6e ec 52 47 ca 3f 7d
ea 6a 42 2af6 11 22
49 09 2c f1 b5 b6 e7
7b d8 ec be 24 7d a2
d7 36 4c af 7e b7 d3
8f a7 fd 81 27 4c 15
be ea 4e 26 b0 83 8a
84 c4 2b fe 4f O 7e 28
81 2a fc b6 b6 c6 88
6d 7b 99 7d 41 ce 47
b9 5f 80 c4 6¢ 91 8b
c3dc 93 4b 23 33 27
21 b3 5b e6 72 6e 88
a9 6e dd ba cl bc 85
ee c54b 11 30 22 Oe
ed el 8ecl 74 be 61
a5 f1 f1 bc a6 d4 d2 2f
76 89 14 23 95 a4 a5
€6 50 0b 50 Ob a0 1f
00 96 ca f5 cd 7d 5d
fc 8¢ 09 5¢ 85 6a 44
8c 2e 2d 4e a6 62 3c
1f 97 f1 bc e9 ba c5
a2 3584 8326 c2 4e
43 46 ad 4b 6¢ ed ea
8c e3f4cccc 47 fbf8
e9 le b2 e3 1c a4 3f
4f bd 92 32 db a3 10
b1 9f d7 6a c6 36 b5

Ascii

..7p..A.@<..y6....E...4..?D. success or wait
QL . Tl 4N
...k|_1<.$GIRu...Z.ee..e.&.
).0.7...dL.Q . LR....5
}>s#HD.../.

.b.&.
HKN".@..e.;

> g|FeWw........ U.*.wH..." success or wait

..~Q..n2...p.

(10\n.RG.?},jB*.."I.,....
2a0ebb 77480792 {.$}.6L~...L

N&...+.0.~(*...m{}JA.G

LK#31[.

K.0

P.....}]..\JD.
..5..&NCF.KI
0..2.....j.6.

IS [ S

~N.b<.....

Completion

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset

unknown 649

unknown 975

Length Value

ae 85f4 36 el 9521
f1 e0 2e 1a 73 b2 7f
50 a7 6e 19 9e 6e 8e
7a 059536 01 13 2e
11 c9 c2 a3 15 0d c6
33 36 bb df 97 2b ee
00 b3 81 c5 3 ca b8
c8baf4 90 5d f2 77
d6 Oc 84 6d 98 4f 1c
db 8c 28 34 e6 c0 62
1d 47 61 al c8 ce 5e
8 c2 8e e2 4a 6f fa bc
7c 3418599 70 4b
0f a2 93 67 5b 98 a8
ef 3b d3 7b 7a 46 64
8e 93 bd 3f 6a 2c c1
47 8d 2a 19 26 04 19
5f 97 36 cc 67 86 84
16 fb 1d 5f 9d 68 f1 ac
02 94 aa 3b 61 d4 1a
d4 62 70 46 68 9f 92
bb 6f b5 69 05 e4 €9
0d 0d 61 ce ef 9f 48
35 5f c6 99 7b 97 8b
f1 3d 1b ad 88 Oc db
9e Oe 5d be d9 b7 81
Oacc 16 ¢7 c0 18 52
d8 49 1c 69 85 90 ff
b5 f4 c6 6a 35 ce 6b
66 fd a4 7a 7a 32 4b
95 28 c7 17 de e7 6b
da 85 50 3d f9 4e d3
0133 0e5371ffe8
48 f4 d8 42 64 d9 4c
fa 8f d1 2e 31 d3 83
92 70 98 84 2a 99 dd
33

19.d54d 01 c349 11
ec 49 83 d5 00 48 89
c1 48726 49 01 c1
48 89 c8 48 83 d2 00
48 89 d5 48 {7 66 08
49 01 ea 48 83 d2 00
49 01 c2 4889 c8 48
83 d2 00 48 89 d5 48
7 66 10 49 01 eb 48
83 d2 0049 01 c3 48
89 ¢8 48 83 d2 00 4c
89 c9 4d Of af cf 48 89
d5 48 f7 66 18 49 01
ec 48 83 d2 00 4d 31
c049 01 c4 4c 89 c8
49 11 d5 49 83 d0 00
49 f7 26 4c 89 cd 48
01cl4c89c84811
d1 4d 29 cb 49 83 d9
00 49 f7 66 08 49 01
ca 48 83 d2 00 49 01
€2 4889 e849 11 d3
48 89 ea 49 83 d1 00
48 cle02048clea
204929 c4 48 8b 43
104819 d5 4d 01 cc
49 11 ed 49 83 d0 00
48 89 c1 48 7 26 49
01 c2 4889 c8 48 83
d2 00 48 89 d5 48 {7
66 08 49 01 eb 48 83
d2 00 49 01 c3 48 89
c8 48 83 d2 00 48 89
d5 48 f7 66 10 49 01
ec 48 83 d2 00 49 01
c4 48 89 c8 48 83 d2
00 4c

Ascii

...6..1...s.P.n.n.z.6.....

SJwe.m
.0...(4..b.Ga..”...Jo..|.A..
pK...g[...;{zFd...?},.G.*.&..

) O 8 o . 18 B 1
HALHLH H. H.HfI
JHO L HAHL LML H U H.f

[ 8 7 0 O |
LLH.M).LLLELH.LH
LLHLULLHLHL).H.CH.
V18] 8 O R S B e o M
SLHLHHLH HALL
(ocllelAlalrkec L

Completion

success or wait

success or wait

Count Address

1

1

Source
Symbol

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset
unknown 1608

unknown 1278

Length Value

19 5 49 83 d8 00 4c
89 ca 4d 19 f9 49 83
da 00 4c 0f 42 el 4c
0f 42 ed 4c 89 27 4c
0f 42 c3 4c 89 6f 08
4c 0f 42 ca 4c 89 47
10 4c 89 4f 18 f3 c3
90 90 90 90 90 90 90
90 90 90 90 90 90 90
90 90 90 90 90 48 89
7c 2408488974 24
10 48 89 0 48 89 cf
48 89 d6 b9 00 01 08
00 23 0d 6a d8 59 03
55534154 41 5541
56 41 57 81 f9 00 01
08 00 74 30 48 8b 06
4c 8b 76 08 4c 8b 7e
10 4c 8b 46 18 €8 7c
00 00 00 eb 32 90 90
90 90 90 90 90 90 90
90 90 90 90 90 90 90
90 90 90 90 90 90 90
90 90 90 48 8b 16 4c
8b 76 08 4c 8b 7e 10
4c 8b 46 18 48 8d 76
80 €8 68 04 00 00 4c
8b 3c 24 4c8b 74 24
08 4c 8b 6¢ 24 10 4c
8b 64 24 18 48 8b 5¢
24 20 48 8b 6¢ 24 28
48 8d 64 24 30 48 8b
7c 240848 8b 74 24
10 f3 ¢3 90 90 90 90
90 90 90 90 90 90 90
90 90 90 90 90 90 90
90 90 90

€949 11 c8 c4 c2 c9
f7 ca 49 83 d1 00 c4
c2cbf7¢c24901 cb
4911 c0c4 42 f3 16
d24911c9c4c2c9
7 cb 49 83 d2 00 c4
c2cbf7¢c34901c8
4911 clc442f3f6
db 49 11 ca 49 83 d3
0048 31 d2 4d 01 c4
48 8b 35 77 e3 ff ff 4d
11 cd4d 89 e0 4d 11
d6 4d 11 df 4d 89 e9
4883 d2 00 49 83 ec
ff 4d 89 f2 49 19 f5 49
83 de 00 4d 89 fb 49
19 ef 48 83 da 00 4d
0f 42 €0 4d 0f 42 €9
4c 89 27 4d 0f 42 f2
4c 89 6f 08 4d 0f 42 fb
4c 89 77 10 4c 89 7f
18 f3 ¢3 90 90 90 48
89 7c 24 08 48 89 74
2410 48 89 e0 48 89
cf 48 89 d6 41 54 41
55 48 8b 06 4c 8b 2d
17 e3 ff ff 4c 8b 4e 08
4c 8b 56 10 4c 8b 5e
18 49 89 c0 4c 8b 25
f1 e2 ff ff 48 89 c1 49
cle0 2049 f7 e5 48
c1e9204d01cl49
11 ca 49 11 c3 4c 89
c8 48 83 d2 00 4c 89
€949 clel 2049 89
d0 49 7 e5 48

Source

Ascii Completion Count Address  Symbol

.l...L.M.l..L.B.L.B.L.'L.B
.L.o.L.B.L.G.LO.............
........ H.|$.HAS.H. . H.H.....
L#.].Y.USATAUAVAW......t
OH..L

VL~LFo |2,
.H.Lv.L~LFH
Voho L<$Li$S.LIS.L.d$.H.\
$ H.I$(H.d$OH.|$.H.tS.........

success or wait 1 6DBB9FBC WriteFile

O I O = o |

. JLB.L.
l...H1L.M..H.5w...M..M..M..
M..M

JHo L MLLLLMLLLH. L
M.B.M.B.L.'M.B.L.o.M.B.L.
w.L..

...... H.|$.H.t$.H..H..H..ATA
UH..L.-
.LN.LV.LALL%...
HoL LHL ML H..
Lol LH

success or wait 1 6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1173

unknown 2032

77 48 8d 84 24 78 ff ff wH..$x...I..H."...)p...)Xx..X)@ success or wait

ff 49 89 e3 48 8d 60
e0 c5f829 70 e0 c5
8 29 78 f0 c5 78 29

Ascii

. X)H..x)P
X)X0.x)*@.x)hP.x)p
TX)XPaOnieis

2958 30 c5 78 29 60
40 ¢c5 78 29 68 50 c5
7829 70 60 c5 78 29
78 70 c5 fd 6f 05 d4
de ff ff c5 ed ef d2 c5
e5 ef db c5 dd ef e4
c5 fd 6f 2d a0 de ff ff
c5 7d 6f 15 b8 de ff ff
c4 ¢l 79 6e c8ch e2
6d 36 c9 b8 08 00 00
00 c5 fd 6f 32 c5 fd 6f
7a 20 c5 7d 6f 42 40
¢5 7d 6f 5a 60 c5 7d
6f a2 80 00 00 00 c5
7d 6f aa a0 00 00 00
c555 76 c9 c5 2d 76
f1c5 d5 fe e8 c5 2d fe
d0 48 8d 92 c0 00 00
00c4claddbflca
cl45dbf9 c4 41 3d
db c1c4 41 25 db de
c4411ddbeb c4 41
15 db ee c5 ed ef d6
c5e5 ef df c4 c1 5d ef
e0c4 cl 6defd3ca
c1 65 ef dc c4 c1 5d ef
e5 48 ff c8 75 87 c5 fe
7f 11 c5 fe 7f 59 20 c5
fe 7f 61 40 c5 8 77

40 01 00 00 e8 03 f7 ff
ff 4c 89 27 4c 89 6f 08
4c 89 47 10 4c 89 4f
18 48 8b 84 24 80 00
00 00 48 8d 9c 24 80
00 00 00 4c 8b 8c 24
€0 00 00 00 4c 8b 94
24 e8 00 00 00 48 8d
b4 24 €0 00 00 00 4c
8b 9c 24 f0 00 00 00
4c 8b a4 24 f8 00 00
00 48 8d bc 24 00 01
00 00 e8 cf e5 ff ff 48
8b 84 24 40 01 00 00
48 8d 9c 24 40 01 00
00 4c 8b 4c 24 40 4c
8b 54 24 48 48 8d 74
24 40 4c 8b 5c 24 50
4c 8b 64 24 58 48 8d
bc 24 40 01 00 00 e8
99 e5 ff ff 48 8d 9c 24
00 01 00 00 48 8d bc
24 40 01 00 00 e8 04
f6 ff ff 66 48 Of 7e c7
66 Of 6f c5 66 Of 6f cd
66 0f df 84 24 60 01
00 00 66 Of 6f d5 66 Of
df 8¢ 24 70 01 00 00
66 0f 6f dd 66 Of db 94
24 20 02 00 00 66 Of
db 9c 24 30 02 00 00
66 0f eb d0 66 Of eb
d9 66 Of 6f c4 66 0Of 6f
cc 66 Of df c2 66 0Of 6f
d4 66 Of df cb 66 Of

LUve-v H

LELA=LA%.. A A.....

..... J...m...e..].H.u....Y
.a@..w

Q..

ol e Lo ool bec el 3
o LociBbod Lok oo Mkthocos

..H.$@..H..$@...L.L$S@QL.

T$HH

$...H..$@..

f.$.. fof.$p..fof.$
..f..$0..f..f.fofo
f.fof.f

L'L.o.L.G.L.O.H..$. success or wait

Source

Count Address  Symbol

1

2

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 3671

unknown 943

13 23 4c 13 6b 08 4c
89 e04c 1343 10 4c
13 4b 18 4c 89 ed 49
83 d3 00 4d 31 d2 49
83 dcff4c 89 cl 4d
19 5 49 83 d8 00 4d
89 ca 4d 19 9 49 83
db 00 4c 0f 42 e0 4c
0f 42 ed 4c 89 27 4c
0f 42 c1 4c 89 6f 08
4d 0Of 42 ca 4c 89 47
10 4c 89 4f 18 f3 c3
90 90 90 90 90 90 90
90 4d 31 db 4c 1b 23
4c 1b 6b 08 4c 89 e0
4c 1b 43 10 4c 1b 4b
18 4c 89 ed 49 83 db
00 4d 31 d2 49 83 d4
ff 4c 89 c1 4d 11 f5 49
83 d0 00 4d 89 ca 4d
11 9 49 0f ba e3 00
4c 0f 43 e0 4c 0f 43
ed 4c 89 27 4c 0f 43
cl 4c 89 6f 08 4d 0f
43 ca4c 8947 10 4c
89 4f 18 3 ¢3 90 90
90 90 90 90 90 4d 31
db 4c 19 e0 4c 19 ed
4989 c4 4c 19 c1 4d
19 ca 49 89 ed 49 83
db 00 4d 31 c9 48 83
do ff 49 89 c8 4c 11 f5
4883 d1 00 4d 89 d1
4d 11 fa 49 Of ba e3
00 4c 0f 42 e0 4c Of
42 ed 4c 0f 42 c1 4d
of

00 00 00 Of 00 00 00
10 00 00 00 10 00 00
00 10 00 00 00 10 00

0000 10 00 00 00 10 k.ChaCha20 for x86_64,

00 00 00 10 00 00 00
10 00 00 00 10 00 00
00 10 00 00 00 10 00
00 00 10 00 00 00 10
00 00 00 10 00 00 00
10 00 00 00 10 00 00
00 65 78 70 61 6e 64
2033322d 627974
65 20 6b 00 43 68 61
4368 61 32 30 20 66
6f 72 20 78 38 36 5f
36 34 2¢ 20 43 52 59
50 54 4f 47 41 4d 53
20627920 3c 6170
70 72 6f 40 6f 70 65
6e 73 73 6¢ 2e 6f 72
67 3e 00 90 90 90 90
90 90 90 90 90 90 90
90 90 90 90 90 90 90
90 90 90 90 90 90 90
90 90 90 90 90 90 90
90 90 90 90 90 90 90
90 90 90 90 90 90 90
90 90 90 90 90 90 90
90 90 90 48 89 7c 24
08 48 89 74 24 10 48
89 e0 48 89 cf 48 89
d6 4c 89 c2 4c 89 c9
4c 8b 44 24 28 48 83
fa 00 0Of 84 b2 03 00
00 4c 8b 15 95 a3 59
03 49 0f ba e2 30 0f
822428

Ascii

HLKL.LCLKL.IL.ML.L.
L.M.L.M.M..l.LB.LB.L
'L.B.Lo.M.B.LG.LO....
WMLL#LKL.LCLKL.I.
MLI.L.M.L.M.M..I...L.

C.LCL'LC.LOM.CLG.L

........ ML1.L.L.L.L.M.LI

.MLH..LL.H.M.M.I..

.L.B.L.B.L.B.M.

........... expand 32-byte

CRYPTOGAMS by

<appro@openssl.org>......

................... H.$.H.t$.H

CHOH.L.L.LD$(H.........

LY1L.0.%(

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1353

unknown 1294

66 Of fe d3 66 Of fe c1 f...f..fD...fD...fA.0.fA.r..f
66 44 0f ef ca 66 44 Of A.o.fr.fAr.fD..fr.fD...
fE...fA..fE..fA...f.8.£.8..
f..f...fD...fD..fA.0.fA.r.f
41 0f 6f eb 66 Of 72 f4 A.o.fr. .fAr.fD..fr.fD...
f.p.NfE.p.9f.p..f.p.NfE.p.of.
p..fE..fA..fE..fA..£.8..f.8
f. f.fD..fD...fA.0.fAr.

ef d8 66 41 0f 6f el
66 41 0f 72 d1 14 66

Oc 66 41 0f 72 d3 14
66 44 0f eb cc 66 0f
72 5 Oc 66 44 0f eb
dd 66 45 0f fe c1 66
41 0f ef d8 66 45 0f fe
d3 66 41 0f ef ca 66 Of
38 00 df 66 Of 38 00 cf
66 Of fe d3 66 Of fe c1
66 44 0f ef ca 66 44 Of
ef d8 66 41 0f 6f el
66 41 0f 72 d1 19 66
41 0f 6f eb 66 Of 72 f4
07 66 41 0f 72 d3 19
66 44 0f eb cc 66 0f
72 f5 07 66 44 0f eb
dd 66 Of 70 d2 4e 66
45 0f 70 c9 39 66 Of
70 db 93 66 0f 70 cO
4e 66 45 0f 70 db 39
66 0f 70 c9 93 66 45
0Of fe c1 66 41 0f ef d8
66 45 0f fe d3 66 41 Of
ef ca 66 0f 38 00 de
66 0f 38 00 ce 66 Of fe
d3 66 Of fe c1 66 44 Of
ef ca 66 44 Of ef d8 66
41 0f 6f e1 66 41 Of 72
d1 14 66 41 0f 6f eb
66 Of 72 f4 Oc 66 41 Of
72

2410 66 Of 6f 64 24
20 66 Of 6f 6¢ 24 30

fe e2 66 Of fe eb 66

fd 66 41 Of 6f f6 66 41
0f 72 f6 Oc 66 Of 72 d6
14 66 41 0f 6f ff 66 41
0f 72 7 Oc 66 44 0f eb
6 66 Of 72 d7 14 66
41 0f 6f 33 66 44 0f eb
ff 66 45 Of fe d6 66 45
0Of fe df 66 41 0f ef d2
66 41 Of ef db 66 Of 38
00 d6 66 0f 38 00 de
66 Of fe e2 66 Of fe eb
66 44 Of ef f4 66 44 Of
ef fd 66 41 0f 6f fe 66
41 0f 72 f6 07 66 Of 72
d7 19 66 41 0f 6f f7 66
41 0f 72 f7 07 66 44 Of
eb f7 66 0f 72 d6 19
66 41 Of 6f 3a 66 44 Of
eb fe 66 45 0Of fe c5 66
45 0f fe ce 66 41 0Of ef
d8 66 41 0f ef c1 66 Of
38 00 df 66 0f 38 00
c7 66 Of fe e3 66 Of fe
e8 66 44 Of ef ec 66
44 0f ef f5 66 41 Of

Ascii

fA.o.fr fAr

$.f.0d$ f.0I$OfE...fE...fA...f
A..f8.£.8.f. .f.fD..fD.
66 45 Of fe d6 66 45 Of ..fA.o.fAr.f.r. fA.0.fAr.f
fe df 66 41 0f ef d2 66 D...f.r..fA.03fD...fE...fE...f
41 0f ef db 66 0f 38 00 A...fA...f.8..f.8..f..f..fD.
d7 66 Of 38 00 df 66 Of ..fD...fA.o.fA.r.fr.fA.0.fA
.r.fD.. fr.fA.ofD. fE...f
44 0f ef f4 66 44 Of ef E...fA..fA..f.8.£.8.f. .f.

.fD...fD...fA.

Source
Count Address  Symbol

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-

x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-

x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value Ascii

unknown 1326

unknown 1654

860000004883 fa ..H.@sM1...4%..L$.y.I$
4073204d31d2c5 ..I1%0......... 6..N...n..n
f9 7f 34 24 ¢c5f9 7f 4c 0...7...0..z.0 ...00...... Hv@
2410c5797f6c24 y<$M1l.y.T$.H.@..T$
20 c5 f9 7f 6¢c 24 30 H.@.y
€e9ae01000090c5 .L$0O.V............... 6...N...n
c9 ef 36 c5 f1 ef 4e 10 ...n0...~@.).VP...V".1.Np...
c51l1ef6e20c5dl 7..0.z.0

ef 6e 30 ¢5 fa 7f 37 ¢5 ...00.z..@.z.WP...W
fa7f 4f10c5 7a 7f 6f ".z.Op......H....... y.$M1....
20 c5fa 7f6f30 0f 84 \$.H....... y.t$

9b 01 00 00 48 8d 76

40 ¢c5 79 7f 3c 24 4d

31d2c5797f54 24

10 48 8d 7f 40 c5 f9 7f

54 24 20 48 83 ea 40

c5 79 7f 4c 24 30 e9

56 01 00 00 90 90 90

90 90 90 90 90 90 c5

c9 ef 36 c5 f1 ef 4e 10

c5 11 ef 6e 20 c5 d1

ef 6e 30 c5 01 ef 7e

40 c5 29 ef 56 50 c5

e9 ef 56 60 c5 31 ef

4e 70 c5 fa 7f 37 c5 fa

7f 4f 10 c5 7a 7f 6f 20

c5 fa 7f 6f 30 ¢5 7a 7f

7f 40 c5 7a 7f 57 50

c5 fa 7f 57 60 c5 7a 7f

4f 70 0f 84 13 01 00

00 48 8d b6 80 00 00

00c579 7f1c 24 4d

31d2c5f9 7f 5¢c 24

10 48 8d bf 80 00 00

00c5797f74 24

ef 26 c5 fl ef 6e 10 ¢5 .&...n....v ..~OH.v@..."...0.
e9ef7620c5elef ..w..OH.@.k..b.}HI.b}
7€30488d7640c5 H9..b.}HI..b.}HI.H..@......
fa7f27 c5fa7f6f10 ..&..n.v..~OH.v@..."...0.
c5fa7f7720c5fa7f ..w...0H.@......b.}H9..b.}
7f 30 48 8d 7f 40 0f 84 H9..b.}H9..b.}HI..H..@......
6b01000062f37d ..&..n...v..~OH.vV@..."..0.
4839¢c40162f37d ..w...0H.@.....b.}H9..b.}
4839cd0162f37d H9..b.}HI..b.}H

4839 d6 01 62 f3 7d

48 39 df 01 48 83 ea

40 0f 82 09 01 00 00

c5d9 ef 26 c5 d1 ef

6e 10 c5 c9 ef 76 20

c5 cl ef 7e 30 48 8d

76 40 c5 fa 7f 27 c5 fa

7f 6f 10 c5 fa 7f 77 20

c5 fa 7f 7f 30 48 8d 7f

40 0f 84 11 01 00 00

62 f3 7d 48 39 c4 02

62 f3 7d 48 39 cd 02

62 f3 7d 48 39 d6 02

62 f3 7d 48 39 df 02

48 83 ea 40 0f 82 af

00 00 00 c5 d9 ef 26

c5 d1 ef 6e 10 c5 c9

ef 76 20 c5 cl ef 7e

3048 8d 76 40 c5 fa

7f 27 5 fa 7f 6f 10 c5

fa 7f 77 20 c5 fa 7f 7f

30 48 8d 7f 40 0f 84

b7 00 00 00 62 f3 7d

48 39 c4 03 62 3 7d

48 39 cd 03 62 3 7d

4839 d6 03 62 f3 7d

48

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1266

unknown 1209

88 62 d3 65 48 43 db
dd 62 53 5d 48 43 dc
88 62 53 5d 48 43 e4
dd 48 81 fa 00 04 00
00 0f 82 Ob 01 00 00
62 el 7d 40 ef 06 62
el 75 40 ef 4e 01 62
710d 48 ef 76 02 62
71 3d 48 ef 46 03 62
el 7e 48 7f 07 62 el
T7e 48 7f4f 01 62 71
7e 48 7f 770262 71
7e 48 7f 47 03 62 el
65 40 ef 5e 04 62 f1
75 48 ef 4e 05 62 el
6d 40 ef 56 06 62 f1
65 48 ef 5e 07 62 el
7e 48 7f 5f 04 62 f1 7e
48 7f 4f 05 62 el 7e
48 7f57 06 62 f1 7e
48 7f5f 07 62 f1 7d 48
ef 46 08 62 71 35 48
ef 4e 09 62 f1 4d 48
ef 76 0a 62 71 25 48
ef 5e Ob 62 f1 7e 48 7f
47086271 7e 48 7f
4f09 62 f1 7e 48 7f 77
0a 62 71 7e 48 7f 5f
Ob 62 71 15 48 ef 6e
Oc 62 71 2d 48 ef 56
0d 62 71 05 48 ef 7e
Oe 62 71 1d 48 ef 66
0f 48 8d b6 00 04 00
00 62 71 7e 48 7f 6f
Oc 62 71 7e 48 7f 57
0d 62 71 7e 48 7f

ff ff 62 el fd 28 6f e4
62 el fd 28 6f ed 62
el fd 28 6f f6 62 el fd
28 6f ffc4 41 7d 70 c3
00 c4 41 7d 70 cb 55
c4417d 70 d3 aa c4
41 7d 70 db ff 62 41 fd
28 6f c0 62 41 fd 28 6f
c9 62 41 fd 28 6f d2
62 41 fd 28 6f db c4
417d 70 €7 00 c4 41
7d 70 ef 55 ¢4 41 7d
707 aac4 41 7d 70 ff
ff c5 1d fe 25 d2 c3 ff
ff 62 41 fd 28 6f e4 62
41 fd 28 6f ed 62 41 fd
28 6f f6 62 41 fd 28 6f
ff b8 0a 00 00 00 €9
90 00 00 00 90 90 90
90 90 90 90 90 90 90
90 90 90 90 90 90 c4
c2 7d 58 52 08 c4 c2
7d 58 5a 0c 62 61 1d
20 fe 25 aa c3 ff ff 62
b1 fd 28 6f e4 62 b1 fd
28 6f ed 62 b1 fd 28 6f
6 62 b1 fd 28 6f ff 62
11 fd 28 6f cO 62 11 fd
28 6f c9 62 11 fd 28 6f
d2 62 11 fd 28 6f db
62 11 fd 28 6f e4 62
11 fd 28 6f ed 62 11 fd
28 6f f6 62 11 fd 28 6f
ff 62 el fd 28 6f

Ascii

.b.eHC..bS]HC..bS]HC..H.. success or wait

..... b.}@..b.u@.N.bg.H.v.b
q=H.
F.b.~H..b.~H.O.bg~H.w.bg
~H.G.b
.e@.M.b.uH.N.b.m@.V.b.e
BIEhES

H._.b.~H.0.b.~H.W.b.~H._

.b.JH.
F.bg5H.N.b.MH.v.bq%H.".
b.~H.G.
bg~H.O.b.~H.w.bg~H._.bq
.H.n.bg-
H.V.bg.H.~.bg.H.f.H......bq
~H.0.bg~H.W.bg~H.

..b..(0.b..(0.b..(0.b..(0..A}p success or wait

...Alp.U.Alp...A}p..bA.
(0.bA.(0.bA.(0.bA.
(0..A}p...A}p.U.Alp
...A}p.....%....bA.(0.bA.
(0.bA.(0.bA.

(o..

XR..}XZ.ba. .%....b..
(0.b..(0.b..(0.b..(0.b..(0.b..
(0.b..(0.b..(0.b..(0.b..(0.b..
(0.b..(0.b..(0

Completion

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset
unknown 1435

unknown 589

Length Value

49cle93149cleb
314d09c849cle2
0f 4d 09 da 4d 89 45
b0 4d 89 55 b8 4d 89
€349 ¢l e0 0f 4d 89
d149cle93149cl
eb 31 4d 09 c8 49 c1
e2 0f 4d 09 da 4d 89
45 c0 4d 89 55 ¢8 49
89 c348cle0l le 49
89 d9 49 cl1 e9 22 49
cleb224c09c848
cle3 1le4c 09 db 49
89 45 d0 49 89 5d d8
4d 89 c3 49 c1 e0 of
4d 89d149cle9 31
49 cl eb 31 4d 09 c8
49 c1 e2 0f 4d 09 da
4d 89 45 e0 49 89 c3
48 c1 e0 0f 49 89 d9
49cle93149cleb
314c09c848cle3
0f 4c 09 db 49 89 5d
e84d 89 c349cl el
0f 4d 89 d1 49 c1 e9
3149 cleb314d09
c8 49 c1 e2 0f 4d 09
da 4d 89 45 f0 4d 89
55 f8 49 89 c3 48 c1
€011 49 89 d9 49 c1
e9 2f49 cleb 2f 4c
09c848cle3114c
09 db 49 89 45 00 49
89 5d 08 49 89 c3 48
cle0114989d949
cle9 2f49 cl eb 2f
4c 09 c8

e4 23 00 23 23 00 85
85 85 6b 00 6b 6b 00
57 57 57 45 00 45 45
00 35 35 35 a5 00 a5
a5 00 ea ea ea ed 00
ed ed 00 Oc Oc Oc 4f
00 4f 4f 00 ae ae ae
1d 00 1d 1d 00 41 41
4192 00 92 92 00 23
23 23 86 00 86 86 00
ef ef ef af 00 af af 00
6b 6b 6b 7c 00 7c 7c
00 93 93 93 1f 00 1f 1f
00 45 45 45 3e 00 3e
3e 00 19 19 19 dc 00
dc dc 00 a5 a5 a5 5e
00 5e 5e 00 21 21 21
Ob 00 Ob Ob 00 ed ed
ed a6 00 a6 a6 00 Oe
0Oe Oe 39 00 39 39 00
4f 4f 4f d5 00 d5 d5 00
4e 4e 4e 5d 00 5d 5d
00 1d 1d 1d d9 00 d9
d9 00 65 65 65 5a 00
5a5a 009292 92 51
00 51 51 00 bd bd bd
6¢ 00 6¢ 6C 00 86 86
86 8b 00 8b 8b 00 b8
b8 b8 9a 00 9a 9a 00
af af af fb 00 fb fb 00
8f 8f 8f b0 00 b0 b0 00
7c7c7c 740074 74
00 eb eb eb 2b 00 2b
2b 00 1f 1f 1f f0 00 fO
f0 00 ce ce ce 84 00
84 84 00 3e

Source

Ascii Completion Count Address  Symbol

I.1L.1IM..l..M..M.E.M.U.M. success or wait 1
A

MM M..M.E.M

ULHG L L L HL L

LE.L]M..L.M..I.11..1M..]

M.M.E.l.H...L.I.1I..1L.

He Ll LLM.LLM.L20.D

M..l..M.M.E.M.U.I.H...I..I.

JLJLH.LLLEL]LLH..

LY v o

6DBB9FBC WriteFile

... kKK WWWE.EE.55 success or wait 1 6DBB9FBC WriteFile

LA KKK].][.....
.EEE>>>. ... RER]
L ..9.99.000.....
NNNL]J-........ eeeZ.ZZ...Q.
QQ...LIL.......

JOO 19,1 SO 5
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset

unknown 736

unknown 905

Length Value Ascii

dadada3d003d3d ..===..... ot ecerco
00090909010001 V..MMM....... ..

0100 3f 3f3fd6 00 d6 ....... S boocooced JJJ. ..

d6 00 dd dd dd 56 00 ...... 333.....sssL.LL.ggg

56 56 00 94 94 94 4d
00 4d 4d 00 87 87 87
0d 00 0d 0d 00 5¢ 5¢
5c 66 00 66 66 00 83
8383 cc 00 cc cc 00
02 02 02 2d 00 2d 2d
00 cd cd cd 12 00 12
12 00 4a 4a 4a 20 00
20 20 00 90 90 90 b1
00 b1 b1 00 33 33 33
990099 99 00 73 73
73 4c 00 4c 4c 00 67
67 67 c2 00 c2 c2 00
6 f6 f6 7e 00 7e 7e 00
3 f3 f3 05 00 05 05
00 9d 9d 9d b7 00 b7
b7 00 7f 7f 7f 31 00 31
31 00 bf bf bf 17 00 17
17 00 e2 e2 e2 d7 00
d7 d7 00 52 52 52 58
00 58 58 00 9b 9b 9b
61 00 61 61 00 d8 d8
d8 1b 00 1b 1b 00 26
26 26 1c 00 1c 1c 00
c8 c8 c8 0f 00 0f 0f 00
37373716 00 16 16
00 c6 c6 c6 18 00 18
18 00 3b 3b 3b 22 00
22220081818144
00 44 44 00 96 96 96
b2 00 b2 b2 00 6f 6f 6f
b5 00 b5 b5

d4 626262009898 .bbb........cccovriricine
00 98 a3 a3 a3 00 e8 (e sttt
€8 00 e8 2e 2e 2e 00

8b 8b 00 8b 08 08 08 ™.....888.....ddd
00 02 02 00 02 af af af .999.NN.N,,,
00 eb eb 00 eb 28 28

28 00 0a 0a 00 Oa b0
b0 b0 00 2c¢ 2¢ 00 2¢
74 74 7400 1d 1d 00
1d c2 c2 ¢2 00 b0 b0
00 b0 bd bd bd 00 6f
6f 00 6f 36 36 36 00
8d 8d 00 8d 22 22 22
00 88 88 00 88 38 38
38 00 Oe Oe 00 Oe 64
64 64 00 19 19 00 19
le le 1e 00 87 87 00
87 39 39 39 00 4e 4e
00 4e 2c 2c 2¢c 00 Ob
Ob 00 Ob a6 a6 a6 00
a9 a9 00 a9 30 30 30
00 Oc Oc 00 Oc e5 e5
e500 79 79 00 79 44
444400111100 11
fd fd fd 00 7f 7f 00 7f
88 88 88 00 22 22 00
22 9f 9f 9f 00 e7 7 00
e7 65 65 65 00 59 59
0059 87 87 87 00 el
e1 00 el 6b 6b 6b 00
da da 00 da f4 f4 f4 00
3d 3d 00 3d 23 23 23
00 c8c8 00 c8 48 48
4800 12 12 00 12 10
10 10 00 04 04 00 04
d1d1d1007474

Completion

V.V success or wait

success or wait

Count Address

1

1

Source
Symbol

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value Ascii

unknown 1881

unknown 1254

eb 079090909090 ......... l..... f...f..fA.oD$
909049 8d 96 90 00 .fA.oL$.fA.0T$.fA.0\$.f..B.f.
00 00 66 Of ef e4 66 Of .J.f..f..R.f..f.Zf. f. fA
ef ed 66 41 Of 6f 44 24 .0D$.fA.0L$.fA.0T$.fA.0\$.f
806641 0f6f4c24 .B.f.Jf.f.Rf.f.Zf.f
90 66 41 0f 6f 54 24  ..fA.0.$fA.0L$.fA.0T$
a0 66 41 0f 6f 5c 24  fA.0\$0f...f. . .f..f..R

b0 66 Of db 42 80 66  f...f..ZOf...

0f db 4a 90 66 Of eb  f...fA.0D$@FA.OL$PFA.0TS
e0 66 0f db 52 a0 66  fA.o\$pf..B@f..JPf..

Of eb €9 66 Of db 5a

b0 66 Of eb e2 66 Of

eb eb 66 41 Of 6f 44

24 c0 66 41 0f 6f 4c

24 d0 66 41 Of 6f 54

24 e0 66 41 0f 6f 5¢

24 0 66 0f db 42 cO

66 0f db 4a dO 66 Of

eb e0 66 Of db 52 e0

66 0f eb €9 66 Of db

5a f0 66 Of eb e2 66 Of

eb eb 66 41 Of 6f 04

24 66 41 0f 6f 4c 24

10 66 41 Of 6f 54 24

20 66 41 0f 6f 5¢c 24

30 66 0f db 02 66 0f

db 4a 10 66 Of eb e0

66 0f db 52 20 66 0f

eb e9 66 0f db 5a 30

66 Of eb e2 66 Of eb

eb 66 41 0f 6f 44 24

40 66 41 0f 6f 4c 24

50 66 41 0f 6f 54 24

60 66 41 0f 6f 5¢ 24

70 66 Of db 42 40 66

0f db 4a 50 66 Of eb

0f08488d491049 .H.ILIL.IL.I.H.H..M..l.I
83d50049f7e649 ..LT.H.ugl.l.H.M.H.
01c24889d84883 ..LJ/I.HWH.....LvJ|L
d2004d 01e24989 8H.F.H.| HAL.IL.I.H.LI
d34983d3004c89 ..l.I.H.LW.L.I.M.HA
54 0f f8 48 839 00 75 I...I..I..H..L._.l..I...I..I..
846749f7e74901 H..lL.l.M.lL.LW.I.l.HF
c54883d2004d 01 .H..M.H..L/LHW.H..H...
dd 4883 d2004c89 M1.L).M1L.H..

2f 49 89 d4 48 89 57

08 48 83 ¢5 10 0f 85

be fe ff ff 4c 8b 76 e0

4a 8d 7c 4c 38 48 8b

46 €8 48 8d 7c 2f e0

48 8b 5e f0 49 89 c7

497 €6 49 01 c2 48

89 d8 49 89 d3 49 83

d3 00 49 7 e6 49 01

€3 4889 d8 4c 89 57

e8 49 89 d2 49 83 d2

00 4d 01 eb 48 8b 5e

8 49 83 d2 00 49 {7

e7 49 01 c4 48 89 d8

4c 89 5f f0 49 89 d5

49 83 d5 00 49 f7 e6

49 01 c2 48 89 d8 49

89 d3 49 83 d3 00 4d

01 e2 49 83 d3 00 4c

89 57 f8 49 f7 e7 49

01 c5 48 8b 46 f0 48

83 d2 00 4d 01 dd 48

83 d2 00 4c 89 2f 49

89 d4 48 89 57 08 48

f7 €3 48 83 ¢5 10 4d

316 4c 29 cd 4d 31 ff

4c 01 e0 48 83 d2 00

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 2036

unknown 1261

4d 01 da 49 89 d3 49
83 d3 00 48 f7 e3 49
01 c4 48 8b 45 28 48
83 d2 00 4d 01 e3 49
89 d4 49 83 d4 00 48
f7 €3 49 01 c5 48 8b
45 30 48 83 d2 00 4d
01 ec 49 89 d5 49 83
d5 00 48 7 e3 49 01
c6 48 8b 45 38 48 83
d2 00 4d 01 f5 49 89
d6 49 83 d6 00 48 7
€348 8b 5c cc 28 49
01 c7 48 83 d2 00 4d
01 fe 48 8b 45 00 49
89 d7 49 83 d7 00 ff
c9 Of 85 33 ff ff ff 48
8d 6d 40 48 8b 54 24
10 48 3b 6¢ 24 08 73
43 48 8b 5c 24 70 48
7 de 48 8b 45 00 4c
13 07 4c 13 4f 08 4c
1357 10 4c 13 5f 18
4c 13 67 20 4c 13 6f
28 4¢ 13 77 30 4c 13
7f 38 48 19 f6 b9 08
00 00 00 e9 eb fe ff ff
90 90 90 90 90 90 90
90 90 90 90 48 31 cO
4c 03 02 49 83 d1 00
4983 d2 00 49 83 d3
00 49 83 d4 00 49 83
d5 00 49 83 d6 00 49
83 d7 00 48 83 d0 00
48 f7 de 4c 13 07 4c
13 4f 08 4c 13 57 10
4c

5c 24 68 49 89 d1 c4
e2 bb f6 06 c4 62 a3
6 66 08 49 01 c3 c4
62 fb f6 6e 10 49 11
¢4 49 83 d5 00 c4 62
fb f6 76 18 4d 89 c7
4c Of af 44 24 28 48
31 ed 4c 89 c2 48 89
7c 2410 48 8d 76 20
66 4c 0f 38 f6 e8 66
4c 0f 38 6 f5 c4 62 fb
6 11 66 4c Of 38 f6 f8
3 4d 0f 38 f6 d3 c4 62
fb f6 59 08 66 4c Of 38
6 dO f3 4d Of 38 f6 dc
c4 62 fb f6 61 10 48
8b 7c 24 20 4c 89 53
€0 66 4c 0f 38 f6 d8 f3
4d 0f 38 f6 €5 c4 62 fb
6 79 18 4c 89 ca 4c
89 5b e8 66 4c 0f 38
6 e0 f3 4c Of 38 f6 fd
48 8d 49 20 4c 89 63
fO eb 0a 90 90 90 90
90 90 90 90 90 90 66
4c 0f 38 f6 fd c4 e2 ab
6 06 66 4d 0Of 38 f6 d6
c4 62 a3 f6 76 08 66
4c 0f 38 f6 d8 c4 e2
9b f6 46 10 66 4d Of
38 f6 €6 c4 62 93 f6
76 18 67 67 4c 89 c2
66 4c 0f 38 f6 e8 66
4c 0f 38 f6 f5 48 8d 76
20 48 8d 5b 20 f3

Ascii

M.l .H..lLH.E(H...M..I..
l...H..l.H.EOH...M..I..l...H.
AL H.E8H..M..I..L...H..H.\.(
I.H..M..HE.l.Il....3..H

.M@H.T$.H;|$.sCH.\$pH..

HEL.LOLWL._.Lg
L.o(L.wOL..8H.

oo ke bed berd bl bed bl b
H.L.LO.LW.L

\$hi.......b.f.1.b..n.l.l

<D V.M.L.D$(HL.L..H.[$.
H.vfL.8.fL.8...b...fL.8..M.8
.b.Y.fL8..M8..b.aH.|$
L.SAL8..M8...b.y.L.L[.

fL.8...L.8.H.IL.c.
LfL8....... fM.8...b..v.fL.8.

..... F.fM.8...b..v.ggL..fL.8..

fLB.HV H.[ .

Completion

success or wait

success or wait

Source

Count Address  Symbol

8

4

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1066

unknown 2250

c0 4d 31 ff 4d 29 2 4d .M1.M).M..M..H...L).H.T$

11 ff 4d 09 f8 48 c1 f9
05 4c 29 c0 48 8b 54
24 40 49 ff cc 4c 8b
6d 08 4d 31 c0 4c 8b
7510 4c 8b 7d 18 €9
39 0b 00 00 90 90 90
90 90 90 90 90 90 90
90 90 90 90 90 90 90
90 90 90 90 90 90 90
90 48 89 7c 24 08 48
89 74 24 10 48 89 €0
48 89 cf 48 89 d6 4c
89 c24c 89c94c 8b
44 24 28 4c 8b 4c 24
304889 e0 53 55 41
54 41 55 41 56 41 57
41clel034f8d14
49 49 7 d9 4d 8b 00
4e 8d 9c 4c cO fe ff ff
48 89 e5 49 29 fb 49
81 e3 ff 0Of 00 00 4d 39
da 72 28 4c 29 dd 4a
8d ac 4d c0 fe ff ff eb
3b 90 90 90 90 90 90
90 90 90 90 90 90 90
90 90 90 90 90 90 90
90 90 90 90 90 90 90
4f 8d 94 09 c0 Oe 00
00 4a 8d ac 4d c0 fe ff
ff 4d 29 d3 41 ba 00
00 00 00 4d 0f 42 da
4c 29 dd 48 83 e5 cO
49 89 e3 49 29 eb 49
81 e3 00 fO ff ff 49 8d
24 2b 4c

66 0Of db 48 d0 66 Of
eb e0 66 0Of db 50 e0
66 0Of eb €9 66 0f db

58 f0 66 Of eb e2 66 Of A.oC@fA.oKPfA.0S'f..@@

eb eb 66 41 0f 6f 03
66 41 Of 6f 4b 10 66
41 0f 6f 53 20 66 Of db
00 66 41 0f 6f 5b 30
66 0f db 48 10 66 Of
eb e0 66 0f db 50 20
66 0Of eb €9 66 0f db
58 30 66 Of eb e2 66
0f eb eb 66 41 Of 6f 43
40 66 41 0f 6f 4b 50
66 41 0f 6f 53 60 66 Of
db 40 40 66 41 0f 6f
5b 70 66 Of db 48 50
66 0Of eb e0 66 Of db
50 60 66 Of eb e9 66
0f db 58 70 66 Of eb
e2 66 Of eb eb 66 Of
eb e5 4d 8d 9b 00 01
00 00 66 0f 70 c4 4e
66 Of eb c4 66 0f d6
01 48 8d 49 08 83 ea
01 Of 85 e5 fe ff ff 49
8d 22 f3 ¢3 90 90 90
90 90 90 90 90 90 90
90 90 90 90 90 90 90
90 90 90 90 90 90 90
90 90 90 90 90 90 90
90 00 00 00 00 00 00
00 00 01 00 00 00 01
00 00 00 02 00 00 00
02 00 00 00 02 00 00
00 02 00 00 00

Ascii

@l..L.
mML.LuL}.9 .

...... M9.r(L).J..M..

M...M)A....M.B.L).H..L.

1.0 L$HL

f.HEfPAEXE .

fA.0.fA.0K.fA.0S f...fA.o[Of.

HfLfLPfLfXOf L

fA.o[pf.
HPf.f.Pf. f. Xpf.. f..f
.M

o HSHASH.H.H
..L..L..L.D$(L.L$OH..SUAT
AUAVA
WA...O.IL.M..N..L..H..I).|

Completion

success or wait

success or wait

Source

Count Address  Symbol

2

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value Ascii

unknown 1344

unknown 1951

084883d2004d8d .H..M..I.H.H.J.D.H...L..
7f044989d248f7 H..J|.L.M9....H.I.J.D

e54801c74a8b44 .H.NT.H.I.H.L.JD.H
fef04883d2004c ..M..H..N..H.H..I.J.D.H

01df4883d2004a ..N.\.H..M.v.l.H.H.H.H.

897cfce04989d5 .L.H..J|.l.HLM.H..N,
4d 39 cf 0f 82 12 ff ff ff .H...N.I..J.<.M9......J.|..M.
48f7e34901c24a y.H.$H.T$.I..H.4$SM1.H+.
8b44f9f04883d2 H.AH.N.H.QJ..J.T.
00 4e 03 54 fc f0 48

83 d2 00 49 89 d3 48

7 €549 01 c5 4a 8b

44 fe 8 48 83 d2 00

4d 01 d5 48 83 d2 00

4e 89 6¢ fc e8 48 89

d7 48 f7 e349 01 c3

4a 8b 44 f9 f8 48 83

d2 00 4e 03 5c¢ fc 8

4883 d2 00 4d 8d 76

01 49 89 d2 48 f7 e5

48 01 c7 48 8b 06 48

83 d2 00 4c 01 df 48

83 d2 00 4a 89 7c fc

f0 49 89 d5 48 31 ff

4d 01 d5 48 83 d7 00

4e 03 2c cc 48 83 d7

00 4e 89 6c fc 8 4a

89 3c fc 4d 39 ce Of

82 Oa fe ff ff 4a 8b 7c

cc 10 4d 8d 79 fc 48

8b 04 24 48 8b 54 24

08 49 c1 ef 02 48 8d

34 24 4d 31 f6 48 2b

01 48 8b 5e 10 48 8b

6e 18 48 1b 51 08 4a

89 04 7 4a 89 54 {7

Source

Completion Count Address  Symbol

success or wait 1

4983d5004c89c7 |I.L.L.D$.H1.b..v.L.H.vf success or wait 1

4c Of af 44241848  L.8..fL.8...b...fH.8..M.8...b
3ledc462fbf676  .Y.fL.8..M.8...b......H.|$0
184c89c2488d 76 L.S.fL.8..M.8..b..y.L..L.[f
2066 4c0f38f6e8  L.8..L.8.H.IL.c........... f
66 4c 0f 38 f6 f5 ¢4 62 L.8....... fM.8...b..v.fL.8....
fb f6 11 66 48 0f 38 f6 ..F.fM.8...b..v.ggL..fL.8..fL.
f8 f34d 0f 38 f6 d3 c4 8..H.vH.[

62 fb f6 59 08 66 4c Of .M.8...b..9fL.8...M

38 f6 dO f3 4d 0f 38 f6 .8...b..y.fL.8.

dc c4 62 fb f6 al 10

00 00 00 48 8b 7c 24

30 4c 89 53 e0 66 4c

0f 38 f6 d8 f3 4d 0f 38

f6 5 c4 62 fb f6 79 18

4c 89 ca 4c 89 5b e8

66 4c 0f 38 f6 €0 f3 4c

0f 38 f6 fd 48 8d 49

20 4c 89 63 fO eb 08

90 90 90 90 90 90 90

90 66 4c 0f 38 f6 fd c4

e2 ab f6 06 66 4d Of

38 f6 d6 c4 62 a3 f6

76 08 66 4c Of 38 f6

d8 c4 e2 9b f6 46 10

66 4d Of 38 f6 €6 c4

62 93 f6 76 18 67 67

4c 89 c2 66 4c 0f 38

6 €8 66 4c Of 38 f6 f5

48 8d 76 20 48 8d 5b

20 f3 4d 0f 38 f6 d7 c4

62 fb f6 39 66 4c Of 38

6 dO f3 4d Of 38 f6 df

c4 62 fb f6 79 08 66

4c 0f 38 f6

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1125

unknown 1783

8b 46 10 48 {7 e5 49
01 c2 48 8b 46 18 48
89 d3 48 83 d3 00 48
f7 €549 01 c3 48 8b

46 20 48 83 d2 00 49
01 db 48 89 d3 48 83
d3 00 48 7 e5 49 01
c4 48 8b 46 28 48 83
d2 00 49 01 dc 48 89
d3 48 83 d3 00 48 7

€549 01 c5 48 8b 46
304883 d2 004901
dd 48 89 d3 48 83 d3
00 48 f7 €549 01 c6

48 8b 46 38 48 83 d2
00 49 01 de 48 89 d3
48 83 d3 00 48 f7 e5

49 01 c7 48 89 e8 48
83 d2 00 49 01 df 48

83 d2 00 48 31 db 4d
01 ¢c9 49 89 d0 4d 11
d2 48 83 d3 00 48 7

€048 01 c8 48 8b 6e
1049 01 c1 48 8b 46
184911 d2 4883 d3
00 4c 89 4c 24 10 4c
89 54 24 18 48 f7 5

49 01 c4 48 8b 46 20
48 89 d1 48 83 d1 00
48 f7 €549 01 c5 48

8b 46 28 48 83 d2 00
49 01 cd 48 89 d1 48
83 d1 00 48 {7 e5 49

01 c6 48 8b 46 30 48
83d2 0049 01 ce 48
89 d1 48 83 d1 00 48
7 e5 49

66 Of fe f5 66 41 0f 76
e8 66 0Of fe fe 66 41 Of

Ascii

.F.H.ILH.F.H..H..H...H.F  success or wait

H..LLH.H...H.ILLHFH...l

L N SR S (O o T e
O 8 N2 O R 1
~H.H..L.H.H1LM.I.M.H.
JH.H.Hn.LHFLH.LL$

LT$H..ILHF
] 8 M M

.F(H...l.LH..H...H..l_.H.FOH..

ollelrlel o]

f..fAv.f. fAv.fAv.fD.0.fD
.0J.fD.oR

76 f0 66 41 0f 76 f8 66 fD.0Z0fD...fD.ob@fD.

44 0f 6f 02 66 44 0Of 6f
4a 10 66 44 0f 6f 52
20 66 44 0f 6f 5a 30
66 44 0f db cO 66 44

..fD.ojPfD...fD.or fD...fD.oz

pH.....fD..fD..fD...fD.. fE.
fE..fE..fE..fE.. fE..fE.

fE.p.NfE...A....D#..XA..

Of 6f 62 40 66 44 0f db ....w..fL~L.$..H.$....

c9 66 44 0f 6f 6a 50
66 44 0f db d2 66 44
of 6f 72 60 66 44 0Of db
db 66 44 0f 6f 7a 70
48 8d aa 80 00 00 00
66 44 0f db e4 66 44
0f db ed 66 44 0f db f6
66 44 0f db ff 66 45 Of
eb c2 66 45 Of eb cb
66 45 Of eb c4 66 45
Of eb cd 66 45 Of eb
c6 66 45 Of eb cf 66
45 0f eb c1 66 45 Of
70 c8 4e 66 45 Of eb
c1 41 bb 00 01 08 00
44 23 1d Oc 3 58 03
41 81 fb 00 01 08 00
0f 84 77 02 00 00 66
4c Of 7e c3 4c 89 84
24 80 00 00 00 48 89
bc 24 88 00 00 00 48
89 8c 24 90 00 00 00
48 8b 06 48 8b 4e 08
487 e34889 04 24
48 89 c8 49 89 d0 48
f7 €349 01 c0 48 8b
46 10 49 89 d1 49 83
d1 00

H.$... .H.HNH.H.$H..I.
] 0 A

Completion

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1386

unknown 1336

7c 241044 0f29 44
242044 0f29 4c 24
30 44 0f 29 54 24 40
44 0f 29 5¢c 24 50 44
0f 29 64 24 60 44 Of
29 6¢ 24 70 44 0f 29
b4 24 80 00 00 00 44
0f 29 bc 24 90 00 00
00 66 45 0f 6e cO 66
0f 6f 0d 7d 01 00 00
66 0f 6f 05 65 01 00
00 66 45 0f 70 c0 00
66 Of 6f f9 66 Of 6f d1
66 Of fe c8 66 41 0f 76
c0 66 Of 6f df 66 Of fe
d1 66 41 0f 76 c8 66
0f 6f 7 66 0Of fe da 66
41 0f 76 d0 66 Of 6f ef
66 Of fe e3 66 41 0f 76
d8 66 Of 6f {7 66 0f fe
ec 66 41 0f 76 e0 66
0Of fe f5 66 41 0f 76 e8
66 Of fe fe 66 41 0f 76
f0 66 41 0f 76 f8 41 b9
08 00 00 00 eb Ob 90
90 90 90 90 90 90 90
90 90 90 66 44 0f 6f
02 66 44 0f 6f 4a 10
66 44 0f 6f 52 20 66
44 0f 6f 5a 30 66 44 Of
db c0 66 44 Of 6f 62
40 66 44 0f db c9 66
44 0f 6f 6a 50 66 44 Of
db d2 66 44 0of 6f 72
60 66 44 0f db

c5 fd d4 43 60 c4 cl
75d4 4c 2480 c4 cl
6d d4 54 24 a0 c4 c1
65 d4 5¢c 24 c0 c4 cl
5d d4 64 24 e0c4 cl
55 d4 2c 24 c4 cl 4d
d4 74 24 20 c4 c1 45
d4 7c 24 40 c4 41 3d
d4 44 24 60 c5 8d 73
d0 1d c4 c1 7d db c7
c5a573dl1dc4cl
75 db cf ¢5 9d 73 d2
1d c4 43 fd 00 f6 93
c4 cl 6d db d7 c5 95
73 d3 1d c4 43 fd 00
db 93 c4 c1 65 db df
c4 43 fd 00 e4 93 c4
430d 02 d1 03 c4 43
fd 00 ed 93 c4 43 25
02 f6 03 c4 c1 7d d4
€2 c4 43 1d 02 db 03
c4cl75d4 cecd 43
1502 e4 03 c4 cl 6d
d4 d3 c4 433502 ed
03 c4 cl 65 d4dcca
cl5dd4e5c58d73
d0 1d c4 c1 7d db c7
c5a573dl1dc4cl
75 db cf ¢5 9d 73 d2
1d c4 43 fd 00 f6 93
c4 cl 6ddbd7c595
73 d3 1d c4 43 fd 00
db 93 c4 c1 65 db df
c4 43 fd 00 e4 93 c4
43 0d 02 d1 03 c4 43
fd 00 ed 93 c4 43 25
02 f6 03

Ascii

|1$.D.)D$
D.)L$0D.)T$@D.)\$PD.)

d$'D.)I$pD.).$...D.).$...f[E

n.f.o.}..f.o.e.. .fE.p.f.o.f.
o.f..fAv.fo.f. fAv.fo.f
fAv.fof. fAv.fo.f. fA
Vi fAVELFAVIAVAL.

jPfD...fD.or'fD..

..Cul$.mT$...e\$...].
ds..U. $..M.t$
.E.|[$@.A=.D$
.S...}eS.u.s..Cu..
..m:...s..C......e...C.....C
..... C....C%...}..C...u

...fD.0.fD.0J.fD.oR
fD.0Z0fD...fD.ob@fD...fD.0

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-

x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-

x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1355

unknown 1092

88 00 00 00 4d 89 el
c5c5d4 foc4 41 1d
f4 e3 4c 03 Oc 24 c4
cl3dd4fccd 4115
f4 eb c4 41 19 6e e4
c4 41 35 d4 c5 41 ff
ce 0f 85 92 fa ff ff c5
9d d4 04 24 ¢59d 73
d01d c4cl 7d dbc7
c59573d1 1dc4 cl
75 db cf c5 ad 73 d2
1d c4 43 fd 00 e4 93
c4 cl 6d db d7 c5 a5
73 d3 1d c4 43 fd 00
ed 93 c4 c1 65 db df
c4 43 1d 02 ce 03 c4
43 fd 00 d2 93 c4 43
1502 e4 03 c4 43 fd
00db 93 c4cl 7d d4
clc4432d 02 ed 03
c4cl75d4cccd 43
2502 d2 03 c4 cl 6d
d4 d5 c4 43 0d 02 db
03 c4cl65d4dacs
c15dd4e3c59d 73
d0 1d c4 c1 7d db c7
c59573d1 1d c4 cl
75 db cf c5 ad 73 d2
1d c4 43 fd 00 e4 93
c4 cl 6d dbd7c5ab5
73 d3 1d c4 43 fd 00
ed 93 c4 c1 65 db df
c4 43 fd 00 d2 93 c4
431d 02 ce 03 c4 43
fd 00 db 93 c4 43 15
02e403c4cl7dd4
clcd

d6 66 0f 38 00 d3 66
0Of 6f d8 66 Of ef d5 66
0f 38 00 c1 49 83 c1
10 66 Of ef c2 66 Of 38
00 dc 49 83 ¢3 10 66

Of ef d8 66 0f 38 00 c1 ..

49 83 e3 304883 e8
01 66 Of ef c3 66 41 0Of
6f c9 66 41 0f 6f eb 66
Of df c8 66 Of 72 d1 04
66 41 0f db c1 66 0Of
38 00 e8 66 41 0f 6f
da 66 Of ef c1 66 Of 38
00 d9 66 41 0f 6f e2
66 Of ef dd 66 Of 38 00
€0 66 41 0f 6f d2 66 Of
ef e5 66 0f 38 00 d3
66 41 Of 6f da 66 Of ef
do 66 Of 38 00 dc f3
41 0f 6f 29 66 Of ef d9
0f 85 2c ff ff ff 66 41 Of
6f 62 a0 66 41 Of 6f 42
b0 66 0f 38 00 e2 66
Of ef e5 66 0f 38 00 c3
66 43 Of 6f 4c 13 40
66 Of ef c4 66 Of 38 00
c1f3¢34989d18b
82 f0 00 00 00 66 41
0Of 6f c9 66 Of 6f 15 5a
Oc 00 00 66 Of df c8
49 89 ¢c3 66 0f 72 d1
04 f3 41 0f 6f 29 49 c1
€304 66 41 0f db c1
66 0f 38 00 d0 66

f8.fo.f.f8.1.f.f8

L ff8LL0H. LA
o.fA.o.f. fr.fA..f8.fA.0
f.f.8.fA.0.f..f.8.fA.0.f
..f.8.fA.0.f..f.8...A.0)f..
..fA.ob.fA.0B.f.8..f..f.
8.fC.oL.@f...f.8..
fA.0fo.Z. f. l.fr..A0
I..fA..£8..f

Completion

success or wait

success or wait

Count Address

1

1

Source
Symbol

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 565

unknown 1569

15 d4 18 36 ef d9 2e
0d c1 cc f7 3b 00 24
710bc6 93 7ae2 cd
2f 98 bc 55 €9 b7 5e
00 29 el 0a 40 88 eb
69 4a 23 82 ab c8 63
alc2 00 c7 bd 6f 17
6d d2 d0 78 a8 02 c5
7a bf aa 15 00 6a bb
5f a5 74 e4 cf fa 35 2b
41 d1 90 1e 8e 01 02
03 00 05 06 07 04 09
0a 0b 08 0d Oe Of Oc
05 06 07 04 09 Oa Ob
08 0d Oe Of Oc 01 02
03 00 09 0a Ob 08 0d
0Oe 0Of Oc 01 02 03 00
05 06 07 04 0d Oe Of
Oc 01 02 03 00 05 06
07 04 09 Oa Ob 08 03
00 01 02 07 04 05 06
0Ob 08 09 Oa 0Of Oc 0d
0Oe Of Oc 0d Oe 03 00
01 02 07 04 05 06 Ob
08 09 Oa Ob 08 09 Oa
0f Oc 0d Oe 03 00 01
02 07 04 05 06 07 04
05 06 Ob 08 09 0a Of
Oc 0d Oe 03 00 01 02
00 01 02 03 04 05 06
07 08 09 0a Ob Oc Od
0Oe 0f 00 05 Oa 0Of 04
09 Oe 03 08 0d 02 07
Oc 01 06 Ob 00 09 02
Ob 04 0d 06 0f 08 01
0a 03 Oc 05 Oe 07 00
0d Oa

44 2a 88 13 9b 6e f5
00 cb c6 24 {7 fae2 3c
d3 ef de 15 0d 18 31
2900 42 b4 96 92 64
22 d0 04 d4 f2 b0 f6

26 96 92 f2 46 b0 f6
b4 64 04 60 42 22 00
cl aa ff cd a6 55 Oc
32 3e 5998 6b f3 67
94 00 40 f9 7e 53 ea
87 13 2d 3e 94 d4 b9
6d aa c7 00 1d 44 93
0f 56 d7 12 9c 8e c5
d8 59 81 4b ca 56 65
63 74 6f 72 20 50 65
72 6d 7574 61 74 69
6f 6e 20 41 45 53 20
66 6f 72 20 78 38 36
5f 36 34 2f 53 53 53
45 33 2c 20 4d 69 6b
65 20 48 61 6d 62 75
7267 202853 74 61
6e 66 6f 72 64 20 55
6e 69 76 65 72 73 69
7479 29 00 90 90 90
90 90 90 90 90 90 90
90 90 90 90 90 90 90
90 90 90 90 90 90 90
90 90 90 90 90 90 90
90 90 90 90 90 56 57
53554154 415541
56 41 57 9c 48 83 ec
40 49 8b 40 78 49 8b
98

Ascii
P T ;- $8q...z../.U.1N)
.@..iJ#...c.....0m..X...Z...

ot

[DF.

.F..

S

n..$..<...1).B..d"
F&.gY....k.U2>.....&.
.d.’B".....U.2>Y k.g.@

>..m...D..\V.....Y.K.Vector
46 26 60 00 67 59 cd Permutation AES for x86_
a6 98 94 c1 6b aa 55 64/SSSE3, Mike Hamburg
32 3e Oc ff f3 00 dO d4 (Stanford
uUniversity)...............

............... VWSUATAU

AVAW.H..@Il.@xl..

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1751

unknown 1593

90 90 90 90 90 90 of
1001 c1e0 04 0f 10

de d1 48 8d 4c 01 20
48 {7 d8 66 0f 38 de

Ascii

.............. L.W.f.f..f.8.H.L. success or wait
H..f.8.f. .f.f8.f
49 10 0f 57 d0 66 Of ef ...... H...

.....f.8.
d8 66 Of ef e0 66 Of 38 .f.8..£.8..f.8..f.8..f.8.....H..

f.8..£.8..£.8..1.8..£.8..f
.8....D..u.f.8..£.8..1.8..1.8.

d9 66 Of ef e8 66 Of ef .f.8..£.8..1.8..1.8..£.8..f.8.

f0 66 Of 38 de el 66 Of .f.8..f.8..........

ef {8 0f 10 04 01 48 83 .W..W.f..f..f

c0 10 eb 1d 90 90 90
90 90 90 90 90 90 90
90 90 90 90 66 0f 38
de d1 66 Of 38 de d9
66 0Of 38 de el 66 Of
38 de €9 66 0f 38 de
1 66 Of 38 de f9 Of 10
Oc 01 48 83 c0 20 66
0f 38 de d0 66 Of 38
de d8 66 Of 38 de e0
66 0Of 38 de €8 66 0f
38 de f0 66 0Of 38 de 8
0f 10 44 01 fO 75 b5
66 0Of 38 de d1 66 Of
38 de d9 66 0f 38 de
el 66 Of 38 de €9 66
0f 38 de f1 66 Of 38 de
9 66 0f 38 df d0 66 Of
38 df d8 66 0f 38 df e0
66 Of 38 df e8 66 Of 38
df f0 66 Of 38 df 8 f3
€390 90 90 90 90 90
90 0f 10 01 c1 e0 04
0f 10 49 10 0f 57 dO
0f 57 d8 66 Of ef e0 66
Of ef e8 66

00 00 00 Of 10 67 20

4883fa400f82ce @H.. ........ Pollecd DS o=
00 00 00 Of 10 6f 30 Of .W......... foAf ff.
84f40000000f10 ..nOf...v@f....~Pf..D..F
77 40 48 83 fa 60 Of

82 16 01 00 00 Of 10
7f 50 0f 84 4c 01 00
00 44 0f 10 47 60 0f
10 01 45 0f 57 c9 e8
db fa ff ff Of 11 16 66
of ef d2 Of 11 5e 10 66
Of ef db Of 11 66 20 66
Of ef e4 0f 11 6e 30 66
Of ef ed Of 11 76 40 66
0of ef f6 Of 11 7e 50 66
Of ef ff 44 Of 11 46 60
66 45 Of ef c0 66 45 Of
ef c9 e9 2c 01 00 00
90 90 90 90 90 90 90
90 0f 10 01 Of 10 49
10 48 8d 49 20 0f 57
do 66 Of 38 de d1 ff c8
0f 10 09 48 8d 49 10
75 f0 66 Of 38 df d1 Of
11 16 66 0f ef d2 €9 f5
00 00 00 90 e8 2b f5 ff
ff Of 11 16 66 Of ef d2
0f 11 5e 10 66 Of ef db
€9 db 00 00 00 90 90
90 90 90 90 90 8 db
f5 ff ff Of 11 16 66 Of ef
d2 0f 11 5e 10 66 Of ef
db 0f 11 66 20 66 Of ef
e4 e9 b3 00 00

Source
Count Address  Symbol

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value Ascii

unknown 1334

unknown 2748

31e83leab60f3a 1.1.f:".1@.f.\$.f:"...
22d803498d4003 .M.P.f.d$ 1A f:".ALf.I$

66 0Of 7f 5¢ 24 10 66 0f OM.H.D.T$LA..M.P....... Al.

3a22e2030fc84c A.D

89 d2 4d 8d 50 04 66 .L$\A1.M.H.D.T$IA..D....X.
0f 7164242031e8 AlA
410fca660f3a22 ..@.D.L$|..l.f.ot$@f.0|$P
e8034131ea660f H..

7f 6¢c 24 30 4d 8d 48 LHUOALL@tH. L HL
05448954244c41 ... A.0....H.L.
0fc94d 8d 5006 8b |).............. A...B..D..
81f00000004131 f.8.D..1.f8..

e9 41 0f ca 44 89 4c

24 5c 41 31 ea 4d 8d

48 07 44 89 54 24 6¢

41 0f c9 44 8b 15 c6

8e 58 03 41 31 e9 41

81 e2 00 00 40 04 44

89 4c 24 7c 0f 10 49

10 66 Of 6f 74 24 40

66 Of 6f 7c 24 50 48

83 fa 08 0f 82 d3 05

00 00 48 83 ea 06 41

81 fa 00 00 40 00 74

1c 48 8d 89 80 00 00

00 48 83 ea 02 €9 9c

01 00 00 90 90 90 90

90 90 90 90 90 90 90

90 c1 e0 04 41 ba 30

00 00 00 0f cd 48 8d

4c01204929c2eb

0b 90 90 90 90 90 90

90 90 90 90 90 41 83

c0 06 42 0f 10 44 11

d0 66 Of 38 dc d1 44

89 c0 31 e8 66 0f 38

dc d9

488d 7f30410f57 H..0OAW.AW.AW....AW.

d2410f57db410f fE.0.AW.AW...A ..

57 e4e8b0 el ffff4l H.vO.N.........oc....... _...g

0f 57 d2 66 45 0f 6f d5 A.W...00H.
410f57db410f57 . @AW.AW.AW.8..fA..f
e40f1116 0f 11 5e  E.o.fA..fA..
100f 11662048 8d .nOH.V@........I.
76 30eb 6e 909090 .H...F..H.v.H...u.L).H..D...
90909090909090 .V.AW.....LH.I W.f8......
90909090 0f 1017 .H.Lu.f.8.AW

0f 10 5f 10 0f 10 67 20

41 0f 57 d2 0f 10 6f 30

48 8d 7f 40 41 0f 57

db 41 0f 57 e4 41 of

57 ed e8 38 el ff ff 66

41 0f ef d2 66 45 Of 6f

d6 66 41 of ef db 66

41 0f ef e4 f3 0f 7 16

66 41 Of ef ed f3 Of 7f

5e 10 f3 Of 7f 66 20 f3

Of 7f 6e 30 48 8d 76

40 eb 06 90 90 90 90

90 90 49 83 el 0Of 74

59 4c¢ 89 ca 0f b6 07

0f b6 4e f0 48 8d 7f

01 88 46 f0 88 Oe 48

8d 76 01 48 83 ea 01

75 e6 4c 29 ce 48 89

€9 44 89 do 0f 10 56

f0 41 0f 57 d2 0f 10 01

0f 10 49 10 48 8d 49

20 0f 57 dO 66 Of 38

dc d1 ff c8 Of 10 09 48

8d 49 10 75 f0 66 Of

38 dd d1 41 0f 57

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-

x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-

x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value Ascii

unknown 1886

unknown 1837

0f2934240f297c  .)4%$.)|$.D.)D$

241044 0f29 4424 D.)L$0D.)T$@D.)

2044 0f294c 2430 \$PD.)d$'D.)I$pD.).$....D.).
440f2954244044 $.

0f 29 5¢ 24 50 44 0f  ...H.X8H.h@D......I..A...D...
2964246044029 B..L..E.09fD...fD....0...K.L.
6c2470440f29b4 A.K.L).I..D.0.D.0E.l....u
24800000 00 44 0f 5M...I...I....B.o<#..0.H....3.

29bc 2490000000 ..fD.o...H.V.H....V..M.".M.
488b5838488b68 h.M.p.M.@.M...M..M...I...I.
40448b91f00000 ..l.H..rv....

004989 ch41lcle2

04 44 0f 10 09 42 of

10 4c 11 10 f3 45 0of 6f

39 66 44 0f ef c9 66

44 0f ef f9 b8 30 00 00

00 4b 8d 4c 13 20 41

0f 10 4b 10 4c 29 dO

49 89 c2 3 44 0f 6f 13

3 44 0f 6f 45 00 49 f7

c0 01 00 00 00 75 35

4d 0Of bc e0 49 83 cO

0149 cl e4 04 f3 42

0of 6f 3c 23 f3 0f 6 17

48 8d 7f 10 e8 33 05

00 00 66 44 0f 6f ff Of

11 16 48 8d 76 10 48

83 ea 01 0f 84 56 01

00 00 4d 8d 60 01 4d

8d 68 03 4d 8d 70 05

4d 8d 40 06 4d 0f bc

e4 4d Of bc ed 4d 0Of

bc 6 49 c1 e4 04 49

cle50449cle604

48 83 ea 06 72 56 eb

0d 90 90 90

48 c7 c5 ff ff ff ff 48 83 H.....H..pf...f..f..fD..f.
fa 70 66 Of ef e8 66 Of 8..fD.....A.f.8..f.8..f.8..f.8
ef f0 66 Of ef f8 66 44 ..f.8..fD.8..H...H......fD.8..
0Of ef cO 66 Of 38 de d1 H....1.f.8..f.8..£.8..£.8..f.8
66 44 0f ef ¢8 0f 10 41 ..f.8..fD.8..fD.8....A..f.8..f
b0 66 0f 38 de d9 66 .8..f.8..f.8..f.8..f.8..fD.8..
0f 38de e1 66 0f 38  fD.8....I..f.8..f.8..f.8..f.8.
dee9660f38defl .f.8.£8.fD.8..fD.8...A.f.
66 0Of 38 de f9 66 44 Of 8..f.8..f.8..f.

38 de c1 48 83 d5 00

48 81 e5 80 00 00 00

66 44 0f 38 de c9 48

01 fd Of 10 49 c0 66 Of

38 de dO0 66 0f 38 de

d8 66 Of 38 de e0 66

0f 38 de €8 66 0f 38

de f0 66 Of 38 de f8 66

44 0f 38 de c0 66 44

0f 38 de c8 0f 10 41

d0 90 66 0f 38 de d1

66 0Of 38 de d9 66 Of

38 de el 66 0f 38 de

€9 66 Of 38 de f1 66 Of

38 de f9 66 44 0f 38

de c1 66 44 0f 38 de

c9 0f 10 49 e0 90 66

0f 38 de d0 66 Of 38

de d8 66 Of 38 de e0

66 0Of 38 de €8 66 Of

38 de f0 66 Of 38 de 8

66 44 0f 38 de c0 66

44 0f 38 de c8 0f 10

41 f0 90 66 Of 38 de

d1 66 Of 38 de d9 66

0f 38 de el 66 0f

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1137

unknown 1645

29 14 24 66 0f ef d2
b9 10 00 00 00 48 89
f7 4829 d1 48 8d 34

c9 0f 28 74 24 10 Of
29442410 0f 28 7c
24 20 0f 29 44 24 20
44 0f 28 44 24 30 Of
29 44 24 30 44 0f 28
4c24400f29 44 24
40 44 0f 28 54 24 50
0f 29 44 24 50 44 of
28 5c 24 60 0f 29 44
24 60 44 0f 28 64 24
70 0f 29 44 2470 44
0f 28 ac 24 80 00 00
00 0f 29 84 24 80 00
00 00 44 0f 28 b4 24
90 00 00 00 0f 29 84
2490 00 00 00 44 of
28 bc 24 a0 00 00 00
0f 29 84 24 a0 00 00
00 49 8b 6b f8 49 8d
2348 8b 7c 24 08 48
8b 74 24 10 f3 ¢3 90
90 90 90 90 90 90 90
48 83 ec 08 e8 67 00
0000 c1 e2 04 85 cO
75 56 49 8d 4c 10 10
41 0f 10 00 Of 10 09 Of
11 01 41 0f 11 08 4d
8d 40 10 48 8d 49 f0
41 0f 10 00 Of 10 09
66 0f 38 db c0 66 Of
38 db c9 4d 8d 40 10

00 00 66 0f 3a df c8
02 e8 01 02 00 00 66
Of 3a df ca 04 e8 d6
01 00 00 66 0f 3a df
¢804 e8 eb 01 00 00
66 Of 3a df ca 08 e8
c0 01 00 00 66 0f 3a
df c8 08 €8 d5 01 00
00 66 Of 3a df ca 10
e8 aa 01 00 00 66 Of
3a df c8 10 e8 bf 01
00 00 66 0f 3a df ca
20 €8 94 01 00 00 66
Of 3a df c8 20 e8 a9
01 00 00 66 0f 3a df
ca 40 e8 7e 01 00 00
0f 11 00 89 50 10 48
31 c0 e9 c7 00 00 00
66 Of 6f 2d 28 02 00
00 66 Of 6f 25 40 02
00 00 41 ba 07 00 00
00 f3 41 0f 7f 00 66 Of
6f ca f3 41 0f 7f 50 10
eb 09 90 90 90 90 90
90 90 90 90 66 Of 38
00 d5 66 0f 38 dd d4
66 Of 6f d8 66 Of 73 f8
04 66 Of ef d8 66 Of 73
8 04 66 Of ef d8 66 Of
73 f8 04 66 0Of ef c3 66
0f 72 f4 01 66 Of ef c2
f3 Of 7f 00 41 ff ca 74
40 66 Of 70 dO ff 66 Of
ef db 66 Of 38 dd d3
66 Of 6f d9 66 Of 73 f9

Ascii

).$f.......H..H).H.4$. £ ...
$.W.f....(t$.)D$..($ .)D$ D.
(D$0.)D$0D.(L$@.)DS@D.
24 13 a4 66 90 66 Of 7f (T$P.)D$PD.(\$'.)D$'D.

14 24 0f 57 ¢0 66 Of ef (d$p.)D$PD.(.$.....).....D.

(.$.....).$...D.(
$.). 8 LKLA#H S H.$
H...g....... uVI.L

T/ —— A.M@H.IA...

f£.8.£.8.M.@.

fi @~
(.f.0%@..A.....A

..fo.A.P.. ..f8.f
.8.fofs. f.fs.f.fs.
fofrfo . At@fp.f
.f8.fofs.

.PH1....fo-

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1668

unknown 2627

c6c5f9 7f34 24 c4

€369 0f e1 0441 cl
cd Oe 45 89 f0 c4 e3
79 0Of fb 04 41 89 dc

4131 c5 8fe8 78 c2
ec Oe 41 c1 ce 09 41
31 ccc5d9 72 d4 03
41 cl cd 05 45 31 c6

Ascii

ASLiLALE. LY. A
LX.ALAL.A.LEL

Al.B1..zoW.A1.T$.E...x..

A

Al

ool A kecood S/ Ao Dod Dllecd ecd 2
1M ) NN 5) 19/ \ N7/ \ S

E.A..X.A.D...A.

...Al....A..A1EL.Bl..z0W

c5flfecf4121c4cs .

42 31 dc cac5 7a 6f
57 c0 41 31 ¢c5 03 54
2410 4589 c7 8f e8
78c2f50b41clce
Ob 41 31 cc c5 d9 ef
e54531cf4lclcd
06 44 01 e2 44 21 fe
8f e8 78 c2 f8 0d 45
31c6 4401 eac5d9
ef e6 44 31 ce 41 01
d3c5c9 72 d0 Oa 41
clce0201f2c5flfe
cc 45 89 dd 41 01 d6
8fe8 78 c2 ef 02 41
cl cd Oe 44 89 f2 c5
cl ef fe 41 89 c4 45
31dd 41 clce 0941
3ldcc5cleffd4lcl
cd 05 41 31 d6 45 21
dcc4 4231 dccachs
7a 6f 57 d0 45 31 dd
c5cl1 73 df 08 03 4c
241489 d6 41 cl ce
Ob 41 31 dc c5 f1 fe cf
44 31 c6 41 cl cd 06
4401 el 41 21 7 8f
e8 78 c2f9 0d 41

41 clce 0241013

41 89 d5 45 01 de 41
cl cd Oe 45 89 f3 45

89c44131d541cl
ce 094531 cc4lcl
cd 0545 31 de 41 21
d4 c4 41 31 ef c8 41

31d544 0354 24 04
44 89 de 41 cl ce Ob
4531cc31c64lcl
cd 06 45 01 e2 41 21
7 45 31 de 45 01 ea
4131c74401d141
clce 024501 fa4l

89 cd 4501 d6 41 cl
cd Oe 45 89 f2 41 89

d44131cd4lclce
094531c441clcd
05 45 31 d6 41 21 cc
c44231dccach7a
6f57 a0 41 31 cd 44

03 4c 24 08 45 89 d7
41 clce0Ob4531c4
45 31 df 41 c1 cd 06

4501 el 44 21 fe 45

31d6 4501 e9 44 31
de 4401cb4lclce
024101 f1 41 89 dd

4501 ce 41 cl cd Oe
4589 f1 41 89 cc 41

31dd 41 clce 09 41
31d441clcdO0545
31l ce4121dcc4 42
31 dc cach 7a 6f 57

b0 41 31 dd 44 03 44
240c4489cedlcl
ce Ob 41

El.s..L$.A.AL..
..D.AL.X..A

A.A.A.E.A.E.E.ALA.

E1A

E1A..E1AL AL .A1D.TS$.

D.A

...E1.1.A..E.ALE1.E. Al

D..

A.E.A.E.A.E.A.ALA.

E1.A..E1.Al.B1..zoW.AL.

D.L$
LLAELELASE D)
=
D1.D.A.A.A.E.A..
A

=N

E.A.

1.A.Al1A.E1ALBl.z0

W.A1.D.D$.D..A..A

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 768

unknown 3274

21c5cdeff7c44270!....Bp..El..c{.....p.G..\E1
.E...s..C{...G..)EL.....C{.
7b f0f1 06 c5fd 70 f6 ...C{...B.....p.PD!..B1...20W

f2 e0 45 31 fd c4 63

84 47 8d Oc 21 45 31
54589 d7 c5cd 73
de 08 c4 43 7b f0 e2
16 47 8d Oc 29 45 31

df c5fd fe c6 c4 43 7b .D....p...C{...G..(D1...s...C{
fof20dc4437bf0ea ...

02 42 8d 1c Ob c5 fd
70 f8 50 44 21 fe c4
42 31 dc cac5 7a 6f
57 a0 45 31 e6 44 31
de c5 cd 72 d7 Oa 45
31 ee 45 8d Oc 31 41
89ccc5c573d7 11
44 03 84 24 8c 00 00
0041 21 dcc4 63 7b
fO eb 19 c5 cd ef {7 c4
e3 7b fO f3 0b 47 8d
Oc 31 47 8d 04 20 c5
c5 73 d7 02 c4 62 60
f2e24131f5c4 63
7b f0 f3 06 c5 cd ef f7
47 8d 04 20 45 31 15
44 89 ce c5 fd 70 f6
e8c4437bf0el 16
47 8d 04 28 44 31 d6
c5cd 73 fe 08 c4 43
7b fO f1 0d c4 43 7b fO
€9 02 42 8d 04 00 c5
fd fe c6 41 21 f7 c4 42
31 dc cach 7a 6f 57
b0 45 31 e6 45 31 d7
c5 fd fe 75 00 45 31
ee 47

06 c5 cd ef f7 42 8d
04 20 45 31 f5 89 de
c5 fd 70 f6 e8 c4 63
7b fO €3 16 42 8d 04
2831 cec5cd73fe
08 c4 63 7b f0 f3 0d
¢4 63 7b fO eb 02 45
8d 04 00 c5 f5 fe ce
4121f7c44231dc
cach 7a 6f 57 f0 45
31e64131cfc5f5fe
7520 45 31 ee 42 8d
04 38 45 89 cc c5 fd
7f 74 24 20 48 8d 64
24 c0 c4 e3 65 0f e2
04 44 03 9c 24 80 00
00 00 45 21 c4 c4 43
7b f0 €8 19 c4 €3 75
0f 8 04 c4 43 7b fO f8
Ob 42 8d 04 30 47 8d
1c 23 c5 cd 72 d4 07
c4 42 38f2e24531
fd c4 43 7b f0 fO 06 c5
ed fe d7 47 8d 1c 23
4531 541 89 c7 c5
c572d403c4637b
fO e0 16 47 8d 1c 2b
4131 dfc5d572f4
Oe c4 63 7b f0 fO 0d
¢4 63 7b fO €8 02 42
8d 14 lac5 c5 ef e6
44 21 fec4 42 31dc
cach 7a 6f17 4531
e6 31 dechfd70f9fa
45 31 ee 45 8d 1c 33
4589 c4 c5cd 72

Ascii

E1.D1..r.E1E.1A..s.D..
$..ALcf.......{..G.1G..

.S..b.Al.c{....G..El

E1.E1...u.E1.G

..... B.. El.....p...c{...B..(1
..S..cf..cf...E.... Al.
Bl..zoW.E1.Al...u
E1.B..8E....t$
H.d$...e..D..$...El.C
{....u...C{...B..0G. #..I...
B8..E1..C{..

M= ENS =

.C{..B...... Al.B1...zoW.

G.#E1A....
r..c{..G.+Al...r..c{....c{.
B D!..B1...zo.E1.1..p

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

66 0f 38 dc f4 66 0f 38 f.8..f.8....a...8..D.W.E.W...
dd f5 0f 10 61 a0 90 Of 4>A.W...i.f.8..f.o@
fA...E.8..

1045 0f 57 f7 0f 11 34 E.8....a.f.8...8..f.p..fA.0.fA

unknown 1891

unknown 984

38 cb ca 44 0f 10 77

3e 41 0f 57 f6 Of 10 69
b0 66 0f 38 dc f4 66 Of
6f 40 20 66 41 Of fe c3
45 0f 38 cd e3 45 Of
38 cc ea 0f 10 61 cO
66 0f 38 dc f5 0f 38 cb
d1 66 Of 70 cO Oe 66
41 0f 6f dc 66 41 0f 3a
0f db 04 66 44 0f fe eb
0f 10 69 d0 66 0f 38
dc f4 0f 38 cb ca 66 Of
6f 40 40 66 41 0f fe c4
45 0f 38 cd ec 45 0f
38 cc d3 0f 10 61 e0
66 0f 38 dc 5 Of 38 cb
d1 66 Of 70 cO Oe 66
41 0f 6f dd 66 41 Of 3a
0f dc 04 66 44 0f fe d3
0f 10 69 f0 66 Of 38 dc
4 Of 38 cb ca 66 Of 6f
40 60 66 41 0f fe c5
45 0f 38 cd d5 45 Of
38 cc dc 0f 10 21 66
0f 38 dc f5 0Of 38 cb d1
66 0f 70 cO Oe 66 41
0Of 6f da 66 41 Of 3a Of
dd 04 66 44 0f fe db Of
10 69 10 66 Of 38 dc
4 0f 38 cb ca 66 Of 6f
80 80 00 00

Ascii

...D....i1.8..8.f.0@@fA
E.8.E8...af8..8.fp.
fA.0.fA.:...D.

.i.f.8...8.

fo@'fA..E.8..E.8....!1f.8...
8..f.p..fA.0.fA.....fD.....i.f
.8..8.f.o....

4178107f90c4 41  AX..AXW.....ocoovevinnnee

78 10 77 a0 eb 1f 90
90 90 90 90 90 90 90
90 90 90 90 90 90 90
90 90 90 90 90 90 90
90 90 90 90 90 90 90
90 90 Of ac db 02 c4
41 7a 6f 2c 24 c4 41

B AX.1..q.....5)
LSel1.9.

A..T$..Y. 1.y .L$0..

Bl Axwlr 1.
ST L$.1....... Y...or.
ALY 1..\$

11 efefc4 4119 efe5 ..B.... AX.....Y

c4 4219 dce6c4 41
78 10 7f b0 31 d6 c4
e3 71 0f e0 08 89 c7
03 2c 24 c529fech
31 cb 0f a4 c0 05 c5
b9 73 db 04 01 f5 21
df c5 d9 ef e0 31 cb
01 c5c539efc20fac
c0 07 31 cf 89 ee 03
54 24 04 c4 c1 59 ef
€0 31 d8 0f a4 ed 05
¢5 79 7f 4c 24 30 01
fac4 42 19 dc e7 c4
41781077 c021c6
c5b9 72 d4 1f 31 d8
01 ea Of ac ed 07 31
de c5 bl 73 fc Oc c5
d9 fe e4 89 d7 03 4c
2408 31 c5 0f a4 d2
05 c4cl59ebelcs
c13972dl1e01fl
21 ef31¢501dlc4
cl13172f102c4cl
59 ef e0 Of ac d2 07
31c789ce 03 5c 24
Oc c4 42 19 dc e6 c4
4178 10 7fdO c4 c1
59

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 2195

unknown 1668

89efOfaded 05012 ........ Moo L$41.........

31 df0f ac c0 07 01
ea034c243431c7
89 d6 Of a4 d2 05 01
941838 0b 72 2e
c44219dce7c44l
7810 77 40 c4 42 19
dc e6 c4 41 78 10 7f
50 74 16 c4 42 19 dc
e7 441781077 60
c44219dcebc4 41
78 10 7f 70 c4 42 19
dd e7 c4 4178 10 7f
90 ¢4 4178 10 77 a0
31 c6 Of ac ed 07 01
d1 03 5¢c 24 38 31 ee
89 cf Of a4 c9 05 01 3
31 ef Of ac d2 07 01
cb 0344 24 3¢ 31 d7
89 de Of a4 db 05 01
f8 Of ac ¢9 07 01 d8
c4 0178 11 64 25 30
4c 8b 44 24 58 41 03
01410371044103
4908 41 89 01 41 03
510c 4189710441
03 69 10 41 89 49 08
41 89 51 Oc 41 89 69
10c4 4178 11 20 c5
fc 77 Of 28 74 24 60 0Of
28 7c 24 70 44 0f 28
84 24 80 00 00 00 44
0f 28 8¢ 24 90 00 00
00 44 0f 28 94 24 a0
00 00 00 44 0f 28 9¢
24 b0 00 00 00 44 of

c4 e2 41 dc f8 c4 62
39dccOc46231ldc
c8c5 8 10 46 48 74
5ac4 e269dcdlcd
e2 61 dcd9c4e259
dcelc4e251dce9
c4e249dcflcde2
41 dc f9 c4 62 39 dc
clc4 62 31dcc9ch
8 10 4e 58 c4 e2 69
dc dO c4 e2 61 dc d8
c4 e259dc el c4 e2
51 dce8c4e249dc
fO c4 e2 41 dc f8 c4
62 39 dc c0 c4 62 31
dc c8 c5 f8 10 46 68
c4e269dcdlcd 4l
01 ef ff c4 e2 61 dc d9
c4e259dcelcsd 41
09 66 ff c4 e2 51 dc
e9cde249dcflca
41 01 fe fe c5 7a 6f 74
2430 c4 e241dcf9
48 8b 5c 24 40 c4 62
39dcclcd 6231dc
c9 c5 f8 10 4e 98 c4
€2 69 dd do c5 79 7f
7c 24 20 c4 41 01 ef ff
c4 e261ddd8c4e2
59 dd e0 c4 41 09 66
ffc4 e2 51 dd e8 c4
€249 dd fO c4 41 09
fe f7 c5 7a 6f 7e 88 c4
€2 41dd f8 c4 62 39
dd cOc579 7f 74 24
30c4 62 31ddc8

A..r.B...AX.w@.B....Ax..P

t.

.B....Ax.w .B...Ax..p.B...A
X AXW. L \$81........

X.d%O0L.D$XA.AGALA..
AQAQAILAILAQA.I AX.

W.(t$".($pD.($.....
($....D.($...D.(:$...D.

LA..b9..bl...FHtZ.i..a

Yo Qo o ALDY.. b1

.A..b9..bl.. Fh.i.A.
e Y ARLQLLLA.

...z0t$0..A..H.\$@.b9...b1..

YI$ ALaLlY..
Af.Q..l.A. . .zo~. A..
b9...y.t$0.b1..

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1148

unknown 1042

30 00 00 00 f3 of 7f 05
24 0d 2d 03 e8 43 32
€9 00 48 8d 0d e0 48
ef 00 48 89 00 48 89
40 08 48 89 40 10 66
€7 40 18 01 01 48 89
05 00 0d 2d 03 48 83
c4 28 e9 fh 34 €9 00
EelceleelcElceElceles)
EelceleeleElEelcElcE
cc 48 83 ec 28 48 8d
0d b5 Oc 2d 03 e8 60
¢4 1f 00 85 ¢c0 75 10
48 8d 0d d5 48 ef 00
4883 c428e9c834
€9 00 48 8d 0d 7d c7
1b 01 e8 f0 64 16 00
EelceleelelEelcEleE
EelceleelcElcelceles)
cc cc 48 83 ec 28 48
8d 0d bd Oc 2d 03 c7
05 ab Oc 2d 03 00 00
00 00 e8 16 c4 1f 00
85 ¢c0 75 3d 48 8d 0d
cb Oc 2d 03 e8 06 c4
1f 00 85 c0 75 2d Of
57 c0 48 c7 05 dc Oc
2d 03 00 00 00 00 48
8d 0d 7d 48 ef 00 66
of 7f 05 d5 Oc 2d 03
66 89 05 de Oc 2d 03
4883 c4 28951 34
€9 00 48 8d 0d 06 c7
1b 01 e8 79 64 16 00
EelcelceleCleElEelcE
cccc 4883 ec 2848
8d od

8d 4b 38 0f 57 c9 48
89 00 48 89 40 08 48
89 40 10 66 c7 40 18
01 01 f3 0f 11 05 55

Oe 2d 03 48 89 05 3e
0Oe 2d 03 66 0f 7f 0d

4e Oe 2d 03 e8 a5 2d

€9 00 f3 0f 10 0d f1 Oa ..

18 01 8d 53 08 0f 57
c0 48 8d 0d 2c Oe 2d
03 48 89 00 48 89 40
08 f3 0f 11 0d 1d Oe
2d 03 48 89 05 le Oe
2d 03 66 Of 7f 05 26
Oe 2d 03 48 89 1d 2f
Oe 2d 03 e8 5a c7 00
00 48 8d 15 3b Oe 2d
03 48 8d 0d bc 0d 2d
03 e8 a7 f3 01 00 48
8d 0d 40 Oe 2d 03 e8
ab bf 1f 00 85 c0 75
1d 48 8d 0d a0 0d 2d
03 e8 ab f3 01 00 48
8d 0d 84 46 ef 00 48
83 ¢4 20 5b €9 06 30
€9 00 48 8d 0d bb c2
1b 01 e8 2e 60 16 00
EelceleelelEelcEleE
EelceleelcElcelceles)
48 83 ec 28 48 8d 0d
25 0e 2d 03 e8 fO 7c
11 00 66 Of 6f 05 98 7f
ef 00 48 8d 15 81 d9
1b 01 41 b8 04 00 00
00 66 Of 7f 05 f3 Of 2d
03 48 8d 0d dc 0f 2d

Ascii

0......$.-

.C2.H..H.H.H.@
H@L@..H...-H.(.4
CHAHes

.K8B.W.H.H@.H.@.f@
LU Ho>- N
S.WH.., -H.H@.
o Ptk el e Ve |

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1115

unknown 1248

48 89 05 d2 70 56 03
48 83 c4 28 c3 cc cc
cccccc4883ec28
33d2488d 0d 43 74
56 03 44 8d 42 50 €8
0Oa fc ea 00 33 c0 48
89 05 81 74 56 03 48
89 05 82 74 56 03 48
83 ¢4 28 c3 cc cc ce
cccc 48 83 ec 28 33
d2 48 8d 0d ab 76 56
03 44 8d 42 50 e8 da
fb ea 00 33 cO 48 89
05 e9 76 56 03 48 89
05 ea 76 56 03 48 83
c4 28 c3 cc cc cc ce
cc 48 83 ec 28 33 d2
48 8d 0d 03 77 56 03
44 8d 42 50 e8 aa fb
ea 00 33 c0 48 89 05
41 77 56 03 48 89 05
42 77 56 03 48 83 c4
28 c3 cccece ce ce
48 83 ec 28 33 d2 48
8d 0d e3 77 56 03 44
8d 4250 e8 7afb ea
00 33 c0 48 89 05 21
78 56 03 48 89 05 22
78 56 03 48 83 c4 28
c3 cc cc cc cc cc 48
83 ec 28 33 d2 48 8d
0d e3 78 56 03 44 8d
42 50 e8 4a fb ea 00
3304889052179
56 03 48 89 05 22 79
56 03 48 83 c4 28 c3
Eelceles)

48 83 ¢4 20 5b c3 85
c0 74 0a ba 08 00 00
00 e8 d4 12 €9 00 48
8b c3 48 83 ¢4 20 5b
c3cccccch00lc3
EelGEICCIEBIEEIGRICE
CC CC CC CC cC cC 48
859 74 0b 48 8b 01
ba 01 00 00 00 48 ff
20 c3 ccce ce ce ce
EelcelcCleElEElGElcE
cc cc cc 8b 41 08 c3
EelcelcCleElEEICEIcE
cc cc cc cc cc 48 8b
09 e9 c8 e6 97 00 cc
EelGEICCIEEIEEIGEICE
48 8b 09 41 ba 20 04
00 00 4c 8b 09 49 8b
41 ff 44 0f b7 40 Ob 41
0f b7 c0 66 41 2b c2
66 83 f8 01 76 Of b8
10 04 00 00 66 44 3b
c0 0f 85 ce 0Of 99 00
8d 04 d5 18 00 00 00
48 63 c8 4a 8b 44 09
{ii €3} & @8 @8 66 @8 @B
EelceleeleElEelcElce
cc 40 53 48 83 ec 20
48 8b c2 48 8b d9 48
8b d1 48 8b 08 €8 29
1 96 00 48 8b c3 48
83 ¢4 20 5b c3 40 53
48 83 ec 3045 33 c9
48 c7 44 24 20 00 00
00 00 48 8b da €8 36
76 98 00 48 8b c3 48
83

Ascii

Completion

H...pV.H..(......H..(3.H..CtV. success or wait

D.BP....3.H..tV.H..tV.H..(.

corcd ik
(3.H..w.D.BP....3.H

A W.H.W.H..(....H..(3H
.WV.D.BP....3.H..AWV.H..

(3.H..WV.D.BP.z

LBHUIXVHLUXVHL(.. H

(3.H..XV.D.BP.J..3.H..lyV.
H."YV.H..(....

) H.H..
[ @SH..0E3.H.D$ ..
LH..6V.H..H.

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1246

unknown 1486

11 48 8b d7 e8 e7 Oc
99 00 48 8b c7 48 83
¢4 20 5f c3 42 8d 04
¢5 18 00 00 00 48 89
5c 24 30 48 63 d0 49
8b c9 4a 8b 5c 0a ff
e8 41 f2 97 00 48 8b
d3 48 8b c8 e8 c6 €9
96 00 48 8b 5¢ 24 30
4889 07 48 8b c7 48
83 c4 20 5f c3 cc cc
cccccc4c8b0141
ba 20 04 00 00 49 8b
40 ff 44 0f b7 48 0b 41
0f b7 c1 66 41 2b c2
66 83 f8 01 76 Of b8
10 04 00 00 66 44 3b
¢8 0f 85 11 0b 99 00
8d 04 d5 18 00 00 00
48 98 4a 8b 44 00 ff
c3cccc488d82c8
00 00 00 48 89 01 48
8b c1 c3 cc cc 4c 8b
01 49 8b 40 ff 0f b6 50
0Ob 80 e2 0f 80 fa 02
75 05 49 8b 40 0f c3
€9 d3 50 97 00 cc cc
cc 4c 8b 09 49 8b 41
ff 44 0f b7 40 Ob 41
83 e0 0f 41 8b c0 83
€008 89 02 41 83 f8
Oa 74 Oa 41 83 f8 02
0f 85 38 50 97 00 49
8b 41 0f c3 cc cc cc
48 8b 11 0f b6 c2 24
03 3¢ 01 74 03 32 cO
c3

8b 4f 08 48 8b 5¢ 24
304885c9 74 0d e8
3001 97 00 48 c7 47
08 00 00 00 00 48 83
c4 20 5fc3 cccc 48
89 5¢c 24 08 48 89 74
2410 57 48 83 ec 20
48 8b 02 33 f6 48 89
0148 8bd9 488971
08 48 8b fa 48 8b 4a
08 48 85 c9 74 09 e8
31 d1 96 00 48 89 43
08 48 89 73 10 48 89
731848 8b 47 10 48
89431048 8b 47 18
4889 43 18 48 8b c3
48 8b 5c 24 30 48 89
77104889 77 18 48
8b 74 24 38 48 83 c4
20 5fc3 cccc ce ce
CC CC CC CC cC cC 48
89 5¢c 24 08 48 89 74
241057 48 83 ec 20
48 8b 02 48 8b d9 48
89 01 33 f6 48 8b 49
08 48 8b fa 48 85 c9
74 09 e8 85 00 97 00
48 89 73 08 48 8b 4f
08 48 85 c9 74 09 e8
b3 d0 96 00 48 89 43
08 48 8b 47 10 48 8b
4f 18 48 89 77 10 48
89 77 18 48 89 43 10
48 8b 7b 18 48 89 4b
18 48 85 ff 74 2c be ff
ff ff ff 8b c6 fO Of c1 47

] — ke _Ehecoos H\$

OHc.l.J\...A..H.H.....H.
LLLA L
.@.D..HA..fA+f...v.....ID;

\$OH..H..H.. _

.............. (Al Dccodribozso

....... A tA...8P..LA...
H...$.<t2.

.O.H.\$0H..1..0...H.G.....H..

L HASHAS.WH..
H.3.H..H..

H.q.H.HJ.H..t.1..HC.Hs

H

S.HG.HCH.GH.CH.H\

$OH.w.H.W.H.t$8H..
e HASHAS.WH..
H..H..H.3.H.LH.H

A ST @I (LI
.H.G.H.O.Hw.Hw.H.C.H.

{HKH. A G

.L.LAD.@A..A

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-

x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-

x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1377

unknown 1063

f0 48 81 fa 00 10 00
0072 18 4c 8b 41 18
4883 ¢2 2749 2b c8

Ascii

H.....rLAH.'1+.HAH..w success or wait

1..5..3.H.C.HCH.CH..[.
........ HA$.H.t$. AVH.. H.H..

48 8d 41 f8 48 83 18 1f H..H..3.HAH.AHAH...H.

77 1c 49 8b c8 €8 35
03 €9 00 33 c0 48 89
4308 48 89 43 10 48
89 43 18 48 83 ¢4 20
5b c3 €8 94 d0 eb 00
cc cc cc cc 48 89 5¢
241048897424 18
4156 48 83 ec 20 48
8b 02 48 8b da 48 89
01 48 8b f1 33 c0 48
8941 08 48 89 41 10
4889 41 18 48 83 c1
08 48 8b 52 10 48 2b
5308 48 c1 fa 04 e8
€1 16 00 00 84 cO 74
2c 48 8b 53 08 48 8b
5b 10 48 2b da 48 89
7c 2430 48 8b 7e 08
4c 8b c3 48 8b cf e8
Oe df ea 00 48 8d 04
3b 48 8b 7c 24 30 48
89 46 10 48 8b 5c 24
3848 8b c6 48 8b 74
24 40 48 83 ¢4 20 41
5e c3 cc cc ce ce ce
EelceleeleElEelcElcE
cc 48 8b 02 45 33 cO
48 89 01 4c 89 41 08
4c 894110 4c 89 41
18 48 8b 42 08 48 89
4108 48 8b 42 10 48
8941 10488b 42 18
48 89

48 8b c6 48 89 1a 48
8b 5¢c 24 38 48 83 c4
20 5e c3 cc cc cc ce
EelceleeleelEelcEleE
48 89 5c 24 08 48 89
742410 48 89 7c 24
18 41 56 48 83 ec 20
48 8b f1 4c 8b f2 49
8d 48 20 49 8b d8 48
8b 56 08 e8 b5 1b 00
00 48 8b 7e 08 48 8b
4fe8 48 859 74 43
48 8b 57 8 48 2b d1
48 83 e2 f0 48 81 fa
00 10 00 00 72 18 4c
8b 41 f8 48 83 c2 27
49 2b c8 48 8d 41 f8
48 83 f8 1f 77 3e 49
8b c8 e8 5f f9 e8 00
330488947 e848
89 47 f0 48 89 47 18
48 8b 7e 08 48 8d 47
€049 89 1e 48 8b 5¢
24 30 48 8b 7c 24 40
48 89 46 08 49 8b c6
48 8b 74 24 38 48 83
c4 20 41 5e c3 e8 9c
c6 eb 00 cc cc cc cc
e EE 68 68 6F 66 @8
cc 48 89 5c 24 08 57
48 83 ec 20 48 8b 59
08 48 8b f9 48 8b 4b
e84885c9 74 43 48
8b 53 f8 48 2b d1 48
83 e2 f0 48 81 fa 00
10 00 00 72 18 4c 8b
418 48

RH+SH.......... t,H.S.H.
[H+H.|$
OH.~.L.H.......H.;H.|$0H.F.
H.A$8H..H.I$@H..

[\ L NI
.H.E3.H.LALALAHB.
H.A.H.B.H.AH.B.H.

H.H.H\$8H.. ~........... H.
\$.H.t$.H.|$.AVH.. H..L..I.H
|
H.V....H~H.O.H.tCHW
H+
H.H...rLAH.1+HAH
~w>l..._..3.H.G.H.G.H.G.
(k=
\H.G.I.H\$0H.|$@H.F.I.H
t$8H..

Al HA$.WH..
H.Y.H..H.K.H..tCH.S.H+.H.
r.LAH

Completion

success or wait

Count Address

1

8

Source
Symbol

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset

unknown 937

unknown 1090

Length Value

49 8b ce e8 ed 2b 00
00 48 8b 53 08 4c 8b
c3 48 8b cf e8 9e 16
00 00 48 89 7b 08 48
8b 6¢ 24 48 48 8b c3
48 8b 5c 24 40 48 8b
74 24 50 48 83 ¢4 20
41 5f 41 5e 5f c3 e8
89 f6 ff ff cc e8 f3 c2
eb 00 cc cc cc 4c 8b
42 08 48 8b 12 44 0f
b6 4c 24 10 €9 1e 1c
00 00 cc cc cc cc cc
EelceleelelEelcEleE
cc cc 48 89 5¢ 24 08
48 89 6¢ 24 10 48 89
7424184889 7c 24
20 41 56 48 83 ec 20
4c 8b 49 08 48 8b f1
48 8b 09 49 8b €9 48
2b e9 4d 8b f0 48 c1
fd 05 48 8b da 48 8b
7e 10 48 2b f9 48 c1 ff
05 48 3b d7 0f 86 97
00 00 00 48 b8 ff ff f
ff ff ff ff 07 48 3b dO Of
87 €9 00 00 00 48 8b
d7 48 d1 ea 48 2b c2
48 3b f8 76 05 48 8b
eb eb Ob 48 8d 2¢c 3a
48 3b eb 48 0f 42 eb
48 85 c9 74 3f 4c 8b
c6498bdle8c7 15
00 00 48 8b Oe 48 c1
e7 05 48 81 ff 00 10
0000 72 1c 48

00 00 48 8d 4c 24 28
0f 57 c0 33 db 3 Of 7f
44 24 28 48 89 5¢ 24
3848 8b 55 10 48 2b
55 08 48 8b 45 00 48
clfa04 48894424
20 e8 eb 05 00 00 4c
8b 74 24 28 84 c0 74
21 48 8b 55 08 49 8b
ce 48 8b 5d 10 48 2b
da 4c 8b c3 e8 1c ce
ea 00 49 8d 2c 1e 48
89 6¢ 24 30 eb 05 48
8b 6¢ 24 30 4d 8b 67
08 49 8b c4 49 8b dc
48 2b c7 48 c1 f8 05
48 3b f0 Of 86 8e 00
00 00 48 2b f0 74 21
48 8d 54 24 20 48 8b
cb e8 70 ee ff ff 48 83
3204883 ee 0175
€9 48 8b 6¢ 24 30 4c
8b 74 24 28 4d 8b c7
48 8b d3 48 8b ch e8
5e 12 00 00 4d 8b cf
49 89 5f 08 4c 8b c3
49 8b d4 48 8b cf e8
d9 12 00 00 49 89 47
08 49 3b fc 0f 84 a5
00 00 00 48 8b 74 24
20 0f b6 9c 24 80 00
00 00 48 8d 4f 08 48
89 37 48 8d 44 24 28
48 3b c8 74 0f 44 Of
b6 cb 4c 8b c5 49 8b
d6 e8 4f 24 00 00 48
83

Source

Ascii Completion Count Address  Symbol

success or wait 11 6DBB9FBC WriteFile

l..+.HS.L.H.....H{H.I
$HH..H\$@H.t$PH..

AVH..
L.ILH.H..l.H+.M..H
H.H~H+H...H;.......
LH H.H..H+.H;.v.H...
HoHHB.H.t2L. ... H.
HoH....rH

H.L$(.W.3....D$(H.\$8H.U success or wait 1 6DBBIFBC WriteFile
.H+U.H.E.H...H.D$

..... LA$(..t1H.

U.l.H.].H+.L.......I.,.H.I$0.

H.I$0M.g.I..I. H+.H..H;.....

LH+tH.T$ H...p...H.. H...u.

H.I$OLt$(M..H..H..A..M..I.

P || | SN LG.I;......H.t$
...$....H.O.H.7H.D$(H;.t.D.
.L.1.O$. H.

Page 257 of 361



File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1815

unknown 943

76 1d 00 00 48 89 43
08 48 8b 74 24 38 48
8b ¢3 48 8b 5c 24 30
48 83 c4 20 5f c3 cc
e EE 6E 6 @8 68 60
EelceleeleElEelcelcE
48 89 5c 24 08 48 89
7424 1057 48 83 ec
20 33 c0 49 8b f0 48
89 01 48 8b fa 48 89
41 08 48 8b d9 48 89
41 10 e8 b6 ef ff ff 84
c0 741548 8b 13 4c
8b ce 4c 8b c7 48 8b
ch e8 11 f1 ff ff 48 89
4308 48 8b 74 24 38
48 8b c3 48 8b 5c 24
3048 83 ¢4 20 5f c3
EelCEICEICEICCICEICE
cc cc cc 48 89 5¢ 24
08 57 48 83 ec 20 33
c0 48 8b fa 48 89 01
48 8b d9 48 89 41 08
48 89 41 10 e8 5e ef ff
f 84 c0 74 12 48 8b
13 4c 8b c7 48 8b cb
e8 1c f1 ff ff 48 89 43
08 48 8b c3 48 8b 5¢
24 30 48 83 ¢4 20 5f
3 @6 ER 66 E 68 @8
ccccceccc49cl el
04 48 8b c2 4¢c 03 01
4c 89 02 c3 cc cc 40
53 48 83 ec 20 48 8b
d9 48 8b 09 48 85 c9
74 3e 48 8b 53 10

49 8b d8 4c 8b f2 4c
8b 41 08 4c 8b d1 4c
39 41 10 0f 84 44 01
00 00 48 89 6¢ 24 60
33949 8b 29 48 89
74 24 68 48 89 7c 24
70 4c 89 64 24 78 4¢c
89 7c 24 40 49 3b d8
75 3d 49 89 28 49 89
48 08 49 89 48 10 49
8948 18 49 8b 41 08
49 89 40 08 49 8b 41
10 49 89 40 10 49 8b
411849 89 40 18 49
89 49 08 49 89 49 10
49 89 49 18 49 83 42
08 20 €9 bd 00 00 00
49 8b 71 08 49 8d 50
€0 4d 8b 61 10 49 8b
79 18 49 89 49 08 49
8949 10 49 89 49 18
48 8b 02 49 89 00 49
89 48 08 49 89 48 10
49 89 48 18 48 8b 42
08 49 89 40 08 48 8b
4210 49 89 40 10 48
8b 42 18 49 89 40 18
48 89 4a 08 48 89 4a
10 48 89 4a 18 48 8b
cb 4983 4208 20 e8
52 fe ff ff 48 8d 44 24
28 4889 2b 4c 8d 7b
08 4c 3b f8 74 15 49
8b cf e8 b9 e8 ff ff 49
89 37 4d 89 67 08 49
89 7f 10 eb 38 48 85
6

Ascii

V...H.C.H.t$8H..H.\$0H..

R HAS.H.I$.WH..

3.

CHAHAHAHHA.tH.
L.L.H......H.C.H$8H..H.
\$OH... _vvvvveenn. HA$.WH.. 3.
H..

H.H.H.HAHA.A
L.H......H.C.H..H\$OH..
y 1
H..H.H..H.S.

WH.L.L..@SH.

Completion

success or wait

I.L.LLAALL..L9A...D...H.I$’3. success or wait

1)H.tShH.|$pL.d$XL.|$@!:.

u=l.

(LH.LHIHILAL@.LAL@.I

AL@.LLLLLLLB. ...l
Q.LP.M.aly.lLLLLLH..

l.ILH.LH.LH.H.B..@.H.B.l.

@

HB.L@HJHJHJIH.IB

. .R..H.D$(H.+L.

{Litl . 7M.g.l....8H..

Source

Count Address  Symbol

8

12

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset
unknown 1389

unknown 876

Length Value

48 0f 42 fd 45 33 ed
48 89 5c 24 50 48 8b
c7 48 c1 e0 05 49 8d
55 ff 49 3b f8 76 05 48
8b c2 eb 08 48 3d 00
10 00 00 72 27 48 8d
48 27 48 3b 8 48 0f
46 ca e8 6¢ d2 e8 00
48 85 c0 0f 84 d2 00
00 00 48 8d 58 27 48
83 e3e0488943f8
eb 15 48 85 c0 74 0d
48 8b c8 e8 48 d2 e8
00 48 8b d8 eb 03 49
8b dd 49 8b 04 24 49
83 e6 e04c 8b c3 49
89 04 le 4d 89 6¢ 1e
08 4d 89 6¢ le 10 4d
89 6¢ 1e 18 49 8b 44
2408 49 89 44 1e 08
49 8b 44 24 10 49 89
44 1e 1049 8b 44 24
1849 89 44 1e 18 4d
89 6¢ 24 08 4d 89 6¢
2410 4d 89 6¢ 24 18
48 8b 56 08 48 8b Oe
4c 3bfa 7419 4c 8b
ce 49 8b d7 e8 a2 f3 ff
ff 48 8b 56 08 4d 8d
46 20 4c 03 c3 49 8b
cf 4c 8b ce e8 8¢ f3 ff
ff 4c 8b cf 4c 8b c5 48
8b d3 48 8b ce e8 8b
d3 ff ff 48 8b 06 48 8b
5c 24 50 49 03 c6 48
8b 6¢ 24 58 48

4c 89 7c 24 20 4d 8b
7e 0849 2b c7 48 c1
8 05 4c 3b e0 0f 86
Oe 01 00 00 4c 2b fa
49 b9 ff ff ff ff ff f ff 07
49 c1ff 05 49 8b c1
49 2b c7 4c 3b €0 Of
87 cd 01 00 00 48 2b
ca4f 8d 04 27 48 c1
f9 05 49 8b c1 48 8b
d1 4c 89 44 24 68 48
d1lea482bc2483b
c8 76 05 4d 8b f8 eb
Ob 4c 8d 3c 0a 4d 3b
8 4d 0Of 42 f8 49 8b c7
48 c7 c2 ff ff ff ff 48 c1
€0 05 4d 3b f9 76 05
48 8b c2 eb 08 48 3d
00 10 00 00 72 27 48
8d 48 27 48 3b c8 48
0f 46 ca e8 04 c8 e8
00 48 85 c0 0f 84 5d
01 00 00 48 8d 78 27
48 83 e7 e0 48 89 47
f8 eb 14 48 85 c0 74
0d 48 8b c8 e8 e0 c7
€8 00 48 8b f8 eb 02
33 ff 4d 8b cd 4c 8b
c549 clel 0548 8b
d3 4c 03 cf 49 8b ce
e8 a5 f7 ff ff 80 7c 24
60 00 4c 8b c7 49 8b
Oe 75 19 4d 8b ce 48
8b d6 e8 6d e9 ff ff 4f
8d 04 2c 48 8b ce 49
cle0

Source

Ascii Completion Count Address  Symbol

H.B.E3.H\$PH..H...Il.U.I;.v. success or wait 1 6DBB9FBC WriteFile
H.

H=..r'H.HH;H.F.l..H..

...... H.X'H..H.C..H..tH...H

HeLLLSLL L LML

.M.l.M.|..1.D$.1.D..1.D$.1.D.

.1.D$.1.D..M.I$.M.I$.M.I$.H.

V.H..L;.tL.l.....HV.M.F

L.lL.L.....L.LLH.H...... H.

H.\$PIL.H.I$XH

success or wait 2 6DBB9FBC WriteFile

v.M....L.

<.M;.M.B.I.H.....H...
M;.v.H....H=...'H.H'H;.H.F.
ceeHo ] HXHLHL.GLHL.
tH....... H...3.M..L..Il.H..
L.l....]$.L.L.uM.H..
.m...0. ,H..l..

Page 259 of 361



File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1985

unknown 1849

1b 00 00 48 8b c8 €8
1b 07 96 00 4c 8d 8d
08 02 00 00 48 89 85
08 02 00 00 4c 8d 05
02 5b f1 02 48 8b cb
48 8d 54 24 20 e8 €9
2f 00 00 48 8d 8d 08
02 00 00 e8 ad 2f 00
00 b9 18 00 00 00 €8
3f bf €8 00 44 8b 8d
00 02 00 00 48 8d 15
05 14 fc 02 41 b8 50
1500 00 48 8b c8 e8
c7 06 96 00 4c 8d &d
08 02 00 00 48 89 85
08 02 00 00 4c 8d 05
ba 5a f1 02 48 8b cb
48 8d 54 24 20 €8 95
2f 00 00 48 8d 8d 08
02 00 00 e8 59 2f 00
00 b9 18 00 00 00 €8
eb be e8 00 44 8b 8d
00 02 00 00 48 8d 15
11 d9 fb 02 41 b8 a0
3a 00 00 48 8b c8 e8
73 06 96 00 4c 8d 8d
08 02 00 00 48 89 85
08 02 00 00 4c 8d 05
72 5af1 02 48 8b ch
48 8d 54 24 20 e8 41
2f 00 00 48 8d 8d 08
02 00 00 e8 05 2f 00
00 b9 18 00 00 00 e8
97 be €8 00 44 8b 8d
00 02 00 00 48 8d 15
fd c6 fb 02 41 b8 cO
11 00 00

00 00 4c 8d 85 08 02
00 00 48 8d 15 2e 3c
f8 02 48 8d 8d 10 02
00 00 e8 02 26 00 00
4c 8b c8 4c 8d 05 08
4ff1 02 48 8d 54 24
2048 8b cb e8 0b 20
00 00 48 8d 8d 10 02
00 00 e8 cf 1f 00 00
4c 8d 8d 00 02 00 00
€7 85 08 02 00 00 dO
07 00 00 4c 8d 85 08
02 00 00 48 8d 15 10
348 02 48 8d 8d 10
02 00 00 e8 04 26 00
00 4c 8b c8 4c 8d 05
ca4e f1 02 48 8d 54
242048 8b cb e8 bd
1f 00 00 48 8d 8d 10
02 00 00 e8 81 1f 00
00 4c 8d 8d 00 02 00
00 c7 85 08 02 00 00
20 05 00 00 4c 8d 85
08 02 00 00 48 8d 15
a2 2e f8 02 48 8d 8d
10 02 00 00 e8 06 26
00 00 4c 8b c8 4c 8d
05 94 4e f1 02 48 8d
54 24 20 48 8b ch e8
6f 1f 00 00 48 8d 8d
10 02 00 00 e8 33 1f
00 00 4c 8d 8d 00 02
00 00 c7 85 08 02 00
00 38 04 00 00 4c 8d
85 08 02 00 00 48 8d
15 14 2a f8 02 48 8d
8d 10 02

cHe L Ho L]
CHAHTS LH.
2D Ho AP H..

LWLl Ho<H.LL&L

.L..O.HT$ H..

H

&.L.L.N.HT$H...0..H..

SN2 | DN—— Ehodleos

Completion

success or wait

success or wait

Source

Count Address  Symbol

4

13

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1810

unknown 1538

d1 18 00 00 4c 8d 8d
00 02 00 00 c7 85 08
02 00 00 c8 05 00 00
4c 8d 85 08 02 00 00
48 8d 15 e2 3d f6 02
48 8d 4c 24 38 e8 a8
19 00 00 4c 8b c8 4c
8d 05 16 4a f1 02 48
8d 54 24 20 48 8b cb
e8 el 24 00 00 48 &d
4c 24 38 €8 87 18 00
00 4c 8d 8d 00 02 00
00 c7 85 08 02 00 00
fO 08 00 00 4c 8d 85
08 02 00 00 48 8d 15
a8 34 f6 02 48 8d 4c
24 40 e8 7e 25 00 00
4c 8b c8 4c 8d 05 fc
491 02 48 8d 54 24
2048 8bch e8 77 18
00 00 48 8d 4c 24 40
€8 3d 18 00 00 4c 8d
8d 00 02 00 00 c7 85
08 02 00 00 b0 05 00
00 4c 8d 85 08 02 00
00 48 8d 15 ae 2e f6
02 48 8d 4c 24 48 8
14 19 00 00 4c 8b c8
4c 8d 05 d2 49 f1 02
48 8d 54 24 20 48 8b
cb e8 2d 18 00 00 48
8d 4c 24 48 e8 f3 17
00 00 4c 8d 8d 00 02
00 00 c7 85 08 02 00
00 40 0f 00 00 4c 8d
85 08 02 00 00 48 8d
15 24 1f

102 48 8d 54 24 20
48 8b cb e8 65 03 00
00 48 8d 8d 80 01 00
00 e8 29 03 00 00 4c
8d 8d 00 02 00 00 c7
8508 02000020 12
00 00 4c 8d 85 08 02
00 00 48 8d 15 3a 05
f2 02 48 8d 8d d8 01
00 00 e8 4e 26 00 00
4c 8b c8 4c 8d 05 b4
3b f1 02 48 8d 54 24
2048 8bch e817 03
00 00 48 8d 8d d8 01
00 00 e8 db 02 00 00
4c 8d 8d 00 02 00 00
c7 85 08 02 00 00 a8
14 00 00 4c 8d 85 08
02 00 00 48 8d 15 3c
f0 f1 02 48 8d 8d 90
01 00 00 e8 50 26 00
00 4c 8b c8 4c 8d 05
6e 3b f1 02 48 8d 54
242048 8b cb e8c9
02 00 00 48 8d 8d 90
01 00 00 e8 8d 02 00
00 4c 8d 8d 00 02 00
00 c7 85 08 02 00 00
40 0b 00 00 4c 8d 85
08 02 00 00 48 8d 15
ae e4 f1 02 48 8d 8d
98 01 00 00 e8 52 26
00 00 4c 8b c8 4c 8d
05 28 3b f1 02 48 8d
54 24 20 48 8b cb e8
7b 02 00 00 48 8d 8d
98 01 00

O [A—— Leveced ik

L=LHL$8...L.L.J.HTS$

H...$.H.L$8...L........
..H.. 4. HL$@.

~%..

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 3404

unknown 4096

da 8c e8 00 44 8b Ob
48 8d 15 64 a5 f9 02
44 8b 07 48 8b c8 8
69 d4 95 00 48 8b 5¢
24 30 48 89 06 48 8b
c6 48 8b 74 24 38 48
83 c4 20 5f c3 cc cc
cc 48 89 5c 24 08 48
89 74 24 1057 48 83
ec 20 48 8b f1 49 8b
d9 b9 18 00 00 00 49
8b f8 €8 8a 8c e8 00
44 8b Ob 48 8d 15 44
92 f9 02 44 8b 07 48
8b c8 e8 19 d4 95 00
48 8b 5c 24 30 48 89
06 48 8b c6 48 8b 74
24 38 48 83 ¢4 20 5f
c3 cc cc cc 48 89 5¢
2408 48 89 74 24 10
57 48 83 ec 20 48 8b
1 49 8b d9 b9 18 00
00 00 49 8b f8 €8 3a
8c e8 00 44 8b 0b 48
8d 15 34 7f f9 02 44
8b 07 48 8b c8 €8 c9
d3 95 00 48 8b 5¢ 24
3048 89 06 48 8b c6
48 8b 74 24 38 48 83
c4 20 5f c3 cc cc cc
48 89 5c 24 08 48 89
7424 1057 48 83 ec
20 48 8b f1 49 8b d9
b9 18 00 00 00 49 8b
8 e8 ea 8b €8 00 44
8b 0b 48 8d 15 ¢4 72
f9 02 44

€800 48 8d 15 7d 22
1 02 4c 8b f0 4c 89
38 48 8d 48 10 4c 89
60 08 e8 6a 21 00 00
48 8b 0f 48 c7 07 00
00 00 00 49 89 4e 30
48 b9 91 24 49 92 24
4992 04 48 8b 46 10
48 2b c8 48 83 f9 01
72 47 48 ff c0 48 8b
d5 48 89 46 10 48 8b
ce 4d 89 77 08 4d 89
34 24 4c 8b 4e 08 4d
8b 09 4d 8d 41 10 e8
00 16 00 00 48 8b 5¢
24 40 48 8b c5 48 8b
6c 24 48 48 8b 74 24
50 48 8b 7c 24 58 48
83 c4 20 41 5f 41 5e
41 5c ¢3 48 8d 0d 87
281 02 e8 a6 71 e6
00 cc cc 48 89 5¢ 24
08 48 89 74 24 10 57
48 83 ec 20 48 8b f1
49 8b d9 b9 18 00 00
0049 8b f8 e8 da 7e
€8 00 44 8b 0Ob 48 8d
15 a4 b5 f5 02 44 8b
07 48 8b c8 e8 69 c6
95 00 48 8b 5¢ 24 30
48 89 06 48 8b c6 48
8b 74 24 38 48 83 c4
20 5fc3 cccccc 48
89 5¢c 24 08 48 89 74
241057 48 83 ec 20
48 8b f1 49 8b d9 b9
18 00 00

Ascii

....D.H..d..D..H...i..H.\$0

H..H..H.t$8H..

o HAS HAS.WH..
H.l...... .D..H..
D..D.H..
$8H.. _...H\$.H.1$.WH..
H..I.

...... l..:..D.H.4..D.H..
..... H.A\$OH...H..H.t$8H
HASHAS.WH.. H..I....
..D.H...D

CHOYLLLLBHH.L L jLH.
H.......INOH..$1.$1..H.F.H+.

H
..IGH..H..H.F.H.M.w.M.4$
L.N.
M.M.A.....H\$@H..H.I$H

H.t$PH.[$XH.. A_AMA\H...

(oG HAS.HAS.WH..
Holooool,

~.D..H....D..H...i..H.\$0

H..H..H.t$8H..

G HASHASWH.. HLLL.....

LHA$OH..H..H.t

Completion

success or wait

success or wait

Source

Count Address  Symbol

14

2

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 936

unknown 1281

49 2b c0 48 3b d0 76
05 4c 8b f3 eb Ob 4d
8d 34 10 4c 3b f3 4c
0f 42 f3 48 85 c9 74
32 48 8d 14 d5 00 00
00 00 48 81 fa 00 10
0000 72 1c 4c 8b 41
8 48 83 ¢2 27 49 2b
c8 48 8d 41 f8 48 83
8 1f Of 87 04 01 00 00
49 8b c8 €8 f6 63 €8
00 33 c9 48 89 Oe 48
89 4e 08 48 89 4e 10
4d 85 6 74 67 4c 3b
5 0f 87 db 00 00 00
4e 8d 34 5 00 00 00
00 49 81 fe 00 10 00
00 72 2e 49 8d 4e 27
48 c7 cO ff ff ff ff 49 3b
ce 48 0f 46 c8 e8 77
63 €8 00 48 85 c0 0f
84 b0 00 00 00 48 8d
48 27 48 83 e1 €0 48
89 41 8 eb 10 4d 85
6 74 Ob 49 8b ce e8
53 63 €8 00 48 8b c8
49 8d 04 Oe 48 89 Oe
48 89 46 10 48 89 4e
08 48 85 db 74 10 48
8b 07 48 89 01 48 83
c1084883eb0175
fO 4c 8b 74 24 30 48
89 4e 08 48 8b 5c 24
38 48 8b 6¢ 24 40 48
8b 74 24 48 48 83 c4
20 5fc3 48 3b dd 76

0589 a6 2b 03 c3 cc
EelceleelcElceElceles)
48 8d 05 39 ea 56 03
€3 66 6 CE 66 @B @B
cccc 405348 83 ec
20 48 8b d9 48 8b 09
48 85 c9 74 3e 48 8b
5310 48 2b d1 48 83
e2 f8 48 81 fa 00 10
0000 72 18 4c 8b 41
8 48 83 ¢2 27 49 2b
c8 48 8d 41 f8 48 83
8 1f 77 1b 49 8b c8
e8 c6 5b e8 00 33 cO
48 89 03 48 89 43 08
4889 43 10 48 83 c4
20 5b c3 €8 26 29 eb
00 cc cc cc cc cc cc
48 83 ec 28 48 8b c2
4a 8d 14 c5 00 00 00
00 48 81 fa 00 10 00
00 72 18 48 8b 48 f8
4883 c227482bcl
48 83 c0 f8 48 83 8 1f
77 0f 48 8b c1 48 8b
c8 48 83 c4 28 e9 6¢
5b e8 00 e8 df 28 eb
00 cc cc cc cc cc cc
EelceleelcElceElceles)
cccc 4053 48 83 ec
2033 c0488bd9 48
89 01 48 89 41 08 48
8941104885d274
74 48 b ff ff ff ff ff ff ff
1f 48 3b d1 77 6b 48
89 7c 24 30 48 8d

Ascii

Completion

I+.H;.v.L....M.4.L;.L.B.H..t2 success or wait

HooooHe LLAHL . HA
HeooooodoC.3.HLHINLH.
N.M.tgL;.....N4.....l.....

LLN'H......IL.H.F.wc. H...
..... H.HH...H.A..M..t.I...Sc
LH.o L H. H.FHNH.t.H.H

H..H...u.L.t$0H.N.H.\$8H.

I$S@H.t$HH.. _.H;.v

S EMORY/S—
@SH..
H.H..H.t>H.S.H+.H...H.

W LLAHU I+ HAH w.
..[.3.H.H.C.H.C.H.. [..&)..

...... H..(H.JoooHe,

HHH.'H+.H..H..w.H..H..
..@SH..
3.H.H.HAHAH.ftH......

Heo (Moo

...H;.wkH.|$0H.

success or wait

Source

Count Address  Symbol

2

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1245

unknown 1048

48 89 43 08 48 89 6b
18 48 89 6b 20 48 89
6b 28 €8 18 07 00 00
66 0f 6f 05 70 a9 ee

00 44 8d 45 2a 48 8d
1515 a9 ee 00 49 89
be d0 00 00 00 48 8d
4c 24 30 40 88 6¢ 24

30 f3 Of 7f 44 24 40 €8 H.I$@H.D$H....@.1$0H.h0

e9 f5 ff ff 4c 8d 44 24
30 48 8d 54 24 20 49
8d 4e 50 e8 16 0a 00
00 48 8b 44 24 20 49
8b 5e 58 48 3b c3 0f

8592 00 00 00 48 8b
1b 8d 4d 38 48 8b 7b
08 e8 71 56 e8 00 48
8b c8 48 89 18 48 89
78 08 48 89 68 20 48
89 68 28 0f 10 44 24
30 0f 11 40 10 0f 10

4c 24 40 0f 11 48 20

48 89 6¢ 24 40 48 c7
44 24 48 0f 00 00 00
40 88 6¢ 24 30 48 89
68 30 48 b8 91 24 49
92 24 49 92 04 49 8b
56 60 48 2b c2 48 83
8 01 0f 82 9¢ 00 00

00 48 8d 42 01 49 89
46 60 48 8d 54 24 20
48 89 4b 08 48 89 Of
49 8d 4e 50 4d 8b 4e
58 4d 8b 09 4d 8d 41
10 e8 07 fc ff ff 48 8b
44 24 20 48 8d 0d cb

40 88 75 8f 48 8d 4d
8f f3 Of 7f 45 9f 8 5¢
e9 ff ff 48 8d 55 8f 48
8b cf e8 c0 ¢3 00 00
48 8b 8 be 01 00 00
00 eb 03 48 8b fe 40
6 c6 01 74 4c 48 8b
55 a7 48 83 fa 10 72
31 48 8b 4d 8f 48 ff c2
48 8b c1 48 81 fa 00
10 00 00 72 19 48 8b
498 48 83 c2 27 48
2b c1 4883 c0 8 48
83 f8 1f 0f 87 34 02 00
00 e8 fa 49 e8 00 66
0f 6f 05 5a 9c ee 00 f3
Of 7f 45 9f c6 45 8f 00
48 8d 15 32 9c ee 00
48 8b cb €8 b2 7 00
00 c6 44 24 30 00 48
85 ff 74 12 48 8b 07
48 8d 54 24 30 48 8b
cf ff 50 18 84 c0 75 Of
48 8d 15 5f 9b ee 00
48 8b cb e8 a7 a3 00
00 48 8b cb e8 af d7
00 00 48 8b cb e8 57
€3 00 00 84 c0 0f 84
8f 00 00 00 66 Of 6f 05
7 9b ee 00 48 8d 15
68 a0 ee 00 f3 Of 7f 45
9f ¢6 45 8f 00 49 c7

cO ff ff ff ff 49 ff cO 42
80 3c 02 00 75 f6 48
8d 4d 8f 8 6d e8

Ascii

H.C.H.k.H.k
H.k(.....f.o.p..D
E*H.....1L....H.L$0@.1$0...

D$@.....L..D$0H.T$
LLNP....H.D$

1.AXH;......H...M8H.{..qV..

H..H..H.x.H.h
H.h(.D$0..@...L$@..H

H

JBLSLLVH+H.... H.B.

LFH.T$
H.K.H.LNPM.NXM..M.A
...... H.D$ H...

@.uHM...E.\.HUH....
] —— H.@..tLH.U.H..r1

IV Ao o ST N A S

.1.foZ.. . .E

..... H.h....E.E..l
<.u.H.M.m.

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

4

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 960

unknown 1348

eb 00 cc cc cc cc 48
89 5¢c 24 10 57 48 83
ec 50 48 8b 05 7f 84
2b 03 48 33 c4 48 89
44 24 48 48 8b f9 48
8b da b9 d8 00 00 00
e8 e3 45 e8 00 48 85
c0 74 14 48 8b 57 08
4c 8b c3488b c8 e8
43 ee ff ff 48 8b d8 eb
02 33 db 48 8d 93 90
00 00 00 48 8b cf e8
7d f5 00 00 66 Of 6f 05
5598 ee 00 48 8d 15
3e 98 ee 00 41 b8 Ob
00 00 00 c6 44 24 28
00 48 8d 4c 24 28 f3
Of 7f 44 24 38 €8 d3
e4 ff ff 4c 8d 44 24 20
48 89 5c 24 20 48 8d
54 24 28 48 8b cf e8
3c d9 00 00 48 8b 54
24 40 48 83 fa 10 72
2e 48 8b 4c 24 28 48
ff c2 48 8b c1 48 81 fa
00 10 00 00 72 15 48
8b 49 8 48 83 c2 27
48 2b c1 48 83 c0 f8
48838 1f 77 1d e8
7b 45 e8 00 48 8b 4c
24 48 48 33 cc €8 06
45 e8 00 48 8b 5¢c 24
68 48 83 c4 50 5f c3
e8d6 12 eb 00 cc cc
cc cccccc 48 3b ca
7478 48 89 5¢ 24

57 48 83 ec 20 33 c0
48 8b fa 48 89 41 10
48 8b d9 48 89 41 18
4883 7a 18 10 48 8b
6a 10 72 03 48 8b 3a
48 89 74 24 30 48 83
fd 10 73 0d 0f 10 07
be 0f 00 00 00 Of 11
01 eb 71 48 b9 ff ff ff
ff ff ff ff 7f 48 8b f5 48
83 ce 0f 48 3b f1 48 Of
47 f1 48 8d 56 01 48
81 fa 00 10 00 00 72
2d 48 8d 4a 27 48 c7
cO ff ff ff ff 48 3b ca 48
0f 46 c8 e8 db 41 8
00 48 8b c8 48 85 c0
74 4d 48 83 c0 27 48
83 e0 e0 48 89 48 f8
eb 0d 48 85 d2 74 08
48 8b ca e8 b8 41 e8
00 4c 8d 45 01 48 89
03 48 8b d7 48 8b c8
e8 3a le ea 00 48 89
6b 10 48 8b c3 48 89
7318 48 8b 74 24 30
48 8b 5c 24 38 48 8b
6c 24 40 48 83 ¢4 20
5f c3 e8 35 0f eb 00
cC cc cc cc cc 48 89
5c 24 18 48 89 6¢ 24
2056 57 41 56 48 83
ec 50 48 8b 05 e7 7f
2b 03 48 33 c4 48 89
44 24 40 49 8b 8 4c
8b f1 €8 64

Ascii

Completion

...... H.\$.WH..PH....+.H3.H. success or wait

D$

HH..H.......E.H.tHW.L..
H..C..H..3.H. H. ) f
0.U.H.>.A.....D$(H.LS(

..D$8....L.D$ H.\$
H.T$(H...

<..HT$@H...rH.L$(H..H..
H.....rHILH.H+H..H..w..

E

\H.L$HH3...E..H.\$hH..P_.

WH..
3.H.HAH.HAH.z.H,j

r.H.:H.A$0H. .s............. qH

......... H..H..H;.H.G.H.V.H..
o r-HJIHG H;.H.F..A.H
LHAMHUH HHL HtH..
H.kH..

ALLEH.H.H......
H.s.H.t$0H.\$8H.I$@H..
B HASHIS
VWAVH..PH....+.H
3.H.D$@!I..L...d

success or wait

Source

Count Address  Symbol

8

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 960

unknown 1092

49 8b c8 €8 42 3d e8
00 48 c7 43 20 00 00
00 00 48 8d 05 0b 90
ee 00 48 c7 43 28 0f
00 00 00 c6 43 10 00
48 89 03 40 f6 c7 01
74 0d ba 30 00 00 00
488bch e8 11 3d e8
00 48 8b c3 48 8b 5¢
24 30 48 83 ¢4 20 5f
c3e8 76 0a eb 00 cc
cC cc cc cc cc 48 89
5c 24 08 48 89 74 24
1057 48 83 ec 20 48
8d 05 92 90 ee 00 8b
f2 48 89 01 48 8b d9
48 8b 79 30 48 85 ff
741548 8b cfe8el
fd ff ff ba 18 00 00 00
48 8b cf e8 bc 3c e8
00 48 8d 4b 08 €8 6b
fd ff ff 40 f6 c6 01 74
0d ba 38 00 00 00 48
8b cb e8 a0 3c e8 00
48 8b 74 24 38 48 8b
€348 8b 5c 24 30 48
83 c4 20 5fc3 cc cc
cc cc cc 40 53 48 83
ec 20 48 8d 05 53 8f
ee 00 48 8b d9 48 89
01 f6 c2 01 74 Oa ba
10 00 00 00 €8 66 3c
€8 00 48 8b c3 48 83
c4 20 5b c3 cc cc cc
cc cc 4c 8b dc 55 56
4156 4157 48 81 ec
88

fe 06 eb 00 cc cc cc
EelceleelcElCeElceles)
cc cc cc cc 48 89 5¢
2408 57 48 83 ec 20
48 ¢7 41 10 00 00 00
0049 8b 8 48 c7 41
18 0f 00 00 00 4c 8b
cac6 01 00 48 8b d9
48 85d2 74 10 48 8b
02 48 8b d1 49 8b c9
ff 50 30 84 c0 75 Of 48
8d 15 be 8c ee 00 48
8b cf e8 26 93 00 00
48 8b c3 48 8b 5c 24
3048 83 c4 20 5f c3
EelGEICCIREIGRICCICE
cc 40 55 56 41 56 41
57 48 83 ec 78 48 8b
05 4e 77 2b 03 48 33
c4 48 89 44 24 68 49
8b e8 4c 8b fa 4c 8b
1 48 85 d2 Of 84 bf 02
00 00 83 7a 08 06 Of
85 b5 02 00 00 48 89
9c 24 b8 00 00 00 b9
3800 00 00 48 89 7c
24 70 e8 8f 38 e8 00
33 f6 48 8b f8 48 85
c0 74 24 48 8d 05 6a
8c ee 00 48 89 07 40
88 77 08 48 89 77 20
48 c7 47 28 0f 00 00
0040 88 77 10 48 89
77 30 eb 03 48 8b fe
41 83 7f 08 06 48 8b
cd 4c 0f 45 fe e8 11
c7

H........H..H..H.yOH.t
Moo, H...<.H.K. k..

\$OH.. _...... @SH..

Heoootooo f< HAH Lo
_L.UVAVAWH...

......... HA$.WH.. H.
A cordkd /A csod Leoeed Rk R

B S [N 2 N SN 2 8

H.H.\$OH..

R @UVAVA
WH..xH..Nw+.H3.H.D$hl..
L.L.H

T Zeone H.$...8..

H.|$p..8..3.H..H.t$H..j...H

.@.w.H.w
H.G(....@.w.H.wO0..H..
A..H.LE..

1.8 H... < H.t$8H..H.

Completion

success or wait

success or wait

Source

Count Address  Symbol

4

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 980

unknown 1453

88 7d c7 e9 1a 01 00
00 b9 68 00 00 00 e8
8 34 €8 00 48 85 cO
74 0b 48 8b c8 e8 6f
65 00 00 48 8b f8 83
7d bf 00 75 7e 66 Of 6f
05 7e 87 ee 00 48 8d
1577 89 ee 00 41 b8
0a 00 00 00 c6 45 ef
00 48 8d 4d ef f3 Of 7f
45 ff e8 ff d3 ff ff 48
8b 55 af 48 8d 4d b7
e8 22 08 00 00 4c 8b
c0 48 8d 55 ef 48 8b
cf e8 93 e3 00 00 48
8b 55 07 48 83 fa 10
72 3148 8b 4d ef 48
ff c2 48 8b c1 48 81 fa
00100000 7219 48
8b 49 8 48 83 c2 27
48 2b c1 48 83 c0 8
48 83 f8 1f 0f 87 fd 00
00 00 e8 a0 34 e8 00
48 8b 5d a7 48 8b Ob
48 85 c9 74 16 4c &d
4d b7 48 89 7d b7 4c
8d 45 bf 41 8b d6 e8
d8 d1 00 00 eb 13 48
85 ff 74 12 48 8b 07
ba 01 00 00 00 48 8b
cf ff 50 10 48 8b 5d a7
48 8b 55 df 48 83 fa
1072 3548 8b 4d c7
48 ff c2 48 8b c1 48
81 fa 00 10 00 00 72
19 48 8b 49

€8 00 49 8b Oe 48 85
€9 74 0b 48 8b 01 ba
01 00 00 00 ff 50 10
48 8b 4c 24 58 48 33
cc e 4a 1f e8 00 48
83 ¢4 70 41 5f 41 5e
5f 5e 5d c3 e8 19 ed
ea 00 cc cc cc cc cc
cc cc cc cc 40 55 53
56 57 41 54 41 55 41
56 41 57 48 8d 6¢ 24
f1 48 81 ec €8 00 00
00 48 8b 05 c0 5d 2b
03 48 33 ¢4 48 89 45
7 4c 8b 65 77 33 f6
48 8b 5d 7f 4d 8b e8
89 74 24 30 44 8b fa
66 0Of 6f 05 bd 71 ee
0048 8d 1592 71 ee
00 4c 8b f1 4c 89 4c
24 38 44 8d 46 06 40
88 75 a7 48 8d 4d a7
3 Of 7f 45 b7 €8 38 be
ff ff 49 8b Oc 24 48 8d
55 a7 8 9b 98 00 00
48 8b f8 48 85 c0 74
06 83 78 08 06 74 03
48 8b fe 48 8b 55 bf
48 83 fa 10 72 31 48
8b 4d a7 48 ff c2 48
8b c1 48 81 fa 00 10
0000 72 19 48 8b 49
8 48 83 c2 27 48 2b
c1 48 83 c0 f8 48 83
8 1f Of 87 b1 03 00 00
e8 d7 1e e8 00 66 Of

Ascii

Joenhi 4. H.tH...ce.
H..}u~fo~.H.w.A..
E.HM...E....H.UH.M.."

selLea U b ccosed nHUL AL LR

M
HoHoHe DHLHLHA ..
Hevoooo A H]HHLEL,

MH}LEA......H.tH...
...H...P.H].H.U.H...r5H.M.
18 ] ] N 8 o

LLHOtH. P.H.L$XH3..
JH.pA AN N,
@USVWATAUAVAWH.I$.
HonH.]
+.H3.H.E.L.ew3.H.].M...t$0
D..f
.0..0..H...q..L..L.L$8D.F.@.
u.

HM...E.8..1.$H.U...... H..
H..t.x.tH.H.UH...riH.M.
H.
HoH.rHILHH+H.H.
............. f.

Completion

success or wait

success or wait

1

Source
Count Address  Symbol

1 6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1877

unknown 1797

48 85 c9 74 0b 48 8b
01 ba 01 00 00 00 ff
50 10 48 8b 54 24 50
48 83 fa 10 72 2e 48
8b 4c 24 38 48 ff c2
48 8b c1 48 81 fa 00
10 00 00 72 15 48 8b
498 48 83 c2 27 48
2b c1 48 83 c0 8 48
83 f8 1f 77 20 e8 de
19 e8 00 48 8b 4c 24
58 48 33 cc €8 69 19
€8 00 48 8b b4 24 88
00 00 00 48 83 c4 60
5f c3 e8 36 e7 ea 00
CC cC cc cc cc cc 40
5553 56 57 41 54 41
5541 56 41 57 48 8d
6C 24 f1 48 81 ec c8
00 00 00 48 8b 05 e0
57 2b 03 48 33 c4 48
89 45 ff 4c 8b 75 77
33 f6 48 8b 5d 7f 4d
8b €889 74 24 38 44
8b e2 66 Of 6f 05 dd
6b ee 00 48 8d 15 b2
6b ee 00 4c 8b f9 4c
89 4d 87 44 8d 46 06
40 88 75 af 48 8d 4d
af f3 Of 7f 45 bf €8 59
b8 ff ff 49 8b Oe 48 8d
55 af e8 bd 92 00 00
48 8b f8 48 85 c0 74
06 83 78 08 06 74 03
48 8b fe 48 8b 55 c7
48 83 fa 10 72 31 48
8b

36 65 ee 00 44 88 75
90 f3 Of 7f 45 a0 4d 85
ff 74 11 49 8b 07 48
8d 55 90 49 8b cf ff 50
30 84 c0 75 0f 48 8d
15 30 66 ee 00 48 8b
cb e8 98 6¢ 00 00 48
85 ff 74 3d 66 Of 6f 05
fb 64 ee 00 48 8d 15
2c 68 ee 00 41 b8 09
00 00 00 44 88 74 24
50 48 8d 4c 24 50 {3
Of 7f 44 24 60 €8 79
b1 ff ff 48 8d 54 24 50
48 8b cf 83 ce 02 e8
d9 8b 00 00 4c 8b fO
40 f6 c¢6 02 74 50 48
8b 54 24 68 48 83 fa
10723248 8b 4c 24
50 48 ff c2 48 8b c1
48 81 fa 00 10 00 00
7219 48 8b 49 8 48
83c227482bcl48
83 c0 f8 48 83 8 1f Of
87 bd 03 00 00 €8 1b
12 e8 00 66 Of 6f 05
7b 64 ee 00 f3 Of 7f 44
24 60 c6 44 24 50 00
48 8d 15 al 67 ee 00
48 8b cb €8 d1 bf 00
00 66 Of 6f 05 59 64
ee 00 c6 44 24 70 00
3 Of 7f 45 80 4d 85 f6
7412 49 8b 06 48 8d
54 24 70 49 8b ce ff
50 30 84

Ascii

1 LA T S— P.H.T$PH...r-H.

L

$8H..H.H.....r.H.LH..'"H+.H

Ho.w
..... H.L$XH3..i..H..$
LWHL 6 @USVWA

TAU

AVAWH.I$.H.....H..W+.H3

.H.E.
L.uw3.H.].M...t$8D..f.0. k..
H.
.k.L.LLM.D.F.@.u.H.M....

S | 8 L0 S B {6 [ O

8 L O o O 1

Completion

success or wait

6e..D.u...E.M..t.I.H.U.l...P success or wait

0..u.H..0f..H....l.H..t=f.0..

d.H..,h.A..Dt$PH.LSP...

D

$.y..HT$PH.......... L.@..

tPH.T$hH...r2H.L$PH. . H..

LHIHUHHH G H

..f.o{d....D$".D$P.H...g..H

....... f.0.Yd...D$p....E.M..t.
I..H.T$pl...PO.

Source

Count Address  Symbol

2

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1342

unknown 1655

49 8b dc eb 0b 48 8d
1c Oa 49 3b dc 49 0f
42 dc 48 81 fb 00 10
00 00 72 27 48 8d 4b
27 48 3b cb 49 0f 46
c9 e8 b0 00 e8 00 48
85 c0 0f 84 ac 00 00
00 48 8d 78 27 48 83
e7 e048 89 47 f8 eb
14 48 85 db 74 0d 48
8b cb e8 8c 00 e8 00
48 8b f8 eb 02 33 ff 42
88 2c 3f 48 8b cf 4c
8b 46 08 48 8b 16 4d
3b fO 75 05 4c 2b c2
eb 1c 4d 8b c6 4c 2b
c2 e8 f6 dc e9 00 4c
8b 46 08 49 8d 4f 01
4d 2b c6 49 8b d6 48
03 cf e8 e0 dc e9 00
4c 8b cb 4d 8b c4 48
8b d7 48 8b ce e8 8f
4f 00 00 49 b8 ff ff ff ff
ff ff ff 7f 49 c7 c1 ff ff ff
ff 41 83 ed 01 78 Oa Of
b7 4c 24 50 e9 ee fe ff
ff 4c 8b 7c 24 20 4c
8b 64 24 68 48 8b 7c
24 60 48 8b 5¢c 24 58
48 83 c4 28 41 5e 41
5d 5e 5d c3 e8 aa cd
ea 00 cc e8 34 01 ff ff
cc cc cc cc 89 4c 24
08 55 56 41 55 41 56
48 83 ec 28 48 89 5¢
24

48 8b 7c 24 48 48 89
73 08 48 8b 5¢c 24 50
48 8b 74 24 58 48 83
c4 20 41 5f 41 5e 41
5c c3 e8 bc fc fe ff cc
e8 26 c9 ea 00 cc cc
cc cc cc cc 40 53 55
56 41 56 48 83 ec 28
48 8b 41 08 48 8b da
48 8b 11 48 8b eb 48
2b ea 48 2b c2 4d 8b
f0 48 c1 fd 03 48 c1 f8
03 49 b8 ff ff ff ff ff ff ff
1f 48 8b f1 49 3b c0 Of
84 ce 01 00 00 48 8b
49 10 48 2b ca 4c 89
64 24 58 48 c1 f9 03
4c 89 6¢ 24 60 48 8b
d148dlea4c897c
24 20 4c 8d 78 01 49
8b c0 48 2b c2 48 3b
c876 0549 8b c7 eb
Ob 48 8d 04 0a 49 3b
c7 49 0f 42 c7 45 33
ed 48 89 7c 24 50 4c
8d 24 c5 00 00 00 00
49 8b d4 4d 8d 4d ff
49 3b c0 76 05 49 8b
d1 eb 09 48 81 fa 00
10 00 00 72 27 48 8d
4a 27 48 3b ca 49 0f
46 c9 e8 b5 fa e7 00
48 85 c0 0f 84 52 01
00 00 48 8d 78 27 48
83 e7e04889 478
eb 15 48 85

Ascii

[ O A [N o O g A RS
A|NE TN || M- H.X'H...H.
Gocelrkaltlrikee

LLSP..L|$

L.dShH.|$ H\$XH..
(AAN....co. B LS
UVAUAVH..(H\$

H.|$HH.S.HASPH.$XH..
A_AMA\.

....... &.......@SUVAVH..
(HA

B o 8 8 R IV O o O
H.LH+.L.d$

XH...LI$'H..H..L.|$
L.x.1..H+

H;.v.l...H..I;..B.E3.H.|$P

L$.....LMM.I.v.l..H....

sl Tk bl P concd ke Rsed )

2kl Gedrl,

.H....3.B.,?H.
L.FH.M;.u.L+. . M..L+......

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

4

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1646

unknown 874

dd 01 03 f3 48 0f 2a
c04885¢c07904f3

0f 58 c2 0f 57 c9 f3 48 ...

0f 2a ca 48 85 d2 79
04 f3 0f 58 ca f3 0f 5e
c1 0f 2f 45 00 76 5¢
48 81 fa 00 02 00 00
73 0a 48 8d 14 d5 00
00 00 00 eb 12 48 b8
ff ff ff ff ff f ff Of 48 3b
d0 73 03 48 03 d2 48
8b cd e8 0Of a5 ff ff 48
8b 75 08 48 39 36 74
26 48 8b 76 08 66 90
48 8b 5d 08 48 8d 54
24 20 48 8b cd 48 8b
1b 4c 8b cb 4c 8d 43
10 e8 d5 fd ff ff 48 3b
de 75 e0 49 89 7d 00
41 c6 45 08 01 48 8b
5¢c 24 60 49 8b c5 48
8b 6¢ 24 68 48 8b 74
2470 48 83 ¢4 30 41
5f 41 5e 41 5d 41 5¢
5f €3 cc cc cc cc cc
cc cc 48 89 5c 24 08
48 89 6¢ 24 10 48 89
7424 1857 41 54 41
5541 56 41 57 48 83
ec 30 4d 8b 50 18 49
8b f9 4d 8b 78 10 4d
8b f0 4c 8b ea 48 8b
€9 49 83 fa 10 72 03
4d 8b 00 33 c9 49 b9
25232284 e49cf2
cb 4d 85

48 8b 6¢ 24 58 48 89
46 10 48 8b 7c 24 60
4c 8b 7c 24 68 48 83
c4 20 41 5e 41 5d 41
5c 5e 5b ¢3 4c 8b ff

4c 2b fb 4d 3b f7 73

3d 48 8b d7 4d 8b c6
49 2b d6 48 8b cf e8
Oe cb €9 00 49 8d 04

3e 4d 2b fe 49 2b ff 48 .H.D$hI..H..H..H...u.H;Q.u.

89 46 08 48 8b cf 4d
8b c7 48 8b d3 e8 f2
ca e9 00 4d 8b c6 49
8b d5 48 8b cbh e8 e4
cae9 00 eb al 49 8d
3c 16 4d 8b c7 48 8b
cf e8 d3 ca e9 00 49
8d 04 3f 4d 8b c6 49
8b d5 48 89 46 08 48
8b cb e8 bd ca e9 00
e9 77 ff ff ff e8 63 ef fe
ff cc e8 cd bb ea 00
EelceleelcElcelceles)
EelceleeleElEelcellE
89 4c 24 20 53 55 56
57 41 55 41 56 48 83
ec 28 4d 8b e9 4d 8b
fO 4d 2b €8 48 8b c2
4c 8b 01 49 8b fd 49
2b c0 48 d1 ff 48 89
44 24 68 49 8b €9 48
8b da 48 8b f1 48 83 ff
01 75 0d 48 3b 51 08
75 07 40 88 7c 24 60
eb Oe c6 44 24 60 00
48 85 ff Of 84 9f

Ascii

Completion

HXH.y..X.W..H*H.y. success or wait

XL ALEVH.LLsH.
H....... H;.s.H.H.....H
.U.HI96t&H.v.f.H.].H.T$
H.H.L

LCo HLUILLAE H\S
I..H.IShH.t$pH..0A_AMAJA\
. H\$.H.I$.H.1$.WATAUA
VAWH.
OM.P.I.MXM.L.H.I.r.M

-3.L.%H#"....M.

H.I$XH.F.H.|$ L.|$hH..

ANAJAN
[.L.L+.M;.s=H.M..I+.H......
L>M+.+.HFH.M.H.......

M.L.H.......<M.H....

o0 OVl PP coscesd W....C..
..... L.L$ SUVWA

UAVH..
(M..M..M+.H..L.LI+.H.

@.$..D$ H....

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1178

unknown 853

3 Of e6 c0 66 Of 2e c6
7a 3175 2f b9 18 00
00 00 e8 b8 el e7 00
48 8b d8 48 85 c0 0f
84 6a ff ff ff c7 40 08
02 00 00 00 48 8d 05
a2 36 ee 00 48 89 03
89 7b 10 e9 10 ff ff ff
b9 18 00 00 00 8 89
el e7 00 48 8b d8 48
85 c0 0f 84 3b ff ff ff
€7 40 08 03 00 00 00
48 8d 05 73 36 ee 00
4889 03 f20f 11 73
10 e9 df fe ff ff 48 8b
55 9f 4c 8d 45 cf 66 Of
6f 05 f6 33 ee 00 48
83 c2 fe 48 8b 4d b7
48 83 c1 02 c6 45 cf
00 f3 Of 7f 45 df e8 8¢
08 00 00 84 c0 75 49
48 8b 55 e7 33 ff 49
89 3f 48 83 fa 10 0Of 82
2a 04 00 00 48 8b 4d
cf 48 ff c2 48 8b c1 48
81 fa 00 10 00 00 72
19 48 8b 49 8 48 83
€c227482bcl 4883
c0 f8 48 83 f8 1f Of 87
3d 04 00 00 e8 2c el
e7 00 e9 f4 03 00 00
b9 30 00 00 00 e8 el
e0 e7 00 48 8b d8 48
85 ¢0 74 20 c7 40 08
04 00 00 00 48 8d 4b

0f 82 54 ff ff ff 48 8b
49848 83 c2 27 48
2b c1 48 83 c0 f8 48
83 f8 1f 77 67 €9 3a ff
ff ff 49 89 3f 48 85 db
74 15 48 8b 03 ba 01
00 00 00 48 8b cb ff
50 10 eb 05 33 ff 49
89 3f 4c 8b b4 24 a8
00 00 00 48 8b b4 24
b0 00 00 00 48 8b 9¢c
24 b8 00 00 00 Of 28
b4 24 90 00 00 00 49
8b c7 48 8b 4d ef 48
33 cce89cdce7 00
48 81 c4 c0 00 00 00
41 5f 41 5d 41 5c 5f
5d c3 e8 67 aa ea 00
cc e8 61 aa ea 00 cc
75 a0 08 00 a0 a2 08
00 2b 9f 08 00 a0 a2
08 00 3a 9e 08 00 8a
9d 08 00 31 9d 08 00
61 9d 08 00 f8 9c 08
00 a0 a2 08 00 a0 a2
08 00 a0 a2 08 00 48
89 5¢ 24 08 48 89 6¢
2410488974 2418
57 41 54 41 55 41 56
4157 48 83 ec 50 49
8b fO 48 8b ea 48 8b
d9 48 3b ca 0f 83 6d
02 00 00 41 bc 5¢ 00
00 00 4c 8d 3d a5 5¢
7 ff 45 8d 74 24 a8
45 8d 6¢ 24 b0 0f b7

Ascii
Lfzlul H.H....

jorn@...H.6. H. ...
......... H.H..@....H.

.s6..H.....s.....H.U.L.E.f.0.
3.H.HMH..E...E....
LUIH.U.3.1.2H.... 5 .H.M.H..
H.LH..'"H+.H...H..

[kl

.T..H.LH..'"H+.H...H...wg.:. success or wait
LL?PHLtH. L HL P32

LS H S H.$.....($.

LLHMH3..H.....A_AA

... H\$.H.I$.H.t$. WATAUA

VAWH.

PILLH.H.H;..m_.A\.L=

\.E.$.E.I$...

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1161

unknown 1004

0f be c0 3b c8 74 e2

41 80 38 00 0f 85 04
03 00 00 48 89 16 b8
07 00 00 00 48 8b 5¢
243048 8b 74 24 38
48 83 c4 20 5f c3 48

8d 42 02 48 89 06 b8
02 00 00 00 48 8b 5¢
243048 8b 74 24 38
48 83 c4 20 5f c3 48

8d 42 02 48 89 06 b8
03 00 00 00 48 8b 5¢
243048 8b 74 24 38
48 83 c4 20 5f c3 48

8d 42 02 48 89 06 b8
09 00 00 00 48 8b 5¢
243048 8b 74 24 38
48 83 c4 20 5f c3 48

8d 42 02 48 89 06 33
c0 48 8b 5¢ 24 30 48
8b 74 24 38 48 83 c4
20 5f ¢3 48 8d 42 02

48 89 06 b8 01 00 00
00 48 8b 5c 24 30 48
8b 74 24 38 48 83 c4
20 5f ¢3 48 8d 42 02

48 89 06 b8 0a 00 00
00 48 8b 5c 24 30 48
8b 74 24 38 48 83 c4
20 5f ¢3 b9 2d 00 00

00 48 8d 42 02 66 41
3b c8 48 0f 45 c2 48

3b ¢7 0f 84 2d 02 00

00 44 0f b7 00 45 33
€941 8bd1 48 3bc7
0f 83 1a 02 00 00 Of

b7 08 66

48 83 c0 02 48 3b c2

Ascii

o LAS8.LH.LL H\S0
H.t$8H..
_H.B.H......H\$0H.t$8H..
_H.B.H......H\$0H.t$8H..
_.H.B.H......H.\$0H.t$8H..

_H.B.H..3.H\SOH.t$8H.. _.

H.B.H.......H\$OH.t$8H..
_H.B.H.......H\$OH.t$8H..
_.-.HBAHEH;.-

H..H;s........... f.tf.t

73 1f 0f 1f 80 00 00 00 5H...H;.r.H...+fA. *u-E..H...

00 0f b7 08 66 83 f9
Oa 74 3b 66 83 f9 0d
74 3548 83 ¢c0 02 48
3bc272e8488bca
eb 2b 66 41 83 f8 2a
75 2d 45 0f b7 c3 48
83c002483bc273
2066 41 83 f8 2a 75
06 66 83 38 2f 74 06
44 0f b7 00 eb e4 48
8d 48 02 48 3b ca Of
82 5f ff ff ff 49 89 Oa
€349 89 08 c3 cc cc
cc cc cc cc cc 48 89
5c 24 08 48 89 6¢ 24
104889 74 24 18 48
89 7c 24 20 41 56 48
83 ec 20 8b ea 48 8b
d9 45 85 c0 74 18 48
8d 05 0d 2a ee 00 48
89 01 48 8d 05 53 e2
ee 02 48 89 81 88 00
00 00 48 8b 01 4c 63
40 04 48 8d 05 4e e2
ee 02 49 89 04 08 45
33048 8b 0148 63
48 04 8d 51 f0 89 54
19 fc 48 8d 53 08 48
8b 03 48 63 48 04 48
03 cb e8 9e 4a 00 00
48 8b 03 48 63 48 04
48 8d 05 b0 29 ee 00
48 89 04 19 48 8b 03
48 63 48 04 48 8d 05
6

H;.s fA.*u.f.8/t.D....H.H.H;
JRTRO (S0 RUOPON: HA$.H.I
$.H.t$.H.|$ AVH..
LH.E..t.H.

L H.H.S..H....H.Lc@.
H
.N...I..E3.H..HcH..Q..T..H.
S
\H..HcH.H....J..H..HcH.H...
)..H...H..HCcH.H...

Completion

success or wait

success or wait

Source

Count Address  Symbol

4

2

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1339

unknown 1126

59 60 48 8d 05 e7 d8
ee 02 48 89 01 48 85
db 74 34 48 8b 4b 08
48 85c9 74 19 48 8b
01 ff 50 10 48 85 cO
74 Oe 4c 8b 00 ba 01
00 00 00 48 8b c8 41
ff 10 ba 10 00 00 00
48 8b cb 48 83 c4 20
5b e9 5b c8 e7 00 48
83 ¢4 205b c3 ccce
EelceleelcElcelceles)
cc cc cc cc 40 53 48
83 ec 20 f6 41 70 01
48 8d 05 b7 20 ee 00
4889 01 48 8b d9 74
5a 48 8b 41 40 48 8b
08 48 85 c9 74 Oc 48
8b 43 58 48 63 10 48
03 d1 eb Oe 48 8b 43
50 48 63 10 48 8b 43
38480310 48 8b 43
18 48 8b 08 48 2b d1
48 81 fa 00 10 00 00
72 1c4c 8b 418 48
8322749 2b c848
8d 41 8 48 83 f8 1f Of
87 87 00 00 00 49 8b
c8e8d5c7e7 0048
8b 43 18 33 c9 48 89
08 48 8b 43 38 48 89
08 48 8b 43 50 89 08
48 8b 43 20 48 89 08
48 8b 43 40 48 89 08
48 8b 43 58 89 08 48
8d 05 f4 d7 ee 02 83
63 70

8b cb 48 83 c4 20 5b
e9 71 84 ff ff cc 48 83
ec 2848 8b 01 48 85
c07413 4889 4c 24
3048 8d 54 24 30 48
8d 48 10 e8 d1 34 00
00 48 83 c4 28 c3 cc
EelceleeleelEelcEleE
cc cc cc cc 48 8d 05
clclee 024889 01
c3 cc cc cc cc cc 48
89 5¢c 24 08 57 48 83
ec 50 48 8b 19 48 8b
9 48 8b 03 48 63 50
04 83 7c 1a 10 00 75
34644 1a 1802 74
2d 48 8b 4c 1a 48 48
8b 01 ff 50 68 83 f8 ff
75 1d 48 8b 03 48 63
48 04 8b 44 19 10 8b
5419 14 83 €0 13 83
¢804 89 44 19 10 23
d0 75 25 48 8b 17 48
8b 02 48 63 48 04 48
8b 4c 11 48 48 85 c9
74 06 48 8b 01 ff 50
10 48 8b 5¢ 24 60 48
83 ¢4 50 5f ¢3 f6 c2 04
7409 48 8d 1d 7d 1a
ee 00 eb 15 f6 c2 02
48 8d 1d 89 1a ee 00
48 8d 05 9a 1a ee 00
48 0f 44 d8 ba 01 00
00 00 48 8d 4c 24 20
e8 77 3e 00 00 4c 8b
c0 48 8d 4c 24 30 48

Ascii
Y'H.....H.H..t4H.K.-H..t.H..
PHtL.....H. A .H.H.
[[..H.. [..
Ap.H... .H.H.tZHA@H..
H..t.H.CXHc.H....H.CPHc.
H.C8H.

.H.C.3.H
..H.C8H..H.CP.H.C
H.H.C@H..H.CX..H....... cp

CH [0 He(HL Lt H.L$O
H.T$OH.H..4. H..(coooer.....
HeoooHeoooo HAS.WH..PH..
H..H..HCP..|...u4.D..t-
H.L.HH
...Ph..u.H..HCH..D..T.......
..D..#.U%H..H..HcH.H.L.H
H.tH
LPH\$H.P_..tH.}....
HeH.. HD...HLS$
w>..L..H.L$OH

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1227

unknown 967

74 20 48 89 5¢ 24 30
48 8b 19 ba 18 00 00
00 e8 eb be e7 00 48
8b cb 48 3b 5e 18 75
ea 48 8b 5¢ 24 30 ba
08 00 00 00 48 8d 4e
10 e8 d7 6e ff ff 48 8d
4e 10 e8 6e f5 ff ff 48
8b 7c 24 40 40 f6 c5
01 48 8b 6¢ 24 38 74
0d ba 50 00 00 00 48
8b ce e8 a9 be e7 00
48 8b c6 48 83 c4 20
5e c3 cc cc ce ce ce
cc cc cc 48 89 5¢ 24
08 57 48 83 ec 20 48
8d 05 f7 18 ee 00 48
8b d9 48 89 01 8b fa
48 8b 49 30 48 85 c9
74 0b 48 8b 01 ba 01
00 00 00 ff 50 10 48
8b 53 28 48 83 fa 10
72 2d 48 8b 4b 10 48
ff c2 48 81 fa 00 10 00
0072 18 4c 8b 41 f8
4883 c2 2749 2b c8
48 8d 41 f8 48 83 f8 1f
77 3d 49 8b c8 e8 34
be e7 00 48 c7 43 20
00 00 00 00 48 c7 43
28 0f 00 00 00 c6 43
1000 40 f6 c7 01 74
0d ba 38 00 00 00 48
8b cb e8 0d be e7 00
48 8b c3 48 8b 5c 24
30 48 83 c4 20 5f

44 24 20 e8 d9 02 00
00 84 c0 78 29 83 7f
3002 75 23 48 8b 57

38 48 b9 ff f ff ff ff ff ff ..

3f48 3b d1 77 10 48
0Of be c0 48 8d 4a 01
48 03 c8 48 3b ce 76
Oc c7 47 18 13 00 00
00 e9 cd 01 00 00 c7
4710 08 00 00 00 48
89 4f 28 €9 c0 01 00
00 48 83 fe 09 73 Oc
c7 47 18 0f 00 00 00
e9 ab 01 00 00 c7 47
10 05 00 00 00 48 c7
47 28 09 00 00 00 e9
9a 01 00 00 48 83 fe
06 72 67 4180 79 01
5a 75 60 48 8d 42 02
4c 2b c0 49 8d 1c 02
4983180473 1c 41
b8 6d 07 00 00 48 8d
15 1f 12 ee 00 48 8d
0d f0 17 ee 00 e8 87
8e ea 00 Of 1f 00 Of b6
4301 0f b6 Ob 48 c1
el 08 48 0b c8 0f b6
430248 clel 0848
0Ob c8 0f b6 43 03 48
clel 0848 0bcl8b
c0 48 89 47 38 48 83
c0 06 48 3b c6 76 Oc
c7 47 18 10 00 00 00
€9 1e 01 00 00 c7 47
10 Oc 00 00 00 48 89
47 28 €9 11 01 00

Ascii

Completion

tHA\$OH............ H..H;".u.H success or wait

A$0.....H.N...n..H.N..n..
$@@...H.I$8t..P...H....
(IS HA\$.WH.. H.

HI

H.

] 8 S (O o o S A 1

S(H...r-
HKH.H.....rLAH.

S+ HAH. w=l.4. HC ..

H.C(....C.@..1.8..H.
JH.HA$OH.. _

G H.G(..oo.... H

..IgAy.ZUH.B.L+.l..I..s.A

.m..H...H

success or wait

Source

Count Address  Symbol

1

28

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1003

unknown 974

48 8d 4d a7 e8 f4 a8
e5 00 48 8b 4d ff 48
859 74 05 e8 26 7c
ea 00 48 8b 4d ef 4c
89 7d ff 48 85 c9 74
05 e8 14 7c ea 00 48
8b 4d df 4c 89 7d ef
48 85 c9 74 05 e8 02
7c ea 00 48 8b 4d cf
4c 89 7d df 48 85 c9
7405 e8 f0 7b ea 00
48 8b 4d bf 4c 89 7d
cf 48 85 ¢c9 74 05 e8
de 7b ea 00 48 8b 4d
af 4c 89 7d bf 48 85
c97405e8cc7bea
00 48 8d 4d a7 4c 89
7d af e8 7f al e5 00
4c 8d 9c 24 c0 00 00
00 b8 02 00 00 00 49
8b 5b 28 49 8b 73 30
49 8b 7b 38 49 8b €3
41 5f 41 5e 5d c3 48
8d 15 02 05 ee 00 48
8d 4d Of e8 el el ff ff
48 8b c8 €89 01 00
00 cc cc cc cc cc cc
cccccc488b 4138
4883 3800 74 08 48
8b 41 50 48 63 00 c3
3304898 c3cccc
EelCClECICEICCICEIEEH)
ff 41 08 c3 cc cc cc cc
EelcelceleElEelcElcE
4053 56 57 48 83 ec
60 48 8b 05 61 eb 2a

02 48 8b 50 08 48 89
1a 48 8b 51 08 4c 8b
40 08 48 89 50 08 48
8b 53 08 48 89 51 08
4c 8943 08 48 8b 57
18 49 03 d1 48 8b Oa
48 3b 4f 08 75 36 48
89 1a 48 8b 47 18 49
89 5¢ 01 08 eb 54 48
8b 4b 08 ba 18 00 00
00 48 8b 03 48 89 01
48 8b Ob 48 8b 43 08
48 89 41 08 48 8b ch
48 ff 4f 10 e8 ca a9 e7
00 eb 34 48 3b c8 75
05 48 89 laeb 22 48
8b 42 08 48 8b 08 48
89 4a 08 48 3b ch 74
12 48 8b 57 18 4a 8b
44 0a 08 48 8b 48 08
4a 89 4c 0a 08 48 8b
cf e8 cc 9 ff ff 48 3b
de Of 85 b3 fe ff ff 4c
8b 74 24 48 48 8b 74
24 40 48 8b 6¢ 24 38
48 8b 5c 24 30 48 83
c4 20 5f c3 cc cc cc
CC CC CcC CC cC cC 48
83 ec 28 48 8d 0d 75
Ob ee 00 e8 e8 9b e5
00 cc cc cc cc cc cc
EelceleelelEelcEleE
cc cc cc 48 89 5¢ 24
18 48 89 74 24 20 55
57 41 54 41 56 41 57
48 8d 6¢ 24 a0 48 81

Ascii

Completion

H.M.....H.M.H..t..&|..H.M.L success or wait

FHt ] HMLEH L H
M.LYH.t. {.HML}YH.1.
L HMLIH. L HML)
...... LS. L[(1SOL{

81.A_ANH.....H.M....H...
‘H.A8H.8.t.H.APHC

HPH.HQL@HPHS.
H.Q.L.
C.H.W.I..H..H;0.u6H..H.G.
I\

TR skl rLCRLA

L Ooco0ces 4H;.u.H.."H.B.H..
J.H tHWJ.D.HHJL.H

Hi.o. LISHH.1$@H.I$8
HASOH.. ..., H..(H..u....
.................... HAS.H.1$
UWATAVAWH.I$.H.

success or wait

Source

Count Address  Symbol

1

8

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 960

unknown 1015

c6 27 48 2b c3 48 83
c0 f8 48 83 f8 1f Of 87
0a 01 00 00 48 8b d6
48 8b cb e8 cf 9d e7
0048 8b 7c 24 20 49
8d 34 2e 48 8b 8c 24
b8 00 00 00 49 8b de
48 8b 94 24 a0 00 00
00 49 03 fe 4c 8b b4
24 a8 00 00 00 48 89
5c 2428488974 24
3848 ffcl14889 7c
24 30 48 89 8c 24 b8
00 00 00 48 8b c7 4c
8b e8 49 b8 ff ff ff ff ff
ff ff 7f 49 c7 c1 ff ff ff ff
49 3b ce 0f 82 96 fe ff
ff 48 8d 94 24 a8 00
00 00 c6 84 24 a8 00
00 00 00 48 8d 4c 24
28 €8 7c 2e 00 00 48
8b 5¢ 24 28 49 8b d6
4c 8b 84 24 b0 00 00
00 48 8b cb e8 74 dO
04 00 48 8b 74 24 38
0f 28 f0 48 85 db 74 2f
48 2b f3 48 8b c3 48
81 fe 00 10 00 00 72
15 48 8b 5b f8 48 83
c6 27 48 2b c3 48 83
c0 f8 48 83 f8 1f 77 3b
48 8b d6 48 8b ch e8
00 9d e7 00 0f 28 c6
0f 28 74 24 40 48 83
c4 58 41 5f 41 5e 41
5d

4883 7e 18 10 72 03
48 8b Oe 4c 8b 76 10
4d 3b f7 75 10 4d 8b
c6 e8 6a 75 e9 00 85
c0 74 11 4c 8b 4d f7
48 8b 1b 48 8b 55 c7
48 8b 45 cf eb a8 48
83 7e 18 10 72 03 48
8b 36 49 83 fd 10 48
8d 4d 7 48 0f 43 4d {7
4d 3b fe 75 0Of 4d 8b
c7 48 8b d6 e8 2e 75
€9 00 85 c0 74 03 49
8b dc 48 8b 4b 30 48
8d 55 e7 48 8b 01 ff
50 50 4c 8d 45 {7 48
8b f0 48 8d 55 ef 48
8d 4f 10 e8 f5 4c ff ff
4c 8b 77 18 48 8d 55
7 48 8d 4f 10 4c 8b
38 e8 51 d7 ff ff 48 8b
d0 48 3b c6 74 20 48
8b 06 48 c7 06 00 00
00 00 48 8b 0a 48 89
02 48 85 c9 74 0b 48
8b 01 ba 01 00 00 00
ff 50 10 4d 3b fe 75
2d 48 8b 47 58 48 39
47 60 74 13 48 8d 55
7 48 8b c8 e8 be 56 ff
ff 48 83 47 58 20 eb
10 4c 8d 45 f7 48 8b
d0 48 8d 4f 50 e8 77
54 ff ff 48 8b Oe 48 85
€9 74 0b 48 8b 01 ba
01 00 00 00 ff

Ascii

o Rl Rhed ikesossoss 1M u—
HI|$1L4H.$..ILH.$...I.

L.$... .H\$(H.t$8H..H.|$0H

LSHLL l..... I;
....... HoSorors$enn HALS(|

LGHAS(LLLS. . H.L .t Ht$8.

(H..t/H+H.H....H[H

JHHHGH Wi HLHL (-

(1$S@H..XA_AMA]

Completion

success or wait

H.~.r.H..L.v.M;.u.M...ju....t success or wait

I TR S AN o S R A T

6l.

~HM.H.CM.M;.uM..H...u

Lt

AR LULR L JPPILE AL

.UH

O L L FHULRLOILIQ)

H..H;.t
H.H....H.H.H..t H..
...... P.M;.u-
H.GXH9G't.H.U.H..
.V.H.GX
.L.E.H..H.OP.WT..H.
HotH......

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1204

unknown 1037

49 8b d1 48 8b cb e8
91 6e €9 00 c6 04 3b
00 eb 14 45 33 c0 48
89 7c 24 20 48 8b d7
48 8d 4d b7 e8 c7 a9
ff ff 48 8b 55 cf 48 8b
4d c7 48 8b c2 48 2b
c1 48 838 Oe 72 37
48 83 fa 10 48 8d 41
Oe 48 8d 5d b7 48 89
45 c7 48 0f 43 5d b7
48 8d 15 1f ee ed 00
48 03 d9 41 b8 Oe 00
00 00 48 8b cb e8 36
6e e9 00 48 8d 45 b7
c6 43 Oe 00 eb 20 45
33048 c7 44 24 20
0Oe 00 00 00 4c 8d 0d
1 ed ed 00 48 8d 4d
b7 41 8d 50 Oe e8 5¢
a9 ff ff Of 10 00 33 db
4c 8d 4d f7 0f 10 48
1048 89 58 10 41 b8
a7 80 ff ff 48 c7 40 18
0f 00 00 00 41 8b d7
88 18 49 8b 4e 08 Of
11 45 {7 48 89 5¢ 24
20 0f 11 4d 07 e8 c2
27 00 00 48 8b 55 Of
48 83 fa 10 72 31 48
8b 4d 7 48 ff c2 48 8b
c1 48 81 fa 00 10 00
0072 19 48 8b 49 f8
488322748 2bcl
48 83 c0 f8 48 83 f8 1f
0f 87 32 01 00

41 0f b7 c8 e8 bc e5 ff
ff 48 83 c3 02 48 83 ef
01 0f 85 5e ff ff ff 48
8b 7c 24 38 48 8b 6¢
24 30 48 8b 5¢ 24 40
48 83 c4 20 5e ¢3 90
d3 f5 08 00 7 f5 08 00
e5 f5 08 00 dc f5 08
00 ee f5 08 00 09 f6

080000f6 080020 H.*H.r.H..$....L.tSPH...r?

f6 08 00 00 01 02 07
03 04 07 07 07 07 07
07 07 07 07 07 07 07
07 07 07 07 07 07 07
07 05 07 07 07 07 07
07 07 07 07 07 07 07
07 07 07 07 07 07 07
07 07 07 07 07 07 07
07 07 07 07 07 07 07
07 07 07 07 07 07 07
07 07 07 07 07 07 07
07 07 07 07 07 07 07
07 07 07 06 cc cc cc
40 56 57 41 55 48 83
ec 60 48 8b 05 30 c7
2a 03 48 33 c4 48 89
44 24 48 48 83 7a 18
10 48 8b fa 48 89 6¢

24 58 4c 8b €9 48 8b
ea 72 03 48 8b 2a 48
8b 72 10 48 89 9c 24
90 00 00 00 4c 89 74
24 50 48 83 fe 01 72
3f 4c 8b c6 4c 8d 34

2e ba 2e 00 00 00 48
8b cd e8 35 69 e9

Ascii

IL.H...n...;..E3.H.|$ H.H.
M....H.UHMH.H+H..r7

H..

HAH]HEH.CIH.....H.

A il TR EA G
E3.H.D$

M. HHXA..H@...A.
ANLEHAS .M.UUH.UH..
rIHMH. H. H....rH.LH."

(b RhosZec

[\ H..H....A. H.|$8H.

I$0H.\$@H.

............... @VWAUH..'H..0.

*

\H3.H.D$HH.z..H..H.I$XL..

H.r.

L.L4. .. .H.5i

Completion

success or wait

success or wait

Source

Count Address  Symbol

9

6

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value Ascii

unknown 973

unknown 1160

03488b2df05¢c2b .H.-\+.H.I$H..uC3.H.$......
0348 896¢242048 x.H9..U.u....U.....UHH.
8516 754333d248 ..UH.$...&.H5{U.lv.s
8d8c2490000000 .ILF.H..H.u A~$.t.X~.H;
e8d378e5004839 p.

1da8f455037517 s.H.@.H..H.u@H..tH...6
8b 05 88 f4 55 03 ff cO H.T$(H.LS ....H.......H.\$
8905804550348 H....

984889058ff455 }.H.H..P.H.1\+.H.$....x
03488d8c249000 ..H..H..P@I.l...RH.t
0000e82679e500 L...... H.A.H

48 8b 35 7b f4 55 03

49 3b 76 18 73 0d 49

8b 46 10 48 8b 1c fO

48 85 db 75 5f 41 80

7€ 2400 74 13 e8 58

7e e500483b 7018

73 0d 48 8b 40 10 48

8b 1c f0 48 85 db 75

4048 85 ed 74 05 48

8b dd eb 36 48 8d 54

24 28 48 8d 4c 24 20

e8 d8 d5 ff ff 48 83 f8

ff Of 84 d9 00 00 00 48

8b 5c 24 20 48 8b cb

e8 dd 7d e5 00 48 8b

03 48 8b cb ff 50 08

48 89 1d 31 5¢ 2b 03

48 8d 8c 24 a8 00 00

00 e8 a0 78 e5 00 48

8b 03 b2 20 48 8b cb

ff 50 40 49 8b 16 49

8b ce Of b6 d8 ff 52 10

48 85 c0 74 Oe 4c 8b

00 ba 01 00 00 00 48

8b c8 41 ff 10 48

eb 0233 db488b06 ..3.H.H.U.H..H]..P.HU.H.
488d55cf488bce .r

48 89 5d cf ff 50 10 48 1H.M.H..H..H.....r.H.L.LH.."H
8b55ef4883fal0 +

7231488b4dd748 .H..H..... p}..2.H.M.H3..
ffc2488bcl 4881 fa .|.H....A_A*AJAV..z..H) A
00100000 721948 ..
8b49f84883¢c227 ...Uu..A...E..H...
482bc14883c0f8 ...L.EHUHN.>0.HEH
48 83 f8 1f 0f 87 0d 03 ;F.

0000€e8707de700 u.3...H.XOH.U.H...r1H.M.H.
32c0488b4d 1748 .H.H.....r.H.L.H.

33 cce8fa7ce7 00

48 81 c4 90 00 00 00

41 5f 41 5e 41 5d 41

5c 5e 5b 5d ¢3 83 7a

08 06 74 29 41 b8 19

00 00 00 48 8d 15 ec

d8 ed 00 e8 3f 1c ff ff

49 8b 4d 08 4c 8d 45

d7 ba a8 80 ff ff e8 dd

14 00 00 e9 75 ff ff ff

41 b8 02 00 00 00 c7

45 ¢7 00 00 00 00 48

8d 15 94 d8 ed 00 e8

Of 1c ff ff 4c 8d 45 d7

48 8d 55 cf 48 8d 4e

10 e8 3e 30 ff ff 48 8b

45 cf 48 3b 46 18 75

04 33 db eb 04 48 8b

58 30 48 8b 55 ef 48

83 fa 1072 31 48 8b

4d d7 48 ff c2 48 8b

c1 48 81 fa 00 10 00

00 72 19 48 8b 49 f8

48 83

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1125

unknown 1164

06 0f 85 €5 01 00 00
49 8b 56 28 48 8d 4d
7 49 03 56 20 4d 8b
46 38 49 2b d0 49 03
16 e8 de a8 04 00 48
8b f8 48 8d 45 d7 48
3b c7 74 61 48 8b 55
ef 48 83 fa 10 72 31
48 8b 4d d7 48 ff c2
48 8b c1 48 81 fa 00
1000 00 72 19 48 8b
49 f8 48 83 c2 27 48
2b c1 48 83 c0 f8 48
83 f8 1f Of 87 8a 02 00
00 e8 cf 78 e7 00 4c
89 7d e7 4c 89 65 ef
¢6 45 d7 00 Of 10 07
0f 11 45 d7 Of 10 4f 10
0f 11 4d e7 4c 89 7f
10 4c 89 67 18 c6 07
00 48 8b 55 0f 48 83
fa 10 72 31 48 8b 4d
f7 48 ff c2 48 8b c1 48
81 fa 00 10 00 00 72
19 48 8b 49 8 48 83
c227482bcl4883
c0 f8 48 83 f8 1f Of 87
2902 00 00 e8 6e 78
e7 0041 8b 46 10 85
c0 74 0f 83 f8 0d 74
0a 33 d2 49 8b ce e8
af cO ff ff 4d 8b c6 48
8d 4d b7 8b d6 €8 11
02 00 00 48 8b 75 b7
48 85 f6 0f 84 dd 00
00 00 4c 8d 45

6b 10 e9 2c ff ff ff 48
8b ce 0f 29 74 24 60
e8 a7 bb ff ff b9 18 00
00 00 Of 28 fO 8 76
74 e7 00 48 8b d8 48
850 74 18 c7 40 08
03 00 00 00 48 8d 05
64 c9 ed 00 48 89 03
f2 0f 11 73 10 eb 02
33 db 8b 46 10 0Of 28
74 24 60 85 c0 0f 84
8301 00 00 83 f8 0d
0f 84 7a 01 00 00 33
d2 48 8b ce e8 c5 bc
ff ff €9 6b 01 00 00 48
8b 56 28 48 8d 4c 24
30 48 03 56 20 4c 8b
46 38 49 2b d0 48 03
16 e8 14 a4 04 00 48
8b d0 48 8d 4c 24 20
e8 e7 67 ff ff 33 db 48
8b 28 48 89 18 48 8b
4c24204885c9 74
09 48 8b 01 8d 53 01
ff 50 10 48 8b 54 24
48 48 83 fa 10 72 32
48 8b 4c 24 30 48 ff
c2488bcl 4881 fa
00 10 00 00 72 19 48
8b 49 8 48 83 c2 27
48 2b c1 4883 c0 f8
48 83 8 1f 0f 87 50 01
0000 e8 e7 73 €7 00
8b 46 10 85 c0 74 0Of
838 0d 74 0a 33 d2
48 8b ce e8 29

Ascii

....... LV(H.M.LV M.F8I+.I...

....H.H.E.H;.taH.U.H...r1H.

M.

] 8 8 M R A O o 8

H........x.L}L.e.E...

U0 (G 1 A ey O | L U 1
sell kL rk

FIH.M.H..H..H.

SLBLFL(S z.

~3.H......k..HV(H.L$OH.V
L.F8I+.H....... H.H.L$ .g.3.

H.(H.H.L$
H.tH..S..P.H.T$H

H..r2H.L$0H..H..H......r.H.I
ol rbecl th cood PoocecBoad Fo

.t3.H..)

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 894

unknown 1391

29 48 8d 45 01 48 89
4110 49 83 fe 10 72
03 48 8b 19 44 88 3c
2b c6 44 2b 01 00 48
8b 5¢c 24 58 48 83 c4
20 41 5f 41 5e 5d c3
48 89 74 24 40 48 be
ff ff ff ff ff ff ff 7f 48 8b
c6 48 2b c5 48 83 f8
01 0f 82 10 01 00 00
4c 89 64 24 50 4c 8d
65 01 49 8b cc 48 83
c9 0f 48 3b ce 77 1f
49 8b d6 48 8b c6 48
dlea482bc24c3b
fO 77 Oe 4a 8d 04 32
48 8b f1 48 3b c8 48
0f 42 f0 48 8d 46 01
48 89 7c 24 48 48 3d
00 10 00 00 72 2e 48
8d 48 27 48 c7 c2 ff ff
ff ff 48 3b c8 48 0f 46
cae8 66 6f e7 00 48
85 ¢0 0f 84 b1 00 00
00 48 8d 78 27 48 83
e7 e048 89 47 f8 eb
14 48 85 c0 74 0d 48
8b c8 e8 42 6f e7 00
48 8b f8 eb 02 33 ff 4c
89 63 10 4c 8b c5 48
89 73 18 48 8b cf 49
83 fe 10 72 43 48 8b
3348 8b d6 e8 b0 4b
€9 00 49 8d 56 01 44
88 3c 2f c6 44 2f 01
0048 81 fa

48 85 c9 74 0b 48 8b
01 ba 01 00 00 00 ff
50 10 f6 ¢3 02 74 17
48 8b 4d cf 83 e3 fd
48 85 c9 74 0b 48 8b
01 ba 01 00 00 00 ff
50 10 f6 ¢3 01 74 14
48 8b 4d c7 48 85 c9
74 0b 48 8b 01 ba 01
00 00 00 ff 50 10 66
Of 6f 05 89 ae ed 00
4c 39 7f 20 Of 84 58
01 00 00 41 b8 06 00
00 00 44 88 7d 07 48
8d 15 fe b7 ed 00 48
8d 4d 07 f3 Of 7f 45 17
e8 00 fb fe ff b9 30 00
00 00 e8 b2 5b e7 00
48 8b d8 48 85 c0 74
20 c7 40 08 04 00 00
00 48 8d 57 10 48 &d
05 04 af ed 00 48 8d
4b 10 48 89 03 e8 30
19 ff ff eb 03 49 8b df
48 89 5d c7 4c 8d 45
c7 48 8b 5d d7 48 8d
5507 48 8b cb e8 63
0a 00 00 48 8b 55 1f
48 83 fa 10 72 31 48
8b 4d 07 48 ff c2 48
8b c1 48 81 fa 00 10
0000 72 19 48 8b 49
8 48 83 c2 27 48 2b
c148 83 c0 f8 48 83
8 1f Of 87 55 02 00 00
e8 70 5b e7 00 66

Ascii

JH.E.H.A.l..r.H..D.
<+.D+..H\$XH..
A_AHAS@H......... H..

H+H........ L.d$PL.e.l.H...

H

;WL HLGHLH+ L w.J . 2H..

H;

.H.B.H.F.H.|$HH=...r.H.H'

H...

..H.H.F.fo.H........ H.x'H.

sl @cod bl Mkod @ rlecaLs
(GAIBMEECH | M| SN C LS S|

.V.D.</.D/.H..

1 LA S— (PecodiAMlcodril
R {31 S— P..tHMH.tH.

Pfo...19. . X.A.

..... [.H.H.t.@....HW.H..
o HKH..0... I H]LEH

JHUH...c..HUH..r1H.M

H

LH..

Il S A 1R B A o ]

..... U....p[..f

Completion

success or wait

success or wait

1

1

Source

Count Address  Symbol

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 960

unknown 1105

48 48 8b 7a 08 48 8b
1f 48 3b df 0f 84 29
01 00 00 48 89 6¢ 24
60 4c 89 74 24 38 4c
8d 71104889 74 24
70 4c 89 64 24 78 4c
89 6¢ 24 40 4¢c 89 7c
24 30 0f 1f 80 00 00
00 00 4c 8d 43 10 49
8b ce 48 8d 54 24 68
e8 6f 03 ff ff 49 8b 4e
08 48 8b 44 24 68 48
3b c1 0f 85 86 00 00
00 4c 8b 29 b9 50 00
00 00 4d 8b 65 08 €8
c8 4f e7 00 48 8d 53
10 4c 8b 8 4c 89 28
48 8d 48 10 4c 89 60
08 e8 55 0d ff ff 49 c7
47 40 00 00 00 00 48
b9 32 3333333333
3303 49 c7 47 48 0f
00 00 00 41 c6 47 30
00 49 8b 46 10 48 2b
c8 48 83 f9 01 0f 82
8c 00 00 00 48 ff cO
48 8d 54 24 20 49 89
46 10 49 8b ce 4d 89
7d 08 4d 89 3c 24 4d
8b 4e 08 4d 8b 09 4d
8d 41 10 e8 2e 56 ff ff
48 8b 44 24 20 eb Oa
48 89 44 24 20 c6 44
24 28 00 48 8d 48 30
4c 8d 4330493bc8
741649837818 10

ff ff 48 8b c8 e8 4b 99
ff ff cc 48 8d 0d 63 of
ed 00 e8 7e 77 14 00
cc f6 c2 04 74 09 48
8d 1d 81 9c ed 00 eb
15 f6 c2 02 48 8d 1d
8d 9c ed 00 48 8d 05
9e 9c ed 00 48 0f 44
d8 ba 01 00 00 00 48
8d 4c 24 50 €8 7b cO
ff ff 4c 8b c0 48 8d 4c
243048 8b d3 e8 7b
77 ff ff 48 8b c8 €8 {3
98 ff ff cc cc cc 48 89
5c 24 18 57 48 83 ec
50 48 8b 05 8f 82 2a
03 4833 ¢4 4889 44
24 48 8b 41 08 48 8b
fa 48 8b d9 83 f8 01
75 31 0f b6 49 10 48
8d 15 ce 9b ed 00 Of
b6 c1 f6 d8 48 8d 05
ba 9b ed 00 4d 1b cO
49 83 c0 05 84 c9 48
8b cf 48 0f 44 dO e8
4d a3 ff ff e9 Oc 01 00
00 83 f8 03 Of 85 9a
00 00 00 f2 Of 10 41
10 48 8d 4c 24 20 f2
0f 11 44 24 20 €8 32
13 ea 00 66 85 cO 7e
la 41 b8 04 00 00 00
48 8d 15 5c 9e ed 00
48 8b cf e8 10 a3 ff ff
e9 cf 00 00 00 f2 Of 10
4b 10

Ascii

Completion

HH.z.H..H;...)...H.I$'L.t$8L. success or wait

q

H.t$pL.d$xL.I$S@L.|$0......

L.

C.I..H.T$h.o....N.H.D$hH;.

..L).P..Me..0.H.S.L.L(
H.H.L .U..1.G@....H.2333

333

.L.GH...A.GO.LF.H+.H.......

HH.T$ LE.L.MM.
<$M.N.M..M.A...V..H.D$
H.D$ .D$(.H.H
OL.COI;.t.1.x..

. H.L$P.{...L.H.L$OH...
{w..

1 - HA$.WH..PH...* H

8

\H.D$H.AH..H....ul..lH...
IV | N N )
..... AHL$ ...D$

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile

Page 281 of 361



File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value Ascii

unknown 933

unknown 1903

bf ff ff ff ff f7 d7 eb 59 ........ Y3.1;.@.....LH{8.H.S
33 ff 49 3b ee 40 0f 97 r.H.S
c7f7d7eb4c4883 H.~.H..r.H.L.sOH.n.L;
7b3810488d5320 .L.M.B......u.l.s.x..3
7204 488b532048 .I,.@.....@..tH...H.[.{..
837e1810488bce .=..L.t$pH.D$OH.I$xL..$....
720348 8b 0e4c8b |

7330488b6e104c .@........ L;8u7A..I.H..$....H
3bf54c8bc54d0of . T$pH.DS(M..H.t$ .
42c6e89917e900 (..A.D$..H.
8bf885c0751349 .I.$....A..tl
3bee73058d78ff tI.G..x.u.f.
eb 09 33 f 49 3b ee

40 0f 97 ¢7 cl ef 1f 40

84 ff 74 05 48 8b 1b

eb 04 48 8b 5b 10 80

7b 19 00 Of 84 3d ff ff

ff 4c 8b 74 24 70 48

8b 44 24 30 48 8b 6¢

24 78 4c 8b ac 24 80

00 00 00 49 8b df 40

84 ff 0f 84 9f 00 00 00

4c 3b 38 75 37 41 b0

01 49 8b ce 48 8b 84

2490 00 00 00 48 8d

54 24 70 48 89 44 24

28 4d 8b cf 48 89 74

24 20 e8 28 fc ff ff 41

c6 44 24 08 01 48 8b

08 49 89 Oc 24 €9 99

00 00 00 41 80 7f 19

00 74 06 49 8b 5f 10

eb 56 49 8b 07 80 78

19 00 74 2f 49 8b 47

0880 78 19 00 75 18

66 Of 1f

LVILL.X..

000048 8d55d048 .HUH....H.1.LuLM.
8bcee8alf6ffff48 H

8d059a31f2004c .E.L....HEX7.HU.H..s.
89 75 f0 4c 8d 4d e8

488945e84c8d 05 H..h.L.uLMH.E.L....H.
e7chef0248c745 E.

f8 5837 000048 8d cb.H.U.H...E..H.....L.u.L.
55d0488bcee8 73 MH.E.L...HE.u

f6 ff ff 48 8d 05 cc 68 ..H.U.H.....
f2004c8975f04c  .H...LuHE.LMH.E.).
8d4de8488945e8 L....HU.H.... H....L.u.L
4c8d05c9chef02 .MH.E.L..0.HE.j.HUH.
4874518636200 ... H.....L.u.

00 48 8d 55 d0 48 8b

ce e8 45 f6 ff ff 48 8d

05 Oe cb f2 00 4c 89

75 f0 4c 8d 4d e8 48

89 45 e8 4c 8d 05 ab

cb ef 02 48 c7 45 8

75 20 00 00 48 8d 55

d0 48 8b ce e8 17 f6 ff

ff 48 8d 05 60 eb f2 00

4c 89 75 f0 48 89 45

e8 4c 8d 4d e8 48 c7

45 f8 b9 29 00 00 4c

8d 05 85 ch ef 02 48

8d 55 d0 48 8b ce e8

e9 f5 ff ff 48 8d 05 f2

14 f3 00 4c 89 75 fO

4c 8d 4d e8 48 89 45

e8 4c 8d 05 6f cb ef

02 48 c7 45 8 dc 6a

00 00 48 8d 55 d0 48

8b ce e8 bb f5 ff ff 48

8d 05 a4 7f f3 00 4c

89 75 fO

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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Source

File Path Offset Length Value Ascii Completion Count Address  Symbol
C:\Users\user\qnodejs-node-v13.13.0-win- unknown 1975 00014c8975f04c .LulLMHE.L.- success or wait 1 6DBBOFBC WriteFile
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe 8d4de8488945e8 ..H.E.3..H

4c8d 052dc3ef02 .U.H.... H..7.L.u.L.MH.E
48¢c745f8330200 .L....HE.1.HUH....H.
00488d55d0488b Li.L.uLMHE.L...HE..
cee8ble8ffff488d .H.UH..U..H...LuLM.
05ea3700014c89 H.

75f04c8d4de848 E.L....HE.>.HUH....H
8945e84c8d 0517 .0..L.uLMHE.L...HE.
c3ef0248c745f8 ..HUH.....H...LuLM.
8d310000488d55 H.E.L...H.E.

d0 48 8b ce e8 83 e8

ff ff 48 8d 05 4c 69 00

01 4c 89 75 f0 4c 8d

4d e8 48 89 45 e8 4c

8d 05 09 c3 ef 02 48

c7 45 f8 9e 16 00 00

48 8d 55 d0 48 8b ce

e8 55 e8 ff ff 48 8d 05

be 7f 00 01 4c 89 75

fO 4c 8d 4d e8 48 89

45 e8 4c 8d 05 eb c2

ef 02 48 c7 45 8 9e

3e 00 00 48 8d 55 d0

48 8b ce e8 27 e8 ff ff

48 8d 05 30 be 00 01

4c 89 75 f0 4c 8d 4d

€8 48 89 45 e8 4c 8d

05 d5 c2 ef 02 48 c7

45 {8 e4 0b 00 00 48

8d 55 d0 48 8b ce e8

9 e7 ff ff 48 8d 05 f2

€9 00 01 4c 89 75 fO

4c 8d 4d e8 48 89 45

e8 4c 8d 05 c7 c2 ef

02 48 c7 45 8

C:\Users\user\qnodejs-node-v13.13.0-win- unknown 1948 ef0248¢c745f8d9 .H.E...HUH.... H..l..L  success or wait 1 6DBBOFBC WriteFile
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe 180000488d55d0 .u.L.M.H.E.L..)..H.E....H.
48 8bce e893d9 ffff U.
488d057ce60a01 H..e..H...LuLMHE.L.
4c8975f04c8d4d S..H.E.O0.HU.H..7..H.p
e8488945e84c8d 2.
0529 baef0248c7 .LuHELMHE./.L.M..
458 bd 1b 00 0048 H.
8d55d0488bcee8 U.H.....H.Bb..L.uLMH.E
65 d9 ff ff 48 8d 05 Oe .L
020b014c8975f0 ..7..H.E...HUH.....H..
4c8d4de8488945 ..LulLMHE.L...HE...
e84c8d 0553 bcef H.U.H...H.
02 48 c7 45 8 8a 30
00 00 48 8d 55 d0 48
8b ce e8 37 d9 ff ff 48
8d 05 70 32 0b 01 4c
89 75 f0 48 89 45 e8
4c 8d 4d e8 48 c7 45
8 fb 2f 00 00 4c 8d 05
4d bc ef 02 48 8d 55
d0 48 8b ce 8 09 d9
ff ff 48 8d 05 42 62 Ob
01 4c 89 75 f0 4c 8d
4d e8 48 89 45 e8 4c
8d 05 37 bc ef 02 48
c7 45 f8 eb 1f 00 00
48 8d 55 d0 48 8b ce
e8 db d8 ff ff 48 8d 05
04 82 0b 01 4c 89 75
fO 4c 8d 4d e8 48 89
45 e8 4c 8d 05 el bb
ef 02 48 c7 45 f8 8b
05 00 00 48 8d 55 d0
48 8b ce e8 ad d8 ff ff
48 8d 05

Copyright null 2020 Page 283 of 361



File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1642

unknown 1656

05 e8 dd 1c 95 00 4d
8b 8d 10 Oc 00 00 4c
8d 05 df 0a 00 00 49
8b 95 38 01 00 00 48
8d 4d 50 89 74 24 38
C7 44 24 30 01 00 00
00 89 74 24 28 48 89
74 24 20 e8 0a 26 96
00 48 8b 4d 50 48 8d
55 40 e8 3d d5 95 00
ba 01 00 00 00 48 8b
08 e8 30 ee 96 00 49
8b 95 38 01 00 00 4c
8d 05 c2 be 15 01 45
33 ¢9 c7 44 24 20 07
00 00 00 48 8d 4d 40
e8 de 64 96 00 48 8b
d8 4c 8b 20 4d 85 e4
75 08 e8 ae 33 97 00
4c 8b 23 48 8b 4d 50
49 8b d4 e8 0f e0 96
00 48 8b 4d 50 48 8d
5540 e8 e2 d4 95 00
ba 03 00 00 00 48 8b
08 e8 d5 ed 96 00 49
8b bd 38 01 00 00 48
8d 4d 40 4c 8b 45 50
48 8b d7 49 8b 9d 10
0c 00 00 e8 47 03 96
00 89 74 24 38 4c 8d
05 Oc a5 00 00 c7 44
243001 0000 00 48
8d 4d f0 89 74 24 28
4c 8b cb 48 8b 00 48
8b d7 48

fe ff 4c 8b 75 cf 48 8b
7d b7 49 83 fe 10 0f
82 5502 00 00 49 8d
56 01 48 8b c7 48 81
fa 00 10 00 00 Of 82
85 fe ff ff 48 8b 7f {8
4883 c2 27 48 2b c7

Ascii

(Hi$

& HMPHU@-=......H
..0..1.8..L....E3.D$ ..
~HM@..d.H.L.
M..u..3.L#
H.MPI......H.MPH.U@...

LAS(LH.H.H

LuHML. U LV.H.H.
.......... H..H.'H+H..H....

Zo.g. . H.j. H.LeHE

..... H....H.E.D.e..@.H..D8

$
u.L.HM
M.LIM.H}H.tA.......

H..H.M.H..E3
.

4883 c0f84883f8 1f .H.E.H.CB......a...P..G.

0f 87 5a 05 00 00 e9
67 fe ff ff 49 8b 06 48
8d 15 6a 9b 15 01 48
85 c0 4c 89 65 07 48
€7 45 0f 0f 00 00 00
48 c7 c7 ff ff ff ff 48 Of
45 d0 44 88 65 7 Of 1f
40 00 48 ff c7 44 38
24 3a 7517 4c 8b c7
48 8d 4d 7 e8 db 84
fe ff 48 8b 5d 07 48
8d 4d b7 48 8b d3 45
33 c0 e8 c8 4d 00 00
4c 8b 7d Of 4d 8b c4
48 8b 7d 7 48 85 db
74 41 0f 1f 84 00 00
00 00 00 49 83 ff 10
48 8d 45 f7 48 0f 43
c7 42 0f be Oc 00 8b
c180e96180f919
8d 50 e0 Of 47 d0 48
83 7d cf 10 48 8d 45
b7 48 Of 43 45 b7 42
88 14 00 49 ff c0 4c
3bc372c748837d
cf 10 4c 8d 4d b7 48
8b 4d ef 4c 0f 43 4d
b7 48 8b

H

}.HEH.CEB..IL.LL;r.H}..

L.M.H.M.L.CM.H.

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 3584

unknown 3900

al a4 09 00 ac a6 09
00 00 06 06 06 06 06
06 06 06 06 06 06 06
06 06 06 06 06 06 06
06 06 06 06 06 06 06
06 06 06 06 06 06 06
06 06 06 06 06 06 06
06 06 06 06 06 06 06
06 06 06 01 06 06 06
06 06 06 06 06 06 06
06 02 06 06 06 06 02
06 06 06 06 06 03 04
06 06 02 06 02 06 06
05 40 55 53 57 41 56
41 57 48 8d 6¢ 24 c9
48 81 ec b0 00 00 00
48 8b 05 55 14 2a 03
4833 c4 48894517
48 8b da 4c 8b f9 48
8b cb ba 25 00 00 00
4d 8b fO €8 b8 b8 €8
00 48 8b f8 48 85 cO
0f 84 bc 08 00 00 4c
89 a4 24 a0 00 00 00
45 33 e4 4c 89 65 e7
48 c7 45 ef 0f 00 00
00 44 88 65 d7 48 3b
d8 74 1c 4c 8b c0 48
8d 4d d7 4c 2b c3 48
8b d3 e8 ba 74 fe ff 66
66 Of 1f 84 00 00 00
00 00 Of be 57 01 48
8d 0d 41 a4 15 01 48
ff c7 e8 5d b8 e8 00
48 85 c0 75 e8 0f be
07 83 cO db 48 89 b4
24 a8

€800 44 88 2c 1e eb
14 453304889 74

4d c7 e8 10 e0 fe ff 48

8b 55 ff 48 83 fa 10 Of .L...I..H.M..q...E3.H.M.H..H

.@USWAVAWH.I$ H.....H

slUL# A
3.HEH.L.H..%..M
sclrks

.D.,..E3.H.t$
(Al Msccrl
2420488bd6488d U.H...... H.M.H..H.H

JoHLHHAH.H

.L.$..E3.LeHE..
..D.eH .tL.HM.L+.H....t..

8286 010000488b .P..0.M..L9k.v>..D..H.

4d e7 48 ff c2 48 8b

c14881fa001000 H.B....a<H.E..Q.GH.}.

00 0f 82 6a 01 00 00
48 8b 49 f8 48 83 c2
27 48 2b c1 48 83 cO

f8 48 83 18 1f 0f 87 8e L.CM.H..H.M.H.u.H+.H;.w,

04 00 00 €9 4c 01 00
00 49 8b d6 48 8d 4d
e7 e8 711000 00 45
33048 8d 4d a7 48
8b d8 48 8b 50 10 e8
0Oe 30 00 00 4d 8b c5
4c 39 6b 10 76 3e Of

1f 44 00 00 48 83 7b
18 10 48 8b c3 72 03
48 8b 03 42 0f be 04
00 8b c8 2c 61 3c 19
48 8d 45 a7 8d 51 e0
0f 47 d1 48 83 7d bf

10 48 0f 43 45 a7 42
88 14 00 49 ff c0 4c

3b431072c7 4883
7d bf 10 4c 8d 4d a7

48 8b 55 df 4c 0f 43

4d a7 48 8b c2 48 8b
4d d7 48 8b 75 b7 48
2b c1483bf0 77 2c

48 83 fa 10 48 8d 04
3148 8d 5d c7 48 89
45 d7 48 0f 43 5d c7

{.H..r.

H

.CE.B...I.L;,C.r-H}.LMH.

u.

H..H..1H..H.E.H.C].

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1279

unknown 3826

48 ff c7 80 3c 3e 00

75 f7 48 8b 55 d7 48
8b 4d cf 48 8b c2 48
2b c1 48 3b f8 77 30
48 83 fa 10 48 8d 04
39 48 8d 5d bf 48 89

Ascii

H...

<>.u.H.U.H.M.H..H+.H;.w0

H

JH.9H.JH.EH.C].L.H.H..

H......H.E..;..L.H.|$
E3.H.M

45 cf 48 0f 43 5d bf 4c .H..

8b c7 48 03 d9 48 8b
d6 48 8b cb e8 de 90
€8 00 48 8d 45 bf c6
04 3b 00 eb 17 4c 8b
ce 4889 7c 24 20 45
33 ¢0 48 8d 4d bf 48
8b d7 e8 0d cc fe ff Of
10 00 48 8b bc 24 18
01 00 00 48 8b b4 24
10 01 00 00 Of 11 45
of Of 10 48 10 0Of 11 4d
af 48 ¢7 40 10 00 00
00 00 48 c7 40 18 Of
00 00 00 c6 00 00 48
8b 55 b7 48 8b 4d af
488bc2482bcl 48
83801 72 37 48 83
fa 10 48 8d 41 01 48
8d 5d 9f 48 89 45 af
48 0f 43 5d 9f 48 8d
1587 64 15 01 48 03
d9 41 b8 01 00 00 00
48 8b cb e8 4a 90 e8
00 48 8d 45 9f c6 43
01 00 eb 20 45 33 cO
48 c7 44 24 20 01 00
00 00 4c 8d 0d 59 64
1501 48 8d 4d 9f 41
8d 50 01 e8 70 cb fe

€800 c6 43 01 00 eb
224533c048c7 44
24 20 01 00 00 00 4c
8d 0d f3 76 15 01 48
8b cf 41 8d 50 01 e8
1b c1 fe ff 48 8b f8 Of
10 07 Of 11 45 a7 Of
10 4f 10 Of 11 4d b7
48 ¢7 47 10 00 00 00
00 48 c7 47 18 0f 00
00 00 c6 07 00 48 c7
c7 ff ff ff ff 48 ff c7 80
3c 3e 00 75 f7 48 8b
55 bf 48 8b 4d b7 48
8b c2 48 2b c1 48 3b
8 77 30 48 83 fa 10
48 8d 04 39 48 8d 5d
a7 48 89 45 b7 48 Of
43 5d a7 4c 8b c7 48
03 d9 48 8b d6 48 8b
cb e8 5d 85 e8 00 48
8d 45 a7 c6 04 3b 00
eb 17 4c 8b ce 48 89
7c 2420 4533 ¢c0 48
8d 4d a7 48 8b d7 e8
8c c0 fe ff Of 10 00 48
8b b4 24 28 01 00 00
0f 11 45 87 Of 10 48
10 Of 11 4d 97 48 c7
40 10 00 00 00 00 48
€7 40 18 0f 00 00 00
c6 00 00 48 8b 55 9f
48 8b 4d 97 48 8b c2
48 2b c1 48 83 f8 01
72 37 48 83 fa 10 48
8d 41 01 48 8d 5d

UHMH.H+H..r7H. H.A
H]
H.EH.ClH...d.H.A....H..
J..HE..C... E3.H.D$
.L.Yd.HMAP.p..

..C."E3.H.D$ ...L..v.H..
E..O..M.H.G

AP....H.

cnHL<>

u.H.U.H.M.H..H+.H;.wOH...

H..9H

JHEH.CLL.H.H.H..]..

H.E.....L.H.|$
E3.H.M.H.....

..... H..$(...E..H..MH.@..
H.@......HUHM.H.. H+.

H..r7H...H.AH]

Completion

success or wait

success or wait

Source

Count Address  Symbol

2

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1092

unknown 941

48 83 ¢4 20 5f c3 cc
EelceleelcElcelceles)
cc cc cc cc 48 89 5¢
24 08 57 48 83 ec 20
8b da 48 8b f9 e8 cc
€6 06 00 f6 c3 01 74
0d ba 18 00 00 00 48
8b cf e8 a2 90 e6 00
48 8b 5c 24 30 48 8b
c7 48 83 c4 20 5f c3
EelceleeleElEelcEleE
cC cc cc cc cc 48 89
5c 24 08 57 48 83 ec
20 8b fa 48 8b d9 48
8b 51 38 48 83 fa 10
72 2d 48 8b 49 20 48
ff c2 48 81 fa 00 10 00
0072 18 4c 8b 41 18
488322749 2b c8
48 8d 41 f8 48 83 f8 1f
77 3d 49 8b c8 e8 42
90 €6 00 48 c7 43 30
00 00 00 00 48 c7 43
38 0f 00 00 00 c6 43
200040 f6 c7 01 74
0d ba 48 00 00 00 48
8b cb €8 1b 90 e6 00
48 8b c3 48 8b 5c 24
3048 83 c4 20 5f c3
€880 5d e9 00 cc cc
EelceleeleElEelGEleE
EelcelceleeleElEelcE
48 89 5c 24 08 57 48
83 ec 20 48 8b f9 8b
da4883cl28e8f8
e5 06 00 48 8b cf e8
10

15 01 48 89 Oe 48 89
5e 10 88 5e 18 48 89
5f 10 48 c7 47 18 Of
00 00 00 88 1f 48 89
5e 40 48 39 5e 08 Of
84 23 02 00 00 49 8b
16 48 8d 4c 24 30 e8
79 d7 93 00 48 8b 4e
08 48 8d 54 24 28 48
8b 01 ff 50 20 48 8b
44 24 28 48 85 c0 74
17 49 8b 4e 08 48 8d
54 24 48 48 89 44 24
48 48 8b 01 ff 10 48
89 46 10 48 8b 4e 08
48 8d 54 24 48 48 8b
01 ff 50 10 4c 8b f8 48
3b f8 74 27 48 8b cf
e8 7a 2f fe ff 41 0f 10
07 0f 11 07 41 Of 10 4f
10 Of 11 4f 10 49 89 5f
10 49 c7 47 18 0f 00
00 00 41 88 1f 48 8b
54 24 60 48 83 fa 10
723248 8b 4c 24 48
48 ff c2 48 8b c1 48
81 fa 00 10 00 00 72
19 48 8b 49 8 48 83
€227 48 2b c1 48 83
c0 8 48 83 {8 1f Of 87
7d 01 00 00 e8 b6 8b
€6 00 48 8b 4e 08 48
8b 01 ff 50 18 48 8d
4c 24 30 48 89 46 40
e8 56 5 93 00 eb 03
48 8b 3 49 8b

Ascii Completion

success or wait

selrlec ORI R PR (koo
L.LAH.+HAH. .w=I..B

@..t.H
He HUHASOH.. ..
LHASWH.. H...

JHOHAAH HG. H.A  success or wait
@

HOM. #...I.H.L$0.y...H.N.H
T$(H...P
H.D$(H..t.I.N.H.T$HH.D
$HH...H.F.H.N.H.T$HH...
P.L.H
tH..zlLA....A.O..O.l
LG AHT$SH...r2H.L$
HH
WHoHLHULHUH+HLH
..... }ooooe H.NLHL..P.H.L$OH
F@Q.V....H..l

Source

Count Address  Symbol

5

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value
4d d3 ffffe9 10300 M........ H..$...H.M.H..$....E success or wait

unknown 841

unknown 885

00 48 89 9c 24 8 00

89 b4 24 00 01 00 00
4533 c04c89 a4 24
d0 00 00 00 48 8d b7
70 01 00 00 4c 89 b4
24 ¢8 00 00 00 33 d2
4c 89 bc 24 c0 00 00
00 0f 29 b4 24 b0 00
00 00 e8 53 Oe 1e 00
45 33 c0 48 8d 4d bf
33d20f 1030 Of 11
75 af e8 3e Oe 1e 00
66 Of 73 de 08 66 48
0f 7e f2 48 85 d2 74
19 48 8b 04 25 40 01
00 00 44 8b 45 af 48
8b 88 b8 07 00 00 48
8b 01 ff 50 18 4c 8b
3e 48 8d 4d bf 0f 10
76 08 45 33 c0 33 d2
€8 01 Oe 1e 00 Of 11
75 d7 0f 10 00 Of 11
46 08 €8 71 4a 27 00
48 8b 8f 68 01 00 00
66 41 Of 7e f4 45 8b f4
e8 ed 5b 00 00 49 81
fe 00 40 00 00 72 15
41 8b ce 48 c1 e9 Oe
48 ff c1 48 69 c9 25
40 00 00 48 89 48 20
48 8b 4f 60 66 Of 6f c6
66 Of 73 d8 08 45 8b
c4 66 48 Of 7e c3 48
8b d3 e8 92 e3 32 00

1501 e8 71 b8 13 00
cc 40 55 56 48 8d ac
24 68 cO ff ff b8 98 40
00 00 e8 ch 88 e6 00
48 2b e0 48 8b 05 c1
€329 034833 c448
89 85 80 3f 00 00 48
8b f1 48 63 49 20 48
8b 46 10 80 bc 01 38
0a 00 00 00 74 Of 48
8d 15 5b 44 15 01 48
8b ce e8 b3 cf ff ff 83
be 88 00 00 00 03 74
2a 48 63 56 20 48 8b
46 10 80 bc 02 38 0a
00 00 00 Of 84 46 03
00 00 48 8d 15 4d 44
1501 48 8b ce e8 85
cf ff ff €9 32 03 00 00
80 be d4 01 00 00 00
74 2a 48 63 4e 20 48
8b 46 10 80 bc 01 38
0a 00 00 00 0f 84 13
03 00 00 48 8d 15 4a
441501 48 8b ce e8
52 cf ff ff e9 ff 02 00
00 48 83 7e 60 00 75
2a 48 63 4e 20 48 8b
46 10 80 bc 01 38 0a
00 00 00 Of 84 e2 02
00 00 48 8d 15 41 44
1501 48 8b ce e8 21
cf ff ff €9 ce 02 00 00
48 89 9c 24 b8 40 00
00 48 89 bc 24 c0 40
00 00 4c 89 b4

Ascii

3.L.$..H.p.L.$.3L.
0000488d4daf48 $....).$....S..E3.H.M.3...0
~u>. L fs fH~H. .tH. %@

.D.EH.....H..P.L>HM..v
F.qJ\H.h
AA~E..[].@.rA.H.

ol

~H.Hi.%@..H.H

H.Of.ofs..E.fH~H...2.

+.0...@UVH. $h....@.......
H+.H....).H3.H...2..H..Hcl
H.F...8...tH.[D.H.oooo....
*HeV HF...8.....F..H.M
.*HCN H
FoBo, H..JD.H..R.
~H.~".U*HCN H.F...8....

[N | Se— Porec

...... H.AD.H..!l....H.$
.@.H.3.@.L.

Completion

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 857

unknown 868

00 4c 8b c3 48 89 44
24 20 48 8d 54 24 38
48 8b ce e8 cd a7 1a
00 48 8d 4c 24 60 e8
c3db 93 00 e8 ee 40
27 00 4c 8b bc 24 90
40 00 00 4c 8b b4 24
€840 00 00 48 8b bc
24 ¢c0 40 00 00 48 8b
9c 24 b8 40 00 00 48
8b 8d 80 3f 00 00 48
33 cc e8 6f 81 e6 00
48 81 c4 98 40 00 00
5e 5d c3 cc cc cc cc
cc 48 8b 49 48 48 8b
01 48 ff 60 68 cc cc
cc cccc 488379 30
00 7503 33 c0c3 48
8b 51 30 45 33 c0 48
03 51 28 48 8b 41 10
418bc84885c0 74
0Ob 48 8b 00 48 85 cO
74 03 48 8b 08 4c 8d
4a ff 49 8b c0 48 85
c9 740b 48 8b 11 48
85 d2 74 03 48 8b 02
48 85 c0 74 03 4c 8b
00 49 8b 48 10 49 8b
d1 49 8b 40 08 48 ff
c948dlea4l83el
014823 d1 48 8b 04
d0 4a 8b 04 c8 c3 cc
cc cc cc 40 53 48 83
ec 20 ff 81 d0 01 00
00 48 8b d9 83 b9 dO
01 00 00 01 75 27 48
8bcb e8

00 85 c0 75 Oc 48 8b
8b 60 ff ff ff 8 59 d6
32 00 48 8d 8b 00 ff ff
ff c6 83 ab 00 00 00
01 e8 76 0d 00 00 48
8b 4b 48 48 8b d6 48
8b 01 ff 50 18 8b d8
€882 3d 27 00 48 8b
74 24 38 8b c3 48 8b
5c 24 30 48 83 ¢4 20
5f c3 48 89 54 24 10
55 53 56 41 54 48 8d
6C 24 c9 48 81 ec c8
00 00 00 48 83 7d 7f
00 4d 8b el 49 8b d8
48 8b f1 0f 85 e2 06
00 00 48 89 bc 24 fO
00 00 00 48 8d b9 00
ff ff ff 48 63 4f 20 48
8b 47 10 80 bc 01 38
0a 00 00 00 74 0f 48
8d 15 3e 42 15 01 48
8b cf e8 96 c8 ff ff 48
83 be 60 ff ff ff 00 75
2c 48 8b 06 48 8b ce
ff 50 40 48 8d 8e b0
00 00 00 41 b8 16 00
00 00 48 8d 15 1f 42
15 01 e8 Oa 1d fe ff b8
32 fo ff ff €9 5a 06 00
00 4c 89 ac 24 00 01
00 00 4c 89 b4 24 08
01 00 00 45 33 6 4c
89 bc 24 c0 00 00 00
41 8b d6 48 89 55 9f
45 8b fe

Ascii

.L.H.D$
H.T$8H....... HLS$..

..@'L.$.@.L.$.@.H.$.

@.

H.$.@..H..?..H3..0..H...

@.

Ao HIHH.H L. HLyO.
1.3..H.QOE3.H.Q(H.AA.H

LLH.

B o 8 O A S S A T A
JHOtLLLHLL@.H.H AL

$8..H.\$OH..
_H.T$.USVATH.I$.H

P@H.....A...H.B..... 2
Zo LS LS. E3L.
$....A.HUE.

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

8

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value Ascii

unknown 1067

unknown 1135

22011e004533c0 "..E3.H.M.3...E..E....H
48 8d 4d df 33 d2 0f  .U.H..t.H..%@...D.E.H......
10 00 Of 11 45 af 0f 11 H..
451780901 1e 00 .P.E3.H.M.3..
488b55cf4885d2 .3..E...E..E....
7419488b 042540 H.~H.tl..@...D.EH.....H..
01000044 8b45c7 .P.L.mM..M..t

48 8b 88 b8 070000 .D..K./H.S..W...H.
488b01ff501845 [.L..I..u.H.NhH.]..dN..
33c0488d4d df33 H..@..rH..H..Hi.%@..H.H
d2e8d9001e000f D.E.l.H....2

10 45 af 45 33 c0 48

8d 4d ff 33 d2 0f 11

45 ¢7 0f 10 00 Of 11

45 df 0f 11 45 ef e8 b8

00 1e 00 Of 10 45 df

66 Of 73 d8 08 66 48

0f 7e c2 4885 d2 74

18 49 8b 87 40 01 00

00 44 8b 45 ef 48 8b

88 b8 07 00 00 48 8b

01 ff 50 18 4c 8b 6d 1f

4d 8b fe 4d 85 e4 74

2090 44 8b 03 4b 8d

Oc 2f 48 8b 53 08 €8

10 57 e8 00 8b 03 48

8d 5b 10 4c 03 f8 49

83ec0175el488b

4e 68 48 8b 5d 9f €8

64 4e 00 00 48 81 fb

004000 00 72 12 48

cleb Oe 48 ff c3 48

69 cb 25 40 00 00 48

89 48 20 44 8b 45 9f

49 8b d5 48 8b 8e 60

ff ff ff €8 16 d6 32

1501e814aa1300 ... H.di @Su
cc488d0d 643a15 VAWH..8H..I..D..H...P.H..H
0l1e807aal300cc ...

ccccecececcec40 L H.$hH.L$pH.x.E3.L..L.t
5355564157 4883 $0.D$
ec38488b01498b ...H.8..A.H.LOM..u.
d8 44 8bfa488bflff ... L3H.EH.@...H.."..H..
5008488be84885 8..HEH.x..H.t.P....u
db 0f84 29000000 .H..~R..L.L.t$
48897c2468488d L.H.T$H...
4c2470488b 7810 #.L.t$0H.|$h.8.u..r..H..A..
4533¢94c8bc34c  H.H..8A NJ[H..
89742430c7 44 24

20 ff ff ff ff 48 8b 97

38 01 00 00 e8 5e d2

95 00 48 8b d8 4c 8b

30 4d 85 f6 75 08 e8

2e al 96 00 4c 8b 33

48 8b 45 10 48 8b 9f

40 01 00 00 48 8b bf

60 Oe 00 00 48 8b 88

38 01 00 00 48 8b 45

08 48 8b 9b 78 02 00

00 48 85 c0 74 14 Of

b6 50 Ob 80 e2 07 80

fa 02 75 08 48 8b 10

e8 7e 52 94 00 4c 8b

ch 4c 89 74 24 20 4c

8b c7 48 8d 54 24 60

48 8b c8 e8 a6 23 96

00 4c 8b 74 24 30 48

8b 7c 24 68 80 38 00

75 05 e8 72 89 94 00

48 8b 06 41 8b d7 48

8b ce 48 83 c4 38 41

5f 5e 5d 5b 48 ff 60

10

Completion

success or wait

success or wait

Source

Count Address  Symbol

2

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value Ascii

unknown 1016

unknown 971

08488bcfe8be32 .H..2.H..2.... H..h..H
0000488bche8b6 .D$0.....A.H..L.L$OL.D$Sp
320000 e9 ecfe ffff H.U.

488b8b 68010000 ..G.H...H.... L.L$OM...
487 4424300a00 ... 3..M..tDL..$...L.u...D
0000e8fc 410000 .D.pH.L$8H.T.......L.L$OM.
488bc84c8d4c24 v.H...A.F..rL.
304c8d 44247048 H.C.
8d55c0e8c64700 @8..8...t.L.DSOH..H...+...E.
00488983880100 ..

004885c00f84e3 L.L$OH..H..L.E.H.|$(H.T$8
0100004c8b4c24 H.$ .a,..T$<.tE

30 4d 85 c9 0f 84 d5

01 00 00 33 ff 8b f7 4d

859 74 44 4c 89 b4

24 ¢0 01 00 00 4c 8d

75 10 Of 1f 00 44 8b

44470 48 8d 4c 24

3848 8b 54 f5 c0 e8

8c 3 1d 00 4c 8b 4c

24 30 4d 8d 76 10 48

ff ¢6 Of 10 00 41 Of 11

46 f0 49 3b f1 72 d3

4c 8b b4 24 c0 01 00

00 48 63 4b 20 48 8b

431040 38 bc 01 38

0a 00 00 74 19 4c 8d

44 24 30 48 8b cb 48

8d 15 8a 2b 15 01 8

45 c7 ff ff 4c 8b 4c 24

30 48 8b 8b 48 01 00

00 4c 8d 45 10 48 89

7c 2428 48 8d 54 24

384889 7c 24 20 €8

61 2c 00 00 8b 54 24

3c 85 d2 74 08 45

e6004983f1072  ..lL.rilW.H..H....rH..H.
31498d5701488b .H+H..H........ H...f.H..
c74881fa001000 tMH.E.H..H.N.L.L.H.H...r.
007219488b 7ff8 H..L
4883c227482bc7 .F.L.H.H..rH.L+H.H..r.
48 83 c0 f8 48 83 f8 1f H..H+L.T$ H...b...H.M....-
0f 87 d500 00 0048 .H.

8bcfeB1c66e600 U.HM.\g.HM.L.$._..L.$.
4885f6744d488b ..I.L.$..HMH3..e.H...
4587 488b d6488b .AJA\ M].HM.L.$.........l.
4e184c8b104c8b ..H..$.....

48 08 48 8319 10 72

03 48 8b 16 4c 8b 46

10 4c 03 c2 48 8b d6

48 839 10 72 03 48

8b 16 4c 2b c2 48 8b

c6 48 83910 72 03

48 8b 06 48 2b d0 4c

89 54 24 20 48 8b ce

e8 62 fa fe ff 48 8b 4d

97 e8 f9 88 2d 00 48

8b 55 8f 48 8d 4d 9f

e8 5¢ 67 94 00 48 8d

4d 9f 49 89 04 24 e8

5f bf 93 00 4c 8b b4

24 f0 00 00 00 49 8b

c4 4c 8b bc 24 e8 00

00 00 48 8b 4d 07 48

33 cc e8 20 65 e6 00

48 81 c4 f8 00 00 00

41 5d 41 5c 5f 5e 5b

5d c3 48 8d 4d 9f 49

c7 04 24 00 00 00 00

e8 1f bf 93 00 49 8b

c4 eb ce 48 8d 0d 1b

241501 e8 2e 98 13

00

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 954

unknown 992

8b 00 48 89 08 4d 85
c0 74 3b 49 8b 00 49
8b c8 eb 2c 48 85 c9
75 24 48 83 ¢4 20 5b
€348 8d 51 08 48 3b
d3 74 1f 48 8b 03 48
c7 03 00 00 00 00 48
8b 0a 48 89 02 48 85
€9 74 0a 48 8b 01 ba
01 00 00 00 ff 10 48
8b 0b 48 85 c9 74 ca
48 8b 01 ba 01 00 00
00 48 83 c4 20 5b 48
ff 20 cc cc cc cc cc cc
cc 40 53 48 83 ec 20
48 8b d9 48 81 c1 00
ff ff ff 48 63 51 20 48
8b 41 10 80 bc 02 38
0a 00 00 00 74 Oc 48
8d 15 8f 18 15 01 e8
f2 a0 ff ff 48 8b 4b 48
48 85 c9 74 Oc 48 8b
014883 c4 20 5b 48
ff 60 08 33 c0 48 83
c4 20 5b c3 cc cc cc
cccc 40534883 ec
2048 8b d9 48 81 cl
00 ff ff ff 48 63 51 20
48 8b 41 10 80 bc 02
38 0a 00 00 00 74 Oc
48 8d 15 4f 18 15 01
e8 a2 a0 ff ff 48 8b 4b
48 48 85 c9 74 Oc 48
8b 01 48 83 ¢4 20 5b
48 f 60 10 33 c0 48
83 ¢4 20 5b c3

10 49 c7 cO ff ff ff ff 40
88 37 49 ff c0 42 38
3403 75 f7 48 8b d3
48 8b cf e8 4b f2 fd ff
€991 01 00 00 80 78
01 25 4c 8d 40 01 0f
85 ac 01 00 00 33 f6
4c 89 b4 24 b0 00 00
0048 89 74 24 40 48
€7 44 24 48 0f 00 00
00 40 88 74 24 30 49
3b d8 74 10 4c 2b c3
48 8d 4c 24 30 48 8b
d3 e8 06 f2 fd ff 48 8d
55 02 48 8d 4c 24 50
e8 48 ff ff ff 4c 8b 44
24 48 4c 8b c8 48 8b
54 24 40 49 8b c8 48
2b ca4c 8b 70 10 4c
3b f1 76 1d 48 8b 40
18 49 2b c6 48 3b c2
7211 4c 8d 44 24 30
33d2498bc9e8fl
1a 00 00 eb 58 49 83
7918 10 72 03 4d 8b
09 4c 3b f1 77 34 49
83810 49 8d 04 16
48 8d 5c 24 30 48 89
44 24 40 48 0f 43 5¢
24 30 4d 8b c6 48 03
da 49 8b d1 48 8b cb
e8 d7 2e e8 00 48 8d
44 24 30 42 88 34 33
eb 15 45 33 c0 4c 89
74 24 20 49 8b d6 48
8d 4c 24 30 e8

Ascii

CHOMLELL HLuSH.. [H
Q.H;tH.H... HH.H.tH
......... H.H.tH.....H.. [H.

....... @SH.. H..H.....HcQ
HA...8...tH...
HotH.H. [H3.H. [
@SH.. H..H.....HcQ
H.A...8..

od el rThd{ Ol H.KHH..t.H..H.

J[HO3H. [

scc MR

Completion

success or wait

Ao @.71..B84.u.H..H...K.. success or wait

e X L.@......... 3.L.S$..
H.t$@H.D$H....@.t$0I;.t.L

+H.L

$0H......H.UH.L$P.H...L.D
$HL
~H.T$@I..H+.L.p.L;.v.H.@.

I+.H

;.n.L.D$03.I........ XLy..r.M.
.L;.w4l...l...H.\$OH.D$@H.

C\$0

M..H..Il.H......H.D$0B.43..

E3.L.t$ I..H.L$0.

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1052

unknown 878

24 88 00 00 00 48 8b
9c 24 80 00 00 00 4c
8b 7c 24 50 48 83 c4
68 41 5e 41 5¢ c3 48
8d 0d a8 0a 15 01 e8
33821300 cc cc cc
48 89 5¢c 24 10 55 56
41 56 48 83 ec 60 33
d2 48 8b d9 e8 99 87
320033 d2488bch
48 8b €8 48 8b 70 10
€8 38 8a 32 00 4c 8b
f0 48 85 ¢c0 75 11 48
8b 9c 24 88 00 00 00
48 83 c4 60 41 5e 5e
5d c3 48 8b 96 38 01
00 00 48 8d 4c 24 48
48 89 bc 24 80 00 00
00 e8 16 9a 93 00 48
8b 9e 60 Oe 00 00 48
8b cb e8 37 4c 94 00
48 8b 45 10 48 8b 7d
08 48 8b 88 38 01 00
00 48 85 ff 74 15 0f b6
47 0b 24 07 3¢ 02 75
Ob 48 8b 17 e8 c1 2a
94 00 48 8b f8 48 8d
54 24 30 48 8b cd e8
51 72 1a 00 48 8b 96
3801 00 00 48 8d 4c
24384533c9c7 44
24 20 ff ff f ff 4d 8b c6
e8 22 aa 95 00 4c 8b
fO 48 8b 08 48 85 c9
75 08 e8 f2 78 96 00
49 8b Oe 4c 8b 8e 40

24 78 4c 89 74 24 30
838 01 7f 10 48 8b
3e 48 8b 7f 08 48 81
c7 a0 00 00 00 eb 08
48 8b 7e 08 48 83 ef
08 83 f8 02 7f 10 48
8b Oe 48 8b 49 08 48
81 c1 a0 00 00 00 eb
08 48 8b 4e 08 48 83
€9 10 e8 6¢ 24 95 00
45 33 f6 84 c0 45 8b
€6 41 0f 95 c4 44 39
76 10 7f 10 48 8b 1e
48 8b 5b 08 48 81 c3
a0 00 00 00 eb 04 48
8b 5e 08 48 8b 13 48
8b 42 ff Of b7 48 Ob Of
b7 c1 66 2b c5 66 83
f8 0176 12 66 41 3b
cf 74 Oc 33 d2 48 8b
ch e8 ef 3f 96 00 eb
04 48 8b 42 17 48 85
c0 0f 84 03 01 00 00
48 8b 2b ba 20 04 00
00 48 8b 45 ff 0f b7 48
0b 0f b7 c1 66 2b c2
66 83 f8 01 76 18 66
41 3bcf7412ba 01
00 00 00 48 8b cb 8
b1 3f 96 00 48 8b €8
eb 04 48 8b 6d 1f 48
85 ed 0f 84 c2 00 00
00 4d 8b 85 60 Oe 00
00 48 8d 54 24 60 49
8b 8d 60 0d 00 00 45
33c94c 89742420
e8

Ascii

$...H..$....L.|$PH..hA"A\.H success or wait
..... 3......H\$.UVAVH.."3.H.
...2.3.H.H..H.p..8.2.L..H..u

H.$...H.AM]H..8..HL$

HH

R H.

H.L$8E3..D$
eMLLHLH.
Ul X L@

$xXL.t$0....H.>H..H........ H. success or wait
~H......H.H.LH........ H.N
H...1$..E3...E.A...D9v...H.
H[H........ HAH.H.B..H..
LA HLL 2. H
B.H......H+ ..HE..H..

H..7L.H.E
HIH.8..H.t.G$.<UH.
% H.H.T$OH...Qr..H. 8...

Completion

Source

Count Address  Symbol

4

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1151

unknown 944

2e e4 00 cc cc cc cc
EelcelcClcElCElceles)
cc cc cc cc cc 48 8d
0d 59 ac 27 03 e9 74
aa 15 00 cc cc cc cc
40 53 48 83 ec 50 Of
10 41 08 48 8b d9 45
33033 d2488d4c
24 40 0f 11 44 24 20
0f 11 44 24 30 e8 9a
cl 1d 00 Of 10 00 Of
114308 0f 10 44 24
20 66 Of 73 d8 08 66
48 0Of 7e c2 48 85 d2
74 22 48 8b 03 44 8b
44 24 30 48 8b 88 40
01 00 00 48 8b 89 b8
07 00 00 48 8b 01 48
83 ¢4 50 5b 48 ff 60
18 48 83 ¢4 50 5b c3
EelcelcCleElEElGElCE
48 83 ec 28 48 8b 51
18 48 85 d2 74 3d 8b
02 85c0 74 44 83 e8
018902 75 2b 80 7a
09 00 74 0f 48 8b 01
ba 01 00 00 00 48 83
c4 28 48 ff 20 80 7a
08 00 74 10 48 83 79
08 00 74 09 48 83 c4
28 €9 6b d9 ff ff 48 83
c4 28 ¢3 48 8d 0d af
ed 14 01 e8 1la 6e 13
00 cc 48 8d 0d da ed
14 01 e8 0d 6e 13 00
e I 6F 68 EF 66 @8
Eelce

49 8b 38 49 8b 70 10
4c 8b 41 10 4c 3b c2
0f 82 d7 00 00 00 4c
8b 49 18 49 8b c1 49
2b c0 48 3b f0 Of 87
99 00 00 00 4c 89 74
24 40 49 8d 04 30 48
8941104c 89 7c 24
48 49 839 10 72 03
48 8b 09 4c 8d 3c 11
48 8d 04 3e 49 3b c7
76 1b 4a 8d 04 01 48
3b f8 77 12 4¢c 3b ff 77
05 45 33 6 eb Ob 4d
8b f7 4c 2b f7 eb 03
4c 8b f6 4c 2b c2 49
8d Oc 37 49 ff c0 49
8b d7 e8 85 13 €8 00
4d 8b c6 48 8b d7 49
8b cf e8 77 13 €8 00
4c 8b c6 49 8d 14 36
4d 2b c6 4b 8d Oc 3e
48 03 d7 e8 61 13 €8
00 4c 8b 7c 24 48 48
8b c3 4c 8b 74 24 40
48 8b 5c 24 50 48 8b
74 24 58 48 83 ¢4 30
5f c3 4c 8b ca 48 89
74 24 28 48 8b d6 48
89 7c 24 20 45 33 cO
e8 7c 51 fe ff 48 8b 74
24 58 48 8b d8 48 8b
5¢ 24 50 48 83 c4 30
5f c3 e8 54 8d fe ff cc
cc cc cc 40 53 48 83
ec 2048 8b 5118 48

Ascii

— (oY e
@SH..P.AH..E3.3.H.L

$@..D$ ..D%0.......... C..D$

f.s.

fH.~.H..t"H..D.D$0H..@...H

CHH..P[H. H..P[

(k.
...n

1.8l

CH(Hen He

Pp.LAL.....LLLI+.

Hi....... L.t$@!..0H.A.L.|$HI.
.rH..L.

<H.>l.v.J. H.w.L;
W.E3..M..L+..L.L+.I.7I..]

K.

~M.H.lL.w..L.Il.6M+

>H..a...L.|$HH..L.1$@
H\$
PH.A$XH..0_.L..H.t$(H..H.|
$E3

Q. HASXH..HA$PH..0_.T

.@SH.. H.Q.H

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 792

unknown 853

00 00 00 80 3c 3a 01
75 4e 418319 01 75
3048 8b d7 48 8b cb
e8 da 00 00 00 84 cO
7421 48 8b 43 40 48
85 c0 74 18 0f b6 4b

8b 5¢c 24 50 48 8b 74
24 58 48 83 ¢4 40 5f
€348 83 7b 60 00 48
8b 43 40 48 89 44 24
28 0f b6 43 38 88 44
24 20 c7 03 02 00 00
00 74 Oc 66 83 7b 58
00 c6 44 24 30 01 75
05 c6 44 24 30 00 48
8b 43 50 48 8d 54 24
2048 8b 4b 18 48 89
44 24 38 0f b6 43 48
88 44 24 31 ff 53 08
48 8b 5c 24 50 48 8b
74 24 58 48 83 ¢4 40
5fc3 83903 74 1d
48 8b 43 10 ¢7 03 03
00 00 00 48 85 c0 74
Oe 48 8b 4b 18 ff dO
48 ¢7 43 10 00 00 00
00 48 8b 5c 24 50 48
8b 74 24 58 48 83 c4
40 5f c3 cccc cc cc
EelceleeleelEelcelea
cc cc cc cc 48 89 5¢
2408 48 89 6¢ 24 10
48

79 16 48 8b 4f 28 48
03 ce 48 81 f9 00 00
00 04 7e 16 48 89 4f
28 eb 10 7e Oe 48 3b
6f 28 7e 08 48 8b cf
€8 34 c8 95 00 48 8b
6c 24 3048 8b 74 24
3848 8b 7c 24 40 41
6 c6 01 4¢c 8b 74 24
48 74 0d ba 30 00 00
00 48 8b cb €8 95 30
€6 00 48 8b c3 48 83
c4 20 5b c3 cc cc cc
cc 41 56 48 83 ec 30
48 89 7c 24 58 48 8d
05 6e 00 15 01 48 8b
79 30 4c 8b f1 4c 89
64 24 28 44 8b e2 48
89 01 48 85 ff 0f 84 bc
00 00 00 48 89 5¢ 24
40 48 89 6¢ 24 48 48
89 74 2450 4c 89 7c
24 20 48 8b 4f 28 48
8b 6f 20 8 3a 30 €6
00 48 8b 1f 48 85 db
74 5b 48 8b 9b 38 01
0000 48 8b 77 18 48
7 de 4c 8b 7b 20 4c
03 fe 49 8b c7 4c 89
7b 20 48 2b 43 30 48
3d 00 00 00 02 7e 08
48 8b cb e8 2a cc 93
00 48 85 f6 79 16 48
8b 4b 28 48 03 ce 48
81 f9 00 00 00 04 7e
16 48 89 4b 28 eb 10
7e Oe

Ascii

....<LUNA...UOH..H......... t!
H.C@H..t...K8..
w...H..H..7H;

VH....... HA$PH.t$XH..@_.
H.{.H.C@H.D$(..C8.D$
et

3880 f9 20 77 Of Of b6 X..D$0.u..D$0.H.CPH.T$
c94803c8488d04 H.K.H.D

37483bc876 1848 $8..CH.D$1.S.H.\$PH.t$X
8bche8cdfeffff48 H.@_..
LtH.C.....H.tHK.H.C..
WHASPHASXH..@_ ...
..H\$.H.I$.H

Completion

success or wait

y.H.O(H..H......~.H.O(..~.H; success or wait

o

~.H...4._ H.I$OH.t$8H.|$@A

...L.t$Ht..0...H....0..H..H..

L

Ld

..AVH..OH.|$XH..n...H.yOL..

$(D..H..H.......H\S@H.I$H
H.t$PL.|$ H.O(H.0

20 H.H. A[H..8..Hw.H..L{
L.IL.L{H+CO

~H.. 5 H.y HK(H..

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 992

unknown 1056

53 03 15 01 e8 5e 60
1300 cc 48 8d 0d d6

021501e8516013 Q..Q..R..R..R..R.'R.m
R..Q..R....

00 cc 48 8d 0d b1 fd

14 01 e8 44 60 13 00
cc 48 8d 0d 14 fe 14

01 e8 37 60 13 00 cc
66 90 71 51 0a 00 d7
51 0a 00 ea 51 0a 00
fa 51 0a 00 06 52 Oa

00 12 52 0a 00 1c 52
0a 00 18 52 0a 00 60
52 0a 00 6d 52 0a 00
e4 51 0a 00 18 52 0a
00 00 01 02 Ob Ob Ob
Ob 03 04 05 06 06 07
Ob Ob Ob Ob Ob Ob Ob
Ob Ob Ob Ob Ob Ob Ob
Ob Ob Ob Ob Ob Ob Ob
0Ob Ob Ob Ob Ob Ob Ob
Ob Ob Ob Ob Ob Ob Ob
Ob Ob Ob Ob Ob Ob Ob
Ob Ob Ob Ob Ob Ob Ob
Ob Ob Ob Ob Ob Ob Ob
Ob Ob Ob Ob Ob Ob Ob
Ob Ob Ob Ob Ob Ob Ob
Ob Ob Ob Ob Ob Ob Ob
Ob Ob Ob Ob Ob Ob Ob
Ob Ob Ob Ob Ob Ob Ob
Ob Ob Ob Ob Ob Ob Ob
Ob Ob 08 09 Ob Ob Ob
Ob Ob Ob Ob Ob Ob Ob
Ob Ob Ob Ob 0Oa cc cc
4053 48 83 ec 20 48
8b d9 48 85 c9 75 08
3304883 c4 20 5b
c3e8d5

48 89 44 24 28 48 8b
d5 49 8b cc 48 89 44
24 20 e8 44 dc 27 00
48 8b d8 48 85 c0 0f
84 2d 01 00 00 48 8b
8e 40 01 00 00 48 8b
do0 48 8b 89 b8 07 00
00 4c 8b 01 41 ff 50
10 48 85 c0 0f 84 2a
01 00 00 4c 89 b4 24
b8 00 00 00 48 8d 4c
24 30 44 8b c3 4c 89
bc 24 c0 00 00 00 48
8b d0 e8 17 9b 1d 00
48 c7 44 24 28 00 00
00 00 45 8b c5 48 8b
d5 49 8b cc 0f 10 00
66 41 Of 7e c7 66 Of
73 d8 08 66 48 Of 7e
c3458b f7 4c 8b cb
4c 89742420 e8c3
db 27 00 48 85 c0 75
214533c04889 84
24 ¢8 00 00 00 33 d2
48 8d 4c 24 40 e8 c7
9a 1d 00 48 85 db 74
7a 45 8b c6 eb 5e 4d
8b ce c6 44 24 20 00
4c 8b c3 48 8d 8c 24
€8 00 00 00 48 8b d6
€882 4d 15 00 48 83
bc 24 ¢8 00 00 00 00
74 21 45 33 c0 48 8d
4c 2450 33 d2 e8 88
9a 1d 00 Of 10 00 Of
11 44 24 68 48 8b 5¢
2470 44

Ascii
S cerl Hlecoecd Q..H....
.D..H.... 7°..£9Q..Q...

..@SH.. H..

H.u3.H.. [...
H.D$(H..I..H.D$
D.H.H...-

.H.@..H.H.....LLAP.H.
L*LLL$. H.L$0D..L.$....

H......H.D$(...E.H..I...f

A~fs.fH~E.L.Lt$.."
H.UE3.H.$...3H.L$@....

H..tzE..”M...D$
.L.H.$...H..

~M.H.$... tIE3.H.L$P3....

...... D$hH.\$pD

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 867

unknown 1066

43 ff ff ff 48 8d 0d 2e
ed 14 01 e8 69 44 13
00 cc cc cc cc cc ce
cc cc cc 40 53 57 48
81 ec 88 01 00 00 48
8b 05 bf 4f 29 03 48
3344889842470
01 00 00 4d 8b d1 49
8b c0 48 8b fa 4c 8d
4c 24 30 48 8b d9 4c
8d 44 24 60 48 8b dO
49 8b ca e8 23 79 1f
00 85 c0 0f 84 ce 00
00 00 Of 10 05 4c ec
14 01 Of b6 05 55 ec
14 01 45 33 c9 44 8b
54 24 30 88 44 24 50
0f 11 44 24 40 45 85
d2 74 66 4c 8d 5¢c 24
60 66 90 45 0f b6 03
43 8d 14 49 41 8b cO
8d 4a 01 48 c1 e8 04
4d 8d 5b 01 41 83 €0
0Of 41 ff c1 Of b6 44 04
40 88 84 14 a0 00 00
00 42 0f b6 44 04 40
88 84 0c a0 00 00 00
8d 42 02 c6 84 04 a0
00 00 00 3a 45 3b ca
72 ba4585d274 14
41 8d 42 ff 8d 48 01
8d Oc 48 c6 84 Oc a0
00 00 00 00 eb 08 c6
84 24 a0 00 00 00 00
48 8b 97 38 01 00 00
4c 8d 84 24 a0 00 00
00

44 8b 44 24 78 33 c9
48 89 44 24 20 e8 Oe
ef 32 00 48 89 07 48
8b c7 48 8b 8c 24 80
00 00 00 48 33 cc e8
d8 09 e6 00 48 8b 9c
24 a8 00 00 00 48 81
¢4 90 00 00 00 5f c3
e EE 68 68 6F 66 @8
48 89 5c 24 08 48 89
6c 2410488974 24
18 57 48 83 ec 20 49
8b f8 48 8b f2 €8 d1 f9
fc ff 48 8b e8 €8 89 a3
1f 00 48 8b d8 48 85
c0 74 2d 45 33 c9 45
33048 8b d5 48 8b
c8 e8 d0 a0 1f 00 83
f8 01 75 17 4c 8b c6
48 8b d3 48 8b cf e8
dd Oc 20 00 83 f8 01
75 04 8b 8 eb 02 33 ff
48 85 db 74 08 48 8b
cb e8 75 9f 1f 00 48
8b 5¢c 24 30 8b c7 48
8b 6¢ 24 38 48 8b 74
24 40 48 83 c4 20 5f
3 66 6 CF 66 @B @B
EelcelceleeleElEelcE
cc 48 89 5c 24 08 48
89 6¢ 24 1048 89 74
2418 4889 7c 24 20
4156 48 83 ec 20 4c
8b f1 48 8b da 48 8b
ca e8 28 80 1e 00 b9
55 00 00 00 48 8b €8

Ascii

C..H...... 1D TR @SWH.
..... H...0).H3.H..$p...M..I..
H

.L.L$OH..L.D$'H..I.. #y......

P

.L....U...E3.D.T$0.D$

.D$S@E..tIL\$T.E..C..IA...
J.H..M.

(I7AN S B || Ne— $.....

H.8..L.$

D.D$x3.H.D$

.2

HASHIS HAS.WH.. | H...

H.H.H.$...

coed beeren H..H..t-E3.E3.H..H

3.H..tH...u..H\$0..H.I

$BHAS@H.. _..vvvoovrvenne. HA
$.H.I$.H.1$.H.|$ AVH..
LoH.H...(..U.H..

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

2

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1201

unknown 1103

f5 ff 41 Of b6 84 00 5¢
7b 0a 00 41 8b 8c 80
e8 7a 0a 00 49 03 c8
ff el 48 8d 15 4e de
1401 48 8b c2 c3 48
8d 15 63 de 14 01 48
8b c2 c3 48 8d 15 70
de 14 01 48 8b c2 c3
48 8d 15 8d de 14 01
48 8b c2 c3 48 8d 15
a2 de 14 01 48 8b c2
c3 48 8d 15 bf de 14
0148 8b c2c3 48 8d
15 cc de 14 01 48 8b
€2 c3488d 15 d9 de
14 01 48 8b c2 c3 48
8d 15 e6 de 14 01 48
8b c2 c3 48 8d 15 3
de 14 01 48 8b c2 c3
48 8d 15 00 df 14 01
48 8b c2 c3 48 8d 15
05 df 14 01 48 8b c2
c3488d 15 1a df 14
0148 8b c2c3 48 &d
15 2f df 14 01 48 8b
€2 c3 48 8d 15 44 df
14 01 48 8b c2 c3 48
8d 15 59 df 14 01 48
8b c2 c3 48 8d 15 5e
df 14 01 48 8b c2 c3
48 8d 15 73 df 14 01
48 8b c2 c3 48 8d 15
88 df 14 01 48 8b c2
€348 8d 15 a5 df 14
0148 8b c2c3 48 &d
15 ba df 14 01 48 8b
c2c3

d1 01 00 00 49 8b ce
e8 94 f8 fc ff 48 85 cO
74 7c 33 d2 48 8b c8
€8 85 d8 2e 00 48 8b
8 48 85 c0 74 6a 48
8b c8 e8 65 8f 2b 00
48 8b f0 48 85 c0 74
52 49 8b 95 38 01 00
00 48 8d 4c 24 48 45
33 ¢9 c7 44 24 20 ff ff
ff ff 4c 8b c0 e8 3e 53
95 00 4c 8b €0 48 8b
18 48 85 db 75 09 e8
0e 22 96 00 49 8b 1c
24 41 b8 13 00 00 00
48 8d 15 6d cf 14 01
48 8b ce 8 55 7f 24
00 48 8b cf e8 0d e6
2b 00 eb 16 48 8b cf
e8 03 e6 2b 00 49 8b
9d 38 01 00 00 48 81
€3 a0 00 00 00 4d 8b
85 40 01 00 00 4c 8b
cb 48 8b 54 24 38 49
8b cf 4d 8b 80 00 06
00 00 e8 f7 d6 ff ff 84
c0 0f 84 14 01 00 00
33d2 49 8b ce e8 f5
31 1f 00 48 63 d8 49
8b 85 40 01 00 00 48
8b d3 48 8b 88 b8 07
00 00 48 8b 01 ff 50
10 48 85 0 0f 84 ab
01 00 00 44 8b c3 48
8d 4d c8 48 8b d0 e8
c37c 1d 00 48 8d

Ascii

CALCNGALLZULLHN.

HeHecoHoH.p..H..H..

HAA3H.H.

H..tjiH...e.+.H..H..tRI..8...H.

L$HES3..D$
....L.>S..L.H.H.

ULLLSALLH. . mLUH. U

S H. L HLLHL8LH.

3.l..1.Hel.@

sod rbdikoseod e Pelrtboscesed Do

HMH...|.H.

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1251

unknown 809

8b b6 38 01 00 00 48
8b 18 48 85 c9 74 10
e8 be eb 93 00 48 c7
86 50 Oc 00 00 00 00
0000 48 85 db 74 12
48 8b d3 49 8b ce e8
b3 9d 94 00 48 89 86
50 Oc 00 00 48 8b d7
48 8b ce €8 71 20 01
00 48 8d 45 30 48 89
7d 40 48 89 45 d8 4c
8d 05 le 2b 18 01 48
8d 45 40 48 89 75 30
48 8b 96 38 01 00 00
48 8d 4d d0 45 33 c9
4889 45e0c7 44 24
20 0d 00 00 00 e8 c7
4e 95 00 48 8b d8 48
8b 10 48 85 d2 75 08
€897 1d 96 00 48 8b
13 4c 8d 05 6d 61 01
00 48 8d 4d d8 e8 e4
40 00 00 48 8b 45 30
4c 8d 05 b1 66 18 01
4533 ¢9 7 44 24 20
12 00 00 00 48 8d 4d
d0 48 8b 90 38 01 00
00 e8 7e 4e 95 00 48
8b d8 48 8b 10 48 85
d2 75 08 e8 4e 1d 96
00 48 8b 13 4c 8d 05
54 8e 00 00 48 8d 4d
d8 e8 9b 40 00 00 48
8b d7 48 8b ce e8 30
26 01 00 48 8b d7 48
8b ce e8 f5 2d 01 00
48 8b d7

48 8b d3 48 8d 4d 90
8¢9 74010041 8d
46 01 85 c0 78 14 39
46 10 7e Of 48 8b 4e
08 48 98 48 c1 e0 03
48 2b c8 eb Oe 48 8b
Oe 48 8b 49 08 48 81
c1a0 00 00 00 4d 8b
87 60 Oe 00 00 48 8d
54 24 50 e8 ee 1d 96
00 44 38 28 0f 84 f5
02 00 00 44 8b 60 04
41 8d 5e 02 85 db 78
15 39 5e 10 7e 10 4c
8b 46 08 48 63 c3 48
cle0034c2bcOeb
Oe 4c 8b 06 4d 8b 40
08 49 81 c0 a0 00 00
00 49 8b 97 38 01 00
00 48 8d 4d 30 €8 96
cb 04 00 85 db 78 15
39 5e 10 7e 10 48 8b
46 08 48 63 cb 48 c1
10348 2bcleb0d
48 8b 06 48 8b 40 08
48 05 a0 00 00 00 48
8b 08 0f b6 c1 24 03
3c 01 75 Of 48 8b 41 ff
48 8b 4d 40 66 83 78
Ob 40 72 03 49 8b cd
49 8b dd 48 85 c9 74
39 e8 45 36 25 00 48
8b d8 48 85 c0 75 2¢
49 8b cf e8 c5 d3 01
00 48 8b 4d 40 48 85
c9 0f 84 48 02 00 00
48 8d

Ascii Completion

L8 HLH L HL P success or wait
H.tH..l...... H..P..H..H..q
.H.EOH}@H.E.L...+.H.E

@H.u

OH..8...H.M.E3.H.E..D$

M..@..H.EOL...f..E3..D$

sozcll
.M.H..8....~N..H..H..H..u..N

H.L.T.HM.@.H.H..0
Gl rldribocmod ks

H..H.M...t.. A.F..x.9F.~.H.N success or wait
H

Ho H+ H.H.IH...M. .
H.T$P....D8(......D.".A"...
X.9"~.L.F.HcH...L+...L.M.

@.l......1..8...H.MO.......x.9".
~H.F.Hc.H..H+..H.H.@.
H....H..$.

<.U.HAHM@fx.@r.l.
J.H.19.E6%.H..H..u,l.......
H.M@H....H...H.

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1770

unknown 3275

48 8b 4d 40 48 85 c9
74 Oe 48 8d 45 48 48
3b c8 74 05 e8 41 ae
€8 00 48 85 ff 74 08
48 8b cf e8 28 13 25
00 e8 f3 9e 26 00 4c
8b b4 24 a8 05 00 00
4c 8b a4 24 a0 05 00
00 48 8b 9c 24 98 05
00 00 48 8b 8d 50 04
00 0048 33 cce8 7c
df e5 00 48 81 c4 60
05 00 00 41 5f 41 5d
5f 5e 5d ¢3 48 8d 0d
4e b6 14 01 e8 al 12
1300 cc 48 8d 0d 51
771801e894 1213
00 cc 48 8d 0d 4c 78
1801 e8 87 12 13 00
EelceleeleElEelcEleE
48 89 5c 24 18 56 57
41 56 48 83 ec 60 48
8b c2 4c 8b f1 33 d2
49 8b f9 41 8b f0 48
8b 08 €8 5d e4 24 00
48 8b d8 48 85 c0 74
14 48 8b c8 e8 cd f4
2400 48 8b cb 85 cO
7f 18 e8 d1 e2 24 00
32 ¢0 48 8b 9c 24 90
00 00 00 48 83 c4 60
41 5e 5f 5e ¢3 48 89
ac 24 80 00 00 00 44
8b ce 33 ed 41 b8 01
10 00 00 48 89 6¢ 24
20 8d 55 ff e8 fe e0
2100 85

1d 00 Of 10 00 48 8b
44 24 50 0f 11 44 24
68 48 8b 5¢c 24 70 48
85 ¢0 75 0a €8 94 03
96 00 48 8b 44 24 50
48 8b Oe 48 85 c0 75
04 48 8d 41 10 48 8b
0045 33 c048 89 41
1833 d2 48 8d 4c 24
78 €8 bd 5e 1d 00 48
85 db 74 1c 49 8b 86
40 01 00 00 48 8b d3
44 8b 44 24 68 48 8b
88 b8 07 00 00 48 8b
01 ff 50 18 48 8b 4d
40 48 85 c9 74 Oe 48
8d 45 48 48 3b c8 74
05 e8 f1 a6 e8 00 48
85 ff 74 08 48 8b cf e8
d8 0b 25 00 e8 a3 97
26 00 4c 8b b4 24 a8
05 00 00 4c 8b a4 24
a0 05 00 00 48 8b 9c
2498 05 00 00 48 8b
8d 50 04 00 00 48 33
cc e8 2c d8 e5 00 48
81 c4 60 05 00 00 41
5f 41 5d 5f 5e 5d c3
48 8d 0d fe ae 14 01
€851 0b 13 00 cc 48
8d 0d 01 70 18 01 €8
44 0b 13 00 cc 48 &d
0d 14 71 18 01 e8 37
0Ob 13 00 cc cc cc cc
cc cc cc 48 89 5¢c 24
18 56 57 41 56 48 83
ec 60

Ascii

H.M@H..t.H.EHH;.t..A...H.. success or wait
tH...

(%...&L.$..L.$...H..

H

LHULLSLALH.].$.H. .H.

tH.L S H.. $2.H.$.

H.UOAMN AHL$..D.3A...

HI$ UL

..... H.D$P..D$hH.\$pH..u... success or wait

H.D$PH..H..u.H.A-H..E3.H

.A3.H

L$x.NH.tl.@...H..D.D$

hH

woiH..P.HM@H. .t H.EHH
2 %....&.L.$...
. H.$...H.P..H3....
CHOLA AL H.Q.

H..p..D...H..q...7........
~H\$.VWAVH.."

b Srerrocroos H\$.VWAV

Completion

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 849

unknown 926

430100 00 4a 8d 34
7 49 8b c5 4b 8d 3c
3c 4d 85 ed 75 08 48
8b cb e8 bf 98 6f 00
48 8b 4f 10 48 81 f9
e7 ff ff 3f Of 83 d2 00
00 00 48 83 7f 18 10
72 03 48 8b 3f 89 4c
24 20 45 33 c9 48 8d
4c 24 40 4c 8b c7 48
8b d0 e8 3d 20 95 00
48 8b 08 48 85 c9 0f
84 ad 00 00 00 48 8b
44 24 38 49 ff c6 48
89 Oe 49 83 ¢4 20 48
8b 7d 80 48 8b 74 24
70 4c 8b 38 48 8b 40
0849 2b c7 48 cl f8
05 4c 3b f0 Of 82 72 ff
ff ff 4c 8b 64 24 30 4c
8b ce 48 8d 4c 24 40
4c 8bc7498b d5 e8
la bc 94 00 48 8d 4c
24 48 48 8b 10 e8 cd
c1 93 00 48 8b 4d 80
49 89 04 24 48 85 c9
74 Oe 48 8d 45 88 48
3b c8 74 05 e8 2e 8e
€800 48 8d 4c 24 48
e8 b8 19 93 00 49 8b
c4 4c 8b bc 24 e8 04
00 00 48 8b 8d 90 03
00 00 48 33 cc e8 7e
bf €5 00 48 81 c4 a0
04 00 00 41 5e 41 5d
41 5¢ 5f 5e 5b 5d ¢3

4c 89 74 24 48 4c 89
7c 2450 4c 8d 78 01
48 8b 431048 2bcl
48 c1f8 03 48 8b c8

48 d1 e9 48 2b d1 48
3b c2 76 05 49 8b ef

Ascii

C..JA4.l.K.
<<M..u.H.....0o.H.
O.H....2....H..LH2L$ E
3.H.L$@L.H...=
JHoHG H.D$8I..H..I..
H.}.H.t$pL.8H.@
J+H..L.r. L.d$OL.. H.L$
@

Lol...... H.L$HH....... H.M.I.
S$H.LH.EH;.t..... HLS$H....

- ACAJA [

Lt$HL.|$PL.x.H.C.H+.H...
H..H.

H+.H;.v.lL..H.,..LLBH..H.
bl L H.L.L[3.H.H
AL u@M..L+... ... L.G.
M........ ffooe H.H.l.M.@

eb0b488d2c 0149 .H.R..u.{L.L.L+lI H
3b ef 49 0f 42 ef 48 8b ;.L.G.M..t%fff.......H..L.I.
d5488bche89862 .M.@.H.R.M;.u.L.

fd ff 49 8b Oc 24 4c 8b [M..H.V.L+.I..I...I;.L.G.M.

0 48 89 Oc fO 4c 8b
c0 4c 8b 5b 08 33 c9
48 8b 13 48 8d 34 fO
49 3b fb 75 40 4d 8b
ch4c2bca4983cl
07 49 c1e9 03 49 3b
d3 4c 0f 47 c9 4d 85
c9 0f 84 9d 00 00 00
66 66 Of 1f 84 00 00
00 00 00 48 8b 02 48
ff c1 49 89 00 4d 8d
40 08 48 8d 52 08 49
3bc9 75 eaeb 7b 4c
8b d7 4c 8b c9 4c 2b
d24983¢c20749cl
ea 03 48 3b d7 4c 0Of
47 d1 4d 85 d2 74 25
66 66 66 Of 1f 84 00
00 00 00 00 48 8b 02
49 ff c1 49 89 00 4d
8d 40 08 48 8d 52 08
4d 3b ca 75 ea 4c 8b
5b 08 4d 8b c3 48 8d
56 08 4c 2b c7 49 83
c0 07 49 c1 e8 03 49
3b fb 4c 0f 47 c1 4d
85

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile

Page 301 of 361



File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1214

unknown 887

75 08 e8 45 e4 95 00
48 8b 33 49 8b 5e 08
49 8b 3e 48 8b cf 48

8b 9b 60 Oe 00 00 €8
bc a0 94 00 44 8b c8
48 89 74 24 20 4c 8b
€348 8d 54 24 68 48
8b cf e8 74 64 95 00

803800 75 05 €8 ba
cc 93 00 48 8b 5¢ 24
50 48 8b 74 24 58 48
8b 7c 24 60 48 83 c4
40 41 5e c3 cc cc cc

cc 33d2488d 4118
4889 11 48 89 51 08
4889 41 10 48 89 10
48 89 50 08 48 89 50
10 48 89 50 18 48 89
50 20 48 89 50 28 48
89 50 30 48 89 50 38
48 89 50 40 48 89 50
48 48 89 50 50 48 89
50 58 48 89 50 60 48
89 50 68 48 89 50 70
48 89 50 78 48 89 90
80 00 00 00 48 89 90
88 00 00 00 48 89 90
90 00 00 00 48 89 90
98 00 00 00 48 89 90
a0 00 00 00 48 89 90
a8 00 00 00 48 89 90
b0 00 00 00 48 89 90
b8 00 00 00 48 89 90
c0 00 00 00 48 89 90
€8 00 00 00 48 89 90
d0 00 00 00 48 89 90
d8 00 00

48 8b cb €8 96 7b 95
00 48 8b 8e f0 Ob 00
00 48 89 4c 24 30 48
89 7c 24 28 48 8d 41
01 b9 28 00 00 00 48
89 86 f0 Ob 00 00 48
8d 05 8e 7c 17 00 48
89 44 24 20 48 8b 86
b8 Ob 00 00 48 8b 28
4c 8b 75 08 e8 a2 b4
e5 00 0f 10 44 24 20
48 8b d0 48 b9 65 66
66 66 66 66 66 06 f2
0f 10 4c 24 30 48 89
28 4c¢ 89 70 08 0f 11
40102 0f 11 48 20
48 8b 86 c0 0b 00 00
48 2b c8 48 83 f9 01
0f 82 82 00 00 00 48
ff cO 48 8d 8e b0 Ob
00 00 48 89 86 c0 Ob
00 00 48 89 55 08 49
89 16 48 8d 54 24 20
4c 8b 8e b8 0b 00 00
4d 8b 09 4d 8d 41 10
e8 8a f8 ff ff 80 7c 24
2801 75 24 48 ff 86
00 Oc 00 00 48 8b c7
48 8b 74 24 68 48 8b
6C 24 50 4c 8b 74 24
58 48 8b 5c 24 60 48
83 ¢4 40 5fc3 48 8d
0d 08 €8 17 01 e8 13
€7 12 00 cc 48 8d 0d
5b e8 17 01 e8 06 e7
12 00 cc 48 8d 0d a6
e8 17

Ascii

u.E. H3LALSH.H. L.
.D.H.t$
L..H.T$hH...td...8.u

...... HA$PH.t$XH.|$'H..@A
Iy
-.3.HAH.HQHAH.HP.
(AL IRP R
H.P(H.POH.P8H.P@H.PH
H.

PPH.PXH.P H.PhH.PpH.P

H....
{-H....H.LSOH.|$(H.A..
(.H.otH.|.H.D$ H.....H.
(L.u........ D$ H..H.effffff.
...L$OH.(L.p...@...H
H.....H

+.H......... H.H...... H...... H

ULHTSL...M.MA......
$(u$H......H..H.t$hH.I$PL
Bl

SXHASH..@_H............ H..
[ H.....

Completion

success or wait

success or wait

Source

Count Address  Symbol

2

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1703

unknown 1530

7d 00 00 4c 8b 8b 10
Oc 00 00 48 8d 4d 40
48 8b 93 38 01 00 00
897c 243889 7c 24
30 89 7c 24 28 48 89
44 24 20 e8 fc cd 94
00 48 8b 93 38 01 00
00 44 8d 4f 01 4c 8d
0592241801 c7 44
24 20 ff ff ff ff 48 8d
4d f8 e8 19 11 95 00
48 8b d8 4c 8b 20 4d
85 e4 75 08 e8 b9 db
95 00 4c 8b 23 48 8b
5d 40 48 8d 55 8 48
8b ce e8 26 36 95 00
4533 c9 4c 8b c3 49
8b d4 48 8b 08 e8 65
61 95 00 48 8b 4d 40
49 8b d4 e8 f9 87 95
00 49 8b 07 48 8d 4d
58 48 8b 75 48 4c 8b
c6 48 8b 18 48 8b 93
3801 00 00 e8 4c ab
94 00 48 8b 45 58 4c
8d 05 31 33 00 00 4c
8b 8b 10 Oc 00 00 48
8d 4d 40 48 8b 93 38
01 0000 89 7c 24 38
897c2430897c24
28 48 89 44 24 20 e8
49 cd 94 00 48 8b 93
3801 00 00 4c 8d 05
32318 01 41 b9 01
00 00 00 c7 44 24 20
ff ff ff ff 48 8d 4d {8 e8

48 89 44 24 30 48 85
€9 74 56 48 8b 01 48
8d 54 24 30 ff 50 10
48 8b 4f 38 48 85 c9
7414 48 8b 01 48 3b
cf Of 95 c2 ff 50 20 48
€7 47 38 00 00 00 00
48 8b cb e8 43 f2 ff ff
40 f6 c6 01 74 0d ba
80 00 00 00 48 8b ch
e8c8 a5 e5 00 48 8b
74 24 40 48 8b c3 48
8b 5¢c 24 38 48 83 c4
20 5f c3 e8 d8 97 e3
00 cc cc cc cc cc cc
cc cc 48 89 5¢ 24 08
4889 74 24 10 57 48
83 ec 20 48 8b d9 48
8d 05 37 28 18 01 8b
fa 48 89 01 48 8b 89
d8 00 00 00 48 8b 93
€0 00 00 00 48 2b d1
e8 9c 46 f5 ff 48 8b 8b
fO 00 00 00 48 8b 93
8 00 00 00 48 2b d1
€8 86 46 f5 ff 48 8b 83
d8 00 00 00 33 f6 48
89 83 e0 00 00 00 48
8b 8b fO 00 00 00 48
89 8b f8 00 00 00 48
859 74 49 48 8b 93
00 01 00 00 48 2b d1
48 81 fa 00 10 00 00
72 1c 4c 8b 41 f8 48
8322749 2bc8 48
8d 41 f8 48 83 f8

Ascii

Completion

}.L.....H.M@H..8....[$8.]$0 success or wait

.|$(H.D$
.....H..8..D.0.L..$..D$
O [V O 8 L9

..L#H]J@H.U.H...&6..E3.

(]

U ] [ 0.3 | W - =5

13

L....HM@H..8....|$8.|$0.
[$(H.D$ .I..H..8...L..#.A...

...D$ ...H.M..

H.D$OH..tVH..H.T$0.P.H.

O8H..tH..H;....P
H.G8...H..C..@.
o boreed 1]

cod iFPecd P rbeccod e
[Fed iberrac@H nboered nberced ko

LGHOtHGGH+Hr LA

HU+HHAH.

H.t$@H..H.\$8
H.. . LHASH.S.W
H. H.H.7(..H.H....H...
H+...

success or wait

Source

Count Address  Symbol

1

2

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 2345

unknown 1692

94 00 48 8b d8 4c 8b
30 4d 85 f6 75 08 e8
82 ¢5 95 00 4c 8b 33
48 8b 5d 30 48 8d 55

Ascii Completion

..H..L.OM..u......L.3H.JOH.U success or wait
@H

....... E3.L..I.H....K..H.MOI.
...q..H..8..H.M8L....... H.E8

40488bcfe8ef1f95 L

004533 c94c8bc3
49 8b d6 48 8b 08 e8
2e 4b 95 00 48 8b 4d
30498bd6e8c271
95 00 48 8b 96 38 01
00 00 48 8d 4d 38 4c
8b c7 e8 1f 95 94 00
48 8b 45 38 4c 8d 05
74 9c 00 00 4c 8b 8e
10 Oc 00 00 48 8d 4d
30 48 8b 96 38 01 00
00 c7 44 24 38 01 00
00 00 44 89 7c 24 30
44 89 7c 24 28 48 89
44 24 20 8 16 b7 94
00 48 8b 96 38 01 00
00 4c 8d 05 a8 30 18
01 41 b9 01 00 00 00
C7 44 24 20 ff ff ff ff
48 8d 4d 40 e8 31 fa
94 00 48 8b d8 4c 8b
30 4d 85 f6 75 08 e8
d1 c4 95 00 4c 8b 33
48 8b 5d 30 48 8d 55
40 48 8b cf e8 3e 1f
95 00 45 33 c9 4c 8b
€349 8b d6 48 8b 08
e8 7d 4a 95 00 48 8b
4d 30 49 8b d6 e8 11
7195 00 48 8b 96 38
01 00 00 48 8d 4d 38
4c

d7 68 95 00 48 8b 96
3801 00 00 48 8d 4d
384c 8b c7 e8 34 8c
94 00 48 8b 45 38 4c
8d 05 f9 56 01 00 4c
8b 8e 10 Oc 00 00 48
8d 4d 30 48 8b 96 38
01 00 00 44 89 7c 24
384489 7c 243044
89 7c 24 28 48 89 44
24 20 e8 2e ae 94 00
48 8b 96 38 01 00 00
4c 8d 05 a0 28 18 01
41 b9 01 00 00 00 c7
44 24 20 ff ff ff ff 48
8d 4d 40 e8 49 f1 94
00 48 8b d8 4c 8b 30
4d 85 f6 75 08 e8 €9
bb 95 00 4c 8b 33 48
8b 5d 30 48 8d 55 40
48 8b cf e8 56 16 95
0045 33 c9 4c 8b c3
49 8b d6 48 8b 08 €8
95 41 95 00 48 8b 4d
3049 8b d6 e8 29 68
95 00 48 8b 96 38 01
00 00 48 8d 4d 38 4c
8b c7 e8 86 8b 94 00
48 8b 45 38 4c 8d 05
1b 24 01 00 4c 8b 8e
10 Oc 00 00 48 8d 4d
30 48 8b 96 38 01 00
0044 89 7c 24 38 44
897c 24304489 7c
24 28 48 89 44 24 20
€8 80 ad 94 00 48 8b
96 38

t..L.....H.MOH..8....D$8..
..D.|$0D.|$(H.D$

..... H.8..L..0.A...D$
.HM@.1..H
.L.OM..u......L.3H.J0H.U@
H...

> .E3.L.I.H..}J..H.MOI....
q..H..8..H.M8L

.h..H..8...H.M8L...4...H.E8BL success or wait

V..L.....H.MOH..8...D.|$8D
[$0D.|$(H.D$ .....H..8...L...

(.A.....D$

.HM@.I..H..LO

M..u.....L.3H.JOH.U@H...V
E

3.L.I.H....A.H.MOI...)h..H.
.8..H.M8L....... H.ESL..$..L

..... H.MOH..8...D.|$8D.|$0D
|$(H.DS$ ....H..8

Source

Count Address  Symbol

2

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value Ascii

unknown 925

unknown 903

00488bc8488944 .H.H.D$P..L.H....?...H...K success or wait

2450e8014cffff48 .. J. UHNH.t'$. H...
85c00f843f0100 ..H.D$PH;.tH...n..H.3H.D
00 48 8b ce e8 f0 4b ff $P.

ff8b108d 420189 ..H.L$P.X..H..H.O"..z...tC
0885d2750e488b H.NH. .r.j.L.H.DB..
4e084885¢97405 1...uXH.N
e827249300488d .iG2.H...L2.H.O'H.

9ff8 00000048 8d  ...P2.H.GpH.OxH.Gp....H.
442450483bc374 Gx...

14488bche86ece ... L.t$0H.t$hH.I$"H.|$8
ff ff 48 89 33 48 c7 44 H..@|...u...9&.L
2450 00 00 00 00 48

8d 4c 24 50 e8 58 ce
ff ff 48 8b d6 48 8d 4f
60 e8 9c 7a ff ff 85 cO
74 43 48 8b 4e 20 48
8b 5f 60 €8 0b 72 fc ff
ba 6a 00 00 00 4c 8b
c848 8b cb 44 8d 42
97 €8 07 a3 31 00 83
f8 01 75 58 48 8b 4e
20 e8 69 47 32 00 48
8b c8 e8 81 4c 32 00
48 8b 4f 60 48 8b dO
e8 05 50 32 00 48 8b
47 70 48 8b 4f 78 48
c7 47 70 00 00 00 00
48 ¢7 47 78 00 00 00
00 c6 87 80 00 00 00
00 ff dO 4c 8b 74 24
3048 8b 74 24 68 48
8b 6¢ 24 60 48 8b 7c
24 38 48 83 ¢4 40 5b
c385c075cle811
39 26 00 4c

8bf8488bea488b ..H.H..+.Ht$@...%.H.K success or wait

d90f852b 010000 H.C
4889742440e81a H.t..%H... " .%..=..
012500488b4b20 u.HK ... $.H.K
488943204885¢c9 3.9s(H..@.

74 05e8d8 002500 ..E3.t$(E3.H.D$
488bcfe8f0271d ...>%....
002507 000f003d ... H...ooood t'D.DS$pE.......
020001 00750e 48 .D.L$xH..H...[....ts.T$ H.K
8b 4b 20 ba 01 0000 ...%.H.K ..u$H.C

00 e8 b6 f024 0048 ...H..t..0.%.

8b4b 2033163973 H.K.H.5...t..:H.D$hM...t$
28488b d7400f94 (E3.3.H.D$ ...%.
c64533c989 7424

284533c048c7 44

24 20 00 00 00 00 €8

3e 03 25 00 83 f8 01

0f 85 87 00 00 00 48

8b cf e8 cd de 00 00

840742244 8b 44

24 70 45 85 c0 0f 88

af 00 00 00 44 8b 4c

24 78 48 8b d5 48 8b

cb e85b al 00 00 84

c0 74 73 8b 54 24 60

48 8b 4b 20 e8 ba 01

2500 48 8b 4b 20 85

c0 7524 48 c7 43 20

00 00 00 00 48 85 c9

74 05 e8 30 00 25 00

48 8b 4b 10 48 8d 15

35de 17 01 e8 cO 74

01 00 eb 3a 48 8b 44

24 68 4d 8b ce 89 74

24 28 45 33 c0 33 d2

48 89 44 24 20 e8 b3

02 25 00

Completion

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1072

unknown 965

8b 0f 48 85 c0 75 04
48 8d 41 10 48 8b 00
48 89 41 18 45 33 cO
48 8d 4c 24 30 33 d2
e8 62 fd 1c 00 48 85
ed 74 1c 48 8b 86 40
01 00 00 48 8b d5 44
8b 44 24 48 48 8b 88
b8 07 00 00 48 8b 01
ff 50 18 48 85 db 74
08 48 8b ch €8 74 6d
27 00 e8 5f 36 26 00
48 8b 6¢ 24 60 48 8b
9c 24 a0 00 00 00 48
83 ¢4 68 41 5f 41 5e
5f 5e ¢3 48 8d 0d 38
281401 e82baal2
00 cc 48 8d 0d 73 28
14 01 e8 1e aa 12 00
e CE 60 68 @8 CE 68
EelcelcCleElEElGElCE
4889 74 24 10 57 48
83 ec 30 44 8b 49 08
48 8b f2 48 8b f9 48
€7 44 24 20 00 00 00
00 ba 04 00 00 00 41
b8 03 10 00 00 48 8b
Oe €8 d0 78 21 00 85
c0 7f 0d 32 c0 48 8b
74 24 48 48 83 ¢4 30
5f ¢3 81 7f Oc 01 00
01 00 48 89 5c 24 40
74 54 e8 fc 68 2b 00
48 8b d8 48 85 c0 74
66 8b 57 Oc 48 8b c8
e8c9 6¢ 2b 00 85 cO
74 4a 48

00 00 00 48 8d 15 9e
a2 17 01 e9 cd 00 00
0048 8d 15 9a a2 17
01 e9 c1 00 00 00 48
8d 159a a2 17 01 e9
b5 00 00 00 48 8d 15
96 a2 17 01 e9 a9 00
00 00 48 8d 15 92 a2
17 01 9 9d 00 00 00
488d 158e a2 17 01
€9 91 00 00 00 48 8d
158aa217 01 e9 85
00 00 00 48 8d 15 86
a2 17 01 eb 7c 48 8d
1585a21701eb 73
488d 1580a2 1701
eb 6a 48 8d 15 7f a2
17 01 eb 61 48 8d 15
7e a2 17 01 eb 58 48
8d 1581 a2 17 01 eb
4f488d 1584 a2 17
01 eb 46 48 8d 15 83
a2 17 01 eb 3d 48 8d
1582221701 eb 34
488d 157d a2 17 01
eb 2b 48 8d 15 7c a2
17 01 eb 22 48 8d 15
77 a2 17 01 eb 19 48
8d 1576 a2 17 01 eb
10488d 1575 a2 17
01 eb 07 48 8d 15 74
a217014533c041
8b 8 66 90 Of b6 04
Oa 48 ff c1 3a 44 0Ob ff
7508 48 83 9 05 75
ed eb 07 45 1b c0 41
83 c8

Ascii

Completion

..H.u.H.AH.HA.E3.H.L$0 success or wait

3.b
..H.tH..@...H..D.D$HH....

H..P.H.tH..tm'._6&H.I$
H
$...H.hA_AN AH.8(.+..

A He XL 2. HASHH..0
e HAS@UT. N HLHL A
W.H...l+...tJH

H......mH.... 4H. 3 A+HL
|..."H.w.....H..v....H..u..
H.t.E3.A.f..H..D.u
H..u..E.A.

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1437

unknown 1055

d0 00 00 00 48 8b 8b
€800 0000 c6 44 24
3801 €801 d2 21 00
89 44 24 3c 48 8b 44
24 38 48 89 83 f0 00
00 00 3c 00 75 05 e8
a8 73 93 00 83 bb f4
0000 00 00 75 11 48
8d 8b d8 00 00 00 48
83 ¢4 20 5b €9 Oe db
ff ff 48 83 ¢4 20 5b c3
48 8d 0d 09 9c 17 01
e8 3c 93 12 00 cc cc
e CE 60 68 @8 CE 66
cc cc cc 48 89 5¢c 24
08 57 48 83 ec 50 4c
8b 81 fO 00 00 00 48
8b f9 4c 8b 89 f8 00
00 00 48 8b 89 d8 00
00 00 4d 2b c8 48 8b
87 d0 00 00 00 44 8b
97 10 01 00 00 48 8b
97 €0 00 00 00 44 8b
9f Oc 01 00 00 48 2b
d1 8b 9f 08 01 00 00
48 89 44 24 48 48 8b
87 ¢8 00 00 00 48 89
44 24 40 48 8b 87 18
01 00 00 48 89 44 24
38 4c 89 54 24 30 4c
89 5¢ 24 28 48 89 5¢
24 20 e8 05 80 24 00
83 f8 01 74 Oc 48 8d
8f 20 01 00 00 e8 64
da ff ff 48 8b 5¢c 24 60
48 83 ¢4 50 5f c3 cc
EE

0f 84 9a 00 00 00 48
8b 59 08 41 b8 01 00
00 00 48 8d 4c 24 78
48 8b 93 38 01 00 00
€8 68 82 94 00 4c 8b
83 60 Oe 00 00 48 8d
54 24 30 41 b9 01 00
00 00 48 8b 08 48 8d
44 24 60 48 89 4c 24
60 48 8b 8b 50 Oc 00
00 48 89 44 24 20 €8
18 bf 94 00 48 8b 18
48 85 db 74 2a 48 8b
cb e8 d8 ee fe ff 48 85
c0 0f 84 1e 01 00 00
48 8d 97 28 01 00 00
48 8b c8 €8 40 85 00
00 48 85 db 74 05 49
89 1le eb 3e 49 c7 06
00 00 00 00 32 c0 48
8b 5¢c 24 68 48 8b 74
2470 48 83 c4 40 41
5f 41 5e 5f ¢3 4c 8b
81 28 01 00 00 48 8b
51 08 48 8d 4c 24 60
e8 a4 77 01 00 48 8b
08 49 89 Oe 48 83 38
00 74 c9 4c 8d 8f f8
00 00 00 41 80 39 00
0f 84 8a 00 00 00 48
8b 5f 08 48 8d 4c 24
78 41 b8 02 00 00 00
48 8b 93 38 01 00 00
e8 9c 81 94 00 4c 8b
83 60 Oe 00 00 48 8d
54 24 30 41 b9 01 00
00 00

8H.....<.u..s........ u.H....

HH.....H.D$@H

L.T$OLAS(H\S ...$....t.H..

el HASTHLP_ ..

e HY.ALLLH.L$XH..8....h success or wait
...H.T$0A.....H..H.D$"

cod L
H.L$'H..P..H.D$

H.@A_AM L.
(.HQHLS .w.
H.lLH8LL....A9.....
H._H.L$xA...H.8.......L..

Completion

Source

Count Address  Symbol

91

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1137

unknown 1140

01 e8 54 71 01 00 48
8b 55 fO 4c 8d 05 11
3414 01488b4de8
41 b9 30 Ob 00 00 48
8b 5d 10 e8 86 df 23
00 48 85 db 74 0a 48
8b 07 48 8b Ob 48 89
48 18 4c 8d 5¢c 24 70
49 8b 5b 20 49 8b 7b
28 49 8b e3 5d c3 48
8d 0d 36 b5 17 01 €8
8989 12 00 cc 48 &d
0d d1 07 14 01 e8 7c
89 12 00 cc 48 8d 0d
4c b4 17 01 e8 6f 89
12 00 cc 48 8d 0d af
b4 17 01 e8 62 89 12
00 cc cc 48 89 5¢c 24
10 48 89 6¢ 24 18 56
48 81 ec a0 00 00 00
48 8b 05 b7 94 28 03
4833448898424
90 00 00 00 48 8b f1
41 b9 20 04 00 00 48
8b 09 48 83 c1 20 48
8b 11 48 8b 42 ff 44 of
b7 40 Ob 41 0f b7 cO
66 41 2b c1 66 83 f8
01 76 17 b8 10 04 00
00 66 44 3b c0 74 Oc
33 d2 e8 b0 53 95 00
48 8b €8 eb 04 48 8b
6a 17 83 7e 10 00 7f
10 48 8b 06 48 8b 58
08 48 81 c3 a0 00 00
00 eb 04 48 8b 5e 08
48 8b

2c 00 48 8b ch e8 cd
71 2c¢ 00 48 8b 6¢ 24
70 4c 8b 64 24 78 4c
8d 5¢ 24 50 49 8b c6
49 8b 5b 30 49 8b 73
3849 8be3415f41

5e 5fc3488d 0d 4b ff .H.H.x.H......H{3.H.H..
1301e83e811200 $...H.$...%...a.H.H

cccccececcececcecccce
ccccceeccecceccccce
48 89 5¢ 24 08 48 89
7424 1057 48 81 ec
d0 00 00 00 48 8b 05
87 8¢ 28 03 48 33 c4
48 89 84 24 c0 00 00
00 48 8b d9 41 b9 20
04 00 00 48 8b 09 48
83c120488b 1148
8b 42 ff 44 0f b7 40 Ob
41 0f b7 c0 66 41 2b
c166 838017617
b8 10 04 00 00 66 44
3bc0 74 0c 33 d2 e8
80 4b 95 00 48 8b fO
eb 04 48 8b 72 17 83
7b 10 00 7f 10 48 8b
03 48 8b 78 08 48 81
c7 a0 00 00 00 eb 04
48 8b 7b 08 33 c0 48
8b cf 48 89 84 24 b0
00 00 00 48 89 84 24
b8 00 00 00 e8 d3 25
94 00 84 c0 0f 84 61
01 00 00 48 8b d7 48
8d 4c 24 70 e8 1e df
00 00 48 8b 84 24 b8
00

Ascii

.Tg..H.U.L...4.H.M.A.0...H success or wait
Je#HLH O HOH.H.L\$pL.[

1{(L.JH.6......... H......
JHoLo0oHe b,
CHASHIS.VH...
H.$...H.A. .H.H.
H.H.B

D.@.A.. fA+f..v....fD;.t
3..S.H...Hj.~..H.HX.

,-H....q,.H.I$pL.d$XL.\$PI..I. success or wait
[OL.S8I.A_ AN H.K...>.....

........... HA$.H.A$.WH......

w.(H3.H.$...H.A. ..H.H..
H..H.B.D..@.A...fA+.f...v..

...fD;.t.3.. K. H....H.

H....(H3.

Completion

Source

Count Address  Symbol

1

2

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1072

unknown 898

8b b4 24 80 00 00 00
48 81 c4 88 00 00 00
5f 5b ¢3 8b 47 08 4c
8d 84 24 a0 00 00 00
48 8b 57 10 48 8b 4b
20 89 84 24 a0 00 00
00 e8 13 ce 24 00 83
f8 01 48 63 84 24 a0
00 00 00 40 0f 94 c6
85 ¢0 78 10 48 8b dO
48 8b cf e8 e5 dd 00
00 €9 84 00 00 00 45
33 ¢0 48 8d 4c 24 50
33 d2 e8 81 cf 1c 00
48 8b cf 0f 10 00 Of 11
44 24 30 e8 b1 0d ff ff
45 33 c0 4c 89 37 33
d2 48 8d 4c 24 40 e8
5f cf 1c 00 45 33 cO
48 8d 4c 24 30 33 d2
0f 10 00 Of 11 44 24
20 0f 11 44 24 70 0Of
10 44 24 30 Of 11 47
08 e8 3a cf 1c 00 Of
10 44 24 20 66 0f 73
d8 08 66 48 0f 7e c2
48 85d2 74 1a 48 8b
04 25 40 01 00 00 44
8b 44 24 70 48 8b 88
b8 07 00 00 48 8b 01
ff 50 18 40 84 f6 0f 84
f9 fe ff ff 44 39 73 28
0of 85 ef fe ff ff 48 8b
4b 20 48 85 c9 74 6a
e8 fb a8 00 00 84 cO
0f 84 d9 fe ff

49 ffc2443aca74
bb eb Oe 45 84 cO eb
02 84 c0 0f 94 c0 84
c0751b 4883 ¢c3 18
48 3b de 75 92 33 cO
48 8b 5c 24 08 48 8b
74241048 8b 7c 24
18 c3 48 8b 74 24 10
48 8b c3 48 8b 5¢c 24
08 48 8b 7c 24 18 c3
EelceleelelEelcEleE
CC CC CcC cC cc cC 48
89 5¢ 24 20 57 41 56
4157 48 83 ec 30 48
8b f9 45 Of b6 f1 49 8b
08 49 8b d8 0f b6 c1
4c 8b fa 24 03 3¢ 01
0f 85 ¢1 00 00 00 48
8b 41 ff 66 83 78 Ob
40 0f 83 b2 00 00 00
48 8b 92 38 01 00 00
48 8b cb 48 89 6¢ 24
50 48 89 74 24 58 4c
89 6¢ 24 60 €8 a8 83
95 00 4c 63 e8 48 8d
15 4e dd 17 01 45 84
6 41 b8 16 03 00 00
49 8d 75 01 49 0f 44
5 48 8b ce e8 b5 cc
2300 48 8b e8 48 85
c0 75 05 48 85 f6 75
57 49 8b 97 38 01 00
00 44 8b ce 41 0f b6
c6 4c 8b ¢5 83 f0 01
48 8b cb 03 c0 89 44
24 28 48 c7 44 24 20
00 00

Ascii

S He_[.GL.$...H.
W.H.K

.$....$. Hcs..@

X HLH E3.H.L$
P3.....H....... D$0.....E3.L.7

3.H.L$@._...E3.H.L$03
D$ ..D$p..D$0..G..:

f.s.

£

.D$

H.~.H..tH..%@...D.D$pH..

H.KH.

L.Dut Eois u.H..H;
U3 H\SHAS.H.|$. H.t3.H..
HAS.H.[$............... H\$ WA
VAWH..OH..E...l.I.....L..$.

<.

e HALX.@.....H..8..H.

HISPH.SXL.I$ ..
so Becl Ao LUID: Rleon 7 Rl ]

Lc.H.N

sl A Nl Dcd A el L

D$(H.DS ..

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 984

unknown 1508

45 af 48 89 bb c0 00
00 00 48 8d 15 d1 ca
17 01 48 89 13 44 8b
ef 48 89 bb ¢8 00 00
00 48 89 bb d0 00 00
00 48 89 bb d8 00 00
00 48 89 83 €0 00 00
00 48 8b 45 df Of 11
83 e8 00 00 00 48 89
8308 01 00 00 48 8b
45 e7 0f 10 45 cf 0f 11
83 f8 00 00 00 48 89
8310 01 00 00 48 8b
45 ef 48 89 83 18 01
00 00 48 89 8b 20 01
00 00 48 89 bb 28 01
00 00 eb 07 4c 8b 6d
ef 48 8b df 4c 89 b4
24 a0 00 00 00 4c 63
75 a7 45 85 f6 78 16
4439 76 10 7e 10 48
8b 4e 08 49 8b c6 48
c1e0 0348 2b c8eb
Oe 48 8b Oe 48 8b 49
08 48 81 c1 a0 00 00
00 e8 fb 20 94 00 84
c0 74 4b 45 85 f6 78
26 44 39 76 10 7e 20
48 8b 56 08 48 8d 4d
af 49 8b c6 48 89 5d
af 48 c1 e0 03 48 2b
d0 e8 11 d6 00 00 €9
36 01 00 00 48 8b 16
48 8d 4d af 48 89 5d
af 48 8b 52 08 48 81
c2 a0 00 00 00 e8 f1
d5 00

8b e8 48 8b f2 45 8d

7c 2410 48 8b 47 ff 44 ..v.fE;.t3.." . I.H...H..H.

0f b7 48 Ob 41 0f b7

cl166412bc46683 +.f. .v.fA.t.3.H..s"..HA.
H...6..HH(.H.H.uH.H..

f8 01 76 15 66 45 3b
cf 74 0f 33 d2 e8 b7
22950049 8b 1e 48
8b f8 eb 04 48 8b 7f
17 48 8b cb €8 63 f9
93 00 85 c0 Of 8e 93
01 00 00 48 8b Ob 48
8b 41 ff 0f b7 50 Ob Of
b7 c2 66 41 2b c4 66
8380176 12 66 41
3b d7 74 0c 33 d2 48
8b cb e8 73 22 95 00
eb 04 48 8b 41 17 48
85 ¢0 0f 84 36 01 00
00 48 8b 48 28 ff d6
48 8b f0 48 85 c0 75
10 48 8b d5 48 8b cf
e83b 1b 01 00 €9 18
01 00 00 48 8b ce e8
2e 17 2b 00 83 c0 07
9983e207 03 c2cl
8 03 48 63 €8 85 cO
0f 88 2c 01 00 00 48
8b 87 40 01 00 00 48
8b d5 48 8b 88 b8 07
00 00 48 8b 01 ff 50
10 48 85 c0 0f 84 19
01 00 00 44 8b c5 48
8d 4c 24 30 48 8b dO
e8 27 aa 1c 00 44 8b
c5 48 8b ce 0f 10 00
0f 11 44 24 48 66 Of
73

H..L.$....Lcu.E..x.D9v.~.H
N.LH.H+ H.H.ILH.......

...tKE..x&D9v.~
H.V.H.M.I.H.

JHoHo 6. HHMLHL.

(kR besoccosso

Completion

success or wait

.H..E.|$.H.G.D..H.A...fA+.f success or wait

NG SS—— [kl AR

WHet

c
PH. D..H.L$OH
He... D$Hf.s

A

WH.@..H.H....H..

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1340

unknown 1717

5c 01 00 00 48 63 07
8507812 39 43 10
7e 0d 48 8b 4b 08 48
cl1e003482bc8eb
Oe 48 8b Ob 48 8b 49
08 48 81 c1 a0 00 00
00 e8 11 60 95 00 89
46 04 8b 07 83 c0 01
78 14 39 43 10 7e Of
48 8b 4b 08 48 98 48
c1e003482bc8eb
Oe 48 8b Ob 48 8b 49
08 48 81 c1 a0 00 00
00 e8 10 fc 93 00 84
c0 74 4a 8b 07 83 c0
017825394310 7e
20 48 8b 4b 08 48 98
48 c1e0 0348 2bc8
c6 44 24 40 01 e8 b9
5f 95 00 89 44 24 44
€9 87 00 00 00 48 8b
Ob c6 44 24 40 01 48
8b 49 08 48 81 c1 a0
00 00 00 e8 98 5f 95
00 89 44 24 44 eb 69
85 ed 0f 85 82 00 00
0083 7e 040175 7c
48 63 0f 8d 41 01 85
c0 7816 394310 7e
11 48 8b 43 08 48 8d
Oc cd 08 00 00 00 48
2b c1 eb 0d 48 8b 03
48 8b 40 08 48 05 a0
00 00 00 48 8b 08 Of
b6 c1 24 03 3c 01 75
77 48 8b 41 ff 66 83
78 0b 43

6c 17 01 €8 0d 4d 12
00 cc cc cc cc cc ce
EelceleelelEelcElce
48 89 5c 24 18 57 48
83 ec30488b1948
8b f9 48 8b cb €8 58
ee 93 00 85 c0 0f 8e
a2 00 00 00 48 8b Ob
41 b8 20 04 00 00 48
8b 41 ff 0f b7 50 Ob Of
b7 c2 66 41 2b c0 66
83801 76 19 b8 10
04 00 00 66 3b d0 74
0f 33 d2 48 8b ch e8
5e 17 95 00 48 8b d8
eb 04 48 8b 59 17 48
85 db 74 57 83 7f 10
014889 74 24 48 48
8b 7348 7c 12 48 8b
4f 08 8 68 fb 93 00
84 ¢c0 74 05 45 32 c9
eb 0341 b1 01 83 7b
50 01 4c 8d 43 60 48
8b d6 48 8d 4c 24 40
0f 94 c0 88 44 24 20
e8 40 09 ff ff 48 8b 74
24 48 48 8b 08 48 85
€9 74 0a 48 8b 07 48
8b 11 48 89 50 18 48
8b 5¢c 24 50 48 83 c4
30 5f ¢3 48 8d 0d 87
ca 1301 e8 32 4c 12
00 cc cc 40 53 55 56
4156 41 57 48 83 ec
60 48 8b 19 41 bf 20
04 00 00 48 8b 73 20
4c

Ascii

\...Hc..x.9C.~ H.K.H...H+...

H.H.IH..... ..F..x.9C
~HKHH. H+. .H.H.ILH..
........... 1J.....x%9C.~
H.K.HH

..H+..D$@..._...D$D....H..
D
$@.H.LH........_..D$D.i.....

$.<.uwH.A.fx.C

oM HA\$.WH..
OH..H..H.. X.........H..A. .
LHALPL A+ VL
A3 HLALHLCHY H AW
H.t$HH.sH|.H.O..h.....t E2.
LA.{P.L.C’H.H.L$@....D$
.@..

HA$HH. H..t.H..H.H.P.H.\
$PH

L0 H....... 2L....@SUVAVA
WH..'H..A. .H.s L

Completion

success or wait

success or wait

Source

Count Address  Symbol

2

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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Source

File Path Offset Length Value Ascii Completion Count Address  Symbol
C:\Users\user\qnodejs-node-v13.13.0-win- unknown 1394 0c9500488be8eb ..H...H.m.Hc..A...x.9K.~. success or wait 1 6DBBOFBC WriteFile
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe 04 48 8b 6d 17 4863 L

0f8d4101890785 .C.H.H..L+..L.M@.l.....
c97815394b107e H

104c8b4308488b ..H.L$0.....E3.H.L$HL..H...
c148cle0034c2b S...[|$H.t-

cOeb Oe 4c 8b 03 4d H.T$xL..h...H.L$pA.O..
8040084981 c0ald .H........ #H.T$@....H.\$@
0000 00488bd548 H.

8d4c2430e8c6c9 THPL.DSOH..$...L.H..$.....
ff ff 45 33 ¢9 48 8d 4c ....D$H...... H...b..D.H.L$
24484c8bc7488b L.$

d3e853f9ffff807c ...H.H....H.$...H.t..
244800742d488b @$.H.THxL......

54 24 78 4c 8d 05 68

eb 1301 48 8b 4c 24

70 41 b9 30 0b 00 00

48 c7 06 00 00 00 00

e8 d9 96 23 00 48 8b

54 24 40 e9 83 00 00

00 48 8b 5¢c 24 40 48

8d 54 24 50 4c 8b 44

24 30 48 8d 8c 24 a0

00 00 00 4c 8b cb 48

C7 84 24 a0 00 00 00

00 00 00 00 c6 44 24

48 01 e8 ff 96 00 00

48 8d 0d a8 62 17 01

44 8b c8 48 89 4c 24

20 4c 8d 84 24 a0 00

00 00 48 8b ce 48 8b

d5 e8 dd f1 ff ff 48 8b

8c 24 a0 00 00 00 48

85 ¢9 74 05 e8 db 40

2400 48 8b 54 24 78

4c 8d 05 d7 ea 13 01

C:\Users\user\qnodejs-node-v13.13.0-win- unknown 971 1701e8€9381200 ...8..H..Z...8..H.\.... success or wait 1 6DBBOFBC WriteFile
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe cc488d0del5al7 8..H..[..8..H..[...8...
01 e8dc 381200 cc .
488d0d 5¢c 5b 17 01 AUAVAWH..hH..A. ..H..
e8cf381200cc48 H..H.B.D
8d0da75b1701e8 .@.A. .fA+f..v.....fD;.t.3
c2381200cc488d ..
0dd25b1701e8b5 ..H...(Ht$'H.H[$X....H..
381200cc488d0d H..$...L..>.E3.Lc.L.t$H.
9d 511701 e8a838 W.I.A....D$8..t
12 00 cc cc cc cc cc
cc cc cc 48 89 4c 24
08 53 55 41 54 41 55
4156 41 57 48 83 ec
68 48 8b 09 41 b9 20
04 00 00 48 83 c1 20
48 8b 11 48 8b 42 ff
44 0f b7 40 Ob 41 0Of
b7 c0 66 41 2b c1 66
8380176 17 b8 10
04 00 00 66 44 3b cO
74 0c 33 d2 e8 04 03
95 00 4c 8b e8 eb 04
4c 8b 6a 17 48 8b 05
1c dd 28 03 48 85 cO
75 Oc e8 0a 80 00 00
48 89 05 Ob dd 28 03
48 89 74 24 60 48 8b
€848 89 7c 24 58 €8
el f3 fb ff 48 8b c8 48
89 84 24 a8 00 00 00
4c 8b f8 €8 3e c9 1f
00 45 33 f6 4c 63 €0
4c 89 74 24 48 0f 57
c049 8b dc 41 8b ee
3 Of 7f 44 24 38 85 c0
74
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 998

unknown 1069

02 00 00 48 89 ac 24
a0 00 00 00 48 8b c8
4c 89 a4 24 90 00 00
00 4c 89 b4 24 80 00
00 00 4c 89 7c 24 78
e8 cd 37 31 00 48 8b
€848 89 44 24 38 e8
20 c6 1f 00 48 63 f8
33 ed 0f 57 c0 89 84
24 ¢8 00 00 00 48 89
7c 243044 8be5f3
Of 7f 44 24 50 4c 8d 7f
05 4d 85 ff 74 4e 48
b8 ff ff ff ff ff f ff 1f 4c
3b f8 0f 87 26 02 00
0049 8b d7 48 8d 4c
2450 e8 2a a7 fc ff 48
89 84 24 d8 00 00 00
4c 8b fO 4e 8d 24 f8
4d 85 ff 74 2c 48 8b 8
4c 89 a4 24 d8 00 00
00 33 c0 49 8b cf 3
48 ab 48 8b 7c 24 30
eb 12 48 8b 44 24 58
4c 8b 74 24 50 48 89
84 24 d8 00 00 00 4c
89 ac 24 88 00 00 00
44 8b ed 48 85 ff 7e
78 48 8b 5c 24 30 4c
8b fd 48 8b 6¢ 24 38
48 8b b4 24 d0 00 00
00 Of 1f 44 00 00 41
8b d5 48 8b cd e8 85
c7 1f 00 48 8b be 38
01 00 00 48 8b c8 e8
06 9d 31 00

2048 85c9 74 09 e8
18 d7 23 00 48 8b 47
204885 c0 74 1e 4c
8b cd 48 c7 44 24 20
00 00 00 00 44 8b c6
48 8b d3 48 8b c8 e8
65 d9 23 00 85 c0 75
2c 48 8b 4f 20 48 c7
47 20 00 00 00 00 48
85 ¢9 74 05 e8 db d6
2300 48 8b 5f 10 8
82 a4 25 00 8b d0 45
33c0488bche8f5
€1 00 00 48 8d 4c 24
48 e8 db 46 92 00 48
8b 4c 24 38 4c 8d 05
37 ca 1301 41 b9 30
Ob 00 00 48 8b d6 €8
b1 7523 00 48 8b 4c
2470 48 8b ac 24 a0
04 00 00 48 85 c9 74
0f 48 8d 44 24 78 48
3b ¢8 74 05 e8 Oc bb
€7 00 48 8b bc 24 a8
04 00 00 48 8b 8¢ 24
80 04 00 00 48 33 cc
€8 68 ec e4 00 48 8b
9c 24 b0 04 00 00 48
81 ¢4 90 04 00 00 5e
€348 8d 0d e0 9d 13
01 e8 8b 1f 12 00 cc
EelceleelcElceElceles)
cc cc cc 48 8d 15 69
07 ff ff e9 44 25 ff ff cc
cc cc cc 40 53 57 48
81 ec 48 05 00 00 48
8b

Ascii

LH$LHLS.LS....
L.|$x..71.H..H.D$8.
..Hc.3.w
...$....H.|$0D.....D$PL...M. t
NH.........Li...&...l . H.LSP *
H.$ LNSM.tH.L.$
+...3.1..H.H.|$0..H.D$XL t$
PH
$...L.$....D..H..~xH.\$OL.
H.I$8H..$.....D..A. H.......
H.8..H....1.

H.t..#HGH..tL.H.D$ ..
.D.H..H...e.#..uHOH.G

LeHAtL#H % E3H...
~.H.L$H..F.H.L$8L..7...A.
0.

~H.. U#H.L$pH..$...H..tH
.D$xH;.t...... WH.$...H
3.h. H.$..H.

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-

x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-

x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1146

unknown 928

e4 00 48 81 c4 48 05
00 00 5f 5b c3 48 8d
0d 4b 49 17 01 e8 1e
1c 12 00 cc 48 8d 0d
06 4a 17 01 e8 11 1c
12 00 cc 48 8d 0d 59
9a1301e804 1c 12
00 cc 48 8d 0d 9c 49
17 01 e8 f7 1b 12 00
cc 48 8d 0d 07 b6 13
01 e8ealb 1200 cc
EelceleelcElcelceles)
cc cc 48 89 5¢ 24 08
48 89 6¢ 24 10 48 89
74 24 18 57 48 83 ec
204963 e9418bf8
48 8b f2 48 8b d9 e8
2b cc 28 00 48 8b 4b
28 48 89 43 28 48 85
c9 74 05 e8 e9 ca 28
00 45 33 c0 8b d7 48
8b ce e8 1c d0 2a 00
48 8b f0 €8 d4 da 2a
00 48 8b d5 48 8b c8
48 8b 8 e8 a6 de 2a
00 85 c0 74 33 48 8b
4b 28 4c 8b cf 45 33
c0 48 8b d6 e8 e0 ce
28 0085c074 1d 48
8b 4b 28 48 8d 54 24
48 e8 4e db 28 00 85
c0 74 1b 8b 44 24 48
894320 b0 01 eb 12
48 8b ce e8 {7 d6 2a
00 48 8b cf e8 ef d6
2a 00 32 c0 48 8b 5¢
24 30 48

48 00 00 00 e8 39 e3
30 00 €9 fb 01 00 00
336 48 c7 44 24 68
0f 00 00 00 48 8d 15
822117014889 74
24 60 48 8d 4c 24 50
40 88 74 24 50 44 8d
46 10 e8 7a 7f fc ff 66
0f 6f 05 d2 32 eb 00
48 c7 c7 ff ff ff ff 48 8b

Ascii

H.I$.H.t$.WH..
Ic.ALH.H...+.
((H.K(H.C(H..t....(.E3..H...

CFHLL A HLHLH.
H.K(L..E3.H.....
(-t H.K(H.T$H.N.
(..t.D$H.C ...H...*H
o * 2 HASOH

.3

H...9.0......3.H.D$h....H...!
.Hi$'H.L$P@.t$PD.F..z...
f.o.
.2.H....H.uH....D$@.D$
0.H...
<.u.L|$'H.L$O0L....x..L.d$
hL.L$PH.T$HI...L.t$PH..H.
Ls@M.
C.H+.L;.wOH...I...H\$0H.D
$@H.

75 80 48 8b d7 f3 0f 7f C\$OM..H..I..H...9..B..;.."E

44 24 40 c6 44 24 30
00 48 ff c2 80 3c 16
00 75 f7 4c 8b 7c 24
60 48 8d 4c 24 30 49
03 d7 e8 8e 78 fd ff 4c
8b 64 24 68 4c 8d 4c
24 50 48 8b 54 24 48
49 83 fc 10 4c 8b 74
24 50 48 8b c2 48 8b
4c 24 40 4d Of 43 ce
48 2b cl 4c 3b f8 77
3048 83 fa 10 49 8d
04 0f 48 8d 5c 24 30
48 89 44 24 40 48 Of
43 5¢ 24 30 4d 8b c7
48 03 d9 49 8b d1 48
8b cb e8 39 bc e6 00
42 ¢6 04 3b 00 eb 22
4533 c04c 89 7c 24
2049 8b d7 48 8d 4c
24 30 e8 6d 7 fc ff 4c
8b 64 24 68 4c 8b 74
24 50 Of 1f 00 48 ff c7
80 3c 3e 00 75 7 48
8b 54 24

3L|$
I..H.L$0.m...L.d$hL.t$P.
LH..<>UuHT$

Completion

success or wait

success or wait

Count Address

1

8

Source
Symbol

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1931

unknown 2365

94 00 48 8b 75 48 48
8d 4d 50 49 8b 97 38
01 00 00 4c 8b c6 e8
27 cc 93 00 48 8b 45
50 4c 8d 05 Oc f9 ff ff
4d 8b 8f 10 Oc 00 00
48 8d 4d 40 49 8b 97
3801 00 00 89 7c 24
3889 7c24 3089 7c
24 28 48 89 44 24 20
e8 24 ee 93 00 49 8b
97 38 01 00 00 4c 8d
0556 30 17 01 41 b9
01 00 00 00 c7 44 24
20 ff ff ff ff 48 8d 4d
58 e8 3f 31 94 00 48
8b d8 4c 8b 20 4d 85
e4 7508 e8 df fb 94
00 4c 8b 23 48 8b 5d
40 48 8d 55 58 48 8b
ce e8 4c 56 94 00 45
339 4c 8bc3498b
d4 48 8b 08 8 8b 81
94 00 48 8b 4d 40 49
8b d4 e8 1f a8 94 00
48 8b 75 48 48 8d 4d
50 49 8b 97 38 01 00
00 4c 8b c6 e8 78 ch
93 00 48 8b 45 50 4c
8d 05 3d d8 00 00 4d
8b 8f 10 Oc 00 00 48
8d 4d 40 49 8b 97 38
01 00 00 89 7c 24 38
89 7c 243089 7c 24
28 48 89 44 24 20 €8
75 ed 93 00 49 8b 97
38

€879 9394 00 48 8b
75 50 48 8d 4d 58 49
8b 97 38 01 00 00 4c
8b c6 e8 d2 b6 93 00
48 8b 45 58 4c 8d 05
a7 79 00 00 4d 8b 8f
10 Oc 00 00 48 8d 4d
48 49 8b 97 38 01 00
0089 7c 24 3889 7c
243089 7c 24 28 48
89 44 24 20 e8 cf d8
9300 49 8b 97 38 01
00 00 4c 8d 05 39 f8
16 01 41 b9 01 00 00
00 7 44 24 20 ff ff ff ff
48 8d 4d e8 e8 ea 1b
94 00 48 8b d8 4c 8b
20 4d 85 e4 75 08 €8
8a €6 94 00 4c 8b 23
48 8b 5d 48 48 8d 55
e8 48 8b ce e8 7 40
94 00 45 33 c9 4c 8b
c3 49 8b d4 48 8b 08
€8 36 6¢ 94 00 48 8b
4d 48 49 8b d4 e8 ca
92 94 00 48 8b 75 50
48 8d 4d 58 49 8b 97
3801 00 00 4c 8b c6
€8 23 b6 93 00 48 8b
45 58 4¢ 8d 05 b8 71
00 00 4d 8b 8f 10 Oc
00 00 48 8d 4d 48 49
8b 97 38 01 00 00 89
7c 24 38 89 7c 24 30
89 7c 24 28 48 89 44
24 20 e8 20 d8 93 00
49

Ascii

..H.UuHH.MPL..8...L..."...H.E success or wait

PL
...... M.....H.M@!.8....|$8.|
$0.|$(H.D$ .$...I..8...L..VO..
A.....D$ ..HMX.21.H.L.

U.....L#H]J@H.UXH...LV.
.E3

dledbd b HM@Ll....... H.u
HH.MPI..8...L..x...H.EPL..

M.....HM@!..8....|$8.|S0.|
$(H.D$ .u...I..8

.y...H.uPH.MXI..8...L.......H success or wait

EXL...y..M...... H.MHI..8....|
$8.[$0.|$(H.D$ ....I..8...L..9

L#HJHH.UH...@
LE3.L.I.H..6l.HMHI.......
H.UPH.MXI..8...L...#..H.E
XL..
.q-M.....H.MHI..8....[$8.]$0
|$(H.DS . ...I

Completion

Source

Count Address  Symbol

1

2

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 2393

unknown 1361

f0 16 01 41 b9 01 00
00 00 c7 44 24 20 ff ff
ff ff 48 8d 4d e8 €8 07
1394 00 48 8b d8 4c
8b 20 4d 85 e4 75 08
e8 a7 dd 94 00 4c 8b
23 48 8b 5d 48 48 8d
55 e848 8b ce e8 14
3894 00 45 33 c9 4c
8b c3 49 8b d4 48 8b
08 €8 53 63 94 00 48
8b 4d 48 49 8b d4 e8
€789 94 00 48 8b 75
50 48 8d 4d 58 49 8b
97 38 01 00 00 4c 8b
c6 e8 40 ad 93 00 48
8b 45 58 4c 8d 05 f5
95 ff ff 4d 8b 8f 10 Oc
00 00 48 8d 4d 48 49
8b 97 38 01 00 00 89
7c 24 38 89 7c 24 30
89 7c 24 28 48 89 44
24 20 e8 3d cf 93 00
49 8b 97 38 01 00 00
4c 8d 05 6f ef 16 01
41 b9 01 00 00 00 c7
44 24 20 ff ff ff ff 48
8d 4d e8 e8 58 12 94
00 48 8b d8 4c 8b 20
4d 85 e4 75 08 €8 8
dc 94 00 4c 8b 23 48
8b 5d 48 48 8d 55 8
48 8b ce €8 65 37 94
0045 33 ¢c9 4c 8b c3
49 8b d4 48 8b 08 €8
a4 62 94 00 48 8b

94 00 45 33 c9 4c 8b
€349 8b d4 48 8b 08
€8 3a 5394 00 48 8b
4d 40 49 8b d4 e8 ce
7994 00 48 8b 75 48
48 8d 4d 50 49 8b 97
3801 00 00 4c 8b c6
€8 27 9d 93 00 48 8b
45 50 4c 8d 05 6¢ 8a
00 00 4d 8b 8f 10 Oc
00 00 48 8d 4d 40 49
8b 97 38 01 00 00 89
7c 24 38 89 7c 24 30
89 7c 24 28 48 89 44
24 20 e8 24 bf 93 00
49 8b 97 38 01 00 00
4c 8d 05 5e 01 17 01
41 b9 01 00 00 00 c7
44 24 20 ff ff ff ff 48
8d 4d 58 e8 3f 02 94
00 48 8b d8 4c 8b 20
4d 85 e4 75 08 e8 df
cc 94 00 4c 8b 23 48
8b 5d 40 48 8d 55 58
48 8b ce e8 4c 27 94
004533 c94c 8bc3
49 8b d4 48 8b 08 €8
8b 52 94 00 48 8b 4d
4049 8b d4 e8 1f 79
94 00 48 8b 75 48 48
8d 4d 50 49 8b 97 38
01 00 00 4c 8b c6 €8
78 9c 93 00 48 8b 45
50 4c 8d 05 4d ad 00
00 4d 8b 8f 10 Oc 00
00 48 8d 4d 40 49 8b
97 38

Ascii Completion

.WA...D$ ...HM.....H..L. success or wait
M..u...... L#H.JHH.U.H....8.
.E3.L..I.H...Sc..H.MHI.......
H.uPH.MXI..8...L...@...H.E

XL..

~.M.....H.MHI..8....|$8./$0

|$(H.D$ =....8..L..0..A.

..... D$ ...H.M..X..H..L. M..

U...... L#H.JHH.U.H...e7..E

3.L.I.H....b..H.

.E3.L.I.H....S.H.M@)I....y success or wait
.H.UHH.MPI..8...L..."...H.EP

1..M....H.M@!.8....|$8.|$
0.|$(H.D$ .$...1.8..L. A
wD$ L HMX.2. H.L M.
e LHH]J@H.UXH...L..

E3.
L.IL.H..R.HM@I..y.Hu
H
H.MPI..8...L..x...H.EPL..M.
-M.....HM@1!..8

1

1

Source

Count Address  Symbol

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 904

unknown 1007

4c 8b c3 e8 84 86 03
00 4c 8b 84 24 90 00
00 00 45 33 c9 48 8b
94 24 a0 00 00 00 48
8b cf e8 a9 75 fe ff 48
8b 8c 24 a0 00 00 00
4885 c9 74 61 48 8d
84 24 a8 00 00 00 48
3b c8 74 54 e8 a6 6b
e7 00 eb 4d 48 8b cb
€890 75 93 00 84 cO
74 3¢ 33 c0 48 8d 4c
24 40 48 8b d3 48 89
84 24 80 00 00 00 48
89 84 24 88 00 00 00
e8 cd 2e 00 00 4c 8b
84 24 88 00 00 00 45
33948 8b 94 24 80
00 00 00 48 8b cf e8
42 75 fe ff eb 05 33 cO
48 89 07 48 8d 4c 24
20 e8 el f6 91 00 48
8b c7 48 8b 8c 24 b0
04 00 00 48 33 cc e8
ae 9c e4 00 4c 8d 9c
24 ¢c0 04 00 00 49 8b
5b 20 49 8b 73 28 49
8b e3 5fc3ccccce
CC CC CC cC cC cC 48
89 5¢c 24 08 48 89 74
2410 57 48 83 ec 20
48 8b f2 48 8b f9 €8
16 5f 25 00 48 8b cf
e8 4e 88 25 00 48 8b
d8 48 85 c0 0f 85 82
00 00 00 48 8d 0d 43
dé

48 89 44 24 20 4c 8d
4550 e8 76 b7 21 00
85 ¢0 0f 84 52 01 00
00 48 8b 5d c0 49 8d
45 30 4c 8b 75 58 4d
8d 4d 28 49 8b 4d 20
48 8d 55 d0 48 8b 7d
50 4c 8b c3 4c 89 75
d0 48 89 44 24 20 e8
11 32 00 00 85 c0 Of
84 1d 01 00 00 49 8b
4d 20 48 8b d7 e8 6d
78 30 00 85 c0 0f 84
09 01 00 00 48 8b cb
e8 dd 5d 1f 00 85 c0
7e 61 66 Of 1f 84 00
00 00 00 00 41 8b d7
48 8b cb e8 e5 5f 1f
00 4c 3b 2566 71 28
03488945 c8 7518
€853 14 00 00 49 8b
4d 20 48 8b d0 4c 8b
e0 e8 94 ac 30 00 48
8b 45 c8 48 8b d0 49
8b cc e8 e5 a0 1e 00
48 8b 55 c8 49 8b 4d
20 e8 a8 5e 31 00 48
8bch 41 ffc7e87d
5d 1f 00 44 3b f8 7c
a8 48 85 db 74 0f 48
8d 15 bc d2 1d 00 48
8b cb €8 94 5d 1f 00
4d 85 f6 74 08 49 8b
ce e8 a7 d2 1d 00 48
85 ff 74 08 48 8b cf e8
5a cc 23 00 48 85 f6
7408

Ascii

L....... L.$....E3.H..$...H..
LULH.$. L H. taH..$...H;.t
T..k...MH....u...t<3.H.L$@
H.H.$..H.$....... L.$...E
3.H..$...H...Bu....3.H..H.L$
..... H.H.$...H3....L.$...Il.

[Ls(l_io. HASH
A$.WH..
H..H...._%.H...N.%.H.
He H..C.
H.D$
L.EP.v.l....R...H.].LEO
L.uXM.M(I.M
H.U.H.}PL..L.u.H.D$
2 I.M H..mxO0....
]...~af......A.H

H.L...OH.EH.l...HU.I
M .ALH.A.Y..D;. | H.tH

...... H..].M.tl.....H.
tH...Z#H.1.

...... L;%fq(.H.E.u..S....LM

Completion

success or wait

success or wait

Source

Count Address  Symbol

9

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1281

unknown 1087

Oe eb 24 48 8b 44 24
70 45 8b ce 4c 8b c3
48 89 44 24 20 48 8b
d6 48 8b cd e8 e7 bb
18 00 eb 07 48 c7 06
00 00 00 00 48 8b 5¢
24 58 48 8b c6 48 8b
6¢c 24 60 48 83 c4 30
41 5e 5f 5e c3 cc cc
CC cC cc cc cc cc 40
534883 ec 20 83 79
2c 01 488bd9 75 27
44 8b 41 30 4c 8d 49
34 48 8b 49 20 ba 11
000000 e8 4b 17 24
00 85 c0 75 06 48 83
c4205b c3¢c7 43 2c
02 00 00 00 b0 01 48
83 c4 205bc3 ccce
48 89 5c 24 18 56 57
4156 48 83 ec 20 4c
8b f2 48 8b f1 48 8b
91 b0 00 00 00 48 85
d2 74 42 48 8b 12 49
8b Oe €8 96 71 92 00
48 85 c0 74 32 49 8b
4e 08 48 8d 54 24 40
48 89 44 24 40 48 8b
39 ff 17 49 8b ce 48
8b d8 e8 c3 13 fe ff 49
8b 4e 08 4c 8d 0d 30
2b 17 01 48 8b d0 4c
8b c3 ff 57 10 48 8b
be b8 00 00 00 48 85
ff 74 66 49 8d 4e 38
48 89 7c 24 40 4c 8d
44 24

08 01 00 00 e8 07 91
e4 00 48 8b f0 48 85
c0 74 30 4c 8b 47 08
49 8b d6 49 83 c0 08
48 8b c8 e8 90 db fe ff
33 ed 48 8d 05 97 c8
16 01 48 89 06 48 8b

Ascii

_.$H.DS$pE..L..H.D$
H.H.......

~H.

..... HA$XH..H.I$ H..0A
....... @SH..

.y,.H..u'D.AOL.I4H.I

K.$..uH.. [..C,...H..

[...H\$.VWAVH.. L.H

~H.

ILN.H.TS@H.D$@H.9..I..H.

..... H..tBH..I....q..H..t2

IN.L.O+.H..L.W.H.....H..
tf.N8H.|$@L.D$

scod ool b 0L @l L

G

o HUHLH..

3.H.....H.H..n H.n(.%
I..3..

B ] N

ce 89 6e 20 48 89 6e  H.....8.......s(H.N(H.F(H..t.
28 e8 25 2f fe ff eb 04 .or(.H.F(E3.D..

33 ed 8b 5 83 7f 10
02 48 89 9c¢ 24 00 01
00 00 0f 85 d5 00 00
00 48 8b 4f 08 e8 e4
6d 93 00 8b 4f 10 84
c0 0f 84 03 01 00 00
839 01 7f 10 48 8b Of
48 8b 49 08 48 81 c1
a0 00 00 00 eb 08 48
8b 4f 08 48 83 9 08
e8 b7 6d 93 00 84 cO
0f 84 97 00 00 00 8b
4710831801 7f 10
48 8b Of 48 8b 49 08
48 81 c1 a0 00 00 00
eb 08 48 8b 4f 08 48
8390885 c0 7f 10
48 8b 1f 48 8b 5b 08
48 81 c3 a0 00 00 00
eb 04 48 8b 5f 08 e8
42 d1 94 0048 8b cb
8b f8 e8 38 d1 94 00
8b d8 e8 b1 73 28 00
48 8b 4e 28 48 89 46
28 48 85¢9 74 09 e8
6f 72 28 00 48 8b 46
28 4533 c9 44 8b c7

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

8

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1068

unknown 1183

4c 8b 47 08 48 8b d6
4983008 48 8b c8

e8 62 d7 fe ff 48 8d 05 ..H.....& H.L$0H..t.H.D$8H;

bb c4 16 01 48 8b cb
49 89 06 49 89 5e 20

49 89 46 28 €8 f0 2a
fe ff 49 83 7e 28 00
74 66 eb 08 48 8b cb
e8 af 96 26 00 48 8b
4c24304885c9 74
0f 48 8d 44 24 38 48
3b c8 74 05 e8 d2 5a
€7 00 e8 91 4b 25 00
48 8b 9c 24 60 04 00
00 4c 8b b4 24 68 04
00 00 48 8b 8c 24 40
04 00 00 48 33 cc e8
21 8c e4 00 48 8b b4
24 70 04 00 00 48 81
¢4 50 04 00 00 5f c3
488d 0d al 0517 01
e8 44 bf 11 00 cc 48
8d 0d 44 05 17 01 8
37 bf 11 00 cc cc cc
cc cc cc cc 48 89 6¢
2410488974 2418
57 41 56 41 57 48 81
ec 70 04 00 00 48 8b
05 83 ca 27 03 48 33
c4 48 89 84 24 60 04
00 00 48 8b f9 41 be
20 04 00 00 48 8b 09
48 83 c1 20 41 8d 6e
f0 48 8b 11 48 8b 42
ff 44 0f b7 40 Ob 41 Of

EelceleeleElEelcEleE
cc cc 48 89 5¢ 24 08
4889 74 24 10 57 48
83ec20488bfl41
b8 20 04 00 00 48 8b

094883¢c120488b &.H\$OH.t$8H.. _.@SH..

39 48 8b 47 ff 0f b7 50
Ob 0f b7 c2 66 41 2b
c0 66 83 f8 01 76 16
b8 10 04 00 00 66 3b
d0 74 O0c 33 d2 e8 18
86 94 00 48 8b f8 eb
04 48 8b 7f 17 b9 28
00 00 00 e8 41 88 e4
00 48 8b d8 48 85 cO
74 2d 4c 8b 46 08 48
8b d7 49 83 c0 08 48
8b c8 e8 ca d2 fe ff 48
8d 05 3 be 16 01 48
8b cb 48 89 03 48 c7
4320 00 00 00 00 €8
60 26 fe ff 48 8b 5¢ 24
3048 8b 74 24 38 48
83 ¢4 20 5f ¢3 40 53
48 83 ec 2048 8b 11
48 8b d9 48 8b 4a 28
0f b6 c1 24 03 3c 01
75 1c 48 8b 41 ff 66
83780b 43751148
8b 41 27 48 c1 18 20
83 f8 05 0f 84 fe 00 00
00 83 7b 10 00 7f 0d
48 8b 4a 08 48 81 c1
a0 00 00 00 eb 04 48
8b 4b 08 e8 df 64 93
00 84 c0 0f 84 cd

Ascii

LG.H.Il.H..b..H....H..

A ML~

.t

.Z...K%.H.$..L.$h..H.$
@..H3..l..H.$p..H.P..._.

[hecesod Decod Mol Dhces oo

H.I$.H.t$. WAVAWH..p...H.
LH3HL$LLHLAL LHLH..

AnH.HB.D.@A.

......... HA$.H.$.WH.. H..A.
.H.H..H9H.G...P...fA+f.

Vet BilHL L HLL

(A H HLFEHLLLH

H..H..H.J(...$.
<.Uu.H.Afx.Cu.H.AH..
{.HIH.......
HK.d.......

Completion

success or wait

success or wait

Source

Count Address  Symbol

8

2

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 961

unknown 833

4883 c4 20 5b c3 48
8d 0d d0 31 13 01 e8
7b b3 11 00 cc cc cc
EelceleeleelEelcEleE
cc 40 5557 4154 41
5541 56 41 57 48 8d
6c 24 e1 48 81 ec d8
00 00 00 48 8b 05 c2
be 27 03 48 33 c4 48
89 45 7 4d 8b €0 4c
8b ea 48 8b f9 4c 8d
44 24 30 48 8d 55 b7
4d 8b f9 49 8b Oc 24
€8 5d f0 24 00 85 c0
75 20 45 33 f6 48 8d
4d 9f 45 33 c0 4c 89
3733d2e8f5051c
00 0f 10 00 Of 11 47
08 €9 e0 01 00 00 49
8b 0f €8 31 ¢3 23 00
85 c0 0f 88 fe 01 00
00 48 89 9c 24 d0 00
00 00 48 63 d8 49 8b
85 40 01 00 00 48 8b
d3 48 89 5d 97 48 8b
88 b8 07 00 00 48 8b
01 ff 50 10 48 85 c0 0Of
84 dc 01 00 00 44 8b
€3 48 89 b4 24 c8 00
00 00 48 8b d0 48 8d
4d 9f e8 93 05 1c 00
49 8b 0f 33 d2 4c 89
6¢ 24 38 0f 10 00 Of
11 4587 €8 9d 84 23
00 48 8b 75 8f 45 33
6 48 8b d8 48 85 cO
of 84

488b 4c 24404885 H.L$@H..t.H.D$HH;.1...E..
H..f.H.. [becraUood ihroren

€9 74 0f 48 8d 44 24
48 48 3b c8 74 05 e8
95 45 e7 00 48 85 db
0Of 84 66 ff ff ff 48 8b
03 ba 01 00 00 00 48
8b cb ff 10 e9 54 ff ff ff

488d0da7ac 1601 M..H.H...uG.l..M+H.H.
....... V98| IO N /A U | M

e8 22 aa 11 00 cc 48
8d 0d 22 fb 16 01 e8
15 aa 11 00 cc 48 8d
0d fd f9 16 01 8 08
aa 11 00 cc 48 8d 0d
28 fa 16 01 e8 fb a9
1100 cc 48 8d 0d 73
fa16 01 e8 ee a9 11
00 cc 48 8d 0d 9e fa
16 01 e8 el a9 11 00
cc 48 8d 0d 31 fb 16
01 e8d4 a9 11 00 cc
cc cc cc 48 89 5¢ 24
08 48 89 6¢ 24 18 48
89 74 24 20 57 41 56
4157 48 83 ec 20 8b
42 04 49 8b d9 4c 8b
7a 18 4d 8b f0 48 8b
ea 48 8b f1 83 f8 01
75 47 8b d3 49 8b c8
e8 f6 4d 2b 00 48 8b
d8 48 85 c0 0f 84 0a
02 00 00 4d 8b cf 4¢c
8d 05 80 04 00 00 33
d2 48 8b c8 e8 56 db
21 00 48 8b Oe 48 89
06 48 85 c9 74 05 e8
a6 a9 23 00 48 8b cb

Ascii

Heo [Hedoofooooooen, @

UWATAUAVAWH.I$ H.....

(cse"drl

3.H.EMM..L.H..L.D$0H.U.

M.1.$]$...u
E3.H.M.E3.L.73......
G....l..1#. H.

M.....L.3.LI$8....E...#
AN ST S

(ceveeenes H.s.. .
.......... H.l.......H\$
.H.I$.H.t$ WAVAWH..
.B.l.Lz.

$...Hcl.@..H..H]H.....
H..P.H......D.H.$..H.H

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

2

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1120

unknown 1031

48 8b c2 48 8b f1 48
8b c8 41 8b d0 e8 70
4b 2b 00 48 89 45 cf
48 8b d8 48 85 c0 75
08 8d 43 03 e9 b8 01
00 00 48 8d 05 0d 13
17 01 4c 89 b4 24 cO
00 00 00 48 89 45 e7
48 8d 45 e7 48 89 45
1f e8 3c 36 25 00 45
33 6 4c 8d 0d 92 bf
16 01 4c 89 74 24 30
48 8d 55 b7 4c 89 74
24 28 48 8d 4d c7 45
33 ¢048 89 5¢c 24 20
e8 d3 ef 21 00 8b 8
e8 bc 32 25 00 83 ff
0174 06 41 8d 7e 01
eb 67 48 8b 45 c7 48
8b 4d 1f 48 89 45 d7
8b 45 b7 89 45 bf 48
8d 45 d7 48 89 45 df
48 85 c9 0f 84 5f 01
00 00 48 8b 01 4c 8d
45 bf 48 8d 55 df ff 50
10 48 8b Oe 48 89 06
48 85 ¢9 74 05 e8 a0
a6 23 00 48 63 55 b7
4c 8d 05 9d 50 13 01
48 8b 4d c7 41 b9 2f
0a 00 00 e8 16 fc 22
00 4c 39 36 bf 03 00
00 00 41 0f 45 fe 48
8b 4d 1f 48 85 c9 74
11 4c 8b 01 48 8d 45
e7 48 3b c8 0f 95 c2
41 ff

11 00 cc cc cc cc cc
EelceleelcElCeElceles)
cc cc cc cc 48 89 5¢
2408 57 48 83 ec 20
48 8b f9 48 8b da 48
8b ca e8 a8 4a 93 00
84 c0 0f 84 ac 00 00
00 48 8b 07 48 83 b8
c0 00 00 00 00 0f 85
a8 00 00 00 48 8b cb
e8 67 ff fd ff 48 8b 17
48 8b 8a c0 00 00 00
48 89 82 c0 00 00 00
48 85 c9 74 0a 48 8b
01 ba 01 00 00 00 ff
1048 8b 17 48 8b 82
c0 00 00 00 48 8b 48
08 48 85 c9 74 0a 0f
b6 41 0b 24 07 3c 02
74 70 48 8b 42 08 4c
8d 0d 3f 86 fe ff 4c 8d
05 98 85 fe ff ff 80 04
0a 00 00 48 8b 42 08
4883 c2 1048 8b 88
40 01 00 00 48 8b 89
b0 07 00 00 e8 87 21
1c 00 85¢c0 75 12 48
8b 5¢c 24 30 48 c7 07
00 00 00 00 48 83 c4
20 5f ¢3 48 8d 0d f2
a31601e8959d 11
00 cc 48 8d 0d e5 e9
16 01 e8 88 9d 11 00
cc 48 8d 0d 28 ea 16
01 e8 7b 9d 11 00 cc
488d 0d 73 ea 16 01

Ascii

H.H.H.A.pK+HEH.H.

u..
C...H...L.$..HEHE.
(L=
<6%.E3.L......L.t30H.U.L.

t$(H.M.E3.H.\$ ...I....2%....
tA~.gH.E.HMH.E..E.E.

H.E.
(LB RLcs_cod Ml LERHULI,
[k

H..H..t...#.HcU.L...P..H.M.

A.
/...."L96....,A.E.HM.H.t.
(B N A A

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

4

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset
unknown 1405

unknown 1176

Length Value

c0 0f 84 a5 00 00 00
45 33 ¢9 8d 56 53 45
33049 8b cfe8 d3
6a 30 00 48 8b cd 8b
fe 879 2b 1f 00 85
c0 7e 61 0f 1f 44 00
00 8b d7 48 8b cd e8
86 2d 1f 00 ba 59 00
00 00 4c 8b c8 49 8b
cf 48 8b f0 44 8d 42
a8 e8 9f 6a 30 00 85
c0 0f 84 bb 00 00 00
4883 7c 24 70 00 75
1b 49 8b 16 48 8b ce
e8 d4 a8 1c 00 48 8b
4c 24 70 85 c0 48 Of
44 ce 48 89 4c 24 70
48 8bcd ffc7 e8 1la
2b 1f 00 3b f8 7c a6
33 6 48 8b 4c 24 70
48 85 c9 0f 85 87 00
00 00 49 8b 16 4c 8d
44 2470 49 8b cf e8
c6 5c¢ fe ff 85 c0 8b de
0f 99 c3 48 8b 44 24
70 49 8b 4d 00 48 8b
7c 24 60 49 89 45 00
48 859 74 05 e8 23
a0 1d 00 85 db 74 29
49 8b Oe 48 85 c9 74
21802 a0 1d 00 49
8b Oc 24 49 89 04 24
48 85 c9 74 09 e8 00
a0 1d 00 49 8b 04 24
48 85 c0 0f 44 de 48
8b 74 24 58 8b c3 48
8b 5¢c

8223004c8b 7424
60 83 f8 01 74 70 48

Source

Ascii Completion Count Address  Symbol
....... E3..VSE3.l....j0.H.....  success or wait 4 6DBBOFBC WriteFile
y+...~a..D...H.

1.H..D.B...j0....

th  L.SLSH. t.... 1.$H

.D.HA$X.H.\

ALS . tpH.. L H.S. success or wait 1 6DBBIFBC WriteFile

LHeldlHL$LHLL$<u

8d 8b 2001 0000e8 (H.B.f.x.CuH.BH..
95 dc fe ff 48 8d 94 24 ...u.H..H.
88000000488bcb J.H

e8 b5 64 00 00 48 8b
8c 24 88 00 00 00 48
8b 11 0f b6 c2 24 03
3c 017528 48 8b 42
ff 66 83 78 Ob 43 75

1d 48 8b 42 27 48 c1
8 20 83 f8 05 75 10

48 8b 17 48 8b 4a 08
48 81 c1 b0 00 00 00
eb 03 48 8b 17 48 85
c9 75 04 48 8d 4a 10
48 8b 01 48 89 42 18
€9 aa 00 00 00 83 7f
10 07 7f 10 48 8b 0f

48 8b 49 08 48 81 c1
a0 00 00 00 eb 08 48
8b 4f 08 48 83 €9 38
e8 ae 40 93 00 84 cO
74 4a 83 7f 10 07 7f

2548 8b 17 48 8d 8¢
24 88 00 00 00 48 89
9c 24 88 00 00 00 48
8b 52 08 48 81 c2 a0
00 00 00 e8 c1 5 ff ff
eb 6a 48 8b 57 08 48
8d 8c 24 88 00 00 00
48 83 ea 38 48 89 9c
2488 00 00 00 e8 a2
f5 ff ff eb 4b 48 8b cd
e8 e8c3 16 00 48 8b
03 48 8b cb ff 50 08

H.$..HRH..
H.$...H..8H..$
...... (ke s
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1054

unknown 1023

01 00 00 48 8b d3 4c
89 bc 24 a0 00 00 00
48 8d 4c 24 40 e8 de
ee ff ff 48 8b 4d 20 48
8b 9c 24 88 00 00 00
4c 8b bc 24 80 00 00
00 48 85 c9 74 47 e8
10 bd ff ff 84 c0 74 3e
e8 77 1f 25 00 48 8b
4d 20 e8 4e 49 fb ff
48 8b c8 €8 26 06 1c
00 25 07 00 0f 00 83
8 07 Of 85 ad 00 00
00 45 85 f6 79 67 48
8b 4d 10 48 8d 15 60
€316 01 e8 83 53 00
00 e8 ee 1b 25 00 bf
01 00 00 00 48 8b 06
4c 8b bc 24 a0 00 00
00 4c 8b b4 24 d0 00
00 00 48 8b 48 08 48
8b 94 f9 b8 00 00 00
48 8b bc 24 ¢8 00 00
00 48 89 50 18 48 8b
ac 24 c0 00 00 00 48
8b 8c 24 90 00 00 00
48 33 cc e8 56 5c e4
00 48 81 c4 a8 00 00
00 5e 5b ¢3 41 8b d6
48 8b cd e8 71 db fe ff
84 ¢c0749a837d 28
01 75 0c 48 8b cd e8
8f c6 ff ff 84 cO 74 88
48 8b 4d 20 4c 8d 44
24 30 45 33 c9 44 89
74242033 d2e8

00 0f a3 fO 73 36 89
7330c7432c0100
00 00 83 fe 10 Of 87
cb 00 00 00 eb 65 48

8b 4b 20 €8 04 b9 ff ff .uO..H.t$pH.LEXH3...X..H.\

84 c0 0f 84 c5 00 00
00 8b 43 30 83 f8 ff Of
84 ¢6 00 00 00 3b c6
74 ca 44 8b ce 4c 8d
05 9a bc 16 01 ba 32
00 00 00 48 8d 4c 24
20 e8 c3 23 fe ff 48 8b
4b 10 48 8d 54 24 20
e8 75 4f 00 00 48 8b
742470 48 8b 4c 24
58 48 33 cc €8 83 58
e4 00 48 8b 5¢c 24 78
48 83 c4 60 5f c3 33
c0 48 8d 53 34 48 89
02 48 89 42 08 39 47
10 7f 10 48 8b 0f 48
8b 49 08 48 81 c1 a0
00 00 00 eb 04 48 8b
4f 08 44 8b 43 30 e8
9 1f 92 00 48 8b 07
48 8b 48 08 48 8b 91
b8 00 00 00 48 89 50
18 eb a0 48 8b 07 48
8b 48 08 48 8b 91 cO
00 00 00 48 89 50 18
eb 91 48 8d 0d aa 09
1301 e8 55 8b 11 00
cc 48 8d 0d 55 be 16
01 e8 48 8b 11 00 cc
48 8d 0d 70 bd 16 01
€8 3b 8b 11 00 cc 48

Ascii

H.L.$. HL$@....HM

o E.ygHM.H.......S....%.
e HALL$ LS HHH.
o H S HPH.$..H.$

et (U H.

.D$0E3.D.t$ 3..

D..L.
T$

$xH.."_.3.H.S4H..H.B.9G...
H..H

JH H.O.D.CO.....H..H.
H.H.....H.P..H.HHH......
H.P..H U...H.U...H...
H.p...;...H

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

8

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset
unknown 1114

unknown 1225

Length Value

4c 8b c0 48 89 45 8
48 85c9 74 1b 48 8b
01 48 8d 55 80 48 3b
ca 0f 95 c2 ff 50 20 4c
8b 45 8 49 8b cf 48
89 4d b8 4c 8b 4c 24
68 4d 85 c9 74 55 48
8d 44 24 30 49 8b c9
4c 3b c8 75 3f 49 8b
01 48 8d 55 80 ff 50
08 4c 8b 44 24 68 48
8b c8 48 89 45 b8 4d
85 ¢0 74 1e 49 8b 00
48 8d 4c 24 30 4c 3b
c1 49 8b c8 0f 95 c2 ff
50 20 48 8b 4d b8 4c
8b 45 8 eb Oa 4c 8b
45 f8 eb 09 48 89 4d
b8 4c 89 7c 24 68 4d
85 0 74 40 48 8d 45
c0 4c 3bc0 75 32 49
8b 00 48 8d 54 24 30
49 8b c8 ff 50 08 48
8b 4d 8 48 89 44 24
68 48 85 c9 74 10 48
8b 01 48 8d 55 c0 48
3b ca 0f 95 c2 ff 50 20
48 8b 4d b8 eb 05 4c
89 44 24 68 48 85 c9
7410 48 8b 01 48 8d
55 80 48 3b ca 0f 95
c2 ff 50 20 44 39 7f 10
7f 10 4c 8b 07 4d 8b
40 08 49 81 c0 a0 00
00 00 eb 04 4c 8b 47
08 48 8b 96 38 01

00 00 48 8b 8c 24 b0
00 00 00 48 33 cc e8
23 43 e4 00 4c 8d 9c
24 ¢0 00 00 00 49 8b
5b 30 49 8b 6b 48 49
8b e3 41 5f 41 5e 41
5c 5f 5e ¢3 83 7b 10
00 7f 10 48 8b 13 48
8b 52 08 48 81 c2 a0
00 00 00 eb 04 48 8b
53 08 33 c0 48 8d 4c
24 20 48 89 44 24 60
48 89 44 24 68 €8 b7
d4 ff ff 8b 54 24 68 45
33 ¢0 48 8b 4c 24 60
€8 86 2a 2a 00 48 85
c0 74 3a 48 8b 4f 28
48 8b d0 41 ff d6 83 f8
01 0f 84 7b ff ff ff 48
8d 0d 57 bb 16 01 e8
€2 751100 cc 48 &d
0d 2af4 12 01 e8 d5
7511 00 cc 48 8d 0d
b5 ba 16 01 €8 c8 75
11 00 cc 48 8d 0d e0
ba 16 01 e8 bb 75 11
00 cc cc cc cc cc ce
cc cc cc cc cc 48 89
5c 24 08 48 89 6¢ 24
104889 74 24 18 48
89 7c 24 20 41 56 48
81 ec 60 04 00 00 48
8b 05 fc 80 27 03 48
33 ¢4 48 89 84 24 50
04 00 00 48 8b 31 41
be 20 04 00 00 48 8b

Source

Ascii Completion Count Address  Symbol
L.H.EH..tH.H.U.H;....P  success or wait 1 6DBB9FBC WriteFile
L.

E.l.H.M.L.L$hM..tUH.D$0I

..L;.u?

I.H.U..P.L.D$hH..H.E.M..t.

I..H.L$OL;.I...... P

H.M.LE...L

.E..H.M.L.|$hM..t@H.E.L;.

u2l.

\H.T$0I...P.H.M.H.D$hH..t.

H.HUH;....P

H.M...L.D$hH..t.H.

H.U.H;.....P

D9...L.M.@.I..

...... L.G.H..8.

H.$...H3.#C..L..$......[0  success or wait 1 6DBBIFBC WriteFile
LKHL.A_AMA\ A

{..H.H.RH

........ H.S.3.H.L$

H.D$ H.D$h.

..... TShE3.H.L$"..**.H..t:H.

O(H..A.

L HW....u.H.

ol He u.H...
el HA$.H.I$.H.t

$.H.[$
AVH.."..H...'H3.H..$

(Poad REVA, oodRl
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1477

unknown 1165

48 89 5c 24 38 48 8b
1f 48 8b ch e8 Oc 13
93 00 85 c0 0f 8e cO
00 00 00 48 8b Ob 41
b8 20 04 00 00 48 8b

41 ff 0f b7 50 Ob Of b7 .O.M.."...H.T$0."...H...8.u..

€2 66 41 2b c0 66 83
f8 01 76 19 b8 10 04
00 00 66 3b do0 74 Of
33d2488bche8 12
3c 94 00 48 8b d8 eb
04 48 8b 59 17 48 85
db 74 68 83 7f 10 00
4c 8b 43484889 74
24 40 7f 10 48 8b 0f
48 8b 49 08 48 81 c1
a0 00 00 00 eb 04 48
8b 4f 08 4d 8b 80 60
0e 00 00 48 8d 54 24
30 e8 60 0d 93 00 48
8b f0 80 38 00 75 05
e8 5351 92 00 44 8b
46 04 45 33 c9 48 8b
4b 60 41 8d 51 34 €8
ff 5e 30 00 48 8b 1f 48
8b 74 24 40 48 63 dO
48 cle2 20488953
18 48 8b 5¢c 24 38 48
83 ¢4 20 5f c3 48 8d
0d 2a db 16 01 e8 d5
70 11 00 cc 48 8d 0d
1d ef 12 01 e8 c8 70
11 00 cc cc cc cc ce
cc cc cc 48 89 5¢ 24
18 48 89 6¢ 24 20 56
57 41 56 48 83 ec 50
48

€9 52 4e 30 00 48 8b
4f 10 48 8d 15 b7 81
16 01 e8 92 26 00 00
48 8b 7c 24 48 48 8b
5¢c 24 50 48 83 c4 30
5e c3 48 8d 0d Ob ea
12 01 e8 b6 6b 11 00
e EE CF 60 68 @2 4R
8d 05 al bl 16 01 48
8d 15 a2 52 fe ff e9 2d
f4 ff ff cc cc cc cc cc
EelcelceleeleElEelce
cc 48 89 5c 24 10 48
89 6¢ 24 18 57 41 56
41 57 48 81 ec 90 00
00 00 48 8b 05 €3 76
27 03 48 33 c4 48 89
84 24 80 00 00 00 48
8b 39 41 bf 20 04 00
00 48 8b 6f 20 48 8b
d9 48 8d 4f 20 45 8d
77 f0 48 8b 45 ff Of b7
50 0b Of b7 c2 66 41
2b c7 66 83 f8 01 76
15 66 41 3b d6 74 Of
33 d2 e8 de 35 94 00
48 8b 3b 48 8b €8 eb
04 48 8b 6d 17 48 8b
cf e8 8a Oc 93 00 85
c0 0f 8e 6¢ 02 00 00
48 89 b4 24 b0 00 00
00 48 8b 37 48 8b 46
ff Of b7 48 Ob Of b7 c1
66 41 2b c7 66 83 f8
01 76 15 66 41 3b ce
74 0f 33 d2 48 8b

Ascii

HA$8H.H............. H..A.

DHALPTA+ L

;3 HL< H...H.Y.H.th.
.L.CHH.t$@..H..H.I.H........

H

S|

Q..D.F.E3.H.K'A.Q4..%0.H.
\H.t$@Hc.H.. H.S.H.\$8H..

Tp...H ........ Peoeene H\$
.H.I$ VWAVH..PH

Completion

success or wait

.RNO.H.O.H.......&.H.|$HH success or wait

A$PH..OMH........ Keooono [

|19 NN — H.\

$.H.I$.WAVAWH..... H..V".

H3.H..$...H9A. ..H.0
H.H.O Ew

H.E...P...fA+.f.. .Vv.fA;.t.3.
|
fA+f

.5.H H...H.m.H
HL$LLHT7HF.LH
LWWLFALE3H.

Source

Count Address  Symbol

8

5

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1311

unknown 1318

49 81 c1 a0 00 00 00
eb 04 4c 8b 4b 08 4c
8b 47 28 48 8d 4c 24
40 48 8b d6 e8 1c ae

d3 bl 1601 eb 17 48

Ascii

LKLG(H.LS@H......

H\$@H..uH......H.O
H...D&

O o S P 811 -
fe ff 48 8b 5c 24 40 48 *&....$.H.\$HH.I$PH..
85db7509488d 15 A" MH.

HA$.H.I$.vW

8b4f20488bd3e8 AVH. H.1A...H.~H.HN

1d 44 26 00 85 c0 75

An.

14488d15e2b116 H.G...P...fA+f..v.f.t3.5
01488bceeBaa2a 1.H.3H..H..H.......
H.HA..P..

00 00 48 85 db 74 08
48 8b cb €8 1d 2a 26
00 e8 08 f3 24 00 48
8b 5¢c 24 48 48 8b 6¢
24 50 48 83 ¢4 20 41
5e 5f 5e ¢3 48 8d 0d
2e 51201 e8 d9 66
11 00 cc cc cc cc cc
cc cc cc cc 48 89 5¢
241048 89 6¢ 24 18
56 57 41 56 48 83 ec
20 48 8b 31 41 be 20
04 00 00 48 8b 7e 20
48 8b d9 48 8d 4e 20
41 8d 6e fO 48 8b 47 ff
0f b7 50 Ob Of b7 c2
66 41 2b c6 66 83 f8
01 76 14 66 3b d5 74
0f 33 d2 8 35 31 94
0048 8b 3348 8b f8
eb 04 48 8b 7f 17 48
8b ce e8 e1 07 93 00
85 c0 0f 8e dd 00 00
00 48 8b Oe 48 8b 41
ff Of b7 50 Ob Of b7 c2

230085c07f0d 48 #....

8b cb 48 89 3e e8 2d

00 00 00 48 89 7c 24
28 41 b9 02 10 00 00
89 44 24 20 48 8b cb
44 8d 42 8e e8 73 2a
230085 c0 7e c7 48
8d 54 24 50 48 89 7c
2450 48 8b cb e8 1d
3c 2300 48 8b ch 85
c0 Of 8e 79 ff ff ff 48
8b 7c 24 50 e8 d8 2d
230033 d2 48 8b cf
e8 3e 2f 23 00 48 89
06 48 85 ff 74 08 48
8b cf e8 6e 5d 23 00
48 8b 5c 24 40 48 8b
c6 48 8b 74 24 58 48
8b 6¢ 24 48 48 83 c4
30 5f c3 cc cc cc ce
cc cc 48 89 5¢ 24 08
48 89 6¢ 24 10 48 89
7424 2057 48 83 ec
3048 8b f2 48 8b €9
33 d2 b9 98 01 00 00
e8 fa 2e 23 00 48 8b
d8 48 85 c0 75 0a 33
ff 48 89 3e €9 aa 00
00 00 48 8b cb e8 b0
3c 23 00 33 ff 48 8b
ch 85 c0 7f 0d 48 89
3e e8 4f 2d 23 00 €9
8c 00 00 00 8b 45 08
ba 98 01 00 00 48 89
7c

H.H.>.-#.m.E..t$.t

LH.I$(A......D$
2e2300eb6d8b45 H..D.B..s*#..

Oc 83 f8 ff 74 24 ba 74 .~.H.T$PH.|$PH....
<#.H....y..H|$P..-

#3.H..>/#.H.H.t.

H..nJ#H\$@H.. H.t$XH.I$

HH..
WH..0H.

0_..oo. HAS.HIS.H.1$

dihherrecond #H.H.u3.H>.

...H

S RSN =1 0) 78

..... E...H,|

Completion

success or wait

success or wait

Source

Count Address  Symbol

8

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1036

unknown 1254

10 48 8b 00 48 89 41
18 48 8d 4d d8 e8 97

Ascii

H.HAHM.....HMH..t..

X#

€9 fd ff 48 8b 4d 28 48 ....$.H..$....L.|$'L.tShH..p_[
THeo o >Xe He X HL

85 ¢9 74 05 e8 a9 58
2300 e8 d4 d7 24 00
48 8b b4 24 a0 00 00
00 4c 8b 7c 24 60 4c
8b 74 24 68 48 83 c4
70 5f 5b 5d c3 48 8d
0d eb fb 12 01 e8 3e
58 11 00 cc 48 8d 0d
86 d6 12 01 e8 31 58
11 00 cc 48 8d 0d 09
9516 01 e824 58 11
00 cc 48 8d 0d 4c 95
16 01 e8 17 58 11 00
cc 48 8d 0d 97 95 16
01 e8 0a 58 11 00 cc
EelceleelcElcelceles)
cc cc 48 89 5¢ 24 10
4889 7c 24 18 55 41
56 41 57 48 8d 6¢ 24
c9 48 81 ec b0 00 00
00 48 8b 41 20 49 8b
8 4c 8b 2 48 8b d9
48 85 c0 0f 85 b0 00
00 00 45 33 c0 48 8d
4d df 33 d2 e8 al aa
1b 00 45 33 c0 48 &d
4d ef 33 d2 0f 10 00
41 ¢7 06 03 00 00 00
49 ¢7 46 08 00 00 00
00 0f 11 45 cfe8 7d
aa 1b 00 49 8d 4e 08
0f 10 00 41 0f 11 46
10 e8 ac e8 fd ff 45 33
c0

ff 48 8b 4c 24 30 48
85 9 74 0f 48 8d 44
2438 48 3b c8 74 05
e8 ae ef e6 00 48 8b
8c 24 40 04 00 00 48
33cce81221e400
48 8b 9c 24 68 04 00
00 48 81 c4 50 04 00
00 5f ¢3 48 8d 0d 8a
d21201e83554 11
00 cc cc cc cc cc 40
5556 57 41 54 41 56
48 8d ac 24 do fb ff ff
48 81 ec 30 05 00 00
48 8b 05 82 5f 27 03
48 33 c4 48 89 85 20
04 00 00 48 8b f1 41
b8 20 04 00 00 48 8b
09 48 83 c1 20 4c 8b
31 49 8b 46 ff 0f b7 50
Ob 0f b7 c2 66 41 2b
c0 66 83 f8 01 76 16
b8 10 04 00 00 66 3b
dO 74 Oc 33 d2 e8 7f
1e 94 00 4c 8b fO eb
04 4d 8b 76 17 45 33
e4 4c 8d 44 24 30 41
b1 01 44 89 64 24 30
48 8b d6 48 8d 4c 24
38 e8 b9 10 ff ff 48 8b
7c 2438 48 85 ff 75
Oa e8 0a d3 24 00 e9
d5 07 00 00 48 89 9c
24 68 05 00 00 4c 89
bc 24 78 05 00 00 4c
63 7c 24 30 45 85 ff

I
WH.I$.H..

l.L

LA
LA

.H.L$OH..t.H.D$8H;.t......H. success or wait

$
@.

$

$XH.Lo X H
~H\$.H.|$.UAVA
HA

CHOH...
E3.H.M.3.....E3.H.M.3..
il Fo L3N
F....E3.

JH3.LH.$h. H.P..._.

TR @UVWATAVH.
() S B 1 S

sod bRy ced Rkl

(L.l

LF..P...fA+.

fove fit3. LM
v.E3.L.D$0A..D.d$0H..H.L
$8....
H.[$8H..u...$.....H..$h...L
..$x...Lc|$OE..

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1021

unknown 1177

fc 06 75 29 45 84 ed
74 24 44 8b 4d 84 41
8d 54 24 12 41 b8 02
10 00 00 48 c7 44 24
20 00 00 00 00 49 8b
cf e8 5d 1e 20 00 85
c0 7e 23 4c 8b 7d fO
4c 8d 44 24 78 48 8b
45 8 4d 8b cf 33 d2
48 89 44 24 20 48 8b
ch e8 6a 71 23 00 85
c0 7551 49 8b 96 38
01 00 00 48 8d 4c 24
60 e8 75 67 91 00 e8
a0 d3 24 00 49 8b ce
85¢0 74 19 45 33 cO
8b d0 e8 0f 11 00 00
48 8d 4c 24 60 e8 f5
7591 00 €9 23 03 00
0048 8d 15 a9 87 16
01 e8 a4 12 00 00 48
8d 4c 24 60 e8 da 75
91 00 €9 08 03 00 00
49 8b 86 40 01 00 00
4c 8b 64 24 78 49 8b
d4 48 8b 88 b8 07 00
00 48 8b 01 ff 50 10
48 85 c0 0f 84 6f 03
00 00 45 8b c4 48 8d
4d 80 48 8b d0 e8 al
al 1b 00 4d 8b cf 4c
89 74 24 48 4c 8d 44
24 78 48 8b cb 0f 10
00 48 8b 45 f8 48 89
442420 0f 11 44 24
50 66 Of 73 d8 08 66
49 0f 7e

4b 11 00 cc 48 8d 0d
a6 e5 12 01 e8 89 4b
11 00 cc 48 8d 0d 61
891601 e87c 4b 11
00 cc 48 8d 0d 8c 89
16 01 e8 6f 4b 11 00
cc 48 8d 0d d7 89 16
01 e8 62 4b 11 00 cc
48 8d 0d 62 c9 12 01
e8 55 4b 11 00 cc 48
8d 0d 5 4b 16 01 e8
48 4b 11 00 cc cc cc
cc cc cc cc cc 48 8d
15 d9 31 fe ff e9 04 51
fe ff cc cc cc cc 48 89
5c 24 08 48 89 6¢ 24
1048 89 74 24 20 57
4156 41 57 48 83 ec
50 48 8b fa 4c 8b f9
49 8b 08 33 d2 49 8b
f1 49 8b e8 €8 02 1d
2300 48 8b d8 48 85
c0 0f 84 73 01 00 00
48 8b c8 e8 6e 2f 23
00 85 c0 0f 8e 63 01
00 00 48 8b 16 48 8b
cb e8 db 2f 23 00 85
c0 0f 8e 50 01 00 00
4c 8d 84 24 80 00 00
0033 d2488bche8
cl 2d 23 00 85 c0 Of
8e 36 01 00 00 48 8b
87 40 01 00 00 4c 8b
b4 24 80 00 00 00 49
8b d6 48 8b 88 b8 07
00 00 48 8b 01 ff 50
10

Ascii

Completion

LU)E..t$D.M.A.T$.A.....H.D success or wait

$ ...
...~#L}.L.D$xH.E.M.
3.H.D$

H...jo#...uQl..8..H.L

U
..H..P.H...0...E.H.M.H...
...M..LA$HL.D$xH.....H.E.H
.D$ ..D$Pf.s..fl.~

KoH.ooo Ko Hoa K

1 Qu HASHIS HAS
WAVAWH..PH..L.I..3.I..I...

#

H.H...s..H..nf#....c..H
CHOLHLLLPLLLS.L B H.L.

#..6.H.@.L.$..|
scltlcosedribod P

HL$
l.@...L.d$xI.H...

success or wait

Source

Count Address  Symbol

1

6

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 829

unknown 1069

4c 8b 84 24 b8 00 00
00 4c 3b 44 24 68 75
62 48 8b 54 24 60 48
8b 8c 24 b0 00 00 00

85 c0 b9 c0 00 00 00

Ascii

L..$...L;D$hubH.T$'H..$.... success or wait
H..

K.

............ H.C.....D.H..H
H.$..H3.....L.$..I

Jdsd._H.<...5..H...
48 8b 1fe8 1b a4 f3 ff ..5....@USVWAUAVH.I$.H.

H

488b 4308 bab800 .d@"H3.H.EM..L.H.M....
ks
H.y.W.H+9H...L.M....E.H...

00 00 Of 44 ca 48 8b
Oc 01 48 89 4b 18 48
8b 8c 24 c0 00 00 00
48 33 cc e8 00 02 e4
00 4c 8d 9c 24 d0 00
00 00 49 8b 5b 10 49
8b 73 18 49 8b e3 5f
€348 8d 0d 3c cf 12
01 e8 1f 35 11 00 cc
488d 0d 17 93 16 01
e8 123511 00 cc cc
40 55 5356 57 41 55
41 56 48 8d 6¢ 24 d1
48 81 ec 98 00 00 00
48 8b 05 64 40 27 03
48 33 c4 48 89 45 17
4d 8b e8 4c 8b f2 48
8b f1 4d 85 c9 0f 85
48 02 00 00 48 8b 79
08 0f 57 c0 48 2b 39
48 c1 ff 05 4c 89 4d
d7 f3 Of 7f 45 c7 48 85
ff Of 84 88 00 00 00 48
b8 ff ff ff ff ff ff ff 07 48
3b f8 0f 87 dc 02 00
00 48 8b d7 4c 89 bc
2490 00 00 00 48 8d
4d c7 e8 d4 5c¢ fc ff 4c
8b 7e 08

4533 c9 4c 8b c6 e8
67 3d fe ff 48 8b 8 48
8b 08 48 85 c9 75 08
€8 ¢7 29 94 00 48 8b
0f 4d 8b 8d 40 01 00
00 48 8d 55 df 4d 8b
85 60 Oe 00 00 48 89
4c 24 20 48 8b cb 4d
8b 89 €8 04 00 00 €8
6e ac 93 00 80 7d df
00 75 09 49 c7 06 00
00 00 00 eb 07 48 8b
45 e7 49 89 06 49 8b
c6 48 8b 4d 17 48 33
cc e8 a9 fe e3 00 48
81 ¢4 98 00 00 00 41
5e 41 5d 5f 5e 5b 5d
€348 8d 0d 3a 3a 16
01 e8 cd 31 11 00 cc
e8 {7 ff fa ff cc e8 61
cc e6 00 cc 48 8d 0d
d1 39 16 01 e8 b4 31
11 00 cc cc cc cc 48
89 5¢ 24 18 56 41 56
4157 48 83 ec 20 48
83 b9 28 01 00 00 00
4d 8b f1 4d 8b f8 48
8b f2 48 8b d9 74 47
4d 8b c1 49 8b d7 e8
61 a3 fe ff 84 c0 74 38
48 8b 83 d0 00 00 00
48 39 83 ¢8 00 00 00
0f 85 b2 00 00 00 48
8b 43 08 48 8b 88 38
01 00 00 48 81 c1 a0
00 00 00 48 89 Oe 48

E3.L...g=..H..H..H..u...)..H.. success or wait

dHhrerooren 1R H.L.$.

M..@..HUM.."..H.L$
H..M...
censteude . HELL.

1.H.M.H3.....H.....AMA]_A[)

9.

T a..H...

... HAS.VAVAWH..
H..(
—.M.M.H.H.{GM..I...a...
A8H.coHO.o. H.C.H
8..H...H.H

Completion

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset

unknown 883

unknown 1142

Length Value

2507 00 0f 00 3b c6
0f 85 19 02 00 00 3b
6b 48 7e 1d 48 8b 4b
10 48 8d 15 €0 5f 16
01 e8 a3 f1 ff ff e8 Oe
ba 24 00 8d 46 fa e9
c6 01 00 00 83 7b 28
01 bf 02 00 00 00 75
3b 48 8b 4b 20 48 85
c9 0f 84 ec 01 00 00
e8 c9 5a ff ff 84 c0 74
2583 7b 2c 01 75 1f
44 8b 43 30 4c 8d 4b
34 48 8b 4b 20 8d 57
0f e8 4b 7c 23 00 85
c0 0f 84 ce 01 00 00
89 7b 2c 48 8b 4b 20
e8 f7 6b 23 00 03 c5
83 7b 28 00 89 84 24
b0 00 00 00 75 3a 81
fe 02 00 01 00 75 32
48 8b 4b 20 4c 8d 84
24 b0 00 00 00 4d 8b
cc 89 6¢ 24 20 33 d2
e8 56 82 23 00 83 f8
01 74 0ce8 7c b9 24
00 8b c7 €9 35 01 00
00 8b 84 24 b0 00 00
00 4c 89 ac 24 c0 00
00 00 4c 63 e8 4c 89
bc 24 ¢8 00 00 00 49
8b d5 4c 8b 7b 10 49
8b 87 40 01 00 00 48
8b 88 b8 07 00 00 48
8b 01 ff 50 10 48 85
c0 Of 84 4f 01 00 00
45

64 85 db 78 15 39 5e
10 7e 10 48 8b 4e 08
48 63 c3 48 cle003
48 2b c8 eb Oe 48 8b
Oe 48 8b 49 08 48 81
c1 a0 00 00 00 e8 26
d0 92 00 84 c0 0f 84
4b 04 00 00 85 db 78
1539 5e 10 7e 10 48
8b 4e 08 48 63 c3 48
cl1e003482bc8eb
Oe 48 8b Oe 48 8b 49
08 48 81 c1 a0 00 00
00 e8 c2 33 94 00 89
44 24 34 41 8d 5e 02
44 88 64 24 30 85 db
78 15 39 5e 10 7e 10
48 8b 4e 08 48 63 d3
48 cl1e2 0348 2b ca
eb Oe 48 8b Oe 48 8b
49 08 48 81 c1 a0 00
00 00 48 8b 11 0f b6
€224 033c017518
48 8b 42 ff 66 83 78
Ob 43 75 0d 48 8b 42
27 48 c18 2083 f8
0574 77 85db 78 15
39 5e 10 7e 10 48 8b
4e 08 48 63 c3 48 c1
€0 03 48 2b c8 eb Oe
48 8b Oe 48 8b 49 08
48 81 c1 a0 00 00 00
e8 6e cf 92 00 84 cO
0f 84 a0 03 00 00 85
db 78 15 39 5e 10 7e
10 48 8b 4e 08 48 63
c348cl

Source

Completion Count Address  Symbol

%...ene ;kH~H.K.H..._... success or wait 1 6DBBOFBC WriteFile
....... $.Fo ... u;HK

H... 1%.{,.u.D.CO

L.KAH.K .W.KJ#..........

{HK .Ké#...

{(...$....un......u2H.K

L.$..M..I$ 3.V.#...1.

|.$ L$eLl$.Le.

L.$..L.L{L.@..H..H

oo Pelrbocd@ocd S

d..x.9".~.H.N.Hc.H...H+...H success or wait 1 6DBB9FBC WriteFile
JHUOH. &....... K....x.9N

~H.N.Hc.H...H+..H..H.L.LH.

....3...D$4A1.D.d$0..x.9".~
H
N.Hc.H..H+..H.H.LH......
H....$.
<.u.H.B.f.x.Cu.H.B'H..
~Awex. 9N~ H.N.Hc.H...H+.
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1570

unknown 975

d1bb 12 01 e8 b4 21
11 00 cc 48 8d 0d 84
601601 e8a7 2111
00 cc 48 8d 0d af 60
16 01 e8 9a 21 11 00
EelGEICCIREIEEIGRICE
cc cc cc 40 55 56 57
4154 41 56 48 8d ac
24 a0 fb ff ff 48 81 ec
60 05 00 00 48 8b 05
e22c27034833c4
48 89 85 50 04 00 00
48 8b f1 41 b8 20 04
00 00 48 8b 09 48 83
c120 4c 8b 31 49 8b
46 ff Of b7 50 Ob Of b7
€2 66 41 2b c0 66 83
f8 01 76 16 b8 10 04
00 00 66 3b dO 74 Oc
33 d2 e8 df eb 93 00
4c 8b fO eb 04 4d 8b
76 17 45 33 e4 4c 8d
44 24 30 48 8b d6 44
89 64 24 30 48 8d 4c
24 68 e8 8c e3 fe ff 48
8b 7c 24 68 48 85 ff
75 0a e8 6d a0 24 00
€9 b5 06 00 00 48 89
9c 24 98 05 00 00 4c
89 bc 24 a8 05 00 00
4c 63 7c 24 30 45 85
ff 78 16 44 39 7e 10
7e 10 48 8b 5e 08 49
8b c7 48 c1 e0 03 48
2b d8 eb Oe 48 8b 1e
48 8b 5b 08 48 81 c3

49 8b d5 48 8b cb 48
89 44 24 20 e8 2b 40
230085 c0 74 57 83
f8 01 74 4b 49 8b 96
3801 00 00 48 8d 4c
24 40 e8 b1 3391 00
e8 dc 9f 24 00 49 8b
ce 85¢0 74 16 45 33
c0 8b dO e8 4b dd ff ff
48 8d 4c 24 40 e8 31
4291 00 eb 33 48 &d
150854 16 01 e8 e3
de ff ff 48 8d 4c 24 40
8194291 00 eb 1b
ba b8 00 00 00 eb 05
ba c0 00 00 00 48 8b
06 48 8b 48 08 48 8b
14 0a 48 89 50 18 49
8b cf 49 8b d4 4c 8d
0557 ¢c512 01 41 b9
30 0b 00 00 e8 d4 70
22 00 €9 8f 00 00 00
49 8b 96 38 01 00 00
48 8d 4c 24 40 e8 2e
339100 e8 59 9f 24
0049 8b ce 85c0 74
16 45 33 c0 8b dO e8
c8 dc ff ff 48 8d 4c 24
40 e8 ae 41 91 00 eb
5c 48 8d 15 85 53 16
01 e8 60 de ff ff 48 8d
4c 24 40 €8 96 41 91
00 eb 44 49 8b 96 38
01 00 00 48 8d 4c 24
40e8e3329100e8
Oe 9f 24 00 49 8b

H.C

.H.

I/

H.."H3.H..P..H.A.
H. L1LF..P.. fA+f
L3 LMy

.E3.L.D$0OH..D.d$0H.L$h...

L
$hH..u.m.$...H.$...L.$.
...LC|$0E..x.D9~.~.H.A.l.H.
CHA L HLHIH..

I..H..H.D$

+@#.. tW..tKI..8.
LHL$@.3....$.I...t.E3....
K. HL$@.1B..3H..T.......

H

L$@..B......c.co.... H.HH.H
I N AL //ASAN () SO

.....l.8..H.L$@..3...Y.$.I

3 N— HL$@..A..\H..
S....HL$@..A..DI.8..H
L$@..2....$.1.

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 948

unknown 965

14 d5 00 00 00 00 e8

Ascii

CHOHL LY H

e6 90 fb ff48 8b cb 48 ...H;.s.H....... H.H..[5..H..

83 ¢4 20 5b e9 59 01

L

00 00 48 b8 ff ff ff ff ff .H.A.H.B.H............. H......
ff ff 0Of 48 3b d0 73 03 H..H.....H.....H..H.A.H.B.H.
4803d2e8c290fhff ............ H.a..H.H...H.
488bch4883¢c420 !.H.H....t.
5be93501000048 .H.H. @SH.. E..3.H...
83c4205bc3ccec  ...H.H.t&H..

e EE 6 66 @8 68 60
CC CC CcC cC cC cC 48
8d 05 51 7f 16 01 48
89 02 48 8b 41 08 48
894208 488b c2 c3
EelceleeleelEelcEleE
cccccc488d05cl
716 01 48 89 02 48
8b c2 c3cccc488d
05 el 7f 16 01 48 89
02 48 8b 41 08 48 89
420848 8bc2c3cc
EelceleeleElEelcEleE
cc cc 48 8d 05 61 7f
16 01 48 89 02 48 8b
c2 c3cccc 48 8d 05
21 7f 16 01 48 89 02
48 8b c2 c3 cccc 84
d2 74 0a ba 10 00 00
00 e9 1a e0 e3 00 c3
cc 48 8b c1 48 8b Oa
48 ff 60 08 cc cc cc cc
cc cc 40 53 48 83 ec
2045 8b 00 33 c9 48
8b 12 e8 cd 19 1d 00
48 8b d8 48 85 c0 74
26 48 8b c8

a9 28 27 03 c3 cc cc
CC CC cC cC cc cC 48
8d 05 d9 27 27 03 c3
EelceleelelEelcEleE
cc 48 8d 05 89 27 27
03 c3 cc cc cc cc ce
cc cc cc 48 8d 05 f9
27 27 03 c3 cc ccce
cc cc cc cc cc 48 8d
05 29 28 27 03 c3 cc
EelceleelelEelcEleE
48 8d 0d 99 4d 25 03
€9 44 4b 13 00 cc cc
cccc 48 8b 511048
85 d2 74 Oe 48 8d 41
18 48 3b dO 74 05 48
8b 41 08 c3 48 7 da
48 1b c0 25 00 04 00
00 c3 cc cc cc cc cc
EelceleeleelEelcelea
cc 48 8b 51 10 48 85
d2 74 Oe 48 8d 41 18
48 3b d0 74 05 48 8b
4108 c3 48 f7 da 48
1b c0 25 80 00 00 00
CBICEIEEICEICCICEIGE
EelceleeleelEelceleE
48 89 5c 24 08 48 89
6c 24104889 74 24
1857 4154 41 55 41
56 41 57 48 83 ec 20
0f b6 42 09 48 8b f1 Of
b6 4a 08 49 bc b3 01
00 00 00 01 00 00 49
bd 25 23 22 84 e4 9c
f2 cb 4c 8b ca 49 33
cd 4c

H..%.

H\$.H.I$.H.t$. WATA

UAVAWH..

MBI

Yo#"..

]3| SR [l

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1080

unknown 1184

ea 84 c0 74 09 c6 01
00 48 ff c1 0f b6 01 4c
8b el 84 c0 74 15 66
Of 1f 44 00 00 3c 20
74 0b Of b6 41 01 48 ff
c184c075flc601
0041 83 7e 10 01 7f
10 49 8b Oe 48 8b 49
08 48 81 c1 a0 00 00
00 eb 08 49 8b 4e 08
4883 €9 08 e8 9a b4
92 0084 c0 75 14 48
8d 15 b7 7b 16 01 48
8b ce e8 e7 c2 ff ff e9
2f 02 00 00 41 83 7e
10 01 7f 10 49 8b 06
4c 8b 70 08 49 81 c6
a0 00 00 00 eb 08 4d
8b 76 08 49 83 ee 08
49 8b ce €8 5b b4 92
00 84 c0 75 14 48 8d
15 f8 7b 16 01 48 8b
ce e8 a8 c2 ff ff e9 fO
01 00 00 48 8b 96 38
01 00 00 4c 8d 05 4d
79 16 01 48 8b 9e 60
0e 00 00 48 8d 4c 24
304533¢c9897c24
20 e8 6d 30 93 00 4c
8b f8 4c 8b 08 4d 85
€9 75 08 e8 3d ff 93
00 4d 8b 0f 4c 8b 86
60 Oe 00 00 48 8d 54
24 38 49 8b ce €8 36
8 91 00 4c 8b f8 48
8b 08 48 85 c9 75

0000 48 8b 0d e2 a4
27 03 4c 8d 8d 80 03
00 00 89 85 a8 03 00
00 41 b8 04 00 00 00
48 8d 44 24 58 89 95
ac 03 00 00 48 8d 15
4d 6d 16 01 48 89 85
b0 03 00 00 48 c7 85
b8 03 00 00 04 00 00
00 ff 15 ad a4 27 03
85 c0 0f 84 8d fe ff ff
48 8d 0d ce 6e 16 01
e8 41 ff 10 00 cc 40
5557 48 8d ac 24 48
ef ff ff b8 b8 11 00 00
e8 9b cf e3 00 48 2b
€0 48 8b 05 91 0a 27
03 48 33 c4 48 89 85
90 10 00 00 83 3d 70
a4 27 03 00 48 8b f9
0f 8e 72 06 00 00 48
8b 09 41 b8 20 04 00
00 48 83 c1 20 48 89
9c 24 d0 11 00 00 48
89 b4 24 d8 11 00 00
48 8b 31 48 8b 46 ff Of
b7 50 Ob 0f b7 c2 66
41 2b c0 66 83 f8 01
76 16 b8 10 04 00 00
66 3b d0 74 Oc 33 d2
e8 71 ¢c9 93 00 48 8b
fO eb 04 48 8b 76 17
48 8b 96 38 01 00 00
48 8d 4d 80 e8 €8 16
91 00 83 7f 10 00 7f
10 48 8b 1f 48 8b 5b

Lt HLL Lt D< t

LAHUA~LLLHLH

........ LN.H........uH..{
el A~ Lpld

........ M.v.L...L.. UH...

{ Hoo H..8...L.My

.H."..H.L$0E3..|$

.mo0..L..L

MU= M.L. . HT$8I..

6..L.H..H..u

JHe L A...H

o0 ok cosod O o rbecdocdrils
A LHOH$L H.$. HL

H.F...P..fA+f..v 3t
.3..q...H....H.v.H..8...H.M...
......... H..H.[

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1212

unknown 1546

4c 8b 08 4d 85 c9 75
09 e8 7e f2 93 00 4d
8b 4d 00 4c 8b 86 60
0Oe 00 00 48 8d 54 24
4049 8b cf e8 76 eb
91 00 4c 8b 8 48 8b
08 48 85 c9 75 08 e8
56 f2 93 00 49 8b 0f
4c 8b c7 48 8d 54 24
48 e8 f6 96 92 00 48
8b f8 80 38 00 75 05
e8 e9 da 91 00 8b 47
04 4c 8b 6¢ 24 30 89
44 24 60 eb 05 44 89
74 24 60 48 8b cb 8
ee a6 92 00 84 c0 75
14 48 8d 15 03 6¢ 16
01 48 8b ce e8 3b b5
ff ff €9 51 01 00 00 48
8b 96 38 01 00 00 4c
8d 05 30 6¢ 16 01 45
3394489742420
48 8d 4c 24 48 e8 06
239300 48 8b 8 4c
8b 08 4d 85 c9 75 08
e8 d6 f1 93 00 4c 8b
0f 4c 8b 86 60 Oe 00
00 48 8d 54 24 40 48
8b cb e8 cf ea 91 00
48 8b 8 4c 8b 00 4d
85 ¢0 75 08 e8 af f1
93 00 4c 8b 07 48 8b
96 38 01 00 00 48 8d
4d a0 e8 fc af 02 00
48 8b 45 b0 48 8d 0d
d9 6b 16 01 48 85 cO
48 0f

67 16 01 49 8b ce e8
4 bO ff ff €9 €9 02 00
00 83 7b 10 00 48 89
bc 24 08 05 00 00 4c
89 bc 24 e0 04 00 00
710 48 8b 1b 48 8b
5b 08 48 81 c3 a0 00
00 00 eb 04 48 8b 5b
08 49 8b 96 38 01 00
00 4c 8d 05 1f 67 16
014533c9c7 4424
20 07 00 00 00 48 8d
4c 24 60 €8 92 1e 93
00 48 8b f8 4c 8b 08
4d 85 ¢c9 75 08 e8 62
ed 93 00 4c 8b 0f 4d
8b 86 60 Oe 00 00 48
8d 54 24 68 48 8b cb
e8 5b e6 91 00 48 8b
8 4c 8b 38 4d 85 ff 75
08 €8 3b ed 93 00 4c
8b 3f 49 8b cf 48 89
b4 24 00 05 00 00 e8
8 a1 92 00 84 c0 0Of
84 bb 00 00 00 49 8b
cfe8 e8al 92 00 84
c0 7514 48 8d 15 ad
66 16 01 49 8b ce e8
35 b0 ff ff €9 12 02 00
00 49 8b 96 38 01 00
00 4c 8d 05 da 66 16
01 49 8b be 60 0e 00
00 48 8d 4c 24 40 48
c7 c6 ff ff ff ff 4c 89 a4
2410 05 00 00 45 33
€989 74 24 20

Ascii

Completion

L.M.u..~..M.M.L.."...H.T$ success or wait

@l

o00Vb

8 O o 8 o 70 W |

T$H....H..8.u....... G.L.I$0

.D$".D.t$ H......... uH...lL.
H...;....Q...H..8...L..0l.E3.
D.t$

H.L$H.#.H..L.M..u.....

by o RE T @ A ool Lo

IV Y 8 0O {1/ B |

EH. k. H.H.

Gl {H$ L
S HUHLH G HLL
8..L..g.E3.D$ ... H.LS$..

8..L.f.IL. L HLS

5

L.$...E3.t$

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 2122

unknown 837

91 00 4c 8b a4 24 10
05 00 00 4c 8b f8 48
8b 08 48 85 c9 75 08
e8 ab e7 93 00 49 8b
Of 4c 8b c7 48 8d 54
24 38 e8 4b 8c 92 00
48 8b f8 80 38 00 75
05 €8 3e d0 91 00 8b
47 04 89 44 24 48 eb
0Ob 48 c7 c6 ff ff ff ff 89
74 24 48 48 8b cb e8
42 9¢ 92 00 84 c0 75
14 48 8d 15 57 61 16
01 49 8b ce e8 8f aa ff
ff €9 4c 01 00 00 49
8b 96 38 01 00 00 4c
8d 05 84 61 16 01 45
33989 74242048
8d 4c 24 38 e8 5b 18
93 00 48 8b f8 4c 8b
08 4d 85 c9 75 08 e8
2b e7 93 00 4c 8b 0Of
4d 8b 86 60 Oe 00 00
48 8d 54 24 30 48 8b
cb e824 0910048
8b f8 4c 8b 00 4d 85
c0 75 08 €8 04 e7 93
00 4c 8b 07 49 8b 96
3801 00 00 48 8d 4c
24 70 e8 50 a5 02 00
48 8b 4d 80 48 8d 05
2d 61 16 01 48 85 c9
48 0f 45 c1 48 8b cb
48 89 44 24 50 e8 al
9b 92 00 84 c0 75 Oc
48 8d 15 1e 61 16 01

a0 00 00 00 72 d4 4c
8b ac 24 48 02 00 00
4c 8b a4 24 50 02 00
00 48 8b bc 24 88 02
00 00 48 8b b4 24 80
02 00 00 48 8b 9c 24
78 02 00 00 4c 8b bc
24 40 02 00 00 48 8b
8d 30 01 00 00 48 33
cc e8dl b0e30048
81 c4 58 02 00 00 41
5e 5d c3 42 0f b6 04
233c2a74043c7e
75 03 48 ff c3 85 db
78 a2 45 8b 4e 30 49
8b 46 08 44 2b cb 44
39 3d 40 89 27 03 49
63 7e 10 48 89 44 24
38 7e 85 4c 63 ¢3 4d
03 46 28 75 11 0f 10
05 1d 5a 16 01 41 &d
48 07 0f 29 45 30 eb
53 48 8d 45 30 c7 44
24 28 80 00 00 00 33
d2 48 89 44 24 20 33
c9 ff 15 40 f4 €9 00 8b
€885 c0 75 10 0f 10
05 fb 59 16 01 8d 48
07 0f 29 45 30 eb 22
b8 7f 00 00 00 3b c8
Of 4f c8 48 63 c1 48
03 c0 48 3d 00 01 00
00 0f 83 0b 01 00 00
66 44 89 7c 05 30 8b
44 24 38 4c 8d 4d 90
89 44 24 48 48 8d 15
8551

Ascii

WL$L L H.H uLLL

LH.T$8.K..H..8.u.>..G..

[..H..L.M..u..
+..L.M....H.T$OH...$...H..
L.M..u.....L.I.8..H.L$p.P
.H.M.H..-
a..H..H.E.H..H.D$P.
....UH..a.

L LLLSHLL.SP.H.$....
H.$...H.$x..L.$@...H..0..

~U.H...x.E.NOI.F.D+.D9=

@.'Ic
~.H.D$8~.Lc.M.F(u.....Z..A.
H..
)E0.SH.E0.D$(....3.H.D$
3.@.

...... u....Y..H.)EO."....;
.O.Hc.H.H=.......... fD.|.0.D

$8L.M..D$HH...Q

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1016

unknown 1113

38 4c 89 78 08 41 8b
Oc 24 89 48 10 48 b9
a9 aa aa aa aa aaaa
0a 48 8b 46 10 48 2b
€8 48 83 f9 01 0Of 82
d6 00 00 00 eb Oc 48
89 lac6 42 08 00 e9
b1 00 00 00 48 ff cO
48 89 46 10 48 89 57
08 49 89 17 48 8b 4e
08 48 8b 39 48 8b 07
48 3b d8 74 31 48 8b
4f 08 48 89 01 48 8b
48 08 48 89 19 48 8b
4b 08 48 89 39 48 8b
48 08 48 8b 53 08 48
89 4b 08 48 8b 4f 08
48 89 48 08 48 89 57
08 48 8b 4e 08 48 8b
56 18 48 03 d5 48 8b
02 48 3b c1 75 Oe 48
89 3a 48 8b 46 18 48
89 7c 28 08 eb 2c 48
3b ¢3 75 05 48 89 3a
eb 22 48 8b 42 08 48
8b 08 48 89 4a 08 48
3b cf 74 12 48 8b 56
18 48 8b 44 2a 08 48
8b 48 08 48 89 4c 2a
08 48 8b ce e8 8a 0Of
00 00 4c 8b 7c 24 48
49 89 3e 48 8b 7c 24
4041 c6 46 08 01 48
8b 5¢ 24 50 49 8b c6
48 8b 6¢ 24 58 48 83
c4 20 41 5e 41 5c¢ 5e
c3488d

c6 47 08 00 48 83 c4
205fc3e847 72 €6
00 cc cc cc cc cc cc
cc 48 89 5c 24 10 57
48 83 ec 20 48 8b 59
48 48 8b f9 48 85 db
74 36 48 89 74 24 30
be ff f ff ff 8b c6 fO Of
c1430883f80175
1b 48 8b 03 48 8b ch
ff 10 fO Of c1 73 Oc 83
fe 01 75 09 48 8b 03
48 8b cb ff 50 08 48
8b 74 24 30 48 8b 57
384883 fa10722d
48 8b 4f 20 48 ff c2 48
81 fa 00 10 00 00 72
18 4c 8b 41 18 48 83
€2 27 49 2b c8 48 &d
41 f8 48 83 f8 1f 77 68
49 8b c8 e8 45 a4 e3
00 33 db 48 c7 47 38
0f 00 00 00 48 89 5f
30 88 5f 20 48 8b 57
18 48 83 fa 10 72 2¢
48 8b Of 48 ff c2 48 81
fa 00 10 00 00 72 18
4c 8b 41 f8 48 83 c2
27 49 2b c8 48 8d 41
8 48 83 f8 1f 77 21 49
8b c8 e8 fe a3 3 00
48 89 5f 10 48 c7 47
18 0f 00 00 00 88 1f
48 8b 5c 24 38 48 83
c4 20 5fc3e858 71
€6 00 cc

Ascii

SLXA.$.HH........ H.F.H+. success or wait

] ———— [ked Zhoccors FiMEAE

H.W.I.H.N.H.9H..H;.t1H.O

Ll

-H.H.HK.H.9H.H.H.S.H K.

H.O.H

HHW.HNHV.H.H.H.u

H.iHFH|
(- H;WH."H.BH.H.J

H.tHV.H.D* H.H.H.L* H..

LISHI>H.|$@A.F..H.\$PI

LHUISXH.. ANAVH.

Source

Completion Count Address  Symbol

.G..H.. _.Gr...... H.\$.WH. success or wait 1

H.YHH..H..t6H.t$0
LU HOGH S...u.H.H..
.P.H.t$0H.W8H...r-H.O
H.H....
LLLAH. 1+ HAH. .whl...
E..3.H.G8...H._0._
HW.H...r,

(oo LA R LR RLA

Ho.wll.....H_H.G....H.
\$8H.. _..Xq...

..C

2

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1076

unknown 1167

48 8d 05 5d 4b 16 01
48 3b c3 76 1a 4a 8d
040348 3bf0 77 11
48 3b de 77 04 33 ff
eb 0b 48 8b fb 48 2b
fe eb 03 49 8b fe 49 ff
c0 48 8d 4b 07 48 8b
d3 e8 a5 7c e5 00 4c
8b c7 48 8b d6 48 8b
ch e8 97 7c e5 00 4c
2b f7 48 8d 56 07 48
03 d7 48 8d Oc 3b 4d
8b c6 e8 81 7c e5 00
48 8b bc 24 88 00 00
00 48 8d 44 24 38 48
8b 9c 24 a8 00 00 00
eb 1d 4c 89 74 24 28
48 8d 4c 24 38 45 33
€9 48 89 74 24 20 45
33049 8b d6 e8 9d
ba fb ff 4c 8b b4 24 80
00 00 00 48 8b b4 24
b0 00 00 00 48 c7 45
10 00 00 00 00 48 c7
45 18 00 00 00 00 Of
10 00 Of 11 45 00 0f
10 48 10 0f 11 4d 10
48 ¢7 40 10 00 00 00
00 48 c7 40 18 0f 00
00 00 c6 00 00 48 8b
54 24 50 48 83 fa 10
72 2e 48 8b 4c 24 38
48 ff c2 48 8b c1 48
81 fa 00 10 00 00 72
15 48 8b 49 8 48 83
€227 482bcl4883
c0

453394889 4c 24
20 49 8b ca ff 10 48
8b 1b 48 3b df 75 a7
48 8b 56 08 48 85 d2
0f 84 f6 00 00 00 8b
42 08 85 c0 0f 84 eb
00 00 00 8d 48 01 fO
0f b1 4a 08 74 0d 8b
42 08 85 c0 0f 84 d6
00 00 00 eb e9 48 8b
3e b9 18 00 00 00 48
8b 5e 08 e8 c0 9b e3
00 48 8b f0 48 85 cO
74 57 8b 84 24 80 00
00 00 4c 89 26 4c 89
66 08 48 85 db 74 04
fO ff 43 08 48 89 3e
48 89 5e 08 89 46 10
48 85 db 74 2c bf ff ff
ff ff 8b c7 fO Of c1 43
08 83 f8 01 75 1b 48
8b 03 48 8b cb ff 10 fO
0f c1 7b Oc 83 ff 01 75
09 48 8b 03 48 8b ch
ff 50 08 49 89 37 eb
34 4d 89 27 48 85 db
74 2c bf ff ff ff ff 8b c7
f0 Of c1 43 08 83 f8 01
75 1b 48 8b 03 48 8b
cb ff 10 fO Of c1 7b Oc
83 ff 01 75 09 48 8b
03 48 8b cb ff 50 08
48 8b 4d 00 48 85 c9
74 0b 48 8b 01 ba 01
00 00 00 ff 50 08 4c
8d 5¢c

Ascii

Completion

H..JK..H;.v.J...H;.w.H;.w.3.. success or wait

HoH* L HKH. L H
CHe LA HVH G HM.
JH.$...H.D$8H..S......L.1$(

H.L$8E3.H.t$
E3.l...L.$.
H.$...HE..HE.

E.H.MH@.. H@.....

H.T$PH...rH.L$8H..H. H...

LHILHUH+H.

E3.H.L$
| A T /AT

HeoooofUWH.H..P.1L7.4

MH. C...uH.H.

...... {UH.H..P.HMH.t
H.PLLA

success or wait

Source

Count Address  Symbol

4

2

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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Source

File Path Offset Length Value Ascii Completion Count Address  Symbol
C:\Users\user\qnodejs-node-v13.13.0-win- unknown 1708 3b53107505488b ;S.u.H....H;.u.H..H..3.H..H;. success or wait 1 6DBBOFBC WriteFile
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe lbebdf 483bf3 75 t.ff...... H..H..H;.u.H;1u H;.

06488bf1488bd9 u.lLN.......l...B.... H

33ed488bc6483b .o I.VOH..H.6..G..

3 74 15 66 66 Of 1f 84 .0.13.1...H3...G.I...H3...G.I.
00 0000 00 0048 8b ..H3.l...H#.I.N.H...H..H..H9
0048 ffc5483bc3 .

7554830317520 u%H;.u.l.F.H..I.LN.LF.H.D...
483bd9751b498d .H

4e 08e812feffffba .G.H.A..H;.uH.1H.O.H..H.
08 000000498bce .H.H.G.HAH.O.LN

e8 ab 42 fb ff e9 c2 00

00 00 48 3b f3 0f 84

b9 00 00 00 Of 1f 80

00 00 00 00 49 8b 56

30 48 8b fe 48 8b 36

0f b6 47 11 Of b6 4f 10

49 33 cd 49 0f af cc

48 33 c8 0f b6 47 12

49 0f af cc 48 33 c8 0f

b6 47 13 49 Of af cc

48 33 c8 49 0f af cc

48 23 d1 49 8b 4e 18

48 cl e2 04 48 03 ca

48 8b 01 48 39 79 08

752548 3b c7 75 16

49 8b 46 08 48 89 01

49 8b 4e 18 49 8b 46

08 48 89 44 0a 08 eb

12 48 8b 47 08 48 89

4108 eb 08 48 3b c7

7503 48 89 31 48 8b

4f 08 48 8b 07 48 89

01 48 8b Of 48 8b 47

08 48 89 41 08 48 8d

4f 18 49 ff 4e
C:\Users\user\qnodejs-node-v13.13.0-win- unknown 1176 ff4108488b 4818 .AHHH.@.L.D$ success or wait 1 6DBBOFBC WriteFile
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe 48 8b 40 10 4c 8d 44 H.L$(H.U.H.L$0H.D$

242048894c2428 ...H.HPH...H®@..

48 8d 5508 48 8d 4c  ..H.MOH.]8H.U8H..t).....C...
24304889442420 .u

e8 b6 f5ffff488b 08 .H.H.......C...uH.H..P.
48 8b 50 08 48 c7 00 H.\$8H..t)
0000000048c740 ....C...uH.H..P.HL$(H.t
08 000000004889 O....A...u$H\$(H..H..
4d 3048 8b5d 3848 .C..u.H.L$H...P.H.t
8955384885db74 ...uH.H...

29 8b c7 f0 0f c1 43

08 83 f8 01 75 1d 48

8b 03 48 8b cb ff 10

8b c7 f0 Of c1 43 Oc

838 01 75 09 48 8b

03 48 8b cb ff 50 08

48 8b 5c 24 38 48 85

db 74 29 8b c7 f0 Of

c1430883f80175

1d 48 8b 03 48 8b cb

ff 10 8b c7 f0O Of c1 43

Oc 83 f8 01 75 09 48

8b 03 48 8b cb ff 50

08 48 8b 4c 24 28 48

859 74 30 8b c7 fO

0f c1 41 08 83 f8 01

7524 48 8b 5¢ 24 28

48 8b cb 48 8b 03 ff

10 8b c7 f0 Of c1 43

Oc 8318 01 75 0b 48

8b 4c 24 28 48 8b 01

ff 50 08 48 85 f6 74 27

8b c7 f0 Of c1 46 08

83801 75 1b 48 8b

06 48 8b ce ff 10 fO
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File Path

C:\Users\user\gqnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 1093

unknown 1043

7e e300 48 8d 55 a8
4c 8b fO 4c 89 28 48

8d 481048895808 H.S$L.$l.I.G@H+.H....... H.

e8 dc 3b fb ff 4d 89 66
3048 b9 91 24 49 92
24 49 92 04 49 8b 47
4048 2b c8 48 83 f9
01 0f 82 b4 01 00 00
48 ff cO 48 8d 55 80
49 89 47 40 49 8d 4f
30 4d 89 75 08 4c 89
33 4d 8b 4f 38 4d 8b
09 4d 8d 41 10 e8 27
87 fb ff 48 8b 45 80 4c
8b 6¢ 24 30 eb 04 48
89 45 80 48 8b 4c 24
58 4c 8d 44 24 50 41
b1 01 48 8d 54 24 60
48 8d 58 30 e8 fd c1
00 00 48 3b d8 74 1b
48 8b 10 4c 89 20 48
8b Ob 48 89 13 48 85
€9 74 0a 48 8b 01 ba
01 00 00 00 ff 10 48
8b 4c 24 60 48 85 c9
74 0a 48 8b 01 ba 01
00 00 00 ff 10 4c 8b
4c 24 68 48 8d 55 a8
4c 8b 44 24 70 48 8d
4d 90 e8 32 01 00 00
44 0f b6 4c 24 20 48
8d 55 a8 48 8b 4c 24
78 4c 8b c0 e8 3b 5¢
fb ff 48 8b 4c 24 28 48
85 ¢9 74 0a 48 8b 01
ba 01 00 00 00 ff 10

4e 18 48 85¢9 74 10

75 06 48 8b 01 ff 50
08 48 8b 5c 24 30 48
8b 74 24 38 48 83 c4
20 5fc3 cccccece
CC CC CC CC CcC cC 48
89 5¢ 24 10 56 48 83
ec 20 48 8b 01 48 8b
1 48 8b 18 48 89 00
48 8b 01 48 89 40 08
48 ¢7 41 08 00 00 00
0048 3b 19 74 2c 48
89 7c 24 30 90 48 8b
3b 48 8d 4b 10 €8 14
b4 fb ff ba 38 00 00 00
48 8b cb e8 cf 79 e3
00 48 8b df 48 3b 3e
75 df 48 8b 7c 24 30
48 8b 5c 24 38 48 83
c4 20 5e c3 cc cc cc
CC CC CC CC CC CC CC
cc cc cc cc cc 40 53
48 83 ec 20 48 8b 49
30 48 8b da 49 8b dO
e8 3b f2 ff ff 48 8b cb
e8c3clfhff488bc3
48 83 c4205b c3 cc
EelceleeleelEelceleE
cc cc 48 89 5¢ 24 08
57 48 83 ec 20 48 8b
79 28 48 8b da 48 c7
41 28 00 00 00 00 48
85 ff 74 15 48 8b cf e8
7a ds ff ff ba 18 00 00
00 48 8b cf

Ascii

~.HU.L.L.
(HH.H.X...;.M.f0

H.U..G@!.00M.u.L.3M.08

M..M.A.

S H.ELI$0. H.E.H.L$XL.

D$P

A HT$H.XO0....H;.t.H..L.

H.

HoHotH HLSHLH
......... L.L$hH.U.L.D$pH.M.

2.D.L$
H.UH.L$XL...;\..H.L$(
HotH.ooo.....

N.H..t....y....u.H...P.H\$OH. success or wait
f00fcl1790c 83 ff0O1 t$8H.. _........... H\$.VH.. H
~H.H.H.H.H@HA...H;

.t

JHI$0.H HK...... Ehedmledy

~H..H;>u.H.|$0H.\$8H..

H.y(H..H.A(...H..tH
ciZen H..

1

1

Source

Count Address  Symbol

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\gqnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 938

unknown 1040

3b 6b 20 75 11 4c 8b
c5e88151e5 0085
c0 75 05 48 8b 1b eb
b8 4c 8b 64 24 68 48
3b fb 74 Ob 49 89 3c
24 49 89 5c 24 08 eb
09 49 89 34 24 49 89
742408 488b 7c 24
7049 8b c4 4883 c4
20 41 5f 41 5e 41 5d
41 5c 5e 5d 5b c3 cc
cc 48 89 5c 24 10 48
89 6c 24 184889 74
24 20 57 48 83 ec 20
48 8b 79 30 49 8b 8
48 8b f2 4d 8b c1 48
8d 54 24 30 48 8d 4f
30 e8 01 29 fb ff 48 8b
5c 24 30 48 3b 5f 38
74 3a 48 8b d5 48 8d
4c 24 30 €8 49 cb 00
00 48 8b 5b 30 48 8b
08 48 8b 3b 48 8b 01
ff 50 08 48 8b dO 48
8b cb ff 57 08 48 8b
4c24304885c9 74
0a 48 8b 01 ba 01 00
00 00 ff 10 48 8b ce
e8 a4 bd fb ff 48 8b 5¢c
24 38 48 8b c6 48 8b
74 24 48 48 8b 6¢ 24
40 48 83 ¢4 20 5f c3
e EE 66 68 EF 66 @8
cc cc cc cc cc 48 89
5c 24 08 48 89 6¢ 24
1048 89 74 24 18 48
89

75 0f 48 89 70 08 48
8b 07 48 89 30 48 8b
07 eb 22 4084 ed 74
1048 89 33 48 8b 07
48 3b 18 75 16 48 89
30eb 114889 73 10
48 8b 07 48 3b 58 10
7504 48 89 70 10 48
8b 46 08 48 8b de 38
48 18 0f 85 b4 01 00

84 00 00 00 00 00 48
8b 43 08 48 8d 53 08
4c 8b 48 08 4c 8d 40
08 49 8b 09 48 3b c1
0f 85 e4 00 00 00 49
8b 49 10 80 79 18 00
0f 84 dc 00 00 00 48
8b 48 10 48 3b d9 75
5b 48 8b d8 48 8b 01
4889 4310 48 8b 01
8078 19 00 75 04 48
89 58 08 49 8b 00 48
89 41 08 48 8b 07 48
3b 58 08 75 0f 48 89
48 08 49 8b d0 48 89
19 49 89 08 eb 28 49
8b 00 48 3b 18 75 Oe
48 89 08 49 8b d0 48
89194989 08 eb 12
48 89 48 10 49 8b dO
48 89 19 49 89 08 eb
0348 8b c8c6 41 18
01 48 8b 02 48 8b 48
08 c6 41 18 00 48 8b
02 48 8b 48 08 48 8b
1148

Ascii

;ku.l...Q...u.H....L.d$hH;. success or wait
tL<$L\$...L.4$1.t$.H.|$pl..

H.. A_AMAJAV]
[..HA$H.I$.H.t$ WH..
H.yOl..H..M..H.T$OH.00

). HA\$OH;_8t:H..H.L$OLI...

H

[OH..H;H..P.H.H.W.H.L

$OH
ot oo ] — H.\$8H..
H.t$HH.I$S@H..

R HAS.H.I$.H.$.H.

u.H.p.H..H.OH..."@..t.H.3H success or wait

.H;

.U.H.0..H.s.H..H;X.u.H.p.H.

F.H
N | N @f..
SLHL@.I.H;

v HHH.H;.U[H..H..H.C.H...

X

~UHX.I.HAH.HX.uHH
JLHLLL(LH U HL L HLL
00 Of 1f 40 00 66 Of 1f .H.H.l.H..I...H..A.H..H.H.

A.H.HH.H..H

Completion

Source

Count Address  Symbol

1

2

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\gqnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value Ascii

unknown 1064

unknown 980

7520e8d4 07 fbff48 u....H.....Ex..L.=z. H.
8d05c5cle900c7 D$OE3.L}Y.H.T$8H.M..u..H
45 b4 78 00 00 00 4c  .D$OL

8d 3d 17 7aea 02 48 .5...HcH.L.t.OH.D$OHcH...
894424304533¢c0 X...
4c897db8488d54 .T.H.L$8...H}8H...LE
243848 8d 4d b8 e8 OH.U H.CU

75 e2 fb ff 48 8b 44 24 D.N.H.L$8H.D$8.G...H.
304c8d3589cle9 USBH..ri1HM
00486348044c89 H.H.H...rH.
740c30488b4424 H.'H+H..H...... h.....
30486348048d91 ..H.UOH.E8...@.u

78 ff ffff 89 54 0c 2¢  ...u&H.CXL.
488d4c2438e813 .M..t.H.C8H..H.

f8 ff ff 48 83 7d 38 10

48 8d 05 df cO e9 00

4c 8b 45 30 48 8d 55

20 48 0f 43 55 20 44

8d 4e 14 48 8d 4c 24

38 48 89 44 24 38 e8

47 09 00 00 48 8b 55

384883 fa 107231

48 8b 4d 20 48 ff c2

48 8b c1 48 81 fa 00

100000 72 19 48 8b

498 48 83 c2 27 48

2b c1 48 83 c0 8 48

83 f8 1f Of 87 f4 02 00

00 e8 04 68 €3 00 8b

8b 88 00 00 00 48 89

75 30 48 c7 45 38 of

00 00 00 40 88 75 20

f6 c1 02 75 26 48 8b

43 58 4c 8b 00 4d 85

c0 74 1a 48 8b 43 38

48 8b 10 48 8b

be ff ff ff ff 48 89 45 ... H.E8H.JQL.E@H..1).....
38488b5d404c89 C..

45404885db 7429 .uH.H....C.. .uH.H.
8bc6f00fcl14308 .P.H.E.
83f801751d488b d.L..H.
03488bchff108b  pL

c6 f0 Of c1 43 0c 83 f8 .t$xH..t...C.H.]|@L.e8H.......
017509 488b 0348 EOM.w.I.....AG.l....... ©rl
8bchff5008488b .H.tPH.t..C.H.@..H..H.
4510b901 000000 G.

f00fc148448d41 ..H.G..H.t.CLgH._H
01b91800000089 ..t...C..u

4530 e8 12 64 e3 00

4c 8b f8 48 85 c0 0f

84 f9 00 00 00 48 8b

5d 40 48 89 7c 24 68

4c 89 64 24 70 4c 89

7424784885 db 74

08 f0 ff 43 Oc 48 8b 5d

40 4c 8b 65 38 48 8d

15 7f 10 16 01 8b 45

304d 8d 77 10 49 89

17 b9 18 00 00 00 41

89 47 08 49 ¢7 06 00

00 00 00 e8 bc 63 e3

00 48 8b f8 48 85 c0

7450 48 85 db 74 04

fO ff 43 Oc 48 8d 05 40

1016 01 48 89 07 48

c7 47 08 00 00 00 00

48 ¢7 47 10 00 00 00

00 48 85 db 74 04 fO ff

43 0c 4c 89 67 08 48

89 51048 85 db 74

19 8b c6 f0 Of c1 43

Oc 8318 01 75

Completion

success or wait

success or wait

Source

Count Address  Symbol

1

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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File Path

C:\Users\user\gqnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

C:\Users\user\qnodejs-node-v13.13.0-win-
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe

Copyright null 2020

Offset Length Value

unknown 957

unknown 935

7505488901 eb 04 u.H...H.A.LO.H.H.A..O...P. success or wait
LHXnLUHLE

48 89 41 10 49 8b 4f
08 48 89 48 08 41 Of
b6 4f 18 0f b6 50 18

88 48 18 41 88 57 18

80 fa 01 0f 85 7f 01 00 .x..u.H.X.H.C.H.A.l..H;X.u.

00 49 8b 06 48 3b 78
08 0f 84 6e 01 00 00

7f 18 01 48 8b f3 Of
8556 01 00 00 48 8b
0Ob 48 3b f9 Of 85 bf 00
00 00 48 8b 4b 10 80
7918 00 75 54 ¢c6 41
18 01 48 8b 4b 10 c6
431800 48 8b 01 48
89 43 10 48 8b 01 80
7819 00 75 04 48 89
58 08 48 8b 43 08 48
89 41 08 49 8b 06 48
3b 58 08 75 06 48 89
48 08 eb 12 48 8b 43
08 48 3b 18 75 05 48
89 08 eb 04 48 89 48
10 48 89 19 48 89 4b
08 48 8b 4b 10 80 79
19 00 0f 85 90 00 00
0048 8b 1180 7a 18
01 75 0a 48 8b 41 10
80781801 747948
8b 41 10 80 78 18 01
7517 c6 421801 48
8b d1 c6 41 18 00 49
8b ce e8 0f 54 fc ff 48
8b 4b 10 Of b6 43 18
48 8b d3 88 41 18 c6

10 80 7e 19 00 74 9f
0f b6 5¢ 24 30 48 8b
4c24384c8b 74 24
48 49 8b c4 48 89 44
24 60 40 84 ff 74 1d
4c 3b 21 7509 41 b0
01 48 8d 55 90 eb 53
48 8d 4c 24 60 e8 1b
e4 ff ff 48 8b 44 24 60
48 83 7d b8 10 48 8d
55 a0 48 8d 48 20 49
0f 43 d5 48 83 78 38
10 72 04 48 8b 48 20
48 8b 70 30 4c 3b fe
4c 8b c6 4d 0f 42 c7
e8 37 2e e5 00 85 cO
7507 49 3b f7 73 2a
eb 02 79 26 44 0f b6
c7 48 8d 55 98 48 8d
45 a0 88 5¢c 24 28 4d
8b cc 48 89 44 24 20
48 8d 4c 24 38 e8 88
df ff ff 4c 8b 6d a0 48
8b 45 b8 48 83 f8 10
72 31 48 8d 50 01 49
8b c5 48 81 fa 00 10
00 00 72 19 4d 8b 6d
8 48 83 ¢2 27 49 2b
c5 48 83 c0 f8 48 83
8 1f Of 87 3e 03 00 00
498bcde8 7152 e3
00 48 8b 44 24 58 49
ff c6 48 8b 54 24 50
4883 c2204c 89 74
24 48 48 89 54 24 50
48 8b 08 48 8b 40 08

Ascii

HAW....
$8....H...V..H..H;..

K.y..uT.A.H.K..C.H..H.C.

H..

H.H

...H.C.H;.u.H...H.H.H..H.K.
48897424389080 H.K.y...... H...z.uHA.x.t
yH.A.x..u.B.H..A.l..T..

H.K..C.H..A..

.~.1..\$OH.L$8L.t$HI..H.D success or wait

S

@..tLWwA HU.SHLS$ ...

.H.D$'H.}..H.UH.H
I.C.H.x8.r-HH

H.pOL;.L.M.B..7.....u.l;.s*
..y&D...H.U.H.E.\$(M..H.D

$H.

L$8....L.mH.EH..r1H.P.I.

H

...... rMmH. 1+ H. H..>
...l...qR..H.D$XI..H.T$PH..

L.t3HH.T$PH..H.@.

Source

Count Address  Symbol

2

1

6DBB9FBC WriteFile

6DBB9FBC WriteFile
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Source

File Path Offset Length Value Ascii Completion Count Address  Symbol
C:\Users\user\gqnodejs-node-v13.13.0-win- unknown 853 8338007421488b .8.t!H.QP....~....H.I8H..H.B success or wait 1 6DBB9FBC WriteFile
x64.tmp130965438539\node-v13.13.0-win-x64\node.exe 51508b0285c07e .H..

17ffc88902488b G..
4938488b11488d ......c......
42014889010fb6 (L.g.H
02eb06488b01ff ... H.M..I+.H..H;..i...
50 38 83 f8 ff 74 12 32 H.I$XH.i.L.d$hM.$.I..H...H;
c0 c7 44 24 24 ff ff ff ff .w.

8847 08e9 05 fd ff ff H..H..H.H+.H;.w.H..*H..H;.
b0 01 48¢c7 070000 H.B.H.C.H.|$'L.I$
00008847 08 c7 44 H=..rHHH...H;.HF.E.
24 24 ff ff ff ff e9 ec fc

ff ff €8 f7 13 e6 00 cc

CC cC cc cc cc cc 40

53 56 41 56 41 57 48

83 ec 28 4c 8b 71 10

48 bb ff ff ff ff ff f ff 7f

48 8b c3 4d 8b f9 49

2b c6 48 8b f1 48 3b

c2 0f 82 69 01 00 00

48 89 6¢ 24 58 48 8b

69 18 4c 89 64 24 68

4d 8d 24 16 49 8b cc

48 83 c9 0f 48 3b cb

77 1f 48 8b d5 48 8b

c348d1ea48 2bc2

48 3b €8 77 Oe 48 8d

04 2a 48 8b d9 48 3b

c8 48 0f 42 d8 48 8d

4301 48 89 7c 24 60

4c 89 6¢ 24 20 48 3d

00 10 00 00 72 2e 48

8d 48 27 48 c7 c2 ff ff

ff ff 48 3b c8 48 0f 46

caeB a4 45e3

File Read
Source

File Path Offset Length Completion Count Address  Symbol

C:\Users\user\AppData\Roaming\1.jar unknown 22 success or wait 1 F712E ReadFile
C:\Users\user\AppData\Roaming\1.jar unknown 9900 success or wait 1 F712E ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\i386\jvm.cfg unknown 4096 success or wait 1 F712E ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\i386\jvm.cfg unknown 4096 end of file 1 F712E ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\meta-index unknown 4096 success or wait 1 6DC1C013 unknown
C:\Program Files (x86)\Java\jre1.8.0_211\lib\meta-index unknown 4096 end of file 1 6DC1C2CA unknown
C:\Program Files (x86)\Java\jre1.8.0_211\bin\client\classes.jsa unknown 396 success or wait 1 6DC778A0 unknown
C:\Program Files (x86)\Java\jre1.8.0_211\bin\client\classes.jsa unknown 635 success or wait 1 6DC77965 unknown
C:\Program Files (x86)\Java\jre1.8.0_211\bin\client\classes.jsa 12910592 65536 success or wait 1 6DDA3390 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 4 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 128 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\imeta-index unknown 8192 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\imeta-index unknown 8192 end of file 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 687 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Users\user\AppData\Roaming\1.jar unknown 4 success or wait 2 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\meta-index unknown 8192 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\meta-index unknown 8192 end of file 1 6DBB9F67 ReadFile
C:\Users\user\AppData\Roaming\1.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 4 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 128 success or wait 1 6DBB9F67 ReadFile
C:\Users\user\AppData\Roaming\1.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\security\java.security unknown 8192 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\security\java.security unknown 8192 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\security\java.security unknown 8192 end of file 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 4 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 128 success or wait 1 6DBB9F67 ReadFile
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File Path Offset Length Completion Count Address  Symbol

C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 4 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 128 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 828 success or wait 3 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 160 success or wait 2 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 30 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunjce_provider.jar unknown 4 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunjce_provider.jar unknown 128 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\security\policy\unlimited\US_export_policy.jar unknown 4 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\security\policy\unlimited\US_export_policy.jar unknown 128 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\security\policy\unlimited\US_export_policy.jar unknown 149 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\security\policy\unlimited\US_export_policy.jar unknown 30 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\security\policy\unlimited\local_policy.jar unknown 4 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\security\policy\unlimited\local_policy.jar unknown 128 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunjce_provider.jar unknown 8192 success or wait 6 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunjce_provider.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 3 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\security\blacklisted.certs unknown 8192 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\security\blacklisted.certs unknown 8192 end of file 2 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\security\cacerts unknown 8192 success or wait 5 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 3 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Users\user\AppData\Roaming\1.jar unknown 160 success or wait 2 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 2 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunjce_provider.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunjce_provider.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 2 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 6DBB9F67 ReadFile
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C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunjce_provider.jar unknown 160 success or wait 2 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunjce_provider.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Users\user\AppData\Roaming\1.jar unknown 30 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\nashorn.jar unknown 4 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\nashorn.jar unknown 128 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\nashorn.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\nashorn.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\nashorn.jar unknown 160 success or wait 2 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\nashorn.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\nashorn.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\nashorn.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\nashorn.jar unknown 160 success or wait 2 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\nashorn.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\nashorn.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\nashorn.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\tzmappings unknown 4096 success or wait 1 6DBB6DEO unknown
C:\Program Files (x86)\Java\jre1.8.0_211\lib\tzmappings unknown 4096 success or wait 1 6DBB6E71 unknown
C:\Program Files (x86)\Java\jre1.8.0_211\lib\tzdb.dat unknown 8192 success or wait 6 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\tzdb.dat unknown 8192 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\nashorn.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\nashorn.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\nashorn.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\nashorn.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\nashorn.jar unknown 160 success or wait 2 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\logging.properties unknown 8192 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\logging.properties unknown 8192 end of file 2 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\nashorn.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\nashorn.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\nashorn.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\nashorn.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\nashorn.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\nashorn.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\nashorn.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\nashorn.jar unknown 30 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\nashorn.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\nashorn.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\nashorn.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\nashorn.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
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C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\nashorn.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\nashorn.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\nashorn.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\nashorn.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Users\user\AppData\Roaming\1.jar unknown 3 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\nashorn.jar unknown 160 success or wait 2 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\nashorn.jar unknown 30 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\nashorn.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\nashorn.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\nashorn.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\nashorn.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\nashorn.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\nashorn.jar unknown 160 success or wait 2 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\nashorn.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\nashorn.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\nashorn.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\nashorn.jar unknown 160 success or wait 2 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\nashorn.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\nashorn.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\nashorn.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\nashorn.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\nashorn.jar unknown 30 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\nashorn.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\nashorn.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\nashorn.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\nashorn.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\resources.jar unknown 4 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\resources.jar unknown 128 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 605 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\nashorn.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\nashorn.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\nashorn.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\nashorn.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 2 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 160 success or wait 2 6DBB9F67 ReadFile
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C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 1826 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunec.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\nashorn.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\nashorn.jar unknown 160 success or wait 2 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\nashorn.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 4 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Users\user\AppData\Roaming\Microsoft\Crypto\RSA\S-1-5-21-3853321935-2125563209- unknown 45 success or wait 1 6DBB7663 unknown
4053062332-1002\83aa4cc77f591dfc2374580bbd95f6ba_d06ed635-68f6-4e9a-955¢-

4899f5f57b9a

C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\nashorn.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\nashorn.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\nashorn.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\net.properties unknown 8192 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\net.properties unknown 8192 end of file 2 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\cldrdata.jar unknown 4 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\cldrdata.jar unknown 128 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\localedata.jar unknown 4 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\localedata.jar unknown 128 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 3 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 2 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 4 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunmscapi.jar unknown 4 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunmscapi.jar unknown 128 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 3 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\resources.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\resources.jar unknown 30 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\resources.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunjce_provider.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 4 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
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C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Javal\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 2 6DBB9F67 ReadFile
C:\Program Files (x86)\Javal\jre1.8.0_211\lib\ext\sunec.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Javal\jre1.8.0_211\lib\ext\sunec.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Javal\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Javaljre1.8.0_211\lib\ext\sunjce_provider.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Javal\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Javaljre1.8.0_211\lib\ext\sunjce_provider.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\sunjce_provider.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Javal\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\jce.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Javaljre1.8.0_211\lib\ext\sunjce_provider.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Javal\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Javal\jre1.8.0_211\lib\jsse.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 2 6DBB9F67 ReadFile
C:\Program Files (x86)\Java\jre1.8.0_211\lib\ext\nashorn.jar unknown 160 success or wait 1 6DBB9F67 ReadFile
C:\Program Files (x86)\Javal\jre1.8.0_211\lib\rt.jar unknown 160 success or wait 1 6DBB9F67 ReadFile

Analysis Process: 2.exe PID: 5612 Parent PID: 6028

General

Start time: 09:25:22

Start date: 24/11/2020

Path: C:\Users\user\AppData\Roaming\2.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Roaming\2.exe

Imagebase: 0x400000

File size: 696320 bytes

MDS5 hash: 715C838E413A37AA8DF1EF490B586AFD

Has elevated privileges: true

Has administrator privileges: true

Programmed in: Borland Delphi

Yara matches: e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000004.00000002.319066279.00000000026D0000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,

Source:

00000004.00000002.319066279.00000000026D0000.00000040.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000004.00000002.319066279.00000000026D0000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000004.00000002.318976470.00000000023F0000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000004.00000002.318976470.00000000023F0000.00000004.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000004.00000002.318976470.00000000023F0000.00000004.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Reputation: low

‘ Analysis Process: icacls.exe PID: 6180 Parent PID: 4656 ’
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General

Start time: 09:25:23

Start date: 24/11/2020

Path: C:\Windows\SysWOW64\icacls.exe

Wow64 process (32bit): true

Commandline: C:\Windows\system32\icacls.exe C:\ProgramData\Oracle\Java\.oracle_jre_usage /grant
‘everyone':(Ol)(CI)M

Imagebase: 0x1090000

File size: 29696 bytes

MDS5 hash: FFOD1D4317A44C951240FAE75075D501

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Activities

File Path Access Attributes Options Completion

Source
Count Address Symbol

Analysis Process: 3.exe PID: 6188 Parent PID: 6028

General

Start time: 09:25:23

Start date: 24/11/2020

Path: C:\Users\user\AppData\Roaming\3.exe
Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Roaming\3.exe
Imagebase: 0x400000

File size: 65536 bytes

MDS5 hash: D2E2C65FC9098A1C6A4C0O0F9036AA095
Has elevated privileges: true

Has administrator privileges: true

Programmed in: Visual Basic

Reputation: low

File Activities

File Created
File Path Access Attributes Options Completion
C:\Users\user\AppData\Local\Temp\Dibromob read data or list device directory file | success or wait
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
Registry Activities
Key Value Created
Key Path Name Type Data Completion
HKEY_CURRENT_USER\Software\Mic Dokumen4 unicode C:\Users\user\AppData\Local\Te success or wait
rosoft\Windows\CurrentVersion\RunOnce mp\Dibromob\PRECONCE.vbs

Source
Count Address Symbol

1 408027 unknown

Source
Count Address Symbol

1 408027 unknown

Analysis Process: conhost.exe PID: 6212 Parent PID: 6180

Copyright null 2020
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General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

09:25:23

24/11/2020

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff7ecfc0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

Reputation: high
Analysis Process: 4.exe PID: 6220 Parent PID: 6028
General
Start time: 09:25:24
Start date: 24/11/2020
Path: C:\Users\user\AppData\Roaming\4.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Created

File Path
C:\Users\user\AppData\Roaming\4.dlI

File Written

File Path

Copyright null 2020

Offset

Access

true

C:\Users\user\AppData\Roaming\4.exe
0x7ff797770000

2700800 bytes
EC7506C2B6460DF44C18E61D39D5B1C0O
true

true

Borland Delphi

low

Attributes Options Completion

read attributes | device synchronous io  success or wait

synchronize |
generic read |
generic write

Length Value

non alert | non
directory file

Ascii Completion

Source
Count Address Symbol

1 41D314 CreateFileW

Source
Count Address Symbol
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File Path

C:\Users\user\AppData\Roaming\4.dll

Offset

Length Value

unknown 2485264 4d 5a 50 00 02 00 00

00 04 00 0f 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 1a 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 01 00 00
ba 10 00 Oe 1f b4 09
cd 21 b8 01 4c cd 21
90 90 54 68 69 73 20
7072 6f 67 72 61 6d
20 6d 75 73 74 20 62
652072 75 6e 20 75
6e 64 65 72 20 57 69
6e 33 32 0d Oa 24 37
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00

Source

Completion Count Address Symbol

success or wait 1 41D396 WriteFile

.L.1..This program

must be run under
Win32..$7

Analysis Process

: 5.exe PID: 6264 Parent PID: 6028

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

Reputation:

File Activities

File Created

File Path

C:\Users\user

C:\Users\user\AppData\Roaming

Copyright null 2020

09:25:25
24/11/2020

C:\Users\user\AppData\Roaming\5.exe

true

C:\Users\user\AppData\Roaming\5.exe

0x2e0000
11776 bytes

4FCC5DB607DBD9E1AFB6667AB040310E

true

true

.Net C# or VB.NET

low

Access Attributes

read data or list device
directory |

synchronize

read data or list device
directory |

synchronize

Source

Options Completion Count Address Symbol

directory file | 72B860AC unknown
synchronous io

non alert | open

for backup ident

| open reparse

point

object name collision 1

directory file | 72B860AC unknown
synchronous io

non alert | open

for backup ident

| open reparse

point

object name collision 1
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File Path

C:\Users\user

C:\Users\user\AppData\Roaming

Access Attributes

read data or list device
directory |
synchronize

read data or list device
directory |
synchronize

Options Completion

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

object name collision

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

object name collision

Source

Count Address Symbol

1

1

72B860AC unknown

72B860AC unknown

Source

File Path Length Value Completion Count Address Symbol

File Read

Source

File Path Offset Length Completion Count Address Symbol
C:\Windows\Microsoft. NET\Framework\v2.0.50727\CONFIG\machine.config unknown 4095 success or wait 1 72BB5544 unknown
C:\Windows\Microsoft. NET\Framework\v2.0.50727\CONFIG\machine.config unknown 6304 success or wait 3 72BB5544 unknown
C:\Windows\Microsoft. NET\Framework\v2.0.50727\CONFIG\machine.config unknown 4095 success or wait 1 72BB8738 ReadFile
C:\Windows\Microsoft. NET\Framework\v2.0.50727\CONFIG\machine.config unknown 4095 success or wait 1 72BB5544 unknown
C:\Windows\Microsoft. NET\Framework\v2.0.50727\CONFIG\machine.config unknown 8175 end of file 1 72BB5544 unknown

Analysis Process: conhost.exe PID: 6272 Parent PID: 6220
General
Start time: 09:25:25
Start date: 24/11/2020
Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff7ecfc0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

Reputation: high
Analysis Process: conhost.exe PID: 6280 Parent PID: 6264
General
Start time: 09:25:25
Start date: 24/11/2020
Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

Copyright null 2020

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff7ecfc0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

high
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Analysis Process: 6.exe PID: 6288 Parent PID: 6028

General

Start time: 09:25:25

Start date: 24/11/2020

Path: C:\Users\user\AppData\Roaming\6.exe
Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Roaming\6.exe
Imagebase: 0x400000

File size: 232605 bytes

MDS5 hash: CF04C482D91C7174616FB8E83288065A
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:

0000000C.00000003.275324672.0000000003430000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
0000000C.00000003.263458830.0000000003430000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
0000000C.00000003.265066076.0000000003430000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
0000000C.00000003.287963750.0000000003430000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
0000000C.00000003.280169669.0000000003430000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
0000000C.00000003.268420361.0000000003430000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
0000000C.00000003.262475690.0000000003430000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
0000000C.00000003.283048211.0000000003430000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
0000000C.00000003.277448460.0000000003430000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
0000000C.00000003.276697801.0000000003430000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
0000000C.00000003.264167632.0000000003430000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
0000000C.00000003.271016364.0000000003430000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
0000000C.00000003.279389121.0000000003430000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
0000000C.00000003.289988537.0000000003430000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
0000000C.00000003.285704890.0000000003430000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
0000000C.00000003.290870908.0000000003430000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
0000000C.00000003.286159622.0000000003430000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
0000000C.00000003.284449736.0000000003430000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
0000000C.00000003.278795874.0000000003430000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
0000000C.00000003.286615752.0000000003430000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
0000000C.00000003.278137679.0000000003430000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
0000000C.00000003.280976286.0000000003430000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
0000000C.00000003.289104670.0000000003430000.00000004.00000040.sdmp, Author:
Joe Security
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e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
0000000C.00000003.266254092.0000000003430000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
0000000C.00000003.285038700.0000000003430000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
0000000C.00000003.288532255.0000000003430000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
0000000C.00000003.283836994.0000000003430000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
0000000C.00000003.281810104.0000000003430000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
0000000C.00000003.276068079.0000000003430000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
0000000C.00000003.287218753.0000000003430000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
0000000C.00000003.261275471.0000000003430000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
0000000C.00000003.282519580.0000000003430000.00000004.00000040.sdmp, Author:
Joe Security

Reputation: low
File Activities
Source
File Path Offset Length Completion Count Address Symbol
Analysis Process: 7.exe PID: 6352 Parent PID: 6028
General
Start time: 09:25:26
Start date: 24/11/2020
Path: C:\Users\user\AppData\Roaming\7.exe
Wow64 process (32bit): true
Commandline: C:\Users\user\AppData\Roaming\7.exe
Imagebase: 0x400000
File size: 65536 bytes
MDS5 hash: 42D1CAF715D4BD2EA1FADESDFFB95682
Has elevated privileges: true
Has administrator privileges: true
Programmed in: Visual Basic
Reputation: low
File Activities
Source
File Path Attributes Options Completion Count Address Symbol
Analysis Process: 8.exe PID: 6556 Parent PID: 6028
General
Start time: 09:25:27
Start date: 24/11/2020
Path: C:\Users\user\AppData\Roaming\8.exe

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:
Copyright null 2020

true

C:\Users\user\AppData\Roaming\8.exe
0x7e0000

682496 bytes
DEAS5598AAF3E9DCC3073BA73D972AB17
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Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

true
true
.Net C# or VB.NET

e Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:
0000000F.00000003.506552159.00000000060E4000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:
0000000F.00000000.260831311.00000000007E2000.00000002.00020000.sdmp, Author:
Joe Security

e Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:
0000000F.00000002.515536645.00000000007E2000.00000002.00020000.sdmp, Author:
Joe Security

e Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:
C:\Users\user\AppData\Roaming\8.exe, Author: Joe Security

Reputation: low
Analysis Process: 2.exe PID: 6760 Parent PID: 5612
General
Start time: 09:25:37
Start date: 24/11/2020
Path: C:\Users\user\AppData\Roaming\2.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Reputation:

true

C:\Users\user\AppData\Roaming\2.exe
0x400000

696320 bytes
715C838E413A37AA8DF1EF490B586AFD
true

true

C, C++ or other language

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000012.00000001.319454595.0000000000400000.00000040.00020000.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000012.00000001.319454595.0000000000400000.00000040.00020000.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000012.00000001.319454595.0000000000400000.00000040.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000012.00000002.432975373.00000000009F0000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000012.00000002.432975373.00000000009F0000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000012.00000002.432975373.00000000009F0000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000012.00000002.432820441.00000000004E0000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000012.00000002.432820441.00000000004E0000.00000040.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000012.00000002.432820441.00000000004E0000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000012.00000002.432760391.0000000000400000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000012.00000002.432760391.0000000000400000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000012.00000002.432760391.0000000000400000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

low

Analysis Process: 9.exe PID: 6772 Parent PID: 6028

General

Copyright null 2020

Page 355 of 361



Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

09:25:37

24/11/2020
C:\Users\user\AppData\Roaming\9.exe
true

C:\Users\user\AppData\Roaming\9.exe
0x580000

762368 bytes
EA88F31D6CC55D8F7A9260245988DAB6
true

true

.Net C# or VB.NET

Reputation: low
Analysis Process: 10.exe PID: 6808 Parent PID: 6028
General
Start time: 09:25:38
Start date: 24/11/2020
Path: C:\Users\user\AppData\Roaming\10.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

true
C:\Users\user\AppData\Roaming\10.exe
0x400000

421888 bytes
68F96DALFCB09DCCDA4235955CA508B0
true

true

C, C++ or other language

Reputation: low
Analysis Process: 11.exe PID: 6848 Parent PID: 6028
General
Start time: 09:25:41
Start date: 24/11/2020
Path: C:\Users\user\AppData\Roaming\11.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

true
C:\Users\user\AppData\Roaming\11.exe
0x3f0000

367104 bytes
9D4DA0OE623BBI9BB818BE455B4C5E97D8
true

true

.Net C# or VB.NET

Reputation: low
Analysis Process: 12.exe PID: 6868 Parent PID: 6028

General

Start time: 09:25:42

Copyright null 2020
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Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

24/11/2020
C:\Users\user\AppData\Roaming\12.exe
true
C:\Users\user\AppData\Roaming\12.exe
0xfd0000

207872 bytes
192830B3974FA27116C067F019747B38
true

true

.Net C# or VB.NET

Reputation: low
Analysis Process: 3.exe PID: 6888 Parent PID: 6188
General
Start time: 09:25:43
Start date: 24/11/2020
Path: C:\Users\user\AppData\Roaming\3.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

true
C:\Users\user\AppData\Roaming\3.exe
0x400000

65536 bytes

D2E2C65FC9098A1C6A4C0O0F9036AA095

true
true

C, C++ or other language

Analysis Process: 13.exe PID: 6900 Parent PID: 6028

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

09:25:43

24/11/2020
C:\Users\user\AppData\Roaming\13.exe
true

C:\Users\user\AppData\Roaming\13.exe

Imagebase: 0x400000
File size: 69632 bytes
MD5 hash: 349F49BE2B024C5F7232F77F3ACDAFF6
Has elevated privileges: true
Has administrator privileges: true
Programmed in: Visual Basic
Analysis Process: cmd.exe PID: 6928 Parent PID: 6556
General
Start time: 09:25:44
Start date: 24/11/2020
Path: C:\Windows\SysWOW64\cmd.exe
Wow64 process (32bit): true

Copyright null 2020
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Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

‘cmd.exe' /c REG ADD HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion
\Run /f /v feeed /t REG_SZ /d C:\Windows\system32\pcalua.exe' -a C:\Users\usen\A
ppData\Roaming\feeed.exe’

0x150000

232960 bytes
F3BDBE3BB6F734E357235F4D5898582D
true

true

C, C++ or other language

Analysis Process: conhost.exe PID: 6964 Parent PID: 6928

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

09:25:45

24/11/2020

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff7ecfc0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

Analysis Process: 14.exe PID: 7032 Parent PID: 6028

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

09:25:47

24/11/2020
C:\Users\user\AppData\Roaming\14.exe
true
C:\Users\user\AppData\Roaming\14.exe
0x400000

507904 bytes
9ACD34BCFF86E2C01BF5E6675F013B17
true

true

C, C++ or other language

Analysis Process: 15.exe PID: 7120 Parent PID: 6028

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Copyright null 2020

09:25:52

24/11/2020
C:\Users\user\AppData\Roaming\15.exe

true

C:\Users\user\AppData\Roaming\15.exe
0x400000

65536 bytes
D43D9558D37CDAC1690FDEECOAF1B38D

true
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Has administrator privileges: true

Programmed in: Visual Basic

Analysis Process: reg.exe PID: 7140 Parent PID: 6928

General

Start time: 09:25:52

Start date: 24/11/2020

Path: C:\Windows\SysWOW64\reg.exe

Wow64 process (32bit): true

Commandline: REG ADD HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run /f /v f
eeed /t REG_SZ /d C:\Windows\system32\pcalua.exe' -a C:\Users\user\AppData\Roami
ng\feeed.exe'

Imagebase: 0xa40000

File size: 59392 bytes

MD5 hash: CEE2A7E57DF2A159A065A34913A055C2

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: 16.exe PID: 6240 Parent PID: 6028

General

Start time: 09:25:56

Start date: 24/11/2020

Path: C:\Users\user\AppData\Roaming\16.exe
Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Roaming\16.exe
Imagebase: 0x400000

File size: 94720 bytes

MDS5 hash: 56BA37144BD63D39F23D25DAE471054E
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: MAL_Ransomware_Wadhrama, Description: Detects Wadhrama Ransomware via

Imphash, Source: C:\Users\user\AppData\Roaming\16.exe, Author: Florian Roth
e Rule: JoeSecurity_Wadhrama, Description: Yara detected Wadhrama Ransomware,
Source: C:\Users\user\AppData\Roaming\16.exe, Author: Joe Security

‘ Analysis Process: 17.exe PID: 4568 Parent PID: 6028 ’

General

Start time: 09:26:00

Start date: 24/11/2020

Path: C:\Users\user\AppData\Roaming\17.exe
Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Roaming\17.exe
Imagebase: 0x400000

File size: 508416 bytes

MDS5 hash: 15A05615D617394AFC0231FC47444394
Has elevated privileges: true

Has administrator privileges: true
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Programmed in: C, C++ or other language

‘ Analysis Process: cmd.exe PID: 6608 Parent PID: 6240

General

Start time: 09:26:05

Start date: 24/11/2020

Path: C:\Windows\System32\cmd.exe
Wow64 process (32bit): false

Commandline: C:\Windows\system32\cmd.exe
Imagebase: 0x7ff7eef80000

File size: 273920 bytes

MDS5 hash: 4E2ACF4F8A396486AB4268C94A6A245F
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: conhost.exe PID: 4440 Parent PID: 6608

General

Start time: 09:26:05

Start date: 24/11/2020

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
Imagebase: 0x7ff7ecfc0000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: 13.exe PID: 6412 Parent PID: 6900

General

Start time: 09:26:08

Start date: 24/11/2020

Path: C:\Users\user\AppData\Roaming\13.exe
Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Roaming\13.exe
Imagebase: 0x400000

File size: 69632 bytes

MD5 hash: 349F49BE2B024C5F7232F77F3ACDAFF6
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Analysis Process: mode.com PID: 3228 Parent PID: 6608

General
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Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

09:26:09

24/11/2020
C:\Windows\System32\mode.com

false

mode con cp select=1251

0x7ff68b140000

31232 bytes
1A3D2D975EB4A5AF22768F1E23C9A83C
true

true

C, C++ or other language

Analysis Process: 18.exe PID: 3620 Parent PID: 6028

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

09:26:10

24/11/2020
C:\Users\user\AppData\Roaming\18.exe
true
C:\Users\user\AppData\Roaming\18.exe
0xc60000

420864 bytes
BF15960DD7174427DF765FD9F9203521
true

true

Net C# or VB.NET

Disassembly

Code Analysis
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