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Analysis Report opziOn1[1].bin

Most interesting Screenshot:

Writes or reads registry keys via WMI

Overview
General Information Detection Signatures Classification
Sample opziOn1[1].bin (renamed
Name: file extension from bin to Antivirus / Scanner detection for sub...
dih MALICIOUS Found malware configuration

Analysis ID: 323070

. Multi AV Scanner detection for subm...
MDs: 8e1c8cff8610e89..

. Yara detected Ursnif

SHAL: €d105378¢22269.. _
SHA256: e513d1e26f99515. Creates a COM Internet Explorer ob...

Writes registry values via WMI

Antivirusier-Machine! Learning detec...

Contains functionality/te callinative fi..
84

Contains functionality/to'guery, CPUI..:

Score:
Range: 0-100 Contains functionality te read the PEB
Whitelisted:  false

Confid 100% Creates alprocess|inisuspendedimo...
onfidence: Q

Startup

= System is w10x64
e B loaddli32.exe (PID: 6452 cmdline: loaddll32.exe 'C:\Users\user\Desktop\opzion1[1].dll' MD5: 76E2251D0E9772B9DA90208AD741A205)
o W regsvr32.exe (PID: 6460 cmdline: regsvr32.exe /s C:\Users\user\Desktop\opziOn1[1].dll MD5: 426E7499F6A7346F0410DEAD0O805586B)
cmd.exe (PID: 6468 cmdline: C:\Windows\system32\cmd.exe /c 'C:\Program Files\Internet Explorer\iexplore.exe' MD5: F3BDBE3BB6F734E357235F4D5898582D)
. @ iexplore.exe (PID: 6488 cmdline: C:\Program Files\Internet Exploreniexplore.exe MD5: 6465CB92B25A7BC1DF8E01D8SAC5E7596)
. @ iexplore.exe (PID: 6536 cmdline: 'C:\Program Files (x86)\Internet ExplorelEXPLORE.EXE' SCODEF:6488 CREDAT:17410 /prefetch:2 MD5:
071277CC2E3DF41EEEA8013E2AB58D5A)
. @ iexplore.exe (PID: 6804 cmdline: 'C:\Program Files (x86)\Internet ExplorelEXPLORE.EXE' SCODEF:6488 CREDAT:17418 /prefetch:2 MD5:
071277CC2E3DF41EEEA8013E2AB58D5A)
. @ iexplore.exe (PID: 3416 cmdline: 'C:\Program Files (x86)\Internet ExplorelEXPLORE.EXE' SCODEF:6488 CREDAT:82970 /prefetch:2 MD5:
071277CC2E3DF41EEEA8013E2AB58D5A)

= cleanup

Malware Configuration

Threatname: Ursnif

"server": "12",
"250162",
"uptime": "344cel",

"version":

"crc": 1",

"id": "7238",

"user": "4229768108f8d2d8cdc8873a3dcfb886",
"soft": "3"

Yara Overview

Memory Dumps

Source Rule Description Author Strings
00000001.00000003.694927318.0000000005938000.00000  JoeSecurity_Ursnif ~ Yara detected Joe Security
004.00000040.sdmp Ursnif

Copyright null 2020 Page 4 of 64



Source Rule Description Author Strings

00000001.00000003.695026744.0000000005938000.00000  JoeSecurity_Ursnif ~ Yara detected Joe Security
004.00000040.sdmp Ursnif
00000001.00000003.694996968.0000000005938000.00000  JoeSecurity_Ursnif ~ Yara detected Joe Security
004.00000040.sdmp Ursnif
00000001.00000003.695069789.0000000005938000.00000  JoeSecurity_Ursnif ~ Yara detected Joe Security
004.00000040.sdmp Ursnif
00000001.00000003.695093762.0000000005938000.00000  JoeSecurity_Ursnif  Yara detected Joe Security
004.00000040.sdmp Ursnif

Click to see the 5 entries

Sigma Overview

No Sigma rule has matched

Signature Overview

@ AV Detection

@ Spreading

@ Networking

@ Key, Mouse, Clipboard, Microphone and Screen Capturing
@ E-Banking Fraud

@ System Summary

@ Data Obfuscation

@ Hooking and other Techniques for Hiding and Protection
® Malware Analysis System Evasion

@ Anti Debugging

@ HIPS / PFW / Operating System Protection Evasion

@ Language, Device and Operating System Detection

@ Stealing of Sensitive Information

@ Remote Access Functionality

@

AV Detection:

Click to jump to signature section

=

Antivirus | Scanner detection for submitted sample
Found malware configuration

Multi AV Scanner detection for submitted file

Networking:

‘]

=

Key, Mouse, Clipboard, Microphone and Screen Capturing:

Yara detected Ursnif

]‘

E-Banking Fraud:

Yara detected Ursnif

]‘

System Summary:
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Hooking and other Techniques for Hiding and Protection:

Yara detected Ursnif

Stealing of Sensitive Information:

Yara detected Ursnif

Remote Access Functionality:

Yara detected Ursnif

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command Network
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control Effects
Valid Windows DLL Side-  Process Masquerading oS System Time Remote Archive Exfiltration Encrypted Eavesdr
Accounts Management Loading Injection Credential Discovery Services Collected  Over Other Channel Insecure
Instrumentation Dumping Data Network Network
Medium Commut
Default Native API Boot or DLL Side- Virtualization/Sandbox LSASS Query Registry Remote Data from  Exfiltration Ingress Tool Exploit £
Accounts Logon Loading Evasion Memory Desktop Removable Over Transfer Redirect
Initialization Protocol Media Bluetooth Calls/SNM
Scripts
Domain At (Linux) Logon Script Logon Script  Process Security Virtualization/Sandbox SMB/Windows Data from Automated Non- Exploit £
Accounts (Windows)  (Windows) Injection Account Evasion Admin Shares Network Exfiltration  Application Track D¢
Manager Shared Layer Location
Drive Protocol
Local At (Windows) Logon Script Logon Script  Obfuscated Files or NTDS Process Discovery Distributed Input Scheduled Application SIM Car
Accounts (Mac) (Mac) Information Component Capture Transfer Layer Swap
Object Model Protocol
Cloud Cron Network Network Regsvr32 LSA Account Discovery SSH Keylogging Data Fallback Manipulé
Accounts Logon Script Logon Script Secrets Transfer Channels Device
Size Limits Commut
Replication Launchd Rc.common Rc.common  Software Packing Cached System Owner/User  VNC GUI Input  Exfiltration Multiband Jamming
Through Domain Discovery Capture Over C2 Communication Denial o
Removable Credentials Channel Service
Media
External Scheduled Task  Startup Startup Items DLL Side-Loading DCSync File and Directory Windows Web Portal Exfiltration = Commonly Rogue V
Remote Items Discovery Remote Capture Over Used Port Access |
Services Management Alternative
Protocol
Drive-by Command and Scheduled  Scheduled Indicator Removal Proc System Information Shared Credential Exfiltration Application Downgre
Compromise Scripting Task/Job Task/Job from Tools Filesystem Discovery Webroot API| Over Layer Protocol Insecure
Interpreter Hooking Symmetric Protocol
Encrypted
Non-C2
Protocol

Behavior Graph

Copyright null 2020 Page 6 of 64



- - - - e

Behavior Graph

D: 323070 Legend
Sample: opzion1{1].bin SUSPICIOUS l:‘ Process
Startdate: 26/11/2020 CLEAN
Architecture:  WINDOWS e I:I Signature
Score: 84
l:‘ Created File
Il onsieinfo
® |s Dropped

B
o0

g5
2z
oz

)

started

i
i
=

regsvra2.exe o

o
[

D@ 2 i~

Writes or reads registry Writes registry values Creates a COM Internet started|
keys via WMI via WMI Explorer object
= Ay
©  iexploreexe I

1 R

started started

= a -,
\2 iexplore.exe. :g v\ iexplore.exe ~

C] B c] B>

Is Windows Process

Number of created Registry Values
Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

started

@ iexplore.exe. ,';

edge.gycpi.b.yahoodns.net (j tls13.taboola.map.fastly.net (‘)

87.248.118.23, 443, 49752, 49753 151.101.1.44, 443, 49746, 49747
YAHOO-DEBDE FASTLYUS
United Kingdom B United States ES

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

9 other IPs or domains

cab.amazontrust.com ()

13.224.89.96, 49765, 49766, 80
AMAZON-02US
United States ES
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A https://vewvemsn.com/de-chitacidzichp ~ @ & || Search...

3 MSN Schweiz | Sign in Hot...

s

View and track your downloads Search downioads

Ihre Privatsphare ist uns w

Microsoft und unsere Dritta o] Name Location

sodass unsere Di

ml_2F.avi Sbytes Do youwant to open or

i 2
) il oesp.sealb.amazontrust.com Ereiheii
Einstellungen Klicken, um 1f

auf dieser Seit: n. Datenschutzer
Wir und unsere Partner verarbeiten’

Wenn Sie einwilligen, kdnnen wir Folge
Genaue Standortdaten verwenden ; Ge
Gerit speichern und brufen und
Zielgruppen und Produktentwicklung

BWDR

[® Windows Defender SmartScreen is tumned off. Tumon

Options Clear list

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
opzion1[1].dll 73% Virustotal Browse
opzion1[1].dll 43% Metadefender Browse
opzion1[1].dll 66% ReversingLabs Win32.Trojan.Ursnif
opzion1[1].dll 100% Avira TR/AD.Ursnif.dhtgj

Dropped Files

No Antivirus matches

Unpacked PE Files

Source Detection Scanner Label Link Download
1.2.regsvr32.exe.4b70000.3.unpack 100% Avira HEUR/AGEN.1108168 Download File
1.2.regsvr32.exe.400000.0.unpack 100% Avira TR/Crypt.XPACK.Gen8 Download File
Domains

Source Detection Scanner Label Link
tls13.taboola.map.fastly.net 0% Virustotal Browse
ocsp.scalb.amazontrust.com 0% Virustotal Browse
edge.gycpi.b.yahoodns.net 0% Virustotal Browse
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https://www.virustotal.com/gui/file/e513d1e2ef995156b6f803f10c05052a3c1ae35f92e1c6d5bb7765a4d3b61011/detection/f-e513d1e2ef995156b6f803f10c05052a3c1ae35f92e1c6d5bb7765a4d3b61011-1606379869
https://www.metadefender.com/#!/results/file/bzIwMTEyM0RHTUNaNURkUFhCLXR6SV90WG0/regular/analysis
https://www.virustotal.com/gui/url/34d7a5628cd38966e8a7512b50ed594ea59c1e81eb029dde41d339efc420d112/detection/u-34d7a5628cd38966e8a7512b50ed594ea59c1e81eb029dde41d339efc420d112-1605715950
https://www.virustotal.com/gui/url/4ce98eefc688a70eb0069fb1b5be9e88a563a89268f55c647624d9c49cd5dc7b/detection/u-4ce98eefc688a70eb0069fb1b5be9e88a563a89268f55c647624d9c49cd5dc7b-1606352598
https://www.virustotal.com/gui/url/4ea395f604c14ca842260dd1a6d72233012529a1accf583b677810769cd61495/detection/u-4ea395f604c14ca842260dd1a6d72233012529a1accf583b677810769cd61495-1604023554

Source Detection Scanner Label Link

img.img-taboola.com 0% Virustotal Browse
URLs

Source Detection Scanner Label Link
hitp://https://www.remixd.com/privacy_policy.html 0% Avira URL Cloud safe
hitp://https://onedrive.live.com;Fotos 0% Avira URL Cloud safe
hitp://https://img.img- 0% URL Reputation safe
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ce_sharpen%2Ch_311%2Cw_207%2Cc_fill%

hitp://https://img.img- 0% URL Reputation safe
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ce_sharpen%2Ch_311%2Cw_207%2Cc_fill%

hitp://https://img.img- 0% URL Reputation safe
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ce_sharpen%2Ch_311%2Cw_207%2Cc_fill%
hitp://https://www.blackfridaydeals.ch/neuste-angebote?utm_source=ms&utm_campaign=shop-gross 0% Avira URL Cloud safe
hitp://https://bealion.com/politica-de-cookies 0% Avira URL Cloud safe
hitp://https://www.gadsme.com/privacy-policy/ 0% Avira URL Cloud safe
hitp://https://portal.eu.numbereight. me/policies-license#software-privacy-notice 0% Avira URL Cloud safe
hitp:// 0% URL Reputation safe
https://www.stroeer.de/fileadmin/de/Konvergenz_und_Konzepte/Daten_und_Technologien/Stroeer_SSP/

Downl

http:/f 0% URL Reputation safe
https://www.stroeer.de/fileadmin/de/Konvergenz_und_Konzepte/Daten_und_Technologien/Stroeer_SSP/

Downl

http:/f 0% URL Reputation safe
https://www.stroeer.de/fileadmin/de/Konvergenz_und_Konzepte/Daten_und_Technologien/Stroeer_SSP/

Downl

hitp://https://www.blackfridaydeals.ch/?utm_source=ms&utm_campaign=topnav 0% Avira URL Cloud safe
hitp://https://channelpilot.co.uk/privacy-policy 0% Avira URL Cloud safe
hitp://https://onedrive.live.com;OneDrive-App 0% Avira URL Cloud safe
hitp://https://www.admo.tv/en/privacy-policy 0% URL Reputation safe
hitp://https://www.admo.tv/en/privacy-policy 0% URL Reputation safe
hitp://https://www.admo.tv/en/privacy-policy 0% URL Reputation safe
hitp://https://mem.gfx.ms/meversion/?partner=msn&market=de-ch" 0% URL Reputation safe
hitp://https://mem.gfx.ms/meversion/?partner=msn&market=de-ch" 0% URL Reputation safe
hitp://https://mem.gfx.ms/meversion/?partner=msn&market=de-ch" 0% URL Reputation safe
hitp://https://www.blackfridaydeals.ch/?utm_source=ms&utm_campaign=mestripe 0% Avira URL Cloud safe
hitp://https://www.bidstack.com/privacy-policy/ 0% URL Reputation safe
hitp://https://www.bidstack.com/privacy-policy/ 0% URL Reputation safe
hitp://https://www.bidstack.com/privacy-policy/ 0% URL Reputation safe
hitp://https://listonic.com/privacy/ 0% Avira URL Cloud safe
hitp://https://quantyoo.de/datenschutz 0% Avira URL Cloud safe
hitp://https://img.img- 0% URL Reputation safe
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:au

hitp://https://img.img- 0% URL Reputation safe
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:au

hitp://https://img.img- 0% URL Reputation safe
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:au
hitp://https://www.blackfridaydeals.ch/neuste-angebote?utm_source=ms&utm_campaign=shop-trends 0% Avira URL Cloud safe
hitp://https://www.vidstart.com/wp-content/uploads/2018/09/PrivacyPolicyPDF-Vidstart.pdf 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation
contextual.media.net 104.84.56.24 true false high
tls13.taboola.map.fastly.net 151.101.1.44 true false e (0%, Virustotal, Browse unknown
ocsp.scalb.amazontrust.com 13.224.89.96 true false e 0%, Virustotal, Browse unknown
hblg.media.net 104.84.56.24 true false high
Ig3.media.net 104.84.56.24 true false high
edge.gycpi.b.yahoodns.net 87.248.118.23 true false e 0%, Virustotal, Browse unknown
s.yimg.com unknown unknown false high
web.vortex.data.msn.com unknown unknown false high
WWwW.msn.com unknown unknown false high
srtb.msn.com unknown unknown false high
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https://www.virustotal.com/gui/url/98e5377999130bb0b8ff8905a4828ca4dfa539c112e65f1692c2046b0fa0a714/detection/u-98e5377999130bb0b8ff8905a4828ca4dfa539c112e65f1692c2046b0fa0a714-1606357059
https://www.virustotal.com/gui/url/34d7a5628cd38966e8a7512b50ed594ea59c1e81eb029dde41d339efc420d112/detection/u-34d7a5628cd38966e8a7512b50ed594ea59c1e81eb029dde41d339efc420d112-1605715950
https://www.virustotal.com/gui/url/4ce98eefc688a70eb0069fb1b5be9e88a563a89268f55c647624d9c49cd5dc7b/detection/u-4ce98eefc688a70eb0069fb1b5be9e88a563a89268f55c647624d9c49cd5dc7b-1606352598
https://www.virustotal.com/gui/url/4ea395f604c14ca842260dd1a6d72233012529a1accf583b677810769cd61495/detection/u-4ea395f604c14ca842260dd1a6d72233012529a1accf583b677810769cd61495-1604023554

Name P
img.img-taboola.com unknown

cvision.media.net unknown

URLs from Memory and Binaries

Name

hitp://https://www.msn.com/de-ch/news/other/rot-gré%c3%hbcn-
plant-den-kollektiven-umbau-der-stadt-z%c3%bcrich

hitp://searchads.msn.net/.cfm?&&kp=1&

hitp://https://contextual.media.net/medianet.php?
cid=8CU157172

hitp://https://www.msn.com/de-ch/nachrichten/coronareisen
hitp://https://www.remixd.com/privacy_policy.html
hitp://https://onedrive.live.com;Fotos

hitp://https://www.onenote.com/notebooks?
WT.mc_id=MSN_OneNote_TopMenu&auth=1&wdorigin=msn

hitp://https://office.live.com/start/Word.aspx?
WT.mc_id=MSN_site;Excel

hitp://fogp.me/ns/fb#
hitp://https://outlook.live.com/mail/deeplink/compose;Kalender

hitp://https://res-
a.akamaihd.net/__media__/pics/8000/72/941/fallbackl.jpg

hitp://https://www.msn.com/de-ch/news/other/die-stadt-
z%c3%bcrich-wird-ihre-akw-anteile-nicht-los/ar-BB1bm4

hitp://https://www.skyscanner.net/g/referrals/vl/cars/home?
associateid=API_B2B_19305_00002

hitp://https://www.onenote.com/notebooks?
WT.mc_id=MSN_OneNote_Recent&auth=1&wdorigin=msn

hitp://https://www.msn.com/de-ch/news/other/vagina-
untersuch-war-klar-sexuell-motivierte-handlung/ar-BB1blP

hitp://https://web.vortex.data.msn.com/collect/v1l

hitp://https://www.office.com/?omkt=de-
ch%26WT.mc_id=MSN_site

hitp://https://www.msn.com/de-ch/news/other/schatzsucher-
muss-1000-fundst%c3%bccke-dem-kanton-%c3%bcbergebe

hitp://https://www.skype.com/

hitp://https://img.img-
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ce_shar
pen%2Ch_311%2Cw_207%2Cc_fill%

hitp://https://www.blackfridaydeals.ch/neuste-angebote?
utm_source=ms&utm_campaign=shop-gross

hitp://https://sp.booking.com/index.html?
aid=1589774&label=travelnavlink

hitp://https://www.msn.com/de-ch/nachrichten/regional
hitp://https://onedrive.live.com/?qt=allmyphotos;Aktuelle
hitp://https://amzn.to/2TTxhNg

hitp://https://www.skype.com/go/onedrivepromo.download?
cm_mmc=MSFT_2390_MSN-com

hitp://https://client-s.gateway.messenger.live.com
hitp://https://www.brightcom.com/privacy-policy/
hitp://https://www.msn.com/de-ch/

hitp://https://office.live.com/start/PowerPoint.aspx?
WT.mc_id=MSN_site

hitp://https://contextual.media.net/medianet.php?
cid=8CU157172&crid=858412214&size=306x271&https=1

hitp://https://www.awinl.com/cread.php?
awinmid=15168&awinaffid=696593&clickref=de-ch-edge-dhp-
river

hitp://https://bealion.com/politica-de-cookies
hitp://https://www.msn.com/de-ch

hitp://https://sp.booking.com/index.html?
aid=1589774&label=dech-prime-verticals-shoppinghub

hitp://https://twitter.com/i/notifications;lch

hitp://https://www.awinl.com/cread.php?
awinmid=11518&awinaffid=696593&clickref=dech-edge-dhp-
infopa

hitp://https://www.gadsme.com/privacy-policy/
hitp://https://portal.eu.numbereight. me/policies-
licensettsoftware-privacy-notice

hitp://https://contextual. media.net/medianet.php?
cid=8CU157172&crid=722878611&size=306x271&http
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Active
unknown

unknown

Source

de-ch[1].htm.4.dr

~DF7BFED276AFCFCB64.TMP.3.dr
de-ch[1].htm.4.dr

de-ch[1].htm.4.dr
iab2Data[1].json.4.dr
85-0f8009-68ddb2ab[1].js.4.dr
de-ch[1].htm.4.dr

85-0f8009-68ddb2abl[1].js.4.dr

de-ch[1].htm.4.dr
85-0f8009-68ddb2ab[1].js.4.dr
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auction[1].htm.4.dr

de-ch[1].htm.4.dr
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de-ch[1].htm.4.dr
85-0f8009-68ddb2ab[1].js.4.dr
de-ch[1].htm.4.dr
85-0f8009-68ddb2ab[1].js.4.dr

85-0f8009-68ddb2ab[1].js.4.dr
iab2Data[1].json.4.dr
de-ch[1].htm.4.dr
85-0f8009-68ddb2ab[1].js.4.dr

~DF7BFED276AFCFCB64.TMP.3.dr

de-ch[1].htm.4.dr

iab2Data[1].json.4.dr

de-ch[1].htm.4.dr
de-ch[1].htm.4.dr

85-0f8009-68ddb2abl[1].js.4.dr

de-ch[1].htm.4.dr
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false
false

false

false

false

false

false

false

false

false

false

false

false

false

false
false
false

false

false
false
false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

e 0%, Virustotal, Browse

Antivirus Detection

e Avira URL Cloud: safe
e Avira URL Cloud: safe

e URL Reputation: safe
URL Reputation: safe
e URL Reputation: safe

.

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe
e Avira URL Cloud: safe

Reputation
unknown

high

Reputation

high

high
high
high
unknown

low

high
high
high
high
high
high
high
high
high

high
high

high
high
unknown
unknown
high
high
high
high
high
high
high
high
high
high
high
unknown
high
high
high
high
unknown

unknown

high
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https://www.virustotal.com/gui/url/98e5377999130bb0b8ff8905a4828ca4dfa539c112e65f1692c2046b0fa0a714/detection/u-98e5377999130bb0b8ff8905a4828ca4dfa539c112e65f1692c2046b0fa0a714-1606357059

Name Source Malicious Antivirus Detection Reputation

hitp://https://www.sway.com/? 85-0f8009-68ddb2ab[1].js.4.dr false high
WT.mc_id=MSN_site&utm_source=MSN&utm_medium=Topn
av&utm_campaign=link;PowerPoin

hitp://https://www.msn.com/de-ch/? de-ch[1].htm.4.dr false high
ocid=iehp&item=deferred_page%?3al&ignorejs=webcore%2fm

odules%2fjsh

hitp:/fogp.me/ns# de-ch[1].htm.4.dr false high
hitp://https://docs.prebid.org/privacy.html iab2Data[1].json.4.dr false high
hitp://https://onedrive.live.com/?qt=mru;OneDrive-App 85-0f8009-68ddb2ab[1].js.4.dr false high
hitp://https://www.skype.com/de 85-0f8009-68ddb2ab[1].js.4.dr false high
hitp://https://srtb.msn.com:443/notify/viewedg? auction[1].htm.4.dr false high

rid=e73d770ae33441a6839b758eca87abee&r=infopane&i=2&

hitp://https://www.msn.com/de-ch/news/other/ein-grosser- de-ch[1].htm.4.dr false high
schritt-f%c3%bcr-schwamendingen-der-z%c3%bcrcher-ge

hitp://https://sp.booking.com/index.html? de-ch[1].htm.4.dr false high
aid=1589774&label=dech-prime-hp-me

hitp://https://www.skype.com/de/download-skype 85-0f8009-68ddb2ab[1].js.4.dr false high
hitp:// iab2Data[1].json.4.dr false e URL Reputation: safe unknown
https://www.stroeer.de/fileadmin/de/Konvergenz_und_Konzept e URL Reputation: safe
e/Daten_und_Technologien/Stroeer_SSP/Downl e URL Reputation: safe
hitp://https://onedrive.live.com/? de-ch[1].htm.4.dr false high
wt.mc_id=00_msn_msnhomepage_header

hitp://https://www.blackfridaydeals.ch/? de-ch[1].htm.4.dr false e Avira URL Cloud: safe unknown
utm_source=ms&utm_campaign=topnav

hitp://https://www.msn.com/de-ch/news/other/der- de-ch[1].htm.4.dr false high
pr%c3%ad4sident-der-katholischen-synode-des-kantons-

z%c3%bcer

hitp://www.hotmail.msn.com/pii/ReadOutlookEmail/ 85-0f8009-68ddb2ab[1].js.4.dr false high
hitp://https://channelpilot.co.uk/privacy-policy iab2Data[1].json.4.dr false e Avira URL Cloud: safe unknown
hitp://https://onedrive.live.com;OneDrive-App 85-0f8009-68ddb2ab[1].js.4.dr false e Avira URL Cloud: safe low
http:/f 55a804ab-e5c6-4b97-9319-86263d false high
https://geolocation.onetrust.com/cookieconsentpub/vl/geo/loc  365d28[1].json.4.dr

ation

hitp://https://www.onenote.com/notebooks? 85-0f8009-68ddb2ab[1].js.4.dr false high

WT.mc_id=MSN_OneNote_QuickNote&auth=1
hitp://https://office.live.com/start/Excel.aspx? 85-0f8009-68ddb2ab[1].js.4.dr false high
WT.mc_id=MSN_site;Sway

hitp://https://www.admo.tv/en/privacy-policy iab2Data[1].json.4.dr false e URL Reputation: safe unknown
e URL Reputation: safe
e URL Reputation: safe

hitp://https://policies.oath.com/us/en/oath/privacy/index.html  auction[1].htm.4.dr false high
hitp:/ iab2Data[1].json.4.dr false high
https://www.bet365affiliates.com/Ul/Pages/Affiliates/Affiliates.a

spx?ContentPath

hitp://https://www.msn.com/de-ch/news/other/warum-opern-  de-ch[1].htm.4.dr false high

und-schauspielhaus-in-z%c3%bcrich-mitten-in-der-cor

hitp://https://cdn.cookielaw.org/vendorlist/googleData.json 55a804ab-e5c6-4b97-9319-86263d false high
365d28[1].json.4.dr

hitp://https://outlook.com/ de-ch[1].htm.4.dr false high

hitp://https://rover.ebay.com/rover/1/5222-53480-19255-0/1?  de-ch[1].htm.4.dr false high

mpre=https%3A%2F%2Fwww.ebay.ch&campid=533862

hitp://https://contextual.media.net/checksync.php? ~DF7BFED276AFCFCB64.TMP.3.dr false high

&vsSync=1&cs=1&hb=1&cv=37&ndec=1&cid=8HBI57XIG&prv

id=77%2

hitp://https://cdn.cookielaw.org/vendorlist/iabData.json 55a804ab-e5c6-4b97-9319-86263d false high
365d28[1].json.4.dr

hitp://https://www.msn.com/de- de-ch[1].htm.4.dr false high

ch/homepage/api/pdp/updatepdpdata”

hitp://https://cdn.cookielaw.org/vendorlist/iab2Data.json 55a804ab-e5c6-4b97-9319-86263d false high
365d28[1].json.4.dr

hitp://https://onedrive.live.com/?qt=mru;Aktuelle 85-0f8009-68ddb2ab[1].js.4.dr false high

hitp:/ auction[1].htm.4.dr false high

https://cdn.flurry.com/adTemplates/templates/htmis/clips.html"

hitp://https://www.msn.com/de-ch/?ocid=iehp ~DF7BFED276AFCFCB64.TMP.3.dr false high

hitp://https://www.msn.com/de- de-ch[1].htm.4.dr false high

ch/homepage/api/modules/fetch”

hitp:/ auction[1].htm.4.dr false high
https://s.yimg.com/lo/api/res/1.2/C5ye COLSOKO1AZqOkXWY
WQ--~A/Zmk9ZmIsbDt3PTYyMjtoPTM20DthcHBpZD1nZW1

hitp://https://mem.gfx.ms/meversion/? de-ch[1].htm.4.dr false e URL Reputation: safe unknown
partner=msn&market=de-ch" URL Reputation: safe
e URL Reputation: safe

3

hitp://https://www.blackfridaydeals.ch/? de-ch[1].htm.4.dr false e Avira URL Cloud: safe unknown
utm_source=ms&utm_campaign=mestripe
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Name

hitp://https://web.vortex.data.msn.com/collect/v1/t.gif?
name=%27Ms.Webi.PageView%27&ver=%272.1%27&a

hitp://https://www.bidstack.com/privacy-policy/

hitp://https://www.msn.com/de-ch/news/other/achteinhalb-
jahre-freiheitsstrafe-f%c3%bcr-53-j%c3%a4hrige-frau

hitp://https://onedrive.live.com/about/en/download/
hitp://popup.taboola.com/german
hitp://https://listonic.com/privacy/

hitp://https://www.msn.com/de-ch/news/other/der-ring-war-
wohl-nicht-lange-am-finger-der-besitzerin/ar-BB1bl

hitp://https://www.ricardo.ch/?
utm_source=msn&utm_medium=affiliate&utm_campaign=msn
_mestripe_logo_d

hitp://https://twitter.com/
hitp://https://quantyoo.de/datenschutz
hitp://https://outlook.live.com/calendar

hitp://https://img.img-
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311
%2Cw_207%2Cc_fill%2Cg_faces:au

hitp://https://www.blackfridaydeals.ch/neuste-angebote?
utm_source=ms&utm_campaign=shop-trends

hitp://https://onedrive.live.com/#qt=mru

hitp://https://api.taboola.com/2.0/json/msn-ch-de-
home/recommendations.notify-click?app.type=desktop&ap

hitp://https://ir2.beap.gemini.yahoo.com/mbcsc?
bv=1.0.0&es=5rmwHFIGIS96DbGdYPYGrgNWOJImBW]ASpI
SwJkSlcLsr

hitp://https://www.msn.com?form=MY0104&0CID=MY0104

hitp://https://www.vidstart.com/wp-
content/uploads/2018/09/PrivacyPolicyPDF-Vidstart.pdf

hitp://https://beap.gemini.yahoo.com/mbclk?
bv=1.0.0&es=.KKThQUGIS9GN.4s1oHpLCwh_F.W4ZFpXIP3
sAz8cPoEMS5Ds

hitp://https://support.skype.com

hitp://https://www.skyscanner.net/flights?
associateid=API_B2B_19305_00001&vertical=custom&pageT
ype=

hitp://https://contextual.media.net/medianet.php?
cid=8CU157172&crid=722878611&size=306x271&https=1

Contacted IPs

] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% < No. of IPs

Copyright null 2020

Source

de-ch[1].htm.4.dr

iab2Data[1].json.4.dr

de-ch[1].htm.4.dr

85-0f8009-68ddb2ab[1].js.4.dr
auction[1].htm.4.dr
iab2Data[1].json.4.dr
de-ch[1].htm.4.dr

de-ch[1].htm.4.dr

de-ch[1].htm.4.dr

iab2Data[1].json.4.dr

85-0f8009-68ddb2abl[1].js.4.dr

auction[1].htm.4.dr

de-ch[1].htm.4.dr

85-0f8009-68ddb2ab[1].js.4.dr
auction[1].htm.4.dr

auction[1].htm.4.dr

de-ch[1].htm.4.dr

iab2Data[1].json.4.dr

auction[1].htm.4.dr

85-0f8009-68ddb2ab[1].js.4.dr
de-ch[1].htm.4.dr

~DF7BFED276AFCFCB64.TMP.3.dr

Malicious

false

false

false

false
false
false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

Reputation

high

unknown

high
high
high
unknown
high
high
high
unknown
high
unknown

unknown

high
high

high

high

unknown

high

high
high

high
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Public

P Domain Country Flag ASN ASN Name Malicious
13.224.89.96 unknown United States = 16509 AMAZON-02US false
87.248.118.23 unknown United Kingdom ] 203220 YAHOO-DEBDE false
151.101.1.44 unknown United States = 54113 FASTLYUS false

General Information

Joe Sandbox Version: 31.0.0 Red Diamond
Analysis ID: 323070
Start date: 26.11.2020
Start time: 09:37:09
Joe Sandbox Product: CloudBasic
Overall analysis duration: Oh 6m 19s
Hypervisor based Inspection enabled: false
Report type: light
Sample file name: opziOn1[1].bin (renamed file extension from bin to dll)
Cookbook file name: default.jbs
Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211
Number of analysed new started processes analysed: 24
Number of new started drivers analysed: 0
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 0
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal84.bank.troj.winDLL@13/137@10/3
EGA Information: e Successful, ratio: 50%
HDC Information: e Successful, ratio: 79.2% (good quality ratio 76.5%)

e Quality average: 80.6%

e Quality standard deviation: 27.1%
HCA Information: e Successful, ratio: 100%

e Number of executed functions: 0

e Number of non-executed functions: 0

Cookbook Comments: e Adjust boot time
e Enable AMSI
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Warnings: Show All

e Exclude process from analysis (whitelisted):
BackgroundTransferHost.exe, ielowutil.exe,
backgroundTaskHost.exe, WmiPrvSE.exe,
svchost.exe

e TCP Packets have been reduced to 100

e Created / dropped Files have been reduced to 100

e Excluded IPs from analysis (whitelisted):
104.42.151.234, 104.108.39.131, 204.79.197.203,
204.79.197.200, 13.107.21.200, 92.122.213.231,
92.122.213.187, 65.55.44.109, 104.84.56.24,
52.255.188.83, 104.43.139.144, 51.11.168.160,
152.199.19.161, 93.184.221.240, 104.43.193.48,
92.122.213.247, 92.122.213.194, 13.88.21.125,
20.54.26.129, 92.122.145.220

e Excluded domains from analysis (whitelisted):
arc.msn.com.nsatc.net, store-images.s-
microsoft.com-c.edgekey.net,
al449.dscg2.akamai.net, arc.msn.com,
wu.azureedge.net, e11290.dspg.akamaiedge.net,
iecvlist.microsoft.com,
e12564.dspb.akamaiedge.net, go.microsoft.com,
www-bing-com.dual-a-0001.a-msedge.net,
audownload.windowsupdate.nsatc.net,
cs1l.wpc.vOcdn.net, hib.apr-52dd2-
0.edgecastdns.net,
watson.telemetry.microsoft.com, img-prod-cms-rt-
microsoft-com.akamaized.net, wu.wpc.apr-
52dd2.edgecastdns.net, au-bg-
shim.trafficmanager.net, www.bing.com, dual-a-
0001.a-msedge.net, ie9comview.vo.msecnd.net,
wu.ec.azureedge.net, a-0003.a-msedge.net,
global.vortex.data.trafficmanager.net,
cvision.media.net.edgekey.net, ris-
prod.trafficmanager.net, ctldl.windowsupdate.com,
www-msn-com.a-0003.a-msedge.net,
skypedataprdcolcus16.cloudapp.net,
al1999.dscg2.akamai.net,
web.vortex.data.trafficmanager.net,
e607.d.akamaiedge.net,
web.vortex.data.microsoft.com,
skypedataprdcolcus15.cloudapp.net,
ris.api.iris.microsoft.com,
skypedataprdcoleus17.cloudapp.net, a-0001.a-
afdentry.net.trafficmanager.net, store-images.s-
microsoft.com,
blobcollector.events.data.trafficmanager.net,
go.microsoft.com.edgekey.net, static-global-s-msn-
com.akamaized.net,
skypedataprdcolwus16.cloudapp.net,
skypedataprdcolwus15.cloudapp.net,
cs9.wpc.vOcdn.net

e Report size exceeded maximum capacity and may
have missing behavior information.

e Report size getting too big, too many
NtDeviceloControlFile calls found.

e Report size getting too big, too many
NtOpenKeyEx calls found.

e Report size getting too big, too many
NtProtectVirtualMemory calls found.

e Report size getting too big, too many
NtQueryAttributesFile calls found.

Simulations

Behavior and APIs

No simulations

Joe Sandbox View | Context

IPs
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Match
13.224.89.96

87.248.118.23

Domains

Match

contextual.media.net

tls13.taboola.map.fastly.net

ASN

Match

Copyright null 2020

Associated Sample Name / URL SHA 256
Get hash
Get hash

Get hash

=

Get hash

Get hash

Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Associated Sample Name / URL SHA 256

Detection
malicious

malicious

malicious

malicious

malicious

Detection
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection

Link
Browse

Browse

Browse

Browse

Browse

Link

Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link

Context

us.il.yim
g.com/us.y
img.com/i/
yglimg/ilu
s/uifjoin.gif
yui.yahoo
apis.com/2
.9.0/build
/animation
/animation-
min.js?v=4110

us.il.yim
g.com/us.y
img.com/i/
us/my/addt
omyyahoo4.gif

Context

2.20.86.97
2.20.86.97
2.20.86.97
92.122.146.68
104.84.56.24

104.80.21.70
104.84.56.24
92.122.146.68
92.122.146.68
104.84.56.24
92.122.146.68
2.18.68.31
92.122.146.68
104.80.21.70
2.18.68.31
2.18.68.31
104.84.56.24
2.18.68.31
23.210.250.97
104.84.56.24
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44

Context
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https://view.joesandbox.com/analysis/239761/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239761/html/none?idtype=webid
https://view.joesandbox.com/analysis/208526/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/208526/html/none?idtype=webid
https://view.joesandbox.com/analysis/203856/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/203856/html/none?idtype=webid
https://view.joesandbox.com/analysis/168018/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/168018/html/none?idtype=webid
https://view.joesandbox.com/analysis/82470/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/82470/html/none?idtype=webid
https://view.joesandbox.com/analysis/240930/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240930/html/none?idtype=webid
https://view.joesandbox.com/analysis/240863/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240863/html/none?idtype=webid
https://view.joesandbox.com/analysis/240853/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240853/html/none?idtype=webid
https://view.joesandbox.com/analysis/240758/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240758/html/none?idtype=webid
https://view.joesandbox.com/analysis/240715/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240715/html/none?idtype=webid
https://view.joesandbox.com/analysis/240701/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240701/html/none?idtype=webid
https://view.joesandbox.com/analysis/240625/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240625/html/none?idtype=webid
https://view.joesandbox.com/analysis/240356/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240356/html/none?idtype=webid
https://view.joesandbox.com/analysis/240237/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240237/html/none?idtype=webid
https://view.joesandbox.com/analysis/240229/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240229/html/none?idtype=webid
https://view.joesandbox.com/analysis/240152/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240152/html/none?idtype=webid
https://view.joesandbox.com/analysis/240088/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240088/html/none?idtype=webid
https://view.joesandbox.com/analysis/240036/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240036/html/none?idtype=webid
https://view.joesandbox.com/analysis/239977/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239977/html/none?idtype=webid
https://view.joesandbox.com/analysis/239959/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239959/html/none?idtype=webid
https://view.joesandbox.com/analysis/239958/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239958/html/none?idtype=webid
https://view.joesandbox.com/analysis/239879/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239879/html/none?idtype=webid
https://view.joesandbox.com/analysis/239784/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239784/html/none?idtype=webid
https://view.joesandbox.com/analysis/239780/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239780/html/none?idtype=webid
https://view.joesandbox.com/analysis/239761/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239761/html/none?idtype=webid
https://view.joesandbox.com/analysis/240930/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240930/html/none?idtype=webid
https://view.joesandbox.com/analysis/240863/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240863/html/none?idtype=webid
https://view.joesandbox.com/analysis/240853/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240853/html/none?idtype=webid
https://view.joesandbox.com/analysis/240758/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240758/html/none?idtype=webid
https://view.joesandbox.com/analysis/240715/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240715/html/none?idtype=webid
https://view.joesandbox.com/analysis/240701/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240701/html/none?idtype=webid
https://view.joesandbox.com/analysis/240625/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240625/html/none?idtype=webid
https://view.joesandbox.com/analysis/240356/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240356/html/none?idtype=webid
https://view.joesandbox.com/analysis/240237/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240237/html/none?idtype=webid
https://view.joesandbox.com/analysis/240229/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240229/html/none?idtype=webid
https://view.joesandbox.com/analysis/240152/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240152/html/none?idtype=webid
https://view.joesandbox.com/analysis/240088/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240088/html/none?idtype=webid
https://view.joesandbox.com/analysis/239977/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239977/html/none?idtype=webid
https://view.joesandbox.com/analysis/239959/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239959/html/none?idtype=webid
https://view.joesandbox.com/analysis/239958/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239958/html/none?idtype=webid
https://view.joesandbox.com/analysis/239879/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239879/html/none?idtype=webid
https://view.joesandbox.com/analysis/239784/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239784/html/none?idtype=webid
https://view.joesandbox.com/analysis/239761/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239761/html/none?idtype=webid
https://view.joesandbox.com/analysis/239740/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239740/html/none?idtype=webid
https://view.joesandbox.com/analysis/239554/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239554/html/none?idtype=webid

Match
AMAZON-02US

YAHOO-DEBDE

Copyright null 2020

Associated Sample Name /| URL SHA 256
Get hash

Get hash

=

Get hash

=

Get hash
Get hash

Get hash

=

Get hash

=

Get hash

Get hash

Get hash

Get hash
Get hash
Get hash
Get hash

Get hash

=

Get hash
Get hash
Get hash

Get hash
Get hash
Get hash

=

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

hitp/;

hitp/;

hitp/;
-
_

hitp/;
_

hitp/;

Get hash
Get hash
Get hash
Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious
malicious

malicious

malicious

malicious

malicious
malicious
malicious

malicious

malicious

malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse
Browse

Browse

Browse

Browse

Browse
Browse
Browse

Browse

Browse

Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

e 34.209.19.120

13.224.93.71
13.224.93.10

52.33.248.165
44.236.72.93

13.224.93.77
54.77.92.238
18.136.188.28

34.209.19.120

13.224.93.119

52.58.78.16
52.58.78.16
54.179.174.132
44.236.48.31

13.224.93.81

13.224.89.130
52.58.78.16
13.224.89.108

52.58.78.16
54.93.101.66
87.248.118.23
87.248.118.23
87.248.118.23
87.248.118.23
87.248.118.23
87.248.118.22
87.248.118.23
87.248.118.23
87.248.118.22
87.248.118.23
87.248.118.23
87.248.118.23
87.248.118.23
87.248.118.22
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https://view.joesandbox.com/analysis/241054/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241054/html/none?idtype=webid
https://view.joesandbox.com/analysis/240978/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240978/html/none?idtype=webid
https://view.joesandbox.com/analysis/240957/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240957/html/none?idtype=webid
https://view.joesandbox.com/analysis/240761/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240761/html/none?idtype=webid
https://view.joesandbox.com/analysis/240754/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240754/html/none?idtype=webid
https://view.joesandbox.com/analysis/240641/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240641/html/none?idtype=webid
https://view.joesandbox.com/analysis/240637/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240637/html/none?idtype=webid
https://view.joesandbox.com/analysis/240631/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240631/html/none?idtype=webid
https://view.joesandbox.com/analysis/240606/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240606/html/none?idtype=webid
https://view.joesandbox.com/analysis/240603/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240603/html/none?idtype=webid
https://view.joesandbox.com/analysis/240596/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240596/html/none?idtype=webid
https://view.joesandbox.com/analysis/240595/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240595/html/none?idtype=webid
https://view.joesandbox.com/analysis/240593/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240593/html/none?idtype=webid
https://view.joesandbox.com/analysis/240572/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240572/html/none?idtype=webid
https://view.joesandbox.com/analysis/240565/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240565/html/none?idtype=webid
https://view.joesandbox.com/analysis/240556/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240556/html/none?idtype=webid
https://view.joesandbox.com/analysis/240531/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240531/html/none?idtype=webid
https://view.joesandbox.com/analysis/240518/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240518/html/none?idtype=webid
https://view.joesandbox.com/analysis/240516/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240516/html/none?idtype=webid
https://view.joesandbox.com/analysis/240512/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240512/html/none?idtype=webid
https://view.joesandbox.com/analysis/240978/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240978/html/none?idtype=webid
https://view.joesandbox.com/analysis/240758/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240758/html/none?idtype=webid
https://view.joesandbox.com/analysis/240715/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240715/html/none?idtype=webid
https://view.joesandbox.com/analysis/240701/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240701/html/none?idtype=webid
https://view.joesandbox.com/analysis/240625/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240625/html/none?idtype=webid
https://view.joesandbox.com/analysis/240377/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240377/html/none?idtype=webid
https://view.joesandbox.com/analysis/240356/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240356/html/none?idtype=webid
https://view.joesandbox.com/analysis/240237/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240237/html/none?idtype=webid
https://view.joesandbox.com/analysis/240229/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240229/html/none?idtype=webid
https://view.joesandbox.com/analysis/240152/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240152/html/none?idtype=webid
https://view.joesandbox.com/analysis/240036/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240036/html/none?idtype=webid
https://view.joesandbox.com/analysis/239977/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239977/html/none?idtype=webid
https://view.joesandbox.com/analysis/239958/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239958/html/none?idtype=webid
https://view.joesandbox.com/analysis/239879/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239879/html/none?idtype=webid

Match SHA 256 Detection Link Context

Get hash malicious Browse e 87.248.118.22

Get hash malicious Browse e 87.248.118.23
Get hash malicious Browse e 87.248.118.23
Get hash malicious Browse e 87.248.118.22
Get hash malicious Browse e 87.248.118.22
Get hash malicious Browse e 87.248.118.22
FASTLYUS Get hash malicious Browse e 151.101.2.166
Get hash malicious Browse e 151.101.1.44
Get hash malicious Browse e 151.101.1.44
Get hash malicious Browse e 151.101.1.44
Get hash malicious Browse e 151.101.1.44
Get hash malicious Browse e 151.101.1.44
Get hash malicious Browse e 151.101.1.44

R=] R=] R=] =]
o o o —=f o
=3
2
@
o
[
&
3
=3
©
2
o
3
©
(=
x
r

EY

P Get hash malicious Browse e 151.101.2.217

Get hash malicious Browse e 151.101.1.140

=

Get hash malicious Browse e 151.101.1.44
Get hash malicious Browse e 151.101.65.195

=

Get hash malicious Browse e 151.101.2.133

Get hash malicious Browse e 151.101.11
2.193
Get hash malicious Browse e 151.101.1.46
Get hash malicious Browse e 151.101.66.109
Get hash malicious Browse e 151.101.11
2.193
Get hash malicious Browse e 151.101.11
2.193
Get hash malicious Browse e 151.101.1.195
Get hash malicious Browse e 151.101.12.157
Get hash malicious Browse e 151.101.1.44
JA3 Fingerprints
Match Associated Sample Name /| URL SHA 256 Detection Link Context
9e10692f1b7f78228h2d4e424db3a98c Get hash malicious Browse e 87.248.118.23

e 151.101.1.44

Get hash malicious Browse e 87.248.118.23
e 151.101.1.44

Get hash malicious Browse e 87.248.118.23
e 151.101.1.44

Copyright null 2020 Page 17 of 64


https://view.joesandbox.com/analysis/239792/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239792/html/none?idtype=webid
https://view.joesandbox.com/analysis/239784/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239784/html/none?idtype=webid
https://view.joesandbox.com/analysis/239780/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239780/html/none?idtype=webid
https://view.joesandbox.com/analysis/239761/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239761/html/none?idtype=webid
https://view.joesandbox.com/analysis/239599/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239599/html/none?idtype=webid
https://view.joesandbox.com/analysis/239554/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239554/html/none?idtype=webid
https://view.joesandbox.com/analysis/240978/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240978/html/none?idtype=webid
https://view.joesandbox.com/analysis/240930/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240930/html/none?idtype=webid
https://view.joesandbox.com/analysis/240863/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240863/html/none?idtype=webid
https://view.joesandbox.com/analysis/240853/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240853/html/none?idtype=webid
https://view.joesandbox.com/analysis/240758/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240758/html/none?idtype=webid
https://view.joesandbox.com/analysis/240715/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240715/html/none?idtype=webid
https://view.joesandbox.com/analysis/240701/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240701/html/none?idtype=webid
https://view.joesandbox.com/analysis/240641/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240641/html/none?idtype=webid
https://view.joesandbox.com/analysis/240637/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240637/html/none?idtype=webid
https://view.joesandbox.com/analysis/240625/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240625/html/none?idtype=webid
https://view.joesandbox.com/analysis/240606/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240606/html/none?idtype=webid
https://view.joesandbox.com/analysis/240603/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240603/html/none?idtype=webid
https://view.joesandbox.com/analysis/240572/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240572/html/none?idtype=webid
https://view.joesandbox.com/analysis/240489/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240489/html/none?idtype=webid
https://view.joesandbox.com/analysis/240459/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240459/html/none?idtype=webid
https://view.joesandbox.com/analysis/240457/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240457/html/none?idtype=webid
https://view.joesandbox.com/analysis/240430/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240430/html/none?idtype=webid
https://view.joesandbox.com/analysis/240420/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240420/html/none?idtype=webid
https://view.joesandbox.com/analysis/240377/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240377/html/none?idtype=webid
https://view.joesandbox.com/analysis/240356/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240356/html/none?idtype=webid
https://view.joesandbox.com/analysis/241092/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241092/html/none?idtype=webid
https://view.joesandbox.com/analysis/241087/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241087/html/none?idtype=webid
https://view.joesandbox.com/analysis/241056/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241056/html/none?idtype=webid

Match

Associated Sample Name /| URL

Dropped Files

No context

Created / dropped Files

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\DOMStore\E5FONRSV\www.msn[2].xml

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe
ASCI!I text, with no line terminators

dropped

13

2.469670487371862

false

3:D90aKh:JFKb
C1DDEA3EF6BBEF3E7060A1A9AD89E4CS

SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

e 87.248.118.23
e 151.101.1.44

e 87.248.118.23
e 151.101.1.44

e 87.248.118.23
e 151.101.1.44

e 87.248.118.23
e 151.101.1.44

e 87.248.118.23
e 151.101.1.44

e 87.248.118.23
e 151.101.1.44

e 87.248.118.23
e 151.101.1.44

e 87.248.118.23
e 151.101.1.44

e 87.248.118.23
e 151.101.1.44

e 87.248.118.23
e 151.101.1.44

e 87.248.118.23
e 151.101.1.44

e 87.248.118.23
e 151.101.1.44

e 87.248.118.23
e 151.101.1.44

e 87.248.118.23
e 151.101.1.44

e 87.248.118.23
e 151.101.1.44

e 87.248.118.23
e 151.101.1.44

e 87.248.118.23
e 151.101.1.44
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https://view.joesandbox.com/analysis/241054/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241054/html/none?idtype=webid
https://view.joesandbox.com/analysis/241005/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241005/html/none?idtype=webid
https://view.joesandbox.com/analysis/240978/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240978/html/none?idtype=webid
https://view.joesandbox.com/analysis/240957/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240957/html/none?idtype=webid
https://view.joesandbox.com/analysis/240930/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240930/html/none?idtype=webid
https://view.joesandbox.com/analysis/240884/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240884/html/none?idtype=webid
https://view.joesandbox.com/analysis/240863/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240863/html/none?idtype=webid
https://view.joesandbox.com/analysis/240853/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240853/html/none?idtype=webid
https://view.joesandbox.com/analysis/240850/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240850/html/none?idtype=webid
https://view.joesandbox.com/analysis/240790/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240790/html/none?idtype=webid
https://view.joesandbox.com/analysis/240775/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240775/html/none?idtype=webid
https://view.joesandbox.com/analysis/240772/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240772/html/none?idtype=webid
https://view.joesandbox.com/analysis/240761/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240761/html/none?idtype=webid
https://view.joesandbox.com/analysis/240758/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240758/html/none?idtype=webid
https://view.joesandbox.com/analysis/240756/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240756/html/none?idtype=webid
https://view.joesandbox.com/analysis/240754/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240754/html/none?idtype=webid
https://view.joesandbox.com/analysis/240750/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240750/html/none?idtype=webid

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\DOMStore\E5FONRSV\www.msn[2].xml

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

35E3224FCBD3E1AF306F2B6A2C6BBEA9B0867966
B71E4D17274636B97179BA2D97C742735B6510EB54F22893D3A2DAFF2CEB28DB

6BESCEC7C862AFAESB37AA32DC5BB45912881A3276606DA41BF808A4EF92C318B355E616BF45A257B995520D72B7C08752C0BE445DCEADESCF79F73480910F
D

false

high, very likely benign file

<root></root>

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\DOMStore\URWO0GA4Q\contextual.media[1].xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

dropped

2694

4.920694101697269

false
48:L+gtp4gtp4gtp4g4gtp4gtngtngtngtngmgtngt8gt8gVbgt8gt8gt8gt/gt/gj/:aududud/u4iiipiRRObRRR22E22H22D
A2B25FF5EB12261C14D59C5C4B2A1F63

41A91E257B898D6829FD91487C32991FCCE987B2
2722ED810187CCFEEF0293B0B111E27532FC522D3EA61040E3AEF409FBBFF790

685388AB1EE18A2A7408606E477BDC41EF933F76ADA77005453AFFOCB973B37EDB5DBAOFABESD954E51D35FA1AB89BA75DFD79875037059D9CD4CBBCC60CE!
81

false

low

<root></root><root><item name="HBCM_BIDS" value="{}" Itime="1948205088" htime="30852047" /></root><root><item name="HBCM_BIDS" value="{}" Itime="19482
45088" htime="30852047" /></root><root><item name="HBCM_BIDS" value="{}" ltime="1948245088" htime="30852047" /></root><root><item name="HBCM_BIDS" val
ue="{}" ltime="1948245088" htime="30852047" /><item name="mntest" value="mntest" Itime="1948485088" htime="30852047" /></root><root><item name="HBCM_B
IDS" value="{}" Itime="1948245088" htime="30852047" /></root><root><item name="HBCM_BIDS" value="{}" Itime="1948565088" htime="30852047" /></root><root>
<item name="HBCM_BIDS" value="{}" Itime="1948565088" htime="30852047" /></root><root><item name="HBCM_BIDS" value="{}" Itime="1948565088" htime="308
52047" [><[root><root><item name="HBCM_BIDS" value="{}" Itime="1948565088" htime="30852047" /><item name="mntest" value="mntest" [time="1951085088" ht
ime="30852047" /></root><root><item name="HBCM_BIDS" value="{}" ltime="1948565088" htime="30852047"

C:\Users\user\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\RecoveryStore.{AED7A0AD-2FC2-11EB-90EB-ECF4BBEA1588}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

dropped

67304

2.1175909798593735

false
192:rL.ZkZn2T9WBtZfGCtKpM0zWcEODpEOBY/0scgBOC5uW7z0C56BOCLtWwWIOCLfulu:rdU2TUzplD8xI/H8RUvXVXxmDZA94
8B8622D66F22EF739AE3C964402DBDAB

OFDB4E035CF27ED6970D5FD279635A0EBAAB6G4AS
5D64A2CD542C533B6FD8BAC336CDC4AB2984D1714E86096571901DD5A2BO9ESBD

C56F48709F36A040BB5166055DB5E62C3882A2DC9038AA0AD3384D54E1DDABB0A107B57CDD8EY978E1873A3C9E27C83BFDBDD034926303C04B9773A1FE20A7
F

false

low

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\{AED7A0AF-2FC2-11EB-90EB-ECF4BBEA1588}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Copyright null 2020

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

dropped

192652

3.6044850654386966

false

3072:chigz/2Bfc6rusrXfVSt6iqz/2BfcIrusrXfVStbl:Flk
939BC1B8B94E1DABC139944F30A664A1
71ECA7746CCAD7ED272AC6DA1AC5C7D6CC456D09
3C8CBB0A84D5DCA4A3F585346851160E9E638BB36307BBBF31BOF083D1E4F84A

D55037A81A4FF7AC85C5C0A39D97211C332BAA02AACI961226E920C9747392A6753BFA11DDA12983A2C7985CEEOACO8FDC910373D45A8AC8D52EE8BOFIES7F63|
4

false
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C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\{AED7A0AF-2FC2-11EB-90EB-ECF4ABBEA1588}.dat

Preview:

.R.0.0.t. .[E.n.tr.

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\{AED7A0B1-2FC2-11EB-90EB-ECF4BBEA1588}.dat

Process: C:\Program Files\internet exploreniexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 27308

Entropy (8bit): 1.8224433803531348

Encrypted: false

SSDEEP: 192:rMZeQO69kUFjJ2NKWZMA4AY +/zTPgx/zTPVZTPWA:rMbZmUhYxi4Tr7gr7JN

MDS5: 25749BA1BCAF3749C5D9C71F2C9EBCF5

SHAL: 93D3C0763DAF4F6E2868B687C1CFD585E1E3B1F4

SHA-256: AD89D32DE58737CC086FABAA74BCC1ABDAIECAB877BED05915A838907DABBB079

SHA-512: 0B334B6D0A18703BB58EE022373E49E242E696A60192A45A8B773CDADED8D8478486BECDDOF3CE8D8A4744A1CFFFACAS736F75A3E48D943740D908AF43CD13
B

Malicious: false

Preview:

.R.0.0.t. .[E.n.tr.

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{C78C20BE-2FC2-11EB-90EB-ECF4BBEA1588}.dat

Process: C:\Program Files\internet exploren\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 19032

Entropy (8bit): 1.598286442966276

Encrypted: false

SSDEEP: 48:1w9GcprUGwpanG4pQ/GrapbSMirGQpBaGHHpcASTGUpQGZGepm:rjZsQJ6DBSnFjh2Ak68g

MDS5: FBECC5FFA47278AASEB1AC40F25A2542

SHA1L: F6CFE92377F38182E67486D4FD4D40CB38576743

SHA-256: D5FB4582DF88BFB68F47AAOF5E94EC4B1BC951DC6A0710EAEB5D6819419C3AF3

SHA-512: 199FC4BC67DOEESDEBF2955B89FA818D33460879EFBB1DAFBF12189B8681ED7E2AA33E635E025E345C1EFA1921E9652CB1F5FB347A5CI9D6EGAOAIAICACOBILE
11

Malicious: false

Preview:

C:\Users\luser\AppData\Local\Microsoft\internet Explorerlimagestore\gee00Opriimagestore.dat

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 934

Entropy (8bit): 7.029703317135569

Encrypted: false

SSDEEP: 24:u6tWaF/6easyD/iICHLSWWqyCoTTdTc+yhaX4b9upGa:u6tWu/6symC+PTCq5TcBUX4bQ

MDS5: 1F16C4E2552AEF5C913304AC66955DEF

SHA1L: 4F8C36454ED7D27C0ODD3E2C4579286F461421551

SHA-256: 3AB4C297CBCAE1C8E723D65AF0E7A33638E70550A569A26 C5DED89D6ABC3BB56

SHA-512: 5D1FB065ED8353B00CF65F332BC7D965B27AAAELIEDSBE3F7C2E6757E9B19D14F2FB97562FDC848A2D323F7255CCDODB7AAB99B4648A8E84FF49C25CF7C3E6!
71

Malicious: false

Preview:

- Bx..2.}.. . >wl.%B..{d...
LCgz.jl.7D.*M.*............. "HK..j%.IDOf7......C.]._Z.f+..1.1+.;.Mf....L:Vhg..[.. ..O:..1.a....F..S.D...8<n.V.7M....cY@....... 4.D..kn%.e. A.@IA.>\.Q|.N.P........ <l..ip..y.U..J..9
..R.mgpivwn.f4$. . X.E.1.T..2....wz..U..../[..Z..(DB.B(...-........ B.=m.3....X..p..Y. ... w..<.........8..3..0....(..I..A6f.g.XF..7Th.GmQ|....0Z_Z..x.0F".......X.=Y}. jT.R.....
.72w/...Bh..5..C...2.06"........ 8@A..."zZTXtSoftware..x.sL.OJU..MLO.JML.../....M....IEND.B". ... ........... i

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\39ab3103-8560-4a55-bfc4-401f897cf6f2[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 300x300, frames 3
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\39ab3103-8560-4a55-bfc4-401f897cf6f2[1].jpg

Category: downloaded

Size (bytes): 64434

Entropy (8bit): 7.97602698071344

Encrypted: false

SSDEEP: 1536:uvrPk/qeS+g/vzqMMWi/shpcnsdHRpkZRF+wL7NK2cc8d55:uvrsSh7XzB0shpOWpkThLRyc8J

MD5: F7E694704782A95060AC87471FOACTEA

SHA1L: F3925E2B2246A931CB81A96EE94331126DEDB9I09

SHA-256: DEEBF748D8EBEB50F9DFF0503606483CBD028D255A888E0006F219450AABCAAE

SHA-512: 02FEFF294B6AECDDA9CC9E2289710898675ED8D53B15E6FFOBB090F78BD784381E4F626A6605A8590665E71BFEED7AC703800BA018E6FEOD49946A7A3F431D7
Malicious: false

|IE Cache URL: hitp://https://cvision.media.net/new/300x300/3/167/174/27/39ab3103-8560-4a55-bfc4-401f897cf6f2.jpg?v=9

Preview:
............................ L.1A"Qa
LLUw.wm i VKKKWQH.9.
..... @xT.%.D.?...}JNm.;&.....y.qt8..x.2..u.T ..k LR Kn'n.w.{o.._...l.L.).(14....z}Z..
D2y..0.}.=.+.=U.... .]$.(.IHO.-...uKSUm*P..T.S..H.G.....6k,8.E....".n ....... pMk+ Q. n)GEUM UUWO%O )CJ&PZ ............ D.z..W...Q..r.t.6]... U;m..A.*k.ZO9.. #...q2
..mTu..Ej....6.)Se.<.*...U.@...K.g\D.../.S....~.3 ....hN.."..n..v.?E",.R<-.Y7)..M."a.0.R.D...;yo.~.x;u..H..... %.....].%
C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\AAHSHyS[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced
Category: downloaded
Size (bytes): 676
Entropy (8bit):  7.481448439265642
Encrypted: false
SSDEEP: 12:6v/78/4kPM/accZL3bmjRJjl40rS503xVif5rU4o0T+K7pVaEyT:N0/38DbmjRJIhhPIf5rO+K33yT
MD5: 14E006D55F3FEOD3CDF88C528A14F16E
SHA1L: 215136C695773BBDOBBDODA2FAA7B801C312AE63
SHA-256: 74630AA3657898DDD6F8799F979464B573D62B5975BF22661BFD091027092AC3
SHA-512: 555D13BB8E1B529CF1B255C086D4240479F32E036F268250B6E1F7D1FC10777F387ED9C4D98AD00A24416A9F16A0156F7C3B278AB11184A5E2B36BF163BFD791
Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/AAHSHyS.img?h=16&w=16&m=6&0=60&u=t&o=t&I=f&f=png

Preview:
.PNG.......IHDR. ..a....sRGB. E ...9IDAT80..Kh.Q.....$.f..6 "RD."(..j...P].P.tQ.....b (b....FKR..$. B~ oW
(.d...PF...SY ... +[F...@.C34.. ...W...(J/..1]L....%..X. YOH P7... EXeM..v ..... T ".B.F..ES.....m*. . .0.++3H... WWeg...l= {..HE....4...5...6@ pav
<.D...v.... vl EL9.K...=+3.(.R..uw.P.<..Y...Q.wls..._8V.r..g.U(...f.N...i}...aR3....... VWO.)Y.v...;/S..WP(.q.ZSB ..... 3(<......q9f..... 9T.p!.g/.4 ........... r.IDI3...
e h EKF.s.yH/.2-

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\BB1aUuFe[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3
Category: downloaded

Size (bytes): 20842

Entropy (8bit): 7.944622047451491

Encrypted: false

SSDEEP: 384:75yE9kyvydz4jEwZtfl4j7J739a3942T4gmSGXt3i7Lygy5KS1CdGJIIZXxnRuo4S0O: 75nVytdgw/VXILG2vm3XtSHygTS1CcJk

MDS5: 20AC9CDDA81BCF49AEB9E442AA7D7D18

SHA1L: F60E289D6CDBEB5FEB57FAC76CA1D1645425ED2B

SHA-256: 160F6B213DEB35DED836D05D02C4CDDF658DFE7298780BF6D59546E3CB1BCD69

SHA-512: F781BB1A4566B34AFA28A93DA70CEDODF684A062E3733493B3B209845026E9684155A229528E2EA66FF8159EE18BC61618D070F1742743C30F6562819F3C886B
Malicious: false

IE Cache URL:  hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBlaUuFe.img?h=368&w=6228&m=6&q=60&u=t&o=t&I=f&f=jpg

Preview:

tuvwxyz
"b..s..v..
R...QE.%.

(.QK@. Q@EPIE% M:R27.0. qW. HWA4..7.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellIE\2WF3MMUU\BB1bIlQ91[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 310x166, frames 3
Category: downloaded

Size (bytes): 5872

Entropy (8bit): 7.902764144165417

Encrypted: false

SSDEEP: 96:BGEE0opO4B820+b+Gk+2WabkskFYZPHI08KbOzu24suEA+WLGGC+mO0c:BFnY20+dkzWRksk409K324R3GG/mOc

MDS5: EA40F986E28BC22F286DAF394F97C515
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\2WF3MMUU\BB1bIlQ91[1].jpg

SHA1L: OFF9F75CF9C97790C018A510FFB1BCD82702812D

SHA-256: 101D64202D1D786284095114AA62A3F531A62BF5016A45AEC4A49DC3970F1848

SHA-512: 82A6304AD0A32E479A4FF3FB566A2651074AA7668314CEB136B9BC22729AEEFCAEOC59010FC44CCACBB1B1765B0018C7D8DD83C76B5384349359B36BF97015F
Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1blQ91.img?h=166&w=310&m=6&0=60&u=t&0=t&|=f&f=jpg&x=2082&y=1921

Preview:

&'()*56789:CDEFGHIJSTUVWXY Zcdefghijs

tuvwxyz.... .B.X.eT....x.0&...k*.vc. k...B7w-."..+g...$..9.5GZ..Z.M....
.zI}LP.N.C.;.1y...S>.2?B2}ED...D0..)..\.J.".G.....H....NIY.Q..Q+(...IC.$. .o.L..el{...9.V$.NO....Z.A..-s=.D|P#£.Q.E..v....
).....6.0qHZ..M...(..C..7....03P....bR.QP.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\BB1bmsWc[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3

Category: downloaded

Size (bytes): 12153

Entropy (8bit):  7.937013614095709

Encrypted: false

SSDEEP: 192:BYDe4QqWfZN9GjnJBviKrfaxk2bCtolk4sjVJjxZzed TAphjwMFmiNMb5I3vXHCr:eDc7r96BulbniyVIFZATAphpFmYZfHGb

MD5: A925276A4C30675C443213639ED29D1A

SHA1L: 244C94D3345CAABGE34700C9E233D1FC8625402F

SHA-256: AB256297DBD0445D1DD0D438B5E9EEOB7C17CBB07A506FE2FCB458528C3B5A98

SHA-512: CC8D1FBB3729FC6496793572461BCD27F7353D45E431E28F51F3750F3365C41A7E2C206006B1027C00CC2F04E5DCABAF965958DCE26DC6CA9D4980FIDCI7C6I

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bmsWc.img?h=333&w=311&m=6&0q=60&u=t&0=t&|=f&f=jpg&x=3197&y=1521

Preview:
...... JFIF... 0 Criiiis e )100)-,3:3>36F7,-@WAFLNRSR2>ZaZP  JQRO...C.......&..&05-500000000000000000000000000000000
000000000000000000 11A..Qa."q.2...#B..R..$3br........ %&'()*456789:CDEFGHIISTUVWXYZcdefgh
TISTUVVVXYZ. ..ottt W 11..AQ.aq."2...B....#3R..br...$4.%.....&'()*56 789: CDEFGHIJSTUVWXY
Zcdefghijstuvwxyz.......... ?.@z..%x.....Fkwllg./....V..17....N..S.@..F..(..C(....%U..).*... .*FVgP...*&......59.....B*R.......
Vo F*MmMF*MLDLAS.LLL)Ig@. (0. R\P.gJ..)g@..X..6R.1LkW@...t..J...N+........ a'.._...GA.c...].06.:.2..2..2..C...}15.7.. .UK. JLV.i\M......... s..Q\%..L.g.7Rh..BN...b....k.
.%.0.1..t0.2g......... ;-.P.b.)gCt...Ui*.Y..UgP8..*. . #+0.Y]..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\BB1bmuG6[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 72x72, segment length 16, baseline, precision 8, 310x166, frames 3

Category: downloaded

Size (bytes): 11207

Entropy (8bit): 7.957462747823078

Encrypted: false

SSDEEP: 192:xFHtZYXQmJAagHOPrc4lsy+1/0JESveM9Q2dgiT9EVCH4HOp1TVEXWRagkcFD:fHtZYXYuPrByzEccdggavCJIplT86/IFD

MDS5: F39BF06E524840FC98DFABE738189CD6

SHAL: A3515C627AF2DE184B3B541F030DAE69AD23C8A2

SHA-256: ATE5BBECCA60B71257BEA4CBBAOAA01D6B47BC74B6B42965829E9484321600CE

SHA-512: 11EADE78629A85724B5BF4A20C9F8F66BAEFAC1EF5BB3D23D5EFD600B6F57891B0E27DCBC3657FB01038E52BAD7C4F43D3A2B87071CF63E6365D3416EEBO07
E

Malicious: false

IE Cache URL:  hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bmuG6.img?h=166&w=310&m=6&0=60&u=t&o=t&I=f&f=jpg

Preview:
...... JFIF....HH....C...oceerrn o )100)-,3:3>36F 7,-@WAFLNRSR2>ZaZP  JQRO...C.......&..&05-500000000000000000000000000000000
000000000000000000.. " 11A..Qa."g.2...#B...R..$3br........ %&()*456789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz
11..AQ.aq."2...B....#3R..br...$4.%.....&'()*56 789: CDEFGHIJSTUVWXY Zcdefghijs

tuvwxyz.

?2..32(..Q@.(..]G..}gP...7TF...F<.M+...)gWumeE}+R...|.....J. X..T...2#(u........... of...0..*.$.Q.a\@.V.."zc#..v..;.
.S."C...0\N.SZ.(d.Lt\w.Yv..qq.1....G. M.N.MIt.P.y>Q..4X.....ii..r..xv? V. H./ . w.r.e=5. E.[...>W.Gfb...;.UK.AU>#.a*ElK.\Y {<...a.z..O[...E.".u.
e 20 VLDt

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\BB1bmuij[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 72x72, segment length 16, baseline, precision 8, 206x250, frames 3
Category: downloaded

Size (bytes): 9333

Entropy (8bit): 7.917361846928795

Encrypted: false

SSDEEP: 192:xCVe0aj7y/lo027H/FKNtMU9Jhtfl1SUgIsIVRuYL/s//7qt98:Un/UaB1Iz9sJVMY 7sn7x

MD5: 2AC2EF1E7472C608F77331DB2E192CE1

SHAL: C2A2225E822242D9F37297D6EBBC3DDEA389FE13

SHA-256: CE50688CC2C9240C5A7D1D9AEB66591FD614732320DE4EOEA534579FD70770D8
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\BB1bmuij[1].jpg

SHA-512: ODOE2EO0B69CODEBCDE7EF5B36CD26C9EDB3EC1C3EB75FCE4F299643DFIESF9744EB2E54FCA699B40F060AECOC63A27469F1DEFEC1179000D25E45E16C20BI
96A
Malicious: false

IE Cache URL:  hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bmuij.img?h=2508&w=206&m=6&0=60&u=t&o=t&I=f&f=jpg

Preview:
...... JFIF...HH..C )10) 3:J>36F7,-@WAFLNRSR2>ZaZP"JQRO...C.......&..&05-500000000000000000000000000000000
0O000000000OOO0000O0.. 11A..Qa."q.2...#B..R..$3br........ %8&'()*456789: CDEFGHIJSTUVWXY Zcdefghijstuvwxyz
11.AQ.aq."2...B....#3R..br...$4.%.....&'()*56789:CDEFGHIJSTUVWXY Zcdefghijs
tuvwxyz. 2.8 L2\ )8 M. (Fc.c%........ k..5[.}....;YA.2q...&4v.W.1......pb;..T.J....H?.fk f...h.A....l..4..$..D.L.%.@g.
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\BB1bmusM[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 240x240, segment length 16, baseline, precision 8, 311x333, frames 3
Category: downloaded

Size (bytes): 17450

Entropy (8bit): 7.9617117051320045

Encrypted: false

SSDEEP: 384:eWvnvWYfXIMZdgsHmkaB9Abc/zUOMIOOtNgLE4IVyQb4rzAXGLMU:eMnvWYfYM/RaB9AEZ600tNqLEsyU4/u+

MDS5: 8DB32FDEFA8F852047B4CF3218BA2E34

SHA1L: 53E0886FA42EB14FA02808342F72E65FC5BE2DF6

SHA-256: 7AF09ECB2701A93D8123949392D0C42BE4999A310734C66DOADCA4AE33FDB764

SHA-512: E606F139C100527CEE46FFCCOF2ABA89242C19762D960DE89C96D4145960879B06B7EF2ECB637A576F6CAES8B5BFD3881F42D9B16789BB2C1415FC31407D5F5C
Malicious: false

IE Cache URL:  hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bmusM.img?h=3338&w=311&m=6&0=60&u=t&o=t&I=f&f=jpg

Preview:

TISTUVVVXYZ. .ttt W !1..AQ ag."2...B..... &'()*56789:CDEFGHIJSTUVWXY
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\BB1bn2Vw[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 206x250, frames 3

Category: downloaded

Size (bytes): 9285

Entropy (8bit): 7.948880433673234

Encrypted: false

SSDEEP: 192:BCYWPeHShvEy8dYhnAMHIxkwb/y1f3h4ChaEVBIiTItKw:kveSj8Ohnto8Zx4dEPivb

MDS5: 09FCCB6E20D22EC95BA84515COF5EFBF

SHA1L: 8E4C655DD427B42A8706B1830FF00834556E468B

SHA-256: 70B847D9752BFOCABC7363C66C1DE7ACC58602367112B4DBOF7F5503CE3EC157

SHA-512: 4A7C2BC5D0OEEC43875DF97FE1F3E992EF82A9908551C0400649FB91075E89BB1AASASFEAABA4AT8FEFBLFIA46C4808C6761320F77DEE83D8B8F6FDO0SE3DF4:
7

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bn2Vw.img?h=250&w=206&m=6&q=60&u=t&o=t&I=f&f=jpg&x=476&y=160

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\BB1bn3Yo[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 206x250, frames 3

Category: downloaded

Size (bytes): 7944

Entropy (8bit): 7.927533469633121

Encrypted: false

SSDEEP: 192:BCIGGEWuUMB86DKItMdjDYVCWhNMUJRVKVWTT2U7:k9TI9RQIlypYvCwhKUIXUUU7

MDS5: F5DCAEOD41585D912A0ECC0300C505A1

SHA1L: C46B05F427C350C7520DAADFE35EAEEBD62241EB

SHA-256: E32D6CFFA8C5B6CC0B6852124FBEB02F5C63F8E942721A6D47F48A1797CODD36

SHA-512: A5509422713BFC53DB050BFEE83E8B770A2676621BC5430C6DB421C5D1B6A3C5625283884DB10AESEIS8DBFFIEDF1D0071FO0D4EID5703BD3B7D8C8EB78591F9
7
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\BB1bn3Yo[1].jpg
Malicious: false
|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bn3Y 0.img?h=250&w=206&m=6&0=60&u=t&0=t&I|=f&f=jpg&x=530&y=276

Preview:
...... JFIF..cciiie.Criiiien e 1)10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP  JQRO...C.......&..&05-500000000000000000000000000000000
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\BB1bn8RG[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3

Category: downloaded

Size (bytes): 11543

Entropy (8bit): 7.930024968261658

Encrypted: false

SSDEEP: 192:BYwQOCcIN5WOrnvRddDOSMspSSvGxprROBGsmiydhMSFzxYxvxQMilbaAgS5:ewLCbN/ISOSvaVOVmiyd/NYQMiR2y

MDS5: AF40DEA66996CDO6FOEAA2694CAE7308

SHA1L: 594C305F060AF1170BFFDC8CBEFC1DA5832BA081

SHA-256: B0517044C964F6F44CFOB188A9C4B2E8C223989D1FACAD34A4DA3FA444BAESS4

SHA-512: 8615A2C386690B467383D2DBCEBDI4BOEED2169E76570730C2FC281D240652B3F503D81CCFF2F88B31E4915EDCASADCABC20E744ADA9AATI7127692FE2A207
B

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bn8RG.img?h=333&w=311&m=6&q=60&u=t&0=t&I=f&f=jpg&x=2056 &y=1284

Preview:
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\BB1bnc5A[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 300x250, frames 3

Category: downloaded

Size (bytes): 4605

Entropy (8bit): 7.705088473576494

Encrypted: false

SSDEEP: 96:BG(EDaSa/KExtbvEhi4GT1ERprd3EVIB/r82hCImFOpw+2VtUjsl0cIGCO:Bbaubbvt/T8dUVI827m472VtWngH

MDS5: 9A2D8153ADOEB16B20792D57BA7C6084

SHA1L: EF42CB7868ED91553AD22D41C55AC9ABF9193209

SHA-256: D4BBB1B912F49F0365D9D2A16143026B387909C41B8010647E36FC74E6BFACO7

SHA-512: 2AA8B87AADAB5EE2E6B17E44212BD49D6B63CB0846B4E1FAB8B2B91E3CD33D45337E4627BA7B11696F30E4FA97B622352BAB1C361B93992A8CB75613B168344
4

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bnc5A.img?h=250&w=300&m=6&q=60&u=t&0o=t&I=f&f=jpg&x=426&y=288

Preview:
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\BB1bncrQ[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 72x72, segment length 16, baseline, precision 8, 100x75, frames 3

Category: downloaded

Size (bytes): 2196

Entropy (8bit): 7.764289739777176

Encrypted: false

SSDEEP: 48:xGpuERA3nZhQl4g9mYUq7KEDfr8teyRcm4f5NPFaRv1GCZRO:XxGAEWNZhfxmU7NDN55x8vdRO

MD5: 8794847E81C637487EB56709B2F62FE2

SHA1L: 22E300082B1111B8B7376C6A26AF1A5F276D0887

SHA-256: 51388FCC736B800C8D728D1E6BF744BFF3D48A3627DE3E4C8656710AE7BC2635

SHA-512: DO8CEA4AA74290632CB195875291B89FFD2DE3898CAFO06ACD02672AA834C9C7F1D12485AED2198B1E7C248DE1FC4B42FAFCF13B3C701C7073B405B06EFA453
F

Malicious: false
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\BB1bncrQ[1].jpg

|IE Cache URL:

Preview:

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bncrQ.img?h=75&w=100&m=6&0q=60&u=t&o=t&I=f&f=jpg&x=538&y=295
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\BB1bndzw[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 206x250, frames 3
downloaded

7043

7.9270484135984995

false

192:BCTrLvIP+d0UaG5sILLFYftW1mF5UV/GZjQpKZBTR:kHLvIP+dD5s9avwGZjrjR

5D1687D90F04E43E3F18C0A2AB29B196

AAOE4E74BBB552107286472DFC6EFBOE18674716
C6641F24F47C5EBA48EEB04CDDO6F3C02804A61AF1C56BC63A41A37B1837F4E6

BC49F18E030DF1AD5B45DADBBBB83A0A90756FF95B341EECE6D4640F8976C9F6B3A347A1DD767B0673EF48662390DFE74E1D3BE1D9610FADFEAS8A5623AE26
BA

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bndzw.img?h=250&w=206&m=6&0=60&u=t&0=t&I=f&f=jpg&x=587&y=238

tuvwxyz
.m.aV..X.s.1.aT.THNjL... b..J.....;q..~T.c..l..j.
S...% ...&.@d..Nj.V..i#(U%. X.2*%....p....

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\BB1bneSY[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 72x72, segment length 16, baseline, precision 8, 311x333, frames 3
downloaded

15035

7.9387709893661365

false

384:0iIM+WrXxAPA42mnZgrFTv06z18q68PJJuDPUi:OiM+WFA02GrJv08xqN/Ni

4FDE965804A7B5490B16DCBB2185ADE4

9B4FBAE2BA1E4AE43BC3034007C59D37EE432D46
3361B67043F825911C7F7C36E2BB7409D7BD8EC368C831A37AF56D75B4DCAF7D
65919D8EEIF68E8B43552A5C35534E001413F0F66FBD8251CASCDCEALFE6A9AA42035DA2966E693840578A0837E0F7526C86188CC1D16FF6C8331841A870838D
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bneSY.img?h=333&w=311&m=6&q=60&u=t&o=t&|=f&f=jpg

... )10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP JQRO...C....... &..&05-500000000000000000000000000000000
000000000000000000
ijstuvwxyz
Zcdefghijstuvwxyz.
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\BB5zDwX[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

downloaded

704

7.504963021970784

false
12:6v/78/kFf6XyxGOK8VW5npVrgzBpelZv5C2jcmQ2T3SmMAIARgJ5:3+BK8VW5b8NpelZRXIMQ7iACv
C7DBA01C92D1B9060E51F056B26122BC

440F7FC2EEB0D3A74076C6709219F29A31893F86
156AE4B3A7EF2591982271E4287B174CDC4COEE612060AD23E5469ED1148D977

95EF6D3FA8050C25CA83DCFFA8F7D9647C71A60EEEC81A10AES820EB52D65C009A7699A4A581BAES254685AA391404DFB3206EDAEDCBC38D7F0083D0OF5DD8
c7

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB5zDwX.img?h=16&w=16&m=6&0=60&u=t&o=t&I=f&f=png
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\BB5zDwX[1].png

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\BB6Ma4a[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 396

Entropy (8bit): 6.789155851158018

Encrypted: false

SSDEEP: 6:6v/IhPkR/CnFPFaUSs1venewS8cJY 1pXVhk5Ywr+hrYYg5Y2dFSkjhTSuME|jrTp:6v/78/kFPFnXleeH8YY9yEMpyk3Tc
MD5: 6D4A6F49A9B752ED252A81E201B7DB38

SHA1L: 765E36638581717C254DB61456060B5A3103863A

SHA-256: 500064FB54947219AB4D34F963068E2DE52647CF74A03943A63DC5A51847F588

SHA-512: 34E44D7ECB99193427AA5F93EFC27ABC1D552CA58A391506ACA0B166D3831908675F764F25A698A064A8DA01E1F7F58FE7A6A40C924B99706EC9135540968F1A
Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB6Ma4a.img?h=16&w=16&m=6&0=60&u=t&o=t&|=f&f=png

Preview:
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\BB7hjL[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 444

Entropy (8bit): 7.25373742182796

Encrypted: false

SSDEEP: 6:6v/IhPkR/CnFFDDRHbMgY]jEr710UbCO8j+qom62fke5Y Csd8sK CW5biVp:6v/78/kFFICENOsCoqoX4ke5V6D+bi7
MDS5: D02BB2168E72B702ECDD93BF868B4190

SHA1L: 9FB22D0AB1AAA390EOAFF5B721013E706D731BF3

SHA-256: D2750B6BEE5SD9BA31AFC66126EECB39099EF6C7E619DB72775B3E0E2C8C64A6F

SHA-512: 6A801305D1D1EB448EEB62BC7062E6ED7297000070CA626FC32F5E0A3B8C093472BE72654C3552DA2648D8A491568376F3F2AC4EA0135529C96482ECF2B2FD3E
Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB7hjL.img?h=16&w=16&m=6&9=60&u=t&o=t&I=f&f=png

Preview:

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\BBVuddh[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 304

Entropy (8bit): 6.758580075536471

Encrypted: false

SSDEEP: 6:6v/IhPkR/ChmU5nXyNbWgaviGjZ/wtDi6XxI32inTvUI8zVp:6v/78/e5nXyNb4lueg32au/

MDS5: 245557014352A5F957F8BFDAB7A3E966

SHA1L: 9CD29E2AB07DC1FEF64B6946E1F03BCCOA73FC5C

SHA-256: 0A33B02F27EE6CD05147D81EDAD86A3184CCAF1979CB73AD67B2434C2A4A6379

SHA-512: 686345FD8667C09F905CA732DB98D0O7E1D72E7ECDIFD26A0C40FEEBE8985F8378E7B2CB8AE99C0O71043BCB661483DBFB905D46CE40C6BE70EEF78A2BCDEY4!
05

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBVuddh.img?h=16&w=16&m=6&q=60&u=t&o=t&I=f&f=png

Preview:
PNG........ IHDR...coovrviin a...sRGB......... gAMA.....a....pHYs.......... +.....IDAT80...P...3....v.."0.}...".."XD.".".5.3. ....)..&-..e.....d.0.MSC.i1..%.8%].}....M.SIOM..U.. ..., 9....
X<y ELM...q... ."...,5+..].BP.5.>R....IJ.0.7|?....r.\-Ca.....IEND.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\a8a064[1].gif

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: GIF image data, version 89a, 28 x 28

Category: downloaded

Size (bytes): 16360

Entropy (8bit):  7.019403238999426
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\a8a064[1].gif

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

false
384:92SEiHys4AeP/6ygbkUZp72i+ccys4AeP/6yghkUZaoGBm:g2Tjs4Ae36kOpgi+c/s4Ae36kOaoGm
3CC1C4952C8DC47B76BE62DCO76CE3EB

65F5CE29BBC6EOCO7C6FECIBI6884E38A14A5979
10E48837F429E208A5714D7290A44CD704DD08BF4690F1ABA93C318A30C802D9

5CC1E6F9DACA9CEABS6BD2ECEEB7A523272A664FESEE4BBOADASAF983BA98DBASECF3848390DF65DA929A954AC211FF87CE4DBFDC11F5DFOC6E3FEABAST
40EF7

false

hitp://https://static-global-s-msn-com.akamaized.net/hp-neu/sc/64/a8a064.gif

B%.di.h.Lp,gS...
LEB.#. Nl

C..0.)Qutu Lot T.%...@.UH..Z0co L dbd..............

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\auction[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCI!I text, with very long lines

downloaded

19959

5.712799221181602

false
384:MUxUCGOUcYmXscXNu0UtqzY3NQ40U44iYIXZVJIA9iaZ0JZ2AA0UINfIErAzAoUON:3aC+pGlQg7tpBZjA91ugzNfIJUHzCKZEX
799608F4165247B4650CDF04E88574CB

673836EE96ADB7CDD827883C02EE1CD9B3DD8DB4
685A76EBAAASDBA72445D939186C81E6EB9289C72742DABAF60ADD21FE16AD30

AB7BC98CB9B05EF123DCE4C0B8F6735684C7B24A84A34FDB745A3CFBE6DBBBECA4928D2D412E38585739443CFESAEG839E4EBBB507FCDAALG9DBA7226C5B'
E42

false

hitp://https://srtb.msn.com/auction?a=de-ch&b=e73d770ae33441a6839b758eca87abee&c=MSN&d=https%3A%2F%2Fwww.msn.com%2Fde-
ch%2F%3Focid%3Diehp&e=HP&f=0&g=homepage&h=&j=08&k=0&I=&m=0&n=infopane%7C3%2C11%2C15&0=&p=init&q=&r=&s=1&t=&u=0&v=0&_=1606379881039

.<script id="sam-metadata" type="text/html" data-json="{&quot;optout&quot;:{&quot;msaOptOut&quot;:false,&quot;browserOptOut&quot;:false} &quot;taboola&quot;:{&q
uot;sessionld&quot;:&quot;v2_1cd69880d580d7295adel12b85926441c_faf215e7-371b-4ada-8768-d186b84d9ab4-tuct6b8eeed_1606379885_1606379885_Cli3jgY
Qrdc_GOaa79XI0v7meyABKAEwWKziyOALAOIgQSN7Y2QNQ AVgAYABoopygvanCqcmOAQ&quot;},&quot;thsessionid&quot;:&quot;v2_1cd69880d5
80d7295ade12b85926441c_faf215e7-371b-4ada-8768-d186b84d9ab4-tuct6b8eeed_1606379885_1606379885_Cli3jgYQrdc_GOaa79XI0v7meyABKAEWKziy
0A1A0IgQSN7Y2QNQ AVgAYABoopygvanCqcmOAQ&quot;,&quot;pageViewld&quot;:&quot;e73d770ae33441a6839b758eca87abee&quot;,&quot
;RequestLevelBeaconUrls&quot;:[]}">.</script>.<li class="triptych serversidenativead hasimage " data-json="{&quot;tvb&quot;:[],&quot;trb&quot;:[],&quot;tjp&quot;:[],&quot
;p&quot;:&quot;taboola&quot;,&quot;e&quot;:true}" data-provider="taboola" data-ad-region="infopane" data-ad-index="3" data-viewability="">.<

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\dnserror[1]

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, UTF-8 Unicode (with BOM) text, with CRLF line terminators
downloaded

2997

4.4885437940628465

false

48:u7u5V4VyhhV2IFUW29vjORkpNc7KpAP8Rra:vIlJ6G7A08Ra
2DC61EB461DA1436F5D22BCE51425660
E1B79BCABOF073868079D807FAEC669596DC46C1
ACDEB4966289B6CE46ECC879531F85E9C6F94B718AAB521D38E2E00F7F7F7993

A88BECB4FBDDC5AFC55E4DC0135AF714A3EEC4A63810AES5A989F2CECB824A686165D3CEDBSCBD8F35C7ESBIF4136C29DEA32736AABB451FE8088B978B493
AC6D

false

res://ieframe.dll/dnserror.htm?ErrorStatus=0x800C0005&DNSError=0

<IDOCTYPE HTML>..<html>.. <head>.. <link rel="stylesheet" type="text/css" href="NewErrorPageTemplate.css" >.. <meta http-equiv="Content-Type"
content="text/html; charset=UTF-8">.. <title>Can&rsquo;t reach this page</title>.. <script src="errorPageStrings.js" language="javascript" type="text/javascript">..

</script>.. <script src="httpErrorPagesScripts.js" language="javascript" type="text/javascript">.. </script>.. </head>.... <body onLoad="getInfo(); initMo
relnfo('infoBlockID');">.. <div id="contentContainer" class="mainContent">.. <div id="mainTitle" class="title">Can&rsquo;t reach this page</div>.. <div
class="taskSection" id="taskSection">.. <ul id="cantDisplayTasks" class="tasks">.. <li id="task1-1">Make sure the web address <span id=
"webpage" class="webpageURL"></span>is correct</li>.. <li id="task1-2">Search for this site on Bing</li>..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\down[1]

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

Encrypted:
Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe
PNG image data, 15 x 15, 8-bit colormap, non-interlaced
downloaded

748

7.249606135668305

false
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\down[1]

SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

12:6v/7/2QeZ7HVJI606yiqlp4tSQfAVFcm6R2HkZuU4fB4CsY4NJIrvMezoW2uONroc:GeZ6oLigkbDuU4fqzTrvMeBBIE

C4F558C4C8B56858F15C09037CD6625A

EE497CCO061D6A7A59BB66DEFEA65F9A8145BA240

39E7DE8B47C9F731EAA72338AD9053217B957859DE27B50B6474EC42971530781
D60353D3FBEA2992D96795BA30B20727B022B9164B2094B922921D33CA7CE1634713693AC191F8F5708954544F7648F4840BCD5B62CB6A032EF292A8B0ES2A44

false

res://lieframe.dll/down.png

........... F.Z...IDATX"%.S..@.C..jm.mTk..m.?|;.y..S....F.t...,......D.>..LpX=f.M...H4
Y_jG..vNA.<>.Nu.u@.....M....?...1D.m~)s8..&....END.B".

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\errorPageStrings[1]

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode (with BOM) text, with CRLF line terminators

downloaded

4720

5.164796203267696

false
96:z9UUigRxqH211CUIRgRLNRynjZbRXkRPRK6C87Apsat/5/+mhPcF+5g+mOQb7A90:JsUOG1yNIX6ZzZWpHOWLial6Cbh7bk
D65EC06F21C379C87040B83CC1ABACEB

208D0A0BB775661758394BE7E4AFB18357E46C8B
A1270E90CEA31B46432EC44731BF4400D22B38EB2855326BF934FE8F1B169A4F
8A166D26B49A5DI5AEA49BCE49ESEA58786A2191F4AD2ADACEF5FBB7523940CE4482D6A2502AA870A931224F215CB2010A8C9B99A2C1820150E4D365CAB28299
false

res://ieframe.dll/errorPageStrings.js

/ISplit out for localization...var L_GOBACK_TEXT = "Go back to the previous page.";..var L_ REFRESH_TEXT = "Refresh the page.";..var L_MOREINFO_TEXT = "More
information”;..var L_OFFLINE_USERS_TEXT = "For offline users";..var L_RELOAD_TEXT = "Retype the address.";..var L_HIDE_HOTKEYS_TEXT = "Hide tab shortcuts
";..var L_SHOW_HOTKEYS_TEXT = "Show more tab shortcuts";..var L_CONNECTION_OFF_TEXT = "You are not connected to the Internet. Check your Internet conn
ection.";..var L_CONNECTION_ON_TEXT = "It appears you are connected to the Internet, but you might want to try to reconnect to the Internet.";....//used by invalidcert.js
and hstscerterror.js..var L_CertUnknownCA_TEXT = "Your PC doesn\u2019t trust this website\u2019s security certificate.";..var L_CertExpired_TEXT = "The website
\u2019s security certificate is not yet valid or has expired.";..var L_CertCNMismatch_TEXT = "The hostname in the website\u2019s security certificate differs from the web
site you are trying to visit.";..var L

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\http___cdn.taboola.com_libtrc_static_thumbnails_cf4d537aaf8d1a
7be3eaac9e354c5338[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 207x311, frames 3
downloaded

17172

7.965367282743104

false

384:rniYReqlf6oFdHG3gmE1vnYxJ+pR5C1IE/u2hHbSsXL:rnzFdHG6mME1g7+j5C1Ibh7L7
2FCD74AD9F4A4D360B6E6D78BBE6C619

F370D6BD35D3183EC0770A047CED096BO3ACOD1D
E833B4327EA576E7614F32A456E98D2931D4F71E45B6320E325B1B5D412093C3

36BA9EB4658FES04ECC3F1DCCOE9FDD57D86374EC31B1E46A6CCB369DIBAFF125A93C5A1F4A537008DOCF183208D16C8083ADB8F48905B4256E8A33F707C87
2

false

hitp://https://img.img-
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ce_sharpen%2Ch_311%2Cw_207%2Cc_fill%2Cg_xy_center%2Cx_557%2Cy_313/http%3A%2F%2Fcdn.taboola.co
m%2Flibtrc%2Fstatic%2Fthumbnails%2Fcf4d537aaf8d1a7be3eaac9e354c5338.png

..................................................................... &"&0-0>>T v B BB &EFE>A24SLDDL_Z || T T
..C....pBB.1.D.....C...pB..IB..A.B8A.B...B.....n.<.C..G...B..#.81.0Ez";j.alWD.....;.5{.y..UA.B...E.RD>i!=k x$!.t......q.w.G.pD.EL.)

. h. L.7QV.EY...-.nJ.....1l.B...s. O 5 OO ST z........0X..6y..Rbg...i..5..L.]].m.i.\..SK{..]. G.K.>Kd.....s.<.K..N...Y..s6.q.>.. ..F...2[]
.=6,.%.1...0'#%..$...~C.p.l....[M5bu.~.,...;].....;...L...Smg...F..[-N.uXP."....ov...._....W.{MZ. .u.i.7...{M>...).V.LLN..l;..Im......U. A...z37>.=N..1k.9.&~..h0.=..,j..."...9.W....3.".%.
.0OlD.G..}.=.....T.Q(D>.u............ K.....LO3........ ).W.q:....... hUEX..(B.J.z..%q...iIA.J...F..c...z.F.+y.n..

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\https___ www.hach.de_media_bss_logo_default_hach-top-rich-snipp

ets[1].jpg
Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 207x311, frames 3
downloaded

22990

7.87260864343127

false

384:fwYNg7G9zupd3utlj4GgahMYe79bokQxSLOC+OH1RbijZha90ODwZ:YYyy9ibaj4aAbo7ICxVRbim9OUZ
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\https___ www.hach.de_media_bss_logo_default_hach-top-rich-snipp

ets[1].jpg
MD5:
SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

7242FCFF3290C08A6B99ABC327FAB126
1374C8E9AEA2229831A01E7276FE28C2A43B10C4
A319E1138060E02900F08A40A4B281BD6C4535E3B3A8A3ED75F1021DEB589D0OE

ESAE7A18B81E81D223A8F636FC2F9310EODC8BBAFADD3ECD1A171753A9A29541228DBB7A48759E1DBB8FC3C39FFCC6320BF092300D4C8A6FED21C88832DES!
92

false

hitp://https://img.img-
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ce_sharpen%2Ch_311%2Cw_207%2Cc_fill%2Cg_xy_center%2Cx_1245%2Cy_1072/https%3A%2F%2Fwww.hach.d
e%2Fmedia%2Fbss%2Flogo%2Fdefault%2Fhach-top-rich-snippets.png

aagg
ukUA..

hTw.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\2WF3MMUU\log[1].gif

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

GIF image data, version 89a, 1 x 1

dropped

35

3.081640248790488

false

3:CUNI/RCXknEn:/wknEn

349909CE1E0BC971D452284590236B09
ADFCO1F8A9DE68BIB27E6F98A68737C162167066
796C46EC10BC9105545F6F90D51593921B69956BD9087EB72BEE83F40AD86F90
18115C1109E5F6B67954A5FF697E33C57F749EF877D51AA01A669A218B73B479CFE4A4942E65E3A9C3E28AE6D8A467D07D137D47ECEQ072881001CA5F5736B9C(C

false

GIF89a............. R @..L.,;

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellIE\2WF3MMUU\medianet[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text, with very long lines

downloaded

384365

5.484145357675538

false
6144:leY9T200Fvb2HOM943GNVLgz5QCuJbqquU21fij:igFvye3GNVLgWxpqqU21fij
E62277B006C276DF73A31DEFC16DB2C9
D22E2AA42DD2C797C6E4A62ACA42D28C5779E83D
CD29B712B359A38DD606B3F905268474BBDBBA9F2086C6F72E900D7ACODD6AE2

DB76B27C365DCE17875169E266984FE40DEAG682C11AED3E085CB97FBE7CE1D1213ECBAEGECB680C6BFAFA12713E550CF613FOA08E1833CBF8AGFFF5E53464:%
04

false

hitp://https://contextual. media.net/medianet.php?cid=8CU157172&crid=858412214&size=306x271&https=1

<html>.<head></head>.<body style="margin: Opx; padding: Opx; background-color: transparent;">.<script language="javascript" type="text/javascript"
>window.mnjs=window.mnjs||{},window.mnjs.ERP=window.mnjs.ERP||function(){"use strict";function e(e){"object"==typeof e&&(p=e)}function n(e){g=e}function t(e){m=
e}function o(e){d=e}function r(e){"undefined"==typeof e.logLevel&&(e={logLevel:3,errorVal:e}),e.logLevel>=3&&wle.logLevel-1].push(e)}function i(){var e,n=0;for(
e=0;e<v;e++)n+=wle].length;if(0!==n){var t,0,r,i,s=new Image,a=p.lurl?p.lurl:"https://Ig3-a.akamaihd.net/nerrping.php",f="",c=0;for(e=v-1;e>=0;e--){for(n=wl[e].length,t=0;
t<n;){if(i=1===e?wle][t]:{logLevel:w[e][t].logLevel,errorVal:{name:w[e][t].errorVal.name,type:g,svr:m,servname:d,message:w|e][t].errorVal.message,line:w[e][t].errorVal.li
neNumber,description:w[e][t].errorVal.description,stack:w[e][t].errorVal.stack}},r=I(i),!(r.length+f.length<=1200)&&f.length){c=1;break}0!==f.length&&(f+=","),f+=r,w[e].s
hift(),n--

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachell[E\2WF3MMUU\medianet[2].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCI!I text, with very long lines

downloaded

384365

5.484114237554669

false
6144:1leY9T200Fvb2HOM943GNVLgz5QCuJbzqU21fij:lgFvye3GNVLgWxpzqU21fij
45F51C3F7E3A1D064CDFF3BD4C8D2F2F
D80D2AFD28D5D18B3BB237128511339E53157B87
231D50B5B12BAE8SB08FODC8DDB5DA201463ADF92869D0EA7FB76B5636F511BIF

A38DOFBEO3A29E5B85BCYA38BBED611B09BCABB9947D72455A00D8974D015092E31FES52E23D15A02492694E4E36C499C9DDC1ED41E86B95F2D72B206E2A02F
F

Page 29 of 64



C:\Users\user\AppData\Local\Microsoft\Windows\INetCachell[E\2WF3MMUU\medianet[2].htm

Malicious:
|IE Cache URL:

Preview:

false

hitp://https://contextual.media.net/medianet.php?cid=8CU157172&crid=722878611&size=306x271&https=1

<html>.<head></head>.<body style="margin: Opx; padding: Opx; background-color: transparent;">.<script language="javascript" type="text/javascript"
>window.mnjs=window.mnjs||{},window.mnjs.ERP=window.mnjs.ERP||function(){"use strict";function e(e){"object"==typeof e&&(p=e)}function n(e){g=e}function t(e){m=
e}function o(e){d=e}function r(e){"undefined"==typeof e.logLevel&&(e={logLevel:3,errorVal:e}),e.logLevel>=3&&wle.logLevel-1].push(e)}function i(){var e,n=0;for(
e=0;e<v;e++)n+=wl[e].length;if(0!==n){var t,0,r,i,s=new Image,a=p.lurl?p.lurl:"https://lg3-a.akamaihd.net/nerrping.php",f="",c=0;for(e=v-1;e>=0;e--){for(n=wl[e].length,t=0;
t<n;){if(i=1===e?wle][t]:{logLevel:w[e][t].logLevel,errorVal:{name:w[e][t].errorVal.name,type:g,svr:m,servname:d,message:w|e][t].errorVal.message,line:w[e][t].errorVal.li
neNumber,description:w[e][t].errorVal.description,stack:w[e][t].errorVal.stack}},r=I(i),!(r.length+f.length<=1200)&&f.length){c=1;break}0!==f.length&&(f+=","),f+=r,w[e].s
hift(),n--

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\2WF3MMUU\otBannerSdk[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with CRLF line terminators

downloaded

372457

5.219562494722367

false

6144:B0C8zZ50VNeBNWabo7QtD+nKmbHgtTVfwBSh:B4zj7BNWaRfh
DA186E696CD78BC57C0854179AE8704A
03FCF360CC8D29A6D63BE8073D0ES2FFC2BDDB21
F10DC8CE932F150F2DB28639CF9119144AE979F8209E0AC37BBI8D30F6FB718F
4DE19D4040E28177FD995D56993FFACBIA2A0A7AAB8265BD1BBC7400C565BC73CD61B916D23228496515C237EEA14CCC46839F507879F67BA510D97F46B6355
false

hitp://https://www.msn.com/_h/511e4956/webcore/externalscripts/oneTrustV2/scripttemplates/6.4.0/otBannerSdk.js

[** .. * onetrust-banner-sdk.. * v6.7.0.. * by OneTrust LLC.. * Copyright 2020 .. */..!function () { "use strict"; var o = function (e, t) { return (o = Object.setPrototypeOf || {
__proto__: [] } instanceof Array && function (e, t) { e.__proto__ =t} || function (e, t) { for (var o in t) t.hasOwnProperty(o) && (e[o] = t[o]) })(e, t) }; var r = function () { return
(r = Object.assign || function (e) { for (var t, o = 1, n = arguments.length; o < n; o++)for (var r in t = arguments[o]) Object.prototype.hasOwnProperty.call(t, r) && (e[r] = t[r]);
return e }).apply(this, arguments) }; function I(s, i, a, I) { return new (a = a || Promise)(function (e, t) { function o(e) { try { r(l.next(e)) } catch (e) { t(e) } } function n(e) { try {
r(L.throw(e)) } catch (e) { t(e) } } function r(t) { t.done ? e(t.value) : new a(function (e) { e(t.value) }).then(o, n) } r((I = Lapply(s, i || [I)).next()) }) } function k(o, n) { varr, s, i, e,
a = { label: 0, sent: function () { if (1 & i[0]) throw i[1]

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\otSDKStub[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

12814

5.302802185296012

false

192:pQp/Oc/tyWocJgjgh7kjj3Uz5BpHfkmZgWov:+RbJgjjjaXHfkmvov
EACEA3C30F1EDAD40E3653FD20EC3053
3B4B08F838365110B74350EBC1BEE69712209A3B
58B01E9997EA3202D807141C4C682BCCC2063379D42414A9EBCCA0545DC97918
6E30018933A65EE19E0C5479A76053DE91ESCI05DAB00DFA7DODB2475C9766B632F91DESCCIBD6BIOC2FBCA861B50879811EE43D465E5C5434943586B1CCA7F
false

hitp://https://www.msn.com/_h/511e4956/webcore/externalscripts/oneTrustV2/scripttemplates/otSDKStub.js

var OneTrustStub=function(t){"use strict";var I=new function(){this.optanonCookieName="OptanonConsent",this.optanonHtm|GroupData=[],this.optanonHostData=[],this
.IABCookieValue="" this.oneTrustlABCookieName="eupubconsent",this.oneTrustlsIABCrossConsentEnableParam="islABGlobal",this.isStubReady=!0,this.geolocat
ionCookiesParam="geolocation",this. EUCOUNTRIES=["BE","BG","CZ","DK","DE","EE","IE","GR","ES","FR","IT","CY","LV","LT","LU","HU","MT","NL","AT","PL","P
T""RO","SI","SK","FI","SE","GB","HR","LI","NO","IS"],this.stubFileName="otSDKStub",this. DATAFILEATTRIBUTE="data-domain-script" this.bannerScriptName=
"otBannerSdk.js",this.mobileOnlineURL=[] this.isMigratedURL=!1,this.migratedCCTID="[[OlIdCCTID]]",this.migratedDomainld="[[NewDomainld]]",this.userLocation={coun
try:"",state:""}},e=(i.prototype.initConsentSDK=function(){this.initCustomEventPolyfill(),this.ensureHtmIGroupDatalnitialised(),this.update GtmMacros() . this.fetchBannerSDK
Dependency()},i.prototype.fetchBannerSDKDependency=function(

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\90261KNJ\83cfba42-7d45-4670-a4a7-a3211ca07534[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 300x300, frames 3
downloaded

77019

7.9793188826252015

false

1536:n4CgnWJms605rjcuqlbftPlgzIFwkiqunE3Wsadyeogju:n4Cghwau+fZ5zJFWkPE3Wv4yeVq
AO3AE20384BA980D377C190D2A31B9CC

164C9E714A7BBE8878323280600CEDIAS47A873A
4A80CC3A77581A547C31B220DB8BE10CBA5076D02D21D69CEQO7EA6C47FBEA89B
835FB9E1D70D91F79D1ED5FB2B7BA3B8CC636037360A1783240EF53D047FE666C14F39793587A09AB63A9837D369B8EF87FC5267B0E22A612C23E753D82B7DBF
false

hitp://https://cvision.media.net/new/300x300/2/189/9/46/83cfbad2-7d45-4670-a4a7-a3211ca07534.jpg?v=9
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\90261KNJ\83cfba42-7d45-4670-a4a7-a3211ca07534[1].jpg

Preview:
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\9026IKNJ\AA7XCQ3[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 635

Entropy (8bit):  7.5281021853172385

Encrypted: false

SSDEEP: 12:6v/78/kFN1fjRk9S+T8yippKCX50dDjyKGIJI3VzvTw6tWT8eXVDUIrE:uPkQpBJoljyKGIIVzvTwétylIKE

MD5: 82E16951C5D3565E8CA2288F10B00309

SHA1L: OB3FBF20644A622A8FA93ADDFD1A099374F385B9

SHA-256: 6FACB5CD23CDB4FA13FDA23FE2F2A057FF7501E50B4CBE4342F5D0302366D314

SHA-512: 5C6424DC541A201A3360C0B0006992FBCIEEC2A88192748BE3DB93B2D0F2CF83145DBF656CC79524929A6D473E9A087F340C5A94CDC8E4FO0D08BDEC2546BD
4

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/AA7XCQ3.img?h=16&w=16&m=6&9=60&u=t&o=t&I=f&f=png

Preview:
PNG........ IHDR................ a...sRGB......... gAMA.....a....pHYS.......... (3....IDAT80..Kh.Q...3.d.1.$m..&1..[....g.AQwb."t.JE.].V.7.n\Y....n..Z.6-bK7..J. ..6M....3...{......5..3
P.E..W_..vz.J.<..L<+.}..s.}>. K4 k. Y THWPW. Ivl. .\ {y. We..... g"K.c....y. K H. h  [EC.L}+. ... U..Q.8.....(/o...s.yrG.m.N.=......1>N..~4
V.h ALEN..X.{..C2...0u . 0#R ... 4 JO~K (" h...CPU..".H$.Q.K.)"..iwl.O[.\.q.0.<Dn%..Z.j)0.7. a.l> L......$..$..Z\..u71.....a...D$.."<X.=b.Y'..../m.r.....7...9C.
l.L.gd.l.?......-.....IEND.B".

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\9026IKNJ\AAyuliQ[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 435

Entropy (8bit):  7.145242953183175

Encrypted: false

SSDEEP: 12:6v/78/W/6TKob359Y EwQsQP+0aNwGzr5jI39HLOH7YM7:U/6pbJPgQP+bVRt9rOH8G

MD5: D675AB16BA50C28F1D9D637BBEC7ECFF

SHA1L: C5420141C02C83C3B3A3D3CD0418D3BCEABB306A

SHA-256: E11816F8F2BBC3DC8B2BE84323D6B781B654E80318DC8D02C35C8D7D81CB7848

SHA-512: DA3C25D7C998F60291BF94F97A75DE6820C708AE2DF80279F3DA96CCOE647EOEBA6E94ESAEFFACAF72BA027D8FB1EL6E22FB17CFIAE3EO069C2CAS5A22F5CC7!
A4

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/AAyuliQ.img?h=16&w=16&m=6&q=60&u=t&o=t&I=f&f=png

Preview:
PNG........ IHDR................ a...sRGB......... gAMA.....a....pHYS.....coocooe... HIDAT80.KK.Q.....v...me...H.}.D............. A$.=..=h.J....H...;qof2. M........ ?..99.j*.X../e8.10...T..
....h.\?2..7)q8.MB..u.-...?2..G.p.O...ON.L.. ....... M. hC.tvzD...+?...Wz}h...8.+<..T._..D.P.p&.0.v....+r8.tg..g .C..a18G...Q.l.=..V1..... k...p0.+D[*..3SJ. X..x...”..@4. .j.. 1x".h.V.
...3..48.{$BZW.z.>...w4~."..m....IEND.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\9026IKNJ\BB15AQNmM[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 192x192, segment length 16, baseline, precision 8, 622x368, frames 3

Category: downloaded

Size (bytes): 23518

Entropy (8bit):  7.93794948271159

Encrypted: false

SSDEEP: 384:7XNEQW40G0P8X397crjXt1/v2032/EcJ+eGovCO2+m5fC/IWL2ZSwdeL5HER4ycP: 7uf4ik390Xt1vP2/RVCgm5foMyDdeiRU

MD5: C701BB9A16E05B549DA89DF384ED874D

SHA1: 61F7574575B318BDBEOBADB5942387A65CAB213C

SHA-256: 445339480FB2AE6C73FF3A11FI9F9F3902588BFB8093D5CC8EFG60AFSEF9C43B35

SHA-512: AD226B2FE4FF44BBBAOODFAB6A7C572BD2433C3821161F03A811847B822BA4FCI9F311AD1A16C5304ABE868BOFA1F548BBAEF988D87345AEB579B9F31A74D5BF:
C

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB15AQNmM.img?h=368&w=622&m=6&0q=60&u=t&o=t&I=f&f=jpg&x=868&y=379

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\BB1bm7i2[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 310x166, frames 3
Category: downloaded

Size (bytes): 8765

Entropy (8bit): 7.929168641638494

Encrypted: false

SSDEEP: 192:BFXYpttXVI5SRI+MyY Cjh+FQbUuN9ITpIb8EQIA24uw/0EF6C|TY 21Y :vop/Xxf3yLFO2uN9FJIb49AI/I6H21Y

MD5: A1BDBEBACI9A4AE0192A8DD0467CD238A

SHAL: B730B28DEC34C2ACBC651AA9E7BED483A9EOF2A3

SHA-256: EB96C415BC8920981468AFEEBF4AD0B5A862B2E1E92A7F050D3AF166640BB58DE

SHA-512: 2581C75CA6A3602A268C04061712C688628BDCB678F80F963EFACA5741B4443147190D836C18220E975AD137625B8CB64D5DB295137C34D16FE2F3C42EDEBCC
Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bm7i2.img?h=166&w=310&m=6&q=60&u=t&o=t&I=f&f=jpg&x=1760&y=1607

Preview:
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\BB1bmDOr[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 206x250, frames 3

Category: downloaded

Size (bytes): 6079

Entropy (8bit): 7.907756793099247

Encrypted: false

SSDEEP: 96:BGAaEVYG5ZXQ9k7NNAs5hINTKRpIRD4ZpGNCQCENRRUObatnBSMGq/fmgWiwol:BCSQO7AsSEJIpGkenRRUObKBjGQBWiol

MDS5: 538D76F46BF551C2E68785C6E985711C

SHA1L: C2F3747946F34715E97F83625CFCE3AE7597D62A

SHA-256: 4715D79BF723D18C24FABEED9D54798EBB016560CC927213EF11C9EA4FCCAB89

SHA-512: FADE5304AC35D52E49B3A74EC2933887BABF430682B3297579DAAFF20C1390C38C3EEO4AEC25584619B80600AC3AAA49650A9283CBDF87ADIB6BEF1071EA3D
c4

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bmDOr.img?h=250&w=206&m=6&0=60&u=t&0o=t&|=f&f=jpg&x=245&y=267

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\BB1bmGk9[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 310x166, frames 3
Category: downloaded

Size (bytes): 5115

Entropy (8bit): 7.866813813436253

Encrypted: false

SSDEEP: 96:BGEEXIIkbpgLJiGezkokcrvlIQAWOQF6ku7PTWXIcoKp9/g71sgf:BF+GLJi4ad7RPTCr3p947bC

MD5: 9180F52EA4C2E94B0F4407EC61137F17

SHA1L: 223055099EFBO0BA29FD81B1B5096110952CB33C

SHA-256: 5DD8D520AFFD75CC6693C4DD26964F617BBCDOC859B25E5E266320D888481226

SHA-512: CDF40803AEFO0FD899D326F36E6AF709D9B4748A5D8A62C1446187AF4039A80C6B260A2472C249DA35023733DB214056CO6CAF84468FC2B4C8C4A72B5719C698
Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bmGk9.img?h=166&w=310&m=6&q=60&u=t&o=t&|=f&f=jpg&x=618&y=677

Preview:
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\BB1bmdIp[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 72x72, segment length 16, baseline, precision 8, 311x333, frames 3
Category: downloaded
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\BB1bmdIp[1].jpg

Size (bytes): 9528

Entropy (8bit): 7.908670522629673

Encrypted: false

SSDEEP: 192:xYy+6UOZSSrBoe7uBASWR2GBNnc82dngBPtOK/89Yvx8K5hA3p:OynUOZJIPim5wR2oonctflPa3p

MDS5: 80B43A8CBA7D442B5BF55CA03A67A74A

SHA1L: BAFD2B2290304FB64E027B80A5924AB16F7F7E18

SHA-256: BE4ESE3140FE169A273048527226F37F5CD6DE21777C293BD28F7F608134CEGE

SHA-512: 058FB7732A94FCD5C363A00573228F9570A38CB66008E68C7DB410C3BC844804078772DC8CA75BDEBALD2E3AED11C7DIFBED18D1C31291BFALC32C26F520FL
E

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bmdIp.img?h=333&w=311&m=6&0=60&u=t&0=t&|=f&f=jpg&x=1700&y=947

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\BB1bmlu4[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 100x75, frames 3

Category: downloaded

Size (bytes): 2192

Entropy (8bit): 7.785410655991434

Encrypted: false

SSDEEP: 48:BGpuERAfNmMOKOwX063BQy/eQzpO4qlp3HGLWgE2ms:BGAENL5Ky/esclp3mw2ms

MDS5: 74DC6B1E7E1F94F3ABF15FDED17FE251

SHA1L: 7D21FFD4B227981ACD3406E3B144BEBIFFI3C3BE

SHA-256: EE61350EAO00EFD24D6CA0404E824F37C15B6D0B6ACF68C22109BE6GE7934A0EFO

SHA-512: 3B463AF94CB7BFB8063E13DF3BOC2FIF4640D22E9B6F69A05CBBD132FB92D205E6DEE45E6E8006F8DCCA47B993882FASE6D995260F81BEFDD3EB81C66FDO4E
18

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bmlu4.img?h=75&w=100&m=6&0q=60&u=t&0o=t&I=f&f=jpg&x=595&y=232

Preview:
...... JFIF..cciieeCriiiien . 0)10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP  JQRO...C.......&..&05-500000000000000000000000000000000
000000000000000000.....K.d.." 11A..Qa."q.2...#B..R..$3br........ %&'()*456789:CDEFGHIISTUVWXYZcdefgh

TISTUVVVXYZ. .ttt bbbttt W 11..AQ.aq."2...B....#3R..br...$4.%.....&'()*56 789: CDEFGHIJSTUVWXY
Zcdefghijstuvwxyz. ...h.q]b.....E..2.AS..J.GTz.*"2..S(V..s.H#S.....SB...$.y.?......E.8..1}.J&l|..z.k...i....=. k. W7 [ /.
v.0...&W.8.l.. ..=.S.. <.2..G... L ALo_ N KT..Z.7*v.=y..v2..COy~V....L.L..Z)....... iU.9<..d..=30c.....z.FN..u....[...

).Y.Y%*.C..5.. oo W, . RW.V.5.2..F

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\BB1bmpXV[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 206x250, frames 3

Category: downloaded

Size (bytes): 6268

Entropy (8bit): 7.922375998949572

Encrypted: false

SSDEEP: 96:BGAaEdqqBKSIHOcUevdWkmYNXrJSJI6AI9bCdQMrmrW15mLEAfpb5/SetuoXEWZ:BCXBSNydW167EFbCGMar+eEOLaeYoX/Z

MDS5: DA85B33A7059D819B40314C24E5BBAS0

SHA1L: OEE68304651EB2E5CB7464B2CEOOEA20E30EA2F2

SHA-256: 645CFD8F077AE11E342D1786CEDOB81409810BB4D25C406E6FD48C515646672A

SHA-512: 9EBC7A5BICFCDBESEIESF47122A06F1E3FB88DD045BF6D836549240594129220C19C950253530A6D95AFCDAFCD17A45CCC42FEBEC18AESCO8E3E49D4285E5¢
F4

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bmpXV.img?h=250&w=206&m=6&q=60&u=t&o=t&I=f&f=jpg&x=569&y=224

Preview:
...... JFIF..cpeeeCriie e 1)10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP  JQRO...C.......&..&05-500000000000000000000000000000000
000000000000000000.. " .J1A.Qa."q.2...#B..R..$3br........ %&()*456789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz
11..AQ.aq."2...B....#3R..br...$4.%.....&'()*56 789: CDEFGHIJSTUVWXY Zcdefghijs
tuvwxyz. ?..8..b. LS.@.N..G"..,.. }*+...[S.ia .n->2A.r.0._}.U.{U...c#.0.Wm...;g-.d....2.pY.1Y.......
>.2.e.N7.A..SYZ.32..5.A.R4.zP.6.N*X|.$...].a....L..})..N....#.T- 2.1 1L|..GCLL.) t........ +[H."IUY . >x=.Ku..7F..X....l.ee5.....=..z.b.<...WD.#"S....G#...vS..u...\ B
.Eeee.(BTOR...K%..i..i...Y. jl.v)......E708...T,p:w

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\BB1bn04B[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 72x72, segment length 16, baseline, precision 8, 311x333, frames 3
Category: downloaded

Size (bytes): 19609
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\BB1bn04B[1].jpg

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

7.9545599810308225

false
384:0ICXYG8K2IGcW/stWpoArLgi94/tDHy4gJTrbjvLb:OWYGh2ILskp7gi9kbybHjvn
BB6E77C5DA6A821031D6C5CBFC7FF645
17CE52267818A94803B9D6F8FOFDOC8F2064DC65
D17D4A6930589C6F240542A43E4EO0BCE70B19C3B6CI5EA1A39546B55A2D0F41B

4CC65151B5A984F830BF53AACDF40E62EAE2C037AF7D4458B02DB6AA0BB4C6B1C847F54ED358599D7F64040AC03ED30F716004C627E134A4872D5A803931EC!
C

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bn04B.img?h=333&w=311&m=6&0=60&u=t&o=t&I=f&f=jpg

...... JFIF....H.H....C....
000000000000000000
ijstuvwxyz
Zcdefghijstuvwxyz.

..)10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP'JQRO...C....... &..&05-500000000000000000000000O0OO0O000

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachel\lE\9026IKNJ\BB1bn6EJ[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 311x333, frames 3
downloaded

16446

7.940028977846305

false

384:egQLIZX9AN1BCI+AYYGObssvlJ522borRyD2a9:e/9RkPCBmDte2bKI9

196009630D5B9A2493ED435A62EF7EDD

2BDE718DEE3476916784570218FFB8CD85ABD264
243811008629C1C86AE496202D704380F3CB084B5A1736C59B76F337A22D022D
B8ABF687481B9345421755CC632E878A7C8C7707CC3DF707707A00BFC456699E1060CA699EE849F56970BA6542B783F337875E69CFOEB98913B73AF8BCCF2EES
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bn6EJ.img?h=333&w=311&m=6&q=60&u=t&o=t&I=f&f=jpg

%8&'()*456789:CDEFGHIJSTUVWXYZcdefgh

....... w......11..AQ.aq."2...B.....#3R..br...$4.%.....&'()*56 789: CDEFGHIJSTUVWXY
LL2Kkkeifys.5u<l S ].c KHLS LY LS - 9....lrtu XF.._.Jjx-.(@
.4.0c...zJ...G.F.W.+.IKS&...O....E{6.6.

ijstuvwxyz
Zcdefghijstuvwxyz.... .
..... amjO/;...5.7-.U...$.(/...0.v.]GL.@....+.J..
y...E{.q<*G.Q...$d.'$...0C...SX

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\BB1bn7Pn[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 206x250, frames 3
downloaded

7296

7.919277206743594

false

192:BCowU20wxZN3HIurSMIGz5egKrgCdPHh5ctE4zn1NN:kowU20sZ5vlo5egK75B5AEen1
9D23AE27F3FDBAB05137238C7D26B489

757BE205D11936A544E2F448F78E30E23325D380
82351F915719AB042A95486A175C4090D07375E3BA06DDF53A040A10ADI0AALF

9E17CBEOF1B1AEO3D8S8ACE73D110B24F589206DAF003C69158E7AFDEC089D8C6A7F1531A6350827C27698E75C742DFF66C676BBD652BE415FF2EAE8599F810D¢
5

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bn7Pn.img?h=250&w=206&m=6&0=60&u=t&0=t&I=f&f=jpg&x=513&y=226

...... JFIF ooy Cooiorrrceeens v )10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP JQRO...C.......&..&05-500000000000000000000000000000000
000000000000000000........... L b J1A.QaG.2.. #B. R..$3DT........ %8 ()456789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz
.J1.AQ.aq."2...B.... #3R..br...$4.%.....&()*56789: CDEFGHIJSTUVWXY Zcdefghijs

tUVWXYyZ.
...mdX.)..N...1!g..Z0)...+N..3.PT..Q.c..;..’ <8..4....y. k...r.
v.4.F_JEK...N.)....{.ZFX.d.p5-{.w#..(.~..c.nZ..

WX LLAS)GA. M. (L L hAMLX.GS . WV (W.9.(..,..3N'D...FA 4. ....
X.H...\.Zv.DK...ID...S.7.*BpG.h..1G.C....A..1*_,......... 0.Mj.2).[.@.....P}h.3

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\9026IKNJ\BB1bnaYj[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 72x72, segment length 16, baseline, precision 8, 311x333, frames 3
downloaded

6490

7.755269026671139

false
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\9026IKNJ\BB1bnaYj[1].jpg

SSDEEP: 192:xYCI1C5p6ggQiqChpQatcVORAW9kgq8Nvej7ARI:0ZgDQPat2uSgq8f+

MDS5: 5EOF2AC6C8410E07ECD8FFEFCD8B247A

SHA1L: 3DABE9BEAB5182CE828488F72A0DD99A2879DD69

SHA-256: 842C8576E85DA9EBADI61COC040769AC6063B98CDF14ACI4564415DA5803F24F

SHA-512: 892ACB35BBC1401DFDF66622C267516893A46B0B1969176A1C2666EBB10C87BDE43448BB14352ABB6DCB18D73AFBB944CD8BID7422F31C3124EED25AC1CEF:
FB

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bnaYj.img?h=333&w=311&m=6&0=60&u=t&0=t&I=f&f=jpg&x=650&y=453

Preview:
...... JFIF....HH....C...eoeerrn o )100)-,3:3>36F 7,-@WAFLNRSR2>ZaZP  JQRO...C.......&..&05-500000000000000000000000000000000
000000000000000000......M.7.." } 11A..Qa."q.2...#B..R..$3br........ %&'()*456789:CDEFGHIISTUVWXYZcdefgh
TISTUVVVXYZ. .ttt bbbttt W 11..AQ.aq."2...B....#3R..br...$4.%.....&'()*56 789: CDEFGHIJSTUVWXY
Zcdefghijstuvwxyz. . . KoKt [td[G.."...$9%.q...(E...i
2] P N\.S..... .E.7.b. & TV -R.P.L.QSJ..KA...I.G&5+.1....QQ[..@EP=.\C....i.fZ[..@.2r..=*..0.;..d..{...F..L).
(....yb....Z..b.Xnb1L...OHCE.T.).Q..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\BB1bncrQ[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 72x72, segment length 16, baseline, precision 8, 311x333, frames 3

Category: downloaded

Size (bytes): 14609

Entropy (8bit): 7.924088928287763

Encrypted: false

SSDEEP: 384:0QmFzh0Ja0aWyglw5vKOmgTBz3IqYSINZ+0e+TQVMw5S60w:OnFzhSvygBcEVIg7NZ+0e+ThwOw

MDS5: FF73672E97B902FEF17F9F5DA66379B6

SHA1L: 9CEC10444DF8559448CAB640FCB836CA97A4D643B

SHA-256: 5D8C87F638F5F0BCE4441DB3540F66FA5131A3943DAD97FFAF7BCF380823DE5S9

SHA-512: E096D0F815E4563984ED8D75971034D9B16DA88D7020A05FA9058D9E38D9D4475D2A7DDA2F4D006AB3FB39899CCF7767769BE69CS5E4DE33D81ES0A08CEA9SB
B

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bncrQ.img?h=333&w=311&m=6&q=60&u=t&o=t&I=f&f=jpg&x=538&y=295

Preview:

...... JFIF....HH....C.... )10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP JQRO...C. &..&05-500000000000000000000000000000000
0O0000000000OOO0000O %8&'()*456789:CDEFGHIJSTUVWXYZcdefgh
TISTUVVVKY Z. e ee e ee e eee e ee e eeee e eeee e W......11..AQ.aq."2...B.... #3R..br...$4.%.....&'()*56 789:CDEFGHIJSTUVWXY
Zcdefghijstuvwxyz. 29%.(_\W;]..$1x.&..ch.=.0....T...3..[.%'4b..u8........ Wt....N.N.U..K....}..J...Z.U.*...}\1R8.

..ZG....$.Bd;Pd>.c>.M.t*Ct....,..L.Ir3S..PzPz..L.e_2'C.#.Rg.... H..t4.D..3\.z=........ "o@.E%-..QE..QE..QE..QE....P..E.QE..QE..QE-.%.Q@.m.9..kA......5.Z>....d...F~.
LEw% N4\ e y4 L WL D)L(V\T?RIb. UL ( "zd6....... b...+}9co2YL.w8.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\9026IKNJ\BB1bnfY3[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 206x250, frames 3
Category: downloaded

Size (bytes): 7568

Entropy (8bit): 7.933235308412932

Encrypted: false

SSDEEP: 192:BCwzR/Ttl+Tx1DTcD5wLON2tWcJii2HeRScllobbd6KF:kqTtsTACLONSPJiiNgYy5

MDS5: BA016B9B775E5F24ECFOF7F7714031C0

SHA1L: 057AD54ABD67CE404FBF24D3E2CF22948C3ED044

SHA-256: 413930A3501366B0FFB6105124C1A57E0A8B4AB86625F77F00BOAB361DE017C24

SHA-512: F681B0221AB6F172F66C415075D2E4682093B647EF8C102E91A13130B7EAF10512F1A99A146DFDB4C679C5DA78C12B335F9F9330BD5A0EOA301DB640929BAED/
Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bnfY 3.img?h=250&w=206&m=6&q=60&u=t&0=t&I=f&f=jpg&x=359&y=239

Preview:
...... JFIF..cciiie.Criiiien e 1)10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP  JQRO...C.......&..&05-500000000000000000000000000000000
000000000000000000.. "

tuvwxyz. ?.U..n.0.
\V..g....a.Q.er.n...u>.7....7\...Go..+0.l... }kN8Y.g..+..F.E.1.0.*..E.v.\i.N
...UH[ .~e..E[.t.CT.O.|O.L..M.R,) Ji.....

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\BB1bng9y[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3
Category: downloaded

Size (bytes): 22804

Entropy (8bit): 7.965254245721466

Encrypted: false

SSDEEP: 384:eeb35ET1bykf6Xu6/Pydo3Efe5b7rgKkZxwkav8zrehKCfpgzZXbCV20rBYOaoTiFl:eeb35ETdyUBR/Pydo0fM7rfd9zAfwxGq

MD5: 209FECB56900998D4C95CCF3A921C671
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\BB1bng9y[1].jpg

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

CB99D4F2A00DBIB7F2B6D6CFCIACDEEOBEADADF4

1C4BF2235C1AAC3724D8502304E21F6A8F937A5ECE07313466E558A56D24DB29
E2954D1DF6B620A42201D781E789B44D1AAF552F10BEC8EEF9ACI5B976D91362B0622AF5317F151F78ADD7484CC064088DD15034974BD656E13D98BB19AB845
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bng9y.img?h=333&w=311&m=6&q=60&u=t&o=t&I=f&f=jpg

...... JFIF.... 0 Criiies e )100)-,3:3>36F7,-@WAFLNRSR2>ZaZP JQRO...C.......&..&05-500000000000000000000000000000000
000000000000000000 11A..Qa."q.2...#B..R..$3br........ %&'()*456789:CDEFGHIISTUVWXYZcdefgh
TJSTUVVVXYZ. .ottt bbbttt W 11..AQ.aq."2...B....#3R..br...$4.%.....&'()*56 789: CDEFGHIJSTUVWXY
Zcdefghijstuvwxyz.... 51jR...D.d.[A".. . IH.n...ZL.m.C.v..Q.}. ..y }T.T}=Z.i.....A
..9U...h...K....0.P?.'4..{...>e...02."2.}*...2.0..p.#..N.% v?0Z..z..,.2N.>.L.Q.v.R..

QY.V.v>]. t.e..<.>LO0... LF.@Y...

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\BB1bngc4[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 311x333, frames 3
downloaded

13263

7.947792995588477

false

384:eZUAAPdrjMy818VLPSCH6cXquDIb1Uil978t:eZUphjMyDVOasQD11Ugk

2D601CE3C9F9F7553FDDF5C447B4A88F

72BFF92F3949C32514918AF78FABD7A81FF9A35A
C38122196D2E69C8BDB368FF1B1A052D1042A031E8884171956938DF9CES8BAS
7AEBC64434717FF82D2D4632C39FB8353FFA129376A17E08762895886BE491FB679AES522DDDB56E2F21F5DA245E4F61F567FA42C88EB580EC86C325636F8033A
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bngc4.img?h=333&w=311&m=6&q=60&u=t&0=t&I=f&f=jpg

11A..Qa."q.2... #B...R..$3br....... %&'()*456789:CDEFGHIJSTUVWXYZcdefgh

....... W......11..AQ.aq."2...B.... #3R..br...$4.%.....&'()*56789:CDEFGHIJSTUVWXY
...Q.g8"..HX.FE9M..1..Z.6....8.2z.DW2.l.f..1._..=.}.N.Z."R... 5.&R..[g.Izs...E...Z...7L.{X
F.X.fk.0....X....8.C[.....on}i..e.l.}>K.(r.GB..P.......O.Nj.a..Z...tt}..7.5..0. .| ..4.1b....D}

ijstuvwxyz
Zcdefghijstuvwxyz.
L@..8.".3.Q..2.H.d.Ef]..;...R....
UV gt<~ L E[....s].p ]-x.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\9026IKNJ\BB1bnhf7[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 310x166, frames 3
downloaded

6604

7.914676670058366

false

192:BFIJmRhsX+5sSJaMMt4fgmURW+mwaGqd7RJ:vImRuXknJrM2uRImwaGmRJ

305DF3263BA119F58770646850D4B766

110734646A31EF355B1668786DEC372890B18EDS
BBOF20EB3A8C6E7B42122C5386759A22FE4395CDC5A79DD004C92BE1E6ADAFF9
901A8C3D1E63E9IB56BAC35DIDE24C8E63C86CEA835CC0237B356386DB3215681D7E0723843AAE2B6B2033356AAE738CAB516B0644958BC5964F83CEA3126154
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bnhf7.img?h=166&w=310&m=6&q=60&u=t&0=t&I=f&f=jpg&x=2070&y=1221

)10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP JQRO...C.......&.&05-500000000000000000000000000000000

........ 11A..Qa."q.2... #B...R..$3br....... %&'()*456 789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\9026IKNJ\BB1kc8s[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 30 x 30, 8-bit/color RGBA, non-interlaced

downloaded

799

7.616735751178749

false
12:6v/7eel/l6FAU+ZPhOPNAgOydY9vYyfS1Y+0yGo0VtgzKkchqeGOrlkTR+aleXGyl:QGp+Zpajd4/ObGPngzKkcOSNGLT
2C55F358C8213245D8DE540D89B76EDO

413A0EAO00DBB2A54C6A3933B8864E1847D795124
D11901D46370D97173C94754B69E90D7540FAF1F5C571C5E521E3A062FBFOA77
0385C2FE61CFFF69EE6A85D13003B4729B93132007294DF3407DAABI97318157C421940D689E01B6CES360A57029393FEAB949A83647DF22D43DF5064E7B82DD0
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\9026IKNJ\BB1kc8s[1].png

Malicious:

|IE Cache URL:

Preview:

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1kc8s.img?m=6&o=true&u=true&n=true&w=30&h=30
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A..E.M.T..18..Q(... L6)..r ........ h4.>...yj..j.9.0... fo+_#.. ..&0.H4...<R 7Y.n.....Zs.2.... #Ajs.....J[END.B".

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachel\lE\9026IKNJ\BB7gRE[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

downloaded

482

7.256101581196474

false

12:6v/78/kFLsiHANE30WxYZOjNO/wpc433jHgbc:zLeO/wc433Cc
307888COF03ED874ED5C1D0988888311
D6FB271D70665455A0928A93D2ABDIDICOF4E309
D59C8ADBE1776B26EB3A85630198D841F1A1B813D02A6D458AF19E9AADO7B29F

6856C3AA0849E585954C3C30B4C9C992493F4E28E41D247C061264F1D1363C9D48DB2BIFA1319EA77204F55ADBD383EFEE7CF1DA97D5CBEAC27EC3EF36DEFI
8E

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB7gRE.img?h=16&w=16&m=6&q=60&u=t&o=t&I=f&f=png
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\9026IKNJ\BB7hg4[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

downloaded

458

7.172312008412332

false
12:6v/78/kFj13TCI3wFdwrWZdLCUYzn9dct8CZsWEOoROY8/9ki:u138apdLXgxCS7D2Y+
AAF438CAD14EOE2CA9EEC23174BBD16A
41FC65053363E0EEE16DD286C60BEDE6698D96B3
9D9BCADE7A7F486C0C652C0632F9846FCFD3CC64FEF87ES5C4412C677C854E389

FD41BCD1A462A64E40EEE58D2ED85650CEQ119B2BB174C3F8E9DAG7D4A349B504E32C449C4E44E2B50E4BEB8B650E6956184A9E9CD09BOFASEA2778292B01E
A5

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB7hg4.img?h=16&w=16&m=6&q=60&u=t&o=t&|=f&f=png
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\9026IKNJ\BBXXVfm[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

downloaded

823

7.627857860653524

false
24:U/61PdppmpWEL+04TCagyP79AyECQdYTVc6ozvqE435/ke:U/6llpadT/0IVKdIL
C457956A3F2070F422DD1CC883FB4DFB
67658594284D733BB3EE7951FE3D6EEGEB39C8E2
90E75C3A88CD566D8C3A39169B1370BBES509BCBF8270AF73DBIF373C145C897
FE9D1C3F20291DFB59BOCEF343453E288394C63EF1BE4FF2E12F3F9F2C871452677B8346604E3C15A241F11CC7FEBOB91A2F3CIA2A67E446A5B4A37D331BCEA
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBXXVfm.img?h=16&w=16&m=6&q=60&u=t&o=t&I=f&f=png
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\9026IKNJ\NewErrorPageTemplate[1]

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode (with BOM) text, with CRLF line terminators

Category: downloaded

Size (bytes): 1612

Entropy (8bit): 4.869554560514657

Encrypted: false

SSDEEP: 24:5Y0bQ573pHpACtUZtIDOIFBopZleqw87xTe4D8FaFJ/Doz9AtjJghCzg:5m73jcIqQep89TEW7Uxkk

MD5: DFEABDEB84792228093A5A270352395B6

SHAL: E41258C9576721025926326F76063C2305586F76

SHA-256: 77B138AB5D0A90FF04648C26ADDD5E414CC178165E3B54A4CB3739DA0F58E075

SHA-512: E256F603E67335151BB709294749794E2E3085F4063C623461A0B3DECBCCABE620807B707ECIBCBE36DCD7D639C55753DA0495BEBSB4AESFB6BFC52AB4B284F
D

Malicious: false

|IE Cache URL: res://ieframe.dll/NewErrorPageTemplate.css

Preview:
.body.{.. background-repeat: repeat-x;.. background-color: white;.. font-family: "Segoe UI", "verdana", "arial";.. margin: Oem;.. color: #1f1f1f;..}.....mainContent..{..
margin-top:80px;.. width: 700px;.. margin-left: 120px;.. margin-right: 120px;..}.....title.{.. ~ color: #54b0f7;.. font-size: 36px;.. font-weight: 300;.. line-height:
40px;.. margin-bottom: 24px;.. font-family: "Segoe UI", "verdana";.. ~position: relative;..}.....errorExplanation..{.. ~color: #000000;.. font-size: 12pt;.. font-family:

"Segoe UlI", "verdana", "arial";.. text-decoration: none;..}.....taskSection..{.. margin-top: 20px;.. margin-bottom: 28px;.. position: relative; ..}.....tasks..{.. color: #00
0000;.. font-family: "Segoe UI", "verdana";.. font-weight:200;.. font-size: 12pt;..}....li..{.. margin-top: 8px;..}.....diagnoseButton..{.. outline: none;.. font-size: 9pt;
..}.....launchinternetOptionsButton..{.. ~outline: none;

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\90261KNJ\de-ch[1].json

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 74702

Entropy (8bit): 5.345294167813595

Encrypted: false

SSDEEP: 768:hVAYLXfhINb6Yvz6Ix1wTpCUVKhB1Ct4AityQINEDEEVCDCRiZfWUcU5Jfoc:hVhEvxaEC+biAEV3RIiEkz

MD5: 754F6C92A735B47A2CC5E7D03C2102D1

SHA1L: 71DDB35ED5E57812B895A939C77A0196B538AF40

SHA-256: 491BF15460B5FEF7B972E48841BACADA7549A01CAS52E46297E9F91B2E978132D

SHA-512: D3A859DBB25BA28D0401428A6C68B87FOBE3825DAA773B161A86D33164846FF67ADD99FDAALCF3CA4613293DD2F629C5CE2E9A3EGEBA7C796A361F02CEFA3C
8

Malicious: false

|IE Cache URL: hitp://https://www.msn.com/_h/511e4956/webcore/externalscripts/oneTrustV2/consent/55a804ab-e5c6-4b97-9319-86263d365d28/6f0cca92-2dda-4588-a757-
0e009f333603/de-ch.json

Preview:
{"DomainData":{"cctld":"55a804ab-e5c6-4b97-9319-86263d365d28","MainText":"lhre Privatsph.re","MainInfoText":"Wir verarbeiten Ihre Daten, um Inhalte oder Anzeigen
bereitzustellen, und analysieren die Bereitstellung solcher Inhalte oder Anzeigen, um Erkenntnisse .ber unsere Website zu gewinnen. Wir teilen diese Informationen mit u
nseren Partnern auf der Grundlage einer Einwilligung und berechtigter Interessen. Sie k.nnen lhr Recht auf Einwilligung oder Widerspruch gegen ein berechtigtes
Interesse aus.ben, und zwar auf der Grundlage eines der folgenden bestimmten Zwecke oder auf Partnerebene .ber den Link unter jedem Zweck. Diese Entscheidungen
werden an unsere Anbieter, die am Transparency and Consent Framework teilnehmen, signalisiert.”,"AboutText":"Weitere Informationen”,"AboutCookiesText":"lhre Pri
vatsph.re","ConfirmText":"Alle zulassen","AllowAll Text":"Einstellungen speichern”,"CookiesUsedText":"Verwendete Cookies","AboutLink":"https://go.microsoft.com/fwlink/?
Linkld=521839","H

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\90261KNJ\e151e5[1].gif

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: GIF image data, version 89a, 1 x 1

Category: downloaded

Size (bytes): 43

Entropy (8bit): 3.122191481864228

Encrypted: false

SSDEEP: 3:CUTXIs/1h/:7IU/

MDS5: F8614595FBA50D96389708A4135776E4

SHA1L: D456164972B508172CEE9D1CC06D1EA35CA15C21

SHA-256: 7122DE322879A654121EA250AEAC94BD9993F914909F786C98988ADBD0A25D5D
SHA-512: 299A7712B27C726C681E42A8246F8116205133DBE15D549F8419049DF3FCFDAB143E9A29212A2615F73E31A1EF34D1F6CEOECO93ECEADO37083FA40A075819D2
Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/hp-neu/sc/9b/e151e5.gif

Preview:
GIF89a............. Lo R D.;

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\90261KNJ\httpErrorPagesScripts[1]

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode (with BOM) text, with CRLF line terminators
Category: downloaded

Size (bytes): 12105
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachel\lE\9026IKNJ\httpErrorPagesScripts[1]
Entropy (8bit):  5.451485481468043

Encrypted: false

SSDEEP: 192:x20iniOciwd1BtvjrG8tAGGGVWnvyJVUrUiki3ayimi5ezL CvJG 1gwm3z:xPini/i+1Btvjy815ZVUwiki3ayimi5f

MDS5: 9234071287E637F85D721463C488704C

SHA1L: CCAO09B1EOFBA38BA29D3972ED8DCECEFDEF8C152

SHA-256: 65CC039890C7CEB927CE40F6F199D74E49B8058C3F8AGE22E8F916AD90EAB649

SHA-512: 87D691987E7A2F69AD8605F35F94241AB7E68AD4F55AD384F1FOD40DC59FFD1432C758123661EE39443D624C881B01DCD228A67AFB8700FESE66FC794A6C038¢
Malicious: false

|IE Cache URL: res://ieframe.dll/httpErrorPagesScripts.js

Preview:
...function isExternalUrlSafeForNavigation(urlStr)..{..var regEx = new RegExp("*(http(s?)|ftp|file)://", "i");..return regEx.exec(urlStr);..}..function clickRefresh(). {..var location
= window.location.href;..var poundindex = location.indexOf('#);..if (poundindex != -1 && poundindex+1 < location.length && isExternalUrlSafeForNavigation(location.su
bstring(poundindex+1)))..{..window.location.replace(location.substring(poundindex+1));..}..}..function navCancellnit()..{..var location = window.location.href;..var pound
Index = location.indexOf(‘#');..if (poundindex != -1 && poundindex+1 < location.length && isExternalUrlSafeForNavigation(location.substring(poundindex+1)))..{..var
bElement = document.createElement("A");..bElement.innerText = L_ REFRESH_TEXT;..bElement.href = ‘javascript:clickRefresh()';..navCancelContainer.appendChild(
bElement);..}..else..{..var textNode = document.createTextNode(L_RELOAD_TEXT);..navCancelContainer.appendChild(textNode);..}..}..function getDisplayValue(elem

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\90261KNJ\http__ cdn.taboola.com_libtrc_static_thumbnails_37817b65b6af449d0ff982df
7947563b[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 207x311, frames 3
Category: downloaded

Size (bytes): 7647

Entropy (8bit): 7.92484158768256

Encrypted: false

SSDEEP: 192:R620HFXKePJAWAYM+BcjkQYyyjK3EikeGiRkIBmSg:RE6IHI+y3yjUEIKIBMSg

MDS5: 23F7FB24925622710E2562957E29A62D

SHA1L: 47878D9AF595492849D6328E3F38182F165E86EE

SHA-256: DE498BD76F6F88B392528BA4351DD29A5B4896D6789B7228A25B2F4A0D58ADES

SHA-512: 24E69B31538C4790C5C3A969B05FF5D0352AE4E94F0A402521DA14E16D1270E3D7615EE038A521CCAS502E8DC4AB1EF6E2C249A90D182301FCCEA7B76BIF2E8Z
Malicious: false

|IE Cache URL: hitp://https://img.img-
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2Ce_sharpen/http%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic
9%2Fthumbnails%2F37817b65b6af449d0ff982df7947563b.jpg

Preview:
v 1.$..$.1,5+(+5,N=77=NZLHLZnbbn............ T 5

..... 1...{IN*SL}.g.=\...2i.m...u.L...t1...P. .8/,
Lbedgezeor o w \g3.+ha y. 371 >GJ...2..........;.hl.onN.<.. Jk..
...... gom.;S..l.....|g.~0. |...._.. s 2kwO X Lg.e Xe Kes O3> Y L L tY 3

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\90261KNJ\http___ cdn.taboola.com_libtrc_static_thumbnails_5be63bc9ee411371ae81e60d
9088056f[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 207x311, frames 3

Category: downloaded

Size (bytes): 20787

Entropy (8bit): 7.970699360370924

Encrypted: false

SSDEEP: 384:3g3Qygs+ydfRG4uqlZyblooGGrzwwywHCLfalFspzj9dWx1YhKL:3gJbfZGmvblobUowHCfRFaFdWs4L

MD5: FFDC19689224E9C3C567D09831807C24

SHA1L: OEA0448A16D21AE1C2E6599AC10F54EDD539C91F

SHA-256: 8ACF91212DBE5S5ACT7C7417E75F52728D777084660E427C9E8C74FE881A01C011

SHA-512: E84FE16E66F3A142615E03520BDCF836ECEBD6E614F748CED506FD02CD22AE7591E42FB8D82A65E69C84C542D07278FB54F593D6ED84E14CD419C8965EFAAL
2

Malicious: false

|IE Cache URL: hitp://https://img.img-
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2Ce_sharpen/http%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic
%2Fthumbnails%2F5be63bc9ee411371ae81e60d9088056f.png

Preview:

oo WL WBNMLKLY L HPKT7 L A=l ]9, 7. W09 .Zi1.J 0. JGEAALLYLL&NDL/O L .. .DY . [R..&..h......b.4.cl.ES]....i...u..j
C....l.t<z.. .UH.1.559..3.Cu.hZh#nb.a...........Y.......2.0.<.4.J.f.* 5G..G.t...\.Oe.;;.0.ISE.ZL.|@.9%..7...6.v.P.Z(2xu.,..Y.05i.T.IN...b:v... ks.|...h.....nu..&h.g k #B.....i,4.@
.G?.2.5k.{Q.d..%...kU.p.+\....i.=.q... W/ML98...Y4.t..09...y.GV...K #. /E.L]$.. T.wj.uQ..K...Cl..z.h..GKj.].h.....b#L..t......... l.gY....!(a.S5../.G\WE..=1Z.

k..7R....H.O..uyaF.DI.5¢C.....'S..S..P..AM...&..dS$\.N\.. Lzl =X kL& Z).6.mMsmO.kI.. Lis..>m....a.VmL.k.|..s. . f.vZ.at..6.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\90261KNJ\http___cdn.taboola.com_libtrc_static_thumbnails_8952d788abecf4c11254a407
718c8eb6[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 207x311, frames 3
Category: downloaded
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\90261KNJ\http___cdn.taboola.com_libtrc_static_thumbnails_8952d788abecf4c11254a407

718c8eb6[1].jpg

Size (bytes): 12734

Entropy (8bit):  7.970053099338041

Encrypted: false

SSDEEP: 384:/8dO0k7WdtKXlvzEcNpKPdtaMhRodKuA5u+2gJ:/81b7QetzH7+dtaMAKuAokW

MD5: 5ED646241BB721B9A51255DF0CBFB415

SHA1L: BD65013EFC0712D9A2AF2EFFID2523AD7FASFEA8

SHA-256: 169334A5165B594FE906CE334507E77B69F377A0E7BCE4758EADDFEE9A951E26

SHA-512: 6ECA7BBA74E265D981DE759AED887F7E500E484C6AEAA26A22FDOE496BF3769322260568C79ACFED44058467789B8F0E924D987C6A5F62A0844897E52950D95¢

Malicious: false

IE Cache URL:  hitp://https://img.img-
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2Ce_sharpen/http%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic
%2Fthumbnails%2F8952d788abecf4c11254a407718c8eb6.jpg

Preview:

e $..$.6%&&*6>424>1LDDL_Z_|| ."$..$.6*&&*6>424>LDDL_Z_||....... T 4....
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.b.Z.U.zZ;.....j.1>Z1. )J@=........ *n..8....a..ON....SSs..hrR..7.N.& ...... n..DX,W..N.Vg/,j...vY9.~...TZ..ml.o.r....E-.e0Bu.bY.}C.zCL..f.u{j<..v:#]...c.tY..y.t. 5*... JE.

..... j3.r i p AkmL$OLB.~ L K Vv KL E LWL G 2.y 9...&..h7 .. H..1q.V,...0....>.
.L.c;..U/7..hZ.>....L..Kp.bb..Ae..y..E)L..[.4..Dh ....2.|>;Z’@.HO..Xmv....M.T+<:....&..

..0.B..f..d.MWHf.ey...-s,..;/gy.....z.:8mE..Fm".....L......Mcl=n..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\9026I1KNJ\iab2Data[1].json

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines, with no line terminators

downloaded

180232

5.115010741936028

false
768:13JqIWIR2TryukPPnLLUAIGpWAowa8A5NbNQ8NnYHv:I13JqIcATDELLXGpEwW7Aq8YP
EC3D53697497B516D3A5764E2C2D2355
OCDAOF66188EBF363F945341A4F3AA2E6CFE78D3
2ABD991DABD5977796DB6AE4AD44BD600768062D69EE192A4AF2ACB0O38E13D843
CC35834574EF3062CCE45792F9755F1FB4B63DDD399A5B44C40555D191411F0B8924E5C2FEFCDO8BACEIELIE6D6275E121CABB4A84005288A7452922F94BES65!
false

hitp://https://www.msn.com/_h/511e4956/webcore/externalscripts/oneTrustV2/consent/55a804ab-e5c6-4b97-9319-86263d365d28/iab2Data.json

{"gvISpecificationVersion":2,"tcfPolicyVersion":2,"features":{"1":{"descriptionLegal":"Vendors can:\n* Combine data obtained offline with data collected online in support of
one or more Purposes or Special Purposes.”,"id":1,"name":"Match and combine offline data sources","description":"Data from offline data sources can be combined with y
our online activity in support of one or more purposes"},"2":{"descriptionLegal":"Vendors can:\n* Deterministically determine that two or more devices belong to the same
user or household\n* Probabilistically determine that two or more devices belong to the same user or household\n* Actively scan device characteristics for identification for
probabilistic identification if users have allowed vendors to actively scan device characteristics for identification (Special Feature 2)","id":2,"name":"Link different devices

" "description":"Different devices can be determined as belonging to you or your household in support of one or more of purposes."},"3"{"de

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\90261KNJ\jquery-2.1.1.min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with CRLF line terminators

downloaded

84249

5.369991369254365

false
1536:DPEKjP+iADIOr/NEe876nmBu3HvF38NdTuJO1z6/A4TqAubOR4ULvguEhjzXpa9r:oNM2Jiz60AFKP5a98HrY
9A094379D98C6458D480AD5A51C4AA27

3FE9DBACAAEC99FCBA3FOE9OED66D5057DA2DE4E
B2CE8462D173FC92B60F98701F45443710E423AF1B11525A762008FF2C1A0204

4BBB1CCB1C9712ACE14220D79A16CAD01B56A4175A0DD837A90CA4D6EC262EBFOFC20E6FA1E19DB593F3D593DDD90CFDFFE492EF17A356A1756F27F90376B
50

false

hitp://https://static-global-s-msn-com.akamaized.net/hp-neu/_h/975a7d20/webcore/externalscripts/jquery/jquery-2.1.1.min.js

/*1'jQuery v2.1.1 | (c) 2005, 2014 jQuery Foundation, Inc. | jguery.org/license */..Ifunction(a,b){"object"==typeof module&&"object"==typeof module.exports?module.exports
=a.document?b(a,!0):function(a){if('a.document)throw new Error("jQuery requires a window with a document");return b(a)}:b(a)}("undefined"!=typeof window?window:
this,function(a,b){var c=[],d=c.slice,e=c.concat,f=c.push,g=c.indexOf,h={},i=h.toString,j=h.hasOwnProperty,k={} I=a.document,m="2.1.1",n=function(a,b){return new n.fn.ini
t(a,b)},0=/"[\s\UFEFF\XAQ]+|[\s\uFEFF\xA0]+$/g,p=/"-ms-/,q=/-([\da-z])/gi,r=function(a,b){return b.toUpperCase()};n.fn=n.prototype={jquery:m,constructor:n,selector:" len
gth:0,toArray:function(){return d.call(this)},get:function(a){return null'=a?0>a?this[a+this.length]:this[a]:d.call(this)},pushStack:function(a){var b=n.merge(this.constructor(),a)
;return b.prevObject=this,b.context=this.context,b},each:function(a,b){return n.each(this,a,b)},map:function(a){return this.pushStack(n.map(this,funct

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\CS61XJW6\85-0f8009-68ddb2ab[1].js

Process:
File Type:
Category:
Size (bytes):

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines, with no line terminators
dropped

385023
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\CS61XJW6\85-0f8009-68ddb2ab[1].js
Entropy (8bit):  5.324331008407581

Encrypted: false

SSDEEP: 6144:Rr/vd/YHSg/1xeMqg3hmnid3WG(qljHSjaujiSBgxO0Dvg4FcR61x2K:F1/YAQNid3WGqljHdy6tHCRB3

MDS5: 38EBE97EF7441A5DC5D228421A22151C

SHA1L: 6D0D64011ECDEOE0422260227D5F6367842E3397

SHA-256: 105B03A925091E6F669978D1F7730BCI3FEC4F59FD14F93F9AD263472C3E3FF8

SHA-512: 8E1856B7CDB6E62EA30F1DD5CA4FFE9610A3770F17B4CCB7A572EEA48E14153747A7500BB8CE977F9C7C373EB68F7D413670B1A017AF4C96B98285D177DB41E(
3

Malicious: false

Preview:

var awa,behaviorKey,Perf,globalLeft, Gemini, Telemetry,utils,data, MSANTracker,deferredCanary,g_ashsC,g_hsSetup,canary;window._perfMarker&&window._perfMa
rker("TimeToJsBundleExecutionStart");define("jgBehavior",["jquery","viewport"],function(n){return function(t,i,r){function u(n){var t=n.length;return t>1?function(){for(var
i=0;i<t;i++)n[i]()}:t?n[0]:ffunction f(){}if(typeof t'="function")throw"Behavior constructor must be a function";if(i&&typeof i'="object")throw"Defaults must be an object or nu
II;if(r&&typeof r'="object")throw"Exclude must be an object or null*;return r=r||{},function(f,e,0){function c(n){n&&(typeof n.setup=="function"&&l.push(n.setup),typeof
n.teardown=="function"&&a.push(n.teardown),typeof n.update=="function"&&v.push(n.update))}var h;if(o&&typeof o!="object")throw"Options must be an object or null";var
s=n.extend(!0,{},i,0),I=[],a=[],v=[],y=!0;if(r.query){if(typeof f!="string")throw"Selector must be a string";c(t(f,s))}else h=n(f,e),r.each?c(t(h,s)):(y=h.length>0,

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellIE\CS61XJW6\BB10MkbM[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 965

Entropy (8bit): 7.720280784612809

Encrypted: false

SSDEEP: 24:T2PqcKHsgioKpXR3TnVUVPkKWSsvIos6z8XYy8xcvnla:5PZK335UXkJsglyScfla
MDS5: 569B24D6D28091EALF76257B76653A4E

SHA1L: 21B929E4CD215212572753F22E2A534A699F34BE

SHA-256: 85A236938E00293C63276F2E4949CD51DFF8F37DE95466AD1A571AC8954DB571
SHA-512: AE49823EDC6AE98EE814B099A3508BA1EF26A44D0D0O8E1CCF30CABO09655A7D7A64955A194E5E6240F6806BCOD17E74BD3C4C9998248234CA53104776CCO0A(
Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB10MkbM.img?h=16&w=16&m=6&0=60&u=t&o=t&|=f&f=png

Preview:
PNG........ IHDR.....coves a...sRGB......... gAMA......a....pHYs.. #..#.Xx.?v...ZIDATBOmS[h.g.=s..$n...]7.5..(.&5...D..Z..X..6....0.-.HIm.B.......... j..Z,.D.5n.1...g7;;.;3.w../......
.}..5...C==}..hd4.00../1.1.*.U8.Ww.B..MO..7}......... J...Li.T..(d.d*L.sr..... g?.aL.WC.S..C...(.pl..}[Wc..e. [.Ki<=Si UL NANGL (N L XA L A<#e.L L ATL.G..
8..m..RYDu.7.>...S....-k.....GO.......... R....5.@.h..Y$..uvpm>(<..q.,.PY...+...BHE..;.M.yJ..U<..S4.j..0... Xererrrere "o h...K.~_......qg9.).~..0y..h..u6....i._n...AT..Z.#..
L0.Lelghz 8u&...iIC.UVj_._..9....8<..Ab.| 20 v >l 0000 VKLL.CLall$8.~.0...4)..~5.16...2?..5.X.U....%...@.N....@..HIh].....l.......... #.r1/.N
Adm..@......... gV...c.X...t1CQ..TL...r3.n.."t....."..$...ctA...H.p0.0.A..IA.0.5n.m.. \.1.B>...x..L.+.H.c6..u...7...."...M....IEND.B".

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\CS61XJW6\BB14EN7h[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 192x192, segment length 16, baseline, precision 8, 622x368, frames 3
Category: downloaded

Size (bytes): 10663

Entropy (8bit): 7.715872615198635

Encrypted: false

SSDEEP: 192:BpV23EiAqPWo2rhmHI2NF51Zr9Q8yE S4+e5B0k9F80dgmQzMs: 7PiAqnHICF51VVyxk5BBOtdq3Z

MDS5: A1ED4EBOC8FE2739CE3CB55E84DBD10F

SHA1L: 7A185F8FF5FF1EC11744B44C8D7F8152F03540D5

SHA-256: 17917B48CF2575A9EA5F845D8221BFBC2BA2C039B2F3916A3842ECF101758CCB

SHA-512: 232AE7AB9D6684CDF47E73FB15B0B87A32628BAEEA97709EA88A24B6594382D1DF957E739E7619EC8E8308D5912C4B896B329940D6947E74DCE7FC75D71C684
Malicious: false

IE Cache URL:  hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB14EN7h.img?h=368&w=622&m=6&0=60&u=t&0=t&I=f&f=jpg

Preview:

...... JFIF i Ces )10) 3:J>36F7,-@WAFLNRSR2>ZaZP JQRO...C.......&..&05-500000000000000000000000000000000
W11A.Qa."q.2...#B...R..$3br........ %&()*456789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz
11..AQ.aq."2...B....#3R..br...$4.%.....&'()*56789:CDEFGHIJSTUVWXY Zcdefghijs
tuvwxyz. ?..E.(Y..ED.. .<tS....5i.9.. R.i..dt&.J.l...P.m&. 5 VE..|.}.d...i..gL=x...4.S@..u.4.J.u.....J
U%.FEU..I.*J#4.3@.6...yH...=. .}#...bx...1s...0.... 7TR...."U.......... JY .L.0..ST.M.:t3...9...2.:.08$...V. A W..0. T.Y#..=) K. .+.... XV..n;.....}.37..........IE.P.E%..RQ@
.E%..RQ@.E%...RQ@.E%...RQ@.E%...RQ@.E%...RQ@.E%...RQ@.E%-...UE,.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\CS61XJW6\BB14hqOP[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 192x192, segment length 16, baseline, precision 8, 622x368, frames 3
Category: downloaded

Size (bytes): 14112

Entropy (8bit): 7.839364256084609

Encrypted: false

SSDEEP: 384:7EIqipbU3NAAIBQVoqHDZEfE7Td4Th67Bx/J5e8HOVIHB: 7EIqZT5DMQT+TEfS90VT

MD5: AB54465EC3B994F316791CAFDE3F7E9C
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\CS61XJW6\BB14hq0P[1].jpg

SHAL:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

694A7D7E3200C3B1521F5469A3D20049EE5B6765
2A10D6E97830278A13CD51CA51EC01880CEBC44C4A69A027768218934690B102

9D12A0F8D9844F7933AA2099E8C3D470AD5609E6542EC1825C7EEB64442E0CD47CDEE15810B23A9016C4CEB51B40594C5D54E47A092052CC5E3B3D7C52E9D6
7

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB14hgqOP.img?h=368&w=622&m=6&0=60&u=t&o=t&I=f&f=jpg

...... JFIF..cciiie.Criiiien e 1)10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP  JQRO...C.......&..&05-500000000000000000000000000000000
0000000000000 000OO0 ... PN it § 11A..Qa."q.2...#B..R..$3br........ %&()*456789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz
.......... w......11..AQ.aq."2...B....#3R..br...$4.%.....&'()*56 789: CDEFGHIJSTUVWXY Zcdefghijs

?. e 22 (e d D@+ 9. VL@, n...@My..w9;.51..@....L.k..w2."..
.QNwp*3&MJrf..J..|p...n j.QW#.5W.)& & .EN > T......y.U.4.IK.sK.00j.....Z..3]...")..c..~... .RqL...lcym..R..

tUVWXYyZ.
M8)4..>.u9..5U.w9,M(.
gTa..a9.+...5-W.T@.N.8"...f.....J.6.r.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\CS6I1XJW6\BB15NBRE[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 311x333, frames 3
downloaded

12302

7.909982561312875

false
192:BY1ZCqawn3MAQZ5GKSXGovS0OJVin9rgsNOWJIXY6QwelwMfISRbSwkYxMKzhhL63N:elWwTIXpvSR5gUfelwGPUBYhhR/xaJ
9EDDD3D4DB7E9B3CDCACA28B3797936C

92179759B7DDEFC66D1D9FD6B4C5CA85801FAACE
7C2F4634E4FCBC3105D18A8E4BB16690243C9E1E6B8D20B6D87D908BBFF8ASCD

42E96AFD76AF47E3C3C25B175AB9894A8F40016ADC67D74CBA38733A6FE851EDE75C67EDI6CCCCB821A3DA8FB213C2B5F0B54D87EB4969FF15AA0C7FF9164/
81

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB15NBRE.img?h=333&w=311&m=6&0q=60&u=t&o=t&I=f&f=jpg&x=338&y=200

ijstuvwxyz
Zcdefghijstuvwxyz.
.==3L .<s.Tr.[..flgPv..[3"....
g @jarW...@...,.( T.M.W.LY o AF LA

&'()*56789:CDEFGHIJISTUVWXY
O f.6.J..5@....nGj..z0j}.3.A4..)3..vsG|.A...Cm.AAW...\A..).n...
A.@.4.).R...p.zw. #g." t.<.p.W.++.|V..@<.0.]...G..".=h.h...v..@

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\CS61XJW6\BB1bdz6e[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 622x368, frames 3
downloaded

38850

7.9724164314581625

false

768:7DvZhicRE8eMc1hJaBMk6Cm1J/vQb30v4LZNnGQVIUNY/f98rFA:7Dj7uMy0gk6bBvfgL1T/f90m
6CEF5DEDEA9217D8DB1B5370E2E77B49

4B0B183BF461F4D3BE7A83D24C28B9B2CD309CAE
0315836561F3E11E08FB4D2E2C981268C9D797996D7F1F93DA8D5CEESE9ODF3E
08A5451D4EE71263659470F33CBOCD97C5AC2AF938BC181E9EF8008CBF82B8D950ESBICDAIEIEBBLIF41AF7D5988962945A45AC5205B515918C943D776979FA9!
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bdz6e.img?h=368&w=622&m=6&q=60&u=t&o=t&I=f&f=jpg

11A..Qa."q.2...#B...R..$3br. .%&'()*456789:CDEFGHIISTUVWXYZcdefghijstuvwxyz
....11.AQ.aq."2...B....#3R..br...$4.%.....&'()*56789: CDEFGHIJSTUVWXY Zcdefghijs
LL20bllY bk (#...6.8C s A/Z.$. . FEDO. . XL...U-.......N..N.2...apr+... .+"&VS+.m[.L...f.Oka.mw..\K...I

...M..p1)...a.3SN.z..S.....x>....5..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\CS61XJW6\BB1bmFjV[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 310x166, frames 3
downloaded

13059

7.956455853610583

false

384:vwTTguUNGQOKEfcBKpyMaLTKKGWJhPtv1P/91M2QIpwl:vruUNGnkmcBBVTKKGWfPtvp91M9sl
4406CDB6D27508CAESDAEQ041CESFFE2

4D476525C4DF10C2F95988358D9F72F635AD53D9
E7625F6744342B59F248E7D82E581AB55E5027BFC1070DCC69D6D00DBF38324B
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\CS61XJW6\BB1bmFjV[1].jpg

SHA-512: 4DAA5EES5D422B2CD2B61499BBB3FF8583C43175D9421C9915F8809F288E4F5E932B93CC1F14DD9B58FF1D779920116C91CB69FD53AD778DF039B5333141A9711
Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bmFjV.img?h=166&w=310&m=6&0=60&u=t&o=t&I=f&f=jpg

Preview:

1A..Qa."q.2... #B...R..$3br........ %&'()*456 789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz
11..AQ.aq."2...B.... #3R..br...$4.%. .. & ()*56789:CDEFGHIJSTUVWXY Zcdefghijs

9G.d...K),...RF0..d...1}.C.G {..0.9....+.Fw..-. .G 5SWW.W#.{
A ZOAR T e [ DWF* HP.Q.T4p... &H(...... . oo G-, DX N pHY..{J..FOj .d.9.{..I...

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\CS61XJW6\BB1bmdk4[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 100x75, frames 3

Category: downloaded

Size (bytes): 1851

Entropy (8bit): 7.710595579164865

Encrypted: false

SSDEEP: 48:BGpuERASIBsYDKx0B4EVPmyO9uZ/m7rjb:BGAEjsYDKxoeluZ/m3jb

MDS5: 62756884B4967204B229C111E999D03A

SHA1L: 718E3DF2DD4AEFE99A9F819E655ACA06C3F8F45E

SHA-256: E416BEE02B597A4A2031806AEC968C69C64ECB3C50A9F341F8FFBBAAD3EY8730

SHA-512: BEEB03270B94CE14E1A74EE9FCE7CD760D9EAFCD83BD9570BFICC8CIB30931F4E976C1C24DF8A1142691F6CAF48BF15393A9004174DA7A1B9DD88F415D02C
9E

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bmdk4.img?h=75&w=100&m=6&q=60&u=t&o=t&I=f&f=jpg&x=753&y=283

Preview:
...... JFIF..cciiieCriiiien e 1)10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP  JQRO...C.......&..&05-500000000000000000000000000000000
000000000000000000.....K.d.." 11A..Qa."q.2...#B..R..$3br........ %&'()*456789:CDEFGHIISTUVWXYZcdefgh
ijstuvwxyz W 11..AQ.aq."2...B....#3R..br...$4.%
Zcdefghijstuvwxyz.... .F.=k.?..psZ..]..0OE...G<u5.=\C.0.P.=8..WI.....U/......... .
...... rQ1l.fEX.M.C2.1
+.p....{6k..n..k{.$.2y.....C[...0..N..+

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\CS61XJW6\BB1bmeJW[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 310x166, frames 3

Category: downloaded

Size (bytes): 9653

Entropy (8bit): 7.946709814078181

Encrypted: false

SSDEEP: 192:BFZt6B10LTwcll3sL/SDIOR8QOR3d5201weh/twZZmIm2iGe2g9XrdfHo/WL1l:vZYB1O0LTXL/SDxviaOnFt8ZmxQ2gbcW7

MDS5: CCC99EF79FEBC074BC5087D3D7D7A556

SHA1L: 5A0D949A741370698A83F345EDBE37901CBAO8CF

SHA-256: FCFO07CCA403BE619E979E74A88E42927C3E177B2489E0BC38E792159D76787C

SHA-512: 8F7B6E68AS3FBCA579D18EC3FOD2C2E6BCB3EDA701B16821A0F303864D0C2B4ESBF2AEEE264A5A1A0D1D8ACFC7B5488F21EO0ABD30C94D7EA13D039C774012
01D

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bmeJW.img?h=166&w=310&m=6&0=60&u=t&0=t&I=f&f=jpg&x=771&y=461

Preview:
...... JFIF..cciiie.Criiien w2 1)10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP  JQRO...C.......&..&05-500000000000000000000000000000000
000000000000000000........6.. TSP TSRO PSP UPRPTPPPOON § 11A..Qa."q.2...#B..R..$3br........ %&()*456789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz
.......................... w......11..AQ.aq."2...B....#3R..br...$4.%.....&'()*56 789: CDEFGHIJSTUVWXY Zcdefghijs
?2..pV. G.QY..*?2. \MtRV2..U.j.y....@.B....D.rX..4.c..B..r.B.hCg-'.... Vgfn*u...i...05..,0... . F.#w.Z-...P.q...5<
V.rMH.wb.{...W.:....6~..+v...}D.%..1)..S.9...}....S.Kq.IV.zgw..cP...z...S.z...Y%.(U.F3.m..N..| {.ch.9..T..sj..d...j.,....x56........ 5.JnQL..YXpU4...M..8....kf..|.R.{Qom..5.1.{.B..*
.b7sS.C.J.".Sm...I#...0....E.%x.d.Z.=)...

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\CS61XJW6\BB1bmuG6[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 72x72, segment length 16, baseline, precision 8, 311x333, frames 3
Category: downloaded

Size (bytes): 17877

Entropy (8bit): 7.964258985646495

Encrypted: false

SSDEEP: 384:0uBsVsU3Boq+aWQWZrpX3cVrMIuwR7nAOqgszUIBGVW7HKYcRikawDwlU8c6:00s6sBd++e1MVEuwBiuGKxcUka9m

MD5: 39D814FB60B61F4DFDF9B851CB4D74DA

SHA1L: 96DC8F4FD4048C0O5F6E3960A627D79FE3AL3EFAC

SHA-256: 36C5E2E432D1121DA1E4AB6F5129EC2EDCICAF6BB5B6AF39A9A23ABA574CAAFS

SHA-512: E3C4062528F279D25C1609D9DF5F20355A807D66526464511085D0F77D170DE957D32D3781437833F37040C60FE2987D44C75825DCB55E4ED7B185D690FD6145
Malicious: false
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\CS61XJW6\BB1bmuG6[1].jpg
IE Cache URL:  hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bmuG6.img?h=333&w=311&m=6&0=60&u=t&0=t&I=f&f=jpg

Preview:

...... JFIF....H.H....C.... &..&05-500000000000000000000000000000000
000000000000000000
ijstuvwxyz
Zcdefghijstuvwxyz.
..:0P....D9[3....59..pMKI......

Zn@H.[..}. . H.....i.umz.3..V.....(..usS..(\..2

.)10.)-,3:J>36F7,-@WAFLNRSR2>ZaZP JQRO...C.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\CS61XJW6\BB1bn6E8[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3
Category: downloaded

Size (bytes): 14385

Entropy (8bit): 7.954935793997832

Encrypted: false

SSDEEP: 384:eXzrSCiOMJEaFVs52aNHEGry06gKH8TpvPwXZ:eX3uJEaFVs8DRgYknwp

MDS5: 3EDBA5S6E8A613FF773D8DOE491C721FD

SHA1L: 439A16253C4E5B908E6157907ABDE3336ABD6F1D

SHA-256: 8AA352CD71CED73A34550580F9606D6FOEE383256 CDF7FD9F950344A7BB1E079

SHA-512: 7035F2378D0572067B577B567F8386D41F8B728B5B7FE546396179963E409759E3794A817CC1CDCB717B5960462895F958948BB86958A160E468B4858EB17C2B
Malicious: false

IE Cache URL:  hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bn6E8.img?h=333&w=311&m=6&q=60&u=t&o=t&I=f&f=jpg

Preview:

ijstuvwxyz....

Zcdefghijstuvwxyz.
{9.E5k{$..B.... M\ L$i# = ALLIL B =) <UYILALLLL.J6.XU.12e_WS.R.,....<rg"u..G4M. <...Q...D.2b$..1.%Tw:.."..Dy..Q<q.0.<U.-V..c.$..g...7.m.M&~.....V......
isl#.s.})....c...S5. C=.Q.'H>./...}....e..5%

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\CS61XJW6\BB1bn7aC[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 310x166, frames 3
Category: downloaded

Size (bytes): 7516

Entropy (8bit): 7.920110089332985

Encrypted: false

SSDEEP: 192:BFAvXhVRUNu8bIOgTuQVxeNJ+oTfpmIkXHDSjKOF:vAfhINu8/uOoNJHhOg5F

MDS5: ASEE960E860AC44C9875B4E25ACAD170

SHA1L: 76287B6FC19EBD45AA3849DB13B5AC1C33221BD9

SHA-256: FB2FC189050660BFAAFEAA32ADE3E129224AD108D814C5CB6208702C6895F0BC

SHA-512: DAFB55A23C7DEFBA6496B2496DAC943BCE5016FDB12025B1756AA7E18643079B19B9976B57559AB87A4A237553CC8DFDA6C709F600349B711F93123304D2ESE
Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bn7aC.img?h=166&w=310&m=6&q=60&u=t&o=t&I=f&f=jpg&x=521&y=394

Preview:

tuvwxyz
m7.j....Zn..W'J.s..< X
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\CS61XJW6\BB1bn9dD[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 311x333, frames 3

Category: downloaded

Size (bytes): 13538

Entropy (8bit): 7.9405626764993915

Encrypted: false

SSDEEP: 384:eghiD3AnFI+cfNKcLr3kVzYqWN5DpLAhZNj:egmMInVKcsVWDLAT7N;]

MD5: 5F90331BA59EBICDD8C39AD6424FECAC

SHAL: A9B923AC3D84333F6B01339A30B8B92821F5B7EA

SHA-256: D550D9874EDD7EED55B72F9CBBA6A4EID5DFES3C33DAA283ESEEI89D0B5BC287

SHA-512: F2EEDAC32CC6B5895E109726ED468EB349A81090B278679AA65CFDDD4527CB6E7A7991A984AC057E072CFFD8COA4EF44FE048C05ADFDOCC866CADO3BECTE!
7F2

Malicious: false

IE Cache URL:  hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bn9dD.img?h=333&w=311&m=6&0q=60&u=t&0=t&I=f&f=jpg
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\CS61XJW6\BB1bn9dD[1].jpg

Preview:
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\l[E\CS61XJW6\BB1bnj9v[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 311x333, frames 3
downloaded

10612

7.884639182009319

false

192:BY3jKMjg/IXiE1qGBLuUL5tOdbk4/q2jHHbwigNHCIIIMCKPS+eC6B:e3jHjg/NiEL/LULCRPg2jHcigNiyMCl1
350BDFCF3E39B15777BFC89F06F3F396

6356C899BD9827BAC11FBA7F7E317BB67E835425
EDD2DE9C53710BF3748E2ADDA6FD361358A52A3143BF59EB957977376523C81D

3D3EF52676BD7F2ADCD2BCC7EDAB35B83C7FF28266D71B7CA914462CF7C8EDC9181AA3C7AGCFID495743D7CB47B9440A5E14D33C1AAEOEGIEE3223AAF1CC
FE3

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bnj9v.img?h=333&w=311&m=6&0q=60&u=t&0=t&|=f&f=jpg&x=640&y=360

...... JFIF oo Coeorerrrceeens v )10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP JQRO...C.......&..&05-500000000000000000000000000000000
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\CS61XJW6\BB1bnp8c[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 72x72, segment length 16, baseline, precision 8, 100x75, frames 3
downloaded

2368

7.79640749785888

false

48:xGpuERAbaeeUXAofPPnGihw13Jj/SMe3JaQavtlwW:xGAESUQoHPGIimVJI3WJInmtd
D372B517C052019B6AC1075C634D2763

9926F1CDB3F6005C2DC85FA07B8B62B36D6BAALS
032ACBBC35FF117D37DB827213E2A12C3E6AF109164EDE578A9431AB531615ED

AD445BB9727EDFF72B46163ADD23418284459BF518B8EC3B7E100D2C00F9AOD6E0F6B5F67A8E2BBAFECBAEGES7F3CELC4A4C13A216EFSEG593F8DD5969BCA8
D83

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bnp8c.img?h=75&w=100&m=6&q=60&u=t&o=t&l=f&f=jpg

...... JFIF....HH....C.o.oeeerrnn o )100)-,3:3>36F 7,-@WAFLNRSR2>ZaZP  JQRO...C.......&..&05-500000000000000000000000000000000
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\CS61XJW6\BB4j8IS[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

downloaded

502

7.275090598817661

false
12:6v/78/kFgpMa5RkFIIAugOKv/pWdYG0OVvgUnWevayqc:ofwzbx+D0OVXWevayqc
B5EE375D16BF365C12D70B587E622965
456F47ACEA559A58301BB22B1A97BA46EA4527FB
757CC784CB24EB8903E4BF6751C6E221304D43E0018B720067E92C5CC69D0O7EE
04EOFE5CC08811F02883B8C682F428A1490A8C87B1742F3E26AD08AB06F13EAAC494E964792CEOF1604D4F95E75F364CA1CBC927E41EF4B867D421B31E13FES:
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB4j8IS.img?h=16&w=16&m=6&q=60&u=t&o=t&|=f&f=png
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\CS61XJW6\BB4j8IS[1].png

Preview:
gAMA.....a....pHYs.......... (J....IDAT80.._J.@..gv.*".=..P.Ui.E....>f.7.0..[.T..... .b.nC.* {0...,..Qx\.C..0%.M..M.r....6| K..+.
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.@...27...B. IEND.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\CS61XJW6\BBK9Hzy[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 541

Entropy (8bit): 7.367354185122177

Encrypted: false

SSDEEP: 12:6v/78/W/6T40nImZBfSKTIXS90XhTDxfIR3N400tf3QHPKS5jifFpEPY:U/6rIcBfYxGoxfxfrLgHPKhIf7 T

MDS5: 4F50C6271B3DF24A75AD8E9822453DA3

SHA1L: F8987C61D1C2D2EC12D23439802D47D43FED3BDF

SHA-256: 9AEBA4C5EF55043F07D888AB192D82BB95D38FA54BB3D41F701863239E16E21C

SHA-512: AFA483EAFEAF31530487039FB1727B819D4E61E54C395BA9553C721FB83C3B16EDF88E60853387A4920AB8F7DFAD704D1B6D4C12CDC302BE05427FCI0E7FAC!
8

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBK9Hzy.img?h=16&w=16&m=6&q=60&u=t&o=t&I=f&f=png

Preview:

IHDR...coovvin a...sRGB........gAMA.....a....pHYS......cccocenne. IDAT80.Q.K[A...M L../+.... 4. X.GAIQb..E<. AX..LP(-.X... y...D) e ov.YX._4.@._ .
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\CS61XJW6\BBPfCZL[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: GIF image data, version 89a, 50 x 50

Category: downloaded

Size (bytes): 2313

Entropy (8bit): 7.594679301225926

Encrypted: false

SSDEEP: 48:5Zvh217t5SkY33fS+PuSsgSrrVi7X3ZgMjkCqBn9VKg3dPnRd:vkrrS333g+PagKk7X3Zgal9kMpRd
MDS5: 59DAB7927838DE6A39856EED1495701B

SHA1L: AB0734C857BFF8FF159C1879A041C6EA2329A1FA

SHA-256: 544BA9B5585B12B62B01C095633EFC953A7732A29CB1E941FDESAD62AD462D57

SHA-512: 7D3FB1A5CC782E3C5047A6C5F14BF26DD39B8974962550193464B84A9B83B4C42FB38B19BDOCEF8247B78E3674F0C26F499DAFCF9AF780710221259D2625DB8¢
Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBPfCZL.img?h=27&w=27&m=6&q=60&u=t&o=t&I=f&f=png

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\CS61XJW6\BBSAFEK][1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 229

Entropy (8bit): 6.32582687955373

Encrypted: false

SSDEEP: 6:6v/IhPKR/EhINKXiuYkCo/Vzj94mmJISUVp:6v/78/IkXiuYNMVjCdSu

MD5: 9464877AC3BEFD45D26A2C6B47FE193C

SHAL: AO4A44EALIFE78980E1423755071FF18AD6CE1208

SHA-256: 9089566EE7142F457AB4D29ED695CDC887A063D1ACECB6C69627F199AFBASC1C

SHA-512: 4E58A99FAF309FD60F75AE348D1CEAFDASEB668AECB3CDBC55E241C98405DC421374B365E4A620632950F9142F8D7A559C15100BDADE9SF4C5A88A11B0C244]
7

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBSAFEK.img?h=16&w=16&m=6&0=60&u=t&o=t&|=f&f=png

Preview:
PNG..
00...

IHDR.....coves a...sRGB......... gAMA......a....pHYs.......... \.r...zZIDAT80cd8s.?....J..P\"... ... a....e..f.55{M(;8..3.[Pu. P bX..-....08..p..w...(...T0O".3...
.IEND.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\CS61XJW6\BBUE92F[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced
Category: downloaded
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\CS61XJW6\BBUE92F[1].png

Size (bytes): 708

Entropy (8bit): 7.5635226749074205

Encrypted: false

SSDEEP: 12:6v/78/gMGkt+fwrs8vYfbooyBfle7XKH5bp6z0w6 TDy9xBOIIDtgf/bU9Fgjlyfd:XGVw90iNH5pbPDy9xmju/AXEyYfY FW

MDS5: 770E05618413895818A5CE7582D88CBA

SHA1L: EF83CE65E53166056B644FFC13AF981B64C71617

SHA-256: EEC4AB26140F5AEA299E1D5D5F0181DDC6B4AC2B2B54A7EE9E7BAGEOA4B4667D

SHA-512: B01D7D84339D5E1B3958E82F7679AFD784CE1323938ECA7C313826A72F0E4EE92BD98691F30B735A6544543107B5F5944308764B45DB8DEO6BE699CAS1FF7653
Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBUE92F.img?h=16&w=16&m=6&q=60&u=t&o=t&I=f&f=png

Preview:
PNG........ IHDR...coovrviin a...sRGB......... gAMA......a.....pHYs...%...%.IR$....YIDAT8OM..LA...~.."".q.. X........ +'q@...A..&H..H...D.6..p.X"....... z.d.fr....rg. 2.7, \{eE.
LB.rgv.doFtvew....g.lou]7 . Bu{ .S Ay e TLL (DALY Y LLBWNLLL >z e<wg - Towe 8- 5P Ke 7L 2omg et W20 (e L) L% A<
=M...rR.Ad..gh...iX@co..12...."9}...E.0.i?..j5.|$.m..-5....Z.bl...E.....'"MX[M.....s...e..7..u<L.k.@c......k.zzV...O........ e.,.5.4%.,,........ L..y;..d.mK.v.J.C.0G:w...O.N.........

o]l b= E@BTLLFot X FW.3..@.>....... I.bF.V..2u.b&q....... IEND.B".

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\CS61XJW6\BBX2afX[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 27 x 27, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 688

Entropy (8bit): 7.578207563914851

Encrypted: false

SSDEEP: 12:6v/74//aalCzkSOmMs9aEx1Jt+9YKLg+b30121P7qO1uCqbyldNEIA67:BPObXRc6AjOI21Pf1dNCy

MDS5: 09A4FCF1442AD182D5E707FEBC1AB65F

SHA1L: 34491D02888B36F88365639EE0458EDBOA4EC3AC

SHA-256: BE265513903C278FI9C6E1EBIE4158FA7837A2ABAC6A75ECBEID16F918C12B536

SHA-512: 2A8FA8652CB92BBA624478662BC7462D4EA8500FA36FESE77CBD50AC6BDOF635AA68988COE646FEDC39428C19715DCD254E241EB18A184679C3A152030FDIFF
8

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBX2afX.img?h=27&w=27&m=6&q=60&u=t&o=t&I=f&f=png

Preview:

[.Z+3UL# G+3.=V."D7...1/K.._.LxY....E.$.{ s}.D...&
b..&.5.Z...r.Q.zM<...+.X3..Tgf._...+SS...u....... */......END.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachell[E\CS6IXJW6\a5ea21[1].ico

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 32 x 32, 8-bit/color RGB, non-interlaced

Category: downloaded

Size (bytes): 758

Entropy (8bit): 7.432323547387593

Encrypted: false

SSDEEP: 12:6v/792/6 TCfasyRmQ/iyzH48qyNkWCj7ev50C5qABOTo+CGB++yg43gX4b9uTmMI:F/6easyD/iCHLSWWqyCoTTdTc+yhaX4v
MD5: 84CC977D0OEB148166481B01D8418E375

SHA1L: 00E2461BCD67D7BA511DB230415000AEFBD30D2D

SHA-256: BBF8DA37D92138CCO8FFEEC8E3379C334988D5AE99F4415579999BFBBB57A66C

SHA-512: F47A507077F9173FB07EC200C2677BA5F783D645BE100F12EFE71F701A74272A98E853C4FAB63740D685853935D545730992D0004CID2FESE1965445CAB509C3
Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/hp-neu/sc/2b/a5ea21.ico

Preview:

IA,>\.Q|.N.P........ <l..p..y.U...J..9..R.mgp}vwn.f4$. . X.E.1.T...2.....wz..U..../[..Z..(DB.B(....m........ B.=m.3....X..p..Y...w.<.......8..3..0....(..l..A..6f.g XF..7Th.Gmq
|...0z_Z..X.0F.......... X..=Y},jT..R.....72w/...Bh..5..C...2.06 ........ 8@A..."zZTXtSoftware..x.sL.OJU..MLO.JML.../.....M....IEND.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\l[E\CS61XJW6\cfdbd9[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 27 x 27, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 740

Entropy (8bit): 7.552939906140702

Encrypted: false

SSDEEP: 12:6v/70MpfkExg1JOT5FINRIYX1TEdLh8vI542irJQ5nnXZkCa0j0cMgL17jXGW:HMuXk5RWT TEovnOAXZMitL9aw
MD5: FE5E6684967766FF6A8AC57500502910

SHA1L: 3F660AA0433C4DBB33C2C13872AA5A95BC6D377B

SHA-256: 3B6770482AF6DA488BD797AD2682C8D204ED536D0D173EE7BB6CEBOD479A2EAT
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\CS61XJW6\cfdbd9[1].png

SHA-512:
Malicious:
|IE Cache URL:

Preview:

AF9F1BABF872CBF76FC8C6B497E70F07DF1677BB17A92F54DC837BC2158423B5BF1480FF20553927ECA2E3F57D5E23341E88573A1823F3774BFF8871746FFA51
false

hitp://https://static-global-s-msn-com.akamaized.net/hp-neu/sc/c6/cfdbd9.png

................ U....sBIT....|.d.....pHYs ~....tEXtSoftware.Adobe Fireworks CS6......tEXtCreation Time.07/21/16.~y....<IDATH..k.Q....;.;..& #...4..2...
B$.%.nb....cl..w.YV.... &.$.ml..1.3M.F3.}W,e.%..x.,..c..0.*V...W.=0.uv.X...C....3"....5....C.0cerurueee 2]EO....M..N....[..]5.&...9.Z25]H...gf....I...
04,63 HLLYLLBLG VT a.&K L2 Dot M..9...ek.kP.A."2....k..D.}\...V%.\..vIM..3.t....8.S.P.........9....yl.<..9...

L+anx.0... Y.m1.N.I.V.;V.a3.U...,.1lc.-J<.gm-1.d.A.d. 4.k ..SL.....IEND.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\CS61XJW6\fcmain[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCI!I text, with very long lines, with no line terminators

downloaded

38875

5.082007321295292

false
768:n1av1Ub8Dn/efW94hit3fPRQYXfOWOBEZNn3SQN3GFI2950116VBjl9sxV:1Q1UbOSWmhIt3nRQY XfOWOBEZn3SQN3i
21E679BDA45FD25E41C343B5FEA370EF

3E3D1CB1C6FF882F625803E6B8A38A09EBB19EFL
106DCEBF94A54C4B557F0CA3BFA87686AF5B4E4F1303D7E14392C11D99951885

588AD08DA39B77F6E3B8BAFES5D21A14CC98A0BCD07133F0B5519C761376C2A3385C5C488AEFC116C32584FAG629A5DA113475AEAQ0A2D0347AESD7CD544F24D(
BB

false

hitp://https://contextual. media.net/803288796/fcmain.js?
&gdpr=0&cid=8CU157172&cpcd=pC3IHgSCqY8UHihgrvGroA%3D%3D&crid=722878611&size=306x271&cc=CH&https=1&vif=2&requrl=https%3A%2F%2Fwww.msn.co
m%2Fde-ch%2F%3Focid%3Diehp&nse=5&vi=1606379882288215489&ugd=4&rtbs=1&nb=1&ch=window._mNDetails.initAd

;window._mNDetails.initAd({"vi":"1606379882288215489","s":{"_mNL2":{"size":"306x271","viComp":"1606302610594216414","hide AdUnitABP":true,"abpl
""3" "custHt":"™","setL3100":"1"},"Ihp":{"I2wsip":"2886931942","I2ac":""},"_mNe":{"pid":"8P0O641UYD","requrl":"https://www.msn.com/de-ch/?ocid=iehp#mnetcrid=7228
78611#"},"_md":[],"ac":{"content":"<!IDOCTYPE HTML PUBLIC \"-\WW3CWDTD HTML 4.01 TransitionalV\W/EN\" \"http:\V\/\www.w3.orgV/TRVhtml4Vloose.dtd\">\r\n<html
xmins=\"http:\V\V\www.w3.0rg\/1999VxhtmI\">\r\n<head><meta http-equiv=\"x-dns-prefetch-control\" content=\"on\"><style type=\"text\/css\">body{background-color: transpa
rent;}<V/style><meta name=\"tids\" content=\"a='"800072941' b="803767816' c="msn.com’ d="entity type'\" \/><script type=\"textVjavascript\">try{window.locHash = (parent._
mNDetails && parent._mNDetails.getLocHash && parent._mNDetails.getLocHash(\"722878611\"\"1606379882288215489\")) || (parent._mNDetails[\"locHash\"] &&
parent._mNDetails|\"locHash\

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellIE\CS6I1XJW6\http___cdn.taboola.com_libtrc_static_thumbnails_db9f218e0a6a2041598d182e

df210f0d[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 207x311, frames 3
downloaded

16615

7.873099263714778

false

384:BYNg7JKaYrImVxynsXKgqzMOzIx8sXJj2wgjW+ogrF6:BYyFKTiCs6Q/zlysX12wg5b0
8FFC5BB1C8606F6CCDOBCCEA8B87798E

0B160C8E509FFD12AA0DC7A29037C077E15724F3
86A88E396B85B1F5A176E73C1495B4F6016F055200F9AAECB050BF9497C31616

2515B57FFAFAGBECAABA035DC6858FCFD57E1FE6C7A44D2EBE8B42BEABDCEA994D5CE42BFI5D72AEC34F62EE9660FE15758DD5A8ED16904409F70DAGEB27
B9FO

false

hitp://https://img.img-
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2Ce_sharpen/http%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic
%2Fthumbnails%2Fdb9f218e0a6a2041598d182edf210f0d.jpg

0.8 XYZ L b....
colour space - sRGB...
iewing Condition in IEC61966-2.1........

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\CS61XJW6\mI_2F[1].avi

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe
data

downloaded

5

2.321928094887362

false

3:3:3

5BFA51F3A417B98E7443ECA90FC94703
8C015D80B8A23F780BDD215DC842B0F5551F63BD
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\CS61XJW6\mI_2F[1].avi

SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

BEBE2853A3485D1C2E5C5BE4249183E0DDAFFIF87DE71652371700A89D937128

4CD03686254BB28754CBAAG35AE1264723E2BESBOCE1DDOF78D1AB7AEE72232F5B285F79E488E9C5C49FF343015BD07BB8433D6CEEOSAE3CEA8C317303E3ACS
99

false

http:/f
ocsp.scalb.amazontrust.com/images/QaUQorwka_2B48rY2Qe5/SdcUGv2cnTCLnPLjvg4/7xpb36c2nnIXWFgFCUOEOE/wEntwhmXKOENX/Z6CQBt0z/2qGB98tWSORBIR
0OXz4sbwoW/NNMe8u8Mzu/TNHxzHVm_2BrW3x_2/B1HN_2ByjHGZ/FgynGAhibvF/ml_2F.avi

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\CS6IXJW6\nrrV97497[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

91720

5.417918168381897

false
1536:Ght5EFuQkZu/ePhX08InqFSOFkxcK+uLIXsDOvoBZeTFuQNgaCpLf4LfcVFS:GhoghXZFpyEuLSkoLeTRCw
87940B215EBED321358F0B3A40E7E821

B412235B3BF3229069D487ABFEEF28AA06811193
4412C168BF8CFC076BD23DC69129CDD7EAA61ADSCCFF8828FB3BF84FD67FA8DO

2ED8189A2B97DEE4042E8CB2BCO063F4F7594C2EE6975F2EED7DEB7BCE3C5F9FS8ED4B1BC2D6F984E0841CC940963CFFB5D595000E1514A42CE496034CF8036€
E

false

hitp://https://contextual.media.net/48/nrr\V97497 js

var _mNRequire,_mNDefine;!function(){"use strict";function n(n){return"[object Array]"===0bject.prototype.toString.call(n)}function e(n){return void 0!==n&&""'==n&&null'=
=n}function t(n){return"function"==typeof n}function r(r,i,0){return t(i)&&(o=i,i=[]),!!(e(r)&&n(i)&&t(0))&&void(u[r]={deps:i,callback:o})}unction i(n,e){var r,c=[];for(var f in n
)if(n.hasOwnProperty(f) {if(r=n[f],"object"==typeof r||"undefined"==typeof r){c.push(r);continue}void 0!==0o[r]?c.push(o[r]):(o[r]=i(u[r].deps,u[r].callback),c.push(o[r]))}return t(
e)?e.apply(this,c):civar o={},u={};_mNRequire=i,_mNDefine=r}();_mNDefine("modulefactory",[],function(){"use strict";function r(r){var e=!0,0={};try{o=_mNRequire([r])[0]}c
atch(i){e=!1}return o.isResolved=function(){return e},o}function e(){o=r("conversionpixelcontroller"),i=r("browserhinter"),n=r("kwdClickTargetModifier"),t=r("hover"),a=r(
"mraidDelayedLogging"),c=r("macrokeywords"),d=r("tcfdatamanager")}var o={},i={},n={},t={},a={},c={},d={};return e(),{conversionPix

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\CS61XJW6\otFlat[1].json

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with CRLF line terminators

downloaded

12588

5.376121346695897

false
192:RtmLMzybpgtNs5YdGgDaRBYw6Q3gRUJ+g5iwJILd+IJmMgEbSmfPPenUpoQuQJ/Qq:Rgl14jbK3e85csXf+oHBIAHYP1IMJIAk
AF6480CC2AD894E536028F3FDB3633D7

EA42290413E2E9E0B2647284C4BC03742C9F9048
CA4F7CEOB724E12425B84184E4F5B554F10F642EE7C4BE4D58468D8DED312183
A970B401FE569BF10288E1BCDAA1AF163E827258EDOD7C60E25E2D095C6A5363ECAE37505316CF22716D02C180CB13995FA808000A5BD462252F872197F4CE9E
false

hitp://https://www.msn.com/_h/511e4956/webcore/externalscripts/oneTrustV2/scripttemplates/6.4.0/assets/otFlat.json

{. "name": "otFlat",.. "html": "PGRpdiBpZD0ib25ldHJ1c3QtYmFubmVyLXNkaylgY2xhc3MIIm90RmxhdCI+PGRpdiBjbGFzcz0ib3Qtc2R
rLWvanRhaWSIcn+PGdelBJbGcmzOlethZRrLXJvdyI+PGde|BpZDO|b25IdHJ103QtZSJvdXAtY29udGprmVyI|B]bGcmzOlethZRrLWVpZZhOIGQOLXNka
y1jb2x1bW5z1j48ZGI2IGNsYXNzPSJiYW5uZXJfbG9nbyl+PC9kaXY+PGRpdiBpZD0ib25/dHJI1c3QtcG9saWN51j48aDMgaWQ9Im9uZXRydXNOLXBvbGljeS10aXRsZSI
+VGhpcyBzaXRIIHVzZXMgY29va2llczwvaDM+PCEtLSBNb2JpbGUgQ2xvc2UgQnV0dG9ul COtPjxkaXYgaWQ9Im9uZXRydXNOLWNsh3NILWJO0biljb250YWIuZXItbW9ia
WxliBjbGFzcz0ib3QtaGlkZS1sYXJInZSI+PGJ1dHRVbiBjbGFzcz0ib25ldHI1c3QtY 2xve2UtY nRuLWhhbmRsZXIgb25ldHJ1c3QtY 2xve2UtY nRuLXVplGJhbm5icil
jbG9zZS1idXR0b24gh3QthW9iaWxIIGIOLWNsbh3NILWIjb24ilGFyaWEtbGFiZWw9lkNsb3NIIEJhbm5IcilgdGFiaw5kZ Xg9ljAiPjwvY nVOdGOuPjwvZGI2PjwhLS0gT
W9iaWXxIIENsb3NIIEJ1dHRVbiBFTKQtLT48cCBpZD0ib251dHJ1c3QtcG9saWN5LXRIeHQIiPIdIIHVzZ SBjb29rawVzIHRVIGItcHIvdmUgeW91ciBleHBlcmllbmNILCB
0ObyByZW1IbWJlIciBsb2ctaW4gZGVOYWIscywgcHIvdmlkZSBzZWN1cmUghG9

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachell[E\CS61XJW6\otPcCenter[1].json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with CRLF line terminators

downloaded

46394

5.58113620851811

false
384:0j+X+jzgBCL2RAAaRKXWSUB8zVrX0eQna4lwFpWgeObRApQZInjatWLGuD3eWrwAs:4zgEFAIXWeNelpW4lzZInuWjlHoQthl
145CAF593D1A355E3ECD5450B51B1527

18F98698FC79BA278C4853D0DF2AEEB0F61E15A2
0914915E9870A4ED422DB68057A450DF6923A0FA824B1BE11ACA75C99C2DA9C2
D02D8D4F9C894ADABBAOB476D223653F69273B6A8B0476980CD567B7D7C217495401326B14FCBE632DA67C0CB897C158AFCB7125179728A6B679B5F81CADEB:
false
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\CS61XJW6\otPcCenter[1].json

|IE Cache URL:

Preview:

hitp://https://www.msn.com/_h/511e4956/webcore/externalscripts/oneTrustV2/scripttemplates/6.4.0/assets/v2/otPcCenter.json

{. "name": "otPcCenter", "html": "PGRpdiBpZD0ib25IdHJ1c3QtcGMtc2RrliBjbGFzcz0ib3RQYONIbnRIciBvdC1oaWRIIGI90LWZhZGUta
W4|IGFyaWEthQkYWWQInRydWUlIHvaGU9ImeYvaZngYXJpYSleWJIbeIZGJSPSJdeleleaXRsZSI+PCEtLSBDbGQzZSBCdXR0b24gLSO+PGde
iBjbGFzcz0ib3QtcGMtaGVhZGVylj48IS0tIExvZ28gVGFnICOtPjxkaXYgY 2xhc3M9Im9OLXBjLWxvZ28ilHIvbGU9ImItZylgY XJpY S1sYWJIbD0iQ29tcGFueSBMb2d
VIj48L2Rpdj48YnV0OdGOuIGIKPSJjbhG9zZS1wYylidG4AtaGFuZGxicilgY 2xhc3MIIM9OLWNsh3NILWIjb24ilGFyaWEthGFiZWw9lkNsb3NIIj48L2J1dHRvVbj48L2Rpdj48ISOtIEN
sh3NIIEJ1dHRVbIAtLT48ZGI2IGIKPSIvdC1wYy1jh250ZW50I1iBjbGFzcz0ib3QtcGMtc2Nyb2xsY mFylj48aDMgaWQ9Im90LXBjLXRpdGxl1j5Zb3VyIFByaXZhY3k8L
2gzPjxkaXYgawQ9Im90LXBjLWRIc2MiPjwvZGI2PjxidXR0Ob24gaWQ9ImFjY2VwdC1yZWNvbW1lIbmRIZC1lidG4taGFuZGxIcil+QWxsh3cgY WxsPC9idXR0b24+PHNIY3R
pb24gY2xhc3M9Im90LXNkaylyb3cghb3QtY2FOLWdycCl+PGgzIGIkPSJIvdC1jYXRIZ29ye S10aXRsZSI+TWFuYWdIIENvb2tpZSBQcmVmZXJlbmNIczwvaDM+PGRpdiBjb
GFzcz0ib3QtcGxpLWhkcil+PHNwYW4gY 2xhc3M9IIm90LWxpLXRpdGxllj5Db25zZW50PC9

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\CS6IXJW6\otTCF-ie[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators

downloaded

102879

5.311489377663803

false
768:0NKWTOmM7r8N1gpPVsjvB6z4Y|3RCjnugKtLEdT8XJORONTMC5GkkJOXcIGK58:8kunecpujSQRCjnrkKxJg0TMC5ZW8
52F29FAC6C1D2BOBAC8FESDOAA2F7ALS

D66C777DA4B6D1FEE86180B2B45A3954AE7EOAED
E497A9E7A9620236A9A67F77D2CDALCC9615F508A392ECCA53F63D2C8283DCOE

DF33C49B063AEFD719B47F9335A4A7CE38FA391B2ADF5ACFDOC3FE891ASD0ADDF1C3295E6FF44EEO8E729F96EO0DS26FFD773DC272E57C3B247696B79EE116¢€
BA

false

hitp://https://www.msn.com/_h/511e4956/webcore/externalscripts/oneTrustV2/scripttemplates/6.4.0/0tTCF-ie.js

Ifunction(){"use strict";var c="undefined"!=typeof window?window:"undefined"!=typeof global?global:"undefined"!=typeof self?self:{};function e(e){return e&&e.__
esModule&&Obiject.prototype.hasOwnProperty.call(e,"default”) ?e.default:e}function t(e,t){return e(t={exports:{}},t.exports),t.exports}unction n(e){return e&&e.Math==Math&
&elfunction p(e){try{return!!e()}catch(e){return!0}}function E(e,t){return{enumerable:!(1&e),configurable:!(2&e),writable:!(4&e),value:t}}function o(e){return w.call(e).slice(8,-
1)Hunction u(e){if(null==e)throw TypeError("Can't call method on "+e);return e}function I(e){return I(u(e))}function f(e){return"object"==typeof e?null!==e:"function"==typeof
e}function i(e,t){if(!f(e))return e;var n,r;if(t&&"function"==typeof(n=e.toString)&&!f(r=n.call(e)))return r;if("function"==typeof(n=e.valueOf)&&!f(r=n.call(e)))return r;if(!t&
&"function"==typeof(n=e.toString)&&!f(r=n.call(e)))return r;throw TypeError("Can't convert object to primitive value")}function y(e,t){retur

Static File Info

General
File type:
Entropy (8bit):
TriD:

File name:
File size:
MD5:
SHA1L:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Copyright null 2020

MS-DOS executable, MZ for MS-DOS
6.45172345869243

e Win32 Dynamic Link Library (generic) (1002004/3)
99.60%

Generic Win/DOS Executable (2004/3) 0.20%
DOS Executable Generic (2002/1) 0.20%

VXD Driver (31/22) 0.00%

Autodesk FLIC Image File (extensions: flc, fli, cel)
(7/3) 0.00%

opzion1[1].dll
167936

e o o o

8e1c8cff8610e8932d766ab3008af305
ed105378c222691e40c4a15d09b51c83df4d4134

e513d1e2ef995156b6f803f10c05052a3clae35f92elc6d
5bb7765a4d3b61011

83a975be8f5435c59750179f6c642bc819fh05732671629
98d2922594a57c657df2c44b0061a4c45334c6b9fafl79a
279c3f944aa2ad4a0980feb2bd9ac797cf

3072:IMZhiVcGQDgf+0J/zdQAYK|XLFL8615g09SfNI7
Mt9vQ90Z:+ZhiVcGB+0O7QnqL861+zyBQ90

MZ. e 1.L.IThis
program cannot be run in DOS mode....$.......PE..L..

74f0edecccdceOed
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Static PE Info

General

Entrypoint: 0x40768b

Entrypoint Section: text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: LOCAL_SYMS_STRIPPED, 32BIT_MACHINE, EXECUTABLE_IMAGE, DLL,

LINE_NUMS_STRIPPED, RELOCS_STRIPPED
DLL Characteristics:
Time Stamp: 0x0 [Thu Jan 1 00:00:00 1970 UTC]
TLS Callbacks:
CLR (.Net) Version:
OS Version Major:
OS Version Minor:
File Version Major:
File Version Minor:

Subsystem Version Major:

o & O A O »

Subsystem Version Minor:

Import Hash: 835da50418fe3alled52190a8ed68c00

Entrypoint Preview

Instruction
push ebp
mov ebp, esp
sub esp, 30h
push esi
push 0000006Eh
push 004154C0h
push 00000001h
call dword ptr [00401358h]
mov dword ptr [0042A5E8h], eax
cmp eax, 00000000h
jne 00007F6294783EAFh
mov dword ptr [0042A60Ch], eax
push 00000045h
push dword ptr [0042A5F0h]
call 00007F6294786993h
add esp, 08h
mov dword ptr [0042A604h], eax
push dword ptr [0042A5F0h]
push dword ptr [0042A5F8h]
push eax
call 00007F629478AAFCh
add esp, 0Ch
mov ebx, 00000070h
sub ebx, ebx
add ebx, FFFFFFC3h
sub ebx, dword ptr [0042A5F8h]
mov dword ptr [ebp-14h], ebx
push dword ptr [0042A5F8h]
push 0000000Fh
push FFFFFFD4h
push 0000001Dh
push FFFFFF86h
push dword ptr [0042A5E8h]
push 00000035h
push FFFFFFICh
call 00007F6294785C5Ah
add esp, 20h
mov dword ptr [ebp-20h], eax
push FFFFFFE2h
push FFFFFFE7h
push 0000004Ah
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Instruction

push 0000004Eh

push 0000005Bh

call 00007F6294789A0Ah
mov dword ptr [ebp-0Ch], eax
mov ebx, E304E671h

mov dword ptr [ebp-28h], ebx
push 00416168h

call dword ptr [00401298h]
mov dword ptr [0042A5E8h], eax
mov dword ptr [ebp-0Ch], eax
push FFFFFF90h

push 00000036h

push 0000006Ch

push 00000054h

push FFFFFF84h

Data Directories

Name Virtual Address Virtual Size Is in Section

IMAGE_DIRECTORY_ENTRY_EXPORT Oxafa8 0x272 text

IMAGE_DIRECTORY_ENTRY_IMPORT 0x1084 0x154 text

IMAGE_DIRECTORY_ENTRY_RESOURCE 0x0 0x0

IMAGE_DIRECTORY_ENTRY_EXCEPTION 0x0 0x0

IMAGE_DIRECTORY_ENTRY_SECURITY 0x0 0x0

IMAGE_DIRECTORY_ENTRY_BASERELOC 0x2f000 0xfa0 .reloc

IMAGE_DIRECTORY_ENTRY_DEBUG 0Oxb1d0 0x8c text

IMAGE_DIRECTORY_ENTRY_COPYRIGHT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_GLOBALPTR 0x0 0x0

IMAGE_DIRECTORY_ENTRY_TLS 0x0 0x0

IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG 0x0 0x0

IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_IAT 0x11d8 0x318 text

IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR 0x0 0x0

IMAGE_DIRECTORY_ENTRY_RESERVED 0x0 0x0

Sections

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

text 0x1000 Oxad2c Oxae00 False 0.599205280172 data 6.54426665483 IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_INITIALIZED
_DATA,

IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

rdata 0xc000 0x318 0x400 False 0.36328125 SysEx File - PalmTree 3.04710185103 IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_READ

insculp  0xd000 0x180a 0x1a00 False 0.676682692308 data 6.16460947489 IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_READ

t 0xf000 0x19d4 0x1a00 False 0.718149038462 data 6.41466093774 IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_READ

blea 0x11000 ox1dcd 0x1e00 False 0.708333333333 data 6.38056209233 IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_READ

oy 0x13000 0x13bb 0x1400 False 0.74140625 data 6.38902983615 IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_READ

data 0x15000 0x19d46 0x15800  False 0.623001453488 zlib compressed data 5.60968583667 IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

reloc 0x2f000 0xfa0 0x1000 False 0.82080078125 data 6.75375872841 IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_DISCARDA
BLE, IMAGE_SCN_MEM_READ

Imports
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DLL
acledit.dll
advapi32.dll

comctl32.dll
dsprop.dll
gdi32.dll
imm32.dll
kbdru.dll
kernel32.dIl

mpr.dll

msvert.dil

netapi32.dll
odbc32.dll
ole32.dll

secur32.dll
shell32.dll
user32.dll

Exports

Name

Blessingly

Beleaf
Saccharomycetales
Pastorale
Schoolmistress
Undatedness
Justiceless
Blandness
Interrace
Pertinaciously
DlICanUnloadNow
Bewhiten
Acolythate
Cornroot

Overpot

Populin
DllUnregisterServer
DlIRegisterServer
Naufragous
Terephthalic
Plicatile

Ritualist
Dampproofing
Phersephoneia
Factice

Pedetinae
DlIGetClassObject

Coecum

Copyright null 2020

Import
SedSystemAclEditor

RegDeleteKeyW, RegQueryValueExA, RegDeleteValueW, RegQueryValueExW, RegOpenKeyExW,
InitializeSecurityDescriptor, AllocateAndInitializeSid, SetSecurityDescriptorOwner, GetSecurityDescriptorDacl,
SetSecurityDescriptorGroup, FreeSid, RegCreateKeyExW, StartServiceW, LookupAccountNameW, EqualSid,
RegSetValueExW, AddAccessAllowedAce, InitializeAcl, GetSecurityDescriptorOwner, GetAce, GetSecurityDescriptorLength,
RegCloseKey, SetSecurityDescriptorDacl, IsValidSecurityDescriptor, OpenSCManagerW, GetAclinformation, GetLengthSid,
LookupAccountSidW, GetSecurityDescriptorGroup, CloseServiceHandle, RegEnumKeyExW, RegOpenKeyEXxA,
OpenServiceW, RegEnumValueW, QueryServiceStatus, MakeSelfRelativeSD

InitCommonControlsEx, CreatePropertySheetPageW, DestroyPropertySheetPage
DllUnregisterServer

GetTextExtentPoint32W, GetObjectW, CreateCompatibleDC, CreateBitmaplndirect
ImmAssociateContext

KbdLayerDescriptor

GetUserDefaultLCID, IsBadWritePtr, DeleteCriticalSection, LocalAlloc, EnterCriticalSection, GetComputerNameW,
GlobalUnlock, GetDriveTypeW, InterlockedDecrement, GetModuleHandleW, MultiByteToWideChar, GetLastError, LocalFree,
InitializeCriticalSection, IstrcmpiW, WideCharToMultiByte, GetSystemDefaultUlLanguage, LeaveCriticalSection, LoadLibraryW,
GlobalFree, GetCurrentThreadld, VirtualProtect, IstrcpynW, GlobalLock, Sleep, GetShortPathNameW, GlobalAlloc,
GetFileAttributesW, LoadResource, SetLastError, IsBadReadPtr, IstrlenW, FindResourceExW, HeapDestroy, GetProcAddress,
FreeLibrary, FormatMessageW, GetWindowsDirectoryW, IstrcpyW, GetModuleFileNameW, InterlockedIincrement,
LockResource, GetModuleFileNameA, GetUserDefaultUILanguage, IstrcatW, LoadLibraryA

WNetGetConnectionW

_purecall, _onexit, wescat, _wcsicmp, _mbschr, wesrchr, free, westok, memmove, weschr, _wesnicmp, _wtoi, swscanf, wcslen,
__RTDynamicCast, wescpy, _wtol, _wcsdup, wescmp, iswascii, malloc, iswdigit, strchr, __CxxFrameHandler, wcsncpy, ?
terminate@ @ YAXXZ, _initterm, iswalpha, __dllonexit

NetServerGetinfo, NetApiBufferFree
SQLConnectW

CoUninitialize, Colnitialize, CoCreatelnstance, StringFromCLSID, CoCreatelnstanceEx, CoGetClassObject, StringFromGUID2,
CoTaskMemFree, ReleaseStgMedium, CLSIDFromProgID, CoTaskMemAlloc, CreateStreamOnHGIlobal

FreeContextBuffer, EnumerateSecurityPackagesW
SHGetPathFromIDListW, SHBrowseForFolderW, ExtractlconExW, SHGetMalloc, SHGetFilelnfow, ShellExecuteW

ReleaseDC, GetSysColor, CharNextW, IsWindowEnabled, PostMessageW, CreateWindowExW, CharUpperW, GetFocus,
GetWindowTextW, Getlconinfo, GetWindowTextLengthW, ShowWindow, LoadBitmapW, RegisterClipboardFormatWw,
GetParent, FillRect, GetTabbedTextExtentW, EnableWindow, IswWindowVisible, RedrawWindow, GetWindowInfo, DrawlconEx,
SetWindowsHookExW, LoadlconW, GetWindow, SendMessageW, GetDesktopWindow, CallNextHookEx, GetClientRect,
InvalidateRect, GetDC, UnhookWindowsHookEXx, LoadStringW, wsprintfW, GetWindowRect, GetWindowLongW

Ordinal Address

1 0x4029f2

2 0x402a37
3 0x403624
4 0x4036b6
5 0x40455f
6 0x404cd9
7 0x40515f
8 0x4059c4
9 0x405¢27
10 0x4060bd
11 0x4062f6

12 0x406839
13 0x406b5a
14 0x406c05
15 0x406f86

16 0x40700a
17 0x407365
18 0x407516
19 0x40768b
20 0x408a%e
21 0x40926¢
22 0x409a56
23 0x409b48
24 0x409ca5
25 0x409eb3
26 0x40a28c
27 0x40a4c7
28 0x40a565
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Network Behavior

Network Port Distribution

Total Packets: 116

® 53 (DNS)
@ 443 (HTTPS)

TCP Packets

Timestamp Source Port Dest Port Source IP Dest IP

Nov 26, 2020 09:38:06.280297041 CET 49746 443 192.168.2.4 151.101.1.44
Nov 26, 2020 09:38:06.281441927 CET 49747 443 192.168.2.4 151.101.1.44
Nov 26, 2020 09:38:06.282744884 CET 49748 443 192.168.2.4 151.101.1.44
Nov 26, 2020 09:38:06.295267105 CET 49749 443 192.168.2.4 151.101.1.44
Nov 26, 2020 09:38:06.295305014 CET 49750 443 192.168.2.4 151.101.1.44
Nov 26, 2020 09:38:06.295624971 CET 49751 443 192.168.2.4 151.101.1.44
Nov 26, 2020 09:38:06.297271013 CET 49752 443 192.168.2.4 87.248.118.23
Nov 26, 2020 09:38:06.297328949 CET 49753 443 192.168.2.4 87.248.118.23
Nov 26, 2020 09:38:06.299396038 CET 443 49746 151.101.1.44 192.168.2.4
Nov 26, 2020 09:38:06.299506903 CET 49746 443 192.168.2.4 151.101.1.44
Nov 26, 2020 09:38:06.300126076 CET 49746 443 192.168.2.4 151.101.1.44
Nov 26, 2020 09:38:06.300424099 CET 443 49747 151.101.1.44 192.168.2.4
Nov 26, 2020 09:38:06.300512075 CET 49747 443 192.168.2.4 151.101.1.44
Nov 26, 2020 09:38:06.301063061 CET 49747 443 192.168.2.4 151.101.1.44
Nov 26, 2020 09:38:06.301706076 CET 443 49748 151.101.1.44 192.168.2.4
Nov 26, 2020 09:38:06.301795006 CET 49748 443 192.168.2.4 151.101.1.44
Nov 26, 2020 09:38:06.302263021 CET 49748 443 192.168.2.4 151.101.1.44
Nov 26, 2020 09:38:06.314400911 CET 443 49749 151.101.1.44 192.168.2.4
Nov 26, 2020 09:38:06.314492941 CET 443 49750 151.101.1.44 192.168.2.4
Nov 26, 2020 09:38:06.314572096 CET 49749 443 192.168.2.4 151.101.1.44
Nov 26, 2020 09:38:06.314599991 CET 49750 443 192.168.2.4 151.101.1.44
Nov 26, 2020 09:38:06.314644098 CET 443 49751 151.101.1.44 192.168.2.4
Nov 26, 2020 09:38:06.314713001 CET 49751 443 192.168.2.4 151.101.1.44
Nov 26, 2020 09:38:06.315964937 CET 49749 443 192.168.2.4 151.101.1.44
Nov 26, 2020 09:38:06.316581964 CET 49750 443 192.168.2.4 151.101.1.44
Nov 26, 2020 09:38:06.316869974 CET 49751 443 192.168.2.4 151.101.1.44
Nov 26, 2020 09:38:06.319046021 CET 443 49746 151.101.1.44 192.168.2.4
Nov 26, 2020 09:38:06.319940090 CET 443 49747 151.101.1.44 192.168.2.4
Nov 26, 2020 09:38:06.320655107 CET 443 49746 151.101.1.44 192.168.2.4
Nov 26, 2020 09:38:06.320712090 CET 443 49746 151.101.1.44 192.168.2.4
Nov 26, 2020 09:38:06.320750952 CET 443 49746 151.101.1.44 192.168.2.4
Nov 26, 2020 09:38:06.320751905 CET 49746 443 192.168.2.4 151.101.1.44
Nov 26, 2020 09:38:06.320782900 CET 49746 443 192.168.2.4 151.101.1.44
Nov 26, 2020 09:38:06.320802927 CET 49746 443 192.168.2.4 151.101.1.44
Nov 26, 2020 09:38:06.321182966 CET 443 49748 151.101.1.44 192.168.2.4
Nov 26, 2020 09:38:06.321898937 CET 443 49747 151.101.1.44 192.168.2.4
Nov 26, 2020 09:38:06.321943998 CET 443 49747 151.101.1.44 192.168.2.4
Nov 26, 2020 09:38:06.321978092 CET 443 49747 151.101.1.44 192.168.2.4
Nov 26, 2020 09:38:06.322010994 CET 49747 443 192.168.2.4 151.101.1.44
Nov 26, 2020 09:38:06.322036982 CET 49747 443 192.168.2.4 151.101.1.44
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Timestamp Source Port Dest Port Source IP Dest IP

Nov 26, 2020 09:38:06.322048903 CET 49747 443 192.168.2.4 151.101.1.44
Nov 26, 2020 09:38:06.323029041 CET 443 49748 151.101.1.44 192.168.2.4
Nov 26, 2020 09:38:06.323071957 CET 443 49748 151.101.1.44 192.168.2.4
Nov 26, 2020 09:38:06.323106050 CET 443 49748 151.101.1.44 192.168.2.4
Nov 26, 2020 09:38:06.323151112 CET 49748 443 192.168.2.4 151.101.1.44
Nov 26, 2020 09:38:06.323214054 CET 49748 443 192.168.2.4 151.101.1.44
Nov 26, 2020 09:38:06.323221922 CET 49748 443 192.168.2.4 151.101.1.44
Nov 26, 2020 09:38:06.328779936 CET 443 49752 87.248.118.23 192.168.2.4
Nov 26, 2020 09:38:06.328814030 CET 443 49753 87.248.118.23 192.168.2.4
Nov 26, 2020 09:38:06.328934908 CET 49752 443 192.168.2.4 87.248.118.23
Nov 26, 2020 09:38:06.329010963 CET 49753 443 192.168.2.4 87.248.118.23
Nov 26, 2020 09:38:06.334953070 CET 443 49749 151.101.1.44 192.168.2.4
Nov 26, 2020 09:38:06.335587025 CET 443 49750 151.101.1.44 192.168.2.4
Nov 26, 2020 09:38:06.335824966 CET 443 49751 151.101.1.44 192.168.2.4
Nov 26, 2020 09:38:06.336806059 CET 443 49750 151.101.1.44 192.168.2.4
Nov 26, 2020 09:38:06.336847067 CET 443 49750 151.101.1.44 192.168.2.4
Nov 26, 2020 09:38:06.336880922 CET 443 49750 151.101.1.44 192.168.2.4
Nov 26, 2020 09:38:06.336885929 CET 49750 443 192.168.2.4 151.101.1.44
Nov 26, 2020 09:38:06.336911917 CET 49750 443 192.168.2.4 151.101.1.44
Nov 26, 2020 09:38:06.336922884 CET 49750 443 192.168.2.4 151.101.1.44
Nov 26, 2020 09:38:06.337543011 CET 443 49751 151.101.1.44 192.168.2.4
Nov 26, 2020 09:38:06.337594986 CET 443 49751 151.101.1.44 192.168.2.4
Nov 26, 2020 09:38:06.337632895 CET 443 49751 151.101.1.44 192.168.2.4
Nov 26, 2020 09:38:06.338078022 CET 49751 443 192.168.2.4 151.101.1.44
Nov 26, 2020 09:38:06.338345051 CET 443 49749 151.101.1.44 192.168.2.4
Nov 26, 2020 09:38:06.338391066 CET 443 49749 151.101.1.44 192.168.2.4
Nov 26, 2020 09:38:06.338423014 CET 443 49749 151.101.1.44 192.168.2.4
Nov 26, 2020 09:38:06.338449955 CET 49749 443 192.168.2.4 151.101.1.44
Nov 26, 2020 09:38:06.338500023 CET 49749 443 192.168.2.4 151.101.1.44
Nov 26, 2020 09:38:06.338506937 CET 49749 443 192.168.2.4 151.101.1.44
Nov 26, 2020 09:38:06.339159012 CET 49747 443 192.168.2.4 151.101.1.44
Nov 26, 2020 09:38:06.354238987 CET 49753 443 192.168.2.4 87.248.118.23
Nov 26, 2020 09:38:06.354289055 CET 49752 443 192.168.2.4 87.248.118.23
Nov 26, 2020 09:38:06.354886055 CET 49747 443 192.168.2.4 151.101.1.44
Nov 26, 2020 09:38:06.355159998 CET 49747 443 192.168.2.4 151.101.1.44
Nov 26, 2020 09:38:06.355258942 CET 49747 443 192.168.2.4 151.101.1.44
Nov 26, 2020 09:38:06.355366945 CET 49747 443 192.168.2.4 151.101.1.44
Nov 26, 2020 09:38:06.355453014 CET 49747 443 192.168.2.4 151.101.1.44
Nov 26, 2020 09:38:06.355530024 CET 49747 443 192.168.2.4 151.101.1.44
Nov 26, 2020 09:38:06.355623007 CET 49747 443 192.168.2.4 151.101.1.44
Nov 26, 2020 09:38:06.356201887 CET 49746 443 192.168.2.4 151.101.1.44
Nov 26, 2020 09:38:06.356743097 CET 49746 443 192.168.2.4 151.101.1.44
Nov 26, 2020 09:38:06.358390093 CET 443 49747 151.101.1.44 192.168.2.4
Nov 26, 2020 09:38:06.358486891 CET 49747 443 192.168.2.4 151.101.1.44
Nov 26, 2020 09:38:06.361824036 CET 49751 443 192.168.2.4 151.101.1.44
Nov 26, 2020 09:38:06.362596035 CET 49751 443 192.168.2.4 151.101.1.44
Nov 26, 2020 09:38:06.363240004 CET 49750 443 192.168.2.4 151.101.1.44
Nov 26, 2020 09:38:06.363560915 CET 49750 443 192.168.2.4 151.101.1.44
Nov 26, 2020 09:38:06.363826036 CET 49748 443 192.168.2.4 151.101.1.44
Nov 26, 2020 09:38:06.364111900 CET 49748 443 192.168.2.4 151.101.1.44
Nov 26, 2020 09:38:06.366115093 CET 49749 443 192.168.2.4 151.101.1.44
Nov 26, 2020 09:38:06.366597891 CET 49749 443 192.168.2.4 151.101.1.44
Nov 26, 2020 09:38:06.373912096 CET 443 49747 151.101.1.44 192.168.2.4
Nov 26, 2020 09:38:06.374025106 CET 49747 443 192.168.2.4 151.101.1.44
Nov 26, 2020 09:38:06.374129057 CET 443 49747 151.101.1.44 192.168.2.4
Nov 26, 2020 09:38:06.374389887 CET 443 49747 151.101.1.44 192.168.2.4
Nov 26, 2020 09:38:06.374556065 CET 443 49747 151.101.1.44 192.168.2.4
Nov 26, 2020 09:38:06.374597073 CET 443 49747 151.101.1.44 192.168.2.4
Nov 26, 2020 09:38:06.374631882 CET 49747 443 192.168.2.4 151.101.1.44
Nov 26, 2020 09:38:06.374645948 CET 443 49747 151.101.1.44 192.168.2.4

UDP Packets
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Timestamp Source Port Dest Port Source IP Dest IP

Nov 26, 2020 09:37:57.393820047 CET 59123 53 192.168.2.4 8.8.8.8
Nov 26, 2020 09:37:57.420892954 CET 53 59123 8.8.8.8 192.168.2.4
Nov 26, 2020 09:37:58.809082985 CET 54531 53 192.168.2.4 8.8.8.8
Nov 26, 2020 09:37:58.855515957 CET 53 54531 8.8.8.8 192.168.2.4
Nov 26, 2020 09:37:59.884192944 CET 49714 53 192.168.2.4 8.8.8.8
Nov 26, 2020 09:37:59.919950008 CET 53 49714 8.8.8.8 192.168.2.4
Nov 26, 2020 09:38:00.098838091 CET 58028 53 192.168.2.4 8.8.8.8
Nov 26, 2020 09:38:00.126029015 CET 53 58028 8.8.8.8 192.168.2.4
Nov 26, 2020 09:38:00.490601063 CET 53097 53 192.168.2.4 8.8.8.8
Nov 26, 2020 09:38:00.504074097 CET 49257 53 192.168.2.4 8.8.8.8
Nov 26, 2020 09:38:00.517765999 CET 53 53097 8.8.8.8 192.168.2.4
Nov 26, 2020 09:38:00.541009903 CET 53 49257 8.8.8.8 192.168.2.4
Nov 26, 2020 09:38:01.928735971 CET 62389 53 192.168.2.4 8.8.8.8
Nov 26, 2020 09:38:01.972537041 CET 53 62389 8.8.8.8 192.168.2.4
Nov 26, 2020 09:38:02.480340004 CET 49910 53 192.168.2.4 8.8.8.8
Nov 26, 2020 09:38:02.523513079 CET 53 49910 8.8.8.8 192.168.2.4
Nov 26, 2020 09:38:04.256660938 CET 55854 53 192.168.2.4 8.8.8.8
Nov 26, 2020 09:38:04.300657034 CET 53 55854 8.8.8.8 192.168.2.4
Nov 26, 2020 09:38:04.493865967 CET 64549 53 192.168.2.4 8.8.8.8
Nov 26, 2020 09:38:04.537491083 CET 53 64549 8.8.8.8 192.168.2.4
Nov 26, 2020 09:38:04.604671955 CET 63153 53 192.168.2.4 8.8.8.8
Nov 26, 2020 09:38:04.652599096 CET 53 63153 8.8.8.8 192.168.2.4
Nov 26, 2020 09:38:04.898648024 CET 52991 53 192.168.2.4 8.8.8.8
Nov 26, 2020 09:38:04.936083078 CET 53 52991 8.8.8.8 192.168.2.4
Nov 26, 2020 09:38:05.349478006 CET 53700 53 192.168.2.4 8.8.8.8
Nov 26, 2020 09:38:05.376619101 CET 53 53700 8.8.8.8 192.168.2.4
Nov 26, 2020 09:38:06.238785982 CET 51726 53 192.168.2.4 8.8.8.8
Nov 26, 2020 09:38:06.253992081 CET 56794 53 192.168.2.4 8.8.8.8
Nov 26, 2020 09:38:06.278280020 CET 53 51726 8.8.8.8 192.168.2.4
Nov 26, 2020 09:38:06.289537907 CET 53 56794 8.8.8.8 192.168.2.4
Nov 26, 2020 09:38:08.132298946 CET 56534 53 192.168.2.4 8.8.8.8
Nov 26, 2020 09:38:08.159503937 CET 53 56534 8.8.8.8 192.168.2.4
Nov 26, 2020 09:38:08.821800947 CET 56627 53 192.168.2.4 8.8.8.8
Nov 26, 2020 09:38:08.848844051 CET 53 56627 8.8.8.8 192.168.2.4
Nov 26, 2020 09:38:09.499727964 CET 56621 53 192.168.2.4 8.8.8.8
Nov 26, 2020 09:38:09.535150051 CET 53 56621 8.8.8.8 192.168.2.4
Nov 26, 2020 09:38:14.852153063 CET 63116 53 192.168.2.4 8.8.8.8
Nov 26, 2020 09:38:14.887841940 CET 53 63116 8.8.8.8 192.168.2.4
Nov 26, 2020 09:38:16.008824110 CET 64078 53 192.168.2.4 8.8.8.8
Nov 26, 2020 09:38:16.035986900 CET 53 64078 8.8.8.8 192.168.2.4
Nov 26, 2020 09:38:18.530958891 CET 64801 53 192.168.2.4 8.8.8.8
Nov 26, 2020 09:38:18.566442013 CET 53 64801 8.8.8.8 192.168.2.4
Nov 26, 2020 09:38:27.750330925 CET 61721 53 192.168.2.4 8.8.8.8
Nov 26, 2020 09:38:27.786959887 CET 53 61721 8.8.8.8 192.168.2.4
Nov 26, 2020 09:38:28.803896904 CET 51255 53 192.168.2.4 8.8.8.8
Nov 26, 2020 09:38:28.839526892 CET 53 51255 8.8.8.8 192.168.2.4
Nov 26, 2020 09:38:29.509092093 CET 61522 53 192.168.2.4 8.8.8.8
Nov 26, 2020 09:38:29.544894934 CET 53 61522 8.8.8.8 192.168.2.4
Nov 26, 2020 09:38:29.795342922 CET 51255 53 192.168.2.4 8.8.8.8
Nov 26, 2020 09:38:29.822412968 CET 53 51255 8.8.8.8 192.168.2.4
Nov 26, 2020 09:38:30.053414106 CET 52337 53 192.168.2.4 8.8.8.8
Nov 26, 2020 09:38:30.080507994 CET 53 52337 8.8.8.8 192.168.2.4
Nov 26, 2020 09:38:30.516570091 CET 61522 53 192.168.2.4 8.8.8.8
Nov 26, 2020 09:38:30.552308083 CET 53 61522 8.8.8.8 192.168.2.4
Nov 26, 2020 09:38:30.958595037 CET 51255 53 192.168.2.4 8.8.8.8
Nov 26, 2020 09:38:30.985795021 CET 53 51255 8.8.8.8 192.168.2.4
Nov 26, 2020 09:38:31.502523899 CET 61522 53 192.168.2.4 8.8.8.8
Nov 26, 2020 09:38:31.529676914 CET 53 61522 8.8.8.8 192.168.2.4
Nov 26, 2020 09:38:31.840558052 CET 55046 53 192.168.2.4 8.8.8.8
Nov 26, 2020 09:38:31.867520094 CET 53 55046 8.8.8.8 192.168.2.4
Nov 26, 2020 09:38:32.956093073 CET 51255 53 192.168.2.4 8.8.8.8
Nov 26, 2020 09:38:32.983050108 CET 53 51255 8.8.8.8 192.168.2.4
Nov 26, 2020 09:38:33.518450975 CET 61522 53 192.168.2.4 8.8.8.8
Nov 26, 2020 09:38:33.545530081 CET 53 61522 8.8.8.8 192.168.2.4
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Timestamp Source Port Dest Port Source IP Dest IP

Nov 26, 2020 09:38:36.964685917 CET 51255 53 192.168.2.4 8.8.8.8

Nov 26, 2020 09:38:37.002170086 CET 53 51255 8.8.8.8 192.168.2.4

Nov 26, 2020 09:38:37.527446032 CET 61522 53 192.168.2.4 8.8.8.8

Nov 26, 2020 09:38:37.565237045 CET 53 61522 8.8.8.8 192.168.2.4

Nov 26, 2020 09:38:40.555927038 CET 49612 53 192.168.2.4 8.8.8.8

Nov 26, 2020 09:38:40.579638004 CET 49285 53 192.168.2.4 8.8.8.8

Nov 26, 2020 09:38:40.599014044 CET 53 49612 8.8.8.8 192.168.2.4

Nov 26, 2020 09:38:40.615009069 CET 53 49285 8.8.8.8 192.168.2.4

Nov 26, 2020 09:38:50.769017935 CET 50601 53 192.168.2.4 8.8.8.8

Nov 26, 2020 09:38:50.795989037 CET 53 50601 8.8.8.8 192.168.2.4

Nov 26, 2020 09:38:51.734086990 CET 60875 53 192.168.2.4 8.8.8.8

Nov 26, 2020 09:38:51.761215925 CET 53 60875 8.8.8.8 192.168.2.4

Nov 26, 2020 09:38:53.816934109 CET 56448 53 192.168.2.4 8.8.8.8

Nov 26, 2020 09:38:53.853701115 CET 53 56448 8.8.8.8 192.168.2.4

Nov 26, 2020 09:38:58.873951912 CET 59172 53 192.168.2.4 8.8.8.8

Nov 26, 2020 09:38:58.902034044 CET 53 59172 8.8.8.8 192.168.2.4

Nov 26, 2020 09:38:59.753300905 CET 62420 53 192.168.2.4 8.8.8.8

Nov 26, 2020 09:38:59.789190054 CET 53 62420 8.8.8.8 192.168.2.4

Nov 26, 2020 09:39:10.268085957 CET 60579 53 192.168.2.4 8.8.8.8

Nov 26, 2020 09:39:10.303801060 CET 53 60579 8.8.8.8 192.168.2.4

Nov 26, 2020 09:39:11.267218113 CET 60579 53 192.168.2.4 8.8.8.8

Nov 26, 2020 09:39:11.294286013 CET 53 60579 8.8.8.8 192.168.2.4

Nov 26, 2020 09:39:12.282959938 CET 60579 53 192.168.2.4 8.8.8.8

Nov 26, 2020 09:39:12.310180902 CET 53 60579 8.8.8.8 192.168.2.4

Nov 26, 2020 09:39:14.283226013 CET 60579 53 192.168.2.4 8.8.8.8

Nov 26, 2020 09:39:14.310415030 CET 53 60579 8.8.8.8 192.168.2.4

Nov 26, 2020 09:39:18.284737110 CET 60579 53 192.168.2.4 8.8.8.8

Nov 26, 2020 09:39:18.320365906 CET 53 60579 8.8.8.8 192.168.2.4

Nov 26, 2020 09:39:24.335656881 CET 50183 53 192.168.2.4 8.8.8.8

Nov 26, 2020 09:39:24.363032103 CET 53 50183 8.8.8.8 192.168.2.4

Nov 26, 2020 09:39:24.921659946 CET 61531 53 192.168.2.4 8.8.8.8

Nov 26, 2020 09:39:24.948864937 CET 53 61531 8.8.8.8 192.168.2.4

Nov 26, 2020 09:39:25.534214973 CET 49228 53 192.168.2.4 8.8.8.8

Nov 26, 2020 09:39:25.569892883 CET 53 49228 8.8.8.8 192.168.2.4

Nov 26, 2020 09:39:32.806633949 CET 59794 53 192.168.2.4 8.8.8.8

Nov 26, 2020 09:39:32.842150927 CET 53 59794 8.8.8.8 192.168.2.4

Nov 26, 2020 09:39:33.903954983 CET 55916 53 192.168.2.4 8.8.8.8

Nov 26, 2020 09:39:33.930994987 CET 53 55916 8.8.8.8 192.168.2.4

Nov 26, 2020 09:39:59.291198015 CET 52752 53 192.168.2.4 8.8.8.8

Nov 26, 2020 09:39:59.318856955 CET 53 52752 8.8.8.8 192.168.2.4

Nov 26, 2020 09:40:00.542252064 CET 60542 53 192.168.2.4 8.8.8.8

Nov 26, 2020 09:40:00.569313049 CET 53 60542 8.8.8.8 192.168.2.4

Nov 26, 2020 09:40:01.651091099 CET 60689 53 192.168.2.4 8.8.8.8

Nov 26, 2020 09:40:01.678287029 CET 53 60689 8.8.8.8 192.168.2.4

Nov 26, 2020 09:40:02.693851948 CET 64206 53 192.168.2.4 8.8.8.8

Nov 26, 2020 09:40:02.721118927 CET 53 64206 8.8.8.8 192.168.2.4

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Nov 26, 2020 09:38:00.098838091 CET 192.168.2.4 8.8.8.8 0x4462 Standard query  www.msn.com A (IP address) IN (0x0001)
(0)

Nov 26, 2020 09:38:01.928735971 CET 192.168.2.4 8.8.8.8 0xf605 Standard query  web.vortex A (IP address) IN (0x0001)
(0) .data.msn.com

Nov 26, 2020 09:38:02.480340004 CET 192.168.2.4 8.8.8.8 0x35ce Standard query  contextual A (IP address) IN (0x0001)
(0) .media.net

Nov 26, 2020 09:38:04.493865967 CET 192.168.2.4 8.8.8.8 0x6¢c49 Standard query  hblg.media.net A (IP address) IN (0x0001)
(0)

Nov 26, 2020 09:38:04.604671955 CET 192.168.2.4 8.8.8.8 Oxbccl Standard query  lg3.media.net A (IP address) IN (0x0001)
(0)

Nov 26, 2020 09:38:04.898648024 CET 192.168.2.4 8.8.8.8 0x88ca Standard query  cvision.media.net A (IP address) IN (0x0001)
(0)

Nov 26, 2020 09:38:05.349478006 CET 192.168.2.4 8.8.8.8 0x85f8 Standard query  srtb.msn.com A (IP address) IN (0x0001)
(0)

Nov 26, 2020 09:38:06.238785982 CET 192.168.2.4 8.8.8.8 0x6921 Standard query  img.img-ta A (IP address) IN (0x0001)
0) boola.com
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Timestamp

Nov 26, 2020 09:38:06.253992081 CET

Nov 26, 2020 09:38:40.555927038 CET

DNS Answers

Timestamp Source IP

Nov 26, 2020
09:38:00.126029015
CET

8.8.8.8

Nov 26, 2020
09:38:01.972537041
CET

8.8.8.8

Nov 26, 2020
09:38:02.523513079
CET

8.8.8.8

Nov 26, 2020 8.8.8.8
09:38:04.537491083

CET

Nov 26, 2020
09:38:04.652599096
CET

8.8.8.8

Nov 26, 2020
09:38:04.936083078
CET

8.8.8.8

Nov 26, 2020 8.8.8.8
09:38:05.376619101

CET

Nov 26, 2020
09:38:05.376619101
CET

8.8.8.8

Nov 26, 2020
09:38:06.278280020
CET

8.8.8.8

Nov 26, 2020
09:38:06.278280020
CET

8.8.8.8

Nov 26, 2020
09:38:06.278280020
CET

8.8.8.8

Nov 26, 2020
09:38:06.278280020
CET

8.8.8.8

Nov 26, 2020
09:38:06.278280020
CET

8.8.8.8

Nov 26, 2020
09:38:06.289537907
CET

8.8.8.8

Nov 26, 2020
09:38:06.289537907
CET

8.8.8.8

Nov 26, 2020
09:38:06.289537907
CET

8.8.8.8

Nov 26, 2020 8.8.8.8
09:38:40.599014044

CET

Nov 26, 2020
09:38:40.599014044
CET

8.8.8.8

Nov 26, 2020
09:38:40.599014044
CET

8.8.8.8

Nov 26, 2020
09:38:40.599014044
CET

8.8.8.8

Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

HTTP Request Dependency Graph

e ocsp.scalb.amazontrust.com

HTTP Packets

Copyright null 2020

Source IP

192.168.2.4

192.168.2.4

Trans ID

0x4462

0xf605

0x35ce

0x6c49

Oxbccl

0x88ca

0x85f8

0x85f8

0x6921

0x6921

0x6921

0x6921

0x6921

0x7e29

0x7e29

0x7e29

0x80c5

0x80c5

0x80c5

0x80c5

Dest IP
8.8.8.8

8.8.8.8

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Trans ID

0x7e29

0x80c5

Name

www.msn.com

web.vortex
.data.msn.com

contextual
.media.net

hblg.media.net

Ig3.media.net

cvision.me
dia.net

srth.msn.com

www.msn.com

img.img-ta
boola.com

tls13.tabo
ola.map.fa
stly.net

tls13.tabo
ola.map.fa
stly.net

tls13.tabo
ola.map.fa
stly.net

tls13.tabo
ola.map.fa
stly.net

s.yimg.com

edge.gycpi
.b.yahoodns.net

edge.gycpi
.b.yahoodns.net

ocsp.scalb
.amazontru
st.com

ocsp.scalb
.amazontru
st.com

ocsp.scalb
.amazontru
st.com

ocsp.scalb
.amazontru
st.com

OP Code Name

Standard query  s.yimg.com

(0)

Standard query  ocsp.scalb

0) .amazontrust.com
CName Address

www-msn-com.a-0003.a-
msedge.net

web.vortex.data.microsoft
.com

104.84.56.24
104.84.56.24
104.84.56.24

cvision.media.net.edgeke

y.net

WWW.msh.com

www-msn-com.a-0003.a-

msedge.net

tls13.taboola.map.fastly.n

et
151.101.1.44

151.101.65.44

151.101.129.44

151.101.193.44

edge.gycpi.b.yahoodns.n

et

87.248.118.23

87.248.118.22

13.224.89.96

13.224.89.213

13.224.89.175

13.224.89.194

Type
A (IP address)

A (IP address)

Type
CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Page 58 of 64



Session ID Source IP
0 192.168.2.4

kBytes
Timestamp transferred
Nov 26, 2020 2560
09:38:40.628793001 CET
Nov 26, 2020 2567
09:38:40.673510075 CET
HTTPS Packets

Source

Timestamp Source IP Port
Nov 26, 2020 151.101.1.44 443
09:38:06.320750952
CET
Nov 26, 2020 151.101.1.44 443
09:38:06.321978092
CET
Nov 26, 2020 151.101.1.44 443
09:38:06.323106050
CET

Copyright null 2020

Source Port

49765
Direction
ouT
IN
Dest
Dest IP Port

192.168.2.4 49746

192.168.2.4 49747

192.168.2.4 49748

Destination IP

13.224.89.96 80

Data

Destination Port Process

C:\Program Files (x86)\Internet Explorer\iexplore.exe

GET /images/QaUQorwka_2B48rY2Qe5/SdcUGv2cnTCLNPLjvg4/7xpb36c2nnIXWFgFCUOEOE/wEntwhmXKOENX/
Z6CQBt0z/2gGB98tWSORBiIROXz4sbwoW/NNMe8u8Mzu/TNHxzHVm_2Brw3x_2/B1HN_2ByjHGZ/FgynGAhibvF/ml_

2F.avi HTTP/1.1

Accept: text/html, application/xhtml+xml, image/jxr, */*

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko

Accept-Encoding: gzip, deflate

Host: ocsp.scalb.amazontrust.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Content-Type: application/ocsp-response

Content-Length: 5
Connection: keep-alive
Accept-Ranges: bytes

Cache-Control: public, max-age=300
Date: Thu, 26 Nov 2020 08:38:40 GMT

ETag: "5f4aa555-5"

Last-Modified: Sat, 29 Aug 2020 18:58:29 GMT

Server: nginx

X-Cache: Miss from cloudfront

Via: 1.1 3al7ea4b3f6bdbc694c3ec0645d21b5e.cloudfront.net (CloudFront)

X-Amz-Cf-Pop: ZRH50-C1

X-Amz-Cf-ld: E1ePMI5J9_9tm3PpECVJInYkJ5Razd3hCvx__JfYBe6TYPcXgItDk6Q==

Data Raw: 30 03 Oa 01 06
Data Ascii: 0

Subject

CN=*.taboola.com,
O="Taboola, Inc", L=New
York, ST=New York, C=US
CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=*.taboola.com,
O="Taboola, Inc", L=New
York, ST=New York, C=US
CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=*.taboola.com,
O="Taboola, Inc", L=New
York, ST=New York, C=US
CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

Issuer

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

Not
Before

Wed
Nov 25
01:00:00
CET
2020
Thu Sep
24
02:00:00
CEST
2020

Thu Sep
24
02:00:00
CEST
2020

Wed
Nov 25
01:00:00
CET
2020
Thu Sep
24
02:00:00
CEST
2020

Thu Sep
24
02:00:00
CEST
2020

Wed
Nov 25
01:00:00
CET
2020
Thu Sep
24
02:00:00
CEST
2020

Thu Sep
24
02:00:00
CEST
2020

Not
After

Mon

Dec 27
00:59:59
CET
2021
Tue Sep
24
01:59:59
CEST
2030

Tue Sep
24
01:59:59
CEST
2030

Mon

Dec 27
00:59:59
CET
2021
Tue Sep
24
01:59:59
CEST
2030

Tue Sep
24
01:59:59
CEST
2030

Mon

Dec 27
00:59:59
CET
2021
Tue Sep
24
01:59:59
CEST
2030

Tue Sep
24
01:59:59
CEST
2030

JA3 SSL Client
Fingerprint

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

JA3 SSL Client Digest

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

Page 59 of 64



Source Dest Not Not JA3 SSL Client

Timestamp Source IP Port Dest IP Port  Subject Issuer Before After Fingerprint JA3 SSL Client Digest
Nov 26, 2020 151.101.1.44 443 192.168.2.4 49750 CN=*.taboola.com, CN=DigiCert TLS RSA  Wed Mon 771,49196-49195- 9e10692f1b7f78228b2d4e
09:38:06.336880922 O="Taboola, Inc", L=New SHA256 2020 CAL, Nov 25 Dec27 49200-49199- 424db3a98c
CET York, ST=New York, C=US O=DigiCert Inc, C=US  01:00:00 00:59:59 49188-49187-

CN=DigiCert TLS RSA CN=DigiCert Global CET CET 49192-49191-

SHA256 2020 CAL, Root CA, 2020 2021 49162-49161-

O=DigiCert Inc, C=US OU=www.digicert.com, Thu Sep Tue Sep 49172-49171-157-

O=DigiCert Inc, C=US 24 24 156-61-60-53-47-

02:00:00 01:59:59 10,0-10-11-13-35-
CEST CEST  16-23-24-
2020 2030 65281,29-23-24,0

CN=DigiCert TLS RSA CN=DigiCert Global Thu Sep Tue Sep
SHA256 2020 CAL, Root CA, 24 24
O=DigiCert Inc, C=US OU=www.digicert.com, 02:00:00 01:59:59
O=DigiCert Inc, C=US  CEST  CEST
2020 2030
Nov 26, 2020 151.101.1.44 443 192.168.2.4 49751 CN=*.taboola.com, CN=DigiCert TLS RSA  Wed Mon 771,49196-49195- 9e10692f1b7f78228b2d4e
09:38:06.337632895 O="Taboola, Inc", L=New SHA256 2020 CAL, Nov 25 Dec27 49200-49199- 424db3a98c
CET York, ST=New York, C=US O=DigiCert Inc, C=US  01:00:00 00:59:59 49188-49187-
CN=DigiCert TLS RSA CN=DigiCert Global CET CET 49192-49191-
SHA256 2020 CAL, Root CA, 2020 2021 49162-49161-
O=DigiCert Inc, C=US OU=www.digicert.com, Thu Sep Tue Sep 49172-49171-157-
O=DigiCert Inc, C=US 24 24 156-61-60-53-47-

02:00:00 01:59:59 10,0-10-11-13-35-
CEST CEST  16-23-24-
2020 2030 65281,29-23-24,0

CN=DigiCert TLS RSA CN=DigiCert Global Thu Sep Tue Sep
SHA256 2020 CAL, Root CA, 24 24
O=DigiCert Inc, C=US OU=www.digicert.com, 02:00:00 01:59:59
O=DigiCert Inc, C=US  CEST  CEST
2020 2030
Nov 26, 2020 151.101.1.44 443 192.168.2.4 49749 CN=*.taboola.com, CN=DigiCert TLS RSA  Wed Mon 771,49196-49195- 9e10692f1b7f78228b2d4e
09:38:06.338423014 O="Taboola, Inc", L=New SHA256 2020 CAL, Nov 25 Dec27 49200-49199- 424db3a98c
CET York, ST=New York, C=US O=DigiCert Inc, C=US  01:00:00 00:59:59 49188-49187-
CN=DigiCert TLS RSA CN=DigiCert Global CET CET 49192-49191-
SHA256 2020 CAL, Root CA, 2020 2021 49162-49161-
O=DigiCert Inc, C=US OU=www.digicert.com, Thu Sep Tue Sep 49172-49171-157-
O=DigiCert Inc, C=US 24 24 156-61-60-53-47-

02:00:00 01:59:59 10,0-10-11-13-35-
CEST CEST  16-23-24-
2020 2030 65281,29-23-24,0

CN=DigiCert TLS RSA CN=DigiCert Global Thu Sep Tue Sep

SHA256 2020 CAL, Root CA, 24 24

O=DigiCert Inc, C=US OU=www.digicert.com, 02:00:00 01:59:59

O=DigiCert Inc, C=US  CEST  CEST
2020 2030

Nov 26, 2020 87.248.118.23 443 192.168.2.4 49752 CN=*.yahoo.com, O=Oath  CN=DigiCert SHA2 High Sun Nov Wed 771,49196-49195- 9e10692f1b7f78228b2d4e
09:38:06.386221886 Inc, L=Sunnyvale, Assurance Server CA, 15 Dec 30 49200-49199- 424db3a98c
CET ST=California, C=US OU=www.digicert.com, 01:00:00 00:59:59 49188-49187-

CN=DigiCert SHA2 High O=DigiCert Inc, C=US  CET CET 49192-49191-

Assurance Server CA, CN=DigiCert High 2020 2020 49162-49161-

OU=www.digicert.com, Assurance EV Root CA, Tue Oct Sun Oct 49172-49171-157-

O=DigiCert Inc, C=US OU=www.digicert.com, 22 22 156-61-60-53-47-

O=DigiCert Inc, C=US  14:00:00 14:00:00 10,0-10-11-13-35-
CEST CEST  16-23-24-
2013 2028 65281,29-23-24,0

CN=DigiCert SHA2 High CN=DigiCert High Tue Oct  Sun Oct

Assurance Server CA, Assurance EV Root CA, 22 22

OU=www.digicert.com, OU=www.digicert.com, 14:00:00 14:00:00

O=DigiCert Inc, C=US O=DigiCert Inc, C=US  CEST  CEST

2013 2028

Nov 26, 2020 87.248.118.23 443 192.168.2.4 49753 CN=*.yahoo.com, O=Oath  CN=DigiCert SHA2 High Sun Nov Wed 771,49196-49195- 9e10692f1b7f78228b2d4e
09:38:06.386251926 Inc, L=Sunnyvale, Assurance Server CA, 15 Dec 30 49200-49199- 424db3a98c
CET ST=California, C=US OU=www.digicert.com, 01:00:00 00:59:59 49188-49187-

CN=DigiCert SHA2 High O=DigiCert Inc, C=US  CET CET 49192-49191-

Assurance Server CA, CN=DigiCert High 2020 2020 49162-49161-

OU=www.digicert.com, Assurance EV Root CA, Tue Oct Sun Oct 49172-49171-157-

O=DigiCert Inc, C=US OU=www.digicert.com, 22 22 156-61-60-53-47-

O=DigiCert Inc, C=US  14:00:00 14:00:00 10,0-10-11-13-35-
CEST CEST  16-23-24-
2013 2028 65281,29-23-24,0

CN=DigiCert SHA2 High CN=DigiCert High Tue Oct  Sun Oct
Assurance Server CA, Assurance EV Root CA, 22 22
OU=www.digicert.com, OU=www.digicert.com, 14:00:00 14:00:00
O=DigiCert Inc, C=US O=DigiCert Inc, C=US  CEST  CEST
2013 2028

Code Manipulations
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Statistics

Behavior

@ loaddlI32.exe
@ regsvr32.exe
@ cmd.exe

@ iexplore.exe
@ iexplore.exe
@ iexplore.exe
@ iexplore.exe

)

Click to jump to process

System Behavior

Analysis Process: loaddll32.exe PID: 6452 Parent PID: 6012

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

09:37:56

26/11/2020

C:\Windows\System32\loaddlI32.exe

true

loaddlI32.exe 'C:\Users\user\Desktop\opziOn1[1].dII'
0x340000

119808 bytes
76E2251D0E9772B9DA90208AD741A205

true

true

C, C++ or other language

Reputation: moderate
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol
Analysis Process: regsvr32.exe PID: 6460 Parent PID: 6452
General
Start time: 09:37:56
Start date: 26/11/2020
Path: C:\Windows\SysWOW64\regsvr32.exe

Wow64 process (32bit):
Commandline:
Imagebase:
File size:
MDS5 hash:

Copyright null 2020

true

regsvr32.exe /s C:\Users\user\Desktop\opziOn1[1].dll
0x9e0000

20992 bytes
426E7499F6A7346F0410DEAD0O805586B
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Has elevated privileges: true

Has administrator privileges: true
Programmed in: C, C++ or other language
Yara matches: e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:

00000001.00000003.694927318.0000000005938000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000001.00000003.695026744.0000000005938000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000001.00000003.694996968.0000000005938000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000001.00000003.695069789.0000000005938000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000001.00000003.695093762.0000000005938000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000001.00000003.695052434.0000000005938000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000001.00000002.917953313.0000000005938000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000001.00000003.694964185.0000000005938000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000001.00000003.695084416.0000000005938000.00000004.00000040.sdmp, Author:
Joe Security

Reputation: high

File Activities

Source
File Path Offset Length Completion Count Address Symbol
Analysis Process: cmd.exe PID: 6468 Parent PID: 6452
General
Start time: 09:37:57
Start date: 26/11/2020
Path: C:\Windows\SysWOW64\cmd.exe
Wow64 process (32bit): true
Commandline: C:\Windows\system32\cmd.exe /c 'C:\Program Files\Internet Exploreniexplore.exe'
Imagebase: 0x11d0000
File size: 232960 bytes
MDS5 hash: F3BDBE3BB6F734E357235F4D5898582D
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: high
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol

Analysis Process: iexplore.exe PID: 6488 Parent PID: 6468

General

Start time: 09:37:57

Start date: 26/11/2020

Path: C:\Program Files\internet exploreniexplore.exe
Wow64 process (32bit): false

Commandline: C:\Program Files\Internet Exploreniexplore.exe
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Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

0x7ff67eb10000
823560 bytes

6465CB92B25A7BC1DF8EO1D8ACSE7596

true
true

C, C++ or other language

Reputation: high
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Registry Activities
Source
Key Path Name Type Data Completion Count Address Symbol
Source
Key Path Name Type Old Data New Data Completion Count Address Symbol
Analysis Process: iexplore.exe PID: 6536 Parent PID: 6488
General
Start time: 09:37:58
Start date: 26/11/2020
Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Path

File Path

File Path

Registry Activities

Key Path

Offset

Name Type

Access

Length Value

Old Data

true

‘C:\Program Files (x86)\Internet Explorel\lIEXPLORE.EXE' SCODEF:6488 CREDAT:17410

Iprefetch:2
0xb20000
822536 bytes

071277CC2E3DF41EEEA8013E2AB58D5A

true
true
C, C++ or other language

high

Attributes Options
Ascii
Offset Length
New Data

Completion

Completion

Completion

Completion

Count

Count

Count

Count

Source
Address Symbol

Source
Address Symbol

Source
Address Symbol

Source
Address Symbol

Analysis Process: iexplore.exe PID: 6804 Parent PID: 6488

General

Copyright null 2020

Page 63 of 64



Start time: 09:38:02

Start date: 26/11/2020

Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe
Wow64 process (32bit): true

Commandline:
Iprefetch:2

Imagebase: 0xb20000

File size: 822536 bytes

MDS5 hash: 071277CC2E3DF41EEEA8013E2AB58D5A
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Activities

'‘C:\Program Files (x86)\Internet Explore'\lIEXPLORE.EXE' SCODEF:6488 CREDAT:17418

Source

File Path Access Attributes Options Completion Count Address Symbol
Source

File Path Offset Length Value Ascii Completion Count Address Symbol
Source

File Path Offset Length Completion Count Address Symbol

Analysis Process: iexplore.exe PID: 3416 Parent PID: 6488

General

Start time: 09:38:39

Start date: 26/11/2020

Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit): true

Commandline:
Iprefetch:2

Imagebase: 0xb20000

File size: 822536 bytes

MDS5 hash: 071277CC2E3DF41EEEA8013E2AB58D5A
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Activities

File Path Access Attributes Options

File Path Offset Length Value Ascii

File Path Offset Length
Disassembly

Code Analysis

Copyright null 2020

Completion

Completion

Completion

'‘C:\Program Files (x86)\Internet Explore'\lIEXPLORE.EXE' SCODEF:6488 CREDAT:82970

Source
Count Address Symbol

Source
Count Address Symbol

Source
Count Address Symbol
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