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Analysis Report https://lwww.officentry.com/eur/login?id...

Overview

General Information Detection

Sample URL: https://www.officentry.com/

eur/login?id=SGttbUtnVv01

2d1pUNKV3N3VjejRSUEp
sSDB...VXJ40UZgSjBMV

NMANGMvamxNOGOEOW
pmYzlgZXh0ajJRdGovQT

hKdzhrMXp5UE45QXA5R
ytkRHU

Analysis ID: 323184

Most interesting Screenshot:

Score:
Range:
Whitelisted:

Confidence:

Startup

= System is w10x64

. @ iexplore.exe (PID: 908 cmdline: 'C:\Program Files\Internet Explorer\iexplore.exe' -Embedding MD5: 6465CB92B25A7BC1DF8E01D8AC5E7596)
. @ iexplore.exe (PID: 4168 cmdline: 'C:\Program Files (x86)\Internet ExplorelEXPLORE.EXE' SCODEF:908 CREDAT:17410 /prefetch:2 MD5:

071277CC2E3DF41EEEA8013E2AB58D5A)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

Dropped Files

Source

C:\Users\user\AppData\Local\Microsoft\Windows\INet
Cache\IE\MEEXW4H4\convergedlogin_pcore.min[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INet
Cache\IE\MEEXW4H4\convergedlogin_pcore.min[1].js

Copyright null 2020

HTMLPhisher

MALICIOUS

Signatures

Antivirus / Scanner detection for sub...
Phishing site detected (based on fav...
Yara detected HtmlIPhish_10
Yara detected HtmlPhish_14
Phishing site detected (based oniim...
Phishing site detected (based on log...

Found iframes

HTML body contains lew number ofi...

HTML titleidoesinot match/ URLE

80 Submitbutten containsijavascript call

0-100
false

100%

Rule Description

JoeSecurity_HtmlIPhish_10 Yara detected
HtmlIPhish_10

JoeSecurity_HtmlIPhish_14 Yara detected
HtmlIPhish_14

Author Strings

Joe Security

Joe Security

Classification
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Sigma Overview

No Sigma rule has matched

Signature Overview

@ AV Detection

@ Phishing

@ Networking

@ System Summary

@ Click to jump to signature section

AV Detection: | ! |

Antivirus | Scanner detection for submitted sample

Phishing:

Phishing site detected (based on favicon image match)
Yara detected HtmlIPhish_10

Yara detected HtmlIPhish_14

Mitre Att&ck Matrix

Command Remote
Privilege  Defense Credential Lateral and Network Service
Initial Access Execution Persistence Escalation Evasion Access Discovery Movement Collection Exfiltration Control Effects Effects Im
Drive-by Scripting Path Process Masquerading oS File and Remote Data from  Exfiltration Encrypted Eavesdrop on Remotely Mc
Compromise Interception Injection Credential Directory Services Local Over Other Channel Insecure Track Device Sy
Dumping  Discovery System Network Network Without Pe
Medium Communication Authorization
Default Scheduled Boot or Boot or Process LSASS Application  Remote Data from  Exfiltration Non- Exploit SS7 to  Remotely De
Accounts Task/Job  Logon Logon Injection Memory  Window Desktop Removable Over Application Redirect Phone Wipe Data Lo
Initialization  Initialization Discovery Protocol Media Bluetooth  Layer Calls/SMS Without
Scripts Scripts Protocol Authorization
Domain At (Linux)  Logon Script Logon Scripting Security  Query SMB/Windows Data from Automated Application Exploit SS7to Obtain De
Accounts (Windows)  Script Account  Registry Admin Shares Network Exfiltration Layer Track Device  Device De
(Windows) Manager Shared Protocol @4 Location Cloud De
Drive Backups

Behavior Graph
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Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

-
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Behavior Graph |:|
ID: 323184 l:‘
URL: hitps:/iwww.officentry.com... SusPicious
Startdate: 26/11/2020 CLEAN .
Architecture:  WINDOWS RRReRR| =

Score: 80

L 1] .
‘:....l

star

) ES WP

i
i
=

- - - S

EA iexplore. A

e~ )

@ iexplore.exe.

G B

FRA-efz.ms-acdc.office.com (j snilgl.wpc.alphacdn.net (A

40.10; 49744, 49745

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process
Number of created Registry Values
Number of created Files
Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language
Is malicious

Internet

&

1. ) 152.199.21.175, 443, 49729, 49730 D T dropped
MICROSOFT-CORP-MSN-AS-BLOCKUS EDGECASTUS

United States ES United States ES
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B https officentry.com/eur/login?id=SGttbUtnV012d 1 pUNKV3N3VjeRSUEpsSDBP Tjyizd 1BEOUNuSK] hRUpIZEREETAVTWo2RWd ~ @ C | | Search..

= Sign in to your account L1

B Microsoft

Sign in

‘ Email, phone, or S

No account?Create one!

Can't access your account?

©2018 Microsoft  Terms ofuse  Privacy & cookis

H O Type here to search 0 &

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link

hitp://https://www.officentry.com/eur/login? 0% Avira URL Cloud safe
id=SGttbUtnV012d1pUNKV3N3VjejRSUEpsSDBPTjVzd1B60OUNuUSk1hRUpjZEhEe TdY TW02RWdaQkJY
dIhRN1krQWMvQjdyZVFrTmdWSkp6aVNyVTVua2tpKOhWbmU5ZEpBMOMzanpWMThTSDZPbXNpV3Z

kYUVselppWHAOL 1dQdFBWQjUweDVTdHRHZIIUR045dIIKeEphNIdodHBRTFAVYUE1WIp5Sm5Q0VpU

Wjl5TnZ6MjAWY 2NFaHF0S104RDVkbi9OcnEOT2hKeWtJVENKTEW4bjdkOWEVVXYzakNnTk9wLOpTa0
pqVW1oMOdXMHI1VUFKUOtIZFIECUFGWIFJIbVIZbENJISVJIrVXJ40UZgSjBMVNM4ANGMvamxNOG9EO
WpmYzlgZXh0ajJRdGovQThKdzhrMXp5UE45QXA5RytkRHU

hitp:https://www.officentry.com/eur/login? 100% SlashNext Fake Login Page
id=SGttbUtnV012d1pUNKV3N3VjejRSUEpsSDBPT|Vzd1B60OUNuSk1hRUpjZEhEeTdY TW02RWdaQkJY type: Phishing &
dIhRN1krQWMvQjdyZVFrTmdWSkp6aVNyVTVua2tpKOhWbmU5ZEpBMOMzanpWMThTSDZPbXNpV3Z Social Engineering

KYUVselppWHAOL1dQdFBWQjUweDVTdHRHZIIUR045dIJKeEphNIdodHBRTFAVYUE1WIp5Sm5QOVpU
WjI5TnZ6MjAwY 2NFaHF0S104RDVkbi9OcnEOT2hKeWtJVENKTEWAbjdkOWEVVXYZzakNnTk9wlLOpTa0
pAVW10MOdXMHI1VUFKUOHZFIECUFGWIFJbVIZbENISVIrVXJ40UZqSiBMVNMANGMvamxNOGOEO
WpmYzIgZXh0ajJRdGovQThKdzhrMXp5UE45QXABRYtkRHU

hitp:/https://www.officentry.com/eur/login? 100% UrlScan phishing brand: Browse
id=SGttbUtnV012d1pUNKV3N3VjejRSUEpsSDBPT|Vzd1B60OUNuSk1hRUpjZEhEeTdY TW02RWdaQkJY microsoft
dIhRN1krQWMvQjdyZVFrTmdWSkp6aVNyVTVua2tpKOhWbmU5ZEpBMOMzanpWMThTSDZPbXNpV3Z
kYUVselppWHAOL1dQdFBWQjUweDVTdHRHZIluR045dIJKeEphNIdodHBRTFAVYUE1WIp5Sm5Q0OVpU

WjI5TnZ6MjAwWY 2NFaHF0S104RDVkbi9OcnEOT2hKeWtJVENKTEWAbjdkOWEVVXYzakNnTk9wLOpTa0
pPqVW10MOdXMHI1VUFKUOtIZFIECUFGWIFJbVIZbENJISVJrVXJ40UZqSiBMVNM4ANGMvamxNOG9EO

WpmYzlgZXh0ajJRdGovQThKdzhrMXp5UE45QXA5RytkRHU

Dropped Files
No Antivirus matches
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https://urlscan.io/result/31256a4a-14eb-4568-9169-bea7018af63d/

Unpacked PE Files

No Antivirus matches

Domains

Source Detection Scanner Label Link
¢s1100.wpc.omegacdn.net 0% Virustotal Browse
snilgl.wpc.alphacdn.net 0% Virustotal Browse
aadcdn.msftauth.net 0% Virustotal Browse
URLs

Source Detection Scanner Label Link
hitp://https://aadcdn.msftauth.net/shared/1.0/content/images/favicon_a_eupayfgghgiai7k9sol6lg2.ico~( 0% Avira URL Cloud safe
hitp://https://wusofficehome.msocdn.com/s/7c18fcc8/Areas/Home/Content/js/build/bundles/react- 0% Avira URL Cloud safe
bundle.js

hitp://https://www.youradchoices.ca/fr 0% URL Reputation safe
hitp://https://www.youradchoices.ca/fr 0% URL Reputation safe
hitp://https://www.youradchoices.ca/fr 0% URL Reputation safe
hitp://https://acctcdn.msauth.net/lwsignupstringscountrybirthdate_en- 0% URL Reputation safe
us_pVtahKS9WUIZdNqg1lDDhHg2.js?v=1

hitp://https://acctcdn.msauth.net/lwsignupstringscountrybirthdate_en- 0% URL Reputation safe
us_pVtahKS9WUIZdNqg1DDhHg2.js?v=1

hitp://https://acctcdn.msauth.net/lwsignupstringscountrybirthdate_en- 0% URL Reputation safe
us_pVtahKS9WUIZdNqg1DDhHg2.js?v=1

hitp://https://www.officentry.com/Content/newSigninFiles/favicon_a.ico~ 0% Avira URL Cloud safe
hitp://https://wusofficehome.msocdn.com/s/2f9f9c93/Areas/Home/Content/js/build/bundles/app-bundle.js 0% Avira URL Cloud safe
hitp://https://www.officentry.com/Content/newSignInFiles/prefetch.html 0% Avira URL Cloud safe
hitp://https://aadcdn.msftauth.net/shared/1.0/content/images/favicon_a_eupayfgghgiai7k9sol6lg2.ico~ 0% Avira URL Cloud safe
hitp://https://acctcdn.msauth.net/knockout_3.3.0_X1BYS2jZMbi7hfUj8VuqFA2.js?v=1 0% Avira URL Cloud safe
hitp://https://wusofficehome.msocdn.com/s/f5628679/Areas/Home/Content/js/build/bundles/polyfills- 0% Avira URL Cloud safe
bundle.js

hitp://https://aadcdn.msftauth.net/shared/1.0/content/images/favicon_a_eupayfgghgiai7k9sol6lg2.ico 0% Avira URL Cloud safe
hitp://https://www.officentry.com/Content/newSigninFiles/favicon_a.ico~( 0% Avira URL Cloud safe
http:/f 0% Avira URL Cloud safe
https://aadcdn.msftauth.net/ests/2.1/content/cdnbundles/converged.v2.login.min_59_uuouser7hrkmvbaz

1j

hitp://https://acctcdn.msauth.net/images/microsoft_logo_7lyNn7YkjJOPONwWZNw6QvQ2.svg 0% URL Reputation safe
hitp://https://acctcdn.msauth.net/images/microsoft_logo_7lyNn7YkjJOPONwWZNw6QvQ2.svg 0% URL Reputation safe
hitp://https://acctcdn.msauth.net/images/microsoft_logo_7lyNn7YkjJOPONwWZNw6QvQ2.svg 0% URL Reputation safe
hitp://www.mpegla.com). 0% Avira URL Cloud safe
hitp://https://acctcdn.msauth.net/jquerypackage_1.10_5V7LAuc3bNAQx2QQfrIRPw2.js?v=1 0% URL Reputation safe
hitp://https://acctcdn.msauth.net/jquerypackage_1.10_5V7LAuc3bNAQx2QQfrIRPw2.js?v=1 0% URL Reputation safe
hitp://https://acctcdn.msauth.net/jquerypackage_1.10_5V7LAuc3bNAQx2QQfrIRPw2.js?v=1 0% URL Reputation safe
hitp://https://www.skype.com). 0% Avira URL Cloud safe
hitp://https://acctcdn.msauth.net/lightweightsignuppackage_oZIcfFtGMdm_yHyDEji_8w2.js?v=1 0% Avira URL Cloud safe
hitp://https://blobs.officehome.msocdn.com/bundles/polyfills-bundle-cab2131eb9759de95e22.js 0% Avira URL Cloud safe
hitp://https://acctcdn.msauth.net/images/favicon.ico?v=2~( 0% URL Reputation safe
hitp://https://acctcdn.msauth.net/images/favicon.ico?v=2~( 0% URL Reputation safe
hitp://https://acctcdn.msauth.net/images/favicon.ico?v=2~( 0% URL Reputation safe
http:/f 0% Avira URL Cloud safe
https://wusofficehome.msocdn.com/s/b29e92f2/Areas/Home/Content/js/build/bundles/staticScripts.js
hitp://https://acctcdn.msauth.net/converged_ux_v2_RfnRCrmapm3W_OFn994CMA2.css?v=1 0% Avira URL Cloud safe
hitp://fontello.comiconsRegulariconsiconsVersion 0% URL Reputation safe
hitp://fontello.comiconsRegulariconsiconsVersion 0% URL Reputation safe
hitp://fontello.comiconsRegulariconsiconsVersion 0% URL Reputation safe
hitp://https://login.microsof 0% URL Reputation safe
hitp://https://login.microsof 0% URL Reputation safe
hitp://https://login.microsof 0% URL Reputation safe
hitp://https://www.microsoft. 0% URL Reputation safe
hitp://https://www.microsoft. 0% URL Reputation safe
hitp://https://www.microsoft. 0% URL Reputation safe
http:/f 0% Avira URL Cloud safe
https://aadcdn.msftauth.net/shared/1.0/content/js/ConvergedLogin_PCore_7FOrbkodEq5YO0IAJ8ZfQtw2.js
hitp://https://blobs.officehome.msocdn.com/bundles/staticscripts-83dbe5270f.js 0% Avira URL Cloud safe
hitp://https://signup.live.co.com/eur/login? 0% Avira URL Cloud safe

id=SGttbUtnV012d1pUNKV3N3VjejRSUEpsSDBPTjVzd1B60UNuSk1hRUpjZEhE
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https://www.virustotal.com/gui/url/d07530c00a9be45d05566f4b132208c8880a04d2355306a3dc72f9d23bc5050e/detection/u-d07530c00a9be45d05566f4b132208c8880a04d2355306a3dc72f9d23bc5050e-1600707840
https://www.virustotal.com/gui/url/6b5ff6541c9ec7667f43bb2bd7a451bf8681d412f7558db772a18023759a3661/detection/u-6b5ff6541c9ec7667f43bb2bd7a451bf8681d412f7558db772a18023759a3661-1598804389
https://www.virustotal.com/gui/url/5493ee2255f85c4df5f5c3a36b7373fd18107ae2c57065add24437aa3ca402af/detection/u-5493ee2255f85c4df5f5c3a36b7373fd18107ae2c57065add24437aa3ca402af-1606232269

Source Detection Scanner Label Link
hitp://https://acctcdn.msauth.net 0% URL Reputation safe
hitp://https://acctcdn.msauth.net 0% URL Reputation safe
hitp://https://acctcdn.msauth.net 0% URL Reputation safe
hitp://https://www.officentry.com/eur/login? 0% Avira URL Cloud safe

id=SGttbUtnV012d1pUNKV3N3VjejRSUEpsSDBPTjVzd1B60OUNUSK1hRUpZEhE
hitp://https://wusofficehome.msocdn.com/s/398b5c2a/Areas/Home/Content/images/zero-docs-sprite.png 0% Avira URL Cloud safe

hitp:// 0%
https://wusofficehome.msocdn.com/s/6be72975/Areas/Home/Content/js/build/bundles/sharedScripts.js

Avira URL Cloud safe

hitp://https://secure.aadcdn.microsoftonline-p.com/ests/2.1.7362.11/content/cdnbundles/watson.min.js 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation
¢s1100.wpc.omegacdn.net 152.199.23.37 true false e 0%, Virustotal, Browse unknown
snilgl.wpc.alphacdn.net 152.199.21.175 true false e 0%, Virustotal, Browse unknown
FRA-efz.ms-acdc.office.com 40.101.12.2 true false high
signup.live.com unknown unknown false high
www.office.com unknown unknown false high
rd.res.office365.com unknown unknown false high
aadcdn.msftauth.net unknown unknown false * 0%, Virustotal, Browse unknown
assets.onestore.ms unknown unknown false unknown
www.officentry.com unknown unknown false unknown
acctcdn.msauth.net unknown unknown false unknown
ajax.aspnetcdn.com unknown unknown false high
client.hip.live.com unknown unknown false high
outlook.office365.com unknown unknown false high
secure.aadcdn.microsoftonline-p.com unknown unknown false unknown
login.microsoftonline.com unknown unknown false high
cdn.onenote.net unknown unknown false unknown
URLs from Memory and Binaries
Name Source Malicious Antivirus Detection Reputation
hitp:/ prefetch[1].htm1.2.dr false high
https://r4.res.office365.com/owa/prem/16.3790.1.3213940/res
ources/images/O/spritel.mouse.css
hitp://https://aka.ms/useterms servicesagreement[1].htm.2.dr false high
hitp://https://login.microsoftonline.com/ {84EB47AC-302F-11EB-90E4-ECF4B false high

B862DED}.dat.1.dr
hitp://https://www.acuityads.com/opt-out/ privacystatement[1].htm.2.dr false high
hitp:// imagestore.dat.2.dr false e Avira URL Cloud: safe unknown
https://aadcdn.msftauth.net/shared/1.0/content/images/favicon
_a_eupayfgghgiai7k9sol6lg2.ico~(
hitp://https://outlook.office365.com/owa/prefetch.aspx prefetch_1[1].htm.2.dr, {84EB47AC- false high

302F-11EB-90E4-ECF4BB862DE

D}.dat.1.dr, prefetch[1].htm0.2.dr
hitp:// prefetch[1].htm.2.dr false e Avira URL Cloud: safe unknown
https://wusofficehome.msocdn.com/s/7c18fcc8/Areas/Home/C
ontent/js/build/bundles/react-bundle.js
hitp://https://www.youradchoices.ca/fr privacystatement[1].htm.2.dr false e URL Reputation: safe unknown

e URL Reputation: safe
e URL Reputation: safe

hitp:// signup[1].htm.2.dr false e URL Reputation: safe unknown
https://acctcdn.msauth.net/lwsignupstringscountrybirthdate_en e URL Reputation: safe
-us_pVtahKS9WUIZdNgg1DDhHg2.js?v=1 e URL Reputation: safe
hitp:/ prefetch_1[1].htm.2.dr false high
https://r4.res.office365.com/owa/prem/16.2170.8.2502626/res
ources/styles/fonts/office365icons.svg
hitp:/ prefetch[1].htm1.2.dr false high
https://r4.res.office365.com/owa/prem/16.3790.1.3213940/scri
pts/boot.worldwide.2.mouse.js
hitp://https://www.adr.org servicesagreement[1].htm.2.dr false high
hitp:/ firstScript[1].js.2.dr false high

https://login.microsoftonline.com/common/instrumentation/dss
ostatus

Copyright null 2020
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https://www.virustotal.com/gui/url/d07530c00a9be45d05566f4b132208c8880a04d2355306a3dc72f9d23bc5050e/detection/u-d07530c00a9be45d05566f4b132208c8880a04d2355306a3dc72f9d23bc5050e-1600707840
https://www.virustotal.com/gui/url/6b5ff6541c9ec7667f43bb2bd7a451bf8681d412f7558db772a18023759a3661/detection/u-6b5ff6541c9ec7667f43bb2bd7a451bf8681d412f7558db772a18023759a3661-1598804389
https://www.virustotal.com/gui/url/5493ee2255f85c4df5f5c3a36b7373fd18107ae2c57065add24437aa3ca402af/detection/u-5493ee2255f85c4df5f5c3a36b7373fd18107ae2c57065add24437aa3ca402af-1606232269

Name Source Malicious Antivirus Detection Reputation

hitp:/ prefetch[1].htm1.2.dr false high

https://r4.res.office365.com/owa/prem/16.3790.1.3213940/res

ources/styles/fonts/office365icons.eot?#i

hitp://https://www.xbox.com/en-US/Legal/CodeOfConduct) servicesagreement[1].htm.2.dr false high

hitp://iwww.asp.net/ajaxlibrary/CDN.ashx. privacystatement[1].htm.2.dr false high

hitp://https://www.xbox.com/en-US/Legal/CodeOfConduct servicesagreement[1].htm.2.dr false high

hitp://opensource.org/licenses/mit-license.php) knockout_3.3.0_X1BYS2jZMbi7hfu false high
j8VuqFA2[1].js.2.dr

hitp://www.json.org/json2.js knockout_3.3.0_X1BYS2jZMbi7hfU false high
j8VuqFA2[1].js.2.dr

http:/f imagestore.dat.2.dr false e Avira URL Cloud: safe unknown

https://www.officentry.com/Content/newSigninFiles/favicon_a.i

co~

hitp://https://aka.ms/taxservice servicesagreement[1].htm.2.dr false high

hitp:// prefetch[1].htm.2.dr false e Avira URL Cloud: safe unknown

https://wusofficehome.msocdn.com/s/2f9f9c93/Areas/Home/C

ontent/js/build/bundles/app-bundle.js

http:/f {84EB47AC-302F-11EB-90E4-ECF4B  false e Avira URL Cloud: safe unknown

https://www.officentry.com/Content/newSigninFiles/prefetch.ht B862DED}.dat.1.dr

ml

hitp:// imagestore.dat.2.dr false e Avira URL Cloud: safe unknown

https://aadcdn.msftauth.net/shared/1.0/content/images/favicon

_a_eupayfgghgiai7k9sol6lg2.ico~

hitp://https://skype.com/go/myaccount servicesagreement[1].htm.2.dr false high

hitp://https://www.skype.com servicesagreement[1].htm.2.dr false high

hitp://https://www.appnexus.com/ privacystatement[1].htm.2.dr false high

hitp:/ signup[1].htm.2.dr false e Avira URL Cloud: safe unknown

https://acctcdn.msauth.net/knockout_3.3.0_X1BY S2jZMbi7hfU

j8VuqFA2.js?v=1

hitp:/ prefetch[1].htm.2.dr false e Avira URL Cloud: safe unknown

https://wusofficehome.msocdn.com/s/f5628679/Areas/Home/C

ontent/js/build/bundles/polyfills-bundle.js

hitp:/ imagestore.dat.2.dr, authorize[1].htm.2.  false e Avira URL Cloud: safe unknown

https://aadcdn.msftauth.net/shared/1.0/content/images/favicon d
_a_eupayfgghgiai7k9sol6lg2.ico

hitp:/ prefetch_1[1].htm.2.dr false high
https://r4.res.office365.com/owa/prem/16.2170.8.2502626/res

ources/styles/fonts/office365icons.eot?#i

=

hitp://https://priv- privacystatement[1].htm.2.dr false high
policy.imrworldwide.com/priv/browser/us/en/optout.html
hitp://https://www.youronlinechoices.com/ privacystatement[1].htm.2.dr false high

hitp:/ prefetch[1].htm1.2.dr false high
https://r4.res.office365.com/owa/prem/16.3790.1.3213940/res
ources/images/0/spritel.mouse.png

hitp:/ prefetch[1].htm1.2.dr false high
https://r4.res.office365.com/owa/prem/16.3790.1.3213940/scri
pts/boot.worldwide.1.mouse.js

hitp://https://mixer.com/contact servicesagreement[1].htm.2.dr false high
hitp://github.com/jquery/globalize boot.worldwide.0.mouse[1].js0.2.dr false high
hitp://https://www.office.com/ firstScript[1].js.2.dr false high
hitp://https://www.adjust.com/opt-out/ privacystatement[1].htm.2.dr false high
hitp:// imagestore.dat.2.dr false e Avira URL Cloud: safe unknown
https://www.officentry.com/Content/newSigninFiles/favicon_a.i

co~(

hitp://https://www.xbox.com/managedatacollection privacystatement[1].htm.2.dr false high
hitp:// authorize[1].htm.2.dr false e Avira URL Cloud: safe unknown

https://aadcdn.msftauth.net/ests/2.1/content/cdnbundles/conve
rged.v2.login.min_59_uuouser7hrkmvbaz1j

hitp:/ prefetch[1].htm1.2.dr false high
https://r4.res.office365.com/owa/prem/16.3790.1.3213940/scri
pts/boot.worldwide.0.mouse.js

hitp:// signup[1].htm.2.dr false e URL Reputation: safe unknown
https://acctcdn.msauth.net/images/microsoft_logo_7lyNn7YkjJ e URL Reputation: safe

OPONwWZNw6QVQ2.svg e URL Reputation: safe

hitp:/ prefetch_1[1].htm.2.dr false high

https://r4.res.office365.com/owa/prem/16.2170.8.2502626/scri

pts/boot.worldwide.3.mouse.js

hitp:/ prefetch[1].htm1.2.dr false high
https://r4.res.office365.com/owa/prem/16.3790.1.3213940/scri

pts/boot.worldwide.3.mouse.js

hitp://www.mpegla.com). servicesagreement[1].htm.2.dr false e Avira URL Cloud: safe low
hitp://https://admin.onedrive.com/share share[1].htm.2.dr false high
hitp:// signup[1].htm.2.dr false e URL Reputation: safe unknown

https://acctcdn.msauth.net/jquerypackage_1.10_5V7LAuc3bN
AQx2QOQfrlIRPwW2.js?v=1

e URL Reputation: safe
URL Reputation: safe

3
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Name

hitp://https://www.office.com/prefetch/prefetch

hitp://https://www.skype.com).
hitp://https://www.xbox.com

http:/f
https://acctcdn.msauth.net/lightweightsignuppackage_oZIcfFt
GMdm_yHyDEji_8w2.js?v=1

hitp://https://blobs.officehome.msocdn.com/bundles/polyfills-
bundle-cab2131eb9759de95e22.js

hitp://https://ec.europa.eu/info/law/law-topic/data-
protection/data-transfers-outside-eu/adequacy-protectio

hitp://https://github.com/douglascrockford/JSON-js

hitp://https://acctcdn.msauth.net/images/favicon.ico?v=2~(

http:/f
https://wusofficehome.msocdn.com/s/b29e92f2/Areas/Home/C
ontent/js/build/bundles/staticScripts.js

http:/f
https://r4.res.office365.com/owa/prem/16.2170.8.2502626/res
ources/images/O/spritel.mouse.css

hitp://https://login.microsoftonline.com/common/reprocess?
ctx=rQIIAXVSPW_TUACMkzZqA4IKIdEFKQMggXDy7Gc7H1I
10

http:/f
https://acctcdn.msauth.net/converged_ux_v2_RfnRCrmapm3
W_OFn994CMA2.css?v=1

hitp://\www.opensource.org/licenses/mit-license.php)

hitp://fontello.comiconsRegulariconsiconsVersion

hitp://https://login.microsof

http:/f
https://www.macromedia.com/support/documentation/en/flash
player/help/settings_manager.html

hitp://https://www.skype.com/go/legal
hitp://https://mixer.com/about/tos

http:/f
https://r4.res.office365.com/owa/prem/16.3790.1.3213940/res
ources/styles/fonts/office365icons.ttf

hitp://https://www.microsoft.

http:/f
https://r4.res.office365.com/owa/prem/16.2170.8.2502626/res
ources/images/0/spritel.mouse.png

hitp://https://www.linkedin.com/legal/privacy-policy

hitp://https://support.xbox.com/help/friends-social-
activity/community/use-safety-settings

hitp://https://www.xbox.com/Legal/ThirdPartyDataSharing

http:/f
https://aadcdn.msftauth.net/shared/1.0/content/js/ConvergedL
ogin_PCore_7FOrbkodEq5YO0IA|8ZfQtw2.js

hitp://https://aka.ms/redeemrewards
hitp://https://signin.kissmetrics.com/privacy/#controls
hitp://https://login.skype.com/login

http:/f
https://r4.res.office365.com/owa/prem/16.3790.1.3213940/res
ources/styles/fonts/office365icons.woff

http:/f
https://blobs.officehome.msocdn.com/bundles/staticscripts-
83dbe5270f.js

hitp://https://www.skype.com/go/ustax

hitp://jquery.org/license

hitp://https://signup.live.co.com/eur/login?
id=SGttbUtnV012d1pUNKV3N3VjejRSUEpsSDBPTjVzd1B60O
UNuSK1hRUpjZEhE

hitp://https://acctcdn.msauth.net

Copyright null 2020

Source

{84EB47AC-302F-11EB-90E4-ECF4B
B862DED}.dat.1.dr, prefetch[1].htm.2.dr

servicesagreement[1].htm.2.dr
privacystatement[1].htm.2.dr

signup[1].htm.2.dr

prefetch[1].htm0.2.dr

privacystatement[1].htm.2.dr

frameworksupport.min[1].js.2.dr, converg

edlogin_pcore.min[1].js.2.dr

imagestore.dat.2.dr

prefetch[1].htm.2.dr

prefetch_1[1].htm.2.dr

firstScript[1].js.2.dr

signup[1].htm.2.dr

knockout_3.3.0_X1BYS2jZMbi7hfUu
j8VuqFA2[1].js.2.dr, converged
login_pcore.min[1].js.2.dr

icons[1].eot.2.dr

{84EB47AC-302F-11EB-90E4-ECF4B
B862DED}.dat.1.dr

privacystatement[1].htm.2.dr

servicesagreement[1].htm.2.dr
servicesagreement[1].htm.2.dr

prefetch[1].htm1.2.dr

{84EB47AC-302F-11EB-90E4-ECF4B
B862DED}.dat.1.dr

prefetch_1[1].htm.2.dr

privacystatement[1].htm.2.dr

privacystatement[1].htm.2.dr

privacystatement[1].htm.2.dr

authorize[1].htm.2.dr

servicesagreement[1].htm.2.dr
privacystatement[1].htm.2.dr
privacystatement[1].htm.2.dr

prefetch[1].htm1.2.dr

prefetch[1].htm0.2.dr

servicesagreement[1].htm.2.dr

jgquerypackage_1.10_5V7LAuc3bNA
Qx2QQfriRPw2[1].js.2.dr

{84EB47AC-302F-11EB-90E4-ECF4B
B862DED}.dat.1.dr

signup[1].htm.2.dr

Malicious

false

false
false

false

false

false

false

false

false

false

false

false

false

false

false

false

false
false

false

false

false

false

false

false

false

false
false
false

false

false

false

false

false

false

3

3

3

Antivirus Detection

Avira URL Cloud: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

3

3

Avira URL Cloud: safe

Avira URL Cloud: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe

3

URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e Avira URL Cloud: safe

3

3

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

Reputation

high

low
high

unknown

unknown

high

high

unknown

unknown

high

high

unknown

high

unknown

unknown

high

high
high
high

unknown

high

high
high
high

unknown

high
high
high
high

unknown

high

high

unknown

unknown
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Name
hitp://https://www.optimizely.com/legal/opt-out/

hitp://sizzlejs.com/

hitp://https://www.officentry.com/eur/login?
id=SGttbUtnvV012d1pUNKV3N3VjejRSUEpsSDBPTjVzd1B60O
UNuSK1hRUpjZEhE

hitp:iy
https://login.microsoftonline.com/common/oauth2/authorize?
client_id=4345a7h9-9a63-4910-a426-35363201

hitp:iy
https://wusofficehome.msocdn.com/s/398b5c2a/Areas/Home/
Content/images/zero-docs-sprite.png

hitp:iy
https://r4.res.office365.com/owa/prem/16.2170.8.2502626/res
ources/styles/fonts/office365icons.ttf

hitp:iy
https://wusofficehome.msocdn.com/s/6be72975/Areas/Home/
Content/js/build/bundles/sharedScripts.js

hitp://https://signup.live.com/error.aspx?
errcode=1045&mkt=en-US

hitp://https://login.windows-ppe.net

hitp:iy
https://r4.res.office365.com/owa/prem/16.2170.8.2502626/scri
pts/boot.worldwide.1.mouse.js

hitp:iy
https://r4.res.office365.com/owa/prem/16.2170.8.2502626/res
ources/styles/fonts/office365icons.woff

hitp:iy
https://r4.res.office365.com/owa/prem/16.3790.1.3213940/res
ources/styles/0/boot.worldwide.mouse.css

hitp://https://secure.aadcdn.microsoftonline-
p.com/ests/2.1.7362.11/content/cdnbundles/watson.min.js

hitp:iy
https://login.microsoftonline.com/common/cookiesdisabled

hitp://https://login.microsoftonline.com/common/jsdisabled
hitp://https://www.privacyshield.gov/welcome

hitp://https://login.microsoftonline.com

Contacted IPs

] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% < No. of IPs

Public

Copyright null 2020

Source

privacystatement[1].htm.2.dr

jquerypackage_1.10_5V7LAuc3bNA

Qx2QQfrlRPw2[1].js.2.dr

{84EB47AC-302F-11EB-90E4-ECF4B

B862DED}.dat.1.dr

~DF12CE76634C5E5586. TMP.1.dr

prefetch[1].htm.2.dr

prefetch_1[1].htm.2.dr

prefetch[1].htm.2.dr

signup[1].htm.2.dr

Me[1].htm.2.dr

prefetch_1[1].htm.2.dr

prefetch_1[1].htm.2.dr

prefetch[1].htm1.2.dr

firstScript[1].js.2.dr

firstScript[1].js.2.dr

login[1].htm.2.dr

privacystatement[1].htm.2.dr

Me[1].htm.2.dr, firstScript[1].js.2.dr

Malicious
false

false

false

false

false

false

false

false

false

false

false

false

false

false

false
false

false

Antivirus Detection

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

Reputation

high
high

unknown

high

unknown

high

unknown

high

high

high

high

high

unknown

high

high
high
high
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P Domain
40.101.12.2 unknown
152.199.21.175 unknown
152.199.23.37 unknown

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Cookbook file name:

Sample URL:

Analysis system description:

Number of analysed new started processes analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:

Classification:

Copyright null 2020

Country
United States

United States
United States

ASN
8075

15133
15133

ASN Name Malicious

MICROSOFT-CORP-MSN-  false

AS-BLOCKUS
EDGECASTUS false
EDGECASTUS false

31.0.0 Red Diamond
323184

26.11.2020
13:36:14
CloudBasic

Oh 4m 18s

false

light

browseurl.jbs

hitp://https://www.officentry.com/eur/login?id=SGttbUtn
V012d1pUNKV3N3VjejRSUEpsSDBPTjVzd1B60UNUS
k1hRUpjZEhEeTdYTW02RWdaQkJYdIhRN1krQWMvQ)j
dyZVFrTmdWSkp6aVNyVTVua2tpKOhWbmU5ZEpBMO
MzanpWMThTSDZPbXNpV3ZkYUVselppWHAOL1dQd
FBWQjUweDVTdHRHZIluR045dIJKeEphNIdodHBRTFA
VYUE1WIp5Sm5QOVpUW;jI5TnZ6MjAwWY2NFaHFoS 10
4RDVkbi9OcnEOT2hKeWtJVENKTEW4bjdkOWEVVXYz
akNnTkOwLOpTaOpqVW1oMOdXMHI1VUFKUOtIZFIEcU
FGWIFJbVIZbENJISVJIrVXJ40UZgSiBMVNM4NGMvam
XxNOG9EOWpmYzlgZXh0ajJRdGovQThKdzhrMXp5UE
45QXA5RytkRHU

Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211

15

o O o o

e HCA enabled
e EGA enabled
e AMSI enabled

default

Timeout

MAL
mal80.phis.win@3/107@14/3
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Cookbook Comments:

Warnings:

Copyright null 2020

e Adjust boot time
e Enable AMSI
e Browsing link: https://login.|

ive.com/oauth20_authorize.srf?
response_type=code&amp;client_id=51483342-
085c-4d86-bf88-cf5
0c7252078&amp;scope=openid+pro
file+email+offline_access&amp;
response_mode=form_post&amp;re
direct_uri=https%3a%2{%2flogin
.microsoftonline.com%2fcommon%
2ffederation%2foauth2&amp;stat
e=rQIIAXVSQW_SYACIwMggRhdjoscd
9KIpfOVIPyjJEqEF1krbIXWUkpillH
YUaMvaD8rwbLwuJmZxRz0YdzQelJ-w
0y5e9guMJIsZ48mli293L07z3Di_wvY
cpKk9V7tOQZsxSnyVZEOGSZIIAMNQR
kZCBCBYBNWAADG_nNp6_6vx9_bReff
v15yL3LPv-IMjuT9y5nbcC74y408R4
GIUKhTiO84HjuNalUPhEEBCE8YOgTp
Nrtk_u7Z4llwQRgO0olICKWINgSWyz|
DclY9Lz6UM4AKWNEBnswBIOsgbhOkCJY
1ULOI7QOGrSOUT]iStNSE8KVa0misv
DSwXVSIi5ACi66K38R4a-4vTOWOFV2t
AFxvAEeJm8pVRneFi8giBOl_bvZNYJ
Qm9_GKT4NPWOUKa2Lwy4wPdtC-evbL
aPXcvEbuDVvhMHUDIFrR1s1xHX5YR1h
HJe77Z55yIm20auU8_nDWG1OkZkBFG3
rNcUMoOpxIM_LBOWJUi4L4sMWEgGVV1
aDhpmZbt7uwCr7to1aWJr2r98ZP9EK
kSZjixUw6XPDLEhqgrPcFms-cu5PHJD
iIRUJAfEfUpIVIV7gn6durkL57mBzGg
aO07Ev0sT39A2Qqqyv5zY S9xKbiT9p
4s3aarmXjZMXP7IfGycPMt3HNn70J87XCqG0-cq0-
N1w0097MhAeT7SGsITyH
H7Tnc7Hb1PgAjsrbZmxsURXqOEMcZz
K_Mokv2f8NfZm7szpLmQSQpNAmMoCoQViDb-
wcl&amp;estsfed=1&amp;uai
d=fd5695855d994145a3d5ee780a7b
09a9&amp;signup=1&amp;lw=1&amp
;fl=easi2&amp;forwarded_client_id_hint=4345a7b9-
9a63-4910-a426-35363201d503&amp;mkt=en-US
Browsing link: https://login.m
icrosoftonline.com/common/oauth2/authorize?
client_id=4345a7h9-9a63-4910-a426-
35363201d503&
amp;response_mode=form_post&am
p;response_type=code+id_token&
amp;scope=openid+profile&amp;s
tate=OpenldConnect.Authenticat
ionProperties%3dB6CXDhE6ttw8XR
ZaqCJeaplmDquzk1-TY30ThmGkFI24
CJ45NgyxjBsowqL5rocAf43lLaceiP
SOMXXLEMINQTbKK_r6QMt5CJIV8rzD6
YJIFQWut8JBnzvNjirM9JfléD&amp;n
once=636567608190797927.YTYXZm
EzNGItOTVMNCOONWQ3LWI1MjQtMWUO
ODAzOTIyMTZIMMMwOTBINZzYtN2Q3Mi
000WJIMLWIYYWYtNWVKODQ4YWI5YmI3
&amp;redirect_uri=https%3a%2{%
2fwww.office.com%2f&amp;ui_locales=en-
US&amp;mkt=en-US&amp;client-request-
id=fd569585-5d99-4145-a3d5-
ee780a7b09a9&amp;sso_reload=true#
Browsing link: https://www.microsoft.com/en-
US/servicesagreement/

Browsing link: https://privacy.microsoft.com/en-
US/privacystatement

Show All
e Exclude process from analysis (whitelisted):

ielowutil.exe, HxTsr.exe, RuntimeBroker.exe,
wermgr.exe, backgroundTaskHost.exe, svchost.exe
TCP Packets have been reduced to 100

Created / dropped Files have been reduced to 100
Excluded IPs from analysis (whitelisted):
13.64.90.137, 104.43.139.144, 184.24.15.126,
13.107.246.13, 92.122.39.6, 168.61.161.212,
92.122.146.12, 184.24.7.187, 184.24.28.12,
20.190.129.160, 40.126.1.130, 20.190.129.24,
40.126.1.166, 20.190.129.17, 20.190.129.128,
20.190.129.133, 40.126.1.128, 93.184.220.29,
13.107.42.22, 204.79.197.200, 13.107.21.200,
20.190.137.78, 40.126.9.98, 20.190.137.64,
20.190.137.1, 52.114.77.33, 20.190.129.19,
20.190.129.2, 40.126.1.142, 13.107.6.156,
92.122.145.53, 92.122.213.200, 92.122.213.219,
152.199.19.160, 92.122.213.247, 92.122.213.194,
92.122.144.200, 152.199.19.161, 92.122.213.240,
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Simulations

Copyright null 2020

184.24.14.70, 51.11.168.160, 92.122.145.129,
92.122.145.220

Excluded domains from analysis (whitelisted):
cs9.wac.phicdn.net,
assets.onestore.ms.edgekey.net,
arc.msn.com.nsatc.net,
www.tm.lg.prod.aadmsa.akadns.net,
browser.events.data.trafficmanager.net, i.s-
microsoft.com.edgekey.net, fs-
wildcard.microsoft.com.edgekey.net,
cdn.onenote.net.edgekey.net,
www.tm.a.prd.aadg.trafficmanager.net,
al1945.g2.akamai.net,
e11290.dspg.akamaiedge.net, www.microsoft.com-
c-3.edgekey.net, ocsp.digicert.com, star-azurefd-
prod.trafficmanager.net,
wildcard.weather.microsoft.com.edgekey.net,
login.live.com, www-bing-com.dual-a-0001.a-
msedge.net, statics-marketingsites-eus-ms-
com.akamaized.net,
watson.telemetry.microsoft.com,
acctcdnvzeuno.azureedge.net,
skypedataprdcolneu04.cloudapp.net,
al778.g2.akamai.net,
acctcdnvzeuno.ec.azureedge.net, www.bing.com,
e10583.dspg.akamaiedge.net, fs.microsoft.com,
dual-a-0001.a-msedge.net,
secure.aadcdn.microsoftonline-p.com.edgekey.net,
aadcdnoriginneu.azureedge.net,
skypedataprdcolcus17.cloudapp.net,
skypedataprdcolcus16.cloudapp.net,
www.tm.a.prd.aadg.akadns.net, statics-
marketingsites-wcus-ms-com.akamaized.net,
assets.onestore.ms.akadns.net,
storeedgefd.dsx.mp.microsoft.com.edgekey.net, c-
s.cms.ms.akadns.net, t-0003.t-msedge.net,
www.tm.f.prd.aadg.trafficmanager.net, store-
images.s-microsoft.com,
blobcollector.events.data.trafficmanager.net,
account.msa.akadns6.net,
e1553.dspg.akamaiedge.net, c.s-microsoft.com-
c.edgekey.net, privacy.microsoft.com.edgekey.net,
dub2.next.a.prd.aadg.trafficmanager.net,
cs9.wpc.vOcdn.net,
storeedgefd.dsx.mp.microsoft.com.edgekey.net.glo
balredir.akadns.net, home-office365-com.b-0004.b-
msedge.net, store-images.s-microsoft.com-
c.edgekey.net, i.s-microsoft.com,
e15275.g.akamaiedge.net,
al449.dscg2.akamai.net, fs-
wildcard.microsoft.com.edgekey.net.globalredir.aka
dns.net, acctcdn.trafficmanager.net, arc.msn.com,
storeedgefd.xbetservices.akadns.net,
www.microsoft.com-c-
3.edgekey.net.globalredir.akadns.net,
iecvlist.microsoft.com,
e12564.dspb.akamaiedge.net, go.microsoft.com,
ams2.b.f.prd.aadg.trafficmanager.net,
mscomajax.vo.msecnd.net,
e13761.dscg.akamaiedge.net, img-prod-cms-rt-
microsoft-com.akamaized.net,
prod.fs.microsoft.com.akadns.net,
storeedgefd.dsx.mp.microsoft.com,
skypedataprdcolwus17.cloudapp.net,
e1875.dscg.akamaiedge.net, cs22.wpc.vOcdn.net,
ie9comview.vo.msecnd.net, tile-
service.weather.microsoft.com, b-0004.b-
msedge.net, e1723.g.akamaiedge.net,
login.msa.msidentity.com,
aadcdnoriginneu.ec.azureedge.net,
browser.events.data.microsoft.com, c.s-
microsoft.com, a-0001.a-
afdentry.net.trafficmanager.net,
privacy.microsoft.com,
go.microsoft.com.edgekey.net, I-0013.I-
msedge.net, e13678.dscg.akamaiedge.net,
e16646.dscg.akamaiedge.net, www.microsoft.com,
e13678.dspb.akamaiedge.net,
rd.res.office365.com.edgekey.net,
wcpstatic.microsoft.com

Report size getting too big, too many NtCreateFile
calls found.

Report size getting too big, too many
NtDeviceloControlFile calls found.
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Behavior and APIs

No simulations

Joe Sandbox View | Context

IPs

No context

Domains

No context

ASN

No context

JA3 Fingerprints

No context

Dropped Files

No context

Created |/ dropped Files

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\RecoveryStore.{84EB47AA-302F-11EB-90E4-ECF4BB862DED}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

dropped

30296

1.8541971087823168

false
96:rUZZjZm289Wmwtmg3fmRIMmLmMDmMCDfmXcX:rUZZjzm289WPtf3fcIMWgbDfGeX
1289275257357CCB9305C7093871A592
7254768EE1EBD097B97FC01111C043E2E9C47D5A
E2D7CF791E283D701A0659F03A347B079B5E90C3DEDIBEBA326598D085EC41A2
2436BC876CADSAODO3A33E5E6C5CAF265C202D7C983994997B453786F94E9009C23043B891799E7BIFBADI3D067B41D5503C553FE03FBB032F91EC4C29F3F16¢

false

low

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{84EB47AC-302F-11EB-90E4-ECF4BB862DED}.dat

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

Copyright null 2020

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

dropped

140406

3.473625827995233

false

1536:FpnDHuxnDAusunudulLulpKimru5nquB6rnHp:FtOFf7uQCHdmi5nZUd
9B2003C0O8AE33922AE2BEECOBD19DBEO
25B5C6DB8E051952466138B73F86BC648D7A1B20
BA119F8A4DE4DEF2729C98DA1F9FD40385CCCFA27A0CF088B147C25F826AF5BB
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C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{84EB47AC-302F-11EB-90E4-ECF4BB862DED}.dat

SHA-512:
Malicious:
Reputation:

Preview:

6A799E3EAE2F836DDA260563CCA7DB76016D2962452DB7BCF85587EB39FE2683F89444FEA782B23A0893B59E2B2D5A6755E34A9C4470761798AC9408A9353E4E

false

low

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{8E5F714B-302F-11EB-90E4-ECF4BB862DED}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

dropped

16984

1.566307427990927

false
48:1w0jGeprhGwpaMjG4pQLGrapbSVriGQpKOG7HpRusTGIpG:r0ZZ7QMV6E/BSVFAJTU4A
C1B76F7B59DE1DA917B62FEC60974F74
EA69D396430A2A1E6A3E4672F4C08BACI3F14FCB
88B5D60B3C76666DF8B3F584134B064112CA7AEC4023AC72D648C354AA8D0CCD

128EE41950AA432FEDCD5768BOAE17A09B0C110E482B090C095C2414124F24D5EE223CDF437CCCES03D1F5ACB3095E299C3EB56F6D04A8C409D5788AEED12F
A

false

low

C:\Users\user\AppData\Local\Microsoft\Internet ExploreriimagestorelynfzOjx\imagestore.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

data

dropped

90520

3.07870038417377

false
96:5R62R6tRENR62R61R6IQQQQQcQQQQQ7M3MMMMMYM+MIQQQQQsQQQQQIQQQQQN:5XMKPMKaLr+Dp
F413E4DD064CE9782C301CAEAB802A9EA

1C7EA8592E0D939D01555573DFC4791B37E5F57F
DA999524B97E29E53E58D528EC71E35E02EBDI1000DFF9B3CD07D94966EC3812
5B7FAE07F57CEF093C76C8E8FAOE1D21619A2BF8FD99726223FA6652CCCI7EA531F6467EDD24B7FF255B4AF9A47A1AE73AF65683325479231E480116540A5C51
false

low

?.http.s..//lwww..o.ffic.entry..c.om./.Coonte.n.t/newS.ig.n.lnF.iles/fauv.ic.o.n._.a..ic.o~(

" ...333333333333333333333333333333 ...33333333333333333333333333333.
" .333333333333333333333333333333 s 33333333333333333333333333 333 guummmmmmm——"" 3333333333333
33333333333333333" 333333333333333333333333333333 333333333333333333333333333333" s

...333333333333333333333333333333' ...333333333333333333333333333333"
3333333 e ,..333333333333333333333333333333 ...3333

...33333333333333333333333

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\0[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

|IE Cache URL:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

[TIFF image data, big-endian, direntries=7, xresolution=98, yresolution=106, resolutionunit=2, software=paint.net 4.0.13], baseline, precision 8, 1920x1080, frames 3
downloaded

298105

7.973045385700538

false

6144:lUKZtIcrOnbPYZLCKZWbzLv6yTgMatTFuiaAQinJZB4zJZV+odViAagEHbSmXk:ncUgZWFbzzratOAQ2zB4znV+oPaBHPXk
F5A9A9531B8F4BCC86EABB19472D15D5

0AAC0B09708622C679768AA62B11D95FOE8388DE

62FAAB60433070E2EA52C235F0F18DB228759F2A08BB6F9ES711630DF8321214

ED895FD0OB400EC5362DFFC660492C477C9B5F4FE7E61EA65BCID3FEEY8402E132D719C8B05562F8EFE7C2D2BF4B1B825DDB07A2B37FD3AC1A6C47A24989BD
BE

false
low

hitp://https://www.officentry.com/Content/newSigninFiles/0.jpg
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\0[1].jpg

Preview:

11A..Qa."q.2... #B...R..$3br..
l1.AQ.aq."2...
.B2jF*...QEL....

%8&()*456789: CDEFGHIJSTUVWXY Zcdefghijstuvwxyz.
B....#3R..br...$4.%.....&'()*56789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz. 8.)........
CALPLAKICRIM R ()R (. Q.Z1@. ... U.PO.Q@.. 1K . )......... h..K.P)i...J..n.LIE(L... H......p.Z2..4>..2.0.. B.p....(.IqR......

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\OW10PBUV\7d-3b8b80[1].css

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines

Category: downloaded

Size (bytes): 168619

Entropy (8bit): 5.044040083782762

Encrypted: false

SSDEEP: 3072:0zCPZKTP3bDLHOtfRqQOXtL{j4ZDSIpTt813viY8R1j35Ap7LQZLPPIH7PAbOCX8:clZAXLkeeds
MDS5: 7A091EA3F595695C19CED8B52228FF48

SHA1L: 587B8C1FFF5C84755C8BE6C2029FCOB46COF76B3

SHA-256: C55B3700FA0698B9F057F40512CFD3BIDEAED620598BACE734338F4F6DAF7A86

SHA-512: 522DC920EDA85D8C7F6FA56E959552C477133E1C5C39939331962A221E5CS5AEAEC0643FE8F6AFF4384125B4B58E3930751A21CEB7C60C309AD037ED12865AF8!
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://www.microsoft.com/onerfstatics/marketingsites-eus-prod/west-european/shell/_scrf/css/themes=default.device=uplevel_web_pc/4a-f2fal3/d2-97697e/15-
b02cf6/8d-8de298/30-e5ac82/cd-1bdala/e7-838d86/7d-3b8b80?ver=2.0

Preview:
@charset "UTF-8";./*! | Copyright 2017 Microsoft Corporation | This software is based on or incorporates material from the files listed below (collectively, "Third Party
Code"). Microsoft is not the original author of the Third Party Code. The original copyright notice and the license under which Microsoft received Third Party Code are set
forth below together with the full text of such license. Such notices and license are provided solely for your information. Microsoft, not the third party, licenses this Third P
arty Code to you under the terms in which you received the Microsoft software or the services, unless Microsoft clearly states that such Microsoft terms do NOT apply for
a particular Third Party Code. Unless applicable law gives you more rights, Microsoft reserves all other rights not expressly granted under such agreement(s), whether by
implication, estoppel or otherwise.*/./*! normalize.css v3.0.3 | MIT License | github.com/necolas/normalize.css */.body{margin:0}.context-uh

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\Print[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 476

Entropy (8bit): 7.35124642782842

Encrypted: false

SSDEEP: 12:6v/78/8QCeKXzjl5V6VQTdwbtsxET1SDQIi7N:sNfF6VYd6tf1SdN

MDS5: BBE8859FCD4E43D51233559C17A3C7BD

SHAL: FOCA023F26A84761995FAOBF6935DE6A3BBAEGFS

SHA-256: DC15A37B4015DODECF639006E4F9002E742DDBFD7C669ECOAE469057F238B78D

SHA-512: 3605E4C4FE22E6E05553F89D34CFESB3ESCA72FBDADCCD8B279835A0ECEFCD10B1BF2AD1IACCEEB168EE369E23A8AD205720FBF33A184188A7F23AEA7BOF2:
005

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://c.s-microsoft.com/en-us/CMSImages/Print.png?version=03620f3a-5d1e-5a73-al17-a2f71eee437d

Preview:

)...2"...ddO."..Ud.BE..*D..h
.Mm5.KA ... z=./>.. .M...19..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\app[1].css

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with CRLF, LF line terminators

Category: downloaded

Size (bytes): 262641

Entropy (8bit): 4.9463902181496096

Encrypted: false

SSDEEP: 3072:u+VdOpBbgPLYoyjFkxD2hAYwJIb8ILm731Ss:u+Vd0ODePLYoyjFkxD2hAYWJIbZLM31Ss
MDS5: 7C593B06759DB6D01614729D206738D6

SHAL: 0D4F76D10944933B8DDECFFE9691081439A77A3C

SHA-256: F7D9FB0479DE843CF3FBOB78FC56BBBIE30BFOA238C6F79D9209FABB22EFB574
SHA-512: EF91B610CF17A17AAFB48984B4403EF175EB86096E3F12E23AE8DAC7CI6EF60ED14DA3F69721E095CD2ACE3F0A06190186D000992823814BB906F7FB3576C2C!
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://assets.onestore.ms/cdnfiles/external/oneui/oneuil.16.2/dist/css/app.css

Copyright null 2020 Page 17 of 58



C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\app[1].css

Preview:

@font-face {. font-family: "wf_segoe-ui_normal";. src: url("//i.s-microsoft.com/fonts/segoe-ui/west-european/normal/latest.eot");. src: url("//i.s-microsoft.com/fonts/segoe-
ui/west-european/normal/latest.eot?#iefix") format("embedded-opentype"), url("//i.s-microsoft.com/fonts/segoe-ui/west-european/normal/latest.woff") format("woff"), url("//i.s
-microsoft.com/fonts/segoe-ui/west-european/normal/latest.ttf") format(“truetype"), url("//i.s-microsoft.com/fonts/segoe-ui/west-european/normal/latest.svg#web") format("
svg");. font-weight: normal;. font-style: normal; }..@font-face {. font-family: "wf_segoe-ui_light";. src: url("//i.s-microsoft.com/fonts/segoe-ui/west-european/light/latest.eo
t");. src: url("//i.s-microsoft.com/fonts/segoe-ui/west-european/light/latest.eot?#iefix") format("embedded-opentype"), url("//i.s-microsoft.com/fonts/segoe-ui/west-euro
pean/light/latest.woff") format("woff"), url("//i.s-microsoft.com/fonts/segoe-ui/west-european/light/latest.ttf") format("truetype

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\boot.worldwide.0.mouse[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

data

downloaded

658812

5.3629012351730925

false

12288:/hqLJ/19pVwtdONSOCxJS10F2R050rY EUHEh4EM+8]:/hqLJd9pCtdcCxJIS10F2R050rY EUHEIrQ
DDBD3E0172D580DCE1D5037AC1B7DF8B

182379569666D07D0505621BE9D8E1B32353BD8E
7A321E19122B4AEA06314FCO9E75CF19E37D4BA61E6E315371987AC895E806CE

05D63D16DFD7F83E6777F53B12CC6ES53C8FC6E712A0CES426F94E85A51274D54BD9BCO84E3D66EF4AEA23A0A26C1C868ADBI1EA4CICAA3179E8B256BE1C632]
84

false
low

hitp://https://www.officentry.com/Content/newSigninFiles/boot.worldwide.0.mouse.js

.window.scriptsLoaded = window.scriptsLoaded || {}; window.scriptProcessStart = window.scriptProcessStart || {}; window.scriptProcessStart['boot.worldwide.0.mouse.js'] =
(new Date()).getTime();../* Empty file */;Function.__typeName="Function";Function.__class=!0;Function.createCallback=function(n,t){return function(){var r=argum
ents.length;if(r>0){for(var u=[],i=0;i<r;i++)u[i]=arguments][i];u[r]=t;return n.apply(this,u)}return n.call(this,t)}};Function.prototype.bind=Function.prototype.bind||function(n){if
(typeof this!="function")throw new TypeError("bind(): we can only bind to functions");var u=Array.prototype.slice.call(arguments,1),r=this,t=function(){},i=function(){return
r.apply(this instanceof t?this:n,u.concat(Array.prototype.slice.call(arguments)))};this.prototype&&(t.prototype=this.prototype);i.prototype=new t;return i};Function.c
reateDelegate=function(n,t){return function(){return t.apply(n,arguments)}};Function.emptyFunction=Function.emptyMethod=function(){};Error.__typeNam

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\boot.worldwide.1.mouse[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode (with BOM) text, with very long lines, with CRLF line terminators
downloaded

655420

5.355017737014669

false
12288:f2VavyOrvmrixSFHKzaMgTWoZZrpLzcVnWpCmkOw:f2VavyA/xOmgTWG2nWpFw
6A959BBEF782C384E9BC59B6CA8985F5
6FF91CABFC691F7AE420D6EE41B5172B08968F3F
ECCBFCF674637944B0OAD6C956E8A1210838158A3FA589D9D3752BC667ECFB09B

B10320EE920EB214C7A0A1BEC9811A8A50DEBGF1F0A9232440C860737B3F687F4435DD61A0B81C4CCF7C8251C83085E2483051F1186E9DEEC33BAB2FFBD801E
A

false
low

hitp://https://www.officentry.com/Content/newSigninFiles/boot.worldwide.1.mouse.js

.window.scriptsLoaded = window.scriptsLoaded || {}; window.scriptProcessStart = window.scriptProcessStart || {}; window.scriptProcessStart['boot.worldwide.1.mouse.js'] =
(new Date()).getTime();..;_a.I=function(n){n||(n={});this.a=n};_a.l.prototype={a:null,g:function(){return this.e("cmd","contents",!1)}I:function(){return this.c("part",!0)},h:func
tion(){return this.e("module","calendar",!1)},m:function(){return this.e("module","discovery",!1)},f:function()}{return this.c("ispopout",!0)},j:function(){return this.c("sharepoint
app”,!0)},d:function(){return this.c("leanMode",!0)},p:function(){return this.c("superTag",!0)},k:function(){return this.c("animation",!1)},o:function(){return this.c("prefetch",!1
)hn:function(){return this.c("folderPrefetch",!1)},i:function(n,t){this.a[n]=t;return t},b:function(n){return n in this.a},e:function(n,t,i){var r=this.a[n];return r===t?10:1i&&!!
r&&r.toLowerCase()===t},c:function(n,t){return t?this.e(n,"1",!1)||this.e(n,"true",!1):this.e(n,"0",!1)||thi

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\boot.worldwide.2.mouse[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode (with BOM) text, with very long lines, with CRLF line terminators

downloaded

662465

5.316067153115204

false
12288:EfmjzLK3ny2Pw2cpEZBPA18FaHHXNmri7qVO3lcbv/:EfmG3yY5AkPA18FaHHrMri7qCIGv/
AB09D8960CIDDIF1422D566CB060644D

B31F787C184A6B2C385BC829F2F26449907C650A
D6981D6292977AA971CA4AAE36423C3213DF3BC4BIBFCCO81E32DD284CCD28B3

CC9012E40B85FAC58F547649AB2C1FCDOF21F63EC25060BC861C85CDDIBE7EAFSES6C6512FB6F5B58EF7F27EABD43C9180004F5EFOBD3D2821DB6FF815F528
4

false
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\boot.worldwide.2.mouse[1].js

Reputation:
|IE Cache URL:

Preview:

low

hitp://https://ra.res.office365.com/owa/prem/16.3790.1.3213940/scripts/boot.worldwide.2.mouse.js

.window.scriptsLoaded = window.scriptsLoaded || {}; window.scriptProcessStart = window.scriptProcessStart || {}; window.scriptProcessStart['boot.worldwide.2.mouse.js'] =
(new Date()).getTime();..;|DelayedSendEvent.registerinterface("IDelayedSendEvent");var llsShowingComposelnReadingPaneEvent=function(){};/lsShowingComp
oselnReadingPaneEvent.registerinterface("llsShowingComposelnReadingPaneEvent");var ISendFailedO365Event=function(){};|SendFailedO365Event.registerinte
rface("ISendFailedO365Event");var ISendFailureRemoveO365Event=function(){};|SendFailureRemoveO365Event.registerinterface("|SendFailureRemoveO365Event"
);_y.gw=function(){};_y.gw.registerinterface("_y.gw");_y.iB=function(){};_y.iB.registerInterface("_y.iB");_y.ih=function(){};_y.ih.registerInterface("_y.ih");_y.jy=function(){};_y.
jy.registerinterface("_y.jy");_y.ld=function(){};_y.Id.registerInterface("_y.ld");_y.il=function(){};_y.il.registerInterface("_y.il");_y.lt=function(){};_y.gJ=function(){};_y.gJ.re
gisterinterface("_

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\boot.worldwide.3.mouse[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode (with BOM) text, with very long lines, with CRLF line terminators

downloaded

656278

5.411638989473686

false
6144:cdsCDKpe/XiOr6jjL1MIshaFX560Lw107/k8/LzSSKIK+bDFEYKdiouJeoEGUP:cdIKwF8jL1xILwIzk8 TzSAtDFEYTogUP
97C5F8FFF487304A9482B1BC49CC0OD0O1

4E2F7C2EFEF5E2EB974E42C75ADDAC5FE62BC3F6
09B52730DFEB19700920E33D3A12060EC2C78CCB62B7336A22A3D39FB07674A5
EB28746C9CDE43C8CF7453E3D32EE9249D7661DD9C2272996DB02797BE636032B4A36FEIB17CB10C4COE22CE2092AD7890EES85F5397362540388C47E543E97
false

low

hitp://https://www.officentry.com/Content/newSigninFiles/boot.worldwide.3.mouse.js

.window.scriptsLoaded = window.scriptsLoaded || {}; window.scriptProcessStart = window.scriptProcessStart || {}; window.scriptProcessStart['boot.worldwide.3.mouse.js'] =
(new Date()).getTime();..;_n.a.je=function(n){return n.q};_n.a.cf=function(n){return _n.i.isInstanceOfType(n)?n.k:null};_n.a.fK=function(n){return n.b};_n.a.eB=function(n)
{return _n.i.isInstanceOfType(n)?n.h:null};_n.a.jf=function(n){return n.n};_n.a.jd=function(n){return n.z()};_n.a.IH=function(n){return n.s};_n.a.IF=function(n){return _n.i.isInst
anceOfType(n)?n.ch:null};_n.a.IR=function(n){return n.u};_n.a.fN=function(n){return _y.k.isinstanceOfType(n)?n.G:null};_n.a.eC=function(n){return n.cZ()};_n.a.ji=function
(n){return n.I};_n.a.IQ=function(n){return n.ck()};_n.a.ll=function(n){return n.cj()};_n.a.lJ=function(n){return n.da()};_n.a.IK=function(n){return n.db()};_n.a.lL=function(n){retu
rn n.dc()};_n.a.ly=function(n){return n.ci()};_n.a.lz=function(n){return n.cS()};_n.a.lA=function(n){return n.cT()};_n.a.IB=func

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\boot.worldwide.mouse[1].css

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

232394

5.545446153550244

false
1536:yldzLx/ivZfijbOv/LBbLeXeKEXK81KKVKKdKbSKOcKcyKf25DMkvgBCWcDAP4bT:Ux/ivZfibOv/LBbLMqq9cDw4bLI1We/
AT88EDIF28A0DA2D2E552514EA703777

74B0759483D180DCEF8199541336C375D1DD970A
8DFADE63D9153799D2F8A254EDCFF8718388EA8D65B5A0DAF340FEOFB302270E
7C518C801364C0A2D8B0408AB16911C1956823851139282431569529C7778509EF95C200A8BC6936B2663F6A4BCC4CIA600137855CCIALSE2DEEALFC3BIE26EC
false

low

hitp://https://ra.res.office365.com/owa/prem/16.3790.1.3213940/resources/styles/0/boot.worldwide.mouse.css

feedbackList{-webkit-animation-duration:.17s;-moz-animation-duration:.17s;animation-duration:.17s;-webkit-animation-name:feedbackListFrames;-moz-animation-name
:feedbackListFrames;animation-name:feedbackListFrames;-webkit-animation-fill-mode:both;-moz-animation-fill-mode:both;animation-fill-mode:both}@-webkit-keyframes
feedbackListFrames{from{-webkit-transform:scale(1,1);transform:scale(1,1);-webkit-animation-timing-function:cubic-bezier(.33,0,.67,1);animation-timing-function:cubic-bez
ier(.33,0,.67,1)}to{-webkit-transform:scale(1.03,1.03);transform:scale(1.03,1.03)}}@-moz-keyframes feedbackListFrames{from{-moz-transform:scale(1,1);transform:s
cale(1,1);-moz-animation-timing-function:cubic-bezier(.33,0,.67,1);animation-timing-function:cubic-bezier(.33,0,.67,1) }to{-moz-transform:scale(1.03,1.03);transform:scale(
1.03,1.03)}}@keyframes feedbackListFrames{from{-webkit-transform:scale(1,1);-moz-transform:scale(1,1);transform:scale(1,1);-webkit-animation-timing-function:cubic-
bezier(.33,0,.67,

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\convergedloginpaginatedstrings-en.min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines, with no line terminators

downloaded

12121

5.201964249430104

false
192:0tYVbAHZFtke38XQxMB7cfOTFckcj81FtOEzFrhniUgB/nemNhOn:iYpAH3vCB7cfOTFckcgFtOEKtDON
A43ABB7B73EDE723D909515B0DB8567C

31A5C6D3C518E3B27D96A8C4749EF20D9B028CED
8176927C483B9C3CH64AEDB655264870A59E608A653ED5045C3091382829B4F89
8E74EE57238991E1E33D2FFE6C13466AE672FEDSDE4ABEG416485240D229C309471B750C2A2A75D944C2DDD93776C80ADA75C0732253298734F7647AD911CB4t
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\convergedloginpaginatedstrings-en.min[1].js

Malicious:
Reputation:
|IE Cache URL:

Preview:

false
low

hitp://https://www.officentry.com/Content/newSigninFiles/convergedloginpaginatedstrings-en.min.js

Ifunction(e){function o(i){if(n[i])return n[i].exports;var t=n[i]={exports:{},id:i,loaded:!1};return e[i].call(t.exports,t,t.exports,0),t.loaded=!0,t.exports}var n={};return o.m=e,
0.c=n,0.p="",0(0)}([function(e,o,n){var i=n(1),t=n(2),r=n(3),a=r.StringsVariantld,_=r.AllowedIdentitiesType;i.registerSource("str",function(e,o){switch(e.MOBILE_STR_Heade
r_Brand="Microsoft account",e.WF_STR_ProgressText="Please wait",e. WF_STR_SignupLink_AriaLabel_Text="Create a Microsoft account",e.CT_STR_CookieBanner_
Link_AriaLabel="Learn more about Microsoft's Cookie Policy",e.CT_STR_More_Options_Ellipsis_AriaLabel="Click here for more options",e.CT_STR_Error_Details_Close_
AltText="Close error details",0.0AppCobranding&&o0.0AppCobranding.friendlyAppName?e.WF_STR_HeaderDefault_Title=t.format("Sign in to {0}",0.0AppCobrandi
ng.friendlyAppName):e. WF_STR_HeaderDefault_Title="Sign in",0.iLoginStringsVariantld){case a.RemoteConnectLogin:e.WF_STR_Default_Desc="You will be signed in
to {0}. Click Back if this isn't t

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\datarequestpackage h-_7C7UzwdefXJT9njDBTQ2[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

8111

5.339313763115951

false

192:nEAKV577D9kgT/xwj908hFNFxgLdQOEoxr:E177Dj+yt
87EFFBOBB533C1D79F5C94FD9E30C14D
4E4F5F3CDDDDBFDDB46A1626D7CE579A639DE389
617E32CA57507098771FD30AF6BIDCABO63448F6D7EO0BC6D6557DD1895F80543

CB107C09F9A32D85BF2AF714EE9BF7CE2649AA33E63C2255D4BBD281E3CDASFBDFA2ES8212E8004AEEAABADD8C94543F82187C7673189CACBDD5CD8C26C5
3F7

false
low

hitp://https://acctcdn.msauth.net/datarequestpackage_h-_7C7UzwdefXJT9njDBTQ2.js

Ifunction(){function e(e){function t(e){return e&&e.state==1&&(e.prev&&(e.prev.next=e.next),e.next&&(e.next.prev=e.prev),D==e&&(D=e.next), $==e&&($=e.prev),e.sta
te=u,e.prev=e.next=null,y--),e}function a(e){if(e&&e.state==u){var r=$;r?(r.next=e,e.prev=r):D=e,$=e,e.state=l,y++}}function f(){!q&&!b&&y&&x>w&&(b=window.setTi
meout(g,s))}unction v(e){var r=(new Date).getTime()-e<i;return r}function g(){var e=(new Date).getTime();for(b=0,q=!0;y>0&&x>w;){var r=D;if(r&&x>w?(0.assert(r.
state===|,"Task was not in a pending state and we were just about to execute it."),r=m(t(r))):r=null,r&&!v(e)){break.}}q=!1,f()function m(e){if(e){o.assert(void 0!=e.id&
&!Ale.id],"Task didn't have an id or was already active!"),w++,A[e.id]=e,e.startTime=(new Date).getTime(),e.state=c;var r=e.exec(function(r){T(e,r)});r||T(e)}return e}function
T(e,r){e.state===c&&(w--,0.assert(A[e.id],"A task is being completed without being in the active task list."),delete Ale.id],r&&"number"==typeof r?(e.state=d,e.time
outld=wind

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\ellipsis_635a63d500a92a0b8497cdc58d0f66b1[1].svg

Process:
File Type:
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Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

SVG Scalable Vector Graphics image

downloaded

900

3.8081778439799248

false
24:t4CvnAVRHf1QqCSzGUdiHTVtpRduf1QqCWbVHTVeUVOUV6f1QqCWbVHTVeUVOUFI:fn+1QqC4GuUiHFXS1QqCWRHQ3V1QqCWRV
635A63D500A92A0B8497CDC58D0F66B1

A32EBA4B4D139E8DA52C5801A13C1EE222B2B882
61D7CCC5D2C41BF86BE6CEFB0063405067849BA64E9F219F60596EF09A54A942

EFFE15E105FC5FA853E76917B533AAEGC75EBA9A256049FBSEABS8BBF319D63A4CE4AE3743A09D6A5F474B01649D6EDC5C8BCCC61B8CAIEAIESC39ETAET24
Ci16

false
low

hitp://https://aadcdn.msftauth.net/shared/1.0/content/images/ellipsis_635a63d500a92a0b8497cdc58d0f66b1.svg

<svg xmIns="http://www.w3.0rg/2000/svg" width="16" height="16" viewBox="0 0 16 16"><title>assets</title><path d="M1.143,6.857a1.107,1.107,0,0,1,.446.089,1.164,1
.164,0,0,1,.607.607,1.161,1.161,0,0,1,0,.893,1.164,1.164,0,0,1-.607.607,1.107,1.107,0,0,1-.446.089A1.107,1.107,0,0,1,.7,9.054a1.164,1.164,0,0,1-.607-.607,1.161,
1.161,0,0,1,0-.893A1.164,1.164,0,0,1,.7,6.946a1.107,1.107,0,0,1,.446-.089M8,6.857a1.107,1.107,0,0,1,.446.089,1.164,1.164,0,0,1,.607.607,1.161,1.161,0,0,1,0,.893
,1.164,1.164,0,0,1-.607.607,1.161,1.161,0,0,1-.893,0,1.164,1.164,0,0,1-.607-.607,1.161,1.161,0,0,1,0-.893,1.164,1.164,0,0,1,.607-.607A1.107,1.107,0,0,1,8,6.857m
6.857,0a1.107,1.107,0,0,1,.446.089,1.164,1.164,0,0,1,.607.607,1.161,1.161,0,0,1,0,.893,1.164,1.164,0,0,1-.607.607,1.161,1.161,0,0,1-.893,0,1.164,1.164,0,0,1-.607-
.607,1.161,1.161,0,0,1,0-.893,1.164,1.164,0,0,1,.607-.607A1.107,1.107,0,0,1,14.857,6.857Z"/></svg>

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\ellipsis_grey 2b5d393db04a5e6e1f739cb266e65b4c[1].svg

Process:

File Type:
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Size (bytes):

Entropy (8bit):

Encrypted:

SSDEEP:

MD5:

SHA1L:
Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe
SVG Scalable Vector Graphics image
downloaded
915
3.8525277758130154
false
24:t4CvnAVRIFAf1QqCSzGUdIHTVipRdAuf1QqCWhVHTVeUVOUV6f1QqCWbVHTVeUVx:fn1rlQqC4GuUiHFXS1QqCWRHQ3V1QqCWz
2B5D393DB04A5E6E1F739CB266E65B4C
6A435DF5CAC3D58CCAD655FE022CCF3DD4B9B721
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\ellipsis_grey 2b5d393db04a5e6e1f739cb266e65b4c[1].svg

SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

16C3F6531D0FA5B4D16E82ABF066233B2A9F284C068C663699313C09F5E8D6EG
3A692635EE8EBD7B15930E78D9E7E808E48C7ED3ED79003B8CA6F9290FAOE2BOFA3573409001489C00FB41D5710E75D17C3C4D65D26F9665849FB7406562A406
false

low

hitp://https://aadcdn.msftauth.net/shared/1.0/content/images/ellipsis_grey_2b5d393db04a5e6e1f739ch266e65b4c.svg

<svg xmIns="http://www.w3.0rg/2000/svg" width="16" height="16" viewBox="0 0 16 16"><title>assets</title><path fill="#777777" d="M1.143,6.857a1.107,1.107,0,0,1,.
446.089,1.164,1.164,0,0,1,.607.607,1.161,1.161,0,0,1,0,.893,1.164,1.164,0,0,1-.607.607,1.107,1.107,0,0,1-.446.089A1.107,1.107,0,0,1,.7,9.054a1.164,1.164,0,0,1-.607-
.607,1.161,1.161,0,0,1,0-.893A1.164,1.164,0,0,1,.7,6.946a1.107,1.107,0,0,1,.446-.089M8,6.857a1.107,1.107,0,0,1,.446.089,1.164,1.164,0,0,1,.607.607,1.161,1.1
61,0,0,1,0,.893,1.164,1.164,0,0,1-.607.607,1.161,1.161,0,0,1-.893,0,1.164,1.164,0,0,1-.607-.607,1.161,1.161,0,0,1,0-.893,1.164,1.164,0,0,1,.607-.607A1.107,1.107
,0,0,1,8,6.857m6.857,0a1.107,1.107,0,0,1,.446.089,1.164,1.164,0,0,1,.607.607,1.161,1.161,0,0,1,0,.893,1.164,1.164,0,0,1-.607.607,1.161,1.161,0,0,1-.893,0,1.164,
1.164,0,0,1-.607-.607,1.161,1.161,0,0,1,0-.893,1.164,1.164,0,0,1,.607-.607A1.107,1.107,0,0,1,14.857,6.857Z"/></svg>

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\favicon[1].ico
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SHA-256:
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Malicious:
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|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

MS Windows icon resource - 6 icons, 128x128, 16 colors, 72x72, 16 colors
downloaded

17174

2.9129715116732746

false

24:QSNTMTFxgalyyyyyyyyyyyyyio7 kzgsLsLsLsLsLsQZp:nfgyyyyyyyyyyyyynzQQQQQO
12E3DAC858061D088023B2BD4BE2FAI6

EO08CE1A144ECEAEOC3C2EA7A9D6FBC5658F24CES

90CDAF487716184E4034000935C605D1633926D348116D198F355A98B8C6CD21
C5030C55A855E7A9E20E22F4C70BF1EOF3C558A9B7D501CFAB6992AC2656AES5E41BO50CCACS41EFAS5F9603E0D349B247EB4912EE169D44044271789C719CDC
false

low

hitp://https://signup.live.com/Resources/images/favicon.ico
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\favicon_a_eupayfgghqiai7k9sol6lg2[1].ico
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SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

MS Windows icon resource - 6 icons, 128x128, 16 colors, 72x72, 16 colors
downloaded

17174

2.9129715116732746

false

24:QSNTMTFxgalyyyyyyyyyyyyyio7 kzgsLsLsLsLsLsQZp:nfgyyyyyyyyyyyyynzQQQQQO
12E3DAC858061D088023B2BD4BE2FAI6

EO08CE1A144ECEAEOC3C2EA7A9D6FBC5658F24CES

90CDAF487716184E4034000935C605D1633926D348116D198F355A98B8C6CD21
C5030C55A855E7A9E20E22F4C70BF1EOF3C558A9B7D501CFAB6992AC2656AES5E41B050CCACS41EFAS5F9603E0D349B247EB4912EE169D44044271789C719CDC
false

low

hitp://https://aadcdn.msftauth.net/shared/1.0/content/images/favicon_a_eupayfgghgiai7k9sol6lg2.ico
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\odbshare-deca58ee[1].js
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File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with CRLF line terminators

downloaded

1267037

5.338649066556259

false
12288:B0JeGrt6qSZnyzOIxHng+aKuQgD/1Y1+1yEcVFSNF5KCCuLXxLmilT:BHpeqQgD/KVJoLxLt
36E4D5260114C1COAAAF543F60242ABE
216BB5E7B2D7B3EA2FA94BESBDODAAAB420D9294
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\odbshare-deca58ee[1].js

SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

23FOFF28CBFFA80317FD222CB6B7857CFD2075BE3BCCEBFAC2CBC97AD1747DA6

BCFC60ECF24A31EDFBA393A41F888FD1AB4C67074B931809FFES0008AAC1DA8C42CC7F09B4C56EO0EC2855E48FF5FDAG777B599EC083A12348C3A63ED1EABF.
F2

false
low

hitp://https://www.officentry.com/Content/newSignInFiles/odbshare-deca58ee.js

define("odsp-next/roots/ODBShare",["require”,"exports","@ms/odsp-utilities/lib/async/Promise","@ms/odsp-shared/lib/utilities/navigation/Navigation.key","@ms/odsp-utilitie
s/lib/browser/PlatformDetection.key","@ms/odsp-utilities/lib/resources/Resources”,"../resources/ControlResourceKeys","../resources/DataSourceResourceKeys","../r
esources/ProviderResourceKeys","../resources/SPOResourceKeys","../actions/odb/ActionMap","../dataSources/bundle/odb/BundleDataSource”,"../providers/bundleLoader
/BundleLoaderProvider","../dataSources/identity/odb/IdentityDataSource","knockout","@ms/odsp-shared/lib/utilities/navigation/Navigation","../dataSources/url/PageType","..
/dataSources/peoplePicker/odb/PeoplePickerDataSource","../models/promiseTracker/PromiseTracker","../dataSources/sharing/odb/SharingDataSource","../dataSources/s

uiteNav/odb/SuiteNavDataSource","../models/suiteNav/SuiteNavLinklds","../dataSources/url/odb/UrlDataSource","../dataSources/policy Tip/odb/Policy TipDataSource",
@ms/odsp-utilities/I|

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\prefetch[1].htm
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File Type:
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Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
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|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, UTF-8 Unicode (with BOM) text, with CRLF line terminators

downloaded

1742

5.052307685676474

false
48:aadhRT3578y5gwt/a5g4AVa5gSA7U5gG58F5gEOa5g8kasg3L759g85gQs:tYON4iNNrGzONhN7 Skt
101FA37580E6978A7399BB24B8F73B19

C15C08DE2627939D30412D743E8F113895077C45
E3EAE21E2430D52FCB071CC1E3AAAE4019EB451808ACB48807A0044AFF014950

778D10801417913FBOE9D3E30COE75AD2FD90922A54DE68DB394CAA43BOFEF78F641A846143BD3C2ACCAEL41ABF23E56E3D51593E947B6BCD4B83E93A8A82F
F

false
low

hitp://https://www.officentry.com/Content/newSignInFiles/prefetch.html

saved from url=(0040)https://www.office.com/prefetch/prefetch -->..<html><head><meta http-equiv="Content-Type" content="text/ntml; charset=UTF-8">.. <title>A
prefetch page for OfficeHome app</title>....<link rel="stylesheet" type="text/css" href="~/Content/newSigninFiles/sharedFontStyles.css"><link rel="stylesheet" type
="text/css" href="~/Content/newSigninFiles/staticStylesFluent.css">..</head>....<body style="width:0;height:0;">..  <link rel="prefetch" href="https://wusofficehome.mso
cdn.com/s/f5628679/Areas/Home/Content/js/build/bundles/polyfills-bundle.js">..  <link rel="prefetch" href="https://wusofficehome.msocdn.com/s/19ef5923/Areas/H
ome/Content/js/build/bundles/vendor-bundle.js">..  <link rel="prefetch" href="https://wusofficehome.msocdn.com/s/b29e92f2/Areas/Home/Content/js/build/bundles/
staticScripts.js">..  <link rel="prefetch" href="https://wusofficehome.msocdn.com/s/6be72975/Areas/Home/Content/js/build/bundles/sharedScripts.js">..  <link rel="pref
etch”

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\prefetch_1[1].htm

Process:
File Type:
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Size (bytes):
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Encrypted:
SSDEEP:
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SHA1L:
SHA-256:
SHA-512:

Malicious:
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|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, UTF-8 Unicode (with BOM) text, with very long lines, with CRLF line terminators
downloaded

3401

5.346269987602453

false

96:nRVgkgfOwjKvgllly2fa/onM1AY QitNMA4x4sL4gQ+cD46DpaD:br8MglWJIknL6+S3pe
64A497444D32FFC563F0ACB028A00ADD
0128CCD7F2DB9CAD212BBAD9604FBF375FD6E9D2
B3ED53E1EC89C55F0AD6F8241900B6FB06C8538158AE386AD18666942A6C1180

1ACE499E5F8ESCEDDS7B681E33B74AC1A9917E57FF935D9E49EFF026D2566DA8440F12A8BDADF2B93D5928D6E99D2063BE7C49DC92C2B16D2EBA117298DF6!
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hitp://https://www.officentry.com/Content/newSigninFiles/prefetch_1.html

.<IDOCTYPE html>.. saved from url=(0047)https://outlook.office365.com/owa/prefetch.aspx -->..<html><head><meta http-equiv="Content-Type" content="text/html; c
harset=UTF-8">.. <title>Prefetch</title>.. <meta http-equiv="x-ua-compatible" content="IE=Edge">.... .. <style>.. @font-face {.. font-family:
‘office365icons';.. src: url(‘https://r4.res.office365.com/owa/prem/16.2170.8.2502626/resources/styles/fonts/office365icons.eot?#iefix’) format('embedded-opentyp
e"),url(’https://r4.res.office365.com/owa/prem/16.2170.8.2502626/resources/styles/fonts/office365icons.woff') format(‘woff'),url('https://r4.res.office365.com/owa/prem/16
.2170.8.2502626/resources/styles/fonts/office365icons.ttf") format(‘truetype’),url(https://r4.res.office365.com/owa/prem/16.2170.8.2502626/resources/styles/fonts/office3
65icons.svg') format('svg’);.. }. </style>.. ... <scripttype="text/javascript">.. var pf = (function()
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Preview:

1536:+JIXd+YOlaYOyguxH6GAXJIKjZtQ3EBJOPYmwYmEZeQ8Wt2Db7ACu8J8IvC7CQBgAc:ed+YOlaYOyguxHbdX2nX5PaCfey
B110D87662D257F657ABCCEF7AF5CD09

FD7519D842B6344448E6F1D69DFFASF896FAE4AAG

65E82E7414D88BC864191400084C24DA27052E7A61F9F3C1F1EFDFEE433D558C
EF429EE8701D0748DE81CEE25D15C9674487691ACA8982F6D43DA519E1CDFD5082D9DESA71D1FB457250828433856BAB4A2CE7E035152FE9C16224FA433D35C
false

low

hitp://https://c.s-microsoft.com/en-us/CMSScripts/script.jsx?k=0502864a-b6ef-2f14-9f8e-267004d3a4e0_c5ea3348-55af-729a-2641-14f0312bacf3_742bd11f-3d7¢c-9955-
3df5-f02b66689699_ch9d43d2-fhae-5b5¢-827f-72166d6b87fc_49488e0d-6ae2-5101-c995-f4d56443b1d8_7dea7b90-4334-c043-b252-9f132d19ee19_38aadffb-ddb5-
75be-6536-a58628f435f5_e3e65a0a-c133-43e7-571d-2293e03f85e6_4cale9dc-a4de-17ba-f0de-d1d346ch99e2_06310cd8-41c6-3b11-4645-b4884789ed70_5c27e8aa-
9347-969e-39ac-37a4de428a8d_d6872b5a-5310-a73c-7ch3-227a3213alc5_be92d794-4118-193f-9871-58h72092a5ac_64c742e2-b29c-b6c1-fdd9-
accf33ec40bd_cf2ceca9-3467-a5b3-d095-68958eee6d4c_cec39dd8-f1d3-56f1-abfc-a7db34ff7b46_ec5fa2c9-3950-ff57-a5¢3-1fa77e0db190_d19f9592-65df-bcc9-e30e-
439b875c3381_76a3d06f-f11f-77ef-9bfd-6227ba750200_5elcaad5-461c-3b04-f88b-8cd50af16db5_c2dceda8-20b4-7d3f-13b6-9cac67d7df17_914fadlb-cc86-d3b0-4e15-
2fdfa357bcc7_40c6c884-dabe-7c2c-081f-4a7dfe7c7245_ae79ba96-1a9d-debd-a5b1-f3067213b9b8

function getQueryValue(n,t){var r=new RegExp("[\?&]"+t+"=(["&#]*)","gi"),i=r.exec(n);return i==null?"":decode URIComponent(i[1].replace(/\+/g," "))}function getStore(n){v
ar t="ClosestStore.asmx"1,i;$(".store-geo[data-GeoStoreLocalServiceURL]").length&&(t=$(".store-geo").first().attr("data-GeoStoreLocalServiceURL"));i="POST";typeof
n!="undefined"&&(r={latitude:JSON.stringify(n.coords.latitude),longitude:JSON.stringify(n.coords.longitude)},t=t+"ClientGeo",i="GET");$.ajax({url:t,type:i,timeout:5e3
,data:r,contentType:"application/json; charset=UTF-8",dataType:"json",error:function(){$(".store-geo").remove();$(".store-editorial").fadeln(1e3)},success:function(n){if(
typeof n!="undefined"&&typeof n.d!="undefined"&&typeof n.d.City!="undefined"&&n.d.City!=""&&n.d.StoreUrl!="undefined"&&n.d.StoreUrl!=""){var t=$(".store-geo:fir
st").text();$(".store-geo a").html(t+" "+n.d.City);$(".store-geo a").attr("href",n.d.StoreUrl);$(".store-editorial").remove();$(".store-geo").fadeln(1e3)}else $(".store-g
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C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines, with no line terminators

downloaded

82190

5.036904170769404

false

1536:tJzwNOCbUTQqI34/9w6/Qua+1IGEbjBko230WBYT:vyA
1F9995AB937AC429A73364B4390FF6E8
81998DCC6407CEB5CEF236AD52BIF2A3A9528D3B
49E5166F40D8586714F86E08AB76A977199DF979357147A0E81980A804151C2A
6669AE352FF46DB734BB8F973D1C0527C3A5EC4119D534AAE4C33F29EFF970168EDSFE200A05D4E1B6A2ECOEO90E2207549B926317D489DC7664B0D9C208546!
false
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hitp://https://assets.onestore.ms/cdnfiles/onestorerolling-1510-19009/shell/v3/scss/shell.min.css

@charset "UTF-8";@font-face{font-family:'wf_segoe-ui_normal’;src:local("Segoe UI");src:url("//i.s-microsoft.com/fonts/segoe-ui/west-european/normal/latest.eot");src:url("
Ili.s-microsoft.com/fonts/segoe-ui/west-european/normal/latest.eot?#iefix") format("embedded-opentype"),url("//i.s-microsoft.com/fonts/segoe-ui/west-european/no
rmal/latest.woff") format("woff"),url("//i.s-microsoft.com/fonts/segoe-ui/west-european/normal/latest.ttf") format("truetype"),url("//i.s-microsoft.com/fonts/segoe-ui/west-
european/normal/latest.svg#web") format("svg");font-weight:normal;font-style:normal}@font-face{font-family:'wf_segoe-ui_semilight';src:url("//i.s-microsoft.com/fonts/segoe-
ui/west-european/semilight/latest.eot");src:url("//i.s-microsoft.com/fonts/segoe-ui/west-european/semilight/latest.eot?#iefix") format("embedded-opentype"),url("//i.s-
microsoft.com/fonts/segoe-ui/west-european/semilight/latest.woff") format("woff"),url("//i.s-microsoft.com/fonts/segoe-ui/west-european/semilight/latest.ttf")
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C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 600 x 75, 8-bit/color RGBA, non-interlaced
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false
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4B5CC3FED2C03C158ABC3634C1F7700079FBC1E6183AA5E47A2064CFED87977C

6AE561D4F56EC9EBC1E2B42EEOA37DCF3B7ED1322B73959EAB2831FD55BA6A0D03BE4D304B809B419D79836CB2E430F37F76A6D0ES068F667BD44E4B63F981
E8

false
low

hitp://https://www.officentry.com/Content/newSignInFiles/spritel.mouse.png
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Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines, with no line terminators
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Category:
Size (bytes):
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Malicious:

Reputation:

|IE Cache URL:

Preview:

downloaded

137436

5.360850019087837

false
1536:+Fk5W00zHVaAgrBmeZCstBwB/BxBf9e969j9S9h91999Z9C9f9g9Z9e979Q9t9Vp:+Fk5WO003MC/
D0519383C16A2B2D2879BFBF15845F0C

B2FBBC365B2CA853B1CBEAAAOF10BB05148EDIAA
046BA9FDD7992751785036A03AB6EDD3052465C23C2BAD1ADC80905DC6AA39A9

2DB8EGE4AD75F756D0B70071EC49EA4FF54360AFDAACO07COFFD5ACF575961E661DD275329347210AD71206885A50DA2ES58F12CE84E6C7A3BC3D5EDDS1E3BE
BE

false
low

hitp://https://c.s-microsoft.com/en-us/CMSStyles/style.csx?k=3c9ade18-bc6a-b6bd-84c3-fc69aaaa7520_899796fc-1ab6-ed87-096b-4f10b915033c_e8d8727e-02f3-1a80-
54c3-f87750a8c4de_6e5b2ac7-688a-4a18-9695-a31e8139fa0f_b3dad3e4-0853-1041-fa46-2e9d6598a584_fc29d27f-7342-9cf3-c2b5-a04f30605f03_28863b11-6alb-a28c-
4aab-c36e3deb3375_907fa087-b443-3de8-613e-b445338dad1f _a66bb9d1-7095-dfc6-5a12-849441da475¢_1b0cala3-6da9-0dbf-9932-198c9f68caeb_ef11258b-15d1-
8dab-81d5-8d18bc3234bc_11339d5d-cf04-22ad-4987-06a506090313_50edf96d-7437-c38c-ad33-ebe81b170501_8031d0e3-4981-8dbc-2504-bbd5121027b7_3f0c3b77-
e132-00a5-3afc-9a2fl41e9eae_aebeacd9-6349-54aa-9608-ch67eadc2d17_0cdb912f-7479-061d-e4f3-bead6f10a753_343dlae8-c6c4-87d3-af9d-
4720b6eadf34_a905814f-2c84-2cd4-839e-5634cc0cc383_190a3885-bf35-9fab-6806-86ce81df76f6_05c744db-5e3d-befb-75b0-441b9afb179b_8beffb66-d700-2891-2c8d-
02e40c7ac557_b1fe3f15-7512-0a8f-a55b-b316245621b5_foc8eff0-3e34-2¢33-6¢0d-1fa7c5077eec

@font-face{font-family:'wf_segoe-ui_light';src:url('//c.s-microsoft.com/static/fonts/segoe-ui/west-european/light/latest.eot');src:local("Segoe Ul Light"),local("Segoe WP
Light"),url(*//c.s-microsoft.com/static/fonts/segoe-ui/west-european/light/latest.eot?#iefix’) format(‘'embedded-opentype’),url(‘//c.s-microsoft.com/static/fonts/segoe-ui/west-
european/light/latest.woff') format(‘woff'),url("//c.s-microsoft.com/static/fonts/segoe-ui/west-european/light/latest.ttf') format(‘truetype’),url(‘//c.s-microsoft.com/static/fonts/seg
oe-ui/west-european/light/latest.svg#web') format(‘svg');font-weight:normal;font-style:normal}@font-face{font-family:'wf_segoe-ui_normal';src:url('//c.s-microsoft.com/sta
tic/fonts/segoe-ui/west-european/normal/latest.eot’);src:local("Segoe UI"),local("Segoe"),local("Segoe WP"),url('//c.s-microsoft.com/static/fonts/segoe-ui/west-european/n
ormal/latest.eot?#iefix') format('embedded-opentype'),url(‘//c.s-microsoft.com/static/fonts/segoe-ui/west-european/normal/latest.w
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C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines

downloaded

110256

5.318133974132063

false
1536:u5UXPzFZCUZy2F+FDF3ZxdnxWo9i6UItNH/QW8BIs/IGZVRrVDhd7TtIpvOHL3ME:uliivIsHf/P+NSXtY/1
FCO098EF8E126673C91F8DED2B3838D29

60A2D48E2F02A8CBE51CABE43570D87467596399
080FF245615E719959BC5537E164AC4495C4B8036462DFEE2076DD92F22C8491
56DBODA07D65B2B65C21661DF0447EE728E4264FB0D549B1BOABIDEBBC28A0786016F2EA502478FC78260EF03706172C83A4CBB2407B8285F53996738053C62B
false

low

hitp://https://secure.aadcdn.microsoftonline-p.com/ests/2.1.7362.11/content/cdnbundles/watsonsupport.min.js

/*!'jQuery v1.11.2 | (c) 2005, 2014 jQuery Foundation, Inc. | jquery.org/license */.!function(e,t){"object"==typeof module&&"object"==typeof module.exports?module.exports
=e.document?t(e,!0):function(e){if('e.document)throw new Error("jQuery requires a window with a document");return t(e)}:t(e)}("undefined"!=typeof window?window:
this,function(e,t){function n(e){var t=e.length,n=it.type(e);return"function"===n||it.isWindow(e)?!1:1===e.node Type&&t?!0:"array"===n||0===t||"number"==typeof t&&t>0&&t-
1 in e}function r(e,t,n){if(it.isFunction(t))return it.grep(e,function(e,r){return!t.call(e,r,e)!==n});if(t.node Type)return it.grep(e,function(e){return e===t!==n});if("string"==typeof
t){if(ft.test(t))return it.filter(t,e,n);t=it filter(t,e)}return it.grep(e,function(e){return it.inArray(e,t)>=0!==n})}function i(e,t){do e=e[t];while(e&&1!==e.nodeType);return e}function
o(e){var t=xt[e]={};return it.each(e.match(bt)||[],function(e,n){t[n]=!0}),t}function a(){ht.addEventListener?(ht.removeEventLi
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Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

SVG Scalable Vector Graphics image

downloaded
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5.222032823730197

false
48:yvswNIBLBpJawmMH44log6gw/MHmM7pJroog6gwkMH9Xog6gwdMHdqdyqog7C:ykfXYx+odPcs9B
BC3D32A696895F78C19DF6C717586A5D

9191CB156A30A3ED79C44C0A16C95159E8FF689D
OE88B6FCBB8591EDFD28184FA70A04B6DD3AF8A14367C628EDD7CABA32E58C68
8D4F38907F3423A86D90575772B292680F7970527D2090FC005F9B096CC81D3F279D59AD76EAFCA30C3D4BBAF2276BBAA753E2A46A149424CF6F1C319DED5AG:
false

low

hitp://https://aadcdn.msftauth.net/shared/1.0/content/images/backgrounds/2_bc3d32a696895{78c19df6c717586a5d.svg
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Preview:

<svg xmIns="http://www.w3.0rg/2000/svg" width="1920" height="1080" fill="none"><g opacity=".2" clip-path="url(#E)"><path d="M1466.4 1795.2¢950.37 0 1720.8-627.52
1720.8-1401.652416.77-1008 1466.4-1008-254.4-380.482-254.4 393.65770.428 1401.6 1720.8 1401.62" fill="url(#A)"/><path d="M394.2 1815.6c746.58 0 1351.8-493.2 1
351.8-1101.6S1140.78-387.6 394.2-387.6-957.6 105.603-957.6 714-352.38 1815.6 394.2 1815.6z" fill="url(#B)"/><path d="M1548.6 1885.2c631.92 0 1144.2-417.45 1144.
2-932.452180.52 20.4 1548.6 20.4 404.4 437.85 404.4 952.8s512.276 932.4 1144.2 932.4z" fill="url(#C)"/><path d="M265.8 1215.6c690.246 0 1249.8-455.595 1249.8-10
17.65956.046-819.6 265.8-819.6-984-364.005-984 198-424.445 1215.6 265.8 1215.6z" fill="url(#D)"/></g><defs><radialGradient id="A" cx="0" cy="0" r="1" gradientUn
its="userSpaceOnUse" gradientTransform="translate(1466.4 393.6) rotate(90) scale(1401.6 1720.8)"><stop stop-color="#107c10"/><stop offset="1" stop-color="#c4c4c4"
stop-opacity="0"/></radialGradient><r

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\2_vDO0yppaJX3jBnfbHF1hgXQ2[1].svg
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Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

SVG Scalable Vector Graphics image
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1864

5.222032823730197

false
48:yvswNIBLBpJawmMH44log6gw/MHmM7pJroog6gwkMH9Xog6gwdMHdqdyqog7C:ykfXYx+odPcs9B
BC3D32A696895F78C19DF6C717586A5D

9191CB156A30A3ED79C44C0A16C95159E8FF689D
OE88B6FCBB8591EDFD28184FA70A04B6DD3AF8A14367C628EDD7CABA32E58C68
8D4F38907F3423A86D90575772B292680F7970527D2090FC005F9B096CC81D3F279D59AD76EAFCA30C3D4BBAF2276BBAA753E2A46A149424CF6F1C319DEDSAG:
false

low

hitp://https://signup.live.com/Resources/images/2_vD0OyppaJX3jBnfbHF1hgXQ2.svg

<svg xmIns="http://www.w3.0rg/2000/svg" width="1920" height="1080" fill="none"><g opacity=".2" clip-path="url(#E)"><path d="M1466.4 1795.2¢950.37 0 1720.8-627.52
1720.8-1401.652416.77-1008 1466.4-1008-254.4-380.482-254.4 393.65770.428 1401.6 1720.8 1401.62" fill="url(#A)"/><path d="M394.2 1815.6c746.58 0 1351.8-493.2 1
351.8-1101.6S1140.78-387.6 394.2-387.6-957.6 105.603-957.6 714-352.38 1815.6 394.2 1815.6z" fill="url(#B)"/><path d="M1548.6 1885.2c631.92 0 1144.2-417.45 1144.
2-932.452180.52 20.4 1548.6 20.4 404.4 437.85 404.4 952.8s512.276 932.4 1144.2 932.4z" fill="url(#C)"/><path d="M265.8 1215.6c690.246 0 1249.8-455.595 1249.8-10
17.65956.046-819.6 265.8-819.6-984-364.005-984 198-424.445 1215.6 265.8 1215.6z" fill="url(#D)"/></g><defs><radialGradient id="A" cx="0" cy="0" r="1" gradientUn
its="userSpaceOnUse" gradientTransform="translate(1466.4 393.6) rotate(90) scale(1401.6 1720.8)"><stop stop-color="#107c10"/><stop offset="1" stop-color="#c4c4c4"
stop-opacity="0"/></radialGradient><r
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C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

417354

5.421909555277354

false
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EC53AB6E4A1D12AE58D08023F197D0B7
F7FBBC3DEB0C529E2436D7C309E2C603FA4C6618
9E6A969D1F5C6F18D6393268EA1F88BCO6CCFA79552D8BC3423D7FBA52CEB725
7B3892CBB339C98954CEF4453C6E3843F221E16426DA057A8580A54481CEDE623826ED79D48A54D0F467944D04A251A20340300EEBAOSCBDA3EDEB6C01B6B4C
false

low

hitp://https://aadcdn.msftauth.net/shared/1.0/content/js/ConvergedLogin_PCore_7FOrbkodEq5YO0IAJ8ZfQtw2.js

[xL* START OF THIRD PARTY NOTICE . * . * This file is based on or incorporates material from the projectt
listed below (Third Party IP). The original copyright notice and the license under which Microsoft received such Third Party IP, are set forth below. Such licenses and
notices are provided for informational purposes only. Microsoft licenses the Third Party IP to you under the licensing terms for the Microsoft product. Microsoft reserves all
other rights not expressly granted under this agreement, whether by implication, estoppel or otherwise.. * . * json2.js (2016-05-01). * https://github.com/douglascrockfor
d/JSON-js. * License: Public Domain. * . * Provided for Informational Purposes Only. * . * END OF THIRD PARTY NOTICE ---
------------------------ . */'function(e){function n(n){for(var t,i,o=n[0],r=n[1],s=0,c=[];s<0.length;s++)

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\Me[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text, with very long lines, with CRLF line terminators

downloaded

2347

5.290031538794594

false
48:gCgFO0+kNL5iQ6+GhB+SYWzGuesAFcsGJOzgO6FIEv+sj+M++sx+suse+swsosmC0:gC3Na5+GX+Ti2XsYE2sgAsosushswsoB
E86EF8B6111E5FB1D1665BCDC90888C9

994BF7651CB967CD9053056AF2D69ACB74DB7F29
3410242720DE50B090D07A23AEE2DAD879B31D36F2615732962EC4CFA8A9DA58

2486B491681EE91A9CD1ECC9AA011A3FB34B48358C5D7A4D503A5357BC5CE4CA22999F918D40AC60A3063940D5F326FC7E4E5713D89D5C102DE68824E371B34
B

false

Page 25 of 58



C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\Me[1].htm

Reputation:
|IE Cache URL:

Preview:

low

hitp://https://login.live.com/Me.htm?v=3

<script type="text/javascript">!function(n,t){for(var e in t)n[e]=t[e]}(this,function(n){function t(i){if(e[i])return e[i].exports;var s=e[i]={exports:{},id:i,loaded:!1};return n[i].call(s.e
xports,s,s.exports,t),s.loaded=!0,s.exports}var e={};return t.m=n,t.c=e,t.p="",t(0)}([function(n,t){function e(n){for(var t=g[c],e=0,i=t.length;e<i;++e)if(tfe]===n)return!0;return!
1}function i(n){if(!n)return null;for(var t=n+"=",e=document.cookie.split(";"),i=0,s=e.length;i<s;i++){var o=e[i].replace(/Ms*(\w+)\s*=\s*/,"$1=").replace(/(\s+$)/,"");if(0===0.in
dexOf(t))return o.substring(t.length)}return null}function s(n,t,e){if(n)for(var i=n.split(":"),s=null,0=0,a=i.length;o<a;++o){var I=null,c=i[o].split("$");if(0===0&&(s=parselnt(c.
shift()),!s))return;var p=c.length;if(p>=1){var f=r(s,c[0]);if(!f||e[f])continue;I={signInName:f,idp:"msa" isSignedIn:!0}}if(p>=3&&(l.firstName=r(s,c[1]),l.lastName=r(s,c[2])),p>=4)
{var g=c[3],m=g.split("|");|.otherHashedAliases=m}if(p>=5){var h=parselnt(c[4],16);h&&(l.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\RE1Mu3b[1].png

Process:
File Type:
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Size (bytes):
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Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 216 x 46, 8-bit/color RGBA, non-interlaced

downloaded

4054

7.797012573497454

false
48:zICvnyRHJI3BRZPcSPQ72N2x0iR4fTIX/rj4sFNMkk5/p1k2IPUmbm3904aL 7VIXH: 10nvE724x0iRQJPrjpLKSFI90X31Z1d
9F14C20150A003D7CE4DE57C298F0FBA

DAA53CF17CC45878A1B153F3C3BF47DC9669D78F
112FEC798B78AA02E102A724B5CB1990C0OF909BC1D8B7B1FA256EAB41BBC0960

D4FGE49C854E15FE48D6A1F1A03FDA93218AB8FCDB2C443668E7DF478830831ACC2B41DAEFC25ED38FCC8D96C4401377374FED35C36A5017A11E63C8DAESC
87

false
low

hitp://https://img-prod-cms-rt-microsoft-com.akamaized.net/cms/api/am/imageFileData/RE1Mu3b?ver=5c31

PNG........ IHDR.............. Jon tEXtSoftware.Adobe ImageReadyq.e<...(iTXtXML:com.adobe.xmp.....<?xpacket begin="." id="W5MOMpCehiHzreSzNTczkc9d"?> <x:xmpme
ta xmins:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.6-c132 79.159284, 2016/04/19-13:13:40 "> <rdf:RDF xmIns:rdf="http://www.w3.0rg/1999/02/22-rdf-syntax-
ns#"> <rdf:Description rdf:about="" xmIns:xmpMM="http://ns.adobe.com/xap/1.0/mm/" xmins:stRef="http://ns.adobe.com/xap/1.0/sType/ResourceRef#" xmIns:xmp="http
:/Ins.adobe.com/xap/1.0/" xmpMM:DocumentID="xmp.did:AOOBC639840A11E68CBEB97C2156C7FD" xmpMM:Instance|D="xmp.iid:AOOBC638840A11E68C
BEB97C2156C7FD" xmp:CreatorTool="Adobe Photoshop CC 2015.5 (Windows)"> <xmpMM:DerivedFrom stRef:instancelD="xmp.iid:A2C931A470A111E6AEDFA145
78553B7B" stRef:documentID="xmp.did:A2C931A570A111E6AEDFA14578553B7B"/> </rdf:Description> </rdf:RDF> </x:xxmpmeta> <?xpacket end="r"?>....... DIDATx..\
LUU>7.3..hL.&j2..h.@ R"..Dg.&.BJR 1.4°$.200...I........ wg.y.[k/

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\authorize[1].htm
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Size (bytes):
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Encrypted:
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SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, UTF-8 Unicode text, with very long lines, with CRLF, LF line terminators
dropped

187308

5.643593513690426

false

3072:L8Lac+BjElgyVUxdkdTV2ym+d/PngTeZiy2g/qTY:8d+ekdTVzGY
097E0996D6DB80673A2F181B911113A0
02250E0A11369E4F60A1345E47C38404D56E68AC
67B0OF9525C38A6796A8920C6CIC55047F726A098225B04335F728ECIC114300A
3CF4F89F59A844B678A2F7A762602B2390AAA6B23E436021172AA8C38E1B519314782EF3732E41B90215EB874377688241C882FC038A593088288F036F93ED70
false

low

Copyright (C) Microsoft Corporation. All rights reserved. -->..<IDOCTYPE html|>..<html dir="ltr" class="" lang="en">..<head>.. ~<title>Sign in to your account</title>..
<meta http-equiv="Content-Type" content="text/html; charset=UTF-8">.. ~<meta http-equiv="X-UA-Compatible" content="I[E=edge">.. <meta name="viewport" conten
t="width=device-width, initial-scale=1.0, maximum-scale=2.0, user-scalable=yes">.. <meta http-equiv="Pragma" content="no-cache">.. <meta http-equiv="Expires"
content="-1">..  <link rel="preconnect" href="https://aadcdn.msftauth.net" crossorigin>..<meta http-equiv="x-dns-prefetch-control" content="on">..<link rel="dns-prefetch"
href="//aadcdn.msftauth.net">..<link rel="dns-prefetch" href="//aadcdn.msauth.net">.... <meta name="PagelD" content="ConvergedSignin"/>.. <meta name="SitelD"
content=""/>.. <meta name="RegLC" content="1033" />.. <meta name="LocLC" content="en-US" />.... <meta name="referrer" content="origin" />....

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\boot.worldwide.1.mouse[1].js

Process:
File Type:
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Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode (with BOM) text, with very long lines, with CRLF line terminators
downloaded

659951

5.352831110900069

false

12288:0uMOQrWE1lbbeyixmw8VZsVB/cFuG4zeelOJ:0uMOJgSI8WZcF4F]
607DFCB9134B214104030E5C2DB5B939
480907DF55BD0A63F79E49AF7CAE66F2502B25BB
1702512CC33EF8E1DDF7075C9AF72D9AE61FID91589D383D34DD7C689751A5F7

CA3144B2494A0F312B3BA415FDB10E3889D9DBBDBA9292948EA5A07256047AEFEA3736F0E40333CAEEEB61044EC47CC020BDA9D6BOSAESFFE654D6B53F3F94
84
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\boot.worldwide.1.mouse[1].js

Malicious:
Reputation:
|IE Cache URL:

Preview:

false
low

hitp://https://r4.res.office365.com/owa/prem/16.3790.1.3213940/scripts/boot.worldwide.1.mouse.js

.window.scriptsLoaded = window.scriptsLoaded || {}; window.scriptProcessStart = window.scriptProcessStart || {}; window.scriptProcessStart['boot.worldwide.1.mouse.js'] =
(new Date()).getTime();..;_a.d.G=function(n,t){this.b=n;this.a=t};_a.d.G.prototype={b:0,a:0};_a.fo=function(n){this.s=n};_a.fo.prototype={s:null,t:null,i:function(){return this.s.c
urrentTarget},e:function(){return this.t?this.t.x:this.s.pageX},f:function(){return this.t?this.t.y:this.s.pageY},o:function(){return this.s.relatedTarget},b:function(){return this
.s.target},n:function(){return this.s.timeStamp||+new Date},a:function(){var n=this.s.which;!n&&_a.o.a().K&&this.s.type==="keypress"&&(n=this.u());return n},u:function(){
return this.s.keyCode},m:function(){return this.s.originalEvent},j:function(){return this.s.type}k:function(){return this.s.originalEvent.touches},q:function(){return this.s.isDef
aultPrevented()},g:function(){return this.s.shiftkey},h:function(){return _j.G.a().P?this.s.metaKey:this.s.ctrIKey},I:

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\boot.worldwide.3.mouse[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode (with BOM) text, with very long lines, with CRLF line terminators

downloaded

656278

5.411638989473686

false
6144:cdsCDKpe/XiOr6jjL1MIshaFX560Lw107/k8/LzSSKIK+bDFEYKdiouJeoEGUP:cdIKwF8jL1xILwIzk8 TzSAtDFEYTogUP
97C5F8FFF487304A9482B1BC49CC0OD0O1

4E2F7C2EFEF5E2EB974E42C75ADDAC5FE62BC3F6
09B52730DFEB19700920E33D3A12060EC2C78CCB62B7336A22A3D39FB07674A5
EB28746C9CDE43C8CF7453E3D32EE9249D7661DD9C2272996DB02797BE636032B4A36FEIB17CB10C4COE22CE2092AD7890EES85F5397362540388C47E543E97
false

low

hitp://https://ra.res.office365.com/owa/prem/16.2170.8.2502626/scripts/boot.worldwide.3.mouse.js

.window.scriptsLoaded = window.scriptsLoaded || {}; window.scriptProcessStart = window.scriptProcessStart || {}; window.scriptProcessStart['boot.worldwide.3.mouse.js'] =
(new Date()).getTime();..;_n.a.je=function(n){return n.q};_n.a.cf=function(n){return _n.i.isinstanceOfType(n)?n.k:null};_n.a.fK=function(n){return n.b};_n.a.eB=function(n)
{return _n.i.isInstanceOfType(n)?n.h:null};_n.a.jf=function(n){return n.n};_n.a.jd=function(n){return n.z()};_n.a.IH=function(n){return n.s};_n.a.IF=function(n){return _n.i.isInst
anceOfType(n)?n.ch:null};_n.a.IR=function(n){return n.u};_n.a.fN=function(n){return _y.k.isinstanceOfType(n)?n.G:null};_n.a.eC=function(n){return n.cZ()};_n.a.ji=function
(n){return n.I};_n.a.IQ=function(n){return n.ck()};_n.a.ll=function(n){return n.cj()};_n.a.lJ=function(n){return n.da()};_n.a.IK=function(n){return n.db()};_n.a.lL=function(n){retu
rn n.dc()};_n.a.ly=function(n){return n.ci()};_n.a.lz=function(n){return n.cS()};_n.a.lA=function(n){return n.cT()};_n.a.IB=func

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\boot.worldwide.mouse[1].css

Process:
File Type:
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Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

232377

5.547640964979549

false

3072:Ux/ivZfjbOv/LBbLMfq9cDw4bLZFBfqPC6a:gBbLMfO4bLZfR6a
48FC1595CEB5F14FD150E4C303231A66
CFEASFEBE941A3B54C37362E21B2F64969D51BB0
1BE30CB9303E429A65D50BFA98D279C803256485836027D99B4B195B7FCDIF69

A991C1D4F891AD9553EDB531D5E09A25EABISDF92BC046E861DF1FC4B727A62CE49A3BCA3452C046106D77FCED916E4E78B2135E8609B9284EESBABY1FFES7
2E

false
low

hitp://https://www.officentry.com/Content/newSigninFiles/boot.worldwide.mouse.css

feedbackList{-webkit-animation-duration:.17s;-moz-animation-duration:.17s;animation-duration:.17s;-webkit-animation-name:feedbackListFrames;-moz-animation-name
:feedbackListFrames;animation-name:feedbackListFrames;-webkit-animation-fill-mode:both;-moz-animation-fill-mode:both;animation-fill-mode:both}@-webkit-keyframes
feedbackListFrames{from{-webkit-transform:scale(1,1);transform:scale(1,1);-webkit-animation-timing-function:cubic-bezier(.33,0,.67,1);animation-timing-function:cubic-bez
ier(.33,0,.67,1)}to{-webkit-transform:scale(1.03,1.03);transform:scale(1.03,1.03)}}@-moz-keyframes feedbackListFrames{from{-moz-transform:scale(1,1);transform:s
cale(1,1);-moz-animation-timing-function:cubic-bezier(.33,0,.67,1);animation-timing-function:cubic-bezier(.33,0,.67,1)}to{-moz-transform:scale(1.03,1.03);transform:scale(
1.03,1.03)}}@keyframes feedbackListFrames{from{-webkit-transform:scale(1,1);-moz-transform:scale(1,1);transform:scale(1,1);-webkit-animation-timing-function:cubic-
bezier(.33,0,.67,

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\boot.worldwide.mouse[2].css

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

232377

5.547640964979549

false

3072:Ux/ivZfjbOv/LBbLMfq9cDw4bLZFBfqPC6a:gBbLMfO4bLZfR6a
48FC1595CEB5F14FD150E4C303231A66
CFEASFEBE941A3B54C37362E21B2F64969D51BB0
1BE30CB9303E429A65D50BFA98D279C803256485836027D99B4B195B7FCDIF69
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\boot.worldwide.mouse[2].css

SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Yara Hits:

Reputation:
|IE Cache URL:

Preview:

A991C1D4F891AD9553EDB531D5E09A25EABISDF92BC046E861DF1FC4B727A62CE49A3BCA3452C046106D77FCED916E4E78B2135E8609B9284EESBABI1FFES7
2E

false
low

hitp://https://ra.res.office365.com/owa/prem/16.2170.8.2502626/resources/styles/0/boot.worldwide.mouse.css

feedbackList{-webkit-animation-duration:.17s;-moz-animation-duration:.17s;animation-duration:.17s;-webkit-animation-name:feedbackListFrames;-moz-animation-name
:feedbackListFrames;animation-name:feedbackListFrames;-webkit-animation-fill-mode:both;-moz-animation-fill-mode:both;animation-fill-mode:both}@-webkit-keyframes
feedbackListFrames{from{-webkit-transform:scale(1,1);transform:scale(1,1);-webkit-animation-timing-function:cubic-bezier(.33,0,.67,1);animation-timing-function:cubic-bez
ier(.33,0,.67,1)}to{-webkit-transform:scale(1.03,1.03);transform:scale(1.03,1.03)}}@-moz-keyframes feedbackListFrames{from{-moz-transform:scale(1,1);transform:s
cale(1,1);-moz-animation-timing-function:cubic-bezier(.33,0,.67,1);animation-timing-function:cubic-bezier(.33,0,.67,1) }to{-moz-transform:scale(1.03,1.03);transform:scale(
1.03,1.03)}}@keyframes feedbackListFrames{from{-webkit-transform:scale(1,1);-moz-transform:scale(1,1);transform:scale(1,1);-webkit-animation-timing-function:cubic-
bezier(.33,0,.67,

e

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with CRLF line terminators

downloaded

450214

5.455602610828383

false
3072:fiZNLYnH/2CorAh+miLg/SdWuhR9ualtLI1byaj/VLwcM8QxL9ykCar6FIfkd7jT:PMH/eQByaRQqk17jiE/lyO7WkYKh
9AE1E96885DA36AB5AACDAF54EEB8305

34084F5F515DAB11FC20B63089D5D1A80E75D478
E4A459ED9BF635AAFOBBCFB36142C32264378F2DD25AA79BAE136DFD55DD5888
311071249F780238AEA2D3972FE30A92DB3300F41798A2E09B406163F0A7964F00C53E45E2AEO0AO0AS5B378BDFOAF88165916E6F03B05F59B6748395E84BAF40AB
true

e Rule: JoeSecurity_HtmlPhish_10, Description: Yara detected HtmlIPhish_10, Source:
C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\convergedlogin_pcore.min[1].js, Author: Joe Security

e Rule: JoeSecurity_HtmlPhish_14, Description: Yara detected HtmlIPhish_14, Source:
C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\convergedlogin_pcore.min[1].js, Author: Joe Security

low

hitp://https://www.officentry.com/Content/newSigninFiles/convergedlogin_pcore.min.js

/A START OF THIRD PARTY NOTICE .. * .. * This file is based on or incorporates material from the projet
listed below (Third Party IP). The original copyright notice and the license under which Microsoft received such Third Party IP, are set forth below. Such licenses and
notices are provided for informational purposes only. Microsoft licenses the Third Party IP to you under the licensing terms for the Microsoft product. Microsoft reserves all
other rights not expressly granted under this agreement, whether by implication, estoppel or otherwise... * .. * json2.js (2016-05-01).. * https://github.com/douglascr
ockford/JSON-js.. * License: Public Domain.. * .. * Provided for Informational Purposes Only.. * .. * END OF THIRD PARTY NOTICE ---
.. */..ffunction(e){function t(n){if(i[n])return i[n].exports;var o=i[

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\dropdown_caret_KXSZjGsylLZaoTf0sI9X-A2[1].svg
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Malicious:
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|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

SVG Scalable Vector Graphics image

downloaded

224

5.066130335315081

false

6:t19mc4slz2IWjVRgtmd9QA0ZcTKhgnR40Y:t44IWjVRqtnA0Zcq6R40Y
2974998C6B3220B65AA137FABO8F57F8
FAF08DA689179DE6GBEE40CD12ECDCC5AC54B3979
96D52BD03E244A44931A541A807067792D638DD29EC14A87A78F2BES5D12D19A

6B4F2439CA99109A7C97828E5972A8E7C7FCA3745B2FB4738EBD9329A99234A8CD3BC4C0C48B5BAA917D4BAAG64CDAEBS5D74456DEFDDDA3EQ7FAAB803283BEC
287

false
low

hitp://https://acctcdn.msauth.net/images/dropdown_caret_KXSZjGsylLZaoTf0sI9X-A2.svg

<svg xmIns="http://www.w3.0rg/2000/svg" width="36" height="36" viewBox="0 0 36 36"><title>assets</title><path d="M18,22.4841-8-8,.969-.968L.18,20.54717.031-7.031
.969.968-8,82"/><rect width="36" height="36" fill="none"/></svg>

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\favicon[1].ico
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Size (bytes):
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Encrypted:
SSDEEP:
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Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

MS Windows icon resource - 6 icons, 128x128, 16 colors, 72x72, 16 colors
downloaded

17174

2.9129715116732746

false

24:QSNTMTFxg4lyyyyyyyyyyyyyio7 kzgsLsLsLsLsLsQZp:nfgyyyyyyyyyyyyynzQQQQQO
12E3DAC858061D088023B2BD4BE2FAI6
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\favicon[1].ico

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

EO08CE1A144ECEAEOC3C2EA7A9D6FBC5658F24CES

90CDAF487716184E4034000935C605D1633926D348116D198F355A98B8C6CD21
C5030C55A855E7A9E20E22F4C70BF1EOF3C558A9B7D501CFAB6992AC2656AES5E41B050CCACS41EFAS5F9603E0D349B247EB4912EE169D44044271789C719CDC
false

low

hitp://https://acctcdn.msauth.net/images/favicon.ico?v=2

.............. h(.f..HH...ccc...(.00......h1...6... [ Y N N G G 3
33333333333333333333333333333' ...333333333333333333333333333333 ...333333333333333333333333333333""
333333333333333333333333333333 333333333333333333333333333333"" 33333333333
3333333333333333333" ...333333333333333333333333333333" 333333333333333333333333333333'
|| 333333333333333333333333333333 ...333333333333333333333333333333" | 333333333333333333333
333333333" ..333333333333333333333333333333"

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\favicon[2].ico

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

MS Windows icon resource - 6 icons, 128x128, 16 colors, 72x72, 16 colors
downloaded

17174

2.9129715116732746

false

24:QSNTMTFxg4lyyyyyyyyyyyyyio7 kzgsLsLsLsLsLsQZp:nfgyyyyyyyyyyyyynzQQQQQO

12E3DAC858061D088023B2BD48E2FAI6

EO8CE1A144ECEAEOC3C2EA7A9D6FBC5658F24CES

90CDAF487716184E4034000935C605D1633926D348116D198F355A98B8C6CD21

C5030C55A855E 7A9E20E22F4C70BF1EOF3C558A9B7D501CFAB6992AC2656AE5E41B050CCAC541EFAS5F9603E0D349B247EB4912EE169D44044271789C719CDC
false

low

hitp://https://www.microsoft.com/favicon.ico

.............. h(.f..HH...cccc...(.00......h...6... [ Y N N G G 3
33333333333333333333333333333' ...333333333333333333333333333333 ...333333333333333333333333333333""
333333333333333333333333333333 333333333333333333333333333333"" 33333333333
3333333333333333333" ...333333333333333333333333333333" 333333333333333333333333333333'
|| 333333333333333333333333333333 ...333333333333333333333333333333" | 333333333333333333333
333333333" ..333333333333333333333333333333"

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\firstScript[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode (with BOM) text, with very long lines, with CRLF line terminators

downloaded

54099

5.199814671098037

false

768: TA+BMLjTAPPhaTVVPt9MiV5IDXAAOCX8K4+2Y QVSPrBMLjVAp4x2XhzAZ2KZWm: TAjzZAhwVvP8USWPTS2PAODZWm
DASD678CFA62AB32B62A8123E923F822

EA31C64AA7F094ED21EAOACAA054FBE0745235FE
9FABE69E40BBFF565755BBC408BA923E8D05867969C34E5448D334C8914D2BA0
073EEBB8BF3E666AA5F079C319A64229EB46E5B1D70B8AF3C4C7AC7DC278B43A3A85E4009033336COEC0408D77160996A04652090688D38B411E9BE257B708C!
false

low

hitp://https://www.officentry.com/Content/newSigninFiles/firstScript.js

.$Config = {.. "fShowPersistentCookiesWarning": false, "urlMsaLogout": "https://login.live.com/logout.srf?iframed_by=https%3a%2{%2flogin.microsoftonline.com",
"urlUxPreviewOptOut": "https://login.microsoftonline.com/common/uxpreview/optout”, "showCantAccessAccountLink": true, "fShowOptOutBanner": false, "fShowAsyncT
ileLoad": true, "iBindProvider": 0, "urlSessionState": "https://login.microsoftonline.com/common/DeviceCodeStatus”, "urlResetPassword": "https://passwordreset.m
icrosoftonline.com/?ru=https%3a%2f%2flogin.microsoftonline.com%2fcommon%?2freprocess%3fctx%3drQIIAXWRO2_TUACF47zUFgQRC12QMgASCCe2r-08pEoksZs6
iW_ecewFOCc4NCcRL73tgOjjMzsNGBqSMLUkckBGIn6dSFhV-AmMBATI-kPQDo6y _mGo30eJtgcW37IA14wC5MSXTIFQPMIIgFNnhNpIAARCAW7FRjg3TVKPES8
8r5lm8q7B87nxZvjzSV1fx4ExC_n82EY5vBsZIsoZ2En_4WiringJOVdxFPIpYf9y7gvAIEQORbwDA-AWBWKQg5KQ76tDXk4sAJdG-4Mm2FUSWVamhwajhwYkgJUZyhATt

madUUWNIMDXG8095k-sFgY 7XItyLUGLzk46AZQ6jlgfbRUHT2Ei4rwi363XdKEc-7GsGv0J_44Qx7zguC_eAi8YFqE-QqOxp2XWQFURSMuYFtmYGN3Y6HCAICG_knC9

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\jquery-1.7.2.min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe
HTML document, UTF-8 Unicode text, with very long lines
downloaded
94840
5.372946098601679
false
1536:8YRKUfAjtledhTmtaFyQHGVCXsedOgRc9izzrdyff8teLvHHEjam7W5X3yzSiLnM:VUb6GvCu09s202skAieW
B8D64D0BC142B3F670CC0611BOAEBCAE
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\jquery-1.7.2.min[1].js

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

ABCD2BA13348F178B17141B445BC99F1917D47AF

47B68DCE8CB6805AD5B3EA4D27AF92A241FAE29A5C12A274C852E4346A0500B4
AB84ABBE37E8047C55C394366B012CCOAE5D682D29D340BC48A37BE1AS49AECED72DE6408BEDFED776A14611E6F3374015B236FBF49422B2982EF18125FF47L
C

false

low

hitp://https://ajax.aspnetcdn.com/ajax/jQuery/jquery-1.7.2.min.js

/*!'jQuery v1.7.2 jquery.com | jquery.org/license */.(function(a,b){function cy(a){return f.iswindow(a)?a:a.nodeType===9?a.defaultView||a.parentWindow:!1}function cu(a){i
f(Icj[a]){var b=c.body,d=f("<"+a+">").appendTo(b),e=d.css("display");d.remove();if(e==="none"||e===""){ck||(ck=c.createElement("iframe"),ck.frameBorder=ck.width
=ck.height=0),b.appendChild(ck);if(!cl||!ck.createElement)cl=(ck.contentWindow||ck.contentDocument).document,cl.write((f.support.noxModel?"<!doctype html>
<html><body>"),cl.close();d=cl.createElement(a),cl.body.appendChild(d),e=f.css(d,"display"),b.removeChild(ck)}cj[a]=e}return cj[a]}function ct(a,b){var c={};f.each(cp.co
ncat.apply([],cp.slice(0,b)),function(){c[this]=a});return c}function cs(){cg=b}function cr(){setTimeout(cs,0);return cq=f.now()}unction ci(){try{return new a.ActiveXObj
ect("Microsoft. XMLHTTP")}catch(b){}}function ch(){try{return new a.XMLHttpRequest}catch(b){}}function cb(a,c){a.dataFilter&&(c=a.dataFilter(c,a.dataType));var d
=a.dataTyp

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\knockout-b324ae36[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with CRLF line terminators

downloaded

65592

5.300009146449881

false
1536:BwdU4ICmsztUVIMOIiyv+9TI2FAVpVIVVSFTXKbYEzucz3GBgEWOKE:BWXGi1SOcTX/KTG6gKR
1FE900DE2FC85937B8FD66B912D5EC98

1AA37910ECEC33BEE345DA74CD5EES0FEBS5FBEL
5052BC6222B5C7990B21575A67FBEB1396E550FB03D11B86CI9BCI6DBBSAIEAET

7D600D138F42B123DC7FA137DA4ESDE39C6FB225EEGE25BC4D250783C45693E3AB3DDDCEF29B96FFB7BA7FCFC9AD300B33A3A88D3C2C785E482B99C848765
CD

false
low

hitp://https://www.officentry.com/Content/newSigninFiles/knockout-b324ae36.js

/*1.. * Knockout JavaScript library v3.5.0-pre.. * (c) The Knockout.js team - http://knockoutjs.com/.. * License: MIT (http://www.opensource.org/licenses/mit-license.php)..
*/.Mfunction(e){var t,n=this]||(0,eval)("this"),a=n.document,r=n.navigator,i=n.jQuery,0=n.JSON;t=function(t,u){function s(e,t){return(null===e||typeof e in v)&&e===t}function c(
t,n){var a;return function(){a||(a=m.a.setTimeout(function(){a=e;t()},n))}}function I(e,t){var n;return function(){clearTimeout(n);n=m.a.setTimeout(e,t)}}function f(e,t){
t&&tl==g?"beforeChange"===t?this.Lb(e):this.Ha(e,t):this.Mb(e)}function p(e,t){null!==t&&t.k&&t.k()}function d(e,t){var n=this.Ic,a=n[E];a.S||(this.Ib&&this.Na[t]?(n.Qb(t
,e,this.Na[t]),this.Na[t]=null,--this.|b):a.r[t]||n.Qb(t,e,a.s?{ia:e}:n.wc(e)))}Hunction h(e,t,n,a){m.d[e]={init:function(e,r,i,o,u){var s,c;m.m(function(){var i=r(),o=m.a.c(i),I=(
o=In!=lo,!c);(l||t||o!==s)&&(1&&m.va.Aa()&&(c=m.a.ua(m.e.childNodes(e),!0)),0?(l[|m.e.da(e,m.a.ua(c)),m.Ka(a?a(u,i):u,e)):m.e.xa(e

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\latest[1].eot

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Embedded OpenType (EOT), Segoe Ul family

downloaded

35047

7.975792390307888

false
768:16ibzTDpOGUAJIE3YB9eSzDtQEspfAzyNyuBmOfAJYCM:/iPMYJ4GEAZoTyglcM
CAD76E4816AF6890C9BFD02A6D1EAB899
9EDC91541C31034FCEOD83AABBAADAC314CD3D33
D5794223D1A062E5DBE6C34C1994C8CE3792B24AFD5218D0644CB1F53DA4BESS

24983A5856C2B4D8CBE2A4BD233A93B266A03D4218942E1D1733B33B65AB7A504AF0AC31DE2F1E69F6FF8CCD7A169CD4555539D34FFF8DE4CB8C98DB2DB2C!
63

false
low

hitp://https://i.s-microsoft.com/fonts/segoe-ui/west-european/normal/latest.eot?

e .9AGc.[a.*rCl,.@..U_..L..e.Ru.J.-f.3.....S . A....... K<;..n.Y..rli

.. #12,4.6y.38b... Kwx....$E..?3.8.c.... x..twa.O....4.c...+<EM..2T>\.][4 AH.;..G....W...?..Z".....e....8....84.L,.)0..y.Xdd.Pa.@.&.0(.l.q.yF...[.y.m(D...(... T......,A;;q....
w.$..C.a.. .Y.0?{.0..1;C.,....... W..Q-.."5tD@9..U...E4e.&_...S.Y..\)b.s.rIR.....%..R..KU O..{.0(...
C..ZKN.Qooo' S 9..._.E#ts*#.. . [....DINLT7./1..+U.qG........ -.MM..g...L.c. i e<h.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\latest[2].eot

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe
Embedded OpenType (EOT), Segoe Ul Light family
downloaded

28315

7.9724193003797

false
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\latest[2].eot

SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

384:+R0Z7+bHAtrQ1lyBFbgqgLct7rJhhPLLkHsrvSzaJu4miI3n50+MmKCxDg6iT7jdVye:+uNUALE3phPLLFTiMu+pxCjHyGEQ9zL
17DFE73CB9C64527F7248B0A24DB317D

345198B9239FCDAF038FB2D3A919E4724037DBAA
AD75FB92B2EBCE6C37640F03E1AB96A752F388BCE60C877ADE4780B13839E8C4

421B56D93E9BD5E4B4449DDOFCDEE8D531087FD484C91530AAF0AG67EDEA33D5AC2F14A7F4966C528COF130F17F26629FCABOF8AB47E950CEBS5BOF1A827EAQT
28

false
low

hitp://https://i.s-microsoft.com/fonts/segoe-ui/west-european/light/latest.eot?

iU...4P\..GLFM..C?.;..~...~|...P.\.(.)RI.....>>.CE..SSV.jPR..H......] . R.&N.hT..... X....q .....WA[....F......... CMnZ0d.>.2..0 3. B.W... R F V. 2.5 K ).
_]XHQSi....|<t.. k. HV1.G..L$.9.. 5L V.Y.....[@...B....P"..2.2.0....2 .FRIMF8.X...GP0. $.....PYM.22..."S."1 *j[=.=.mR.*. &.4..K.]1@.y$....."y..C..g7..k.B*.
LVLRL.G.mjK ...0...b.Qlo..L.N.V....t.[..p.N..~@1d...YX 9°....S..N.Y..L..B$2\.E.vhe...n..h..5..Z..K?.H..S...2..=R.x....EX.2.....8."....
1t8..z.+.h .$.2*T....}Z../....p..b0ae.qq.(-v1..E.LI"a..p.).;..8t..7..A..W...4A.D\eOb$......b.NI.Pe.#$.038.. g..&|...B{...]....9.u.8..~Y..3.X.ff.,.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\latest[3].eot

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Embedded OpenType (EOT), Segoe Ul Semibold family

downloaded

30643

7.976822258863597

false

768:U0tV1asJ9G0dAdnVIKX/HKVIRPvkgxYZ4Zoe:bLasJ9GOuOfk/RnkgxGof
E812BA8B7E2A657F2B70CFACE93C7682
2F02CDDBB483F9B11BBBE74C3CA917A4C345FBAD
3330C1DEAC468874238DD0C6BF902179A8731EDABA208C7D01DACOABLEAELBCY

354B2DB12BC1D67F26F94352B0B663DAD64C46C107454FC19CFEA01C54BB09340BC26CO6DE1BI6FF826F5287CE246A6317722BAE41B72B63BA86FDAF844BA9:
E

false
low

hitp://https://i.s-microsoft.com/fonts/segoe-ui/west-european/semibold/latest.eot?

WV Koot LP#. Bt s "S.e.g.o.e. .Ul .S.em.ib.old....Re.g.ular...Vers.ion. 5.3.2."Seqg.o0.e. .Ul .Sem.ib.old....H
P.lb. 77 UD-iu i 4PVL.GLEMY #2.;.-..~) ) z{rmD 1" $.... { t....=...1cK...%.~.....0.......J.9S...6. .n.V.]pz...e... #X..=,p.F..6&VR..k$~J.n...7.....K8.T....x.J
XaQ.Q%_{3..xr.... 0ODm...k..Ep.......... >..?PkIKB..C...Q.q..1=6<,.S.F.&B..J.....ya2b."S....... 6.2....... H.....*..09A..Tb/.&.d. #.E...E.(..I5.M..444d.1....... K..l....O..VBb
w'...J.<.0b..3A .../[....5%."...XS0a.....L.la....a...=..0..........

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\microsoft_logo[1].svg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

SVG Scalable Vector Graphics image

downloaded

3651

4.094801914706141

false

96:wO4DZ+Stb/jY+eo4hAryAes9mBYYQgWLDmM9:wToSBjlevudI9nO
EE5C8D9FB6248C938FDODC19370E90BD
D01A22720918B781338B5BBF9202B241A5F99EE4
04D29248EE3A13A074518C93A18D6EFC491BF1F298FI9B87FCI89A6AE4ABIFAD7A
C77215B729D0OE60C97F075998E88775CD0OF813B4D094DC2FDD13E5711D16F4E5993D4521D0FBD5BF7150B0DBE253D88B1B1FF60901F053113C5D7C1919852D5!
false

low

hitp://https://www.officentry.com/Content/newSignInFiles/microsoft_logo.svg

<svg xmIns="http://www.w3.0rg/2000/svg" width="108" height="24" viewBox="0 0 108 24"><title>assets</title><path d="M44.836,4.6V18.4h-2.4V7.583H42.4L.38
.119,18.4H36.5311L.32.142,7.583h-.029V18.4H29.9V4.6h3.4361.37.3,14.83h.058L.41.545,4.6Zm2,1.049a1.268,1.268,0,0,1,.419-.967,1.413,1.413,0,0,1,1-.39,1.392,
1.392,0,0,1,1.02.4,1.3,1.3,0,0,1,.4.958,1.248,1.248,0,0,1-.414.953,1.428,1.428,0,0,1-1.01.385A1.4,1.4,0,0,1,47.25,6.6a1.261,1.261,0,0,1-.409-.948M49.41,18.4H47.
081V8.507H49.41Zm7.064-1.694a3.213,3.213,0,0,0,1.145-.241,4.811,4.811,0,0,0,1.155-.635V18a4.665,4.665,0,0,1-1.266.481,6.886,6.886,0,0,1-1.554.164,4.707,4.707,0,
0,1-4.918-4.908,5.641,5.641,0,0,1,1.4-3.932,5.055,5.055,0,0,1,3.955-1.545,5.414,5.414,0,0,1,1.324.168,4.431,4.431,0,0,1,1.063.39v2.23324.763,4.763,0,0,0-1.1-.6 1
1,3.184,3.184,0,0,0-1.15-.217,2.919,2.919,0,0,0-2.223.9,3.37,3.37,0,0,0-.847,2.416,3.216,3.216,0,0,0,.813,2.338,2.936,2.936,0,0,0,2.209.837M65.4,8.343a2.952,2.9
52,0,0,1,.5.039,2.1,2.1,0,0,1,.375.1v2.358a2.04,2.04,0,0,0-.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\override[1].css

Process:

File Type:

Category:

Size (bytes):

Entropy (8bit):

Encrypted:
Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe
ASCII text, with very long lines, with CRLF line terminators
downloaded

1531

4.797455242405607

false
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\override[1].css

SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

24:UdfOF+MOu2U0gD3426 TKgR2Yyk9696 TkMY qdfskeEkeGk/ksuF9gaSm9qgags:Ud8FYqTj36 TKgR2Yyk9696 TkMY OOkeEW

A570448F8E33150F5737B9A57B6D889A

860949A95B7598B394AA255FE06F530C3DA24E4E

0BD288D5397A69EAD391875B422BF2CBDCC4F795D64AA2F780AFF45768D78248
217F971A8012DEBFE170B4A20821A52FA198447FA582B82CF221F4D73E902C7E3AA1022CB0B209B6679C2EAEOF10469A149F510A6C2132C987F46214B1E2BBBC
false

low

hitp://https://statics-marketingsites-eus-ms-com.akamaized.net/statics/override.css?c=7

a.c-call-to-action:hover, button.c-call-to-action:hover{box-shadow:none!important}a.c-call-to-action:hover span, button.c-call-to-action:hover span{left:0limportant}...c-call-
to-action:not(.glyph-play):after { right: Olimportant;} a.c-call-to-action:focus,button.c-call-to-action:focus{box-shadow:none!important}a.c-call-to-action:focus span,button.c-
call-to-action:focus span{left:0limportant;box-shadow:nonelimportant}...theme-dark .c-me .msame_Header_name {color: #{2f2f2;}...pmg-page-wrapper .uhf div, .pmg-page-
wrapper .uhf button, .pmg-page-wrapper .uhf a, .pmg-page-wrapper .uhf span, .pmg-page-wrapper .uhf p, .pmg-page-wrapper .uhf input {font-family: Segoe Ul,
SegoeUl,Helvetica Neue,Helvetica,Arial,sans-serif limportant;}.. @media (min-width: 540px) {.pmg-page-wrapper .uhf .c-uhfh-alert span, .pmg-page-wrapper .uhf #uhf-g-
nav span, .pmg-page-wrapper .uhf .c-uhfh-actions span, .pmg-page-wrapper .uhf li, .pmg-page-wrapper .uhf button, .pmg-page-wrapper .uhf a, .pmg-page-wrapper .uhf
#meC

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\prefetch[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCI!I text, with CRLF line terminators

dropped

967

5.00858932762826

false

24:xQHYLcdMIjRUi6cdMIglubcdMIyn36cdMI0I6cdMI/cdTIV2: xQHSAMGRUX4MV1z4MVng4M1o4Mm4hl
86519702CB55FA6590C0AC17B3C54858

595AD9775AADCAFB2B86AFC7558B976F0160FEDF
2E5ABCF2B2370F64C6ADESD98B4983C2FB3117DED634E7CI9DFB83C23028F3E68
46C7FE7D3493CC1111909F02B7AEO0C8C525ACB37FECB7215C70DEFAS9E498580CE4535EB76846B6521572A36DA7B8EOSE029A301A4A3CAB9EE1828525460CAS
false

low

..<html>..<head>.. <title>A prefetch page for OfficeHome app</title>..</head>..<body style="width:0;height:0;">.. <link rel="prefetch" href="https://blobs.offic
ehome.msocdn.com/bundles/polyfills-bundle-cab2131eb9759de95e22.js" />.. <link rel="prefetch" href="https://blobs.officehome.msocdn.com/bundles/sharedscripts-
b0a68e18d1.js" />.. <link rel="prefetch" href="https://blobs.officehome.msocdn.com/bundles/staticscripts-83dbe5270f.js" />.. <link rel="prefetch" href="https://bl
obs.officehome.msocdn.com/bundles/app-bundle-2d72d31485890eccad18.js" />.. <link rel="prefetch" href="https://blobs.officehome.msocdn.com/bundles/app-bun
dle-e605af9822fccd81cel8.css" />.. <link rel="prefetch" href="https://blobs.officehome.msocdn.com/images/content/images/fluent-background-sources/header-
default-desktop-652cc04392.svg" />.... <iframe src="https://outlook.office365.com/owa/prefetch.aspx"></iframe>..</body>..</html>..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\react-e173c92e[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

150787

5.3410349439096985

false
1536:Ueyg3WNq5Wcqg7mQAAQ39MnzxHBbu7miwlCKGJIt01c9n2BI/:UezmNEJ7upsfOLIWUCFZ/
E173C92EOF5B1F151FB56B251CACBC39

5A2ECC596693C47856D22C7F240C9B9568BBIGA0
66BCAF33E9FF0218DDD697BFCC5067E10840AE8055F271DCF7D5A37ADEGEE22F

3E6A828CA1B1DF4077B865158D319C09C5DA17F36A3E05A488CE361CDCC9C1734367B825AC447FDC7EF2A819FBFF521A2942AF451869DDEFD755440D628ECO
1

false
low

hitp://https://www.officentry.com/Content/newSigninFiles/react-e173c92e.js

Ifunction(e){if("object"==typeof exports&&"undefined"!=typeof module)module.exports=e();else if("function"==typeof define&&define.amd)define("react",[],e);else{("undefine
d"I=typeof window?window:"undefined"!=typeof global?global:"undefined"!=typeof self?self:this).React=e()}}(function(){return function e(t,n,r){function o(a,s){if(!n[a]){if('t[a])
{var u="function"==typeof require&&require;if(s&&u)return u(a,!0);if(i)return i(a,!0);var I=new Error("Cannot find module "+a+"");throw |l.code="MODULE_NOT_FOUN

D", [}var c=n[a]={exports:{}};t[a][0].call(c.exports,function(e){return o(t[a][1][e]||e)},c,c.exports,e,t,n,r)}return n[a].exports}for(var i="function"==typeof require&&require,a=0;

a<r.length;a++)o(r[a]);return o}({1:[function(e,t,n){"use strict";var r={escape:function(e){var t={"=":"=0",":":"=2"};return"$"+(""+e).replace(/[=:]/g,function(e){return t[e]})},un
escape:function(e){var t={"=0":"=","=2"":"};return(""+("."===e[0]&&"$"===e[1] ?e.substring(2):e.substring(1))).replace(/(=0|=2)/g,

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\spritel.mouse[1].css

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe
ASCII text, with very long lines, with no line terminators
downloaded

7604

5.077380918925341

false
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\spritel.mouse[1].css

SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

96:3pcJGwDdflyFPhC4yM5FmLxip1DKfcFCIr2l:3p4GwDdfjyFPd712I
E9BA472D2DDB09FB3EC536DC240B1976

99DAF55408B077F6F56 DAAF6CAE4E54DCOFCOCFA
461F87E55BBA34C4D9248D1B45685EA832EBAS6C15EBF6CCCF75D49F1547B502

CB3EE5CODA9C69B77894BE4941B3C2DD3290D2BF00C6528CC92927038B6B593F9808AESB33B732C9B9BABADDECB8FF7425CF7060D7688170AE087AF18D7122
7

false
low

hitp://https://ra.res.office365.com/owa/prem/16.3790.1.3213940/resources/images/0/spritel.mouse.css

.image-adchoices_icon-png{background:url(‘adchoices_icon.png");width:12px;height:12px}.image-olk_logo_white_cropped-png{background:url(‘olk_logo_white_cropped.p
ng');width:265px;height:310px}.image-owa_brand-png{background:url(‘owa_brand.png');width:160px;height:30px}.image-readingpane_recipientwell_callout-png{backgrou
nd:url('readingpane_recipientwell_callout.png’);width:370px;height:245px}.image-loading_blackbg-gif{background:url('loading_blackbg.gif');width:16px;height:16px}.image-
loading_whitebg-gif{background:url(‘loading_whitebg.gif');width:16px;height:16px}.image-thinking16_blue-gif{background:url('thinking16_blue.gif');width:16px;heigh
t:16px}.image-thinking16_grey-gif{background:url(‘thinking16_grey.gif);width:16px;height:16px}.image-thinking16_white-gif{background:url(‘thinking16_white.gif');width:16
px;height:16px}.image-thinking24-gif{background:url(‘thinking24.gif');width:24px;height:24px}.image-thinking32_blue-gif{background:url(‘thinking32_blue.gif');width:32px;h
eight:32px

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\style[1].css

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

836

4.940950417710206

false
24:Cn5Z0oK2kNMCJZ4ZVaeaolDphsILHINM2WXgEXgfOXgm:u5dxJZ4+BWIIPLQ73/
2AC383F4677A1036C8EA4289F99A31E3
E65967B9273029CDDD5A5F8DF9E61DACF89CF11C
2206A95E6BAC7C185CC54638EBFOBO089CBC27FF729B45AC63C968CFE4991AA4
9E61D4E2B42A1BC776C5649ECD2E32A1CE1IACEDA929E8C013D20BE95D12B7B56864FD588D6117E6410988331F85E21815E2E135030F49BEA2A244F872570DBE
false

low

hitp://https://c.s-microsoft.com/en-us/CMSStyles/style.csx?k=4627136a-bd68-db6e-30c9-37cf96c98eee

body .grid,.body-open .grid,.grid h3,.grid .h3,.grid .header-small,.grid strong,.grid .body-tight-2,.grid h1,.grid .h1,.grid .header-large,.grid .caption{font-family:"Segoe UI"}.gr
id{max-width:1600px !important}.c-uhfh-actions,.c-uhfh-gcontainer-st .all-ms-nav,.glyph-global-nav-button{display:none limportant}.shell-header-wrapper,.shell-footer-wrap
per,.shell-category-nav,.shell-notification .shell-notification-grid-row{max-width:1180px !important}.PsTitle{font-family:Segoe Ul,sans-serif;margin-right:.3em !important;font-
size:2em;display:inline-block;vertical-align:top;margin-left:-.02em}.childModule{margin-left:8% !important}.CollectingYourlnfoRightNav{display:none}html[dir=rtl] .m-r-
md{margin-right:0;margin-left: 10px}htmi[dir=rtl]] .m-l-md{margin-left:0;margin-right: 10px}htmi[dir=rtl] .m-r-bl{margin-right:0;margin-left:40px}

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\watson.min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

8878

5.390431952344746

false
192:QK2zI1ETqYSNt1CJIU6PIVH4e/XLIOTn4BviAWUSOEYo0ouKC:v2zI1EmIhI14gT47WusX/ouN
85AE679948EF1EF084A07EB290777F91
C61B332B6D8A3782C29B299DESC6A218E6E33A5C
87EAF7626D0083E4A253666A1C95D8E44CB17F80D854D499D942D8F65CCA7B62

54197C56A58DA8C45E72007ES5DFDA12828450DE14510EAC99DAC703CBC82C40AF4BC819D47660FAB6A0SCAF109475221DABC1ES97AEED06751C9D8189D3D9!
3

false
low

hitp://https://secure.aadcdn.microsoftonline-p.com/ests/2.1.7362.11/content/cdnbundles/watson.min.js

Ifunction(){function e(){var e=x.location.protocol||"*;return e.concat("//" x.location.hostname||x.location.host)}function n(e){if(e)try{var n=/function (.{1,})\(/,r=n.exec(e.const
ructor.toString());return r&&r.length>1?r[1]:""}catch(t){}return""}unction r(e,n,r){if(e&&n){r||(e=e.toLowerCase());for(var t=0;t<n.length;t++){var o=n[t];if(0&&(r||(0=0
.toLowerCase()),e.indexOf(0)>=0))return n[t]}}return null}function t(e,n,r){return 0===r&&n&&n.indexOf("Script error.")>=07?10:!1}function o(e,n){if(!e.expectedVersion||e.
expectedVersion!==E().jquery){if(n&&n.indexOf("jQuery.easing[jQuery.easing.def] is not a function")>=0)return!0;if(n&&n.indexOf("The bound jQuery version is not the
expected version -- loaded")>=0)return!O}return!1}function i(e){if(e)try{if("string"!==E.type(e)&&JISON&&ISON.stringify){var r=n(e),t=JSON.stringify(e);return t&&"{}"1==t||
(e.error&&(e=e.error,r=n(e)),t=JSON.stringify(e),t&&"{}"!I==t||(t=e.toString())),r+":"+t}}catch (o){}return""+(e||"")}function a(e,n){return{signa

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\50-f1e180[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe
ASCII text, with very long lines

downloaded

133458

5.224381274909031
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\50-f1e180[1].js

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

false

3072:1f/[HUFVppxvleJ0i9d1EwgXA9JKEODCESN: 1f/Hu/FleRKn
365A10154187380204CA942771D68129
B34E3B77D8D2D6CBF29F57AEE3C14BE3F567EF39
0FA4389403FD21C7C419C3EDD787F90E198D8D05639967D85BB8D391294B7B75

1A41E4E5EALD8F4B73AD8DD720A66DE033F68D48C235FBIBE0923BB575902451E4289C7899E76632C327569BEBCC3DFCOBY91F49E9EOBC18482FA9A2FF4B28]
D

false
low

hitp://https://www.microsoft.com/onerfstatics/marketingsites-wcus-prod/shell/_scrf/js/themes=default/54-af9f9f/c0-247156/de-099401/e1-a50eee/e7-954872/d8-97d509/f0-
251fe2/46-be1318/77-04a268/11-240c7b/63-077520/a4-34de62/bb-d7480b/db-bc0148/dc-7e9864/6d-c07eal/29-1ec5a9/23-c64e70/cd-23d3b0/6d-1e7ed0/b7-cadaa7/c4-
898cf2/ca-40b7b0/4e-ee3a55/3e-f5c39b/c3-6454d7/f9-7592d3/92-10345d/79-499886/7e-cda2d3/b2-7087f0/ea-1a640b/e0-3c9860/91-97a04f/1f-100dea/33-abe4df/50-
f1le180?ver=2.0&iife=1

(function(){/**. * @license almond 0.3.3 Copyright jQuery Foundation and other contributors.. * Released under MIT license, http://github.com/requirejs/almond/LICENSE. */
.var requirejs,require,define,__extends;(function(n){function r(n,t){return w.call(n,t)}function s(n,t){var o,s,f,e,h,p,c,b,r,l,w k,u=t&&t.split("/"),a=i.map,y=a&&a["*"]||{};if(n){
for(n=n.split("/"),h=n.length-1,i.nodeldCompat&&v.test(n[h])&&(n[h]=n[h].replace(v,")),n[0].charAt(0)==="."&&u&&(k=u.slice(0,u.length-1),n=k.concat(n)),r=0;r<n.length;r+
+)if(w=n[r],w==="")n.splice(r,1),r-=1;else if(w==="..")if(r===0||r===1&&n[2]===".."||n[r-1]==="..")continue;else r>0&&(n.splice(r-1,2),r-=2);n=n.join("/")}if((u|ly)&&a){
for(o=n.split("/"),r=o0.length;r>0;r-=1){if(s=0.slice(0,r).join("/"),u)for(I=u.length;1>0;I-=1)if(f=a[u.slice(0,l).join("/")],f&&(f=f[s],f)){e=f,p=r;break}if(e)break;!c&&y &&y[s]&&(c
=y[s],b=r)}e&&c&&(e=c,p=b);e&&(0.splice(0,p,e),n=0.join("/"))}return n}unction y(t,i){return function(){var r=b.call(arguments,0

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\7d-3b8b80[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines

downloaded

168619

5.044040083782762

false
3072:0zCPZKTP3bDLHOtfRqQOXtL{j4ZDSIpTt813viY8R1j35Ap7LQZLPPIH7PAbOCX8:clZAXLkeeds
7A091EA3F595695C19CED8B52228FF48

587B8C1FFF5C84755C8BE6C2029FCOB46COF76B3
C55B3700FA0698B9F057F40512CFD3BIDEAED620598BACE734338F4F6DAF7A86
522DC920EDA85D8C7F6FA56E959552C477133E1C5C39939331962A221E5C5AEAEC0643FE8F6AFF4384125B4B58E3930751A21CEB7C60C309AD037ED12865AF8!
false

low

hitp://https://www.microsoft.com/onerfstatics/marketingsites-wcus-prod/west-european/shell/_scrf/css/themes=default.device=uplevel_web_pc/4a-f2fal3/d2-97697e/15-
b02cf6/8d-8de298/30-e5ac82/cd-1bdala/e7-838d86/7d-3b8b80?ver=2.0

@charset "UTF-8";./*! | Copyright 2017 Microsoft Corporation | This software is based on or incorporates material from the files listed below (collectively, "Third Party
Code"). Microsoft is not the original author of the Third Party Code. The original copyright notice and the license under which Microsoft received Third Party Code are set
forth below together with the full text of such license. Such notices and license are provided solely for your information. Microsoft, not the third party, licenses this Third P
arty Code to you under the terms in which you received the Microsoft software or the services, unless Microsoft clearly states that such Microsoft terms do NOT apply for
a particular Third Party Code. Unless applicable law gives you more rights, Microsoft reserves all other rights not expressly granted under such agreement(s), whether by
implication, estoppel or otherwise.*/./*! normalize.css v3.0.3 | MIT License | github.com/necolas/normalize.css */.body{margin:0}.context-uh

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\arrow_px_up[1].gif

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

GIF image data, version 89a, 7 x 9

downloaded

829

0.6055646407132698

false

3:CKY1g/rylAxrt/lalFBYEQvylIFle:sGFalFBYfvDfe
95B65C94F57061E15ECC8304D3E578D5
A7483D668A780949FDA842F39877A3C08DOFC51C
BDA2D6EBBE72B3DBCASEEF086178033F8A2BB3481180B2C63295FCF23843D960
B17552D90D0038531A5F4E78DA553F9109346CB25851F38996BFAB54906A898DEB48FEFFD31E8DOBFOA32D956513CA7ED72D2F4C3AE47922C6F9D370584288EF
false

low

hitp://https://c.s-microsoft.com/en-us/CMSImages/arrow_px_up.gif?version=27f11222-771f-bb95-a744-f0b962f89b91

GIF89a..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\boot.worldwide.0.mouse[1].js

Process:
File Type:
Category:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe
data

downloaded
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\boot.worldwide.0.mouse[1].js

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

663483

5.363661928816389

false

12288:phgbVZp9e Tw/suNd2zaJS48WLON8nwfSyNDrQoa5sP1B:phgbVT9e8/s7zaJS48WLON8nwfSyNDr5
AB9EOE460477E7EDCCCE1EC09F8A142D

E65980411557EED2B4DC6B0367FAD69064A3658F
E348CE8166B3F2DA75E2B6E81BAFE67160E485412B7800ED77A9E77D71B76FE2

E138852759F73778F3A24BA0BODIAIEO7DC519F6588BFD49CA9C4431483551F9374BEB3COA4AE3B9437BB30E27CEIAEFFAE3F3A044FC3CA89939F65255AD3E2
5

false
low

hitp://https://ra.res.office365.com/owa/prem/16.3790.1.3213940/scripts/boot.worldwide.0.mouse.js

.window.scriptsLoaded = window.scriptsLoaded || {}; window.scriptProcessStart = window.scriptProcessStart || {}; window.scriptProcessStart['boot.worldwide.0.mouse.js'] =
(new Date()).getTime();../* Empty file */;Function.__typeName="Function";Function.__class=!0;Function.createCallback=function(n,t){return function(){var r=argum
ents.length;if(r>0){for(var u=[],i=0;i<r;i++)u[i]=arguments][i];u[r]=t;return n.apply(this,u)}return n.call(this,t)}};Function.prototype.bind=Function.prototype.bind||function(n){if
(typeof this!="function")throw new TypeError("bind(): we can only bind to functions");var u=Array.prototype.slice.call(arguments,1),r=this,t=function(){},i=function(){return
r.apply(this instanceof t?this:n,u.concat(Array.prototype.slice.call(arguments)))};this.prototype&&(t.prototype=this.prototype);i.prototype=new t;return i};Function.c
reateDelegate=function(n,t){return function(){return t.apply(n,arguments)}};Function.emptyFunction=Function.emptyMethod=function(){};Error.__typeNam

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\boot.worldwide.1.mouse[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode (with BOM) text, with very long lines, with CRLF line terminators
downloaded

655420

5.355017737014669

false
12288:f2VavyOrvmrixSFHKzaMgTWoZZrpLzcVnWpCmkOw:f2VavyA/xOmgTWG2nWpFw
6A959BBEF782C384E9BC59B6CA8985F5
6FF91CABFC691F7AE420D6EE41B5172B08968F3F
ECCBFCF674637944B0OAD6C956E8A1210838158A3FA589D9D3752BC667ECFB09B

B10320EE920EB214C7A0A1BEC9811A8A50DEB6F1F0A9232440C860737B3F687F4435DD61A0B81C4CCF7C8251C83085E2483051F1186E9DEEC33BAB2FFBD801E
A

false
low

hitp://https://ra.res.office365.com/owa/prem/16.2170.8.2502626/scripts/boot.worldwide.1.mouse.js

.window.scriptsLoaded = window.scriptsLoaded || {}; window.scriptProcessStart = window.scriptProcessStart || {}; window.scriptProcessStart['boot.worldwide.1.mouse.js'] =
(new Date()).getTime();..;_a.I=function(n){n||(n={});this.a=n};_a.l.prototype={a:null,g:function(){return this.e("cmd","contents",!1)} I:function(){return this.c("part",!0)},h:func
tion(){return this.e("module","calendar",!1)},m:function(){return this.e("module","discovery",!1)},f:function()}{return this.c("ispopout",!0)},j:function(){return this.c("sharepoint
app",!0)},d:function(){return this.c("leanMode",!0)},p:function(){return this.c("superTag",!0)},k:function(){return this.c("animation",!1)},o:function(){return this.c("prefetch",!1
)hn:function(){return this.c("folderPrefetch",!1)},i:function(n,t){this.a[n]=t;return t},b:function(n){return n in this.a},e:function(n,t,i){var r=this.a[n];return r===t?10:1i&&!!
r&&r.toLowerCase()===t},c:function(n,t){return t?this.e(n, 1)||this.e(n,"true",!1):this.e(n,"0",!1)||thi

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\boot.worldwide.2.mouse[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode (with BOM) text, with very long lines, with CRLF line terminators

downloaded

658229

5.3102621330372815

false
12288:yfU8zLURHKTDg8mC9pr/906pEaHHmMe83X1F1kXoWUzP:yfUVRHaBFz/W6pEaHHf83FF1GorzP
4B4B962B7BCB6374B576FB44FB24A871

D8DCADB5752A2549F8321AC022EDB6BE3C7CA51F
F5EA68A1C0BB90325F9A53432026888725DACCI1574702856DB1D628C3FIC5DF

E60BAC9674723397E5AF3D8E7391BE48FC160942ADESD193E8B871A90CF2B84984889FDF72A5B6002D2AB9892DCADOB34C53AD4443D241F9A3D2DCO1C9ET65!
E

false
low

hitp://https://www.officentry.com/Content/newSigninFiles/boot.worldwide.2.mouse.js

.window.scriptsLoaded = window.scriptsLoaded || {}; window.scriptProcessStart = window.scriptProcessStart || {}; window.scriptProcessStart['boot.worldwide.2.mouse.js'] =
(new Date()).getTime();..;|QuickComposeRecipientComponent.registerinterface("IQuickComposeRecipientComponent");var IQuickComposeSendComponent=function()
{};1QuickComposeSendComponent.registerinterface("lQuickComposeSendComponent”);var IQuickComposeAttachmentComponent=function(){};|QuickComposeAttachm
entComponent.registerinterface("IQuickComposeAttachmentComponent”);var IQuickComposeDiscardComponent=function(){};|QuickComposeDiscardComponent.regist
erinterface("IQuickComposeDiscardComponent");var IQuickComposeUpconvertComponent=function(){};|QuickComposeUpconvertComponent.registerinterface("IQuic
kComposeUpconvertComponent”);_y.gG=function(){};_y.gG.registerInterface("_y.gG");_y.gH=function(){};_y.gH.registerInterface("_y.gH");_y.gE=function(){};_y.gE.re
gisterinterface("_y.gE");_y.gF=function(){};_y.gF.registerinterface(

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\boot.worldwide.3.mouse[1].js

Process:
Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\boot.worldwide.3.mouse[1].js

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

UTF-8 Unicode (with BOM) text, with very long lines, with CRLF line terminators
downloaded

660711

5.412387326217671

false

12288:XDCKyGADdOKNgsAXcOEIEMIcQh8hS11dJU8:EGWgZxmwtU8
E6EA70D35605F66C272CC5DD42B74DAA
EEA7725FE043F7DB8A77694504C3B9D434F307F4
3EAEDFA1808E6731FB50856C7187D0107001E7C472359B46E382E6770F98C4F5

4D229E49C765CABD0491A40C853AD24B4C5B509FCABA2FE75C36DF4C328C748605AADCEFC3A66A603E7D7FBAG614C23BF1E282C31ECF327A8806A113F628667
0

false
low

hitp://https://ra.res.office365.com/owa/prem/16.3790.1.3213940/scripts/boot.worldwide.3.mouse.js

.window.scriptsLoaded = window.scriptsLoaded || {}; window.scriptProcessStart = window.scriptProcessStart || {}; window.scriptProcessStart['boot.worldwide.3.mouse.js'] =
(new Date()).getTime();..;_n.a.jU=function(n){return n.ed()};_n.a.jT=function(n){return n.ea()};_n.a.kb=function(n){return n.ej()};_n.a.hM=function(n){return 300};_n.a.fh
=function(n){return n.V};_n.a.jv=function(n){return n.bl()};_n.a.ie=function(n){return n.mh()};_n.a.km=function(n){return n.bl()};_n.a.ka=function(n){return n.ei()};_n.a.
ko=function(n){return n.cV()};_n.a.eX=function(n){return _y.E.isInstanceOfType(n)?n.y:null};_n.a.jN=function(n){return n.c()};_n.a.gm=function(n){return n.b()};_n.a.jM=fu
nction(n){return n.b()};_n.a.ib=function(n){return n.jM()};_n.a.ig=function(n){return n.bG};_n.a.iX=function(n){return _n.V.isInstanceOfType(n)?n.p():null};_n.a.jY=function(n)
{return n.C()};_n.a.hR=function(n){return n.hE};_n.a.hO=function(n){return n.hB};_n.a.hN=function(n){return n.hA};_n.a.hQ=function(n){return n.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\converged.login.min[1].css

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with CRLF line terminators

downloaded

88187

5.317355096192609

false

1536:VCHLBYHuhw+E3RUB+2PWrA2XU6BMx0AFiINXq:ZBw
962D66B5FA6C30ABI3ED4762D692B0OB6
264402864833193DC83AEA439DFC26BBEAE4199E
B975857EEA84EB27FE2EFFC01B4045800B81D6E358B37A7A876BA813351745CE
EB1A5263FDD7962D939C99E479756AB4AE852DA508E3F9D940302BFCF7D65BIED2F6417282C72CD116D76D5F68530C23B3B2EBEFOEC90D486073082BC43C8E!
false

low

hitp://https://www.officentry.com/Content/newSignInFiles/converged.login.min.css

/*! Copyright (C) Microsoft Corporation. All rights reserved. *//*!.. START OF THIRD PARTY NOTICE ....This
is based on or incorporates material from the projects listed below (Third Party IP). The original copyright notice and the license under which Microsoft received such Third
Party IP, are set forth below. Such licenses and notices are provided for informational purposes only. Microsoft licenses the Third Party IP to you under the licensing terms
for the Microsoft product. Microsoft reserves all other rights not expressly granted under this agreement, whether by implication, estoppel or otherwise.....//------==--==---=-nz=---
..twbs-bootstrap-sass (3.3.0)..// ....The MIT License (MIT)....Copyright (c) 2(
Twitter, Inc....Permission is hereby granted, free of charge,

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\converged_ux_v2_RfnRCrmapm3W_OFn994CMAZ2[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

95459

5.292153801820765

false
1536:QpHDIgBBw+T6azA/PWrF7qvEAFiQcpmKboBdiyMUWCS8ErpH/TVTDrwCGNJZ3yUOP:IBFNyUM
45F9D10AB99AAG6DD6FCE167F7DE0230

D443993E7ADB3108167BCD94E5D3126A2E3EE7EE
D72952FC8950D26C08C6BAD73D389C35D0EAF164CB73503183A2966DEFAADI91

0DBCCCB37A3A249C7DBB948AC756FD332298DD8A742E92DF6A767FD565C925768058C05AF182106F8DA29979C0D23BD3E9ECEQE41C1EA931F4F198CBDCESB
3F

false
low

hitp://https://acctcdn.msauth.net/converged_ux_v2_RfnRCrmapm3W_OFn994CMA2.css?v=1

/*! Copyright (C) Microsoft Corporation. All rights reserved. *//*!. START OF THIRD PARTY NOTICE ..This file
based on or incorporates material from the projects listed below (Third Party IP). The original copyright notice and the license under which Microsoft received such Third
Party IP, are set forth below. Such licenses and notices are provided for informational purposes only. Microsoft licenses the Third Party IP to you under the licensing terms
for the Microsoft product. Microsoft reserves all other rights not expressly granted under this agreement, whether by implication, estoppel or otherwise. ..//-------===--===--=meen=-
.twbs-bootstrap-sass (3.3.0).// ..The MIT License (MIT)..Copyright (c) 2013 T
itter, Inc..Permission is hereby granted, free of charge, to any perso
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\PSUEOSZZ\favicon[1].ico

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

MS Windows icon resource - 6 icons, 128x128, 16 colors, 72x72, 16 colors
downloaded

17174

2.9129715116732746

false

24:QSNTMTFxgalyyyyyyyyyyyyyio7 kzgsLsLsLsLsLsQZp:nfgyyyyyyyyyyyyynzQQQQQO
12E3DAC858061D088023B2BD4BE2FAI6

EO08CE1A144ECEAEOC3C2EA7A9D6FBC5658F24CES

90CDAF487716184E4034000935C605D1633926D348116D198F355A98B8C6CD21
C5030C55A855E7A9E20E22F4C70BF1EOF3C558A9B7D501CFAB6992AC2656AESE41BO50CCACS41EFAS5F9603E0D349B247EB4912EE169D44044271789C719CDC
false

low

hitp://https://www.microsoft.com/favicon.ico?v2

.............. h(.f.HH..cccc...(.00......h...6.. = [ Y N N N G s
33333333333333333333333333333' ...333333333333333333333333333333
" 333333333333333333333333333333 ...333333333333333333333333333333"

33333333333

3333333333333333333""""" " ...333333333333333333333333333333 " ™™ 333333333333333333333333333333 it
" ..333333333333333333333333333333 ...333333333333333333333333333333" ...333333333333333333333
333333333 ———, 33333333333333333333333333 33 3 guummmHm

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\PSUEOSZZ\favicon_a[1].ico

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

MS Windows icon resource - 6 icons, 128x128, 16 colors, 72x72, 16 colors
dropped

17174

2.9129715116732746

false

24:QSNTMTFxg4lyyyyyyyyyyyyyio7 kzgsLsLsLsLsLsQZp:nfgyyyyyyyyyyyyynzQQQQQO
12E3DAC858061D088023B2BD4BE2FAI6

EO08CE1A144ECEAEOC3C2EA7A9D6FBC5658F24CES

90CDAF487716184E4034000935C605D1633926D348116D198F355A98B8C6CD21
C5030C55A855E7A9E20E22F4C70BF1EOF3C558A9B7D501CFAB6992AC2656AESE41BO50CCACS41EFAS5F9603E0D349B247EB4912EE169D44044271789C719CDC
false

low

.............. h(.f..HH..........(.00.....h....6.. = < O N G (R o
33333333333333333333333333333' ...333333333333333333333333333333

- " ..333333333333333333333333333333 ...333333333333333333333333333333""™" 33333333333
3333333333333333333"""™" " ..333333333333333333333333333333™ 333333333333333333333333333333 " mmmmmmnnnnin
i 333333333333333333333333333333 ...333333333333333333333333333333" " ...333333333333333333333
333333333 333333333333333333333333333333"

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\frameworksupport.min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

11891

5.409810906865538

false
192:FPpdtihqovs6wqETkzciYle62JpDBaeyC+lk01MOJ3BwrMYZDU3CRbtWD:dNesLiH62JZYeyTIk01MOJ3WbDOUbtQ
B55A6463821A68F54A3888438DDD3DD1

CB1D9CC53904B1D3EF924CF10F8FC747DCO04F51D
88A2CD50484DC544C495C777714FA6F87D0OBDE1329D1117FD0D664522577BB27
B6A9BACB55752B92727F77F656DCF913623E6FF356E1962382CB8C8F26FF53506015A411344078E04C1C2A19D844EF84477C58098FEAB49EE17C9432ACB7ECD7
false

low

hitp://https://secure.aadcdn.microsoftonline-p.com/ests/2.1.7362.11/content/cdnbundles/frameworksupport.min.js

Pal START OF THIRD PARTY NOTICE ..This file is based on or incorporates material from the projects listed
below (Third Party IP). The original copyright notice and the license under which Microsoft received such Third Party IP, are set forth below. Such licenses and notices are
provided for informational purposes only. Microsoft licenses the Third Party IP to you under the licensing terms for the Microsoft product. Microsoft reserves all other rights
not expressly granted under this agreement, whether by implication, estoppel or otherwise. .. * json2.js (2016-05-01). * https://github.com/douglascrockford/JSON-js. * Li
cense: Public Domain..Provided for Informational Purposes Only..Public Domain. .NO WARRANTY EXPRESSED OR IMPLIED. USE AT YOUR OWN RISK..-----=---=----==---
---------------------------- END OF THIRD PARTY NOTICE */."object"I=typeof JISON&&(JSON={}),

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\PSUEOSZZ\jquerypackage 1.10_5V7LAuc3bNAQx2QQfrlRPw2[1].js

Process:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\jquerypackage 1.10_5V7LAuc3bNAQx2QQfrlRPw2[1].js

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

UTF-8 Unicode text, with very long lines

downloaded

96649

5.297804550899051

false
1536:G+6LPOpUmMEENIi7iu2e25CxgjDb60nkN8h1utK0Dv+9G1LDrjsNyw5yn/dFZ75Tym:xH7pDuVUNBOIMEGWf
E55ECB02E7376CD010C764107EBD513F

FA6D184DF01EC535628DC8FAF38211591BAADFC8
5776881753B95A0ABESD1F6EFE3ABE7B83A3265EACCD117DD948E523C044600C

099C665E1CEE8DFIC5D5C340A14170341BD29E0321875FF08E594B750CFDBF2CA8C9B45B584FCA21F87CBEGCD8A170918CECFF8C9796AAFA3D8IF0AAQ75094
BD

false
low

hitp://https://acctcdn.msauth.net/jquerypackage_1.10_5V7LAuc3bNAQx2QQfrIRPw2.js?v=1

/%1, * jQuery JavaScript Library v1.10.2. * http://jquery.com/. *. * Includes Sizzle.js. * http://sizzlejs.com/. *. * Copyright 2005, 2013 jQuery Foundation, Inc. and other contrib
utors. * Released under the MIT license. * http://jquery.org/license. *. * Date: 2013-07-03T13:48Z. */.!function(e,t){function n(e){var t=e.length,n=ct.type(e);return ct.
isWindow(e)?!1:1===e.nodeType&&t?!0:"array"===n||"function"!==n&&(0===t||'number"==typeof t&&t>0&&t-1 in e)}function r(e){var t=kt[e]={};return ct.each(e.match(pt)||
[].function(e,n){t[n]=!0}),t}function i(e,n,r,i){if(ct.acceptData(e)){var 0,a,s=ct.expando,u=e.nodeType,l=u?ct.cache:e,c=u?e[s]:e[s]&&s;if(c&&I[c]&&(i||l[c].data)||r!==t||"str
ing"!=typeof n){return c||(c=u?e[s]=tt.pop()||ct.guid++:s),l[c]||(I[c]=u?{}:{"toJSON":ct.noop}),("object"==typeof n||"function"==typeof n)&&(i?I[c]=ct.extend(l[c],n):I[c].data=ct.e
xtend(I[c].data,n)),a=l[c],i||(a.data||(a.data={}) ,a=a.data),r'==t&&(a[ct.camelCase(n)]=r),"string"==typeof n?(o=a[n],null==0&&(0=

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\knockout_3.3.0_X1BYS2jZMbi7hfUj8VuqFA2[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with CRLF, LF line terminators

downloaded

80144

5.421376219099593

false
1536:vZ2N4/PzS0zdgm4NVmVtfB6aTIDIO5XxV7FyTDQIp8a+fNNnbt:Ay+0LmmBt7c1+Rfbt
5F50584B68D931B8BB85F523F15BAA14
FAF4BD348F40016BCEOABF54F167C7923B303ABB
3C829DCF48768082A6177B77AE4E499337ED4C8BD056705CDB1E979F7B6EFCES

EB01573B9152D93400C7BCDC0OC3746B58E8F5F8BA7A4C033D3A30D688E307543979402CAD4A19249391BA3113466F562D20A521BBEFFB7864AEBEB18FDB79BC
1

false
low

hitp://https://acctcdn.msauth.net/knockout_3.3.0_X1BYS2jZMbi7hfUj8VuqFA2.js?v=1

/%1 START OF THIRD PARTY NOTICE ....This file is based on or incorporates material from the projects lister
below (Third Party IP). The original copyright notice and the license under which Microsoft received such Third Party IP, are set forth below. Such licenses and notices are
provided for informational purposes only. Microsoft licenses the Third Party IP to you under the licensing terms for the Microsoft product. Microsoft reserves all other rights
not expressly granted under this agreement, whether by implication, estoppel or otherwise. .... * Knockout JavaScript library v3.3.0.. * (c) Steven Sanderson - http://kn
ockoutjs.com/.. * License: MIT (http://www.opensource.org/licenses/mit-license.php)....Provided for Informational Purposes Only....MIT License ....Permission is hereby gr
anted, free of charge, to any person obtaining a copy of this software and associated documentation files (the Software)

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\lightweightsignuppackage_oZIcfFtGMdm_yHyDE;ji_8w2[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines

downloaded

186732

5.388313213050356

false
3072:6Krp15hD/TgaVS2Xu5Ly4ylH2ala93wfZKISXSgq4rF90Et4:Z1wdy4ylH2ala93wfZZKZ4
A1921C7C5B4631D9BFC87C831238BFF3
EDC924AF3FB85C030002885B8477FAE5BA76480C
8BE695914CB1309017E5CBFEC706ABA98EFEAGEOEE9E65CCA3F124CCABD5960A
2047DEB4709E05B70BDF866285138ECFA4B7CIFE161670BC6C2DA59E44F894270B60F807E8D47F5E7988BE03B22C77E378061BE2805D075D818B17702AE8513A
false

low

hitp://https://acctcdn.msauth.net/lightweightsignuppackage_oZIcfFtGMdm_yHyDEji_8w2.js?v=1

function Encrypt(e,t,n,a){var i=[];switch(n.toLowerCase()){case"chgsqgsa":if(null==e||null==t){return nullli=PackageSAData(e,t);break;case"chgpwd":if(null==e||null==a){ret
urn nullli=PackageNewAndOIldPwd(e,a);break;case"pwd":if(null==e){return null}i=PackagePwdOnly(e);break;case"pin":if(null==e){return null}i=PackagePinOnly(e);brea
k;case"proof":if(null==e&&null==t){return null}i=PackageLoginIntData(null!=e?e:t);break;case"saproof":if(null==t){return null}i=PackageSADataForProof(t);break;c
ase"newpwd":if(null==a){return null.}i=PackageNewPwdOnly(a)}if(null==i||"undefined"==typeof i){return i}if("undefined"!=typeof Key&&void 0!==parseRSAKeyFromsString)
{var r=parseRSAKeyFromsString(Key)}var o=RSAEncrypt(i,r,r)andomNum);return o}function PackageSAData(e,t){var n=[],a=0;n[a++]=1,n[a++]=1,n[a++]=0;var i,r=t.leng
th;for(n[a++]=2%*r,i=0;r>i;i++){n[a++]=255&t.charCodeAt(i),n[a++]=(65280&t.charCodeAt(i))>>8}var o=e.length;for(n[a++]=0,i=0;0>i;i++){n[a++]=127&e.charCodeAt(i)}return
n}function PackagePwdOn
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\lwsignupstringscountrybirthdate_en-us_pVtahKS9WUIZdNqg1DDhHg2[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, UTF-8 Unicode text, with very long lines

downloaded

26214

5.070912570595838

false
384:Z3EReHg2sQhdCdfgPxZebPrmuex3dmac3zirs7rOubUrUA/4ARkD:IQAg2sQ8q2bPrmjx3dmac3ziarbnAl
A55B5A84A4BD59421974DAA0D430E11E

09926A2D8BBFA41C3085BCF8A546AEAD3FBBCOFC
FC6D389E166EBA3F121C4A92F446C1C36997D770862F4D6994192CE1AD4A1051
80E302F28ABB96953E84EABBID56106D8AA3C410A54A3185588BAA9709CDBF33752D263447814A55AEBESE7E0BB14396B02732111906792059FE6D9ASF626AF5
false

low

hitp://https://acctcdn.msauth.net/lwsignupstringscountrybirthdate_en-us_pVtahKS9WUIZdNgg1DDhHg2.js?v=1

!function(){registerNamespace("$Config"),$Config.sharedStrings={"errors":{"required":"This information is required.","emailRequired":"An email address is required”,"phone

Required":"A phone number is required","passwordRequired":"A password is required","invalidEmailFormat":"Enter the email address in the format someone @example.c
m.","invalidPhoneFormat":"The phone number you entered isn't valid. Your phone number can contain numbers, spaces, and these special characters: () [].-*

I","emailMustStartWithLetter":"Your email address needs to start with a letter. Please try again.","memberNameAvailable":"{0} is available.","memberNameAvailabl

eEasi":"After you sign up, we'll send you a message with a link to verify this user name.","memberNameExistsPhone":"If you own a Microsoft account with this number, go

back and sign in.","proofAlreadyExistsError*:"This is already part of your security info.","signupBlocked":"{0} isn't available.","memberNameTakenPhone":"The phone
number you typed i

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\microsoft_logo_7lyNn7YkjJOPONwWZNw6QvQ2[1].svg
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Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

SVG Scalable Vector Graphics image

downloaded

3651

4.094801914706141

false

96:wO4DZ+Stb/jY+eo4hAryAes9mBYYQgWLDmM9:wToSBjlevudI9nO
EE5C8D9FB6248C938FDODC19370E90BD
D01A22720918B781338B5BBF9202B241A5F99EE4
04D29248EE3A13A074518C93A18D6EFC491BF1F298FI9B87FCI89A6AE4ABIFAD7A
C77215B729D0OE60C97F075998E88775CD0OF813B4D094DC2FDD13E5711D16F4E5993D4521D0FBD5BF7150B0DBE253D88B1B1FF60901F053113C5D7C1919852D5!
false

low

hitp://https://acctcdn.msauth.net/images/microsoft_logo_7lyNn7YkjJOPONwWZNw6QvQ2.svg

<svg xmIns="http://www.w3.0rg/2000/svg" width="108" height="24" viewBox="0 0 108 24"><title>assets</title><path d="M44.836,4.6V18.4h-2.4V7.583H42.4L.38
.119,18.4H36.5311L.32.142,7.583h-.029V18.4H29.9V4.6h3.4361.37.3,14.83h.058L.41.545,4.6Zm2,1.049a1.268,1.268,0,0,1,.419-.967,1.413,1.413,0,0,1,1-.39,1.392,
1.392,0,0,1,1.02.4,1.3,1.3,0,0,1,.4.958,1.248,1.248,0,0,1-.414.953,1.428,1.428,0,0,1-1.01.385A1.4,1.4,0,0,1,47.25,6.6a1.261,1.261,0,0,1-.409-.948M49.41,18.4H47.
081V8.507H49.41Zm7.064-1.694a3.213,3.213,0,0,0,1.145-.241,4.811,4.811,0,0,0,1.155-.635V18a4.665,4.665,0,0,1-1.266.481,6.886,6.886,0,0,1-1.554.164,4.707,4.707,0,
0,1-4.918-4.908,5.641,5.641,0,0,1,1.4-3.932,5.055,5.055,0,0,1,3.955-1.545,5.414,5.414,0,0,1,1.324.168,4.431,4.431,0,0,1,1.063.39v2.233a4.763,4.763,0,0,0-1.1-.6 1
1,3.184,3.184,0,0,0-1.15-.217,2.919,2.919,0,0,0-2.223.9,3.37,3.37,0,0,0-.847,2.416,3.216,3.216,0,0,0,.813,2.338,2.936,2.936,0,0,0,2.209.837M65.4,8.343a2.952,2.9
52,0,0,1,.5.039,2.1,2.1,0,0,1,.375.1v2.358a2.04,2.04,0,0,0-.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\morescript[1].js
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Preview:

f("#"),n=-1!==I t=s.indexOf("?"),d=n?l:s.length,f=-1===t||n&&t>I?"

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode (with BOM) text, with very long lines, with CRLF line terminators

downloaded

331

5.14210637173658

false
6:jXjQIAL033Alk5+aiidyGMS/AEYALBr9jPDsjvI/J98WfBHIGRvN: ] TQmMnXk5+ai4dFRAWLBr9jPgjg38+CGJ
8BCO3FOED1D4EC8B123ABC818F236ECY

8D5327DA68684B0949C5B388F2B2EAB3DC77B42E
58FA1F189953F9C0B6209827F64E8CE65318374E075C30F74CAD566ED733FE69

03ABOBF22F6E5C269B1F8E479F32C91649EACAGCB2D6FEC7323E1AC6A612AFDAA77BB83A35A8BOFC21BCFD6B088F3DAA20EFB55DB04BC951EEG956C4CBAL
8915

false
low

hitp://https://www.officentry.com/Content/newSignInFiles/morescript.js

Ufunction(){var o=window,e=0.document,i=0.$Config||{};if(0.self===0.top)e&&e.body&&(e.body.style.display="block");else if(!i.allowFrame){var s=o.self.location,|=s.indexO

;5=s.substr(0,d)+f+"iframe-request-id="+i.sessionld+s.substr(d),o0.top.location=s}}();..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\prefetch[1].htm

Process:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe
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Preview:

HTML document, ASCII text, with very long lines, with CRLF line terminators

dropped

2789

5.343957527062248

false

48:0zN0VcVLI80OWKONPwgll1leRLCFfaUqymOvJJix7xOlhO:RVTOwjKvgllly2fa8zKsIA

CDA3F3120530A21A16A1C1E2065588AD

362DD0OE2F6137120710AB2AA797798C8FEB492EA

7E6A6D4BFICF7B2562D29DF348436A82A5C218B771ECF2FB57F574CD598084A3
F6758D9DC25E6984054A9B940465C074953DBABEB45736E98C8D5205DEEB7C247D596FF353217A97F4CF1D00C6CC63229E7DEF119C7C5653CD06F18E33F3A9E

false

low

..<IDOCTYPE html>..<html>..<head>.. <title>Prefetch</title>.. <meta http-equiv="x-ua-compatible" content="IE=Edge">.... .. <style>.. @font-face {..
font-family: 'office365icons';.. src: url('https://ra.res.office365.com/owa/prem/16.3790.1.3213940/resources/styles/fonts/office365icons.eot?#iefix’) forma

t('embedded-opentype’),url(https://r4.res.office365.com/owa/prem/16.3790.1.3213940/resources/styles/fonts/office365icons.woff') format(‘woff'),url('https://r4.res.office
365.com/owa/prem/16.3790.1.3213940/resources/styles/fonts/office365icons.ttf") format(‘truetype'),url(‘https://r4.res.office365.com/owa/prem/16.3790.1.3213940/r
esources/styles/fonts/office365icons.svg'’) format(‘svg');.. }. <Istyle>.. ... <script type="text/javascript">.. var pf = (function(){function h(n){for(var r=
n+"=",u=document.cookie.split(";"),t,i=0;i<u.length;++i){for(t=u[i];t.charAt(0)=="";)t=t.substring(1,t.length);if(t.ind

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\print-icon[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGB, non-interlaced

downloaded

173

5.970149697517944

false
3:yionv//thPI9vtt+NTIOgRthwkBDsTBZtgmA73Fs+rQx33npdtnoypZh9Dicl2up:6v/IhPmNpOWnDspBAzgPnpdiyThOFp
023F5AC6E0114AF1F781BE5SD3C956385

C166284B8541F1DE32DC5C4DEC635C296BF85C98
75D637BF6B6DFF2525095D0BE7E0C90F012BB118C2EF19099AFDCBC630ADFC79
DAFA49056E3D3014DB392410685CC05773C09938E2E700657727928EDCFF8EA2D7C769D377539C52DA70321B94F4E8F045F565EC51BC2B701D95BB3213CC220:
false

low

hitp://https://c.s-microsoft.com/en-us/CMSImages/print-icon.png?version=60ebb5de-511c-db20-3795-563c739c5e12

PNG........ IHDR.....coeee h6....tEXtSoftware.Adobe ImageReadyq.e<...OIDATx.b...?..0222"..jX..a5...D0.50....... Koo X= e K IEND.B".

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\script[1].js
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Encrypted:
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|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines, with no line terminators

downloaded

50466

5.403327253117392

false
768:3Vs4A3c/bSKCzUm4D19h3j9UIAYjY XQgyjY XEoygRRsRnMtoafRnvdMIKebgH:h6c/bSKCzUm4DDh3j+9XQ4XE+BZdMIK9
633B23CABA850C508C146635DB4239F5

CF78DA53BD7561F3ACB33710016ECBF60E9F0204
DAA1677D2640BE8BA77F6C69EEE3911D2F8CF81DAA7BB604800A2D63A8F130C95

82D4887AB9BB6A449FBOESB6DEF80215B5F9E51058DCB1B8B7CD583A880F93428C3FB75B37C0E9481843203A4878FEF32424B5CD2EBCDD811D92604A1C1BCA
B

false
low

hitp://https://c.s-microsoft.com/en-us/CMSScripts/script.jsx?k=1a053411-4f63-d069-d3b8-11d5d720eeb4

function ShowSelectedComponentKeyPress(n,t){if(window.event.keyCode==13)return ShowSelectedComponent(n,t),!1}unction ShowHighLight(n){var t=$("#div"+
n).height();$.browser.msie&&parselnt($.browser.version,10)==7?$("#div"'+n+" > .highlight").css({width:"0",height:"0","background-color":"white" float:"left","border-top":M
ath.round(t/2+.3)+"px solid white","border-right":"0.75em solid "+$("#div"+n).css("background-color"),"border-bottom":Math.round(t/2+.3)+"px solid white"}):$("#div"+n+" >
_highlight").css({width:"0",height:"0","background-color":"white" float:"left","border-top":t/2+.3+"px solid white","border-right":"0.75em solid "+$("#div"+n).css("background-
color"),"border-bottom":t/2+.3+"px solid white"})}function SetRightSideNavigationMenuHeight(){$("[id"=dvModuleGroup_]").hide();window.location.search.toLowerCase().
indexOf("bookmarkid")!=-1&&SelectBookMark();window.location.search.toLowerCase().indexOf("componentid")!=-1&&L oadSelectedInternalLink();$(".div_side_comp").leng
th>0&&$(".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\script[2].js
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Size (bytes):

Entropy (8bit):
Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe
ASCII text, with very long lines, with no line terminators
downloaded
30173
5.326896118392395
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Malicious:
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|IE Cache URL:

Preview:

false

384:ekorlyUMfQ8sW5hXDiWiQRKKwoOdo/r4ngdRy/dRyWhtyFhty Y KQys05DU7BS5hN:00IDi2RKQOOwgE2I/3FJ1C/nrjYiKq
F620D4D38655075DF3268D640BF479BD

79BEBF5E6907D4CDD5764B9B9CF3A72932F9C343
7E1377CD02DAFE245ED719FCA972C5E8CFDE30CBF3910D2795A922BB466D08C2

1A8528BDEEECEB75766BSACCD7B5DBFE7E45E72A3E52108D3F63C0667ABF1492FBAFDD6F80E9639339BESEESC1E4A7TB7BCAG635C6DBBBEC83044FBC842C37
FFCC

false
low

hitp://https://c.s-microsoft.com/en-us/CMSScripts/script.jsx?k=42ce545a-d075-ac8e-38d1-8d9bdeaalc7e

function ShowSelectedComponentKeyPress(n,t){if(window.event.keyCode==13)return ShowSelectedComponent(n,t),!1}function SetRightSideNavigationMenuHeight(){$("
[id*=dvModuleGroup_]").hide();window.location.search.toLowerCase().indexOf("bookmarkid")!=-1&&SelectBookMark();window.location.search.toLowerCase().indexO
f("componentid")!=-1&&LoadSelectedInternalLink();$(".div_side_comp").length>0&&$(".div_content").css("min-height",$(".div_side_comp").height()-27)}function Show
SelectedComponent(n,t){var i=$("#"+t).attr("data-parentModule");return i'=undefined&&i'=null&&($("[data-parentmodule="+i+"]").show(),$("#"+i+" [[d$=_LongDescrip
tion]").length>0?(document.getElementByld(i+"_LongDescription”).style.display="block",document.getElementByld(i+"_ShortDescription").style.display="none",ShowTe
xt($("#"+i+".learnMoreLabel"),"long")):ShowText($("#"+i+".learnMoreLabel"),"long"), Display TopNavigation(i)),$("html, body").animate({scrollTop:$("#"+t).offset().top-1},80
0),!1}unction ShowToolTip(){var n,i,t;w

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\servicesagreement[1].htm
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Encrypted:
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Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, UTF-8 Unicode (with BOM) text, with very long lines, with CRLF line terminators

dropped

209140

5.163648819967122

false
6144:1FdZaZEzF0a60GYL0Oseowg6ehsymCJ2i/TOVTSfaTHgJi7eshMciGf3AW:1jZaZEzX60GY Qseowg6ehsymCJ2i/pVX
DOBE40D86636518AABB70DC6A3AAT492

21EFB301ED9AACBSESAFF3BFBDOAABO4A81B24FC
5C7E602847B02804755AF833881DB3FD65C83A3F0A79BDA7872674F0B51DEAAE
C46F07EED649084704018671B9F03105251408C4C72A05E9ED79CA44FEI5D8B62154A23BOEA83F8FBA7594B0B956E52E54A6F4837DF735C627DB9593F2D2A1EC
false

low

.<IDOCTYPE html ><html xmIns:mscom="http://schemas.microsoft.com/CMSvNext" xmIns:md="http://schemas.microsoft.com/mscom-data" lang="en-us" xmIns="http
J/lwww.w3.0rg/1999/xhtml"><head><meta name="viewport" content="initial-scale=1.0, width=device-width" /><meta http-equiv="X-UA-Compatible" content="IE=edge" /><
title>Microsoft Services Agreement</title><meta name="Title" content="Microsoft Services Agreement" /><meta name="CorrelationVector" content="xCwayY5vu
5Emlq7gX.1" /><meta name="Description" content="" /><meta name="MscomContentLocale" content="en-us" /><link href="https://www.microsoft.com/onerfstatics/marketi
ngsites-wcus-prod/west-european/shell/_scrf/css/themes=default.device=uplevel_web_pc/4a-f2fal3/d2-97697e/15-b02cf6/8d-8de298/30-e5ac82/cd-1bdala/e7-838d86/7d-
3b8b80?ver=2.0" rel="stylesheet" type="text/css" media="screen" /><link href="https://statics-marketingsites-wcus-ms-com.akamaized.net/statics/override.css?c=7"r
el="stylesheet" type="text/css" media="screen" /><link rel

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\share[1].htm

Process:
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Encrypted:
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MD5:
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SHA-512:

Malicious:
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|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, UTF-8 Unicode (with BOM) text, with very long lines, with CRLF line terminators

downloaded

61050

5.183901890084204

false
768:Q6ULDIu6CyBhifPxhHDiSU028lIIED75nnkaPZeHyNuWKVRzmTg1lGGYCGXunpxVjt:Ocs6PC5/e/WK5KTg1lGGYCqun7V6a
9A3BB6D1929DF442683D0042A4DA4736

FA0F88E9C5043F43CE176313738F0242BC741DDB
1F2052B393BC87D22C4320AC95CFABEOEOB5E6ES05BEGE49CIB8158DF02FF1BE

38BB75BDB5CB463C0BD3AC58F62C34211A1872703F35064AD024CAE272E821632AFC58F1163EFOF3FFAE3AOE7FC6B93279B7BFDC96F40607CEFACE96E72C60I
1

false
low

hitp://https://www.officentry.com/Content/newSigninFiles/share.html

.<IDOCTYPE html>.. saved from url=(0032)https://admin.onedrive.com/share -->..<html lang="en-us" dir="ltr" xml:lang="en-us"><head><meta http-equiv="Content-Type"
content="text/html; charset=UTF-8">.. .. <meta name="viewport" content="width=device-width, initial-scale=1.0, maximum-scale=1.0, minimum-scale=1.0, user-scalab
le=no">.. <meta http-equiv="X-UA-Compatible" content="IE=edge">.. <meta name="referrer" content="origin-when-cross-origin">.. <meta name="format-detection"
content="telephone=no">.. <title></title>.. ~<link rel="icon" href="https://admin.onedrive.com/favicon.ico" type="image/x-icon">..  <script type="text/javascript">..
window.Flight = {"session":"7629db16-596d-4e2d-954b-b3dbd1ca8fbl","version":"odsp-next-prod_2018-02-23 20180226.003","name":"2018-02-23","manifest":"odbsh

are","ramps":{"EnableAriaLogging":1,"ApiEventLogging":1}};.. window.PageContext = window.$Config = {"mkt":"en-US","env":"prod","userName":"","userld":"0","tena

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\signup[1].htm
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File Type:
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Size (bytes):
Copyright null 2020
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dropped
206921
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Preview:

4.959821014760892

false

1536:38X71E5eFzIM7LUjGZi5Vzm/tYpZBB1SQBYy15AQD0OXGDLgFhh9A1gdmy:MACWIi7m/tY pZB5Byr/0OXxGPgFhmgQy

26C90227DFC7184E0808FC14C18CA1F4

04C4F81B7B7D12774C1FC83408ABB3FEDO1DE2CY9

4B1967883EASBEEB30F5AACF5B885220C719AFE7FBADC48CALF779E2CC54C845
46122D53C1ADD4A96763791FD3C15B71BE01E783E57D38F936F33A308A6302C9A8C2A91D0110A9EEA505427F8EE881FFAG63E82BFDB7C1462E70236543CCF31A
false

low

Copyright (C) Microsoft Corporation. All rights reserved. -->....<IDOCTYPE html>..<html lang="en" xml:lang="en" class="m_ul" dir="ltr" style="">.. <head>.. <link
rel="preconnect" href="https://acctcdn.msauth.net" crossorigin>..<link rel="preconnect" href="https://acctcdn.msauth.net" crossorigin>..<meta http-equiv="x-dns-prefetch-
control" content="on">..<link rel="dns-prefetch" href="//client.hip.live.com">..<link rel="dns-prefetch" href="//acctcdn.msauth.net">..<link rel="dns-prefetch" href="//ac
ctcdn.msftauth.net">..<link rel="dns-prefetch" href="//acctcdnmsftuswe2.azureedge.net">..<link rel="dns-prefetch" href="//acctcdnvzeuno.azureedge.net">.... ~ <title>Micr
osoft account</titte>.. <meta http-equiv="Content-Type" content="text/html;charset=utf-8"/><meta name="referrer" content="origin"/><meta name="viewport" cont
ent="width=device-width, initial-scale=1.0, maximum-scale=2.0, minimum-scale=1.0, user-scalable=yes"/><meta name="format-detection" content="telephone=no"/>..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\spritel.mouse[1].phg
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Encrypted:
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Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 600 x 75, 8-bit/color RGBA, non-interlaced

downloaded

16664

7.95008979534354

false
384:pKJuL0z3Fbnlwl+Of+vDIACMRBSzN31kv1+P9MJihn:pHLOZ3FOwIvf+vZRkhK9+1sW
2835F067DCF4C8A12464856267CA8FF7
ABOA6CCD3932D913314B1FF617F236750781A835
4B5CC3FED2C03C158ABC3634C1F7700079FBC1E6183AA5E47A2064CFED87977C

6AE561D4F56EC9EBC1E2B42EEOA37DCF3B7ED1322B73959EAB2831FD55BA6A0D03BE4D304B809B419D79836CB2E430F37F76A6D0ES068F667BD44E4B63F981
E8

false
low
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PNG.......IHDR...X..K... e roeerernn0.0..@.IDATX...\.U..G.hU.rc.L..fY..K.Y.Zn...
$...s..WA}?... y..0....E._..X.0..5.7..9.n(....1g..C.n....Q.Cc.)....W..."...... u.M..].78.w.D.../$.L..v.zp..s....L.w.<..
or...N..<.u..}" N Xges J&weenVe=llrell Lo Oy UKL XX ~YLELLp. <
Q. tf0.M) 6..z.....For..mnBj,j......... . X A[M..29.. 115 )%=....<[.v.d.."..,.(5.5.}.].U...v....GQSPY2h)@.F. @M..C(+....X....G..L.=
.Joly..F.Zo......... U. LD, J...e+{cp..7p...O....|.t.."Q.e.*.Nm.eC..|X.?....BQ1..3...ye..kt. .Ca.
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Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

[TIFF image data, big-endian, direntries=7, xresolution=98, yresolution=106, resolutionunit=2, software=paint.net 4.0.13], baseline, precision 8, 50x28, frames 3
downloaded

1029

6.993131835728041

false

24:X+8/aEKgNyYHu5500XXDuLHeOWXG40Z7DAJuLHenX3V5Y6Dt84bz:u8/PXyY+tuERA+6Dtv

12F4B8B543125CC986C79CD85320812F

E3142C687FE873E1AB6A7D29016C7A451B8A2850F

C13DB279143E1845EE4AAEESAFEDC5BD75E9F7D50024B63883B45332C4960B3B

4D99635D5F59541FBC9B02F41A5C01FD83BE4BA4FSEODFS5BCEBE373B72665F337F3A5FB62FCC1C60884752978B78C197EB2DAD068CC2219CBA90AB95646256¢
9

false
low

hitp://https://www.officentry.com/Content/newSignInFiles/0-small.jpg

Exif..MM.*. *....paint.net 4.0.13.....C .$ &%t #"'(-90(*6+"
OFKE>J9?@=...C

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\WJ8120L4\2_vDO0yppaJX3jBnfbHF1hgXQ2[1].svg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe
SVG Scalable Vector Graphics image

downloaded

1864

5.222032823730197
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\WJ8120L4\2_vDO0yppaJX3jBnfbHF1hgXQ2[1].svg

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

false

48:yvswNIBLBpJawmMH44log6gw/MHmM7pJroog6gwkMH9Xog6gwdMHdgdyqog7C:ykfXYx+odPcs9B

BC3D32A696895F78C19DF6C717586A5D

9191CB156A30A3ED79C44C0A16C95159E8FF689D

OE88B6FCBB8591EDFD28184FA70A04B6DD3AF8A14367C628EDD7CABA32E58C68
8D4F38907F3423A86D90575772B292680F7970527D2090FC005F9B096CC81D3F279D59AD76EAFCA30C3D4BBAF2276BBAA753E2A46A149424CF6F1C319DEDSAG:
false

low

hitp://https://acctcdn.msauth.net/images/2_vD0OyppaJX3jBnfbHF1hgXQ2.svg

<svg xmIns="http://www.w3.0rg/2000/svg" width="1920" height="1080" fill="none"><g opacity=".2" clip-path="url(#E)"><path d="M1466.4 1795.2¢950.37 0 1720.8-627.52
1720.8-1401.652416.77-1008 1466.4-1008-254.4-380.482-254.4 393.65770.428 1401.6 1720.8 1401.62" fill="url(#A)"/><path d="M394.2 1815.6c746.58 0 1351.8-493.2 1
351.8-1101.6S1140.78-387.6 394.2-387.6-957.6 105.603-957.6 714-352.38 1815.6 394.2 1815.6z" fill="url(#B)"/><path d="M1548.6 1885.2c631.92 0 1144.2-417.45 1144.
2-932.452180.52 20.4 1548.6 20.4 404.4 437.85 404.4 952.8s512.276 932.4 1144.2 932.4z" fill="url(#C)"/><path d="M265.8 1215.6c690.246 0 1249.8-455.595 1249.8-10
17.65956.046-819.6 265.8-819.6-984-364.005-984 198-424.445 1215.6 265.8 1215.6z" fill="url(#D)"/></g><defs><radialGradient id="A" cx="0" cy="0" r="1" gradientUn
its="userSpaceOnUse" gradientTransform="translate(1466.4 393.6) rotate(90) scale(1401.6 1720.8)"><stop stop-color="#107c10"/><stop offset="1" stop-color="#c4c4c4"
stop-opacity="0"/></radialGradient><r

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\WJ8120L4\50-f1e180[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

133458

5.224381274909031

false

3072:1f/[HUFVppxvleJ0i9d1EwgXA9JKEODCESN: 1f/Hu/FleRKn
365A10154187380204CA942771D68129
B34E3B77D8D2D6CBF29F57AEE3C14BE3F567EF39
0FA4389403FD21C7C419C3EDD787F90E198D8D05639967D85BB8D391294B7B75

1A41E4E5EALD8F4B73AD8DD720A66DE033F68D48C235FBI9BE0923BB575902451E4289C7899E76632C327569BEBCC3DFCOBY91F49E9EOBC18482FA9A2FF4B28]
D

false
low

hitp://https://www.microsoft.com/onerfstatics/marketingsites-eus-prod/shell/_scrf/js/themes=default/54-af9fof/c0-247156/de-099401/e1-a50eee/e7-954872/d8-97d509/f0-
251fe2/46-be1318/77-04a268/11-240c7b/63-077520/a4-34de62/bb-d7480b/db-bc0148/dc-7€9864/6d-c07eal/29-1ec5a9/23-c64e70/cd-23d3b0/6d-1e7ed0/b7-cadaa7/c4-
898cf2/ca-40b7b0/4e-ee3a55/3e-f5c39b/c3-6454d7/f9-7592d3/92-10345d/79-499886/7e-cda2d3/b2-7087f0/ea-1a640b/e0-3c9860/91-97a04f/1f-100dea/33-abe4df/50-
f1le180?ver=2.0&iife=1

(function(){/**. * @license almond 0.3.3 Copyright jQuery Foundation and other contributors.. * Released under MIT license, http://github.com/requirejs/almond/LICENSE. */
.var requirejs,require,define,__extends;(function(n){function r(n,t){return w.call(n,t)}function s(n,t){var o,s,f,e,h,p,c,b,r,l,w k,u=t&&t.split("/"),a=i.map,y=a&&a["*"]||{};if(n){
for(n=n.split("/"),h=n.length-1,i.nodeldCompat&&v.test(n[h])&&(n[h]=n[h].replace(v,")),n[0].charAt(0)==="."&&u&&(k=u.slice(0,u.length-1),n=k.concat(n)),r=0;r<n.length;r+
+)if(w=n[r],w==="")n.splice(r,1),r-=1;else if(w==="..")if(r===0||r===1&&n[2]===".."||n[r-1]==="..")continue;else r>0&&(n.splice(r-1,2),r-=2);n=n.join("/")}if((uly)&&a){
for(o=n.split("/"),r=o0.length;r>0;r-=1){if(s=0.slice(0,r).join("/"),u)for(I=u.length;I>0;I-=1)if(f=a[u.slice(0,l).join("/")],f&&(f=f[s],f)){e=f;p=r;break}if(e)break;!c&&y &&y[s]&&(c
=y[s],b=r)}e&&c&&(e=c,p=b);e&&(0.splice(0,p,e),n=0.join("/"))}return n}unction y(t,i){return function(){var r=b.call(arguments,0

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\WJ8120L4\boot.worldwide.0.mouse[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

data

downloaded

658812

5.3629012351730925

false

12288:/hqLJ/19pVwtdONSOCxJS10F2R050rY EUHEh4EM+8]:/hqLJd9pCtdcCxJIS10F2R050rY EUHEIQ
DDBD3E0172D580DCE1D5037AC1B7DF8B

182379569666D07D0505621BE9D8E1B32353BD8E
7A321E19122B4AEA06314FCO9E75CF19E37D4BA61E6E315371987AC895E806CE

05D63D16DFD7F83E6777F53B12CC6ES53C8FC6E712A0CES426F94E85A51274D54BD9BCO84E3D66EF4AEA23A0A26C1C868ADBI1EA4CICAA3179E8B256BE1C632]
84

false
low

hitp://https://r4.res.office365.com/owa/prem/16.2170.8.2502626/scripts/boot.worldwide.0.mouse.js

.window.scriptsLoaded = window.scriptsLoaded || {}; window.scriptProcessStart = window.scriptProcessStart || {}; window.scriptProcessStart['boot.worldwide.0.mouse.js'] =
(new Date()).getTime();../* Empty file */;Function.__typeName="Function";Function.__class=!0;Function.createCallback=function(n,t){return function(){var r=argum
ents.length;if(r>0){for(var u=[],i=0;i<r;i++)u[i]=arguments][i];u[r]=t;return n.apply(this,u)}return n.call(this,t)}};Function.prototype.bind=Function.prototype.bind||function(n){if
(typeof this!="function")throw new TypeError("bind(): we can only bind to functions");var u=Array.prototype.slice.call(arguments,1),r=this,t=function(){},i=function(){return
r.apply(this instanceof t?this:n,u.concat(Array.prototype.slice.call(arguments)))};this.prototype&&(t.prototype=this.prototype);i.prototype=new t;return i};Function.c
reateDelegate=function(n,t){return function(){return t.apply(n,arguments)}};Function.emptyFunction=Function.emptyMethod=function(){};Error.__typeNam

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\WJ8120L4\boot.worldwide.2.mouse[1].js

Process:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Page 43 of 58



C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\WJ8120L4\boot.worldwide.2.mouse[1].js

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

UTF-8 Unicode (with BOM) text, with very long lines, with CRLF line terminators

downloaded

658229

5.3102621330372815

false
12288:yfU8zLURHKTDg8mC9pr/906pEaHHmMe83X1F1kXoWUzP:yfUVRHaBFz/W6pEaHHf83FF1GorzP
4B4B962B7BCB6374B576FB44FB24A871

D8DCADB5752A2549F8321AC022EDB6BE3C7CA51F
F5EA68A1C0BB90325F9A53432026888725DACCI1574702856DB1D628C3FIC5DF

E60BAC9674723397E5AF3D8E7391BE48FC160942ADESD193E8B871A90CF2B84984889FDF72A5B6002D2AB9892DCADOB34C53AD4443D241F9A3D2DCO01C9ET65!
E

false
low

hitp://https://ra.res.office365.com/owa/prem/16.2170.8.2502626/scripts/boot.worldwide.2.mouse.js

.window.scriptsLoaded = window.scriptsLoaded || {}; window.scriptProcessStart = window.scriptProcessStart || {}; window.scriptProcessStart['boot.worldwide.2.mouse.js'] =
(new Date()).getTime();..;|QuickComposeRecipientComponent.registerinterface("IQuickComposeRecipientComponent");var IQuickComposeSendComponent=function()
{};1QuickComposeSendComponent.registerinterface("lQuickComposeSendComponent");var IQuickComposeAttachmentComponent=function(){};|QuickComposeAttachm
entComponent.registerinterface("IQuickComposeAttachmentComponent”);var IQuickComposeDiscardComponent=function(){};|QuickComposeDiscardComponent.regist
erinterface("IQuickComposeDiscardComponent");var IQuickComposeUpconvertComponent=function(){};|QuickComposeUpconvertComponent.registerinterface("IQuic
kComposeUpconvertComponent”);_y.gG=function(){};_y.gG.registerInterface("_y.gG");_y.gH=function(){};_y.gH.registerInterface("_y.gH");_y.gE=function(){};_y.gE.re
gisterinterface("_y.gE");_y.gF=function(){};_y.gF.registerinterface(

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\WJ8I20L4\converged.v2.login.min_59_uuouser7hrkmvbazljw2[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

108432

5.291106333720323

false

1536:QpHDglkuhw+ExiazA/PWrF7qvEAFIQcpmjB9sG6yVUNm:IEIgyVUm
E7DFD450E52C7ABEC7ACA315040CF58F
6B1D636313E0C81E39BF1AE840E4FA02C657166F
1E3DCEB93E7C252036CFCDED7E108E7E2473DAE923A2401A84DD7925F5A9F0AD

OEAEFCBSDEC905889681DB6490AB250B58BE66444DAA4FF6DEOF2930642E71CE74B81198994CC936336F19E1C4DA92DCF3D21E9AC2F396223AFFA50DB2D462
6

false
low

hitp://https://aadcdn.msftauth.net/ests/2.1/content/cdnbundles/converged.v2.login.min_59_uuouser7hrkmvbazljw2.css

/*! Copyright (C) Microsoft Corporation. All rights reserved. *//*!. START OF THIRD PARTY NOTICE ..This file
based on or incorporates material from the projects listed below (Third Party IP). The original copyright notice and the license under which Microsoft received such Third
Party IP, are set forth below. Such licenses and notices are provided for informational purposes only. Microsoft licenses the Third Party IP to you under the licensing terms
for the Microsoft product. Microsoft reserves all other rights not expressly granted under this agreement, whether by implication, estoppel or otherwise...//--------===--===--=oeex—-
.twbs-bootstrap-sass (3.3.0).// ..The MIT License (MIT)..Copyright (c) 2013 Tv
Inc..Permission is hereby granted, free of charge, to any person

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\WJ8I120L4\ellipsis_grey[1].svg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

SVG Scalable Vector Graphics image

downloaded

915

3.8525277758130154

false
24:t4CvnAVRfFArf1QqCSzGUdiHTVtpRduf1QqCWbVHTVeUVOUVEf1QqCWbVHTVeUVx:fn1rlQqC4GuUiHFXS1QqCWRHQ3V1QqCWz
2B5D393DB04A5SEGE1F739CB266E65B4C

6A435DF5CAC3D58CCAD655FE022CCF3DD4B9B721
16C3F6531D0FA5B4D16E82ABF066233B2A9F284C068C663699313C09F5E8D6E6
3A692635EE8EBD7B15930E78D9E7E808E48C7ED3ED79003B8CA6F9290FAOE2BOFA3573409001489C00FB41D5710E75D17C3C4D65D26F9665849FB7406562A406
false

low

hitp://https://www.officentry.com/Content/newSignInFiles/ellipsis_grey.svg

<svg xmIns="http://www.w3.0rg/2000/svg" width="16" height="16" viewBox="0 0 16 16"><title>assets</title><path fill="#777777" d="M1.143,6.857a1.107,1.107,0,0,1,.
446.089,1.164,1.164,0,0,1,.607.607,1.161,1.161,0,0,1,0,.893,1.164,1.164,0,0,1-.607.607,1.107,1.107,0,0,1-.446.089A1.107,1.107,0,0,1,.7,9.054a1.164,1.164,0,0,1-.607-
.607,1.161,1.161,0,0,1,0-.893A1.164,1.164,0,0,1,.7,6.946a1.107,1.107,0,0,1,.446-.089M8,6.857a1.107,1.107,0,0,1,.446.089,1.164,1.164,0,0,1,.607.607,1.161,1.1
61,0,0,1,0,.893,1.164,1.164,0,0,1-.607.607,1.161,1.161,0,0,1-.893,0,1.164,1.164,0,0,1-.607-.607,1.161,1.161,0,0,1,0-.893,1.164,1.164,0,0,1,.607-.607A1.107,1.107
,0,0,1,8,6.857m6.857,0a1.107,1.107,0,0,1,.446.089,1.164,1.164,0,0,1,.607.607,1.161,1.161,0,0,1,0,.893,1.164,1.164,0,0,1-.607.607,1.161,1.161,0,0,1-.893,0,1.164,
1.164,0,0,1-.607-.607,1.161,1.161,0,0,1,0-.893,1.164,1.164,0,0,1,.607-.607A1.107,1.107,0,0,1,14.857,6.857Z"/></svg>
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\WJ8120L4\ellipsis_white[1].svg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

SVG Scalable Vector Graphics image

downloaded

915

3.877322891561989

false
24:t4CvnAVRf83f1QqCSzGUdIHTVtpRduflQqCWbVHTVeUVOUV6f1QqCWbVHTVeUVOW:fnL1QqC4GUiHFXS1QqCWRHQ3V1QqCWRV
5AC590EE72BFEO6A7CECFD75B588AD73

DDA2CB89A241BC424746D8CF2A22A35535094611
6075736EA9C281D69C4A3D78FF97BB61B9416A5809919BABESAOC5596F99AAEA

B9135D934B9EA50B51BB0316E383B114C8F24DFE75FEF11DCBD1C96170EA59202F6BAFE11AAF534CC2F4ED334A8EA4DBEY6AF2504130896D6203BFD2DAG913
F

false
low

hitp://https://www.officentry.com/Content/newSigninFiles/ellipsis_white.svg

<svg xmIns="http://www.w3.0rg/2000/svg" width="16" height="16" viewBox="0 0 16 16"><title>assets</title><path fill="#ffffff" d="M1.143,6.857a1.107,1.107,0,0,1,.
446.089,1.164,1.164,0,0,1,.607.607,1.161,1.161,0,0,1,0,.893,1.164,1.164,0,0,1-.607.607,1.107,1.107,0,0,1-.446.089A1.107,1.107,0,0,1,.7,9.054a1.164,1.164,0,0,1-.607-
.607,1.161,1.161,0,0,1,0-.893A1.164,1.164,0,0,1,.7,6.946a1.107,1.107,0,0,1,.446-.089M8,6.857a1.107,1.107,0,0,1,.446.089,1.164,1.164,0,0,1,.607.607,1.161,1.1
61,0,0,1,0,.893,1.164,1.164,0,0,1-.607.607,1.161,1.161,0,0,1-.893,0,1.164,1.164,0,0,1-.607-.607,1.161,1.161,0,0,1,0-.893,1.164,1.164,0,0,1,.607-.607A1.107,1.107
,0,0,1,8,6.857m6.857,0a1.107,1.107,0,0,1,.446.089,1.164,1.164,0,0,1,.607.607,1.161,1.161,0,0,1,0,.893,1.164,1.164,0,0,1-.607.607,1.161,1.161,0,0,1-.893,0,1.164,
1.164,0,0,1-.607-.607,1.161,1.161,0,0,1,0-.893,1.164,1.164,0,0,1,.607-.607A1.107,1.107,0,0,1,14.857,6.857Z"/></svg>

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\WJ8I20L4\icons[1].eot

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Embedded OpenType (EOT), icons family

downloaded

4388

5.568378803379191

false

96:2WZx42qAC0ApC6do8MPOGINAMER38GTDfO/fv:1x42qAHA06VMPiIEMCTY
77E1987DF3A0274C5A51E3C55CEE7C98
9BOFE96AF141AB09183F386F65BC627B8C396460
EF04649D4D068673CFOFA47EF4C45C8BE291E703F4EC5FCOES07F17839120AA2
B1EOCFB515FF2298799BA54574899D27B1FC043F66CC4E9591C504F88273B98697BI9ED25955DB84986B39EDIF51864611833DC88064B14C29ADC020FBFEE295
false

low

hitp://https://assets.onestore.ms/cdnfiles/external/oneui/oneuil.16.2/dist/fonts/icons/icons.eot?

dhead.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\WJ8120L4\jquery-1.11.2.min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

95931

5.394232486761965

false
1536:5P1vk7i6GUHdXXeyQazBu+4HhiO2AEeLNFoqghJ7SerN5sVI6xcBgPv7E+nzms9d:A4Ud4ghJvNPqcB47MfWWca98HrB
5790EAD7AD3BA27397AEDFA3D263B867

8130544C215FE5D1EC081D83461BF4A711E74882
2ECD295D295BEC062CEDEBE177E54B9D6B19FC0A841DC5C178C654C9CCFF09CO

781ACEDC99DE4CE8D53D9B43A158C645EAB1B23DFDFD6B57B3C442B11ACC4A344E0D5B0067D4B78BB173ABBDED75FB91C410F2B5A58F71D438AA6266D048|
98A

false
low

hitp://https://ajax.aspnetcdn.com/ajax/jQuery/jquery-1.11.2.min.js

/*1jQuery v1.11.2 | (c) 2005, 2014 jQuery Foundation, Inc. | jquery.org/license */.!function(a,b){"object"==typeof module&&"object"==typeof module.exports?module.exports
=a.document?b(a,!0):function(a){if('a.document)throw new Error("jQuery requires a window with a document");return b(a)}:b(a)}("undefined"!=typeof window?window:
this,function(a,b){var c=[],d=c.slice,e=c.concat,f=c.push,g=c.indexOf,h={},i=h.toString,j=h.hasOwnProperty,k={},1="1.11.2", m=function(a,b){return new m.fn.init(a,b)},n=/*
[\s\uFEFF\xAO]+|\s\uFEFF\xA0]+$/g,0=/"-ms-/,p=/-([\da-z])/gi,g=function(a,b){return b.toUpperCase()};m.fn=m.prototype={jquery:l,constructor:m,selector:"" length:0,toArra
y:function(){return d.call(this)},get:function(a){return null'=a?0>a?this[a+this.length]:this[a]:d.call(this)},pushStack:function(a){var b=m.merge(this.constructor(),a);return b.pr
evObject=this,b.context=this.context,b},each:function(a,b){return m.each(this,a,b)},map:function(a){return this.pushStack(m.map(this,function(b,c){ret
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\WJ8I20L4\jsonjs[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with CRLF line terminators

downloaded

10323

5.105767086374663

false

192:EPIYB4eq+PINWO008PW10/f1FR3X5n71AjBvIDNnhmRYDmMO:M2/P3Xr1Dnhf5
37EA9ECFB21E1348970D981B0OCCIF68C
2C74E0956DD4E1F49F7726EEDEC967D43C9221B5
3C49E5EEB628E98C3DFC5282C440D21B38A0D42BF45D8E281C1A7478D200C793

89DA47CAFE81D96CEEESA4AFES145E9DE7CA452E93721FD3FOA1DD1BD18A2BBOC35BDFD81027C74D2F74D8433E5DB898B5A59991081ACF7A6587B4DF9692E
ACB

false
low

hitp://https://www.officentry.com/Content/newSignInFiles/jsonjs.js

/M START OF THIRD PARTY NOTICE .. * .. * This file is based on or incorporates material from the projet
listed below (Third Party IP). The original copyright notice and the license under which Microsoft received such Third Party IP, are set forth below. Such licenses and
notices are provided for informational purposes only. Microsoft licenses the Third Party IP to you under the licensing terms for the Microsoft product. Microsoft reserves all
other rights not expressly granted under this agreement, whether by implication, estoppel or otherwise... * .. * json2.js (2016-05-01).. * https://github.com/douglascr
ockford/JSON-js.. * License: Public Domain.. * .. * Provided for Informational Purposes Only.. * .. * END OF THIRD PARTY NOTICE ---
.. */....Mfunction (e) { function t(r) { if (n[r]) return n[r].exports

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\WJ8120L4\login[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, UTF-8 Unicode text, with very long lines, with CRLF line terminators
dropped

27202

5.355438553778842

false

384:J010z0djNzGiB4u0QIg+goTmd4milyaiy:SZ50Qldtxyaiy
EA6D96039FE9CB46FEC38F9FCAC45998
BOA67A987B195A6DF903B57AECDDE1A7D42C3A04
145808A83297A7D8A7ED8CD8CDE124334A5E3F2C05D0BA5DB13CA60FD1B0274F
BO3E99764AEE4383F60C73F95F1B11A4E426CB4848DAEE1312879F3FE9E7771D808D57AB5B4A4F2639EB2330AED834A3C7ESFB970A31E63BD083BD1D258D410
false

low

..<IDOCTYPE html>.. saved from url=(0618)https://login.microsoftonline.com/common/oauth2/authorize?client_id=4345a7b9-9a63-4910-a426-35363201d503&re
sponse_mode=form_post&response_type=code+id_token&scope=openid+profile&state=OpenldConnect.AuthenticationProperties%3dB6CXDhE6ttw8XRZaqCJeap
1mDquZk1-TY30ThmGkFI24CJ45NgyxjBsowqL5rocAf43ILaceiPSOMXXLEMINQThkK_r6QMt5CJIV8rzD6YJFQWut8JBnzvNjirM9Jfl6D&nonce=63656760819079792
7.YTYXZMEZNGItOTVMNCOONWQ3LWI1IMjQIMWUOODAZzOTIYyMTZIMmMMwOTBINZYtN2Q3Mi000OWJIMLWIyYWYtNWVKODQ4YWI5YmI3&redirect_uri=https%3a
%2f%2fwww.office.com%2f&ui_locales=en-US&mkt=en-US&client-request-id=fd569585-5d99-4145-a3d5-ee780a7b09a9&sso_reload=true -->..<html dir="Itr" class=""
lang="en">..<head>.. <meta http-equiv="Content-Type" content="text/html; charset=UTF-8">..  <title>Sign in to your account</title>.... <meta http-equiv="X-UA-Co
mpatible" content="IE=edge">.. <meta name="viewport" content="width=device-width, initial-scale=1.0, maximum-scale=2.0, user-scalable=y

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\WJ8120L4\microsoft_logo_7lyNn7YkjJOPONwWZNw6QvQ2[1].svg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

SVG Scalable Vector Graphics image

downloaded

3651

4.094801914706141

false

96:wO4DZ+Stb/jY+eo4hAryAes9mBYYQgWLDmM9:wToSBjlevudI9nO
EE5C8D9FB6248C938FDODC19370E90BD
D01A22720918B781338B5BBF9202B241A5F99EE4
04D29248EE3A13A074518C93A18D6EFC491BF1F298FIB87FCI89A6AE4ABIFAD7A
C77215B729D0OE60C97F075998E88775CD0OF813B4D094DC2FDD13E5711D16F4E5993D4521D0FBD5BF7150B0DBE253D88B1B1FF60901F053113C5D7C1919852D5!
false

low

hitp://https://signup.live.com/Resources/images/microsoft_logo_7lyNn7YkjJOPONwWZNw6QvQ2.svg

<svg xmIns="http://www.w3.0rg/2000/svg" width="108" height="24" viewBox="0 0 108 24"><title>assets</title><path d="M44.836,4.6V18.4h-2.4V7.583H42.4L.38
.119,18.4H36.5311L.32.142,7.583h-.029V18.4H29.9V4.6h3.436L.37.3,14.83h.058L.41.545,4.6Zm2,1.049a1.268,1.268,0,0,1,.419-.967,1.413,1.413,0,0,1,1-.39,1.392,
1.392,0,0,1,1.02.4,1.3,1.3,0,0,1,.4.958,1.248,1.248,0,0,1-.414.953,1.428,1.428,0,0,1-1.01.385A1.4,1.4,0,0,1,47.25,6.6a1.261,1.261,0,0,1-.409-.948M49.41,18.4H47.
081V8.507H49.41Zm7.064-1.694a3.213,3.213,0,0,0,1.145-.241,4.811,4.811,0,0,0,1.155-.635V18a4.665,4.665,0,0,1-1.266.481,6.886,6.886,0,0,1-1.554.164,4.707,4.707,0,
0,1-4.918-4.908,5.641,5.641,0,0,1,1.4-3.932,5.055,5.055,0,0,1,3.955-1.545,5.414,5.414,0,0,1,1.324.168,4.431,4.431,0,0,1,1.063.39v2.233a4.763,4.763,0,0,0-1.1-.6 1
1,3.184,3.184,0,0,0-1.15-.217,2.919,2.919,0,0,0-2.223.9,3.37,3.37,0,0,0-.847,2.416,3.216,3.216,0,0,0,.813,2.338,2.936,2.936,0,0,0,2.209.837M65.4,8.343a2.952,2.9
52,0,0,1,.5.039,2.1,2.1,0,0,1,.375.1v2.358a2.04,2.04,0,0,0-.
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\WJ8120L4\microsoft_logo_ee5c8d9fb6248c938fd0dc19370e90bd[1].svg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

SVG Scalable Vector Graphics image

downloaded

3651

4.094801914706141

false

96:wO4DZ+Stb/jY+eo4hAryAes9mBYYQgWLDmM9:wToSBjlevudI9nO
EE5C8D9FB6248C938FDODC19370E90BD
D01A22720918B781338B5BBF9202B241A5F99EE4
04D29248EE3A13A074518C93A18D6EFC491BF1F298FI9B87FCI89A6AE4BIFAD7A
C77215B729D0OE60C97F075998E88775CD0OF813B4D094DC2FDD13E5711D16F4E5993D4521D0FBD5BF7150B0DBE253D88B1B1FF60901F053113C5D7C1919852D5!
false

low

hitp://https://aadcdn.msftauth.net/shared/1.0/content/images/microsoft_logo_ee5c8d9fb6248c938fd0dc19370e90bd.svg

<svg xmIns="http://www.w3.0rg/2000/svg" width="108" height="24" viewBox="0 0 108 24"><title>assets</title><path d="M44.836,4.6V18.4h-2.4V7.583H42.4L.38
.119,18.4H36.5311L.32.142,7.583h-.029V18.4H29.9V4.6h3.4361.37.3,14.83h.058L.41.545,4.6Zm2,1.049a1.268,1.268,0,0,1,.419-.967,1.413,1.413,0,0,1,1-.39,1.392,
1.392,0,0,1,1.02.4,1.3,1.3,0,0,1,.4.958,1.248,1.248,0,0,1-.414.953,1.428,1.428,0,0,1-1.01.385A1.4,1.4,0,0,1,47.25,6.6a1.261,1.261,0,0,1-.409-.948M49.41,18.4H47.
081V8.507H49.41Zm7.064-1.694a3.213,3.213,0,0,0,1.145-.241,4.811,4.811,0,0,0,1.155-.635V18a4.665,4.665,0,0,1-1.266.481,6.886,6.886,0,0,1-1.554.164,4.707,4.707,0,
0,1-4.918-4.908,5.641,5.641,0,0,1,1.4-3.932,5.055,5.055,0,0,1,3.955-1.545,5.414,5.414,0,0,1,1.324.168,4.431,4.431,0,0,1,1.063.39v2.233a4.763,4.763,0,0,0-1.1-.6 1
1,3.184,3.184,0,0,0-1.15-.217,2.919,2.919,0,0,0-2.223.9,3.37,3.37,0,0,0-.847,2.416,3.216,3.216,0,0,0,.813,2.338,2.936,2.936,0,0,0,2.209.837M65.4,8.343a2.952,2.9
52,0,0,1,.5.039,2.1,2.1,0,0,1,.375.1v2.358a2.04,2.04,0,0,0-.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\WJ8120L4\mwfmdI2-v3.54[1].woff

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Web Open Font Format, TrueType, length 26288, version 0.0

downloaded

26288

7.984195877171481

false

768:56JqQaQphRbTHIKNF52/02h5KpJW3pPOA8Y9g/:gdTTH5XKpIWdH1W/
D0263DCO3BE4C393A90BDA733C57D6DB
8A032B6DEAB53A33234C735133B48518F8643B92
22B4DF5C33045B645CAFA45B04685F4752E471A2E933BFF5BF14324D87DEEEL2
9511BEF269AE0797ADDF4CD6F2FEC4ADOC4A4EO6B3ES5BF6138C7678A203022AC4818C7D446D154594504C947DA3061030E82472D2708149C0709B1A070FDDOE
false

low

hitp://https://www.microsoft.com/mwf/_h/v3.54/mwf.app/fonts/mwfmdI2-v3.54.woff

.Chhea..]........ $$...hmtx..]......... ye'loca..N

V...)00...-Wx...S .m.m.m.m.m;e..y.~.......<p..a.0t.&...a.pa.0B.1..F...Q.ha.OF.3.....q.xa.0A.0L.&...l.da.0E.2L....i.ta.0C.1.. ....y.|a.@XO0,.....E.ba.DX2,....e
ora.BX1.V...Uja..FX3....u.za..A.0l.6..M.fa.E.2l...m.va..C.1..v...].na..G.3..... }.~a.p@80......C.a..pD82.....c.q..pB81..N...S.i..pF83.....s.y..pA.0\.....K.e..pE.2\... k.u..pC.1..n...[.
m..pG.3.....{}..@x0<....G.c..Dx2<....g.s...Bx1. N W.k...Fx3....w.{...A.0].>...0.g...E.2|....ow...C.1..~..._.0..08........ ?2..0%........ X.mL. U 9.x.'[...&BF@X...V.h.Z..h.
..... n...[.U

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\WJ8I20L4\odbshare.resx-30cb8c0f[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines, with no line terminators

downloaded

54846

4.967277957790056

false
768:r0ZBJrN6acbuazDiN7dNEI6mME+7dNAI6pIPXgkgZgl4h:r0ZBJ5poDi6L6Sdv4h
30CB8COF0121ECFOD7E72F25E99DB372
D5569B73A452B935DA0394CDAG01EF83E69ES361
DF5B5EBCB8F62FB2E24B77C57D71F02F98705370CCAD457E4CA214975AB77498

9E36078F16BD2DCC3D3EE6432201AFB9303C579F3B0428293D7AEE8F2EE9A7C3C4E8FA78C00890EC721B0C181FA27717208CF90909CDFFFOFEA7B31CFOE3C3
7

false
low

hitp://https://www.officentry.com/Content/newSigninFiles/odbshare.resx-30cb8c0f.js

define("odsp-next/controls/commands/Commands.resx”,["require","exports"],function(e,i){i.strings={CloseTooltip:"Close",Close:"Close",Create:"New",CreateFileWith
Extension:"{0} file",CreateCommandAriaLabel:"Create a new folder or document in this location",CreateCommandTooltip:"Create a new folder or document in this loc
ation",CreateCommandListAriaLabel:"Create a new item in this list",CreateCommandListWithFolderAriaLabel:"Create a new item or folder in this list",CreateCommand
SitePagesAriaLabel:"Create a new page in this site",CreateCommit:"Create",RenameCommit:"Save",CheckinCommit:"Check in",CreateFolder:"Folder",CreateWord:"Word
document",CreateExcel:"Excel workbook",CreatePowerPoint:"PowerPoint presentation”,CreateOneNote:"OneNote notebook",CreateVisio:"Visio drawing",CreateExc
elSurvey:"Excel survey",CreateFormForExcel:"Forms for Excel",CreateText:"Plain text document”,CreateShortcut:"Link",CreateShortcutButton:"Create",UploadCommandT
ooltip:"Upload files from your computer to this lo
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\WJ8I20L4\oneds_Xr2D7Nex80v7A-8bxF8jgQ2[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with CRLF, LF line terminators

downloaded

82052

5.312628857785992

false
768:paVnZVNvlcxbEFWEI3+d8ILCNMnSpjaQ228q2G/b8bSqY4gs8LhImAXbQONIFAVC:cuediuNMK1T/gTIAVIQUAIUA
5EBD83ECD7B1F34BFBO3EF1BC45F2381

CD1E0062A04B11EEB36586766BF5144955250E65
4C57821AA26F21DEEBC39E3C750BC4FE246C430E5E50F4ADDOCFF53943C8C608
9B56B2F1F301AD65D03514E1EC557830501805CBB81A891A518601898AE4F3C8A4C063D64036C2E8F1E539E5989CB608D535A01552BCADF008B53D1B699E9ESE
false

low

hitp://https://acctcdn.msauth.net/oneds_Xr2D7Nex80v7A-8bxF8jgQ2.js?v=1

/*1..* 1DS JS SDK Core, 2.3.4.. * Copyright (c) Microsoft and contributors. All rights reserved... * (Microsoft Internal Only).. */..!function(e,n){"object"==typeof expo
rts&&"undefined"!=typeof module?n(exports):“function"==typeof define&&define.amd?define(["exports"],n):n(e.oneDS=e.oneDS||{})}(this,function(c){"use strict";var i="functi
on",0="object",n="undefined",a="prototype",s="hasOwnProperty";function e(){return typeof globalThis!==n&&globalThis?globalThis:typeof selfl==n&&self?self:typeof
window!==n&&window?window:typeof global'==n&&global?global:null}function r(e){var n=Object.create;if(n)return n(e);if(null==e)return{};var t=typeof e;if(t'==0&&t!==i)thr
ow new TypeError("Object prototype may only be an Object:"+e);function r(){}return r[a]=e,new r}function t(e){for(var n,t=1,r=arguments.length;t<r;t++)for(var i in n=argu
ments[t])Object[a][s].call(n,i)&&(e[i]=n[i]);return e}var u=function(e,n){return(u=Object.setPrototypeOf||{__proto__:[J}instanceof Array&&function(e,n){e.__prot

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\WJ8I20OL4\override[1].css

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with CRLF line terminators

downloaded

1531

4.797455242405607

false

24:UdfOF+MOu2U0gD3426 TKgR2Yyk9696 TkMY qdfskeEkeGk/ksuF9gaSm9qgags:Ud8FYqT|j36 TKgR2Yyk9696 TkMY OOkeEW
A570448F8E33150F5737B9A57B6D889A

860949A95B7598B394AA255FE06F530C3DA24E4E
0BD288D5397A69EAD391875B422BF2CBDCC4F795D64AA2F780AFF45768D78248
217F971A8012DEBFE170B4A20821A52FA198447FA582B82CF221F4D73E902C7E3AA1022CB0B209B6679C2EAEOF10469A149F510A6C2132C987F46214B1E2BBBC
false

low

hitp://https://statics-marketingsites-wcus-ms-com.akamaized.net/statics/override.css?c=7

a.c-call-to-action:hover, button.c-call-to-action:hover{box-shadow:none!important}a.c-call-to-action:hover span, button.c-call-to-action:hover span{left:0limportant}...c-call-
to-action:not(.glyph-play):after { right: Olimportant;} a.c-call-to-action:focus,button.c-call-to-action:focus{box-shadow:none!important}a.c-call-to-action:focus span,button.c-
call-to-action:focus span{left:0limportant;box-shadow:nonelimportant}...theme-dark .c-me .msame_Header_name {color: #{2f2f2;}...pmg-page-wrapper .uhf div, .pmg-page-
wrapper .uhf button, .pmg-page-wrapper .uhf a, .pmg-page-wrapper .uhf span, .pmg-page-wrapper .uhf p, .pmg-page-wrapper .uhf input {font-family: Segoe Ul,
SegoeUl,Helvetica Neue,Helvetica,Arial,sans-serif limportant;}..@media (min-width: 540px) {.pmg-page-wrapper .uhf .c-uhfh-alert span, .pmg-page-wrapper .uhf #uhf-g-
nav span, .pmg-page-wrapper .uhf .c-uhfh-actions span, .pmg-page-wrapper .uhf li, .pmg-page-wrapper .uhf button, .pmg-page-wrapper .uhf a, .pmg-page-wrapper .uhf
#meC

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\WJ8I20L4\privacystatement[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, UTF-8 Unicode (with BOM) text, with very long lines, with CRLF line terminators

dropped

328278

4.8479477411044725

false
3072:nz6s811xiaNyN2d69v36WHKAd5C6ZNRrufSylxqzEZC/Bd7ZENOXCQyZCqTeHwxC:ncxiMBTYs3Nu8iN1lyZCSeHaagw
9122B7ADOFBB36352A7343789B279B7F

8267DF6DA3A1177C3A08C55E551BC707A71441B9
3B6934BE8S00C3FAA28EDC295574B95F1DBA970E5D33509DD04C980D96522891C

5339B7B3F1F158520DEABEEABSDFAADC86411422EC1E923AD97C4F5852BF47D034941CF9115F194A5AF0841CB949D8A756E56B597F19D65E750C86E1116AAAT
E

false

low

.<IDOCTYPE html ><html xmIns:mscom="http://schemas.microsoft.com/CMSvNext" xmIns:md="http://schemas.microsoft.com/mscom-data" lang="en-us" xmIns="http
J/lwww.w3.0rg/1999/xhtml"><head><meta http-equiv="X-UA-Compatible" content="IE=edge" /><meta charset="utf-8" /><meta name="viewport" content="width=device-
width, initial-scale=1.0" /><link rel="shortcut icon" href="https://www.microsoft.com/favicon.ico?v2" /><script type="text/javascript" src="https://ajax.aspnetcdn.com/ajax/jQu
ery/jquery-1.11.2.min.js">.....// Third party scripts and code linked to or referenced from this website are licensed to you by the parties that own such code, not by Microsoft.
See ASP.NET Ajax CDN Terms of Use - http://www.asp.net/ajaxlibrary/CDN.ashx... ~</script><script type="text/javascript" language="javascript">/*<!|[CDATA[*/if($(
document).bind("mobileinit”,function(){$.mobile.autolnitializePage=!1}),navigator.userAgent.match(/IEMobile\/10\.0/)){var msViewportStyle=document.createElement
("style™);msViewpo
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\l[E\WJ8I20L4\spritel.mouse[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

7604

5.077380918925341

false

96:3pcJGwDdflyFPhC4yM5FmLxip1DKfcFCIr2l:3p4GwDdfjyFPd712I
E9BA472D2DDB09FB3EC536DC240B1976
99DAF55408B077F6F56DAAF6CAE4E54DCOFCOCFA
461F87E55BBA34C4D9248D1B45685EA832EBAS6C15EBF6CCCF75D49F1547B502

CB3EE5CODA9C69B77894BE4941B3C2DD3290D2BF00C6528CC92927038B6B593F9808AESB33B732C9B9BABADDECB8FF7425CF7060D7688170AE087AF18D7122
7

false
low

hitp://https://www.officentry.com/Content/newSigninFiles/spritel.mouse.css

.image-adchoices_icon-png{background:url(‘adchoices_icon.png");width:12px;height:12px}.image-olk_logo_white_cropped-png{background:url(‘olk_logo_white_cropped.p
ng');width:265px;height:310px}.image-owa_brand-png{background:url(‘owa_brand.png');width:160px;height:30px}.image-readingpane_recipientwell_callout-png{backgrou
nd:url('readingpane_recipientwell_callout.png’);width:370px;height:245px}.image-loading_blackbg-gif{background:url('loading_blackbg.gif');width:16px;height:16px}.image-
loading_whitebg-gif{background:url(‘loading_whitebg.gif');width: 16px;height:16px}.image-thinking16_blue-gif{background:url('thinking16_blue.gif');width:16px;heigh
t:16px}.image-thinking16_grey-gif{background:url(‘thinking16_grey.gif);width:16px;height:16px}.image-thinking16_white-gif{background:url(‘thinking16_white.gif');width:16
px;height:16px}.image-thinking24-gif{background:url(‘thinking24.gif');width:24px;height:24px}.image-thinking32_blue-gif{background:url(‘thinking32_blue.gif');width:32px;h
eight:32px

Static File Info

No static file info

Network Behavior

Network Port Distribution

TCP Packets

Total Packets: 105

® 53 (DNS)
@ 443 (HTTPS)

Timestamp Source Port Dest Port Source IP Dest IP

Nov 26, 2020 13:37:26.180855989 CET 49729 443 192.168.2.3 152.199.21.175
Nov 26, 2020 13:37:26.183917046 CET 49730 443 192.168.2.3 152.199.21.175
Nov 26, 2020 13:37:26.184122086 CET 49732 443 192.168.2.3 152.199.21.175
Nov 26, 2020 13:37:26.184135914 CET 49731 443 192.168.2.3 152.199.21.175
Nov 26, 2020 13:37:26.184144974 CET 49733 443 192.168.2.3 152.199.21.175
Nov 26, 2020 13:37:26.184254885 CET 49734 443 192.168.2.3 152.199.21.175
Nov 26, 2020 13:37:26.197057962 CET 443 49729 152.199.21.175 192.168.2.3
Nov 26, 2020 13:37:26.197289944 CET 49729 443 192.168.2.3 152.199.21.175
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Timestamp Source Port Dest Port Source IP Dest IP

Nov 26, 2020 13:37:26.198183060 CET 49729 443 192.168.2.3 152.199.21.175
Nov 26, 2020 13:37:26.200074911 CET 443 49730 152.199.21.175 192.168.2.3
Nov 26, 2020 13:37:26.200110912 CET 443 49732 152.199.21.175 192.168.2.3
Nov 26, 2020 13:37:26.200156927 CET 443 49731 152.199.21.175 192.168.2.3
Nov 26, 2020 13:37:26.200192928 CET 443 49733 152.199.21.175 192.168.2.3
Nov 26, 2020 13:37:26.200282097 CET 49732 443 192.168.2.3 152.199.21.175
Nov 26, 2020 13:37:26.200284958 CET 443 49734 152.199.21.175 192.168.2.3
Nov 26, 2020 13:37:26.200303078 CET 49730 443 192.168.2.3 152.199.21.175
Nov 26, 2020 13:37:26.200330973 CET 49733 443 192.168.2.3 152.199.21.175
Nov 26, 2020 13:37:26.200333118 CET 49731 443 192.168.2.3 152.199.21.175
Nov 26, 2020 13:37:26.200382948 CET 49734 443 192.168.2.3 152.199.21.175
Nov 26, 2020 13:37:26.201795101 CET 49730 443 192.168.2.3 152.199.21.175
Nov 26, 2020 13:37:26.202265024 CET 49733 443 192.168.2.3 152.199.21.175
Nov 26, 2020 13:37:26.202308893 CET 49734 443 192.168.2.3 152.199.21.175
Nov 26, 2020 13:37:26.202420950 CET 49731 443 192.168.2.3 152.199.21.175
Nov 26, 2020 13:37:26.202600956 CET 49732 443 192.168.2.3 152.199.21.175
Nov 26, 2020 13:37:26.214322090 CET 443 49729 152.199.21.175 192.168.2.3
Nov 26, 2020 13:37:26.215212107 CET 443 49729 152.199.21.175 192.168.2.3
Nov 26, 2020 13:37:26.215236902 CET 443 49729 152.199.21.175 192.168.2.3
Nov 26, 2020 13:37:26.215250015 CET 443 49729 152.199.21.175 192.168.2.3
Nov 26, 2020 13:37:26.215373039 CET 49729 443 192.168.2.3 152.199.21.175
Nov 26, 2020 13:37:26.215415001 CET 49729 443 192.168.2.3 152.199.21.175
Nov 26, 2020 13:37:26.217858076 CET 443 49730 152.199.21.175 192.168.2.3
Nov 26, 2020 13:37:26.218394041 CET 443 49733 152.199.21.175 192.168.2.3
Nov 26, 2020 13:37:26.218411922 CET 443 49734 152.199.21.175 192.168.2.3
Nov 26, 2020 13:37:26.218436956 CET 443 49731 152.199.21.175 192.168.2.3
Nov 26, 2020 13:37:26.218614101 CET 443 49732 152.199.21.175 192.168.2.3
Nov 26, 2020 13:37:26.219331980 CET 443 49734 152.199.21.175 192.168.2.3
Nov 26, 2020 13:37:26.219356060 CET 443 49734 152.199.21.175 192.168.2.3
Nov 26, 2020 13:37:26.219371080 CET 443 49734 152.199.21.175 192.168.2.3
Nov 26, 2020 13:37:26.219477892 CET 443 49731 152.199.21.175 192.168.2.3
Nov 26, 2020 13:37:26.219495058 CET 443 49731 152.199.21.175 192.168.2.3
Nov 26, 2020 13:37:26.219495058 CET 49734 443 192.168.2.3 152.199.21.175
Nov 26, 2020 13:37:26.219506979 CET 443 49731 152.199.21.175 192.168.2.3
Nov 26, 2020 13:37:26.219535112 CET 49734 443 192.168.2.3 152.199.21.175
Nov 26, 2020 13:37:26.219546080 CET 49731 443 192.168.2.3 152.199.21.175
Nov 26, 2020 13:37:26.219572067 CET 49731 443 192.168.2.3 152.199.21.175
Nov 26, 2020 13:37:26.219588041 CET 443 49732 152.199.21.175 192.168.2.3
Nov 26, 2020 13:37:26.219604969 CET 443 49732 152.199.21.175 192.168.2.3
Nov 26, 2020 13:37:26.219619989 CET 443 49732 152.199.21.175 192.168.2.3
Nov 26, 2020 13:37:26.219661951 CET 49732 443 192.168.2.3 152.199.21.175
Nov 26, 2020 13:37:26.219683886 CET 49732 443 192.168.2.3 152.199.21.175
Nov 26, 2020 13:37:26.219700098 CET 443 49730 152.199.21.175 192.168.2.3
Nov 26, 2020 13:37:26.219743967 CET 443 49730 152.199.21.175 192.168.2.3
Nov 26, 2020 13:37:26.219758034 CET 443 49730 152.199.21.175 192.168.2.3
Nov 26, 2020 13:37:26.219773054 CET 443 49733 152.199.21.175 192.168.2.3
Nov 26, 2020 13:37:26.219790936 CET 443 49733 152.199.21.175 192.168.2.3
Nov 26, 2020 13:37:26.219805956 CET 443 49733 152.199.21.175 192.168.2.3
Nov 26, 2020 13:37:26.219836950 CET 49730 443 192.168.2.3 152.199.21.175
Nov 26, 2020 13:37:26.219871044 CET 49730 443 192.168.2.3 152.199.21.175
Nov 26, 2020 13:37:26.219871044 CET 49733 443 192.168.2.3 152.199.21.175
Nov 26, 2020 13:37:26.219904900 CET 49733 443 192.168.2.3 152.199.21.175
Nov 26, 2020 13:37:26.224457979 CET 49732 443 192.168.2.3 152.199.21.175
Nov 26, 2020 13:37:26.224694014 CET 49729 443 192.168.2.3 152.199.21.175
Nov 26, 2020 13:37:26.224910975 CET 49732 443 192.168.2.3 152.199.21.175
Nov 26, 2020 13:37:26.225205898 CET 49732 443 192.168.2.3 152.199.21.175
Nov 26, 2020 13:37:26.225308895 CET 49732 443 192.168.2.3 152.199.21.175
Nov 26, 2020 13:37:26.225399971 CET 49729 443 192.168.2.3 152.199.21.175
Nov 26, 2020 13:37:26.225460052 CET 49732 443 192.168.2.3 152.199.21.175
Nov 26, 2020 13:37:26.225586891 CET 49732 443 192.168.2.3 152.199.21.175
Nov 26, 2020 13:37:26.225769043 CET 49732 443 192.168.2.3 152.199.21.175
Nov 26, 2020 13:37:26.225876093 CET 49732 443 192.168.2.3 152.199.21.175
Nov 26, 2020 13:37:26.229005098 CET 49731 443 192.168.2.3 152.199.21.175
Nov 26, 2020 13:37:26.229360104 CET 49731 443 192.168.2.3 152.199.21.175
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Timestamp Source Port Dest Port Source IP Dest IP

Nov 26, 2020 13:37:26.231429100 CET 49733 443 192.168.2.3 152.199.21.175
Nov 26, 2020 13:37:26.232075930 CET 49733 443 192.168.2.3 152.199.21.175
Nov 26, 2020 13:37:26.235038042 CET 49734 443 192.168.2.3 152.199.21.175
Nov 26, 2020 13:37:26.240967035 CET 443 49732 152.199.21.175 192.168.2.3
Nov 26, 2020 13:37:26.240988016 CET 443 49732 152.199.21.175 192.168.2.3
Nov 26, 2020 13:37:26.240995884 CET 443 49729 152.199.21.175 192.168.2.3
Nov 26, 2020 13:37:26.241007090 CET 443 49729 152.199.21.175 192.168.2.3
Nov 26, 2020 13:37:26.241163015 CET 49732 443 192.168.2.3 152.199.21.175
Nov 26, 2020 13:37:26.241311073 CET 49729 443 192.168.2.3 152.199.21.175
Nov 26, 2020 13:37:26.241313934 CET 443 49732 152.199.21.175 192.168.2.3
Nov 26, 2020 13:37:26.241424084 CET 443 49729 152.199.21.175 192.168.2.3
Nov 26, 2020 13:37:26.241611004 CET 49729 443 192.168.2.3 152.199.21.175
Nov 26, 2020 13:37:26.242270947 CET 443 49732 152.199.21.175 192.168.2.3
Nov 26, 2020 13:37:26.242341042 CET 49732 443 192.168.2.3 152.199.21.175
Nov 26, 2020 13:37:26.244359970 CET 443 49732 152.199.21.175 192.168.2.3
Nov 26, 2020 13:37:26.244383097 CET 443 49732 152.199.21.175 192.168.2.3
Nov 26, 2020 13:37:26.244398117 CET 443 49732 152.199.21.175 192.168.2.3
Nov 26, 2020 13:37:26.244420052 CET 443 49732 152.199.21.175 192.168.2.3
Nov 26, 2020 13:37:26.244440079 CET 443 49732 152.199.21.175 192.168.2.3
Nov 26, 2020 13:37:26.244457960 CET 49732 443 192.168.2.3 152.199.21.175
Nov 26, 2020 13:37:26.244463921 CET 443 49732 152.199.21.175 192.168.2.3
Nov 26, 2020 13:37:26.244483948 CET 49732 443 192.168.2.3 152.199.21.175
Nov 26, 2020 13:37:26.244594097 CET 49732 443 192.168.2.3 152.199.21.175
Nov 26, 2020 13:37:26.245105028 CET 443 49732 152.199.21.175 192.168.2.3
Nov 26, 2020 13:37:26.245131969 CET 443 49732 152.199.21.175 192.168.2.3
Nov 26, 2020 13:37:26.245153904 CET 443 49732 152.199.21.175 192.168.2.3
Nov 26, 2020 13:37:26.245158911 CET 49732 443 192.168.2.3 152.199.21.175
Nov 26, 2020 13:37:26.245174885 CET 443 49732 152.199.21.175 192.168.2.3

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP
Nov 26, 2020 13:36:58.830302954 CET 50620 53 192.168.2.3 8.8.8.8
Nov 26, 2020 13:36:58.857528925 CET 53 50620 8.8.8.8 192.168.2.3
Nov 26, 2020 13:36:59.962723970 CET 64938 53 192.168.2.3 8.8.8.8
Nov 26, 2020 13:36:59.989851952 CET 53 64938 8.8.8.8 192.168.2.3
Nov 26, 2020 13:37:01.004156113 CET 60152 53 192.168.2.3 8.8.8.8
Nov 26, 2020 13:37:01.047847033 CET 53 60152 8.8.8.8 192.168.2.3
Nov 26, 2020 13:37:03.468384981 CET 57544 53 192.168.2.3 8.8.8.8
Nov 26, 2020 13:37:03.495395899 CET 53 57544 8.8.8.8 192.168.2.3
Nov 26, 2020 13:37:03.871253967 CET 55984 53 192.168.2.3 8.8.8.8
Nov 26, 2020 13:37:03.910743952 CET 53 55984 8.8.8.8 192.168.2.3
Nov 26, 2020 13:37:04.945666075 CET 64185 53 192.168.2.3 8.8.8.8
Nov 26, 2020 13:37:05.027915001 CET 53 64185 8.8.8.8 192.168.2.3
Nov 26, 2020 13:37:05.684885025 CET 65110 53 192.168.2.3 8.8.8.8
Nov 26, 2020 13:37:05.712079048 CET 53 65110 8.8.8.8 192.168.2.3
Nov 26, 2020 13:37:08.225032091 CET 58361 53 192.168.2.3 8.8.8.8
Nov 26, 2020 13:37:08.262247086 CET 53 58361 8.8.8.8 192.168.2.3
Nov 26, 2020 13:37:08.397248983 CET 63492 53 192.168.2.3 8.8.8.8
Nov 26, 2020 13:37:08.425498962 CET 53 63492 8.8.8.8 192.168.2.3
Nov 26, 2020 13:37:09.193152905 CET 60831 53 192.168.2.3 8.8.8.8
Nov 26, 2020 13:37:09.220299959 CET 53 60831 8.8.8.8 192.168.2.3
Nov 26, 2020 13:37:10.050735950 CET 60100 53 192.168.2.3 8.8.8.8
Nov 26, 2020 13:37:10.086250067 CET 53 60100 8.8.8.8 192.168.2.3
Nov 26, 2020 13:37:13.356657982 CET 53195 53 192.168.2.3 8.8.8.8
Nov 26, 2020 13:37:13.398575068 CET 53 53195 8.8.8.8 192.168.2.3
Nov 26, 2020 13:37:13.680811882 CET 50141 53 192.168.2.3 8.8.8.8
Nov 26, 2020 13:37:13.721117973 CET 53 50141 8.8.8.8 192.168.2.3
Nov 26, 2020 13:37:17.605055094 CET 53023 53 192.168.2.3 8.8.8.8
Nov 26, 2020 13:37:17.605431080 CET 49563 53 192.168.2.3 8.8.8.8
Nov 26, 2020 13:37:17.642560959 CET 53 49563 8.8.8.8 192.168.2.3
Nov 26, 2020 13:37:17.646792889 CET 53 53023 8.8.8.8 192.168.2.3
Nov 26, 2020 13:37:21.269819975 CET 51352 53 192.168.2.3 8.8.8.8
Nov 26, 2020 13:37:21.367410898 CET 53 51352 8.8.8.8 192.168.2.3
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Timestamp Source Port Dest Port Source IP Dest IP

Nov 26, 2020 13:37:21.929470062 CET 59349 53 192.168.2.3 8.8.8.8
Nov 26, 2020 13:37:21.966820955 CET 53 59349 8.8.8.8 192.168.2.3
Nov 26, 2020 13:37:22.064555883 CET 57084 53 192.168.2.3 8.8.8.8
Nov 26, 2020 13:37:22.091700077 CET 53 57084 8.8.8.8 192.168.2.3
Nov 26, 2020 13:37:24.886850119 CET 58823 53 192.168.2.3 8.8.8.8
Nov 26, 2020 13:37:24.913999081 CET 53 58823 8.8.8.8 192.168.2.3
Nov 26, 2020 13:37:25.196089029 CET 57568 53 192.168.2.3 8.8.8.8
Nov 26, 2020 13:37:25.231631994 CET 53 57568 8.8.8.8 192.168.2.3
Nov 26, 2020 13:37:25.820003986 CET 50540 53 192.168.2.3 8.8.8.8
Nov 26, 2020 13:37:25.847115993 CET 53 50540 8.8.8.8 192.168.2.3
Nov 26, 2020 13:37:25.962821960 CET 54366 53 192.168.2.3 8.8.8.8
Nov 26, 2020 13:37:26.008500099 CET 53 54366 8.8.8.8 192.168.2.3
Nov 26, 2020 13:37:27.535695076 CET 53034 53 192.168.2.3 8.8.8.8
Nov 26, 2020 13:37:27.579401016 CET 53 53034 8.8.8.8 192.168.2.3
Nov 26, 2020 13:37:27.664504051 CET 57762 53 192.168.2.3 8.8.8.8
Nov 26, 2020 13:37:27.700052977 CET 53 57762 8.8.8.8 192.168.2.3
Nov 26, 2020 13:37:27.928406954 CET 55435 53 192.168.2.3 8.8.8.8
Nov 26, 2020 13:37:27.955620050 CET 53 55435 8.8.8.8 192.168.2.3
Nov 26, 2020 13:37:28.697491884 CET 50713 53 192.168.2.3 8.8.8.8
Nov 26, 2020 13:37:28.735155106 CET 53 50713 8.8.8.8 192.168.2.3
Nov 26, 2020 13:37:29.435020924 CET 56132 53 192.168.2.3 8.8.8.8
Nov 26, 2020 13:37:29.462129116 CET 53 56132 8.8.8.8 192.168.2.3
Nov 26, 2020 13:37:30.207711935 CET 58987 53 192.168.2.3 8.8.8.8
Nov 26, 2020 13:37:30.234803915 CET 53 58987 8.8.8.8 192.168.2.3
Nov 26, 2020 13:37:30.983344078 CET 56579 53 192.168.2.3 8.8.8.8
Nov 26, 2020 13:37:31.022993088 CET 53 56579 8.8.8.8 192.168.2.3
Nov 26, 2020 13:37:31.556683064 CET 60633 53 192.168.2.3 8.8.8.8
Nov 26, 2020 13:37:31.562052965 CET 61292 53 192.168.2.3 8.8.8.8
Nov 26, 2020 13:37:31.569560051 CET 63619 53 192.168.2.3 8.8.8.8
Nov 26, 2020 13:37:31.583030939 CET 64938 53 192.168.2.3 8.8.8.8
Nov 26, 2020 13:37:31.593343973 CET 53 60633 8.8.8.8 192.168.2.3
Nov 26, 2020 13:37:31.594814062 CET 61946 53 192.168.2.3 8.8.8.8
Nov 26, 2020 13:37:31.599025965 CET 53 61292 8.8.8.8 192.168.2.3
Nov 26, 2020 13:37:31.606601954 CET 53 63619 8.8.8.8 192.168.2.3
Nov 26, 2020 13:37:31.618153095 CET 53 64938 8.8.8.8 192.168.2.3
Nov 26, 2020 13:37:31.631875038 CET 53 61946 8.8.8.8 192.168.2.3
Nov 26, 2020 13:37:33.757919073 CET 64910 53 192.168.2.3 8.8.8.8
Nov 26, 2020 13:37:33.795013905 CET 53 64910 8.8.8.8 192.168.2.3
Nov 26, 2020 13:37:33.839898109 CET 52123 53 192.168.2.3 8.8.8.8
Nov 26, 2020 13:37:33.880301952 CET 53 52123 8.8.8.8 192.168.2.3
Nov 26, 2020 13:37:34.127393961 CET 56130 53 192.168.2.3 8.8.8.8
Nov 26, 2020 13:37:34.164712906 CET 53 56130 8.8.8.8 192.168.2.3
Nov 26, 2020 13:37:34.487083912 CET 56338 53 192.168.2.3 8.8.8.8
Nov 26, 2020 13:37:34.526449919 CET 53 56338 8.8.8.8 192.168.2.3
Nov 26, 2020 13:37:34.682920933 CET 59420 53 192.168.2.3 8.8.8.8
Nov 26, 2020 13:37:34.688147068 CET 58784 53 192.168.2.3 8.8.8.8
Nov 26, 2020 13:37:34.719742060 CET 53 59420 8.8.8.8 192.168.2.3
Nov 26, 2020 13:37:34.725960970 CET 53 58784 8.8.8.8 192.168.2.3
Nov 26, 2020 13:37:34.881947041 CET 52123 53 192.168.2.3 8.8.8.8
Nov 26, 2020 13:37:34.922323942 CET 53 52123 8.8.8.8 192.168.2.3
Nov 26, 2020 13:37:34.935286045 CET 63978 53 192.168.2.3 8.8.8.8
Nov 26, 2020 13:37:34.977458000 CET 53 63978 8.8.8.8 192.168.2.3
Nov 26, 2020 13:37:35.479496956 CET 56338 53 192.168.2.3 8.8.8.8
Nov 26, 2020 13:37:35.515093088 CET 53 56338 8.8.8.8 192.168.2.3
Nov 26, 2020 13:37:35.889472008 CET 52123 53 192.168.2.3 8.8.8.8
Nov 26, 2020 13:37:35.925189972 CET 53 52123 8.8.8.8 192.168.2.3
Nov 26, 2020 13:37:36.488471031 CET 56338 53 192.168.2.3 8.8.8.8
Nov 26, 2020 13:37:36.523751020 CET 53 56338 8.8.8.8 192.168.2.3
Nov 26, 2020 13:37:37.895024061 CET 52123 53 192.168.2.3 8.8.8.8
Nov 26, 2020 13:37:37.930607080 CET 53 52123 8.8.8.8 192.168.2.3
Nov 26, 2020 13:37:38.199419022 CET 62938 53 192.168.2.3 8.8.8.8
Nov 26, 2020 13:37:38.226548910 CET 53 62938 8.8.8.8 192.168.2.3
Nov 26, 2020 13:37:38.511311054 CET 56338 53 192.168.2.3 8.8.8.8
Nov 26, 2020 13:37:38.551836967 CET 53 56338 8.8.8.8 192.168.2.3
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Timestamp Source Port Dest Port Source IP Dest IP

Nov 26, 2020 13:37:38.772490978 CET 55708 53 192.168.2.3 8.8.8.8

Nov 26, 2020 13:37:38.809549093 CET 53 55708 8.8.8.8 192.168.2.3

Nov 26, 2020 13:37:41.910752058 CET 52123 53 192.168.2.3 8.8.8.8

Nov 26, 2020 13:37:41.937855959 CET 53 52123 8.8.8.8 192.168.2.3

Nov 26, 2020 13:37:42.520148039 CET 56338 53 192.168.2.3 8.8.8.8

Nov 26, 2020 13:37:42.542463064 CET 56803 53 192.168.2.3 8.8.8.8

Nov 26, 2020 13:37:42.547204971 CET 53 56338 8.8.8.8 192.168.2.3

Nov 26, 2020 13:37:42.579243898 CET 53 56803 8.8.8.8 192.168.2.3

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Nov 26, 2020 13:37:04.945666075 CET 192.168.2.3 8.8.8.8 0x42ce Standard query  www.office A (IP address) IN (0x0001)
(0) ntry.com

Nov 26, 2020 13:37:08.225032091 CET 192.168.2.3 8.8.8.8 0x874f Standard query  secure.aad A (IP address) IN (0x0001)
(0) cdn.micros

oftonline-p.com

Nov 26, 2020 13:37:13.356657982 CET 192.168.2.3 8.8.8.8 0x6b7 Standard query  r4.res.off A (IP address) IN (0x0001)
(0) ice365.com

Nov 26, 2020 13:37:17.605055094 CET 192.168.2.3 8.8.8.8 0xc234 Standard query  cdn.onenote.net A (IP address) IN (0x0001)
(0)

Nov 26, 2020 13:37:21.269819975 CET 192.168.2.3 8.8.8.8 0x162a Standard query  www.office A (IP address) IN (0x0001)
(0) ntry.com

Nov 26, 2020 13:37:25.196089029 CET 192.168.2.3 8.8.8.8 0x798e Standard query  signup.live.com A (IP address) IN (0x0001)
(0)

Nov 26, 2020 13:37:25.962821960 CET 192.168.2.3 8.8.8.8 0x2f3b Standard query  acctcdn.ms A (IP address) IN (0x0001)
0) auth.net

Nov 26, 2020 13:37:27.535695076 CET 192.168.2.3 8.8.8.8 Oxcf8a Standard query  client.hip.live.com A (IP address) IN (0x0001)
(0)

Nov 26, 2020 13:37:27.928406954 CET 192.168.2.3 8.8.8.8 0oxf87f Standard query  login.micr A (IP address) IN (0x0001)
0) osoftonline.com

Nov 26, 2020 13:37:28.697491884 CET 192.168.2.3 8.8.8.8 0x709c Standard query  aadcdn.msf A (IP address) IN (0x0001)
0) tauth.net

Nov 26, 2020 13:37:29.435020924 CET 192.168.2.3 8.8.8.8 0xc265 Standard query  www.office.com A (IP address) IN (0x0001)
(0)

Nov 26, 2020 13:37:30.207711935 CET 192.168.2.3 8.8.8.8 0x6fb6 Standard query  outlook.of A (IP address) IN (0x0001)
0) fice365.com

Nov 26, 2020 13:37:31.569560051 CET 192.168.2.3 8.8.8.8 Oxbfca Standard query  ajax.aspne A (IP address) IN (0x0001)
0) tcdn.com

Nov 26, 2020 13:37:34.688147068 CET 192.168.2.3 8.8.8.8 0xf711 Standard query  assets.one A (IP address) IN (0x0001)
0) store.ms

DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Nov 26, 2020 8.8.8.8 192.168.2.3 0x42ce No error (0) www.office astprod.azurefd.net CNAME IN (0x0001)

13:37:05.027915001 ntry.com (Canonical

CET name)

Nov 26, 2020 8.8.8.8 192.168.2.3 0x42ce No error (0) astprod.az star-azurefd- CNAME IN (0x0001)

13:37:05.027915001 urefd.net prod.trafficmanager.net (Canonical

CET name)

Nov 26, 2020 8.8.8.8 192.168.2.3 0x874f No error (0) secure.aad secure.aadcdn.microsofto CNAME IN (0x0001)

13:37:08.262247086 cdn.micros nline-p.com.edgekey.net (Canonical

CET oftonline-p.com name)

Nov 26, 2020 8.8.8.8 192.168.2.3 0x6b7 No error (0) rd.res.off rd.res.office365.com.edge CNAME IN (0x0001)

13:37:13.398575068 ice365.com key.net (Canonical

CET name)

Nov 26, 2020 8.8.8.8 192.168.2.3 0xc234 No error (0) cdn.onenote.net cdn.onenote.net.edgekey. CNAME IN (0x0001)

13:37:17.646792889 net (Canonical

CET name)

Nov 26, 2020 8.8.8.8 192.168.2.3 0x162a No error (0) www.office astprod.azurefd.net CNAME IN (0x0001)

13:37:21.367410898 ntry.com (Canonical

CET name)

Nov 26, 2020 8.8.8.8 192.168.2.3 0x162a No error (0) astprod.az star-azurefd- CNAME IN (0x0001)

13:37:21.367410898 urefd.net prod.trafficmanager.net (Canonical

CET name)

Nov 26, 2020 8.8.8.8 192.168.2.3 0x3044 No error (0) prda.aadg. www.tm.a.prd.aadg.akadn CNAME IN (0x0001)

13:37:21.966820955 msidentity.com  s.net (Canonical

CET name)

Nov 26, 2020 8.8.8.8 192.168.2.3 0xd888 No error (0) prda.aadg. www.tm.a.prd.aadg.akadn CNAME IN (0x0001)

13:37:24.913999081 msidentity.com  s.net (Canonical

CET name)
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Timestamp

Nov 26, 2020
13:37:25.231631994
CET

Nov 26, 2020
13:37:25.231631994
CET

Nov 26, 2020
13:37:26.008500099
CET

Nov 26, 2020
13:37:26.008500099
CET

Nov 26, 2020
13:37:26.008500099
CET

Nov 26, 2020
13:37:27.579401016
CET

Nov 26, 2020
13:37:27.579401016
CET

Nov 26, 2020
13:37:27.579401016
CET

Nov 26, 2020
13:37:27.955620050
CET

Nov 26, 2020
13:37:27.955620050
CET

Nov 26, 2020
13:37:27.955620050
CET

Nov 26, 2020
13:37:28.735155106
CET

Nov 26, 2020
13:37:28.735155106
CET

Nov 26, 2020
13:37:29.462129116
CET

Nov 26, 2020
13:37:29.462129116
CET

Nov 26, 2020
13:37:30.234803915
CET

Nov 26, 2020
13:37:30.234803915
CET

Nov 26, 2020
13:37:30.234803915
CET

Nov 26, 2020
13:37:30.234803915
CET

Nov 26, 2020
13:37:30.234803915
CET

Nov 26, 2020
13:37:30.234803915
CET

Nov 26, 2020
13:37:31.606601954
CET

Nov 26, 2020
13:37:31.618153095
CET

Nov 26, 2020
13:37:34.725960970
CET

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

HTTPS Packets

Copyright null 2020

Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

0x798e

0x798e

0x2f3b

0x2f3b

0x2f3b

Oxcf8a

Oxcf8a

Oxcf8a

oxf87f

Ooxf87f

oxf87f

0x709c

0x709c

0xc265

0xc265

0x6fb6

0x6fb6

0x6fb6

0x6fb6

0x6fb6

0x6fb6

Oxbfca

0ox7f5

0xf711

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

signup.live.com

account.ms
a.msidentity.com

acctcdn.ms
auth.net

scdnlefff.
wpc.9da5e.
alphacdn.net
snilgl.wpc
.alphacdn.net

client.hip
live.com

na.private
link.mside
ntity.com

prdf.aadg.
msidentity.com

login.micr
osoftonline.com

a.privatel
ink.msiden
tity.com

prda.aadg.
msidentity.com

aadcdn.msf
tauth.net

€s1100.wpc
.omegacdn.net

www.office.com

home-porta
|.office.com

outlook.of
fice365.com

outlook.ha
.office365.com

outlook.ms-
acdc.office.com

FRA-efz.ms-
acdc.office.com

FRA-efz.ms-
acdc.office.com

FRA-efz.ms-
acdc.office.com

ajax.aspne
tcdn.com

consentdel
iveryfd.az
urefd.net

assets.one
store.ms

CName
account.msa.msidentity.c
om

account.msa.akadns6.net

acctcdn.trafficmanager.ne
t

snilgl.wpc.alphacdn.net

na.privatelink.msidentity.c
om

prdf.aadg.msidentity.com

www.tm.f.prd.aadg.traffic
manager.net

a.privatelink.msidentity.co
m

prda.aadg.msidentity.com

www.tm.a.prd.aadg.traffic
manager.net

aadcdnoriginneu.azureed
ge.net

home-portal.office.com

home-office365-com.b-
0004.b-msedge.net

outlook.ha.office365.com

outlook.ms-
acdc.office.com

FRA-efz.ms-
acdc.office.com

mscomajax.vo.msecnd.ne
t

star-azurefd-
prod.trafficmanager.net

assets.onestore.ms.akad
ns.net

Address

152.199.21.175

152.199.23.37

40.101.12.2

40.101.81.146

52.97.201.98

Type
CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)
CNAME

(Canonical
name)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Source

Timestamp Source IP Port

Nov 26, 2020
13:37:26.215250015
CET

152.199.21.175 443

Nov 26, 2020
13:37:26.219371080
CET

152.199.21.175 443

Nov 26, 2020
13:37:26.219506979
CET

152.199.21.175 443

Nov 26, 2020 152.199.21.175 443
13:37:26.219619989

CET

Nov 26, 2020
13:37:26.219758034
CET

152.199.21.175 443

Copyright null 2020

Dest

Dest IP Port

192.168.2.3 49729

192.168.2.3 49734

192.168.2.3 49731

192.168.2.3 49732

192.168.2.3 49730

Subject

CN=identitycdn.msauth.net,
O=Microsoft Corporation,
L=Redmond,
ST=Washington, C=US
CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=identitycdn.msauth.net,
O=Microsoft Corporation,
L=Redmond,
ST=Washington, C=US
CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=identitycdn.msauth.net,
O=Microsoft Corporation,
L=Redmond,
ST=Washington, C=US
CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=identitycdn.msauth.net,
O=Microsoft Corporation,
L=Redmond,
ST=Washington, C=US
CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=identitycdn.msauth.net,
O=Microsoft Corporation,
L=Redmond,
ST=Washington, C=US
CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

Issuer

CN=DigiCert SHA2
Secure Server CA,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2
Secure Server CA,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2
Secure Server CA,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2
Secure Server CA,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2
Secure Server CA,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

Not
Before

Mon Oct
05
02:00:00
CEST
2020 Fri
Mar 08
13:00:00
CET
2013

Fri Mar
08
13:00:00
CET
2013

Mon Oct
05
02:00:00
CEST
2020 Fri
Mar 08
13:00:00
CET
2013

Fri Mar
08
13:00:00
CET
2013

Mon Oct
05
02:00:00
CEST
2020 Fri
Mar 08
13:00:00
CET
2013

Fri Mar
08
13:00:00
CET
2013

Mon Oct
05
02:00:00
CEST
2020 Fri
Mar 08
13:00:00
CET
2013

Fri Mar
08
13:00:00
CET
2013

Mon Oct
05
02:00:00
CEST
2020 Fri
Mar 08
13:00:00
CET
2013

Fri Mar
08
13:00:00
CET
2013

Not
After

Tue Oct
05
14:00:00
CEST
2021
Wed
Mar 08
13:00:00
CET
2023

Wed
Mar 08
13:00:00
CET
2023

Tue Oct
05
14:00:00
CEST
2021
Wed
Mar 08
13:00:00
CET
2023

Wed
Mar 08
13:00:00
CET
2023

Tue Oct
05
14:00:00
CEST
2021
Wed
Mar 08
13:00:00
CET
2023

Wed
Mar 08
13:00:00
CET
2023

Tue Oct
05
14:00:00
CEST
2021
Wed
Mar 08
13:00:00
CET
2023

Wed
Mar 08
13:00:00
CET
2023

Tue Oct
05
14:00:00
CEST
2021
Wed
Mar 08
13:00:00
CET
2023

Wed
Mar 08
13:00:00
CET
2023

JA3 SSL Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

JA3 SSL Client Digest

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

Page 55 of 58



Timestamp

Nov 26, 2020
13:37:26.219805956
CET

Nov 26, 2020
13:37:28.770745993
CET

Nov 26, 2020
13:37:28.771334887
CET

Source

Source IP Port

152.199.21.175 443

152.199.23.37 443

152.199.23.37 443

Code Manipulations

Statistics

Behavior

Copyright null 2020

Dest

Dest IP Port

192.168.2.3 49733

192.168.2.3 49740

192.168.2.3 49741

Subject

CN=identitycdn.msauth.net,
O=Microsoft Corporation,
L=Redmond,
ST=Washington, C=US
CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=aadcdn.msftauth.net,
O=Microsoft Corporation,
L=Redmond,
ST=Washington, C=US
CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=US CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=DigiCert Global Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=aadcdn.msftauth.net,
O=Microsoft Corporation,
L=Redmond,
ST=Washington, C=US
CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=US CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2 Secure
Server CA, O=DigiCert Inc,
C=USs

CN=DigiCert Global Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

Issuer

CN=DigiCert SHA2
Secure Server CA,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2
Secure Server CA,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2
Secure Server CA,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global
Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

Not
Before

Mon Oct
05
02:00:00
CEST
2020 Fri
Mar 08
13:00:00
CET
2013

Fri Mar
08
13:00:00
CET
2013

Thu Jul
09
02:00:00
CEST
2020 Fri
Mar 08
13:00:00
CET
2013 Fri
Nov 10
01:00:00
CET
2006

Fri Mar
08
13:00:00
CET
2013

Fri Nov
10
01:00:00
CET
2006

Thu Jul
09
02:00:00
CEST
2020 Fri
Mar 08
13:00:00
CET
2013 Fri
Nov 10
01:00:00
CET
2006

Fri Mar
08
13:00:00
CET
2013

Fri Nov
10
01:00:00
CET
2006

Not
After

Tue Oct
05
14:00:00
CEST
2021
Wed
Mar 08
13:00:00
CET
2023

Wed
Mar 08
13:00:00
CET
2023

Fri Jul
09
14:00:00
CEST
2021
Wed
Mar 08
13:00:00
CET
2023
Mon
Nov 10
01:00:00
CET
2031

Wed
Mar 08
13:00:00
CET
2023

Mon
Nov 10
01:00:00
CET
2031

Fri Jul
09
14:00:00
CEST
2021
Wed
Mar 08
13:00:00
CET
2023
Mon
Nov 10
01:00:00
CET
2031

Wed
Mar 08
13:00:00
CET
2023

Mon
Nov 10
01:00:00
CET
2031

JA3 SSL Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

JA3 SSL Client Digest

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c
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System Behavior

@ iexplore.exe
@ iexplore.exe

Click to jump to process

Analysis Process: iexplore.exe PID: 908 Parent PID: 792

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Path

File Path

File Path

Registry Activities

Key Path

Key Path

Key Path

Access

Offset Length Value

Name Type

Name Type Old Data

13:37:02
26/11/2020

C:\Program Files\internet exploreniexplore.exe

false

‘C:\Program Files\Internet Exploren\iexplore.exe' -Embedding

0x7ff6ad510000
823560 bytes

6465CB92B25A7BC1DF8EQ01D8ACSE7596

true
true

C, C++ or other language

low
Attributes Options
Ascii
Offset Length
Data
New Data

Completion

Completion

Completion

Completion

Completion

Completion

Count

Count

Count

Count

Count

Count

Source
Address Symbol

Source
Address Symbol

Source
Address Symbol

Source
Address Symbol

Source
Address Symbol

Source
Address Symbol

Analysis Process: iexplore.exe PID: 4168 Parent PID: 908

Copyright null 2020
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General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:
File size:
MD5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

Reputation:

File Activities

File Path
File Path

File Path

Registry Activities

Key Path

Disassembly

Copyright null 2020

13:37:02
26/11/2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

true

‘C:\Program Files (x86)\Internet Explore'\lIEXPLORE.EXE' SCODEF:908 CREDAT:17410

Iprefetch:2
0xd90000
822536 bytes

071277CC2E3DF41EEEA8013E2AB58D5A

true
true
C, C++ or other language

low

Access Attributes Options

Offset Length Value Ascii

Offset Length

Name Type Data

Completion

Completion

Completion

Completion

Count

Count

Count

Count

Source
Address Symbol

Source
Address Symbol

Source
Address Symbol

Source
Address Symbol
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