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Analysis Report INV.exe

Overview

General Information Detection

Sample INV.exe

Name:

Analysis ID: 323458 MALICIOUS
MDS: 83259ch8264266..

SHAL: 180e81bab341ed..

SHAZ256: 6e28207e7a3ef7f..

Tags: exe

Most interesting Screenshot:

72

Range: 0-100

Score:

Whitelisted:  false
Confidence:  100%

Startup

= System is w10x64

Signatures

Antivirus / Scanner detection

Classification

for sub...

Malicious sample detected (through ...

Yara detected FormBook
Machine Learning detection

Maps a DLL or. memory area inte an...

Antivirusier-Machine! Learning detec...

Checksiif theicul
Contains functionality for execution ...

Contains functienality to/checkifia d:..

for samp...

rrent process is/bein...

Contains functienality to/checkifia d:..

Contains functionality/to'guery, CPUI ...

Contains functionality'te guery/locale:..

e B INV.exe (PID: 7140 cmdline: 'C:\Users\user\Desktop\INV.exe' MD5: 83259CB82642666503278233421C306D)

o conhost.exe (PID: 7148 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
e [m INV.exe (PID: 1740 cmdline: C:\Users\user\Desktop\INV.exe MD5: 83259CB82642666503278233421C306D)
e B INV.exe (PID: 6348 cmdline: C:\Users\user\Desktop\INV.exe MD5: 83259CB82642666503278233421C306D)

e B INV.exe (PID: 2856 cmdline: C:\Users\user\Desktop\INV.exe MD5: 83259CB82642666503278233421C306D)

. Q’ WerFault.exe (PID: 1868 cmdline: C:\Windows\SysWOW64\WerFault.exe -u -p 2856 -s 872 MD5: 9E2B8BACAD48ECCA55C0230D63623661B)

= cleanup

Malware Configuration

No configs have been found

Yara Overview

Memory Dumps

Source Rule

00000004.00000002.726038979.0000000000400000.00000 JoeSecurity_FormBook
040.00000001.sdmp

00000004.00000002.726038979.0000000000400000.00000 Formbook_1
040.00000001.sdmp

Copyright null 2020

Description

Yara detected
FormBook

autogenerated rule
brought to you by
yara-signator

Author

Joe Security

Felix Bilstein -
yara-signator at
cocacoding dot
com

Strings

e 0x1e940:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
e Oxlebba:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
e 0Ox2a6dd:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25

e o o o

e o o o

7494

0x2alc9:$sequence_2: 3B 4F 14 73 9585 C9 74 91
Ox2a7df:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x2a957:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x1f5d2:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x29444:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0x202ch:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x3054f:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x31552:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00
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Source Rule

00000004.00000002.726038979.0000000000400000.00000 Formbook
040.00000001.sdmp

00000004.00000002.726953085.0000000000BE
A000.00000004.00000020.sdmp

JoeSecurity_FormBook

Click to see the 10 entries

00000004.00000002.726953085.0000000000BE Formbook_1
A000.00000004.00000020.sdmp

Unpacked PEs

Source Rule

4.2.INV.exe.400000.0.unpack JoeSecurity_FormBook

4.2.INV.exe.400000.0.unpack Formbook_1

4.2.INV.exe.400000.0.unpack Formbook

4.2.INV.exe.400000.0.raw.unpack JoeSecurity_FormBook

4.2.INV.exe.400000.0.raw.unpack Formbook_1

Description

detect Formbook in
memory

Yara detected
FormBook

autogenerated rule
brought to you by
yara-signator

Description

Yara detected
FormBook

autogenerated rule
brought to you by
yara-signator

detect Formbook in
memory

Yara detected
FormBook

autogenerated rule
brought to you by
yara-signator

Click to see the 7 entries

Sigma Overview

No Sigma rule has matched

Signature Overview

Copyright null 2020

Author

JPCERT/CC
Incident Response
Group

Joe Security

Felix Bilstein -
yara-signator at
cocacoding dot
com

Author

Joe Security

Felix Bilstein -
yara-signator at
cocacoding dot
com

JPCERT/CC
Incident Response
Group

Joe Security

Felix Bilstein -
yara-signator at
cocacoding dot
com

Strings

e o o o o o

0x2d471:$sqlite3step: 68 34 1C 7B E1
0x2d584:$sqlite3step: 68 34 1C 7B E1
0x2d4a0:$sqlite3text: 68 38 2A 90 C5
0x2d5c5:$sqlite3text: 68 38 2A 90 C5
0x2d4b3:$sqlite3blob: 68 53 D8 7F 8C
0x2d5db:$sqlite3blob: 68 53 D8 7F 8C

e 0x21b10:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC

.

o o o o

® o o o

0x21d8a:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x2d8ad:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x2d399:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x2d9af:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x2db27:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x227a2:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 0
283 E30FC1EAO06

0x2c614:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0x2349b:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x3371f:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x34722:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

Strings

.

L]

o o o o

e o o o

e o o o o o

Oxlad40:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
Oxlafba:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x26add:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x265c9:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x26bdf:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x26d57:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x1b9d2:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 0
283 E30FC1EAO06

0x25844:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
Ox1c6eb:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x2c94f:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x2d952:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

0x29871:$sqlite3step: 68 34 1C 7B E1
0x29984:$sqlite3step: 68 34 1C 7B E1
0x298a0:$sqlite3text: 68 38 2A 90 C5
0x299c5:$sqlite3text: 68 38 2A 90 C5
0x298b3:$sqlite3blob: 68 53 D8 7F 8C
0x299db:$sqlite3blob: 68 53 D8 7F 8C

e 0x1e940:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC

.

e o o o

e o o o

Oxlebba:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x2a6dd:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x2alc9:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
Ox2a7df:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x2a957:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x1f5d2:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x29444:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0x202ch:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x3054f:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x31552:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00
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@ AV Detection

@ Spreading

@ Software Vulnerabilities

@ Networking

@ Key, Mouse, Clipboard, Microphone and Screen Capturing
@ E-Banking Fraud

@ System Summary

@ Data Obfuscation

® Hooking and other Techniques for Hiding and Protection
@ Malware Analysis System Evasion

@ Anti Debugging

@ HIPS / PFW / Operating System Protection Evasion

@ Language, Device and Operating System Detection

@ Stealing of Sensitive Information

@ Remote Access Functionality

@

Click to jump to signature section

AV Detection:

-

Antivirus | Scanner detection for submitted sample

Yara detected FormBook

E-Banking Fraud:

]

Yara detected FormBook

System Summary:

=

Malicious sample detected (through community Yara rule)

=

HIPS | PFW | Operating System Protection Evasion:

Stealing of Sensitive Information:

=

Yara detected FormBook

Remote Access Functionality:

=

Yara detected FormBook

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command Networl
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control Effects
Valid Windows DLL Side- Process Modify Registry Input System Time Remote Input Exfiltration Encrypted Eavesdr
Accounts Management  Loading Injection Capture Discovery Services Capture [g§ Over Other Channel Insecure
Instrumentation Network Network

Medium Commui

Default Scheduled Application  DLL Side- Virtualization/Sandbox LSASS Query Registry Remote Archive Exfiltration Junk Data Exploit ¢
Accounts Task/Job Shimming §§ Loading Evasion Memory Desktop Collected  Over Redirect
Protocol Data Bluetooth Calls/SN
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Initial

Access Execution
Domain At (Linux)
Accounts

Local At (Windows)
Accounts

Cloud Cron
Accounts

Replication  Launchd
Through

Removable

Media

External Scheduled
Remote Task
Services

Drive-by Command and
Compromise Scripting

Interpreter

Persistence

Logon Script
(Windows)

Logon Script
(Mac)

Network
Logon Script

Rc.common

Startup
Items

Scheduled
Task/Job

Behavior Graph

Screenshots

Copyright null 2020

Privilege
Escalation

Application
Shimming

Logon Script
(Mac)
Network Logon

Script

Rc.common

Startup ltems

Scheduled
Task/Job

Credential

Defense Evasion Access
Disable or Modify Security
Tools Account
Manager
Process NTDS

Injection

Deobfuscate/Decode LSA
Files or Information [§§ Secrets

Obfuscated Filesor  Cached

Information

Domain
Credentials

Software Packing DCSync

DLL Side-Loading Proc

ID:
sample:
Startdate:
Architecture:

Score:

Filesystem

Behavior Graph
323458
INV.exe
27/11/2020
WINDOWS
72

Lateral
Discovery Movement

Security Software SMB/Windows
Discovery a Admin Shares

Virtualization/Sandbox Distributed
Evasion Component
Object Model

Process Discovery SSH

Remote System VNC

Discovery

File and Directory Windows

Discovery Remote
Management

System Information Shared
Discovery Webroot

MALICIOUS

=

- - - - e

@
[

/{aned l started

INV.exe 9 conhostexe

- e

INV.exe

n

l started

WerFault.exe "

dropped

Collection Exfiltration

Shared
Drive

Input
Capture

Data from Automated
Network

Exfiltration

Scheduled
Transfer

Keylogging Data

Transfer
Size Limits

GUI Input  Exfiltration
Capture

Web
Portal
Capture

Over C2
Channel

Exfiltration
Over
Alternative
Protocol

Credential Exfiltration

API

Hooking

N

L

Over
Symmetric
Encrypted
Non-C2
Protocol

Legend:

[]

@ B0

Y
*
"en

)ES 8

i
i
=

L@ 2 )

Process
Signature
Created File
DNS/IP Info
Is Dropped

Command Networl
and Control Effects
Steganography Exploit <
Track Di
Locatior

Protocol SIM Car
Impersonation  Swap

Fallback Manipuli
Channels Device
Commui
Multiband Jammin
Communication Denial o
Service
Commonly Rogue V
Used Port Access |
Application Downgri
Layer Protocol Insecure
Protocol

Hide Legend

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic
Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

e
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Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

HE

NIRMEKA Word 2016

a R

BFKMEB UBVUNTSCZ)

- N )

BYIMNPJCRL BQJUWOY [ZMFBFKMEE UBVU

DQOFHV...

F-l O Tyoe here to search 4

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
INV.exe 100% Avira ADWARE/MultiPlug.Gen7
INV.exe 100% Joe Sandbox ML

Dropped Files

No Antivirus matches

Unpacked PE Files
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Source

Detection

Scanner

Download

Domains

No Antivirus matches

URLs

No Antivirus matches

Domains and IPs

Contacted Domains

No contacted domains info

URLs from Memory and Binaries

Name

http://
schemas.xmlsoap.org/ws/2005/05/identity/claims/dateofbirthrh
ttp://schemas.xmlsoap.org/ws/2005

http://
schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifi
er

http://
schemas.xmlsoap.org/ws/2005/05/identity/claims/x500distingu
ishednamejhttp://schemas.xmlsoap.o

http://
schemas.xmlsoap.org/ws/2005/05/identity/claims/denyonlysid

http://
schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddres
sxhttp://schemas.xmlsoap.org/ws/200

http://
schemas.xmlsoap.org/ws/2005/05/identity/claims/authorization
decisionzhttp://schemas.xmlsoap.o

http://
schemas.xmlsoap.org/ws/2005/05/identity/claims/otherphone

http://
schemas.xmlsoap.org/ws/2005/05/identity/claims/mobilephone

http://
schemas.xmlsoap.org/ws/2005/05/identity/claims/stateorprovin
ce

http://
schemas.xmlsoap.org/ws/2005/05/identity/claims/thumbprintrh
ttp://schemas.xmlsoap.org/ws/2005/

hitp://schemas.xmlsoap.org/ws/2005/05/identity/claims/name

http://
schemas.xmlsoap.org/ws/2005/05/identity/claims/streetaddres
szhttp://schemas.xmlsoap.org/ws/20

http://
schemas.xmlsoap.org/ws/2005/05/identity/claims/postalcoderh
ttp://schemas.xmlsoap.org/ws/2005/

http://
schemas.xmlsoap.org/ws/2005/05/identity/claims/authenticatio
n

Copyright null 2020

Source

WerFault.exe, 00000007.0000000
3.661457706.00000000051C0000.0
0000004.00000001.sdmp

WerFault.exe, 00000007.0000000
3.661457706.00000000051C0000.0
0000004.00000001.sdmp

WerFault.exe, 00000007.0000000
3.661457706.00000000051C0000.0
0000004.00000001.sdmp

WerFault.exe, 00000007.0000000
3.661457706.00000000051C0000.0
0000004.00000001.sdmp

WerFault.exe, 00000007.0000000
3.661457706.00000000051C0000.0
0000004.00000001.sdmp

WerFault.exe, 00000007.0000000
3.661457706.00000000051C0000.0
0000004.00000001.sdmp

WerFault.exe, 00000007.0000000
3.661457706.00000000051C0000.0
0000004.00000001.sdmp

WerFault.exe, 00000007.0000000
3.661457706.00000000051C0000.0
0000004.00000001.sdmp

WerFault.exe, 00000007.0000000
3.661457706.00000000051C0000.0
0000004.00000001.sdmp

WerFault.exe, 00000007.0000000
3.661457706.00000000051C0000.0
0000004.00000001.sdmp

WerFault.exe, 00000007.0000000
3.661457706.00000000051C0000.0
0000004.00000001.sdmp

WerFault.exe, 00000007.0000000
3.661457706.00000000051C0000.0
0000004.00000001.sdmp

WerFault.exe, 00000007.0000000
3.661457706.00000000051C0000.0
0000004.00000001.sdmp

WerFault.exe, 00000007.0000000
3.661457706.00000000051C0000.0
0000004.00000001.sdmp

Malicious Antivirus Detection

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Reputation

high

high

high

high

high

high

high

high

high

high

high

high

high

high
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Contacted IPs

No contacted IP infos

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

Copyright null 2020

31.0.0 Red Diamond
323458

27.11.2020
02:05:12
CloudBasic

Oh 6m 39s

false

light

INV.exe

default.jbs

Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211

22
0
0
0
0

e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled

default

Timeout

MAL
mal72.troj.evad.winEXE@9/4@0/0
Failed

e Successful, ratio: 47.7% (good quality ratio 44%)
e Quality average: 80.9%
e Quality standard deviation: 30.5%

e Successful, ratio: 74%
e Number of executed functions: 0
« Number of non-executed functions: 0

e Adjust boot time

e Enable AMSI

e Found application associated with file extension:
.exe
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Warnings: Show All

e Exclude process from analysis (whitelisted):
taskhostw.exe, BackgroundTransferHost.exe,
WerFault.exe, backgroundTaskHost.exe,
svchost.exe, UsoClient.exe, wuapihost.exe

e Excluded IPs from analysis (whitelisted):
104.43.193.48, 13.88.21.125, 51.104.144.132,
52.155.217.156, 20.54.26.129, 2.20.142.209,
2.20.142.210, 92.122.213.194, 92.122.213.247

e Excluded domains from analysis (whitelisted):
displaycatalog-
europeeap.md.mp.microsoft.com.akadns.net,
au.download.windowsupdate.com.edgesuite.net,
arc.msn.com.nsatc.net,
displaycatalog.md.mp.microsoft.com.akadns.net,
ris-prod.trafficmanager.net,
ctldl.windowsupdate.com, a767.dscg3.akamai.net,
al449.dscg2.akamai.net, arc.msn.com,
skypedataprdcolcus15.cloudapp.net,
db5eap.displaycatalog.md.mp.microsoft.com.akadn
s.net, ris.api.iris.microsoft.com,
blobcollector.events.data.trafficmanager.net,
audownload.windowsupdate.nsatc.net,
displaycatalog.mp.microsoft.com,
watson.telemetry.microsoft.com, img-prod-cms-rt-
microsoft-com.akamaized.net,
skypedataprdcolwus15.cloudapp.net, au-bg-
shim.trafficmanager.net

e VT rate limit hit for:
lopt/package/joesandbox/database/analysis/32345
8/sample/INV.exe

Simulations

Behavior and APIs

Time Type Description

02:06:35 API Interceptor 1x Sleep call for process: WerFault.exe modified

Joe Sandbox View | Context
IPs

No context

Domains

No context

ASN

No context

JA3 Fingerprints

No context

Dropped Files

No context

Created | dropped Files
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Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\SysWOW64\WerFault.exe

Little-endian UTF-16 Unicode text, with CRLF line terminators

dropped

11318

3.766850711619048

false
96:rZaZuQOI+hVKDNfypX1QcQvc6QcEDMcw3Db+HbHgg5uHjgtYsaSiYuka501CvnrN:NaZuQCMHBUZMXY|Gd/u7sdS2741t56i
EFA8B9C67840D9F908C18F2FB070DFCF

3288B62685CE903BF575D1DC2D3783EC89D8F70D
677F52CAAB368AEA97203A9B5FC83985BFF81B90CBDOCCO51E05A9478559DFDA

EODDO5D2EOD28E2D5D31692AABA0FC4A14EF0112C2CD07EO06E3ADOE79DFA99066FASA2945BB26E21CEG36456CC72F577CA2E19372972EE9207C823F317FBBA
AF

true

low

.V.ersio.n=1..EventTyp.e=APP.CRASH..EventTim.e=1325009127.6.6.18.19.3.93...Re.p.ortTy.pe=2..C.ons.ent=1..UploadT.i
m.e.=.1.3.25.0.9.1.2.7.7.0.9.7.8.7.8.5.8....R.e.p.ort.Statu.s.=.2.6.8.4.354.56...Re.p.ortldentifier=4746.8.05.9.-0.30d.7.-4.00.a-.a82a-255755.a.
b.0.4.bf....ILntegratorR.e.po.rtlden.tifier=5c.c.b.e2.8.c.-3.5.0.b.-.456.7.-.8f6.5.-.d.2.8.0.8.25.b.f.b.55....W.0.w.6.4.H.0.5.t.=.3.4.4.0.4....W.0.w.6.4.G.
u.e.s.t.=3.3.2....N.s.Ap.p.Name.=IN.V..exe...Ap.p.S.es.s.i.0.n.G.u.id=.0.0.0.0.0.b.2.8.-.0.0.0.1.-.0.0.1.b.-.e.e.0.f.-.d.4.7.8.5.9.c.4.d.6.0.1....T.ar.g.e.t Ap.
p.l.d.=.W.:.0.0.0.6.6.9.d.3.5.a.€.9.1.5.c.2.c.9.6.f.c.6.d.3.6.c.e.5.2.8.8.0.2..4.b.0.0.0.0.f.f.£.f.1.0.0.0.0.1.8.0.e.8.1.b.a.b.3.4.1.e.d.a.0.d.4.0.4.b.8.f.5.f.e.d.9.3.b.c.3.b.3.5.
0.c.fb.d.l.LN.V..ex.e...T.arg.e.tAp.p.V.er=2.0.2.0.//1.

C:\ProgramData\Microsoft\Windows\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\SysWOW64\WerFault.exe

XML 1.0 document, Little-endian UTF-16 Unicode text, with CRLF line terminators
dropped

6260

3.7234725373206197

false

192:Rrl7r3GLNi5v62LYZ2SkH+prT89brbmsfAeRjm:RrIsNih6MYZ2SkHrbFfAM6
0445C4911E8BD6F8CCDECD7ECELFOEED
F9F94B93692A1F1447E80FE4B50E39D9783B51AD
2FBBAOCBE59A8B1D6C2DF616B250CD1796EA0C8291352FD71180DAE0773C0OD75
8AB4D40FE755D451A4068FCE2671947792784CEAFB495A02FOEA1EA138F9D595234795AE7E98ED59A6B5B27E1024EEBE88802BBBF20E5F138D049D390B579BF¢
false

low

.<.?x.ml .versio.n.="1.0" .en.c.0.ding="UTF.-16."2>. .. <WERReportMetadata>....<0.SV.ers.ionlnformadtion>....<W.ind.
o.w.s.N.T.V.errs.i.o.n.>.1.0..0.</W.i.ndowsNT.V.ers.ion>.....<Bu.ild>17134</Build>......<P.ro.du.c.t>(0x3.0.)... .W.i.n.d.ow.s. .1.0. .P.r.o.
</P.roduct>....<Edition>Profess.ional</Ed.ition>....<BuildString>17134.1.amd.64fre.rs4._releas.e.1804.10.-.1.8.0.4.
<./.B.u.ild.S.trin.g.> .<Rewvision>1l</Revision>....<Flavor>Multipro.cess.or Free</Flavor>....<Architecture>X64</
Architecture>.....<LClD>1033</LC.ID>...</0.SV.ersio.nlnformadtion>...<Process.lnformation>....<P.id>2856.</P..
d>.....

C:\ProgramData\Microsoft\Windows\WER\Temp\WER14C9.tmp.xml|

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\SysWOW64\WerFault.exe

XML 1.0 document, ASCII text, with CRLF line terminators

dropped

4533

4.456542350506463

false
48:cviwSD8zspJgtWI9mYWSC8B/8fm8M4JA+ZFYN+q8Hxg7zqvJupd:ulTf7ThRSNKJInONle7mv4pd
94519179BDCB8BA568890471088FD3B5

FBBE4BBOB25E7F99245025CC7673A4019A1A7353
D9FB01E02CCD6D6A42DFB73A2FA94171952F440E6CD9553357F01A244CAG262E

370ADE951BD152ACD84C37EF29F084691BB73061879123D7B6A422EE34EC7C5B6F50A78F7FF1A139181BF18AD1CC7D9E733ABC265260AC5B751B52BFE25629/4
D

false

low

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>..<req ver="2">.. <tim>.. <src>.. <desc>.. <mach>.. <os>.. <arg nm="vermaj" val="10"
I>.. <arg nm="vermin" val="0" />.. <arg nm="verbld" val="17134" />.. <arg nm="vercsdbld" val="1" />.. <arg nm="vergfe" val="1" />..

<arg nm="csdbld" val="1" />.. <arg nm="versp" val="0" />.. <arg nm="arch" val="9" />.. <arg nm="lcid" val="1033" />.. <arg nm="geoid"
val="244" />.. <arg nm="sku" val="48" />.. <arg nm="domain" val="0" />.. <arg nm="prodsuite" val="256" />.. <arg nm="ntprodtype" val="1"
I>.. <arg nm="platid" val="2" />.. <arg nm="tmsi" val="746536" />.. <arg nm="osinsty" val="1" />.. <arg nm="iever" val="11.1.17134.0-1
1.0.47"/>.. <arg nm="portos" val="0" />.. <arg nm="ram" val="4096" />..

C:\ProgramData\Microsoft\Windows\WER\Temp\WERD26.tmp.dmp

Process:

Copyright null 2020

C:\Windows\SysWOW64\WerFault.exe
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C:\ProgramData\Microsoft\Windows\WER\Temp\WERD26.tmp.dmp

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

Mini DuMP crash report, 14 streams, Fri Nov 27 01:06:07 2020, 0x1205a4 type

dropped

110238

3.479625234997686

false
768:bgCe5gNbDgmyhZ3030HqUD8CQjPOWQaCgUziUHIoTAZ1ExqaLQoKEequOED:7ttLS3030GFSNaCgUziUbEQuUVUOED
D14107A7F95EFA4361734C6926E9AALD

1D25716F92DCCD4330427C663874EE013F9ACED2
10C702BE8D1F96B759604E675FE55DBCDODF5CC6D5A13FDC8F917024AD6B9168

819011E98E92F19BB21FOFBED53A78BBBCB544D701A673CDB114656C47792BA4EEF067E93B429F041EECD895BEC3C980B8SEBEEGB7BBF10B5F4AD4C9ELB7C
6F1

....... Po_lUs B

_ e BiiGenuinelntelWe. T (e P, 0..2........ ..W... .E.ur.o.p.e. .Stand.ard. . T.im.e
\W... .E.ur.o.p.e. .D.ay.li.g.h.

rele.as.e..1.8.0.4.1.0.-1.8.0.4..

................................................................................................... d.b.g.c.0.1.e...1.3.8.6.,.1.0...0... 1.7.1.3. 4. Lo

Static File Info

General

File type:

Entropy (8bit):
TriD:

File name:
File size:
MDS5:
SHA1L:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

PE32 executable (console) Intel 80386, for MS Wind
ows

7.734539190231703

e Win32 Executable (generic) a (10002005/4)
99.96%

Generic Win/DOS Executable (2004/3) 0.02%
DOS Executable Generic (2002/1) 0.02%
Autodesk FLIC Image File (extensions: flc, fli, cel)
(7/3) 0.00%

3

3

3

INV.exe

394240
83259ch82642666503278233421c306d
180e81bab341eda0d404b8f5fed93bc3b350cthd

6e28207e7a3ef7f173d7a7905208a55ff0ad1eb645241e2
e9ae453c643cf3a3l

c5b2342cdd849a49b4e2472c563301aa3f69d192317901
13dd94db5ad680db7b6e529a6b23fd2528e6378a08f058¢
e06a9663c8539ce44655235fd241cdc5¢c7

6144:0KRY0sMhL5VWjYGFzVfPn1lgXJ7kELwepHTAX
F3QOrIxc8V4rJH:OKBsM1whBPn1IWdKELLpHU1Xrmc
8Vv4

is program cannot be run in DOS mode....$. .
Y.ecY.ec...c@.ec...cV.ec...c<.ec.S.cT.ecY.dc3.ecT..cX.
ecT..cX.ecY..cX.ecT..cX.ecRichY.eC........c.cccoeeis PE..
L.

00828e8e8686b000

Static PE Info

General
Entrypoint:

Entrypoint Section:

Digitally signed:
Imagebase:

Subsystem:

Image File Characteristics:

DLL Characteristics:

Copyright null 2020

0x40127b

text

false

0x400000

windows cui

32BIT_MACHINE, EXECUTABLE_IMAGE
TERMINAL_SERVER_AWARE, DYNAMIC_BASE, NX_COMPAT
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General
Time Stamp: 0x5FC0322D [Thu Nov 26 22:54:37 2020 UTC]
TLS Callbacks:
CLR (.Net) Version:
OS Version Major:
OS Version Minor:
File Version Major:
File Version Minor:

Subsystem Version Major:

o o O o O o

Subsystem Version Minor:

Import Hash: e5251995cfh2fe7a12656fff0fe17665

Entrypoint Preview

Instruction

call 00007F2D98FF681Eh
jmp 00007F2D98FF525Ah
push ebp

mov ebp, esp

mov eax, dword ptr [ebp+08h]
mov eax, dword ptr [eax]

cmp dword ptr [eax], EO6D7363h
jne 00007F2D98FF5447h
cmp dword ptr [eax+10h], 03h
jne 00007F2D98FF5441h
mov eax, dword ptr [eax+14h]
cmp eax, 19930520h

je 00007F2D98FF543Dh

cmp eax, 19930521h

je 00007F2D98FF5436h

cmp eax, 19930522h

je 00007F2D98FF542Fh

cmp eax, 01994000h

je 00007F2D98FF5428h

XOr eax, eax

pop ebp

retn 0004h

call 00007F2D98FF6BBCh
int3

push 00401285h

call 00007F2D98FF720Bh
pop ecx

XOr eax, eax

ret

push ebp

mov ebp, esp

push esi

call 00007F2D98FF575Eh
mov esi, eax

test esi, esi

je 00007F2D98FF556Bh

mov edx, dword ptr [esi+5Ch]
mov ecx, edx

push edi

mov edi, dword ptr [ebp+08h]
cmp dword ptr [ecx], edi

je 00007F2D98FF542Fh

add ecx, 0Ch

lea eax, dword ptr [edx+00000090h]
cmp ecx, eax

jc 00007F2D98FF5411h

lea eax, dword ptr [edx+00000090h]
cmp ecx, eax

jnc 00007F2D98FF5426h

cmp dword ptr [ecx], edi

Copyright null 2020 Page 14 of 40



Instruction

je 00007F2D98FF5424h

XOr ecx, ecx

test ecx, ecx

je 00007F2D98FF5536h

mov edx, dword ptr [ecx+08h]
test edx, edx

je 00007F2D98FF552Bh

cmp edx, 05h

jne 00007F2D98FF542Eh
and dword ptr [ecx+08h], 00000000h
XOr eax, eax

inc eax

jmp 00007F2D98FF551Bh
cmp edx, 01h

jne 00007F2D98FF542Ah

or eax, FFFFFFFFh

jmp 00007F2D98FF550Eh

Rich Headers

Programming Language:

Data Directories

Name

IMAGE_DIRECTORY_ENTRY_EXPORT
IMAGE_DIRECTORY_ENTRY_IMPORT
IMAGE_DIRECTORY_ENTRY_RESOURCE
IMAGE_DIRECTORY_ENTRY_EXCEPTION
IMAGE_DIRECTORY_ENTRY_SECURITY
IMAGE_DIRECTORY_ENTRY_BASERELOC
IMAGE_DIRECTORY_ENTRY_DEBUG
IMAGE_DIRECTORY_ENTRY_COPYRIGHT
IMAGE_DIRECTORY_ENTRY_GLOBALPTR
IMAGE_DIRECTORY_ENTRY_TLS
IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG
IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT
IMAGE_DIRECTORY_ENTRY_IAT
IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT
IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR
IMAGE_DIRECTORY_ENTRY_RESERVED

Sections

Name Virtual Address Virtual Size Raw Size
.text 0x1000 0x16e9f 0x17000
.rdata  0x18000 0x5bb4 0x5c00
.data  0x1e000 0x43b44 0x41e00
.rsrc 0x62000 Ox1e0 0x200
.reloc  0x63000 0x130c 0x1400
Resources

Name RVA
RT_MANIFEST 0x62060

Imports

Copyright null 2020

Virtual Address

e [RES] VS2013 build 21005
e [LNK] VS2013 build 21005

Virtual Size
0x0
0x8c
Ox1e0
0x0
0x0
0x130c
0x0
0x0
0x0
0x0
0x40
0x0
0x1c0
0x0
0x0
0x0

File Type

data

data

DOS executable (block device
driver\377\377\200)

data

data

0x0

0x1d124

0x62000

0x0

0x0

0x63000

0x0

0x0

0x0

0x0

0Ox1cc68

0x0

0x18000

0x0

0x0

0x0
Xored PE ZLIB Complexity
False 0.517747961957
False 0.373259171196
False 0.988499911053
False 0.52734375
False 0.778515625

Size Type
0x17d XML 1.0 document text

Entropy
6.61669655756

4.5684318813

7.98533790258

4.70436301348

6.50096033347

Language

English

Is in Section

.rdata

.rsrc

.reloc

.rdata

.rdata

Characteristics

IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED
_DATA,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED
_DATA,

IMAGE_SCN_MEM_DISCARDA
BLE, IMAGE_SCN_MEM_READ

Country
United States
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DLL Import

KERNEL32.dll EnumCalendarlnfoExA, SetCalendarlnfoWw, VirtualProtect, CloseHandle, WriteConsoleW, SetFilePointerEx,
SetStdHandle, GetConsoleMode, GetConsoleCP, FlushFileBuffers, IstrcpyA, GetUserDefaultLCID,
IsValidLocale, GetLocalelnfoW, LCMapStringW, CompareStringW, GetTimeFormatW, GetDateFormatW,
HeapSize, GetStringTypeW, HeapReAlloc, HeapAlloc, WaitForSingleObjectEx, EnumCalendarinfoWw,
CreateDirectoryW, EnumSystemLocalesW, GlobalFix, OutputDebugStringW, RtlUnwind, LoadLibraryExW,
FreeLibrary, GetCommandLineA, GetLastError, SetLastError, GetCurrentThread, GetCurrentThreadld,
EncodePointer, DecodePointer, ExitProcess, GetModuleHandleExW, GetProcAddress, AreFileApisANSI,
MultiByteToWideChar, WideCharToMultiByte, GetProcessHeap, GetStdHandle, GetFileType,
DeleteCriticalSection, GetStartuplnfoW, GetModuleFileNameA, WriteFile, GetModuleFileNameW,
QueryPerformanceCounter, GetCurrentProcessld, GetSystemTimeAsFileTime, GetEnvironmentStringsW,
FreeEnvironmentStringsW, UnhandledExceptionFilter, SetUnhandledExceptionFilter,
InitializeCriticalSectionAndSpinCount, CreateEventW, Sleep, GetCurrentProcess, TerminateProcess, TIsAlloc,
TIsGetValue, TIsSetValue, TIsFree, GetTickCount, GetModuleHandleW, CreateSemaphoreW,
EnterCriticalSection, LeaveCriticalSection, FatalAppExitA, HeapFree, IsValidCodePage, GetACP, GetOEMCP,
GetCPlInfo, IsDebuggerPresent, IsProcessorFeaturePresent, SetConsoleCtriHandler, CreateFileW

MPR.dII WNetDisconnectDialog1W, WNetGetResourceParentW, WNetGetNetworkInformationW,
WNetGetResourcelnformationW, WNetAddConnection3A

MSACM32.dll acmFilterTagEnumA, acmDriverEnum, acmFormatChooseW, acmStreamMessage, acmFilterEnumA,
acmFormatEnumW, acmDriverDetailsW, acmFormatSuggest

loadperf.dll LoadPerfCounterTextStringsW, UnloadPerfCounterTextStringsA, LoadPerfCounterTextStringsA
GDI32.dll UnrealizeObject, GetGlyphOutline, GetCharABCWidthsFloatW, GetNearestColor
WINSPOOL.DRV StartDocPrinterW, SetPortW, DEVICECAPABILITIES

Possible Origin

Language of compilation system Country where language is spoken Map

English United States

Network Behavior

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP
Nov 27, 2020 02:05:54.692982912 CET 55854 53 192.168.2.4 8.8.8.8
Nov 27, 2020 02:05:54.720194101 CET 53 55854 8.8.8.8 192.168.2.4
Nov 27, 2020 02:05:55.633140087 CET 64549 53 192.168.2.4 8.8.8.8
Nov 27, 2020 02:05:55.660248995 CET 53 64549 8.8.8.8 192.168.2.4
Nov 27, 2020 02:05:56.508723021 CET 63153 53 192.168.2.4 8.8.8.8
Nov 27, 2020 02:05:56.536097050 CET 53 63153 8.8.8.8 192.168.2.4
Nov 27, 2020 02:05:57.672020912 CET 52991 53 192.168.2.4 8.8.8.8
Nov 27, 2020 02:05:57.717303038 CET 53 52991 8.8.8.8 192.168.2.4
Nov 27, 2020 02:06:01.166337013 CET 53700 53 192.168.2.4 8.8.8.8
Nov 27, 2020 02:06:01.211952925 CET 53 53700 8.8.8.8 192.168.2.4
Nov 27, 2020 02:06:02.431898117 CET 51726 53 192.168.2.4 8.8.8.8
Nov 27, 2020 02:06:02.477114916 CET 53 51726 8.8.8.8 192.168.2.4
Nov 27, 2020 02:06:11.599971056 CET 56794 53 192.168.2.4 8.8.8.8
Nov 27, 2020 02:06:11.627115965 CET 53 56794 8.8.8.8 192.168.2.4
Nov 27, 2020 02:06:18.445962906 CET 56534 53 192.168.2.4 8.8.8.8
Nov 27, 2020 02:06:18.473351002 CET 53 56534 8.8.8.8 192.168.2.4
Nov 27, 2020 02:06:23.581319094 CET 56627 53 192.168.2.4 8.8.8.8
Nov 27, 2020 02:06:23.608694077 CET 53 56627 8.8.8.8 192.168.2.4
Nov 27, 2020 02:06:24.675609112 CET 56621 53 192.168.2.4 8.8.8.8
Nov 27, 2020 02:06:24.720957041 CET 53 56621 8.8.8.8 192.168.2.4
Nov 27, 2020 02:06:25.577539921 CET 63116 53 192.168.2.4 8.8.8.8
Nov 27, 2020 02:06:25.604675055 CET 53 63116 8.8.8.8 192.168.2.4
Nov 27, 2020 02:06:26.445909977 CET 64078 53 192.168.2.4 8.8.8.8
Nov 27, 2020 02:06:26.491342068 CET 53 64078 8.8.8.8 192.168.2.4
Nov 27, 2020 02:06:27.276896000 CET 64801 53 192.168.2.4 8.8.8.8
Nov 27, 2020 02:06:27.304073095 CET 53 64801 8.8.8.8 192.168.2.4
Nov 27, 2020 02:06:28.097887993 CET 61721 53 192.168.2.4 8.8.8.8
Nov 27, 2020 02:06:28.125070095 CET 53 61721 8.8.8.8 192.168.2.4
Nov 27, 2020 02:06:28.918909073 CET 51255 53 192.168.2.4 8.8.8.8
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Timestamp Source Port Dest Port Source IP Dest IP

Nov 27, 2020 02:06:28.946232080 CET 53 51255 8.8.8.8 192.168.2.4
Nov 27, 2020 02:06:29.722603083 CET 61522 53 192.168.2.4 8.8.8.8
Nov 27, 2020 02:06:29.749654055 CET 53 61522 8.8.8.8 192.168.2.4
Nov 27, 2020 02:06:30.540760994 CET 52337 53 192.168.2.4 8.8.8.8
Nov 27, 2020 02:06:30.568002939 CET 53 52337 8.8.8.8 192.168.2.4
Nov 27, 2020 02:06:35.154489994 CET 55046 53 192.168.2.4 8.8.8.8
Nov 27, 2020 02:06:35.199733019 CET 53 55046 8.8.8.8 192.168.2.4
Nov 27, 2020 02:06:35.633502960 CET 49612 53 192.168.2.4 8.8.8.8
Nov 27, 2020 02:06:35.678972006 CET 53 49612 8.8.8.8 192.168.2.4
Nov 27, 2020 02:06:36.176018000 CET 49285 53 192.168.2.4 8.8.8.8
Nov 27, 2020 02:06:36.221518993 CET 53 49285 8.8.8.8 192.168.2.4
Nov 27, 2020 02:06:36.572947025 CET 50601 53 192.168.2.4 8.8.8.8
Nov 27, 2020 02:06:36.618227005 CET 53 50601 8.8.8.8 192.168.2.4
Nov 27, 2020 02:06:37.405683041 CET 60875 53 192.168.2.4 8.8.8.8
Nov 27, 2020 02:06:37.453906059 CET 56448 53 192.168.2.4 8.8.8.8
Nov 27, 2020 02:06:37.459347010 CET 53 60875 8.8.8.8 192.168.2.4
Nov 27, 2020 02:06:37.480974913 CET 53 56448 8.8.8.8 192.168.2.4
Nov 27, 2020 02:06:37.951503992 CET 59172 53 192.168.2.4 8.8.8.8
Nov 27, 2020 02:06:37.996998072 CET 53 59172 8.8.8.8 192.168.2.4
Nov 27, 2020 02:06:38.474426031 CET 62420 53 192.168.2.4 8.8.8.8
Nov 27, 2020 02:06:38.501616955 CET 53 62420 8.8.8.8 192.168.2.4
Nov 27, 2020 02:06:39.843559027 CET 60579 53 192.168.2.4 8.8.8.8
Nov 27, 2020 02:06:39.888915062 CET 53 60579 8.8.8.8 192.168.2.4
Nov 27, 2020 02:06:40.740267038 CET 50183 53 192.168.2.4 8.8.8.8
Nov 27, 2020 02:06:40.785589933 CET 53 50183 8.8.8.8 192.168.2.4
Nov 27, 2020 02:06:41.172720909 CET 61531 53 192.168.2.4 8.8.8.8
Nov 27, 2020 02:06:41.218246937 CET 53 61531 8.8.8.8 192.168.2.4
Nov 27, 2020 02:06:44.243426085 CET 49228 53 192.168.2.4 8.8.8.8
Nov 27, 2020 02:06:44.299596071 CET 53 49228 8.8.8.8 192.168.2.4
Nov 27, 2020 02:06:53.334465027 CET 59794 53 192.168.2.4 8.8.8.8
Nov 27, 2020 02:06:53.361748934 CET 53 59794 8.8.8.8 192.168.2.4
Nov 27, 2020 02:06:53.421722889 CET 55916 53 192.168.2.4 8.8.8.8
Nov 27, 2020 02:06:53.467124939 CET 53 55916 8.8.8.8 192.168.2.4
Nov 27, 2020 02:06:56.163362980 CET 52752 53 192.168.2.4 8.8.8.8
Nov 27, 2020 02:06:56.210628033 CET 53 52752 8.8.8.8 192.168.2.4
Nov 27, 2020 02:07:28.711581945 CET 60542 53 192.168.2.4 8.8.8.8
Nov 27, 2020 02:07:28.738723040 CET 53 60542 8.8.8.8 192.168.2.4
Nov 27, 2020 02:07:30.085612059 CET 60689 53 192.168.2.4 8.8.8.8
Nov 27, 2020 02:07:30.130929947 CET 53 60689 8.8.8.8 192.168.2.4

Code Manipulations

Statistics

Behavior

@ INV.exe

@ conhost.exe
@ INV.exe

@ INV.exe

® INV.exe

@ WerFault.exe
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System Behavior

Click to jump to process

Analysis Process: INV.exe PID: 7140 Parent PID: 6016

General

Start time: 02:05:59

Start date: 27/11/2020

Path: C:\Users\user\Desktop\INV.exe

Wow64 process (32bit): true

Commandline: ‘C:\Users\user\Desktop\INV.exe'

Imagebase: 0x1060000

File size: 394240 bytes

MDS5 hash: 83259CB82642666503278233421C306D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000000.00000002.648648516.0000000001081000.00000004.00020000.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000000.00000002.648648516.0000000001081000.00000004.00020000.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com
e Rule: Formbook, Description: detect Formbook in memory, Source:

00000000.00000002.648648516.0000000001081000.00000004.00020000.sdmp, Author:
JPCERT/CC Incident Response Group

Reputation: low

File Activities

Source
File Path Access Attributes Options Completion Count Address Symbol
File Read
Source
File Path Offset Length Completion Count Address Symbol
C:\Windows\SysWOWe64\ntdll.dll unknown 1622408 success or wait 1 107F781 ReadFile
C:\Windows\SysWOWe64\ntdll.dll unknown 1622408 success or wait 1 107F781 ReadFile

Analysis Process: conhost.exe PID: 7148 Parent PID: 7140

General
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Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

02:05:59

27/11/2020

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff724c50000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

Reputation: high
Analysis Process: INV.exe PID: 1740 Parent PID: 7140
General
Start time: 02:06:00
Start date: 27/11/2020
Path: C:\Users\user\Desktop\INV.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

C:\Users\user\Desktop\INV.exe
0x1060000

394240 bytes
83259CB82642666503278233421C306D
true

true

C, C++ or other language

Reputation: low
Analysis Process: INV.exe PID: 6348 Parent PID: 7140
General
Start time: 02:06:00
Start date: 27/11/2020
Path: C:\Users\user\Desktop\INV.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Reputation:

File Activities

File Path

File Read

Copyright null 2020

true

C:\Users\user\Desktop\INV.exe
0x1060000

394240 bytes
83259CB82642666503278233421C306D
true

true

C, C++ or other language

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000003.00000002.654174864.0000000001081000.00000004.00020000.sdmp, Author:

Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000003.00000002.654174864.0000000001081000.00000004.00020000.sdmp,

Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000003.00000002.654174864.0000000001081000.00000004.00020000.sdmp, Author:

JPCERT/CC Incident Response Group

low

Attributes Options Completion

Source
Count Address Symbol
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Source

File Path Offset Length Completion Count Address Symbol

C:\Windows\SysWOWe64\ntdll.dll unknown 1622408 success or wait 1 107F781 ReadFile

C:\Windows\SysWOWe64\ntdll.dll unknown 1622408 success or wait 1 107F781 ReadFile

C:\Windows\SysWOWe64\ntdll.dll unknown 1622408 success or wait 1 107F781 ReadFile

C:\Windows\SysWOWe64\ntdll.dll unknown 1622408 success or wait 1 107F781 ReadFile

C:\Windows\SysWOWe64\ntdll.dll unknown 1622408 success or wait 1 107F781 ReadFile

C:\Windows\SysWOWe64\ntdll.dll unknown 1622408 success or wait 1 107F781 ReadFile
Analysis Process: INV.exe PID: 2856 Parent PID: 6348

General

Start time: 02:06:01

Start date: 27/11/2020

Path: C:\Users\user\Desktop\INV.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Reputation:

File Activities

File Read

File Path
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config

C:\Windows\assembly\Nativelmages_v4.0.30319_32\mscorlib\a152
fe02a317a77aeee36903305e8baé\mscorlib.ni.dll.aux

true

C:\Users\user\Desktop\INV.exe

0x1060000

394240 bytes
83259CB82642666503278233421C306D

true

true

Net C# or VB.NET

.

low

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000004.00000002.726038979.0000000000400000.00000040.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000004.00000002.726038979.0000000000400000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000004.00000002.726038979.0000000000400000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000004.00000002.726953085.0000000000BEA000.00000004.00000020.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000004.00000002.726953085.0000000000BEA000.00000004.00000020.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000004.00000002.726953085.0000000000BEA000.00000004.00000020.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000004.00000002.727594067.0000000003955000.00000004.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000004.00000002.727594067.0000000003955000.00000004.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000004.00000002.727594067.0000000003955000.00000004.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Source
Offset Length Completion Count Address Symbol
unknown 4095 success or wait 1 6D155705 unknown
unknown 6135 success or wait 1 6D155705 unknown
unknown 176 success or wait 1 6DOB0O3DE ReadFile

Analysis Process: WerFault.exe PID: 1868 Parent PID: 2856

General

Copyright null 2020
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Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

02:06:04

27/11/2020

C:\Windows\SysWOW64\WerFault.exe

true

C:\Windows\SysWOW64\WerFault.exe -u -p 2856 -s 872
0x9d0000

434592 bytes
9E2BBACAD48ECCA55C0230D63623661B

true

true

Net C# or VB.NET

Reputation: high
File Activities
File Created
File Path Access Attributes Options Completion
C:\Users\user\AppData\Local\DBG read data or list device directory file | object name collision
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\ProgramData\Microsoft\Windows\WER\Temp\WERD26.tmp read attributes | device synchronous io  success or wait
synchronize | non alert | non
generic read directory file
C:\ProgramData\Microsoft\Windows\WER\Temp\WERD26.tmp.dmp read attributes | device synchronous io  success or wait
synchronize | non alert | non
generic read | directory file
generic write
C:\ProgramData\Microsoft\Windows\WER\Temp\WER12D4.tmp read attributes | device synchronous io  success or wait
synchronize | non alert | non
generic read directory file
C:\ProgramData\Microsoft\Windows\WER\Temp\WER12D4.tmp.WERInt read attributes | device synchronous io  success or wait
ernalMetadata.xml synchronize | non alert | non
generic read | directory file
generic write
C:\ProgramData\Microsoft\Windows\WER\Temp\WER14C9.tmp read attributes | device synchronous io  success or wait
synchronize | non alert | non
generic read directory file
C:\ProgramData\Microsoft\Windows\WER\Temp\WER14C9.tmp.xml| read attributes | device synchronous io  success or wait
synchronize | non alert | non
generic read | directory file
generic write
C:\ProgramData\Microsoft\Windows\WER\ReportArchive\AppCrash_ read data or list device directory file | success or wait
INV.exe_7fa5c1fc50c97be82372a0bb1297551a3548ed7_49edae5c_07187e10  directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\ProgramData\Microsoft\Windows\WER\ReportArchive\AppCrash_ read attributes | device synchronous io  success or wait
INV.exe_7fa5c1fc50c97be82372a0bb1297551a3548ed7_49edae5¢c_071 synchronize | non alert | non
87e10\Report.wer generic write directory file
File Deleted
File Path Completion

C:\ProgramData\Microsoft\Windows\WER\Temp\WERD26.tmp
C:\ProgramData\Microsoft\Windows\WER\Temp\WER12D4.tmp
C:\ProgramData\Microsoft\Windows\WER\Temp\WER14C9.tmp
C:\ProgramData\Microsoft\Windows\WER\Temp\WERD26.tmp.dmp
C:\ProgramData\Microsoft\Windows\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windows\WER\Temp\WER14C9.tmp.xml|
C:\ProgramData\Microsoft\Windows\WER\Temp\WER14C7.tmp.csv
C:\ProgramData\Microsoft\Windows\WER\Temp\WER1759.tmp.txt

File Written

Copyright null 2020

success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait

success or wait

Count

Count

P R R R R R R R

Source
Address

6B8D1717

6B8C497A

6B8C497A

6B8C497A

6B8C497A

6B8C497A

6B8C497A

6B8C497A

6B8C497A

Source
Address

6B8C497A
6B8C497A
6B8C497A
6B8CA4BEF
6B8CA4BEF
6B8CA4BEF
6B8CA4BEF
6B8CA4BEF

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Symbol

unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD26.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD26.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD26.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD26.tmp.dmp

Copyright null 2020

Offset Length

unknown 32

unknown 6

unknown 1420

unknown 716

Value

4d 44 4d 50 93 a7 ee
a0 Oe 00 00 00 20 00
00 00 00 00 00 00 ff

50 c0 5f a4 05 12 00
00 00 00 00

00 00 00 00 00 00

00 00 06 00 07 55 04
01 0a 00 00 00 00 00
00 00 ee 42 00 00 02
00 00 00 f8 1a 00 00
00 01 00 00 47 65 6e
75 69 6e 65 49 6e 74

65 6¢ 57 06 05 00 ff fb

Ascii Completion

MDMP........ oo [ success or wait

...... success or wait

..... Uioreee B
..GenuinelntelW.

W...

.E.ur.o.p.e. .Standard.

T.im.e.....
........................ W.

8b 1f 00 00 00 00 54 E.u.r.o.p.e..D.a.y.li.g.h.t.

05 00 00 7 03 00 00
28 0b 00 00 f9 50 cO
5f 00 00 00 00 00 00
00 00 93 08 00 00 93
08 00 00 93 08 00 00
01 00 00 00 01 00 00
00 00 30 00 00 32 00
00 00 00 00 00 00 01
00 00 00 c4 ff ff ff 57
00 2e 00 20 00 45 00
7500 72 00 6f 00 70
00 65 00 20 00 53 00
7400 61 00 6e 00 64
00 61 00 72 00 64 00
20 00 54 00 69 00 6d
00 65 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 Oa 00 00 00 05
00 03 00 00 00 00 00
00 00 00 00 00 00 57
00 2e 00 20 00 45 00
7500 72 00 6f 00 70
00 65 00 20 00 44 00
61 00 79 00 6¢ 00 69
00 67 00 68 00 74 00
20 00 54 00 69 00 6d
00 65 00 00 00 00 00
00

7f 00 01 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
aa aa aa aa aa aa aa
aa aa aa aa aa aa aa
aa aa aa aa aa aa aa
aa aa aa aa aa aa aa
aa aa aa aa aa aa aa
aa aa aa aa aa aa aa
aa aa aa aa aa aa aa
aa aa aa aa aa aa aa
aa aa aa aa aa aa aa
aa aa aa aa aa aa aa
aa aa aa aa aa aa aa
aa aa aa aa aa aa aa
aa aa aa aa aa aa aa
aa aa aa aa aa aa aa
aa aa aa aa aa aa aa
aa aa aa aa aa aa aa
2b 00 00 00 53 00 00
00 2b 00 00 00 2b 00
00 00 Ob 00 07 80 00
d8 02 00 28 ac bc 00
00 00 bb 00 do 97 97
70 d8 6e 18 70 08 f9
8f 00 7e b6 €3 76 23
00 00 00 06 02 01 00
fc f8 8f 00 2b 00 00 00
aa aa aa aa aa aa aa
aa aa aa aa aa aa aa
aa aa aa aa aa aa aa
aa aa aa aa aa aa aa
aa aa aa aa aa aa aa
aa aa aa aa aa aa aa
aa aa aa aa aa aa aa
aa aa

T.im.e....

success or wait

success or wait

Source

Count Address Symbol

1

1

1

1

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD26.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD26.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD26.tmp.dmp

Copyright null 2020

Offset Length Value

unknown 168

unknown 20

unknown 5892

ds 01 00 00 00 00 00
00 05 00 00 c0 00 00
00 00 00 00 00 00 00
00 00 00 7e b6 e3 76
00 00 00 00 02 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 08
dg 02 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 cc
02 00 00 7a 1f 00 00

ba 00 00 00 fc e8 8f
000000000004 17
00 00 e6 3b 00 00

bc 9a 11 77 a3 1a ae
74 aa aa aa aa 30 eb
8f 00 aa aa aa aa 00
00 00 00 00 00 00 00
aa aa aa aa 00 00 00
00 64 03 00 00 60 03
00 00 00 00 00 00 24
00 00 00 aa aa aa aa
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
aa aa aa aa 00 60 6f
00 00 00 00 00 00 00
00 00 00 00 00 00 30
eb 8f 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00

Completion

success or wait

success or wait

success or wait

Source

Count Address Symbol

1

186

185

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD26.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD26.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD26.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD26.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD26.tmp.dmp

Copyright null 2020

Offset Length Value

unknown 4096

unknown 4

unknown 716

unknown 48

unknown 4

bc f6 a4 04 00 00 a5
04 00 e0 a4 04 00 00
00 00 00 1e 00 00 00
00 00 00 00 50 70 00
00 00 00 00 28 Ob 00
00 74 19 00 00 00 00
00 00 30 75 bb 00 00
60 6f 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 70 Oa 77
09 04 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00

05 00 00 00

3f 00 01 00 00 00 00

00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
aa aaaa aaaaaaaa
aa aa aa aa aaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aa aa aaaaaaaa
aa aa aa aaaaaaaa
aa aa aaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaa aaaaaaaa
aa aa aa aa aaaaaa
aa aa aa aaaaaaaa
aa aaaaaaaaaaaa
aa aa aa aaaaaaaa
aa aa aaaaaaaaaa
2b 00 00 00 53 00 00
00 2b 00 00 00 2b 00
00 00 aa aa aa aa aa
aa aa aa 00 00 00 00
aa aaaa aaaaaaaa
aa 00 00 00 00 90 ea
8f 00 bc 9a 11 77 23

00 00 00 16 02 00 00
00 €9 8f 00 2b 00 00

00 aa aa aa aa aa aa
aa aa aaaaaaaaaa
aa aa aaaaaaaaaa
aa aaaaaaaaaaaa
aa aa aa aaaaaaaa
aa aa aa aaaaaaaa
aa aa aa aa aaaaaa
aaaaaa

7419 00 00 01 00 00
00 20 00 00 00 02 00
00 00 00 50 70 00 00
00 00 00 58 f6 a4 04
00 00 00 00 a8 09 00
00 d2 8a 00 00 cc 02
00 00 76 2d 00 00

27 00 00 00

Pp. X

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

Source

Count Address Symbol

1

5

5

1

39

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD26.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD26.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD26.tmp.dmp

Copyright null 2020

Offset Length

unknown 20

unknown 752

unknown 14064

Value

Oe 00 00 00 49 00 4e
00 56 00 2e 00 65 00
78 00 65 00 00 00

00 00 71 76 00 00 00
00 00 70 04 00 €6 eb
04 00 f8 ac 1a 38 5¢
1f 00 00 bd 04 ef fe 00
00 01 00 00 00 0a 00
01 00 ee 42 00 00 Oa
00 01 00 ee 42 3f 00
00 00 00 00 00 00 04
00 04 00 02 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 25 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
40 41 00 00 00 00 00
00 00 00 00 00 00 00
00 00 01 00 0Of 00 5a
62 02 00 00 10 00 00
fb fe Of 00 01 00 00 00
ff ff 13 00 00 00 01 00
00 00 01 00 00 00 00
00 ff ff fe 7f 00 00 00
00 0f 00 00 00 00 00
00 00 04 00 00 00 00
a0 aa 02 00 00 00 00
00 fO 3a 03 00 00 00
00 54 5e 01 00 00 01
00 00 00 00 00 00 ff ff
ff ff 00 00 00 00 97 70
03 00 00 00 00 00 3c
7c 03 00 00 00 00 00
00 00 00 00 00 00 00
00 7d 39 1b 00 00 00
00 00 c3 ¢5 04 00 00
00 00 00 40 ff 1f 00 00
00 00 00 00 dc 04 00
00 00 00

0a 00 00 00 45 00 76
00 65 00 6e 00 74 00
00 00 00 00 00 00 06
00 00 00 08 00 00 00
01 00 00 00 00 00 00
00 28 00 00 00 57 00
61 00 69 00 74 00 43
00 6f 00 6d 00 70 00
6¢ 00 65 00 74 00 69
00 6f 00 6e 00 50 00
61 00 63 00 6b 00 65
00 74 00 00 00 18 00
00 00 49 00 6f 00 43
00 6f 00 6d 00 70 00
6¢ 00 65 00 74 00 69
00 6f 00 6e 00 00 00
1e 00 00 00 54 00 70
00 57 00 6f 00 72 00
6b 00 65 00 72 00 46
00 61 00 63 00 74 00
6f 00 72 00 79 00 00
00 Oe 00 00 00 49 00
52 00 54 00 69 00 6d
00 65 00 72 00 00 00
28 00 00 00 57 00 61
00 69 00 74 00 43 00
6f 00 6d 00 70 00 6¢
00 65 00 74 00 69 00
6f 00 6e 00 50 00 61
00 63 00 6b 00 65 00
74 00 00 00 Oe 00 00
00 49 00 52 00 54 00
69 00 6d 00 65 00 72
00 00 00 28 00 00 00
57 00 61 00 69 00 74
00 43 00 6f 00 6d 00
7000 6¢

Ascii

.....N.V..ex.e...

L@A...

LGEvento
(...W.a.i.t.C.o.m.p.l.e.
tio.n.P.a.cke.t....lo.
C.o.m.p.l.e.ti.o.n.....T.p.
W.o.rk.er.Fa.cto.ry...
LLR.Timee.r..(..W.a.it.
C.o.m.p.l.e.ti.o.n.P.a.ck.e.
te..LRT.iim.e.r..(.W.
a.i.t.C.o.m.p.l

Completion

success or wait

success or wait

success or wait

Source

Count Address Symbol

39

1

1

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 108 03000000f40000 ...ccceeuenee. Xeveeeniaanen success or wait 1 6B8C497A unknown
ws\WER\Temp\WERD26.tmp.dmp 00 fc 06 00 00 04 00

00 00 78 10 00 00 fc

07 000005000000 ..te.cc.e.. ...

a4 0b 00 00 42 30 00

00 06 00 00 00 a8 00

00 00 54 06 00 00 07

00 00 00 38 00 00 00

¢8 00 00 00 Of 00 00

00 54 05 00 00 00 01

00 00 Oc 00 00 00 98

22 00 00 4e 8c 01 00

15 00 00 00 ec 01 00

00 74 18 00 00 16 00

00 00 98 00 00 00 60

1a 00 00
C:\ProgramData\Microsoft\Windo unknown 2 ff fe success or wait 1 6B8C497A unknown
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 78 3c003f0078006d <.?.x.m.l. .v.e.rs.i0.n=" success orwait 1 6B8C497A unknown
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml 006c 0020007600 1..0."..e.n.c.o.d.i.n.g.=.".

65007200730069 U.T.F.-.1.6.".2.>.

00 6f 00 6e 00 3d 00

2200 31 00 2e 00 30

00 22 00 20 00 65 00

6e 00 63 00 6f 00 64

00 69 00 6e 00 67 00

3d 00 22 00 55 00 54

00 46 00 2d 00 31 00

36 00 22 00 3f 00 3e

00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6B8C497A unknown
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 38 3c 005700450052 <.W.E.R.R.e.p.o.rt.M.e.t.a. success or wait 1 6B8C497A unknown
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml 00520065007000 d.ata.>.

6f 00 72 00 74 00 4d

00 65 00 74 00 61 00

64 00 61 00 74 00 61

00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6B8C497A unknown
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 success or wait 1 6B8C497A unknown
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 44 3c004f00530056 <.0.S.V.ers.io.n.l.n.fo.r. success orwait 1 6B8C497A unknown
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml 00650072007300 m.a.ti.o.n.>.

69 00 6f 00 6e 00 49

00 6e 00 66 00 6f 00

72 00 6d 00 61 00 74

00 69 00 6f 00 6e 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6B8C497A unknown
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 success or wait 2 6B8C497A unknown
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 82 3c 0057006900 6e <.W.i.n.d.o.w.s.N.T.V.e.r.s. success or wait 1 6B8C497A unknown
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml 00 64 00 6f00 77 00 i.0.n.>.1.0...0.

73004e 00540056 <./W.i.n.d.o.w.

00650072007300 s.N.T.V.e.r.s.i.o.n.>.

69 00 6f 00 6e 00 3e

00 31 00 30 00 2e 00

30 00 3c 00 2f 00 57

00 69 00 6e 00 64 00

6f 00 77 00 73 00 4e

00 54 00 56 00 65 00

72 00 73 00 69 00 6f

00 6e 00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6B8C497A unknown
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 success or wait 2 6B8C497A unknown
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 40 3c004200750069 <.B.u.i.l.d>.1.7.1.3.4.<./.B. success or wait 1 6B8C497A unknown
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml 00 6¢ 00 64 00 3e 00 u.i.l.d.>.

3100 37 00 31 00 33

00 34 00 3c 00 2f 00

42 00 75 00 69 00 6¢

00 64 00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6B8C497A unknown
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 success or wait 2 6B8C497A unknown

ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

Copyright null 2020
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

Copyright null 2020

Offset

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length
82

4

2

62

4

2

134

44

72

4

2

Value

3c 00 50 00 72 00 6f
00 64 00 75 00 63 00
74 00 3e 00 28 00 30
00 78 00 33 00 30 00
29 00 3a 00 20 00 57
00 69 00 6e 00 64 00
6f 00 77 00 73 00 20
00 31 00 30 00 20 00
50 00 72 00 6f 00 3¢
00 2f 00 50 00 72 00
6f 00 64 00 75 00 63
00 74 00 3e 00

0d 00 0a 00

09 00

3c 00 45 00 64 00 69
00 74 00 69 00 6f 00
6e 00 3e 00 50 00 72
00 6f 00 66 00 65 00
7300 73 00 69 00 6f
00 6e 00 61 00 6¢ 00
3c 00 2f 00 45 00 64
00 69 00 74 00 69 00
6f 00 6e 00 3e 00

0d 00 0a 00

09 00

3c 0042 00 75 00 69
00 6¢ 00 64 00 53 00
7400 72 00 69 00 6e
00 67 00 3e 00 31 00
37 0031003300 34
00 2e 00 31 00 2e 00
61 00 6d 00 64 00 36
00 34 00 66 00 72 00
6500 2e 00 72 00 73
00 34 00 5f 00 72 00
65 00 6¢ 00 65 00 61
00 73 00 65 00 2e 00
31 00 38 00 30 00 34
00 31 00 30 00 2d 00
31 00 38 00 30 00 34
00 3c 00 2f 00 42 00
7500 69 00 6¢ 00 64
0053 00 74 00 72 00
69 00 6e 00 67 00 3e
00

0d 00 0a 00

09 00

3c 00 52 00 65 00 76
00 69 00 73 00 69 00
6f 00 6e 00 3e 00 31
00 3c 00 2f 00 52 00
65 00 76 00 69 00 73
00 69 00 6f 00 6e 00
3e 00

0d 00 0a 00

09 00

3c 00 46 00 6¢ 00 61
00 76 00 6f 00 72 00
3e 00 4d 00 75 00 6¢
00 74 00 69 00 70 00
72 00 6f 00 63 00 65
00 73 00 73 00 6f 00
72002000 46 00 72
00 65 00 65 00 3c 00
2f 00 46 00 6¢ 00 61
00 76 00 6f 00 72 00
3e 00

0d 00 0a 00

09 00

Ascii Completion

<.P.r.o.d.u.c.t.>.(.0.x.3.0.). success or wait

. .\W.in.d.o.w.s. .1.0. .P.r.
0.<./P.ro.d.u.c.t>.

success or wait

success or wait

<.E.d..tio.n>P.r.o.fes. success orwait

s..o.n.al.</E.d.itio.n.>.

success or wait

success or wait

<.B.u.ild.S.trin.g.>.1.7. success or wait

1.34..1.am.d.6.4fre..
rs.4._rele.as.e..1.8.0.
4.1.0.-.1.8.0.4.<./.B.u.i.l.d.
S.trin.g.>.

success or wait

success or wait

<.R.e.v.is.i.o.n>.1.</.R.e. success or wait
v.i.s.i.o.n>.

success or wait

success or wait

<.F.lLa.v.o.r.>M.u.l.ti.p.r.  success or wait

o.c.e.s.s.o.r. .F.re.e.</F.
l.a.v.o.r>.

success or wait

success or wait

Count Address

1

1

2

Source
Symbol

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 64 3c 004100720063 <.Ar.c.hite.c.ture>X. successorwait 1 6B8C497A unknown
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml 00680069007400 6.4.</Ar.ch.ite.ctu.r.

65006300740075 e.>.
00 72 00 65 00 3e 00
58 00 36 00 34 00 3¢
00 2f 00 41 00 72 00
63 00 68 00 69 00 74
00 65 00 63 00 74 00
7500 72 00 65 00 3e

00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6B8C497A unknown
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6B8C497A unknown
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 34 3c004c 00430049 <.L.C..D.>.1.0.3.3. success or wait 1 6B8C497A unknown
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml 00440032 003100 <.L.C..D.>.

30 00 33 00 33 00 3¢
00 2f 00 4c 00 43 00
49 00 44 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6B8C497A unknown
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6B8C497A unknown
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 46 3c 00 2f004f0053 <./.0.S.V.ers..o.n.lnfo. success orwait 1 6B8C497A unknown
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml 0056 0065007200 r.m.a.t.i.o.n.>.

7300 69 00 6f 00 6e
00 49 00 6e 00 66 00
6f 00 72 00 6d 00 61
00 74 00 69 00 6f 00

6e 00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6B8C497A unknown
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6B8C497A unknown
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 40 3c 0050007200 6f <.P.r.o.c.e.s.s.l.nfo.rm.a. success or wait 1 6B8C497A unknown
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml 0063 0065007300 t.i.o.n.>.

73 00 49 00 6e 00 66
00 6f 00 72 00 6d 00
61 00 74 00 69 00 6f
00 6e 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6B8C497A unknown
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6B8C497A unknown
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 30 3c 005000690064 <.P.i.d.>.2.8.5.6.<./.P.i.d.>. success or wait 1 6B8C497A unknown
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml 00 3e 00 32 00 38 00

3500 36 00 3c 00 2f
00 50 00 69 00 64 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6B8C497A unknown
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6B8C497A unknown
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 60 3c0049006d0061 <..ma.g.e.N.am.e.>.I.N.V success or wait 1 6B8C497A unknown
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml 00 67 00 65 00 4e 00 ...e.x.e.

6100 6d 00 65 003e <./.l.m.a.g.e.N.a.m.e.>.
00 49 00 4e 00 56 00
2e 00 65 00 78 00 65
00 3c 00 2f 00 49 00
6d 00 61 00 67 00 65
00 4e 00 61 00 6d 00

65 00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6B8C497A unknown
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6B8C497A unknown
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 90 3c0043006d0064 <.C.m.d.L.i.n.e.S.i.g.n.a.t.u success or wait 1 6B8C497A unknown
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml 00 4c 00 69 00 6e 00 .r.e.>.0.0.0.0.0.0.0.0.

650053 00690067 <./.C.m.
00 6e 0061007400 d.L.i.n.eS.ig.natur.e>.
7500 72 00 65 00 3e

00 30 00 30 00 30 00

30 00 30 00 30 00 30

00 30 00 3c 00 2f 00

43 00 6d 00 64 00 4c

00 69 00 6e 00 65 00

53 00 69 00 67 00 6e

00 61 00 74 00 75 00

72 00 65 00 3e 00
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

Copyright null 2020

Offset

unknown 4

unknown 2

unknown 42

unknown 4

unknown 2

unknown 82

unknown 4

unknown 2

unknown 52

unknown 4

unknown 2

unknown 44

unknown 4

unknown 2

unknown 88

unknown 4

unknown 2

unknown 72

Length Value

0d 00 0a 00

09 00

3c 00 55 00 70 00 74
00 69 00 6d 00 65 00
3e 00 36 00 34 00 39
00 38 00 3c 00 2f 00
5500 70 00 74 00 69
00 6d 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 57 00 6f 00 77
00 36 00 34 00 20 00
67 00 75 00 65 00 73
00 74 00 3d 00 22 00
33 003300320022
00 20 00 68 00 6f 00
7300 74 00 3d 00 22
00 33 00 34 00 34 00
30 00 34 00 22 00 3e
00 31 00 3c 00 2f 00
57 00 6f 00 77 00 36
00 34 00 3e 00

0d 00 0a 00

09 00

3c 0049 00 70 00 74
00 45 00 6e 00 61 00
62 00 6¢ 00 65 00 64
00 3e 00 30 00 3c 00
2f 0049 00 70 00 74
00 45 00 6e 00 61 00
62 00 6¢ 00 65 00 64
00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 63 00 65 00 73 00
7300 56 00 6d 00 49
00 6e 00 66 00 6f 00
7200 6d 00 61 00 74
00 69 00 6f 00 6e 00
3e 00

0d 00 0a 00

09 00

3¢ 00 50 00 65 00 61
00 6b 00 56 00 69 00
7200 74 00 75 00 61
00 6¢ 00 53 00 69 00
7a 00 65 00 3e 00 31
00 35 00 34 00 38 00
3500 3300 3300 37
00 36 00 3c 00 2f 00
50 00 65 00 61 00 6b
00 56 00 69 00 72 00
74 00 75 00 61 00 6¢
00 53 00 69 00 7a 00
65 00 3e 00

0d 00 0a 00

09 00

3c 00 56 00 69 00 72
00 74 00 75 00 61 00
6¢ 00 53 00 69 00 7a
00 65 00 3e 00 31 00
3500 34 00 38 00 34
00 3500 31 00 38 00
34 00 3c 00 2f 00 56
00 69 00 72 00 74 00
7500 61 00 6¢ 00 53
00 69 00 7a 00 65 00
3e 00

Ascii

<.U.p.t.i.m.e.>.6.4.9.8.
</.Up.tim.e.>.

<W.o.w.6.4.
.g.u.es.t="3.3.2.".

.h.0.st.="3.4.4.04.">1.

<./W.o.w.6.4.>.

<.l.p.t.E.n.a.b.l.e.d.>.0.</.

l.p.t.E.n.a.b.l.e.d.>.

<.P.ro.cee.s.s.V.m.Ln.fo.r.

m.a.t.i.o.n.>.

<.P.eak.V.irtualS.z.

e.>.154.85.33.7.6.
<./P.e.
ak\V.irtualS.ize>.

<.VirtualS.ize>.15.
4.8.45.1.8.4.</V.irtu.a.

.S.i.z.e>.

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

1

2

1

1

8

1

Source

Address  Symbol

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6B8C497A unknown
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6B8C497A unknown
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 74 3c 005000610067 <.P.ag.e.F.au.lt.C.o.u.nt success orwait 1 6B8C497A unknown
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml 00650046 006100 >.3.8.3.5.

7500 6¢ 00 7400 43 <..P.a.g.e.F.a.u.l.
00 6f 00 75 00 6e 00  t.C.o.u.n.t.>.

74 00 3e 00 33 00 38

00 33 00 35 00 3c 00

2f 00 50 00 61 00 67

00 65 00 46 00 61 00

75 00 6¢ 00 74 00 43

00 6f 00 75 00 6e 00

7400 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6B8C497A unknown
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6B8C497A unknown
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 98 3c 005000650061 <.P.e.akW.o.rk.in.g.S.e.t success or wait 1 6B8C497A unknown
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml 00 6b 00 57 00 6f00 .S.i.z.e.>.1.5.0.8.9.6.6.4.

7200 6b 00 69 00 6e <./
0067 0053006500 P.eakW.o.rkingsS.etS
7400530069 007a .i.z.e.>.
00 65 00 3e 00 31 00

3500 30 00 38 00 39

00 36 00 36 00 34 00

3c 00 2f 00 50 00 65

00 61 00 6b 00 57 00

6f 00 72 00 6b 00 69

00 6e 00 67 00 53 00

65 00 74 00 53 00 69

00 7a 00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6B8C497A unknown
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6B8C497A unknown
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 82 3c 0057 006f0072 <.W.o.rk..n.g.S.e.t.S.i.z.e. success or wait 1 6B8C497A unknown
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml 00 6b 00 69 00 6e 00 >.1.5.0.8.9.6.6.4.

67 005300650074 <./W.o.rk.
00530069007a00 i.n.g.S.etS.ize>.
65 00 3e 00 31 00 35

00 30 00 38 00 39 00

36 00 36 00 34 00 3c

00 2f 00 57 00 6f 00

72 00 6b 00 69 00 6e

00 67 00 53 00 65 00

7400 53 00 69 00 7a

00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6B8C497A unknown
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6B8C497A unknown
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 114 3c00510075006f <.Q.u.o.ta.P.eakP.ag.e. successorwait 1 6B8C497A unknown
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml 0074 0061005000 d.

65006100 6b 0050 P.o.0lUs.a.g.e>2.26.4.
00 61 00 67 00 6500 6.4.

64 00 50 00 6f 00 6f <./.Q.u.0.t.a.P.e.a.k.P.a.g.
00 6c 005500 7300 e.d.P.o.o.l.U.s.a.g.e.>.

61 00 67 00 65 00 3e

00 32 00 32 00 36 00

34 00 36 00 34 00 3c

00 2f 00 51 00 75 00

6f 00 74 00 61 00 50

00 65 00 61 00 6b 00

50 00 61 00 67 00 65

00 64 00 50 00 6f 00

6f 00 6¢ 00 55 00 73

00 61 00 67 00 65 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6B8C497A unknown
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6B8C497A unknown

ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

Copyright null 2020

Offset Length

unknown 98

unknown 4

unknown 2

unknown 124

unknown 4

unknown 2

unknown 108

unknown 4

unknown 2

unknown 76

unknown 4

unknown 2

Value

3c 00 51 00 75 00 6f
00 74 00 61 00 50 00
61 00 67 00 65 00 64
00 50 00 6f 00 6f 00

6¢ 00 55 00 73 00 61
00 67 00 65 00 3e 00
3200 3200 36 00 32
00 39 00 36 00 3c 00
2f 00 51 00 75 00 6f

00 74 00 61 00 50 00
61 00 67 00 65 00 64
00 50 00 6f 00 6f 00

6¢ 00 55 00 73 00 61
00 67 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f
00 74 00 61 00 50 00
65 00 61 00 6b 00 4e
00 6f 00 6e 00 50 00
61 00 67 00 65 00 64
00 50 00 6f 00 6f 00
6¢ 00 55 00 73 00 61
00 67 00 65 00 3e 00
33 00 33003600 30
00 38 00 3c 00 2f 00
51 00 75 00 6f 00 74
00 61 00 50 00 65 00
61 00 6b 00 4e 00 6f
00 6e 00 50 00 61 00
67 00 65 00 64 00 50
00 6f 00 6f 00 6¢ 00
5500 73 00 61 00 67
00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f
00 74 00 61 00 4e 00
6f 00 6e 00 50 00 61
00 67 00 65 00 64 00
50 00 6f 00 6f 00 6¢
00 55 00 73 00 61 00
67 00 65 00 3e 00 33
00 33 00 33 00 33 00
36 00 3c 00 2f 00 51
00 75 00 6f 00 74 00
61 00 4e 00 6f 00 6e
00 50 00 61 00 67 00
65 00 64 00 50 00 6f
00 6f 00 6¢ 00 55 00
73 00 61 00 67 00 65
00 3e 00

0d 00 0a 00

09 00

3¢ 0050 00 61 00 67
00 65 00 66 00 69 00
6¢ 00 65 00 55 00 73
00 61 00 67 00 65 00
3e 00 36 00 37 00 37
00 34 00 37 00 38 00
34 00 3c 00 2f 00 50
00 61 00 67 00 65 00
66 00 69 00 6¢ 00 65
00 55 00 73 00 61 00
67 00 65 00 3e 00

0d 00 0a 00

09 00

Ascii Completion
<.Q.u.o.t.a.P.a.g.e.d.P.0.0. success or wait 1
lLU.s.a.g.e>.2.2.6.2.9.6.
<./.Q.
u.o.t.a.P.a.g.e.d.P.o.0.l.U.s
.a.g.e>.
success or wait 1
success or wait &
<.Q.u.o.t.a.P.e.a.k.N.o.n.P. success or wait 1
a.
g.e.d.P.o.0.l.Us.a.g.e>.3.
3.6.0.8.
<./.Q.u.o.t.a.P.e.a.k.N.
o.n.P.a.g.e.d.P.o.0.l.U.s.a.
g.e>.
success or wait 1
success or wait &
<.Q.u.o.t.a.N.o.n.P.a.g.e.d. success or wait 1
P.
0.0..U.s.a.g.e.>.3.3.3.3.6.
<.
/.Q.u.o.t.a.N.o.n.P.a.g.e.d.
P.o.0.l.Us.a.g.e.>.
success or wait 1
success or wait &
<.P.a.g.efileU.s.a.g.e.>. success or wait 1
6.7.7.4.7.8.4.<./.P.a.g.e.f.i.
l.e.U.s.a.g.e.>.
success or wait 1
success or wait &

Count Address

Source
Symbol

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

Copyright null 2020

Offset

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length
92

4

2

72

46

42

38

62

4

2

Value

3c 00 50 00 65 00 61
00 6b 00 50 00 61 00
67 00 65 00 66 00 69
00 6¢ 00 65 00 55 00
73 00 61 00 67 00 65
00 3e 00 36 00 37 00
38 00 32 00 39 00 37
00 36 00 3c 00 2f 00
50 00 65 00 61 00 6b
00 50 00 61 00 67 00
65 00 66 00 69 00 6¢
00 65 00 55 00 73 00
61 00 67 00 65 00 3e
00

0d 00 0a 00

09 00

3c 00 50 00 72 00 69
00 76 00 61 00 74 00
65 00 5500 73 00 61
00 67 00 65 00 3e 00
36 00 37 00 37 00 34
00 37 00 38 00 34 00
3c 00 2f 00 50 00 72
00 69 00 76 00 61 00
74 00 6500550073
00 61 00 67 00 65 00
3e 00

0d 00 0a 00

09 00

3c 00 2f 00 50 00 72
00 6f 00 63 00 65 00
7300 73 00 56 00 6d
00 49 00 6e 00 66 00
6f 00 72 00 6d 00 61
00 74 00 69 00 6f 00
6e 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 50 00 72
00 6f 00 63 00 65 00
73 00 73 00 49 00 6e
00 66 00 6f 00 72 00
6d 00 61 00 74 00 69
00 6f 00 6e 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 62 00 6¢ 00 65 00
6d 00 53 00 69 00 67
00 6e 00 61 00 74 00
750072006500 73
00 3e 00

0d 00 0a 00

09 00

3c 00 45 00 76 00 65
00 6e 00 74 00 54 00
79 00 70 00 65 00 3e
00 41 00 50 00 50 00
43 005200410053
00 48 00 3c 00 2f 00
45 00 76 00 65 00 6e
00 74 00 54 00 79 00
70 00 65 00 3e 00

0d 00 0a 00

09 00

Ascii

Completion

<.P.e.akP.a.g.efileU.s. success or wait

a.g.e.>.6.7.8.2.9.7.6.
<./P.e.

a.k.P.a.g.efileU.s.ag.e.

>,

success or wait

success or wait

<.P.riv.ate.U.ss.a.g.e.>.6. success or wait

7.74.78.4.</P.riv.ate.

Us.a.g.e>.

<./.P.ro.c.e.s.s.v.m.l.n.f.o.

rm.a.ti.o.n.>.

<./.P.ro.c.e.s.s.l.n.f.o.rm.

a.ti.o.n.>.

<.P.ro.b.l.e.m.S.i.g.n.a.t.u.

TE52

<.E.v.e.ntT.y.p.e>A.P.P.

C.R.AAS.H.
</E.v.entT.y.p.e>.

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Address

1

1

8

1

8

16

Source
Symbol

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

Copyright null 2020

Offset

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length Value

64

40

38

96

40

38

Ascii

Completion

3c 005000610072 <.P.aram.e.ter0.>lN.V success orwait

00 61 00 6d 00 65 00
74 00 6500 72 00 30
00 3e 00 49 00 4e 00
56 00 2e 00 65 00 78
00 65 00 3c 00 2f 00
50 00 61 00 72 00 61
00 6d 00 65 00 74 00
6500 72 00 30 00 3e
00

0d 00 0a 00

09 00

3c 00 2f 00 50 00 72
00 6f 00 62 00 6¢ 00
65 00 6d 00 53 00 69
00 67 00 6e 00 61 00
74007500 72 00 65
00 73 00 3e 00

0d 00 0a 00

09 00

3c 00 44 00 79 00 6e
00 61 00 6d 00 69 00
63 00 53 00 69 00 67
00 6e 00 61 00 74 00
750072006500 73
00 3e 00

0d 00 0a 00

09 00

3¢ 0050 00 61 00 72
00 61 00 6d 00 65 00
74006500 72 00 31
00 3e 00 31 00 30 00
2e 00 30 00 2e 00 31
00 37 00 31 00 33 00
34 00 2e 00 32 00 2e
00 30 00 2e 00 30 00
2e 00 32 00 35 00 36
00 2e 00 34 00 38 00
3c 00 2f 00 50 00 61
00 72 00 61 00 6d 00
65 00 74 00 65 00 72
00 31 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 44 00 79
00 6e 00 61 00 6d 00
69 00 63 00 53 00 69
00 67 00 6e 00 61 00
74 007500 72 00 65
00 73 00 3e 00

0d 00 0a 00

09 00

3¢ 0053 007900 73
00 74 00 65 00 6d 00
49 00 6e 00 66 00 6f
00 72 00 6d 00 61 00
74 00 69 00 6f 00 6e
00 3e 00

0d 00 0a 00

09 00

..ex.e.</P.aram.e.te.r.
0.>.

<./.P.r.o.b..e.m.S.i.g.n.a.t.
u.r.e.s.>.

<.D.y.n.a.m.i.c.S.i.g.n.a.t.u.
re.s.>.

<.P.aram.e.terl1>10..
0..1.7.1.3.4...2...0...0...2.
5.6..4.8.</P.aram.e.t.e.
r.1.>.

<./.D.y.n.am.i.c.S.i.g.n.a.t.
u.r.es.>.

<.S.y.s.te.m.l.n.foorm.a.t.
i.o.n.>.

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Address

8

12

Source
Symbol

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown
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File Path Offset
C:\ProgramData\Microsoft\Windo unknown 94
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2

ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 106

ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 96
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2

ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 120

ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2

ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

Copyright null 2020

Length

Value

3c 00 4d 00 49 00 44
00 3e 00 41 00 32 00
4100 42 00 35 00 32
00 36 00 41 00 2d 00
4400 33 00 38 00 44
00 2d 00 34 00 46 00
4300 39 00 2d 00 38
00 42 00 41 00 30 00
2d 00 45 00 33 00 34
00 42 00 38 00 44 00
36 00 33 00 35 00 34
00 45 00 38 00 3c 00
2f 00 4d 00 49 00 44
00 3e 00

0d 00 0a 00

09 00

3¢ 0053007900 73
00 74 00 65 00 6d 00
4d 00 61 00 6e 00 75
00 66 00 61 00 63 00
74007500 72 00 65
00 72 00 3e 00 6b 00
74 00 76 00 66 00 74
00 68 00 2c 00 20 00
49 00 6e 00 63 00 2e
00 3c 00 2f 00 53 00
79 00 73 00 74 00 65
00 6d 00 4d 00 61 00
6e 00 75 00 66 00 61
00 63 00 74 00 75 00
72 006500 7200 3e
00

0d 00 0a 00

09 00

3¢ 0053007900 73
00 74 00 65 00 6d 00
50 00 72 00 6f 00 64
00 75 00 63 00 74 00
4e 00 61 00 6d 00 65
00 3e 00 6b 00 74 00
76 00 66 00 74 00 68
00 37 00 2c 00 31 00
3c 00 2f 00 53 00 79
00 73 00 74 00 65 00
6d 00 50 00 72 00 6f
00 64 00 75 00 63 00
7400 4e 00 61 00 6d
00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 42 00 49 00 4f
00 53 00 56 00 65 00
72 00 73 00 69 00 6f
00 6e 00 3e 00 56 00
4d 00 57 00 37 00 31
00 2e 00 30 00 30 00
56 00 2e 00 31 00 33
00 39 00 38 00 39 00
34 00 3500 34 00 2e
00 42 00 36 00 34 00
2e 00 31 00 39 00 30
00 36 00 31 00 39 00
30 00 3500 33 00 38
00 3c 00 2f 00 42 00
49 00 4f 00 53 00 56
00 65 00 72 00 73 00
69 00 6f 00 6e 00 3e
00

0d 00 0a 00

09 00

Source

Ascii Completion Count Address Symbol
<.M.l.D.>.A.2.A.B.5.2.6.A.- success or wait 1 6B8C497A unknown
.D.3.8.D.-4.F.C9.-
.8.B.A.0.-.E.
3.4.B.8.D.6.3.5.4.E.8.
<./.M.I.D.>.
success or wait 1 6B8C497A unknown
success or wait 2 6B8C497A unknown
<.S.y.s.te.m.M.a.n.u.f.a.c.t success or wait 1 6B8C497A unknown
.urer>ktv.fth,. .Lnc..
<./.S.y.s.t.e.m.M.a.n.u.f.
ac.ture.r>.
success or wait 1 6B8C497A unknown
success or wait 2 6B8C497A unknown
<.S.y.s.t.e.m.P.r.o.d.u.c.t.N success or wait 1 6B8C497A unknown

ame>ktv.fth7.,.1.</
S.y.s.t.e.m.P.r.o.d.u.c.tN.a
.m.e.>.

success or wait 1 6B8C497A unknown
success or wait 2 6B8C497A unknown
<.B.l.O.S.V.e.r.s.i.o.n.>.V. success or wait 1 6B8C497A unknown
M.
W.7.1...0.0.V...1.3.9.8.9.4.
5.
4..B.6.4..1.9.0.6.1.9.0.5.3
.8.
<./.B.l.O.S.V.e.r.s.i.o.n.>.
success or wait 1 6B8C497A unknown
success or wait 2 6B8C497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

Copyright null 2020

Offset

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length
82

4

2

102

4

2

70

40

34

96

Value

3c 00 4f 00 53 00 49
00 6e 00 73 00 74 00
61 00 6¢ 00 6¢ 00 44
00 61 00 74 00 65 00
3e 00 31 00 3500 35
00 36 00 32 00 33 00
30 00 39 00 31 00 39
00 3c 00 2f 00 4f 00
53 00 49 00 6e 00 73
00 74 00 61 00 6¢ 00
6¢ 00 44 00 61 00 74
00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 4f 00 53 00 49
00 6e 00 73 00 74 00
61 00 6¢ 00 6¢ 00 54
00 69 00 6d 00 65 00
3e 00 32 00 30 00 31
00 39 00 2d 00 30 00
36 00 2d 00 32 00 37
00 54 00 31 00 34 00
3a 00 34 00 39 00 3a
00 32 00 31 00 5a 00
3c 00 2f 00 4f 00 53
00 49 00 6e 00 73 00
74 00 61 00 6¢ 00 6¢
00 54 00 69 00 6d 00
65 00 3e 00

0d 00 0a 00

09 00

3c 00 54 00 69 00 6d
00 65 00 5a 00 6f 00
6e 00 65 00 42 00 69
00 61 00 73 00 3e 00
2d 00 30 00 31 00 3a
00 30 00 30 00 3c 00
2f 00 54 00 69 00 6d
00 65 00 5a 00 6f 00
6e 00 65 00 42 00 69
00 61 00 73 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 53 00 79
00 73 00 74 00 65 00
6d 00 49 00 6e 00 66
00 6f 00 72 00 6d 00
61 00 74 00 69 00 6f
00 6e 00 3e 00

0d 00 0a 00

09 00

3c 00 53 00 65 00 63
00 75 00 72 00 65 00
42 00 6f 00 6f 00 74
00 53 00 74 00 61 00
74 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 55 00 45 00 46
00 49 00 53 00 65 00
63 00 75 00 72 00 65
00 42 00 6f 00 6f 00
74 00 45 00 6e 00 61
00 62 00 6¢ 00 65 00
64 00 3e 00 30 00 3c
00 2f 00 55 00 45 00
46 00 49 00 53 00 65
00 63 00 7500 72 00
65 00 42 00 6f 00 6f
00 74 00 45 00 6e 00
61 00 62 00 6¢ 00 65
00 64 00 3e 00

Ascii Completion

<.0.S.I.n.s.tallD.ate.> success or wait
1.5.5.6.2.3.0.9.1.9.
<./.0.S.l.

ns.tallD.ate.>.

success or wait

success or wait

<.0.S.I.n.s.t.allT.i.m.e.>. success or wait

2.0.1.9.-.0.6.-.2.7.T.1.4.:.4.
9.:.2.1.Z</.0.S.l.n.s.t.al.
. T.im.e.>.

success or wait

success or wait

<.T..m.e.Z.o.n.e.B.i.a.s.>.- success or wait
.0.1.:.0.0.

<./T..m.e.Z.o.n.e.

B.i.a.s.>.

success or wait

success or wait

<./.S.y.s.t.e.m.l.n.f.o.r.m.a. success or wait
ti.o.n.>.

success or wait

success or wait

<.S.e.c.ur.e.B.o.0o.t.S.t.a.t. success or wait
e.>.

success or wait

success or wait

<.U.E.F.l.S.e.c.u.r.e.B.0.0.t success or wait
.E.n.a.b.l.e.d.>.0.

</.U.E.F.L

S.e.c.ur.e.B.o.o.t.E.n.ab.l

e.d.>.

Count Address

1

1

2

1

1

2

1

Source
Symbol

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

Copyright null 2020

Offset

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length Value

4

36

24

46

26

100

4

2

0d 00 0a 00

09 00

3c 00 2f 00 53 00 65

00 63 00 75 00 72 00
65 00 42 00 6f 00 6f

00 74 00 53 00 74 00
61 00 74 00 65 00 3e
00

0d 00 0a 00

09 00

3c 00 49 00 6e 00 74
00 65 00 67 00 72 00
61 00 74 00 6f 00 72
00 3e 00

0d 00 0a 00

09 00

3c 00 46 00 6¢ 00 61
00 67 00 73 00 3e 00
30 00 30 00 30 00 30
00 30 00 30 00 30 00
30 00 3c 00 2f 00 46
00 6¢ 00 61 00 67 00
73 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 49 00 6e
00 74 00 65 00 67 00
7200 61 00 74 00 6f
00 72 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 63 00 65 00 73 00
7300 54 00 69 00 6d
00 65 00 6¢ 00 69 00
6e 00 65 00 73 00 20
00 42 00 61 00 73 00
65 00 54 00 69 00 6d
00 65 00 3d 00 22 00
3200 3000320030
00 2d 00 31 00 31 00
2d 00 32 00 37 00 54
00 30 00 31 00 3a 00
30 00 36 00 3a 00 30
00 37 00 5a 00 22 00
3e 00

0d 00 0a 00

09 00

Ascii

<./.S.e.c.ur.e.B.o.0t.Sta.
te>.

<.l.nte.g.rato.r>.

<.F.l.a.g.s.>.0.0.0.0.0.0.0.0
.<./Flag.s.>.

<./l.nte.g.rato.r>.

<.P.ro.c.e.s.s.T.i.m.e.li.n.

20~ AN ~2. 7T 0L 0.6,
0722,

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

1

2

Source
Address
6B8C497A

6B8C497A

6B8C497A

6B8C497A

6B8C497A

6B8C497A

6B8C497A

6B8C497A

6B8C497A

6B8C497A

6B8C497A

6B8C497A

6B8C497A

6B8C497A

6B8C497A

6B8C497A

6B8C497A

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

Copyright null 2020

Offset

unknown 262

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length Value

20

38

38

98

3c 00 50 00 72 00 6f
00 63 00 65 00 73 00
73 002000410073
00 49 00 64 00 3d 00
22 003300350039
00 22 00 20 00 50 00
49 00 44 00 3d 00 22
00 32 00 38 00 35 00
36 00 22 00 20 00 55
00 70 00 74 00 69 00
6d 00 65 00 4d 00 53
00 3d 00 22 00 32 00
33 003100320022
00 20 00 54 00 69 00
6d 00 65 00 53 00 69
00 6e 00 63 00 65 00
43 00 72 00 65 00 61
00 74 00 69 00 6f 00
6e 00 4d 00 53 00 3d
0022 00 32 00 33 00
3100 32 00 22 00 20
0053 00 7500 73 00
70 00 65 00 6e 00 64
00 65 00 64 00 4d 00
53 00 3d 00 22 00 30
00 22 00 20 00 48 00
61 00 6e 00 67 00 43
00 6f 00 75 00 6e 00
7400 3d 00 22 00 30
00 22 00 20 00 47 00
68 00 6f 00 73 00 74
00 43 00 6f 00 75 00
6e 00 74 00 3d 00 22
00 30 00 22 00 20 00
43 007200610073
00 68 00 65 00 64 00
3d 00 22

0d 00 0a 00

09 00

3c 00 2f 00 50 00 72
00 6f 00 63 00 65 00
73 00 73 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 50 00 72
00 6f 00 63 00 65 00
73 00 73 00 54 00 69
00 6d 00 65 00 6¢ 00
69 00 6e 00 65 00 73
00 3e 00

0d 00 0a 00

09 00

3c 00 52 00 65 00 70
00 6f 00 72 00 74 00
49 00 6e 00 66 00 6f
00 72 00 6d 00 61 00
74 00 69 00 6f 00 6e
00 3e 00

0d 00 0a 00

09 00

3c 00 47 00 75 00 69
00 64 00 3e 00 34 00
37 00 34 00 36 00 38
00 30 00 35 00 39 00
2d 00 30 00 33 00 64
00 37 00 2d 00 34 00
300030 00 61 00 2d
00 61 00 38 00 32 00
61 00 2d 00 32 00 35
00 3500 37 00 35 00
3500 61 00 62 00 30
00 34 00 62 00 66 00
3c 00 2f 00 47 00 75
00 69 00 64 00 3e 00

Ascii

<.P.r.o.c.es.s. .As.ld="
3.5.9.". .P.1.D.=.".2.8.5.6.".
.U.p.tim.eM.S.="23.1.2.
"..T..m.e.S.i.n.ce.Cre.a.
ti.o.n.M.S.=.".2.3.1.2.". .S.
u.s.p.e.n.d.e.d.M.S
.H.a.n.g.C.o.u.n.t.
.G.h.os.t.C.o.u.nt=.
.C.ras.h.e.d.="

<./.P.ro.c.e.s.s.>.

<./.P.ro.c.e.s.s.T.i.m.e.li
n.e.s.>.

<.R.e.p.o.rt.l.nform.a.t.
i.o.n.>.

<.G.u.i.d.>.4.7.4.6.8.0.5.9.-
.0.3.d.7.-.4.0.0.a.-.a.8.2.a.-
.2.5.,5.7.5.5.a.b.0.4.b.f.
<./.G.u.i.d.>.

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Source

Count Address

1

6B8C497A

6B8C497A

6B8C497A

6B8C497A

6B8C497A

6B8C497A

6B8C497A

6B8C497A

6B8C497A

6B8C497A

6B8C497A

6B8C497A

6B8C497A

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER12D4.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER14C9.tmp.xml

C:\ProgramData\Microsoft\Windo
ws\WER\ReportArchive\AppCrash_
INV.exe_7fa5c1fc50c97be82372a0
bb1297551a3548ed7_49edae5c_07187e10\Report.wer

C:\ProgramData\Microsoft\Windo
ws\WER\ReportArchive\AppCrash_
INV.exe_7fa5c1fc50c97be82372a0
bb1297551a3548ed7_49edae5c_07187e10\Report.wer

Copyright null 2020

Offset Length

unknown 4

unknown 2

unknown 98

unknown 4

unknown 2

unknown 40

unknown 4

unknown 40

unknown 4533

unknown 2

unknown 22

Value

0d 00 0a 00

09 00

3c 0043 00 72 00 65
00 61 00 74 00 69 00
6f 00 6e 00 54 00 69
00 6d 00 65 00 3e 00
32003000 3200 30
00 2d 00 31 00 31 00
2d 00 32 00 37 00 54
00 30 00 31 00 3a 00
30 00 36 00 3a 00 30
00 37 00 5a 00 3c 00
2f 00 43 00 72 00 65
00 61 00 74 00 69 00
6f 00 6e 00 54 00 69
00 6d 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 52 00 65
00 70 00 6f 00 72 00
74 00 49 00 6e 00 66
00 6f 00 72 00 6d 00
61 00 74 00 69 00 6f
00 6e 00 3e 00

0d 00 0a 00

3c 00 2f 00 57 00 45
00 52 00 52 00 65 00
7000 6f 00 72 00 74
00 4d 00 65 00 74 00
61 00 64 00 61 00 74
00 61 00 3e 00

3c 3f 78 6d 6¢ 20 76

65 72 73 69 6f 6e 3d

22 31 2e 30 22 20 65
6e 63 6f 64 69 6e 67

3d 22 55 54 46 2d 38
222073 74 61 6e 64
61 6¢ 6f 6e 65 3d 22

79 65 73 22 3f 3e 0d

0a 3c 72 6571 20 76
6572 3d 2232 22 3e
0d 0a 20 20 3c 74 6¢
6d 3e 0d 0Oa 20 20 20
20 3c 737263 3e 0d
0a 20 20 20 20 20 20
3c 64 65 73 63 3e 0d
0a 20 20 20 20 20 20
20 20 3c 6d 61 63 68
3e 0d 0a 20 20 20 20
2020 20 20 20 20 3c
6f 73 3e 0d 0a 20 20

2020 20 20 20 20 20
2020203c 617267
20 6e 6d 3d 22 76 65
72 6d 61 6a 22 20 76
61 6¢ 3d 22 31 30 22
20 2f 3e 0d 0a 20 20
2020 20 20 20 20 20
2020203c 617267
20 6e 6d 3d 22 76 65
72 6d 69 6e 22 20 76
61 6¢ 3d 22 30 22 20
2f 3e 0d Oa 20 20 20
2020 20 20 20 20 20
2020 3c 6172 67 20
6e 6d 3d 22 76 65 72
62 6¢ 64 22 20 76 61
6¢ 3d 22

ff fe

56 00 6500 72 00 73
00 69 00 6f 00 6e 00
3d 00 31 00 0d 00 Oa
00

Ascii

<.C.re.atio.nTim.e>2.
0.2.0.-.1.1.-.2.7.T.0.1.:.0.6.
1.0.7.Z</.Cre.atio.n.T.
i.m.e.>.

<./.R.e.p.o.r.tlnfo.rm.a.
ti.o.n.>.

</W.E.R.R.e.p.o.r.t.M.e.t.
a.d.ata.>.

<?xml version="1.0"
encoding="UTF-8"
standalone="yes"?>..<req
ver="2">.. <tlm>.. <src>
<desc>..
<mach>..
<arg nm="vermaj" val="10"
/>.. <arg
m="vermin" val="0" />..
<arg nm="verbld" val="

<0s>..

V.ers.i.o.n=1...

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

1

1

169

Source

Address  Symbol

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown

6B8C497A unknown
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 46 4d 00 6500 74 00 61 M.e.t.a.d.at.a.H.a.s.h.=.- success or wait 1 6B8C497A unknown
ws\WER\ReportArchive\AppCrash_ 00640061007400 .2.2.5.8.2.6.9.7.5.
INV.exe_7fa5c1fc50c97be82372a0 61 00 48 00 61 00 73
bb1297551a3548ed7_49edae5¢c_07187e10\Report.wer 00 68 00 3d 00 2d 00

320032 00 35 00 38

00 32 00 36 00 39 00

37 00 35 00

Source

File Path Offset Length Completion Count Address Symbol

Registry Activities

Key Created
Source
Key Path Completion Count Address Symbol
\REGISTRY\A\{7f00891b-dea0-e084-3f8c-b75a9462cflc}\Root\InventoryApplicationFile\PermissionsCheckTestKey success or wait 1 6B8E36BF unknown
\REGISTRY\A\{7f00891b-dea0-e084-3f8c-b75a9462cflc}\Root\InventoryApplicationFile\PermissionsCheckTestKey success or wait 1 6B8E36BF unknown
\REGISTRY\A\{7f00891b-dea0-e084-3f8c-b75a9462cflc}\Root\InventoryApplicationFile\inv.exe|f352b40e success or wait 1 6B8E36BF unknown
HKEY_LOCAL_MACHINE\Software\WOW6432Node\Microsoft\Windows\Windows Error Reporting\Debug success or wait 1 6B8E1FB2 RegCreateKeyExW
\REGISTRY\A\{7f00891b-dea0-e084-3f8c-b75a9462cflc}\Root\InventoryApplicationFile\PermissionsCheckTestKey success or wait 1 6B8C43D1 unknown
Key Value Created
Source
Key Path Name Type Data Completion Count Address Symbol
\REGISTRY\A\{7f00891b-dea0-e084-3f8c- Programid unicode 000669d35ae915c2c96fc6d36ce528  success or wait 1 6B8E36BF unknown
b75a9462cflc}\Root\Inve 802e4b0000ffff
ntoryApplicationFile\inv.exe|f352b40e
\REGISTRY\A\{7f00891b-dea0-e084-3f8c- Fileld unicode 0000180e81bab341eda0d404b8f5fe  success or wait 1 6B8E36BF unknown
b75a9462cflc}\Root\Inve d93bc3b350cfbd
ntoryApplicationFile\inv.exe|f352b40e
\REGISTRY\A\{7f00891b-dea0-e084-3f8c- LowerCaselLongPath unicode c:\users\user\desktop\inv.exe success or wait 1 6B8E36BF unknown
b75a9462cflc}\Root\Inve
ntoryApplicationFile\inv.exe|f352b40e
\REGISTRY\A\{7f00891b-dea0-e084-3f8c- LongPathHash unicode inv.exe|f352b40e success or wait 1 6B8E36BF unknown
b75a9462cflc}\Root\Inve
ntoryApplicationFile\inv.exe|f352b40e
\REGISTRY\A\{7f00891b-dea0-e084-3f8c- Name unicode inv.exe success or wait 1 6B8E36BF unknown
b75a9462cflc}\Root\Inve
ntoryApplicationFile\inv.exe|f352b40e
\REGISTRY\A\{7f00891b-dea0-e084-3f8c- Publisher unicode success or wait 1 6B8E36BF unknown
b75a9462cflc}\Root\Inve
ntoryApplicationFile\inv.exe|f352b40e
\REGISTRY\A\{7f00891b-dea0-e084-3f8c- Version unicode success or wait 1 6B8E36BF unknown
b75a9462cflc}\Root\Inve
ntoryApplicationFile\inv.exe|f352b40e
\REGISTRY\A\{7f00891b-dea0-e084-3f8c- BinFileVersion unicode success or wait 1 6B8E36BF unknown
b75a9462cflc}\Root\Inve
ntoryApplicationFile\inv.exe|f352b40e
\REGISTRY\A\{7f00891b-dea0-e084-3f8c- BinaryType unicode pe32_i386 success or wait 1 6B8E36BF unknown
b75a9462cflc}\Root\Inve
ntoryApplicationFile\inv.exe|f352b40e
\REGISTRY\A\{7f00891b-dea0-e084-3f8c- ProductName unicode success or wait 1 6B8E36BF unknown
b75a9462cflc}\Root\Inve
ntoryApplicationFile\inv.exe|f352b40e
\REGISTRY\A\{7f00891b-dea0-e084-3f8c- ProductVersion unicode success or wait 1 6B8E36BF unknown
b75a9462cflc}\Root\Inve
ntoryApplicationFile\inv.exe|f352b40e
\REGISTRY\A\{7f00891b-dea0-e084-3f8c- LinkDate unicode 11/26/2020 22:54:37 success or wait 1 6B8E36BF unknown
b75a9462cflc}\Root\Inve
ntoryApplicationFile\inv.exe|f352b40e
\REGISTRY\A\{7f00891b-dea0-e084-3f8c- BinProductVersion  unicode success or wait 1 6B8E36BF unknown
b75a9462cflc}\Root\Inve
ntoryApplicationFile\inv.exe|f352b40e
\REGISTRY\A\{7f00891b-dea0-e084-3f8c- Size B 00 04 06 00 00 00 00 00 success or wait 1 6B8E36BF unknown
b75a9462cflc}\Root\Inve
ntoryApplicationFile\inv.exe|f352b40e
\REGISTRY\A\{7f00891b-dea0-e084-3f8c- Language dword 0 success or wait 1 6B8E36BF unknown
b75a9462cflc}\Root\Inve
ntoryApplicationFile\inv.exe|f352b40e
\REGISTRY\A\{7f00891b-dea0-e084-3f8c- IsPeFile dword 1 success or wait 1 6B8E36BF unknown

b75a9462cflc}\Root\Inve
ntoryApplicationFile\inv.exe|f352b40e
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Key Path Name

\REGISTRY\A\{7f00891b-dea0-e084-3f8c- IsOsComponent
b75a9462cflc}\Root\Inve
ntoryApplicationFile\inv.exe|f352b40e

HKEY_LOCAL_MACHINE\SOFTWARE\WO ExceptionRecord
W6432Node\Microsoft\Windows\Windows Error

Reporting\Debug

Key Path Name Type
Disassembly

Code Analysis

Copyright null 2020

Type

dword

binary

Old Data

Data

05 00 00 CO 00 00 00 00 00 00 00 00
7E B6 E3 76 02 00 00 00 00 00 00 00
08 D8 02 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00

New Data

Completion

success or wait

success or wait

Completion

Source
Count Address Symbol

1 6B8E36BF unknown
1 6BBE1FE8 RegSetValueExW
Source

Count Address Symbol
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