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Analysis Report KeJ7CI7flZ.exe

Overview
General Information Detection Classification
Sample KeJ7CI7flZ.exe

Name: Antivirus detection for dropped file

Analysis ID: 324174 MALICIOUS Detected unpacking (changes PE se...

MDS: 4€759849412063.. Detected unpacking (creates a PE fi...

SHA1L:

40d132516cc4b9.. Multi AV Scanner detection for doma...
SHA256: 7a79f0c95e891b9.

Multi AV Scanner detection for subm...

Signatures

Machine Learning detection for samp...

Tags: ArkeiStealer

Most interesting Screenshot:

Binary contains a suspicious time st...

Contains functionality to check ifia d...

Contains functionality to detect slee...

Contains functionality to infect the b...

Score: 100 Drops PE files to the document folde...

Range: 0-100 Machine Learning detection for dropp...
Whitelisted:  false
Confidence:  100%

Startup

= System is w10x64
. ; KeJ7CI7flZ.exe (PID: 4576 cmdline: 'C:\Users\user\Desktop\KeJ7ClI7flZ.exe’ MD5: 4E759849412063C6590936671CE4AAQE)
. ‘ﬁ 002.exe (PID: 3568 cmdline: 'C:\Users\user\AppData\Local\Temp\RarSFX0\002.exe' MD5: 6503C9C4F19A4B33B701CC5B97B349BC)
. Q’ WerFault.exe (PID: 204 cmdline: C:\Windows\SysWOW64\WerFault.exe -u -p 3568 -s 724 MD5: 9E2B8ACAD48ECCA55C0230D63623661B)
. Q’ WerFault.exe (PID: 204 cmdline: C:\Windows\SysWOW64\WerFault.exe -u -p 3568 -s 740 MD5: 9E2B8ACAD48ECCA55C0230D63623661B)
. Setup.exe (PID: 6668 cmdline: 'C:\Users\user\AppData\Local\Temp\RarSFX0\Setup.exe' MD5: 62EAEA103DD9BEB69E884F2EDE1ACD63)
. ; setup.exe (PID: 6732 cmdline: 'C:\Users\user\AppData\Local\Temp\sib309A.tmp\O\setup.exe' -s MD5: D64E3CC11AFC6331715BDFEC5F26C2A0)
o &b aliens.exe (PID: 1112 cmdline: 'C:\Program Files (x86)\ujvgkl7ofji6\aliens.exe’ MD5: O0F88FD9ID557FFBE67A8897FBOFCO8EE?)
. jg2_2qua.exe (PID: 5292 cmdline: 'C:\Users\user\AppData\Local\Temp\RarSFX0\jg2_2qua.exe' MD5: 676757904C8383FDI9ACBEED15AA8DCC4)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

Memory Dumps

Source Rule Description Author Strings
00000013.00000002.511085870.000000000331 Ping_Command_in_EXE Detects an Florian Roth e 0x25484:$x1: cmd /c ping 127.0.0.1 -n
0000.00000040.00000001.sdmp suspicious ping

command

execution in an

executable

Unpacked PEs

Source Rule Description Author Strings
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Source Rule Description Author Strings

19.2.aliens.exe.3310000.5.unpack Ping_Command_in_EXE Detects an Florian Roth e 0x25484:$x1: cmd /c ping 127.0.0.1 -n
suspicious ping
command
execution in an
executable

19.2.aliens.exe.10000000.6.unpack Ping_Command_in_EXE Detects an Florian Roth e 0x25484:$x1: cmd /c ping 127.0.0.1 -n
suspicious ping
command
execution in an
executable

19.2.aliens.exe.3310000.5.raw.unpack Ping_Command_in_EXE Detects an Florian Roth e 0x25484:$x1: cmd /c ping 127.0.0.1 -n
suspicious ping
command
execution in an
executable

Sigma Overview

No Sigma rule has matched

Signature Overview

@ AV Detection

@ Cryptography

@ Spreading

@ Networking

@ Key, Mouse, Clipboard, Microphone and Screen Capturing
@ E-Banking Fraud

@ Protection of GUI

@ System Summary

©® Data Obfuscation

@ Persistence and Installation Behavior

@ Boot Survival

@ Hooking and other Techniques for Hiding and Protection
@ Malware Analysis System Evasion

@ Anti Debugging

@ HIPS / PFW / Operating System Protection Evasion

@ Language, Device and Operating System Detection

@ Stealing of Sensitive Information

@ Remote Access Functionality

@ Click to jump to signature section

AV Detection:

Antivirus detection for dropped file
Multi AV Scanner detection for domain / URL

Multi AV Scanner detection for submitted file

Networking:

E-Banking Fraud: | |

System Summary: | |
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Data Obfuscation:

=

Detected unpacking (changes PE section rights)

Detected unpacking (creates a PE file in dynamic memory)

=

Persistence and Installation Behavior:

Boot Survival:

=

]‘

Malware Analysis System Evasion:

]‘

Anti Debugging:

Stealing of Sensitive Information:

‘]

Mitre Att&ck Matrix

Privilege Credential Lateral Com
Initial Access Execution  Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and (
Valid Native DLL Side- Exploitation for Disable or Modify OS Credential System Time Remote Archive Exfiltration Over Other  Ingre
Accounts API Loading Privilege Tools Dumping Discovery Services Collected Network Medium Tran:
Escalation Data
Default Command Application  DLL Side- Deobfuscate/Decode  Input File and Directory Remote Data from Exfiltration Over Encn
Accounts and Scripting  Shimming Loading Files or Information Capture Discovery Desktop Local Bluetooth Char
Interpreter Protocol System
Domain At (Linux) Create Application Obfuscated Files or  Security System Information SMB/Windows Input Automated Exfiltration Non-
Accounts Account Shimming Information Account Discovery Admin Shares Capture Appli
Manager Laye
Protc
Local At (Windows) Valid Valid Accounts Install Root NTDS Query Registry Distributed Clipboard Scheduled Transfer Appli
Accounts Accounts Certificate Component  Data Laye
Object Model Protc
Cloud Cron Bootkit Access Token Software LSA Secrets  Security Software SSH Keylogging Data Transfer Size Fallb
Accounts Manipulation Packing Discovery Limits Char
Replication Launchd Rc.common  Process Timestomp Cached Virtualization/Sandbox VNC GUI Input Exfiltration Over C2 Multil
Through Injection Domain Evasion Capture Channel Comi
Removable Credentials
Media
External Scheduled  Startup Startup Items DLL Side-Loading DCSync Process Discovery Windows Web Portal Exfiltration Over Comi
Remote Task Items Remote Capture Alternative Protocol Used
Services Management
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Privilege Credential Lateral Com
Initial Access Execution  Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and (
Drive-by Command Scheduled  Scheduled Masquerading Proc Application Window  Shared Credential Exfiltration Over Appli
Compromise and Scripting Task/Job Task/Job Filesystem Discovery Webroot API Hooking  Symmetric Encrypted Laye
Interpreter Non-C2 Protocol
Exploit Public- PowerShell At (Linux) At (Linux) Valid Accounts letc/passwd  Remote System Software Data Staged  Exfiltration Over Web
Facing and Discovery Deployment Asymmetric Encrypted
Application letc/shadow Tools Non-C2 Protocol
Supply Chain  AppleScript At At (Windows) Modify Registry Network System Network Taint Shared  Local Data Exfiltration Over File 1
Compromise (Windows) Sniffing Configuration Content Staging Unencrypted/Obfuscated Protc
Discovery Non-C2 Protocol
Compromise  Windows Cron Cron Virtualization/Sandbox Input Capture Permission Groups Replication Remote Data Exfiltration Over Mail |
Software Command Evasion Discovery Through Staging Physical Medium
Dependencies Shell Removable
and Media
Development
Tools
Compromise  Unix Shell Launchd Launchd Access Token Keylogging Local Groups Component  Screen Exfiltration over USB DNS
Software Manipulation Object Model  Capture
Supply Chain and
Distributed
COM
Compromise Visual Basic Scheduled  Scheduled Task Process GUI Input Domain Groups Exploitation of Email Commonly Used Port Prox)
Hardware Task Injection Capture Remote Collection
Supply Chain Services
Trusted Python Hypervisor  Process Injection  Bootkit Web Portal Cloud Groups Attack PC via Local Email  Standard Application Interr
Relationship Capture usB Collection Layer Protocol
Connection
Behavior Graph
Hide Legend
Legend:
l:‘ Process
T . Signature
T . Created File
Il onsieinfo
ﬂ Is Dropped

Y
*
"en

)ES 8

i
i
=

@ 2

Screenshots
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Number of created Registry Values
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Visual Basic

Delphi

Java

.Net C# or VB.NET
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Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

L |
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F-l O Tyoe here to search 4

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source

KeJ7ClI7flZ.exe
KeJ7ClI7flZ.exe
KeJ7CI7flZ.exe

Dropped Files
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Detection
67%

79%
100%

|

Waord 2016

Scanner Label Link
Virustotal Browse
ReversingLabs Win32.Downloader.Upatre

Joe Sandbox ML
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https://www.virustotal.com/gui/file/7a79f0c95e891b939e275fa19e641b676f2eb70471945fb3b15d6a649cafe071/detection/f-7a79f0c95e891b939e275fa19e641b676f2eb70471945fb3b15d6a649cafe071-1606308731

Source Detection Scanner Label Link

C:\ProgramData\sib\{F9266136-0000-46F8-BC66-FDD9185E4296\SibClr.dll

Unpacked PE Files

Source Detection Scanner Label Link Download

Domains

Source Detection Scanner Label Link

trueaerned.com 1% Virustotal Browse
7553014bd6a4211b.xyz 5% Virustotal Browse
URLs

Source Detection Scanner Label Link
hitp://101.36.107.74/seemorebty/il.php?e=jg2_2qua 0% Avira URL Cloud safe
hitp:/focsp.sectigo.com0 0% URL Reputation safe
hitp:/focsp.sectigo.com0 0% URL Reputation safe
hitp:/focsp.sectigo.com0O 0% URL Reputation safe
hitp://www.ipcode.pw/ 0% Avira URL Cloud safe
hitp:/icrl.sectigo.com/COMODOTimeStampingCA_2.crlOr 0% Avira URL Cloud safe
hitp://ffdownload.online/business/receiveConnection: 0% Avira URL Cloud safe
hitp://103.91.21Facebook 0% Avira URL Cloud safe
hitp://https://deff.nelreports.net/api/report?cat=msn 0% Avira URL Cloud safe
hitp://https://apreltech.com/SilentinstallBuilder/Doc/&t=event&ec=%s&ea=%s&el=_ 0% Avira URL Cloud safe
hitp:/icrt.sectigo.com/SectigopRSACodeSigningCA.crt0# 0% URL Reputation safe
hitp:/icrt.sectigo.com/SectigopRSACodeSigningCA.crt0# 0% URL Reputation safe
hitp:/icrt.sectigo.com/SectigopRSACodeSigningCA.crt0# 0% URL Reputation safe
hitp://https://www.airbnb.cn/account-settingstext/html 0% Avira URL Cloud safe
hitp://www.ipcode.pw/0.0.0.0CNpathSOFTWARE 0% Avira URL Cloud safe

hitp:/icrl.como 0% Avira URL Cloud safe
hitp://https://sectigo.com/CPS0B 0% Avira URL Cloud safe
hitp:/7553014BD6A4211B.xyz/info/w 0% Avira URL Cloud safe
hitp:/icrt.sectigo.com/SectigopRSADomainValidationSec 0% Avira URL Cloud safe
hitp://https://sectigo.com/CPS0D 0% URL Reputation safe
hitp://https://sectigo.com/CPS0D 0% URL Reputation safe
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https://www.virustotal.com/gui/url/5b15f264b3c11fd4100def84789ad8b3c22f8272ebb5e0335ff9a69a8479bc5c/detection/u-5b15f264b3c11fd4100def84789ad8b3c22f8272ebb5e0335ff9a69a8479bc5c-1606418572
https://www.virustotal.com/gui/url/b9d0b2bc95d0543f1dd74bf0b847f0628c7b44110ebb5f4cc76e810432ce49f7/detection/u-b9d0b2bc95d0543f1dd74bf0b847f0628c7b44110ebb5f4cc76e810432ce49f7-1606405223
https://www.virustotal.com/gui/url/7bdec12e6f6f4773c072aa3a756224ab76355dfe16f572e04640d760c774f120/detection/u-7bdec12e6f6f4773c072aa3a756224ab76355dfe16f572e04640d760c774f120-1606485728
https://www.virustotal.com/gui/url/d0143675a5c3215bbaa288706ba1d144d30741af1c26414d5f32071ff24a57cb/detection/u-d0143675a5c3215bbaa288706ba1d144d30741af1c26414d5f32071ff24a57cb-1606514046

Source

hitp://https://sectigo.com/CPS0D

http://7553014BD6A4211B.xyz/ng

http://7553014BD6A4211B.xyz/

hitp://101.36.107.74/seemorebty/
hitp://crt.sectigo.com/COMODOTimeStampingCA_2.crt0#
hitp:/focsp.pki.goog/GTSGIAG30
hitp://crt.sectigo.com/SectigpRSADomainValidationSecureServerCA.crt0#
hitp://crt.sectigo.com/SectigoRSADomainValidationSecureServerCA.crt0#
hitp://crt.sectigo.com/SectigoRSADomainValidationSecureServerCA.crt0#
hitp://https://sectigo.com/CPS0O

hitp://https://sectigo.com/CPS0O

hitp://https://sectigo.com/CPS0O

hitp:/icrl.pki.goog/GTSGIAG3.crl0

hitp://ocsp.thawte.comO

hitp://ocsp.thawte.comO

hitp://ocsp.thawte.comO

hitp://101.36.10https://www.instH
hitp://crl.sectigo.com/SectigopRSACodeSigningCA.crl0s
hitp://crl.sectigo.com/SectigopRSACodeSigningCA.crl0s
hitp://crl.sectigo.com/SectigopRSACodeSigningCA.crl0s

hitp://crl.comoZ

hitp://ffdownload.online/business/receive

hitp://ocsp.pki.goog/gsr202

hitp://ocsp.pki.goog/gsr202

hitp://ocsp.pki.goog/gsr202

hitp://https://pki.goog/repository/0

hitp://https://pki.goog/repository/0

hitp://https://pki.goog/repository/0

hitp://crl.comoU

http:/f

https://adservice.google.co.uk/ddm/fls/i/src=2542116;type=chrom322;cat=chrom01g;ord=586484977799

8;gt
hitp://crl.sectigo.com/SectigoRSATimeStampingCA.crl0t
hitp://crl.sectigo.com/SectigoRSATimeStampingCA.crl0t
hitp://crl.sectigo.com/SectigoRSATimeStampingCA.crl0t
hitp://https://www.airbnb.cn/account-settings
http://7553014BD6A4211B.xyz/L
hitp://crt.sectigo.com/SectigoRSATimeStampingCA.crt0#
hitp://crt.sectigo.com/SectigoRSATimeStampingCA.crt0#
hitp://crt.sectigo.com/SectigoRSATimeStampingCA.crt0#
http://7553014bd6a4211b.xyz/0
hitp://cookies.onetrust.mgr.consensu.org/onetrust-logo.svg
hitp://crt.sectigo.com/SectigoRSADomainValidationSec)

hitp:/fiwww.zxfc.pw/Home/Index/sksxz?
uid=3alc3033bf5a5764882caec7a4cf3849e7de2ef2a8d79cece23467f1d887

hitp:/fiwww.fddnice.pw/
hitp://crl.pki.goog/gsr2/gsr2.crl0?
hitp://crl.pki.goog/gsr2/gsr2.crl0?
hitp://crl.pki.goog/gsr2/gsr2.crl0?
hitp://Ojyehq4jg.2ihsfa.com/
hitp://pki.goog/gsr2/GTSGIAG3.crt0)

Domains and IPs

Contacted Domains

Name

Active

Detection
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%

0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%

0%
0%
0%
0%
0%
0%

Malicious

Scanner

URL Reputation

Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
URL Reputation

URL Reputation

URL Reputation

URL Reputation

URL Reputation

URL Reputation

Avira URL Cloud
URL Reputation

URL Reputation

URL Reputation

Avira URL Cloud
URL Reputation

URL Reputation

URL Reputation

Avira URL Cloud
Avira URL Cloud
URL Reputation

URL Reputation

URL Reputation

URL Reputation

URL Reputation

URL Reputation

Avira URL Cloud
Avira URL Cloud

URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud
Avira URL Cloud
URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud

Avira URL Cloud
URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud
Avira URL Cloud

Antivirus Detection

Label
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe

safe

safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe

safe

safe
safe
safe
safe
safe

safe

Link

Reputation

iplogger.org 88.99.66.31
ip-api.com 208.95.112.1
evograph.ro 89.40.17.17
trueaerned.com 198.98.57.54
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true
true
true

true

false
false
false

false

e 7%, Virustotal, Browse

e 1%, Virustotal, Browse

high
high
unknown

unknown
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https://www.virustotal.com/gui/url/5b15f264b3c11fd4100def84789ad8b3c22f8272ebb5e0335ff9a69a8479bc5c/detection/u-5b15f264b3c11fd4100def84789ad8b3c22f8272ebb5e0335ff9a69a8479bc5c-1606418572
https://www.virustotal.com/gui/url/b9d0b2bc95d0543f1dd74bf0b847f0628c7b44110ebb5f4cc76e810432ce49f7/detection/u-b9d0b2bc95d0543f1dd74bf0b847f0628c7b44110ebb5f4cc76e810432ce49f7-1606405223
https://www.virustotal.com/gui/url/7bdec12e6f6f4773c072aa3a756224ab76355dfe16f572e04640d760c774f120/detection/u-7bdec12e6f6f4773c072aa3a756224ab76355dfe16f572e04640d760c774f120-1606485728

Name P Active Malicious Antivirus Detection Reputation

7553014bd6a4211b.xyz 172.67.157.133 true false e 5%, Virustotal, Browse unknown
p421ls.xyz 104.31.90.245 true false unknown
g.msn.com unknown unknown false high

Contacted URLs

Name Malicious Antivirus Detection Reputation
hitp://101.36.107.74/seemorebty/il.php?e=jg2_2qua false e Avira URL Cloud: safe unknown
URLs from Memory and Binaries
Name Source Malicious Antivirus Detection Reputation
hitp://www.msn.com/de- jg2_2qua.exe, 0000001A.0000000 false high
ch/entertainment/_h/c920645c/webcore/externalscripts/oneTru 3.489902919.0000000003E08000.0
stV2/scripttemplate 0000004.00000001.sdmp
hitp://https:/fiplogger.org/1KyTy7 askinstall21.exe false high
hitp:/focsp.sectigo.com0 Setup.exe, 0000000F.00000002.4 false e URL Reputation: safe unknown
67933755.0000000000420000.0000 e URL Reputation: safe
0004.00020000.sdmp, jg2_2qua.exe, e URL Reputation: safe

0000001A.00000002.50652988
3.000000000071B000.00000004.00
000020.sdmp, SibClr.dll.15.dr

hitp:// jg2_2qua.exe, 0000001A.0000000 false high
https://2542116.fls.doubleclick.net/activityi;src=2542116;type=  3.492557880.0000000003E20000.0
chrom322;cat=chrom01g;0rd=58648497779 0000004.00000001.sdmp

hitp:/fiwww.ipcode.pw/ askinstall21.exe false e Avira URL Cloud: safe unknown
hitp://crl.sectigo.com/COMODOTimeStampingCA_2.crlOr hjjgaa.exe false e Avira URL Cloud: safe unknown
hitp://ffdownload.online/business/receiveConnection: 002.exe false e Avira URL Cloud: safe unknown
hitp://103.91.21Facebook ubisoftpro.exe false e Avira URL Cloud: safe low

hitp://https://deff.nelreports.net/api/report?cat=msn jg2_2qua.exe, 0000001A.0000000 false e Avira URL Cloud: safe unknown

3.489902919.0000000003E08000.0
0000004.00000001.sdmp

hitp:// Setup.exe, 0000000F.00000002.4 false e Avira URL Cloud: safe unknown
https://apreltech.com/SilentinstallBuilder/Doc/&t=event&ec=% 76631772.000000006FF05000.0000
s&ea=%s&el=_ 0002.00020000.sdmp
hitp://https://iplogger.org/1XJq97 askinstall21.exe false high
hitp://crt.sectigo.com/SectigoRSACodeSigningCA.crt0# Setup.exe, 0000000F.00000002.4 false e URL Reputation: safe unknown
67933755.0000000000420000.0000 e URL Reputation: safe
0004.00020000.sdmp, SibClr.dIl.15.dr e URL Reputation: safe
hitp://https://www.airbnb.cn/account-settingstext/html ubisoftpro.exe false e Avira URL Cloud: safe unknown
hitp:/fiwww.ipcode.pw/0.0.0.0CNpathSOFTWARE askinstall21.exe false e Avira URL Cloud: safe unknown
hitp://https:/fiplogger.org/1T79i7 askinstall21.exe false high
hitp://crl.como jg2_2qua.exe, 0000001A.0000000 false e Avira URL Cloud: safe unknown
3.481303695.0000000000726000.0
0000004.00000001.sdmp
hitp://https://iplogger.org/1Uts87 askinstall21.exe false high
hitp:// jg2_2qua.exe, 0000001A.0000000 false high
https://login.microsoftonline.com/common/oauth2/authorize?  3.492557880.0000000003E20000.0
client_id=9ealad79-fdb6-4f9a-8bc3-2b70f96e 0000004.00000001.sdmp
hitp:// jg2_2qua.exe, 0000001A.0000000 false high
https://2542116.fls.doubleclick.net/activityi;src=2542116;type=  3.492557880.0000000003E20000.0
clien612;cat=chromx;ord=1;num=3931852 0000004.00000001.sdmp
hitp://charlesproxy.com/ssl aliens.exe, 00000013.00000002. false high
508576720.0000000000BB7000.000
00004.00000020.sdmp, aliens.exe,
00000013.00000002.508666439
.0000000000BCF000.00000004.000
00020.sdmp
hitp://crl.thawte.com/ThawteTimestampingCA.crl0 85F91A36E275562F.exe.19.dr false high
hitp://https://contextual.media.net/checksync.php? jg2_2qua.exe, 0000001A.0000000 false high
&vsSync=1&cs=1&hb=1&cv=37&ndec=1&cid=8HBI57XIG&prv 3.492557880.0000000003E20000.0
id=77%2 0000004.00000001.sdmp
hitp://https://iplogger.org/1OhAG askinstall21.exe false high
hitp://https://iplogger.org/luVkt7 askinstall21.exe false high
hitp://https://sectigo.com/CPS0B hjjgaa.exe false e Avira URL Cloud: safe unknown
hitp://www.msn.com/?ocid=iehp jg2_2qua.exe, 0000001A.0000000 false high
3.492557880.0000000003E20000.0
0000004.00000001.sdmp
hitp://https://iplogger.org/1b4887 askinstall21.exe false high
hitp://7553014BD6A4211B.xyz/info/w aliens.exe, 00000013.00000002. false e Avira URL Cloud: safe unknown

Copyright null 2020

508492865.0000000000B96000.000
00004.00000020.sdmp
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https://www.virustotal.com/gui/url/d0143675a5c3215bbaa288706ba1d144d30741af1c26414d5f32071ff24a57cb/detection/u-d0143675a5c3215bbaa288706ba1d144d30741af1c26414d5f32071ff24a57cb-1606514046

Name

hitp://crt.sectigo.com/SectigoRSADomainValidationSec

hitp://https://iplogger.org/10ZVH
hitp://https://sectigo.com/CPS0D

hitp://https://iplogger.org/1UpU57
hitp://7553014BD6A4211B.xyz/ng

hitp://https://iplogger.org/102BH
hitp://https://iplogger.org/1XKq97
hitp://https:/fiplogger.org/1TT4a7
hitp://https://iplogger.org/1XSq97
hitp://7553014BD6A4211B.xyz/

hitp://101.36.107.74/seemorebty/

hitp://crt.sectigo.com/COMODOTimeStampingCA_2.crt0#

hitp:/focsp.pki.goog/GTSGIAG30

hitp://https://charlesproxy.com/ssl1

hitp://https://iplogger.org/19iM77
http:/f

crt.sectigo.com/SectigpRSADomainValidationSecureServerCA

.crto#
hitp://https:/fiplogger.org/1T89i7
hitp://https://iplogger.org/16ajh7
http:/f

https://iplogger.org/2WS9q6ubisoftplushttps://iplogger.org/2W
F9g6ubisoftsmphttps://iplogger.org/2WJ9

hitp://https://sectigo.com/CPS0O

hitp:/fip-

api.com/json/countryCodecountry_codemac%s.exeSoftware

hitp:/icrl.pki.goog/GTSGIAG3.crl0

hitp://https://iplogger.org/16xjh7
hitp://ocsp.thawte.comO

http:/f

https://optanon.blob.core.windows.net/skins/4.1.0/default_flat_

top_two_button_black/v2/css/optanon.c
hitp://https://iplogger.org/1X8M97
http:/f

https://iplogger.org/2WX9q6ubisoftmorehttps://iplogger.org/2W
N9g6ubisoftablehttps://iplogger.org/2W6

hitp://https:/fiplogger.org/ZdnY7

hitp://101.36.10https://www.instH

hitp://https://contextual.media.net/medianet.php?
cid=8CU157172&crid=858412214&size=306x271&https=1

hitp://crl.sectigo.com/SectigopRSACodeSigningCA.crl0s

hitp://crl.comoZ

Copyright null 2020

Source

jg2_2qua.exe, 0000001A.0000000
2.506529883.000000000071B000.0
0000004.00000020.sdmp

askinstall21.exe

Setup.exe, 0000000F.00000002.4
67933755.0000000000420000.0000
0004.00020000.sdmp, SibClr.dIl.15.dr

askinstall21.exe

aliens.exe, 00000013.00000002.
508446733.0000000000B6A000.000
00004.00000020.sdmp

askinstall21.exe
askinstall21.exe
John_Ship.url

askinstall21.exe

aliens.exe, 00000013.00000002.
508446733.0000000000B6A000.000
00004.00000020.sdmp

jg2_2qua.exe, 0000001A.0000000
2.504458828.00000000004F4000.0
0000040.00020000.sdmp

hjjgaa.exe

jg2_2qua.exe, 0000001A.0000000
3.495023797.0000000003E31000.0
0000004.00000001.sdmp

aliens.exe, 00000013.00000002.
508576720.0000000000BB7000.000
00004.00000020.sdmp

askinstall21.exe

jg2_2qua.exe, 0000001A.0000000
2.506529883.000000000071B000.0
0000004.00000020.sdmp

askinstall21.exe
askinstall21.exe

ubisoftpro.exe

Setup.exe, 0000000F.00000002.4
67933755.0000000000420000.0000
0004.00020000.sdmp, jg2_2qua.exe,
0000001A.00000002.50652988
3.000000000071B000.00000004.00
000020.sdmp, SibClr.dll.15.dr

hjjgaa.exe

jg2_2qua.exe, 0000001A.0000000
3.495023797.0000000003E31000.0
0000004.00000001.sdmp

askinstall21.exe

85F91A36E275562F.exe.19.dr

jg2_2qua.exe, 0000001A.0000000
3.493765388.0000000003F30000.0
0000004.00000001.sdmp

askinstall21.exe

ubisoftpro.exe

jg2_2qua.exe, 0000001A.0000000
3.480992334.000000000071B000.0

0000004.00000001.sdmp, jg2_2qua.exe,

0000001A.00000003.480069462.00000
00000724000.00000004.00000001.
sdmp

jg2_2qua.exe, 0000001A.0000000
2.503990767.0000000000401000.0
0000040.00020000.sdmp

jg2_2qua.exe, 0000001A.0000000
3.492557880.0000000003E20000.0
0000004.00000001.sdmp

Setup.exe, 0000000F.00000002.4
67933755.0000000000420000.0000
0004.00020000.sdmp, SibClr.dIl.15.dr

jg2_2qua.exe, 0000001A.0000000
2.506529883.000000000071B000.0
0000004.00000020.sdmp

Malicious

false

false

false

false

false

false
false
false
false

false

false

false

false

false

false

false

false
false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

.

Antivirus Detection

Avira URL Cloud: safe

e URL Reputation: safe
e URL Reputation: safe

3

3

3

3

3

3

URL Reputation: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

Avira URL Cloud: safe
Avira URL Cloud: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

3

Avira URL Cloud: safe

e URL Reputation: safe
e URL Reputation: safe

3

3

URL Reputation: safe

Avira URL Cloud: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

3

Avira URL Cloud: safe

Reputation

unknown

high

unknown

high

unknown

high
high
high
high

unknown

unknown

unknown

unknown

high

high

unknown

high
high
high

unknown

high

unknown

high

unknown

high

high
high

high

low

high

unknown

unknown
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Name
hitp://https://iplogger.org/ITW3i7
hitp://https://iplogger.org/1q6Jt7
hitp://7553014bd6a4211b.xyz/info/w

hitp://ffdownload.online/business/receive

hitp://nsis.sf.net/NSIS_ErrorError

hitp://https://contextual.media.net/

hitp://ocsp.pki.goog/gsr202

http:/f
https://optanon.blob.core.windows.net/skins/4.1.0/default_flat_
top_two_button_black/v2/images/cookie

hitp://https://pki.goog/repository/0

hitp://crl.comoU

http:/f
https://adservice.google.co.uk/ddm/fls/i/src=2542116;type=chr
om322;cat=chrom01g;ord=5864849777998;gt

hitp://https://iplogger.org/IOXFG
hitp://https://iplogger.org/1Ka7t7

hitp:/fwww.msn.com/

hitp://https://iplogger.org/1bV787

hitp:/fwww.msn.com/de-ch/?ocid=iehp

hitp://crl.sectigo.com/SectigoRSATimeStampingCA.crlOt

http:/f
https://2542116.fls.doubleclick.net/activityi;src=2542116;type=
2542116;cat=chom0;0rd=4842492154761;g

hitp://https://iplogger.org/1IC5g
hitp://https://www.airbnb.cn/account-settings

hitp://7553014BD6A4211B.xyz/L

hitp://crt.sectigo.com/SectigoRSATimeStampingCA.crt0#

hitp://7553014bd6a4211b.xyz/0

hitp://https://contextual.media.net/medianet.php?

cid=8CU157172&crid=722878611&size=306x271&https=1

hitp://cookies.onetrust.mgr.consensu.org/onetrust-logo.svg

hitp://crt.sectigo.com/SectigpRSADomainValidationSec)

hitp://www.winimage.com/zLibDIl

hitp:/fiwww.zxfc.pw/Home/Index/sksxz?

uid=3alc3033bf5a5764882caec7a4cf3849e7de2ef2a8d79cece

23467f1d887
hitp:/fiwww.fddnice.pw/

hitp://crl.pki.goog/gsr2/gsr2.crl0?

hitp://Ojyehq4jg.2ihsfa.com/
hitp://pki.goog/gsr2/GTSGIAG3.crt0)

Copyright null 2020

Source
askinstall21.exe
askinstall21.exe

aliens.exe, 00000013.00000002.
508492865.0000000000B96000.000
00004.00000020.sdmp, aliens.exe,
00000013.00000002.508446733
.0000000000B6A000.00000004.000
00020.sdmp

002.exe

Setup.exe, 0000000F.00000000.2
88312686.0000000000409000.0000
0002.00020000.sdmp, Setup.exe.0.dr

jg2_2qua.exe, 0000001A.0000000
3.502245420.0000000004088000.0
0000004.00000001.sdmp

jg2_2qua.exe, 0000001A.0000000
3.495023797.0000000003E31000.0
0000004.00000001.sdmp

jg2_2qua.exe, 0000001A.0000000
3.493765388.0000000003F30000.0
0000004.00000001.sdmp

jg2_2qua.exe, 0000001A.0000000
3.495023797.0000000003E31000.0
0000004.00000001.sdmp

jg2_2qua.exe, 0000001A.0000000
3.480992334.000000000071B000.0
0000004.00000001.sdmp

jg2_2qua.exe, 0000001A.0000000
3.492557880.0000000003E20000.0
0000004.00000001.sdmp

askinstall21.exe
askinstall21.exe

jg2_2qua.exe, 0000001A.0000000
3.502245420.0000000004088000.0
0000004.00000001.sdmp

askinstall21.exe

jg2_2qua.exe, 0000001A.0000000
3.492557880.0000000003E20000.0
0000004.00000001.sdmp

Setup.exe, 0000000F.00000002.4
67933755.0000000000420000.0000
0004.00020000.sdmp, SibClr.dIl.15.dr

jg2_2qua.exe, 0000001A.0000000
3.492557880.0000000003E20000.0
0000004.00000001.sdmp

askinstall21.exe
ubisoftpro.exe

aliens.exe, 00000013.00000002.
508446733.0000000000B6A000.000
00004.00000020.sdmp

Setup.exe, 0000000F.00000002.4
67933755.0000000000420000.0000
0004.00020000.sdmp, SibClr.dIl.15.dr

aliens.exe, 00000013.00000002.
508446733.0000000000B6A000.000
00004.00000020.sdmp
jg2_2qua.exe, 0000001A.0000000
3.492557880.0000000003E20000.0
0000004.00000001.sdmp
jg2_2qua.exe, 0000001A.0000000
3.493765388.0000000003F30000.0
0000004.00000001.sdmp
jg2_2qua.exe, 0000001A.0000000
2.506529883.000000000071B000.0
0000004.00000020.sdmp

ubisoftpro.exe

askinstall21.exe

askinstall21.exe

jg2_2qua.exe, 0000001A.0000000
3.495023797.0000000003E31000.0
0000004.00000001.sdmp
hjjgaa.exe

jg2_2qua.exe, 0000001A.0000000

3.495023797.0000000003E31000.0
0000004.00000001.sdmp

Malicious

false
false

false

false

false

false

false

false

false

false

false

false
false

false

false

false

false

false

false
false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

e Avira URL Cloud: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e Avira URL Cloud: safe
e Avira URL Cloud: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e Avira URL Cloud: safe
e Avira URL Cloud: safe

Reputation
high
high

unknown

unknown

high

high

unknown

high

unknown

unknown

unknown

high
high
high

high
high

unknown

high

high
unknown

unknown

unknown

unknown

high

unknown

unknown

high

unknown

unknown

unknown

unknown

unknown
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Name

hitp://https://iplogger.org/lyXwr7

Contacted IPs

»
...
] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% <No. of IPs
Public
IP Domain
101.36.107.74 unknown
88.99.66.31 unknown

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes analysed:
Number of new started drivers analysed:

Number of existing processes analysed:

Number of existing drivers analysed:

Number of injected processes analysed:

Copyright null 2020

Source

askinstall21.exe

Country
China

Germany

Flag

Malicious

false

ASN
135377

24940

Antivirus Detection Reputation
high
ASN Name Malicious
UHGL-AS- false
APUCIloudHKHoldingsGroup
LimitedHK
HETZNER-ASDE false

31.0.0 Red Diamond
324174

28.11.2020
15:04:21
CloudBasic

Oh 14m 46s

false

light

KeJ7CI7flZ.exe
default.jbs

Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211

27

o O o o
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Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

Time

15:05:24
15:07:10
15:07:41

Copyright null 2020

Type
API Interceptor
API Interceptor

Autostart

e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled

default

Timeout

MAL
mal100.bank.troj.spyw.evad.winEXE@13/35@12/2
Failed

e Successful, ratio: 18.4% (good quality ratio 17.5%)
e Quality average: 78.6%
e Quality standard deviation: 28%

Failed

e Adjust boot time

e Enable AMSI

e Found application associated with file extension:
.exe

Show All
e Exclude process from analysis (whitelisted):
MpCmdRun.exe, BackgroundTransferHost.exe,
WerFault.exe, backgroundTaskHost.exe,
SgrmBroker.exe, conhost.exe, svchost.exe
e Excluded IPs from analysis (whitelisted):
104.42.151.234, 92.122.144.200, 51.104.144.132,
20.54.26.129, 51.103.5.159, 52.142.114.176,
92.122.213.194, 92.122.213.247,51.11.168.160,
104.43.139.144
e Excluded domains from analysis (whitelisted):
client.wns.windows.com, fs.microsoft.com,
arc.msn.com.nsatc.net, ris-prod.trafficmanager.net,
e1723.g.akamaiedge.net,
skypedataprdcolcus16.cloudapp.net, fs-
wildcard.microsoft.com.edgekey.net, fs-
wildcard.microsoft.com.edgekey.net.globalredir.aka
dns.net, wns.notify.windows.com.akadns.net,
al449.dscg2.akamai.net, arc.msn.com, g-msn-
com-nsatc.trafficmanager.net,
ris.api.iris.microsoft.com,
par02p.wns.notify.windows.com.akadns.net,
emeal.notify.windows.com.akadns.net,
blobcollector.events.data.trafficmanager.net,
watson.telemetry.microsoft.com, img-prod-cms-rt-
microsoft-com.akamaized.net,
prod.fs.microsoft.com.akadns.net,
skypedataprdcolwus16.cloudapp.net
e Report creation exceeded maximum time and may
have missing disassembly code information.
e Report size exceeded maximum capacity and may
have missing behavior information.
e Report size exceeded maximum capacity and may
have missing disassembly code.
e Report size getting too big, too many
NtOpenKeyEx calls found.
e Report size getting too big, too many
NtProtectVirtualMemory calls found.
e Report size getting too big, too many
NtQueryValueKey calls found.
e Report size getting too big, too many
NtSetInformationFile calls found.
Too many dropped files, some of them have not
been restored

.

Description
2x Sleep call for process: WerFault.exe modified
1x Sleep call for process: jg2_2qua.exe modified

Run: HKCU\Software\Microsoft\Windows\CurrentVersion\Run Windows Host C:\ProgramData\Windows Host\Win
dows Host.exe
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Joe Sandbox View | Context

IPs

Match
88.99.66.31

Domains

Match
iplogger.org

ip-api.com

Copyright null 2020

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash
Get hash
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash
Get hash

Get hash

Get hash

Get hash

Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious
malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse
Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

ezstat.ru
/1BiQt7.html

ezstat.ru
/1BiQt7.html

iplogger.
org/14mvt7.9z

iplogger.
org/14qK87

iplogger.
org/lcyy87.jpg

iplogger.
org/lcyy87.jpg

iplogger.
org/lcyy87.jpg

iplogger.
org/lcyy87.jpg
2no.co/lLan77
2no.co/lLan77

iplogger.
org/1Uu547.tgz

iplogger.
org/1Uu547.tgz

iplogger.
org/1Uu547 19z

maper.inf
o/XtDei

maper.inf
o/XtDei

maper.info/

iplogger.
com/INAnw7

ezstat.ru
/1kDj27

iplo.ru/1
VJiB6.jpeg

iplogger.
C0/18RtV6.jpg

Context

88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
208.95.112.1
208.95.112.1
208.95.112.1
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https://view.joesandbox.com/analysis/240103/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240103/html/none?idtype=webid
https://view.joesandbox.com/analysis/240099/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240099/html/none?idtype=webid
https://view.joesandbox.com/analysis/237739/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237739/html/none?idtype=webid
https://view.joesandbox.com/analysis/233763/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/233763/html/none?idtype=webid
https://view.joesandbox.com/analysis/228379/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/228379/html/none?idtype=webid
https://view.joesandbox.com/analysis/228262/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/228262/html/none?idtype=webid
https://view.joesandbox.com/analysis/228251/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/228251/html/none?idtype=webid
https://view.joesandbox.com/analysis/228244/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/228244/html/none?idtype=webid
https://view.joesandbox.com/analysis/212215/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/212215/html/none?idtype=webid
https://view.joesandbox.com/analysis/212214/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/212214/html/none?idtype=webid
https://view.joesandbox.com/analysis/207377/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/207377/html/none?idtype=webid
https://view.joesandbox.com/analysis/202219/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/202219/html/none?idtype=webid
https://view.joesandbox.com/analysis/202156/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/202156/html/none?idtype=webid
https://view.joesandbox.com/analysis/191216/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/191216/html/none?idtype=webid
https://view.joesandbox.com/analysis/191210/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/191210/html/none?idtype=webid
https://view.joesandbox.com/analysis/146892/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/146892/html/none?idtype=webid
https://view.joesandbox.com/analysis/127228/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/127228/html/none?idtype=webid
https://view.joesandbox.com/analysis/126027/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/126027/html/none?idtype=webid
https://view.joesandbox.com/analysis/114877/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/114877/html/none?idtype=webid
https://view.joesandbox.com/analysis/102247/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/102247/html/none?idtype=webid
https://view.joesandbox.com/analysis/242666/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242666/html/none?idtype=webid
https://view.joesandbox.com/analysis/240103/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240103/html/none?idtype=webid
https://view.joesandbox.com/analysis/240099/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240099/html/none?idtype=webid
https://view.joesandbox.com/analysis/237739/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237739/html/none?idtype=webid
https://view.joesandbox.com/analysis/237276/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237276/html/none?idtype=webid
https://view.joesandbox.com/analysis/237266/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237266/html/none?idtype=webid
https://view.joesandbox.com/analysis/236711/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236711/html/none?idtype=webid
https://view.joesandbox.com/analysis/236710/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236710/html/none?idtype=webid
https://view.joesandbox.com/analysis/236705/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236705/html/none?idtype=webid
https://view.joesandbox.com/analysis/234820/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/234820/html/none?idtype=webid
https://view.joesandbox.com/analysis/233763/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/233763/html/none?idtype=webid
https://view.joesandbox.com/analysis/228379/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/228379/html/none?idtype=webid
https://view.joesandbox.com/analysis/228262/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/228262/html/none?idtype=webid
https://view.joesandbox.com/analysis/228251/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/228251/html/none?idtype=webid
https://view.joesandbox.com/analysis/228244/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/228244/html/none?idtype=webid
https://view.joesandbox.com/analysis/228229/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/228229/html/none?idtype=webid
https://view.joesandbox.com/analysis/228227/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/228227/html/none?idtype=webid
https://view.joesandbox.com/analysis/228219/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/228219/html/none?idtype=webid
https://view.joesandbox.com/analysis/228217/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/228217/html/none?idtype=webid
https://view.joesandbox.com/analysis/228216/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/228216/html/none?idtype=webid
https://view.joesandbox.com/analysis/242697/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242697/html/none?idtype=webid
https://view.joesandbox.com/analysis/242694/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242694/html/none?idtype=webid
https://view.joesandbox.com/analysis/242685/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242685/html/none?idtype=webid

Match

trueaerned.com

ASN

Match

UHGL-AS-
APUCloudHKHoldingsGroupLimitedHK

HETZNER-ASDE

JA3 Fingerprints

Match
ce5f3254611a8c095a3d821d44539877

Copyright null 2020

Associated Sample Name /| URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash

Get hash

Associated Sample Name /| URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Associated Sample Name /| URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse

Browse

Context

208.95.112.1
208.95.112.1
208.95.112.1
208.95.112.1
208.95.112.1
208.95.112.1
208.95.112.1
208.95.112.1
208.95.112.1
208.95.112.1
208.95.112.1
208.95.112.1
208.95.112.1
208.95.112.1
193.234.225.88

208.95.112.1
208.95.112.1
198.98.57.54
198.98.57.54
198.98.57.54

Context

101.36.113.249
101.36.113.249
101.36.113.249
101.36.120.233
103.72.146.121
128.14.231.58
128.14.231.58
128.14.231.58
152.32.211.197
78.46.235.88
88.99.66.31
78.46.235.88
78.46.235.88
78.46.235.88
95.217.228.176
78.46.235.88
78.46.235.88
78.46.235.88
78.46.235.88
78.46.235.88
78.46.235.88

78.46.235.88
78.46.235.88
95.217.144.93
78.46.235.88
78.46.235.88
78.46.235.88
78.46.235.88
88.99.26.209

Context

88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
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https://view.joesandbox.com/analysis/242674/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242674/html/none?idtype=webid
https://view.joesandbox.com/analysis/242666/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242666/html/none?idtype=webid
https://view.joesandbox.com/analysis/242663/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242663/html/none?idtype=webid
https://view.joesandbox.com/analysis/242662/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242662/html/none?idtype=webid
https://view.joesandbox.com/analysis/242654/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242654/html/none?idtype=webid
https://view.joesandbox.com/analysis/242653/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242653/html/none?idtype=webid
https://view.joesandbox.com/analysis/242603/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242603/html/none?idtype=webid
https://view.joesandbox.com/analysis/242593/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242593/html/none?idtype=webid
https://view.joesandbox.com/analysis/242584/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242584/html/none?idtype=webid
https://view.joesandbox.com/analysis/242399/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242399/html/none?idtype=webid
https://view.joesandbox.com/analysis/241537/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241537/html/none?idtype=webid
https://view.joesandbox.com/analysis/240506/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240506/html/none?idtype=webid
https://view.joesandbox.com/analysis/240501/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240501/html/none?idtype=webid
https://view.joesandbox.com/analysis/240362/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240362/html/none?idtype=webid
https://view.joesandbox.com/analysis/240116/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240116/html/none?idtype=webid
https://view.joesandbox.com/analysis/240113/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240113/html/none?idtype=webid
https://view.joesandbox.com/analysis/240102/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240102/html/none?idtype=webid
https://view.joesandbox.com/analysis/242697/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242697/html/none?idtype=webid
https://view.joesandbox.com/analysis/242694/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242694/html/none?idtype=webid
https://view.joesandbox.com/analysis/242663/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242663/html/none?idtype=webid
https://view.joesandbox.com/analysis/229878/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/229878/html/none?idtype=webid
https://view.joesandbox.com/analysis/229780/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/229780/html/none?idtype=webid
https://view.joesandbox.com/analysis/228711/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/228711/html/none?idtype=webid
https://view.joesandbox.com/analysis/225503/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/225503/html/none?idtype=webid
https://view.joesandbox.com/analysis/224796/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/224796/html/none?idtype=webid
https://view.joesandbox.com/analysis/219097/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/219097/html/none?idtype=webid
https://view.joesandbox.com/analysis/219093/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/219093/html/none?idtype=webid
https://view.joesandbox.com/analysis/219090/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/219090/html/none?idtype=webid
https://view.joesandbox.com/analysis/180828/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/180828/html/none?idtype=webid
https://view.joesandbox.com/analysis/242671/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242671/html/none?idtype=webid
https://view.joesandbox.com/analysis/242666/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242666/html/none?idtype=webid
https://view.joesandbox.com/analysis/242664/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242664/html/none?idtype=webid
https://view.joesandbox.com/analysis/242658/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242658/html/none?idtype=webid
https://view.joesandbox.com/analysis/242650/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242650/html/none?idtype=webid
https://view.joesandbox.com/analysis/242619/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242619/html/none?idtype=webid
https://view.joesandbox.com/analysis/242557/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242557/html/none?idtype=webid
https://view.joesandbox.com/analysis/242555/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242555/html/none?idtype=webid
https://view.joesandbox.com/analysis/242502/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242502/html/none?idtype=webid
https://view.joesandbox.com/analysis/242500/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242500/html/none?idtype=webid
https://view.joesandbox.com/analysis/242451/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242451/html/none?idtype=webid
https://view.joesandbox.com/analysis/242450/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242450/html/none?idtype=webid
https://view.joesandbox.com/analysis/242434/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242434/html/none?idtype=webid
https://view.joesandbox.com/analysis/242431/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242431/html/none?idtype=webid
https://view.joesandbox.com/analysis/242414/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242414/html/none?idtype=webid
https://view.joesandbox.com/analysis/242384/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242384/html/none?idtype=webid
https://view.joesandbox.com/analysis/242381/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242381/html/none?idtype=webid
https://view.joesandbox.com/analysis/242369/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242369/html/none?idtype=webid
https://view.joesandbox.com/analysis/242366/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242366/html/none?idtype=webid
https://view.joesandbox.com/analysis/242335/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242335/html/none?idtype=webid
https://view.joesandbox.com/analysis/242666/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242666/html/none?idtype=webid
https://view.joesandbox.com/analysis/242635/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242635/html/none?idtype=webid
https://view.joesandbox.com/analysis/242633/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242633/html/none?idtype=webid
https://view.joesandbox.com/analysis/242632/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242632/html/none?idtype=webid
https://view.joesandbox.com/analysis/242630/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242630/html/none?idtype=webid
https://view.joesandbox.com/analysis/242629/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242629/html/none?idtype=webid

Match

37f463bf4616ecd445d4a1937da06e19

Dropped Files

No context

Associated Sample Name /| URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Created / dropped Files

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31

88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31
88.99.66.31

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Antivirus:

Preview:

Copyright null 2020

C:\Users\user\AppData\Local\Temp\sib309A.tmp\O\setup.exe

PE32 executable (GUI) Intel 80386, for MS Windows

dropped
490274830

0.13399746942054178

false

C4EQ0A325E324C12C52D45A2C5A0B7CA

FA457B527850FB82A942A33DE7195356BA76F3C89

A958A1908B2473BD3A7547122602ADF7FFAFC17D94B52E95CD99836CD1EGCE96
301DC8DD9D61D90157D989CCCOF3D6897ECI8EABAGF3665D6647E6848C11C39D6A01D624914399CESFAFA2914BEBAES30FB0OC29D5B2A0C3BFD5D14693677F(

2

true

e Antivirus: Joe Sandbox ML, Detection: 100%

>.h.Richi..
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https://view.joesandbox.com/analysis/242628/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242628/html/none?idtype=webid
https://view.joesandbox.com/analysis/242626/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242626/html/none?idtype=webid
https://view.joesandbox.com/analysis/242624/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242624/html/none?idtype=webid
https://view.joesandbox.com/analysis/242623/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242623/html/none?idtype=webid
https://view.joesandbox.com/analysis/242622/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242622/html/none?idtype=webid
https://view.joesandbox.com/analysis/242271/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242271/html/none?idtype=webid
https://view.joesandbox.com/analysis/242225/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242225/html/none?idtype=webid
https://view.joesandbox.com/analysis/242154/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242154/html/none?idtype=webid
https://view.joesandbox.com/analysis/242146/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242146/html/none?idtype=webid
https://view.joesandbox.com/analysis/241325/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241325/html/none?idtype=webid
https://view.joesandbox.com/analysis/240880/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240880/html/none?idtype=webid
https://view.joesandbox.com/analysis/240863/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240863/html/none?idtype=webid
https://view.joesandbox.com/analysis/240853/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240853/html/none?idtype=webid
https://view.joesandbox.com/analysis/240758/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240758/html/none?idtype=webid
https://view.joesandbox.com/analysis/242755/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242755/html/none?idtype=webid
https://view.joesandbox.com/analysis/242753/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242753/html/none?idtype=webid
https://view.joesandbox.com/analysis/242751/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242751/html/none?idtype=webid
https://view.joesandbox.com/analysis/242747/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242747/html/none?idtype=webid
https://view.joesandbox.com/analysis/242742/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242742/html/none?idtype=webid
https://view.joesandbox.com/analysis/242729/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242729/html/none?idtype=webid
https://view.joesandbox.com/analysis/242724/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242724/html/none?idtype=webid
https://view.joesandbox.com/analysis/242717/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242717/html/none?idtype=webid
https://view.joesandbox.com/analysis/242715/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242715/html/none?idtype=webid
https://view.joesandbox.com/analysis/242712/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242712/html/none?idtype=webid
https://view.joesandbox.com/analysis/242706/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242706/html/none?idtype=webid
https://view.joesandbox.com/analysis/242671/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242671/html/none?idtype=webid
https://view.joesandbox.com/analysis/242668/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242668/html/none?idtype=webid
https://view.joesandbox.com/analysis/242661/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242661/html/none?idtype=webid
https://view.joesandbox.com/analysis/242658/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242658/html/none?idtype=webid
https://view.joesandbox.com/analysis/242649/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242649/html/none?idtype=webid
https://view.joesandbox.com/analysis/242614/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242614/html/none?idtype=webid
https://view.joesandbox.com/analysis/242609/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242609/html/none?idtype=webid
https://view.joesandbox.com/analysis/242606/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242606/html/none?idtype=webid
https://view.joesandbox.com/analysis/242601/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242601/html/none?idtype=webid

C:\ProgramData\Microsoft\Windows\WER\ReportArchive\AppCrash_002.exe_1c529646ab3c8alfdb7fc485aa1d9d3291c12_6234ae00_0086ee01\Report.wer

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\SysWOW64\WerFault.exe

Little-endian UTF-16 Unicode text, with CRLF line terminators

dropped

12056

3.7759983087181124

false

192:ylgpHMfd/UUT+njbttz/u7sUS274ItiRX:5qZMfLUUQjH/u7sUX41tSX
99CA516681EAE4643633DEDF3DA3D372
FF67FCADDA5993CFAAB9296AEFCF155893C279EB
3045F06E40C928526C531FEF56D0EF172C7B45CDAC87D59A81073D4F10A2CESE
54AB45588862D5AAF79B609EABF52430926F354C530BB1166383861F0FE0C3235548351A1DFD270C6A24822B5DEEB543FF85B4DCB54FA35B44E1F051514ED679

false

.Version=1..EventTyp.e=APPCRASH...EventTim.e=13.2510.7.83.19.1054.3.1.7...Rep.ortTy.p.e=2..C.ons.ent=1..UploadT.i.
m.e.=.1.3.2.5.1.0.7.8.3.2.2.9.6.4.8.1.4.9.....R.e.p.o.rt.S.tatu.s.=.2.6.8.4.354.56....R.e.p.or.tlde.ntifier=.e.0.8.9b.b.7e.-daf3.-475b.-8.e9.b.-.cl.7.a.d.5.1.
7.6.5.a.b....l.ntegrato.rR.ep.ortldentifier=43.76.4.96.8.-a2a09.-4.d.7.d.-9.d3.1.-d9.6.2.1.9.8.3.7.4.4.c...W.0.w.6.4.H.0.5.t.=.3.4.4.0.4....W.0.w.6.4.G.
u.e.s.t.=3.3.2...N.s.Ap.p.N.am.e.=0.0.2..e.x.e....0r.ig.in.alF.ilenam.e.=20.2.0.1.1.09._.2..exe...Ap.p.S.es.s.i.0.n.G.u.i.d.=.0.0.0.0.0.d.f.0.-.0.0.0.1.-.0.0.1.6.-
.8.8.a.1.-feee.da.c5.d6.0.1...T.arg.etAp.p.ld=W..0.0.0.6.0.2.cd.ab.d2.7.f6.c.7.d.f.b.c.5.a.d.8.6.2.c.4.0.2.7.a.3.0.d.0.0.0.0.0.4.0.8.1.0.0.0.0.f.e.d.b.7.6.0.f.6.7..f.6.
0.0.0.b.f.3.1.1.c.7.6.d.f.f.5.5.c.3.5.h.e.e.d.a.8.

C:\ProgramData\Microsoft\Windows\WER\ReportArchive\AppCrash_002.exe_566a661da143f3fc1b192bf169fbb3659a52956 6234ae00_00871c35\Repo

rt.wer
Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\SysWOW64\WerFault.exe

Little-endian UTF-16 Unicode text, with CRLF line terminators

dropped

12048

3.772567716869348

false

192:pwQfqJ3HbcjA+njbttz/u7sUS274ItiRs:jqJbcjVjH/u7sUX4ItSs
DE39AECB7DE27D5C6CCFEDEB1BFC6A10
BEDO09940E0337BC7FE6E839750A76EAFCB260CC8
98D49983ADF4C7542B44BEDA4D3779862CDB4BF97D390EEF314C2673016DF157
B48EC3BE49299FD5199199AC3392DE7888CA74COEASFACOC5D172D0C1A63C8E99365453A8D762595662C558A134A7A7D97151FA69680BA698264E9AFOC0859B

false

.Version=1..Eve.ntTyp.e=APPCRASH...EventTim.e=13.251.0.7.8.3.3.054.29.2.38....Rep.ortTy.p.e=2..C.ons.ent=1..UploadT.i.
m.e.=.1.3.2.5.1.0.7.8.3.3.5.0.4.2.9.2.35.....R.e.p.o.rt.S.tatu.s.=.2.6.8.4.354.56....R.e.p.or.tlde.ntifier=2b.b.0.7.cd.3.-.a.29.6.-.4.d.8.c.-b.6.cf-.b.5.c.a.8.7.8.
8.6.e.l.b....l.n.te.gratorR.ep.ortldentifier=7efde8.36.-fef2-45f7-823.0.-d6.e4.3adb.e.cbf. . Wow.64H.0s.1t=344.04..W.0w.64.G.
u.e.s.t.=3.3.2....N.s.Ap.p.N.am.e.=0.0.2...e.x.e....0r.ig.in.alF.ilenam.e.=20.20.1.1.09._.2..exe...Ap.p.S.es.s.i.0.n.G.u.i.d.=0.0.0.0.0.d.f.0.-.0.0.0.1.-.0.0.1.6.-
.8.8.a.1.-feee.da.c5.d6.0.1...T.arg.etAp.p.ld=W..0.0.0.6.0.2.cd.ab.d2.7.f6.c.7.d.f.b.c.5.a.d.8.6.2.c.4.0.2.7.a.3.0.d.0.0.0.0.0.4.0.8.1.0.0.0.0.f.e.d.b.7.6.0.f.6.7..f.6.
0.0.0.b.f.3.1.1.c.7.6.d.f.f.5.5.c.3.5.h.e.e.d.a.8.

C:\ProgramData\Microsoft\Windows\WER\Temp\WER439.tmp.dmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\SysWOW64\WerFault.exe

Mini DuMP crash report, 14 streams, Sat Nov 28 23:05:31 2020, 0x1205a4 type

dropped

62728

1.8912382117232474

false

192:5llIPvemlwARaNqgcYmN5x3qjIGtad Y/xIKV/pkHa7ILDz9rGEUI1Tx7:lvesAkgON5x6GoW/x7Bg/kSX
72AFCDBEOQ7E222E0A9B13E1C9FC83751

0195A8A0CBB567E43903653126F7F16104D955B4
F37A52664590A33123433479536BFIFA30DCIA5AD6A38B5BD8D188DD682BF356
7D60C593C601FD6309714F70B467DCB08D91BAI0F62F366BB4F8E8B7D232B2019F35AEF56015E7336855DBFD4513EA0321F047FCD6411986D948226EBF2B27B4

false

MDMP . P.a.cific..Standard. .T..me
cieePiaccific. .D.ay.lig.hit. Timee... . ..X.8.6.f.r. .s.4._releas.e.1.8.04.1.0.-1.8.04. ..ccccooriiininnnns

C:\ProgramData\Microsoft\Windows\WER\Temp\WERA45.tmp.WERInternalMetadata.xml

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

Copyright null 2020

C:\Windows\SysWOW64\WerFault.exe

XML 1.0 document, Little-endian UTF-16 Unicode text, with CRLF line terminators
dropped

8286

3.703844921832443

false
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C:\ProgramData\Microsoft\Windows\WER\Temp\WERA45.tmp.WERInternalMetadata.xml

SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

192:Rrl7r3GLNir66p6YC369gmfiSBCpDK89bN/sfEvm:RrisNim6p6Y669gmfjSCNkfh

5E1680D58C9310366B58FA0BECDE2CDE

E1A2403D1DA40605DC82418454C57961B5534B1E

AT736E83BA14E746424058B6CDB09DAE6OESF207757AE6E35ADDD170736F1B50A
8CDE417E7F9220421F3A7B42464A240171D0D42647151B6B243C0F509CEBD7B8B78610F14F8B331FCE4751E94462BFD7C86261BCI90AA96DC36C227415ACT7674

false

.<?x.m.l wvers.io.nz="1.0" enc.o.ding="UTF.-16."?2>..<W.E.RR.ep.ortMetadata>...<0.SV.ers.io.nlnformation>....<W..nd.
o.w.s.N.T.V.e.r.s.i.o.n.>.1.0...0.<./W..n.d.ow.s.N.T.V.e.rs.i.o.n>.......<B.wu.ild.>17.1.34.</Bu.ild>.....<Pro.du.c.t>(0x3.0).;. . W.in.d.ow.s. .1.0. .P.r.o.
<./.P.ro.d.u.ct> <.E.d.i.ti.o.n.>.P.ro.fess.io.nal</E.d.it Gild.S.tring>17.1.34.1.amd.6.4fre.rs4._re.leas.e..1804.1.0.-.18.0.4.

</.B.uild.S.tring>.....<R.ewvision>1l</R.ewv.ision>.....<Flav.o.r>Multipro.c.ess.or. Free</Flav.o.r>....<Ar.chitecture>X6.4.</.
Ar.ch.itecture>.....<LClD.>1.0.3.3.</LC.lD>....</0.SV.ers.io.n.lnformatio.n>...<Pro.cess.lnformation>....<P.id>356.8</P..
d>.....

C:\ProgramData\Microsoft\Windows\WER\Temp\WERDO05.tmp.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\SysWOW64\WerFault.exe

XML 1.0 document, ASCII text, with CRLF line terminators

dropped

4628

4.463401774562659

false
48:cviwSD8zsVJgtWI9b7WSC8BnM+8fm8M4JsIhFFdI+q80KaD4Evgqgbd:ul TivkKSN8JBrirB4Evggbd
719846863F13CDFE6A4B6C2AD6340F65

E1A00C1AF960014F33D14771CD7541BAAA7D8ESD
75E86458817096DC98B0A6844DBFEF3A5BD125BE2F9BC4E26012DFBOF501513C
0A6CEC446C4F3032C32DEB12C34BBD87C38DAC3BB423D6FD619F7FDC9B431940411BA930523B1830453D50544EE7E19758F07C4562530EE80E057B1C8D20571

false

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>..<req ver="2">.. <tim>.. <src>.. <desc>.. <mach>.. <0s>.. <arg nm="vermaj" val="10"
I>.. <arg nm="vermin" val="0" />.. <arg nm="verbld" val="17134" />.. <arg nm="vercsdbld" val="1" />.. <arg nm="vergfe" val="1" />..

<arg nm="csdbld" val="1" />.. <arg nm="versp" val="0" />.. <arg nm="arch" val="9" />.. <arg nm="lcid" val="1033" />.. <arg nm="geoid"
val="244" |>.. <arg nm="sku" val="48" />.. <arg nm="domain" val="0"/>.. <arg nm="prodsuite" val="256" />.. <arg nm="ntprodtype" val="1"
I>.. <arg nm="platid" val="2" />.. <arg nm="tmsi" val="749296" />.. <arg nm="osinsty" val="1" />.. <arg nm="iever" val="11.1.17134.0-1
1.0.47" />.. <arg nm="portos" val="0" />.. <arg nm="ram" val="4096" />..

C:\ProgramData\Microsoft\Windows\WER\Temp\WERD78B.tmp.dmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\SysWOW64\WerFault.exe

Mini DuMP crash report, 14 streams, Sat Nov 28 23:05:20 2020, 0x1205a4 type

dropped

66612

1.9820330049632604

false

192:K10c59bDgecmiwARaNgcY mN5x3T4Fb8C6adY/xIKV/pmyx+mw/KOtuaG/SeOjr:8HyecsAkgON5xcFbF1W/x7BmyCdjeo
E24FB2EEBF67A573571B8420646E8774

2AE347D084DD202B1A480BOAD80CI0EEA9C33C37
DOD2A8D25A43130FC1DE5786080F531584F128E4D3125A4E7ABIBECOD2EE916B

9D7EBA878D08508AD2120E670E97463E7CFDDB0986EDODE82DDAG3C71C8E6GE27B58BDC65679082C79A248241CB4D3B61673CFDED2E492F87C4E8739872C37¢
1

false

MDMP...cos it Ui Bois e GenuinelntelW........... T e 0. P.a.c.ific. .Standard. .Time. ...
.1.7.1.34..1..x8.6.fre..rs4._releas.e..18.04.10.-18.04

.................................................................................................. d.0.9.€.0.1.€...1.3.8.6.,.1.0...0... 1. 7. 1.3 4. Lo

C:\ProgramData\Microsoft\Windows\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Copyright null 2020

C:\Windows\SysWOW64\WerFault.exe

XML 1.0 document, Little-endian UTF-16 Unicode text, with CRLF line terminators

dropped

8286

3.7043446739903163

false
192:Rrl7r3GLNirz6Nz6YCM69gmfXS5d6XCprl+89b0/sfaam:RrIsNil6J6YJ69gmfXS5MCOkKfO
A97C062B460F1282B1C3003BD4B5DACT
11ED92911321C80907CAD4BAD55F14D41F4FDABS
452040C59F65042A6FFC4031A66170F9E053F2C999B2384D7320B17666DF5460

C8F443B8AEB190FA5E5C6755CF5D0CAODC1624512DD37CBFF3FC5F5D2A5E1EB065470CC34F13E6BES591FFE315BE11F8C8CDIC18ES8CF45AAB7AFC58094AFF
F53

false
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C:\ProgramData\Microsoft\Windows\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

Preview:

.<?x.ml .wvers.ionz="1..0." enc.o.ding="UTF.-16."?2>..<W.E.RR.ep.ortMetadata>...<0.SV.ers.io.nlnformation>....<W..nd.
o.w.s.N.T.V.e.r.s.i.o.n.>.1.0...0.<./W.i.n.d.ow.s.N.T.V.e.rs.i.o.n>.......<B.wu.ild>17.1.34</Bu.ild>.....<Pro.du.c.t>(0x3.0.)... . Win.d.ow.s. .1.0. .P.r.o.
<./.P.rodu.c.t> <.E.d.tio.n>P.rofess.io.nal</Ed.itio.n>. <B.u.ild.S.trin.g>17.134..1..am.d.6.4.fre..rs4._re.leas.e..1.8.0.4.1.0.-.1.8.0.4.
</.B.uild.S.tring>.....<R.ewv.ision>1l</R.ewv.is.ion>.....<Flav.or>Multipro.c.ess.or. Free</Flav.o.r>....<Architecture>X6.4.</.
Ar.ch.itecture>.....<LCl1D.>1.0.3.3.</LC.lD>....</l0.SV.ers.io.n.lnformatio.n>...<Pro.cess.lnformation>....<P.id>356.8</P..
d>.....

C:\ProgramData\Microsoft\Windows\WER\Temp\WERDFCB.tmp.xml|

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\SysWOW64\WerFault.exe

XML 1.0 document, ASCII text, with CRLF line terminators

dropped

4632

4.468168107337762

false

48:cviwSD8zssJgtWI9b7WSC8BUBfM8M4JssZFt+q8cD/4Evggbd:ul TfgkKSNDJtxr/4Evggbd
69934B4EA55B849D6507300552AD293F
8254DD228E1685D7AACA7F54F3C5F2A284F4B2C8
AB4AB5A40CD2F2FE21573ED70246AC8BA492150AC8FOBFE24A6D9086600689CB
19C3EB1B8AF3FE12B05174DC6068B1E2992AFA85D202764233317C6F8534E72D2B003ES8BD6DC235313F0B8C3CD8576AA9DB3132C05CF361BF6C64CCB7287D7¢

false

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>..<req ver="2">.. <tim>.. <src>.. <desc>.. <mach>.. <0s>.. <arg nm="vermaj" val="10"
/>.. <arg nm="vermin" val="0" />.. <arg nm="verbld" val="17134" />.. <arg nm="vercsdbld" val="1" />.. <arg nm="vergfe" val="1" />..

<arg nm="csdbld" val="1" />.. <arg nm="versp" val="0" />.. <arg nm="arch" val="9" />.. <arg nm="lcid" val="1033" />.. <arg nm="geoid"
val="244" |>.. <arg nm="sku" val="48" />.. <arg nm="domain" val="0" />.. <arg nm="prodsuite" val="256" />.. <arg nm="ntprodtype" val="1"
/>.. <arg nm="platid" val="2" />.. <arg nm="tmsi" val="749295" />.. <arg nm="osinsty" val="1" />.. <arg nm="iever" val="11.1.17134.0-1
1.0.47" />.. <arg nm="portos" val="0" />.. <arg nm="ram" val="4096" />..

C:\ProgramData\sib\{F9266136-0000-46F8-BC66-FDD9185E4296}\SibCa.dIl

Process: C:\Users\user\AppData\Local\Temp\RarSFX0\Setup.exe
File Type: data
Category: dropped
Size (bytes): 4096
Entropy (8bit): 6.867501832742936
Encrypted: false
SSDEEP: 96:PAWQGUIO1w7JEIW764ulgk4uWdCXufAx8Su2yk:0WalO1S7ulgBhv+yk
MDS5: 04F3C7753A4FCABCE7970BFA3B5C76FF
SHAL: 34FC37D42F86DAC1FD1171A806471CDFEAE9817B
SHA-256: A735E33A420C2AD93279253BC57137947B5D07803FF438499AAAF6FD0692FACD
SHA-512: F774FC3F3EBF029DC6F122669060351CC58AE27C5224ABE2A6C8AB1308C4B796657D2F286760EB73A2AE7563EEEF335DAA70EDS5E4B2560D34CA9873017658AF
E
Malicious: false
Preview:
MZ........ 0......8-..@.8.0..p......... 1...L.IThis. program. cannot .be run i.n DOS mo.de....$...PE..L....d82......L.0......c...... .. B @.*-H L Othe
HA..text.......... U.foonee trsre..M; Lt @.0relo...U.)).....B....... 5..&.....S..40... "A..}....D.}..6..B.(..+**
LBoolBLL L~ Tul
...... "0.>.0+..,0E..,a..4?.,-
C:\ProgramData\sib\{F9266136-0000-46F8-BC66-FDD9185E4296}\SibCir.dll v
Process: C:\Users\user\AppData\Local\Temp\RarSFX0\Setup.exe
File Type: PE32 executable (DLL) (console) Intel 80386 Mono/.Net assembly, for MS Windows
Category: dropped
Size (bytes): 52520
Entropy (8bit): 6.011934677477037
Encrypted: false
SSDEEP: 1536:9GyM4uxivOe/c1xpfLla97v3A5KobiPWh:9G1vt/g7fLb97Y5VmY
MDS5: 928E680DEA22C19FEBE9FCBE05D96472
SHAL: 0A4A749DDFD220E2B646B878881575FF9352CF73
SHA-256: 8B6B56F670D59FF93A1C7E601468127FC21F02DDE567B5C21A5D53594CDAEF94
SHA-512: 5FBC72C3FA98DC2B5AD2ED556D2C6DC9279D4BE3EBIOFFD7FA2ADA39CB976EBA7CB34033E5786D1CB6137C64C869027002BE2F2CAD408ACEFD5C22006A1F
F34
Malicious: false
Antivirus: e Antivirus: ReversingLabs, Detection: 0%

Copyright null 2020
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C:\ProgramData\sib\{F9266136-0000-46F8-BC66-FDD9185E4296}\SibClr.dll v

Preview:

C:\ProgramData\sib\{F9266136-0000-46F8-BC66-FDD9185E4296}\sib.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\AppData\Local\Temp\RarSFX0\Setup.exe

data

dropped

1864

4.118434704813

false

48:DAC+SWx9cbv+eufJftOll/PD3Cch2/SG+Df:DA3locxIX8ryxSG+
04DOBDDEDBBC170CF791228E77032526
BF83D0C38B89D40CB72B63C4F1E74334F11B20D7
B8571739BDAE473B25C929F9033087B3DCCDC84BBA6DC0O6586CEAD7C39A39123

AOFFBO5A1F8474AAEQFDB470ACF4DF918332C31B85C3CA7D7B8EF8D8599F058EDBFC374B9C49E7570D7A61F1ESAOAOB3BOCBF22ACA1416C35F03F7FB010DA4(
62

false

...&{.F.9.2.6.6.1.3.6.-.2.C.E.2.-4.6.F.8.-.B.C.6.6.-.F.D.D.9.1.8.5.E.4.2.9.6.}....p.1c.cccocccccccerecreec@d.miiin.....0...0..0.............Li\new._kilLl\.p.L\e.x.e...p.1.(.3)...
ex.e..E{. "appVersion": "6.0.8",. “"arpNoRemove": true,. "arpNoRepair": true,. “"arpNoShow": true,. "lang": "en-US",. “productCode": "{F9266136-0000-46F8-
BC66-FDD9185E4296}",. "uiScriptTest": false,. "uid": "{4401COA1-7F46-4838-BBE8-B6F17E74AA74}",. "upgradeCode": "{9AC75AA0-89B9-4E79-86B4-89
FBE7867A1E}"}...1%.S.y.s.t.e.m.R.0.0.t.%.\.S.y.s.te.m.3.2\.S.HE.L.L.3.2..d.l.I..... &{.F.1.75.3.6.5.4.-.C.5.F.7.-4.7.C.C.-B.1.E.D.-
.1.E.7.D.D.7.5.C.E.48.F.} .s.e.t.u.p.. l:\.n.ew._kill\p.l\s.etu.p..exe. .T.eem.p\0\s.etu.p..exe... {."ignoreFailure":
false,."uiDisabled" : false,."uiHidden" : false,."uiUnSelected" : false

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Login Data.bak

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\AppData\Local\Temp\RarSFX0\002.exe

SQLite 3.x database, last written using SQLite version 3032001

modified

40960

0.792852251086831

false
48:2i3nBA+I1Y1PJzrQURCVE9V8MXODOHSFINUfAIGUGYFONSs8LKVUfIKVYJ7hU:pBCJIyC2V8MZyFI8AIG4oNFeymw
81DB1710BB13DA3343FCODFIF00BE49F

9B1F17E936D28684FFDFA962340C8872512270BB
9F37C9EAF023F2308AF24F412CBD850330C4EF476A3F2E2078A95E38DOFACABB
CF92D6C3109DAB31EF028724F21BAB120CF2F08F7139E55100292B266A363E579D14507F1865D5901E4B485947BE22574D1DBA815DE2886C118739C3370801F1

false

SQLite format 3.

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\UsageLogs\Setup.exe.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Users\user\AppData\Local\Temp\RarSFX0\Setup.exe

ASCII text, with CRLF line terminators

dropped

135

5.045303121991894

false
3:QHXMKa/xwwUCztIXILKNUhh+9Am12MFuAvOAsDeieVyn:Q3La/xwczfIWW+P12MUAvvrs
BB527FDBC763485B0662FCCFD53AA00A
86438ECBAF308B24FA264C7B6ECECDABD1338DCO
6158C0B5B794617AAD8DA6D671FEFOEDE9CAB2AA9AIFADI1D038739DFF5CEDBD
2003E36806330552D7DD5E633F24A67F2F4226C12EE43A6F79BB709727DD52910CASEAF336F9C1ES5733C66BC3075CA24CACA19D086BE373B76AA08D3FA81810!

false

1,"fusion","GAC",0..1,"WinRT","NotApp",1..2,"Microsoft.JScript, Version=10.0.0.0, Culture=neutral, PublicKkeyToken=b03f5f7f11d50a3a",0..

Process:
File Type:
Category:
Size (bytes):

Copyright null 2020

C:\Program Files (x86)\ujvgkl7ofji6\aliens.exe

PE32 executable (GUI) Intel 80386, for MS Windows
dropped

411041792
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Entropy (8bit):  0.15732403368611694

Encrypted: false

SSDEEP:

MDS5: 1B22D5DB9CD16098D4B8B38398029F4E

SHA1L: 5E3CD7DE596C320A9F44F37703C787FEA211639C

SHA-256: 718E0B71FAE3F0273BF839E47814143B25D83ADDF2E15A90488E7883FE6077BC

SHA-512: 22F35D101C8ACD939258E2ACC4137ACOCBCB79422E9F16E336194A7DADB18B65FE19DA9A37D7D6E812E39E1CIC799C9I5069FDCAC36A0CID3D68793F2DED3]
50

Malicious: true

Antivirus: e Antivirus: Joe Sandbox ML, Detection: 100%

Preview:

o G
Process: C:\Users\user\Desktop\KeJ7CI7flZ.exe
File Type: PE32 executable (GUI) Intel 80386, for MS Windows
Category: dropped
Size (bytes): 1306112
Entropy (8bit): 6.779030665912039
Encrypted: false
SSDEEP: 24576:dbM2T9Im39cm3+dAu/+jmxsh6QISfaf0+MHueYujiRDAVOwOI4r:5b Tecmm32JrYISCfziK+0w
MD5: 6503C9C4F19A4B33B701CC5B97B349BC
SHAL: FEDB760F67F6000BF311C76DFF55C35BEEDASB81
SHA-256: B79D5E0C3939BB3DD877DD327AF8D16A9406DSECAOB888938A0AD39B56311C1A
SHA-512: 641629267461AE617BB639BE4A1C4498FEOAEA101B447A9CF1FC78140A6194992DE3E60A2EB9I36001226DC088248ED37254D39914F5D0DCED1351C9039823BF6
Malicious: true
Antivirus: e Antivirus: Avira, Detection: 100%

e Antivirus: Joe Sandbox ML, Detection: 100%

Preview:

Q..Q..Q..0Q...Q..FQ...Q..GQ...Q..XQ...Q..CQ...Q...Q1L.
B, @........

Process: C:\Users\user\Desktop\KeJ7CI7flZ.exe

File Type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

Category: dropped

Size (bytes): 163328

Entropy (8bit): 6.766041496975016

Encrypted: false

SSDEEP: 3072:F/ID4amo19XRWkv4bOI67IKI1ILP6nVQDSAHEh:rDQ019XRKgl+IplLwzWAH6

MD5: 6A6B5428C65FAEA27AC602D0C817476C

SHAL: 849ECCDB3097FAC7368587E4688153D80A5E3A8B

SHA-256: C2B40AA7A76A98A5DB6CBC5BCO2EEA5A25321188A149F6ECEE61EEA189BBC8BD

SHA-512: 04AEDC253EDD23A18D8D563ADFEC5B234A2825AFA92CF3686244875E3E4B5BE17EADB25C6F4C58F40827E6D664F49BAEB2B34ABIF72A2BC83AAB20B4856081
87

Malicious: true

Antivirus: e Antivirus: Avira, Detection: 100%

Preview:

C:\Users\luser\AppData\Local\Temp\RarSFX0\John_Ship.url

Process: C:\Users\user\Desktop\KeJ7CI7flZ.exe

File Type: MS Windows 95 Internet shortcut text (URL=<https://iplogger.org/1TT4a7>), ASCII text, with CRLF line terminators
Category: dropped

Size (bytes): 117

Entropy (8bit): 4.778776889587684

Encrypted: false

SSDEEP: 3:J25YdimVVG/VCIAWPUyxAbABGQEZapfdCCAVKOXEL:J254vVG/4xPpuFJQxdCCASoe
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C:\Users\user\AppData\Local\Temp\RarSFX0\John_Ship.url

MD5: 6670D1A3C9071DC7B0748F6818D7E1C3

SHA1L: AC02276BEC28157218DB0159BF83D85677ECFODD

SHA-256: 6FA22C19F62054C0B6590112081AAF3217965C0216A029DE6G390A2ECAT7720F9B

SHA-512: 9433541797F6CB4AB93EA1B22A355030113C6131473C536DBFA52876D8928EDDOC160B05856849C9012A1EB8C67D2DFD8CE2ESDEDB2A1D6FF915103FC3E0947
Malicious: false

Preview:

[{000214A0-0000-0000-C000-000000000046}]..Prop3=19,11..[InternetShortcut]..IDList=..URL=https://iplogger.org/1TT4a7..

Process: C:\Users\user\Desktop\KeJ7CI7flZ.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 308224

Entropy (8bit): 4.340693708730459

Encrypted: false

SSDEEP: 3072:L3Vi8CzqGLI9F5NXgDJIUNPms7U158fRWG0zn2tMbfcPRGCMijjjjjjjo: OOGLIOIXUJ+Pms7d8G42tMbfcPRGCM

MD5: 7285B1F8E710E7D686F70306A76AD055

SHAL: 2D038C234C65B19B118C9820A917BA70E3623C18

SHA-256: 3DD96A30CF8E7A4E3E4E5FD64F4F71B78CE51F05C0B2DBB776D2CE4179ED7EA9

SHA-512: A2B4C4F8AF7541409ECA18FCEEF718CEFAA6B8FA08222CA68BE30931AD7582F35D576CEF8C66EC3293EBE014FC8F1443F45A723437D84F70AAD3AA082D7A22
BF

Malicious: true

Antivirus: e Antivirus: Joe Sandbox ML, Detection: 100%

Preview:

St
.@....sudoze

Process: C:\Users\user\Desktop\KeJ7CI7flZ.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 4240136

Entropy (8bit): 7.970247718055294

Encrypted: false

SSDEEP: 98304:YjleXG3LvUm3JyHGLjR+OCyn8LmgsQf4xi30imS1gHNQd4yN: YjAAF2jR+68LmJ24xXITCtQj
MD5: 62EAEA103DD9BEB69E884F2EDE1ACD63

SHAL: 324DB9E359DA3489217C5CB2F46B59AD383C8523

SHA-256: E1A1205CC671D2008D09ED556DB705D3F3976B8098C4E2304C6E6C84041C22B8

SHA-512: B501AF99056DA3D34EE27F63548C89F9C9157182C55838FAE26F510C88E2FA2105E083766F270F41B661E6306EB78D3B2D26BE3B7C2A9EOEF55B7FDF212BD94L
Malicious: true

Antivirus: e Antivirus: Avira, Detection: 100%

e Antivirus: Joe Sandbox ML, Detection: 100%

Preview:

Process: C:\Users\user\Desktop\KeJ7CI7flZ.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 536576

Entropy (8bit): 6.856117131435329

Encrypted: false

SSDEEP: 12288:RXvt5Xy3dte25VTD21EOj5la4c9co+3aag9dCj6prlFWZGKSu9mJeoBL:R12T61E4IfXi95ndude
MD5: 3B7666DDCD8668A6E0F228BC15C2D528

SHAL: 1EC26D6AFC64C30291A12638F9FA1CACBC530834

SHA-256: FF7C1BE25F9D0B351C2F1F11B9700D6C467519F6E374DF66A78DB855EAC39DD9

SHA-512: 21730DF8C6450F304926C0OF81B2C1352563127FA353C4A05B32EA03C3950D65DAAA83B684C27F31334BF7C00B99CA49CAES08FCC2EF93AD1BF70B5731089899¢
Malicious: true

Antivirus: e Antivirus: Avira, Detection: 100%

e Antivirus: Joe Sandbox ML, Detection: 100%
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Preview:

C:\Users\user\AppData\Local\Temp\RarSFX0\config.ini

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\AppData\Local\Temp\RarSFX0\002.exe

ASCII text, with no line terminators

dropped

3

0.9182958340544896

false

3:ff

93DD4DE5SCDDBA2C733C65F233097F05A
6FC978AF728D43C59FAA400D5F6E0471AC850D4C
A1DD6837F284625BDB1CB68F1DBC85C5DC4D8B05BAE24C94EDSF55C477326EA2

FA3AD36CF41C6AFOEQEC7CCFDB69276D67F5C5F99D09064DC565FCDE761E7D9F7FD2AE45DFD8487C89AFF5BBCC11B58EBF44D5C22F114249B3CA4A6E088B
2B2

false

002

C:\Users\user\AppData\Local\Temp\RarSFXO0\d

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\AppData\Local\Temp\RarSFX0\jg2_2qua.exe

SQLite 3.x database, last written using SQLite version 3032001

dropped

26824704

0.9757760335200523

false

24576:5ELvckxfFUgj2h9yraYN/3kOunAPQoqooiO3PX2BU:eUgj2h9uYNPkOUQ
E13008D82626E15656E9AB26F4901C17
A25AE485F4A14A6A04CICCEL737FFIBFIE9I3DADE
1446D4AA481B61982A52DFES326B52B2CD8A4D8A7A33BC258D79FC024C908379

B68A2FE17DDCC8F03B83D7F87785CABD10A8710E6E1A48183612D9228BDBECA79471556BB620BA89EOGEEAB1B435DF899186DE36F4DF1131CFC596755E850D
8

false

SQLite format 3.

C:\Users\luser\AppData\Local\Temp\RarSFX0\d.INTEG.RAW

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\AppData\Local\Temp\RarSFX0\jg2_2qua.exe

ASCII text, with CRLF line terminators

dropped

1605

5.206056345547401

false
12:KuiC4ts26Fp23tnungHQCbhcMU/NVIyax4dKJ1qUtLnFtAO710Z100ynuQL1h9ugn:K24CX7utbFU/fljPtt7cPy51huh3s
D2A0EA84FB0A10722D869674BF875F53

CC2B9DDECF88BEB062DAC7BI3EF742E251D9F5E6
7AC1ACC412CFE6C754B0431A8A62F0EDA213DA1EB32584EDOD8FD2776A49AD8F

B6BA7BF26E388E4DE069333E2094BB409F96D273CF049ECC421796589095DCAAB26703695CB26E3E9200C563DD99AESD156D99B4DFE243AAGEE3F96942F9AEE
0

false

wxx Repair of database 'd' started [ESENT version 06.02.9200.0000, (ESENT[6.2.9200.0] RETAIL RTM MBCS)]....search for 'ERROR:" to find errors..search for 'WAR
NING:' to find warnings..checking database header..ERROR: database was not shutdown cleanly (Dirty Shutdown)..database file "d" is 26738688 bytes..database file "d"
is 26738688 bytes on disk...Creating 16 threads..checking SystemRoot..SystemRoot (OE)..ERROR: page 2: dbtime is larger than database dbtime (0x3844, 0x3172
)..SystemRoot (AE)..ERROR: page 3: dbtime is larger than database dbtime (0x3846, 0x3172)..checking system tables..MSysObjects ..MSysObjectsShadow ..M
SysObjects:.5056:.ERROR: page 13: dbtime is larger than database dbtime (0x37e0, 0x3172)..MSysObjects:.5056:.ERROR: page 19: dbtime is larger than database dbti
me (0x37f8, 0x3172)..MSysObjects:.5056:.ERROR: page 20: dbtime is larger than database dbtime (0x3899, 0x3172)..MSysObjects Name..MSysObjects RootObje
cts..MSysObjectsShadow:.5056:.ERROR: page 27: dbtime is larg

C:\Users\user\AppData\Local\Temp\RarSFXO0\d.jfm

Process:

File Type:

Copyright null 2020

C:\Users\user\AppData\Local\Temp\RarSFX0\jg2_2qua.exe

data
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C:\Users\luser\AppData\Local\Temp\RarSFXO0\d.jfm

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

dropped

8192

0.07621424775336932

false

3:TMAROM/CIAJOWYGlI/zG6B/ill:iT2AJOHG//BE

20F07AEBA37DAA75B58799DCEB795F56

041A1C528F83EF16889B529CB94BE1A19EB99254

B1B88CC6BBI0D79D746CA4CFCCAD43F07F775340575115CAD1BC49B48D633BDE
CAEE3277934685EAOEF993876C082221548F667843E7D73030446F2102B085066678482A1578FF5B634695297D202FFA907FFE28521A915E945CE3EOBB51D7DE

false

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Antivirus:

Preview:

C:\Users\user\Desktop\KeJ7CI7flZ.exe

PE32 executable (GUI) Intel 80386, for MS Windows

dropped

197104

5.334591854768522

false

3072:kWsKHzuQmpEARY FIUIMym6tiwWIZqU18x5w48qTdnuC61:khKTuDMFatTddE
F542EE32E7168671E2952B89BE66BCA3
C3E785978EA1747182D3C153CBB39089E522A4A1
8EE3A19D5E1A6C198E6AD759C697910D681365A638ACEOBCIEICE622AFEL6BC73

2C8C5FD5B0267F750809D2BAB24EBE070D11649CF2C827661C78C6627C8D7FC3B1375FDA43079DD7DAB21A02F5D75B9423F044203F58AEACE78C4F89D23C64.
B

true

e Antivirus: Avira, Detection: 100%
e Antivirus: Joe Sandbox ML, Detection: 100%

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Antivirus:

Preview:

C:\Users\user\Desktop\KeJ7CI7flZ.exe

PE32 executable (GUI) Intel 80386, for MS Windows

dropped

1001984

7.363053750938072

false

24576:GSmPzwRTwg3dqOdzz8E8yg2Nr+r+qd TNkdBANIXG6+Z1mbXHIH:uLg3dqOh8EPg2p+r1kUIXF+Z1IYH
5AF45B49951E4E3B1C6D1A0BICBED2DB

CAE3F32B485F8406D8C4FBIAEECEB923B94B9452
86407608F44BB780D40B92E45B200EDB584395CA6536E172149C75FA8C60FC5E

FADFCD7A5DA8458FC5727DF712FEE1E14BEOB9COFC0OB14DD31C8BC10AB85E469D975C2D4982D031901ABB1BABA10DB3976B58E4D66BE1094DC79FFF04D4A(
74B

true

e Antivirus: Avira, Detection: 100%
e Antivirus: Joe Sandbox ML, Detection: 100%

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

Copyright null 2020

C:\Users\user\Desktop\KeJ7CI7flZ.exe

MS-DOS executable, MZ for MS-DOS
dropped

574976

7.836549545044653

false
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SSDEEP: 12288:8dyQUal 0a2eSte SPFRLbsY/hhgkXmEulzRP/IYLkbQVBMvtAdhKuD:syQTLcTUGAhILzpIkkCMvShX

MDS5: 676757904C8383FDI9ACBEED15AA8DCC4

SHA1L: 63F219EC9EF458A258B1845F42D46D2B12F30E8A

SHA-256: B44ACC4498924F5FABA479E263626E3A36FEE380C6D7463269BC5054DC64C4A9

SHA-512: A4D4C945D334153FB91F2736A1EF20F6C4B5C710EC7E2064CDEF503D926BB5DA16F6ED32C56D2FC94EBBOF75BESE25E0C4ACF13E8FIA8F2FD2F110B547AECO!
45

Malicious: true

Antivirus: e Antivirus: Avira, Detection: 100%

e Antivirus: Joe Sandbox ML, Detection: 100%

Preview:

MZ@.. 1.L.!\Win32 .EXE...$@...PE..L....b.

. ..MPRESS1 .MPRESS2p..
v2.19. .5..5.]..y..#Vr.nlr.D&..7....z!ST.z..8...s.K..q9. M..1.l...b..Cv...Q.3..b. . K R
.h.k.m{.2-[.SB0.ZX//..Au.Xi.....e'x.9.Z...].9._Ui_y. A {1%U->... .{{S..Ic=1|..G.T...oY/....w..e.d. WWH.A /NG{Z..."...-.s.LLYA[I7..2!..2.8.m..j.2" X..@..T.... cccvrucueoe. VA

Jop.Ex~&T.0.ayT........ r=..8....3..x.Do.Rt....a.f..y.4.

C:\Users\luser\AppData\Local\Temp\RarSFX0\tmp.edb

Process: C:\Users\user\AppData\Local\Temp\RarSFX0\jg2_2qua.exe

File Type: Extensible storage engine DataBase, version 0x620, checksum 0x67bf4a01, page size 32768, JustCreated, Windows version 0.0

Category: dropped

Size (bytes): 163840

Entropy (8bit): 0.3131370344992014

Encrypted: false

SSDEEP: 6:Jb80jDb80jztvOsRt+IsWiktlcIPktktktktktktktktktktktktktktktktktk8:280jH80jz1X7aNfvaX XXX

MD5: 90FCF86F736C8FE6ECAA12619E61CB2C

SHAL: 7CE6019618F2EB4CB1A90062D2EE064290D242B8

SHA-256: EF996B450CD717FC6C98F57E141FE46EC09D6399E6741E27F112DA679BF21380

SHA-512: 8404C1BE071D57381E87E278BA956278182D46CADOA4354EAEF48F89DF43ES5FE7E37ADE99839A19BDES878C3C997DA0CDA262A2A7D95BF25644EDCDADDBY9
7C

Malicious: false

Preview:
g.J

Process: C:\Users\user\Desktop\KeJ7CI7flZ.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 1811968

Entropy (8bit): 6.726904896911865

Encrypted: false

SSDEEP: 49152:06NxkuveGb4EurlP8cQFtYiSoTZipZnXwm:WuveGMZ8cQF6n

MD5: D8AD7E3F18ED1A10211643FC215C1C26

SHAL: 7878E78F38FEBD181121B967271B69688EB56FCO

SHA-256: B5CACBDB1C527613FFAA6CBCDDAFF819CC1AFC5EFECOF914B9CEALF65C1E3FD7
SHA-512: 203751424C86427AFA1E5F59509412186133F57949FFDFA92FCCA14D1BAFAF6710127F409140B2DEDB25F89CIBB1EC1BA47F25A6B6B4D3CB4E753DEB42F4DF9
Malicious: true

Antivirus: e Antivirus: Avira, Detection: 100%

e Antivirus: Joe Sandbox ML, Detection: 100%

Preview:

C:\Users\luser\AppData\Local\Temp\nsq2FFD.tmp\Sibuia.dll

Process: C:\Users\user\AppData\Local\Temp\RarSFX0\Setup.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 540456

Entropy (8bit): 6.4900404695826275

Encrypted: false

SSDEEP: 12288:GUBa9WxfxYRW3vwDaduy2NBCzrCIDVxsR7LafByUb2iqyTOHD:da9WxfiRCv2anZnXtLa32idOHD
MD5: EB948284236E2D61EAE0741280265983

SHAL: D5180DB7F54DE24C27489B221095871A52DC9156

SHA-256: DBE5A7DAF5BCFF97F7C48F9B5476DB3072CC85FBFFD660ADAFF2E0455132D026
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C:\Users\user\AppData\Local\Temp\nsq2FFD.tmp\Sibuia.dll

SHA-512:

Malicious:

Preview:

6D8087022EE62ACD823CFA871B8B3E3251E44F316769DC04E2AD169E9DF6A836DBA95C3B268716F2397D6C6A3624A9E50DBEOBC847F3C4F3EFSEQ9BFF30F2D
5

false

.8..@...
.@..@.data...

H..X(..p..

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Antivirus:

Preview:

C:\Users\user\AppData\Local\Temp\RarSFX0\Setup.exe

PE32 executable (GUI) Intel 80386, for MS Windows

dropped

3956884

7.9692463026726985

false

98304:MoxQVFZ6eRJIK3WhxBaOiKH2v6Ks4pmf6pK6lir6I3C36+a:4yn2xBayWveJgmf6ROXC4

D64E3CC11AFC6331715BDFEC5F26C2A0

BAB06F3C9115C584A902C909AC82F411463B551A

4C02D9BCAE00635DF67EA4D3D64C67F258F0256C9F1553997815F8702BC34C63
DAO002E155D6BAF03648576A4574EA4635BD35ADEO4EA0175F3F406895085CD1DA9ALI9EBOE19E0445D40C7D6E2A42D613F0D65684775022AD426DB840034448Ct

true

e Antivirus: Avira, Detection: 100%

C:\Users\luser\AppData\Local\Temp\sib309A.tmp\SibCa.dll

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Users\user\AppData\Local\Temp\RarSFX0\Setup.exe

data

dropped

4096

6.867501832742936

false

96:PAWQGUIO1w7JEIW764ulgk4uWdCXufAx8Su2yk:0WalO1S7ulgBhv+yk
04F3C7753A4FCABCE7970BFA3B5C76FF
34FC37D42F86DAC1FD1171A806471CDFEAE9817B
AT735E33A420C2AD93279253BC57137947B5D07803FF438499AAAF6FD0692F4CD

F774FC3F3EBF029DC6F122669060351CC58AE27C5224ABE2AGC8AB1308C4B796657D2F286760EB73A2AE7563EEEF335DAA70EDSE4B2560D34CA9873017658AF
E

false

ol..BL. STl
.>.0+..,0E..,.a..+?.-

C:\Users\user\AppData\Local\Temp\sib309A.tmp\SibClr.dll

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Copyright null 2020

C:\Users\user\AppData\Local\Temp\RarSFX0\Setup.exe

PE32 executable (DLL) (console) Intel 80386 Mono/.Net assembly, for MS Windows
dropped

52520

6.011934677477037

false

1536:9GyM4uxivOe/c1xpfLla97v3A5KobiPWh:9G1vt/g7fLb97Y5VmY
928E680DEA22C19FEBE9FC8E05D96472
0A4A749DDFD220E2B646B878881575FF9352CF73
8B6B56F670D59FF93A1C7E601468127FC21F02DDE567B5C21A5D53594CDAEF94

5FBC72C3FA98DC2B5AD2ED556D2C6DC9279DABE3EBIOFFD7FA2ADA39CBI76EBA7CB34033E5786D1CB6137C64C869027002BE2F2CADA0BACEFD5C22006A1F
F34

false
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C:\Users\user\AppData\Local\Temp\sib309A.tmp\SibClr.dll

Preview:

Process: C:\Users\user\AppData\Local\Temp\RarSFX0\jg2_2qua.exe

File Type: MS-DOS executable, MZ for MS-DOS

Category: dropped

Size (bytes): 574976

Entropy (8bit): 7.836549545044653

Encrypted: false

SSDEEP: 12288:8dyQUal 0a2eSteSPFRLbsY/hhgKXmEulzRP/IYLkbQVBMVtAdhKuD:syQTLcTUGAhILzpIkkCMvShX

MD5: 676757904C8383FDIACBEED15AA8DCC4

SHAL: 63F219EC9EF458A258B1845F42D46D2B12F30E8A

SHA-256: B44ACC4498924F5FABA479E263626E3A36FEE380C6D7463269BC5054DC64C4A9

SHA-512: A4D4C945D334153FBI1F2736A1EF20F6C4B5C710EC7E2064CDEF503D926BB5DA16F6ED32C56D2FCI94EBBOF75BESE25E0CACF13E8FIABF2FD2F110B547AECO!
45

Malicious: true

Antivirus: e Antivirus: Avira, Detection: 100%

e Antivirus: Joe Sandbox ML, Detection: 100%

Preview:

MZ@.. 1.L.!\Win32 .EXE...$@...PE..L....b.

. ..MPRESS1 .MPRESS2p..
v2.19. .5..5.]..y..#Vr.nlr.D&..7....z!1ST.z..8...s.K..q9. M..1.l...b..Cv...Q.3..b. . .S. <TXLR.LY
..h.k.m{.2-[.SB0.ZX//..Au.Xi.....e'x.9.Z...].9._Ui_y. A {1%U->....{{S..Ic=1|..G.T...oY/....w..e.d. WWH.A NG{Z..."...-.s.LLYA[I7..2!..2.8.M..j.2" X..@..T.... ccceoucur.e. VA

Jop.Ex~&T.0.ayT........ r=..8...3..x.Do.Rt....a.f..y.4..

Static File Info

General
File type: PE32 executable (GUI) Intel 80386, for MS Windows
Entropy (8bit): 7.99387668493442
TriD: e Win32 Executable (generic) a (10002005/4)
99.96%
e Generic Win/DOS Executable (2004/3) 0.02%
e DOS Executable Generic (2002/1) 0.02%
e Autodesk FLIC Image File (extensions: flc, fli, cel)
(7/3) 0.00%
File name: KeJ7CI7flZ.exe
File size: 7922731
MD5: 4e759849412063c6590936671cedaale
SHA1L: 40d132516cc4b9aa00dca2b2f068c439cf8f59c3
SHA256: 7a79f0c95e891b939e275fa19e641b676f2eb70471945fh
3b15d6a649cafe071
SHA512: 636f2e0049eab66d31a07446dbd9a747931c2ee8954h98
78a7133c783e530eeba7b45060ad3bcf2f7e70c96fac4b6
80650c6c501aabb48cdfe98457535297e91
SSDEEP: 196608:KBYjwbZ5mValPcW4lib2cnmzq3oi7eGhJe+Qc

File Content Preview:

File Icon

Icon Hash:

Static PE Info

General
Entrypoint:

Copyright null 2020

d49494d6c88ecec2

0x413c60

7z11mX6ZnGw:jM5GMxb2cmcoi7Pa8z11mXg

is program cannot be run in DOS mode....$....
k.ca.k.cclk.chb.k.LlW.k..5/k.5/k.5./k
.k..k.lk.@5./k.@5./.k..E50..k..@5./ k.

Yk k..
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General

Entrypoint Section: text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: 32BIT_MACHINE, EXECUTABLE_IMAGE

DLL Characteristics: GUARD_CF, TERMINAL_SERVER_AWARE, DYNAMIC_BASE, NX_COMPAT
Time Stamp: OX5EF47EAS [Thu Jun 25 10:38:29 2020 UTC]

TLS Callbacks:
CLR (.Net) Version:
OS Version Major:
OS Version Minor:
File Version Major:
File Version Minor:

Subsystem Version Major:

Ll ) B N © ) B e |

Subsystem Version Minor:

Import Hash: ae9f6a32bb8b03dce37903edbc855bal
Entrypoint Preview

Instruction

call 00007FF0987CDBDDh
jmp 00007FF0987CD51Dh
cmp ecx, dword ptr [00431558h]
jne 00007FF0987CD695h

ret

jmp 00007FF0987CDD5Eh
jmp 00007FF0987D20B3h
push ebp

mov ebp, esp

and dword ptr [00465380h], 00000000h
sub esp, 28h

push ebx

xor ebx, ebx

inc ebx

or dword ptr [0043155Ch], ebx
push 0000000Ah

call 00007FF0987E0223h

test eax, eax

je 00007FF0987CD803h

and dword ptr [ebp-10h], 00000000h
XOr eax, eax

or dword ptr [0043155Ch], 02h
XOr ecx, ecx

push esi

push edi

mov dword ptr [00465380h], ebx
lea edi, dword ptr [ebp-28h]
push ebx

cpuid

mov esi, ebx

pop ebx

mov dword ptr [edi], eax

mov dword ptr [edi+04h], esi
mov dword ptr [edi+08h], ecx
mov dword ptr [edi+0Ch], edx
mov eax, dword ptr [ebp-28h]
mov ecx, dword ptr [ebp-1Ch]
mov dword ptr [ebp-08h], eax
xor ecx, 49656E69h

mov eax, dword ptr [ebp-20h]
xor eax, 6C65746Eh

or ecx, eax

mov eax, dword ptr [ebp-24h]
push 00000001h
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Instruction

xor eax, 756E6547h

or ecx, eax

pop eax

push 00000000h

pop ecx

push ebx

cpuid

mov esi, ebx

pop ebx

mov dword ptr [edi], eax
mov dword ptr [edi+04h], esi
mov dword ptr [edi+08h], ecx
mov dword ptr [edi+0Ch], edx
jne 00007FF0987CD6D5h
mov eax, dword ptr [ebp-28h]
and eax, OFFF3FFOh

cmp eax, 000106C0Oh

je 00007FF0987CD6B5h
cmp eax, 00020660h

je 00007FF0987CD6AEN
cmp eax, 00020670h

Rich Headers

Programming Language: e [C]VS2008 SP1 build 30729
e [EXP] VS2015 UPD3.1 build 24215
e [LNK]VS2015 UPD3.1 build 24215
e [IMP] VS2008 SP1 build 30729
e [C++] VS2015 UPD3.1 build 24215
e [RES]VS2015 UPD3 build 24213
Data Directories
Name Virtual Address Virtual Size Is in Section
IMAGE_DIRECTORY_ENTRY_EXPORT 0x2ffa0 0x34 .rdata
IMAGE_DIRECTORY_ENTRY_IMPORT 0x2ffd4 0x3c .rdata
IMAGE_DIRECTORY_ENTRY_RESOURCE 0x67000 Oxdfdo .rsrc
IMAGE_DIRECTORY_ENTRY_EXCEPTION 0x0 0x0
IMAGE_DIRECTORY_ENTRY_SECURITY 0x0 0x0
IMAGE_DIRECTORY_ENTRY_BASERELOC 0x75000 Ox27ec .reloc
IMAGE_DIRECTORY_ENTRY_DEBUG 0x2e810 0x54 .rdata
IMAGE_DIRECTORY_ENTRY_COPYRIGHT 0x0 0x0
IMAGE_DIRECTORY_ENTRY_GLOBALPTR 0x0 0x0
IMAGE_DIRECTORY_ENTRY_TLS 0x0 0x0
IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG 0x29238 0x40 .rdata
IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT 0x0 0x0
IMAGE_DIRECTORY_ENTRY_IAT 0x27000 0x220 .rdata
IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT 0x2f694 0x100 .rdata
IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR 0x0 0x0
IMAGE_DIRECTORY_ENTRY_RESERVED 0x0 0x0
Sections
Name  Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics
text 0x1000 0x25f0a 0x26000 False 0.577264083059 data 6.69284076721 IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ
.rdata 0x27000 0x9cl4 0x9e00 False 0.453075553797 data 5.20986268254 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ
.data 0x31000 0x34d90 0xe00 False 0.377790178571 data 3.79528519664 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ
.didat 0x66000 0x15¢ 0x200 False 0.408203125 data 2.99773455687 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ
.rsrc 0x67000 Oxdfdo 0xe000 False 0.637050083705 data 6.63698184983 IMAGE_SCN_CNT_INITIALIZED_DA

TA, IMAGE_SCN_MEM_READ
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Name  Virtual Address

.reloc 0x75000

Resources

Name

PNG

PNG

RT_ICON
RT_ICON

RT_ICON
RT_ICON
RT_ICON

RT_ICON

RT_ICON

RT_DIALOG
RT_DIALOG
RT_DIALOG
RT_DIALOG
RT_DIALOG
RT_DIALOG
RT_STRING
RT_STRING
RT_STRING
RT_STRING

RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_GROUP_ICON
RT_MANIFEST

Imports

DLL
KERNEL32.dll

gdiplus.dil

Possible Origin

Copyright null 2020

Virtual Size

0x27ec

RVA
0x67650

0x68198

0x69748
0x69cb0

0x6a558
0x6b400
0x6b868

0x6¢910

0x6eeb8

0x73588
0x73358
0x73498
0x73228
0x72ef0

0x72c98
0x73f68

0x74150
0x74320
0x744d8

0x74620
0x74a68
0x74bd0
0x74d28
0x74e38
0x74ef8

0x72c30
0x73810

Raw Size

Size

0xb45

Xored PE

False

0x15a9

0x568
0x8a8

Oxea8

0x468

0x10a8

0x25a8

0x3d71

0x286
0x13a
Oxec

0x12e
0x338
0x252
Oxle2
Oxlcc
0x1b8
0x146

0x446
0x166
0x152
0x10a
Oxbc
0xd6
0x68
0x753

Import

ZLIB Complexity File Type Entropy

0.8044921875 data 6.7259837024
Type Language
PNG image data, 93 x 302, 8-bit/color RGB, non- English
interlaced
PNG image data, 186 x 604, 8-bit/color RGB, non- English
interlaced
GLS_BINARY_LSB_FIRST English
dBase IV DBT of @.DBF, block length 1024, next free  English
block index 40, next free block 0, next used block 0
data English
GLS_BINARY_LSB_FIRST English
dBase IV DBT of @.DBF, block length 4096, next free  English
block index 40, next free block 0, next used block 0
dBase IV DBT of ".DBF, block length 9216, next free  English
block index 40, next free block 0, next used block 0
PNG image data, 256 x 256, 8-bit/color RGBA, non- English
interlaced
data English
data English
data English
data English
data English
data English
data English
data English
data English
Hitachi SH big-endian COFF object file, not stripped,  English
17152 sections, symbol offset=0x73006500
data English
data English
data English
data English
data English
data English
data English
XML 1.0 document, ASCII text, with CRLF line English

terminators

Characteristics

Country
United States

United States

United States
United States

United States
United States
United States

United States

United States

United States
United States
United States
United States
United States
United States
United States
United States
United States
United States

United States
United States
United States
United States
United States
United States
United States
United States

IMAGE_SCN_CNT_INITIALIZED_DA

IMAGE_SCN_MEM_DISCARDABLE,
IMAGE_SCN_MEM_READ

GetlLastError, SetLastError, FormatMessageW, GetFileType, GetStdHandle, WriteFile, ReadFile, FlushFileBuffers,
SetEndOfFile, SetFilePointer, SetFileTime, CloseHandle, CreateFileW, CreateDirectoryW, SetFileAttributesW,
GetFileAttributesW, DeleteFileW, MoveFileW, FindClose, FindFirstFileW, FindNextFileW, GetVersionExW,
GetCurrentDirectoryW, GetFullPathNameW, FoldStringW, GetModuleFileNameW, GetModuleHandleWw,
FindResourceW, FreeLibrary, GetProcAddress, GetCurrentProcessld, ExitProcess, SetThreadExecutionState, Sleep,
LoadLibraryW, GetSystemDirectoryW, CompareStringW, AllocConsole, FreeConsole, AttachConsole, WriteConsoleW,
TzSpecificLocalTimeToSystemTime, SystemTimeToFileTime, FileTimeToLocalFileTime, LocalFileTimeToFileTime,
FileTimeToSystemTime, GetCPInfo, IsDBCSLeadByte, MultiByteToWideChar, WideCharToMultiByte, GlobalAlloc,
LockResource, GlobalLock, GlobalUnlock, GlobalFree, LoadResource, SizeofResource, SetCurrentDirectoryW,
GetExitCodeProcess, WaitForSingleObject, GetLocalTime, GetTickCount, MapViewOfFile, UnmapViewOfFile,
CreateFileMappingW, OpenFileMappingW, GetCommandLineW, SetEnvironmentVariableW,
ExpandEnvironmentStringsW, GetTempPathW, MoveFileExW, GetLocalelnfoW, GetTimeFormatW, GetDateFormatWw,
GetNumberFormatW, SetFilePointerEx, GetConsoleMode, GetConsoleCP, HeapSize, SetStdHandle, GetProcessHeap,
RaiseException, GetSysteminfo, VirtualProtect, VirtualQuery, LoadLibraryExA, IsProcessorFeaturePresent,
IsDebuggerPresent, UnhandledExceptionFilter, SetUnhandledExceptionFilter, GetStartupInfoW,
QueryPerformanceCounter, GetCurrentThreadld, GetSystemTimeAsFileTime, InitializeSListHead, GetCurrentProcess,
TerminateProcess, RtlUnwind, EncodePointer, EnterCriticalSection, LeaveCriticalSection, DeleteCriticalSection,
InitializeCriticalSectionAndSpinCount, TIsAlloc, TIsGetValue, TIsSetValue, TIsFree, LoadLibraryExW,
QueryPerformanceFrequency, GetModuleHandleExW, GetModuleFileNameA, GetACP, HeapFree, HeapAlloc,
HeapReAlloc, GetStringTypeW, LCMapStringW, FindFirstFileExA, FindNextFileA, IsValidCodePage, GetOEMCP,

GetCommandLineA, GetEnvironmentStringsW, FreeEnvironmentStringsW, DecodePointer

GdiplusShutdown, GdiplusStartup, GdipCreateHBITMAPFromBitmap, GdipCreateBitmapFromStreamICM,
GdipCreateBitmapFromStream, GdipDisposelmage, GdipClonelmage, GdipFree, GdipAlloc
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Language of compilation system Country where language is spoken Map

English United States

Network Behavior

Network Port Distribution

Total Packets: 55

@ 53 (DNS)

© 443 (HTTPS)

@ 80 (HTTP)
TCP Packets
Timestamp Source Port Dest Port Source IP Dest IP
Nov 28, 2020 15:07:10.123815060 CET 49732 80 192.168.2.5 101.36.107.74
Nov 28, 2020 15:07:10.383060932 CET 80 49732 101.36.107.74 192.168.2.5
Nov 28, 2020 15:07:10.383348942 CET 49732 80 192.168.2.5 101.36.107.74
Nov 28, 2020 15:07:10.385420084 CET 49732 80 192.168.2.5 101.36.107.74
Nov 28, 2020 15:07:10.643752098 CET 80 49732 101.36.107.74 192.168.2.5
Nov 28, 2020 15:07:10.647347927 CET 80 49732 101.36.107.74 192.168.2.5
Nov 28, 2020 15:07:10.690886974 CET 49732 80 192.168.2.5 101.36.107.74
Nov 28, 2020 15:07:10.825555086 CET 49733 443 192.168.2.5 88.99.66.31
Nov 28, 2020 15:07:10.847800016 CET 443 49733 88.99.66.31 192.168.2.5
Nov 28, 2020 15:07:10.847906113 CET 49733 443 192.168.2.5 88.99.66.31
Nov 28, 2020 15:07:10.852497101 CET 49733 443 192.168.2.5 88.99.66.31
Nov 28, 2020 15:07:10.874772072 CET 443 49733 88.99.66.31 192.168.2.5
Nov 28, 2020 15:07:10.876108885 CET 443 49733 88.99.66.31 192.168.2.5
Nov 28, 2020 15:07:10.876132965 CET 443 49733 88.99.66.31 192.168.2.5
Nov 28, 2020 15:07:10.876152992 CET 443 49733 88.99.66.31 192.168.2.5
Nov 28, 2020 15:07:10.876172066 CET 443 49733 88.99.66.31 192.168.2.5
Nov 28, 2020 15:07:10.876313925 CET 49733 443 192.168.2.5 88.99.66.31
Nov 28, 2020 15:07:10.989924908 CET 49733 443 192.168.2.5 88.99.66.31
Nov 28, 2020 15:07:11.013079882 CET 443 49733 88.99.66.31 192.168.2.5
Nov 28, 2020 15:07:11.050437927 CET 49733 443 192.168.2.5 88.99.66.31
Nov 28, 2020 15:07:11.081525087 CET 443 49733 88.99.66.31 192.168.2.5
Nov 28, 2020 15:07:11.081581116 CET 443 49733 88.99.66.31 192.168.2.5
Nov 28, 2020 15:07:11.081764936 CET 49733 443 192.168.2.5 88.99.66.31
Nov 28, 2020 15:07:11.213141918 CET 49733 443 192.168.2.5 88.99.66.31
Nov 28, 2020 15:07:11.235768080 CET 443 49733 88.99.66.31 192.168.2.5
Nov 28, 2020 15:07:11.237801075 CET 49733 443 192.168.2.5 88.99.66.31
Nov 28, 2020 15:07:15.647485018 CET 80 49732 101.36.107.74 192.168.2.5
Nov 28, 2020 15:07:15.649553061 CET 49732 80 192.168.2.5 101.36.107.74
Nov 28, 2020 15:07:15.657855988 CET 49732 80 192.168.2.5 101.36.107.74
Nov 28, 2020 15:07:15.916197062 CET 80 49732 101.36.107.74 192.168.2.5
Nov 28, 2020 15:07:27.017199039 CET 49737 443 192.168.2.5 88.99.66.31
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Timestamp Source Port Dest Port Source IP Dest IP

Nov 28, 2020 15:07:27.039550066 CET 443 49737 88.99.66.31 192.168.2.5
Nov 28, 2020 15:07:27.039808035 CET 49737 443 192.168.2.5 88.99.66.31
Nov 28, 2020 15:07:27.042964935 CET 49737 443 192.168.2.5 88.99.66.31
Nov 28, 2020 15:07:27.065248013 CET 443 49737 88.99.66.31 192.168.2.5
Nov 28, 2020 15:07:27.067945957 CET 443 49737 88.99.66.31 192.168.2.5
Nov 28, 2020 15:07:27.067984104 CET 443 49737 88.99.66.31 192.168.2.5
Nov 28, 2020 15:07:27.068008900 CET 443 49737 88.99.66.31 192.168.2.5
Nov 28, 2020 15:07:27.068033934 CET 443 49737 88.99.66.31 192.168.2.5
Nov 28, 2020 15:07:27.068073034 CET 49737 443 192.168.2.5 88.99.66.31
Nov 28, 2020 15:07:27.068104982 CET 49737 443 192.168.2.5 88.99.66.31
Nov 28, 2020 15:07:27.082701921 CET 49737 443 192.168.2.5 88.99.66.31
Nov 28, 2020 15:07:27.106343985 CET 443 49737 88.99.66.31 192.168.2.5
Nov 28, 2020 15:07:27.106636047 CET 49737 443 192.168.2.5 88.99.66.31
Nov 28, 2020 15:07:27.109718084 CET 49737 443 192.168.2.5 88.99.66.31
Nov 28, 2020 15:07:27.141027927 CET 443 49737 88.99.66.31 192.168.2.5
Nov 28, 2020 15:07:27.141211033 CET 49737 443 192.168.2.5 88.99.66.31
Nov 28, 2020 15:07:35.965049028 CET 49737 443 192.168.2.5 88.99.66.31
Nov 28, 2020 15:07:35.992804050 CET 443 49737 88.99.66.31 192.168.2.5
Nov 28, 2020 15:07:35.992925882 CET 49737 443 192.168.2.5 88.99.66.31
Nov 28, 2020 15:07:36.034851074 CET 49737 443 192.168.2.5 88.99.66.31

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP
Nov 28, 2020 15:05:07.095318079 CET 63183 53 192.168.2.5 8.8.8.8
Nov 28, 2020 15:05:07.133047104 CET 53 63183 8.8.8.8 192.168.2.5
Nov 28, 2020 15:05:08.119956970 CET 60151 53 192.168.2.5 8.8.8.8
Nov 28, 2020 15:05:08.147207022 CET 53 60151 8.8.8.8 192.168.2.5
Nov 28, 2020 15:05:09.232023001 CET 56969 53 192.168.2.5 8.8.8.8
Nov 28, 2020 15:05:09.259229898 CET 53 56969 8.8.8.8 192.168.2.5
Nov 28, 2020 15:05:10.403655052 CET 55161 53 192.168.2.5 8.8.8.8
Nov 28, 2020 15:05:10.430695057 CET 53 55161 8.8.8.8 192.168.2.5
Nov 28, 2020 15:05:11.601398945 CET 54757 53 192.168.2.5 8.8.8.8
Nov 28, 2020 15:05:11.628647089 CET 53 54757 8.8.8.8 192.168.2.5
Nov 28, 2020 15:05:24.353724003 CET 49992 53 192.168.2.5 8.8.8.8
Nov 28, 2020 15:05:24.391411066 CET 53 49992 8.8.8.8 192.168.2.5
Nov 28, 2020 15:05:30.798348904 CET 60075 53 192.168.2.5 8.8.8.8
Nov 28, 2020 15:05:30.836570024 CET 53 60075 8.8.8.8 192.168.2.5
Nov 28, 2020 15:05:32.873336077 CET 55016 53 192.168.2.5 8.8.8.8
Nov 28, 2020 15:05:32.900485992 CET 53 55016 8.8.8.8 192.168.2.5
Nov 28, 2020 15:05:36.056870937 CET 64345 53 192.168.2.5 8.8.8.8
Nov 28, 2020 15:05:36.083870888 CET 53 64345 8.8.8.8 192.168.2.5
Nov 28, 2020 15:05:55.802947998 CET 57128 53 192.168.2.5 8.8.8.8
Nov 28, 2020 15:05:55.854155064 CET 53 57128 8.8.8.8 192.168.2.5
Nov 28, 2020 15:05:57.190603018 CET 54791 53 192.168.2.5 8.8.8.8
Nov 28, 2020 15:05:57.227457047 CET 53 54791 8.8.8.8 192.168.2.5
Nov 28, 2020 15:06:01.406568050 CET 50463 53 192.168.2.5 8.8.8.8
Nov 28, 2020 15:06:01.449820995 CET 53 50463 8.8.8.8 192.168.2.5
Nov 28, 2020 15:06:02.737278938 CET 50394 53 192.168.2.5 8.8.8.8
Nov 28, 2020 15:06:02.774029970 CET 53 50394 8.8.8.8 192.168.2.5
Nov 28, 2020 15:06:34.033473015 CET 58530 53 192.168.2.5 8.8.8.8
Nov 28, 2020 15:06:34.060530901 CET 53 58530 8.8.8.8 192.168.2.5
Nov 28, 2020 15:07:10.783339977 CET 53813 53 192.168.2.5 8.8.8.8
Nov 28, 2020 15:07:10.818804026 CET 53 53813 8.8.8.8 192.168.2.5
Nov 28, 2020 15:07:21.704451084 CET 63732 53 192.168.2.5 8.8.8.8
Nov 28, 2020 15:07:21.745177984 CET 53 63732 8.8.8.8 192.168.2.5
Nov 28, 2020 15:07:23.718533993 CET 57344 53 192.168.2.5 8.8.8.8
Nov 28, 2020 15:07:23.745588064 CET 53 57344 8.8.8.8 192.168.2.5
Nov 28, 2020 15:07:26.942025900 CET 54450 53 192.168.2.5 8.8.8.8
Nov 28, 2020 15:07:27.013183117 CET 53 54450 8.8.8.8 192.168.2.5
Nov 28, 2020 15:07:27.148013115 CET 59261 53 192.168.2.5 8.8.8.8
Nov 28, 2020 15:07:27.195842981 CET 53 59261 8.8.8.8 192.168.2.5
Nov 28, 2020 15:07:28.849608898 CET 57151 53 192.168.2.5 8.8.8.8
Nov 28, 2020 15:07:28.885410070 CET 53 57151 8.8.8.8 192.168.2.5
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Timestamp

Nov 28, 2020 15:07:33.152123928 CET
Nov 28, 2020 15:07:33.153711081 CET
Nov 28, 2020 15:07:33.187537909 CET
Nov 28, 2020 15:07:33.189069033 CET
Nov 28, 2020 15:07:33.945458889 CET
Nov 28, 2020 15:07:33.981333017 CET
Nov 28, 2020 15:07:34.729815006 CET
Nov 28, 2020 15:07:34.852657080 CET
Nov 28, 2020 15:07:35.556140900 CET
Nov 28, 2020 15:07:35.591646910 CET
Nov 28, 2020 15:07:36.369559050 CET
Nov 28, 2020 15:07:36.410165071 CET
Nov 28, 2020 15:07:37.115530014 CET
Nov 28, 2020 15:07:37.142649889 CET
Nov 28, 2020 15:07:38.323499918 CET
Nov 28, 2020 15:07:38.362081051 CET

DNS Queries

Timestamp

Nov 28, 2020 15:06:01.406568050 CET
Nov 28, 2020 15:07:10.783339977 CET
Nov 28, 2020 15:07:21.704451084 CET
Nov 28, 2020 15:07:26.942025900 CET
Nov 28, 2020 15:07:27.148013115 CET
Nov 28, 2020 15:07:28.849608898 CET
Nov 28, 2020 15:07:33.152123928 CET
Nov 28, 2020 15:07:33.153711081 CET
Nov 28, 2020 15:07:34.729815006 CET
Nov 28, 2020 15:07:36.369559050 CET
Nov 28, 2020 15:07:37.115530014 CET

Nov 28, 2020 15:07:38.323499918 CET

DNS Answers

Timestamp Source IP Dest IP

Nov 28, 2020 8.8.8.8 192.168.2.5

15:06:01.449820995
CET

Nov 28, 2020 8.8.8.8 192.168.2.5

15:07:10.818804026
CET

Nov 28, 2020 8.8.8.8 192.168.2.5

15:07:21.745177984
CET

Nov 28, 2020 8.8.8.8 192.168.2.5

15:07:21.745177984
CET

Nov 28, 2020 8.8.8.8 192.168.2.5

15:07:21.745177984
CET

Nov 28, 2020 8.8.8.8 192.168.2.5

15:07:27.013183117
CET

Nov 28, 2020 8.8.8.8 192.168.2.5

15:07:27.195842981
CET

Nov 28, 2020 8.8.8.8 192.168.2.5

15:07:27.195842981
CET

Copyright null 2020

Source IP

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

Trans ID

0xc97b

0x7e08

0x301b

0x301b

0x301b

0x43f1

0xff88

0xff88

Source Port
59413
60516
53

53
51649
53
65086
53
56432
53
52929
53
64317
53
62372
53

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Dest Port
53

53
59413
60516
53
51649
53
65086
53
56432
53
52929
53
64317
53
62372

Trans ID

0xc97b

0x7e08

0x301b

0x43f1

0xff88

0x8e02

0x7481

0x504

0x686

0x7f6éb

Ox4cea

0x75f3

Name

g.msn.com

iplogger.org

7553014bhd6
a4211b.xyz

7553014bd6
a4211b.xyz

7553014bhd6
a4211b.xyz

iplogger.org

www.evogra
ph.ro

evograph.ro

Source IP
192.168.2.5
192.168.2.5
8.8.8.8
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8

OP Code
Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

CName

g-msn-com-

Name

g.msn.com

iplogger.org

7553014bd6
a4211b.xyz

iplogger.org
www.evograph.ro
www.evograph.ro
7553014bhd6

a4211b.xyz
7553014bhd6

a4211b.xyz
trueaerned.com
jojo-soft.xyz

ip-api.com

p421ls.xyz

Address

nsatc.trafficmanager.net

evograph.ro

88.99.66.31

172.67.157.133

104.24.114.254

104.24.115.254

88.99.66.31

89.40.17.17

Dest IP
8.8.8.8
8.8.8.8
192.168.2.5
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Type
CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP Dest IP

Trans ID

Nov 28, 2020 8.8.8.8 192.168.2.5 0x8e02

15:07:28.885410070
CET

Nov 28, 2020 8.8.8.8 192.168.2.5 0x8e02

15:07:28.885410070
CET

Nov 28, 2020 8.8.8.8 192.168.2.5 0x7481

15:07:33.187537909
CET

Nov 28, 2020 8.8.8.8 192.168.2.5 0x7481

15:07:33.187537909
CET

Nov 28, 2020 8.8.8.8 192.168.2.5 0x7481

15:07:33.187537909
CET

Nov 28, 2020 8.8.8.8 192.168.2.5 0x504

15:07:33.189069033
CET

Nov 28, 2020 8.8.8.8 192.168.2.5 0x504

15:07:33.189069033
CET

Nov 28, 2020 8.8.8.8 192.168.2.5 0x504

15:07:33.189069033
CET

Nov 28, 2020 8.8.8.8 192.168.2.5 0x686

15:07:34.852657080
CET

Nov 28, 2020 8.8.8.8 192.168.2.5 0x7f6éb

15:07:36.410165071
CET

Nov 28, 2020 8.8.8.8 192.168.2.5 0x7f6éb

15:07:36.410165071
CET

Nov 28, 2020 8.8.8.8 192.168.2.5 Ox7f6éb

15:07:36.410165071
CET

Nov 28, 2020 8.8.8.8 192.168.2.5 Ox4cea

15:07:37.142649889
CET

Nov 28, 2020 8.8.8.8 192.168.2.5 0x75f3

15:07:38.362081051
CET

Nov 28, 2020 8.8.8.8 192.168.2.5 0x75f3

15:07:38.362081051
CET

Nov 28, 2020 8.8.8.8 192.168.2.5 0x75f3

15:07:38.362081051
CET

HTTP Request Dependency Graph

e https:
e 101.36.107.74

HTTP Packets

Session ID Source IP
0 192.168.2.5

kBytes
Timestamp transferred
Nov 28, 2020 4381

15:07:10.385420084 CET

Copyright null 2020

Source Port

49732

Direction

ouT

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName
www.evogra evograph.ro
ph.ro

evograph.ro

7553014bd6
a4211b.xyz

7553014bhd6
a4211b.xyz

7553014bhd6
a4211b.xyz

7553014bd6
a4211b.xyz

7553014bhd6
a4211b.xyz

7553014bhd6

a4211b.xyz

trueaerned.com

jojo-soft.xyz

jojo-soft.xyz

jojo-soft.xyz

ip-api.com

p421ls.xyz

p421ls.xyz

p421ls.xyz

Destination IP Destination Port Process

101.36.107.74 80

Data

Address

89.40.17.17

172.67.157.133

104.24.114.254

104.24.115.254

172.67.157.133

104.24.114.254

104.24.115.254

198.98.57.54

104.31.72.130

104.31.73.130

172.67.194.188

208.95.112.1

104.31.90.245

104.31.91.245

172.67.160.131

Type
CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

C:\Users\user\AppData\Local\Temp\RarSFX0\jg2_2qua.exe

GET /seemorebty/il.php?e=jg2_2qua HTTP/1.1

Connection: Keep-Alive

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image webp,image apng, g=0.8,application signed-exchange

v=b3

Accept-Language: en-US,en;q=0.9
Referer: https://www.facebook.com
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit 537.36 (KHTML, like Gecko) Chrome 70.0.3538.

110 Safari 537.36
Host: 101.36.107.74
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Timestamp

Nov 28, 2020

kBytes
transferred

4381

15:07:10.647347927 CET

HTTPS Packets

Timestamp

Nov 28, 2020
15:07:10.876172066
CET

Nov 28, 2020
15:07:27.068033934
CET

Source
Source IP  Port

88.99.66.31 443

88.99.66.31 443

Code Manipulations

Copyright null 2020

Direction
IN
Dest
Dest IP Port

192.168.2.5 49733

192.168.2.5 49737

Data
HTTP/1.1 200 OK

Date: Sat, 28 Nov 2020 14:07:10 GMT
Server: Apache/2.4.37 (centos)

X-Powered-By: PHP/7.2.24

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive
Transfer-Encoding: chunked

Content-Type: text/html; charset=UTF-8
Data Raw: 31 61 0d Oa 68 74 74 70 73 3a 2f 2f 69 70 6¢ 6f 67 67 65 72 2e 6f 72 67 2f 5a 64 6e 59 37 0d Oa 30 0d Oa 0d Oa
Data Ascii: 1ahttps://iplogger.org/ZdnY70

Subject

CN=*.iplogger.org
CN=Sectigo RSA Domain
Validation Secure Server CA,
O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB
CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=Sectigo RSA Domain
Validation Secure Server CA,
O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB

CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=*.iplogger.org
CN=Sectigo RSA Domain
Validation Secure Server CA,
O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB
CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

CN=Sectigo RSA Domain
Validation Secure Server CA,
O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB

CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

Issuer

CN=Sectigo RSA
Domain Validation
Secure Server CA,
O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB
CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey
City, ST=New Jersey,
C=US CN=AAA
Certificate Services,
O=Comodo CA
Limited, L=Salford,
ST=Greater
Manchester, C=GB

CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey
City, ST=New Jersey,
C=USs

CN=AAA Certificate
Services, O=Comodo
CA Limited, L=Salford,
ST=Greater
Manchester, C=GB

CN=Sectigo RSA
Domain Validation
Secure Server CA,
O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB
CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey
City, ST=New Jersey,
C=US CN=AAA
Certificate Services,
O=Comodo CA
Limited, L=Salford,
ST=Greater
Manchester, C=GB

CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey
City, ST=New Jersey,
C=USs

CN=AAA Certificate
Services, O=Comodo
CA Limited, L=Salford,
ST=Greater
Manchester, C=GB

Not
Before

Fri Nov
20
01:00:00
CET
2020 Fri
Nov 02
01:00:00
CET
2018
Tue Mar
12
01:00:00
CET
2019

Fri Nov
02
01:00:00
CET
2018

Tue Mar
12
01:00:00
CET
2019

Fri Nov
20
01:00:00
CET
2020 Fri
Nov 02
01:00:00
CET
2018
Tue Mar
12
01:00:00
CET
2019

Fri Nov
02
01:00:00
CET
2018

Tue Mar
12
01:00:00
CET
2019

Not
After

Sun Nov
21
00:59:59
CET
2021
Wed
Jan 01
00:59:59
CET
2031
Mon Jan
01
00:59:59
CET
2029

Wed

Jan 01
00:59:59
CET
2031

Mon Jan
01
00:59:59
CET
2029

Sun Nov
21
00:59:59
CET
2021
Wed
Jan 01
00:59:59
CET
2031
Mon Jan
01
00:59:59
CET
2029

Wed

Jan 01
00:59:59
CET
2031

Mon Jan
01
00:59:59
CET
2029

JA3 SSL Client
Fingerprint

771,49196-49195-
49200-49199-159-
158-49188-49187-
49192-49191-49162-
49161-49172-49171-
157-156-61-60-53-
47-10,0-5-10-11-13-
35-23-65281,29-23-
24,0

771,49196-49195-
49200-49199-49188-
49187-49192-49191-
49162-49161-49172-
49171-157-156-61-
60-53-47-10,0-10-
11-13-35-23-
65281,29-23-24,0

JA3 SSL Client Digest

ce5f3254611a8c095a3d8
21d44539877

37f463bf4616ecd445d4al
937da06e19
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Statistics

Behavior

System Behavior

@ KeJ7CI7flZ.exe
® 002.exe

@ WerFault.exe
@ WerFault.exe
@ Setup.exe

@ setup.exe

@ aliens.exe

@ jg2_2qua.exe

Click to jump to process

Analysis Process

: KeJ7CI7flZ.exe PID: 4576 Parent PID: 5700

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

15:05:13

28/11/2020
C:\Users\user\Desktop\KeJ7CI7flZ.exe
true
‘C:\Users\user\Desktop\KeJ7CI7flZ.exe'
0xec0000

7922731 bytes
4E759849412063C6590936671CE4AAOE
true

true

C, C++ or other language

Reputation: low
File Activities
File Created
Source
File Path Access Attributes Options Completion Count Address Symbol
C:\Users read data or list device directory file | object name collision 1 EC25E3 CreateDirectoryW
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user read data or list device directory file | object name collision 1 EC25E3 CreateDirectoryW
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData read data or list device directory file | object name collision 1 EC25E3 CreateDirectoryW
directory | synchronous io
synchronize non alert | open

Copyright null 2020

for backup ident
| open reparse
point
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File Path
C:\Users\user\AppData\Local

C:\Users\user\AppData\Local\Temp

C:\Users\user\AppData\Local\Temp\RarSFX0

C:\Users\user\AppData\Local\Temp\RarSFX0\__tmp_rar_sfx_acces

s_check_4900203

C:\Users\user\AppData\Local\Temp\RarSFX0\002.exe

C:\Users\user\AppData\Local\Temp\RarSFX0\Setup.exe

C:\Users\user\AppData\Local\Temp\RarSFX0\jg2_2qua.exe

C:\Users\user\AppData\Local\Temp\RarSFXO0\filel.exe

C:\Users\user\AppData\Local\Temp\RarSFX0\BTRSetp.exe

C:\Users\user\AppData\Local\Temp\RarSFX0\askinstall21.exe

C:\Users\user\AppData\Local\Temp\RarSFX0\hjjgaa.exe

C:\Users\user\AppData\Local\Temp\RarSFX0\John_Ship.url

C:\Users\user\AppData\Local\Temp\RarSFX0\ubisoftpro.exe

C:\Users\user\AppData\Local\Temp\RarSFX0\SSSS.exe

File Deleted

File Path

Access Attributes

read data or list device
directory |
synchronize

read data or list device
directory |
synchronize

read data or list device
directory |
synchronize

read attributes | device
synchronize |
generic read |
generic write

read attributes | device
synchronize |
generic write

read attributes | device
synchronize |
generic write

read attributes | device
synchronize |
generic write

read attributes | device
synchronize |
generic write

read attributes | device
synchronize |
generic write

read attributes | device
synchronize |
generic write

read attributes | device
synchronize |
generic write

read attributes | device
synchronize |
generic write

read attributes | device
synchronize |
generic write

read attributes | device
synchronize |
generic write

C:\Users\user\AppData\Local\Temp\RarSFX0\__tmp_rar_sfx_access_check_ 4900203

File Written

File Path

Copyright null 2020

Offset

Length Value

Options

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

Ascii

Completion

object name collision

object name collision

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Completion

success or wait

Completion

Count

Source
Address Symbol

EC25E3 CreateDirectoryW

EC25E3 CreateDirectoryW

EC25E3 CreateDirectoryW

EC1C5C CreateFileW

EC1C5C CreateFileW

EC1C5C CreateFileW

EC1C5C CreateFileW

EC1C5C CreateFileW

EC1C5C CreateFileW

EC1C5C CreateFileW

EC1C5C CreateFileW

EC1C5C CreateFileW

EC1C5C CreateFileW

EC1C5C CreateFileW

Source

Count Address Symbol

1

EC24E4 DeleteFileW

Source
Count Address Symbol
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File Path

C:\Users\user\AppData\Local\Temp\RarSFX0\002.exe

C:\Users\user\AppData\Local\Temp\RarSFX0\Setup.exe

Copyright null 2020

Offset Length Value

unknown 65536

unknown 65536

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 18 01 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 732070 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24
00 00 00 00 00 00 00
46 74 6 02 02 15 88
5102 15885102 15
88 51 9c b5 4f 51 03
1588 51 df ea 46 51
Oe 15 88 51 df ea 47
5103 15 88 51 df ea
58 51 03 15 88 51 df
ea 4351 1f15 88 51
02158951311788
51 44 44 57 51 1f 15
88 51 44 44 68 51 97
1588 51 44 44 69 51
af 15 88 51 0f 47 6d 51
07 15 88 51 0f 47 53
5103 1588510215
1f 51 03 15 88 51 0f
4756 5103 1588 51
52 69 63 68 02 15 88

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 d0 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 732070 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24
00 00 00 00 00 00 00
41 7b d1 6b 05 1a bf
38 05 1a bf 38 05 1a bf
38 0c 62 3c 38 06 1a
bf 38 Oc 62 2c 38 14
1a bf 38 05 1a be 38
a9 la bf 38 1e 87 15
3809 1a bf 38 1e 87
253804 1a bf 38 1e
87 22 38 04 1a bf 38
52 69 63 68 05 1a bf
38 00 00 00 00 00 00
00 00 50 45 00 00 4c
01 06 00 e4 e2 47 4f
00 00 00 00 00 00 00
00 e0 00 02 01 Ob 01
0a 00 00 74 00 00 00
7a 07 00 00 42 00 00
af 3800 00 00 10 00

L.IThis program
cannot be run in DOS
mode....

Q.FQ..Q..GQ..Q.XQ..Q
.CQ
..Q...Q1..QDDWQ...QDDh
Q..QDD
iQ...Q.GmQ...Q.GSQ...Q...
Q..Q.GVQ...QRich...

L.IThis program
cannot be run in DOS
mode....
$......A{k...8...8...8.b<8..
.8.,8...8...8...8...8...8..%8
...8.."8...8Rich...8........ PE
LiGOu t..

Completion

success or wait

success or wait

Source

Count Address Symbol

20

65

EC235E WriteFile

EC235E WriteFile
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File Path
C:\Users\user\AppData\Local\Temp\RarSFX0\jg2_2qua.exe

C:\Users\user\AppData\Local\Temp\RarSFXO0\filel.exe

Copyright null 2020

Offset
unknown 65536

unknown 65536

Length Value

4d 5a 40 00 01 00 00
00 02 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 0a 00 00 00 00
00 00 00 Oe 1f ba Oe
00 b4 09 cd 21 b8 01
4c cd 21 57 69 6e 33
3220 2e 45 58 45 2e
0d 0a 24 40 00 00 00
50 45 00 00 4c 01 03
00 ba 62 bc 5f 00 00
00 00 00 00 00 00 e0
00 03 03 0b 01 Oe 10
00 72 Oc 00 00 ec 04
00 00 00 00 00 e5 91
11 00 00 10 00 00 00
90 Oc 00 00 00 40 00
00 10 00 00 00 02 00
00 06 00 00 00 00 00
00 00 06 00 00 00 00
00 00 00 00 60 13 00
00 02 00 00 00 00 00
00 02 00 00 81 00 00
10 00 00 70 00 00 00
00 10 00 00 10 00 00
00 00 00 00 10 00 00
00 00 00 00 00 00 00
00 000090 11 00 e8
01 00 0000 a0 11 00
5c be 01 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 f0 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24
00 00 00 00 00 00 00
13 9c fc f1 57 fd 92 a2
57 fd 92 a2 57 fd 92 a2
38 8b 39 a2 5e fd 92
a2 38 8b 0Oc a2 5e fd
92 a2 38 8b 38 a2 60
fd 92 a2 5e 85 01 a2
50 fd 92 a2 57 fd 93 a2
07 fd 92 a2 38 8b 3d
a2 55 fd 92 a2 38 8b
08 a2 56 fd 92 a2 38
8b 0f a2 56 fd 92 a2 52
69 63 68 57 fd 92 a2
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 50 45 00 00
4c 01 05 00 d2 6¢ b5
5f 00 00 00

Source

Ascii Completion Count Address Symbol
MZ@....ccoveeeveaeeaens success or wait 9 EC235E WriteFile
e L.IWIN32 .EXE...$
@..PE.L...b._.coeonee.n.
.@.

success or wait 4 EC235E WriteFile
............ 1..L.IThis program
cannot be run in DOS
mode....
$ WWWLLWLL8.9M
.8..1...8.8. . ALPLW.L.
....8.=.U..8..V..8..V..Ri
PE..L...|
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File Path
C:\Users\user\AppData\Local\Temp\RarSFX0\BTRSetp.exe

C:\Users\user\AppData\Local\Temp\RarSFX0\askinstall21.exe

Copyright null 2020

Offset
unknown 65536

unknown 65536

Length Value

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 80 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 732070 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24
00 00 00 00 00 00 00
50 45 00 00 4c 01 05
00 03 8f bd 5f 00 00 00
00 00 00 00 00 e0 00
02 01 0b 01 Ob 00 00
68 00 00 00 12 02 00
00 00 00 00 0a 00 03
00 00 60 01 00 00 20
00 00 00 00 40 00 00
20 00 00 00 02 00 00
04 00 00 00 00 00 00
00 04 00 00 00 00 00
00 00 00 20 03 00 00
04 00 00 00 00 00 00
02 00 40 8500 00 10
00 00 10 00 00 00 00
10 00 00 10 00 00 00
00 00 00 10 00 00 00
00 00 00 00 00 00 00

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 01 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24
00 00 00 00 00 00 00
5f 09 a5 56 1b 68 cb
05 1b 68 cb 05 1b 68
cb 05 7e Oe c8 04 Ob
68 cb 05 7e Oe ce 04
aa 68 cb 05 7e Oe cf
04 Oc 68 cb 05 49 00
¢804 Oc 68 cb 05 49
00 ce 04 59 68 cb 05
49 00 cf 04 39 68 cb
05 7e Oe ca 04 Oe 68
cb 05 1b 68 ca 05 d2
68 cb 05 89 01 c2 04
12 68 ch 05 89 01 34
05 1a 68 cb 05 1b 68
5c 05 1a 68 cb 05 89
01 c9 04 1a 68 ch 05
52 69 63 68 1b 68 cb
05 00 00 00 00 00 00
00

Source

Ascii Completion Count Address Symbol

MZ..oooiiiiiiiien, @..... success or wait 3 EC235E WriteFile
L.IThis program

cannot be run in DOS

mode....

$....... PE..L

MZ..oooiiiiiieen, @..... success or wait 9 EC235E WriteFile

L.IThis program
cannot be run in DOS
mode....
$......_.V.h..h..h.~..h
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File Path
C:\Users\user\AppData\Local\Temp\RarSFX0\hjjgaa.exe

C:\Users\user\AppData\Local\Temp\RarSFX0\John_Ship.url

Copyright null 2020

Offset
unknown 65536

unknown 117

Length Value

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 10 01 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 732070 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24
00 00 00 00 00 00 00
e4 45 65 d1 a0 24 Ob
82 a0 24 0b 82 a0 24
Ob 82 fb 4c 08 83 ad
24 0b 82 fb 4c Oe 83
Oe 24 0b 82 fb 4c 0f 83
b6 24 Ob 82 28 43 0f
83 bl 24 0b 82 28 43
08 83 b5 24 0b 82 28
43 Oe 83 f1 24 0b 82 fb
4c 0a 83 a9 24 0b 82
a0 24 0a 82 df 24 Ob
82al490283a7 24
Ob 82 al 49482 al
24 0b 82 a0 24 9c 82
al 24 0b 82 a1 49 09
83 al 24 0b 82 52 69
63 68 a0 24 Ob 82 00
00 00 00 00 00 00

5b 7b 30 30 30 32 31
34 41 30 2d 30 30 30
30 2d 30 30 30 30 2d
4330 30 30 2d 30 30
303030 303030 30
30 34 36 7d 5d 0d Oa
50 72 6f 70 33 3d 31
39 2c¢ 31 31 0d Oa 5b
49 6e 74 65 72 6e 65
74 53 68 6f 72 74 63
75 74 5d 0d Oa 49 44
4c 69 73 74 3d 0d Oa
5552 4¢c 3d 68 74 74
70 73 3a 2f 2f 69 70 6¢
6f 67 67 65 72 2e 6f 72
67 2f 31 54 54 34 61
37 0d Oa

Source

Ascii Completion Count Address Symbol

MZ..oooiiiiiiiien, @..... success or wait 16 EC235E WriteFile
L.IThis program

cannot be run in DOS

mode....

[{000214A0-0000-0000- success or wait 1 EC235E WriteFile

C000-0000
00000046}]..Prop3=19,11..
[Inte
rnetShortcut]..IDList=..URL
=ht
tps:/liplogger.org/1TT4a7..
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File Path
C:\Users\user\AppData\Local\Temp\RarSFXO0\ubisoftpro.exe

C:\Users\user\AppData\Local\Temp\RarSFX0\SSSS.exe

File Read

File Path
C:\Users\user\Desktop\KeJ7CI7flZ.exe

Copyright null 2020

Offset
unknown 65536

unknown 65536

Length Value

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 10 01 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d Oa 24
00 00 00 00 00 00 00
el ed 26 69 a5 8c 48
3a ab 8c 48 3a a5 8¢
48 3a d8 f5 a9 3a ba
8c 48 3a a8 de ac 3a
a9 8c 48 3aac f4 cc
3aa78c483aacfd
ch 3a a8 8c 48 3aac
f4 db 3a 8e 8c 48 3a
ab 8c 49 3a 61 8e 48
3ae3dd 97 3a958c
48 3a e3 dd a8 3a ad
8d 48 3a e3 dd a9 3a
5b 8c 48 3a a8 de a9
3a a8 8c 48 3a a8 de
93 3a a4 8c 48 3a a8
de 96 3a a4 8c 48 3a
52 69 63 68 a5 8c 48
3a 00 00 00 00 00 00
00

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 f0 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 7320 70 72
6f67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d 6f
64 65 2e 0d 0d 0a 24
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
50 45 00 00 4c 01 06
00 af 65 6¢ 5d 00 00
00

Offset

unknown

Source

Completion Count Address Symbol

success or wait 28 EC235E WriteFile

L.IThis program
cannot be run in DOS

success or wait 5 EC235E WriteFile

............ 1..L.IThis program
cannot be run in DOS
mode....

PE..L...ell..

Source

Length Completion Count Address Symbol

8192 success or wait 1206 EC1D2C ReadFile
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Analysis Process: 002.exe PID: 3568 Parent PID: 4576

General

Start time: 15:05:15

Start date: 28/11/2020

Path: C:\Users\user\AppData\Local\Temp\RarSFX0\002.exe

Wow64 process (32bit): true

Commandline: ‘C:\Users\user\AppData\Local\Temp\RarSFX0\002.exe'

Imagebase: 0x1260000

File size: 1306112 bytes

MD5 hash: 6503C9C4F19A4B33B701CC5B97B349BC

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

[ File Activities J

File Created
Source

File Path Access Attributes Options Completion Count Address Symbol

C:\Users\user\AppData\Local\Temp\RarSFX0\config.ini read attributes | device synchronous io  success or wait 1 126267E CreateFileA
synchronize | non alert | non
generic write directory file

C:\Users\user\AppData\Local\Google\Chrome\USERDA~1\Default\Login read data or list device sequential only | success or wait 1 1000504F CopyFileA

Data.bak directory | read non directory file
attributes |
delete | write
dac |
synchronize |
generic read |
generic write

File Written
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\RarSFX0\config.ini unknown 3 303032 002 success or wait 1 12626C2 WriteFile
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File Path Offset

C:\Users\user\AppData\Local\Google\Chrome\User 0
Data\Default\Login Data.bak

File Read

File Path

C:\Users\user\AppData\Local\Temp\RarSFX0\config.ini
C:\Users\user\AppData\Local\Temp\RarSFX0\config.ini
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Cookies
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Cookies
C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State
C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State

Registry Activities

Key Value Created

Key Path Name

HKEY_CURRENT_USER\Software {c2bb7625-
9318-a78a-
103c-3f4b7
2304137}

HKEY_CURRENT_USER\Software {a78b0a27-
d469-f595-925f-
db7cb5548136}

Length Value Ascii

40960 53514c69746520 SQLite format3
66 6f 72 6d 61 74 20
33 0008 0001 0100
40 20 20 00 00 00 01
00 00 00 14 00 00 00
00 00 00 00 00 00 00
00 Ob 00 00 00 04 00
00 000000000000 ..
00000001000000 ...............
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 01 00 2e
43 ¢1 05 00 00 00 01
07 fb 00 00 00 00 10
07 fb 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00

Offset
unknown
unknown
0

0
unknown

unknown

Type Data
unicode 002

unicode 002

Completion

...... @ success or wait

Length Completion
4096 success or wait
4096 end of file

100 success or wait
4096 success or wait
151552 success or wait

4096 success or wait

Completion Count

success or wait 1

success or wait 1

Source

Count Address Symbol

1 1000504F CopyFileA

Source
Count Address

1008D57D
1008D57D
1001B343
1001B343
1008D57D

P R R R R R

1008D57D

Source

Address Symbol

Symbol

ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile

1000E6A5 RegSetValueExA

1000E6A5 RegSetValueExA

Analysis Process: WerFault.exe PID: 204 Parent PID: 3568

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

Copyright null 2020

15:05:17
28/11/2020

C:\Windows\SysWOW64\WerFault.exe

true

C:\Windows\SysWOW64\WerFault.exe -u -p 3568 -s 724

0x2a0000
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File size: 434592 bytes

MDS5 hash: 9E2BBACAD48ECCA55C0230D63623661B
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Activities

File Created
Source
File Path Access Attributes Options Completion Count Address Symbol
C:\ProgramData\Microsoft\Windows\WER\Temp\WERD78B.tmp read attributes | device synchronous io  success or wait 1 6DBF497A unknown
synchronize | non alert | non
generic read directory file
C:\ProgramData\Microsoft\Windows\WER\Temp\WERD78B.tmp.dmp read attributes | device synchronous io  success or wait 1 6DBF497A unknown
synchronize | non alert | non
generic read | directory file
generic write
C:\ProgramData\Microsoft\Windows\WER\Temp\WERDD97.tmp read attributes | device synchronous io  success or wait 1 6DBF497A unknown
synchronize | non alert | non
generic read directory file
C:\ProgramData\Microsoft\Windows\WER\Temp\WERDD97.tmp.WERInt read attributes | device synchronous io  success or wait 1 6DBF497A unknown
ernalMetadata.xml synchronize | non alert | non
generic read | directory file
generic write
C:\ProgramData\Microsoft\Windows\WER\Temp\WERDFCB.tmp read attributes | device synchronous io  success or wait 1 6DBF497A unknown
synchronize | non alert | non
generic read directory file
C:\ProgramData\Microsoft\Windows\WER\Temp\WERDFCB.tmp.xml| read attributes | device synchronous io  success or wait 1 6DBF497A unknown
synchronize | non alert | non
generic read | directory file
generic write
C:\ProgramData\Microsoft\Windows\WER\ReportArchive\AppCrash_ read data or list device directory file | success or wait 1 6DBF497A unknown
002.exe_1c529646ab3c8alfdb7fc485aa1d9d3291c12_6234ae00_0086ee01 directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\ProgramData\Microsoft\Windows\WER\ReportArchive\AppCrash_ read attributes | device synchronous io  success or wait 1 6DBF497A unknown
002.exe_1c529646ab3c8alfdb7fc485aa1d9d3291c12_6234ae00_0086e synchronize | non alert | non
e01\Report.wer generic write directory file
File Deleted
Source
File Path Completion Count Address  Symbol
C:\ProgramData\Microsoft\Windows\WER\Temp\WERD78B.tmp success or wait 1 6DBF497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WERDD97.tmp success or wait 1 6DBF497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WERDFCB.tmp success or wait 1 6DBF497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WERD78B.tmp.dmp success or wait 1 6DBF4BEF unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml success or wait 1 6DBF4BEF unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WERDFCB.tmp.xml| success or wait 1 6DBF4BEF unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WERDFD8.tmp.csv success or wait 1 6DBF4BEF unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WERE1FC.tmp.txt success or wait 1 6DBF4BEF unknown
File Written
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 32 4d 44 4d 5093 a7 ee  MDMP........ ..c....... e success or wait 1 6DBF497A unknown
ws\WER\Temp\WERD78B.tmp.dmp a0 Oe 00 00 00 20 00
00 00 00 00 00 00 b0
d7 c2 5f a4 05 12 00
00 00 00 00
C:\ProgramData\Microsoft\Windo unknown 6 000000000000 ... success or wait 1 6DBF497A unknown

ws\WER\Temp\WERD78B.tmp.dmp
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD78B.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD78B.tmp.dmp

Copyright null 2020

Offset Length Value

unknown 1420

unknown 716

00 00 06 00 07 55 04
01 0a 00 00 00 00 00
00 00 ee 42 00 00 02
00 00 00 20 1d 00 00
00 01 00 00 47 65 6e
75 69 6e 65 49 6e 74

65 6¢ 57 06 0500 fffb ..

8b 1f 00 00 00 00 54
05 00 00 7 03 00 00
f0 0d 00 00 ab d7 c2
5f 00 00 00 00 00 00
00 00 93 08 00 00 93
08 00 00 93 08 00 00
01 00 00 00 01 00 00
00 00 30 00 00 0d 00
00 00 00 00 00 00 01
00 00 00 e0 01 00 00
50 00 61 00 63 00 69
00 66 00 69 00 63 00
20 00 53 00 74 00 61
00 6e 00 64 00 61 00
72 00 64 00 20 00 54
00 69 00 6d 00 65 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 Ob 00 00 00
01 00 02 00 00 00 00
00 00 00 00 00 00 00
50 00 61 00 63 00 69
00 66 00 69 00 63 00
2000 44 00 61 00 79
00 6¢ 00 69 00 67 00
68 00 74 00 20 00 54
00 69 00 6d 00 65 00
00 00 00 00 00 00 00
00 00

7f 00 01 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
aa aaaaaaaaaaaa
aa aa aa aa aaaaaa
aa aaaaaaaaaaaa
aaaaaaaaaaaaaa
aa aa aa aaaaaaaa
aa aa aa aaaaaaaa
aa aaaaaaaaaaaa
aa aa aaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aa aa aaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aa aa aaaaaaaa
aa aaaaaaaaaaaa
2b 00 00 00 53 00 00
00 2b 00 00 00 2b 00
00 00 4a a8 f5 00 00
00 00 00 d4 aa f5 00
00 00 00 00 d8 a6 5f
€0 00 00 00 00 78 a7
f500 13 17 00 10 23
00 00 00 46 02 01 00
78 a7 f5 00 2b 00 00
00 aa aa aa aa aa aa
aa aa aaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aa aa aaaaaaaa
aa aaaa aaaaaaaa
aa aa aa aa aaaaaa
aaaaaa

Source

Ascii Completion Count Address Symbol
..... Ui Bo s success or wait 1 6DBF497A unknown
..Genuinelntelw........... T...

.D.a.y.li.g.ht. .T.
im.e......

success or wait 1 6DBF497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD78B.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD78B.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD78B.tmp.dmp

Copyright null 2020

Offset Length Value

unknown 168

unknown 20

unknown 1176

SORVA0UI0GI00I0 D10 O ES———

00 a5 01 00 c0 01 00
00 00 00 00 00 00 00
0000 00 13 3b 0a 10
00 00 00 00 01 00 00
00 00 00 00 00 04 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 cc
02 00 00 34 22 00 00

1d 00 00 00 00 30 ca
00 00 00 00 00 98 04
00 00 38 2f 00 00

00 00 00 04 ff ff ff ff 00
0026 01 a0 7b ad 77
58 18 4d 01 00 00 00
00 00 00 4d 01 a0 79
ad 77 00 00 00 00 00
00 00 00 00 00 00 00
00 10 ea 74 00 00 00
00 00 00 00 00 00 00
€0 00 00 00 00 00 f8
7b ad 77 ff f ff ff 07 00
00 00 00 00 8a 7f 00
00 00 00 30 07 8a 7f
00 00 9a 7f 28 02 9b
750 06 9c 7f 04 00
00 00 00 00 00 00 00
00 00 00 00 80 9b 07
6d e8 ff ff 00 00 10 00
00 20 00 00 00 00 01
00 00 10 00 00 04 00
00 00 10 00 00 00 60
66 ad 77 00 00 00 00
00 00 00 00 00 00 00
00 50 53 ad 77 0a 00
00 00 00 00 00 00 ee
42 00 00 02 00 00 00
02 00 00 00 06 00 00
00 00 00 00 00 03 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00

Ascii

Completion

success or wait

success or wait

success or wait

Source

Count Address Symbol

1

29

28

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD78B.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD78B.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD78B.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD78B.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD78B.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD78B.tmp.dmp

Copyright null 2020

unknown 256

Source

Offset Length Value Ascii Completion Count Address Symbol
8d 4d cO e9 8e 19 f6 ff .M....... M....... T$..B..J.3...  success or wait 1 6DBF497A unknown
8d 4d d8 e986 19 f6 ff ...0.3...ccccocvruee M..Y..
8b5424088d420c ..M..Q...T$..B.J.3.....0.3
8b 4a b8 33 c8 e8 f9

unknown 4

unknown 716

unknown 48

unknown 4

unknown 20

b7 fd ff 8b 4a fc 33 c8
e8 ef b7 fd ff b8 a4 ad
Oc 10 e9 ae f6 fd ff 8d
4d d8 €959 19 f6 ff 8d ..
4d c0 e9 51 19 f6 ff 8b
54 24 08 8d 42 Oc 8b
4a b4 33 c8e8c4d b7
fd ff 8b 4a fc 33 c8 e8
ba b7 fd ff b8 d8 ad Oc
10 e9 79 f6 fd ff 8d 8d
cc fe ff ff 9 21 19 f6 ff
8d 8d 94 fe ff ff €9 fd
22 f6 ff 8b 54 24 08 8d
42 Oc 8b 8a 6c¢ fe ff ff
33 ¢c8 e8 86 b7 fd ff 8b
4afc 33 c8 e8 7c b7 fd
ff b8 Oc ae Oc 10 e9
3b 6 fd ff 8d 8d fO €6
ff ff €9 €3 18 6 ff 8d
8d 88 e7 ff ff €9 d8 18
f6 ff 8d 8d dO e7 ff ff
e9 cd 18 f6 ff 8d 8d b8
e7 ff ff e9 c2 18 f6 ff
8d 8d a0 e7 ff ff e9 b7
18 f6 ff 8d 8d 70 e7 ff
ff e9 ac 18 {6 ff 8d 8d
08 e7 ff ff e9 al 18 f6
ff ff b5 b0 e6 ff ff €8 5d

38 {7

03 00 00 00 success or wait & 6DBF497A unknown
3f0001 00000000 ?..cccciciniiiiiiene success or wait & 6DBF497A unknown
00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00
aa aaaa aaaaaaaa
aa aa aa aa aaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
222223222223233  ...ceeeene
aa aaaaaaaaaaaa

aa aa aaaaaaaaaa

aa aa aaaaaaaaaa

aa aaaaaaaaaaaa

aa aa aaaaaaaaaa

aa aaaa aaaaaaaa

aa aa aa aa aaaaaa

aa aaaaaaaaaaaa
aaaaaaaaaaaaaa

aa aa aa aaaaaaaa

aa aaaaaaaaaaaa

2b 00 00 00 53 00 00

00 2b 00 00 00 2b 00

00 00 aa aa aa aa 00

00 00 00 00 00 00 00

00 00 00 00 aa aa aa

aa 00 00 00 00 00 9a

f5 00 bc 9a a2 77 23

00 00 00 16 02 00 00

c0 99 f5 00 2b 00 00

00 aa aa aa aa aa aa

aa aa aaaaaaaaaa

aa aaaaaaaaaaaa

aa aaaaaaaaaaaa

aa aa aa aaaaaaaa

aa aaaa aaaaaaaa

aa aa aa aaaaaaaa

aaaaaa

d0 17 00 00 01 00 00
00 20 00 00 00 00 00
00 00 00 c0 ca 00 00
00 00 00 44 f6 4a 01
00 00 00 00 bc 09 00
00 d0 65 00 00 cc 02
00 00 98 2a 00 00

success or wait 1 6DBF497A unknown

2d 00 00 00 - success or wait 45 6DBF497A unknown

0e 000000300030 ...0.0.2..ex.e.. success or wait 45 6DBF497A unknown
00 32 00 2e 00 65 00
78 00 65 00 00 00
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD78B.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERD78B.tmp.dmp

Copyright null 2020

Offset Length Value

unknown 752

unknown 10448

00 00 7d 73 00 00 00
00 00 90 02 00 86 ea
02 00 ad 9a 47 32 18
2200 00 bd 04 ef fe
00 00 01 00 00 00 0a
00 01 00 ee 42 00 00
0a 00 01 00 ee 42 3f
00 00 00 00 00 00 00
04 00 04 00 01 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 24
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 40 41 00 00 00 00
00 00 00 00 00 00 00
00 00 00 01 00 Of 00
5a 62 02 00 00 10 00
00 fb fe 0f 00 01 00 00
00 ff ff 13 00 00 00 01
00 00 00 01 00 00 00
00 00 ff ff fe 7f 00 00
00 00 0f 00 00 00 00
00 00 00 04 00 00 00
00 90 74 02 00 00 00
00 00 20 bd 02 00 00
00 00 bc 4c 01 00 00
01 00 00 00 00 00 00
ff ff ff ff 00 00 00 00 e3
69 03 00 00 00 00 00
€3 69 03 00 00 00 00
00 00 00 00 00 00 00
00 00 8d b6 13 00 00
00 00 00 b3 48 Oc 00
00 00 00 00 40 ff 1f 00
00 00 00 00 cf 5a 0c
00 00 00 00

0a 00 00 00 45 00 76
00 65 00 6e 00 74 00
00 00 00 00 00 00 06
00 00 00 08 00 00 00
01 00 00 00 00 00 00
00 28 00 00 00 57 00
61 00 69 00 74 00 43
00 6f 00 6d 00 70 00
6¢ 00 65 00 74 00 69
00 6f 00 6e 00 50 00
61 00 63 00 6b 00 65
00 74 00 00 00 18 00
00 00 49 00 6f 00 43
00 6f 00 6d 00 70 00
6¢ 00 65 00 74 00 69
00 6f 00 6e 00 00 00
1e 00 00 00 54 00 70
00 57 00 6f 00 72 00
6b 00 65 00 72 00 46
00 61 00 63 00 74 00
6f 00 72 00 79 00 00
00 Oe 00 00 00 49 00
52 00 54 00 69 00 6d
00 65 00 72 00 00 00
28 00 00 00 57 00 61
00 69 00 74 00 43 00
6f 00 6d 00 70 00 6¢
00 65 00 74 00 69 00
6f 00 6e 00 50 00 61
00 63 00 6b 00 65 00
74 00 00 00 Oe 00 00
00 49 00 52 00 54 00
69 00 6d 00 65 00 72
00 00 00 28 00 00 00
57 00 61 00 69 00 74
00 43 00 6f 00 6d 00
7000 6¢

L@A...

@........ Z.....

LGEvento

(...W.a.i.t.C.o.m.p.l.e.
tio.n.P.a.cke.t....lLo.

C.o.m.p.l.e.ti.o.n.....T.p.
W.o.rk.er.Fa.cto.ry...
LLR.Timee.r..(..W.a.it.
C.o.m.p.l.e.ti.o.n.P.a.ck.e.

te..LRT.iim.e.r..(.W.
a.i.t.C.o.m.p.l

Completion

success or wait

success or wait

Source

Count Address Symbol

1

1

6DBF497A unknown

6DBF497A unknown
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 108 0300000094 0000 .ceovveeueeieaiieieeiieies d- success or wait 1 6DBF497A unknown
ws\WER\Temp\WERD78B.tmp.dmp 00 fc 06 00 00 04 00

0000001300009c ..
O7Z00]00]05]00]0 010 0 R ——"
d4 01 00 00 64 2d 00

00 06 00 00 00 a8 00

00 00 54 06 00 00 07

00 00 00 38 00 00 00

¢8 00 00 00 Of 00 00

00 54 05 00 00 00 01

00 00 Oc 00 00 00 80

1c 00 00 fc e7 00 00

15 00 00 00 ec 01 00

00 9¢ 1a 00 00 16 00

00 00 98 00 00 00 88

1c 00 00
C:\ProgramData\Microsoft\Windo unknown 2 ff fe . success or wait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 78 3c003f0078006d <.?.x.m.l. .v.e.rs.i0.n=" success orwait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml 006c 0020007600 1..0."..e.n.c.0.d.i.n.g.=.".

65007200730069 U.T.F.-.1.6.".2.>.

00 6f 00 6e 00 3d 00

22003100 2e 00 30
00 22 00 20 00 65 00
6e 00 63 00 6f 00 64
00 69 00 6e 00 67 00
3d 00 22 00 55 00 54
00 46 00 2d 00 31 00
36 00 22 00 3f 00 3e

00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 38 3c 005700450052 <.W.E.R.R.e.p.o.rt.M.e.t.a. success or wait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml 00520065007000 d.ata.>.

6f 00 72 00 74 00 4d
00 65 00 74 00 61 00
64 00 61 00 74 00 61

00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 44 3c004f00530056 <.0.S.V.ers.io.n.ln.fo.r. success orwait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml 00650072007300 m.a.tio.n.>.

69 00 6f 00 6e 00 49
00 6e 00 66 00 6f 00
7200 6d 00 61 00 74
00 69 00 6f 00 6e 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 82 3c 0057006900 6e <.W.i.n.d.o.w.s.N.T.V.e.r.s. success or wait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml 00 64 00 6f00 77 00  i.0.n.>.1.0...0.

73004e 00540056 <./W.i.n.d.o.w.
00650072007300 s.N.T.V.ers.i.o.n.>.
69 00 6f 00 6e 00 3e

00 31 00 30 00 2e 00

30 00 3c 00 2f 00 57

00 69 00 6e 00 64 00

6f 00 77 00 73 00 4e

00 54 00 56 00 65 00

72 00 73 00 69 00 6f

00 6e 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 40 3c004200750069 <.B.u.i.l.d>.1.7.1.3.4.<./.B. success or wait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml 00 6¢ 00 64 00 3e 00 u.i.l.d.>.

31003700 310033
00 34 00 3c 00 2f 00
4200 75 00 69 00 6¢
00 64 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

Copyright null 2020

Offset

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length
82

4

2

62

4

2

134

44

72

4

2

Value

3c 00 50 00 72 00 6f
00 64 00 75 00 63 00
74 00 3e 00 28 00 30
00 78 00 33 00 30 00
29 00 3a 00 20 00 57
00 69 00 6e 00 64 00
6f 00 77 00 73 00 20
00 31 00 30 00 20 00
50 00 72 00 6f 00 3¢
00 2f 00 50 00 72 00
6f 00 64 00 75 00 63
00 74 00 3e 00

0d 00 0a 00

09 00

3c 00 45 00 64 00 69
00 74 00 69 00 6f 00
6e 00 3e 00 50 00 72
00 6f 00 66 00 65 00
7300 73 00 69 00 6f
00 6e 00 61 00 6¢ 00
3c 00 2f 00 45 00 64
00 69 00 74 00 69 00
6f 00 6e 00 3e 00

0d 00 0a 00

09 00

3c 0042 00 75 00 69
00 6¢ 00 64 00 53 00
7400 72 00 69 00 6e
00 67 00 3e 00 31 00
37 0031003300 34
00 2e 00 31 00 2e 00
61 00 6d 00 64 00 36
00 34 00 66 00 72 00
65 00 2e 00 72 00 73
00 34 00 5f 00 72 00
65 00 6¢ 00 65 00 61
00 73 00 65 00 2e 00
31 00 38 00 30 00 34
00 31 00 30 00 2d 00
3100 38 00 30 00 34
00 3c 00 2f 00 42 00
75 00 69 00 6¢ 00 64
0053 00 74 00 72 00
69 00 6e 00 67 00 3e
00

0d 00 0a 00

09 00

3c 00 52 00 65 00 76
00 69 00 73 00 69 00
6f 00 6e 00 3e 00 31
00 3c 00 2f 00 52 00
65 00 76 00 69 00 73
00 69 00 6f 00 6e 00
3e 00

0d 00 0a 00

09 00

3c 00 46 00 6¢ 00 61
00 76 00 6f 00 72 00
3e 00 4d 00 75 00 6¢
00 74 00 69 00 70 00
72 00 6f 00 63 00 65
00 73 00 73 00 6f 00
72002000 46 00 72
00 65 00 65 00 3c 00
2f 00 46 00 6¢ 00 61
00 76 00 6f 00 72 00
3e 00

0d 00 0a 00

09 00

Ascii
<.P.r.o.d.u.c.t.>.(.0.x.3.0.).

. .W.in.d.o.w.s. .1.0. .P.r.
o0.<./P.ro.d.u.c.t>.

<.E.d.iti.o.n.>.P.ro.fe.s.
s..o.n.al.</E.d.itio.n.>.

<.B.u.ild.S.trin.g.>.1.7.
1.34..1.am.d.6.4fre..
rs.4._rele.as.e..1.8.0.
4.1.0.-.1.8.0.4.<./.B.u.i.l.d.

<.R.e.w.is.ion>1l</R.e.
v.i.s.i.o.n>.

<.F.lLa.v.o.r.>.M.u.l.tip.r.
o.c.e.s.s.o.r. .F.re.e.</F.
l.a.v.o.r>.

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Address

1

1

2

Source
Symbol

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 64 3c004100720063 <.Ar.c.hite.c.ture>X. successorwait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml 00680069007400 6.4.</Ar.ch.ite.ctu.r.

65006300740075 e.>.
00 72 00 65 00 3e 00
58 00 36 00 34 00 3c
00 2f 00 41 00 72 00
63 00 68 00 69 00 74
00 65 00 63 00 74 00
7500 72 00 65 00 3e

00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 34 3c004c 00430049 <.L.C..D.>.1.0.3.3. success or wait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml 00440032 003100 <.L.C..D.>.

30 00 33 00 33 00 3c
00 2f 00 4c 00 43 00
49 00 44 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 46 3c 00 2f004f0053 <./.0.S.V.ers..o.n.lnfo. success orwait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml 0056 0065007200 r.m.a.ti.o.n.>.

7300 69 00 6f 00 6e
00 49 00 6e 00 66 00
6f 00 72 00 6d 00 61
00 74 00 69 00 6f 00

6e 00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 40 3c 0050007200 6f <.P.r.o.c.e.s.s.l.nfo.rrm.a. success or wait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml 0063 0065007300 t.i.o.n.>.

73 00 49 00 6e 00 66
00 6f 00 72 00 6d 00
61 00 74 00 69 00 6f
00 6e 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 30 3c 005000690064 <.P.i.d.>.3.5.6.8.<./.P.i.d.>. success or wait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml 00 3e 00 33 00 35 00

36 00 38 00 3c 00 2f
00 50 00 69 00 64 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 60 3c0049006d0061 <..m.a.g.e.N.a.m.e.>.0.0.2 success or wait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml 00 67 00 6500 4e 00 ...e.x.e.

6100 6d 00 65 003e <./.l.m.a.g.e.N.a.m.e.>.
00 30 00 30 00 32 00
2e 00 65 00 78 00 65
00 3c 00 2f 00 49 00
6d 00 61 00 67 00 65
00 4e 00 61 00 6d 00

65 00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 90 3c0043006d0064 <.C.m.d.L.i.n.e.S.i.g.n.a.t.u success or wait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml 00 4c 00 69 00 6e 00 .r.e.>.0.0.0.0.0.0.0.2.

650053 00690067 <./.C.m.
00 6e 0061007400 d.L.i.n.eS.i.g.n.atu.r.e>.
7500 72 00 65 00 3e

00 30 00 30 00 30 00

30 00 30 00 30 00 30

00 32 00 3c 00 2f 00

43 00 6d 00 64 00 4c

00 69 00 6e 00 65 00

53 00 69 00 67 00 6e

00 61 00 74 00 75 00

72 00 65 00 3e 00

Copyright null 2020 Page 55 of 108



File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

Copyright null 2020

Offset

unknown 4

unknown 2

unknown 42

unknown 4

unknown 2

unknown 82

unknown 4

unknown 2

unknown 52

unknown 4

unknown 2

unknown 44

unknown 4

unknown 2

unknown 86

unknown 4

unknown 2

unknown 70

Length Value

0d 00 0a 00

09 00

3¢ 00 55 00 70 00 74
00 69 00 6d 00 65 00
3e 00 34 00 39 00 39
00 33 00 3c 00 2f 00
5500 70 00 74 00 69
00 6d 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 57 00 6f 00 77
00 36 00 34 00 20 00
67 00 75 00 65 00 73
00 74 00 3d 00 22 00
33 003300320022
00 20 00 68 00 6f 00
7300 74 00 3d 00 22
00 33 00 34 00 34 00
30 00 34 00 22 00 3e
00 31 00 3c 00 2f 00
57 00 6f 00 77 00 36
00 34 00 3e 00

0d 00 0a 00

09 00

3c 0049 00 70 00 74
00 45 00 6e 00 61 00
62 00 6¢ 00 65 00 64
00 3e 00 30 00 3c 00
2f 0049 00 70 00 74
00 45 00 6e 00 61 00
62 00 6¢ 00 65 00 64
00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 63 00 65 00 73 00
7300 56 00 6d 00 49
00 6e 00 66 00 6f 00
7200 6d 00 61 00 74
00 69 00 6f 00 6e 00
3e 00

0d 00 0a 00

09 00

3c 00 50 00 65 00 61
00 6b 00 56 00 69 00
7200 74 00 75 00 61
00 6¢ 00 53 00 69 00
7a 00 65 00 3e 00 39
00 38 00 37 00 32 00
3500 38 00 38 00 38
00 3c 00 2f 00 50 00
65 00 61 00 6b 00 56
00 69 00 72 00 74 00
7500 61 00 6¢ 00 53
00 69 00 7a 00 65 00
3e 00

0d 00 0a 00

09 00

3¢ 00 56 00 69 00 72
00 74 00 75 00 61 00
6¢ 00 53 00 69 00 7a
00 65 00 3e 00 39 00
38 0037 003100 37
00 36 00 39 00 36 00
3c 00 2f 00 56 00 69
00 72 00 74 00 75 00
61 00 6¢ 00 53 00 69
00 7a 00 65 00 3e 00

Ascii

<.U.p.ti.m.e.>.4.9.9.3.
</.Up.tim.e.>.

<W.o.w.6.4.
.g.u.es.t="3.3.2.".

.h.0.st.="3.4.4.04.">1.

<./W.o.w.6.4.>.

<..p.t.E.n.a.b.l.e.d.>.0.</.

l.p.t.E.n.a.b.l.e.d.>.

<.P.ro.ce.s.s.V.m.Ln.fo.r.

m.a.t.i.o.n.>.

<.P.e.ak.V.irtualS.z.

e.>.9.8.7.2.5.8.8.8.
<./.P.e.a.
k.\VirtualS.iz.e>.

<.VirtualS.iz.e>09.8.
7.1.7.6.9.6.</V..rtu.a.l.

S.i.z.e>.

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

1

2

1

1

8

1

Source

Address  Symbol

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 74 3c 005000610067 <.P.ag.e.F.au.ltC.o.u.nt success orwait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml 00650046 006100 >.3.1.5.3.

7500 6¢ 00 7400 43 <./.P.a.g.e.F.a.u.l.
00 6f 00 75 00 6e 00  t.C.o.u.n.t.>.

74 00 3e 00 33 00 31

00 35 00 33 00 3c 00

2f 00 50 00 61 00 67

00 65 00 46 00 61 00

75 00 6¢ 00 74 00 43

00 6f 00 75 00 6e 00

7400 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 98 3c 005000650061 <.P.e.akW.o.rk.in.g.S.e.t success or wait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml 00 6b 00 57 00 6f00 .S.i.z.e.>.1.1.8.0.8.7.6.8.

7200 6b 0069 00 6e <./
0067 0053006500 P.eakW.o.rkingsS.etS
7400530069007a .i.z.e.>.
00 65 00 3e 00 31 00

31 00 38 00 30 00 38

00 37 00 36 00 38 00

3c 00 2f 00 50 00 65

00 61 00 6b 00 57 00

6f 00 72 00 6b 00 69

00 6e 00 67 00 53 00

65 00 74 00 53 00 69

00 7a 00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait g 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 82 3c 0057 006f0072 <.W.o.rk.i.n.g.S.e.t.S.i.z.e. success or wait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml 00 6b 00 69 00 6e 00 >.1.1.8.0.0.5.7.6.

67 005300650074 <./W.o.rk.
00530069007a00 i.n.g.S.etS.ize>.
65 00 3e 00 31 00 31

00 38 00 30 00 30 00

3500 37 00 36 00 3c

00 2f 00 57 00 6f 00

72 00 6b 00 69 00 6e

00 67 00 53 00 65 00

7400 53 00 69 00 7a

00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 114 3c00510075006f <.Qu.o.ta.P.eakP.ag.e. successorwait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml 0074 0061005000 d.

650061 00 6b 0050 P.o.0.l.Us.a.g.e>1.85.1.
00 61 00 67 00 6500 4.4.

64 00 50 00 6f 00 6f <./.Q.u.0.t.a.P.e.a.k.P.a.g.
00 6c 005500 7300 e.d.P.o.0o.l.U.s.a.g.e.>.

61 00 67 00 65 00 3e

00 31 00 38 00 35 00

31 00 34 00 34 00 3c

00 2f 00 51 00 75 00

6f 00 74 00 61 00 50

00 65 00 61 00 6b 00

50 00 61 00 67 00 65

00 64 00 50 00 6f 00

6f 00 6¢ 00 55 00 73

00 61 00 67 00 65 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6DBF497A unknown

ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

Copyright null 2020

Offset Length

unknown 98

unknown 4

unknown 2

unknown 124

unknown 4

unknown 2

unknown 108

unknown 4

unknown 2

unknown 76

unknown 4

unknown 2

Value

3c 00 51 00 75 00 6f
00 74 00 61 00 50 00
61 00 67 00 65 00 64
00 50 00 6f 00 6f 00

6¢ 00 55 00 73 00 61
00 67 00 65 00 3e 00
31003800 3500 31
00 34 00 34 00 3c 00
2f 00 51 00 75 00 6f

00 74 00 61 00 50 00
61 00 67 00 65 00 64
00 50 00 6f 00 6f 00

6¢ 00 55 00 73 00 61
00 67 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f
00 74 00 61 00 50 00
65 00 61 00 6b 00 4e
00 6f 00 6e 00 50 00
61 00 67 00 65 00 64
00 50 00 6f 00 6f 00
6¢ 00 55 00 73 00 61
00 67 00 65 00 3e 00
33 00 36 00 3500 30
00 34 00 3c 00 2f 00
51 00 75 00 6f 00 74
00 61 00 50 00 65 00
61 00 6b 00 4e 00 6f
00 6e 00 50 00 61 00
67 00 65 00 64 00 50
00 6f 00 6f 00 6¢ 00
5500 73 00 61 00 67
00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f
00 74 00 61 00 4e 00
6f 00 6e 00 50 00 61
00 67 00 65 00 64 00
50 00 6f 00 6f 00 6¢
00 55 00 73 00 61 00
67 00 65 00 3e 00 33
00 36 00 32 00 33 00
3200 3¢ 00 2f 00 51
00 75 00 6f 00 74 00
61 00 4e 00 6f 00 6e
00 50 00 61 00 67 00
65 00 64 00 50 00 6f
00 6f 00 6¢ 00 55 00
73 00 61 00 67 00 65
00 3e 00

0d 00 0a 00

09 00

3¢ 00 50 00 61 00 67
00 65 00 66 00 69 00
6¢ 00 65 00 55 00 73
00 61 00 67 00 65 00
3e 00 34 00 32 00 32
00 32 00 39 00 37 00
36 00 3c 00 2f 00 50
00 61 00 67 00 65 00
66 00 69 00 6¢ 00 65
00 55 00 73 00 61 00
67 00 65 00 3e 00

0d 00 0a 00

09 00

Ascii Completion
<.Q.u.o.t.a.P.a.g.e.d.P.0.0. success or wait 1
lUs.a.g.e>185.1.44.
<./.Q.
u.o.t.a.P.a.g.e.d.P.o.0.l.U.s
.a.g.e>.
success or wait 1
success or wait &
<.Q.u.o.t.a.P.e.a.k.N.o.n.P. success or wait 1
a.
g.e.d.P.o.0.l.Us.a.g.e>.3.
6.5.0.4.
<./.Q.u.o.t.a.P.e.a.k.N.
o.n.P.a.g.e.d.P.o.0.l.Us.a.
g.e>.
success or wait 1
success or wait &
<.Q.u.o.t.a.N.o.n.P.a.g.e.d. success or wait 1
P.
0.0.l.U.s.a.g.e.>.3.6.2.3.2.
<.
/.Q.u.o.t.a.N.o.n.P.a.g.e.d.
P.o.0.l.Us.a.g.e.>.
success or wait 1
success or wait &
<.P.a.g.efileU.s.a.g.e.> success or wait 1
4.2.2.2.9.7.6.<./.P.a.g.ef.i.
l.e.U.s.a.g.e.>.
success or wait 1
success or wait &

Count Address

Source
Symbol

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 92 3c 005000650061 <.P.e.akP.ag.e.fileU.s. success orwait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml 006b 0050006100 a.g.e>4.45.6.4.48.

67 00 6500 66 0069 <./.P.e.

00 6c 00 65005500 a.k.P.a.g.efileU.s.a.g.e.
7300610067 0065 >.

00 3e 00 34 00 34 00

3500 36 00 34 00 34

00 38 00 3c 00 2f 00

50 00 65 00 61 00 6b

00 50 00 61 00 67 00

65 00 66 00 69 00 6¢

00 65 00 55 00 73 00

61 00 67 00 65 00 3e

00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 72 3c005000720069 <.Priv.ate.U.s.a.g.e>.4. success or wait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml 00760061 007400 2.2.29.7.6.</P.riv.ate.

65005500730061 U.s.a.g.e.>.
00 67 00 65 00 3e 00
34 0032003200 32
00 39 00 37 00 36 00
3c 00 2f 00 50 00 72
00 69 00 76 00 61 00

74 00 65 00 55 00 73

00 61 00 67 00 65 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 46 3c002f00500072 <..P.ro.ce.s.s.V.m.l.n.f.o. success or wait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml 00 6f00 63 006500 r.m.a.t.i.o.n.>.

7300 73 00 56 00 6d

00 49 00 6e 00 66 00
6f 00 72 00 6d 00 61
00 74 00 69 00 6f 00

6e 00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 30 3c005000610072 <.P.are.ntP.r.o.c.e.s.s.>. success or wait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml 00 65 00 6e 00 74 00

50 00 72 00 6f 00 63
00 65 00 73 00 73 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 40 3c 0050007200 6f <.P.r.o.c.e.s.s.l.nfo.rrm.a. success or wait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml 0063 0065007300 t.io.n.>.

73 00 49 00 6e 00 66
00 6f 00 72 00 6d 00
61 00 74 00 69 00 6f
00 6e 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 4 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 30 3c 005000690064 <.P.i.d.>.4.5.7.6.</.P.i.d>. success or wait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml 00 3e 00 34 00 35 00

37 00 36 00 3c 00 2f
00 50 00 69 00 64 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 4 6DBF497A unknown

ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

Copyright null 2020

Offset

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length Value

74

4

2

90

42

82

4

2

52

44

3c 00 49 00 6d 00 61
00 67 00 65 00 4e 00
61 00 6d 00 65 00 3e
00 4b 00 65 00 4a 00
37 00 43 00 6¢ 00 37
00 66 00 6¢ 00 5a 00
2e 00 65 00 78 00 65
00 3c 00 2f 00 49 00
6d 00 61 00 67 00 65
00 4e 00 61 00 6d 00
65 00 3e 00

0d 00 0a 00

09 00

3c 00 43 00 6d 00 64
00 4c 00 69 00 6e 00
65 00 53 00 69 00 67
00 6e 00 61 00 74 00
7500 72 00 65 00 3e
00 30 00 30 00 30 00
30 00 30 00 30 00 30
00 30 00 3c 00 2f 00
4300 6d 00 64 00 4c
00 69 00 6e 00 65 00
53 00 69 00 67 00 6e
00 61 00 74 00 75 00
7200 65 00 3e 00

0d 00 0a 00

09 00

3c 00 55 00 70 00 74
00 69 00 6d 00 65 00
3e 00 38 00 34 00 39
00 35 00 3c 00 2f 00
5500 70 00 74 00 69
00 6d 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 57 00 6f 00 77
00 36 00 34 00 20 00
67 00 75 00 65 00 73
00 74 00 3d 00 22 00
33 003300320022
00 20 00 68 00 6f 00
7300 74 00 3d 00 22
00 33 00 34 00 34 00
30 00 34 00 22 00 3e
00 31 00 3c 00 2f 00
57 00 6f 00 77 00 36
00 34 00 3e 00

0d 00 0a 00

09 00

3c 0049 00 70 00 74
00 45 00 6e 00 61 00
62 00 6¢ 00 65 00 64
00 3e 00 30 00 3c 00
2f 0049 00 70 00 74
00 45 00 6e 00 61 00
62 00 6¢ 00 65 00 64
00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 63 00 65 00 73 00
7300 56 00 6d 00 49
00 6e 00 66 00 6f 00
72 00 6d 00 61 00 74
00 69 00 6f 00 6e 00
3e 00

0d 00 0a 00

09 00

Ascii

Completion

<..m.a.g.e.N.a.m.e.>.K.e.J success or wait

7.CL7flZ...exe.
<./..m.a.g.e.N.am.e.>.

success or wait

success or wait

<.C.m.d.L.i.n.e.S.i.g.n.a.t.u success or wait

.r.e.>.0.0.0.0.0.0.0.0.
<./.C.m.

d.L.i.n.e.S.i.g.n.atu.re>.

<.U.p.t.i.m.e.>.8.4.9.5.
</.Up.tim.e.>.

<W.o.w.6.4.

.g.u.es.t.="3.3.2.".
.h.ost
<./W.o.w.6.4.>.

<..p.t.E.n.a.b.l.e.d.>.0.</.

l.p.t.E.n.a.b.l.e.d.>.

<.P.ro.ce.s.s.V.m.Ln.fo.r.

m.a.t.i.o.n.>.

.3.44.04.">.1.

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Address

1

1

4

1

1

4

1

Source
Symbol

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

Copyright null 2020

Offset

unknown 88

unknown 4

unknown 2

unknown 72

unknown 4

unknown 2

unknown 74

unknown 4

unknown 2

unknown 98

unknown 4

unknown 2

unknown 82

unknown 4

unknown 2

Length Value

3c 00 50 00 65 00 61
00 6b 00 56 00 69 00
7200 74 00 75 00 61
00 6¢ 00 53 00 69 00
7a 00 65 00 3e 00 31
00 38 00 32 00 35 00
38 00 37 00 33 00 39
00 32 00 3c 00 2f 00
50 00 65 00 61 00 6b
00 56 00 69 00 72 00
7400 75 00 61 00 6¢
00 53 00 69 00 7a 00
65 00 3e 00

0d 00 0a 00

09 00

3¢ 00 56 00 69 00 72
00 74 00 75 00 61 00
6¢ 00 53 00 69 00 7a
00 65 00 3e 00 31 00
38 00 32 00 34 00 39
00 33 00 31 00 38 00
34 00 3c 00 2f 00 56
00 69 00 72 00 74 00
7500 61 00 6¢ 00 53
00 69 00 7a 00 65 00
3e 00

0d 00 0a 00

09 00

3¢ 00 50 00 61 00 67
00 65 00 46 00 61 00
7500 6¢ 00 74 00 43
00 6f 00 75 00 6e 00
74 00 3e 00 3500 33
00 31 00 38 00 3c 00
2f 00 50 00 61 00 67
00 65 00 46 00 61 00
7500 6¢ 00 74 00 43
00 6f 00 75 00 6e 00
74 00 3e 00

0d 00 0a 00

09 00

3¢ 00 50 00 65 00 61
00 6b 00 57 00 6f 00
72 00 6b 00 69 00 6e
00 67 00 53 00 65 00
74 0053 0069 00 7a
00 65 00 3e 00 31 00
39003100 310031
00 39 00 33 00 36 00
3c 00 2f 00 50 00 65
00 61 00 6b 00 57 00
6f 00 72 00 6b 00 69
00 6e 00 67 00 53 00
65 00 74 00 53 00 69
00 7a 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 57 00 6f 00 72
00 6b 00 69 00 6e 00
67 00 53 00 65 00 74
00 53 00 69 00 7a 00
65 00 3e 00 31 00 39
00 310031003100
39 00 33 00 36 00 3c
00 2f 00 57 00 6f 00
72 00 6b 00 69 00 6e
00 67 00 53 00 65 00
74 00 53 00 69 00 7a
00 65 00 3e 00

0d 00 0a 00

09 00

Ascii Completion

<.P.eak.\V.irtualS.iz success orwait
e>.1.8.25.8.7.3.9.2.
<./P.e.

akV.irtualS.ize>.

success or wait

success or wait

<.\VirtualS.ize>18. success orwait

2.49.3.1.84.</V.irtua.
.S.i.z.e>.

success or wait

success or wait

<.P.a.g.e.F.a.u.l.t.C.o.u.n.t. success or wait
>5.3.1.8.

<./.P.a.g.e.F.a.u.l.

t.C.o.u.n.t.>.

success or wait

success or wait

<.P.e.a.k.W.o.rk.i.n.g.S.e.t success or wait
.S.i.z.e>1.9.1.1.1.9.3.6.

<.

P.e.a.k.W.o.rk.i.n.g.S.et.S

d.z.e>.

success or wait

success or wait

<.W.o.rk.i.n.g.S.e.t.S.i.z.e. success or wait
>.1.9.1.1.1.9.3.6.

<.].W.o.rk.

i.n.g.S.e.t.S.iz.e>.

success or wait

success or wait

Count Address

1

Source
Symbol

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown
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File Path Offset

C:\ProgramData\Microsoft\Windo unknown 114

ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 98
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2

ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 124

ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2

ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 108

ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2

ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

Copyright null 2020

Length Value

3c 00 51 00 75 00 6f
00 74 00 61 00 50 00
65 00 61 00 6b 00 50
00 61 00 67 00 65 00
64 00 50 00 6f 00 6f
00 6¢ 00 55 00 73 00
61 00 67 00 65 00 3e
00 32 00 36 00 33 00
37 00 34 00 34 00 3c
00 2f 00 51 00 75 00
6f 00 74 00 61 00 50
00 65 00 61 00 6b 00
50 00 61 00 67 00 65
00 64 00 50 00 6f 00
6f 00 6¢ 00 55 00 73
00 61 00 67 00 65 00
3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f
00 74 00 61 00 50 00
61 00 67 00 65 00 64
00 50 00 6f 00 6f 00

6¢ 00 55 00 73 00 61
00 67 00 65 00 3e 00
3200 36 00 33 00 35
00 36 00 38 00 3c 00
2f 00 51 00 75 00 6f

00 74 00 61 00 50 00
61 00 67 00 65 00 64
00 50 00 6f 00 6f 00

6¢ 00 55 00 73 00 61
00 67 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f
00 74 00 61 00 50 00
65 00 61 00 6b 00 4e
00 6f 00 6e 00 50 00
61 00 67 00 65 00 64
00 50 00 6f 00 6f 00
6¢ 00 55 00 73 00 61
00 67 00 65 00 3e 00
32 003000330032
00 30 00 3c 00 2f 00
51 00 75 00 6f 00 74
00 61 00 50 00 65 00
61 00 6b 00 4e 00 6f
00 6e 00 50 00 61 00
67 00 65 00 64 00 50
00 6f 00 6f 00 6¢ 00
5500 73 00 61 00 67
00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f
00 74 00 61 00 4e 00
6f 00 6e 00 50 00 61
00 67 00 65 00 64 00
50 00 6f 00 6f 00 6¢
00 55 00 73 00 61 00
67 00 65 00 3e 00 31
00 39 00 37 00 36 00
30 00 3c 00 2f 00 51
00 75 00 6f 00 74 00
61 00 4e 00 6f 00 6e
00 50 00 61 00 67 00
65 00 64 00 50 00 6f
00 6f 00 6¢ 00 55 00
73 00 61 00 67 00 65
00 3e 00

0d 00 0a 00

09 00

Ascii Completion
<.Q.u.o.t.a.P.e.a.k.P.a.g.e. success or wait 1
d.
P.o.0.lUs.a.g.e.>.2.6.3.7.
4.4.
<./.Q.u.o.t.a.P.e.ak.P.a.g.
e.d.P.o.0o.l.Us.a.g.e>.
success or wait 1
success or wait 5
<.Q.u.o.t.a.P.a.g.e.d.P.0.0. success or wait 1
lL.U.s.a.g.e.>.2.6.3.5.6.8.
<./.Q.
u.o.t.a.P.a.g.e.d.P.o.0.l.U.s
.a.g.e>.
success or wait 1
success or wait 5
<.Q.u.o.t.a.P.e.a.k.N.o.n.P. success or wait 1
a.
g.e.d.P.0.0.l.Us.a.g.e>.2.
0.3.2.0.
<./.Q.u.o.t.a.P.e.a.k.N.
o.n.P.a.g.e.d.P.o.0.l.U.s.a.
g.e>.
success or wait 1
success or wait 5
<.Q.u.o.t.a.N.o.n.P.a.g.e.d. success or wait 1
P.
0.0..U.s.a.g.e.>.1.9.7.6.0.
<.
/.Q.u.o.t.a.N.o.n.P.a.g.e.d.
P.o.0.l.Us.a.g.e.>.
success or wait 1
success or wait 5

Count Address

Source
Symbol

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 76 3c 005000610067 <.P.ag.e.fileU.s.a.g.e.> successorwait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml 00650066 006900 5.2.1.0.1.1.2.<./P.a.g.efi.

6c 006500550073 le.Us.a.g.e>.
00 61 00 67 00 65 00

3e 00 35 00 32 00 31

00 30 00 31 00 31 00

32 00 3c 00 2f 00 50

00 61 00 67 00 65 00

66 00 69 00 6¢ 00 65

00 55 00 73 00 61 00

67 00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 5 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 92 3c 005000650061 <.P.e.akP.ag.e.fileU.s. success orwait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml 006b 0050006100 a.g.e>5.21.0.1.1.2.

67 00 6500 66 0069 <./.P.e.

00 6c 00 65005500 a.k.P.a.g.efileU.s.a.g.e.
7300610067 0065 >.

00 3e 00 35 00 32 00

3100 30 00 31 00 31

00 32 00 3c 00 2f 00

50 00 65 00 61 00 6b

00 50 00 61 00 67 00

65 00 66 00 69 00 6¢

00 65 00 55 00 73 00

61 00 67 00 65 00 3e

00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 5 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 72 3c005000720069 <.Priv.ate.U.s.a.g.e.>5. success or wait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml 00760061007400 2.1.0.1.1.2</P.r.iv.ate.

65005500730061 U.s.a.g.e.>.
00 67 00 65 00 3e 00
35003200 310030
0031 0031003200
3c 00 2f 00 50 00 72
00 69 00 76 00 61 00

74 00 65 00 55 00 73

00 61 00 67 00 65 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 4 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 46 3c002f00500072 <..P.ro.ce.s.s.V.m.l.n.f.o. success or wait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml 00 6f00 63 006500 r.m.a.t.i.o.n.>.

7300 73 00 56 00 6d

00 49 00 6e 00 66 00
6f 00 72 00 6d 00 61
00 74 00 69 00 6f 00

6e 00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 42 3c002f00500072 <..P.r.o.cee.s.s.l.nf.o.rm. success orwait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml 00 6f 00 63 00 6500 a.ti.o.n.>.

73 00 73 00 49 00 6e
00 66 00 6f 00 72 00
6d 00 61 00 74 00 69
00 6f 00 6e 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 32 3c002f00500061 <./.P.ar.e.ntP.ro.c.e.s.s. success or wait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml 00 72 00 65 00 6e 00 >.

7400 50 00 72 00 6f
00 63 00 65 00 73 00

7300 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6DBF497A unknown

ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 42 3c002f00500072 <..P.ro.ce.s.s.l.nf.o.rm. success or wait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml 00 6f 00 63 00 6500 a.ti.o.n.>.

73 00 73 00 49 00 6e
00 66 00 6f 00 72 00
6d 00 61 00 74 00 69
00 6f 00 6e 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 38 3c 0050007200 6f <.P.r.o.blem.S..g.n.a.tu. success orwait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml 00 62 00 6¢c 00 6500 r.e.s.>.

6d 00 53 00 69 00 67
00 6e 00 61 00 74 00
750072006500 73

00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 62 3c 00450076 0065 <.E..e.ntT.y.p.e>AP.P. success orwait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml 006e 0074005400 C.RAS.H.

7900700065003e <./E.v.entTy.p.e.>.
00 41 00 50 00 50 00

430052 00 41 00 53

00 48 00 3c 00 2f 00

45 00 76 00 65 00 6e

00 74 00 54 00 79 00

70 00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 8 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 16 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 64 3c005000610072 <.P.ar.am.e.t.e.r.0.>.0.0.2 success or wait 8 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml 0061 00 6d 00 6500 ..e.x.e</.P.aram.e.t.e.r.

74006500720030 0.>.
00 3e 00 30 00 30 00
3200 2e 00 65 00 78
00 65 00 3c 00 2f 00
5000 61 00 72 00 61
00 6d 00 65 00 74 00
6500 72 00 30 00 3e

00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 40 3c002f00500072 <..P.ro.b.l.,em.S.i.g.n.a.t. success or wait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml 00 6f 00 62 00 6c 00 u.r.e.s.>.

65 00 6d 00 53 00 69
00 67 00 6e 00 61 00
74007500 72 00 65
00 73 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 38 3c00440079006e <.D.y.n.a.m.i.c.S.i.g.n.a.t.u. success or wait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml 0061 00 6d 006900 r.e.s.>.

63 00 53 00 69 00 67
00 6e 00 61 00 74 00
750072006500 73

00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 6 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 12 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 96 3c005000610072 <.P.aram.e.te.r.1.>1.0.. success or wait 6 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml 0061 006d 006500 0..1.7.1.3.4...2...0...0...2.

74006500720031 5.6..4.8.</P.aram.e.te.
003e 0031003000 r.1.>.
2e 00 30 00 2e 00 31

00 37 00 31 00 33 00

34 00 2e 00 32 00 2e

00 30 00 2e 00 30 00

2e 00 32 00 35 00 36

00 2e 00 34 00 38 00

3c 00 2f 00 50 00 61

00 72 00 61 00 6d 00

65 00 74 00 65 00 72

00 31 00 3e 00
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

Copyright null 2020

Offset

unknown 4

unknown 2

unknown 40

unknown 4

unknown 2

unknown 38

unknown 4

unknown 2

unknown 94

unknown 4

unknown 2

unknown 106

unknown 4

unknown 2

unknown 96

unknown 4

unknown 2

Length Value

0d 00 0a 00

09 00

3c 00 2f 00 44 00 79
00 6e 00 61 00 6d 00
69 00 63 00 53 00 69
00 67 00 6e 00 61 00
74 00 7500 72 00 65
00 73 00 3e 00

0d 00 0a 00

09 00

3¢ 0053 007900 73
00 74 00 65 00 6d 00
49 00 6e 00 66 00 6f
00 72 00 6d 00 61 00
74 00 69 00 6f 00 6e
00 3e 00

0d 00 0a 00

09 00

3c 00 4d 00 49 00 44
00 3e 00 41 00 32 00
4100 42 00 35 00 32
00 36 00 41 00 2d 00
44 00 33 00 38 00 44
00 2d 00 34 00 46 00
430039 00 2d 00 38
00 42 00 41 00 30 00
2d 00 45 00 33 00 34
00 42 00 38 00 44 00
36 00 33 00 35 00 34
00 45 00 38 00 3c 00
2f 00 4d 00 49 00 44
00 3e 00

0d 00 0a 00

09 00

3¢ 0053 007900 73
00 74 00 65 00 6d 00
4d 00 61 00 6e 00 75
00 66 00 61 00 63 00
74 007500 72 00 65
00 72 00 3e 00 76 00
78 00 6¢ 00 6f 00 62
00 71 00 2c 00 20 00
49 00 6e 00 63 00 2e
00 3c 00 2f 00 53 00
79 00 73 00 74 00 65
00 6d 00 4d 00 61 00
6e 00 75 00 66 00 61
00 63 00 74 00 75 00
72006500 7200 3e
00

0d 00 0a 00

09 00

3c 005300790073
00 74 00 65 00 6d 00
50 00 72 00 6f 00 64
00 75 00 63 00 74 00
4e 00 61 00 6d 00 65
00 3e 00 76 00 78 00
6¢ 00 6f 00 62 00 71
00 37 00 2¢c 00 31 00
3c 00 2f 00 53 00 79
00 73 00 74 00 65 00
6d 00 50 00 72 00 6f
00 64 00 75 00 63 00
7400 4e 00 61 00 6d
00 65 00 3e 00

0d 00 0a 00

09 00

Source

Ascii Completion Count Address Symbol
success or wait 1 6DBF497A unknown
success or wait 1 6DBF497A unknown

<./.D.y.n.a.m.i.c.S.i.g.n.a.t. success or wait 1 6DBF497A unknown

u.r.e.s.>.
success or wait 1 6DBF497A unknown
success or wait 1 6DBF497A unknown
<.S.y.s.te.m.l.n.f.o.rm.a.t. success or wait 1 6DBF497A unknown
i.o.n.>.
success or wait 1 6DBF497A unknown
success or wait 2 6DBF497A unknown
<.M.l.D.>.A.2.A.B.5.2.6.A.- success or wait 1 6DBF497A unknown

.D.3.8.D.-4.F.C9.-

.8.B.A.0.-.E.

3.4.B.8.D.6.3.5.4.E.8.

<./.M.I.D.>.
success or wait 1 6DBF497A unknown
success or wait 2 6DBF497A unknown

<.S.y.s.te.m.M.a.n.u.f.a.c.t success or wait 1 6DBF497A unknown

.u.r.er>.v.xlo.b.g.,. .Ln.
c..</.S.y.s.te.m.M.an.u.f.
ac.ture.r>.

success or wait 1 6DBF497A unknown
success or wait 2 6DBF497A unknown
<.S.y.s.te.m.P.r.o.d.u.c.t.N success or wait 1 6DBF497A unknown
.a.m.e.>.v.x.l.o.b.q.7.,.1.
<.
S.y.s.t.e.m.P.r.o.d.u.c.tN.a
.m.e.>.
success or wait 1 6DBF497A unknown
success or wait 2 6DBF497A unknown

Page 65 of 108



Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 120 3c 0042004900 4f <.B.l.O.S.V.ers.i.o.n.>.V. success or wait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml 00530056 006500 M

7200730069 006f W.7.1..0.0.V...1.3.9.8.9.4.
00 6e 00 3e 00 56 00 5.

4d 005700370031 4..B.6.4..1.9.0.6.1.9.0.5.3
00 2e 0030003000 .8.

56 00 2e 00 31 00 33 <./.B..O.S.V.er.s.i.o.n.>.
00 39 00 38 00 39 00

34 00 3500 34 00 2e

00 42 00 36 00 34 00

2e 00 31 00 39 00 30

00 36 00 31 00 39 00

30 00 3500 33 00 38

00 3c 00 2f 00 42 00

49 00 4f 00 53 00 56

00 65 00 72 00 73 00

69 00 6f 00 6e 00 3e

00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 82 3c004f00530049 <.0.S.l.n.s.tallD.ate>. success orwait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml 006e 0073007400 1.5.6.6.3.8.5.3.6.3.

6100 6¢c 00 6¢ 0044 <./0O.S.l.
00610074006500 n.stallD.ate>.
3e 00 31 00 35 00 36

00 36 00 33 00 38 00

3500 3300 36 00 33

00 3c 00 2f 00 4f 00

53 00 49 00 6e 00 73

00 74 00 61 00 6¢ 00

6¢ 00 44 00 61 00 74

00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 102 3c004f00530049 <.0.S.l.n.s.tallT.i.me>. success orwait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml 006e 0073007400 2.0.1.9.-.0.6.-.2.7.T.1.4.:.4.

6100 6¢c 006¢c 0054 9..2.1.Z.</0.S.lns.tal
0069 00 6d 00 6500 I.T.i.m.e.>.
3e 00 32 00 30 00 31

00 39 00 2d 00 30 00

36 00 2d 00 32 00 37

00 54 00 31 00 34 00

3a 00 34 00 39 00 3a

00 32 00 31 00 5a 00

3c 00 2f 00 4f 00 53

00 49 00 6e 00 73 00

74 00 61 00 6¢ 00 6¢

00 54 00 69 00 6d 00

65 00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 68 3c00540069006d <.T..me.Zo.n.e.B.i.a.s.>. success orwait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml 00 65 00 5a 00 6f 00  0.8.:.0.0.

6e 00 6500420069 <., T..m.e.Z.o.n.e.B.
0061 0073003e00 ia.s.>.

30 00 38 00 3a 00 30

00 30 00 3c 00 2f 00

54 00 69 00 6d 00 65

00 5a 00 6f 00 6e 00

65 00 42 00 69 00 61

00 73 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 40 3c002f00530079 <./.S..s.tem.l.nfo.r.m.a. success orwait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml 00730074006500 t.io.n.>.

6d 00 49 00 6e 00 66
00 6f 00 72 00 6d 00
61 00 74 00 69 00 6f
00 6e 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6DBF497A unknown
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

Copyright null 2020

Offset

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length Value

34

96

36

24

46

26

100

3c 00 53 00 65 00 63
00 75 00 72 00 65 00
42 00 6f 00 6f 00 74
00 53 00 74 00 61 00
74 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 55 00 45 00 46
00 49 00 53 00 65 00
63 00 75 00 72 00 65
00 42 00 6f 00 6f 00
7400 45 00 6e 00 61
00 62 00 6¢ 00 65 00
64 00 3e 00 30 00 3c
00 2f 00 55 00 45 00
46 00 49 00 53 00 65
00 63 00 75 00 72 00
65 00 42 00 6f 00 6f
00 74 00 45 00 6e 00
61 00 62 00 6¢ 00 65
00 64 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 53 00 65

00 63 00 75 00 72 00
65 00 42 00 6f 00 6f

00 74 00 53 00 74 00
61 00 74 00 65 00 3e
00

0d 00 0a 00

09 00

3c 00 49 00 6e 00 74
00 65 00 67 00 72 00
61 00 74 00 6f 00 72
00 3e 00

0d 00 0a 00

09 00

3c 00 46 00 6¢ 00 61
00 67 00 73 00 3e 00
30 00 30 00 30 00 30
00 30 00 30 00 30 00
30 00 3c 00 2f 00 46
00 6¢ 00 61 00 67 00
73 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 49 00 6e
00 74 00 65 00 67 00
7200 61 00 74 00 6f
00 72 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 63 00 65 00 73 00
7300 54 00 69 00 6d
00 65 00 6¢ 00 69 00
6e 00 65 00 73 00 20
00 42 00 61 00 73 00
65 00 54 00 69 00 6d
00 65 00 3d 00 22 00
3200 3000320030
00 2d 00 31 00 31 00
2d 00 32 00 38 00 54
00 32 00 33 00 3a 00
30 00 3500 3a 00 32
00 30 00 5a 00 22 00
3e 00

Ascii

<.S.e.c.ure.B.o.0.t.S.ta.t.
e.>.

<U.E.F.l.S.e.cure.B.o.0.t
.E.n.a.b.l.e.d.>.0.
</.U.E.F.L
S.e.c.ur.e.B.o.o.t.E.n.ab.l
e.d.>.

<./.S.e.c.ur.e.B.o.0.t.Sta.
te>.

<.l.nte.g.rato.r>.

<.F.l.a.g.s.>.0.0.0.0.0.0.0.0
.<./.F.lag.s.>.

</lnte.g.rato.r>.

<.P.ro.ce.s.s.T.i.m.e.lLi.n.
es.
.B.a.s.e.T.im.e.=.".2.0.
2.0.-.1.1.-.2.8.T.2.3.:.0.5...
2.0.2.">.

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

6DBF497A

6DBF497A

6DBF497A

6DBF497A

6DBF497A

6DBF497A

6DBF497A

6DBF497A

6DBF497A

6DBF497A

6DBF497A

6DBF497A

6DBF497A

6DBF497A

6DBF497A

6DBF497A

6DBF497A

6DBF497A

6DBF497A

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

Copyright null 2020

Offset

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length
4

2

258

20

38

38

Value

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 63 00 65 00 73 00
73 002000410073
00 49 00 64 00 3d 00
22 003300340030
00 22 00 20 00 50 00
49 00 44 00 3d 00 22
00 33 00 35 00 36 00
38 00 22 00 20 00 55
00 70 00 74 00 69 00
6d 00 65 00 4d 00 53
00 3d 00 22 00 37 00
3500 30 00 22 00 20
00 54 00 69 00 6d 00
65 00 53 00 69 00 6e
00 63 00 65 00 43 00
7200 6500 61 00 74
00 69 00 6f 00 6e 00
4d 00 53 00 3d 00 22
00 37 00 35 00 30 00
22002000 53 00 75
00 73 00 70 00 65 00
6e 00 64 00 65 00 64
00 4d 00 53 00 3d 00
220030002200 20
00 48 00 61 00 6e 00
67 00 43 00 6f 00 75
00 6e 00 74 00 3d 00
220030002200 20
00 47 00 68 00 6f 00
7300 74 00 43 00 6f
00 75 00 6e 00 74 00
3d 00 22 00 30 00 22
0020 00 43 00 72 00
61 00 73 00 68 00 65
00 64 00 3d 00 22 00
310022

0d 00 0a 00

09 00

3c 00 2f 00 50 00 72
00 6f 00 63 00 65 00
73 00 73 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 50 00 72
00 6f 00 63 00 65 00
73 00 73 00 54 00 69
00 6d 00 65 00 6¢ 00
69 00 6e 00 65 00 73
00 3e 00

0d 00 0a 00

09 00

3¢ 00 52 00 65 00 70
00 6f 00 72 00 74 00
49 00 6e 00 66 00 6f
00 72 00 6d 00 61 00
74 00 69 00 6f 00 6e
00 3e 00

0d 00 0a 00

09 00

Ascii

<.P.r.o.c.es.s. As.ld="
3.4.0.". .P.1.D.=.".3.5.6.8.".
.U.p.tim.eM.S.=".7.5.0."
.T..m.e.S.i.n.ce.Cre.a.t.
i.o.n.M.S.=.".7.5.0.". .S.u.s.
p.e.n.d.e.d.M.S
.H.a.n.g.C.o.u.n.t

.G.h.o.s.t.C.o.u.n.t.=."!

.Cras.hed=

<./.P.ro.c.e.s.s.>.

<./.P.ro.ce.s.s.T..m.e.li.
n.e.s.>.

<.R.e.p.o.rt.l.nform.a.t.
i.o.n.>.

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Source

Count Address

1

2

1

6DBF497A

6DBF497A

6DBF497A

6DBF497A

6DBF497A

6DBF497A

6DBF497A

6DBF497A

6DBF497A

6DBF497A

6DBF497A

6DBF497A

6DBF497A

6DBF497A

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Page 68 of 108



File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDD97.tmp.WERInternalMetadata.xml

Copyright null 2020

Offset

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length
98

4

2

98

40

40

Value

3c 00 47 00 75 00 69
00 64 00 3e 00 65 00
30 00 38 00 39 00 62
00 62 00 37 00 65 00
2d 00 64 00 61 00 66
00 33 00 2d 00 34 00
37 00 35 00 62 00 2d
00 38 00 65 00 39 00
62 00 2d 00 63 00 31
00 37 00 61 00 64 00
3500 31 00 37 00 36
00 35 00 61 00 62 00
3c 00 2f 00 47 00 75
00 69 00 64 00 3e 00

0d 00 0a 00

09 00

3c 0043 00 72 00 65
00 61 00 74 00 69 00
6f 00 6e 00 54 00 69
00 6d 00 65 00 3e 00
32003000 3200 30
00 2d 00 31 00 31 00
2d 00 32 00 38 00 54
00 32 00 33 00 3a 00
30 00 3500 3a 00 32
00 30 00 5a 00 3c 00
2f 00 43 00 72 00 65
00 61 00 74 00 69 00
6f 00 6e 00 54 00 69
00 6d 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 52 00 65
00 70 00 6f 00 72 00
74 00 49 00 6e 00 66
00 6f 00 72 00 6d 00
61 00 74 00 69 00 6f
00 6e 00 3e 00

0d 00 0a 00

3c 00 2f 00 57 00 45
00 52 00 52 00 65 00
7000 6f 00 72 00 74
00 4d 00 65 00 74 00
61 00 64 00 61 00 74
00 61 00 3e 00

Ascii Completion

<.G.u.i.d.>.e.0.8.9.b.b.7.e.- success or wait
.d.af.3.-4.7.5.b.-8.e.9.b.-.
c.1.7.a.d.5.1.7.6.5.a.b.

<./.G.u.i.d.>.

success or wait

success or wait

<.C.re.a.ti.o.n.T..m.e.>.2. success or wait
0.2.0.-.1.1.-.2.8.T.2.3...0.5.
1.2.0.Z</.Cre.atio.n.T.

i.m.e.>.

success or wait

success or wait

<./.R.e.p.o.r.tlnfo.rm.a. success or wait
tio.n.>.

success or wait

<./W.E.R.R.e.p.o.r.tt M.e.t. success or wait
a.d.ata.>.

Source

Count Address Symbol

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown

6DBF497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDFCB.tmp.xml

C:\ProgramData\Microsoft\Windo
ws\WER\ReportArchive\AppCrash_
002.exe_1c529646ab3c8alfdb7fca
85aa1d9d3291c12_6234ae00_0086ee01\Report.wer

C:\ProgramData\Microsoft\Windo
ws\WER\ReportArchive\AppCrash_
002.exe_1c529646ab3c8alfdb7fca
85aa1d9d3291c12_6234ae00_0086ee01\Report.wer

C:\ProgramData\Microsoft\Windo
ws\WER\ReportArchive\AppCrash_
002.exe_1c529646ab3c8alfdb7fca
85aa1d9d3291c12_6234ae00_0086ee01\Report.wer

Offset
unknown 4632

unknown 2

unknown 22

unknown 46

Length Value

3c 3f 78 6d 6¢ 20 76

65 72 73 69 6f 6e 3d

22 31 2e 30 22 20 65
6e 63 6f 64 69 6e 67

3d 22 55 54 46 2d 38
222073 74 61 6e 64
61 6¢ 6f 6e 65 3d 22

79 65 73 22 3f 3e 0d

0a 3c 72 6571 20 76
6572 3d 2232 22 3e
0d 0a 20 20 3c 74 6¢
6d 3e 0d Oa 20 20 20
203c 737263 3e 0d
0a 20 20 20 20 20 20
3c 64 65 73 63 3e 0d
0a 20 20 20 20 20 20
20 20 3c 6d 61 63 68
3e 0d 0a 20 20 20 20
2020 20 20 20 20 3c
6f 73 3e 0d 0a 20 20

2020 20 20 20 20 20
2020203c 617267
20 6e 6d 3d 22 76 65
72 6d 61 6a 22 20 76
61 6¢ 3d 22 31 30 22
20 2f 3e 0d Oa 20 20
2020 20 20 20 20 20
2020203c 617267
20 6e 6d 3d 22 76 65
72 6d 69 6e 22 20 76
61 6¢ 3d 22 30 22 20
2f 3e 0d Oa 20 20 20
2020 20 20 20 20 20
2020 3c 6172 67 20
6e 6d 3d 22 76 65 72
62 6¢ 64 22 20 76 61
6¢ 3d 22

ff fe

56 00 6500 72 00 73
00 69 00 6f 00 6e 00
3d 00 31 00 0d 00 Oa
00

4d 00 65 00 74 00 61
00 64 00 61 00 74 00
61 00 48 00 61 00 73
00 68 00 3d 00 2d 00

Ascii

<?xml version="1.0"

encoding="UTF-8"

standalone="yes"?>..<req

ver="2">.. <tlm>.. <src>
<desc>..

<mach>.. <0s>..

<arg nm="vermaj" val="10"

/>.. <arg
nm="vermin" val="0" />..
<arg nm="verbld" val="

V.ers.i.o.n=1...

M.e.ta.d.ata.H.as.h.=.-
.9.2.9.9.3.7.2.0.7.

Completion

success or wait

success or wait

success or wait

success or wait

Source

Count Address Symbol

1 6DBF497A unknown

1 6DBF497A unknown

176 6DBF497A unknown

1 6DBF497A unknown

3900 3200 39 00 39
00 33 00 37 00 32 00
30 00 37 00

Source

File Path Offset Length Completion Count Address Symbol

Registry Activities

Key Created

Source

Key Path Completion Count Address Symbol

\REGISTRY\A\{38d36c03-1d8e-ebff-8bbe-9b421ec9af8c}\Root\InventoryApplicationFile\PermissionsCheckTestKey success or wait 1 6DC136BF unknown

\REGISTRY\A\{38d36c03-1d8e-ebff-8bbe-9b421ec9af8c}\Root\InventoryApplicationFile\PermissionsCheckTestKey success or wait 6DC136BF unknown

\REGISTRY\A\{38d36c03-1d8e-ebff-8bbe-9b421ec9af8c}\Root\InventoryApplicationFile\002.exe|29be74ea success or wait 6DC136BF unknown

HKEY_LOCAL_MACHINE\Software\WOW6432Node\Microsoft\Windows\Windows Error Reporting\Debug success or wait 6DC11FB2 RegCreateKeyExW

\REGISTRY\A\{38d36c03-1d8e-ebff-8bbe-9b421ec9af8c}\Root\InventoryApplicationFile\PermissionsCheckTestKey success or wait 6DBF43D1 unknown

Key Value Created

Source
Key Path Name Type Data Completion Count Address Symbol
\REGISTRY\A\{38d36c03-1d8e-ebff-8bbe- Programid unicode 000602cdabd27f6c7dfbc5ad862c40 success or wait 1 6DC136BF unknown
9b421ec9af8c}\Root\Inve 27a30d00000408
ntoryApplicationFile\002.exe|29be74ea
\REGISTRY\A\{38d36c03-1d8e-ebff-8bbe- Fileld unicode 0000fedb760f67f6000bf311c76dff success or wait 1 6DC136BF unknown

9b421ec9af8c}\Root\Inve
ntoryApplicationFile\002.exe|29be74ea

55c35beeda8h81
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Source

Key Path Name Type Data Completion Count Address Symbol
\REGISTRY\A\{38d36c03-1d8e-ebff-8bbe- LowerCaselLongPath unicode c:\users\user\appdata\local\te success or wait 1 6DC136BF unknown
9b421ec9af8c}\Root\Inve mp\rarsfx0\002.exe

ntoryApplicationFile\002.exe|29be74ea

\REGISTRY\A\{38d36c03-1d8e-ebff-8bbe- LongPathHash unicode 002.exe|29be74ea success or wait 1 6DC136BF unknown
9b421ec9af8c}\Root\Inve
ntoryApplicationFile\002.exe|29be74ea

\REGISTRY\A\{38d36c03-1d8e-ebff-8bbe- Name unicode 002.exe success or wait 1 6DC136BF unknown
9b421ec9af8c}\Root\Inve
ntoryApplicationFile\002.exe|29be74ea

\REGISTRY\A\{38d36c03-1d8e-ebff-8bbe- Publisher unicode todo: <l..> success or wait 1 6DC136BF unknown
9b421ec9af8c}\Root\Inve
ntoryApplicationFile\002.exe|29be74ea

\REGISTRY\A\{38d36c03-1d8e-ebff-8bbe- Version unicode 1.0.0.1 success or wait 1 6DC136BF unknown
9b421ec9af8c}\Root\Inve
ntoryApplicationFile\002.exe|29be74ea

\REGISTRY\A\{38d36c03-1d8e-ebff-8bbe- BinFileVersion unicode 1.0.0.1 success or wait 1 6DC136BF unknown
9b421ec9af8c}\Root\Inve
ntoryApplicationFile\002.exe|29be74ea

\REGISTRY\A\{38d36c03-1d8e-ebff-8bbe- BinaryType unicode pe32_i386 success or wait 1 6DC136BF unknown
9b421ec9af8c}\Root\Inve
ntoryApplicationFile\002.exe|29be74ea

\REGISTRY\A\{38d36c03-1d8e-ebff-8bbe- ProductName unicode todo: <..> success or wait 1 6DC136BF unknown
9b421ec9af8c}\Root\Inve
ntoryApplicationFile\002.exe|29be74ea

\REGISTRY\A\{38d36c03-1d8e-ebff-8bbe- ProductVersion unicode 1.0.0.1 success or wait 1 6DC136BF unknown
9b421ec9af8c}\Root\Inve
ntoryApplicationFile\002.exe|29be74ea

\REGISTRY\A\{38d36c03-1d8e-ebff-8bbe- LinkDate unicode 11/09/2020 08:51:09 success or wait 1 6DC136BF unknown
9b421ec9af8c}\Root\Inve
ntoryApplicationFile\002.exe|29be74ea

\REGISTRY\A\{38d36c03-1d8e-ebff-8bbe- BinProductVersion  unicode 1.0.0.1 success or wait 1 6DC136BF unknown
9b421ec9af8c}\Root\Inve
ntoryApplicationFile\002.exe|29be74ea

\REGISTRY\A\{38d36c03-1d8e-ebff-8bbe- Size B 00 EE 13 00 00 00 00 00 success or wait 1 6DC136BF unknown
9b421ec9af8c}\Root\Inve
ntoryApplicationFile\002.exe|29be74ea

\REGISTRY\A\{38d36c03-1d8e-ebff-8bbe- Language dword 2052 success or wait 1 6DC136BF unknown
9b421ec9af8c}\Root\Inve
ntoryApplicationFile\002.exe|29be74ea

\REGISTRY\A\{38d36c03-1d8e-ebff-8bbe- IsPeFile dword 1 success or wait 1 6DC136BF unknown
9b421ec9af8c}\Root\Inve
ntoryApplicationFile\002.exe|29be74ea

\REGISTRY\A\{38d36c03-1d8e-ebff-8bbe- IsOsComponent dword 0 success or wait 1 6DC136BF unknown
9b421ec9af8c}\Root\Inve
ntoryApplicationFile\002.exe|29be74ea

HKEY_LOCAL_MACHINE\SOFTWARE\WO ExceptionRecord binary A5 01 00 CO 01 00 00 00 00 00 00 00 success or wait 1 6DC11FE8 RegSetValueExW
W6432Node\Microsoft\Windows\Windows Error 13 3B 0OA 10 01 00 00 00 04 00 00 00
Reporting\Debug 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00
Source
Key Path Name Type Old Data New Data Completion Count Address Symbol
Analysis Process: WerFault.exe PID: 204 Parent PID: 3568
General
Start time: 15:05:27
Start date: 28/11/2020
Path: C:\Windows\SysWOW64\WerFault.exe
Wow64 process (32bit): true
Commandline: C:\Windows\SysWOW64\WerFault.exe -u -p 3568 -s 740
Imagebase: 0x2a0000
File size: 434592 bytes
MDS5 hash: 9E2B8BACAD48ECCA55C0230D63623661B
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: high
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File Activities

File Created
Source
File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Local\DBG read data or list device directory file | object name collision 1 6FE81717 unknown
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\ProgramData\Microsoft\Windows\WER\Temp\WER439.tmp read attributes | device synchronous io  success or wait 1 6FE7497A unknown
synchronize | non alert | non
generic read directory file
C:\ProgramData\Microsoft\Windows\WER\Temp\WER439.tmp.dmp read attributes | device synchronous io  success or wait 1 6FE7497A unknown
synchronize | non alert | non
generic read | directory file
generic write
C:\ProgramData\Microsoft\Windows\WER\Temp\WERA45.tmp read attributes | device synchronous io  success or wait 1 6FE7497A unknown
synchronize | non alert | non
generic read directory file
C:\ProgramData\Microsoft\Windows\WER\Temp\WERA45.tmp.WERInte read attributes | device synchronous io  success or wait 1 6FE7497A unknown
rnalMetadata.xml synchronize | non alert | non
generic read | directory file
generic write
C:\ProgramData\Microsoft\Windows\WER\Temp\WERDO5.tmp read attributes | device synchronous io  success or wait 1 6FE7497A unknown
synchronize | non alert | non
generic read directory file
C:\ProgramData\Microsoft\Windows\WER\Temp\WERDO5.tmp.xml read attributes | device synchronous io  success or wait 1 6FE7497A unknown
synchronize | non alert | non
generic read | directory file
generic write
C:\ProgramData\Microsoft\Windows\WER\ReportArchive\AppCrash_ read data or list device directory file | success or wait 1 6FE7497A unknown
002.exe_566a661dal143f3fc1b192bf169fbb3659a52956_6234ae00_00871c35 directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\ProgramData\Microsoft\Windows\WER\ReportArchive\AppCrash_ read attributes | device synchronous io  success or wait 1 6FE7497A unknown
002.exe_566a661dal143f3fc1b192bf169fbb3659a52956_6234ae00_008 synchronize | non alert | non
71c35\Report.wer generic write directory file
File Deleted
Source
File Path Completion Count Address Symbol
C:\ProgramData\Microsoft\Windows\WER\Temp\WER439.tmp success or wait 1 B6FE7497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WERA45.tmp success or wait 1 B6FE7497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WERDO5.tmp success or wait 1 B6FE7497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WER439.tmp.dmp success or wait 1 6FE74BEF unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WERA45.tmp.WERInternalMetadata.xml success or wait 1 6FE74BEF unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WERDO5.tmp.xml success or wait 1 6FE74BEF unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WERD24.tmp.csv success or wait 1 6FE74BEF unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WERF77.tmp.txt success or wait 1 6FE74BEF unknown
File Written
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 32 4d 44 4d 5093 a7 ee  MDMP........ .......... ST success or wait 1 6FE7497A unknown
ws\WER\Temp\WER439.tmp.dmp a0 0e 00 00 00 20 00
00 00 00 00 00 00 bb
d7 c2 5f a4 05 12 00
00 00 00 00
C:\ProgramData\Microsoft\Windo unknown 6 000000000000 ... success or wait 1 6FE7497A unknown

ws\WER\Temp\WER439.tmp.dmp
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER439.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER439.tmp.dmp

Copyright null 2020

Offset Length Value

unknown 1420

unknown 716

00 00 06 00 07 55 04
01 0a 00 00 00 00 00
00 00 ee 42 00 00 02
00 00 00 20 1d 00 00
00 01 00 00 47 65 6e
75 69 6e 65 49 6e 74

65 6¢ 57 06 0500 fffb .

8b 1f 00 00 00 00 54
05 00 00 7 03 00 00
f0 0d 00 00 ab d7 c2
5f 00 00 00 00 00 00
00 00 93 08 00 00 93
08 00 00 93 08 00 00
01 00 00 00 01 00 00
00 00 30 00 00 0d 00
00 00 00 00 00 00 01
00 00 00 e0 01 00 00
50 00 61 00 63 00 69
00 66 00 69 00 63 00
20 00 53 00 74 00 61
00 6e 00 64 00 61 00
72 00 64 00 20 00 54
00 69 00 6d 00 65 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 Ob 00 00 00
01 00 02 00 00 00 00
00 00 00 00 00 00 00
50 00 61 00 63 00 69
00 66 00 69 00 63 00
2000 44 0061 00 79
00 6¢ 00 69 00 67 00
68 00 74 00 20 00 54
00 69 00 6d 00 65 00
00 00 00 00 00 00 00
00 00

3f 00 01 00 00 00 00

00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
aa aaaaaaaaaaaa
aa aa aa aa aaaaaa
aa aaaaaaaaaaaa
aaaaaaaaaaaaaa
aa aa aaaaaaaaaa
aa aa aa aaaaaaaa
aa aaaaaaaaaaaa
aa aa aaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aa aa aa aaaaaa
aa aa aaaaaaaaaa
aa aa aa aaaaaaaa
aa aa aa aaaaaaaa
aa aaaaaaaaaaaa
2b 00 00 00 53 00 00
00 2b 00 00 00 2b 00
00 00 4a a8 f5 00 00

00 00 00 d4 aa f5 00

00 00 00 00 d8 a6 5f

€0 00 00 00 00 78 a7
f500 13 17 00 10 23

00 00 00 46 02 01 00
78 a7 f5 00 2b 00 00

00 aa aa aa aa aa aa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aa aaaaaaaaaa
aa aaaaaaaaaaaa
aa aa aa aaaaaaaa
aaaaaa

..... Uioreee B
..GenuinelntelW.

P.a.
.T.i.m.e..

.D.a.y.li.g.ht. .T.
im.e.....

.c..Sita.ndard.

Completion

success or wait

success or wait

Source

Count Address Symbol

1

1

6FE7497A unknown

6FE7497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER439.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER439.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER439.tmp.dmp

Copyright null 2020

Offset Length Value

unknown 168

unknown 20

unknown 1176

50 17 00 00 00 00 00
00 05 00 00 c0 08 00
00 00 00 00 00 00 00
000000131700 10
00 00 00 00 02 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 cc
02 00 00 34 22 00 00

1a 00 00 00 00 30 ca
00 00 00 00 00 98 04
00 00 08 2f 00 00

Ascii

P

000000 04 ff ff ff ff OO ...

0026 01 a0 7b ad 77
58 18 4d 01 00 00 00
00 00 00 4d 01 a0 79
ad 77 00 00 00 00 00
00 00 00 00 00 00 00
00 10 ea 74 00 00 00
00 00 00 00 00 00 00
€0 00 00 00 00 00 f8
7b ad 77 ff f ff ff 07 00
00 00 00 00 8a 7f 00
00 00 00 30 07 8a 7f
00 00 9a 7f 28 02 9b
750 06 9c 7f 04 00
00 00 00 00 00 00 00
00 00 00 00 80 9b 07
6d e8 ff ff 00 00 10 00
00 20 00 00 00 00 01
00 00 10 00 00 04 00
00 00 10 00 00 00 60
66 ad 77 00 00 00 00
00 00 00 00 00 00 00
00 50 53 ad 77 0a 00
00 00 00 00 00 00 ee
42 00 00 02 00 00 00
02 00 00 00 06 00 00
00 00 00 00 00 03 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00

Completion

success or wait

success or wait

success or wait

Source

Count Address Symbol

1

26

25

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER439.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER439.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER439.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER439.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER439.tmp.dmp

Copyright null 2020

Offset Length Value

unknown 1168

unknown 4

unknown 716

unknown 48

unknown 4

bc bl a2 77 d6 c9 a0
77 b4 00 00 00 aa aa
aa aa 10 00 00 00 04
fc 1d 01 dO fc 1d 01
aa aa aa aa 40 c7 a0
7740 c7 a0 77 aa aa
aa aa 00 90 ca 00 00
90 ca 00 00 00 00 00
b4 00 00 00 aa aa aa
aa b4 00 00 00 aa aa
aa aa 00 90 ca 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 aa aa aa aa 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 f8 e6 4d
01 00 00 00 00 00 00
00 00 98 6b 4d 01 00
30 ca 00 10 00 00 00
aa aa aa aa 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 aa
aa aa aa 00 00 00 00
aa aa aa aaaaaaaa
aa 10 f7 4a 01 54 32
ca 00 18 f7 4a 01 08
70 4d 01 00 00 00 00
aa aaaaaaaaaaaa
aa 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00

03 00 00 00

3f 00 01 00 00 00 00

00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
aa aaaa aaaaaaaa
aa aa aa aaaaaaaa
aa aa aaaaaaaaaa
aa aaaaaaaaaaaa
aa aa aa aaaaaaaa
aa aaaaaaaaaaaa
aa aa aaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aa aaaaaaaaaa
aa aaaa aaaaaaaa
aa aa aa aa aaaaaa
aa aa aaaaaaaaaa
aa aaaaaaaaaaaa
aa aa aa aaaaaaaa
aa aa aaaaaaaaaa
2b 00 00 00 53 00 00
00 2b 00 00 00 2b 00
00 00 4a a8 f5 00 00

00 00 00 d4 aa f5 00

00 00 00 00 aa aa aa
aa 00 00 00 00 78 a7
f500 13 17 00 10 23

00 00 00 46 02 01 00
78 a7 f5 00 2b 00 00

00 aa aa aa aa aa aa
aa aa aaaaaaaaaa
aa aaaaaaaaaaaa
aa aaaaaaaaaaaa
aa aa aaaaaaaaaa
aa aaaaaaaaaaaa
aa aa aa aaaaaaaa
aaaaaa

do 17 00 00 01 00 00
00 20 00 00 00 00 00
00 00 00 c0 ca 00 00
00 00 00 44 f6 4a 01
00 00 00 00 bc 09 00
00 a0 64 00 00 cc 02
00 00 98 2a 00 00

2d 00 00 00

Ascii

RV V| Se———

.@.Ww@..w.

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

Source

Count Address Symbol

1

8

8

1

45

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER439.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER439.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER439.tmp.dmp

Copyright null 2020

Offset Length

unknown 20

unknown 752

unknown 10388

Value

Oe 00 00 00 30 00 30
00 32 00 2e 00 65 00
78 00 65 00 00 00

00 00 7d 73 00 00 00
00 00 90 02 00 86 ea
02 00 ad 9a 47 32 18
2200 00 bd 04 ef fe
00 00 01 00 00 00 0a
00 01 00 ee 42 00 00
0a 00 01 00 ee 42 3f
00 00 00 00 00 00 00
04 00 04 00 01 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 24
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 40 41 00 00 00 00
00 00 00 00 00 00 00
00 00 00 01 00 Of 00
5a 62 02 00 00 10 00
00 fb fe 0f 00 01 00 00
00 ff ff 13 00 00 00 01
00 00 00 01 00 00 00
00 00 ff ff fe 7f 00 00
00 00 0f 00 00 00 00
00 00 00 04 00 00 00
00 b0 5b 02 00 00 00
00 00 20 bd 02 00 00
00 00 09 56 01 00 00
01 00 00 00 00 00 00
ff ff f ff 00 00 00 00 fc
73 03 00 00 00 00 00
3b 79 03 00 00 00 00
00 00 00 00 00 00 00
00 00 2c 56 1b 00 00
00 00 00 14 a9 04 00
00 00 00 00 40 ff 1f 00
00 00 00 00 cf 5a 0c
00 00 00 00

0a 00 00 00 45 00 76
00 65 00 6e 00 74 00
00 00 00 00 00 00 06
00 00 00 08 00 00 00
01 00 00 00 00 00 00
00 28 00 00 00 57 00
61 00 69 00 74 00 43
00 6f 00 6d 00 70 00
6¢ 00 65 00 74 00 69
00 6f 00 6e 00 50 00
61 00 63 00 6b 00 65
00 74 00 00 00 18 00
00 00 49 00 6f 00 43
00 6f 00 6d 00 70 00
6¢ 00 65 00 74 00 69
00 6f 00 6e 00 00 00
1e 00 00 00 54 00 70
00 57 00 6f 00 72 00
6b 00 65 00 72 00 46
00 61 00 63 00 74 00
6f 00 72 00 79 00 00
00 Oe 00 00 00 49 00
52 00 54 00 69 00 6d
00 65 00 72 00 00 00
28 00 00 00 57 00 61
00 69 00 74 00 43 00
6f 00 6d 00 70 00 6¢
00 65 00 74 00 69 00
6f 00 6e 00 50 00 61
00 63 00 6b 00 65 00
74 00 00 00 Oe 00 00
00 49 00 52 00 54 00
69 00 6d 00 65 00 72
00 00 00 28 00 00 00
57 00 61 00 69 00 74
00 43 00 6f 00 6d 00
7000 6¢

Ascii

....0.0.2..ex.e..

LGEvento
(...W.a.i.t.C.o.m.p.l.e.
tio.n.P.a.cke.t....lo.
C.o.m.p.l.e.ti.o.n.....T.p.
W.o.rk.err.Fa.cto.ry...
LLR.Timee.r..(..W.a.it.
C.o.m.p.l.e.ti.o.n.P.a.ck.e.
te..LRT.ime.r..(.W.
a.i.t.C.o.m.p.l

Completion

success or wait

success or wait

success or wait

Source

Count Address Symbol

45

1

1

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER439.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

Copyright null 2020

Offset

unknown 108

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length Value

2

78

44

40

03 00 00 00 94 00 00
00 fc 06 00 00 04 00

00 00 00 13 00 00 9¢c
07 00 00 05 00 00 00
a4 01 00 00 64 2d 00
00 06 00 00 00 a8 00
00 00 54 06 00 00 07
00 00 00 38 00 00 00
¢8 00 00 00 Of 00 00

00 54 05 00 00 00 01
00 00 Oc 00 00 00 58
1c 00 00 f8 d8 00 00

15 00 00 00 ec 01 00
00 9¢ 1a 00 00 16 00
00 00 98 00 00 00 88
1c 00 00

ff fe

3c 00 3f 00 78 00 6d

00 6¢ 00 20 00 76 00
6500 72 00 73 00 69
00 6f 00 6e 00 3d 00

22003100 2e 00 30
00 22 00 20 00 65 00
6e 00 63 00 6f 00 64
00 69 00 6e 00 67 00
3d 00 22 00 55 00 54
00 46 00 2d 00 31 00
36 00 22 00 3f 00 3e

00

0d 00 0a 00

3c 00 57 00 45 00 52
00 52 00 65 00 70 00
6f 00 72 00 74 00 4d
00 65 00 74 00 61 00
64 00 61 00 74 00 61
00 3e 00

0d 00 0a 00

09 00

3c 00 4f 00 53 00 56
00 65 00 72 00 73 00
69 00 6f 00 6e 00 49
00 6e 00 66 00 6f 00
72 00 6d 00 61 00 74
00 69 00 6f 00 6e 00
3e 00

0d 00 0a 00

09 00

3c 00 57 00 69 00 6e
00 64 00 6f 00 77 00
73 00 4e 00 54 00 56
00 65 00 72 00 73 00
69 00 6f 00 6e 00 3e
00 31 00 30 00 2e 00
30 00 3c 00 2f 00 57
00 69 00 6e 00 64 00
6f 00 77 00 73 00 4e
00 54 00 56 00 65 00
7200 73 00 69 00 6f
00 6e 00 3e 00

0d 00 0a 00

09 00

3c 0042 00 75 00 69
00 6¢ 00 64 00 3e 00
31003700 310033
00 34 00 3c 00 2f 00
4200 75 00 69 00 6¢
00 64 00 3e 00

0d 00 0a 00

09 00

Source

Ascii Completion Count Address
................................ d- success or wait 1 6FE7497A
success or wait 1 6FE7497A
<.?.x.m.l. .v.ers.i.o.n.=". success or wait 1 6FE7497A
1..0.". .e.n.c.0.d.i.n.g.=.".
UT.F.-16."2>.
success or wait 1 6FE7497A
<W.E.R.R.e.p.o.r.t.M.e.t.a. success or wait 1 6FE7497A
data>.
success or wait 1 6FE7497A
success or wait 1 6FE7497A
<.0.S.V.ers..o.nlnfo.r. success or wait 1 6FE7497A
m.a.t.i.o.n.>.
success or wait 1 6FE7497A
success or wait 2 6FE7497A
<W.i.n.d.o.w.s.N.T.V.e.r.s. success or wait 1 6FE7497A
i.0.n.>.1.0...0.
<./.W.i.n.d.o.w.
s.N.T.V.e.r.s.i.o.n.>.
success or wait 1 6FE7497A
success or wait 2 6FE7497A
<.B.u.i.l.d.>.1.7.1.3.4.<./.B. success or wait 1 6FE7497A
wild.>.
success or wait 1 6FE7497A
success or wait 2 6FE7497A

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

Copyright null 2020

Offset

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length
82

4

2

62

4

2

134

44

4

2

Value

3c 00 50 00 72 00 6f
00 64 00 75 00 63 00
74 00 3e 00 28 00 30
00 78 00 33 00 30 00
29 00 3a 00 20 00 57
00 69 00 6e 00 64 00
6f 00 77 00 73 00 20
00 31 00 30 00 20 00
50 00 72 00 6f 00 3¢
00 2f 00 50 00 72 00
6f 00 64 00 75 00 63
00 74 00 3e 00

0d 00 0a 00

09 00

3c 00 45 00 64 00 69
00 74 00 69 00 6f 00
6e 00 3e 00 50 00 72
00 6f 00 66 00 65 00
7300 73 00 69 00 6f
00 6e 00 61 00 6¢ 00
3c 00 2f 00 45 00 64
00 69 00 74 00 69 00
6f 00 6e 00 3e 00

0d 00 0a 00

09 00

3c 0042 00 75 00 69
00 6¢ 00 64 00 53 00
7400 72 00 69 00 6e
00 67 00 3e 00 31 00
37 0031003300 34
00 2e 00 31 00 2e 00
61 00 6d 00 64 00 36
00 34 00 66 00 72 00
65 00 2e 00 72 00 73
00 34 00 5f 00 72 00
65 00 6¢ 00 65 00 61
00 73 00 65 00 2e 00
31 00 38 00 30 00 34
00 31 00 30 00 2d 00
3100 38 00 30 00 34
00 3c 00 2f 00 42 00
7500 69 00 6¢ 00 64
0053 00 74 00 72 00
69 00 6e 00 67 00 3e
00

0d 00 0a 00

09 00

3c 00 52 00 65 00 76
00 69 00 73 00 69 00
6f 00 6e 00 3e 00 31
00 3c 00 2f 00 52 00
65 00 76 00 69 00 73
00 69 00 6f 00 6e 00
3e 00

0d 00 0a 00

09 00

3c 00 46 00 6¢ 00 61
00 76 00 6f 00 72 00
3e 00 4d 00 75 00 6¢
00 74 00 69 00 70 00
72 00 6f 00 63 00 65
00 73 00 73 00 6f 00
72002000 46 00 72
00 65 00 65 00 3c 00
2f 00 46 00 6¢ 00 61
00 76 00 6f 00 72 00
3e 00

0d 00 0a 00

09 00

Ascii
<.P.r.o.d.u.c.t.>.(.0.x.3.0.).

. .\W.in.d.o.w.s. .1.0. .P.r.
0.<./P.ro.d.u.c.t>.

<.E.d.iti.o.n.>.P.ro.fe.s.
s..o.n.al.</E.d.i.tio.n.>.

<.B.u.ild.S.trin.g.>.1.7.
1.34..1.am.d.6.4fre..
rs.4._rele.as.e..1.8.0.
4.1.0.-.1.8.0.4.<./.B.u.i.lL.d.
S.trin.g.>.

<.R.e.w.is.ion>1l</R.e.

v.i.s.i.o.n>.

<.F.lLav.o.r.>.M.u.l.tip.r.
o.c.e.s.s.o.r. .F.re.e.</F.
l.a.v.o.r>.

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Address

1

1

2

Source
Symbol

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 64 3c004100720063 <.Ar.c.h.ite.cture>X. successorwait 1 6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml 0068 0069007400 6.4.<./Ar.ch.ite.ctu.r.

65006300740075 e.>.
00 72 00 65 00 3e 00
58 00 36 00 34 00 3¢
00 2f 00 41 00 72 00
63 00 68 00 69 00 74
00 65 00 63 00 74 00
7500 72 00 65 00 3e

00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 34 3c004c 00430049 <.L.C..D.>.1.0.3.3. success or wait 1 6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml 00440032 003100 <./L.C..D.>.

30 00 33 00 33 00 3c
00 2f 00 4c 00 43 00
49 00 44 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 46 3c 00 2f 00 4f 00 53 <./.0.S.V.e.rs..o.n.l.n.f.o. success or wait 1 6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml 0056 0065007200 r.m.a.t.i.o.n.>.

7300 69 00 6f 00 6e
00 49 00 6e 00 66 00
6f 00 72 00 6d 00 61
00 74 00 69 00 6f 00

6e 00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 B6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 40 3c 0050007200 6f <.P.r.o.c.e.s.s.l.nfo.rm.a. success orwait 1 6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml 0063 0065007300 ti.o.n.>.

73 00 49 00 6e 00 66
00 6f 00 72 00 6d 00
61 00 74 00 69 00 6f
00 6e 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 B6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 30 3c 005000690064 <.P.i.d.>.3.5.6.8.<./.P.i.d.>. success or wait 1 6FE7497A unknown
ws\WER\Temp\WERA45.tmp.WERInternalMetadata.xml 00 3e 00 33 00 35 00

36 00 38 00 3c 00 2f
00 50 00 69 00 64 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 60 3c0049006d 0061 <..m.a.g.e.N.a.m.e.>.0.0.2 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml 00 67 006500 4e 00 ...e.x.e.

61 00 6d 00 65 00 3e <./l.m.a.g.e.N.a.m.e.>.
00 30 00 30 00 32 00
2e 00 65 00 78 00 65
00 3c 00 2f 00 49 00
6d 00 61 00 67 00 65
00 4e 00 61 00 6d 00

65 00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 B6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6FE7497A unknown
ws\WER\Temp\WERA45.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 90 3c0043006d0064 <.C.m.d.L.i.n.e.S..g.n.a.tu success or wait 1 6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml 00 4c 00 69 00 6e 00 .r.e.>.0.0.0.0.0.0.0.2.

65 005300690067 <./.C.m.
006e 0061007400 d.L.i.ne.S.ig.n.ature.>.
7500 72 00 65 00 3e

00 30 00 30 00 30 00

30 00 30 00 30 00 30

00 32 00 3c 00 2f 00

43 00 6d 00 64 00 4c

00 69 00 6e 00 65 00

53 00 69 00 67 00 6e

00 61 00 74 00 75 00

72 00 65 00 3e 00
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

Copyright null 2020

Offset

unknown 4

unknown 2

unknown 44

unknown 4

unknown 2

unknown 82

unknown 4

unknown 2

unknown 52

unknown 4

unknown 2

unknown 44

unknown 4

unknown 2

unknown 86

unknown 4

unknown 2

unknown 70

Length Value

0d 00 0a 00

09 00

3c 00 55 00 70 00 74
00 69 00 6d 00 65 00
3e 00 31 00 36 00 34
00 36 00 31 00 3c 00
2f 0055 00 70 00 74
00 69 00 6d 00 65 00
3e 00

0d 00 0a 00

09 00

3c 00 57 00 6f 00 77
00 36 00 34 00 20 00
67 00 75 00 65 00 73
00 74 00 3d 00 22 00
33 003300320022
00 20 00 68 00 6f 00
7300 74 00 3d 00 22
00 33 00 34 00 34 00
30 00 34 00 22 00 3e
00 31 00 3c 00 2f 00
57 00 6f 00 77 00 36
00 34 00 3e 00

0d 00 0a 00

09 00

3c 0049 00 70 00 74
00 45 00 6e 00 61 00
62 00 6¢ 00 65 00 64
00 3e 00 30 00 3c 00
2f 0049 00 70 00 74
00 45 00 6e 00 61 00
62 00 6¢ 00 65 00 64
00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 63 00 65 00 73 00
7300 56 00 6d 00 49
00 6e 00 66 00 6f 00
72 00 6d 00 61 00 74
00 69 00 6f 00 6e 00
3e 00

0d 00 0a 00

09 00

3c 00 50 00 65 00 61
00 6b 00 56 00 69 00
7200 74 00 75 00 61
00 6¢ 00 53 00 69 00
7a 00 65 00 3e 00 39
00 38 00 37 00 32 00
3500 38 00 38 00 38
00 3c 00 2f 00 50 00
65 00 61 00 6b 00 56
00 69 00 72 00 74 00
7500 61 00 6¢ 00 53
00 69 00 7a 00 65 00
3e 00

0d 00 0a 00

09 00

3¢ 00 56 00 69 00 72
00 74 00 75 00 61 00
6¢ 00 53 00 69 00 7a
00 65 00 3e 00 39 00
38 003700310033
00 36 00 30 00 30 00
3c 00 2f 00 56 00 69
00 72 00 74 00 75 00
61 00 6¢ 00 53 00 69
00 7a 00 65 00 3e 00

Ascii

<.U.p.tim.e>.1.6.4.6.1.
<./U.p.tim.e.>.

.h.0.s.t.=.".3.4.4.0.4.">.1.

<./W.o.w.6.4.>.

<..p.t.E.n.a.b.l.e.d.>.0.</.

l.p.t.E.n.a.b.l.e.d.>.

<.P.ro.ce.s.s.V.m.Ln.fo.r.

m.a.t.i.o.n.>.

<.P.eak.V.irtualS.z.

e.>.9.8.7.2.5.8.8.8.
<./.P.e.a.
k.\VirtualS.iz.e>.

<.VirtualS.iz.e>09.8.
7.1.3.6.0.0.<./V.irtu.a.l.

S.i.z.e>.

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

1

2

1

1

8

1

Source

Address Symbol

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 74 3c 005000610067 <.P.a.g.e.F.au.ltC.o.u.n.t. success orwait 1 6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml 00650046 006100 >.3.1.5.6.

7500 6¢ 00 7400 43 <..P.a.g.e.F.a.u.l.
00 6f 00 75 00 6e 00  t.C.o.u.n.t.>.

74 00 3e 00 33 00 31

00 35 00 36 00 3c 00

2f 00 50 00 61 00 67

00 65 00 46 00 61 00

75 00 6¢ 00 74 00 43

00 6f 00 75 00 6e 00

7400 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERA45.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 B6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 98 3c 005000650061 <.P.e.a.kW.o.rk.in.g.S.e.t success or wait 1 6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml 00 6b 00 57 00 6f00 .S.i.z.e.>.1.1.8.0.8.7.6.8.

7200 6b 0069 00 6e <./
00670053006500 P.eakW.o.rkingsS.etsS
7400530069007a .i.z.e.>.
00 65 00 3e 00 31 00

3100 38 00 30 00 38

00 37 00 36 00 38 00

3c 00 2f 00 50 00 65

00 61 00 6b 00 57 00

6f 00 72 00 6b 00 69

00 6e 00 67 00 53 00

65 00 74 00 53 00 69

00 7a 00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait g 6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 82 3c0057006f0072 <.W.o.rk.in.g.S.etS.i.z.e. success or wait 1 6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml 00 6b 00 69 00 6e 00 >.1.1.8.0.4.6.7.2.

67 005300650074 <./W.o.rk.
00530069007a00 in.g.S.etS.ize>.
65 00 3e 00 31 00 31

00 38 00 30 00 34 00

36 00 37 00 32 00 3¢

00 2f 00 57 00 6f 00

72 00 6b 00 69 00 6e

00 67 00 53 00 65 00

7400 53 00 69 00 7a

00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait g 6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 114 3c00510075006f <.Q.u.o.ta.P.eak.P.a.g.e. success orwait 1 6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml 0074 0061005000 d.

650061 00 6b 0050 P.o.0.lU.s.a.ge>1.85.1.
0061 00 67 00 6500 4.4.

64 00 50 00 6f 00 6f <./.Q.u.0.t.a.P.e.ak.P.ag.
006c 005500 7300 e.d.P.o.o.l.Us.a.g.e.>.

61 00 67 00 65 00 3e

00 31 00 38 00 35 00

31 00 34 00 34 00 3c

00 2f 00 51 00 75 00

6f 00 74 00 61 00 50

00 65 00 61 00 6b 00

50 00 61 00 67 00 65

00 64 00 50 00 6f 00

6f 00 6¢ 00 55 00 73

00 61 00 67 00 65 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6FE7497A unknown

ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

Copyright null 2020 Page 81 of 108



File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERA45.tmp.WERInternalMetadata.xml

Copyright null 2020

Offset Length

unknown 98

unknown 4

unknown 2

unknown 124

unknown 4

unknown 2

unknown 108

unknown 4

unknown 2

unknown 76

unknown 4

unknown 2

Value

3c 00 51 00 75 00 6f
00 74 00 61 00 50 00
61 00 67 00 65 00 64
00 50 00 6f 00 6f 00 6¢
00 55 00 73 00 61 00
67 00 65 00 3e 00 31
00 38 00 35 00 31 00
3300 36 00 3c 00 2f
00 51 00 75 00 6f 00
74 00 61 00 50 00 61
00 67 00 65 00 64 00
50 00 6f 00 6f 00 6¢
00 55 00 73 00 61 00
67 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f
00 74 00 61 00 50 00
65 00 61 00 6b 00 4e
00 6f 00 6e 00 50 00
61 00 67 00 65 00 64
00 50 00 6f 00 6f 00
6¢ 00 55 00 73 00 61
00 67 00 65 00 3e 00
33 00 38 0036 00 39
00 36 00 3c 00 2f 00
51 00 75 00 6f 00 74
00 61 00 50 00 65 00
61 00 6b 00 4e 00 6f
00 6e 00 50 00 61 00
67 00 65 00 64 00 50
00 6f 00 6f 00 6¢ 00
5500 73 00 61 00 67
00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f
00 74 00 61 00 4e 00
6f 00 6e 00 50 00 61
00 67 00 65 00 64 00
50 00 6f 00 6f 00 6¢
00 55 00 73 00 61 00
67 00 65 00 3e 00 33
00 38 00 35 00 36 00
30 00 3c 00 2f 00 51
00 75 00 6f 00 74 00
61 00 4e 00 6f 00 6e
00 50 00 61 00 67 00
65 00 64 00 50 00 6f
00 6f 00 6¢ 00 55 00
73 00 61 00 67 00 65
00 3e 00

0d 00 0a 00

09 00

3¢ 0050 00 61 00 67
00 65 00 66 00 69 00
6¢ 00 65 00 55 00 73
00 61 00 67 00 65 00
3e 00 34 00 32 00 32
00 32 00 39 00 37 00
36 00 3c 00 2f 00 50
00 61 00 67 00 65 00
66 00 69 00 6¢ 00 65
00 55 00 73 00 61 00
67 00 65 00 3e 00

0d 00 0a 00

09 00

Ascii Completion
<.Q.u.o.t.a.P.a.g.e.d.P.0.0. success or wait 1
lLU.s.a.g.e>.1.8.5.1.3.6.
<./.Q.
u.o.t.a.P.a.g.e.d.P.o.0.l.U.s
.a.g.e>.
success or wait 1
success or wait &
<.Q.u.o.t.a.P.e.a.k.N.o.n.P. success or wait 1
a.
g.e.d.P.o.0.l.Us.a.g.e>.3.
8.6.9.6.
<./.Q.u.o.t.a.P.e.a.k.N.
o.n.P.a.g.e.d.P.o.0.l.U.s.a.
g.e>.
success or wait 1
success or wait &
<.Q.u.o.t.a.N.o.n.P.a.g.e.d. success or wait 1
P.
0.0..U.s.a.g.e.>.3.8.5.6.0.
<.
/.Q.u.o.t.a.N.o.n.P.a.g.e.d.
P.o.0.l.Us.a.g.e.>.
success or wait 1
success or wait &
<.P.a.g.efileU.s.a.g.e.> success or wait 1
4.2.2.2.9.7.6.<./.P.a.g.ef.i.
l.e.U.s.a.g.e>.
success or wait 1
success or wait &

Count Address

Source
Symbol

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 92 3c 005000650061 <.P.e.ak.P.ag.efileU.s. success orwait 1 6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml 00 6b 0050006100 a.g.e.>.4.456.4.438.

67 00 6500 66 0069 <./.P.e.

00 6c 00 65005500 ak.P.a.g.efile.U.s.ag.e.
73 006100670065 >.

00 3e 00 34 00 34 00

3500 36 00 34 00 34

00 38 00 3c 00 2f 00

50 00 65 00 61 00 6b

00 50 00 61 00 67 00

65 00 66 00 69 00 6¢

00 65 00 55 00 73 00

61 00 67 00 65 00 3e

00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 B6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 72 3c005000720069 <.P.rivate.U.s.ag.e.>4. success orwait 1 6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml 00760061 007400 2.2.2.9.7.6.</P.riv.ate.

65005500730061 U.s.a.g.e.>.
00 67 00 65 00 3e 00
34 00 32003200 32
00 39 00 37 00 36 00
3c 00 2f 00 50 00 72
00 69 00 76 00 61 00

74 00 65 00 55 00 73

00 61 00 67 00 65 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 46 3c002f00500072 <./.P.r.o.ce.s.s.V.m.l.n.fo. success or wait 1 6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml 00 6f00 63 006500 r.m.a.t.i.o.n.>.

7300 73 00 56 00 6d

00 49 00 6e 00 66 00
6f 00 72 00 6d 00 61
00 74 00 69 00 6f 00

6e 00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 30 3c005000610072 <.P.ar.e.ntP.r.o.c.e.s.s.> success orwait 1 6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml 00 65 00 6e 00 74 00

50 00 72 00 6f 00 63
00 65 00 73 00 73 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 40 3c 0050007200 6f <.P.r.o.c.e.s.s.lnform.a. success orwait 1 6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml 0063 0065007300 t.i.o.n.>.

73 00 49 00 6e 00 66
00 6f 00 72 00 6d 00
61 00 74 00 69 00 6f
00 6e 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 B6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 4 6FE7497A unknown
ws\WER\Temp\WERA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 30 3c 005000690064 <.P.i.d.>45.7.6.</[P.i.d.>. success orwait 1 6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml 00 3e 00 34 00 35 00

37 00 36 00 3c 00 2f
00 50 00 69 00 64 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 4 6FE7497A unknown

ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

Copyright null 2020

Offset

unknown 74

unknown 4

unknown 2

unknown 90

unknown 4

unknown 2

unknown 44

unknown 4

unknown 2

unknown 82

unknown 4

unknown 2

unknown 52

unknown 4

unknown 2

unknown 44

unknown 4

Length Value

3c 00 49 00 6d 00 61
00 67 00 65 00 4e 00
61 00 6d 00 65 00 3e
00 4b 00 65 00 4a 00
37 00 43 00 6¢ 00 37
00 66 00 6¢ 00 5a 00
2e 00 65 00 78 00 65
00 3c 00 2f 00 49 00
6d 00 61 00 67 00 65
00 4e 00 61 00 6d 00
65 00 3e 00

0d 00 0a 00

09 00

3c 00 43 00 6d 00 64
00 4c 00 69 00 6e 00
65 00 53 00 69 00 67
00 6e 00 61 00 74 00
7500 72 00 65 00 3e
00 30 00 30 00 30 00
30 00 30 00 30 00 30
00 30 00 3c 00 2f 00
4300 6d 00 64 00 4c
00 69 00 6e 00 65 00
53 00 69 00 67 00 6e
00 61 00 74 00 75 00
7200 65 00 3e 00

0d 00 0a 00

09 00

3¢ 00 55 00 70 00 74
00 69 00 6d 00 65 00
3e 00 31 00 39 00 39
00 36 00 34 00 3c 00
2f 0055 00 70 00 74
00 69 00 6d 00 65 00
3e 00

0d 00 0a 00

09 00

3c 00 57 00 6f 00 77
00 36 00 34 00 20 00
67 00 75 00 65 00 73
00 74 00 3d 00 22 00
33 003300320022
00 20 00 68 00 6f 00
7300 74 00 3d 00 22
00 33 00 34 00 34 00
30 00 34 00 22 00 3e
00 31 00 3c 00 2f 00
57 00 6f 00 77 00 36
00 34 00 3e 00

0d 00 0a 00

09 00

3c 0049 00 70 00 74
00 45 00 6e 00 61 00
62 00 6¢ 00 65 00 64
00 3e 00 30 00 3c 00
2f 0049 00 70 00 74
00 45 00 6e 00 61 00
62 00 6¢ 00 65 00 64
00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 63 00 65 00 73 00
7300 56 00 6d 00 49
00 6e 00 66 00 6f 00
7200 6d 00 61 00 74
00 69 00 6f 00 6e 00
3e 00

0d 00 0a 00

Ascii

Completion

<..m.a.g.e.N.a.m.e.>.K.e.J success or wait

7.CL7flZ...exe.
<./..m.a.g.e.N.am.e.>.

success or wait

success or wait

<.C.m.d.L.i.n.e.S.i.g.n.a.t.u success or wait

.r.e.>.0.0.0.0.0.0.0.0.
<./.C.m.

d.L.i.n.e.S.i.g.n.ature>.

<.U.p.tim.e>.1.9.9.6.4.
<./U.p.tim.e.>.

SRR

<./W.o.w.6.4.>.

<.l.p.t.E.n.a.b.l.e.d.>.0.</.

l.p.t.E.n.a.b.l.e.d.>.

<.P.ro.cee.s.s.V.m.Ln.fo.r.

m.a.t.i.o.n.>.

3.4.4.04.">1.

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Source

Count Address Symbol

1

1

4

1

1

4

1

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

Copyright null 2020

Offset Length

unknown 2

unknown 88

unknown 4

unknown 2

unknown 72

unknown 4

unknown 2

unknown 74

unknown 4

unknown 2

unknown 98

unknown 4

unknown 2

unknown 82

unknown 4

Value

09 00

3c 00 50 00 65 00 61
00 6b 00 56 00 69 00
7200 74 00 75 00 61
00 6¢ 00 53 00 69 00
7a 00 65 00 3e 00 31
00 38 00 32 00 35 00
38 00 37 00 33 00 39
00 32 00 3c 00 2f 00
50 00 65 00 61 00 6b
00 56 00 69 00 72 00
7400 75 00 61 00 6¢
00 53 00 69 00 7a 00
65 00 3e 00

0d 00 0a 00

09 00

3¢ 00 56 00 69 00 72
00 74 00 75 00 61 00
6¢ 00 53 00 69 00 7a
00 65 00 3e 00 31 00
38 00 32 00 34 00 39
00 33 00 31 00 38 00
34 00 3c 00 2f 00 56
00 69 00 72 00 74 00
7500 61 00 6¢ 00 53
00 69 00 7a 00 65 00
3e 00

0d 00 0a 00

09 00

3¢ 0050 00 61 00 67
00 65 00 46 00 61 00
7500 6¢ 00 74 00 43
00 6f 00 75 00 6e 00
7400 3e 00 3500 33
00 31 00 38 00 3c 00
2f 00 50 00 61 00 67
00 65 00 46 00 61 00
7500 6¢ 00 74 00 43
00 6f 00 75 00 6e 00
74 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 65 00 61
00 6b 00 57 00 6f 00
72 00 6b 00 69 00 6e
00 67 00 53 00 65 00
74 0053 0069 00 7a
00 65 00 3e 00 31 00
39003100 310031
00 39 00 33 00 36 00
3c 00 2f 00 50 00 65
00 61 00 6b 00 57 00
6f 00 72 00 6b 00 69
00 6e 00 67 00 53 00
65 00 74 00 53 00 69
00 7a 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 57 00 6f 00 72
00 6b 00 69 00 6e 00
67 00 53 00 65 00 74
00 53 00 69 00 7a 00
65 00 3e 00 31 00 39
00 310031003100
39 00 33 00 36 00 3c
00 2f 00 57 00 6f 00
72 00 6b 00 69 00 6e
00 67 00 53 00 65 00
74 00 53 00 69 00 7a
00 65 00 3e 00

0d 00 0a 00

Ascii Completion

success or wait

<.P.eak.\V.irtualS.iz success orwait
e>.1.8.25.8.7.3.9.2.
<./P.e.

akV.irtualS.ize>.

success or wait

success or wait

<.\VirtualS.iz.e>18. success orwait
2.49.3.1.84.</V.irtua.

.S.i.z.e>.

success or wait

success or wait

<.P.a.g.e.F.a.u.l.t.C.0.u.n.t. success or wait
>5.3.1.8.

<./.P.a.g.e.F.a.u.l.

t.C.o.u.n.t.>.

success or wait

success or wait

<.P.e.a.k.W.o.rk.i.n.g.S.e.t success or wait
.S.i.z.e>1.9.1.1.1.9.3.6.

<.

P.e.a.k.W.o.rk.i.n.g.S.e.t.S

d.z.e>.

success or wait

success or wait

<W.o.rk.i.n.g.S.e.t.S.i.z.e. success or wait
>.1.9.1.1.1.9.3.6.

<./.W.o.rk.

i.n.g.S.e.t.S.i.z.e>.

success or wait

Source

Count Address Symbol
5 6FE7497A unknown
1 6FE7497A unknown
1 6FE7497A unknown
5 6FE7497A unknown
1 6FE7497A unknown
1 6FE7497A unknown
5 6FE7497A unknown
1 6FE7497A unknown
1 6FE7497A unknown
5 6FE7497A unknown
1 6FE7497A unknown
1 6FE7497A unknown
5 6FE7497A unknown
1 6FE7497A unknown
1 6FE7497A unknown
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File Path Offset Length

C:\ProgramData\Microsoft\Windo unknown 2

ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 114

ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 98
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2

ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 124

ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2

ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 108

ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WERA45.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2

ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

Copyright null 2020

Value

09 00

3c 00 51 00 75 00 6f
00 74 00 61 00 50 00
65 00 61 00 6b 00 50
00 61 00 67 00 65 00
64 00 50 00 6f 00 6f
00 6¢ 00 55 00 73 00
61 00 67 00 65 00 3e
00 32 00 36 00 33 00
37 00 34 00 34 00 3c
00 2f 00 51 00 75 00
6f 00 74 00 61 00 50
00 65 00 61 00 6b 00
50 00 61 00 67 00 65
00 64 00 50 00 6f 00
6f 00 6¢ 00 55 00 73
00 61 00 67 00 65 00
3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f
00 74 00 61 00 50 00
61 00 67 00 65 00 64
00 50 00 6f 00 6f 00 6¢
00 55 00 73 00 61 00
67 00 65 00 3e 00 32
00 36 00 33 00 35 00
36 00 38 00 3c 00 2f
00 51 00 75 00 6f 00
74 00 61 00 50 00 61
00 67 00 65 00 64 00
50 00 6f 00 6f 00 6¢
00 55 00 73 00 61 00
67 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f
00 74 00 61 00 50 00
65 00 61 00 6b 00 4e
00 6f 00 6e 00 50 00
61 00 67 00 65 00 64
00 50 00 6f 00 6f 00
6¢ 00 55 00 73 00 61
00 67 00 65 00 3e 00
32 003000330032
00 30 00 3c 00 2f 00
51 00 75 00 6f 00 74
00 61 00 50 00 65 00
61 00 6b 00 4e 00 6f
00 6e 00 50 00 61 00
67 00 65 00 64 00 50
00 6f 00 6f 00 6¢ 00
5500 73 00 61 00 67
00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f
00 74 00 61 00 4e 00
6f 00 6e 00 50 00 61
00 67 00 65 00 64 00
50 00 6f 00 6f 00 6¢
00 55 00 73 00 61 00
67 00 65 00 3e 00 31
00 39 00 37 00 36 00
30 00 3c 00 2f 00 51
00 75 00 6f 00 74 00
61 00 4e 00 6f 00 6e
00 50 00 61 00 67 00
65 00 64 00 50 00 6f
00 6f 00 6¢ 00 55 00
73 00 61 00 67 00 65
00 3e 00

0d 00 0a 00

09 00

Ascii Completion
success or wait 5
<.Q.u.o.t.a.P.e.a.k.P.a.g.e. success or wait 1
d.
P.o.0.lUs.a.g.e.>.2.6.3.7.
4.4.
<./.Q.u.o.t.a.P.e.ak.P.a.g.
e.d.P.o.o.l.Us.a.g.e>.
success or wait 1
success or wait 5
<.Q.u.o.t.a.P.a.g.e.d.P.0.0. success or wait 1
lL.U.s.a.g.e.>.2.6.3.5.6.8.
<./.Q.
u.o.t.a.P.a.g.e.d.P.o.0.l.U.s
.a.g.e>.
success or wait 1
success or wait 5
<.Q.u.o.t.a.P.e.a.k.N.o.n.P. success or wait 1
a.
g.e.d.P.o.0.l.Us.a.g.e>.2.
0.3.2.0.
<./.Q.u.o.t.a.P.e.a.k.N.
o.n.P.a.g.e.d.P.o.0.l.U.s.a.
g.e>.
success or wait 1
success or wait 5
<.Q.u.o.t.a.N.o.n.P.a.g.e.d. success or wait 1
P.
0.0..U.s.a.g.e.>.1.9.7.6.0.
<.
/.Q.u.o.t.a.N.o.n.P.a.g.e.d.
P.o.0.l.Us.a.g.e.>.
success or wait 1
success or wait 5

Count Address

Source
Symbol
6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 76 3c 005000610067 <.P.ag.e.fileU.s.ag.e> successorwait 1 6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml 00650066 006900 5.2.1.0.1.1.2.<./.P.a.g.ef.i.

6c 006500550073 leU.s.a.g.e>.
00 61 00 67 00 65 00

3e 00 35 00 32 00 31

00 30 00 31 00 31 00

32 00 3c 00 2f 00 50

00 61 00 67 00 65 00

66 00 69 00 6¢ 00 65

00 55 00 73 00 61 00

67 00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 5 6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 92 3c 005000650061 <.P.e.ak.P.a.g.ef.ile.U.s. success orwait 1 6FE7497A unknown
ws\WER\Temp\WERA45.tmp.WERInternalMetadata.xml 00 6b 0050006100 a.g.e>521.0.1.1.2.

67 00 6500 66 0069 <./.P.e.

00 6c 00 65005500 ak.P.a.g.efile.U.ss.ag.e.
7300610067 0065 >.

00 3e 00 35 00 32 00

3100 30 00 31 00 31

00 32 00 3c 00 2f 00

50 00 65 00 61 00 6b

00 50 00 61 00 67 00

65 00 66 00 69 00 6¢

00 65 00 55 00 73 00

61 00 67 00 65 00 3e

00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 5 6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 72 3c005000720069 <.P.rivate.U.s.a.g.e.>5. success orwait 1 6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml 00760061007400 2.1.0.1.1.2.</P.r.iv.ate.

65005500730061 U.s.a.g.e.>.
00 67 00 65 00 3e 00
3500 3200 310030
00 310031003200
3c 00 2f 00 50 00 72
00 69 00 76 00 61 00

74 00 65 00 55 00 73

00 61 00 67 00 65 00

3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 4 B6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 46 3c002f00500072 <./.P..o.ce.s.s.V.m.l.n.f.o. success or wait 1 6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml 00 6f00 63 006500 r.m.a.t.i.o.n.>.

7300 73 00 56 00 6d

00 49 00 6e 00 66 00
6f 00 72 00 6d 00 61
00 74 00 69 00 6f 00

6e 00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 3 6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 42 3c002f00500072 <./.P..o.ce.s.s.lnform. success orwait 1 6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml 00 6f00 63006500 a.t.i.o.n.>.

73 00 73 00 49 00 6e
00 66 00 6f 00 72 00
6d 00 61 00 74 00 69
00 6f 00 6e 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 32 3c002f00500061 <./P.are.ntP.ro.c.e.s.s. success orwait 1 6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml 00 72 00 65 00 6e 00 >.

7400 50 00 72 00 6f
00 63 00 65 00 73 00

7300 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6FE7497A unknown

ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml
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File Path Offset
C:\ProgramData\Microsoft\Windo unknown 42
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 38
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 62
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 64
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 40
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 38
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 4
ws\WER\Temp\WERA45.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 96

ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

Copyright null 2020

Length Value

3c 00 2f 00 50 00 72
00 6f 00 63 00 65 00
73 00 73 00 49 00 6e
00 66 00 6f 00 72 00
6d 00 61 00 74 00 69
00 6f 00 6e 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 62 00 6¢ 00 65 00
6d 00 53 00 69 00 67
00 6e 00 61 00 74 00
750072006500 73
00 3e 00

0d 00 0a 00

09 00

3c 00 45 00 76 00 65
00 6e 00 74 00 54 00
7900 70 00 65 00 3e
00 41 00 50 00 50 00
43 005200410053
00 48 00 3c 00 2f 00
45 00 76 00 65 00 6e
00 74 00 54 00 79 00
70 00 65 00 3e 00

0d 00 0a 00

09 00

3c 0050 00 61 00 72
00 61 00 6d 00 65 00
7400 6500 72 00 30
00 3e 00 30 00 30 00
32 00 2e 00 65 00 78
00 65 00 3c 00 2f 00
5000 61 00 72 00 61
00 6d 00 65 00 74 00
6500 72 00 30 00 3e
00

0d 00 0a 00

09 00

3c 00 2f 00 50 00 72
00 6f 00 62 00 6¢ 00
65 00 6d 00 53 00 69
00 67 00 6e 00 61 00
74007500 72 00 65
00 73 00 3e 00

0d 00 0a 00

09 00

3c 00 44 00 79 00 6e
00 61 00 6d 00 69 00
63 00 53 00 69 00 67
00 6e 00 61 00 74 00
750072006500 73
00 3e 00

0d 00 0a 00

09 00

3¢ 0050 00 61 00 72
00 61 00 6d 00 65 00
74006500 72 00 31
00 3e 00 31 00 30 00
2e 00 30 00 2e 00 31
00 37 00 31 00 33 00
34 00 2e 00 32 00 2e
00 30 00 2e 00 30 00
2e 00 32 00 35 00 36
00 2e 00 34 00 38 00
3c 00 2f 00 50 00 61
00 72 00 61 00 6d 00
65 00 74 00 65 00 72
00 31 00 3e 00

Ascii

<./.P.ro.c.e.s.s.l.n.f.o.rm.

a.ti.o.n.>.

<.P.ro.b.l.e.m.S.i.g.n.a.t.u.

TE-52

<.E.v.e.ntT.y.p.e>A.P.P.

C.R.AAS.H.
</E.v.entT.y.p.e>.

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

<.P.ar.a.m.e.t.e.r.0.>.0.0.2 success or wait

..ex.e</P.aram.e.te.r.

0.>.

<./.P.ro.b..e.m.S.i.g.n.a.t.

UNEEISE=,

<.D.y.n.a.m.i.c.S.i.g.n.a.t.u.

TE-52

<.P.aram.e.terl1>10..
0..1.7.1.3.4..2...0...0...2.
5.6..4.8.</P.aram.e.te.

r.l1.>.

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

8

16

8

12

Source

Address Symbol

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

Copyright null 2020

Offset

unknown 4

unknown 2

unknown 40

unknown 4

unknown 2

unknown 38

unknown 4

unknown 2

unknown 94

unknown 4

unknown 2

unknown 106

unknown 4

unknown 2

unknown 96

unknown 4

unknown 2

Length Value

0d 00 0a 00

09 00

3c 00 2f 00 44 00 79
00 6e 00 61 00 6d 00
69 00 63 00 53 00 69
00 67 00 6e 00 61 00
74007500 72 00 65
00 73 00 3e 00

0d 00 0a 00

09 00

3¢ 005300790073
00 74 00 65 00 6d 00
49 00 6e 00 66 00 6f
00 72 00 6d 00 61 00
74 00 69 00 6f 00 6e
00 3e 00

0d 00 0a 00

09 00

3c 00 4d 00 49 00 44
00 3e 00 41 00 32 00
4100 42 00 35 00 32
00 36 00 41 00 2d 00
4400 33 00 38 00 44
00 2d 00 34 00 46 00
4300 39 00 2d 00 38
00 42 00 41 00 30 00
2d 00 45 00 33 00 34
00 42 00 38 00 44 00
36 00 33 00 35 00 34
00 45 00 38 00 3c 00
2f 00 4d 00 49 00 44
00 3e 00

0d 00 0a 00

09 00

3¢ 0053 00790073
00 74 00 65 00 6d 00
4d 00 61 00 6e 00 75
00 66 00 61 00 63 00
74007500 72 00 65
00 72 00 3e 00 76 00
78 00 6¢ 00 6f 00 62
00 71 00 2c 00 20 00
49 00 6e 00 63 00 2e
00 3c 00 2f 00 53 00
79 00 73 00 74 00 65
00 6d 00 4d 00 61 00
6e 00 75 00 66 00 61
00 63 00 74 00 75 00
72006500 72 00 3e
00

0d 00 0a 00

09 00

3¢ 0053 007900 73
00 74 00 65 00 6d 00
50 00 72 00 6f 00 64
00 75 00 63 00 74 00
4e 00 61 00 6d 00 65
00 3e 00 76 00 78 00
6¢ 00 6f 00 62 00 71
00 37 00 2¢c 00 31 00
3c 00 2f 00 53 00 79
00 73 00 74 00 65 00
6d 00 50 00 72 00 6f
00 64 00 75 00 63 00
7400 4e 00 61 00 6d
00 65 00 3e 00

0d 00 0a 00

09 00

Source

Ascii Completion Count Address Symbol
success or wait 1 6FE7497A unknown
success or wait 1 6FE7497A unknown

<./.D.y.n.a.m.i.c.S.i.g.n.a.t. success or wait 1 6FE7497A unknown

u.r.es.>.
success or wait 1 6FE7497A unknown
success or wait 1 6FE7497A unknown
<.S.y.s.te.m.l.n.f.o.rm.a.t. success or wait 1 6FE7497A unknown
i.o.n.>.
success or wait 1 6FE7497A unknown
success or wait 2 6FE7497A unknown
<.M.l.D.>.A.2.A.B.5.2.6.A.- success or wait 1 6FE7497A unknown

.D.3.8.D.-4.F.C9.-

.8.B.A.0.-.E.

3.4.B.8.D.6.3.5.4.E.8.

<./.M.I.D.>.
success or wait 1 6FE7497A unknown
success or wait 2 6FE7497A unknown

<.S.y.s.te.m.M.a.n.u.f.a.c.t success or wait 1 6FE7497A unknown

.ur.er>.v.xlo.b.g.,. .ln.
c..<./.S.y.s.te.m.M.a.n.u.f.
ac.ture.r>.

success or wait 1 6FE7497A unknown
success or wait 2 6FE7497A unknown
<.S.y.s.te.m.P.r.o.d.u.c.t.N success or wait 1 6FE7497A unknown
.a.m.e.>.v.x.l.o.b.q.7.,.1.
<.
S.y.s.t.e.m.P.r.o.d.u.c.tN.a
.m.e.>.
success or wait 1 6FE7497A unknown
success or wait 2 6FE7497A unknown
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\ProgramData\Microsoft\Windo unknown 120 3c 0042004900 4f <.B..O.S.V.e.r.s.i.o.n.>.V. success or wait 1 6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml 00530056 006500 M

7200730069 006f W.7.1..0.0.V...1.3.9.8.9.4.
00 6e 00 3e 00 56 00 5.

4d 005700370031 4..B.6.4..1.9.0.6.1.9.0.5.3
002e 0030003000 .8.

56 00 2e 00 31 00 33 <./.B..O.S.V.e.r.s.i.o.n.>.
00 39 00 38 00 39 00

34 00 3500 34 00 2e

00 42 00 36 00 34 00

2e 00 31 00 39 00 30

00 36 00 31 00 39 00

30 00 3500 33 00 38

00 3c 00 2f 00 42 00

49 00 4f 00 53 00 56

00 65 00 72 00 73 00

69 00 6f 00 6e 00 3e

00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 B6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 82 3c004f00530049 <.0.S.l.ns.tallD.ate> success orwait 1 6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml 006e 0073007400 1.5.6.6.3.8.5.3.6.3.

6100 6¢ 00 6¢c 0044 <./.0.S.l
00610074006500 n.s.tallD.ate>.
3e 00 31 00 35 00 36

00 36 00 33 00 38 00

3500 3300 36 00 33

00 3c 00 2f 00 4f 00

53 00 49 00 6e 00 73

00 74 00 61 00 6¢ 00

6¢ 00 44 00 61 00 74

00 65 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 B6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 102 3c004f00530049 <.0.S.l.ns.tallT.im.e>. success orwait 1 6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml 006e 0073007400 2.0.1.9.-.0.6.-.2.7.T.1.4.:.4.

61006c006¢c0054 9..2.1.Z</0.S.lnstal
00 69 00 6d 00 6500 I.T.i.m.e.>.
3e 00 32 00 30 00 31

00 39 00 2d 00 30 00

36 00 2d 00 32 00 37

00 54 00 31 00 34 00

3a 00 34 00 39 00 3a

00 32 00 31 00 5a 00

3c 00 2f 00 4f 00 53

00 49 00 6e 00 73 00

74 00 61 00 6¢ 00 6¢

00 54 00 69 00 6d 00

65 00 3e 00
C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 B6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 2 6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml
C:\ProgramData\Microsoft\Windo unknown 68 3c00540069006d <.T..me.Z.o.n.e.B.i.a.s.>. success or wait 1 6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml 00 65 00 5a 00 6f 00  0.8.:.0.0.

6e 006500420069 <. T..m.e.Z.o.n.e.B.
00610073003e00 ias.>.

30 00 38 00 3a 00 30

00 30 00 3c 00 2f 00

54 00 69 00 6d 00 65

00 5a 00 6f 00 6e 00

65 00 42 00 69 00 61

00 73 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 40 3c002f00530079 <./S.y.s.tem.lnfo.rm.a. success orwait 1 6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml 00730074006500 t.i.o.n.>.

6d 00 49 00 6e 00 66
00 6f 00 72 00 6d 00
61 00 74 00 69 00 6f
00 6e 00 3e 00

C:\ProgramData\Microsoft\Windo unknown 4 0d 00 Oa 00 success or wait 1 6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo unknown 2 09 00 . success or wait 1 6FE7497A unknown
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

Copyright null 2020

Offset

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length Value

34

46

3c 00 53 00 65 00 63
00 75 00 72 00 65 00
42 00 6f 00 6f 00 74
00 53 00 74 00 61 00
74 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 55 00 45 00 46
00 49 00 53 00 65 00
63 00 75 00 72 00 65
00 42 00 6f 00 6f 00
7400 45 00 6e 00 61
00 62 00 6¢ 00 65 00
64 00 3e 00 30 00 3c
00 2f 00 55 00 45 00
46 00 49 00 53 00 65
00 63 00 75 00 72 00
65 00 42 00 6f 00 6f
00 74 00 45 00 6e 00
61 00 62 00 6¢ 00 65
00 64 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 53 00 65

00 63 00 75 00 72 00
65 00 42 00 6f 00 6f

00 74 00 53 00 74 00
61 00 74 00 65 00 3e
00

0d 00 0a 00

09 00

3c 00 49 00 6e 00 74
00 65 00 67 00 72 00
61 00 74 00 6f 00 72
00 3e 00

0d 00 0a 00

09 00

3c 00 46 00 6¢ 00 61
00 67 00 73 00 3e 00
38 00 30 00 30 00 30
00 30 00 30 00 30 00
30 00 3c 00 2f 00 46
00 6¢ 00 61 00 67 00
73 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 49 00 6e
00 74 00 65 00 67 00
7200 61 00 74 00 6f
00 72 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 63 00 65 00 73 00
7300 54 00 69 00 6d
00 65 00 6¢ 00 69 00
6e 00 65 00 73 00 20
00 42 00 61 00 73 00
65 00 54 00 69 00 6d
00 65 00 3d 00 22 00
3200 3000320030
00 2d 00 31 00 31 00
2d 00 32 00 38 00 54
00 32 00 33 00 3a 00
30 00 3500 3a 00 33
00 32 00 5a 00 22 00
3e 00

Ascii

<.S.e.c.ure.B.o.0.t.Sta.t.
e.>.

<U.E.F.l.S.e.cur.e.B.o.0.t
.E.n.a.b.l.e.d.>.0.
</.U.E.F.L
S.e.c.ur.e.B.o.o.t.E.n.ab.l
e.d.>.

<./.S.e.c.ur.e.B.o.0.t.Sta.
te>.

<.l.nte.g.r.ato.r>.

<.F.l.a.g.s.>.8.0.0.0.0.0.0.0
.<./.F.lag.s.>.

</lnte.g.rato.r>.

<.P.ro.ce.s.s.T.i.m.e.li.n.
es.
.B.a.s.e.T.im.e.=.".2.0.
2.0.-.1.1.-.2.8.T.2.3.:.0.5...
3.2.2.">.

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

6FE7497A

6FE7497A

6FE7497A

6FE7497A

6FE7497A

6FE7497A

6FE7497A

6FE7497A

6FE7497A

6FE7497A

6FE7497A

6FE7497A

6FE7497A

6FE7497A

6FE7497A

6FE7497A

6FE7497A

6FE7497A

6FE7497A

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Page 91 of 108



File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

Copyright null 2020

Offset

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length
4

2

258

Value

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f
00 63 00 65 00 73 00
73 002000410073
00 49 00 64 00 3d 00
22 003300340030
00 22 00 20 00 50 00
49 00 44 00 3d 00 22
00 33 00 35 00 36 00
38 00 22 00 20 00 55
00 70 00 74 00 69 00
6d 00 65 00 4d 00 53
00 3d 00 22 00 37 00
3500 30 00 22 00 20
00 54 00 69 00 6d 00
65 00 53 00 69 00 6e
00 63 00 65 00 43 00
7200 6500 61 00 74
00 69 00 6f 00 6e 00
4d 00 53 00 3d 00 22
00 37 00 35 00 30 00
22002000 53 00 75
00 73 00 70 00 65 00
6e 00 64 00 65 00 64
00 4d 00 53 00 3d 00
22003000 2200 20
00 48 00 61 00 6e 00
67 00 43 00 6f 00 75
00 6e 00 74 00 3d 00
220030002200 20
00 47 00 68 00 6f 00
7300 74 00 43 00 6f
00 75 00 6e 00 74 00
3d 00 22 00 30 00 22
0020 00 43 00 72 00
61 00 73 00 68 00 65
00 64 00 3d 00 22 00
310022

0d 00 0a 00

09 00

3c 00 2f 00 50 00 72
00 6f 00 63 00 65 00
73 00 73 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 50 00 72
00 6f 00 63 00 65 00
73 00 73 00 54 00 69
00 6d 00 65 00 6¢ 00
69 00 6e 00 65 00 73
00 3e 00

0d 00 0a 00

09 00

3c 00 52 00 65 00 70
00 6f 00 72 00 74 00
49 00 6e 00 66 00 6f
00 72 00 6d 00 61 00
74 00 69 00 6f 00 6e
00 3e 00

0d 00 0a 00

09 00

Ascii

<.P.r.o.c.es.s. .As.ld="
3.4.0.". .P.I. '.3.5.6.8.".
.U.p.tim.eM.S.="7.5.0."
.T..m.e.S.i.n.ce.Cre.a.t.

i.o.n.M.S.=.".7.5.0.". .S.u.s.
p.e.n.d.e.d.M.
.H.a.n.g.C.o.u.n.
.G.h.o.s.t.C.o.u.n.t.
.Cras.hed=

<./.P.ro.c.e.s.s.>.

<./.P.ro.ce.s.s.T..m.e.li.
n.e.s.>.

<.R.e.p.o.rt.l.nform.a.t.
i.o.n.>.

Source

Completion Count Address

success or wait 1 6FE7497A
success or wait 2 6FE7497A
success or wait 1 6FE7497A
success or wait 1 6FE7497A
success or wait 2 6FE7497A
success or wait 1 6FE7497A
success or wait 1 6FE7497A
success or wait 1 6FE7497A
success or wait 1 6FE7497A
success or wait 1 6FE7497A
success or wait 1 6FE7497A
success or wait 1 6FE7497A
success or wait 1 6FE7497A
success or wait 2 6FE7497A

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERAA45.tmp.WERInternalMetadata.xml

Copyright null 2020

Offset

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length
98

4

2

98

40

40

Value

3c 00 47 00 75 00 69
00 64 00 3e 00 32 00
62 00 62 00 30 00 37
00 63 00 64 00 33 00
2d 00 61 00 32 00 39
00 36 00 2d 00 34 00
64 00 38 00 63 00 2d
00 62 00 36 00 63 00
66 00 2d 00 62 00 35
00 63 00 61 00 38 00
37 00 38 00 38 00 36
00 65 00 31 00 62 00
3c 00 2f 00 47 00 75
00 69 00 64 00 3e 00

0d 00 0a 00

09 00

3c 0043 00 72 00 65
00 61 00 74 00 69 00
6f 00 6e 00 54 00 69
00 6d 00 65 00 3e 00
32003000 3200 30
00 2d 00 31 00 31 00
2d 00 32 00 38 00 54
00 32 00 33 00 3a 00
3000 3500 3a00 33
00 32 00 5a 00 3c 00
2f 00 43 00 72 00 65
00 61 00 74 00 69 00
6f 00 6e 00 54 00 69
00 6d 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 52 00 65
00 70 00 6f 00 72 00
74 00 49 00 6e 00 66
00 6f 00 72 00 6d 00
61 00 74 00 69 00 6f
00 6e 00 3e 00

0d 00 0a 00

3c 00 2f 00 57 00 45
00 52 00 52 00 65 00
7000 6f 00 72 00 74
00 4d 00 65 00 74 00
61 00 64 00 61 00 74
00 61 00 3e 00

Ascii Completion

<.G.u.i.d.>.2.b.b.0.7.c.d.3.- success or wait
.a.2.9.6.-.4.d.8.c.-.b.6.c.f.-.
b.5.c.a.8.7.8.8.6.e.1.b.

<./.G.u.i.d.>.

success or wait

success or wait

<.C.re.a.ti.o.n.T..m.e.>.2. success or wait
0.2.0.-.1.1.-.2.8.T.2.3...0.5.
1.3.2.Z</Creatio.n.T.

i.m.e.>.

success or wait

success or wait

<./.R.e.p.o.r.tlnfo.rm.a. success or wait
tio.n.>.

success or wait

<./W.E.R.R.e.p.o.r.t. M.e.t. success or wait
a.d.ata.>.

Source

Count Address Symbol

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown

6FE7497A unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WERDO5.tmp.xml

C:\ProgramData\Microsoft\Windo
ws\WER\ReportArchive\AppCrash_
002.exe_566a661dal143f3fc1b192b
f169fbb3659a52956_6234ae00_00871c35\Report.wer

C:\ProgramData\Microsoft\Windo
ws\WER\ReportArchive\AppCrash_
002.exe_566a661dal143f3fc1b192b
f169fbb3659a52956_6234ae00_00871c35\Report.wer

C:\ProgramData\Microsoft\Windo
ws\WER\ReportArchive\AppCrash_
002.exe_566a661dal43f3fc1b192b
f169fbb3659a52956_6234ae00_00871c35\Report.wer

File Path

Registry Activities

Key Created

Key Path

Offset
unknown 4628

unknown 2

unknown 22

unknown 42

Length Value

3c 3f 78 6d 6¢ 20 76

65 72 73 69 6f 6e 3d

22 31 2e 30 22 20 65
6e 63 6f 64 69 6e 67

3d 22 55 54 46 2d 38
222073 74 61 6e 64
61 6¢ 6f 6e 65 3d 22

79 65 73 22 3f 3e 0d

0a 3c 72 6571 20 76
6572 3d 22 32 22 3e
0d 0a 20 20 3c 74 6¢
6d 3e 0d Oa 20 20 20
203c 737263 3e 0d
0a 20 20 20 20 20 20
3c 64 65 73 63 3e 0d
0a 20 20 20 20 20 20
2020 3c 6d 61 63 68
3e 0d 0a 20 20 20 20
2020 20 20 20 20 3c
6f 73 3e 0d 0a 20 20

2020 20 20 20 20 20
2020203c 617267
20 6e 6d 3d 22 76 65
72 6d 61 6a 22 20 76
61 6¢ 3d 22 31 30 22
20 2f 3e 0d Oa 20 20
2020 20 20 20 20 20
2020203c 617267
20 6e 6d 3d 22 76 65
72 6d 69 6e 22 20 76
61 6¢ 3d 22 30 22 20
2f 3e 0d Oa 20 20 20
2020 20 20 20 20 20
2020 3c 617267 20
6e 6d 3d 22 76 65 72
62 6¢ 64 22 20 76 61
6¢ 3d 22

ff fe

56 00 6500 72 00 73
00 69 00 6f 00 6e 00
3d 00 31 00 0d 00 Oa
00

4d 00 65 00 74 00 61
00 64 00 61 00 74 00
61 00 48 00 61 00 73
00 68 00 3d 00 35 00
38 00 39 00 30 00 32
00 30 00 32 00 32 00

Offset

Ascii

<?xml version="1.0"
encoding="UTF-8"
standalone="yes"?>..<req
ver="2">.. <tlm>.. <src>
<desc>..
<mach>..
<arg nm="vermaj" val="10"
/>.. <arg
nm="vermin" val="0" />..
<arg nm="verbld" val="

<0s>..

V.ers.i.o.n=1...

M.e.ta.d.a.ta.H.a.s.h.=5.
8.9.0.2.0.2.2.

Length

\REGISTRY\A\{e62075af-6c47-e46b-9dca-c765c9fdde03}\Root\InventoryApplicationFile\PermissionsCheckTestKey

\REGISTRY\A\{e62075af-6c47-e46b-9dca-c765c9fdde03}\Root\InventoryApplicationFile\PermissionsCheckTestKey

\REGISTRY\A\{e62075af-6c47-e46b-9dca-c765c9fdde03}\Root\InventoryApplicationFile\PermissionsCheckTestKey

Key Path

Key Value Modified

Key Path

Copyright null 2020

Name

Name Type

Old Data

Type

Data

New Data

Compl

Completion

success or wait

success or wait

success or wait

success or wait

Completion

Completion
success or wait
success or wait

success or wait

Completion

etion

Source

Count Address Symbol
1 6FE7497A unknown
1 6FE7497A unknown

176 6FE7497A unknown

1 6FE7497A unknown

Source
Count Address Symbol

Source
Count Address Symbol
1 6FE936BF unknown
1 6FE936BF unknown
1 6FE743D1 unknown

Source
Count Address Symbol

Source
Count Address

Symbol
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Source

Key Path Name Type Old Data New Data Completion Count Address Symbol
HKEY_LOCAL_MACHINE\SOFT ExceptionRecord binary A5 01 00 CO 01 00 00 00 00 05 00 00 CO 08 00 00 00 00 success or wait 1 6FE91FE8 RegSetValueExW
WARE\WO 00 00 00 13 3B OA 10 01 00 00 00 00 13 17 00 10 02 00
W6432Node\Microsoft\Windows\ 00 00 04 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Windows Error Reporting\Debug 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Analysis Process: Setup.exe PID: 6668 Parent PID: 4576
General
Start time: 15:05:40
Start date: 28/11/2020
Path: C:\Users\user\AppData\Local\Temp\RarSFX0\Setup.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

true

‘C:\Users\user\AppData\Local\Temp\RarSFX0\Setup.exe!

0x400000

4240136 bytes
62EAEA103DD9BEBGYES84F2EDE1ACDG3

true

true

Net C# or VB.NET

Reputation: low
[ File Activities
File Created
Source
File Path Access Attributes Options Completion Count Address  Symbol
C:\Users\user\AppData\Local\Temp\ read data or list device directory file | object name collision 1 40381F CreateDirectoryW
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local\Temp\nsg2FFC.tmp read attributes | device synchronous io  success or wait 1 405EEA GetTempFileNameW
synchronize | non alert | non
generic read directory file
C:\Users\user\AppData\Local\Temp\nsq2FFD.tmp read attributes | device synchronous io  success or wait 1 405EEA GetTempFileNameW
synchronize | non alert | non
generic read directory file
C:\Users read data or list device directory file | object name collision 1 4017FA CreateDirectoryW
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user read data or list device directory file | object name collision 1 4017FA CreateDirectoryW
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData read data or list device directory file | object name collision 1 4017FA CreateDirectoryW
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local read data or list device directory file | object name collision 1 4017FA CreateDirectoryW

Copyright null 2020

directory |
synchronize

synchronous io
non alert | open
for backup ident
| open reparse
point
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Source

File Path Access Attributes Options Completion Count Address  Symbol
C:\Users\user\AppData\Local\Temp read data or list device directory file | object name collision 1 4017FA CreateDirectoryW
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\nsq2FFD.tmp read data or list device directory file | success or wait 1 4017FA CreateDirectoryW
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point

C:\Users\user\AppData\Local\Temp\nsq2FFD.tmp\Sibuia.dll read attributes | device synchronous io  success or wait 1 405EA8 CreateFileW
synchronize | non alert | non
generic write directory file

C:\Users\user\AppData\Local\Temp\sib309A.tmp read attributes | device synchronous io  success or wait 1 6FEEOEC5 GetTempFileNameW
synchronize | non alert | non
generic read directory file

C:\Users\user\AppData\Local\Temp\sib309A.tmp read data or list device directory file | success or wait 1 6FEE1387 CreateDirectoryW
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\sib309A.tmp read data or list device directory file | object name collision 2 6FEE1387 CreateDirectoryW
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point

C:\Users\user\AppData\Local\Temp\sib309A.tmp\SibCa.dll read attributes | device synchronous io  success or wait 1 6FED197D CreateFileW
synchronize | non alert | non
generic write directory file

C:\Users\user\AppData\Local\Temp\sib309A.tmp\SibClr.dll read attributes | device synchronous io  success or wait 1 6FED197D CreateFileW
synchronize | non alert | non
generic write directory file

C:\Users\user\AppData\Local\Temp\sib309A.tmp\0O read data or list device directory file | success or wait 1 6FEE1387 CreateDirectoryW
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\sib309A.tmp\0O read data or list device directory file | object name collision 1 6FEE1387 CreateDirectoryW
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Temp\sib309A.tmp\O\setup.exe read attributes | device synchronous io  success or wait 1 6FED197D CreateFileW
synchronize | non alert | non
generic write directory file
C:\ProgramData\sib\{F9266136-0000-46F8-BC66-FDD9185E4296} read data or list device directory file | object path not found 1 6FEE1387 CreateDirectoryW
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\ProgramData\sib read data or list device directory file | success or wait 1 6FEE1387 CreateDirectoryW
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\ProgramData\sib\{F9266136-0000-46F8-BC66-FDD9185E4296} read data or list device directory file | success or wait 1 6FEE1405 CreateDirectoryW
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point

C:\ProgramData\sib\{F9266136-0000-46F8-BC66-FDD9185E4296}\si read attributes | device synchronous io  success or wait 1 6FED197D CreateFileW
b.dat synchronize | non alert | non

generic write directory file
C:\ProgramData\sib\{F9266136-0000-46F8-BC66-FDD9185E4296}\Si read data or list device sequential only | success or wait 1 6FEA570D CopyFileW
bClr.dll directory | read non directory

attributes | file

delete | write

dac |

synchronize |
generic read |
generic write
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File Path

C:\ProgramData\sib\{F9266136-0000-46F8-BC66-FDD9185E4296}\Si

bCa.dll

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\UsageLogs\

Setup.exe.log

File Deleted

File Path

C:\Users\user\AppData\Local\Temp\nsq2FFC.tmp
C:\Users\user\AppData\Local\Temp\nsq2FFD.tmp
C:\Users\user\AppData\Local\Temp\sib309A.tmp
C:\Users\user\AppData\Local\Temp\sib309A.tmp\O\setup.exe
C:\Users\user\AppData\Local\Temp\sib309A.tmp\SibCa.dll
C:\Users\user\AppData\Local\Temp\sib309A.tmp\SibClr.dll
C:\Users\user\AppData\Local\Temp\nsq2FFD.tmp\Sibuia.dll

File Written

File Path

C:\Users\user\AppData\Local\Temp\nsq2FFD.tmp\Sibuia.dll

Copyright null 2020

Access Attributes

read data or list device
directory | read
attributes |

delete | write

dac |

synchronize |

generic read |

generic write

read attributes | device
synchronize |
generic write

Options Completion

sequential only | success or wait
synchronous io

non alert | non

directory file

synchronous io  success or wait
non alert | non
directory file

Completion

success or wait
success or wait
success or wait
success or wait
success or wait
success or wait

cannot delete

Source
Count Address  Symbol

1 6FEA5776 CopyFileW
1 6DA0C78D CreateFileW
Source

Count Address Symbol

403A6A DeleteFileW
406CEA  DeleteFilew
6FEB149A DeleteFileW
6FEE11C6 DeleteFilewW
6FEE11C6 DeleteFilewW
6FEE11C6 DeleteFilewW

P R R R R R R

406E01 DeleteFileW

Offset Length Value Ascii

unknown 32768

Source
Completion Count Address Symbol
4d 529000030000 MZ......ccoveevveneen @..... success or wait 25 403505 WriteFile
00 04 00 00 00 ff ff 00 ...

00 b8 0000000000 (...

..L.IThis program

00 00 40 00 00 00 00 cannot be run in DOS

00 00 00 00 00 00 00 mode....
00000000000000 $....... IA\——

mo

0000 0000 000000 J...[. 7|} 00
0000 00 00000000 .. }A.[$.}.. 3% }oo ...}
00000028 010000 .|..}.|z.}o |}

Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 41 de ae 2e 05 bf
c0 7d 05 bf c0 7d 05
bf cO 7d 5e d7 c3 7c
Oe bfcO 7d 93 d6 c5
7c 03 bf c0 7d 5e d7
c4 7c 1b bf c0 7d 5e
d7 ¢5 7c bc bf cO 7d
5e d7 c6 7c 04 bf cO
7d 5e d7 c1 7c 24 bf
c0 7d 05 bf c1 7d 78
bd c0 7d fd cf c4 7c
14 bf c0 7d fd cf c3 7c
12 bf c0 7d fd cf c5 7c
7a bf cO 7d b2 ce c9
7c 0a bf cO 7d b2 ce
c0 7c 04 bf c0 7d b2
ce 3f 7d 04 bf c0 7d
05 bf 57 7d 04 bf cO

L2} W
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File Path

C:\Users\user\AppData\Local\Temp\sib309A.tmp\SibCa.dll

C:\Users\user\AppData\Local\Temp\sib309A.tmp\SibClr.dll

Copyright null 2020

Offset Length Value

unknown 4096

unknown 52520

el b9 00 4d 5a 90 00
03 00 00 00 82 04 00
30 ff ff 00 00 b8 00 38
2d 01 10 40 04 38 19
30 80 00 70 Oe 1f 00
ba Oe 00 b4 09 cd 21
b8 00 01 4c cd 21 54
68 69 73 00 20 70 72
6f 67 72 61 6d 00 20
63 61 6e 6e 6f 74 20
00 62 65 20 72 75 6e
20 69 00 6e 20 44 4f
53 20 6d 6f 80 64 65
2e 0d 0d Oa 24 04 b0
00 50 45 00 00 4c 01
0300 10 64 38 32 bd
04 12 00 e0 00 00 02
21 0b 01 30 00 00 a6
a5 00 11 06 03 15 06
¢4 00 07 20 00 03 42
€0 00 03 00 00 10 00
01 0b 02 0f 03 b7 01
11 01 bf 02 19 20 01
0000910017 1e 2e
01 00 d7 40 85 01 2a
fb 00 2d 00 1a 10 02
0a 01 23 00 09 01 06
02 03 60 b1 c3 00 00
4f 81 04 80 2b 68 07
01 84 82 0a 00 02 ae
00 00 28 1f 51 01 06
01 00 Oc 00 03 14 80
133857 0107 a5 01
80 4f 08 88 15 08 80
07 48 41 88 07 2e 74
65 78 74 80 07 Oc fe
a4 00

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00

00 000000000000 ...

00 00 00 80 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 732070 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 50 45 00 00 4c 01
03 00 64 38 32 bd 00
00 00 00 00 00 00 00
€0 0002 21 0b 01 30
00 00 a6 00 00 00 06
00 00 00 00 00 00 06
¢4 00 00 00 20 00 00
00 e0 00 00 00 00 00
10 00 20 00 00 00 02
00 00 04 00 00 00 00
00 00 00 04 00 00 00
00 00 00 00 00 20 01
00 00020000 1e 2e
01 00 03 00 40 85 00
00 10 00 00 10 00 00
00 00 10 00 00 10 00
00 00 00 00 00 10 00
00 00 00 00 00 00 00
00 00

I 7~ 0......8-..@.8.0

P 1...L.IThis. progr
am. cannot .be run i.n
DOS mo.

de...$..PE..L...d82........

({0

(Qurve 8W...0...

HA...text......

............ 1..L.IThis program

cannot be run in DOS
mode....
$......PE..L...d82
L0 .

Completion

success or wait

success or wait

Source

Count Address Symbol

1

1

6FED1BB2 WriteFile

6FED1BB2 WriteFile
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\sib309A.tmp\O\setup.exe unknown 3956884 4d 5a 9000030000 MZ........ccccceeuenven. @..... success or wait 1 6FED1BB2 WriteFile
00 04 00 00 00 ff ff 00 ...

00 b8 00 00 00 00 00 .L.!This program
00 00 40 00 00 00 00 cannot be run in DOS

00 00 00 00 00 00 00 mode....

00 000000000000 $..
00 00 00 00 00 00 00 .
00 00 00 00 00 00 00 O..
00000018 010000 .#..&.
Oe 1f ba0e 00 b4 09 ._f.".
cd 21 b8 01 4c cd 21

54 68 69 73 20 70 72

6f 67 72 61 6d 20 63

61 6e 6e 6f 74 20 62

65 20 72 75 6e 20 69

6e 20 44 4f 53 20 6d

6f 64 65 2e 0d 0d Oa

24 00 00 00 00 00 00

00 62 60 f7 f7 26 01

99 a4 26 01 99 a4 26

0199 a4 92 9d 68 a4

2b 01 99 a4 92 9d 6a

a4 ab 01 99 a4 92 9d

6b a4 3e 01 99 a4 b8

al 5e a4 24 01 99 a4

1d 5f 9a a5 30 01 99

a4 1d 5f 9d a5 35 01

99 a4 1d 5f 9c a5 Oa

0199 a4 2f 79 1a a4

2c 01 99 a4 2f 79 Oa

a4 230199 a4 26 01

98 a4 2¢ 00 99 a4 b1

5f9c a5 17 01 99 a4

b1 5f 99 a5 27 01 99

a4 b4 5f 66 a4 27 01

99 a4 bl 5f 9b a5 27

0199
C:\ProgramData\sib\{F9266136-0000-46F8-BC66- unknown 1864 ff fe ff 26 7b 00 46 00 ...&{.F.9.2.6.6.1.3.6.- success or wait 1 6FED1BB2 WriteFile
FDD9185E4296}\sib.dat 39003200360036 .2.C.E.2.-4.6.F.8.--

0031 0033003600 .B.C.6.6.-.F.D.D.

2d 003200430045 9.1.85.E.4.29.6.}....p.1...
0032002d 003400 ... admi
36 00 46 003800 2d n.....0...0...0. .
0042 0043003600 :\n.ew._kill\p.1l\e.
36 00 2d 00 46 00 44 x.e.....p.1.(.3.)...e.x.e.E{
0044 0039003100 "appVersion": "6.0.8",.
38 00 3500 45 0034 "arpNoRemove"

00 32 00 39 00 36 00

7d 00 ff fe ff 02 70 00

3100 01 00 00 00 00

00 00 00 04 00 00 00

01 00 00 00 00 00 00

00 ff fe ff 05 61 00 64

00 6d 00 69 00 6e 00

ff fe ff 05 30 00 2e 00

30 00 2e 00 30 00 ff

fe ff 00 ff fe ff 00 ff fe

ff 12 49 00 3a 00 5¢

00 6e 00 65 00 77 00

5f 00 6b 00 69 00 6¢

00 6¢ 00 5¢ 00 70 00

31 00 5¢ 00 65 00 78

00 65 00 ff fe ff 09 70

00 31 00 28 00 33 00

29 00 2e 00 65 00 78

00 65 00 ff 45 01 7b

0a 20 20 20 20 22 61

7070 56 65 72 73 69

6f 6e 22 3a 20 22 36

2e 30 2e 38 22 2c Oa

20202020 226172

70 4e 6f 52 65 6d 6f

76 65 22
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File Path

C:\ProgramData\sib\{F9266136-0000-46F8-BC66-
FDD9185E4296}\SibClr.dll

C:\ProgramData\sib\{F9266136-0000-46F8-BC66-
FDD9185E4296}\SibCa.dll

Copyright null 2020

Offset
0

0

Length Value

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00

52520

4096

Ascii

V] 72— @.....

cannot be run in DOS
mode....

00 000000000000 ...

00 00 00 80 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 732070 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 50 45 00 00 4c 01
03 00 64 38 32 bd 00
00 00 00 00 00 00 00
€0 0002 21 0b 01 30
00 00 a6 00 00 00 06
00 00 00 00 00 00 06
¢4 00 00 00 20 00 00
00 e0 00 00 00 00 00
10 00 20 00 00 00 02
00 00 04 00 00 00 00
00 00 00 04 00 00 00
00 00 00 00 00 20 01
00 00020000 1e 2e
01 00 03 00 40 85 00
00 10 00 00 10 00 00
00 00 10 00 00 10 00
00 00 00 00 00 10 00
00 00 00 00 00 00 00
00 00

e1b9004d5a9000 ..

03 00 00 00 82 04 00
30 ff ff 00 00 b8 00 38
2d 01 10 40 04 38 19
30 80 00 70 Oe 1f 00
ba Oe 00 b4 09 cd 21
b8 00 01 4c cd 21 54
68 69 73 00 20 70 72
6f 67 72 61 6d 00 20
63 61 6e 6e 6f 74 20
00 62 65 20 72 75 6e
20 69 00 6e 20 44 4f
53 20 6d 6f 80 64 65
2e 0d 0d 0Oa 24 04 b0
00 50 45 00 00 4c 01
0300 10 64 38 32 bd
04 12 00 e0 00 00 02
21 0b 01 30 00 00 a6
a5 00 11 06 03 15 06
¢4 00 07 20 00 03 42
€0 00 03 00 00 10 00
01 0b 02 0f 03 b7 01
11 01 bf 02 19 20 01
0000910017 1e 2e
01 00 d7 40 85 01 2a
fb 00 2d 00 1a 10 02
0a 01 23 00 09 01 06
02 03 60 b1 c3 00 00
4f 81 04 80 2b 68 07
01 84 82 0a 00 02 ae
00 00 28 1f 51 01 06
01 00 Oc 00 03 14 80
133857 0107 a5 01
80 4f 08 88 15 08 80
07 48 41 88 07 2e 74
65 78 74 80 07 Oc fe
a4 00

L.IThis. progr
am. cannot .be run i.n
DOS mo.
de....$...PE..L....d82.

.L.!This program

Completion

success or wait

success or wait

Source

Count Address Symbol

1

1

6FEA570D CopyFileW

6FEA5776 CopyFileW
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File Path Offset Length Value Ascii

C:\Users\user\AppData\Local\Mi unknown 135
crosoft\CLR_v4.0_32\UsageLogs\Setup.exe.log

Source

Completion Count Address Symbol

312c 2266757369 1,"fusion”,"GAC",0..1,"Win success or wait 1 6DA0C907 WriteFile

6f 6e 22 2c 22 47 41 RT",

4322 2c 300d 0a 31 "NotApp",1..2,"Microsoft.Js
2c 22 57 69 6e 52 54 cript, Version=10.0.0.0,

222c 22 4e 6f74 41 Culture=neutral,

7070 22 2¢ 31 0d Oa PublickeyToken=b03f5f7f1

322c224d 696372 1d50a3a",0..

6f 73 6f 66 74 2e 4a

53637269 70 74 2¢
2056 65 72 73 69 6f
6e 3d 31 30 2e 30 2e
30 2e 302c 2043 75
6C 74 75 72 65 3d 6e
657574 72 61 6¢ 2¢
2050 75 62 6¢ 69 63
4b 65 79 54 6f 6b 65
6e 3d 62 30 33 66 35
66 37 66 31 31 64 35
3061 33 61 22 2c 30

0d Oa
File Read
Source

File Path Offset Length Completion Count Address  Symbol
C:\Users\user\AppData\Local\Temp\RarSFX0\Setup.exe unknown 512 success or wait 200 403353 ReadFile
C:\Users\user\AppData\Local\Temp\RarSFX0\Setup.exe unknown 4 success or wait 1 403353 ReadFile
C:\Users\user\AppData\Local\Temp\RarSFX0\Setup.exe unknown 4 success or wait 1 403353 ReadFile
C:\Users\user\AppData\Local\Temp\RarSFX0\Setup.exe unknown 8 success or wait 1 6FED19FE ReadFile
C:\Users\user\AppData\Local\Temp\RarSFX0\Setup.exe unknown 4096 success or wait 1 6FED19FE ReadFile
C:\Users\user\AppData\Local\Temp\RarSFX0\Setup.exe unknown 4096 success or wait 1 6FED19FE ReadFile
C:\Users\user\AppData\Local\Temp\RarSFX0\Setup.exe unknown 33822 success or wait 1 6FED19FE ReadFile
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config unknown 4095 success or wait 1 6D6D5705 unknown
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config unknown 6135 success or wait 1 6D6D5705 unknown
C:\Windows\assembly\Nativelmages_v4.0.30319_32\mscorlib\a152 unknown 176 success or wait 1 6D6303DE ReadFile
fe02a317a77aeee36903305e8baé\mscorlib.ni.dll.aux
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config unknown 4095 success or wait 1 6D6DCA54 ReadFile
C:\Users\user\AppData\Local\Temp\RarSFX0\Setup.exe unknown 3855010 success or wait 1 6FED19FE ReadFile

Registry Activities

Key Value Created

Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_LOCAL_MACHINE\SYSTEM\Cont PendingFileRenameOper unicode array \??\C:\Users\user\AppData\Loca success or wait 1 406CAB MoveFileExW
rolSet001\Control\Session Manager ations \Temp\nsq2FFD.tmp\Sibuia.dll

Key Value Modified

Source
Key Path Name Type Old Data New Data Completion Count Address Symbol
HKEY_LOCAL_MACHINE\SY PendingFileRenameOper unicode \?? \?? success or wait 1 406CAB MoveFileExW
STEM\Cont ations array \C:\Users\user\AppData\Loca \C:\Users\user\AppData\Loca
rolSet001\Control\Session \Temp\nsq2FFD.tmp\Sibuia.dll NTemp\nsq2FFD.tmp\Sibuia.dll
Manager \?2?
\C:\Users\user\AppData\Local
\Temp\nsq2FFD.tmp\

Analysis Process: setup.exe PID: 6732 Parent PID: 6668
General
Start time: 15:05:43
Start date: 28/11/2020
Path: C:\Users\user\AppData\Local\Temp\sib309A.tmp\O\setup.exe

Wow64 process (32bit):
Commandline:

Imagebase:

Copyright null 2020

true

‘C:\Users\user\AppData\Local\Temp\sib309A.tmp\O\setup.exe' -s

0x50000
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File size:

MD5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

3956884 bytes

D64E3CC11AFC6331715BDFEC5F26C2A0

true

true

C, C++ or other language

Reputation: low
[ File Activities
File Created
Source
File Path Access Attributes Options Completion Count Address Symbol

C:\Program Files (x86)

C:\Program Files (x86)\ujvgkl7ofji6

C:\Program Files (x86)\ujvgkl7ofji6\__tmp_rar_sfx_access_check_4929562

C:\Program Files (x86)\ujvgkl7ofji6\aliens.exe

File Deleted

File Path

C:\Program Files (x86)\ujvgkl7ofji6\__tmp_rar_sfx_access_check_4929562

File Written

File Path

C:\Program Files (x86)\ujvgkl7ofji6\aliens.exe

Copyright null 2020

read data or list device
directory |
synchronize

read data or list device
directory |
synchronize

read attributes | device
synchronize |
generic read |
generic write

read attributes | device
synchronize |
generic write

Length Value
unknown 65536  4d 5a 90 00 03 00 00

00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 10 01 00 00
Oe 1f ba Oe 00 a8 9e Oc
00 00 a0 33 00 21 54
68 69 73 20 70 72 6f 67
72 61 6d 20 63 61 6e
6e 6f 74 20 62 65 20 72

75 6e 20 69 6e 20 44 Af

53 20 6d 6f 64 65 2e 0d
0d 0a 24 00 00 00 00

00 00 00 2d 82 c1 ed

69 e3 af be 69 e3 af be
69 e3 af be d4 ac 39 be
6b e3 af be 60 9b 3a be
77 e3 af be 60 9b 2c be

db e3 af be 60 9b 2b be

50 e3 af be 4e 25 c2 be
63 e3 af be 4e 25 d4 be
48 e3 af be 69 e3 ae be

64 el af be 60 9b 20 be

2f e3 af be 77 b1 3a be
6b e3 af be 77 b1 3b be
68 e3 af be 69 e3 38 be
68 e3 af be 60 9b 3e be

68 e3 af be 52 69 63 68
69 e3 af be 00 00 00 00

00 00 00

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

object name collision 1

success or wait 1

success or wait 1

success or wait 1
Completion

success or wait

Completion

success or wait

............... 3.IThis program
cannot be run in DOS

mode....$....... -

AT
c...N%..
wk..w.;.h
Richi..........

5A174  CreateDirectoryW

5A174  CreateDirectoryW

5974C  CreateFileW

5974C  CreateFileW

Source
Count Address Symbol

1 5A084  DeleteFilew

Source
Count Address Symbol

164 59EFE  WriteFile

Page 102 of 108



File Read

Source
File Path Offset Length Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\sib309A.tmp\O\setup.exe unknown 8192 success or wait 74 5981C  ReadFile
Analysis Process: aliens.exe PID: 1112 Parent PID: 6732
General
Start time: 15:06:58
Start date: 28/11/2020
Path: C:\Program Files (x86)\ujvgkl7ofji6\aliens.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

true

‘C:\Program Files (x86)\ujvgkl7ofji6\aliens.exe’

0x400000
528498344 bytes

OF88FD9D557FFBE67A8897FBOFCO8SEE7

true

true

C, C++ or other language

e Rule: Ping_Command_in_EXE, Description: Detects an suspicious ping command
execution in an executable, Source:
00000013.00000002.511085870.0000000003310000.00000040.00000001.sdmp, Author:

Florian Roth

[ File Activities

File Created

File Path
C:\Users\user\AppData\Local\Temp\85F91A36E275562F.exe

File Written

File Path

Copyright null 2020

Access Attributes

read data or list device
directory | read
attributes |

delete | write

dac |

synchronize |

generic read |

generic write

Length Value Ascii

Options Completion

sequential only | success or wait
non directory
file

Completion

Source
Count Address Symbol

1 10020402 CopyFileA

Source
Count Address Symbol
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File Path Offset Length

C:\Users\user\AppData\Local\Temp\85F91A36E275562F.exe 0 1048576

C:\Users\user\AppData\Local\Temp\85F91A36E275562F.exe 411041792 1048576

File Read

File Path
C:\Program Files (x86)\ujvgkl7ofji6\aliens.exe
C:\Program Files (x86)\ujvgkl7ofji6\aliens.exe

Value Ascii

4d 529000030000 MZ......cocorvvueuenee Q.....
00 04 00 00 00 ff ff 00 .
00 b8 00 00 00 00 00 ..3.IThis program
00 00 40 00 00 00 00 cannot be run in DOS

00 00 00 00 00 00 00 mode....$....... -

00 000000000000 ...i...i...i.....9.k.

00 00 00 00 0000 00 .
00 00 00 00 00 00 00 c...N%..H
00 00 00 10 01 00 00 13
Oe 1f ba Oe 00 a8 9e Richi..
Oc 00 00 a0 33 00 21

54 68 69 73 20 70 72

6f 67 72 61 6d 20 63

61 6e 6e 6f 74 20 62

65 20 72 75 6e 20 69

6e 20 44 4f 53 20 6d

6f 64 65 2e 0d 0d Oa

2400 00 00 00 00 00

00 2d 82 cl ed 69 e3

af be 69 e3 af be 69

e3 af be d4 ac 39 be

6b e3 af be 60 9b 3a

be 77 e3 af be 60 9b

2c be db e3 af be 60

9b 2b be 50 e3 af be

4e 25 c2 be 63 e3 af

be 4e 25 d4 be 48 e3

af be 69 e3 ae be 64

el af be 60 9b 20 be

2f e3 af be 77 bl 3a

be 6b e3 af be 77 bl

3b be 68 e3 af be 69

e3 38 be 68 e3 af be

60 9b 3e be 68 e3 af

be 52 69 63 68 69 e3

af be 00 00 00 00 00

00 00

00 00 00 00 000000 .
00 00 00 00 00 00 00
00 000000000000 .
00 00 00 00 000000 .
00 00 00 00 00 00 00
00 000000000000 .
00 00 00 00 00 00 00 .
00 00 00 00 00 00 00
00 000000000000 .
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00

Offset Length
unknown 77

unknown

Completion

4210344

Source

Count Address Symbol
success or wait 392 10020402 CopyFileA
unknown 1 10020402 CopyFileA

Source
Completion Count Address Symbol

success or wait 1 417410 ReadFile

success or wait 1 4174E8 ReadFile

Copyright null 2020
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Analysis Process: jg2_2qua.exe PID: 5292 Parent PID: 4576

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

15:07:08

28/11/2020

C:\Users\user\AppData\Local\Temp\RarSFX0\jg2_2qua.exe

true

‘C:\Users\user\AppData\Local\Temp\RarSFX0\jg2_2qua.exe'

0x400000

574976 bytes

676757904C8383FD9ACBEED15AA8DCC4

true

true

C, C++ or other language

[ File Activities

File Created

File Path
C:\Users\user\Documents\VicpVideoV1.0.1

C:\Users\user\Documents\VicpVideoV1.0.1\jg2_2qua.exe

C:\Users\user\AppData\Local\Temp\RarSFX0\d

C:\Users\user\AppData\Local\Temp\RarSFX0\d

File Deleted

File Path
C:\Users\user\AppData\Local\Temp\RarSFX0\d

File Written

File Path

Copyright null 2020

Access Attributes

read data or list device
directory |
synchronize

read data or list device
directory | read
attributes |

delete | write

dac |

synchronize |

generic read |

generic write

read attributes | device
synchronize |
generic write

read attributes | device
synchronize |
generic write

Length  Value

Ascii

Options Completion

directory file | success or wait
synchronous io

non alert | open

for backup ident

| open reparse

point

sequential only | success or wait
non directory
file

synchronous io  success or wait
non alert | non
directory file

synchronous io  success or wait
non alert | non
directory file

Completion

success or wait

Completion

Source

Count Address Symbol

1

1

1

1

40D123 CreateDirectoryW

40BCF8 CopyFilew

4A99A5 CreateFileW

40BBF6 CreateFileW

Source
Count Address Symbol

1 491254 DeleteFileW

Source
Count Address Symbol
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File Path
C:\Users\user\Documents\VicpVideoV1.0.1\jg2_2qua.exe

C:\Users\user\AppData\Local\Temp\RarSFX0\d

Copyright null 2020

Offset Length

0 262144

unknown 4096

Source

Value Ascii Count Address Symbol

4d 524000010000 MZ@.......cccovvevvrunucnnne
0002000000 ffff00 .........l..L.IWin32 .EXE...$
00b80000000000 @...PE..L...b._..............
00 00 Oa 00 00 00 00 @.

00 00 00 Oe 1f ba Oe
00 b4 09 cd 21 b8 01
4c cd 21 57 69 6e 33
32202e4558452e ..
0d 022440000000 ...............
50 45 00 00 4c 01 03

00 ba 62 bc 5f 00 00

00 00 00 00 00 00 e0

00 03 03 0b 01 Oe 10

00 72 Oc 00 00 ec 04

00 00 00 00 00 e5 91

11 00 00 10 00 00 00

90 Oc 00 00 00 40 00

00 10 00 00 00 02 00

00 06 00 00 00 00 00

00 00 06 00 00 00 00

00 00 00 00 60 13 00

00 02 00 00 00 00 00

00 02 00 00 81 00 00

10 00 00 70 00 00 00

00 10 00 00 10 00 00

00 00 00 00 10 00 00

00 00 00 00 00 00 00

00 000090 11 00 e8

01 000000 a0 11 00

5c be 01 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00

Completion

success or wait 3 40BCF8 CopyFileWw

53 51 4¢c 69 74 65 20 SQLite format 3.
66 6f 72 6d 61 74 20
3300 100001 01 00
40 20 20 00 00 00 03
00 00 00 05 00 00 00
00 00 00 00 00 00 00
00 02 00 00 00 04 00
00 00 00 00 00 00 00
00 00 00 01 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 03 00 2e
43 c1 0d 0f f8 00 04
0d 20 00 0f 67 Of cf
0d 20 0f 38 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00

success or wait 4 49F08E WriteFile
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File Path Offset Length

C:\Users\user\AppData\Local\Temp\RarSFX0\d unknown 4096

C:\Users\user\AppData\Local\Temp\RarSFX0\d unknown 26738688

File Read

File Path

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Cookies
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Cookies
C:\Users\user\AppData\Local\Temp\RarSFX0\d

Registry Activities
Copyright null 2020

Value

0a 00 00 00 01 Of eb
00 0f eb 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00

2c 89 f0 1c ef cd ab

89 20 06 00 00 00 00
00 00 72 31 00 00 00
00 00 00 93 6¢ 7e 1b
1a 2212 1b 06 77 4b
04 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 02 00 00 00
20 02 67 00 Ob 00 00
00 1d 2d Oe 1e 09 78
3306 36 2d Oe 1e 09
78 5f 00 68 02 69 00
0Ob 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 01
00 00 00 92 6b b1 5¢
1a 2212 1b 06 77 0d
04 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 59 00 00 00 Oa
00 00 00 00 00 00 00
ee 42 00 00 00 00 00
00 14 00 00 00 00 80

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00
Offset Length
unknown 4096
unknown 4096
0 100

..X3.6-..x_.h.i.......
................... k\."w.

Completion

success or wait

success or wait

Completion
success or wait
end of file

success or wait

Source

Count Address Symbol

1

1

Count Address

5
1
4

49F08E  WriteFile

40BC13 WriteFile

Source

Symbol
4A00EA ReadFile
4A00EA ReadFile

41B145 ReadFile
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Key Created

Source
Key Path Completion Count Address Symbol
HKEY_CURRENT_USER\Software\ffdroider success or wait 1 40B91D RegCreateKeyW
HKEY_CURRENT_USER\Software\ffdroider\FFDroider success or wait 1 40B91D RegCreateKeyW

Disassembly

Code Analysis
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