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Analysis Report http://bonusbomber.com
Overview

General Information Detection Signatures Classification

. "
Sample URL: hitp://bonusbomber.com No high impact signatures.
Analysis ID: 324353

Most interesting Screenshot:

ONU
OMBER [c]eo]

Instagram University Pro Review

by Niklas Pedde

Instagram University 2.0 Review
by Niklas Pedde

Score: 0
Range: 0-100
Whitelisted:  false
Confidence:  80%

Startup

= System is w10x64

. @ iexplore.exe (PID: 6024 cmdline: 'C:\Program Files\Internet Exploreniexplore.exe' -Embedding MD5: 6465CB92B25A7BC1DF8E01D8AC5E7596)

. @ iexplore.exe (PID: 6068 cmdline: 'C:\Program Files (x86)\Internet ExplorelEXPLORE.EXE' SCODEF:6024 CREDAT:17410 /prefetch:2 MD5:
071277CC2E3DF41EEEA8013E2AB58D5A)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

No yara matches

Sigma Overview

No Sigma rule has matched

Signature Overview
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@

There are no malicious signatures, click here to show all signatures.

Mitre Att&ck Matrix

Initial

Access Execution Persistence

Valid Windows Path

Accounts Management  Interception

Instrumentation

Default  Scheduled Boot or

Accounts Task/Job Logon
Initialization
Scripts

Domain At (Linux) Logon Script

Accounts (Windows)

Local At (Windows)  Logon Script
Accounts (Mac)

Behavior Graph

Copyright null 2020

Click to jump to signature section

Privilege  Defense
Escalation Evasion

Process Masquerading

Injection

Boot or Process

Logon Injection
Initialization

Scripts

Logon Obfuscated Files
Script or Information
(Windows)

Logon Binary Padding
Script

(Mac)

Credential
Access
(e
Credential
Dumping

LSASS
Memory

Security
Account
Manager

NTDS

@ Networking
® System Summary

Discovery

File and
Directory

Discovery

Application
Window
Discovery

Query
Registry

System
Network

Lateral
Movement Collection
Remote Data from
Services Local
System
Remote Data from
Desktop Removable
Protocol Media

SMB/Windows Data from

Admin Shares Network
Shared
Drive

Distributed Input
Component Capture

Configuration Object Model

Discovery

Exfiltration

Exfiltration
Over Other
Network
Medium

Exfiltration
Over
Bluetooth

Automated
Exfiltration

Scheduled
Transfer

Command
and
Control

Encrypted
Channel

Non-
Application
Layer
Protocol

Application
Layer
Protocol §

Ingress
Tool
Transfer

Network
Effects

Eavesdrop on
Insecure
Network
Communication

Exploit SS7 to
Redirect Phone
Calls/SMS

Exploit SS7 to
Track Device
Location

SIM Card
Swap

Remote
Service
Effects Impa

Remotely Modit
Track Device Syste
Without Partit
Authorization

Remotely Devic
Wipe Data  Lock¢
Without

Authorization
Obtain Delet
Device Devic
Cloud Data
Backups
Carrit
Billing
Frauc
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Screenshots

Thumbnails

ID: 324353 MALICIOUS
URL: http://bonusbomber.com SUSPICIOUS
Startdate: 29/11/2020

Architecture: WINDOWS

Score: 0

bonusbomber.com CA
185.61.152.57, 443, 49695, 49696
NAMECHEAP-NETUS
United Kingdom HE

Behavior Graph

UNRKNOUN

started

started

@ iexplore.exe :'.

@ E="2 B =

=

star-mini.c10r.facebook.com C
185.60.216.35, 443, 49721, 49722
FACEBOOKUS
Ireland 1

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

-
[1:]
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o

Process
Signature
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DNS/IP Info
Is Dropped

¢ FEEE]

Is Windows Process

*
*n

Number of created Registry Values

Number of created Files

Y

Visual Basic

g5
2z
oz

)

Delphi

i
i
=

Java
.Net C# or VB.NET

C, C++ or other language

D@ 2 i~

Is malicious

Internet

4 other IPs or domains

R

AR

ety
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& Bonusbomb,

hitps://bonusbomber.com/

er - Getyour B, % ||

INUS
JMBER

Instagram University Pro Review
by Niklas Pedde

Instagram University Pro Review by Niklas Pedde — s
This review is about the new Instagram University
Pro by Niklas Pedde. In the online course, you learn
v Instagram works, how to take advantage of the
al media platform and generate money with
your account
L

Continue reading

Instagram University 2.0 Review
by Niklas Pedde

Instagram University 2.0 Rey Niklas Pedde -
The following revie: about the online course
Instagram University 2.0. by Niklas Pedde
Instagram University 2.0 is an online course that

O Type here to search

- @ C || Search.

REVIEWS VIDEOS

Top Rated Products

» Instagram University Pro Review by
Niklas Pedde

» Instagram University 2.0 Review by
Niklas Pedde

» Passive Affiliate System Review by
Andy Hafell

» Unhustled 6 Figure Freedom Review
by Sean Donahoe

» Ecom Elites Review by Franklin
Hatchett

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source
hitp://bonusbomb
hitp://bonusbomb

er.com

er.com

Dropped Files

No Antivirus matches

Unpacked P

E Files

No Antivirus matches

Domains

Source

bonusbomber.com

URLs

Source

hitp://https://bonusbomber.com/wp-content/uploads/2019/08/Bonusbomber-1-50x28.png

hitp://https://bonusbomber.com/wp-includes/js/plupload/plupload.min.js?ver=2.1.9

Copyright null 2020

Detection Scanner
0% Virustotal
0% Avira URL Cloud
Detection Scanner
0% Virustotal
Detection Scanner
0% Avira URL Cloud
0% Avira URL Cloud

Label Link
Browse

safe

Label Link
Browse

Label Link

safe

safe
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https://www.virustotal.com/gui/url/7ee44fd16387d18268ef55b37024989dfdc5a0468e270251a2f2f2d583c93373/detection/u-7ee44fd16387d18268ef55b37024989dfdc5a0468e270251a2f2f2d583c93373-1539468586
https://www.virustotal.com/gui/url/7ee44fd16387d18268ef55b37024989dfdc5a0468e270251a2f2f2d583c93373/detection/u-7ee44fd16387d18268ef55b37024989dfdc5a0468e270251a2f2f2d583c93373-1539468586

Source Detection Scanner Label Link

hitp://https://bonusbomber.com/wp-content/uploads/2019/11/Bonusbomber-2-768x432.jpg 0% Avira URL Cloud safe
hitp://https://bonusbomber.com/wp-content/uploads/2019/07/Bonusbomber-50x28.png 0% Avira URL Cloud safe
hitp://https://bonusbomber.com/Root 0% Avira URL Cloud safe
hitp://https://bonusbomber.com/first-launch-profits-review/ 0% Avira URL Cloud safe
hitp://https://bonusbomber.com/wp-content/uploads/2019/11/2969352_1546835250916bundle- 0% Avira URL Cloud safe
1024x300.jpg

hitp://https://bonusbomber.com/wp-content/uploads/2019/08/voicematic.png 0% Avira URL Cloud safe
hitp://https://bonusbomber.com/wp-content/uploads/2019/07/VideoAppSuite.png 0% Avira URL Cloud safe
hitp://https://bonusbomber.com/?p=473 0% Avira URL Cloud safe
hitp://https://bonusbomber.com/wp-content/uploads/2019/03/facebook-group-strategy-768x498.png 0% Avira URL Cloud safe
hitp://https://bonusbomber.com/6ff 0% Avira URL Cloud safe
hitp://https://bonusbomber.com/wp-content/uploads/2020/08/WhatsApp-lmage-2020-08-30-at-19.02.05- 0% Avira URL Cloud safe
50x28.jpeg

hitp://https://bonusbomber.com/instagram-university-2-0-review/feed/ 0% Avira URL Cloud safe
hitp://https://bonusbomber.com/wp-content/uploads/2019/07/Y outube-Affiliate-Hack.jpg 0% Avira URL Cloud safe
hitp://https://bonusbomber.com/wp-includes/js/jquery/jquery-migrate.min.js?v=1.500.1 0% Avira URL Cloud safe
hitp://https://bonusbomber.com/wp-content/themes/rise/css/reset.css?v=1.500.1 0% Avira URL Cloud safe
hitp://https://bonusbomber.com/wp-content/uploads/2019/03/instagram-traffic-strategy-768x504.png 0% Avira URL Cloud safe
hitp://https://bonusbomber.com/instagram-university-2-0-review/#primaryimage 0% Avira URL Cloud safe
hitp://https://bonusbomber.com/yt-supremacy-review/ 0% Avira URL Cloud safe
hitp://https://bonusbomber.com/wp-content/uploads/2019/03/facebook-group-strategy.png 0% Avira URL Cloud safe
hitp://https://bonusbomber.com/wp-content/uploads/2019/08/Bonusbomber-1-768x432.png 0% Avira URL Cloud safe
hitp://https://bonusbomber.com/wp-content/uploads/2019/07/Bonusbomber-400x225.png 0% Avira URL Cloud safe
hitp://https://bonusbomber.com/wp-content/uploads/2019/08/Bonusbomber-1-400x225.png 0% Avira URL Cloud safe
hitp://https://bonusbomber.com/wp-content/uploads/2019/11/Bonusbomber-1.jpg 0% Avira URL Cloud safe
hitp://https://bonusbomber.com/wp-content/uploads/2019/11/Bonusbomber-400x225.jpg 0% Avira URL Cloud safe
hitp://https://bonusbomber.com/unhustled-6-figure-freedom-review/#primaryimage 0% Avira URL Cloud safe
hitp://https://bonusbomber.com/wp-content/uploads/2019/03/traffic-booster.png 0% Avira URL Cloud safe
hitp://https://bonusbomber.com/wp-content/uploads/2019/02/product-280x150.png 0% Avira URL Cloud safe
hitp://https://www.youtube.co 0% URL Reputation safe
hitp://https://www.youtube.co 0% URL Reputation safe
hitp://https://www.youtube.co 0% URL Reputation safe
hitp://https://bonusbomber.com/instagram-university-pro-review/#webpage 0% Avira URL Cloud safe
hitp://https://bonusbomber.com/wp-content/uploads/2019/12/instagram-university-300x185.png 0% Avira URL Cloud safe
hitp://https://bonusbomber.com/wp-content/uploads/2019/02/cropped-Download-300x300.png 0% Avira URL Cloud safe
hitp://https://bonusbomber.com/wp-content/uploads/2019/11/Bonusbomber-2-400x225.jpg 0% Avira URL Cloud safe
hitp://https://bonusbomber.com/#webpage 0% Avira URL Cloud safe
hitp://https://bonusbomber.com/wp-content/uploads/2019/07/Y outube-Affiliate-Hack-50x28.jpg 0% Avira URL Cloud safe
hitp://https://bonusbomber.com/category/instagram-marketing/feed/ 0% Avira URL Cloud safe
hitp://https://bonusbomber.com/wp-content/uploads/2019/12/weg-1.jpg 0% Avira URL Cloud safe
hitp://https://bonusbomber.com/wp-content/themes/rise/css/ie8.css 0% Avira URL Cloud safe
hitp://https://bonusbomber.com/wp-content/uploads/2019/02/cropped-Download-32x32.png 0% Avira URL Cloud safe
hitp://https://bonusbomber.com/instagram-university-pro-review/zInstagram 0% Avira URL Cloud safe
hitp://https://bonusbomber.com/wp-content/uploads/2019/12/Foto-16.05.19_-14-53-45-1-1-232x300.jpg 0% Avira URL Cloud safe
hitp://https://bonusbomber.com/wp-content/plugins/tw- 0% Avira URL Cloud safe
membership/assets/frontend/scripts/custom/global.js?ve

hitp://https://bonusbomber.com/author/matl996/DBonusbomber 0% Avira URL Cloud safe
hitp://https://bonusbomber.com/wp-content/uploads/2019/08/Bonusbomber-1.png 0% Avira URL Cloud safe
hitp://https://bonusbomber.com/wp-includes/wlwmanifest.xml 0% Avira URL Cloud safe
hitp://https://bonusbomber.com/?p=444 0% Avira URL Cloud safe
hitp://https://bonusbomber.com/wp-content/uploads/2019/03/instaglory-1.png 0% Avira URL Cloud safe
hitp://https://bonusbomber.com/commission-hero-course-review/ 0% Avira URL Cloud safe
hitp://https://bonusbomber.com/wp-content/uploads/2019/12/instagram-university.png 0% Avira URL Cloud safe
hitp://https://bonusbomber.com/chatterpal-review-by-paul-ponna/ 0% Avira URL Cloud safe
hitp://https://bonusbomber.com/#website 0% Avira URL Cloud safe
hitp://https://bonusbomber.com/insta 0% Avira URL Cloud safe
hitp://https://bonusbomber.com/ecom-elites-review-by-franklin-hatchett/ 0% Avira URL Cloud safe
hitp://https://bonusbomber.com/igpro 0% Avira URL Cloud safe
hitp://https://bonusbomber.com/wp-includes/css/dashicons.min.css?ver=4.9.16 0% Avira URL Cloud safe
hitp://https://bonusbomber.com/wp-content/plugins/tw-membership/assets/frontend/scripts/vendor/svg- 0% Avira URL Cloud safe
convert.

hitp://https://bonusbomber.com/wp-content/uploads/2019/12/Passive-Affiliate-System-50x33.jpg 0% Avira URL Cloud safe
hitp://https://bonusbomber.com/wp-content/themes/rise/js/html5/dist/html5shiv.js 0% Avira URL Cloud safe
hitp://https://bonusbomber.com/wp-content/themes/rise/style.css?ver=4.9.16 0% Avira URL Cloud safe
hitp://https://bonusbomber.com/wp-content/uploads/2019/11/2969352_1546835250916bundle-50x15.jpg 0% Avira URL Cloud safe
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Source Detection Scanner Label Link

hitp://https://bonusbomber.com/instagram-university-2-0-review/ub_confirmation=1Finstagram- 0% Avira URL Cloud safe
university-pro-r

hitp://https://bonusbomber.com/wp-content/uploads/2019/12/youtube-affiliate-hack-50x32.png 0% Avira URL Cloud safe
hitp://https://bonusbomber.com/wp-content/uploads/2019/10/y3bsasezzq3jopbwtnOv.png 0% Avira URL Cloud safe
hitp://https://bonusbomber.com/wp-content/uploads/2019/11/Bonusbomber.jpg 0% Avira URL Cloud safe
hitp://https://bonusbomber.com/wp-content/uploads/2019/11/2969352_1546835250916bundle- 0% Avira URL Cloud safe
150x150.jpg

hitp://https://bonusbomber.com/xmlrpc.php?rsd 0% Avira URL Cloud safe
hitp://https://bonusbomber.com/wp-content/uploads/2019/12/Foto-16.05.19_-14-53-45-1-1.jpg 0% Avira URL Cloud safe
hitp://https://bonusbomber.com/instaglory-review/ 0% Avira URL Cloud safe
hitp://https://bonusbomber.com/wp-content/uploads/2020/08/WhatsApp-lmage-2020-08-30-at-19.02.05- 0% Avira URL Cloud safe
1024x576.jp

hitp://https://bonusbomber.com/wp-includes/js/imagesloaded.min.js?ver=3.2.0 0% Avira URL Cloud safe
hitp://https://bonusbomber.com/wp-content/uploads/2019/12/weg-1-400x241.jpg 0% Avira URL Cloud safe
hitp://https://bonusbomber.com/author/marcus-hauboldgmx-de/ 0% Avira URL Cloud safe
hitp://https://bonusbomber.com/category/instagram-marketing/w/ub_confirmation=1Finstagram- 0% Avira URL Cloud safe

university-pro-re

hitp://https://bonusbomber.com/wp-content/themes/rise/css/ie7.css 0% Avira URL Cloud safe
hitp://https://bonusbomber.com/wp-includes/js/jquery/jquery.js?v=1.500.1 0% Avira URL Cloud safe
hitp://https://bonusbomber.com/wp-content/plugins/thrive-visual-editor/thrive- 0% Avira URL Cloud safe

dashboard/js/dist/frontend.mi
hitp://https://bonusbomber.com/wp-content/uploads/2019/11/Bonusbomber-768x432.jpg 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation
star-mini.c10r.facebook.com 185.60.216.35 true false high
bonusbomber.com 185.61.152.57 true false * 0%, Virustotal, Browse unknown
cdnjs.cloudflare.com 104.16.19.94 true false high
code.ionicframework.com 104.26.6.173 true false high
www.facebook.com unknown unknown false high
m.facebook.com unknown unknown false high

Contacted URLs

Name Malicious Antivirus Detection Reputation
hitp://https://bonusbomber.com/category/online-marketing/ false unknown
hitp://https://bonusbomber.com/ false unknown
hitp://https://bonusbomber.com/category/instagram-marketing/ false unknown

URLs from Memory and Binaries

Name Source Malicious Antivirus Detection Reputation

hitp://https://bonusbomber.com/wp- unhustled-6-figure-freedom-rev false e Avira URL Cloud: safe unknown

content/uploads/2019/08/Bonusbomber-1-50x28.png iew[1].htm.2.dr

hitp://https://bonusbomber.com/wp- 00LZZJ6X.htm.2.dr false e Avira URL Cloud: safe unknown

includes/js/plupload/plupload.min.js?ver=2.1.9

hitp://https://bonusbomber.com/wp- unhustled-6-figure-freedom-rev false e Avira URL Cloud: safe unknown

content/uploads/2019/11/Bonusbomber-2-768x432.jpg iew[1].htm.2.dr

hitp://https://bonusbomber.com/author/matl996/ matl996[1].htm.2.dr false unknown

hitp://https://bonusbomber.com/wp- unhustled-6-figure-freedom-rev false e Avira URL Cloud: safe unknown

content/uploads/2019/07/Bonusbomber-50x28.png iew[1].htm.2.dr

hitp://https://bonusbomber.com/Root {190FACD6-328F-11EB-90E4-ECF4B false e Avira URL Cloud: safe unknown
B862DED}.dat.1.dr

hitp://https://bonusbomber.com/first-launch-profits-review/ passive-affiliate-system-review[1].htm.2  false e Avira URL Cloud: safe unknown
.dr

hitp://https://www.youtube.com/embed/ script[1].js.2.dr false high

hitp://https://bonusbomber.com/wp- 00LZZJ6X.htm.2.dr, unhustled-6-figure-fr false e Avira URL Cloud: safe unknown

content/uploads/2019/11/2969352_1546835250916bundle- eedom-review[1].htm.2.dr

1024x300.jpg

hitp://https://bonusbomber.com/wp- 00LZZJ6X.htm.2.dr false e Avira URL Cloud: safe unknown

content/uploads/2019/08/voicematic.png

hitp://https://twitter.com/benjsperry ionicons.min[1].css.2.dr false high
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https://www.virustotal.com/gui/url/7ee44fd16387d18268ef55b37024989dfdc5a0468e270251a2f2f2d583c93373/detection/u-7ee44fd16387d18268ef55b37024989dfdc5a0468e270251a2f2f2d583c93373-1539468586

Name

hitp://https://bonusbomber.com/wp-
content/uploads/2019/07/VideoAppSuite.png

hitp://https://www.youtube.com/embed/xhhIGOBCxJQ?

rel=0&modestbranding=0&controls=1&showinfo=1&fs=1&wmo

de=tr
hitp://https://bonusbomber.com/?p=473

hitp://https://bonusbomber.com/instagram-university-pro-
review/

hitp://https://bonusbomber.com/wp-
content/uploads/2019/03/facebook-group-strategy-
768x498.png

hitp://thrivethemes.com/

hitp://https://bonusbomber.com/6ff

hitp://https://bonusbomber.com/wp-
content/uploads/2020/08/WhatsApp-Image-2020-08-30-at-
19.02.05-50x28.jpeg

hitp://www.apache.org/licenses/LICENSE-2.0Copyright

hitp://https://bonusbomber.com/instagram-university-2-0-
review/feed/

hitp://https://bonusbomber.com/wp-
content/uploads/2019/07/Y outube-Affiliate-Hack.jpg

hitp://https://bonusbomber.com/wp-includes/js/jquery/jquery-
migrate.min.js?v=1.500.1

hitp://https://bonusbomber.com/wp-
content/themes/rise/css/reset.css?v=1.500.1

hitp://https://www.youtube.com/embed/6ZOA5rekM-0?

rel=0&modestbranding=0&controls=1&showinfo=1&fs=1&wmo

de=tr

hitp://https://bonusbomber.com/wp-
content/uploads/2019/03/instagram-traffic-strategy-
768x504.png

hitp://https://bonusbomber.com/instagram-university-2-0-
review/#primaryimage

hitp://https://bonusbomber.com/yt-supremacy-review/

hitp://https://bonusbomber.com/wp-
content/uploads/2019/03/facebook-group-strategy.png

hitp://https://bonusbomber.com/wp-
content/uploads/2019/08/Bonusbomber-1-768x432.png

hitp://https://bonusbomber.com/wp-
content/uploads/2019/07/Bonusbomber-400x225.png

hitp://https://bonusbomber.com/wp-
content/uploads/2019/08/Bonusbomber-1-400x225.png

hitp://https://bonusbomber.com/wp-
content/uploads/2019/11/Bonusbomber-1.jpg

hitp://https://bonusbomber.com/wp-
content/uploads/2019/11/Bonusbomber-400x225.jpg

hitp://https://bonusbomber.com/unhustled-6-figure-freedom-
review/#primaryimage

hitp://https://bonusbomber.com/wp-
content/uploads/2019/03/traffic-booster.png

hitp://https://bonusbomber.com/wp-
content/uploads/2019/02/product-280x150.png

hitp://https://www.youtube.co

hitp://https://bonusbomber.com/instagram-university-pro-
review/#webpage

hitp://https://bonusbomber.com/wp-
content/uploads/2019/12/instagram-university-300x185.png

hitp://https://bonusbomber.com/wp-
content/uploads/2019/02/cropped-Download-300x300.png

hitp://https://bonusbomber.com/wp-
content/uploads/2019/11/Bonusbomber-2-400x225.jpg

hitp://https://bonusbomber.com/#webpage

hitp://https://bonusbomber.com/wp-
content/uploads/2019/07/Y outube-Affiliate-Hack-50x28.jpg

Copyright null 2020

Source

00LZZJ6X.htm.2.dr

~DF2B4CE3B5C360B0D9.TMP.1.dr

instagram-university-2-0-review[1].htm.2

.dr

instagram-university-pro-review[1].htm.2
.dr, instagram-university-2-0-review[1].

htm.2.dr

unhustled-6-figure-freedom-rev
iew[1].htm.2.dr

style[1].css.2.dr

unhustled-6-figure-freedom-rev
iew[1].htm.2.dr

instagram-university-pro-review[1].htm.2

.dr

Roboto[1].ttf.2.dr, RobotoCondensed[1].t

tf.2.dr

instagram-university-2-0-review[1].htm.2

.dr

unhustled-6-figure-freedom-rev
iew[1].htm.2.dr

00LZZJ6X.htm.2.dr

00LZZJ6X.htm.2.dr

~DF2B4CE3B5C360B0D9.TMP.1.dr

instagram-university-pro-review[1].htm.2
.dr, unhustled-6-figure-freedom-review[1

].htm.2.dr

instagram-university-2-0-review[1].htm.2

.dr

00LZZJ6X.htm.2.dr, passive-affiliate-sys

tem-review[1].htm.2.dr

unhustled-6-figure-freedom-rev
iew[1].htm.2.dr

unhustled-6-figure-freedom-rev
iew[1].htm.2.dr

unhustled-6-figure-freedom-rev
iew[1].htm.2.dr

unhustled-6-figure-freedom-rev
iew[1].htm.2.dr

unhustled-6-figure-freedom-rev
iew[1].htm.2.dr

unhustled-6-figure-freedom-rev
iew[1].htm.2.dr

unhustled-6-figure-freedom-rev
iew[1].htm.2.dr

unhustled-6-figure-freedom-rev
iew[1].htm.2.dr

passive-affiliate-system-review[1].htm.2

.dr

{190FACD6-328F-11EB-90E4-ECF4B

B862DED}.dat.1.dr

instagram-university-pro-review[1].htm.2

.dr

instagram-university-2-0-review[1].htm.2

.dr
00LZZJ6X.htm.2.dr

unhustled-6-figure-freedom-rev
iew[1].htm.2.dr

00LZZJ6X.htm.2.dr

unhustled-6-figure-freedom-rev
iew[1].htm.2.dr

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

e Avira URL Cloud:

* Avira URL Cloud:

e Avira URL Cloud:

e Avira URL Cloud:

e Avira URL Cloud:

e Avira URL Cloud:

e Avira URL Cloud:

e Avira URL Cloud:

e Avira URL Cloud:

e Avira URL Cloud:

e Avira URL Cloud:

e Avira URL Cloud:

e Avira URL Cloud:

e Avira URL Cloud:

e Avira URL Cloud:

e Avira URL Cloud:

e Avira URL Cloud:

e Avira URL Cloud:

e Avira URL Cloud:

e Avira URL Cloud:

e Avira URL Cloud:

e URL Reputation:
e URL Reputation:
e URL Reputation:

e Avira URL Cloud:

e Avira URL Cloud:

e Avira URL Cloud:

e Avira URL Cloud:

e Avira URL Cloud:
e Avira URL Cloud:

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

safe

Reputation

unknown

high

unknown

unknown

unknown

high

unknown

unknown

high

unknown

unknown

unknown

unknown

high

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Name Source Malicious Antivirus Detection Reputation

hitp://https://schema.org 00LZZJ6X.htm.2.dr, passive-affiliate-sys false high
tem-review[1].htm.2.dr, instagram-univer
sity-pro-review[1].htm.2.dr, online-mark
eting[1].htm.2.dr, matl996[1].htm.2.dr,
instagram-marketing[1].htm.2.dr, instagr
am-university-2-0-review[1].htm.2.dr, yo
utube-marketing[1].htm.2.dr, unhustled-6
-figure-freedom-review[1].htm.2.dr

hitp://https://bonusbomber.com/category/instagram- instagram-marketing[1].htm.2.dr false e Avira URL Cloud: safe unknown
marketing/feed/

hitp://https://bonusbomber.com/wp- passive-affiliate-system-review[1].htm.2  false e Avira URL Cloud: safe unknown
content/uploads/2019/12/weg-1.jpg .dr
hitp://https://bonusbomber.com/wp- 00LZZJ6X.htm.2.dr false e Avira URL Cloud: safe unknown

content/themes/rise/css/ie8.css

hitp://https://schema.org/Listitem unhustled-6-figure-freedom-rev false high
iew[1].htm.2.dr

hitp://https://bonusbomber.com/wp- 00LZZJ6X.htm.2.dr, imagestore.dat.2.dr false e Avira URL Cloud: safe unknown
content/uploads/2019/02/cropped-Download-32x32.png

hitp://https://assets.pinterest.com/js/pinit.js script[1].js.2.dr false high
hitp://https://bonusbomber.com/instagram-university-pro- ~DF2B4CE3B5C360B0OD9.TMP.1.dr false e Avira URL Cloud: safe unknown
review/zlnstagram

hitp://https://bonusbomber.com/wp- instagram-university-2-0-review[1].htm.2 false e Avira URL Cloud: safe unknown
content/uploads/2019/12/Foto-16.05.19_-14-53-45-1-1- .dr

232x300.jpg

hitp://https://bonusbomber.com/wp-content/plugins/tw- 00LZZJ6X.htm.2.dr false e Avira URL Cloud: safe unknown
membership/assets/frontend/scripts/custom/global.js?ve

hitp:// ~DF2B4CE3B5C360B0D9.TMP.1.dr false e Avira URL Cloud: safe unknown
https://bonusbomber.com/author/matl996/DBonusbomber

hitp://https://bonusbomber.com/wp- unhustled-6-figure-freedom-rev false e Avira URL Cloud: safe unknown
content/uploads/2019/08/Bonusbomber-1.png iew[1].htm.2.dr

hitp://https://bonusbomber.com/wp-includes/wiwmanifest.xml  00LZZJ6X.htm.2.dr false e Avira URL Cloud: safe unknown
hitp://https://bonusbomber.com/ unhustled-6-figure-freedom-rev false unknown

iew[1].htm.2.dr

hitp://https://bonusbomber.com/?p=444 passive-affiliate-system-review[1].htm.2  false e Avira URL Cloud: safe unknown
.dr

hitp://https://bonusbomber.com/wp- 00LZZJ6X.htm.2.dr, instagram-u false e Avira URL Cloud: safe unknown

content/uploads/2019/03/instaglory-1.png niversity-pro-review[1].htm.2.dr

hitp://https://bonusbomber.com/commission-hero-course- 00LZZJ6X.htm.2.dr, unhustled-6-figure-fr false e Avira URL Cloud: safe unknown

review/ eedom-review[1].htm.2.dr

hitp://https://bonusbomber.com/wp- instagram-university-2-0-review[1].htm.2 false e Avira URL Cloud: safe unknown

content/uploads/2019/12/instagram-university.png .dr

hitp://https://bonusbomber.com/chatterpal-review-by-paul- passive-affiliate-system-review[1].htm.2  false e Avira URL Cloud: safe unknown

ponna/ .dr

hitp://https://bonusbomber.com/#website unhustled-6-figure-freedom-rev false e Avira URL Cloud: safe unknown

iew[1].htm.2.dr

hitp://https://bonusbomber.com/insta instagram-university-2-0-review[1].htm.2 false e Avira URL Cloud: safe unknown
.dr

hitp://https://bonusbomber.com/ecom-elites-review-by- 00LZZJ6X.htm.2.dr, unhustled-6-figure-fr false e Avira URL Cloud: safe unknown

franklin-hatchett/ eedom-review[1].htm.2.dr

hitp://https://bonusbomber.com/igpro instagram-university-pro-review[1].htm.2 false e Avira URL Cloud: safe unknown
.dr

hitp://https://lyoast.com/wordpress/plugins/seo/ 00LZZJ6X.htm.2.dr false high

hitp://https://bonusbomber.com/wp- 00LZZJ6X.htm.2.dr false e Avira URL Cloud: safe unknown

includes/css/dashicons.min.css?ver=4.9.16

hitp://https://bonusbomber.com/wp-content/plugins/tw- 00LZZJ6X.htm.2.dr false e Avira URL Cloud: safe unknown
membership/assets/frontend/scripts/vendor/svg-convert.

hitp://https://bonusbomber.com/wp- passive-affiliate-system-review[1].htm.2  false e Avira URL Cloud: safe unknown
content/uploads/2019/12/Passive-Affiliate-System-50x33.jpg  .dr

hitp://https://bonusbomber.com/wp- 00LZZJ6X.htm.2.dr false e Avira URL Cloud: safe unknown
content/themes/rise/js/htm|5/dist/html5shiv.js

hitp://https://bonusbomber.com/wp- 00LZZJ6X.htm.2.dr false e Avira URL Cloud: safe unknown
content/themes/rise/style.css?ver=4.9.16

hitp://https://bonusbomber.com/wp- unhustled-6-figure-freedom-rev false e Avira URL Cloud: safe unknown
content/uploads/2019/11/2969352_1546835250916bundle- iew[1].htm.2.dr

50x15.jpg

hitp:// ~DF2B4CE3B5C360B0D9.TMP.1.dr false high

https://www.youtube.com/channel/UCHKg3UdCHrOfnckaZwg
qC-g?sub_confirmation=1

hitp://https://bonusbomber.com/instagram-university-2-0- ~DF2B4CE3B5C360B0OD9.TMP.1.dr false e Avira URL Cloud: safe unknown
review/ub_confirmation=1Finstagram-university-pro-r

hitp://https://bonusbomber.com/wp- instagram-university-pro-review[1].htm.2 false e Avira URL Cloud: safe unknown
content/uploads/2019/12/youtube-affiliate-hack-50x32.png .dr

hitp://https://twitter.com/ionicframework ionicons.min[1].css.2.dr false high
hitp://https://bonusbomber.com/wp- 00LZZJ6X.htm.2.dr false e Avira URL Cloud: safe unknown

content/uploads/2019/10/y3bsasezzq3jopbwtnOv.png

Copyright null 2020 Page 11 of 56



Name Source Malicious Antivirus Detection Reputation

hitp://https://bonusbomber.com/wp- unhustled-6-figure-freedom-rev false e Avira URL Cloud: safe unknown
content/uploads/2019/11/Bonusbomber.jpg iew[1].htm.2.dr

hitp://https://bonusbomber.com/wp- unhustled-6-figure-freedom-rev false e Avira URL Cloud: safe unknown
content/uploads/2019/11/2969352_1546835250916bundle- iew[1].htm.2.dr

150x150.jpg

hitp://https://bonusbomber.com/xmlrpc.php?rsd 00LZZJ6X.htm.2.dr false e Avira URL Cloud: safe unknown
hitp://https://bonusbomber.com/wp- instagram-university-2-0-review[1].htm.2 false e Avira URL Cloud: safe unknown
content/uploads/2019/12/Foto-16.05.19_-14-53-45-1-1.jpg .dr

hitp://https://bonusbomber.com/instaglory-review/ 00LZZJ6X.htm.2.dr, instagram-u false e Avira URL Cloud: safe unknown

niversity-pro-review[1].htm.2.dr

hitp://https://bonusbomber.com/wp- instagram-university-pro-review[1].htm.2 false e Avira URL Cloud: safe unknown
content/uploads/2020/08/WhatsApp-Image-2020-08-30-at- .dr

19.02.05-1024x576.jp

hitp://https://bonusbomber.com/wp- 00LZZJ6X.htm.2.dr false e Avira URL Cloud: safe unknown
includes/js/imagesloaded.min.js?ver=3.2.0

hitp://https://bonusbomber.com/wp- passive-affiliate-system-review[1].htm.2  false e Avira URL Cloud: safe unknown
content/uploads/2019/12/weg-1-400x241.jpg .dr

hitp://https://bonusbomber.com/author/marcus-hauboldgmx- ~ 00LZZJ6X.htm.2.dr false e Avira URL Cloud: safe unknown
de/

hitp://https://platform.twitter.com/widgets.js script[1].js.2.dr false high
hitp:/fiwww.thrivethemes.com/ frontend.min[2].js.2.dr false high
hitp://https://bonusbomber.com/category/instagram- ~DF2B4CE3B5C360B0OD9.TMP.1.dr false e Avira URL Cloud: safe unknown
marketing/w/ub_confirmation=1Finstagram-university-pro-re

hitp://https://bonusbomber.com/wp- 00LZZJ6X.htm.2.dr false e Avira URL Cloud: safe unknown
content/themes/rise/css/ie7.css

hitp://https://bonusbomber.com/unhustled-6-figure-freedom-  unhustled-6-figure-freedom-rev false unknown
review/ iew[1].htm.2.dr

hitp://https://bonusbomber.com/wp- 00LZZJ6X.htm.2.dr false e Avira URL Cloud: safe unknown
includes/js/jquery/jquery.js?v=1.500.1

hitp://https://bonusbomber.com/wp-content/plugins/thrive- 00LZZJ6X.htm.2.dr false e Avira URL Cloud: safe unknown
visual-editor/thrive-dashboard/js/dist/frontend.mi

hitp://https://bonusbomber.com/wp- unhustled-6-figure-freedom-rev false e Avira URL Cloud: safe unknown
content/uploads/2019/11/Bonusbomber-768x432.jpg iew[1].htm.2.dr

hitp:// passive-affiliate-system-review[1].htm.2  false high
https://secure.gravatar.com/avatar/c24c4556e9f1e75ef933dffa .dr, instagram-university-pro-review[1].

6277a518?s=96&d=mmé&r=g htm.2.dr, matl996[1].htm.2.dr, instagram-

university-2-0-review[1].htm.2.dr, unhu
stled-6-figure-freedom-review[1].htm.2.dr

Contacted IPs

] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% < No. of IPs

Public
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P Domain
104.26.6.173 unknown
185.61.152.57 unknown
185.60.216.35 unknown
104.16.19.94 unknown

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Cookbook file name:

Sample URL:

Analysis system description:

Number of analysed new started processes analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

Cookbook Comments:

Copyright null 2020

Country

United States
United Kingdom
Ireland

United States

Flag

I

I

ASN

13335
22612
32934
13335

ASN Name Malicious
CLOUDFLARENETUS false
NAMECHEAP-NETUS false
FACEBOOKUS false
CLOUDFLARENETUS false

31.0.0 Red Diamond
324353

29.11.2020

14:05:29

CloudBasic

Oh 5m 37s

false

light

browseurl.jbs
hitp://bonusbomber.com

Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211

13

o O o o

e HCA enabled
e EGA enabled
e AMSI enabled

default

Timeout

CLEAN
clean0.win@3/148@6/4

Adjust boot time

Enable AMSI

Browsing link: https://bonusbomber.com/

Browsing link: https://www.fac

ebook.com/sharer/sharer.php?u=

https://bonusbomber.com/instagram-university-pro-
review/

e Browsing link: https://www.you
tube.com/channel/UCHKg3UdCHrOfnckaZwgqC-
g?sub_confirmation=1

e Browsing link: https://bonusbomber.com/instagram-
university-pro-review/

e Browsing link: https://bonusbo
mber.com/category/instagram-marketing/

e Browsing link: https://bonusbo
mber.com/author/mat|996/

e Browsing link: https://bonusbomber.com/instagram-
university-2-0-review/

e Browsing link: https://bonusbomber.com/passive-
affiliate-system-review/

e Browsing link: https://bonusbo
mber.com/category/youtube-marketing/

e Browsing link: https://bonusbomber.com/unhustled-
6-figure-freedom-review/

e Browsing link: https://bonusbo

mber.com/category/online-marketing/

e o o o
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Warnings:

Simulations

Behavior and APIs

No simulations

Joe Sandbox View | Context

IPs

No context

Domains

No context

ASN

No context

JA3 Fingerprints

No context

Dropped Files

No context

Created |/ dropped Files

Copyright null 2020

Show All
e Exclude process from analysis (whitelisted):

taskhostw.exe, ielowutil.exe, SgrmBroker.exe,
backgroundTaskHost.exe, svchost.exe

TCP Packets have been reduced to 100

Created / dropped Files have been reduced to 100
Excluded IPs from analysis (whitelisted):
168.61.161.212, 104.83.120.32, 216.58.215.234,
172.217.168.3, 152.199.19.161, 92.122.144.200,
93.184.221.240

Excluded domains from analysis (whitelisted):
gstaticadssl.l.google.com, fs-
wildcard.microsoft.com.edgekey.net, fs-
wildcard.microsoft.com.edgekey.net.globalredir.aka
dns.net, wu.azureedge.net,
e11290.dspg.akamaiedge.net,
iecvlist.microsoft.com, go.microsoft.com,
audownload.windowsupdate.nsatc.net,
cs1l.wpc.vOcdn.net, hib.apr-52dd2-
0.edgecastdns.net,
watson.telemetry.microsoft.com,
prod.fs.microsoft.com.akadns.net, wu.wpc.apr-
52dd2.edgecastdns.net, au-bg-
shim.trafficmanager.net, fonts.googleapis.com,
fs.microsoft.com, fonts.gstatic.com,
ie9comview.vo.msecnd.net, wu.ec.azureedge.net,
skypedataprdcolcus17.cloudapp.net,
e1723.g.akamaiedge.net,
ctldl.windowsupdate.com,
blobcollector.events.data.trafficmanager.net,
go.microsoft.com.edgekey.net, cs9.wpc.vOcdn.net
Report size getting too big, too many
NtDeviceloControlFile calls found.
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C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\RecoveryStore.{190FACD4-328F-11EB-90E4-ECF4BB862DED}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

dropped

30296

1.8616962311315133

false

192:rsZHZd2b9WytYfefY DAM6XMoDlytrDDcfrjdQfriNMjnX:rs5UbUKji0egC
CDEB85B042CD1F2B3D2C2CD1395840F2
1E173617241BC6094A5FAB8E6EAC6C59E05A549C
67E59FEBA3CFOCIE34261666CD8FC455D44FA754EEB49DD1430B618033C20C6A
259DCACBB236D5AD4194C587BDD70C394264AF855AB51C7DD42B6B233B4E77A99186865C7C38060EFFBBCEF588A9BEC22058A57629B1379FB3B525C1211646]

false

low

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\{190FACD6-328F-11EB-90E4-ECF4BB862DED}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

dropped

528030

2.721756265942507

false
3072:8iW4YA9HIKLjhlohEzXdx3Ac1whvW440QsZSUotgRYfGLP460MNYMMHsc7uU:AsW
3B27B68B1C15B11FA26D5BDB1CB7EB88
D018C7BBDCOE246A1C4817BF4166DCAF9EB77B77
404A0BF5E027CB1DEB3C350B44CFE93D3BEF8CA4D2E2906F1AE3B81949EF4BI0D

506500BC9DB7F788E25B5B148C968E502621B9B548635F4AA7A6FSDASCBDB906BF29057D98EBC31CFDD5ADFDCABABGF42FA886D1CA01531AF35BDB7BAB98A
C46

false

low

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{1F95BE08-328F-11EB-90E4-ECF4BB862DED}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet exploren\iexplore.exe

Microsoft Word Document

dropped

16984

1.5659758696428474

false
48:lw5GcprEGwpa57G4pQJIGrapbSFrGQpKmMG7HpRuUsTGIpG:rfZ8Q5d6pBSFFARTU4A
COBD5427647A48B8CB156846A415C842
ECC2ED5C4E4E341A8646268CB8D82B2FEEF899C7
4DD667B40E1E475A6625124FE054E14D76F184C6ACB95D5B8800C49A49D0065D

5B629EGEFCFE5D7081EE95D26EOEDBC1A2186D05D8BDACAEE7A44205CBC246B0977B49EF49AF63CEC45AA48DF3D8B39B1ACC5DCF70664584806C75A846B24
E21

false

low

C:\Users\luser\AppData\Local\Microsoft\Internet ExplorerlimagestorelynfzOjx\imagestore.dat

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe
data

dropped

880

6.372795248190278

false
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C:\Users\user\AppData\Local\Microsoft\internet Explorerlimagestorelynfz0jx\imagestore.dat

SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

12:m8SEkz5XjfSv/7sq93CEgKGWsCnZ/xrMZiyy7wSTY L2zkupysRu5X1J4Vnbe6wDu:m8BYfIw3CrWqz8cShznQXN1606cAily

1141954A19F41C0669CES6F5A77BFA61

988C36557ACF9B19232C7A57AE404653354B0DF2

70719B073A37103689ABD122F767861751E9B8D366446D394E7936851E83A1F1
C88770F8942A7197D93C7DD19A411589E2BF38E4F72C41858F8B6B0D88C0052D2BF5D35EB4AFDEFOCC1EB72E01836186B4D7A729D9123646D2A54FFF0614A77!

false

low

A > 4...CtRNS. ."........
y.$..k.h;z..g{s:..6i?t..q..xw....3..v..Og.
T Ad....... Zo IEND.B™. ... oo i Joon

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\00LZZJ6X.htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, UTF-8 Unicode text, with very long lines, with CRLF, LF line terminators
dropped

59440

5.284897375899777

false

1536:0KMKhbtprXmZriZiofOXyclOuY TPtv4Fnxf6:fhbtprXmZriZiofWyclONTPZ4Vxf6
9AABEB768D28738579593F5D58A4D156
8AEA3F8CAEB4CB22B66FD64743C8A6DAB0ABBO50
1CE62E3D2BDD8DEBB438C420AEF9E38CC34846775F08CA76DA607D19FDAGAF29

EE9CCC4A3787138B5852F9697EE54A6A2772CEECOF107F34DCBB7AD2574AFF4D135B2DD23A297635FDDDABOSAE305DD117033DEDD14D6CF3A66216590BDBL
B9B

false

low

.<IDOCTYPE html>.<html lang="en-US">.<head>... [if It IE 9]>..<script src="https://bonusbomber.com/wp-content/themes/rise/js/html5/dist/htmI5shiv.js"></script>..<script
src="//css3-mediaqueries-js.googlecode.com/svn/trunk/css3-mediaqueries.js"></script>..<![endif]-->.. [if IE 8]>..<link rel="stylesheet" type="text/css" href="https://bon
usbomber.com/wp-content/themes/rise/css/ie8.css"/>..<![endif]-->.. [if IE 7]>..<link rel="stylesheet" type="text/css" href="https://bonusbomber.com/wp-content/themes/ris
e/csslie7.css"/>..<![endif]-->..<meta name="viewport" content="width=device-width, initial-scale=1.0"/>..<meta charset="UTF-8">....... <title>Bonusbomber - Get your Bonus
..<ftitle>.. This site is optimized with the Yoast SEO plugin v11.3 - https://yoast.com/wordpress/plugins/seo/ -->.<meta name="description" content="Get your Bonus ..."/>.
<link rel="canonical" href="https://bonusbomber.com/" />.<link rel="next" href="https://bonusbhomber.com/page/2/" />.<meta property="og:loc

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\Bonusbomber[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 960x540, frames 3
downloaded

41740

7.935375243742369

false

768:AMX7ZEwFa76Ab3sSytZ9/kWQY 1IzHPH1ulxk1OFmPDmZvHz1v075Ej6s/LYkS+lz:/XNEJ+AAhtZtHdVOFEDkrx07a+cUkSYz
16F592D41603C46A705E4B91DC32BBDA

9DBE1A1C8D0889A572C25A3765904A7D4AABA48B
12A482EDA795B3F44C956BAC40CBB1EDD22FF3387743DC9569A05CO9EEF2BDD25

D97BFODA8BCE38BB00F18ACF58F01A50365F580234C3C06155C7FOCA13D6297AABOC10F2BOC61A11982CEA4F74B6F299E4817FF615AB49E461313B29A31FBESC
E

false

low

hitp://https://bonusbomber.com/wp-content/uploads/2019/11/Bonusbomber.jpg

. sho.Vvon.
7j.,.2djT.$..K\4.6?.
mal3.T.-d...GNn0\L6?
..CS.

n.V.L.W.L*.I>IX....s:0.7.3...c.5.W.U....V.
ZINF..Mn..%n..<5j..A.....{[u,....3..U.
gq|W."kU..4+u..U.@... WL+w.5.R...

Vq.KY.F...U)ff.s,.R.....M..Msc.p..A6.Z..M[..O0.Z.....V.Il..m<7.y|s..U..b..
-3)k#=......Rfj.2.*0.cY..\4.6?..N"..i....d..D..V.a.u.w.5.R.x.H."...>..8..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\Foto-16.05.19_-14-53-45-1-1-280x150[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 116x150, frames 3
downloaded

3391

7.84912103248119

false

96:PdUOtArMnQhXt/b0g5e8YcRVNCcKTOIOstxj7x:PdGCQjlJ8YMoMsTF

OFABE9C65B89EAB2728EA3B07338CD85
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\Foto-16.05.19_-14-53-45-1-1-280x150[1].jpg

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

E308DBA5A24927694E57B1B1794069E42843F80B
C64C217420D40FBAC90D748CEF4DS8BECDDSF2F1C4D2BB4768DCB65B6887BA206

22017F3E3B027497332A61E71AB555B66AD93FC3ABF7DE142A210F5FC804FD3449CBBB93CD6FF350C05FC042204BBCD39C784C6BF9769FFE40D71757CE2F11F
E

false
low

hitp://https://bonusbomber.com/wp-content/uploads/2019/12/Foto-16.05.19_-14-53-45-1-1-280x150.jpg
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\KFOICngEu92FriIMmEU9fBBc-[1].woff

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Web Open Font Format, TrueType, length 20464, version 1.1

downloaded

20464

7.969622511404751

false
384:edA/1eSg82dglkGeF2BFDEE+/adkuouo34TikWqTEXxYOYg/cliuHotcO:ey/1eSnLkGeWFQECadcLIc/TEfYriIRO
87284894879F5B1C229CB49C8FF6DECC

FB1BD3BAF122D5D350EB387F0536C20DA71F09DF
BA98F991D002C6BFAAF7B874652FFDCDE9261A86925DB87DF3ED2861EA080ADF
663BA95BBBC6F7E65D7B1293E4A044C9111438A03B16664FC38A2B2F2C1A4CE96991C847B36691388AB322525A83DB2724CB4D1B9BF0440727F0B5CA7073AB8(
false

low

hitp://https://fonts.gstatic.com/s/roboto/v20/KFOICngEu92FriMmEU9fBBc-.woff
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\KFOICngEu92FriMmSU5fBBc-[1].woff

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Web Open Font Format, TrueType, length 20348, version 1.1

downloaded

20348

7.971548837012925

false

384:sSRPUR1eEsGitLcRtdt6 S1IPvpjwY901V6LTFY88fFFEagMR3SAFNE/A:saP+1eBX4Rtdt6EJjwY901V6PmM82IR39
B00849E00F4C2331CDDD8FFB44A6720B

5B7820FEC8F9810E291E1EB98764979830ED6621
76B05400FFF9DA5B43862E3713099E3913916A629560265ED24B19D031227CBF
64F2BB1D16525CB5435CC3AA253D83669C321D68695CDF14218EEE43B5347DD6BC67B23D6F5E359971B1FFA72857C2C9DCEC0370535F12EDC20AF42CF41CF6
false

low

hitp://https://fonts.gstatic.com/s/roboto/v20/KFOICngEuU92FriMmSU5fBBc-.woff

WOFF
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\KFOmMCngEu92Fr1Mu4mxM[1].woff

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Web Open Font Format, TrueType, length 20268, version 1.1

downloaded

20268

7.970212610239314

false
384:LyfRPUY1e32pJd75q1DzPjsnouCrZsZtetWFNFfIPOcIWvdzNcrm:uJPblem3dSPjKrZYtWntkOwvdzh
60FA3C0614B8FB2F394FA29944C21540

42C8AE79841C592A26633F10EE9A26C75BCF9273
C1DC87F99C7FF228806117D58F085C6C573057FA237228081802B7D8D3CF7684
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\OW10PBUV\KFOmMCngEu92Fr1Mu4mxM[1].woff

SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C921362A52F3187224849EB566E297E48842D121E88C33449A5C6C1193FD4842BBD3EF181D770ADE9707011EB6F4078947B8165FAD51C72C17F43B592439FFF4
false

low

hitp://https://fonts.gstatic.com/s/roboto/v20/KFOmMCngEu92FriMu4mxM.woff

...BC%.maxp..MO... ... .(..name..MP....... t.U9.post..N ....... .m.dprep..
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\OpenSans[1].ttf

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

TrueType Font data, digitally signed, 19 tables, 1st "DSIG", 26 names, Macintosh, Digitized data copyright \251 2010-2011, Google Corporation.Open SansRegularl.
10;1ASC;OpenSans-R

downloaded

217276

6.419567239266024

false

6144:GLpzdD/rlIXiQTutgCNktQFvmnoxXTS4u8sl:c9FrlJJaqCNktA+SXfs|

D7D5D4588A9F50C99264BC12E4892A7C

513966E260BB7610D47B2329DBA194143831893E

13C03E22A633919BEB2847C58C8285FB8A735EE97097D7C48FD403F8294B05F8
CE9F98208CD818E486A12848B2D64BD14E12D42D84B2E47436A3C4420A242583EEFC4A9B42401B51CC204146C6133645975682E4BB5D48527B3796770EFA3397
false

low

hitp://https://bonusbomber.com/wp-content/themes/rise/thrive-dashboard/css/font/OpenSans.ttf

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\Passive-Affiliate-System[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, progressive, precision 8, 525x350, frames 3
downloaded

11230

7.892840530367724

false

192:gR3G1YEA1+/e8fCOXeylDbUUVPH|rVp5xz4SUiokOMiafoSwPO6XmMKE:gR3G1Y 1Ce8pXYLVbrtN4SXokOMii4PXI
8EC7A13ECFEEBFC5CBC50E46C237689F

41018CC2D9DOFD6401A377D211922C6AEQ77391D
01C04E1A02E78D3B8406F7D937546550E4640DD511174847312927284B39A2A7

7TFF35626AE93B26A0A59D4A8C378E8B1C341E2E4681B5D75AD65EF28A95C0D71F4A79365C3AB789A90D3BB7B68EE9B1153C3B37628D9F3DICE6B42EEESDADIE
1D

false
low

hitp://https://bonusbomber.com/wp-content/uploads/2019/12/Passive-Affiliate-System.jpg
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\Roboto[1].ttf

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

TrueType Font data, 18 tables, 1st "GDEF", 26 names, Macintosh, Copyright 2011 Google Inc. All Rights Reserved.RobotoRegularVersion 2.137; 2017Roboto-RegularRo
downloaded

171676

6.461076726743102

false

3072:Jyz4u0oy2golL/sAQRuzzIPrvRwhRFUzMWIYfxJVBxV+aY T3gPXZ10uNOIOU70g2i:JahOmCeu+bgqPplhWUMxFnI

3E1AF3EF546B9EGECEF9F3BA197BF7D2

DD1B1DB13FF1F72138C134C62F38FEF83749F36A

79E851404657DAC2106B3D22AD256D47824A9A5765458EDB72C9102A45816D95
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\Roboto[1].ttf

SHA-512: 81A9260AA3597C02C40AB4642C565D7584D99DDCBBAS9ADDCI2C15BA93F96F05F2C94DC77C2D5C11C1805F593D84ESE9C62373ECCE6CA43A76D15C05C1B1D1
E

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://bonusbomber.com/wp-content/themes/rise/thrive-dashboard/css/font/Roboto.ttf

Preview:
.... GDEF.B....(....bGPOS.....+@..]. GSUB..Y........ OS/2........... ‘cmap.wX....X...Fcvt +.
..d...$hmtx.r.........8loca.w....0....maxp.>......... name.....$....&post.m.d..(.... prep.f..../\.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\Unbenannt[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 1608 x 668, 8-bit colormap, non-interlaced

Category: downloaded

Size (bytes): 94548

Entropy (8bit): 7.961332407034617

Encrypted: false

SSDEEP: 1536:jzEIui3mHXGBKWO/P2gacklwqcTQs1ulhSIBg+qTq7Y6EAzDbdE:3Ebs1Kh2Tc4IBQTq06zbdE

MDS5: AB9EEF13C5EF45B9A084CB099BBB0OC96

SHA1L: 517A32BF5D39C7DD809278AACCI086A47340BDAE

SHA-256: 76846AD0447A5A51936CF51A6109C56160536A351680E546C2C78973D5D56F83

SHA-512: BF537077731CB44A4D3C34BOF2A8CB4A13CB928AAF520FBEBF1A186C95ED9B1805CA74B0C53B87CF2F75FAS3E7A292A0042B8B24A01EB37E475A646F2AD7EA
17

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://bonusbomber.com/wp-content/uploads/2019/11/Unbenannt.png

Preview:
.PNG
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\Webp.net-resizeimage__9_-removebg-preview-1[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 587 x 425, 8-bit colormap, non-interlaced

Category: downloaded

Size (bytes): 64863

Entropy (8bit): 7.969960690477109

Encrypted: false

SSDEEP: 1536:V7UYXP6f+2zph0Y4e9VazgaRQ6qce+PQGiQ31GWw7Y2v:tP6fN4erUfPqFeQgG97R

MDS5: 5851DD5654454CE840157BAD6EE16E77

SHAL: 840CDBCF72E33B68CF0B18626F5637D1790A21F1

SHA-256: 1263C8CDAA7611FE796EFFCB6F53A63844E94D1A40F68164E4D39AA9487B2DES

SHA-512: B8F6572AEC7D5C78EBEA7F14AAD36240B920CACA1DI4ACE35FEGEE7CE25890EC78C873C8AAT7232899C30771226DIC6D0OD1D1EF3A6B4C306F7D974F128A1FA
AD

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://bonusbomber.com/wp-content/uploads/2020/08/Webp.net-resizeimage__9_-removebg-preview-1.png

Preview:

%$H#.......... t.m.ho L Fo
LB >b.P UTVvVZZ\...... neXTL@aP9.
mmn..kh.". ..zz{{een{IS.1..uZS"mG 1s|.
..Z..vlazZk...]Jeu.....gx....... $....

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\WhatsApp-Image-2020-08-30-at-19.02.05[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 1280x720, frames 3
Category: downloaded

Size (bytes): 88539

Entropy (8bit): 7.956274016794077

Encrypted: false

SSDEEP: 1536:Bs+CEDeDSJvbtz5gqgGvmWOmtvZu8RDUHwVLhetkeQ:BRCEDjx5K1tstTtO

MD5: DFC1FCB36BBFOFA25B59AF153C57393C

SHAL: D654AB78AD716BA9F86ADD0OB31DD515228F89420

SHA-256: 8F8CBDCCBED6BD59EIS7ECEEB5409CDD8F30C2FIFEB70E6381DABD29ASCFEECET
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\WhatsApp-Image-2020-08-30-at-19.02.05[1].jpg

SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

212885124C89668DE99D32129D54DFA39F98F943EA32F8BB7DF39E601C03A09E42BA5892249BEF5DF6831ED8028C14F32775BDFOCD07FF612D682EDC313798AF
false

low

hitp://https://bonusbomber.com/wp-content/uploads/2020/08/WhatsApp-lmage-2020-08-30-at-19.02.05.jpeg
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\admin-ajax[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

92739

5.07585598384244

false

1536:05Tqf3pVcLvkkVWRQP5Tqf3pVeLvkkVWRQP5Tqf3pVeLvkkVWRQC:p
BFB2AE2AC90D3E0B49089F6CB07A9A50
56D7003C3BD1FDCAB9A2D96795FD0C445567F84E
DBDED4125F0B5EBDE9DB41F070CEDDASBAE1C7AS5A5DC8BE7B142FADF7393F7D3

563E9BB95C56D73E52C68AFA10969244CB354DBEEADSF66FCOEF85811F0654E6F623E6F22D9481CD8AOE4DF5CF1B7CADCD683F1EAC93901CA356CEA82898D!
Cc2

false
low

hitp://https://bonusbomber.com/wp-admin/admin-ajax.php?action=twm-css&file=global&ver=3.0.5

@import url(‘https://fonts.googleapis.com/css?family=Roboto:100,100i,300,300i,400,400i,500,500i,700,700i,900,900i'); @import url(‘https://cdnjs.cloudflare.com/ajax/libs/fo
nt-awesome/4.7.0/css/font-awesome.css'); @import url(‘https://code.ionicframework.com/ionicons/2.0.1/css/ionicons.min.css');.theme__sm-6 .mw-elements-wrapper__li
nk{color:white;}[data-toggle~="collapse"){cursor:pointer;}.bt{box-shadow:0 0 0 1px #000 inset;}.list-none ul,.list-none li{margin:0;padding:0;list-style:none;}.fntWN{font-
weight:normal;}.fntB{font-weight:500;}.fntBB{font-weight:bold;}.txtUp{text-transform:uppercase;}.txtDecorNoneAlways{text-decoration:none;}.txtDecorNoneAlways:h
over,.txtDecorNoneAlways:active{text-decoration:none;}.bgOk{background:#4ebb74;color:#fff;}.clear:after{content:" ";display:block;clear:both;}.mw-content--editor{overflow
:hidden;}.mw-content--editor img{max-width:100%;height:auto;}.mw-content--editor iframe{max-width:100%;margin:10px 0;}.mw-content--editor .alignleft{float:left;
margin:5px

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\background_gradient[1]

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.02, aspect ratio, density 100x100, segment length 16, baseline, precision 8, 1x800, frames 3
downloaded

906

5.019973044227213

false

12:V/IXPYhiPRd8j7+9LolrobtHTdbKs/XPYhiPRd8]7+9LolrobtHTdbKi:dkiPoj7+XrobPbNkiPoj7+XrobPbX
65B40239A269922CC6DB52BB57B142CB

C2BOF017A39CADE113A2F3E1E12C229E72A6E134
13C0147E89DEF62D785AB0C6F772C7A01298DECC8F756DESATE7897C6FB84672

122C07B70BC963D5DCC438E45DEOB31FOD4A3A9D1E3D8C91176A80247CD3FBD13E3C6F3D3F13EC2327CDCE4A8C78D113BA95DC76B3FC80D1ADB3931F57DF
5A8

false
low

res://ieframe.dll/background_gradient.jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\bullet[1]

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 15 x 15, 8-bit colormap, non-interlaced

dropped

894

7.304718288205936

false
24:/yBINTqsSk9OBTWEO5su+xyBINTqsSk9BTWEO5su+R:CssSk7dOwlssSk7dOwR
74698D2CCDCD04C5841AA1667204A064
43A2F38051ACBD4C5D722113DB6F8C6A5041DB54
ADA75B96D514D0011CA905239089F72CF779C8ED5SEBA55700C192870880EAF14
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\bullet[1]

SHA-512:

Malicious:
Reputation:

Preview:

4A09647CDAFOESDOE7B890F2A7E45C8E848BA697DE49B900419E23EFF2319F7EAA7809FF0874DB670F36A0CBC3DDBF147C986AEODDBA14456AE7CDF5C1875¢%
70

9....a..c..b..g.#M.%O0 #r#s.%y.2.4.+..-.2.@..;..p..s...G..H..M...
yn.".7F..).5..b..rX.T.....IEND.B"..PNG. IHDR
...... 1.@.7..~....9........AL.B..E..9.....a..c..b..g.#M.%O #r.#5.%y.2..4. +..-. .2.@..;.p..s..G.H. M.......Z"....
LnSayll05 Lk XL RKLIQ I u . L[ULmLL %, yn.".7F..).5..b.r-X.T....IEND.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\cropped-Download-32x32[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 32 x 32, 8-bit colormap, non-interlaced

downloaded

688

6.648965145437188

false

12:6v/7sq93CEgKGWsCnZ/xrMZiyy7wSTY L2zkupysRu5X1J4Vnbe6wDAixJkc:hw3CrWqz8cShznQXN1606cAi/1
E19C22ED5CBB62A3AD1851CE19EC0110

277A110853CD7BBA9803FEBD6E18D51E98DB4164
2222CCBF6B577B543CAACE492F5964785765D5CB4394F3745A2A39138ADC2945
052769DF062158D58BA3A6A3098149959A64FA8E7179D7666E4910272E089F2311DEB464FD836FE94EB580E7C960340C96F78FD2FF31FC1C54FF6FDDF6CD33E6
false

low

hitp://https://bonusbomber.com/wp-content/uploads/2019/02/cropped-Download-32x32.png

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\errorPageStrings[1]

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode (with BOM) text, with CRLF line terminators

dropped

4720

5.164796203267696

false
96:z9UUigRxqH211CUIRgRLNRynjZbRXKkRPRK6C87Apsat/5/+mhPcF+5g+mOQb7A90:JsUOG1yNIX6ZzWpHOWLial6Ch7bk
D65EC06F21C379C87040B83CCLABACEB

208D0A0BB775661758394BE7E4AFB18357E46C8B
A1270E90CEA31B46432EC44731BF4400D22B38EB2855326BF934FE8F1B169A4F
8A166D26B49A5DI5AEA49BCE49ESEA58786A2191FAD2ADACEF5FBB7523940CE4482D6A2502AA870A931224F215CB2010A8C9B99A2C1820150E4D365CAB28299
false

low

/ISplit out for localization...var L_ GOBACK_TEXT = "Go back to the previous page.";..var L_ REFRESH_TEXT = "Refresh the page.";..var L_MOREINFO_TEXT = "More
information”;..var L_OFFLINE_USERS_TEXT = "For offline users";..var L_RELOAD_TEXT = "Retype the address.";..var L_HIDE_HOTKEYS_TEXT = "Hide tab shortcuts
";..var L_SHOW_HOTKEYS_TEXT = "Show more tab shortcuts";..var L_CONNECTION_OFF_TEXT = "You are not connected to the Internet. Check your Internet conn
ection.";..var L_CONNECTION_ON_TEXT = "It appears you are connected to the Internet, but you might want to try to reconnect to the Internet.";....//used by invalidcert.js
and hstscerterror.js..var L_CertUnknownCA_TEXT = "Your PC doesn\u2019t trust this website\u2019s security certificate.";..var L_CertExpired_TEXT = "The website
\u2019s security certificate is not yet valid or has expired.";..var L_CertCNMismatch_TEXT = "The hostname in the website\u2019s security certificate differs from the web
site you are trying to visit.";..var L

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\fiverr-arbitrage[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 756 x 492, 8-bit colormap, non-interlaced

downloaded

26540

7.969814680997281

false

768:n0EOQh6hJ53ftOFCuuGCr+MseTp3nw0g+:0zQh6hJ5I0F7E+Yp3wl+
47EAF917B3E301723BF2B8716AD252D5
6D4A765D1889F09B2110F7F5679609D5BBD67895
F932729D53BD6EE4164FCFDFO5C2ED1CD02F7AOEF9CCB25D4FA35A9E22E3B684

06F85938FE3DCFD31BD6C3C484BFC045DC2507493706BF6CAESC1EF72F6FEBDCIODF8CC3632107A337D2A4084BCFBC5F3D8B64A45A8AB6ECE369BA3A394E8F
A07

false
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\fiverr-arbitrage[1].png

Reputation:
|IE Cache URL:

Preview:

low

hitp://https://bonusbomber.com/wp-content/uploads/2019/12/fiverr-arbitrage.png

LfLLLG3ieM. LM
..18.J1].x.
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\font-awesome[1].css

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

troff or preprocessor input, ASCII text, with very long lines

downloaded

37414

4.82325822639402

false

768:mmMtI+A4CSIDgvnl+YTBrFPvVrJjhiRAIEL:mXtl+A4GDUI+Y9rpVIjhilEL
C495654869785BC3DF60216616814AD1
0140952C64E3F2B74EF64E050F2FEB6EAB6624C8
36EO0A7EO8BEE65774168528938072C536437669C1B7458AC77976ECT788E4439C
E40F27C1D30E5AB4B3DB47C3B2373381489D50147C9623D853E5B299364FD65998F46E8E73B1ES566FD79E97AA7B20354CD3C8C79F15372C147FED9CI13FFB10¢
false

low

hitp://https://cdnjs.cloudflare.com/ajax/libs/font-awesome/4.7.0/css/font-awesome.css

/*1.* Font Awesome 4.7.0 by @davegandy - http://fontawesome.io - @fontawesome. * License - http://fontawesome.io/license (Font: SIL OFL 1.1, CSS: MIT License).
*[./* FONT PATH. * —---memmmmmmmeme e *|.@font-face {. font-family: 'FontAwesome';. src: url('../fonts/fontawesome-webfont.eot?v=4.7.0";. src: url('../fonts/fontawesome-
webfont.eot?#iefix&v=4.7.0") format(‘embedded-opentype'), url('../fonts/fontawesome-webfont.woff2?v=4.7.0") format(‘woff2'), url('../fonts/fontawesome-webfont.woff?v=
4.7.0") format(‘'woff"), url('../fonts/fontawesome-webfont.ttf?v=4.7.0") format(‘truetype'), url('../fonts/fontawesome-webfont.svg?v=4.7.0#fontawesomeregular') format('svg’);.
font-weight: normal;. font-style: normal;.}..fa {. display: inline-block;. font: normal normal normal 14px/1 FontAwesome;. font-size: inherit;. text-rendering: auto;. -webkit-
font-smoothing: antialiased;. -moz-osx-font-smoothing: grayscale;.}./* makes the font 33% larger relative to the icon container */..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\google-ranking-secrets[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 764 x 487, 8-bit colormap, non-interlaced

downloaded

34650

7.973061374333719

false
768:Ei2dQ3agMOW/8FW7GZ3CJIDIYosbhXaaQqngVyKOA8s2:DCyMOWUFWaZyOY XaaRgVxu
E4A37BE161067639A322F333E12D1EDA
12E8FB7446AC516BFF5EF1BC7FA974E0B6705EF2
1DFDD88ALFBE227CF237C81C411CEF4E4144B6A2D0614EOFE6ACFEBB28E2C782

DC8DA508D6FAD0O77A2364B1C376CF48E468B6CAF49A736BD0OC356E8AE245D8E70321D1DDD6DF1AA3431DE0377A93C03770324CF662F12E3FBAG12BB32E9165
F

false
low

hitp://https://bonusbomber.com/wp-content/uploads/2019/12/google-ranking-secrets.png
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\OW10PBUV\httpErrorPagesScripts[1]

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode (with BOM) text, with CRLF line terminators

dropped

12105

5.451485481468043

false
192:x20iniOciwd1BtvjrG8tAGGGVWnvyJVUrUiki3ayimi5ezL CvJG 1gwm3z:xPini/i+1Btvjy815ZVUwiki3ayimi5f
9234071287E637F85D721463C488704C

CCAO09B1EOFBA38BA29D3972ED8DCECEFDEF8C152
65CC039890C7CEB927CE40F6F199D74E49B8058C3F8AGE22E8F916ADI0EAB649
87D691987E7A2F69AD8605F35F94241AB7E68AD4F55AD384F1FOD40DC59FFD1432C758123661EE39443D624C881B01DCD228A67AFB8700FESE66FC794A6C038¢
false

low
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\OW10PBUV\httpErrorPagesScripts[1]

Preview:

...function isExternalUrlSafeForNavigation(urlStr)..{..var regEx = new RegExp("*(http(s?)|ftp|file)://", "i");..return regEx.exec(urlStr);..}..function clickRefresh(). {..var location
= window.location.href;..var poundindex = location.indexOf('#);..if (poundindex != -1 && poundindex+1 < location.length && isExternalUrlSafeForNavigation(location.su
bstring(poundindex+1)))..{..window.location.replace(location.substring(poundindex+1));..}..}..function navCancellnit()..{..var location = window.location.href;..var pound
Index = location.indexOf(‘#');..if (poundindex != -1 && poundindex+1 < location.length && isExternalUrlSafeForNavigation(location.substring(poundindex+1)))..{..var
bElement = document.createElement("A");..bElement.innerText = L_ REFRESH_TEXT;..bElement.href = ‘javascript:clickRefresh()';..navCancelContainer.appendChild(
bElement);..}..else..{..var textNode = document.createTextNode(L_RELOAD_TEXT);..navCancelContainer.appendChild(textNode);..}..}..function getDisplayValue(elem

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\imagesloaded.min[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

7994

5.110035708360205

false

192:Jiryv7A3goz0aForCrK7r2zjgwr5s2gc/y66 DOP:JiuvMtzOaForCrK7r+Vr5sO/y6B
DOC2COD7E37652E66657C8C8D6376442
F26118A43E9999E34BFBA542DB365F123F6EBAD2
854D677B850907CD851EAC7E3F02F05A1E056F05BD5563199C5D93044FF16840
353885B5502C4AE3530D863A47F3DF228402F5BA0B76D072D6F662D3D253970343C9230E772E44609EBOCA47A0D664E7F6C134491CA45BB78755727F19066A4D
false

low

hitp://https://bonusbomber.com/wp-includes/js/imagesloaded.min.js?ver=3.2.0

(function(){"use strict";function a(){}function b(a,b){for(var c=a.length;c--;)if(a[c].listener===b)return c;return-1}function c(a){return function(){return this[a].apply(this,argu
ments)}}var d=a.prototype,e=this,f=e.EventEmitter;d.getListeners=function(a){var b,c,d=this._getEvents();if("object"==typeof a){b={};for(c in d)d.hasOwnProperty(c)&&a.tes
t(c)&&(b[c]=d[c])}else b=d[a]||(d[a]=[]);return b},d.flattenListeners=function(a){var b,c=[];for(b=0;b<a.length;b+=1)c.push(a[b].listener);return c},d.getListenersAsObjec
t=function(a){var b,c=this.getListeners(a);return c instanceof Array&&(b={},b[a]=c),b||c},d.addListener=function(a,c){var d,e=this.getListenersAsObject(a),f="object"==typeof
c;for(d in e)e.hasOwnProperty(d)&&-1===b(e[d],c)&&e[d].push(f?c:{listener:c,once:!1});return this},d.on=c("addListener"),d.addOnceListener=function(a,b){return this.a
ddListener(a,{listener:b,once:!0})},d.once=c("addOnceListener"),d.defineEvent=function(a){return this.getListeners(a),this},d.defineEvents=f

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\info_48[1]

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 47 x 48, 8-bit/color RGBA, non-interlaced

dropped

4113

7.9370830126943375

false
96:WNTJIL8szf79M8FUJE39KJoUUuIPnvmKacs6Uq7gDMj1XPL:WNrzFoQSJPnvzs6rL
5565250FCC163AA3A79F0B746416CE69
B97CC66471FCDEEO7DOEE36C7FB0O3F342C231F8F
51129C6C98A82EA491F89857C31146ECEC14C4AF184517450A7A20C699C84859

E60EA153BOFECE4D311769391D3B763B14B9A140105A36A13DAD23C2906735EAABI092236DEBSC68EF078E8864D6E288BEF7EF1731C1E9F1ADI9B0170B95ACL:
4

false

low
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\OW10PBUV\jquery.masonry.min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

|IE Cache URL:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

1819

5.047296238035306

false
24:aUTV//j2ew8p/xngqy8VLF8XImM7uEQGeldLpDXzRRvCpx+zVfDpnOKLIWbqQApIsi:HgQBg5LYIm71TopDaW10ObghuqVcPf
CDOEB3406096FF80266E7C9D7D419186

0E3709691BF96233766DE30E2FD473B84166C5B6
C2E606E1FC82EA3A554AAD5D0520E25D2677B89A891DC5C49E7ACEO8BFCE92E25

3CAF5308CDBC5F42F1ECCF5944E8CA785AC086B85954765C1F40D91BD9CCIOF3FEGEB816AD821B534F9AD36395F4B6B5D361BEA24EB272E94CAD2824F03FAA,
C6

false
low

hitp://https://bonusbomber.com/wp-includes/js/jquery/jquery.masonry.min.js?v=1.500.1
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\jquery.masonry.min[1].js

Preview:

/*1.* Masonry v2 shim. * to maintain backwards compatibility. * as of Masonry v3.1.2. *. * Cascading grid layout library. * http://masonry.desandro.com. * MIT License. * by
David DeSandro. */.!/function(a){"use strict";var b=a.Masonry;b.prototype._remapV20ptions=function(){this._remapOption("gutterWidth","gutter"),this._remapOption(“isRes
izable","isResizeBound"),this._remapOption("isRTL","isOriginLeft" function(a){return'a});var a=this.options.isAnimated;if(void 0!==a&&(this.options.transitionDuration=a?t
his.options.transitionDuration:0),void O===al|a){var b=this.options.animationOptions,c=b&&b.duration;c&&(this.options.transitionDuration="string"==typeof c?c:c+"ms")}},b.
prototype._remapOption=function(a,b,c){var d=this.options[a];void 0!==d&&(this.options[b]=c?c(d):d)};var c=b.prototype._create;b.prototype._create=function(){var a=this;t
his._remapV20ptions(),c.apply(this,arguments),setTimeout(function(){jQuery(a.element).addClass("masonry")},0)};var d=b.prototype.layout;b.prototype.la

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\lightbox[1].css

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text

downloaded

3091

5.185727344848934

false

96:rmFBIBNIPYyEc/NSaDqJ7LVWGa0mféméx:M7dcl2p
OAAEFCBCOBA3BE7DB23E7EBE45974FC1
3E6BDOBB958098539A8C2B2A9791CED88580E695
0A2B1C4321710752A2874A4703D2B2E00164B062C631E9E24DF3DC72A841FBB9
C69C3F6123068578A2ECC3DF6D2497BF38C1F5488327BB8CFOC74B970AA7AC61DFAESA96811613E4C2FACAL666EES579A277CDO7EFIEBEF52C5897E762169B9¢
false

low

hitp://https://bonusbomber.com/wp-content/plugins/wp-product-review/assets/css/lightbox.css?ver=3.7.11

/* Preload images */.body:after {..display: none;..content: url(../img/close.png) url(../img/loading.gif) url(../img/prev.png) url(../img/next.png);.}...lightboxOverlay {..display:
none;..position: absolute;..z-index: 9999;..top: 0;..left: 0;..opacity: 0.8;..background-color: black;.. filter: progid:DXImageTransform.Microsoft.Alpha(Opacity=80);.}...lightbox
{..position: absolute;..z-index: 10000;..left: 0;..width: 100%;..font-weight: normal;..line-height: 0;..text-align: center;.}...lightbox .Ib-image {..display: block;..max-width: in
herit;..height: auto;..border-radius: 3px;.}...lightbox a img {..border: none;.}...Ib-outerContainer {..position: relative;..width: 250px;..height: 250px;..margin: 0 auto;..border-
radius: 4px;..background-color: white;...*zoom: 1;.}...Ib-outerContainer:after {..display: table;..clear: both;..content: "";.}...Ib-container {..padding: 4px;.}...Ib-loader {..position:
absolute;..top: 43%;..left: 0;..width: 100%;..height: 25%;..line-height: 0;..text-align: cent

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\masonry.min[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

28954

5.18028295721513

false

768:59+z0BFXYKby+HvOqvevgOkYtkdEvWBzigMPIW:SgKbbOOIkdEVPgS
5420B6516C14245B504E7240A8310F2C
BF6D46E754ECA13C3074F002ABB124E55EFAC3AA
3CA3E467B7D4D6B403AA4619019D9250B11449C8EE9CI1CI0BCBCIACDDE4FEA2
D072090BA5351427D1CD9113F00494FAA967FDEA3F6514FA66C5291907F1838B6FAC45ABD25DB1EF66519C0B0OD0C39375628438AB3908689D41B704444C27A2D
false

low

hitp://https://bonusbomber.com/wp-includes/js/masonry.min.js?ver=3.3.2

/*1. * Masonry PACKAGED v3.3.2. * Cascading grid layout library. * http://masonry.desandro.com. * MIT License. * by David DeSandro. */..!function(a){function b(){}functio
n c(a){function c(b){b.prototype.option||(b.prototype.option=function(b){a.isPlainObject(b)&&(this.options=a.extend(!0,this.options,b))})}function e(b,c){a.fn[b]=function(e)
{if("string"==typeof e){for(var g=d.call(arguments,1),h=0,i=this.length;i>h;h++){var j=this[h] k=a.data(j,b);if(k)if(a.isFunction(k[e])&&"_"!==e.charAt(0)){var I=k[e].apply(k,g)
;if(void O'==I)return l}else f("no such method "+e+" for "+b+" instance");else f("cannot call methods on "+b+" prior to initialization; attempted to call "'+e+"")}return this}return
this.each(function(){var d=a.data(this,b);d?(d.option(e),d._init()):(d=new c(this,e),a.data(this,b,d))})}}if(a){var f="undefined"==typeof console?b:function(a){console.error(a
)}return a.bridget=function(a,b){c(b),e(a,b)},a.bridget}}var d=Array.prototype.slice;"function"==typeof define&&define.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\OW10PBUV\matl996[1].htm

Process:
File Type:
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Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, UTF-8 Unicode text, with very long lines, with CRLF, LF line terminators
downloaded

54621

5.28904522785664

false

768:Qg4xeJKhbtproEXWZrifimN4+3dQIOuY TPtv4Fnxf6:Q1MKhbtprXmZrilxlouY TPtv4Fnxf6
A51FA03AB3002141DD3E6D72558D01998
5C14D15A029F772017F5483134D48221D67A4C80
74349D545D94BADF3E6DDC6EF736E03B8DFBES6DA6D11503DBDEG4EADOFD1593
12FC5A333877E4084B162C287C444373442A60E4D4787579CE9867F9FB5A61DBCBDD40C4AD0018561D71379DD28EB3636AE7265017C79F5FE30D321F69D16972
false

low

hitp://https://bonusbomber.com/author/matl996/
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Preview:

<IDOCTYPE html>.<html lang="en-US">.<head>... [if It IE 9]>..<script src="https://bonusbomber.com/wp-content/themes/rise/js/html5/dist/htmI5shiv.js"></script>..<script
src="//css3-mediaqueries-js.googlecode.com/svn/trunk/css3-mediaqueries.js"></script>..<![endif]-->.. [if IE 8]>..<link rel="stylesheet" type="text/css" href="https://bonu
sbomber.com/wp-content/themes/rise/css/ie8.css"/>..<![endif]-->.. [if IE 7]>..<link rel="stylesheet" type="text/css" href="https://bonusbomber.com/wp-content/themes/rise
[csslie7.css"/>..<![endif]-->..<meta name="viewport" content="width=device-width, initial-scale=1.0"/>..<meta charset="UTF-8">....... <title>Bonusbomber, Author at
Bonusbomber</iitle>.. This site is optimized with the Yoast SEO plugin v11.3 - https://yoast.com/wordpress/plugins/seo/ -->.<link rel="canonical" href="https://bonus
bomber.com/author/matl996/" />.<meta property="og:locale" content="en_US" />.<meta property="o0g:type" content="object" />.<meta property="og:title" cont

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\moxie.min[1].js

Process:
File Type:
Category:
Size (bytes):
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Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

89142

5.484603350034357

false
1536:x1TKM+gLpJINTOL4VnexxK1oH6u70vK4g960v+pEDCx:VHOLCnexxK1MjFDY
68DEC65B1E80B2B66994F4700762B65C
51C480AEC2C1D961F17FC78805686F937EEC3C5F
BFAF6009146BF2144A14820F24ECF368D2354FF337584BAD42A93FA606023CA4

86FBE6FF515E8FDBEC2B36C5B1E576027EB5130AC7910F9C8A8A0A90C7EDBG5B5B7F2CI9CEC78D397CDEYAGDB77549E0289BEFOAEF2CD4A94235DAA98BI9E!
747

false
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hitp://https://bonusbomber.com/wp-includes/js/plupload/moxie.min.js?ver=1.3.5

var MXI_DEBUG=!1;!function(a,b){"use strict";function c(a,b){for(var c,d=[],f=0;f<a.length;++f){if(c=g[a[f]]||e(a[f]),'c)throw"module definition dependecy not found: "+a[
f];d.push(c)}b.apply(null,d)}function d(a,d,e){if("string"!=typeof a)throw"invalid module definition, module id must be defined and be a string";if(d===b)throw"invalid module
definition, dependencies must be specified";if(e===b)throw"invalid module definition, definition function must be specified";c(d,function(){g[a]=e.apply(null,arguments)})}func
tion e(b){for(var c=a,d=b.split(/[.\V]/),e=0;e<d.length;++e){if(!c[d[e]])return;c=c[d[e]]}return c}function f(c){for(var d=0;d<c.length;d++){for(var e=a,f=c[d],h=Ff.split(/[.\V]/),i
=0;i<h.length-1;++i)e[h[i]]===b&&(e[h[i]]={}),e=e[h[i]];e[h[h.length-1]]=g[f]}}var g={};d("moxie/core/utils/Basic",[],function(){var a=function(a){var b;return a===b?"und
efined":null===a?"null":a.node Type?"node":{}.toString.call(a). match(/\s([a-z|A-Z]+)/)[1].toLowerCase()},b=function(d){var e;return

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\plupload.min[1].js

Process:
File Type:
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Size (bytes):
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Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

15742

5.3987636897505675

false
192:mRbxuEW6h/6YH7iYLplxhlzrmw2WZzZkzw+VKKzezUdpzCpBh1z4MOBrbu8ZNIwNVx:kkEw6h/9z7B570blOY 7bff8KRXI2FoN
47D38D462D5FA882A92DBD2B54D5D747

C4D6E955A0CE86646CA98A14CDAB135D0C56A130
ECO04A17E8917687B7AB3BIFC9486F9A2263E43DF2D058190566D032BF3A7457B

E08363026F5BEF7CB092582EDAAF1AFBB65578EAE1BA0445F9C0A376D0583785051F88C33078F400493EC001D9F5B2066E40A60CDAIEC59BDCA256966DDB5ES
4

false
low

hitp://https://bonusbomber.com/wp-includes/js/plupload/plupload.min.js?ver=2.1.9

Ifunction(a,b,c){function d(a){function b(a,b,c){var e={chunks:"slice_blob" jpgresize:"send_binary_string",pngresize:"send_binary_string",progress:"report_upload_progress
" multi_selection:"select_multiple",dragdrop:"drag_and_drop",drop_element:"drag_and_drop",headers:"send_custom_headers",urlstream_upload:"send_binary_string",ca
nSendBinary:“send_binary" triggerDialog:"summon_file_dialog"};e[a]?d[e[a]]=b:c]||(d[a]=b)}var c=a.required_features,d={};return"string"==typeof c?g.each(c.split(/\s* \s*/)
J[function(a){b(a,!0)}):"object"==typeof c?g.each(c,function(a,c){b(c,a)}):c===10&&(a.chunk_size>0&&(d.slice_blob=!0),!a.resize.enabled&&a.multipart||(d.send_binary_string
=10),g.each(a,function(a,c){b(c,!!a,!0)})),a.runtimes="htmi5,html4",d}var e=a.setTimeout,f={},g={VERSION:"2.1.9",STOPPED:1,STARTED:2,QUEUED:1,UPLOADIN
G:2,FAILED:4,DONE:5,GENERIC_ERROR:-100,HTTP_ERROR:-200,I0_ERROR:-300,SECURITY_ERROR:-400,INIT_ERROR:-500,FILE_SIZE_ERROR:-600,FILE
_EXTENSION_ERROR:-601,FILE_DUPLICATE_ERROR:-602,IM

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\product-280x150[1].png
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SHA1L:
SHA-256:
SHA-512:

Malicious:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 105 x 150, 8-bit colormap, non-interlaced

downloaded

6758

7.9609477801007715

false

192:WX9Ew(qQiGhjr+ADGL8UITETPO/IDXJajo:WX9EWuUGhjyJdITEBDXJco
99A788AE06B83537D51431AE13976CEO
3A4C9AEF7602F46934211CB29AFBBF5E53F8F134
D144D7A9142CD165C52C8374798D1E5128B35DA6EF91D41AB68BE2312A489258
16088305842EE9F6237E1FF12235D178984B3DAE13FEB203B300A988C752E1CBAFSDAFC2D04F93B14045A7A147C2AAES3A2E50ACOF9A10C30C972060F78908BL

false
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Reputation: low
|IE Cache URL: hitp://https://bonusbomber.com/wp-content/uploads/2019/02/product-280x150.png

Preview:
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 766 x 494, 8-bit colormap, non-interlaced

Category: downloaded

Size (bytes): 45128

Entropy (8bit): 7.908011474902313

Encrypted: false

SSDEEP: 768:0e6sssE7Kd+dQZub39noVIsDYcdqgpg/ak1ZzOL30Bg/3bw50d4YT7Y6DRb1fj/Z5:Wed7Z+Pskc8pYibOBUrsS0d4YT7Yw5
MDS5: CAE209D7803472EEB7B43DA38DCOFOFE

SHA1L: 62734E982665F59BC1D34324DF1502328183F684

SHA-256: 1C7CECDE9567235015E9C4DCA341BDC9359A2A7A7FE989BE2387268E6EOBEE4D

SHA-512: FF760F69E8E1793C438F67DF56912EC3395E593805E31CB4251EAE9D3CCB30DF989EAB8CIBOBIDF1E1558098817065169B967E3B938B8DABCD26E1155E53268¢%
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://bonusbomber.com/wp-content/uploads/2019/03/traffic-booster.png

Preview:
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\OW10PBUV\unhustled-6-figure-freedom-review[1].htm

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, UTF-8 Unicode text, with very long lines, with CRLF, LF line terminators

Category: downloaded

Size (bytes): 83130

Entropy (8bit): 5.287978867764342

Encrypted: false

SSDEEP: 1536:0AMKhbtprbAypDg3Wz7tZVqYUnd+9IIOUETPtq4Fnxf6:LhbtprbFtg3Wz7DVqYUndgllOjTPM4VY
MDS5: 66EFC13C7539BD68367671C96ECFCBC2

SHA1L: 05D38584721DE21F28239CF5F91C9156280B9EEB

SHA-256: AAOCE31DA04B61F30560360C31CDDCBDF575CACFOCD92FF3983DC4C7BB605835

SHA-512: 459C0D3163F40FC7B9E509881A708D6EEDBFDE81A2FCAES7EOBF17830495957095A1B1398F5FD6C736652909070F398A9530377C29AC4ASEO0AA24EFE9002A272
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://bonusbomber.com/unhustled-6-figure-freedom-review/

Preview:
.<IDOCTYPE html>.<html lang="en-US">.<head>... [if It IE 9]>..<script src="https://bonusbomber.com/wp-content/themes/rise/js/html5/dist/htmI5shiv.js"></script>..<script
src="//css3-mediaqueries-js.googlecode.com/svn/trunk/css3-mediaqueries.js"></script>..<![endif]-->.. [if IE 8]>..<link rel="stylesheet" type="text/css" href="https://bon
usbomber.com/wp-content/themes/rise/css/ie8.css"/>..<![endif]-->.. [if IE 7]>..<link rel="stylesheet" type="text/css" href="https://bonusbomber.com/wp-content/themes/ris
elcsslie7.css"/>..<![endif]-->..<meta name="viewport" content="width=device-width, initial-scale=1.0"/>..<meta charset="UTF-8">....... <title>Unhustled 6 Figure Freedom
Review by Sean Donahoe - Bonusbomber</title>.. This site is optimized with the Yoast SEO plugin v11.3 - https://yoast.com/wordpress/plugins/seo/ -->.<meta name=
"description" content="Unhustled 6 Figure Freedom Review . In this new course by Sean Donahoe called Unhustled 6 Figure Freedom, you learn the secret

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\OW10PBUV\y3bsasezzq3jopbwtn0v-280x122[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 280 x 114, 8-bit colormap, non-interlaced

Category: downloaded

Size (bytes): 5796

Entropy (8bit): 7.831992859367212

Encrypted: false

SSDEEP: 96:WkwLOhHdZ+gv464Egp1rSa98AWV1bx9QIO1++cwXvsgO8c3CCVa9wXhdWInoPT:0LOj7465K0iY 1bxOUIcEgO8gF49wxUI2
MDS5: 007418C6557EEF8BBFEOCB2A851A70E7

SHA1L: F59B77E2CCCA10CAA82CC147FIC2E0767D4E44CD

SHA-256: 924B9F1564A5D597F93DBF21676C341577FC6E325597839DA331857941D92472

SHA-512: 456828175DB8A24COEF14295120EB21F794D4B812C44B2B5F913971294BEB44CD774762CCB964772B840F42389C3931B3C6A68B2D305F94EA37CBFOC3BD83829
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://bonusbomber.com/wp-content/uploads/2019/10/y3bsasezzq3jopbwtn0v-280x122.png
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Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 758 x 486, 8-bit colormap, non-interlaced

downloaded

47521

7.973345798502962

false
768:RxluTleNOa7L8Hp4DCICUZPzco83vdkBpyYLOoHzWi91a/kCLV8sK3kZF4F:RxcleNngSbU7TqW7yN+9pCLV8sL74F
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false
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Malicious:
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Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, UTF-8 Unicode text, with very long lines, with CRLF, LF line terminators
downloaded

25061

5.417836485679635
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768:Qz4tuJKhbtproZc6mN4+2HidQIOuY Ttv4Fnxf6:QA8KhbtprocY 3FIOuY Ttv4Fnxf6
F8F85572134735CFF1E6526C35D9FBD8
302D1C2F1B008B4F72378628D4E572F13005207F
29691F7D8801F213805949805EC6EF1154E4B9959855FAF62147321B5CDECI78

A6261BB8F19FBD790EFF808096211DC9BBD4CEE5S871DABA082221878F6BF5DA04CA3F48F17C488CD108D6FB27683362430C6E8650BB7CEDGAACS7F1F6BDY00
7

false
low
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<IDOCTYPE html>.<html lang="en-US">.<head>... [if It IE 9]>..<script src="https://bonusbomber.com/wp-content/themes/rise/js/html5/dist/htmI5shiv.js"></script>..<script
src="//css3-mediaqueries-js.googlecode.com/svn/trunk/css3-mediaqueries.js"></script>..<![endif]-->.. [if IE 8]>..<link rel="stylesheet" type="text/css" href="https://bonu
sbomber.com/wp-content/themes/rise/css/ie8.css"/>..<![endif]-->.. [if IE 7]>..<link rel="stylesheet" type="text/css" href="https://bonusbomber.com/wp-content/themes/rise
[csslie7.css"/>..<![endif]-->..<meta name="viewport" content="width=device-width, initial-scale=1.0"/>..<meta charset="UTF-8">....... <title>Youtube Marketing Archives - B
onusbomber</title>.. This site is optimized with the Yoast SEO plugin v11.3 - https://yoast.com/wordpress/plugins/seo/ -->.<link rel="canonical" href="https://bonusbomb
er.com/category/youtube-marketing/" />.<meta property="og:locale" content="en_US" />.<meta property="og:type" content="object" />.<meta proper

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\2969352_1546835250916bundle-1024x300[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

IE Cache URL:
Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 1024x300, frames 3
downloaded

68020

7.970124030372086

false

1536:BrVQONhgMMS3rRb5B5QYbitgO+0dYBS09ucx5LFoY:BZtxMOXbOTd8S8uCOFP
CF78AB171C565F1E8544C275EBDODOCO

BBD366F6927BB23091D6174FF218F46BF8071EAE
D7F7B30823D485EDFC82D67D780CB0597753B8316E2A6520C134CE7A5918COFC

076C6E3957515D755AB84322C0D324C1E952674A7EC1CFE48322BA64D249A74DB35B0316171807EBC4ACDEDB25AF5CF9599C4A8AC0C62D57B542F5A00EASAG
1

false
low
hitp://https://bonusbomber.com/wp-content/uploads/2019/11/2969352_1546835250916bundle-1024x300.jpg
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\2969352_1546835250916bundle-1024x300[1].jpg

Preview:

1.9%.." %)+, 32+ H LRI RIS IAHIASIIIIIE OO &......

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\2969352_1546835250916bundle[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 1733x507, frames 3
downloaded

141960

7.96385434121153

false

3072:2vxrZpV5kmaqwLxxIATCZc9xh600dVSLy4VQW6zvdhCgokU854:cJfV57LxxIA+KxTaYLy4MhhCgo/854
6DDAB159BB92226A485420578B816814

E97438DF779EFD1865432FCAB1903D759519FDBF
52D4A71D7209A06C90A8DA986C667D6B74093888BB1DAD2138A0323F5B45C8AC
832BD97268F1D766258931F23032EDBB8BBDB82B432E0A75F18431B8762D0850AF3EB85F7E493D5199D2C8085E17A6DOE6C5BA7420308D4C0B000F58C6647486
false

low

hitp://https://bonusbomber.com/wp-content/uploads/2019/11/2969352_1546835250916bundle.jpg
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\KFOiCngEu92FriMu51QrEzAdKQ[1].woff

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Web Open Font Format, TrueType, length 21704, version 1.1

downloaded

21704

7.973226712101604

false
384:wRRPUcleNeMm6lbAOgBx9ybZoVdpnL5Q9Evdah83CTyTwyjP/J71Fenylw9:wnPvieNeMm6eLEHYAdhL5QEOcwOP11YM
FOEBE590B4EOF1FF83469BB2A55B8488

E90B097A67B069E35C13D4D481D259C35BF0A8B7
5A3A9840414768FA2EC988B33CIEI66FDFFE2DB7E560A270B3A9C6BA01F17718

3EO0FEA12DD63B19F97ACC765D1EED6810EFFFEDE185F8F37D56A827BF1FCBSDCACFE2F92F9031125B262B6E96120319481B4208A349D01DC8707AEABGF7C3
9

false
low

hitp://https://fonts.gstatic.com/s/roboto/v20/KFOICngEu92FriMu51QrEzAdKQ.woff

WOFF.....T
....AD..t..1..hdmx..M....0. head..NX...6...6..hhea..N...."...$.}.0hmtx..N....
X...1.P.....PB.U=l.@..B)..w......Y.e.um.C.s..x.h.~R...R...AJ.x.|.h.a...
Xu>..T./>...0q. . Jj-&.£.=9..N9.. ..PHaE...J*..4.MjJ.*..nW)..r3".
LIR{c...p..1\.8.c=..p..X.(.. LoH.n(.0...(.qdT?2.b..2).' T...m..vNi : S.MjLSKIALLYS.L

.ks5zY5c...Mgg.5..p

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\KFOjCngEu92Fr1Mu51TzBic6Csl[1].woff

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

|IE Cache URL:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Web Open Font Format, TrueType, length 21588, version 1.1

downloaded

21588

7.973550860004932

false
384:9dolerd5msN48bPbceGykR88vIyGLRkcl46tW6amtMQSJICo:9+1erd5vCfRzIUCSIV
81F57861ED4AC74741F5671E1DFF2FD9
AC3993E9EDC4C30C97FE670AALEBA7088AAG9E3L
EEC142608E8B417E2ACB6E5301A750047A04E2C5A6563223CAAE499E19EAOSEE

F23A7D58BE44E474CB65C368B048EB68AALB6FEF4A12797A4A19C8D9E2F1BB7AB6FCEAE2AD17C59283616503107C332EA6245BF9F721BC49A676E8C92F46EC
4

false
low

hitp://https://fonts.gstatic.com/s/roboto/v20/KFOjCnqEU92FriMu51TzBic6Csl.woff
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\KFOjCngEu92Fr1Mu51TzBic6Csl[1].woff

Preview:

....glyf
.9..Bx...1..P......PB..
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\KFOICngEu92FriMmWUIfBBc-[1].woff

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 20356, version 1.1

Category: downloaded

Size (bytes): 20356

Entropy (8bit): 7.972919215442608

Encrypted: false

SSDEEP: 384:0f+dtlebKR28EPpAXxR5wthZZv4B8Te/h4+ctrSNHONwZaUp4VsEgm:of+PleeRcU8Hqdy+UHHbEwW/

MDS5: ADCDE98F1D584DE52060AD7B16373DA3

SHA1L: 0A9B76D81989A7A45336EBD7B48ED25803F344B9

SHA-256: 806EA46C426AF8FC24E5CF42A210228739696933D36299EB28AEE64F69FC71FL

SHA-512: 7B1D6CCOD841A9ESEFEC540387BC5F9B47E07A21FDC3DCACE029BBOE3C74664BBCIF1BCCFD8FB575B595C2CC1FD16925C533E062C4C82EEEOC310FFD2B4C
927

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://fonts.gstatic.com/s/roboto/v20/KFOICngEu92FriMmWUIfBBc-.woff

Preview:

v60x...1..P......PB.U.=l.@..B)..w. F?.|~m..ms{Z.
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\NewErrorPageTemplate[1]

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode (with BOM) text, with CRLF line terminators

Category: downloaded

Size (bytes): 1612

Entropy (8bit): 4.869554560514657

Encrypted: false

SSDEEP: 24:5Y0bQ573pHpACtUZtIDOIFBopZleqw87xTe4D8FaFJ/Doz9AtjJghCzg:5m73jcIqQep89TEW7Uxkk

MDS5: DFEABDE84792228093A5A270352395B6

SHA1L: E41258C9576721025926326F76063C2305586F76

SHA-256: 77B138AB5D0A90FF04648C26ADDD5E414CC178165E3B54A4CB3739DA0F58E075

SHA-512: E256F603E67335151BB709294749794E2E3085F4063C623461A0B3DECBCCABE620807B707ECIBCBE36DCD7D639C55753DA0495BESSB4AESFB6BFC52AB4B284F
D

Malicious: false

Reputation: low

|IE Cache URL: res://ieframe.dll/NewErrorPageTemplate.css

Preview:
.body.{.. background-repeat: repeat-x;.. background-color: white;.. font-family: "Segoe UI", "verdana", "arial";.. margin: Oem;.. color: #1f1fif;..}.....mainContent..{..
margin-top:80px;.. width: 700px;.. margin-left: 120px;.. margin-right: 120px;..}.....title.{.. ~ color: #54b0f7;.. font-size: 36px;.. font-weight: 300;.. line-height:
40px;.. margin-bottom: 24px;.. font-family: "Segoe UI", "verdana";.. position: relative; errorExplanation..{.. color: #000000;.. font-size: 12pt;.. font-family:
"Segoe UI", "verdana", "arial";.. text-decoration: none;..}.....taskSection..{.. margin-top: 20px;.. margin-bottom: 28px;.. position: relative; ..}.....tasks..{.. color: #00

0000;.. font-family: "Segoe UI", "verdana";.. font-weight:200;.. font-size: 12pt;..}....li..{.. margin-top: 8px;..}.....diagnoseButton..{.. outline: none;.. font-size: 9pt;
..}.....launchinternetOptionsButton..{.. ~outline: none;

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\SeanVertical-1[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 1000x1000, frames 3
Category: downloaded

Size (bytes): 63249

Entropy (8bit): 7.864968611221356

Encrypted: false

SSDEEP: 1536:6m09kLsjyeH5fgFuVNCMKAWHIeuhh5ivLcH2ztGDuDTG:D09VH5PCMKzHsuNgOu+

MD5: EC850BEBE5173AB19AB3AF23A4C30CD4

SHAL: B333C372F8BA774588A8CDDAOFB1FSED7B3E3323

SHA-256: 350FA1C5E1B0D81567874E6E6E805DC897DFCE68D91E919E56B2EE3AFSAELCO3

SHA-512: 21B5092BDBFA57669415E0C4BB61DC8E42D9D31B6C7CFB355700586BE15CI8BAEFB1435CB5877F4FE4F4A7FFDO8CIOF1276022055767AE5187C6D44AF5C3C844
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://bonusbomber.com/wp-content/uploads/2019/11/SeanVertical-1.jpg
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\SeanVertical-1[1].jpg

Preview:
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\Webp.net-resizeimage__ 9 _-removebg-preview-1-150x150[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 150 x 109, 8-bit colormap, non-interlaced

Category: downloaded

Size (bytes): 7663

Entropy (8bit): 7.970109374483929

Encrypted: false

SSDEEP: 192:jv/TC4lu2k/w80oul4iMQYVK52AjRDLY|WssLEBXWBID+YNInpX3/:q4luH/w61CJIK5IRDLYjHswnE5+YNInp/

MDS5: 51993C349BCIB7ADBEEF98B58525BF1D

SHA1L: 7C41F5616534A709E40002F899B67A632F5A3CDE

SHA-256: 7153CF754885A47EASDB7879AA420EF342BC0815361C114D95220D393A9BAD78

SHA-512: 937B4A4F27EE60396BB5B6F28AD306CES56F2CD97ABFDC78FF6B400FES646B31C16AD44CE8ATF22EBE48D4FC8DE20FE1765D7060A39FFC77BEBA319C4A4CEQ
C18

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://bonusbomber.com/wp-content/uploads/2020/08/Webp.net-resizeimage__9_-removebg-preview-1-150x150.png

Preview:
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..... VU0 Ve Zocs e .z $tRNS.
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\YTSupremacy[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 530 x 233, 8-bit colormap, non-interlaced

Category: downloaded

Size (bytes): 24478

Entropy (8bit):  7.983907438410961

Encrypted: false

SSDEEP: 384:AlvVeDnU7uNsfsZ9cj6K/angd18Qk+ILIFWUIBILYIMSBwW+GXmAOSo0apNTtOkyPz:8N7uN4tT/angdRILyUIALWSG+umISowO

MD5: A3F747286C9CE93485530D2318EFA836

SHA1L: BEFB882C714B2D967869E5A0740FEA6D574E245D

SHA-256: 22C7C61C1A77B9F716779D41F3B001F72FAB50518C4962B084370B269DECE316

SHA-512: 10AA5021DE36E3002AC1156FE1F19F0772A5C13CEFF1AFD61CODD81CCE761752CD8CDCE6G0C2A8AB70DEO3COFB400DC227E326078029AE4E11CE7D5A6406B6
91

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://bonusbomber.com/wp-content/uploads/2019/07/YTSupremacy.png

Preview:
........ Sj.CN)G.>W.....>...Qh.x..<W...4Q..bx......4Q...%E..*..4.Ib.Um.i~.?Z.h}.f{.5.ez..?._u.[
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\admin-ajax[1].css

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 92739

Entropy (8bit): 5.07585598384244

Encrypted: false

SSDEEP: 1536:05Tqf3pVcLvkkVWRQP5Tqf3pVeLvkkVWRQP5Tqf3pVeLvkkVWRQC:p

MDS5: BFB2AE2AC90D3E0B49089F6CB07A9A50

SHA1L: 56D7003C3BD1FDCAB9A2D96795FD0C445567F84E

SHA-256: DBDED4125F0B5EBDE9DB41F070CEDDASBAE1C7AS5A5DC8BE7B142FADF7393F7D3

SHA-512: 563E9BB95C56D73E52C68AFA10969244CB354DBEEADSF66FCOEF85811F0654E6F623E6F22D9481CD8AOE4DF5CF1B7CADCD683F1EAC93901CA356CEA82898D|
c2

Malicious: false

Reputation: low
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\admin-ajax[1].css

Preview:

@import url(‘https://fonts.googleapis.com/css?family=Roboto:100,100i,300,300i,400,400i,500,500i,700,700i,900,900i'); @import url(‘https://cdnjs.cloudflare.com/ajax/libs/fo
nt-awesome/4.7.0/css/font-awesome.css'); @import url(‘https://code.ionicframework.com/ionicons/2.0.1/css/ionicons.min.css');.theme__sm-6 .mw-elements-wrapper__li
nk{color:white;}[data-toggle~="collapse"){cursor:pointer;}.bt{box-shadow:0 0 0 1px #000 inset;}.list-none ul,.list-none li{margin:0;padding:0;list-style:none;}.fntWN{font-
weight:normal;}.fntB{font-weight:500;}.fntBB{font-weight:bold;}.txtUp{text-transform:uppercase;}.txtDecorNoneAlways{text-decoration:none;}.txtDecorNoneAlways:h
over,.txtDecorNoneAlways:active{text-decoration:none;}.bgOk{background:#4ebb74;color:#fff;}.clear:after{content:" ";display:block;clear:both;}.mw-content--editor{overflow
:hidden;}.mw-content--editor img{max-width:100%;height:auto;}.mw-content--editor iframe{max-width:100%;margin:10px 0;}.mw-content--editor .alignleft{float:left;
margin:5px

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\bullet[1]

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 15 x 15, 8-bit colormap, non-interlaced

downloaded

447

7.304718288205936

false
12:6v/71Cyt/IINTWxGdr+kZDWO7+4dKIvOb1GKuxu+R:/yBINTqsSk9BTWEO5su+R
26F971D87CA00E23BD2D064524AEF838
7440BEFF2F4F8FABC9315608A13BF26CABAD27D9
1D8E5FD3C1FD384C0A7507E7283C7FE8F65015E521B84569132A7EABEDCI9D41D
C62EB51BE301BB96C80539D66A73CD17CA2021D5D816233853A37DB72E04050271E581CC99652F3D8469B390003CA6C62DAD2A9D57164C620B7777AE99AALBL
false

low

res:/lieframe.dll/bullet.png
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\circle[1].css

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text

downloaded

1987

5.066469183369679

false

48:0AlYprivrégMzrXEBVP+gsZrOaub6XXydqrx:oNY prrUrEjP+gsZ5ygV
87CADOB844F37988C7B7484E5603E06B
39B40C9CF4734448116B3B842F25E0494B55FA37
4F6D4E9246E62595533595B7242EBBE933ADEBB6F79B94BOEIE4478E34ACEAOB
1A96AF309D6771002C9520B3E58DASEF18FC3A1E3A2EC2EE38DA2ES732368BCA18B5DD25E63DC54F638717CBFIBBAFI6EI7C3738807DD1F413890F6687F86AS
false

low

hitp://https://bonusbomber.com/wp-content/plugins/wp-product-review/assets/css/circle.css?ver=3.7.11

/ . *. * CSS Percentage Circle. * Author: Andre Firchow. *. /..
rect-auto,..wppr-c100.wppr-good .wppr-slice,..wppr-c100.wppr-very-good .wppr-slice {..clip: rect(auto, auto, auto, auto);.}...wppr-pie,..wppr-c100 .wppr-bar,..wppr-c100.w
ppr-good .wppr-fill,..wppr-c100.wppr-very-good .wppr-fill {..clip: rect(0Oem, 0.5em, 1em, Oem);..position: absolute;..box-sizing: border-box;..width: 100%;..height: 100%;.
.border: 15px solid #333;..border-radius: 50%;.}...wppr-pie-fill,..wppr-c100.wppr-good .wppr-bar:after,..wppr-c100.wppr-good .wppr-fill,..wppr-c100.wppr-very-good .wppr-b
ar:after,..wppr-c100.wppr-very-good .wppr-fill {..-webkit-transform: rotate(180deg);..-ms-transform: rotate(180deg);..transform: rotate(180deg);.}...wppr-c100 {..display:
inline-block;..position: absolute;..top: 50%;..left: 50%;..width: 100%;..min-width: 100px;..max-width: 120pXx;..height: 100%;..min

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\close[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

|IE Cache URL:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 27 x 27, 8-bit colormap, non-interlaced

downloaded

280

6.264381543729851

false
6:6v/IhPZmIIQ9SoBcolgs4zHt7xDivIRQ6HarMKvuup:6v/7Rm/Q9Zpg7zHRxOQW6HarLvuc
D9D2D0B1308CB694AA8116915592E2A9
3CA48361CFEOE41163023D03C26296F375BB3EAC
5D62E6C90005BFB71F6ABB440F9E4753681CB23BBD5E60477AB6F442D2F0E6IC

AE70339ECO5F19D698A319CC265DA583814711ACBEFD81DDCB7D6D5E59934B78B289E5A55C666AF62216A8F9CESDEGOAFDGF41C54EF7E4EAS69D5458CEF78/
F5

false
low

hitp://https://bonusbomber.com/wp-content/plugins/wp-product-review/assets/img/close.png
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\close[1].png

Preview:

PNG....... IHDR................ 0..<PLTE.....ccooiiis KKK...oooi JIJHHH............. n....tRNS.J....K...... |..XIDATx"}I.. .DQ..Q..w....J..0T...W.~Y...hC,. . W$...r.$.9.
L$UHLL x7{@b..().G.0&. . H...}JQ=.|.. .H....... IEND.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\dashicons.min[1].css

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

46360

6.055516422081972

false
768:Jy79SeLdo/v4lcBBcX2MI6WUWASjxuKsbssOUJEhREyYIPRQ:J2hoXmcBi9xwuSupbbJylPe
1C364E777CD2B874EA6CF09100861C6C
58BB8DABDB753287BE070AC2840COFDBBD27F533
DODF2FF25FDED9E43A0CFA5159393D4482725BFB390EBCA94F34DA85B5304117
7E5F18F12B56D711B70509EA80E5CAE14326558EBFF755A3D61A8D9156FFCDAD243274195D83FE27C6E295FECCC19A285AD358EBBCD720846820B51E22389F3
false

low

hitp://https://bonusbomber.com/wp-includes/css/dashicons.min.css?ver=4.9.16

/%! This file is auto-generated */.@font-face{font-family:dashicons;src:url(../fonts/dashicons.eot)}@font-face{font-family:dashicons;src:url(data:application/font-woff;ch
arset=utf-8;base64,d09GRgABAAAAAGY MAALAAAAAOWAAAQAAAAAAAAAAAAAAAAAAAAAAAAAAAABGRIRNAAABRAAAABWAAAACckwiiDdERUYAAAFgAAAAH
WAAACABMWAET1IMVMgAAAYAAAABAAAAAY JY FacxjipbWFWAAABWAAAAUEAAAKiIBKAXKMAhc3AAAAMEAAAACAAAAA|/IWADZ2x5ZgAAAWWAAFNUAAC
MgOFsk4doZWFKAABC/AAAACAAAAA2DPOUgmMhoZWEAAFOSAAAAGYAAACQPogeuaG10eAAAXUgAAAEHAAACFodAcgtsh2NhAABeUAAAAG4AAAIO/oLadmlheHA
AAGBgAAAAHWAAACABWQC1bmFtZQAAYIAAAAGHAAADVI8qdoNwh3NOAABIHAAAA+CAAAPGWPO//ndlYmYAAGYEAAAABgAAAAayrlbhAAAAAQAAA
ADMPaLPAAAAANMHHI4AAAAAOWd]LXjaY2BKY GDgA21IBhBgYmBKYGRKBZIsY B4ADAASNADKAeNp]YGY/XxTiBgZWBhVWEZQMDASMOCM20h8GIKQLIBOphB6He4
X4MDgp/vrgzXwDxgaQGkGJEUqLAWAgANrQKyHja3ZCISWNBEMXnkggcuzcGxOlgxY GkuO78IMHMNMQkoCKmklIhl/GhiFRshXRoLO1vBvOU7tdFGFAzZWagXO7
0426nkkY GFv44N5w4Ph92AAIAM9YYAVO1jHchK6OWW1470GIfRBIVIBNg2RSYPKUOBTIKcCFalMNdggBrvoX1nKVa7yVVeFalbb2tW+zuuKgZgVUzN10zAtc
2COOMU2u+z

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\dashicons[1].eot

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Embedded OpenType (EOT), Dashicons family

downloaded

22449

7.968327336521213

false
384:j0vkjXx00ZIDA5PV3/yDimeZsSTN6IINpKAXES2XVgVIsx1i:jocVru56 0 TLB2XyIC1i
30E410C715C6215FA7FAALC979B6480C
C67CED157875CFA23222EE70F18A337BE2051957
A55660C37AF5BBCC8C6C485C032E3D74D876946607E6C20148E3D3D5F37043B8

F2D64FA18A777B52651A16EDB14379CF8178C7E40FFE119CBBEGIFE915FFD8DB1F41FDC62EDE2960620D1D14B555A07F62BOBEBEC65AC146ADB383009A4C1F
42

false
low

hitp://https://bonusbomber.com/wp-includes/fonts/dashicons.eot

WV LP....... .D.as.hi.c.o.ns....R.eg.ular.xV.ers.io.n. 1..0.0.6.P.S..0.0.1..0.0.6.;.h.0.t.c.o.n.v. .1..0..7.0.;.m.ak.
e.o.tf.lib.2..5.58.3.2.9.. Dashlcons Regular ..BSGP... Vw.\V{.@l.....Y.D.M.F.x..>.....)[..1L.H..-A)F...1..../.S?.U." &a.....f."K. K’ IWR..
Y. \5or.- e XA IG2.aow.0. (.\\.. . [a .@t..g..e..JH....x
#.1.)2....2QH.%#.b...U.Q...4...c9.V...EXP. K TK. n( R} X.G5....=A..9&.'~d[.X../...".0.. k{A0&....|5.S.yN.._K....&...u".a.5V.xmc..2..Lig..._)a...3.... T%..p..h.z(.. V$
gJTWt.B..".H..Au....4;2........ XN.W|[..Kj.5.n.T........./uL-.QZ/......0.*5.. .. F.F..2... ) ZH..T] ...(..-2l..c{y}...S{...5+.~..pB74..0w......L.y.;.~~}n.A@

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\dnserror[1]

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

|IE Cache URL:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, UTF-8 Unicode (with BOM) text, with CRLF line terminators
downloaded

2997

4.4885437940628465

false

48:u7u5V4VyhhV2IFUW29vjORkpNc7KpAP8Rra:vIlJ6G7A08Ra
2DC61EB461DA1436F5D22BCE51425660
E1B79BCABOF073868079D807FAEC669596DC46C1
ACDEB4966289B6CE46ECC879531F85E9C6F94B718AAB521D38E2E00F7F7F7993

A88BECB4FBDDC5AFC55E4DC0135AF714A3EEC4A63810AE5A989F2CECB824A686165D3CEDBSCBD8F35C7ESBIF4136C29DEA32736AABB451FE8088B978B493
AC6D

false
low

res://ieframe.dll/dnserror.htm?ErrorStatus=0x800C0005&DNSError=1460
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\dnserror[1]

Preview:
<IDOCTYPE HTML>..<html>.. <head>.. <link rel="stylesheet" type="text/css" href="NewErrorPageTemplate.css" >.. <meta http-equiv="Content-Type"
content="text/html; charset=UTF-8">.. <title>Can&rsquo;t reach this page<ftitle>.. <script src="errorPageStrings.js" language="javascript" type="text/javascript">..
</script>.. <script src="httpErrorPagesScripts.js" language="javascript" type="text/javascript">.. </script>.. </head>.... <body onLoad="getInfo(); initMo
relnfo('infoBlockID);">.. <div id="contentContainer" class="mainContent">.. <div id="mainTitle" class="title">Can&rsquo;t reach this page</div>.. <div
class="taskSection" id="taskSection">.. <ul id="cantDisplayTasks" class="tasks">.. <li id="task1-1">Make sure the web address <span id=
"webpage" class="webpageURL"></span>is correct</li>.. <li id="task1-2">Search for this site on Bing</li>..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\errorPageStrings[1]

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode (with BOM) text, with CRLF line terminators

Category: dropped

Size (bytes): 4720

Entropy (8bit): 5.164796203267696

Encrypted: false

SSDEEP: 96:z9UUigRxqH211CUIRgRLNRynjZbRXkRPRK6C87Apsat/5/+mhPcF+5g+mOQb7A90:JsUOG1yNIX6ZzWpHOWLial6Cbh7bk
MDS5: D65EC06F21C379C87040B83CCLABACEB

SHA1L: 208D0A0BB775661758394BE7E4AFB18357E46C8B

SHA-256: A1270E90CEA31B46432EC44731BF4400D22B38EB2855326BF934FE8F1B169A4F

SHA-512: 8A166D26B49A5DI5AEA49BCE49ESEA58786A2191F4AD2ADACEF5FBB7523940CE4482D6A2502AA870A931224F215CB2010A8C9B99A2C1820150E4D365CAB28299
Malicious: false

Reputation: low

Preview:

/ISplit out for localization...var L_GOBACK_TEXT = "Go back to the previous page.";..var L_REFRESH_TEXT = "Refresh the page.";..var L_MOREINFO_TEXT = "More
information”;..var L_OFFLINE_USERS_TEXT = "For offline users";..var L_RELOAD_TEXT = "Retype the address.";..var L_HIDE_HOTKEYS_TEXT = "Hide tab shortcuts
";..var L_SHOW_HOTKEYS_TEXT = "Show more tab shortcuts";..var L_CONNECTION_OFF_TEXT = "You are not connected to the Internet. Check your Internet conn
ection.";..var L_CONNECTION_ON_TEXT = "It appears you are connected to the Internet, but you might want to try to reconnect to the Internet.";....//used by invalidcert.js
and hstscerterror.js..var L_CertUnknownCA_TEXT = "Your PC doesn\u2019t trust this website\u2019s security certificate.";..var L_CertExpired_TEXT = "The website
\u2019s security certificate is not yet valid or has expired.";..var L_CertCNMismatch_TEXT = "The hostname in the website\u2019s security certificate differs from the web
site you are trying to visit.";..var L

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\facebook-group-strategy[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 771 x 500, 8-bit colormap, non-interlaced

Category: downloaded

Size (bytes): 25325

Entropy (8bit): 7.963636102815299

Encrypted: false

SSDEEP: 384:VxEilwyclp+OTk3APTXz2YUSgjdVACVH813yPfOTKTIRyzcnEhP8MR7Sus:Vu2+2k3gXZufAC5+bRFEI8jus

MD5: 52F2A11DE5E2A3D7CAA952B4D57743E2

SHA1L: B3D6128C0298C3ECE59C718D5A276DDOB5FE082F

SHA-256: 3BCF91A790D46D766313749CFEAOD7AA6025BBBC16408214079B11642736964C

SHA-512: 5AEDE530B36BA52AE497D3E92AA730A265DB4B977C451B939AFAALE494853A3757DA91C9B6BBC1D08D484DB495C71E5AD2BF20FES7786257C34683A1231B55]
6

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://bonusbomber.com/wp-content/uploads/2019/03/facebook-group-strategy.png

Preview:

ceeMD V(-
kj..mi.ox.hQ.]....

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\httpErrorPagesScripts[1]

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode (with BOM) text, with CRLF line terminators

Category: dropped

Size (bytes): 12105

Entropy (8bit): 5.451485481468043

Encrypted: false

SSDEEP: 192:x20iniOciwd1BtvjrG8tAGGGVWnvyJVUrUiki3ayimi5ezL CvJG 1gwm3z:xPini/i+1Btvjy815ZVUwiki3ayimi5f
MDS5: 9234071287E637F85D721463C488704C

SHA1L: CCAO09B1EOFBA38BA29D3972ED8DCECEFDEF8C152

SHA-256: 65CC039890C7CEB927CE40F6F199D74E49B8058C3F8AGE22E8F916ADI0EAB649

SHA-512: 87D691987E7A2F69AD8605F35F94241AB7E68AD4F55AD384F1FOD40DC59FFD1432C758123661EE39443D624C881B01DCD228A67AFB8700FESE66FC794A6C038¢
Malicious: false

Reputation: low
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\httpErrorPagesScripts[1]

Preview:
...function isExternalUrlSafeForNavigation(urlStr)..{..var regEx = new RegExp("*(http(s?)|ftp|file)://", "i");..return regEx.exec(urlStr);..}..function clickRefresh(). {..var location
= window.location.href;..var poundindex = location.indexOf('#);..if (poundindex != -1 && poundindex+1 < location.length && isExternalUrlSafeForNavigation(location.su
bstring(poundindex+1)))..{..window.location.replace(location.substring(poundindex+1));..}..}..function navCancellnit()..{..var location = window.location.href;..var pound
Index = location.indexOf('#');..if (poundindex != -1 && poundindex+1 < location.length && isExternalUrlSafeForNavigation(location.substring(poundindex+1)))..{..var
bElement = document.createElement("A");..bElement.innerText = L_ REFRESH_TEXT;..bElement.href = ‘javascript:clickRefresh()';..navCancelContainer.appendChild(
bElement);..}..else..{..var textNode = document.createTextNode(L_RELOAD_TEXT);..navCancelContainer.appendChild(textNode);..}..}..function getDisplayValue(elem

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\image2-280x150[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 280 x 122, 8-bit colormap, non-interlaced

Category: downloaded

Size (bytes): 10874

Entropy (8bit): 7.956701631696734

Encrypted: false

SSDEEP: 192:MIH5cmmCNCcILSsSH7EQU+6sSWUT/3EIGZOmwV 1fd83/sSt5kvxJJyRSVILAYidB:W+RCy7wPHAT/rGZ0VV4cvxJ4kLLdYGB
MDS5: BOOCEBC86805463DF11ED299B86317B6

SHA1L: 6D438E943E12A39A494FAD357C236E2E1DF08603

SHA-256: 2389ED4EEA10C9075E8433E90D6FA313DF87CB1764F47452339964BDEOA7217A

SHA-512: F338F95D55ABAE7402B391B31B5C39D18B901A1F175E0687258CF3F987D85B56D8E17BF4E9389536DAC7223DA61AB39CF49694B6285AD2B2EC3E34D351F9311¢
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://bonusbomber.com/wp-content/uploads/2019/02/image2-280x150.png

Preview:
PNG........ IHDR....... z....S.[..PLTE......... HHH&&&A. ***---2227779&"L5-?>>DDDb<9KKKz9.QQQUUUIOE,W.]\_aao.[Lfee. T@Ek.iix~ebnmlgg~utsTv.oX._.{zz.xm[}._~..~.
el L}.~j.zt. S Y. r6.ow.y..z.y#.~E...0..h...IN.~

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\info_48[1]

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 47 x 48, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 4113

Entropy (8bit): 7.9370830126943375

Encrypted: false

SSDEEP: 96:WNTJIL8szf79M8FUJE39KJoUUuIPnvmKacs6Uq7gDMj1XPL:WNrzFoQSJPnvzs6rL

MDS5: 5565250FCC163AA3A79F0B746416CE69

SHA1L: B97CC66471FCDEE07DOEE36C7FB03F342C231F8F

SHA-256: 51129C6C98A82EA491F89857C31146ECEC14C4AF184517450A7A20C699C84859

SHA-512: E60EA153BOFECE4D311769391D3B763B14B9A140105A36A13DAD23C2906735EAAB9092236DEBBC68EF078E8864D6E288BEF7EF1731C1E9F1ADIB0170B95ACL:
4

Malicious: false

Reputation: low

Preview:
PNG........ IHDR.../...0....... #....IDATX ...pUU. {....KB........ L FojpQ....... Vg.F.m.Q...{..m.@.56D...&$d!.<..}...s.K9....{.cc....... [/<.T..I.JR)).9.k.N.%.E.W"}....Po.........

WX E P49 s 9 BTV LSS Kz 803005 .0 ) e & ht 2 AL Lt N %L B ackem g LXK fEFULTO- L YEf L)L~

LS A re MXUL2AULG.LL 300 XL IO PTLKC L6 M.]7..ZZZ:..a.0.G64]....9..[..a...
N,,.h....5..fy.}L.BX{.G"..?.c.....s"..P.(.G...t.0..X.DCs..... 1..6Ub...U.qY(/v.m.a...4."Qr\.E.G..a

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\instagram-university-2-0-review[1].htm

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, UTF-8 Unicode text, with very long lines, with CRLF, LF line terminators

Category: downloaded

Size (bytes): 47486

Entropy (8bit): 5.361385511811207

Encrypted: false

SSDEEP: 768:0147uJKhbtpr6En1tOc8wac5Aadc8kosGeon9/QlOubTtq4Fnxf6:0Q8KhbtprB1tt8+5Aadc8hsy9ll0ubT8

MDS5: 6D2DF35D7CE265A8FAE1264529090A4D

SHA1L: 3C7442A512A61D2179FACOB35A3966204B16D09C

SHA-256: E7D64A67CB3F4692790A17A685CEFBC43F6372D0D5A709AF65E0FE286655279C

SHA-512: 8C5CB8B07A36B5617D8709962EBA253681732E12CE91AADA20C5AB50169BDF81DBEDBI382B00E95264A974E7EBBCD87492D8B53CIDA29B4D5437EDO7FBCCE!
69

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://bonusbomber.com/instagram-university-2-0-review/

Copyright null 2020 Page 34 of 56



C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\instagram-university-2-0-review[1].htm

Preview:

.<IDOCTYPE html>.<html lang="en-US">.<head>... [if It IE 9]>..<script src="https://bonusbomber.com/wp-content/themes/rise/js/html5/dist/htmI5shiv.js"></script>..<script
src="//css3-mediaqueries-js.googlecode.com/svn/trunk/css3-mediaqueries.js"></script>..<![endif]-->.. [if IE 8]>..<link rel="stylesheet" type="text/css" href="https://bon
usbomber.com/wp-content/themes/rise/css/ie8.css"/>..<![endif]-->.. [if IE 7]>..<link rel="stylesheet" type="text/css" href="https://bonusbomber.com/wp-content/themes/ris
elcsslie7.css"/>..<![endif]-->..<meta name="viewport" content="width=device-width, initial-scale=1.0"/>..<meta charset="UTF-8">....... <title>Instagram University 2.0 Revi
ew by Niklas Pedde - Bonusbomber</title>.. This site is optimized with the Yoast SEO plugin v11.3 - https://yoast.com/wordpress/plugins/seo/ -->.<meta name="d
escription” content="Instagram University 2.0 Review - The following experience report is about the online course Instagram University 2.0. by Niklas Pe

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\instagram-university-pro-review[1].htm

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, UTF-8 Unicode text, with very long lines, with CRLF, LF line terminators

downloaded

73223

5.247496189215683

false
1536:0WMKhbtprg4mzkY9ly7ZyUxUnNKkL1toKIUvVy6Zu+USA9IIOuhTPtg4Fnxf6:Zhbtprg5z79ly4eUnNkLnoKIUvVyKu+0
4220D5884BD519C068F71FC598E6B84E

C36A690BEB64C9D5491214944EF6ABD71EOEOBS6
FFBDOCFD6CFA4F84DC5A2F53DD2F00BF7A4BDB7C3C0252A3B08091326DCF7DAD
D7AE9044287758981F26691E17C94B15E10A55750A2868AFCEOECDE2F2F8BBBF95C5C2843DD1252816050A2B82E8B2FC6560419DAA69451285175983E7C6C48B
false

low

hitp://https://bonusbomber.com/instagram-university-pro-review/

.<IDOCTYPE html>.<html lang="en-US">.<head>... [if It IE 9]>..<script src="https://bonusbomber.com/wp-content/themes/rise/js/html5/dist/htmI5shiv.js"></script>..<script
src="//css3-mediaqueries-js.googlecode.com/svn/trunk/css3-mediaqueries.js"></script>..<![endif]-->.. [if IE 8]>..<link rel="stylesheet" type="text/css" href="https://bon
usbomber.com/wp-content/themes/rise/css/ie8.css"/>..<![endif]-->.. [if IE 7]>..<link rel="stylesheet" type="text/css" href="https://bonusbomber.com/wp-content/themes/ris
elcsslie7.css"/>..<![endif]-->..<meta name="viewport" content="width=device-width, initial-scale=1.0"/>..<meta charset="UTF-8">....... <title>Instagram University Pro Revi
ew by Niklas Pedde - Bonusbomber</title>.. This site is optimized with the Yoast SEO plugin v11.3 - https://yoast.com/wordpress/plugins/seo/ -->.<meta name="d
escription” content="Instagram University Pro Review - The following experience report is about the online course Instagram University Pro by Niklas Ped

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\instagram-university[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 1138 x 703, 8-bit colormap, non-interlaced
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7.988222188416738
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3072:9t01H/OD4prQn0gZ/Yt4jZ0VY4y6DB6R/hiIFO7Y:70AQ1hA4eVY3UBRwy7Y
6C02DCIC5417710768232658A86F76AD
2722EF1921535B4A4F42DE702FE09449C3CA217A
665B76F5677753CD25E67995666B05307F017BFIC7C765246425F71B06B40DA8

EB3985CAQ0F8372C8097084D6E921F35EC1201670F4B15D63327B9E2DBAE28DBEBSEBB2B124FB1454AD1794465D730F53E5CCC82D765DE7A4A50E8065FA77EOL
2
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C:\Program Files (x86)\Internet Explorer\iexplore.exe
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downloaded

51284

4.573895834393703

false
384:R48w+hhJhjRgFdtYRjJljsjaHNNfc2C4741mf5HRzL:R4YhhjQFduRjJ7uHFcu7Smf5xzL
1690997909AAE14B023A6580D4A2F33F
AA4FD9551382A3B5CIC43E14ADBBC4C4149CD2352
92AC508220F5BB60ECI4E07650528EB66625F82A4740ADA068CDE05365781286

617658DBE762B0F4C1A6433C90EA2FE21A0D27D431F00B2B216DE28636066FC4653A23D0B6CCCC53B9ABBD5A234E3416DCB8296B7FODEEOCEBA1B45CE99A2
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Preview:

@charset "UTF-8";/*L. lonicons, v2.0.1. Created by Ben Sperry for the lonic Framework, http://ionicons.com/. https://twitter.com/benjsperry https://twitter.com/ionicf
ramework. MIT License: https://github.com/driftyco/ionicons.. Android-style icons originally built by Google.s. Material Design Icons: https://github.com/google/material-
design-icons. used under CC BY http://creativecommons.org/licenses/by/4.0/. Modified icons to fit ionicon.s grid from original..*/ @font-face{font-family:"lonicons";src:url("..
[fonts/ionicons.eot?v=2.0.1");src:url("../fonts/ionicons.eot?v=2.0.1#iefix") format("embedded-opentype"),url("../fonts/ionicons.ttf?v=2.0.1") format("truetype"),url("../fonts/ionic
ons.woff?v=2.0.1") format("woff"),url("../fonts/ionicons.svg?v=2.0.1#lonicons") format("svg");font-weight:normal;font-style:normal}.ion,.ionicons,.ion-alert:before,.ion-alert-
circled:before,.ion-android-add:before,.ion-android-add-circle:before,.ion-android-alarm-clock:before,.ion-android-alert:
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C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines
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182318

5.187304757250811
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1536:GLUMqqOibjCbRskmUDdIQdcYfLy5seVjIJ9PZ9UJ:GLUMqqOinhcRseVXY
19FCF59F618BFE9FE4E3A2D5D57B02EB
048D6222BEB9CDD571BD09253340086AEF5D4989
E2A0B6DA49D370E715144DOFFODBICD8325AE18F360FC7C3AALBAAS81DD2B7AF
14CE2124487C3FB92F8D05F59236CD4F689C605831052653600F9C5181DF5D64C0OCES8828420696671920B63B7F7F447E74DE2038FC46043506AB2A91458DD87
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@font-face{font-family:'Roboto’;src:url("../thrive-dashboard/css/font/Roboto.ttf") format(“truetype”);font-weight:normal;font-style:normal}@font-face{font-family:'Open Sa
ns';src:url("../thrive-dashboard/css/font/OpenSans.ttf") format(“truetype”);font-weight:normal;font-style:normal}@font-face{font-family:'Roboto Condensed';src:url("../fon
ts/RobotoCondensed.itf") format("truetype”);font-weight:normal;font-style:normal}@font-face{font-family:'rise-font';src:url("../fonts/rise-icomoon.eot?6xplcw");src:url(".
[fonts/rise-icomoon.eot?#iefix-6xplcw") format("embedded-opentype”),url("../fonts/rise-icomoon.woff?6xplcw") format(“woff"),url("../fonts/rise-icomoon.ttf?6xplcw") forma
t("truetype"),url("../fonts/rise-icomoon.svg?6xplcw#rise-font") format("svg");font-weight:normal;font-style:normal}@keyframes side-menu{from{top:100%}to{top:0}}@-webkit-
keyframes side-menu{from{top:100%}to{top:0}}@keyframes progress-bar{from{width:0}to{width:100%}}@-webkit-keyframes progress-bar{from{width:0}to{width:1

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\navcancl[1]
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Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, UTF-8 Unicode (with BOM) text, with CRLF line terminators
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2713

4.1712007174415895

false
24:r3avxU5hzsIVmVMeLmVMyHf63lboxMCLxvriN6LOAPANQay78eLx5Th87nVKEhML:upUOGVeLVGBXvrp4n/1a5TI7Ve/G79KX
4BCFE9F8DB04948CDDB5E31FE6A7FI84

42464C70FC16F3F361C2419751ACD57D51613CDF
BEE0439FCF31DE76D6E2D7FD377A24A34AC8763D5BF4114DA5E1663009E24228
BBOEF3D32310644285F4062AD5F27F30649C04C5A442361A5DBE3672BD8CB585160187070872A31D9F30B70397D81449623510365A371E73BDA580EOOEEFOE4E
false
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res://ieframe.dll/navcancl.htm

.<IDOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN" "http://www.w3.org/TR/html4/loose.dtd">....<html>.... <head>.. <link rel="stylesheet"
type="text/css" href="res://ieframe.dll/ErrorPageTemplate.css" />.... <meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />.... <title>Navigation
Canceled<ftitle>.... <script src="res://ieframe.dll/errorPageStrings.js" language="javascript" type="text/javascript">.. </script>.. <script src="res://ieframe.dll
/httpErrorPagesScripts.js" language="javascript" type="text/javascript">.. </script>.. </head>.... <body onLoad="javascript:navCancellnit(); ">.... <table width
="730" cellpadding="0" cellspacing="0" border="0">.... Error title -->.. <tr>.. <td id="infolconAlign" width="60" align="left" valign="top" rows
pan="2">.. <img src="res://ieframe.dll/info_48.png" id="infolcon" alt="Info icon">..
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C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 50 x 45, 8-bit/color RGBA, non-interlaced

downloaded

1350

7.795826172553452

false
24:0gMSVQogiW6rN55Wij2byDoY6nn1SoPthAOy79jQC7tVcaKE028k:ZBCiWYNvGjWyDop1SoPMroECxUk
31F15875975AAB69085470AABBFEC802

777E92C050F600B4519299C3D786B8F2F459FEA4
15B869B02C6FBAABCEC26445A2DD2DIBAD8B0FD27B1409F8179E5DD89DC8IDI0A

EDC920DCD2F5AC9AGE08098C6A59F888A9CB135FF4EF3DC2183931E065B6531E00E2C8ACD3C329A3D90EBO39EA3DB318A9B677B5AA78A227815373D7008D40
A

false
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\sharer[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCI!I text, with very long lines, with no line terminators
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96160

5.473399833379101

false
1536:fgZ/RNZEok6By4EUMozgmBpellLnfyMnvWxpIMhhkCyCjgGh7rekh3nH1hZO5p8Ge:MRpE
BEB2C35FF4E7A0F40747D794CEFBCFEE
0F85658D36DA64EEC94BA11706D78401D45E172C
5B106453A7A616D691936A5CFDF7DB411FD385625F93E2996C46BD016D7E7ALS

924E3D3C1A84A4673C48C69F1CA24467DB7BB9123330345207FCB7E787B8CABCOFFF493B7E969C14BE763EDEDACE499642598A4081CEOFG6092BEE352F8CA4A4I
9

false

low

<html><head><title>Redirecting...</title><script type="text/javascript" nonce="5bFSRJhE">/*<![CDATA[*/(function(){function si_cj(m){setTimeout(function(){new Im
age().src="https:Verror.facebook.com\/commonV/scribe_endpoint.php?c=si_clickjacking&t=5949"+"&m="+m;},5000);}if(top!=self){try{if(parent!=top){throw 1;}var si_cj_d=["a
pps.facebook.com"”,"apps.beta.facebook.com"];var href=top.location.href.toLowerCase();for(var i=0;i<si_cj_d.length;i++){if (href.indexOf(si_cj_d[i])>=0){throw 1;}}si_cj("3
");}catch(e){si_cj("1 \t");window.document.write("\u003Cstyle nonce=\"5bFSRjhE\">body * {display:none !limportant;\u003CVstyle>\u003Ca href=\"#\" onclick=\"top.location
.href=window.location.href\" style=\"display:block !limportant;padding:10px\">Go to Facebook.com\u003CVa>");/*iyRSNck2*/}}}())/* */</script><script nonce="5bFS
RjhE">window.location.replace("https:\/Vm.facebook.com\/sharerV/sharer.php?u=https\u00253A\u00252F\u00252Fbonusbomber.com\u00252Finstagram-university-pro-
review\u00252F

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\sharer[2].htm
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Encrypted:
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Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCI!I text, with very long lines, with no line terminators

dropped

94958

5.471767137145293

false
1536:fB41/j9+xxQbOKrGIvTDMPeoVDmIFIkbJJYGFbggioke9LNIkkyz48R30yAxfbDX:H
AB5B7FD395363C6086D050B5CCE4FD2F
ADF1C6F84A6ECCEA61F53487CA4754B54EEEA62D
5E44D83C50062CECA6D85C8F9689545C357253E0901F7B63BI15E9BE713372C6

56527CD73458D0758823CE117DC6C3CA7FB306F6CDB2FAG64A3377B6B7B9FB13D72E79D5895C040897DA06FFCOEC7EC22AF8A0DCA4F79BCC4AB3A49C5B55E6A
A3

false
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<html><head><title>Redirecting...</title><script type="text/javascript" nonce="KAEteZK5">/*</[CDATA[*/(function(){function si_cj(m){setTimeout(function(){new Im
age().src="https:Verror.facebook.com\/commonV/scribe_endpoint.php?c=si_clickjacking&t=5479"+"&m="+m;},5000);}if(top!=self){try{if(parent!=top){throw 1;}var si_cj_d=["a
pps.facebook.com"”,"apps.beta.facebook.com"];var href=top.location.href.toLowerCase();for(var i=0;i<si_cj_d.length;i++){if (href.indexOf(si_cj_d[i])>=0){throw 1;}}si_cj("3
https:\V\/www.facebook.com\V/sharer\/sharer.php?u=https\u00253A\u00252F\u00252Fbonusbomber.com\u00252Finstagram-university-pro-review\u00252F");}catch(e)
{si_cj("1 \thttps:V\W/\www.facebook.comV/sharerVsharer.php?u=https\u00253A\u00252F\u00252Fbonushomber.com\u00252Finstagram-university-pro-review\u00252F");wi
ndow.document.write("\u003Cstyle nonce=\"KAEteZK5\">body * {display:none !limportant;}\uOO3CV/style>\u003Ca href=\"#\" onclick=\"top.location.href=window.locatio

n.href\" style=\"display:block

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\thrive_flat[1].css

Process:
File Type:
Category:
Size (bytes):
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Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

648755

4.983993011989391

false
3072:VjL3g802nmyfsFOAOhT}VrISStYIfXLFBOI3uFWCZipUNX1KBjiM/MxRUslulfsV:NT1nnAORVc3YIfJ0rBulfMHOvC0185
F86E1110F61A3AABI1C25F5CCI97A81F

969796AC6F0B2DCC1DAF4DID13E643254F259114
B47087F6A82A55A8805D26BC51D40700D34EA823D10DD01889DC5CFC76816764

207831F4E43113C4235D4A7409D123A4D6093CA4D6D8BF4ABEC7019E58FBF5B4EDDEFG69CFO1EO023E82FEB425CDIFGE874A8C3BB6D668BBED0673092784CEC(
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@font-face{font-family:'thrvicomoon';src:url("fonts/thrvicomoon/icomoon.eot?jtzdu4");src:url("fonts/thrvicomoon/icomoon. eot?#iefixjtzdu4") format("embedded-open
type"),url(“fonts/thrvicomoon/icomoon.ttf?jtzdu4") format("truetype”),url("fonts/thrvicomoon/icomoon.woff?jtzdu4") format("woff"),url("fonts/thrvicomoon/icomoon.svg?jtzdu
4#thrvicomoon”) format("svg");font-weight:normal;font-style:normal}[class"="thrv-icon-"],[class*=" thrv-icon-"]{font-family:'thrvicomoon' limportant;speak:none;font-style
:normal;font-weight:normal;font-variant: normal;text-transform:none;line-height: 1;-webkit-font-smoothing:antialiased;-moz-osx-font-smoothing:grayscale}.thrv-icon-spinner:b
efore{content:"\e97a"}.thrv-icon-spinner2:before{content:"\e97b"}.thrv-icon-spinner8:before{content:"\e981"}.thrv-icon-spinner9:before{content:"\e982"}.thrv-icon-cross:be
fore{content:"\e605"}.thrv-icon-align-justify:before{content:"\e604"}.thrv-icon-uniE603:before{content:"\e603"}.thrv-icon-uniE602: before{content:"\e602"}.thrv-i

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\voicematic[1].png
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Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 932 x 551, 8-bit colormap, non-interlaced

downloaded

125606

7.967032398798433

false
3072:m3gO0JSIm5jTyHoSp2D62WCXZakb+{619asQn58Gm40xv84xJrQK:OVJISIm5;TmopXWCDH6aVCH40KKQK
74E06700B54737493E6DAE6D62ESES2E

EB79DF78EEF8FDCIDFDEFB2640F1239CA4D29592
4AA40F5F6B74A7F60111E9CEA4C2B7836B8780411C63DEB54C5160A6BCOE2443

2EF0173F7DCAODO9D5AF25FFC2589A9A4CEB8746F226EFE39AA0LC6E7BA16061D39F7A88D3EGES067F8ABAABBI303FES9CE3E3CD0B2368381537F1D5BOD4AY:
A

false
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hitp://https://bonusbomber.com/wp-content/uploads/2019/08/voicematic.png
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\IMEEXW4H4\weg-1[1].jpg
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Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 1152x695, frames 3
downloaded

67560

7.90862794655821

false

1536:VqeY50250q/7DlgdtgQehzygl44bsyORBOzjjdmwshQ:VageY501gXIghgup4J7MjlQQ
D4123C6B09EO3056E4EF88C4879420AE

8COC90B5E4958D362214122322B69AEBF134F42C
551DD4B94EE03654A3A6EBEF62D698E2919047D402E712404D24034664631A84
49D4E69718BF5D1F379F6F1C557AFES1CE0774077124EEF993E98DB62DF4BA6D426519507AD3E38E4D58CE4DA3176FAF21CE8BAB12279F60860E1DODF468B7E
false
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hitp://https://bonusbomber.com/wp-content/uploads/2019/12/weg-1.jpg
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\MEEXW4H4\wp-emoji-release.min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
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Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

12026

5.144024560194641

false
192:31dCwldZKx/4W+TJIr3J//bEVAbWXXR6A00HYrOUISY06KdpNfojt3gzQ5aY:35zw4W+TJIr3J//bEl+XgA5UedpgtgM5N
15D0C302DC74FD87BDICFEAB513E13E4

D25B738415C1594C4F840904BB876055D96CF256
D2458B9FD9089FDCBIDE317093E004EF3A65597DC68BIADFDEB15A7C9968D0D5

CD6489B36E49844A85EBOB2E168F05F3C5BEBB622395786B9324B32D85B10A4B4FD9AFBE786B2DEBAGECEFOEFE1ICD51F2C00D72E75578CF3FD5D59283E6E9C
94
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Preview:

/I Source: wp-includes/js/twemoji.min.js.var twemoji=function(){"use strict";function a(a,b){return document.createTextNode(b?a.replace(s,"):a)}function b(a){return a.re
place(u,h)}function c(a,b){return".concat(b.base,b.size,"/",a,b.ext)}function d(a,b){for(var c,e,f=a.childNodes,g=f.length;g--;)c=f[g],e=c.nodeType,3===e?b.push(c):1!==e
||"ownerSVGElement"in c||v.test(c.nodeName.toLowerCase())||d(c,b);return b}function e(a){return o(a.indexOf(t)<0?a.replace(s,"):a)}function f(b,c){for(var f,g,h,i,j,k,I,
m,n,o,p,q,s,t=d(b,[]),u=t.length;u--;){for(h=!1,i=document.createDocumentFragment(),j=t[u]k=j.nodeValue,m=0;I=r.exec(k);){if(n=l.index,n!==m&&i.appendChild(a(k
.slice(m,n),!0)),p=1[0],g=e(p),m=n+p.length,s=c.callback(q,c)){o=new Image,0.onerror=c.onerror,o.setAttribute("draggable","false"),f=c.attributes(p,q);for(g in f)f.hasOwn
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SHA-256:
SHA-512:
Malicious:
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|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 960x540, frames 3
downloaded

35196

7.911523697205894

false
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075DFFO6CE9A61351E6A7C496FB7ECF94D33EC86545A7238DFD9B96494B73A76
C1B25096C469FBASBEC4F0312D96388A9D2490096029C67165D99C08773CB81ESEY63698125E25C2D5826B915DB6E329D060D333CCB327C29F26CB50FC7DD10
false

low

hitp://https://bonusbomber.com/wp-content/uploads/2019/11/Bonusbomber-1.jpg

...... JFIF e B 1 #0.(7),01444.°9=82<.342.............21.122222222222222222222222222222222222222222222222222......... e
9..]5_.0%..3X...a" . ...8.&"%.m.F....B.:4.$.UK#.y....|yk..6..q.Z.M..0.n.
C.6g'e.8.7.8h..h.%..a.-.DY[.....>s..[q..[u...AL.W..G..R@ " .q]....].B....8....Hs.b.Y..LU.h.5.@..u.#......-6..Z..{.ql-..
>, UShiuu A, Es.O....z..W...A..12.f..6+..ct+..4. V. kt2.G..<.="..$.Xu8........ \.3o. fz...z..8%..?

mLyT..-2.->.n.Z....... WI....<&*V.j..[..R>Ibg.a..(D;A..[k<..F\=......D.k.V.b.E....r

6.".z.F.€9...H".nu5J.j.%u . .
.C..9...v.w...8"R...t.>sL.Q.L.WOn-f...R.....c.
hdo../..F...WR....3j, )

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\ErrorPageTemplate[1]

Process:
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Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
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|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode (with BOM) text, with CRLF line terminators

downloaded

4336

5.207912016937144

false
48:5Q5K5k5pvFehWrrarrZIrHd3FIQfOSCQ5K5k5pvFehWrrarrZIrHd3FIQfOS6:5GlydFPr81yHpBGvGlydFPr81yHpBGR
6159ABD64336CBAOEESBOE18D39005A8

878A28A13FC79EB80457541D0D75A3713630959EC
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0.9em;..}.....h1 /* used for Title */..{...color: #4465A2;...font-size: 1.1em;...font-weight: normal;...vertical-align
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PNG image data, 280 x 127, 8-bit colormap, non-interlaced

downloaded

10154

7.9774982161155
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 22020, version 1.1

Category: downloaded

Size (bytes): 22020

Entropy (8bit): 7.969254342778129

Encrypted: false

SSDEEP: 384:0dR1e4g/v2pwEHXT4vHN5YHPGVUbG85NtyZpe210W4IDXLNXOEGVOuU5YN4L5:0z1e4TpTO/cPGVppl6RLNefY2L5
MDS5: 288AD9C6E8B43CF02443A1F499BDF67E

SHA1L: 96A90B4B2F04445CEE7091C257D9C7D905BF74B8

SHA-256: 6F2974A396DC0695D071E842551E7AF9C72FOEF8D2D076FE73A523B1A3C2D0E7

SHA-512: C853526CE2743996089E573DE9D99CIE1B730C41FF3F8F32E316A8ED654EE48CA04A67731D3FBC5F3FB94DB309F99F29F3FA9ACT739B1D126BC909858E13C615
Malicious: false
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|IE Cache URL: hitp://https://fonts.gstatic.com/s/roboto/v20/KFOjCngEu92FriMu51S7ACc6Csl.woff
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 20368, version 1.1

Category: downloaded

Size (bytes): 20368

Entropy (8bit): 7.971898421780985

Encrypted: false

SSDEEP: 384:0IRPUI1e5SYHXm+bzFN/ZBT(q3j840gy4+nSpTub5c/Pmbw2ML:OcPC1leQYHXthN/ZBTq3s7J2y2/PQa

MDS5: 5CB7EDFCEB233100075DC9A1E12E8DA3

SHA1L: OBD90E5EF8C6650F6ECC41A11A46D3F66E5A898E

SHA-256: CA4EAD4DE9F7AFF237D06B530EAD8413D1357427F6A925944342BB4E2B1DCE6GDO

SHA-512: 8COOFF1EEE085F346412E08CA937260B87340374ADDD9A97B1809FD76D4E412A0A4ACA4EEEB539BF65693ACACBIALAFAD7B4F42AC1B47447AEB385B3D7F623
3B
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 20392, version 1.1

Category: downloaded

Size (bytes): 20392

Entropy (8bit): 7.969803364230641

Encrypted: false

SSDEEP: 384:Ld21eNgGoVwVsh0PULg3ZaTn09dtEGKMmMZvBxvSJ66JQ3GoT4G54:LY1eNqGM8jULg3Z609taBx6J6fT54
MDS5: BB1E4DC6333675D11ADA2E857E7F95D7

SHA1L: 3E2625FE48669F4AD48823E8C18E6FB14B74C5A0

SHA-256: E8586F9DB7C0503A984C944AD2F1F783BF6051AEA2A066BC21FDEDC8FE7FAG8A

SHA-512: 7EBCB4E20E323880245FD9900D58FC54086132711A695825134A8F34D9C63A48610454C9F10210CBB1926A65D1FEBEA96176F865910E1A6A9487FFI9BDD83D87B
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|IE Cache URL: hitp://https://fonts.gstatic.com/s/roboto/v20/KFOICngEU92FriMmY UtfBBc-.woff
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 119 x 150, 8-bit colormap, non-interlaced

Category: dropped

Size (bytes): 5990

Entropy (8bit): 7.947407277681517

Encrypted: false

SSDEEP: 96:QvGtm9iyOUB6FGHomgx7NshRb4CO1QkzqcrOfNtdu5PKzqgy8kaN2iwzo3I/cwAlrP:sGEihQq7CBKQQAfNTu5S1h4uoYylVvuA

MDS5: B77AA56BBAA5B353126118C3A7B367BE

SHA1L: 4857AB87ABESEAFB2CC43CC4C83346C05D474A2A

SHA-256: B024BB0OD30A3F3C3AA040CDE08354BF026BC1E152120D251FA7573ECAOABFAEE

SHA-512: BB7471EE3A4F982C2A0CDF8EE90D193BF171EF6C97061B7A25ADES89C5ACE7F764B07C8920D5135CFEO00C04CC4963FA48A7B3929AF1DD9232246484AA7BFFO
5
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 593 x 750, 8-bit colormap, non-interlaced

Category: dropped

Size (bytes): 79450

Entropy (8bit): 7.9686014232203854

Encrypted: false

SSDEEP: 1536:1U7j/XPUCJYUuluwWzrg/GhsZ80qdL/x71Z3nm3Y4+N3R8RjhRAPIIZy:IM/PUCJICIWzrg/jlqd1143voh8RVANIE
MDS5: 9BDAE345BBD30F7BAC5B0279343A7055

SHA1L: AAB37275C560E9BD7A9E4CF6CEF999580C58CA33

SHA-256: 9579F9DBD6F4A60331A7B927C491F1B6ECO0AOE706B25F8CAF6176202473D351

SHA-512: 9F075239100CAOEFD24033BAC53312FF422CA73ABA7113FADD757B563A507249DB79D482E49D9932240C070FC59FDF34395E92ACOEEF81754899495C95E113C1
Malicious: false

Reputation: low
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\PSUEOSZZ\Unbenannt[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 120x120, segment length 16, progressive, precision 8, 1035x664, frames 3
Category: downloaded

Size (bytes): 60919

Entropy (8bit): 7.939031644304479

Encrypted: false

SSDEEP: 1536:BA4CQQtY8gKTQQKhIN6MFMu87W2UfINSP9g:BA4828gbPPLOW2UtQlg

MDS5: 8BC627DF8412161B13FFFAOE9323BEAQ

SHA1L: 289ADF4D8D81B4317CFD8F7BD1E97CCC53A5DBED

SHA-256: B47ABB247EFCD370914976832170EC922A28DDE656B7C7DBC87E61CE78C4804D

SHA-512: 8B72E3F1E90548DCICF4AA22FB459F93887FBDBDA1312E01C253EF7C39113FA7CF3ED8CB81F6D567B42617AAD52023472809236B82C90D2F590F789858398F 7L
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://bonusbomber.com/wp-content/uploads/2020/09/Unbenannt.jpg
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C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 525 x 341, 8-bit colormap, non-interlaced
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\Youtube-Affiliate-Hack[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 960x540, frames 3
Category: downloaded

Size (bytes): 33414

Entropy (8bit): 7.913699781145412

Encrypted: false

SSDEEP: 768:8c16BpdXT7dI20PKyJrhHsx471vZ5fyGehv4W:8fdDhhk/Jt+CUvVL

MDS5: C7A172E40F891F318A4BBCAL13F63368A

SHA1L: 4FBF98E027A7991D110358D27C3B7CB927627AF6

SHA-256: 6DE1D50FFFA085B3523FBF4B2F387D0E639ED10DFC921F48E96F718F5880AA44

SHA-512: 43BB778F5826220204B993AF118DF8634E461EA08B6DESB7F2562EE9C4FB5491F6153F78B06BEB8A200969E862B5A2C77C889FD876C7139D5FAA2946575A78A1
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://bonusbomber.com/wp-content/uploads/2019/07/Y outube-Affiliate-Hack.jpg

Preview:

3. ",#..(7),01444.'9:82<.342 ........... 21.122222222222222222222222222222222222222222222222222...
Qec2.1.1. 9\.C/N"&LS......... A* VG {.tYJ9......dk.1.q<U4..0....i5.hr.. [r...j. ..C.DF a0 V. [I7.LWH.I2...

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\PSUEOSZZ\admin-ajax[1].css

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 30913

Entropy (8bit): 5.07585598384244

Encrypted: false

SSDEEP: 384:hArSu4z8qfe4zfN/3P2ycLvj4/kFXxe CWHDkBc8MmuF8JEQ50EX6GQ+G:hA5Tqf3pVeLvkkzBIpuF7QC
MDS5: B495588F067FBBE6F3DB606F7D75F8D0

SHA1L: FBC837AD43370F2291E70EBE3206D5C7AE41FAD3

SHA-256: CDBB5CCA83B7ED073A9FA0A2860D9FF698CE324A60DADD77B92C004F6E89BB59

SHA-512: 294F47728950B458D1AE43F48F3F59B2BE2BBC1CEO9E95F0445DF06CEB8432AB2912F81E84874619547867F10F7B6CB191AD84A9B61F83778BFF47DSESAEOBBB
Malicious: false

Reputation: low

Preview:

@import url(‘https://fonts.googleapis.com/css?family=Roboto:100,100i,300,300i,400,400i,500,500i,700,700i,900,900i"); @import url(‘https://cdnjs.cloudflare.com/ajax/libs/fo
nt-awesome/4.7.0/css/font-awesome.css'); @import url(‘https://code.ionicframework.com/ionicons/2.0.1/css/ionicons.min.css');.theme__sm-6 .mw-elements-wrapper__li
nk{color:white;}[data-toggle~="collapse"){cursor:pointer;}.bt{box-shadow:0 0 0 1px #000 inset;}.list-none ul,.list-none li{margin:0;padding:0;list-style:none;}.fntWN{font-
weight:normal;}.fntB{font-weight:500;}.fntBB{font-weight:bold;}.txtUp{text-transform:uppercase;}.txtDecorNoneAlways{text-decoration:none;}.txtDecorNoneAlways:h
over,.txtDecorNoneAlways:active{text-decoration:none;}.bgOk{background:#4ebb74;color:#fff;}.clear:after{content:" ";display:block;clear:both;}.mw-content--editor{overflow
:hidden;}.mw-content--editor img{max-width:100%;height:auto;}.mw-content--editor iframe{max-width:100%;margin:10px 0;}.mw-content--editor .alignleft{float:left;
margin:5px

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\background_gradient[1]

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.02, aspect ratio, density 100x100, segment length 16, baseline, precision 8, 1x800, frames 3

Category: dropped

Size (bytes): 906

Entropy (8bit): 5.019973044227213

Encrypted: false

SSDEEP: 12:V/IXPYhiPRd8j7+9LolrobtHTdbKs/XPYhiPRd8]7+9LolrobtHTdbKi:dkiPoj7+XrobPbNkiPoj7+XrobPbX

MDS5: 65B40239A269922CC6DB52BB57B142CB

SHA1L: C2BOF017A39CADE113A2F3E1E12C229E72A6E134

SHA-256: 13C0147E89DEF62D785AB0C6F772C7A01298DECC8F756DESATE7897C6FB84672

SHA-512: 122C07B70BC963D5DCC438E45DE0B31FOD4A3A9D1E3D8CI1176A80247CD3FBD13E3C6F3D3F13EC2327CDCE4A8C78D113BA95DC76B3FC80D1ADB3931F57DF
5A8

Malicious: false

Reputation: low
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\background_gradient[1]

Preview:

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\bullet[1]

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 15 x 15, 8-bit colormap, non-interlaced

dropped

447

7.304718288205936

false
12:6v/71Cyt/IINTWxGdr+kZDWO7+4dKIvOb1GKuxu+R:/yBINTqsSk9BTWEO5su+R
26F971D87CA00E23BD2D064524AEF838
7440BEFF2F4F8FABC9315608A13BF26CABAD27D9
1D8E5SFD3C1FD384C0A7507E7283C7FE8F65015E521B84569132A7EABEDCI9D41D
C62EB51BE301BB96C80539D66A73CD17CA2021D5D816233853A37DB72E04050271E581CC99652F3D8469B390003CA6C62DAD2A9D57164C620B7777AE99AALBL

false

low

PNG........ IHDR.....coee ex....PLTE...(EKFRp&@e&@e)Af)AgAN]BNjDNjDNj2Vv-Xz-Y{3XyC\}E_.2].31.8p.7q.;j.;l.Zj\.50.7q.<..aw.<..dz.E........... 1.@.7.~....9........ A
.B..E..9....a..c..b..g.#M. %0 #r.#5.%y.2..4..+..-.2.@..;..p..S...G.H.M......... Z L HRNS /,...mIDATXM..C.. ... S...y..05L Lk XL RKLLIQ L u< L

[U.m.../1%......yn. . 7F..).5.b..rX.T....IEND.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\PSUEOSZZ\common[1].css

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text

downloaded

668

4.830230763847461

false
12:zmjNwRil/0asfZVMtnXfK4FXJ+jyZR8y3t3EXuZX0e3KJIRD:1aQfiMdTZYyP8yx8kke6JR
70C32E124E81A8F574A02BB870BC869A
28EEE1F95A68FD71E6D031469DEYA7D3115DA6ES
8C34BA09C45B461460ECDF4603AA5192CA3E32A4D4985E12AE9A8607378566AC
FAEB1EC50A9C5077CED4E88AS5F5D4E76358C0F8D863B2794B03302D1B267BE372D1FD7BEA45A2D9F54C72ABAF726E5C9616AF6A096A722523E10037897902F
false

low

hitp://https://bonusbomber.com/wp-content/plugins/wp-product-review/assets/css/common.css?ver=3.7.11

.affiliate-button {..clear: both;..width: 100%;..margin-bottom: 20px;.}...affiliate-button2 {..float: left;..clear: none !important;..width: 50% !important;..margin-bottom: 20pXx;.}
...affiliate-button a {..display: table;..margin: 20px auto 0;..padding: 10px 35pXx;..border: none;..border-radius: 5px;..text-decoration: none limportant;.}...affiliate-button a:ho
ver span {..text-decoration: none;..;.}...affiliate-button a span {..margin-left: -10px;..padding-left: 20pXx;..font-size: 14px;..font-weight: normal;..font-style: italic;..text-dec
oration: none;..text-transform: uppercase;.}....wppr-template .wppr-dashicons {..height: 47px;..width: 47px;. font-size: 47px;.}

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\PSUEOSZZ\css[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text

dropped

2156

5.180499084569838

false
48:UY3QS7N1Y3QWNrY3QLNbBY3QgNNY3QCNiY3QMN+OS7N20WNsOLNtCOgNCOCNFOMW:UYgS7N1YgWNrYgLNIYggNnYgCNiYgMNE
AF74D74E24EF776EACA7A6813BD318B5

C92907BD79BBEBAC71A8BC20B6D2CBDEFF7E1620

76EAT7B4F35F6BE7794F1F5069719F6FC0441F00691AA97540418582A81B4F936
7679130214ABEF91978D522260787554A29A7273B9642F24A26376FA3CFAD2EF21BA541B81756E2E7E95885EFC51BF2E99461D2B52EFAA891674999F8EC22C0A
false

low

@font-face {. font-family: 'Roboto’;. font-style: italic;. font-weight: 100;. src: url(https:/fonts.gstatic.com/s/roboto/v20/KFOiCngEu92FriMu51QrEzAdKQ.woff) format(
‘woff');.}.@font-face {. font-family: 'Roboto’;. font-style: italic;. font-weight: 300;. src: url(https://fonts.gstatic.com/s/roboto/v20/KFOjCnqEu92FriMu51TjASc6Csl.woff)
format(‘'woff');.}.@font-face {. font-family: 'Roboto’;. font-style: italic;. font-weight: 400;. src: url(https://fonts.gstatic.com/s/roboto/v20/KFOkCngEu92Fr1Mu51xI1zQ.woff)
format('woff');.}.@font-face {. font-family: 'Roboto’;. font-style: italic;. font-weight: 500;. src: url(https://fonts.gstatic.com/s/roboto/v20/KFOjCngqEU92FriMu51S
7ACc6Csl.woff) format(‘'woff');.}.@font-face {. font-family: 'Roboto’;. font-style: italic;. font-weight: 700;. src: url(https://fonts.gstatic.com/s/roboto/v20/KFOjCnq
Eu92Fr1Mu51TzBic6Csl.woff) format(‘'woff');.}. @font-face {. font-family: 'Roboto’;. font-style: italic;. font-weight: 900;. src: url(http
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\errorPageStrings[1]

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode (with BOM) text, with CRLF line terminators

dropped

4720

5.164796203267696

false
96:29UUigRxqH211CUIRgRLNRynjZbRXkRPRK6C87Apsat/5/+mhPcF+5g+mOQb7A90:JsUOG1yNIX6ZzWpHOWLial6Cb7bk
D65EC06F21C379C87040B83CCLABACEB

208D0A0BB775661758394BE7E4AFB18357E46C8B
A1270E90CEA31B46432EC44731BF4400D22B38EB2855326BF934FE8F1B169A4F
8A166D26B49A5DI5AEA49BC649ESEA58786A2191F4AD2ADACEF5FBB7523940CE4482D6A2502AA870A931224F215CB2010A8C9B99A2C1820150E4D365CAB28299
false

low

/ISplit out for localization...var L_GOBACK_TEXT = "Go back to the previous page.";..var L_ REFRESH_TEXT = "Refresh the page.";..var L_MOREINFO_TEXT = "More
information”;..var L_OFFLINE_USERS_TEXT = "For offline users";..var L_RELOAD_TEXT = "Retype the address.";..var L_HIDE_HOTKEYS_TEXT = "Hide tab shortcuts
";..var L_SHOW_HOTKEYS_TEXT = "Show more tab shortcuts";..var L_CONNECTION_OFF_TEXT = "You are not connected to the Internet. Check your Internet conn
ection.";..var L_CONNECTION_ON_TEXT = "It appears you are connected to the Internet, but you might want to try to reconnect to the Internet.";....//used by invalidcert.js
and hstscerterror.js..var L_CertUnknownCA_TEXT = "Your PC doesn\u2019t trust this website\u2019s security certificate.";..var L_CertExpired_TEXT = "The website
\u2019s security certificate is not yet valid or has expired.";..var L_CertCNMismatch_TEXT = "The hostname in the website\u2019s security certificate differs from the web
site you are trying to visit.";..var L

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\fe-1024x632[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 1023 x 632, 8-bit colormap, non-interlaced

downloaded

135289

7.819010177028649

false
3072:NVKiHgxkJbatkpZXJ13kQ+WMc3tPfXQHLCRt1riCDtrMI:NVoxkJGUSH3tTRXQHLcdil4l
628820E6FA6341D9E7284322E5C89FEF
D54A1FC08640205E924E007BBEFA5B8759724761
B9E642D4AF294ACC40FDFCD25240486767065C527A92CA1ECESCD450B060A39C

BCE327D378908C556048D56C192C2BA0ASF8FOFAB54FDAE2976C6EE29C6FFDA4A9E26916AB1A89790BA4F67FDB1ED127B7D8286DF13483917DD7814B6271D0!
1

false

low

hitp://https://bonusbomber.com/wp-content/uploads/2019/02/fe-1024x632.png

...h}.6e..W..L.1IC..Dt....A....... CCB....<..F..
..tuuFr...5.]""Uq...%X.iij..r:h.n.

.6<].../a.C0.23.G@.31.2F.V"...
LLT.AUO. 5-.0.yf.%....

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\httpErrorPagesScripts[1]

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:
|IE Cache URL:

Preview:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode (with BOM) text, with CRLF line terminators

downloaded

24210

5.451485481468043

false
384:xPini/i+1Btvjy815ZVUwiki3ayimi5eqBG1fm304Pini/i+1Btvjy815ZVUwik5:8i6+1B1ly815PUNZ3ab3fBK9i6+1B1ly8d
7B6C8BD51E49F7F56E2B21311DOEA59B

EDBOF7D21BCEC6C48DEDC14E9ED41383740BAE37
620BD33A4E0358498D9429FE2DBAOOF85A86D6059FA796B482E2A9F6B0794F2D

DD1D524872EE165D230BE5B3872DEE108B806AB684AACFA955F07B7A87C1ACAG3FA3B59210442E1E3C9A2D33409583E0AC3B1AG6A0D4EB91BBEEF62D311FD1E
C4

false
low

res://ieframe.dll/httpErrorPagesScripts.js

...function isExternalUrlSafeForNavigation(urlStr)..{..var regEx = new RegExp(“*(http(s?)|ftp|file)://", "i");..return regEx.exec(urlStr);..}..function clickRefresh(). {..var location
= window.location.href;..var poundindex = location.indexOf('#);..if (poundindex != -1 && poundindex+1 < location.length && isExternalUrlSafeForNavigation(location.su
bstring(poundindex+1)))..{..window.location.replace(location.substring(poundindex+1));..}..}..function navCancellnit()..{..var location = window.location.href;..var pound
Index = location.indexOf('#');..if (poundindex != -1 && poundindex+1 < location.length && isExternalUrlSafeForNavigation(location.substring(poundindex+1)))..{..var
bElement = document.createElement("A");..bElement.innerText = L_ REFRESH_TEXT;..bElement.href = ‘javascript:clickRefresh()';..navCancelContainer.appendChild(
bElement);..}..else..{..var textNode = document.createTextNode(L_RELOAD_TEXT);..navCancelContainer.appendChild(textNode);..}..}..function getDisplayValue(elem
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\info_48[1]

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 47 x 48, 8-bit/color RGBA, non-interlaced

dropped

4113

7.9370830126943375

false
96:WNTJIL8szf79M8FUJE39KJoUUuIPnvmKacs6Uq7gDMj1XPL:WNrzFoQSJPnvzs6rL
5565250FCC163AA3A79F0B746416CE69
B97CC66471FCDEEO07DOEE36C7FB03F342C231F8F
51129C6C98A82EA491F89857C31146ECEC14C4AF184517450A7A20C699C84859

E60EA153BOFECE4D311769391D3B763B14B9A140105A36A13DAD23C2906735EAAB9092236DEBSC68EF078E8864D6E288BEF7EF1731C1E9F1ADI9B0170B95ACL:
4

false

low

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\instaglory-1[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 233 x 78, 8-bit grayscale, non-interlaced

downloaded

1740

7.835575513524889

false
24:a+QD6pqlk8MOGPVizZOmtxT1+BHgixnM7Wc/y5¢c1+NjL7nWirTgzZWMVs9UUcAogK:N5Q+8M08VV4M|Z2nqfly1LWgW39vBhM
75F3486DD2FBBE78A8F14BEBC3627E4D

BD2576D12E2426F9377824C09820D0C5E1EEABFE
65D699479EA068128501285F8954E9A833EF778D2AD0E931A75CC8B407D1E05B

164060A2BF6AC90D7BEF7972A3D5A4CEA820DA4E4244DFAF32DBA3423AE9ACAC3D9532931B87FF52BED516D78484FFFA16795B3CD09A15180790C5B44BBC79
BC

false
low

hitp://https://bonusbomber.com/wp-content/uploads/2019/03/instaglory-1.png

PNG........ IHDR....... N......Eni...IDATX..K.....y A FY2.Y . NB......E:8.)tpp... tpgp.n.N..q.R.LLL.pAIb.jiXe L. Ri*M..4...T.JSi*...z.u5.s..Rw..E.jHJe...E.....P..h"C.(..-
K[ RG=..+..S.+E0>A.v?.DGc.a.8.R....L}jc. T.$C... .} .0i&T...~\.3[Li..L...tv. K.2.p.m._i| Z*.....}.B:....Hk....<.d~.L..L...0e..VC.9....".Ls...Y.{8?...e.el;*..}..V..qY..B......
E;.F.3.E......\h.5.2)GN..4Bw..m...e...u.K..E.0.r?..9.9&.0....|=..fX0.e".e..-ya.D.cw8Q.3....F.h...a)T...m..A.v8.5.]..M)T.G.C.Dd%..G."H...s.s...Y.U..Ljj...6"....x-5.$.e~..b0.nU.C.
Jf.Hy.-./.-s...1..&D.V.8Yo.. ;
_6..H..ON..\j.v._.V.-.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\jquery-migrate.min[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

10056

5.308628526814024

false

192:kZrk/GNyd31svs7wkX8KzJcqSDdAcHX4YE5SNLR:srhNyNOOkkMKzFSDdAcI YWLR
7121994EEC5320FBE6586463BF9651C2
90532AFF6D4121954254CDF04994D834F7EC169B
48EBBB500AE6A38617B5738D2B3FAEC481922A7782246E31D2755C034A45CD5D
B74A2F03C64E883BIA34DE43690429327DFB4AA230A7A6AFCAB150A16E3D84E98461245FF264C26368D9904562CC34FE219F71F951D364FA5C68C039B76776CD
false

low

hitp://https://bonusbomber.com/wp-includes/js/jquery/jquery-migrate.min.js?v=1.500.1

/*!jQuery Migrate v1.4.1 | (c) jQuery Foundation and other contributors | jquery.org/license */."undefined"==typeof jQuery.migrateMute&&(jQuery.migrateMute=!0),function(
a,b,c){function d(c){var d=b.console;f[c]||(f[c]=!0,a.migrateWarnings.push(c),d&&d.warn&&!a.migrateMute&&(d.warn("JQMIGRATE: "+c),a.migrate Trace&&d.trace&&d.tra
ce()))}unction e(b,c,e,f){if(Object.defineProperty)try{return void Object.defineProperty(b,c,{configurable:!0,enumerable:!0,get:function(){return d(f),e},set:function(a)
{d(f),e=a}})}catch(g){}a._definePropertyBroken=!0,b[c]=e}a.migrateVersion="1.4.1";var f={};a.migrateWarnings=[],b.console&&b.console.log&&b.console.log("JQMIGRATE:
Migrate is installed"+(a.migrateMute?"":" with logging active")+", version "+a.migrateVersion),a.migrate Trace===c&&(a.migrate Trace=!0),a.migrateReset=function(){f={},
a.migrateWarnings.length=0},"BackCompat"===document.compatMode&&d("jQuery is not compatible with Quirks Mode");var g=a("<input/>"{size:1}).attr("size")&&a.attr
Fn,h=a.att

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\jquery[1].js

Process:

Copyright null 2020
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\jquery[1].js

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 96874

Entropy (8bit): 5.3722595540197595

Encrypted: false

SSDEEP: 1536:HYE1fGBiByJsbfXXeRJ/shgWCeLLccJdZVHk0O4ssx+/mvaSIFSet43tpXJIGVypf:fsAgOpsxTva/FSeKy2bDD5a98HrU

MDS5: DC5BA5044FCCC0297BE7B262CE669A7C

SHA1L: F137FF98AE379E35B0702967D3B6866A0A40E3BE

SHA-256: CF34E1B87BBFDID9B185DEC994924A496E279D8DCI387AD8D35BC0110134C4D3

SHA-512: BAB5EB2C4ACCOCB1C65E8DEDBD6B422480FC20076D6C1B12879CBF1E5B352969E1553A0E878401C2F2B9507B64B02ESBABDA4C6D1AB7E3D2C06272A491EE712
8A

Malicious: false

Reputation: low

|IE Cache URL: hitp://https://bonusbomber.com/wp-includes/js/jquery/jquery.js?v=1.500.1

Preview:
/*1'jQuery v1.12.4 | (c) jQuery Foundation | jquery.org/license | WordPress 2019-05-16 */.!function(a,b){"object"==typeof module&&"object"==typeof module.exports?
module.exports=a.document?b(a,!0):function(a){if(!a.document)throw new Error("jQuery requires a window with a document");return b(a)}:b(a)}("undefined"!=typeof
window?window:this,function(a,b){var c=[],d=a.document,e=c.slice,f=c.concat,g=c.push,h=c.indexOf,i={},j=i.toString,k=i.hasOwnProperty,|={},m="1.12.4" n=function(a,b){re
turn new n.fn.init(a,b)},0=/"\s\uUFEFF\xAO0]+|[\s\uFEFF\xA0]+$/g,p=/"-ms-/,q=/-([\da-z])/gi,r=function(a,b){return b.toUpperCase()};n.fn=n.prototype={jquery:m,constructor:
n,selector:"" length:0,toArray:function(){return e.call(this)},get:function(a){return null'=a?a<0?this[a+this.length]:this[a]:e.call(this)},pushStack:function(a){var b=n.merge(this
.constructor(),a);return b.prevObject=this,b.context=this.context,b},each:function(a){return n.each(this,a)},map:function(a){return this.pushStack(n.map(this,fu

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\navcanclI[1]

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, UTF-8 Unicode (with BOM) text, with CRLF line terminators

Category: dropped

Size (bytes): 5426

Entropy (8bit): 4.1712007174415895

Encrypted: false

SSDEEP: 48:upU0GVeLVGBXvrp4n/1a5TI7Ve/G79K+pUOGVeLVGBXvrp4n/1a5T17Ve/G79KX:uSpNEaKVaC9jSpNEaKVaC9i

MDS5: 88BEA10874964E8AE41B14BAABF876CD

SHA1L: AF5BB819916D8DBE26FBC43C1E24CC72ECDC2DA7

SHA-256: 6ADC5890B85D784B3BB634AFC33698845052EE8DB8C14509BIF98F184A32F975

SHA-512: 9B99C25F19258F3E7009A237B22AB70013D2841C63123DDF17ED314AADFD73AC26BADA90AD4ABBF5B8CFI1FF17FFD2D0AFIDFB061BF5CCI781E89AABEDF17A
F7

Malicious: false

Reputation: low

Preview:
.<IDOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN" "http://www.w3.org/TR/html4/loose.dtd">....<html>.... <head>.. <link rel="stylesheet"
type="text/css" href="res://ieframe.dll/ErrorPageTemplate.css" />.... <meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />.... <title>Navigation
Canceled<ftitle>.... <script src="res://ieframe.dll/errorPageStrings.js" language="javascript" type="text/javascript">.. </script>.. <script src="res://ieframe.dll
/httpErrorPagesScripts.js" language="javascript" type="text/javascript">.. </script>.. </head>.... <body onLoad="javascript:navCancellnit(); ">.... <table width
="730" cellpadding="0" cellspacing="0" border="0">.... Error title -->.. <tr>.. <td id="infolconAlign" width="60" align="left" valign="top" rows
pan="2">.. <img src="res://ieframe.dll/info_48.png" id="infolcon" alt="Info icon">..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\PSUEOSZZ\online-marketing[1].htm

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, UTF-8 Unicode text, with very long lines, with CRLF, LF line terminators
Category: downloaded

Size (bytes): 38272

Entropy (8bit): 5.25377998331116

Encrypted: false

SSDEEP: 768:QP41eJKhbtprociR8dQIOuY TPtv4Fnxf6:QqMKhbtprXiRblOuY TPtv4Fnxf6

MDS5: F112BE16470360695CF9093300EEDFAF

SHAL: 813A36B908A36F5F3558F56A0F1A19A10193B96C

SHA-256: 86E9EEC719812B50EBA916A3AC3570D464D8DB4B7FA3B4AAATD74E9SEEBEA4746
SHA-512: D58F10F6712D1A05A74AC984DF3E19A6196519F340546051E2B1EC006880DDF8C6CI0AA2682F07716E7968DASCE186CCO4E31FCO7DFD53C074780AA226E62F5]
Malicious: false

Reputation: low

|IE Cache URL: hitp://https://bonusbomber.com/category/online-marketing/

Preview:
<IDOCTYPE html>.<html lang="en-US">.<head>... [if It IE 9]>..<script src="https://bonusbomber.com/wp-content/themes/rise/js/html5/dist/htmI5shiv.js"></script>..<script
src="//css3-mediaqueries-js.googlecode.com/svn/trunk/css3-mediaqueries.js"></script>..<![endif]-->.. [if IE 8]>..<link rel="stylesheet" type="text/css" href="https://bonu
sbomber.com/wp-content/themes/rise/css/ie8.css"/>..<![endif]-->.. [if IE 7]>..<link rel="stylesheet" type="text/css" href="https://bonusbomber.com/wp-content/themes/rise
[csslie7.css"/>..<![endif]-->..<meta name="viewport" content="width=device-width, initial-scale=1.0"/>..<meta charset="UTF-8">....... <title>Online Marketing Archives - Bo
nusbomber</title>.. This site is optimized with the Yoast SEO plugin v11.3 - https://yoast.com/wordpress/plugins/seo/ -->.<link rel="canonical" href="https://bonusbombe
r.com/category/online-marketing/" />.<meta property="og:locale" content="en_US" />.<meta property="o0g:type" content="object" />.<meta property
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Static File Info

No static file info

Network Behavior

Network Port Distribution

Total Packets: 95

@ 53 (DNS)

© 443 (HTTPS)

@ 80 (HTTP)
TCP Packets
Timestamp Source Port Dest Port Source IP Dest IP
Nov 29, 2020 14:06:17.401072979 CET 49695 80 192.168.2.3 185.61.152.57
Nov 29, 2020 14:06:17.401480913 CET 49696 80 192.168.2.3 185.61.152.57
Nov 29, 2020 14:06:17.434829950 CET 80 49695 185.61.152.57 192.168.2.3
Nov 29, 2020 14:06:17.434878111 CET 80 49696 185.61.152.57 192.168.2.3
Nov 29, 2020 14:06:17.434954882 CET 49695 80 192.168.2.3 185.61.152.57
Nov 29, 2020 14:06:17.434998035 CET 49696 80 192.168.2.3 185.61.152.57
Nov 29, 2020 14:06:17.437320948 CET 49695 80 192.168.2.3 185.61.152.57
Nov 29, 2020 14:06:17.472938061 CET 80 49695 185.61.152.57 192.168.2.3
Nov 29, 2020 14:06:17.473043919 CET 49695 80 192.168.2.3 185.61.152.57
Nov 29, 2020 14:06:17.484916925 CET 49697 443 192.168.2.3 185.61.152.57
Nov 29, 2020 14:06:17.518507957 CET 443 49697 185.61.152.57 192.168.2.3
Nov 29, 2020 14:06:17.518613100 CET 49697 443 192.168.2.3 185.61.152.57
Nov 29, 2020 14:06:17.523344040 CET 49697 443 192.168.2.3 185.61.152.57
Nov 29, 2020 14:06:17.557105064 CET 443 49697 185.61.152.57 192.168.2.3
Nov 29, 2020 14:06:17.557183027 CET 443 49697 185.61.152.57 192.168.2.3
Nov 29, 2020 14:06:17.557224035 CET 443 49697 185.61.152.57 192.168.2.3
Nov 29, 2020 14:06:17.557251930 CET 443 49697 185.61.152.57 192.168.2.3
Nov 29, 2020 14:06:17.557252884 CET 49697 443 192.168.2.3 185.61.152.57
Nov 29, 2020 14:06:17.557310104 CET 49697 443 192.168.2.3 185.61.152.57
Nov 29, 2020 14:06:17.557343960 CET 49697 443 192.168.2.3 185.61.152.57
Nov 29, 2020 14:06:17.558499098 CET 443 49697 185.61.152.57 192.168.2.3
Nov 29, 2020 14:06:17.558676004 CET 49697 443 192.168.2.3 185.61.152.57
Nov 29, 2020 14:06:17.646507025 CET 49697 443 192.168.2.3 185.61.152.57
Nov 29, 2020 14:06:17.652955055 CET 49697 443 192.168.2.3 185.61.152.57
Nov 29, 2020 14:06:17.653095007 CET 49697 443 192.168.2.3 185.61.152.57
Nov 29, 2020 14:06:17.680427074 CET 443 49697 185.61.152.57 192.168.2.3
Nov 29, 2020 14:06:17.680567026 CET 49697 443 192.168.2.3 185.61.152.57
Nov 29, 2020 14:06:17.686552048 CET 443 49697 185.61.152.57 192.168.2.3
Nov 29, 2020 14:06:17.686794043 CET 49697 443 192.168.2.3 185.61.152.57
Nov 29, 2020 14:06:17.687047005 CET 49697 443 192.168.2.3 185.61.152.57
Nov 29, 2020 14:06:17.720437050 CET 443 49697 185.61.152.57 192.168.2.3
Nov 29, 2020 14:06:19.169801950 CET 443 49697 185.61.152.57 192.168.2.3
Nov 29, 2020 14:06:19.169857979 CET 443 49697 185.61.152.57 192.168.2.3
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Timestamp Source Port Dest Port Source IP Dest IP

Nov 29, 2020 14:06:19.169888020 CET 443 49697 185.61.152.57 192.168.2.3
Nov 29, 2020 14:06:19.169917107 CET 443 49697 185.61.152.57 192.168.2.3
Nov 29, 2020 14:06:19.169949055 CET 443 49697 185.61.152.57 192.168.2.3
Nov 29, 2020 14:06:19.169986963 CET 443 49697 185.61.152.57 192.168.2.3
Nov 29, 2020 14:06:19.170023918 CET 443 49697 185.61.152.57 192.168.2.3
Nov 29, 2020 14:06:19.170059919 CET 443 49697 185.61.152.57 192.168.2.3
Nov 29, 2020 14:06:19.170162916 CET 49697 443 192.168.2.3 185.61.152.57
Nov 29, 2020 14:06:19.170200109 CET 49697 443 192.168.2.3 185.61.152.57
Nov 29, 2020 14:06:19.170206070 CET 49697 443 192.168.2.3 185.61.152.57
Nov 29, 2020 14:06:19.500189066 CET 49697 443 192.168.2.3 185.61.152.57
Nov 29, 2020 14:06:19.509582043 CET 49697 443 192.168.2.3 185.61.152.57
Nov 29, 2020 14:06:19.510094881 CET 49697 443 192.168.2.3 185.61.152.57
Nov 29, 2020 14:06:19.510536909 CET 49697 443 192.168.2.3 185.61.152.57
Nov 29, 2020 14:06:19.511143923 CET 49697 443 192.168.2.3 185.61.152.57
Nov 29, 2020 14:06:19.511615992 CET 49697 443 192.168.2.3 185.61.152.57
Nov 29, 2020 14:06:19.512064934 CET 49697 443 192.168.2.3 185.61.152.57
Nov 29, 2020 14:06:19.512558937 CET 49697 443 192.168.2.3 185.61.152.57
Nov 29, 2020 14:06:19.573770046 CET 49697 443 192.168.2.3 185.61.152.57
Nov 29, 2020 14:06:19.576453924 CET 49697 443 192.168.2.3 185.61.152.57
Nov 29, 2020 14:06:19.583323956 CET 49697 443 192.168.2.3 185.61.152.57
Nov 29, 2020 14:06:19.587711096 CET 49697 443 192.168.2.3 185.61.152.57
Nov 29, 2020 14:06:19.593656063 CET 49697 443 192.168.2.3 185.61.152.57
Nov 29, 2020 14:06:19.597470999 CET 443 49697 185.61.152.57 192.168.2.3
Nov 29, 2020 14:06:19.597580910 CET 443 49697 185.61.152.57 192.168.2.3
Nov 29, 2020 14:06:19.597711086 CET 49697 443 192.168.2.3 185.61.152.57
Nov 29, 2020 14:06:19.600960970 CET 49697 443 192.168.2.3 185.61.152.57
Nov 29, 2020 14:06:19.602739096 CET 443 49697 185.61.152.57 192.168.2.3
Nov 29, 2020 14:06:19.602873087 CET 443 49697 185.61.152.57 192.168.2.3
Nov 29, 2020 14:06:19.602879047 CET 49697 443 192.168.2.3 185.61.152.57
Nov 29, 2020 14:06:19.602909088 CET 443 49697 185.61.152.57 192.168.2.3
Nov 29, 2020 14:06:19.602935076 CET 49697 443 192.168.2.3 185.61.152.57
Nov 29, 2020 14:06:19.602962017 CET 49697 443 192.168.2.3 185.61.152.57
Nov 29, 2020 14:06:19.603025913 CET 443 49697 185.61.152.57 192.168.2.3
Nov 29, 2020 14:06:19.603060961 CET 443 49697 185.61.152.57 192.168.2.3
Nov 29, 2020 14:06:19.603085041 CET 49697 443 192.168.2.3 185.61.152.57
Nov 29, 2020 14:06:19.603116035 CET 49697 443 192.168.2.3 185.61.152.57
Nov 29, 2020 14:06:19.603600979 CET 443 49697 185.61.152.57 192.168.2.3
Nov 29, 2020 14:06:19.603643894 CET 443 49697 185.61.152.57 192.168.2.3
Nov 29, 2020 14:06:19.603668928 CET 49697 443 192.168.2.3 185.61.152.57
Nov 29, 2020 14:06:19.603713989 CET 49697 443 192.168.2.3 185.61.152.57
Nov 29, 2020 14:06:19.604401112 CET 49697 443 192.168.2.3 185.61.152.57
Nov 29, 2020 14:06:19.604753971 CET 443 49697 185.61.152.57 192.168.2.3
Nov 29, 2020 14:06:19.604794979 CET 443 49697 185.61.152.57 192.168.2.3
Nov 29, 2020 14:06:19.604835033 CET 49697 443 192.168.2.3 185.61.152.57
Nov 29, 2020 14:06:19.604835987 CET 443 49697 185.61.152.57 192.168.2.3
Nov 29, 2020 14:06:19.604861975 CET 49697 443 192.168.2.3 185.61.152.57
Nov 29, 2020 14:06:19.604902983 CET 49697 443 192.168.2.3 185.61.152.57
Nov 29, 2020 14:06:19.609792948 CET 443 49697 185.61.152.57 192.168.2.3
Nov 29, 2020 14:06:19.619020939 CET 49697 443 192.168.2.3 185.61.152.57
Nov 29, 2020 14:06:19.619446993 CET 49697 443 192.168.2.3 185.61.152.57
Nov 29, 2020 14:06:19.619853973 CET 49697 443 192.168.2.3 185.61.152.57
Nov 29, 2020 14:06:19.620254993 CET 49697 443 192.168.2.3 185.61.152.57
Nov 29, 2020 14:06:19.620657921 CET 49697 443 192.168.2.3 185.61.152.57
Nov 29, 2020 14:06:19.621181965 CET 443 49697 185.61.152.57 192.168.2.3
Nov 29, 2020 14:06:19.624768019 CET 49697 443 192.168.2.3 185.61.152.57
Nov 29, 2020 14:06:19.625202894 CET 49697 443 192.168.2.3 185.61.152.57
Nov 29, 2020 14:06:19.626817942 CET 49697 443 192.168.2.3 185.61.152.57
Nov 29, 2020 14:06:19.627274036 CET 49697 443 192.168.2.3 185.61.152.57
Nov 29, 2020 14:06:19.627732992 CET 49697 443 192.168.2.3 185.61.152.57
Nov 29, 2020 14:06:19.628165960 CET 49697 443 192.168.2.3 185.61.152.57
Nov 29, 2020 14:06:19.628709078 CET 49697 443 192.168.2.3 185.61.152.57
Nov 29, 2020 14:06:19.629703999 CET 49697 443 192.168.2.3 185.61.152.57
Nov 29, 2020 14:06:19.630713940 CET 49697 443 192.168.2.3 185.61.152.57
Nov 29, 2020 14:06:19.631386995 CET 443 49697 185.61.152.57 192.168.2.3

Copyright null 2020 Page 49 of 56



Timestamp Source Port Dest Port Source IP Dest IP

Nov 29, 2020 14:06:19.631767035 CET 49697 443 192.168.2.3 185.61.152.57
Nov 29, 2020 14:06:19.636466980 CET 443 49697 185.61.152.57 192.168.2.3
Nov 29, 2020 14:06:19.636518955 CET 443 49697 185.61.152.57 192.168.2.3

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP
Nov 29, 2020 14:06:11.442995071 CET 58643 53 192.168.2.3 8.8.8.8
Nov 29, 2020 14:06:11.478718996 CET 53 58643 8.8.8.8 192.168.2.3
Nov 29, 2020 14:06:12.280688047 CET 60985 53 192.168.2.3 8.8.8.8
Nov 29, 2020 14:06:12.308068037 CET 53 60985 8.8.8.8 192.168.2.3
Nov 29, 2020 14:06:13.242124081 CET 50200 53 192.168.2.3 8.8.8.8
Nov 29, 2020 14:06:13.269231081 CET 53 50200 8.8.8.8 192.168.2.3
Nov 29, 2020 14:06:16.288793087 CET 51281 53 192.168.2.3 8.8.8.8
Nov 29, 2020 14:06:16.326062918 CET 53 51281 8.8.8.8 192.168.2.3
Nov 29, 2020 14:06:16.599666119 CET 49199 53 192.168.2.3 8.8.8.8
Nov 29, 2020 14:06:16.635253906 CET 53 49199 8.8.8.8 192.168.2.3
Nov 29, 2020 14:06:17.349495888 CET 50620 53 192.168.2.3 8.8.8.8
Nov 29, 2020 14:06:17.389456034 CET 53 50620 8.8.8.8 192.168.2.3
Nov 29, 2020 14:06:17.933233023 CET 64938 53 192.168.2.3 8.8.8.8
Nov 29, 2020 14:06:17.968884945 CET 53 64938 8.8.8.8 192.168.2.3
Nov 29, 2020 14:06:19.011799097 CET 60152 53 192.168.2.3 8.8.8.8
Nov 29, 2020 14:06:19.047379971 CET 53 60152 8.8.8.8 192.168.2.3
Nov 29, 2020 14:06:20.459703922 CET 57544 53 192.168.2.3 8.8.8.8
Nov 29, 2020 14:06:20.503016949 CET 53 57544 8.8.8.8 192.168.2.3
Nov 29, 2020 14:06:20.513528109 CET 55984 53 192.168.2.3 8.8.8.8
Nov 29, 2020 14:06:20.516072989 CET 64185 53 192.168.2.3 8.8.8.8
Nov 29, 2020 14:06:20.543030024 CET 53 64185 8.8.8.8 192.168.2.3
Nov 29, 2020 14:06:20.548960924 CET 53 55984 8.8.8.8 192.168.2.3
Nov 29, 2020 14:06:21.231307983 CET 65110 53 192.168.2.3 8.8.8.8
Nov 29, 2020 14:06:21.269311905 CET 53 65110 8.8.8.8 192.168.2.3
Nov 29, 2020 14:06:21.926892996 CET 58361 53 192.168.2.3 8.8.8.8
Nov 29, 2020 14:06:21.962507010 CET 53 58361 8.8.8.8 192.168.2.3
Nov 29, 2020 14:06:23.158782959 CET 63492 53 192.168.2.3 8.8.8.8
Nov 29, 2020 14:06:23.185925007 CET 53 63492 8.8.8.8 192.168.2.3
Nov 29, 2020 14:06:24.007231951 CET 60831 53 192.168.2.3 8.8.8.8
Nov 29, 2020 14:06:24.051187038 CET 53 60831 8.8.8.8 192.168.2.3
Nov 29, 2020 14:06:25.258229971 CET 60100 53 192.168.2.3 8.8.8.8
Nov 29, 2020 14:06:25.293940067 CET 53 60100 8.8.8.8 192.168.2.3
Nov 29, 2020 14:06:26.364876986 CET 53195 53 192.168.2.3 8.8.8.8
Nov 29, 2020 14:06:26.400456905 CET 53 53195 8.8.8.8 192.168.2.3
Nov 29, 2020 14:06:44.078737974 CET 50141 53 192.168.2.3 8.8.8.8
Nov 29, 2020 14:06:44.117202997 CET 53 50141 8.8.8.8 192.168.2.3
Nov 29, 2020 14:06:46.310726881 CET 53023 53 192.168.2.3 8.8.8.8
Nov 29, 2020 14:06:46.338027000 CET 53 53023 8.8.8.8 192.168.2.3
Nov 29, 2020 14:06:46.996299028 CET 49563 53 192.168.2.3 8.8.8.8
Nov 29, 2020 14:06:47.000735044 CET 51352 53 192.168.2.3 8.8.8.8
Nov 29, 2020 14:06:47.027822971 CET 53 51352 8.8.8.8 192.168.2.3
Nov 29, 2020 14:06:47.035345078 CET 53 49563 8.8.8.8 192.168.2.3
Nov 29, 2020 14:06:47.329221964 CET 53023 53 192.168.2.3 8.8.8.8
Nov 29, 2020 14:06:47.356385946 CET 53 53023 8.8.8.8 192.168.2.3
Nov 29, 2020 14:06:48.115509987 CET 51352 53 192.168.2.3 8.8.8.8
Nov 29, 2020 14:06:48.142795086 CET 53 51352 8.8.8.8 192.168.2.3
Nov 29, 2020 14:06:48.342591047 CET 53023 53 192.168.2.3 8.8.8.8
Nov 29, 2020 14:06:48.369820118 CET 53 53023 8.8.8.8 192.168.2.3
Nov 29, 2020 14:06:49.118534088 CET 51352 53 192.168.2.3 8.8.8.8
Nov 29, 2020 14:06:49.145629883 CET 53 51352 8.8.8.8 192.168.2.3
Nov 29, 2020 14:06:50.359232903 CET 53023 53 192.168.2.3 8.8.8.8
Nov 29, 2020 14:06:50.386317015 CET 53 53023 8.8.8.8 192.168.2.3
Nov 29, 2020 14:06:50.416734934 CET 59349 53 192.168.2.3 8.8.8.8
Nov 29, 2020 14:06:50.452321053 CET 53 59349 8.8.8.8 192.168.2.3
Nov 29, 2020 14:06:50.642577887 CET 57084 53 192.168.2.3 8.8.8.8
Nov 29, 2020 14:06:50.679866076 CET 53 57084 8.8.8.8 192.168.2.3
Nov 29, 2020 14:06:51.139619112 CET 51352 53 192.168.2.3 8.8.8.8
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Timestamp

Nov 29, 2020 14:06:51.166718960 CET
Nov 29, 2020 14:06:54.373300076 CET
Nov 29, 2020 14:06:54.402476072 CET
Nov 29, 2020 14:06:55.138983965 CET
Nov 29, 2020 14:06:55.166321039 CET
Nov 29, 2020 14:07:00.980304956 CET
Nov 29, 2020 14:07:01.019586086 CET

DNS Queries

Timestamp

Nov 29, 2020 14:06:17.349495888 CET
Nov 29, 2020 14:06:20.513528109 CET
Nov 29, 2020 14:06:20.516072989 CET
Nov 29, 2020 14:06:44.078737974 CET
Nov 29, 2020 14:06:50.416734934 CET

Nov 29, 2020 14:06:50.642577887 CET

DNS Answers

Timestamp Source IP

Nov 29, 2020
14:06:17.389456034
CET

8.8.8.8

Nov 29, 2020 8.8.8.8
14:06:20.543030024

CET

Nov 29, 2020
14:06:20.543030024
CET

8.8.8.8

Nov 29, 2020
14:06:20.548960924
CET

8.8.8.8

Nov 29, 2020 8.8.8.8
14:06:20.548960924

CET

Nov 29, 2020
14:06:20.548960924
CET

8.8.8.8

Nov 29, 2020
14:06:44.117202997
CET

8.8.8.8

Nov 29, 2020
14:06:50.452321053
CET

8.8.8.8

Nov 29, 2020
14:06:50.452321053
CET

8.8.8.8

Nov 29, 2020
14:06:50.679866076
CET

8.8.8.8

Nov 29, 2020
14:06:50.679866076
CET

8.8.8.8

Dest IP

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

HTTP Request Dependency Graph

e bonusbomber.com

HTTP Packets

Session ID Source IP

0 192.168.2.3

Copyright null 2020

Source Port

49695

Source IP

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

0x3dab

0x3655

0x3655

Oxcac3

Oxcac3

Oxcac3

0xbf3

0x9fc6

0x9fc6

0xf095

0xf095

Destination IP

Source Port
53

53023

53

51352

53

58823

53

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

185.61.152.57 80

Dest Port Source IP
51352 8.8.8.8
53 192.168.2.3
53023 8.8.8.8
53 192.168.2.3
51352 8.8.8.8
53 192.168.2.3
58823 8.8.8.8
Trans ID OP Code Name
0x3dab Standard query  bonusbombe
(0) r.com
Oxcac3 Standard query  code.ionic
(0) framework.com
0x3655 Standard query  cdnjs.clou
(0) dflare.com
0xbf3 Standard query  bonusbombe
(0) r.com
0x9fc6 Standard query  www.facebo
0) ok.com
0xf095 Standard query  m.facebook.com
(0)
Name CName Address
bonusbombe 185.61.152.57
r.com
cdnjs.clou 104.16.19.94
dflare.com
cdnjs.clou 104.16.18.94
dflare.com
code.ionic 104.26.6.173
framework.com
code.ionic 104.26.7.173
framework.com
code.ionic 172.67.69.29
framework.com
bonusbombe 185.61.152.57
r.com
www.facebo star-
ok.com mini.c10r.facebook.com
star-mini. 185.60.216.35
clor.faceb
ook.com

star-
mini.c10r.facebook.com

m.facebook.com

star-mini.
clor.faceb
ook.com

Destination Port Process

185.60.216.35

Dest IP
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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kBytes
Timestamp transferred Direction

Nov 29, 2020 60 ouT
14:06:17.437320948 CET

Nov 29, 2020 61 IN
14:06:17.472938061 CET

Session ID Source IP Source Port
1 185.61.152.57 80

kBytes
Timestamp transferred Direction
Nov 29, 2020 1609 IN
14:06:33.470174074 CET

HTTPS Packets

Source Dest
Timestamp Source IP Port Dest IP Port
Nov 29, 2020 185.61.152.57 443 192.168.2.3 49697
14:06:17.558499098
CET

Copyright null 2020

Data

GET /HTTP/1.1

Accept: text/html, application/xhtml+xml, image/jxr, */*

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Host: bonusbomber.com

Connection: Keep-Alive

HTTP/1.1 301 Moved Permanently

date: Sun, 29 Nov 2020 13:06:17 GMT

server: Apache

location: https://bonusbomber.com/

content-length: 232

content-type: text/html; charset=iso-8859-1

x-frame-options: SAMEORIGIN

x-xss-protection: 1; mode=block

x-content-type-options: nosniff

strict-transport-security: max-age=31536000; includeSubDomains; preload;

referrer-policy: no-referrer-when-downgrade

Data Raw: 3¢ 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0a 3c 74 69 74 6¢ 65 3e 33 30 31 20 4d 6f
76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e Oa 3c 68
31 3e 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 3c 2f 68 31 3e 0a 3c 70 3e 54 68 65 20 64 6f 63 75 6d 65 6e 74
20 68 61 73 20 6d 6f 76 65 64 20 3c 61 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 62 6f 6e 75 73 62 6f 6d 62 65 72 2e
63 6f 6d 2f 22 3e 68 65 72 65 3c 2f 61 3e 2e 3c 2f 70 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e Oa

Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>301 Moved Permanent
ly</title></head><body><h1>Moved Permanently</h1><p>The document has moved <a href="https://bonushom
ber.com/">here</a>.</p></body></html>

Destination IP Destination Port Process

192.168.2.3 49696 C:\Program Files (x86)\Internet Explorer\iexplore.exe

Data

HTTP/1.1 408 Request Time-out

content-length: 110

cache-control: no-cache

content-type: text/html

connection: close

Data Raw: 3c 68 74 6d 6¢ 3e 3c 62 6f 64 79 3e 3c 68 31 3e 34 30 38 20 52 65 71 75 65 73 74 20 54 69 6d 65 2d 6f 75 74
3c 2f 68 31 3e 0a 59 6f 75 72 20 62 72 6f 77 73 65 72 20 64 69 64 6e 27 74 20 73 65 6e 64 20 61 20 63 6f 6d 70 6¢ 65 74
6520 72 65 71 75 65 73 74 20 69 6e 20 74 69 6d 65 2e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e Oa

Data Ascii: <html><body><h1>408 Request Time-out</h1>Your browser didn't send a complete request in time.</body>
</html>

Not Not JA3 SSL Client

Subject Issuer Before After Fingerprint JA3 SSL Client Digest
CN=bonusbomber.com CN=Sectigo RSA Sun Jul  Tue Jul 771,49196- 9e10692f1b7f78228b2d4e
CN=Sectigo RSA Domain Domain Validation 26 27 49195-49200- 424db3a98c
Validation Secure Server CA, Secure Server CA, 02:00:00 01:59:59 49199-49188-
O=Sectigo Limited, L=Salford, O=Sectigo Limited, CEST CEST  49187-49192-
ST=Greater Manchester, L=Salford, ST=Greater 2020 Fri 2021 49191-49162-
C=GB CN=USERTrust RSA  Manchester, C=GB Nov 02 Wed 49161-49172-
Certification Authority, O=The CN=USERTrust RSA 01:00:00 Jan 01  49171-157-156-
USERTRUST Network, Certification Authority,  CET 00:59:59 61-60-53-47-
L=Jersey City, ST=New O=The USERTRUST 2018 CET 10,0-10-11-13-
Jersey, C=US Network, L=Jersey City, Tue Mar 2031 35-16-23-24-

ST=New Jersey, C=US 12 Mon Jan 65281,29-23-

CN=AAA Certificate 01:00:00 01 24,0

Services, O=Comodo CET 00:59:59
CA Limited, L=Salford, 2019 CET
ST=Greater 2029
Manchester, C=GB

CN=Sectigo RSA Domain CN=USERTrust RSA FriNov Wed

Validation Secure Server CA, Certification Authority, 02 Jan 01
O=Sectigo Limited, L=Salford, O=The USERTRUST 01:00:00 00:59:59
ST=Greater Manchester, Network, L=Jersey City, CET CET
C=GB ST=New Jersey, C=US 2018 2031
CN=USERTrust RSA CN=AAA Certificate Tue Mar Mon Jan
Certification Authority, O=The Services, O=Comodo 12 01
USERTRUST Network, CA Limited, L=Salford, 01:00:00 00:59:59
L=Jersey City, ST=New ST=Greater CET CET
Jersey, C=US Manchester, C=GB 2019 2029
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Source

Timestamp Source IP Port

Nov 29, 2020
14:06:20.579756975
CET

104.16.19.94 443

Nov 29, 2020
14:06:20.586416960
CET

104.16.19.94 443

Nov 29, 2020
14:06:20.942712069
CET

104.26.6.173 443

Nov 29, 2020
14:06:20.944322109
CET

104.26.6.173 443

Nov 29, 2020
14:06:44.204452991
CET

185.61.152.57 443

Copyright null 2020

Dest

Dest IP Port

192.168.2.3 49702

192.168.2.3 49703

192.168.2.3 49704

192.168.2.3 49705

192.168.2.3 49717

Subject

CN-=sni.cloudflaressl.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=CA, C=US
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", C=US

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", C=US

CN-=sni.cloudflaressl.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=CA, C=US
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", C=US

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", C=US

CN-=ionicframework.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=CA, C=US
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", C=US

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", C=US

CN-=ionicframework.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=CA, C=US
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", C=US

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", C=US

CN=bonusbomber.com
CN=Sectigo RSA Domain
Validation Secure Server CA,
O=Sectigo Limited, L=Salford,
ST=Greater Manchester,
C=GB CN=USERTrust RSA
Certification Authority, O=The
USERTRUST Network,
L=Jersey City, ST=New
Jersey, C=US

CN=Sectigo RSA Domain
Validation Secure Server CA,
O=Sectigo Limited, L=Salford,
ST=Greater Manchester,
C=GB

Issuer

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Baltimore
CyberTrust Root,
OU=CyberTrust,
O=Baltimore, C=IE

CN=Sectigo RSA
Domain Validation
Secure Server CA,
O=Sectigo Limited,
L=Salford, ST=Greater
Manchester, C=GB
CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US
CN=AAA Certificate
Services, O=Comodo
CA Limited, L=Salford,
ST=Greater
Manchester, C=GB

CN=USERTrust RSA
Certification Authority,
O=The USERTRUST
Network, L=Jersey City,
ST=New Jersey, C=US

Not
Before

Wed Oct
21
02:00:00
CEST
2020
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Wed Oct
21
02:00:00
CEST
2020
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Wed Jul
01
02:00:00
CEST
2020
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Wed Jul
01
02:00:00
CEST
2020
Mon Jan
27
13:48:08
CET
2020

Mon Jan
27
13:48:08
CET
2020

Sun Jul
26
02:00:00
CEST
2020 Fri
Nov 02
01:00:00
CET
2018
Tue Mar
12
01:00:00
CET
2019

Fri Nov
02
01:00:00
CET
2018

Not
After

Thu Oct
21
01:59:59
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Thu Oct
21
01:59:59
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Thu Jul
01
14:00:00
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Thu Jul
01
14:00:00
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

Wed

Jan 01
00:59:59
CET
2025

Tue Jul
27
01:59:59
CEST
2021
Wed
Jan 01
00:59:59
CET
2031
Mon Jan
01
00:59:59
CET
2029

Wed

Jan 01
00:59:59
CET
2031

JA3 SSL Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-23-65281,29-
23-24,0

JA3 SSL Client Digest

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c

37f463bf4616ecd445d4al
937da06e19
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Source

Timestamp Source IP Port

Nov 29, 2020
14:06:50.487941027
CET

185.60.216.35 443

Nov 29, 2020
14:06:50.489005089
CET

185.60.216.35 443

Nov 29, 2020
14:06:50.815443039
CET

185.60.216.35 443

Nov 29, 2020
14:06:50.815658092
CET

185.60.216.35 443

Code Manipulations

Statistics

Behavior

Copyright null 2020

Dest
Port  Subject

CN=USERTrust RSA
Certification Authority, O=The
USERTRUST Network,
L=Jersey City, ST=New
Jersey, C=US

192.168.2.3 49721 CN=*.facebook.com,

O="Facebook, Inc.", L=Menlo
Park, ST=California, C=US
CN=DigiCert SHA2 High
Assurance Server CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High
Assurance Server CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

192.168.2.3 49722 CN=*.facebook.com,

O="Facebook, Inc.", L=Menlo
Park, ST=California, C=US
CN=DigiCert SHA2 High
Assurance Server CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High
Assurance Server CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

192.168.2.3 49723 CN=*.facebook.com,

O="Facebook, Inc.", L=Menlo
Park, ST=California, C=US
CN=DigiCert SHA2 High
Assurance Server CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High
Assurance Server CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

192.168.2.3 49724 CN=*.facebook.com,

O="Facebook, Inc.", L=Menlo
Park, ST=California, C=US
CN=DigiCert SHA2 High
Assurance Server CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High
Assurance Server CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

Issuer

CN=AAA Certificate
Services, O=Comodo
CA Limited, L=Salford,
ST=Greater
Manchester, C=GB

CN=DigiCert SHA2 High
Assurance Server CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=DigiCert High
Assurance EV Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert High
Assurance EV Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High
Assurance Server CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=DigiCert High
Assurance EV Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert High
Assurance EV Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High
Assurance Server CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=DigiCert High
Assurance EV Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert High
Assurance EV Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert SHA2 High
Assurance Server CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US
CN=DigiCert High
Assurance EV Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert High
Assurance EV Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

Not
Before

Tue Mar
12
01:00:00
CET
2019

Mon
Nov 02
01:00:00
CET
2020
Tue Oct
22
14:00:00
CEST
2013

Tue Oct
22
14:00:00
CEST
2013

Mon
Nov 02
01:00:00
CET
2020
Tue Oct
22
14:00:00
CEST
2013

Tue Oct
22
14:00:00
CEST
2013

Mon
Nov 02
01:00:00
CET
2020
Tue Oct
22
14:00:00
CEST
2013

Tue Oct
22
14:00:00
CEST
2013

Mon
Nov 02
01:00:00
CET
2020
Tue Oct
22
14:00:00
CEST
2013

Tue Oct
22
14:00:00
CEST
2013

Not
After

Mon Jan
01
00:59:59
CET
2029

Sun Jan
31
00:59:59
CET
2021
Sun Oct
22
14:00:00
CEST
2028

Sun Oct
22
14:00:00
CEST
2028

Sun Jan
31
00:59:59
CET
2021
Sun Oct
22
14:00:00
CEST
2028

Sun Oct
22
14:00:00
CEST
2028

Sun Jan
31
00:59:59
CET
2021
Sun Oct
22
14:00:00
CEST
2028

Sun Oct
22
14:00:00
CEST
2028

Sun Jan
31
00:59:59
CET
2021
Sun Oct
22
14:00:00
CEST
2028

Sun Oct
22
14:00:00
CEST
2028

JA3 SSL Client
Fingerprint

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

JA3 SSL Client Digest

9e10692f1b7f78228h2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228h2d4e
424db3a98c
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System Behavior

@ iexplore.exe
@ iexplore.exe

Click to jump to process

Analysis Process: iexplore.exe PID: 6024 Parent PID: 792

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Path

File Path

File Path

Registry Activities

Key Path

Key Path

Key Path

Access

Offset Length Value

Name Type

Name Type Old Data

14:06:15
29/11/2020

C:\Program Files\internet exploreniexplore.exe

false

‘C:\Program Files\Internet Exploren\iexplore.exe' -Embedding

0x7ff72e790000
823560 bytes

6465CB92B25A7BC1DF8EQ01D8ACSE7596

true
true

C, C++ or other language

low
Attributes Options
Ascii
Offset Length
Data
New Data

Completion

Completion

Completion

Completion

Completion

Completion

Count

Count

Count

Count

Count

Count

Source
Address Symbol

Source
Address Symbol

Source
Address Symbol

Source
Address Symbol

Source
Address Symbol

Source
Address Symbol

Analysis Process: iexplore.exe PID: 6068 Parent PID: 6024

Copyright null 2020
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General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:
File size:
MD5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

Reputation:

File Activities

File Path
File Path

File Path

Registry Activities

Key Path

Disassembly

Copyright null 2020

14:06:16
29/11/2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

true

'‘C:\Program Files (x86)\Internet Explore'\lIEXPLORE.EXE' SCODEF:6024 CREDAT:17410

Iprefetch:2
0x12d0000
822536 bytes

071277CC2E3DF41EEEA8013E2AB58D5A

true
true
C, C++ or other language

low

Access Attributes Options

Offset Length Value Ascii

Offset Length

Name Type Data

Completion

Completion

Completion

Completion

Count

Count

Count

Count

Source
Address Symbol

Source
Address Symbol

Source
Address Symbol

Source
Address Symbol
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