
ID: 324362
Cookbook: browseurl.jbs
Time: 17:07:22
Date: 29/11/2020
Version: 31.0.0 Red Diamond
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Analysis Report https://www.invorderingsbedrijf.nl

Overview

General Information

Sample URL: https://www.invorderi
ngsbedrijf.nl

Analysis ID: 324362

Most interesting Screenshot:

Detection

Score: 1

Range: 0 - 100

Whitelisted: false

Confidence: 80%

Signatures

Form action URLs do not match mai

Form action URLs do not match mai

Form action URLs do not match mai

Form action URLs do not match mai

Form action URLs do not match mai

Form action URLs do not match mai

Form action URLs do not match maiForm action URLs do not match mai……

Found iframes

Found iframes

Found iframes

Found iframes

Found iframes

Found iframes

Found iframesFound iframes

Suspicious form URL found

Suspicious form URL found

Suspicious form URL found

Suspicious form URL found

Suspicious form URL found

Suspicious form URL found

Suspicious form URL foundSuspicious form URL found

Classification

Malware Configuration

Yara Overview

Sigma Overview

No Sigma rule has matched

Signature Overview

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

iexplore.exe (PID: 6860 cmdline: 'C:\Program Files\Internet Explorer\iexplore.exe' -Embedding MD5: 6465CB92B25A7BC1DF8E01D8AC5E7596)

iexplore.exe (PID: 6904 cmdline: 'C:\Program Files (x86)\Internet Explorer\IEXPLORE.EXE' SCODEF:6860 CREDAT:17410 /prefetch:2 MD5: 

071277CC2E3DF41EEEA8013E2AB58D5A)
cleanup

No configs have been found

No yara matches

Startup
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• Phishing

• Networking

• System Summary

Click to jump to signature section

There are no malicious signatures, There are no malicious signatures, click here to show all signaturesclick here to show all signatures ..

Mitre Att&ck Matrix

Initial Access Execution Persistence
Privilege
Escalation

Defense
Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and
Control

Network
Effects

Remote
Service
Effects

Drive-by
Compromise 1

Windows
Management
Instrumentation

Path
Interception

Process
Injection 1

Masquerading 1 OS
Credential
Dumping

File and
Directory
Discovery 1

Remote
Services

Data from
Local
System

Exfiltration
Over Other
Network
Medium

Encrypted
Channel 2

Eavesdrop on
Insecure
Network
Communication

Remotely
Track Device
Without
Authorization

Default
Accounts

Scheduled
Task/Job

Boot or
Logon
Initialization
Scripts

Boot or
Logon
Initialization
Scripts

Process
Injection 1

LSASS
Memory

Application
Window
Discovery

Remote
Desktop
Protocol

Data from
Removable
Media

Exfiltration
Over
Bluetooth

Non-
Application
Layer
Protocol 1

Exploit SS7 to
Redirect Phone
Calls/SMS

Remotely
Wipe Data
Without
Authorization

Domain
Accounts

At (Linux) Logon Script
(Windows)

Logon
Script
(Windows)

Obfuscated Files
or Information 1

Security
Account
Manager

Query
Registry

SMB/Windows
Admin Shares

Data from
Network
Shared
Drive

Automated
Exfiltration

Application
Layer
Protocol 2

Exploit SS7 to
Track Device
Location

Obtain
Device
Cloud
Backups

Behavior Graph
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Behavior Graph

ID: 324362

URL: https://www.invorderingsbed...

Startdate: 29/11/2020

Architecture: WINDOWS

Score: 1

iexplore.exe

1 54

        started       

iexplore.exe

13 424

        started       

77.88.21.119, 443, 49768, 49769

YANDEXRU

Russian Federation

mc.yandex.ru

87.250.251.119, 443, 49754, 49755

YANDEXRU

Russian Federation

38 other IPs or domains

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

No bigger version No bigger version No bigger version No bigger version No bigger version

Screenshots
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Source Detection Scanner Label Link

https://www.invorderingsbedrijf.nl 0% Virustotal Browse

https://www.invorderingsbedrijf.nl 0% Avira URL Cloud safe

No Antivirus matches

No Antivirus matches

Source Detection Scanner Label Link

cdn.onlinesucces.nl 0% Virustotal Browse

api.adcalls.nl 0% Virustotal Browse

www.invorderingsbedrijf.nl 0% Virustotal Browse

script.adcalls.nl 0% Virustotal Browse

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

URLs

Copyright null 2020 Page 7 of 65

https://www.virustotal.com/gui/url/e025739f2ecfb8924aa4f2e7eb8921c2f9888039876089da6fd2fe1616ee520a/detection/u-e025739f2ecfb8924aa4f2e7eb8921c2f9888039876089da6fd2fe1616ee520a-1599741409
https://www.virustotal.com/gui/url/61b018e0a81337166f458837d5354e4bcef5250603f24c6cee9abe5b07c26713/detection/u-61b018e0a81337166f458837d5354e4bcef5250603f24c6cee9abe5b07c26713-1569426841
https://www.virustotal.com/gui/url/5ac7c3257e8a507cf09c7d19c8cb2dc46f8fe62672f890d6f5dae00387cc9d6b/detection/u-5ac7c3257e8a507cf09c7d19c8cb2dc46f8fe62672f890d6f5dae00387cc9d6b-1570038859
https://www.virustotal.com/gui/url/95733e02ee21df72c750255b0ca90a54426b0fc289b4050b7d5a54328fb998e4/detection/u-95733e02ee21df72c750255b0ca90a54426b0fc289b4050b7d5a54328fb998e4-1559738514
https://www.virustotal.com/gui/url/d848848a8db5d94a34f91255eb46303bba184dd1e5a2616b3c948f456c50e599/detection/u-d848848a8db5d94a34f91255eb46303bba184dd1e5a2616b3c948f456c50e599-1571167939


Source Detection Scanner Label Link

https://www.invorderingsbedrijf.nl/wp-content/uploads/2014/12/GEEN-BRUG-TE-VER-7.png) 0% Avira URL Cloud safe

https://www.hotjarconsent.com/sv.html 0% URL Reputation safe

https://www.hotjarconsent.com/sv.html 0% URL Reputation safe

https://www.hotjarconsent.com/sv.html 0% URL Reputation safe

https://invorderingsbedrijf.com/wp-json/ 0% Avira URL Cloud safe

https://www.invorderingsbedrijf.nl/category/debiteurenbeheer/ 0% Avira URL Cloud safe

https://www.invorderingsbedrijf.nl/wp-includes/js/comment-reply.min.js?ver=4.3.25 0% Avira URL Cloud safe

https://invorderingsbedrijf.com/wp-content/uploads/2014/12/flag-france.png) 0% Avira URL Cloud safe

https://invorderingsbedrijf.com/wp-content/themes/invorderings/img/markers/marker-it-hover.png 0% Avira URL Cloud safe

https://www.invorderingsbedrijf.nl/2019/08/ 0% Avira URL Cloud safe

https://www.invorderingsbedrijf.nl/category/transport/ 0% Avira URL Cloud safe

https://www.invorderingsbedrijf.nl/blog/verbintenissenrecht 0% Avira URL Cloud safe

https://www.invorderingsbedrijf.nl/wp-content/uploads/2020/06/vliegtuig_-650x230.png 0% Avira URL Cloud safe

https://invorderingsbedrijf.com/wp-content/themes/invorderings/js/slick.min.js?ver=1.9.0 0% Avira URL Cloud safe

https://www.invorderingsbedrijf.nl/2017/11/ 0% Avira URL Cloud safe

https://www.invorderingsbedrijf.nl/dIncassobugsbedrijf.nl/downloads/Root 0% Avira URL Cloud safe

https://www.invorderingsbedrijf.nl/wp-content/plugins/sitepress-multilingual-cms/res/css/language-
se

0% Avira URL Cloud safe

https://www.invorderingsbedrijf.nl/2018/03/ 0% Avira URL Cloud safe

https://www.invorderingsbedrijf.nl/vacatures/key-account-manager-zuid-holland/ 0% Avira URL Cloud safe

https://invorderingsbedrijf.com/wp-content/uploads/2014/12/man-14.jpg) 0% Avira URL Cloud safe

https://invorderingsbedrijf.com/italy 0% Avira URL Cloud safe

https://www.invorderingsbedrijf.nl/incassobureau-amsterdam 0% Avira URL Cloud safe

https://www.invorderingsbedrijf.nl/blog/dagvaarden/invorderingsbedrijf-daagt-easyjet-voor-de-
rechter

0% Avira URL Cloud safe

https://invorderingsbedrijf.com/wp-includes/js/jquery/jquery-migrate.min.js?ver=1.4.1 0% Avira URL Cloud safe

https://www.invorderingsbedrijf.nl/blog/" 0% Avira URL Cloud safe

https://www.invorderingsbedrijf.nl/2019/07/ 0% Avira URL Cloud safe

https://www.invorderingsbedrijf.nl/2010/12/ 0% Avira URL Cloud safe

https://www.invorderingsbedrijf.nl/blog/jaarrekeningen 0% Avira URL Cloud safe

https://www.invorderingsbedrijf.nl/wp-content/themes/invorderings/img/blog_header.jpg 0% Avira URL Cloud safe

https://invorderingsbedrijf.com/wp-content/plugins/contact-form-7/includes/js/scripts.js?ver=5.1.6 0% Avira URL Cloud safe

www.linotype.comhttp://www.linotype.comhttp://www.linotype.comhttp://www.linotype.comAvenir 0% Avira URL Cloud safe

https://invorderingsbedrijf.publish.basenet.nl/wachtwoord-opvragen.html 0% Avira URL Cloud safe

https://www.invorderingsbedrijf.nl/wp-content/themes/invorderings/img/page_header.jpg) 0% Avira URL Cloud safe

https://www.invorderingsbedrijf.nl/dealmaker 0% Avira URL Cloud safe

https://www.invorderingsbedrijf.nl/blog/invorderingsbedrijf-laat-vliegtuig-tus-airways-in-beslag-nem 0% Avira URL Cloud safe

https://invorderingsbedrijf.com/wp-content/uploads/2014/12/man-35.jpg) 0% Avira URL Cloud safe

https://www.invorderingsbedrijf.nl/blog/persbericht/BSR-incasso-failliet-wij-helpen-u-verder#more-
67

0% Avira URL Cloud safe

https://www.invorderingsbedrijf.nl/wp-content/uploads/2018/12/group-7 0% Avira URL Cloud safe

https://www.invorderingsbedrijf.nl/wp-content/uploads/2020/02/openstaandeposen1-315x199.png 0% Avira URL Cloud safe

https://www.invorderingsbedrijf.nl/2011/03/ 0% Avira URL Cloud safe

https://invorderingsbedrijf.com/wp-content/themes/invorderings/css/custom.css?
ver=16066661235fc3c78b

0% Avira URL Cloud safe

https://www.faillissementsdossier.nl/nl/faillissement/1605060/martijn-methorst-logistics-b-v.aspx 0% Avira URL Cloud safe

https://www.hotjarconsent.com/pl.html 0% URL Reputation safe

https://www.hotjarconsent.com/pl.html 0% URL Reputation safe

https://www.hotjarconsent.com/pl.html 0% URL Reputation safe

https://www.invorderingsbedrijf.nl/wp-content/uploads/2019/01/aannemer-failliet-2-427x270.jpg 0% Avira URL Cloud safe

https://invorderingsbedrijf.com/wp-content/plugins/next-post/style/next-post-public.css.php?ver=4.9. 0% Avira URL Cloud safe

https://www.invorderingsbedrijf.nl/eigendomsvoorbehoud-faillissement-zo-werkt-het-en-zo-zet-u-
het-in

0% Avira URL Cloud safe

https://sc.lfeeder.com/lftracker_v1_Xz1A5d77ZekdP3k2.js 0% Avira URL Cloud safe

https://www.invorderingsbedrijf.nl/2019/06/ 0% Avira URL Cloud safe

https://www.invorderingsbedrijf.nl/algemene-voorwaarden/ 0% Avira URL Cloud safe

https://invorderingsbedrijf.com/wp-content/uploads/2014/12/russia1.jpg) 0% Avira URL Cloud safe

127.0.0.1 0% Avira URL Cloud safe

https://www.invorderingsbedrijf.nl/wp-content/uploads/2014/12/fostair1.gif.png 0% Avira URL Cloud safe

https://www.invorderingsbedrijf.com/incasso/incasso-aanmeldformulier 0% Avira URL Cloud safe

https://www.invorderingsbedrijf.nl/wp-content/uploads/2014/12/digital1.gif.png 0% Avira URL Cloud safe

https://www.invorderingsbedrijf.nl/wp-content/uploads/2019/10/Naamloos-120x126.png 0% Avira URL Cloud safe

https://www.invorderingsbedrijf.nl/2011/02/ 0% Avira URL Cloud safe

https://www.invorderingsbedrijf.nl/blog/incasso/nieuwe-wet-incassokosten-schept-
duidelijkheid#more-4

0% Avira URL Cloud safe

https://www.invorderingsbedrijf.nl/category/blog/persbericht 0% Avira URL Cloud safe
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https://invorderingsbedrijf.com/incasso 0% Avira URL Cloud safe

https://www.invorderingsbedrijf.nl/2019/05/ 0% Avira URL Cloud safe

https://www.invorderingsbedrijf.nl/dIncassobugsbedrijf.nl/klachten/Root 0% Avira URL Cloud safe

https://tr1.onlinesucces.nl/formcon.php 0% Avira URL Cloud safe

https://invorderingsbedrijf.com/wp-content/uploads/2014/12/flag-poland.png) 0% Avira URL Cloud safe

https://www.invorderingsbedrijf.nl/2018/02/ 0% Avira URL Cloud safe

https://www.invorderingsbedrijf.nl/downloads/FDownloads 0% Avira URL Cloud safe

https://www.invorderingsbedrijf.nl/2011/01/ 0% Avira URL Cloud safe

https://www.faillissementsdossier.nl/nl/faillissement/1605536/meevis-vastgoed-onderhoud-b-v.aspx 0% Avira URL Cloud safe

https://www.hotjarconsent.com/zh.html 0% URL Reputation safe

https://www.hotjarconsent.com/zh.html 0% URL Reputation safe

https://www.hotjarconsent.com/zh.html 0% URL Reputation safe

https://www.invorderingsbedrijf.nl/juridische 0% Avira URL Cloud safe

https://www.invorderingsbedrijf.nl/vacatures/junior-accountmanager-den-haag 0% Avira URL Cloud safe

https://www.hotjarconsent.com/fi.html 0% URL Reputation safe

https://www.hotjarconsent.com/fi.html 0% URL Reputation safe

https://www.hotjarconsent.com/fi.html 0% URL Reputation safe

https://www.invorderingsbedrijf.nl/wp-content/uploads/2014/12/kroon-leveranciers1.gif.png 0% Avira URL Cloud safe

https://invorderingsbedrijf.com/wp-content/uploads/2014/12/softmedia1.gif.png 0% Avira URL Cloud safe

https://www.invorderingsbedrijf.nl/wp-content/plugins/contact-form-7/includes/js/jquery.form.min.js? 0% Avira URL Cloud safe

https://www.invorderingsbedrijf.nl/2019/04/ 0% Avira URL Cloud safe

https://www.invorderingsbedrijf.nl/dIncassobuf41adb11dc78be68c1ae7f9457a4.html 0% Avira URL Cloud safe

https://www.invorderingsbedrijf.nl/incasso-italie/ 0% Avira URL Cloud safe

https://www.invorderingsbedrijf.nl/wp-content/uploads/2020/06/annualreport_-315x199.png 0% Avira URL Cloud safe

https://www.invorderingsbedrijf.nl/recycle-afval-branche-onderzoek 0% Avira URL Cloud safe

https://www.invorderingsbedrijf.nl/2012/06/ 0% Avira URL Cloud safe

https://www.invorderingsbedrijf.nl/blog/r 0% Avira URL Cloud safe

https://invorderingsbedrijf.com/contact 0% Avira URL Cloud safe

https://invorderingsbedrijf.com/wp-content/themes/invorderings/img/icons/favicon.ico 0% Avira URL Cloud safe

https://www.invorderingsbedrijf.nl/2011/08/ 0% Avira URL Cloud safe

https://www.invorderingsbedrijf.nl/deurwaarder-groningen/ 0% Avira URL Cloud safe

https://invorderingsbedrijf.com/wp-content/uploads/2014/12/deco-printing1.gif.png 0% Avira URL Cloud safe

https://invorderingsbedrijf.com/wp-content/uploads/2014/12/man-4.jpg) 0% Avira URL Cloud safe

https://www.invorderingsbedrijf.nl/blog/b 0% Avira URL Cloud safe

https://invorderingsbedrijf.com/disclaimer 0% Avira URL Cloud safe

https://www.invorderingsbedrijf.nl/2019/03/ 0% Avira URL Cloud safe

https://www.invorderingsbedrijf.nl/wp-content/themes/invorderings/img/en.jpg 0% Avira URL Cloud safe

Source Detection Scanner Label Link

Name IP Active Malicious Antivirus Detection Reputation

cdn.onlinesucces.nl 80.94.91.25 true false 0%, Virustotal, Browse unknown

mc.yandex.ru 87.250.251.119 true false high

pagead46.l.doubleclick.net 172.217.168.2 true false high

code.afsanalytics.com 158.69.57.44 true false high

www8.afsanalytics.com 192.99.104.202 true false high

api.adcalls.nl 82.94.169.71 true false 0%, Virustotal, Browse unknown

www.eventbrite.com 18.235.224.167 true false high

scontent.xx.fbcdn.net 31.13.92.14 true false high

script.hotjar.com 13.224.93.81 true false high

cdn.useproof.com 104.27.134.87 true false high

d1qeerccp1v4jj.cloudfront.net 13.224.93.50 true false high

pagead.l.doubleclick.net 172.217.168.66 true false high

www.invorderingsbedrijf.nl 172.67.74.134 true false 0%, Virustotal, Browse unknown

script.adcalls.nl 185.138.80.178 true false 0%, Virustotal, Browse unknown

static-cdn.hotjar.com 13.224.93.53 true false high

mc.yandex.com unknown unknown false high

connect.facebook.net unknown unknown false high

googleads.g.doubleclick.net unknown unknown false high

Domains and IPs

Contacted Domains

Copyright null 2020 Page 9 of 65

https://www.virustotal.com/gui/url/61b018e0a81337166f458837d5354e4bcef5250603f24c6cee9abe5b07c26713/detection/u-61b018e0a81337166f458837d5354e4bcef5250603f24c6cee9abe5b07c26713-1569426841
https://www.virustotal.com/gui/url/5ac7c3257e8a507cf09c7d19c8cb2dc46f8fe62672f890d6f5dae00387cc9d6b/detection/u-5ac7c3257e8a507cf09c7d19c8cb2dc46f8fe62672f890d6f5dae00387cc9d6b-1570038859
https://www.virustotal.com/gui/url/95733e02ee21df72c750255b0ca90a54426b0fc289b4050b7d5a54328fb998e4/detection/u-95733e02ee21df72c750255b0ca90a54426b0fc289b4050b7d5a54328fb998e4-1559738514
https://www.virustotal.com/gui/url/d848848a8db5d94a34f91255eb46303bba184dd1e5a2616b3c948f456c50e599/detection/u-d848848a8db5d94a34f91255eb46303bba184dd1e5a2616b3c948f456c50e599-1571167939


static.hotjar.com unknown unknown false high

oc208.infusionsoft.com unknown unknown false high

sc.lfeeder.com unknown unknown false unknown

Name IP Active Malicious Antivirus Detection Reputation

Name Malicious Antivirus Detection Reputation

https://www.invorderingsbedrijf.nl/downloads/ false unknown

Name Source Malicious Antivirus Detection Reputation

https://www.invorderingsbedrijf.nl/wp-
content/uploads/2014/12/GEEN-BRUG-TE-VER-7.png)

9SDEY7D0.htm.2.dr false Avira URL Cloud: safe unknown

https://www.hotjarconsent.com/sv.html modules.78248f90481494209b20[1
].js.2.dr

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://invorderingsbedrijf.com/wp-json/ 087O30DE.htm.2.dr false Avira URL Cloud: safe unknown

https://www.invorderingsbedrijf.nl/category/debiteurenbeheer/
blog[1].htm.2.dr false Avira URL Cloud: safe unknown

https://www.invorderingsbedrijf.nl/wp-
includes/js/comment-reply.min.js?ver=4.3.25

downloads[1].htm.2.dr false Avira URL Cloud: safe unknown

https://invorderingsbedrijf.com/wp-
content/uploads/2014/12/flag-france.png)

087O30DE.htm.2.dr false Avira URL Cloud: safe unknown

https://invorderingsbedrijf.com/wp-
content/themes/invorderings/img/markers/marker-it-hover.png

087O30DE.htm.2.dr false Avira URL Cloud: safe unknown

https://www.invorderingsbedrijf.nl/2019/08/ persbericht[1].htm.2.dr false Avira URL Cloud: safe unknown

g.co/dev/maps-no-account js[1].js0.2.dr false high

https://www.invorderingsbedrijf.nl/category/transport/ blog[1].htm.2.dr false Avira URL Cloud: safe unknown

https://www.invorderingsbedrijf.nl/blog/verbintenissenrecht
persbericht[1].htm.2.dr false Avira URL Cloud: safe unknown

https://www.invorderingsbedrijf.nl/wp-
content/uploads/2020/06/vliegtuig_-650x230.png

persbericht[1].htm.2.dr false Avira URL Cloud: safe unknown

https://invorderingsbedrijf.com/wp-
content/themes/invorderings/js/slick.min.js?ver=1.9.0

087O30DE.htm.2.dr false Avira URL Cloud: safe unknown

https://www.invorderingsbedrijf.nl/2017/11/ persbericht[1].htm.2.dr false Avira URL Cloud: safe unknown

https://www.invorderingsbedrijf.nl/dIncassobugsbedrijf.nl/down
loads/Root

{13A61581-325D-11EB-90EB-ECF4B
BEA1588}.dat.1.dr

false Avira URL Cloud: safe unknown

https://www.invorderingsbedrijf.nl/wp-
content/plugins/sitepress-multilingual-cms/res/css/language-se

downloads[1].htm.2.dr false Avira URL Cloud: safe unknown

https://www.invorderingsbedrijf.nl/2018/03/ persbericht[1].htm.2.dr false Avira URL Cloud: safe unknown

https://lh6.ggpht.com/ js[1].js0.2.dr false high

https://www.invorderingsbedrijf.nl/vacatures/key-
account-manager-zuid-holland/

vacatures[1].htm.2.dr false Avira URL Cloud: safe unknown

https://invorderingsbedrijf.com/wp-
content/uploads/2014/12/man-14.jpg)

087O30DE.htm.2.dr false Avira URL Cloud: safe unknown

richhollis.github.com/vticker/license/ jquery.vticker.min[1].js0.2.dr false high

https://invorderingsbedrijf.com/italy 087O30DE.htm.2.dr false Avira URL Cloud: safe unknown

https://www.invorderingsbedrijf.nl/incassobureau-
amsterdam

downloads[1].htm.2.dr false Avira URL Cloud: safe unknown

https://www.invorderingsbedrijf.nl/blog/dagvaarden/invordering
sbedrijf-daagt-easyjet-voor-de-rechter

persbericht[1].htm.2.dr false Avira URL Cloud: safe unknown

https://invorderingsbedrijf.com/wp-
includes/js/jquery/jquery-migrate.min.js?ver=1.4.1

087O30DE.htm.2.dr false Avira URL Cloud: safe unknown

https://www.invorderingsbedrijf.nl/blog/" www.invorderingsbedrijf[1].xml.2.dr false Avira URL Cloud: safe unknown

https://www.invorderingsbedrijf.nl/2019/07/ persbericht[1].htm.2.dr false Avira URL Cloud: safe unknown

https://www.invorderingsbedrijf.nl/2010/12/ persbericht[1].htm.2.dr false Avira URL Cloud: safe unknown

https://www.invorderingsbedrijf.nl/blog/jaarrekeningen blog[1].htm.2.dr, 9SDEY7D0.htm.2.dr false Avira URL Cloud: safe unknown

https://www.invorderingsbedrijf.nl/wp-
content/themes/invorderings/img/blog_header.jpg

persbericht[1].htm.2.dr false Avira URL Cloud: safe unknown

https://invorderingsbedrijf.com/wp-
content/plugins/contact-form-7/includes/js/scripts.js?ver=5.1.6

087O30DE.htm.2.dr false Avira URL Cloud: safe unknown

www.linotype.comhttp://www.linotype.comhttp://www.linotype.
comhttp://www.linotype.comAvenir

avenir400[1].eot0.2.dr false Avira URL Cloud: safe unknown

https://invorderingsbedrijf.publish.basenet.nl/wachtwoord-
opvragen.html

087O30DE.htm.2.dr, downloads[1
].htm.2.dr, blog[1].htm.2.dr

false Avira URL Cloud: safe unknown

https://www.invorderingsbedrijf.nl/wp-
content/themes/invorderings/img/page_header.jpg)

downloads[1].htm.2.dr false Avira URL Cloud: safe unknown

Contacted URLs

URLs from Memory and Binaries
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https://www.invorderingsbedrijf.nl/dealmaker vacatures[1].htm.2.dr false Avira URL Cloud: safe unknown

https://www.invorderingsbedrijf.nl/blog/invorderingsbedrijf-laat-
vliegtuig-tus-airways-in-beslag-nem

persbericht[1].htm.2.dr, 9SDEY
7D0.htm.2.dr

false Avira URL Cloud: safe unknown

https://invorderingsbedrijf.com/wp-
content/uploads/2014/12/man-35.jpg)

087O30DE.htm.2.dr false Avira URL Cloud: safe unknown

https://www.invorderingsbedrijf.nl/blog/persbericht/BSR-
incasso-failliet-wij-helpen-u-verder#more-67

persbericht[1].htm.2.dr false Avira URL Cloud: safe unknown

https://www.invorderingsbedrijf.nl/wp-
content/uploads/2018/12/group-7

blog[1].htm.2.dr false Avira URL Cloud: safe unknown

https://www.invorderingsbedrijf.nl/wp-
content/uploads/2020/02/openstaandeposen1-315x199.png

blog[1].htm.2.dr false Avira URL Cloud: safe unknown

https://www.invorderingsbedrijf.nl/2011/03/ persbericht[1].htm.2.dr false Avira URL Cloud: safe unknown

https://invorderingsbedrijf.com/wp-
content/themes/invorderings/css/custom.css?
ver=16066661235fc3c78b

087O30DE.htm.2.dr false Avira URL Cloud: safe unknown

https://www.faillissementsdossier.nl/nl/faillissement/1605060/
martijn-methorst-logistics-b-v.aspx

9SDEY7D0.htm.2.dr false Avira URL Cloud: safe unknown

https://www.hotjarconsent.com/pl.html modules.78248f90481494209b20[1
].js.2.dr

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://www.invorderingsbedrijf.nl/wp-
content/uploads/2019/01/aannemer-failliet-2-427x270.jpg

blog[1].htm.2.dr false Avira URL Cloud: safe unknown

https://invorderingsbedrijf.com/wp-content/plugins/next-
post/style/next-post-public.css.php?ver=4.9.

087O30DE.htm.2.dr false Avira URL Cloud: safe unknown

https://www.invorderingsbedrijf.nl/eigendomsvoorbehoud-
faillissement-zo-werkt-het-en-zo-zet-u-het-in

blog[1].htm.2.dr, 9SDEY7D0.htm.2.dr false Avira URL Cloud: safe unknown

https://sc.lfeeder.com/lftracker_v1_Xz1A5d77ZekdP3k2.js
087O30DE.htm.2.dr false Avira URL Cloud: safe unknown

https://www.invorderingsbedrijf.nl/2019/06/ persbericht[1].htm.2.dr false Avira URL Cloud: safe unknown

https://www.invorderingsbedrijf.nl/algemene-
voorwaarden/

downloads[1].htm.2.dr false Avira URL Cloud: safe unknown

https://invorderingsbedrijf.com/wp-
content/uploads/2014/12/russia1.jpg)

087O30DE.htm.2.dr false Avira URL Cloud: safe unknown

127.0.0.1 tag[1].js.2.dr false Avira URL Cloud: safe unknown

https://www.invorderingsbedrijf.nl/wp-
content/uploads/2014/12/fostair1.gif.png

9SDEY7D0.htm.2.dr false Avira URL Cloud: safe unknown

https://www.invorderingsbedrijf.com/incasso/incasso-
aanmeldformulier

087O30DE.htm.2.dr false Avira URL Cloud: safe unknown

https://www.invorderingsbedrijf.nl/blog/ blog[1].htm.2.dr, ~DF5B21484FC
E5DA8E1.TMP.1.dr

false unknown

https://www.invorderingsbedrijf.nl/wp-
content/uploads/2014/12/digital1.gif.png

9SDEY7D0.htm.2.dr false Avira URL Cloud: safe unknown

https://www.invorderingsbedrijf.nl/wp-
content/uploads/2019/10/Naamloos-120x126.png

persbericht[1].htm.2.dr false Avira URL Cloud: safe unknown

https://www.invorderingsbedrijf.nl/2011/02/ persbericht[1].htm.2.dr false Avira URL Cloud: safe unknown

https://www.invorderingsbedrijf.nl/blog/incasso/nieuwe-
wet-incassokosten-schept-duidelijkheid#more-4

persbericht[1].htm.2.dr false Avira URL Cloud: safe unknown

https://www.invorderingsbedrijf.nl/category/blog/persbericht
persbericht[1].htm.2.dr false Avira URL Cloud: safe unknown

https://www.invorderingsbedrijf.nl/category/blog/persbericht/
{13A61581-325D-11EB-90EB-ECF4B
BEA1588}.dat.1.dr, ~DF5B21484F
CE5DA8E1.TMP.1.dr

false unknown

https://www.invorderingsbedrijf.nl/klachten/ {13A61581-325D-11EB-90EB-ECF4B
BEA1588}.dat.1.dr, ~DF5B21484F
CE5DA8E1.TMP.1.dr

false unknown

https://invorderingsbedrijf.com/incasso 087O30DE.htm.2.dr false Avira URL Cloud: safe unknown

https://www.invorderingsbedrijf.nl/2019/05/ persbericht[1].htm.2.dr false Avira URL Cloud: safe unknown

https://www.invorderingsbedrijf.nl/dIncassobugsbedrijf.nl/klach
ten/Root

{13A61581-325D-11EB-90EB-ECF4B
BEA1588}.dat.1.dr

false Avira URL Cloud: safe unknown

https://tr1.onlinesucces.nl/formcon.php efc[1].js.2.dr false Avira URL Cloud: safe unknown

https://invorderingsbedrijf.com/wp-
content/uploads/2014/12/flag-poland.png)

087O30DE.htm.2.dr false Avira URL Cloud: safe unknown

https://cdn.useproof.com/proof.js?
acc=NgDPOosWFRTXKvDpPk1ftejaFDR2

downloads[1].htm.2.dr false high

https://www.invorderingsbedrijf.nl/2018/02/ persbericht[1].htm.2.dr false Avira URL Cloud: safe unknown

https://www.invorderingsbedrijf.nl/downloads/FDownloads
{13A61581-325D-11EB-90EB-ECF4B
BEA1588}.dat.1.dr

false Avira URL Cloud: safe unknown

https://www.invorderingsbedrijf.nl/2011/01/ persbericht[1].htm.2.dr false Avira URL Cloud: safe unknown

Name Source Malicious Antivirus Detection Reputation
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https://www.faillissementsdossier.nl/nl/faillissement/1605536/
meevis-vastgoed-onderhoud-b-v.aspx

9SDEY7D0.htm.2.dr false Avira URL Cloud: safe unknown

https://www.hotjarconsent.com/zh.html modules.78248f90481494209b20[1
].js.2.dr

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://www.hotjar.com box-469cf41adb11dc78be68c1ae7f
9457a4[1].htm.2.dr

false high

https://www.invorderingsbedrijf.nl/juridische vacatures[1].htm.2.dr false Avira URL Cloud: safe unknown

https://www.invorderingsbedrijf.nl/vacatures/junior-
accountmanager-den-haag

vacatures[1].htm.2.dr false Avira URL Cloud: safe unknown

https://www.hotjarconsent.com/fi.html modules.78248f90481494209b20[1
].js.2.dr

false URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

unknown

https://www.invorderingsbedrijf.nl/wp-
content/uploads/2014/12/kroon-leveranciers1.gif.png

9SDEY7D0.htm.2.dr false Avira URL Cloud: safe unknown

https://invorderingsbedrijf.com/wp-
content/uploads/2014/12/softmedia1.gif.png

087O30DE.htm.2.dr false Avira URL Cloud: safe unknown

https://www.invorderingsbedrijf.nl/wp-
content/plugins/contact-form-7/includes/js/jquery.form.min.js?

downloads[1].htm.2.dr, klachten[1].htm.2
.dr

false Avira URL Cloud: safe unknown

https://www.invorderingsbedrijf.nl/2019/04/ persbericht[1].htm.2.dr false Avira URL Cloud: safe unknown

https://www.invorderingsbedrijf.nl/dIncassobuf41adb11dc78be
68c1ae7f9457a4.html

{13A61581-325D-11EB-90EB-ECF4B
BEA1588}.dat.1.dr

false Avira URL Cloud: safe unknown

https://www.invorderingsbedrijf.nl/incasso-italie/ downloads[1].htm.2.dr false Avira URL Cloud: safe unknown

https://www.invorderingsbedrijf.nl/wp-
content/uploads/2020/06/annualreport_-315x199.png

blog[1].htm.2.dr false Avira URL Cloud: safe unknown

maps.google.cn onion[1].js.2.dr false high

https://www.invorderingsbedrijf.nl/recycle-afval-branche-
onderzoek

downloads[1].htm.2.dr false Avira URL Cloud: safe unknown

https://www.invorderingsbedrijf.nl/2012/06/ persbericht[1].htm.2.dr false Avira URL Cloud: safe unknown

https://www.invorderingsbedrijf.nl/blog/r ~DF5B21484FCE5DA8E1.TMP.1.dr false Avira URL Cloud: safe unknown

https://invorderingsbedrijf.com/contact 087O30DE.htm.2.dr false Avira URL Cloud: safe unknown

www.google.cn common[1].js.2.dr false high

https://invorderingsbedrijf.com/wp-
content/themes/invorderings/img/icons/favicon.ico

087O30DE.htm.2.dr false Avira URL Cloud: safe unknown

https://www.invorderingsbedrijf.nl/2011/08/ persbericht[1].htm.2.dr false Avira URL Cloud: safe unknown

https://www.invorderingsbedrijf.nl/deurwaarder-
groningen/

downloads[1].htm.2.dr false Avira URL Cloud: safe unknown

https://invorderingsbedrijf.com/wp-
content/uploads/2014/12/deco-printing1.gif.png

087O30DE.htm.2.dr false Avira URL Cloud: safe unknown

https://invorderingsbedrijf.com/wp-
content/uploads/2014/12/man-4.jpg)

087O30DE.htm.2.dr false Avira URL Cloud: safe unknown

https://www.invorderingsbedrijf.nl/blog/b ~DF5B21484FCE5DA8E1.TMP.1.dr false Avira URL Cloud: safe unknown

https://invorderingsbedrijf.com/disclaimer 087O30DE.htm.2.dr false Avira URL Cloud: safe unknown

https://www.invorderingsbedrijf.nl/2019/03/ persbericht[1].htm.2.dr false Avira URL Cloud: safe unknown

https://www.invorderingsbedrijf.nl/wp-
content/themes/invorderings/img/en.jpg

downloads[1].htm.2.dr false Avira URL Cloud: safe unknown

Name Source Malicious Antivirus Detection Reputation

Contacted IPs
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No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

104.27.134.87 unknown United States 13335 CLOUDFLARENETUS false

104.26.8.41 unknown United States 13335 CLOUDFLARENETUS false

80.94.91.25 unknown Netherlands 56309 SIAMDATA-
TH408Fl4CATTOWERTH

false

172.67.71.112 unknown United States 13335 CLOUDFLARENETUS false

91.199.212.52 unknown United Kingdom 48447 SECTIGOGB false

157.240.9.35 unknown United States 32934 FACEBOOKUS false

158.69.57.44 unknown Canada 16276 OVHFR false

31.13.92.14 unknown Ireland 32934 FACEBOOKUS false

80.94.91.28 unknown Netherlands 56309 SIAMDATA-
TH408Fl4CATTOWERTH

false

185.226.137.3 unknown Netherlands 31673 UNISERVER-ASNL false

52.49.158.250 unknown United States 16509 AMAZON-02US false

172.217.168.68 unknown United States 15169 GOOGLEUS false

172.217.168.46 unknown United States 15169 GOOGLEUS false

82.94.169.71 unknown Netherlands 3265 XS4ALL-NLAmsterdamNL false

185.37.70.61 unknown Netherlands 48635 ASTRALUSNL false

172.217.168.3 unknown United States 15169 GOOGLEUS false

172.217.168.42 unknown United States 15169 GOOGLEUS false

172.217.168.66 unknown United States 15169 GOOGLEUS false

87.250.251.119 unknown Russian Federation 13238 YANDEXRU false

13.224.93.81 unknown United States 16509 AMAZON-02US false

13.224.93.105 unknown United States 16509 AMAZON-02US false

185.138.80.178 unknown Netherlands 203318 ASBIZWAYNL false

18.235.224.167 unknown United States 14618 AMAZON-AESUS false

172.217.168.2 unknown United States 15169 GOOGLEUS false

74.125.128.157 unknown United States 15169 GOOGLEUS false

80.94.91.30 unknown Netherlands 56309 SIAMDATA-
TH408Fl4CATTOWERTH

false

13.224.93.50 unknown United States 16509 AMAZON-02US false

192.99.104.202 unknown Canada 16276 OVHFR false

172.217.168.14 unknown United States 15169 GOOGLEUS false

13.224.93.51 unknown United States 16509 AMAZON-02US false

13.224.93.53 unknown United States 16509 AMAZON-02US false

77.88.21.119 unknown Russian Federation 13238 YANDEXRU false

54.225.169.28 unknown United States 14618 AMAZON-AESUS false

Public
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General Information

Joe Sandbox Version: 31.0.0 Red Diamond

Analysis ID: 324362

Start date: 29.11.2020

Start time: 17:07:22

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 6m 57s

Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: browseurl.jbs

Sample URL: https://www.invorderingsbedrijf.nl

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 
Update 211

Number of analysed new started processes analysed: 13

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: CLEAN

Classification: clean1.win@3/350@17/34

Cookbook Comments: Adjust boot time
Enable AMSI
Browsing link: https://www.invorderingsbedrijf.nl/
Browsing link: http://www.invorderingsbedrijf.com/
Browsing link: https://www.inv
orderingsbedrijf.nl/blog
Browsing link: https://www.inv
orderingsbedrijf.nl/downloads/
Browsing link: https://www.inv
orderingsbedrijf.nl/vacatures/
Browsing link: https://www.inv
orderingsbedrijf.nl/klachten/
Browsing link: https://www.inv
orderingsbedrijf.nl/category/blog/persbericht

172.67.74.134 unknown United States 13335 CLOUDFLARENETUS false

IP Domain Country Flag ASN ASN Name Malicious

Copyright null 2020 Page 14 of 65



Warnings:
Exclude process from analysis (whitelisted): 
BackgroundTransferHost.exe, ielowutil.exe, 
backgroundTaskHost.exe, svchost.exe, 
wuapihost.exe
TCP Packets have been reduced to 100
Created / dropped Files have been reduced to 100
Excluded IPs from analysis (whitelisted): 
104.83.120.32, 52.255.188.83, 216.58.215.234, 
104.43.139.144, 216.58.215.232, 172.217.168.8, 
216.58.215.227
Excluded domains from analysis (whitelisted): 
fonts.googleapis.com, www.googleadservices.com, 
www-googletagmanager.l.google.com, 
skypedataprdcolcus16.cloudapp.net, 
e11290.dspg.akamaiedge.net, ssl.google-
analytics.com, skypedataprdcoleus17.cloudapp.net,
go.microsoft.com, www.googletagmanager.com, 
go.microsoft.com.edgekey.net, 
blobcollector.events.data.trafficmanager.net, ssl-
google-analytics.l.google.com, 
watson.telemetry.microsoft.com, www.gstatic.com
Report size exceeded maximum capacity and may 
have missing behavior information.
Report size getting too big, too many NtCreateFile 
calls found.
Report size getting too big, too many 
NtDeviceIoControlFile calls found.
Report size getting too big, too many 
NtSetValueKey calls found.

No simulations

No context

No context

No context

No context

No context

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\Content\30D802E0E248FEE17AAF4A62594CC75A
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Show All

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASN

JA3 Fingerprints

Dropped Files

Created / dropped Files
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File Type: data

Category: dropped

Size (bytes): 3118

Entropy (8bit): 7.399832861783252

Encrypted: false

SSDEEP: 48:B4wgi+96jf8TXJgnXpxi4sVtcTtrdoh+g4wgi+96jf8TXJgnXpxi4sVtcTtrdohp:KiIq0eZnekiIq0eZnep

MD5: DF44E5E6EDCDBA8FF06F48E965A8E9E2

SHA1: D513F0C9E5237FF77B5D51C79CF5213E3A06E1C6

SHA-256: CD1D0C89DB4CAE332218581117524EC406C436FF5CFECAB6BCDCC532E64C04CE

SHA-512: 90ECD00FA5F43E74C86B31531CC393750C4EBD3AE0C57825BA963A5F89FAD1CC8CD6177131EA928F989DB0BCA3CCA053CADC78B43856CC9C460A74B9E9E941
37

Malicious: false

Reputation: low

Preview:
0...0..........}[Q&.v...t...S..0...*.H........0..1.0...U....US1.0...U....New Jersey1.0...U....Jersey City1.0...U....The USERTRUST Network1.0,..U...%USERTrust RSA Certification 
Authority0...181102000000Z..301231235959Z0..1.0...U....GB1.0...U....Greater Manchester1.0...U....Salford1.0...U....Sectigo Limited1705..U....Sectigo RSA Domain Vali
dation Secure Server CA0.."0...*.H.............0.........s3..< ....E..>..?.A.20.l.......-?.M......b..Hy...N..2%.....P?.L.@*.9.....2A.&.#z. ... .<.Do.u..@.2.....#>...o]Q.j.i.O.ri..Lm.....~...
...7x...4.V.X....d[.7..(h.V...\......$..0......z...B......J.....@..o.BJd..0.....'Z..X......c.oV...`4.t........_.........n0..j0...U.#..0...Sy.Z.+J.T.......f.0...U........^.T...w.......a.0...U...........0...U....
...0.......0...U.%..0...+.........+.......0...U. ..0.0...U. .0...g.....0P..U...I0G0E.C.A.?http://crl.usertrust.com/USERTrustRSACertificationAuthority.crl0v..+........j0h0?..+.....0..3http://
crt.usertrust.com/USERTrustRSAAddTrustCA.crt0%..+.....0.

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\Content\30D802E0E248FEE17AAF4A62594CC75A

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\30D802E0E248FEE17AAF4A62594CC75A
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 564

Entropy (8bit): 3.121397380496334

Encrypted: false

SSDEEP: 6:kKDuk3UjXxp9jKFlIaYM2+/LOjAsKHAmMUjXxp9jKFlIaYM2+/LOjA/:buk3Urb9EaaY0/LdnFMUrb9EaaY0/Ld/

MD5: 88675CB6F673D9AD946DFB871C0FE488

SHA1: 72112780B0AD74D840D96F535F77B7D35B350032

SHA-256: 9EC39D0906FA7A946CA6D8B22B5C89601E6952A998DBEFFFD02FDAF3D3529B44

SHA-512: 299487ECCCBCF1CC13905B9F4136AC58331574E51A74B0B9659D0320EDEEE456858153A1234C611C622303A768EC3BFA3942D767699018C00D0FE923215A687B

Malicious: false

Reputation: low

Preview:
p...... ......../Ik.i...(....................................................... ........@u.>r..@8..................h.t.t.p.:././.c.r.t...s.e.c.t.i.g.o...c.o.m./.S.e.c.t.i.g.o.R.S.A.D.o.m.a.i.n.V.a.l.i.d.a.t.i.o.n.S.e.c.
u.r.e.S.e.r.v.e.r.C.A...c.r.t...".5.b.d.b.9.3.8.0.-.6.1.7."...p...... ........+.l.i...(....................................................... ........@u.>r..@8..................h.t.t.p.:././.c.r.t...s.e.c.t.i.g.o...c.o.
m./.S.e.c.t.i.g.o.R.S.A.D.o.m.a.i.n.V.a.l.i.d.a.t.i.o.n.S.e.c.u.r.e.S.e.r.v.e.r.C.A...c.r.t...".5.b.d.b.9.3.8.0.-.6.1.7."...

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\DOMStore\BACZYXTY\vars.hotjar[1].xml
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 13

Entropy (8bit): 2.469670487371862

Encrypted: false

SSDEEP: 3:D90aKb:JFKb

MD5: C1DDEA3EF6BBEF3E7060A1A9AD89E4C5

SHA1: 35E3224FCBD3E1AF306F2B6A2C6BBEA9B0867966

SHA-256: B71E4D17274636B97179BA2D97C742735B6510EB54F22893D3A2DAFF2CEB28DB

SHA-512: 6BE8CEC7C862AFAE5B37AA32DC5BB45912881A3276606DA41BF808A4EF92C318B355E616BF45A257B995520D72B7C08752C0BE445DCEADE5CF79F73480910FE
D

Malicious: false

Reputation: low

Preview:
<root></root>

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\DOMStore\BC6XF3KU\invorderingsbedrijf[1].xml
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 608

Entropy (8bit): 5.029913303294707

Encrypted: false

SSDEEP: 12:JsrsrUeipVnoBi3rUeipVnoBi+wrJa/i3rUeipVnoBi+wrJa/i+ia/SM5:W0UVwBi7UVwBiqi7UVwBiqi0l5

MD5: 57E9AC68F7AD621DD683688775B8D1F7

SHA1: B11B4443B724CD1E68460777574287D822D1D571
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SHA-256: 09C7163B94B45CCFB5A64558B728057DDA5EC9EE938D20C275335C6313BDF202

SHA-512: 57B37780FA75795A2DDA2CA12AA511658004C75072458096E833867715BB73CCE86FE56659C24BC61DEB948E4956297AFE7FF34F39F748F3DB939CD5BAC54253

Malicious: false

Reputation: low

Preview:
<root></root><root></root><root><item name="_hjid" value="191b230d-3ff6-4ca9-9bdc-f8cc49420f06" ltime="3947375952" htime="30852713" /></root><root><item 
name="_hjid" value="191b230d-3ff6-4ca9-9bdc-f8cc49420f06" ltime="3947375952" htime="30852713" /><item name="_hjFirstSeen" value="1" ltime="3947375952" 
htime="30852713" /></root><root><item name="_hjid" value="191b230d-3ff6-4ca9-9bdc-f8cc49420f06" ltime="3947375952" htime="30852713" /><item name="_hjFirstSe
en" value="1" ltime="3947375952" htime="30852713" /><item name="_hjIncludedInPageviewSample" value="1" ltime="3955995952" htime="30852713" /></root>

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\DOMStore\BC6XF3KU\invorderingsbedrijf[1].xml

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\DOMStore\E5F0NRSV\www.invorderingsbedrijf[1].xml
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 330441

Entropy (8bit): 5.229793961985285

Encrypted: false

SSDEEP: 1536:r+3nwM1Y1E1Y1nwnwUw0wFwUwUwUwUwUwuwUwwwNwNeNeMeiNiNPNPNoiPiPinis:82nn33abbZZy

MD5: 4BEDEF40106D68873040E1E85A968060

SHA1: 61A00B0A27308D88DFA85C79A86E6380082416B4

SHA-256: 213C9C0D11359266007912FA6A53D42684CF1674BE3C75FF210FD1BB0E636D88

SHA-512: 949715FA006D36AB9E3216766A39EA3AAC3836629C77ED38AD135C303C1C81FFCA320AB34C351283F8D878BB22F628A1C428152CEA10DE6909D284917EC36521

Malicious: false

Reputation: low

Preview:
<root></root><root></root><root></root><root></root><root></root><root><item name="test" value="test" ltime="3685195952" htime="30852713" /></root><root></root>
<root></root><root></root><root><item name="_ym_uid" value="&quot;1606666101801196884&quot;" ltime="3685815952" htime="30852713" /></root><root><item 
name="_ym_uid" value="&quot;1606666101801196884&quot;" ltime="3685815952" htime="30852713" /><item name="_ym57066178_lastHit" value="1606666101488" lt
ime="3686915952" htime="30852713" /></root><root><item name="_ym_uid" value="&quot;1606666101801196884&quot;" ltime="3685815952" htime="30852713" /><i
tem name="_ym57066178_lastHit" value="1606666101488" ltime="3686915952" htime="30852713" /></root><root><item name="_ym_uid" value="&quot;160666610180
1196884&quot;" ltime="3685815952" htime="30852713" /><item name="_ym57066178_lastHit" value="1606666101488" ltime="3686915952" htime="30852713" /></root>
<root><item name="_ym_uid" value="&quot;1606666101801196884&quot;" ltime="3685815952" h

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\DOMStore\URW0GA4Q\cdn.useproof[1].xml
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 57350

Entropy (8bit): 4.992299442334932

Encrypted: false

SSDEEP: 1536:IkBkwNSQSSSSSXSXPPPPqzqpqqqkkkk/o5ooJBJmHm0m9U9R9PxPPPrPrPrPDqDO:Q

MD5: A3A2692C33CD1C560998CC01CE7A893D

SHA1: 364A7ED12F37945BCBA0FD7F59EE0BFD0C79FD38

SHA-256: 0DC2CFF2EAD3C79F9D6B3493B927D4A927CBD58D7FEFF9F7D9F478549C9EA843

SHA-512: 5F54497ED813C1BA886B8DCC0704ADB8D61249ECBE15C8AEAFE71109D72324E086AB3D640FED9922FFCBA9D71272EA04B41814840E85CC201AD7DADD769BBE
A0

Malicious: false

Reputation: low

Preview:
<root></root><root></root><root><item name="firebase:sentinel" value="cache" ltime="3667455952" htime="30852713" /></root><root></root><root><item name="visitor
Trail" value="{&quot;NgDPOosWFRTXKvDpPk1ftejaFDR2&quot;:{&quot;ref&quot;:&quot;&quot;,&quot;initialLandingPage&quot;:&quot;https://www.invorderingsbed
rijf.nl/&quot;,&quot;utmSource&quot;:null,&quot;utmCampaign&quot;:null,&quot;utmContent&quot;:null,&quot;utmMedium&quot;:null,&quot;utmTerm&quot;:null,&quot;ini
t&quot;:true,&quot;returningVisitor&quot;:false,&quot;email&quot;:null,&quot;emailHash&quot;:null,&quot;conversions&quot;:{},&quot;lastActivity&quot;:null,&quot;notificat
ionsDisabled&quot;:null,&quot;firstSeen&quot;:1606666105801,&quot;lastSeen&quot;:1606666105801,&quot;currentPageview&quot;:1606666105801,&quot;pagevie
ws&quot;:1}}" ltime="3730105952" htime="30852713" /></root><root><item name="visitorTrail" value="{&quot;NgDPOosWFRTXKvDpPk1ftejaFDR2&quot;:{&quot;ref
&quot;:&quot;&quot;,&quot;initialLandingPage&quot;:&quot;htt

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\RecoveryStore.{13A6157F-325D-11EB-90EB-ECF4BBEA1588}.dat
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 48728

Entropy (8bit): 1.9423662515475484

Encrypted: false

SSDEEP: 192:rgZvZx249WItiifoQazMliBbcDviB0yt+Q5jLEGQ68RdGQb8RVG6:rQRA4UsLxAaibVCH54l

MD5: 3F981F3B40EE5546D1FC1E457597328A

SHA1: 80340B97388CB914FCC2743FE125D5458E8BD729

SHA-256: 42CF891AB2B737E753E90B149E5FF2A5B76362A3B99B82E848DB05EF90C7B497

SHA-512: DEFF9BBA43C78F55C8F3B641E80F4D79FE687060C719E72A9764BC6F6D5E2D6B321F84902C2C0E66FDA35D771CB37014416B80CE40033775FC975A55CFE0F4CF

Malicious: false
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Reputation: low

Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................R.o.o.t. .E.n.t.r.
y.............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\RecoveryStore.{13A6157F-325D-11EB-90EB-ECF4BBEA1588}.dat

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{13A61581-325D-11EB-90EB-ECF4BBEA1588}.dat
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 192204

Entropy (8bit): 2.853184371440085

Encrypted: false

SSDEEP: 768:ejDmIVnmkUDmVVlmb1DmVVambTDmq1jcmiqDmqSjLmiAlVeMt7b:eDlZt7b

MD5: C4841285B65A959DE42DF262D884B19A

SHA1: 97C423102CBE0CE65E52033D405FBC9B5B7B6B1D

SHA-256: CC94B18AA171E5248813C1C7CC9722E1D947A9F51ED45FD7DB989F315333FC4F

SHA-512: 04AF9398F2EB453F9E19E6407BE2EBB7275250BA9BE555DBDFC5654CAD8701589C8A70C8CB958B0E9B3C14EA8845147D277A993F68384EDAA3D835EF443EEB1
F

Malicious: false

Reputation: low

Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................R.o.o.t. .E.n.t.r.
y.............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{1DB113F6-325D-11EB-90EB-ECF4BBEA1588}.dat
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 16984

Entropy (8bit): 1.5647725561076977

Encrypted: false

SSDEEP: 48:IwjjGcprG7GwpaCjG4pQWGrapbSsrGQpKrG7HpR3sTGIpG:rjZZKQCV6YBSsFAqT34A

MD5: 5E62F76FBB1A969F8D87B0971D42FFFB

SHA1: 4B2B57A7E9170D549A121200EBDB853B2ED77E81

SHA-256: D26B6E65AB9C811B3A4DCAF0CEE44E7B7AE12CE4C7A3C877EFA1C773E41DFA9A

SHA-512: 57A991B1A87BC034CFDA9FCDB4AF4D559081E3FE00ECE130B4027C9C94641C5736BB32D6EA1EA0E8EC362E14E885FEA25BAE605078EC61CEA0CB6B2AB396A
4C6

Malicious: false

Reputation: low

Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................R.o.o.t. .E.n.t.r.
y.............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\imagestore\gee00pr\imagestore.dat
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 2706

Entropy (8bit): 3.5191506781386988

Encrypted: false

SSDEEP: 24:sywl9/uzM2n8HrXorNLpQxjY7O362ai03UVrTXxrKT21PMEmb057l4WLQLNLaqIq:syw/uH4GBaL62O3UJTBrK6mEuhSQZFr

MD5: 34FB239690D9C6702853DC83514759E7

SHA1: A459BC3F91303D7799A497F2A673032CECCD7C66

SHA-256: 7A5876645F131FD427BFA7F0FA200B04DCA4C4C06CD4DF92329BD78E1039D5E6

SHA-512: FAC680C87009525073A4C589D663944B91215F0A98E7F9EB1B0DC6B8EA7539124CBAF27C2C05425A5D84FCB5316A9E58A515AB43D68B4153675C344317D052FD

Malicious: false

Reputation: low

Preview:
W.h.t.t.p.s.:././.w.w.w...i.n.v.o.r.d.e.r.i.n.g.s.b.e.d.r.i.j.f...n.l./.w.p.-.c.o.n.t.e.n.t./.t.h.e.m.e.s./.i.n.v.o.r.d.e.r.i.n.g.s./.i.m.g./.i.c.o.n.s./.f.a.v.i.c.o.n...i.c.o............ .... .........(.......
@..... ..........................W...W...W.5.W...W...W...............W...W...W.!.W...W...W.{.W.6.W...W...W.b.W...W.j.W...W...W...................W...W...W...W...W..W..W...W.P.W...W
...W...W...W...W...W...W.A.W.K.W./.W...W...W...W...W.p.W..W...W..W...W...W...W...W...W.n.W..W..W...W..W...W.=.W...W...W...W...W...W..W.=.W...W...W...W...W...W..
.W...W...W...W...W..W.\.W...W...W...W...W..W...W...W...W.n.W...W...W...W...W...W...W...W...W..W.O.W...W...W.C.W.......W...W...W..W...W...W...W...W...W...W...W..
.W...W..W. .W...W...W.......W...W.A.W..W...W...W...W...W...W...W...W...W...W...W.{.W...W...W.,.....W...W.O.W...W...W...W...W...W...W...W...W...W...W...W..W...W...........
W...W.;.W..W...W...W...W...W...W...W...W...W...W...W..W.+.W.......W...W...W...W..W...W...W...W...W...W
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C:\Users\user\AppData\Local\Microsoft\Windows\History\History.IE5\mms\7O5O6SK0\1[1].dat
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 983040

Entropy (8bit): 0.38426575514876493

Encrypted: false

SSDEEP: 768:g/E6/gHzDR9cX4YyTLv6pSfn7BZxZHpQ51c7WOi:8RYDR9gvgLv6pSf715

MD5: 41A621662669121DEB335234F4D4EE64

SHA1: 68F5FB1D6E075F590DB1841B6A2A7309582C4A35

SHA-256: 8BCA1B73E8DF5E46F554DBC243CB372EAA913913C5A4F8360DE8F2D480E73D8B

SHA-512: 157D48C30FE3847C24BD0F31F9B94C983467BF12F09F23F8F7499330287BFA771702F1AD22DD9B39C3631B0CA3A42E0CC32378065513245BA5313DDFA645C3BD

Malicious: false

Reputation: low

Preview:
.........g....................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Windows\History\History.IE5\mms\7O5O6SK0\beep[1].dat
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: data

Category: dropped

Size (bytes): 1245184

Entropy (8bit): 1.2884814095900812

Encrypted: false

SSDEEP: 1536:4HHjaY8AM4JXagIgfLVpDz/DDX/bb/bLLDXM+NoXbCH2MjLfzwX8TcL+737jTT:wHjJwPOPNO+WM7ws

MD5: FB3C93C0E7B046B86BA7E96AEC1AF3A4

SHA1: FEE46E2B157F31FEB95CDBEDE80F04E0029ABB98

SHA-256: 32EFD9E4908B1A380D13140DB2D7A843AA40894200FC9B7C5CD606B3DB3E817F

SHA-512: 668E555D66CBFFD7EE71EF8DCE797CA9B379447EA87358679197B9317D3A37F92C5E7EC0A0DF40D620622CF380E8943B3D289B7C38E2F94DDA854D46CF4A6BB
E

Malicious: false

Reputation: low

Preview:
......................................w.w.k.k.].].O.O.@.@././.............................................t.t.i.i.].].S.S.I.I.@.@.7.7.1.1.-.-.'.'.$.$.!.!.......................................................................................
......................{.{.m.m.^.^.O.O.@.@.3.3.$.$....................................................................././.B.B.W.W.m.m.........................&.&.D.D.a.a.|.|.........................'.'.9.9.J.J.W.W.b.b.j.
j.q.q.t.t.u.u.t.t.n.n.f.f.\.\.O.O.@.@.0.0.........................~.~.^.^.<.<.....................g.g.C.C.".".....................z.z.g.g.W.W.J.J.A.A.:.:.5.5.6.6.8.8.>.>.G.G.R.R.`.`.p.p.........................
....8.8.U.U.s.s.....................&.&.A.A.[.[.t.t.....................................(.(.3.3.;.;.A.A.E.E.H.H.I.I.J.J.H.H.D.D.?.?.9.9.3.3.*.*.!.!...................................................................................
......~.~.|.|.z.z.x.x.u.u.s.s.p.p.l.l.f.f.`.`.Y.Y.P.P.F.F.;.;././.!.!...............................

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\06-2[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 282 x 282, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 85223

Entropy (8bit): 7.990928758313721

Encrypted: true

SSDEEP: 1536:wgiXs8adzGaZClkfE7yxZPx/VHmTjPZSyuZbP95HTVYhllDzI:fpSQCl4EutXEPZSNb3Yh/3I

MD5: BD3F3E3F86923482C992DF06B8E24E65

SHA1: 41B5E0E25F149F93B30B859059CD4449583D7BF0

SHA-256: 1A2F4E931383488AB4EA8C578411806C3B6E5028BD25066D267D3D449ADAB06D

SHA-512: 6F1BB8EFBEA9E7A277567C9257C8460BD81BB7E5D34DD9D171B3CD92122084238DA92CDA9F13D340DC32E954859FE7A97E68A13375F390D9DE1845EA0E790AB
F

Malicious: false

Reputation: low

IE Cache URL: https://www.invorderingsbedrijf.nl/wp-content/uploads/2014/12/06-2.png

Preview:
.PNG........IHDR................... cHRM..z%..............R....X..:....o.Z....L.IDATx..y.nYU....j.vw...BA...4.&zo.W...c.]...o#..&.I0vOT.tF"*v$ .` .@..B.FQJ...:u..}.jfs..s.o}.....>E5{>.z.9{..
^{.w..w.Cx.9Y..u.....8.........x...0.. .2@..@.4@.,.90....\....s......O.`.!.'@.\....<...x.......\-p...x|4...n..8......o.....9.#bDr.\3./.?..,.....u.4'.^X.......&.7......{;...........\:.$N..d..5....o..o..yrZ....N.
O.........9Y..........>9%.K......$.:...ud........_..s............-'...h....e...89%We.......9....z$..W..?.TN.........>trJN....W._...89%..u..x...H>...........wr:........}'...h......I.r..r. ..>9.'@s_L...
....NN..z........h>..........\..^...NN.....Z....r.<h..../>i.<..{#...x.o....qM.o..5.g...M...H<.m.x......{.. .....x!.....4BJ,..3.. ..Y..K.h...8.-.'..........|......<.p..`.W...M.0-.Y....B..,#.2....).DJ..6.....z...
l..?u..I.h...EX..-....()...#s|1.r...Q.m.d..rM...{..O8...9.....F..>....\..#..?G3.C55e....$..y...F....Pq.!.D)....'@!@IH....{.s...../....`.m......g[.3.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\1053741748004415[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 244047
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Entropy (8bit): 5.467883223762229

Encrypted: false

SSDEEP: 6144:Rk1HWCSntDV/H4K3V/H486EPjQHWuH3Hm:f6Ej

MD5: AC118D32277C8777709534A51B325B2A

SHA1: BF1E9882A12C534C9BC879A463539910343142D9

SHA-256: D549079DECB746409CFB68FDE2225BDCBFBDD4768F5E6025F3DBF916781A4B93

SHA-512: 2EC9B17E74EA360EDC154AF412A1F4D57CBE7521D3AF2CF4A1BA5E748D44407C4D9CF72BBB181D9C7FBC98B8CB257CA33E91FD70BF5B8BFFBD3DE14F0477C
402

Malicious: false

Reputation: low

Preview:
/**.* Copyright (c) 2017-present, Facebook, Inc. All rights reserved..*.* You are hereby granted a non-exclusive, worldwide, royalty-free license to use,.* copy, modify, and 
distribute this software in source code or binary form for use.* in connection with the web services and APIs provided by Facebook..*.* As with any software that integrates 
with the Facebook platform, your use of.* this software is subject to the Facebook Platform Policy.* [http://developers.facebook.com/policy/]. This copyright notice shall be.* 
included in all copies or substantial portions of the software..*.* THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR.* IM
PLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS.* FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN 
NO EVENT SHALL THE AUTHORS OR.* COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER.* IN AN ACTION OF C
ONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN.* CONNECTION WI

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\1053741748004415[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\37JBL1SG.js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with no line terminators

Category: downloaded

Size (bytes): 28

Entropy (8bit): 4.208966082694623

Encrypted: false

SSDEEP: 3:KGAzgSQn:59h

MD5: 76C184BB33AE1EE0BFD33C0EB9D987D5

SHA1: 322819C0822A3160DE5A845A97172A4EA86CAC72

SHA-256: B4EA888B3F3889F90F48E6F199A22403256BB562BCEBBA76A159CA7431AB4C09

SHA-512: A156D9890C099C2691A49DC3EDE7FE076D118777DA50E2EA3F8EB48E8AB4599343B611BF763C60BF2381792C82E34B008FBD66E15E2C2B2F8924B2B868D5DE3
C

Malicious: false

Reputation: low

IE Cache URL: https://api.ipify.org/?format=jsonp&callback=getIP

Preview:
getIP({"ip":"84.17.52.25"});

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\3N7UC43T.gif
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: GIF image data, version 89a, 1 x 1

Category: downloaded

Size (bytes): 43

Entropy (8bit): 3.0530507460466545

Encrypted: false

SSDEEP: 3:CUHa/t121l/JtH5:gkBD

MD5: 57F187C7A868FAEAC558007A8EB6CB2E

SHA1: 11AB10AB109FDB53D91D444AC781101F5A6360C6

SHA-256: AA03DC59BDCA72631D2301E4297CFA030BD31B907DC138E7B973D12311C90A22

SHA-512: 3844065E1DD778A05E8CC39901FBF3191DED380D594359DF137901EC56CA52E03D57EB60ACC2421A0EE74F0733BBB5D781B7744685C26FB013A236F49B02FED3

Malicious: false

Reputation: low

IE Cache URL: https://connect.onlinesucces.nl/?
i=e11a20b64f69f1297448b4f22d593e0aceba51ff&ts=1606666182457&f=https%3A%2F%2Fwww.invorderingsbedrijf.nl%2Fcategory%2Fblog%2Fpersbericht%2F&r=&t=Pe
rsbericht%20Archieven%20-%20Het%20Invorderingsbedrijf

Preview:
GIF89a.............!.......,..............;

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\3RTXBE12.gif
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: GIF image data, version 89a, 1 x 1

Category: downloaded

Size (bytes): 43

Entropy (8bit): 3.0530507460466545

Encrypted: false

SSDEEP: 3:CUHa/t121l/JtH5:gkBD

MD5: 57F187C7A868FAEAC558007A8EB6CB2E

SHA1: 11AB10AB109FDB53D91D444AC781101F5A6360C6
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SHA-256: AA03DC59BDCA72631D2301E4297CFA030BD31B907DC138E7B973D12311C90A22

SHA-512: 3844065E1DD778A05E8CC39901FBF3191DED380D594359DF137901EC56CA52E03D57EB60ACC2421A0EE74F0733BBB5D781B7744685C26FB013A236F49B02FED3

Malicious: false

Reputation: low

IE Cache URL: https://connect.onlinesucces.nl/?
i=e11a20b64f69f1297448b4f22d593e0aceba51ff&ts=1606666117991&f=https%3A%2F%2Fwww.invorderingsbedrijf.nl%2F&r=&t=Incassobureau%20No%20Cure%20No%
20Pay%20%7C%20Invorderingsbedrijf

Preview:
GIF89a.............!.......,..............;

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\3RTXBE12.gif

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\64535[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 112429

Entropy (8bit): 5.103664384180238

Encrypted: false

SSDEEP: 1536:Y9DFiOrN6eNi6eWi6eZi6eyi+He9i6e0i6ePz/jUlb8:YHwzN

MD5: CA1863EE451D9E85CC0B5F9A78A7E00C

SHA1: 50AEBABACC8684544B755EC4AD3EA8121AB12D72

SHA-256: EF8834661903498419B3560993D1E8C4F6B8AAF05AE4162E0E17974222C6F7D7

SHA-512: C027A37D27EAAD02A466C72ECC1C46DA77F70A7B2156348A3166E4700CFC0CF5C0D6CAF46023F7386CBE4C8F97311C78973F103848E98E0ADB3D5AE297CF7AC
2

Malicious: false

Reputation: low

IE Cache URL: https://js.convertflow.co/production/websites/10118/cta/64535.js

Preview:
window.convertflow!==undefined&&window.convertflow.ctas[64535]==undefined&&function(){var cta={id:64535,options:{published_at:"2020-09-17T13:57:14+00:
00"},name:"Contactformulier: zonder bericht",cta_type:"inline",overlay_type:"boxed",inline_type:"embed",hook_type:"vertical",test_type:"cookie",validation:"051fa1d5583f50
297db47fc0eaaa1a11",variants:{}},variant={id:83262,name:"Champion",variation:"a",updated_at:"2020-09-17T13:57:11.851Z",options:{hide:"1",aggressive:"true",unpub
lished:"true","cta-position":"left",trigger_type:"exit","container-width":"700px","container-background":"dark"},profilepop:'<div class="cta64535 has-transitions cf-prehook-
popup" style="padding: 0 0 10px 0;">\n  <div id="trigger-prehook" class="cf-col-xs-12 prehook-message" style="padding: 25px 20px 15px;">\n      <p>Your message 
here</p>\n  </div>\n  <div class="cf-col-xs-2 cf-center">\n      <div class="prehook-profile cf-profile-img" id="prehook-profile">\n        <img src="https://www.gravatar.com/av
atar/534dd

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\82ULZR70.gif
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: GIF image data, version 89a, 1 x 1

Category: downloaded

Size (bytes): 43

Entropy (8bit): 3.0530507460466545

Encrypted: false

SSDEEP: 3:CUHa/t121l/JtH5:gkBD

MD5: 57F187C7A868FAEAC558007A8EB6CB2E

SHA1: 11AB10AB109FDB53D91D444AC781101F5A6360C6

SHA-256: AA03DC59BDCA72631D2301E4297CFA030BD31B907DC138E7B973D12311C90A22

SHA-512: 3844065E1DD778A05E8CC39901FBF3191DED380D594359DF137901EC56CA52E03D57EB60ACC2421A0EE74F0733BBB5D781B7744685C26FB013A236F49B02FED3

Malicious: false

Reputation: low

IE Cache URL: https://tr2.onlinesucces.nl/?
i=30ac87b4b069f1768f911cc4e9d3c264a3cf4d5e&ts=1606666170465&f=https%3A%2F%2Fwww.invorderingsbedrijf.nl%2Fklachten%2F&r=&t=Klachtenregeling%20-
%20Invorderingsbedrijf

Preview:
GIF89a.............!.......,..............;

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\9SDEY7D0.htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, UTF-8 Unicode text, with very long lines, with CRLF, LF line terminators

Category: downloaded

Size (bytes): 71517

Entropy (8bit): 5.3119139820468515

Encrypted: false

SSDEEP: 1536:RRW2PHv6/7G/HNHHjGR63JWOqlPn3WTKkb5cz6o2O9JMqBQnJDYMCGKTqbYXd89Q:RRW2/vu7aHNHDGR63El/56UJMqBAJeqw

MD5: E3D67C9B1451FC6AF0E8A5354EE9275C

SHA1: 91A4AEA4CB266143E4AE3AAC39D581A7534E5284

SHA-256: CB93BF4CCE841BE964B18CD943B75BFC13522E8DFBA46C2F7C7A5A4046C07006

SHA-512: E163593B2804C579CA05CDA4ABEFD8BB1BD796E0264790CB97B0D77B686ACE28D66B400D662A2DD4FA87D232B078D9368E0CDAB784F96B56B0828AEB4E82D7
38

Malicious: false
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Reputation: low

IE Cache URL: https://www.invorderingsbedrijf.nl/

Preview:
<!doctype html>.<html lang="nl-NL" prefix="og: http://ogp.me/ns#" class="no-js">.<head>.<meta charset="UTF-8">.<title>Incassobureau No Cure No Pay | Invordering
sbedrijf</title>.<link rel="stylesheet" href="https://www.invorderingsbedrijf.nl/wp-content/plugins/sitepress-multilingual-cms/res/css/language-selector.css?v=2.9.2" type
="text/css" media="all" />.<link href="//www.google-analytics.com" rel="dns-prefetch">.<link href="https://www.invorderingsbedrijf.nl/wp-content/themes/invorderings/img/i
cons/favicon.ico" rel="shortcut icon">.<link href="https://www.invorderingsbedrijf.nl/wp-content/themes/invorderings/img/icons/touch.png" rel="apple-touch-icon-
precomposed">.<meta http-equiv="X-UA-Compatible" content="IE=edge,chrome=1">.<meta name="viewport" content="width=device-width, initial-scale=1.0">.<meta 
name="ahrefs-site-verification" content="938c256ba9da43c96d37f0dc87ebd495e1a41ea2f8da91303265b8749ed27b06">..<meta name="description" content="Inc
assobureau No Cure No Pay het Invorderin

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\9SDEY7D0.htm

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\Afspraak-Afpsraak[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 2239 x 1500, 8-bit colormap, non-interlaced

Category: downloaded

Size (bytes): 1444464

Entropy (8bit): 7.986535826149992

Encrypted: false

SSDEEP: 24576:PM1q+syh+D8UV5HF9vmhiMDPxcQlbq3RoVO1NWwUwwvG/jg33HH+9:UqDyhi5HF9ijPM3ZLKwwO/MHHH4

MD5: 36FA369EA405D215E4336D583B4E4B6A

SHA1: 21A1498319C8050B93561B81BB5EA1E6917D033A

SHA-256: 4486E34BAB96553636490ED9B828FE3B5E24544E048DAF9DA48991A0D336B7AD

SHA-512: F94C6A972004FFBE2E3C6C128FA92A736D79D95951034D1250CE9B29A9EEA9F9A04DD69C739565554BCC072A0BEEF84F8BEECD0839CC87C1FA890A627FF8FD6
1

Malicious: false

Reputation: low

IE Cache URL: https://www.invorderingsbedrijf.nl/wp-content/uploads/2014/12/Afspraak-Afpsraak.png

Preview:
.PNG........IHDR...............N"...XPLTE.*<..<.0=.,?.+?.,<"4@.*<.+<.-<&5@.2?.*9.+:);H&8F.'9#6C!1=*7A$3=./?l...+;..;'7B=DG,9B3=EWv..=I]~.1;A6@Fp..Jm.4@J.;ELj{o.
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]VW[Wmw8[r.MjLs.E[eTo.v}..<SMONLPV.B_.Jj(MgXs..#6z.....jjmdcdy..QYb(DU-J]SSS...qw}_^\G`l2Ul3M]oqv}..;d.(UpY^e...AU]\eo.Tq.9J,\x;S`Pgq....YxP_i|x|...a..Qy.oj_wrq
dmv[YRFg....s..Q/@hyn........IDATx..kO[y.....C.6f.x....`..<x...).i........h.{[...P.....#...Jv.Q.B-.~..........)..k..>..Z6&..9,........u_.u.R.T2.Jf...dbI.....T....b....sS..w..L...N.^.:.e.....
C.K..~..IY....X.C......V..x<#....{<t...M,c.FGF2r.<d<......>.XJ...=~.....?..bq.n1.?...=..?...^./Ki.8.g.#.}:...}..9..C...-.k.. ^U..OG<........_.........._.z.w.._......{{{....8

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\BFDSFVVU.gif
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: GIF image data, version 89a, 1 x 1

Category: downloaded

Size (bytes): 43

Entropy (8bit): 3.0530507460466545

Encrypted: false

SSDEEP: 3:CUHa/t121l/JtH5:gkBD

MD5: 57F187C7A868FAEAC558007A8EB6CB2E

SHA1: 11AB10AB109FDB53D91D444AC781101F5A6360C6

SHA-256: AA03DC59BDCA72631D2301E4297CFA030BD31B907DC138E7B973D12311C90A22

SHA-512: 3844065E1DD778A05E8CC39901FBF3191DED380D594359DF137901EC56CA52E03D57EB60ACC2421A0EE74F0733BBB5D781B7744685C26FB013A236F49B02FED3

Malicious: false

Reputation: low

IE Cache URL: https://connect.onlinesucces.nl/?
i=e11a20b64f69f1297448b4f22d593e0aceba51ff&ts=1606666147229&f=https%3A%2F%2Fwww.invorderingsbedrijf.nl%2Fdownloads%2F&r=&t=Downloads%20-
%20Het%20Invorderingsbedrijf

Preview:
GIF89a.............!.......,..............;

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\EN5773X8.gif
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: GIF image data, version 89a, 1 x 1

Category: downloaded

Size (bytes): 43

Entropy (8bit): 3.0530507460466545

Encrypted: false

SSDEEP: 3:CUHa/t121l/JtH5:gkBD

MD5: 57F187C7A868FAEAC558007A8EB6CB2E

SHA1: 11AB10AB109FDB53D91D444AC781101F5A6360C6

SHA-256: AA03DC59BDCA72631D2301E4297CFA030BD31B907DC138E7B973D12311C90A22

SHA-512: 3844065E1DD778A05E8CC39901FBF3191DED380D594359DF137901EC56CA52E03D57EB60ACC2421A0EE74F0733BBB5D781B7744685C26FB013A236F49B02FED3

Malicious: false

Reputation: low
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IE Cache URL: https://tr2.onlinesucces.nl/?
i=30ac87b4b069f1768f911cc4e9d3c264a3cf4d5e&ts=1606666156433&f=https%3A%2F%2Fwww.invorderingsbedrijf.nl%2Fvacatures%2F&r=&t=Werken%20bij%20het%2
0Invorderingsbedrijf

Preview:
GIF89a.............!.......,..............;

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\EN5773X8.gif

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\Efficient[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 1800 x 750, 8-bit/color RGB, non-interlaced

Category: downloaded

Size (bytes): 483306

Entropy (8bit): 7.993065387590414

Encrypted: true

SSDEEP: 12288:7h3nPxUFtGCYUBC0cgpt9RxTASHM0gKPQfQ+vwMR5IvFb9uzm9gK9:RPxUnVFVRx0cMIYFvwB95P9x9

MD5: F5FEF0078F845136958A91231A31CFDD

SHA1: A5B1D25E4705A12FAC14096519426849D7DA3D94

SHA-256: 343B68827FADAD7ABE72EBF2013582E203E25572E76FCC7D7BE6D89D1D13F050

SHA-512: B28C8209F023884D9615D2C48730709EBC291BDDB4C295608FDC783F5046F30EADB4970931480E9742CD16F8208043E4D53313C1D4C1AC0BD4CB68FF2413B8A7

Malicious: false

Reputation: low

IE Cache URL: https://www.invorderingsbedrijf.nl/wp-content/uploads/2014/12/Efficient.png

Preview:
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<.......\..f}...K..V..).q..A.:7..7.0.g[n.gR.d.y>.;......D...'..HHL..E.p..y......X.....hA.6...qK$.a.......R..;~.....x..QRg>W..b.I......@....O.@7.(..i.7D}..@ ..OOV....Od.D..q...].z.j..(.T....
B....1.....{.[.X.F.....XJ.k'..L..b.F..1....!.S...#.d...3....X..Z....U.FW......Yl.f._...:3.....e9..L...ZF..,gMz5.+$..@.*.....b.3...Q*K..9..~.S.oN.L..bP."..@ ...-.V.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\FullSizeRender__1___1494252170_29206-800x555[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: "Compressed by jpeg-recompress", baseline, precision 8, 800x555, frames 3

Category: downloaded

Size (bytes): 47036

Entropy (8bit): 7.955284123761019

Encrypted: false

SSDEEP: 768:d5z2sRQvBV9BbN9Uw13U8CTUlpkQw8b7P8ZK3FR96Oaj+mSVwk3qvuA91fVEhT:32sREV9BbNCw1lp5F3Fb6pavqH1fOT

MD5: 543400B0A05A5274BCD24FED90465305

SHA1: 8CDAF7E903E33994D29926DE393DEB0BE1B02050

SHA-256: B01144D28AA59BC27CDEEC29DA247C50F3A2AA063D1AE91CFF76B2087E0F0351

SHA-512: EA9F7EDD7AAC2863DDEC5B5D291D44BF9681E1093B7DEB105BCCC1B55F3757E5D53D84830554FEB7E8D3756ED35E6221001C0104AB876F4857BF0988414E764
D

Malicious: false

Reputation: low

IE Cache URL: https://www.invorderingsbedrijf.nl/wp-content/uploads/2017/05/FullSizeRender__1___1494252170_29206-800x555.jpg

Preview:
......JFIF.....H.H......Compressed by jpeg-recompress...C....................................................................C.......................................................................+. .."...........................
..............V...........................!1Q.."..2ARaq...3.#B....CSbr..$4T....Dcd.%&5..6Es.....etu................................0........................!1.2Q.".ABRaq...3CSb..............?......b;..X.x.'....
O.."}....o.....Ao...1.m.{.4.t.*+..gY.M.8(KR......!.m.,...B....F.-y.1.....!Qn.8....=.r%.v.Y...W..;..KO...M..JP..T.....+...W!.."-...........4.Z..I.v.[.C...{.+z..9.I....r1oW"...#'.>"}(...d..P.J....=-\..F
...p... VM......./...wU.,.......k.....A.#..F..j.Qn..Y..p..).../...w......wn..~..........}.VVs.n..6f....J.&b..N.,g.a.......Z.U|.f.P.7|Gy~..y.#0.i..{..c.A.1.RvU<.{...x/..La4.+}C.>Cc3..L)N.[.B=
$.....nUY4b>..O...T..wm...~..C.Cc..r)y.3...=..w.81T..........nG...r..W.c.SiV.Qn.=.7..Z.~..\.a.F..).a..q..x.}..2hA....... )..^..f.?.)P..x4Wy~..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\I8356H87.gif
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: GIF image data, version 89a, 1 x 1

Category: downloaded

Size (bytes): 43

Entropy (8bit): 3.0530507460466545

Encrypted: false

SSDEEP: 3:CUHa/t121l/JtH5:gkBD

MD5: 57F187C7A868FAEAC558007A8EB6CB2E

SHA1: 11AB10AB109FDB53D91D444AC781101F5A6360C6

SHA-256: AA03DC59BDCA72631D2301E4297CFA030BD31B907DC138E7B973D12311C90A22

SHA-512: 3844065E1DD778A05E8CC39901FBF3191DED380D594359DF137901EC56CA52E03D57EB60ACC2421A0EE74F0733BBB5D781B7744685C26FB013A236F49B02FED3

Malicious: false

Reputation: low

IE Cache URL: https://tr2.onlinesucces.nl/?
i=30ac87b4b069f1768f911cc4e9d3c264a3cf4d5e&ts=1606666182462&f=https%3A%2F%2Fwww.invorderingsbedrijf.nl%2Fcategory%2Fblog%2Fpersbericht%2F&r=&t=P
ersbericht%20Archieven%20-%20Het%20Invorderingsbedrijf
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Preview:
GIF89a.............!.......,..............;

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\I8356H87.gif

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\KFOlCnqEu92Fr1MmWUlfBBc-[1].woff
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 20356, version 1.1

Category: downloaded

Size (bytes): 20356

Entropy (8bit): 7.972919215442608

Encrypted: false

SSDEEP: 384:of+dt1ebKR28EPpAXxR5wthZZv4B8Te/h4+ctr5NH9NwZaUp4VsEgm:of+P1eeRcU8Hqdy+UHHbEw/

MD5: ADCDE98F1D584DE52060AD7B16373DA3

SHA1: 0A9B76D81989A7A45336EBD7B48ED25803F344B9

SHA-256: 806EA46C426AF8FC24E5CF42A210228739696933D36299EB28AEE64F69FC71F1

SHA-512: 7B1D6CC0D841A9E5EFEC540387BC5F9B47E07A21FDC3DC4CE029BB0E3C74664BBC9F1BCCFD8FB575B595C2CC1FD16925C533E062C4C82EEE0C310FFD2B4C2
927

Malicious: false

Reputation: low

IE Cache URL: https://fonts.gstatic.com/s/roboto/v20/KFOlCnqEu92Fr1MmWUlfBBc-.woff

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\MEN[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 72x72, segment length 16, baseline, precision 8, 500x334, frames 3

Category: downloaded

Size (bytes): 25034

Entropy (8bit): 7.941693166870329

Encrypted: false

SSDEEP: 768:exY0lWdrQQDbE6YN2fHqNXl+UvDoYKx3OH0eM:exT+WZMH+7DoXE0

MD5: CD46CD4A2C40A25E790E7A1AB0324963

SHA1: BEA1352DD3399DA8FC8ECF60D853E06769FD3F0D

SHA-256: C8D5558FDD1EDFCE118FAFDDF6E1009732F630F20D35A171855D7284B7ADA93F

SHA-512: DAC5FC73AF4E28127141F3737299EA61B25FBAB9DC4290129462AD8EE468B9C624538B0212B10CAC107580F97A23DCA75C4D7BBDAAC41C244B572FA6B1EBA9
BC

Malicious: false

Reputation: low

IE Cache URL: https://invorderingsbedrijf.com/wp-content/uploads/2014/12/MEN.jpg

Preview:
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.....%&'()*456789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz..............................................................................................................

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\Naamloos-120x126[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 120 x 126, 8-bit/color RGB, non-interlaced

Category: downloaded

Size (bytes): 22414

Entropy (8bit): 7.9678365269470275

Encrypted: false

SSDEEP: 384:/2cAU8AHY9Lwy2pb5V7jCcoulYrObgmzY9xXqOTaq8rmdimOpvxJUIci9:e9GprCel8Ob9Y9xXvTZGmdimaJBcU

MD5: B7ADD49C1ACD251086C2DDF51AFE5A41

SHA1: 3522FCD8A944DA9873A52472826CD773B57120B6

SHA-256: CDB95ED5E106582237E07498AE70B3CC1C578E4371AE78D6B30DF0351D95797D

SHA-512: B77DF18815A620EF4302516A645ADD6008A1CB5428937A90C299EB33DE3ADEA20EEBEEA20E105B5B709C73791BA58D7EF51A0B6B6C6A1DCEF687078A381385D
C

Malicious: false

Reputation: low

IE Cache URL: https://www.invorderingsbedrijf.nl/wp-content/uploads/2019/10/Naamloos-120x126.png
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Preview:
.PNG........IHDR...x...~.....`_B.....gAMA......a.....sRGB........ cHRM..z&..............u0...`..:....p..Q<..W.IDATx...d.u'v.{.[b..2k.^......&R....DA.. k`....0.....6./.a....X.h..(.....l.....k..=.......
/2...E...........w..-........fj....mv.b1#..e.....Y...%../.{.90z.....?.f.)..T.5.b8.)`.\...'......a=.VuU.E(.s.1....SJ1e.1w1-.n6o....t....2......>....`.. ....F..h..1..;3C..p.....]....{acP.uUTUY
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d..i.x..k..}...7..t......O.d.QU...a``F.F...h8..?..3...{/.n..u..9.H..f{............m.5.w.x.............&.8....?........E...p..../=}cP8...o<.....dk...Ls.1..|y........}...Y..#...,.o..$*...O.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\Naamloos-120x126[1].png

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\ajax-loader[1].gif
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: GIF image data, version 89a, 16 x 16

Category: downloaded

Size (bytes): 718

Entropy (8bit): 6.978913124901391

Encrypted: false

SSDEEP: 12:p+HKORQTGP4jk/hPsjE/LslwN8rflogLHMyZqj3A0YQgjN94CpEhRDrAs:p+HKOSTgsYDolwN8rflogLJqT8N94CEZ

MD5: 3D5DCDE9AAEA66B550026201619414C0

SHA1: B427C4FF5BA9F5403336639671027127D24E1777

SHA-256: F0299ACDC5D373CFAFC16081FAAE96909246A9716FFE66332A83653F0EA42C2B

SHA-512: 7E51A60E7EBB4CE32D6A8027EE733E2607C7CD754C0C8A97A2DE6ABC96DA78E2E5F96CC0EBD94A481BAC73066985828DA38A2663593D45B48E0971ADCA860D
C9

Malicious: false

Reputation: low

IE Cache URL: https://www.invorderingsbedrijf.nl/wp-content/plugins/contact-form-7/images/ajax-loader.gif

Preview:
GIF89a................zzz..................................!..NETSCAPE2.0.....!..Created with ajaxload.info.!.......,..........L0.I......l.`i.t.D..eb..8..6..@m.F.....!N..d.GA...Z..Qp(..3..X.-' ....q..
nO".!.......,..........U..r.....Rf.p.d...9 ..n.2.....3...... !.9..H5.(IB#.h..t..O. ......b ....:p?.!AyY....!.......,..........S.......a(..0.# ....B..D..G'.....v.A.e..2....2..-.a......+.0.....f2.pC......r.P #.!.......,...
.......FP.I....0F.W.(....%.I..av..b.G7.<.P.(.q...b84...5.@;....u.P..d..}...!.......,..........T.I.D.#.0."X8.E7!... .M%......(&....q.n$."f........`.....1H....K....-.....@...W)j...!.......,..........S..)......j.e
..f...h 1.,#......,.UN......$KbLX6..aS.....k.@.....Y...I.%..2.. :8n".;

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\analytics[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Apache Avro version 101

Category: downloaded

Size (bytes): 87807

Entropy (8bit): 5.272928166558443

Encrypted: false

SSDEEP: 1536:XtEggwsTvLMCPpgJx1Fu9soRelCisC1ThTUEoIfWavTPuXpRxW59cRBvYKSmqR:XtEFfX4x+wlCisC1ThTUEoIfxbPuXpRi

MD5: 47ACA7A2DFEC99852F655AD218CB0F8B

SHA1: 7C9DCCA1727D60D65E729A41D0FDFDA9AF17838F

SHA-256: 0FD5DF88A668E5E342127A6C22ED6334386E0313C0B94F211CB4D272AFCA5AE7

SHA-512: 71AF1F87D44F0D27F1D3C9249B83743A285F101CD14E4A960E01A6E98D9259EF485CB6D8E3EF5DBF08FB6FC9F9FCC12CF98FF633F5F57A8AB420AF2F5C6D4BF
5

Malicious: false

Reputation: low

IE Cache URL: https://code.afsanalytics.com/js2/analytics.js

Preview:
Object.keys||(Object.keys=function(){var ha=Object.prototype.hasOwnProperty,Y=!{toString:null}.propertyIsEnumerable("toString"),Q="toString toLocaleString valueOf 
hasOwnProperty isPrototypeOf propertyIsEnumerable constructor".split(" "),Ba=Q.length;return function(t){if("object"!==typeof t&&("function"!==typeof t||null===t))throw 
new TypeError("Object.keys called on non-object");var z=[],w;for(w in t)ha.call(t,w)&&z.push(w);if(Y)for(w=0;w<Ba;w++)ha.call(t,Q[w])&&z.push(Q[w]);return z}}());.(func
tion(){function ha(a,b){for(var c=""+a;c.length<b;)c="0"+c;return c}function Y(a,b){try{var c=r.XMLHttpRequest?new r.XMLHttpRequest:r.ActiveXObject?new ActiveXO
bject("Microsoft.XMLHTTP"):null;b+="&json=1";c.open("POST",a,!1);c.setRequestHeader("Content-Type","application/x-www-form-urlencoded; charset=UTF-8");c.setRequ
estHeader("Accept","application/json","application/x-www-form-urlencoded; charset=UTF-8");c.onreadystatechange=function(){4!==this.readyState||200<=this.status&
&300>this.status||.o

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\analytics[2].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 47051

Entropy (8bit): 5.516264124030958

Encrypted: false

SSDEEP: 768:ryOveCSBZfsnt5XqY/yPndFTkoWY3SoavqVy2rlebYUDTJC6g0stZm:ryJNDfs5hYdFTwY3SorSg0su

MD5: 53EE95B384D866E8692BB1AEF923B763

SHA1: A82812B87B667D32A8E51514C578A5175EDD94B4

SHA-256: E441C3E2771625BA05630AB464275136A82C99650EE2145CA5AA9853BEDEB01B

SHA-512: C1F98A09A102BB1E87BFDF825A725B0E2CC1DBEDB613D1BD9E8FD9D8FD8B145104D5F4CACA44D96DB14AC20F2F51B4C653278BFC87556E7F00E48A5FA6231F
AD

Malicious: false

Reputation: low

IE Cache URL: https://www.google-analytics.com/analytics.js
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Preview:
(function(){/*.. Copyright The Closure Library Authors.. SPDX-License-Identifier: Apache-2.0.*/.var l=this||self,m=function(a,b){a=a.split(".");var c=l;a[0]in c||"undefin
ed"==typeof c.execScript||c.execScript("var "+a[0]);for(var d;a.length&&(d=a.shift());)a.length||void 0===b?c=c[d]&&c[d]!==Object.prototype[d]?c[d]:c[d]={}:c[d]=b};var q=
function(a,b){for(var c in b)b.hasOwnProperty(c)&&(a[c]=b[c])},r=function(a){for(var b in a)if(a.hasOwnProperty(b))return!0;return!1};var t=/^(?:(?:https?|mailto|ftp):|[^:/?#]*(?:
[/?#]|$))/i;var u=window,v=document,w=function(a,b){v.addEventListener?v.addEventListener(a,b,!1):v.attachEvent&&v.attachEvent("on"+a,b)};var x={},y=function(){x
.TAGGING=x.TAGGING||[];x.TAGGING[1]=!0};var z=/:[0-9]+$/,A=function(a,b,c){a=a.split("&");for(var d=0;d<a.length;d++){var e=a[d].split("=");if(decodeURIComponen
t(e[0]).replace(/\+/g," ")===b)return b=e.slice(1).join("="),c?b:decodeURIComponent(b).replace(/\+/g," ")}},D=function(a,b){b&&(b=String(b).toLowerCase());if("p

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\analytics[2].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\arrow@3x[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 51 x 33, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 859

Entropy (8bit): 7.675317785755812

Encrypted: false

SSDEEP: 24:ccSPPkuP4qDbj/G8IIfPyvgfegMd23BByF5ci9el0fBDR:ccSnkG4qDP/dHGLgr+ci9tZt

MD5: A9BB1963C49CBB02795E247D41FD7CA8

SHA1: B37C4BEF30715A92EDAEA4CE8428C90F2E5995D7

SHA-256: 3BD180EB1D76C654741647C1C6AB40B3196295E536409FE4343EB5604E07D4D5

SHA-512: E8D6A988C4CA49A386E6A848B03C1EE2EED4CE4B021AC5E05BB4092914F45ECFCB66B35C9577F5904B6AC4370E713C9B2E1F94CF71E2F272AF45E2183F1FFB3
5

Malicious: false

Reputation: low

IE Cache URL: https://www.invorderingsbedrijf.nl/wp-content/themes/invorderings/img/icon/arrow@3x.png

Preview:
.PNG........IHDR...3...!.....t.......sRGB.........IDATX..YAH.Q.....$..d.j. 0:."....$.......Z....K..E..<....d........^2.Tp......Lm....a.{.?...........~...q#.zIDX..G..X.q.zj.u.>.AR...s.f~..A..#.03.....s
.....n...Xe..]Z...O....ok./X.P.SLl8.5...0%..q........$.......4....a... .N............{+.....d......@@.^B.DP..b.K.|./.5.d...F..n......$G.9!....H...K..q.}.......c..2M.G./u.{.c...,..C..xX.>....u=.%......
...9q....z.v.os`...k.......K...j..J.t....K.TK.s.[?[6...r.(..=......R.....Z..De.#.]..x6.Bx.M..qo..w.z.z..<...&.x...&....7.....\x.......]....dgg..^.*..eN.!.....8..M...|.!.)...|._..q...>.s.3........H....z....qg.l.
.....g..}...W,&.d...(6_....X...9...R....}......\khR{D..b.A...ko....z.4........+...:XI.,.#-..$...7......n.....bZ[.._+......e....=.!..:.!.;..2...<.c...........T~1S.].7......H.QK......k.F......IEND.B`.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\avenir400[1].eot
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Embedded OpenType (EOT), AvenirNext LT Pro Regular family

Category: downloaded

Size (bytes): 79764

Entropy (8bit): 6.010236688469027

Encrypted: false

SSDEEP: 768:v7TgYbtf0/gT/DK9+PQqcZ+U647uMG0lAfWm/8eXMhuFdR6HZiyQRWNdiP177D3S:HgYb6MOFls46MJ0vXkuFd8ktRJTu

MD5: 72E69DE739304B64AF22D4E4F1E82D67

SHA1: 502B1DBC914A0EF21E8CAA8F801A2FD98308C160

SHA-256: 695876DE0AAFCBA94F37D96B2EEBDFA8846EA71F34FDD96FBA125D16C7352B2D

SHA-512: C103EBE403A20BB0ADB6DCE5D280801CB7632BC80F6DB988373F973FE822496F4EA953F84BADAC4F7170140F9E47BC31820964E7D46372FC0C3FC4021005BE41

Malicious: false

Reputation: low

IE Cache URL: https://www.invorderingsbedrijf.nl/wp-content/themes/invorderings/fonts/avenir400.eot?

Preview:
.7..t6............................LP....J .P........... ..........................2.A.v.e.n.i.r.N.e.x.t. .L.T. .P.r.o. .R.e.g.u.l.a.r.....R.e.g.u.l.a.r...N.V.e.r.s.i.o.n. .1...1.0.0.;.P.S. .0.0.1...0.0.1.;.h.o.
t.c.o.n.v. .1...0...3.8.....A.v.e.n.i.r.N.e.x.t.L.T.P.r.o.-.R.e.g.u.l.a.r................pFFTMD.p...6X....GDEF...J...l....GPOS!..'...D..1.GSUBL.[........JOS/2..Jj...x...`cmap............gasp
.......d....glyf.V.\...x....head.k.o.......6hhea...Z...4...$hmtxq.j.........loca..........Zmaxp.u.]...X... name.F.....|....post.'t?...x................_.<....................3...............................3.;...........
........*.....,.Z.................@...................X...K.........2..................P. J........LINO.@.............. .............. ...........M...........H.n...d.,.#.D.4.A.&...1...d.,. .,.F.......N...-.@.0...L.r...D.
:.D.r.D.3.D.1.D.*.D.8.D.<.D.N.D.?.D.>.,.`.,.:...N...N...N...0. .#.....|.^...8...^.P.^.2.^...8...^...^.....t.^...^.v.^...^.R.8.D.^.K.8.W.^.4.2.:.....Z.o......

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\avenir700[1].woff
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Web Open Font Format, TrueType, length 33156, version 1.200

Category: downloaded

Size (bytes): 33156

Entropy (8bit): 7.987410335490458

Encrypted: false

SSDEEP: 768:pKLxFa5o9H/749ur7hD0a2TrOO3j7HfkSCUbm:pKra0H/70OhQPTP3j7/kjf

MD5: F86FE73B565951D68E1AE34DEFA27878

SHA1: 20F82BE2FFCF5EBC558913D27415C37A63F0E729

SHA-256: C3E94989D93B38B630A47091ADF06135D36679A7635838A532A7F8DB3CAE0777

SHA-512: 8A87BD5D020EED7F961E0BE6B81DD178D237EB8A9394C68CC0A8D3F850639DAC215A1FDA002FD23DE393AC269367F6BFA6B0905D3301DDDCE6295E3DF68283
3C

Malicious: false

Reputation: low

IE Cache URL: https://www.invorderingsbedrijf.nl/wp-content/themes/invorderings/fonts/avenir700.woff?-i6ax64

Copyright null 2020 Page 26 of 65



Preview:
wOFF..............5.........................FFTM...X........E:..GDEF...t...g.......JGPOS..........3...O.GSUB...........JL.[.OS/2.......]...`.^M.cmap.......~........gasp...x............glyf......LZ....
n.;.head..f....5...6.b.3hhea..g....!...$..._hmtx..g8.........K.loca..k....E...Z.w.maxp..p........ .u.Iname..p ... .......bpost..y@...D.....'t?.........=.......}........k{x...I.A..D.[/...h.aE>....1.J.<
...U*9..#....]1%.mc....s.G..b.+7}7..~...M..i3...$s.e..Y.u6z[3...g.$..e.x..[.pUG....4.$!.@)...4...O...I.m...:..8.u.....8..*:X5..Q..Si....b.F[S....+(.U".)b...a.2M......{......G.......g...w..@.
....g.~n.&......Z...o.H...k?.x.z].(.M'...]..6..p.t..|...1..b.....=.5.....}qd..I..f.!.M6.&.S..}....yJ.C..K....rZ..[r.......Y.:d=q.q#q3....:OIv.n.G.z.3T.3..T.K[...wQ.b...=...u,_..Mm.._C!..e....".n. .].S
.U..C..'n n$..lq.wB...3f{.c..&.(B5..A..[1.."..!..9Ed+.H_b.62...-_..-..K)..A.........k.1.......j1..h.|nQ.X.z..R.pd.:...M..rJk...E...._7..8k).]....SC=....uX..X..XBi...V`..n-6..Z.6.u.^

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\avenir700[1].woff

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\bankrupty-650x230[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 72x72, segment length 16, baseline, precision 8, 650x230, frames 3

Category: downloaded

Size (bytes): 26291

Entropy (8bit): 7.951429010038077

Encrypted: false

SSDEEP: 768:ZSN0zZ624lt9zIH3xNzdPYbxV4+nCYjDxE:ZSNIMDtSHBNzdPYb3Pi

MD5: 727A7538E8178FA1CD2B2E5B3298086A

SHA1: 0EA46FC8C403B7D50EE2F126DB572E64F427BA85

SHA-256: 5936957FFACD4AD9EA557EC230FC2BE0C6B363AA47E0C0300004355AED3A59B6

SHA-512: E9B6BA1D2BE448EF5F57F7D0914327CE26B9C5248CCA5B78B48E447F410D750FB4A7014B700BF3A103C60BD119737AF2E19C58C556CF2642E459B36DF5D9BCA
3

Malicious: false

Reputation: low

IE Cache URL: https://www.invorderingsbedrijf.nl/wp-content/uploads/2017/02/bankrupty-650x230.jpeg

Preview:
......JFIF.....H.H......ICC_PROFILE.......lcms....mntrRGB XYZ .........).9acspAPPL...................................-lcms................................................desc.......^cprt...\....wtpt...h....bkpt
...|....rXYZ........gXYZ........bXYZ........rTRC.......@gTRC.......@bTRC.......@desc........c2..................................................................................text....IX..XYZ ...............-XYZ 
...........3....XYZ ......o...8.....XYZ ......b.........XYZ ......$.........curv...............c...k...?.Q.4!.).2.;.F.Qw].kpz....|.i.}...0.....C....................................................................C...............
............................................................."..........................................@.........................!.1."AQa.q.2.#BR....3...$Cb..r..%4c...................................<.........................!1AQ..aq"2....
...#BRr....$%3d................?...J.i&..8......W..-&(.aFj..)..U*...f...<w..?..Uk.u*pk...J..q^s...%V.[;.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\belgium-700x292[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 700 x 292, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 498621

Entropy (8bit): 7.992824253291073

Encrypted: true

SSDEEP: 12288:f2Ud4n8XizTuAVsLqKonSiGV4JgqDreDUxDvUtCrbhn:dzXKSAvg41rJQCPhn

MD5: 4C71A4ABFB64101A419D61030D78821A

SHA1: BC7DC4AE5716F3B1FCB31F3265EB32662D3C89A0

SHA-256: 6B2E4464742966985FE10394013455AFE4C62114D44BFDFA6271F16680FCD19D

SHA-512: D802872A4DD9D8770CBD9023B95BA9677AE650CAA060A2A53DC18C47281D79A3CAD220CC88DE54B0C5C30BA52EA7AA166B7D0A508ADF4F1244145E1D6500883
5

Malicious: false

Reputation: low

IE Cache URL: https://invorderingsbedrijf.com/wp-content/uploads/2014/12/belgium-700x292.png

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\blog[1].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, UTF-8 Unicode text, with very long lines, with CRLF, LF line terminators

Category: downloaded

Size (bytes): 96892

Entropy (8bit): 5.276246367815688

Encrypted: false

SSDEEP: 1536:V+iy2Hv6/7G/HNHHnGR63SnqlPnfhVn1WMkdT/ImQ4MvB/V+9ebAURhO0ntmvCx3:kiymvu7aHNHHGR63pl/ZV+atn0OggElW

MD5: 12EA8C5AD9AB08039B528A01FEEC9823

SHA1: E5877B6ECA3E27332690A48C9DEBC1C42291E863

SHA-256: 3707014EA331A8EB87D70D433E520D0552BFEDE909EF928D02639B9EB48A21F3

SHA-512: 145D7C1B58200ED8C6845437E9A38C616592BD514873E0211CE45717E7F073127F9012AC2771BA39A5620B958D033EA92748BD7B21B9718DFE6C04D961B116A7

Malicious: false

Reputation: low

IE Cache URL: https://www.invorderingsbedrijf.nl/blog/
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Preview:
<!doctype html>.<html lang="nl-NL" prefix="og: http://ogp.me/ns#" class="no-js">.<head>..<script>(function(w,d,s,l,i){w[l]=w[l]||[];w[l].push({'gtm.start':..new Date().ge
tTime(),event:'gtm.js'});var f=d.getElementsByTagName(s)[0],..j=d.createElement(s),dl=l!='dataLayer'?'&l='+l:'';j.async=true;j.src=..'https://www.googletagmanager.com/gtm
.js?id='+i+dl;f.parentNode.insertBefore(j,f);..})(window,document,'script','dataLayer','GTM-PMX4CRZ');</script>..<meta charset="UTF-8">.<title>Blog - Het Invord
eringsbedrijf</title>.<link rel="stylesheet" href="https://www.invorderingsbedrijf.nl/wp-content/plugins/sitepress-multilingual-cms/res/css/language-selector.css?v=2.9.2" 
type="text/css" media="all" />.<link href="//www.google-analytics.com" rel="dns-prefetch">.<link href="https://www.invorderingsbedrijf.nl/wp-content/themes/invorderings/
img/icons/favicon.ico" rel="shortcut icon">.<link href="https://www.invorderingsbedrijf.nl/wp-content/themes/invorderings/img/icons/touch.png" rel="apple-touch-

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\blog[1].htm

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\box-469cf41adb11dc78be68c1ae7f9457a4[1].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with very long lines

Category: downloaded

Size (bytes): 2063

Entropy (8bit): 5.436376937609834

Encrypted: false

SSDEEP: 48:v0zLZFaTlO5WLpCyYxfoR8OpWNNAc++JRJC62Cgr3ONu:xE5WLpCyYXOczrcriu

MD5: 469CF41ADB11DC78BE68C1AE7F9457A4

SHA1: 063CF0F9171176CF86ADAF36E88558472F6E1001

SHA-256: 66F396314193BFE4809457B6C8004D026E3C503BEFE550E29EA068667F84CE39

SHA-512: DA8C219B6CD560605D9035575EBE64E7BF85E7AB095C6F3F4BC36FDFCFC75EC0F480970FF7259312FAA75A47D060512C9DC5B25F53E7E6DCB1B7C7BC04B21D
88

Malicious: false

Reputation: low

IE Cache URL: https://vars.hotjar.com/box-469cf41adb11dc78be68c1ae7f9457a4.html

Preview:
<!DOCTYPE html>..<html lang="en">.<head>.<meta charset="utf-8"/>.<script>(function(){function h(a){return{get:function(b){var c=JSON.parse(a.getItem(b));return!
c||Date.parse(c.expires)<=(new Date).getTime()?(a.removeItem(b),null):c.value},set:function(b,c,m){c={value:c,expires:m.toUTCString()};a.setItem(b,JSON.stringif
y(c))},remove:function(b){a.removeItem(b)}}}function d(a,b,c,m,d){this.parseCommand=function(e,g){function h(){var a=JSON.stringify({messageId:k,value:n||!1});w
indow.parent.postMessage(a,"*")}var p=s[a],q=e.action,r=e.key,k=e.messageId,f=e.siteId,f=m?r:r+.":"+f,n=e.value,l=e.expiresMinutes||1440*(e.expiresDays||365),t=
function(){var a=new Date;a.setTime(a.getTime()+6E4*l);return a}();if(!function(){var a={_hjSet:c,_hjGet:b,_hjRemove:c}[q]||[];return 0<=a.indexOf("*")||0<=a.indexOf(g)}(
))throw Error("Command "+q+" not allowed on key: "+r);switch(q){case "_hjSet":p.set(f,n,t,d);break;case "_hjGet":n=p.get(f);h();break;case "_hjRemove":p.remove(f)}}}funct
ion k(a){try{var b=J

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\comment-reply.min[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 1078

Entropy (8bit): 5.168792281251838

Encrypted: false

SSDEEP: 24:/Ap2hx/PRW0M7sENxurBp8N6yKP/jI103W1z68NXs+7iGUDyEZ/Akn01RmRRDRVk:4p2hlwrsEN+2N6yY/wEqO8NXs+eGGyES

MD5: 56BC2726D829207BFA802F957AAC0791

SHA1: 5BF5C0A61359D8784C950B059E013ACEEA0D42F1

SHA-256: 1B1CA0F15010E0124BD4CA481404643C88F7EDA1B276E9554D0ED83FB45B7E30

SHA-512: 44ACF243BECCB899C7DB8BC006E605AC75BD3F6574B096735FE1E71011E6BB4D36485D23206A36D5522B18AE5053ECF0A332DE043093D305E02C683D013041D1

Malicious: false

Reputation: low

IE Cache URL: https://invorderingsbedrijf.com/wp-includes/js/comment-reply.min.js?ver=4.9.16

Preview:
var addComment={moveForm:function(a,b,c,d){var e,f,g,h,i=this,j=i.I(a),k=i.I(c),l=i.I("cancel-comment-reply-link"),m=i.I("comment_parent"),n=i.I("comment_post_I
D"),o=k.getElementsByTagName("form")[0];if(j&&k&&l&&m&&o){i.respondId=c,d=d||!1,i.I("wp-temp-form-div")||(e=document.createElement("div"),e.id="wp-temp-form-div
",e.style.display="none",k.parentNode.insertBefore(e,k)),j.parentNode.insertBefore(k,j.nextSibling),n&&d&&(n.value=d),m.value=b,l.style.display="",l.onclick=function(){var 
a=addComment,b=a.I("wp-temp-form-div"),c=a.I(a.respondId);if(b&&c)return a.I("comment_parent").value="0",b.parentNode.insertBefore(c,b),b.parentNode.removeChi
ld(b),this.style.display="none",this.onclick=null,!1};try{for(var p=0;p<o.elements.length;p++)if(f=o.elements[p],h=!1,"getComputedStyle"in window?g=window.getCo
mputedStyle(f):document.documentElement.currentStyle&&(g=f.currentStyle),(f.offsetWidth<=0&&f.offsetHeight<=0||"hidden"===g.visibility)&&(h=!0),"hidden"!==f.typ
e&&!f.disabled&&!h){f.focus();

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\common[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 78440

Entropy (8bit): 5.466687423203953

Encrypted: false

SSDEEP: 1536:nPE5GI+6j5UYEg6Qv0agOJz/VMzan6f7/kwE/BKHrILCU:iUY76Q39z/VMzan67kwW8k+U

MD5: F7B34EB743FE9BDBF41B96C77A928064

SHA1: D1362DB546119FACFC4EFFCCCCB880C8BEC417AA

SHA-256: 1678BDA3DFD987FE6FED6774018ADFA744BBAA6BB5703A964252435F3B650360

SHA-512: 5A103A1C3EBC133C372EB8D91C543C1DACAD664289A8F4FC6984CF5C1FAA0526A8148E992C4AA1F90FE983364502E8266457A7CC1C366D6DDFA3A9386A2F376
3

Malicious: false
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Reputation: low

IE Cache URL: https://maps.google.com/maps-api-v3/api/js/43/1a/common.js

Preview:
google.maps.__gjsload__('common', function(_){var Ll,Ml,Nl,Ql,Rl,Sl,sm,tm,um,vm,Bm,Cm,Mm,Pm,Qm,Rm,Wm,jn,nn,on,tn,yn,An,In,Mn,On,Rn,Yn,ao,bo,co,eo,io,m
o,qo,po,ro,Ao,Ko,Po,Qo,Ro,ep,gp,hp,ip,jp,dp,kp,op,mp,pp,np,lp,qp,yp,wp,xp,zp,up,Cp,Bp,Dp,Gp,Ep,Fp,Jp,Lp,Qp,Mp,Up,Sp,Vp,Tp,Np,Xp,aq,bq,jq,mq,Rp,lq,nq,pq,uq,yq,Fq
,Hq,Lq,Tq,ds,es,fs,hs,is,Es,Gs,Fs,Ks,Ts,Zs,Xs,Ys,ft,gt,ht,dt,jt,ot,pt,tt,vt,yt,Bt,Ct,Et,Dt,xt,Gt,Ht,Pt,Rt,Tt,Vt,Xt,Yt,Zt,bu,eu,du,fu,hu,gu,lu,mu,bm,cm,dm,em,fm,gm,hm,mm,r
m,xs;_.Kl=function(a,b){return _.oa[a]=b};.Ll=function(){this.H=!1;this.j=null;this.T=void 0;this.i=1;this.$=0;this.o=null};Ml=function(a){if(a.H)throw new TypeError("Generator 
is already running");a.H=!0};Nl=function(a,b){a.o={Pk:b,Cl:!0};a.i=a.$};_.Ol=function(a,b,c){a.i=c;return{value:b}};_.Pl=function(a){this.i=new Ll;this.j=a};.Ql=function(a){
for(;a.i.i;)try{var b=a.j(a.i);if(b)return a.i.H=!1,{value:b.value,done:!1}}catch(c){a.i.T=void 0,Nl(a.i,c)}a.i.H=!1;if(a.i.o){b=a.i.o;a.i.o=null;if(b.Cl)throw b.Pk;retur

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\common[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\connect[1].json
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with no line terminators

Category: downloaded

Size (bytes): 229

Entropy (8bit): 4.368939277805612

Encrypted: false

SSDEEP: 6:YevTDA7j/vMFW/obmEAGNTjXgMdj1bhta:YerDA7j3MFW/oDJnQMj1g

MD5: 0B8EAD3D9759A29815FD69DE6186D4D9

SHA1: 849A48C8B888A6F663DA881B50162CE643E540F2

SHA-256: 2BDB41A69ACBFC8AE8CBF76A8AC9ABAEDAFD13FAE296A70C635600E36AA1D01B

SHA-512: F0E73F65BEB1BB1D86B5E20AA81BBAF002CE19EFD011522594901AF6A54F3A45EE5107909D36B5661F02589D7E5EDEE06222E6B735485F65DA091A7C4ACB3DF
2

Malicious: false

Reputation: low

IE Cache URL: https://www8.afsanalytics.com/cgi-bin/connect.cgi?
usr=00835743Pauto&json=1&localcook=0&js=1&page=titleindex&title=blog&url=https%3A%2F%2Fwww.invorderingsbedrijf.nl%2Fblog%2F&refer=&view=100&mpix=906&
zb=1&cv=7&resolution=1280x1024&color=24&Tips=0.021757248560513698

Preview:
{"vdd": 29, "pindex": 0, "state": 0, "refer": "", "usr": "00835743", "visitorid": 0, "tracker": 0, "gmt": 2, "vp": 0, "vyy": 2020, "plan": 0, "image": "t2.gif", "vmm": 11, "cancel": 2, 
"isnew": 0, "events": 3838, "utm_remove": 0}

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\contact_bg[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.02, aspect ratio, density 100x100, segment length 16, progressive, precision 8, 1800x241, frames 3

Category: downloaded

Size (bytes): 48479

Entropy (8bit): 7.942196632988657

Encrypted: false

SSDEEP: 768:bA01XJxGqovrUK3FCAni/gL7nHod70EXXSAnso+QttvvI4YRpHn88ambX8K/IfqX:bJgvUMni/g/nHod70O3mwvv8NaU8K/JX

MD5: 2C5860B862A20DA642C51D867E1223BE

SHA1: F809327C66781B2FC00BF100605DB24931EDE861

SHA-256: ECB5DB550716AB2D486246E7AC2212944CE9FAF90ED732FCF70F39C93AEE174B

SHA-512: 26408711FFC780F34D53AF1E06EB0C9199AE2BD0D736AF00B77555E582DF2B02C6EDEA46ED6115108118771599390FE8C84C5E7673E0DDD5B6C0C7D2BC4EBAE
F

Malicious: false

Reputation: low

IE Cache URL: https://www.invorderingsbedrijf.nl/wp-content/themes/invorderings/img/contact_bg.jpg

Preview:
......JFIF.....d.d..............................................................................................................................................................................................................-.....).Y9Y9.m.&..................
<.....U......Y~.4....w..7...s...v...;..<....C...F0...r..M.c.....Mu. .)$.......LX...l.....'+ed.9.vI...........<...(.P..G..`.Y..AR..ke......i..9=,.....yQrN.d4(AF0...........*.\H. .I......S. .j.. ..c.NV.vJ
..vL..........P..q..Z........Z.s....+...l.G......yly5.l..M.g....0`(.*0@.}3...;..P.a....I!}......b1...0....[6...............].(.qa....X...c......1...f.7z^~\.h....w_G..z..u0Q.Q.T._D......kJ1.c...$.$}...
...b.@...&.9..._)..d..... ....lb.9..q.....F.......|...I.2B.U...m.u...\....5\f..G....r.E%..KW..\..9>.4H.0.. @$.$}......c(..]..&.r....7d..' ............n/..d..}M...U.......-.z1V(...h.M..6j]..W9]>g..q...
.)$...>......8<..\#..@.D...@....)R....[....n.Yc...v...0. b....$..Q....3.*.F../......+sd.....=-..J};.L

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\creditreport-315x199[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 315 x 199, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 93402

Entropy (8bit): 7.99142790655658

Encrypted: true

SSDEEP: 1536:gajtezFw0UrQI4Hw4ANpzyre8MxbofBWXoVFIwj3sN+dHR63agXrkFgye0DdWwD0:gEIqSI4H8rLxKU8Iwjssr8ZygyRDxIv

MD5: 866F914ADE41E33719025737B027D4C1

SHA1: 00459281DE96E01B78709BBA1C8EA2A79C576CE3

SHA-256: 744AF5F6F761B3EDBAC93E25A3059DA17711E8FC0C9B122A59D3555EDCA3F791

SHA-512: DA6A3EBA813FF9A2A50DAC4BE8658A5DF94D82B894546B4DFADDCD7058FE63155A8878F826FD4335933B3D81B5AD8A39462F90B896000F544A6DF9BD79B914D
F

Malicious: false
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Reputation: low

IE Cache URL: https://www.invorderingsbedrijf.nl/wp-content/uploads/2020/05/creditreport-315x199.png

Preview:
.PNG........IHDR...;.........f.......gAMA......a.... cHRM..z&..............u0...`..:....p..Q<....bKGD..............pHYs..........o.d....tIME.....9'YM.J....IDATx....%Y.... "o......c.!"2+..5t..hvs.. @... 
...Q\p.%7\rC... .&...&.@M]9gFd.G.df.o..#...+....YY....IM.."..{.w..;.G.~^.<.1..^k.`..G..Z..^k}....}..@.j-Xkq..km....VrI..H1.r..J)..uJN..)%.J&......g..L.=..q....{.~......5*.d}.B..39fB.,K.|..
......|=...yY8./\...X...=....%.0.=X[0..E..ap..f..B.\..p.P*......HL..3)..+..S!.B....K.,)..<g.2..x...........77..;..,.9...Z)..K%eH..RH.R2.....|-.BH...!...._O...B.,....lL..+..?:.[..;..xq3...r.|..[>..3~..
?!..8...N...x ...tf..pn .../^...zq.n.xg0F...2.?...._.[8/..i......c?..v..4p3y^.x^...}.%.gt...!d.E..c.T.U.\.]S...Z.z.RI..KA.V!.B..........c.......\.!R1`..C)..3....R.9%r.P3..w`..RX...'.~./>.9.P..:.s...8.
.a..8'{.9.w..c.g7z..vg>..."..k.).s%....\.3.{.^..................Z..+9.j..q.Z.w.}c.{?@...Z.0..i._........h.......31......1.f..Z39Fr..H1...|...'j..W........Z-.....m.K.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\creditreport-315x199[1].png

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\css[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text

Category: downloaded

Size (bytes): 194

Entropy (8bit): 5.188848912765741

Encrypted: false

SSDEEP: 6:0IFFNB5QQ+56ZRWHTizlpdmdoDCruMVSuhNin:jFDB5jO6ZRoT6pVCrVpY

MD5: 4FE57BB9F7951F1BBA050AF4AB9086DF

SHA1: 347C26C40FACB41CB179CA2C3BD2CAC7BDCE5B91

SHA-256: BC445EF8670449BB62CA5A9BA793A07350EA3304F637F07BAA8A7A1C216AFF10

SHA-512: 0509D34A260F1D5AD98A088F64DDE39FE115CDEDB5B0614ED50EFEFC7DB5E8E15E7B3FD08CB28D0CD10907DFAD1FB28F746A6A6ADA26C5C36E1B869B6B48A
466

Malicious: false

Reputation: low

IE Cache URL: https://fonts.googleapis.com/css?family=Indie+Flower&ver=4.3.25

Preview:
@font-face {.  font-family: 'Indie Flower';.  font-style: normal;.  font-weight: 400;.  src: url(https://fonts.gstatic.com/s/indieflower/v12/m8JVjfNVeKWVnh3QMuKkFcZVaUuB.
woff) format('woff');.}.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\css[2].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text

Category: downloaded

Size (bytes): 194

Entropy (8bit): 5.188848912765741

Encrypted: false

SSDEEP: 6:0IFFNB5QQ+56ZRWHTizlpdmdoDCruMVSuhNin:jFDB5jO6ZRoT6pVCrVpY

MD5: 4FE57BB9F7951F1BBA050AF4AB9086DF

SHA1: 347C26C40FACB41CB179CA2C3BD2CAC7BDCE5B91

SHA-256: BC445EF8670449BB62CA5A9BA793A07350EA3304F637F07BAA8A7A1C216AFF10

SHA-512: 0509D34A260F1D5AD98A088F64DDE39FE115CDEDB5B0614ED50EFEFC7DB5E8E15E7B3FD08CB28D0CD10907DFAD1FB28F746A6A6ADA26C5C36E1B869B6B48A
466

Malicious: false

Reputation: low

IE Cache URL: https://fonts.googleapis.com/css?family=Indie+Flower&ver=4.9.16

Preview:
@font-face {.  font-family: 'Indie Flower';.  font-style: normal;.  font-weight: 400;.  src: url(https://fonts.gstatic.com/s/indieflower/v12/m8JVjfNVeKWVnh3QMuKkFcZVaUuB.
woff) format('woff');.}.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\css[3].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text

Category: dropped

Size (bytes): 1358

Entropy (8bit): 5.207355446394675

Encrypted: false

SSDEEP: 24:G9X3OYsRqPv3OYXRD3OYN7RM/iOYNNxBl/iOYsNxDv/iOYXNxd/iOYN7Nxw:IOLRqP/OgRTOCRvOWNsOLNtCOgNCOCNq

MD5: 5B17066470E07FAE9B561AA19E1DD9EC

SHA1: 90F9DC16C250597D1F2F228A4E9C4C6F2F04372F

SHA-256: 496A163631BCEFA9F0A7CB4CCB4361DD48122E7FAF23564AE544A701926A4005

SHA-512: 99E0E3A365EA9D1435053F5FF0FD2062C4C500A1E400C5704D455E52CBFACD379808801B0505FFF23BD33768324752233D71411F848009358DFC37FA5963890E

Malicious: false

Reputation: low
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Preview:
/*. * See: https://fonts.google.com/license/googlerestricted. */.@font-face {.  font-family: 'Google Sans';.  font-style: normal;.  font-weight: 400;.  src: url(https://fonts.gstat
ic.com/s/googlesans/v27/4UaGrENHsxJlGDuGo1OIlL3Owpg.woff) format('woff');.}.@font-face {.  font-family: 'Google Sans';.  font-style: normal;.  font-weight: 500;.  src: ur
l(https://fonts.gstatic.com/s/googlesans/v27/4UabrENHsxJlGDuGo1OIlLU94YtzCwA.woff) format('woff');.}.@font-face {.  font-family: 'Google Sans';.  font-style: normal;.  fo
nt-weight: 700;.  src: url(https://fonts.gstatic.com/s/googlesans/v27/4UabrENHsxJlGDuGo1OIlLV154tzCwA.woff) format('woff');.}.@font-face {.  font-family: 'Roboto';.  font-
style: normal;.  font-weight: 300;.  src: url(https://fonts.gstatic.com/s/roboto/v20/KFOlCnqEu92Fr1MmSU5fBBc-.woff) format('woff');.}.@font-face {.  font-family: 'Roboto';.  
font-style: normal;.  font-weight: 400;.  src: url(https://fonts.gstatic.com/s/roboto/v20/KFOmCnqEu92Fr1Mu4mxM.woff) format('woff');.}.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\css[3].css

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\css[4].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text

Category: downloaded

Size (bytes): 412

Entropy (8bit): 5.354007547820658

Encrypted: false

SSDEEP: 12:jFTjO6ZRoT6pIh/YeRoqFTjO6ZN76pIh/Yel86nY:5TjOYsZhAobTjOYN7ZhAz6Y

MD5: B790B98BF6DDB92B08E398488D6D1E13

SHA1: 4F13707FB02CCACC234ADB362986BCB44984B7A9

SHA-256: AC4351FB8431FA2E8EDFB41198A53564F7979B9F4919C3DDF927E5676E7035FB

SHA-512: AFA3CC9E2EA9C0F0DF4836014719AAE5E58580D651CAF6B242998FC01979EB44867495E927FB1F96709BD3C3A7A023ED78896718F493C898BB356220DE61E3A6

Malicious: false

Reputation: low

IE Cache URL: https://fonts.googleapis.com/css?family=Inter%7CInter:bold

Preview:
@font-face {.  font-family: 'Inter';.  font-style: normal;.  font-weight: 400;.  src: url(https://fonts.gstatic.com/s/inter/v2/UcCO3FwrK3iLTeHuS_fvQtMwCp50KnMw2
boKoduKmMEVuLyfAZ9hjg.woff) format('woff');.}.@font-face {.  font-family: 'Inter';.  font-style: normal;.  font-weight: 700;.  src: url(https://fonts.gstatic.com/s/inter/
v2/UcCO3FwrK3iLTeHuS_fvQtMwCp50KnMw2boKoduKmMEVuFuYAZ9hjg.woff) format('woff');.}.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\custom_scripts[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 15778

Entropy (8bit): 5.181019972512838

Encrypted: false

SSDEEP: 192:X7j6CqCrW8gW93BvQmXDFBr0g0eiqtEIQCPzjIz5hf5Uyjw:CEcADLr0gRiqWMP/S1/0

MD5: F8203E094F28B69D6DF1163CAC101696

SHA1: 1FE4E5CE3255DF5D7203B1334B9E51E4F5AC1DEC

SHA-256: DADCF6C3EB2C4651C9F2F055329A5DF0D23AF3A0434E6D54992FF9789AE5B60C

SHA-512: 296D3F6082E8675ECF18DF7297A46CF18A5C9FE420D3A28658D81E037CB6E8AA5D9D30004BEF97D8D7FFF639B27015C2B4AD94C77B503BFA03503EB07D901F65

Malicious: false

Reputation: low

IE Cache URL: https://www.invorderingsbedrijf.nl/wp-content/themes/invorderings/js/custom_scripts.js

Preview:
(function($){$.fn.equalHeight=function($number){if($number==''){$number=350;}.var tallest=$number;this.each(function(){var thisHeight=$(this).height();tallest=(thisHeight
>tallest)?thisHeight:tallest;});return this.height(tallest);};$(window).on('load resize orientationChange',function(){$('#footer-posts .default-post').equalHeight();$('#categories-
posts .default-post').equalHeight();$('#taxonomy-posts .default-post').equalHeight();$('.repeater-cta-section .cta-item').equalHeight(230);if($(window).width()>769){$('#e
ventbrite_apps_output .event-item').equalHeight();}});function sticky_relocate(){var flags_wrap=$(document).find(".countries_flags"),top_header=$(document).find(".blog-to
p-header"),top_header_top=top_header.length>0?top_header.offset().top:'';if($(window).width()>991){flags_wrap.sticky({topSpacing:0});}else{flags_wrap.unstick();}}.sticky_
relocate();$(document).ready(function(){if($(document.body).hasClass('single-post')||$(document).find('div.article-content').length>0){let c

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\downloads[1].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, UTF-8 Unicode text, with very long lines, with CRLF, LF line terminators

Category: downloaded

Size (bytes): 60021

Entropy (8bit): 5.300218053749792

Encrypted: false

SSDEEP: 1536:DBHv6/7G/HNHHeGR633WDqlPn3AWAQnfDYwCGKBqbuXdK9GkF5m2/KVo41kbG2b6:DBvu7aHNH+GR63jl/QVAfUqSX4okF5mj

MD5: 2D78D26E3A0580AD4B2E87DE1FEF9987

SHA1: 143F7AE52E1860E7ACC062C63EDEE7823762F28E

SHA-256: 43EBDB3C06D696E25CAA44003E9D6105CC65DB7B576E46C8DC2438C7F6E945AB

SHA-512: 8B17F2A7635FA0562EFC28718B154F34BECD5CAB9A06DFA7C29D5C022180CA3D9EC5E0D13789E5F0E2C20B49FEE15956819D6C99A84C21ED32F361E5A8B9B1D
F

Malicious: false

Reputation: low

IE Cache URL: https://www.invorderingsbedrijf.nl/downloads/
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Preview:
<!doctype html>.<html lang="nl-NL" prefix="og: http://ogp.me/ns#" class="no-js">.<head>.<meta charset="UTF-8">.<title>Downloads - Het Invorderingsbedrijf</title>.<link 
rel="stylesheet" href="https://www.invorderingsbedrijf.nl/wp-content/plugins/sitepress-multilingual-cms/res/css/language-selector.css?v=2.9.2" type="text/css" media="all" /
>.<link href="//www.google-analytics.com" rel="dns-prefetch">.<link href="https://www.invorderingsbedrijf.nl/wp-content/themes/invorderings/img/icons/favicon.ico" rel="sh
ortcut icon">.<link href="https://www.invorderingsbedrijf.nl/wp-content/themes/invorderings/img/icons/touch.png" rel="apple-touch-icon-precomposed">.<meta http-
equiv="X-UA-Compatible" content="IE=edge,chrome=1">.<meta name="viewport" content="width=device-width, initial-scale=1.0">.<meta name="ahrefs-site-verification" 
content="938c256ba9da43c96d37f0dc87ebd495e1a41ea2f8da91303265b8749ed27b06">..<link rel="canonical" href="https://www.invorderingsbedrijf.nl/downloads/" />.
<meta property

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\downloads[1].htm

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\efc[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text

Category: downloaded

Size (bytes): 3415

Entropy (8bit): 4.260096937834636

Encrypted: false

SSDEEP: 96:/G7D0eSp7DJz3vqgJu/ElYYCNSCgRw5mh0SC0iiGaTSCyz:/m0eSBV/qgSEljCNSCgm5muSCGSCyz

MD5: CB39BBF355CD3D838D0880F1B16A8C9A

SHA1: 7A3BA845E91E49C67886DD2A64D73D1B3937F2C3

SHA-256: 6067674FA9B4572CB9D0835C64D9FBF637EA3045B4864EF4A5EE8FC278F3999C

SHA-512: 0F18CE94260E88179B0B75C9964A1043EBEB3A0B3A45EE6C2AA50685E23E3B2FB3E900C90539DF05BAAB9352ABB1FAF156CD2C6F5483814C40CAF616729F75A
7

Malicious: false

Reputation: low

IE Cache URL: https://cdn.onlinesucces.nl/js/efc/efc.js

Preview:
/*global document, window, alert, console, require*/./*jslint plusplus: true */..var img = new Image();..var src_url  = "https://tr1.onlinesucces.nl/formcon.php";.var purl     = en
codeURIComponent(document.location.href);.var referrer = encodeURIComponent((document.referrer).replace(/[|&;$"'<>()+,]+/g, " "));.var title    = encodeURICompo
nent((document.title).replace(/[|&;$"'<>()+,]+/g, " "));.var i        = document.getElementById("myformscript").getAttribute("data-api");.var c        = document.getEleme
ntById("myformscript").getAttribute("data-client");..src_url = src_url + "?i=" + i + "&c=" + c + "&";..window.onload = function () {.    "use strict";.    document.body.a
ppendChild(img);.};..// normal js no Jquery.var u = document.getElementsByTagName("form");..var sended = '';..document.addEventListener('DOMContentLoaded', func
tion () {.    document.body.addEventListener('mousedown', function (event) {.        if (event.target.matches("[type='button']") || event.target.matches("[type=

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\email-decode.min[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with very long lines

Category: downloaded

Size (bytes): 1239

Entropy (8bit): 5.068464054671174

Encrypted: false

SSDEEP: 24:ch63Cf5W8QPIHRZ3hwVFS39bYGwNef1yTZsNUkQ1sZmSuLqNWRco5Jcn5IKM6cuY:C6SQnw/x+SR8ZZkQbp1RZ5JwiKMm7Zc

MD5: 9E8F56E8E1806253BA01A95CFC3D392C

SHA1: A8AF90D7482E1E99D03DE6BF88FED2315C5DD728

SHA-256: 2595496FE48DF6FCF9B1BC57C29A744C121EB4DD11566466BC13D2E52E6BBCC8

SHA-512: 63F0F6F94FBABADC3F774CCAA6A401696E8A7651A074BC077D214F91DA080B36714FD799EB40FED64154972008E34FC733D6EE314AC675727B37B58FFBEBEBE
E

Malicious: false

Reputation: low

IE Cache URL: https://www.invorderingsbedrijf.nl/cdn-cgi/scripts/5c5dd728/cloudflare-static/email-decode.min.js

Preview:
!function(){"use strict";function e(e){try{if("undefined"==typeof console)return;"error"in console?console.error(e):console.log(e)}catch(e){}}function t(e){return d.inner
HTML='<a href="'+e.replace(/"/g,"&quot;")+'"></a>',d.childNodes[0].getAttribute("href")||""}function r(e,t){var r=e.substr(t,2);return parseInt(r,16)}function n(n,c){for(var o="",a
=r(n,c),i=c+2;i<n.length;i+=2){var l=r(n,i)^a;o+=String.fromCharCode(l)}try{o=decodeURIComponent(escape(o))}catch(u){e(u)}return t(o)}function c(t){for(var r=t.querySelec
torAll("a"),c=0;c<r.length;c++)try{var o=r[c],a=o.href.indexOf(l);a>-1&&(o.href="mailto:"+n(o.href,a+l.length))}catch(i){e(i)}}function o(t){for(var r=t.querySelectorAll(
u),c=0;c<r.length;c++)try{var o=r[c],a=o.parentNode,i=o.getAttribute(f);if(i){var l=n(i,0),d=document.createTextNode(l);a.replaceChild(d,o)}}catch(h){e(h)}}function a(t){
for(var r=t.querySelectorAll("template"),n=0;n<r.length;n++)try{i(r[n].content)}catch(c){e(c)}}function i(t){try{c(t),o(t),a(t)}catch(r){e(r

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\eventbrite_widget-scripts[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 5002

Entropy (8bit): 5.2399371332057605

Encrypted: false

SSDEEP: 96:/4iLTQ8mXkZeLgA/ioPZv11+IRCk3SSyj9EpyT9EYX0/7Z:vQfkk11+SjLF

MD5: DE3ED9C21B0E0A04E2C5327FC5A8B29B

SHA1: 07853345601F1AF7DF64EA64E898D1F03A768018

SHA-256: 15334969D4F255693371A796BA4FBA2E5A9F7715011D66045C33727161874035

SHA-512: 39AEAE919FEFF02CD94397F37BAAEDE8ABA53A1B2A4925EEE2DF9E39B77451218FCC49EDCD1B9C9D28553B2B094F90BE7C89566D7EFBFD686B374FE00AC94
6D1

Malicious: false
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Reputation: low

IE Cache URL: https://www.invorderingsbedrijf.nl/wp-content/themes/invorderings/inc/eventbrite_apps-module/assets/scripts/eventbrite_widget-scripts.js?ver=1.0

Preview:
var $=jQuery.noConflict();(function($){$(document).ready(function(){var date=new Date();$("#next_events_month").click({date:date},next_month);$("#prev_events_mo
nth").click({date:date},prev_month);init_calendar(date);});var old_date=new Date(),current_day=old_date.getDate(),current_month=old_date.getMonth(),event_wrap=$
(document).find(".events-container"),empty_msg="<div class='event-card event-empty'><span class='info-icon'>i</span><div class='event-name'>There are no events on 
this date</div></div>";function init_calendar(date){var calendar_days=$(".calendar-frame .tbody"),month=date.getMonth(),month_label=get_month_by_id(month),ye
ar=date.getFullYear(),day_count=days_in_month(month,year),curr_date='',row='',first_week_day=first_dayOfWeek(month,year);onload_show_all_events(date.getFullYear
(),month+1,date.getDate());calendar_days.html('<tr class="week-row"></tr>').fadeIn();for(var i=1;i<=42;i++){row=$('.week-row');var day=i-first_week_day+1;day<=0?
curr_date=$("<td class='table-date nil'

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\eventbrite_widget-scripts[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\fbds[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 3913

Entropy (8bit): 5.607686021928901

Encrypted: false

SSDEEP: 96:a+5AQHAr8636UwRwyRXLItPqi9zSwOFa58qvTdeV/kby2H:zuQHt63xawytLItSirTdeSbHH

MD5: 030804823A5041F2C6C870033EBD40B7

SHA1: A94E7557E2751B165534980F69C2F9E55865F988

SHA-256: 9C5844897262929ED2A13CB780EE362B10D493D0C9E6E08EB909580C914AFF59

SHA-512: 9D705AF2287A020E4AFFB0D1C59C4DB6B6F8A62A169461A10AD25F169E3036CEDF247E4B80F51F4DBBBC94383FF423B340530C0FFBFEEF32E1AEEF943684392
F

Malicious: false

Reputation: low

IE Cache URL: https://connect.facebook.net/en_US/fbds.js

Preview:
/*1606665696,,JIT Construction: v1003024332,en_US*/../**. * Copyright (c) 2017-present, Facebook, Inc. All rights reserved.. *. * You are hereby granted a non-exclusive, 
worldwide, royalty-free license to use,. * copy, modify, and distribute this software in source code or binary form for use. * in connection with the web services and APIs 
provided by Facebook.. *. * As with any software that integrates with the Facebook platform, your use of. * this software is subject to the Facebook Platform Policy. * 
[http://developers.facebook.com/policy/]. This copyright notice shall be. * included in all copies or substantial portions of the software.. *. * THE SOFTWARE IS 
PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR. * IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTAB
ILITY, FITNESS. * FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR. * COPYRIGHT HOLDERS BE LIABLE FOR 
ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER. * IN AN ACTION OF CO

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\flag-belgium[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 60 x 60, 8-bit/color RGB, non-interlaced

Category: downloaded

Size (bytes): 1004

Entropy (8bit): 5.956754326836037

Encrypted: false

SSDEEP: 24:g1hfvWwjx82lY2T3JVMKKayJ3VkKf5Gx9m7m:+ANn2NeVJ3Vs9R

MD5: F334DFE40711224E682A9EEB5BC9F478

SHA1: 695FCAA6D4286DD52925ED98217E04C30D490C53

SHA-256: B83F216B422AA3062F66D6EFEF90E2331CA68F3D91D36CFAAAD1F58A688D3ECA

SHA-512: 428E6E917E71BE5370A1CDD41DB1907866E5215998F28180F77D8A45705F854FACE0CCC6DB0BB3E67A7720C4E9BC5BF28BD65F1D1BF5654E8FE389E5ABE769C
D

Malicious: false

Reputation: low

IE Cache URL: https://invorderingsbedrijf.com/wp-content/uploads/2014/12/flag-belgium.png

Preview:
.PNG........IHDR...<...<.......N%....tEXtSoftware.Adobe ImageReadyq.e<...&iTXtXML:com.adobe.xmp.....<?xpacket begin="." id="W5M0MpCehiHzreSzNTczkc9d"?> 
<x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.6-c138 79.159824, 2016/09/14-01:09:01        "> <rdf:RDF xmlns:rdf="http://www.w3.org/1999/02/22-
rdf-syntax-ns#"> <rdf:Description rdf:about="" xmlns:xmp="http://ns.adobe.com/xap/1.0/" xmlns:xmpMM="http://ns.adobe.com/xap/1.0/mm/" xmlns:stRef="http://ns.ad
obe.com/xap/1.0/sType/ResourceRef#" xmp:CreatorTool="Adobe Photoshop CC 2017 (Windows)" xmpMM:InstanceID="xmp.iid:B371C584A1EC11E8A3F5921471
F05B30" xmpMM:DocumentID="xmp.did:B371C585A1EC11E8A3F5921471F05B30"> <xmpMM:DerivedFrom stRef:instanceID="xmp.iid:B371C582A1EC11E8
A3F5921471F05B30" stRef:documentID="xmp.did:B371C583A1EC11E8A3F5921471F05B30"/> </rdf:Description> </rdf:RDF> </x:xmpmeta> <?xpacket end="r"?>..]....\
IDATx...1.. .....@...o..,X.C7....+.m.v.J.1Oz..a..................................................?j.....IEND

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\flag-france[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 60 x 60, 8-bit/color RGB, non-interlaced

Category: downloaded

Size (bytes): 1010

Entropy (8bit): 5.975357974864887

Encrypted: false

SSDEEP: 12:6v/76By1TbpOnKg2cDPilYwlfxD82lY2E23IjJKVLYyaLwdyJiKVLOdYLWSS3x02:g1hfvWwjx82lY2T3JVxaWyJ3VL9Gui

MD5: 8768402B4E9321805F200EABE8767D02

SHA1: 26B19A2F3F6A201EF454FEE1052E58EAEA23B877
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SHA-256: 1211EE10AC203801C25BC55EEBB981375A217E03001D29FEFDB8EF69DCDA7276

SHA-512: F6E612B0981F3C863A34390830A1C910EE30ADD3ABEF3045155265E431C0F13C8F26A5CA271BB0150E3BA9AC85E0F583088883D27A79C4E5AA144000B646F04C

Malicious: false

Reputation: low

IE Cache URL: https://invorderingsbedrijf.com/wp-content/uploads/2014/12/flag-france.png

Preview:
.PNG........IHDR...<...<.......N%....tEXtSoftware.Adobe ImageReadyq.e<...&iTXtXML:com.adobe.xmp.....<?xpacket begin="." id="W5M0MpCehiHzreSzNTczkc9d"?> 
<x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.6-c138 79.159824, 2016/09/14-01:09:01        "> <rdf:RDF xmlns:rdf="http://www.w3.org/1999/02/22-
rdf-syntax-ns#"> <rdf:Description rdf:about="" xmlns:xmp="http://ns.adobe.com/xap/1.0/" xmlns:xmpMM="http://ns.adobe.com/xap/1.0/mm/" xmlns:stRef="http://ns.ad
obe.com/xap/1.0/sType/ResourceRef#" xmp:CreatorTool="Adobe Photoshop CC 2017 (Windows)" xmpMM:InstanceID="xmp.iid:7D13EB73A1EA11E8B45F8DFC0A
27FE77" xmpMM:DocumentID="xmp.did:7D13EB74A1EA11E8B45F8DFC0A27FE77"> <xmpMM:DerivedFrom stRef:instanceID="xmp.iid:7D13EB71A1EA11E8
B45F8DFC0A27FE77" stRef:documentID="xmp.did:7D13EB72A1EA11E8B45F8DFC0A27FE77"/> </rdf:Description> </rdf:RDF> </x:xmpmeta> <?xpacket end="r"?
>......bIDATx...1.. .....M0C.F.....#...3{.....T.."..F.-q`...........................................0........x..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\flag-france[1].png

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\flag-italy[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 60 x 60, 8-bit/color RGB, non-interlaced

Category: downloaded

Size (bytes): 1010

Entropy (8bit): 5.99283052735752

Encrypted: false

SSDEEP: 24:g1hfvWwjx82lY2T3JV96BaKV3uyJ3V9TukdKVCrGAw7:+ANn2NL61J3LTupmW7

MD5: 211F82ED7486631C0A8FDD3033095812

SHA1: FACB5FEB699093D997B55363080FD7E8F1952403

SHA-256: DF9F0A02C30C2E53C0DB13D1CEEB2E4ADA6FC97295BBA354830D3D945661EE75

SHA-512: 28B4510CAFD5FB917FF6DF26B64D2E6A08A019D4F495B8CED70D893AA3E047038542E5DF99E483029E459132EE18DCD2425AF837D0785B9518D7D88F9CC7FAB3

Malicious: false

Reputation: low

IE Cache URL: https://invorderingsbedrijf.com/wp-content/uploads/2014/12/flag-italy.png

Preview:
.PNG........IHDR...<...<.......N%....tEXtSoftware.Adobe ImageReadyq.e<...&iTXtXML:com.adobe.xmp.....<?xpacket begin="." id="W5M0MpCehiHzreSzNTczkc9d"?> 
<x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.6-c138 79.159824, 2016/09/14-01:09:01        "> <rdf:RDF xmlns:rdf="http://www.w3.org/1999/02/22-
rdf-syntax-ns#"> <rdf:Description rdf:about="" xmlns:xmp="http://ns.adobe.com/xap/1.0/" xmlns:xmpMM="http://ns.adobe.com/xap/1.0/mm/" xmlns:stRef="http://ns.ad
obe.com/xap/1.0/sType/ResourceRef#" xmp:CreatorTool="Adobe Photoshop CC 2017 (Windows)" xmpMM:InstanceID="xmp.iid:B898359AA1EC11E8B502F88BE0
469F1C" xmpMM:DocumentID="xmp.did:B898359BA1EC11E8B502F88BE0469F1C"> <xmpMM:DerivedFrom stRef:instanceID="xmp.iid:B8983598A1EC11E8
B502F88BE0469F1C" stRef:documentID="xmp.did:B8983599A1EC11E8B502F88BE0469F1C"/> </rdf:Description> </rdf:RDF> </x:xmpmeta> <?xpacket end="r"?>1.....bI
DATx...1..P.D....@....U}....<.......'..{....y.....444444444444444444444444444444444444444..~....I...k.d..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\flag-poland[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 60 x 60, 8-bit/color RGB, non-interlaced

Category: downloaded

Size (bytes): 1005

Entropy (8bit): 5.999579411330533

Encrypted: false

SSDEEP: 24:g1hfvWwjx82lY2T3JVhj8KgvmyJ3VjVKgNfTGbRRs1:+ANn2NOJ3FqRR+

MD5: B689C8AC23C672DBE00CF592331D586B

SHA1: 9E8109F389EE6CCCA2EEF1EDA5E474C1A4C7300B

SHA-256: F3F40C687F42E58B485E556383E62E6E35F0671360DE8DE17F0FB92650DD446C

SHA-512: 8C43B1511A6AAC671A1EE071BDF8B87D44C293B60257234863856662BFF7B4FD3CFFEE1D28E17FBBC1D908BA65EE920C2220E7A1E6073D761ECD979F01800892

Malicious: false

Reputation: low

IE Cache URL: https://invorderingsbedrijf.com/wp-content/uploads/2014/12/flag-poland.png

Preview:
.PNG........IHDR...<...<.......N%....tEXtSoftware.Adobe ImageReadyq.e<...&iTXtXML:com.adobe.xmp.....<?xpacket begin="." id="W5M0MpCehiHzreSzNTczkc9d"?> 
<x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.6-c138 79.159824, 2016/09/14-01:09:01        "> <rdf:RDF xmlns:rdf="http://www.w3.org/1999/02/22-
rdf-syntax-ns#"> <rdf:Description rdf:about="" xmlns:xmp="http://ns.adobe.com/xap/1.0/" xmlns:xmpMM="http://ns.adobe.com/xap/1.0/mm/" xmlns:stRef="http://ns.ad
obe.com/xap/1.0/sType/ResourceRef#" xmp:CreatorTool="Adobe Photoshop CC 2017 (Windows)" xmpMM:InstanceID="xmp.iid:BE31CDB4A1EC11E892B58EF84B
FF5B7B" xmpMM:DocumentID="xmp.did:BE31CDB5A1EC11E892B58EF84BFF5B7B"> <xmpMM:DerivedFrom stRef:instanceID="xmp.iid:BE31CDB2A1EC11E8
92B58EF84BFF5B7B" stRef:documentID="xmp.did:BE31CDB3A1EC11E892B58EF84BFF5B7B"/> </rdf:Description> </rdf:RDF> </x:xmpmeta> <?xpacket end="r"?
>.I<....]IDATx...1..!..A ....=`..Q!...).FD.V+...................~.....C.1.....................};...............IEN

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\flag-swiss[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 60 x 60, 8-bit/color RGB, non-interlaced

Category: downloaded

Size (bytes): 1167

Entropy (8bit): 6.446916411372548

Encrypted: false

SSDEEP: 24:g1hfvWwjx82lY2T3JV+Vj8yJ3V/5gEGjV9Xv+Ivov7:+ANn2N8xJ3TgEQV9GIvoD
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MD5: E0F905AA6B4D74E536D2C33637021AB6

SHA1: DC36D73E97068FEBA72D006562B775522BB1788C

SHA-256: 9789ED08FB60B31D25EA6EE4F11FF186490370677569F4FA691C13015DAE9755

SHA-512: 33B2E6CB6C4E423C329F1066BA9CBFC05FCA5101DF1B9E1FFE7491CE363EF51491757B3056D14598F739EBCF529858A58F7CE27023FF4086A7680548B4738649

Malicious: false

Reputation: low

IE Cache URL: https://invorderingsbedrijf.com/wp-content/uploads/2014/12/flag-swiss.png

Preview:
.PNG........IHDR...<...<.......N%....tEXtSoftware.Adobe ImageReadyq.e<...&iTXtXML:com.adobe.xmp.....<?xpacket begin="." id="W5M0MpCehiHzreSzNTczkc9d"?> 
<x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.6-c138 79.159824, 2016/09/14-01:09:01        "> <rdf:RDF xmlns:rdf="http://www.w3.org/1999/02/22-
rdf-syntax-ns#"> <rdf:Description rdf:about="" xmlns:xmp="http://ns.adobe.com/xap/1.0/" xmlns:xmpMM="http://ns.adobe.com/xap/1.0/mm/" xmlns:stRef="http://ns.ad
obe.com/xap/1.0/sType/ResourceRef#" xmp:CreatorTool="Adobe Photoshop CC 2017 (Windows)" xmpMM:InstanceID="xmp.iid:A38E4C46A1EC11E88742E709FD
15A9AF" xmpMM:DocumentID="xmp.did:A38E4C47A1EC11E88742E709FD15A9AF"> <xmpMM:DerivedFrom stRef:instanceID="xmp.iid:A38E4C44A1EC11E8
8742E709FD15A9AF" stRef:documentID="xmp.did:A38E4C45A1EC11E88742E709FD15A9AF"/> </rdf:Description> </rdf:RDF> </x:xmpmeta> <?xpacket end="r"?>-.......
IDATx.b<. .0.........u...G.=..QGS..P. ..bA?W<..o....wp9.MN.[_.........QG.:z....u...G.L.U..D...T.GH.P......

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\flag-swiss[1].png

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\france-700x292[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 700 x 292, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 295776

Entropy (8bit): 7.986593580548419

Encrypted: false

SSDEEP: 6144:O7zy2TWr/kb9ry+/34jaqd2BOb8t0Cogq19AIJjUN3pTK941:OnyIWa++/emBObplPtUNF0e

MD5: D1E911AF809030D7A23F4F03C231F2F9

SHA1: 026269A775529076CFC4C1415D6CC34604A26C35

SHA-256: 395F5B607AE5315EACCAB8BCE896E6B7E0FC9B9DAB27E6D8A2646081191F603C

SHA-512: 0712F4D2D328163676674E8C6AEB62247ADE54B2AF44BC2A7544B40BEA33CD63DBBEDA556DC5C10EA06BCA7FE9748090D1F62770D1F635342F3A943A963D36E
9

Malicious: false

Reputation: low

IE Cache URL: https://invorderingsbedrijf.com/wp-content/uploads/2014/12/france-700x292.png

Preview:
.PNG........IHDR.......$......g......gAMA......a.....sRGB........ cHRM..z&..............u0...`..:....p..Q<....bKGD..............pHYs...H...H.F.k>....IDATx..g{\7..k[....e+.. [9..L..sN.c.HV...
....,`c...|...*R.{zf...}...7/.U..........C.a...!q&..9.. .j..3....]...}..n~0L.L.I.S..8.f...I.-.H.a...|.?.9.g9+...[...>..9\..T....W..#.;s.^RG...U.z......{.q..T..:S..&N.jW5z..yM..CN..u}^Wg.......=5g....M
uV......U?1M.M..s..p.gsN.........D...SsA.+..l[~./.i.......5.%..6..]bG]......_.._.z..5C..:qCs......p..,j...<w..{....UP....~wQS......qjz..wK..C...YP...._....>#...>.........O...>?.<...2. ...DA.
.....y..0..................(.o5.4..`......E.l1....Oi..,cF....zV.*..H.%.T.s5L.`...j.Z.(Rg.s.k.....Ff...c.>7.....g.]....YL....].Ia\LM.>..l...0nf..?Kc...3...n....I...{....k......qq..vMG...;!m..:...j.....}..n.....o
..sL.e. ..z.6U.#B.....H|.>...xda..$...g._..?...C..ab...z~..5.!M.;I......s....A....d........p.g]..#.D.....>.....[......W.5.^.S.f]}.Xs...O..bj.WT......*..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\google_white5[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 66 x 26, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 1642

Entropy (8bit): 7.8522030046082625

Encrypted: false

SSDEEP: 48:EqfHToQSCmLpa8iOWFex9Zx6heCGZPUF/ZSL9GN4BN:tHToQSCmLpa8idFw4sCcPOMGqBN

MD5: 3CFD8E5F5F514FAB43EC377C298F060E

SHA1: CA1F545DBE9A208F3B1537BDB3EF1245F3215254

SHA-256: 0BACA961680CDF231953072B012DEC0C8102FCB03A2A99886FA7D72E5F9F0942

SHA-512: 63C420BDE117BA2530FE2F09BDEF14EA4EFA99D43AE22CE89C86AFA501B5179EF59F320D73B4705C3230693A59C1A7D0094872721092FD1D345F9378B8608B47

Malicious: false

Reputation: low

IE Cache URL: https://maps.gstatic.com/mapfiles/api-3/images/google_white5.png

Preview:
.PNG........IHDR...B............r...1IDATx..Y..lK....m.m.m.m........Ke2.r..&'w..Z..OW...?....lO.....b.b.b.b+.=..l"......M..........+$.=...a....#$...f..I....k.].._...._$.2..w......1....@..P...........O...
<l....Rt....6..!....|.#.3....E.'..K....Wz............=.v;;..`>..R\C.....q.""..d........{yy........8..........:.....%....[.....a*....R_.....0.....iq.....9.{.zIC?~.8A."`6=!-.B6t... "...E..B.C...Hc^...CH...u-.=..
<<<.s#...^.W..I.DE.pjBFB. =~O..J...v...g.i.o...m...Z...f..O..:ujU..V....O+.....iy.{...u..b..`C6i.......L.v...|....ID.Y.=z4.Td..v.a...l..x.....7-....o.QD.#..aC...}<~.x.......O......'..`.%&]
.......W.O..oO.v..X...?..e..F}?..,+...m.."N~.^.z.N.Q.J.*.<......A.G....9..1./^.X_.R...)V.]...S.....eY..5kVd...6lX].N...;w....#$..y...j.....E.F..6.|g!#((.'...,..4.....[..nH.Y@...#@w....k..(.~
..5F.......o(.m......W.H.I.o.~_.vm.."..x....??BmM.....H'.}M.5b..b....H.<x......LW.(...'d..+.m........E....7..c..=,.QOOZo.7o....g3...1....OVT-D...

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\home-slider-info-more-bg[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: [TIFF image data, little-endian, direntries=0], baseline, precision 8, 1x14, frames 3

Category: downloaded

Size (bytes): 1214

Entropy (8bit): 5.773529465361748

Encrypted: false

SSDEEP: 24:tK1hepWwh82lYSgKFVPT3eyJfp5Lp5fGK5PhB:qccvnipBJfHLHfV1L
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MD5: F6AF568F72C186D19DFFFF87983DF175

SHA1: 7EC042963912A894AD7A7A6CDED84ABA32725C55

SHA-256: 61EAE78C753776ED797D7DAA475313B4BFC4BA6B6C2CE68F37D5865E1CC2B367

SHA-512: FCC35BC3FE1F05E2CAE4880BA8B075717C70F43916FDB43846FF7CDFB7FE94832525563E3DC7ECA7B5F17EEF5B898E54B03B3201A63ED59B11335A61F07EC5E
D

Malicious: false

Reputation: low

IE Cache URL: https://invorderingsbedrijf.com/wp-content/themes/invorderings/img/home-slider-info-more-bg.jpg

Preview:
......Exif..II*.................Ducky.......d.....Shttp://ns.adobe.com/xap/1.0/.<?xpacket begin="." id="W5M0MpCehiHzreSzNTczkc9d"?> <x:xmpmeta xmlns:x="adobe:ns:meta/" x:
xmptk="Adobe XMP Core 5.6-c014 79.156797, 2014/08/20-09:53:02        "> <rdf:RDF xmlns:rdf="http://www.w3.org/1999/02/22-rdf-syntax-ns#"> <rdf:Description rdf:a
bout="" xmlns:xmpMM="http://ns.adobe.com/xap/1.0/mm/" xmlns:stRef="http://ns.adobe.com/xap/1.0/sType/ResourceRef#" xmlns:xmp="http://ns.adobe.com/xap/1.0/" 
xmpMM:DocumentID="xmp.did:053CED477BFC11E4A5C5846EE25975C4" xmpMM:InstanceID="xmp.iid:053CED467BFC11E4A5C5846EE25975C4" xmp:CreatorToo
l="Adobe Photoshop CC 2014 (Windows)"> <xmpMM:DerivedFrom stRef:instanceID="adobe:docid:photoshop:f54ccc6b-7bfb-11e4-aff6-dec439418201" stRef:document
ID="adobe:docid:photoshop:f54ccc6b-7bfb-11e4-aff6-dec439418201"/> </rdf:Description> </rdf:RDF> </x:xmpmeta> <?xpacket end="r"?>....Adobe.d...............................
..........................................................

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\home-slider-info-more-bg[1].jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\i-quotes[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 1800x586, frames 3

Category: downloaded

Size (bytes): 105596

Entropy (8bit): 7.957036074114236

Encrypted: false

SSDEEP: 3072:vkCH5FJDuHCCWaR+C9C8azAU1matbcI88lVu0:vkCH5fDfCnrCzLXST8G0

MD5: 144C031DF3618431AC1450214822830F

SHA1: FD7B3D9EA37D32C06763D59A52AEDB5EE597A6BE

SHA-256: 9FFD7923F34ABFEEA6A58180114222CC58CE6DC3845CD66D6F65488EEDF2DD4F

SHA-512: 9F3AA59D5C1A9FAA4E7514CC30A313157EBB49018C31C8624E86D55FF4252E5EF7CE96CD036E2043C024D4A465CF5B6B8F6ED59695C348088A9C50F973B4D14D

Malicious: false

Reputation: low

IE Cache URL: https://invorderingsbedrijf.com/wp-content/themes/invorderings/img/i-quotes.jpg

Preview:
......JFIF.............C....................................................................C.......................................................................J...............................................................................................
...~.~.3..f...0Tk.\..V..y..J....r.Z..F0D.EI#Ms.N.$.sW...tb5.^`.........s.3@..Xf.....<...^|...^|.I................$jD........1.K.noc....{^~g'm.........y{'...y.....J.....Z&!&.6...8.sST.].<.R..7_...8...Uy...
{..=5.3.-.:i...npoqZ..q.....CD.`m.........{.. ............f...1.b%..Uk.p....Y.......M.3;.``.}s.gD.)2.9.......R.k.'..z5.L..u#i1;I..7c.....F.M"i.mOF.Q.H..=yq.T0..`....................g.6Z..3.=.l..............
(j@.b.....G.3X.{w..o[..x..;..q]...wy.xt.=y.......?OoG?f..sI4..15(...i.Q.cN|...n..s...N..}k.L.y.\}...R.....Q...uk..*u....q.C.\T. c......0.......;i...`jBx..l..HQ...h`."1..R....%VM.....*5.....pT[\.Y.....
m....r.,..C...t....eK.$c..g.C...C...L....=:d.t...\3....\.....................,...nl...^|.Y..........

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\italy-700x292[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 700 x 292, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 426846

Entropy (8bit): 7.991173264973802

Encrypted: true

SSDEEP: 6144:FNvZo7YIpa/m8ysX2YU1XFAOhPnjFDdD5bcKDcgrtAoSSj9upw7T5u4jaEC6fj3L:qctyu2YU7AOV5NlcKDcgrKSd7T5uLEt7

MD5: 4F78D0B8176E23D3D21EA27594F14297

SHA1: 68C275BB46D0C9757489304EEDF9549E900A74D3

SHA-256: 93C27374AC7C9B5AB893853BE14FBF92A80587A08A303F142208AD507E855208

SHA-512: 86561F1F8D6B40E5A81039D124CDA0EA0A32310E53970A0F935011FD52736568DA75F67D447308BA068F0C1A51D1267E96AF2CB241896251792E0F6DB750C365

Malicious: false

Reputation: low

IE Cache URL: https://invorderingsbedrijf.com/wp-content/uploads/2014/12/italy-700x292.png

Preview:
.PNG........IHDR.......$......g......gAMA......a.....sRGB........ cHRM..z&..............u0...`..:....p..Q<....bKGD..............pHYs...H...H.F.k>....IDATx..W{.i..Y?d.j.9.uW.,%zO.{......^*.]"
.GR......D..)....33...%......r.o....\=.s.S.?.....b...:..\_.Y....>....g.......k.4{....w.=........)....V.|.E..l.<.S-S.....|......|..2..s.xN.?Wm.,_.:..mw.].\O[=..e.......2..../Ni..\O.2.RO.....(..$.KSO\.}
*qi.L...zy.9.O..Rq.N.....v...#...?Is.....h./..q..&i2.k.... .....Y..L4@.........q.....o\...<..i....'....c....$...<........!...".&I..:.7.)..N.j.b|.Z\......<.........E.-.)..J."/_\..r...8E...[].....(S..e..+9..$/...
..)..H.J..+.T8H.....M.|4.Y....R ...D.r....i.[m*..e.u..?|.......W'.{~J.{..:E..)..E.....M..........|?.O.....2u.m(.?...O.6.@}.5^..s....6..j.%o.6U>.R.m........>....q.{...E......g.....|..........)E..e[..[{
..&.F.V........mp.........m..;..cJ?nP.I.....}..\..r......g.~n.V_c........x..?..}...z...6.7E...)~..C}..|..=8.:.J...'............/7...T.oS..].].6.4h...n..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\jquery-migrate.min[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 10056

Entropy (8bit): 5.308628526814024

Encrypted: false

SSDEEP: 192:kZrk/GNyd31svs7wkX8KzJcqSDdAcHX4YE5NLR:srhNyNO0kkMKzFSDdAcIYwLR
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MD5: 7121994EEC5320FBE6586463BF9651C2

SHA1: 90532AFF6D4121954254CDF04994D834F7EC169B

SHA-256: 48EB8B500AE6A38617B5738D2B3FAEC481922A7782246E31D2755C034A45CD5D

SHA-512: B74A2F03C64E883B9A34DE43690429327DFB4AA230A7A6AFCA8150A16E3D84E98461245FF264C26368D9904562CC34FE219F71F951D364FA5C68C039B76776CD

Malicious: false

Reputation: low

IE Cache URL: https://invorderingsbedrijf.com/wp-includes/js/jquery/jquery-migrate.min.js?ver=1.4.1

Preview:
/*! jQuery Migrate v1.4.1 | (c) jQuery Foundation and other contributors | jquery.org/license */."undefined"==typeof jQuery.migrateMute&&(jQuery.migrateMute=!0),function(
a,b,c){function d(c){var d=b.console;f[c]||(f[c]=!0,a.migrateWarnings.push(c),d&&d.warn&&!a.migrateMute&&(d.warn("JQMIGRATE: "+c),a.migrateTrace&&d.trace&&d.tra
ce()))}function e(b,c,e,f){if(Object.defineProperty)try{return void Object.defineProperty(b,c,{configurable:!0,enumerable:!0,get:function(){return d(f),e},set:function(a)
{d(f),e=a}})}catch(g){}a._definePropertyBroken=!0,b[c]=e}a.migrateVersion="1.4.1";var f={};a.migrateWarnings=[],b.console&&b.console.log&&b.console.log("JQMIGRATE: 
Migrate is installed"+(a.migrateMute?"":" with logging active")+", version "+a.migrateVersion),a.migrateTrace===c&&(a.migrateTrace=!0),a.migrateReset=function(){f={},
a.migrateWarnings.length=0},"BackCompat"===document.compatMode&&d("jQuery is not compatible with Quirks Mode");var g=a("<input/>",{size:1}).attr("size")&&a.attr
Fn,h=a.att

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\jquery-migrate.min[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\jquery.easing[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 3601

Entropy (8bit): 5.2001132596648185

Encrypted: false

SSDEEP: 48:o5RuCAtAe7uc5eLkuHbe8UuQrUrrUernyAp+Ydtj/OZAMOD3RLdURL1bRpLRL2Xv:vCeS9jQyltQF3jOOWcvTIq8

MD5: 03575A6D4BD2738DECD673F9FBDBF299

SHA1: 77982D8B0A42CF2F463C15C12578EEAFDC0058C7

SHA-256: AEA607F39789D4CC03DD33D5518A1E53D419C379C618B7A19D6E3A06F4F14D56

SHA-512: 9944B7DB0060A608EC1092408D5DC141D86F952C79BC3DE8EB2E21ECB631E66AFC5F2958218ABFA0853668C2F3A292C28CA84B8F6BBA8F6F81897F9B0A84EB9
8

Malicious: false

Reputation: low

IE Cache URL: https://www.invorderingsbedrijf.nl/wp-content/plugins/next-post/script/jquery.easing.js?ver=4.3.25

Preview:
jQuery.easing['jswing']=jQuery.easing['swing'];jQuery.extend(jQuery.easing,{def:'easeOutQuad',swing:function(x,t,b,c,d){return jQuery.easing[jQuery.easing.def](x,t,b,c,d)
;},easeInQuad:function(x,t,b,c,d){return c*(t/=d)*t+b;},easeOutQuad:function(x,t,b,c,d){return-c*(t/=d)*(t-2)+b;},easeInOutQuad:function(x,t,b,c,d){if((t/=d/2)<1)return c
/2*t*t+b;return-c/2*((--t)*(t-2)-1)+b;},easeInCubic:function(x,t,b,c,d){return c*(t/=d)*t*t+b;},easeOutCubic:function(x,t,b,c,d){return c*((t=t/d-1)*t*t+1)+b;},easeInOutCubic:funct
ion(x,t,b,c,d){if((t/=d/2)<1)return c/2*t*t*t+b;return c/2*((t-=2)*t*t+2)+b;},easeInQuart:function(x,t,b,c,d){return c*(t/=d)*t*t*t+b;},easeOutQuart:function(x,t,b,c,d){return-c*((
t=t/d-1)*t*t*t-1)+b;},easeInOutQuart:function(x,t,b,c,d){if((t/=d/2)<1)return c/2*t*t*t*t+b;return-c/2*((t-=2)*t*t*t-2)+b;},easeInQuint:function(x,t,b,c,d){return c*(t/=d)*t*t*t*t+
b;},easeOutQuint:function(x,t,b,c,d){return c*((t=t/d-1)*t*t*t*t+1)+b;},easeInOutQuint:function(x,t,b,c,d){if((t/=d/2)<1

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\jquery.easing[2].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text

Category: downloaded

Size (bytes): 8101

Entropy (8bit): 5.394584596723299

Encrypted: false

SSDEEP: 192:pk+Or8ur83V33R3hqRAsfAy45Or8ur83V33R3hqo:WZr8ur83VHBhmBr8ur83VHBhL

MD5: C0E583D55F5C85B0A1E927E542BFA23D

SHA1: EF492E87485D26E3F5000F7BB7C0C58A449A5321

SHA-256: E8A63985AEAC9876AFC79F3468105C5A68CE2233C046430ECE6F77153CA6D45F

SHA-512: 2ED43F2E7D36CF3CE7C3C9ECDAD3B8906AB275EC1F4E8DB6876997470FFADF0979F3BB0794A2CF5D60D94243278722B160AD5C3B17A4AB96418B50DF2C68CB
47

Malicious: false

Reputation: low

IE Cache URL: https://invorderingsbedrijf.com/wp-content/plugins/next-post/script/jquery.easing.js?ver=4.9.16

Preview:
/*. * jQuery Easing v1.3 - http://gsgd.co.uk/sandbox/jquery/easing/. *. * Uses the built in easing capabilities added In jQuery 1.1. * to offer multiple easing options. *. * 
TERMS OF USE - jQuery Easing. * . * Open source under the BSD License. . * . * Copyright .. 2008 George McGinley Smith. * All rights reserved.. * . * Redistribution and 
use in source and binary forms, with or without modification, . * are permitted provided that the following conditions are met:. * . * Redistributions of source code must 
retain the above copyright notice, this list of . * conditions and the following disclaimer.. * Redistributions in binary form must reproduce the above copyright notice, this list . 
* of conditions and the following disclaimer in the documentation and/or other materials . * provided with the distribution.. * . * Neither the name of the author nor the names 
of contributors may be used to endorse . * or promote products derived from this software without specific prior written perm

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\jquery.form.min[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 15248

Entropy (8bit): 5.263032948896212
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Encrypted: false

SSDEEP: 384:spbuKdl8246ZBPw0+vN9FpziTpqd+KeMnQ3bYoZR94kozOE0mZ7oebm6iEII:3UzvPw0+vPziVqdPuj4kcOE0mB9

MD5: F448C593C242D134E9733A84C7A4D26C

SHA1: 374AA1F8DB17575B0E35EABC46AD82062E09106C

SHA-256: C90F0E501D2948FBC2B61BFFD654FA4AB64741FD48923782419EEB14D3816FB8

SHA-512: DE133F9FF911DB26DD8DF4ADBE2528FE80722397082B5880CB9D4D930872D71168C4E0A5E95F04B1B5B88DA558FE5F04D2F83A649A791ECFAF87D751C6335E2B

Malicious: false

Reputation: low

IE Cache URL: https://www.invorderingsbedrijf.nl/wp-content/plugins/contact-form-7/includes/js/jquery.form.min.js?ver=3.51.0-2014.06.20

Preview:
/*!. * jQuery Form Plugin. * version: 3.51.0-2014.06.20. * Requires jQuery v1.5 or later. * Copyright (c) 2014 M. Alsup. * Examples and documentation at: http://malsup.co
m/jquery/form/. * Project repository: https://github.com/malsup/form. * Dual licensed under the MIT and GPL licenses.. * https://github.com/malsup/form#copyright-and-lice
nse. */.!function(e){"use strict";"function"==typeof define&&define.amd?define(["jquery"],e):e("undefined"!=typeof jQuery?jQuery:window.Zepto)}(function(e){"use strict";f
unction t(t){var r=t.data;t.isDefaultPrevented()||(t.preventDefault(),e(t.target).ajaxSubmit(r))}function r(t){var r=t.target,a=e(r);if(!a.is("[type=submit],[type=image]")){var n=a
.closest("[type=submit]");if(0===n.length)return;r=n[0]}var i=this;if(i.clk=r,"image"==r.type)if(void 0!==t.offsetX)i.clk_x=t.offsetX,i.clk_y=t.offsetY;else if("function"==typeof e
.fn.offset){var o=a.offset();i.clk_x=t.pageX-o.left,i.clk_y=t.pageY-o.top}else i.clk_x=t.pageX-r.offsetLeft,i.clk_y=t.pageY-r.offs

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\jquery.form.min[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\jquery[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 96874

Entropy (8bit): 5.3722595540197595

Encrypted: false

SSDEEP: 1536:HYE1fGBiByJsbfXXeRJ/shgWCeLLccJdZVHk04ssx+/mvaSIFSet43tpXJIGVypf:fsAg0psxTva/FSeKy2bDD5a98HrU

MD5: DC5BA5044FCCC0297BE7B262CE669A7C

SHA1: F137FF98AE379E35B0702967D3B6866A0A40E3BE

SHA-256: CF34E1B87BBFD9D9B185DEC994924A496E279D8DC9387AD8D35BC0110134C4D3

SHA-512: BAB5EB2C4ACC0CB1C65E8DEDBD6B422480FC20076D6C1B12879CBF1E5B352969E1553A0E878401C2F2B9507B64B02E8ABD4C6D1AB7E3D2C06272A491EE712E
8A

Malicious: false

Reputation: low

IE Cache URL: https://invorderingsbedrijf.com/wp-includes/js/jquery/jquery.js?ver=1.12.4

Preview:
/*! jQuery v1.12.4 | (c) jQuery Foundation | jquery.org/license | WordPress 2019-05-16 */.!function(a,b){"object"==typeof module&&"object"==typeof module.exports?
module.exports=a.document?b(a,!0):function(a){if(!a.document)throw new Error("jQuery requires a window with a document");return b(a)}:b(a)}("undefined"!=typeof 
window?window:this,function(a,b){var c=[],d=a.document,e=c.slice,f=c.concat,g=c.push,h=c.indexOf,i={},j=i.toString,k=i.hasOwnProperty,l={},m="1.12.4",n=function(a,b){re
turn new n.fn.init(a,b)},o=/^[\s\uFEFF\xA0]+|[\s\uFEFF\xA0]+$/g,p=/^-ms-/,q=/-([\da-z])/gi,r=function(a,b){return b.toUpperCase()};n.fn=n.prototype={jquery:m,constructor:
n,selector:"",length:0,toArray:function(){return e.call(this)},get:function(a){return null!=a?a<0?this[a+this.length]:this[a]:e.call(this)},pushStack:function(a){var b=n.merge(this
.constructor(),a);return b.prevObject=this,b.context=this.context,b},each:function(a){return n.each(this,a)},map:function(a){return this.pushStack(n.map(this,fu

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\kroon-leveranciers1.gif[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 136 x 90, 4-bit colormap, non-interlaced

Category: downloaded

Size (bytes): 763

Entropy (8bit): 7.666412501437889

Encrypted: false

SSDEEP: 12:6v/7CSUJhu+TrQlWCogWZRUEH3GOljTZalLXfc/K8dphjNnYyvNR2yn3i:YUXxT4WUWZRUO1jTE5fc/K8BJjFT3i

MD5: 5BE1EF8974D8482C4C00E603DCFF08EA

SHA1: ABC9A96DE0215DBAFB05989BBCF0C14DABB5E805

SHA-256: 65CFB56B651A465C94A014B44FE97DF3C059951CFEE9D7F46A03B95F007E949E

SHA-512: 58530CDF4DAD3F19441C76F48238A50BE3B9CBABC771726F396C31586E025835AA1DFFE2D95DAA8A3BA3EADA4907E7D9AF07B5437B439BA715FA8F7036D14C6
E

Malicious: false

Reputation: low

IE Cache URL: https://www.invorderingsbedrijf.nl/wp-content/uploads/2014/12/kroon-leveranciers1.gif.png

Preview:
.PNG........IHDR.......Z......b.E...0PLTE.....................s..[.....``.DD.##...v..L....IDATx...OHSq....o.k!l..,1.S.dE......B..f...6..4.(...n2..[:........4..........|{...WxX......q..q..q..s.$.Q.f...
.......Q....4....)k..........]... 2.x....Yr.f........ll..y..b.#.az.Az.c.j..........}.[.G.i.9K^..>.e...e.u....US.aM.Y\.$.5e...T..m.G..,Z.E..7..Tk.9......9Vfo.j..B..6.r..A.G.IeZE.[6.]\.?...}..>.......\.
.RV5qY..V+#.v.j.T.XN.l..lY.Ib.6..16./....~X.&E}?.J...J..Ra..T-..2c........*.&..".(u...L1TJRY<i..i!..;.1Wk.>47d..7G..-pI.R..S.?...!.g.!.h'0.PF(..F.R...X....Q......`Op.5......7...@..
O...8Fg..t....xi.3..z..>wy...h.....w.D^F...~.....'2.|..:#..G(.!P...ox.n\....3..nm......(V).6..._*....q.......q..q..'.W.&k<S:....IEND.B`.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\kroon-leveranciers1.gif[2].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 136 x 90, 8-bit colormap, non-interlaced

Category: downloaded

Size (bytes): 2088

Entropy (8bit): 7.789962456994695
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Encrypted: false

SSDEEP: 48:BajbzmFYhnZ4/7QATX4aWynlf1+BDnexkdaWfYg:B0XmFwyDQgWynlt00Wj

MD5: 9304F0690DA0560DDB623AA694481646

SHA1: 66F258EB627338AA3ED4F8FD3AE229978B3FC74D

SHA-256: DC7E8881B37D01AFA1613BE3366AD9452B8CEC09040CDAB31D40E2B42C947C14

SHA-512: F90532499615EEBB941F83989FF79C76002409387AAEC043705165EDD9717E80F3A8B3972DD11F55CB65F355F6E6B39353086B29B8CE32C81F25686812047147

Malicious: false

Reputation: low

IE Cache URL: https://invorderingsbedrijf.com/wp-content/uploads/2014/12/kroon-leveranciers1.gif.png

Preview:
.PNG........IHDR.......Z.....T..D....PLTE..r..y..u..}..l%%.............((....--.VV...................QQ.jj.l........]]..........ee.NN.ZZ....LL...."".))....55.....BB.p............}}....EE.  ...........................i...
..............}............bb.33.GG..........]....@@....h..........II............tt.........22....yy.pp....<<.88......................``....u.....................XX....Z..x.............{{....SS.99................vv....>>._........
xw.......}........t.....vv.d..z.....gg..............................z.......w..}.....................................|...............ll.................................................................T.....}z.........t................................
M...NN....|.....tt............................ll....j..}....IDATh...ep.I....Y......qwW.D.8.4.......]......!!.U.UG.V.........yfv.j......E!d.BF!d.BF!d.BF!d.BF!d.BF!d.BF!d.BF!d.BF!d.BF!d.B6. V...2.{..=,.
......;.{.v.m.9Y&..i..).z.....~....

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\kroon-leveranciers1.gif[2].png

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\lftracker_v1_Xz1A5d77ZekdP3k2[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 10705

Entropy (8bit): 5.392120248436647

Encrypted: false

SSDEEP: 192:m6HcMQbPQ9bdXd3l/2cMSzR4Otqcu2ZXTalZlRL8bNo7lAG3W:Wi7ZqHpYXTBGTW

MD5: 8DA34D4D5870C685A9A771F21885AE69

SHA1: C1263056B02F6EFA50AF457A387A25CE7D126384

SHA-256: E1B888B050F00211E3CA943C36FE8CF330481B4E752188ADDEF89448AB6CC5BA

SHA-512: 107BFEB69092EFB7D36B0F4804DB10E59917913205CE2500B24262E60781D59653505D89BE9E9AB445454A04BBDF12E0750E829342AD54456BE0A434CA0F088A

Malicious: false

Reputation: low

IE Cache URL: https://sc.lfeeder.com/lftracker_v1_Xz1A5d77ZekdP3k2.js

Preview:
!function(){"use strict";function a(e){var n=r();return n[e]=n[e]||function(e){return{id:e,plugins:{},getPlugins:function(){var e=[];for(var n in this.plugins)e.push(this.plugins[n
]);return e}}}(e),n[e]}function o(e,n){var t=a(e);return t.plugins[n]=t.plugins[n]||{},t.plugins[n]}function r(){var e=l();return e.r=e.r||{},e.r}e()&&(window.ldfdr.registerTracker
=function(e,n,t,r,i){var o=a(e);return o.track=n,o.identify=t,o.pageview=r,o.getClientId=i,o},window.ldfdr.setTrackerOption=function(e,n,t){a(e)[n]=t},window.ldfdr.regist
erPlugin=function(e,n,t){var r=a(e),i=o(e,n);i.init=t,r.pluginsInitialized&&i.init()},window.ldfdr.registerPluginConfig=function(e,n,t){o(e,n).config=t});var f="Xz1A5d77Z
ekdP3k2";function c(e,n){return(n=e.GoogleAnalyticsObject||"ga")&&e[n]?e[n]:null}function l(){return window.ldfdr}function e(){return"undefined"!=typeof window&&void 0!==
window.ldfdr}function t(n){var e=Object.values(r());return O(n)?e.map(function(e){return n(e)}):e}function d(){return l().getTrack

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\login_form_bg[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: [TIFF image data, little-endian, direntries=0], baseline, precision 8, 802x388, frames 3

Category: downloaded

Size (bytes): 52923

Entropy (8bit): 7.977025096832459

Encrypted: false

SSDEEP: 1536:9GZwbVKWY/DRB96Nq2Hf7O3Qyd9ANuQxJ:Q2xreRB9KO3QaQX

MD5: BEA99F97FC195F815DEF5CB271582749

SHA1: 2DF338E0F306269D08E7F74881396F6E8A638179

SHA-256: D197171D08F0162B85950A050D6AF8DFB65C0E8C29EC287F4D5B760E6209608A

SHA-512: 0A3FD81FC9A021D9C10FB4A0BB177335CCBDB1EC8838F54DF29BF1A38E43F16BD9AB7C6CD8DD38F96E7B8B4A73D9F70650EE17D382B008D450C1877F76296A
BF

Malicious: false

Reputation: low

IE Cache URL: https://invorderingsbedrijf.com/wp-content/themes/invorderings/img/login_form_bg.jpg

Preview:
......Exif..II*.................Ducky.......d...../http://ns.adobe.com/xap/1.0/.<?xpacket begin="." id="W5M0MpCehiHzreSzNTczkc9d"?> <x:xmpmeta xmlns:x="adobe:ns:meta/" x:
xmptk="Adobe XMP Core 5.6-c014 79.156797, 2014/08/20-09:53:02        "> <rdf:RDF xmlns:rdf="http://www.w3.org/1999/02/22-rdf-syntax-ns#"> <rdf:Description rdf:a
bout="" xmlns:xmp="http://ns.adobe.com/xap/1.0/" xmlns:xmpMM="http://ns.adobe.com/xap/1.0/mm/" xmlns:stRef="http://ns.adobe.com/xap/1.0/sType/ResourceRef#" 
xmp:CreatorTool="Adobe Photoshop CC 2014 (Windows)" xmpMM:InstanceID="xmp.iid:1AF65DB77D9711E480A8A1A47E814743" xmpMM:DocumentID="xmp.
did:1AF65DB87D9711E480A8A1A47E814743"> <xmpMM:DerivedFrom stRef:instanceID="xmp.iid:1AF65DB57D9711E480A8A1A47E814743" stRef:documentID="xmp.
did:1AF65DB67D9711E480A8A1A47E814743"/> </rdf:Description> </rdf:RDF> </x:xmpmeta> <?xpacket end="r"?>....Adobe.d...................................................................
..........................................................

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\logo[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 256x129, frames 3

Category: downloaded

Size (bytes): 10115

Entropy (8bit): 7.919652230704366
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Encrypted: false

SSDEEP: 192:zY1e/9DrRf7AMp39w5Yqm9c8m/ElvMqy7anJGOgk7BIC1hWW7a6B8:U10jAQ39w5Yb9Lm/El0qyaGm9I4bVK

MD5: F1FD7DA3D622CCF055CF2FA01DCCDEFD

SHA1: CC1EDBCEFD3AAF4FD6A4360D6C7972F006EBC850

SHA-256: 3B4568A962EBF034ADD5A1439CCDC8F2E712F31409C1D5AC3FE09A320CFA908A

SHA-512: B42AE64E7EB04587F985D113C3FF860D22067F249F8CABD504D6CDD5C9C2CD525D0D48998C715D38471503B54BB3D6D82A1F52AA11FD1C78CEAA7F3C51FE355
A

Malicious: false

Reputation: low

IE Cache URL: https://www.invorderingsbedrijf.nl/wp-content/themes/invorderings/img/logo.jpg

Preview:
......JFIF..........................................................................................................................................................."...................................................UG.......BB......BB......BB......
BB......BGdl.......$...V.u4......K...@......*;P...{.U?nIk@......].^;T#..........T..y+.k....+[l...B3......21....%.p. ~.......{.:.1L.W...ed|....=..p....r.NDnAJ......c..zoI....K......z.`t..p........Ov..?
b....u...uO.."....U......t._./................................................y.W...j...@...b0Mx.7...N..o..pg...].Z........=e.0...Jr<..............................................:.T..9..:C+..sD...I`...^.J....F..-+...U..
....V....+.y..U.G..b1>......../.............................. 4@t.7Uv....%0P...........HMJ.jQ.Q..t...<s{|nW.......l{|nW.......l{|nW.....fRaqorI.e...I.....Q.....'.zZ.m......z.....U...-?......T.EF.*....
.k...E.^.?..?.d.oKO......U..Q.../T]I.v.@F`e*@..A..d..?.n.&Gv.N.l.xx6R.........Y?...X.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\logo[1].jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\main[1].css
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 186767

Entropy (8bit): 5.102554086062239

Encrypted: false

SSDEEP: 1536:oqHrslMlnlmnMMEM8Ssj6j90nHnSnoMTNDmYM0:O

MD5: 894B03EB2297FD245FEE4EB494116B96

SHA1: 370FFC86D2A1C5302FA490D9177E5A83DD1DDF94

SHA-256: FE5E1F4D2F8395F9ECEB1153023CA3A7FB80F6BAB83408B5B8E468EB9B5DDE00

SHA-512: F86F87946891487C27BE049F952B925FFDC91BA546D491F8469EA02667B8B92CE73D68A42CE6140870B11B42AD84E506B15DA7CC43604616A5774E993A6C9132

Malicious: false

Reputation: low

IE Cache URL: https://www.invorderingsbedrijf.nl/wp-content/themes/invorderings/css/main.css?ver=1.0.1

Preview:
@import "https://fonts.googleapis.com/css?family=Lora:400i";@font-face{font-family:avenir;src:url(../fonts/avenir400.eot?-i6ax64);src:url(../fonts/avenir400.eot?#iefix-i6
ax64) format("embedded-opentype"),url(../fonts/avenir400.woff?-i6ax64) format("woff"),url(../fonts/avenir400.svg?-i6ax64#avenir400) format("svg"),url(../fonts/avenir400.ttf?
-i6ax64) format("truetype");font-weight:400;font-style:normal;-webkit-font-smoothing:antialiased;-moz-osx-font-smoothing:grayscale}@font-face{font-family:avenir;src:ur
l(../fonts/avenir700.eot?-i6ax64);src:url(../fonts/avenir700.eot?#iefix-i6ax64) format("embedded-opentype"),url(../fonts/avenir700.woff?-i6ax64) format("woff"),url(../fon
ts/avenir700.svg?-i6ax64#avenir700) format("svg"),url(../fonts/avenir700.ttf?-i6ax64) format("truetype");font-weight:700;font-style:normal;-webkit-font-smoothing:antialia
sed;-moz-osx-font-smoothing:grayscale}/*!normalize.css v3.0.2 | MIT License | git.io/normalize*/html{font-family:sans-serif;-ms-text-size-adjust:100%;

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\mask_2@3x[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 1281 x 810, 8-bit colormap, non-interlaced

Category: downloaded

Size (bytes): 308227

Entropy (8bit): 7.997186361943516

Encrypted: true

SSDEEP: 6144:e5QV0ELzSF4NNIz5E+uRwe301ZLWrwTIJL1t/+PkCI9AL5CiL7l:QQE43INE+uRJ3qfIJL1tCp

MD5: 9ADBFC8D48D4D0D04C4D83105978F694

SHA1: F6855F76B4E5B8C97F88EC7D3201A969FAD2D22B

SHA-256: 229BC680D264B28F031BCD13CDDD729DC4CCB47EA69AFDB24C3D219DFEA98EF0

SHA-512: 65DF8C8872ECD20D7133D5135541944F144B189CB80C185335E23FDBE110C004071D8711024CB199C3D905800F2FB30E07060671BD07536A230F655786F561C8

Malicious: false

Reputation: low

IE Cache URL: https://www.invorderingsbedrijf.nl/wp-content/uploads/2018/12/mask_2@3x.png

Preview:
.PNG........IHDR.......*.......w.....gAMA......a.....sRGB........xPLTE...LAL`JX!"&..&ie.!+8w\jhYkkS`5,5...t.~er........zk. Kg.jsuq..;P7;J.....QP`...Lh.4Wu.rz........J.5.......i..o35FN... 
.IDATx.[..:...19h`@...I@....8....~cw6..P.b..C.w.{.|.t.e._....v....C..nM.......}.N........![.:...t..6..w<..}..j.I.(....O..........To(...~n2`i.....+q.6..y..g*_.(_..X..N...I1.:..O..|...m4.I...~.....~m..i...
C.}...F..........{+3 V....z...z.........K...c.x.v..l...<&..]oC...mi...X......k_G.....k.....k<....X.l...uA...FJ7W..!n../.1F..|r4c.L..?..".X..^...L!p......~...~.z.....@....@.?..^M_g.Z..2.DC..7.`..@p~...
#M......X.7...p...c.I..D..d...l.....o.v....{.....{t..2.o..Y.l.9..g.^..<.2....\C...k..eu........3....y...`v........]...$1j..@>....:}....c..iC..w...I..m....0..P.....8>...k.......YK1p=l..e.3ZhR......}z.`...!.eo*.,
.tk..[..#X.....i.y7J..!m.....z..t.......z.%+...J....!...1.=...0.]..0.]..$..!...*..K6..Xj....8..W.../P0....0.A S...Q!.7..m@V....t....&..[8.hd...

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\oost-land-700x292[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 72x72, segment length 16, baseline, precision 8, 700x292, frames 3

Category: downloaded

Size (bytes): 67764

Entropy (8bit): 7.916105047245371

Encrypted: false
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SSDEEP: 1536:HMET1FBoDcOWN3zNJ8j+yRkD4Q+OURmHVkrevbir4C7CZ:HMy5/pFzpyRkMdOqmHVkrevq7i

MD5: 510FCAE5020715409660D6EA58E65314

SHA1: 5FC7B0D29C2035C0495B712ACFFE8D3CECC1379C

SHA-256: E1E1DEBB843E2EE9660A272F13398C57BF3C5E38BB60743799689D77B051761C

SHA-512: 5D1FCD21BCE8BC6817B099F2EE93E7E793D45B595BD70D20B0DFD31F5348AE499BD35202A78CADD85A5F30FF39AE5EC3504125D5350B7B2EBF64578EB8D0D9
56

Malicious: false

Reputation: low

IE Cache URL: https://invorderingsbedrijf.com/wp-content/uploads/2014/12/oost-land-700x292.jpg

Preview:
......JFIF.....H.H.....,Photoshop 3.0.8BIM.%..................B~...Phttp://ns.adobe.com/xap/1.0/.<?xpacket begin="." id="W5M0MpCehiHzreSzNTczkc9d"?> <x:xmpmeta 
xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.6-c138 79.159824, 2016/09/14-01:09:01        "> <rdf:RDF xmlns:rdf="http://www.w3.org/1999/02/22-rdf-syntax-n
s#"> <rdf:Description rdf:about=""/> </rdf:RDF> </x:xmpmeta>                                                                                                                                                                
                                                                                                                                                                                                                                                          
                                                                                                                                                                                                              

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\oost-land-700x292[1].jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\oval@3x3[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 183 x 183, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 30053

Entropy (8bit): 7.986629855181827

Encrypted: false

SSDEEP: 768:Kc85POCF/uR1hFlkI1qoHkqTrd9SX1NG6QvT:JEPOS21hFlkI1qoP81NNQvT

MD5: E36DC82510E8BA7D520C77F3C35F7401

SHA1: 1F689D0B1FB9F5DFD5F8DEC50712491C63D512EF

SHA-256: 5E34EBCCEACD225F22FCAE2BE39C4DF2A328AE3F6C3AEBE775F287C34DD1EAB2

SHA-512: 041D693C3A3FA9436242549C02AA960503A039E7F48641454BA50D2062F10E99B2CB68F2B6FFB176860136FF0AB950C0138943F84053DC456C1208F839162876

Malicious: false

Reputation: low

IE Cache URL: https://www.invorderingsbedrijf.nl/wp-content/uploads/2014/12/oval@3x3.png

Preview:
.PNG........IHDR.............Pn.....sRGB.......u.IDATx..i.$Yv.......}........{.{...p..#.&..0M....a..m..iR.eC&e...I.!..!."D....%SC..Y{z..}}.......5.7"#.EfF.zU]3...y..eFFF.8...|.;B).'.6.......
..Y.3..U...(.p.x.\...h......y.......E:..zb.C72..F.=..P~....p-a....s.<..w....I._1...(=.....-._7....O....Nn....c..........F.....>1....|.._.0.C.....>.....O....{..4=..K..o.#...'...M..y..l.._....?..{.v.....F......x<
.z7BZ~......q..l...&..3..m.FI....{.^|b...ic.?c.,.}....f....Z.=..&..C...|.....|.3.. ..e;.m..cCJ[.n.-..r....*.q..c.,.Q.?2.?2F..'..xl_6F.....!.w6........v.....:.J..]..}..|?.*..*5Tk....c..S3.....!n.j...............
0.P.......7.....^8..A.....C..?......'g.03..3.'0>9..?.._.........Z.....Q&..f......X...*|.s.(#.....=.M@+Ed...K..v...;.....?q....Q'....o.....~H.W..#.W?.F...|.+.7..x.AF.|~.Q.{o.....G.M.........8..:....*.?
~b.G..........9..[..X]..:...F9j(..W.o..s.zm.%-..'...g1.p...?....[.q?.FW.o..;.*.....X.u...o....f?C.2.a.=..<3.L}...Y].b...../.\y`.L.....?=........

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\oval@3x4[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 183 x 183, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 40132

Entropy (8bit): 7.9850864801342025

Encrypted: false

SSDEEP: 768:GBtSvUpusUcQ0qw7+K2OwOqmCUm0Dl3HzJ41YiE6dKoBjhRvP1WC:GBYuUc97+TOqhUrNIYiE6cC

MD5: FAC0E9E576A717F242173FD394C9B27C

SHA1: D05EB6EF27BFA96EEAF3B4AEF4FA0956F1EA3F50

SHA-256: 81BDFB54E038923737DA1375374BCD45C749B392E52C09DD47D93B74747A2AE8

SHA-512: 2C7FEA5B170D57C873FAA3F715CB7ECFBB3910AA3D79D69A92F3B802641C293DC972BA69E90B9911966ED44787FCA74E13FED7754DC5006BF1679799732CE7F2

Malicious: false

Reputation: low

IE Cache URL: https://www.invorderingsbedrijf.nl/wp-content/uploads/2014/12/oval@3x4.png

Preview:
.PNG........IHDR.............Pn.....sRGB........~IDATx..i.dgz..{..T.]zo.w.).h...C[F..Rl..`...%..8@>%H....%...Y...`.......Y....-.-iF.hf.8..n.M.~...]..=Uuj..6..fF}.b...[....y....?"....]..x.x.y
<.\......I.H...@.T.c.....?o..5.w.G...\.G.>.H...@<y......?....>y...$..G.>...|.y...}.~..........=.w...'Z`.$....=..gZ`...?.._..._.~.8.]..........>..w..\.._.>....~...?..|...c.....l.._.........#p.g./....b.x<:...'...
/....p|..U.........7...z.......n@.....~8.....GY......:........GJ.....J+..(.QJ..&M3:...N.<......./....#p.{.?......=.....FC........H1.?..s..a!.!...M^.ZK.".766...B..uQ.........>...?...{..B..?..`...}...p.
.....m`N..~~...........bh.PJ..u.s..8w.............G..G...92.W...^n.....v.sp....>..K...n..s...a9z...a..X{a.o..$.0.sr...>.s.8...y.y.7..=..6U.G.~.....A.W...5............9..a.....Gn).\....-D...X\.....hE... 
....9.\}.....~...7.........=..~....E.......n...}..K.F;.X.`h....R......-Z.w..W.;.R...]..J...:4Q]I....z.q.....I.....Q+>...pH.o...|KkmQ.y..s.&u]/.."u..a...kD

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\page-1@3x[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 147 x 147, 8-bit colormap, non-interlaced

Category: downloaded

Size (bytes): 1488

Entropy (8bit): 7.7578864713803375

Encrypted: false

SSDEEP: 24:forRUeTiSPs2HUbEcLpq3wodUEizJsCye+lnqVTwoYzwjFhFG21JmkPK5wZs7Y9:fMRUsimUbBLU3FdUlzap/w5K2PXyM9

MD5: 9A50FE99271EDE64B17A2620A6BCBFF7
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SHA1: CD4078B29A8586D74D08ADC9917C99C3929F81B9

SHA-256: 933835A391CFDCBD298876504D4CA75CA1647B51C451A96B46DB1F38C962D54F

SHA-512: BBC6417507DA4676FC2ADC1A2997D2B4A18E0A73C4CFC8EA86D7D3F6FB8753973CF09E2310CD329DA47E7F689D1A7C7C58197DF1AE0A10B510779A7486FAD31
E

Malicious: false

Reputation: low

IE Cache URL: https://www.invorderingsbedrijf.nl/wp-content/uploads/2018/12/page-1@3x.png

Preview:
.PNG........IHDR..............;.'....gAMA......a.....sRGB........$PLTEGpL...........................GpL...z`*.....tRNS.c..Gy2.....J....3IDATx..\.r. ....4...=..1~#@..).v.s..W.Zd....7..7cu!.wI
.ULX.)t..U1..1.<..o....''....d...-O.L.!=.....5..._.O....b."L.k.hR..s.teP..z1.#e]..II..1..a|0.6..YV..f...........Ah..Ta.)Y.f...t1.....cL..B......W.}=.........Y.y.?.O:.xUnQ.w.9..?...`B2~...V.I
.a.c..g.az.'.......X.%...w.(.......|..t>.|..L^.....o....h......v.Gx....i....;=...=...t4..2...Uxb.6.'.R....~....?.l.../.~Y...ob..O5.E...Wl.A... &...j.T.}'..g.I...&Y....'].L1O. ,<.1.[.t...x2.=.b...YO.4.
.I....5.w.'..LO..Ot.o..L.d}.....|...bHx...Q`3.|Q.>.?..`..6.k..Z;.>W:>....R...<a.<Y.Z...'.PO.y".,+`-..t..a.K..y.."..>.i.T..W.<...........oy:.b..fj.5O..n.Z....a.5.2.n..'|ZO&3v...O.zBU=... v...
xhK...z}..^%......l....)%r.)..a...*c.......d~..............r....w%.!.}...`.lpyPh...}A..A..R...g...T.Lj....1..}..?.cR.iez..M..c.....U.[..8.K.....O#.h...n.h.6.._..i....9..7.....?m?F..) b

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\page-1@3x[1].png

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\person-min[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 81 x 81, 8-bit colormap, non-interlaced

Category: downloaded

Size (bytes): 1482

Entropy (8bit): 7.767948865695295

Encrypted: false

SSDEEP: 24:6UC61zgwBKG7GqyeeCPl4wHTbHm88BG64LCX/DWZ6FPNHy2HevSmme1aarLAXaEf:uk0dG7GqjeWe6HP83NXLe6nSzyLaN+Ia

MD5: 45ED6B5ED3C04F67E01B1B40399FF61B

SHA1: 3488AAA93077132AE7CDC45375363A3EA583AEB9

SHA-256: 012F0D56682A514CF846AA019FD0781EDC9FEC8120E13265BA2254BFD7ED4C68

SHA-512: C16BBD887137F7AD63DE438797ED5DCBC4150C2D78C23C67B71C93E5A9F6C812008D1484590F1120035A257C0B2CFDC65940137FC860232D1FBC3072D1006631

Malicious: false

Reputation: low

IE Cache URL: https://www.invorderingsbedrijf.nl/wp-content/themes/invorderings/img/icon/person-min.png

Preview:
.PNG........IHDR...Q...Q......Q......gAMA......a.....sRGB.........PLTEGpLh..h..s..h..h..y.....i..j..h.....i..i..n..h..i..l..m..h..k..u..i..i..j..i..i..j..i..i..j..o..i..i..i..h..i..i..i..j..i..j..h..i..h..i..h.
..%M.....tRNS.........L..R...d$..6..tm|2..A......Y.+.=x\.htn....IDATX.Y.:..IQ@.*.*Vl.....I%..._.$.L9s..5..,..&........]h....5..0.b.o.Ve.FU.&...gm..?..yY;<2o..{...}.<....%z.....W....I.b.P.bv.
....;.+`VX.jF...F....(..~<_.... ss"+.=.7]rr1....X.*...f.....s..P.!.h.F....Z......[.2'.^..|..mFD.....L....L.......{..u.....p.}>..lU..X..C........,.....nE.W.5.......$..Y...d.@.......G]$.x..DN{.}..N.....
...\d.|X(..*.....`.G....d...e...I.$........;N .F..>....7!<(.p.?`.#?.....`..g=.......t|.}+8...~r...(..T.w.2........U...G.B....|..W&'#.b)...K@.....H`.R"........'a..4.HLX.1...)H=.~.K$.3..Z....a..aK$.`..A
.......o.4K&{...-B.\...F..k...3c2....P...9C"......UVO..j.*2....L.@.D.'...Z.b.=C5..U[J.I..B..#..\.HR..Y*].#..Q..{.e..7....|&....P..g...._..W..B)~+r].F...S"....]

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\photo-1486125305436-b7144b0734f0-650x230[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 150x150, segment length 16, baseline, precision 8, 650x230, frames 3

Category: downloaded

Size (bytes): 19794

Entropy (8bit): 7.887150173908898

Encrypted: false

SSDEEP: 384:hYNg78xgNAsxOS2LMP5xcg9RO8OKAtblLkT9t+aHBxOysojL:hYyA5sxdAMP4aROttblLi9tNLJ

MD5: 6F21314C1C2B472DC4988595F83470C6

SHA1: E31E4CFDB2BD9A296E11E4978DD36BA607CCCB2A

SHA-256: 3407D8863F211C9FFA31D8166C19C70BD253A1DC30814EA2413ACBEBBEA01AC5

SHA-512: A4707408632F43B40EE015805F54F951A51E56219D8D318914F09676D6D6783739003BAD47BF5144CE4D1947006DD2F7F95E9B69C51CE429EB788C651C41ED8C

Malicious: false

Reputation: low

IE Cache URL: https://www.invorderingsbedrijf.nl/wp-content/uploads/2019/08/photo-1486125305436-b7144b0734f0-650x230.jpg

Preview:
......JFIF.............XICC_PROFILE......HLino....mntrRGB XYZ .........1..acspMSFT....IEC sRGB.......................-HP  ................................................cprt...P...3desc.......lwtpt..
......bkpt........rXYZ........gXYZ...,....bXYZ...@....dmnd...T...pdmdd........vued...L....view.......$lumi........meas.......$tech...0....rTRC...<....gTRC...<....bTRC...<....text....Copyright 
(c) 1998 Hewlett-Packard Company..desc........sRGB IEC61966-2.1............sRGB IEC61966-2.1..................................................XYZ .......Q........XYZ ................XYZ ..
....o...8.....XYZ ......b.........XYZ ......$.........desc........IEC http://www.iec.ch............IEC http://www.iec.ch..............................................desc........IEC 61966-2.1 Default RGB 
colour space - sRGB............IEC 61966-2.1 Default RGB colour space - sRGB......................desc.......,Reference Viewing Condition in IEC61966-2.1...........,Reference V
iewing Condition in IEC61966-2.1........

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\poland-700x292[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 700 x 292, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 451359

Entropy (8bit): 7.982886527529757

Encrypted: false

SSDEEP: 12288:e0sqk7BkSQipN0o2h1Ms3qy4aUHsi1bQc+C9TTGoIujWJj1r:3EqSQIKocb4lZ9TT9Iuyn

MD5: 022972DDCB08060618E60E7321163F9C

SHA1: D74B26DF23D516D28D4F2397AA720036727A912D
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SHA-256: 0F276C3890844F8E9C308C5B6141AFECB754DFF6B815AE7C88C5890B4FF15D28

SHA-512: D0507731FD720108E84CB99D4BA40AE4629ABAF53CC61B205E28432C87340D5535AADE00785CFDF7ADB6E886ACB7BE14953425B82BE49BE55429E24C0692058
B

Malicious: false

Reputation: low

IE Cache URL: https://invorderingsbedrijf.com/wp-content/uploads/2014/12/poland-700x292.png

Preview:
.PNG........IHDR.......$......g......gAMA......a.....sRGB........ cHRM..z&..............u0...`..:....p..Q<....bKGD..............pHYs...H...H.F.k>....IDATx..g{.G..[V.%.V..sD.9...`.Q.r...$....
x<cK.g........h...y>...F.....V.........q.`C.?..@.=~..n........>*.....7.D..?..........uzy?...~.m..../..7.h._.=..^....C...~~M>/..^z...}..y}...m.{.h.....E...Sc/.=n.-{h.~...Qn....~..F*..C>....Z..i.e...m..
..C..m..v..Je.e.F...a...=V.b...Nz...A..=..3..3)....................3>.h.uA.v...>.C.&.{.0.....H....5..../..;...'..1Fc.....7.*../C.4.r*.?.......I.i.H}._m..m+...b.f..dy9.p>. ..l.n..#......S%..d.>d..d.nQ.
......q..CT".P..mc4&.n$..).G.|.I.@.BU..\..R.b.b....35.f...l....#.&kVD.N......*m....1.a#N...d...L..m..>..W....x.}..#.. m....&#..i}?=vP>..~.....A.}.n....v.}...E...}..\h....(..G.4[a..P...4UBi.(
.8Q@q...D.*..T......L....0..t..2.c9.K.......`.91.7..f..Z...p....#.3.w.!..F.f.k..f\..O.{v.@#.)z.Y...%...(.9>(..F8....F$*adk..).....5..l...yL.=4..f.%.Q..d...o.9`...8...2_C~

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\poland-700x292[1].png

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\proxy[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 114404

Entropy (8bit): 5.433306900937913

Encrypted: false

SSDEEP: 3072:VuS7YVmCySmxLLycDlnK4P2ORqu12P1kVFDW5Z5siAWNVC2xO5e:VT7YsLLyQK4VSQDW5Z5siAWNVC2xO5e

MD5: 9F4D60F4F2B143CADACB2B8B3A901401

SHA1: 8C25B07F5122F9875920498C20EDE6045320F479

SHA-256: F4D712C5A2901B92D4BAA6E18554C3DB8E5CE1D8F4D3189054E39489B37C982C

SHA-512: 4EFC7920BB8CBE7CE0CD1279AEAE743ED046670001752232B91A44B1CAAA3B6617EB4184C03AD750A1311F61E9F1FBA6B10A5961ACF2F2E5FD0A94E5581F64F
A

Malicious: false

Reputation: low

IE Cache URL: https://cdn.useproof.com/proxy/proxy.js

Preview:
!function e(t,r,n){function o(a,s){if(!r[a]){if(!t[a]){var c="function"==typeof require&&require;if(!s&&c)return c(a,!0);if(i)return i(a,!0);var u=new Error("Cannot find module '"+
a+"'");throw u.code="MODULE_NOT_FOUND",u}var l=r[a]={exports:{}};t[a][0].call(l.exports,function(e){var r=t[a][1][e];return o(r||e)},l,l.exports,e,t,r,n)}return r[a].expo
rts}for(var i="function"==typeof require&&require,a=0;a<n.length;a++)o(n[a]);return o}({1:[function(e,t,r){t.exports=e("./lib/axios")},{"./lib/axios":3}],2:[function(e,t,r){(functi
on(r){"use strict";var n=e("./../utils"),o=e("./../core/settle"),i=e("./../helpers/buildURL"),a=e("./../helpers/parseHeaders"),s=e("./../helpers/isURLSameOrigin"),c=e("../core/crea
teError"),u="undefined"!=typeof window&&window.btoa&&window.btoa.bind(window)||e("./../helpers/btoa");t.exports=function(t){return new Promise(function(l,p){var 
f=t.data,d=t.headers;n.isFormData(f)&&delete d["Content-Type"];var h=new XMLHttpRequest,m="onreadystatechange",g=!1;if("test"===r

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\rusland-land-700x292[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 72x72, segment length 16, baseline, precision 8, 700x292, frames 3

Category: downloaded

Size (bytes): 65316

Entropy (8bit): 7.912824264411967

Encrypted: false

SSDEEP: 1536:HXjO/wxG3Xo7fbIqWemo40E6cosXS248EX8:HzOIxG3Xo7fUremo4OXwS24U

MD5: BABD700A4D8FD318AF2F5F39F9427D60

SHA1: 67A467C351BBB96F21241BE16C4E6A81339952AA

SHA-256: 1B8A8670617F793A75CFFFD6DA5B49FC18CD89132CDB20E91A1BD700EF7390DC

SHA-512: 2E1114B7E55DC32583C8F019346C2501FA7A482CAAAF5BB67CFFF4190C9664A0CFEC61EB0416126E3A8396570442A0BFC9B3ED243CDAAA45087C1D4F163D918
F

Malicious: false

Reputation: low

IE Cache URL: https://invorderingsbedrijf.com/wp-content/uploads/2014/12/rusland-land-700x292.jpg

Preview:
......JFIF.....H.H.....,Photoshop 3.0.8BIM.%..................B~...Phttp://ns.adobe.com/xap/1.0/.<?xpacket begin="." id="W5M0MpCehiHzreSzNTczkc9d"?> <x:xmpmeta 
xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.6-c138 79.159824, 2016/09/14-01:09:01        "> <rdf:RDF xmlns:rdf="http://www.w3.org/1999/02/22-rdf-syntax-n
s#"> <rdf:Description rdf:about=""/> </rdf:RDF> </x:xmpmeta>                                                                                                                                                                
                                                                                                                                                                                                                                                          
                                                                                                                                                                                                              

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\russia1[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, baseline, precision 8, 60x60, frames 3

Category: downloaded

Size (bytes): 4029

Entropy (8bit): 4.60527125197828

Encrypted: false

SSDEEP: 48:YAN5XhwYOSnYCwvNIeDTTfspN3Lpzk8ooax954:55qYOf77uFYNX4

MD5: FA852AFE6D49CC8A0F44E24D929280FF

SHA1: 391027E374BC9602A090A66B7B135CA83131637B
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SHA-256: 1CD3DC54767285ED97A49C2C12EB50508F8899664C8D8AC6FAF2F66C2BBAD76A

SHA-512: A79ADFCC0E20C75249FC81FC19C2FA4AD4A7806FFDCB9DF57DF882DAAC0EEA24B805155C3AA3958B1FC55C634CA61BB2C2248300CA8CD7A2CF233D0066F8B
C5E

Malicious: false

Reputation: low

IE Cache URL: https://invorderingsbedrijf.com/wp-content/uploads/2014/12/russia1.jpg

Preview:
.....Phttp://ns.adobe.com/xap/1.0/.<?xpacket begin="." id="W5M0MpCehiHzreSzNTczkc9d"?> <x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.6-c138 
79.159824, 2016/09/14-01:09:01        "> <rdf:RDF xmlns:rdf="http://www.w3.org/1999/02/22-rdf-syntax-ns#"> <rdf:Description rdf:about=""/> </rdf:RDF> </x:xmpmeta>            
                                                                                                                                                                                                                                                          
                                                                                                                                                                                                                                                          
                                                                                                                                                                        

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\russia1[1].jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\select-car-lease1.gif[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 136 x 90, 8-bit colormap, non-interlaced

Category: downloaded

Size (bytes): 2903

Entropy (8bit): 7.864404031948291

Encrypted: false

SSDEEP: 48:Ba4rQ0MGNMk5TUppZVmD0BEybQPrCtLdt8TQiLSlrEdyIDTNQwc:B3MOMabD0BTqetLymlr2lc

MD5: 65CDB4CB6DDAFBAE69B8A7BFD3EC6F2E

SHA1: 1103AD8EBB5867CFF2C185D2FEC913B94C2D614A

SHA-256: A054F3EE7DC3B3B40965C7FE4772E0FE4EC4D333BB71762F13A3304C1275A844

SHA-512: FA803728E502C64690C20E1B1D19CEA414EFE119166F56AFD70FBD8C5E5DB907F9B1424F205BA33D9CB03026875C83897AD87F3D0399AED3FC00D845B3BDE6B
5

Malicious: false

Reputation: low

IE Cache URL: https://invorderingsbedrijf.com/wp-content/uploads/2014/12/select-car-lease1.gif.png

Preview:
.PNG........IHDR.......Z.....T..D....PLTE...........l."n..j.(r..i.%p.......B..............*t.........5V.#G..9}......(L..........d.............n...=...... C..3y..............g..................vf.....-P.Uo............7X..
.z...Ec..........Yq...............1xz....................................5z:Y.......-v..}...6{............A`......d|.............at.................~.m......,t..........bz..........Ql.............x..............s..b|.Up.g....}B]...........t
..#.............;;\....j...........+t=].q......................;~.....................)I.Hg.....................4T.Nf..1x......)to..^w.i~.........k............x]y.........ez...?.......a......._9U............Zu...ay.......&J...V...
................. :|...........Ue.q............pk.........................IDATh..U|.I...5#..K.A..c....c;v.l'.C..!.L.fN6.lp..v......#Y.'.r....?L.j.......?..?6..$..$..$..$..$..$..$..$..$..$..$..$..$..$..$..$..$..~Z 
..X.A.V@.. .H...{K-RA..)...a....$..)\...{

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\sitepress[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 780

Entropy (8bit): 5.114498510175999

Encrypted: false

SSDEEP: 24:q4I+3ORQFAuqmRR/+ABNlBj00ibQu0wJ0mH0aMX:q4IzQkmzvBN/43d0mUJ

MD5: 8C74220E9A4AC75CD06C2A1630609D4E

SHA1: 9650FD6F1AEFBD5FE81EE6BDFB9DD056C8990E55

SHA-256: E4D9960D03419213755CB398D206B5E362D2EA1F84414FAA1171BBB5B48395D8

SHA-512: 0CA53E9406FC53A9B73369021B71EE30DDA13C20FA0CDA29B1D6E1E3E53EFAA17D06D8193B56715C675D1C9DEBB359AB112C20FF5C5D5CF0445D5B26FD2B89
A7

Malicious: false

Reputation: low

IE Cache URL: https://www.invorderingsbedrijf.nl/wp-content/plugins/sitepress-multilingual-cms/res/js/sitepress.js

Preview:
function addLoadEvent(func){var oldonload=window.onload;if(typeof window.onload!='function'){window.onload=func;}else{window.onload=function(){if(oldonload){old
onload();}.func();}}}.addLoadEvent(function(){var lhid=document.createElement('input');lhid.setAttribute('type','hidden');lhid.setAttribute('name','lang');lhid.setAttribute('value'
,icl_lang);src=document.getElementById('searchform');if(src){src.appendChild(lhid);src.action=icl_home;}});function icl_retry_mtr(a){var id=a.getAttribute('id');spl=id.sp
lit('_');var loc=location.href.replace(/#(.*)$/,'').replace(/(&|\?)(retry_mtr)=([0-9]+)/g,'').replace(/&nonce=([0-9a-z]+)(&|$)/g,'');if(-1==loc.indexOf('?')){url_glue='?';}else{url
_glue='&';}.location.href=loc+url_glue+'retry_mtr='+spl[3]+'&nonce='+spl[4];return false;}

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\slick.min[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 43881

Entropy (8bit): 5.106384125828613

Encrypted: false

SSDEEP: 768:sYkOuS23jVwcqA5ABQmTNcYcVNGnsYdXAtMUI8BYCQSvbShkb4X6DJ1bfNvj:hDFBQmTNfMR4X6DJ15vj

MD5: 22F75416148991671E580D8F4D2A2387

SHA1: F5071717B9E5E3FE5D3AEF69F9F20ACF753BC1F8
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SHA-256: 357452F2A55C999DDD3AFDCBCE2C339D41CF7A01613D9D45FF88A753BB82F21D

SHA-512: 1C63A740EF7E48FD55F764ABB597E3AB1C6D2E6573A99A631457A4BF36555A88804924204ABE1CC3D2AA776FA5F0B969E069B41BC188149E1D77066295C75BF0

Malicious: false

Reputation: low

IE Cache URL: https://www.invorderingsbedrijf.nl/wp-content/themes/invorderings/js/slick.min.js

Preview:
/*.     _ _      _       _. ___| (_) ___| | __  (_)___./ __| | |/ __| |/ /  | / __|.\__ \ | | (__|   < _ | \__ \.|___/_|_|\___|_|\_(_)/ |___/.                   |__/.. Version: 1.9.0.  Author: Ken Whe
eler. Website: http://kenwheeler.github.io.    Docs: http://kenwheeler.github.io/slick.    Repo: http://github.com/kenwheeler/slick.  Issues: http://github.com/kenwheeler
/slick/issues.. */.(function(i){"use strict";"function"==typeof define&&define.amd?define(["jquery"],i):"undefined"!=typeof exports?module.exports=i(require("jquery")):i(
jQuery)})(function(i){"use strict";var e=window.Slick||{};e=function(){function e(e,o){var s,n=this;n.defaults={accessibility:!0,adaptiveHeight:!1,appendArrows:i(e),appen
dDots:i(e),arrows:!0,asNavFor:null,prevArrow:'<button class="slick-prev" aria-label="Previous" type="button">Previous</button>',nextArrow:'<button class="slick-next" aria-
label="Next" type="button">Next</button>',autoplay:!1,autoplaySpeed:3e3,centerMode:!1,centerPadding:"50px",cssEase:"eas

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\slick.min[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\slick[1].eot
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Embedded OpenType (EOT), slick family

Category: downloaded

Size (bytes): 2048

Entropy (8bit): 4.489037792989771

Encrypted: false

SSDEEP: 48:xKKl9Lhd5Fo95VGmhn6A9XyqIPwD/WzZl:f9LhS95QwpyBPwD/W9l

MD5: CED611DAF7709CC778DA928FEC876475

SHA1: 2DFF0768F4C0A53228761EAB917E2C65556042D4

SHA-256: 06D80CF01250132FD1068701108453FEEE68854B750D22C344FFC0DE395E1DCB

SHA-512: 715E81B2E85CD3DE2C31001A08A84647E4B222C674AA60E3CBE80032043B2D5CEC7B364E8CDC24B7FE29E373AD2CA66C2EE5D22B327ADC349D576951104C8F5
1

Malicious: false

Reputation: low

IE Cache URL: https://www.invorderingsbedrijf.nl/wp-content/themes/invorderings/css/fonts/slick.eot?

Preview:
....d.............................LP.... ...................O.......................s.l.i.c.k.....R.e.g.u.l.a.r.....V.e.r.s.i.o.n. .1...0.....s.l.i.c.k................PFFTMm.....H....GDEF.4.....(... OS/2O......
X...Vcmap".E........bgasp....... ....glyf?..`...<...,head..1........6hhea...........$hmtx.J.J........loca.......,....maxp.K.G...8... name.'.....h...npost/.2........E...........O_.<..........qx......qx
..%.%...........................................................D.................@.................L.f...G.L.f........................... ........PfEd.@.a!....................................%.%.%.%.....................\...........@.......
......a "!.!........a "!.!..........t.q.............................................................................................................................................................................................................................
..................................................................F.........%.%.......,..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\softmedia1.gif[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 136 x 90, 8-bit colormap, non-interlaced

Category: downloaded

Size (bytes): 2826

Entropy (8bit): 7.871752075667494

Encrypted: false

SSDEEP: 48:Bah1PTpF7FKBo9PM/dDeBISI4FqMU2q64pYG7Jjg/3DqhNjcCK4HEHIwRJ5:BaTXAgM/MySI4i2tF0JEPDqjcikoIj

MD5: A4E1CF80DC0DFCF55699041759ADBF2C

SHA1: B990FCE407E37939400CF8D3D5C17FD471177859

SHA-256: CD5E963E8F44CB551841450919A21A1FD0F2C2ACAEDE8681D9C54B0FFE52E6DE

SHA-512: 9145371452EB94C55DAA9695262477521CF212875597C053D7DA9331902507E6908EACB3FACB2E7CC3341109A5243D0148B39815C39C1DAFC5914B4818700BCE

Malicious: false

Reputation: low

IE Cache URL: https://invorderingsbedrijf.com/wp-content/uploads/2014/12/softmedia1.gif.png

Preview:
.PNG........IHDR.......Z.....T..D....PLTE.............................................EEE......NNN^^^.............)/...........***...222....06..."##QQQAAA.jt...................KKL.9:......aaa...................
...666.........lll.........000....ijj......Ya./4.......%+....ck...==>yyz....T\ZZZ~~~uvv.JR...'''...999...VVV..............fff..!...JJJqqqhhg......---.9?.........;;;..............???................. .+/....}.."
'.CC.DL.t~....oy.......AI.ii....,,,...........LL.+1....................'(.VV..........##..........xx.y..==. %...........::....hq.{.........<<.5<.<B............nr....lu.......................fe..........//....]].....!".45.jo.......?
@.pr...,++....................zz.....................&*.@@................25.....................+,,.......................IDATh..uT.I..k..]3.#.7...7.3..p.....9...D7.n..E/k...z...~W.z.@s...<6....z~%t}.W..M...&
..Q.L..a..a..a..a..a..a..a..a..a..a..a..a..a...{Q)......OM...+.>........c.?9...~.rQ.3.....;

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\switzerland-700x292[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 700 x 292, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 363446

Entropy (8bit): 7.9922615332830835

Encrypted: true

SSDEEP: 6144:dsL9yNHP4Do/6gu08mA3lZfSdB4O/K1SY4X038kQtWwTHldZjMqN0V8dpFLL7OXZ:dAuHP4Do/zkvguOlh03MrlhN0qFIZ

MD5: EFED6160ECD4BB4221D75CBA66ABA148

SHA1: 0272225DA240745D828C12BDD1D46ED7095799DE

SHA-256: 6DF62FAA1B8525D8A2AA8DDF7B8957F4BA6353AD87496F39F2F26281D66CF69F
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SHA-512: 626B103F9BC3DE454372450DF00FDC6CE47448064571A99C47AEA54460BCE191A07DF34EF4D7B4A74FDB69221246B46F0F7CA3B50F5F35B21741A487FAA8FF66

Malicious: false

Reputation: low

IE Cache URL: https://invorderingsbedrijf.com/wp-content/uploads/2018/08/switzerland-700x292.png

Preview:
.PNG........IHDR.......$......g......gAMA......a.....sRGB........ cHRM..z&..............u0...`..:....p..Q<....bKGD..............pHYs...H...H.F.k>....IDATx....{.......3<..3N...a.8.....$q..f....7u....-.
....9.{_...T.......K{.....*k.E...c..nK.eT.....(~...wf[..-.x..e4"8..2...?...O.K.s...[..[..f......GI.;.[oF.f........ux...aq..R..K...%.x[./......a.B..RW^Z]~1..$u.Aq..lP....gj.........S....F....Rr{Vn.....
.s...j..;.d..Ay.A.V...Cr.~.z]...g.5g.....}}......!....\.zf?.-.{.._.........L.k..>.x@.~./N........J...q.c..PG..zQG.K...^q.~.T.8.u.G...+.'..#.U*...+.}9v...\.nI...u...w......!.{J...{...{....^..n..'..N..#.....]r...
%....n....U.H.o..-.Y..T.-.#..Q[..m.0.....A.h.1...E.......6.v).u..r.An......X[..k.vu..*......*#.UF.....+aN...er|YE...K..b.E.xAYJ.+...K.bFiJ..^.)..w.mJL..,.... .+.........s...!...L.s........t....l....fu
.U..H.Z..@o...T.....c.....l.........z.q.^..Ao.y.s.h..."..m..@..>..h..+.....o...k..........s.k..</...^..yo...q.......:.=........*.;..^....

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\switzerland-700x292[1].png

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\switzerland-700x292[2].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 700 x 292, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 363446

Entropy (8bit): 7.992261500730747

Encrypted: true

SSDEEP: 6144:dsL9yNHP4Do/6gu08mA3lZfSdB4O/K1SY4X038kQtWwTHldZjMqN0V8dpFLL7OXf:dAuHP4Do/zkvguOlh03MrlhN0qFIf

MD5: C88F64FD7379B85BEF9D3B41FBE318C2

SHA1: 7143F44794CA1E39DF33466E5EB5276B001C3E74

SHA-256: AB11CD461FEA29A53CACC3AF0B28246A8E3ACFEF9D6741D09E9B61C96B512229

SHA-512: 36BE986C2C3FBDD47FD092393FAE7CE51DF2300BC7255C9EC4126A40E11EDC58241E8DA78CCC585254FD3443B5AE8C678D9BFF0E90D8427480FE30445FE86CF
D

Malicious: false

Reputation: low

IE Cache URL: https://invorderingsbedrijf.com/wp-content/uploads/2014/12/switzerland-700x292.png

Preview:
.PNG........IHDR.......$......g......gAMA......a.....sRGB........ cHRM..z&..............u0...`..:....p..Q<....bKGD..............pHYs...H...H.F.k>....IDATx....{.......3<..3N...a.8.....$q..f....7u....-.
....9.{_...T.......K{.....*k.E...c..nK.eT.....(~...wf[..-.x..e4"8..2...?...O.K.s...[..[..f......GI.;.[oF.f........ux...aq..R..K...%.x[./......a.B..RW^Z]~1..$u.Aq..lP....gj.........S....F....Rr{Vn.....
.s...j..;.d..Ay.A.V...Cr.~.z]...g.5g.....}}......!....\.zf?.-.{.._.........L.k..>.x@.~./N........J...q.c..PG..zQG.K...^q.~.T.8.u.G...+.'..#.U*...+.}9v...\.nI...u...w......!.{J...{...{....^..n..'..N..#.....]r...
%....n....U.H.o..-.Y..T.-.#..Q[..m.0.....A.h.1...E.......6.v).u..r.An......X[..k.vu..*......*#.UF.....+aN...er|YE...K..b.E.xAYJ.+...K.bFiJ..^.)..w.mJL..,.... .+.........s...!...L.s........t....l....fu
.U..H.Z..@o...T.....c.....l.........z.q.^..Ao.y.s.h..."..m..@..>..h..+.....o...k..........s.k..</...^..yo...q.......:.=........*.;..^....

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\upper-bg[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: [TIFF image data, little-endian, direntries=0], baseline, precision 8, 612x1, frames 3

Category: downloaded

Size (bytes): 1258

Entropy (8bit): 5.895589404077636

Encrypted: false

SSDEEP: 24:4QK1hepWwh82lYSgIwF34EV7qwF3IT3eyJfWrW/GAiPok4GxF:uccvnoooEdqo4BJfWrW/Zip

MD5: BC9A99FE68BCF22A904663E1DD4E5C96

SHA1: F6501DAEA5AD2B77F3ADD1B686A31C60943E6312

SHA-256: 59ED0EA4D49D6B30EEFB13B68AC8C427F119A879D8E683B0EBD8BA97CE8F5612

SHA-512: 43E0CC063B15815F73C7529B10551F712E6A95DE7E59D4EFE2103E8D322C67A2E56D243286F30B0C7409000870CA3D0017A28F1C178A838B41448E92EF80A6A9

Malicious: false

Reputation: low

IE Cache URL: https://invorderingsbedrijf.com/wp-content/themes/invorderings/img/upper-bg.jpg

Preview:
......Exif..II*.................Ducky.......P.....Shttp://ns.adobe.com/xap/1.0/.<?xpacket begin="." id="W5M0MpCehiHzreSzNTczkc9d"?> <x:xmpmeta xmlns:x="adobe:ns:meta/" x:
xmptk="Adobe XMP Core 5.6-c014 79.156797, 2014/08/20-09:53:02        "> <rdf:RDF xmlns:rdf="http://www.w3.org/1999/02/22-rdf-syntax-ns#"> <rdf:Description rdf:a
bout="" xmlns:xmpMM="http://ns.adobe.com/xap/1.0/mm/" xmlns:stRef="http://ns.adobe.com/xap/1.0/sType/ResourceRef#" xmlns:xmp="http://ns.adobe.com/xap/1.0/" 
xmpMM:DocumentID="xmp.did:C3D4013C7B2E11E49D9BB52827B869F7" xmpMM:InstanceID="xmp.iid:C3D4013B7B2E11E49D9BB52827B869F7" xmp:CreatorToo
l="Adobe Photoshop CC 2014 (Windows)"> <xmpMM:DerivedFrom stRef:instanceID="adobe:docid:photoshop:b781d531-7b2e-11e4-a22d-de600ce46ac8" stRef:document
ID="adobe:docid:photoshop:b781d531-7b2e-11e4-a22d-de600ce46ac8"/> </rdf:Description> </rdf:RDF> </x:xmpmeta> <?xpacket end="r"?>....Adobe.d.....................
....................................................................

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\validate[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 33700

Entropy (8bit): 5.5138567069634

Encrypted: false

SSDEEP: 768:LQOrgHXYWz6e7U6TYqs1T3+JSIJ1386VA0gmnWegXfwU8YfrfsQVP2E/J0w:sOrgHXWeYuYqs53+0egoU8YfrH/Gw

MD5: 7EF792654592802F37D3EAF160A28F6A

SHA1: 789511A30ED863948FCEBACF7A8598A583867E34

SHA-256: 921FE8F4F5A3FA0F8D4CCCF2F21FDBD5B42A2F5C4F511ABB6C17C54945690023
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SHA-512: B442566CBF5816FE8252448DF86B2E7EC3E4B0DF748FDDD866F11BCA007E2763FEC8042FFA69F2D2D1C777A41847D05DB16D930579DF3923A1BDA19FBDDB408
1

Malicious: false

Reputation: low

IE Cache URL: https://invorderingsbedrijf.com/wp-content/themes/invorderings/js/validate.js?ver=4.9.16

Preview:
!function(e){e.fn.validationEngineLanguage=function(){},e.validationEngineLanguage={newLang:function(){e.validationEngineLanguage.allRules={required:{regex:"non
e",alertText:"* This field is required",alertTextCheckboxMultiple:"* Please select an option",alertTextCheckboxe:"* This checkbox is required",alertTextDateRange:"* Both 
date range fields are required"},requiredInFunction:{func:function(e){return"test"==e.val()?!0:!1},alertText:"* Field must equal test"},dateRange:{regex:"none",alertText:"* 
Invalid ",alertText2:"Date Range"},dateTimeRange:{regex:"none",alertText:"* Invalid ",alertText2:"Date Time Range"},minSize:{regex:"none",alertText:"* Minimum ",alertT
ext2:" characters required"},maxSize:{regex:"none",alertText:"* Maximum ",alertText2:" characters allowed"},groupRequired:{regex:"none",alertText:"* You must fill one of 
the following fields",alertTextCheckboxMultiple:"* Please select an option",alertTextCheckboxe:"* This checkbox is required"},min:{regex:"none",alertText:"* Min

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\validate[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\vliegtuig_-315x199[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 315 x 199, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 82524

Entropy (8bit): 7.993746459721106

Encrypted: true

SSDEEP: 1536:jO/7ZB7Dg7FkjQWr5v9GXeA/68Oa3H+9uMk/tIAiXg+UsQ2Ye:j2ZWF0QWtvwt/68OW+C/KAiFYe

MD5: BC2D93F0B78C212279B3A0C3445138E9

SHA1: 809AECCEE138CFF46F90960C1432559EE6317551

SHA-256: 5618310500CB1D746F84CE68E55C9E3042B117A631D40E76939EF9582BE1A622

SHA-512: CD2A8100CF630AA89322517574DBF153A9683D043210BCA2C81CAFDA3D5D25C4F480127EA48D4440F4632D7661F0DBF0D6F4125DB072D284DA5850F6B4C83D84

Malicious: false

Reputation: low

IE Cache URL: https://www.invorderingsbedrijf.nl/wp-content/uploads/2020/06/vliegtuig_-315x199.png

Preview:
.PNG........IHDR...;.........f.......gAMA......a.... cHRM..z&..............u0...`..:....p..Q<....bKGD..............pHYs..........o.d....tIME.....35P.......IDATx..k..Yr..=.........m..{.wr8."%R.(.Bt.)J.
.......8...I. ...H"#."8..!....m...H..Y.L.C..g4.....>}=.}n{..Z..UOU.o.f..a.s.wY.Z....SU...s.....GD.....WU.w...{Ak.1..-.U.?....O.F..!....8..4..Z....".c...o..(/....f`....?...7...C.uC...,m..1...
...T.&...m....B!......e.Ubm._....A.K.?......?h..1.....G........q6.t.7.//......}....L....$.Cqf.|...P_..M.B..1....H......-....8.X...w.<G..|.....|O.\>...O^l...Ey.....1.Zk..,..k.:F./^_d.`_.{s.....L...V;,.
.gZ`}..<.4i(J...C>X._X...PM..q..Q..u.... V..t.{t.FP..@..... ..>=....A% ......6.>...0=.~.]....!h.{.....U@....=p.....5.....F.bt.\...~....J..dV..lj..w.(....I.#(.c~..q....9.o.5.}K..CG.PQt.......
=...R.E........{.....0.7.?.+..n.@.v..`rY.d.{.#\......z...3R.|O.U#......gQ.q.\..x*.t...mV.EB.T.+.D.4<=..i.y!(.8kI]....( E.6~.......O5.Yl...u*.TC.a..F\.........s.gC.....Bu.@u./.Q...Z..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\webfont[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 13188

Entropy (8bit): 5.4223896155104025

Encrypted: false

SSDEEP: 384:i11kqRm4UjryX2DfatZrT80NCGz5r2zItrX:iEqRm4cy338m7d

MD5: 7C96A5F11D9741541D5E3C42FF6380D7

SHA1: D3FA2564C021CF730E58FFDDB138CF6B57ED126E

SHA-256: 81016AC6BE850B72DF5D4FAA0C3CEC8E2C1B0BA0045712144A6766ADFAD40BEE

SHA-512: 23C162A2E268951729B580E5035AD6CA9969CFCC5CE58A220817B912E76B38BE6C29C3CA7680CB4E8198863D95A72EA65BD06FF7189B5C8475E4C1CE501AEAB
1

Malicious: false

Reputation: low

IE Cache URL: https://ajax.googleapis.com/ajax/libs/webfont/1.6.26/webfont.js

Preview:
/*. * Copyright 2016 Small Batch, Inc.. *. * Licensed under the Apache License, Version 2.0 (the "License"); you may not. * use this file except in compliance with the Li
cense. You may obtain a copy of. * the License at. *. * http://www.apache.org/licenses/LICENSE-2.0. *. * Unless required by applicable law or agreed to in writing, softwa
re. * distributed under the License is distributed on an "AS IS" BASIS, WITHOUT. * WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied. See the. * 
License for the specific language governing permissions and limitations under. * the License.. */./* Web Font Loader v1.6.26 - (c) Adobe Systems, Google. License: 
Apache 2.0 */(function(){function aa(a,b,c){return a.call.apply(a.bind,arguments)}function ba(a,b,c){if(!a)throw Error();if(2<arguments.length){var d=Array.prototype.sl
ice.call(arguments,2);return function(){var c=Array.prototype.slice.call(arguments);Array.prototype.unshift.apply(c,d);return a.apply(b,c)}}return function(){return a.app

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\087O30DE.htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, UTF-8 Unicode text, with very long lines, with CRLF, LF line terminators

Category: downloaded

Size (bytes): 84908

Entropy (8bit): 5.217009004928291

Encrypted: false

SSDEEP: 1536:lCqvjB/aK7AbX14ljKzrN0KOzTiND2I5A:lhvjB/aK7AbJiKOzTiNaI5A

MD5: 025151C6E74F6895FAF9D72D670EDD02

SHA1: 821A0FA8D8AE0B90EACE3134A8DF7A35E34D0A79

SHA-256: FD4D1E5EE0571AC85897B4687F73C6AEA7751FBA96EB2AC4BA7A188ACF3E5BD2
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Static File Info

No static file info

SHA-512: 543B8EBA386444151F0127402D51DBAD9CACB74C9170CFC6A9CD1222CE636BF0034F3B4C79F92BAFA51BCE96C9BA75FFABCD5DACC9FB5D19C08C73496B9E3
E1A

Malicious: false

Reputation: low

IE Cache URL: https://invorderingsbedrijf.com/

Preview:
<!doctype html>.<html lang="en-US" class="no-js">.<head>..<meta charset="UTF-8">..<meta name="google-site-verification" content="9va3gF8OeHej2JiObs9uF
ccNG9gB-pDhsKl-g026GiE" />..<title>Debt Collection | No Cure No Pay | Invorderingsbedrijf B.V.</title>...<link href="//www.google-analytics.com" rel="dns-prefetch">..<lin
k href="https://invorderingsbedrijf.com/wp-content/themes/invorderings/img/icons/favicon.ico" rel="shortcut icon">..<link href="https://invorderingsbedrijf.com/wp-content
/themes/invorderings/img/icons/touch.png" rel="apple-touch-icon-precomposed">...<meta http-equiv="X-UA-Compatible" content="IE=edge,chrome=1">..<meta 
name="viewport" content="width=device-width, initial-scale=1.0">......   This site is optimized with the Yoast SEO plugin v11.3 - https://yoast.com/wordpress/plugins/seo/ --
>.<meta name="description" content="Debt Collection | No Cure No Pay | Invorderingsbedrijf B.V. based in The Hague and Amsterdam ensures that your customers pay 
outstanding invoices."/>

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\087O30DE.htm

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\10118[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: downloaded

Size (bytes): 239590

Entropy (8bit): 5.243185220752909

Encrypted: false

SSDEEP: 3072:ip2ZMnPIgAg+T4Mtremc+FlDn3/sr5CgwY:DgAg+T4Mtnc+bDsr5Ck

MD5: 4104E3591C7FBA83260C8CB147A509D6

SHA1: 3258CB7C3EC03516DF5C9B9B456F86AA1A42D6E8

SHA-256: 0D2CF7DA506C7DD6B9142291DAB3A12BEAF12FD865F28A8B26AB92A4FAA33D6A

SHA-512: 7E162B6869F9BFE41ABE872A67720497009F4C25D916ECB6C5A16981B57AE0984A00331E521C97F6FEB6B77858DD82331738FA8967EF5216DDBC3BFC4650FACA

Malicious: false

Reputation: low

IE Cache URL: https://js.convertflow.co/production/websites/10118.js

Preview:
.  window.convertflow==undefined?function(){function defineApp(){window.convertflow={};var app={actions:{},admin:{},campaigns:{},ctas:{},api:{ctas:{},areas:{}},elements:{
},fields:{},field_options:{},helpers:{},sections:{},steps:{},variants:{},visitors:{},website:{id:10118,data:{clients:"","terms-link":"",visit_goals:[],"privacy-link":"",business_ty
pe:"Other","form-tracking":"true",last_published:"2020-11-27 10:31:39 +0000","privacy-message":"Accept privacy policy and terms of service","terms-link-text":"Terms of Se
rvice",brand_color_dark:"#D7DBDD",traffic_estimate:"2,500 - 10,000",brand_color_light:"#fff","marketing-consent":"Yes, I'd like to receive email communications","privacy-
link-text":"Privacy Policy","url-identification":"true",brand_color_vibrant:"#28324E","google-analytics-track":"true",past_free_visitor_limit:"true","google-analytics-cat
egory":"ConvertFlow"},brand:"www.invorderingsbedrijf.nl",privacy_message:"Accept privacy policy and terms of service",privacy_link:"",privac

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\1053741748004415[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 244047

Entropy (8bit): 5.467883223762229

Encrypted: false

SSDEEP: 6144:Rk1HWCSntDV/H4K3V/H486EPjQHWuH3Hm:f6Ej

MD5: AC118D32277C8777709534A51B325B2A

SHA1: BF1E9882A12C534C9BC879A463539910343142D9

SHA-256: D549079DECB746409CFB68FDE2225BDCBFBDD4768F5E6025F3DBF916781A4B93

SHA-512: 2EC9B17E74EA360EDC154AF412A1F4D57CBE7521D3AF2CF4A1BA5E748D44407C4D9CF72BBB181D9C7FBC98B8CB257CA33E91FD70BF5B8BFFBD3DE14F0477C
402

Malicious: false

Reputation: low

Preview:
/**.* Copyright (c) 2017-present, Facebook, Inc. All rights reserved..*.* You are hereby granted a non-exclusive, worldwide, royalty-free license to use,.* copy, modify, and 
distribute this software in source code or binary form for use.* in connection with the web services and APIs provided by Facebook..*.* As with any software that integrates 
with the Facebook platform, your use of.* this software is subject to the Facebook Platform Policy.* [http://developers.facebook.com/policy/]. This copyright notice shall be.* 
included in all copies or substantial portions of the software..*.* THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR.* IM
PLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS.* FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN 
NO EVENT SHALL THE AUTHORS OR.* COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER.* IN AN ACTION OF C
ONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN.* CONNECTION WI
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Network Port Distribution

Total Packets: 77

• 53 (DNS)

• 443 (HTTPS)

Network Behavior

Timestamp Source Port Dest Port Source IP Dest IP

Nov 29, 2020 17:08:13.025358915 CET 49730 443 192.168.2.4 172.67.74.134

Nov 29, 2020 17:08:13.025573015 CET 49731 443 192.168.2.4 172.67.74.134

Nov 29, 2020 17:08:13.042046070 CET 443 49731 172.67.74.134 192.168.2.4

Nov 29, 2020 17:08:13.042097092 CET 443 49730 172.67.74.134 192.168.2.4

Nov 29, 2020 17:08:13.042224884 CET 49731 443 192.168.2.4 172.67.74.134

Nov 29, 2020 17:08:13.042270899 CET 49730 443 192.168.2.4 172.67.74.134

Nov 29, 2020 17:08:13.049205065 CET 49731 443 192.168.2.4 172.67.74.134

Nov 29, 2020 17:08:13.049616098 CET 49730 443 192.168.2.4 172.67.74.134

Nov 29, 2020 17:08:13.065598011 CET 443 49731 172.67.74.134 192.168.2.4

Nov 29, 2020 17:08:13.065850019 CET 443 49730 172.67.74.134 192.168.2.4

Nov 29, 2020 17:08:13.072493076 CET 443 49731 172.67.74.134 192.168.2.4

Nov 29, 2020 17:08:13.072549105 CET 443 49731 172.67.74.134 192.168.2.4

Nov 29, 2020 17:08:13.072608948 CET 49731 443 192.168.2.4 172.67.74.134

Nov 29, 2020 17:08:13.072645903 CET 49731 443 192.168.2.4 172.67.74.134

Nov 29, 2020 17:08:13.076186895 CET 443 49730 172.67.74.134 192.168.2.4

Nov 29, 2020 17:08:13.076230049 CET 443 49730 172.67.74.134 192.168.2.4

Nov 29, 2020 17:08:13.076273918 CET 49730 443 192.168.2.4 172.67.74.134

Nov 29, 2020 17:08:13.076304913 CET 49730 443 192.168.2.4 172.67.74.134

Nov 29, 2020 17:08:13.103717089 CET 49731 443 192.168.2.4 172.67.74.134

Nov 29, 2020 17:08:13.103751898 CET 49730 443 192.168.2.4 172.67.74.134

Nov 29, 2020 17:08:13.109831095 CET 49730 443 192.168.2.4 172.67.74.134

Nov 29, 2020 17:08:13.110064983 CET 49730 443 192.168.2.4 172.67.74.134

Nov 29, 2020 17:08:13.110383034 CET 49731 443 192.168.2.4 172.67.74.134

Nov 29, 2020 17:08:13.120187998 CET 443 49731 172.67.74.134 192.168.2.4

Nov 29, 2020 17:08:13.120232105 CET 443 49730 172.67.74.134 192.168.2.4

Nov 29, 2020 17:08:13.120539904 CET 443 49730 172.67.74.134 192.168.2.4

Nov 29, 2020 17:08:13.120609045 CET 49730 443 192.168.2.4 172.67.74.134

Nov 29, 2020 17:08:13.120788097 CET 443 49730 172.67.74.134 192.168.2.4

Nov 29, 2020 17:08:13.120839119 CET 49730 443 192.168.2.4 172.67.74.134

Nov 29, 2020 17:08:13.121608973 CET 443 49731 172.67.74.134 192.168.2.4

Nov 29, 2020 17:08:13.121678114 CET 49731 443 192.168.2.4 172.67.74.134

Nov 29, 2020 17:08:13.121824980 CET 49730 443 192.168.2.4 172.67.74.134

Nov 29, 2020 17:08:13.122962952 CET 443 49731 172.67.74.134 192.168.2.4

Nov 29, 2020 17:08:13.123042107 CET 49731 443 192.168.2.4 172.67.74.134

Nov 29, 2020 17:08:13.123137951 CET 49731 443 192.168.2.4 172.67.74.134

Nov 29, 2020 17:08:13.126234055 CET 443 49730 172.67.74.134 192.168.2.4

Nov 29, 2020 17:08:13.126338959 CET 443 49730 172.67.74.134 192.168.2.4

Nov 29, 2020 17:08:13.126377106 CET 443 49730 172.67.74.134 192.168.2.4

Nov 29, 2020 17:08:13.126434088 CET 49730 443 192.168.2.4 172.67.74.134

Nov 29, 2020 17:08:13.126669884 CET 443 49731 172.67.74.134 192.168.2.4

TCP Packets
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Nov 29, 2020 17:08:13.127432108 CET 443 49731 172.67.74.134 192.168.2.4

Nov 29, 2020 17:08:13.127502918 CET 49731 443 192.168.2.4 172.67.74.134

Nov 29, 2020 17:08:13.178455114 CET 443 49730 172.67.74.134 192.168.2.4

Nov 29, 2020 17:08:13.179486036 CET 443 49731 172.67.74.134 192.168.2.4

Nov 29, 2020 17:08:16.505737066 CET 443 49730 172.67.74.134 192.168.2.4

Nov 29, 2020 17:08:16.505785942 CET 443 49730 172.67.74.134 192.168.2.4

Nov 29, 2020 17:08:16.505835056 CET 443 49730 172.67.74.134 192.168.2.4

Nov 29, 2020 17:08:16.505871058 CET 443 49730 172.67.74.134 192.168.2.4

Nov 29, 2020 17:08:16.505919933 CET 443 49730 172.67.74.134 192.168.2.4

Nov 29, 2020 17:08:16.505961895 CET 49730 443 192.168.2.4 172.67.74.134

Nov 29, 2020 17:08:16.505975008 CET 443 49730 172.67.74.134 192.168.2.4

Nov 29, 2020 17:08:16.506016970 CET 443 49730 172.67.74.134 192.168.2.4

Nov 29, 2020 17:08:16.506066084 CET 443 49730 172.67.74.134 192.168.2.4

Nov 29, 2020 17:08:16.506102085 CET 443 49730 172.67.74.134 192.168.2.4

Nov 29, 2020 17:08:16.506151915 CET 443 49730 172.67.74.134 192.168.2.4

Nov 29, 2020 17:08:16.506166935 CET 49730 443 192.168.2.4 172.67.74.134

Nov 29, 2020 17:08:16.506196976 CET 443 49730 172.67.74.134 192.168.2.4

Nov 29, 2020 17:08:16.506202936 CET 49730 443 192.168.2.4 172.67.74.134

Nov 29, 2020 17:08:16.506218910 CET 49730 443 192.168.2.4 172.67.74.134

Nov 29, 2020 17:08:16.506304026 CET 49730 443 192.168.2.4 172.67.74.134

Nov 29, 2020 17:08:16.515073061 CET 443 49730 172.67.74.134 192.168.2.4

Nov 29, 2020 17:08:16.515105009 CET 443 49730 172.67.74.134 192.168.2.4

Nov 29, 2020 17:08:16.515134096 CET 443 49730 172.67.74.134 192.168.2.4

Nov 29, 2020 17:08:16.515161037 CET 443 49730 172.67.74.134 192.168.2.4

Nov 29, 2020 17:08:16.515198946 CET 443 49730 172.67.74.134 192.168.2.4

Nov 29, 2020 17:08:16.515207052 CET 49730 443 192.168.2.4 172.67.74.134

Nov 29, 2020 17:08:16.515242100 CET 443 49730 172.67.74.134 192.168.2.4

Nov 29, 2020 17:08:16.515261889 CET 49730 443 192.168.2.4 172.67.74.134

Nov 29, 2020 17:08:16.515271902 CET 443 49730 172.67.74.134 192.168.2.4

Nov 29, 2020 17:08:16.515309095 CET 443 49730 172.67.74.134 192.168.2.4

Nov 29, 2020 17:08:16.515335083 CET 443 49730 172.67.74.134 192.168.2.4

Nov 29, 2020 17:08:16.515351057 CET 49730 443 192.168.2.4 172.67.74.134

Nov 29, 2020 17:08:16.515373945 CET 443 49730 172.67.74.134 192.168.2.4

Nov 29, 2020 17:08:16.515378952 CET 49730 443 192.168.2.4 172.67.74.134

Nov 29, 2020 17:08:16.515422106 CET 443 49730 172.67.74.134 192.168.2.4

Nov 29, 2020 17:08:16.515453100 CET 443 49730 172.67.74.134 192.168.2.4

Nov 29, 2020 17:08:16.515455008 CET 49730 443 192.168.2.4 172.67.74.134

Nov 29, 2020 17:08:16.515480995 CET 443 49730 172.67.74.134 192.168.2.4

Nov 29, 2020 17:08:16.515546083 CET 49730 443 192.168.2.4 172.67.74.134

Nov 29, 2020 17:08:16.515594959 CET 49730 443 192.168.2.4 172.67.74.134

Nov 29, 2020 17:08:16.577065945 CET 49730 443 192.168.2.4 172.67.74.134

Nov 29, 2020 17:08:16.577234030 CET 49730 443 192.168.2.4 172.67.74.134

Nov 29, 2020 17:08:16.578444004 CET 49730 443 192.168.2.4 172.67.74.134

Nov 29, 2020 17:08:16.578690052 CET 49730 443 192.168.2.4 172.67.74.134

Nov 29, 2020 17:08:16.578860044 CET 49730 443 192.168.2.4 172.67.74.134

Nov 29, 2020 17:08:16.579005957 CET 49730 443 192.168.2.4 172.67.74.134

Nov 29, 2020 17:08:16.579144955 CET 49730 443 192.168.2.4 172.67.74.134

Nov 29, 2020 17:08:16.587712049 CET 49730 443 192.168.2.4 172.67.74.134

Nov 29, 2020 17:08:16.587820053 CET 49730 443 192.168.2.4 172.67.74.134

Nov 29, 2020 17:08:16.588010073 CET 49730 443 192.168.2.4 172.67.74.134

Nov 29, 2020 17:08:16.588263035 CET 49730 443 192.168.2.4 172.67.74.134

Nov 29, 2020 17:08:16.588422060 CET 49730 443 192.168.2.4 172.67.74.134

Nov 29, 2020 17:08:16.588562965 CET 49730 443 192.168.2.4 172.67.74.134

Nov 29, 2020 17:08:16.588706017 CET 49730 443 192.168.2.4 172.67.74.134

Nov 29, 2020 17:08:16.588892937 CET 49730 443 192.168.2.4 172.67.74.134

Nov 29, 2020 17:08:16.588994026 CET 49730 443 192.168.2.4 172.67.74.134

Nov 29, 2020 17:08:16.593485117 CET 443 49730 172.67.74.134 192.168.2.4

Nov 29, 2020 17:08:16.593528986 CET 443 49730 172.67.74.134 192.168.2.4

Nov 29, 2020 17:08:16.593555927 CET 49730 443 192.168.2.4 172.67.74.134

Nov 29, 2020 17:08:16.594650984 CET 443 49730 172.67.74.134 192.168.2.4

Timestamp Source Port Dest Port Source IP Dest IP

UDP Packets
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Timestamp Source Port Dest Port Source IP Dest IP

Nov 29, 2020 17:08:11.970356941 CET 55854 53 192.168.2.4 8.8.8.8

Nov 29, 2020 17:08:12.007380009 CET 53 55854 8.8.8.8 192.168.2.4

Nov 29, 2020 17:08:12.975123882 CET 64549 53 192.168.2.4 8.8.8.8

Nov 29, 2020 17:08:13.016907930 CET 53 64549 8.8.8.8 192.168.2.4

Nov 29, 2020 17:08:13.119219065 CET 63153 53 192.168.2.4 8.8.8.8

Nov 29, 2020 17:08:13.146260977 CET 53 63153 8.8.8.8 192.168.2.4

Nov 29, 2020 17:08:16.595397949 CET 52991 53 192.168.2.4 8.8.8.8

Nov 29, 2020 17:08:16.607275963 CET 53700 53 192.168.2.4 8.8.8.8

Nov 29, 2020 17:08:16.618704081 CET 51726 53 192.168.2.4 8.8.8.8

Nov 29, 2020 17:08:16.630830050 CET 53 52991 8.8.8.8 192.168.2.4

Nov 29, 2020 17:08:16.642760038 CET 53 53700 8.8.8.8 192.168.2.4

Nov 29, 2020 17:08:16.656153917 CET 53 51726 8.8.8.8 192.168.2.4

Nov 29, 2020 17:08:16.771655083 CET 56794 53 192.168.2.4 8.8.8.8

Nov 29, 2020 17:08:16.774434090 CET 56534 53 192.168.2.4 8.8.8.8

Nov 29, 2020 17:08:16.817457914 CET 53 56794 8.8.8.8 192.168.2.4

Nov 29, 2020 17:08:16.818655014 CET 53 56534 8.8.8.8 192.168.2.4

Nov 29, 2020 17:08:16.832438946 CET 56627 53 192.168.2.4 8.8.8.8

Nov 29, 2020 17:08:16.867712021 CET 53 56627 8.8.8.8 192.168.2.4

Nov 29, 2020 17:08:17.015538931 CET 56621 53 192.168.2.4 8.8.8.8

Nov 29, 2020 17:08:17.042783976 CET 53 56621 8.8.8.8 192.168.2.4

Nov 29, 2020 17:08:17.215109110 CET 63116 53 192.168.2.4 8.8.8.8

Nov 29, 2020 17:08:17.254662037 CET 53 63116 8.8.8.8 192.168.2.4

Nov 29, 2020 17:08:17.315592051 CET 64078 53 192.168.2.4 8.8.8.8

Nov 29, 2020 17:08:17.359172106 CET 53 64078 8.8.8.8 192.168.2.4

Nov 29, 2020 17:08:17.498900890 CET 64801 53 192.168.2.4 8.8.8.8

Nov 29, 2020 17:08:17.500300884 CET 61721 53 192.168.2.4 8.8.8.8

Nov 29, 2020 17:08:17.537115097 CET 53 64801 8.8.8.8 192.168.2.4

Nov 29, 2020 17:08:17.543837070 CET 53 61721 8.8.8.8 192.168.2.4

Nov 29, 2020 17:08:17.687520981 CET 51255 53 192.168.2.4 8.8.8.8

Nov 29, 2020 17:08:17.723046064 CET 53 51255 8.8.8.8 192.168.2.4

Nov 29, 2020 17:08:18.913625002 CET 61522 53 192.168.2.4 8.8.8.8

Nov 29, 2020 17:08:18.955943108 CET 53 61522 8.8.8.8 192.168.2.4

Nov 29, 2020 17:08:20.593555927 CET 52337 53 192.168.2.4 8.8.8.8

Nov 29, 2020 17:08:20.599375010 CET 55046 53 192.168.2.4 8.8.8.8

Nov 29, 2020 17:08:20.605849028 CET 49612 53 192.168.2.4 8.8.8.8

Nov 29, 2020 17:08:20.609961033 CET 49285 53 192.168.2.4 8.8.8.8

Nov 29, 2020 17:08:20.626497030 CET 53 55046 8.8.8.8 192.168.2.4

Nov 29, 2020 17:08:20.633074999 CET 53 52337 8.8.8.8 192.168.2.4

Nov 29, 2020 17:08:20.642846107 CET 53 49612 8.8.8.8 192.168.2.4

Nov 29, 2020 17:08:20.672751904 CET 53 49285 8.8.8.8 192.168.2.4

Nov 29, 2020 17:08:20.933803082 CET 50601 53 192.168.2.4 8.8.8.8

Nov 29, 2020 17:08:20.978249073 CET 53 50601 8.8.8.8 192.168.2.4

Nov 29, 2020 17:08:20.980108023 CET 60875 53 192.168.2.4 8.8.8.8

Nov 29, 2020 17:08:21.023622990 CET 53 60875 8.8.8.8 192.168.2.4

Nov 29, 2020 17:08:21.199664116 CET 56448 53 192.168.2.4 8.8.8.8

Nov 29, 2020 17:08:21.235224962 CET 53 56448 8.8.8.8 192.168.2.4

Nov 29, 2020 17:08:21.541660070 CET 59172 53 192.168.2.4 8.8.8.8

Nov 29, 2020 17:08:21.568630934 CET 53 59172 8.8.8.8 192.168.2.4

Nov 29, 2020 17:08:21.773416996 CET 62420 53 192.168.2.4 8.8.8.8

Nov 29, 2020 17:08:21.808999062 CET 53 62420 8.8.8.8 192.168.2.4

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Nov 29, 2020 17:08:12.975123882 CET 192.168.2.4 8.8.8.8 0x5377 Standard query 
(0)

www.invord
eringsbedrijf.nl

A (IP address) IN (0x0001)

Nov 29, 2020 17:08:16.607275963 CET 192.168.2.4 8.8.8.8 0x97c7 Standard query 
(0)

www.eventb
rite.com

A (IP address) IN (0x0001)

Nov 29, 2020 17:08:16.618704081 CET 192.168.2.4 8.8.8.8 0xeeaf Standard query 
(0)

cdn.useproof.com A (IP address) IN (0x0001)

Nov 29, 2020 17:08:16.771655083 CET 192.168.2.4 8.8.8.8 0xed23 Standard query 
(0)

oc208.infu
sionsoft.com

A (IP address) IN (0x0001)

Nov 29, 2020 17:08:16.774434090 CET 192.168.2.4 8.8.8.8 0xe574 Standard query 
(0)

cdn.online
succes.nl

A (IP address) IN (0x0001)

Nov 29, 2020 17:08:16.832438946 CET 192.168.2.4 8.8.8.8 0xfbbf Standard query 
(0)

oc208.infu
sionsoft.com

A (IP address) IN (0x0001)
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Nov 29, 2020 17:08:17.215109110 CET 192.168.2.4 8.8.8.8 0x455d Standard query 
(0)

code.afsan
alytics.com

A (IP address) IN (0x0001)

Nov 29, 2020 17:08:17.498900890 CET 192.168.2.4 8.8.8.8 0x7645 Standard query 
(0)

sc.lfeeder.com A (IP address) IN (0x0001)

Nov 29, 2020 17:08:18.913625002 CET 192.168.2.4 8.8.8.8 0x9cbc Standard query 
(0)

www8.afsan
alytics.com

A (IP address) IN (0x0001)

Nov 29, 2020 17:08:20.593555927 CET 192.168.2.4 8.8.8.8 0x774e Standard query 
(0)

static.hotjar.com A (IP address) IN (0x0001)

Nov 29, 2020 17:08:20.599375010 CET 192.168.2.4 8.8.8.8 0xed5 Standard query 
(0)

mc.yandex.ru A (IP address) IN (0x0001)

Nov 29, 2020 17:08:20.605849028 CET 192.168.2.4 8.8.8.8 0x63d5 Standard query 
(0)

connect.fa
cebook.net

A (IP address) IN (0x0001)

Nov 29, 2020 17:08:20.609961033 CET 192.168.2.4 8.8.8.8 0xdede Standard query 
(0)

script.adcalls.nl A (IP address) IN (0x0001)

Nov 29, 2020 17:08:20.980108023 CET 192.168.2.4 8.8.8.8 0x8fe Standard query 
(0)

script.hotjar.com A (IP address) IN (0x0001)

Nov 29, 2020 17:08:21.199664116 CET 192.168.2.4 8.8.8.8 0xed3a Standard query 
(0)

api.adcalls.nl A (IP address) IN (0x0001)

Nov 29, 2020 17:08:21.541660070 CET 192.168.2.4 8.8.8.8 0xfce2 Standard query 
(0)

mc.yandex.com A (IP address) IN (0x0001)

Nov 29, 2020 17:08:21.773416996 CET 192.168.2.4 8.8.8.8 0xe3e5 Standard query 
(0)

googleads.
g.doubleclick.net

A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Nov 29, 2020 
17:08:13.016907930 
CET

8.8.8.8 192.168.2.4 0x5377 No error (0) www.invord
eringsbedrijf.nl

172.67.74.134 A (IP address) IN (0x0001)

Nov 29, 2020 
17:08:13.016907930 
CET

8.8.8.8 192.168.2.4 0x5377 No error (0) www.invord
eringsbedrijf.nl

104.26.6.123 A (IP address) IN (0x0001)

Nov 29, 2020 
17:08:13.016907930 
CET

8.8.8.8 192.168.2.4 0x5377 No error (0) www.invord
eringsbedrijf.nl

104.26.7.123 A (IP address) IN (0x0001)

Nov 29, 2020 
17:08:16.642760038 
CET

8.8.8.8 192.168.2.4 0x97c7 No error (0) www.eventb
rite.com

18.235.224.167 A (IP address) IN (0x0001)

Nov 29, 2020 
17:08:16.642760038 
CET

8.8.8.8 192.168.2.4 0x97c7 No error (0) www.eventb
rite.com

34.205.126.7 A (IP address) IN (0x0001)

Nov 29, 2020 
17:08:16.642760038 
CET

8.8.8.8 192.168.2.4 0x97c7 No error (0) www.eventb
rite.com

34.204.250.133 A (IP address) IN (0x0001)

Nov 29, 2020 
17:08:16.642760038 
CET

8.8.8.8 192.168.2.4 0x97c7 No error (0) www.eventb
rite.com

18.214.254.157 A (IP address) IN (0x0001)

Nov 29, 2020 
17:08:16.642760038 
CET

8.8.8.8 192.168.2.4 0x97c7 No error (0) www.eventb
rite.com

18.215.76.51 A (IP address) IN (0x0001)

Nov 29, 2020 
17:08:16.642760038 
CET

8.8.8.8 192.168.2.4 0x97c7 No error (0) www.eventb
rite.com

52.22.172.91 A (IP address) IN (0x0001)

Nov 29, 2020 
17:08:16.642760038 
CET

8.8.8.8 192.168.2.4 0x97c7 No error (0) www.eventb
rite.com

34.224.9.38 A (IP address) IN (0x0001)

Nov 29, 2020 
17:08:16.642760038 
CET

8.8.8.8 192.168.2.4 0x97c7 No error (0) www.eventb
rite.com

34.197.148.4 A (IP address) IN (0x0001)

Nov 29, 2020 
17:08:16.656153917 
CET

8.8.8.8 192.168.2.4 0xeeaf No error (0) cdn.usepro
of.com

104.27.134.87 A (IP address) IN (0x0001)

Nov 29, 2020 
17:08:16.656153917 
CET

8.8.8.8 192.168.2.4 0xeeaf No error (0) cdn.usepro
of.com

172.67.204.78 A (IP address) IN (0x0001)

Nov 29, 2020 
17:08:16.656153917 
CET

8.8.8.8 192.168.2.4 0xeeaf No error (0) cdn.usepro
of.com

104.27.135.87 A (IP address) IN (0x0001)

Nov 29, 2020 
17:08:16.818655014 
CET

8.8.8.8 192.168.2.4 0xe574 No error (0) cdn.online
succes.nl

80.94.91.25 A (IP address) IN (0x0001)

Nov 29, 2020 
17:08:17.254662037 
CET

8.8.8.8 192.168.2.4 0x455d No error (0) code.afsan
alytics.com

158.69.57.44 A (IP address) IN (0x0001)

Nov 29, 2020 
17:08:17.537115097 
CET

8.8.8.8 192.168.2.4 0x7645 No error (0) sc.lfeeder.com d1qeerccp1v4jj.cloudfront
.net

CNAME 
(Canonical 
name)

IN (0x0001)
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Nov 29, 2020 
17:08:17.537115097 
CET

8.8.8.8 192.168.2.4 0x7645 No error (0) d1qeerccp1
v4jj.cloud
front.net

13.224.93.50 A (IP address) IN (0x0001)

Nov 29, 2020 
17:08:17.537115097 
CET

8.8.8.8 192.168.2.4 0x7645 No error (0) d1qeerccp1
v4jj.cloud
front.net

13.224.93.63 A (IP address) IN (0x0001)

Nov 29, 2020 
17:08:17.537115097 
CET

8.8.8.8 192.168.2.4 0x7645 No error (0) d1qeerccp1
v4jj.cloud
front.net

13.224.93.54 A (IP address) IN (0x0001)

Nov 29, 2020 
17:08:17.537115097 
CET

8.8.8.8 192.168.2.4 0x7645 No error (0) d1qeerccp1
v4jj.cloud
front.net

13.224.93.99 A (IP address) IN (0x0001)

Nov 29, 2020 
17:08:18.955943108 
CET

8.8.8.8 192.168.2.4 0x9cbc No error (0) www8.afsan
alytics.com

192.99.104.202 A (IP address) IN (0x0001)

Nov 29, 2020 
17:08:20.626497030 
CET

8.8.8.8 192.168.2.4 0xed5 No error (0) mc.yandex.ru 87.250.251.119 A (IP address) IN (0x0001)

Nov 29, 2020 
17:08:20.626497030 
CET

8.8.8.8 192.168.2.4 0xed5 No error (0) mc.yandex.ru 93.158.134.119 A (IP address) IN (0x0001)

Nov 29, 2020 
17:08:20.626497030 
CET

8.8.8.8 192.168.2.4 0xed5 No error (0) mc.yandex.ru 77.88.21.119 A (IP address) IN (0x0001)

Nov 29, 2020 
17:08:20.626497030 
CET

8.8.8.8 192.168.2.4 0xed5 No error (0) mc.yandex.ru 87.250.250.119 A (IP address) IN (0x0001)

Nov 29, 2020 
17:08:20.633074999 
CET

8.8.8.8 192.168.2.4 0x774e No error (0) static.hotjar.com static-cdn.hotjar.com CNAME 
(Canonical 
name)

IN (0x0001)

Nov 29, 2020 
17:08:20.633074999 
CET

8.8.8.8 192.168.2.4 0x774e No error (0) static-cdn
.hotjar.com

13.224.93.53 A (IP address) IN (0x0001)

Nov 29, 2020 
17:08:20.633074999 
CET

8.8.8.8 192.168.2.4 0x774e No error (0) static-cdn
.hotjar.com

13.224.93.21 A (IP address) IN (0x0001)

Nov 29, 2020 
17:08:20.633074999 
CET

8.8.8.8 192.168.2.4 0x774e No error (0) static-cdn
.hotjar.com

13.224.93.32 A (IP address) IN (0x0001)

Nov 29, 2020 
17:08:20.633074999 
CET

8.8.8.8 192.168.2.4 0x774e No error (0) static-cdn
.hotjar.com

13.224.93.92 A (IP address) IN (0x0001)

Nov 29, 2020 
17:08:20.642846107 
CET

8.8.8.8 192.168.2.4 0x63d5 No error (0) connect.fa
cebook.net

scontent.xx.fbcdn.net CNAME 
(Canonical 
name)

IN (0x0001)

Nov 29, 2020 
17:08:20.642846107 
CET

8.8.8.8 192.168.2.4 0x63d5 No error (0) scontent.x
x.fbcdn.net

31.13.92.14 A (IP address) IN (0x0001)

Nov 29, 2020 
17:08:20.672751904 
CET

8.8.8.8 192.168.2.4 0xdede No error (0) script.adcalls.nl 185.138.80.178 A (IP address) IN (0x0001)

Nov 29, 2020 
17:08:20.978249073 
CET

8.8.8.8 192.168.2.4 0xf0b8 No error (0) pagead.l.d
oubleclick.net

172.217.168.66 A (IP address) IN (0x0001)

Nov 29, 2020 
17:08:21.023622990 
CET

8.8.8.8 192.168.2.4 0x8fe No error (0) script.hotjar.com 13.224.93.81 A (IP address) IN (0x0001)

Nov 29, 2020 
17:08:21.023622990 
CET

8.8.8.8 192.168.2.4 0x8fe No error (0) script.hotjar.com 13.224.93.36 A (IP address) IN (0x0001)

Nov 29, 2020 
17:08:21.023622990 
CET

8.8.8.8 192.168.2.4 0x8fe No error (0) script.hotjar.com 13.224.93.65 A (IP address) IN (0x0001)

Nov 29, 2020 
17:08:21.023622990 
CET

8.8.8.8 192.168.2.4 0x8fe No error (0) script.hotjar.com 13.224.93.105 A (IP address) IN (0x0001)

Nov 29, 2020 
17:08:21.235224962 
CET

8.8.8.8 192.168.2.4 0xed3a No error (0) api.adcalls.nl 82.94.169.71 A (IP address) IN (0x0001)

Nov 29, 2020 
17:08:21.235224962 
CET

8.8.8.8 192.168.2.4 0xed3a No error (0) api.adcalls.nl 185.138.80.180 A (IP address) IN (0x0001)

Nov 29, 2020 
17:08:21.235224962 
CET

8.8.8.8 192.168.2.4 0xed3a No error (0) api.adcalls.nl 62.216.2.30 A (IP address) IN (0x0001)

Nov 29, 2020 
17:08:21.235224962 
CET

8.8.8.8 192.168.2.4 0xed3a No error (0) api.adcalls.nl 82.161.224.220 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
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Nov 29, 2020 
17:08:21.235224962 
CET

8.8.8.8 192.168.2.4 0xed3a No error (0) api.adcalls.nl 213.222.5.103 A (IP address) IN (0x0001)

Nov 29, 2020 
17:08:21.568630934 
CET

8.8.8.8 192.168.2.4 0xfce2 No error (0) mc.yandex.com mc.yandex.ru CNAME 
(Canonical 
name)

IN (0x0001)

Nov 29, 2020 
17:08:21.568630934 
CET

8.8.8.8 192.168.2.4 0xfce2 No error (0) mc.yandex.ru 77.88.21.119 A (IP address) IN (0x0001)

Nov 29, 2020 
17:08:21.568630934 
CET

8.8.8.8 192.168.2.4 0xfce2 No error (0) mc.yandex.ru 87.250.250.119 A (IP address) IN (0x0001)

Nov 29, 2020 
17:08:21.568630934 
CET

8.8.8.8 192.168.2.4 0xfce2 No error (0) mc.yandex.ru 87.250.251.119 A (IP address) IN (0x0001)

Nov 29, 2020 
17:08:21.568630934 
CET

8.8.8.8 192.168.2.4 0xfce2 No error (0) mc.yandex.ru 93.158.134.119 A (IP address) IN (0x0001)

Nov 29, 2020 
17:08:21.808999062 
CET

8.8.8.8 192.168.2.4 0xe3e5 No error (0) googleads.
g.doubleclick.net

pagead46.l.doubleclick.ne
t

CNAME 
(Canonical 
name)

IN (0x0001)

Nov 29, 2020 
17:08:21.808999062 
CET

8.8.8.8 192.168.2.4 0xe3e5 No error (0) pagead46.l
.doubleclick.net

172.217.168.2 A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL Client
Fingerprint JA3 SSL Client Digest

Nov 29, 2020 
17:08:13.072549105 
CET

172.67.74.134 443 192.168.2.4 49731 CN=sni.cloudflaressl.com, 
O="Cloudflare, Inc.", L=San 
Francisco, ST=CA, C=US 
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", 
C=US

CN=Cloudflare Inc ECC 
CA-3, O="Cloudflare, 
Inc.", C=US 
CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Wed 
Aug 05 
02:00:00 
CEST 
2020 
Mon Jan 
27 
13:48:08 
CET 
2020

Thu Aug 
05 
14:00:00 
CEST 
2021 
Wed 
Jan 01 
00:59:59 
CET 
2025

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", 
C=US

CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Mon Jan 
27 
13:48:08 
CET 
2020

Wed 
Jan 01 
00:59:59 
CET 
2025

Nov 29, 2020 
17:08:13.076230049 
CET

172.67.74.134 443 192.168.2.4 49730 CN=sni.cloudflaressl.com, 
O="Cloudflare, Inc.", L=San 
Francisco, ST=CA, C=US 
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", 
C=US

CN=Cloudflare Inc ECC 
CA-3, O="Cloudflare, 
Inc.", C=US 
CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Wed 
Aug 05 
02:00:00 
CEST 
2020 
Mon Jan 
27 
13:48:08 
CET 
2020

Thu Aug 
05 
14:00:00 
CEST 
2021 
Wed 
Jan 01 
00:59:59 
CET 
2025

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", 
C=US

CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Mon Jan 
27 
13:48:08 
CET 
2020

Wed 
Jan 01 
00:59:59 
CET 
2025

Nov 29, 2020 
17:08:16.715681076 
CET

104.27.134.87 443 192.168.2.4 49737 CN=sni.cloudflaressl.com, 
O="Cloudflare, Inc.", L=San 
Francisco, ST=CA, C=US 
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", 
C=US

CN=Cloudflare Inc ECC 
CA-3, O="Cloudflare, 
Inc.", C=US 
CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Sun Jul 
19 
02:00:00 
CEST 
2020 
Mon Jan 
27 
13:48:08 
CET 
2020

Mon Jul 
19 
14:00:00 
CEST 
2021 
Wed 
Jan 01 
00:59:59 
CET 
2025

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", 
C=US

CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Mon Jan 
27 
13:48:08 
CET 
2020

Wed 
Jan 01 
00:59:59 
CET 
2025

HTTPS Packets
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Nov 29, 2020 
17:08:16.764372110 
CET

104.27.134.87 443 192.168.2.4 49738 CN=sni.cloudflaressl.com, 
O="Cloudflare, Inc.", L=San 
Francisco, ST=CA, C=US 
CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", 
C=US

CN=Cloudflare Inc ECC 
CA-3, O="Cloudflare, 
Inc.", C=US 
CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Sun Jul 
19 
02:00:00 
CEST 
2020 
Mon Jan 
27 
13:48:08 
CET 
2020

Mon Jul 
19 
14:00:00 
CEST 
2021 
Wed 
Jan 01 
00:59:59 
CET 
2025

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.", 
C=US

CN=Baltimore 
CyberTrust Root, 
OU=CyberTrust, 
O=Baltimore, C=IE

Mon Jan 
27 
13:48:08 
CET 
2020

Wed 
Jan 01 
00:59:59 
CET 
2025

Nov 29, 2020 
17:08:16.861360073 
CET

18.235.224.167 443 192.168.2.4 49736 CN=*.eventbrite.com, 
OU=Eventbrite Inc., 
O="Eventbrite, Inc.", L=San 
Francisco, ST=CA, C=US 
CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High Assurance 
EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 
High Assurance Server 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri May 
03 
02:00:00 
CEST 
2019 
Tue Oct 
22 
14:00:00 
CEST 
2013 Fri 
Nov 10 
01:00:00 
CET 
2006

Wed 
Feb 24 
13:00:00 
CET 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028 
Mon 
Nov 10 
01:00:00 
CET 
2031

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

CN=DigiCert High Assurance 
EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Nov 
10 
01:00:00 
CET 
2006

Mon 
Nov 10 
01:00:00 
CET 
2031

Nov 29, 2020 
17:08:16.864413977 
CET

18.235.224.167 443 192.168.2.4 49735 CN=*.eventbrite.com, 
OU=Eventbrite Inc., 
O="Eventbrite, Inc.", L=San 
Francisco, ST=CA, C=US 
CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High Assurance 
EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 
High Assurance Server 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri May 
03 
02:00:00 
CEST 
2019 
Tue Oct 
22 
14:00:00 
CEST 
2013 Fri 
Nov 10 
01:00:00 
CET 
2006

Wed 
Feb 24 
13:00:00 
CET 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028 
Mon 
Nov 10 
01:00:00 
CET 
2031

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

CN=DigiCert High Assurance 
EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Fri Nov 
10 
01:00:00 
CET 
2006

Mon 
Nov 10 
01:00:00 
CET 
2031

Nov 29, 2020 
17:08:16.913929939 
CET

80.94.91.25 443 192.168.2.4 49740 CN=cdn.onlinesucces.nl 
CN=Let's Encrypt Authority 
X3, O=Let's Encrypt, C=US

CN=Let's Encrypt 
Authority X3, O=Let's 
Encrypt, C=US 
CN=DST Root CA X3, 
O=Digital Signature 
Trust Co.

Wed 
Sep 30 
15:57:45 
CEST 
2020 
Thu Mar 
17 
17:40:46 
CET 
2016

Tue Dec 
29 
14:57:45 
CET 
2020 
Wed 
Mar 17 
17:40:46 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Let's Encrypt Authority 
X3, O=Let's Encrypt, C=US

CN=DST Root CA X3, 
O=Digital Signature 
Trust Co.

Thu Mar 
17 
17:40:46 
CET 
2016

Wed 
Mar 17 
17:40:46 
CET 
2021
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Nov 29, 2020 
17:08:16.920309067 
CET

80.94.91.25 443 192.168.2.4 49739 CN=cdn.onlinesucces.nl 
CN=Let's Encrypt Authority 
X3, O=Let's Encrypt, C=US

CN=Let's Encrypt 
Authority X3, O=Let's 
Encrypt, C=US 
CN=DST Root CA X3, 
O=Digital Signature 
Trust Co.

Wed 
Sep 30 
15:57:45 
CEST 
2020 
Thu Mar 
17 
17:40:46 
CET 
2016

Tue Dec 
29 
14:57:45 
CET 
2020 
Wed 
Mar 17 
17:40:46 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Let's Encrypt Authority 
X3, O=Let's Encrypt, C=US

CN=DST Root CA X3, 
O=Digital Signature 
Trust Co.

Thu Mar 
17 
17:40:46 
CET 
2016

Wed 
Mar 17 
17:40:46 
CET 
2021

Nov 29, 2020 
17:08:17.469110012 
CET

158.69.57.44 443 192.168.2.4 49742 CN=*.afsanalytics.com 
CN=AlphaSSL CA - SHA256 
- G2, O=GlobalSign nv-sa, 
C=BE

CN=AlphaSSL CA - 
SHA256 - G2, 
O=GlobalSign nv-sa, 
C=BE CN=GlobalSign 
Root CA, OU=Root CA, 
O=GlobalSign nv-sa, 
C=BE

Sun Sep 
06 
02:20:22 
CEST 
2020 
Thu Feb 
20 
11:00:00 
CET 
2014

Fri Oct 
08 
02:20:22 
CEST 
2021 
Tue Feb 
20 
11:00:00 
CET 
2024

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=AlphaSSL CA - SHA256 
- G2, O=GlobalSign nv-sa, 
C=BE

CN=GlobalSign Root 
CA, OU=Root CA, 
O=GlobalSign nv-sa, 
C=BE

Thu Feb 
20 
11:00:00 
CET 
2014

Tue Feb 
20 
11:00:00 
CET 
2024

Nov 29, 2020 
17:08:17.469919920 
CET

158.69.57.44 443 192.168.2.4 49743 CN=*.afsanalytics.com 
CN=AlphaSSL CA - SHA256 
- G2, O=GlobalSign nv-sa, 
C=BE

CN=AlphaSSL CA - 
SHA256 - G2, 
O=GlobalSign nv-sa, 
C=BE CN=GlobalSign 
Root CA, OU=Root CA, 
O=GlobalSign nv-sa, 
C=BE

Sun Sep 
06 
02:20:22 
CEST 
2020 
Thu Feb 
20 
11:00:00 
CET 
2014

Fri Oct 
08 
02:20:22 
CEST 
2021 
Tue Feb 
20 
11:00:00 
CET 
2024

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=AlphaSSL CA - SHA256 
- G2, O=GlobalSign nv-sa, 
C=BE

CN=GlobalSign Root 
CA, OU=Root CA, 
O=GlobalSign nv-sa, 
C=BE

Thu Feb 
20 
11:00:00 
CET 
2014

Tue Feb 
20 
11:00:00 
CET 
2024

Nov 29, 2020 
17:08:17.583256006 
CET

13.224.93.50 443 192.168.2.4 49746 CN=*.lfeeder.com 
CN=Amazon, OU=Server CA 
1B, O=Amazon, C=US 
CN=Amazon Root CA 1, 
O=Amazon, C=US 
CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

CN=Amazon, 
OU=Server CA 1B, 
O=Amazon, C=US 
CN=Amazon Root CA 
1, O=Amazon, C=US 
CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Fri Sep 
04 
02:00:00 
CEST 
2020 
Thu Oct 
22 
02:00:00 
CEST 
2015 
Mon 
May 25 
14:00:00 
CEST 
2015 
Wed 
Sep 02 
02:00:00 
CEST 
2009

Wed Oct 
06 
02:00:00 
CEST 
2021 
Sun Oct 
19 
02:00:00 
CEST 
2025 
Thu Dec 
31 
02:00:00 
CET 
2037 
Wed 
Jun 28 
19:39:16 
CEST 
2034

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Amazon, OU=Server CA 
1B, O=Amazon, C=US

CN=Amazon Root CA 
1, O=Amazon, C=US

Thu Oct 
22 
02:00:00 
CEST 
2015

Sun Oct 
19 
02:00:00 
CEST 
2025

CN=Amazon Root CA 1, 
O=Amazon, C=US

CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US

Mon 
May 25 
14:00:00 
CEST 
2015

Thu Dec 
31 
02:00:00 
CET 
2037

CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Sep 02 
02:00:00 
CEST 
2009

Wed 
Jun 28 
19:39:16 
CEST 
2034
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Nov 29, 2020 
17:08:17.589441061 
CET

13.224.93.50 443 192.168.2.4 49747 CN=*.lfeeder.com 
CN=Amazon, OU=Server CA 
1B, O=Amazon, C=US 
CN=Amazon Root CA 1, 
O=Amazon, C=US 
CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

CN=Amazon, 
OU=Server CA 1B, 
O=Amazon, C=US 
CN=Amazon Root CA 
1, O=Amazon, C=US 
CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Fri Sep 
04 
02:00:00 
CEST 
2020 
Thu Oct 
22 
02:00:00 
CEST 
2015 
Mon 
May 25 
14:00:00 
CEST 
2015 
Wed 
Sep 02 
02:00:00 
CEST 
2009

Wed Oct 
06 
02:00:00 
CEST 
2021 
Sun Oct 
19 
02:00:00 
CEST 
2025 
Thu Dec 
31 
02:00:00 
CET 
2037 
Wed 
Jun 28 
19:39:16 
CEST 
2034

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Amazon, OU=Server CA 
1B, O=Amazon, C=US

CN=Amazon Root CA 
1, O=Amazon, C=US

Thu Oct 
22 
02:00:00 
CEST 
2015

Sun Oct 
19 
02:00:00 
CEST 
2025

CN=Amazon Root CA 1, 
O=Amazon, C=US

CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US

Mon 
May 25 
14:00:00 
CEST 
2015

Thu Dec 
31 
02:00:00 
CET 
2037

CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Sep 02 
02:00:00 
CEST 
2009

Wed 
Jun 28 
19:39:16 
CEST 
2034

Nov 29, 2020 
17:08:19.167422056 
CET

192.99.104.202 443 192.168.2.4 49752 CN=*.afsanalytics.com 
CN=AlphaSSL CA - SHA256 
- G2, O=GlobalSign nv-sa, 
C=BE

CN=AlphaSSL CA - 
SHA256 - G2, 
O=GlobalSign nv-sa, 
C=BE CN=GlobalSign 
Root CA, OU=Root CA, 
O=GlobalSign nv-sa, 
C=BE

Sun Sep 
06 
02:20:22 
CEST 
2020 
Thu Feb 
20 
11:00:00 
CET 
2014

Fri Oct 
08 
02:20:22 
CEST 
2021 
Tue Feb 
20 
11:00:00 
CET 
2024

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=AlphaSSL CA - SHA256 
- G2, O=GlobalSign nv-sa, 
C=BE

CN=GlobalSign Root 
CA, OU=Root CA, 
O=GlobalSign nv-sa, 
C=BE

Thu Feb 
20 
11:00:00 
CET 
2014

Tue Feb 
20 
11:00:00 
CET 
2024

Nov 29, 2020 
17:08:19.182626963 
CET

192.99.104.202 443 192.168.2.4 49753 CN=*.afsanalytics.com 
CN=AlphaSSL CA - SHA256 
- G2, O=GlobalSign nv-sa, 
C=BE

CN=AlphaSSL CA - 
SHA256 - G2, 
O=GlobalSign nv-sa, 
C=BE CN=GlobalSign 
Root CA, OU=Root CA, 
O=GlobalSign nv-sa, 
C=BE

Sun Sep 
06 
02:20:22 
CEST 
2020 
Thu Feb 
20 
11:00:00 
CET 
2014

Fri Oct 
08 
02:20:22 
CEST 
2021 
Tue Feb 
20 
11:00:00 
CET 
2024

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=AlphaSSL CA - SHA256 
- G2, O=GlobalSign nv-sa, 
C=BE

CN=GlobalSign Root 
CA, OU=Root CA, 
O=GlobalSign nv-sa, 
C=BE

Thu Feb 
20 
11:00:00 
CET 
2014

Tue Feb 
20 
11:00:00 
CET 
2024

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
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JA3 SSL Client
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Nov 29, 2020 
17:08:20.680205107 
CET

13.224.93.53 443 192.168.2.4 49756 CN=*.hotjar.com 
CN=Amazon, OU=Server CA 
1B, O=Amazon, C=US 
CN=Amazon Root CA 1, 
O=Amazon, C=US 
CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

CN=Amazon, 
OU=Server CA 1B, 
O=Amazon, C=US 
CN=Amazon Root CA 
1, O=Amazon, C=US 
CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Jan 22 
01:00:00 
CET 
2020 
Thu Oct 
22 
02:00:00 
CEST 
2015 
Mon 
May 25 
14:00:00 
CEST 
2015 
Wed 
Sep 02 
02:00:00 
CEST 
2009

Mon Feb 
22 
13:00:00 
CET 
2021 
Sun Oct 
19 
02:00:00 
CEST 
2025 
Thu Dec 
31 
02:00:00 
CET 
2037 
Wed 
Jun 28 
19:39:16 
CEST 
2034

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Amazon, OU=Server CA 
1B, O=Amazon, C=US

CN=Amazon Root CA 
1, O=Amazon, C=US

Thu Oct 
22 
02:00:00 
CEST 
2015

Sun Oct 
19 
02:00:00 
CEST 
2025

CN=Amazon Root CA 1, 
O=Amazon, C=US

CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US

Mon 
May 25 
14:00:00 
CEST 
2015

Thu Dec 
31 
02:00:00 
CET 
2037

CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Sep 02 
02:00:00 
CEST 
2009

Wed 
Jun 28 
19:39:16 
CEST 
2034

Nov 29, 2020 
17:08:20.681567907 
CET

13.224.93.53 443 192.168.2.4 49757 CN=*.hotjar.com 
CN=Amazon, OU=Server CA 
1B, O=Amazon, C=US 
CN=Amazon Root CA 1, 
O=Amazon, C=US 
CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

CN=Amazon, 
OU=Server CA 1B, 
O=Amazon, C=US 
CN=Amazon Root CA 
1, O=Amazon, C=US 
CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Jan 22 
01:00:00 
CET 
2020 
Thu Oct 
22 
02:00:00 
CEST 
2015 
Mon 
May 25 
14:00:00 
CEST 
2015 
Wed 
Sep 02 
02:00:00 
CEST 
2009

Mon Feb 
22 
13:00:00 
CET 
2021 
Sun Oct 
19 
02:00:00 
CEST 
2025 
Thu Dec 
31 
02:00:00 
CET 
2037 
Wed 
Jun 28 
19:39:16 
CEST 
2034

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Amazon, OU=Server CA 
1B, O=Amazon, C=US

CN=Amazon Root CA 
1, O=Amazon, C=US

Thu Oct 
22 
02:00:00 
CEST 
2015

Sun Oct 
19 
02:00:00 
CEST 
2025

CN=Amazon Root CA 1, 
O=Amazon, C=US

CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US

Mon 
May 25 
14:00:00 
CEST 
2015

Thu Dec 
31 
02:00:00 
CET 
2037

CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Sep 02 
02:00:00 
CEST 
2009

Wed 
Jun 28 
19:39:16 
CEST 
2034

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL Client
Fingerprint JA3 SSL Client Digest
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Nov 29, 2020 
17:08:20.709825993 
CET

31.13.92.14 443 192.168.2.4 49758 CN=*.facebook.com, 
O="Facebook, Inc.", L=Menlo 
Park, ST=California, C=US 
CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 
High Assurance Server 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Mon 
Nov 02 
01:00:00 
CET 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Jan 
31 
00:59:59 
CET 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Nov 29, 2020 
17:08:20.711467981 
CET

31.13.92.14 443 192.168.2.4 49759 CN=*.facebook.com, 
O="Facebook, Inc.", L=Menlo 
Park, ST=California, C=US 
CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert SHA2 
High Assurance Server 
CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US 
CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Mon 
Nov 02 
01:00:00 
CET 
2020 
Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Jan 
31 
00:59:59 
CET 
2021 
Sun Oct 
22 
14:00:00 
CEST 
2028

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=DigiCert SHA2 High 
Assurance Server CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

CN=DigiCert High 
Assurance EV Root CA, 
OU=www.digicert.com, 
O=DigiCert Inc, C=US

Tue Oct 
22 
14:00:00 
CEST 
2013

Sun Oct 
22 
14:00:00 
CEST 
2028

Nov 29, 2020 
17:08:20.711813927 
CET

87.250.251.119 443 192.168.2.4 49754 CN=mc.yandex.ru, 
O=Yandex LLC, OU=ITO, 
L=Moscow, C=RU 
CN=Yandex CA, OU=Yandex 
Certification Authority, 
O=Yandex LLC, C=RU 
CN=Certum Trusted Network 
CA, OU=Certum Certification 
Authority, O=Unizeto 
Technologies S.A., C=PL

CN=Yandex CA, 
OU=Yandex 
Certification Authority, 
O=Yandex LLC, C=RU 
CN=Certum Trusted 
Network CA, 
OU=Certum 
Certification Authority, 
O=Unizeto 
Technologies S.A., 
C=PL CN=Certum CA, 
O=Unizeto Sp. z o.o., 
C=PL

Tue Sep 
29 
23:57:59 
CEST 
2020 
Wed 
Jan 21 
13:00:00 
CET 
2015 
Wed Oct 
22 
14:07:37 
CEST 
2008

Thu Mar 
11 
22:57:59 
CET 
2021 
Sat Jan 
18 
13:00:00 
CET 
2025 
Thu Jun 
10 
12:46:39 
CEST 
2027

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Yandex CA, OU=Yandex 
Certification Authority, 
O=Yandex LLC, C=RU

CN=Certum Trusted 
Network CA, 
OU=Certum 
Certification Authority, 
O=Unizeto 
Technologies S.A., 
C=PL

Wed 
Jan 21 
13:00:00 
CET 
2015

Sat Jan 
18 
13:00:00 
CET 
2025

CN=Certum Trusted Network 
CA, OU=Certum Certification 
Authority, O=Unizeto 
Technologies S.A., C=PL

CN=Certum CA, 
O=Unizeto Sp. z o.o., 
C=PL

Wed Oct 
22 
14:07:37 
CEST 
2008

Thu Jun 
10 
12:46:39 
CEST 
2027

Nov 29, 2020 
17:08:20.712179899 
CET

87.250.251.119 443 192.168.2.4 49755 CN=mc.yandex.ru, 
O=Yandex LLC, OU=ITO, 
L=Moscow, C=RU 
CN=Yandex CA, OU=Yandex 
Certification Authority, 
O=Yandex LLC, C=RU 
CN=Certum Trusted Network 
CA, OU=Certum Certification 
Authority, O=Unizeto 
Technologies S.A., C=PL

CN=Yandex CA, 
OU=Yandex 
Certification Authority, 
O=Yandex LLC, C=RU 
CN=Certum Trusted 
Network CA, 
OU=Certum 
Certification Authority, 
O=Unizeto 
Technologies S.A., 
C=PL CN=Certum CA, 
O=Unizeto Sp. z o.o., 
C=PL

Tue Sep 
29 
23:57:59 
CEST 
2020 
Wed 
Jan 21 
13:00:00 
CET 
2015 
Wed Oct 
22 
14:07:37 
CEST 
2008

Thu Mar 
11 
22:57:59 
CET 
2021 
Sat Jan 
18 
13:00:00 
CET 
2025 
Thu Jun 
10 
12:46:39 
CEST 
2027

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Yandex CA, OU=Yandex 
Certification Authority, 
O=Yandex LLC, C=RU

CN=Certum Trusted 
Network CA, 
OU=Certum 
Certification Authority, 
O=Unizeto 
Technologies S.A., 
C=PL

Wed 
Jan 21 
13:00:00 
CET 
2015

Sat Jan 
18 
13:00:00 
CET 
2025

CN=Certum Trusted Network 
CA, OU=Certum Certification 
Authority, O=Unizeto 
Technologies S.A., C=PL

CN=Certum CA, 
O=Unizeto Sp. z o.o., 
C=PL

Wed Oct 
22 
14:07:37 
CEST 
2008

Thu Jun 
10 
12:46:39 
CEST 
2027

Timestamp Source IP
Source
Port Dest IP

Dest
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Not
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JA3 SSL Client
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Nov 29, 2020 
17:08:20.736052036 
CET

185.138.80.178 443 192.168.2.4 49761 CN=www.script.adcalls.nl 
CN=Sectigo RSA Domain 
Validation Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=Sectigo RSA 
Domain Validation 
Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Tue Sep 
15 
02:00:00 
CEST 
2020 Fri 
Nov 02 
01:00:00 
CET 
2018 
Mon Feb 
01 
01:00:00 
CET 
2010

Fri Sep 
17 
01:59:59 
CEST 
2021 
Wed 
Jan 01 
00:59:59 
CET 
2031 
Tue Jan 
19 
00:59:59 
CET 
2038

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Sectigo RSA Domain 
Validation Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Fri Nov 
02 
01:00:00 
CET 
2018

Wed 
Jan 01 
00:59:59 
CET 
2031

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Mon Feb 
01 
01:00:00 
CET 
2010

Tue Jan 
19 
00:59:59 
CET 
2038

Nov 29, 2020 
17:08:20.736241102 
CET

185.138.80.178 443 192.168.2.4 49760 CN=www.script.adcalls.nl 
CN=Sectigo RSA Domain 
Validation Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=Sectigo RSA 
Domain Validation 
Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Tue Sep 
15 
02:00:00 
CEST 
2020 Fri 
Nov 02 
01:00:00 
CET 
2018 
Mon Feb 
01 
01:00:00 
CET 
2010

Fri Sep 
17 
01:59:59 
CEST 
2021 
Wed 
Jan 01 
00:59:59 
CET 
2031 
Tue Jan 
19 
00:59:59 
CET 
2038

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Sectigo RSA Domain 
Validation Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Fri Nov 
02 
01:00:00 
CET 
2018

Wed 
Jan 01 
00:59:59 
CET 
2031

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Mon Feb 
01 
01:00:00 
CET 
2010

Tue Jan 
19 
00:59:59 
CET 
2038

Nov 29, 2020 
17:08:21.061053038 
CET

172.217.168.66 443 192.168.2.4 49763 CN=www.googleadservices.c
om, O=Google LLC, 
L=Mountain View, 
ST=California, C=US 
CN=GTS CA 1O1, O=Google 
Trust Services, C=US

CN=GTS CA 1O1, 
O=Google Trust 
Services, C=US 
CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root 
CA - R2

Tue Nov 
03 
08:38:18 
CET 
2020 
Thu Jun 
15 
02:00:42 
CEST 
2017

Tue Jan 
26 
08:38:18 
CET 
2021 
Wed 
Dec 15 
01:00:42 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1O1, O=Google 
Trust Services, C=US

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root 
CA - R2

Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Dec 15 
01:00:42 
CET 
2021

Nov 29, 2020 
17:08:21.063096046 
CET

172.217.168.66 443 192.168.2.4 49762 CN=www.googleadservices.c
om, O=Google LLC, 
L=Mountain View, 
ST=California, C=US 
CN=GTS CA 1O1, O=Google 
Trust Services, C=US

CN=GTS CA 1O1, 
O=Google Trust 
Services, C=US 
CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root 
CA - R2

Tue Nov 
03 
08:38:18 
CET 
2020 
Thu Jun 
15 
02:00:42 
CEST 
2017

Tue Jan 
26 
08:38:18 
CET 
2021 
Wed 
Dec 15 
01:00:42 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1O1, O=Google 
Trust Services, C=US

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root 
CA - R2

Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Dec 15 
01:00:42 
CET 
2021

Timestamp Source IP
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Not
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Fingerprint JA3 SSL Client Digest
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Nov 29, 2020 
17:08:21.063479900 
CET

13.224.93.81 443 192.168.2.4 49764 CN=*.hotjar.com 
CN=Amazon, OU=Server CA 
1B, O=Amazon, C=US 
CN=Amazon Root CA 1, 
O=Amazon, C=US 
CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

CN=Amazon, 
OU=Server CA 1B, 
O=Amazon, C=US 
CN=Amazon Root CA 
1, O=Amazon, C=US 
CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Jan 22 
01:00:00 
CET 
2020 
Thu Oct 
22 
02:00:00 
CEST 
2015 
Mon 
May 25 
14:00:00 
CEST 
2015 
Wed 
Sep 02 
02:00:00 
CEST 
2009

Mon Feb 
22 
13:00:00 
CET 
2021 
Sun Oct 
19 
02:00:00 
CEST 
2025 
Thu Dec 
31 
02:00:00 
CET 
2037 
Wed 
Jun 28 
19:39:16 
CEST 
2034

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Amazon, OU=Server CA 
1B, O=Amazon, C=US

CN=Amazon Root CA 
1, O=Amazon, C=US

Thu Oct 
22 
02:00:00 
CEST 
2015

Sun Oct 
19 
02:00:00 
CEST 
2025

CN=Amazon Root CA 1, 
O=Amazon, C=US

CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US

Mon 
May 25 
14:00:00 
CEST 
2015

Thu Dec 
31 
02:00:00 
CET 
2037

CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Sep 02 
02:00:00 
CEST 
2009

Wed 
Jun 28 
19:39:16 
CEST 
2034

Nov 29, 2020 
17:08:21.065886974 
CET

13.224.93.81 443 192.168.2.4 49765 CN=*.hotjar.com 
CN=Amazon, OU=Server CA 
1B, O=Amazon, C=US 
CN=Amazon Root CA 1, 
O=Amazon, C=US 
CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

CN=Amazon, 
OU=Server CA 1B, 
O=Amazon, C=US 
CN=Amazon Root CA 
1, O=Amazon, C=US 
CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US 
OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Jan 22 
01:00:00 
CET 
2020 
Thu Oct 
22 
02:00:00 
CEST 
2015 
Mon 
May 25 
14:00:00 
CEST 
2015 
Wed 
Sep 02 
02:00:00 
CEST 
2009

Mon Feb 
22 
13:00:00 
CET 
2021 
Sun Oct 
19 
02:00:00 
CEST 
2025 
Thu Dec 
31 
02:00:00 
CET 
2037 
Wed 
Jun 28 
19:39:16 
CEST 
2034

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Amazon, OU=Server CA 
1B, O=Amazon, C=US

CN=Amazon Root CA 
1, O=Amazon, C=US

Thu Oct 
22 
02:00:00 
CEST 
2015

Sun Oct 
19 
02:00:00 
CEST 
2025

CN=Amazon Root CA 1, 
O=Amazon, C=US

CN=Starfield Services 
Root Certificate 
Authority - G2, 
O="Starfield 
Technologies, Inc.", 
L=Scottsdale, 
ST=Arizona, C=US

Mon 
May 25 
14:00:00 
CEST 
2015

Thu Dec 
31 
02:00:00 
CET 
2037

CN=Starfield Services Root 
Certificate Authority - G2, 
O="Starfield Technologies, 
Inc.", L=Scottsdale, 
ST=Arizona, C=US

OU=Starfield Class 2 
Certification Authority, 
O="Starfield 
Technologies, Inc.", 
C=US

Wed 
Sep 02 
02:00:00 
CEST 
2009

Wed 
Jun 28 
19:39:16 
CEST 
2034

Timestamp Source IP
Source
Port Dest IP

Dest
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Not
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JA3 SSL Client
Fingerprint JA3 SSL Client Digest
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Nov 29, 2020 
17:08:21.322201967 
CET

82.94.169.71 443 192.168.2.4 49766 CN=api.adcalls.nl 
CN=Sectigo RSA Domain 
Validation Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=Sectigo RSA 
Domain Validation 
Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Mon Oct 
12 
02:00:00 
CEST 
2020 Fri 
Nov 02 
01:00:00 
CET 
2018 
Mon Feb 
01 
01:00:00 
CET 
2010

Thu Oct 
14 
01:59:59 
CEST 
2021 
Wed 
Jan 01 
00:59:59 
CET 
2031 
Tue Jan 
19 
00:59:59 
CET 
2038

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Sectigo RSA Domain 
Validation Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Fri Nov 
02 
01:00:00 
CET 
2018

Wed 
Jan 01 
00:59:59 
CET 
2031

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Mon Feb 
01 
01:00:00 
CET 
2010

Tue Jan 
19 
00:59:59 
CET 
2038

Nov 29, 2020 
17:08:21.343573093 
CET

82.94.169.71 443 192.168.2.4 49767 CN=api.adcalls.nl 
CN=Sectigo RSA Domain 
Validation Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=Sectigo RSA 
Domain Validation 
Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US 
CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Mon Oct 
12 
02:00:00 
CEST 
2020 Fri 
Nov 02 
01:00:00 
CET 
2018 
Mon Feb 
01 
01:00:00 
CET 
2010

Thu Oct 
14 
01:59:59 
CEST 
2021 
Wed 
Jan 01 
00:59:59 
CET 
2031 
Tue Jan 
19 
00:59:59 
CET 
2038

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Sectigo RSA Domain 
Validation Secure Server CA, 
O=Sectigo Limited, 
L=Salford, ST=Greater 
Manchester, C=GB

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Fri Nov 
02 
01:00:00 
CET 
2018

Wed 
Jan 01 
00:59:59 
CET 
2031

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

CN=USERTrust RSA 
Certification Authority, 
O=The USERTRUST 
Network, L=Jersey City, 
ST=New Jersey, C=US

Mon Feb 
01 
01:00:00 
CET 
2010

Tue Jan 
19 
00:59:59 
CET 
2038

Nov 29, 2020 
17:08:21.654483080 
CET

77.88.21.119 443 192.168.2.4 49769 CN=mc.yandex.ru, 
O=Yandex LLC, OU=ITO, 
L=Moscow, C=RU 
CN=Yandex CA, OU=Yandex 
Certification Authority, 
O=Yandex LLC, C=RU 
CN=Certum Trusted Network 
CA, OU=Certum Certification 
Authority, O=Unizeto 
Technologies S.A., C=PL

CN=Yandex CA, 
OU=Yandex 
Certification Authority, 
O=Yandex LLC, C=RU 
CN=Certum Trusted 
Network CA, 
OU=Certum 
Certification Authority, 
O=Unizeto 
Technologies S.A., 
C=PL CN=Certum CA, 
O=Unizeto Sp. z o.o., 
C=PL

Tue Sep 
29 
23:57:59 
CEST 
2020 
Wed 
Jan 21 
13:00:00 
CET 
2015 
Wed Oct 
22 
14:07:37 
CEST 
2008

Thu Mar 
11 
22:57:59 
CET 
2021 
Sat Jan 
18 
13:00:00 
CET 
2025 
Thu Jun 
10 
12:46:39 
CEST 
2027

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Yandex CA, OU=Yandex 
Certification Authority, 
O=Yandex LLC, C=RU

CN=Certum Trusted 
Network CA, 
OU=Certum 
Certification Authority, 
O=Unizeto 
Technologies S.A., 
C=PL

Wed 
Jan 21 
13:00:00 
CET 
2015

Sat Jan 
18 
13:00:00 
CET 
2025

CN=Certum Trusted Network 
CA, OU=Certum Certification 
Authority, O=Unizeto 
Technologies S.A., C=PL

CN=Certum CA, 
O=Unizeto Sp. z o.o., 
C=PL

Wed Oct 
22 
14:07:37 
CEST 
2008

Thu Jun 
10 
12:46:39 
CEST 
2027

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL Client
Fingerprint JA3 SSL Client Digest
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Code Manipulations

Statistics

Behavior

• iexplore.exe

• iexplore.exe

Click to jump to process

Nov 29, 2020 
17:08:21.654843092 
CET

77.88.21.119 443 192.168.2.4 49768 CN=mc.yandex.ru, 
O=Yandex LLC, OU=ITO, 
L=Moscow, C=RU 
CN=Yandex CA, OU=Yandex 
Certification Authority, 
O=Yandex LLC, C=RU 
CN=Certum Trusted Network 
CA, OU=Certum Certification 
Authority, O=Unizeto 
Technologies S.A., C=PL

CN=Yandex CA, 
OU=Yandex 
Certification Authority, 
O=Yandex LLC, C=RU 
CN=Certum Trusted 
Network CA, 
OU=Certum 
Certification Authority, 
O=Unizeto 
Technologies S.A., 
C=PL CN=Certum CA, 
O=Unizeto Sp. z o.o., 
C=PL

Tue Sep 
29 
23:57:59 
CEST 
2020 
Wed 
Jan 21 
13:00:00 
CET 
2015 
Wed Oct 
22 
14:07:37 
CEST 
2008

Thu Mar 
11 
22:57:59 
CET 
2021 
Sat Jan 
18 
13:00:00 
CET 
2025 
Thu Jun 
10 
12:46:39 
CEST 
2027

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=Yandex CA, OU=Yandex 
Certification Authority, 
O=Yandex LLC, C=RU

CN=Certum Trusted 
Network CA, 
OU=Certum 
Certification Authority, 
O=Unizeto 
Technologies S.A., 
C=PL

Wed 
Jan 21 
13:00:00 
CET 
2015

Sat Jan 
18 
13:00:00 
CET 
2025

CN=Certum Trusted Network 
CA, OU=Certum Certification 
Authority, O=Unizeto 
Technologies S.A., C=PL

CN=Certum CA, 
O=Unizeto Sp. z o.o., 
C=PL

Wed Oct 
22 
14:07:37 
CEST 
2008

Thu Jun 
10 
12:46:39 
CEST 
2027

Nov 29, 2020 
17:08:21.919735909 
CET

172.217.168.2 443 192.168.2.4 49770 CN=*.g.doubleclick.net, 
O=Google LLC, L=Mountain 
View, ST=California, C=US 
CN=GTS CA 1O1, O=Google 
Trust Services, C=US

CN=GTS CA 1O1, 
O=Google Trust 
Services, C=US 
CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root 
CA - R2

Tue Nov 
03 
08:33:42 
CET 
2020 
Thu Jun 
15 
02:00:42 
CEST 
2017

Tue Jan 
26 
08:33:42 
CET 
2021 
Wed 
Dec 15 
01:00:42 
CET 
2021

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-16-23-24-
65281,29-23-
24,0

9e10692f1b7f78228b2d4e
424db3a98c

CN=GTS CA 1O1, O=Google 
Trust Services, C=US

CN=GlobalSign, 
O=GlobalSign, 
OU=GlobalSign Root 
CA - R2

Thu Jun 
15 
02:00:42 
CEST 
2017

Wed 
Dec 15 
01:00:42 
CET 
2021

Timestamp Source IP
Source
Port Dest IP

Dest
Port Subject Issuer

Not
Before

Not
After

JA3 SSL Client
Fingerprint JA3 SSL Client Digest
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System Behavior

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 17:08:11

Start date: 29/11/2020

Path: C:\Program Files\internet explorer\iexplore.exe

Wow64 process (32bit): false

Commandline: 'C:\Program Files\Internet Explorer\iexplore.exe' -Embedding

Imagebase: 0x7ff7ae2e0000

File size: 823560 bytes

MD5 hash: 6465CB92B25A7BC1DF8E01D8AC5E7596

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

File Path Access Attributes Options Completion Count
Source
Address Symbol

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

Key Path Name Type Data Completion Count
Source
Address Symbol

Key Path Name Type Old Data New Data Completion Count
Source
Address Symbol

File ActivitiesFile Activities

Start time: 17:08:12

Start date: 29/11/2020

Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit): true

Commandline: 'C:\Program Files (x86)\Internet Explorer\IEXPLORE.EXE' SCODEF:6860 CREDAT:17410 
/prefetch:2

Imagebase: 0x80000

File size: 822536 bytes

MD5 hash: 071277CC2E3DF41EEEA8013E2AB58D5A

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

File Path Access Attributes Options Completion Count
Source
Address Symbol

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

Analysis Process: iexplore.exe PID: 6860 Parent PID: 800Analysis Process: iexplore.exe PID: 6860 Parent PID: 800

General

Analysis Process: iexplore.exe PID: 6904 Parent PID: 6860Analysis Process: iexplore.exe PID: 6904 Parent PID: 6860

General
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Disassembly

Registry ActivitiesRegistry Activities

File Path Offset Length Completion Count
Source
Address Symbol

Key Path Completion Count
Source
Address Symbol

Key Path Name Type Data Completion Count
Source
Address Symbol

Key Path Name Type Old Data New Data Completion Count
Source
Address Symbol
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