
ID: 326329
Cookbook: browseurl.jbs
Time: 09:56:59
Date: 03/12/2020
Version: 31.0.0 Red Diamond
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Analysis Report https://www.we-make-you-digital.com/de/safe-exam-browser…

Overview

General Information

Sample URL: https://www.we-mak
e-you-digital.com/de/safe-
exam-browser

Analysis ID: 326329

Most interesting Screenshot:

Detection

Score: 1

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE files

Drops PE filesDrops PE files

Form action URLs do not match mai

Form action URLs do not match mai

Form action URLs do not match mai

Form action URLs do not match mai

Form action URLs do not match mai

Form action URLs do not match mai

Form action URLs do not match maiForm action URLs do not match mai……

HTML body contains low number of 

HTML body contains low number of 

HTML body contains low number of 

HTML body contains low number of 

HTML body contains low number of 

HTML body contains low number of 

HTML body contains low number of HTML body contains low number of ……

Classification

Malware Configuration

Yara Overview

Sigma Overview

No Sigma rule has matched

Signature Overview

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

iexplore.exe (PID: 5816 cmdline: 'C:\Program Files\Internet Explorer\iexplore.exe' -Embedding MD5: 6465CB92B25A7BC1DF8E01D8AC5E7596)

iexplore.exe (PID: 4620 cmdline: 'C:\Program Files (x86)\Internet Explorer\IEXPLORE.EXE' SCODEF:5816 CREDAT:17410 /prefetch:2 MD5: 

071277CC2E3DF41EEEA8013E2AB58D5A)
OpenWith.exe (PID: 5028 cmdline: C:\Windows\system32\OpenWith.exe -Embedding MD5: D179D03728E95E040A889F760C1FC402)

cleanup

No configs have been found

No yara matches

Startup
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• Phishing

• Networking

• System Summary

• Persistence and Installation Behavior

Click to jump to signature section

There are no malicious signatures, There are no malicious signatures, click here to show all signaturesclick here to show all signatures ..

Mitre Att&ck Matrix

Initial
Access Execution Persistence

Privilege
Escalation

Defense
Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and
Control

Network
Effects

Remote
Service
Effects Impact

Valid
Accounts

Windows
Management
Instrumentation

Path
Interception

Process
Injection 1

Masquerading 1 OS
Credential
Dumping

File and
Directory
Discovery 1

Remote
Services

Data from
Local
System

Exfiltration
Over Other
Network
Medium

Data
Obfuscation

Eavesdrop on
Insecure
Network
Communication

Remotely
Track Device
Without
Authorization

Modify
System
Partition

Default
Accounts

Scheduled
Task/Job

Boot or
Logon
Initialization
Scripts

Boot or
Logon
Initialization
Scripts

Process
Injection 1

LSASS
Memory

System
Information
Discovery 1

Remote
Desktop
Protocol

Data from
Removable
Media

Exfiltration
Over
Bluetooth

Junk Data Exploit SS7 to
Redirect Phone
Calls/SMS

Remotely
Wipe Data
Without
Authorization

Device
Lockout

Behavior Graph
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Behavior Graph

ID: 326329

URL: https://www.we-make-you-dig...

Startdate: 03/12/2020

Architecture: WINDOWS

Score: 1

iexplore.exe

3 64

        started       

OpenWith.exe

        started       

8.8.8.8

GOOGLEUS

United States

192.168.2.1

unknown

unknown

iexplore.exe

10 255

        started       

104.244.42.2

TWITTERUS

United States

104.244.42.65

TWITTERUS

United States

12 other IPs or domains

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots
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Source Detection Scanner Label Link

https://www.we-make-you-digital.com/de/safe-exam-browser 0% Virustotal Browse

https://www.we-make-you-digital.com/de/safe-exam-browser 0% Avira URL Cloud safe

No Antivirus matches

No Antivirus matches

No Antivirus matches

Source Detection Scanner Label Link

https://www.tuev-nord-group.com/de/meta/impressum/ 0% Avira URL Cloud safe

https://www.we-make-you-digital.com/de/safe-exam-browser 0% Virustotal Browse

https://www.tuev-nord-group.com/de/datenschutz/ 0% Avira URL Cloud safe

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

URLs

Copyright null 2020 Page 7 of 47

https://www.virustotal.com/gui/url/13ff0e2516de1435b19e2c267d249f9acce3f3e8c91919e3459eb4136450b056/detection/u-13ff0e2516de1435b19e2c267d249f9acce3f3e8c91919e3459eb4136450b056-1605709674
https://www.virustotal.com/gui/url/13ff0e2516de1435b19e2c267d249f9acce3f3e8c91919e3459eb4136450b056/detection/u-13ff0e2516de1435b19e2c267d249f9acce3f3e8c91919e3459eb4136450b056-1605709674


https://www.we-make-you-digital.com/fileadmin/user_upload/SafeExamBrowser-2.1.4.dmg 0% Avira URL Cloud safe

https://www.steinbeis-sibe.de/ 0% Avira URL Cloud safe

https://www.tuev-nord-group.com/de/startseite/ 0% Avira URL Cloud safe

https://www.we-make-you-
digital.com/fileadmin/Content/TUEV_NORD_GROUP_LEUCHTTURM/pics/Digital_Academ

0% Avira URL Cloud safe

https://www.we-make-you-digital.com/en/home/ 0% Avira URL Cloud safe

fontawesome.iohttp://fontawesome.iohttp://fontawesome.io/license/http://fontawesome.io/licens 0% Avira URL Cloud safe

https://www.we-make-you-digital.com/fileadmin/_processed_/2/e/csm_EP-Top2-Transformation-
2020_67fa9a

0% Avira URL Cloud safe

https://www.eccelerate.com 0% Avira URL Cloud safe

appsyndication.org/2006/appsynapplicationapuputil.cppupgradeexclusivetrueenclosuredigestalgor 0% Avira URL Cloud safe

https://cdn.consentmanager.mgr.consensu.org/delivery/cmp.min.css 0% Avira URL Cloud safe

https://www.we-make-you-digital.com/fileadmin/_processed_/2/e/csm_EP-Top2-Transformation-
2020_5a1118

0% Avira URL Cloud safe

Source Detection Scanner Label Link

No contacted domains info

Name Malicious Antivirus Detection Reputation

https://www.instagram.com/accounts/login/?next=/da_tng/ false high

https://www.we-make-you-digital.com/de/safe-exam-browser false 0%, Virustotal, Browse unknown

https://www.we-make-you-digital.com/de/videos/ false unknown

https://www.we-make-you-digital.com/de/digitales-arbeiten/ false unknown

https://www.we-make-you-digital.com/de/newsfeed/ false unknown

https://www.we-make-you-digital.com/de/da-toolbox/ false unknown

https://www.we-make-you-digital.com/de/safe-exam-browser#off-canvas-navigation false unknown

https://www.linkedin.com/showcase/tng-digital-academy/ false high

https://twitter.com/da_tng false high

https://www.we-make-you-digital.com/de/home/ false unknown

Name Source Malicious Antivirus Detection Reputation

https://typo3.org/ videos[1].htm.2.dr false high

fontawesome.io fontawesome-webfont[1].eot.2.dr, font-
awesome.min[1].css.2.dr

false high

https://help.instagram.com/1731078377046291 ea1d49fd9094[1].js.2.dr false high

https://twitter.com/da_tng?lang=nl da_tng[1].htm.2.dr false high

https://twitter.com/da_tng?lang=fa da_tng[1].htm.2.dr false high

https://www.youtube.com/embed/uqbTTmOigMs videos[1].htm.2.dr false high

https://www.youtube.com/embed/7Xdzgwvqjrw videos[1].htm.2.dr false high

https://twitter.com/da_tng?lang=fi da_tng[1].htm.2.dr false high

api.addthis.com/oexchange/0.8/offer?url= body.min[1].js0.2.dr false high

https://abs.twimg.com/responsive-web/client-web-
legacy/icon-svg.9e211f65.svg

da_tng[1].htm.2.dr false high

https://www.tuev-nord-group.com/de/meta/impressum/ videos[1].htm.2.dr false Avira URL Cloud: safe unknown

https://twitter.com/da_tng?lang=en da_tng[1].htm.2.dr false high

https://twitter.com/da_tng?lang=el da_tng[1].htm.2.dr false high

https://twitter.com/da_tng?lang=es da_tng[1].htm.2.dr false high

https://twitter.com/da_tng?lang=eu da_tng[1].htm.2.dr false high

https://twitter.com/da_tng?lang=en-GB da_tng[1].htm.2.dr false high

https://twitter.com/da_tng?lang=nb da_tng[1].htm.2.dr false high

https://www.youtube.com suggest_controller[1].js.2.dr false high

https://twitter.com/da_tng?lang=vi da_tng[1].htm.2.dr false high

https://twitter.com/da_tng?lang=ga da_tng[1].htm.2.dr false high

https://www.instagram.com ea1d49fd9094[1].js.2.dr false high

https://twitter.com/da_tng?lang=zh-Hant da_tng[1].htm.2.dr false high

Domains and IPs

Contacted Domains

Contacted URLs

URLs from Memory and Binaries
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https://www.youtube.com/embed/3r2IPmEcc1U videos[1].htm.2.dr false high

https://www.fbsbx.com/captcha/recaptcha/iframe/ ea1d49fd9094[1].js.2.dr false high

https://twitter.com/da_tng?lang=gl da_tng[1].htm.2.dr false high

https://www.tuev-nord-group.com/de/datenschutz/ videos[1].htm.2.dr false Avira URL Cloud: safe unknown

https://www.we-make-you-digital.com/de/videos/ videos[1].htm.2.dr false unknown

https://twitter.com/da_tng?lang=fr da_tng[1].htm.2.dr false high

https://www.we-make-you-
digital.com/fileadmin/user_upload/SafeExamBrowser-
2.1.4.dmg

OpenWith.exe, 00000004.0000000
2.836315802.000001CADCD5B000.0
0000004.00000001.sdmp

false Avira URL Cloud: safe unknown

https://mobile.twitter.com/i/nojs_router?path=%2Fda_tng da_tng[1].htm.2.dr false high

https://twitter.com/da_tng videos[1].htm.2.dr false high

www.aboutads.info ea1d49fd9094[1].js.2.dr false high

https://twitter.com/da_tng?lang=he da_tng[1].htm.2.dr false high

https://twitter.com/da_tng?lang=pl da_tng[1].htm.2.dr false high

https://www.linkedin.com/showcase/tng-digital-academy/ videos[1].htm.2.dr false high

https://abs.twimg.com/responsive-web/client-web-
legacy/vendors~main.2ee92315.js

da_tng[1].htm.2.dr false high

https://twitter.com/da_tng?lang=hi da_tng[1].htm.2.dr false high

https://www.steinbeis-sibe.de/ home[1].htm.2.dr false Avira URL Cloud: safe unknown

https://twitter.com/da_tng?lang=pt da_tng[1].htm.2.dr false high

https://help.instagram.com/1006568999411025 ea1d49fd9094[1].js.2.dr false high

https://twitter.com/da_tng?lang=gu da_tng[1].htm.2.dr false high

www.networkadvertising.org/managing/opt_out.asp ea1d49fd9094[1].js.2.dr false high

https://api.instagram.com/oembed/?
url=https://www.instagram.com/

ea1d49fd9094[1].js.2.dr false high

https://www.youtube.com/embed/ePyWAVb0h0E videos[1].htm.2.dr false high

https://twitter.com/da_tng?lang=id da_tng[1].htm.2.dr false high

https://www.tuev-nord.de/locationfinder videos[1].htm.2.dr false high

https://www.we-make-you-digital.com/de/home/ home[1].htm.2.dr false unknown

https://twitter.com/intent/tweet body.min[1].js0.2.dr false high

https://twitter.com/da_tng?lang=hr da_tng[1].htm.2.dr false high

https://www.tuev-nord-group.com/de/startseite/ home[1].htm.2.dr false Avira URL Cloud: safe unknown

https://twitter.com/da_tng?lang=hu da_tng[1].htm.2.dr false high

https://abs.twimg.com/responsive-web/client-web-
legacy/polyfills.e49ae9f5.js

da_tng[1].htm.2.dr false high

https://twitter.com/da_tng?lang=ja da_tng[1].htm.2.dr false high

https://twitter.com/da_tng?lang=ro da_tng[1].htm.2.dr false high

https://www.youtube.com/embed/YKXdP6DEEIU videos[1].htm.2.dr false high

https://twitter.com/da_tng?lang=bg da_tng[1].htm.2.dr false high

https://twitter.com/da_tng?lang=ru da_tng[1].htm.2.dr false high

https://twitter.com/da_tng?lang=zh da_tng[1].htm.2.dr false high

https://twitter.com/da_tng?lang=it da_tng[1].htm.2.dr false high

https://twitter.com/da_tng?lang=ar da_tng[1].htm.2.dr false high

https://www.youtube.com/embed/ZVB5dJmZyYY videos[1].htm.2.dr false high

https://abs.twimg.com/responsive-web/client-web-
legacy/icon-ios.8ea219d5.png

da_tng[1].htm.2.dr false high

https://twitter.com/da_tng?lang=sk da_tng[1].htm.2.dr false high

https://twitter.com/da_tng?lang=ca da_tng[1].htm.2.dr false high

https://www.we-make-you-
digital.com/fileadmin/Content/TUEV_NORD_GROUP_LEUCH
TTURM/pics/Digital_Academ

home[1].htm.2.dr false Avira URL Cloud: safe unknown

https://twitter.com/da_tng?lang=sr da_tng[1].htm.2.dr false high

https://twitter.com/da_tng?lang=ko da_tng[1].htm.2.dr false high

https://twitter.com/da_tng?lang=kn da_tng[1].htm.2.dr false high

https://twitter.com/da_tng?lang=sv da_tng[1].htm.2.dr false high

https://www.we-make-you-digital.com/en/home/ home[1].htm.2.dr false Avira URL Cloud: safe unknown

https://twitter.com/da_tng?lang=bn da_tng[1].htm.2.dr false high

https://help.instagram.com/1009785806132609 ea1d49fd9094[1].js.2.dr false high

https://www.instagram.com/da_tng/ videos[1].htm.2.dr false high

https://www.youtube.com/embed/Ww247f9-c5Q videos[1].htm.2.dr false high

https://twitter.com/da_tng?lang=tl da_tng[1].htm.2.dr false high

https://twitter.com/da_tng?lang=tr da_tng[1].htm.2.dr false high

https://twitter.com/da_tng?lang=da da_tng[1].htm.2.dr false high

fontawesome.iohttp://fontawesome.iohttp://fontawesome.io/lic
ense/http://fontawesome.io/licens

fontawesome-webfont[1].eot.2.dr false Avira URL Cloud: safe unknown

Name Source Malicious Antivirus Detection Reputation
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https://www.we-make-you-
digital.com/fileadmin/_processed_/2/e/csm_EP-Top2-
Transformation-2020_67fa9a

home[1].htm.2.dr false Avira URL Cloud: safe unknown

https://twitter.com/da_tng?lang=de da_tng[1].htm.2.dr false high

https://www.eccelerate.com home[1].htm.2.dr false Avira URL Cloud: safe unknown

https://abs.twimg.com/responsive-web/client-web-
legacy/main.bc9b0305.js

da_tng[1].htm.2.dr false high

https://twitter.com/da_tng?lang=ta da_tng[1].htm.2.dr false high

appsyndication.org/2006/appsynapplicationapuputil.cppupgrad
eexclusivetrueenclosuredigestalgor

SEB_3.0.0.118_SetupBundle[1].exe.2.dr false Avira URL Cloud: safe unknown

https://www.youtube.com/embed/EgVBgb1YhVU videos[1].htm.2.dr false high

https://cdn.consentmanager.mgr.consensu.org/delivery/cmp.m
in.css

videos[1].htm.2.dr false Avira URL Cloud: safe unknown

https://twitter.com/da_tng?lang=cs da_tng[1].htm.2.dr false high

https://www.we-make-you-
digital.com/fileadmin/_processed_/2/e/csm_EP-Top2-
Transformation-2020_5a1118

home[1].htm.2.dr false Avira URL Cloud: safe unknown

https://twitter.com/da_tng?lang=th da_tng[1].htm.2.dr false high

fontawesome.io/license font-awesome.min[1].css.2.dr false high

Name Source Malicious Antivirus Detection Reputation

No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

104.244.42.65 unknown United States 13414 TWITTERUS false

104.244.42.2 unknown United States 13414 TWITTERUS false

152.199.21.118 unknown United States 15133 EDGECASTUS false

31.13.92.14 unknown Ireland 32934 FACEBOOKUS false

31.13.92.36 unknown Ireland 32934 FACEBOOKUS false

192.229.233.50 unknown United States 15133 EDGECASTUS false

92.122.213.192 unknown European Union 20940 AKAMAI-ASN1EU false

13.107.42.14 unknown United States 8068 MICROSOFT-CORP-MSN-
AS-BLOCKUS

false

8.8.8.8 unknown United States 15169 GOOGLEUS false

87.230.98.69 unknown Germany 61157 PLUSSERVER-ASN1DE false

172.217.22.46 unknown United States 15169 GOOGLEUS false

185.39.104.87 unknown Germany 200003 DE-TUEVNORD-HDE false

Contacted IPs

Public
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General Information

Joe Sandbox Version: 31.0.0 Red Diamond

Analysis ID: 326329

Start date: 03.12.2020

Start time: 09:56:59

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 6m 11s

Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: browseurl.jbs

Sample URL: https://www.we-make-you-digital.com/de/safe-exa
m-browser

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 
Update 211

Number of analysed new started processes analysed: 5

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: CLEAN

Classification: clean1.win@4/203@0/16

EGA Information: Failed

HCA Information: Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI
Browsing link: https://www.we-make-you-
digital.com/de/safe-exam-browser#off-canvas-
navigation
Browsing link: https://twitter.com/da_tng
Browsing link: https://www.lin
kedin.com/showcase/tng-digital-academy/
Browsing link: https://www.instagram.com/da_tng/
Browsing link: https://www.we-make-you-
digital.com/de/home/
Browsing link: https://www.we-make-you-
digital.com/de/videos/
Browsing link: https://www.we-make-you-
digital.com/de/da-toolbox/
Browsing link: https://www.we-make-you-
digital.com/de/digitales-arbeiten/
Browsing link: https://www.we-make-you-
digital.com/de/newsfeed/
Browsing link: https://www.we-make-you-
digital.com/fileadmin
/user_upload/SEB_3.0.0.118_SetupBundle.exe
Browsing link: https://www.we-make-you-
digital.com/fileadmin
/user_upload/SafeExamBrowser-2.1.4.dmg

89.187.165.8 unknown Czech Republic 60068 CDN77GB false

152.199.21.141 unknown United States 15133 EDGECASTUS false

31.13.92.174 unknown Ireland 32934 FACEBOOKUS false

IP Domain Country Flag ASN ASN Name Malicious

IP

192.168.2.1

Private
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Warnings:
Exclude process from analysis (whitelisted): 
dllhost.exe, ielowutil.exe
Created / dropped Files have been reduced to 100
Report size exceeded maximum capacity and may 
have missing behavior information.
Report size getting too big, too many 
NtDeviceIoControlFile calls found.

Time Type Description

09:59:15 API Interceptor 1x Sleep call for process: OpenWith.exe modified

No context

No context

No context

No context

No context

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\DOMStore\BACZYXTY\www.linkedin[1].xml
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: dropped

Size (bytes): 13

Entropy (8bit): 2.469670487371862

Encrypted: false

SSDEEP: 3:D90aKb:JFKb

MD5: C1DDEA3EF6BBEF3E7060A1A9AD89E4C5

SHA1: 35E3224FCBD3E1AF306F2B6A2C6BBEA9B0867966

SHA-256: B71E4D17274636B97179BA2D97C742735B6510EB54F22893D3A2DAFF2CEB28DB

SHA-512: 6BE8CEC7C862AFAE5B37AA32DC5BB45912881A3276606DA41BF808A4EF92C318B355E616BF45A257B995520D72B7C08752C0BE445DCEADE5CF79F73480910FE
D

Malicious: false

Reputation: low

Preview:
<root></root>

Show All

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASN

JA3 Fingerprints

Dropped Files

Created / dropped Files
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C:\Users\user\AppData\Local\Microsoft\Internet Explorer\DOMStore\BC6XF3KU\www.instagram[1].xml
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: dropped

Size (bytes): 26

Entropy (8bit): 2.469670487371862

Encrypted: false

SSDEEP: 3:D90aK1r0aKb:JFK1rFKb

MD5: 132294CA22370B52822C17DCB5BE3AF6

SHA1: DD26B82638AD38AD471F7621A9EB79FED448A71C

SHA-256: 451ABBE0AEFC000F49967DABF8D42344D146429F03C8C8D4AE5E33FF9963CF77

SHA-512: 6D5808CAD199A785C82763C68F0AE1F4938C304B46B70529EA26B3D300EF9430AD496C688D95D01588576B3A577001D62245D98137FD5CD825AD62E17D36F15C

Malicious: false

Reputation: low

Preview:
<root></root><root></root>

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\DOMStore\E5F0NRSV\www.we-make-you-digital[1].xml
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: dropped

Size (bytes): 13

Entropy (8bit): 2.469670487371862

Encrypted: false

SSDEEP: 3:D90aKb:JFKb

MD5: C1DDEA3EF6BBEF3E7060A1A9AD89E4C5

SHA1: 35E3224FCBD3E1AF306F2B6A2C6BBEA9B0867966

SHA-256: B71E4D17274636B97179BA2D97C742735B6510EB54F22893D3A2DAFF2CEB28DB

SHA-512: 6BE8CEC7C862AFAE5B37AA32DC5BB45912881A3276606DA41BF808A4EF92C318B355E616BF45A257B995520D72B7C08752C0BE445DCEADE5CF79F73480910FE
D

Malicious: false

Reputation: low

Preview:
<root></root>

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\DOMStore\URW0GA4Q\twitter[1].xml
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: dropped

Size (bytes): 39

Entropy (8bit): 2.469670487371862

Encrypted: false

SSDEEP: 3:D90aK1r0aK1r0aKb:JFK1rFK1rFKb

MD5: B9C5EB570521110110BB7DFF12AF780D

SHA1: 27F5BEBC2200FD8D0B51A93D1357EA954BE44079

SHA-256: 90171F10A6467C9DC31143859BAB69D045B67B39E2E49D92BB7168B383C4D1AB

SHA-512: BC81539E62D643808CBDA3D86050058F379B2F0347CE65CBBA9797D386401C886B22AC4C0B2BE68197AE10C83A1E22A14232CD531C8D139DD3C031DB423EA355

Malicious: false

Reputation: low

Preview:
<root></root><root></root><root></root>

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\RecoveryStore.{A050342B-3545-11EB-90EB-ECF4BBEA1588}.dat
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 39000

Entropy (8bit): 1.9168999230374064

Encrypted: false

SSDEEP: 192:rsZXZu2j9WRtAifXdjzMiLBMRDxsfldajr8d7fDdVzr+0Wg:rspFjUjNqWA0QGrD

MD5: 3CB6456E58960E2C9D765649E1DED27C

SHA1: FD4705C39363CD19D9FCF0DEF1CFE58230A20D8B

SHA-256: 3F464E101EFE3C586C06CA790D7B4C6470D5E247608ABC7514912EAF07B048BE

SHA-512: 94C5F7F02A5C33529A65C9D6B884CE73F14E3007E80955E2B3EFFF952628F90ECA769205C817A3AA05A9BD767885A50ABFAC1CD52E963CC158059559BC930AEB

Malicious: false

Reputation: low
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Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................R.o.o.t. .E.n.t.r.
y.............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\RecoveryStore.{A050342B-3545-11EB-90EB-ECF4BBEA1588}.dat

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{A050342D-3545-11EB-90EB-ECF4BBEA1588}.dat
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 163790

Entropy (8bit): 2.595721408711954

Encrypted: false

SSDEEP: 768:xnyxa429JaokXuRK9xxE4xNwYVODzgau6Apil7/6ApilsnXH:xBZ+wEk3

MD5: 5FA42EEF1C5BA22A07208597128F84F8

SHA1: 2C6B82C5D7685F37C48FA98E22E931EC60274B71

SHA-256: 92016C7F0362D9D862DF78643595FBA3F9C53D334695A434924BB8FC2FCDA28C

SHA-512: CAB3165627844B77C053CD1F686301609165EF82588F7C7A6CC1682C4F17BA5070026C0F97872E948927E4BF1B76A7E9FBC3C6B47D10EFED63AE1E85926BD3D0

Malicious: false

Reputation: low

Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................R.o.o.t. .E.n.t.r.
y.............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{A050342E-3545-11EB-90EB-ECF4BBEA1588}.dat
Process: C:\Program Files\internet explorer\iexplore.exe

File Type: Microsoft Word Document

Category: dropped

Size (bytes): 19032

Entropy (8bit): 1.5840854069463903

Encrypted: false

SSDEEP: 48:IwtGcprkGwpavG4pQ/GrapbSirGQpKUG7HpRTsTGIpX2x4GApm:rzZcQh6DBSiFAfTT4Ftg

MD5: 8DFD5629BB72D4EFBEDF094DAD5B8090

SHA1: EDB2F9FD0BF538AFAE30E1F23AB1767F40853366

SHA-256: 824E6A81031BBA67F3DC7D972E4C3C4D0F4425166601B2CBF44B6E9621CF7374

SHA-512: 5077D2E7A1BF2C98AAE72EFF114F70906A6B253ED9A5EBD7CAC901A69719DE3B3C14353164769D29FA4FF1C64500BFF47A74179A0AA46867C5184A3462820F0E

Malicious: false

Reputation: low

Preview:
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................R.o.o.t. .E.n.t.r.
y.............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\imagestore\gee00pr\imagestore.dat
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: dropped

Size (bytes): 65651

Entropy (8bit): 6.618591710830047

Encrypted: false

SSDEEP: 768:445/ACfXiHK73QYE2YTeVs2l83qUrJhLebkVnIBltygGIFt6TS7NBV5Da:tDfXvzQY1YTeflKqUFN6BKwt6u7P7a

MD5: 2BEF563431CC5F2461EDE745C364D9EE

SHA1: 765CF6C294C58BCF8B94FAE79DA14A6E9DEBBAE6

SHA-256: 3362609375A4BDE79E2D2AEC7D1D264A97A2BAFEB6AF753CFB05EDDFCB7357DA

SHA-512: 9D28E4A1F82FB7F2B2626B944C4627287737EBFCE7AAEADABE8FE915B94D0645455B4CC68406DC29B4958C700877054527A92998E4E138BB2EC6C1404F3A57BC

Malicious: false

Reputation: low

Preview:
V.h.t.t.p.s.:././.w.w.w...w.e.-.m.a.k.e.-.y.o.u.-.d.i.g.i.t.a.l...c.o.m./.R.e.s.o.u.r.c.e.s./.P.u.b.l.i.c./.M.e.d.i.a./.F.a.v.i.c.o.n./.f.a.v.i.c.o.n.-.1.9.4.x.1.9.4...p.n.g......PNG........IHDR......
.......,?......gAMA......a.... cHRM..z&..............u0...`..:....p..Q<....PLTE....N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N
..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..
N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N.
.N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N
..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..N..

C:\Users\user\AppData\Local\Microsoft\Windows\History\History.IE5\mms\8H0IOZP5\Digital-Academy-Kontakt-Laptop[1].dat
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Copyright null 2020 Page 14 of 47



File Type: Unknown

Category: dropped

Size (bytes): 6225920

Entropy (8bit): 7.894436745333923

Encrypted: false

SSDEEP: 98304:UZxYJO6J1x3+IFbMQUvHOje8J6jhqUTYbak+Cn0uVRU0y/KVdYXxdUjIs11rFlfx:UZSV8IhMQsOK82+30OdPiqjT1ZlfoM

MD5: B537AEAFE3215E796EB860DCBC8364D1

SHA1: 57F9A7C4020EDA71AD6D9390A5904762B42FA24C

SHA-256: 7FDA978CA0E6084460A3A44BF5201F7C4B8DBF4023902DD8BA58F97EB1C7AB14

SHA-512: 6CDD5663F9187F4EABBA9A5C584D9E0B9B1D4EAC786AA72D6F048D6E205254642819BAC12E70A0C355955B64F7E23D921CA8A049C8CA6C61B3ABF77B81723F3
6

Malicious: false

Reputation: low

Preview:
'..@..x..9..U.D.....<......N....szwE.............&d .....H..a+......\!h...o..t......D.2....OAo....w%Y......%8..5.p.U..f..GM.R..<.K.....ZG..8.L..D.~X...{.].).....pT.. ....2.....Z..&'.......z..k=(..U...
...&.}G.b.29.]..q}..g..&AP3.LB...Y.;=...4$z...a.$q.u.F`...7^...}.24..O....}..<.>....[8...1....:......"....!@..z"..8.<}M....gO<./..~..-......9..Bj..P1cNy...iN...~o...7.<U.m..E..k.......}.*... 
..d..%...S....{.-...Trr4.3.....m..b..6.X.N.._..........U(.R..f..Rc..RU.n..3.,l`V.5..=..DO}W.7..u.d$..FQ..8".aE....q`T..(..z.....~esuY....|.XVU.-.2.B..u..AS.s....a........mJ..KJ..k_6....M.Nz
..}..IHK'R...*....5.Z.. ...i5.Ci..Wvv...{.9..@.G|Q..$7.D...*.?v.l}....O9.~...X1N...t.!x..n{`7.k.......,/."..n..(..*.u....0NE.]..=.O.tj'&P..b.j..<....K.....*!....(%...l}....E%..V......o._-.X.^..].O..9.
...-c.5_-..F...kFZ...R.N..z.~... vX.m...<..O4.?.)y...R...&.<.Iu<...F....z..!..^..i....4..w'.:t3.vy_".1B..)..~;gO+..C.z..&4.....%P.....).)]...Et...:....V....\.......$

C:\Users\user\AppData\Local\Microsoft\Windows\History\History.IE5\mms\8H0IOZP5\Digital-Academy-Kontakt-Laptop[1].dat

C:\Users\user\AppData\Local\Microsoft\Windows\History\History.IE5\mms\8H0IOZP5\TN-RingOfFire-2019[1].dat
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: dropped

Size (bytes): 13303808

Entropy (8bit): 7.9351530214999615

Encrypted: false

SSDEEP: 393216:9tSHy3iT69N0yfmmwI3yP9g4eA4spI32cdZ:9t2y7pemUPneQIzT

MD5: 816EE44EC90CDE7088DFF6FD1339A6BC

SHA1: A68487105DFAEC9C950F04E6C6308F5C8862C41B

SHA-256: 1325C994B2E5B21AFCE4EAE26D588E2C37375B6BBB6F5C70D06A7AF3AD9EA048

SHA-512: 76B3E4FEC450594CFAA52CA200E5185FD1D92D69F908811D6783E1B4F0DB605676026F6140DC1A019691E442539AFBF3EF86F1920F3D48906C2858AED8FFC9BF

Malicious: false

Reputation: low

Preview:
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................

C:\Users\user\AppData\Local\Microsoft\Windows\History\History.IE5\mms\GMB3LKZT\Digital-Academy-Kontakt-Laptop[1].dat
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: dropped

Size (bytes): 524288

Entropy (8bit): 7.405410648983879

Encrypted: false

SSDEEP: 12288:SDGUdo+3lp+PTc1yApnCc0xuj43Im0bl0d/z:SZ74AHV0xDD0blc/z

MD5: F1BABECE9E78DC7C5CE2BA143B2D929B

SHA1: 8C38684894AD708376FC8ACB001933A109EFBC90

SHA-256: A682E832E57FA497B2FCAC91A05553FAAA2CC89C5FCB5E9B018492B92A353991

SHA-512: E9697225787BC9864320D6A23E1BF2CEC69E5786F4C2DC3EB6F64A8B8B0CC16737A29B2CDC54E31EF35C81F249084CD5DB27F83B24D05E16A384AD9F3978469B

Malicious: false

Reputation: low

Preview:
... ftypmp42....mp42mp41isomavc1...:moov...lmvhd.......d...d.......8................................................@..................................!iods..........O..................trak...\tkhd.......d...d...........
8................................................@........8.....$edts....elst...........8............mdia... mdhd.......d...d.......8U......6hdlr........vide............L-SMASH Video Handler.....minf....vmhd...
............$dinf....dref............url ........stbl....stsd............avc1...........................8.H...H.........AVC Coding............................:avcC.d.(....gd.(..@x.'..Z........ ...A..2....h.;,.........col
rnclx...........pasp............stts...........8........ctts........................................................................................................................................................................................................
..........................................................................................

C:\Users\user\AppData\Local\Microsoft\Windows\History\History.IE5\mms\GMB3LKZT\TN-RingOfFire-2019[1].dat
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: dropped

Size (bytes): 720896

Entropy (8bit): 6.264337843627948

Encrypted: false

SSDEEP: 6144:MxNZjEaxf0mhycRfrycDJV8zvtG/P1HCln4ufj9BedMAgmd+Zw0MCAHQOLeSR:UZJfhRxecDJSYP4nbfj3q7SxPEQO5
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MD5: 3ED3F0CEC01FA40F9FC4E2DA56423411

SHA1: FF3DD194C35B16B7B371643CE07EA227015B27C1

SHA-256: FA12C5BB014FF3A592D68866EA302473F2DD93F9FE58E0DDA39C30C082C2594A

SHA-512: C776F53148BA8CA31922FAF5F7B2E7CC503A5C0FAABE11026B6DAC3032BCB466897EDBE3CB5C2A3D7EE8BF3043BC735B4768E78285DCDD22F56759AC92DDE
B1C

Malicious: false

Reputation: low

Preview:
....ftypmp42....mp42mp41...Kmoov...lmvhd......n7..p#.._.....................................................@.................................._trak...\tkhd......n8..n8...........x........................................
........@........8.....$edts....elst...........x............mdia... mdhd......n8..n8...P..........@hdlr........vide.............Mainconcept Video Media Handler...ominf....vmhd...............3hdlr.....
...alis............Alias Data Handler....$dinf....dref............url ........stbl....stsd............avc1...........................8.H...H.........AVC Coding............................3avcC.M.*....'M.*..`<....-
@@@L...p......P...(.. ....stts..........#.........stss.......v.......e...........E...........X...n...........[...............e...........Q...e.......-...p...........q...........$...............U...m...........C...............h.
..........B...|.......".........../...............c...f...........>...............z...........3...:...............j.......2...;...........J

C:\Users\user\AppData\Local\Microsoft\Windows\History\History.IE5\mms\GMB3LKZT\TN-RingOfFire-2019[1].dat

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\0[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: downloaded

Size (bytes): 3516

Entropy (8bit): 7.785860848002486

Encrypted: false

SSDEEP: 48:duERAwrHgBzQaukO3sf4FiObhqCYvSndlwE4Rfgtx3s5VtAISSXM2islj6kix6kU:0E/HgBzQaN0sfIichqBEUsuOE/lZZ7

MD5: 575D85922906558784AE7A0FE33E04E4

SHA1: C550745FDB08DD6C0605BB60AFEE7107B65246EE

SHA-256: 4C9A26652C2D9FE3531F0DBA778FB18B328BF9DC6863FF9539DC81A34D1760CD

SHA-512: 9007883C96710D1713CFCAA38C906C71182935A410580C53D01BECB5DE2451FF2E80BC90A5CF44F6D4F91B1EC188A7115980CFD23FA1D1CA394BBF8F6ACC7F09

Malicious: false

Reputation: low

IE Cache URL: https://media-exp1.licdn.com/dms/image/C560BAQGFBzvsBrvVeg/company-logo_100_100/0?e=2159024400&v=beta&t=XYqjl4OIMG98XCpIdS95LzFI51Ri-
0Fefw_xBUg4Qho

Preview:
......JFIF.............C....................................................................C.......................................................................d.d.."............................................................}........!1A..Qa."q.
2....#B...R..$3br........%&'()*456789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz..............................................................................................................................w.......!1..AQ
.aq."2...B.....#3R..br...$4.%.....&'()*56789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz....................................................................................?..S..(...(...(...(...(...(...(....O.......-.|3._
.E.kz|rKqj...G....3...=9.Qm6..z].W......m.G.W....?...D.I.>.s...9.$j...py..(..K`=B..._...\..?.mm.M+.....8....^.................q....-....7...O..?.....+.<a.B.?...t/......<3..N.}.;.<..6#,."F]r...F:..*.*.
G....W._.....?.|...=........_.=...^.s../..:...^K...`..uB..A..F..=:..T......*+.<e.g|..}.G....>.....76...yo.q.!*x#.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\0[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: downloaded

Size (bytes): 7104

Entropy (8bit): 7.9319939179510905

Encrypted: false

SSDEEP: 192:VnsR9EnpGsIrQ7yuxJYaLwId8Fi7RFO74JlsdwA:VsRGksbFxJH1WMRFOcJlfA

MD5: 4DA9AA63121DEB0BE03069B680D53BB4

SHA1: B7CAFA88A2D46FD71D4B4A014A59AD560D4EB70A

SHA-256: 2266EB22254FA5BC3EBD7AA2B526A7B411B67B866CAA8CF94E3C3FF07179D222

SHA-512: 93C3631A9D6F38A70BEAE287D94AC8107A9779230FB266B44CBD7DA9AA936F3E733BC41E1EDE8BEFC1E6A50524A59068440EF8F86CE7E7754FCE544AD2517E7
1

Malicious: false

Reputation: low

IE Cache URL: https://media-exp1.licdn.com/dms/image/C560BAQFC0AL5IigOCA/company-logo_100_100/0?
e=2159024400&v=beta&t=a7635iRRWJWBj7IkGVJnW9m9G_iLzs7BN7dUL3vwBQk

Preview:
.PNG........IHDR...d...d.............gAMA......a.... cHRM..z&..............u0...`..:....p..Q<....bKGD..............tIME.....3........IDATx^.|y|U....9...!!$!a..."...2T....Z...z..R.+.Z[.....Z......m...j. 
.D..be...!.!$dN...~..s... ....G8YY..y..13N.A...i..i.....:..&.(p...@7%....KwG..A..n.W.#.."....wv7...YJ1._....7...:....E.bH..../...i]..Uu.....W."K..>..&...b..J..>......w......t?...%_:.|..Hy.
C...YR....[^M..C)6..`....1.u....Y.b.~..rUu,./..b......pe... \.,.l..m.x...`.......O..wGc.!...-.bf@=.neu..$%.9.>Iua...V%..J.z....buU..2-...+.y9...?.>.^/..Ze<.d1.8.,...........:...e.Y\....ps.`.b.
<.................2-.^E..WU.iWpjp*.b@......I.O).8S.4..T.Z....o=...9.!..*.u*..<....vn.....i...5.......{.FbR....4yk......)K.N.Y.aHQ......._+. D...B..1E?..tX..i{..fWqF.z......).#N.YZ..^.}O..$
m...c.;.4.........9.....)...y....F...<.R..m./...4u@ .uD...3......R.[<iPZ{.+.R.....6/.[.q..SC.....Si.d...............'..IG.x..`%|s.T9.'=a<.dy."...kV..eXq...ZC...].@..B.R|Ai..#{.FbR...8.2>

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\0[2].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: downloaded

Size (bytes): 3365

Entropy (8bit): 7.68098598355999

Encrypted: false

SSDEEP: 48:cm2rOS82hdULgzlUZrcgi1izzu+5wFjFQ5Duh3qe5TQW/95xCXLilLf:Z2u2hvJ6Ri1GzufF5Cu31lPmir

MD5: AB9008127A07EA43C2D674B0E154F3B4
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SHA1: 8A95FDED656D1C17B88C93C6B7CB15CC0B9969BD

SHA-256: 1233B46DE220446CC13DCFFA6DDED2D99C09A3C9646C76533B25FD067194B112

SHA-512: 4AE911E5F4D942E8AD5E6492FAC02AC76C220121CD7AD56DB905EBF895DAA2F4445DE9A7CD2C6A2474F06DEBCC69CB60BB8B94A8859005D4EFC76BE020073
B2C

Malicious: false

Reputation: low

IE Cache URL: https://media-exp1.licdn.com/dms/image/C4E0BAQFEAbcBT-_6vw/company-logo_100_100/0?
e=2159024400&v=beta&t=qK2ttXzopi0pWRX3KnQf0kizFLrYG4gCkdxBlyQRXzo

Preview:
......JFIF.............C....................................................................C.......................................................................d.d..".......................................................................................#..
."1.&+s.k..8..dN....P.C..(_$.15..r..~..xo.og...{...u8...t.}[....r.1:U. .^.....$u>..9yU..........:2..u..i7DT}.A....X....K.............)................................. 026@P..................#........c2.!.G.p..
.B)..-.6.k1......4.."...F.3.L..@.@..e8.3...b.A.q~=(..p..X..fP9...`.$?..0..H.h....H..+................b...2..gH.s..;....r.w..g....#>..-#.}..2.r$t .....2}.yjhQ.!..A.e...,}..y.g..y.g..x .....C}...mX....+
m..\..........q...>.3jPCd.a..{...E...m.......V0.W.)......t...kk...t*...1!z........"........................!1AQ."0@........?...m..-.r..........Q.....L...\...........).......................!.A1Q...#02@Bq..........?.....V
...#{....-..;.....-).b.j[.Mc....P6.&...T.Q....7+..r]..5...eS(.b.......A....

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\0[2].jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\0c527391bcae[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: downloaded

Size (bytes): 850563

Entropy (8bit): 5.745797168219708

Encrypted: false

SSDEEP: 6144:mkch+IQ90MoT0syRkjaDA7621i6RxKNWfr6Di7MiKIunchW2XF2cQW8Xj+ldYpvj:U9Y0MobHjaW7pSpIhTyrzm4

MD5: 79C5F9AB14DCEC7E076DA9510373221A

SHA1: A5CFE7BE0B5BC7B4C19FC168391F183C3408D64A

SHA-256: 8A2C92A53E6E92D5B80D2E7774B48A1891A9FF1CEA08827D2519A4BEC96D65B3

SHA-512: EA966BAAC68D440029968DF14E43910E684C92CD4243041C764F9738672E7323BAD110B541FFB77B8ABC0461CB2C424337AF846E9CCE7E186FD764D5A69F48BE

Malicious: false

Reputation: low

IE Cache URL: https://www.instagram.com/static/bundles/metro/ConsumerLibCommons.js/0c527391bcae.js

Preview:
__d(function(g,r,i,a,m,e,d){m.exports=function(n,t,u){return t in n?Object.defineProperty(n,t,{value:u,enumerable:!0,configurable:!0,writable:!0}):n[t]=u,n}},9764866,[]);
.__d(function(g,r,i,a,m,e,d){function n(n,t,o,u,c,f,v){try{var s=n[f](v),h=s.value}catch(n){return void o(n)}s.done?t(h):Promise.resolve(h).then(u,c)}m.exports=function(t){return 
function(){var o=this,u=arguments;return new Promise(function(c,f){function v(t){n(h,c,f,v,s,"next",t)}function s(t){n(h,c,f,v,s,"throw",t)}var h=t.apply(o,u);v(void 0)})}
}},9633794,[]);.__d(function(g,r,i,a,m,e,d){m.exports=r(d[0])},9633795,[18874368]);.__d(function(g,r,i,a,m,e,d){var t=(function(t){"use strict";function n(t,n,o,u){var h=
n&&n.prototype instanceof c?n:c,f=Object.create(h.prototype),s=new w(u||[]);return f._invoke=l(t,o,s),f}function o(t,n,o){try{return{type:"normal",arg:t.call(n,o)}}catch(t)
{return{type:"throw",arg:t}}}function c(){}function u(){}function h(){}function f(t){["next","throw","return"].forEach(function(n){t[n]=fu

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\11152_1[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: downloaded

Size (bytes): 4165

Entropy (8bit): 4.773058767615206

Encrypted: false

SSDEEP: 48:L1YwRsPMd3P5Kq6AatJYVFPq1/ZlO6wcvMPr+MpUugjnZehl4HondeAlhFM6tkjv:hH1gtJJ1bV9jZe/n0r6kVkWV

MD5: 62342FE79CC75A19B7CD9EFC9D32D767

SHA1: 784C8DCC9B447DB0B26BD97A87E4B6641350BC50

SHA-256: 53CFE1572F54B20653A0645174F6A4F516B0673F3418E0DC4EAB5FC6D77AA769

SHA-512: 2854EF8C13B598504D10FCA96B4827CDB238D97391E30E294D07A66F870CFDCD23A1D9342C7A44B64CBD2DDB0FA4648249DD231C49BD07A584A3F83A1CF7C7F
7

Malicious: false

Reputation: low

IE Cache URL: https://cdn.consentmanager.mgr.consensu.org/delivery/customvendors/11152_1.js

Preview:
window.cmp_config_data.vendors = [{"id":"s40","wsid":"11152","n":"Amazon","l":"\/delivery\/icons\/icons_v40.ico","ps":"c53","gid":"7"},{"id":"s1052","wsid":"11152","n":"A
mazon CloudFront","l":"\/delivery\/icons\/icons_v1052.ico","ps":"c53"},{"id":"s64","wsid":"11152","n":"AMPProject.org","l":"\/delivery\/icons\/icons_v64.png","ps":"c53"},
{"id":"s65","wsid":"11152","n":"Cloudflare.com","l":"\/delivery\/icons\/icons_v65.ico","ps":"c53","gid":"1097"},{"id":"s23","wsid":"11152","n":"Consentmanager.net","l":"\
/delivery\/icons\/icons_v23.ico","ps":"c51","leg":"3"},{"id":"s7","wsid":"11152","n":"Facebook","l":"\/delivery\/icons\/icons_v7.ico","ps":"c53","gid":"89","fb":"1"},{"id":"s836","
wsid":"11152","n":"Glassdoor, Inc.","l":"\/delivery\/icons\/icons_v836.ico","ps":"c53","gid":"2922"},{"id":"s1","wsid":"11152","n":"Google Ads","l":"\/delivery\/icons\/icons_v1.ico
","ps":"c52","gid":"229"},{"id":"s1498","wsid":"11152","n":"Google Advertising Products","l":"\/delivery\/icons\/icons_v1498.ico",

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\1519900596009[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: downloaded

Size (bytes): 7263

Entropy (8bit): 7.931934520740481

Encrypted: false

SSDEEP: 96:npNNyK8e/mp9l/L5yjQyM5xvBQH+GNm01pCgesty/NU4LWdtcl6PBBrwfG6E5O:7NyKBU9yjNEQH+R03tsFz8tcl6ZBr8G2
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MD5: DFD15BBDB602ACAFC0ADF6001A0CD1A0

SHA1: DB693A29E20A2C796DFC8FDE42ABAB9BFFA91F06

SHA-256: 2DB9484FD7F91EF9BD1B050CC40D33F197F03E58EA3D0ECA509E70285ED2DC9B

SHA-512: 3A0154D3F47EC28D223EAB8EE82A209AAC4F78B50759543A2022D464ADB7BA879D58B18D2578E23A49EFBC55D702320119A39152FDCB6AB44028DCFA1484572E

Malicious: false

Reputation: low

IE Cache URL: https://media-exp1.licdn.com/dms/image/C4E0BAQHpBnnoVlk1kw/company-logo_100_100/0/1519900596009?
e=2159024400&v=beta&t=ajoqmMIQVJhtdPFi6W3hHK4LcW4cBjwYa13jpV9m-hA

Preview:
.PNG........IHDR...d...d.............gAMA......a.... cHRM..z&..............u0...`..:....p..Q<....bKGD..............tIME.....$$.8.=...cIDATx^.yx....U}....N..%K..lb....&....@.%<o....BB. `B.f..
c.p;..scl.....i.G.i4g.twU...$K.X..I..}.y........~u. ..Lrv.3E..$.bM.I.&..X.`R..0).......A/..#4.........,......a.*B.....g..B..R....Q0..........`.H..9%..rZF..A8G...j.M.c..B!u...6z+.|.H<n.......c.d....s.3
V\\.li..c...Rv..]`.E...TY...;w6R.fLO-+.93-{...."c..z.@ik.T...-.8~...by.../.hq..P.&.]0bQ.0F........8.:.^..7.,_^.v..h...;.m{..o...v-Z....{..90B...].....O..1w.....[....R. .A..c><.7p.}.[n..Oy..~
......1..e~F...t.0....k...._.....\.:R............_..7G...c.qV...bq.jk{V.z...w.@nD.;-.......Z...m~...;...k..R...K.}..m'....Tg......c.r.........W,.N56.]u.s.*:.c.f.)...6.g.{wV.#.6W...cB.S.xM..5.6.:..>o.8
.R..cO|.W...C.l\..S.x....om....m..P:.C.}.....z .0..i:..v1...B1F...u:.7.0.0.$.gJt. 4.i.......?.......P.. .A.B.=.xCQu...............~.....2.w.E)..s....Yf.h.:...9"..Rv.E.....;.4...X..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\1519900596009[1].png

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\1586441790435[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: downloaded

Size (bytes): 3100

Entropy (8bit): 7.7845654757405

Encrypted: false

SSDEEP: 48:duERARYerm/uE9hW9h48Veyy/nDZXbp6rbiJsyvvqcXpJuElQlh1cx55CfkDdddM:0E5/HfshVeyinlFAOJsyHqc5shfp

MD5: 03B9E12C68EA259B388A91E255EEF92B

SHA1: 1CA95F6708D51317A1DBC2FC0B91687490349636

SHA-256: EB960E7E2AE8E12C293C59BBD2E0B56C0F8692F8D7E03C0FC7519ACB8FB2C1DF

SHA-512: DFA037388BAEE3CFC50D71264FC04CF31EE20284898D752E71F87C2C267713EF8C461C0B13F2C6C1FBDE9E0847EF9E9940D501D60EE57083B2341C2D5797348A

Malicious: false

Reputation: low

IE Cache URL: https://media-exp1.licdn.com/dms/image/C4D0BAQF8FyabJOFS5g/company-logo_100_100/0/1586441790435?
e=2159024400&v=beta&t=_NtknvoIDqA7w_Vxh36OQtPouCo8ANxO8MQ0K0BuZTI

Preview:
......JFIF.............C....................................................................C.......................................................................d.d.."............................................................}........!1A..Qa."q.
2....#B...R..$3br........%&'()*456789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz..............................................................................................................................w.......!1..AQ
.aq."2...B.....#3R..br...$4.%.....&'()*56789:CDEFGHIJSTUVWXYZcdefghijstuvwxyz....................................................................................?..S..(...(...(...(...(...(...(...(...(...(..3.?.
|3.....B.k.n.w.h.].._.=V..m..6.w4.5.K.B..xjT.[....$A"i..+..<4.AX..J...07|...D.....^]7.{.]9...O..4..s..........\.~I~..........?.l|C.{.|..~.yG.u.+)...5y........._..O.Y._P.<.^.5..-..z.u..U.jOGI
[....._.>.}&..._.....h..tH.......!.'..8V.U.Ua.H.w..^M.....Z..6.y,>.....(.l......8by.(..r@.u..."..P.:....)#._.?...;e.A..n..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\3bbe6b772ebd[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: downloaded

Size (bytes): 196675

Entropy (8bit): 5.6357848577070175

Encrypted: false

SSDEEP: 3072:QUNS2LZyf7hPcdyLCb66+tlar4m7E3OoSVJs7V:QUNS2LZyf7hPiyLCb66+tlacmQ3OI

MD5: A587079FAE2EFBEEBF8069B9A9863379

SHA1: 08EA0728BB8ED60A0DD6B274F76CD112C030FC92

SHA-256: 6741C9136731D926EF3031483F3037237CA5EE7CA210DB69C9B377B90154210D

SHA-512: C582175CBC3CDFA5B10BF25359F623E41885F29DEB5712C12793A8B25A45F271B74CAF9221F3B02BE7407F3DBF590F9B4E88B589C4AB2CE6DD1FCEBDE886EE
34

Malicious: false

Reputation: low

IE Cache URL: https://www.instagram.com/static/bundles/metro/ConsumerUICommons.js/3bbe6b772ebd.js

Preview:
__d(function(g,r,i,a,m,e,d){m.exports=function(n){var t,u=n;return function(){return!arguments.length||r(d[0])(0),u&&(t=u(),u=null),t}}},9962086,[9502828]);.__d(function(
g,r,i,a,m,e,d){'use strict';var n=r(d[0]);m.exports=function(o,t){if(!o){var s;if(void 0===t)s=new Error("Minified exception occurred; use the non-minified dev environment for 
the full error message and additional helpful warnings.");else{for(var f=[t],l=2,u=arguments.length;l<u;l++)f.push(arguments[l]);(s=new Error(n.apply(null,f))).name='Invarian
t Violation',s.messageWithParams=f}throw s.framesToPop=1,s}}},9502828,[9502829]);.__d(function(g,r,i,a,m,e,d){var n=function(){for(var t=arguments.length,f=new 
Array(t),s=0;s<t;s++)f[s]=arguments[s];return(f=f.map(function(n){return String(n)}))[0].split('%s').length!==f.length?n('ex args number mismatch: %s',JSON.stringify(f)):
n._prefix+JSON.stringify(f)+n._suffix};n._prefix='<![EX[',n._suffix='  ',m.exports=n},9502829,[]);.__d(function(g,r,i,a,m,e,d){'use strict';var n=!('

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\4484_11152_1.v60[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: downloaded

Size (bytes): 8339

Entropy (8bit): 5.405605863828786

Encrypted: false

SSDEEP: 192:wVPjTfFGg1uC06xEYa1z4gB1511eC06LQY78q8vMmZ23K:wVLyDIpkM
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MD5: 130ED0FD68155A37D2417E2FEBB9977B

SHA1: 0266180B0CB990F36B7707EC44FA81B9673C99DC

SHA-256: 9E95D153859683186F1836F758633696EB472AF6DBD891D925D551BC9B639AAB

SHA-512: C1597F3A971FA7B373C61D8E1AD747112040434D8DB31E9CB77A6F4350B4E849F4CC40E4C61F8B7A3E8B7CF8DFDF7C9C7815C01960895351687B49C7CA38476E

Malicious: false

Reputation: low

IE Cache URL: https://cdn.consentmanager.mgr.consensu.org/delivery/customcss/4484_11152_1.v60.js

Preview:
window.cmp_config_data.strCustomCSS = ".cmpbox  {\r\nwidth: 100%;\r\n}\r\n.cmpaltlangs {\r\n    border-radius: 0;\r\n    background-color: #eeeeef;\r\n    border: none;\r
\n}\r\n.cmpaltlang {\r\n    border: 1px solid transparent;\r\n    background: none;\r\n}\r\n.cmpboxnaviitemactive, TD.cmpallvend, TH.cmpallvend, TD.cmpallprps, TH.cmpallp
rps {\r\n    font-weight: bold;\r\n    background-color: #eeeeef;\r\n}\r\nTH.cmpallprps, TH.cmpallvend {\r\n    padding: 10px;\r\n}\r\ndiv.cmpboxnaviitemactive {\r\n    b
ackground-color: #154094;\r\n    color: white;\r\n}\r\n.cmplanguage:hover {\r\n    background-color: #eeeeef;\r\n    border: 1px solid transparent;\r\n}\r\n.cmpdl {\r\nwidth: 
85px;\r\n}\r\n.cmpboxbtns {\r\n    background: #eeeeef;\r\n    padding: 10px;\r\n}\r\n.cmpfullscreen {\r\n    padding-top: 70px;\r\n}\r\n.cmpboxrecalllink img {\r\n    width: 
20px;\r\n    height: 20px;\r\n}\r\n.cmpboxrecall {\r\n    background: white;\r\n}\r\n.cmpboxrecalltxt {\r\n     padding-left: 5px;\r\n     c

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\4484_11152_1.v60[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\4484_7702[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: downloaded

Size (bytes): 4758

Entropy (8bit): 4.927534535513425

Encrypted: false

SSDEEP: 96:ql0mJcNrQj3AZs4jLl9As/Wu2NjcYlHsgFnB:w9Jca3h+/Wbj7B

MD5: D1416C566C453ECEBE4F5CADC7783F46

SHA1: D00FE20267A7886413D6C24E4A68CB2B8CF79B26

SHA-256: 809E4F65E704B76E5DEFB52C3AE79672B19C76B50D4751F89AFA22400880C1C5

SHA-512: A5AB1C9B4D847C57924E69AA0E11A28E5F9B7A413AA2067D0228A7BA1A67FADE527E5A98681DC0D78EDA23DBC941D9FB4F524F303A76B5F2402A8D9571C5853
1

Malicious: false

Reputation: low

IE Cache URL: https://cdn.consentmanager.mgr.consensu.org/delivery/customtexts/4484_7702.js

Preview:
window.cmp_config_data.customLang = [{"strLang":"DE","strType":"btn_custom","strText":"Cookie-Einstellungen","intTextVersion":"8870"},{"strLang":"DE","strType":
"btn_more","strText":"Datenschutzerkl\u00e4rung","intTextVersion":"8870"},{"strLang":"DE","strType":"btn_no","strText":"Nur notwendige Cookies","intTextVersion":"8870"},
{"strLang":"DE","strType":"cookies","strText":"Cookie-\u00dcbersicht","intTextVersion":"8870"},{"strLang":"DE","strType":"hl","strText":"Cookies-Einstellungen","intTextVer
sion":"8870"},{"strLang":"DE","strType":"prpsn51","strText":"Technisch notwendig","intTextVersion":"8870"},{"strLang":"DE","strType":"prpsn52","strText":"Statistik","intT
extVersion":"8870"},{"strLang":"DE","strType":"prpsn53","strText":"Komfort und Personalisierung","intTextVersion":"8870"},{"strLang":"DE","strType":"recallbtn","strText":
"Cookie-Einstellungen","intTextVersion":"8870"},{"strLang":"DE","strType":"txt","strText":"Wir m\u00f6chten die Informationen auf dieser Webseite und auch unser

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\45f7d56c539c[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: downloaded

Size (bytes): 211677

Entropy (8bit): 5.043777375429423

Encrypted: false

SSDEEP: 3072:d0Pszhf+wDYY+J0CnYQPkFmviAgCMgeaHCOdeEfHt3nS:ZWlfYQ4CMYCOdeEft3nS

MD5: B62C6B9FD87CD7055C644F001A0DAE6F

SHA1: 0836B588B48FF43341D4B788CE4C9232D70F45CA

SHA-256: 1EE85CF36E8CCCF560F910E6A83B2FC1D60E6D4D20E48C921F5299DCEC5B59BC

SHA-512: 7D07FA6E27DD547CF62798822621157F00A9B63E75D3F871276DF570FC14B6DE7B5DDE13EF10314AE161057DC4CD5E097C836B4348419BF3693C0893F8A1D79B

Malicious: false

Reputation: low

IE Cache URL: https://www.instagram.com/static/bundles/metro/en_US.js/45f7d56c539c.js

Preview:
__d(function(g,r,i,a,m,e,d){r(d[0]),r(d[1]),r(d[2]),r(d[3]),r(d[4]),r(d[5]),r(d[6])},65536,[65537,65538,65539,65540,65541,65542,65543]);.__d(function(g,r,i,a,m,e,d){"use 
strict";Object.defineProperty(e,'__esModule',{value:!0});e.strs=["Language","am","If you believe this content shouldn't have been removed, you may file an appeal by filling 
out {appeal form link}","Your name or organization's name","Removed on {date}.","{username} liked your video.","There was a problem processing your request. Please try 
again later.","th","Learn More","Following","Share to Direct","Categories","Your Key","Reminder that this video is blocked in the following locations:","Update your password 
to keep your account safe. You'll be logged out of all sessions except this one, so anyone trying to get into your account will no longer have access.","Instagram will send 
updates to this email address.","Email and SMS","Story Unavailable","Send","Open","I believe this account violates Instagram's community guide

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\5a56d51ae30f[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: downloaded

Size (bytes): 259912

Entropy (8bit): 5.314458088985078

Encrypted: false

SSDEEP: 3072:RyjOp/4G85BW7o8QSErCuL0D43cl/CYtjxUWsaF1kaTquDT2qh:RlEW71CIDO2tnFGaOWTfh
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MD5: 4E13C81003B7BED8D19FF375F6A0B050

SHA1: D4EB73A2B1446D60E3F59019312D561BC46EE502

SHA-256: AA1A47459E68D1B2517F5E00513A7B371D9D6E41FD1C7BBB362037120BC98BFF

SHA-512: FE5BE71B8F5C2D4686EA31A275FF679F8DA9D53C05A26BC9363F7A07D92BE88470D5EF56DD03FDB3FB12E0F4D773B69383D0CC2FEA302EE103E1EB61207733B
A

Malicious: false

Reputation: low

IE Cache URL: https://www.instagram.com/static/bundles/metro/Vendor.js/5a56d51ae30f.js

Preview:
__d(function(g,r,i,a,m,e,d){r(d[0]),r(d[1]),r(d[2]),r(d[3]),r(d[4]),r(d[5]),r(d[6]),r(d[7]),r(d[8])},0,[1,2,3,4,5,6,7,8,9]);.__d(function(g,r,i,a,m,e,d){function n(n,o,t){t=t||{};var c=u(n)+
'='+u(o);null==o&&(t.maxage=-1),t.maxage&&(t.expires=new Date(+new Date+t.maxage)),t.path&&(c+='; path='+t.path),t.domain&&(c+='; domain='+t.domain),t.expires&&
(c+='; expires='+t.expires.toUTCString()),t.secure&&(c+='; secure'),document.cookie=c}function o(){var n;try{n=document.cookie}catch(n){return'undefined'!=typeof 
console&&'function'==typeof console.error&&console.error(n.stack||n),{}}return c(n)}function t(n){return o()[n]}function c(n){var o,t={},c=n.split(/ *; */);if(''==c[0])return t;f
or(var u=0;u<c.length;++u)t[s((o=c[u].split('='))[0])]=s(o[1]);return t}function u(n){try{return encodeURIComponent(n)}catch(o){f('error `encode(%o)` - %o',n,o)}}function s(n)
{try{return decodeURIComponent(n)}catch(o){f('error `decode(%o)` - %o',n,o)}}var f=r(d[0])('cookie');m.exports=function(c,u,s){switch(a

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\5a56d51ae30f[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\5q92mjc5c51bjlwaj3rs9aa82[1].svg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: downloaded

Size (bytes): 9667

Entropy (8bit): 4.839501850615153

Encrypted: false

SSDEEP: 96:8bfzSfmg3nt4fvYkM7o4Y2gPxiM7QDHBBg5rB9JX6OzlZYmYr0adF0O4l26Nj679:8rzS9LcDZFFOy8aG3oPBbC

MD5: 60C6015EE2519C056444FBD033145B42

SHA1: 5EB7FC5ED26D5C547D004810CE8BBBC5C599C9EB

SHA-256: 23798C2B6F444A935F40BE99C3199DAE284152D336B8E922D258A2CC3E5BDF1C

SHA-512: FACE56446373765D7A2DBF2A0A3AED047C7234C6C06818C823BDFA09A9D0650BB20DA44A9B50F8446D054750313699F59F3E734F801880EE3C636912A7B84896

Malicious: false

Reputation: low

IE Cache URL: https://static-exp1.licdn.com/sc/h/5q92mjc5c51bjlwaj3rs9aa82

Preview:
<?xml version="1.0" encoding="utf-8"?>.<!DOCTYPE svg PUBLIC "-//W3C//DTD SVG 1.1//EN" "http://www.w3.org/Graphics/SVG/1.1/DTD/svg11.dtd">.<svg version="1.1" 
xmlns="http://www.w3.org/2000/svg" xmlns:xlink="http://www.w3.org/1999/xlink" x="0px" y="0px".   viewBox="0 0 1440 240" style="enable-background:new 0 0 1440 240;" 
xml:space="preserve" width="1440" height="240">.  <style type="text/css">.    .gradient{fill:url(#artdeco-banner-graph-gradient1);}.    .foreground{opacity:0.15;}.    .m
idground{opacity:0.3;}.    .background{opacity:0.5;}.    .foreground circle, .midground circle, .background circle {fill:#FFFFFF;}.    .foreground polyline, .midground polyline, 
.background polyline {fill:none;stroke:#FFFFFF;stroke-width:0.5;stroke-miterlimit:10;}.    .foreground polygon, .midground polygon, .background polygon {fill:none
;stroke:#FFFFFF;stroke-width:0.75;stroke-miterlimit:10;}.    .foreground line, .midground line, .background line{fill:none;stroke:#FFFFFF;stroke-miterlimit:10;}.  </style

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\Digital_Academy_Logo_lang[1].svg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: downloaded

Size (bytes): 43969

Entropy (8bit): 4.1112704527582515

Encrypted: false

SSDEEP: 768:Lj1y8jPJokAhcB+B3tRjt0UhAgrYkx+RW4nb7+b:Fy8jk3b74by

MD5: CF2AD57B7D6551B45CEB3594832B675B

SHA1: 6E129BCE2A6BAC2175B6AD6DE28459D991FB5523

SHA-256: E32ED826FC69F73072566C5C7544939E6BC34D13C4B287CD8A8AC7C401A7908B

SHA-512: FADE36F033FCFB9BF05420A049C2E3A97EE2D8EA1616CFC77449C08CEFD869DB6C0FCC3A5884BB236672BB822B495DEDAA6A08EF0B23F63FD8C0BD30BEBDF
EA3

Malicious: false

Reputation: low

IE Cache URL: https://www.we-make-you-digital.com/Resources/Public/Media/Digital_Academy_Logo_lang.svg

Preview:
<?xml version="1.0" encoding="utf-8"?>.   Generator: Adobe Illustrator 22.1.0, SVG Export Plug-In . SVG Version: 6.00 Build 0)  -->.<svg version="1.1" id="Ebene_1" 
xmlns="http://www.w3.org/2000/svg" xmlns:xlink="http://www.w3.org/1999/xlink" x="0px" y="0px".. viewBox="0 0 1820 668" style="enable-background:new 0 0 1820 668;" 
xml:space="preserve">.<style type="text/css">...st0{fill:#003869;}...st1{fill:#82878C;}...st2{fill:url(#SVGID_1_);}...st3{fill:#3E83F7;}...st4{fill:#FFFFFF;}.</style>.<g id=
"OBEN_LINKS">..<g id="text">...<g id="DA">....<path class="st0" d="M599.4,368.4c24.3,0,38.2,14.6,38.2,38.2v35.6c0,23.3-13.9,37.9-38.2,37.9h-37.1V368.4H599.4z M5
99.4,381.....h-22.3v86.8h22.3c15.4,0,23.4-8.3,23.4-25.9v-34.5C622.8,389.7,615,381,599.4,381z"/>....<path class="st0" d="M678.9,368.4v111.7h-14.8V368.4H678.9z"/>....
<path class="st0" d="M779.5,390.6l-10.9,4.2c-4.5-10.5-12.2-15.6-23.1-15.6c-17.3,0-25.3,10.2-25.3,28.7v35.4.....c0,17.1,8.6,25.9,24.2,25.9c9.9,0,17-3.2,22.2-11.9v-22h-
16v-10.2

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\ad254067358c[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: downloaded

Size (bytes): 9158

Entropy (8bit): 5.559702571080009
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Encrypted: false

SSDEEP: 192:CNtnga6Ze0ID9DqSCUB623ED6fQZUPNJKx:CngaP0ID9DPCC5EDcTNi

MD5: C5E556C7AF38DFEFFD660AA65B4B6F25

SHA1: 3636790D3D4B8CA88EAA04DC3D6C7F3FBB6F2A7F

SHA-256: 75257B45640AED89E12ABE07CDD93A2F48DDDBE5E3BC6D994E9D6B40D9E06B2C

SHA-512: 25E50C292A2DF15B0B9349B3DD5D5A70EFA7401292AFF078E065D3A4694DCD8A580C793B3588D2029662DB01C5D971D9238BFF1E0119ECB0A23B79F2E0B06C84

Malicious: false

Reputation: low

IE Cache URL: https://www.instagram.com/static/bundles/metro/FBSignupPage.js/ad254067358c.js

Preview:
__d(function(g,r,i,a,m,e,d){"use strict";function n(n){var t=n.children,o=n.isSmallWidth,s=n.showHeader,l=void 0===s||s;return a(d[16]).createElement("div",{className:"_l
Tir"},a(d[16]).createElement(i(d[25]),null),a(d[16]).createElement(i(d[26]),null),a(d[16]).createElement(i(d[27]),{id:i(d[10]).fbSignupPage,title:c}),a(d[16]).createElement("div",
{className:"_0r0cu"},l&&a(d[16]).createElement("div",{className:"w8Ejx"},a(d[16]).createElement(i(d[28]),{className:"Szr5J t98Id "+(o?"":"coreSpriteLoggedOutWord
mark")+" "+(o?"coreSpriteMobileNavTypeLogo":""),href:"/"},r(d[3])(2119))),t))}function t(n){var t=n.url;return a(d[16]).createElement("div",{className:"BdFXH"},a(d[16]).c
reateElement("img",{alt:r(d[3])(2584),className:"ulnoR",src:t}))}function o(){return a(d[16]).createElement("div",{className:"_ltf8"},a(d[16]).createElement(r(d[29]).Spin
ner,{position:"absolute",size:"medium"}))}function s(n){var t=n.message,o=n.onGoHome;return a(d[16]).createElement("div",{className:"rYEZO"},a(d[16]).

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\ad254067358c[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\analytics[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: downloaded

Size (bytes): 61374

Entropy (8bit): 5.365762592843681

Encrypted: false

SSDEEP: 1536:C5wcvldQGaOfPeoDLbJRPQBklZC09pU823NQe6QMBJb:+wcPQEfPV3VpQ2PqV6B

MD5: 208D50274F4C2BE2E186D8012DB3F3C2

SHA1: 99FFA3F5794B7E87BFD37A0B826AE32A12FB5EF1

SHA-256: CBF27BB481198F2790335823216B08AC23DEC96405635649A4D758DACC503C54

SHA-512: F797945BED1E0BB364A9AD735BCB6E75ACF6C8B2EF3968064DA4E87490B4CC24A1C1E2A9F5936038FC3E6C4A798738C9455D3F565489752569CE4F98AB6ABB8
8

Malicious: false

Reputation: low

IE Cache URL: https://platform.linkedin.com/js/analytics.js

Preview:
/* xdoor-frontend: v0.2.1 (Mon, 19 Oct 2020 18:04:22 GMT) */.(function() {..var PAYLOAD = null;...!function(t){var e={};function n(r){if(e[r])return e[r].exports;var o=e[r]={i:r,l:
!1,exports:{}};return t[r].call(o.exports,o,o.exports,n),o.l=!0,o.exports}n.m=t,n.c=e,n.d=function(t,e,r){n.o(t,e)||Object.defineProperty(t,e,{enumerable:!0,get:r})},n.r=function(t)
{"undefined"!=typeof Symbol&&Symbol.toStringTag&&Object.defineProperty(t,Symbol.toStringTag,{value:"Module"}),Object.defineProperty(t,"__esModule",{value:!0})}
,n.t=function(t,e){if(1&e&&(t=n(t)),8&e)return t;if(4&e&&"object"==typeof t&&t&&t.__esModule)return t;var r=Object.create(null);if(n.r(r),Object.defineProperty(r,"default",
{enumerable:!0,value:t}),2&e&&"string"!=typeof t)for(var o in t)n.d(r,o,function(e){return t[e]}.bind(null,o));return r},n.n=function(t){var e=t&&t.__esModule?function(){return t
.default}:function(){return t};return n.d(e,"a",e),e},n.o=function(t,e){return Object.prototype.hasOwnProperty.call(t,e)},n.p="/",

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\b08c71089a8e[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: downloaded

Size (bytes): 285

Entropy (8bit): 5.297676396908538

Encrypted: false

SSDEEP: 6:NdgYJBwpDcJzM2BOYKT6YsOLYrECChywgO9lVBre0YMIXuye21UVh/Dyn8yn:ntJGkB6sRrJ4Rr6bMquHbPunDn

MD5: 57A1922953D9D9895C1FAACB2797609D

SHA1: 74861854079BAA9C3FB8ABCD1212B56A1CABBB41

SHA-256: 844F5A7990470047D3F009E4CFC281099AF67D33B574B2E5627D768F2CDD3B5B

SHA-512: DB45A448DDBE26ECF6F7E976D84F3F7E76B13A23B03EEBC71C9E20D6AC14BD0B02F9003B02376DD181227BFB4124429BDA7CC0069DE49C2502CF8C4F77EE29
7A

Malicious: false

Reputation: low

IE Cache URL: https://www.instagram.com/static/bundles/metro/ConsumerAsyncCommons.js/b08c71089a8e.js

Preview:
__d(function(g,r,i,a,m,e,d){"use strict";Object.defineProperty(e,'__esModule',{value:!0}),r(d[0]),e.default=function(t){var c=t.className,n=t.children;return a(d[1]).crea
teElement("div",{className:i(d[2])("AHCwU",c)},n)}},10158085,[19005440,3,9699353]);.__d(function() {},19005440,[]);

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\bc2dc8d6addd[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: downloaded

Size (bytes): 14276

Entropy (8bit): 5.637840297999496

Encrypted: false

SSDEEP: 192:jhVlrfQt0+N9INKnHNfkIviZHTea4/BWWgQ8wa7niCC8D59FGX:dmNRBkIvCHMMDY
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MD5: BF5BC84D31CC75920E07F5D393048CE8

SHA1: 793123DEEE3878018CE89200F38D7DAD709466EF

SHA-256: B806298AFAE0EA8490CFDAD8DF62B8E4397DDA5EE8366AFFF575FE7ED89675C9

SHA-512: E4D24819BD14169AF0E16D156F449F974B51AC95A297B884B2CA6FA790AB70A34CCF5A24CF33C52C1F09B60B881C1BA7E95E203DF77809C8A46AEEA9A2810F7
8

Malicious: false

Reputation: low

IE Cache URL: https://www.instagram.com/static/bundles/metro/LoginAndSignupPage.js/bc2dc8d6addd.js

Preview:
__d(function(g,r,i,a,m,e,d){"use strict";function t(t){return a(d[2]).createElement("div",{className:"wo5Ip"},a(d[2]).createElement(r(d[3]).Box,{alignItems:"center",direc
tion:"row",flex:"grow",justifyContent:"center",padding:2},a(d[2]).createElement(r(d[3]).Text.BodyEmphasized,{color:"web-always-white",display:"inline",textAlign:"center"}
,t.text)))}function n(t){for(var n in a(d[4]))if(null!=r(d[5]).matchPath(t,{path:a(d[4])[n],exact:!0}))return null;for(var o=0,l=[{path:'/:username',source:'profile_posts'},{path:'
/:username/:permalinkKey(p|tv|reel)/:shortcode',source:'profile_posts'},{path:'/:username/following',source:'follows_list'},{path:'/:username/followers',source:'followed_
by_list'},{path:'/:username/hashtag_following',source:'followHashtag'},{path:'/:username/:type(similar_accounts|related_profiles)',source:'profile_posts'},{path:'/:userna
me/guide/:slug/:guide_id/',source:'profile_posts'},{path:'/:username/saved/:slug/',source:'profile_posts'},{path:'/:username/saved/:slug/:co

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\bc2dc8d6addd[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\body.min[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: downloaded

Size (bytes): 475856

Entropy (8bit): 5.31101506947332

Encrypted: false

SSDEEP: 6144:FDtLsH1IM76m+mQ5ZhbMzeKkdaLCETqtqwHYdWlOcUSqyzzl1St92aSiTPs:FDoNQ5ZhbHOqRHCWQSqyzzlw2aSys

MD5: 95EC7717B2925F912292E3BA4828874A

SHA1: 8FF7668E8814E0CAEE6E49393D93DABC15DE7337

SHA-256: 09ECB612EE91D5CC7CB6F2E4D957B2DF4E5140EC8B98B9501B70944CB19FAAB3

SHA-512: A88F543EFB10F51CB17B88B1D75013853C88CE08BE641D5D6FEF8B7F76B2D7EA418152691785A510AD40BB5F35FA7D6590BE154D5CB7BDE687FFC006B48F3622

Malicious: false

Reputation: low

IE Cache URL: https://www.we-make-you-digital.com/Resources/Public/JavaScript/body.min.js?20201202

Preview:
!function(r,f,d){function e(e){var t=b.className,i=_._config.classPrefix||"";if(w&&(t=t.baseVal),_._config.enableJSClass){var n=new RegExp("(^|\\s)"+i+"no-js(\\s|$)");t=t
.replace(n,"$1"+i+"js$2")}_._config.enableClasses&&(t+=" "+i+e.join(" "+i),w?b.className.baseVal=t:b.className=t)}function p(e,t){return typeof e===t}function t(){var e,t
,i,n,r,a,o;for(var s in x){if(e=[],t=x[s],t.name&&(e.push(t.name.toLowerCase()),t.options&&t.options.aliases&&t.options.aliases.length))for(i=0;i<t.options.aliases.length
;i++)e.push(t.options.aliases[i].toLowerCase());for(n=p(t.fn,"function")?t.fn():t.fn,r=0;r<e.length;r++)a=e[r],o=a.split("."),1===o.length?_[o[0]]=n:(!_[o[0]]||_[o[0]]instanceof Bo
olean||(_[o[0]]=new Boolean(_[o[0]])),_[o[0]][o[1]]=n),c.push((n?"":"no-")+o.join("-"))}}function h(){return"function"!=typeof f.createElement?f.createElement(arguments[0]):w?
f.createElementNS.call(f,"http://www.w3.org/2000/svg",arguments[0]):f.createElement.apply(f,arguments)}function a(e,t){return function(

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\config-2020-12-03-08[1].json
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: downloaded

Size (bytes): 674837

Entropy (8bit): 5.241866333052318

Encrypted: false

SSDEEP: 3072:eXRONIzwzNzYz8vozUeVwWgQxgJR2goPNVRa2tck7IQQmiKzTH+hIXhMRfv:eXM1eV7aRENV3tck7IQQmiKzTbXhG

MD5: C7BDCC1E3FC392506BBD6BC38338F1B7

SHA1: C59A698C8B74AB7BAD069D2B6461041DB27B4D16

SHA-256: BF2234FAF35585D75D5193C935CF9F36E0BAA6F02492743117FF2C07E2D61F3C

SHA-512: 64805630AC8EAD88678C8D8691FEBFAF438E48E74F127C94F0DC9E54DE02695880AE6D94BF3A129DEE2EDCE3C47C0C08F685473CBFA4E812E2E048749890564F

Malicious: false

Reputation: low

IE Cache URL: https://pbs.twimg.com/hashflag/config-2020-12-03-08.json

Preview:
[{"campaignName":"100Thieves_2020","hashtag":"100T","assetUrl":"https:\/\/abs.twimg.com\/hashflags\/100Thieves_2020\/100Thieves_2020.png","startingTimestampMs":
"1579280400000","endingTimestampMs":"1609477200000"},{"campaignName":"100Thieves_2020","hashtag":"100Thieves","assetUrl":"https:\/\/abs.twimg.com\/has
hflags\/100Thieves_2020\/100Thieves_2020.png","startingTimestampMs":"1579280400000","endingTimestampMs":"1609477200000"},{"campaignName":"100Thieves_2
020","hashtag":"100WIN","assetUrl":"https:\/\/abs.twimg.com\/hashflags\/100Thieves_2020\/100Thieves_2020.png","startingTimestampMs":"1579280400000","e
ndingTimestampMs":"1609477200000"},{"campaignName":"OrangeTheWorld_2020","hashtag":"16araw","assetUrl":"https:\/\/abs.twimg.com\/hashflags\/OrangeTheW
orld_2020\/OrangeTheWorld_2020.png","startingTimestampMs":"1606064400000","endingTimestampMs":"1636693200000"},{"campaignName":"OrangeTheWorld_2020","
hashtag":"16dagar","assetUrl":"https:\/\/abs.twimg.com\/hashflags\/OrangeTheWorld_2020\/Or

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\consentManager[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: downloaded

Size (bytes): 1469

Entropy (8bit): 4.828112539650219

Encrypted: false
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SSDEEP: 24:fK6PlQ6TREAeK6PlQ6TRMgepK6PlQ6TRM2kK6PlQ6TRMWIF3K6PlQ6TRM5fFAm:fKCQIREAeKCQIRMrpKCQIRM2kKCQIRMa

MD5: AA2028A21DD3CF5A5CC3B7C22EB95BCB

SHA1: 3F860DD548CD9C787958691B0FD079ABB752512F

SHA-256: 75B48AC36A8AD803DB44BF40ECFB74DAD301994F313F76E83D8EFCEC8A7C4774

SHA-512: 0B660E6692A97A2E2839E722EB7F60029302D66BBBA4FD7E965D6BB551DD84DD89D4B4BD9528ECE5E7792A6441180AB1DF97B1AE638AD68EC88D3CE85149179
8

Malicious: false

Reputation: low

IE Cache URL: https://www.we-make-you-digital.com/typo3conf/ext/tuev_nord_cookies/Resources/Public/Js/consentManager.js

Preview:
.var ConsentManager = [];..ConsentManager.isThirdPartyAllowed = function () {.    if (typeof __cmp !== 'undefined' && __cmp.length > 0 && __cmp('consentStatus') !== 
'undefined' && __cmp('consentStatus').consentExists) {.        return __cmp('getCMPData').purposeLI.c53;.    } else {.        return false;.    }.};..ConsentManager.isGoogleAd
sAllowed = function () {.    if (typeof __cmp !== 'undefined' && __cmp.length > 0 && __cmp('consentStatus') !== 'undefined' && __cmp('consentStatus').consentExists) {.        
return __cmp('getCMPData').vendorLI.s1;.    } else {.        return false;.    }.};..ConsentManager.isGoogleTagManagerAllowed = function () {.    if (typeof __cmp !== 
'undefined' && __cmp.length > 0 && __cmp('consentStatus') !== 'undefined' && __cmp('consentStatus').consentExists) {.        return __cmp('getCMPData').vendor
LI.s905;.    } else {.        return false;.    }.};..ConsentManager.isYoutubeAllowed = function () {.    if (typeof __cmp !== 'undefined' && __cmp.length > 0 &

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\consentManager[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\csm_0_01_c1eb97539d[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: downloaded

Size (bytes): 53841

Entropy (8bit): 7.9710130097923395

Encrypted: false

SSDEEP: 1536:uzQbH3sy7Vvb5Cg3x9xQsxJ14+Z+jRVW6N:PHj5CgB51/Zsc6N

MD5: A4B45CEB4AB0F46EB681C0A9FDE7B28B

SHA1: 5F7383C2B461E854E5DDF1B993E524F755DEF845

SHA-256: 1BE12A3D7A9ED81138AE5B1D5C3F7EDC637C292D97D6475B98609F211F650013

SHA-512: 1802A5E43E673021D012AB01969F65D89E42CA0D80AEC1B15EE0BAD6C9A34DF0B3C79E6BFD9DE41A9D82B73D5E199038965D75FFD3E6651C2A613AF68CFBB8
05

Malicious: false

Reputation: low

IE Cache URL: https://www.we-make-you-digital.com/fileadmin/_processed_/2/3/csm_0_01_c1eb97539d.jpg

Preview:
......JFIF.....H.H.....C.....................................%...#... , #&')*)..-0-(0%()(...C...........(...((((((((((((((((((((((((((((((((((((((((((((((((((..........."........................................._..................
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SHA-512: 68F075F8EEF2490B838094B415AC3AF99E8FFBF8D4AA55719DA357957EC965183C0B214AA432C65E90DA0F226265C988E9AA9E67D2A6147AB9E7A0651991CC23

Malicious: false

Reputation: low

IE Cache URL: https://www.we-make-you-digital.com/fileadmin/_processed_/3/8/csm_DigAc_3_5F38531E-C37B-4D6C-BF25-BDDEE85F6408__1__c0eccea887.jpg

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\csm_Digital_Academy_TUEV_NORD_GROUP_LOGO_41c6bcb1df[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: downloaded

Size (bytes): 8791

Entropy (8bit): 7.920627183989063

Encrypted: false

SSDEEP: 192:GA3C8kI8qbT9HoOjPMluEJdLkP2otGrCKagAtzGjbbQYCKRoz:ZC3I8qbhI4PQJLkP2otuagMzGMsG

MD5: B9D876BCF682E9103BA2EC805B615FDC

SHA1: 82C6A04186A0D85249B5120A686EBD4A485A0940

SHA-256: 4480E1EA9B703BAD42F85915ACFD0DAC93D3C99ACC443BF591A7C05C5CFD6C59

SHA-512: E234B756C59C08B4C73CA84EC9130FD690356D94D3866D8CFAD05EFEBA0E61DBB7A7E4D6BD10C3B58D21373DC1A6ADB9E3E9351F5D17C2AFAB85E5AE5E620
C87

Malicious: false

Reputation: low

IE Cache URL: https://www.we-make-you-digital.com/fileadmin/_processed_/b/9/csm_Digital_Academy_TUEV_NORD_GROUP_LOGO_41c6bcb1df.jpg

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\csm_Marcel_b6f2c70945[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: downloaded

Size (bytes): 6045

Entropy (8bit): 7.927814637154123

Encrypted: false

SSDEEP: 96:0bbb0HSJL3svPnQUKptCQeqmly/gs08KsM72FpMlf84FluE8UszbkyTR3e4SO:0bbb0HSJL3LfF/gZT72IvljLiQyTRx
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MD5: CD33A7184172C532E4F597240ECE18F5

SHA1: E4BE7C89066993AA8D6817721628C6527AA21694

SHA-256: 20595623A427458CC194502A8BC1A706A5238A9DB424EE372DF1AB5DF1959AC8

SHA-512: F41AA2ACA6473BEF3A0490E48D919373847AE6328C2C27F1F165EF3451019EE5A416D307D22174F7B9DE035691B707701ABCA26D08AA118B9AE29FCE6DC57A17

Malicious: false

Reputation: low

IE Cache URL: https://www.we-make-you-digital.com/fileadmin/_processed_/9/f/csm_Marcel_b6f2c70945.jpg

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\csm_Marcel_b6f2c70945[1].jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\csm_PHOTO-2020-03-09-20-12-02_49d2e18dd2[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: downloaded

Size (bytes): 63131

Entropy (8bit): 7.982144836913751

Encrypted: false

SSDEEP: 1536:zeSDAwaYkAYlGKSakhBnbaUYE1oVq47EYdh5Jb2jMYk:zeSzaYkTknbrr1A7bI6

MD5: 07A706F24741D6541E30D63197444AEF

SHA1: F12C652758787FD1B336CDDA23741DA619D2A5AE

SHA-256: F736836B1240AF1ECAE622EA2A2DEBC2F4A7099DC11CE8AC02600F92F7B390AE

SHA-512: 401FD08477E59A1F2307A54A00A8EED0E426EB304FAAD8C6E780B20A730D2D4E86ACCE8CD22D43E6EE341837B753C83011B588458BAB1686A0B4372095A5E3B
F

Malicious: false

Reputation: low

IE Cache URL: https://www.we-make-you-digital.com/fileadmin/_processed_/c/7/csm_PHOTO-2020-03-09-20-12-02_49d2e18dd2.jpg

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\csm_VirtualTraining_5dc8dcf6b4[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: downloaded

Size (bytes): 37153

Entropy (8bit): 7.9567310169658345

Encrypted: false

SSDEEP: 768:jENQ6HFvNZSWPjuQvXJGyylm5aDLAZg/KN+gFW7fYlzlsl:I+6HrrLu4ZGFm53RZWjYG

MD5: C334588361C0E3E8FC3F56D8D447657F

SHA1: A3A93937C955BB91D334DC96183BCAFA8C2A5C66

SHA-256: 274D56C9ACAA76C64F03472C61B09D29BAEC07F7C9C74AEA173176FBA9675855

SHA-512: 302226B086BD4BC127003CCBE196172F8038C6666E8A22DE200DF32DA99FAB948DF62C736CFC7A8D9531EBE352AFF3D2DD3150F8BFFA79775B37DDE582CA69E
E

Malicious: false

Reputation: low

IE Cache URL: https://www.we-make-you-digital.com/fileadmin/_processed_/f/9/csm_VirtualTraining_5dc8dcf6b4.jpg

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\csm_eccelerate_logo_58c798ff76[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: downloaded

Size (bytes): 7175

Entropy (8bit): 7.96149417939401

Encrypted: false

SSDEEP: 192:CXhoGy5VGDBFu60ETRCvj052HyRbqSmdTubAdrONSJeyw07UR:CXhoGMCB0ZwIy4ybAtwSJpwV

MD5: 5A0621AD796D541E33DF41EFC54540E1
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SHA1: 27BB9B1676E0A09F50A8C7990EDE86FBA35B83B6

SHA-256: 56D9F0CD9A5F474152AC97078577AA976EBAB57658B760D0D70157699855D491

SHA-512: E834626F6697E7752064A56282EE149563B5C19B42EAE8E700B78C45B45BF036D997D4F19978639A60F8E2F8228858E18E7A0C9CE0F3517F2125E0405DBFC7C9

Malicious: false

Reputation: low

IE Cache URL: https://www.we-make-you-digital.com/fileadmin/_processed_/5/d/csm_eccelerate_logo_58c798ff76.png

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\csm_eccelerate_logo_58c798ff76[1].png

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\csm_logo-explore_09147d68de[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: downloaded

Size (bytes): 5249

Entropy (8bit): 7.549406229579921

Encrypted: false

SSDEEP: 96:+l7WhTKFsdo7BLAjUR9u4BO/EJD4wzaYi+:M7WhTNmBEoAUrzaYi+

MD5: F85D060A10E4837BDC2B4587F4DFB35E

SHA1: 8DA25383EAE2F0D48F70C1ED021107EBA59AF192

SHA-256: 3205F6EB950F609D9C8111CC2E91912F7FA59648CB73D8921F4A518CB680A860

SHA-512: CDE862C534C94C6AB386BD0B1C98EFD9B52C3A5CFAFF8B8215B8CBADBCFC06D41F9F00A5E645586BC40BED444815C049E528DE8AF6BE77B556D05BE0FF09C
938

Malicious: false

Reputation: low

IE Cache URL: https://www.we-make-you-digital.com/fileadmin/_processed_/2/2/csm_logo-explore_09147d68de.jpg

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\csm_sgsgw4_08072a78a3[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: downloaded

Size (bytes): 25792

Entropy (8bit): 7.971821603669543

Encrypted: false

SSDEEP: 384:9ZAppDbPu4bv9IYRMhD1JgSPJXq2EL+DY10Z3CgNqCnVRqzpLVUzofvcci0byS:YplDu4biYUDXgoq0XlCYvqpgvP0J

MD5: D2D89AA880B104BA5CCC7049EC263414

SHA1: BB419B0E2AA6A96A8CC7ADBD3603C8EBC50B8D78

SHA-256: 6312E2398125F35B357A62A2CEB2D065F859DA81B9265E8844D8603001A024A6

SHA-512: 243F5AAEB84DDF38F7878C85C49FF682526E1342F39131565680D1EB99E8014188841B51A7EE7C4B0E8CC487FE5293C98C3EE51F117735151484252E7F265BB6

Malicious: false

Reputation: low

IE Cache URL: https://www.we-make-you-digital.com/fileadmin/_processed_/c/8/csm_sgsgw4_08072a78a3.jpg

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\ea1d49fd9094[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: downloaded

Size (bytes): 1799163

Entropy (8bit): 5.657346844709845

Encrypted: false

SSDEEP: 24576:SpLKO/XWGSUkR91MF7PGnIn9Hodb3STke7zqM6bexGWhGFwoDkaBqirE:ELK0XWGjkR9mFrFl7zqQa6

MD5: C8F761397FBC63A55881D87D41576BEC

SHA1: C999ED07837DEEE2B87FE7033A389ADD90EC016F

SHA-256: DDB7A87F2CA90E85FDA8E4380FF1ED103FD116B64FC546FB4F418472B882D299
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SHA-512: 7A73779608E5C023E43FDA92609DB722055F708EB11DB5D681E3AD8DF5246E8C45969BE85C2C8C13242AE5DD2BDF521E71C880AAA72C13580EC5ADD1E5A3EC9
3

Malicious: false

Reputation: low

IE Cache URL: https://www.instagram.com/static/bundles/metro/Consumer.js/ea1d49fd9094.js

Preview:
__d(function(g,r,i,a,m,e,d){"use strict";function t(t,n,o){var l=t.pathname;if(l=l.replace(/([/])?$/,function(t,n){return n?t:'/'}),r(d[1]).setInitialDataForPathname(n,l),!r(d[2]).
isUserLoggedIn()&&r(d[3]).isCacheSupported()&&r(d[3]).clearCache(),r(d[2]).isUserLoggedIn()&&r(d[4]).hasCaching()){o.dispatch(r(d[5]).initCache());var s=null!=i(d[6])._("
41","0",{silent:!0})||null!=i(d[6])._("41","1",{silent:!0})||null!=i(d[6])._("41","3",{silent:!0})||null!=i(d[6])._("41","2",{silent:!0}),c=null!=i(d[6])._("67","4",{silent:!0})||null!=i(d[6
])._("67","5",{silent:!0});r(d[2]).isUserLoggedIn()&&!r(d[7]).isIGWebview()&&t.pathname!==r(d[8]).FEED_PATH&&(r(d[7]).isMobile()&&s||r(d[7]).isDesktop()&&c)&&o.
dispatch(r(d[9]).initFeed())}var u=r(d[10]).getViewerData_DO_NOT_USE();if(u&&(o.dispatch(r(d[11]).loadViewerData(u)),o.dispatch(r(d[11]).loadUserPreferences()))
,r(d[12]).disableNativeScrollRestoration(),r(d[13]).canUseDOM){if(o.dispatch(r(d[14]).watchDisplayProperties()),o.dispatch(r(d[15]).setIniti

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\ea1d49fd9094[1].js

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\en.af6d8bb5[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: downloaded

Size (bytes): 157236

Entropy (8bit): 5.162816698170883

Encrypted: false

SSDEEP: 1536:vdUXcZWPdwngYEnNydegvKdGkxj5tMC8RTtWshATcRL98ECgIsjrc+m5ukc:WXRmn1uNy4dLjXMCoThATpE/Vrtmdc

MD5: B710863E34A23C34C26A646433AAF1F0

SHA1: 8BD175D9F3CDCB91D4A0D38271D94D742695FFD1

SHA-256: F24BB04F63B8E4A534CA2935738889CAD7C8BF694F014104C828AFE64000D724

SHA-512: 282A77948141D1271DF580758D8EA03A698F6D2C1E15470AEDCA41FAF28B2CC584511A94F834BF3BB66DF772B1331EFB029AC1D7A150FD451BFF1CB95CD5DC3
5

Malicious: false

Reputation: low

IE Cache URL: https://abs.twimg.com/responsive-web/client-web-legacy/i18n/en.af6d8bb5.js

Preview:
window.__SCRIPTS_LOADED__["vendors~main"]&&((window.webpackJsonp=window.webpackJsonp||[]).push([[94],{fRV1:function(e,t){var o;o=function(){return this}
();try{o=o||new Function("return this")()}catch(n){"object"==typeof window&&(o=window)}e.exports=o},oTxr:function(e,t,o){"use strict";var n=o("3XMw")._register("en",{get 
emoji(){return o.e(237).then(o.t.bind(null,"oFUs",7))}});function a(e,t,o){switch(n=e,a=!String(n).split(".")[1],1==n&&a?"one":"other"){case"one":return t;default:return o}var n,
a}function r(e,t){for(var o=0;o<t.length;o++){var n=t[o];n.enumerable=n.enumerable||!1,n.configurable=!0,"value"in n&&(n.writable=!0),Object.defineProperty(e,n.key,n)}}n(
"ed617674","360"),n("e23b20af","Cancel"),n("e9e2064c","Something went wrong, but don.t fret . it.s not your fault."),n("d7060c8f","Refresh"),n("a0493513","Retry"),n("a620
fcff","Loading image"),n("b4f19b96",(function(e){return e.listItem1+" and "+e.listItem2})),n("i0135403",(function(e){return e.listItem1+", "+e.listItem2})

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\polyfill[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: downloaded

Size (bytes): 95422

Entropy (8bit): 5.287162939162182

Encrypted: false

SSDEEP: 1536:zNZUIgdHSnvxBdkh1skALlu10FUnkI5JRLv8TiKtuce/:ZuIgd2E6CQTihce/

MD5: DCF1ABC1BD88664F8E5D6719C87F94D4

SHA1: ADA50172BD322205C79FCC155B8DFCDA79EC37B9

SHA-256: 9E2F7E46C6406C13F25285CC352DA4A89DB523F7E295F673E9E88F0224697B49

SHA-512: 1DBF0069FB37A52EED973B67E73371E3C1024DA5804DD05654F8B8FD2617C20898CD5FD228B65BFF2CD8ED18A0666BD5F4DA56EC342E3590A29436E292B09D77

Malicious: false

Reputation: low

IE Cache URL: https://www.we-make-you-digital.com/typo3conf/ext/tuev_nord_ce/Resources/Public/JavaScript/polyfill.js

Preview:
!function(t){var n={};function r(e){if(n[e])return n[e].exports;var i=n[e]={i:e,l:!1,exports:{}};return t[e].call(i.exports,i,i.exports,r),i.l=!0,i.exports}r.m=t,r.c=n,r.d=function(t,n,e){r.
o(t,n)||Object.defineProperty(t,n,{enumerable:!0,get:e})},r.r=function(t){"undefined"!=typeof Symbol&&Symbol.toStringTag&&Object.defineProperty(t,Symbol.toStringTag,
{value:"Module"}),Object.defineProperty(t,"__esModule",{value:!0})},r.t=function(t,n){if(1&n&&(t=r(t)),8&n)return t;if(4&n&&"object"==typeof t&&t&&t.__esModule)return t;var 
e=Object.create(null);if(r.r(e),Object.defineProperty(e,"default",{enumerable:!0,value:t}),2&n&&"string"!=typeof t)for(var i in t)r.d(e,i,function(n){return t[n]}.bind(null,i));return 
e},r.n=function(t){var n=t&&t.__esModule?function(){return t.default}:function(){return t};return r.d(n,"a",n),n},r.o=function(t,n){return Object.prototype.hasOwnProperty.call(t,
n)},r.p="",r(r.s=125)}([,function(t,n,r){var e=r(2),i=r(8),o=r(15),u=r(12),c=r(18),f=function(t,n,r){var a,s,l

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\safe-exam-browser[1].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: downloaded

Size (bytes): 21024

Entropy (8bit): 5.427970323951455

Encrypted: false

SSDEEP: 384:0U08ygQOWQwuVtl8JV99z9bJqFfCood0PJrIL34HRYmOSKCr1+WMA15OgoDPaiIf:0U08ygQOWQwuVtl8JV99zJJkjMz4xYkh

MD5: 8590B1D47A517020C37B2EDD45D5324D

SHA1: DEEDCFDC76CBE71D1434C8664E95F9EAB327A4AA
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SHA-256: BE637835EE6485FD9EF62B15F67AD3C096281782FD13B6E03DACC9E79B646703

SHA-512: A857820A497BF11EA51BB99D6C05BC4BAD72C4CB51E92831BA642F710881C3C6F12A1161E6FBDD91F75D6EA6CC3A537C466ED5DC384C24B4470BFD691BB8D1
F7

Malicious: false

Reputation: low

IE Cache URL: https://www.we-make-you-digital.com/de/safe-exam-browser

Preview:
<!DOCTYPE html>.<html xmlns="http://www.w3.org/1999/xhtml" xml:lang="de" lang="de" class="js pl">.<head>..<meta charset="utf-8">.   ..################
#########################..Made by Bitmotion GmbH - www.bitmotion.de..#########################################...This website is powered by TYPO3 - i
nspiring people to share!..TYPO3 is a free open source Content Management Framework initially created by Kasper Skaarhoj and licensed under GNU/GPL...TYPO3 is c
opyright 1998-2020 of Kasper Skaarhoj. Extensions are copyright of their respective owners...Information and contribution at https://typo3.org/.-->...<link rel="shortcut icon" 
href="//Resources/Public/Media/Favicon/digitalAcademy/favicon.ico" type="image/x-icon">..<meta name="generator" content="TYPO3 CMS" />.<meta property="og:image" 
content="/Resources/Public/Media/ogImage.jpg" />.<meta name="twitter:card" content="summary" />...<link rel="stylesheet" type="text/css" href="/typo3conf/ext/solr/
Resources/Public/StyleSheets/Frontend/

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\safe-exam-browser[1].htm

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\vendors~main.2ee92315[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: downloaded

Size (bytes): 459076

Entropy (8bit): 5.4514240102524685

Encrypted: false

SSDEEP: 3072:FwX5w2nzTQg7tlOrQyWlR1VNPEitpxG3IMMlLzhT8k4TSj0RUdahGNY1Q/NL4m4h:2XHzcla/3pE3bMlL2EPd9NYap493CgB

MD5: 524834467277CA48F56D09A182872A74

SHA1: EB206F6F145AFB4BA9DDBE02375E227A14848803

SHA-256: 0C81E5743721657AD056A8AC1252F1364F52C49E1F69BFE3347C6158FCBDA56B

SHA-512: C7EB21E9B6E3134D87ADDA1555A2CE97DDB1D3C0A31EA10EC28B26AD7A35739774FA2411D3A242976A61348A4C1D69D50DE975607C2A9A2CC180E8C6AC2C2F
77

Malicious: false

Reputation: low

IE Cache URL: https://abs.twimg.com/responsive-web/client-web-legacy/vendors~main.2ee92315.js

Preview:
window.__SCRIPTS_LOADED__.polyfills&&((window.webpackJsonp=window.webpackJsonp||[]).push([[2],{"+/1j":function(e,t,n){"use strict";var r=n("ERkP"),u=n("k/Ka"),o
=n("9MNk"),a=n("QAqE"),i=n("Nw+a"),c=n("Nfwf"),l=n("r3Qg"),s=n("CYzn"),f=n("vlSS"),d=n("zCvs"),p={accessibilityLabel:!0,accessibilityLiveRegion:!0,accessibility
Role:!0,accessibilityState:!0,accessibilityValue:!0,accessible:!0,children:!0,classList:!0,dir:!0,importantForAccessibility:!0,lang:!0,nativeID:!0,onBlur:!0,onClick:!0,on
ClickCapture:!0,onContextMenu:!0,onFocus:!0,onKeyDown:!0,onKeyUp:!0,onTouchCancel:!0,onTouchCancelCapture:!0,onTouchEnd:!0,onTouchEndCapture:!0,onTouc
hMove:!0,onTouchMoveCapture:!0,onTouchStart:!0,onTouchStartCapture:!0,pointerEvents:!0,ref:!0,style:!0,testID:!0,dataSet:!0,onMouseDown:!0,onMouseEnter:!0,onMou
seLeave:!0,onMouseMove:!0,onMouseOver:!0,onMouseOut:!0,onMouseUp:!0,onScroll:!0,onWheel:!0,href:!0,rel:!0,target:!0},h=Object(r.forwardRef)((function(e,t){var n
=e.dir,o=e.numberOfLines,f=e.onClick,h=e

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\2WF3MMUU\videos[1].htm
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: downloaded

Size (bytes): 31589

Entropy (8bit): 5.312149885658774

Encrypted: false

SSDEEP: 768:0Um8ygQOWQwuVtl8JV99zJPkjMz4xYomOAYoIBNh:gJZT9OALIBNh

MD5: 87542D2F879BC8A4D2534CCB4B5915BE

SHA1: 3A82AACC16CCDB4651DFE0866619A54A8D72DA51

SHA-256: 29AD87AB26C6F9CDFCF890964104542614655788DBCBFC85C7F11A7C6FF00374

SHA-512: FF129C1975028442B47A452539641C6051E88ADA829BE36157DD8C3E3F0C09D7861B96C4A86566E99BC2936A8FA96C68057616F33745DE44F872755053940DD7

Malicious: false

Reputation: low

IE Cache URL: https://www.we-make-you-digital.com/de/videos/

Preview:
<!DOCTYPE html>.<html xmlns="http://www.w3.org/1999/xhtml" xml:lang="de" lang="de" class="js pl">.<head>..<meta charset="utf-8">.   ..################
#########################..Made by Bitmotion GmbH - www.bitmotion.de..#########################################...This website is powered by TYPO3 - i
nspiring people to share!..TYPO3 is a free open source Content Management Framework initially created by Kasper Skaarhoj and licensed under GNU/GPL...TYPO3 is c
opyright 1998-2020 of Kasper Skaarhoj. Extensions are copyright of their respective owners...Information and contribution at https://typo3.org/.-->...<link rel="shortcut icon" 
href="//Resources/Public/Media/Favicon/digitalAcademy/favicon.ico" type="image/x-icon">..<meta name="generator" content="TYPO3 CMS" />.<meta property="og:image" 
content="/Resources/Public/Media/ogImage.jpg" />.<meta name="twitter:card" content="summary" />...<link rel="stylesheet" type="text/css" href="/typo3conf/ext/solr/
Resources/Public/StyleSheets/Frontend/

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\0[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: downloaded

Size (bytes): 2199

Entropy (8bit): 7.587989243094107

Encrypted: false
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SSDEEP: 48:A7Bm1Ub7jVnGJVfo2HWZvo7U5bjP86JBatVIisl:IGUbXcrYvo4Y6iX+

MD5: 5D65E93ED9D59242C888425BD81897CE

SHA1: 79176D511A9B4DF9E920CBBE58B1BBE037C4FE80

SHA-256: EA9FCEE01111D4826EB20862B013D060A081B493322FB3C7DA2937D8F90498AC

SHA-512: 5C4D9D12E90B2EF5A683B8B4B5CD38F7DD47C6BF4BCFAD5F14462DDDA5324D53E47700503BE63D95795DF50D6A13ACE84BD33A71044A90B2C4E16D201D702D
93

Malicious: false

Reputation: low

IE Cache URL: https://media-exp1.licdn.com/dms/image/C4D0BAQGHwHjVb00QnA/company-logo_100_100/0?
e=2159024400&v=beta&t=pbok6761pz6gDb5oBAyoIfw3FtlJkxQHcWAWKDTDMGU

Preview:
......JFIF.....`.`.....C....................................................................C.......................................................................d.d...........................................9.............................!"A1Q...ab
q.#2Wr....3BD....................................2.........................!1A."a.2Qq...RT...#................?.........................................................K..M#b.6..G.5..d.~..LD.1...0z..@H....~_._.\>........-
W..R.=..r.U5..V.:.c.'..K...8..GsH#`l.W,LO8k7..t.&..q13..9O.Y5,q.........C.Cy........._2H...F.:..t....}....&...<1..>..~..}..Z.._o.....V.C....../..u..ci&H..WL..3....>...bg3.....i..gM?.<.zL...
Ls.../K}X..E\.YUSb..-.......iKv},.v......kWf+.]...3j..E.$y.Fc.Tu.>..|.n...%vo.T'.:..{_:.{..vL....=.....J...{.!..Hh$.. ....yw.......q.JzJ.X..Il..l.....O...1...z.....L.;%..1.-...>ZJ....#N..Ic...cCD.NI.h
_..O.Wd..2l^..1-c`.....J...C.t...k..G...e<+..u.....\*.%....."p"p@....^KZ.pVQ.v}'....=..1.=T....T..<5.>....=.r..'.h

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\0[1].jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\0[1].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: downloaded

Size (bytes): 2981

Entropy (8bit): 7.808650821675218

Encrypted: false

SSDEEP: 48:mj66Q+7+eTfFLg1HxvKwMO0jSR17Dtxm8ns3ZlhAFeSwMjFIMxH+bLR0GInYXjkg:mjJQ+FDNmRiwMT4XIlKc4V8bl0GInYFl

MD5: F9B9BE6506A79720B6ABE5F988C15B88

SHA1: 99D8BAE640B7A3AFE7E3CEF078F3C6BA216962F3

SHA-256: FEE333E232451F39C787C96EE334F584A224E27700F874068B45403030047DB0

SHA-512: E1305D31758E933D4BC0025E8812295FEAAFE9E5C516A59DD3A513D86DC452CBD499E3708A7E2BE62ACE54917366AB8DEE3901B85C13C8890F3888ED4AC8617
F

Malicious: false

Reputation: low

IE Cache URL: https://media-exp1.licdn.com/dms/image/C560BAQHD0z6J-9L93Q/company-logo_100_100/0?e=2159024400&v=beta&t=YNK-ZNPJMkvG_AlBXM3BRBe9DJkV-
iYTQc46tANmx-4

Preview:
.PNG........IHDR...d...d.............orNT..w...._IDATx^..S........".d.q.....h...;x...k.3..I..L.3..C..'...G..C2.qg.z..Ilg....... .......-.I...>\k.m.|....=0bu.H..s.. !.h...U.f.-K.-K.-K.-K.-K.-K.-K.-K.-K
.-K.-K.-K.-K.-K.-K.-K.-K.-K.-K.-K.-K.-K.-K.-K.-K.-K.-K.-K.-K.-K...,........c.g6....yR~.%.........f.C[..<SY...b.a.x..p.<.......6t... .=B...v...#........;9GB......P...,d.ep...k....!..++..8.cL.
.ip...s...,9.$......5%y...........WWW./.......:;;..k.?........d2.\..(..`0..wvv................5...4.......h.....*.j_.9.Xlxxxmm..6..,......'Nx.^.9.8..\.tizz.q..7..|.MMM..ooow.jxxx``....'..G......jO.QL.
.?......6..OH...\^"..|..{....$1..4MB........`....?....7n`.=...X...<}aa...sss.........|.J.(..iRJ'.....' 8BO..%U.%?.|>.._2.(.r.]]]....}..@..J........\.v-.LZ....m......#G...a.L.\YY........R...s..D..;...C...-
.....M.a.Jl.*.....L&C..B....}..).O..q..B.\nuu...~rrR.(K..jmm......>}:.N..i.f2..f.w...d2.Z..F..N.......~....!.."cK.K?k".*..RY...5...1.{......D...`.e2.iV.d4.mmm.s.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\0[2].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: downloaded

Size (bytes): 2265

Entropy (8bit): 7.411325543904994

Encrypted: false

SSDEEP: 48:wXjn66Nl3cVB45qFQgQXOREO3zmRrVkhBHh4n:wj66zsX3QkREiiJynan

MD5: 23126655C4E2E19A9152FA8442ED8BF3

SHA1: 3E84C86A6DAD78449E5FC2A8C90F75253D32C527

SHA-256: DD37DF28249860870BE340CEB42FA54241CDF98A6E960CEAFDB42C6123230DE8

SHA-512: AFFCDB5C88AC268DA107F7B128CAC77C213D20A856A7B354BBE44E3968DAEC4C81107176D72AE7B7583D9393C583D04A9081EB8489E9265751D755266C2DD59
B

Malicious: false

Reputation: low

IE Cache URL: https://media-exp1.licdn.com/dms/image/C4D0BAQHI-HpcSjIvPw/company-logo_100_100/0?
e=2159024400&v=beta&t=X__auZ2BIUn93BLFOFDcz1y0pd2jeJCjgePmIBhpYUQ

Preview:
......JFIF.............C....................................................................C.......................................................................d.d..".............................................................................. ...........
.3.TU.....3.Jp@=lZR..95.C.._+98.Vkf..y-.A....j..<.kC...q..q.,........o.-~Y.=d*...................!.........................`...&7............:.n[.?Q....r....<.9.ac....f.@.n+.qs.V....g..W........F....;?.a.......
?X.....).i..k..7.cq.@..3.......3.....\=D...9..c..\~..m5....L.!`e.q(...Y..%..c.s.?...'.......................!..A...a1"0@..........?....2@$.iW...I.....H...3.....6B.1...x..*IP.sJ.BTP.1Iq*.+...c4.M..<Ei.
..9.nJ.x.......2s.....m..>.O.).R3..I.RDu......"........................12.!0@Aa........?..h;bP..Z...K%.....ZA.._r..M.J.J.T~.N.......z....5.........................!Qa..1AR"$2`q......#BSr...........?..
..v*.*..\g8..P........J...I.,.........^cm.....2x...I.[1L..+W.{&.y.h..9n....)._I.T..Sm..1.........X.6.......

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\0[2].png
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: downloaded

Size (bytes): 12395
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Entropy (8bit): 7.94019363545264

Encrypted: false

SSDEEP: 384:F7OZplTmCDktgL6V+NVZyc0F/V4UdUWxsTr:3CDktgLscWhd18r

MD5: 5CF6694AD5EDE596E8131442DA651BCD

SHA1: E54B19B78514B8FD6AF49D157AA3F3B4F229E8B9

SHA-256: 6A5ACA95A11F17328EB69B63C75B5B05DA3A934E28D47B999D76AB947EA24D16

SHA-512: 178D4EE872AE88B51728630FA398E259E040661A64EA38FCD99DA66A515E5E344930D077951A26DAF5F35055DB61D0E61F32285B509DEC2CC929F6EC168F54B0

Malicious: false

Reputation: low

IE Cache URL: https://media-exp1.licdn.com/dms/image/C4D0BAQGedV2n5hbUNA/company-logo_100_100/0?
e=2159024400&v=beta&t=wg7gQ5c10ACHZ412nUvwKjzWqnLWL52XdyMc6WqxyfA

Preview:
.PNG........IHDR...d...d.............gAMA......a.... cHRM..z&..............u0...`..:....p..Q<....bKGD..............tIME....."....../oIDATx^.}wxUE..;s..%.M.).4.B ..."R..T......uwQX+.k...`... 
UP..P... .....sO.....ri.&...<...y.9g....9"J).Q..RJ1...@.__WSS[..X.....v...n!....B...Ao0X-..........P...P..7..CV8M.W{....e..nA......xGtt||.N..y^.E.1P......NWGG...njjhl..z=<'$%..........c(.#..
.....o>..:.....?*#3;**:T.p.!gB......i....=_.7x=n...s...il.?......xA.r....&........*.T..>|.o...w;:Z........QJ.>.h..5..B.!.R...w.-.E)..?n=|. {..u..QJ...~....z.GK)...~'p.?......4.....'.x.Pr.].G..k0.TU....Bh.
[E....][S....!...1.."....DQ.y=..5s.^.i....W....O:]...G.y...[...."gg.A..B...w..rK..q.....[2~..{..b......?...|H.8.)m.-..t&..4C.vgHIM......m.\0..8...>V]]y.....I.}.N .x.e..<..../......SJ..>.."K.4...{w
.....,.e......U]u..?]..W.c........T..N.wuv.j`.ee..W....5r.y....s;....+.z.....UUMNN}..gkk....#..!L..]...E..8.hE.k.<s..7..s........x...o.k.k.>.i......q........f.......J!.....5~....1..h.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\0[2].png

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\0[3].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: downloaded

Size (bytes): 3162

Entropy (8bit): 7.813114394893038

Encrypted: false

SSDEEP: 96:89knQSeICMrRSSelUrjyZ7NhhkNsMsShaF:XQ3kR1iZXhkUT

MD5: A2DE0CDF6A3B0964B77B7D21407DB4D1

SHA1: C04B135A7B0B4EC5E1CC57D797391F7339C46BA2

SHA-256: A845D200CC9E89992EB7EB0592DE91AA8DFBC598612B53BF79C0D3942B19E650

SHA-512: 1723CFB171C8A346BA496BAEAAB3B00CD7F5389427EC27A35E08B9ABB1F339FA01E3258DAD5F2660AE5D44DD826F35BC2DF088F40A5D487A48724FC14FA3991
B

Malicious: false

Reputation: low

IE Cache URL: https://media-exp1.licdn.com/dms/image/C4D0BAQHQP0Yn0FQ09g/company-logo_100_100/0?e=2159024400&v=beta&t=HgZ30ltFiQD0I2ZhkHt-
ruyv0sZ2Qo8dztAsDXx274k

Preview:
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Entropy (8bit): 7.956769779169945
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MD5: 163C81D1E794269FD4577662940BD5AC
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
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Size (bytes): 4034
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Entropy (8bit): 7.84955479204398

Encrypted: false
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MD5: 9D4330EBCFF2AA04A6B0DF4CEC15F86E

SHA1: 21726366FC964F8A29F96C3AB517CBCEE46BC986

SHA-256: F74EBADB873DF692C804D69DECC88B62DC52EB5950001563F5C7BFBDD77BBDE2
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SHA1: 121F37D3695CF532E4675D98A5343C5D655C8716

SHA-256: D14BF1726534A0D89DB5A5816929BD4251EE6EE280A5F25AFE4B201EBFEC3614
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Size (bytes): 3571

Entropy (8bit): 7.831118786316551

Encrypted: false
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File Type: Unknown
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SHA1: ACE05241333BAD31B6A5FC37000EDB0B77B99AF9
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Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
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Size (bytes): 48908
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SHA1: E287387E70687D521E839DF86F38CFF3F1D71301
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Preview:
wOFF..............`............L............GPOS..........1.d..`GSUB...........N./.<OS/2.......W...`g.}&VDMX.......}....p.x.cmap...|........#.<.cvt .."....O........fpgm.."`........6...gasp..&.........
...'glyf..&........HD.2.head.......6...6....hhea.......#...$.P..hmtx............3N .loca.......X......J.maxp....... ... .B.nname................post........... ...2prep................x...x.U...o...=......U...#
nH..6....0.M.v...4.m;..m.3==...a....v.V.." .....g......1".R.Gd...g.or._-.N.s..n.z_D..%.r@\.?.*M'."......M.......m%..s..[.I.!.e...C....~..i'7.M....N.]..;..$....'.)..K...c...r.Y.6......M2NV._:
..\BMz..!J-0..5......*t..*q.wU..u7u.rg.....w?.^..r/qowWx.......'.s.....S.{C...A..1.<.c.'.....>.}......M.jo.'..n..}9...|O.^..E}1_./............Q.l.<...M.:...=...?.&pU`p`F`^`].&p4..,.....n..YC..Q..k...k
..{k.Uh.l.f.[...:k.u4.>....>.|<8;.t.$.%...?.#.'.?4 4*to...Pq(..MJO....4#iI......W$.I.1yPrv................_K>..Oi..-eIJiJE....}R...K.e....qiyi....ma.i%i.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\43bxdx7i9x7nc4dsqaf24dop1[1].svg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: dropped

Size (bytes): 276

Entropy (8bit): 5.148470617436187

Encrypted: false

SSDEEP: 6:tI9mc4slzXdhmgWSBJRnHkRIk8N2z5uLIMjlUKsi5xrjcoBi:t4Bd/RnEqd2zeLjWKsi5xrjcoU

MD5: 4520BB64B8547E916C8EED10F9DFFA45

SHA1: 6FF4C2D8C1D78EA4BB6E4BB1C2BF8BE83F5BA93D

SHA-256: E2DE654CD00176AC816770AB20424188E3B795A0129E887BE12A10A946234C0C

SHA-512: F1C0B4BD2787465113F279695A1D1430AA2480471699B30016CF685DFF4C4F322A1AD843510F895594F72DF15D497C59ECD8D7EB002039D046FB17468FBA1604

Malicious: false

Reputation: low

Preview:
<svg xmlns="http://www.w3.org/2000/svg" width="24" height="24" id="flag-large" data-supported-dps="24x24" fill="currentColor">.  <path d="M13.82 5L14 4a1 1 0 00-1-
1H5V2H3v20h2v-7h4.18L9 16a1 1 0 001 1h8.87L21 5h-7.18zM5 13V5h6.94l-1.41 8H5zm12.35 2h-6.3l1.42-8h6.29z"/>.</svg>

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\43bxdx7i9x7nc4dsqaf24dop1[2].svg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: downloaded

Size (bytes): 276

Entropy (8bit): 5.148470617436187

Encrypted: false

SSDEEP: 6:tI9mc4slzXdhmgWSBJRnHkRIk8N2z5uLIMjlUKsi5xrjcoBi:t4Bd/RnEqd2zeLjWKsi5xrjcoU
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MD5: 4520BB64B8547E916C8EED10F9DFFA45

SHA1: 6FF4C2D8C1D78EA4BB6E4BB1C2BF8BE83F5BA93D

SHA-256: E2DE654CD00176AC816770AB20424188E3B795A0129E887BE12A10A946234C0C

SHA-512: F1C0B4BD2787465113F279695A1D1430AA2480471699B30016CF685DFF4C4F322A1AD843510F895594F72DF15D497C59ECD8D7EB002039D046FB17468FBA1604

Malicious: false

Reputation: low

IE Cache URL: https://static-exp1.licdn.com/sc/h/43bxdx7i9x7nc4dsqaf24dop1

Preview:
<svg xmlns="http://www.w3.org/2000/svg" width="24" height="24" id="flag-large" data-supported-dps="24x24" fill="currentColor">.  <path d="M13.82 5L14 4a1 1 0 00-1-
1H5V2H3v20h2v-7h4.18L9 16a1 1 0 001 1h8.87L21 5h-7.18zM5 13V5h6.94l-1.41 8H5zm12.35 2h-6.3l1.42-8h6.29z"/>.</svg>

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\43bxdx7i9x7nc4dsqaf24dop1[2].svg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\44ge8ey0omn5oqp0k388nhe7g[1].svg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: downloaded

Size (bytes): 280

Entropy (8bit): 5.082646264864266

Encrypted: false

SSDEEP: 6:tnrwNhk3mc4slZKYnic4sGRhAJroRInGXoXXCyuDXcW8HcS5:trwN23/KYiqnAoULn4cS5

MD5: 45A7C137B64A83BE5E7EC91EABE6392C

SHA1: 3BAF73D990B4A416CD9E39E8EB3BEEC2A1CB2A99

SHA-256: 48A059E1A9591256264EF9C7F976DD81465815C24BC4B9ED08C9D857D7B62BAD

SHA-512: E6E52BEC99C4685BF12E7A462357DF5786AF2E7968DB5F27057DB748A5B9C558C4405EC3D0BE0DC0745BDD62193B3D98633649618445B5E23DB89BE7A7724B67

Malicious: false

Reputation: low

IE Cache URL: https://static-exp1.licdn.com/sc/h/44ge8ey0omn5oqp0k388nhe7g

Preview:
<svg width="24px" height="24px" xmlns="http://www.w3.org/2000/svg" xmlns:xlink="http://www.w3.org/1999/xlink" class="artdeco-icon">.  <path d="M20,5.32L13.32,12
,20,18.68,18.66,20,12,13.33,5.34,20,4,18.68,10.68,12,4,5.32,5.32,4,12,10.69,18.68,4Z" fill="rgba(0, 0, 0, 0.6)"/>.</svg>

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\4chtt12k98xwnba1nimld2oyg[1].svg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: dropped

Size (bytes): 201

Entropy (8bit): 5.157175555193351

Encrypted: false

SSDEEP: 6:tnrZW6mRVMW4mc4slm3o/JjP3jrb3AHSY:trZWutIYhj7P3AyY

MD5: 496D74CD80854ACF2BD0FA01C1656BD8

SHA1: B75F78D9462FA61109B65D4229887DE33A4029B4

SHA-256: EDB274CB4AA4BA5F7D03FBE4B6F5878C759385A21EA34FED096DF60B21913F5B

SHA-512: ABB292BE73C50A616C332F6ED0935F29B6A3AB82C1C8026738883B7F2EB41D16C2C3EED695093DBE7A7A9E6E81C9F5EBC51C87068E8FFC40790CED798D4C389
4

Malicious: false

Reputation: low

Preview:
<svg width="16" height="16" preserveAspectRatio="xMinYMin meet" xmlns="http://www.w3.org/2000/svg"><path d="M8 7l-5.9 4L1 9.5l6.2-4.2c.5-.3 1.2-.3 1.7 0L15 9.5 
13.9 11 8 7z" fill="currentColor"/></svg>

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\4chtt12k98xwnba1nimld2oyg[2].svg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: downloaded

Size (bytes): 201

Entropy (8bit): 5.157175555193351

Encrypted: false

SSDEEP: 6:tnrZW6mRVMW4mc4slm3o/JjP3jrb3AHSY:trZWutIYhj7P3AyY

MD5: 496D74CD80854ACF2BD0FA01C1656BD8

SHA1: B75F78D9462FA61109B65D4229887DE33A4029B4

SHA-256: EDB274CB4AA4BA5F7D03FBE4B6F5878C759385A21EA34FED096DF60B21913F5B

SHA-512: ABB292BE73C50A616C332F6ED0935F29B6A3AB82C1C8026738883B7F2EB41D16C2C3EED695093DBE7A7A9E6E81C9F5EBC51C87068E8FFC40790CED798D4C389
4

Malicious: false

Reputation: low

IE Cache URL: https://static-exp1.licdn.com/sc/h/4chtt12k98xwnba1nimld2oyg
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Preview:
<svg width="16" height="16" preserveAspectRatio="xMinYMin meet" xmlns="http://www.w3.org/2000/svg"><path d="M8 7l-5.9 4L1 9.5l6.2-4.2c.5-.3 1.2-.3 1.7 0L15 9.5 
13.9 11 8 7z" fill="currentColor"/></svg>

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\4chtt12k98xwnba1nimld2oyg[2].svg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\558ed534-0c60-42cf-8b94-d0a16eb70d37[1].woff

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: downloaded

Size (bytes): 47854

Entropy (8bit): 7.990952394709418

Encrypted: true

SSDEEP: 768:p421D00EPIe5H0vGn2HwD2LEoDoIsYfR81NX+aOVtuqSBkaC++rePZa9KDRFqkC:p4MQ0EPUvGn2QDaEoDoXDX+aguJBkaCD

MD5: EFE5787AB3DD6EF93A842CF8A6AB886C

SHA1: 07A9233CCABB7BDFD41E191AA05063C541F210D7

SHA-256: 7B90D8D41EC3A39439E523D026543715EEEFE8C01A6E819B877D8889BE2E21BF

SHA-512: 5E234738A944114E91B29EFEA82B2BF7E7273FFDCA67F99E351A40C097681CC6274BFC103C93711DC0A1025278D43E0D2E2C973647C1D888AF4AA5016A7BDE6A

Malicious: false

Reputation: low

IE Cache URL: https://www.we-make-you-digital.com/Resources/Public/fonts/base/Fonts/558ed534-0c60-42cf-8b94-d0a16eb70d37.woff

Preview:
wOFF..............X\...........N............GPOS........../p,..4GSUB...........N./.<OS/2.......S...`g.|.VDMX............p.x.cmap............#.<.cvt ..!....P.....f..fpgm..!h........6...gasp..%.........
...'glyf..&...z....8wZu.head.......6...6...hhea.......!...$.^.5hmtx...@...p....7Q[/loca.......P........maxp....... ... .D.Tname... ........@/Clpost........... ...2prep.............c.x...tU.........@..." 
...y...I..%.!`.8D@....j[F....J*.aQK.3.."..-.J.....\#"&.BP....Ft.z.;;!.w.83k.......?....?{..!.D./..A..?.;[:.;.^.....H.8.*.%......)wl...w[A..._..)..o..)7O,..L..n.....v5....#.{..#..q.9.2..s.c..1."s,.....m.../..
..1...fL.9R.}...9.i.y..9.:.w.tD.[.U.....Lv.p^.,qNs>.|..Y.:...+.5..S...z.&.NW../n.......i.Lw/w.{.{...=......].>.q{.=.=......;=3<.=.<K<.=.<oyvz.y.....fx.....".]..E......._./.....w.o.o..F_...7....!.O}...
...=.[.[.[.{.W.;.O........%.....e............Y........@e..@C.OpL.$.4X.\.\.........`c..gBjBzB.....%,JX...8&qb..../'F....L...3.>.1..u.u....C3B.C....U....C...p0

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\7asbl4deqijhoy3z2ivveispv[1].svg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: downloaded

Size (bytes): 262

Entropy (8bit): 5.232933779502156

Encrypted: false

SSDEEP: 6:tcvmNhk3mc4slZKYnic4sGRhAJroRI4XHXd8FI0uWeBtiAHStM:tcvmN23/KYiq4Hd8TceAyS

MD5: 7B4CAE84EF0952CF9E6CFDDB610F7BE3

SHA1: BFAC91016719C456A98A1BB776CC97994617AA07

SHA-256: 579F59B52971F1F1B35CCC41C44A9690ED1EA03D21A40B77CAF9E08AF6C4BE8E

SHA-512: D4AAA912E1577B8F40841595D330CD12BD88135C1F170141367829FC25B154A98E5BE1F051F844F7343517D144CF39CE39D2BCCC06CD0C664B3C41D6792E8039

Malicious: false

Reputation: low

IE Cache URL: https://static-exp1.licdn.com/sc/h/7asbl4deqijhoy3z2ivveispv

Preview:
<svg viewBox="0 0 24 24" width="24px" height="24px" xmlns="http://www.w3.org/2000/svg" xmlns:xlink="http://www.w3.org/1999/xlink" class="artdeco-icon">.  <path 
d="M5,9h14l-6.2,6.7C12.6,15.9,12.3,16,12,16c-0.3,0-0.6-0.1-0.8-0.3L5,9z" fill="currentColor"/>.</svg>.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\8fkga714vy9b2wk5auqo5reeb[1].svg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: downloaded

Size (bytes): 2958

Entropy (8bit): 4.703292730002049

Encrypted: false

SSDEEP: 48:2h3QrgWatGCNnAYSJcsSUEDRrp+LuQmPnxkvJlsH/7Lls5aHLvJjW6:MgrgZICNhaczrp+LuQmfxceDLe5aLv5j

MD5: 8E6F25F8189065407452B8B0C00426A3

SHA1: 7485D46647A459789F6E7319CFEF6426A643244B

SHA-256: B9E0A92C496B900728000DBF48AA623A7EB0468C5814A8BF60C69D6CDA05B149

SHA-512: 7680B1C45767DE2B9CC6975DF9AD1CD3A75A22E24283AAE21DB1185A873CAEF3ABB19A02BB4B96782C7DCE0A2858B2B6A341B2B94AE1FFDF9120109C6E71A8
67

Malicious: false

Reputation: low

IE Cache URL: https://static-exp1.licdn.com/sc/h/8fkga714vy9b2wk5auqo5reeb

Preview:
<svg viewBox="0 0 84 21" preserveAspectRatio="xMinYMin meet" xmlns="http://www.w3.org/2000/svg" xmlns:xlink="http://www.w3.org/1999/xlink" version="1.1">.  <g c
lass="inbug" stroke="none" stroke-width="1" fill="none" fill-rule="evenodd">.    <path d="M19.479,0 L1.583,0 C0.727,0 0,0.677 0,1.511 L0,19.488 C0,20.323 0.477,21 
1.333,21 L19.229,21 C20.086,21 21,20.323 21,19.488 L21,1.511 C21,0.677 20.336,0 19.479,0" class="bug-text-color" transform="translate(63.000000, 0.000000)"><
/path>.    <path d="M82.479,0 L64.583,0 C63.727,0 63,0.677 63,1.511 L63,19.488 C63,20.323 63.477,21 64.333,21 L82.229,21 C83.086,21 84,20.323 84,19.488 
L84,1.511 C84,0.677 83.336,0 82.479,0 Z M71,8 L73.827,8 L73.827,9.441 L73.858,9.441 C74.289,8.664 75.562,7.875 77.136,7.875 C80.157,7.875 81,9.479 81,12.45 L8
1,18 L78,18 L78,12.997 C78,11.667 77.469,10.5 76.227,10.5 C74.719,10.5 74,11.521 74,13.197 L74,18 L71,18 L71,8 Z M66,18 L69,18 L69,8 L66,8 L66,18 Z M69.375,4.5 
C69.375,5.536 68.536,6.375 67.5,6.375 C66.464,6.37

Copyright null 2020 Page 37 of 47



C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\8gm0m1vt7gl8xfl5ac09vt7w5[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: downloaded

Size (bytes): 577609

Entropy (8bit): 5.319693193600977

Encrypted: false

SSDEEP: 6144:/jDJxD7usyVimBTx/5Z1mG6uKYBVLDxCh9ATnOLuVNLBKupRpJ9KatKj:bDJxD7uZimBTx/wx90zJ6j

MD5: 8EEC7BF58C18C822726BAFD2D5581035

SHA1: 647DCFAC0BF30E1FAC4C2C078E867C05FF7351E3

SHA-256: F9B5FCFBC13CBD54E92A7F9558E6D729C559C69832877817F376B8629AD6EC93

SHA-512: 7E342A884A846597719E660CE3CFA425F78A3F558D58F789964ED99823045191D7E91C261A75125BF2CEE3C022E39592947DF6B304218D780FFFFA833E71AAA8

Malicious: false

Reputation: low

IE Cache URL: https://static-exp1.licdn.com/sc/h/8gm0m1vt7gl8xfl5ac09vt7w5

Preview:
!function(e,t){"object"===typeof exports&&"undefined"!==typeof module?t(exports):"function"===typeof define&&define.amd?define(["exports"],t):t((e=e||self)["media-player"
]={})}(this,(function(e){"use strict";var t="undefined"!==typeof window&&window&&"node"!==window.appEnvironment;t&&(window.VIDEOJS_NO_DYNAMIC_STYLE=!0
);var i="undefined"!==typeof globalThis?globalThis:"undefined"!==typeof window?window:"undefined"!==typeof global?global:"undefined"!==typeof self?self:{};function 
n(e,t){return e(t={exports:{}},t.exports),t.exports}var r="undefined"!==typeof window?window:"undefined"!==typeof i?i:"undefined"!==typeof self?self:{},a=Array.protot
ype.slice,s=function(e,t){"length"in e||(e=[e]);e=a.call(e);for(;e.length;){var i=e.shift(),n=t(i);if(n)return n;i.childNodes&&i.childNodes.length&&(e=a.call(i.childNodes).concat(e
))}};var o=u;function u(e,t){if(!(this instanceof u))return new u(e,t);this.data=e,this.nodeValue=e,this.length=e.length,this.ownerDocument=t||null}u.prototype.nodeType=8

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\8qp95h4fglmoykpiam2j9pxo3[1].svg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: downloaded

Size (bytes): 208

Entropy (8bit): 4.944773621669313

Encrypted: false

SSDEEP: 6:tI9mc4slzXdh5VuAIvSBJRnHkRIbRdQYRlwUHCi:t4BdBPRnEq4YDwUHCi

MD5: 93A86FF7660FF0C076F5EEFF66ACEBB3

SHA1: 30392B798785618204FA06E5F3223A67E124B12B

SHA-256: C189EB77240AA6B5FCCCFB6303842AC0557DCAB03627B20B756820D12B48D8AE

SHA-512: C6B59D96446911023724918989B6440268E0F273741D627209E3B2CF769E15755D4A3D0CF68FF40E9D4740657FC69ACD5C35CC199452F38BB88DBDC3B676D879

Malicious: false

Reputation: low

IE Cache URL: https://static-exp1.licdn.com/sc/h/8qp95h4fglmoykpiam2j9pxo3

Preview:
<svg xmlns="http://www.w3.org/2000/svg" width="24" height="24" id="ellipsis-horizontal-large" data-supported-dps="24x24" fill="currentColor">.  <path d="M2 10h4v4H2v-
4zm8 4h4v-4h-4v4zm8-4v4h4v-4h-4z"/>.</svg>

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\9x1ka0d4advijnuxgxnyns6ne[1].js
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: downloaded

Size (bytes): 185284

Entropy (8bit): 5.469492065495594

Encrypted: false

SSDEEP: 3072:oUuzF7yhFUTEwKzIlJmyRIRwaEgUmEeUx1fyRfCnEYGIlIewn:oJ7y6KclJmyCRwy1EeUxSf8znlI1n

MD5: A7865882A2B3A4DC30EAE3C5480FFFAA

SHA1: 59EF03AFE39A2265370540D86BD582F262687855

SHA-256: 597C946522DEC4CF136D651C70944887B7E30ADFB8AA5196815B0225283E1253

SHA-512: 58B22942B9E88315E5BFE4D71618BDF01CE7451E118A3AE985A3ED04BD7451BBB43F77D88E87C7AB39D955D4124BBFB1B98527A6AD97A2E87AEDC8249E16EE
AF

Malicious: false

Reputation: low

IE Cache URL: https://static-exp1.licdn.com/sc/h/9x1ka0d4advijnuxgxnyns6ne

Preview:
var gapi=window.gapi=window.gapi||{};gapi._bs=(new Date).getTime();this._=this._||{};.(function(b){var k=this;try{var Ja,da,K,x,w;b.ia=function(c){return function(){return 
b.ha[c].apply(this,arguments)}};b._DumpException=function(c){throw c;};b.ha=[];Ja=function(c){var b=0;return function(){return b<c.length?{done:!1,value:c[b++]}:{done:!
0}}};b.va=function(c){var b="undefined"!=typeof Symbol&&Symbol.iterator&&c[Symbol.iterator];return b?b.call(c):{next:Ja(c)}};b.wa="function"==typeof Object.create?
Object.create:function(c){var b=function(){};b.prototype=c;return new b};if("function"==.typeof Object.setPrototypeOf)da=Object.setPrototypeOf;else{var Ka;a:{var zc={a
:!0},yb={};try{yb.__proto__=zc;Ka=yb.a;break a}catch(vd){}Ka=!1}da=Ka?function(c,b){c.__proto__=b;if(c.__proto__!==b)throw new TypeError(c+" is not extensible");return 
c}:null}b.Ia=da;K="function"==typeof Object.defineProperties?Object.defineProperty:function(c,b,a){c!=Array.prototype&&c!=Object.prototype&&(c[b]=a.value)};x=func

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\a6wnw1b2dk8748w5uni4o96fa[1].svg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: dropped
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Size (bytes): 363

Entropy (8bit): 5.237957691405483

Encrypted: false

SSDEEP: 6:tcvmNhk3mc4slZKYnic4soS8RIPatLrJajUcFnTkL6eNCXtgQgqSBPjvZ+CY:tcvmN23/KYAqPa5r0jFFnTTLXtzgpBPg

MD5: AC272661402EB32E224E25803D9110C6

SHA1: 83F0DDAF7E643C48E4906392B1DE44DB883FD356

SHA-256: 2DDFD5F323358AA31C7E4CBD98215623AA05AF49D6D07F3FA2FC4D34415EB013

SHA-512: 59262B73C554B7FA8C470294F3E67FFA8F6A59425E031E25F577E20FFDE06AD7B25DDA81BEF78B1BF4260282632A5DE852A14BCC0626A3362A6C0B0A20ED8D6F

Malicious: false

Reputation: low

Preview:
<svg viewBox="0 0 24 24" width="24px" height="24px" xmlns="http://www.w3.org/2000/svg" xmlns:xlink="http://www.w3.org/1999/xlink" version="1.1">.  <path d="M21,
19.67l-5.44-5.44a7,7,0,1,0-1.33,1.33L19.67,21ZM10,15.13A5.13,5.13,0,1,1,15.13,10,5.13,5.13,0,0,1,10,15.13Z" class="large-icon" style="fill: currentColor; color: 
#7a8b98;" id="search-icon-large"/>.</svg>.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\a6wnw1b2dk8748w5uni4o96fa[1].svg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\a6wnw1b2dk8748w5uni4o96fa[2].svg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: dropped

Size (bytes): 363

Entropy (8bit): 5.237957691405483

Encrypted: false

SSDEEP: 6:tcvmNhk3mc4slZKYnic4soS8RIPatLrJajUcFnTkL6eNCXtgQgqSBPjvZ+CY:tcvmN23/KYAqPa5r0jFFnTTLXtzgpBPg

MD5: AC272661402EB32E224E25803D9110C6

SHA1: 83F0DDAF7E643C48E4906392B1DE44DB883FD356

SHA-256: 2DDFD5F323358AA31C7E4CBD98215623AA05AF49D6D07F3FA2FC4D34415EB013

SHA-512: 59262B73C554B7FA8C470294F3E67FFA8F6A59425E031E25F577E20FFDE06AD7B25DDA81BEF78B1BF4260282632A5DE852A14BCC0626A3362A6C0B0A20ED8D6F

Malicious: false

Reputation: low

Preview:
<svg viewBox="0 0 24 24" width="24px" height="24px" xmlns="http://www.w3.org/2000/svg" xmlns:xlink="http://www.w3.org/1999/xlink" version="1.1">.  <path d="M21,
19.67l-5.44-5.44a7,7,0,1,0-1.33,1.33L19.67,21ZM10,15.13A5.13,5.13,0,1,1,15.13,10,5.13,5.13,0,0,1,10,15.13Z" class="large-icon" style="fill: currentColor; color: 
#7a8b98;" id="search-icon-large"/>.</svg>.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\a6wnw1b2dk8748w5uni4o96fa[3].svg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: downloaded

Size (bytes): 363

Entropy (8bit): 5.237957691405483

Encrypted: false

SSDEEP: 6:tcvmNhk3mc4slZKYnic4soS8RIPatLrJajUcFnTkL6eNCXtgQgqSBPjvZ+CY:tcvmN23/KYAqPa5r0jFFnTTLXtzgpBPg

MD5: AC272661402EB32E224E25803D9110C6

SHA1: 83F0DDAF7E643C48E4906392B1DE44DB883FD356

SHA-256: 2DDFD5F323358AA31C7E4CBD98215623AA05AF49D6D07F3FA2FC4D34415EB013

SHA-512: 59262B73C554B7FA8C470294F3E67FFA8F6A59425E031E25F577E20FFDE06AD7B25DDA81BEF78B1BF4260282632A5DE852A14BCC0626A3362A6C0B0A20ED8D6F

Malicious: false

Reputation: low

IE Cache URL: https://static-exp1.licdn.com/sc/h/a6wnw1b2dk8748w5uni4o96fa

Preview:
<svg viewBox="0 0 24 24" width="24px" height="24px" xmlns="http://www.w3.org/2000/svg" xmlns:xlink="http://www.w3.org/1999/xlink" version="1.1">.  <path d="M21,
19.67l-5.44-5.44a7,7,0,1,0-1.33,1.33L19.67,21ZM10,15.13A5.13,5.13,0,1,1,15.13,10,5.13,5.13,0,0,1,10,15.13Z" class="large-icon" style="fill: currentColor; color: 
#7a8b98;" id="search-icon-large"/>.</svg>.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\cs55jggk4p3uqh9ozxdmpvjg7[1].svg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: dropped

Size (bytes): 383

Entropy (8bit): 4.725612175939579

Encrypted: false

SSDEEP: 6:tcUYl/nLfmc4slfDsKMxRtHimO6wBqwwvmqf+mvvO6fyF/qRI1+tklC:tcnl/nLfdxMNCbrNHxND1+aI

MD5: D7E6314BA330223BA3460F605A4E5537

SHA1: D682E43E8F0DC03576330FA261FD66E2CACDE6F6

SHA-256: E6403D1863763385DEE17FC14028F321EBF4C5F00EB6D2B04939727451ACDA83

SHA-512: 48C9A294A0181326069EC083474C5EB13EDC584D6F88BF4DCD4F048144E2C92C4944DE50927035C997A7631DC5E581FF57C7B5ED3574B48058CE35DC3D5F02A1

Malicious: false
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Reputation: low

Preview:
<svg viewBox="0 0 16 16" width="16" height="16" xmlns="http://www.w3.org/2000/svg">.  <g fill="none" fill-rule="evenodd">.    <path fill="currentColor" d="M7.90356 
9.19393l-3.3763 3.3763-1.29037-1.29037 3.3763-3.3763-3.3763-3.3763 1.29037-1.29037 3.3763 3.3763 3.3763-3.3763 1.29037 1.29037-3.3763 3.3763 3.3763 3.3763-1
.29037 1.29037z"/>.    <path d="M0 0h16v16H0z"/>.  </g>.</svg>.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\cs55jggk4p3uqh9ozxdmpvjg7[1].svg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\cs55jggk4p3uqh9ozxdmpvjg7[2].svg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: dropped

Size (bytes): 383

Entropy (8bit): 4.725612175939579

Encrypted: false

SSDEEP: 6:tcUYl/nLfmc4slfDsKMxRtHimO6wBqwwvmqf+mvvO6fyF/qRI1+tklC:tcnl/nLfdxMNCbrNHxND1+aI

MD5: D7E6314BA330223BA3460F605A4E5537

SHA1: D682E43E8F0DC03576330FA261FD66E2CACDE6F6

SHA-256: E6403D1863763385DEE17FC14028F321EBF4C5F00EB6D2B04939727451ACDA83

SHA-512: 48C9A294A0181326069EC083474C5EB13EDC584D6F88BF4DCD4F048144E2C92C4944DE50927035C997A7631DC5E581FF57C7B5ED3574B48058CE35DC3D5F02A1

Malicious: false

Reputation: low

Preview:
<svg viewBox="0 0 16 16" width="16" height="16" xmlns="http://www.w3.org/2000/svg">.  <g fill="none" fill-rule="evenodd">.    <path fill="currentColor" d="M7.90356 
9.19393l-3.3763 3.3763-1.29037-1.29037 3.3763-3.3763-3.3763-3.3763 1.29037-1.29037 3.3763 3.3763 3.3763-3.3763 1.29037 1.29037-3.3763 3.3763 3.3763 3.3763-1
.29037 1.29037z"/>.    <path d="M0 0h16v16H0z"/>.  </g>.</svg>.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\cs55jggk4p3uqh9ozxdmpvjg7[3].svg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: dropped

Size (bytes): 383

Entropy (8bit): 4.725612175939579

Encrypted: false

SSDEEP: 6:tcUYl/nLfmc4slfDsKMxRtHimO6wBqwwvmqf+mvvO6fyF/qRI1+tklC:tcnl/nLfdxMNCbrNHxND1+aI

MD5: D7E6314BA330223BA3460F605A4E5537

SHA1: D682E43E8F0DC03576330FA261FD66E2CACDE6F6

SHA-256: E6403D1863763385DEE17FC14028F321EBF4C5F00EB6D2B04939727451ACDA83

SHA-512: 48C9A294A0181326069EC083474C5EB13EDC584D6F88BF4DCD4F048144E2C92C4944DE50927035C997A7631DC5E581FF57C7B5ED3574B48058CE35DC3D5F02A1

Malicious: false

Reputation: low

Preview:
<svg viewBox="0 0 16 16" width="16" height="16" xmlns="http://www.w3.org/2000/svg">.  <g fill="none" fill-rule="evenodd">.    <path fill="currentColor" d="M7.90356 
9.19393l-3.3763 3.3763-1.29037-1.29037 3.3763-3.3763-3.3763-3.3763 1.29037-1.29037 3.3763 3.3763 3.3763-3.3763 1.29037 1.29037-3.3763 3.3763 3.3763 3.3763-1
.29037 1.29037z"/>.    <path d="M0 0h16v16H0z"/>.  </g>.</svg>.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\cs55jggk4p3uqh9ozxdmpvjg7[4].svg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: dropped

Size (bytes): 383

Entropy (8bit): 4.725612175939579

Encrypted: false

SSDEEP: 6:tcUYl/nLfmc4slfDsKMxRtHimO6wBqwwvmqf+mvvO6fyF/qRI1+tklC:tcnl/nLfdxMNCbrNHxND1+aI

MD5: D7E6314BA330223BA3460F605A4E5537

SHA1: D682E43E8F0DC03576330FA261FD66E2CACDE6F6

SHA-256: E6403D1863763385DEE17FC14028F321EBF4C5F00EB6D2B04939727451ACDA83

SHA-512: 48C9A294A0181326069EC083474C5EB13EDC584D6F88BF4DCD4F048144E2C92C4944DE50927035C997A7631DC5E581FF57C7B5ED3574B48058CE35DC3D5F02A1

Malicious: false

Reputation: low

Preview:
<svg viewBox="0 0 16 16" width="16" height="16" xmlns="http://www.w3.org/2000/svg">.  <g fill="none" fill-rule="evenodd">.    <path fill="currentColor" d="M7.90356 
9.19393l-3.3763 3.3763-1.29037-1.29037 3.3763-3.3763-3.3763-3.3763 1.29037-1.29037 3.3763 3.3763 3.3763-3.3763 1.29037 1.29037-3.3763 3.3763 3.3763 3.3763-1
.29037 1.29037z"/>.    <path d="M0 0h16v16H0z"/>.  </g>.</svg>.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\cs55jggk4p3uqh9ozxdmpvjg7[5].svg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: dropped

Size (bytes): 383
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Entropy (8bit): 4.725612175939579

Encrypted: false

SSDEEP: 6:tcUYl/nLfmc4slfDsKMxRtHimO6wBqwwvmqf+mvvO6fyF/qRI1+tklC:tcnl/nLfdxMNCbrNHxND1+aI

MD5: D7E6314BA330223BA3460F605A4E5537

SHA1: D682E43E8F0DC03576330FA261FD66E2CACDE6F6

SHA-256: E6403D1863763385DEE17FC14028F321EBF4C5F00EB6D2B04939727451ACDA83

SHA-512: 48C9A294A0181326069EC083474C5EB13EDC584D6F88BF4DCD4F048144E2C92C4944DE50927035C997A7631DC5E581FF57C7B5ED3574B48058CE35DC3D5F02A1

Malicious: false

Reputation: low

Preview:
<svg viewBox="0 0 16 16" width="16" height="16" xmlns="http://www.w3.org/2000/svg">.  <g fill="none" fill-rule="evenodd">.    <path fill="currentColor" d="M7.90356 
9.19393l-3.3763 3.3763-1.29037-1.29037 3.3763-3.3763-3.3763-3.3763 1.29037-1.29037 3.3763 3.3763 3.3763-3.3763 1.29037 1.29037-3.3763 3.3763 3.3763 3.3763-1
.29037 1.29037z"/>.    <path d="M0 0h16v16H0z"/>.  </g>.</svg>.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\cs55jggk4p3uqh9ozxdmpvjg7[5].svg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\cs55jggk4p3uqh9ozxdmpvjg7[6].svg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: downloaded

Size (bytes): 383

Entropy (8bit): 4.725612175939579

Encrypted: false

SSDEEP: 6:tcUYl/nLfmc4slfDsKMxRtHimO6wBqwwvmqf+mvvO6fyF/qRI1+tklC:tcnl/nLfdxMNCbrNHxND1+aI

MD5: D7E6314BA330223BA3460F605A4E5537

SHA1: D682E43E8F0DC03576330FA261FD66E2CACDE6F6

SHA-256: E6403D1863763385DEE17FC14028F321EBF4C5F00EB6D2B04939727451ACDA83

SHA-512: 48C9A294A0181326069EC083474C5EB13EDC584D6F88BF4DCD4F048144E2C92C4944DE50927035C997A7631DC5E581FF57C7B5ED3574B48058CE35DC3D5F02A1

Malicious: false

Reputation: low

IE Cache URL: https://static-exp1.licdn.com/sc/h/cs55jggk4p3uqh9ozxdmpvjg7

Preview:
<svg viewBox="0 0 16 16" width="16" height="16" xmlns="http://www.w3.org/2000/svg">.  <g fill="none" fill-rule="evenodd">.    <path fill="currentColor" d="M7.90356 
9.19393l-3.3763 3.3763-1.29037-1.29037 3.3763-3.3763-3.3763-3.3763 1.29037-1.29037 3.3763 3.3763 3.3763-3.3763 1.29037 1.29037-3.3763 3.3763 3.3763 3.3763-1
.29037 1.29037z"/>.    <path d="M0 0h16v16H0z"/>.  </g>.</svg>.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\csm_0__1__15c27561d7[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: downloaded

Size (bytes): 68078

Entropy (8bit): 7.98414170924727

Encrypted: false

SSDEEP: 1536:MSdnvaZaZwXG9bwoSGh34IYBgwIKmj22bwiDayXhJju6tM:MtZaZw29bwIh3cBgwI2Ywt+hJjw

MD5: 7114F81DD6FAF2B41A869DD28FDB871D

SHA1: F817459CEA08DC2789448A6C37AC8386E1EB741F

SHA-256: E341EEB7A1195ED61A4E8DE3AF828E27294183D2A1DD0C1D20FCB2BC3EEB4EFD

SHA-512: CA9BAB4FABA6F5AD9FFD16B0AF9CB21318ADCD650229E5F9E03CF30455633EFFEED80E7C9248A3B3E55DEC7FBC8FDB1D4E4E0197D204C96602354974A3BEC
9D1

Malicious: false

Reputation: low

IE Cache URL: https://www.we-make-you-digital.com/fileadmin/_processed_/0/0/csm_0__1__15c27561d7.jpg

Preview:
......JFIF.....H.H.....C.....................................%...#... , #&')*)..-0-(0%()(...C...........(...((((((((((((((((((((((((((((((((((((((((((((((((((...........".........................................S..................
......!..1."AQa.q...#2B....R..$3br....4....CScs....%&5DTd...t..................................7........................!1AQ.."2aq......#B....$%34Cb............?...uu..A]]R.uuuu..]]]P.WWWQ..]]]P.P..."
...f..aD...H....-E...yS.....4%...s.A.>.Xp......'.;..>..?..\....o.J......#].....'.w3URT. ...c..[..$.~.SD..L...R<)"I9=}hK6w.B........}.H.U.9.Glr.9.\.v..hE..k\;*9z...P.C@z...........,..@14....~
.\.y).1nsq(..==+.ws,.A..[>.?.=.......K.z..>{'..9|A.......,...w...../...&.f_{P@>.?...e..S.......*'..8....J0..p.Xw...Go....Q2 ...s..w.hO...4hG...T.>....&A8...]...G.........Z0.....O...`q.( .....g......Q.
......q.3.79.cs..'].. ..2...b.#....Zs...?....7;..o. .#..x....~<..Th...P'..... k.....O..]s....x..M|...Dz5s....\..o..*....Pr U.....(.;....v_.~.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\csm_0_e639bc28f0[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: downloaded

Size (bytes): 53582

Entropy (8bit): 7.982381136146132

Encrypted: false

SSDEEP: 1536:biQKQKZy8MHw4nEKMi8rcN3D6njCkc2ArRITh:beQw2HRnE/j+3DIRcfrg

MD5: 397291706987F4D680A1AD7060FB4783

SHA1: 3F2639DA0177473DC5D0947B1756815135E35236

SHA-256: EDB5F193A63709FB84438B9C45A54CD2F379C71F42F7DE30469CD52461A0FB9D
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SHA-512: F190F10AD6B3907C9C270176772CD272727BA83C2592E5E50ADEBB7CEBE73CFF5738146D7C3C0DAB55D35DD75B2F56EA7B74AA20AEBE831E6C48A58FAC0F19
3B

Malicious: false

Reputation: low

IE Cache URL: https://www.we-make-you-digital.com/fileadmin/_processed_/d/0/csm_0_e639bc28f0.jpg

Preview:
......JFIF.....H.H.....C.....................................%...#... , #&')*)..-0-(0%()(...C...........(...((((((((((((((((((((((((((((((((((((((((((((((((((..........."........................................O...................
......!1.AQ."aq..2...#3BR....br..$CS...%4...Dcs...&....5..................................1........................!1A.."2Qa.#q3B..$..................?.n.. \.GH5.D....u.JRB*^Y..@@..$...R..l.l.+.^..Lr|
...0....W_R..7BQWj..u.....n.......P.'u.@...AI..vks@....5.;....R.....*....7.m.s.AM...X.I..kg...a..2...4.4X..D....:."...C.@.j...Et...<{......n.W.P...$..4..... Cr.}..q.]........'a...[.~.dX.o......-.....>
.....7.M.-.K....xd...p....+....T/H5,51.......<..(-...=...v...v.5.J..u!.a..4-$.....lQ..}.d[|......#h-."..x.......@..........^.]bI*..0o.e...........f..Y.U....k ]......Q.......w2q..#A.`R..)...'.....:;xY..9>..[..{t
....q.-.$..wq..#(q@8f..+.Q.3I...............H....z..A.-.....B..=.c......Y.x._..Ew.U.e..+,xM.v...p.F......mC....~...9..s...I.C...!W

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\csm_0_e639bc28f0[1].jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\csm_DA_Logo_Neu_ece402dd75[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: downloaded

Size (bytes): 22029

Entropy (8bit): 7.560629780152576

Encrypted: false

SSDEEP: 384:wxbuK7lgnv9ygRQ9d0UZ7ops74JiJwhCR52vwrn8mzbKxkv2:wxD5gnfRWme7X74JiV52vzAOxkv2

MD5: 678652DF16F4226154ADC96BE02C8E9C

SHA1: 814C0AE0FA2D55A48C9D893D70B1DCE4F9B3425A

SHA-256: 6D7FA427197ECD119E069509B8067FF4EA9C70B06F6125960234E6EFDB475831

SHA-512: AAB936B88BAB3E7F0A15C903CBBE3378FF7C11BEF743D6DDE522C9932FE216E25065B0AE8406D3D27ECA9EF353CD4F16417B4384547353E2C8172E32D98C9FD
8

Malicious: false

Reputation: low

IE Cache URL: https://www.we-make-you-digital.com/fileadmin/_processed_/8/b/csm_DA_Logo_Neu_ece402dd75.jpg

Preview:
......JFIF.....H.H.....C.....................................%...#... , #&')*)..-0-(0%()(...C...........(...((((((((((((((((((((((((((((((((((((((((((((((((((...........".........................................Z..................
........!1.AQ..."aq.2...#6BRbstu......3478r....$5CSV.....cv....%DU.&T................................3........................!1.A."Qq23a#B......4R...b............?.. .....................................................
.........................................................................................................................................................................................d.]..Y.;.....Z.?K...L...-.......{...Uc.P..R_..]...~.In.w..1..:.&.
.c.N1^|VP...3....n.6=...mv.9.x....^k.e......_.r...G'.g.9...Q..4.;.l..7..VO.cu...rn.\R............!5....|K(......................................................................................N{x...hYF.]..n../.R...o..w..
..k..(i7..M....N.y...j.Sx._<G.X..`.O....\~|.-.....Q.u.R..R....

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\csm_TN-RingOfFire_003_f7f4b7378e[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: downloaded

Size (bytes): 50391

Entropy (8bit): 7.977304557349718

Encrypted: false

SSDEEP: 768:9YQUvYDERLHlVhMCyXDq6+W8AhSmkBR4ty5dFUzrKM9579nSFdzy5sQ9b2D8Z6v5:GPmEkCyTq6+ykmSdqzOA9nS65OR

MD5: AF0C53C12D6FB4B21D0CC9FBC594E03D

SHA1: 9529BB8DBA0D5814355D0F914185B411A1BB3BAB

SHA-256: 59D7CDB3CFF2A71A3290C65C5C1472AD04D0AEEE73F40BCD4342CDC74C31AD72

SHA-512: B5A39604D8320CB7BA297B15D35409D44F594658DBAFD45B8E75EF12D9BE563A7BEB2B6E63EE7D8776E1E4C2D2FACAB8A602EBEE811823230171FA70BAA847
63

Malicious: false

Reputation: low

IE Cache URL: https://www.we-make-you-digital.com/fileadmin/_processed_/c/1/csm_TN-RingOfFire_003_f7f4b7378e.jpg
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\csm_csm_Digital_Academy_header_3_b457d8ba4a_944f265514[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: downloaded

Size (bytes): 75693

Entropy (8bit): 7.979507766803935

Encrypted: false

SSDEEP: 1536:6rYD3IsDQRUARTbmDOPyqon4Oon11VL6WEjSIu2W6EHnxl+ER:d3I8QigbeOhO21j6702Wrnxn

MD5: E7C1AF8AA26026E1D4508461791BE8E6

SHA1: B597C88212F9FD5B3D43B8F53435B2119BDD7CAF

SHA-256: 7BDC32EE08241A630BC8B3C71F4CD8E813AC6A33902DD83BBC16DBD0D4BE7BB5
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SHA-512: FBCE3812B1E0911A5F9BF16002A9EC5072342E4D2D2E4649406556AE5D992EF81B4623935F73AC1ADA887164B764659DA8B8E3DEDD52E5E7D0E7FCE363D5DEA
D

Malicious: false

Reputation: low

IE Cache URL: https://www.we-make-you-digital.com/fileadmin/_processed_/2/0/csm_csm_Digital_Academy_header_3_b457d8ba4a_944f265514.jpg

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\csm_csm_Digital_Academy_header_3_b457d8ba4a_944f265514[1].jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\csm_danke_2286ecb9c9[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: downloaded

Size (bytes): 63645

Entropy (8bit): 7.984665891245197

Encrypted: false

SSDEEP: 1536:K+y5zPWSEwc0xyVs7ESI0oMVuck/swK6tLXymRqkbJI:KlhPE68VTSH4/swK6tDUqJI

MD5: 31D478B9FAAA9B07E2A03A7FE91AD0E4

SHA1: 1B56B4B435E957AFA418FE845181352E8B5E30D7

SHA-256: 724272F047435D8853343046500D2804971294F38B2D733437EAD9F1DDBCE8F1

SHA-512: AAA3BFB828FFF01888F0DFA157C27728252723231DB2A99DAC52A1AF5BFE560CB1431EA3E700A8126535CBE5EE194A3073A87D9DE18DC8B54669961F50382B14

Malicious: false

Reputation: low

IE Cache URL: https://www.we-make-you-digital.com/fileadmin/_processed_/3/1/csm_danke_2286ecb9c9.jpg

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\csm_fdgfdga_a9e9c86c34[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: downloaded

Size (bytes): 10654

Entropy (8bit): 7.950523451242858

Encrypted: false

SSDEEP: 192:2qFDHrK4VJ9RPf8xTu9eNPsAYXH6UDz5C3yoITvWXGakF2QN3sLreke9pgcJ6:2qxLK4VJ9df8xTu9eRoHpqyoITvOGlNY

MD5: 33B84BD13E16AB63A1B361C3561A0ACF

SHA1: 8F17CA63F36CCA679E28047DCDDFD58BCE85C552

SHA-256: 27B7E589543D8F61BFE948B9FE6224C73CC71EC14640B9763115621CE0888E9A

SHA-512: 4DCF1BEB5533A30555CC5AA16E8C224B7B3ED05D3E93F347B686419E5B03A6EDFEAAD7C0BF4443283D8C57730A0A7BB2C7D521A927558342F2A9B4CA5FB0869
8

Malicious: false

Reputation: low

IE Cache URL: https://www.we-make-you-digital.com/fileadmin/_processed_/7/0/csm_fdgfdga_a9e9c86c34.jpg

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\csm_gv46_06cc93da1b[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: downloaded

Size (bytes): 25710

Entropy (8bit): 7.973879497036882

Encrypted: false

SSDEEP: 768:+/slcTdDOvt+Id7/7IpUcAAXDVJSDK1IN:+0iTdSvx/0p/AeSDeU

MD5: 05169519527EF38A9E3F0B9E0DDB4C0B

SHA1: B78E64E60860A03A71CF1A30318B762BE73C16B5

SHA-256: 05D482D3A37F369F5D69E36991B0B38CF03C400D889BDE93A20AF0DE0061604E

SHA-512: C7463583AA6AE7D4009C043B7A54C3D3CF93A81993D4BD3791BBFF8B302C15B58E04CEA469DFE58A9F036A442CF7DCD48154FDD2270E56D36879D7295E64C815
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Static File Info

No static file info

No network behavior found

Malicious: false

Reputation: low

IE Cache URL: https://www.we-make-you-digital.com/fileadmin/_processed_/7/0/csm_gv46_06cc93da1b.jpg

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\csm_gv46_06cc93da1b[1].jpg

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\csm_hkdjhej_50be96180b[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: downloaded

Size (bytes): 26863

Entropy (8bit): 7.974956050160289

Encrypted: false

SSDEEP: 768:LAFnqvTKk8cjwVq3P668ndjfckjKTQwuDMbmo8ZYV:LInU88pP668djfckjkQHDPo8Z0

MD5: 040BC41A05E28A2F58E527E243084FC7

SHA1: 39FCB7C336FF98049A87CCFE96AB97ED9E414C1A

SHA-256: D05CF557049668252A47F6AABFC37EA03DA435AB64052CC880332D672864DCF3

SHA-512: B1580D5D1BF949FFD8BB4CD37A8FC9FCFDC3E6D4DBD488BABCDD90CD34941E309A73CF5678E226A8146FC6AAA86884E378CBE6BDA6BAED53599D7F0AA9C8
8BAB

Malicious: false

Reputation: low

IE Cache URL: https://www.we-make-you-digital.com/fileadmin/_processed_/4/3/csm_hkdjhej_50be96180b.jpg

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\9026IKNJ\csm_photo-1544692414-636611c6ae73_7e8e21a89b[1].jpg
Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: Unknown

Category: downloaded

Size (bytes): 36639

Entropy (8bit): 7.968340275421777

Encrypted: false

SSDEEP: 768:MQ7Q+XHXXYa0b4Vfybx4QIdy6koTs+sbVCMnEEGJqqlv2HYCxE:MQ9oa0bEfybeQIdy6kKsJVhEEGs6+HYp

MD5: 679A0495886921C65366F8652E230075

SHA1: 92402EBC26CFB8C92B0EB6B9EB3580A4D8418B48

SHA-256: E0FD83EB0003EFC8583C82AC45A98529FB0D8D3C09F5E7B883836B25077968F0

SHA-512: 8A626952A1E6A9FB8CD11580E47790150A762E544D7608F8FCA7E81589C65F03B4A1B3CC80F68FD1440A1EC5EE07207625E0FA482A2BC924FD72BD162C507B04

Malicious: false

Reputation: low

IE Cache URL: https://www.we-make-you-digital.com/fileadmin/_processed_/8/1/csm_photo-1544692414-636611c6ae73_7e8e21a89b.jpg

Preview:
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Network Behavior
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Code Manipulations

Statistics

Behavior

• iexplore.exe

• iexplore.exe

• OpenWith.exe

Click to jump to process

System Behavior

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 09:57:53

Start date: 03/12/2020

Path: C:\Program Files\internet explorer\iexplore.exe

Wow64 process (32bit): false

Commandline: 'C:\Program Files\Internet Explorer\iexplore.exe' -Embedding

Imagebase: 0x7ff6f3650000

File size: 823560 bytes

MD5 hash: 6465CB92B25A7BC1DF8E01D8AC5E7596

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

File Path Access Attributes Options Completion Count
Source
Address Symbol

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

Key Path Name Type Data Completion Count
Source
Address Symbol

Analysis Process: iexplore.exe PID: 5816 Parent PID: 800Analysis Process: iexplore.exe PID: 5816 Parent PID: 800

General
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Key Path Name Type Old Data New Data Completion Count
Source
Address Symbol

File ActivitiesFile Activities

Registry ActivitiesRegistry Activities

Start time: 09:57:53

Start date: 03/12/2020

Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe

Wow64 process (32bit): true

Commandline: 'C:\Program Files (x86)\Internet Explorer\IEXPLORE.EXE' SCODEF:5816 CREDAT:17410 
/prefetch:2

Imagebase: 0x370000

File size: 822536 bytes

MD5 hash: 071277CC2E3DF41EEEA8013E2AB58D5A

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

File Path Access Attributes Options Completion Count
Source
Address Symbol

File Path Offset Length Value Ascii Completion Count
Source
Address Symbol

File Path Offset Length Completion Count
Source
Address Symbol

Key Path Completion Count
Source
Address Symbol

Key Path Name Type Data Completion Count
Source
Address Symbol

Key Path Name Type Old Data New Data Completion Count
Source
Address Symbol

Start time: 09:59:15

Start date: 03/12/2020

Path: C:\Windows\System32\OpenWith.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\OpenWith.exe -Embedding

Imagebase: 0x7ff700180000

File size: 111120 bytes

MD5 hash: D179D03728E95E040A889F760C1FC402

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: low

Analysis Process: iexplore.exe PID: 4620 Parent PID: 5816Analysis Process: iexplore.exe PID: 4620 Parent PID: 5816

General

Analysis Process: OpenWith.exe PID: 5028 Parent PID: 800Analysis Process: OpenWith.exe PID: 5028 Parent PID: 800

General
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Disassembly

Code Analysis
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