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Analysis Report http://[pastebin.com

Overview

General Information

Sample URL: hitp://pastebin.com
Analysis ID: 326341

Most interesting Screenshot:

Startup

= System is w10x64

. G chrome.exe (PID: 6972 cmdline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --start-maximized 'http://pastebin.com' MD5:

C139654B5C1438A95B321BB01AD63EF6)

Detection

I SUSPICIO ]

Score:

Range:

Whitelisted:

Confidence:

0-100
false

80%

Signatures

Connects to a pastebin service (like...
Allocatesia bigjamount offmemory: (p:..

Connectsitoseveral IPsiindifferent ...

Eol

HiMLL boedy: centains low/number: ofi ...
HTML titleidoesinot match/ URLE

Unusuallarge' HTML page:

Classification

. G chrome.exe (PID: 5484 cmdline: 'C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=
1500,13364953271334854619,5261983793971551056,131072 --lang=en-GB --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-handle=1

672 [prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)

= cleanup

Malware Configuration

No configs have been found

Yara Overview

No yara matches

Sigma Overview

No Sigma rule has matched

Signature Overview

Copyright null 2020
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@ Phishing

@ Software Vulnerabilities
@ Networking

@ System Summary

@

Click to jump to signature section

Networking:

Mitre Att&ck Matrix

Command Remote
Privilege Defense Credential Lateral and Network Service
Initial Access Execution Persistence Escalation Evasion Access Discovery  Movement Collection Exfiltration Control Effects Effects
Drive-by Windows Path Process Masquerading os System Remote Data from  Exfiltration Web Eavesdrop on  Remotely
Compromise Management  Interception Injection Credential ' Service Services Local Over Other Service Insecure Track Device
Instrumentation Dumping  Discovery System Network Network Without
Medium Communication Authorization
Default Scheduled Boot or Extra Process LSASS Application  Remote Data from  Exfiltration Encrypted Exploit SS7to Remotely
Accounts Task/Job Logon Window Injection Memory  Window Desktop Removable Over Channel Redirect Phone Wipe Data
Initialization Memory Discovery Protocol Media Bluetooth Calls/SMS Without
Scripts Injection Authorization
Domain At (Linux) Logon Script Logon Extra Window Security  Query SMB/Windows Data from Automated Non- Exploit SS7 to  Obtain
Accounts (Windows)  Script Memory Account  Registry Admin Shares Network Exfiltration  Application Track Device  Device
(Windows) Injection Manager Shared Layer Location Cloud
Drive Protocol Backups
Local Accounts At (Windows)  Logon Script Logon Binary Padding NTDS System Distributed Input Scheduled Application SIM Card
(Mac) Script Network Component  Capture Transfer Layer Swap
(Mac) Configuration Object Model Protocol
Discovery
Cloud Accounts Cron Network Network Software LSA Remote SSH Keylogging Data Ingress Manipulate
Logon Script Logon Packing Secrets System Transfer Tool Device
Script Discovery Size Limits  Transfer @ Communication

Behavior Graph
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Behavior Graph

Legend

ID: 326341

URL: http://pastebin.com l:‘ Process

Startdate: 03/12/2020 CLEAN I:I Signature

Architecture: WINDOWS

UNKNOUWN -

Score: B l:‘ Created File
Il onsieinfo
Fiy's Is Dropped

Ry 15 Windows Process
L] .

<+ Number of created Registry Values

started

Number of created Files

Y

Connects to a pastebin ) .
service (likely for wega Visual Basic
C&C) ERAZIC
- . .
111 Delphi
Java

.Net C# or VB.NET

C, C++ or other language

a
Q@ 2 ]

Is malicious
Internet

192.168.2.1 239.255.255.250

unknown unknown started

unknown Reserved

ds-pr-bh.ybp.gysm.yahoodns.net (A tb.adgrx.com (.Q
212.82.100.176, 443, 49844, 49954 173.231.180.197, 443, 49968
YAHOO-IRDGB VOXEL-DOT-NETUS
United Kingdom ¥ United States ES

er IPs or domains

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Copyright null 2020 Page 6 of 98



Pastebin.com - #1 paste tool sinc X = 4

C @ pastebin.com Y

® PASTEBIN [soun | [

New Paste Syntax Highlighting Public Pastes

Untitled
Untitled
Untitled

Untitled

proksak 3
Optional Paste Settings 3aaanne 19

Syntax Highlighting: None Hello Guest
SignUp or  Login

Paste Expiration: Never

f Sign in with Facebook

Paste Exposure: Public

Folder: &+ sign in with Google

Password [T Disabled

Burn after read [[IE0

We use cookies for various purposes including analytics. B
Paste Name / Title: continuing to use Pastebin, you agree to our use of cookies as

described in the Cool . OK, | Understand

Not a member of Pastebin yet?
Sign.Up. it unlocks many cool features!

Create New Paste

Il &4 Unlock amazing features. Create larger pastes, manage them in folders, save unlimited pastes and do much more. Sign up for
Establishing secure connection...

O Type here to search

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
hitp://pastebin.com 0% Virustotal Browse
hitp://pastebin.com 0% Avira URL Cloud safe

Dropped Files

No Antivirus matches

Unpacked PE Files

No Antivirus matches

Domains

Source Detection Scanner Label Link
tls13.taboola.map.fastly.net 0% Virustotal Browse
bttrack.com 0% Virustotal Browse
i.connectad.io 1% Virustotal Browse
URLs
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https://www.virustotal.com/gui/url/574e66b1ddc111be82ebc51b24e1f71b21a273669f0db76f679db6b87af09295/detection/u-574e66b1ddc111be82ebc51b24e1f71b21a273669f0db76f679db6b87af09295-1606913034
https://www.virustotal.com/gui/url/34d7a5628cd38966e8a7512b50ed594ea59c1e81eb029dde41d339efc420d112/detection/u-34d7a5628cd38966e8a7512b50ed594ea59c1e81eb029dde41d339efc420d112-1606789734
https://www.virustotal.com/gui/url/e725e8c9b46459c811570a27b95ed4224c9b69377e4f7141de7ef15fc5cab310/detection/u-e725e8c9b46459c811570a27b95ed4224c9b69377e4f7141de7ef15fc5cab310-1606180555
https://www.virustotal.com/gui/url/e2ff56b39052a3b01f3cbe8fbea971dbe0be0dea4841092e49c17209b68c8940/detection/u-e2ff56b39052a3b01f3cbe8fbea971dbe0be0dea4841092e49c17209b68c8940-1605092678

Source Detection Scanner Label Link

hitp://https://sync-eu.connectad.io/syncer/1?bidder=yahoo&dataid=datal8&uuid=y- 0% Avira URL Cloud safe
MFKX9L1112Tkwg4QkxJUZtBAh7.x

hitp://https://cdn.connectad.io 0% Avira URL Cloud safe
hitp://https://ads.pubmatic.com$ 0% Avira URL Cloud safe
hitp://https://ssum.casalemedia.com$ 0% Avira URL Cloud safe
hitp://https://pastebin.comh 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation
um.simpli.fi 159.253.128.183 true false high
lga-bh-bgp.contextweb.com 198.148.27.140 true false high
tls13.taboola.map.fastly.net 151.101.1.44 true false e 0%, Virustotal, Browse unknown
global.px.quantserve.com 91.228.74.189 true false high
pixel-a.sitescout.com 66.155.71.149 true false high
rtb.openx.net 35.186.253.211 true false high
bttrack.com 192.132.33.46 true false e 0%, Virustotal, Browse unknown
mwzeom.zeotap.com 172.67.13.182 true false high
facebook.com 31.13.92.36 true false high
match-1943069928.eu-west-1.elb.amazonaws.com 52.17.171.52 true false high
bep.crwdcntrl.net 52.48.137.92 true false high
eu2-ice.360yield.com 54.93.141.230 true false high
i.connectad.io 104.22.55.206 true false e 1%, Virustotal, Browse unknown
match.prod.bidr.io 54.171.14.147 true false unknown
uip.semasio.net 77.243.60.138 true false high
gum.par.vip.prod.criteo.com 178.250.0.157 true false high
pixel.onaudience.com 51.210.112.63 true false unknown
d1ykf07e75w7ss.cloudfront.net 65.9.83.127 true false high
pugm-lhr.pubmatic.com 185.64.190.78 true false high
pool.4finance.iponweb.net 35.210.181.65 true false unknown
ams-1-sync.go.sonobi.com 178.162.133.149 true false high
rtb.adgrx.com 173.231.180.197 true false unknown
googlehosted.l.googleusercontent.com 172.217.16.193 true false high
api.btloader.com 130.211.23.194 true false unknown
oeu.vap.lijit.com 72.251.249.9 true false high
nep.advangelists.com 18.204.112.31 true false high
scontent.xx.fbcdn.net 31.13.81.13 true false high
api.ricdn.com 34.120.207.148 true false high
cdn.connectad.io 172.67.8.174 true false unknown
load-ams1.exelator.com 147.75.102.200 true false high
rtb.adentifi.com 52.4.242.89 true false unknown
sync.srv.stackadapt.com 52.202.170.46 true false high
d5p.del7a.com 213.155.156.164 true false high
pixel.tapad.com 35.227.248.159 true false high
pagead46.l.doubleclick.net 216.58.207.34 true false high
twitter.com 104.244.42.193 true false high
ssp.ads.betweendigital.com 96.46.183.20 true false high
sync.ipredictive.com 35.169.194.138 true false unknown
s.amazon-adsystem.com 72.21.206.140 true false high
aax-eu.amazon-adsystem.com 52.95.116.38 true false high
dxedge-prod-lb-404808087.eu-central- 52.59.61.242 true false high
1.elb.amazonaws.com

ad-delivery.net 172.67.69.19 true false unknown
um3.egads.com 54.85.167.1 true false high
ams02-usadmm-ds.dotomi.com 64.158.223.137 true false high
match.adsby.bidtheatre.com 174.138.12.104 true false unknown
ib.anycast.adnxs.com 185.33.221.11 true false high
prod.ups-ats.eu-central-1.aolp-ds- 3.126.56.137 true false unknown

prd.aws.oath.cloud

aorta.clickagy.com 52.22.205.135 true false high
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https://www.virustotal.com/gui/url/34d7a5628cd38966e8a7512b50ed594ea59c1e81eb029dde41d339efc420d112/detection/u-34d7a5628cd38966e8a7512b50ed594ea59c1e81eb029dde41d339efc420d112-1606789734
https://www.virustotal.com/gui/url/e725e8c9b46459c811570a27b95ed4224c9b69377e4f7141de7ef15fc5cab310/detection/u-e725e8c9b46459c811570a27b95ed4224c9b69377e4f7141de7ef15fc5cab310-1606180555
https://www.virustotal.com/gui/url/e2ff56b39052a3b01f3cbe8fbea971dbe0be0dea4841092e49c17209b68c8940/detection/u-e2ff56b39052a3b01f3cbe8fbea971dbe0be0dea4841092e49c17209b68c8940-1605092678

Name P

optomaton.geo.iponweb.net 35.210.178.101
geo-eu.shigelweb.com 172.64.102.21
pug-lhr.pubmatic.com 185.64.190.80
eu-u.openx.net 34.98.64.218
pastebin.com 104.23.98.190
elb-aws-fr-clickdistrict-1651093077.eu-central- 18.195.7.149
1.elb.amazonaws.com

tpop-api.twitter.com 104.244.42.2
widget.am5.vip.prod.criteo.com 178.250.2.151
sync-eu.connectad.io 104.22.54.206
pagead.l.doubleclick.net 172.217.21.226
cdnjs.cloudflare.com 104.16.19.94
sync.1rx.io 213.19.147.150
ds-pr-bh.ybp.gysm.yahoodns.net 212.82.100.176
sync.connectad.io 104.22.55.206
ads.playground.xyz 3.121.163.163
star-mini.c10r.facebook.com 31.13.92.36
bidder.par.vip.prod.criteo.com 178.250.0.165
us-u.openx.net 35.244.159.8
stats.l.doubleclick.net 108.177.15.154
eqgx.smartadserver.com 185.86.137.113
dsp.adfarm1.adition.com 85.114.159.93
cs.emxdgt.com 18.195.155.181
a.tribalfusion.com 104.18.12.5
eventd-eu.avct.cloud 54.194.211.3
btloader.com 104.26.6.139
adserver-vpc-alb-3-890571764.eu-west- 54.77.74.200
1.elb.amazonaws.com

dart.l.doubleclick.net 172.217.18.102
pixel-origin.mathtag.com 185.29.132.30
s.tribalfusion.com 104.18.13.5
ams01-login-ds.dotomi.com 63.215.202.140
cs45.wac.edgecastcdn.net 93.184.220.70
u.openx.net 34.98.64.218
snigelweb-com.videoplayerhub.com 172.67.74.207
rtb.gumgum.com 54.154.144.178
cm.smadex.com 65.9.86.12
ssbsync-itx4.smartadserver.com 185.86.139.103
static.par.vip.prod.criteo.net 178.250.0.130
alb-aws-fr-bswx-1-445786803.eu-central- 35.156.245.144

1.elb.amazonaws.com
z-m.c10r.facebook.com 31.13.92.37

dualstack.engagement-bus-prod-641612343.eu- 18.185.170.181
central-1.elb.amazonaws.com

pug22000nf.pubmatic.com 185.64.189.110
spug22000nf.pubmatic.com 185.64.189.114
partnerad.l.doubleclick.net 172.217.21.194
green.erne.co 87.98.252.5
onetag-sys.com 51.89.9.253
cdn.snigelweb.com 172.64.102.21
abs-zero.twimg.com 104.244.43.131
visitor.fiftyt.com 104.26.13.50
adserver-vpc-alb-0-1578609942.eu-west- 63.35.200.21
1.elb.amazonaws.com

securepubads.g.doubleclick.net unknown
a.volvelle.tech unknown
d.adroll.com unknown

Contacted URLs

Name

hitp://https://aax-eu.amazon-adsystem.com/s/ecm3?
id=1779712381968476479&ex=appnexus.com&gdpr=0

hitp://https://simage2.pubmatic.com/AdServer/Pug?

Active
true
true
true
true
true

true

true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true
true

true

true
true
true
true
true
true
true
true
true
true
true

true

true

true

true
true
true
true
true
true
true
true

true

unknown
unknown

unknown

Malicious

false

false

vcode=bz0yJnR5cGUIMSZjb2RIPTMzOTkmdGwINDMyMDA=&piggybackCookie=69019555

40651997325

Copyright null 2020

Malicious Antivirus Detection
false
false
false
false
false

false

false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false

false

false
false
false
false
false
false
false
false
false
false
false

false

false

false

false
false
false
false
false
false
false
false

false

false
false

false

Antivirus Detection

Reputation
unknown
high

high

high

high

high

high
high
unknown
high
high
high
unknown
unknown
unknown
high
high
high
high
high
high
unknown
high
unknown
unknown

high

high
high
high
high
high
high
unknown
high
high
high
high
high

high
high

high
high
high
high
unknown
high
high
unknown

high
high

high
high

Reputation

high

high
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Name Malicious Antivirus Detection Reputation

[ hpsifonetag sys comlusmeleb=tebpape et prienster e s
B e e e S ™ S I r—
hitp://https://pastebin.com/doc_api false high

R e e e T [T I e

hitp://https://aax-eu.amazon-adsystem.com/s/v3/pr?exlist=pm-db5_n-emx_rx_snb_ox- false high
db5_dm_smrt_an-db5_sovrn_3lift&fv=1.0&a=cm&cm3ppd=1&gdpr=0

-

E%

hitp://https://aax-eu.amazon-adsystem.com/s/ecm3? false high
id=1779712381968476479&ex=districtm&gdpr=0

hitp://https://dis.criteo.com/dis/usersync.aspx? false high
r=3&p=4&cp=pubmaticUS&cu=1&&gdpr=0&gdpr_consent=&url=https://simage2.pubmatic.co

m/AdServer/Pug?

vcode=bz0yJnR5cGUIMSZjb2RIPTE5MjgmdGwINDMyMDA=&piggybackCookie=uid: @ @CR

ITEO_USERID@@

hitp://https://u.openx.net/w/1.0/cm?cc=1&id=e818cale-0c23-caa8-0dd3- false high
096b0ada08b7&ph=2d1251ae-7f3a-47cf-bd2a-

2f288854a0ba&plm=5&r=https%3A%2F%2Faax-eu.amazon-

adsystem.com%2Fs%2Fecm3%3Fex%3Dopenx.com%26id%3D%7BOPENX_ID%7D&gdpr=0

hitp://https://aax-eu.amazon-adsystem.com/s/v3/pr? false high
exlist=rx_snb&fv=1.0&a=cm&cm3ppd=1&gdpr=0

hitp://https://simage2.pubmatic.com/AdServer/Pug? false high
vcode=bz0yJnR5cGUIMSZjb2RIPTMyMDMmdGwINDMyMDA=&piggybackCookie=RX-
6d355ea9-1a84-43da-81d4-b6980f597991-003

hitp://https://pastebin.com/C31QJabQ false high

e hpsilonetag syscombusyneloch=1606086BL250Taus piivasy=1m wme wloown
hitp://https://acdn.adnxs.com/dmp/async_usersync.html false high

e hpsionetag-syscombusyneloch=160608674B24 s piivasy=1- wme wkoown
hitp://https://pastebin.com/login false high
hitp://https://aax-eu.amazon-adsystem.com/s/ecm3?id=29A8C016-71A4-40E9-BOFD- false high

3D8155395C81&ex=pubmatic.com

hitp://https://simage2.pubmatic.com/AdServer/Pug? false high
vcode=bz0yJnR5cGUIMSZjb2RIPTMWNzQmMdGwIMTI5SNjAw&piggybackCookie=uid:szgbym

TolKKKFh5&gdpr=0&gdpr_consent=

hitp://https://pastebin.com/pro false high

hitp://https://aax-eu.amazon-adsystem.com/s/ecm3? false high
ex=smart.com&id=5882865552118630403

URLs from Memory and Binaries

Name Source Malicious Antivirus Detection Reputation

hitp://https://image6.pubmatic.com/AdServer/PugMaster? 87cba9c64d845c0d_0.0.dr false high
kdntuid=1&rnd=19252284&p=156077&s=0&a=0&ptask=ALL&

np=

hitp:// cf6d21810551f26a_0.0.dr false high
https://pastebin.com/themes/pastebin/js/vendors.bundle.js?

677fabbd2113231028dd

hitp:// 7a69c8c98ealb6d5_0.0.dr false high
https://securepubads.g.doubleclick.net/gpt/pubads_impl_2020
111901.js

hitp:// Favicons.0.dr false high
https://static.xx.focdn.net/rsrc.php/yo/r/iRmz9ICMBD2.ico$

hitp://https://a.nel.cloudflare.com/report? Reporting and NEL.1.dr false high
s=8ueMslQcbkiPdSVgmUp3009dRtnazL9cZyGUf%2BYhi2eC
3wltggXzaBL4i5qa

hitp://https://onetag-sys.com/usync/? Current Session.0.dr false unknown
ch=1606986800434&us_privacy=1---

hitp:// 1b63c6e73bda96a4_0.0.dr false high
https://pastebin.com/assets/1745bc3blyii.activeForm.jsaD

hitp://https://pastebin.com/cg 60c0828071489bda_0.0.dr false high
hitp://https://sync-eu.connectad.io/syncer/1? Current Session.0.dr false e Avira URL Cloud: safe unknown

bidder=yahoo&dataid=datal8&uuid=y-
MFKX9L1112Tkwg4QkxJUZtBAh7.x

hitp:// 2a3a31f51ba217b7_0.0.dr false high
https://static.xx.focdn.net/rsrc.php/v3iaLv4/yE/llen_GB/ubsVV_
mono5.js?_nc_x=1j3Wp8Ig5Kz

hitp://https://cdn.connectad.io Current Session.0.dr false e Avira URL Cloud: safe unknown
hitp://https://cdn.snigelweb.com/adconsent/adconsent.jsaD 8f06da9be8297fca_0.0.dr false high
hitp://https://pastebin.com/assets/ae9b8d97/jquery.min.js 707c02e9a3e299c0_0.0.dr false high
hitp://https://image2.pubmatic.com/AdServer/Pug? Current Session.0.dr false high

vcode=bz0yInR5cGUIMSZ|b2RIPTIBNDUMAGWIMTISNjAWE
gdpr=0&gdpr_

hitp://https://onetag-sys.com/usync/? Current Session.0.dr false unknown
cb=1606986760370&us_privacy=1---
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Name Source Malicious Antivirus Detection Reputation

hitp://https://securepubads.g.doubleclick.net/ 8h95103176f2e077_0.0.dr false high
hitp://https://pastebin.com/site/auth-google Current Session.0.dr false high
hitp://https://ads.pubmatic.com$ Current Session.0.dr false e Avira URL Cloud: safe low
hitp://https://onetag-sys.com/usync/? Current Session.0.dr false unknown

ch=1606986798950&us_privacy=1---

hitp://https://api.twitter.com/oauth/authenticate Current Session.0.dr false high
hitp://https://pastebin.com/site/auth-googleSign History-journal.0.dr false high
hitp://https://a.nel.cloudflare.com/report? Reporting and NEL.1.dr false high
$=aS48KQIEY%2FZjl4sophnUIt8wIJjK4yYh%2F%2FgNowyE

%2Fvk3ddKQNX3ww;j

hitp://https://pastebin.com/qxkve6Xr;while(jugadorTU Current Session.0.dr false high
hitp:// 8995dfb6624f2499_0.0.dr false high

https://static.xx.fbcdn.net/rsrc.php/v3iY Xl4/yz/l/len_GB/bOtHsR
xDkOf.js?_nc_x=Ij3Wp8Ig5Kz

http:/f Favicons.0.dr false high
https://static.xx.fbcdn.net/rsrc.php/yo/r/iRmz9ICMBD?2.ico

hitp://https://image2.pubmatic.com/AdServer/Pug? Current Session.0.dr false high
vcode=bz0yJnR5cGUIMSZjb2RIPTI40DQMAGWIMTISNjAWE

piggybackCoo

hitp://pastebin.com/Q Favicons-journal.0.dr false high
hitp://https://ssum.casalemedia.com$ Current Session.0.dr false e Avira URL Cloud: safe low
hitp://https://cm.adgrx.com/bridge? Current Session.0.dr false unknown

AG_PID=pubmatic&AG_SETCOOKIE&gdpr=0&gdpr_consent

hitp://https://pastebin.comh Current Session.0.dr false e Avira URL Cloud: safe unknown
hitp:/ db650fda12315775_0.0.dr false high
https://s0.2mdn.net/ads/richmedia/studio_canary/mu/template

s/hifi/hifi_canary.js

hitp:// 78431f791492b110_0.0.dr false high

https://static.xx.fbcdn.net/rsrc.php/v3iPrS4lyl/i/en_GB/ZjRaTS
Q42RF.js?_nc_x=1j3Wp8Ig5Kz

hitp://https://pastebin.com/g 60c0828071489bda_0.0.dr false high
hitp://https://pastebin.com/6YJs2dr9_ Current Session.0.dr false high
hitp://https://abs-0.twimg.com/ Network Action Predictor-journal.0.dr false high
hitp://https://pastebin.com/Pastebin.com History-journal.0.dr false high
hitp://https://aax-eu.amazon-adsystem.com/s/iu3? Current Session.0.dr false high

cm3ppd=1&d=dtb-pub&csif=t&gdpr=0&dl=n-emx_rx_snb

hitp://https://c1.adform.net/serving/cookie/match? Current Session.0.dr false high
party=14&cid=29A8C016-71A4-40E9-B9FD-3D8155395C81

hitp://https://static.criteo.net/images/pixel.gif?ch=2 74845533764f80c7_0.0.dr false high
hitp://https://eus.rubiconproject.com/usync.html bbf6347a22a48602_0.0.dr false high
hitp://https://static.criteo.net/images/pixel.gif?ch=1 74845533764f80c7_0.0.dr false high
hitp://https://www.googletagservices.com/tag/js/gpt.jsaD 8h95103176f2e077_0.0.dr false high
hitp:/ 753e6439691a724e_0.0.dr false high

https://cdnjs.cloudflare.com/ajax/libs/codemirror/5.58.2/addon/
mode/multiplex.min.jsa

hitp://https://pastebin.com/Ns3rF0f9System.out.print( History-journal.0.dr false high
hitp://https://pastebin.com/themes/pastebin/js/app.bundle.js? a8e071ae86cd7{79_0.0.dr false high
677fa6bd2113231028ddaD

hitp://https://pixel.tapad.com/idsync/ex/receive/check? Current Session.0.dr false high
partner_id=PUBMATIC_RTB

hitp://https://securepubads.g.doubleclick.net/pagead/js/rum.js  db650fdal12315775_0.0.dr false high
hitp://https://ib.adnxs.com/ut/v3/prebid bbf6347a22a48602_0.0.dr false high
hitp://https://cdn.connectad.io/connectmyusers.php? Current Session.0.dr false unknown

us_privacy=1---&

hitp://https://dmx.districtm.io/b/v1 bbf6347a22a48602_0.0.dr false high
hitp://https://ads.pubmatic.com/AdServer/js/showad.js Current Session.0.dr false high
hitp:/ db650fda12315775_0.0.dr false high
https://securepubads.g.doubleclick.net/pagead/js/rum_debug.j

s

hitp://https://pastebin.com/(Pastebin.com Current Session.0.dr false high
hitp://https://pastebin.com/BLw7LJjee Current Session.0.dr false high
hitp://https://cdn.snigelweb.com/prebid/latest/prebid.jsaD bbf6347a22a48602_0.0.dr false high
hitp://https://pastebin.com/y 18b9130cle45de41_0.0.dr false high
hitp://https://onetag-sys.com/usync/? Current Session.0.dr false unknown

ch=1606986778757&us_privacy=1---

hitp:/ 89f65cd09ba91171_0.0.dr false high
https://static.xx.fbcdn.net/rsrc.php/v3/yA/r/P2xVPFIXJCl.js?
_nc_x=lj3Wp8Ig5Kz

hitp://https://pastebin.com/signup Current Session.0.dr, Favicons-journal.0 false high
.dr
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Name Source Malicious Antivirus Detection Reputation

hitp://https://aax-eu.amazon-adsystem.com/s/v3/pr? Current Session.0.dr false high
exlist=snb&fv=1.0&a=cm&cm3ppd=1&gdpr=0

hitp://https://pastebin.com/doc_api& Current Session.0.dr false high
hitp://https://sync-eu.connectad.io/syncer/1?us_privacy=1---& Current Session.0.dr false unknown
hitp://https://onetag-sys.com/usync/? Current Session.0.dr false unknown

ch=1606986773394&us_privacy=1---

hitp://https://image6.pubmatic.com/AdServer/PugMaster? e3606adf4b207cfe_0.0.dr false high
kdntuid=1&rnd=89367292&p=156657&s=0&a=0&ptask=ALL&

np=

hitp://https://feedback.googleusercontent.com manifest.json0.0.dr false high
hitp://https://prebid.adnxs.com/pbc/vl/cache bbf6347a22a48602_0.0.dr false high
hitp://https://api.twitter.com/oauth/authenticate? History-journal.0.dr false high

oauth_token=Pp6EjQAAAAAADNp_AAABdifgcN8Twitter

hitp:// 990da70a3b3900c1_0.0.dr false high
https://static.xx.fbcdn.net/rsrc.php/v3iril4/yW/l/len_GB/3V96pua
c_8e.js?_nc_x=lj3Wp8Ig5Kz

hitp:// 753e6439691a724e_0.0.dr false high
https://cdnjs.cloudflare.com/ajax/libs/codemirror/5.58.2/addon/
mode/multiplex.min.js

hitp://https://pastebin.com/Ni c671lale6d1566d7a_0.0.dr false high
hitp://https://cdn.snigelweb.com/snhb/snhbGlobalSettings.js  ffeb292a4c56ab10_0.0.dr false high
hitp://https://pastebin.com/favicon.ico Favicons-journal.0.dr false high
hitp://https://cdn.jsdelivr.net/gh/prebid/currency-file bbf6347a22a48602_0.0.dr false high
hitp://https://onetag-sys.com/usync/? Current Session.0.dr false unknown

ch=1606986804988&us_privacy=1---
hitp://https://acdn.adnxs.com/dmp/async_usersync.html Current Session.0.dr false high

hitp:// df10c594f19545b9_0.0.dr false high
https://static.xx.fbcdn.net/rsrc.php/v3/yx/r/RPpa71tdyWJ.js?
_nc_x=lj3Wp8Ig5Kz

hitp://https://Jum2.eqads.com/um/cs&eq_cc=1 Current Session.0.dr false high
hitp://https://image2.pubmatic.com/AdServer/Pug? Current Session.0.dr false high
vcode=bz0yJnR5cGUIMSZjb2RIPTMyOTcmdGwIMTISNjAW

&piggybackCoo

Contacted IPs

»
l..
] No. of IPs < 25%
B 25% < No. of IPs < 50% /)'
B 50% < No. of IPs < 75%
Bl 75% < No. of IPs
Public
P Domain Country Flag ASN ASN Name Malicious
178.250.0.157 unknown France [T} 44788 ASN-CRITEO-EUROPEFR  false
216.52.2.30 unknown United States S 29791 VOXEL-DOT-NETUS false
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IP
185.33.221.11
130.211.23.194
185.64.190.80
185.33.220.241
35.227.248.159
51.89.20.86
192.132.33.46
178.250.2.151
72.251.249.9
54.154.144.178
87.98.252.5
52.22.205.135
213.19.147.151
213.19.147.150
104.22.55.206
178.250.0.165
185.86.137.113
151.101.1.44
239.255.255.250
216.58.212.162
104.18.12.5
54.93.141.230
66.155.71.149
54.171.14.147
172.67.74.207
178.250.0.130
172.217.21.226
185.64.189.110
96.46.183.20
185.64.189.114
18.185.170.181
52.48.137.92
104.23.98.190
213.155.156.164
185.64.190.78
147.75.102.200
52.17.171.52
172.217.23.162
52.95.116.38
104.26.13.50
104.16.19.94
104.26.6.139
108.177.15.154
35.156.245.144
172.67.13.182
216.58.207.66
77.243.60.138
212.82.100.176
172.217.22.66
185.29.132.30
172.64.102.21
18.195.155.181
18.195.7.149
185.86.139.103
178.162.133.149

159.253.128.183
64.158.223.137
172.217.18.102
3.126.56.137
172.217.21.194
172.217.16.193
72.21.206.140
52.202.170.46
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Domain

unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

Country
Netherlands
United States
United Kingdom
Netherlands
United States
France

United States
France

United States
United States
France

United States
United Kingdom
United Kingdom
United States
France

France

United States
Reserved
United States
United States
United States
Canada

United States
United States
France

United States
United Kingdom
United States
United Kingdom
United States
United States
United States
European Union
United Kingdom
Switzerland
United States
United States
United States
United States
United States
United States
United States
United States
United States
United States
Denmark
United Kingdom
United States
United Kingdom
United States
United States
United States
France

Netherlands

Netherlands

United States
United States
United States
United States
United States
United States
United States

m
Wz
«Q

T

ASN
29990
15169
62713
29990
15169
16276
18568
44788
29791
16509
16276
14618
26120
26120
13335
44788
201081
54113
unknown
15169
13335
16509
13768
16509
13335
44788
15169
62713
7979
62713
16509
16509
13335
1299
62713
54825
16509
15169
16509
13335
13335
13335
15169
16509
13335
15169
42697
34010
15169
30419
13335
16509
16509
201081
60781

36351
41041
15169
16509
15169
15169
16509
14618

ASN Name
ASN-APPNEXUS
GOOGLEUS
AS-PUBMATICUS
ASN-APPNEXUS
GOOGLEUS
OVHFR
BIDTELLECTUS

Malicious
false
false
false
false
false
false

false

ASN-CRITEO-EUROPEFR  false

VOXEL-DOT-NETUS
AMAZON-02US
OVHFR
AMAZON-AESUS
RHYTHMONEUS
RHYTHMONEUS
CLOUDFLARENETUS

false
false
false
false
false
false

false

ASN-CRITEO-EUROPEFR  false

SMARTADSERVERFR
FASTLYUS

unknown

GOOGLEUS
CLOUDFLARENETUS
AMAZON-02US
COGECO-PEER1CA
AMAZON-02US
CLOUDFLARENETUS

false
false
false
false
false
false
false
false

false

ASN-CRITEO-EUROPEFR  false

GOOGLEUS
AS-PUBMATICUS
SERVERS-COMUS
AS-PUBMATICUS
AMAZON-02US
AMAZON-02US
CLOUDFLARENETUS
TELIANETTeliaCarrierEU
AS-PUBMATICUS
PACKETUS
AMAZON-02US
GOOGLEUS
AMAZON-02US
CLOUDFLARENETUS
CLOUDFLARENETUS
CLOUDFLARENETUS
GOOGLEUS
AMAZON-02US
CLOUDFLARENETUS
GOOGLEUS
NETIC-ASDK
YAHOO-IRDGB
GOOGLEUS
MEDIAMATH-INCUS
CLOUDFLARENETUS
AMAZON-02US
AMAZON-02US
SMARTADSERVERFR

LEASEWEB-NL-AMS-
01NetherlandsNL

SOFTLAYERUS
VCLK-EU-SE
GOOGLEUS
AMAZON-02US
GOOGLEUS
GOOGLEUS
AMAZON-02US
AMAZON-AESUS

false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false

false

false
false
false
false
false
false
false

false
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P Domain

51.210.112.63 unknown
91.228.74.189 unknown
35.210.181.65 unknown
52.59.61.242 unknown
54.77.74.200 unknown
85.114.159.93 unknown
65.9.83.127 unknown
35.169.194.138 unknown
198.148.27.140 unknown
65.9.86.12 unknown
54.194.211.3 unknown
172.67.69.19 unknown
216.58.207.34 unknown
173.231.180.197 unknown
34.120.207.148 unknown
174.138.12.104 unknown
35.186.253.211 unknown
51.89.9.253 unknown
34.98.64.218 unknown
54.85.167.1 unknown
52.4.242.89 unknown
Private

IP

192.168.2.1

192.168.2.4

127.0.0.1

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Cookbook file name:

Sample URL:

Analysis system description:

Number of analysed new started processes analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:

Classification:

Copyright null 2020

Country
France

United Kingdom
United States
United States
United States

Germany

United States
United States
United States
United States
United States
United States
United States
United States
United States
United States
United States
France

United States
United States
United States

Flag
il

IR IR IR

ASN

16276
27281
19527
16509
16509
24961

16509
14618
19189
16509
16509
13335
15169
29791
15169
14061
15169
16276
15169
14618
14618

ASN Name Malicious
OVHFR false
QUANTCASTUS false
GOOGLE-2US false
AMAZON-02US false
AMAZON-02US false
MYLOC- false
ASIPBackboneofmyLocman
agedITAGDE

AMAZON-02US false
AMAZON-AESUS false
PULSEPOINTUS false
AMAZON-02US false
AMAZON-02US false
CLOUDFLARENETUS false
GOOGLEUS false
VOXEL-DOT-NETUS false
GOOGLEUS false

DIGITALOCEAN-ASNUS false

GOOGLEUS false
OVHFR false
GOOGLEUS false
AMAZON-AESUS false
AMAZON-AESUS false

31.0.0 Red Diamond
326341

03.12.2020
10:11:34
CloudBasic

Oh 13m 46s

false

light

browseurl.jbs
hitp://pastebin.com

Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211

8

o O o o

e HCA enabled
e EGA enabled
e AMSI enabled

default

Timeout

SuUSs
Sus23.troj.win@89/268@169/89
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Cookbook Comments:

Warnings:

Copyright null 2020

© © © o o © o o o 0 0 o 0 0o 0o o o o

.

Adjust boot time

Enable AMSI

Browse: https://pastebin.com/

Browse: https://pastebin.com/pro

Browse: https://pastebin.com/doc_api
Browse: https://pastebin.com/tools

Browse: https://pastebin.com/faq

Browse: https://pastebin.com/login

Browse: https://pastebin.com/signup

Browse: https://pastebin.com/site/auth-facebook
Browse: https://pastebin.com/site/auth-twitter
Browse: https://pastebin.com/site/auth-google
Browse: https://pastebin.com/archive
Browse: https://pastebin.com/6YJs2dr9
Browse: https://pastebin.com/Ns3rF0f9
Browse: https://pastebin.com/gqxkve6Xr
Browse: https://pastebin.com/C31QJabQ
Browse: https://pastebin.com/BLw7LJje

Show All

Exclude process from analysis (whitelisted):
BackgroundTransferHost.exe,
backgroundTaskHost.exe, svchost.exe
TCP Packets have been reduced to 100
Created / dropped Files have been reduced to 100
Excluded IPs from analysis (whitelisted):
13.64.90.137,172.217.16.142, 172.217.18.13,
216.58.212.163, 216.58.206.14, 173.194.151.123,
172.217.23.168, 172.217.23.142, 216.58.208.42,
204.13.202.71, 2.20.142.209, 2.20.142.210,
92.122.147.28, 172.217.21.225, 172.217.23.97,
37.157.4.25, 37.157.6.253, 37.157.3.29,
37.157.2.239, 37.157.6.241, 37.157.6.247,
37.157.5.142, 37.157.4.24, 91.199.212.52,
46.228.164.11, 151.101.2.49, 151.101.66.49,
151.101.130.49, 151.101.194.49, 92.122.145.117,
37.157.2.235, 37.157.6.251, 37.157.4.40,
37.157.3.30, 37.157.4.39, 37.157.3.28,
37.157.4.29, 37.157.2.234, 104.43.193.48,
92.122.147.230, 204.79.197.222, 93.184.220.29,
172.217.16.170, 172.217.18.106, 172.217.23.106,
216.58.212.138, 172.217.22.42, 172.217.22.74,
216.58.212.170, 172.217.23.170, 142.250.74.202,
172.217.22.106, 216.58.205.234, 172.217.16.138,
172.217.21.202, 172.217.21.234, 51.104.139.180,
216.58.205.227, 172.217.21.227,172.217.18.14,
216.58.208.36, 172.217.16.131, 172.217.18.99,
74.125.173.233, 92.122.213.247, 92.122.213.194,
20.54.26.129, 52.155.217.156, 173.194.188.42,
173.194.165.171
Excluded domains from analysis (whitelisted):
fp.msedge.net, gstaticadssl.l.google.com,
ssl.gstatic.com, uipglob.trafficmanager.net,
arc.msn.com.nsatc.net,
clientservices.googleapis.com,
584d8cchbb49ccfo88fh43167f391ebbce.safeframe.go
oglesyndication.com, track-
eu.adformnet.akadns.net,
ssum.casalemedia.com.edgekey.net, a-0019.a-
msedge.net, clients2.google.com,
ocsp.digicert.com,
audownload.windowsupdate.nsatc.net,
afp.dotomi.weighted.com.akadns.net,
update.googleapis.com, www.google.com,
watson.telemetry.microsoft.com, www.gstatic.com,
24d55f2e779b71ae84830a3eebf266ed.safeframe.g
ooglesyndication.com, au-bg-
shim.trafficmanager.net, secure-
adnxs.edgekey.net,
e8cebfedb9e276799155c422dd3969db.safeframe.g
ooglesyndication.com, www.google-analytics.com,
pagead-googlehosted.l.google.com,
23b26c62870fa23d9efc7al2c15fb6b3.safeframe.go
oglesyndication.com, content-
autofill.googleapis.com, 2-01-275d-
0028.cdx.cedexis.net, db3p-ris-pf-prod-
atm.trafficmanager.net, ris-prod.trafficmanager.net,
displaycatalog.md.mp.microsoft.com.akadns.net,
ssl.trustwave.com,
pagead2.googlesyndication.com,
www.googleapis.com,
skypedataprdcolcus15.cloudapp.net,
03d8bd4c87e529c6f89d805376aa7d3f.safeframe.g
ooglesyndication.com, ris.api.iris.microsoft.com, r5--
-sn-4g5ednse.gvtl.com,
43d2c973d504de06853a74a8aa45f4c2.safeframe.g
ooglesyndication.com, www3.l.google.com,
blobcollector.events.data.trafficmanager.net,
e6603.g.akamaiedge.net, dsum-
sec.casalemedia.com.edgekey.net,
clients.l.google.com, r5.sn-4g5edn7y.gvtl.com,
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Simulations

Behavior and APIs

Time Type

10:12:27 API Interceptor

Joe Sandbox View | Context

IPs

No context

Domains

Copyright null 2020

2x Sleep call for process: chrome.exe modified

h2.shared.global.fastly.net,
au.download.windowsupdate.com.edgesuite.net,
cs2-wac.apr-8315.edgecastdns.net, r5.sn-
4g5edney.gvtl.com, adservice.google.com,
track.adformnet.akadns.net,
al449.dscg2.akamai.net, arc.msn.com,
e94a5a8d1fd72f1787c271c674c62fbe.safeframe.go
oglesyndication.com,
9e16dfc4a8b87d4f8125198eb23e3f73.safeframe.gc
oglesyndication.com,
db5eap.displaycatalog.md.mp.microsoft.com.akadn
s.net, e8037.g.akamaiedge.net,
redirector.gvtl.com, www.googletagmanager.com,
dc911c7fd8279b5b09546b2elee86da5.safeframe.g
ooglesyndication.com, pubmatic.edgekey.net, r5---
sn-4g5edney.gvtl.com, r4---sn-4g5ednz7.gvtl.com,
1.perf.msedge.net,
4b59331a563429ce121717d1495de25d.safeframe.
ooglesyndication.com,
displaycatalog.mp.microsoft.com, img-prod-cms-rt-
microsoft-com.akamaized.net,
b527a9f15742bc337d1ca3e556de4388.safeframe.g
ooglesyndication.com, r5.sn-4g5ednse.gvtl.com,
displaycatalog-
europeeap.md.mp.microsoft.com.akadns.net,
skypedataprdcolwus17.cloudapp.net,
accounts.google.com, www-google-
analytics.l.google.com, fonts.gstatic.com, www-
googletagmanager.l.google.com,
ctldl.windowsupdate.com, a767.dscg3.akamai.net,
ad.turn.com.akadns.net, r5---sn-
4g5edn7y.gvtl.com, r4.sn-4g5ednz7.gvtl.com,
dsum.casalemedia.com.edgekey.net,
play.google.com, 2-01-275d-0035.cdx.cedexis.net,
tpc.googlesyndication.com, crt.usertrust.com,
ssum-sec.casalemedia.com.edgekey.net, 2-01-
275d-002f.cdx.cedexis.net,
5322d77b112933525e277c2f9aef7f0f.safeframe.go
oglesyndication.com, e6115.g.akamaiedge.net,
5b53f8a210aa91d532b73fed2c2be7e4.safeframe.g
ooglesyndication.com,
c34edbe947c918439ed24a99b77{f08f.safeframe.go
oglesyndication.com

Report size exceeded maximum capacity and may
have missing behavior information.

Report size exceeded maximum capacity and may
have missing network information.

Report size getting too big, too many NtCreateFile
calls found.

Report size getting too big, too many NtOpenFile
calls found.

Report size getting too big, too many
NtQueryVolumelnformationFile calls found.

Report size getting too big, too many NtWriteFile
calls found.

Report size getting too big, too many
NtWriteVirtualMemory calls found.
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No context

ASN

No context

JA3 Fingerprints

No context

Dropped Files

No context

Created | dropped Files

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriCache\Content\4CA77D36767B6202D4786BF3D1EC5242

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 956

Entropy (8bit):  7.3478006141797225

Encrypted: false

SSDEEP: 12:AQ8f+rvA5L3jGKQVAS5L3j27QqUEpnJOvec4HIbMqoilagtzs TfLsqTSR2My30ux1:t9vguPvg+7QqUES]jQLscZ30ywr9ICRk

MD5: DC32C3A76D2557C768099DEA2DA9A2D1

SHA1L: 8782C6C304353BCFD29692D2593E7D44D934FF11

SHA-256: F1C1B50AE5A20DD8030ECI9F6BC24823DD367B5255759B4E71B61FCESF7375D73

SHA-512: 0709087318438E54CFC687B3C16CD8789E1CC3438720E39E79E00519184B03E7F84AD92C2B0C0B91592743DCA04D4A5CE02A6C31A0A5AA9674A45C4D96BOADC

Malicious: false

Reputation: low

Preview:

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriCache\Content\77EC63BDA74BD0D0E0426DC8F8008506 E

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Microsoft Cabinet archive data, 58936 bytes, 1 file

Category: dropped

Size (bytes): 117872

Entropy (8bit):  7.994797855729196

Encrypted: true

SSDEEP: 1536:i/LAVEZrGcelx0hoW6qCLANz2p+/LAVEZrGelx0hoW6qCLANz2pj:UcMgZVCp8pwcMgZVCp8pj

MD5: DB381E85D86EA4484D20078E9EC667A6

SHA1L: 4871FDAFOC2EEC8183FC3CE7710B18FD3C647CEA

SHA-256: C3520E3ABEB43F6D416852C454414C5D7823A96FB9070BC30301ADDEBB334D4D

SHA-512: D9E03A617D1D9505D3ADA3C41FC8A53504F4F1C44F92AF00869F2FE150D6677FD4450E85EB1E3D920D32BA01F190E7F14BF130F8CC69EB47D834CCE43CAAT6!
0

Malicious: false

Reputation: low

Preview:
MSCF....8....... e Lo S LQ.v .authroot.stl..0(/.5..CK..8T....c_.d....(...... M$[v.4CH)-.%.QIR..$t)Kd...D....3.n..U..............].. =H4.U=...X..gqn.+S.AJ.....y.n.v.XC...
3a.l..]..c(...p.].M...4. 0. }JC.@.[.#xUU..*D..agaV..2.|.9..Y jA.@.Q....n7TR.. ../ .s..f+..c.9+[]|0. . .2ls...a.....wt.Lls... .O> #. pfi7.U....s. . .wz.Ag.Y ...

C..2...P0%.Y..?m....Z0.g3.>W0&.y](....].>... ..R.qB..f.....y.cCEB.V= ....60...eCS4.0......d..}.<,nh.;....)....e.]...Cx]..f.8.Z.&.C.....
0.0,V TU?.Z.r...0..>R .ZsQ...dn.0.<...0.K....|....Q..."...X..C Z.N.N...Uf.g'>}........ o\.cD"0."Y.....SV..g...Y.....o.=....k..u.
..... U.ewv.>.q.".$.)3..T..r..m...6..rIH.B <.ht.8.s..u[.N.dL.%...q....g..;T...5..\.....0... :

C:\Users\luser\AppData\LocalLow\Microsoft\CryptnetUriCache\Content\8A4AA6A226E1870F0261713C59F1CB84

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:

Copyright null 2020

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped

983

7.131487105347442

false
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C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriCache\Content\8A4AA6A226E1870F0261713C59F1CB84

SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

24:EJm3RW8571j3e1CyAQXESMrVAVsNFrcHgHmMk27mz:mL854PTQxMrGVmFrcHgHmkek

42F8529FE545103FDD848980A8647F29

CA7788C32DA1E4B7863A4FB57D00B55DDACBC7F9

ABCF64DBB4C8D5FD19CE48896068DB03B533A8D1336C6256A87D00CBB3DEF3EA
1A3994C12D65E9C96B4C4EBCF79E8B291B620177520A7D0482A2B6043DD150A9F2CE1627D130309390E3AC6BEISAF5F2B50C1993C478976D0CIA9638C46A61B
false

low

0...0 ..Vg...0.Lo..GY.u.0..*H........ 0{1.0...U....GB1.0...U....Greater Manchester1.0...U....Salford1.0...U....Comodo CA Limited1!0...U....AAA Certificate Service
s0...190312000000Z..281231235959Z0..1.0...U....US1.0...U....New Jersey1.0...U....Jersey City1.0...U....The USERTRUST Network1.0,..U...%USERTrust ECC Certification
AuthorityOv0...*.H.=.... vtlv..5.cc.0...U....

el ConXon..

C:\Users\luser\AppData\LocalLow\Microsoft\CryptnetUriCache\MetaData\4dCA77D36767B6202D4786BF3D1EC5242

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

240

2.9642397348892784

false
3:kkFKICXX3IXfIIXIE/nCzsl/dllelzR3N2verH+Ot1Wv8+u15lsdlynl8sLFI/:kKdxWCzx3N2veVtcE+lIndO
E314B3F0B7ABOFC87643843C056A2DDB

9F638425E588633CCI3D2D65843A1E8BFBAS8ABF
8B8BD0097C97DD666C647A4COE2C7TA4C6A93327DA3C14780E5FF5185DEAFSBAL

FB87BF2E7D9E46D5FC84BC78B629606E1B1AC27EE85431DA2CES5E1BOBOEB3A7346D0FDAGSF7C0549F66EE2FB3932D235EE849B64F983FC59C082CBAF3FDDI
FB

false

low

Peeees e T P KT (e s B [ RPN h.tt.p..//s.sl. trustw.av.e...com.l/is.su.ers./ST.CA..crt."3.b.c.-5b3ff3
.1.8..6.0.4.0."...

C:\Users\luser\AppData\LocalLow\Microsoft\CryptnetUriCache\MetaData\77EC63BDA74BDOD0E0426DC8F8008506

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

652

3.1229696180105786

false

12:GkPIE99SNxAhUegeTCIKPIE99SNxAhUegeT2:GKPcUQU76CkPcUQU762
D9AAD824A5DF18D844CA74033CESD517
B7D22592754D9781B46DF8E2132830B6CF146699
3F54FFC4E00C6E46B3A94D4CD3327BB235FE4650DDD2D1F417719764E2EB4D3C
CC26857106D2AD38490662C4624DB45B0133687622E83CC93E5B6A2CID7791EE02A00CFI055168A736175E273333FE6790B352B454BA8B143F75840F9AFD5CAG

false

8...h.ttp..//ctldl.w.in.d.ow.s.u.p.date..com/ms.do.w.n.lo.ad/u.p.date./v.3./s
tatic/truste.d.r/en/authro.o.ts.tl.cab.."0.6.9559..2a0.d6.1.:00." P oo KT (e e Y. S 8...h.t.t.p...
/l.ctldl.w.ind.ows.up.date..com/ms.dow.nlo.ad/up.datelv3/static/trus.te.dr/en/authro.o.ts.tl.cab..06.9559e2a0.d.6.1.:0."..

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriCache\MetaData\8A4AA6A226E1870F0261713C59F1CB84

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

Copyright null 2020

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

250

2.9792482755074907

false

3:kkFKINIJY 3IXflIXIE/IQcjxIzR8tlwiANjpU+plgh3Cfax3QbalL U15IgErtdYII:kKNEQMILjMulgkfaWbLOWw/
5A4BAA745A5071FB014AB551BAB0D498

05E5BEA26D56C6E160FD10B61F849E2EAFE2D8DB
94AF632A0BB4D7519970AEC3123A551FBFAF616795A26C554788B4AE681232BB
D3F36C4112AA04FOD9F16A9CE81020586BBAES545725F12EE46671083184D38F113078289EBC80837CB40010D3D8CIAFB7B1FEC93650A90ADBBF84B4F4A32A3E
false

low
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C:\Users\luser\AppData\LocalLow\Microsoft\CryptnetUriCache\MetaData\8A4AA6A226E1870F0261713C59F1CB84

Preview:

Peeees e N GXMT (e e (f..@8..............http..// crt.us.ertrus.t.com/USERTrustEC.CA.ddTrustCA..cr.t..
".5.c.8.6.£.6.8.0.-.3.d.7."...

C:\Users\luser\AppData\Local\Google\Chrome\User Data\l1e19f240-83e3-43b8-bf7e-3a23997053ec.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

modified

160448

6.084177568922665

false
3072:1uK/JowiK5POmMR8DsYYlhFcbXaflBOulGOJmA3iuRA:NJdRMmynYlvagfllUOoSiuRA
1B88FOD6FC5452B5D14CFC43A75F586E
092D3216137D16866DBIAA65619EEF8CCCE75096
EO8FFE6AA3DI1FC6F65581ABCOEFAA4CAEFI7FF730CED86D57116AF55E060A1F

6A2E349241853076983B056AD3EFA34A1DB489D8373A19AA79A616D1CD398DED4EAB265F2C986EC7FB678C8A14F055CD8BCAA300545379EF7ASF2D2ES5A35FC
9

false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},"network_t
ime":{"network_time_mapping":{"local":1.60698674374801e+12,"network":1.606986746e+12,"ticks":304171919.0,"uncertainty":4454872.0}},"os_crypt":{"encrypted_key":"
RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABaHIWIOHYIQKZwuwW8VOyxAAAAAAIAAAAAABBMAAAAAQAAIAAAAOT4{8ZmMIOU1zXX60EUPPQIYBISIOILG
eiMKilFJZDroAAAAAABAAAAAAGAAIAAAAFW10avBhyV7qwszPZbindD+KU20sh507HSmDPpFnuCDMAAAAGEkmgbufgFUSmMOzx4cW7Aup7spgps4DvgbPrwRg
UGQqSpRZvQkbO+yVH56WF9zMTtOAAAAAYRWtY xjf7/AqYrFr0JZ6kbTiUt0/2PKkCw7ntLtbN2grad713MeL4iNGDFgqRIhWgsh/6w0gJzQxAfL6rdzxi"},"password_manager":
{"os_password_blank":true,"os_password_last_changed":"13245922715948744"},"plugins":{"metadata":{"adobe-flash-player":{"di

C:\Users\luser\AppData\Local\Google\Chrome\User Data\4d4cd37a-710c-412e-9967-e967ed072066.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

160197

6.083805317576096

false
3072:3JPK/JowiK5POmMR8DsYYIhFcbXaflBOulGOJmMA3iuRA:50JdRMmynYlvagfllUO0SiuRA
57D34176B555CCAEDF7F3FD51E45CF1C
8A3DCD87CE1F9C96176194E0FF032C4CA2FCAFA8
A783CF27CCE187D01F1B98EB619794965EA6592BB6AFC101E07D25E7975944E5
9AACFBACI946D410E3196A5C7E24291CABE290455D7CCADA983C977FBCB34584387F470B54297749831667053C08FD42B6F86D24E47B5D39B5CD2B052480E1A6
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},"network_t
ime":{"network_time_mapping":{"local":1.60698674374801e+12,"network":1.606986746e+12,"ticks":304171919.0,"uncertainty":4454872.0}},"os_crypt":{"encrypted_key":"
RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABaHIWIOHYIQKZwuwW8VOyxAAAAAAIAAAAAABBMAAAAAQAAIAAAAOT4{8ZmMIOU1zXX60EUPPQIYBISIOILG
eiMKIilFJZDroAAAAAABAAAAAAGAAIAAAAFW10avBhyV7qwszPZbindD+KU20sh507HSmDPpFnuCDMAAAAGEKkmgbufgFUSmMOzx4cW7Aup7spgps4DvgbPrwRg
UGQqSpRZvQkbO+yVH56WF9zMTtOAAAAAYRwWtY xjf7/AqYrFr0JZ6kbTiUt0/2PKkCw7ntLtbN2grad713MeL4iNGDFgqRIhWgsh/6w0gJzQxAfL6rdzxi"},"password_manager":
{"os_password_blank":true,"os_password_last_changed":"13245922715401452"},"plugins":{"metadata":{"adobe-flash-player":{"di

C:\Users\luser\AppData\Local\Google\Chrome\User Data\5cc7e8e1-2f79-40af-8564-a4461458fd29.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Reputation:

Copyright null 2020

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

160448

6.0841788731354685

false
3072:17K/JowiK5POmMR8DsYYIhFcbXaflBOu1GOJmA3iuRA:EJdRMmynYIvaqfllUO0oSiuRA
F7AD2633168C05343C7706891F212AAA
04E46E5D46C1235C97B1A216144CEE6A6C27994E
9975D4DFIDDES9A6FE2186D7E53C7F508164E569D4FC2B31C7FES883F49152EB
E6DC269B28A0034A44C21B7F891201F175DADA690AD2874CAD92B4A30D2CC75A506743A7AB56317AA4FBEF1173A305125136244BC7C4DA400B2FCF1826F92F5
false

low
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\5cc7e8e1-2f79-40af-8564-a4461458fd29.tmp

Preview:

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},"network_t
ime":{"network_time_mapping":{"local":1.60698674374801e+12,"network":1.606986746e+12,"ticks":304171919.0,"uncertainty":4454872.0}},"os_crypt":{"encrypted_key":"
RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABaHIWIOHYIQKZwuwW8VOyxAAAAAAIAAAAAABBMAAAAAQAAIAAAAOT4{8ZMIOU1zXX60EUPPIYBISIOILG
eiMKilFJZDroAAAAAABAAAAAAGAAIAAAAFW10avBhyV7qwszPZbindD+KU20sh507HSmDPpFnuCDMAAAAGEkmgbufgFUSmMOzx4cW7Aup7spgps4DvgbPrwRg
UGQqSpRZvQkbO+yVH56WF9zMTtOAAAAAYRWtY xjf7/AqYrFr0JZ6kbTiUt0/2PKkCw7ntLtbN2grad713MeL4iNGDFgqRIhWgsh/6w0gJzQxAfL6rdzxi"},"password_manager":
{"os_password_blank":true,"os_password_last_changed":"13245922715948744"},"plugins":{"metadata":{"adobe-flash-player":{"di

C:\Users\luser\AppData\Local\Google\Chrome\User Data\6e5c85c4-1af5-42d5-8d94-1e4b83a53ece.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

160197

6.083804491539982

false
3072:3UnK/JowiK5POmMR8DsYYlhFcbXaflBOu1GOJMA3iuRA:EWJIdRMmynYlvagfllUOoSiuRA
AAF6DD5E86BE3F4575DF688BEA1S5BAC
2AF062F841D2266762ABC7A048DOCF14A7D3E7F9
4495B5D0C1390A939B30D3766AC981C34F182AF2416714FA3D41B374F3E830D3
E14605BFB64377228D044BA4D8369423127D8C94E46274B85DF2E2087BD71E9FB25717F0AE93713186C97FBD23B2D07B36578AF20F56C45D1E1FDD47A770882D
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":{}},"use
r:{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en-GB"},"legacy":{"profile":{"name":{"migrated":true}}},"network_t
ime":{"network_time_mapping":{"local":1.60698674374801e+12,"network":1.606986746e+12,"ticks":304171919.0,"uncertainty":4454872.0}},"os_crypt":{"encrypted_key":"
RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABaHIWIOHYIQKZwuwW8VOyxAAAAAAIAAAAAABBMAAAAAQAAIAAAAOT4{8ZMIOU1zXX60EUPPIYBISIOILG
eiMKIilFJZDroAAAAAABAAAAAAGAAIAAAAFW10avBhyV7qwszPZbindD+KU20sh507HSmDPpFnuCDMAAAAGEkmgbufgFUSmMOzx4cW7Aup7spgps4DvgbPrwRg
UGQqSpRZvQkbO+yVH56WF9zMTtOAAAAAYRWtY xjf7/AqYrFr0JZ6kbTiUt0/2PKkCw7ntLtbN2grad713MeL4iNGDFgqRIhWgsbh/6w0gJzQxAfL6rdzxi"},"password_manager":
{"os_password_blank":true,"os_password_last_changed":"13245922715401452"},"plugins":{"metadata":{"adobe-flash-player":{"di

C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

120

3.3041625260016576

false

3:FkXwgs0oRL6twgs0oRL6twgsOoRLN:+taRL+taRL+taRLn
E6C1693D9F0F6B6E878D098FBFDACI2A
D9D2708143B4A3BA5D14DFED59DCB6B88DF172D9
E9DA6B8F6549D084D8740EB4C25755989B057EBF4F36B5E526F34DFFAB7500CF

19B28BFE66708B294AB033C2F87D219E1C29D4F9363AC92E89B9406F6E2ACB13AD5DF73DD7E163D1ADECOAF89C42DA112AE153EB23378EC29302F91192B7C5
9

false

SAPC....covieiiie UO..E.D.Q.0...sdPC......c.ccccerunee UO..E.D.Q.0...sdPC......c.cccceurunee UO..ED.Q.o....

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\007a3b44-1984-454c-8d87-9c314ae983d1.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

Copyright null 2020

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

3473

4.884843136744451

false
96:6FGX0G70GhIGpyGzRDYLIEHYDBKGzUGaCGjHGESHG/OG6mhM:6Fe0i0sllyGzRDYLIEHYDBKSUpCQHrSP
494384A177157C36E9017D1FFB39F0BF

CE5D9754A70CD84CEE77C9180DB92C69715BE105
07CFOA5189FAD30A4AA721F4F6DA1B15100991115833EACFALE2DC84A1B54337
BFBBOEECOCOB5D9E487047703BE49826321A4D249422E0C81E978E6C8A310F41C7B4B8F849229BA87484FDF4831DD6A98FF994DOFDASCE3D341CE615C15F2F1
false

low

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248516607497410","port":443,"protocol_str":"quic"}],"isolation":
[1,"network_stats":{"srtt":27387},"server":"https://www.gstatic.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"1324851660
7334226","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":34287},"server":"https://ssl.gstatic.com","supports_spdy":true},{"alternative_service":[{"adverti
sed_versions":[],"expiration":"13248516607463627","port":443,"protocol_str*:"quic"}],"isolation™:[],"network_stats":{"srtt":31787},"server":"https://fonts.gstatic.com","s
upports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248516607318875","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{

"srtt":23359},"server":"https://apis.google.com","supports_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\013c7a64-f2b3-4c9b-9f84-de192776af0a.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5726

5.167908757624649

false

96:nI0g04KOQHIV85k0JCKLBANK91IbOTIVUHN:NIOB47kIGh4Kxk9B
517DF8884BC210A9E1950F7B7C6986E3
322FE8600589B729C9F31F292FF7CEEBF842E920
3A743FC9891C49FE9EDBE3C53E77219E028B074E1CICDO6CIA6C43A961DBF728
CAE33CE4COBFBFED01A5058CD6219B44B18329AA68B3C3381858F5E1E7600039F14893E3A1537139E6E643E24797A98359F48FA4F009EC3D52959BCCDC8DFA9
false

low

{"account_id_migration_state":2,"account_tracker_service_last_update:"13251460341162165","alternate_error_pages":{"backup":true},"announcement_notification_ser

vice_first_run_time":"13245924509391818","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"bookmark_bar":{"show_on_al

|_tabs":false},"browser":{"has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_placement":{"bottom":974,"left

":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"countryid_at_install:21843,"d

ata_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","O","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0", 0", 0", 0", 0", "0","0","0","0"," 0", "0","
' ' ""2042016"],"daily_received_length™":[*0","0","0","0","0","0","0","0","0","0","0","0"

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\166e634c-4e94-4c1f-9a19-3f237303d6b3.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

16763

5.5775423392708445

false
384:KZDtKLINPXg1kXgKf/[pUZNCgVLH2HfDQrUg+bb74Y:3LIxg1lkXgKf/[pUZNCgVLH2HfcrUul7P
4ADOA7C56FC6B11089B3C6B42346DE3C
A513A269668252E746B3D0A21A3E54794BE106A6
C1E05F2CBFABED690A4AALFADB1B2D3A53BE418CD81496D1BD297226BBA3562E

8D376EBB7F165A2A58A7260A103F85ED7E9781C7A520D196DBD8DA817F7C08788184A28ADEB32C069B30CB18E4C65D857279B75C02307DED2D48BB48BACSAL
7

false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13251460340969004","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13tO00sjuzRsf6xtD2SKxPITfuoy7AWoObysitBPVH5fE1INaAAL/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG

ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\2624f128-dddd-4093-b5b6-01e7b27a72f4.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

12188

4.900402340009727

false
192:JzMKxDHXTz6VFODk8gXr1iJh/9Ucn6UQ55siJoXe6fLut5V3K+0ibBFznLWa+umZ:JoKx7XTz6VFO08gXrl1Yh/9Ucn6U82iJC
191FBEC3C81E59ACD97C0318007A575C

FC52431ADF050FBD2B0OF117F76FF542A03FE220D
B6F5A35DD1A36D77FBB8CCCD130B483F6173F7A1CBAC3A8ACA96E731BCE95445
CD86BE04D4FB519CFD031F312F766D33F26BAF68CB1072F911696E875755DECE86A63708140C851A6F3C6CFOAC5F3994313666A2F49AC005BCOE7876D6B14 10k
false

low

{"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://dns.google","supports_spdy":true} {"isolation":[],"server":"https://redirector.gvtl.com","supports_sp
dy":true},{"isolation":[],"server":"https://fonts.googleapis.com”,"supports_spdy":true} {"isolation"[],"server":"https://ogs.google.com","supports_spdy":true},{"isolation":[],"ser
ver":"https://apis.google.com"”,"supports_spdy":true},{"isolation":[],"server":"https://www.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://btloader.c
m","supports_spdy":true},{"alternative_service":[{"advertised_versions":[50],"expiration":"13254052346876540","port":443,"protocol_st uic"}],"isolation":[],"server":
"https://stats.g.doubleclick.net","supports_spdy":true},{"isolation":[],"server":"https://u.openx.net","supports_spdy":true},{"alternative_service":[{"advertised_versions":
[50],"expiration":"13254052348712551","port":443,"protocol_str*:"quic"}],"isolation™:[],"server":"https://c34edbe947c918439ed24a

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\2903f021-3e38-4332-9206-18bbe61c39f4.tmp

Process:

File Type:

Copyright null 2020

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\2903f021-3e38-4332-9206-18bbe61c39f4.tmp

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

dropped

22620

5.535384756212785

false

384:KZDtPLINPXg1kXgKf/pUZNCgVLH2HfDQrUtHGONZI+8R748:YLIxg kXK f/pUZNCgVLH2HfcrURGONC

53E1FB61FAEAGE72EE47C211A5DFDDO7

DOA67B5F369C1ED027F625052A5B9356BD6BB7BE

19C9B38CBOF00063DBBA904E8A6124806B0B493CBCFDOASC539381E9D26114B7
8B5A61D8640DB220F6AF5BD6BAEDD6649077D2A9E711E5D60ED7A0B794D0FF8632D9A8C603952E3F44981CC6B006B3FI60F0687909AE974417418C5C69748C6¢
false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13251460340969004","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13tO00sjuzRsfExtD2SKxPITfuoy7AWoObysitBPVH5fE1INaAAL/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG
ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wRG6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\dad1d1dd-c9e3-4f1a-9f45-30703f698a72.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

3553

5.600982244932505

false

96:7UqUQUTUPUNeUPkieUOr5sUjuU2UcUvVUAKUzweUIUGPeU3UDUZUFUqUd: 7UqUQUTUPUNeUPOUOr5sUjUU2UcUvUAU
EO0A5A204E053A9C8D3E772748581E61

BE5B9B2COABO7A1C8798F11F212E8001B6368BD2
F8AF464EC4EB65E5E2A3AC5737D78EF41FF6A7TACE2F6238D3F99FESA5580523AC

A117870F3C8AD246DF90DE74DEF6A28228B4852604934CC6AF4AFD8B5CBES02BA3CASDD5A377BF1CB373517E37BC69A9786F89CDEY08SEN071B5327F108FD21
8

false

low

{"expect_ct":[],"sts":[{"expiry":1622754758.606976,"host":"BBOugrewRBSrzXkoKc6fleOsVpbOEp+WZj0hzmox9d0=","mode":"force-https","sts_include_subdomains"
-false,"sts_observed":1606986758.606978} {"expiry":1609578749.881558,"host":"Dg14flaciUHGX6Lc+OnYmaNiAA/ADiwumtlyPrC3d6U=","mode":"force-https","sts_i
nclude_subdomains":true,"sts_observed":1606986749.881562},{"expiry":1622766746.164556,"host":"E10e7Gwg5+phsYD4E8qNYFsQySXnIHPAfo4zloUPESc=",
"mode":"force-https","sts_include_subdomains":false,"sts_observed":1606986746.164559},{"expiry":1638522760.896578,"host":"HGgWulmG70KoFG+SVLyzGa2Q/Pc9
2nvPSMCzgHENRIO=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1606986760.896582} {"expiry":1638522762.524955,"host":"Hi4bEdMq56
3Qsgn4sVyUls/uVk7U80IxMa3wyWVUgWU=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1606986762.524959} {"expiry":1617873146.876595,
"host":"LAZKY S46RVRCcFiZAzmUJrz6 TJHBd4nwE6VxPWfPLYHs=","mode":"force-https","sts_include_subdomains":true,"sts_

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\4e9b0eca-7e36-4a6a-9c1c-d02014ff249a.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5699

5.165223508906853

false

96:nIVO4KOQHIVISk0JCKL8ANK91IbOTIVUHN:nIM47kI7Th4Kxk9B
81C6060A5D80DD617627440A8B149514
D0OC734B449B166COF3F99B287A0DAFC72CD045C6
522CCBD0OCC343CC1D763D161C5D5479E5ED112B6DF94F0C866A0E9E443F1FD6D

E6AGAEO01E398176C9844CACAA50B7514C8B41FAFOBD414B1DCEF90BFE7DD37F25706 CDCE4ECCFABF3DEDS11EF74ECF3CAC7AFCOASCF89D41A2A77F7731CI
BFC1

false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13251460341162165","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245924509391818","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"bookmark_bar":{"show_on_al
|_tabs":false},"browser":{"has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_placement":{"bottom":974,"left
":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"countryid_at_install:21843,"d
ata_reduction":{"daily_original_lengt "o","0","0","0","0","0","0","0","0","0","0","0","0","0"
0", 2042016"],"daily_received_length":[

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\54e21646-27f7-4688-a8fd-abebf52ecd8a.tmp

Process:
File Type:
Category:

Copyright null 2020

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text, with very long lines, with no line terminators
dropped
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\54e21646-27f7-4688-a8fd-abebf52ecd8a.tmp

Size (bytes): 4559

Entropy (8bit): 5.600706722692137

Encrypted: false

SSDEEP: 96:7UqUQUTUPUoeLUveUPkieUOr5sUjUUAIUtUhyUfUVUAKUzknUfZUHeUIUGPeU3UF: 7UqUQUTUPUoeL UveUPOUOr5sUjUU5 U7

MDS5: 3808B3AC2DC0OD4D781FBDDFCC7DOD19A

SHA1L: 950DAC938C66D31B7913EB6E779DF1CD7073AEDA

SHA-256: 7A0C99124BE8A16D66003AFBEDCCE1EBAACF466950185E8DBCA05945ABEFBEO6

SHA-512: D2995BC1C5325DBB0AB47BC9924058D423B8A6EDDE6891CB02F1BCF4836A37F7DF58FB980F71B7A0FA2E85F5253EA2E626D8C48CC7E2CAACA735A520D9002L
B6

Malicious: false

Reputation: low

Preview:

{"expect_ct":[],"sts":[{"expiry":1622754758.606976,"host":"BBOugrewRBSrzXkoKc6fleOsVpbOEp+WZj0hzmox9d0=","mode":"force-https","sts_include_subdomains"
:false,"sts_observed":1606986758.606978} {"expiry":1609578749.881558,"host":"Dg14flaciUHGX6Lc+OnYmaNiAA/ADiwumtlyPrC3d6U=","mode":"force-https","sts_i
nclude_subdomains":true,"sts_observed":1606986749.881562},{"expiry":1622766746.164556,"host":"E10e7Gwg5+phsYD4E8qNYFsQySXnIHPAfo4zloUPESc=",
"mode":"force-https","sts_include_subdomains":false,"sts_observed":1606986746.164559},{"expiry":1638522760.896578,"host":"HGgWulmG70KoFG+SVLyzGa2Q/Pc9
2nvPSMCzgHENRIO=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1606986760.896582} {"expiry":1638522762.524955,"host":"Hi4bEdMq56
3Qsgn4sVyUls/uVk7U80IxMa3wyWVUgWU=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1606986762.524959} {"expiry":1638522788.602925,
"host":"I/IWWzGC30RCzliApYPQWeHZL0i50Q2mdITs65nBysI=","mode":"force-https","sts_include_subdomains":false,"sts

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\61f03a8e-959a-4e65-918a-a75537b1564a.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 4726

Entropy (8bit): 5.6010461652524945

Encrypted: false

SSDEEP: 96:7UqUQUTUPUoeLUveUPkieUOr5sUjuusUqUhyUfUVUAKUZKNUNCUNZUHeUIUGPeUH:7UqUQUTUPUoeLUveUPOUOr5sUjUU6BUGI

MDS5: BB2FC3DCB374776429A1B4613AD2AC65

SHA1L: FA95A5F3500B5E8E984100AD715373EBC28C4515

SHA-256: 800A836E5D9FD97FCA39FF1CB184620327E45634C792E694F43489C95ECECICL

SHA-512: 674A53AF8BF7BB75FBBDDD4C7D8F6C31047DCOFD18CFE847472B784B2B4CA41E9B6427B2CDIDASBAAD3471922625D9E79437C585F13CE6392E008A06138BCE
A

Malicious: false

Reputation: low

Preview:

{"expect_ct":[],"sts":[{"expiry":1622754758.606976,"host":"BBOugrewRBSrzXkoKc6fleOsVpbOEp+WZj0hzmox9d0=","mode":"force-https","sts_include_subdomains"
-false,"sts_observed":1606986758.606978} {"expiry":1609578749.881558,"host":"Dg14flaciUHGX6Lc+OnYmaNiAA/ADiwumtlyPrC3d6U=","mode":"force-https","sts_i
nclude_subdomains":true,"sts_observed":1606986749.881562},{"expiry":1622766746.164556,"host":"E10e7Gwg5+phsYD4E8qNYFsQySXnIHPAfo4zloUPESc=",
"mode":"force-https","sts_include_subdomains":false,"sts_observed":1606986746.164559},{"expiry":1638522760.896578,"host":"HGgWulmG70KoFG+SVLyzGa2Q/Pc9
2nvPSMCzgHENRIO=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1606986760.896582} {"expiry":1638522762.524955,"host":"Hi4bEdMq56
3Qsgn4sVyUls/uVk7U80IxMa3wyWVUgWU=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1606986762.524959} {"expiry":1638522788.602925,
"host":"I/IWWzGC30RCzliApYPQWeHZL0i50Q2mdITs65nBysI=","mode":"force-https","sts_include_subdomains":false,"sts

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\6b5f50f2-550b-4444-a898-42ae527ad4fe.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 5102

Entropy (8bit): 4.955200766962195

Encrypted: false

SSDEEP: 48:YcSAKMKIi4gAORGTIY GIQuoTwOirN4MgM8C1Nfct/9BhUJo3KhmeSnpAnk9JIb5G2:nILt4pIVQ5Kk0ICKLBANKI1IbOTIVUHN

MD5: 37EA574E414CAC056B7B30BB622F2D6F

SHAL: E63E6E05FE72226882B5424B269FDF59FC5EDB50

SHA-256: EF5BOBCC7DEF11A4D7F5D01F750907791B16D8CDAS6DEABBAAGE2484405AA887

SHA-512: Al11B158630FA53AD4F3D848E01C536269D9E593658CC14CF60C354386D1B34409EA4EB61762EA1361B7E0D960DC7B7BCAF718573D7BE78A9B6BI9ES46CA4BES
C

Malicious: false

Reputation: low

Preview:

{"account_id_migration_state":2,"account_tracker_service_last_update":"13251460341162165","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245924509391818","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"bookmark_bar":{"show_on_al
|_tabs":false},"browser":{"has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_placement":{"bottom":974,"left
":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"countryid_at_install:21843,"d
ata_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","O","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0", 0", 0", 0", 0", "0","0","0","0","0","0","
o","o0","0","0","0","0","0","0","0","0","0"," ","0","2042016"],"daily_received_length™["0","0","0","0","0","0","0","0","0","0","0","0"

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\8af65672-2f2e-44a4-a262-df5f0223930f.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with very long lines, with no line terminators
Category: dropped
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\8af65672-2f2e-44a4-a262-df5f0223930f.tmp

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

22619

5.53562191150879

false

384:KZDtPLINPXg1kXgKf/pUZNCgVLH2HfDQrUtHGDNZI+8k74mA:Y LIxg1kXgKf/pUZNCgVLH2HfcrURGDnc

9014F385BC7B531EBC3DB4EDA9C33AES

C0D362D73A693E4A7058559880D6D2E831BAAD21

ADC4575E33CA42CDF85761FBE3FDDOE142B80D57DD2B4F51377EC805EA7A9D6B
44C4AF7F1AACDD68A1C18F91B76EECF04B4529563DB6AA3F7A8A4CF3495647900C6780C88E80576E14CE347D114635E7D3351284AB0513B65836474A24D5FEA!
false

low

{"extensions":{"settings":{"ahfgeienlihckogmohjhadlkjgocpleb":{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","sy
stem.cpu”,"system.memory","system.network"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":
[1,"from_bookmark":false,"from_webstore":false,"incognito_content_settings":[],"incognito_preferences":{},"install_time":"13251460340969004","location":5,"manifest":{"a
pp":{"launch":{"web_url":"https://chrome.google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and
themes for Google Chrome.","icons":{"128":"webstore_icon_128.png","16":"webstore_icon_16.png"},"key":"MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCt
13tO00sjuzRsf6xtD2SKxPITfuoy7AWoObysitBPVH5fE1INaAAL/2JkPWkVDhdLBWLalBPYeXbzIHp3y4Vv/4XG+aN5qFE3z+1RU/NgkzVYHtlpVScf3DjTYtKVL66mzVG
ijSOAIWbFCC3LpGdaoe6Q1rSRDp76wR6jjFzsYWQIDAQAB","name":"Web Store","pe

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\99d8f14c-9c82-472e-96a0-0ceb3ch19fe3.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5102

4.953741608945042

false
48:YcSAKMKIirgALRgTIYGIQuoTwO0ir74MgM8C1Nfct/9BhUJo3KhmeSnpAnk9Jb5G2:nlw04plVusk0JCKL8ANK91IbOTIVUHN
FI9B90D67CF0244CC7C61A0A4004D4FA2

D190C905055725680BBA2B2DC7999BDDA4ABI362
7F2A9A5A9491894D7A8E60E91CAAL20A7FC21835DB307FC176A3CFF2F42006E6

7745BD75E2422613197237580895E01CBBF504510E1C6A1AB163BB47EAFFA810DDAB788C4F0A34EDB6D259DB01D28E024F6DF8B8F8573EF9CAB5D58CB6FFF1:
E

false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13251460341162165","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245924509391818","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"bookmark_bar":{"show_on_al
|_tabs":false},"browser":{"has_seen_welcome_page":true,"navi_onboard_group": hould_reset_check_default_browser":false,"window_placement":{"bottom":974,"left
":10,"maximized":true,"right":1060,"top":10,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"countryid_at_install:21843,"d
ata_reduction":{"daily_original_lengt "o","0","0","0","0","0","0","0","0","0","0","0","0","0"," o","o0","0","0","0","0","0","0","0","0","0","
o","o","o","o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","2042016"],"daily_received_length":["0","0","0","0","0","0","0","0","0","0","0","0"

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\9f149523-671f-49a6-b0bb-276ad9c5fbed.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

4727

5.59969314304794

false

96:7UqUQUTUPUo0eLUQeUukieUOr5sUjuusuqUhyUfUvUAKUzknURcUNVZUHeUIUGPej: 7UqUQUTUPUoeLUQeUu0UOr5sUjuUBUqgz
BE8C71A1A23DE03B045FA16B604109D7

4445E2D3F2DDB765540D07B64014D9C40150BF24
1BBA7E022937A07A7660DOE2DFODAA4F34BFADDC55A7BE3CF58CFD6B6AALD725
731FC8C3CDY9E6479340D83E1D44F9239F7FD69FEC7D8170C49D734833F054E58B75C4B043F252DD7ESCF0C13444C82722D5E756458BDA54E6204F74AFESBI61I
false

low

{"expect_ct":[],"sts":[{"expiry":1622754758.606976,"host":"BBOugrewRBSrzXkoKc6fleOsVpbOEp+WZj0hzmox9d0=","mode":"force-https","sts_include_subdomains"
-false,"sts_observed":1606986758.606978} {"expiry":1609578749.881558,"host":"Dg14flaciUHGX6Lc+OnYmaNiAA/ADiwumtlyPrC3d6U=","mode":"force-https","sts_i
nclude_subdomains":true,"sts_observed":1606986749.881562},{"expiry":1622766746.164556,"host":"E10e7Gwg5+phsYD4E8qNYFsQySXnIHPAfo4zloUPESc=",
"mode":"force-https","sts_include_subdomains":false,"sts_observed":1606986746.164559},{"expiry":1638522760.896578,"host":"HGgWulmG70KoFG+SVLyzGa2Q/Pc9
2nvPSMCzgHENRIO=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1606986760.896582} {"expiry":1638522762.524955,"host":"Hi4bEdMq56
3Qsgn4sVyUls/uVk7U80IxMa3wyWVUgWU=","mode":"force-https","sts_include_subdomains":false,"sts_observed":1606986762.524959} {"expiry":1638522788.602925,
"host":"I/IWWzGC30RCzliApYPQWeHZL0i50Q2mdITs65nBysI=","mode":"force-https","sts_include_subdomains":false,"sts

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG

Process:
File Type:
Category:
Size (bytes):

Copyright null 2020

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text

dropped

334
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase\LOG

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

5.181489425048587

false

6:hsWIiN+q2Pwkn23iKKAKORXXTZIFUtwssWF2FZZmwyssWF2FNVkwOwkn23iKKdKT:Ja+vYf5Kk7XT2FUtWEF2X/yEF23V5J3fv
324E5A12EBE357F712196DE11C1F2D69

AB83C089D484CDDD654A560B1BD28A0458C1365FA

51B66B7378ADB54EFF469C1C0AC35544218294090A5AF57B2A5ECB602F430224
897D2754407191EB41DA25267BC83B6CAEB355D259123049A38FEC5864849250E441102F80AF3EF89D5B380AECAEA2ESDEAS287BDB212687A9AB3F1301A5879F
false

low

2020/12/03-10:12:43.084 24dc Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrikeDatabase/MANIFEST-000001.2020/
12/03-10:12:43.086 24dc Recovering log #3.2020/12/03-10:12:43.086 24dc Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\AutofillStrik
eDatabase/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

318

5.1470224171486

false
6:hsWig2Pwkn23iKKdKyDZIFUtwssWjeXZmwyssWVkwOwkn23iKKdKyJLJ:JivYf5Kk02FUtwEjeX/lyEV5If5KkWJ
003817162FBAE9A456259A24E0AABS58

92DCA3CBC32EB692B7FF2A2DA0BBA49668E332EA
EACAA5B75C77EC16525B8FAA16BC3C45B4AC470123E60C0F98498E77504CE023

50CAA1EBFA045F5577ADF215321D12E864A326AFFFFFD47FE48A1E13B2108880083E4401ABADB6ES6C1EB7BFOE1IFDB1B10E1BD51D73EAS8EDSDBA26201539D/
ED

false

low

2020/12/03-10:12:43.160 1bd4 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatabase/MANIFEST-000001.2020/12/03-10
:12:43.163 1bd4 Recovering log #3.2020/12/03-10:12:43.164 1bd4 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\BudgetDatab
ase/000003.log .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\02920c9647a0fdc3_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

2264

5.4033362685240744

false
48:GN4Jy/wsWm1pQI3yAgPLKrA9ipj+igQ/HqQECW5:GNMy/wsWupQI3GWxj+igQ/7j
AF4B79C047421059BED249CC513FC873
1B52AA53D4A30673B99FB258F9067515EBACDCO3
42A7E3E00383DFCA264594E77904B7F524DFBF8F68049A734AFECO3BD4AEAFS7
D178994894F7DE50367372E5D2721B6600241E934E0F88EA4F150A80B2168723BB003A8DCB19457527B29820CC1A32D55425D5462431E57D3520C5478A8E5CB8

false

low

&...&(S....... ay..;o Eodo &.(S.....0. Q... Ed....... .
define....Qb..s....amd...... ..M ...... QcR.!.....jquery....Q.@.P.....module....QcZ.;N....exports...Qc..C.....require....... Qc..dm...window....Q.@..g....jQuery...K ...

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\056c7341c0a0787f 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Copyright null 2020

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

236

5.6344571409691495

false

6:mwXXYH5PLHmMfXMZJZwltgdjMGiU2fkH4b5tbK6t:IW5boaXwXgdjHckCtN
353430B27F7DD168AC64AEEFE1B65390
DB666374F6472F96561ECAFB2736E77ECFE4B957
CFCOBC938CB6C2EEDE7C383B34988AAB5DCE45E2A11CFBB3CA7BE4EACEF64AEQ
OF8ED873F1BF7BBD1B832327A4A97D05D7B5FD06B4905843F018DB19A0E30FB39ES5CA18202A44336772B18F78C108A5D1F628D10975E839FC8ACFA35FFF80CD

false
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\056c7341c0a0787f 0

Reputation:

Preview:

low

O\r..m.
..(SZIV..A..Eo.

._keyhttps://abs-0.twimg.com/login/base.7ced3ee3ff61dadf91a9c9bd7082adc8f158a360.js .https://twitter.com/=.5."./.

a)#(3n..

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\06637864d920d6f7_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

336

5.905600225531717

false
6:mpXYGL+MIwJJaKo5CygDDIKb1Br/8DK6tNK6EDJjRtMfalKb1Brh:glwva5cXDsaG137W/a
97297F820DE5F3CF16D7AABA07199281
AFBE1A40DD64937308F5A9B11932FFABE672C1E2
02B46A0E35790F37D914AD6EB81DE1CD89E34C88E367DB6630116C892E0475B6
25355463630D9E771215043C386EDC4ACBFDE82C65C5AEFF5F616D49E419D9935533E9BA5946C1A76D265A7D3260647A547F104DD002DCF2C30DBD232C428AC

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\07e7c48acd14fc16_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

210

5.4322889272769554

false

6:MM36EY0K2hVH4/VRKIpQJt+XzBbY6hK6t:zK46WKf7
F0852971607B044C26BF5341B3B0C785
3288E7FA9FABIC42F6CAB06292ABBBE2D084525C
5AD377BCD7C71AE10713351B6299B6718BB2C91A9CAC247502F62EC5C1113C1D
58CB938CAAF2C9AAB53792675C22D22A8F7A935FD7DB50CF399458A86D43313B4442C0E4B436524032BE639C1D7C77A090336BB320A657DA19C7D652FB83C27

false

_keyhttps://pastebin.com/assets/1745bc3blyii.captcha.js .https://pastebin.com/...." /............. [sN SR STAu#". JVvIWZ.$ A Eo....k.qQ........ A..Eo

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\0f9a200ae7ca6f25_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

24140

5.643347571561368

false
384:6vdrV1Wv/AcGPWus1lcGSs+pRtkaNfrceN6x61ZIvA99:6v3kv/FGPWdhSHKaNfrc0017499
F3E5700A5F5AE46D40E60DOFFB2E3415
B1ACOF5C6B2B33A2B6B4B6A353D8268E75BD687A
B9D3BB4C33COF530E66261C28F801F0833338A4947A0DDFD923A7E1CO9CAGBAA

2CC8CE84F6E7EBF932183B67D5A9761F54BCF4357E9E29169ADES87103D7CE88FFA13797EE375D7EES26B23462F92DD0CDB02DAF6F0B9C0683B203D7BD95EC
A2

false

low

C7.d.9.9\.C.pM;Q...-.Z. X ALEO......, .M A..Eo...
...ca...Qbn...... g.....Q

. oornH...Qb.S....ja....Qb..4
ON....N....QbfK.....P....QbR.X...Q.....

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\116f16bda2dcabee_0

Process:
File Type:
Category:
Size (bytes):

Copyright null 2020

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped

247
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\116f16bda2dcabee_0
Entropy (8bit):  5.673354930574723

Encrypted: false

SSDEEP: 6:m6IXYk+f2pomWmnKIIKHjfLhmJ2mlvYpXDrvHygEm4dK6t: FN++amulJKHjfLkJpl4vHLjO

MDS5: A97612752C58D4463134B5F6DC18548B

SHA1L: BC09679A5B0OF72FFEAEB03FEA1401B9730645EE6

SHA-256: C575A6219D96C794C85BD649478EA43409F469290CF60BD71EF4C4762D75FC2E

SHA-512: 1637854CC3D00159CE219E0990F7ABCBF6C4FE72B6D8A4036A65483DFFA23656CD93C812757D86E674CB30A3A0F784D37DFI06E48BIEC234C440AD0094D77D!
Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\11a305796880f718_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 338

Entropy (8bit): 5.801713733913515

Encrypted: false

SSDEEP: 6:m7PYGLSqfIPNRKwW/iUKGNzrfHK6tmISmkgNnGnzr:IxvRi+zLJAISmkCGz

MDS5: 766F76FE708069723C762268E676DFF9

SHAL: 861F1FF90A10F53E2585716DF87BOEES72E7474D

SHA-256: F6190370BF68AB28A7BBD6C0203A7C82BF3FE7EC2D0A20FE9DI4BOF948A1703F

SHA-512: 1823EC56D79A08602694704B5CC33AABFD55DBCB6D73166D682BBI9EGAFA8250CA7B35EFC5AD1E2395EEDAGD3B08AF386D2BES2EEF293EE89290A22BF0D62C
4BB

Malicious: false

Reputation: low

Preview:
O\r..m......J......E...._keyhttps://www.googletagservices.com/tag/js/gpt.js .https://pastebin.com/,0.." /............. M. m..1.Ez..C".K.md..o......Il...A..E0........ Do A..Eo.....

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\182f2026d29d0de8 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 74472

Entropy (8bit): 6.052048644969269

Encrypted: false

SSDEEP: 1536:TffQJIpFRtYanimjDjY61Yehxrhuul8ITg6EA4ef5SmHY9nj5E:DfczSanU/jY61zIdIEgm/IY9nm

MDS5: E2B65359625C95E9F16AB48B80B516F2

SHA1L: 370861FAAC1E55BF3178F43D7562ADDFEIDEEGA3

SHA-256: 9D169D927CE93208D18F103F9AF5DCIBD448C898F037647547D167A04CFEC3FF

SHA-512: 1C43C8D4AA194134F8BD46D4B69AIBOF5D4F5996 D8BE8878FB4B20F6BD9A275E0E38230FCB6F532CF3AAADS083C6E95CAE9AG60EIF107921DD9668213D7C2F!
A

Malicious: false

Reputation: low

Preview:

(S.a. o L'b JRCe.
A....QbH....D....Qb..Z....C....QbZo......B....QbB..Z...E....Qb.$ }...F....Qb

X.....Qb..0..

y....Qbz@......z.....Qb...
.Qb.%.}...K.....Qb* |.....L.....Qb.ON....
.Qb.b...U....Qb.n."...ea...Qb./X....T....QbF....... V....Qb.i4....W..... Qb..3....Z....Qb.u&....Y....Qb2....... X.....Qb....... aa....Qb.*w

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\18b9130c1e45de41 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 1972

Entropy (8bit): 5.486302011970915

Encrypted: false

SSDEEP: 48:X8Pi/dX98ezEdg0y8PdieZBhgEKXBKMwWASV5gaM4AY9ecOi:XGirSDyGxilZ5gT4Auei
MDS5: A55FADOCFC215A153E27D10151E24E88

SHA1L: 7F2AC537764B0472D31CD4D50519CCA358721571

SHA-256: 7840ABF8A5262DAC12B4493999E071D259D3F96A39EC100929F1586F287FBFEC
SHA-512: CE80F98B031B3622252022487FCB06D0A1528CE993F110483A321660638A5FF80E03CF57D1CBC255669ADCDD33B123A95BC95F20B9EC71FFC92C792E8EOCED/
Malicious: false
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\18b9130c1e45de41 0

Reputation: low

Preview:
O\r..m. ..$..p...._keyhttps://cdnjs.cloudflare.com/ajax/libs/codemirror/5.58.2/addon/mode/simple.min.js https /Ipastebin.comly. .1h...K.8%]5.. ...B.j.K.
X..A..Eo. (L. Q.@Z;N.....exports...Q.@.P......module....Qc

.C..... . .amd......”....M" . Codeerror K DWeid S Sen& &)& S &
(cerenn&ze %& M &Joeeid(RCi I ....Da.... . P.g..... Q .https://cdnjs.cloudflare.com/ajax/libs/codemirror/5.58.2/addon/mode/simple.m
injs..a........ D...D:..D...P. '$..&.&...&(S.d."....0L

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\1b63c6e73bda96a4 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 6161

Entropy (8bit): 5.661259240752245

Encrypted: false

SSDEEP: 192:fSii78x/VYMtm5S00d46uk3tKOsggBaK9YAH2ZU:anEKM40r3tKOucK+VG

MDS5: 364EF134A83F831129F130A342600C10

SHA1L: 2C322CFBA5SA9F8D5D9AFACS521BCI9CEBO2A53C12

SHA-256: 0C717AE693F0F7291949623D397C21D5D4F6E36D2FACF145DC7712EB7A24A1ED

SHA-512: AO07A3AEBADO5BBACDB41AA7ED3D40CFC0254828D7AB497F1092D83262753C9A5D9952D02B2EAED371F6793FBF25C65514434A0DE9A4F339B79EBB2AB32201E
EB

Malicious: false

Reputation: low

Preview:

keyhttps://pastebin.com/assets/1745bc3blyii.activeForm.js .https://pastebin.com/...." /............. (o 0...>>. . R.Xvi.*Jj...7...A.Eo........ LS A..Eo..
..................................... OB i (S<700 L (See L Ve Rl B QCuV P events....Qc....j....defaults. Qf..W_....attributeDefault
. ..setSubmitFinalizeDefer....QezT7.....submitFinalize....Qc.ceQ....methods...QezJL.....watchAttribute....Qe... ...unwatchAttnbute.
Qf.I0 isEqual...QeB....... isObjectsEqual....Qe.9......isArraysEqual.....Qe......deferredArray.....QeBO}.....buttonOptions.....Qe..:h....getFormO
ptions... Qfb:......applyButtonOptions... Qf.Hn....restoreButtonOptions..Qd.#.Y....updatelnputs. QfF....... updateHiddenButton....Qd..N.....updatelnput...Qd........ attrHas
Error..Qe.?.]....updateSummary.....Qc&......getValue..Qd.R

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cachel\js\1ef7d216b0421f0f 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 247
Entropy (8bit): 5.7689689401367
Encrypted: false
SSDEEP: 6:m9kYk+f2pomWaKJInV6zhmJ2vABteh/mMoOnhh/bK6t:/++amfKJQzkIBeh/doG
MDS5: C228CAFF1A8EAD6D6FDC86360F84FC25
SHA1L: 3EED9D14DCA2E562D6DB1024443237E309FA4A60
SHA-256: 91DE8A605B04CC0448777CB6626F24A05244A38A0F1F8DDC1A010A71AD2EA5BL
SHA-512: 9F205F17B05140995F1FB4EAA368D870A8AD7DA16DOCD07D2D122A9D754535D7EA1ID8BCACFD12A020A359D4B26E54F151A876BF742F4F05669513631131E32B!
Malicious: false
Reputation: low
Preview:
O\r..m......Sueeee _keyhttps://static.xx.focdn.net/rsrc.php/v3id2q4/yE/llen_GB/BVpZI4bmBYG.js?_nc_x=1j3Wp8lg5Kz .https://facebook.com/.\.." /.............. F.....X.;D50<L.!.

.C..C..;.e\..A.Eo....... Foren ALEO..ccoiii

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\20ab2bbebc418a61_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 236

Entropy (8bit): 5.631668693226811

Encrypted: false

SSDEEP: 6:mVIVYk+f2pomHEh5hmJ2WMIA7ruOj3pkYnDK6t:E++am45kJulbéq

MDS5: F5C9491CB06DFO3AC539F7468E4C32D3

SHAL: DEDAD149905879C681918114561E230D6D64A458

SHA-256: E3B768FF767A87EF4D32322F4F4BC438AD86BEC194D11D076165E3B3EFFB2000

SHA-512: 22B85574932BCE77EE297D24447D7300C1B61CCC6580A1F977D99ADC7B1130B37B27AFF13743F8B331CEF4AFBEAS6A01E103A7AELIEOAD4CC35B898A5BBC8104
A

Malicious: false

Reputation: low

Preview:
Oo\r.m.....h........... _keyhttps://static.xx.focdn.net/rsrc.php/v3/yl/r/1d5nFTij40b.js?_nc_x=Ij3Wp8Ig5Kz .https://facebook.com/y].." /.............. F....X../.1.nQ/.gC.'"U%..T..
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\22b37a349d2034b2_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

247

5.722440445060799

false

6:mzLYk+f2pomWvrtJKApyJawhmJ2KALty3qvBr+5RK6t:wv++amiK8ynkJLGeqG
462B1199C273371A401029F478DDC988
8EB81C9042D5640AE39AB7A5791340AF0AE877FF7
A7299C824395F5B10C147AB45F2B8FFDE5S7C7717202D7C5BCE0846C63BD8DIDO

BFA723D7EC76392D6EC0O8F91AEEC96C7F33D2495BBODB8BAF8C514322FDIE43560CCC5B6448D76225199206EB849878CD8F17B52E5F62E21F8AAOB1582FB00/

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\22bbeef81bd7¢c9c7_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

247

5.743190511232818

false
6:mg+nYk+f2pomWMBIJIKjo46zhmJ24naMIAztKHIzsk4/MbK6t:fG++am5IIKF6zkJYk+XCMN
9BC605ABI29EO00FEDE20FCFDE4A16946
9E963179215677F9D8F3094DF203D48ED7DC102B
80A07C3865F4694C13A4483CD3EF2EDA5141B61D2B131F95B453BCE4309C37F5

F.....)M.0./Z&Y.

6C8B7AE878983DE7585A9DBD0AB3BBB4C27311DF379AD56ECDD4FB140B6A41F440C8203CCB148122EAF643D6757B15C7C52C1198BD3BB5F3ABE1379A755B0I

A8

false

low

O\r..m......s...4Z k...._keyhttps://static.xx.focdn.net/rsrc.php/v3ibcU4/yN/l/len_GB/KRKMSAK751s.js?_nc_x=1j3Wp8Ig5Kz .https://facebook.com/.;.." /.............. Fo... tr......S...
I.m1.7.....z;*q.l.A..Eo....... &U.......... A.EO..ccooiiiiin

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\2a3a31f51ba217b7_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

247

5.7217321106411285

false

6:moYk+f2pomWuPnKQqJhmJ2d/kZ5IH4SnK6t:N++amHKzkJwzDp
35AFBFBE3CODE10FD3AAE2475006989E
CCD7BB329063A785176F4827DC8E8F5E16AE3624
5433D1D7088D352E031E9385DC72CE40C899D90EC71F7043CFF59F3C58BB54FD

BFA7CDDB53169814DC02636FAC2B092EF32CCCC3D3B09D59D2277EEE3F126891935BF526 CF169EOEBSEEBA9FAQA267D7DDYASACF7FSE9D67E798E275A04CC

69C
false

low

O\r..m......s...Rf|....._keyhttps://static.xx.fbcdn.net/rsrc.php/v3iaLv4/yE/l/len_GB/ubsVV_mono5.js?_nc_x=Ij3Wp8Ig5Kz .https://facebook.com/..
<ej>.p.....$Q.5"..A.Eo......J. e ALEO.oiiiie

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\2adde3a5c70003ec_0

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:

Copyright null 2020

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

236

5.7007272499036095

false

6:mW9Yk+f2pomCr2Lu5hmJ2fAl/6kulGH45K6t:91++am23kJy66+w
0E45902010B3097DE0691BB48BA6FFC9
803D9CD288D75234A19B4817468E0346848F4A1E
944C886728E8ECBIDD2683EADSDECFC6081C5E255AB8DB41D37027D38DF699EB
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\2adde3a5c70003ec_0

SHA-512: 82D7D600FF026375D4B6322DBAF2FFD52C8AE7AD74D7E4FC378B9566CA3B6B44AE796DECE3CB6IEB4753E2A3FF8DF3E12B4B70C6EC4884F9D22A02F2362B4(
50

Malicious: false

Reputation: low

Preview:
O\r.m.....h..._....... _keyhttps://static.xx.focdn.net/rsrc.php/v3/yN/r/iZdsAnrSMdhj.js?_nc_x=1j3Wp8Ig5Kz .https://facebook.com/...." /............. VF......[s....."8..7.{F1@..0..
w..9C#.A..E0.....Y9........... ALEO..ciiii

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\2fe6116701ae5007_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 236

Entropy (8bit): 5.6573007665329005

Encrypted: false

SSDEEP: 6:mPXXYk+f2pomZXGndQjhmJ2QoR1cgtW+pBfhxAzbK6t:iz++amZXGnlkISEgWsQzN

MDS5: B09DB6144599E7257B35B4FA52510091

SHA1L: BBD69CEBBA458A109AA31DF852BBBDFIF71761A0

SHA-256: 9BBBAA286D04E89D4397D1153571DA69AB1F7CC55B13A0DF2FCA622CF6F1CCDF

SHA-512: 93D1D42F80844CEB5F79AC52D2851B21DE68C5850E4A81A56F2E8950B5F39A8A79B4A198A2B16751ABE660D27290733E08FE11E007F4F51D0DAB70C0534F225F

Malicious: false

Reputation: low

Preview:
O\r.m.... wx.Wj..ml.b.b..|....a.
.d.A..Eo.... A..Eo..

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\3324640353af4668_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 80304

Entropy (8bit): 5.760265620405299

Encrypted: false

SSDEEP: 1536:3VCcEE6Y0FJdxto59FcSyoAG+YAcAgLzMca+IS/OFF3HXCf:nE6XJdx+7Lt+ALi+L3HXCf
MDS5: 8D0D373B642FFFDF6A485FC6EAS00F8F

SHA1L: 2BF72342FE3A697CF161900FBD0255F1015D6B00

SHA-256: 18F3DE3296868BE5B7B1A556ACE36BD417F00D036264C9F18FDCF100289C9728
SHA-512: 4C3EAABIF1374DF74114B3A853443BA792651FBC286981B6A0108B1517779FCA45EBA3D5B345EC8FE9B19ESAC2A433890FD4A92232AFAE4A3D0D6F30480667BE4F
Malicious: false

Reputation: low

Preview:

0s....Bb...QbA......C

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\370a660deb3efd3b_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 236
Entropy (8bit): 5.643550289847155
Encrypted: false
SSDEEP: 6:mAYk+2pomDkQhmJ2mx1ylukGahLDK6t:p++amFkJLsp3
MDS5: CAFCCB8FD900B5DFF358A51B56527E7B4
SHA1L: AE3B9E9B834D5FD091AB87F330523BBDF7744FA3
SHA-256: B0349C433C9AD195C9EC201905D827AF859E34A260077BC55B7461DD682F75AD
SHA-512: 0F00A71505322C51A0B5C3F198319179DE358CC182F960BB692C444FC72821CF6301AA8CA133930662F233E211231A45BB94170C6887754EFEDIBE9SDEBFICSB
Malicious: false
Reputation: low
Preview:
O\r..m......h......M...._keyhttps://static.xx.fbcdn.net/rsrc.php/v3/yh/r/sbJIxk8bYkn.js?_nc_x=1j3Wp8lg5Kz .https://facebook.com/zZ3.." /............. G....... e0.@LB.]..,j....U...d

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\3bbba9d520641b16_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\3bbba9d520641b16_0

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

data

dropped

236

5.720697773302749

false

6:m9XYk+f2pom/amOhmJI2VNyzWhZ+2IK4rHhZK6t:Az++am/amOkJWYWvrnhT
F3D38CF79E6CCA163C46E3C38EF906D7
B7829280DFCE771D31565529BAF5252FE21A48C6
ABBFAE759F7F9FA59F84198FCCD8CF54E7A442A42D52422303EF14CAADF7EA45
24C69BC8C415123F6279B5CE63A09728B826EB299E345E15A1067DF6BD9952871BCIC683A116F8B627298E547ED747A85ABF8CBE13B1A0BI59D02E4C51EDO8L
false

low

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\4c72ccd69cf67e9b_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

90152

5.697265741262994

false
1536:8/9ZM80zZ2ucWwGOP+6x0jhzU11H7r2gKM6gTO05iWmN28mygT:3rcKo+WVrPwFpgT
39AF56DED653CA6C3C059BAFBADOBO7E
57D289C39BFB160F4E576A4EE09356DB8190E72E
COF4C57DACBOF1F4E069B6AD1A47D42CAA4DDCLE4DF67A6501C9FOD3FIBBEO9L

081C41ED5006F1A2790EA99129BCOFD6BFE2D819E4817EBAC59F7755509047C3CC5D951F67EEA0907DD63F7C1B1AE44BD143EBY9B893DFDFBFF68F41AB1CE
A

false

low

.Qbv....... n...b Da..

. s
L&} &Y. %0, &Y & 8. .. &
D..D'@..D....
RC.oooorrrrrnnnn. I....Pb

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\dec9ee8aabbd7f70_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

335

5.902832915129304

false
6:mwJYVQFCYKi9oKcKynLEiY8eHh7CZK6tOZK+QeljgvKMUSIfCEFY8eHhA:dAQfCYKSo0zSv8eHcTSRpgi2fCE+8eH
274E81958F5D9B8670D9DIICIFFOCFD5

0C446D67A3837A457B26B46687F278ED2334E3FB
C538E3A712E932AFFOA35BC6EFBB687F5C7C2BB4E452B5A4F6D4551D5B23A77A

602183C7FD1D8325D8F4CB2C4A480DD0D08485FCBBD7DF69DSE9BFEFF1D21BCF3496F12EC1C9C2DES64515B8E1227F136FBO5SBABCD81B7C70DEADE9404E5(
F74

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\508797177f1f805e_0

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:

Copyright null 2020

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

236

5.648971000224664

false
6:mSYk+f2pom8FS5hmJ20MIAUWBIErLrDynK6t:3++am8AkJshglLXq
D87C917226A7CDE4736A32A896D46E72
0AF1527617EA217069FB91418CAF8624A4E939A4
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\508797177f1f805e_0

SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

A4838356BC300A48C90F8AA7FD159BB5CB026E9786FA7873DB68E065CBB6EBAE
57908553856632B6FE8FFD4F92385FC2B6EB3EE6D332A6B5B09C0A4515182034DE47390A47FD45C01BF657C528E7B7646DC65E2F84D921D186F3D9F773B47F17

false

low

O\r..m......h.....a....._keyhttps://static.xx.fbcdn.net/rsrc.php/v3/yU/r/WNPbD2XSPbr.js?_nc_x=1j3Wp8lg5Kz .https://facebook.com/+9.." /............. TFoe Um.L.8"V......
h.)...A.Eo....... L PRV ALEO..coiii

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\56a7c474ef8e9ce0_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

211

5.467769999598611

false
6:mwoYXWSEBW2PYmBNRKJIAebWO+CAAUYsz9konRZK6t:DdoDQgnREIe0iYsRP
FF67A3792EFA3F2BA9ADDOCC61185970
FF040304D396BB8064EA044491944A938B1D76CA
51DE2AB2F5BC4F2C1687C8F4BF2332413E52261F04172CB9FF6ED85C24145BCD
6E0D99F61696BF33506FC333762E84942C047B825037B34D1EB2465738EBOE2378248FFO0F9E82CFD8682582191FAB2E22FA4154545C3532AE672FF6BESE2C68

false

O\r..m......0...R.6....._keyhttps://securepubads.g.doubleclick.net/tag/js/gpt.js .https://pastebin.com/M..." [..........cc.ccoueuee 30B..9.T../.v..b... XW8..A..EO.....cceervrnn A.E

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\59e0c850d4f2d2a9 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

121760

5.862637325973189

false
1536:0c1bHwJoilFyoWOdsFJ4WKzvFTS3tLePBuFXLMO10N2GrloG/BhmLpexLebD:00QJInI8oWg+UzvpWiLegFIMO1oN9TuDD
AFAFEB8A7375C34E0980A6F67F34F682

0D343A63CD2D8839885D1D6B824676D0C3AC14F8
616675D498498F6C40216A963FCBFA2F1D1515A6CECC9C722C9A2C297E5AA2ES
E2FD9CD6BF280F5CED99E03FB9434D119CE08253B1A957436465909C79C6F3D785F3723572CA0461662F8DFBDO658EC54EF4207453AD2A1D6BOB38C85A9BACE
false

low

'....ea...Qbn.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\60c0828071489bda_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

Copyright null 2020

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

3290

5.599012841095256

false
96:1A/IMOA/OMIA/IMZA/RMNA/UMRVA/dDMoA/zMLA/IMHA/GM2A/ZDMgA/hQMzA/Oh:IATACAgAaAXAVRAIANASARPAFApAWAU
56D6A7C3875743B3A9D47B56F846EDCA

BB22166700F103E0204D773C6A0278191075C7CB

199E8ADE7D799FA91A914A32738159C0C420F45DC4B1FC8156 CODAEE22AE4A67
2483EF29D11E3A5562ACD49E3FDABCA9DD87F86849376E2666A1FBE08D6162B81A3991B07E88B0043F0ES79A311A16EB564600B22EE890B532AC273F9D856CD

false

low

O\r..m......g....(|+...._keyhttps://cdn.snigelweb.com/pub/pastebin.com/20200826/snhb-pastebin.com.min.js .https://pastebin.com/1..." /............. > ZT..3.2. X tE..
O\r+F'..A..Eo.. ..0\r.m......g....(|+...._keyhttps://cdn.snigelweb.com/pub/pastebin.com/20200826/snhb-pastebin.com.min.js .https://pastebin.co
m/."" LZT.3.2. X AE O\r+F'"..A..Eo..

pastebin.com.min.js .https://pastebin.com/..}."/................
eb.com/pub/pastebin.com/20200826/snhb-pastebin.com.m Ll ALBO
.m......g....(|+...._keyhttps://cdn.snigelweb.com/pub/pa
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\6c623839cc7f42fb_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

470

6.1218189653272885

false

12:rEm80vbmMZdbWKv4B0jUG4p+Q3ma++YJlo3:rfnvbtZdn20E4Xm
8C8BB615437A9E3FE6CCI1DE18F1645A
E5AB875777004041A3D891D41F3D8E9463ED9944
5EFFDF5AABO007E348164E8AASC385F6787C85F0ELIEDF42D21552BC78EA94AEGS

76E91F9AGD2EAE430894EADFCCAB53B627444104AEBEDF71015B793E4CEE9EEF7710399414197315954A6B667A63532BFE6D31A1D60749B81E55DC6020CCCD(
5

false

O\r.m.....R...(cooue _keyhttps://ssl.gstatic.com/accounts/static/_/js/k=gaia.gaiafe_glif.en_GB.GR-XoYWnyYo0.0/am=KwAAdiABMOAHAALMAWAAAAAAAAAMIBPKMK49rfD-
JQ/d=0/ct=zgms/rs=ABkgax3dKZEgcQmwrv5rqONCea3zpQrSjg/m=NpD4ec,SF3gsd,YLQSd,ICVo3d,002Jie,rHjpXd,pB62qd,QLpTOd,0WOIDb,n73qwf,MpJwZc,blf8
i,omf10d,zbML3c,zy0vNb,KOPMbc,o0tPmVb,rINAI .https://accounts.google.com/..j." /.............. Qs ZE ... #.[Lp...p..A.Eo...F..... ALEO...coiii

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\6f085bbdaf305688_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

346

5.810467976806244

false
6:myl/PYGLSMXZCjVRNKgRMyi/e8dLC3bAIKEtMXK31scZqNZ8dLC3bA0:7XiVRNVRMP/e8dLaQaalTZddLa
4EF3COCC56F6ECICB53315CC95480630

F8F804A2EE23E91B11BF301CE81F2485B138E109
4269C1E23011455BFCB741CAEF37AD44B13CA077ABA60E2A07B7E3ACCC852E6E

SEECOCDFFC859B771FA9E36C9A4CA8BD7B7734E746F535801411814BF807EE00F345D35A5382432FC9CB157BDB3CFAGCADS14627CA42B52CB067B5931F604C]
9

false

..._keyhttps://lwww.googletagmanager.com/gtag/js?id=UA-58643-34 .https://pastebin.com/-$.."
./..9..0022C50DCF3F3028B96B8F51741FC3AB8D142E025FD7C0789A5C43B53519DFB5

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\707c02e9a3e299c0_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

341

5.836593662444386

false
6:metdYoK2hx3D3KsHZTrz65/ZK6tKYHNQWIMSRiIOEUZTr4:03D31STVH/Imin
5E4C3BEDD1A87CEB64828143587E68B6
7E56C6D804809872DFE73CFB203DA2118BB20A4A
877708106F536890A0EB1EB039082838543917BE688054509F66572B75564415
13F354DBDCA09AA20057290F18AAAAOD5S2F4B85FF2ECD987FCB76A02F5EFC39278CIBEF5F94C605360FC8307000EE00597462CF89E3CA468C699B4B2A843752
false

low

O\r..m......M....@.W...._keyhttps://pastebin.com/assets/ae9b8d97/jquery.min.js .https://pastebin.com/T..."./..
.T..."./..}..FA9BOBADDI9BCEAFBBBCD8BC74F58D34C55C2DDDASEEOF26FC4B30C20B1342943P.

A..Eo...

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\74845533764f80c7_0

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

Copyright null 2020

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

50609

5.749679202940811

false
768:DZHJydnCKPEOu0J8H67fFxPCyPff1vUZIKkmbQKOGBVakfVAXwxyK1WVeQ5RnN8mT:DS5CBKIIKHQKOGB8kVYwWeQHKO
66FC2ECA3DA999A72820C69EC3EO5F36

2DA127743C2426BE21179C822A2CF2AEB7E61637
06257B9256D68BCA8B46D93DA1A7BFAE141773D35C6A9282C36269F22E302267
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\74845533764f80c7_0

SHA-512:
Malicious:
Reputation:

Preview:

43E1474AC59CEC922EC622470423D1D9663B467DF8FC61DODABD1A38AB2D1732936B824883E31E6DA78122C646BB6E7CB10AFO03E352C62D90AC6D8629F839F!

false

_keyhttps://static.criteo.net/js/ld/publishertag.prebid.js .https://pastebin.com/.
..D2...0......... | TN P (S.0..°..
Qb./X.....

(S e L
T....Qb~k....e...Qb.P.....0....Qb.......c....Qb.......A...Qbwwf....d....Qb.D....R..... Qb..IU...

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\753e6439691a724e_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1423

5.589011478780016

false
24:1fEPG38CUuVXugHclwzEdc39lIs64cfEPYOth9jOGzttuCgte46e:18PGxBVX98ezEdg0I8PVN9jHuTcte
D3A87D88800D8E135CFOF940CB4EFB20

57B5A143A592541F5078916CFF058BA47408C617
42AB1280A0E17F83DC945F3013E2F17967603D8E9C149A5B1B59CAD02D388137

5B7FAB031A748FD7ED75BEB5BA6007DOFFCA3D7DODADB2DD2105B9771AF8E4C0406940452DAB2220DD2B0370A1B5C3D070EA801E95F8C50B787B14BC5D665
A5

false

low

Nl Q.@Z;N.....exports...Q.@.P.....module....Qc..C.....req

LA.Eo.....n.

uire.. QfZ.Y....... e X CodeMirror....K ...DW......cccoeuene SeSen&n &) & s &
&.Z.%&N... . X X ... P.g.....T...https://cdnjs.cloudflare.com/ajax/libs/codemirror/5.58.2/addon/mode/multiplex
.min.jsa........ X (. 5.8 Qv QeB....... multiplexing

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\78431f791492b110_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

247

5.795912349173355

false
6:mIx/PYk+f2pomW1FKUwoKhmJ2f+ABvdcr+G4rfDK6t:u++amyFKroKkJ2zvdK+GO
97EA4AB2E4DFIFDF21576F3945B17B79
B6A730B166345902BDDC79207C088B86C70A4648
A57A104C35BBA0FFD2D646373E46259EE6A72E0972D812FD2AC504A2F52B68E7
60F72627977EC354093729B7CDE60018DEC85ACD44B196A59D1A593010A43F086B820E832ECA31F3F0943E259DACA146COCD2FD63D73D4666FDA9EB3DD170B!

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\7a69c8c98ealb6d5 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

Copyright null 2020

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

359

5.907538740440559

false
6:mYPIPYXWSEBW2PYuVrp+wRKkXCg+z360j4QBZK6tWZyU+7iZD3hTBGW2zz360j4h:FP6doDQR80FK0j7BTUZYyUWiVx1GGKOjc
6FAC917AADB424248AC8576C569464BF

558C96F2F640048E721E29D32A23E5B12B12660A
D948674C9FCCOALC50DE6CIB20667DFD1DDEBOAD605C9708AECCECF43A78A08A
C1DE96C23D81DC36640396F6B575B5253E8D0C8E3ES5381DAEC4D160CID65552F3E7C02131A3FC6163AB79EA76AFE9C56CB5B91C23448206D656838C8FDC228

false

low

O\r..m. _keyhttps://securepubads.g.doubleclick.net/gpt/pubads_impl_2020111901.js .https://pastebin.com/....". T .biy?.....a%...8....A..E0..
.......... A..Eo. "..@P..34DF60C745AE4FCA779EC05816092C46C1A710BF7E6B92F2BF3F2F3BFAD66246...T.. a%...8...A.Eo.....7.p.L......
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\7c15ca074beae818_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 247

Entropy (8bit): 5.719823554632696

Encrypted: false

SSDEEP: 6:mJIPYk+f2pomWv1iKHzazhmJ2qWzAc6EAZz6BNvP496w/IbK6t:A++amqoKHzQkJIVc363WBvC

MD5: AB82ADDD59130EA233CBC4DCEO3EAB4EF

SHAL: 4418367CD8C843000C9C3D31E37EC3D87A719F89

SHA-256: 2259EFA49203FE5C7514DF2C5190750DB217AE9829FE7459224D9E757105C3D2

SHA-512: 9657EE3163CBA275E68289308587842E9B111CC518DIFA7BEBOCBIESC7452DF658CBFAFIFEA3A03CAB21583DF3F03E7F7D02CE33ECO7EF11BD1DE4C4BOE9A]
96

Malicious: false

Reputation: low

Preview:
O\r..m......s...8.;....._keyhttps://static.xx.focdn.net/rsrc.php/v3i8jc4/ym/l/len_GB/KDuWd9CaxC9.js?_nc_x=Ij3Wp8Ilg5Kz .https://facebook.com/.9.." /............. ZF.y M
...6..C..)...n... A..E0.....8....c... ALEO..ccoiii

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\7d42b962309cabbb_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 365

Entropy (8bit): 5.917714852802953

Encrypted: false

SSDEEP: 6:mm7YETO8NOINCOoKGET99dSpnOJGYQdK6tJIR1STTCs1cQly9dSpnOJIGYhe:/g8NCQoiThdSpnOJGHIfCs1c2y9dSpng

MD5: B4F7AB3872A4E7FB7DEE250EA518B4F3

SHA1L: F7060934B60A4BA41640F30A65EAF3CE42F19847

SHA-256: D8B6845CE847F5B171364AE9969F42DCBEB7586ED7CCA730203A6F74B1EE2774

SHA-512: D6BA3140F3F789ACB21AEADFBAB7D6256D4750BFD84D90605083287C7C82B84948142216619C5E9F1D05B3C28C161E624CC2EA6BA06F20A00BDCCCA79B262C
D

Malicious: false

Reputation: low

Preview:
O\r..m......e......H...._keyhttps://cdnjs.cloudflare.com/ajax/libs/codemirror/5.58.2/codemirror.min.js .https://pastebin.com/X..." /............c....... 6....C&.i\..l...4..._..k[.~.A.Eo.
...... dXeoioio it ALEO el XULXTL.99D872E9225507790D479DBBA384FCAB01D8F8486026934D14F6955BB1F6CCT75.6.....C&.i\..I... 4..._..K[.~.A..E0........CwL.......

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\817eale483f22797_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 386

Entropy (8bit): 5.96117820628637

Encrypted: false

SSDEEP: 6:mEYVEdCN8uVVUCIIDCMRFgsTNYxchgoDg3Yhw+GvAlrgQPLcNmY3TbK6t: CEm80vbmMZdbgoYYK+Go7GN

MDS5: 33D25603B23BCBABODB3BOBE3DCCB20B

SHA1L: F97DB53BB97E730D7A1BDA8F19518E6FODA32A0B

SHA-256: B9CE049539523BE4118C1716CE85AAB2D4886531BD66791D4E3B98106DB31A5B

SHA-512: 3E7272D6D19EC1308317DEFDA8A7CD843AF7D60AD8323BADIFF1259D532F4A1B7F8F3A97001B1C95D593808F3F1DCDEF8D6AFAO0BCA371B316837F1885DC91
F

Malicious: false

Reputation: low

Preview:
JQ/d=0/ct=zgms/rs=ABkgax3dKZEgcQmwrv5rqONCea3zpQrSjg/m=syl,i5dxUd,RAnnUd,syi,syj,uu7UOe,soHxf .https://accounts.google.com/..n." /............. Qe dg(.e....u
L@..[Y...4A Eo...q|"... ALEO.ciii

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\82eb4abb40f6c298_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 1305

Entropy (8bit): 5.446077281235305

Encrypted: false

SSDEEP: 24:ngn3w/At54gqHjw6CAqqYQnterl2v21l:G3Q3TYMtal8ZI
MDS5: E13D8B83B1558D992C24FEFC83DAD5B2

SHA1L: 3AB6AF6FF921F52392316DC83895ED6A852DIF875
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\82eb4abb40f6c298_0

SHA-256: 5D3143A5A1A5211050601F51A8FAD068B15CF5395BB98B441AFDDAF68ED2B648

SHA-512: C2A9442E007E006D6D75080F9C37674F6DA4C1EAS8EB87390CA20ABOEAA97CI9CI76CDIE4EI14AF84580C5AC025211350B0963481F3EC2C4CD7B4AD802571A(
D

Malicious: false

Reputation: low

Preview:

.E-3.d.i7...I"n..2. A.Eo......... S A
S B foent LE-3.di07...NN2 AL EO....
Y > SR +...E-3.d.i7..."n. 2. ALEO...coc Al

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8422562e17d84495_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 236

Entropy (8bit): 5.638256970595558

Encrypted: false

SSDEEP: 6:mVYnYk+f2pomTnI3GhmJ2PT//1I8z9DTOGaGY TcnK6t:qYD++amL/kJytmJIDrUcp

MDS5: 2FDA2F46C617380A77CF5F932012BD94

SHA1L: D611101627CC668DBA1669DDD57F7E7A3429B427

SHA-256: F6EFD74C4C47B6C6913769781615BBEC108CB35067F3BCBA03B6D06FFB16050B

SHA-512: 2B031BE1EA3AE31AFA522258830F35EECIE62DE81823DD6FEDAF3DEBF35EE89729F204B8BA90B830226A73844F65B220971F45208ED01428E841797D899CBBE
A

Malicious: false

Reputation: low

Preview:
O\r..m......h....,......_keyhttps://static.xx.fbcdn.net/rsrc.php/v3/ly8/riv-R2pLg3QHO.js?_nc_x=1j3Wp8Ig5Kz .https://facebook.com/...." /.............. E.....YZ0.aq.]....L..P.v?....
Im....0.A.E0....p.ccoene A.EO..ccoiiiiiis

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\849c3de6865d8565 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 205
Entropy (8bit): 5.376720894851798
Encrypted: false
SSDEEP: 6:mEanYiMs8pMjBcZ6HF/IIXj8IcNupgLrzK6t:MrNyQnglc8p6
MDS5: 3F799F7A7TEC92CE5D1818EE67B48E84F
SHA1L: 1CC690AC49CDD029C2976449BD82A0F426315BD1
SHA-256: 497F622EF9E4622D9349895A4C3CB3D77E341803F7A03CB080B254745AE9A760
SHA-512: 14ABCOB17715C07085BB2BCAFC4348DB738493334E8A3380086E56434B909A70B840D60B09B016688FE05857692801CF34D82B13E082FE4808CE56F23A0B6804
Malicious: false
Reputation: low
Preview:
O\r.m.....loceee _keyhttps://twitter.com/i/js_inst?c_name=ui_metrics .https://twitter.com/..9." /.............. S....D..L..9.g...... -...m...oN.B.A..Eo....... “Curernnn A.LEO0..ccciiiis

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\87cba9c64d845c0d_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data
Category: dropped
Size (bytes): 329
Entropy (8bit): 5.711953475600255
Encrypted: false
SSDEEP: 6:mMGFXYBZsrRZPaxo1r/9LvHZifAR4tgolkon/XhK6t:IYarRxbr/9LfQoR4Qh/X7
MDS5: 8AE6B065979965D917535C8452EF6DE4
SHA1L: 94CAFB04F33AA3A7316C2A057B7COADA65EFE79C
SHA-256: FFF4DCCB8993CD7811526F4D3COEE5E26D75C8D416A5123D313DA5297DES32F18
SHA-512: 2635D9E60457BOEE68DF3E3C1C19851B149AEAE365994654C48A33B398FF21F5664AF621C79EE3F0075CBIEC2DFE39D85D0A0572390033A6DA60B18B971ACOC
Malicious: false
Reputation: low
Preview:
OVecMeiee _keyhttps://image6.pubmatic.com/AdServer/PugMaster?kdntuid=1&rnd=19252284&p=156077&s=0&a=0&ptask=ALL&np=0&fp=0&mpc=0&spug=1&co

ppa=0&gdpr=0&gdpr_consent=&us_privacy=1---&sec=1 .https://pubmatic.com/.[.."./.. 7..lk~)D2.(.G .2b.7;L.A..Eo....... T.1 .A.Eo..

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8995dfb6624f2499 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8995dfb6624f2499 0

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

data

dropped

247

5.732206529361576

false

6:mzYIPYk+f2pomWsJOWKK+jVahmJ220R1+/6J0+fH43ZK6t:KYIb++amX9WKK+4kJ6W/b+/GT

95A2E20DFF48FA43257C77AT6A68A6B8

287C358CAEA1FF8169E5A5BI9DB490761677D397D

B2EC356B0A29046C87D042BD8189E44A3F8A12D5C63BBEOCE2F22B9CIA710555
FDE6248D5C5BC1FF860368D972489A0EF38B05159F24370065BEBD0671E101139EE868C2874DC3DBID64B66A8BAF5C47409FA6B99348721DABC51599C32753DD!

false

low

O\r..m......s..W@......_keyhttps://static.xx.focdn.net/rsrc.php/v3iY Xl4/yz/llen_GB/bOtHsRxDkOf.js?_nc_x=Ij3Wp8Ilg5Kz .https://facebook.com/...." I.............. Fos ER....O...
@%..a:..b8.xGP}gw.A..E0...........c....... ALEO..ccoiii

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\89f65cd09ba91171 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

236

5.7093995916396665

false
6:meVYk+f2pomRuXxXk927dwhmJ2tMIvVYIFXYiZAOLjIK6t:pN++amRYk92pwkIO9FXHOKD
942FAE331B23E9ADE8420390E273FC15
D1AOF468CB727D5710DCCE8611B2AE3C48A45FES
39454A1EFA8217819CD3F323F9EASFC44077200B88F76B53DB1510B314835DA3
8666317BB19B374642511232ED620B040D4ABA0597DE10295F1F2097B44E026059CD2C75CE29E127A33181348E449F8042FB91CA29B6E07DOBDO07E375D4128A

false

%"...z.{0}..S:TWRG.E.V=.

X/ $[A.Eo.... A..Eo..

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8ab9deeb5de6b942_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

15955

5.947678787521587

false
192:TolsStuddKloc+JI6B/a0UySXTSFFhLhQ58yImKKkCWO7+SFcJcVXRc+bkOobsY1C:uf3u9P3SnaPRhVTYvToChHihkcATaTd
82ED4AC330EC753FOBA9D2AAEO0B13FC

40999619F5746AF4D2B3BDA34821E4B4BE7A7F3B
38429494932886487D639D6723905DD2EA944277E801EO0FFA374281F75849CBB

085B65F84D0F6B2FAE02BCF8821703185E55B2DCE300C2E04401CBAEFDOF51A8CF9135ACCDE7327B8ESDDBA037797AABD21A1D8CC491253DE149419289EF01
A9

false

low

O\r..m......{...%20....._keyhttps://pagead2.googlesyndication.com/bg/PbZvCEkorD5rxjWOexlel_regFmuc5-vrUA2zacPm4s.js .https://googlesyndication.com/...." /............. 9.
....... [...OV."./b.tuS..e...P<.(..A.Eo0.....2\ A..Eo 16,0 <] DB (S< 2L (S BL L ARC Qb
J....Qb.2.r...Qb..m...v.....f C......Qd~3......trusted Types..Qd .createPolicy..Qb"..P....bg...$..a.......... QdN({qr....createHT

ML..C..Qd...O....createScriptC..Qe"0l .. console...QcZ....... error...m...Kd .......E..9..... D.Q.(ceveeenen
L& & (& (e " 90, RC Q. ...ad. [T

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8b95103176f2e077_0

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:

Copyright null 2020

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

93224

5.467203047500784

false

1536:f9ZRD244vkf8xrQZCxvBpHifBVhW+5BeGBtWe8jT:PBMvy8xrQ4vCfTJ8v
7347C55AFDA7CEDAG4A1510F2B74957E
F475D711CF55E978E3A86EC0579B95DD8F5F67D3
1D4567FO0FBCD9543CCBIC305625412B41EEBCF58F1BAG6E4A6AF00750B1CI2ES
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8b95103176f2e077_0

SHA-512: 88699A065F367F1BCFBD20BC8990963FE6D013945D02BD2F6238D5AA2F88C733A27980190B7C128634A93C1A2BCA6F519182A2B5058121A0055EDD5C2ABI6D1E
Malicious: false

Reputation: low

Preview:

ea...Qb.mil.....
..sa....Qb.%-=..
b..+....x....Qb
........ A....Qb.A..

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8be92a48b627b287_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 87328

Entropy (8bit): 5.809993160158118

Encrypted: false

SSDEEP: 1536:/xfG6YL9eJoSZ2KgkeMfOZflgXmDRVjMsImc4OCGO:Q6YReJJZ1gkfsIblviMsgc70

MDS5: DOD63E1897DD40AAEA35B2F86174FC4D

SHA1L: B35F231854A27000272E481598AD441936B854DA

SHA-256: 4F3F9ATE224CF874A1AD7031CCAA0910381B86A499B7F2515C2C14C067578259

SHA-512: AF49C479C9A79B1BBDF7074DF761C71F922906BA53E5B3DC70940548F970644E783D896EADC11330A18EA5715B48157B52A9AF4FFOBOCEOALICCDI5AF4A00EBE
8

Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8dae72a65858ac42_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 236

Entropy (8bit): 5.696652277032063

Encrypted: false

SSDEEP: 6:mgPYk+f2pomZHhmJ2sAwgAS5NnIU+ZOsPAKR/bK6t:hb++amZHkIJVgACIW
MDS5: 7D1D43763F165EAF7E1IAB29B69A1ECF2

SHA1L: 81EFAD8BF781307F876600AD9E82BE34DB701017

SHA-256: B9171958BCE1832170C2EA3DAOB87281C8624833371A3B68E888B41570B70FCB
SHA-512: B5F4BD0822E449FD13980B855577EDCE86A9CB3F8CF5EFB0966985146F3E3B88A0C7563D20BIDCFF95601831D437D9F5A7A66807B1699A933FCAEBE780D2023
Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8f06da9be8297fca_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 9067

Entropy (8bit): 5.841010126127589

Encrypted: false

SSDEEP: 192:nEVIWLKOdrd4iCxFoahTzpajKTa/uktq9Fv6pbNd1z:nEOLKOdrY2gHTH4c8z

MDS5: 149041E5B20A1B870E2EOBEOBBAS0F61

SHAL: ACAFE7235E62B3A496022978F5C1290E7612E610

SHA-256: D3A4E076F8DD4CEFECDB69EESFE854535165304B6B02AC24B97896B30DF4970A

SHA-512: 3C48BE74A3DEAC1A3EA5BC4C03CC17745350A545A0B94A9BIFA1686119311460C4FESBAABC7ELIAE20A97F9CI871ADFA2116383F3F5929E058E683D5689D9721F
D

Malicious: false

Reputation: low
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\8f06da9be8297fca_0

Preview:

. % h....QbB..Z...E....Qb*|....L....Qb..T
.Qb.H.....D....Qb.ON....N....Qb.b.....U.....Qb".M...W.....Qb./X....T.....Qbn.......q....QbfK......P....Qb.D.....R.....Qb..h....O
........ M. QDS } o Fer s QDOU. . Je QBB B

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\990da70a3b3900c1 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 247

Entropy (8bit): 5.685273720641507

Encrypted: false

SSDEEP: 6:mmvYk+f2pomWLIKIZQvnS5hmJ2plAHIIBrS43K6t:T7++amvKIZgmkJglYW2

MDS5: E007F8FE4B9D572BFD776EF565F4FAFS

SHA1L: EC61CE56191DA8DAFA44A043B29D4F8553931B7E

SHA-256: 7E35803C6CD7DBFFBBEB71FD2442535D30C9DD98C95C3A48D4DAC6AEICCD29AF

SHA-512: 0E41A42B06FE221B54FD30FBESC5DCFE06D5E8306C1AB5ECF012EF87F1542543767A8664A7713D6CC28EF8C1C004E3F74A76C468EA7A02D8DOC79IBEA68ELBA
F

Malicious: false

Reputation: low

Preview:
O\r..m......s....fZ....._keyhttps://static.xx.focdn.net/rsrc.php/v3iril4/yW/l/len_GB/3V96puac_8e.js?_nc_x=1j3Wp8Ig5Kz .https://facebook.com//;.." /............. HG.....D.s..us.;.."

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\9b8a68cfae070dc9_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 247

Entropy (8bit): 5.76357186976228

Encrypted: false

SSDEEP: 6:m30q9Yk+f2pomWj6KHA3zhmJ2DAAkgLfd497K6t:gh++amfKHszkJdgLfdQ

MDS5: B3D7F39A2296E67C7DC65B8364A953E0

SHA1L: 2AE4A06A8C19B24FBF3C9E565962380B9C804120

SHA-256: A7BD0730B31BB686F6972D2607F1553D4044837C52DF717F5DD9178D0AA2D125
SHA-512: 36F3C65C136DF396EE7F8552D9E48FA474CA158B1ECF7182C1F9608C16043DF937817BFE284158C4B2489AB12CD17A96A2042FFDF13579B8D292FF64025543FA
Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\a56d2be969db972e 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 247

Entropy (8bit): 5.819290638690836

Encrypted: false

SSDEEP: 6:m5JYk+f2pomW3nKHPjwhmJ2fAEg3mY9H+4zRK6t:W++am2KvUkJSg3mirr

MDS5: 6D5D92C4EC3BCABECB866A5FDA636D2C

SHA1L: 5F88BID4FFEF1E4B802E9622E6507455162A4481

SHA-256: 081D0692A322BFBESEB86BD98594D66739E6F6405DC2D400E3C066765B935FC3

SHA-512: 77B55A2442004874E092D13D7008CF8F89CF3B3389229A64F94D458B80AD14D9DEY916AD498F78D4E7AELIDIOESAC35E6AB2DFBAOEF43ACA131F66DB36B4B8BI
F

Malicious: false

Reputation: low

Preview:
O\r..m......s....>8....._keyhttps://static.xx.fbcdn.net/rsrc.php/v3ig1H4/y9/l/en_GB/2rv8CRYU2U8.js?_nc_x=1j3Wp8Ig5Kz .https://facebook.com/.8.." /............. SF...... 4
...9X?.A...+..gD..0..5..A.Eo0........ 2 ALEO....cooi

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\a8e071ae86cd7f79_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 9525
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\a8e071ae86cd7f79_0

Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

5.7039212882434045

false
192:drEoucT2D7P/Jh0jZcMWe7cW+nCk2tiJriMkd7MbYew/GUHgM:pjSKWeanCkjBlfwbFw/GgB
806E9CC73B6066AD2AECI9D3EE6ADCE5
C2A6BE467B19F4F6D8533842971D35B9A4F5BB3A
595BD2981FD236F58623E161ED1FC52D281B015B078FE68486AD997721F1DCIC

C9F78F70DC139C592AA3D2551B4D6COEFIDF4DE7F9194AA8C4173699FBFA8C7B35758FC3C40F3C1ESE209EA174E0B5C574F5D4A5D6A56D3297BC6CFDF6DD8
oD

false

low

O\r..m ...Q...._keyhttps://pastebin.com/themes/pastebin/js/app.bundle.js?677fa6bd2113231028dd .https://pastebin.com/.". LF...s..4:.gk*D.Jd.o<..
.ALEo......| cALEO ) 7O BN (Sh. .L(S). pl4.. R, .Qb.B .Qbv....

LS. M..Qb6.u....s RS I'...Da......(SM..P...(L° ..Qe hasOwnProperty....Qb*".3....call..Qb........ push..Qc.}......shift........ K.oDXeoee
K B F 8 & 8 8% 8 B B B B 8T ) B (B 8V 8 &Y . & 0. V0. L& 1%, Q... #.&.. B #.4& . & (. & (B8 &&Z . (. &%
*%8.0..,%..8.B......&]..(.0..(.2&.X .48\ 6....&.(..8.(.8&..&%...[:&.Z....;. &\.=.. RC.ooorrrn. Qb~K....e......Da P Bl .

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\ad8d8e34f02141c1_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

236

5.687467781273426

false
3:m+lY3346v8RzYkwLf3G9Lomwp2zV2QufRJI2VNLIHCSUXIqtQSNQtoMmCB7XIpK5M:m2Yk+f2pomwpEhmJI2NEf4qz3n07DK6t
82E24E9752F114376A68C531AA42BE97

E59803AF75E8C34166835C598CDB3E2988E45698
CB838EB183E781A1E278BAED5D3E5A1D6D73221654C90D1C3FC2C96DFB5347C0C
987AD7B46B8E3DE7B7F1D53E705B7D71FF7E44374CBC4B05E31C58219AC615FA143B50017851E04CB7338419DC76505699A2C85D1BD8157BC7E1C5964501AF3

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b2be8dd0840c2c39 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

246

5.610683105312271

false
6:mQ/VYH5PLcNKPbGk626CtQHaMbwll/0/E5/f6D+onlRK6t:LI50SbR6TCIH50/Q/gXIr
D58F589106176E79180CDC767172D197
DC22ACOFCBAFFF87EEE90972753F852226A7FF38
FD613FD369BBO0ECA9E5778COFBOC2DF5BCOAD3F3F8F727C12D292AF494C85A9

AA20434750E59913AAB08B950968FD36B95362E0329ED446CE449E639DD38ABSEEGEE1F4099588AE662BB2531999AB2EA763ABC34E717FAB6E246C80EAFF26F
F

false

low

O\r.m......I. _keyhttps://abs-0.twimg.com/login/authorize_page.c4edf9ccaf94a42b6963991691957aaa827aa56b.js .https://twitter.com/..5." /.............. Ro 7..8.....
s.ffullALEo...... | ISR ALEO..coiii

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b768a36c464a700e_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Copyright null 2020

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

236

5.690254925318816

false

6:mS4ol/IXYk+f2pomBM0OahmJ2Gmlt+cn/KK41nK6t:r44lz++amBNakJ2XMhp
1C02BOAF51F8C389CAFEC6589C940EB2
B3ED27B997BC468A96BD105BC766BOFOD41FE22C
962623A5010CC8FF0602846ACA24D51E138A003BCE76303C0C44B41F1A2A0555
42DCC63F575571E78B9811ACE541778715A0909C39FAC48EEB7ESE6A4D994A1F3F2EC421DC1644064C994F7589660EDAC5681EFB2AF1F41A771FC18CCFAFSF2

false
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b768a36c464a700e_0

Reputation:

Preview:

low

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\b9eelcc115ed86f4 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

340

5.878934354396993

false
6:msvEYEoatRKelvt0z+MJJ66P41YhK6t9vMggSEOei+MJJI66P4P/:bMoajYiMJIIrAKLcTMIJre
04FF77E121ABFB84BA050BD2F141C2E9
38BA4CB5EA3397D464B225055728D45283740E02
11481DE1F1EF8BF4CC64A02CE2EA09DD5A318393BIAB6CB2634608FBB177F70C

...D-11q...}..%iJ..-

6A5E2974743B7053E492C6553063C2B36F6BB986B4D37AEGBSEGBFC4912C9860D85FB2BA4BSEB1EB1E17D4639BC560000616CDFAE9FADF6DC48457CA35E032]

9

false

..L...g_.J...._keyhttps://cdn.snigelweb.com/prebid/latest/prebid.js .https://pastebin.com/..."./
.h...90C2920E4F15A78ABECDD9B4DE3F757D67A7E2A01AF692914D2B37396488930B.s'

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\bbf6347a22a48602_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

295696

5.8700565298097445

false
3072:KvgvTaGiW1VirFZfnQXS+hNB4ceqGpOLuUCCZ93bzgJdK6BV33Y7DRLyopl:E2Hq3nQphNuc/78ZhoRgLyoH
4459162F0CB9968A492439C0B5E32ECT7

2A42A6A24BB592E853D3FFD41E55COE7E7A463BC
776B17FC70F5E111D664F2FF684939BB7FB70C2840DC5F3DBD2B710473535411

..)..F.y.0Q.1.... A|5.A. Eo.....7.0......A. Eo....
M JBALEO e { L

1C9D8AS5ADA3CC4514D63270063F72C82E51C58FC3781C57E1089AEC778696528BC96B078E58BDD291C704E58E4F7A1D6184DA71B24C700B696CDE8301060865

false

low

@...@.-...0P.....1.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\bc432d8b882001fd_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

247

5.776229726580351

false
6:mJ/gEYk+2pomW9IWaiKhxhmJ2irbUIl/s8GQIC+/T/ZK6t:qlU++am6piKjkJdMs+Y4/T
9FF47432D4C88C5CBD1FCE5D607887D0
C02318F0522655534EAC149985220CC9C252A5D5
A9DEODD8ABDC2846CAB4F71D9677D1B201D06A900A5A34E1B399985C6A56005F

76D6FD2473FDE363520409A992452BDC2B1F04BE9427B6B69A61704255E3CEC8169CC74B82A1803DFBF66C5DB127200540AF12951439CB49AA1585B0F4293335

false

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\c4b5e6b0fcbddb62_0

Process:
File Type:
Category:
Size (bytes):

Copyright null 2020

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped

35595
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\c4b5e6b0fcbddb62_0
Entropy (8bit):  5.859713733814106

Encrypted: false

SSDEEP: 384:CgFeZ3BFOmMOtcub3TYQUMLt6p8tc/OilhHWxbW7KMs1Cdli+Yc/kl+s+mxrhNt4qq:vQfOxP0fS6p1/ORd7frYcrNvOb

MDS5: AED4B350D95667B6F55803154CA5797B

SHA1L: 04CAC37D022A3C0F44CACOF49C978CBBADEADBS1

SHA-256: D316A2FA510C91EF36E5BD8BF4151FESFES849CBBEFB99947D827B168EC50DBE

SHA-512: 5B115964CDC2147E4CDA99C21870FC15873CDC55AE232BE76CF06144C83FFC7AABA04066DD63AF459E9EAOOBEEB3312C6E72444E31610B0395C8C3C914C990I

Malicious: false

Reputation: low

Preview:
O\r..m. ...D.YN...._keyhttps://pagead2.googlesyndication.com/bg/UBVKjlgL520Aupgqoau5bmS4QFq3D8gEqQe5 TpWWG23l.js .https://googlesyndication.com/.O.."
. 6.3)... .O...h. 0.....t.. (S.<. 2L (S8l LR
.Qbj...ri Qb (N Zo f.. .Qd..g8....trustedTypes..Qd..K....createPolicy.$..a.......... Qd.Bf.....createHTML..C..Qd&:
.createScriptC..Qe........createScriptURL.C... Qc.,.....console.m...Kd .......C...).......D.Q.(...0.. & &Y (%0 (&S )&
L& 28 & Y. a8 (S ...@.-....dP.......W...https://pagead2.googlesyndica

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\c574393b20fd444e_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 236

Entropy (8bit): 5.628157374335539

Encrypted: false

SSDEEP: 6:ma/VYk+f2pomoDkmhmJ2r15//sNAn+M59konnGbK6t:dl++amoDpkJyv8NAfIkoGN

MDS5: 2B236FE8A976B72D3B6C4906148A3F0C

SHA1L: DD88CADAOC2F9A59E8255BFC499D488CFE871BEF

SHA-256: FED4EF5856E10E85DC6A03EC56D71CFFADD26D988D4A9C1E40F389150230F760

SHA-512: 23E0901BAA04256D31F9D5E9DB243A11ED22DDFF88BDD8IA34ESEABGB12295E8C3AF88B99602DAD7EB40EF172B45CA08F68DA8BCI5B7C8367834C6239B43FAE
83

Malicious: false

Reputation: low

Preview:
O\r..m......h....sS....._keyhttps://static.xx.fbcdn.net/rsrc.php/v3/y5/r/RCtY q7ukb3F.js?_nc_x=1j3Wp8Ig5Kz .https://facebook.com/}<.." [.............. G....o. l.e.eVCy.W...h..Z.....

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\c671ale6d1566d7a_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 353

Entropy (8bit): 5.90651044623654

Encrypted: false

SSDEEP: 6:ma/A/VYoDazZC1HEHIrDX+tJuKvLKy9lu6tMOi1J77KkyYbvNDK6tgF2MX8iRh40M:s52ZCRLOXHUBtWZYQWMMXPs0sZy

MDS5: CE5F640FA78CE9386A56FDCD84B2F39F

SHA1L: A5171DFA27C8FB8FB23600BF703A7ESFA84CF7ED

SHA-256: 4CB66258ED6DFD7D99EF04126BOD7A5A6C61023EFE237B1D78C970C1E46816EE

SHA-512: 94B45AE305B1969BCIF4A1E2093A0AAAD161254F72BODFEC091BDE0161438FDEDECCD4F11311DAE67B57A3ED1A9C536BB3D323080C1417602AE7CE83C1677(
20

Malicious: false

Reputation: low

Preview:

O\r..m......Y.....C%...._keyhttps://pagead2.googlesyndication.com/pagead/js/adsbygoogle.js .https://pastebin.com/Ni.."
..... A..Eo... Ni.."/.....2280C8D6A0B73FE576A5A22DE0863CFB1404AB2ABIA234FA6B1D5CEAB3952335.-.U..3..+

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cachejs\cc58fa0ab9a66ceb_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 460

Entropy (8bit): 5.405531302571067

Encrypted: false

SSDEEP: 6:mG09Y0KOB/PEgcNKCANazKGpOYVjRY7n5qDK6tWG09Y0KOB/PEgcNKCANazKQ80R:ylJPENKCANYzY4QIIP6NKCANYBKqr
MDS5: 4B05D2BD7F7BB8A94B40815F3ED568FC

SHA1L: 6544641FB54559B822FC75FDE239BE8BC7EF289CB

SHA-256: 7B5B967BF4823A8FB408E964B5BB393DD919CA617179ABF5A3015A7FD5B02312

SHA-512: 8EE46A5C32BA3560DF1F90FC4DB6897A867CF3535592C4E588736F8BFF88205EB346119AC9030C33A6D7B495776C286A41ADE24BED1A01D4B307AA59768E210!
Malicious: false
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cachejs\cc58fa0ab9a66ceb_0

Reputation: low
Preview:
O\r..m.
A.Eo....

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\cf6d21810551f26a_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 27737

Entropy (8bit): 5.975709128958262

Encrypted: false

SSDEEP: 384:5D46yl7Z0UOZ/Y00IY7ZkDfXINB8AZN97D6VIWWB+7IFORaSJIFzygrTSaolzPS09:m46yECSkDDlaWwcpkUgPqgx2JS6
MDS5: FD1ABB680F791E8F52F69D8527BFOEC2

SHAL: CDBB1C367976E2EA28040CEE36COEFBA324DF3C9

SHA-256: 9A821117378FAF4264118331C7570042E0FEFBB587589FEE4E318DA3F2FC339A

SHA-512: 3F9D1B6B22EE032D5B3DF6BDE7585D1563A96D043EA2DA639718B8906FOA3ACDF0473B2C4AC211B961EE65B09CAFC42237E971F587514620FDD1E68497557C8
Malicious: false

Reputation: low

Preview:

R E . @..@...@...@...@....@...@...0...Q...Q.

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\d6d3525fe6fa5ceb_0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 236

Entropy (8bit):  5.6100751435340594

Encrypted: false

SSDEEP: 6:mr9Yk+2pomA6WWxzhmJ20bTUEgSIDAsMI4g7DK6t: I++amFWW5kJQEg2AsMrl

MD5: EB748D8134B9E070376581D78C142A14

SHA1L: 2AF2D821B1B8FF6ED63B033145621EA391B3B9D0

SHA-256: 80FE7AC3CECD6365235D656B620CD296B2DB668146E91CCB3230FEFB3A947D56

SHA-512: DAC6F1856E5872DAAF70EDE2A4E8C053583D323FB6C4C42AAFFAFCDOE26D415BB23C12470A30196A0E6B78F30B180A961094720BB9532FCFES54EC95A77B82!
1

Malicious: false

Reputation: low

Preview:
O\r..m......h...h..w...._keyhttps://static.xx.focdn.net/rsrc.php/v3/yy/r/LaviStOeKIK.js?_nc_x=1j3Wp8lg5Kz .https://facebook.com/.e.." ...0.e7... . X.i-
6...A..Eo....... XPeerenn A.LEO...coiiiis

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\db650fda12315775 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 217320

Entropy (8bit):  5.687103362666854

Encrypted: false

SSDEEP: 3072:vki202MvSWH1ImMabnyfhJ3rTy1WGt3ur3di2OtixtHUT3Ir:ciDVoj6 J3UWMdnu3N

MD5: 861CB76939E3F291818A02F58D9E1FDA

SHA1L: D82A5140FE8DC76BD52683B1A0AFBBE879CE0896

SHA-256: 48ED1581F314F79A3D16AB98898080CADIE90794B54FB084022DFEAOO4EESCAT7

SHA-512: 93DB246B4DCD8DBEA1A57E369BCFIC413C8F84BCFC7B4941DEAD265AF5579953FCA77EA7ABL1B79F6D68A3D4A047A7C52C541C8B11783E647C4B44E56CIDCY
451

Malicious: false

Reputation: low

Preview:

o\r.m......@....N<a....34DF60C745AE4FCA779EC05816092C46C1A710BF7E6B92F2BF3F2F3BFAD66246.
................................................................................................................................ [« IR
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\de320dffa40055dd_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

64902

5.7223892528471785

false
1536:gPWv1Xnpxgq4MEU9kwLNFnUyrfiUiLDMaJVNXI/HTNRAe:guB+FEU9ksNFnUyUDMOVNY/BRAe
B92D353A95643591177E7E2FB1B7444A

AB0E12155F5335613263815EC988EFCF3723DFBD
1522E3AB5385746E4B619057939ECD14F6B7E8D279969E4257FAAGEACBI1A890
EACF283716224FEC9615D60C1EB0E62C8ACC845BD52D53A08D14C9D1748CBEYA37F5897E35E3AF944A3516E65EAC5693048122D36E317C05D56438741300E77!
false

low

O\r..m......V...l.F....._keyhttps://pastebin.com/assets/7ba4275bl/js/select2.full.min.js .https://pastebin.com/.."./

NELQAV[#.S..mj........ %9+.A..Eo0.......
LS (Lo ORC Qbv..
Q.@2..[....define....Qb..s..... M Jjquery....Q.@.P.....module....QcZ;N....exports..(S........ 5.a..(.lan a.
@i £ DT exportsa....?...1...@.-....HP.... .https://pastebin.com/assets/7ba4275bl/js/select2.full.min.js.a..
&.(S. Bl ORC Qbwwf.....d..."$..I"....Da....~"..(S...... e L'@....Rc ......... &

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\de4cc5865d5834f8 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

97832

5.831971069971875

false
1536:3IzbgFMM7U70QNq8Y53rQHgnoUUgoU76fuwXQH7hHUThxdTwpRVamt:2GMewRMLdrN6t
BECB2D8ED3B5CD798B55FB19E6CEOBD7
DCCO9E7D7D8E6GADEAOOF4E628917BBFAODF5643F
7626EA85645E1BBF8852DD5982C59A9608B3AF0399FECA1F2B305ECBF6075D8E

90D15D9CE101098949458295FA6F7499C2A3C6DFD7E6A9AG04BC17FEDDSEBICDDCIBFAG4ADBCS5F3A471155592A8812ECC36AAF7E294528CA875D874A7DAOB!
3C

false

low

l..]..@.
. .Q.@.P.....module....QcZ.;N....exports..
...@.-....@P......2...https://pastebin.com/assets/ae9b8d97/jquery.

R RPN [ A...a .
&...&. L&...&(S...a& . |L.. . .
..... m....Qb..+....X....QbB..Z....E....Qb........c......0...QbN"..M...W.....Qb..T....S.....Qb.?8....p.....Qb.L......h.....Q

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\df10c594f19545b9 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

236

5.676394992917124

false

6:mCYk+f2pomTDs3cyOhmJI2nEdXIIAzCOsyP48K6t:D++amvsKkJLXlazCOsyZ
8640E30A47C1B6BA7E6GEAD399369F57C
72BE9662999C3BFAOABBEBA2BB1A4F1B8264F617
29D9115DC287D6695E8B11440819AB8348F2AF88B6036774A59F8ECDD5F3A592
41F19A57AF1DD65FCOE415E8416F67E6A94D218D8BCBDIE275C66E5E56A4D428976F531DDDF18D7EE9EB46308E2C045AF65D157E740003501C970346F41E7FO!

false

low

O\r.m......h....|......_keyhttps://static.xx.fbcdn.net/rsrc.php/v3/yx/rIRPpa71tdyWJ.js?_nc_x=Ij3Wp8lg5Kz .https://facebook.com/...." /.............. E... V. XLV.$..gX.+#....ZA
..|.j9.H.A..Eo...

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cacheljs\e3606adf4b207cfe_0

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

Copyright null 2020

C:\Program Files\Google\Chrome\Application\chrome.exe
data

dropped

329

5.707786881323933

false

6:mG7YBZsrRgBWHo01r/9LVHZCOsyUy6fWG4k5K6t:UarRQWGr/9Lfjsj+Gbz
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C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\e3606adf4b207cfe_0

MDS5:
SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

DF7B77B70B4742BE54663419A259BB56

C889076934A947B8DDA5C0776F8C9628641EEBAF

32989D9425E17F84684070F639057075C93CFFCB9B685666D2FO0E4AGB438BEBL
C676BEF8378F1E62CB00F7D03254A109C32FC709AC79D233E301605C37409D00DA33B900F4D0D111D5E08C627A3E7B4553A86D98AA647034CF38E68190393074

false

low

O\r.m..........1. -'...._keyhttps://image6.pubmatic.com/AdServer/PugMaster?kdntuid=1&rnd=89367292&p=156657&s=0&a=0&ptask=ALL&np=0&fp=0&mpc=0&spug=1&co
ppa=0&gdpr=0&gdpr_consent=&us_privacy=1---&sec=1 .https://pubmatic.com/.D.." [.........cccccerrrues 7S.n')..)z...2..d..b..w.A..Eo....... 16.......... ALEO..ccoii

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\e397d3c67960a568_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

247

5.690924073367813

false

6:mv5IXYk+2pomWPKtmhmJ2yHx12glXeuLSvz/oDK6t:4f++amWKtmkJVINWM1
7D2F1FBDC5DFCB66A7AFD36DB785D4A5
B131DC1B3FD03C987279D582D268DB8E758AB317
5A386C0AE09615CDF4422C34EC7E3DDEA44164A947933BA8B6FD1CE3868D776F
9FB8D80D762EB18BEF67861F301EBF868611A4AD13E96CF86F5BCAC2444151D5B4617AB0B18330C5F65AE0C438526F3C98840371A0ESCD28DF1E13AF338F2BD

false

low

O\r..m......s...K].@...._keyhttps://static.xx.focdn.net/rsrc.php/v3ivY P4/y0/l/len_GB/CxSTYUY_wMJ.js?_nc_x=Ij3Wp8lg5Kz .https://facebook.com/./.." I............. NG.........
.".n.cR/j....0...N....".9.A..Eo. A..Eo....

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\e4bd527a79e8a665_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

386

5.9173137179757935

false
6:mgYVEdCN8uVVUCIIDCMRFgsTNYxch7WdYIGSHbK1VDw+yx+A+XcsVwCLVP49szbD:2Em80vbmMZdb7ySGSH3+iA9rDisp
C13912A2A9ABE794F3F385AB4COD1CF1

00A2BOE39E1A1B3B45791A1F4C29E661EABEC72D
AB49502A5198C4546FACAF22CAOB220B3A5E11DEEODAEADF4BBDE2292F833C7B
F5FDFDB970B5255A7A8477216A15C66BAB343CBF283B12175DA7DF2A366B3E0690275DCDEC64E6CF6177368EC6837B338CC3775658B902CB4F4C4B13A8F7554

false

.q...._keyhttps://ssl.gstatic.com/accounts/static/_/js/k=gaia.gaiafe_glif.en_GB.GR-XoYWnyYo0.0/am=KwAAdiABMOAHAALMAWAAAAAAAAAMIBPKMk49rfD-
JQ/d=0/ct=zgms/rs=ABkgax3dKZEgcQmwrv5rqONCea3zpQrSjg/m=syla,sylb,sylc,syle,sylf,sy35,pwd_view .https://accounts.google.com/..p." /.............. a.....#d?S)
LAz % Q. ALEO Qe A.EO0..ccoiiiis

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\e5dc652ef4939d65_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

Copyright null 2020

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

247

5.676035262232318

false
6:mVTXXYk+2pomWyoKpLzhmJ2fAAXIZZD+NngK4ibK6t:4z++amYKhkJ2TJgnB
BE5A9346BEF2BEA56F37FD5877AE59E9
A4DAB995FDACASF020389BC724BE67C22462D452
B1979857969C87854DA73976D7480B31937A97A53A2CF315C242EDGEE73706FD

ACB89CCB8A5D42028D17ACDFC31324BDC96EA9DOBFD29298DEDD51FB52042DF1929BF292B09524D8BDCFA0224EA39021792BE2E518D7995415CEEDDB646D03E
81

false

low

O\r..m......s...q....._keyhttps://static.xx.focdn.net/rsrc.php/v3ibnX4/yg/l/len_GB/nm3fR8eb6my.js?_nc_x=1j3Wp8Ig5Kz .https://facebook.com/.\.." /............. %G....... YoowormMZ.Q.
|%}%x....6[6d....A..E0......h..G......... ALEO.ciii
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\e8c668b936c8e2c4_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

236

5.705893694602225

false

6:m7/IgEYk+2pomR37hmJ28fvpw5YiDK6t:itgU++amRrkJzaV
E7676D04336EB7CD60316B24CD00395D
523AD45D109C410F6E86AED135F39253C89B44AB
B7028D4C948302C571053FD86FB632E7EF0685B6486AB22702BC35C4C56E2F87

24DEBBEF11F3A36F0FB775F450863E4F267B145BF3DCF4D5CEE2D2C86D4313A60AFD758BCB87CB8FI7A1EE01E328BDC7F3434122CFB55F80A3BDD5523B3B71
16

false

low

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cachel\js\f18a6f4cldce03el 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

4134

5.309158153853303

false

96:WCJILO9HHTrbiFzabDDh5iz1cjaV2Ed65kN:rOXHrOFz8DDh5i2jod65kN
2D9B60A5040ADCAB4AG2915966B342C2
739064515FFOC33D99F85BF186ADC32650BDD5DF
8CFED9A86DC9119BC8BBA4C4E6C25AF8C752347ACD2784F12134AAC6208F236B

C7ECEO4E703876DF1676421FC834D27608A6A5918A66352617BE9D76241DB48174947367C6CD77DCEDDB18C4C00DD971COCFCOBADES77AEO02EBA9DFDC4487
0

false

low

C:\Users\luser\AppData\Local\Google\Chrome\User Data\Default\Code Cache\js\f49494b8265cf4al 0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

236

5.6513265735913025

false

6:mhYk+f2pomynbLxzhmJ29/I11NaF44Hcm41K6t:Q++amsv5kJoAaFXb9
2C6F2311A111037A7801CBBBE759F4E0
5E7E5440BE53178F2780A718A65A0A210A5D0CA3
FFC7F12675E3747765AB7C59DE50052875438B8DB5182EB3A54A1064787CCC3D

85FFA43344E5309C3FD7D02FF9B986ADE1ADDG3A1C801697160EE72A8D057B21DBF2A02B822F711BA400CEE8A5669EACOFDB6D36AFEEFE7FF21EBB6948E79(
0A

false

low

O\r..m......h.....be...._keyhttps://static.xx.fbcdn.net/rsrc.php/v3/yk/r/PVV3KMbMu_m.js?_nc_x=1j3Wp8Ig5Kz .https://facebook.com/.4.." /............. G.....Hg..}H.j.."1l.s..):0..,
A.EO0.....W.......... A.EO0...cccii

Static File Info

No static file info
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Network Behavior

Network Port Distribution

Total Packets: 508

® 53 (DNS)

© 443 (HTTPS)

® 80 (HTTP)
TCP Packets
Timestamp Source Port Dest Port Source IP Dest IP
Dec 3, 2020 10:12:26.336673021 CET 49742 80 192.168.2.4 104.23.98.190
Dec 3, 2020 10:12:26.337466002 CET 49743 80 192.168.2.4 104.23.98.190
Dec 3, 2020 10:12:26.352963924 CET 80 49742 104.23.98.190 192.168.2.4
Dec 3, 2020 10:12:26.353499889 CET 49742 80 192.168.2.4 104.23.98.190
Dec 3, 2020 10:12:26.353768110 CET 49742 80 192.168.2.4 104.23.98.190
Dec 3, 2020 10:12:26.353849888 CET 80 49743 104.23.98.190 192.168.2.4
Dec 3, 2020 10:12:26.354018927 CET 49743 80 192.168.2.4 104.23.98.190
Dec 3, 2020 10:12:26.370120049 CET 80 49742 104.23.98.190 192.168.2.4
Dec 3, 2020 10:12:26.379285097 CET 80 49742 104.23.98.190 192.168.2.4
Dec 3, 2020 10:12:26.391675949 CET 49746 443 192.168.2.4 104.23.98.190
Dec 3, 2020 10:12:26.408066034 CET 443 49746 104.23.98.190 192.168.2.4
Dec 3, 2020 10:12:26.408168077 CET 49746 443 192.168.2.4 104.23.98.190
Dec 3, 2020 10:12:26.408548117 CET 49746 443 192.168.2.4 104.23.98.190
Dec 3, 2020 10:12:26.420984983 CET 49742 80 192.168.2.4 104.23.98.190
Dec 3, 2020 10:12:26.424869061 CET 443 49746 104.23.98.190 192.168.2.4
Dec 3, 2020 10:12:26.429279089 CET 443 49746 104.23.98.190 192.168.2.4
Dec 3, 2020 10:12:26.429313898 CET 443 49746 104.23.98.190 192.168.2.4
Dec 3, 2020 10:12:26.429366112 CET 49746 443 192.168.2.4 104.23.98.190
Dec 3, 2020 10:12:26.573252916 CET 49746 443 192.168.2.4 104.23.98.190
Dec 3, 2020 10:12:26.573549032 CET 49746 443 192.168.2.4 104.23.98.190
Dec 3, 2020 10:12:26.573846102 CET 49746 443 192.168.2.4 104.23.98.190
Dec 3, 2020 10:12:26.589520931 CET 443 49746 104.23.98.190 192.168.2.4
Dec 3, 2020 10:12:26.589580059 CET 443 49746 104.23.98.190 192.168.2.4
Dec 3, 2020 10:12:26.589766026 CET 443 49746 104.23.98.190 192.168.2.4
Dec 3, 2020 10:12:26.589804888 CET 443 49746 104.23.98.190 192.168.2.4
Dec 3, 2020 10:12:26.589862108 CET 49746 443 192.168.2.4 104.23.98.190
Dec 3, 2020 10:12:26.590049028 CET 443 49746 104.23.98.190 192.168.2.4
Dec 3, 2020 10:12:26.592720032 CET 49746 443 192.168.2.4 104.23.98.190
Dec 3, 2020 10:12:26.608886003 CET 443 49746 104.23.98.190 192.168.2.4
Dec 3, 2020 10:12:26.815417051 CET 443 49746 104.23.98.190 192.168.2.4
Dec 3, 2020 10:12:26.815465927 CET 443 49746 104.23.98.190 192.168.2.4
Dec 3, 2020 10:12:26.815505981 CET 443 49746 104.23.98.190 192.168.2.4
Dec 3, 2020 10:12:26.815527916 CET 49746 443 192.168.2.4 104.23.98.190
Dec 3, 2020 10:12:26.815531969 CET 443 49746 104.23.98.190 192.168.2.4
Dec 3, 2020 10:12:26.815570116 CET 443 49746 104.23.98.190 192.168.2.4
Dec 3, 2020 10:12:26.815577030 CET 49746 443 192.168.2.4 104.23.98.190
Dec 3, 2020 10:12:26.815608978 CET 443 49746 104.23.98.190 192.168.2.4
Dec 3, 2020 10:12:26.815645933 CET 443 49746 104.23.98.190 192.168.2.4
Dec 3, 2020 10:12:26.815649986 CET 49746 443 192.168.2.4 104.23.98.190
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Timestamp Source Port Dest Port Source IP Dest IP

Dec 3, 2020 10:12:26.815686941 CET 443 49746 104.23.98.190 192.168.2.4
Dec 3, 2020 10:12:26.815725088 CET 443 49746 104.23.98.190 192.168.2.4
Dec 3, 2020 10:12:26.815735102 CET 49746 443 192.168.2.4 104.23.98.190
Dec 3, 2020 10:12:26.815771103 CET 443 49746 104.23.98.190 192.168.2.4
Dec 3, 2020 10:12:26.815792084 CET 443 49746 104.23.98.190 192.168.2.4
Dec 3, 2020 10:12:26.815819025 CET 49746 443 192.168.2.4 104.23.98.190
Dec 3, 2020 10:12:26.815835953 CET 443 49746 104.23.98.190 192.168.2.4
Dec 3, 2020 10:12:26.815886021 CET 49746 443 192.168.2.4 104.23.98.190
Dec 3, 2020 10:12:26.901738882 CET 49746 443 192.168.2.4 104.23.98.190
Dec 3, 2020 10:12:26.902316093 CET 49746 443 192.168.2.4 104.23.98.190
Dec 3, 2020 10:12:26.902802944 CET 49746 443 192.168.2.4 104.23.98.190
Dec 3, 2020 10:12:26.903238058 CET 49746 443 192.168.2.4 104.23.98.190
Dec 3, 2020 10:12:26.903687000 CET 49746 443 192.168.2.4 104.23.98.190
Dec 3, 2020 10:12:26.904602051 CET 49746 443 192.168.2.4 104.23.98.190
Dec 3, 2020 10:12:26.904902935 CET 49746 443 192.168.2.4 104.23.98.190
Dec 3, 2020 10:12:26.917989016 CET 443 49746 104.23.98.190 192.168.2.4
Dec 3, 2020 10:12:26.918428898 CET 443 49746 104.23.98.190 192.168.2.4
Dec 3, 2020 10:12:26.918992996 CET 443 49746 104.23.98.190 192.168.2.4
Dec 3, 2020 10:12:26.919435024 CET 443 49746 104.23.98.190 192.168.2.4
Dec 3, 2020 10:12:26.919833899 CET 443 49746 104.23.98.190 192.168.2.4
Dec 3, 2020 10:12:26.920768023 CET 443 49746 104.23.98.190 192.168.2.4
Dec 3, 2020 10:12:26.921205044 CET 443 49746 104.23.98.190 192.168.2.4
Dec 3, 2020 10:12:26.925668001 CET 443 49746 104.23.98.190 192.168.2.4
Dec 3, 2020 10:12:26.925698996 CET 443 49746 104.23.98.190 192.168.2.4
Dec 3, 2020 10:12:26.925735950 CET 443 49746 104.23.98.190 192.168.2.4
Dec 3, 2020 10:12:26.925767899 CET 49746 443 192.168.2.4 104.23.98.190
Dec 3, 2020 10:12:26.925775051 CET 443 49746 104.23.98.190 192.168.2.4
Dec 3, 2020 10:12:26.925811052 CET 443 49746 104.23.98.190 192.168.2.4
Dec 3, 2020 10:12:26.925822973 CET 49746 443 192.168.2.4 104.23.98.190
Dec 3, 2020 10:12:26.925831079 CET 443 49746 104.23.98.190 192.168.2.4
Dec 3, 2020 10:12:26.925862074 CET 443 49746 104.23.98.190 192.168.2.4
Dec 3, 2020 10:12:26.925900936 CET 443 49746 104.23.98.190 192.168.2.4
Dec 3, 2020 10:12:26.925913095 CET 49746 443 192.168.2.4 104.23.98.190
Dec 3, 2020 10:12:26.925929070 CET 443 49746 104.23.98.190 192.168.2.4
Dec 3, 2020 10:12:26.925946951 CET 49746 443 192.168.2.4 104.23.98.190
Dec 3, 2020 10:12:26.925965071 CET 443 49746 104.23.98.190 192.168.2.4
Dec 3, 2020 10:12:26.926008940 CET 49746 443 192.168.2.4 104.23.98.190
Dec 3, 2020 10:12:26.926012039 CET 443 49746 104.23.98.190 192.168.2.4
Dec 3, 2020 10:12:26.926054001 CET 443 49746 104.23.98.190 192.168.2.4
Dec 3, 2020 10:12:26.926090956 CET 443 49746 104.23.98.190 192.168.2.4
Dec 3, 2020 10:12:26.926100016 CET 49746 443 192.168.2.4 104.23.98.190
Dec 3, 2020 10:12:26.926119089 CET 443 49746 104.23.98.190 192.168.2.4
Dec 3, 2020 10:12:26.926156998 CET 443 49746 104.23.98.190 192.168.2.4
Dec 3, 2020 10:12:26.926157951 CET 49746 443 192.168.2.4 104.23.98.190
Dec 3, 2020 10:12:26.926204920 CET 443 49746 104.23.98.190 192.168.2.4
Dec 3, 2020 10:12:26.926220894 CET 443 49746 104.23.98.190 192.168.2.4
Dec 3, 2020 10:12:26.926259995 CET 443 49746 104.23.98.190 192.168.2.4
Dec 3, 2020 10:12:26.926273108 CET 49746 443 192.168.2.4 104.23.98.190
Dec 3, 2020 10:12:26.926297903 CET 443 49746 104.23.98.190 192.168.2.4
Dec 3, 2020 10:12:26.926307917 CET 49746 443 192.168.2.4 104.23.98.190
Dec 3, 2020 10:12:26.926335096 CET 443 49746 104.23.98.190 192.168.2.4
Dec 3, 2020 10:12:26.926372051 CET 443 49746 104.23.98.190 192.168.2.4
Dec 3, 2020 10:12:26.926381111 CET 49746 443 192.168.2.4 104.23.98.190
Dec 3, 2020 10:12:26.926400900 CET 443 49746 104.23.98.190 192.168.2.4
Dec 3, 2020 10:12:26.926425934 CET 443 49746 104.23.98.190 192.168.2.4
Dec 3, 2020 10:12:26.926440954 CET 49746 443 192.168.2.4 104.23.98.190
Dec 3, 2020 10:12:26.926460028 CET 443 49746 104.23.98.190 192.168.2.4
Dec 3, 2020 10:12:26.926501036 CET 443 49746 104.23.98.190 192.168.2.4
Dec 3, 2020 10:12:26.926506042 CET 49746 443 192.168.2.4 104.23.98.190
Dec 3, 2020 10:12:26.926532030 CET 443 49746 104.23.98.190 192.168.2.4
Dec 3, 2020 10:12:26.926568031 CET 443 49746 104.23.98.190 192.168.2.4

UDP Packets

Copyright null 2020 Page 48 of 98



Timestamp Source Port Dest Port Source IP Dest IP

Dec 3, 2020 10:12:17.245426893 CET 63153 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:17.272476912 CET 53 63153 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:18.225800037 CET 52991 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:18.252837896 CET 53 52991 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:19.314163923 CET 53700 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:19.341337919 CET 53 53700 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:20.385189056 CET 51726 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:20.412635088 CET 53 51726 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:22.813240051 CET 56794 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:22.848704100 CET 53 56794 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:24.524373055 CET 64078 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:24.551578999 CET 53 64078 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:26.299901962 CET 61522 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:26.300029039 CET 52337 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:26.300647974 CET 55046 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:26.301744938 CET 49612 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:26.327651024 CET 53 55046 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:26.335483074 CET 53 61522 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:26.343347073 CET 53 52337 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:26.344528913 CET 53 49612 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:26.657056093 CET 49285 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:26.700726986 CET 53 49285 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:26.744187117 CET 50601 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:26.802608967 CET 53 50601 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:26.917963982 CET 60875 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:26.918000937 CET 56448 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:26.918109894 CET 59172 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:26.945103884 CET 53 56448 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:26.945133924 CET 53 59172 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:26.961659908 CET 53 60875 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:27.325207949 CET 62420 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:27.326231003 CET 60579 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:27.327378988 CET 50183 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:27.327467918 CET 61531 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:27.354110956 CET 53 60579 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:27.364053011 CET 53 50183 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:27.369671106 CET 53 62420 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:27.372205019 CET 53 61531 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:27.748723984 CET 49228 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:27.775727034 CET 53 49228 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:27.782821894 CET 59794 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:27.783704996 CET 55916 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:27.810651064 CET 53 55916 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:27.829200983 CET 53 59794 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:27.842152119 CET 52752 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:27.885725975 CET 53 52752 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:27.919291019 CET 60542 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:27.929992914 CET 60689 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:27.964337111 CET 53 60542 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:27.973257065 CET 53 60689 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:28.075761080 CET 60690 443 192.168.2.4 172.217.21.194
Dec 3, 2020 10:12:28.082495928 CET 64206 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:28.083225012 CET 50904 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:28.099659920 CET 443 60690 172.217.21.194 192.168.2.4
Dec 3, 2020 10:12:28.099699974 CET 443 60690 172.217.21.194 192.168.2.4
Dec 3, 2020 10:12:28.101353884 CET 60690 443 192.168.2.4 172.217.21.194
Dec 3, 2020 10:12:28.102123976 CET 60690 443 192.168.2.4 172.217.21.194
Dec 3, 2020 10:12:28.109671116 CET 53 64206 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:28.124882936 CET 443 60690 172.217.21.194 192.168.2.4
Dec 3, 2020 10:12:28.125794888 CET 60690 443 192.168.2.4 172.217.21.194
Dec 3, 2020 10:12:28.126619101 CET 53 50904 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:28.134988070 CET 443 60690 172.217.21.194 192.168.2.4
Dec 3, 2020 10:12:28.135031939 CET 443 60690 172.217.21.194 192.168.2.4
Dec 3, 2020 10:12:28.135070086 CET 443 60690 172.217.21.194 192.168.2.4
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Dec 3, 2020 10:12:28.135107040 CET 443 60690 172.217.21.194 192.168.2.4
Dec 3, 2020 10:12:28.135142088 CET 443 60690 172.217.21.194 192.168.2.4
Dec 3, 2020 10:12:28.135188103 CET 443 60690 172.217.21.194 192.168.2.4
Dec 3, 2020 10:12:28.135230064 CET 443 60690 172.217.21.194 192.168.2.4
Dec 3, 2020 10:12:28.135266066 CET 443 60690 172.217.21.194 192.168.2.4
Dec 3, 2020 10:12:28.135303020 CET 443 60690 172.217.21.194 192.168.2.4
Dec 3, 2020 10:12:28.135339975 CET 443 60690 172.217.21.194 192.168.2.4
Dec 3, 2020 10:12:28.135375977 CET 443 60690 172.217.21.194 192.168.2.4
Dec 3, 2020 10:12:28.136094093 CET 60690 443 192.168.2.4 172.217.21.194
Dec 3, 2020 10:12:28.136145115 CET 60690 443 192.168.2.4 172.217.21.194
Dec 3, 2020 10:12:28.136197090 CET 60690 443 192.168.2.4 172.217.21.194
Dec 3, 2020 10:12:28.136254072 CET 60690 443 192.168.2.4 172.217.21.194
Dec 3, 2020 10:12:28.136271954 CET 443 60690 172.217.21.194 192.168.2.4
Dec 3, 2020 10:12:28.136302948 CET 60690 443 192.168.2.4 172.217.21.194
Dec 3, 2020 10:12:28.136320114 CET 443 60690 172.217.21.194 192.168.2.4
Dec 3, 2020 10:12:28.136360884 CET 443 60690 172.217.21.194 192.168.2.4
Dec 3, 2020 10:12:28.136390924 CET 443 60690 172.217.21.194 192.168.2.4
Dec 3, 2020 10:12:28.136465073 CET 60690 443 192.168.2.4 172.217.21.194
Dec 3, 2020 10:12:28.136507988 CET 60690 443 192.168.2.4 172.217.21.194
Dec 3, 2020 10:12:28.162749052 CET 60690 443 192.168.2.4 172.217.21.194
Dec 3, 2020 10:12:28.252854109 CET 57525 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:28.261504889 CET 53814 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:28.262861967 CET 53418 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:28.263695955 CET 62833 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:28.272394896 CET 59260 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:28.279916048 CET 53 57525 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:28.288590908 CET 53 53814 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:28.290676117 CET 53 62833 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:28.299287081 CET 53 59260 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:28.308960915 CET 53 53418 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:28.351464987 CET 49944 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:28.378444910 CET 53 49944 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:28.512655020 CET 63300 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:28.512725115 CET 61449 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:28.548233032 CET 53 63300 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:28.557843924 CET 53 61449 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:29.006472111 CET 51275 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:29.042259932 CET 53 51275 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:29.148386002 CET 63492 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:29.149069071 CET 58945 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:29.149506092 CET 60779 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:29.150163889 CET 64014 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:29.150311947 CET 57091 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:29.175544977 CET 53 63492 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:29.176031113 CET 53 58945 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:29.176489115 CET 53 60779 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:29.177083969 CET 53 64014 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:29.187496901 CET 49374 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:29.193732977 CET 50436 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:29.197278023 CET 53 57091 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:29.220659018 CET 53 50436 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:29.230644941 CET 53 49374 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:29.268937111 CET 62605 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:29.295989037 CET 53 62605 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:29.405745983 CET 54256 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:29.405982018 CET 52189 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:29.411670923 CET 56131 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:29.441415071 CET 53 52189 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:29.443034887 CET 53 54256 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:29.449024916 CET 53 56131 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:29.452529907 CET 62992 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:29.453927994 CET 54432 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:29.479554892 CET 53 62992 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:29.480864048 CET 53 54432 8.8.8.8 192.168.2.4
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Dec 3, 2020 10:12:29.637636900 CET 57227 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:29.643055916 CET 58383 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:29.643812895 CET 63136 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:29.670764923 CET 53 63136 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:29.676676035 CET 53 57227 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:29.686672926 CET 53 58383 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:29.720144987 CET 60690 443 192.168.2.4 172.217.21.194
Dec 3, 2020 10:12:29.722402096 CET 50911 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:29.761771917 CET 443 60690 172.217.21.194 192.168.2.4
Dec 3, 2020 10:12:29.767719984 CET 53 50911 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:29.806308031 CET 63409 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:29.809192896 CET 443 60690 172.217.21.194 192.168.2.4
Dec 3, 2020 10:12:29.809223890 CET 443 60690 172.217.21.194 192.168.2.4
Dec 3, 2020 10:12:29.809509039 CET 60690 443 192.168.2.4 172.217.21.194
Dec 3, 2020 10:12:29.833322048 CET 53 63409 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:29.900875092 CET 59185 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:29.923171997 CET 64236 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:29.927848101 CET 53 59185 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:29.948225975 CET 64237 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:29.950113058 CET 53 64236 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:29.971879959 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:29.971932888 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:29.973247051 CET 64237 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:29.973468065 CET 64237 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:30.003994942 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:30.004491091 CET 64237 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:30.017759085 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:30.017802954 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:30.017838955 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:30.017884970 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:30.017925978 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:30.017960072 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:30.017988920 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:30.018218994 CET 64237 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:30.018269062 CET 64237 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:30.018275976 CET 64237 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:30.030256987 CET 56157 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:30.043545961 CET 64237 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:30.076150894 CET 53 56157 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:30.119482994 CET 55601 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:30.145016909 CET 52984 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:30.146634102 CET 53 55601 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:30.147664070 CET 51141 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:30.151262999 CET 53610 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:30.189182043 CET 53 53610 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:30.190382957 CET 53 52984 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:30.190975904 CET 53 51141 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:30.246006966 CET 61247 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:30.248989105 CET 65165 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:30.251054049 CET 52076 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:30.272983074 CET 53 61247 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:30.276062012 CET 53 65165 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:30.277926922 CET 53 52076 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:30.307475090 CET 54903 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:30.344809055 CET 53 54903 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:30.418351889 CET 54905 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:30.419997931 CET 55045 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:30.422847033 CET 54464 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:30.442011118 CET 443 54905 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:30.442049980 CET 443 54905 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:30.443463087 CET 54905 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:30.443744898 CET 54905 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:30.458209991 CET 53 54464 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:30.462146044 CET 53 55045 8.8.8.8 192.168.2.4
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Dec 3, 2020 10:12:30.474416971 CET 443 54905 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:30.475374937 CET 54905 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:30.486135960 CET 443 54905 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:30.486167908 CET 443 54905 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:30.486520052 CET 54905 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:30.489217043 CET 54905 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:30.531256914 CET 443 54905 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:30.573213100 CET 50970 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:30.600167036 CET 53 50970 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:30.648503065 CET 55261 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:30.675499916 CET 53 55261 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:30.710931063 CET 59809 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:30.738059044 CET 53 59809 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:30.770858049 CET 51278 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:30.797924042 CET 53 51278 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:30.889931917 CET 51932 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:30.916914940 CET 53 51932 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:30.980268002 CET 59494 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:31.007373095 CET 53 59494 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:31.070089102 CET 55915 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:31.097199917 CET 53 55915 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:31.264655113 CET 49779 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:31.291832924 CET 53 49779 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:31.388993025 CET 54905 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:31.400249004 CET 49458 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:31.417011023 CET 443 54905 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:31.417041063 CET 443 54905 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:31.417627096 CET 54905 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:31.418373108 CET 54905 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:31.449318886 CET 53 49458 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:31.459903002 CET 443 54905 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:31.470916033 CET 57164 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:31.498030901 CET 53 57164 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:31.519596100 CET 49840 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:31.530765057 CET 57174 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:31.546766996 CET 53 49840 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:31.557796955 CET 53 57174 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:31.577774048 CET 58531 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:31.604883909 CET 53 58531 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:31.681754112 CET 54905 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:31.708538055 CET 443 54905 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:31.709022045 CET 443 54905 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:31.709196091 CET 54905 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:31.710391998 CET 54905 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:31.731976986 CET 49608 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:31.752904892 CET 443 54905 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:31.764400959 CET 55682 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:31.768565893 CET 62436 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:31.769035101 CET 53 49608 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:31.772485018 CET 61230 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:31.775664091 CET 64730 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:31.775944948 CET 60624 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:31.797760010 CET 62600 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:31.799555063 CET 53 61230 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:31.799654007 CET 53 55682 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:31.803966045 CET 53 62436 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:31.812740088 CET 53 60624 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:31.812983036 CET 53 64730 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:31.824805021 CET 53 62600 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:31.997955084 CET 53200 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:32.013290882 CET 61034 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:32.024908066 CET 53 53200 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:32.035903931 CET 57687 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:32.073081017 CET 53 57687 8.8.8.8 192.168.2.4
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Dec 3, 2020 10:12:32.098479033 CET 54905 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:32.115386963 CET 443 54905 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:32.115432978 CET 443 54905 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:32.115484953 CET 443 54905 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:32.115523100 CET 443 54905 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:32.115561962 CET 443 54905 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:32.115906954 CET 54905 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:32.115940094 CET 54905 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:32.141417980 CET 54905 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:32.201543093 CET 53 61034 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:32.377227068 CET 49839 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:32.390736103 CET 57975 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:32.404186010 CET 53 49839 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:32.406308889 CET 57610 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:32.417644024 CET 53 57975 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:32.444205999 CET 53 57610 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:32.464236021 CET 55137 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:32.491159916 CET 53 55137 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:32.508452892 CET 59216 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:32.556216002 CET 53 59216 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:32.704899073 CET 63495 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:32.707390070 CET 64371 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:32.731950998 CET 53 63495 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:32.745358944 CET 53 64371 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:32.828732014 CET 54037 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:32.840478897 CET 53481 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:32.841274977 CET 58313 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:32.844875097 CET 58950 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:32.849318027 CET 55011 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:32.856019974 CET 53 54037 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:32.872056007 CET 53 58950 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:32.876769066 CET 53 58313 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:32.877597094 CET 53 53481 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:32.884644985 CET 53 55011 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:32.988020897 CET 57198 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:33.015130997 CET 53 57198 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:33.089584112 CET 60875 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:33.122256041 CET 55134 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:33.124979019 CET 53 60875 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:33.128129005 CET 53695 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:33.137598038 CET 50975 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:33.142302036 CET 65460 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:33.149255991 CET 53 55134 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:33.168677092 CET 53 53695 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:33.174869061 CET 53 50975 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:33.177757978 CET 53 65460 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:33.193928003 CET 63669 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:33.220918894 CET 53 63669 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:33.276611090 CET 51653 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:33.303751945 CET 53 51653 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:33.425713062 CET 56473 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:33.430361986 CET 61454 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:33.452225924 CET 54323 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:33.452867031 CET 53 56473 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:33.465816021 CET 53 61454 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:33.488857031 CET 53 54323 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:33.495254993 CET 59960 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:33.522258997 CET 53 59960 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:33.623888016 CET 50205 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:33.650801897 CET 53 50205 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:33.872941017 CET 50896 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:33.910077095 CET 53 50896 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:34.092277050 CET 59151 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:34.127713919 CET 53 59151 8.8.8.8 192.168.2.4
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Dec 3, 2020 10:12:35.161489964 CET 61227 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:35.181368113 CET 54676 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:35.200778961 CET 53 61227 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:35.218913078 CET 53 54676 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:35.358144045 CET 65030 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:35.385051012 CET 53 65030 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:35.532684088 CET 61740 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:35.568140030 CET 53 61740 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:36.334948063 CET 59708 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:36.370603085 CET 53 59708 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:36.378434896 CET 54044 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:36.403470993 CET 56932 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:36.405549049 CET 53 54044 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:36.423006058 CET 57817 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:36.430538893 CET 53 56932 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:36.450054884 CET 53 57817 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:36.551656008 CET 59556 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:36.565273046 CET 57540 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:36.570408106 CET 62337 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:36.578702927 CET 53 59556 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:36.592137098 CET 57550 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:36.592196941 CET 53 57540 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:36.607680082 CET 53 62337 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:36.627707005 CET 53 57550 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:36.999288082 CET 57552 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:37.000471115 CET 57553 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:37.001869917 CET 63523 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:37.023058891 CET 443 57552 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:37.023103952 CET 443 57552 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:37.024152040 CET 443 57553 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:37.024189949 CET 443 57553 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:37.024457932 CET 57552 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:37.024724007 CET 57552 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:37.026292086 CET 57553 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:37.026783943 CET 57553 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:37.028755903 CET 53 63523 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:37.055316925 CET 443 57552 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:37.057060003 CET 443 57553 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:37.065764904 CET 443 57552 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:37.066910982 CET 443 57553 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:37.074501038 CET 57552 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:37.074919939 CET 57553 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:37.080372095 CET 443 57552 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:37.080817938 CET 57552 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:37.084546089 CET 443 57553 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:37.085248947 CET 57553 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:37.092108011 CET 60690 443 192.168.2.4 172.217.21.194
Dec 3, 2020 10:12:37.093359947 CET 59501 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:37.133897066 CET 443 60690 172.217.21.194 192.168.2.4
Dec 3, 2020 10:12:37.137325048 CET 53 59501 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:37.187093973 CET 443 60690 172.217.21.194 192.168.2.4
Dec 3, 2020 10:12:37.187145948 CET 443 60690 172.217.21.194 192.168.2.4
Dec 3, 2020 10:12:37.205301046 CET 60690 443 192.168.2.4 172.217.21.194
Dec 3, 2020 10:12:37.241095066 CET 64237 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:37.270267010 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:37.270320892 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:37.270360947 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:37.270399094 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:37.270437956 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:37.270464897 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:37.270500898 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:37.280102015 CET 64237 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:37.280139923 CET 64237 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:37.280145884 CET 64237 443 192.168.2.4 172.217.23.162

Copyright null 2020 Page 54 of 98



Timestamp Source Port Dest Port Source IP Dest IP

Dec 3, 2020 10:12:37.325416088 CET 64237 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:38.313595057 CET 60033 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:38.340480089 CET 53 60033 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:38.443984985 CET 62142 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:38.459532022 CET 54705 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:38.470942974 CET 53 62142 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:38.471903086 CET 54769 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:38.486473083 CET 53 54705 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:38.499622107 CET 60082 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:38.514048100 CET 60240 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:38.526689053 CET 59532 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:38.529767990 CET 53 54769 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:38.535257101 CET 53 60082 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:38.536422968 CET 50931 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:38.540898085 CET 53 60240 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:38.547060966 CET 56567 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:38.562277079 CET 53 59532 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:38.563225985 CET 53 50931 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:38.582454920 CET 53 56567 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:38.586107969 CET 59510 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:38.612987041 CET 53 59510 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:38.682240009 CET 53157 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:38.709140062 CET 53 53157 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:39.709233046 CET 62793 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:39.710745096 CET 51090 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:39.710797071 CET 57527 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:39.722665071 CET 55890 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:39.731103897 CET 51042 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:39.736223936 CET 53 62793 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:39.737694979 CET 53 57527 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:39.747378111 CET 53 51090 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:39.758143902 CET 53 51042 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:39.765779972 CET 53 55890 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:39.787273884 CET 49373 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:39.814460039 CET 53 49373 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:39.870150089 CET 52387 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:39.907367945 CET 53 52387 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:40.106012106 CET 50258 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:40.142749071 CET 53 50258 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:40.158488989 CET 52792 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:40.185560942 CET 53 52792 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:41.267451048 CET 54905 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:41.295042038 CET 443 54905 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:41.295892954 CET 54905 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:41.296067953 CET 443 54905 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:41.322088957 CET 54905 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:41.337872982 CET 443 54905 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:41.747684002 CET 57552 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:41.748280048 CET 57553 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:41.773547888 CET 443 57552 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:41.773590088 CET 443 57552 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:41.774183035 CET 57552 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:41.774673939 CET 443 57553 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:41.774738073 CET 443 57553 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:41.775886059 CET 57553 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:41.799839020 CET 60690 443 192.168.2.4 172.217.21.194
Dec 3, 2020 10:12:41.805007935 CET 54917 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:41.837750912 CET 443 60690 172.217.21.194 192.168.2.4
Dec 3, 2020 10:12:41.848396063 CET 53 54917 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:41.862052917 CET 65064 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:41.864684105 CET 60690 443 192.168.2.4 172.217.21.194
Dec 3, 2020 10:12:41.910768986 CET 53 65064 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:41.990834951 CET 54905 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:42.000933886 CET 54905 443 192.168.2.4 172.217.23.162
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Dec 3, 2020 10:12:42.007431030 CET 49902 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:42.016918898 CET 443 54905 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:42.016954899 CET 443 54905 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:42.017376900 CET 54905 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:42.028120995 CET 443 54905 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:42.028162956 CET 443 54905 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:42.028497934 CET 54905 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:42.033735037 CET 54905 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:42.034549952 CET 53 49902 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:42.075583935 CET 443 54905 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:42.085128069 CET 58996 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:42.112282991 CET 53 58996 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:42.121320009 CET 54566 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:42.126751900 CET 55142 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:42.131171942 CET 54588 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:42.148340940 CET 53 54566 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:42.163594961 CET 53 55142 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:42.167993069 CET 53 54588 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:42.370783091 CET 50471 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:42.414362907 CET 53 50471 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:42.436039925 CET 50272 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:42.462907076 CET 53 50272 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:42.862761021 CET 54905 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:42.890459061 CET 443 54905 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:42.890485048 CET 443 54905 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:42.891138077 CET 54905 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:42.891904116 CET 54905 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:42.934163094 CET 443 54905 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:43.405514002 CET 53956 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:43.432596922 CET 53 53956 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:43.632168055 CET 63503 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:43.669836044 CET 53 63503 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:44.230539083 CET 59690 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:44.257546902 CET 53 59690 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:44.331191063 CET 49991 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:44.358285904 CET 53 49991 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:44.415224075 CET 51971 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:44.442217112 CET 53 51971 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:44.464871883 CET 65451 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:44.501203060 CET 53 65451 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:44.752403021 CET 63643 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:44.787878036 CET 53 63643 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:45.241067886 CET 54839 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:45.288408041 CET 53 54839 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:45.561433077 CET 51941 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:45.581865072 CET 59439 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:45.587245941 CET 50450 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:45.588421106 CET 53 51941 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:45.614321947 CET 53 50450 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:45.618840933 CET 53 59439 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:46.680464029 CET 54905 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:46.697555065 CET 443 54905 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:46.697613001 CET 443 54905 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:46.697659969 CET 443 54905 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:46.697701931 CET 443 54905 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:46.697737932 CET 443 54905 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:46.697776079 CET 443 54905 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:46.697813988 CET 443 54905 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:46.697849989 CET 443 54905 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:46.697886944 CET 443 54905 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:46.697925091 CET 443 54905 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:46.697972059 CET 443 54905 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:46.698123932 CET 54905 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:46.698163986 CET 54905 443 192.168.2.4 172.217.23.162
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Dec 3, 2020 10:12:46.698210955 CET 54905 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:46.698232889 CET 54905 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:46.698277950 CET 54905 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:46.724493980 CET 54905 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:47.711899996 CET 59497 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:47.717400074 CET 59073 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:47.720416069 CET 50418 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:47.731456995 CET 51556 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:47.744323015 CET 53 59073 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:47.747181892 CET 53 59497 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:47.747236013 CET 53 50418 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:47.748384953 CET 556321 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:47.758385897 CET 53 51556 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:47.764879942 CET 63370 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:47.775279045 CET 53 556321 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:47.787503958 CET 64115 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:47.790451050 CET 49472 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:47.800344944 CET 53 63370 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:47.814398050 CET 53 64115 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:47.826941967 CET 53 49472 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:49.371934891 CET 57321 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:49.399090052 CET 53 57321 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:49.405606985 CET 57107 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:49.432542086 CET 53 57107 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:49.449692965 CET 64271 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:49.484996080 CET 53 64271 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:49.719980955 CET 55229 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:49.755558014 CET 53 55229 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:49.968158007 CET 54905 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:49.994762897 CET 443 54905 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:50.021003962 CET 54905 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:50.484672070 CET 59500 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:50.489850998 CET 64972 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:50.496196032 CET 54842 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:50.499064922 CET 54860 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:50.511682034 CET 53 59500 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:50.533435106 CET 53 64972 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:50.533998013 CET 53 54842 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:50.534235954 CET 53 54860 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:52.243437052 CET 64237 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:52.285900116 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:54.781471014 CET 57552 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:54.781997919 CET 57553 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:54.807331085 CET 443 57552 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:54.807351112 CET 443 57552 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:54.808020115 CET 443 57553 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:54.846304893 CET 443 57552 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:54.850054979 CET 57552 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:54.938306093 CET 443 57553 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:54.978029013 CET 443 57553 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:55.046726942 CET 443 57552 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:55.139995098 CET 57552 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:55.140069008 CET 57553 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:55.166435003 CET 57553 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:55.167900085 CET 60690 443 192.168.2.4 172.217.21.194
Dec 3, 2020 10:12:55.209464073 CET 443 60690 172.217.21.194 192.168.2.4
Dec 3, 2020 10:12:55.237042904 CET 60146 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:55.270814896 CET 443 60690 172.217.21.194 192.168.2.4
Dec 3, 2020 10:12:55.280544043 CET 53 60146 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:55.292368889 CET 64237 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:55.304339886 CET 60690 443 192.168.2.4 172.217.21.194
Dec 3, 2020 10:12:55.322432041 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:55.322484016 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:55.322531939 CET 443 64237 172.217.23.162 192.168.2.4
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Dec 3, 2020 10:12:55.322577953 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:55.322602987 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:55.322630882 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:55.323009968 CET 64237 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:55.323076010 CET 64237 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:55.323126078 CET 64237 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:56.097414017 CET 54905 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:56.123421907 CET 443 54905 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:56.123442888 CET 443 54905 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:56.123764992 CET 54905 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:57.890603065 CET 57552 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:57.893498898 CET 57553 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:57.916831970 CET 443 57552 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:57.916944027 CET 443 57552 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:57.917145967 CET 57552 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:57.919289112 CET 443 57553 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:57.924012899 CET 51231 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:57.927701950 CET 60690 443 192.168.2.4 172.217.21.194
Dec 3, 2020 10:12:57.930841923 CET 54018 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:57.946525097 CET 57553 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:57.967593908 CET 53 51231 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:57.969465017 CET 443 60690 172.217.21.194 192.168.2.4
Dec 3, 2020 10:12:57.974610090 CET 53 54018 8.8.8.8 192.168.2.4
Dec 3, 2020 10:12:58.015562057 CET 443 60690 172.217.21.194 192.168.2.4
Dec 3, 2020 10:12:58.015582085 CET 443 60690 172.217.21.194 192.168.2.4
Dec 3, 2020 10:12:58.015918970 CET 60690 443 192.168.2.4 172.217.21.194
Dec 3, 2020 10:12:58.035906076 CET 64237 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:58.070204020 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:58.070246935 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:58.070285082 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:58.070322990 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:58.070358992 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:58.070394993 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:58.070420027 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:58.070698977 CET 64237 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:58.070743084 CET 64237 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:58.070791006 CET 64237 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:58.097053051 CET 64237 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:58.796497107 CET 54905 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:58.822645903 CET 443 54905 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:58.822683096 CET 443 54905 172.217.23.162 192.168.2.4
Dec 3, 2020 10:12:58.822998047 CET 54905 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:12:59.095681906 CET 60902 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:12:59.122622967 CET 53 60902 8.8.8.8 192.168.2.4
Dec 3, 2020 10:13:00.451426029 CET 57552 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:00.452404976 CET 57553 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:00.477294922 CET 443 57552 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:00.477435112 CET 443 57552 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:00.477636099 CET 57552 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:00.479428053 CET 443 57553 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:00.479558945 CET 443 57553 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:00.479743958 CET 57553 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:00.484375954 CET 60690 443 192.168.2.4 172.217.21.194
Dec 3, 2020 10:13:00.486578941 CET 54737 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:13:00.526189089 CET 443 60690 172.217.21.194 192.168.2.4
Dec 3, 2020 10:13:00.529118061 CET 443 60690 172.217.21.194 192.168.2.4
Dec 3, 2020 10:13:00.529272079 CET 443 60690 172.217.21.194 192.168.2.4
Dec 3, 2020 10:13:00.529402971 CET 60690 443 192.168.2.4 172.217.21.194
Dec 3, 2020 10:13:00.529930115 CET 53 54737 8.8.8.8 192.168.2.4
Dec 3, 2020 10:13:04.689882040 CET 59082 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:13:04.726794004 CET 53 59082 8.8.8.8 192.168.2.4
Dec 3, 2020 10:13:05.244848013 CET 60241 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:13:05.272008896 CET 53 60241 8.8.8.8 192.168.2.4
Dec 3, 2020 10:13:05.729074001 CET 556521 53 192.168.2.4 8.8.8.8
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Dec 3, 2020 10:13:05.765806913 CET 53 556521 8.8.8.8 192.168.2.4
Dec 3, 2020 10:13:07.851084948 CET 55402 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:13:07.878066063 CET 53 55402 8.8.8.8 192.168.2.4
Dec 3, 2020 10:13:09.233455896 CET 60142 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:13:09.260493994 CET 53 60142 8.8.8.8 192.168.2.4
Dec 3, 2020 10:13:09.551033974 CET 58216 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:13:09.577992916 CET 53 58216 8.8.8.8 192.168.2.4
Dec 3, 2020 10:13:09.665031910 CET 62066 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:13:09.688903093 CET 63135 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:13:09.702414989 CET 53 62066 8.8.8.8 192.168.2.4
Dec 3, 2020 10:13:09.716006994 CET 53 63135 8.8.8.8 192.168.2.4
Dec 3, 2020 10:13:13.006922960 CET 53867 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:13:13.025361061 CET 55683 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:13:13.050339937 CET 53 53867 8.8.8.8 192.168.2.4
Dec 3, 2020 10:13:13.068871975 CET 53 55683 8.8.8.8 192.168.2.4
Dec 3, 2020 10:13:13.077656031 CET 58318 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:13:13.121139050 CET 53 58318 8.8.8.8 192.168.2.4
Dec 3, 2020 10:13:13.334676027 CET 50342 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:13:13.361890078 CET 53 50342 8.8.8.8 192.168.2.4
Dec 3, 2020 10:13:13.673285961 CET 58926 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:13:13.719034910 CET 53 58926 8.8.8.8 192.168.2.4
Dec 3, 2020 10:13:13.798049927 CET 54905 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:13.839673042 CET 443 54905 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:14.818121910 CET 57552 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:14.820359945 CET 57553 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:14.844372034 CET 443 57552 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:14.845221043 CET 443 57552 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:14.845642090 CET 57552 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:14.845997095 CET 443 57553 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:14.846194983 CET 443 57553 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:14.846785069 CET 57553 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:15.020675898 CET 60690 443 192.168.2.4 172.217.21.194
Dec 3, 2020 10:13:15.020719051 CET 60690 443 192.168.2.4 172.217.21.194
Dec 3, 2020 10:13:15.026041031 CET 64572 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:13:15.037781954 CET 443 60690 172.217.21.194 192.168.2.4
Dec 3, 2020 10:13:15.069808006 CET 53 64572 8.8.8.8 192.168.2.4
Dec 3, 2020 10:13:15.075124025 CET 443 60690 172.217.21.194 192.168.2.4
Dec 3, 2020 10:13:15.101315975 CET 60690 443 192.168.2.4 172.217.21.194
Dec 3, 2020 10:13:16.441600084 CET 57552 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:16.442085981 CET 57553 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:16.467533112 CET 443 57552 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:16.467580080 CET 443 57552 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:16.467889071 CET 443 57553 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:16.468025923 CET 443 57553 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:16.468235016 CET 57552 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:16.469058037 CET 57553 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:16.482911110 CET 60690 443 192.168.2.4 172.217.21.194
Dec 3, 2020 10:13:16.484944105 CET 63102 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:13:16.524652004 CET 443 60690 172.217.21.194 192.168.2.4
Dec 3, 2020 10:13:16.528453112 CET 53 63102 8.8.8.8 192.168.2.4
Dec 3, 2020 10:13:16.565500975 CET 443 60690 172.217.21.194 192.168.2.4
Dec 3, 2020 10:13:16.565576077 CET 443 60690 172.217.21.194 192.168.2.4
Dec 3, 2020 10:13:16.565788984 CET 60690 443 192.168.2.4 172.217.21.194
Dec 3, 2020 10:13:16.575365067 CET 64237 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:16.604054928 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:16.604127884 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:16.604176044 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:16.604218006 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:16.604255915 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:16.604285002 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:16.604871988 CET 64237 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:16.604926109 CET 64237 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:16.604938984 CET 64237 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:16.945094109 CET 56428 53 192.168.2.4 8.8.8.8
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Dec 3, 2020 10:13:16.980637074 CET 53 56428 8.8.8.8 192.168.2.4
Dec 3, 2020 10:13:18.003808975 CET 64237 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:18.033691883 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:18.033773899 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:18.033823967 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:18.033863068 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:18.033900023 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:18.033935070 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:18.034125090 CET 64237 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:18.034161091 CET 64237 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:18.034169912 CET 64237 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:18.382405043 CET 57552 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:18.384815931 CET 57553 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:18.410845995 CET 443 57553 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:18.410875082 CET 443 57553 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:18.410918951 CET 443 57552 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:18.411413908 CET 57553 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:18.436443090 CET 57552 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:18.448575020 CET 60690 443 192.168.2.4 172.217.21.194
Dec 3, 2020 10:13:18.448743105 CET 60690 443 192.168.2.4 172.217.21.194
Dec 3, 2020 10:13:18.452951908 CET 52517 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:13:18.465434074 CET 443 60690 172.217.21.194 192.168.2.4
Dec 3, 2020 10:13:18.497560024 CET 53 52517 8.8.8.8 192.168.2.4
Dec 3, 2020 10:13:18.560516119 CET 443 60690 172.217.21.194 192.168.2.4
Dec 3, 2020 10:13:18.560551882 CET 443 60690 172.217.21.194 192.168.2.4
Dec 3, 2020 10:13:18.560913086 CET 60690 443 192.168.2.4 172.217.21.194
Dec 3, 2020 10:13:18.572197914 CET 64237 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:18.601846933 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:18.601928949 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:18.601983070 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:18.602030993 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:18.602080107 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:18.602122068 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:18.602277994 CET 64237 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:18.602313042 CET 64237 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:18.602328062 CET 64237 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:20.252512932 CET 57552 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:20.252991915 CET 57553 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:20.277885914 CET 443 57552 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:20.277914047 CET 443 57552 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:20.278218985 CET 57552 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:20.279731989 CET 443 57553 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:20.279859066 CET 443 57553 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:20.279974937 CET 57553 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:20.281996012 CET 60690 443 192.168.2.4 172.217.21.194
Dec 3, 2020 10:13:20.284666061 CET 61763 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:13:20.325146914 CET 443 60690 172.217.21.194 192.168.2.4
Dec 3, 2020 10:13:20.328452110 CET 53 61763 8.8.8.8 192.168.2.4
Dec 3, 2020 10:13:20.387918949 CET 443 60690 172.217.21.194 192.168.2.4
Dec 3, 2020 10:13:20.388456106 CET 443 60690 172.217.21.194 192.168.2.4
Dec 3, 2020 10:13:20.388643026 CET 60690 443 192.168.2.4 172.217.21.194
Dec 3, 2020 10:13:20.399286032 CET 64237 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:20.429492950 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:20.429522991 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:20.429547071 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:20.429570913 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:20.429594040 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:20.429613113 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:20.429792881 CET 64237 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:20.429815054 CET 64237 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:20.429847956 CET 64237 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:20.521322012 CET 54905 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:20.547386885 CET 443 54905 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:20.547431946 CET 443 54905 172.217.23.162 192.168.2.4
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Dec 3, 2020 10:13:20.547663927 CET 54905 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:21.915126085 CET 57552 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:21.915522099 CET 57553 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:21.938422918 CET 60690 443 192.168.2.4 172.217.21.194
Dec 3, 2020 10:13:21.941242933 CET 443 57553 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:21.941811085 CET 443 57552 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:21.941843033 CET 443 57553 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:21.941966057 CET 443 57552 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:21.942244053 CET 57553 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:21.942369938 CET 57552 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:21.949475050 CET 53524 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:13:21.979937077 CET 443 60690 172.217.21.194 192.168.2.4
Dec 3, 2020 10:13:21.993094921 CET 53 53524 8.8.8.8 192.168.2.4
Dec 3, 2020 10:13:22.030270100 CET 443 60690 172.217.21.194 192.168.2.4
Dec 3, 2020 10:13:22.030390024 CET 443 60690 172.217.21.194 192.168.2.4
Dec 3, 2020 10:13:22.036777973 CET 60690 443 192.168.2.4 172.217.21.194
Dec 3, 2020 10:13:22.397058964 CET 51667 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:13:22.442774057 CET 53 51667 8.8.8.8 192.168.2.4
Dec 3, 2020 10:13:22.670528889 CET 54905 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:22.697984934 CET 443 54905 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:22.698040009 CET 443 54905 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:22.702775002 CET 54905 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:22.836236000 CET 64237 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:22.865861893 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:22.865951061 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:22.865964890 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:22.865997076 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:22.866036892 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:22.866065979 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:22.866095066 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:22.866285086 CET 64237 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:22.866322994 CET 64237 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:22.866338015 CET 64237 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:22.892323971 CET 64237 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:23.278876066 CET 50885 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:13:23.319611073 CET 53 50885 8.8.8.8 192.168.2.4
Dec 3, 2020 10:13:23.553833961 CET 54905 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:23.567329884 CET 54905 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:23.580223083 CET 443 54905 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:23.580281019 CET 443 54905 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:23.580599070 CET 54905 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:23.595396996 CET 443 54905 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:23.595509052 CET 443 54905 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:23.595674992 CET 54905 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:23.791817904 CET 50995 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:13:23.829029083 CET 53 50995 8.8.8.8 192.168.2.4
Dec 3, 2020 10:13:24.145277023 CET 54905 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:24.172828913 CET 443 54905 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:24.199065924 CET 54905 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:26.308093071 CET 55037 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:13:26.343746901 CET 53 55037 8.8.8.8 192.168.2.4
Dec 3, 2020 10:13:26.357685089 CET 57552 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:26.358478069 CET 57553 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:26.385185003 CET 443 57553 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:26.385607004 CET 443 57552 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:26.385749102 CET 443 57552 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:26.386200905 CET 57552 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:26.409631014 CET 60690 443 192.168.2.4 172.217.21.194
Dec 3, 2020 10:13:26.412749052 CET 57553 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:26.420345068 CET 58517 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:13:26.451299906 CET 443 60690 172.217.21.194 192.168.2.4
Dec 3, 2020 10:13:26.464145899 CET 53 58517 8.8.8.8 192.168.2.4
Dec 3, 2020 10:13:26.497728109 CET 443 60690 172.217.21.194 192.168.2.4
Dec 3, 2020 10:13:26.497819901 CET 443 60690 172.217.21.194 192.168.2.4
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Dec 3, 2020 10:13:26.498059988 CET 60690 443 192.168.2.4 172.217.21.194
Dec 3, 2020 10:13:26.519324064 CET 64237 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:26.548770905 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:26.548794031 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:26.548808098 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:26.548823118 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:26.548834085 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:26.548845053 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:26.549256086 CET 64237 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:26.549299955 CET 64237 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:26.549305916 CET 64237 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:26.675632954 CET 63893 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:13:26.719012022 CET 53 63893 8.8.8.8 192.168.2.4
Dec 3, 2020 10:13:26.917551041 CET 56749 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:13:26.946188927 CET 60457 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:13:26.952876091 CET 53 56749 8.8.8.8 192.168.2.4
Dec 3, 2020 10:13:26.981618881 CET 53 60457 8.8.8.8 192.168.2.4
Dec 3, 2020 10:13:27.469137907 CET 54905 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:27.496568918 CET 443 54905 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:27.522252083 CET 54905 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:29.005183935 CET 58110 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:13:29.040354013 CET 53 58110 8.8.8.8 192.168.2.4
Dec 3, 2020 10:13:30.463134050 CET 51365 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:13:30.506563902 CET 53 51365 8.8.8.8 192.168.2.4
Dec 3, 2020 10:13:30.507807970 CET 51366 443 192.168.2.4 108.177.15.155
Dec 3, 2020 10:13:30.535393000 CET 443 51366 108.177.15.155 192.168.2.4
Dec 3, 2020 10:13:30.535413027 CET 443 51366 108.177.15.155 192.168.2.4
Dec 3, 2020 10:13:30.536811113 CET 51366 443 192.168.2.4 108.177.15.155
Dec 3, 2020 10:13:30.564723969 CET 443 51366 108.177.15.155 192.168.2.4
Dec 3, 2020 10:13:30.565112114 CET 51366 443 192.168.2.4 108.177.15.155
Dec 3, 2020 10:13:30.565382004 CET 51366 443 192.168.2.4 108.177.15.155
Dec 3, 2020 10:13:30.593297958 CET 443 51366 108.177.15.155 192.168.2.4
Dec 3, 2020 10:13:30.593317032 CET 443 51366 108.177.15.155 192.168.2.4
Dec 3, 2020 10:13:30.594090939 CET 51366 443 192.168.2.4 108.177.15.155
Dec 3, 2020 10:13:30.842605114 CET 57552 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:30.844027042 CET 57553 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:30.868274927 CET 443 57552 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:30.868391991 CET 443 57552 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:30.868591070 CET 57552 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:30.869827032 CET 443 57553 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:30.869947910 CET 443 57553 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:30.870091915 CET 57553 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:30.889579058 CET 60690 443 192.168.2.4 172.217.21.194
Dec 3, 2020 10:13:30.895068884 CET 54702 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:13:30.931440115 CET 443 60690 172.217.21.194 192.168.2.4
Dec 3, 2020 10:13:30.939419985 CET 53 54702 8.8.8.8 192.168.2.4
Dec 3, 2020 10:13:30.995749950 CET 443 60690 172.217.21.194 192.168.2.4
Dec 3, 2020 10:13:31.008730888 CET 64237 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:31.022329092 CET 60690 443 192.168.2.4 172.217.21.194
Dec 3, 2020 10:13:31.037412882 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:31.037461042 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:31.037496090 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:31.037509918 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:31.037532091 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:31.037550926 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:31.037842989 CET 64237 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:31.037894964 CET 64237 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:31.037956953 CET 64237 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:31.570251942 CET 64945 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:13:31.597203016 CET 53 64945 8.8.8.8 192.168.2.4
Dec 3, 2020 10:13:32.203246117 CET 54905 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:32.229284048 CET 443 54905 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:32.229305029 CET 443 54905 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:32.229639053 CET 54905 443 192.168.2.4 172.217.23.162
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Dec 3, 2020 10:13:33.860944986 CET 57552 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:33.861433029 CET 57553 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:33.883217096 CET 60690 443 192.168.2.4 172.217.21.194
Dec 3, 2020 10:13:33.886058092 CET 51370 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:13:33.888032913 CET 443 57553 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:33.888091087 CET 443 57553 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:33.888468027 CET 57553 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:33.889374971 CET 443 57552 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:33.915271044 CET 57552 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:33.925232887 CET 443 60690 172.217.21.194 192.168.2.4
Dec 3, 2020 10:13:33.929454088 CET 53 51370 8.8.8.8 192.168.2.4
Dec 3, 2020 10:13:33.996395111 CET 443 60690 172.217.21.194 192.168.2.4
Dec 3, 2020 10:13:33.996488094 CET 443 60690 172.217.21.194 192.168.2.4
Dec 3, 2020 10:13:33.997426033 CET 60690 443 192.168.2.4 172.217.21.194
Dec 3, 2020 10:13:34.007323980 CET 64237 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:34.037125111 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:34.037151098 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:34.037162066 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:34.037175894 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:34.037194014 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:34.037545919 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:34.037868023 CET 64237 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:34.037954092 CET 64237 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:34.038018942 CET 64237 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:35.008083105 CET 54905 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:35.034671068 CET 443 54905 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:35.034717083 CET 443 54905 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:35.035140038 CET 54905 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:37.545548916 CET 60241 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:13:37.582803965 CET 53 60241 8.8.8.8 192.168.2.4
Dec 3, 2020 10:13:41.112668991 CET 54740 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:13:41.148135900 CET 53 54740 8.8.8.8 192.168.2.4
Dec 3, 2020 10:13:41.676204920 CET 54319 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:13:41.740191936 CET 53 54319 8.8.8.8 192.168.2.4
Dec 3, 2020 10:13:42.068949938 CET 50448 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:13:42.104346037 CET 53 50448 8.8.8.8 192.168.2.4
Dec 3, 2020 10:13:42.431977987 CET 63234 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:13:42.469069004 CET 53 63234 8.8.8.8 192.168.2.4
Dec 3, 2020 10:13:42.767379999 CET 62819 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:13:42.794636011 CET 53 62819 8.8.8.8 192.168.2.4
Dec 3, 2020 10:13:43.148334980 CET 59597 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:13:43.183990002 CET 53 59597 8.8.8.8 192.168.2.4
Dec 3, 2020 10:13:43.489761114 CET 64612 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:13:43.527565956 CET 53 64612 8.8.8.8 192.168.2.4
Dec 3, 2020 10:13:43.824121952 CET 58174 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:13:43.859793901 CET 53 58174 8.8.8.8 192.168.2.4
Dec 3, 2020 10:13:44.252876043 CET 63702 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:13:44.288516045 CET 53 63702 8.8.8.8 192.168.2.4
Dec 3, 2020 10:13:44.732774019 CET 64254 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:13:44.768213987 CET 53 64254 8.8.8.8 192.168.2.4
Dec 3, 2020 10:13:45.172022104 CET 50364 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:13:45.207614899 CET 53 50364 8.8.8.8 192.168.2.4
Dec 3, 2020 10:13:45.575592041 CET 51366 443 192.168.2.4 108.177.15.155
Dec 3, 2020 10:13:45.628603935 CET 443 51366 108.177.15.155 192.168.2.4
Dec 3, 2020 10:13:48.870563984 CET 57553 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:48.888091087 CET 60690 443 192.168.2.4 172.217.21.194
Dec 3, 2020 10:13:48.912523031 CET 443 57553 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:48.929773092 CET 443 60690 172.217.21.194 192.168.2.4
Dec 3, 2020 10:13:49.014379025 CET 64237 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:49.056370974 CET 443 64237 172.217.23.162 192.168.2.4
Dec 3, 2020 10:13:50.013560057 CET 54905 443 192.168.2.4 172.217.23.162
Dec 3, 2020 10:13:50.055574894 CET 443 54905 172.217.23.162 192.168.2.4
Dec 3, 2020 10:14:03.477158070 CET 52276 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:14:03.535589933 CET 53 52276 8.8.8.8 192.168.2.4
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Dec 3, 2020 10:14:03.595725060 CET 54726 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:14:03.630949974 CET 53 54726 8.8.8.8 192.168.2.4

Dec 3, 2020 10:14:07.819307089 CET 57646 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:14:07.846405029 CET 53 57646 8.8.8.8 192.168.2.4

Dec 3, 2020 10:14:08.559931993 CET 60175 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:14:08.587106943 CET 53 60175 8.8.8.8 192.168.2.4

Dec 3, 2020 10:14:10.824155092 CET 61713 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:14:10.880455017 CET 53 61713 8.8.8.8 192.168.2.4

Dec 3, 2020 10:14:11.595580101 CET 55500 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:14:11.639333010 CET 53 55500 8.8.8.8 192.168.2.4

Dec 3, 2020 10:14:11.705616951 CET 64627 53 192.168.2.4 8.8.8.8

Dec 3, 2020 10:14:11.741028070 CET 53 64627 8.8.8.8 192.168.2.4

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Dec 3, 2020 10:12:26.299901962 CET 192.168.2.4 8.8.8.8 Oxfae0 Standard query  pastebin.com A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:12:26.918000937 CET 192.168.2.4 8.8.8.8 0x595a Standard query  cdnjs.clou A (IP address) IN (0x0001)
(0) dflare.com

Dec 3, 2020 10:12:26.918109894 CET 192.168.2.4 8.8.8.8 0x4d23 Standard query  cdn.snigel A (IP address) IN (0x0001)
(0) web.com

Dec 3, 2020 10:12:27.326231003 CET 192.168.2.4 8.8.8.8 0x14c4 Standard query  snigelweb- A (IP address) IN (0x0001)
(0) com.videop

layerhub.com

Dec 3, 2020 10:12:27.327467918 CET 192.168.2.4 8.8.8.8 Oxd16d Standard query  www.google A (IP address) IN (0x0001)
(0) tagservices.com

Dec 3, 2020 10:12:27.748723984 CET 192.168.2.4 8.8.8.8 0xc96b Standard query  btloader.com A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:12:27.782821894 CET 192.168.2.4 8.8.8.8 0xd6a9 Standard query  c.amazon-a A (IP address) IN (0x0001)
0) dsystem.com

Dec 3, 2020 10:12:27.783704996 CET 192.168.2.4 8.8.8.8 0x80f2 Standard query  geo-eu.sni A (IP address) IN (0x0001)
0) gelweb.com

Dec 3, 2020 10:12:27.842152119 CET 192.168.2.4 8.8.8.8 0x31lac Standard query  securepuba A (IP address) IN (0x0001)
0) ds.g.doubl

eclick.net

Dec 3, 2020 10:12:27.919291019 CET 192.168.2.4 8.8.8.8 Oxef34 Standard query  stats.g.do A (IP address) IN (0x0001)
(0) ubleclick.net

Dec 3, 2020 10:12:28.082495928 CET 192.168.2.4 8.8.8.8 0x9917 Standard query  ad-delivery.net A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:12:28.083225012 CET 192.168.2.4 8.8.8.8 0x3473 Standard query  ad.doublec A (IP address) IN (0x0001)
0) lick.net

Dec 3, 2020 10:12:28.252854109 CET 192.168.2.4 8.8.8.8 0xb21 Standard query  gum.criteo.com A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:12:28.261504889 CET 192.168.2.4 8.8.8.8 0x8ebb Standard query  id5-sync.com A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:12:28.262861967 CET 192.168.2.4 8.8.8.8 0x4512 Standard query  api.ricdn.com A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:12:28.263695955 CET 192.168.2.4 8.8.8.8 Oxaf8f Standard query  match.adsrvr.org A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:12:28.272394896 CET 192.168.2.4 8.8.8.8 0x6979 Standard query  api.btloader.com A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:12:28.351464987 CET 192.168.2.4 8.8.8.8 0x987d Standard query  aax-eu.amazon- A (IP address) IN (0x0001)
(0) adsystem.com

Dec 3, 2020 10:12:29.006472111 CET 192.168.2.4 8.8.8.8 0x9f86 Standard query  pastebin.com A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:12:29.148386002 CET 192.168.2.4 8.8.8.8 Oxadd6 Standard query  onetag-sys.com A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:12:29.149069071 CET 192.168.2.4 8.8.8.8 Ox6alb Standard query  ib.adnxs.com A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:12:29.149506092 CET 192.168.2.4 8.8.8.8 Oxb4b Standard query  i.connectad.io A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:12:29.150163889 CET 192.168.2.4 8.8.8.8 0xb473 Standard query  bidder.criteo.com A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:12:29.150311947 CET 192.168.2.4 8.8.8.8 0x696b Standard query  prg.smarta A (IP address) IN (0x0001)
0) dserver.com

Dec 3, 2020 10:12:29.187496901 CET 192.168.2.4 8.8.8.8 0x8ee8 Standard query  ad.doublec A (IP address) IN (0x0001)
0) lick.net

Dec 3, 2020 10:12:29.193732977 CET 192.168.2.4 8.8.8.8 0x678c Standard query  ad-delivery.net A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:12:29.405745983 CET 192.168.2.4 8.8.8.8 0x39d2 Standard query  cs.emxdgt.com A (IP address) IN (0x0001)

©)
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Dec 3, 2020 10:12:29.405982018 CET 192.168.2.4 8.8.8.8 Oxeeld Standard query  sync.1lrx.io A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:12:29.411670923 CET 192.168.2.4 8.8.8.8 0x169e Standard query  ads.pubmat A (IP address) IN (0x0001)
0) ic.com

Dec 3, 2020 10:12:29.452529907 CET 192.168.2.4 8.8.8.8 0x30a7 Standard query  sync.go.so A (IP address) IN (0x0001)
0) nobi.com

Dec 3, 2020 10:12:29.453927994 CET 192.168.2.4 8.8.8.8 0x4b35 Standard query  u.openx.net A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:12:29.637636900 CET 192.168.2.4 8.8.8.8 Oxfbdf Standard query  sshsync.sm A (IP address) IN (0x0001)
(0) artadserver.com

Dec 3, 2020 10:12:29.643055916 CET 192.168.2.4 8.8.8.8 0xd90c Standard query  adservice. A (IP address) IN (0x0001)
(0) google.co.uk

Dec 3, 2020 10:12:29.806308031 CET 192.168.2.4 8.8.8.8 Oxbfbd Standard query  ap.lijit.com A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:12:29.900875092 CET 192.168.2.4 8.8.8.8 0x72cd Standard query  googleads. A (IP address) IN (0x0001)
(0) g.doubleclick.net

Dec 3, 2020 10:12:29.923171997 CET 192.168.2.4 8.8.8.8 0x6¢bf Standard query  eb2.3lift.com A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:12:30.119482994 CET 192.168.2.4 8.8.8.8 Oxda65 Standard query  x.bidswitch.net A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:12:30.145016909 CET 192.168.2.4 8.8.8.8 0x5e9a Standard query  pixel.quan A (IP address) IN (0x0001)
0) tserve.com

Dec 3, 2020 10:12:30.147664070 CET 192.168.2.4 8.8.8.8 0x520c Standard query  cl.adform.net A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:12:30.151262999 CET 192.168.2.4 8.8.8.8 0x8a50 Standard query  cm.g.doubl A (IP address) IN (0x0001)
(0) eclick.net

Dec 3, 2020 10:12:30.246006966 CET 192.168.2.4 8.8.8.8 0x6949 Standard query  image6.pub A (IP address) IN (0x0001)
0) matic.com

Dec 3, 2020 10:12:30.248989105 CET 192.168.2.4 8.8.8.8 0x79ed Standard query  sync.matht A (IP address) IN (0x0001)
0) ag.com

Dec 3, 2020 10:12:30.251054049 CET 192.168.2.4 8.8.8.8 0x4d5d Standard query  bh.context A (IP address) IN (0x0001)
0) web.com

Dec 3, 2020 10:12:30.307475090 CET 192.168.2.4 8.8.8.8 0xab86 Standard query  aorta.clic A (IP address) IN (0x0001)
(0) kagy.com

Dec 3, 2020 10:12:30.419997931 CET 192.168.2.4 8.8.8.8 0x70f3 Standard query  bcp.crwdcntrl.net A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:12:30.422847033 CET 192.168.2.4 8.8.8.8 0xe067 Standard query  match.prod A (IP address) IN (0x0001)
0) .bidr.io

Dec 3, 2020 10:12:30.573213100 CET 192.168.2.4 8.8.8.8 Oxcfa8 Standard query  ce.lijit.com A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:12:30.648503065 CET 192.168.2.4 8.8.8.8 0xa897 Standard query  static.criteo.net A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:12:30.710931063 CET 192.168.2.4 8.8.8.8 0x2878 Standard query  d5p.del7a.com A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:12:30.770858049 CET 192.168.2.4 8.8.8.8 0x786 Standard query  dis.criteo.com A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:12:30.889931917 CET 192.168.2.4 8.8.8.8 0x7ad6 Standard query  dsp.adfarm A (IP address) IN (0x0001)
(0) 1.adition.com

Dec 3, 2020 10:12:30.980268002 CET 192.168.2.4 8.8.8.8 0x2ff2 Standard query  image2.pub A (IP address) IN (0x0001)
(0) matic.com

Dec 3, 2020 10:12:31.070089102 CET 192.168.2.4 8.8.8.8 0x62d0 Standard query  simage2.pu A (IP address) IN (0x0001)
0) bmatic.com

Dec 3, 2020 10:12:31.264655113 CET 192.168.2.4 8.8.8.8 Oxee78 Standard query  green.erne.co A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:12:31.400249004 CET 192.168.2.4 8.8.8.8 0x6803 Standard query  sync.targe A (IP address) IN (0x0001)
0) ting.unrul

ymedia.com

Dec 3, 2020 10:12:31.470916033 CET 192.168.2.4 8.8.8.8 Oxa2d5 Standard query  uipglob.se A (IP address) IN (0x0001)
(0) masio.net

Dec 3, 2020 10:12:31.519596100 CET 192.168.2.4 8.8.8.8 0x94f2 Standard query  visitor.fiftyt.com A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:12:31.530765057 CET 192.168.2.4 8.8.8.8 0xcl73 Standard query  pixel.onau A (IP address) IN (0x0001)
(0) dience.com

Dec 3, 2020 10:12:31.731976986 CET 192.168.2.4 8.8.8.8 0x10eb Standard query  ad.turn.com A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:12:31.768565893 CET 192.168.2.4 8.8.8.8 0x342d Standard query  ups.analyt A (IP address) IN (0x0001)
0) ics.yahoo.com

Dec 3, 2020 10:12:31.772485018 CET 192.168.2.4 8.8.8.8 0x78d3 Standard query  pr-bh.ybp. A (IP address) IN (0x0001)
0) yahoo.com

Dec 3, 2020 10:12:31.775664091 CET 192.168.2.4 8.8.8.8 Oxcfb Standard query  pubmatic-m A (IP address) IN (0x0001)
0) atch.dotomi.com

Dec 3, 2020 10:12:31.775944948 CET 192.168.2.4 8.8.8.8 0xb339 Standard query  sync-tm.ev A (IP address) IN (0x0001)
0) eresttech.net

Dec 3, 2020 10:12:31.797760010 CET 192.168.2.4 8.8.8.8 0x3d02 Standard query  us-u.openx.net A (IP address) IN (0x0001)

(0)
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Dec 3, 2020 10:12:31.997955084 CET 192.168.2.4 8.8.8.8 0x3cf5 Standard query  eu-u.openx.net A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:12:32.013290882 CET 192.168.2.4 8.8.8.8 0x7bec Standard query  rth.4finance.com A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:12:32.035903931 CET 192.168.2.4 8.8.8.8 0x71d2 Standard query  pixel-sync A (IP address) IN (0x0001)
(0) .sitescout.com

Dec 3, 2020 10:12:32.377227068 CET 192.168.2.4 8.8.8.8 0x9bd0 Standard query  ads.betwee A (IP address) IN (0x0001)
0) ndigital.com

Dec 3, 2020 10:12:32.390736103 CET 192.168.2.4 8.8.8.8 0x74e6 Standard query  match.adsb A (IP address) IN (0x0001)
(0) y.bidtheatre.com

Dec 3, 2020 10:12:32.406308889 CET 192.168.2.4 8.8.8.8 0x363a Standard query  um.simpli fi A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:12:32.464236021 CET 192.168.2.4 8.8.8.8 0x642d Standard query  image4.pub A (IP address) IN (0x0001)
(0) matic.com

Dec 3, 2020 10:12:32.508452892 CET 192.168.2.4 8.8.8.8 0x5fc7 Standard query  loada.exel A (IP address) IN (0x0001)
(0) ator.com

Dec 3, 2020 10:12:32.704899073 CET 192.168.2.4 8.8.8.8 Oxced2 Standard query  cdn.connectad.io A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:12:32.707390070 CET 192.168.2.4 8.8.8.8 0x73ch Standard query  acdn.adnxs.com A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:12:32.828732014 CET 192.168.2.4 8.8.8.8 0xb300 Standard query  aax-eu.amazon- A (IP address) IN (0x0001)
0) adsystem.com

Dec 3, 2020 10:12:32.840478897 CET 192.168.2.4 8.8.8.8 0x6e6b Standard query  cl.adform.net A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:12:32.841274977 CET 192.168.2.4 8.8.8.8 0x328e Standard query  pixel.quan A (IP address) IN (0x0001)
(0) tserve.com

Dec 3, 2020 10:12:32.844875097 CET 192.168.2.4 8.8.8.8 0x9981 Standard query  match.adsrvr.org A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:12:32.849318027 CET 192.168.2.4 8.8.8.8 0x9798 Standard query  cm.g.doubl A (IP address) IN (0x0001)
0) eclick.net

Dec 3, 2020 10:12:32.988020897 CET 192.168.2.4 8.8.8.8 Oxaab3 Standard query  us-u.openx.net A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:12:33.122256041 CET 192.168.2.4 8.8.8.8 0x6268 Standard query  bh.context A (IP address) IN (0x0001)
0) web.com

Dec 3, 2020 10:12:33.128129005 CET 192.168.2.4 8.8.8.8 0x25b8 Standard query  aorta.clic A (IP address) IN (0x0001)
0) kagy.com

Dec 3, 2020 10:12:33.137598038 CET 192.168.2.4 8.8.8.8 0x669 Standard query  bcp.crwdcntrl.net A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:12:33.142302036 CET 192.168.2.4 8.8.8.8 Oxfaf8 Standard query  match.prod A (IP address) IN (0x0001)
0) .bidr.io

Dec 3, 2020 10:12:33.193928003 CET 192.168.2.4 8.8.8.8 0x587 Standard query  sync-eu.co A (IP address) IN (0x0001)
0) nnectad.io

Dec 3, 2020 10:12:33.276611090 CET 192.168.2.4 8.8.8.8 0x5310 Standard query  ce.lijit.com A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:12:33.425713062 CET 192.168.2.4 8.8.8.8 Oxb5da Standard query  simage4.pu A (IP address) IN (0x0001)
(0) bmatic.com

Dec 3, 2020 10:12:33.430361986 CET 192.168.2.4 8.8.8.8 0xc0d6 Standard query  ads.creative- A (IP address) IN (0x0001)
(0) serving.com

Dec 3, 2020 10:12:33.452225924 CET 192.168.2.4 8.8.8.8 0x3ac Standard query  cm.adform.net A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:12:33.495254993 CET 192.168.2.4 8.8.8.8 0xe20e Standard query  rth.openx.net A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:12:33.623888016 CET 192.168.2.4 8.8.8.8 Oxa3ba Standard query  sync.conne A (IP address) IN (0x0001)
0) ctad.io

Dec 3, 2020 10:12:33.872941017 CET 192.168.2.4 8.8.8.8 0xa739 Standard query  ssum.casal A (IP address) IN (0x0001)
(0) emedia.com

Dec 3, 2020 10:12:35.161489964 CET 192.168.2.4 8.8.8.8 0x1298 Standard query  cs.emxdgt.com A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:12:35.181368113 CET 192.168.2.4 8.8.8.8 0x20f0 Standard query  sync.1lrx.io A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:12:35.358144045 CET 192.168.2.4 8.8.8.8 0xb607 Standard query  ib.adnxs.com A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:12:35.532684088 CET 192.168.2.4 8.8.8.8 0xf5b5 Standard query  sync.targe A (IP address) IN (0x0001)
(0) ting.unrul

ymedia.com

Dec 3, 2020 10:12:36.334948063 CET 192.168.2.4 8.8.8.8 0x4621 Standard query  ads.pubmat A (IP address) IN (0x0001)
0) ic.com

Dec 3, 2020 10:12:36.378434896 CET 192.168.2.4 8.8.8.8 0xe08e Standard query  uipglob.se A (IP address) IN (0x0001)
(0) masio.net

Dec 3, 2020 10:12:36.403470993 CET 192.168.2.4 8.8.8.8 0x5b7a Standard query  visitor.fiftyt.com A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:12:36.423006058 CET 192.168.2.4 8.8.8.8 0x5743 Standard query  pixel.onau A (IP address) IN (0x0001)
0) dience.com

Dec 3, 2020 10:12:36.551656008 CET 192.168.2.4 8.8.8.8 0x446b Standard query  sync.matht A (IP address) IN (0x0001)
(0) ag.com
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Dec 3, 2020 10:12:36.565273046 CET 192.168.2.4 8.8.8.8 0x6f1d Standard query  image2.pub A (IP address) IN (0x0001)
(0) matic.com

Dec 3, 2020 10:12:36.570408106 CET 192.168.2.4 8.8.8.8 0x5b5f Standard query  loada.exel A (IP address) IN (0x0001)
(0) ator.com

Dec 3, 2020 10:12:36.592137098 CET 192.168.2.4 8.8.8.8 0x65fe Standard query  ad.turn.com A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:12:37.001869917 CET 192.168.2.4 8.8.8.8 0xf6e0 Standard query  simage2.pu A (IP address) IN (0x0001)
0) bmatic.com

Dec 3, 2020 10:12:38.313595057 CET 192.168.2.4 8.8.8.8 0x5552 Standard query  x.bidswitch.net A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:12:38.443984985 CET 192.168.2.4 8.8.8.8 0Oxb5d2 Standard query  ups.analyt A (IP address) IN (0x0001)
(0) ics.yahoo.com

Dec 3, 2020 10:12:38.459532022 CET 192.168.2.4 8.8.8.8 0xc339 Standard query  pr-bh.ybp. A (IP address) IN (0x0001)
(0) yahoo.com

Dec 3, 2020 10:12:38.471903086 CET 192.168.2.4 8.8.8.8 Ox64ac Standard query  a.volvelle.tech A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:12:38.499622107 CET 192.168.2.4 8.8.8.8 0x36d1 Standard query  sync-tm.ev A (IP address) IN (0x0001)
0) eresttech.net

Dec 3, 2020 10:12:38.514048100 CET 192.168.2.4 8.8.8.8 0xd73c Standard query  pubmatic-m A (IP address) IN (0x0001)
(0) atch.dotomi.com

Dec 3, 2020 10:12:38.526689053 CET 192.168.2.4 8.8.8.8 0xf001 Standard query  pixel-sync A (IP address) IN (0x0001)
0) .sitescout.com

Dec 3, 2020 10:12:38.536422968 CET 192.168.2.4 8.8.8.8 0x8124 Standard query  match.adsbh A (IP address) IN (0x0001)
0) y.bidtheatre.com

Dec 3, 2020 10:12:38.547060966 CET 192.168.2.4 8.8.8.8 0x8e7a Standard query  um.simpli fi A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:12:38.586107969 CET 192.168.2.4 8.8.8.8 0x450b Standard query  image4.pub A (IP address) IN (0x0001)
(0) matic.com

Dec 3, 2020 10:12:39.709233046 CET 192.168.2.4 8.8.8.8 Ox4dad Standard query  cm.adgrx.com A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:12:39.710745096 CET 192.168.2.4 8.8.8.8 0x35e9 Standard query  trc.taboola.com A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:12:39.710797071 CET 192.168.2.4 8.8.8.8 0x8abl Standard query  a.tribalfusion.com A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:12:39.722665071 CET 192.168.2.4 8.8.8.8 0x78cc Standard query  cm.smadex.com A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:12:39.731103897 CET 192.168.2.4 8.8.8.8 Oxeedl Standard query  pm.w55c.net A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:12:39.787273884 CET 192.168.2.4 8.8.8.8 0x488e Standard query  mwzeom.zeo A (IP address) IN (0x0001)
(0) tap.com

Dec 3, 2020 10:12:39.870150089 CET 192.168.2.4 8.8.8.8 0x240a Standard query  pixel.tapad.com A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:12:40.106012106 CET 192.168.2.4 8.8.8.8 Oxelcf Standard query  match.tabo A (IP address) IN (0x0001)
(0) ola.com

Dec 3, 2020 10:12:40.158488989 CET 192.168.2.4 8.8.8.8 0x408a Standard query  s.tribalfusion.com A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:12:41.862052917 CET 192.168.2.4 8.8.8.8 0xc525 Standard query  loadm.exel A (IP address) IN (0x0001)
(0) ator.com

Dec 3, 2020 10:12:42.007431030 CET 192.168.2.4 8.8.8.8 0xc671 Standard query  secure.adn A (IP address) IN (0x0001)
(0) Xs.com

Dec 3, 2020 10:12:42.121320009 CET 192.168.2.4 8.8.8.8 0x364c Standard query  um2.eqads.com A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:12:42.126751900 CET 192.168.2.4 8.8.8.8 0x53f1 Standard query  ssum-sec.c A (IP address) IN (0x0001)
(0) asalemedia.com

Dec 3, 2020 10:12:42.131171942 CET 192.168.2.4 8.8.8.8 0Oxch68 Standard query  dsum-sec.c A (IP address) IN (0x0001)
(0) asalemedia.com

Dec 3, 2020 10:12:42.370783091 CET 192.168.2.4 8.8.8.8 Oxb9ad Standard query  clients2.g A (IP address) IN (0x0001)
0) oogleuserc

ontent.com

Dec 3, 2020 10:12:42.436039925 CET 192.168.2.4 8.8.8.8 0x9fa2 Standard query  s.amazon-a A (IP address) IN (0x0001)
(0) dsystem.com

Dec 3, 2020 10:12:43.632168055 CET 192.168.2.4 8.8.8.8 0xch88 Standard query  rtb.gumgum.com A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:12:44.331191063 CET 192.168.2.4 8.8.8.8 Oxffa9 Standard query  bttrack.com A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:12:44.415224075 CET 192.168.2.4 8.8.8.8 0x8407 Standard query  rth.adentificom A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:12:44.464871883 CET 192.168.2.4 8.8.8.8 Ox4e6 Standard query  ads.avct.cloud A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:12:44.752403021 CET 192.168.2.4 8.8.8.8 0x2258 Standard query  d.adroll.com A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:12:45.561433077 CET 192.168.2.4 8.8.8.8 0x87b Standard query  sync.srv.s A (IP address) IN (0x0001)
0) tackadapt.com

Dec 3, 2020 10:12:45.581865072 CET 192.168.2.4 8.8.8.8 Oxfa7c Standard query  dsum.casal A (IP address) IN (0x0001)
(0) emedia.com
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Dec 3, 2020 10:12:45.587245941 CET 192.168.2.4 8.8.8.8 Oxadc Standard query  sync.ipred A (IP address) IN (0x0001)
0) ictive.com

Dec 3, 2020 10:12:47.711899996 CET 192.168.2.4 8.8.8.8 0x97e0 Standard query  dsum-sec.c A (IP address) IN (0x0001)
0) asalemedia.com

Dec 3, 2020 10:12:47.717400074 CET 192.168.2.4 8.8.8.8 0x7bl Standard query  s.amazon-a A (IP address) IN (0x0001)
0) dsystem.com

Dec 3, 2020 10:12:47.720416069 CET 192.168.2.4 8.8.8.8 0x74b0 Standard query  nep.advang A (IP address) IN (0x0001)
0) elists.com

Dec 3, 2020 10:12:47.731456995 CET 192.168.2.4 8.8.8.8 0x2d01 Standard query  bttrack.com A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:12:47.748384953 CET 192.168.2.4 8.8.8.8 0xe09e Standard query  rth.adentificom A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:12:47.764879942 CET 192.168.2.4 8.8.8.8 0x6e6b Standard query  sync.srv.s A (IP address) IN (0x0001)
(0) tackadapt.com

Dec 3, 2020 10:12:47.787503958 CET 192.168.2.4 8.8.8.8 Oxaa8a Standard query  sync.conne A (IP address) IN (0x0001)
(0) ctad.io

Dec 3, 2020 10:12:47.790451050 CET 192.168.2.4 8.8.8.8 0Oxfbcs Standard query  ssum-sec.c A (IP address) IN (0x0001)
0) asalemedia.com

Dec 3, 2020 10:12:49.371934891 CET 192.168.2.4 8.8.8.8 0x27b3 Standard query  secure.adn A (IP address) IN (0x0001)
0) Xs.com

Dec 3, 2020 10:12:49.405606985 CET 192.168.2.4 8.8.8.8 0xd53d Standard query  d.adroll.com A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:12:49.449692965 CET 192.168.2.4 8.8.8.8 0Oxaa06 Standard query  ads.avct.cloud A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:12:49.719980955 CET 192.168.2.4 8.8.8.8 0x78ec Standard query  dsum.casal A (IP address) IN (0x0001)
(0) emedia.com

Dec 3, 2020 10:12:50.484672070 CET 192.168.2.4 8.8.8.8 Oxbfb4 Standard query  mwzeom.zeo A (IP address) IN (0x0001)
0) tap.com

Dec 3, 2020 10:12:50.489850998 CET 192.168.2.4 8.8.8.8 Oxlelf Standard query  ads.playgr A (IP address) IN (0x0001)
0) ound.xyz

Dec 3, 2020 10:12:50.496196032 CET 192.168.2.4 8.8.8.8 0xd054 Standard query  rtb.gumgum.com A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:12:50.499064922 CET 192.168.2.4 8.8.8.8 0xf3le Standard query  sync.ipred A (IP address) IN (0x0001)
(0) ictive.com

Dec 3, 2020 10:12:57.924012899 CET 192.168.2.4 8.8.8.8 0xf3b5 Standard query  ad.360yield.com A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:13:04.689882040 CET 192.168.2.4 8.8.8.8 0x6¢3c Standard query  www.facebo A (IP address) IN (0x0001)
0) ok.com

Dec 3, 2020 10:13:05.244848013 CET 192.168.2.4 8.8.8.8 0x25fd Standard query  static.xx. A (IP address) IN (0x0001)
0) fbedn.net

Dec 3, 2020 10:13:05.729074001 CET 192.168.2.4 8.8.8.8 0x9124 Standard query  facebook.com A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:13:07.851084948 CET 192.168.2.4 8.8.8.8 Ox6a3e Standard query  static.xx. A (IP address) IN (0x0001)
(0) fbcdn.net

Dec 3, 2020 10:13:09.233455896 CET 192.168.2.4 8.8.8.8 0xfe0 Standard query  api.twitter.com A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:13:09.551033974 CET 192.168.2.4 8.8.8.8 0x1298 Standard query  abs-0.twimg.com A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:13:09.665031910 CET 192.168.2.4 8.8.8.8 0x48d6 Standard query  pbs.twimg.com A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:13:09.688903093 CET 192.168.2.4 8.8.8.8 0x83b8 Standard query  twitter.com A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:13:13.077656031 CET 192.168.2.4 8.8.8.8 0x6178 Standard query  accounts.y A (IP address) IN (0x0001)
0) outube.com

Dec 3, 2020 10:13:23.791817904 CET 192.168.2.4 8.8.8.8 0x7f8a Standard query  pixel.face A (IP address) IN (0x0001)
0) book.com

Dec 3, 2020 10:13:29.005183935 CET 192.168.2.4 8.8.8.8 0x3fc Standard query  pastebin.com A (IP address) IN (0x0001)
(0)

Dec 3, 2020 10:13:30.463134050 CET 192.168.2.4 8.8.8.8 0x8558 Standard query  stats.g.do A (IP address) IN (0x0001)
0) ubleclick.net

Dec 3, 2020 10:13:31.570251942 CET 192.168.2.4 8.8.8.8 0x4720 Standard query  sync.go.so A (IP address) IN (0x0001)
(0) nobi.com

DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Dec 3, 2020 8.8.8.8 192.168.2.4 Oxfae0 No error (0) pastebin.com 104.23.98.190 A (IP address)  IN (0x0001)

10:12:26.335483074

CET

Dec 3, 2020 8.8.8.8 192.168.2.4 Oxfae0 No error (0) pastebin.com 104.23.99.190 A (IP address)  IN (0x0001)

10:12:26.335483074

CET
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Timestamp

Dec 3, 2020
10:12:26.945103884
CET

Dec 3, 2020
10:12:26.945103884
CET

Dec 3, 2020
10:12:26.945133924
CET

Dec 3, 2020
10:12:26.945133924
CET

Dec 3, 2020
10:12:27.354110956
CET

Dec 3, 2020
10:12:27.354110956
CET

Dec 3, 2020
10:12:27.354110956
CET

Dec 3, 2020
10:12:27.369671106
CET

Dec 3, 2020
10:12:27.372205019
CET

Dec 3, 2020
10:12:27.372205019
CET

Dec 3, 2020
10:12:27.775727034
CET

Dec 3, 2020
10:12:27.775727034
CET

Dec 3, 2020
10:12:27.775727034
CET

Dec 3, 2020
10:12:27.810651064
CET

Dec 3, 2020
10:12:27.810651064
CET

Dec 3, 2020
10:12:27.829200983
CET

Dec 3, 2020
10:12:27.829200983
CET

Dec 3, 2020
10:12:27.885725975
CET

Dec 3, 2020
10:12:27.885725975
CET

Dec 3, 2020
10:12:27.964337111
CET

Dec 3, 2020
10:12:27.964337111
CET

Dec 3, 2020
10:12:27.964337111
CET

Dec 3, 2020
10:12:27.964337111
CET

Dec 3, 2020
10:12:27.964337111
CET

Dec 3, 2020
10:12:28.109671116
CET

Dec 3, 2020
10:12:28.109671116
CET

Copyright null 2020

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID

0x595a

0x595a

0x4d23

0x4d23

Ox14c4

Ox14c4

Ox14c4

0x7cf0

Oxdie6d

Oxdie6d

0xc96b

0xc96b

0xc96b

0x80f2

0x80f2

0xd6a9

0xd6a9

0x3lac

0x31lac

Oxef34

Oxef34

Oxef34

Oxef34

Oxef34

0x9917

0x9917

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName

cdnjs.clou
dflare.com

cdnjs.clou
dflare.com

cdn.snigel
web.com

cdn.snigel
web.com

snigelweb-
com.videop
layerhub.com

snigelweb-
com.videop
layerhub.com

snigelweb-
com.videop
layerhub.com

pagead46.1
.doubleclick.net

www.google pagead46.l.doubleclick.ne
tagservices.com t

pagead46.1
.doubleclick.net

btloader.com

btloader.com

btloader.com

geo-eu.sni
gelweb.com

geo-eu.sni
gelweb.com

c.amazon-a d1ykf07e75w7ss.cloudfro
dsystem.com nt.net

d1ykf07e75
w7ss.cloud
front.net

securepuba partnerad.l.doubleclick.ne
ds.g.doubl t
eclick.net

partnerad.
|.doubleclick.net

stats.g.do stats.l.doubleclick.net
ubleclick.net

stats.l.do
ubleclick.net

stats.l.do
ubleclick.net

stats.l.do
ubleclick.net

stats.l.do
ubleclick.net

ad-delivery.net

ad-delivery.net

Address
104.16.19.94

104.16.18.94

172.64.102.21

172.64.103.21

172.67.74.207

104.26.9.50

104.26.8.50

216.58.207.34

172.217.22.66

104.26.6.139

172.67.70.134

104.26.7.139

172.64.102.21

172.64.103.21

65.9.83.127

172.217.21.194

108.177.15.154

108.177.15.157

108.177.15.155

108.177.15.156

172.67.69.19

104.26.2.70

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Dec 3, 2020
10:12:28.109671116
CET

Dec 3, 2020
10:12:28.126619101
CET

Dec 3, 2020
10:12:28.126619101
CET

Dec 3, 2020
10:12:28.279916048
CET

Dec 3, 2020
10:12:28.279916048
CET

Dec 3, 2020
10:12:28.290676117
CET

Dec 3, 2020
10:12:28.290676117
CET

Dec 3, 2020
10:12:28.290676117
CET

Dec 3, 2020
10:12:28.290676117
CET

Dec 3, 2020
10:12:28.290676117
CET

Dec 3, 2020
10:12:28.290676117
CET

Dec 3, 2020
10:12:28.290676117
CET

Dec 3, 2020
10:12:28.290676117
CET

Dec 3, 2020
10:12:28.290676117
CET

Dec 3, 2020
10:12:28.299287081
CET

Dec 3, 2020
10:12:28.308960915
CET

Dec 3, 2020
10:12:28.378444910
CET

Dec 3, 2020
10:12:29.042259932
CET

Dec 3, 2020
10:12:29.042259932
CET

Dec 3, 2020
10:12:29.175544977
CET

Dec 3, 2020
10:12:29.175544977
CET

Copyright null 2020

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID

0x9917

0x3473

0x3473

0xb21

0xb21

Oxaf8f

Oxaf8f

Oxaf8f

Oxaf8f

Oxaf8f

Oxaf8f

Oxaf8f

Oxaf8f

Oxaf8f

0x6979

0x4512

0x987d

0x9f86

0x9f86

Oxadd6

Oxadd6

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

ad-delivery.net

ad.doublec
lick.net

dart.l.dou
bleclick.net

gum.criteo.com

gum.par.vi
p.prod.cri
teo.com

match.adsrvr.org

match-1943
069928.eu-west-
lelb
.amazonaws
.com

match-1943
069928.eu-west-
lelb
.amazonaws
.com

match-1943
069928.eu-west-
lelb
.amazonaws
.com

match-1943
069928.eu-west-
lelb
.amazonaws
.com

match-1943
069928.eu-west-
lelb
.amazonaws
.com
match-1943
069928.eu-west-
lelb
.amazonaws
.com
match-1943
069928.eu-west-
lelb
.amazonaws
.com
match-1943
069928.eu-west-
lelb
.amazonaws
.com

api.btloader.com

api.ricdn.com

aax-eu.amazon-

adsystem.com

pastebin.com

pastebin.com

onetag-sys.com

onetag-sys.com

CName

dart.l.doubleclick.net

gum.par.vip.prod.criteo.co
m

match-1943069928.eu-
west-
1.elb.amazonaws.com

Address
104.26.3.70

172.217.18.102

178.250.0.157

52.17.171.52

54.72.52.19

99.80.71.186

52.210.128.165

34.246.149.44

54.154.164.132

54.216.123.169

52.49.114.167

130.211.23.194

34.120.207.148

52.95.116.38

104.23.99.190

104.23.98.190

51.89.9.253

51.89.9.254

Type
A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Dec 3, 2020
10:12:29.175544977
CET

Dec 3, 2020
10:12:29.175544977
CET

Dec 3, 2020
10:12:29.176031113
CET

Dec 3, 2020
10:12:29.176031113
CET

Dec 3, 2020
10:12:29.176031113
CET

Dec 3, 2020
10:12:29.176031113
CET

Dec 3, 2020
10:12:29.176031113
CET

Dec 3, 2020
10:12:29.176031113
CET

Dec 3, 2020
10:12:29.176031113
CET

Dec 3, 2020
10:12:29.176031113
CET

Dec 3, 2020
10:12:29.176031113
CET

Dec 3, 2020
10:12:29.176031113
CET

Dec 3, 2020
10:12:29.176489115
CET

Dec 3, 2020
10:12:29.176489115
CET

Dec 3, 2020
10:12:29.176489115
CET

Dec 3, 2020
10:12:29.177083969
CET

Dec 3, 2020
10:12:29.177083969
CET

Dec 3, 2020
10:12:29.197278023
CET

Dec 3, 2020
10:12:29.197278023
CET

Dec 3, 2020
10:12:29.197278023
CET

Dec 3, 2020
10:12:29.197278023
CET

Dec 3, 2020
10:12:29.197278023
CET

Dec 3, 2020
10:12:29.197278023
CET

Dec 3, 2020
10:12:29.220659018
CET

Dec 3, 2020
10:12:29.220659018
CET

Dec 3, 2020
10:12:29.220659018
CET

Copyright null 2020

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID

Oxadd6

Oxadd6

Ox6alb

Ox6alb

Ox6alb

Ox6alb

Ox6alb

Ox6alb

Ox6alb

Ox6alb

Ox6alb

Ox6alb

0xb4b

0xb4b

0xb4b

0xb473

0xb473

0x696b

0x696b

0x696b

0x696b

0x696b

0x696b

0x678c

0x678c

0x678c

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName

onetag-sys.com

onetag-sys.com

ib.adnxs.com g.geogslb.com

g.geogslb.com ib.anycast.adnxs.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

ib.anycast

.adnxs.com

i.connectad.io

i.connectad.io

i.connectad.io

bidder.cri bidder.par.vip.prod.criteo.
teo.com com

bidder.par

.vip.prod.

criteo.com

prg.smarta prga.smartadserver.com

dserver.com

2-01-275d-
0028.cdx.cedexis.net

prga.smart
adserver.com

egx.smarta
dserver.com

egx.smarta
dserver.com

egx.smarta
dserver.com

egx.smarta

dserver.com

ad-delivery.net

ad-delivery.net

ad-delivery.net

Address
51.89.9.252

51.89.9.251

185.33.221.11

185.33.221.15

185.33.220.145

185.33.220.240

185.33.221.14

185.33.221.13

185.33.221.91

185.33.220.243

104.22.55.206

104.22.54.206

172.67.8.174

178.250.0.165

185.86.137.113

185.86.137.17

185.86.137.114

185.86.137.32

172.67.69.19

104.26.2.70

104.26.3.70

Type
A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Dec 3, 2020
10:12:29.230644941
CET

Dec 3, 2020
10:12:29.230644941
CET

Dec 3, 2020
10:12:29.441415071
CET

Dec 3, 2020
10:12:29.443034887
CET

Dec 3, 2020
10:12:29.449024916
CET

Dec 3, 2020
10:12:29.479554892
CET

Dec 3, 2020
10:12:29.479554892
CET

Dec 3, 2020
10:12:29.480864048
CET

Dec 3, 2020
10:12:29.480864048
CET

Dec 3, 2020
10:12:29.670764923
CET

Dec 3, 2020
10:12:29.676676035
CET

Dec 3, 2020
10:12:29.676676035
CET

Dec 3, 2020
10:12:29.676676035
CET

Dec 3, 2020
10:12:29.676676035
CET

Dec 3, 2020
10:12:29.676676035
CET

Dec 3, 2020
10:12:29.676676035
CET

Dec 3, 2020
10:12:29.676676035
CET

Dec 3, 2020
10:12:29.686672926
CET

Dec 3, 2020
10:12:29.686672926
CET

Dec 3, 2020
10:12:29.833322048
CET

Dec 3, 2020
10:12:29.833322048
CET

Dec 3, 2020
10:12:29.833322048
CET

Dec 3, 2020
10:12:29.833322048
CET

Dec 3, 2020
10:12:29.833322048
CET

Dec 3, 2020
10:12:29.833322048
CET

Dec 3, 2020
10:12:29.833322048
CET

Copyright null 2020

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID

0x8ee8

0x8ee8

Oxeeld

0x39d2

0x169e

0x30a7

0x30a7

0x4b35

0x4b35

0x4808

Oxfbdf

Oxfbdf

Oxfbdf

Oxfbdf

Oxfbdf

Oxfbdf

Oxfbdf

0xd90c

0xd90c

Oxbfbd

Oxbfbd

Oxbfbd

Oxbfbd

Oxbfbd

Oxbfbd

Oxbfbd

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName

ad.doublec dart.l.doubleclick.net

lick.net

dart.l.dou
bleclick.net

sync.1rx.io

cs.emxdgt.com

ads.pubmat pubmatic.edgekey.net
ic.com

sSync.go.so ams-1-

nobi.com sync.go.sonobi.com
ams-1-sync

.go.sonobi.com

u.openx.net

u.openx.net

pagead46.1
.doubleclick.net

ssbsync.sm
artadserver.com

sshsync-
geo.smartadserver.com

ssbsync-ge 2-01-275d-
o.smartads 0035.cdx.cedexis.net
erver.com

sshsync-eu- 2-01-275d-
secure.sm 002f.cdx.cedexis.net

artadserver.com

ssbhsync-it
x4.smartad
server.com

ssbhsync-it
x4.smartad
server.com

ssbhsync-it
x4.smartad
server.com
ssbsync-it
x4.smartad
server.com

adservice. pagead46.l.doubleclick.ne
google.co.uk t

pagead46.1
.doubleclick.net

ap.lijit.com vap.lijit.com
vap.lijit.com emeas.vap.lijit.com
emeas.vap. oeu.vap.lijit.com
lijit.com

oeu.vap.lijit.com

oeu.vap.lijit.com

oeu.vap.lijit.com

oeu.vap.lijit.com

Address

172.217.18.102

213.19.147.150

18.195.155.181

178.162.133.149

34.98.64.218

35.244.159.8

216.58.212.162

185.86.139.103

185.86.139.94

185.86.139.104

185.86.139.93

216.58.207.66

72.251.249.9

72.251.249.13

216.52.2.48

216.52.2.30

Type
CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Dec 3, 2020
10:12:29.833322048
CET

Dec 3, 2020
10:12:29.833322048
CET

Dec 3, 2020
10:12:29.833322048
CET

Dec 3, 2020
10:12:29.927848101
CET

Dec 3, 2020
10:12:29.927848101
CET

Dec 3, 2020
10:12:29.950113058
CET

Dec 3, 2020
10:12:29.950113058
CET

Dec 3, 2020
10:12:29.950113058
CET

Dec 3, 2020
10:12:29.950113058
CET

Dec 3, 2020
10:12:29.950113058
CET

Dec 3, 2020
10:12:29.950113058
CET

Dec 3, 2020
10:12:29.950113058
CET

Dec 3, 2020
10:12:29.950113058
CET

Dec 3, 2020
10:12:29.950113058
CET

Dec 3, 2020
10:12:29.950113058
CET

Dec 3, 2020
10:12:30.146634102
CET

Copyright null 2020

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID

Oxbfbd

Oxbfbd

Oxbfbd

0x72cd

0x72cd

0x6¢bf

0x6¢bf

0x6¢bf

0x6¢bf

0x6¢bf

0x6¢bf

0x6¢bf

0x6¢bf

0x6¢bf

0x6¢bf

Oxda65

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

oeu.vap.lijit.com

oeu.vap.lijit.com

oeu.vap.lijit.com

googleads.
g.doubleclick.net

pagead46.
.doubleclick.net

eb2.3lift.com

eu-eb2.3lift.com

dualstack.
engagement-
bus-prod-
641612343.eu-
central-
1.elb.ama
zonaws.com

dualstack.
engagement-
bus-prod-
641612343.eu-
central-
1.elb.ama
zonaws.com

dualstack.
engagement-
bus-prod-
641612343.eu-
central-
1l.elb.ama
zonaws.com

dualstack.
engagement-
bus-prod-
641612343.eu-
central-
1.elb.ama
zonaws.com

dualstack.
engagement-
bus-prod-
641612343.eu-
central-
1.elb.ama
zonaws.com

dualstack.
engagement-
bus-prod-
641612343.eu-
central-
1.elb.ama
zonaws.com

dualstack.
engagement-
bus-prod-
641612343.eu-
central-
1l.elb.ama
zonaws.com

dualstack.
engagement-
bus-prod-
641612343.eu-
central-
1l.elb.ama
zonaws.com

x.bidswitch.net

CName

pagead46.l.doubleclick.ne
t

eu-eb2.3lift.com

dualstack.engagement-
bus-prod-641612343.eu-
central-
1.elb.amazonaws.com

alb-aws-fr-bswx-1-
445786803.eu-central-
1.elb.amazonaws.com

Address
216.52.2.19

216.52.2.39

72.251.249.14

172.217.23.162

18.185.170.181

52.57.162.23

18.158.81.184

18.184.39.197

35.158.4.230

18.157.239.120

18.159.63.118

52.58.68.181

Type
A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Dec 3, 2020
10:12:30.146634102
CET

Dec 3, 2020
10:12:30.146634102
CET

Dec 3, 2020
10:12:30.146634102
CET

Dec 3, 2020
10:12:30.146634102
CET

Dec 3, 2020
10:12:30.146634102
CET

Dec 3, 2020
10:12:30.146634102
CET

Dec 3, 2020
10:12:30.146634102
CET

Dec 3, 2020
10:12:30.146634102
CET

Dec 3, 2020
10:12:30.189182043
CET

Dec 3, 2020
10:12:30.189182043
CET

Dec 3, 2020
10:12:30.190382957
CET

Dec 3, 2020
10:12:30.190382957
CET

Dec 3, 2020
10:12:30.190382957
CET

Dec 3, 2020
10:12:30.190382957
CET

Dec 3, 2020
10:12:30.190382957
CET

Dec 3, 2020
10:12:30.190382957
CET

Dec 3, 2020
10:12:30.190975904
CET

Dec 3, 2020
10:12:30.272983074
CET

Dec 3, 2020
10:12:30.272983074
CET

Dec 3, 2020
10:12:30.272983074
CET

Dec 3, 2020
10:12:30.276062012
CET

Copyright null 2020

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID

Oxda65

Oxda65

Oxda65

Oxda65

Oxda65

Oxda65

Oxda65

Oxda65

0x8a50

0x8a50

0x5e9a

0x5e9a

0x5e9a

0x5e9a

0x5e9a

Ox5e9a

0x520c

0x6949

0x6949

0x6949

0x79ed

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

alb-aws-fr-bswx-
1-445786803.eu
-central-1
.elb.amazo
naws.com

alb-aws-fr-bswx-
1-445786803.eu
-central-1
.elb.amazo
naws.com

alb-aws-fr-bswx-
1-445786803.eu
-central-1
.elb.amazo
naws.com

alb-aws-fr-bswx-
1-445786803.eu
-central-1
.elb.amazo
naws.com

alb-aws-fr-bswx-
1-445786803.eu
-central-1
.elb.amazo
naws.com

alb-aws-fr-bswx-
1-445786803.eu
-central-1
.elb.amazo
naws.com

alb-aws-fr-bswx-
1-445786803.eu
-central-1
.elb.amazo
naws.com

alb-aws-fr-bswx-
1-445786803.eu
-central-1
.elb.amazo
naws.com

cm.g.doubl
eclick.net

pagead.l.d
oubleclick.net

pixel.quan
tserve.com

global.px.
quantserve.com

global.px.
guantserve.com

global.px.
guantserve.com

global.px.
quantserve.com

global.px.
guantserve.com

cl.adform.net

image6.pub
matic.com

pugm-lhrc.
pubmatic.com

pugm-lhr.p
ubmatic.com

sync.matht
ag.com

CName Address
35.156.245.144

35.156.19.236

52.58.102.227

35.157.13.124

35.157.252.59

18.195.193.185

52.57.230.211

52.28.88.30

pagead.l.doubleclick.net

172.217.21.226

global.px.quantserve.com

91.228.74.189

91.228.74.134

91.228.74.133

91.228.74.198

91.228.74.226

track.adformnet.akadns.n

et

pugm-lhrc.pubmatic.com

pugm-lhr.pubmatic.com

185.64.190.78

pixel-origin.mathtag.com

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Dec 3, 2020
10:12:30.276062012
CET

Dec 3, 2020
10:12:30.276062012
CET

Dec 3, 2020
10:12:30.276062012
CET

Dec 3, 2020
10:12:30.276062012
CET

Dec 3, 2020
10:12:30.277926922
CET

Dec 3, 2020
10:12:30.277926922
CET

Dec 3, 2020
10:12:30.277926922
CET

Dec 3, 2020
10:12:30.277926922
CET

Dec 3, 2020
10:12:30.344809055
CET

Dec 3, 2020
10:12:30.344809055
CET

Dec 3, 2020
10:12:30.344809055
CET

Dec 3, 2020
10:12:30.344809055
CET

Dec 3, 2020
10:12:30.344809055
CET

Dec 3, 2020
10:12:30.344809055
CET

Dec 3, 2020
10:12:30.344809055
CET

Dec 3, 2020
10:12:30.344809055
CET

Dec 3, 2020
10:12:30.458209991
CET

Dec 3, 2020
10:12:30.458209991
CET

Dec 3, 2020
10:12:30.458209991
CET

Dec 3, 2020
10:12:30.458209991
CET

Dec 3, 2020
10:12:30.458209991
CET

Dec 3, 2020
10:12:30.458209991
CET

Dec 3, 2020
10:12:30.462146044
CET

Dec 3, 2020
10:12:30.462146044
CET

Dec 3, 2020
10:12:30.462146044
CET

Dec 3, 2020
10:12:30.462146044
CET

Copyright null 2020

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID

0x79ed

0x79ed

0x79ed

0x79ed

0Ox4dsd

0Ox4dsd

0Ox4dsd

0Ox4dsd

Oxab86

Oxab86

Oxab86

Oxab86

Oxab86

0Oxab86

0Oxab86

Oxab86

0xe067

0xe067

0xe067

0xe067

0xe067

0xe067

0x70f3

0x70f3

0x70f3

0x70f3

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName

pixel-orig
in.mathtag.com

pixel-orig
in.mathtag.com

pixel-orig
in.mathtag.com

pixel-orig
in.mathtag.com

bh.context Iga-bh.contextweb.com
web.com

lga-bh.con lga-bh-

textweb.com bgp.contextweb.com
lga-bh-bgp

.contextweb.com

lga-bh-bgp
.contextweb.com

aorta.clic
kagy.com

aorta.clic
kagy.com

aorta.clic
kagy.com

aorta.clic
kagy.com

aorta.clic
kagy.com

aorta.clic
kagy.com

aorta.clic
kagy.com

aorta.clic
kagy.com

match.prod
.bidr.io

match.prod
.bidr.io

match.prod
.bidr.io

match.prod
.bidr.io

match.prod
.bidr.io

match.prod

.bidr.io

bep.crwdcentrl.net

bep.crwdcentrl.net

bep.crwdcentrl.net

bep.crwdcentrl.net

Address
185.29.132.30

185.29.135.190

185.29.135.42

185.29.135.227

198.148.27.140

198.148.27.139

52.22.205.135

52.205.157.124

54.161.205.16

50.17.97.172

35.169.105.118

52.71.232.242

54.165.189.199

34.200.74.1

54.171.14.147

52.31.242.159

52.214.70.9

52.49.193.31

54.72.203.0

54.228.192.197

52.48.137.92

52.30.140.199

52.48.248.240

52.30.234.204

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Dec 3, 2020
10:12:30.462146044
CET

Dec 3, 2020
10:12:30.462146044
CET

Dec 3, 2020
10:12:30.462146044
CET

Dec 3, 2020
10:12:30.462146044
CET

Dec 3, 2020
10:12:30.600167036
CET

Dec 3, 2020
10:12:30.600167036
CET

Dec 3, 2020
10:12:30.600167036
CET

Dec 3, 2020
10:12:30.600167036
CET

Dec 3, 2020
10:12:30.600167036
CET

Dec 3, 2020
10:12:30.600167036
CET

Dec 3, 2020
10:12:30.600167036
CET

Dec 3, 2020
10:12:30.600167036
CET

Dec 3, 2020
10:12:30.600167036
CET

Dec 3, 2020
10:12:30.600167036
CET

Dec 3, 2020
10:12:30.675499916
CET

Dec 3, 2020
10:12:30.675499916
CET

Dec 3, 2020
10:12:30.738059044
CET

Dec 3, 2020
10:12:30.738059044
CET

Dec 3, 2020
10:12:30.738059044
CET

Dec 3, 2020
10:12:30.738059044
CET

Dec 3, 2020
10:12:30.738059044
CET

Dec 3, 2020
10:12:30.738059044
CET

Dec 3, 2020
10:12:30.738059044
CET

Dec 3, 2020
10:12:30.738059044
CET

Dec 3, 2020
10:12:30.738059044
CET

Dec 3, 2020
10:12:30.738059044
CET

Copyright null 2020

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID

0x70f3

0x70f3

0x70f3

0x70f3

Oxcfa8

Oxcfa8

Oxcfa8

Oxcfa8

Oxcfa8

Oxcfa8

Oxcfa8

Oxcfa8

Oxcfa8

Oxcfa8

0xa897

0xa897

0x2878

0x2878

0x2878

0x2878

0x2878

0x2878

0x2878

0x2878

0x2878

0x2878

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

bep.crwdcentrl.net

bep.crwdcentrl.net

bep.crwdcentrl.net

bep.crwdcentrl.net

ce.lijit.com

vap.lijit.com

emeas.vap.

lijit.com

oeu.vap.lijit.com

oeu.vap.lijit.com

oeu.vap.lijit.com

oeu.vap.lijit.com

oeu.vap.lijit.com

oeu.vap.lijit.com

oeu.vap.lijit.com

static.criteo.net

static.par
.vip.prod.
criteo.net

d5p.del7a.com

d5p.del7a.com

d5p.del7a.com

d5p.del7a.com

d5p.del7a.com

d5p.del7a.com

d5p.del7a.com

d5p.del7a.com

d5p.del7a.com

d5p.del7a.com

CName

vap.lijit.com

emeas.vap.lijit.com

oeu.vap.lijit.com

static.par.vip.prod.criteo.n
et

Address
34.245.253.34

52.210.253.186

54.171.173.220

99.80.128.92

216.52.2.30

72.251.249.9

216.52.2.39

72.251.249.13

72.251.249.14

216.52.2.19

216.52.2.48

178.250.0.130

213.155.156.164

213.155.156.167

213.155.156.185

213.155.156.165

213.155.156.181

213.155.156.182

213.155.156.180

213.155.156.184

213.155.156.183

213.155.156.166

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Dec 3, 2020
10:12:30.738059044
CET

Dec 3, 2020
10:12:30.738059044
CET

Dec 3, 2020
10:12:30.797924042
CET

Dec 3, 2020
10:12:30.797924042
CET

Dec 3, 2020
10:12:30.916914940
CET

Dec 3, 2020
10:12:30.916914940
CET

Dec 3, 2020
10:12:31.007373095
CET

Dec 3, 2020
10:12:31.007373095
CET

Dec 3, 2020
10:12:31.007373095
CET

Dec 3, 2020
10:12:31.097199917
CET

Dec 3, 2020
10:12:31.097199917
CET

Dec 3, 2020
10:12:31.097199917
CET

Dec 3, 2020
10:12:31.291832924
CET

Dec 3, 2020
10:12:31.291832924
CET

Dec 3, 2020
10:12:31.291832924
CET

Dec 3, 2020
10:12:31.291832924
CET

Dec 3, 2020
10:12:31.291832924
CET

Dec 3, 2020
10:12:31.291832924
CET

Dec 3, 2020
10:12:31.291832924
CET

Dec 3, 2020
10:12:31.291832924
CET

Dec 3, 2020
10:12:31.291832924
CET

Dec 3, 2020
10:12:31.291832924
CET

Dec 3, 2020
10:12:31.449318886
CET

Dec 3, 2020
10:12:31.449318886
CET

Dec 3, 2020
10:12:31.498030901
CET

Dec 3, 2020
10:12:31.498030901
CET

Copyright null 2020

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID

0x2878

0x2878

0x786

0x786

0x7ad6

0x7ad6

0ox2ff2

0ox2ff2

0ox2ff2

0x62d0

0x62d0

0x62d0

Oxee78

Oxee78

Oxee78

Oxee78

Oxee78

Oxee78

Oxee78

Oxee78

Oxee78

Oxee78

0x6803

0x6803

Oxa2d5

Oxa2d5

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

d5p.del7a.com

d5p.del7a.com

dis.criteo.com

widget.am5
.vip.prod.
criteo.com

dsp.adfarm
1.adition.com

dsp.adfarm
1.adition.com

image2.pub
matic.com

pug22000nf
c.pubmatic.com

pug22000nf
.pubmatic.com

simage2.pu
bmatic.com

pug-lhrc.p
ubmatic.com

pug-lhr.pu

bmatic.com

green.erne.co

green.erne.co

green.erne.co

green.erne.co

green.erne.co

green.erne.co

green.erne.co

green.erne.co

green.erne.co

green.erne.co

sync.targe
ting.unrul
ymedia.com

sync.1rx.io

uipglob.se
masio.net

uip.semasio.net

CName Address
213.155.156.169

213.155.156.168

widget.am5.vip.prod.crite

o0.com

178.250.2.151

85.114.159.93

85.114.159.118

pug22000nfc.pubmatic.co

m

pug22000nf.pubmatic.co

m

185.64.189.110

pug-lhrc.pubmatic.com

pug-lhr.pubmatic.com

185.64.190.80

87.98.252.5

94.23.73.243

87.98.128.108

87.98.228.78

188.165.4.142

188.165.27.173

87.98.242.60

94.23.171.206

188.165.137.78

94.23.144.220

sync.1rx.io

213.19.147.151

uipglob.trafficmanager.net

77.243.60.138

Type
A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Dec 3, 2020
10:12:31.546766996
CET

Dec 3, 2020
10:12:31.546766996
CET

Dec 3, 2020
10:12:31.546766996
CET

Dec 3, 2020
10:12:31.557796955
CET

Dec 3, 2020
10:12:31.557796955
CET

Dec 3, 2020
10:12:31.557796955
CET

Dec 3, 2020
10:12:31.557796955
CET

Dec 3, 2020
10:12:31.769035101
CET

Dec 3, 2020
10:12:31.799555063
CET

Dec 3, 2020
10:12:31.799555063
CET

Dec 3, 2020
10:12:31.803966045
CET

Dec 3, 2020
10:12:31.803966045
CET

Dec 3, 2020
10:12:31.803966045
CET

Dec 3, 2020
10:12:31.803966045
CET

Dec 3, 2020
10:12:31.812740088
CET

Dec 3, 2020
10:12:31.812740088
CET

Dec 3, 2020
10:12:31.812740088
CET

Dec 3, 2020
10:12:31.812983036
CET

Dec 3, 2020
10:12:31.812983036
CET

Dec 3, 2020
10:12:31.824805021
CET

Dec 3, 2020
10:12:31.824805021
CET

Dec 3, 2020
10:12:32.024908066
CET

Dec 3, 2020
10:12:32.024908066
CET

Dec 3, 2020
10:12:32.073081017
CET

Dec 3, 2020
10:12:32.073081017
CET

Copyright null 2020

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID

0x94f2

0x94f2

0x94f2

0xcl73

0xcl73

0xcl73

0xcl73

0x10eb

0x78d3

0x78d3

0x342d

0x342d

0x342d

0x342d

0xb339

0xb339

0xb339

Oxcfb

Oxcfb

0x3d02

0x3d02

0x3cf5

0x3cf5

0x71d2

0x71d2

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName

visitor.fiftyt.com

visitor.fiftyt.com

visitor.fiftyt.com

pixel.onau
dience.com

pixel.onau
dience.com

pixel.onau
dience.com

pixel.onau
dience.com

ad.turn.com ad.turn.com.akadns.net

pr-bh.ybp.
yahoo.com

ds-pr-
bh.ybp.gysm.yahoodns.n
et

ds-pr-bh.y
bp.gysm.ya
hoodns.net

ups.analyt
ics.yahoo.com

prod.ups-ats.aolp-ds-
prd.aws.oath.cloud

prod.ups-a prod.ups-ats.eu-central-
ts.aolp-ds- 1.aolp-ds-

prd.aws.o prd.aws.oath.cloud
ath.cloud

prod.ups-ats.eu-
central-1.aolp-
ds-prd.aw
s.oath.cloud

prod.ups-ats.eu-
central-1.aolp-
ds-prd.aw
s.oath.cloud

sync-tm.ev
eresttech.net

sync.tubemogul.com

sync.tubem syncf.tubemogul.com
ogul.com

syncf.tube h2.shared.global.fastly.ne
mogul.com t

pubmatic-m afp.dotomi.weighted.com.

atch.dotomi.com akadns.net

ams02-usadmm-

ds.dotomi.com

us-u.openx.net

us-u.openx.net

eu-u.openx.net

eu-u.openx.net

pixel-sync
.sitescout.com

pixel-a.sitescout.com

pixel-a.si
tescout.com

Address
104.26.13.50

104.26.12.50

172.67.73.8

51.210.112.63

51.210.112.236

51.210.112.64

51.210.112.66

212.82.100.176

3.126.56.137

18.156.0.31

64.158.223.137

35.244.159.8

34.98.64.218

34.98.64.218

35.244.159.8

66.155.71.149

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Dec 3, 2020
10:12:32.201543093
CET

Dec 3, 2020
10:12:32.201543093
CET

Dec 3, 2020
10:12:32.201543093
CET

Dec 3, 2020
10:12:32.404186010
CET

Dec 3, 2020
10:12:32.404186010
CET

Dec 3, 2020
10:12:32.404186010
CET

Dec 3, 2020
10:12:32.417644024
CET

Dec 3, 2020
10:12:32.417644024
CET

Dec 3, 2020
10:12:32.444205999
CET

Dec 3, 2020
10:12:32.444205999
CET

Dec 3, 2020
10:12:32.444205999
CET

Dec 3, 2020
10:12:32.491159916
CET

Dec 3, 2020
10:12:32.491159916
CET

Dec 3, 2020
10:12:32.491159916
CET

Dec 3, 2020
10:12:32.556216002
CET

Dec 3, 2020
10:12:32.556216002
CET

Dec 3, 2020
10:12:32.556216002
CET

Dec 3, 2020
10:12:32.731950998
CET

Dec 3, 2020
10:12:32.731950998
CET

Dec 3, 2020
10:12:32.731950998
CET

Dec 3, 2020
10:12:32.745358944
CET

Dec 3, 2020
10:12:32.856019974
CET

Dec 3, 2020
10:12:32.872056007
CET

Dec 3, 2020
10:12:32.872056007
CET

Dec 3, 2020
10:12:32.872056007
CET

Copyright null 2020

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID

0x7bec

0x7bec

0x7bec

0x9bdO

0x9bdO

0x9bdO

0x74e6

0x74e6

0x363a

0x363a

0x363a

0ox642d

ox642d

0ox642d

0x5fc7

0x5fc7

0x5fc7

Oxced2

Oxced2

Oxced2

0x73ch

0xb300

0x9981

0x9981

0x9981

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

rtb.4finance.com pool.4finance.iponweb.net

pool.4fina
nce.iponweb.net

pool.4fina
nce.iponweb.net

ads.betwee
ndigital.com

ssp.ads.be
tweendigital.com

ssp.ads.be
tweendigital.com

match.adsb
y.bidtheatre.com

match.adsb
y.bidtheatre.com

um.simpli.fi

um.simpli.fi

um.simpli.fi

image4.pub
matic.com

spug22000n
fc.pubmatic.com

spug22000n
f.pubmatic.com

loada.exel
ator.com

eu-west.lo
ad.exelator.com

load-ams1.
exelator.com

cdn.connectad.io

cdn.connectad.io

cdn.connectad.io

acdn.adnxs.com

aax-eu.amazon-
adsystem.com

match.adsrvr.org

match-1943
069928.eu-west-
lelb
.amazonaws
.com

match-1943
069928.eu-west-
lelb
.amazonaws
.com

CName

ssp.ads.betweendigital.co
m

spug22000nfc.pubmatic.c
om

spug22000nf.pubmatic.co
m

eu-
west.load.exelator.com

load-ams1.exelator.com

secure-
adnxs.edgekey.net

match-1943069928.eu-
west-
1.elb.amazonaws.com

Address

35.210.181.65

35.206.141.96

96.46.183.20

96.46.186.57

174.138.12.104

167.99.220.155

159.253.128.183

169.50.137.190

159.253.128.188

185.64.189.114

147.75.102.200

172.67.8.174

104.22.54.206

104.22.55.206

52.95.123.167

52.17.171.52

54.72.52.19

Type
CNAME
(Canonical
name)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Page 79 of 98



Timestamp

Dec 3, 2020
10:12:32.872056007
CET

Dec 3, 2020
10:12:32.872056007
CET

Dec 3, 2020
10:12:32.872056007
CET

Dec 3, 2020
10:12:32.872056007
CET

Dec 3, 2020
10:12:32.872056007
CET

Dec 3, 2020
10:12:32.872056007
CET

Dec 3, 2020
10:12:32.876769066
CET

Dec 3, 2020
10:12:32.876769066
CET

Dec 3, 2020
10:12:32.876769066
CET

Dec 3, 2020
10:12:32.876769066
CET

Dec 3, 2020
10:12:32.876769066
CET

Dec 3, 2020
10:12:32.876769066
CET

Dec 3, 2020
10:12:32.877597094
CET

Dec 3, 2020
10:12:32.884644985
CET

Dec 3, 2020
10:12:32.884644985
CET

Dec 3, 2020
10:12:33.015130997
CET

Dec 3, 2020
10:12:33.015130997
CET

Dec 3, 2020
10:12:33.149255991
CET

Dec 3, 2020
10:12:33.149255991
CET

Dec 3, 2020
10:12:33.149255991
CET

Dec 3, 2020
10:12:33.149255991
CET

Dec 3, 2020
10:12:33.168677092
CET

Copyright null 2020

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID

0x9981

0x9981

0x9981

0x9981

0x9981

0x9981

0x328e

0x328e

0x328e

0x328e

0x328e

0x328e

0x6e6b

0x9798

0x9798

Oxaab3

Oxaab3

0x6268

0x6268

0x6268

0x6268

0x25b8

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName Address

match-1943
069928.eu-west-
lelb
.amazonaws
.com

99.80.71.186

match-1943
069928.eu-west-
lelb
.amazonaws
.com

52.210.128.165

match-1943
069928.eu-west-
lelb
.amazonaws
.com

34.246.149.44

match-1943
069928.eu-west-
lelb
.amazonaws
.com

54.154.164.132

match-1943
069928.eu-west-
lelb
.amazonaws
.com

54.216.123.169

match-1943
069928.eu-west-
lelb
.amazonaws
.com

52.49.114.167

pixel.quan
tserve.com

global.px.quantserve.com

global.px. 91.228.74.189

quantserve.com

global.px. 91.228.74.134

quantserve.com

global.px. 91.228.74.133

quantserve.com

global.px. 91.228.74.198

quantserve.com

global.px. 91.228.74.226

quantserve.com

track.adformnet.akadns.n
et

cl.adform.net

cm.g.doubl
eclick.net

pagead.l.doubleclick.net

pagead.l.d 172.217.21.226

oubleclick.net

us-u.openx.net 34.98.64.218

us-u.openx.net 35.244.159.8

bh.context Iga-bh.contextweb.com

web.com

lga-bh.con lga-bh-

textweb.com bgp.contextweb.com

Iga-bh-bgp 198.148.27.140

.contextweb.com

Iga-bh-bgp 198.148.27.139

.contextweb.com

aorta.clic 52.22.205.135

kagy.com

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Dec 3, 2020
10:12:33.168677092
CET

Dec 3, 2020
10:12:33.168677092
CET

Dec 3, 2020
10:12:33.168677092
CET

Dec 3, 2020
10:12:33.168677092
CET

Dec 3, 2020
10:12:33.168677092
CET

Dec 3, 2020
10:12:33.168677092
CET

Dec 3, 2020
10:12:33.168677092
CET

Dec 3, 2020
10:12:33.174869061
CET

Dec 3, 2020
10:12:33.174869061
CET

Dec 3, 2020
10:12:33.174869061
CET

Dec 3, 2020
10:12:33.174869061
CET

Dec 3, 2020
10:12:33.174869061
CET

Dec 3, 2020
10:12:33.174869061
CET

Dec 3, 2020
10:12:33.174869061
CET

Dec 3, 2020
10:12:33.174869061
CET

Dec 3, 2020
10:12:33.177757978
CET

Dec 3, 2020
10:12:33.177757978
CET

Dec 3, 2020
10:12:33.177757978
CET

Dec 3, 2020
10:12:33.177757978
CET

Dec 3, 2020
10:12:33.177757978
CET

Dec 3, 2020
10:12:33.177757978
CET

Dec 3, 2020
10:12:33.220918894
CET

Dec 3, 2020
10:12:33.220918894
CET

Dec 3, 2020
10:12:33.220918894
CET

Dec 3, 2020
10:12:33.303751945
CET

Dec 3, 2020
10:12:33.303751945
CET

Copyright null 2020

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID

0x25b8

0x25b8

0x25b8

0x25b8

0x25b8

0x25b8

0x25b8

0x669

0x669

0x669

0x669

0x669

0x669

0x669

0x669

Oxfaf8

Oxfaf8

Oxfaf8

Oxfaf8

Oxfaf8

Oxfaf8

0x587

0x587

0x587

0x5310

0x5310

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name
aorta.clic
kagy.com

aorta.clic
kagy.com

aorta.clic
kagy.com

aorta.clic
kagy.com

aorta.clic
kagy.com

aorta.clic
kagy.com

aorta.clic
kagy.com

bep.crwdcentrl.net

bep.crwdcentrl.net

bep.crwdcentrl.net

bep.crwdcentrl.net

bep.crwdcentrl.net

bep.crwdcentrl.net

bep.crwdcentrl.net

bep.crwdcentrl.net

match.prod
.bidr.io

match.prod
.bidr.io

match.prod
.bidr.io

match.prod
.bidr.io

match.prod
.bidr.io

match.prod
.bidr.io

sync-eu.co
nnectad.io

sync-eu.co
nnectad.io

sync-eu.co
nnectad.io

ce.lijit.com

vap.lijit.com

CName

vap.lijit.com

emeas.vap.lijit.com

Address
52.205.157.124

54.161.205.16

50.17.97.172

35.169.105.118

52.71.232.242

54.165.189.199

34.200.74.1

52.48.248.240

52.48.137.92

34.253.109.165

34.245.253.34

52.49.190.28

52.30.234.204

52.30.140.199

99.80.128.92

54.171.14.147

52.31.242.159

52.214.70.9

52.49.193.31

54.72.203.0

54.228.192.197

104.22.54.206

172.67.8.174

104.22.55.206

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Dec 3, 2020
10:12:33.303751945
CET

Dec 3, 2020
10:12:33.303751945
CET

Dec 3, 2020
10:12:33.303751945
CET

Dec 3, 2020
10:12:33.303751945
CET

Dec 3, 2020
10:12:33.303751945
CET

Dec 3, 2020
10:12:33.303751945
CET

Dec 3, 2020
10:12:33.303751945
CET

Dec 3, 2020
10:12:33.303751945
CET

Dec 3, 2020
10:12:33.452867031
CET

Dec 3, 2020
10:12:33.452867031
CET

Dec 3, 2020
10:12:33.452867031
CET

Dec 3, 2020
10:12:33.465816021
CET

Dec 3, 2020
10:12:33.465816021
CET

Dec 3, 2020
10:12:33.465816021
CET

Dec 3, 2020
10:12:33.465816021
CET

Dec 3, 2020
10:12:33.465816021
CET

Dec 3, 2020
10:12:33.488857031
CET

Dec 3, 2020
10:12:33.522258997
CET

Dec 3, 2020
10:12:33.522258997
CET

Dec 3, 2020
10:12:33.650801897
CET

Dec 3, 2020
10:12:33.650801897
CET

Dec 3, 2020
10:12:33.650801897
CET

Copyright null 2020

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID

0x5310

0x5310

0x5310

0x5310

0x5310

0x5310

0x5310

0x5310

Oxb5da

Oxb5da

Oxb5da

0xc0d6

0xc0d6

0xc0d6

0xc0d6

0xc0d6

0x3ac

0xe20e

Oxe20e

Oxa3ba

Oxa3ba

Oxa3ba

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName
emeas.vap. oeu.vap.lijit.com
lijit.com

oeu.vap.lijit.com

oeu.vap.lijit.com

oeu.vap.lijit.com

oeu.vap.lijit.com

oeu.vap.lijit.com

oeu.vap.lijit.com

oeu.vap.lijit.com

simage4.pu spug22000nfc.pubmatic.c
bmatic.com om
spug22000n spug22000nf.pubmatic.co

fc.pubmatic.com m

spug22000n
f.pubmatic.com

elb-aws-fr-clickdistrict-
1651093077.eu-central-
1.elb.amazonaws.com

ads.creative-
serving.com

elb-aws-fr-
clickdistrict-
1651093077.eu-
central-1.e
Ib.amazona
ws.com

elb-aws-fr-
clickdistrict-
1651093077.eu-
central-1.e
Ib.amazona
ws.com

elb-aws-fr-
clickdistrict-
1651093077.eu-
central-1.e
Ib.amazona
ws.com

elb-aws-fr-
clickdistrict-
1651093077.eu-
central-1.e
Ib.amazona
ws.com

track-
eu.adformnet.akadns.net

cm.adform.net

rtb.openx.net

rtb.openx.net

sync.conne
ctad.io

sync.conne
ctad.io

sync.conne
ctad.io

Address

216.52.2.48

216.52.2.19

72.251.249.13

216.52.2.39

216.52.2.30

72.251.249.9

72.251.249.14

185.64.189.114

18.195.7.149

3.127.51.194

18.196.214.144

3.123.96.39

35.186.253.211

35.227.252.103

104.22.55.206

172.67.8.174

104.22.54.206

Type
CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Dec 3, 2020
10:12:33.910077095
CET

Dec 3, 2020
10:12:35.200778961
CET

Dec 3, 2020
10:12:35.218913078
CET

Dec 3, 2020
10:12:35.385051012
CET

Dec 3, 2020
10:12:35.385051012
CET

Dec 3, 2020
10:12:35.385051012
CET

Dec 3, 2020
10:12:35.385051012
CET

Dec 3, 2020
10:12:35.385051012
CET

Dec 3, 2020
10:12:35.385051012
CET

Dec 3, 2020
10:12:35.385051012
CET

Dec 3, 2020
10:12:35.385051012
CET

Dec 3, 2020
10:12:35.385051012
CET

Dec 3, 2020
10:12:35.385051012
CET

Dec 3, 2020
10:12:35.568140030
CET

Dec 3, 2020
10:12:35.568140030
CET

Dec 3, 2020
10:12:36.370603085
CET

Dec 3, 2020
10:12:36.405549049
CET

Dec 3, 2020
10:12:36.405549049
CET

Dec 3, 2020
10:12:36.430538893
CET

Dec 3, 2020
10:12:36.430538893
CET

Dec 3, 2020
10:12:36.430538893
CET

Dec 3, 2020
10:12:36.450054884
CET

Dec 3, 2020
10:12:36.450054884
CET

Dec 3, 2020
10:12:36.450054884
CET

Dec 3, 2020
10:12:36.450054884
CET

Dec 3, 2020
10:12:36.578702927
CET

Copyright null 2020

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID

0xa739

0x1298

0x20f0

0xb607

0xb607

0xb607

0xb607

0xb607

0xb607

0xb607

0xb607

0xb607

0xb607

0xf5b5

0xf5b5

0x4621

0xe08e

0xe08e

0x5b7a

0x5b7a

0x5b7a

0x5743

0x5743

0x5743

0x5743

0x446b

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name
ssum.casal
emedia.com

cs.emxdgt.com

sync.1rx.io

ib.adnxs.com

g.geogslb.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

sync.targe
ting.unrul
ymedia.com

sync.1rx.io

ads.pubmat
ic.com

uipglob.se
masio.net

uip.semasio.net

visitor.fiftyt.com

visitor.fiftyt.com

visitor.fiftyt.com

pixel.onau
dience.com

pixel.onau
dience.com

pixel.onau
dience.com

pixel.onau
dience.com

sync.matht
ag.com

CName

ssum.casalemedia.com.e
dgekey.net

g.geogslb.com

ib.anycast.adnxs.com

sync.1rx.io

pubmatic.edgekey.net

uipglob.trafficmanager.net

pixel-origin.mathtag.com

Address

18.195.155.181

213.19.147.150

185.33.220.244

185.33.220.241

185.33.220.240

185.33.221.14

185.33.221.13

185.33.220.145

185.33.221.53

185.33.221.88

213.19.147.151

77.243.60.138

172.67.73.8

104.26.12.50

104.26.13.50

51.210.112.64

51.210.112.66

51.210.112.236

51.210.112.63

Type
CNAME
(Canonical
name)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Dec 3, 2020
10:12:36.578702927
CET

Dec 3, 2020
10:12:36.578702927
CET

Dec 3, 2020
10:12:36.578702927
CET

Dec 3, 2020
10:12:36.578702927
CET

Dec 3, 2020
10:12:36.592196941
CET

Dec 3, 2020
10:12:36.592196941
CET

Dec 3, 2020
10:12:36.592196941
CET

Dec 3, 2020
10:12:36.607680082
CET

Dec 3, 2020
10:12:36.607680082
CET

Dec 3, 2020
10:12:36.607680082
CET

Dec 3, 2020
10:12:36.627707005
CET

Dec 3, 2020
10:12:37.028755903
CET

Dec 3, 2020
10:12:37.028755903
CET

Dec 3, 2020
10:12:37.028755903
CET

Dec 3, 2020
10:12:38.340480089
CET

Dec 3, 2020
10:12:38.340480089
CET

Dec 3, 2020
10:12:38.340480089
CET

Dec 3, 2020
10:12:38.340480089
CET

Dec 3, 2020
10:12:38.340480089
CET

Dec 3, 2020
10:12:38.340480089
CET

Dec 3, 2020
10:12:38.340480089
CET

Dec 3, 2020
10:12:38.340480089
CET

Copyright null 2020

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID

0x446b

0x446b

0x446b

0x446b

0ox6fld

0ox6f1d

0ox6f1d

0x5b5f

0x5b5f

0x5b5f

0x65fe

0xf6e0

0xf6e0

0xf6e0

0x5552

0x5552

0x5552

0x5552

0x5552

0x5552

0x5552

0x5552

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName

pixel-orig
in.mathtag.com

pixel-orig
in.mathtag.com

pixel-orig
in.mathtag.com

pixel-orig
in.mathtag.com

image2.pub pug22000nfc.pubmatic.co
matic.com m
pug22000nf pug22000nf.pubmatic.co

c.pubmatic.com m

pug22000nf
.pubmatic.com

loada.exel eu-
ator.com west.load.exelator.com
eu-west.lo load-ams1.exelator.com

ad.exelator.com

load-ams1.
exelator.com

ad.turn.com ad.turn.com.akadns.net

simage2.pu pug-lhrc.pubmatic.com
bmatic.com

pug-lhrc.p pug-lhr.pubmatic.com
ubmatic.com

pug-lhr.pu
bmatic.com

x.bidswitch.net  alb-aws-fr-bswx-1-
445786803.eu-central-
1.elb.amazonaws.com

alb-aws-fr-bswx-
1-445786803.eu
-central-1
.elb.amazo
naws.com

alb-aws-fr-bswx-
1-445786803.eu
-central-1
.elb.amazo
naws.com

alb-aws-fr-bswx-
1-445786803.eu
-central-1
.elb.amazo
naws.com

alb-aws-fr-bswx-
1-445786803.eu
-central-1
.elb.amazo
naws.com

alb-aws-fr-bswx-
1-445786803.eu
-central-1
.elb.amazo
naws.com

alb-aws-fr-bswx-
1-445786803.eu
-central-1
.elb.amazo
naws.com

alb-aws-fr-bswx-
1-445786803.eu
-central-1
.elb.amazo
naws.com

Address
185.29.133.52

185.29.135.234

185.29.133.208

185.29.135.42

185.64.189.110

147.75.102.200

185.64.190.80

35.156.245.144

35.156.19.236

52.58.102.227

35.157.13.124

35.157.252.59

18.195.193.185

52.57.230.211

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Dec 3, 2020
10:12:38.340480089
CET

Dec 3, 2020
10:12:38.470942974
CET

Dec 3, 2020
10:12:38.470942974
CET

Dec 3, 2020
10:12:38.470942974
CET

Dec 3, 2020
10:12:38.470942974
CET

Dec 3, 2020
10:12:38.486473083
CET

Dec 3, 2020
10:12:38.486473083
CET

Dec 3, 2020
10:12:38.529767990
CET

Dec 3, 2020
10:12:38.529767990
CET

Dec 3, 2020
10:12:38.529767990
CET

Dec 3, 2020
10:12:38.535257101
CET

Dec 3, 2020
10:12:38.535257101
CET

Dec 3, 2020
10:12:38.535257101
CET

Dec 3, 2020
10:12:38.540898085
CET

Dec 3, 2020
10:12:38.540898085
CET

Dec 3, 2020
10:12:38.562277079
CET

Dec 3, 2020
10:12:38.562277079
CET

Dec 3, 2020
10:12:38.563225985
CET

Dec 3, 2020
10:12:38.563225985
CET

Dec 3, 2020
10:12:38.582454920
CET

Dec 3, 2020
10:12:38.582454920
CET

Dec 3, 2020
10:12:38.582454920
CET

Dec 3, 2020
10:12:38.612987041
CET

Dec 3, 2020
10:12:38.612987041
CET

Copyright null 2020

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID

0x5552

0xb5d2

0xb5d2

0xb5d2

0xb5d2

0xc339

0xc339

Ox64ac

Ox64ac

Ox64ac

0x36d1

0x36d1

0x36d1

0xd73c

0xd73c

0xf001

0xfo01

0x8124

0x8124

Ox8e7a

Ox8e7a

Ox8e7a

0x450b

0x450b

Reply Code

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName

alb-aws-fr-bswx-
1-445786803.eu
-central-1
.elb.amazo
naws.com

ups.analyt prod.ups-ats.aolp-ds-
ics.yahoo.com prd.aws.oath.cloud

prod.ups-a prod.ups-ats.eu-central-
ts.aolp-ds- 1.aolp-ds-

prd.aws.o prd.aws.oath.cloud
ath.cloud

prod.ups-ats.eu-
central-1.aolp-
ds-prd.aw
s.oath.cloud

prod.ups-ats.eu-
central-1.aolp-
ds-prd.aw
s.oath.cloud

pr-bh.ybp. ds-pr-

yahoo.com bh.ybp.gysm.yahoodns.n
et

ds-pr-bh.y

bp.gysm.ya

hoodns.net

a.volvelle.tech pool.optomaton.iponweb.

net
pool.optom optomaton.geo.iponweb.n
aton.iponw et
eb.net
optomaton.
geo.iponweb.net
sync-tm.ev sync.tubemogul.com
eresttech.net
sync.tubem syncf.tubemogul.com
ogul.com
syncf.tube h2.shared.global.fastly.ne
mogul.com t
pubmatic-m afp.dotomi.weighted.com.

atch.dotomi.com akadns.net

ams01-login-
ds.dotomi.com

pixel-sync pixel-a.sitescout.com
.sitescout.com

pixel-a.si
tescout.com

match.adsb
y.bidtheatre.com

match.adsb
y.bidtheatre.com

um.simpli.fi

um.simpli.fi

um.simpli.fi

image4.pub spug22000nfc.pubmatic.c
matic.com om

spug22000n spug22000nf.pubmatic.co
fc.pubmatic.com m

Address
52.28.88.30

18.156.0.31

3.126.56.137

212.82.100.176

35.210.178.101

63.215.202.140

66.155.71.25

174.138.12.104

167.99.220.155

159.253.128.183

169.50.137.190

159.253.128.188

Type
A (IP address)

CNAME
(Canonical
name)
CNAME
(Canonical
name)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)
CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Dec 3, 2020
10:12:38.612987041
CET

Dec 3, 2020
10:12:39.736223936
CET

Dec 3, 2020
10:12:39.736223936
CET

Dec 3, 2020
10:12:39.737694979
CET

Dec 3, 2020
10:12:39.737694979
CET

Dec 3, 2020
10:12:39.747378111
CET

Dec 3, 2020
10:12:39.747378111
CET

Dec 3, 2020
10:12:39.747378111
CET

Dec 3, 2020
10:12:39.747378111
CET

Dec 3, 2020
10:12:39.747378111
CET

Dec 3, 2020
10:12:39.758143902
CET

Dec 3, 2020
10:12:39.758143902
CET

Dec 3, 2020
10:12:39.758143902
CET

Dec 3, 2020
10:12:39.758143902
CET

Dec 3, 2020
10:12:39.758143902
CET

Dec 3, 2020
10:12:39.758143902
CET

Dec 3, 2020
10:12:39.758143902
CET

Dec 3, 2020
10:12:39.758143902
CET

Dec 3, 2020
10:12:39.758143902
CET

Dec 3, 2020
10:12:39.765779972
CET

Dec 3, 2020
10:12:39.765779972
CET

Copyright null 2020

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID

0x450b

Ox4dad

Ox4dad

0x8abl

0x8abl

0x35e9

0x35e9

0x35e9

0x35e9

0x35e9

Oxeedl

Oxeedl

Oxeedl

Oxeedl

Oxeedl

Oxeedl

Oxeedl

Oxeedl

Oxeedl

0x78cc

0x78cc

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

spug22000n
f.pubmatic.com

cm.adgrx.com

rtb.adgrx.com

a.tribalfu
sion.com

a.tribalfu
sion.com

trc.taboola.com

tls13.tabo
ola.map.fa
stly.net

tls13.tabo
ola.map.fa
stly.net

tls13.tabo
ola.map.fa
stly.net

tls13.tabo
ola.map.fa
stly.net

pm.w55c.net

dxedge-prod-Ib-
404808087.eu-
central-1.el
b.amazonaw
s.com

dxedge-prod-Ib-
404808087.eu-
central-1.el
b.amazonaw
s.com

dxedge-prod-Ib-
404808087.eu-
central-1.el
b.amazonaw
s.com

dxedge-prod-Ib-
404808087.eu-
central-1.el
b.amazonaw
s.com

dxedge-prod-Ib-
404808087.eu-
central-1.el
b.amazonaw
s.com

dxedge-prod-Ib-
404808087.eu-
central-1.el
b.amazonaw
s.com

dxedge-prod-Ib-
404808087.eu-
central-1.el
b.amazonaw
s.com
dxedge-prod-Ib-
404808087.eu-
central-1.el
b.amazonaw
s.com

cm.smadex.com

cm.smadex.com

CName

rtb.adgrx.com

tls13.taboola.map.fastly.n

et

dxedge-prod-lb-
404808087.eu-central-
1.elb.amazonaws.com

Address
185.64.189.114

173.231.180.197

104.18.12.5

104.18.13.5

151.101.1.44

151.101.65.44

151.101.129.44

151.101.193.44

52.59.61.242

3.127.88.255

35.158.49.68

3.123.192.108

18.185.167.52

35.157.48.14

18.157.138.23

18.185.192.106

65.9.86.12

65.9.86.7

Type
A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Dec 3, 2020
10:12:39.765779972
CET

Dec 3, 2020
10:12:39.765779972
CET

Dec 3, 2020
10:12:39.814460039
CET

Dec 3, 2020
10:12:39.814460039
CET

Dec 3, 2020
10:12:39.814460039
CET

Dec 3, 2020
10:12:39.907367945
CET

Dec 3, 2020
10:12:40.142749071
CET

Dec 3, 2020
10:12:40.142749071
CET

Dec 3, 2020
10:12:40.142749071
CET

Dec 3, 2020
10:12:40.142749071
CET

Dec 3, 2020
10:12:40.142749071
CET

Dec 3, 2020
10:12:40.185560942
CET

Dec 3, 2020
10:12:40.185560942
CET

Dec 3, 2020
10:12:41.910768986
CET

Dec 3, 2020
10:12:41.910768986
CET

Dec 3, 2020
10:12:41.910768986
CET

Dec 3, 2020
10:12:41.910768986
CET

Dec 3, 2020
10:12:42.034549952
CET

Dec 3, 2020
10:12:42.034549952
CET

Dec 3, 2020
10:12:42.034549952
CET

Dec 3, 2020
10:12:42.034549952
CET

Dec 3, 2020
10:12:42.034549952
CET

Dec 3, 2020
10:12:42.034549952
CET

Dec 3, 2020
10:12:42.034549952
CET

Dec 3, 2020
10:12:42.034549952
CET

Dec 3, 2020
10:12:42.034549952
CET

Copyright null 2020

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID

0x78cc

0x78cc

0x488e

0x488e

0x488e

0x240a

Oxelcf

Oxelcf

Oxelcf

Oxelcf

Oxelcf

0x408a

0x408a

0xc525

0xc525

0xc525

0xc525

0xc671

0xc671

0xc671

0xc671

0xc671

0xc671

0xc671

0xc671

0xc671

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

cm.smadex.com

cm.smadex.com

mwzeom.zeo
tap.com

mwzeom.zeo
tap.com

mwzeom.zeo
tap.com

pixel.tapad.com

match.tabo
ola.com

tls13.tabo
ola.map.fa
stly.net

tls13.tabo
ola.map.fa
stly.net
tls13.tabo
ola.map.fa
stly.net
tls13.tabo
ola.map.fa
stly.net

s.tribalfu
sion.com

s.tribalfu
sion.com

loadm.exel
ator.com

loadus.tm.
ssl.exelator.com

eu-west.lo
ad.exelator.com

load-ams1.
exelator.com

secure.adn
Xs.com

g.geogslb.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

CName Address
65.9.86.20

65.9.86.41

172.67.13.182

104.22.25.87

104.22.24.87

35.227.248.159

tls13.taboola.map.fastly.n

et

151.101.1.44

151.101.65.44

151.101.129.44

151.101.193.44

104.18.13.5

104.18.12.5

loadus.tm.ssl.exelator.co

m

eu-

west.load.exelator.com

load-ams1.exelator.com

147.75.102.200

g.geogslb.com

ib.anycast.adnxs.com

185.33.220.241

185.33.221.50

185.33.220.242

185.33.221.15

185.33.221.87

185.33.221.14

185.33.221.52

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Dec 3, 2020
10:12:42.034549952
CET

Dec 3, 2020
10:12:42.148340940
CET

Dec 3, 2020
10:12:42.148340940
CET

Dec 3, 2020
10:12:42.148340940
CET

Dec 3, 2020
10:12:42.163594961
CET

Dec 3, 2020
10:12:42.167993069
CET

Dec 3, 2020
10:12:42.414362907
CET

Dec 3, 2020
10:12:42.414362907
CET

Dec 3, 2020
10:12:42.462907076
CET

Dec 3, 2020
10:12:43.669836044
CET

Dec 3, 2020
10:12:43.669836044
CET

Dec 3, 2020
10:12:43.669836044
CET

Dec 3, 2020
10:12:43.669836044
CET

Dec 3, 2020
10:12:43.669836044
CET

Dec 3, 2020
10:12:43.669836044
CET

Dec 3, 2020
10:12:43.669836044
CET

Dec 3, 2020
10:12:43.669836044
CET

Dec 3, 2020
10:12:44.358285904
CET

Dec 3, 2020
10:12:44.442217112
CET

Dec 3, 2020
10:12:44.442217112
CET

Dec 3, 2020
10:12:44.442217112
CET

Dec 3, 2020
10:12:44.442217112
CET

Dec 3, 2020
10:12:44.442217112
CET

Dec 3, 2020
10:12:44.442217112
CET

Dec 3, 2020
10:12:44.442217112
CET

Dec 3, 2020
10:12:44.442217112
CET

Copyright null 2020

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID

0xc671

0x364c

0x364c

0x364c

0x53f1

0xch68

Oxb9ad

Oxb9ad

0x9fa2

0xch88

0xch88

0xch88

0xch88

0xch88

0xch88

0xch88

0xch88

Oxffa9

0x8407

0x8407

0x8407

0x8407

0x8407

0x8407

0x8407

0x8407

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

ib.anycast

.adnxs.com

um2.egads.com

um3.egads.com

um3.egads.com

ssum-sec.c

asalemedia.com

dsum-sec.c
asalemedia.com

clients2.g
oogleuserc
ontent.com

googlehost
ed.l.googl!
euserconte
nt.com

s.amazon-a

dsystem.com

rtb.gumgum.com

rtb.gumgum.com

rtb.gumgum.com

rtb.gumgum.com

rtb.gumgum.com

rtb.gumgum.com

rtb.gumgum.com

rtb.gumgum.com

bttrack.com

rtb.adentifi.com

rtb.adentifi.com

rtb.adentifi.com

rtb.adentifi.com

rtb.adentifi.com

rtb.adentifi.com

rtb.adentifi.com

rtb.adentifi.com

CName

um3.egads.com

ssum-
sec.casalemedia.com.edg
ekey.net

dsum-
sec.casalemedia.com.edg
ekey.net

googlehosted.l.googleuse
rcontent.com

Address
185.33.220.240

54.85.167.1

54.204.142.198

172.217.16.193

72.21.206.140

54.154.144.178

54.171.43.242

108.129.8.178

18.200.32.70

52.51.206.28

34.250.108.63

63.33.123.138

34.250.244.32

192.132.33.46

52.4.242.89

52.44.132.4

52.45.126.152

52.4.245.32

52.44.79.149

52.45.148.83

52.44.83.58

52.44.166.129

Type
A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Dec 3, 2020
10:12:44.501203060
CET

Dec 3, 2020
10:12:44.501203060
CET

Dec 3, 2020
10:12:44.501203060
CET

Dec 3, 2020
10:12:44.501203060
CET

Dec 3, 2020
10:12:44.787878036
CET

Dec 3, 2020
10:12:44.787878036
CET

Dec 3, 2020
10:12:44.787878036
CET

Dec 3, 2020
10:12:45.588421106
CET

Dec 3, 2020
10:12:45.588421106
CET

Dec 3, 2020
10:12:45.588421106
CET

Dec 3, 2020
10:12:45.588421106
CET

Dec 3, 2020
10:12:45.588421106
CET

Dec 3, 2020
10:12:45.588421106
CET

Dec 3, 2020
10:12:45.588421106
CET

Dec 3, 2020
10:12:45.588421106
CET

Dec 3, 2020
10:12:45.614321947
CET

Dec 3, 2020
10:12:45.614321947
CET

Dec 3, 2020
10:12:45.614321947
CET

Dec 3, 2020
10:12:45.614321947
CET

Dec 3, 2020
10:12:45.614321947
CET

Dec 3, 2020
10:12:45.614321947
CET

Dec 3, 2020
10:12:45.614321947
CET

Dec 3, 2020
10:12:45.614321947
CET

Dec 3, 2020
10:12:45.618840933
CET

Copyright null 2020

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID

Ox4e6

Ox4e6

Ox4e6

Ox4e6

0x2258

0x2258

0x2258

0x87b

0x87b

0x87b

0x87b

0x87b

0x87b

0x87b

0x87b

Oxadc

Oxadc

Oxadc

Oxadc

Oxadc

Oxadc

Oxadc

Oxadc

Oxfa7c

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName

ads.avct.cloud  eventd-eu.avct.cloud

eventd-eu.
avct.cloud

eventd-eu.
avct.cloud

eventd-eu.
avct.cloud

d.adroll.com adserver-vpc-alb-3-
890571764.eu-west-
1.elb.amazonaws.com

adserver-vpc-
alb-3-8
90571764.eu-
west-1.e
Ib.amazona
ws.com

adserver-vpc-
alb-3-8
90571764.eu-
west-1.e
Ib.amazona
ws.com

sync.srv.s
tackadapt.com

sync.srv.s
tackadapt.com

sync.srv.s
tackadapt.com

sync.srv.s
tackadapt.com

sync.srv.s
tackadapt.com

sync.srv.s
tackadapt.com

sync.srv.s
tackadapt.com

sync.srv.s
tackadapt.com

sync.ipred
ictive.com

sync.ipred
ictive.com

sync.ipred
ictive.com

sync.ipred
ictive.com

sync.ipred
ictive.com

sync.ipred
ictive.com

sync.ipred
ictive.com

sync.ipred
ictive.com

dsum.casal dsum.casalemedia.com.e
emedia.com dgekey.net

Address

54.194.211.3

34.240.2.137

3.250.166.134

54.77.74.200

3.248.28.111

52.202.170.46

52.55.4.67

50.16.38.94

52.44.53.247

52.22.254.90

52.45.203.131

34.192.210.97

52.1.18.121

35.169.194.138

35.174.108.79

35.172.126.30

35.173.30.247

52.200.246.203

52.0.84.81

35.169.45.106

52.20.14.141

Type
CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Dec 3, 2020
10:12:47.744323015
CET

Dec 3, 2020
10:12:47.747181892
CET

Dec 3, 2020
10:12:47.747236013
CET

Dec 3, 2020
10:12:47.747236013
CET

Dec 3, 2020
10:12:47.747236013
CET

Dec 3, 2020
10:12:47.747236013
CET

Dec 3, 2020
10:12:47.747236013
CET

Dec 3, 2020
10:12:47.747236013
CET

Dec 3, 2020
10:12:47.747236013
CET

Dec 3, 2020
10:12:47.747236013
CET

Dec 3, 2020
10:12:47.758385897
CET

Dec 3, 2020
10:12:47.775279045
CET

Dec 3, 2020
10:12:47.775279045
CET

Dec 3, 2020
10:12:47.775279045
CET

Dec 3, 2020
10:12:47.775279045
CET

Dec 3, 2020
10:12:47.775279045
CET

Dec 3, 2020
10:12:47.775279045
CET

Dec 3, 2020
10:12:47.775279045
CET

Dec 3, 2020
10:12:47.775279045
CET

Dec 3, 2020
10:12:47.800344944
CET

Dec 3, 2020
10:12:47.800344944
CET

Dec 3, 2020
10:12:47.800344944
CET

Dec 3, 2020
10:12:47.800344944
CET

Dec 3, 2020
10:12:47.800344944
CET

Dec 3, 2020
10:12:47.800344944
CET

Dec 3, 2020
10:12:47.800344944
CET

Copyright null 2020

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID

0x7bl

0x97e0

0x74b0

0x74b0

0x74b0

0x74b0

0x74b0

0x74b0

0x74b0

0x74b0

0x2d01

0xe09e

0xe09e

0xe09e

0xe09e

0xe09e

0xe09e

0xe09e

0xe09e

0x6e6b

0x6e6b

0x6e6b

0x6e6b

0x6e6b

0x6e6b

0x6e6b

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName
s.amazon-a

dsystem.com

dsum-sec.c dsum-
asalemedia.com sec.casalemedia.com.edg
ekey.net

nep.advang
elists.com

nep.advang
elists.com

nep.advang
elists.com

nep.advang
elists.com

nep.advang
elists.com

nep.advang
elists.com

nep.advang
elists.com

nep.advang
elists.com

bttrack.com

rtb.adentifi.com

rtb.adentifi.com

rtb.adentifi.com

rtb.adentifi.com

rtb.adentifi.com

rtb.adentifi.com

rtb.adentifi.com

rtb.adentifi.com

sync.srv.s
tackadapt.com

sync.srv.s
tackadapt.com

sync.srv.s
tackadapt.com

sync.srv.s
tackadapt.com

sync.srv.s
tackadapt.com

sync.srv.s
tackadapt.com

sync.srv.s
tackadapt.com

Address
72.21.206.140

18.204.112.31

34.238.66.169

54.84.123.42

23.23.32.252

34.203.107.157

23.22.52.122

18.208.69.188

52.565.177.181

192.132.33.46

52.4.51.239

52.44.83.58

52.45.11.130

52.44.214.200

52.44.64.106

52.45.16.192

52.45.155.24

52.207.62.93

54.205.191.176

52.45.203.131

50.16.38.94

52.22.254.90

52.1.18.121

52.44.53.247

52.202.170.46

Type
A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Dec 3, 2020
10:12:47.800344944
CET

Dec 3, 2020
10:12:47.814398050
CET

Dec 3, 2020
10:12:47.814398050
CET

Dec 3, 2020
10:12:47.814398050
CET

Dec 3, 2020
10:12:47.826941967
CET

Dec 3, 2020
10:12:49.399090052
CET

Dec 3, 2020
10:12:49.399090052
CET

Dec 3, 2020
10:12:49.399090052
CET

Dec 3, 2020
10:12:49.399090052
CET

Dec 3, 2020
10:12:49.399090052
CET

Dec 3, 2020
10:12:49.399090052
CET

Dec 3, 2020
10:12:49.399090052
CET

Dec 3, 2020
10:12:49.399090052
CET

Dec 3, 2020
10:12:49.399090052
CET

Dec 3, 2020
10:12:49.399090052
CET

Dec 3, 2020
10:12:49.432542086
CET

Dec 3, 2020
10:12:49.432542086
CET

Dec 3, 2020
10:12:49.432542086
CET

Dec 3, 2020
10:12:49.484996080
CET

Dec 3, 2020
10:12:49.484996080
CET

Dec 3, 2020
10:12:49.484996080
CET

Dec 3, 2020
10:12:49.484996080
CET

Dec 3, 2020
10:12:49.755558014
CET

Dec 3, 2020
10:12:50.511682034
CET

Copyright null 2020

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID

0x6e6b

Oxaa8a

Oxaa8a

Oxaa8a

0xfbch

0x27b3

0x27b3

0x27b3

0x27b3

0x27b3

0x27b3

0x27b3

0x27b3

0x27b3

0x27b3

0xd53d

0xd53d

0xd53d

Oxaa06

Oxaa06

Oxaa06

Oxaa06

0x78ec

Oxbfb4

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

sync.srv.s
tackadapt.com

sync.conne
ctad.io

sync.conne
ctad.io

sync.conne
ctad.io

ssum-sec.c
asalemedia.com

secure.adn
Xs.com

g.geogslb.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

ib.anycast
.adnxs.com

d.adroll.com

adserver-vpc-
alb-0-1
578609942.eu-
west-1.
elb.amazon
aws.com

adserver-vpc-
alb-0-1
578609942.eu-
west-1.
elb.amazon
aws.com

ads.avct.cloud

eventd-eu.
avct.cloud

eventd-eu.
avct.cloud

eventd-eu.
avct.cloud

dsum.casal
emedia.com

mwzeom.zeo
tap.com

CName

ssum-
sec.casalemedia.com.edg
ekey.net

g.geogslb.com

ib.anycast.adnxs.com

adserver-vpc-alb-0-
1578609942 .eu-west-
1.elb.amazonaws.com

eventd-eu.avct.cloud

dsum.casalemedia.com.e
dgekey.net

Address
34.192.210.97

104.22.55.206

172.67.8.174

104.22.54.206

185.33.221.15

185.33.221.53

185.33.221.50

185.33.220.242

185.33.221.88

185.33.220.145

185.33.221.13

185.33.220.241

63.35.200.21

54.77.187.185

54.194.211.3

3.250.166.134

34.240.2.137

172.67.13.182

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Dec 3, 2020
10:12:50.511682034
CET

Dec 3, 2020
10:12:50.511682034
CET

Dec 3, 2020
10:12:50.533435106
CET

Dec 3, 2020
10:12:50.533435106
CET

Dec 3, 2020
10:12:50.533435106
CET

Dec 3, 2020
10:12:50.533998013
CET

Dec 3, 2020
10:12:50.533998013
CET

Dec 3, 2020
10:12:50.533998013
CET

Dec 3, 2020
10:12:50.533998013
CET

Dec 3, 2020
10:12:50.533998013
CET

Dec 3, 2020
10:12:50.533998013
CET

Dec 3, 2020
10:12:50.533998013
CET

Dec 3, 2020
10:12:50.533998013
CET

Dec 3, 2020
10:12:50.534235954
CET

Dec 3, 2020
10:12:50.534235954
CET

Dec 3, 2020
10:12:50.534235954
CET

Dec 3, 2020
10:12:50.534235954
CET

Dec 3, 2020
10:12:50.534235954
CET

Dec 3, 2020
10:12:50.534235954
CET

Dec 3, 2020
10:12:50.534235954
CET

Dec 3, 2020
10:12:50.534235954
CET

Dec 3, 2020
10:12:57.967593908
CET

Dec 3, 2020
10:12:57.967593908
CET

Dec 3, 2020
10:12:57.967593908
CET

Dec 3, 2020
10:12:57.967593908
CET

Dec 3, 2020
10:12:57.967593908
CET

Copyright null 2020

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID

Oxbfb4

Oxbfb4

Oxlelf

Oxlelf

Oxlelf

0xd054

0xd054

0xd054

0xd054

0xd054

0xd054

0xd054

0xd054

0xf31e

0xf31e

0xf31e

0xf31e

0xf31e

0xf31e

0xf31e

0xf31e

0xf3b5

0xf3b5

0xf3b5

0xf3b5

0xf3b5

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name
mwzeom.zeo

tap.com

mwzeom.zeo
tap.com

ads.playgr
ound.xyz

ads.playgr
ound.xyz

ads.playgr
ound.xyz

rtb.gumgum.com

rtb.gumgum.com

rtb.gumgum.com

rtb.gumgum.com

rtb.gumgum.com

rtb.gumgum.com

rtb.gumgum.com

rtb.gumgum.com

sync.ipred
ictive.com

sync.ipred
ictive.com

sync.ipred
ictive.com

sync.ipred
ictive.com

sync.ipred
ictive.com

sync.ipred
ictive.com

sync.ipred
ictive.com

sync.ipred
ictive.com

ad.360yield.com

ice.360yield.com eu2-ice.360yield.com

eu2-ice.36
Oyield.com

eu2-ice.36
Oyield.com

eu2-ice.36
Oyield.com

CName

ice.360yield.com

Address
104.22.25.87

104.22.24.87

3.121.163.163

3.125.132.240

52.57.47.66

63.33.123.138

54.154.144.178

108.128.209.152

52.51.206.28

52.215.241.211

52.19.189.90

34.250.108.63

52.31.234.119

52.20.14.141

35.173.30.247

52.1.128.202

34.226.8.26

35.169.45.106

52.202.125.251

34.225.95.133

52.20.127.209

54.93.141.230

35.156.198.184

52.57.38.160

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Dec 3, 2020
10:12:57.967593908
CET

Dec 3, 2020
10:12:57.967593908
CET

Dec 3, 2020
10:12:57.967593908
CET

Dec 3, 2020
10:12:57.967593908
CET

Dec 3, 2020
10:12:57.967593908
CET

Dec 3, 2020
10:13:04.726794004
CET

Dec 3, 2020
10:13:04.726794004
CET

Dec 3, 2020
10:13:05.272008896
CET

Dec 3, 2020
10:13:05.272008896
CET

Dec 3, 2020
10:13:05.765806913
CET

Dec 3, 2020
10:13:07.878066063
CET

Dec 3, 2020
10:13:07.878066063
CET

Dec 3, 2020
10:13:09.260493994
CET

Dec 3, 2020
10:13:09.260493994
CET

Dec 3, 2020
10:13:09.260493994
CET

Dec 3, 2020
10:13:09.260493994
CET

Dec 3, 2020
10:13:09.260493994
CET

Dec 3, 2020
10:13:09.577992916
CET

Dec 3, 2020
10:13:09.577992916
CET

Dec 3, 2020
10:13:09.702414989
CET

Dec 3, 2020
10:13:09.702414989
CET

Dec 3, 2020
10:13:09.702414989
CET

Dec 3, 2020
10:13:09.702414989
CET

Dec 3, 2020
10:13:09.716006994
CET

Dec 3, 2020
10:13:09.716006994
CET

Dec 3, 2020
10:13:13.121139050
CET

Copyright null 2020

Source IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID

0xf3b5

0xf3b5

0xf3b5

0xf3b5

0xf3b5

0x6c3c

0x6c3c

0x25fd

0x25fd

0x9124

Ox6a3e

Ox6a3e

Oxfe0

Oxfe0

Oxfe0

Oxfe0

Oxfe0

0x1298

0x1298

0x48d6

0x48d6

0x48d6

0x48d6

0x83b8

0x83b8

0x6178

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name CName
eu2-ice.36
Oyield.com

eu2-ice.36
Oyield.com

eu2-ice.36
Oyield.com

eu2-ice.36
Oyield.com

eu2-ice.36
Oyield.com

www.facebo star-
ok.com mini.c10r.facebook.com

star-mini.
clor.faceb
ook.com

static.xx. scontent.xx.fbcdn.net
fbcdn.net

scontent.x
x.fbcdn.net

facebook.com

static.xx. scontent.xx.fbcdn.net
fbcdn.net

scontent.x
x.fbcdn.net

api.twitter.com  tpop-api.twitter.com

tpop-api.t
witter.com

tpop-api.t
witter.com

tpop-api.t
witter.com

tpop-api.t
witter.com

abs-0.twimg.com abs-zero.twimg.com

abs-zero.t
wimg.com

pbs.twimg.com  cs196.wac.edgecastcdn.n
et

csl96.wac. cs2-wac.apr-
edgecastcdn.net 8315.edgecastdns.net

cs2-wac-eu cs45.wac.edgecastcdn.ne
.8315.ecdns.net t

cs45.wac.e
dgecastcdn.net

twitter.com

twitter.com

accounts.y www3.l.google.com
outube.com

Address
18.185.245.187

52.58.124.95

52.58.206.142

52.59.73.29

52.57.193.99

31.13.92.36

31.13.81.13

31.13.92.36

31.13.81.13

104.244.42.2

104.244.42.66

104.244.42.130

104.244.42.194

104.244.43.131

93.184.220.70

104.244.42.193

104.244.42.1

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)
CNAME
(Canonical
name)
CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP Dest IP

Dec 3, 2020
10:13:23.829029083
CET

8.8.8.8 192.168.2.4

Dec 3, 2020
10:13:23.829029083
CET

8.8.8.8 192.168.2.4

Dec 3, 2020
10:13:29.040354013
CET

8.8.8.8 192.168.2.4

Dec 3, 2020
10:13:29.040354013
CET

8.8.8.8 192.168.2.4

Dec 3, 2020
10:13:30.506563902
CET

8.8.8.8 192.168.2.4

Dec 3, 2020
10:13:30.506563902
CET

8.8.8.8 192.168.2.4

Dec 3, 2020 8.8.8.8 192.168.2.4
10:13:30.506563902

CET

Dec 3, 2020
10:13:30.506563902
CET

8.8.8.8 192.168.2.4

Dec 3, 2020
10:13:30.506563902
CET

8.8.8.8 192.168.2.4

Dec 3, 2020 8.8.8.8 192.168.2.4
10:13:31.597203016

CET

Dec 3, 2020
10:13:31.597203016
CET

8.8.8.8 192.168.2.4

HTTP Request Dependency Graph

e pastebin.com

HTTP Packets

Trans ID

0x7f8a

0x7f8a

0x3fc

0x3fc

0x8558

0x8558

0x8558

0x8558

0x8558

0x4720

0x4720

Session ID Source IP Source Port
0 192.168.2.4 49742
kBytes

Timestamp transferred Direction
Dec 3, 2020 91 ouT
10:12:26.353768110 CET
Dec 3, 2020 97 IN
10:12:26.379285097 CET
HTTPS Packets

Source Dest
Timestamp Source IP Port Dest IP Port

Copyright null 2020

Reply Code Name CName Address Type Class
No error (0) pixel.face z-m.c10r.facebook.com CNAME IN (0x0001)
book.com (Canonical
name)
No error (0) z-m.c10r.f 31.13.92.37 A (IP address)  IN (0x0001)
acebook.com
No error (0) pastebin.com 104.23.98.190 A (IP address)  IN (0x0001)
No error (0) pastebin.com 104.23.99.190 A (IP address)  IN (0x0001)
No error (0) stats.g.do stats.l.doubleclick.net CNAME IN (0x0001)
ubleclick.net (Canonical
name)
No error (0) stats.l.do 108.177.15.155 A (IP address)  IN (0x0001)
ubleclick.net
No error (0) stats.l.do 108.177.15.156 A (IP address)  IN (0x0001)
ubleclick.net
No error (0) stats.l.do 108.177.15.157 A (IP address)  IN (0x0001)
ubleclick.net
No error (0) stats.l.do 108.177.15.154 A (IP address)  IN (0x0001)
ubleclick.net
No error (0) sSync.go.so ams-1- CNAME IN (0x0001)
nobi.com sync.go.sonobi.com (Canonical
name)
No error (0) ams-1-sync 178.162.133.149 A (IP address)  IN (0x0001)

.go.sonobi.com

Destination IP Destination Port Process

104.23.98.190 80

Data

GET /HTTP/1.1

Host: pastebin.com
Connection: keep-alive
Upgrade-Insecure-Requests: 1

C:\Program Files\Google\Chrome\Application\chrome.exe

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/85.0.4183.121

Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif image/webp,image/apng,*/*;q=0.8,application/sig

ned-exchange;v=b3;q=0.9
Accept-Encoding: gzip, deflate
Accept-Language: en-GB,en-US;q=0.9,en;q=0.8

HTTP/1.1 301 Moved Permanently

Date: Thu, 03 Dec 2020 09:12:26 GMT
Transfer-Encoding: chunked

Connection: keep-alive

Cache-Control: max-age=3600

Expires: Thu, 03 Dec 2020 10:12:26 GMT
Location: https://pastebin.com/
cf-request-id: 06c978e1fb00001f1d1f956000000001
Vary: Accept-Encoding

Server: cloudflare

CF-RAY: 5fbc2a7cb8cd1fld-FRA

Data Raw: 30 0d Oa Od Oa

Data Ascii: 0
JA3 SSL
Not Not Client
Subject Issuer Before After Fingerprint

JA3 SSL Client Digest
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Timestamp

Dec 3, 2020
10:12:28.344305992
CET

Dec 3, 2020
10:12:28.371737957
CET

Dec 3, 2020
10:12:28.461308002
CET

Dec 3, 2020
10:12:29.099725008
CET

Copyright null 2020

Source
Source IP Port
51.89.20.86 443
52.17.171.52 443
52.95.116.38 443

104.23.99.190 443

Dest

Dest IP Port

192.168.2.4 49770

192.168.2.4 49771

192.168.2.4 49774

192.168.2.4 49781

Subject

CN=*.id5-sync.com
CN=Let's Encrypt Authority
X3, O=Let's Encrypt, C=US

CN=Let's Encrypt Authority
X3, O=Let's Encrypt, C=US

C=US, ST=California,
L=Ventura, O=The Trade
Desk Inc, CN=*.adsrvr.org

EMAILADDRESS=ca@trust

wave.com, CN="Trustwave
Organization Validation
SHA256 CA, Level 1",
O="Trustwave Holdings,
Inc.", L=Chicago,
ST=lllinois, C=US

EMAILADDRESS=ca@trust

wave.com, CN="Trustwave
Organization Validation
SHA256 CA, Level 1",
O="Trustwave Holdings,
Inc.", L=Chicago,
ST=lllinois, C=US

CN=aax-eu.amazon-

adsystem.com CN=Amazon,

OU=Server CA 1B,
O=Amazon, C=US
CN=Amazon Root CA 1,
O=Amazon, C=US
CN=Starfield Services Root
Certificate Authority - G2,
O="Starfield Technologies,
Inc.", L=Scottsdale,
ST=Arizona, C=US

CN=Amazon, OU=Server
CA 1B, O=Amazon, C=US

CN=Amazon Root CA 1,
O=Amazon, C=US

CN=Starfield Services Root
Certificate Authority - G2,
O="Starfield Technologies,
Inc.", L=Scottsdale,
ST=Arizona, C=US

CN-=sni.cloudflaressl.com,
O="Cloudflare, Inc.", L=San
Francisco, ST=CA, C=US

CN=Cloudflare Inc ECC CA-

3, O="Cloudflare, Inc.",
C=US

Issuer

CN-=Let's Encrypt
Authority X3, O=Let's
Encrypt, C=US CN=DST
Root CA X3, O=Digital
Signature Trust Co.

CN=DST Root CA X3,
O=Digital Signature Trust
Co.

EMAILADDRESS=ca@tru
stwave.com,
CN="Trustwave
Organization Validation
SHA256 CA, Level 1",
O="Trustwave Holdings,
Inc.", L=Chicago,
ST=lllinois, C=US
CN=SecureTrust CA,
O=SecureTrust
Corporation, C=US

CN=SecureTrust CA,
O=SecureTrust
Corporation, C=US

CN=Amazon, OU=Server
CA 1B, O=Amazon,
C=US CN=Amazon Root
CA 1, O=Amazon, C=US
CN=Starfield Services
Root Certificate Authority -
G2, O="Starfield
Technologies, Inc.",
L=Scottsdale,
ST=Arizona, C=US
OuU=starfield Class 2
Certification Authority,
O="Starfield
Technologies, Inc.",
C=USs

CN=Amazon Root CA 1,
O=Amazon, C=US

CN=Starfield Services
Root Certificate Authority -
G2, O="Starfield
Technologies, Inc.",
L=Scottsdale,
ST=Arizona, C=US

OU=Starfield Class 2
Certification Authority,
O="Starfield
Technologies, Inc.",
C=USs

CN=Cloudflare Inc ECC
CA-3, O="Cloudflare,
Inc.", C=US
CN=Baltimore CyberTrust
Root, OU=CyberTrust,
O=Baltimore, C=IE

Not
Before

Sun Sep
27
20:07:21
CEST
2020
Thu Mar
17
17:40:46
CET
2016

Thu Mar
17
17:40:46
CET
2016

Thu Mar
07
11:41:08
CET
2019
Thu Sep
01
16:35:35
CEST
2016

Thu Sep
01
16:35:35
CEST
2016

Mon Jun
15
02:00:00
CEST
2020
Thu Oct
22
02:00:00
CEST
2015
Mon
May 25
14:00:00
CEST
2015
Wed
Sep 02
02:00:00
CEST
2009

Thu Oct
22
02:00:00
CEST
2015

Mon
May 25
14:00:00
CEST
2015

Wed
Sep 02
02:00:00
CEST
2009

Mon
Aug 17
02:00:00
CEST
2020
Mon Jan
27
13:48:08
CET
2020

Not
After

Sat Dec
26
19:07:21
CET
2020
Wed
Mar 17
17:40:46
CET
2021

Wed
Mar 17
17:40:46
CET
2021

Mon Apr
19
18:41:08
CEST
2021
Sun Sep
29
16:35:35
CEST
2024

Sun Sep
29
16:35:35
CEST
2024

Tue Jun
15
14:00:00
CEST
2021
Sun Oct
19
02:00:00
CEST
2025
Thu Dec
31
02:00:00
CET
2037
Wed
Jun 28
19:39:16
CEST
2034

Sun Oct
19
02:00:00
CEST
2025

Thu Dec
31
02:00:00
CET
2037

Wed

Jun 28
19:39:16
CEST
2034

Tue Aug
17
14:00:00
CEST
2021
Wed

Jan 01
00:59:59
CET
2025

JA3 SSL
Client
Fingerprint

771,4865-4866-
4867-49195-
49199-49196-
49200-52393-
52392-49171-
49172-156-157-
47-53,0-23-
65281-10-11-
35-16-5-13-18-
51-45-43-27-
21,29-23-24,0

771,4865-4866-
4867-49195-
49199-49196-
49200-52393-
52392-49171-
49172-156-157-
47-53,0-23-
65281-10-11-
35-16-5-13-18-
51-45-43-27-
21,29-23-24,0

771,4865-4866-
4867-49195-
49199-49196-
49200-52393-
52392-49171-
49172-156-157-
47-53,0-23-
65281-10-11-
35-16-5-13-18-
51-45-43-27-
21,29-23-24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-23-
65281,29-23-
24,0

JA3 SSL Client Digest

b32309a26951912be7dba
376398abc3b

b32309a26951912be7dba
376398abc3b

b32309a26951912be7dba
376398abc3b

37f463bf4616ecd445d4al
937da06e19
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Source

Timestamp Source IP Port

Dec 3, 2020
10:12:29.215336084
CET

51.89.9.253 443

Dec 3, 2020
10:12:29.235512972
CET

185.33.221.11 443

Dec 3, 2020
10:12:29.271390915
CET

172.217.18.102 443

Code Manipulations

Statistics

Behavior

Copyright null 2020

Dest

Dest IP Port

192.168.2.4 49785

192.168.2.4 49786

192.168.2.4 49796

Subject

CN=Cloudflare Inc ECC CA-
3, O="Cloudflare, Inc.",
C=USs

CN=onetag-sys.com
CN=Let's Encrypt Authority
X3, O=Let's Encrypt, C=US

CN=Let's Encrypt Authority
X3, O=Let's Encrypt, C=US

CN=*.adnxs.com,
O="AppNexus, Inc.", L=New
York, ST=New York, C=US
CN=DigiCert ECC Secure
Server CA, O=DigiCert Inc,
C=USs

CN=DigiCert ECC Secure
Server CA, O=DigiCert Inc,
C=USs

CN=*.doubleclick.net,
0O=Google LLC, L=Mountain
View, ST=California, C=US
CN=GTS CA 101,
0O=Google Trust Services,
C=USs

CN=GTS CA 101,
0O=Google Trust Services,
C=USs

Issuer

CN=Baltimore CyberTrust
Root, OU=CyberTrust,
O=Baltimore, C=IE

CN-=Let's Encrypt
Authority X3, O=Let's
Encrypt, C=US CN=DST
Root CA X3, O=Digital
Signature Trust Co.

CN=DST Root CA X3,
O=Digital Signature Trust
Co.

CN=DigiCert ECC Secure
Server CA, O=DigiCert
Inc, C=US CN=DigiCert
Global Root CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=GTS CA 101,
0O=Google Trust Services,
C=US CN=GlobalSign,
O=GlobalSign,
OU=GlobalSign Root CA -
R2

CN=GlobalSign,
O=GlobalSign,
OU=GlobalSign Root CA -
R2

@ chrome.exe
@ chrome.exe

Not
Before

Mon Jan
27
13:48:08
CET
2020

Mon
Nov 02
16:01:23
CET
2020
Thu Mar
17
17:40:46
CET
2016

Thu Mar
17
17:40:46
CET
2016

Wed

Jan 23
01:00:00
CET
2019 Fri
Mar 08
13:00:00
CET
2013

Fri Mar
08
13:00:00
CET
2013

Tue Nov
03
08:33:39
CET
2020
Thu Jun
15
02:00:42
CEST
2017

Thu Jun
15
02:00:42
CEST
2017

Not
After

Wed

Jan 01
00:59:59
CET
2025

Sun Jan
31
16:01:23
CET
2021
Wed
Mar 17
17:40:46
CET
2021

Wed
Mar 17
17:40:46
CET
2021

Mon Mar
08
13:00:00
CET
2021
Wed
Mar 08
13:00:00
CET
2023

Wed
Mar 08
13:00:00
CET
2023

Tue Jan
26
08:33:39
CET
2021
Wed
Dec 15
01:00:42
CET
2021

Wed
Dec 15
01:00:42
CET
2021

JA3 SSL
Client
Fingerprint

771,4865-4866-
4867-49195-
49199-49196-
49200-52393-
52392-49171-
49172-156-157-
47-53,0-23-
65281-10-11-
35-16-5-13-18-
51-45-43-27-
21,29-23-24,0

771,4865-4866-
4867-49195-
49199-49196-
49200-52393-
52392-49171-
49172-156-157-
47-53,0-23-
65281-10-11-
35-16-5-13-18-
51-45-43-27-
21,29-23-24,0

771,49196-
49195-49200-
49199-49188-
49187-49192-
49191-49162-
49161-49172-
49171-157-156-
61-60-53-47-
10,0-10-11-13-
35-23-
65281,29-23-
24,0

JA3 SSL Client Digest

b32309a26951912be7dba
376398abc3b

b32309a26951912be7dba
376398abc3b

37f463bf4616ecd445d4al
937da06e19
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System Behavior

Click to jump to process

Analysis Process: chrome.exe PID: 6972 Parent PID: 1476

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:
File size:
MD5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

10:12:20
03/12/2020

C:\Program Files\Google\Chrome\Application\chrome.exe

false

‘C:\Program Files\Google\Chrome\Application\chrome.exe' --start-maximized 'http://pastebi

n.com'
0x7ff609c80000
2150896 bytes

C139654B5C1438A95B321BB01AD63EF6

true
true

C, C++ or other language

Reputation: low
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
Registry Activities
Source
Key Path Completion Count Address Symbol
Source
Key Path Type Data Completion Count Address Symbol
Key Value Modified
Source
Key Path Name Type Old Data New Data Completion Count Address Symbol
HKEY_CURRENT_USER\Softwa dr unicode 0 1 success or wait 1 7FF609CBFC4B RegSetValueExXW
re\Google\Update\ClientState\
{8A69D345-D564-463c-AFF1-
AB9DIE530F96}
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Analysis Process: chrome.exe PID: 5484 Parent PID: 6972

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Path Access

File Path Offset Length Value

Registry Activities

Key Path

Key Path Name Type
Key Path Name Type Old Data
Disassembly

Copyright null 2020

10:12:21

03/12/2020

C:\Program Files\Google\Chrome\Application\chrome.exe
false

‘C:\Program Files\Google\Chrome\Application\chrome.exe' --type=utility --utility-sub-type=
network.mojom.NetworkService --field-trial-handle=1500,13364953271334854619,5261
983793971551056,131072 --lang=en-GB --service-sandbox-type=network --enable-audio-
service-sandbox --mojo-platform-channel-handle=1672 /prefetch:8

0x7ff609c80000

2150896 bytes
C139654B5C1438A95B321BB01AD63EF6
true

true

C, C++ or other language

low

Source

Attributes Options Completion Count Address Symbol
Source

Ascii Completion Count Address Symbol
Source

Completion Count Address Symbol
Source

Data Completion Count Address Symbol
Source

New Data Completion Count Address Symbol
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