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Analysis Report statislc.dll

Signatures

Overview

General Information Detection

Sample statis1c.dll

Name:

Analysis ID: 330536 MALICIOUS
MDS: ea2e244513c36f5.

SHAL: ebac5d8a67a2be..

SHAZ256: 9cabfa3e674b027.

Tags:

Most interesting Screenshot:

Score:
Range:
Whitelisted:

Confidence:

Startup

= System is w10x64

e B loaddli32.exe (PID: 5384 cmdline: loaddll32.exe 'C:\Users\user\Desktop\statisic.dll' MD5: 2D39D4DFDE8F7151723794029AB8A034)
regsvr32.exe (PID: 5664 cmdline: regsvr32.exe /s C:\Users\user\Desktop\statis1c.dll MD5: 426E7499F6A7346F0410DEAD0805586B)
cmd.exe (PID: 5504 cmdline: C:\Windows\system32\cmd.exe /c 'C:\Program Files\Internet Explorer\iexplore.exe' MD5: F3BDBE3BB6F734E357235F4D5898582D)
. @ iexplore.exe (PID: 5300 cmdline: C:\Program Files\Internet Exploreniexplore.exe MD5: 6465CB92B25A7BC1DF8E01D8SAC5E7596)
. @ iexplore.exe (PID: 6068 cmdline: 'C:\Program Files (x86)\Internet ExplorelEXPLORE.EXE' SCODEF:5300 CREDAT:17410 /prefetch:2 MD5:

. W

071277CC2E3DFA1EEEA8013E2AB58D5A)

. @ iexplore.exe (PID: 5976 cmdline: 'C:\Program Files (x86)\Internet ExplorelEXPLORE.EXE' SCODEF:5300 CREDAT:17418 /prefetch:2 MD5:

071277CC2E3DFA1EEEA8013E2AB58D5A)

. @ iexplore.exe (PID: 6844 cmdline: 'C:\Program Files (x86)\Internet ExploreIEXPLORE.EXE' SCODEF:5300 CREDAT:82970 /prefetch:2 MD5:

071277CC2E3DF41EEEA8013E2AB58D5A)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

Memory Dumps

Source

00000001.00000003.270922495.0000000005648000.00000
004.00000040.sdmp

00000001.00000003.270853129.0000000005648000.00000
004.00000040.sdmp

00000001.00000003.270899623.0000000005648000.00000
004.00000040.sdmp

00000001.00000003.270776978.0000000005648000.00000
004.00000040.sdmp

00000001.00000003.270748296.0000000005648000.00000
004.00000040.sdmp

Copyright null 2020

76

0-100

false

100%

Rule

JoeSecurity_Ursnif

JoeSecurity_Ursnif

JoeSecurity_Ursnif

JoeSecurity_Ursnif

JoeSecurity_Ursnif

Description

Yara detected
Ursnif

Yara detected
Ursnif

Yara detected
Ursnif

Yara detected
Ursnif

Yara detected
Ursnif

Multi AV Scanner detection

Yara detected Ursnif

Creates a COM Internet Explorer ob...

Machine Learning detection

PE file has nameless sections

Writes or reads registry keys via WMI

Writes registry values via WMI

Antivirusier-Machine! Learning detec...

Contains functionality/te callinative fi..

Contains functionality/to'guery, CPUI..:

Contains functionality/to

Creates alprocess|inisuspendedimo...

Author

Joe Security

Joe Security

Joe Security

Joe Security

Joe Security

Click to see the 5 entries

read the' PEB

Strings

Classification

for subm...

for samp...
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Sigma Overview

No Sigma rule has matched

Signature Overview

@ AV Detection

@ Spreading

@ Networking

@ Key, Mouse, Clipboard, Microphone and Screen Capturing
@ E-Banking Fraud

@ System Summary

@ Data Obfuscation

@ Hooking and other Techniques for Hiding and Protection
® Malware Analysis System Evasion

@ Anti Debugging

@ HIPS / PFW / Operating System Protection Evasion

@ Language, Device and Operating System Detection

@ Stealing of Sensitive Information

@ Remote Access Functionality

@ Click to jump to signature section

=

AV Detection:

Multi AV Scanner detection for submitted file

Networking:

‘]

:

Key, Mouse, Clipboard, Microphone and Screen Capturing:

Yara detected Ursnif

:

E-Banking Fraud:

Yara detected Ursnif

=

System Summary:

=

Hooking and other Techniques for Hiding and Protection:

Yara detected Ursnif

Stealing of Sensitive Information:

=
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Yara detected Ursnif

Remote Access Functionality: -i.

Yara detected Ursnif

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command Network
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control Effects
Valid Windows DLL Side-  Process Masquerading oS System Time Remote Archive Exfiltration Encrypted Eavesdr
Accounts Management Loading Injection Credential Discovery Services Collected  Over Other Channel Insecure
Instrumentation Dumping Data Network Network
Medium Commut
Default Scheduled Boot or DLL Side- Virtualization/Sandbox LSASS Query Registry Remote Data from  Exfiltration Ingress Tool Exploit £
Accounts Task/Job Logon Loading Evasion Memory Desktop Removable Over Transfer Redirect
Initialization Protocol Media Bluetooth Calls/SNM
Scripts
Domain At (Linux) Logon Script Logon Script  Process Security Virtualization/Sandbox SMB/Windows Data from Automated Non- Exploit £
Accounts (Windows)  (Windows) Injection Account Evasion Admin Shares Network Exfiltration  Application Track D¢
Manager Shared Layer Location
Drive Protocol
Local At (Windows) Logon Script Logon Script  Obfuscated Files or NTDS Process Discovery Distributed Input Scheduled Application SIM Car
Accounts (Mac) (Mac) Information Component Capture Transfer Layer Swap
Object Model Protocol
Cloud Cron Network Network Regsvr32 LSA Account Discovery SSH Keylogging Data Fallback Manipulé
Accounts Logon Script Logon Script Secrets Transfer Channels Device
Size Limits Commut
Replication Launchd Rc.common Rc.common  Software Packing Cached System Owner/User  VNC GUI Input  Exfiltration Multiband Jamming
Through Domain Discovery Capture Over C2 Communication Denial o
Removable Credentials Channel Service
Media
External Scheduled Task  Startup Startup Items DLL Side-Loading DCSync File and Directory Windows Web Portal Exfiltration = Commonly Rogue V
Remote Items Discovery Remote Capture Over Used Port Access |
Services Management Alternative
Protocol
Drive-by Command and Scheduled  Scheduled Indicator Removal Proc System Information Shared Credential Exfiltration Application Downgre
Compromise Scripting Task/Job Task/Job from Tools Filesystem Discovery Webroot API| Over Layer Protocol Insecure
Interpreter Hooking Symmetric Protocol
Encrypted
Non-C2
Protocol

Behavior Graph
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Screenshots

Thumbnails

Behavior Graph

ID: 330536
Sample: statislc.dil
Startdate: 15/12/2020
Architecture:  WINDOWS
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3 MSN Schweiz | Sign in Hot...
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Einstellungen Klicken, um 1f
auf dieser Seite &ndern. Datenschutzer

#  Wir und unsere Partner verarbeiten
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Genaue Standortdaten verwenden ; Ge
Gerét speichern und/oder abrufen und
Zielgruppen und Produktentwicklung |
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View and track your downloads

Name

zagb.avi 5 bytes

ocsp.scalb.amazontrust.com

[® Windows Defender SmartScreen is tumned off.

Opticns

Search downioads

Turn on

Clear list

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source
statislc.dll
statislc.dll

Dropped Files

No Antivirus matches

Unpacked PE Files

Source
1.2.regsvr32.exe.400000.0.unpack
1.2.regsvr32.exe.1120000.4.unpack

Domains

Source
tls13.taboola.map.fastly.net
ocsp.scalb.amazontrust.com
gstatici.com

img.img-taboola.com

Copyright null 2020

Detection
12%
100%

Detection Scanner
100% Avira
100% Avira

Detection
0%
0%
0%
0%

Word 2016

Scanner Label
Virustotal
Joe Sandbox ML

Label Link
TR/Crypt.XPACK.Gen8
HEUR/AGEN.1108168

Scanner Label
Virustotal
Virustotal
Virustotal

Virustotal

Link

Browse

Download
Download File

Download File

Link

Browse
Browse
Browse

Browse
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https://www.virustotal.com/gui/file/9cabfa3e674b0274b3b802695b49d9634e027fb15aa827afaf793104f7317690/detection/f-9cabfa3e674b0274b3b802695b49d9634e027fb15aa827afaf793104f7317690-1608014462
https://www.virustotal.com/gui/url/34d7a5628cd38966e8a7512b50ed594ea59c1e81eb029dde41d339efc420d112/detection/u-34d7a5628cd38966e8a7512b50ed594ea59c1e81eb029dde41d339efc420d112-1606789734
https://www.virustotal.com/gui/url/4ce98eefc688a70eb0069fb1b5be9e88a563a89268f55c647624d9c49cd5dc7b/detection/u-4ce98eefc688a70eb0069fb1b5be9e88a563a89268f55c647624d9c49cd5dc7b-1608011275
https://www.virustotal.com/gui/url/a79b25d90efaedf99e11411d807cca8c19cb573ffd42805b4e83125dbde5d5f1/detection/u-a79b25d90efaedf99e11411d807cca8c19cb573ffd42805b4e83125dbde5d5f1-1608016192
https://www.virustotal.com/gui/url/98e5377999130bb0b8ff8905a4828ca4dfa539c112e65f1692c2046b0fa0a714/detection/u-98e5377999130bb0b8ff8905a4828ca4dfa539c112e65f1692c2046b0fa0a714-1607997105

URLs

Source Detection Scanner Label Link
hitp://https://www.remixd.com/privacy_policy.html 0% URL Reputation safe
hitp://https://www.remixd.com/privacy_policy.html 0% URL Reputation safe
hitp://https://www.remixd.com/privacy_policy.html 0% URL Reputation safe
hitp://https://www.remixd.com/privacy_policy.html 0% URL Reputation safe
hitp://https://onedrive.live.com;Fotos 0% Avira URL Cloud safe
hitp://https://bealion.com/politica-de-cookies 0% URL Reputation safe
hitp://https://bealion.com/politica-de-cookies 0% URL Reputation safe
hitp://https://bealion.com/politica-de-cookies 0% URL Reputation safe
hitp://https://www.gadsme.com/privacy-policy/ 0% URL Reputation safe
hitp://https://www.gadsme.com/privacy-policy/ 0% URL Reputation safe
hitp://https://www.gadsme.com/privacy-policy/ 0% URL Reputation safe
hitp://https://portal.eu.numbereight. me/policies-license#software-privacy-notice 0% URL Reputation safe
hitp://https://portal.eu.numbereight. me/policies-license#software-privacy-notice 0% URL Reputation safe
hitp://https://portal.eu.numbereight. me/policies-license#software-privacy-notice 0% URL Reputation safe
http:/f 0% Avira URL Cloud safe

ocsp.scalb.amazontrust.com/images/_2BGeSkvWMHh/BUynXFplFo3/59SKHcOFAIUbbS/AAtvmEP6bSx
ngBIQXxSpAq/spVOJE6SRSYYM_2B/1kssSPGZE9BGerK/aySQiowSzRMTuPb2VY/iGbL_2FuQ/klutS_2B
J_2FiHpi94IZ/RSri6_2BCOCK8ZJ8hbjly5F3ZxB7PT1kx7tzJMiZBI/E_2Bs_2BXabKH/OLNRmzX7_2BipXb

_2B/zagb.avi

http:/f 0% URL Reputation safe
https://www.stroeer.de/fileadmin/de/Konvergenz_und_Konzepte/Daten_und_Technologien/Stroeer_SSP/

Downl

hitp:// 0% URL Reputation safe
https://www.stroeer.de/fileadmin/de/Konvergenz_und_Konzepte/Daten_und_Technologien/Stroeer_SSP/

Downl

http:/f 0% URL Reputation safe
https://www.stroeer.de/fileadmin/de/Konvergenz_und_Konzepte/Daten_und_Technologien/Stroeer_SSP/

Downl

hitp://https://channelpilot.co.uk/privacy-policy 0% URL Reputation safe
hitp://https://channelpilot.co.uk/privacy-policy 0% URL Reputation safe
hitp://https://channelpilot.co.uk/privacy-policy 0% URL Reputation safe
hitp://https://onedrive.live.com;OneDrive-App 0% Avira URL Cloud safe
hitp://https://www.admo.tv/en/privacy-policy 0% URL Reputation safe
hitp://https://www.admo.tv/en/privacy-policy 0% URL Reputation safe
hitp://https://www.admo.tv/en/privacy-policy 0% URL Reputation safe
hitp://https://mem.gfx.ms/meversion/?partner=msn&market=de-ch" 0% URL Reputation safe
hitp://https://mem.gfx.ms/meversion/?partner=msn&market=de-ch" 0% URL Reputation safe
hitp://https://mem.gfx.ms/meversion/?partner=msn&market=de-ch" 0% URL Reputation safe
hitp://https://www.bidstack.com/privacy-policy/ 0% URL Reputation safe
hitp://https://www.bidstack.com/privacy-policy/ 0% URL Reputation safe
hitp://https://www.bidstack.com/privacy-policy/ 0% URL Reputation safe
hitp://https://listonic.com/privacy/ 0% URL Reputation safe
hitp://https://listonic.com/privacy/ 0% URL Reputation safe
hitp://https://listonic.com/privacy/ 0% URL Reputation safe
hitp://https://quantyoo.de/datenschutz 0% URL Reputation safe
hitp://https://quantyoo.de/datenschutz 0% URL Reputation safe
hitp://https://quantyoo.de/datenschutz 0% URL Reputation safe
hitp://https://img.img- 0% URL Reputation safe
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:au

hitp://https://img.img- 0% URL Reputation safe
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:au

hitp://https://img.img- 0% URL Reputation safe
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:au
hitp://https://www.vidstart.com/wp-content/uploads/2018/09/PrivacyPolicyPDF-Vidstart.pdf 0% URL Reputation safe
hitp://https://www.vidstart.com/wp-content/uploads/2018/09/PrivacyPolicyPDF-Vidstart.pdf 0% URL Reputation safe
hitp://https://www.vidstart.com/wp-content/uploads/2018/09/PrivacyPolicyPDF-Vidstart.pdf 0% URL Reputation safe
hitp://https://related.hu/adatkezeles/ 0% URL Reputation safe
hitp://https://related.hu/adatkezeles/ 0% URL Reputation safe
hitp://https://related.hu/adatkezeles/ 0% URL Reputation safe

Domains and IPs

Contacted Domains
Copyright null 2020 Page 9 of 65



Name P Active Malicious Antivirus Detection Reputation

contextual.media.net 104.84.56.24 true false high
tls13.taboola.map.fastly.net 151.101.1.44 true false e 0%, Virustotal, Browse unknown
ocsp.scalb.amazontrust.com 65.9.70.182 true false e 0%, Virustotal, Browse unknown
hblg.media.net 104.84.56.24 true false high
Ig3.media.net 104.84.56.24 true false high
gstatici.com 195.110.58.176 true false e 0%, Virustotal, Browse unknown
web.vortex.data.msn.com unknown unknown false high
WWwW.msn.com unknown unknown false high
srtb.msn.com unknown unknown false high
img.img-taboola.com unknown unknown false e 0%, Virustotal, Browse unknown
cvision.media.net unknown unknown false high

Contacted URLs

Name Malicious Antivirus Detection Reputation

http:/f false e Avira URL Cloud: safe unknown
ocsp.scalb.amazontrust.com/images/_2BGeSkvWMHh/BUynXFplFo3/59SKHcOFAIUbbS/AAL
VMEPG6bSxngBIQXxSpAq/spVOJE6SRSYYM_2B/1kssSPGZE9BGerK/aySQiowSzRMTuPb2VY/
iGbL_2FuQ/klutS_2BJ_2FiHpi94IZ/RSri6_2BCOCK8ZJ8hbjly5F3ZxB7PT1kx7tzIMiZB9/E_2Bs

_2BXabKH/oLNRmzX7_2BipXb_2B/zagb.avi

URLs from Memory and Binaries

Name Source Malicious Antivirus Detection Reputation
hitp://searchads.msn.net/.cfm?&&kp=1& {4B16642F-3EEF-11EB-90E5-ECF4B false high
B570DC9}.dat.3.dr
hitp://https://contextual.media.net/medianet.php? de-ch[1].htm.4.dr false high
cid=8CU157172
hitp://https://www.msn.com/de-ch/nachrichten/coronareisen de-ch[1].htm.4.dr false high
hitp://https://www.remixd.com/privacy_policy.html iab2Data[1].json.4.dr false e URL Reputation: safe unknown
e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe
hitp://https://onedrive.live.com;Fotos 85-0f8009-68ddb2ab[1].js.4.dr false e Avira URL Cloud: safe low
hitp://https://www.onenote.com/notebooks? de-ch[1].htm.4.dr false high

WT.mc_id=MSN_OneNote_TopMenu&auth=1&wdorigin=msn

hitp://https://office.live.com/start/Word.aspx? 85-0f8009-68ddb2ab[1].js.4.dr false high
WT.mc_id=MSN_site;Excel

hitp://fogp.me/ns/fb# de-ch[1].htm.4.dr false high
hitp://https://www.msn.com/de-ch/news/other/der-sp- de-ch[1].htm.4.dr false high
vielflieger-und-2-minuten-schneller-arbeiten/ar-BB1bVrEJ

hitp://https://outlook.live.com/mail/deeplink/compose;Kalender  85-0f8009-68ddb2abl[1].js.4.dr false high
http:i/https:/ires- {4B16642F-3EEF-11EB-90E5-ECF4B false high

a.akamaihd.net/__media__/pics/8000/72/941/fallbackl.jpg B570DC9}.dat.3.dr

hitp://https://www.skyscanner.net/g/referrals/vl/cars/home? de-ch[1].htm.4.dr false high
associateid=API_B2B_19305_00002

hitp://https://www.onenote.com/notebooks? 85-0f8009-68ddb2ab[1].js.4.dr false high
WT.mc_id=MSN_OneNote_Recent&auth=1&wdorigin=msn

hitp://https://web.vortex.data.msn.com/collect/v1l de-ch[1].htm.4.dr false high
hitp://https://www.office.com/?omkt=de- de-ch[1].htm.4.dr false high
ch%26WT.mc_id=MSN_site

hitp://https://www.skype.com/ de-ch[1].htm.4.dr false high
hitp://https://sp.booking.com/index.html? de-ch[1].htm.4.dr false high
aid=1589774&label=travelnavlink

hitp://https://www.msn.com/de-ch/nachrichten/regional de-ch[1].htm.4.dr false high
hitp://https://onedrive.live.com/?qt=allmyphotos;Aktuelle 85-0f8009-68ddb2ab[1].js.4.dr false high
hitp://https://www.msn.com/de-ch/news/other/obergericht- de-ch[1].htm.4.dr false high
muss-strafe-f%c3%bcr-milchbuck-pr%c3%bcgler-neu-bes

hitp://https://amzn.to/2TTxhNg de-ch[1].htm.4.dr false high
hitp://https://www.skype.com/go/onedrivepromo.download? 85-0f8009-68ddb2ab[1].js.4.dr false high
cm_mmc=MSFT_2390_MSN-com

hitp://https://client-s.gateway.messenger.live.com 85-0f8009-68ddb2ab[1].js.4.dr false high
hitp://https://www.brightcom.com/privacy-policy/ iab2Data[1].json.4.dr false high
hitp://https://www.msn.com/de-ch/ de-ch[1].htm.4.dr false high
hitp://https://office.live.com/start/PowerPoint.aspx? 85-0f8009-68ddb2ab[1].js.4.dr false high
WT.mc_id=MSN_site

hitp://https://contextual.media.net/medianet.php? {4B16642F-3EEF-11EB-90E5-ECF4B false high
cid=8CU157172&crid=858412214&size=306x271&https=1 B570DC9}.dat.3.dr

hitp://https://www.awinl.com/cread.php? de-ch[1].htm.4.dr false high
awinmid=15168&awinaffid=696593&clickref=de-ch-edge-dhp-

river
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https://www.virustotal.com/gui/url/34d7a5628cd38966e8a7512b50ed594ea59c1e81eb029dde41d339efc420d112/detection/u-34d7a5628cd38966e8a7512b50ed594ea59c1e81eb029dde41d339efc420d112-1606789734
https://www.virustotal.com/gui/url/4ce98eefc688a70eb0069fb1b5be9e88a563a89268f55c647624d9c49cd5dc7b/detection/u-4ce98eefc688a70eb0069fb1b5be9e88a563a89268f55c647624d9c49cd5dc7b-1608011275
https://www.virustotal.com/gui/url/a79b25d90efaedf99e11411d807cca8c19cb573ffd42805b4e83125dbde5d5f1/detection/u-a79b25d90efaedf99e11411d807cca8c19cb573ffd42805b4e83125dbde5d5f1-1608016192
https://www.virustotal.com/gui/url/98e5377999130bb0b8ff8905a4828ca4dfa539c112e65f1692c2046b0fa0a714/detection/u-98e5377999130bb0b8ff8905a4828ca4dfa539c112e65f1692c2046b0fa0a714-1607997105

Name Source Malicious Antivirus Detection Reputation

hitp://https://bealion.com/politica-de-cookies iab2Data[1].json.4.dr false e URL Reputation: safe unknown
e URL Reputation: safe
e URL Reputation: safe

hitp://https://www.msn.com/de-ch de-ch[1].htm.4.dr false high
hitp://https://twitter.com/i/notifications;lch 85-0f8009-68ddb2ab[1].js.4.dr false high
hitp://https://www.awinl.com/cread.php? de-ch[1].htm.4.dr false high
awinmid=11518&awinaffid=696593&clickref=dech-edge-dhp-

infopa

hitp://https://www.gadsme.com/privacy-policy/ iab2Data[1].json.4.dr false e URL Reputation: safe unknown

e URL Reputation: safe
e URL Reputation: safe

hitp://https://clkde.tradedoubler.com/click? de-ch[1].htm.4.dr false high
p=2457448a=3064090&9g=24903118&epi=dech-shoppingstri

hitp://https://portal.eu.numbereight. me/policies- iab2Data[1].json.4.dr false e URL Reputation: safe unknown
licensettsoftware-privacy-notice e URL Reputation: safe

e URL Reputation: safe

hitp://https://contextual.media.net/medianet.php? de-ch[1].htm.4.dr false high
cid=8CU157172&crid=722878611&size=306x271&http

hitp://https://www.msn.com/de-ch/news/other/und- de-ch[1].htm.4.dr false high
pl%c3%Db6tzlich-steht-da-ein-neuer-brunnen/ar-BB1bUYmF?

ocid=

hitp://https://www.sway.com/? 85-0f8009-68ddb2ab[1].js.4.dr false high

WT.mc_id=MSN_site&utm_source=MSN&utm_medium=Topn
av&utm_campaign=link;PowerPoin

hitp://https://www.msn.com/de-ch/? de-ch[1].htm.4.dr false high
ocid=iehp&item=deferred_page%3al&ignorejs=webcore%2fm

odules%2fjsh

hitp:/fogp.me/ns# de-ch[1].htm.4.dr false high
hitp://https://docs.prebid.org/privacy.html iab2Data[1].json.4.dr false high
hitp://https://www.msn.com/de-ch/news/other/ein-dieb-dringt-  de-ch[1].htm.4.dr false high
in-z%c3%bcrich-mehrfach-in-hauseing%c3%a4nge-ei

hitp://https://onedrive.live.com/?qt=mru;OneDrive-App 85-0f8009-68ddb2ab[1].js.4.dr false high
hitp://https://www.skype.com/de 85-0f8009-68ddb2ab[1].js.4.dr false high
hitp://https://sp.booking.com/index.html? de-ch[1].htm.4.dr false high
aid=1589774&label=dech-prime-hp-me

hitp://https://www.skype.com/de/download-skype 85-0f8009-68ddb2ab[1].js.4.dr false high
hitp:// iab2Data[1].json.4.dr false e URL Reputation: safe unknown
https://www.stroeer.de/fileadmin/de/Konvergenz_und_Konzept e URL Reputation: safe
e/Daten_und_Technologien/Stroeer_SSP/Downl e URL Reputation: safe
hitp://https://clkde.tradedoubler.com/click? de-ch[1].htm.4.dr false high
p=235514&a=3064090&9g=24888006&epi=dech-shoppingstri

hitp://https://onedrive.live.com/? de-ch[1].htm.4.dr false high
wt.mc_id=0o_msn_msnhomepage_header

hitp://www.hotmail.msn.com/pii/ReadOutlookEmail/ 85-0f8009-68ddb2ab[1].js.4.dr false high
hitp://https://channelpilot.co.uk/privacy-policy iab2Data[1].json.4.dr false e URL Reputation: safe unknown

e URL Reputation: safe
e URL Reputation: safe

hitp://https://onedrive.live.com;OneDrive-App 85-0f8009-68ddb2ab[1].js.4.dr false e Avira URL Cloud: safe low

hitp://https://www.msn.com/de-ch/news/other/autofahrer- de-ch[1].htm.4.dr false high
f%c3%a4hrt-fussg¥%c3%asngerin-an-sie-stirbt-noch-an-u

http:/f 55a804ab-e5c6-4b97-9319-86263d false high
https://geolocation.onetrust.com/cookieconsentpub/vl/geo/loc  365d28[1].json.4.dr

ation

hitp://https://www.onenote.com/notebooks? 85-0f8009-68ddb2ab[1].js.4.dr false high

WT.mc_id=MSN_OneNote_QuickNote&auth=1
hitp://https://office.live.com/start/Excel.aspx? 85-0f8009-68ddb2ab[1].js.4.dr false high
WT.mc_id=MSN_site;Sway

hitp://https://www.admo.tv/en/privacy-policy iab2Data[1].json.4.dr false e URL Reputation: safe unknown
e URL Reputation: safe
e URL Reputation: safe

hitp:/ iab2Data[1].json.4.dr false high

https://www.bet365affiliates.com/Ul/Pages/Affiliates/Affiliates.a

spx?ContentPath

hitp://https://cdn.cookielaw.org/vendorlist/googleData.json 55a804ab-e5c6-4b97-9319-86263d false high
365d28[1].json.4.dr

hitp://https://outlook.com/ de-ch[1].htm.4.dr false high

hitp://https://rover.ebay.com/rover/1/5222-53480-19255-0/1?  de-ch[1].htm.4.dr false high

mpre=https%3A%2F%2Fwww.ebay.ch&campid=533862

hitp://https://contextual.media.net/checksync.php? {4B16642F-3EEF-11EB-90E5-ECF4B false high

&vsSync=1&cs=1&hb=1&cv=37&ndec=1&cid=8HBI57XIG&prv B570DC9}.dat.3.dr

id=77%2

hitp://https://cdn.cookielaw.org/vendorlist/iabData.json 55a804ab-e5c6-4b97-9319-86263d false high
365d28[1].json.4.dr

hitp://https://www.msn.com/de- de-ch[1].htm.4.dr false high

ch/homepage/api/pdp/updatepdpdata”
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Name

hitp://https://cdn.cookielaw.org/vendorlist/iab2Data.json

hitp://https://onedrive.live.com/?qt=mru;Aktuelle

hitp://https://www.msn.com/de-ch/?ocid=iehp

hitp://https://sp.booking.com/index.html?
aid=1589774&label=dech-prime-hp-shoppingstripe-nav

hitp://https://www.msn.com/de-
ch/homepage/api/modules/fetch”

hitp://https://mem.gfx.ms/meversion/?
partner=msn&market=de-ch"

hitp://https://www.msn.com/de-ch/news/other/sie-r%c3%a4t-
zu-frischer-luft-und-dureschnufe/ar-BB1bVWZ8?ocid=

hitp://https://web.vortex.data.msn.com/collect/v1/t.gif?
name=%27Ms.Webi.PageView%27&ver=%272.1%27&a

hitp://https://www.bidstack.com/privacy-policy/

hitp://https://onedrive.live.com/about/en/download/
hitp://popup.taboola.com/german

hitp://https://listonic.com/privacy/

hitp://https://www.ricardo.ch/?
utm_source=msn&utm_medium=affiliate&utm_campaign=msn
_mestripe_logo_d

hitp://https://twitter.com/
hitp://https://quantyoo.de/datenschutz

hitp://https://www.msn.com/de-ch/news/other/pr%c3%bcgler-
kritisiert-strafmass-zu-recht/ar-BB1bUOOz?0ocid=hpl

hitp://https://outlook.live.com/calendar

hitp://https://www.msn.com/de-ch/news/other/ist-ein-semmeli-
frisch-mit-b%c3%bcndnerfleisch-belegt-darf-es-s

hitp://https://clkde.tradedoubler.com/click?
p=2457448a=3064090&9g=24903118&epi=dech

hitp://https://img.img-
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311
%2Cw_207%2Cc_fill%2Cg_faces:au

hitp://https://onedrive.live.com/#qgt=mru

hitp://https://api.taboola.com/2.0/json/msn-ch-de-
home/recommendations.notify-click?app.type=desktop&ap

hitp://https://www.msn.com/de-ch/news/other/mehr-karton-
mehr-glas-aber-weniger-papier-die-neue-normalit%c3%

hitp://https://www.msn.com?form=MY0104&0CID=MY0104

hitp://https://www.vidstart.com/wp-
content/uploads/2018/09/PrivacyPolicyPDF-Vidstart.pdf

hitp://https://support.skype.com

hitp://https://www.skyscanner.net/flights?
associateid=API_B2B_19305_00001&vertical=custom&pageT
ype=

hitp://https://contextual.media.net/medianet.php?
cid=8CU157172&crid=722878611&size=306x271&https=1

hitp://https://clk.tradedoubler.com/click?
p=2457448a=3064090&9=21863656

hitp://https://contextual.media.net/medianet.php?
cid=8CU157172&crid=858412214&size=306x271&http

hitp://https://www.ricardo.ch/?
utm_source=msn&utm_medium=affiliate&utm_campaign=msn
_shop_de&utm

hitp://https://related.hu/adatkezeles/

hitp://https://www.msn.com/de-ch/news/other/der-
z%c3%bcrcher-kantonsrat-beschliesst-im-eiltempo-ein-erstes-

hitp://https://login.skype.com/login/oauth/microsoft?
client_id=738133

hitp://https://onedrive.live.com?
wt.mc_id=00_msn_msnhomepage_header

Contacted IPs

Copyright null 2020

Source

55a804ab-e5c6-4h97-9319-86263d
365d28[1].json.4.dr

85-0f8009-68ddb2abl[1].js.4.dr
{4B16642F-3EEF-11EB-90E5-ECF4B

B570DC9}.dat.3.dr
de-ch[1].htm.4.dr

de-ch[1].htm.4.dr

de-ch[1].htm.4.dr

de-ch[1].htm.4.dr

de-ch[1].htm.4.dr

iab2Data[1].json.4.dr

85-0f8009-68ddb2abl[1].js.4.dr

auction[1].htm.4.dr
iab2Data[1].json.4.dr

de-ch[1].htm.4.dr

de-ch[1].htm.4.dr

iab2Data[1].json.4.dr

de-ch[1].htm.4.dr

85-0f8009-68ddb2ab[1].js.4.dr
de-ch[1].htm.4.dr

de-ch[1].htm.4.dr

auction[1].htm.4.dr

85-0f8009-68ddb2abl[1].js.4.dr

auction[1].htm.4.dr

de-ch[1].htm.4.dr

de-ch[1].htm.4.dr

iab2Data[1].json.4.dr

85-0f8009-68ddb2ab[1].js.4.dr
de-ch[1].htm.4.dr

{4B16642F-3EEF-11EB-90E5-ECF4B
B570DC9}.dat.3.dr
de-ch[1].htm.4.dr

de-ch[1].htm.4.dr

de-ch[1].htm.4.dr

iab2Data[1].json.4.dr

de-ch[1].htm.4.dr

85-0f8009-68ddb2abl[1].js.4.dr

85-0f8009-68ddb2abl[1].js.4.dr

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

Reputation

high

high
high

high

high

unknown

high

high

unknown

high
high

unknown

high

high

unknown

high

high
high

high

unknown

high
high

high

high

unknown

high

high

high

high

high

high

unknown

high

high

high
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] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% < No. of IPs

Public
P Domain Country Flag ASN ASN Name Malicious
65.9.70.182 unknown United States = 16509 AMAZON-02US false

151.101.1.44 unknown United States = 54113 FASTLYUS false

Private

IP
192.168.2.1

General Information

Joe Sandbox Version: 31.0.0 Red Diamond

Analysis ID: 330536

Start date: 15.12.2020

Start time: 08:04:16

Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 7m 6s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: statis1c.dll

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211

Number of analysed new started processes analysed: 40

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: e HCA enabled

e EGA enabled
e HDC enabled
e AMSI enabled
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Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

Warnings:

Copyright null 2020

default

Timeout

MAL
mal76.bank.troj.winDLL@13/126@10/3
Failed

.

.

.

Successful, ratio: 51.3% (good quality ratio 48.6%)
Quality average: 78.3%
Quality standard deviation: 29%

Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

Adjust boot time

Enable AMSI

Found application associated with file extension:
il

Show All

.

Exclude process from analysis (whitelisted):
taskhostw.exe, MpCmdRun.exe,
RuntimeBroker.exe, backgroundTaskHost.exe,
audiodg.exe, BackgroundTransferHost.exe,
ielowutil.exe, WMIADAP.exe, SgrmBroker.exe,
conhost.exe, WmiPrvSE.exe, svchost.exe,
wuapihost.exe

TCP Packets have been reduced to 100

Created / dropped Files have been reduced to 100
Excluded IPs from analysis (whitelisted):
52.255.188.83, 88.221.62.148, 204.79.197.203,
204.79.197.200, 13.107.21.200, 92.122.213.187,
92.122.213.231, 65.55.44.109, 104.84.56.24,
92.122.144.200, 51.104.139.180, 92.122.213.194,
92.122.213.247, 152.199.19.161, 8.241.9.254,
8.248.131.254, 8.248.139.254, 8.248.149.254,
8.253.207.121, 51.103.5.159, 51.104.144.132,
92.122.145.220, 20.54.26.129, 52.155.217.156
Excluded domains from analysis (whitelisted):
arc.msn.com.nsatc.net, store-images.s-
microsoft.com-c.edgekey.net, fs-
wildcard.microsoft.com.edgekey.net, fs-
wildcard.microsoft.com.edgekey.net.globalredir.aka
dns.net, a1449.dscg2.akamai.net,
wns.notify.windows.com.akadns.net, arc.msn.com,
e11290.dspg.akamaiedge.net,
iecvlist.microsoft.com,
db5eap.displaycatalog.md.mp.microsoft.com.akadn
s.net, par02p.wns.notify.windows.com.akadns.net,
e12564.dspb.akamaiedge.net, go.microsoft.com,
emeal.notify.windows.com.akadns.net, www-bing-
com.dual-a-0001.a-msedge.net,
audownload.windowsupdate.nsatc.net,
displaycatalog.mp.microsoft.com,
watson.telemetry.microsoft.com, img-prod-cms-rt-
microsoft-com.akamaized.net,
auto.au.download.windowsupdate.com.c.footprint.n
et, prod.fs.microsoft.com.akadns.net, au-bg-
shim.trafficmanager.net, www.bing.com,
displaycatalog-
europeeap.md.mp.microsoft.com.akadns.net,
client.wns.windows.com, fs.microsoft.com, dual-a-
0001.a-msedge.net, ie9comview.vo.msecnd.net, a-
0003.a-msedge.net,
global.vortex.data.trafficmanager.net,
cvision.media.net.edgekey.net, ris-
prod.trafficmanager.net,
displaycatalog.md.mp.microsoft.com.akadns.net,
e1723.g.akamaiedge.net,
ctldl.windowsupdate.com, www-msn-com.a-0003.a-
msedge.net, a1999.dscg2.akamai.net,
web.vortex.data.trafficmanager.net,
e607.d.akamaiedge.net,
web.vortex.data.microsoft.com,
ris.api.iris.microsoft.com,
skypedataprdcoleus17.cloudapp.net, a-0001.a-
afdentry.net.trafficmanager.net, store-images.s-
microsoft.com,
blobcollector.events.data.trafficmanager.net,
go.microsoft.com.edgekey.net, static-global-s-msn-
com.akamaized.net, cs9.wpc.vOcdn.net

Report size exceeded maximum capacity and may
have missing behavior information.

Report size getting too big, too many
NtDeviceloControlFile calls found.

Report size getting too big, too many
NtOpenKeyEx calls found.

Report size getting too big, too many
NtQueryAttributesFile calls found.
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Simulations

Behavior and APIs

No simulations

Joe Sandbox View | Context

IPs

Match
151.101.1.44

Domains

Match

contextual.media.net

tls13.taboola.map.fastly.net

Copyright null 2020

Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

=

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

=

Get hash

=

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

Context

104.84.56.24
104.79.88.129
104.79.88.129
104.84.56.24
104.84.56.24
104.84.56.24
104.84.56.24
2.18.68.31
104.84.56.24

104.84.56.24
23.210.250.97
104.84.56.24
104.84.56.24
2.20.86.97
2.20.86.97
2.20.86.97
2.20.86.97
104.80.28.24
104.79.88.129
104.84.56.24
151.101.1.44
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https://view.joesandbox.com/analysis/247954/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247954/html/none?idtype=webid
https://view.joesandbox.com/analysis/247917/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247917/html/none?idtype=webid
https://view.joesandbox.com/analysis/247915/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247915/html/none?idtype=webid
https://view.joesandbox.com/analysis/247899/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247899/html/none?idtype=webid
https://view.joesandbox.com/analysis/247888/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247888/html/none?idtype=webid
https://view.joesandbox.com/analysis/247500/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247500/html/none?idtype=webid
https://view.joesandbox.com/analysis/247479/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247479/html/none?idtype=webid
https://view.joesandbox.com/analysis/246938/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246938/html/none?idtype=webid
https://view.joesandbox.com/analysis/246746/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246746/html/none?idtype=webid
https://view.joesandbox.com/analysis/246702/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246702/html/none?idtype=webid
https://view.joesandbox.com/analysis/246608/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246608/html/none?idtype=webid
https://view.joesandbox.com/analysis/246272/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246272/html/none?idtype=webid
https://view.joesandbox.com/analysis/246153/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246153/html/none?idtype=webid
https://view.joesandbox.com/analysis/245965/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/245965/html/none?idtype=webid
https://view.joesandbox.com/analysis/245964/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/245964/html/none?idtype=webid
https://view.joesandbox.com/analysis/245963/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/245963/html/none?idtype=webid
https://view.joesandbox.com/analysis/245962/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/245962/html/none?idtype=webid
https://view.joesandbox.com/analysis/245543/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/245543/html/none?idtype=webid
https://view.joesandbox.com/analysis/245481/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/245481/html/none?idtype=webid
https://view.joesandbox.com/analysis/245164/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/245164/html/none?idtype=webid
https://view.joesandbox.com/analysis/247954/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247954/html/none?idtype=webid
https://view.joesandbox.com/analysis/247917/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247917/html/none?idtype=webid
https://view.joesandbox.com/analysis/247915/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247915/html/none?idtype=webid
https://view.joesandbox.com/analysis/247899/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247899/html/none?idtype=webid
https://view.joesandbox.com/analysis/247888/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247888/html/none?idtype=webid
https://view.joesandbox.com/analysis/247500/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247500/html/none?idtype=webid
https://view.joesandbox.com/analysis/247479/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247479/html/none?idtype=webid
https://view.joesandbox.com/analysis/247268/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247268/html/none?idtype=webid
https://view.joesandbox.com/analysis/247255/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247255/html/none?idtype=webid
https://view.joesandbox.com/analysis/246938/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246938/html/none?idtype=webid
https://view.joesandbox.com/analysis/246746/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246746/html/none?idtype=webid
https://view.joesandbox.com/analysis/246702/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246702/html/none?idtype=webid
https://view.joesandbox.com/analysis/246272/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246272/html/none?idtype=webid
https://view.joesandbox.com/analysis/245965/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/245965/html/none?idtype=webid
https://view.joesandbox.com/analysis/245964/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/245964/html/none?idtype=webid
https://view.joesandbox.com/analysis/245963/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/245963/html/none?idtype=webid
https://view.joesandbox.com/analysis/245962/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/245962/html/none?idtype=webid
https://view.joesandbox.com/analysis/245543/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/245543/html/none?idtype=webid
https://view.joesandbox.com/analysis/245164/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/245164/html/none?idtype=webid
https://view.joesandbox.com/analysis/245152/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/245152/html/none?idtype=webid
https://view.joesandbox.com/analysis/247954/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247954/html/none?idtype=webid

Match

ocsp.scalb.amazontrust.com

ASN

Match
AMAZON-02US

Copyright null 2020

Associated Sample Name /| URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
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~ A= A =B =R = B | B gl B | B e | =
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S
5
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[
c
2

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash

SHA 256
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash

Detection
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious

malicious

Detection
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse

Browse

Link
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse

Browse

Context

151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44

151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
151.101.1.44
65.9.77.71
143.204.214.74
13.224.89.96
13.224.195.167
13.224.89.213
65.9.70.13
13.224.89.96
13.224.89.175
143.204.15.36
143.204.15.203
54.230.104.94
13.224.89.175
65.9.23.43
13.224.89.194
13.224.89.175

13.32.182.145
13.32.177.52

143.204.10.85
13.32.177.193
13.32.177.194

Context

18.151.37.57
13.225.80.79
13.224.194.99

13.224.194.119
13.224.89.182
13.224.93.32
52.216.129.51
52.217.97.43
52.41.3.203

52.216.164.58
52.221.6.123
13.224.93.79
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https://view.joesandbox.com/analysis/247917/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247917/html/none?idtype=webid
https://view.joesandbox.com/analysis/247915/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247915/html/none?idtype=webid
https://view.joesandbox.com/analysis/247899/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247899/html/none?idtype=webid
https://view.joesandbox.com/analysis/247888/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247888/html/none?idtype=webid
https://view.joesandbox.com/analysis/247500/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247500/html/none?idtype=webid
https://view.joesandbox.com/analysis/247479/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247479/html/none?idtype=webid
https://view.joesandbox.com/analysis/247276/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247276/html/none?idtype=webid
https://view.joesandbox.com/analysis/247053/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247053/html/none?idtype=webid
https://view.joesandbox.com/analysis/246938/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246938/html/none?idtype=webid
https://view.joesandbox.com/analysis/246746/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246746/html/none?idtype=webid
https://view.joesandbox.com/analysis/246702/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246702/html/none?idtype=webid
https://view.joesandbox.com/analysis/246608/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246608/html/none?idtype=webid
https://view.joesandbox.com/analysis/246272/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246272/html/none?idtype=webid
https://view.joesandbox.com/analysis/246153/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246153/html/none?idtype=webid
https://view.joesandbox.com/analysis/245965/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/245965/html/none?idtype=webid
https://view.joesandbox.com/analysis/245964/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/245964/html/none?idtype=webid
https://view.joesandbox.com/analysis/245963/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/245963/html/none?idtype=webid
https://view.joesandbox.com/analysis/245962/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/245962/html/none?idtype=webid
https://view.joesandbox.com/analysis/245543/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/245543/html/none?idtype=webid
https://view.joesandbox.com/analysis/243153/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/243153/html/none?idtype=webid
https://view.joesandbox.com/analysis/243136/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/243136/html/none?idtype=webid
https://view.joesandbox.com/analysis/241109/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241109/html/none?idtype=webid
https://view.joesandbox.com/analysis/240088/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240088/html/none?idtype=webid
https://view.joesandbox.com/analysis/239879/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239879/html/none?idtype=webid
https://view.joesandbox.com/analysis/239784/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239784/html/none?idtype=webid
https://view.joesandbox.com/analysis/239761/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239761/html/none?idtype=webid
https://view.joesandbox.com/analysis/239740/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239740/html/none?idtype=webid
https://view.joesandbox.com/analysis/238745/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238745/html/none?idtype=webid
https://view.joesandbox.com/analysis/238714/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238714/html/none?idtype=webid
https://view.joesandbox.com/analysis/238595/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238595/html/none?idtype=webid
https://view.joesandbox.com/analysis/237022/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237022/html/none?idtype=webid
https://view.joesandbox.com/analysis/233940/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/233940/html/none?idtype=webid
https://view.joesandbox.com/analysis/205241/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/205241/html/none?idtype=webid
https://view.joesandbox.com/analysis/185484/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/185484/html/none?idtype=webid
https://view.joesandbox.com/analysis/126807/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/126807/html/none?idtype=webid
https://view.joesandbox.com/analysis/125927/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/125927/html/none?idtype=webid
https://view.joesandbox.com/analysis/124499/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/124499/html/none?idtype=webid
https://view.joesandbox.com/analysis/124387/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/124387/html/none?idtype=webid
https://view.joesandbox.com/analysis/124201/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/124201/html/none?idtype=webid
https://view.joesandbox.com/analysis/248066/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248066/html/none?idtype=webid
https://view.joesandbox.com/analysis/248045/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248045/html/none?idtype=webid
https://view.joesandbox.com/analysis/248044/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248044/html/none?idtype=webid
https://view.joesandbox.com/analysis/248043/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248043/html/none?idtype=webid
https://view.joesandbox.com/analysis/248018/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248018/html/none?idtype=webid
https://view.joesandbox.com/analysis/248013/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248013/html/none?idtype=webid
https://view.joesandbox.com/analysis/248004/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248004/html/none?idtype=webid
https://view.joesandbox.com/analysis/247985/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247985/html/none?idtype=webid
https://view.joesandbox.com/analysis/247964/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247964/html/none?idtype=webid
https://view.joesandbox.com/analysis/247950/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247950/html/none?idtype=webid
https://view.joesandbox.com/analysis/247949/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247949/html/none?idtype=webid
https://view.joesandbox.com/analysis/247922/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247922/html/none?idtype=webid

Match

FASTLYUS

JA3 Fingerprints

Match
9e10692f1b7f78228b2d4e424db3a98c
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Associated Sample Name /| URL SHA 256
Get hash

=
[

Get hash
Get hash
Get hash
Get hash
Get hash

=

Get hash
Get hash
Get hash
Get hash
Get hash

=

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

hitp/;
hitp/;
-

Get hash
Get hash

E

Get hash
Get hash

Associated Sample Name /| URL SHA 256

Get hash
hitp:/, Get hash

hitp:/, Get hash

Detection

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious

malicious

malicious

malicious

Detection
malicious
malicious

malicious

Link

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse

Browse

Browse

Browse

Link
Browse
Browse

Browse

Context

e 52.219.72.243

e 18.156.67.65

e 3.138.82.195

e 143.204.90.73
e 18.197.62.51

e 143.204.101.86
e 75.2.66.247

e 52.58.154.10

e 151.101.66.109
e 151.101.1.44

e 151.101.12.193

e 151.101.1.44

e 151.101.1.44

e 151.101.1.44

e 151.101.1.44

e 151.101.65.195
e 151.101.0.119
e 151.101.0.119
e 151.101.1.44

e 151.101.1.44

e 151.101.12.193
e 151.101.0.133
e 151.101.1.195

e 199.232.56.159
e 151.101.2.217

e 151.101.13
0.217

e 151.101.2.110
e 151.101.65.195

Context

e 151.101.1.44
e 151.101.1.44
e 151.101.1.44
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https://view.joesandbox.com/analysis/247905/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247905/html/none?idtype=webid
https://view.joesandbox.com/analysis/247884/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247884/html/none?idtype=webid
https://view.joesandbox.com/analysis/247882/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247882/html/none?idtype=webid
https://view.joesandbox.com/analysis/247879/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247879/html/none?idtype=webid
https://view.joesandbox.com/analysis/247877/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247877/html/none?idtype=webid
https://view.joesandbox.com/analysis/247854/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247854/html/none?idtype=webid
https://view.joesandbox.com/analysis/247848/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247848/html/none?idtype=webid
https://view.joesandbox.com/analysis/247786/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247786/html/none?idtype=webid
https://view.joesandbox.com/analysis/248045/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248045/html/none?idtype=webid
https://view.joesandbox.com/analysis/247954/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247954/html/none?idtype=webid
https://view.joesandbox.com/analysis/247930/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247930/html/none?idtype=webid
https://view.joesandbox.com/analysis/247917/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247917/html/none?idtype=webid
https://view.joesandbox.com/analysis/247915/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247915/html/none?idtype=webid
https://view.joesandbox.com/analysis/247899/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247899/html/none?idtype=webid
https://view.joesandbox.com/analysis/247888/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247888/html/none?idtype=webid
https://view.joesandbox.com/analysis/247689/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247689/html/none?idtype=webid
https://view.joesandbox.com/analysis/247562/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247562/html/none?idtype=webid
https://view.joesandbox.com/analysis/247553/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247553/html/none?idtype=webid
https://view.joesandbox.com/analysis/247500/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247500/html/none?idtype=webid
https://view.joesandbox.com/analysis/247479/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247479/html/none?idtype=webid
https://view.joesandbox.com/analysis/247396/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247396/html/none?idtype=webid
https://view.joesandbox.com/analysis/247372/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247372/html/none?idtype=webid
https://view.joesandbox.com/analysis/247316/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247316/html/none?idtype=webid
https://view.joesandbox.com/analysis/247290/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247290/html/none?idtype=webid
https://view.joesandbox.com/analysis/247277/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247277/html/none?idtype=webid
https://view.joesandbox.com/analysis/247276/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247276/html/none?idtype=webid
https://view.joesandbox.com/analysis/247266/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247266/html/none?idtype=webid
https://view.joesandbox.com/analysis/247265/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247265/html/none?idtype=webid
https://view.joesandbox.com/analysis/248045/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248045/html/none?idtype=webid
https://view.joesandbox.com/analysis/248043/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248043/html/none?idtype=webid
https://view.joesandbox.com/analysis/248035/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248035/html/none?idtype=webid

Match Associated Sample Name /| URL SHA 256 Detection Link Context
Get hash malicious Browse e 151.101.1.44
Get hash malicious Browse e 151.101.1.44
Get hash malicious Browse e 151.101.1.44
Get hash malicious Browse e 151.101.1.44
Get hash malicious Browse e 151.101.1.44
Get hash malicious Browse e 151.101.1.44
Get hash malicious Browse e 151.101.1.44
Get hash malicious Browse e 151.101.1.44
Get hash malicious Browse e 151.101.1.44
Get hash malicious Browse e 151.101.1.44
Get hash malicious Browse e 151.101.1.44
Get hash malicious Browse e 151.101.1.44
Get hash malicious Browse e 151.101.1.44
Get hash malicious Browse e 151.101.1.44
Get hash malicious Browse e 151.101.1.44
Get hash malicious Browse e 151.101.1.44
3

Dropped Files

No context

Created / dropped Files

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\DOMStore\DURNCK2N\www.msn[2].xml

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 13

Entropy (8bit):  2.469670487371862

Encrypted: false

SSDEEP: 3:D90aKb:JFKb

MD5: C1DDEA3EF6BBEF3E7060A1A9AD89E4CS

SHA1L: 35E3224FCBD3E1AF306F2B6A2C6BBEA9B0867966

SHA-256: B71E4D17274636B97179BA2D97C742735B6510EB54F22893D3A2DAFF2CEB28DB

SHA-512: 6BEBCEC7C862AFAE5B37AA32DC5BB45912881A3276606DA41BF808A4EF92C318B355E616BF45A257B995520D72B7C08752C0BE445DCEADESCF79F73480910FE

D

Malicious: false

Reputation: high, very likely benign file

Preview:

<root></root>
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https://view.joesandbox.com/analysis/248029/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248029/html/none?idtype=webid
https://view.joesandbox.com/analysis/248028/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248028/html/none?idtype=webid
https://view.joesandbox.com/analysis/248027/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248027/html/none?idtype=webid
https://view.joesandbox.com/analysis/248018/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248018/html/none?idtype=webid
https://view.joesandbox.com/analysis/248016/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248016/html/none?idtype=webid
https://view.joesandbox.com/analysis/248013/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248013/html/none?idtype=webid
https://view.joesandbox.com/analysis/248004/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248004/html/none?idtype=webid
https://view.joesandbox.com/analysis/247964/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247964/html/none?idtype=webid
https://view.joesandbox.com/analysis/247954/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247954/html/none?idtype=webid
https://view.joesandbox.com/analysis/247930/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247930/html/none?idtype=webid
https://view.joesandbox.com/analysis/247928/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247928/html/none?idtype=webid
https://view.joesandbox.com/analysis/247922/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247922/html/none?idtype=webid
https://view.joesandbox.com/analysis/247917/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247917/html/none?idtype=webid
https://view.joesandbox.com/analysis/247915/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247915/html/none?idtype=webid
https://view.joesandbox.com/analysis/247907/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247907/html/none?idtype=webid
https://view.joesandbox.com/analysis/247901/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247901/html/none?idtype=webid
https://view.joesandbox.com/analysis/247899/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247899/html/none?idtype=webid

C:\Users\user\AppData\Local\Microsoft\internet Explorer\DOMStore\QALADACS\contextual.media[1].xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

dropped

2964

4.889104370393214

false
48:LLYLYLYLYfYFYFYGYTYXYXVYXYXYI2YI2YI2YI2+P9YI2+P9IXYI2+P9Y12+P9f:nsssAAAAGAssvss32323232+P932+P9Q
5964F39F61B452587E32854B4D49F070

BBC94896CAF5FD5FOC5EF6137FC320B994BBCB64
EC7E41855EE57C4816491478541B471B5CC589C7CF5BC606EB1BD7ADFA38F487
B8FD16FD767787895E0FF585DDC2B58E830347FB524C6887516395FD09F2BBCE499BCCICB2E021DBOFBA2E20265B85185D6C61145F61805BA6BC317D414D5B2
false

low

<root></root><root><item name="HBCM_BIDS" value="{}" Itime="279890128" htime="30855932" /></root><root><item name="HBCM_BIDS" value="{}" Itime="279890
128" htime="30855932" /></root><root><item name="HBCM_BIDS" value="{}" Itime="279890128" htime="30855932" /></root><root><item name="HBCM_BIDS" value="
{}" ltime="279890128" htime="30855932" /></root><root><item name="HBCM_BIDS" value="{}" ltime="280090128" htime="30855932" /></root><root><item name=
"HBCM_BIDS" value="{}" Itime="280090128" htime="30855932" /></root><root><item name="HBCM_BIDS" value="{}" Itime="280090128" htime="30855932" /></root>
<root><item name="HBCM_BIDS" value="{}" Itime="280090128" htime="30855932" /><item name="mntest" value="mntest" Itime="287370128" htime="30855932" />
</root><root><item name="HBCM_BIDS" value="{}" Itime="280090128" htime="30855932" /></root><root><item name="HBCM_BIDS" value="{}" Itime="289170128" h
time="30855932" /></root><root><item name="HBCM_BIDS" value="{}" Itime="289170128" htime="30855932"

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\RecoveryStore.{4B16642D-3EEF-11EB-90E5-ECF4BB570DC9}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

dropped

67304

2.108922304719623

false
192:r0ZhZE2U9Witqf6tp3WUaHCIW5WUHaWQstxbaRrNVVFbxTVs:ranTUUXoSAUaUIUZQstFalPVFbxe
BC2D7C107D76CC1B35A780254703D1B1

2C66A65C53E1228D4FE8D67DE035154AA46EF57D
05BA348406F297CD1C78777429F799028305F7FFCA98B1496C4FC5F374CF61B3
C06361975423CAF71AB252647A2B361EEDABOA4D062B31703748F81503F4B31161CDE6D161A2F8381B9985D118AF227757083AE96F5A73EE7CBD98301ACT723FF

false

low

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{4B16642F-3EEF-11EB-90E5-ECF4BB570DC9}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

dropped

193056

3.604476296484802

false

3072:w8iqz/2Bfc6rusrXfVStiiqz/2BfcIrusrXfVStQ:qtd
F60595056D847C807AF099E4306174FD
27A66924D8F99FA3CFD39AF809740C020AE2A070
1FD1DE3455542A32609D10EDAF356F9A7E8D6E3FF3393DCA4AB62E01IFBCCEE248

DD612DCDBDCC130ED8778063B06F9A83EC11CA46C35EBAEBDADDE732E84E33E73B21B7842E2885F6DBOF6BC0053C732BBC21E4132251E82DFE64132D567D6
1D

false

low

.R.0.0t. .[E.n.tr.

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{4B166431-3EEF-11EB-90E5-ECF4BB570DC9}.dat

Process:

File Type:

Category:

Size (bytes):

Entropy (8bit):
Copyright null 2020

C:\Program Files\internet exploreniexplore.exe
Microsoft Word Document

dropped

27392

1.8534532176067402
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C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\{4B166431-3EEF-11EB-90E5-ECF4BB570DC9}.dat

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

false
96:r6ZWQt6PBSXFjF2NKW7MWYKPJol5RPJolU2gA:r6 ZwQte PkxFjF2NKW7MWYKel5Rel3gA
091819C84A39973A358DDDDBDA76BA12
E795CBE5677CA1516542BDFAC38A4F2A593C580B
7674340742EF61BOE6D68C09D8F65819D376BD71A90EBDSAEESBA7D7E314D7AD

06310BD61E126B054625275BD5F426CD65601FA5C84E00902ABEABSF53BDAAC1B606D46BCOFE32F5383577264EADFODBEFACOAC80178B81785B7F351D5A18A:
B

false

low

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{63E2B559-3EEF-11EB-90E5-ECF4BB570DC9}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

dropped

19032

1.5999631300774426

false
48:1wi0GcprE7GwpacG4pQ0GrapbSorGQpBI7fUGHHpcl7BosTGUpQI7dHGepm:rioZY Q86 CBSoFjl7fL27Bok617bg
C500A5ECFE74EEC05715D7802AC820F9

28ADBA216E204B3BEEEA4CFBB151C1DC8050F38C
852D278AB6647B3A61CA09BDD56C78FEE46115774C940CDFB3218418C2663288

47728868F4732CFFA30DAALADCAG8CD5FA92B173DEADEDSB5F29F34D96071F7ED342COACAD488A1C530C6C4A84C56E7172CEOA30D8431A67B0A9854D26B12|
BO

false

low

C:\Users\luser\AppData\Local\Microsoft\internet Exploreriimagestore\dikxvqflimagestore.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

data

dropped

934

7.03700505061355

false
24:u6tWaF/6easyD/iICHLSWWqyCoTTdTc+yhaX4b9upGW:u6tWu/6symC+PTCq5TcBUX4bE
C31694F034D017A67E666D16C1468032
AA4E544CDACT7742A6BC23FACD48C863296DB794E
3C042E3F29C12C9D810E6A7551EBB01D645202D2A9C09A4C7340B707399A00D0
805D43548E045510B1DB2F4DB50EE055DB15347F58A9C59858811D49194B3B5D229BD60887437CAE4A33B82EBA3C6E902A3169B1817866CD75F11F6B01B171B9

false

low

.......... X.=Y}iT.R....

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\41-0bee62-68ddb2ab[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

dropped

1238

5.066474690445609

false
24:HWwAaHZRRIYfOeXPmMHUKg6GGiqllQCQ6cQflgKioUInJagzrQJ:HWwAabuYfO8HTqOxB6XfyNoUiJaD
7ADA9104CCDE3FDFB92233C8D389C582

4E5BA29703A7329EC3B63192DE30451272348E0D
F2945E416DDD2A188DOE64D44332F349B56C49AC13036B0B4FCI46A2EBF87D99
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\41-0bee62-68ddb2ab[1].js

SHA-512: 2967FBCE4E1C6A69058FDE4C3DC2E269557F7FAD71146F3CCD6FC9085A439B7D067D5D1F8BD2C7EC9124B7E760FBC7F25F30DF21F9B3F61D1443EC3C214E3}
F

Malicious: false

Reputation: moderate, very likely benign file

Preview:

define("meOffice",["jquery","jqBehavior","mediator","refreshModules","headData","webStorage","window"],function(n,t,i,r,u,f,e){function o(t,0){function v(n){var r=e.local
Storage,i,t,u;if(r&&r.deferLoadedltems)for(i=r.deferLoadedltems.split(","),t=0,u=i.length;t<u;t++)if (i[t] &&i[t].indexOf(n)! ){f.removeltem(i[t]);break}}function a(){var i=t.find
("section li time");i.each(function(){var t=new Date(n(this).attr("datetime"));t&&n(this).html(t.toLocaleString())})}unction p(){c=t.find("[data-module-id]").eq(0);c.length&&(h=c.
data("moduleld"),h&&(I="moduleRefreshed-"+h,i.sub(l,a)))}function y(){i.unsub(o.eventName,y);r(s).done(function(){a();p()})}var s,c,h,l;return u.signedin||(t.hasClass("of
fice")?v("meOffice"):t.hasClass("onenote")&&v("meOneNote")),{setup:function(){s=t.find("[data-module-deferred-hover], [data-module-deferred]").not("[data-sso-de
pendent]");s.length&&s.data("module-deferred-hover")&&s.html("<p class="meloading><\/p>");i.sub(o.eventName,y)} teardown:function(){h&&i.un

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\BB10MkbM[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 965

Entropy (8bit): 7.720280784612809

Encrypted: false

SSDEEP: 24:T2PqcKHsgioKpXR3TnVUVPkKWSsvIos6z8XYy8xcvnla:5PZK335UXkJsglyScfla
MDS5: 569B24D6D28091EALF76257B76653A4E

SHA1L: 21B929E4CD215212572753F22E2A534A699F34BE

SHA-256: 85A236938E00293C63276F2E4949CD51DFF8F37DE95466AD1A571AC8954DB571
SHA-512: AE49823EDC6AE98EE814B099A3508BA1EF26A44D0OD0O8E1CCF30CAB0O09655A7D7A64955A194E5E6240F6806BCOD17E74BD3C4C9998248234CA53104776CCO0A(
Malicious: false

Reputation: moderate, very likely benign file

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB10MkbM.img?h=16&w=16&m=6&0=60&u=t&o=t&|=f&f=png

Preview:
PNG........ IHDR.....coves a...sRGB......... gAMA......a....pHYs.. #..#.Xx.?v...ZIDATBOmS[h.g.=s..$n...]7.5..(.&5...D..Z..X..6....0.-.HIm.B.......... j..Z,.D.5n.1...g7;;.;3.w../......
.}..5...C==}..hd4.00../1.1.*.U8.Ww.B..MO..7}......... J...Li.T..(d.d*L.sr..... g?.aL.WC.S..C...(.pl..}[Wc..e. [.Ki<=Si UL NANGL (N L XA L A<te.L L ATL.G..
8..m..RYDu.7.>...S R....5.@.h..Y$..uvpm>(<..q.,.PY....+...BHE..;.M.yJ...U<..S4j..g... X.. K... ..qg.).~..oy..h..ub....i._n..4T.Z.#..
.0.Lelghz 8u&... iIC.UVj_._..9....8<..Ab.| 20 v >l 00 o0 VKL.CLall$8.~.0...4)..~5.16...2?..5.gX.U....%...@.N....@..HJIh].....|....
Adm..@......... gV...c.X...t1CQ..TL...r3.n.."t....."..$...ctA...H.p0.0.A..IA.0.5n.m.. \.1.B>...x..L.+.H.c6..u...7...."...M....IEND.B".

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIJMT\BB10ea2p[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 445

Entropy (8bit): 7.222329339551471

Encrypted: false

SSDEEP: 12:6v/78/5iVAC++m440WiTyOVCbocUWd40nP:2VA144NiTywChJ7

MDS5: F97726017CFB323D36B26778FA95B0D8

SHAL: C28AAE1BB019CA0674974E89BO0ADDFF3F849E14

SHA-256: ADDO04F60807EBFE63CC6D6BC8AF972A5C5530696 CAABS352CAEEBFC2F68B304A

SHA-512: AB9A3A7C3C23488D3B349B7174E3BE3D36E24BBCD32075B8AF1D8B26C7AF7AE60C39F77DBCB735129F50D20308F7C9D585DF55796 EED44F74AC1589E432D45
B

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB10ea2p.img?h=16&w=16&m=6&q=60&u=t&o=t&l=f&f=png

Preview:

IHDR...coovrviie a...sRGB......... gAMA......a....pHYs.. #.. #.X.?2V...RIDAT8O.R...P..c...i|..B4.... HIK{.....;..... XX...4AP$.p.Y. \....a#.._@.y..? .Y..T(....b..dY..xD..C<.
oH.flip..a@.u...j5..0d2.N'D.Q<..(..A.16."b....D" At [>...2.T*..g@..~. )\.6..M..v... ....c..t:%..W.C..FH.R...ICLh4.p]..$.Z.b."c2.78.....,.}.".b..d2..4.Z..n.F.Th.
Ok }....IEND.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIJMT\BB1611Tu[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 310x166, frames 3

Category: downloaded

Size (bytes): 7950

Entropy (8bit): 7.921655772020109

Encrypted: false

SSDEEP: 192:BFj57Y958rIMm;j6rjmI6gLEilyS7TKDRMHE6G/N7:vt7Y9589DaoMK66N7

MDS5: 8CC907CCD88CBDCFEBFBB7F8C8A8C5F4

SHA1L: 65860FFDD407C7E1A2AEOF7C14E86D47A90D752A

SHA-256: 154A0EACF336818E30139CEB513C15DEBE09A44A819BAAOFCABE27543DE48EL6

SHA-512: 97E2B80427D37ACFD39FCB7CCB97B494C801B85EO0F75ADEA9B228FB451469358163712F30B5EF421C89263693CC6796A8952E979CDAEB4E19927A2DEFSEIBEE
C

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1611Tu.img?h=166&w=310&m=6&0q=60&u=t&0=t&I=f&f=jpg&x=1060&y=707
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\BB1611Tu[1].jpg

Preview:

&'()*56789:CDEFGHIJSTUVWXY Zcdefghijs
tUVWXYZ.

?.TZ....AL.*5EL..V.E8.\P3...U".. ..UV..@.}.q.P.&v(U.V...B.Z.B7......U....+On.".C...3~U..}q...".L.E.k.
[N.d.......,5l...dM.##....... gM.c.k.B...7Q.}V.].a.Kx].*.t;\.d.m...".J. I~ IT.Yg ... g/l.LAQ.Z..E"...}N...&.9.?2.).G.1 K.....(.?5....b.....2....._.. d.V&o0........ #.z.c..X....f.
L?2.v.....?20....d ...

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\BB1bUNRI[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 72x72, segment length 16, baseline, precision 8, 310x166, frames 3
downloaded

10930

7.95422686477837

false

192:xFquliB5WppR5HC51jrjFWUwcFyOopMcx81hpj9dBjfwYZwUIER4YvDU1Q:fDIB+pR61vxWUHRcxadjwYZwUcr7gQ
D736F7F9FA1458A8254DBB5EEAAC516B

1B388F82DFF8828FCFESCES5B7DES7417DBD1D258
0E2067B160CB47D008E254BAA7BE01004EC19E5E9BF860B671DB5E6C1F420074
7F2B4EB54008603D579060180255F03CCB7C7B9F4609600F617654B3610F0FF7D2521B2476D087B3DB63F11D098D61D1CEA6A22D4F87B489DCE225F6A93C3D29

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bUNRI.img?h=166&w=310&m=6&0q=60&u=t&o=t&|=f&f=jpg

w2 MWL @U. 0..0A.\0.....].d.2gb[....7=...b....V.h..Z..[>. K/..g|"_<*N.8..n..]..T..P....Y..[M: }.ei$c..95..q]..
JARrO.2.Q.L..p..n..G............ k..R......E.... zl...rv.eM?LM/V..\Mx..9.{u..t..[.n.7q..]...@.N....*......5...N5.-Vy.H..6.

V.J..%.R7...[n8>...C

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIJMT\BB1bUObP[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 310x166, frames 3
downloaded

5149

7.860341488669847

false

96:BGEEIk+TNmthKXnUWIsfwgke62EICNRLbXIHSuSHGzm5+:BFaTmTKXUWIngkTleRf4ZBJ5+
FA6D7CB33FA7EA042C523D02F39CF226

0483A117023834CFOE0A48081577E22A169866CE
460D19C76D4F7EE161C544707B35024599C7D586C1E5B4339AE69A9FA3AB1897
FEOD7FBA77212C2BBFAACBOBBI9B1A1B29E753F269254587A78BFFC00631191CF056E63BBCFICF6BB684108DB155562050873B2211B9241B352111F3BF0D21D2¢
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bUObP.img?h=166&w=310&m=6&q=60&u=t&o=t&I=f&f=jpg

.)10.)-,3:J>36F7,-@QWAFLNRSR2>ZaZP JQRO...C....... &..&05-500000000000000000000000000000000
11A..Qa."g.2...#B...R..$3br........%&'()*456 789:CDEFGHIISTUVWXYZcdefghijstuvwxyz
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\BB1bV1px[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 622x368, frames 3
downloaded

23706

7.945536688156853

false

384:78fL4jZ5F27PH3LagfwY 70sjL7Rts03gVfZLUA+KpLQ250IHChxcYVGEKxgFEgTf: 788/FmH7alV7fiL7gVVfZLAus25jxLnb
7C10F9E93D0B3873A527596337610DE3

5AB2E31AB7184FC8BOF030DE797C8271F274A38D
A2598B8ABB4A07F2232239152DFD605C8BAOC3A3764875B271EE86B166D6FB28
3BCBE015D32C6002138E0CF17FC81CF559242E0B73F021A8151C3AC5EDDFB7D2307C4665C863AF1F960DE9EC39473120C4ECFCAB5C51E90D9011743D1D03E6
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bV1px.img?h=368&w=622&m=6&q=60&u=t&0=t&I=f&f=jpg&x=560&y=430
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\BB1bV1px[1].jpg

Preview:
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIJMT\BB1bV7QQ[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 310x166, frames 3
downloaded

7110

7.932900410796506

false
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6D326A042663C2AAE321A7EC70F05FDF

B6CB68B34EF7303C908469346CDOCEA4D8CB75DC
6420E82AFACDAF7F744F3999B59EDF3283DD5D96B31B93273F45218A111DB625

8CBB0OE22017F9DCD002521F8103A32ECF276689534674FEOE3103B3CCFF30D4A651C67DD39DD56D0436A29A1D14B6217CDD6D4E2C0C11BB4260D29C346FB93
D

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bV7QQ.img?h=166&w=310&m=6&q=60&u=t&o=t&|=f&f=jpg
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\BB1bVQ79[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 311x333, frames 3
downloaded

14408

7.954800136471573

false

192:BY91UMmM6FmMkdurlsQ31B5xUR7bljajyaTEKBhKZymUdjzvMidcLuGdODdWxM:e9YolbQrDublR9KPIv5cLu0SdiM
89E813ABIFC509C1FC6900FBAF596297

DED529B65E3DCFCOE2C73BE7C49F6917F6DD59C2
FABF58F1D4941675E9336659115B2B3C103E2CCDCDFB362FCD5F6C0D23020B99

418EASFDA3BESOB6EBC7942EB42E5BCIESCFD90AF400566BD8C304CE39B11478696C88318362C022B08DOCFDOC95194BF9807BB6FE1609D88D4E08749EDAFA
F

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bVQ79.img?h=333&w=311&m=6&0=60&u=t&0=t&|=f&f=jpg&x=2018&y=1462
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\BB1bVWOV[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 311x333, frames 3
downloaded

9470

7.904027228064585

false

192:BYqq6RSsbnBzFwWAxgR7StXgD81moOfiTxX5YA+:eqqQSwwF7qKSELTk

68C5E83DC49337DAF2F3F7D216D97633

EECDB48535268187E757EBB72D1CBF0255A282B6
0083D27BF95B5E6A346874E514910208C0F445F20498A12DEE1E26FCE8CI784C
56205992A5CCF4779D0933A330CA02FE17B623E3D699440406723A5188325256AE409D92C3C8BCAFC79EIB2FBCA61D206AACDIFAB3D35343198613D476F8DIAI
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bVWOv.img?h=333&w=311&m=6&0q=60&u=t&o=t&I=f&f=jpg&x=438&y=386
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\BB1bVWOV[1].jpg

Preview:
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\4PB7FIMT\BB1bVhXZ[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 206x250, frames 3
downloaded

6164

7.916583404882317

false

192:BCFXI41w3mMqJzBWyCJ/8fOptitZm6F5H7Zj:kGmk8/8GptItN5Z

B6264A3D48576CF2DESA67EB4ES3A8AF

4079EF7357E87ECOBESOEB43F37601B50BA74B90
5F8B6COE5D1C1DCFB247FCB118C1B67CBA77011BD4B630A217DC41453EF6DEF9
51D70615CA469783864776C1063DB429381045CFA841E1343E431C3FFC19BEIAC8150D96099E57136COE3FEB67675EC1AEL1747052DD49D8C0892185B7D25D44C
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bVhXZ.img?h=250&w=206&m=6&q=60&u=t&o=t&I=f&f=jpg&x=688&y=239
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIJMT\BB1bVKWE[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 100x75, frames 3
downloaded

2075

7.748707012523996

false

48:BGpuERAga3Gh2iXtQ4LRv7gLhBmhdhjcQxB5P:BGAEZ6G21G4dv7gLLEVCcQz9

C0214122DE303E39EDF17BD98E6B8025

6BF48735A396D4B51A30C25A8AB2F889CODFBIFD
AC21A643930B33748B05D325794842591EB1D39E8770A8BB97C8ECI904A90F61

6AACD2FEF79220E6E8371E96E709111FBDIC7B9A75062FCE25C0F4741A2F0C07BF1193E85FFCF7BFD9BC967DD4B85A01BCB79A4AC1B4EODS9F49619EEOBIET
20

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bVKWE.img?h=75&w=100&m=6&0=60&u=t&o=t&I=f&f=jpg
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\4PB7FIMT\BB1bVI2Y[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 300x250, frames 3
downloaded

17725

7.960566196988825

false

384:29Z50mI700q71Xq4eL8YzKTiOFk/QdLL51hm8SJaVV:ZW0mI700qfL8tTFaQ1L51hxSS

437E887C36B7909578FF75C877BD9924

4FA87954ABAC5F385A8BE1913BOBBOEEB5CE9862
AOFBD2CBEC720D64D410CB8F3F5FC33271F8D0C59F3E707AA1C08B06909D6553

66DO0CADCF7F8B26835585E8B3CB0598D28E2971CBFD4AC44019BD432423C90536BCC0542C7ECFFO02E6ABSBB5F8344EA10C056474C175B2DC3D270BB217ADF
8

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bVI2Y.img?h=250&w=300&m=6&0=60&u=t&o=t&I=f&f=jpg
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\4PB7FIMT\BB1bVI2Y[1].jpg
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\BB1bW1cb[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 100x75, frames 3
downloaded

1765

7.715449528596258

false

48:BGpuERAI+wghPTOJTLIzZ2hK5BcqIBBFHW8:BGAEEWq9TOJ8d5Bcq47HwWS

88F87438D09A419EE7C7F68BELEA35CF

AF35A8CAC1017E560CB344F92232B2CB795857EA
78FD17950AB52BC4EAESCEEFAS566E4855B54EF3EAFC2FEACD48814E8BEODADEA
CD1E580D707F55380A840896AFE3618341E7022AED027C753BCC0980EBIAY4F777C01589CA2CAFICIBAO3ADF626B5B06C766C19A25FE2A073590476ED78A871
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bW1cb.img?h=75&w=100&m=6&0q=60&u=t&o=t&I=f&f=jpg&x=473&y=367
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\BB1bW1gs[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 311x333, frames 3
downloaded

15016

7.945223922001522

false

384:e1gsyN9dfcREINR25S50ujfqawl53u6r6Kp9z:eSsyl0REAC5XeyTjrRp9z
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16A10910E0D5C216D691646BABCE2BD03A6D8642D5CE41132921A96BD35A6D3C6FD498A52648DE1B20AF932266FF587E02C4FF5D2AAF14CF4FB7644A8B13602
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bW1gs.img?h=333&w=311&m=6&q=60&u=t&o=t&|=f&f=jpg
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Process:

File Type:
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Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

downloaded

396

6.789155851158018

false

6:6v/IhPkR/CnFPFaUSs1venewS8cJY 1pXVhk5Ywr+hrYYg5Y2dFSkjhTSuME|jrTp:6v/78/kFPFnXleeH8YY9yEMpyk3Tc
6D4A6F49A9B752ED252A81E201B7DB38

765E36638581717C254DB61456060B5A3103863A
500064FB54947219AB4D34F963068E2DE52647CF74A03943A63DC5A51847F588
34E44D7ECB99193427AA5F93EFC27ABC1D552CA58A391506ACA0B166D3831908675F764F25A698A064A8DA01E1F7F58FE7A6A40C924B99706EC9135540968F1A

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB6Ma4a.img?h=16&w=16&m=6&0=60&u=t&o=t&|=f&f=png
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\BB7hg4[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 458

Entropy (8bit): 7.172312008412332

Encrypted: false

SSDEEP: 12:6v/78/kFj13TCI3wFdwrWZdLCUYzn9dct8CZsWEO0ROY8/9ki:u138apdLXgxCS7D2Y+

MD5: AAF438CAD14EOE2CA9EEC23174BBD16A

SHAL: 41FC65053363E0EEE16DD286C60BEDE6698D96B3

SHA-256: 9D9BCADE7A7F486C0C652C0632F9846FCFD3CC64FEF87ES5C4412C677C854E389

SHA-512: FD41BCD1A462A64E40EEE58D2ED85650CE9119B2BB174C3F8EIDA67D4A349B504E32C449C4E44E2B50E4BEB8B650E6956184A9E9CD09BOFASEA2778292B01E
A5

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB7hg4.img?h=16&w=16&m=6&q=60&u=t&o=t&|=f&f=png

Preview:

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\BBK9Hzy[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 541

Entropy (8bit): 7.367354185122177

Encrypted: false

SSDEEP: 12:6v/78/W/6T40nImZBfSKTIXS90XhTDxfIR3N400tf3QHPKS5jifFpEPY:U/6rIcBfYxGoxfxfrLgHPKhIf7 T

MDS5: 4F50C6271B3DF24A75AD8E9822453DA3

SHA1L: F8987C61D1C2D2EC12D23439802D47D43FED3BDF

SHA-256: 9AEBA4C5EF55043F07D888AB192D82BB95D38FA54BB3D41F701863239E16E21C

SHA-512: AFA483EAFEAF31530487039FB1727B819D4E61E54C395BA9553C721FB83C3B16EDF88E60853387A4920AB8F7DFAD704D1B6D4C12CDC302BE05427FCI0E7FAC!
8

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBK9Hzy.img?h=16 &w=16&m=6&q=60&u=t&o=t&I=f&f=png

Preview:

W AR~f..J..D.|g.....
Z.Gues (4.H..P.L."%tls....jg..5....<.)~...x...]Ju(..0./H

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\BBVuddh[1].png

L d=<lt\>.X.y.W....evg.Jho..=w**Y..n.@.....e.X.

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 304

Entropy (8bit): 6.758580075536471

Encrypted: false

SSDEEP: 6:6v/IhPkR/ChmU5nXyNbWgaviGjZ/wtDi6XxI32inTvUI8zVp:6v/78/e5nXyNb4lueg32au/

MD5: 245557014352A5F957F8BFDAB7A3E966

SHAL: 9CD29E2AB07DC1FEF64B6946E1F03BCCOA73FC5C

SHA-256: 0A33B02F27EE6CD05147D81EDAD86A3184CCAF1979CB73AD67B2434C2A4A6379

SHA-512: 686345FD8667C09F905CA732DB98D0O7E1D72E7ECDIFD26A0C40FEEBE8985F8378E7B2CB8AE99C0O71043BCB661483DBFB905D46CE40C6BE70EEF78A2BCDEY4
05

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBVuddh.img?h=16&w=16&m=6&q=60&u=t&o=t&I=f&f=png

Preview:

gAMA......a.....pHYs..
.,5+.].BP.5.>R....iJ.0.7|2....r.\-Ca..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\BBnYSFZ[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 560

Entropy (8bit): 7.425950711006173

Encrypted: false

SSDEEP: 12:6v/78/+m8H/Ji+Vncvt7xBkVqzZ5F8FFl4hzuegQZ+26gkalFUx:6H/XVA7BkQZL8OhzueD+ikalY
MD5: CA188779452FF7790C6D312829EEE284

Copyright null 2020

..... +.....IDAT80...P...3....v.."0.}...".."XD.".".5.3. ...

)@ d.g.mSC.I..%.8%].}...m.$IOM..U.. ...,9....
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\BBnYSFZ[1].png

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

076DF7DE6D49A434BBCB5D88B88468255A739F53

D30AB7B54AA074DESE221FE11531FD7528D9EEEAA870A3551F36CB652821292F
2CAB81A25769BFB642A0BFAB8F473C034BFD122C4A44E5452D79ECIDCIE483869256500E266CE26302810690374BF36E838511C38F5A36A2BF71ACF5445AA2436
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBnY SFZ.img?h=16&w=16&m=6&q=60&u=t&o=t&l=f&f=png

PNG........ IHDR...coovrviin a...sRGB......... gAMA.....a....pHYs.......... 0.d....IDAT80.S.KbQ..zf.j...2@........... Jenn z..EA3P....AH...Y..3.....|6.6}.....{.n. ..b.......... ".h4b.z.&.p8".
feDLi$).pLALAB.T . £.f3..8.N.bL.B!\...n..a...a.Z.......0%.X<....]..b.h4. 0.EQP.. v.q...f.9.H'8..\.. [N&...X,2...<.B.V[.(.NS6..[>..n4...2.57 *......f.Q&a-..v..z.{P.V...
W 5.W.t..i....g...\t..8.w..........0....%~...F.F.0""rx...b..vp....b.L.Pa.W.r..aK..9&...>.5..."..'W......IEND.B".

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FIMT\NewErrorPageTemplate[1]

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode (with BOM) text, with CRLF line terminators

downloaded

1612

4.869554560514657

false
24:5Y0bQ573pHpACtUZtIDOIFBopZleqw87xTe4D8FaFJ/Doz9AtjJghCzg:5m73jcIqQep89TEW7Uxkk
DFEABDE84792228093A5A270352395B6

E41258C9576721025926326F76063C2305586F76
77B138AB5D0A90FF04648C26ADDD5E414CC178165E3B54A4CB3739DA0F58E075

E256F603E67335151BB709294749794E2E3085F4063C623461A0B3DECBCCA8E620807B707EC9BCBE36DCD7D639C55753DA0495BESSB4AESFB6BFC52AB4B284F
D

false

res://ieframe.dll/NewErrorPageTemplate.css

.body.{.. background-repeat: repeat-x;.. background-color: white;.. font-family: "Segoe UI", "verdana", "arial";.. margin: Oem;.. color: #1f1f1f;..}.....mainContent..{..
margin-top:80px;.. width: 700px;.. margin-left: 120px;.. margin-right: 120px;..}.....title.{.. ~ color: #54b0f7;.. font-size: 36px;.. font-weight: 300;.. line-height:
40px;.. margin-bottom: 24px;.. font-family: "Segoe UI", "verdana";.. ~position: relative;..}.....errorExplanation..{.. color: #000000;.. font-size: 12pt;.. font-family:
"Segoe UlI", "verdana", "arial";.. text-decoration: none;..}.....taskSection..{.. margin-top: 20px;.. margin-bottom: 28px;.. position: relative; ..}.....tasks..{.. color: #00
0000;.. font-family: "Segoe UI", "verdana";.. font-weight:200;.. font-size: 12pt;..}....li..{.. margin-top: 8px;..}.....diagnoseButton..{.. outline: none;.. font-size: 9pt;

..}.....launchinternetOptionsButton..{.. ~outline: none;

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\a8a064[1].gif

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

GIF image data, version 89a, 28 x 28

downloaded

16360

7.019403238999426

false
384:92SEiHys4AeP/6ygbkUZp72i+ccys4AeP/6ygbhkUZaoGBm:g2Tjs4Ae36kOpgi+c/s4Ae36kOaoGm
3CC1C4952C8DC47B76BE62DCO76CE3EB

65F5CE29BBC6EOCO7C6FECIBI6884E38A14A5979
10E48837F429E208A5714D7290A44CD704DD08BF4690F1ABA93C318A30C802D9

5CC1E6F9DACA9CEABS6BD2ECEEB7A523272A664FESEE4BBOADASAF983BA98DBASECF3848390DF65DA929A954AC211FF87CE4DBFDC11F5DFOC6E3FEABAST
40EF7

false

hitp://https://static-global-s-msn-com.akamaized.net/hp-neu/sc/64/a8a064.gif

B %.di.h..l.p,.t]S...
LEBLALLNLLL
Inl....

C..0.)Qutu Lot T.%...@.UH..20eo L dbd..............

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\checksync[1].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text, with very long lines

dropped

20647

5.297900105368484

false

384:kAGmM6EEIzD7XzeMk/Ig2f5vzBgF30Z0yQWwY4RXrqt: AEIDNci2RmF30syQWwY4RXrqt
2D986923DEDADD9DE4F2A6A3381F0636
EEC6440919BD2B7EBF9D52EF9188B3F40FB531D4
F729F1CDC39509A2DFE4161FB8B4269B47E3E0C67682F04DE7CCEOCEDAB661CI
CEFD89F0660B04F3E7B9504CF1196EBO7E4DA3787DA3E7569418D8567EDF4509BESDE6SDAB5C5FD2BD316403133113E2FB17B572F6E2756E5C826303676AB4A8!

false
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\checksync[1].htm

Preview:

<html> <head></head> <body> <script type="text/javascript">try{.var cookieSyncConfig = {"datalen":72,"visitor":{"vsCk":"visitor-id","vsDaCk":"data","sepVal":"|","sepTime"
" "sepCs":"~~","vsDaTime":31536000,"cc":"CH","zone":"d"},"cs":"1","lookup":{"g":{"name":"g","cookie":"data-g","isBI":1,"g":1,"cocs":0},"vzn":{"name":"vzn","cookie":"data-
V" "isBI":1,"g"0,"cocs":0},"brx":{"name":"brx","cookie":"data-br","isBI":1,"g":0,"cocs": ‘cookie":"data-Ir","isBI":1,"g":1,"cocs":0}},"hasSameSiteSupport":"

0","batch™:{"gGroups":["apx","csm","ppt","rbcn","son","bdt","con","opx","tIx","mma","c1x' r1","g","pb","dxu","rkt","trx","wds","crt","ayl","bs","ui","shr","lvr","y
Id","msn","zem","dmx","pm",

ssLper":10,"failLper":10,"logUrl":{"cl":"https:\/Vhblg.media.netVlog?logid=kfk&evtid=chlog"}},"csloggerUrl":"https:VVcslogger.

s","sov"

'som","adb","tdd","soc","adp","vm","spx","nat","ob","adt","got","mf","emx","sy","Ir","ttd"],"bSize":2,"time":30000, "ngGroups":[]},"log":{"succe

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\checksync[2].htm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text, with very long lines

dropped

20647

5.297900105368484

false

384:kAGmM6EEIzD7XzeMk/Ig2f5vzBgF30Z0yQWwY4RXrqt: AEIDNci2RmF30syQWwY4RXrqt
2D986923DEDADD9DE4F2A6A3381F0636
EEC6440919BD2B7EBF9D52EF9188B3F40FB531D4
F729F1CDC39509A2DFE4161FB8B4269B47E3E0C67682F04DE7CCEOCEDAB661CY
CEFD89F0660B04F3E7B9504CF1196EBO7E4DA3787DA3E7569418D8567EDF4509BESDE6SDAB5C5FD2BD316403133113E2FB17B572F6E2756E5C826303676AB4A8!

false

<html> <head></head> <body> <script type="text/javascript">try{.var cookieSyncConfig = {"datalen":72,"visitor":{"vsCk":"visitor-id","vsDaCk":"data","sepVal
~","vsDaTime":31536000,"cc":"CH","zone":"d"},"cs":"1","lookup":{"g":{"name":"g","cookie":"data-g","isBI":1,"g":1,"cocs":0},"vzn":{"name":"vzn", cook|e" "data-
"cocs":0},"brx":{"name":"brx","cookie":"data-br","isBI":1,"g cocs™:0},"Ir":{"name":"Ir","cookie":"data-Ir","isBI":1,"g":1,"cocs":0}},"hasSameSiteSupport":"
0","batch™{"gGroups":["apx","csm","ppt","rbcn","son","bdt","con","opx","tIx","mma","c1x","ys","sov","fb","r1","g","pb","dxu","rkt","trx","wds","crt","ayl","bs","ui","shr","lvr","y
Id","msn","zem","dmx","pm","som","adb","tdd","soc","adp","vm","spx","nat","ob","adt","got","mf","emx","sy","Ir","ttd"],"bSize":2,"time":30000, "ngGroups":[]},"log":{"succe

ssLper":10,"failLper":10,"logUrl":{"cl":"https:\/Vhblg.media.netVlog?logid=kfk&evtid=chlog"}},"csloggerUrl":"https:VVcslogger.

V" "isBI":1,"g"

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\e151e5[1].gif

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

GIF image data, version 89a, 1 x 1

downloaded

43

3.122191481864228

false

3:CUTxIs/1h/:7IU/

F8614595FBA50D96389708A4135776E4
D456164972B508172CEE9D1CC06D1EA35CA15C21
7122DE322879A654121EA250AEAC94BD9993F914909F786C98988ADBD0A25D5D
299A7712B27C726C681E42A8246F8116205133DBE15D549F8419049DF3FCFDAB143E9A29212A2615F73E31A1EF34D1F6CEOEC093ECEADO37083FA40A075819D2
false

hitp://https://static-global-s-msn-com.akamaized.net/hp-neu/sc/9b/e151e5.gif

GIF89a............. | I R D..;

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJIMT\fcmain[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCI!I text, with very long lines, with no line terminators

downloaded

36820

5.136495664181259

false
768:alavo7Ub8Dn/eEW94hi8jBYXfOwOBEZNn3SQN3GFI2950ql0k/ql6sZt:+Q+UbOJWmhi8jBYXfOwOBEZn3SQN3GFb
58742008524DF07257BD6B504B02A901

3CCE582BE2AEBB3B87631B22E96CCBE038615688
1E3073CEEOCCC293AF7FCA7C9C9D3473F0CBF7DESC369E21F482DCBCC2F8E832

603608FF9F37C0ODB222ED1C33C132AA6BD1F834146E78405C48413A12553B658526ADDDF81F8700A762C6A28DDAFA801A65DE7A232DDC3A4B626D7A1BAAD30
D

false

hitp://https://contextual. media.net/803288796/fcmain.js?
&gdpr=0&cid=8CU157172&cpcd=pC3IHgSCqY8UHihgrvGroA%3D%3D&crid=8584122148&size=306x271&cc=CH&https=1&vif=2&requrl=https%3A%2F%2Fwww.msn.co
m%2Fde-ch%2F%3Focid%3Diehp&nse=5&vi=1608015910509437417&ugd=4&rtbs=1&nb=1&ch=window._mNDetails.initAd

;window._mNDetails.initAd({"vi":"1608015910509437417","s":{"_mNL2":{"size":"306x271","viComp":"1608014753461922112","hide AdUnitABP":true,"abpl
""3" "custHt":"™" "setL3100":"1"},"lhp":{"I2wsip":"2887305297","I2ac" " mNe":{"pid":"8PO8WH20T","requrl":"https://www.msn.com/de-ch/?ocid=iehp#mnetcrid=8584
122144#"}," md"[],"ac":{"content":"<!DOCTYPE HTML PUBLIC \"-\/WW3C\WW/DTD HTML 4.01 TransitionalV\VEN\" \"http:\/\/www.w3.org\/TRVhtml4Vloose.dtd\">\r\n<html
xmins=\"http:\V\V\www.w3.0rg\/1999VxhtmI\">\r\n<head><meta http-equiv=\"x-dns-prefetch-control\" content=\"on\"><style type=\"text\/css\">body{background-color: transpa
rent;}<\/style><meta name=\"tids\" content=\"a='"800072941' b="803767816' c="msn.com’ d="entity type'\" \/><script type=\"textVjavascript\">try{window.locHash = (parent._
mNDetails && parent._mNDetails.getLocHash && parent._mNDetails.getLocHash(\"858412214\" \"1608015910509437417\")) || (parent._mNDetails[\"locHash\"] &&
parent._mNDetails|\"locHash\
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\4PB7FJMT\https____cdn.shopify.com_s_files_1 0508 2352 8618 files_ GDN-image[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 207x311, frames 3
downloaded

11629

7.926634269047367

false

192:LyreeFjzQgpVuQE1l+yHsv3HXmni3BUsy6Ge6RZHOcmXpM1zdYMG:LytBbpkR1v+wiRU7e6bHOPoYp
CCD9A2C2A3A5F8B3791D183C001A320B

22349613169D0A53D3046CEF1EB63DE11F9D02C5
3883466642BE9C21D67523C125668456FDD20CA7D67ADA52CC80DCFA6C3D545E
592019850E0772415D2B10BAA437C23299F42CEEA45996AF4AEDFC26A98B86F3D6100E50775008CC479D95769E627B9026E26A7C8E03BB556FE876D454B49E456
false

hitp://https://img.img-
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2Ce_sharpen/https%3A%2F%2Fcdn.shopify.com%2Fs%2Ffiles%2F
1%2F0508%2F2352%2F8618%2Ffiles%2FGDN-image.jpg%3Fv%3D1604868344

o %...%-))-969KKd. .......oovvoooe &....&:5*$$*$:3>2/2>3\H@ @H\YTYj.ss..

LIAU@..@ Koo Lo J9."..<.(6.U....0...2

IR SOUPR 6.
.D...v.e.h.K.9w..L%..

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\4PB7FJIMT\nrrV37338[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines

downloaded

92102

5.417692187890513

false
1536:Ght5EFuQkZu/ePhBbO8IxZ0FmxcK+uLJIXsDOvoBZeTFuQNgaCpLf4LfcVFS:GhoghBbxEEULSkoLeTxCw
DB57EA5D9BFA6D86BIA073D614526F34

D282E2833A9FD6B93546B3181A3F17BE13448B8A
1C74C4E63AB9AD3705805ABF848CC1ASA6A0A46248ED7AL1C70D599FA7C57A019

1CDB2EE3D39FD834AB2817D27D98401E1C6D00AESD0O90A768BC920F053C343AE6D40C22FB5E110AD60C1655B81926E8A14E9573BCA667BB74282CB16016B55!1
7

false

hitp://https://contextual.media.net/48/nrr\V37338.js

var _mNRequire,_mNDefine;!function(){"use strict";function n(n){return"[object Array]"===0bject.prototype.toString.call(n)}function e(n){return void 0!==n&&""'==n&&null'=
=n}function t(n){return"function"==typeof n}function r(r,i,0){return t(i)&&(o=i,i=[]),!!(e(r)&&n(i)&&t(0))&&void(u[r]={deps:i,callback:o})}unction i(n,e){var r,c=[];for(var f in n
)if(n.hasOwnProperty(f) {if(r=n[f],"object"==typeof r||"undefined"==typeof r){c.push(r);continue}void 0!==0[r]?c.push(o[r]):(o[r]=i(u[r].deps,u[r].callback),c.push(o[r]))}return t(
e)?e.apply(this,c):civar o={},u={};_mNRequire=i,_mNDefine=r}();_mNDefine("modulefactory",[],function(){"use strict";function r(r){var e=!0,0={};try{o=_mNRequire([r])[0]}c
atch(i){e=!1}return o.isResolved=function(){return e},o}function e(){o=r("conversionpixelcontroller"),i=r("browserhinter"),n=r("kwdClickTargetModifier"),t=r("hover"),a=r(
"mraidDelayedLogging"),c=r("macrokeywords"),d=r("tcfdatamanager")}var o={},i={},n={},t={},a={},c={},d={};return e(),{conversionPix

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\AA6SFRQ[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\BB1bVXCT[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 153x153, segment length 16, baseline, precision 8, 311x333, frames 3
Category: downloaded

Size (bytes): 8203

Entropy (8bit): 7.883631827831485

Encrypted: false

SSDEEP: 192:1lyYpEJy5b+mDnlr61JJEaSLSQgVzJuhgtD:mWCIDng10aS29V0h4D

MDS5: 16814ACD1382A23EFODE7EF1586C0600

SHA1L: D834AE965F3EC6ECDD321AEFFB7B3A55BCES9EBS

SHA-256: D8A634269A631FC93D8CD58FAF7059CFB5D309240B99FB3D7F4FCF8976500F5A

SHA-512: 2C314C7BA094B89CEBBEFC51682836A8F0F8B5EB6198133789001905FA58E7B0D82A01439B0D915FF7478D15335E26468BC1C849A7B07A7A380CBF5AA76BF30E
Malicious: false

IE Cache URL:  hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bVXCT.img?h=333&w=311&m=6&q=60&u=t&o=t&I=f&f=jpg

Preview:

ijstuvwxyz....
Zcdefghijstuvwxyz.
.Q@..0@..0@..Q@.E...Q.)(-h....)3Fh.QIE..RQL...J.(.....J(-h...Z(...)h.. A5 . IMLh.... . *#./.... Eb.k
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\BB1bVffE[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 206x250, frames 3

Category: downloaded

Size (bytes): 11207

Entropy (8bit): 7.951979937226745

Encrypted: false

SSDEEP: 192:BCJ3wziehROfr/O/ymnrkMuCc5t0erFUSE135eEWrrtll70FAVBVV:kJ3wziehROj/OKmw8P55E95e EWNIGFA]

MDS5: 80269F09A7C6D73F262A22B4B27E2267

SHA1L: D1770D788C7D4FB2FE9C68D2A894D14C08DF76A5

SHA-256: 69COBFFBE1BFFF4E55EECBD8D1EE04273E7F211C660287658A0A7AC528514D8C

SHA-512: F1B48265B04E17910B9255978EFB2580C0BA3673E956431B32FACD0A4651E1C8DC2D2ECB17A255DBIE77D783285C1EA398AA4F55A78E80C41C6A83CB5D8DCL
5

Malicious: false

IE Cache URL:  hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bVffE.img?h=250&w=206&m=68q=60&u=t&0=t&I=f&f=jpg

Preview:
...... JFIF..ccoiiieCriiiie . 1)10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP  JQRO...C.......&..&05-500000000000000000000000000000000
000000000000000000........... e § 11A..Qa."q.2...#B..R..$3br........ %&()*456789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz
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tUVWXYZ.
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).a.....]CO. ....6.Ye.... d.T

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachel\lE\B87Z87FM\BB1bVII7[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 311x333, frames 3
Category: downloaded

Size (bytes): 16130

Entropy (8bit): 7.958053094495781

Encrypted: false

SSDEEP: 384:ex/ttcG1ZNoDOhL+k7nrJ0JDnsIWvGPvJINurALjob:exlwDOB+B5ns0+HXurA2

MDS5: AB54F12906C342592801933F20127075E

SHA1L: 7TFAF3449FC289C40833F3D15712BFE06CA53538E

SHA-256: 32891F18CD859784830A3EB137ACB2206603ABCC1D4CF360C1D3BC66F74E01CC

SHA-512: 62B356075525FA9D294E0B241FFD40A44BBE15A33D1CD93A27CC21109BE33C31308E27A539DFED4A4D8A91132AC8206328A64869C437713044A9545133E2B421
Malicious: false

IE Cache URL:  hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bVII7.img?h=333&w=311&m=6&q=60&u=t&0=t&I=f&f=jpg
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\BB1bVII7[1].jpg

Preview:

ijstuvwxyz.... A
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachel\lE\B87Z87FM\BBO5Geh[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

downloaded

463

7.261982315142806

false

12:6v/78/W/6T+syMxsngO/gISwEIxclfcwbKMG4Ssc:U/6engigHDm7kNGhsc
527B3C815E8761F51A39A3EA44063E12
531701A0181E9687103C6290FBE9CCE4AA4388E3
B2596783193588A39F9C74A23EE6CA2A1B81F54B735354483216B2EDF1E72584

0A3E25D472A00FF882F780E7DF1083E4348BCE4B6058DA1B72A0B2903DBC2C53CED08D8247CDA5S53CES08807FD034ABD8BC5BBF2331D7CE899D4FOF11FD199k
OE

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBO5Geh.img?h=16&w=16&m=6&q=60&u=t&o=t&I=f&f=png

.Y k-

..@.00..]"...,.v..=.0.0.u....@ F....... IEND.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachel\lE\B87Z87FM\BBOLLM,j[1].png

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

downloaded

507

7.140014669230146

false

12:6v/78/s0C6yG9YjUIWGS3Sw38Cztj2ChFblexnDizTGN:RCMnX3fxzhhgxn8 TGN
25D424F126A464CA028COCIBAG692ADA9
E54F845D1099C8D7B7BA0C5E9B57DFA7163CE95C
EODF9CDAFF2557C7B555FFAED40B7E553FF6C50DD58FE79C27B3AA69CC56258D

TET72F13B354AA5EE99EC50057DB2BFBC35A78D5617A36ED90864D1DAGAC1B692301115EF8F44255AB3894142D6C0F634A2CFD44EBCD00B039DC628F751579D¢
3

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBOLLMj.img?h=16&w=16&m=6&q=60&u=t&o=t&I=f&f=png

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCachellE\B87Z87FM\a5ea21[1].ico

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 32 x 32, 8-bit/color RGB, non-interlaced

downloaded

758

7.432323547387593

false

12:6v/792/6 TCfasyRmQ/iyzH48qyNkWCj7ev50C5qABOTo+CGB++yg43gX4b9uTmMI:F/6easyD/iCHLSWWqyCoTTdTc+yhaX4v
84CC977D0OEB148166481B01D8418E375

00E2461BCD67D7BA511DB230415000AEFBD30D2D
BBF8DA37D92138CCO8FFEEC8E3379C334988D5AE99F4415579999BFBBB57A66C
F47A507077F9173FB07EC200C2677BA5F783D645BE100F12EFE71F701A74272A98E853C4FAB63740D685853935D545730992D0004CID2FE8E1965445CAB509C3
false

hitp://https://static-global-s-msn-com.akamaized.net/hp-neu/sc/2b/a5ea21.ico
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\cfdbd9[1].png

Process:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCachellE\B87Z87FM\cfdbd9[1].png

File Type: PNG image data, 27 x 27, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 740

Entropy (8bit): 7.552939906140702

Encrypted: false

SSDEEP: 12:6v/70MpfkExg1JOT5FINRIYX1TEdLh8vI542irJQ5nnXZkCa0j0cMgL17jXGW:HMuXk5RWT TEovnOAXZMitL9aw
MDS5: FE5E6684967766FF6A8AC57500502910

SHA1L: 3F660AA0433C4DBB33C2C13872AA5A95BC6D377B

SHA-256: 3B6770482AF6DA488BD797AD2682C8D204ED536D0D173EE7BB6CEBOD479A2EAT

SHA-512: AF9F1BABF872CBF76FC8C6B497E70F07DF1677BB17A92F54DC837BC2158423B5BF1480FF20553927ECA2E3F57D5E23341E88573A1823F3774BFF8871746FFA51
Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/hp-neu/sc/c6/cfdbd9.png

Preview:

C:\Users\user\AppData\Local\Microsoft\Windows\INetCachel\lE\B87Z87FM\de-ch[1].json

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 74702

Entropy (8bit): 5.345294167813595

Encrypted: false

SSDEEP: 768:hVAYLXfhINb6Yvz6Ix1wTpCUVKhB1Ct4AityQINEDEEVCDCRiZfWUcU5Jfoc:hVhEvxaEC+biAEV3RIEKkz

MD5: 754F6C92A735B47A2CC5E7D03C2102D1

SHA1L: 71DDB35ED5E57812B895A939C77A0196B538AF40

SHA-256: 491BF15460B5FEF7B972E48841BACADA7549A01CA52E46297E9F91B2E978132D

SHA-512: D3A859DBB25BA28D0401428A6C68B87FOBE3825DAA773B161A86D33164846FF67ADD99FDAALCF3CA4613293DD2F629C5CE2E9A3EGEBA7C796A361F02CEFA3C
8

Malicious: false

|IE Cache URL: hitp://https://www.msn.com/_h/511e4956/webcore/externalscripts/oneTrustV2/consent/55a804ab-e5c6-4b97-9319-86263d365d28/6f0cca92-2dda-4588-a757-
0e009f333603/de-ch.json

Preview:
{"DomainData":{"cctld":"55a804ab-e5c6-4b97-9319-86263d365d28","MainText":"lhre Privatsph.re","MainInfoText":"Wir verarbeiten Ihre Daten, um Inhalte oder Anzeigen
bereitzustellen, und analysieren die Bereitstellung solcher Inhalte oder Anzeigen, um Erkenntnisse .ber unsere Website zu gewinnen. Wir teilen diese Informationen mit u
nseren Partnern auf der Grundlage einer Einwilligung und berechtigter Interessen. Sie k.nnen lhr Recht auf Einwilligung oder Widerspruch gegen ein berechtigtes
Interesse aus.ben, und zwar auf der Grundlage eines der folgenden bestimmten Zwecke oder auf Partnerebene .ber den Link unter jedem Zweck. Diese Entscheidungen
werden an unsere Anbieter, die am Transparency and Consent Framework teilnehmen, signalisiert.”,"AboutText":"Weitere Informationen”,"AboutCookiesText":"lhre Pri
vatsph.re","ConfirmText":"Alle zulassen","AllowAll Text":"Einstellungen speichern”,"CookiesUsedText":"Verwendete Cookies","AboutLink":"https://go.microsoft.com/fwlink/?
Linkld=521839","H

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\httpErrorPagesScripts[1]

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode (with BOM) text, with CRLF line terminators

Category: downloaded

Size (bytes): 12105

Entropy (8bit): 5.451485481468043

Encrypted: false

SSDEEP: 192:x20iniOciwd1BtvjrG8tAGGGVWnvyJVUrUiki3ayimi5ezL CvJG 1gwm3z:xPini/i+1Btvjy815ZVUwiki3ayimi5f
MDS5: 9234071287E637F85D721463C488704C

SHA1L: CCAO09B1EOFBA38BA29D3972ED8DCECEFDEF8C152

SHA-256: 65CC039890C7CEB927CE40F6F199D74E49B8058C3F8AGE22E8F916ADI0EAB649

SHA-512: 87D691987E7A2F69AD8605F35F94241AB7E68AD4F55AD384F1FOD40DC59FFD1432C758123661EE39443D624C881B01DCD228A67AFB8700FESE66FC794A6C038¢
Malicious: false

|IE Cache URL: res://ieframe.dll/httpErrorPagesScripts.js

Preview:
...function isExternalUrlSafeForNavigation(urlStr)..{..var regEx = new RegExp("*(http(s?)|ftp|file)://", "i");..return regEx.exec(urlStr);..}..function clickRefresh(). {..var location
= window.location.href;..var poundindex = location.indexOf('#);..if (poundindex != -1 && poundindex+1 < location.length && isExternalUrlSafeForNavigation(location.su
bstring(poundindex+1)))..{..window.location.replace(location.substring(poundindex+1));..}..}..function navCancellnit()..{..var location = window.location.href;..var pound
Index = location.indexOf('#');..if (poundindex != -1 && poundindex+1 < location.length && isExternalUrlSafeForNavigation(location.substring(poundindex+1)))..{..var
bElement = document.createElement("A");..bElement.innerText = L_ REFRESH_TEXT;..bElement.href = ‘javascript:clickRefresh()';..navCancelContainer.appendChild(
bElement);..}..else..{..var textNode = document.createTextNode(L_RELOAD_TEXT);..navCancelContainer.appendChild(textNode);..}..}..function getDisplayValue(elem

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\B87Z87FM\http___cdn.taboola.com_libtrc_static_thumbnails_0bc8e4a63bc36f416f65b3f5
88f32f9a[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe
File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 207x311, frames 3
Category: downloaded
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C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\B87Z87FM\http___cdn.taboola.com_libtrc_static_thumbnails_0bc8e4a63bc36f416f65b3f5
88f32f9a[1].jpg

Size (bytes): 15106

Entropy (8bit): 7.969484552048386

Encrypted: false

SSDEEP: 384:0vOPQM6UkPOV2XI3widz9BChauZz2L SulN:hQM6uxVnY0auZz7ulN

MD5: 4D5E13D69FF33A12FA3AC2CB60087B38

SHAL: AABATE2731EDA4A10C59A7C67D156658FB7B3315

SHA-256: 9A9B37990C507A39A41E9EBAOB755AF787EC39F40EBD1BI82C3F60F3460BB4CS

SHA-512: 81AE9F44609A99150D36B532B4B9AA04177D639D4820B1A353AF5F3FDCCAOD443C8E44A2713BA2A3271DB5D19FA80080107CB2A0DD01A72BF25CC5A9D8CC2E
4

Malicious: false

|IE Cache URL: hitp://https://img.img-
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2Ce_sharpen/http%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic
%2Fthumbnails%2F0bc8e4a63bc36f416f65b3f588f32f9a.jpg

Preview:

%.....%!(".1(5;))/;E:7:ESJJISici 1#1#] F+3++3+F>K=9=K>0WMMWo.kfk. 7

H.bCm.h[.k.z.5MAg51.T).Aeb..[.6... AND.Q&...XU.VB...4...IX..k?d.j. {Yt..L.

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\B87Z87FM\http___cdn.taboola.com_libtrc_static_thumbnails_GETTY_IMAGES |
BK_542734683__zTLH6VUV[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 207x311, frames 3
Category: downloaded

Size (bytes): 10756

Entropy (8bit): 7.874559132162376

Encrypted: false

SSDEEP: 192:7GTO3wp9l40lI1TRI+K1M7FVm5jlzvosOFhWTD91+yiqFx3k3F7HZqTrf8j: KTOAp39I1T++G0QI8smgDfpFG3x56fO

MDS5: 530961F46738BB75E8A8C20EF3AC7B8B

SHA1L: 55700ED468D4224871D9A0036CFEAOA82BFEAB2C

SHA-256: 6B99E6FDA79FFB376A6933803895517BFALIECCCC159F7DIABACODIE300CFO6E4

SHA-512: 487F1A8AC644944E5AD87768743955FFACO5DE23A4FI9F6C3COD6BF28EBB601695407112C55386418DBFBE1C554828E981B32AA58AF7190D9DAE1363D0D3B015¢
Malicious: false

|IE Cache URL: hitp://https://img.img-
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2Ce_sharpen/http%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic
%2Fthumbnails%2FGETTY_IMAGES%2FIBK%2F542734683__zTLH6VUV.jpg

Preview:

/);E:7:ESJJSici . L9 LET:ESIISIc.
' ...h.a.5.Ug.3(....(}.=..i.)&H{.DAS."....l.0.k.}E)I.,....8..+ X.I../iG,..)e.8{.DCS.".npOL..&...ib6..R.\M%...” #-..d".3.7r..1Q..H....... 6..

C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\B87Z87FM\http___cdn.taboola.com_libtrc_static_thumbnails_GETTY_IMAGES |
BK_606910635__VgZNjsRU[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 207x311, frames 3

Category: downloaded

Size (bytes): 8977

Entropy (8bit): 7.947479110101718

Encrypted: false

SSDEEP: 192:6WrMcvUSzHVTwhK1b1vf9ZZXIZ/XFYMWUsSH/WEQfkNGEy4Yr:6HcvTzsKd19/XI9l]3WEVGEy4q

MDS5: C4931E6BBCB5E90E5SEC143703BD2F152

SHA1L: E4125F6F6032BDD229222C7C906EE1DCF8EAFE48

SHA-256: F559E194A2F4A3AABF0882D74E5B3B253065FF4C40CC029D11A0F1157382BA2F

SHA-512: 76A79AE3BCEC3F764AFB31020819CF464F4531416D11BC60CB406CC996985E23D7416A29C8398D5CEA7770B20EBFF673E97DC3FBDCIFID94EEDF22EOE780EL
1

Malicious: false

|IE Cache URL: hitp://https://img.img-
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2Ce_sharpen/http%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic
%2Fthumbnails%2FGETTY_IMAGES%2FIBK%2F606910635__VqZNjsRU.jpg

Preview:
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..... r.>V:N...2.R.Ev.<..s\{|X V?'.=...8n.13../Vih..?&......Y [E7>b.....Z..e.E. k...M...s f\.
1~.}.3.g....i<.._.bJ=<..Nb...x$..A..b...k..me... LIr..A~qO.,j....... $.7- yeen.OF0. L ) kAL LI2r.T~L.@...8)9r..<

Copyright null 2020 Page 36 of 65



C:\Users\user\AppDatal\Local\Microsoft\Windows\INetCachellE\B87287FM\http___cdn.taboola.com_libtrc_static_thumbnails_c24ca6b8659c6ec7619917d2
08a75545[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, progressive, precision 8, 207x311, frames 3
Category: downloaded

Size (bytes): 11030

Entropy (8bit): 7.955246213590514

Encrypted: false

SSDEEP: 192:/8R+zKj5gmGQPh5fpLIOXpBwWRrF/+1hh0dgmig98GG1lellltugEex:/8R+zKjZPh5dIOxpEZ/+1hhg2Ww11/aQ

MDS5: 2369EE33407FDB57C013C1E4BBA472E0

SHA1L: ADE170C5A36141CD81E5FA42C9E26DD5A4B12DBD

SHA-256: D4BC8ASEC8F19FF4CD360254F25B172CF3FAE372339FE96C5AE78A7825F92FC1

SHA-512: 8E593136871616E3405554D57CEAF758A9763F9A61167950E5A53371B6AD777496F3E7AS51E2F077E1031129BFA948844116769CBFI6AB8SES0820D2433CD60E3
Malicious: false

|IE Cache URL: hitp://https://img.img-
taboola.com/taboola/image/fetch/f_jpg%2Cq_auto%2Ch_311%2Cw_207%2Cc_fill%2Cg_faces:auto%2Ce_sharpen/http%3A%2F%2Fcdn.taboola.com%2Flibtrc%2Fstatic
%2Fthumbnails%2Fc24ca6h8659c6ec7619917d208a75545.jpg

Preview:

.".9$...$.6*&&*6>424>L.DDL_Z_||... "$...$.6*&&*6>424>LDDL_Z _||....... 7
VLBt Ni/P@w/.E..J..-U.5].....~ko.....w~a. [Io% <W.+FXUC S W.oTe>.r...k .ub....... |..MxVTS8. X..\.s Lj.BT..T.+EK}a...
Ytdeined.ox R|& -)..6..<]...IT..b..&aw...$WaT.$.Z...
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\iab2Data[1].json

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 180232

Entropy (8bit):  5.115010741936028

Encrypted: false

SSDEEP: 768:13JqIWIR2TryukPPnLLUAIGpWAowa8A5NbNQ8NnYHv:I13JqIcATDELLXGpEwW7Aq8YP

MD5: EC3D53697497B516D3A5764E2C2D2355

SHA1L: O0CDAOF66188EBF363F945341A4F3AA2E6CFE78D3

SHA-256: 2ABD991DABD5977796DB6AE4D44BD600768062D69EE192A4AF2ACB038E13D843

SHA-512: CC35834574EF3062CCEA45792F9755F1FB4B63DDD399A5B44C40555D191411F0B8924E5C2FEFCDO8BACG9E1E6D6275E121CABB4A84005288A7452922F94BES65!

Malicious: false

|IE Cache URL: hitp://https://www.msn.com/_h/511e4956/webcore/externalscripts/oneTrustV2/consent/55a804ab-e5c6-4b97-9319-86263d365d28/iab2Data.json

Preview:
{"gvISpecificationVersion":2,"tcfPolicyVersion":2,"features":{"1":{"descriptionLegal":"Vendors can:\n* Combine data obtained offline with data collected online in support of
one or more Purposes or Special Purposes.”,"id":1,"name":"Match and combine offline data sources","description":"Data from offline data sources can be combined with y
our online activity in support of one or more purposes"},"2":{"descriptionLegal":"Vendors can:\n* Deterministically determine that two or more devices belong to the same
user or household\n* Probabilistically determine that two or more devices belong to the same user or household\n* Actively scan device characteristics for identification for
probabilistic identification if users have allowed vendors to actively scan device characteristics for identification (Special Feature 2)","id":2,"name":"Link different devices
" "description":"Different devices can be determined as belonging to you or your household in support of one or more of purposes."},"3"{"de

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\otFlat[1].json

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with CRLF line terminators

Category: downloaded

Size (bytes): 12588

Entropy (8bit): 5.376121346695897

Encrypted: false

SSDEEP: 192:RtmLMzybpgtNs5YdGgDaRBYw6Q3gRUJ+g5iwJILd+IJmMgEb5SmfPPenUpoQuQJ/Qq:Rgl14jbK3e85csXf+oHBIAHYP1IMJIAKk
MD5: AF6480CC2AD894E536028F3FDB3633D7

SHA1L: EA42290413E2E9E0B2647284C4BC03742C9F9048

SHA-256: CA4F7CEOB724E12425B84184E4F5B554F10F642EE7C4BE4D58468D8DED312183

SHA-512: A970B401FE569BF10288E1BCDAAL1AF163E827258EDOD7C60E25E2D095C6A5363ECAE37505316CF22716D02C180CB13995FA808000A5BD462252F872197F4CE9E
Malicious: false

|IE Cache URL: hitp://https://www.msn.com/_h/511e4956/webcore/externalscripts/oneTrustV2/scripttemplates/6.4.0/assets/otFlat.json

Preview:

{. "name": "otFlat",.. "html": "PGRpdiBpZD0ib25ldHJ1c3QtYmFubmVyLXNkaylgY2xhc3M9Im90RmxhdCI+PGRpdiBjbGFzcz0ib3Qtc2R
rLWvanRhaWSIcn+PGdelBJbGcmzOlethZRrLXJvdyI+PGde|BpZDO|b25IdHJ1c3QtZSJvdXAtY29udGprmVyI|B]bGcmzOlethZRrLWVpZZhOIGQOLXNka
y1jb2x1bW5z1j48ZGI2IGNsYXNzPSJiYW5uZXJfbG9nbyl+PC9kaXY+PGRpdiBpZD0ib25/dHJ1c3QtcG9saWN51j48aDMgaWQ9Im9uZXRydXNOLXBvbGljeS10aXRsZSI
+VGhpcyBzaXRIIHVzZXMgY29va2llczwvaDM+PCEtLSBNb2JpbGUgQ2xvc2UgQnV0dG9ul COtPjxkaXYgaWQ9Im9uZXRydXNOLWNsh3NILWJO0biljb250YWIuZXItbW9ia
WxliBjbGFzcz0ib3QtaGlkZS1sYXJInZSI+PGJ1dHRVbiBjbGFzcz0ib25ldHI1c3QtY 2xve2UtY nRuLWhhbmRsZXIgbh25ldHJ1c3QtY 2xve2UtY nRuLXVplGJhbm5icil
jbG9zZS1idXR0b24gh3QthW9iaWxIIGIOLWNsbh3NILWIjb24iIGFyaWEtbGFiZWw9lkNsb3NIIEJhbm5IcilgdGFiaw5kZ Xg9ljAiPjwvY nVOdGOuPjwvZGI2PjwhLSOgT
W9iaWXxIIENsb3NIIEJ1dHRVbiBFTKQtLT48cCBpZD0ib251dHJ1c3QtcG9saWN5LXRIeHQIiPIdIIHVzZ SBjb29rawVzIHRVIGItcHIvdmUgeW91ciBleHBlcmllbmNILCB
ObyByZW1IbWJlIciBsb2ctaW4gZGVOYWIscywgcHIvdmlkZSBzZWN1cmUghG9

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\otSDKStub[1].js
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\otSDKStub[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with no line terminators

downloaded

12814

5.302802185296012

false

192:pQp/Oc/tyWocJgjgh7kjj3Uz5BpHfkmZgWov:+RbJgjjjaXHfkmvov
EACEA3C30F1EDAD40E3653FD20EC3053
3B4B08F838365110B74350EBC1BEE69712209A3B
58B01E9997EA3202D807141C4C682BCCC2063379D42414A9EBCCA0545DC97918
6E30018933A65EE19E0C5479A76053DE91ESCI05DAB00DFA7DODB2475C9766B632F91DESCCIBD6BIOC2FBCA861B50879811EE43D465E5C5434943586B1CCA7F
false

hitp://https://www.msn.com/_h/511e4956/webcore/externalscripts/oneTrustV2/scripttemplates/otSDKStub.js

var OneTrustStub=function(t){"use strict";var I=new function(){this.optanonCookieName="OptanonConsent",this.optanonHtm|GroupData=[],this.optanonHostData=[],this
.IABCookieValue="" this.oneTrustlABCookieName="eupubconsent",this.oneTrustlsIABCrossConsentEnableParam="islABGlobal"this.isStubReady=!0,this.geolocat
ionCookiesParam="geolocation",this. EUCOUNTRIES=["BE","BG","CZ","DK","DE","EE","IE","GR","ES","FR","IT","CY","LV","LT","LU","HU","MT","NL","AT","PL","P

T "RO","SI","SK","FI","SE","GB","HR","LI","NO","IS"],this.stubFileName="otSDKStub",this. DATAFILEATTRIBUTE="data-domain-script" this.bannerScriptName=
"otBannerSdk.js",this.mobileOnlineURL=[] this.isMigratedURL=!1,this.migrated CCTID="[[OIdCCTID]]",this.migratedDomainld="[[NewDomainld]]",this.userLocation={coun
try:"",state:""}},e=(i.prototype.initConsentSDK=function(){this.initCustomEventPolyfill(),this.ensureHtmIGroupDatalnitialised(),this.update GtmMacros() . this.fetchBannerSDK
Dependency()},i.prototype.fetchBannerSDKDependency=function(

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\B87Z87FM\otTCF-ie[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines, with CRLF line terminators

downloaded

102879

5.311489377663803

false
768:0NKkWTOmM7r8N1gpPVsjvB6z4Y|3RCjnugKtLEdT8XJORONTMC5GkkJOXcIGK58:8kunecpujSQRCjnrkKxJg0TMC5ZW8
52F29FAC6C1D2BOBAC8FESDOAA2F7ALS

D66C777DA4B6D1FEE86180B2B45A3954AE7EOAED
E497A9E7A9620236A9A67F77D2CDALCC9615F508A392ECCA53F63D2C8283DCOE

DF33C49B063AEFD719B47F9335A4A7CE38FA391B2ADF5ACFDOC3FE891ASD0ADDF1C3295E6FF44EEO8E729F96EO0DS26FFD773DC272E57C3B247696B79EE116¢
BA

false

hitp://https://www.msn.com/_h/511e4956/webcore/externalscripts/oneTrustV2/scripttemplates/6.4.0/0tTCF-ie.js

Ifunction(){"use strict";var c="undefined"!=typeof window?window:"undefined"!=typeof global?global:"undefined"!=typeof self?self:{};function e(e){return e&&e.__
esModule&&Obiject.prototype.hasOwnProperty.call(e,"default") ?e.default:e}function t(e,t){return e(t={exports:{}},t.exports),t.exports}unction n(e){return e&&e.Math==Math&
&el}function p(e){try{return!!e()}catch(e){return!0}}function E(e,t){return{enumerable:!(1&e),configurable:!(2&e),writable:!(4&e),value:t}}function o(e){return w.call(e).slice(8,-
1)Hunction u(e){if(null==e)throw TypeError("Can't call method on "+e);return e}function I(e){return I(u(e))}function f(e){return"object"==typeof e?null!==e:"function"==typeof
elfunction i(e,t){if(!f(e))return e;var n,r;if(t&&"function"==typeof(n=e.toString)&&!f(r=n.call(e)))return r;if("function"==typeof(n=e.valueOf)&&!f(r=n.call(e)))return r;if(!t&
&"function"==typeof(n=e.toString)&&!f(r=n.call(e)))return r;throw TypeError("Can't convert object to primitive value")}function y(e,t){retur

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\4996b9[1].woff

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Web Open Font Format, TrueType, length 45633, version 1.0

downloaded

45633

6.523183274214988

false
768:GiE2wcDeO5t68PKACTgVEWZfaDDXLQO+nSECIr1X/7BXq/SHOCI7dA7Q/BOWKAfO:82/DeO5M8PKASCZSvxQO0+TCPXtUSHF7¢
A92232F513DC07C229DDFA3DE4979FBA

EB6E465AE947709D5215269076F99766B53AE3D1
FA477B53BF5E6E10FA78C41DEAF32FA4D78A657D7B2EFE85B35C06886C7191BB9
32A33CCID6F2F1C962174F6CC636053A4BFA29A287AF72B2E2825D8FA6336850C902AB3F4C07FB4BF0158353EBBD36C0D367A5E35809840D70B90B93DB2AE32

false

hitp://https://static-global-s-msn-com.akamaized.net/hp-neu/sc/ea/4996b9.woff

............ 3B HL @0 U
A\d\d..dedZdb.d4d=dY.d.cd]db.dldb.dfd_.d"d.(db.d"db.db.d.d.d_d._.d.d.dP.d0.db.db.dP.dudcdd._dq.d_dddb.d._.d._.d
bdadbdadbd d..d”rdAd dfd...d.d$.dpd..d.d"d._dTd.db.db.db.didd.d..d..d.d7.d"dX.d].d).dldldb.db.d.,.d.,db.db.d.d.d.d7db.d.1
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\5096d619-1503-4dc7-8fad-e2ece705fa8a[1].jpg

Process:
File Type:
Category:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe
JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 300x300, frames 3
downloaded
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\5096d619-1503-4dc7-8fad-e2ece705fa8a[1].jpg
Size (bytes): 53563
Entropy (8bit):  7.964566885828139

Encrypted: false

SSDEEP: 768:G/Xmu+3tpeDse+cRsXU30jcZMNOQ8m1wxi4ZDANNTGNRX6rBstUXU7F3nh80YMZz:umhMEE/U5L1wxiLNTG96rBs1FsM8y

MDS5: C611ADD2A8C6A087CB622C7715FD2031

SHA1L: 2543F4F911BA4574194F082A05C6E6E3E06B47C7

SHA-256: 9EA50620C4AE82363FF2573F20C415CCB12348AFBCB8CIFBD677BELEBBC991A4

SHA-512: ED88C14AF65461C985D2B1C7EB2394BD0D8C87392D323B28FE623F324FECB1B49D225B022FC54882D5ED80E457EA7FBABD00363ACI0BB836F0D1779AF8AOES
2

Malicious: false

|IE Cache URL: hitp://https://cvision.media.net/new/300x300/2/19/21/229/5096d619-1503-4dc7-8fad-e2ece705fa8a.jpg ?v=9

Preview:
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\55a804ab-e5c6-4b97-9319-86263d365d28[1].json

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: downloaded

Size (bytes): 2830

Entropy (8bit): 4.775944066465458

Encrypted: false

SSDEEP: 48:Y91lg9DHF6Bjb40UMRBIVdiZv5Gh8aZa6AyYAcHHPK5JKIDrZjSf4ZjfumjVLbf+:yy9Dwb40zrvdip5GHZa6AymsJjxjVj9i

MDS5: 46748D733060312232F0DBD4CAD337B3

SHA1L: 5AABACOF79D77E90A72651E0FED81DOEEC5E3055

SHA-256: C84D5F2B8855D789A5863AABBC688E081BICA6DA3BI2A8ESEDEODC947BA4ABCL

SHA-512: BBB71BE8F42682B939F7AC44E1CA466F8997933B150E63D409B4D72DFD6BFCI83ED779FABAC16C0540193AFB66CE4B8D26E447ECF4EF72700C2C07AA700465|
E

Malicious: false

|IE Cache URL: hitp://https://www.msn.com/_h/511e4956/webcore/externalscripts/oneTrustV2/consent/55a804ab-e5c6-4b97-9319-86263d365d28/55a804ab-e5c6-4b97-9319-
86263d365d28.json

Preview:
{"CookieSPAEnabled":false,"UseV2":true,"MobileSDK":false,"SkipGeolocation":true,"ScriptType":"LOCAL","Version":"6.4.0","OptanonDataJSON":"55a804ab-e5c6-4b97-
9319-86263d365d28","GeolocationUrl":"https://geolocation.onetrust.com/cookieconsentpub/vl/geo/location”,"RuleSet":[{"Id":"6f0cca92-2dda-4588-a757-0e009f3
33603","Name":"Global","Countrie: pr,"ps","pw","py","ga","ad","ae","af","ag","ai","al","am","ao","aq","ar","a u","aw","az","ba","bb","rs","bd","ru","bf","rw","bh","bi","bj"
SbI","bm”,"bn","bo","sa","bg","sb","sc","br","bs","sd","bt","sg","bv","sh","bw","by","sj","bz","sI","sn","s0", "ca","sr","ss","cc","st","cd","sv","cf","cg","sx","ch","sy", "ci","sz","ck","cl"

em”,"en”,"co”,"te, er, "td”, "ou, "t "tg”, "o, "th” Mo, e, T Utk Mt M, "o, e, e v, w2, dm” o, "ua”, "ug”, "dz", "um”, "us”, "ec”,"eg", "eh", "y "uz", "va"

Jlert,ve et "ve,"vg","vi","vn","vu", fj" ke, o wi g, "ws ™, gd !, "ge !, "g g, "gh, gl gl 'gm ™, "gn”, g g, g s, gt

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\755f86[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 24 x 24, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 390

Entropy (8bit):  7.173321974089694

Encrypted: false

SSDEEP: 6:6v/IhPZ/SIKR7+RGjVjKM4H56b6269e G3AXGXxQm+cISWADBOwWIaqOTp:6v/71IkR7ZjKHHIr8GxQJcISwy0W9

MD5: D43625E0C97B3D1E78B90C664EF38ACT

SHA1L: 27807FBFB316CF79C4293DF6BC3B3DE7F3CFC896

SHA-256: EF651D3C65005CEE34513EBD2CD420B16D45F2611E9818738FDEBF33D1DA7246

SHA-512: F2D153F11DC523E5F031B9AA16AA0AB1CCA8BB7267E8BF4AFFECFBA333E1F42A044654762404AA135BD50BC7C01826AFA9B7B6F28C24FD797C4F609823FA457E
1

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/hp-neu/sc/11/755f86.png

Preview:
PNG........ IHDR.............. w=....MIDATH.c...?.6’hhx....... PP g.&hbb....... RR.K..x<.w.#.....0 ..C.F__ x2...2...y..srr2...1011102.F (....... Wplqqg...6mbD..H....=.bt.....
,>Hber9 0.../_.DQ....Fj.m...e2{ +.t~*..z.Els.NK.Z............. e..0J.... [.UF>8[..=. il ... 0....v...n.bd....9.<.Z.10..... T..A...&....[......IEND.B".

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\AA7XCQ3[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 635

Entropy (8bit):  7.5281021853172385

Encrypted: false

SSDEEP: 12:6v/78/kFN1fjRk9S+T8yippKCX50dDjyKGII3VzvTw6tWT8eXVDUIrE:uPkQpBJoljyKGIIVzvTwétylIKE
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\AA7XCQ3[1].png

MDS5: 82E16951C5D3565E8CA2288F10B00309

SHAL: 0B3FBF20644A622A8FA93ADDFD1A099374F385B9

SHA-256: 6FACB5CD23CDB4FA13FDA23FE2F2A057FF7501E50B4CBE4342F5D0302366D314

SHA-512: 5C6424DC541A201A3360C0B0006992FBCIEEC2A88192748BE3DBI3B2D0F2CF83145DBF656CC79524929A6D473E9A087F340C5A94CDC8E4F00D08BDEC2546BD
4

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/AA7XCQ3.img?h=16&w=16&m=6&9=60&u=t&o=t&I=f&f=png

Preview:

g KCLLY LK HL DL [ECL L (-
...... h...CPU.."..H$.Q.K.)"..iwl.O[..\.q.0.<Dn%..Z.))0.7. a.!>.L......$..$..Z\..u71......a...D$..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\AAK723S[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 622x368, frames 3

Category: downloaded

Size (bytes): 19878

Entropy (8bit): 7.864270322599816

Encrypted: false

SSDEEP: 384:7u0iWmdzro900/5K+KYK90Az1wk7JiIMKLV5SI7wduUx:7X1zOKbYerlwktWmJ7wAM

MDS5: DD9ACOE74E59EEE4F3FF83970B9D9012

SHA1L: 4783F4D546EBBIAEAF28C64EAFA332BEBAAEOD70

SHA-256: 1FO6EA97D20D5BFBEEOADBAC8A38B4C991DDD7392328BCF89C44AB329D15463C

SHA-512: FD44C675DF230D04D0C66AC57CBA32C8C3887D493F604BF18A276EA96405CFD21317B8947EAEEEAFEOEES8045E426F264F29AD1F1B3B7EOF69F584DE817B9B
8

Malicious: false

IE Cache URL:  hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/AAK723S.img?h=368&w=622&m=68q=60&u=t&0=t&I=f&f=jpg

Preview:

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\INUEPGTR9\AAuTnto[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 801

Entropy (8bit): 7.591962750491311

Encrypted: false

SSDEEP: 24:U/6yrupdmd6hHb/XvxQfxnSc9gjo2EX9TMOH:U/6yruzFDX60DBY+m

MDS5: BB8DFFDEBED5C13A132E4BD04827F90B

SHA1L: F86D85A9866664FC1B355F2EC5D6FCB54404663A

SHA-256: D2AAD0826D78F031D528725FDFC71C1DBAA21B7E3CCEEAA4E7TEEFA7TAADA04B26
SHA-512: 7F2836EAB8699B4AFC267E85A5889FB449B4C629979807F8CBADODDED7413D4CD1DBD3F31D972609C6CF7F74AF86A8F8DDFE10A6C4C1B105422225059793055E
Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/AAuTnto.img?h=16&w=16&m=6&0=60&u=t&o=t&|=f&f=png

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\BB14hqO0P[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 192x192, segment length 16, baseline, precision 8, 622x368, frames 3

Category: downloaded

Size (bytes): 14112

Entropy (8bit):  7.839364256084609

Encrypted: false

SSDEEP: 384:7EIqipbU3NAAIBQVoqHDZ|EfE7Td4Th67Bx/J5€8HOV1HB: 7EIqZTSDMQT+TEf590VT

MD5: A654465EC3B994F316791CAFDE3F7E9C

SHA1L: 694A7D7E3200C3B1521F5469A3D20049EE5B6765

SHA-256: 2A10D6E97830278A13CD51CA51EC01880CEBC44C4A69A027768218934690B102

SHA-512: 9D12A0F8D9844F7933AA2099E8C3D470AD5609E6542EC1825C7EEB64442E0CD47CDEE15810B23A9016C4CEB51B40594C5D54E47A092052CC5E3B3D7C52E9D6
7
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\BB14hq0P[1].jpg

Malicious:
|IE Cache URL:

Preview:

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB14hgqOP.img?h=368&w=622&m=6&0=60&u=t&o=t&I=f&f=jpg

...... JFIF . Coeiorrrcceeens v )10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP JQRO...C.......&..&05-500000000000000000000000000000000
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\BB15AQNmM[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 192x192, segment length 16, baseline, precision 8, 622x368, frames 3
downloaded

23518

7.93794948271159

false

384:7XNEQW40G0oP8X397crjXt1/v2032/EcJ+eGovCO2+m5fC/IWL2ZSwdeL5HER4ycP:7uf4ik390Xt1vP2/RVCgm5foMyDdeiRU
C701BB9A16E05B549DA89DF384ED874D

61F7574575B318BDBEOBADB5942387A65CAB213C
445339480FB2AE6C73FF3A11F9F9F3902588BFB8093D5CC8EF60AFBEF9C43B35

AD226B2FE4FF44BBBAO0ODFAGA7C572BD2433C3821161F03A811847B822BA4FCIF311AD1A16C5304ABES68BOFALF548BBAEF988D87345AEB579B9F31A74D5BF:
C

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB15AQNmM.img?h=368&w=622&m=6&0q=60&u=t&o=t&I=f&f=jpg&x=868&y=379

...... JFIF i Coeioerrceeens v )10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP JQRO...C.......&..&05-500000000000000000000000000000000
000000000000000000......p.N.." b J1A.QaG 2. #B. R..$3DT........ %8 ()*456789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIEINUEPGTR9\BB17milU[1].png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

downloaded

627

7.4822519699232695

false
12:6v/78/W/6TilP7X0TFI8ugNNIpESGCLDOk32Se5R2bBCEYPk79kje77N:U/6xPTOTtINNDGCLDOMVe5JEAKV3N
DDE867EA1DI9D8587449D8FA9CBAGCB71

1A8B95E13686068DD73FDCDD8DIB48C640A310C4
3D5AD319A63BCC4CD963BDDCFOE6A629A40CC45A9FB14DEFBB3F85A17FCC20B2
83E4858E9B90B4214CDA0478C7A413123402AD53C1539F101A094B24C529FBIBFF279EEFC170DA2F1EEG87FEF1IBC97714A26F30719F271F12B8A5FA401732847

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB17milU.img?h=16&w=16&m=6&q=60&u=t&o=t&l=f&f=png

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\BB1bTtfn[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 300x250, frames 3
downloaded

14698

7.94906132273094

false

384:2SONnYuLDOB59/LOCG+YYEmlyMRghHFAEaUF71JSUJIGMP:ZDYADOBN/YYYyplyFI3aY7PSQIGW
B3092776E5890F85C28231062D422073

5B118B4FAADFC72134F89392A26BA855CC26B0O7F
CFE9482681FB5F344A612F4A4607CC9B3A862A144703CB5FOAATEEOC50D744B1

83FBF5463F018F28D7E63B0415FA1E27C1CE42AB8696E4AD8F0883C914E36EDESE2B6379DEIDES03C1F10C2737B66C148275C2AB6BB9A4D8CDBD85D6FC1474
E

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bTtfn.img?h=250&w=300&m=6&0q=60&u=t&o=t&l=f&f=jpg
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\INUEPGTR9\BB1bTtfn[1].jpg

Preview:
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\BB1bUNcX[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 622x368, frames 3
Category: downloaded

Size (bytes): 16859

Entropy (8bit): 7.899251971129613

Encrypted: false

SSDEEP: 384:7kdIsCsPCoE03H+6/J9DIrUkcX/hx20r6V/0SDUSWqfDTyNbYFh+ewxPwfP1LBvy:7k8CsPCoE03H+6/Inr4AmU6VhWwypwvwh
MDS5: ODOFCCCEO5B64F5460832E87D29D7E76

SHA1L: 860B438FA107D0384B47A9455CE7DBACA858AC57

SHA-256: 2CCFBC0D9460BDDDE7BF0B214D1927C0OFFB2BF12E52DB0OFC027919DE27DFE126

SHA-512: C6823BD812B3C460CE811CBB973DF218654E31DF7C76515C45D9CCAA8425713BIEDB549AB2694AA59415330EB4826930714E4833D3628E92B2FA01A82B39EDL¢
Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bUNcX.img?h=368&w=6228&m=6&q=60&u=t&o=t&I=f&f=jpg&x=212&y=195

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\BB1bUhZr[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3

Category: downloaded

Size (bytes): 13520

Entropy (8bit): 7.676546178483533

Encrypted: false

SSDEEP: 384:7SdxzkQVPBDVMhBS8fPFZ/C7hBzWGNGtzsiL+N:7SZvnfPFZCbRnyfKN

MDS5: E5F6077415C2727D5A2840E404B113A7

SHA1L: 0C2CC054B5BFA75BBE1E6DD7435C49BC66E787BA

SHA-256: 94F8643D5185E12CD940D39C2DC5D77FB147F5F815549D14A43992423852E264

SHA-512: C54A19EDE5SFF895EAFBD4E983B2498548AF52E08D7389A9547EF44137C5DF1ACC408BCE7D3374C4361CA251F034B8C1440F34869120A6EDODOBE12F8EFOEED!
9

Malicious: false

IE Cache URL:  hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bUhZr.img?h=368&w=6228&m=6&q=60&u=t&o=t&I=f&f=jpg

Preview:
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\BB1bVBED[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 206x250, frames 3

Category: downloaded

Size (bytes): 8269

Entropy (8bit): 7.944633033360633

Encrypted: false

SSDEEP: 192:BCH41TJOeY8q2RFFi8k3yblCAjePaLt6IH257:kHVX8RRzk3XADoP7

MD5: D18088255F67E70DB3BOAE7206F954DA

SHAL: CO7FE941379E5D7817FFB10CB543E0BD4F5C12F1

SHA-256: 7EDAF92A0CA995C1AE341951C314942D7F974ED4C2FEDCAA7BD7BB1A33D458E5

SHA-512: 42B2EODFA59C99F23BE89A7CBA4396DA067417761E9FESDDBAEESCESEOAF2A59830875E55FDBC08BO005E3038EF693276687F57CCD2D272C01018D6BC861CE
C

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bVBED.img?h=250&w=206&m=6&q=60&u=t&o=t&I=f&f=jpg&x=420&y=237
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\BB1bVBED[1].jpg

Preview:
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\BB1bVFhU[1].jpg

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 206x250, frames 3
downloaded

8854

7.94073377817289

false

192:BCeJS6B2MNWKSzWptrNLIFPUK11bxQXUPXO0fKkrdY0xXzKcT8:kt25/SafrTW1tGKkr4YOxXBT8
C78BF69629AA3216E3A10C1869E89B58

10A466E603COFOC6FOCDAEA2F4A59F76B7C784A5
9F75BF1B237EF4BEFDC73E282A34A759C1307573D7C2607BA221E2654DE39385
424DECF645EDE7F662153B6F9F9711751BEOBO36EB5DACDBC86FOCC7FAC0221E6693A7370F06D932A95D337F7AD3ED3BA2F2E620315A83C322816CF8AD36237
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bVFhU.img?h=250&w=206&m=6&0q=60&u=t&o=t&|=f&f=jpg&x=544&y=323

...... JFIF i Coovoerrceeens v )10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP JQRO...C.......&..&05-500000000000000000000000000000000
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\BB1bVKSQ[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 206x250, frames 3
downloaded

9209

7.948835930448457

false

192:BCRKDZt72fYH1IHrII7YKiIQYWsSmVpgtR10ImUprRXOL:kOItmG1driY/QDLMqLeJR6L
435A11640FF37A9C21BCE8SDD28848245

A2185A28C1896680ADDD05321A6595E1A091AD17
83944EEF494ACACC614A38775B06557354394B2954034FCE299A5DD2B1ESD8DY

85A4A8C7C81A34A5A8FB935BB4CAEDOBAESE77A11BD3E92800E1753EFDE86503E2171C13DB37C6980E63B61D87CAA2881809F1ECBD01B6EC3AA2350033A21C
B9

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bVKSQ.img?h=250&w=206&m=6&q=60&u=t&0o=t&I=f&f=jpg&x=659&y=163
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\BB1bVPsN[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 72x72, segment length 16, baseline, precision 8, 311x333, frames 3
downloaded

20590

7.957044040423592

false

384:0wNVP7/Q0SClizCgvL7Ae9jwYb0+DYo+dWFfmdX7YVfortbVoEqTxPQ8S4t/2:0CVz/SCwzCgvL7AeHxM1dWJIgrBIxPGn
533C3328DEODB10CFI0CACDF1A51F8FE

780F1B256A01D12F3372156B3DCIDF667C49A02A
5A7D85B04DD346E29D5555CF81B6FA3B4AB7C30B4F67F18F592AF186E09707F3
E46936C0811925B2B6844B80BF354057FCB1215284B2C83E112CB9E200399DC8325FC24A0A96318B892DFF015807680261DOEBD3C2CED416AFDA478093B2BDA/
false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bVPsN.img?h=333&w=311&m=6&q=60&u=t&o=t&|=f&f=jpg
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\BB1bVPsN[1].jpg

Preview:
...... JFIF....HH....C...ooevrrnn oo )100)-,3:3>36F 7,-@WAFLNRSR2>ZaZP  JQRO...C.......&..&05-500000000000000000000000000000000
11A..Qa."q.2...#B...R..$3br........ %&'()*456789:CDEFGHIISTUVWXYZcdefgh

ijstuvwxyz.... Ww......!11..AQ.aq."2...B....#3R..br...$4.%.....&'()*56 789: CDEFGHIJSTUVWXY
Zcdefghijstuvwxyz. #%jQ<Lrr..".*.M8[.=...E.(T1.P...U.9.85#...9."...Vlo.t.........A9C..A..U..n...(R.3..ne#.?.]. mu...C..08
ZB6W..I.A..4.}vJc.>3.9.t..Y..hE..,..(.0.K..e#..z@!N....h.8..7Y.2.#V4.n~...9.0ucc0eourrrrnnn. C....Mg.j0$!.g..Z.If..(.i...#..H.i0.S6.ax. .e"=}i.sSE.\.G...9.=:P#£V...".n-"..s..nV.2

v.antn.w{. O.H..C....w&./.....2u..]7.cBM...T..?.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\BB1bVIUZ[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 72x72, segment length 16, baseline, precision 8, 311x333, frames 3

Category: downloaded

Size (bytes): 7903

Entropy (8bit): 7.8784758559276975

Encrypted: false

SSDEEP: 192:xYVJ1yBSxQO066tvDnPvGtopBMxIgFVrkBtE:OVJ1IXxhOHVDPVGtwBMT8

MDS5: 9B35631D92627C844320DE098EC65216

SHA1L: A9B59CA99A8B8553B77E701E02B18986015807B1

SHA-256: BBD4B6E8543COBBAFBABIFOC1A2E6F96BESLIECES7578B62B90511F80ASE4E786

SHA-512: 7A0ACE1118E2BE02695DF1F5E7CA57B1C088CBF3D204B487472D3F1AFESA59DD168BB516C43BEIDE261A0A261ADD29494FD0133430BD927B8E169D55FDD367
CE

Malicious: false

IE Cache URL:  hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bVIUZ.img?h=333&w=311&m=6&q=60&u=t&o=t&I=f&f=jpg

Preview:

... )10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP JQRO...C....... &..&05-500000000000000000000000000000000
000000000000000000......M.7.."..
ijstuvwxyz
Zcdefghijstuvwxyz.
gl.g8.&.E.R.4....0.P.dR.R.
Jd.J...q.R.h.....)gT.b.S.@......)gHcgK.\R...\R...n)gK.\P.gF)..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\BB1bW6AT[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 300x300, segment length 16, baseline, precision 8, 311x333, frames 3

Category: downloaded

Size (bytes): 6739

Entropy (8bit): 7.814458962493768

Encrypted: false

SSDEEP: 192:BY/Hr8PgK2+kEbHQymF55KVXC15j69Bwu7:e/IPyQHQbPQOU7

MDS5: 086BFFE5B37E7ACFA221F3067E244560

SHA1L: 8F2EBF2FC5FE5938E700D782FE785A264E12AF15

SHA-256: F4838710F37FF41BACA4CB11CE20AF752A170DBOE389E3DEB384C3398F07A53F

SHA-512: 97CAEA3B1C235CD84FBEB6BF55DA5E56E0C5422D31F72ABC2E399483AB53409DFE723D2F6210DD5AEEC6688BFAFAA2713DF7170486EF246A9CD54F80CBAS7
B8D

Malicious: false

IE Cache URL:  hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bW6AT.img?h=333&w=311&m=6&q=60&u=t&o=t&I=f&f=jpg

Preview:

ijstuvwxyz
Zcdefghijstuvwxyz....
..V.jb. H..).'Ss...A..0...b9..4.M...*h..<S..c"\..
[....OH....a.&M[.<ScL..h...i4.i.f..4..R...J)....i..u*.h..P...R."...MJvh.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\BB7gRE[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 482

Entropy (8bit): 7.256101581196474

Encrypted: false

SSDEEP: 12:6v/78/kFLsiHANE30WxYZOjNO/wpc433jHgbc:zLeO/wc433Cc

MD5: 307888COF03ED874ED5C1D0988888311

SHA1L: D6FB271D70665455A0928A93D2ABDIDICOF4E309

SHA-256: D59C8ADBE1776B26EB3A85630198D841F1A1B813D02A6D458AF19E9AADO7B29F

SHA-512: 6856C3AA0849E585954C3C30B4C9CI92493F4E28E41D247C061264F1D1363C9D48DB2BIFAL319EA77204F55ADBD383EFEE7CF1DA97D5CBEAC27EC3EF36DEF!
8E

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB7gRE.img?h=16&w=16&m=6&q=60&u=t&o=t&I=f&f=png
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\BB7gRE[1].png

Preview:
(J....wIDAT80.RKN.O.J\....U...c-.. .. 8.{$..2.@.... ... K...%)...I......C4../XD].Y..:.w.....B9..7..Y ..

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\BB7hjL[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 444

Entropy (8bit): 7.25373742182796

Encrypted: false

SSDEEP: 6:6v/IhPkR/CnFFDDRHbMgY]jEr710UbCO8j+qom62fke5Y Csd8sK CW5biVp:6v/78/kFFICENOsCoqoX4ke5V6D+bi7
MDS5: D02BB2168E72B702ECDD93BF868B4190

SHAL: 9FB22D0AB1AAA390EOAFF5B721013E706D731BF3

SHA-256: D2750B6BEE5SD9BA31AFC66126EECB39099EF6C7E619DB72775B3E0E2C8C64A6F

SHA-512: 6A801305D1D1EB448EEB62BC7062E6ED7297000070CA626FC32F5E0A3B8C093472BE72654C3552DA2648D8A491568376F3F2AC4EA0135529C96482ECF2B2FD3E
Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB7hjL.img?h=16&w=16&m=6&9=60&u=t&o=t&I=f&f=png

Preview:
.PNG.......IHDR....
..3.M.+.U..a..~0O...
WW..../[.S. f......IEND.B".

.pHYs.........(J...QIDAT8O....DA.....F..md5"...R%6.].@....
<. Y0.9.8..1&....V. .M.\..V6

.LK$...l.u.
w/..w..ho

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\auction[1].htm

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, ASCII text, with very long lines

Category: downloaded

Size (bytes): 24305

Entropy (8bit): 5.629550303455183

Encrypted: false

SSDEEP: 384:Q+F4LrjWqLHVbZIcL84QBN4UYBpVqg3zyUwiyYYtUDmiM4kAuclACTtIDAgJd+ub4:Q+FavHHISQBrD3rLDZ6Qu7CTtKTuBs1
MDS5: EDF86663678A2018B08BA3137419E4EE

SHA1L: DABF01BC3104D32FBB23F130A2EB11084C5E59EB

SHA-256: 3CAB19D51F9B8C6515BD493A12C001011B8CI87ACAADE3E7AE62A9740C116FD2

SHA-512: 1E6ECB250D64D962AF9B36F56082AD8C40AC100C5E204CDD0692F04E7836A233729F5CD03E17668835F728DC8C2D8283A04B80DOE6DDEAED1E018D085298C7!
Malicious: false

|IE Cache URL: hitp://https://srtb.msn.com/auction?a=de-ch&b=c11dac086fb84faf90a453305ee30076&c=MSN&d=https%3A%2F%2Fwww.msn.com%2Fde-
ch%2F%3Focid%3Diehp&e=HP&f=0&g=homepage&h=&j=08&k=0&I=&m=0&n=infopane%7C3%2C11%2C15&0=&p=init&q=&r=&s=1&t=&u=0&v=0&_=1608048309187

Preview:
.<script id="sam-metadata" type="text/html" data-json="{&quot;optout&quot;:{&quot;msaOptOut&quot;:false,&quot;browserOptOut&quot;:false} &quot;taboola&quot;:{&q
uot;sessionld&quot;:&quot;v2_ad2deb45d55dfb94ad393812e37baa28_001e8da5-78d7-4af3-ae9b-9e7fbcc9d603-tuctbédle5a9 1608015913 1608015913_ClidjgY
Qrdc_GOakqKfz-PqC_AEgASgBMCs4stANQNCIEEje2NkDUP WFYAGAAaKKcqr2pwgnJjgE&quot;},&quot;tbsessionid&quot;:&quot;v2_ad2deb45d
55dfb94ad393812e37baa28_001e8da5-78d7-4af3-ae9b-9e7fbccId603-tuctbdle5a9_1608015913 1608015913 _Cli3jgYQrac_GOakgKfz-PqC_AEgASgBMCs4stANQNCIE
Eje2NkDUP WFYAGAAaKKcqr2pwanJjgE&quot;,&quot;pageViewld&quot;:&quot;c11dac086fb84faf90a453305ee30076&quot;,&quot;RequestLevelBeaco
nUrls&quot;:[]}">.</script>.<li class="triptych serversidenativead hasimage " data-json="{&quot;tvb&quot;:[],&quot;trb&quot;:[],&quot;tjp&quot;:[],&quot;p&quot;:&quot;tab
oola&quot;,&quot;e&quot;:true}" data-provider="taboola" data-ad-region="infopane" data-ad-index="3" data-viewability="">

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\dnserror[1]

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: HTML document, UTF-8 Unicode (with BOM) text, with CRLF line terminators

Category: downloaded

Size (bytes): 2997

Entropy (8bit): 4.4885437940628465

Encrypted: false

SSDEEP: 48:u7u5V4VyhhV2IFUW29vjORkpNc7KpAP8Rra:vIlJ6G7A08Ra

MDS5: 2DC61EB461DA1436F5D22BCE51425660

SHAL: E1B79BCABOF073868079D807FAEC669596DC46C1

SHA-256: ACDEB4966289B6CE46ECC879531F85E9C6F94B718AAB521D38E2E00F7F7F7993

SHA-512: AB8BECB4FBDDC5AFC55E4DC0135AF714A3EEC4A63810AE5A989F2CECB824A686165D3CEDBBCBD8F35C7ESBIF4136C29DEA32736AABB451FEB088B978B493
AC6D

Malicious: false

|IE Cache URL: res://ieframe.dll/dnserror.htm?ErrorStatus=0x800C0005&DNSError=9002

Preview:
<IDOCTYPE HTML>..<html>.. <head>.. <link rel="stylesheet" type="text/css" href="NewErrorPageTemplate.css" >.. <meta http-equiv="Content-Type"
content="text/html; charset=UTF-8">.. <title>Can&rsquo;t reach this page</title>.. <script src="errorPageStrings.js" language="javascript" type="text/javascript">..
</script>.. <script src="httpErrorPagesScripts.js" language="javascript" type="text/javascript">.. </script>.. </head>.... <body onLoad="getInfo(); initMo
relnfo('infoBlockID');">.. <div id="contentContainer" class="mainContent">.. <div id="mainTitle" class="title">Can&rsquo;t reach this page</div>.. <div
class="taskSection" id="taskSection">.. <ul id="cantDisplayTasks" class="tasks">.. <li id="task1-1">Make sure the web address <span id=
"webpage" class="webpageURL"></span>is correct</li>.. <li id="task1-2">Search for this site on Bing</li>..
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\errorPageStrings[1]

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode (with BOM) text, with CRLF line terminators

downloaded

4720

5.164796203267696

false
96:z9UUigRxqH211CUIRgRLNRynjZbRXkRPRK6C87Apsat/5/+mhPcF+5g+mOQb7A90:JsUOG1yNIX6ZzWpHOWLial6Ch7bk
D65EC06F21C379C87040B83CC1ABACEB

208D0A0BB775661758394BE7E4AFB18357E46C8B
A1270E90CEA31B46432EC44731BF4400D22B38EB2855326BF934FE8F1B169A4F
8A166D26B49A5DI5AEA49BCE49ESEA58786A2191F4AD2ADACEF5FBB7523940CE4482D6A2502AA870A931224F215CB2010A8C9B99A2C1820150E4D365CAB28299
false

res://ieframe.dll/errorPageStrings.js

/ISplit out for localization...var L_GOBACK_TEXT = "Go back to the previous page.";..var L_ REFRESH_TEXT = "Refresh the page.";..var L_MOREINFO_TEXT = "More
information”;..var L_OFFLINE_USERS_TEXT = "For offline users";..var L_RELOAD_TEXT = "Retype the address.";..var L_HIDE_HOTKEYS_TEXT = "Hide tab shortcuts
";..var L_SHOW_HOTKEYS_TEXT = "Show more tab shortcuts";..var L_CONNECTION_OFF_TEXT = "You are not connected to the Internet. Check your Internet conn
ection.";..var L_CONNECTION_ON_TEXT = "It appears you are connected to the Internet, but you might want to try to reconnect to the Internet.";....//used by invalidcert.js
and hstscerterror.js..var L_CertUnknownCA_TEXT = "Your PC doesn\u2019t trust this website\u2019s security certificate.";..var L_CertExpired_TEXT = "The website
\u2019s security certificate is not yet valid or has expired.";..var L_CertCNMismatch_TEXT = "The hostname in the website\u2019s security certificate differs from the web
site you are trying to visit.";..var L

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\fcmain[1].js

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text, with very long lines, with no line terminators

downloaded

39077

5.072939590057324

false

768:11aviUb8Dn/emW94htetgx/aavY XfOwOBEZN3SQN3GFI2950XIxRIB/IxUsu:PQ1UbOVWmht+gx/aavY XfOwOBEZn3SQt
A06424D59FAC61024F2C944FFACEDCOC

660407F5904D0BD9424689D7C42CA0B4A0753696
F2335889F8D5BEC23CF560C1EODFE607D0OF89DCEFB2D96C1DABOD87CF76B37BE

A4AFOFBAA598B0OCO3EB1887C1D635C5F357B0F376AAA7TBEE414E1E944E8F15FFDDB386CCB74A351985330DA70B22141B2CF366C33F60287FFBED4FD66CA008
2

false

hitp://https://contextual. media.net/803288796/fcmain.js?
&gdpr=0&cid=8CU157172&cpcd=pC3IHgSCqY8UHihgrvGroA%3D%3D&crid=722878611&size=306x271&cc=CH&https=1&vif=2&requrl=https%3A%2F%2Fwww.msn.co
m%2Fde-ch%2F%3Focid%3Diehp&nse=5&vi=1608015910300762433&ugd=4&rtbs=1&nb=1&ch=window._mNDetails.initAd

;window._mNDetails.initAd({"vi":"1608015910300762433","s":{"_mNL2":{"size":"306x271","viComp":"1608013611324553220","hide AdUnitABP":true,"abpl
""3" "custHt":"™","setL3100":"1"},"Ihp":{"I2wsip":"2886780939","I2ac":""},"_mNe":{"pid":"8P0O641UYD","requrl":"https://www.msn.com/de-ch/?ocid=iehp#mnetcrid=7228
78611#"},"_md":[],"ac":{"content":"<IDOCTYPE HTML PUBLIC \"-\WW3CWDTD HTML 4.01 TransitionalV\W/EN\" \"http:\V\/\www.w3.orgV/TRVhtml4Vloose.dtd\">\r\n<html
xmins=\"http:\V\V\www.w3.0rg\/1999VxhtmI\">\r\n<head><meta http-equiv=\"x-dns-prefetch-control\" content=\"on\"><style type=\"text\/css\">body{background-color: transpa
rent;}<V/style><meta name=\"tids\" content=\"a='"800072941' b="803767816' c="msn.com’ d="entity type'\" \/><script type=\"textVjavascript\">try{window.locHash = (parent._
mNDetails && parent._mNDetails.getLocHash && parent._mNDetails.getLocHash(\"722878611\",\"1608015910300762433\")) || (parent._mNDetails[\"locHash\"] &&
parent._mNDetails[\"locHash\

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\medianet[1].htm

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text, with very long lines

downloaded

385233

5.483942736928961

false

6144:Irh9T200Fvb2HOM943GNVLgz5QCuJbxga:IMFvye3GNVLgWxpxga
1790554F2A6C17BB025CEFFC453235D3
91569B2555FA366E039C3150FD152D3415E5B0AE
4D20C4BFB458A9AB283D5029D12AD3B753C4F427C3834C218789CCE0256BEC29
D1E7EB94D0237F5DE13426A34B2238701689F73FABB644B4554C31C2E156481EEB232BC10D36E2DC69A1110CCBC73A0AAB40EE92BDA18686CF175E92579F4D]
false

hitp://https://contextual. media.net/medianet.php?cid=8CU157172&crid=858412214&size=306x271&https=1

<html>.<head></head>.<body style="margin: Opx; padding: Opx; background-color: transparent;">.<script language="javascript" type="text/javascript"
>window.mnjs=window.mnjs||{},window.mnjs.ERP=window.mnjs.ERP||function(){"use strict";function e(e){"object"==typeof e&&(p=e)}function n(e){g=e}function t(e){m=
e}function o(e){d=e}function r(e){"undefined"==typeof e.logLevel&&(e={logLevel:3,errorVal:e}),e.logLevel>=3&&wle.logLevel-1].push(e)}function i(){var e,n=0;for(
e=0;e<v;e++)n+=wl[e].length;if(0!==n){var t,0,r,i,s=new Image,a=p.lurl?p.lurl:"https://lg3-a.akamaihd.net/nerrping.php",f="",c=0;for(e=v-1;e>=0;e--){for(n=wl[e].length,t=0;
t<n;){if(i=1===e?wle][t]:{logLevel:w[e][t].logLevel,errorVal:{name:w[e][t].errorVal.name,type:g,svr:m,servname:d,message:w[e][t].errorVal.message,line:w[e][t].errorVal.li
neNumber,description:w[e][t].errorVal.description,stack:w[e][t].errorVal.stack}},r=I(i),!(r.length+f.length<=1200)&&f.length){c=1;break}0!==f.length&&(f+=","),f+=r,w[e].s
hift(),n--
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\IEINUEPGTR9\medianet[2].htm

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

HTML document, ASCII text, with very long lines

downloaded

385233

5.483963448947844

false

6144:Irh9T200Fvb2HOM943GNVLgz5QCuJb0ga:IMFvye3GNVLgWxp0ga
0CB1F88D81B58887860092EDEF43B714
CAB583EBAC8A49EA04D2A14D52292A3E14A42CAF
21AD15B0007203FD37D918B1A051F7409329993E95DD4302941DEA736E6E91BE
2FF425034FCE962F7D61CB02FBBE15FA908D2702314FCB99BEB3E937ECEO0B2B412CE4C15981CC39420706B4965A2F37F64DB270F81173BE467F19C8C8536BB
false

hitp://https://contextual.media.net/medianet.php?cid=8CU157172&crid=722878611&size=306x271&https=1

<html>.<head></head>.<body style="margin: Opx; padding: Opx; background-color: transparent;">.<script language="javascript" type="text/javascript"
>window.mnjs=window.mnjs||{},window.mnjs.ERP=window.mnjs.ERP||function(){"use strict";function e(e){"object"==typeof e&&(p=e)}function n(e){g=e}function t(e){m=
e}function o(e){d=e}function r(e){"undefined"==typeof e.logLevel&&(e={logLevel:3,errorVal:e}),e.logLevel>=3&&wle.logLevel-1].push(e)}function i(){var e,n=0;for(
e=0;e<v;e++)n+=wl[e].length;if(0!==n){var t,0,r,i,s=new Image,a=p.lurl?p.lurl:"https://lg3-a.akamaihd.net/nerrping.php",f="",c=0;for(e=v-1;e>=0;e--){for(n=wl[e].length,t=0;
t<n;){if(i=1===e?wle][t]:{logLevel:w[e][t].logLevel,errorVal:{name:w][e][t].errorVal.name,type:g,svr:m,servname:d,message:w|e][t].errorVal.message,line:w[e][t].errorVal.li
neNumber,description:w[e][t].errorVal.description,stack:w[e][t].errorVal.stack}},r=I(i),!(r.length+f.length<=1200)&&f.length){c=1;break}0!==f.length&&(f+=","),f+=r,w[e].s
hift(),n--

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\IE\NUEPGTR9\otBannerSdk[1].js

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

ASCII text, with very long lines, with CRLF line terminators

downloaded

372457

5.219562494722367

false

6144:B0C8zZ50VNeBNWabo7QtD+nKmbHgtTViwBSh:B4zj7BNWaRfh
DA186E696CD78BC57C0854179AE8704A
03FCF360CC8D29A6D63BE8073D0ES2FFC2BDDB21
F10DC8CE932F150F2DB28639CF9119144AE979F8209E0AC37BB98D30F6FB718F
4DE19D4040E28177FD995D56993FFACBIA2A0A7AAB8265BD1BBC7400C565BC73CD61B916D23228496515C237EEA14CCC46839F507879F67BA510D97F46B6355
false

hitp://https://www.msn.com/_h/511e4956/webcore/externalscripts/oneTrustV2/scripttemplates/6.4.0/otBannerSdk.js

[** .. * onetrust-banner-sdk.. * v6.7.0.. * by OneTrust LLC.. * Copyright 2020 .. */..!function () { "use strict"; var o = function (e, t) { return (o = Object.setPrototypeOf || {
__proto__: [] } instanceof Array && function (e, t) { e.__proto__ =t} || function (e, t) { for (var o in t) t.hasOwnProperty(o) && (e[o] = t[o]) })(e, t) }; var r = function () { return
(r = Object.assign || function (e) { for (var t, o = 1, n = arguments.length; o < n; o++)for (var r in t = arguments[o]) Object.prototype.hasOwnProperty.call(t, r) && (e[r] = t[r]);
return e }).apply(this, arguments) }; function I(s, i, a, I) { return new (a = a || Promise)(function (e, t) { function o(e) { try { r(l.next(e)) } catch (e) { t(e) } } function n(e) { try {
r(.throw(e)) } catch (e) { t(e) } } function r(t) { t.done ? e(t.value) : new a(function (e) { e(t.value) }).then(o, n) } r((I = Lapply(s, i || [I)).next()) }) } function k(o, n) { var r, s, i, e,
a = { label: 0, sent: function () { if (1 & i[0]) throw i[1]

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\PEJLKQAB8\58-acd805-185735b[1].css

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

UTF-8 Unicode text, with very long lines

dropped

248218

5.296959888361784

false
3072:jaBMUzTAHEKkmM80OUdvUvbZkrix6pjs4tQH:ja+UzTAHLOUdvUZkrIx6pjs4tQH
D752E3B3BBD3A08762913C6F88BD5C32
704C8DBCB7A32C521EA5727B034D459D0BFAD3DO0
D8322532493D10ED533FE3487AF3306B12AD5DFF2F3B1E135FA55047E04B4969
0B604EA02D45FE4ADE4BBD656609200326C26BC2670329847654334281492E6F144BE615A5B856700355AD8DAD17903023BC69B61EL0E2C5697CD3B774294C0CA

false

@charset "UTF-8";div.adcontainer iframe[width="1'}{display:none}span.nativead{font-weight:600;font-size:1.1rem;line-height:1.364}div:not(.ip) span.nativead{color:#333}.to
daymodule .smalla span.nativead,.todaystripe .smalla span.nativead{bottom:2rem;display:block;position:absolute}.todaymodule .smalla a.nativead .title,.todaystripe .smalla
a.nativead .title{max-height:4.7rem}.todaymodule .smalla a.nativead .caption,.todaystripe .smalla a.nativead .caption{padding:0;position:relative;margin-left:11.2rem}.to
daymodule .mediuma span.nativead,.todaystripe .mediuma span.nativead{bottom:1.3rem}.ip a.nativead span:not(.title):not(.adslabel),.mip a.nativead span:not(_titl
e):not(.adslabel){display:block;vertical-align:top;color:#a0a0a0}.ip a.nativead .caption span.nativead,.mip a.nativead .caption span.nativead{display:block;margin:.9rem 0
.1lrem}.ip a.nativead .caption span.sourcename,.mip a.nativead .caption span.sourcename{margin:.5rem 0 .1rem;max-width:100%}.todaymodule.mediuminfopanehero .ip_

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\PEJLKQA8\5a9f9a2b-8e64-4961-b3e5-fd11cf345b01[1].jpg

Process:

File Type:

Category:

Size (bytes):
Copyright null 2020

C:\Program Files (x86)\Internet Explorer\iexplore.exe
JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segment length 16, baseline, precision 8, 300x300, frames 3
downloaded
54757
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\PEJLKQAB8\5a9f9a2b-8e64-4961-b3e5-fd11cf345b01[1].jpg
Entropy (8bit):  7.955842263789909

Encrypted: false

SSDEEP: 1536:GwQKsNsbvSZIugo5Ndg6StBsbhHozPbovNW2J1:GwQ9ybqgZlboo6VH4Uvw2J1

MDS5: FC1D5C2BBD7332A2EBFF6AC249421119

SHA1L: B44419370D698680DFBA2AD2A73680B6C1128689

SHA-256: 9ACF5AB02B6E483F1B3C6B0A29E6446A2ED2740A2EA86C711BADB0D9133E8C92

SHA-512: 8EAABE473BB020A485D4C7C881C61725B320F622C7835A46335EB392DBIFBD02A67405630387F472DB6254ADA0F2CBBOD79A280271FA78E4B52A1C725BE7B8B
Malicious: false

|IE Cache URL: hitp://https://cvision.media.net/new/300x300/2/2/104/159/5a9f9a2b-8e64-4961-b3e5-fd11cf345b01.jpg?v=9

Preview:

g.2...4#...3BR....$b..C4r..'S5.
>..hP.#...N..8.9.|lw..0.pj.D
NI = WL W.cenR

2.u Lol W Q9= < LLLNUL L j&oO. AKN...2H=..."....0. .......1.V.U ..bA.f363n.1.B\...(]..A..
x.3....<cl.\)8..F.s.?2..@

?0...8.y....0..5.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lIE\PEJLKQA8\85-0f8009-68ddb2ab[1].js

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 385053

Entropy (8bit): 5.3243372226800725

Encrypted: false

SSDEEP: 6144:Rr/vd/bHSg/1xeMq3hmnid3WGqljHSjasjiSBgxO0Dvg4FcR61x2K:F1/bAQnid3WGqljHdQ6tHCRB3
MDS5: D60D1BB055064D372E8F7025F701546C

SHA1L: C2BA19CEABA27F9552A675E5E487B2C18473D642

SHA-256: D9531D7363483CE1CID5C24AF73721F0731653ED7E3A2EDFD843C91FA5809DDC

SHA-512: A1EBDF4D56FC19EF54CDB7552703383767AD43E32F52688AF58D394F00C57371A0D87023160376F5CF91ED6D0828F4EC60D4EC7AC48319AA82AFDI3CICF2A3(
Malicious: false

Preview:

var awa,behaviorKey,Perf,globalLeft, Gemini, Telemetry,utils,data, MSANTracker,deferredCanary,g_ashsC,g_hsSetup,canary;window._perfMarker&&window._perfMa
rker("TimeToJsBundleExecutionStart");define("jgBehavior",["jquery","viewport"],function(n){return function(t,i,r){function u(n){var t=n.length;return t>1?function(){for(var
i=0;i<t;i++)n[i]()}:t?n[0]:ffunction f(){}if(typeof t'="function")throw"Behavior constructor must be a function;if(i&&typeof i'="object")throw"Defaults must be an object or nu
II;if(r&&typeof r'="object")throw"Exclude must be an object or null*;return r=r||{},function(f,e,0){function c(n){n&&(typeof n.setup=="function"&&l.push(n.setup),typeof
n.teardown=="function"&&a.push(n.teardown),typeof n.update=="function"&&v.push(n.update))}var h;if(o&&typeof o!="object")throw"Options must be an object or null";var

s=n.extend(!0,{},i,0),I=[],a=[],v=[],y=!0;if(r.query){if(typeof f!="string")throw"Selector must be a string";c(t(f,s))}else h=n(f,e),r.each?c(t(h,s)):(y=h.length>0,

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lIE\PEJLKQAS8\AAyuliQ[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 435

Entropy (8bit): 7.145242953183175

Encrypted: false

SSDEEP: 12:6v/78/W/6TKob359YEWQsQP+0aNwGzr5jI39HLOH7YM7:U/6pbJPgQP+bVRt9rOH8G

MDS5: D675AB16BA50C28F1D9D637BBEC7ECFF

SHA1L: C5420141C02C83C3B3A3D3CD0418D3BCEABB306A

SHA-256: E11816F8F2BBC3DC8B2BEB84323D6B781B654E80318DC8D02C35C8D7D81CB7848

SHA-512: DA3C25D7C998F60291BF94F97A75DE6820C708AE2DF80279F3DA96CCOE647EOEB46E94ESAEFFACAF72BA027D8FB1E16E22FB17CFIAE3E069C2CASA22F5CCT:
A4

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/AAyuliQ.img?h=16&w=16&m=6&q=60&u=t&o=t&I=f&f=png

Preview:

...3..48.{$BZW.z.>...w4~.".m....IEND.B".

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\PEJLKQA8\BB14EN7h[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 192x192, segment length 16, baseline, precision 8, 622x368, frames 3
Category: downloaded

Size (bytes): 10663

Entropy (8bit): 7.715872615198635

Encrypted: false

SSDEEP: 192:BpV23EiAqPWo2rhmHI2NF51Zr9Q8yE S4+e5B0k9F80dgmQzMs: 7PiAqnHICF51VVyxk5BBOtdq3Z

MDS5: A1ED4EBOC8FE2739CE3CB55E84DBD10F

SHA1L: 7A185F8FF5FF1EC11744B44C8D7F8152F03540D5

SHA-256: 17917B48CF2575A9EA5F845D8221BFBC2BA2C039B2F3916A3842ECF101758CCB

SHA-512: 232AE7AB9D6684CDF47E73FB15B0B87A32628BAEEA97709EA88A24B6594382D1DF957E739E7619EC8E8308D5912C4B896B329940D6947E74DCE7FC75D71C684
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\PEJLKQA8\BB14EN7h[1].jpg
Malicious: false
IE Cache URL:  hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB14EN7h.img?h=368&w=622&m=6&0=60&u=t&0=t&I=f&f=jpg

Preview:
...... JFIF..cciiee.Criiiie e 1)10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP  JQRO...C.......&..&05-500000000000000000000000000000000
0000000000000 0000OO0 ... PN i § — 11A..Qa."q.2...#B...R..$3br........ %&()*456789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz
W 11..AQ.aq."2...B....#3R..br...$4.%.....&'()*56 789: CDEFGHIJSTUVWXY Zcdefghijs
tuvwxyz. ?...E.(.Y...ED.. .<t.S....5i.9. ..."R.i.dt&.J.L.P.m&.5VE..|.jd..i.gL=x..4.S@..u.4.J.u....J
U%.FEU..I.*J#4.3@.6...yH...= .}#...bx...1s...0.... 7TR...."U.......... jY..L.0..ST.M.it3...9...2...0$...V.A.w..0.. T.Y#...=) K. +....XV...n;.....}.37..........IE.P.E%...RQ@
.E%..RQ@.E%...RQ@.E%...RQ@.E%...RQ@.E%...RQ@.E%...RQ@.E%-...UE,.

C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\lE\PEJLKQAS8\BB1lardZ3[1].png

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 481

Entropy (8bit): 7.341841105602676

Encrypted: false

SSDEEP: 12:6v/78/SouuNGQ/kdAWpS6qIIV2DKfSIIRje9nYwJ8c:3AIOK69YY8c

MD5: 6E85180311FD165C59950B5D315FF87B

SHAL: F7E1549B62FCAB8609000B0C9624037A792C1B13F

SHA-256: 49672686D212AC0A36CA3BF5A13FBAGC665D8BACF7908F18BB7E7402150D7FF5
SHA-512: E355094ECEDD6EEC4DA7BDB5C7A06251B4542D03C441E053675B56F93CB02FAESEB4D1152836379479402FC2654E6AA215CF8C54C186BA4A5124C2662199858
Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BBlardZ3.img?h=16&w=16&m=6&0=60&u=t&o=t&I=f&f=png

Preview:

P.E|. .
>g.<...aM4.u..%..0W*y-{r.xk .Q.$.}..p>.c..u.|.V...v.,..8.fHS.I....TB.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\PEJLKQA8\BB1bQst5[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 622x368, frames 3

Category: downloaded

Size (bytes): 22774

Entropy (8bit): 7.928554454265233

Encrypted: false

SSDEEP: 384:7XyDn8XXxPLLah04y2Fyn5L9TPz0OdGE/9FzZG01XRS01BY c9ae+P4nNOyO/CP+:7XWmojo5L77ZRN/Y CR+qtOKm

MD5: 9DCE510020EAFA7D7E9FC73622975F26

SHA1L: 3F757CB3DB65962CADCDOFA008BAF0682755D01E

SHA-256: E9DDD5803A9DD7E8E5S853D4254B0CF6278EEAAF5BF536073AC31DEBIC001A4CT

SHA-512: 4F5F66AB5B13743D686EFDD9I3D7ABA3DEB345D065DF87B155F9C4E7A016DD4463538AD8B33A2777CDBC446F05AF911D9C25932A1C63D841631832B1ECF83D2,
1

Malicious: false

|IE Cache URL: hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bQst5.img?h=368&w=622&m=6&0=60&u=t&0=t&I=f&f=jpg&x=1030&y=548

Preview:
...... JFIF..ccciiie.Criiiie e 0)10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP  JQRO...C.......&..&05-500000000000000000000000000000000
000000000000000000.. " .I11A..Qa."g.2...#B...R..$3br........ %&()*456789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz
&'()*56789:CDEFGHIJSTUVWXY Zcdefghijs

tuvwxyz >*..0T.S.p G~ pMTAWA N ZX U.. %= }...y5.eq.+...
CyoJ.W.U$.]DV.p..L]! .3 . s-[.$.tQR.eEE.....54.[..u=
O (L NVT=., L V<P >H.JO4U

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\PEJLKQAS8\BB1bThsj[1].jpg

Process: C:\Program Files (x86)\Internet Explorer\iexplore.exe

File Type: JPEG image data, JFIF standard 1.01, resolution (DPI), density 0x0, segment length 16, baseline, precision 8, 206x250, frames 3

Category: downloaded

Size (bytes): 5309

Entropy (8bit):  7.866501160015355

Encrypted: false

SSDEEP: 96:BGAaERWPDRK4WeJVkltpK1DR9otvF4YEnb731PoGjF3UwyqFPLU:BCkwYWJppKlotfEn6okwyqFzU

MD5: 27D7A8B86E8BE74571DC129A765745CBC

SHA1L: C7C3AFE75294A60C6024645DFF58464DC747FAEL

SHA-256: 0C11387D163F9E0748A1431BC3E4B9185B332EA317283AEAD467ESE9F4554B54

SHA-512: 751ED35AB5135157EC75DC1CB64A4CE3E134E3EEA4E4FB2802BCAB35682430E0736DC2FCBD2E35159CB88C4518C18A724E506E4A2EEES4A9DAF4A7C5008B6!
EB

Malicious: false

IE Cache URL:  hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bThsj.img?h=250&w=206&m=6&8q=60&u=t&o=t&I=f&f=jpg
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C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\PEJLKQA8\BB1bThsj[1].jpg

Preview:

...... JFIF..ociiie.Criiiien e 0)10.)-,3:3>36F7,-@WAFLNRSR2>ZaZP  JQRO...C.......&..&05-500000000000000000000000000000000
.J1A.Qa"g.2...#B...R.$3br........ %&'()*456789:CDEFGHIJSTUVWXY Zcdefghijstuvwxyz
11..AQ.aq."2...B....#3R..br...$4.%.....&'()*56 789:CDEFGHIJSTUVWXY Zcdefghijs
tUVWXYZ. . b.WA.Q.~)1@...b.P.1F)...Q.v(..3.b..1@.....P.(.)\P8.$.@6.N(.(.xjv.V..7Q...iA.....[.5...(0..1.J.17sSHZ.Q.d..&)..
.3.b....p.h..&).Q...1F*M.(Ipi.....b.S.F(.....Q..f(.2.b......P.1F)....Q.v(. .1IR.....]ly.Z.b_&1I$.,. Xw...j. ...V M....... X....T8.Y$....e.pjM...(.?m&).3."a.=.K..)v.(..D.o ....=* E.>MH....N.
<.r.bl.v...W$.8...(.5m0#.@.AQ.w&.8..0+F.

2.

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\lE\PEJLKQA8\BB1bV3UF[1].jpg

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

|IE Cache URL:

Preview:

C:\Program Files (x86)\Internet Explorer\iexplore.exe

JPEG image data, JFIF standard 1.01, resolution (DPI), density 96x96, segment length 16, baseline, precision 8, 622x368, frames 3
downloaded

19121

7.932781874577943

false

384:7G4AZRtrzXchpg0xnOpchNGkegjOb5HTwVe9: 7rdtrhcjhxnmKGk3ARTwk9

A12E0317D206E41BACIB2F7B0D49516C

2710D6B4F6002994BC1C19F1EEB782E46AF342A2
1949821548A3C7185D9D49AB8977402C6BFF5D842C87EBE6AC2433B1BF75EC96
1049059853830CEE35D0E9941089A8E3A521847368BB7CC6D3E155775A285B7DDAE8977D81911B2CB165686FF4A82F975A631216973E22ABCC9900DCAB194906

false

hitp://https://static-global-s-msn-com.akamaized.net/img-resizer/tenant/amp/entityid/BB1bV3UF.img?h=368&w=622&m=6&0=60&u=t&0=t&|=f&f=jpg&x=2671&y=1669

tuvwxyz
..... L.PiwTY.u.bm.......
M4, f..M4..C.....(...kIS.z8...r.%Kk"....

Static File Info

General
File type:
Entropy (8bit):
TriD:

File name:
File size:
MD5:
SHA1L:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

MS-DOS executable, MZ for MS-DOS

6.230924540321413

e Win32 Dynamic Link Library (generic) (1002004/3)
99.60%

Generic Win/DOS Executable (2004/3) 0.20%
DOS Executable Generic (2002/1) 0.20%

VXD Driver (31/22) 0.00%

Autodesk FLIC Image File (extensions: flc, fli, cel)
(7/3) 0.00%

statis1c.dll

e o o o

168448
ea2e244513c36f594c69f7e1d5¢17317
ebac5d8a67a2be742c2139f3cdb25316ff4391e0

9cabfa3e674b0274b3b802695b49d9634e027fh15aa827¢
faf793104f7317690

47657f205df9958f216dcd4a474488dfc888d157d10cd41
5b21576a697de23c4ddc754b184dde9bb99fa05e24a4d8
7be59a46cc8f18db0b0b4c92f030b830632

3072:YIEolehmDRJbzgGlc8zmo6g7L0sqGR+N4kFjul1
Cpfmrepwnwb8:9snbzgGMgPIRmhjUpOJ

MZ. e 1.L.IThis
-7Afram cannot be run in DOS mode....$.......PE..L..

74f0edecccdceOed

Static PE Info

General
Entrypoint:

Copyright null 2020

0x402e01
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General

Entrypoint Section: text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: LOCAL_SYMS_STRIPPED, 32BIT_MACHINE, EXECUTABLE_IMAGE, DLL,

LINE_NUMS_STRIPPED, RELOCS_STRIPPED
DLL Characteristics:
Time Stamp: 0x0 [Thu Jan 1 00:00:00 1970 UTC]
TLS Callbacks:
CLR (.Net) Version:
OS Version Major:
OS Version Minor:
File Version Major:
File Version Minor:

Subsystem Version Major:

o & O b O »

Subsystem Version Minor:

Import Hash: 04e5f4eab2a79a5bd0f00ebe50d7abla

Entrypoint Preview

Instruction

push ebp

mov ebp, esp

sub esp, 28h

push esi

push 0000000Fh

jmp 00007FF6B8788C7Bh

add ecx, dword ptr [esp+2Ch]

mov dword ptr [ebp-28h], eax

push dword ptr [00427964h]

push dword ptr [00427968h]

push dword ptr [00427948h]

jmp 00007FF6B87870B4h

add edi, dword ptr [eax+04h]

sub esp, 0000012Ch

pop edi

lea ebp, dword ptr [edx+4E0811A1h]

sub al, 36h

jmp 00007FF6B8782579h

or ecx, eax

push ebp

mov ebp, esp

sub esp, 18h

push 00426C04h

jmp 00007FF6B87855B1h

sub edi, edx

int3

push 00000036h

push 00000035h

push 00000000h

jmp 00007FF6B8783910h

add edi, dword ptr [ebx-3Ch]

jne 00007FF6B878364Eh

mov dword ptr [00427948h], eax

push 00426C04h

jmp 00007FF6B8782517h

int3

push 004247FCh

call dword ptr [0040C7EOh]

mov dword ptr [ebp-10h], eax

mov dword ptr [00427968h], eax

jmp 00007FF6B8787D82h

shl edx, 08h

sub al, cl

jmp 00007FF6B878ABBEh
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Instruction

add esp, 0Ch

int3

push 00000026h

push esi

jmp 00007FF6B8789924h
add ecx, 895CD7BEh

shr eax, 08h

mov dword ptr [00427968h], eax
push dword ptr [00427948h]
jmp 00007FF6B87887C2h
int3

Data Directories

Name Virtual Address Virtual Size Is in Section

IMAGE_DIRECTORY_ENTRY_EXPORT Oxac49 0x559 text

IMAGE_DIRECTORY_ENTRY_IMPORT 0x26d64 0xc8

IMAGE_DIRECTORY_ENTRY_RESOURCE 0x0 0x0

IMAGE_DIRECTORY_ENTRY_EXCEPTION 0x0 0x0

IMAGE_DIRECTORY_ENTRY_SECURITY 0x0 0x0

IMAGE_DIRECTORY_ENTRY_BASERELOC 0x59000 0xb54 .reloc

IMAGE_DIRECTORY_ENTRY_DEBUG 0x0 0x0

IMAGE_DIRECTORY_ENTRY_COPYRIGHT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_GLOBALPTR 0x0 0x0

IMAGE_DIRECTORY_ENTRY_TLS 0x0 0x0

IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG 0x0 0x0

IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_IAT 0xc7b8 0x80

IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR 0x0 0x0

IMAGE_DIRECTORY_ENTRY_RESERVED 0x0 0x0

Sections

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

text 0x1000 Oxalca 0xa200 False 0.608748070988 data 6.41153263646 IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

0xc000 Ox1fdd4 0x1ba00 False 0.568969174208 data 5.89718563133 IMAGE_SCN_CNT_INITIALIZED_D

ATA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

.electro 0x2c000 0x44c9 0x200 False 0.2421875 data 1.87477506452 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

.socker 0x31000 ox7f 0x200 False 0.271484375 data 1.9574067296 IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_CNT_UNINITIALIZED
_DATA, IMAGE_SCN_MEM_READ

.deceivi 0x32000 Ox6a 0x200 False 0.232421875 data 1.76926085518 IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

.vedro 0x33000 0x44d1 0x200 False 0.248046875 data 1.83333543287 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_CNT_UNINITIALIZED
_DATA,
IMAGE_SCN_MEM_DISCARDABL
E, IMAGE_SCN_MEM_READ

.obstrep 0x38000 0x44c8 0x200 False 0.23828125 data 1.77241067207 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

br 0x3d000 0x44e9 0x200 False 0.296875 data 2.17838811575 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_CNT_UNINITIALIZED
_DATA, IMAGE_SCN_MEM_READ

.es 0x42000 0x68 0x200 False 0.23046875 data 1.7010985056 IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_CNT_UNINITIALIZED
_DATA,
IMAGE_SCN_MEM_DISCARDABL
E, IMAGE_SCN_MEM_READ

lunaria 0x43000 0Ox44e5 0x200 False 0.296875 data 2.22690778166 IMAGE_SCN_CNT_INITIALIZED_D

ATA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

Copyright null 2020 Page 52 of 65



Name Virtual Address

.droopin 0x48000

.cal 0x49000

fingers 0x4e000

.scotomy 0x4f000

lienter 0x54000

.reloc 0x59000

Imports

DLL
advapi32.dll
kernel32.dll

loadperf.dll
ntlanman.dll
rasdlg.dll
rsaenh.dll
upnp.dll
user32.dll
vbscript.dil

Exports

Name
Halitheriidae
Ablach
DlIRegisterServer
Peridesmium
Ammelide
Arteriography
Conidiophorous
Lanuginousness
Seamrend
Recriminative
Killing

Zamang
Mesometrium
Preimportance
Outweigh
Crystallitic
Firnismalerei
Cacatuinae
DllUnregisterServer
Dissimile
Bothlike
Actiniform
Pneumomalacia
Theralite
Horsehood
Teedle
Highbinder
Amelus

Overbashfulness

Copyright null 2020

Virtual Size

0x8d

Ox44de

0x67

0x44e0

0x44cb

0xb54

Raw Size

Xored PE
0x200 False
0x200 False
0x200 False
0x200 False
0x200 False
0xc00 False

Import
RegOpenKeyExW

ZLIB Complexity
0.287109375

0.26953125

0.220703125

0.283203125

0.236328125

0.812174479167

File Type

data

data

data

data

data

data

Entropy
2.19149920646

1.9352331921

1.56371286481

2.00296171383

1.65255785142

6.66541317296

Characteristics

IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_CNT_UNINITIALIZED
_DATA, IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_CNT_UNINITIALIZED
_DATA,
IMAGE_SCN_MEM_DISCARDABL
E, IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_DISCARDABL
E, IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA,
IMAGE_SCN_MEM_DISCARDABL
E, IMAGE_SCN_MEM_READ

CloseHandle, VirtualProtect, ReleaseMutex, GetProcAddress, IsDebuggerPresent, MultiByteTowWideChar,
GetCurrentProcessld, WaitForSingleObject, GetModuleHandleW, QueryPerformanceCounter, GetCurrentThreadld,
CreateMutexW, GetModuleFileNameA, IsProcessorFeaturePresent, WideCharToMultiByte

LoadPerfCounterTextStringsW

NPGetReconnectFlags

RasSrvEnumConnections

CPHashData
DlICanUnloadNow
PostMessageW
DlIGetClassObject

Ordinal

© 00 N o o B~ W N

NN N NN RNNNE B B B R R s e
© ® N o OB W N B O © ©® N o O~ W N P O

Address
0x4012cc
0x4013d7
0x40147a
0x401a6f
0x401c6e
0x401cd6
0x401d1d
0x401db2
0x401eda
0x401f4d
0x402303
0x402a96
0x402b8c
0x402e01
0x402e46
0x4033a8
0x4035bc
0x40380a
0x403b4e
0x403ddc
0x403f87
0x404322
0x404546
0x404656
0x404685
0x404d55
0x404ff8
0x405301
0x4058cc
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Name
Showboard
Subpatron
Boleite
Dronishly
Clavellated
Slinkily
Hellhole
Cutwork
Afterhend
Succursal
Iridodiagnosis
Somnambulator
Forlet
Eupepsia
Micrurus
Unmounting
Municipalizer
Phengitical
Pyroterebic
Oscillometer
Overglorious
Stabilize
Pandoridae
Myriarchy
Entrain
Sorceress
DlICanUnloadNow
Amphisbaenidae
Tizzy
Gradualistic
Studwork
Batino
Woodworker
Preoccur

DlIGetClassObject

Network Behavior

Network Port Distribution

TCP Packets

Timestamp

Dec 15, 2020 08:05:14.139945030 CET

Copyright null 2020

Ordinal
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64

Total Packets: 116

® 53 (DNS)
@ 443 (HTTPS)

Source Port Dest Port Source IP

49742 443 192.168.2.5

Address

0x405906
0x405af0

0x405bf6

0x40611f
0x4061c4
0x406447
0x406694
0x406763
0x4067cl
0x406ad4
0x407046
0x4070b5
0x4072ed
0x407337
0x407583
0x4077f8

0x407814
0x408200
0x4083e5
0x408677
0x4088ff

0x408bcd
0x408e8b
0x409147
0x409308
0x40944d
0x40c820
0x4095eb
0x409672
0x409704
0x40975f
0x409b86
0x409d0b
0x409e63
0x40c830

Dest IP
151.101.1.44
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Timestamp Source Port Dest Port Source IP Dest IP

Dec 15, 2020 08:05:14.142003059 CET 49743 443 192.168.2.5 151.101.1.44
Dec 15, 2020 08:05:14.142075062 CET 49744 443 192.168.2.5 151.101.1.44
Dec 15, 2020 08:05:14.142108917 CET 49745 443 192.168.2.5 151.101.1.44
Dec 15, 2020 08:05:14.142165899 CET 49746 443 192.168.2.5 151.101.1.44
Dec 15, 2020 08:05:14.142210960 CET 49747 443 192.168.2.5 151.101.1.44
Dec 15, 2020 08:05:14.159244061 CET 443 49742 151.101.1.44 192.168.2.5
Dec 15, 2020 08:05:14.159395933 CET 49742 443 192.168.2.5 151.101.1.44
Dec 15, 2020 08:05:14.161252975 CET 443 49743 151.101.1.44 192.168.2.5
Dec 15, 2020 08:05:14.161284924 CET 443 49745 151.101.1.44 192.168.2.5
Dec 15, 2020 08:05:14.161309004 CET 443 49744 151.101.1.44 192.168.2.5
Dec 15, 2020 08:05:14.161335945 CET 443 49746 151.101.1.44 192.168.2.5
Dec 15, 2020 08:05:14.161362886 CET 443 49747 151.101.1.44 192.168.2.5
Dec 15, 2020 08:05:14.161418915 CET 49743 443 192.168.2.5 151.101.1.44
Dec 15, 2020 08:05:14.161449909 CET 49745 443 192.168.2.5 151.101.1.44
Dec 15, 2020 08:05:14.161489010 CET 49747 443 192.168.2.5 151.101.1.44
Dec 15, 2020 08:05:14.161494970 CET 49746 443 192.168.2.5 151.101.1.44
Dec 15, 2020 08:05:14.161731005 CET 49744 443 192.168.2.5 151.101.1.44
Dec 15, 2020 08:05:14.174519062 CET 49742 443 192.168.2.5 151.101.1.44
Dec 15, 2020 08:05:14.177025080 CET 49747 443 192.168.2.5 151.101.1.44
Dec 15, 2020 08:05:14.177571058 CET 49743 443 192.168.2.5 151.101.1.44
Dec 15, 2020 08:05:14.177752972 CET 49745 443 192.168.2.5 151.101.1.44
Dec 15, 2020 08:05:14.177963018 CET 49746 443 192.168.2.5 151.101.1.44
Dec 15, 2020 08:05:14.178885937 CET 49744 443 192.168.2.5 151.101.1.44
Dec 15, 2020 08:05:14.193764925 CET 443 49742 151.101.1.44 192.168.2.5
Dec 15, 2020 08:05:14.194737911 CET 443 49742 151.101.1.44 192.168.2.5
Dec 15, 2020 08:05:14.194782972 CET 443 49742 151.101.1.44 192.168.2.5
Dec 15, 2020 08:05:14.194814920 CET 443 49742 151.101.1.44 192.168.2.5
Dec 15, 2020 08:05:14.194880962 CET 49742 443 192.168.2.5 151.101.1.44
Dec 15, 2020 08:05:14.194926977 CET 49742 443 192.168.2.5 151.101.1.44
Dec 15, 2020 08:05:14.196157932 CET 443 49747 151.101.1.44 192.168.2.5
Dec 15, 2020 08:05:14.196777105 CET 443 49743 151.101.1.44 192.168.2.5
Dec 15, 2020 08:05:14.196808100 CET 443 49745 151.101.1.44 192.168.2.5
Dec 15, 2020 08:05:14.197117090 CET 443 49746 151.101.1.44 192.168.2.5
Dec 15, 2020 08:05:14.197551012 CET 443 49747 151.101.1.44 192.168.2.5
Dec 15, 2020 08:05:14.197592020 CET 443 49747 151.101.1.44 192.168.2.5
Dec 15, 2020 08:05:14.197638035 CET 49747 443 192.168.2.5 151.101.1.44
Dec 15, 2020 08:05:14.197638988 CET 443 49747 151.101.1.44 192.168.2.5
Dec 15, 2020 08:05:14.197670937 CET 49747 443 192.168.2.5 151.101.1.44
Dec 15, 2020 08:05:14.197684050 CET 49747 443 192.168.2.5 151.101.1.44
Dec 15, 2020 08:05:14.197782993 CET 443 49743 151.101.1.44 192.168.2.5
Dec 15, 2020 08:05:14.197839975 CET 443 49743 151.101.1.44 192.168.2.5
Dec 15, 2020 08:05:14.197876930 CET 49743 443 192.168.2.5 151.101.1.44
Dec 15, 2020 08:05:14.197922945 CET 49743 443 192.168.2.5 151.101.1.44
Dec 15, 2020 08:05:14.197936058 CET 443 49743 151.101.1.44 192.168.2.5
Dec 15, 2020 08:05:14.197978020 CET 443 49745 151.101.1.44 192.168.2.5
Dec 15, 2020 08:05:14.198015928 CET 443 49745 151.101.1.44 192.168.2.5
Dec 15, 2020 08:05:14.198019028 CET 49743 443 192.168.2.5 151.101.1.44
Dec 15, 2020 08:05:14.198050976 CET 443 49745 151.101.1.44 192.168.2.5
Dec 15, 2020 08:05:14.198054075 CET 49745 443 192.168.2.5 151.101.1.44
Dec 15, 2020 08:05:14.198067904 CET 49745 443 192.168.2.5 151.101.1.44
Dec 15, 2020 08:05:14.198076963 CET 443 49744 151.101.1.44 192.168.2.5
Dec 15, 2020 08:05:14.198103905 CET 49745 443 192.168.2.5 151.101.1.44
Dec 15, 2020 08:05:14.198390007 CET 443 49746 151.101.1.44 192.168.2.5
Dec 15, 2020 08:05:14.198446035 CET 443 49746 151.101.1.44 192.168.2.5
Dec 15, 2020 08:05:14.198477983 CET 443 49746 151.101.1.44 192.168.2.5
Dec 15, 2020 08:05:14.198479891 CET 49746 443 192.168.2.5 151.101.1.44
Dec 15, 2020 08:05:14.198517084 CET 49746 443 192.168.2.5 151.101.1.44
Dec 15, 2020 08:05:14.198523998 CET 49746 443 192.168.2.5 151.101.1.44
Dec 15, 2020 08:05:14.199029922 CET 443 49744 151.101.1.44 192.168.2.5
Dec 15, 2020 08:05:14.199073076 CET 443 49744 151.101.1.44 192.168.2.5
Dec 15, 2020 08:05:14.199105024 CET 443 49744 151.101.1.44 192.168.2.5
Dec 15, 2020 08:05:14.199131966 CET 49744 443 192.168.2.5 151.101.1.44
Dec 15, 2020 08:05:14.199145079 CET 49744 443 192.168.2.5 151.101.1.44
Dec 15, 2020 08:05:14.199150085 CET 49744 443 192.168.2.5 151.101.1.44
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Timestamp Source Port Dest Port Source IP Dest IP

Dec 15, 2020 08:05:14.222639084 CET 49745 443 192.168.2.5 151.101.1.44
Dec 15, 2020 08:05:14.229216099 CET 49743 443 192.168.2.5 151.101.1.44
Dec 15, 2020 08:05:14.242024899 CET 443 49745 151.101.1.44 192.168.2.5

Dec 15, 2020 08:05:14.242106915 CET 49745 443 192.168.2.5 151.101.1.44
Dec 15, 2020 08:05:14.248631954 CET 443 49743 151.101.1.44 192.168.2.5

Dec 15, 2020 08:05:14.248722076 CET 49743 443 192.168.2.5 151.101.1.44
Dec 15, 2020 08:05:14.257539988 CET 49745 443 192.168.2.5 151.101.1.44
Dec 15, 2020 08:05:14.261801958 CET 49745 443 192.168.2.5 151.101.1.44
Dec 15, 2020 08:05:14.261925936 CET 49745 443 192.168.2.5 151.101.1.44
Dec 15, 2020 08:05:14.262032032 CET 49745 443 192.168.2.5 151.101.1.44
Dec 15, 2020 08:05:14.262135029 CET 49745 443 192.168.2.5 151.101.1.44
Dec 15, 2020 08:05:14.262234926 CET 49745 443 192.168.2.5 151.101.1.44
Dec 15, 2020 08:05:14.262335062 CET 49745 443 192.168.2.5 151.101.1.44
Dec 15, 2020 08:05:14.262491941 CET 49745 443 192.168.2.5 151.101.1.44
Dec 15, 2020 08:05:14.262540102 CET 49745 443 192.168.2.5 151.101.1.44
Dec 15, 2020 08:05:14.262641907 CET 49745 443 192.168.2.5 151.101.1.44
Dec 15, 2020 08:05:14.262859106 CET 49743 443 192.168.2.5 151.101.1.44
Dec 15, 2020 08:05:14.269421101 CET 49744 443 192.168.2.5 151.101.1.44
Dec 15, 2020 08:05:14.270134926 CET 49747 443 192.168.2.5 151.101.1.44
Dec 15, 2020 08:05:14.270483971 CET 49747 443 192.168.2.5 151.101.1.44
Dec 15, 2020 08:05:14.273422956 CET 49744 443 192.168.2.5 151.101.1.44
Dec 15, 2020 08:05:14.275629044 CET 49746 443 192.168.2.5 151.101.1.44
Dec 15, 2020 08:05:14.275784969 CET 49742 443 192.168.2.5 151.101.1.44
Dec 15, 2020 08:05:14.276206970 CET 49746 443 192.168.2.5 151.101.1.44
Dec 15, 2020 08:05:14.276287079 CET 49742 443 192.168.2.5 151.101.1.44
Dec 15, 2020 08:05:14.276777029 CET 443 49745 151.101.1.44 192.168.2.5

Dec 15, 2020 08:05:14.276875019 CET 49745 443 192.168.2.5 151.101.1.44
Dec 15, 2020 08:05:14.277785063 CET 49745 443 192.168.2.5 151.101.1.44
Dec 15, 2020 08:05:14.281071901 CET 443 49745 151.101.1.44 192.168.2.5

Dec 15, 2020 08:05:14.281461954 CET 443 49745 151.101.1.44 192.168.2.5

Dec 15, 2020 08:05:14.281507015 CET 443 49745 151.101.1.44 192.168.2.5

Dec 15, 2020 08:05:14.281549931 CET 443 49745 151.101.1.44 192.168.2.5

Dec 15, 2020 08:05:14.281586885 CET 49745 443 192.168.2.5 151.101.1.44
Dec 15, 2020 08:05:14.281598091 CET 443 49745 151.101.1.44 192.168.2.5

Dec 15, 2020 08:05:14.281631947 CET 49745 443 192.168.2.5 151.101.1.44

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP
Dec 15, 2020 08:04:59.197457075 CET 55161 53 192.168.2.5 8.8.8.8
Dec 15, 2020 08:04:59.222115040 CET 53 55161 8.8.8.8 192.168.2.5
Dec 15, 2020 08:05:06.363739967 CET 54757 53 192.168.2.5 8.8.8.8
Dec 15, 2020 08:05:06.396306992 CET 53 54757 8.8.8.8 192.168.2.5
Dec 15, 2020 08:05:07.896959066 CET 49992 53 192.168.2.5 8.8.8.8
Dec 15, 2020 08:05:07.937046051 CET 53 49992 8.8.8.8 192.168.2.5
Dec 15, 2020 08:05:08.104702950 CET 60075 53 192.168.2.5 8.8.8.8
Dec 15, 2020 08:05:08.128947020 CET 53 60075 8.8.8.8 192.168.2.5
Dec 15, 2020 08:05:08.390064955 CET 55016 53 192.168.2.5 8.8.8.8
Dec 15, 2020 08:05:08.406310081 CET 64345 53 192.168.2.5 8.8.8.8
Dec 15, 2020 08:05:08.414616108 CET 53 55016 8.8.8.8 192.168.2.5
Dec 15, 2020 08:05:08.440409899 CET 53 64345 8.8.8.8 192.168.2.5
Dec 15, 2020 08:05:09.967433929 CET 57128 53 192.168.2.5 8.8.8.8
Dec 15, 2020 08:05:10.008081913 CET 53 57128 8.8.8.8 192.168.2.5
Dec 15, 2020 08:05:10.341219902 CET 54791 53 192.168.2.5 8.8.8.8
Dec 15, 2020 08:05:10.380948067 CET 53 54791 8.8.8.8 192.168.2.5
Dec 15, 2020 08:05:11.435864925 CET 50463 53 192.168.2.5 8.8.8.8
Dec 15, 2020 08:05:11.483303070 CET 53 50463 8.8.8.8 192.168.2.5
Dec 15, 2020 08:05:12.324146986 CET 50394 53 192.168.2.5 8.8.8.8
Dec 15, 2020 08:05:12.364669085 CET 53 50394 8.8.8.8 192.168.2.5
Dec 15, 2020 08:05:12.396560907 CET 58530 53 192.168.2.5 8.8.8.8
Dec 15, 2020 08:05:12.439841032 CET 53 58530 8.8.8.8 192.168.2.5
Dec 15, 2020 08:05:12.880245924 CET 53813 53 192.168.2.5 8.8.8.8
Dec 15, 2020 08:05:12.914601088 CET 53 53813 8.8.8.8 192.168.2.5
Dec 15, 2020 08:05:13.285064936 CET 63732 53 192.168.2.5 8.8.8.8
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Timestamp Source Port Dest Port Source IP Dest IP

Dec 15, 2020 08:05:13.312372923 CET 53 63732 8.8.8.8 192.168.2.5
Dec 15, 2020 08:05:14.099746943 CET 57344 53 192.168.2.5 8.8.8.8
Dec 15, 2020 08:05:14.133708954 CET 53 57344 8.8.8.8 192.168.2.5
Dec 15, 2020 08:05:24.350373030 CET 54450 53 192.168.2.5 8.8.8.8
Dec 15, 2020 08:05:24.383271933 CET 53 54450 8.8.8.8 192.168.2.5
Dec 15, 2020 08:05:24.707604885 CET 59261 53 192.168.2.5 8.8.8.8
Dec 15, 2020 08:05:24.734826088 CET 53 59261 8.8.8.8 192.168.2.5
Dec 15, 2020 08:05:25.948318005 CET 57151 53 192.168.2.5 8.8.8.8
Dec 15, 2020 08:05:25.983287096 CET 53 57151 8.8.8.8 192.168.2.5
Dec 15, 2020 08:05:27.379712105 CET 59413 53 192.168.2.5 8.8.8.8
Dec 15, 2020 08:05:27.422482967 CET 53 59413 8.8.8.8 192.168.2.5
Dec 15, 2020 08:05:36.318396091 CET 60516 53 192.168.2.5 8.8.8.8
Dec 15, 2020 08:05:36.343147039 CET 53 60516 8.8.8.8 192.168.2.5
Dec 15, 2020 08:05:37.333986998 CET 60516 53 192.168.2.5 8.8.8.8
Dec 15, 2020 08:05:37.358257055 CET 53 60516 8.8.8.8 192.168.2.5
Dec 15, 2020 08:05:37.770169020 CET 51649 53 192.168.2.5 8.8.8.8
Dec 15, 2020 08:05:37.805612087 CET 53 51649 8.8.8.8 192.168.2.5
Dec 15, 2020 08:05:38.344109058 CET 60516 53 192.168.2.5 8.8.8.8
Dec 15, 2020 08:05:38.368474960 CET 53 60516 8.8.8.8 192.168.2.5
Dec 15, 2020 08:05:38.781114101 CET 51649 53 192.168.2.5 8.8.8.8
Dec 15, 2020 08:05:38.805721998 CET 53 51649 8.8.8.8 192.168.2.5
Dec 15, 2020 08:05:39.796658993 CET 51649 53 192.168.2.5 8.8.8.8
Dec 15, 2020 08:05:39.821312904 CET 53 51649 8.8.8.8 192.168.2.5
Dec 15, 2020 08:05:40.343414068 CET 60516 53 192.168.2.5 8.8.8.8
Dec 15, 2020 08:05:40.376193047 CET 53 60516 8.8.8.8 192.168.2.5
Dec 15, 2020 08:05:41.803203106 CET 51649 53 192.168.2.5 8.8.8.8
Dec 15, 2020 08:05:41.827723026 CET 53 51649 8.8.8.8 192.168.2.5
Dec 15, 2020 08:05:44.355298996 CET 60516 53 192.168.2.5 8.8.8.8
Dec 15, 2020 08:05:44.388187885 CET 53 60516 8.8.8.8 192.168.2.5
Dec 15, 2020 08:05:45.807468891 CET 51649 53 192.168.2.5 8.8.8.8
Dec 15, 2020 08:05:45.840408087 CET 53 51649 8.8.8.8 192.168.2.5
Dec 15, 2020 08:05:47.990803957 CET 65086 53 192.168.2.5 8.8.8.8
Dec 15, 2020 08:05:48.036978960 CET 53 65086 8.8.8.8 192.168.2.5
Dec 15, 2020 08:05:48.975291014 CET 56432 53 192.168.2.5 8.8.8.8
Dec 15, 2020 08:05:49.002808094 CET 53 56432 8.8.8.8 192.168.2.5
Dec 15, 2020 08:05:49.150758028 CET 52929 53 192.168.2.5 8.8.8.8
Dec 15, 2020 08:05:49.196538925 CET 53 52929 8.8.8.8 192.168.2.5
Dec 15, 2020 08:05:51.091572046 CET 64317 53 192.168.2.5 8.8.8.8
Dec 15, 2020 08:05:51.115989923 CET 53 64317 8.8.8.8 192.168.2.5
Dec 15, 2020 08:05:55.721534014 CET 61004 53 192.168.2.5 8.8.8.8
Dec 15, 2020 08:05:55.756670952 CET 53 61004 8.8.8.8 192.168.2.5
Dec 15, 2020 08:06:04.003635883 CET 56895 53 192.168.2.5 8.8.8.8
Dec 15, 2020 08:06:04.040821075 CET 53 56895 8.8.8.8 192.168.2.5
Dec 15, 2020 08:06:12.066328049 CET 62372 53 192.168.2.5 8.8.8.8
Dec 15, 2020 08:06:12.099014044 CET 53 62372 8.8.8.8 192.168.2.5
Dec 15, 2020 08:06:17.695101976 CET 61515 53 192.168.2.5 8.8.8.8
Dec 15, 2020 08:06:17.730439901 CET 53 61515 8.8.8.8 192.168.2.5
Dec 15, 2020 08:06:18.700413942 CET 61515 53 192.168.2.5 8.8.8.8
Dec 15, 2020 08:06:18.727737904 CET 53 61515 8.8.8.8 192.168.2.5
Dec 15, 2020 08:06:19.699363947 CET 61515 53 192.168.2.5 8.8.8.8
Dec 15, 2020 08:06:19.726741076 CET 53 61515 8.8.8.8 192.168.2.5
Dec 15, 2020 08:06:21.717113018 CET 61515 53 192.168.2.5 8.8.8.8
Dec 15, 2020 08:06:21.744676113 CET 53 61515 8.8.8.8 192.168.2.5
Dec 15, 2020 08:06:25.715962887 CET 61515 53 192.168.2.5 8.8.8.8
Dec 15, 2020 08:06:25.743566990 CET 53 61515 8.8.8.8 192.168.2.5
Dec 15, 2020 08:06:44.708986998 CET 56675 53 192.168.2.5 8.8.8.8
Dec 15, 2020 08:06:44.736408949 CET 53 56675 8.8.8.8 192.168.2.5
Dec 15, 2020 08:06:45.049645901 CET 57172 53 192.168.2.5 8.8.8.8
Dec 15, 2020 08:06:45.090816021 CET 53 57172 8.8.8.8 192.168.2.5
Dec 15, 2020 08:07:38.863322020 CET 55267 53 192.168.2.5 8.8.8.8
Dec 15, 2020 08:07:38.899342060 CET 53 55267 8.8.8.8 192.168.2.5
Dec 15, 2020 08:07:39.434606075 CET 50969 53 192.168.2.5 8.8.8.8
Dec 15, 2020 08:07:39.467514038 CET 53 50969 8.8.8.8 192.168.2.5
Dec 15, 2020 08:07:40.121335030 CET 64362 53 192.168.2.5 8.8.8.8
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Timestamp

Dec 15, 2020 08:07:40.145867109 CET
Dec 15, 2020 08:07:40.573577881 CET
Dec 15, 2020 08:07:40.606950045 CET
Dec 15, 2020 08:07:41.154301882 CET
Dec 15, 2020 08:07:41.190156937 CET
Dec 15, 2020 08:07:41.974993944 CET
Dec 15, 2020 08:07:41.999238968 CET
Dec 15, 2020 08:07:42.562088966 CET
Dec 15, 2020 08:07:42.594902992 CET
Dec 15, 2020 08:07:43.449856997 CET
Dec 15, 2020 08:07:43.486000061 CET
Dec 15, 2020 08:07:44.454155922 CET
Dec 15, 2020 08:07:44.487550020 CET
Dec 15, 2020 08:07:45.034110069 CET
Dec 15, 2020 08:07:45.066963911 CET
Dec 15, 2020 08:08:12.279288054 CET
Dec 15, 2020 08:08:12.312166929 CET
Dec 15, 2020 08:08:33.528208971 CET
Dec 15, 2020 08:08:33.574223995 CET

DNS Queries

Timestamp

Dec 15, 2020 08:05:08.104702950 CET
Dec 15, 2020 08:05:09.967433929 CET
Dec 15, 2020 08:05:10.341219902 CET
Dec 15, 2020 08:05:12.324146986 CET
Dec 15, 2020 08:05:12.396560907 CET
Dec 15, 2020 08:05:12.880245924 CET
Dec 15, 2020 08:05:13.285064936 CET
Dec 15, 2020 08:05:14.099746943 CET
Dec 15, 2020 08:05:47.990803957 CET

Dec 15, 2020 08:08:12.279288054 CET

DNS Answers

Timestamp Source IP Dest IP

Dec 15, 2020 8.8.8.8 192.168.2.5

08:05:08.128947020
CET

Dec 15, 2020 8.8.8.8 192.168.2.5

08:05:10.008081913
CET

Dec 15, 2020 8.8.8.8 192.168.2.5

08:05:10.380948067
CET

Dec 15, 2020 8.8.8.8 192.168.2.5

08:05:12.364669085
CET

Dec 15, 2020 8.8.8.8 192.168.2.5

08:05:12.439841032
CET

Dec 15, 2020 8.8.8.8 192.168.2.5

08:05:12.914601088
CET

Dec 15, 2020 8.8.8.8 192.168.2.5

08:05:13.312372923
CET

Dec 15, 2020 8.8.8.8 192.168.2.5

08:05:13.312372923
CET

Copyright null 2020

Source IP

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

Trans ID

Oxe6a3

0x92a7

0x889

Oxa7al

0x49a2

Oxc6a0

0x9099

0x9099

Source Port
53
54766
53
61446
53
57515
53
58199
53
65221
53
61573
53
56562
53
53591
53
59688
53

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Dest Port
64362
53
54766
53
61446
53
57515
53
58199
53
65221
53
61573
53
56562
53
53591
53
59688

Trans ID

Oxe6a3

0x92a7

0x889

Oxa7al

0x49a2

Oxc6a0

0x9099

0x4651

Oxccdf

0x9c8c

Name

www.msn.com

web.vortex
.data.msn.com

contextual
.media.net

Ig3.media.net

hblg.media.net

cvision.me

dia.net

srth.msn.com

www.msn.com

Source IP
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8

OP Code
Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

CName

Name

www.msn.com

web.vortex
.data.msn.com

contextual
.media.net

Ig3.media.net
hblg.media.net
cvision.media.net
srth.msn.com
img.img-ta

boola.com

ocsp.scalb
.amazontrust.com

gstatici.com

Address

www-msn-com.a-0003.a-

msedge.net

web.vortex.data.microsoft

.com

104.84.56.24

104.84.56.24

104.84.56.24

cvision.media.net.edgeke

y.net

www.msn.com

www-msn-com.a-0003.a-

msedge.net

Dest IP
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Type
CNAME
(Canonical
name)
CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)
CNAME

(Canonical
name)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP Dest IP

Dec 15, 2020 8.8.8.8 192.168.2.5
08:05:14.133708954
CET

Dec 15, 2020 8.8.8.8 192.168.2.5
08:05:14.133708954
CET

Dec 15, 2020 8.8.8.8 192.168.2.5
08:05:14.133708954
CET

Dec 15, 2020 8.8.8.8 192.168.2.5
08:05:14.133708954
CET

Dec 15, 2020 8.8.8.8 192.168.2.5
08:05:14.133708954
CET

Dec 15, 2020 8.8.8.8 192.168.2.5
08:05:48.036978960
CET

Dec 15, 2020 8.8.8.8 192.168.2.5
08:05:48.036978960
CET

Dec 15, 2020 8.8.8.8 192.168.2.5
08:05:48.036978960
CET

Dec 15, 2020 8.8.8.8 192.168.2.5
08:05:48.036978960
CET

Dec 15, 2020 8.8.8.8 192.168.2.5
08:08:12.312166929
CET

Dec 15, 2020 8.8.8.8 192.168.2.5
08:08:12.312166929
CET

HTTP Request Dependency Graph

e ocsp.scalb.amazontrust.com

HTTP Packets

Trans ID

0x4651

0x4651

0x4651

0x4651

0x4651

Oxccdf

Oxccdf

Oxccdf

Oxccdf

0x9c8c

0x9c8c

Session ID Source IP Source Port

0 192.168.2.5 49756

kBytes

Timestamp transferred Direction

Dec 15, 2020 2104 ouT

08:05:48.069366932 CET

Dec 15, 2020 2137 IN
08:05:48.612848997 CET

HTTPS Packets

Copyright null 2020

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name

img.img-ta
boola.com

tls13.tabo
ola.map.fa
stly.net

tls13.tabo
ola.map.fa
stly.net

tls13.tabo
ola.map.fa
stly.net

tls13.tabo
ola.map.fa
stly.net

ocsp.scalb
.amazontru
st.com

ocsp.scalb
.amazontru
st.com

ocsp.scalb
.amazontru
st.com

ocsp.scalb
.amazontru
st.com

gstatici.com

gstatici.com

CName Address Type

tls13.taboola.map.fastly.n CNAME

et (Canonical
name)

151.101.1.44 A (IP address)

151.101.65.44 A (IP address)

151.101.129.44 A (IP address)

151.101.193.44 A (IP address)

65.9.70.182 A (IP address)
65.9.70.13 A (IP address)
65.9.70.177 A (IP address)
65.9.70.113 A (IP address)

195.110.58.176 A (IP address)

109.248.203.145 A (IP address)

Destination IP Destination Port Process

65.9.70.182 80

Data

C:\Program Files (x86)\Internet Explorer\iexplore.exe

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

GET /images/_2BGeSkvWMHh/BUynXFplFo3/59SKHcOFAIUbbS/AAtvmEP6bSxngBIQXxSpAg/spVOJE6SRSYYM_2B
/1kssSPGZE9BGerK/aySQiowSzRMTuPb2VY/iGbL_2FuQ/klutS_2BJ_2FiHpi94I1Z/RSri6_2BCOCK8ZJ8hbjly5F
3ZxB7PT1kx7tzJMiZB9/E_2Bs_2BXabKH/oLNRmzX7_2BipXb_2B/zagb.avi HTTP/1.1
Accept: text/html, application/xhtml+xml, image/jxr, */*

Accept-Language: en-US
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate
Host: ocsp.scalb.amazontrust.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Content-Type: application/ocsp-response

Content-Length: 5
Connection: keep-alive
Accept-Ranges: bytes

Cache-Control: public, max-age=300

Date: Tue, 15 Dec 2020 07:05:48 GMT

ETag: "5f46cfbf-5"

Last-Modified: Wed, 26 Aug 2020 21:10:23 GMT

Server: nginx

X-Cache: Miss from cloudfront
Via: 1.1 ab402055ebb78b405a698ff055138d0c.cloudfront.net (CloudFront)
X-Amz-Cf-Pop: FRA56-C1
X-Amz-Cf-Id: Ge_V2Gmzwp100hrYxm-B74pQ9CXwjMwOiWtBBPHhWRjODMuP1Vn2ZQ==
Data Raw: 30 03 Oa 01 06

Data Ascii: 0
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Source

Timestamp Source IP Port

Dec 15, 2020
08:05:14.194814920
CET

151.101.1.44 443

Dec 15, 2020
08:05:14.197638988
CET

151.101.1.44 443

Dec 15, 2020
08:05:14.197936058
CET

151.101.1.44 443

Dec 15, 2020 151.101.1.44 443
08:05:14.198050976

CET

Dec 15, 2020
08:05:14.198477983
CET

151.101.1.44 443

Copyright null 2020

Dest

Dest IP Port

192.168.2.5 49742

192.168.2.5 49747

192.168.2.5 49743

192.168.2.5 49745

192.168.2.5 49746

Subject

CN=*.taboola.com,
O="Taboola, Inc", L=New
York, ST=New York, C=US
CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=*.taboola.com,
O="Taboola, Inc", L=New
York, ST=New York, C=US
CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=*.taboola.com,
O="Taboola, Inc", L=New
York, ST=New York, C=US
CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=*.taboola.com,
O="Taboola, Inc", L=New
York, ST=New York, C=US
CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=*.taboola.com,
O="Taboola, Inc", L=New
York, ST=New York, C=US
CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

Issuer

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US
CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US
CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US
CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US
CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US
CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

Not
Before

Wed
Nov 25
01:00:00
CET
2020
Thu Sep
24
02:00:00
CEST
2020

Thu Sep
24
02:00:00
CEST
2020

Wed
Nov 25
01:00:00
CET
2020
Thu Sep
24
02:00:00
CEST
2020

Thu Sep
24
02:00:00
CEST
2020

Wed
Nov 25
01:00:00
CET
2020
Thu Sep
24
02:00:00
CEST
2020

Thu Sep
24
02:00:00
CEST
2020

Wed
Nov 25
01:00:00
CET
2020
Thu Sep
24
02:00:00
CEST
2020

Thu Sep
24
02:00:00
CEST
2020

Wed
Nov 25
01:00:00
CET
2020
Thu Sep
24
02:00:00
CEST
2020

Thu Sep
24
02:00:00
CEST
2020

Not
After

Mon

Dec 27
00:59:59
CET
2021
Tue Sep
24
01:59:59
CEST
2030

Tue Sep
24
01:59:59
CEST
2030

Mon

Dec 27
00:59:59
CET
2021
Tue Sep
24
01:59:59
CEST
2030

Tue Sep
24
01:59:59
CEST
2030

Mon

Dec 27
00:59:59
CET
2021
Tue Sep
24
01:59:59
CEST
2030

Tue Sep
24
01:59:59
CEST
2030

Mon

Dec 27
00:59:59
CET
2021
Tue Sep
24
01:59:59
CEST
2030

Tue Sep
24
01:59:59
CEST
2030

Mon

Dec 27
00:59:59
CET
2021
Tue Sep
24
01:59:59
CEST
2030

Tue Sep
24
01:59:59
CEST
2030

JA3 SSL Client
Fingerprint

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

JA3 SSL Client Digest

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c

9e10692f1b7f78228b2d4e
424db3a98c
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Source Dest
Timestamp Source IP Port Dest IP Port  Subject
Dec 15, 2020 151.101.1.44 443 192.168.2.5 49744 CN=*.taboola.com,

08:05:14.199105024
CET

O="Taboola, Inc", L=New
York, ST=New York, C=US
CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US

Code Manipulations

Statistics

Behavior

)

Issuer

CN=DigiCert TLS RSA
SHA256 2020 CAL,
O=DigiCert Inc, C=US
CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

CN=DigiCert Global Root
CA,
OU=www.digicert.com,
O=DigiCert Inc, C=US

@ loaddlI32.exe
® regsvr32.exe
@ cmd.exe

@ iexplore.exe
@ iexplore.exe
@ iexplore.exe
@ iexplore.exe

Click to jump to process

System Behavior

Not
Before

Wed
Nov 25
01:00:00
CET
2020
Thu Sep
24
02:00:00
CEST
2020

Thu Sep
24
02:00:00
CEST
2020

Not
After

Mon
Dec 27
00:59:59
CET
2021
Tue Sep
24
01:59:59
CEST
2030

Tue Sep
24
01:59:59
CEST
2030

JA3 SSL Client
Fingerprint

771,49196-49195-
49200-49199-
49188-49187-
49192-49191-
49162-49161-
49172-49171-157-
156-61-60-53-47-
10,0-10-11-13-35-
16-23-24-
65281,29-23-24,0

JA3 SSL Client Digest

9e10692f1b7f78228b2d4e
424db3a98c

Analysis Process

: loaddll32.exe PID: 5384 Parent PID: 5536

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator privileges:

Programmed in:

Reputation:

Copyright null 2020

08:05:03
15/12/2020

C:\Windows\System32\loaddlI32.exe

true

loaddlI32.exe 'C:\Users\user\Desktop\statis1c.dll'

0x12d0000
120832 bytes

2D39D4DFDE8F7151723794029AB8A034

true
true
C, C++ or other language

moderate
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File Activities

Source
File Path Access Attributes Options Completion Count Address Symbol

Analysis Process: regsvr32.exe PID: 5664 Parent PID: 5384

General

Start time: 08:05:03

Start date: 15/12/2020

Path: C:\Windows\SysWOW64\regsvr32.exe
Wow64 process (32bit): true

Commandline: regsvr32.exe /s C:\Users\user\Desktop\statis1c.dll
Imagebase: 0x1130000

File size: 20992 bytes

MDS5 hash: 426E7499F6A7346F0410DEAD0O805586B
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000001.00000003.270922495.0000000005648000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000001.00000003.270853129.0000000005648000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000001.00000003.270899623.0000000005648000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000001.00000003.270776978.0000000005648000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000001.00000003.270748296.0000000005648000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000001.00000002.603390107.0000000005648000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000001.00000003.270930873.0000000005648000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000001.00000003.270911726.0000000005648000.00000004.00000040.sdmp, Author:
Joe Security

e Rule: JoeSecurity_Ursnif, Description: Yara detected Ursnif, Source:
00000001.00000003.270883574.0000000005648000.00000004.00000040.sdmp, Author:
Joe Security

Reputation: high

File Activities

Source
File Path Offset Length Completion Count Address Symbol
Analysis Process: cmd.exe PID: 5504 Parent PID: 5384
General
Start time: 08:05:04
Start date: 15/12/2020
Path: C:\Windows\SysWOW64\cmd.exe
Wow64 process (32bit): true
Commandline: C:\Windows\system32\cmd.exe /c 'C:\Program Files\Internet Exploreniexplore.exe'
Imagebase: 0x150000
File size: 232960 bytes
MDS5 hash: F3BDBE3BB6F734E357235F4D5898582D
Has elevated privileges: true
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Has administrator privileges: true
Programmed in: C, C++ or other language

Reputation: high

File Activities

Source
File Path Access Attributes Options Completion Count Address Symbol
Analysis Process: iexplore.exe PID: 5300 Parent PID: 5504
General
Start time: 08:05:04
Start date: 15/12/2020
Path: C:\Program Files\internet exploreniexplore.exe
Wow64 process (32bit): false
Commandline: C:\Program Files\Internet Exploreniexplore.exe
Imagebase: 0x7ff7493d0000
File size: 823560 bytes
MDS5 hash: 6465CB92B25A7BC1DF8E01DBAC5E7596
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: high
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Registry Activities
Source
Key Path Name Type Data Completion Count Address Symbol
Source
Key Path Name Type Old Data New Data Completion Count Address Symbol
Analysis Process: iexplore.exe PID: 6068 Parent PID: 5300
General
Start time: 08:05:05
Start date: 15/12/2020
Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe
Wow64 process (32bit): true
Commandline: '‘C:\Program Files (x86)\Internet Explore'\lIEXPLORE.EXE' SCODEF:5300 CREDAT:17410
Iprefetch:2
Imagebase: 0x1d0000
File size: 822536 bytes
MDS5 hash: 071277CC2E3DF41EEEA8013E2AB58D5A
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: high
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File Activities

Source
File Path Access Attributes Options Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Registry Activities
Source
Key Path Name Type Old Data New Data Completion Count Address Symbol
Analysis Process: iexplore.exe PID: 5976 Parent PID: 5300
General
Start time: 08:05:09
Start date: 15/12/2020
Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe
Wow64 process (32bit): true
Commandline: '‘C:\Program Files (x86)\Internet Explore'\lIEXPLORE.EXE' SCODEF:5300 CREDAT:17418
Iprefetch:2
Imagebase: 0x7ff797770000
File size: 822536 bytes
MDS5 hash: 071277CC2E3DF41EEEA8013E2AB58D5A
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: high
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Analysis Process: iexplore.exe PID: 6844 Parent PID: 5300
General
Start time: 08:05:46
Start date: 15/12/2020
Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe
Wow64 process (32bit): true
Commandline: 'C:\Program Files (x86)\Internet Explore'\lIEXPLORE.EXE' SCODEF:5300 CREDAT:82970
Iprefetch:2
Imagebase: 0x1d0000
File size: 822536 bytes
MDS5 hash: 071277CC2E3DF41EEEA8013E2AB58D5A
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: high

Copyright null 2020 Page 64 of 65



File Activities

Source

File Path Access Attributes Options Completion Count Address Symbol
Source

File Path Offset Length Value Ascii Completion Count Address Symbol
Source

File Path Offset Length Completion Count Address Symbol

Disassembly

Code Analysis
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