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General
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General
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General
Stream Path:
General
Stream Path
General
Stream Path:
General
Stream Path:
General
Stream Path:
General
Stream Path:
General

\x5DocumentSummarylinformation, File Type: data, Stream Size: 352
\x5SummaryInformation, File Type: data, Stream Size: 420

1Table, File Type: data, Stream Size: 7035

: Data, File Type: data, Stream Size: 136573

Macros/Her87_tsa69n/\x1CompObj, File Type: data, Stream Size: 97
Macros/Her87_tsa69n/\x3VBFrame, File Type: ASCII text, with CRLF line terminators, Stream Size: 296
Macros/Her87_tsa69n/f, File Type: data, Stream Size: 506
Macros/Her87_tsa69n/i05/\x1CompObj, File Type: data, Stream Size: 112
Macros/Her87_tsa69n/i05/f, File Type: data, Stream Size: 44
Macros/Her87_tsa69n/i05/0, File Type: empty, Stream Size: 0
Macros/Her87_tsa69n/i07/\Ax1CompObj, File Type: data, Stream Size: 112
Macros/Her87_tsa69n/i07/f, File Type: data, Stream Size: 44
Macros/Her87_tsa69n/i07/o, File Type: empty, Stream Size: 0
Macros/Her87_tsa69n/o, File Type: data, Stream Size: 24080

Macros/PROJECT, File Type: ASCII text, with CRLF line terminators, Stream Size: 510
Macros/PROJECTwm, File Type: data, Stream Size: 80
Macros/VBA/_VBA_PROJECT, File Type: data, Stream Size: 14330

Macros/VBA/__SRP_0, File Type: data, Stream Size: 1534

: Macros/VBA/__SRP_1, File Type: data, Stream Size: 106

Macros/VBA/__SRP_2, File Type: data, Stream Size: 304
Macros/VBA/__SRP_3, File Type: data, Stream Size: 103
Macros/VBA/dir, File Type: MIPSEB MIPS-IIl ECOFF executable not stripped - version 72.3, Stream Size: 836

WordDocument, File Type: data, Stream Size: 4096
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General
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Analysis Report COVID-Trial-Application-Frm09874x.docx

Overview
General Information Detection Signatures Classification
Sample COVID-Trial-Application-

Name: Frm09874x.docx Antivirus / Scanner detection for sub...

Analysis ID: 332012 MALICIOUS Multi AV Scanner. detection for subm...

MDS: 0343741d7f92129. Document containsianiembedded VB:..

SHA1L:

5aae176e9i1b983. Document containsiembedded VBA ...
SHA256: 61e5c441089h95. .

Most interesting Screenshot:

Score: 56
Range: 0-100

Whitelisted:  false

Errors Confidence:  100%

£ Corrupt sample or wrongly selected
analyzer.

Startup

= System is w7x64

. WINWORD.EXE (PID: 252 cmdline: 'C:\Program Files\Microsoft Office\Office14\WINWORD.EXE' /Automation -Embedding MD5: 95C38D04597050285A18F66039EDB456)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

No yara matches

Sigma Overview

No Sigma rule has matched

Signature Overview

@ AV Detection
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@ Networking

@ System Summary

@ Hooking and other Techniques for Hiding and Protection

AV Detection:

Click to jump

to signature section

Antivirus | Scanner detection for submitted sample

Multi AV Scanner detection for submitted file

Mitre Att&ck Matrix

Initial
Access Execution Persistence

Valid Scripting Path
Accounts Interception
Default  Scheduled Boot or
Accounts Task/Job Logon
Initialization
Scripts

Behavior Graph

Copyright null 2020

Privilege Defense Credential Lateral
Escalation Evasion Access Discovery Movement
Path Scripting oS File and Remote
Interception Credential Directory Services
Dumping Discovery
Boot or Rootkit LSASS System Remote
Logon Memory Information  Desktop
Initialization Discovery Protocol
Scripts

Collection

Data from
Local
System

Data from
Removable
Media

Exfiltration

Exfiltration
Over Other
Network
Medium

Exfiltration
Over
Bluetooth

Command
and
Control

Ingress
Tool
Transfer

Junk Data

Remote
Network Service
Effects Effects Impact
Eavesdrop on  Remotely Modify
Insecure Track Device System
Network Without Partition
Communication Authorization
Exploit SS7to  Remotely Device
Redirect Phone Wipe Data  Lockout
Calls/SMS Without

Authorization
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Screenshots

Thumbnails

ID:

Sample:
Startdate:

Architecture:

Score:

Hide Legend

Legend:

Behavior Graph ﬂ
332012 k
[ 0:

COVID-Trial-Application-Frm... H

17/12/2020
WINDOWS
56

3

ms
I8
o

)

i
i
=

starte

L@ 2 )

g WINWORD.EXE

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process
Number of created Registry Values
Number of created Files
Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language
Is malicious

Internet

H

e
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/G... UMMBDNE...

CCleaner  DTE;

2
a2
e
]

11:53 PM
/172000 |

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Detection Scanner Label Link

Dropped Files

No Antivirus matches
Unpacked PE Files
No Antivirus matches
Domains

No Antivirus matches

URLs

No Antivirus matches
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https://www.virustotal.com/gui/file/61e5c441089b95c7879100b308aff42f8e7a059a4f3a5bc861ebd4d25fef58fc/detection/f-61e5c441089b95c7879100b308aff42f8e7a059a4f3a5bc861ebd4d25fef58fc-1600709888
https://www.metadefender.com/#!/results/file/bzIwMDkxN3RGMzNISGo1NEpNWlc5T2x0VFdK/regular/analysis

Domains and IPs

Contacted Domains

No contacted domains info

Contacted IPs

No contacted IP infos

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Run name:

Number of analysed new started processes analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

Cookbook Comments:

Warnings:

31.0.0 Red Diamond

332012

17.12.2020

23:51:25

CloudBasic

Oh 3m 41s

false

light
COVID-Trial-Application-Frm09874x.docx
defaultwindowsofficecookbook.jbs

Windows 7 x64 SP1 with Office 2010 SP2 (IE 11, FF52,
Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127,
Java 8 Update 121, .NET 4.6.2)

Without Instrumentation

2

o ©o o o

e EGA enabled
e HDC enabled
e AMSI enabled

default
Timeout
MAL
mal56.winDOCX@1/2@0/0
e Adjust boot time
e Enable AMSI
Found application associated with file extension:
.docx
Found Word or Excel or PowerPoint or XPS Viewer
Attach to Office via COM

Scroll down
Close Viewer

Show All
e Exclude process from analysis (whitelisted):
dlilhost.exe

Simulations

Behavior and APIs

No simulations

Copyright null 2020
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Joe Sandbox View | Context

IPs

No context

Domains

No context

ASN

No context

JA3 Fingerprints

No context

Dropped Files

No context

Created | dropped Files

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.Word\~WRS{B4CD7AE3-97C0-4A14-814E-1968BCE52029}.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\AppData\Roaming\Microsoft\Templates\~$Normal.dotm
C:\Program Files\Microsoft Office\Office14\WINWORD.EXE

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Reputation:

Copyright null 2020

C:\Program Files\Microsoft Office\Office14\WINWORD.EXE

data

dropped

1024

0.05390218305374581

false

3:013lYdn:4Wn
5D4D94EE7E06BBBOAF9584119797B23A
DBB111419C704F116EFA8E72471DD83E86E49677

4826C0OD860AF884D3343CA6460B0006A7A2CE7DBCCC4D743208585D997CC5FD1

95F83AEB4CAFCCEDSEAF504546725C34D5F9710E5CA2D11761486970F2FBECCB25F9CF50BBFC272BD75E1A66A18B7783F09E1C1454AFDA519624BC2BB2F28B

A4
false

high, very likely benign file

data

dropped

162
2.431160061181642

false

3:vrJlaCkWtVyokKOg5GII3GWSKG/f2+1/In:vdsCkWtw2111D9I

39EB3053A717C25AF84D576F6B2EBDD2
F6157079187E865C1BAADCC2014EF58440D449CA

CD95COEA3CEAEC724B510D6F8F43449B26DF97822F25BDA3316F5EAC3541E54A

5AA3D344F90844D83477E94EODOEOF3C96324D8C255C643D1A67FA2BBOEEBDFA4F6A7447918F371844FCEDFCD6BBAAA4868FC022FDB666E62EB2D1BAB902891

C
false

high, very likely benign file
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C:\Users\luser\AppData\Roaming\Microsoft\Templates\~$Normal.dotm

Preview:

Static File Info

General

File type:

Entropy (8bit):
TriD:

File name:
File size:
MDS5:
SHA1L:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static OLE Info

General
Document Type:

Number of OLE Files:

OLE File "COVID-Trial-Application-Frm09874x.docx"

Indicators

Has Summary Info:

Application Name:

Encrypted Document:

Contains Word Document Stream:

Contains Workbook/Book Stream:

Contains PowerPoint Document Stream:

Contains Visio Document Stream:
Contains ObjectPool Stream:
Flash Objects Count:

Contains VBA Macros:

Summary
Code Page:
Title:
Subject:

Copyright null 2020

edeba2a2adbdbdad

OLE

True
Microsoft Office Word
False
True
False
False

False

True

1252
Neque.

Composite Document File V2 Document, Little Endian,
Os: Windows, Version 6.2, Code page: 1252, Title:
Neque., Author: Emilie Mercier, Template: Normal.dotm,
Revision Number: 1, Name of Creating Application: Mic
rosoft Office Word, Create Time/Date: Wed Aug 26 0O
7:08:00 2020, Last Saved Time/Date: Wed Aug 26 07:
08:00 2020, Number of Pages: 1, Number of Words: 3,
Number of Characters: 20, Security: 0

6.692763082766669

.

Microsoft Word document (32009/1) 54.23%
Microsoft Word document (old ver.) (19008/1)
32.20%

Generic OLE2 / Multistream Compound File
(8008/1) 13.57%

COVID-Trial-Application-Frm09874x.docx
225324

.

o

0343741d7f9a129e1c3af74963343140
5aael76e9f1b9830a498e549aa329b253f40a57f

61e5c441089b95c7879100b308aff42{8e7a059a4f3a5bc
861ebd4d25fef58fc

d8088877776f75057d42ab8e03b4c606bf83d7c77cd6eec
7b6d641fde97ae9a756dcla3f2e4a45d5f88bdeadd63c2c
045b9a571dd6942b951841615bd5fd3a7a

3072:dYyou8Y Ggjv+ZvchmkHcl/oLNbe/TTTTTTITITITTTTTITIIII
M112:30uXnWFchmmcl/o1/2zcLwWSeCC

........................ SRRSO (OO B~

Page 10 of 19



Summary

Author:

Keywords:
Comments:
Template:

Last Saved By:
Revion Number:
Total Edit Time:
Create Time:

Last Saved Time:
Number of Pages:
Number of Words:
Number of Characters:
Creating Application:

Security:

Document Summary
Document Code Page:
Number of Lines:

Number of Paragraphs:

Thumbnail Scaling Desired:

Company:

Contains Dirty Links:
Shared Document:
Changed Hyperlinks:

Application Version:

Streams with VBA

VBA File Name: Her87_tsa69n, Stream Size: -1

General
Stream Path:
VBA File Name:
Stream Size:
Data ASCII:

Data Raw:

VBA Code Keywords

Keyword

Resume
CSng(dKkk))

False

"ds[la")

VB_Base
"Lnwijsi_gqorknjswkz
VB_Creatable
VB_Exposed
VB_TemplateDerived
Error

Attribute
VB_Predeclaredld
VB_GlobalNameSpace
VB_Name
showwindow
Function

VB_Customizable

VBA Code

VBA File Name: Her87_tsa69n, Stream Size: 14642

General
Stream Path:

Copyright null 2020

Emilie Mercier

Normal.dotm

1

0

2020-08-26 06:08:00
2020-08-26 06:08:00
1

3

20

Microsoft Office Word
0

1252

False

False
False
False

983040

Macros/Her87_tsa69n
Her87_tsa69n
-1

Macros/VBA/Her87_tsa69n

Page 11 of 19



General
VBA File Name:
Stream Size:

Data ASCII:

Data Raw:

VBA Code Keywords

Keyword

Resume
CSng(dKkk))

False

"ds[]a")

VB_Base
"Lnwijsi_gqorknjswkz
VB_Creatable
VB_Exposed
VB_TemplateDerived
Error

Attribute
VB_Predeclaredld
VB_GlobalNameSpace
VB_Name
showwindow
Function

VB_Customizable

VBA Code

VBA File Name: Y1cfhtdfo8an, Stream Size: 1333

General
Stream Path:
VBA File Name:
Stream Size:

Data ASCII:

Data Raw:

VBA Code Keywords

Keyword

False

Private
VB_Exposed
Attribute
VB_Creatable
VB_Name
Document_open()
VB_Predeclaredld
VB_GlobalNameSpace
VB_Base
VB_Customizable

VB_TemplateDerived

Copyright null 2020

Her87_tsa69n
14642

01 16 01 00 01 fO 00 00 00 20 05 00 00 d4 00 00 00 4c 02 00 00 ff ff ff ff 27 05 00 00 af 2a 00
00 00 00 00 00 01 00 00 00 Oa 93 1f 4e 00 00 ff ff 01 00 00 00 88 00 00 00 b6 00 ff ff 01 01 00
00 00 00 ff ff f ff 00 00 00 00 ff ff f ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Macros/VBA/Y 1cthtdfo8an

Y 1cfhtdfo8an

1333

......... Vo
< i J.o... YG.8,..... /., XDl @

B S Xoioaiannn @...%$.S..J3....: YG.¢
P ME ...

01 16 01 00 06 00 01 00 00 56 03 00 00 e4 00 00 00 ea 01 00 00 84 03 00 00 92 03 00 00 3e
04 00 00 01 00 00 00 01 00 00 00 Oa 93 7b c4 00 00 ff ff a3 01 00 00 88 00 00 00 b6 00 ff ff
01 01 00 00 00 00 ff ff f ff 00 00 00 00 ff ff 3¢ 00 ff ff 00 00 4a f8 80 db Oe 3a 59 47 b7 38 2c {7
e2 11 cc 1f 2f d3 2c 81 8 05 58 44 bf a2 5d ee f0 60 cf f6 00 00 00 00 00 00 00 00 00 00 00 00
00
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VBA Code

Streams

Stream Path: \xX1CompObj, File Type: data, Stream Size: 114

General

Stream Path: \x1CompObj

File Type: data

Stream Size: 114

Entropy: 4.2359563651

Base64 Encoded: True

Data ASCIl: F ...Microsoft Word 97-2003 Documen
to.o... MSWordDoc..... Word.Document.8..9.q............

Data Raw: 01 00 fe ff 03 0a 00 00 ff ff ff ff 06 09 02 00 00 00 00 00 cO 00 00 00 00 00 00 46 20 00 00 00

4d 69 63 72 6f 73 6f 66 74 20 57 6f 72 64 20 39 37 2d 32 30 30 33 20 44 6f 63 75 6d 65 6e 74
00 0a 00 00 00 4d 53 57 6f 72 64 44 6f 63 00 10 00 00 00 57 6f 72 64 2e 44 6f 63 75 6d 65 6e
74 2e 38 00 f4 39 b2 71 00 00 00 00 00 00 00 00 00 00 00 00

Stream Path: \xX5DocumentSummarylnformation, File Type: data, Stream Size: 352

General

Stream Path: \x5DocumentSummarylnformation

File Type: data

Stream Size: 352

Entropy: 2.611686106

Base64 Encoded: False

Data ASCIl: +,..D o
..... 3 o P

Data Raw: fe ff 00 00 06 02 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 02 00 00 00 02 d5

cd d5 9c 2e 1b 10 93 97 08 00 2b 2c f9 ae 44 00 00 00 05 d5 cd d5 9c 2e 1b 10 93 97 08 00
2b 2c f9 ae 2c 01 00 00 e8 00 00 00 Oc 00 00 00 01 00 00 00 68 00 00 00 Of 00 00 00 70 00
00 00 05 00 00 00 7c 00 00 00 06 00 00 00 84 00 00 00 11 00 00 00 8¢ 00 00 00 17 00 00 00
94 00 00 00 Ob 00 00 00

Stream Path: \xX5Summarylnformation, File Type: data, Stream Size: 420

General

Stream Path: \x5SummaryInformation

File Type: data

Stream Size: 420

Entropy: 3.2280454647

Base64 Encoded: False

Data ASCIl: Oh..... 0Lt d....
.......... Lo
............ S 0
.................. Normal.dotm.

Data Raw: fe ff 00 00 06 02 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 e0 85 9f

f2 f9 4f 68 10 ab 91 08 00 2b 27 b3 d9 30 00 00 00 74 01 00 00 11 00 00 00 01 00 00 00 90
00 00 00 02 00 00 00 64 01 00 00 03 00 00 00 98 00 00 00 04 00 00 00 4c 01 00 00 05 00 00
00 a4 00 00 00 06 00 00 00 b0 00 00 00 07 00 00 00 bc 00 00 00 08 00 00 00 dO 00 00 00 09

00 00 00 dc 00 00 00

Stream Path: 1Table, File Type: data, Stream Size: 7035

General

Stream Path: 1Table

File Type: data

Stream Size: 7035

Entropy: 5.99786922232

Base64 Encoded: True

Data ASCII: 6...6
6...6...6...6...>...6...6...6...6...6...6...6...6...6...6...6...6..
6...6...6...6...6...6...6...6...6...6...6...

Data Raw: 06 06 0f 00 12 00 01 00 73 01 0f 00 07 00 03 00 00 00 03 00 00 00 04 00 08 00 00 00 98 00

00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00
9e 00 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06
00 00 36 06 00 00 36 06 00 00 76 02 00 00 76 02 00 00 76 02 00 00 76 02 00 00 76 02 00 00
76 02 00 00 76 02 00 00
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Stream Path: Data, File Type: data, Stream Size: 136573

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Macros/Her87_tsa69n/\x1CompObj, File Type: data, Stream Size: 97

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Data

data

136573
7.24646975637

True

...................... P A
.y.4.1.8.a.m.5.u.h...P.i.c.t.u.r.e. .1...T.y.4.1.8.a.m.5.u.h....

7d 15 02 00 44 00 64 00 00 00 00 00 00 00 08 00 00 00 00 00 00 00 00 00 00 00 00 00 bf 47
33 1f fe 01 fe 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 Of 00 04 fO a2 00 00 00 b2 04 Oa f0 08 00 00 00 01 04 00 00 00 Oa 00 00
83 00 Ob f0 70 00 00 00 04 41 01 00 00 00 05 c1 16 00 00 00 3f 01 00 00 06 00 bf 01 00 00 10
00 ff 01 00 00

Macros/Her87_tsa69n/\x1CompObj
data

97

3.61064918306

False

01 00 fe ff 03 0a 00 00 ff ff f ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 19 00 00 00
4d 69 63 72 6f 73 6f 66 74 20 46 6f 72 6d 73 20 32 2e 30 20 46 6f 72 6d 00 10 00 00 00 45 6d
62 65 64 64 65 64 20 4f 62 6a 65 63 74 00 00 00 00 00 f4 39 b2 71 00 00 00 00 00 00 00 00

00 00 00 00

Stream Path: Macros/Her87_tsa69n/\x3VBFrame, File Type: ASCII text, with CRLF line terminators, Stream Size: 296

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Macros/Her87_tsa69nlf, File Type: data, Stream Size: 506

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Macros/Her87_tsa69n/\x3VBFrame
ASCII text, with CRLF line terminators
296

4.62977558511

True

VERSION 5.00..Begin {C62A69F0-16DC-11CE-9E98-00AA00

574A4F} Her87_tsa69n Caption = "UserForml
ClientHeight = 3015.. ClientLeft = 120..

ClientTop = 465.. ClientWidth = 4560.. Sta
rtUpPosition = 1 'Cente

56 45 52 53 49 4f 4e 20 35 2e 30 30 0d 0a 42 65 67 69 6e 20 7b 43 36 32 41 36 39 46 30 2d
3136 44 43 2d 31 31 43 45 2d 39 45 39 38 2d 30 30 41 41 30 30 35 37 34 41 34 46 7d 20 48
65 72 38 37 5f 74 73 61 36 39 6e 20 0d Oa 20 20 20 43 61 70 74 69 6f 6e 20 20 20 20 20 20
20 20 20 3d 20 20 20 22 55 73 65 72 46 6f 72 6d 31 22 0d Oa 20 20 20 43 6¢ 69 65 6e 74 48
6569 67 68 74 20 20 20

Macros/Her87_tsa69n/f

data

506

4.02860334569

False

B oK [ P.......
jdr84jj64fls45 _bs............ PR Lo...... Sdavaseq_ztmtk
lpm.......... Ot @....... lhu_f5_wgnmr780_Xy...........
[P | Rfno8gmlf5un.......... 8.......

00 04 20 00 08 Oc 00 Oc 09 00 00 00 12 00 00 00 00 7d 00 00 6b 1f 00 00 c6 14 00 00 00 00
00 00 00 00 00 00 00 00 09 00 00 00 cc 01 00 00 00 89 01 00 00 00 30 00 e5 01 00 00 12 00
00 80 01 00 00 00 50 00 00 00 00 00 19 00 5a 6a 64 72 38 34 6a 6a 36 34 66 31 73 34 35 5f
62 73 00 00 00 00 00 00 00 00 00 00 00 00 2¢ 00 e5 01 00 00 Oe 00 00 80 02 00 00 00 4c 00
00 00 01 00 19 00 53 64

Stream Path: Macros/Her87_tsa69n/i05/\x1CompObj, File Type: data, Stream Size: 112

General
Stream Path:

Copyright null 2020

Macros/Her87_tsa69n/i05/\x1CompObj
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General

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Macros/Her87_tsa69n/i05/f, File Type: data, Stream Size: 44

General

Stream Path:

File Type:

Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Macros/Her87_tsa69n/i05/o, File Type: empty, Stream Size: 0

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

data

112

4.6011544911

False

............ .n"........ ......Microsoft Forms 2.0 Frame.....Em
bedded Object..... Forms.Frame.1..9.q............

01 00 fe ff 03 0a 00 00 ff ff ff ff 20 20 18 6e 60 f4 ce 11 9b cd 00 aa 00 60 8e 01 1a 00 00 00
4d 69 63 72 6f 73 6f 66 74 20 46 6f 72 6d 73 20 32 2e 30 20 46 72 61 6d 65 00 10 00 00 00 45
6d 62 65 64 64 65 64 20 4f 62 6a 65 63 74 00 Oe 00 00 00 46 6f 72 6d 73 2e 46 72 61 6d 65
2e 31 00 f4 39 b2 71 00 00 00 00 00 00 00 00 00 00 00 00

Macros/Her87_tsa69n/i05/f
data

44

2.0683698489

False

00 04 20 00 40 Oc 02 08 04 80 00 00 03 00 00 00 00 7d 00 00 c4 1d 00 00 d8 13 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00

Macros/Her87_tsa69n/i05/0
empty

0

0.0

False

Stream Path: Macros/Her87_tsa69n/i07/\x1CompObj, File Type: data, Stream Size: 112

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Macros/Her87_tsa69n/i07I/f, File Type: data, Stream Size: 44

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Macros/Her87_tsa69n/i07/o, File Type: empty, Stream Size: 0

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:

Copyright null 2020

Macros/Her87_tsa69n/i07/\x1CompObj

data

112

4.6011544911

False

............ .n"........ ......Microsoft Forms 2.0 Frame.....Em
bedded Object..... Forms.Frame.1..9.9............

01 00 fe ff 03 0a 00 00 ff ff ff ff 20 20 18 6e 60 f4 ce 11 9b cd 00 aa 00 60 8e 01 1a 00 00 00
4d 69 63 72 6f 73 6f 66 74 20 46 6f 72 6d 73 20 32 2e 30 20 46 72 61 6d 65 00 10 00 00 00 45
6d 62 65 64 64 65 64 20 4f 62 6a 65 63 74 00 Oe 00 00 00 46 6f 72 6d 73 2e 46 72 61 6d 65
2e 31 00 f4 39 b2 71 00 00 00 00 00 00 00 00 00 00 00 00

Macros/Her87_tsa69n/i07/f
data

44

2.0683698489

False

00 04 20 00 40 Oc 02 08 04 80 00 00 03 00 00 00 00 7d 00 00 c4 1d 00 00 d8 13 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00

Macros/Her87_tsa69n/i07/o
empty

0

0.0

False
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General
Data ASCII:

Data Raw:

Stream Path: Macros/Her87_tsa69n/o, File Type: data, Stream Size: 24080

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Macros/Her87_tsa69n/o
data

24080

4.52861483723

True

00 02 30 00 41 01 45 80 00 00 00 00 1b 48 80 2c 03 01 02 00 11 00 00 80 ec 09 00 00 7b 02
0000 55 67 7a 77 74 6d 69 75 5f 67 64 64 31 7a 67 77 35 49 2e 0f 00 02 18 00 35 00 00 00
06 00 00 80 a5 00 00 00 00 02 00 00 54 61 68 6f 6d 61 00 00 00 02 2¢ 00 41 01 45 80 00 00
00 00 1b 48 80 2c 03 01 02 00 10 00 00 80 ec 09 00 00 7b 02 00 00 55 74 35 6b 79 75 66 7a
6a 6a 63 3331 7161 6d

Stream Path: Macros/PROJECT, File Type: ASCII text, with CRLF line terminators, Stream Size: 510

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Macros/PROJECTwm, File Type: data, Stream Size: 80

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Macros/VBA/_VBA_PROJECT, File Type: data, Stream Size: 14330

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Copyright null 2020

Macros/PROJECT

ASCII text, with CRLF line terminators
510

5.41307394677

True

ID="{0376D7E2-81E5-4D02-A8E9-3E20EA5A72C4}"..Docume
nt=Y1lcfhtdfo8an/&H00000000..Package={AC9F2F90-E877-1
1CE-9F68-00AA00574A4F}..BaseClass=Her87_tsa69n..ExeN
ame32="Jtjcngclj8cj7xqse”"..Name="Project"..HelpContextl
D="0"..VersionCompatible32="393222000"..CMG="7

49 44 3d 22 7b 30 33 37 36 44 37 45 32 2d 38 31 45 35 2d 34 44 30 32 2d 41 38 45 39 2d 33
4532 3045 41 3541 37 3243 34 7d 22 0d Oa 44 6f 63 75 6d 65 6e 74 3d 59 31 63 66 68 74
64 66 6f 38 61 6e 2f 26 48 30 30 30 30 30 30 30 30 0d 0a 50 61 63 6b 61 67 65 3d 7b 41 43
39 46 32 46 39 30 2d 45 38 37 37 2d 31 31 43 45 2d 39 46 36 38 2d 30 30 41 41 30 30 35 37
34 41 34 46 7d 0d Oa 42

Macros/PROJECTwm
data

80

3.47192809489

False

Ylcfhtdfo8an.Y.1l.c.f.h.t.d.f.0.8.a.n...Her87_tsa69n.H.e.r.8
.7._.t.s.a.6.9.n.....

59 31 63 66 68 74 64 66 6f 38 61 6e 00 59 00 31 00 63 00 66 00 68 00 74 00 64 00 66 00 6f
00 38 00 61 00 6e 00 00 00 48 65 72 38 37 5f 74 73 61 36 39 6e 00 48 00 65 00 72 00 38 00
37 00 5f 00 74 00 73 00 61 00 36 00 39 00 6e 00 00 00 00 00

Macros/VBA/_VBA_PROJECT

data

14330

5.40893568443

True

A *\.G.{.0.0.0.2.0.4.E.F.-.0.0.0.
0.-.0.0.0.0.-.C.0.0.0.-.0.0.0.0.0.0.0.0.0.0.4.6.}.#.4...2.#.9.
#.C...\.P.R.0O.G.R.A.~.2.\.C.O.M.M.O.N.~.1.\.M.I.C.R.O.S.
~.1.\.V.B.A.\.V.B.A.7...1.\.V.B.E.7...D.L.L.#.V.i.s.u.a.l. .B

.a.s.i.c.

cc 61 a3 00 00 01 00 ff 09 04 00 00 09 04 00 00 e4 04 01 00 00 00 00 00 00 00 00 00 01 00
06 00 02 00 fe 00 2a 00 5¢ 00 47 00 7b 00 30 00 30 00 30 00 32 00 30 00 34 00 45 00 46 00
2d 00 30 00 30 00 30 00 30 00 2d 00 30 00 30 00 30 00 30 00 2d 00 43 00 30 00 30 00 30 00
2d 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 34 00 36 00 7d 00 23 00
34 00 2e 00 32 00 23 00
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Stream Path: Macros/VBAI/__SRP_0, File Type: data, Stream Size: 1534

General

Stream Path:

File Type:

Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Macros/VBA/__SRP_1, File Type: data, Stream Size: 106

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Macros/VBA/__SRP_2, File Type: data, Stream Size: 304

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Macros/VBA/__SRP_3, File Type: data, Stream Size: 103

General

Stream Path:

File Type:

Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Macros/VBA/__SRP_0
data

1534

452531312411

False

93 4b 2a a3 01 00 10 00 00 00 ff ff 00 00 00 00 01 00 02 00 ff ff 00 00 00 00 01 00 00 00 00
00 00 00 00 00 01 00 02 00 00 00 00 00 00 00 01 00 05 00 05 00 05 00 05 00 05 00 05 00 05
00 05 00 05 00 05 00 05 00 05 00 01 00 09 00 00 00 2a 5¢ 43 4e 6f 72 6d 61 6¢ 72 55 80 01
00 00 80 00 00 00 80 00 00 00 80 00 00 00 04 00 00 7e 05 00 00 7e 01 00 00 7e 01 00 00 7e
01 00 00 7e 01 00 00

Macros/VBA/__SRP_1
data

106

2.10825159249

False

72 55 80 00 00 00 80 00 00 00 80 00 00 00 80 00 00 00 01 00 00 7e 7d 00 00 7f 00 00 00 00
0a 00 00 00 09 00 00 00 00 00 00 00 ff ff ff ff ff ff ff ff ff f ff ff 00 00 00 00 09 00 00 00 00 00 03
00 ff ff ff ff 03 00 00 09 11 03 00 00 00 00 00 00 09 08 00 00 00 00 00 00 08 00 00 00 00 00
01 00 70 00 00 7f 00 00 00 00

Macros/VBA/__SRP_2
data

304

2.29666421023

False

7255 80 00 00 00 00 00 00 00 80 00 00 00 80 00 00 00 00 00 00 00 1e 00 00 00 09 00 00 00
00 00 00 00 09 00 00 00 00 00 03 00 30 00 00 00 00 00 00 00 01 00 01 00 00 00 00 00 01 00
01 00 00 00 01 00 91 07 00 00 00 00 00 00 b9 07 00 00 00 00 00 00 el 07 00 00 00 00 00 00
09 00 00 00 01 00 02 00 69 07 00 00 00 00 00 00 08 00 0d 00 34 00 00 00 09 08 00 00 00 00
00 00 61 00 00 00 00 00

Macros/VBA/__SRP_3
data

103

2.16020154321

False

7255 80 00 00 00 00 00 00 00 80 00 00 00 80 00 00 00 00 00 00 00 10 00 00 00 09 00 00 00
00 00 02 00 ff ff ff f ff ff ff ff 00 00 00 00 40 00 00 00 04 00 24 00 01 01 00 00 00 00 02 00 00
00 04 60 00 00 ec 06 1c 00 ff ff f ff ff ff ff ff 00 00 00 00 00 00 00 00 1e 00 00 00 00 00 00 6e
00 00 7f 00 00 00 00

Stream Path: Macros/VBAIdir, File Type: MIPSEB MIPS-IIl ECOFF executable not stripped - version 72.3, Stream

Size: 836

General
Stream Path:
File Type:

Stream Size:

Copyright null 2020

Macros/VBA/dir
MIPSEB MIPS-IIl ECOFF executable not stripped - version 72.3
836
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General

Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: WordDocument, File Type: data, Stream Size: 4096
General

Stream Path:

File Type:

Stream Size:

Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Network Behavior

No network behavior found

Code Manipulations

Statistics

System Behavior

6.4798951851

SHLo d........ NormalrrQ.(..@..... =..... I
..... rstd.ole>..s.t..d.o.l.eP...h.%"..*.\G{00

. 0046}#.2.0#0#C:.\Windows.\SysWOWG6.4\\
.e2.tlb.#OLE Aut.omation. ....ENormal..EN.Cr.m.aQ.F.. .....
*\C....V.m..

01 40 b3 80 01 00 04 00 00 00 01 00 30 2a 02 02 90 09 00 70 14 06 48 03 00 82 02 00 64 e4
04 04 00 07 00 1c 00 4e 6f 72 6d 61 6¢ 72 72 51 00 28 00 00 40 02 14 06 02 14 3d ad 02 Oa
07 02 6¢ 011408 06 12 09 02 12 80 79 37 33 61 0d 00 Oc 02 4a 12 3c 02 0a 16 00 01 72 73
74 64 10 6f 6¢ 65 3e 02 19 73 00 74 00 00 64 00 6f 00 6¢ 00 65 50 00 0d 00 68 00 25 5e 00
03 2a 00 5¢c 47 7b 30 30

WordDocument
data
4096
1.23871150966

False

ec a5 ¢1 00 5b e0 09 04 00 00 f8 12 bf 00 00 00 00 00 00 10 00 00 00 00 00 08 00 00 17 08
00 00 Oe 00 62 6a 62 6a 12 Ob 12 Ob 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
09 04 16 00 2e 0e 00 00 70 61 21 5¢ 70 61 21 5¢ 17 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ff ff 0f 00 00 00 00 00 00 00 00 00 ff ff
0f 00 00 00 00 00

Analysis Process: WINWORD.EXE PID: 252 Parent PID: 584

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright null 2020

23:51:33

17/12/2020

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE
false

‘C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE' /Automation -Embedding
0x13f270000

1424032 bytes

95C38D04597050285A18F66039EDB456

true

true

C, C++ or other language
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Reputation:

File Activities

File Path
File Path
Old File Path
File Path
File Path
Registry Activities
Key Path
Key Path

Key Path

Disassembly

Copyright null 2020

Access

New File Path

Offset Length Value

Name Type

Name Type Old Data

high

Attributes Options
Ascii
Offset Length
Data
New Data

Completion

Completion

Completion

Completion

Completion

Completion

Completion

Completion

Count

Count

Count

Count

Count

Count

Count

Count

Source
Address Symbol

Source
Address Symbol

Source
Address Symbol

Source
Address Symbol

Source
Address Symbol

Source
Address Symbol

Source
Address Symbol

Source
Address Symbol
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