
ID: 338145
Sample Name: fM498uO16Z
Cookbook: default.jbs
Time: 17:59:14
Date: 11/01/2021
Version: 31.0.0 Red Diamond
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General

Disassembly
Code Analysis
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Analysis Report fM498uO16Z

Overview

General Information

Sample 
Name:

fM498uO16Z (renamed file 
extension from none to 
exe)

Analysis ID: 338145

MD5: e7f086119362368…

SHA1: 996b28ecb4019f0…

SHA256: e3f297dcc0aac80…

Most interesting Screenshot:

Detection

FonixFonix

Score: 84

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for sub

Antivirus / Scanner detection for subAntivirus / Scanner detection for sub……

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for submMulti AV Scanner detection for subm……

Yara detected Fonix ransomware

Yara detected Fonix ransomware

Yara detected Fonix ransomware

Yara detected Fonix ransomware

Yara detected Fonix ransomware

Yara detected Fonix ransomware

Yara detected Fonix ransomwareYara detected Fonix ransomware

Yara detected Ransomware_Generic

Yara detected Ransomware_Generic

Yara detected Ransomware_Generic

Yara detected Ransomware_Generic

Yara detected Ransomware_Generic

Yara detected Ransomware_Generic

Yara detected Ransomware_GenericYara detected Ransomware_Generic

Deletes shadow drive data (may be 

Deletes shadow drive data (may be 

Deletes shadow drive data (may be 

Deletes shadow drive data (may be 

Deletes shadow drive data (may be 

Deletes shadow drive data (may be 

Deletes shadow drive data (may be Deletes shadow drive data (may be ……

May drop file containing decryption i

May drop file containing decryption i

May drop file containing decryption i

May drop file containing decryption i

May drop file containing decryption i

May drop file containing decryption i

May drop file containing decryption iMay drop file containing decryption i……

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and otherTries to detect sandboxes and other……

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a dContains functionality to check if a d……

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a d

Contains functionality to check if a dContains functionality to check if a d……

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query locale

Contains functionality to query localeContains functionality to query locale……

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto functionDetected potential crypto function

Extensive use of GetProcAddress (o

Extensive use of GetProcAddress (o

Extensive use of GetProcAddress (o

Extensive use of GetProcAddress (o

Extensive use of GetProcAddress (o

Extensive use of GetProcAddress (o

Extensive use of GetProcAddress (oExtensive use of GetProcAddress (o……

PE file contains sections with non-s

PE file contains sections with non-s

PE file contains sections with non-s

PE file contains sections with non-s

PE file contains sections with non-s

PE file contains sections with non-s

PE file contains sections with non-sPE file contains sections with non-s……

Program does not show much activi

Program does not show much activi

Program does not show much activi

Program does not show much activi

Program does not show much activi

Program does not show much activi

Program does not show much activiProgram does not show much activi……

Uses Microsoft's Enhanced Cryptog

Uses Microsoft's Enhanced Cryptog

Uses Microsoft's Enhanced Cryptog

Uses Microsoft's Enhanced Cryptog

Uses Microsoft's Enhanced Cryptog

Uses Microsoft's Enhanced Cryptog

Uses Microsoft's Enhanced CryptogUses Microsoft's Enhanced Cryptog……

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (Uses code obfuscation techniques (……

Classification

Malware Configuration

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

fM498uO16Z.exe (PID: 1068 cmdline: 'C:\Users\user\Desktop\fM498uO16Z.exe'  MD5: E7F086119362368528A160BE01F194AD)

cleanup

No configs have been found

Source Rule Description Author Strings

fM498uO16Z.exe JoeSecurity_Ransomware
_Generic

Yara detected 
Ransomware_Generic

Joe Security

fM498uO16Z.exe JoeSecurity_Fonix Yara detected Fonix 
ransomware

Joe Security

Source Rule Description Author Strings

00000000.00000002.239974727.000000000124
D000.00000002.00020000.sdmp

JoeSecurity_Ransomware
_Generic

Yara detected 
Ransomware_Generic

Joe Security

00000000.00000002.239974727.000000000124
D000.00000002.00020000.sdmp

JoeSecurity_Fonix Yara detected Fonix 
ransomware

Joe Security

00000000.00000000.228344878.000000000124
D000.00000002.00020000.sdmp

JoeSecurity_Ransomware
_Generic

Yara detected 
Ransomware_Generic

Joe Security

00000000.00000000.228344878.000000000124
D000.00000002.00020000.sdmp

JoeSecurity_Fonix Yara detected Fonix 
ransomware

Joe Security

Process Memory Space: fM498uO16Z.exe PID: 1068 JoeSecurity_Ransomware
_Generic

Yara detected 
Ransomware_Generic

Joe Security

Click to see the 1 entries

Startup

Yara Overview

Initial Sample

Memory Dumps
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Sigma Overview

No Sigma rule has matched

Signature Overview

• AV Detection

• Cryptography

• Compliance

• Networking

• Spam, unwanted Advertisements and Ransom Demands

• System Summary

• Data Obfuscation

• Hooking and other Techniques for Hiding and Protection

• Malware Analysis System Evasion

• Anti Debugging

• Language, Device and Operating System Detection

Click to jump to signature section

AV Detection:

Antivirus / Scanner detection for submitted sample

Multi AV Scanner detection for submitted file

Spam, unwanted Advertisements and Ransom Demands:

Yara detected Fonix ransomware

Yara detected Ransomware_Generic

Deletes shadow drive data (may be related to ransomware)

May drop file containing decryption instructions (likely related to ransomware)

Malware Analysis System Evasion:

Tries to detect sandboxes and other dynamic analysis tools (process name or module or function)

Mitre Att&ck Matrix

Source Rule Description Author Strings

0.2.fM498uO16Z.exe.1180000.0.unpack JoeSecurity_Ransomware
_Generic

Yara detected 
Ransomware_Generic

Joe Security

0.2.fM498uO16Z.exe.1180000.0.unpack JoeSecurity_Fonix Yara detected Fonix 
ransomware

Joe Security

0.0.fM498uO16Z.exe.1180000.0.unpack JoeSecurity_Ransomware
_Generic

Yara detected 
Ransomware_Generic

Joe Security

0.0.fM498uO16Z.exe.1180000.0.unpack JoeSecurity_Fonix Yara detected Fonix 
ransomware

Joe Security

Unpacked PEs
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Initial
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Evasion
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Effects
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Windows
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Application
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Application
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System Time
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Remote
Services
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Over Other
Network
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Communication

Remotely
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Without
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Scheduled
Task/Job

Boot or
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Boot or
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Behavior Graph
ID: 338145

Sample: fM498uO16Z

Startdate: 11/01/2021

Architecture: WINDOWS

Score: 84

Antivirus / Scanner
detection for submitted

sample

Multi AV Scanner detection
for submitted file

Yara detected Fonix
ransomware 4 other signatures

fM498uO16Z.exe

        started       

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Behavior Graph

Screenshots
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Source Detection Scanner Label Link

fM498uO16Z.exe 56% Virustotal Browse

fM498uO16Z.exe 25% Metadefender Browse

fM498uO16Z.exe 55% ReversingLabs Win64.PUA.Wacapew

fM498uO16Z.exe 100% Avira HEUR/AGEN.1138883

No Antivirus matches

Source Detection Scanner Label Link Download

0.2.fM498uO16Z.exe.1180000.0.unpack 100% Avira HEUR/AGEN.1138883 Download File

0.0.fM498uO16Z.exe.1180000.0.unpack 100% Avira HEUR/AGEN.1138883 Download File

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains
Copyright null 2021 Page 7 of 14
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General Information

Joe Sandbox Version: 31.0.0 Red Diamond

Analysis ID: 338145

Start date: 11.01.2021

Start time: 17:59:14

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 5m 35s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: fM498uO16Z (renamed file extension from none to exe)

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 
Update 211

Number of analysed new started processes analysed: 27

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal84.rans.evad.winEXE@1/0@0/0

EGA Information: Failed

HDC Information: Failed

HCA Information: Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI

No Antivirus matches

No Antivirus matches

No contacted domains info

Name Source Malicious Antivirus Detection Reputation

https://uupload.ir/files/g510_windows_10.gif fM498uO16Z.exe false high

https://www.who.int fM498uO16Z.exe false high

https://code.jquery.com/jquery-latest.js fM498uO16Z.exe false high

No contacted IP infos

URLs

Domains and IPs

Contacted Domains

URLs from Memory and Binaries

Contacted IPs

Copyright null 2021 Page 8 of 14



Warnings:

Static File Info

General
File type: PE32+ executable (console) x86-64, for MS Windows

Entropy (8bit): 6.351821525994632

TrID: Win64 Executable Console (202006/5) 92.65%
Win64 Executable (generic) (12005/4) 5.51%
Generic Win/DOS Executable (2004/3) 0.92%
DOS Executable Generic (2002/1) 0.92%
Autodesk FLIC Image File (extensions: flc, fli, cel) 
(7/3) 0.00%

File name: fM498uO16Z.exe

File size: 1266688

MD5: e7f086119362368528a160be01f194ad

SHA1: 996b28ecb4019f0be9fb2400a040bb1ab422235f

Exclude process from analysis (whitelisted): 
MpCmdRun.exe, audiodg.exe, 
BackgroundTransferHost.exe, RuntimeBroker.exe, 
WMIADAP.exe, backgroundTaskHost.exe, 
SgrmBroker.exe, conhost.exe, svchost.exe, 
wuapihost.exe

No simulations

No context

No context

No context

No context

No context

No created / dropped files found

Show All

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASN

JA3 Fingerprints

Dropped Files

Created / dropped Files

Copyright null 2021 Page 9 of 14



SHA256: e3f297dcc0aac80152ba1af99a2c4c101a1ee88759900da
7cdfcc9cb5955f06d

SHA512: 4b2210e835856c7f3cdd9f0dcd79d0621d4316a945d37cf
c083e41ff65acc249f3ec96fa7cb6c40742635038e084ef1
a5992be3d40dcef3a8ddbb1fdd3a3031f

SSDEEP: 24576:t+ePQNk/3Ut+M2nQmlcuo63Zkuy7qrAOyM9ea:t
+ePQ2U4MeQKcCWB7hONe

File Content Preview: MZ......................@................................... ...........!..L.!Th
is program cannot be run in DOS mode....$.........}P^...^..
.^.......J.......S............?.._.......O.......T...............Q...^.........
..r.......\......._......._...^..._..

General

File Icon

Icon Hash: 00828e8e8686b000

General
Entrypoint: 0x472a74

Entrypoint Section: .text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows cui

Image File Characteristics: EXECUTABLE_IMAGE

DLL Characteristics: TERMINAL_SERVER_AWARE, DYNAMIC_BASE, NX_COMPAT

Time Stamp: 0x5FF6EC6A [Thu Jan  7 11:11:38 2021 UTC]

TLS Callbacks:

CLR (.Net) Version:

OS Version Major: 6

OS Version Minor: 0

File Version Major: 6

File Version Minor: 0

Subsystem Version Major: 6

Subsystem Version Minor: 0

Import Hash: 72154c931598a7b1abbe684878c6b103

Instruction

dec eax

sub esp, 28h

call 00007F5608B11298h

dec eax

add esp, 28h

jmp 00007F5608B108B7h

int3 

int3 

dec eax

sub esp, 28h

dec ebp

mov eax, dword ptr [ecx+38h]

dec eax

mov ecx, edx

dec ecx

mov edx, ecx

call 00007F5608B10A52h

mov eax, 00000001h

dec eax

add esp, 28h

ret 

int3 

int3 

Static PE Info

Entrypoint Preview

Copyright null 2021 Page 10 of 14



int3 

inc eax

push ebx

inc ebp

mov ebx, dword ptr [eax]

dec eax

mov ebx, edx

inc ecx

and ebx, FFFFFFF8h

dec esp

mov ecx, ecx

inc ecx

test byte ptr [eax], 00000004h

dec esp

mov edx, ecx

je 00007F5608B10A55h

inc ecx

mov eax, dword ptr [eax+08h]

dec ebp

arpl word ptr [eax+04h], dx

neg eax

dec esp

add edx, ecx

dec eax

arpl ax, cx

dec esp

and edx, ecx

dec ecx

arpl bx, ax

dec edx

mov edx, dword ptr [eax+edx]

dec eax

mov eax, dword ptr [ebx+10h]

mov ecx, dword ptr [eax+08h]

dec eax

mov eax, dword ptr [ebx+08h]

test byte ptr [ecx+eax+03h], 0000000Fh

je 00007F5608B10A4Dh

movzx eax, byte ptr [ecx+eax+03h]

and eax, FFFFFFF0h

dec esp

add ecx, eax

dec esp

xor ecx, edx

dec ecx

mov ecx, ecx

pop ebx

jmp 00007F5608B100F2h

int3 

dec eax

mov eax, esp

dec eax

mov dword ptr [eax+08h], ebx

dec eax

mov dword ptr [eax+10h], ebp

dec eax

mov dword ptr [eax+18h], esi

dec eax

mov dword ptr [eax+20h], edi

inc ecx

push esi

dec eax

sub esp, 20h

dec ecx

Instruction
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mov ebx, dword ptr [ecx+38h]

dec eax

mov esi, edx

dec ebp

mov esi, eax

dec eax

mov ebp, ecx

dec ecx

mov edx, ecx

dec eax

mov ecx, esi

dec ecx

mov edi, ecx

dec esp

lea eax, dword ptr [ebx+04h]

call 00007F5608B109B1h

Instruction

Name Virtual Address Virtual Size Is in Section

IMAGE_DIRECTORY_ENTRY_EXPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_IMPORT 0x11f808 0xa0 .rdata

IMAGE_DIRECTORY_ENTRY_RESOURCE 0x138000 0x1e0 .rsrc

IMAGE_DIRECTORY_ENTRY_EXCEPTION 0x12d000 0x9dd4 .pdata

IMAGE_DIRECTORY_ENTRY_SECURITY 0x0 0x0

IMAGE_DIRECTORY_ENTRY_BASERELOC 0x0 0x0

IMAGE_DIRECTORY_ENTRY_DEBUG 0x0 0x0

IMAGE_DIRECTORY_ENTRY_COPYRIGHT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_GLOBALPTR 0x0 0x0

IMAGE_DIRECTORY_ENTRY_TLS 0xffdd0 0x28 .rdata

IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG 0xffca0 0x130 .rdata

IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_IAT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR 0x0 0x0

IMAGE_DIRECTORY_ENTRY_RESERVED 0x0 0x0

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

.text 0x1000 0xcbaa4 0xcbc00 False 0.472607122316 data 6.42152157563 IMAGE_SCN_MEM_EXECUTE, 
IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_READ

.rdata 0xcd000 0x53ac0 0x53c00 False 0.402766441231 data 5.43978969466 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

.data 0x121000 0xbd4c 0x8a00 False 0.188632246377 data 4.8717114038 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_WRITE, 
IMAGE_SCN_MEM_READ

.pdata 0x12d000 0x9dd4 0x9e00 False 0.48457278481 data 5.99554424225 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

_RDATA 0x137000 0x94 0x200 False 0.20703125 data 1.43109942357 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

.rsrc 0x138000 0x1e0 0x200 False 0.529296875 data 4.71229819329 IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

.reloc 0x139000 0x2ba0 0x2c00 False 0.00301846590909 data 0.0 IMAGE_SCN_CNT_INITIALIZED_D
ATA, 
IMAGE_SCN_MEM_DISCARDABL
E, IMAGE_SCN_MEM_READ

Name RVA Size Type Language Country

RT_MANIFEST 0x138060 0x17d XML 1.0 document text English United States

DLL Import

Data Directories

Sections

Resources

Imports
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No network behavior found

Code Manipulations

Statistics

System Behavior

KERNEL32.DLL SetThreadPriority, CreateMutexW, InitializeCriticalSectionEx, FindClose, LocalAlloc, ReleaseMutex, 
GetLocaleInfoA, OpenProcess, SetFileAttributesW, CreateToolhelp32Snapshot, Sleep, FormatMessageW, 
CopyFileA, GetLastError, Process32NextW, DeleteFileA, Process32FirstW, CloseHandle, RaiseException, 
DecodePointer, GetDriveTypeA, LocalFree, DeleteCriticalSection, CopyFileW, WideCharToMultiByte, 
GetConsoleWindow, GetDiskFreeSpaceExA, OpenMutexW, GetDriveTypeW, SetLastError, 
QueryPerformanceCounter, QueryPerformanceFrequency, GetCurrentThread, GetThreadTimes, SetEndOfFile, 
WriteConsoleW, CreateFileW, SetStdHandle, GetProcessHeap, SetEnvironmentVariableW, 
FreeEnvironmentStringsW, TerminateProcess, GetCurrentProcess, FindNextFileW, SetPriorityClass, 
FindFirstFileW, SetThreadPriorityBoost, SetProcessPriorityBoost, GetEnvironmentStringsW, GetOEMCP, GetACP, 
IsValidCodePage, FindFirstFileExW, HeapSize, HeapReAlloc, ReadConsoleW, ReadFile, GetFileAttributesExW, 
CreateProcessW, GetExitCodeProcess, GetConsoleMode, GetConsoleCP, FlushFileBuffers, 
MultiByteToWideChar, GetStringTypeW, EnterCriticalSection, LeaveCriticalSection, TryEnterCriticalSection, 
GetCurrentThreadId, WaitForSingleObjectEx, SwitchToThread, EncodePointer, 
InitializeCriticalSectionAndSpinCount, CreateEventW, TlsAlloc, TlsGetValue, TlsSetValue, TlsFree, 
GetSystemTimeAsFileTime, GetTickCount, GetModuleHandleW, GetProcAddress, CompareStringW, 
LCMapStringW, GetLocaleInfoW, GetCPInfo, IsDebuggerPresent, OutputDebugStringW, SetEvent, ResetEvent, 
InitializeSListHead, RtlCaptureContext, RtlLookupFunctionEntry, RtlVirtualUnwind, UnhandledExceptionFilter, 
SetUnhandledExceptionFilter, IsProcessorFeaturePresent, GetStartupInfoW, GetCurrentProcessId, 
CreateTimerQueue, SignalObjectAndWait, CreateThread, GetThreadPriority, GetLogicalProcessorInformation, 
CreateTimerQueueTimer, ChangeTimerQueueTimer, DeleteTimerQueueTimer, GetNumaHighestNodeNumber, 
GetProcessAffinityMask, SetThreadAffinityMask, RegisterWaitForSingleObject, UnregisterWait, FreeLibrary, 
FreeLibraryAndExitThread, GetModuleFileNameW, GetModuleHandleA, LoadLibraryExW, GetVersionExW, 
VirtualAlloc, VirtualProtect, VirtualFree, DuplicateHandle, ReleaseSemaphore, InterlockedPopEntrySList, 
InterlockedPushEntrySList, InterlockedFlushSList, QueryDepthSList, UnregisterWaitEx, LoadLibraryW, 
WaitForSingleObject, RtlUnwindEx, RtlPcToFileHeader, ExitProcess, GetModuleHandleExW, ExitThread, 
MoveFileExW, GetStdHandle, WriteFile, GetCommandLineA, GetCommandLineW, GetFileSizeEx, 
SetFilePointerEx, GetFileType, HeapAlloc, HeapFree, IsValidLocale, GetUserDefaultLCID, EnumSystemLocalesW, 
RtlUnwind

ADVAPI32.dll CryptAcquireContextA, CryptGenRandom, CryptReleaseContext, GetUserNameA

IPHLPAPI.DLL GetIpNetTable

NETAPI32.dll NetShareEnum, NetApiBufferFree

USER32.dll GetKeyboardLayoutList, ExitWindowsEx, ShowWindow, MessageBoxW, SystemParametersInfoW

WININET.dll InternetCheckConnectionA

WS2_32.dll inet_ntoa, connect, WSAGetLastError, socket, send, WSAStartup, gethostbyname, closesocket, WSACleanup, 
recv, htons

DLL Import

Language of compilation system Country where language is spoken Map

English United States

Network Behavior

Possible Origin

Analysis Process: fM498uO16Z.exe PID: 1068 Parent PID: 5768Analysis Process: fM498uO16Z.exe PID: 1068 Parent PID: 5768

General
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Disassembly

Code Analysis

Start time: 18:00:05

Start date: 11/01/2021

Path: C:\Users\user\Desktop\fM498uO16Z.exe

Wow64 process (32bit): false

Commandline: 'C:\Users\user\Desktop\fM498uO16Z.exe' 

Imagebase: 0x1180000

File size: 1266688 bytes

MD5 hash: E7F086119362368528A160BE01F194AD

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_Ransomware_Generic, Description: Yara detected 
Ransomware_Generic, Source: 
00000000.00000002.239974727.000000000124D000.00000002.00020000.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Fonix, Description: Yara detected Fonix ransomware, Source: 
00000000.00000002.239974727.000000000124D000.00000002.00020000.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Ransomware_Generic, Description: Yara detected 
Ransomware_Generic, Source: 
00000000.00000000.228344878.000000000124D000.00000002.00020000.sdmp, Author: 
Joe Security
Rule: JoeSecurity_Fonix, Description: Yara detected Fonix ransomware, Source: 
00000000.00000000.228344878.000000000124D000.00000002.00020000.sdmp, Author: 
Joe Security

Reputation: low
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