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Cookbook: default.jbs

Time: 18:30:51

Date: 11/01/2021

Version: 31.0.0 Red Diamond



Table of Contents

Table of Contents

Analysis Report Voicemail2019210560.htm|

Overview
General Information
Detection
Signatures
Classification

Startup

Malware Configuration
Yara Overview

Sigma Overview
Signature Overview
Mitre Att&ck Matrix
Behavior Graph

Screenshots
Thumbnails

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample
Dropped Files
Unpacked PE Files
Domains
URLs

Domains and IPs
Contacted Domains
Contacted URLs
URLs from Memory and Binaries
Contacted IPs
Public

General Information

Simulations
Behavior and APlIs
Joe Sandbox View / Context
IPs
Domains
ASN
JA3 Fingerprints
Dropped Files
Created / dropped Files

Static File Info
General
File Icon
Network Behavior
Network Port Distribution
TCP Packets
UDP Packets
DNS Queries
DNS Answers
Code Manipulations

Statistics
Behavior
System Behavior
Analysis Process: iexplore.exe PID: 3468 Parent PID: 792

General
File Activities
Registry Activities

Copyright null 2021

O OOV N~N~N~N~N~NOOD T AORNDNMNDMDNDMNLMIAEAMDNDDN

H
5o

P hrpppRpRpR
P RrRrooo O

P pppprppRpRepR
O oo~ Moo O

=
0 ©

19

19
19
20
20

Page 2 of 21



Analysis Process: iexplore.exe PID: 6076 Parent PID: 3468 20

General 20
File Activities 20
Registry Activities 20
Disassembly 21
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Analysis Report Voicemail2019210560.html

Overview
General Information Detection Signatures Classification
Zample Voicemail2019210560.html No high impact signatures.

ame:

Analysis ID: 338159

MDS: 20e98043d67ec8..
SHAL: 6d2f9b5daecOfel..
SHAZ256: 1b53e7b2355f0ae.

Most interesting Screenshot:

Score: 0

Range: 0-100

Whitelisted:  false

Confidence:  80%

Startup

= System is w10x64

. @ iexplore.exe (PID: 3468 cmdline: 'C:\Program Files\Internet Exploreniexplore.exe' -Embedding MD5: 6465CB92B25A7BC1DF8E01D8AC5E7596)
. @ iexplore.exe (PID: 6076 cmdline: 'C:\Program Files (x86)\Internet ExplorelEXPLORE.EXE' SCODEF:3468 CREDAT:17410 /prefetch:2 MD5:

071277CC2E3DF41EEEA8013E2AB58D5A)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

No yara matches

Sigma Overview

No Sigma rule has matched

Signature Overview
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@ Compliance
® Networking
@ System Summary

@

There are no malicious signatures, click here to show all signatures.

Click to jump to signature section

Mitre Att&ck Matrix

Command Remote
Initial Privilege  Defense Credential Lateral and Network Service
Access Execution Persistence Escalation Evasion Access Discovery Movement Collection Exfiltration Control Effects Effects Impa
Valid Windows Path Process Masquerading oS File and Remote Data from  Exfiltration Encrypted Eavesdrop on Remotely Modif
Accounts Management  Interception Injection Credential Directory Services Local Over Other Channel Insecure Track Device Syste
Instrumentation Dumping  Discovery System Network Network Without Partiti
Medium Communication Authorization
Default  Scheduled Boot or Boot or Process LSASS Application  Remote Data from  Exfiltration Non- Exploit SS7 to  Remotely Devic
Accounts Task/Job Logon Logon Injection Memory  Window Desktop Removable Over Application Redirect Phone Wipe Data  Lockc
Initialization  Initialization Discovery Protocol Media Bluetooth  Layer Calls/SMS Without
Scripts Scripts Protocol Authorization
Domain At (Linux) Logon Script Logon Obfuscated Files Security ~ Query SMB/Windows Data from Automated Application Exploit SS7to Obtain Delets
Accounts (Windows)  Script or Information Account  Registry Admin Shares Network Exfiltration Layer Track Device  Device Devic
(Windows) Manager Shared Protocol @4 Location Cloud Data
Drive Backups

Behavior Graph
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Behavior Graph D Process
ID: 338159 MALICIOUS D Signature
Sample: Voicemail2019210560.html SUSPICIOUS D Created File
Startdate: 11/01/2021 . DNS/IP Info
Architecture:  WINDOWS UNKNOWN ™1 |s Dropped
[ N |
Score: 0
- '
A% Is Windows Process
Ias Number of created Registry Values
L]}

started
Number of created Files

Y

Visual Basic

2=
5E

®
2
9
©
5
o
¥

Delphi

i
i
=

m Java
.Net C# or VB.NET
C, C++ or other language

Is malicious

D@ 2 i~

started

Internet

blazeasia.com &i
213.92, 443, 49718, 49719
AMAZON-02US
United States

www.blazeasia.com ;:4

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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éj C:\Users\hardz\Desktop\Voicemail2019210560.html = X || Search...

© CA\Usersthardz\ Desktop\Vo.. % ||

O Type here to search

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link

Voicemail2019210560. html 0% Virustotal Browse

Dropped Files

No Antivirus matches

Unpacked PE Files

No Antivirus matches

Domains

Source Detection Scanner Label Link
blazeasia.com 1% Virustotal Browse
www.blazeasia.com 0% Virustotal Browse
URLs

Source Detection Scanner Label Link
hitp://https://www.blazeasia.com/connecting/?e=kmcgahee 0% Avira URL Cloud safe
hitp:/fiwww.wikipedia.com/ 0% URL Reputation safe
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https://www.virustotal.com/gui/file/1b53e7b2355f0aeef294ba5b7be3605fbbe649e866c0bd23c94f86c91bed6699/detection/f-1b53e7b2355f0aeef294ba5b7be3605fbbe649e866c0bd23c94f86c91bed6699-1610383832
https://www.virustotal.com/gui/url/968bea400082f1dc539e6c200b2ecf3f89132b1314ae30713509341351efd11f/detection/u-968bea400082f1dc539e6c200b2ecf3f89132b1314ae30713509341351efd11f-1572118296
https://www.virustotal.com/gui/url/0ba4c18df1d4b20310fb2f6a487376d8059e5162e9c006c334f1d8c6417b92a3/detection/u-0ba4c18df1d4b20310fb2f6a487376d8059e5162e9c006c334f1d8c6417b92a3-1610147251

Source
hitp:/fiwww.wikipedia.com/
hitp:/fiwww.wikipedia.com/

hitp:/fiwww.wikipedia.com/

Domains and IPs

Contacted Domains

Name P
blazeasia.com

www.blazeasia.com

Contacted URLs

Name

file:///C:/Users/user/Desktop/Voicemail2019210560. html

URLs from Memory and Binaries

Name
hitp://https://www.blazeasia.com/connecting/?e=kmcgahee

hitp:/fiwww.wikipedia.com/

hitp://www.amazon.com/
hitp:/fiwww.nytimes.com/
hitp:/fiwww.live.com/
hitp:/fiwww.reddit.com/
hitp:/fiwww.twitter.com/

hitp://www.youtube.com/

Contacted IPs

] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% <No. of IPs

Public

Copyright null 2021

unknown

13.250.213.92

Source
Voicemail2019210560. html

msapplication.xml6.1.dr

msapplication.xml.1.dr

msapplication.xml3.1.dr
msapplication.xml2.1.dr
msapplication.xml4.1.dr

msapplication.xml5.1.dr

msapplication.xml7.1.dr

Detection Scanner Label
0% URL Reputation safe
0% URL Reputation safe
0% URL Reputation safe
Active Malicious Antivirus Detection
true false e 1%, Virustotal, Browse

unknown false e 0%, Virustotal, Browse

Malicious Antivirus Detection
false
Malicious Antivirus Detection
false e Avira URL Cloud: safe
false e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe
false
false
false
false
false
false

Link

Reputation
unknown

unknown

Reputation

low

Reputation
unknown

unknown

high
high
high
high
high
high
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https://www.virustotal.com/gui/url/968bea400082f1dc539e6c200b2ecf3f89132b1314ae30713509341351efd11f/detection/u-968bea400082f1dc539e6c200b2ecf3f89132b1314ae30713509341351efd11f-1572118296
https://www.virustotal.com/gui/url/0ba4c18df1d4b20310fb2f6a487376d8059e5162e9c006c334f1d8c6417b92a3/detection/u-0ba4c18df1d4b20310fb2f6a487376d8059e5162e9c006c334f1d8c6417b92a3-1610147251

P Domain Country Flag ASN ASN Name Malicious
13.250.213.92 unknown United States S 16509 AMAZON-02US false

General Information

Joe Sandbox Version: 31.0.0 Red Diamond
Analysis ID: 338159
Start date: 11.01.2021
Start time: 18:30:51
Joe Sandbox Product: CloudBasic
Overall analysis duration: Oh 7m 45s
Hypervisor based Inspection enabled: false
Report type: light
Sample file name: Voicemail2019210560.html
Cookbook file name: default.jbs
Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211
Number of analysed new started processes analysed: 37
Number of new started drivers analysed: 0
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 0
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
* AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: CLEAN
Classification: clean0.winHTML@3/15@1/1
Cookbook Comments: e Adjust boot time
e Enable AMSI
e Found application associated with file extension:
_html

Copyright null 2021 Page 9 of 21



Warnings:

Simulations

Behavior and APIs

No simulations

Joe Sandbox View | Context

IPs

No context
Domains
No context

ASN

Match Associated Sample Name /| URL

Copyright null 2021

SHA 256
Get hash
Get hash

Show All

Detection
malicious

malicious

Exclude process from analysis (whitelisted):
MpCmdRun.exe, audiodg.exe,
BackgroundTransferHost.exe, ielowutil.exe,
WMIADAP.exe, MusNotifylcon.exe,
backgroundTaskHost.exe, SgrmBroker.exe,
conhost.exe, svchost.exe, wuapihost.exe
Excluded IPs from analysis (whitelisted):
52.255.188.83, 13.64.90.137, 88.221.62.148,
51.104.144.132, 23.210.248.85, 152.199.19.161,
92.122.213.194, 92.122.213.247, 2.20.142.209,
2.20.142.210, 20.54.26.129, 51.104.139.180,
52.155.217.156, 20.190.129.160, 20.190.129.130,
40.126.1.130, 20.190.129.2, 40.126.1.128,
20.190.129.24, 20.190.129.128, 40.126.1.142,
40.127.240.158

Excluded domains from analysis (whitelisted):
au.download.windowsupdate.com.edgesuite.net,
arc.msn.com.nsatc.net, fs-
wildcard.microsoft.com.edgekey.net, fs-
wildcard.microsoft.com.edgekey.net.globalredir.aka
dns.net, al449.dscg2.akamai.net, arc.msn.com,
www.tm.a.prd.aadg.trafficmanager.net,
€11290.dspg.akamaiedge.net,
iecvlist.microsoft.com,
db5eap.displaycatalog.md.mp.microsoft.com.akadn
s.net, go.microsoft.com, login.live.com,
audownload.windowsupdate.nsatc.net,
displaycatalog.mp.microsoft.com,
watson.telemetry.microsoft.com, img-prod-cms-rt-
microsoft-com.akamaized.net,
prod.fs.microsoft.com.akadns.net, au-bg-
shim.trafficmanager.net, displaycatalog-
europeeap.md.mp.microsoft.com.akadns.net,
skypedataprdcolwus17.cloudapp.net,
fs.microsoft.com, ie9comview.vo.msecnd.net, ris-
prod.trafficmanager.net,
displaycatalog.md.mp.microsoft.com.akadns.net,
e1723.g.akamaiedge.net,
ctldl.windowsupdate.com, settings-
win.data.microsoft.com, a767.dscg3.akamai.net,
login.msa.msidentity.com, settingsfd-
geo.trafficmanager.net, ris.api.iris.microsoft.com,
skypedataprdcoleus17.cloudapp.net,
blobcollector.events.data.trafficmanager.net,
go.microsoft.com.edgekey.net,
dub2.next.a.prd.aadg.trafficmanager.net,
cs9.wpc.vOcdn.net,
www.tm.lg.prod.aadmsa.trafficmanager.net

Link Context
Browse e 13.212.185.246
Browse e 52.58.78.16
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https://view.joesandbox.com/analysis/254000/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254000/html/none?idtype=webid
https://view.joesandbox.com/analysis/253996/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253996/html/none?idtype=webid

Match

Associated Sample Name /| URL SHA 256 Detection Link Context

Get hash malicious Browse e 44.227.76.166
Get hash malicious Browse * 76.223.26.96
Get hash malicious Browse e 13.248.148.254
Get hash malicious Browse e 3.0.00

Get hash malicious Browse e 3.14.169.138
Get hash malicious Browse e 13.251.251.159
Get hash malicious Browse e 52.58.78.16
Get hash malicious Browse e 99.86.159.17
Get hash malicious Browse e 99.86.159.17
Get hash malicious Browse e 3.0.00

Get hash malicious Browse e 34.253.207.79
Get hash malicious Browse e 54.194.254.16
Get hash malicious Browse e 3.250.34.72
Get hash malicious Browse e 54.194.254.16
Get hash malicious Browse e 34.253.207.79
Get hash malicious Browse e 54.170.238.166
Get hash malicious Browse e 34.255.89.5

Get hash malicious Browse e 34.209.40.84

JA3 Fingerprints

No context

Dropped Files

No context

Created / dropped Files

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\RecoveryStore.{4D41EB74-547E-11EB-90E4-ECF4BB862DED}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet explorer\iexplore.exe

Microsoft Word Document

dropped

36440

1.89090442287426

false
96:rvZ4Zv2p9WMKIMEfMNRMMCuU6MGMIMbtMTSLMP:rvZ4Zv2p9WZtpfqgRMLHxemtwSL+
C04B4CF635C3DD517645CDBA268B4989
3ABA31F7A036FDCBFBE7FA7518CDE4C718A2CF60
113A36CB49917BI9EADGBAE9I3636D0DB1033AFCIBA5447AAA6D2D0907728E1FOA
0DD2366535AA0A24E19E8B887FAB6B4D47ACB45C5A25409B212E33F6564C9CC3276D000447F5354C9A2615B132D65E47F062C762353F597199D9680A823E5932

false

low

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\{4D41EB76-547E-11EB-90E4-ECF4BB862DED}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Copyright null 2021

C:\Program Files\internet explorer\iexplore.exe

Microsoft Word Document

dropped

24220

1.6406349447681856

false

192:rBZuQG6Yk8FR14G2R1akWR1TMRIWYF1/1+1g:rHrRIBhgK8qQ13
9BD31623FC8A15174EBD32117D374765
91681EECB4DE53BB9AF6B97B199EDECE73F5285E
663488729BA9018CB3D3E2727C004F17C4FA3BEEFDEGAEESF7741B1B8D7EA25C

1EFBFBOF17B856E1633234AA215C09FC862D860BA0OBE231C1C7E34AE1BF6D7EC0884B04D2527BFFEF6F631FA4B29D871134A3B489D929A6B05ES5689FE69A2CE
4

false
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https://view.joesandbox.com/analysis/253971/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253971/html/none?idtype=webid
https://view.joesandbox.com/analysis/253964/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253964/html/none?idtype=webid
https://view.joesandbox.com/analysis/253961/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253961/html/none?idtype=webid
https://view.joesandbox.com/analysis/253932/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253932/html/none?idtype=webid
https://view.joesandbox.com/analysis/253900/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253900/html/none?idtype=webid
https://view.joesandbox.com/analysis/253892/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253892/html/none?idtype=webid
https://view.joesandbox.com/analysis/253872/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253872/html/none?idtype=webid
https://view.joesandbox.com/analysis/253858/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253858/html/none?idtype=webid
https://view.joesandbox.com/analysis/253857/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253857/html/none?idtype=webid
https://view.joesandbox.com/analysis/253834/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253834/html/none?idtype=webid
https://view.joesandbox.com/analysis/253798/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253798/html/none?idtype=webid
https://view.joesandbox.com/analysis/253796/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253796/html/none?idtype=webid
https://view.joesandbox.com/analysis/253795/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253795/html/none?idtype=webid
https://view.joesandbox.com/analysis/253791/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253791/html/none?idtype=webid
https://view.joesandbox.com/analysis/253789/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253789/html/none?idtype=webid
https://view.joesandbox.com/analysis/253751/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253751/html/none?idtype=webid
https://view.joesandbox.com/analysis/253750/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253750/html/none?idtype=webid
https://view.joesandbox.com/analysis/253737/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253737/html/none?idtype=webid

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Recovery\High\Active\{4D41EB76-547E-11EB-90E4-ECF4BB862DED}.dat

Reputation:

Preview:

low

C:\Users\user\AppData\Local\Microsoft\internet Explorer\Recovery\High\Active\{56FD637D-547E-11EB-90E4-ECF4BB862DED}.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

Microsoft Word Document

dropped

16984

1.5648175301688094

false
48:1wiGcprXGwpamG4pQ+GrapbS1rGQpKBG7HpRhsTGIpG:rWZBQW6wWBS1FAWTh4A
E55BA0AA1ABB43C61B2F86EE742280EL
0A907E7AA6345A3C7E17175DB2237F303ABOED20
7451D00BIBF508CB32CD1477D3EDE693D716562A256763F02E2A25A1233F1019

723A4FE542F97AFCD18C8116DB5F34A2BC104E6D164B90AEA4ABC2D00B010B2C4AABC2FCD6E7701CE934785FA23E7BC20144F09E3516908BB5327B58EFBOES
73

false

low

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-17529550060\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

656

5.102763200093918

false

12: TMHANMNXOEleuczTeucMnWimI002EtM3MHANMNxOEleuczTMWMnWiml00ObVbKEs:2d6NXOZGVGMSZHKA6NXOZGvdMSZ76b
0B717543CD881200499BCI9BIFABE6102

BD48F10A8924A6A852D67937B1F3E2865C6080EF
2E3BOB598EB6D67E8761D5723C1A9CFBEC92CB2DD8D1758D5FC6FFB5BB7B7FC4
F22E4BA4B93E23C351D341919629711112EBDBF4A911DCA9155236C38DBDE6655175C670AEF868A550D84601F91C774BAC7EDO0010A7CFA91FO8COAOEEBF895
false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.twitter.com/"/><date>0x227ae006,0x01d6e88b</date><
accdate>0x227ae006,0x01d6e88b</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.twitter.com/"/><date>0x227ae006,0x01d6e88b</date><accdate>0
x227d4258,0x01d6e88b</accdate></config><tile><wide310x150logo/><square310x310logo/><square 70x70logo/><favorite src="C:\Users\user\Favorites\Twitter.url"/></tile
></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-18270793970\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

Copyright null 2021

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

653

5.154434050491056

false

12: TMHANMNxe2kIR1LzZTR1LMnWimI002EtM3MHANMNxe2kIR1LzZTR1LMnWimI000ObkS:2d6Nxr5RNVRNMSZHKdBNXr5SRNVRNMSZ/
954EFD67B63DEDC51CAAAS2EFF6FCA452

CCC2F7601903623A133DC438C02761BCESB3D1D9
AF9EAC17AD49F9355328E9BC2929F3761E6F34DA5CDC190C306A0DA9CE83E99E
099DA46E613006EEB1673F228FCC5718196B22B60EA8B3AC23949FED6B75F63A6E541F02649923195B8A5CCDI4E993CA8FDD2C80826AC6181FFE20EE7A943AD0
false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.amazon.com/"/><date>0x22761b53,0x01d6e88h</date><a
ccdate>0x22761b53,0x01d6e88b</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.amazon.com/"/><date>0x22761b53,0x01d6e88b</date><a
ccdate>0x22761b53,0x01d6e88b</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Am
azon.url"/></tile></msapplication></browserconfig>..
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C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-21706820\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

662

5.155894051376673

false

12: TMHANMNxVLIMWZTMWMnWimI002EtM3MHANMNxVLIMWZzTMWMnWimI000bmZEtMb:2d6NxvedvdMSZHKd6NxvedvdMSZ7mb
70C1640F382EFA6619D97970969E3543

C6C41950EE7738FCCA14035F6F47F52016B3F48B
B925230F2AEA5FCB40C13D3051FBDAB3303BCFDC6500CD2CDDIEOFE91E25D3F9
393D1828079413F71979052259CD15BEOD5D57BE9CF71C8C417A053AC18197ADECCD7D74114E780E32B196D40A847B4A8FED99A407E2E1693633B77ADES1354
false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.wikipedia.com/"/><date>0x227d4258,0x01d6e88b</date>
<accdate>0x227d4258,0x01d6e88b</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..
<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.wikipedia.com/"/><date>0x227d4258,0x01d6e88b</date><accda
te>0x227d4258,0x01d6e88b</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Wikipe
dia.url"/></tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin-4759708130\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

647

5.098820462952338

false
12:TMHdNMNXxileuczTeucMnWiml002EtM3MHANMNXxileuczTeucMnWimI000Obd5EtMb:2d6NXHGVGMSZHKd6NXHGVGMSZ7Jjb
4678DEE883D662FEAFDA438C03801CC1

D9EC8A2DD3368150544953AAC04C005546DBF646
41B1581BE1A1D10B538C590521C1BC66812862C5D2262201D7AEADD32EA46A43
2319069E04E648D469D5B85E30F1DEFBOC55BB9035F7287223202E3E757044D03F265762A4BA64F535EB2386F9B3EA3873A100479BFB2FF3A6AB2703D9697F99
false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.live.com/"/><date>0x227ae006,0x01d6e88b</date><acc
date>0x227ae006,0x01d6e88b</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?xml
version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.live.com/"/><date>0x227ae006,0x01d6e88b</date><accdate>0x227ae
006,0x01d6e88b</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Live.url"/></tile>
</msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-6757900\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

656

5.16866376719925

false

12: TMHdANMNXhGWIMWzTMWMnWimI002EtM3MHANMNXhGwWIMWzTMWMnWimI000b8K075t:2d6NxQ1dvdMSZHKdENXQ1dvdMSZ7YKa/
9F4EB4E08D70624D35E7369D73238D7E

4F319415EAFEC397015D3F8BF90D3194E220697C

E223B63348B97CA06740D00C2332DBA3C4998D5BDB27AEF030D790691C12881C
001A45A3D6E7C877BED444A7DC738E8E61E6D9624788CCBE307C548092471F003060E31B9352D076033C9A2626B1938396E2D0F2C4394ED2A1EB307A83A9D67E
false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.youtube.com/"/><date>0x227d4258,0x01d6e88b</date><
accdate>0x227d4258,0x01d6e88b</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.youtube.com/"/><date>0x227d4258,0x01d6e88b</date><accdate>0
x227d4258,0x01d6e88b</accdate></config><tile><wide310x150logo/><square310x310logo/><square 70x70logo/><favorite src="C:\Users\user\Favorites\Youtube.url"/>
</tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin-8760897390\msapplication.xml

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

Encrypted:
Copyright null 2021

C:\Program Files\internet exploreniexplore.exe
XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators
dropped
653
5.086335859291014
false
Page 13 of 21



C:\Users\user\AppData\Local\Microsoft\internet Explorer\Tiles\pin-8760897390\msapplication.xml

SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

12:TMHdNMNxOnleuczTeucMnWimI002EtM3MHANMNxOnleuczTeucMnWiml00ObxEty:2d6Nx0IGVGMSZHKd6Nx0IGVGMSZ7nb
8EEB215C97DC049C64C624A2849245B3

D6CD508C8A5CAC5DB583FF67681585B565C666EE
48C965CD47E6EEEBC01CDE94A57E6D02B428CA85E0FD1569A5DCB550A6070401

AA658D2B9F3F68834E458DE30805E8FD04C397A0456AFCF800D58D7BA8FD5SE1DD98AD052F0A15DB21C3EAC2436DF7BD57E9BC6B9960EB8D879561F795EC43/
28

false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.reddit.com/"/><date>0x227ae006,0x01d6e88b</date><a
ccdate>0x227ae006,0x01d6e88b</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.reddit.com/"/><date>0x227ae006,0x01d6e88b</date><accdate>0x2
27ae006,0x01d6e88b</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Reddit.url"/></tile>
</msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20259167780\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

656

5.123639861161528

false
12:TMHdNMNxxleuczTeucMnWimI002EtM3MHdNMNxxleuczTeucMnWiml00Ob6Kg5Es:2d6NxiGVGMSZHKdA6NXiGVGMSZ70b
32FF194COB3E4DF9B1984076E9936602

7E9F417D5155D5A23A30CB551B24CB4491219456
4B43F2FBF277F60F20FA1C629F87D1921A78E146A417C585E4BF8817106B0848

BC0B8B4CF982CDC5F820D263B052F7B4607305B5AC1AB22F57DC2DA4AF955DCD2D02F69D7A2BDCCB1A89D54228DB6A463B222C370F2E4EA25B4AD3C558A1L
BC6

false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.nytimes.com/"/><date>0x227ae006,0x01d6e88b</date><
accdate>0x227ae006,0x01d6e88b</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.nytimes.com/"/><date>0x227ae006,0x01d6e88b</date><accdate>0
x227ae006,0x01d6e88b</accdate></config><tile><wide310x150logo/><square310x310logo/><square 70x70logo/><favorite src="C:\Users\user\Favorites\NY Times.url"/>
</tile></msapplication></browserconfig>..

C:\Users\luser\AppData\Local\Microsoft\Internet Explorer\Tiles\pin20332743330\msapplication.xml

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

659

5.130305418041409

false
12:TMHdNMNxcldB3+czTdB3+cMnWiml002EtM3MHANMNxcldB3+czTdB3+cMnWimlOL:2d6NxBnLvnLMSZHKd6NxBnLvnLMSZ7Db
ABA49A81A5B3A83D49CAEOB7A538FD79

87AF9B844BE405A0B0142856AF013B93E8197AF0
F53A40D2EC42407362D6E1ESF5EE75C167187DD5A84D21DE22E8DES63C5C5ECY

9E2B974A21F78F88C6B094EF573A6E95E9C39DAF201D400EOB1FASB9330EB1IAE62BBA4C8DEB6DBBIDEB852B7CF5920FB3B346BD17BA738C015DA19A6ESBET
CD3

false

low

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.facebook.com/"/><date>0x22787e36,0x01d6e88b</date>
<accdate>0x22787e36,0x01d6e88b</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.facebook.com/"/><date>0x22787e36,0x01d6e88b</date><accdate
>0x22787e36,0x01d6e88b</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Facebook
.url"/></tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Microsoft\internet Explorer\Tiles\pin8215062560\msapplication.xml

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:

Copyright null 2021

C:\Program Files\internet exploreniexplore.exe

XML 1.0 document, ASCII text, with very long lines, with CRLF line terminators

dropped

653

5.113919714198528

false
12:TMHdNMNxfnldB3+czTdB3+cMnWimI002EtM3MHANMNxfnldB3+czTdB3+cMnWimM:2d6NxQnLvnLMSZHKd6NXxQnLvnLMSZ7i/
FA2204CAA257FB56464DODFECEFOC9E4

27A287A4738DD8FAB727118CC5B31EC2025A7BBF

Page 14 of 21



C:\Users\luser\AppData\Local\Microsoft\internet Explorer\Tiles\pin8215062560\msapplication.xml

SHA-256: 48DC337A9D3D00865AB47D64FAES59C620781F3C5A9D8BF3FCF7529C8E12FD4AF

SHA-512: 8CDFDD1EOC61C2FE665F7645DF6F6D114B66B057AB9294C29DD8A352A38E47F284779D2704815EB1C6ABCF57587DA99C1AAE39BFBDE184FF45C307BD8D27DI
B2

Malicious: false

Reputation: low

Preview:

<?xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.google.com/'/><date>0x22787e36,0x01d6e88b</date><a
ccdate>0x22787e36,0x01d6e88b</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/></tile></msapplication></browserconfig>..<?
xml version="1.0" encoding="utf-8"?>..<browserconfig><msapplication><config><site src="http://www.google.com/"/><date>0x22787e36,0x01d6e88bh</date><a
ccdate>0x22787e36,0x01d6e88b</accdate></config><tile><wide310x150logo/><square310x310logo/><square70x70logo/><favorite src="C:\Users\user\Favorites\Go
ogle.url"/></tile></msapplication></browserconfig>..

C:\Users\user\AppData\Local\Temp\~DF650649DB431F52AA.TMP

Process: C:\Program Files\internet exploreniexplore.exe

File Type: data

Category: dropped

Size (bytes): 25441

Entropy (8bit): 0.4781066085042969

Encrypted: false

SSDEEP: 24:c9ILh9ILh9IINSIINAIRX/9IRJIOITHIIThIISSUIISSU9laAa/9aAISGWSZHt:kBgqoxxJhHWSVSEabl2

MDS5: 3ADCAAD8B633D7E90515C2EA66F93B4C

SHA1L: OBFBFAABFEOD8D2670053A42E15EBC73E3A8115C

SHA-256: E8D515A236FA5017E18691113321DEA7D149BC3883BC952F05ABCD8DEB20E201

SHA-512: 3AFAEF7657FD2658CD42D371DF39F95BBE247E89F739ECF87FF402380BC8F11D523326BB718EEFAF453057DFA8B3872C197B01A337ACDFD43C19913456B0ESE
A

Malicious: false

Reputation: low

Preview:

............................. 0 H. MY H.0ees (oo eeeeeeeeseeseeeeseeseeeeeseeseeeesseeessees 0 H VL0 (e oo eeeeee e e oo e e e e eee e e e e eee oo

C:\Users\user\AppData\Local\Temp\~DFADF00BSFEEAE5F32.TMP

Process: C:\Program Files\internet exploreniexplore.exe

File Type: data

Category: dropped

Size (bytes): 34413

Entropy (8bit): 0.36053183785122456

Encrypted: false

SSDEEP: 192:kBgoxKAugqR+R1TR1tR1fRIWR19R1Q1/1s:kBgoxKAugR+PxzaB81G

MDS5: D6017BEB049F55EE26EDCED93B737E8F

SHA1L: 74251960F671DA9EDAB8202E07CBB1EB3F36177D6

SHA-256: D940E2E8340F010A745AC4842D00C6BBAB4B50F5BADE1OE18D1DAAGAE74AES62

SHA-512: 18A4ECC4212EA2390AF4A2DDED99645B1DABOBAOF53EO0BCALC94F9D6D22E625B71979770857BC8B908BB4BD46A6C788FO04EAESEDCACS55A33D724D9F951FC2
B04

Malicious: false

Reputation: low

Preview:

0. H..M.{y..+.0...(.. 296 H..M.{y..+.0..(

C:\Users\user\AppData\Local\Temp\~DFAEE54F1E701BC4E5.TMP

Process: C:\Program Files\internet exploreniexplore.exe

File Type: data

Category: dropped

Size (bytes): 13125

Entropy (8bit): 0.5428688046782213

Encrypted: false

SSDEEP: 24:¢9ILh9ILh9IIN9IIN9Iof3F9lofVIIWFEXGngVNgWXNgydGtgi9:kBgolGYsWnwNzNVgth

MDS5: AFDFDO03EF0095246C30096BF593A90A8

SHA1L: 97A07E22C404B1CE78ABE3CFD5FF0C4C9C1981D2

SHA-256: 758B990ADE4F1830702FAC85B17A3E35C4DE70055E774ED555869A9BAEEC6214

SHA-512: 75E4E827B958A86078F399DIACEBC2F3907276B27EAC5818CIF8FC7E8393E00EB54AAFEG4ELIAEBFI838FEO6FFBEBBEC70CD5DB64CB51ESEFD15ED4B1453898
B9

Malicious: false

Reputation: low

Copyright null 2021 Page 15 of 21



C:\Users\user\AppData\Local\Temp\~DFAEE54F1E701BC4E5.TMP

Preview:

FO0. . H MY .0 (s F00 H ML Y. 0 (e e

Static File Info

General
File type:
Entropy (8bit):
TriD:

File name:
File size:
MD5:

SHA1L:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Network Behavior

Network Port Distribution

TCP Packets

f8c89c9a9a998ch8

Total Packets: 70

® 53 (DNS)
@ 443 (HTTPS)

HTML document, ASCII text, with CRLF line terminators
5.481411443001667

Voicemail2019210560.html

144

a0e98043d67ec8545f6007dda44862c4
6d2f9b5daecOfelb95aldbad405aeade706ce926

1b53e7b2355f0aeef294ba5b7be3605fbbe649e866c0bd2
3c94f86c91bed6699

128290ec5f49aff0ch39057b39132e743e2d2f0235ef427¢e
d6536716746748755dad3005e99475c909chcasdf0d84e
2272289d86eclcc4d155e734e8ble5cea

3:1lun6xINg8VP4CYrSLpnEwysL WHNAMDd2HbUKEr8b
:N6g2P4CYGLJIEwyqyAMD479vb

<HTML>..<HEAD>..<META HTTP-EQUIV="refresh" CO
NTENT="0.1;URL= https://www.blazeasia.com/connecti
ng/?e=kmcgahee@med-metrix.com">..</HEAD>..</BO

DY>

Timestamp Source Port Dest Port Source IP Dest IP
Jan 11, 2021 18:31:42.785340071 CET 49718 443 192.168.2.3 13.250.213.92
Jan 11, 2021 18:31:42.785448074 CET 49719 443 192.168.2.3 13.250.213.92

Copyright null 2021 Page 16 of 21



Timestamp Source Port Dest Port Source IP Dest IP

Jan 11, 2021 18:31:42.968271017 CET 443 49719 13.250.213.92 192.168.2.3
Jan 11, 2021 18:31:42.968488932 CET 49719 443 192.168.2.3 13.250.213.92
Jan 11, 2021 18:31:42.970442057 CET 443 49718 13.250.213.92 192.168.2.3
Jan 11, 2021 18:31:42.970767975 CET 49718 443 192.168.2.3 13.250.213.92
Jan 11, 2021 18:31:42.982408047 CET 49718 443 192.168.2.3 13.250.213.92
Jan 11, 2021 18:31:43.170178890 CET 443 49718 13.250.213.92 192.168.2.3
Jan 11, 2021 18:31:43.170207024 CET 443 49718 13.250.213.92 192.168.2.3
Jan 11, 2021 18:31:43.170227051 CET 443 49718 13.250.213.92 192.168.2.3
Jan 11, 2021 18:31:43.170279980 CET 49718 443 192.168.2.3 13.250.213.92
Jan 11, 2021 18:31:43.170322895 CET 49718 443 192.168.2.3 13.250.213.92
Jan 11, 2021 18:31:43.202023029 CET 49718 443 192.168.2.3 13.250.213.92
Jan 11, 2021 18:31:43.211570978 CET 49718 443 192.168.2.3 13.250.213.92
Jan 11, 2021 18:31:43.211698055 CET 49718 443 192.168.2.3 13.250.213.92
Jan 11, 2021 18:31:43.389519930 CET 443 49718 13.250.213.92 192.168.2.3
Jan 11, 2021 18:31:43.389566898 CET 443 49718 13.250.213.92 192.168.2.3
Jan 11, 2021 18:31:43.389632940 CET 49718 443 192.168.2.3 13.250.213.92
Jan 11, 2021 18:31:43.389674902 CET 49718 443 192.168.2.3 13.250.213.92
Jan 11, 2021 18:31:43.390467882 CET 49718 443 192.168.2.3 13.250.213.92
Jan 11, 2021 18:31:43.396406889 CET 443 49718 13.250.213.92 192.168.2.3
Jan 11, 2021 18:31:43.574839115 CET 443 49718 13.250.213.92 192.168.2.3
Jan 11, 2021 18:31:43.574940920 CET 49718 443 192.168.2.3 13.250.213.92
Jan 11, 2021 18:31:43.627726078 CET 443 49718 13.250.213.92 192.168.2.3
Jan 11, 2021 18:31:43.792541027 CET 49719 443 192.168.2.3 13.250.213.92
Jan 11, 2021 18:31:43.975573063 CET 443 49719 13.250.213.92 192.168.2.3
Jan 11, 2021 18:31:43.975768089 CET 49719 443 192.168.2.3 13.250.213.92
Jan 11, 2021 18:31:44.112543106 CET 49719 443 192.168.2.3 13.250.213.92
Jan 11, 2021 18:31:44.300215960 CET 443 49719 13.250.213.92 192.168.2.3
Jan 11, 2021 18:31:44.300431967 CET 49719 443 192.168.2.3 13.250.213.92
Jan 11, 2021 18:31:44.300923109 CET 49719 443 192.168.2.3 13.250.213.92
Jan 11, 2021 18:31:44.302864075 CET 49719 443 192.168.2.3 13.250.213.92
Jan 11, 2021 18:31:44.484112024 CET 443 49719 13.250.213.92 192.168.2.3
Jan 11, 2021 18:31:44.484299898 CET 49719 443 192.168.2.3 13.250.213.92
Jan 11, 2021 18:31:44.547286034 CET 443 49719 13.250.213.92 192.168.2.3
Jan 11, 2021 18:31:44.667082071 CET 443 49719 13.250.213.92 192.168.2.3
Jan 11, 2021 18:31:44.667306900 CET 49719 443 192.168.2.3 13.250.213.92
Jan 11, 2021 18:31:44.733485937 CET 49719 443 192.168.2.3 13.250.213.92
Jan 11, 2021 18:31:44.969197035 CET 443 49719 13.250.213.92 192.168.2.3
Jan 11, 2021 18:33:45.250338078 CET 443 49719 13.250.213.92 192.168.2.3

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP
Jan 11, 2021 18:31:36.132215023 CET 63492 53 192.168.2.3 8.8.8.8
Jan 11, 2021 18:31:36.183219910 CET 53 63492 8.8.8.8 192.168.2.3
Jan 11, 2021 18:31:37.736922979 CET 60831 53 192.168.2.3 8.8.8.8
Jan 11, 2021 18:31:37.788019896 CET 53 60831 8.8.8.8 192.168.2.3
Jan 11, 2021 18:31:38.928371906 CET 60100 53 192.168.2.3 8.8.8.8
Jan 11, 2021 18:31:38.979175091 CET 53 60100 8.8.8.8 192.168.2.3
Jan 11, 2021 18:31:40.127990961 CET 53195 53 192.168.2.3 8.8.8.8
Jan 11, 2021 18:31:40.176012039 CET 53 53195 8.8.8.8 192.168.2.3
Jan 11, 2021 18:31:40.973893881 CET 50141 53 192.168.2.3 8.8.8.8
Jan 11, 2021 18:31:41.024673939 CET 53 50141 8.8.8.8 192.168.2.3
Jan 11, 2021 18:31:41.337956905 CET 53023 53 192.168.2.3 8.8.8.8
Jan 11, 2021 18:31:41.395912886 CET 53 53023 8.8.8.8 192.168.2.3
Jan 11, 2021 18:31:42.035537004 CET 49563 53 192.168.2.3 8.8.8.8
Jan 11, 2021 18:31:42.083764076 CET 53 49563 8.8.8.8 192.168.2.3
Jan 11, 2021 18:31:42.709847927 CET 51352 53 192.168.2.3 8.8.8.8
Jan 11, 2021 18:31:42.766330004 CET 53 51352 8.8.8.8 192.168.2.3
Jan 11, 2021 18:31:42.889504910 CET 59349 53 192.168.2.3 8.8.8.8
Jan 11, 2021 18:31:42.937314034 CET 53 59349 8.8.8.8 192.168.2.3
Jan 11, 2021 18:31:43.891448021 CET 57084 53 192.168.2.3 8.8.8.8
Jan 11, 2021 18:31:43.947829008 CET 53 57084 8.8.8.8 192.168.2.3
Jan 11, 2021 18:31:44.845343113 CET 58823 53 192.168.2.3 8.8.8.8
Jan 11, 2021 18:31:44.893253088 CET 53 58823 8.8.8.8 192.168.2.3
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Timestamp Source Port Dest Port Source IP Dest IP

Jan 11, 2021 18:31:48.131371021 CET 57568 53 192.168.2.3 8.8.8.8
Jan 11, 2021 18:31:48.179399014 CET 53 57568 8.8.8.8 192.168.2.3
Jan 11, 2021 18:31:49.049735069 CET 50540 53 192.168.2.3 8.8.8.8
Jan 11, 2021 18:31:49.100533962 CET 53 50540 8.8.8.8 192.168.2.3
Jan 11, 2021 18:32:04.221613884 CET 54366 53 192.168.2.3 8.8.8.8
Jan 11, 2021 18:32:04.269572973 CET 53 54366 8.8.8.8 192.168.2.3
Jan 11, 2021 18:32:08.263938904 CET 53034 53 192.168.2.3 8.8.8.8
Jan 11, 2021 18:32:08.325366974 CET 53 53034 8.8.8.8 192.168.2.3
Jan 11, 2021 18:32:11.350157976 CET 57762 53 192.168.2.3 8.8.8.8
Jan 11, 2021 18:32:11.406547070 CET 53 57762 8.8.8.8 192.168.2.3
Jan 11, 2021 18:32:12.035963058 CET 55435 53 192.168.2.3 8.8.8.8
Jan 11, 2021 18:32:12.083875895 CET 53 55435 8.8.8.8 192.168.2.3
Jan 11, 2021 18:32:12.357650042 CET 57762 53 192.168.2.3 8.8.8.8
Jan 11, 2021 18:32:12.405684948 CET 53 57762 8.8.8.8 192.168.2.3
Jan 11, 2021 18:32:13.046530962 CET 55435 53 192.168.2.3 8.8.8.8
Jan 11, 2021 18:32:13.102586985 CET 53 55435 8.8.8.8 192.168.2.3
Jan 11, 2021 18:32:13.357758045 CET 57762 53 192.168.2.3 8.8.8.8
Jan 11, 2021 18:32:13.405853987 CET 53 57762 8.8.8.8 192.168.2.3
Jan 11, 2021 18:32:14.061870098 CET 55435 53 192.168.2.3 8.8.8.8
Jan 11, 2021 18:32:14.109756947 CET 53 55435 8.8.8.8 192.168.2.3
Jan 11, 2021 18:32:15.373533964 CET 57762 53 192.168.2.3 8.8.8.8
Jan 11, 2021 18:32:15.421556950 CET 53 57762 8.8.8.8 192.168.2.3
Jan 11, 2021 18:32:16.097703934 CET 55435 53 192.168.2.3 8.8.8.8
Jan 11, 2021 18:32:16.145714045 CET 53 55435 8.8.8.8 192.168.2.3
Jan 11, 2021 18:32:18.990705967 CET 50713 53 192.168.2.3 8.8.8.8
Jan 11, 2021 18:32:19.051717043 CET 53 50713 8.8.8.8 192.168.2.3
Jan 11, 2021 18:32:19.389481068 CET 57762 53 192.168.2.3 8.8.8.8
Jan 11, 2021 18:32:19.437505960 CET 53 57762 8.8.8.8 192.168.2.3
Jan 11, 2021 18:32:20.108834028 CET 55435 53 192.168.2.3 8.8.8.8
Jan 11, 2021 18:32:20.156805038 CET 53 55435 8.8.8.8 192.168.2.3
Jan 11, 2021 18:32:25.534568071 CET 56132 53 192.168.2.3 8.8.8.8
Jan 11, 2021 18:32:25.595310926 CET 53 56132 8.8.8.8 192.168.2.3
Jan 11, 2021 18:32:29.943022013 CET 58987 53 192.168.2.3 8.8.8.8
Jan 11, 2021 18:32:30.007189035 CET 53 58987 8.8.8.8 192.168.2.3
Jan 11, 2021 18:32:42.474364996 CET 56579 53 192.168.2.3 8.8.8.8
Jan 11, 2021 18:32:42.522370100 CET 53 56579 8.8.8.8 192.168.2.3
Jan 11, 2021 18:32:47.504686117 CET 60633 53 192.168.2.3 8.8.8.8
Jan 11, 2021 18:32:47.563174963 CET 53 60633 8.8.8.8 192.168.2.3
Jan 11, 2021 18:33:19.244256020 CET 61292 53 192.168.2.3 8.8.8.8
Jan 11, 2021 18:33:19.292220116 CET 53 61292 8.8.8.8 192.168.2.3
Jan 11, 2021 18:33:20.785599947 CET 63619 53 192.168.2.3 8.8.8.8
Jan 11, 2021 18:33:20.842228889 CET 53 63619 8.8.8.8 192.168.2.3
Jan 11, 2021 18:34:25.849939108 CET 64938 53 192.168.2.3 8.8.8.8
Jan 11, 2021 18:34:25.918951035 CET 53 64938 8.8.8.8 192.168.2.3
Jan 11, 2021 18:34:26.877562046 CET 61946 53 192.168.2.3 8.8.8.8
Jan 11, 2021 18:34:26.941783905 CET 53 61946 8.8.8.8 192.168.2.3
Jan 11, 2021 18:34:27.605268002 CET 64910 53 192.168.2.3 8.8.8.8
Jan 11, 2021 18:34:27.664203882 CET 53 64910 8.8.8.8 192.168.2.3
Jan 11, 2021 18:34:28.333606958 CET 52123 53 192.168.2.3 8.8.8.8
Jan 11, 2021 18:34:28.393177986 CET 53 52123 8.8.8.8 192.168.2.3
Jan 11, 2021 18:34:28.945858002 CET 56130 53 192.168.2.3 8.8.8.8
Jan 11, 2021 18:34:29.005132914 CET 53 56130 8.8.8.8 192.168.2.3
Jan 11, 2021 18:34:29.575500011 CET 56338 53 192.168.2.3 8.8.8.8
Jan 11, 2021 18:34:29.679050922 CET 53 56338 8.8.8.8 192.168.2.3
Jan 11, 2021 18:34:30.429261923 CET 59420 53 192.168.2.3 8.8.8.8
Jan 11, 2021 18:34:30.485596895 CET 53 59420 8.8.8.8 192.168.2.3
Jan 11, 2021 18:34:32.499988079 CET 58784 53 192.168.2.3 8.8.8.8
Jan 11, 2021 18:34:32.558727980 CET 53 58784 8.8.8.8 192.168.2.3
Jan 11, 2021 18:34:33.461657047 CET 63978 53 192.168.2.3 8.8.8.8
Jan 11, 2021 18:34:33.518105030 CET 53 63978 8.8.8.8 192.168.2.3
Jan 11, 2021 18:34:34.021261930 CET 62938 53 192.168.2.3 8.8.8.8
Jan 11, 2021 18:34:34.080629110 CET 53 62938 8.8.8.8 192.168.2.3
Jan 11, 2021 18:36:27.075521946 CET 55708 53 192.168.2.3 8.8.8.8
Jan 11, 2021 18:36:27.123622894 CET 53 55708 8.8.8.8 192.168.2.3
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Timestamp

Jan 11, 2021 18:36:27.723787069 CET

Jan 11, 2021 18:36:27.795542002 CET

Jan 11, 2021 18:36:32.924635887 CET

Jan 11, 2021 18:36:32.980792999 CET

Jan 11, 2021 18:36:38.045650959 CET

Jan 11, 2021 18:36:38.104461908 CET

Jan 11, 2021 18:36:38.671240091 CET

Jan 11, 2021 18:36:38.727704048 CET

DNS Queries

Timestamp

Jan 11, 2021 18:31:42.709847927 CET

DNS Answers

Timestamp

Jan 11, 2021
18:31:42.766330004
CET

Jan 11, 2021
18:31:42.766330004
CET

Jan 11, 2021
18:36:27.123622894
CET

Source IP Dest IP

8.8.8.8 192.168.2.3
8.8.8.8 192.168.2.3
8.8.8.8 192.168.2.3

Code Manipulations

Statistics

Behavior

)

Click to jump to process

System Behavior

Source Port

56803
53
57145
53
55359
53
58306
53

Source IP Dest IP

192.168.2.3 8.8.8.8

Trans ID Reply Code

0x715 No error (0)

0x715

No error (0)

0x2d86 No error (0)

Dest Port
53

56803

53

57145

53

55359

53

58306

Trans ID

0x715

Name

www.blazea
sia.com

blazeasia.com

prda.aadg.
msidentity.com

@ iexplore.exe
@ iexplore.exe

Source IP
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8

OP Code Name

Standard query  www.blazea
(0) sia.com

CName Address

blazeasia.com

13.250.213.92

www.tm.a.prd.aadg.traffic
manager.net

Dest IP
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3
8.8.8.8
192.168.2.3

Type
A (IP address)

Type
CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

Class

IN (0x0001)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

Analysis Process: iexplore.exe PID: 3468 Parent PID: 792

General
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Start time: 18:31:41

Start date: 11/01/2021

Path: C:\Program Files\internet exploreniexplore.exe
Wow64 process (32bit): false

Commandline: ‘C:\Program Files\Internet Exploreniexplore.exe' -Embedding
Imagebase: 0x7ff6843e0000

File size: 823560 bytes

MDS5 hash: 6465CB92B25A7BC1DF8E01D8AC5E7596
Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Activities

Source
File Path Access Attributes Options Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Registry Activities
Source
Key Path Completion Count Address Symbol
Source
Key Path Name Type Data Completion Count Address Symbol
Source
Key Path Name Type Old Data New Data Completion Count Address Symbol
Analysis Process: iexplore.exe PID: 6076 Parent PID: 3468
General
Start time: 18:31:41
Start date: 11/01/2021
Path: C:\Program Files (x86)\Internet Explorer\iexplore.exe
Wow64 process (32bit): true
Commandline: ‘C:\Program Files (x86)\Internet Explore'\lIEXPLORE.EXE' SCODEF:3468 CREDAT:17410
Iprefetch:2
Imagebase: 0xe10000
File size: 822536 bytes
MDS5 hash: 071277CC2E3DF41EEEA8013E2AB58D5A
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: high
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Registry Activities
Source
Key Path Completion Count Address Symbol
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Source
Key Path Name Type Data Completion Count Address Symbol

Disassembly
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