JOESandbox Cloud ™=

ID: 338753

Sample Name: Covid19-Min-
Saude-Comuinicado-STIBY-11-
01-21-224.vbs

Cookbook: default.jbs

Time: 19:51:57

Date: 12/01/2021

Version: 31.0.0 Red Diamond



Table of Contents

Table of Contents 2
Analysis Report Covid19-Min-Saude-Comuinicado-STIBY-11-01-21-224.vbs4

Overview
General Information
Detection
Signatures
Classification
Startup
Malware Configuration
Yara Overview
Sigma Overview

Signature Overview
AV Detection:
Networking:
System Summary:
Data Obfuscation:
Persistence and Installation Behavior:
Malware Analysis System Evasion:
HIPS / PFW / Operating System Protection Evasion:
Mitre Att&ck Matrix
Behavior Graph
Screenshots
Thumbnails
Antivirus, Machine Learning and Genetic Malware Detection
Initial Sample
Dropped Files
Unpacked PE Files
Domains
URLs
Domains and IPs
Contacted Domains

URLs from Memory and Binaries
Contacted IPs

O OWwwowwwWownmwowmowu~N~NooO ool aoooaadhdDMBMBMNMNDMNMAMMNDIMND

Public
General Information
Simulations 1
Behavior and APIs 10
Joe Sandbox View / Context 10
IPs 10
Domains 12
ASN 12
JA3 Fingerprints 13
Dropped Files 13
Created / dropped Files 13
Static File Info 15
General 15
File Icon 15
Network Behavior 16
Code Manipulations 16
Statistics 16
System Behavior 16
Analysis Process: wscript.exe PID: 3788 Parent PID: 3424 16
General 16
File Activities 16
File Created 16

Copyright null 2021 Page 2 of 17



File Written 16

File Read 17
Disassembly 17
Code Analysis 17

Copyright null 2021 Page 3 of 17



Analysis Report Covid19-Min-Saude-Comuinicado-STIB...

Overview
General Information Detection Signatures Classification
Sample Covid19-Min-Saude-
Name: Comuinicado-STIBY-11- Antivirus detection for dropped file
01-21-224.vbs MALICIOUS Benign windows process drops PE f...

Analysis ID: 338753

. Multi AV Scanner detection for subm...
MDs: 462d612fcc6ee9?2.

. System process connects to networ...

SHAL: 405633f2a4fe5bs.. e
SHA256: Jbedcfoacoaeath. VBScript performs obfuscated calls ...

Most interesting Screenshot:

Detected VMProtect packer:

Machine Learning detection for dropp...

Potential evasive VBS script found (...

Potential malicious VBS script found...

Windows Shell Script Host drops VB...

Score: 100

Range: 0-100 Contains capabilitiesito; detect virtua...

Whitelisted: ~ false Creates)a start menu entry/(Start:Me...

Confidence:  100%

Startup

= System is w10x64

. i; wscript.exe (PID: 3788 cmdline: C:\Windows\System32\wscript.exe 'C:\Users\user\Desktop\Covid19-Min-Saude-Comuinicado-STIBY-11-01-21-224.vbs' MD5:
9A68ADD12EB50DDE7586782C3EBIFFIC)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

No yara matches

Sigma Overview

No Sigma rule has matched

Signature Overview

@ AV Detection
@ Networking
@ System Summary
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@ Data Obfuscation

@ Persistence and Installation Behavior

@ Boot Survival

@ Hooking and other Techniques for Hiding and Protection
@ Malware Analysis System Evasion

® HIPS / PFW / Operating System Protection Evasion

@ Language, Device and Operating System Detection

@

AV Detection:

Click to jump to signature section

-

Antivirus detection for dropped file

Multi AV Scanner detection for submitted file

Networking:

]

System Summary:

‘]

=

Data Obfuscation:

VBScript performs obfuscated calls to suspicious functions

Persistence and Installation Behavior:

]‘]

Malware Analysis System Evasion:

]‘

HIPS | PFW | Operating System Protection Evasion:

Benign windows process drops PE files

System process connects to network (likely due to code injection or exploit)

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command Network
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control Effects
Valid Scripting Startup Startup Masquerading oS Query Registry Remote Data from Exfiltration Data Eavesdrop ol
Accounts Items Items Credential Services Local Over Other Obfuscation Insecure
Dumping System Network Network
Medium Communicat
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Initial Privilege Credential
Access Execution Persistence Escalation Defense Evasion Access Discovery
Default Exploitation for Registry Process Virtualization/Sandbox LSASS Security Software
Accounts  Client Run Keys /  Injection Evasion Memory  Discovery
Execution Startup
Folder
Domain PowerShell Logon Script Registry Process Injection Security Virtualization/Sandbox
Accounts (Windows)  Run Keys / Account Evasion
Startup Manager
Folder
Local At (Windows) Logon Script Logon Scripting NTDS Remote System
Accounts (Mac) Script Discovery
(Mac)
Cloud Cron Network Network Obfuscated Filesor ~ LSA File and Directory
Accounts Logon Script Logon Information Secrets Discovery
Script
Replication Launchd Rc.common Rc.common Steganography Cached System Information
Through Domain Discovery
Removable Credentials
Media

Behavior Graph

Behavior Graph
o oo |
sample: Covid19-Min-Saude-Comuinica.
Startdate: 12/01/2021
Architecture:  WINDOWS.

Score: 100

)

wscript.exe

G : h2

dropped dropped dropped

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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2
snne
snae e

No bigger version No bigger version No bigger version No bigger version

F-l O Tyoe here to search 4

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample
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Source Detection Scanner Label Link

Dropped Files

Source Detection Scanner Label Link

Unpacked PE Files

No Antivirus matches

Domains

No Antivirus matches

URLs

Source Detection Scanner Label Link
hitp://pki.goog/gsr2/GTS101.crt0 0% URL Reputation safe
hitp://pki.goog/gsr2/GTS101.crt0 0% URL Reputation safe
hitp://pki.goog/gsr2/GTS101.crt0 0% URL Reputation safe
hitp://pki.goog/gsr2/GTS101.crt0 0% URL Reputation safe
hitp://crl.pki.goog/gsr2/gsr2.crl0? 0% URL Reputation safe
hitp://crl.pki.goog/gsr2/gsr2.crl0? 0% URL Reputation safe
hitp://crl.pki.goog/gsr2/gsr2.crl0? 0% URL Reputation safe
hitp://crl.pki.goog/gsr2/gsr2.crl0? 0% URL Reputation safe
hitp://ocsp.pki.goog/gsr202 0% URL Reputation safe
hitp://ocsp.pki.goog/gsr202 0% URL Reputation safe
hitp://ocsp.pki.goog/gsr202 0% URL Reputation safe
hitp://ocsp.pki.goog/gsr202 0% URL Reputation safe
hitp://https://pki.goog/repository/0 0% URL Reputation safe
hitp://https://pki.goog/repository/0 0% URL Reputation safe
hitp://https://pki.goog/repository/0 0% URL Reputation safe
hitp://https://pki.goog/repository/0 0% URL Reputation safe
hitp:/focsp.pki.goog/gtslolcore0 0% URL Reputation safe
hitp:/focsp.pki.goog/gtslolcore0 0% URL Reputation safe
hitp:/focsp.pki.goog/gtslolcore0 0% URL Reputation safe
hitp:/focsp.pki.goog/gtslolcore0 0% URL Reputation safe
hitp://crl.pki.goog/GTS101core.crl0 0% URL Reputation safe
hitp://crl.pki.goog/GTS101core.crl0 0% URL Reputation safe
hitp://crl.pki.goog/GTS101core.crl0 0% URL Reputation safe
hitp://crl.pki.goog/GTS101core.crl0 0% URL Reputation safe

Domains and IPs

Contacted Domains

No contacted domains info

URLs from Memory and Binaries

Name Source Malicious Antivirus Detection Reputation
hitp://pki.goog/gsr2/GTS101.crt0 wscript.exe, 00000001.00000002 false e URL Reputation: safe unknown
.1051230457.0000022DE8367000.0 e URL Reputation: safe
0000004.00000001.sdmp e URL Reputation: safe
e URL Reputation: safe
hitp://crl.pki.goog/gsr2/gsr2.crl0? wscript.exe, 00000001.00000002 false URL Reputation: safe unknown

.1051230457.0000022DE8367000.0
0000004.00000001.sdmp

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe
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https://www.virustotal.com/gui/file/2bedcf94c9aea7b126f70169728f38678d615cdc26991c3b30628912eb2766d9/detection/f-2bedcf94c9aea7b126f70169728f38678d615cdc26991c3b30628912eb2766d9-1610476702

Name Source Malicious Antivirus Detection

hitp://ocsp.pki.goog/gsr202 wscript.exe, 00000001.00000002 false e URL Reputation: safe
.1051230457.0000022DE8367000.0 e URL Reputation: safe

0000004.00000001.sdmp e URL Reputation: safe

e URL Reputation: safe

hitp://https://pki.goog/repository/0 wscript.exe, 00000001.00000002 false e URL Reputation: safe
.1051230457.0000022DE8367000.0 e URL Reputation: safe

0000004.00000001.sdmp e URL Reputation: safe

e URL Reputation: safe

hitp:/focsp.pki.goog/gtslolcore0 wscript.exe, 00000001.00000002 false e URL Reputation: safe
.1051230457.0000022DE8367000.0 e URL Reputation: safe

0000004.00000001.sdmp e URL Reputation: safe

e URL Reputation: safe

hitp://crl.pki.goog/GTS101core.crl0 wscript.exe, 00000001.00000002 false e URL Reputation: safe
.1051230457.0000022DE8367000.0 e URL Reputation: safe

0000004.00000001.sdmp e URL Reputation: safe

e URL Reputation: safe

Contacted IPs

] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
B 75% < No. of IPs

Public

P Domain Country Flag ASN ASN Name
8.8.8.8 unknown United States = 15169 GOOGLEUS
108.177.119.128 unknown United States = 15169 GOOGLEUS

General Information

Joe Sandbox Version: 31.0.0 Red Diamond
Analysis ID: 338753

Start date: 12.01.2021

Start time: 19:51:57

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0Oh 8m 23s
Hypervisor based Inspection enabled: false
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unknown

unknown

unknown

unknown

Malicious
false

true
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Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes analysed:
Number of new started drivers analysed:

Number of existing processes analysed:

Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:
HDC Information:

HCA Information:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

Time Type
19:53:35 Autostart

Joe Sandbox View | Context

IPs

Match Associated Sample Name /| URL

Copyright null 2021

light
Covid19-Min-Saude-Comuinicado-STIBY-11-01-21-
224.vbs

default.jbs

Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211

15

o ©o o o

e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled

default

Timeout

MAL
mal100.evad.winVBS@1/6@0/2
Failed

Failed

e Successful, ratio: 100%
* Number of executed functions: 0
e Number of non-executed functions: 0

e Adjust boot time

e Enable AMSI

e Found application associated with file extension:
.vbs

Show All

e Exclude process from analysis (whitelisted):
rundlI32.exe, BackgroundTransferHost.exe,
backgroundTaskHost.exe, svchost.exe,
wuapihost.exe

* Report size getting too big, too many
NtAllocateVirtualMemory calls found.

* Report size getting too big, too many
NtOpenKeyEx calls found.

* Report size getting too big, too many
NtProtectVirtualMemory calls found.

* Report size getting too big, too many
NtQueryValueKey calls found.

Run: C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\gjnpswnghs .Ink

Detection Link Context

malicious Browse e 8.8.8.8/S
IVMWAIEW62C9c

malicious Browse e 8.8.8.8/C
TM5wttwLFc
LdHfVk
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https://view.joesandbox.com/analysis/122590/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/122590/html/none?idtype=webid
https://view.joesandbox.com/analysis/122589/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/122589/html/none?idtype=webid

Match

Copyright null 2021

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

www.zulin
fang.mobi/fu/?
id=i07
VHMa0svfKf
XE6I13aRHA3
lctedYaT9x
0iZT9MHOOR
hMFPgh9mSE
tNU17XFCBg
MQA4XWErQD
1zZTwB-AplygzQ..

www.taste
ofunexpect
ed.com/tf/?
id=y6Irbp
vfhkYfQXXy
qC8dooAvir
v2e2apV7ig
F70LYGyF40
Cvwj5JxRVB
dRghvKGGuc
_KsFbnbwPC
ODef

www.serik
atsaudagar
nusantara.
com/ed/?id
=klz40nF7t
HMqdvlcSep
eHoY02Vsws
5yCI7zf8DN
1pvMb9hdHF
pZX44eSyhz
XC7ubicfll
yYYsvfyléwe

www.epcke
dnilm.info/fu/?
id=i07vHMaOsvfK
fXxE613aRHA
3lctcdYaT9
X0iZT9MHOo
RhMFPghomS
EtNU17XFCB
gMQA4XWErQ
DIzTwB-Apl
y9zQ..
www.watch
summer.com/tr/?
id=oq
CXvglUiCxP
Ftn1J0rb33
g5mpSH48vd
1XRAfBxi4M
gNDwsdTt0od
cXb5dgzj2v
PAuld1RDre
AIRWWLP9Xo
t16w..&sql=1

wetr34.si
tesled.com
/wind.jpg

naturofin
d.org/p66/
JIKJIHgft

www.phutu
ngototp.com/ho/?
id=y3T6nEBcied
L7htO4xn1Z
YijVAW7sJX
LjwubagvJu
tMFV{7aOWP
Sa_BI5i178
f_EjROvybr
Sr7PC3267X
bUsBg..
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https://view.joesandbox.com/analysis/98010/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/98010/html/none?idtype=webid
https://view.joesandbox.com/analysis/97988/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/97988/html/none?idtype=webid
https://view.joesandbox.com/analysis/97967/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/97967/html/none?idtype=webid
https://view.joesandbox.com/analysis/97950/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/97950/html/none?idtype=webid
https://view.joesandbox.com/analysis/97907/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/97907/html/none?idtype=webid
https://view.joesandbox.com/analysis/97870/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/97870/html/none?idtype=webid
https://view.joesandbox.com/analysis/97746/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/97746/html/none?idtype=webid
https://view.joesandbox.com/analysis/97732/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/97732/html/none?idtype=webid

Match

Domains

No context

ASN

Match
GOOGLEUS

GOOGLEUS
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SHA 256 Detection Link Context

Get hash malicious Browse ° www.quyua
r.com/dr/?
id=gCqdDQs
h4d7ynFKS;j
09V1Y12J91
NTUfM9LddD
KzxEGHO7R4
0gEQ3AGAU2
DRYiF_Nduo
4Rd-EW24x-
038a0ud_g

Get hash malicious Browse e my.intern
aldating.r
u/js/boxun4.bin

Get hash malicious Browse e my.intern
aldating.r
u/js/boxun4.bin

Get hash malicious Browse e my.intern
aldating.r
u/js/boxun4.bin

Get hash malicious Browse e my.intern
aldating.r
u/js/boxun4.bin

Get hash malicious Browse e my.intern
aldating.r
u/js/boxun4.bin

Get hash malicious Browse e my.intern
aldating.r
u/js/boxun4.bin

Get hash malicious Browse e my.intern
aldating.r
u/js/boxun4.bin

Get hash malicious Browse e my.intern
aldating.r
u/js/boxun4.bin

Get hash malicious Browse e my.intern
aldating.r
u/js/boxun4.bin

>
»
]
=]
o,
2
@
o
[7]
o
3
=2
5
2
S
3
@
c
A
r

Associated Sample Name /| URL SHA 256 Detection Link Context
_ Get hash malicious Browse e 34.102.136.180
_ Get hash malicious Browse e 34.102.136.180
_ Get hash malicious Browse e 34.102.136.180
_ Get hash malicious Browse e 34.102.136.180
_ Get hash malicious Browse e 34.102.136.180
_ Get hash malicious Browse e 108.177.96.128
_ Get hash malicious Browse e 74.125.143.128
_ Get hash malicious Browse e 34.102.136.180
_ Get hash malicious Browse e 34.102.136.180
_ Get hash malicious Browse e 108.177.12
6.139
_ Get hash malicious Browse e 34.102.136.180
_ Get hash malicious Browse e 34.102.136.180
_ Get hash malicious Browse e 172.217.21
8.102
_ Get hash malicious Browse e 34.102.136.180
_ Get hash malicious Browse e 108.177.12
6.132
_ Get hash malicious Browse e 108.177.12
6.132
_ Get hash malicious Browse e 34.102.136.180
_ Get hash malicious Browse e 34.102.136.180
_ Get hash malicious Browse e 34.102.136.180
_ Get hash malicious Browse e 34.102.136.180
_ Get hash malicious Browse e 34.102.136.180
_ Get hash malicious Browse e 34.102.136.180
_ Get hash malicious Browse e 34.102.136.180
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https://view.joesandbox.com/analysis/97641/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/97641/html/none?idtype=webid
https://view.joesandbox.com/analysis/97615/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/97615/html/none?idtype=webid
https://view.joesandbox.com/analysis/97603/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/97603/html/none?idtype=webid
https://view.joesandbox.com/analysis/97583/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/97583/html/none?idtype=webid
https://view.joesandbox.com/analysis/97570/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/97570/html/none?idtype=webid
https://view.joesandbox.com/analysis/97565/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/97565/html/none?idtype=webid
https://view.joesandbox.com/analysis/97562/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/97562/html/none?idtype=webid
https://view.joesandbox.com/analysis/97561/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/97561/html/none?idtype=webid
https://view.joesandbox.com/analysis/97558/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/97558/html/none?idtype=webid
https://view.joesandbox.com/analysis/97557/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/97557/html/none?idtype=webid
https://view.joesandbox.com/analysis/254392/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254392/html/none?idtype=webid
https://view.joesandbox.com/analysis/254383/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254383/html/none?idtype=webid
https://view.joesandbox.com/analysis/254374/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254374/html/none?idtype=webid
https://view.joesandbox.com/analysis/254363/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254363/html/none?idtype=webid
https://view.joesandbox.com/analysis/254362/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254362/html/none?idtype=webid
https://view.joesandbox.com/analysis/254352/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254352/html/none?idtype=webid
https://view.joesandbox.com/analysis/254351/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254351/html/none?idtype=webid
https://view.joesandbox.com/analysis/254341/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254341/html/none?idtype=webid
https://view.joesandbox.com/analysis/254338/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254338/html/none?idtype=webid
https://view.joesandbox.com/analysis/254336/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254336/html/none?idtype=webid
https://view.joesandbox.com/analysis/254329/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254329/html/none?idtype=webid
https://view.joesandbox.com/analysis/254328/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254328/html/none?idtype=webid
https://view.joesandbox.com/analysis/254326/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254326/html/none?idtype=webid
https://view.joesandbox.com/analysis/254286/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254286/html/none?idtype=webid
https://view.joesandbox.com/analysis/254245/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254245/html/none?idtype=webid
https://view.joesandbox.com/analysis/254243/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254243/html/none?idtype=webid
https://view.joesandbox.com/analysis/254219/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254219/html/none?idtype=webid
https://view.joesandbox.com/analysis/254213/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254213/html/none?idtype=webid
https://view.joesandbox.com/analysis/254209/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254209/html/none?idtype=webid
https://view.joesandbox.com/analysis/254205/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254205/html/none?idtype=webid
https://view.joesandbox.com/analysis/254392/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254392/html/none?idtype=webid
https://view.joesandbox.com/analysis/254383/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254383/html/none?idtype=webid
https://view.joesandbox.com/analysis/254374/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254374/html/none?idtype=webid

Match

JA3 Fingerprints

No context

Dropped Files

Match

C:\Users\user\AppData\Roaming\241456
62426947\uzunfcmnagjwjpnim541544228

7920.dll

C:\Users\user\AppData\Local\Microsoft\
Windows\INetCache\lE\OROWKIO1\P-

16-5[1].dll

Associated Sample Name /| URL SHA 256 Detection Link Context
_ Get hash malicious Browse e 34.102.136.180
_ Get hash malicious Browse e 34.102.136.180
_ Get hash malicious Browse e 108.177.96.128
_ Get hash malicious Browse e 74.125.143.128
_ Get hash malicious Browse e 34.102.136.180
_ Get hash malicious Browse e 34.102.136.180
_ Get hash malicious Browse e 108.177.12
6.139
_ Get hash malicious Browse e 34.102.136.180
_ Get hash malicious Browse e 34.102.136.180
_ Get hash malicious Browse e 172.217.21
8.102
_ Get hash malicious Browse e 34.102.136.180
_ Get hash malicious Browse e 108.177.12
6.132
_ Get hash malicious Browse e 108.177.12
6.132
_ Get hash malicious Browse e 34.102.136.180
_ Get hash malicious Browse e 34.102.136.180
_ Get hash malicious Browse e 34.102.136.180
_ Get hash malicious Browse e 34.102.136.180
Associated Sample Name /| URL SHA 256 Detection Link Context

Get hash malicious Browse
Get hash malicious Browse
Get hash malicious Browse
Get hash malicious Browse

Get hash malicious Browse

Get hash malicious Browse

Created / dropped Files

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Reputation:

|IE Cache URL:

Preview:

C:\Windows\System32\wscript.exe

Zip archive data, at least v2.0 to extract

downloaded

5615495

7.999967059766371

true
98304:Bh5gN8bU/NWIAULIFNZ6uO0sITKFFJAO1YsodrEhKsf/gvVPuysUhBO:BKN8gfWILo6uOoRFJIZYrxsf/gxuy9u
BC50209A431C05FA1EOD39FF8761073F

DFDE6CF89AEEC720A8515E40303BBB230B2C9D69
EFD7057D2625E4F08EDD7427CF2C8A8FDDIDBAB724F3C648E10ED3EAELE21C7F
6CFB71B0075E7FFD71DE9F35876443C4F4C2F4240F4A2CAFEBIFFES48BA670D4521824AF8F3341A29A040B07C891058349E44DDFA265EE8F04DOFE08436A5105
false

low

hitp://https://storage.googleapis.com/mystorage2021/0.zip

e 4}H|..iLb".....R..wu..LtNy..;L...r.n.<n.\6H....&&G...B..9...e=}.-.$..DOL.
ILJF.Y.1..
ZA~.T\.0..q-.BE.G...4 _,.p....,. #. .tXx-=. LComilom
. ..E=R...b..|...&....0U...+...S;.....0.0."K.B.fiIZqvA.U.P...p. ..V[..0Om...~[.O.G.M".... FX.IJA.LM..OH.h.l|.......... G._]..1'8..3g...p.. #£.R.0.. 0= GLp2Y L
Dewen/bjl 1.CL3.@2.N. ... A =.GuS...-9... 2. Z. <t K f("...(".P.O.....

o6l $.0lo.r 4 il ALN2...Ph..... f2..}s>

Process:
File Type:
Category:

Copyright null 2021

C:\Windows\System32\wscript.exe

PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

downloaded
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https://view.joesandbox.com/analysis/254363/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254363/html/none?idtype=webid
https://view.joesandbox.com/analysis/254362/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254362/html/none?idtype=webid
https://view.joesandbox.com/analysis/254352/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254352/html/none?idtype=webid
https://view.joesandbox.com/analysis/254351/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254351/html/none?idtype=webid
https://view.joesandbox.com/analysis/254341/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254341/html/none?idtype=webid
https://view.joesandbox.com/analysis/254338/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254338/html/none?idtype=webid
https://view.joesandbox.com/analysis/254336/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254336/html/none?idtype=webid
https://view.joesandbox.com/analysis/254329/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254329/html/none?idtype=webid
https://view.joesandbox.com/analysis/254328/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254328/html/none?idtype=webid
https://view.joesandbox.com/analysis/254326/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254326/html/none?idtype=webid
https://view.joesandbox.com/analysis/254286/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254286/html/none?idtype=webid
https://view.joesandbox.com/analysis/254245/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254245/html/none?idtype=webid
https://view.joesandbox.com/analysis/254243/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254243/html/none?idtype=webid
https://view.joesandbox.com/analysis/254219/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254219/html/none?idtype=webid
https://view.joesandbox.com/analysis/254213/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254213/html/none?idtype=webid
https://view.joesandbox.com/analysis/254209/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254209/html/none?idtype=webid
https://view.joesandbox.com/analysis/254205/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254205/html/none?idtype=webid
https://view.joesandbox.com/analysis/254352/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254352/html/none?idtype=webid
https://view.joesandbox.com/analysis/254351/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254351/html/none?idtype=webid
https://view.joesandbox.com/analysis/226669/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/226669/html/none?idtype=webid
https://view.joesandbox.com/analysis/254352/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254352/html/none?idtype=webid
https://view.joesandbox.com/analysis/254351/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254351/html/none?idtype=webid
https://view.joesandbox.com/analysis/226669/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/226669/html/none?idtype=webid

Size (bytes):

Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Antivirus:

Joe Sandbox
View:

Reputation:
|IE Cache URL:

Preview:

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

128099840

7.999984870208901

true

3145728:IcFFugnqyx3j/QvjvZablwkXOczyC5rr1Tcal6M6T2:zwanqqY viXXzX56f
E1B2EC2857BDEDC4497655078946A20C
2DE9B015192D5F54370DCC1F5238F1CBA2245CE4
E5C9CE8563AA0AB460EC150A29161ADC1918245C29647A7BCE353FDD7DF2D651

5F4D3372A45FC334EF695041B3FC793350093210174FA2989B8A7D14D55263BBE6370B46ABA81D263E8A7DB89AF68748182E02E3COFD99737D51E494A0A85A48

true

e Antivirus: Avira, Detection: 100%
e Antivirus: Joe Sandbox ML, Detection: 100%

e Filename: Covid19-Min-Saude-Comuinicado-STIBY-11-01-21-224.vbs, Detection: malicious, Browse
e Filename: Covid19-Min-Saude-Comuinicado-STIBY-11-01-21-224.vbs, Detection: malicious, Browse
e Filename: Financeiro-JTQEFA-28-10-2020-167.vbs, Detection: malicious, Browse

low

hitp://https://storage.googleapis.com/mystorage2021/P-16-5.dll

..L.I..This program must be run under Win32..$7

C:\Windows\System32\wscript.exe

Zip archive data, at least v2.0 to extract

dropped

5615495

7.999967059766371

true
98304:Bh5gN8bU/NWIAULIFNZ6uO0sITKFFJA01YsodrEhKsf/gvVPuysUhBO:BKN8gfWILo6uOoRFJIZYrxsf/gxuy9u
BC50209A431C05FA1EOD39FF8761073F

DFDE6CF89AEEC720A8515E40303BBB230B2C9D69
EFD7057D2625E4F08EDD7427CF2C8A8FDDIDBAB724F3C648E10ED3EAELE21C7F

6CFB71B0075E7FFD71DE9F35876443CA4FAC2F4240F4A2CAFEBIFFES48BA670D4521824AF8F3341A29A040B07C891058349E44DDFA265EE8F04D0OFE08436A5105

true

low

PK......... B$R.N..U.$Y.l............ g....z.iB4.l.|.w.f].....t.6Q..L.r@<a.4.n.Y.7t \XR.....}..icees 4}H|..iLb".....R..wu..L.tNy..;L...r.n.<n.\6H....&&G...B..9...e=}.-.$..DOL.

..Sp\5...Z.@..t ...F.F..2.Bl..-.c..R.Q.[....H5[.p|4.. *WW..,.....~.D...G.j....In....4T....tf..A&....&K........ g..C...L}JFY.1.....0.<.Fy%.. h9.z@L'.{
ZA~.T\.0..q-.BE.G...4 _,.p....,. #, tx-=.Ha..G../[7.7.F..xKK...4;XB~u5B+}........C.~..d.....-..J....6.|...._$.0lo..r.4.li.l A.\.2....Ph

.E=R...b...|..&..0U...+..S;
.o j1..1.C1.3.@2.N. j.

=.G.US$...-9..2.Z.<t.. K f("..("P.O.....

1.0.0."K.BAZQVA.U.P...p. ..V[..0M...~|.0.G.M . .. FXJJALM...OH.h.L.|.........G._]....1 8....39...p.. #..R.0. ..o =

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Antivirus:

Joe Sandbox
View:

Reputation:

Preview:

Copyright null 2021

C:\Windows\System32\wscript.exe

PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

dropped

128099840

7.999984870208901

true

3145728:IcFFuqgnqyx3j/QvjvZablwkXOczyC5rr1Tcal6M6T2:zwaqnqqY viXXzX56f
E1B2EC2857BDEDC4497655078946A20C
2DE9B015192D5F54370DCC1F5238F1CBA2245CE4
E5C9CE8563AA0AB460EC150A29161ADC1918245C29647A7BCE353FDD7DF2D651

5F4D3372A45FC334EF695041B3FC793350093210174FA2989B8A7D14D55263BBE6370B46ABA81D263E8A7DB89AF68748182E02E3COFD99737D51E494A0A85A48

true

e Antivirus: Avira, Detection: 100%
e Antivirus: Joe Sandbox ML, Detection: 100%

e Filename: Covid19-Min-Saude-Comuinicado-STIBY-11-01-21-224.vbs, Detection: malicious, Browse
e Filename: Covid19-Min-Saude-Comuinicado-STIBY-11-01-21-224.vbs, Detection: malicious, Browse
e Filename: Financeiro-JTQEFA-28-10-2020-167.vbs, Detection: malicious, Browse

low

MzP @ 1..L.1.This program must be run under Win32..$7
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https://view.joesandbox.com/analysis/254352/html/none
https://view.joesandbox.com/analysis/254351/html/none
https://view.joesandbox.com/analysis/226669/html/none
https://view.joesandbox.com/analysis/254352/html/none
https://view.joesandbox.com/analysis/254351/html/none
https://view.joesandbox.com/analysis/226669/html/none

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Windows\System32\wscript.exe

MS Windows shortcut, Item id list present, Has Relative path, Has Working directory, Has command line arguments, ctime=Sun Dec 31 23:06:32 1600, mtime=Sun Dec 31
23:06:32 1600, atime=Sun Dec 31 23:06:32 1600, length=0, window=hide

dropped

1098

3.512260764499578

false

24:8q/BuUl++{ClrryjCyjMZJIrPjg/eb357aB:8mwUI8IriCyjMZJz2ebkB
F2B1A245D018916D89305D7AD270EABF
D9493582790D0715A090185F10ECE9D78B1B703D
92FB3573E0F3DA33381A38C68BC6A3660944E5C3B56EC675D202485E6410D0BF

77CCEC03B1D86F97DDEB48A7C34968344655C37843D34248FBB6BEB8C7C4B023DB2232FDDCBD8EF1B830C9C67BD705724B988B60CFD5CDBBC3259198E290C
A9

true

low

| ISR B E...P.O. i....#00../C:\..cos Vil WiNdOWS. @.......cocueviiiiciiiciicce W.ind.ows....Z1......... system32
B sy.stem.3.2..f2......rundli32.exe.Jd.....cccociiininne ..rundll3.2..exe....8...\. JL VOO VOO WUOPUA UL WO WA WTLTA B

nd.ows.\sy.s.tem.3.2\run.dll3.2..exeW.C.:\Us.ers\jo.nes\Ap.p.D.atalR.oaming\Mic.ros.o.ft\Windows\Start Me.nu\P.ro.gram.
s\S.tartu.plgjnp.sw.n.ghs.e. .C:\Us.ers\jones\AppD.ata\Ro.am.ing\241456.6.24.2.6.9.4.7\u.zunfcmn.a.gjw,jp.nimb541544.228.7.
9.2.0...d.LI. .S.F.s.b.9.V.5.0.7.L.T.£x.D.W.h.D.o.h........%............... WNLINDL.Que 1SPS.XF.L8C....&m.q....... J..S.-1.-5.

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Windows\System32\wscript.exe

ASCII text, with CRLF line terminators

dropped

310

5.319824431104741

false
6:jVtyYdghNGXIkKnFkjqvAATbKZkXOyMz6gCggPsjIRXvexOvXKgli8Ny:ZEYYhNGYkKnFPVAOKZy8MHsjIJRvyOdB
C5394303848978B05D041057E051124B

DCF334238967DBOACE42ACEB5445416259687223
D346B18223E32677DC656E18BF328AE441E7EB65CFFI35EC8F51562844E1528B
7B07418EAD76B9460B02D5A543C3C1761128C5FFIBCCCE8BF499E21353F4F0720B0313669DA509F8D220D36FEB089D5B8F5DFF49609D36319FBBA1031CFFD68:
true

low

Set SFHISGAPSMULDDGFLMFHDFTG = CreateObject("WScript.Shell")..WScript.Sleep(300000)..Set OpSysSet = GetObject("winmgmts:{authenticationlevel=Pkt," _..& "
(Shutdown)}").ExecQuery("select * from Win32_OperatingSystem where "_..& "Primary=true”)..for each OpSys in OpSysSet..retVal = OpSys.Win32Shutdown(6)..next..

Static File Info

General
File type:
Entropy (8bit):
TriD:

File name:

File size:
MD5:
SHAL:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

File Icon

Copyright null 2021

UTF-8 Unicode text, with CRLF line terminators
5.770759521169668
e Visual Basic Script (13500/0) 100.00%

Covid19-Min-Saude-Comuinicado-STIBY-11-01-21-
224.vbs

276876
462d612fcc6ce92acdd1b58a27edecac
405633f2a4fe5h859ea9331a2276ebd494d39aa4

2bedcf94c9aea7b12670169728f38678d615cdc26991c3
b30628912eb2766d9

0b6b80bfa5d90209a0521f6610c38f07d4c868e2436df5e
6acdaa804d4bd700cc6272d683dc0f2036f4e83e7fdb3a2
4cccd384db3f5fa872a4a97079c5dba08d

6144:1zxUzx/zx2zxKzxQzxLzx62xQzx3zxAzXyzX6ZXjzXr
zxzzx8zx4zxqzx8zxszxM:1IUI/I2IKIQILI6IQI3IAlyl6ljirlzL

'Qr..2..LIv6..........GE..b.....InYLGHq...JO.......h...H...JU.
.RYFi..V2H.
.XOK..n..... at..'5..e....... XYoririenna mnrZR.....

.GJnEYOhFj1.....6..S... .YnJcsnEX...UoVt....
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5

Icon Hash:

Network Behavior

No network behavior found

Code Manipulations

Statistics

System Behavior

e8d69ece869a9ecd

Analysis Process: wscript.exe PID: 3788 Parent PID: 3424

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Created

File Path

C:\Users\user\AppData\Roaming\eycptlzztfs.vbs

C:\Users\user\AppData\Roaming\24145662426947

File Written

File Path

Copyright null 2021

19:52:49
12/01/2021

C:\Windows\System32\wscript.exe

false

C:\Windows\System32\wscript.exe 'C:\Users\user\Desktop\Covid19-Min-Saude-Comuinicado-

STIBY-11-01-21-224.vbs'
0x7ff623700000
163840 bytes

9A68ADD12EB50DDE7586782C3EBIFFOC

true
true
C, C++ or other language

high

Access Attributes Options

read attributes | device
synchronize |
generic write

synchronous io
non alert | non
directory file

read data or list device
directory |
synchronize

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

Offset Length Value Ascii

Source
Completion Count Address Symbol
success or wait 1 7FFA9B411571 CreateFileW
success or wait 1 7FFA9B4274FE CreateDirectoryW
Source
Completion Count Address Symbol
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Source
File Path Offset Length Value Ascii Completion Count Address Symbol

C:\Users\user\AppData\Roaming\eycptlzztfs.vbs unknown 62 53 65 74 20 53 46 48 Set success or wait 8 7TFFA9B41E70B WriteFile
49 53 47 41 50 53 4d SFHISGAPSMULDDGFL
55 4c 44 44 47 46 4c MFHDFTG =
4d 46 48 44 46 54 47 CreateObject("Wscr
20 3d 20 43 72 65 61 ipt.Shell")..
74 65 4f 62 6a 65 63
74 282257536372
69 70 74 2e 53 68 65
6c 6¢ 22 29 0d Oa

File Read
Source
File Path Offset Length Completion Count Address Symbol
C:\Users\user\AppData\Roaming\eycptlzztfs.vbs unknown 128 success or wait 3 7FFA9B4117B5 ReadFile
C:\Users\user\AppData\Roaming\eycptlzztfs.vbs unknown 128 end of file 1 7FFA9B4117B5 ReadFile
Disassembly

Code Analysis

Copyright null 2021 Page 17 of 17
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